
This database merges  data from two databases containing disclosed cyber incidents.

Source: WB Media-Disclosed Cyber Incidents database (column J) and University of Maryland Cyber Events Database (column I)

Note: The details of each disclosed cyber incident accounted here can be found in the next sheets. 

Year iso3 countryx Population InternetusersGDPpercapitaincome_group

2014 ALB Albania 2889104 54 3856 Upper middle income

2014 ARE United Arab Emirates9214182 90 39242 High income

2014 ARM Armenia 2912403 55 3539 Upper middle income

2014 AUS Australia 23475686 84 56319 High income

2014 AUT Austria 8546356 81 44245 High income

2014 AZE Azerbaijan 9535079 75 5506 Upper middle income

2014 BEL Belgium 11209057 85 40421 High income

2014 BGD Bangladesh 154500000 12 1174 Lower middle income

2014 BRA Brazil 202800000 55 9183 Upper middle income

2014 CAN Canada 35437435 87 43635 High income

2014 CHN China 1372000000 48 7533 Upper middle income

2014 CYP Cyprus 1152297 69 22582 High income

2014 CZE Czech Republic10525347 High income

2014 DEU Germany 80982500 86 40851 High income

2014 DNK Denmark 5643475 96 52405 High income

2014 ECU Ecuador 15951832 46 6216 Upper middle income

2014 EGY Egypt, Arab Rep.90424668 34 3301 Lower middle income

2014 ESP Spain 46480882 76 24783 High income

2014 FIN Finland 5461512 87 42711 High income

2014 FRA France 66312067 84 36379 High income

2014 GBR United Kingdom64602298 92 44368 High income

2014 GTM Guatemala 15306316 23 3903 Upper middle income

2014 IDN Indonesia 255100000 17 3203 Upper middle income

2014 IND India 1296000000 14 1490 Lower middle income

2014 IRL Ireland 4657740 83 50368 High income

2014 ISR Israel 8215700 75 36035 High income

2014 ITA Italy 60789140 56 29980 High income

2014 JPN Japan 127300000 89 34387 High income

2014 KEN Kenya 46700063 17 1458 Lower middle income

2014 KOR Korea, Rep. 50746659 88 28095 High income

2014 KWT Kuwait 3690939 79 30282 High income

2014 LBN Lebanon 6261046 73 7921 Lower middle income

2014 LKA Sri Lanka 20778000 11 3847 Lower middle income

2014 LTU Lithuania 2932367 72 13850 High income

2014 MEX Mexico 120400000 44 9553 Upper middle income

2014 MMR Myanmar 52280816 7 1195 Lower middle income

2014 MYS Malaysia 29866606 64 9369 Upper middle income

2014 NGA Nigeria 176400000 21 2677 Lower middle income

2014 NOR Norway 5137232 96 74180 High income

A cybersecurity incident is defined as an “occurrence that results in actual or potential jeopardy to the confidentiality, integrity, or availability of an 

information system or the information the system processes, stores, or transmits or that constitutes a violation or imminent threat of violation of security 

policies, security procedures, or acceptable use policies.” 

Number of disclosed cyber incidents per country 2014-2022

Attribution—For use of these data, please cite two sources: 1) Vergara Cobos, Estefania. 2024. Cybersecurity

Economics for Emerging Markets. Washington, DC: World Bank. doi:10.1596/978-1-4648-2120-2. License: Creative Commons Attribution CC BY 3.0 IGO 

2) Harry, C., & Gallagher, N. (2018). Classifying cyber events. Journal of Information Warfare, 17(3), 17- 31.
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2014 NPL Nepal 26905982 15 853 Lower middle income

2014 NZL New Zealand 4516500 84 38005 High income

2014 PAK Pakistan 195300000 10 1240 Lower middle income

2014 PHL Philippines 100500000 35 2844 Lower middle income

2014 PLW Palau 17625 14655 Upper middle income

2014 POL Poland 38011735 67 12025 High income

2014 PRY Paraguay 6599524 43 5775 Upper middle income

2014 ROU Romania 19908979 54 8661 High income

2014 RUS Russian Federation143800000 71 9521 Upper middle income

2014 SAU Saudi Arabia 30916603 65 19906 High income

2014 SGP Singapore 5469724 82 54682 High income

2014 SVK Slovak Republic5418649 80 15600 High income

2014 SVN Slovenia 2061980 72 20454 High income

2014 SWE Sweden 9696110 93 49855 High income

2014 SYR Syrian Arab Republic18710711 28 856 Low income

2014 TKM Turkmenistan 5466324 12 5936 Upper middle income

2014 TUR Türkiye 77229262 Upper middle income

2014 TWN Taiwan, China High income

2014 UKR Ukraine 45272155 46 2346 Lower middle income

2014 USA United States318400000 73 55675 High income

2014 VEN Venezuela, RB30042973 57 Upper middle income

2014 VNM Vietnam 91713850 41 2451 Lower middle income

2015 ARE United Arab Emirates9262896 91 41525 High income

2015 ARM Armenia 2925559 59 3666 Upper middle income

2015 AUS Australia 23815995 85 56709 High income

2015 AUT Austria 8642699 84 44196 High income

2015 AZE Azerbaijan 9649341 77 5501 Upper middle income

2015 BEL Belgium 11274196 85 41008 High income

2015 BGD Bangladesh 156300000 13 1236 Lower middle income

2015 BGR Bulgaria 7177991 57 7081 Upper middle income

2015 BHR Bahrain 1371853 93 22795 High income

2015 BRA Brazil 204500000 58 8783 Upper middle income

2015 BRB Barbados 285327 76 16990 High income

2015 CAN Canada 35702908 90 43596 High income

2015 CHE Switzerland 8282396 87 83806 High income

2015 CHL Chile 17969356 77 13570 High income

2015 CHN China 1380000000 50 8016 Upper middle income

2015 COL Colombia 47520667 56 6229 Upper middle income

2015 CRI Costa Rica 4847805 60 11530 Upper middle income

2015 CYM Cayman Islands 61721 77 77296 High income

2015 DEU Germany 81686611 88 41103 High income

2015 DNK Denmark 5683483 96 53255 High income

2015 ECU Ecuador 16212022 49 6131 Upper middle income

2015 EGY Egypt, Arab Rep.92442549 38 3370 Lower middle income

2015 ESP Spain 46444832 79 25754 High income

2015 FIN Finland 5479531 86 42802 High income

2015 FRA France 66548272 78 36653 High income

2015 GBR United Kingdom65116219 92 45071 High income

2015 GEO Georgia 3725276 48 4014 Upper middle income

2015 GHA Ghana 27849203 23 1711 Lower middle income

2015 GUM Guam 161851 73 34522 High income

2015 IMN Isle of Man 83232 84753 High income



2015 IND India 1310000000 15 1590 Lower middle income

2015 IRL Ireland 4701957 83 62054 High income

2015 IRN Iran, Islamic Rep.78492208 45 4991 Lower middle income

2015 IRQ Iraq 35572269 17 4417 Upper middle income

2015 ISL Iceland 330815 98 52952 High income

2015 ISR Israel 8380100 77 36207 High income

2015 ITA Italy 60730582 58 30242 High income

2015 JPN Japan 127100000 91 34961 High income

2015 KAZ Kazakhstan 17542806 71 10511 Upper middle income

2015 KEN Kenya 47878339 17 1497 Lower middle income

2015 KHM Cambodia 15521435 18 1171 Lower middle income

2015 KOR Korea, Rep. 51014947 90 28732 High income

2015 LAO Lao PDR 6741160 18 2125 Lower middle income

2015 LBN Lebanon 6532681 74 7803 Lower middle income

2015 LKA Sri Lanka 20970000 12 3990 Lower middle income

2015 LTU Lithuania 2904910 71 14264 High income

2015 MAR Morocco 34663608 57 3139 Lower middle income

2015 MEX Mexico 121900000 57 9753 Upper middle income

2015 MLT Malta 445053 76 24922 High income

2015 MMR Myanmar 52680724 11 1225 Lower middle income

2015 MYS Malaysia 30270965 71 9700 Upper middle income

2015 NAM Namibia 2314901 26 4966 Upper middle income

2015 NGA Nigeria 181100000 25 2680 Lower middle income

2015 NLD Netherlands 16939923 92 45193 High income

2015 NOR Norway 5188607 97 74810 High income

2015 NPL Nepal 27015033 18 882 Lower middle income

2015 NZL New Zealand 4609400 85 38631 High income

2015 OMN Oman 4267341 74 18777 High income

2015 PAK Pakistan 199400000 11 1282 Lower middle income

2015 PHL Philippines 102100000 37 2974 Lower middle income

2015 POL Poland 37986412 68 12560 High income

2015 PRT Portugal 10358076 69 19250 High income

2015 ROU Romania 19815616 56 8977 High income

2015 RUS Russian Federation144100000 70 9313 Upper middle income

2015 SAU Saudi Arabia 31717676 70 20442 High income

2015 SGP Singapore 5535002 83 55646 High income

2015 SVN Slovenia 2063531 73 20890 High income

2015 SWE Sweden 9799186 91 51545 High income

2015 SYR Syrian Arab Republic17997411 30 857 Low income

2015 THA Thailand 68714519 39 5709 Upper middle income

2015 TKM Turkmenistan 5565283 15 6208 Upper middle income

2015 TUR Türkiye 78529413 Upper middle income

2015 TWN Taiwan, China High income

2015 UKR Ukraine 45154036 49 2125 Lower middle income

2015 USA United States320700000 75 56763 High income

2015 UZB Uzbekistan 31298900 43 2754 Lower middle income

2015 VEN Venezuela, RB30081827 58 Upper middle income

2015 VNM Vietnam 92677082 45 2595 Lower middle income

2015 ZAF South Africa 55386369 52 6205 Upper middle income

2016 AFG Afghanistan 35383028 11 590 Low income

2016 AGO Angola 28842482 23 2914 Lower middle income

2016 ALB Albania 2876101 60 4090 Upper middle income



2016 ARE United Arab Emirates9360975 91 43458 High income

2016 ARG Argentina 43590368 71 13360 Upper middle income

2016 ARM Armenia 2936147 64 3690 Upper middle income

2016 AUS Australia 24190907 87 57355 High income

2016 AUT Austria 8736668 84 44590 High income

2016 AZE Azerbaijan 9757812 78 5271 Upper middle income

2016 BEL Belgium 11331422 87 41318 High income

2016 BGD Bangladesh 158000000 18 1308 Lower middle income

2016 BHS Bahamas, The 377923 80 29459 High income

2016 BIH Bosnia and Herzegovina3386263 60 4865 Upper middle income

2016 BMU Bermuda 64554 98 102407 High income

2016 BOL Bolivia 11031822 40 3055 Lower middle income

2016 BRA Brazil 206200000 61 8427 Upper middle income

2016 CAN Canada 36109487 91 43537 High income

2016 CHE Switzerland 8373338 89 84611 High income

2016 CHL Chile 18209072 84 13645 High income

2016 CHN China 1388000000 53 8517 Upper middle income

2016 CRI Costa Rica 4899336 66 11893 Upper middle income

2016 CYP Cyprus 1170189 76 24917 High income

2016 CZE Czech Republic10566332 High income

2016 DEU Germany 82348669 84 41682 High income

2016 DNK Denmark 5728010 97 54556 High income

2016 DOM Dominican Republic10397738 64 7210 Upper middle income

2016 ECU Ecuador 16491116 54 5966 Upper middle income

2016 EGY Egypt, Arab Rep.94447071 41 3444 Lower middle income

2016 ESP Spain 46484062 81 26514 High income

2016 FIN Finland 5495303 88 43879 High income

2016 FJI Fiji 872406 49 5223 Upper middle income

2016 FRA France 66724104 79 36957 High income

2016 GBR United Kingdom65611593 95 45699 High income

2016 GHA Ghana 28481947 28 1728 Lower middle income

2016 GRC Greece 10775971 69 18071 High income

2016 HUN Hungary 9814023 79 13035 High income

2016 IDN Indonesia 261600000 25 3453 Upper middle income

2016 IND India 1325000000 17 1701 Lower middle income

2016 IRL Ireland 4755335 84 62589 High income

2016 IRN Iran, Islamic Rep.79563991 53 5332 Lower middle income

2016 ISR Israel 8546000 80 37109 High income

2016 ITA Italy 60627498 61 30686 High income

2016 JOR Jordan 9554286 56 3950 Lower middle income

2016 JPN Japan 127100000 93 35242 High income

2016 KEN Kenya 49051531 17 1526 Lower middle income

2016 KOR Korea, Rep. 51217803 93 29462 High income

2016 KWT Kuwait 3956862 86 29134 High income

2016 LBY Libya 6492160 7639 Upper middle income

2016 LIE Liechtenstein 37655 98 High income

2016 LKA Sri Lanka 21203000 15 4175 Lower middle income

2016 LTU Lithuania 2868231 74 14810 High income

2016 LUX Luxembourg 582014 98 108351 High income

2016 MCO Monaco 38070 95 174740 High income

2016 MDV Maldives 475505 59 9620 Upper middle income

2016 MEX Mexico 123300000 60 9897 Upper middle income



2016 MLI Mali 17965448 14 742 Low income

2016 MMR Myanmar 53045199 16 1343 Lower middle income

2016 MNE Montenegro 622303 70 6708 Upper middle income

2016 MWI Malawi 17205253 6 543 Low income

2016 NGA Nigeria 186000000 26 2571 Lower middle income

2016 NLD Netherlands 17030314 90 45939 High income

2016 NPL Nepal 27263430 21 878 Lower middle income

2016 NZL New Zealand 4714100 87 39209 High income

2016 PAK Pakistan 203600000 12 1337 Lower middle income

2016 PAN Panama 4037073 54 14100 High income

2016 PHL Philippines 103700000 39 3131 Lower middle income

2016 POL Poland 37970087 73 12937 High income

2016 QAT Qatar 2654379 95 64233 High income

2016 ROU Romania 19702267 60 9287 High income

2016 RUS Russian Federation144300000 73 9314 Upper middle income

2016 RWA Rwanda 11668829 20 759 Low income

2016 SAU Saudi Arabia 32443443 75 20508 High income

2016 SEN Senegal 14993514 26 1282 Lower middle income

2016 SGP Singapore 5607283 84 56907 High income

2016 SVK Slovak Republic5430798 80 16688 High income

2016 SWE Sweden 9923085 90 51956 High income

2016 SYR Syrian Arab Republic17465567 32 813 Low income

2016 THA Thailand 68971313 48 5879 Upper middle income

2016 TTO Trinidad and Tobago1377563 68 17039 High income

2016 TUN Tunisia 11303942 50 3961 Lower middle income

2016 TUR Türkiye 79827868 Upper middle income

2016 TWN Taiwan, China High income

2016 TZA Tanzania 53049231 14 959 Lower middle income

2016 UGA Uganda 39649173 6 876 Low income

2016 UKR Ukraine 45004673 53 2185 Lower middle income

2016 USA United States323100000 86 57293 High income

2016 VEN Venezuela, RB29851249 60 Upper middle income

2016 VNM Vietnam 93640435 53 2741 Lower middle income

2016 ZAF South Africa 56207649 54 6186 Upper middle income

2016 ZWE Zimbabwe 14030338 23 1394 Lower middle income

2017 AFG Afghanistan 36296111 14 589 Low income

2017 ARE United Arab Emirates9487206 95 43420 High income

2017 ARG Argentina 44044811 74 13595 Upper middle income

2017 ARM Armenia 2944789 65 3986 Upper middle income

2017 AUS Australia 24601860 87 57702 High income

2017 AUT Austria 8797566 88 45282 High income

2017 AZE Azerbaijan 9854033 79 5230 Upper middle income

2017 BEL Belgium 11375158 88 41826 High income

2017 BEN Benin 11175192 19 1072 Lower middle income

2017 BFA Burkina Faso 19193236 17 671 Low income

2017 BGD Bangladesh 159700000 20 1377 Lower middle income

2017 BGR Bulgaria 7075947 63 7606 Upper middle income

2017 BHS Bahamas, The 381749 81 29940 High income

2017 BIH Bosnia and Herzegovina3351534 65 5083 Upper middle income

2017 BLR Belarus 9458989 74 5965 Upper middle income

2017 BLZ Belize 375775 47 5806 Upper middle income

2017 BMU Bermuda 63873 98 107237 High income



2017 BOL Bolivia 11192853 44 3135 Lower middle income

2017 BRA Brazil 207800000 67 8471 Upper middle income

2017 CAN Canada 36545236 93 44325 High income

2017 CHE Switzerland 8451840 90 84968 High income

2017 CHL Chile 18470435 82 13616 High income

2017 CHN China 1396000000 54 9053 Upper middle income

2017 CMR Cameroon 24566070 23 1429 Lower middle income

2017 COL Colombia 48909844 62 6281 Upper middle income

2017 CRI Costa Rica 4949955 72 12267 Upper middle income

2017 CUB Cuba 11339255 57 7865 Upper middle income

2017 CYP Cyprus 1179685 81 26101 High income

2017 CZE Czech Republic10594438 High income

2017 DEU Germany 82657002 84 42640 High income

2017 DNK Denmark 5764980 97 55736 High income

2017 DOM Dominican Republic10513111 68 7462 Upper middle income

2017 DZA Algeria 41389174 48 4218 Lower middle income

2017 ECU Ecuador 16785356 56 6013 Upper middle income

2017 EGY Egypt, Arab Rep.96442590 45 3518 Lower middle income

2017 ESP Spain 46593236 85 27239 High income

2017 EST Estonia 1317384 88 18962 High income

2017 FIN Finland 5508214 87 45174 High income

2017 FRA France 66918020 81 37694 High income

2017 GAB Gabon 2064812 50 6893 Upper middle income

2017 GBR United Kingdom66058859 90 46499 High income

2017 GEO Georgia 3728004 60 4328 Upper middle income

2017 GHA Ghana 29121464 38 1827 Lower middle income

2017 GIN Guinea 12067516 19 878 Lower middle income

2017 GMB Gambia, The 2213900 25 618 Low income

2017 GRC Greece 10754679 70 18304 High income

2017 GTM Guatemala 16087418 38 4091 Upper middle income

2017 GUY Guyana 775218 37 6038 High income

2017 HKG Hong Kong SAR, China7393200 89 44381 High income

2017 HND Honduras 9429016 32 2374 Lower middle income

2017 HRV Croatia 4124531 67 13175 High income

2017 HTI Haiti 10982367 27 1427 Lower middle income

2017 HUN Hungary 9787966 77 13628 High income

2017 IDN Indonesia 264700000 32 3592 Upper middle income

2017 IND India 1339000000 18 1796 Lower middle income

2017 IRL Ireland 4807388 84 67486 High income

2017 IRN Iran, Islamic Rep.80673888 64 5401 Lower middle income

2017 IRQ Iraq 37552789 49 4702 Upper middle income

2017 ISR Israel 8713300 82 37953 High income

2017 ITA Italy 60536709 63 31244 High income

2017 JAM Jamaica 2920848 55 5173 Upper middle income

2017 JEY Jersey #N/A

2017 JOR Jordan 9785840 65 3948 Lower middle income

2017 JPN Japan 127000000 92 35862 High income

2017 KAZ Kazakhstan 18037776 76 10759 Upper middle income

2017 KEN Kenya 50221146 18 1550 Lower middle income

2017 KGZ Kyrgyz Republic6198200 38 1177 Lower middle income

2017 KHM Cambodia 16009413 33 1305 Lower middle income

2017 KOR Korea, Rep. 51361911 95 30307 High income



2017 KWT Kuwait 4056102 98 27244 High income

2017 LBN Lebanon 6819373 78 8375 Lower middle income

2017 LBR Liberia 4702224 16 679 Low income

2017 LBY Libya 6580723 9969 Upper middle income

2017 LKA Sri Lanka 21444000 21 4428 Lower middle income

2017 LTU Lithuania 2828403 78 15662 High income

2017 LUX Luxembourg 596336 97 107142 High income

2017 LVA Latvia 1942248 80 14845 High income

2017 MAR Morocco 35581257 62 3235 Lower middle income

2017 MCO Monaco 38392 97 168745 High income

2017 MDA Moldova 2755158 76 3086 Upper middle income

2017 MDG Madagascar 25570511 10 468 Low income

2017 MEX Mexico 124800000 64 9998 Upper middle income

2017 MKD North Macedonia2074502 75 5044 Upper middle income

2017 MLT Malta 467999 81 27178 High income

2017 MMR Myanmar 53382521 24 1409 Lower middle income

2017 MNE Montenegro 622373 71 7023 Upper middle income

2017 MNG Mongolia 3113788 24 4024 Lower middle income

2017 MSR Montserrat #N/A

2017 MUS Mauritius 1264613 55 10248 Upper middle income

2017 MYS Malaysia 31104655 80 10416 Upper middle income

2017 NGA Nigeria 190900000 28 2527 Lower middle income

2017 NIC Nicaragua 6384843 30 2154 Lower middle income

2017 NIU Niue #N/A

2017 NLD Netherlands 17131296 93 46997 High income

2017 NOR Norway 5276968 96 76247 High income

2017 NPL Nepal 27632682 24 946 Lower middle income

2017 NZL New Zealand 4813600 88 39752 High income

2017 OMN Oman 4665926 80 18260 High income

2017 PAK Pakistan 207900000 14 1378 Lower middle income

2017 PAN Panama 4106764 60 14635 High income

2017 PER Peru 31444299 50 6400 Upper middle income

2017 PHL Philippines 105200000 42 3289 Lower middle income

2017 POL Poland 37974826 76 13600 High income

2017 PRI Puerto Rico 3325286 69 29809 High income

2017 PRK Korea, Dem. People’s Rep.25429816 Low income

2017 PRT Portugal 10300300 74 20441 High income

2017 PRY Paraguay 6867058 61 6227 Upper middle income

2017 PSE West Bank and Gaza4454805 63 3463 Upper middle income

2017 QAT Qatar 2724727 97 60551 High income

2017 ROU Romania 19588715 64 10106 High income

2017 RUS Russian Federation144500000 76 9473 Upper middle income

2017 SAU Saudi Arabia 33101183 94 20028 High income

2017 SDN Sudan 40813398 19 2177 Low income

2017 SEN Senegal 15419354 30 1340 Lower middle income

2017 SGP Singapore 5612253 84 59440 High income

2017 SLE Sierra Leone 7488427 13 611 Low income

2017 SLV El Salvador 6388124 34 3921 Upper middle income

2017 SMR San Marino 33671 60 42766 High income

2017 SOM Somalia 14589165 2 399 Low income

2017 SRB Serbia 7020858 70 5960 Upper middle income

2017 SVK Slovak Republic5439232 82 17152 High income



2017 SVN Slovenia 2066388 79 22564 High income

2017 SWE Sweden 10057698 93 52577 High income

2017 SYR Syrian Arab Republic17095669 33 806 Low income

2017 THA Thailand 69209817 53 6099 Upper middle income

2017 TKM Turkmenistan 5757667 21 6784 Upper middle income

2017 TUN Tunisia 11433438 56 4007 Lower middle income

2017 TUR Türkiye 81116451 Upper middle income

2017 TUV Tuvalu 11365 35 3680 Upper middle income

2017 TWN Taiwan, China High income

2017 UGA Uganda 41166588 8 872 Low income

2017 UKR Ukraine 44831135 59 2247 Lower middle income

2017 URY Uruguay 3436645 70 17438 High income

2017 USA United States325100000 87 58208 High income

2017 UZB Uzbekistan 32388600 49 2943 Lower middle income

2017 VEN Venezuela, RB29402480 62 Upper middle income

2017 VIR Virgin Islands (U.S.)107281 64 34435 High income

2017 VNM Vietnam 94600643 58 2903 Lower middle income

2017 WSM Samoa 195358 34 4347 Lower middle income

2017 ZAF South Africa 57009751 56 6233 Upper middle income

2017 ZWE Zimbabwe 14236599 24 1421 Lower middle income

2018 AFG Afghanistan 37171922 17 579 Low income

2018 ALB Albania 2866376 65 4432 Upper middle income

2018 ARE United Arab Emirates9630966 98 43644 High income

2018 ARG Argentina 44494502 78 13105 Upper middle income

2018 ARM Armenia 2951741 68 4216 Upper middle income

2018 AUS Australia 24982688 88 58480 High income

2018 AUT Austria 8840521 87 46155 High income

2018 AZE Azerbaijan 9939771 80 5262 Upper middle income

2018 BEL Belgium 11427054 89 42382 High income

2018 BGD Bangladesh 161400000 22 1460 Lower middle income

2018 BGR Bulgaria 7025037 65 7867 Upper middle income

2018 BHR Bahrain 1569440 99 23023 High income

2018 BHS Bahamas, The 385635 83 30181 High income

2018 BIH Bosnia and Herzegovina3323929 70 5339 Upper middle income

2018 BLR Belarus 9438785 79 6166 Upper middle income

2018 BOL Bolivia 11353140 44 3219 Lower middle income

2018 BRA Brazil 209500000 70 8554 Upper middle income

2018 BRB Barbados 286640 17221 High income

2018 BRN Brunei Darussalam428960 95 29438 High income

2018 BTN Bhutan 754396 50 3066 Lower middle income

2018 CAN Canada 37065084 95 44917 High income

2018 CHE Switzerland 8514329 92 86757 High income

2018 CHL Chile 18729166 85 13907 High income

2018 CHN China 1403000000 59 9619 Upper middle income

2018 CMR Cameroon 25216261 30 1445 Lower middle income

2018 COL Colombia 49661056 64 6321 Upper middle income

2018 CRI Costa Rica 4999443 73 12471 Upper middle income

2018 CUB Cuba 11338146 63 8048 Upper middle income

2018 CYP Cyprus 1189262 84 27241 High income

2018 CZE Czech Republic10629928 High income

2018 DEU Germany 82905782 87 42929 High income

2018 DNK Denmark 5793636 97 56563 High income



2018 DOM Dominican Republic10627147 75 7895 Upper middle income

2018 DZA Algeria 42228415 49 4188 Lower middle income

2018 ECU Ecuador 17084359 58 5976 Upper middle income

2018 EGY Egypt, Arab Rep.98423602 47 3635 Lower middle income

2018 ESP Spain 46797754 86 27740 High income

2018 EST Estonia 1321977 89 19612 High income

2018 FIN Finland 5515525 89 45628 High income

2018 FRA France 67101930 82 38260 High income

2018 GAB Gabon 2119275 60 6787 Upper middle income

2018 GBR United Kingdom66460344 91 47006 High income

2018 GEO Georgia 3726549 63 4539 Upper middle income

2018 GGY Guernsey #N/A

2018 GHA Ghana 29767108 43 1900 Lower middle income

2018 GRC Greece 10732882 72 18647 High income

2018 GTM Guatemala 16346950 42 4163 Upper middle income

2018 GUM Guam 165770 34473 High income

2018 GUY Guyana 779007 6128 High income

2018 HKG Hong Kong SAR, China7452600 91 45280 High income

2018 HND Honduras 9587523 36 2423 Lower middle income

2018 HRV Croatia 4087843 75 13666 High income

2018 HUN Hungary 9775564 76 14377 High income

2018 IDN Indonesia 267700000 40 3741 Upper middle income

2018 IND India 1353000000 20 1891 Lower middle income

2018 IRL Ireland 4867316 87 72339 High income

2018 IRN Iran, Islamic Rep.81800204 70 5211 Lower middle income

2018 IRQ Iraq 38433604 43 4711 Upper middle income

2018 ISL Iceland 352721 99 57698 High income

2018 ISR Israel 8882800 84 38744 High income

2018 ITA Italy 60421760 74 31593 High income

2018 JAM Jamaica 2934853 68 5264 Upper middle income

2018 JEY Jersey #N/A

2018 JOR Jordan 9965322 65 3930 Lower middle income

2018 JPN Japan 126800000 89 36139 High income

2018 KAZ Kazakhstan 18276452 79 11053 Upper middle income

2018 KEN Kenya 51392570 20 1605 Lower middle income

2018 KGZ Kyrgyz Republic6322800 63 1198 Lower middle income

2018 KHM Cambodia 16249795 1385 Lower middle income

2018 KOR Korea, Rep. 51585058 96 31054 High income

2018 KWT Kuwait 4137314 100 26665 High income

2018 LAO Lao PDR 7061498 29 2468 Lower middle income

2018 LBN Lebanon 6859408 81 8436 Lower middle income

2018 LKA Sri Lanka 21670000 26 4496 Lower middle income

2018 LTU Lithuania 2801543 80 16444 High income

2018 LUX Luxembourg 607950 97 106377 High income

2018 LVA Latvia 1927174 84 15559 High income

2018 MAR Morocco 36029089 65 3296 Lower middle income

2018 MDA Moldova 2708214 3268 Upper middle income

2018 MDV Maldives 515704 62 10343 Upper middle income

2018 MEX Mexico 126200000 66 10120 Upper middle income

2018 MKD North Macedonia2076217 79 5185 Upper middle income

2018 MLT Malta 484630 82 27857 High income

2018 MMR Myanmar 53708318 29 1489 Lower middle income



2018 MNE Montenegro 622227 72 7382 Upper middle income

2018 MNG Mongolia 3170214 47 4242 Lower middle income

2018 MUS Mauritius 1265303 59 10652 Upper middle income

2018 MYS Malaysia 31528033 81 10778 Upper middle income

2018 NGA Nigeria 195900000 32 2512 Lower middle income

2018 NIC Nicaragua 6465502 38 2052 Lower middle income

2018 NLD Netherlands 17231624 92 47827 High income

2018 NOR Norway 5311916 96 76374 High income

2018 NPL Nepal 28095712 29 1007 Lower middle income

2018 NZL New Zealand 4900600 89 40422 High income

2018 OMN Oman 4829476 86 18257 High income

2018 PAK Pakistan 212200000 15 1440 Lower middle income

2018 PAN Panama 4176868 62 14922 High income

2018 PER Peru 31989265 55 6530 Upper middle income

2018 PHL Philippines 106700000 44 3439 Lower middle income

2018 POL Poland 37974750 78 14408 High income

2018 PRI Puerto Rico 3193354 71 29687 High income

2018 PRK Korea, Dem. People’s Rep.25549606 Low income

2018 PRT Portugal 10283822 75 21058 High income

2018 PRY Paraguay 6956069 65 6339 Upper middle income

2018 PSE West Bank and Gaza4569087 64 3418 Upper middle income

2018 QAT Qatar 2781682 100 60081 High income

2018 ROU Romania 19473970 71 10778 High income

2018 RUS Russian Federation144500000 81 9740 Upper middle income

2018 SAU Saudi Arabia 33702757 93 20097 High income

2018 SEN Senegal 15854324 35 1385 Lower middle income

2018 SGP Singapore 5638676 88 61277 High income

2018 SLB Solomon Islands652856 2218 Lower middle income

2018 SLV El Salvador 6420740 44 4010 Upper middle income

2018 SOM Somalia 15008225 414 Low income

2018 SRB Serbia 6982604 73 6262 Upper middle income

2018 SUR Suriname 575987 54 8751 Upper middle income

2018 SVK Slovak Republic5446771 80 17818 High income

2018 SVN Slovenia 2073894 80 23484 High income

2018 SWE Sweden 10175214 89 52983 High income

2018 SYR Syrian Arab Republic16945062 34 803 Low income

2018 THA Thailand 69428454 57 6336 Upper middle income

2018 TJK Tajikistan 9100847 1116 Lower middle income

2018 TKM Turkmenistan 5850902 7090 Upper middle income

2018 TLS Timor-Leste 1267975 28 1258 Lower middle income

2018 TTO Trinidad and Tobago1389841 15717 High income

2018 TUN Tunisia 11565203 64 4070 Lower middle income

2018 TUR Türkiye 82340090 Upper middle income

2018 TUV Tuvalu 11505 3718 Upper middle income

2018 TWN Taiwan, China High income

2018 UGA Uganda 42729032 11 896 Low income

2018 UKR Ukraine 44622518 63 2337 Lower middle income

2018 URY Uruguay 3449290 81 17440 High income

2018 USA United States326800000 88 59607 High income

2018 UZB Uzbekistan 32956100 55 3062 Lower middle income

2018 VAT Vatican City #N/A

2018 VEN Venezuela, RB28887117 Upper middle income



2018 VNM Vietnam 95545959 70 3091 Lower middle income

2018 WSM Samoa 196128 4277 Lower middle income

2018 YEM Yemen, Rep. 28498683 1195 Low income

2018 ZAF South Africa 57792520 62 6251 Upper middle income

2018 ZMB Zambia 17351714 14 1331 Lower middle income

2018 ZWE Zimbabwe 14438812 25 1463 Lower middle income

2019 AFG Afghanistan 38041757 18 584 Low income

2019 ARE United Arab Emirates9770526 99 43785 High income

2019 ARG Argentina 44938712 80 12716 Upper middle income

2019 ARM Armenia 2957728 67 4562 Upper middle income

2019 AUS Australia 25365745 89 58868 High income

2019 AUT Austria 8879920 88 46647 High income

2019 AZE Azerbaijan 10024283 81 5348 Upper middle income

2019 BEL Belgium 11488980 90 43107 High income

2019 BGD Bangladesh 163000000 24 1558 Lower middle income

2019 BGR Bulgaria 6975761 68 8242 Upper middle income

2019 BHR Bahrain 1641164 100 23414 High income

2019 BHS Bahamas, The 389486 85 29760 High income

2019 BIH Bosnia and Herzegovina3300998 70 5558 Upper middle income

2019 BLR Belarus 9419758 83 6268 Upper middle income

2019 BMU Bermuda 63911 107036 High income

2019 BOL Bolivia 11513102 47 3243 Lower middle income

2019 BRA Brazil 211000000 74 8592 Upper middle income

2019 BTN Bhutan 763094 54 3220 Lower middle income

2019 BWA Botswana 2303703 61 6485 Upper middle income

2019 CAN Canada 37601230 97 45113 High income

2019 CHE Switzerland 8575280 93 87124 High income

2019 CHL Chile 18952035 86 13761 High income

2019 CHN China 1408000000 64 10156 Upper middle income

2019 CMR Cameroon 25876387 34 1455 Lower middle income

2019 COL Colombia 50339443 65 6404 Upper middle income

2019 CRI Costa Rica 5047561 81 12662 Upper middle income

2019 CUB Cuba 11333484 68 8043 Upper middle income

2019 CYM Cayman Islands 64948 82171 High income

2019 CYP Cyprus 1198574 86 28360 High income

2019 CZE Czech Republic10671870 High income

2019 DEU Germany 83092962 88 43285 High income

2019 DNK Denmark 5814422 98 57203 High income

2019 DOM Dominican Republic10738957 76 8205 Upper middle income

2019 DZA Algeria 43053054 58 4153 Lower middle income

2019 ECU Ecuador 17373657 59 5864 Upper middle income

2019 EGY Egypt, Arab Rep.100400000 57 3769 Lower middle income

2019 ESP Spain 47134837 91 28088 High income

2019 EST Estonia 1326855 90 20270 High income

2019 ETH Ethiopia 112100000 22 785 Low income

2019 FIN Finland 5521606 90 46136 High income

2019 FRA France 67248926 83 38832 High income

2019 GBR United Kingdom66836327 93 47492 High income

2019 GEO Georgia 3720161 69 4773 Upper middle income

2019 GHA Ghana 30417858 22 1982 Lower middle income

2019 GMB Gambia, The 2347696 35 669 Low income

2019 GRC Greece 10721582 76 19019 High income



2019 GTM Guatemala 16604026 44 4264 Upper middle income

2019 GUY Guyana 782775 6349 High income

2019 HKG Hong Kong SAR, China7507900 92 44195 High income

2019 HND Honduras 9746115 39 2446 Lower middle income

2019 HRV Croatia 4065253 79 14212 High income

2019 HUN Hungary 9771141 80 15084 High income

2019 IDN Indonesia 270600000 48 3892 Upper middle income

2019 IMN Isle of Man 84589 95137 High income

2019 IND India 1366000000 29 1944 Lower middle income

2019 IRL Ireland 4934340 87 75239 High income

2019 IRN Iran, Islamic Rep.82913893 72 5017 Lower middle income

2019 IRQ Iraq 39309789 44 4854 Upper middle income

2019 ISL Iceland 360563 100 57462 High income

2019 ISR Israel 9054000 87 39591 High income

2019 ITA Italy 59729081 68 32114 High income

2019 JOR Jordan 10101697 3909 Lower middle income

2019 JPN Japan 126600000 93 36044 High income

2019 KAZ Kazakhstan 18513673 82 11403 Upper middle income

2019 KEN Kenya 52573967 23 1654 Lower middle income

2019 KGZ Kyrgyz Republic6456200 64 1227 Lower middle income

2019 KHM Cambodia 16486542 1466 Lower middle income

2019 KOR Korea, Rep. 51764822 96 31640 High income

2019 KWT Kuwait 4207077 100 25778 High income

2019 LAO Lao PDR 7169456 31 2564 Lower middle income

2019 LBR Liberia 4937374 22 644 Low income

2019 LBY Libya 6777453 9278 Upper middle income

2019 LIE Liechtenstein 38020 High income

2019 LKA Sri Lanka 21803000 29 4458 Lower middle income

2019 LTU Lithuania 2794137 82 17250 High income

2019 LUX Luxembourg 620001 97 106729 High income

2019 LVA Latvia 1913822 86 16070 High income

2019 MAR Morocco 36471766 84 3356 Lower middle income

2019 MDA Moldova 2664974 3439 Upper middle income

2019 MDV Maldives 530957 63 10753 Upper middle income

2019 MEX Mexico 127600000 70 10014 Upper middle income

2019 MKD North Macedonia2076694 81 5386 Upper middle income

2019 MLT Malta 504062 86 28660 High income

2019 MMR Myanmar 54045422 35 1578 Lower middle income

2019 MNG Mongolia 3225166 51 4385 Lower middle income

2019 MUS Mauritius 1265711 62 10957 Upper middle income

2019 MWI Malawi 18628749 10 573 Low income

2019 MYS Malaysia 31949789 84 11115 Upper middle income

2019 NGA Nigeria 201000000 34 2505 Lower middle income

2019 NIC Nicaragua 6545503 38 1965 Lower middle income

2019 NLD Netherlands 17344874 93 48444 High income

2019 NOR Norway 5347896 98 76712 High income

2019 NPL Nepal 28608715 33 1061 Lower middle income

2019 NZL New Zealand 4979200 90 40757 High income

2019 OMN Oman 4974992 90 18044 High income

2019 PAK Pakistan 216600000 17 1453 Lower middle income

2019 PAN Panama 4246440 64 15167 High income

2019 PER Peru 32510462 60 6550 Upper middle income



2019 PHL Philippines 108100000 43 3590 Lower middle income

2019 POL Poland 37965475 80 15053 High income

2019 PRI Puerto Rico 3193694 78 30181 High income

2019 PRK Korea, Dem. People’s Rep.25666158 Low income

2019 PRT Portugal 10286263 75 21617 High income

2019 PRY Paraguay 7044639 69 6229 Upper middle income

2019 PSE West Bank and Gaza4685306 71 3378 Upper middle income

2019 QAT Qatar 2832071 100 59673 High income

2019 ROU Romania 19371648 74 11253 High income

2019 RUS Russian Federation144400000 83 9958 Upper middle income

2019 RWA Rwanda 12626938 26 871 Low income

2019 SAU Saudi Arabia 34268529 96 19806 High income

2019 SEN Senegal 16296362 40 1410 Lower middle income

2019 SGP Singapore 5703569 89 61386 High income

2019 SLV El Salvador 6453550 50 4106 Upper middle income

2019 SRB Serbia 6945235 77 6568 Upper middle income

2019 SVK Slovak Republic5454147 83 18241 High income

2019 SVN Slovenia 2088385 83 24125 High income

2019 SWE Sweden 10278887 94 53490 High income

2019 SXM Sint Maarten (Dutch part)41608 28973 High income

2019 SYR Syrian Arab Republic17070132 35 781 Low income

2019 TGO Togo 8082359 19 837 Low income

2019 THA Thailand 69625581 67 6454 Upper middle income

2019 TJK Tajikistan 9321023 1172 Lower middle income

2019 TKM Turkmenistan 5942094 7422 Upper middle income

2019 TTO Trinidad and Tobago1394969 15576 High income

2019 TUN Tunisia 11694721 67 4095 Lower middle income

2019 TUR Türkiye 83429607 Upper middle income

2019 TWN Taiwan, China High income

2019 UGA Uganda 44269587 15 922 Low income

2019 UKR Ukraine 44386203 70 2426 Lower middle income

2019 URY Uruguay 3461731 83 17563 High income

2019 USA United States328300000 89 60698 High income

2019 UZB Uzbekistan 33580350 70 3185 Lower middle income

2019 VEN Venezuela, RB28515829 Upper middle income

2019 VNM Vietnam 96462108 69 3288 Lower middle income

2019 YEM Yemen, Rep. 29161922 1183 Low income

2019 ZAF South Africa 58558267 68 6189 Upper middle income

2019 ZMB Zambia 17861034 17 1311 Lower middle income

2019 ZWE Zimbabwe 14645473 25 1343 Lower middle income

2020 AFG Afghanistan 38928341 18 553 Low income

2020 AGO Angola 32866268 36 2347 Lower middle income

2020 ALB Albania 2837849 72 4419 Upper middle income

2020 ARE United Arab Emirates9890400 100 41276 High income

2020 ARG Argentina 45376763 86 11341 Upper middle income

2020 ARM Armenia 2963234 77 4256 Upper middle income

2020 AUS Australia 25693267 90 58116 High income

2020 AUT Austria 8916864 88 43456 High income

2020 AZE Azerbaijan 10093121 85 5084 Upper middle income

2020 BEL Belgium 11544241 92 40620 High income

2020 BEN Benin 12123198 26 1165 Lower middle income

2020 BGD Bangladesh 164700000 25 1593 Lower middle income



2020 BGR Bulgaria 6934015 70 7964 Upper middle income

2020 BHR Bahrain 1701583 100 22579 High income

2020 BHS Bahamas, The 393248 87 22657 High income

2020 BIH Bosnia and Herzegovina3280815 73 5459 Upper middle income

2020 BLR Belarus 9379952 85 6252 Upper middle income

2020 BMU Bermuda 63893 99745 High income

2020 BOL Bolivia 11673029 60 2920 Lower middle income

2020 BRA Brazil 212600000 81 8256 Upper middle income

2020 BRN Brunei Darussalam437483 95 30402 High income

2020 CAN Canada 38037204 92 42366 High income

2020 CHE Switzerland 8636561 94 84435 High income

2020 CHL Chile 19116209 88 12741 High income

2020 CHN China 1411000000 70 10358 Upper middle income

2020 CMR Cameroon 26545864 38 1419 Lower middle income

2020 COD Congo, Dem. Rep.89561404 14 487 Low income

2020 COL Colombia 50882884 70 5853 Upper middle income

2020 CPV Cabo Verde 555988 65 2950 Lower middle income

2020 CRI Costa Rica 5094114 81 12030 Upper middle income

2020 CUB Cuba 11326616 74 7173 Upper middle income

2020 CUW Curacao 154947 14749 High income

2020 CYM Cayman Islands 65720 76610 High income

2020 CYP Cyprus 1207361 91 26814 High income

2020 CZE Czech Republic10697858 High income

2020 DEU Germany 83160871 90 41650 High income

2020 DNK Denmark 5831404 97 55899 High income

2020 DOM Dominican Republic10847904 77 7572 Upper middle income

2020 DZA Algeria 43851043 63 3874 Lower middle income

2020 ECU Ecuador 17643060 71 5332 Upper middle income

2020 EGY Egypt, Arab Rep.102300000 72 3836 Lower middle income

2020 ESP Spain 47363419 93 24785 High income

2020 EST Estonia 1329479 89 20118 High income

2020 ETH Ethiopia 115000000 24 811 Low income

2020 FIN Finland 5529543 92 44985 High income

2020 FRA France 67379908 85 35712 High income

2020 GBR United Kingdom67081000 95 42099 High income

2020 GEO Georgia 3722716 73 4448 Upper middle income

2020 GGY Guernsey #N/A

2020 GHA Ghana 31072945 58 1951 Lower middle income

2020 GIB Gibraltar 33691 High income

2020 GRC Greece 10700556 78 17344 High income

2020 GTM Guatemala 16858333 50 4124 Upper middle income

2020 HKG Hong Kong SAR, China7481000 92 41451 High income

2020 HND Honduras 9904608 42 2191 Lower middle income

2020 HRV Croatia 4047680 78 13049 High income

2020 HUN Hungary 9750149 85 14430 High income

2020 IDN Indonesia 273500000 54 3780 Upper middle income

2020 IND India 1380000000 43 1814 Lower middle income

2020 IRL Ireland 4985674 92 79075 High income

2020 IRN Iran, Islamic Rep.83992953 76 5141 Lower middle income

2020 IRQ Iraq 40222503 4170 Upper middle income

2020 ISR Israel 9215100 90 38177 High income

2020 ITA Italy 59449527 70 29373 High income



2020 JAM Jamaica 2961161 4771 Upper middle income

2020 JPN Japan 126300000 90 34603 High income

2020 KAZ Kazakhstan 18755666 86 10974 Upper middle income

2020 KEN Kenya 53771300 30 1617 Lower middle income

2020 KGZ Kyrgyz Republic6579900 72 1103 Lower middle income

2020 KHM Cambodia 16718971 1404 Lower middle income

2020 KOR Korea, Rep. 51836239 97 31372 High income

2020 KWT Kuwait 4270563 99 23929 High income

2020 LAO Lao PDR 7275556 54 2539 Lower middle income

2020 LBN Lebanon 6825442 84 6486 Lower middle income

2020 LBR Liberia 5057677 26 612 Low income

2020 LKA Sri Lanka 21919000 35 4230 Lower middle income

2020 LTU Lithuania 2794885 83 17241 High income

2020 LUX Luxembourg 630419 99 104128 High income

2020 LVA Latvia 1900449 89 15826 High income

2020 MAR Morocco 36910558 84 3081 Lower middle income

2020 MCO Monaco 39244 166911 High income

2020 MDA Moldova 2620495 3189 Upper middle income

2020 MEX Mexico 128900000 72 9147 Upper middle income

2020 MKD North Macedonia2072531 81 5067 Upper middle income

2020 MLI Mali 20250834 27 746 Low income

2020 MLT Malta 515332 87 25619 High income

2020 MMR Myanmar 54409794 35 1616 Lower middle income

2020 MNG Mongolia 3278292 63 4107 Lower middle income

2020 MUS Mauritius 1265740 65 9357 Upper middle income

2020 MYS Malaysia 32365998 90 10374 Upper middle income

2020 NGA Nigeria 206100000 36 2401 Lower middle income

2020 NIC Nicaragua 6624554 45 1904 Lower middle income

2020 NLD Netherlands 17441500 91 46303 High income

2020 NOR Norway 5379475 97 75287 High income

2020 NPL Nepal 29136808 38 1018 Lower middle income

2020 NZL New Zealand 5090200 92 39608 High income

2020 OMN Oman 5106622 95 17662 High income

2020 PAK Pakistan 220900000 25 1410 Lower middle income

2020 PAN Panama 4314768 64 12307 High income

2020 PER Peru 32971846 65 5754 Upper middle income

2020 PHL Philippines 109600000 50 3196 Lower middle income

2020 POL Poland 37899070 83 14775 High income

2020 PRI Puerto Rico 3281538 28139 High income

2020 PRK Korea, Dem. People’s Rep.25778815 Low income

2020 PRT Portugal 10297081 78 19802 High income

2020 PRY Paraguay 7132530 74 6095 Upper middle income

2020 PSE West Bank and Gaza4803269 75 2922 Upper middle income

2020 QAT Qatar 2881060 100 58476 High income

2020 ROU Romania 19257520 78 10899 High income

2020 RUS Russian Federation144100000 85 9714 Upper middle income

2020 RWA Rwanda 12952209 24 822 Low income

2020 SAU Saudi Arabia 34813867 98 18857 High income

2020 SDN Sudan 43849269 28 1828 Low income

2020 SEN Senegal 16743930 43 1391 Lower middle income

2020 SGP Singapore 5685807 92 59176 High income

2020 SLE Sierra Leone 7976985 18 608 Low income



2020 SLV El Salvador 6486201 55 3775 Upper middle income

2020 SRB Serbia 6899126 78 6552 Upper middle income

2020 SUR Suriname 586634 70 7275 Upper middle income

2020 SVK Slovak Republic5458827 90 17617 High income

2020 SVN Slovenia 2102419 87 22929 High income

2020 SWE Sweden 10353442 95 51953 High income

2020 SXM Sint Maarten (Dutch part)42310 23791 High income

2020 SYC Seychelles 98462 79 15169 High income

2020 SYR Syrian Arab Republic17500657 36 727 Low income

2020 TGO Togo 8278737 24 834 Low income

2020 THA Thailand 69799978 78 6048 Upper middle income

2020 TLS Timor-Leste 1318442 29 1989 Lower middle income

2020 TTO Trinidad and Tobago1399491 14398 High income

2020 TUN Tunisia 11818618 72 3699 Lower middle income

2020 TUR Türkiye 84339067 Upper middle income

2020 TWN Taiwan, China High income

2020 UGA Uganda 45741000 6 918 Low income

2020 UKR Ukraine 44132049 75 2350 Lower middle income

2020 URY Uruguay 3473727 86 16460 High income

2020 USA United States331500000 91 58452 High income

2020 UZB Uzbekistan 34232050 71 3187 Lower middle income

2020 VEN Venezuela, RB28435943 Upper middle income

2020 VNM Vietnam 97338583 70 3352 Lower middle income

2020 WSM Samoa 198410 4224 Lower middle income

2020 ZAF South Africa 59308690 70 5726 Upper middle income

2020 ZWE Zimbabwe 14862927 29 1213 Lower middle income

2021 ABW Aruba 107195 30272 High income

2021 AFG Afghanistan 39835428 426 Low income

2021 AGO Angola 33933611 2301 Lower middle income

2021 ALB Albania 2811666 79 4857 Upper middle income

2021 ARE United Arab Emirates9991083 100 42536 High income

2021 ARG Argentina 45808747 87 12402 Upper middle income

2021 ARM Armenia 2968128 4522 Upper middle income

2021 AUS Australia 25739256 59340 High income

2021 AUT Austria 8956279 93 45238 High income

2021 AZE Azerbaijan 10145212 5345 Upper middle income

2021 BEL Belgium 11587882 93 42971 High income

2021 BGD Bangladesh 166300000 1684 Lower middle income

2021 BGR Bulgaria 6899125 75 8642 Upper middle income

2021 BHR Bahrain 1748295 100 23407 High income

2021 BHS Bahamas, The 396914 26412 High income

2021 BIH Bosnia and Herzegovina3263459 76 5948 Upper middle income

2021 BLR Belarus 9340314 87 6458 Upper middle income

2021 BOL Bolivia 11832936 3062 Lower middle income

2021 BRA Brazil 214000000 8622 Upper middle income

2021 BRB Barbados 287708 14801 High income

2021 BRN Brunei Darussalam441532 29673 High income

2021 CAN Canada 38246108 44235 High income

2021 CHE Switzerland 8697723 96 87340 High income

2021 CHL Chile 19212362 14096 High income

2021 CHN China 1412000000 73 11223 Upper middle income

2021 COL Colombia 51265841 6424 Upper middle income



2021 CRI Costa Rica 5139053 83 12888 Upper middle income

2021 CUB Cuba 11317498 71 7291 Upper middle income

2021 CYM Cayman Islands 66498 78731 High income

2021 CYP Cyprus 1215588 91 28329 High income

2021 CZE Czech Republic10703446 High income

2021 DEU Germany 83129285 91 42726 High income

2021 DNK Denmark 5856733 99 58360 High income

2021 DOM Dominican Republic10953714 8411 Upper middle income

2021 DZA Algeria 44616626 3939 Lower middle income

2021 ECU Ecuador 17888474 5492 Upper middle income

2021 EGY Egypt, Arab Rep.104300000 3897 Lower middle income

2021 ESP Spain 47326687 94 26126 High income

2021 EST Estonia 1329254 91 21707 High income

2021 ETH Ethiopia 117900000 17 835 Low income

2021 FIN Finland 5541696 93 46259 High income

2021 FJI Fiji 902899 4443 Upper middle income

2021 FRA France 67499343 86 38046 High income

2021 GBR United Kingdom67326569 45334 High income

2021 GEO Georgia 3708610 76 4932 Upper middle income

2021 GHA Ghana 31732128 69 2015 Lower middle income

2021 GRC Greece 10664568 78 18908 High income

2021 GTM Guatemala 17109746 51 4389 Upper middle income

2021 HKG Hong Kong SAR, China7413100 93 44526 High income

2021 HRV Croatia 3899000 81 15396 High income

2021 HUN Hungary 9709886 89 15534 High income

2021 IDN Indonesia 276400000 62 3893 Upper middle income

2021 IND India 1393000000 1962 Lower middle income

2021 IRL Ireland 5028230 88967 High income

2021 IRN Iran, Islamic Rep.85028760 79 5345 Lower middle income

2021 IRQ Iraq 41179351 4141 Upper middle income

2021 ISL Iceland 372295 100 53825 High income

2021 ISR Israel 9364000 40802 High income

2021 ITA Italy 59066225 75 31601 High income

2021 JAM Jamaica 2973462 4977 Upper middle income

2021 JOR Jordan 10269022 3773 Lower middle income

2021 JPN Japan 125700000 35508 High income

2021 KAZ Kazakhstan 19002586 91 11298 Upper middle income

2021 KEN Kenya 54985702 1706 Lower middle income

2021 KGZ Kyrgyz Republic6694200 1151 Lower middle income

2021 KHM Cambodia 16946446 1430 Lower middle income

2021 KOR Korea, Rep. 51744876 98 32731 High income

2021 KWT Kuwait 4328553 100 24872 High income

2021 LAO Lao PDR 7379358 62 2566 Lower middle income

2021 LBN Lebanon 6769151 6107 Lower middle income

2021 LBR Liberia 5180208 630 Low income

2021 LBY Libya 6958538 8347 Upper middle income

2021 LKA Sri Lanka 22156000 4331 Lower middle income

2021 LTU Lithuania 2795321 87 18234 High income

2021 LUX Luxembourg 639070 99 107792 High income

2021 LVA Latvia 1883162 91 16609 High income

2021 MAF St. Martin (French part)39239 High income

2021 MAR Morocco 37344787 88 3291 Lower middle income



2021 MDA Moldova 2573928 3661 Upper middle income

2021 MEX Mexico 130300000 72 9525 Upper middle income

2021 MKD North Macedonia2065092 5365 Upper middle income

2021 MLT Malta 516869 87 28466 High income

2021 MMR Myanmar 54806014 1317 Lower middle income

2021 MNG Mongolia 3329282 84 4107 Lower middle income

2021 MWI Malawi 19647681 563 Low income

2021 MYS Malaysia 32776195 97 10576 Upper middle income

2021 NGA Nigeria 211400000 2430 Lower middle income

2021 NIC Nicaragua 6702379 2072 Lower middle income

2021 NIU Niue #N/A

2021 NLD Netherlands 17533405 92 48302 High income

2021 NOR Norway 5408320 99 77805 High income

2021 NPL Nepal 29674920 1043 Lower middle income

2021 NZL New Zealand 5122600 41482 High income

2021 OMN Oman 5223376 18301 High income

2021 PAK Pakistan 225200000 1474 Lower middle income

2021 PAN Panama 4381583 14070 High income

2021 PER Peru 33359416 71 6447 Upper middle income

2021 PHL Philippines 111000000 3328 Lower middle income

2021 PNG Papua New Guinea9119005 2408 Lower middle income

2021 POL Poland 37781024 85 15850 High income

2021 PRI Puerto Rico 3263584 28424 High income

2021 PRK Korea, Dem. People’s Rep.25887045 Low income

2021 PRT Portugal 10299423 82 20835 High income

2021 PSE West Bank and Gaza4922749 3051 Upper middle income

2021 QAT Qatar 2930524 61001 High income

2021 ROU Romania 19115146 84 11618 High income

2021 RUS Russian Federation143400000 88 10302 Upper middle income

2021 RWA Rwanda 13276517 890 Low income

2021 SAU Saudi Arabia 35340680 100 19622 High income

2021 SEN Senegal 17196308 1443 Lower middle income

2021 SGP Singapore 5453566 67176 High income

2021 SLV El Salvador 6518500 4182 Upper middle income

2021 SOM Somalia 16359500 428 Low income

2021 SRB Serbia 6844078 81 7114 Upper middle income

2021 SVK Slovak Republic5447247 89 18513 High income

2021 SVN Slovenia 2107007 89 24745 High income

2021 SWE Sweden 10415811 88 54423 High income

2021 SYR Syrian Arab Republic18275704 Low income

2021 THA Thailand 69950844 85 6128 Upper middle income

2021 TLS Timor-Leste 1343875 2061 Lower middle income

2021 TUN Tunisia 11935764 3830 Lower middle income

2021 TUR Türkiye 85042736 Upper middle income

2021 TWN Taiwan, China High income

2021 UGA Uganda 47123533 921 Low income

2021 UKR Ukraine 43814581 2453 Lower middle income

2021 URY Uruguay 3485152 17343 High income

2021 USA United States331900000 61830 High income

2021 VAT Vatican City #N/A

2021 VEN Venezuela, RB28704947 Upper middle income

2021 VNM Vietnam 98168829 74 3409 Lower middle income



2021 ZAF South Africa 60041996 5948 Upper middle income

2021 ZWE Zimbabwe 15092171 1289 Lower middle income

2022 AFG Afghanistan 39835428 18 426 Low income

2022 ALB Albania 2811666 79 5159 Upper middle income

2022 AND Andorra 77354 92 39448 High income

2022 ARE United Arab Emirates9991083 100 45321 High income

2022 ARG Argentina 45808747 87 12932 Upper middle income

2022 ARM Armenia 2968128 77 5111 Upper middle income

2022 ASM American Samoa 55103 14396 High income

2022 AUS Australia 25739256 90 60798 High income

2022 AUT Austria 8956279 93 47043 High income

2022 AZE Azerbaijan 10145212 85 5572 Upper middle income

2022 BEL Belgium 11587882 93 44076 High income

2022 BEN Benin 12451031 26 1256 Lower middle income

2022 BES Bonaire, Saint Eustatius and Saba High income

2022 BGD Bangladesh 166300000 25 1785 Lower middle income

2022 BGR Bulgaria 6899125 75 9502 Upper middle income

2022 BHR Bahrain 1748295 100 24395 High income

2022 BHS Bahamas, The 396914 87 30054 High income

2022 BIH Bosnia and Herzegovina3263459 76 6251 Upper middle income

2022 BLR Belarus 9340314 87 6217 Upper middle income

2022 BMU Bermuda 63867 98 106360 High income

2022 BOL Bolivia 11832936 60 3118 Lower middle income

2022 BRA Brazil 214000000 81 8831 Upper middle income

2022 BRB Barbados 287708 82 16256 High income

2022 BWA Botswana 2397240 64 6657 Upper middle income

2022 CAN Canada 38246108 92 44910 High income

2022 CHE Switzerland 8697723 96 88464 High income

2022 CHL Chile 19212362 88 14358 High income

2022 CHN China 1412000000 73 11560 Upper middle income

2022 CIV Cote d'Ivoire 27053629 36 2430 Lower middle income

2022 COD Congo, Dem. Rep.92377986 14 529 Low income

2022 COL Colombia 51265841 70 6858 Upper middle income

2022 CRI Costa Rica 5139053 83 13374 Upper middle income

2022 CUB Cuba 11317498 71 7291 Upper middle income

2022 CYM Cayman Islands 66498 81 78731 High income

2022 CYP Cyprus 1215588 91 29638 High income

2022 CZE Czech Republic10703446 High income

2022 DEU Germany 83129285 91 43032 High income

2022 DNK Denmark 5856733 99 60113 High income

2022 DOM Dominican Republic10953714 77 8732 Upper middle income

2022 DZA Algeria 44616626 63 3996 Lower middle income

2022 ECU Ecuador 17888474 71 5591 Upper middle income

2022 EGY Egypt, Arab Rep.104300000 72 4089 Lower middle income

2022 ESP Spain 47326687 94 27435 High income

2022 EST Estonia 1329254 91 21207 High income

2022 ETH Ethiopia 117900000 17 857 Low income

2022 FIN Finland 5541696 93 47088 High income

2022 FRA France 67499343 86 38914 High income

2022 GBR United Kingdom67326569 95 47232 High income

2022 GHA Ghana 31732128 69 2040 Lower middle income

2022 GIB Gibraltar 33691 94 High income



2022 GLP Guadeloupe High income

2022 GRC Greece 10664568 78 20168 High income

2022 GRL Greenland 56653 69 48515 High income

2022 GTM Guatemala 17109746 51 4504 Upper middle income

2022 GUF Guiana, French High income

2022 GUM Guam 170184 81 31325 High income

2022 HKG Hong Kong SAR, China7413100 93 43370 High income

2022 HND Honduras 10062994 42 2488 Lower middle income

2022 HRV Croatia 3899000 81 16477 High income

2022 HUN Hungary 9709886 89 16289 High income

2022 IDN Indonesia 276400000 62 4074 Upper middle income

2022 IND India 1393000000 43 2085 Lower middle income

2022 IRL Ireland 5028230 92 98562 High income

2022 IRN Iran, Islamic Rep.85028760 79 5453 Lower middle income

2022 IRQ Iraq 41179351 44 4336 Upper middle income

2022 ISL Iceland 372295 100 55887 High income

2022 ISR Israel 9364000 90 42594 High income

2022 ITA Italy 59066225 75 32903 High income

2022 JAM Jamaica 2973462 68 5187 Upper middle income

2022 JOR Jordan 10269022 65 3821 Lower middle income

2022 JPN Japan 125700000 90 36032 High income

2022 KAZ Kazakhstan 19002586 91 11291 Upper middle income

2022 KEN Kenya 54985702 30 1755 Lower middle income

2022 KGZ Kyrgyz Republic6694200 72 1212 Lower middle income

2022 KHM Cambodia 16946446 33 1488 Lower middle income

2022 KIR Kiribati 121388 38 1434 Lower middle income

2022 KOR Korea, Rep. 51744876 98 33645 High income

2022 KWT Kuwait 4328553 100 26788 High income

2022 LBN Lebanon 6769151 84 6107 Lower middle income

2022 LBR Liberia 5180208 26 647 Low income

2022 LKA Sri Lanka 22156000 35 3988 Lower middle income

2022 LTU Lithuania 2795321 87 18367 High income

2022 LUX Luxembourg 639070 99 107660 High income

2022 LVA Latvia 1883162 91 16947 High income

2022 MAF St. Martin (French part)39239 High income

2022 MAR Morocco 37344787 88 3292 Lower middle income

2022 MDA Moldova 2573928 76 3474 Upper middle income

2022 MDV Maldives 543620 63 10965 Upper middle income

2022 MEX Mexico 130300000 72 9756 Upper middle income

2022 MKD North Macedonia2065092 81 5500 Upper middle income

2022 MLI Mali 20855724 27 749 Low income

2022 MLT Malta 516869 87 30133 High income

2022 MMR Myanmar 54806014 35 1347 Lower middle income

2022 MNE Montenegro 620173 82 7879 Upper middle income

2022 MUS Mauritius 1266060 65 10545 Upper middle income

2022 MWI Malawi 19647681 10 554 Low income

2022 MYS Malaysia 32776195 97 11372 Upper middle income

2022 NGA Nigeria 211400000 36 2450 Lower middle income

2022 NIC Nicaragua 6702379 45 2120 Lower middle income

2022 NLD Netherlands 17533405 92 49980 High income

2022 NOR Norway 5408320 99 79639 High income

2022 NRU Nauru 10873 62 8709 High income



2022 NZL New Zealand 5122600 92 42272 High income

2022 PAK Pakistan 225200000 25 1536 Lower middle income

2022 PAN Panama 4381583 64 15388 High income

2022 PER Peru 33359416 71 6555 Upper middle income

2022 PHL Philippines 111000000 50 3528 Lower middle income

2022 PNG Papua New Guinea9119005 11 2471 Lower middle income

2022 POL Poland 37781024 85 16705 High income

2022 PRI Puerto Rico 3263584 78 29752 High income

2022 PRK Korea, Dem. People’s Rep.25887045 Low income

2022 PRT Portugal 10299423 82 22113 High income

2022 PRY Paraguay 7219641 77 6193 Upper middle income

2022 QAT Qatar 2930524 100 63783 High income

2022 ROU Romania 19115146 84 12280 High income

2022 RUS Russian Federation143400000 88 10079 Upper middle income

2022 RWA Rwanda 13276517 24 940 Low income

2022 SAU Saudi Arabia 35340680 100 21069 High income

2022 SDN Sudan 44909351 28 1685 Low income

2022 SEN Senegal 17196308 43 1465 Lower middle income

2022 SGP Singapore 5453566 92 67360 High income

2022 SLV El Salvador 6518500 55 4276 Upper middle income

2022 SOM Somalia 16359500 2 435 Low income

2022 SRB Serbia 6844078 81 7354 Upper middle income

2022 SVK Slovak Republic5447247 89 18876 High income

2022 SVN Slovenia 2107007 89 26067 High income

2022 SWE Sweden 10415811 88 55482 High income

2022 SXM Sint Maarten (Dutch part)42846 27308 High income

2022 SYR Syrian Arab Republic18275704 36 727 Low income

2022 TGO Togo 8478242 24 892 Low income

2022 THA Thailand 69950844 85 6278 Upper middle income

2022 TTO Trinidad and Tobago1403374 71 14480 High income

2022 TUN Tunisia 11935764 72 3897 Lower middle income

2022 TUR Türkiye 85042736 Upper middle income

2022 TWN Taiwan, China High income

2022 UGA Uganda 47123533 6 935 Low income

2022 UKR Ukraine 43814581 75 2033 Lower middle income

2022 URY Uruguay 3485152 86 18215 High income

2022 USA United States331900000 91 62867 High income

2022 UZB Uzbekistan 34915100 71 3473 Lower middle income

2022 VEN Venezuela, RB28704947 62 Upper middle income

2022 VNM Vietnam 98168829 74 3655 Lower middle income

2022 VUT Vanuatu 314464 26 2576 Lower middle income

2022 YEM Yemen, Rep. 30490639 27 1018 Low income

2022 ZAF South Africa 60041996 70 6019 Upper middle income

2022 ZMB Zambia 18920657 20 1282 Lower middle income

2022 ZWE Zimbabwe 15092171 29 1306 Lower middle income



Source: WB Media-Disclosed Cyber Incidents database (column J) and University of Maryland Cyber Events Database (column I)

Note: The details of each disclosed cyber incident accounted here can be found in the next sheets. 

Region cyber_incidents_marylandcyber_incidents_WB

Europe & Central Asia 1

Middle East & North Africa 4

Europe & Central Asia 5

East Asia & Pacific 10

Europe & Central Asia 1

Europe & Central Asia 5

Europe & Central Asia 4

South Asia 1

Latin America & Caribbean 8

North America 10

East Asia & Pacific 9

Europe & Central Asia 1

Europe & Central Asia 1

Europe & Central Asia 3

Europe & Central Asia 1

Latin America & Caribbean 1

Middle East & North Africa 4

Europe & Central Asia 4

Europe & Central Asia 3

Europe & Central Asia 9

Europe & Central Asia 28

Latin America & Caribbean 3

East Asia & Pacific 2

South Asia 24

Europe & Central Asia 1

Middle East & North Africa 27

Europe & Central Asia 4

East Asia & Pacific 5

Sub-Saharan Africa 1

East Asia & Pacific 2

Middle East & North Africa 1

Middle East & North Africa 1

South Asia 1

Europe & Central Asia 1

Latin America & Caribbean 1

East Asia & Pacific 2

East Asia & Pacific 7

Sub-Saharan Africa 3

Europe & Central Asia 7

A cybersecurity incident is defined as an “occurrence that results in actual or potential jeopardy to the confidentiality, integrity, or availability of an 

information system or the information the system processes, stores, or transmits or that constitutes a violation or imminent threat of violation of security 

policies, security procedures, or acceptable use policies.” 

Number of disclosed cyber incidents per country 2014-2022

Attribution—For use of these data, please cite two sources: 1) Vergara Cobos, Estefania. 2024. Cybersecurity

Economics for Emerging Markets. Washington, DC: World Bank. doi:10.1596/978-1-4648-2120-2. License: Creative Commons Attribution CC BY 3.0 IGO 

2) Harry, C., & Gallagher, N. (2018). Classifying cyber events. Journal of Information Warfare, 17(3), 17- 31.



South Asia 3

East Asia & Pacific 3

South Asia 29

East Asia & Pacific 6

East Asia & Pacific 1

Europe & Central Asia 2

Latin America & Caribbean 1

Europe & Central Asia 1

Europe & Central Asia 4

Middle East & North Africa 2

East Asia & Pacific 3

Europe & Central Asia 3

Europe & Central Asia 1

Europe & Central Asia 2

Middle East & North Africa 3

Europe & Central Asia 2

Europe & Central Asia 12

East Asia & Pacific 1

Europe & Central Asia 13

North America 256

Latin America & Caribbean 1

East Asia & Pacific 1

Middle East & North Africa 4

Europe & Central Asia 1

East Asia & Pacific 24

Europe & Central Asia 1

Europe & Central Asia 6

Europe & Central Asia 7

South Asia 2

Europe & Central Asia 1

Middle East & North Africa 2

Latin America & Caribbean 7

Latin America & Caribbean 1

North America 24

Europe & Central Asia 4

Latin America & Caribbean 2

East Asia & Pacific 16

Latin America & Caribbean 1

Latin America & Caribbean 1

Latin America & Caribbean 2

Europe & Central Asia 11

Europe & Central Asia 1

Latin America & Caribbean 2

Middle East & North Africa 9

Europe & Central Asia 2

Europe & Central Asia 2

Europe & Central Asia 16

Europe & Central Asia 75

Europe & Central Asia 1

Sub-Saharan Africa 1

East Asia & Pacific 2

Europe & Central Asia 1



South Asia 28

Europe & Central Asia 1

Middle East & North Africa 2

Middle East & North Africa 1

Europe & Central Asia 1

Middle East & North Africa 17

Europe & Central Asia 9

East Asia & Pacific 9

Europe & Central Asia 1

Sub-Saharan Africa 3

East Asia & Pacific 7

East Asia & Pacific 8

East Asia & Pacific 2

Middle East & North Africa 1

South Asia 1

Europe & Central Asia 2

Middle East & North Africa 4

Latin America & Caribbean 7

Middle East & North Africa 1

East Asia & Pacific 1

East Asia & Pacific 8

Sub-Saharan Africa 1

Sub-Saharan Africa 3

Europe & Central Asia 5

Europe & Central Asia 2

South Asia 2

East Asia & Pacific 4

Middle East & North Africa 1

South Asia 8

East Asia & Pacific 7

Europe & Central Asia 1

Europe & Central Asia 2

Europe & Central Asia 2

Europe & Central Asia 8

Middle East & North Africa 6

East Asia & Pacific 4

Europe & Central Asia 1

Europe & Central Asia 5

Middle East & North Africa 2

East Asia & Pacific 9

Europe & Central Asia 1

Europe & Central Asia 7

East Asia & Pacific 2

Europe & Central Asia 4

North America 380

Europe & Central Asia 1

Latin America & Caribbean 3

East Asia & Pacific 2

Sub-Saharan Africa 2

South Asia 13

Sub-Saharan Africa 28

Europe & Central Asia 2



Middle East & North Africa 3

Latin America & Caribbean 2

Europe & Central Asia 44

East Asia & Pacific 12

Europe & Central Asia 3

Europe & Central Asia 11

Europe & Central Asia 7

South Asia 5

Latin America & Caribbean 1

Europe & Central Asia 1

North America 1

Latin America & Caribbean 1

Latin America & Caribbean 15

North America 18

Europe & Central Asia 6

Latin America & Caribbean 1

East Asia & Pacific 18

Latin America & Caribbean 3

Europe & Central Asia 1

Europe & Central Asia 8

Europe & Central Asia 9

Europe & Central Asia 1

Latin America & Caribbean 1

Latin America & Caribbean 1

Middle East & North Africa 2

Europe & Central Asia 3

Europe & Central Asia 3

East Asia & Pacific 1

Europe & Central Asia 10

Europe & Central Asia 54

Sub-Saharan Africa 1

Europe & Central Asia 1

Europe & Central Asia 1

East Asia & Pacific 1

South Asia 42

Europe & Central Asia 8

Middle East & North Africa 9

Middle East & North Africa 11

Europe & Central Asia 18

Middle East & North Africa 2

East Asia & Pacific 15

Sub-Saharan Africa 5

East Asia & Pacific 7

Middle East & North Africa 1

Middle East & North Africa 1

Europe & Central Asia 1

South Asia 2

Europe & Central Asia 1

Europe & Central Asia 2

Europe & Central Asia 1

South Asia 1

Latin America & Caribbean 19



Sub-Saharan Africa 1

East Asia & Pacific 1

Europe & Central Asia 1

Sub-Saharan Africa 1

Sub-Saharan Africa 5

Europe & Central Asia 8

South Asia 2

East Asia & Pacific 2

South Asia 6

Latin America & Caribbean 5

East Asia & Pacific 16

Europe & Central Asia 2

Middle East & North Africa 1

Europe & Central Asia 3

Europe & Central Asia 32

Sub-Saharan Africa 1

Middle East & North Africa 12

Sub-Saharan Africa 1

East Asia & Pacific 3

Europe & Central Asia 3

Europe & Central Asia 14

Middle East & North Africa 3

East Asia & Pacific 12

Latin America & Caribbean 1

Middle East & North Africa 1

Europe & Central Asia 7

East Asia & Pacific 6

Sub-Saharan Africa 1

Sub-Saharan Africa 2

Europe & Central Asia 12

North America 460

Latin America & Caribbean 1

East Asia & Pacific 1

Sub-Saharan Africa 11

Sub-Saharan Africa 4

South Asia 2

Middle East & North Africa 1 19

Latin America & Caribbean 3 51

Europe & Central Asia 2 4

East Asia & Pacific 15 114

Europe & Central Asia 4 12

Europe & Central Asia 11

Europe & Central Asia 1 27

Sub-Saharan Africa 1

Sub-Saharan Africa 3

South Asia 21

Europe & Central Asia 11

Latin America & Caribbean 2

Europe & Central Asia 1

Europe & Central Asia 6 13

Latin America & Caribbean 1

North America 1 1



Latin America & Caribbean 5

Latin America & Caribbean 10 24

North America 18 72

Europe & Central Asia 1 13

Latin America & Caribbean 1 19

East Asia & Pacific 33 95

Sub-Saharan Africa 2

Latin America & Caribbean 1 14

Latin America & Caribbean 3

Latin America & Caribbean 3

Europe & Central Asia 2

Europe & Central Asia 3 34

Europe & Central Asia 10 76

Europe & Central Asia 5 56

Latin America & Caribbean 4

Middle East & North Africa 1 5

Latin America & Caribbean 6

Middle East & North Africa 15

Europe & Central Asia 11 56

Europe & Central Asia 1 11

Europe & Central Asia 1 29

Europe & Central Asia 12 97

Sub-Saharan Africa 1

Europe & Central Asia 58 330

Europe & Central Asia 3

Sub-Saharan Africa 7

Sub-Saharan Africa 1

Sub-Saharan Africa 2

Europe & Central Asia 1 5

Latin America & Caribbean 2

Latin America & Caribbean 1

East Asia & Pacific 12

Latin America & Caribbean 2

Europe & Central Asia 10

Latin America & Caribbean 1

Europe & Central Asia 2 23

East Asia & Pacific 3 62

South Asia 23 172

Europe & Central Asia 5 38

Middle East & North Africa 14

Middle East & North Africa 4

Middle East & North Africa 4 40

Europe & Central Asia 12 31

Latin America & Caribbean 1

#N/A 5

Middle East & North Africa 1

East Asia & Pacific 10 52

Europe & Central Asia 1 14

Sub-Saharan Africa 1 20

Europe & Central Asia 2

East Asia & Pacific 8

East Asia & Pacific 13 197



Middle East & North Africa 4

Middle East & North Africa 1

Sub-Saharan Africa 2

Middle East & North Africa 1

South Asia 7

Europe & Central Asia 3 12

Europe & Central Asia 2 4

Europe & Central Asia 1 7

Middle East & North Africa 5

Europe & Central Asia 1 2

Europe & Central Asia 1

Sub-Saharan Africa 1

Latin America & Caribbean 4 69

Europe & Central Asia 1

Middle East & North Africa 1

East Asia & Pacific 1

Europe & Central Asia 2 4

East Asia & Pacific 2

#N/A 1

Sub-Saharan Africa 2

East Asia & Pacific 22

Sub-Saharan Africa 18

Latin America & Caribbean 3

#N/A 3

Europe & Central Asia 6 34

Europe & Central Asia 5 11

South Asia 1 4

East Asia & Pacific 2 25

Middle East & North Africa 1

South Asia 1 22

Latin America & Caribbean 2 3

Latin America & Caribbean 10

East Asia & Pacific 1 44

Europe & Central Asia 3 23

Latin America & Caribbean 2

East Asia & Pacific 2 14

Europe & Central Asia 1 7

Latin America & Caribbean 5

Middle East & North Africa 2

Middle East & North Africa 3 19

Europe & Central Asia 2 9

Europe & Central Asia 16 206

Middle East & North Africa 3 19

Sub-Saharan Africa 1

Sub-Saharan Africa 6

East Asia & Pacific 9 18

Sub-Saharan Africa 2

Latin America & Caribbean 2

Europe & Central Asia 1

Sub-Saharan Africa 2

Europe & Central Asia 4

Europe & Central Asia 1 4



Europe & Central Asia 2

Europe & Central Asia 8 52

Middle East & North Africa 5

East Asia & Pacific 2 15

Europe & Central Asia 1

Middle East & North Africa 3

Europe & Central Asia 39

East Asia & Pacific 6

East Asia & Pacific 3 14

Sub-Saharan Africa 6

Europe & Central Asia 64 122

Latin America & Caribbean 5

North America 369 1591

Europe & Central Asia 1

Latin America & Caribbean 5 25

Latin America & Caribbean 3

East Asia & Pacific 33

East Asia & Pacific 2

Sub-Saharan Africa 3 36

Sub-Saharan Africa 1

South Asia 1 5

Europe & Central Asia 2

Middle East & North Africa 2 19

Latin America & Caribbean 26

Europe & Central Asia 5

East Asia & Pacific 14 123

Europe & Central Asia 2 12

Europe & Central Asia 8

Europe & Central Asia 1 23

South Asia 17

Europe & Central Asia 9

Middle East & North Africa 6

Latin America & Caribbean 3

Europe & Central Asia 1

Europe & Central Asia 6

Latin America & Caribbean 4

Latin America & Caribbean 6 37

Latin America & Caribbean 1

East Asia & Pacific 2

South Asia 1

North America 31 118

Europe & Central Asia 11 29

Latin America & Caribbean 3 24

East Asia & Pacific 14 94

Sub-Saharan Africa 2

Latin America & Caribbean 10

Latin America & Caribbean 3

Latin America & Caribbean 2

Europe & Central Asia 1 6

Europe & Central Asia 4 25

Europe & Central Asia 13 113

Europe & Central Asia 2 35



Latin America & Caribbean 2

Middle East & North Africa 1

Latin America & Caribbean 5

Middle East & North Africa 7

Europe & Central Asia 3 52

Europe & Central Asia 1 3

Europe & Central Asia 47

Europe & Central Asia 9 82

Sub-Saharan Africa 1 1

Europe & Central Asia 55 351

Europe & Central Asia 1

#N/A 1

Sub-Saharan Africa 3

Europe & Central Asia 5 7

Latin America & Caribbean 1

East Asia & Pacific 1

Latin America & Caribbean 1

East Asia & Pacific 20

Latin America & Caribbean 3

Europe & Central Asia 2

Europe & Central Asia 16

East Asia & Pacific 50

South Asia 19 161

Europe & Central Asia 5 42

Middle East & North Africa 2 28

Middle East & North Africa 3

Europe & Central Asia 2

Middle East & North Africa 2 49

Europe & Central Asia 20 56

Latin America & Caribbean 1

#N/A 1

Middle East & North Africa 2

East Asia & Pacific 11 105

Europe & Central Asia 12

Sub-Saharan Africa 3 13

Europe & Central Asia 3

East Asia & Pacific 14 4

East Asia & Pacific 5 162

Middle East & North Africa 3

East Asia & Pacific 1

Middle East & North Africa 3 12

South Asia 3

Europe & Central Asia 2 3

Europe & Central Asia 4

Europe & Central Asia 11

Middle East & North Africa 2

Europe & Central Asia 1

South Asia 2

Latin America & Caribbean 6 99

Europe & Central Asia 1

Middle East & North Africa 2 7

East Asia & Pacific 1



Europe & Central Asia 1

East Asia & Pacific 3 1

Sub-Saharan Africa 2

East Asia & Pacific 3 22

Sub-Saharan Africa 20

Latin America & Caribbean 4

Europe & Central Asia 10 56

Europe & Central Asia 2 18

South Asia 2

East Asia & Pacific 6 23

Middle East & North Africa 7

South Asia 2 32

Latin America & Caribbean 3

Latin America & Caribbean 3

East Asia & Pacific 5 35

Europe & Central Asia 20

Latin America & Caribbean 4

East Asia & Pacific 15

Europe & Central Asia 1

Latin America & Caribbean 1

Middle East & North Africa 2

Middle East & North Africa 16

Europe & Central Asia 1 3

Europe & Central Asia 13 219

Middle East & North Africa 2 13

Sub-Saharan Africa 1

East Asia & Pacific 3 43

East Asia & Pacific 1

Latin America & Caribbean 2

Sub-Saharan Africa 1

Europe & Central Asia 9

Latin America & Caribbean 1

Europe & Central Asia 2 6

Europe & Central Asia 5

Europe & Central Asia 2 37

Middle East & North Africa 1 6

East Asia & Pacific 3 15

Europe & Central Asia 1

Europe & Central Asia 1

East Asia & Pacific 1

Latin America & Caribbean 2

Middle East & North Africa 2

Europe & Central Asia 2 29

East Asia & Pacific 2

East Asia & Pacific 2 12

Sub-Saharan Africa 15

Europe & Central Asia 5 96

Latin America & Caribbean 4

North America 451 1488

Europe & Central Asia 2

#N/A 2

Latin America & Caribbean 12



East Asia & Pacific 1 29

East Asia & Pacific 3

Middle East & North Africa 1

Sub-Saharan Africa 6 31

Sub-Saharan Africa 1

Sub-Saharan Africa 2 5

South Asia 1

Middle East & North Africa 24

Latin America & Caribbean 2 24

Europe & Central Asia 6

East Asia & Pacific 26 115

Europe & Central Asia 1 17

Europe & Central Asia 6

Europe & Central Asia 6 21

South Asia 5 28

Europe & Central Asia 1 69

Middle East & North Africa 5 7

Latin America & Caribbean 1 1

Europe & Central Asia 1

Europe & Central Asia 7

North America 2

Latin America & Caribbean 3

Latin America & Caribbean 4 57

South Asia 1

Sub-Saharan Africa 1

North America 32 107

Europe & Central Asia 3 28

Latin America & Caribbean 4 26

East Asia & Pacific 17 85

Sub-Saharan Africa 1

Latin America & Caribbean 18

Latin America & Caribbean 1

Latin America & Caribbean 4

Latin America & Caribbean 1

Europe & Central Asia 3

Europe & Central Asia 5 25

Europe & Central Asia 23 102

Europe & Central Asia 3 37

Latin America & Caribbean 9

Middle East & North Africa 3

Latin America & Caribbean 12

Middle East & North Africa 4 7

Europe & Central Asia 6 87

Europe & Central Asia 4

Sub-Saharan Africa 1 3

Europe & Central Asia 2 23

Europe & Central Asia 12 81

Europe & Central Asia 50 330

Europe & Central Asia 4 5

Sub-Saharan Africa 1 7

Sub-Saharan Africa 2

Europe & Central Asia 9



Latin America & Caribbean 1

Latin America & Caribbean 2

East Asia & Pacific 6

Latin America & Caribbean 1

Europe & Central Asia 1 6

Europe & Central Asia 2 19

East Asia & Pacific 1 75

Europe & Central Asia 1

South Asia 19 207

Europe & Central Asia 3 31

Middle East & North Africa 9 28

Middle East & North Africa 3

Europe & Central Asia 2

Middle East & North Africa 8 58

Europe & Central Asia 31 48

Middle East & North Africa 1

East Asia & Pacific 15 108

Europe & Central Asia 12

Sub-Saharan Africa 15

Europe & Central Asia 9

East Asia & Pacific 1 1

East Asia & Pacific 2 150

Middle East & North Africa 10

East Asia & Pacific 1

Sub-Saharan Africa 3

Middle East & North Africa 1

Europe & Central Asia 1

South Asia 5

Europe & Central Asia 2 9

Europe & Central Asia 1

Europe & Central Asia 1 5

Middle East & North Africa 4 3

Europe & Central Asia 2

South Asia 1

Latin America & Caribbean 3 54

Europe & Central Asia 5

Middle East & North Africa 2 13

East Asia & Pacific 1

East Asia & Pacific 3

Sub-Saharan Africa 4

Sub-Saharan Africa 2

East Asia & Pacific 4 24

Sub-Saharan Africa 1 19

Latin America & Caribbean 1

Europe & Central Asia 6 22

Europe & Central Asia 3 22

South Asia 5

East Asia & Pacific 13 45

Middle East & North Africa 1 2

South Asia 15 20

Latin America & Caribbean 3 6

Latin America & Caribbean 5



East Asia & Pacific 3 35

Europe & Central Asia 3 31

Latin America & Caribbean 2

East Asia & Pacific 20

Europe & Central Asia 1

Latin America & Caribbean 2

Middle East & North Africa 1

Middle East & North Africa 1 5

Europe & Central Asia 1 6

Europe & Central Asia 13 227

Sub-Saharan Africa 2

Middle East & North Africa 2 17

Sub-Saharan Africa 3

East Asia & Pacific 10 33

Latin America & Caribbean 3

Europe & Central Asia 7

Europe & Central Asia 1 2

Europe & Central Asia 4

Europe & Central Asia 33

Latin America & Caribbean 1

Middle East & North Africa 3

Sub-Saharan Africa 4 1

East Asia & Pacific 1 16

Europe & Central Asia 1

Europe & Central Asia 11 1

Latin America & Caribbean 2

Middle East & North Africa 3

Europe & Central Asia 6 35

East Asia & Pacific 3 7

Sub-Saharan Africa 9

Europe & Central Asia 7 76

Latin America & Caribbean 4

North America 610 1604

Europe & Central Asia 4 1

Latin America & Caribbean 1 13

East Asia & Pacific 25

Middle East & North Africa 1

Sub-Saharan Africa 7 30

Sub-Saharan Africa 1

Sub-Saharan Africa 4

South Asia 2 1

Sub-Saharan Africa 1 2

Europe & Central Asia 1 1

Middle East & North Africa 1 17

Latin America & Caribbean 2 29

Europe & Central Asia 4 14

East Asia & Pacific 46 99

Europe & Central Asia 5 16

Europe & Central Asia 7

Europe & Central Asia 9 26

Sub-Saharan Africa 1

South Asia 19



Europe & Central Asia 18

Middle East & North Africa 2

Latin America & Caribbean 5

Europe & Central Asia 4

Europe & Central Asia 2 20

North America 1

Latin America & Caribbean 2

Latin America & Caribbean 14 33

East Asia & Pacific 1

North America 70 118

Europe & Central Asia 13 29

Latin America & Caribbean 2 21

East Asia & Pacific 17 91

Sub-Saharan Africa 2

Sub-Saharan Africa 2

Latin America & Caribbean 5

Sub-Saharan Africa 1

Latin America & Caribbean 1 9

Latin America & Caribbean 3

Latin America & Caribbean 1

Latin America & Caribbean 1

Europe & Central Asia 2 3

Europe & Central Asia 4 29

Europe & Central Asia 32 100

Europe & Central Asia 4 34

Latin America & Caribbean 8

Middle East & North Africa 1 2

Latin America & Caribbean 2

Middle East & North Africa 1 10

Europe & Central Asia 8 72

Europe & Central Asia 4 16

Sub-Saharan Africa 1

Europe & Central Asia 2 40

Europe & Central Asia 44 110

Europe & Central Asia 127 323

Europe & Central Asia 1 6

#N/A 1

Sub-Saharan Africa 4

Europe & Central Asia 1

Europe & Central Asia 11 7

Latin America & Caribbean 1

East Asia & Pacific 9

Latin America & Caribbean 1

Europe & Central Asia 2 11

Europe & Central Asia 4 15

East Asia & Pacific 8 114

South Asia 52 198

Europe & Central Asia 5 22

Middle East & North Africa 6 23

Middle East & North Africa 1 1

Middle East & North Africa 23 71

Europe & Central Asia 31 61



Latin America & Caribbean 1 4

East Asia & Pacific 22 74

Europe & Central Asia 10

Sub-Saharan Africa 10

Europe & Central Asia 5

East Asia & Pacific 1

East Asia & Pacific 3 146

Middle East & North Africa 1 7

East Asia & Pacific 1

Middle East & North Africa 1 3

Sub-Saharan Africa 2

South Asia 2 5

Europe & Central Asia 5 10

Europe & Central Asia 8

Europe & Central Asia 1 3

Middle East & North Africa 5

Europe & Central Asia 1

Europe & Central Asia 2

Latin America & Caribbean 5 87

Europe & Central Asia 1 4

Sub-Saharan Africa 1

Middle East & North Africa 5 5

East Asia & Pacific 2

East Asia & Pacific 1 2

Sub-Saharan Africa 4

East Asia & Pacific 1 9

Sub-Saharan Africa 13

Latin America & Caribbean 3

Europe & Central Asia 17 37

Europe & Central Asia 3 31

South Asia 7 4

East Asia & Pacific 5 29

Middle East & North Africa 1 3

South Asia 8 19

Latin America & Caribbean 3

Latin America & Caribbean 11

East Asia & Pacific 8 31

Europe & Central Asia 12 33

Latin America & Caribbean 4

East Asia & Pacific 16

Europe & Central Asia 3 9

Latin America & Caribbean 12

Middle East & North Africa 1

Middle East & North Africa 6

Europe & Central Asia 13

Europe & Central Asia 9 234

Sub-Saharan Africa 1 2

Middle East & North Africa 2 12

Sub-Saharan Africa 1

Sub-Saharan Africa 1

East Asia & Pacific 10 10

Sub-Saharan Africa 1



Latin America & Caribbean 1

Europe & Central Asia 1 15

Latin America & Caribbean 1

Europe & Central Asia 4 3

Europe & Central Asia 1 1

Europe & Central Asia 6 29

Latin America & Caribbean 1

Sub-Saharan Africa 2

Middle East & North Africa 3

Sub-Saharan Africa 3

East Asia & Pacific 5 10

East Asia & Pacific 1

Latin America & Caribbean 1 1

Middle East & North Africa 9

Europe & Central Asia 6 19

East Asia & Pacific 11 17

Sub-Saharan Africa 1 4

Europe & Central Asia 6 75

Latin America & Caribbean 5

North America 952 1367

Europe & Central Asia 1

Latin America & Caribbean 6

East Asia & Pacific 7 22

East Asia & Pacific 1

Sub-Saharan Africa 10 34

Sub-Saharan Africa 3

Latin America & Caribbean 3

South Asia 3 11

Sub-Saharan Africa 2

Europe & Central Asia 1

Middle East & North Africa 2 14

Latin America & Caribbean 7 29

Europe & Central Asia 9

East Asia & Pacific 28 104

Europe & Central Asia 4 15

Europe & Central Asia 1

Europe & Central Asia 9 38

South Asia 1 15

Europe & Central Asia 25

Middle East & North Africa 1 2

Latin America & Caribbean 1

Europe & Central Asia 6

Europe & Central Asia 3 17

Latin America & Caribbean 2

Latin America & Caribbean 24 61

Latin America & Caribbean 2

East Asia & Pacific 1

North America 33 77

Europe & Central Asia 8 46

Latin America & Caribbean 1 11

East Asia & Pacific 7 79

Latin America & Caribbean 10



Latin America & Caribbean 3

Latin America & Caribbean 1

Latin America & Caribbean 2

Europe & Central Asia 1

Europe & Central Asia 9 34

Europe & Central Asia 29 112

Europe & Central Asia 1 15

Latin America & Caribbean 1 6

Middle East & North Africa 4

Latin America & Caribbean 4 6

Middle East & North Africa 2 10

Europe & Central Asia 14 88

Europe & Central Asia 1 10

Sub-Saharan Africa 1

Europe & Central Asia 1 44

East Asia & Pacific 1

Europe & Central Asia 66 152

Europe & Central Asia 91 234

Europe & Central Asia 1 1

Sub-Saharan Africa 1

Europe & Central Asia 2 1

Latin America & Caribbean 2

East Asia & Pacific 1 7

Europe & Central Asia 1

Europe & Central Asia 1 25

East Asia & Pacific 5 97

South Asia 39 198

Europe & Central Asia 8 54

Middle East & North Africa 9 29

Middle East & North Africa 1

Europe & Central Asia 1

Middle East & North Africa 26 72

Europe & Central Asia 27 52

Latin America & Caribbean 1 4

Middle East & North Africa 5 1

East Asia & Pacific 15 48

Europe & Central Asia 1 10

Sub-Saharan Africa 1 8

Europe & Central Asia 7

East Asia & Pacific 1

East Asia & Pacific 6 192

Middle East & North Africa 4

East Asia & Pacific 1

Middle East & North Africa 1

Sub-Saharan Africa 1

Middle East & North Africa 1

South Asia 2 6

Europe & Central Asia 2 9

Europe & Central Asia 5

Europe & Central Asia 6

Latin America & Caribbean 1

Middle East & North Africa 2



Europe & Central Asia 1 3

Latin America & Caribbean 8 83

Europe & Central Asia 1

Middle East & North Africa 6

East Asia & Pacific 2 4

East Asia & Pacific 2

Sub-Saharan Africa 1

East Asia & Pacific 10 15

Sub-Saharan Africa 9

Latin America & Caribbean 2

#N/A 1

Europe & Central Asia 16 28

Europe & Central Asia 7 20

South Asia 1

East Asia & Pacific 16 31

Middle East & North Africa 1

South Asia 5 28

Latin America & Caribbean 8

Latin America & Caribbean 2

East Asia & Pacific 7 46

East Asia & Pacific 1 3

Europe & Central Asia 4 62

Latin America & Caribbean 3

East Asia & Pacific 21

Europe & Central Asia 1 4

Middle East & North Africa 2

Middle East & North Africa 5

Europe & Central Asia 4 11

Europe & Central Asia 9 241

Sub-Saharan Africa 1

Middle East & North Africa 7 7

Sub-Saharan Africa 1

East Asia & Pacific 8 30

Latin America & Caribbean 1 2

Sub-Saharan Africa 1

Europe & Central Asia 9

Europe & Central Asia 1 2

Europe & Central Asia 3

Europe & Central Asia 3 42

Middle East & North Africa 3

East Asia & Pacific 7 16

East Asia & Pacific 1

Middle East & North Africa 3

Europe & Central Asia 6 19

East Asia & Pacific 13 13

Sub-Saharan Africa 1

Europe & Central Asia 8 77

Latin America & Caribbean 6

North America 728 1355

#N/A 1

Latin America & Caribbean 2 6

East Asia & Pacific 2 18



Sub-Saharan Africa 8 38

Sub-Saharan Africa 2

South Asia 2

Europe & Central Asia 2 14

Europe & Central Asia 1

Middle East & North Africa 5 13

Latin America & Caribbean 13 75

Europe & Central Asia 5

East Asia & Pacific 1

East Asia & Pacific 30 95

Europe & Central Asia 7 23

Europe & Central Asia 3

Europe & Central Asia 10 21

Sub-Saharan Africa 1

#N/A 1

South Asia 1 19

Europe & Central Asia 10 21

Middle East & North Africa 1 5

Latin America & Caribbean 2 2

Europe & Central Asia 1 3

Europe & Central Asia 15 5

North America 2

Latin America & Caribbean 1 3

Latin America & Caribbean 35 38

Latin America & Caribbean 1

Sub-Saharan Africa 1

North America 48 83

Europe & Central Asia 10 32

Latin America & Caribbean 10 33

East Asia & Pacific 18 88

Sub-Saharan Africa 2

Sub-Saharan Africa 1

Latin America & Caribbean 17 29

Latin America & Caribbean 8 37

Latin America & Caribbean 2

Latin America & Caribbean 1

Europe & Central Asia 2

Europe & Central Asia 6 27

Europe & Central Asia 66 133

Europe & Central Asia 6 14

Latin America & Caribbean 1 7

Middle East & North Africa 2

Latin America & Caribbean 4 6

Middle East & North Africa 3

Europe & Central Asia 29 78

Europe & Central Asia 10 11

Sub-Saharan Africa 2

Europe & Central Asia 8 36

Europe & Central Asia 33 135

Europe & Central Asia 79 215

Sub-Saharan Africa 1 1

Europe & Central Asia 1



#N/A 1

Europe & Central Asia 4 19

Europe & Central Asia 1

Latin America & Caribbean 5 4

#N/A 1

East Asia & Pacific 1

East Asia & Pacific 1 9

Latin America & Caribbean 1

Europe & Central Asia 3 11

Europe & Central Asia 2 21

East Asia & Pacific 8 111

South Asia 35 171

Europe & Central Asia 1 26

Middle East & North Africa 9 35

Middle East & North Africa 2

Europe & Central Asia 3

Middle East & North Africa 21 85

Europe & Central Asia 90 67

Latin America & Caribbean 1

Middle East & North Africa 1 1

East Asia & Pacific 24 47

Europe & Central Asia 2 5

Sub-Saharan Africa 4

Europe & Central Asia 4

East Asia & Pacific 3

East Asia & Pacific 2

East Asia & Pacific 4 174

Middle East & North Africa 4 5

Middle East & North Africa 1 5

Sub-Saharan Africa 4

South Asia 1

Europe & Central Asia 41 10

Europe & Central Asia 2 5

Europe & Central Asia 28 11

Latin America & Caribbean 4

Middle East & North Africa 1

Europe & Central Asia 11 1

South Asia 1

Latin America & Caribbean 10 127

Europe & Central Asia 5

Sub-Saharan Africa 1

Middle East & North Africa 2

East Asia & Pacific 2

Europe & Central Asia 2 4

Sub-Saharan Africa 4

Sub-Saharan Africa 2

East Asia & Pacific 11 23

Sub-Saharan Africa 28

Latin America & Caribbean 1

Europe & Central Asia 8 33

Europe & Central Asia 7 20

East Asia & Pacific 1



East Asia & Pacific 7 17

South Asia 4 29

Latin America & Caribbean 8

Latin America & Caribbean 6 10

East Asia & Pacific 2 59

East Asia & Pacific 1

Europe & Central Asia 50 57

Latin America & Caribbean 10

East Asia & Pacific 1 25

Europe & Central Asia 9 14

Latin America & Caribbean 2 4

Middle East & North Africa 1 7

Europe & Central Asia 4 16

Europe & Central Asia 225 329

Sub-Saharan Africa 1

Middle East & North Africa 4 6

Sub-Saharan Africa 2

Sub-Saharan Africa 1

East Asia & Pacific 6 38

Latin America & Caribbean 1 3

Sub-Saharan Africa 1

Europe & Central Asia 23

Europe & Central Asia 1 6

Europe & Central Asia 1 9

Europe & Central Asia 5 39

Latin America & Caribbean 1

Middle East & North Africa 2

Sub-Saharan Africa 1

East Asia & Pacific 13 16

Latin America & Caribbean 2 3

Middle East & North Africa 5

Europe & Central Asia 3 19

East Asia & Pacific 12 14

Sub-Saharan Africa 3

Europe & Central Asia 174 120

Latin America & Caribbean 1 10

North America 941 1441

Europe & Central Asia 3

Latin America & Caribbean 4 10

East Asia & Pacific 1 15

East Asia & Pacific 1

Middle East & North Africa 1

Sub-Saharan Africa 5 32

Sub-Saharan Africa 1 2

Sub-Saharan Africa 5



Media-Disclosed Cyber Events Database built by the World Bank team

This dataset contains disclosed cyber incidents collected by the team, scraping over 5m news articles and open sources in over 98 languages in around 180 countries from 2017-2022.  

country Income_groupWB_regionYear Month Day url duplicate_event_idsduplicate_titlesduplicate_count

France HIC Europe & Central Asia2021 March 2 https://www.lavoixdunord.fr/949584/article/2021-03-02/le-site-internet-de-la-ville-de-fretin-victime-d-un-piratage-depuis-la-semaine0

Denmark HIC Europe & Central Asia2020 July 4 https://sn.dk/Alleroed-Nyt/Afpressede-praesident-fra-computer-i-Alleroed-21-aarig-doemt-for-hackerangreb/artikel/13337460

Ukraine LMC Europe & Central Asia2020 August 27 http://internetua.com/sozdateli-programmy-vymogatelya-ryuk-prisvoili-61-mln-dollarov0

Italy HIC Europe & Central Asia2020 September 28 https://www.articolo21.org/2020/09/caso-scicli-hackeraggio-sul-sito-ora-ci-sono-le-prove-sullarticolo-sostituito/0

BangladeshLMC South Asia 2020 February 15 http://www.arthosuchak.com/archives/562105/%E0%A6%9A%E0%A6%B2%E0%A6%9A%E0%A7%8D%E0%A6%9A%E0%A6%BF%E0%A6%A4%E0%A7%8D%E0%A6%B0-%E0%A6%A4%E0%A6%BE%E0%A6%B0%E0%A6%95%E0%A6%BE%E0%A6%B8%E0%A6%B9-%E0%A7%A8%E0%A7%A6-%E0%A6%B9%E0%A6%BE%E0%A6%9C/0

Ukraine LMC Europe & Central Asia2020 July 22 https://www.pcweek.ua/themes/detail.php?ID=1613890

Germany HIC Europe & Central Asia2020 December 15 https://www.deraktionaer.de/artikel/aktien/symrise-hackerangriff-aktie-am-mdax-ende-die-details-20222403.html0

Czech RepublicHIC Europe & Central Asia2019 January 15 https://www.idnes.cz/zpravy/domaci/politici-osobni-udaje-zabezpeceni-hesla-farsky-hamacek-hackeri.A190115_093022_domaci_lesa0

Bulgaria UMC Europe & Central Asia2019 July 16 https://dnes.dir.bg/comments/haknatata-papka-krasi-s-informatsiya-za-tseliya-politicheski-i-administrativen-elit0

Russia UMC Europe & Central Asia2019 October 8 https://regnum.ru/news/accidents/2741004.html0

Spain HIC Europe & Central Asia2019 April 17 https://www.antena3.com/noticias/sociedad/hackean-movil-empresaria-roban-40000-euros-mientras-estaba-conectada-red-wifi-publica_201904175cb7089b0cf2f8f105e4523f.html0

Hungary HIC Europe & Central Asia2019 June 5 https://www.napi.hu/tech/vigyazat_itt_a_milliardos_kibertamadas.684954.html0

Argentina UMC Latin America & Caribbean2019 July 18 http://noticias.autocosmos.elsol.com.ar/2019/07/18/se-triplica-el-hackeo-de-autos-en-un-ano0

Germany HIC Europe & Central Asia2019 January 8 http://www.spiegel.de/politik/deutschland/daten-leak-katarina-barley-fordert-schnelle-reaktion-auf-hackerangriffe-a-1246890.html0

South KoreaHIC East Asia & Pacific2018 March 12 http://www.diodeo.com/news/view/27299800

Russia UMC Europe & Central Asia2018 March 6 https://rg.ru/2018/03/06/reg-cfo/hakera-v-kostrome-osudili-za-vzlom-specsviazi.html0

India LMC South Asia 2018 April 7 https://www.rashtriyakhabar.com/%E0%A4%B5%E0%A5%87%E0%A4%AC%E0%A4%B8%E0%A4%BE%E0%A4%87%E0%A4%9F/2018/04/07/soni-kumari/0

United StatesHIC North America 2017 October 25 https://japan.zdnet.com/article/35091046/0

Sweden HIC Europe & Central Asia2017 November 4 https://www.dn.se/nyheter/varlden/ovantade-angripare-hackar-australiens-bredband/0

Belarus UMC Europe & Central Asia2017 March 9 http://www.belta.by/incident/view/v-breste-pytalis-vzlomat-bankomat-236708-2017/0

Belgium HIC Europe & Central Asia2017 March 28 http://www.demorgen.be/binnenland/politie-luidt-alarmbel-over-nieuwe-inbraaktechniek-dieven-hacken-huis-via-slimme-koelkast-bdc09979/0

Sweden HIC Europe & Central Asia2017 June 2 http://www.sydostran.se/blekinge/dataintrang-pa-sjukhuset-okand-har-kravt-pengar/0

Lithuania HIC Europe & Central Asia2017 February 28 http://www.15min.lt/naujiena/aktualu/pasaulis/singapuro-gynybos-ministerija-pranese-apie-kibernetine-ataka-57-7616040

Ukraine LMC Europe & Central Asia2017 November 23 http://talks.su/news/v-ufe-hakera-osudili-za-vzlom-servera-tambovskoy-oblasti-20171123/0

Russia UMC Europe & Central Asia2017 May 10 http://ngzt.ru/globalnews/view/10-05-2017-sverdlovskie-hakery-poydut-pod-sud-za-kraju-milliarda-rubley-u-bankov0

Finland HIC Europe & Central Asia2017 February 5 http://www.hs.fi/kotimaa/art-2000005075802.html0

Australia HIC East Asia & Pacific2022 December 11 https://www.skynews.com.au/australia-news/telstra-blames-database-misalignment-not-hacking-on-data-breach-after-details-of-132000-customers-publicly-exposed/news-story/846648046bf5cdfa711d0f2093de8ed1[3917063, 3917835, 3918477, 3917832, 3917065]['Telstra data breach : 130 , 000 customers exposed', 'Telstra blames database misalignment – not hacking – on data breach after details of 130 , 000 customers publicly listed', 'Telstra data breach : Everything you need to know', 'Telstra explains how internal data breach exposed more than 130 , 000 customer details', 'Telstra data breach : 130 , 000 customers exposed in']4

United StatesHIC North America 2020 February 3 https://njbiz.com/genesis-biotechnology-group-responds-malware-attack/[2323366, 2323384]['Genesis Biotechnology Group Statement on Malware Attack', 'Genesis Biotechnology Group responds to malware attack']1

United StatesHIC North America 2021 November 24 https://www.wspynews.com/news/local/dekalb-county-board-chairman-says-county-has-recovered-from-cyber-attack/article_e7bd5dfa-4c90-11ec-89bc-1ffa7dd7c0e8.html0

United StatesHIC North America 2021 April 19 https://www.insurancejournal.com/news/international/2021/04/19/610514.htm0

Israel HIC Middle East & North Africa2022 June 29 https://www.timesofisrael.com/gantz-says-iran-and-hezbollah-attempted-to-hack-unifil-steal-deployment-infomation/0

Ireland HIC Europe & Central Asia2021 May 30 https://www.businesspost.ie/companies/pch-hit-with-data-breach-after-refusing-hacker-ransom-demands-5654edef0

United StatesHIC North America 2021 June 10 https://www.thestreet.com/investing/electronic-arts-shares-slide-after-vice-reports-hacking-breach0

United StatesHIC North America 2022 August 23 https://www.jdsupra.com/legalnews/clark-patterson-lee-reports-data-breach-5046039/0

United StatesHIC North America 2022 September 28 https://www.prnewswire.com/news-releases/statemind-reveals-2-year-old-exploit-in-keep3r-network-and-6-other-protocols-301635676.html0

Russia UMC Europe & Central Asia2022 February 1 https://www.bleepingcomputer.com/news/security/muddywater-hacking-group-targets-turkey-in-new-campaign/0

United StatesHIC North America 2022 September 21 https://www.darkreading.com/attacks-breaches/hackers-paralyze-911-operations-suffolk-county-ny0

United StatesHIC North America 2022 March 2 http://www.wbiw.com/2022/03/02/attorney-general-todd-rokita-investigates-massive-2021-t-mobile-data-breach-warns-hoosiers-to-take-precautions/0

United StatesHIC North America 2022 November 7 https://www.jdsupra.com/legalnews/morrison-products-inc-reports-data-6763888/0

United StatesHIC North America 2019 April 8 https://ehrintelligence.com/news/ky-hospital-forced-into-ehr-downtime-after-hacking-incident0

United StatesHIC North America 2019 April 8 https://www.natlawreview.com/article/could-be-your-retirement-plan0

United StatesHIC North America 2022 December 1 https://www.darkreading.com/application-security/artifact-poisoning-github-actions-malware-software-pipelines0

United StatesHIC North America 2019 April 30 https://arstechnica.com/information-technology/2019/04/zeroday-attackers-deliver-a-double-dose-of-ransomware-no-clicking-required/0

United StatesHIC North America 2022 April 7 https://www.nrtoday.com/news/crime/phishing-email-scam-threatens-utility-shutoffs/article_6ad78170-31ac-54ad-b20b-2cdb875a76b7.html0

India LMC South Asia 2022 June 28 https://www.thehindu.com/news/cities/bangalore/hc-rejects-plea-of-hacker-srikrishnas-brother-to-travel-abroad/article65573201.ece0

Ireland HIC Europe & Central Asia2019 June 11 https://www.independent.ie/sport/soccer/international-soccer/hackers-may-have-stolen-bank-details-for-john-delaney-and-mick-mccarthy-from-fai-38202046.html0

China UMC East Asia & Pacific2020 August 12 http://europe.chinadaily.com.cn/a/202008/12/WS5f337f1ba31083481725fd6a.html0

United StatesHIC North America 2019 February 15 https://www.scmagazine.com/home/security-news/old-phantom-crypter-supplants-older-microsoft-office-exploit-builder-tools/0

Attribution—For use of these data, please cite two sources: 1) Vergara Cobos, Estefania. 2024. Cybersecurity

Economics for Emerging Markets. Washington, DC: World Bank. doi:10.1596/978-1-4648-2120-2. License: Creative Commons Attribution CC BY 3.0 IGO 2) Vergara Cobos, E., S. 

Cakir, H. Mei-Zahav, and B. Barakcin. Forthcoming. “The Role of Cybersecurity in Economic Performance.” World Bank, Washington, DC.

https://www.lavoixdunord.fr/949584/article/2021-03-02/le-site-internet-de-la-ville-de-fretin-victime-d-un-piratage-depuis-la-semaine
https://sn.dk/Alleroed-Nyt/Afpressede-praesident-fra-computer-i-Alleroed-21-aarig-doemt-for-hackerangreb/artikel/1333746
http://internetua.com/sozdateli-programmy-vymogatelya-ryuk-prisvoili-61-mln-dollarov
https://www.articolo21.org/2020/09/caso-scicli-hackeraggio-sul-sito-ora-ci-sono-le-prove-sullarticolo-sostituito/
http://www.arthosuchak.com/archives/562105/%E0%A6%9A%E0%A6%B2%E0%A6%9A%E0%A7%8D%E0%A6%9A%E0%A6%BF%E0%A6%A4%E0%A7%8D%E0%A6%B0-%E0%A6%A4%E0%A6%BE%E0%A6%B0%E0%A6%95%E0%A6%BE%E0%A6%B8%E0%A6%B9-%E0%A7%A8%E0%A7%A6-%E0%A6%B9%E0%A6%BE%E0%A6%9C/
https://www.pcweek.ua/themes/detail.php?ID=161389
https://www.deraktionaer.de/artikel/aktien/symrise-hackerangriff-aktie-am-mdax-ende-die-details-20222403.html
https://www.idnes.cz/zpravy/domaci/politici-osobni-udaje-zabezpeceni-hesla-farsky-hamacek-hackeri.A190115_093022_domaci_lesa
https://dnes.dir.bg/comments/haknatata-papka-krasi-s-informatsiya-za-tseliya-politicheski-i-administrativen-elit
https://regnum.ru/news/accidents/2741004.html
https://www.antena3.com/noticias/sociedad/hackean-movil-empresaria-roban-40000-euros-mientras-estaba-conectada-red-wifi-publica_201904175cb7089b0cf2f8f105e4523f.html
https://www.napi.hu/tech/vigyazat_itt_a_milliardos_kibertamadas.684954.html
http://noticias.autocosmos.elsol.com.ar/2019/07/18/se-triplica-el-hackeo-de-autos-en-un-ano
http://www.spiegel.de/politik/deutschland/daten-leak-katarina-barley-fordert-schnelle-reaktion-auf-hackerangriffe-a-1246890.html
http://www.diodeo.com/news/view/2729980
https://rg.ru/2018/03/06/reg-cfo/hakera-v-kostrome-osudili-za-vzlom-specsviazi.html
https://www.rashtriyakhabar.com/%E0%A4%B5%E0%A5%87%E0%A4%AC%E0%A4%B8%E0%A4%BE%E0%A4%87%E0%A4%9F/2018/04/07/soni-kumari/
https://japan.zdnet.com/article/35091046/
https://www.dn.se/nyheter/varlden/ovantade-angripare-hackar-australiens-bredband/
http://www.belta.by/incident/view/v-breste-pytalis-vzlomat-bankomat-236708-2017/
http://www.demorgen.be/binnenland/politie-luidt-alarmbel-over-nieuwe-inbraaktechniek-dieven-hacken-huis-via-slimme-koelkast-bdc09979/
http://www.sydostran.se/blekinge/dataintrang-pa-sjukhuset-okand-har-kravt-pengar/
http://www.15min.lt/naujiena/aktualu/pasaulis/singapuro-gynybos-ministerija-pranese-apie-kibernetine-ataka-57-761604
http://talks.su/news/v-ufe-hakera-osudili-za-vzlom-servera-tambovskoy-oblasti-20171123/
http://ngzt.ru/globalnews/view/10-05-2017-sverdlovskie-hakery-poydut-pod-sud-za-kraju-milliarda-rubley-u-bankov
http://www.hs.fi/kotimaa/art-2000005075802.html
https://www.skynews.com.au/australia-news/telstra-blames-database-misalignment-not-hacking-on-data-breach-after-details-of-132000-customers-publicly-exposed/news-story/846648046bf5cdfa711d0f2093de8ed1
https://njbiz.com/genesis-biotechnology-group-responds-malware-attack/
https://www.wspynews.com/news/local/dekalb-county-board-chairman-says-county-has-recovered-from-cyber-attack/article_e7bd5dfa-4c90-11ec-89bc-1ffa7dd7c0e8.html
https://www.insurancejournal.com/news/international/2021/04/19/610514.htm
https://www.timesofisrael.com/gantz-says-iran-and-hezbollah-attempted-to-hack-unifil-steal-deployment-infomation/
https://www.businesspost.ie/companies/pch-hit-with-data-breach-after-refusing-hacker-ransom-demands-5654edef
https://www.thestreet.com/investing/electronic-arts-shares-slide-after-vice-reports-hacking-breach
https://www.jdsupra.com/legalnews/clark-patterson-lee-reports-data-breach-5046039/
https://www.prnewswire.com/news-releases/statemind-reveals-2-year-old-exploit-in-keep3r-network-and-6-other-protocols-301635676.html
https://www.bleepingcomputer.com/news/security/muddywater-hacking-group-targets-turkey-in-new-campaign/
https://www.darkreading.com/attacks-breaches/hackers-paralyze-911-operations-suffolk-county-ny
http://www.wbiw.com/2022/03/02/attorney-general-todd-rokita-investigates-massive-2021-t-mobile-data-breach-warns-hoosiers-to-take-precautions/
https://www.jdsupra.com/legalnews/morrison-products-inc-reports-data-6763888/
https://ehrintelligence.com/news/ky-hospital-forced-into-ehr-downtime-after-hacking-incident
https://www.natlawreview.com/article/could-be-your-retirement-plan
https://www.darkreading.com/application-security/artifact-poisoning-github-actions-malware-software-pipelines
https://arstechnica.com/information-technology/2019/04/zeroday-attackers-deliver-a-double-dose-of-ransomware-no-clicking-required/
https://www.nrtoday.com/news/crime/phishing-email-scam-threatens-utility-shutoffs/article_6ad78170-31ac-54ad-b20b-2cdb875a76b7.html
https://www.thehindu.com/news/cities/bangalore/hc-rejects-plea-of-hacker-srikrishnas-brother-to-travel-abroad/article65573201.ece
https://www.independent.ie/sport/soccer/international-soccer/hackers-may-have-stolen-bank-details-for-john-delaney-and-mick-mccarthy-from-fai-38202046.html
http://europe.chinadaily.com.cn/a/202008/12/WS5f337f1ba31083481725fd6a.html
https://www.scmagazine.com/home/security-news/old-phantom-crypter-supplants-older-microsoft-office-exploit-builder-tools/


United StatesHIC North America 2019 July 28 https://www.pennlive.com/news/2019/07/professional-social-media-site-target-of-iranian-linked-group-phishing-scam-police.html0

Australia HIC East Asia & Pacific2019 October 24 https://www.brisbanetimes.com.au/national/queensland/adani-employee-s-account-used-to-send-phishing-scam-emails-20191024-p533tk.html0

United StatesHIC North America 2019 December 27 http://mondaq.com/unitedstates/x/861628/fin+tech/New+CryptoMining+Malware+Discovered+In+Audio+Files0

United StatesHIC North America 2018 November 6 https://www.boston.com/news/politics/2018/11/05/secretary-of-state-minor-unsuccessful-attempts-hack-massachusetts-elections-website0

United StatesHIC North America 2019 August 5 https://www.axios.com/hacker-group-focusing-on-venezuelan-military-8af78846-e788-4959-9701-68255b1c7808.html0

Russia UMC Europe & Central Asia2017 January 3 https://sputniknews.com/asia/201701031049220903-app-malware-indian-defense-personnel/0

United StatesHIC North America 2017 March 10 https://medium.com/amnesty-insights/false-friends-how-fake-accounts-and-crude-malware-targeted-dissidents-in-azerbaijan-9b6594cafe600

United StatesHIC North America 2017 March 18 http://registerguard.com/rg/news/local/35391020-75/data-breach-possible-after-virus-infects-computer-at-lane-community-college-health-clinic.html.csp0

SwitzerlandHIC Europe & Central Asia2022 November 6 https://menafn.com/1105139271/Major-Hacking-Operation-Allegedly-Targeted-Swiss-Government-Ministers[3870608, 3878732, 3870707]['Major Hacking Operation Allegedly Targeted Swiss Government ... ', 'Suspicions of hacking at the Federal Council: Accused of espionage, a Swiss detective denounces manipulation', 'Major hacking operation allegedly targeted Swiss government ministers']2

Malaysia UMC East Asia & Pacific2020 March 6 https://www.themalaysianinsight.com/s/226357[2387532, 2387531]['Singapore , Malaysia credit card details dumped online in massive data breach', ' Hundreds of thousands of credit card compromised in data breach']1

United KingdomHIC Europe & Central Asia2017 July 24 http://www.lse.co.uk/AllNews.asp?code=q34g5408&headline=EXTRA_Reckitt_Benckiser_Profit_Up_But_Ransomware_Hits_Operations_Hard0

United StatesHIC North America 2017 September 3 https://www.healthcare-informatics.com/article/breaking-news-medstar-health-hacked-ehr-down-fbi-investigating0

United StatesHIC North America 2017 October 10 https://www.neowin.net/news/millions-exposed-to-malware-infected-update-ads-on-pornhub0

Qatar HIC Middle East & North Africa2017 June 18 http://thepeninsulaqatar.com/article/18/06/2017/Detailed-report-on-QNA-website-hacking-to-be-published-FM0

United StatesHIC North America 2017 November 16 http://www.eweek.com/security/attacks-exploit-microsoft-dynamic-data-exchange-protocol0

Ireland HIC Europe & Central Asia2018 February 24 https://www.irishexaminer.com/ireland/irish-politicians-at-riskof-email-hacking-467577.html0

Thailand UMC East Asia & Pacific2018 May 24 http://tech.thaivisa.com/malware-spread-via-malicious-chrome-extensions-steal-facebook-login-details/28726/0

Colombia UMC Latin America & Caribbean2018 May 25 http://todaycolombia.com/dea-intercepting-all-internet-traffic-in-colombia-hacked-email/0

United StatesHIC North America 2018 April 16 https://article.wn.com/view/2018/04/16/Data_breach_affects_hundreds_of_Polk_County_Crisis_Observati/0

United StatesHIC North America 2018 May 2 https://www.scmagazine.com/blackheart-ransomware-uses-legit-anydesk-tool-as-an-unwitting-accomplice/article/763095/0
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https://www.mdr.de/nachrichten/thueringen/west-thueringen/gotha/hackerangriff-unfallkasse-100.html
https://www.dagensjuridik.se/nyheter/dataintrang-med-koppling-till-allra-harvan-provas-inte-i-hd/


Poland HIC Europe & Central Asia2022 January 13 https://www.gry-online.pl/hardware/zhakowane-konta-youtube-promowaly-ethereum-wsrod-nich-plejada-i-p/z8211b20

BangladeshLMC South Asia 2022 April 11 https://www.jagonews24.com/national/news/7535880

Poland HIC Europe & Central Asia2022 May 10 https://centrumpr.pl/artykul/phishing-oszustwo-na-policjanta,155941.html0

SwitzerlandHIC Europe & Central Asia2022 October 22 https://www.20min.ch/story/cyberattacke-auf-zvv-wer-ein-gratis-billett-haben-will-geht-leer-aus-6575966698330

Ukraine LMC Europe & Central Asia2021 February 8 https://korrespondent.net/business/companies/4325076-na-vzlomannoi-stranytse-IKEA-kuvyrkaetsia-turok0

Russia UMC Europe & Central Asia2021 September 3 https://www.securitylab.ru/news/524016.php0

Indonesia LMC East Asia & Pacific2021 February 19 https://news.harianjogja.com/read/2021/02/19/500/1064154/situs-kejagung-diretas-perkara-sejak-2009-dijual-rp4000000

Finland HIC Europe & Central Asia2021 February 20 https://yle.fi/uutiset/3-11790633 0

Russia UMC Europe & Central Asia2021 May 10 https://club.cnews.ru/blogs/entry/hakery_atakovali_tskb_mt_laquorubinraquo0

SwitzerlandHIC Europe & Central Asia2021 August 31 https://www.watson.ch/schweiz/digital/652807026-bcn-von-cyberangriff-betroffen-hacker-erbeutet-e-mail-adressen0

Russia UMC Europe & Central Asia2021 March 31 https://rg.ru/2021/03/31/reg-skfo/na-stavropole-vynesli-prigovor-chlenam-bandy-vzlomavshej-22-bankomata.html0

United StatesHIC North America 2020 August 27 https://finance.yahoo.com/news/zealand-stock-trading-halted-third-062148336.html[2675358, 2675355, 2680499, 4247859, 2673384, 2673739, 2673192, 2680504, 2672321, 2677305, 4247868, 2680500, 2681010, 2676205, 2673729, 2675386, 4249108, 2676149, 2676319, 2673737, 2677561, 2674212, 2677587, 2673191, 2675366, 2673741, 2672593, 2676593, 2673385, 2681541, 2676730, 2675561, 4247879, 2675360, 2674211, 2673266, 2676402, 4247878, 2673779, 2675371, 2673735, 2676323, 2677563, 4247838, 2679425, 2676735, 2679083, 4248980, 2673630, 4248764, 2673764]['NZX down for fourth day in row after repeat cyber attacks', 'New Zealand stock exchange halts trading for third day because of a cyber attack', 'National security crisis apparatus gathered for NZX cyber attacks', 'New Zealand stock exchange hit by cyber attack for second day', 'New Zealand bourse operator NZX hit by probable second cyber attack', 'Business Scoop » NZX Affected By Cyber Attack – Expert Reaction', 'New Zealand stock exchange down 24 hours after cyber attack', 'More New Zealand businesses likely to be targeted by new , complex strain of cyber attack , expert predicts', 'NZX confirms offshore cyber attack led to trading halt this afternoon , as the S & P / NZX All Index neared a record high', 'New Zealand stock exchange finally reopens after a fourth day of cyber attacks', 'New Zealand stock exchange NZX hit by probable second cyber attack', 'National security crisis apparatus gathered for NZX cyber attacks , GCSB targeted', 'New Zealand stock exchange hacks : who is behind them and why now ? E50

Russia UMC Europe & Central Asia2021 July 1 https://www.securitylab.ru/news/521814.php0

Czech RepublicHIC Europe & Central Asia2020 April 18 https://www.lidovky.cz/domov/ceske-nemocnice-krome-koronaviru-bojuji-i-s-virem-coviper-siri-ho-hackeri-a-znemoznuje-spusteni-pc.A200418_153537_ln_domov_ele0

Egypt LMC Middle East & North Africa2020 February 12 https://www.elbalad.news/4172544 0

Mexico UMC Latin America & Caribbean2020 October 1 https://hidalgo.lasillarota.com/estados/senala-pedraza-agresiones-a-brigadistas-y-hackeo-de-pagina-oficial-prd-brigadistas-desactivada-san-antonio/4400730

BangladeshLMC South Asia 2020 April 20 https://www.jagonews24.com/technology/news/5753860

South KoreaHIC East Asia & Pacific2019 November 5 http://newspim.com/news/view/201911050007190

LuxembourgHIC Europe & Central Asia2019 April 12 http://www.lessentiel.lu/de/luxemburg/story/249343390

Germany HIC Europe & Central Asia2019 September 5 https://www.tagblatt.de/Nachrichten/Hackerangriff-legt-E-Mail-Kommunikation-lahm-427893.html0

South KoreaHIC East Asia & Pacific2021 October 15 https://ilyo.co.kr/?ac=article_view&entry_id=413947[4150899, 4150898, 4150897]['Hacking the top 1% claiming dating app member information … police, investigation', 'Top 1% dating apps robbed... Police launch Goldspoon hacking investigation', 'Top 1% dating app Goldspoon hacked... Gaebowi police investigation begins : IT : Economy : News : The Hankyoreh']2

Sweden HIC Europe & Central Asia2018 October 3 https://www.svt.se/nyheter/lokalt/gavleborg/atalsanmaler-fk-anstalld-for-dataintrang0

Thailand UMC East Asia & Pacific2018 May 14 https://pantip.com/topic/37666040 0

Norway HIC Europe & Central Asia2018 August 15 https://www.vg.no/nyheter/innenriks/i/5Vqlpe/hacket-paaloggingssystem-for-laerere-og-elever-opptil-35-000-rammet0

Germany HIC Europe & Central Asia2018 November 16 https://winfuture.de/news,106135.html 0

Mexico UMC Latin America & Caribbean2018 May 31 http://www.elfinanciero.com.mx/economia/80-de-transacciones-bancarias-ya-operan-con-normalidad-tras-ultimo-hackeo-banxico0

Russia UMC Europe & Central Asia2018 August 7 http://ren.tv/novosti/2018-08-07/hakerskaya-ataka-paralizovala-rabotu-zavodov-po-proizvodstvu-iphone-na-tayvane0

Russia UMC Europe & Central Asia2017 April 6 https://habrahabr.ru/post/325776/ 0

Bolivia LMC Latin America & Caribbean2017 March 10 http://www.elpaisonline.com/index.php/2013-01-15-14-16-26/sociedad/item/247650-auditoria-en-cosett-por-posible-hackeo-a-sistema-de-facturacion0

Bulgaria UMC Europe & Central Asia2017 May 13 http://www.focus-news.net/./news/2017/05/13/2394008/afp-reno-sa-spreli-proizvodstveniya-protses-vav-frantsiya-sled-kiberatakata.html0

United StatesHIC North America 2021 May 25 https://www.law360.com/legalindustry/articles/1387769/goldberg-segalla-leaked-data-breach-plaintiff-s-info-suit0

United StatesHIC North America 2017 September 20 http://www.zdnet.com/article/notpetya-cyber-attack-on-tnt-express-cost-fedex-300m/0

Ireland HIC Europe & Central Asia2021 June 4 https://www.thesun.ie/news/7091857/tusla-online-portal-not-back-four-weeks-cyber-attack/0

United StatesHIC North America 2022 October 19 https://www.fairfieldsuntimes.com/news/state/montana-ag-department-details-man-in-the-middle-phishing-scam/article_b0cf2426-530e-51bf-9f18-27acf87f68e2.html0

United StatesHIC North America 2022 May 18 https://www.jdsupra.com/legalnews/pacific-living-properties-inc-announces-3314292/0

United StatesHIC North America 2019 June 14 http://www.pauldavisoncrime.com/2019/06/gone-phishing-fbi-reports-on-prison.html0

United StatesHIC North America 2019 June 14 https://www.scmagazine.com/home/security-news/cybercrime/trendmicro-researchers-have-discovered-in-the-wild-a-botnet-malware-that-infiltrates-containers-via-exposed-docker-apis/0

United KingdomHIC Europe & Central Asia2019 March 31 https://www.thetimes.co.uk/edition/ireland/independent-news-media-inm-launches-high-court-action-against-former-chief-executive-robert-pitt-over-alleged-data-breach-gv33gt73z0

United StatesHIC North America 2019 September 17 https://www.enewscourier.com/news/local_news/athens-russell-stover-store-hit-by-possible-data-breach/article_e1390d58-d997-11e9-a999-f3b062156371.html0

United StatesHIC North America 2019 November 4 https://www.thenews-messenger.com/story/news/local/2019/11/04/property-transfers-still-not-updated-due-malware-issues/4156066002/0

United StatesHIC North America 2019 December 11 https://www.ftvlive.com/sqsp-test/2019/12/11/spokane-station-is-hacked0

Belgium HIC Europe & Central Asia2019 December 31 https://www.brusselstimes.com/all-news/belgium-all-news/86698/over-8000-phishing-emails-sent-out-in-a-single-day-impersonating-belgian-post-office/0

United KingdomHIC Europe & Central Asia2019 February 25 https://www.echo-news.co.uk/news/17457625.warning-after-184-email-and-social-media-accounts-hacked-in-essex/0

United StatesHIC North America 2019 January 8 https://www.prweb.com/releases/bia_announces_new_data_breach_discovery_service_for_corporations_and_law_firms/prweb16015609.htm0

Germany HIC Europe & Central Asia2021 August 25 https://www.finanznachrichten.de/nachrichten-2021-08/53771710-cyren-ltd-towpath-credit-union-selects-cyren-inbox-security-to-defend-against-phishing-and-fraud-200.htm0

United KingdomHIC Europe & Central Asia2017 February 11 https://www.infosecurity-magazine.com/news/38m-porn-users-compromised-in/0

Australia HIC East Asia & Pacific2017 April 10 https://www.businessinsider.com.au/a-huge-batch-of-fake-myob-invoices-is-spreading-malware-2017-40

United StatesHIC North America 2017 April 12 https://www.scmagazine.com/parliamentary-committee-proposes-unit-to-combat-election-hacking/article/650154/0

United KingdomHIC Europe & Central Asia2017 June 22 http://www.ibtimes.co.uk/drone-jailbreaking-russian-website-sells-dji-phantom-hack-remove-vital-safety-features-16274270

Canada HIC North America 2017 October 13 http://www.cbc.ca/news/canada/north/city-of-yellowknife-data-breach-1.43524990

United StatesHIC North America 2018 March 16 https://9to5mac.com/2018/03/15/connected-health-accessory-maker-ihealthlabs-suffers-minor-data-breach/0

Malaysia UMC East Asia & Pacific2018 May 1 http://www.freemalaysiatoday.com/category/nation/2018/05/01/hackers-from-kl-targeting-us-says-sapp/0

United StatesHIC North America 2018 May 17 https://www.wired.com/story/inside-scan4you-takedown/0

Japan HIC East Asia & Pacific2018 June 22 https://www.zdnet.com/article/three-month-old-drupal-vulnerability-is-being-used-to-deploy-cryptojacking-malware/0

United StatesHIC North America 2018 October 28 https://www.eastidahonews.com/2018/10/several-d93-accounts-compromised-due-to-phishing-scam-d91-computers-attacked-by-virus/0
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United KingdomHIC Europe & Central Asia2018 August 3 https://www.drapersonline.com/news/data-hacked-at-web-provider-fashion-nexus/7031553.article?blocktitle=Latest-News&contentID=157190

United StatesHIC North America 2018 September 25 https://www.macobserver.com/news/united-nations-data-breach/0

United KingdomHIC Europe & Central Asia2018 September 28 https://www.pressandjournal.co.uk/fp/news/highlands/1573073/highland-airports-hit-by-phishing-email-scam/0

United StatesHIC North America 2018 October 1 https://www.eurekalert.org/pub_releases/2018-10/uota-uwn092818.php0

United StatesHIC North America 2020 April 7 https://www.eagletribune.com/news/new_hampshire/londonderry-town-council-meeting-ends-abruptly-after-vulgar-hack/article_854b9b56-e1c1-548a-9caa-fb033e7acd1c.html0

Russia UMC Europe & Central Asia2020 July 7 https://www.securityweek.com/big-ip-vulnerability-exploited-deliver-ddos-malware0

India LMC South Asia 2020 August 6 https://www.prokerala.com/news/articles/a1070078.html0

United StatesHIC North America 2020 September 2 http://www.msn.com/en-nz/news/australia/amazon-won-t-disclose-identity-of-company-linked-to-driver-s-licence-data-breach-nsw-government-says/ar-BB18E9uE0

India LMC South Asia 2020 October 11 https://www.thehindubusinessline.com/info-tech/scareware-pop-ups-trick-mobile-users-into-clicking-malware-report/article32827142.ece0

United StatesHIC North America 2021 August 27 https://www.globenewswire.com/news-release/2021/08/27/2287900/0/en/Sophos-Breaking-News-Novel-Ransomware-Leverages-ProxyShell-Vulnerabilities.html0

Russia UMC Europe & Central Asia2021 October 23 https://www.bleepingcomputer.com/news/security/hacker-sells-the-data-for-millions-of-moscow-drivers-for-800/0

NetherlandsHIC Europe & Central Asia2021 November 3 https://www.smn-news.com/index.php/st-maarten-st-martin-news/38960-fraud-by-hacking-emails.html0

China UMC East Asia & Pacific2022 July 6 https://hea.china.com/article/20220706/072022_1099641.html0

NetherlandsHIC Europe & Central Asia2022 October 25 https://alarmeringen.nl/gelderland/apeldoorn/146010-hack-softwareleverancier-verdachte-aangehouden-in-apeldoorn.html0

Indonesia LMC East Asia & Pacific2022 December 27 https://www.republika.co.id/berita/rnjmqv485/bssn-ungkap-potensi-serangan-hacker-terhadap-sistem-kpu0

Italy HIC Europe & Central Asia2022 August 31 https://www.tecnoandroid.it/2022/08/31/intesa-sanpaolo-hacker-vanno-a-caccia-dei-risparmi-dei-correntisti-11102110

South KoreaHIC East Asia & Pacific2022 February 25 https://www.donga.com/news/Society/article/all/20220225/112039175/20

Sweden HIC Europe & Central Asia2022 January 25 https://www.dagensjuridik.se/nyheter/doms-for-dataintrang-mot-ex-under-pagaende-vardnadstvist/0

Israel HIC Middle East & North Africa2021 February 17 https://www.newsru.co.il/israel/17feb2021/elector_0018.html0

BangladeshLMC South Asia 2021 August 8 https://techshohor.com/185096/%E0%A6%A1%E0%A6%BF%E0%A6%9C%E0%A6%BF%E0%A6%9F%E0%A6%BE%E0%A6%B2-%E0%A6%B8%E0%A6%BF%E0%A6%B8%E0%A7%8D%E0%A6%9F%E0%A7%87%E0%A6%AE-%E0%A6%B9%E0%A7%8D%E0%A6%AF%E0%A6%BE%E0%A6%95-%E0%A7%A9-%E0%A6%B9/0

South KoreaHIC East Asia & Pacific2020 May 15 https://news.mt.co.kr/mtview.php?no=2020051508264280077&MS2_T0

France HIC Europe & Central Asia2020 August 15 https://www.lemondeinformatique.fr/actualites/lire-4-jours-en-moyenne-pour-pirater-un-reseau-d-entreprise-80029.html0

Indonesia LMC East Asia & Pacific2020 December 15 https://portalsurabaya.pikiran-rakyat.com/nasional/pr-221116039/10-website-pemda-diretas-diduga-buntut-kasus-habib-rizieq0

Israel HIC Middle East & North Africa2020 July 27 https://www.pc.co.il/news/319979/ 0

Norway HIC Europe & Central Asia2020 October 17 https://www.digi.no/artikler/schibsted-utsatt-for-stort-datainnbrudd/5011220

South KoreaHIC East Asia & Pacific2019 February 26 http://it.chosun.com/site/data/html_dir/2019/02/25/2019022503488.html0

Indonesia LMC East Asia & Pacific2019 December 18 https://www.viva.co.id/berita/bisnis/1192787-marak-peretasan-bikin-harga-bitcoin-anjlok0

Chile HIC Latin America & Caribbean2019 December 3 https://www.cnnchile.com/pais/hackeo-carabineros-responsable-filtracion-29-mil-policias_20191203/0

United KingdomHIC Europe & Central Asia2017 June 1 https://www.v3.co.uk/v3-uk/news/3011148/lazarus-hacking-group-linked-to-north-korean-military-intelligence-by-russian-cyber-forensics-firm-group-ib[1185273, 1185310]['Lazarus hacking group linked to North Korean military intelligence by Russian cyber forensics firm Group', 'New evidence linking hacking group Lazarus to North Korea']1

Ukraine LMC Europe & Central Asia2019 April 9 https://24tv.ua/ukrayinu_haknuli___yaroslav_gritsak_pro_liderstvo_zelenskogo_n11385200

Indonesia LMC East Asia & Pacific2019 November 12 https://kabar24.bisnis.com/read/20191112/15/1169526/portal-pendaftaran-cpns-2019-berpotensi-diretas0

Finland HIC Europe & Central Asia2018 August 2 https://www.mtv.fi/lifestyle/digi/artikkeli/yksi-maailman-suosituimmista-verkkosivuista-hakkeroitiin-kayttajatietoja-ja-yksityisviesteja-paljastui/70162400

South KoreaHIC East Asia & Pacific2018 April 22 http://news.joins.com/article/22557713 0

Russia UMC Europe & Central Asia2018 January 30 http://runews24.ru/internet/30/01/2018/3a4515df90813d1e4a73c0ceab7fe39c0
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Ukraine LMC Europe & Central Asia2017 March 2 http://business.vesti-ukr.com/228017-klientam-privatbanka-nachali-prikhodit-pisma-s-virusom0

South KoreaHIC East Asia & Pacific2017 January 16 http://www.diodeo.com/news/view/20241020

SwitzerlandHIC Europe & Central Asia2017 January 23 http://www.ictjournal.ch/news/2017-01-23/phishing-des-fraudeurs-se-font-passer-pour-le-fisc-suisse0

Japan HIC East Asia & Pacific2017 January 19 http://www.etnews.com/201701190003460

Russia UMC Europe & Central Asia2017 February 22 https://riafan.ru/627738-novorossiya-segodnya-ogon-po-kominternovo-vsu-sorvali-otvod-tehniki-kiberataka-na-dnr-i-lnr0

South KoreaHIC East Asia & Pacific2017 November 9 http://news.joins.com/article/22098885 0

Indonesia LMC East Asia & Pacific2017 May 24 http://techno.okezone.com/read/2017/05/24/207/1698680/hacker-kembali-berulah-korbannya-sma-di-australia0

United StatesHIC North America 2022 June 1 https://www.msn.com/en-us/news/crime/mayfield-heights-based-parker-hannifin-facing-class-action-lawsuits-over-hack-that-exposed-personal-information-of-119-000-employees/ar-AAXYa9j0

United StatesHIC North America 2021 July 8 http://www.milwaukeeindependent.com/syndicated/malicious-code-uw-institutions-raced-protect-systems-potentially-compromised-russian-hackers/0

United StatesHIC North America 2022 September 26 https://finance.yahoo.com/news/us-arm-israeli-defense-giant-164301003.html0

Singapore HIC East Asia & Pacific2022 November 3 https://tnp.straitstimes.com/news/singapore/victims-lose-237000-amid-resurgence-singpost-and-singtel-phishing-scams-police0

Finland HIC Europe & Central Asia2022 May 2 https://yle.fi/news/3-12426254 0

United KingdomHIC Europe & Central Asia2022 December 19 https://www.techradar.com/news/python-malware-is-using-a-devious-new-technique0

South AfricaUMC Sub-Saharan Africa2019 April 29 https://www.fin24.com/Companies/ICT/major-spike-in-sa-cyber-attacks-over-10-000-attempts-a-day-security-company-201904290

United StatesHIC North America 2019 February 15 https://www.cbs58.com/news/police-investigating-email-phishing-campaign-aimed-at-stealing-uwm-students-refunds0

France HIC Europe & Central Asia2017 October 13 http://www.silicon.fr/hub/malwarebytes-hub/la-police-de-cheshire-dejoue-les-pirates-informatiques0

United StatesHIC North America 2022 January 21 https://www.jdsupra.com/legalnews/new-jersey-district-court-dismisses-3650388/0

Australia HIC East Asia & Pacific2019 June 25 https://www.9news.com.au/technology/cyber-attack-us-iran-how-old-foes-could-fight-cyber-warfare-usa-news/a59ae911-3aa0-44c3-ad01-f1599fe101130

Hungary HIC Europe & Central Asia2019 January 30 https://hup.hu/node/162778 0

Japan HIC East Asia & Pacific2019 August 7 https://www.zdnet.com/article/state-farm-says-hackers-confirmed-valid-usernames-and-passwords-in-credentials-stuffing-attack/0

United StatesHIC North America 2019 August 15 https://www.coindesk.com/new-malware-miner-sneakily-hides-when-task-manager-is-open0

Japan HIC East Asia & Pacific2019 September 2 https://www.zdnet.com/article/cisco-releases-guides-for-incident-responders-handling-hacked-cisco-gear/0

United StatesHIC North America 2019 November 19 https://www.wral.com/patient-data-breach-reported-by-clinic-looted-after-durham-gas-explosion/18778379/0

United StatesHIC North America 2018 December 9 https://www.capecodtimes.com/news/20181208/hackers-target-4cs-in-800k-heist0

United KingdomHIC Europe & Central Asia2017 February 28 http://www.computerweekly.com/news/450413962/CloudPets-data-breach-underlines-need-for-secure-cloud-apps0

United StatesHIC North America 2017 May 5 http://www.sent-trib.com/news/front_page/b-malware-hits-wood-co-park-district-servers-b/article_1ce392ed-7f07-53ae-a349-bc14225b8e9c.html0

United StatesHIC North America 2017 June 27 http://news.antiwar.com/2017/06/27/new-cyberattack-using-nsa-exploit-spreads-across-the-world/0

Libya UMC Middle East & North Africa2017 June 12 https://technical.ly/baltimore/2017/06/12/rusty-scupper-data-breach/0

United StatesHIC North America 2017 September 21 https://krebsonsecurity.com/2013/09/data-broker-giants-hacked-by-id-theft-service/0

United KingdomHIC Europe & Central Asia2017 November 6 https://www.eveningtelegraph.co.uk/fp/computer-hackers-managed-hack-dundee-council-system-three-times/0

Kenya LMC Sub-Saharan Africa2017 May 25 https://www.standardmedia.co.ke/business/article/2001241132/court-orders-investigations-into-claims-of-hacking-safaricom-system0

United StatesHIC North America 2017 November 29 http://www.nbcrightnow.com/story/36956242/local-phishing-email-asks-victims-to-login-with-apple-id-provide-ssn0

United KingdomHIC Europe & Central Asia2017 October 12 http://www.telegraph.co.uk/news/2017/10/12/russian-hackers-used-pokemon-go-part-attempts-meddle-us-election/0

Australia HIC East Asia & Pacific2018 January 11 https://www.computerworld.com.au/article/632060/privacy-commission-completes-amazing-rentals-data-breach-investigation/0

Canada HIC North America 2018 April 13 https://www.itworldcanada.com/article/more-than-7000-documents-accessed-after-data-breach-of-nova-scotia-government-website/4040460

India LMC South Asia 2018 July 25 https://timesofindia.indiatimes.com/city/mangaluru/evm-hacking-hc-orders-issuance-of-notices-to-all-mangaluru-city-south-candidates/articleshow/65137566.cms0

United Arab EmiratesHIC Middle East & North Africa2018 January 5 http://securitymiddleeast.com/2014/12/19/resolution1-threatscanner-detects-regin-and-sony-hacks/0

Australia HIC East Asia & Pacific2020 February 3 https://www.smh.com.au/national/victoria/yarra-trams-data-breach-commuters-email-addresses-exposed-20200203-p53xci.html0

United StatesHIC North America 2020 October 26 https://www.nevadaappeal.com/news/nevada-detr-warns-employers-about-phishing-email-scam/0

United StatesHIC North America 2020 December 23 http://www.monett-times.com/story/2855793.html0

United StatesHIC North America 2021 September 16 https://www.naturalnews.com/2021-09-16-walgreens-security-breach-leaked-covid-test-data.html0

Thailand UMC East Asia & Pacific2022 January 29 https://www.bangkokbiznews.com/tech/9853810

Russia UMC Europe & Central Asia2022 January 31 https://pda.nsk.kp.ru/daily/27357.5/4538911/0

Mexico UMC Latin America & Caribbean2022 March 31 https://www.zocalo.com.mx/hackean-a-globant-proveedor-de-citibanamex/0

Belarus UMC Europe & Central Asia2021 August 22 https://charter97.org/ru/news/2021/8/22/434190/0

Indonesia LMC East Asia & Pacific2021 February 19 https://jambi.tribunnews.com/2021/02/20/ingin-dalami-dunia-internet-anak-dibawah-umur-ini-diduga-retas-situs-kejaksaan-agung-ri0

Spain HIC Europe & Central Asia2020 July 21 https://www.itespresso.es/el-phishing-se-cuela-en-los-servicios-de-almacenamiento-de-nube-publica-190062.html0

Saudi ArabiaHIC Middle East & North Africa2020 December 18 https://www.aleqt.com/2020/12/18/article_1993876.html0
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France HIC Europe & Central Asia2019 June 30 https://www.begeek.fr/un-adolescent-cree-le-malware-silexbot-et-detruit-des-milliers-dobjets-connectes-3208760

Austria HIC Europe & Central Asia2019 September 5 https://www.tt.com/politik/innenpolitik/16024023/oevp-spricht-von-hackerangriff-falter-musste-draussen-bleiben0

South KoreaHIC East Asia & Pacific2018 March 2 http://www.zdnet.co.kr/news/news_view.asp?artice_id=201803021026140

Brazil UMC Latin America & Caribbean2018 February 9 http://www.correiobraziliense.com.br/app/noticia/cidades/2018/02/09/interna_cidadesdf,658888/347-beneficiarios-do-nota-legal-foram-vitimas-de-hackers-diz-governo.shtml0

Argentina UMC Latin America & Caribbean2018 September 3 https://www.0223.com.ar/nota/2018-9-3-15-35-0-la-red-informatica-del-municipio-con-problemas-por-un-ciberataque0

Russia UMC Europe & Central Asia2018 September 10 http://www.banki.ru/news/lenta/?id=106447900

South KoreaHIC East Asia & Pacific2017 October 1 HTTP://www.yonhapnews.co.kr/international/2017/10/01/0601150000AKR20171001052300085.HTML?template=20870

Romania UMC Europe & Central Asia2017 May 13 http://www.desteptarea.ro/romania-afectata-de-atacul-cibernetic-ce-versiuni-de-windows-sunt-afectate-de-hackeri/0

Italy HIC Europe & Central Asia2017 October 25 http://ilgazzettino.it/tecnologia/hitech/hacker_roma_citta_piu_colpita_viaggio_mondo_cybersecurity_pirateria_informatica-3273832.html0

Russia UMC Europe & Central Asia2017 April 17 http://www.piterburger.ru/?p=99450 0

Ukraine LMC Europe & Central Asia2017 October 13 http://hronika.info/tehnologii/266619-hakery-proveli-massirovannuyu-ataku-na-shveciyu.html0

United KingdomHIC Europe & Central Asia2021 April 28 https://www.information-age.com/merseyrail-likely-hit-by-lockbit-ransomware-attack-123494934/0

United StatesHIC North America 2022 June 20 https://www.jdsupra.com/legalnews/weller-truck-parts-reports-data-breach-8470341/0

United KingdomHIC Europe & Central Asia2022 March 9 https://www.birminghammail.co.uk/news/midlands-news/cyber-attack-mercedes-dealership-100-233350100

United KingdomHIC Europe & Central Asia2022 October 28 https://www.eveshamjournal.co.uk/news/23082255.tesco-morrisons-sainsburys-fall-victim-fake-phishing-scam/0

Australia HIC East Asia & Pacific2022 May 31 https://www.investordaily.com.au/superannuation/51432-industry-super-fund-suffers-major-data-breach0

Japan HIC East Asia & Pacific2019 April 9 https://www.zdnet.com/article/this-server-was-online-for-under-a-minute-before-cyber-criminals-started-to-hack-it/0

United StatesHIC North America 2022 December 5 https://www.dmagazine.com/frontburner/2022/12/council-memo-gives-clearer-timeline-on-when-dcads-hacked-website-will-be-back/0

Ireland HIC Europe & Central Asia2019 May 1 https://www.dundalkdemocrat.ie/news/home/379105/louth-senator-demands-immediate-investigation-into-patient-data-breach-at-lourdes-hospital.html0

India LMC South Asia 2019 May 3 https://inc42.com/buzz/cyber-attacks-india/0

United KingdomHIC Europe & Central Asia2020 July 21 https://www.dailymail.co.uk/news/article-8546423/Two-Chinese-contractors-charged-hacking-British-biotech-firm-a.html0

United StatesHIC North America 2019 February 21 https://www.wcax.com/content/news/Hackers-target-Rutland-Regional-Medical-Center-506122941.html0

Nigeria LMC Sub-Saharan Africa2019 November 28 https://thenationonlineng.net/nigeria-loses-n250b-to-cyber-attacks/0

Australia HIC East Asia & Pacific2017 April 28 https://www.crikey.com.au/2017/04/28/australian-federal-police-admits-to-data-breach-with-journalists-phone-records/0

United StatesHIC North America 2017 October 17 http://www.cbs46.com/story/36609700/bbb-phishing-scam0

United StatesHIC North America 2017 October 26 http://www.chestertontribune.com/Indiana%20News/indiana_ags_office_victim_of_spo.htm0

United StatesHIC North America 2017 July 11 http://www.ktvz.com/news/prineville-woman-charged-in-st-charles-bend-data-breach/5855319300

United StatesHIC North America 2018 January 23 http://www.darkreading.com/vulnerabilities---threats/satori-botnet-malware-now-can-infect-even-more-iot-devices/d/d-id/13308750

United StatesHIC North America 2018 May 2 https://www.scmagazine.com/fancy-bear-likely-behind-malware-found-on-lojack-c2-domains/article/763102/0

United StatesHIC North America 2018 June 13 http://www.govtech.com/security/Ransomware-Misses-Mark-in-Ohio-Town.html0

United KingdomHIC Europe & Central Asia2018 August 1 https://www.scmagazineuk.com/updated-azorult-info-stealer-downloader-used-spread-ransomware-shortly-appearing-dark-web/article/14893430

Singapore HIC East Asia & Pacific2018 September 21 https://www.straitstimes.com/singapore/first-public-hearing-on-singhealths-cyber-attack-kicks-off0

New ZealandHIC East Asia & Pacific2018 November 24 https://www.nzherald.co.nz/business/news/article.cfm?c_id=3&objectid=121655440
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United KingdomHIC Europe & Central Asia2019 July 31 https://www.computerweekly.com/news/252467639/Financial-services-top-cyber-attack-target0

United StatesHIC North America 2019 September 6 https://www.atmmarketplace.com/news/hackers-stole-166m-from-german-bank-olb-by-cloning-evm-cards/0

United StatesHIC North America 2019 September 17 https://www.wrcbtv.com/story/41061454/what-the-tech-hackers-stealing-personal-information-through-unused-apps0

United StatesHIC North America 2019 September 23 https://www.forbes.com/sites/zakdoffman/2019/09/23/chinese-state-hackers-suspected-as-nasty-new-cyberattack-hits-us-utilities-report/0

United StatesHIC North America 2019 December 6 https://news.yahoo.com/top-atlanta-news-2-face-162739226.html0

United StatesHIC North America 2019 December 16 http://www.digitaltransactions.net/eye-on-gas-stations-networks-reject-delay-in-emv-liability-shift-visa-warns-of-malware-attacks/0

United KingdomHIC Europe & Central Asia2019 December 26 https://www.thetimes.co.uk/edition/scotland/hackers-breached-health-boards-117-times-jv97sd75d0

United StatesHIC North America 2019 December 31 https://www.forbes.com/sites/leemathews/2020/12/31/ransomware-hackers-have-started-leaking-city-of-pensacola-data/0

United KingdomHIC Europe & Central Asia2021 August 18 https://www.techradar.com/news/sneaky-malware-abuses-captcha-to-bypass-browser-protections0

United KingdomHIC Europe & Central Asia2018 December 4 https://www.standard.co.uk/news/crime/tsb-funds-fraud-police-after-phishing-attacks-a4007926.html0

South AfricaUMC Sub-Saharan Africa2021 August 25 https://it-online.co.za/2021/08/25/gaming-malware-sees-lockdown-surge/0

United KingdomHIC Europe & Central Asia2017 March 31 http://www.bizreport.com/2017/03/report-hackers-targeting-smbs.html0

United StatesHIC North America 2017 May 19 http://ftnews.firetrench.com/2017/05/cosmetic-firm-tatcha-warns-customers-of-data-breach-harvesting-card-details/0

United StatesHIC North America 2017 August 3 http://thevarguy.com/security/security-central-anthem-reports-new-data-breach-prankster-foils-white-house0

Nepal LMC South Asia 2017 November 5 https://thehimalayantimes.com/business/nic-asia-bank-seeks-cib-help-to-track-down-swift-server-hacker/0

United StatesHIC North America 2017 November 15 http://www.keloland.com/news/article/your-money-matters/scammers-impersonate-classifieds-website-in-phishing-emails-calls0

United StatesHIC North America 2017 May 16 http://www.coindesk.com/phishing-alert/ 0

United StatesHIC North America 2017 August 9 https://english.aawsat.com/n-al-rasheed/news-middle-east/saudi-arabia/saudi-national-cyber-security-detects-unconventional-malware0

India LMC South Asia 2018 April 21 https://www.hindustantimes.com/bhopal/mp-hc-site-hacked-data-safe-claimed-officials/story-77i2zDN33w3SmJa8t9yRWL.html0

United StatesHIC North America 2018 May 14 http://www.philly.com/philly/news/hackers-reprogram-delco-highway-sign-to-flash-vulgarity-20180513.html0

United StatesHIC North America 2018 June 20 https://www.tomsguide.com/us/dlink-router-satori-botnet,news-27482.html0

United StatesHIC North America 2018 July 10 https://www.10tv.com/article/potential-data-breach-c-tec-licking-county0

Nepal LMC South Asia 2018 August 2 https://thehimalayantimes.com/nepal/unidentified-facebook-hacker-leaves-kailali-cops-perplexed/0

Canada HIC North America 2018 October 25 https://www.gx94radio.com/2018/10/24/reports-of-fsin-paying-hack-20-thousand-dollars-in-cryptocurrency-after-data-breach/0

China UMC East Asia & Pacific2018 August 9 http://tibet.net/2018/08/a-malware-campaign-targeting-the-tibetan-diaspora-resurfaces/0

United StatesHIC North America 2018 August 30 http://www.qrcodepress.com/tag/mobile-app-data-breach/0

India LMC South Asia 2020 May 15 http://www.daijiworld.com/news/newsDisplay.aspx?newsID=7085110

United StatesHIC North America 2018 December 31 https://en.wikisource.org/wiki/NSA_Report_on_Russia_Spear-Phishing0

United StatesHIC North America 2022 December 23 https://securite.developpez.com/actu/339715/LastPass-vos-infos-et-vos-donnees-de-coffre-fort-de-MdP-sont-desormais-entre-les-mains-de-pirates-Le-gestionnaire-de-MdP-revele-que-la-violation-qu-il-a-reconnu-en-aout-est-pire-que-prevu/[3936225, 3935279, 3934271, 3934632, 3934342, 3934600, 3934244, 3935462, 3934586, 3942662, 3933518, 3934926, 3936712, 3935398, 3934449, 3934224, 3934864, 3945607, 3934639, 3941423, 3935141, 3934243, 3934538, 3934701, 3934223, 3934837, 3934921, 3934917, 3935131, 3934225, 3935514, 3934226, 3938094, 3934846, 3937085, 3934588, 3934138, 3933647, 3934915, 3934384, 3940498, 3934122, 3934922, 3944943, 3936262, 3935129, 3934119, 3937538, 3934222, 3934448]["Users' passwords were also leaked when LastPass was hacked", 'LastPass hacker got customer information and their encrypted vault data', 'LastPass password manager hacked: what you need to know and do now', 'LastPass admitted: Hackers stole user data', 'Hackers copied a backup of customer vault data , admits LastPass', 'Hackers were able to break into the cloud storage of LastPass user passwords', "LastPass acknowledges that its customers' passwords and data have been hacked", 'LastPass hacked and password at risk: what to do?', 'LastPass password manager admits hackers stole user data and encrypted passwords, but it will take millions of years to crack', 'LastPass Hackers obtained customer data vaults in recent data breach', 'LastPass says hackers stole customer password vaults', 'LastPass : Hackers Stole Encrypted User Password Vaults', 'LastPass confirms user password vaults were stolen by hackers', 'The cloud password manager was hacked!', 'LastPass Says Hackers Accessed Password Storage', 'LastPass: You49

United StatesHIC North America 2020 March 20 https://www.govtech.com/security/South-Carolina-Fire-Department-Servers-Disabled-by-Hacker.html0

Armenia UMC Europe & Central Asia2020 July 8 https://www.tert.am/en/news/2020/07/08/martirosyan/33394470

United StatesHIC North America 2020 April 29 https://pennrecord.com/stories/534376134-pennsylvania-cloud-based-storage-company-faces-class-action-over-2019-data-breach0

United StatesHIC North America 2020 August 28 https://www.pcgamesn.com/grand-theft-auto-v/gta-online-apartment-garage-money-cheat0

United StatesHIC North America 2021 August 11 https://www.cepro.com/security/report-finds-service-providers-integrators-in-hackers-crosshairs/0

United KingdomHIC Europe & Central Asia2020 September 28 https://www.express.co.uk/finance/personalfinance/1340799/TV-Licence-scam-email-phone-call-phishing-payment-fraud0

Canada HIC North America 2020 November 24 https://vancouverisland.ctvnews.ca/vancouver-island-paper-mill-to-resume-operations-after-wood-shortage-cyber-attack-1.52026320

United StatesHIC North America 2021 March 18 https://www.computerworld.com/article/3612253/hackers-target-developers-to-break-into-apples-garden.html0

United KingdomHIC Europe & Central Asia2021 March 19 https://www.itpro.co.uk/security/malware/358961/hackers-target-us-taxpayers-with-netwire-and-remcos-malware0

United StatesHIC North America 2021 October 25 https://www.techdirt.com/articles/20210724/10374847235/governments-accused-spying-journalists-activists-with-nso-group-malware-are-now-suing-journalists-activists.shtml0

Russia UMC Europe & Central Asia2022 January 28 https://kazanfirst.ru/news/571096 0

Colombia UMC Latin America & Caribbean2022 May 7 https://www.pulzo.com/tecnologia/centro-hackeo-afecto-funcionarios-publicos-desde-valledupar-PP14035180

Japan HIC East Asia & Pacific2022 August 18 https://japan.zdnet.com/article/35192023/0

Ukraine LMC Europe & Central Asia2022 March 9 https://nikvesti.com/news/public/243080 0

Italy HIC Europe & Central Asia2022 May 15 https://www.zazoom.it/2022-05-15/gli-hacker-hanno-tentato-di-infiltrarsi-la-mossa-della-polizia-per-stanarli/10894258/0

France HIC Europe & Central Asia2022 May 6 https://www.silicon.fr/messagerie-piratee-entreprise-fraude-milliards-438138.html0

Ukraine LMC Europe & Central Asia2022 August 8 http://internetua.com/hakeri-zakidali-spivrobitnikiv-rosiiskih-kompanii-propoziciyami-prodati-dani0

Germany HIC Europe & Central Asia2021 December 2 https://www.finanznachrichten.de/nachrichten-2021-12/54647160-isolierte-netzwerke-sind-vor-angriffen-oder-datendiebstahl-nicht-sicher-eset-veroeffentlicht-analyse-zu-schadprogrammen-die-es-auf-air-gap-netzwer-015.htm0

Portugal HIC Europe & Central Asia2021 September 27 https://pplware.sapo.pt/apple/zero-day-exploit-permitiu-que-hackers-russos-extraissem-informacoes-de-dispositivos-ios/0

Russia UMC Europe & Central Asia2021 December 10 https://www.securitylab.ru/news/527398.php0
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Russia UMC Europe & Central Asia2021 November 19 https://www.bleepingcomputer.com/news/security/utah-medical-center-hit-by-data-breach-affecting-582k-patients/[2991775, 2987780]['Utah Medical Group Discloses Data Breach Affecting Over 580 , 000 Patients', 'Utah medical center hit by data breach affecting 582k patients']1
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Denmark HIC Europe & Central Asia2020 February 20 https://www.computerworld.dk/art/250850/hackerangreb-paa-iss-ligner-et-maalrettet-angreb-det-minder-meget-om-det-der-ramte-demant0

Ukraine LMC Europe & Central Asia2020 December 28 https://ukranews.com/news/747007-hakery-pohitili-dannye-klientov-investkompanii-freedom-finance-smi0

India LMC South Asia 2020 June 9 https://www.vtvgujarati.com/news-details/three-crore-people-data-leak-on-dark-net-in-maharashtra0

Israel HIC Middle East & North Africa2020 June 14 https://www.calcalist.co.il/internet/articles/0,7340,L-3832974,00.html0

Russia UMC Europe & Central Asia2020 January 19 https://overclockers.ru/blog/RoadToKnowledge/show/33168/v-aeroportu-portlenda-haker-vzlomal-monitor-chtoby-sygrat-paru-raundov-v-apex-legends0

Armenia UMC Europe & Central Asia2019 April 17 http://lratvakan.com/news/633449.html 0

Germany HIC Europe & Central Asia2019 June 6 https://www.t-online.de/digital/sicherheit/id_85863174/phishing-versuch-falsche-rundfunkbeitrags-mahnung-enthaelt-windows-trojaner.html0

Spain HIC Europe & Central Asia2019 March 10 https://wwwhatsnew.com/2019/03/10/nuevo-hackeo-con-terabytes-de-datos-robados-afecta-a-agencias-gubernamentales/0

Germany HIC Europe & Central Asia2019 April 15 https://www.fla.de/wp/dailys/hackerangreb-mod-skoleforeningen/0

Colombia UMC Latin America & Caribbean2019 August 14 http://www.radiosantafe.com/2019/08/13/hackers-graban-a-internautas-que-consumen-pornografia-y-luego-los-extorsionan/0

Dominican RepublicUMC Latin America & Caribbean2019 December 22 http://primicias.com.do/?p=15394 0

Poland HIC Europe & Central Asia2019 April 5 https://www.zdnet.com/article/facebook-closes-groups-that-offered-phishing-services-hacked-data-for-sale-to-thousands-of-members/[4408113, 4428316, 4009243, 4411628, 4427240, 4411994, 4008664, 4402199, 4426822, 4404529, 4429461, 4009242, 4009262, 4424375, 4426286, 4426431, 4006303, 4009225, 4429798, 4406015, 4402201]['Scammers hack Facebook and extort money. Watch out for messages from friends! [ 26 . 03. 2019]', 'Hackers sold personal , financial data on Facebook groups : Here how', 'Facebook Erases 74 Cybercrime Groups With 385 , 000 Members Selling Passwords , Credit Cards And Hacking Services', 'Facebook: hackers steal gasoline for €150,000 and sell everything on the social network', 'Cybercrime. 74 groups offering hacking services were detected on Facebook', 'Scammers hack Facebook and extort money. Watch out for messages from friends! [ 28 . 03. 2019]', 'Facebook closes groups that offered phishing services , hacked data for sale to thousands of members', 'Scammers hack Facebook and extort money. Watch out for messages from friends! [ 23 . 03. 2019]', 'About 4 Lakh Hackers in 74 Groups Active on Facebook!...- 755576 | The voice of time', 'Scammers hack Facebook and extort money. Watch out for messages from friends! [ 24 . 03. 2019]', 'Facebook Becomes Hotbed of Hacking Service Sales', 'Facebook Got Caught Phishing 20
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Slovak RepublicHIC Europe & Central Asia2017 April 17 https://spectator.sme.sk/c/20494545/malware-forces-slovak-internet.html0

United StatesHIC North America 2017 August 24 http://www.darkreading.com/careers-and-people/jpmorgan-hack-one-more-pleads-guilty-for-operating-bitcoin-exchange-/d/d-id/1327937?piddl_msgid=3291210

India LMC South Asia 2017 April 11 http://www.hindustantimes.com/delhi/cbi-files-fir-against-suspected-pakistani-hackers-for-defacing-du-college-website/story-QI41ELzMgbg4mCnPdBKkbP.html0

United StatesHIC North America 2017 December 4 https://www.ktbs.com/news/east-texas-schools-affected-by-malware/article_9795103e-d917-11e7-b67c-33a1da6ea406.html0

Nepal LMC South Asia 2017 July 25 http://kathmandupost.ekantipur.com/news/2017-07-25/58-govt-websites-hacked-to-test-vulnerability.html0

Australia HIC East Asia & Pacific2017 August 30 http://www.afr.com/business/energy/electricity/utilities-warned-on-risk-of-cyber-attacks-from-groomed-employees-20170830-gy70y90

United StatesHIC North America 2018 March 2 https://healthitsecurity.com/news/70k-notified-in-tufts-health-plan-data-breach-in-vendor-error0

United KingdomHIC Europe & Central Asia2018 January 17 http://www.theregister.co.uk/2018/01/16/us_hospital_ransomware_bitcoin/0

United StatesHIC North America 2018 June 6 http://www.darkreading.com/tax-season-malware-campaign-delivers-trojan-via-email/d/d-id/13319770

United StatesHIC North America 2018 April 27 https://www.scmagazine.com/hpe-ilo-4-remote-management-interfaces-targeted-with-ransomware/article/761868/0

Russia UMC Europe & Central Asia2018 October 7 https://www.securityweek.com/man-pleads-guilty-hacking-websites-new-york-city-comptroller-and-west-point0

United KingdomHIC Europe & Central Asia2018 July 21 http://www.irishnews.com/news/northernirelandnews/2018/07/21/news/psni-set-to-face-court-action-over-data-breach-1388086/0

United StatesHIC North America 2018 October 12 https://www.inlander.com/spokane/both-spokane-gop-and-spokane-county-democrats-hit-with-phishing-cyberattack/Content?oid=133812740

South AfricaUMC Sub-Saharan Africa2018 October 29 https://mybroadband.co.za/news/security/282069-internet-solutions-denies-ransomware-infection-after-hosting-attack.html0

Nigeria LMC Sub-Saharan Africa2018 December 5 https://punchng.com/hacker-group-targets-cfos-worldwide/0

United StatesHIC North America 2018 August 8 http://www.darkreading.com/vulnerabilities---threats/spirent-extends-cyberflood-with-data-breach-emulation-for-security-testing-of-networks-and-devices-/d/d-id/13325070

Canada HIC North America 2018 November 5 https://www.mywestnipissingnow.com/24697/west-nipissing-police-issue-ransomware-warning/0

Saudi ArabiaHIC Middle East & North Africa2018 November 8 http://gulfbusiness.com/hit-data-breach-uae-firms-not-compliant-gdpr-face-fines-23m/0

Australia HIC East Asia & Pacific2020 May 14 https://www.itnews.com.au/news/bluescope-it-disruption-feared-to-be-ransomware-attack-5481270

United StatesHIC North America 2020 May 21 https://www.bankinfosecurity.com/hacked-law-firm-may-have-had-unpatched-pulse-secure-vpn-a-143150

Canada HIC North America 2020 May 27 https://www.vancourier.com/canada-post-silent-on-possible-financial-cyber-attacks-1.241415990

United KingdomHIC Europe & Central Asia2020 June 15 https://www.infosecurity-magazine.com:443/news/live-event-manufacturer-employee/0

Taiwan 2020 September 23 https://www.taiwannews.com.tw/en/news/40149370

United StatesHIC North America 2020 May 29 https://www.bankinfosecurity.com/hackers-breached-6-unpatched-cisco-internal-servers-a-143570

Italy HIC Europe & Central Asia2018 February 25 http://www.ladige.it/popular/tecnologie/2018/02/25/hacker-sfruttano-anche-tasse-rubare-dati-utenti0

Japan HIC East Asia & Pacific2020 April 1 https://www.zdnet.com/article/limerat-malware-is-being-spread-through-velvetsweatshop-excel-encryption-technique/0

United StatesHIC North America 2020 April 26 https://www.normantranscript.com/news/business/oklahoma-epic-fail-25-of-okies-hacked/article_f01d3249-20d4-5267-a682-e3cab87ef0c3.html0

Israel HIC Middle East & North Africa2021 December 29 https://www.middleeastmonitor.com/20211229-facebook-closes-ex-palestinian-ministers-account-after-hack-attempt/0

Russia UMC Europe & Central Asia2020 August 17 https://www.securityweek.com/multiple-uninstallers-released-china-linked-goldenspy-malware0

United KingdomHIC Europe & Central Asia2020 August 25 https://www.infosecurity-magazine.com/news/malicious-actors-bitcoin-launch/0

United StatesHIC North America 2020 October 10 https://www.freightwaves.com/news/truckers-personal-information-exposed-after-daseke-ransomware-attack0

Canada HIC North America 2020 December 24 https://financialpost.com/pmn/business-pmn/suspected-russian-hackers-made-failed-attempt-to-breach-crowdstrike-company-says0

United StatesHIC North America 2021 March 24 https://www.scmagazine.com/home/security-news/phishing/9000-employees-targeted-in-phishing-attack-against-california-agency/0

Kenya LMC Sub-Saharan Africa2021 October 1 https://www.pulselive.co.ke/news/hackers-tried-to-steal-sh2-billion-kcb-reveals/x32m9k80

New ZealandHIC East Asia & Pacific2021 October 30 https://asiapacificreport.nz/2021/10/30/hackers-hit-png-financial-hub-fail-in-bid-to-hold-state-officials-to-ransom/0

Japan HIC East Asia & Pacific2022 July 1 https://japan.zdnet.com/article/35189791/0

Latvia HIC Europe & Central Asia2022 June 7 https://nra.lv/latvija/383205-inbox-lv-piedzivo-vel-vienu-hakeru-uzbrukumu.htm0

Germany HIC Europe & Central Asia2022 September 6 https://www.heise.de/news/Gebuehrenbetrug-und-Phishing-durch-Schwachstelle-in-Microsoft-Teams-7254489.html0

Germany HIC Europe & Central Asia2022 November 10 https://winfuture.de/news,132944.html 0

Spain HIC Europe & Central Asia2022 March 27 https://www.20minutos.es/tecnologia/ciberseguridad/ni-con-los-conocidos-estas-a-salvo-detectan-una-nueva-ola-de-phishing-que-suplanta-a-tus-contactos-mas-cercanos-4974496/0

Russia UMC Europe & Central Asia2022 March 9 https://www.securitylab.ru/news/530486.php0

United StatesHIC North America 2022 August 29 http://tynmagazine.com/violacion-de-datos-digitales-de-servicios-financieros-cuesta-millones-de-dolares/0

BangladeshLMC South Asia 2022 May 20 https://www.kalerkantho.com/online/world/2022/05/20/11479460

United StatesHIC North America 2022 April 30 https://www.crhoy.com/nacionales/tras-hackeo-hacienda-presenta-nuevo-sitio-sin-todos-los-servicios-disponibles/0

France HIC Europe & Central Asia2021 October 14 https://www.ipreunion.com/actualites-reunion/reportage/2021/10/14/prudence-cyber-attaque-les-notaires-et-leurs-clients-vises,142016.html0

France HIC Europe & Central Asia2021 August 24 https://www.lemonde.fr/societe/article/2021/08/24/arnaques-piratages-et-complicites-internes-la-justice-et-la-police-ont-ete-saisies-de-dizaines-de-cas-de-trafics-de-certificats-vaccinaux_6092173_3224.html0

Ukraine LMC Europe & Central Asia2021 May 25 http://internetua.com/neizvestnye-vzlomali-sait-zaporojskoi-eparhii-upc0

Italy HIC Europe & Central Asia2021 September 24 https://www.zazoom.it/2021-09-24/furto-e-hackeraggio-delle-imbarcazioni-modis-presenta-il-progetto-argos/9522914/0

Brazil UMC Latin America & Caribbean2021 August 2 https://canaltech.com.br/seguranca/malware-que-rouba-dados-de-cartao-estava-em-biblioteca-oficial-de-programacao-191414/0

Germany HIC Europe & Central Asia2020 May 14 https://www.pcwelt.de/news/Hacker-stehlen-Kundendaten-eines-deutschen-Versorgers-10811158.html0

Brazil UMC Latin America & Caribbean2020 November 28 https://revistaforum.com.br/noticias/portais-da-justica-federal-do-df-sofrem-ataque-hacker-e-estao-fora-do-ar/0
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Germany HIC Europe & Central Asia2019 January 8 https://www.t-online.de/digital/sicherheit/id_85048378/festnahme-nach-hackerangriff-internet-experte-das-war-kein-super-hacker-.html0

Sweden HIC Europe & Central Asia2019 January 29 https://www.expressen.se/kvallsposten/30-aring-misstanks-for-att-dataintrang-pa-sjukhus/0

Bulgaria UMC Europe & Central Asia2019 July 16 http://www.focus-news.net/./news/2019/07/16/2680915/kristian-vigenin-bsp-ministar-vladislav-goranov-da-ponese-otgovornost-sled-hakerskata-ataka.html0

South KoreaHIC East Asia & Pacific2019 June 27 http://news1.kr/articles/?3656164 0

Russia UMC Europe & Central Asia2018 April 2 http://www.vsluh.ru/news/world/328844 0

Spain HIC Europe & Central Asia2018 April 19 https://hipertextual.com/2018/04/taringa-fue-hackeado-comprueba-si-tu-contrasena-se-ha-filtrado0

Germany HIC Europe & Central Asia2018 April 16 http://www.spiegel.de/netzwelt/web/hackerattacke-per-powerhammer-angriff-aus-der-steckdose-a-1202849.html0

India LMC South Asia 2018 April 3 https://divyamarathi.bhaskar.com/news/NAT-DEL-LCL-grand-crab-virus-alert-alert-computer-hacked-ransom-5843420-NOR.html0

Portugal HIC Europe & Central Asia2017 May 18 http://www.bit.pt/check-point-identifica-regresso-do-exploit-kits/0

South KoreaHIC East Asia & Pacific2017 October 18 http://news.joins.com/article/22022977 0
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https://www.taringa.net/posts/info/20074116/Alerta-Pishing-El-kakeo-a-T-comenzo-a-dar-senales.html
https://www.bankinfosecurity.com/ziggy-ransomware-gang-offers-victims-ransom-refunds-a-16354
https://www.fox17online.com/news/local-news/michigan/state-warns-of-geico-data-breach-potential-unemployment-fraud-claims
https://www.law360.com/articles/1520577
https://www.naturalnews.com/2021-07-20-nyc-subway-system-secretly-hacked-chinese-backed-hackers.html
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https://www.bleepingcomputer.com/news/security/cisa-warns-orgs-of-watchguard-bug-exploited-by-russian-state-hackers/
https://eandt.theiet.org/content/articles/2019/04/hackers-leak-fbi-watchlist-demand-release-of-russian-spammer/
https://www.smh.com.au/politics/victoria/auditor-general-hacked-into-hospitals-to-expose-online-security-flaws-20190529-p51sd9.html
https://www.zdnet.com/article/ftc-gives-two-companies-a-slap-on-the-wrist-after-appalling-hacks/
https://www.securityweek.com/iowa-grocery-chain-investigating-possible-hack-payment-processing-systems
https://www.inman.com/2019/09/24/phishing-email-sent-from-douglas-elliman-chair-howard-lorber/
http://realbusiness.co.uk/tech-and-innovation/2017/02/03/tesco-bank-hack-mobile-security/
https://www.wbez.org/shows/worldview/protests-in-belarus-nuclear-hacking-and-combatting-violence-on-a-global-scale/7d18e42b-90de-44b4-a806-a586628066c1
https://nakedsecurity.sophos.com/2017/03/20/isp-customer-data-breach-could-turn-into-supercharged-tech-support-scams/
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France HIC Europe & Central Asia2019 January 22 https://www.begeek.fr/une-campagne-de-phishing-contre-carrefour-sur-whatsapp-et-facebook-3049770

Poland HIC Europe & Central Asia2019 November 8 http://www.superstacja.tv/wiadomosc/2019-11-08/hakerzy-terroryzuja-rzad-wladze-nie-potrafia-odzyskac-danych-wrocily-do-telefonow-i-faksu/0

Indonesia LMC East Asia & Pacific2019 December 31 https://techno.okezone.com/read/2019/12/31/207/2147829/2020-waspada-meningkatnya-serangan-malware-hingga-penyebaran-hoax0

Mexico UMC Latin America & Caribbean2019 October 12 https://noticaribe.com.mx/2019/10/11/invertira-el-tribunal-superior-de-justicia-de-qr-4-5-mdp-para-la-adquisicion-de-un-nuevo-servidor-tras-intento-de-hackeo/0

Spain HIC Europe & Central Asia2019 May 17 https://www.heraldo.es/noticias/aragon/2019/05/17/alerta-ante-una-campana-de-phishing-que-suplanta-a-la-agencia-tributaria-1315335.html0

Brazil UMC Latin America & Caribbean2019 July 26 https://jovempan.uol.com.br/programas/jornal-da-manha/pf-vai-preservar-material-hackeado-ate-decisao-da-justica.html0

Norway HIC Europe & Central Asia2018 January 22 https://www.digi.no/artikler/har-lagt-lokk-pa-datainnbruddet-hos-sykehuspartner/4265330

Russia UMC Europe & Central Asia2018 March 1 https://riasv.ru/news/126333/ 0

Serbia UMC Europe & Central Asia2017 February 8 http://www.rtv.rs/sr_ci/evropa/rusija-hakeri-olaksali-banke-za-17-miliona-dolara_798539.html0

Estonia HIC Europe & Central Asia2017 December 15 https://rus.postimees.ee/4345969/paroli-200-000-zhiteley-estonii-v-socsetyah-vzlomany0

Sweden HIC Europe & Central Asia2017 October 12 https://www.svt.se/nyheter/lokalt/sodertalje/kommunanstalld-misstanks-for-olagligt-dataintrang0

United StatesHIC North America 2021 November 15 https://wired.jp/2021/11/15/ios-macos-hacks-hong-kong-watering-hole/[2984129, 2974965, 2974854, 2979440, 2974591, 2975541, 2975155, 2974876, 2974145, 2974604, 2974975]['Hackers Targeted Apple Devices in Hong Kong for Widespread Attack', 'Govt - hired hackers are targeting iPhone and MacBook users , says Google', 'Spyware exploited unpatched Apple loophole via Hong Kong activist websites', "Hundreds of people's iPhones and Macs are targeted by hackers in connection with Hong Kong's pro-democracy movement", 'Suspected gov hackers behind watering hole attacks in Hong Kong', 'Watering hole attacks enabled hackers to target iPhone and Mac users in Hong Kong', 'Hackers launched massive attacks on Apple devices - Mis - aisa - The latest News , Tech , Industry , Environment , Low Carbon , Resource , Innovations . ', 'Targeted spyware campaign exploited vulnerabilities in macOS and iOS', 'The hackers targeted Apple devices in Hong Kong for the widespread attack', 'State hackers used Apple loopholes to spy on Hong Kong activists', 'Apple Devices in Hong Kong Become Targets for Malware Spread']10

Argentina UMC Latin America & Caribbean2020 November 15 https://www.clarin.com/tecnologia/hackearon-cencosud-pedirian-millones-dolares-publicar-informacion-privada-clientes-disco-jumbo-vea_0_XDYHVMm9s.html[2763568, 2763453, 4267215]['Hacker attack on Cencosud: other large companies that fell to cybercriminals', 'They hacked Cencosud: they ask for millions of dollars not to publish private information of clients of Disco, Jumbo and Vea', 'They hacked Cencosud and ask for millions of dollars not to reveal private information']2

United StatesHIC North America 2022 July 8 https://www.jdsupra.com/legalnews/welldynerx-llc-files-notice-of-data-1085442/0

United StatesHIC North America 2021 August 6 https://www.govtech.com/education/higher-ed/hackers-access-data-of-355k-people-at-university-of-kentucky0

India LMC South Asia 2022 January 6 https://www.indiatoday.in/coronavirus-outbreak/story/phishing-cases-rise-cyber-frauds-covid-testing-booster-doses-1896936-2022-01-060

South AfricaUMC Sub-Saharan Africa2022 January 11 https://it-online.co.za/2022/01/11/one-third-of-phishing-pages-live-for-just-a-day/0

United StatesHIC North America 2022 September 20 https://www.jdsupra.com/legalnews/empress-ems-announces-data-breach-9856292/0

United StatesHIC North America 2022 February 15 https://therightscoop.com/givesendgo-addresses-malicious-hacking-attack-on-sunday-night/0

United StatesHIC North America 2022 September 24 https://www.connectradio.fm/news/new-computer-scam-in-clearfield-area-involves-hackers-posing-as-microsoft-personnel0

United StatesHIC North America 2022 March 5 https://www.wfmz.com/news/area/berks/authorities-investigate-ransomware-attack-in-fleetwood-asd/article_97083be6-9c13-11ec-a4c7-8f1287ebf492.html0

PhilippinesLMC East Asia & Pacific2022 March 10 https://www.philstar.com/headlines/2022/03/11/2166465/converge-app-hit-data-breach0

United StatesHIC North America 2022 October 19 https://www.ibtimes.com/celo-blockchain-based-moola-market-loses-85-million-hacking-incident-36254990

Canada HIC North America 2021 March 15 https://www.country94.ca/2021/03/15/cyber-attack-delays-body-cam-program-sj-police/0

United StatesHIC North America 2021 July 19 https://healthitsecurity.com/news/healthcare-data-breach-in-il-exposes-covid-19-vaccination-status0

Japan HIC East Asia & Pacific2020 April 20 https://www.nintendoenthusiast.com/psa-several-switch-users-are-having-their-accounts-accessed-enable-2fa/0

Canada HIC North America 2020 May 16 https://bc.ctvnews.ca/bbb-warns-of-phishing-scam-impersonating-tim-hortons-employee-1.49419390

United StatesHIC North America 2020 May 4 https://www.computerworld.com/resources/202393/ransomware-and-rapid-data-recovery-in-city-of-sparks0

United StatesHIC North America 2019 January 23 https://www.kwch.com/content/news/Sedgwick-County-DA-warns-of-phishing-scam-targeting-Cox-customers-504714052.html0

India LMC South Asia 2019 August 7 https://www.prabhasakshi.com/business/avast-detects-over-43-000-clipsa-malware-attacks-on-pcs-in-india[4650562, 4650561]['Avast detects over 43 , 000 Clipsa malware attacks on PCs in India', 'Avast detects over 43,000 Clipsa malware attacks on personal computers in India']1

United StatesHIC North America 2017 April 11 http://wivb.com/2017/04/11/ecmc-computer-hack-under-investigation/0

India LMC South Asia 2017 May 8 http://tech.firstpost.com/news-analysis/signalling-system-no-7-ss7-vulnerability-exploited-by-hackers-to-drain-accounts-protected-by-2fa-375214.html0

Australia HIC East Asia & Pacific2017 August 8 https://www.arnnet.com.au/article/625725/fake-toll-ticket-drives-malware-queensland-inboxes/0

United StatesHIC North America 2017 November 24 http://www.ibtimes.com/file-sharing-site-bolt-hacked-995000-accounts-exposed-26194120

United StatesHIC North America 2017 December 20 http://www.abajournal.com/news/article/dla_piper_had_planned_for_a_cyberbreach_before_major_malware_attack_last_su0

United KingdomHIC Europe & Central Asia2018 June 1 https://www.scmagazineuk.com/three-quarters-of-redis-servers-are-infected-with-malware/article/770079/0

United StatesHIC North America 2018 June 6 http://www.investmentnews.com/article/20180606/FREE/180609939/financial-professionals-targeted-by-sophisticated-keylogger-malware0

Ireland HIC Europe & Central Asia2018 April 3 https://www.irishtimes.com/business/economy/inm-data-breach-betting-on-the-lotto-and-house-price-data-1.34484220

Uganda LIC Sub-Saharan Africa2018 April 6 http://pctechmag.com/2011/09/japan-defence-firm-mitsubishi-heavy-in-cyber-attack/0

United KingdomHIC Europe & Central Asia2018 July 2 https://www.crowdfundinsider.com/2018/07/135754-hacked-monzo-says-typeform-breach-impacted-some-user-data/0

United StatesHIC North America 2018 October 25 https://www.newsweek.com/woman-hacked-email-account-stole-319000-cryptocurrency-11875270

Iran LMC Middle East & North Africa2018 November 1 https://www.armscontrol.org/act/2018-11/news/russia-charged-opcw-hacking-attempt0

United KingdomHIC Europe & Central Asia2018 September 12 https://www.ttgmedia.com/news/ba-had-bad-luck-with-data-breach-says-emirates-boss-154170

United StatesHIC North America 2018 November 2 http://investcorrectly.com/20150319/11m-customers-information-exposed-latest-data-breach-premera-blue-cross/0

Germany HIC Europe & Central Asia2018 November 13 https://brica.de/alerts/alert/public/1236547/scare-force-pakistan-military-hit-by-operation-shaheen-malware/0

United StatesHIC North America 2018 November 7 https://fox5sandiego.com/2018/11/06/hacker-pleads-guilty-to-costly-cyber-attacks-on-computer-servers/0

United StatesHIC North America 2020 June 7 https://www.ksl.com/article/46761772/university-of-utah-health-patient-info-was-breached-through-phishing-schemes0

United KingdomHIC Europe & Central Asia2020 March 6 https://www.bbc.com/news/technology-494957670

France HIC Europe & Central Asia2022 January 25 https://www.bleepingcomputer.com/news/security/new-dazzlespy-malware-targets-macos-users-in-watering-hole-attack/[3469342, 3490322, 3483348, 3472091, 3468585, 3483647, 3489443, 3490323, 3471758, 3476522, 3482079, 4065794, 3476251]['Watering hole deploys new macOS malware , DazzleSpy , in Asia', 'macOS: Apple is powerless against this malware that has been spying on Macs for over a year', 'iTWire - Eset identifies new Mac malware', 'Details of DazzleSpy malware on macOS revealed', 'New DazzleSpy malware targets macOS users in watering hole attack', 'Mac Malware Dubbed UpdateAgent Flagged , Gets Smarter With Each New Variant', 'An Insidious Mac Malware Is Growing More Sophisticated', 'Update Agent, the malware that has been infecting Macs for over a year', 'DazzleSpy, the spyware targeting Mac Computerworld', 'A serious malware has appeared on macOS', 'Beware, this malware has been infecting Macs for over a year', 'Security Researchers Warn About DazzleSpy Mac Malware That Can Spy on Users', 'mediacongo. net - News - DazzleSpy, the spy malware targeting Macs']12

United StatesHIC North America 2021 February 8 https://www.reuters.com/article/ctech-us-experian-dataprotection-idCAKBN2A80MW-OCATC0

United StatesHIC North America 2020 January 3 http://www.scienceworldreport.com/articles/61601/20200103/phishing-attackers-now-have-new-target-medical-schools.htm0

United StatesHIC North America 2021 September 21 http://www.msn.com/en-us/news/us/hacker-gangs-threaten-to-publish-data-if-victims-contact-the-government/ar-AAOFRBy0

United KingdomHIC Europe & Central Asia2021 September 23 https://www.kidderminstershuttle.co.uk/news/19601548.warning-covid-phishing-sites-impersonate-police-forces/0

United StatesHIC North America 2021 November 7 https://www.wbrz.com/news/possible-hacker-shuts-down-french-settlement-town-hall0

Ivory CoastLMC Sub-Saharan Africa2022 March 15 https://www.koaci.com/article/2022/03/15/cote-divoire/societe/cote-divoire-un-reseau-de-brouteurs-specialise-en-piratage-de-comptes-et-arnaques-demantele_158396.html0
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Indonesia LMC East Asia & Pacific2022 September 20 https://nasional.kompas.com/read/2022/09/20/12370251/polri-sebut-tersangka-kasus-hacker-bjorka-masih-bisa-bertambah0

Ukraine LMC Europe & Central Asia2022 April 20 https://vesti-ua.net/novosti/obschestvo/211223-moshennichestvo-s-vyplatami-denezhnoy-pomoschi-aferisty-ispolzuyut-fishing.html0

Croatia HIC Europe & Central Asia2022 November 23 https://slobodnadalmacija.hr/vijesti/svijet/napadi-diljem-ukrajine-u-kijevu-poginule-najmanje-tri-osobe-medu-njima-17-godisnjakinja-hakeri-srusili-stranicu-europskog-parlamenta-12430860

Russia UMC Europe & Central Asia2022 June 10 https://www.securitylab.ru/news/532240.php0

Bulgaria UMC Europe & Central Asia2022 June 6 https://www.standartnews.com/balgariya-politika/domino-ot-khakerski-ataki-koi-vedomstva-postradakha-494653.html0

United StatesHIC North America 2022 April 29 https://www.teletica.com/nacional/autoridades-detectan-nuevo-ciberataque-a-plataformas-del-meic_3103030

Poland HIC Europe & Central Asia2022 June 24 https://www.rynekzdrowia.pl/E-zdrowie/Wyludzanie-danych-pacjentow-przez-rzekomych-kontrolerow-NFZ-alarmuje-i-ostrzega,233917,7.html0

Malaysia UMC East Asia & Pacific2022 February 10 https://www.sinarharian.com.my/article/187160/BERITA/Semasa/Sindiket-godam-akaun-bank-melalui-muat-turun-fail-APK0

Bulgaria UMC Europe & Central Asia2022 November 6 https://dnes.dir.bg/comments/ruskite-hakeri-sa-udarili-sayta-na-razuznavaneto-ni0

Mexico UMC Latin America & Caribbean2022 October 7 https://zetatijuana.com/2022/10/huachicoleros-querian-asesinar-a-amlo-por-meterse-con-quien-no-debia-revela-hackeo-a-sedena/0

Argentina UMC Latin America & Caribbean2022 October 28 https://www.impulsonegocios.com/ordenan-a-un-banco-la-restitucion-de-1-000-000-a-una-clienta-por-un-caso-de-phishing/0

Indonesia LMC East Asia & Pacific2022 October 24 https://www.cnnindonesia.com/ekonomi/20221024132613-85-864585/ahok-sebut-akun-instagram-btpnd-diretas-dipakai-jual-iphone0

Poland HIC Europe & Central Asia2021 December 28 https://www.dobreprogramy.pl/gdy-serwerownia-zostaje-kopalnia-kryptowalut-haker-wykorzystal-procesory-epyc,6720283284601696a0

Germany HIC Europe & Central Asia2021 May 16 https://www.jungewelt.de/artikel/402514.onlinepiraterie-stau-nach-cyberangriff.html0

Russia UMC Europe & Central Asia2021 March 10 https://tass.ru/ekonomika/10874235 0

Ukraine LMC Europe & Central Asia2021 January 20 https://delo.ua/econonomyandpoliticsinukraine/sbu-otchitalas-o-nejtralizacii-v-2020-godu-600-k-377521/0

Argentina UMC Latin America & Caribbean2021 March 3 https://www.anred.org/2021/03/03/anonymous-hackea-el-sitio-web-de-la-policia-de-myanmar-tras-otra-jornada-sangrienta/0

France HIC Europe & Central Asia2021 February 20 https://www.phonandroid.com/pirates-detournent-outil-google-voler-numeros-carte-credit.html0

France HIC Europe & Central Asia2022 January 16 https://www.notebookcheck.net/Magniber-ransomware-being-spread-in-the-guise-of-a-legit-Microsoft-Edge-and-Google-Chrome-update.592776.0.html[3453199, 3456763, 3461817, 4069114, 3454321, 3453198, 3460140, 3456518, 3460332, 3457342]['Magniber Ransomware Vs Hackers ; Alert Update On Edge And Google Chrome Browser Manually | Do not update Chrome, virus will come in the computer; The game of blackmailing will start again', 'Microsoft Edge users beware : this fake Edge update downloads malware onto your PC', 'Beware, Fake Chrome and Edge Updates Hide Malware', 'This Fake Chrome and Microsoft Edge Update is Actually Ransomware', 'Magniber ransomware being spread in the guise of a legit Microsoft Edge and Google Chrome update', 'Magniber Ransomware Vs Hackers ; Alert Update On Edge And Google Chrome Browser Manually | Do not update Chrome, the computer will get a virus; The game of blackmailing will start again', 'Chrome: fake update hides malware', 'Chrome, Edge: this browser update hides malware that encrypts your data', 'Magniber ransomware threatens Edge and Chrome users', 'Cybercriminals Masks Ransomware as Web Browser Updates to Attack Victims : How to Avoid Them']9

Japan HIC East Asia & Pacific2020 November 23 https://ascii.jp/elem/000/004/034/4034913/0

Indonesia LMC East Asia & Pacific2020 October 12 https://lampung.tribunnews.com/2020/10/12/ketua-dprd-bandar-lampung-wiyadi-enggan-tanggapi-serius-aksi-peretasan-website-resmi-dprd0

Brazil UMC Latin America & Caribbean2020 March 6 https://www.techtudo.com.br/noticias/2020/03/google-corrige-falha-no-android-que-permitia-invadir-celular-por-usb.ghtml0

Russia UMC Europe & Central Asia2020 December 23 https://pda.izh.kp.ru/daily/1712104/4343121/0

Mexico UMC Latin America & Caribbean2020 September 23 https://www.noroeste.com.mx/publicaciones/view/mantienen-ataques-ciberneticos-a-medios-de-sinaloa-por-tres-dias-consecutivos-12092820

South KoreaHIC East Asia & Pacific2019 December 16 http://www.donga.com/news/Main/article/all/20191217/98832366/10

Russia UMC Europe & Central Asia2019 March 20 http://vestikavkaza.ru/news/Rasprostranitel-vredonosnykh-programm-obezvrezhen-v-Dagestane.html0

Israel HIC Middle East & North Africa2019 March 14 https://news.walla.co.il/item/3224556 0

South KoreaHIC East Asia & Pacific2019 January 31 http://newspim.com/news/view/201901310003560

Belgium HIC Europe & Central Asia2019 April 19 http://www.informaticien.be/news_item-27395-Les_Technos_210_Les_tarifs_de_Disney__la_paix_entre_Amazon_et_Google__le_p.html0

Indonesia LMC East Asia & Pacific2019 August 14 https://www.merdeka.com/peristiwa/situs-pn-padangsidimpuan-diretas-pelaku-sebut-numpang-galau.html0

Cyprus HIC Europe & Central Asia2019 August 1 https://economytoday.sigmalive.com/epiheiriseis/energeia/11163_toyrkika-mme-peirateia-oi-ergasies-total-kai-eni-sto-temahio-70

Germany HIC Europe & Central Asia2019 September 6 https://www.tagesspiegel.de/gesellschaft/panorama/wanna-cry-bka-uebernimmt-ermittlungen-nach-weltweiter-cyber-attacke/19797084.html0

Mexico UMC Latin America & Caribbean2018 October 27 https://www.elsiglodedurango.com.mx/noticia/1002799.supuesto-hackeo-provoca-caida-de-sistema-de-consulta-en-hidalgo.html0

Poland HIC Europe & Central Asia2018 September 11 https://expressbydgoski.pl/atak-hakerski-na-sklep-neo24pl-klienci-proszeni-o-jak-najszybsza-zmiane-hasla-logowania/ar/134844610

United StatesHIC North America 2018 March 1 https://aitnews.com/2018/03/01/%D8%A8%D8%A7%D9%84%D9%88-%D8%A3%D9%84%D8%AA%D9%88-%D9%86%D8%AA%D9%88%D8%B1%D9%83%D8%B3-%D8%AA%D9%83%D8%B4%D9%81-%D8%B9%D9%86-%D9%87%D8%AC%D9%85%D8%A7%D8%AA-%D8%A7%D9%84%D9%83%D8%AA%D8%B1%D9%88%D9%86/0

Russia UMC Europe & Central Asia2018 August 13 https://www.securitylab.ru/news/494992.php0

Mexico UMC Latin America & Caribbean2018 May 26 https://www.elheraldodechihuahua.com.mx/local/amenazan-hackers-en-grupos-de-whatsapp-a-policias-1715552.html0

Germany HIC Europe & Central Asia2018 January 29 https://www.netzwelt.de/betrugswarnungen/161840-phishing-polizei-warnt-500-euro-gutschein-gewinn.html0

Ukraine LMC Europe & Central Asia2018 February 14 http://internetua.com/kiberpoliciya-rassleduet-kraju-700-bitkoinov-s-pomosxua-shpionskih-programm0

Hungary HIC Europe & Central Asia2017 April 19 http://aktiv.origo.hu/techbazis/20170419-vedtelen-routereket-javit-a-nevtelen-hacker.html0

Japan HIC East Asia & Pacific2018 July 11 http://mainichi.jp/premier/business/articles/20180711/biz/00m/010/009000c0

Mexico UMC Latin America & Caribbean2022 May 18 https://laverdadnoticias.com/tecnologia/Microsoft-alerta-sobre-aumento-de-malware-que-ataca-billeteras-con-criptomonedas-20220518-0055.html[4095605, 3640198, 3644608]['Microsoft warns about increase in malware that attacks cryptocurrency wallets', 'Microsoft is trying to introduce a new term for malware that steals data from cryptocurrency wallets', 'Microsoft invents a new type of malware aimed at stealing cryptocurrencies']2

NetherlandsHIC Europe & Central Asia2018 October 4 https://www.nu.nl/binnenland/5496086/reacties-russische-hackoperatie-rutte-en-may-veroordelen-actie-stevig.html0

Russia UMC Europe & Central Asia2017 March 3 https://habrahabr.ru/company/kingservers/blog/323172/0

Russia UMC Europe & Central Asia2017 July 31 https://geektimes.ru/post/243177/ 0

Ukraine LMC Europe & Central Asia2017 April 12 http://ko.com.ua/ibm_fiksiruet_vyhod_na_globalnyj_uroven_rasprostranennyh_v_finansovoj_sfere_vredonosnyh_programm_1197550

Russia UMC Europe & Central Asia2017 August 4 http://informpskov.ru/news/249532.html 0

Brazil UMC Latin America & Caribbean2017 February 13 http://www.em.com.br/app/noticia/nacional/2017/02/13/interna_nacional,847130/empresa-acusada-de-machismo-e-hackeada-por-grupo-anonymous.shtml0

United StatesHIC North America 2021 April 12 https://www.msn.com/en-us/news/technology/gov-charlie-baker-expects-vendor-to-compensate-dealers-service-stations-after-malware-attack-suspended-inspections-stickers-in-massachusetts/ar-BB1fzUIm0

United StatesHIC North America 2021 April 27 https://www.oregonlive.com/education/2021/04/centennial-schools-to-close-for-2-days-after-hackers-breach-school-technology-systems.html0

United StatesHIC North America 2021 May 17 https://www.fox5dc.com/news/dc-police-looking-for-suspect-who-allegedly-re-posted-hacked-information0

United StatesHIC North America 2021 June 24 https://www.natlawreview.com/article/colorado-mobile-home-park-to-pay-25000-data-breach0

Singapore HIC East Asia & Pacific2021 July 6 https://www.tnp.sg/news/singapore/starhub-still-using-default-voicemail-pins-exploitable-hackers0

United StatesHIC North America 2022 August 5 https://www.valuewalk.com/altcoins-affected-by-nomad-hack-collapsed-as-much-as-94/0

United StatesHIC North America 2022 August 4 https://www.wdel.com/news/hackers-target-partner-of-grand-opera-house/article_5f7867d4-1439-11ed-be40-9b83b6b4d8d4.html0
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United StatesHIC North America 2022 January 20 https://chicago.eater.com/2022/1/19/22891831/ocaso-logan-square-hacker-attack0

United StatesHIC North America 2022 October 12 https://www.prweb.com/releases/identity_theft_resource_center_q3_2022_data_breach_report_compromises_victims_up_from_q2_record_high_year_unlikely/prweb18949049.htm0

Russia UMC Europe & Central Asia2022 September 30 https://www.bleepingcomputer.com/news/security/germany-arrests-hacker-for-stealing-4-million-via-phishing-attacks/0

United KingdomHIC Europe & Central Asia2022 October 4 https://www.cambrian-news.co.uk/news/business/company-helps-law-firms-combat-cyber-attacks-5664900

United StatesHIC North America 2022 March 17 https://www.techrepublic.com/article/cybersecurity-news-lokilocker-ransomware-instagram-phishing-attack-and-new-warnings-from-cisa/0

United StatesHIC North America 2022 October 14 https://www.wdef.com/chi-memorial-releases-an-update-on-their-cyber-attack/0

United StatesHIC North America 2022 April 21 https://news.clearancejobs.com/2022/04/21/dhs-says-not-on-my-watch-to-hawaii-undersea-telecom-cable-hack/0

United StatesHIC North America 2022 October 20 https://www.king5.com/article/news/local/tacoma/multicare-employee-information-ransomware-attack/281-527df09b-e895-4571-be47-6a3db35f25ea0

Trinidad and TobagoHIC Latin America & Caribbean2022 October 22 https://newsday.co.tt/2022/10/22/cyber-attack-on-massy-group-tech-expert-tt-at-mercy-of-cyber-criminals/0

United StatesHIC North America 2022 December 5 https://www.darkreading.com/threat-intelligence/infostealer-malware-market-booms-mfa-fatigue0

United StatesHIC North America 2022 December 2 https://www.galesburg.com/story/news/local/2022/12/02/knox-college-wireless-connection-down-due-to-ransomware/69691954007/0

Pakistan LMC South Asia 2022 December 12 https://propakistani.pk/2022/12/12/lesson-for-fbr-pakistani-helps-us-govt-avoid-massive-tax-data-breach/0

United StatesHIC North America 2019 April 17 http://star.txstate.edu/2019/04/cyber-attacks-scam-students-take-identities/0

United KingdomHIC Europe & Central Asia2018 November 3 https://www.theregister.co.uk/2018/11/03/security_roundup_021118/0

United StatesHIC North America 2019 January 17 http://www.spamfighter.com/News-21987-Victorian-public-servants-work-details-stolen-in-Data-breach.htm0

South AfricaUMC Sub-Saharan Africa2019 June 11 https://it-online.co.za/2019/06/11/hacking-group-uses-steganography-to-fly-under-security-radar/0

Russia UMC Europe & Central Asia2021 April 12 https://www.bleepingcomputer.com/news/security/asteelflash-electronics-maker-hit-by-revil-ransomware-attack/0

United StatesHIC North America 2021 April 28 https://www.businesswire.com/news/home/20210428006111/en/Federman-Sherwood-Initiates-an-Investigation-of-the-Data-Breach-at-The-Kroger-Co.0

United StatesHIC North America 2019 June 11 http://www.spamfighter.com/News-22238-Gift-Card-Website-of-Greene-King-compromised-by-the-hackers.htm0

United StatesHIC North America 2021 July 27 https://www.law360.com/articles/14065150

New ZealandHIC East Asia & Pacific2019 July 3 https://www.nzherald.co.nz/nz/news/article.cfm?c_id=1&objectid=122462560

United StatesHIC North America 2019 February 2 https://www.pharostribune.com/indiana/news/article_bc27fe31-f958-58a6-8c7b-dab35bbb83b3.html0

New ZealandHIC East Asia & Pacific2019 March 12 https://www.reseller.co.nz/article/658678/cert-bank-phishing-scam-helps-double-nz-malware-reports/0

United KingdomHIC Europe & Central Asia2019 December 9 https://bitpipe.computerweekly.com/detail/RES/1575540949_796.html0

United StatesHIC North America 2019 December 10 https://thenextweb.com/hardfork/2019/12/10/bitcoin-hackers-ryuk-ransomware-decryption-encryption-broken/0

United StatesHIC North America 2019 February 27 https://www.abc27.com/news/local/harrisburg/pennsylvania-ranks-second-worst-in-country-for-cyber-attacks/18126984910

United StatesHIC North America 2017 March 6 http://www.spamfighter.com/News-20784-Hackers-Seize-Internet-connected-Toys-through-Bluetooth.htm0

United StatesHIC North America 2017 March 14 http://nationalmortgageprofessional.com/news/62385/most-federal-agency-cyber-attacks-occur-fdic0

India LMC South Asia 2017 March 31 http://technology.indiaeveryday.in/news-apples-latest-ios-update-patches-911-ddos-attack-exploit-1378-3380841.htm0

United StatesHIC North America 2017 June 9 http://www.laketahoenews.net/2017/06/feds-russian-gangs-hacked-nev-slot-machines/0

United StatesHIC North America 2017 November 17 http://www.mcdonoughvoice.com/news/20171117/wiu-utech-conducts-internal-review-of-phishing-attacks0

United StatesHIC North America 2017 October 26 http://www.spamfighter.com/News-21194-Hermes-Ransomware-Employed-by-North-Korean-Hackers-for-a-Recent-Bank-Theft.htm0

United StatesHIC North America 2017 December 14 https://chicago.suntimes.com/news/chicago-man-charged-with-hacking-companys-servers-after-termination/0

Kuwait HIC Middle East & North Africa2018 February 11 http://www.arabtimesonline.com/news/hunt-launched-hacker-targeting-state-institutions/0

United StatesHIC North America 2017 September 27 http://wwlp.com/2017/09/26/gcc-holds-presentation-to-address-equifax-data-breach/0

United StatesHIC North America 2017 November 16 http://www.dabcc.com/phishing-trojan-campaign-morphs-at-scale-to-defeat-legacy-detection/0

United StatesHIC North America 2018 January 22 http://www.argusleader.com/story/news/2018/01/21/hacked-smart-cars-chocolate-takeovers-and-airbrushing-bans/1048456001/0

United StatesHIC North America 2018 February 9 https://247wallst.com/technology-3/2018/02/09/2018-data-breach-pace-slows/0

United StatesHIC North America 2018 January 30 https://www.govinfosecurity.com/health-data-breach-tally-update-puzzling-omission-a-106140

United StatesHIC North America 2018 April 23 https://www.prnewswire.com/news-releases/wei-mortgage-llc-wei-mortgage-notice-of-data-breach-300634769.html0

United StatesHIC North America 2018 May 10 http://www.lawfirmnewswire.com/2018/05/new-phishing-scheme-affecting-social-security-disability-recipients/0

United KingdomHIC Europe & Central Asia2018 May 22 http://www.dailymail.co.uk/sciencetech/article-5757081/Google-Microsoft-FOURTH-chip-flaw-billions-risk-hackers.html0

United KingdomHIC Europe & Central Asia2018 June 30 https://www.belfasttelegraph.co.uk/news/northern-ireland/data-hack-at-south-eastern-regional-college-could-affect-staffs-information-reports-37065559.html0

United StatesHIC North America 2018 August 1 https://www.mediapost.com/publications/article/322982/dating-scams-are-widely-used-in-malware-attacks-s.html0

United StatesHIC North America 2018 August 10 http://www.darkreading.com/vulnerabilities---threats/iot-malware-discovered-trying-to-attack-satellite-systems-of-airplanes-ships/d/d-id/13325290

United StatesHIC North America 2018 August 22 https://www.news-daily.com/news/scammers-phishing-for-whales-in-latest-con/article_bfa06c63-f081-5d75-b430-c413225d863d.html0

United StatesHIC North America 2018 October 30 http://www.mondaq.com/unitedstates/x/749748/data+protection/California+Enacts+Consumer+Privacy+Act0

Canada HIC North America 2018 September 20 https://globalnews.ca/news/4440761/malware-on-nsbi-website/0

Australia HIC East Asia & Pacific2018 September 25 https://www.itwire.com/security/84637-two-in-one-windows-malware-doubles-up-as-ransomware-and-botnet-unit.html0

United KingdomHIC Europe & Central Asia2020 June 17 https://www.computerweekly.com/news/252484804/Cosmetics-company-Avon-offline-after-cyber-attack0

United StatesHIC North America 2020 May 29 https://threatpost.com/hackers-compromise-cisco-servers-saltstack/156091/0

United KingdomHIC Europe & Central Asia2020 February 20 https://www.edp24.co.uk/news/watton-town-council-website-hacked-1-65236190

Canada HIC North America 2020 March 2 https://www.itbusiness.ca/news/cyber-security-today-wi-fi-vacuum-cleaner-a-threat-more-wordpress-plugin-hacks-the-worst-stores-for-unsafe-android-apps/1143890

United StatesHIC North America 2020 April 15 https://www.kwtx.com/content/news/Virtual-chat-ZOOM-experiencing-hacking-problems-569648471.html0

United StatesHIC North America 2021 December 10 https://www.techdirt.com/articles/20211127/13174048013/polish-prosecutor-first-beneficiary-apples-youve-been-hacked-nso-spyware-notification-program.shtml0
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United StatesHIC North America 2021 January 29 http://www.newsminer.com/news/local_news/data-breach-computer-equipment-sold-by-school-district-was-not-wiped-clean/article_b3f57634-61d5-11eb-8f33-6f8b4bf95175.html0

Singapore HIC East Asia & Pacific2020 December 8 https://www.asiaone.com/digital/police-warn-shared-power-banks-could-transmit-malware-industry-continues-thrive-china0

United StatesHIC North America 2020 January 2 https://www.tweaktown.com/news/69589/revised-16nm-switch-tegra-soc-hacked-modchip/0

United KingdomHIC Europe & Central Asia2020 January 3 https://www.infosecurity-magazine.com:443/news/us-biz-court-case-ransomware-data/0

United StatesHIC North America 2021 February 11 https://threatpost.com/various-malware-lurking-in-discord-app-to-target-gamers/163867/0

United StatesHIC North America 2021 October 4 https://www.agdaily.com/news/ag-auction-network-sandhills-global-is-victim-ransomware-attack/0

PhilippinesLMC East Asia & Pacific2021 October 6 https://newsinfo.inquirer.net/1497940/senate-website-hit-by-cyber-attack-amid-ongoing-probe0

United KingdomHIC Europe & Central Asia2021 February 28 https://www.theguardian.com/law/2021/feb/28/security-consultant-stuart-page-foreign-office-hacking-complaints0

United StatesHIC North America 2021 November 1 https://maritime-executive.com/article/south-korean-shipbuilder-dsme-confirms-new-possible-cyber-attack0

Czech RepublicHIC Europe & Central Asia2022 April 11 https://smartmania.cz/v-cesku-radi-spyware-agent-tesla-uzivatelum-krade-hesla/0

Malaysia UMC East Asia & Pacific2022 August 9 https://amanz.my/2022351312/ 0

Colombia UMC Latin America & Caribbean2022 April 30 https://www.elcolombiano.com/colombia/piratas-informaticos-chuzaban-correos-de-empleados-de-la-casa-de-narino-BB173473360

Russia UMC Europe & Central Asia2022 February 17 https://pda.ural.kp.ru/online/news/4632666/0

Mexico UMC Latin America & Caribbean2022 October 24 https://www.reporteindigo.com/reporte/enfermito-pero-todavia-hay-fuerza-para-seguir-luchando-amlo-tras-hackeo-a-la-sedena/0

Peru UMC Latin America & Caribbean2021 October 12 https://elcomercio.pe/deporte-total/futbol-mundial/peru-vs-bolivia-federacion-boliviana-de-futbol-fue-hackeada-tras-la-victoria-y-dejaron-curioso-mensaje-ay-que-pena-me-das-fbf-hackeo-viral-nczd-noticia/0

Israel HIC Middle East & North Africa2021 July 15 https://www.pc.co.il/featured/342291/ 0

Italy HIC Europe & Central Asia2021 October 13 https://www.zazoom.it/2021-10-13/attacchi-hacker-allarme-del-governo-usa-la-minaccia-ora-sono-i-killerware/9637822/0

SwitzerlandHIC Europe & Central Asia2021 September 6 https://www.watson.ch/wirtschaft/schweiz/385908289-angst-vor-blackout-stromnetzbetreiberin-zahlt-millionen-fuer-hacker0

United StatesHIC North America 2022 February 19 https://lawstreetmedia.com/news/health/sea-mar-community-health-centers-hit-with-wave-of-class-actions-over-massive-data-breach/[3508876, 3512981]['Sea Mar Community Health Centers Hit with Wave of Class Actions Over Massive Data Breach', 'Sea Mar Community Health Centers Faces Lawsuit Over Data Breach']1

South KoreaHIC East Asia & Pacific2022 July 19 https://www.insight.co.kr/news/404349[3719085, 3719089]['The most currency live ?… SBS, 5 YouTube accounts hacked', 'SBS YouTube channels were hacked and suddenly deleted... Cryptocurrency real-time broadcast right before deletion']1

South KoreaHIC East Asia & Pacific2021 April 15 http://www.busan.com/view/busan/view.php?code=20210415082914371800

Spain HIC Europe & Central Asia2020 June 2 https://as.com/meristation/2020/06/02/betech/1591133864_176932.html0

Russia UMC Europe & Central Asia2020 January 9 https://www.cnews.ru/news/top/2020-01-09_kitajskie_hakery_obhodili0

Bulgaria UMC Europe & Central Asia2020 February 8 https://www.monitor.bg/bg/a/view/hakeri-mamjat-s-mejli-za-nesyshtestvuvashti-zadyljenija-1881520

South KoreaHIC East Asia & Pacific2020 September 30 https://ilyo.co.kr/?ac=article_view&entry_id=3812380

Indonesia LMC East Asia & Pacific2020 December 1 https://www.cnnindonesia.com/teknologi/20201130162049-185-576239/tanda-tanda-hp-disadap-hacker0

Brazil UMC Latin America & Caribbean2020 March 2 https://www.segs.com.br/info-ti/218781-malware-do-hamas-para-android-ataque-cibernetico-visava-smartphones-de-soldados-da-forca-de-defesa-de-israel0

Russia UMC Europe & Central Asia2020 July 31 https://www.securitylab.ru/news/510686.php0

LuxembourgHIC Europe & Central Asia2020 May 19 https://www.wort.lu/fr/luxembourg/un-hacker-reussit-a-pirater-des-donnees-judiciaires-5ec39c47da2cc1784e35e14d0

Russia UMC Europe & Central Asia2020 December 4 https://www.securitylab.ru/news/514556.php0

Romania UMC Europe & Central Asia2020 July 13 https://www.capital.ro/45-din-companii-au-fost-tinta-atacurilor-cibernetice-in-2019.html0

Ukraine LMC Europe & Central Asia2019 January 31 https://www.segodnya.ua/world/usa/rossiya-pohitila-i-opublikovala-v-seti-dokazatelstva-amerikanskogo-prokurora-v-dele-o-fabrike-trolley-1214240.html0

Morocco LMC Middle East & North Africa2019 March 7 http://www.maroc-hebdo.press.ma/tv5monde-pirate-ne-peut-diffuser-que-des-programmes-preenregistres-jeudi-matin0

France HIC Europe & Central Asia2019 October 10 https://www.nicematin.com/technologie/tres-proche-du-site-officiel-des-impots-ce-site-internet-pirate-vos-donnees-personnelles-4211360

Mexico UMC Latin America & Caribbean2019 December 24 https://www.unocero.com/ciencia/nasa-hackeada-raspberry-pi/0

Sweden HIC Europe & Central Asia2019 September 13 https://computersweden.idg.se/2.2683/1.723479/hack-telenor-kunddata-tre0

Finland HIC Europe & Central Asia2019 August 5 https://www.tivi.fi/uutiset/tv/a76571b3-3e30-4ccc-b4db-2758edba02f60

Sweden HIC Europe & Central Asia2019 September 20 https://computersweden.idg.se/2.2683/1.723805/datainspektionen-hack-statens-lonesystem0

Russia UMC Europe & Central Asia2019 June 3 https://pln-pskov.ru/society/346564.html 0

Russia UMC Europe & Central Asia2019 December 7 https://riafan.ru/1232956-zayavlenie-fan-po-povodu-khakerskoi-ataki-na-resurs0

South KoreaHIC East Asia & Pacific2019 December 13 https://news.joins.com/article/23656688 0

BangladeshLMC South Asia 2019 January 4 http://www.bd-pratidin.com/international-news/2019/01/04/3894920

United StatesHIC North America 2020 January 28 https://thehill.com/policy/technology/overnights/480170-hillicon-valley-social-media-accounts-of-nfl-teams-hacked[2312513, 2306628, 2303358]['Hillicon Valley Presented by Philip Morris International NFL social media accounts hacked | Dem questions border chief over controversial Facebook group | Clinton says Zuckerberg has authoritarian views', 'Hillicon Valley Presented by Philip Morris International Bezos phone breach raises fears over Saudi hacking | Amazon seeks to halt Microsoft work on war cloud | Lawmakers unveil surveillance reform bill', 'Hillicon Valley Presented by Philip Morris International UN calls for probe into alleged Saudi hack of Bezos | Experts see effort to silence Washington Post | Bezos tweets tribute to Khashoggi']2

Poland HIC Europe & Central Asia2018 August 7 https://biznes.trojmiasto.pl/Hestia-na-celowniku-hakerow-Pierwszy-taki-atak-w-Polsce-n126269.html0

Israel HIC Middle East & North Africa2018 February 5 http://9tv.co.il/news/2018/02/05/253718.html0

Russia UMC Europe & Central Asia2018 July 2 http://rosinvest.com/novosti/1353766 0

Egypt LMC Middle East & North Africa2017 June 13 http://24.com.eg/arab-world/2797505.html0

Mexico UMC Latin America & Caribbean2017 December 21 https://lasillarota.com/elecciones-cataluna-hackers-sistema-conteo-resultados-presidente/1957630

Mexico UMC Latin America & Caribbean2017 September 2 http://www.elsiglodedurango.com.mx/noticia/902266.hackean-cuenta-oficial-de-gobierno.html0

China UMC East Asia & Pacific2017 January 3 http://bank.cnfol.com/yinhanganquan/20170103/24091053.shtml0

Czech RepublicHIC Europe & Central Asia2017 July 25 https://www.zive.cz/bleskovky/napsali-phishingovou-zadost-a-dostali-od-pentagonu-vojenskou-vybavu/sc-4-a-188744/default.aspx0
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United KingdomHIC Europe & Central Asia2022 August 8 https://www.itpro.co.uk/security/ransomware/368760/south-korean-public-sector-organisations-targeted-by-gwisin-ransomware0
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United KingdomHIC Europe & Central Asia2019 July 19 https://www.energyvoice.com/oilandgas/north-sea/204010/enermech-hit-with-suspected-malware-attack/0

United StatesHIC North America 2019 July 2 http://capecodtoday.com/article/2019/07/02/247434-Healthcare-Services-and-IT-Provider-Resolves-Data-Breach0

United StatesHIC North America 2019 January 19 https://prophecyupdate.blogspot.com/2019/01/911-hack-by-dark-overlord-russia-is.html0

India LMC South Asia 2019 February 23 https://www.gadgetsnow.com/slideshows/744-million-accounts-hacked-reliance-jio-tops-in-4g-availability-and-other-top-tech-news-of-the-week/photolist/68026058.cms0

United StatesHIC North America 2019 March 10 https://patch.com/georgia/atlanta/three-romanians-plead-guilty-21-million-phishing-scheme0

Singapore HIC East Asia & Pacific2019 August 4 https://www.straitstimes.com/singapore/ikea-says-sorry-for-customer-data-breach0

United StatesHIC North America 2019 March 25 https://btcmanager.com/wasabi-wallet-developer-raises-alarm-malware-masquerading-wallet-site/0

United StatesHIC North America 2019 September 26 https://www.bankinfosecurity.com/fancy-bear-hacking-group-adds-new-capabilities-targets-a-131500
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Russia UMC Europe & Central Asia2021 December 27 https://www.securitylab.ru/news/528031.php[3054674, 3053330, 3054666]['Hackers hacked the all-Russian site with school grades “Diary. RU "', 'The hackers hacked the Diary. ru "and changed the grades of schoolchildren', 'All-Russian site with school grades hacked twice in one day']2

Ireland HIC Europe & Central Asia2019 July 10 https://www.irishtimes.com/business/economy/willie-walsh-faces-uphill-battle-in-fighting-205m-data-breach-fine-1.39517790

Liberia LIC Sub-Saharan Africa2019 January 15 http://gnnliberia.com/2019/01/15/lonestar-files-lawsuit-in-british-commercial-court-against-rival-company-for-hiring-hacker/0

United StatesHIC North America 2019 January 15 https://news.yahoo.com/another-crypto-exchange-hacked-could-204822925.html0

United StatesHIC North America 2019 August 13 https://www.northjersey.com/story/news/bergen/palisades-park/2019/08/13/palisades-park-nj-get-new-town-website-after-cyber-attack/1997753001/0

United KingdomHIC Europe & Central Asia2019 August 20 https://www.bbc.co.uk/news/uk-england-norfolk-493751560

China UMC East Asia & Pacific2019 November 6 http://www.marsecreview.com/2019/11/ransomware-attack-targets-marine-services-provider-james-fisher/0

United StatesHIC North America 2017 January 6 http://www.mcknights.com/daily-editors-notes/a-mundane-hospital-hack/article/629957/0

United KingdomHIC Europe & Central Asia2017 January 11 http://www.ibtimes.co.uk/malware-dubbed-nuke-put-sale-dark-web-by-alleged-russian-hacker-16004380

United StatesHIC North America 2017 February 24 http://www.jdsupra.com/legalnews/w2-phishing-scam-hits-citizens-memorial-74392/0

United StatesHIC North America 2017 March 9 http://www.lansingstatejournal.com/story/news/local/2017/03/08/11-months-later-insurance-still-reviewing-bwl-cyber-attack/98847680/0

United KingdomHIC Europe & Central Asia2017 April 10 http://www.digitallook.com/news/international-companies/hackers-targeting-amazon-third-party-sellers-in-account-scam--2615700.html0

United StatesHIC North America 2017 April 25 http://wspa.com/2017/04/25/cloned-cards-from-car-wash-data-breach-used-at-upstate-store-deputies-say/0

India LMC South Asia 2017 May 18 http://www.hindustantimes.com/gurgaon/land-registries-in-gurgaon-resumed-after-ransomware-security-upgrade/story-KQetj9L1TWNBaDXZka5BLI.html0

Israel HIC Middle East & North Africa2017 September 7 https://www.middleeastmonitor.com/20170907-saudi-prince-claims-twitter-account-was-hacked/0

United StatesHIC North America 2017 August 17 http://www.autorentalnews.com/channel/rental-operations/news/story/2017/08/hertz-france-to-pay-40-000-euros-fine-for-data-breach.aspx0

United StatesHIC North America 2017 September 21 http://www.jcpost.com/2017/09/21/cyber-attack-internet-connection-down-over-a-week-at-kansas-college/0

United StatesHIC North America 2017 October 18 http://www.zdnet.com/article/mysterious-cyber-espionage-campaign-uses-torpedo-lure-to-trick-you-into-downloading-malware/0

United StatesHIC North America 2017 November 20 http://www.ibtimes.com/mediaprojection-android-service-allows-hackers-record-audio-screen-activity-26173690

United StatesHIC North America 2018 January 19 https://aawsat.com/english/home/article/1148311/lebanon%E2%80%99s-intelligence-accused-using-whatsapp-phishing-spy0

United StatesHIC North America 2018 March 9 https://www.law360.com/articles/10202320

Canada HIC North America 2018 June 6 https://www.itbusiness.ca/news/hashtag-trending-facebook-under-fire-ios-12-fights-smartphone-addiction-dna-service-hacked/1021760

United StatesHIC North America 2018 April 6 http://www.mariettatimes.com/uncategorized/2018/04/dec-data-breach-for-perry-associates-still-under-investigation/0

United StatesHIC North America 2018 June 19 https://securityboulevard.com/2018/06/indonesian-hacker-group-cashes-in-on-blockbuster-movie-titles/0

Russia UMC Europe & Central Asia2018 June 17 https://sputniknews.com/science/201806171065496890-New-DPRK-Malware-Release-Detected/0

United KingdomHIC Europe & Central Asia2021 May 10 https://www.jawapos.com/oto-dan-tekno/10/05/2021/program-vaksinasi-covid-diincar-penjahat-siber-lewat-spam-dan-phising/[3270690, 3269841]['COVID - related phishing fuels a 15 - fold increase in NCSC takedowns', 'Cybercriminals Target Covid Vaccination Program Through Spam and Phishing']1

United StatesHIC North America 2018 October 22 http://www.spamfighter.com/News-21831-Childcare-Centre-is-now-all-Set-to-Open-in-New-Year-Despite-$54000-Loss-in-Invoice-Hacking-Scam.htm0

India LMC South Asia 2018 July 27 https://www.firstpost.com/india/delhi-police-files-chargesheet-against-two-kashmiris-arrested-for-hacking-indian-websites-4835291.html0

United StatesHIC North America 2018 August 21 https://healthitsecurity.com/news/cybercriminals-using-innovative-grandcrab-for-ransomware-attacks0

United StatesHIC North America 2018 August 29 https://www.thedailybeast.com/spies-warned-feds-about-opm-mega-hack-danger0

Russia UMC Europe & Central Asia2018 November 19 https://www.securityweek.com/iran-linked-hackers-use-just-time-creation-weaponized-attack-docs0

United StatesHIC North America 2020 June 2 https://www.law360.com/articles/12787620

United StatesHIC North America 2020 June 5 https://www.scmagazine.com/home/security-news/malware/enterprise-grade-bazarbackdoor-malware-delivered-via-spear-phishing-emails/0

United StatesHIC North America 2020 January 30 https://footwearnews.com/2020/business/retail/online-hackers-ecommerce-shopping-theft-1202913082/0

United StatesHIC North America 2020 March 2 https://krebsonsecurity.com/2020/03/french-firms-rocked-by-kasbah-hacker/0

United StatesHIC North America 2020 March 13 https://www.darkreading.com/vulnerabilities---threats/advanced-threats/texas-chose-to-fight-ransomware-and-not-pay-what-about-the-rest-of-us/a/d-id/13372440

United StatesHIC North America 2020 March 21 https://www.ksl.com/article/46732931/university-of-utah-health-says-some-patients-data-compromised-in-phishing-security-breach0

New ZealandHIC East Asia & Pacific2020 July 30 https://www.stuff.co.nz/technology/122298170/otago-auckland-universities-caught-up-in-cyber-attack0

PhilippinesLMC East Asia & Pacific2021 December 22 https://businessmirror.com.ph/2021/12/23/npc-orders-2-banks-to-verify-documents-in-hacking-incidents/0

United StatesHIC North America 2021 December 22 https://www.eagletribune.com/region/allot-networksecure-automatically-detects-and-blocks-amazon-black-friday-phishing-attack/article_d3b041f4-9274-54df-b023-44db2b5df8ad.html0

India LMC South Asia 2020 September 30 https://www.thehindubusinessline.com/info-tech/data-breach-at-e-learning-platform-edureka/article32733488.ece0

United StatesHIC North America 2020 October 7 https://www.mobilepaymentstoday.com/news/investigation-for-us-bancorp-and-us-bank-national-association-data-breach-continues/0

United StatesHIC North America 2021 February 5 https://www.bisnow.com/national/news/property-management/as-iot-proliferates-in-cre-so-do-the-risks-from-hackers-1076000

United StatesHIC North America 2020 November 5 https://www.hstoday.us/subject-matter-areas/infrastructure-security/the-russian-hackers-playing-chekhovs-gun-with-u-s-infrastructure/0

United KingdomHIC Europe & Central Asia2020 December 6 https://www.telegraph.co.uk/news/2020/12/05/russian-spy-imitated-telegraph-journalists-charged-interfering/0

Bosnia and HerzegovinaUMC Europe & Central Asia2020 June 21 http://www.sarajevotimes.com/163650-2/ 0

PhilippinesLMC East Asia & Pacific2021 March 9 https://www.ilonggotechblog.com/2021/03/2020-sees-nearly-3m-phishing-attempts-aimed-at-smbs-in-sea.html0

India LMC South Asia 2021 October 10 https://www.tribuneindia.com/news/haryana/leader-of-cyber-hackers-gang-held-3226110

Russia UMC Europe & Central Asia2021 March 12 https://www.securityweek.com/mac-malware-xcsset-adapted-devices-m1-chips0

Indonesia LMC East Asia & Pacific2022 September 30 https://www.cnnindonesia.com/nasional/20220930135519-20-854703/tni-bantah-pejabat-militer-diserang-spyware-israel-forcedentry0

Russia UMC Europe & Central Asia2022 July 21 https://www.securitylab.ru/news/532900.php0

Spain HIC Europe & Central Asia2022 March 18 https://www.vozpopuli.com/economia_y_finanzas/santander-rusia-phising.html0

Finland HIC Europe & Central Asia2022 July 13 https://www.verkkouutiset.fi/a/is-nopeasti-leviava-haittaohjelma-vie-pankkitiedot/0

Belgium HIC Europe & Central Asia2022 June 16 https://datanews.levif.be/ict/actualite/le-magazine-mo-cible-par-des-hackers-suite-a-une-publication-en-russe/article-news-1567933.html0

Japan HIC East Asia & Pacific2022 September 30 https://japan.zdnet.com/article/35193964/0
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United StatesHIC North America 2022 April 24 http://news.nate.com/view/20220425n020110

Czech RepublicHIC Europe & Central Asia2022 December 7 https://www.irozhlas.cz/zpravy-domov/vyderacsky-software-ustav-jaderneho-vyzkumu-ransomware_2212071333_pik0

France HIC Europe & Central Asia2021 April 9 https://www.phonandroid.com/600000-cartes-credit-volees-piratage-site-dark-web.html0

Indonesia LMC East Asia & Pacific2021 June 4 https://www.viva.co.id/berita/nasional/1377588-rektor-perintahkan-tim-it-usu-ungkap-aksi-peretasan-kuliah-umum0

Russia UMC Europe & Central Asia2021 November 10 https://www.securitylab.ru/news/526450.php0

Mexico UMC Latin America & Caribbean2021 June 15 https://www.elmanana.com/liberan-hackers-a-lotenal-hackeo-ataque-cibernetico-loteria-nacional/53649620

Germany HIC Europe & Central Asia2021 December 10 https://www.heise.de/news/Spyware-Finfisher-nach-Namenswechsel-bei-neuer-Holding-Vilicius-6292281.html0

Italy HIC Europe & Central Asia2021 August 4 https://www.primapaginanews.it/articoli/olanda-allarme-hackeraggio-aziende-informatiche-chiedono-intervento-governo-4983600

Russia UMC Europe & Central Asia2021 January 25 https://pda.volgograd.kp.ru/online/news/4162284/0

South KoreaHIC East Asia & Pacific2021 May 26 https://www.hankookilbo.com/News/Read/A20210526100000009730

South KoreaHIC East Asia & Pacific2021 August 8 https://www.donga.com/news/Economy/article/all/20210808/108447380/10

Panama UMC Latin America & Caribbean2020 December 8 https://www.prensa.com/impresa/panorama/pegasus-y-hacking-team-vuelven-a-escena-con-investigacion-periodistica/0

Puerto RicoHIC Latin America & Caribbean2020 February 14 https://www.metro.pr/pr/noticias/2020/02/13/wanda-vazquez-dice-puerto-rico-no-es-el-unico-sitio-atacado-por-hackers.html0

Japan HIC East Asia & Pacific2020 February 6 https://www.at-s.com/news/article/social/shizuoka/734317.html0

Russia UMC Europe & Central Asia2020 April 16 https://www.cnews.ru/news/top/2020-04-16_drevnee_hakerskoe_po_probudilos0

South KoreaHIC East Asia & Pacific2019 January 22 http://newspim.com/news/view/201901220007230

South KoreaHIC East Asia & Pacific2019 June 21 http://www.koreatimes.com/article/20190620/12541360

Indonesia LMC East Asia & Pacific2019 March 19 http://wartakota.tribunnews.com/2019/03/19/akun-media-sosial-personel-grup-duo-semangka-ini-diretas-lebih-dari-250-orang-kena-tipu0

Venezuela Latin America & Caribbean2019 February 20 http://talcualdigital.com/index.php/2019/02/20/el-estimulo-konzapata-y-alnavio-denuncian-ataques-ciberneticos-a-sus-portales/0

Russia UMC Europe & Central Asia2019 July 18 https://www.securitylab.ru/news/499990.php0

Malaysia UMC East Asia & Pacific2019 October 26 https://www.freemalaysiatoday.com/category/bahasa/2019/10/26/kerajaan-siasat-portal-e-pay-um-digodam/0

Italy HIC Europe & Central Asia2019 June 9 https://www.dagospia.com/rubrica-29/cronache/indagini-figlie-trojan-gioacchino-genchi-stronca-rsquo-uso-205529.htm0

India LMC South Asia 2019 July 25 http://hindi.webdunia.com/regional-hindi-news/hacker-ghaziabad-uttar-pradesh-personal-information-119072500089_1.html0

France HIC Europe & Central Asia2019 September 23 https://www.phonandroid.com/malware-android-2-applications-du-play-store-vous-espionnent-via-le-micro-de-votre-smartphone.html0

India LMC South Asia 2019 November 1 https://www.loksatta.com/desh-videsh-news/whatsapp-hide-hacking-information-zws-70-2006528/0

Panama UMC Latin America & Caribbean2019 October 15 https://www.critica.com.pa/tech507/alerta-aplicaciones-maliciosas-de-publicidad-se-ocultan-en-dispositivos-android-5603570

Argentina UMC Latin America & Caribbean2021 July 16 https://www.techtimes.com/articles/262969/20210716/electronic-arts-hack-stolen-data-now-being-leaked-vice-motherboard.htm[3392315, 3390221, 3393720]["Hackers Start Publishing Stolen Electronic Arts Info After The Company Didn't Give In To Threats", 'Electronic Arts hack: hackers publish data to extort ransom', 'Electronic Arts Hack : Stolen Data Now Being Leaked , Vice and Motherboard Refuse to Help Extort']2

Bulgaria UMC Europe & Central Asia2018 November 23 http://www.banker.bg/finansov-dnevnik/read/pak-fishing-nap-vi-dulji-499-leva0

Germany HIC Europe & Central Asia2018 August 30 http://www.badische-zeitung.de/nachrichten/panorama/acht-monate-haft-fuer-hacker0

Russia UMC Europe & Central Asia2018 January 28 https://www.pravda.ru/news/science/26-01-2015/1245533-hackers-0/0

Russia UMC Europe & Central Asia2018 December 12 https://vz.ru/news/2018/12/12/954933.html0

Japan HIC East Asia & Pacific2018 July 16 http://ascii.jp/elem/000/001/705/1705481/0

SwitzerlandHIC Europe & Central Asia2018 October 3 https://www.computerworld.ch/security/phishing/phishing-falschen-online-speichern-1587864.html0

China UMC East Asia & Pacific2018 November 22 http://www.yangtse.com/app/jiangsu/kanjiangsu/2018-11-22/643016.html0

Russia UMC Europe & Central Asia2018 September 15 https://www.rusdialog.ru/russia/156979_15369616090

Vietnam LMC East Asia & Pacific2018 August 1 http://vietbao.vn/Cong-nghe/Cach-mang-40-bien-doanh-nghiep-Viet-thanh-muc-tieu-cua-tin-tac/220610010/217/0

Mongolia LMC East Asia & Pacific2017 September 5 http://www.sonin.mn/news/culture/81624 0

South KoreaHIC East Asia & Pacific2017 April 17 http://world.kbs.co.kr/korean/news/news_Dm_detail.htm?No=2821680

Turkey UMC Europe & Central Asia2017 July 8 http://www.yenikonya.com.tr/ajanshaberleri/emniyet_bilgisayarina_casus_yazilim_yuklenmesine_yonelik_iddianame-6493380

Poland HIC Europe & Central Asia2017 October 6 http://www.egospodarka.pl/143954,Szkodliwe-oprogramowanie-neka-produkcje-przemyslowa,1,12,1.html0

Indonesia LMC East Asia & Pacific2017 November 24 http://www.mediaindonesia.com/news/read/133637/laman-kpud-jakarta-utara-diretas/2017-11-240

Serbia UMC Europe & Central Asia2017 August 16 http://www.blic.rs/vesti/svet/hakerski-napadi-ovu-kompaniju-kostali-su-300-miliona-dolara/9bd34h50

South KoreaHIC East Asia & Pacific2017 August 9 http://www.newshankuk.com/news/content.asp?fs=1&ss=3&news_idx=2017080914380814300

Russia UMC Europe & Central Asia2017 August 1 http://www.cnews.ru/news/line/2017-08-01_hakery_pishut_bankam_pisma_ot_imeni_regulyatorov0

Russia UMC Europe & Central Asia2017 June 10 https://geektimes.ru/post/289965/ 0

Indonesia LMC East Asia & Pacific2017 December 15 http://tekno.liputan6.com/read/3197169/hacker-tebar-360-ribu-file-jahat-baru-dalam-sehari0

Ukraine LMC Europe & Central Asia2017 March 27 http://expert.com.ua/108166-novyj-troyanec-pomogaet-kiberprestupnikam-vorovat-vredonosnoe-po-u-svoix-kolleg.html0

Russia UMC Europe & Central Asia2017 July 19 http://1prime.ru/telecommunications_and_technologies/20170719/827698368.html0

India LMC South Asia 2021 November 24 https://www.medianama.com/2021/11/223-google-report-gmail-phishing-campaign-india/0

United StatesHIC North America 2021 April 28 https://www.insurancejournal.com/news/east/2021/04/28/611873.htm0

United StatesHIC North America 2021 May 13 https://www.cbs58.com/news/milwaukee-officials-say-citys-parking-app-hack-is-resolved0

United StatesHIC North America 2021 June 12 https://www.winchesterstar.com/winchester_star/williams-hackers-showcase-americas-vulnerabilities/article_7a0c5250-7ff2-516b-b2e9-c5dc05b7f2d3.html0

United KingdomHIC Europe & Central Asia2021 June 29 https://www.nwemail.co.uk/news/19404751.hacker-slammed-bringing-website-labour-mp-hopeful-chris-altree/0

United StatesHIC North America 2022 August 10 https://www.jdsupra.com/legalnews/filters-now-llc-reports-data-breach-5427493/0

United StatesHIC North America 2022 August 10 https://www.expressnews.com/business/local/article/Pape-Dawson-data-breach-lawsuit-17364889.php0
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Canada HIC North America 2022 August 27 https://www.cbc.ca/news/politics/immigration-afghanistan-conservatives-data-breach-1.65638830

United StatesHIC North America 2022 September 16 https://www.jdsupra.com/legalnews/hackers-caused-a-traffic-jam-in-moscow-3111112/0

Japan HIC East Asia & Pacific2020 April 15 https://www.theregister.co.uk/2020/04/15/linksys_wifi_password_reset_malware_app/[4192815, 2459476]['Linksys asks users to reset passwords after hackers hijacked home routers last month', 'Linksys forces password reset for Smart Wi - Fi accounts after router DNS hack pointed users at COVID - 19 malware']1

Liberia LIC Sub-Saharan Africa2022 October 30 https://gnnliberia.com/2022/10/30/british-hacker-charged-for-allegedly-running-the-real-deal-dark-web-market-pleaded-guilty-for-running-a-botnet-that-took-the-liberia-offline/0

India LMC South Asia 2022 March 27 https://timesofindia.indiatimes.com/city/bengaluru/nimhans-sees-ransomware-attack-it-cell-checks-spread/articleshow/90467176.cms0

United StatesHIC North America 2022 April 14 https://www.necn.com/tag/phishing-scam/0

Singapore HIC East Asia & Pacific2022 October 19 https://tnp.straitstimes.com/news/singapore/new-variant-phishing-scam-involving-erp-tolls-emerges0

United StatesHIC North America 2022 May 3 https://www.law360.com/articles/14894120

India LMC South Asia 2022 May 20 https://www.ndtv.com/business/the-math-prodigy-whose-hack-upended-a-crypto-platform-wont-return-funds-29929870

United StatesHIC North America 2022 May 20 https://www.vg247.com/destiny-2-rip-xur-instances-hostage-exotics0

Uganda LIC Sub-Saharan Africa2022 May 26 https://pctechmag.com/2022/05/the-virtual-meeting-app-zoom-flaws-could-let-attackers-hack-victims-just-by-sending-a-message/0

United StatesHIC North America 2022 December 23 https://www.pcgamesn.com/destiny-2/revision-zero-sparrow0

United KingdomHIC Europe & Central Asia2019 April 17 http://channeleye.co.uk/wipro-hack-shows-email-weakness/0

United KingdomHIC Europe & Central Asia2019 March 15 https://www.rotherhamadvertiser.co.uk/news/view,rotherham-council-in-hot-water-after-extremely-serious-data-breach_31184.htm0

Japan HIC East Asia & Pacific2019 April 3 https://www.zdnet.com/article/this-new-malware-is-scanning-the-internet-for-systems-info-on-valuable-targets/0

Australia HIC East Asia & Pacific2019 May 31 https://www.afr.com/real-estate/residential/landmark-white-shares-plunge-after-second-data-fail-20190531-p51t5k0

United StatesHIC North America 2021 June 22 https://www.kmov.com/news/rockwood-school-district-targeted-by-malware-attack/article_357331da-d2e5-11eb-a88f-0f04c50fa7b5.html0

Nigeria LMC Sub-Saharan Africa2019 June 22 https://thenationonlineng.net/double-jeopardy-2-shocking-find-fraudsters-seek-information-to-hack-into-parents-other-victims-bank-accounts/0

Japan HIC East Asia & Pacific2020 April 24 https://www.zdnet.com/article/stuck-at-home-uk-lockdown-diy-fans-slammed-by-robert-dyas-data-breach/0

Australia HIC East Asia & Pacific2020 November 23 https://www.afr.com/companies/financial-services/hacked-sydney-hedge-fund-part-of-170m-cyber-crime-spree-20201123-p56h240

Canada HIC North America 2019 July 31 https://www.ctvnews.ca/5things/5-things-to-know-for-wednesday-july-31-2019-1.45308030

United StatesHIC North America 2019 September 23 https://www.ai-cio.com/news/hackers-steal-4-2-million-oklahoma-police-pension/0

Australia HIC East Asia & Pacific2019 October 24 https://www.cso.com.au/article/667896/foreign-malware-makes-cell-phones-risk-scifs-says-republican-congressman/0

United KingdomHIC Europe & Central Asia2018 November 6 https://www.halifaxcourier.co.uk/news/politics/calderdale-council-under-cyber-attack-1-000-times-a-day-1-94293690

United KingdomHIC Europe & Central Asia2018 November 23 https://www.computing.co.uk/ctg/news/3066894/linux-servers-running-hadoop-targeted-by-variation-of-mirai-malware0

India LMC South Asia 2017 January 26 http://www.dnaindia.com/delhi/report-police-nab-hacker-gang-which-stole-e-vouchers-worth-rs-92-lakh-22961790

Germany HIC Europe & Central Asia2017 August 8 http://www.finanznachrichten.de/nachrichten-2017-08/41418765-nuance-communications-lowers-fy17-guidance-on-malware-incident-020.htm0

Gibraltar HIC Europe & Central Asia2017 October 25 http://chronicle.gi/2017/10/hackers-target-wireless-networks/0

United StatesHIC North America 2017 October 3 http://mspmentor.net/events/moment-silence-followed-unsettling-hacker-demo-continuum-navigate0

Kenya LMC Sub-Saharan Africa2017 November 29 https://www.kachwanya.com/2015/06/30/it-system-to-be-suspended-by-office-of-personal-management-opm-after-hack-in-the-u-s/0

United StatesHIC North America 2017 December 29 https://hackaday.com/2017/12/28/34c3-hacking-into-a-cpus-microcode/0

United KingdomHIC Europe & Central Asia2018 February 27 https://www.worksopguardian.co.uk/news/action-fraud-issues-warning-over-phishing-cyber-criminals-1-90380670

United StatesHIC North America 2018 March 20 https://www.pri.org/programs/pris-world/facebook-data-breach-putin-wins-and-puerto-rico-catches-march-madness0

United StatesHIC North America 2018 March 17 http://www.kob.com/investigative-news/secretive-spyware-apd-using-tech-to-snag-cell-phone-information/4829290/0

NetherlandsHIC Europe & Central Asia2018 January 29 http://www.dutchnews.nl/news/archives/2018/01/rabobank-hit-by-cyber-attack-after-rivals-targeted-over-the-weekend/0

Canada HIC North America 2018 April 6 https://www.straight.com/life/1054136/ndp-mps-call-digital-bill-rights-response-facebook-data-breach0

United StatesHIC North America 2018 June 19 https://www.msn.com/en-us/news/us/qatar-pushes-back-against-trump-fundraisers-hacking-allegations/ar-AAyPurr0

Canada HIC North America 2018 October 9 https://www.itworldcanada.com/article/hashtag-trending-concerns-over-instagram-facebook-apple-confirm-malware-attack-and-california-to-ban-weak-passwords/4098010

United StatesHIC North America 2018 September 13 https://www.fox13memphis.com/top-stories/some-memphis-police-officers-personal-information-could-be-in-jeopardy-after-hacking-attempt/8324650650

United StatesHIC North America 2018 October 3 https://nakedsecurity.sophos.com/2018/10/03/nsa-staffer-takes-top-secret-hacking-tools-home-to-study-gets-66-months/0

United StatesHIC North America 2020 May 20 https://ca.news.yahoo.com/signal-vulnerability-could-let-hackers-154927323.html0

China UMC East Asia & Pacific2020 March 5 https://thepaypers.com/digital-identity-security-online-fraud/financial-malware-still-high-in-china-report-says--12409890

United KingdomHIC Europe & Central Asia2020 March 12 https://www.infosecurity-magazine.com:443/news/sextortion-fallout-tricks-users/0

United KingdomHIC Europe & Central Asia2020 September 16 https://www.infosecurity-magazine.com:443/news/lawsuit-filed-against-wmg-over/0

India LMC South Asia 2021 September 24 https://gadgets.ndtv.com/internet/news/zero-day-hacking-attack-2021-record-unprecedented-mit-technology-review-25518660

India LMC South Asia 2021 October 4 https://nextbigwhat.com/india-ranks-2nd-in-cloud-ransomware-incidents-lack-of-security-skills-top-concern-for-apj-orgs/0

South AfricaUMC Sub-Saharan Africa2021 October 5 https://ewn.co.za/2021/10/05/master-of-high-court-apologises-for-doj-data-breach-as-services-impacted0

India LMC South Asia 2021 October 26 https://www.business-standard.com/article/technology/2022-to-see-large-scale-data-breaches-malware-on-mobile-phone-to-grow-121102601773_1.html0

Indonesia LMC East Asia & Pacific2022 July 29 https://www.liputan6.com/tekno/read/5027164/hacker-diduga-bobol-ratusan-ribu-email-milik-perusahaan-kelapa-sawit-dan-tambang-di-indonesia0

Mexico UMC Latin America & Caribbean2022 March 5 https://lasillarota.com/mundo/pressreader-confirma-ataque-cibernetico-a-servidores-afecta-a-7000-publicaciones/6245880

South KoreaHIC East Asia & Pacific2022 December 8 https://zdnet.co.kr/view/?no=202212081033060

France HIC Europe & Central Asia2022 April 11 https://securite.developpez.com/actu/332510/Le-malware-Lock-Bit-a-chiffre-Windows-19-Server-en-seulement-4-minutes-le-temps-moyen-de-chiffrement-des-systemes-par-les-malwares-est-desormais-inferieur-a-une-heure-selon-Splunk/0

SwitzerlandHIC Europe & Central Asia2022 June 23 https://www.toponline.ch/news/schweiz/detail/news/70-prozent-der-industriefirmen-von-cyberattacken-betroffen-00187061/0

Russia UMC Europe & Central Asia2022 June 21 http://chechenews.com/%D0%B0%D0%BC%D0%B5%D1%80%D0%B8%D0%BA%D0%B0%D0%BD%D1%81%D0%BA%D0%BE%D0%B5-%D0%B8%D0%B7%D0%B4%D0%B0%D0%BD%D0%B8%D0%B5-%D1%81%D0%BE%D0%BE%D0%B1%D1%89%D0%B8%D0%BB%D0%BE-%D0%BE-%D0%B2%D0%B7%D0%BB%D0%BE/0

Germany HIC Europe & Central Asia2022 March 18 https://www.heise.de/news/Neue-Phishing-Methode-kombiniert-Fax-und-Captchas-6587105.html0

https://www.cbc.ca/news/politics/immigration-afghanistan-conservatives-data-breach-1.6563883
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BangladeshLMC South Asia 2022 October 28 https://www.weeklyblitz.net/tech/spyware-turns-phones-into-weapons/0

India LMC South Asia 2022 May 24 https://www.indiatoday.in/cities/delhi/story/delhi-news-police-arrests-one-from-mewat-atm-hacking-gang-recovers-cash-1953288-2022-05-240

United StatesHIC North America 2022 May 28 https://www.jdsupra.com/legalnews/putative-class-action-lawsuit-alleges-6428658/0

United StatesHIC North America 2022 December 6 https://www.tmcnet.com/usubmit/2022/12/06/9725613.htm0

Japan HIC East Asia & Pacific2019 May 7 https://www.zdnet.com/article/wyzant-online-tutoring-platform-suffers-data-breach/0

Iran LMC Middle East & North Africa2019 April 27 https://www.ncr-iran.org/en/news/iran-world/26126-google-bans-iran-made-apps-that-contain-spyware0

India LMC South Asia 2022 December 30 https://www.business-standard.com/article/current-affairs/goi-faced-more-cyber-attacks-in-2022-than-any-other-govt-says-report-122123000667_1.html0

Canada HIC North America 2019 March 19 https://www.investmentexecutive.com/news/from-the-regulators/fund-dealers-face-more-phishing/0

United StatesHIC North America 2022 January 21 https://www.eyeonannapolis.net/2022/01/january-21-2022-daily-news-brief-bad-cop-hospital-hack-covid-in-schools-watermark-sold/0

United StatesHIC North America 2019 June 29 https://www.ohio.com/news/20190628/summa-health-may-have-hadl-data-breaches-of-500-patient-records-other-sensitive-information0

United StatesHIC North America 2019 May 20 https://www.ibtimes.com/airbnb-scam-users-charged-fake-bookings-hacked-accounts-deleted-27933110

South AfricaUMC Sub-Saharan Africa2019 July 17 http://www.sun.ac.za/english/Lists/news/DispForm.aspx?ID=65440

United KingdomHIC Europe & Central Asia2020 November 26 https://www.computerweekly.com/news/252492741/APAC-plagued-by-APT-ransomware-attacks0

United KingdomHIC Europe & Central Asia2019 January 23 https://www.itpro.co.uk/security/32822/godaddy-authentication-vulnerability-exploited-for-phishing-campaigns0

United Arab EmiratesHIC Middle East & North Africa2019 July 25 http://www.itp.net/619434-%E2%80%9Cformjacking%E2%80%9D-soars-as-hackers-hit-consumers-at-checkout0

United KingdomHIC Europe & Central Asia2019 September 8 https://www.globalgovernmentforum.com/new-zealand-beefs-up-it-security-after-government-data-breach/0

United StatesHIC North America 2019 October 3 http://www.spamfighter.com/News-22444-Ontarios-Stratford-City-paid-bitcoin-worth-more-than-$75000-following-cyber-attack.htm0

United StatesHIC North America 2019 October 26 https://gazette.com/business/sba-official-hacks-cost-small-business-average-of/article_dc5e7e0a-f74f-11e9-a5b1-bb5b760b734b.html0

United StatesHIC North America 2019 November 21 https://www.fox8live.com/2019/11/21/downed-systems-attempted-ransomware-attack-affects-child-abuse-reporting-snap-applicants/0

United StatesHIC North America 2018 December 16 https://www.androidpolice.com/2012/12/16/samsung-exynos-4-exploit-discovered-root-and-full-access-to-ram-possible-in-a-single-app/0

Singapore HIC East Asia & Pacific2017 February 7 https://www.techgoondu.com/2017/02/07/one-in-five-spore-computers-faced-malware-attacks-microsoft/0

United StatesHIC North America 2017 February 8 http://nbc25news.com/news/local/cmu-investigates-data-breach-of-online-usernames-and-passwords0

United StatesHIC North America 2017 February 27 https://sciencealert.com/here-s-what-you-need-to-know-about-the-massive-cloudbleed-data-breach0

United StatesHIC North America 2017 April 5 http://www.kansas.com/news/state/article142933854.html0

United StatesHIC North America 2017 June 8 http://www.springfieldnewssun.com/business/springfield-chamber-warns-members-email-phishing-scam/5bBglGQE4r952JVfBGFiWK/0

United StatesHIC North America 2017 July 13 http://www.ibtimes.com/eternalblue-exploit-thousands-machines-still-not-patched-against-wannacry-petya-25656060

United StatesHIC North America 2017 September 6 https://www.pcgamesn.com/rainbow-six-siege/rainbow-six-siege-medic-exploit-fixed0

United StatesHIC North America 2017 September 13 http://www.kitv.com/story/36353425/nearly-half-of-hawaii-could-be-affected-by-data-breach0

United StatesHIC North America 2017 September 21 http://www.jdsupra.com/legalnews/cybersecurity-regulation-back-on-center-47157/0

United StatesHIC North America 2017 February 20 http://www.bankinfosecurity.com/interviews/trapping-hackers-via-bec-attacks-email-spoofing-i-34770

United StatesHIC North America 2017 November 16 https://motherboard.vice.com/en_us/article/3kvw8y/researchers-hack-car-infotainment-system-and-find-sensitive-user-data-inside0

United StatesHIC North America 2018 February 22 https://healthitsecurity.com/news/careplus-health-reports-phi-data-breach-impacting-11k0

United StatesHIC North America 2018 January 25 https://www.cuinsight.com/md-dc-league-joins-equifax-data-breach-lawsuit.html0

India LMC South Asia 2018 January 28 http://www.asianage.com/technology/mobiles-tabs/280118/oneplus-again-accused-of-data-breach-allegations.html0

United StatesHIC North America 2018 March 28 http://www.nibletz.com/startups/phish-labs-hack0

United StatesHIC North America 2018 May 11 https://magic937.iheart.com/content/2018-05-11-netflix-is-warning-customers-about-a-phishing-scam/0

Singapore HIC East Asia & Pacific2018 October 7 https://www.straitstimes.com/tech/how-hackers-got-away-with-singhealths-crown-jewels0

Oman HIC Middle East & North Africa2018 August 28 https://timesofoman.com/article/140328 0

United StatesHIC North America 2018 August 30 https://www.dailyemerald.com/2018/08/29/phishing-scam-targets-university-of-oregon-email-addresses/0

United StatesHIC North America 2018 December 13 https://www.aarp.org/money/scams-fraud/info-2018/w2-form-phishing.html0

Germany HIC Europe & Central Asia2018 September 27 https://www.finanznachrichten.de/nachrichten-2018-09/44873283-new-stealthy-first-of-its-kind-malware-used-by-fancy-bear-to-target-governments-eset-discovers-004.htm0

PhilippinesLMC East Asia & Pacific2020 June 12 https://philnews.ph/2020/06/12/up-visayas-website-down-after-being-hacked/0

United StatesHIC North America 2020 January 16 https://www.dailyworld.com/story/news/2020/01/16/st-landry-parish-computers-shut-down-cyber-attack/4489924002/0

United StatesHIC North America 2020 April 4 https://keyt.com/news/santa-barbara-s-county/2020/04/03/santa-barbara-rental-property-suffers-from-data-breach/0

United StatesHIC North America 2020 September 8 https://abovethelaw.com/2020/09/examsoft-partner-suffered-440k-user-data-breach-examsoft-still-says-everythings-fine/0

United StatesHIC North America 2020 September 16 https://krebsonsecurity.com/2020/09/two-russians-charged-in-17m-cryptocurrency-phishing-spree/0

United StatesHIC North America 2020 October 7 https://threatpost.com/comcast-tv-remote-homes-snooping/159899/0

NetherlandsHIC Europe & Central Asia2020 October 14 https://www.telecompaper.com/news/virgin-media-facing-group-action-compensation-claim-over-data-breach--13577830

United StatesHIC North America 2021 February 12 https://www.idahostatejournal.com/freeaccess/bannock-county-provides-update-on-2020-hacking-incident/article_8d1563d2-764a-54f9-846c-372f3fa86487.html0

Pakistan LMC South Asia 2021 January 22 https://www.techjuice.pk/indian-hackers-have-taken-down-university-of-swabis-official-website/0

India LMC South Asia 2021 October 11 https://inc42.com/buzz/rbi-examines-ipo-bound-mobikwiks-100-mn-data-breach/0

United StatesHIC North America 2021 November 2 https://www.ign.com/articles/new-world-disables-wealth-transfers-following-gold-exploit0

Sweden HIC Europe & Central Asia2022 February 25 https://www.hn.se/nyheter/halland/colorama-drabbat-av-dataintr%C3%A5ng-1.665768580

Germany HIC Europe & Central Asia2022 March 4 https://www.netzwelt.de/news/200394-phishing-mail-lbb-kreditkarte-wurde-sicherheitsgruenden-gesperrt.html0
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France HIC Europe & Central Asia2022 February 9 https://www.planet.fr/conso-arnaque-au-supermarche-attention-au-piratage-des-cartes-de-fidelite.2433235.1404.html0

United StatesHIC North America 2020 November 19 https://www.dailyrepublic.com/all-dr-news/wires/hacker-targeted-auburn-police-farnum-center-after-drug-arrest-the-new-hampshire-union-leader-manchester/[2766547, 2768922]['Hacker targeted Auburn Police , Farnum Center after drug arrest', 'Hacker targeted Auburn Police , Farnum Center after drug arrest [ The New Hampshire Union Leader , Manchester ] ']1

United StatesHIC North America 2022 April 25 https://www.larepublica.net/noticia/precio-del-dolar-subio-7-en-los-ultimos-15-dias-por-hackeo0

Mexico UMC Latin America & Caribbean2022 November 9 https://vanguardia.com.mx/coahuila/tras-intentos-de-hackeo-pagina-de-gobierno-de-coahuila-opera-con-normalidad-IX50444970

France HIC Europe & Central Asia2021 June 9 https://www.ouest-france.fr/pays-de-la-loire/nantes-44000/piratage-de-ligne-telephonique-et-menaces-sur-des-ecoles-a-nantes-une-enquete-complexe-est-lancee-373bb702-c904-11eb-ac42-ca641a364e8f0

Russia UMC Europe & Central Asia2021 June 24 https://www.securitylab.ru/news/521626.php0

Indonesia LMC East Asia & Pacific2021 June 15 https://megapolitan.okezone.com/read/2021/06/16/338/2425788/viral-spbu-pertamina-di-cibinong-diretas-yntkts0

Germany HIC Europe & Central Asia2021 January 8 https://www.bo.de/nachrichten/2500-fuhrerschein-betruger-bei-theorieprufung-erwischt0

Ukraine LMC Europe & Central Asia2021 December 13 https://nv.ua/kharkiv/v-harkove-zaderzhan-seriynyy-vzlomshchik-terminalov-50201787.html0

SwitzerlandHIC Europe & Central Asia2021 July 30 https://www.nzz.ch/technologie/comparis-bezahlt-nun-doch-loesegeld-an-cyber-erpresser-ld.16381530

Italy HIC Europe & Central Asia2021 August 12 https://www.hwupgrade.it/news/web/colpo-alla-defi-restituito-parte-del-bottino-un-hacker-buono-o-un-goffo-tentativo_99857.html0

Bulgaria UMC Europe & Central Asia2020 March 11 https://www.vesti.bg/tehnologii/razbiha-edna-ot-naj-golemite-hakerski-mrezhi-v-sveta-61067320

France HIC Europe & Central Asia2020 February 5 https://www.zdnet.fr/actualites/le-groupe-maze-affirme-etre-a-l-origine-du-piratage-de-bouygues-construction-39898575.htm0

Russia UMC Europe & Central Asia2020 December 5 https://pln-pskov.ru/accidents/398968.html0

Germany HIC Europe & Central Asia2020 June 9 https://www.heise.de/news/Hacker-zur-Miete-Angriffe-rund-um-Wirecard-und-auf-Umweltschuetzer-4778962.html0

United StatesHIC North America 2020 September 18 http://www.mitbbs.com/article_t/Money/33110095.html0

South KoreaHIC East Asia & Pacific2020 July 8 http://www.koreatimes.com/article/20200707/13184110

NetherlandsHIC Europe & Central Asia2020 July 24 http://www.computeridee.nl/nieuws/phishing-sms-rond-corona-app-in-omloop/0

Sweden HIC Europe & Central Asia2019 June 1 https://www.dn.se/ekonomi/motor/uppkoppling-for-aldre-bil-oppen-for-hackning/0

India LMC South Asia 2019 April 4 https://hindi.oneindia.com/news/business/beware-punjab-national-bank-alert-to-their-customers-about-spyware-and-keep-your-banking-detail-safe-500313.html0

Italy HIC Europe & Central Asia2019 December 28 https://www.suedtirolnews.it/italien/boese-bescherung-hacker-dringen-in-lohnverwaltungssystem-ein0

Germany HIC Europe & Central Asia2019 January 22 https://www.netzwelt.de/betrugswarnungen/169187-politik-datenleak-bsi-warnt-schadsoftware-vermeintlichen-daten.html0

France HIC Europe & Central Asia2018 May 17 http://www.routard.com/forum_message/4535443/achetez_des_decharges_de_cartes_de_credit_valides_et_piratees.htm0

South KoreaHIC East Asia & Pacific2018 August 7 http://www.zdnet.co.kr/news/news_view.asp?artice_id=201808071741490

South KoreaHIC East Asia & Pacific2018 October 5 http://newspim.com/news/view/201810050004010

United KingdomHIC Europe & Central Asia2018 February 13 http://news20.busan.com/controller/newsController.jsp?newsId=201802130003750

Czech RepublicHIC Europe & Central Asia2018 May 4 https://pctuning.tyden.cz/index.php?option=com_content&view=article&id=51613&catid=1&Itemid=570

Germany HIC Europe & Central Asia2018 May 3 https://www.netzwelt.de/betrugswarnungen/151869-sparkassen-phishing-sparkasse--wichtige-benachrichtigung-gefaehrlich.html0

South KoreaHIC East Asia & Pacific2018 October 1 http://www.etnews.com/20181001000347?mc=em_001_000010

Belarus UMC Europe & Central Asia2018 April 4 http://www.belaruspartisan.org/economic/420823/0

Vietnam LMC East Asia & Pacific2017 April 4 http://nhipsongso.tuoitre.vn/tin/20170404/gan-7000-trang-cong-thong-tin-dien-tu-vn-bi-tan-cong-nam-2016/1292036.html0

South KoreaHIC East Asia & Pacific2017 September 19 http://news.joins.com/article/21949251 0

Colombia UMC Latin America & Caribbean2017 January 11 http://www.rcnradio.com/nacional/fiscalia-archiva-investigacion-oscar-ivan-zuluaga-supuesto-hackeo-al-proceso-paz/0

Russia UMC Europe & Central Asia2021 April 30 https://www.bleepingcomputer.com/news/security/brazils-rio-grande-do-sul-court-system-hit-by-revil-ransomware/0

United StatesHIC North America 2021 June 11 https://kfiam640.iheart.com/content/2021-06-10-kfi-radios-tim-conway-jr-producer-of-meat-says-it-paid-11m-to-hackers/0

United KingdomHIC Europe & Central Asia2022 August 22 https://www.channelweb.co.uk/news/4055077/cisco-reveals-target-phishing-attack0

Nigeria LMC Sub-Saharan Africa2022 January 10 http://saharareporters.com/2022/01/10/exclusive-hacker-breaks-nimc-server-steals-over-three-million-national-identity-numbers0

United StatesHIC North America 2022 August 26 https://www.govtech.com/education/k-12/chester-upland-schools-lost-millions-to-email-hacking-scheme0

United StatesHIC North America 2022 January 13 https://betanews.com/2022/01/13/attackers-use-adobe-cloud-to-host-phishing-documents/0

United StatesHIC North America 2021 August 2 https://techxplore.com/news/2021-08-vultur-malware-technique-banking-credentials.html0

United StatesHIC North America 2022 August 31 https://www.jdsupra.com/legalnews/donlen-corporation-reports-data-breach-8797830/0

PhilippinesLMC East Asia & Pacific2022 January 24 https://mb.com.ph/2022/01/24/deped-personnel-warned-vs-phishing-scams-urged-to-report-payroll-issues-immediately/0

United StatesHIC North America 2022 January 25 http://www.itechpost.com/articles/108842/20220124/crypto-scams-squid-token-smart-contract-rug-pull-scam-cryptocurrency.htm0

Nigeria LMC Sub-Saharan Africa2022 February 6 https://nigeriastandardnewspaper.com/ng/shameful-disgraceful-nigerian-national-charles-onu-the-don-arrested-in-bronx-new-york-for-stealing-800000-payroll-deposit-chained-waist-down-to-the-feet-hack-into-c/0

Ireland HIC Europe & Central Asia2022 October 10 https://www.rte.ie/news/2022/1010/1328295-tirlan-data-breach-dpc/0

United StatesHIC North America 2022 October 13 https://www.chattanoogan.com/2022/10/13/457522/CHI-Memorial-Parent-Company-Engages.aspx0

United StatesHIC North America 2022 March 22 https://www.gamesradar.com/dark-souls-server-busting-exploit-published-online/0

United StatesHIC North America 2022 November 10 https://www.jdsupra.com/legalnews/salud-family-health-reports-data-breach-8364475/0

United KingdomHIC Europe & Central Asia2017 June 8 http://www.mirror.co.uk/news/politics/its-unfake-you-can-possibly-105874860

Bahamas HIC Latin America & Caribbean2022 April 25 http://www.tribune242.com/news/2022/apr/25/data-breach-hits-sebas-amazon/0

United StatesHIC North America 2022 November 2 https://www.wwltv.com/article/news/local/louisiana-dps-suffers-data-breach-exposing-health-info-80000-inmates/289-2ac6abda-0d14-4dc7-8669-dcdaea7a0bca0

United KingdomHIC Europe & Central Asia2022 November 4 https://www.ukauthority.com/articles/ico-agrees-to-reduced-fine-for-cabinet-office-data-breach/0

United StatesHIC North America 2022 May 5 https://news.artnet.com/art-world/bored-ape-yacht-club-hack-21094800
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Bulgaria UMC Europe & Central Asia2021 March 12 https://blitz.bg/kriminalni/prestplenie/vnimanie-inovativni-khakeri-izvrshvat-masovi-izmami-v-saytove-za-trgoviya_news805158.html0

Turkey UMC Europe & Central Asia2021 December 6 https://bianet.org/bianet/yasam/254380-af-orgutu-mucadele-etti-casus-yazilim-orgutu-kara-listeye-alindi0

Mexico UMC Latin America & Caribbean2021 September 7 https://laverdadnoticias.com/economia/SAT-presento-su-aplicativo-de-citas-pero-fue-hackeado-ralentizando-todo-20210907-0019.html0

Brazil UMC Latin America & Caribbean2020 June 16 http://www.ariquemesonline.com.br/noticia.asp?cod=389908&codDep=410

South KoreaHIC East Asia & Pacific2020 October 13 http://news.jtbc.joins.com/html/610/NB11973610.html0

Italy HIC Europe & Central Asia2020 March 5 https://www.politicamentecorretto.com/2020/03/05/ehealth-violazione-dei-dati-il-report-di-ibm/0

South KoreaHIC East Asia & Pacific2020 November 3 http://www.hani.co.kr/arti/economy/finance/968313.html0

Bulgaria UMC Europe & Central Asia2019 July 25 https://blitz.bg/kriminalni/geshev-razkri-nov-khakerski-udar-pokoseni-sa-500-000-e-mail-adresi-na-populyaren_news687697.html[4617397, 4617398, 4617396]['Geshev revealed a new hacking attack on Tad Group! 500,000 e-mail addresses of a popular ...', 'New hacker strike! 500,000 e-mail addresses of a popular site were hacked', 'Geshev revealed a new hacking attack! 500,000 e-mail addresses of a popular ...']2

India LMC South Asia 2020 May 19 http://www.palpalindia.com/2020/05/19/delhi-Interpol-input-CBI-sends-alert-to-entire-country-threat-of-smartphone-hacking-by-message-news-in-hindi-5444.html0

Russia UMC Europe & Central Asia2020 December 1 https://sia.ru/?section=484&action=show_news&id=4059640

Spain HIC Europe & Central Asia2020 February 24 https://www.diarioinformacion.com/vida-y-estilo/tecnologia/2020/02/24/phising-correo-dice-has-ganado/2238057.html0

China UMC East Asia & Pacific2019 June 21 http://media.people.com.cn/n1/2019/0621/c14677-31174338.html0

Serbia UMC Europe & Central Asia2019 December 5 https://www.slobodnaevropa.org/a/30309637.html0

Russia UMC Europe & Central Asia2019 June 13 https://teknoblog.ru/2019/06/13/99661 0

France HIC Europe & Central Asia2018 April 27 http://www.globalsecuritymag.fr/LCP-Ouigo-Yves-Rocher-Carrefour-et,20180427,78331.html0

Egypt LMC Middle East & North Africa2018 July 31 http://www.alufuqnews.com/Mal-Waqtsad/162876.html0

Spain HIC Europe & Central Asia2018 March 22 http://www.expansion.com/agencia/europa_press/2018/03/22/20180322182057.html0

Argentina UMC Latin America & Caribbean2018 May 3 http://www.lavoz.com.ar/tecnologia/argentina-4-de-cada-10-computadoras-con-windows-siguen-siendo-vulnerables-ransomware-wann0

Mexico UMC Latin America & Caribbean2018 August 23 https://lasillarota.com/chivas-portal-sitio-hackeo-chivas-vs-atlas-clasico-tapatio/2430230

Estonia HIC Europe & Central Asia2017 June 28 http://www.aripaev.ee/uudised/2017/06/28/uliohtliku-pahavara-levikule-pole-suudetud-piiri-panna0

Ukraine LMC Europe & Central Asia2017 March 25 http://talks.su/news/zaschitniki-prav-cheloveka-v-minske-dokladivayut-o-vzlome-20170325/0

LuxembourgHIC Europe & Central Asia2017 March 16 http://www.lessentiel.lu/fr/hi_tech/story/Les-hackers-profitent-des-failles-des-apps-tierces-142590060
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United StatesHIC North America 2020 August 24 https://www.prnewswire.com/news-releases/nuspire-reveals-a-shift-in-attack-methods-with-an-exponential-increase-of-botnet-and-exploit-activity-301116527.html[2671305, 2671320]['Botnet and exploit activity increases as attackers shift tactics', 'Nuspire Reveals a Shift in Attack Methods with an Exponential Increase of Botnet and Exploit Activity']1

Argentina UMC Latin America & Caribbean2017 February 22 http://www.taringa.net/posts/economia-negocios/19784982/Hacker-crea-mas-de-600-mil-dolares-de-la-criptomoneda-Zcoin.html0

Brazil UMC Latin America & Caribbean2017 July 18 http://veja.abril.com.br/economia/hackers-vazam-supostas-senhas-de-usuarios-de-e-commerce/0

South KoreaHIC East Asia & Pacific2017 March 24 HTTP://www.yonhapnews.co.kr/economy/2017/03/24/0325000000AKR20170324165600030.HTML?template=55660

South KoreaHIC East Asia & Pacific2017 September 11 http://www.cunews.net/detail.php?number=77819&thread=22r03r010

United StatesHIC North America 2021 April 6 https://www.techtimes.com/articles/258790/20210406/facebook-data-breach-2021s-explanation-leaked-files-content-creating-perfect-password.htm0

United StatesHIC North America 2022 August 22 https://live959.com/attention-ma-residents-scammers-are-phishing-for-new-bait/0

United StatesHIC North America 2022 August 4 https://www.wlky.com/article/louisville-zoo-cyber-attack/407998520

United StatesHIC North America 2022 January 18 https://www.prnewswire.com:443/news-releases/idx-achieves-record-managing-nearly-1-000-data-breach-responses-for-enterprises-idx-privacy-platform-recognized-in-fast-company-world-changing-ideas-award-301461773.html0

United StatesHIC North America 2022 August 26 https://wibx950.com/nearly-1-million-people-learning-their-medical-records-were-hacked/0

United StatesHIC North America 2022 March 1 https://www.esecurityplanet.com/threats/new-malware-evades-detection/0

United StatesHIC North America 2022 March 11 https://www.starnewsonline.com/story/news/2022/03/10/brunswick-county-loses-lost-4-million-alleged-phishing-scam-2020/9452028002/0

United StatesHIC North America 2022 April 3 https://www.msn.com/en-us/news/technology/a-hacker-gangs-alleged-members-are-in-jail-its-still-stealing-data/ar-AAVO0UN0

United KingdomHIC Europe & Central Asia2022 April 6 https://www.techradar.com/news/everyones-favorite-media-player-abused-to-launch-malware-attacks0

Australia HIC East Asia & Pacific2022 October 19 https://www.itwire.com/government-tech-news/technology-regulation/public-warned-as-scammers-exploit-optus-data-breach.html0

United StatesHIC North America 2022 April 22 https://www.law360.com/articles/14861640

United StatesHIC North America 2022 November 8 https://www.hawaiipublicradio.org/local-news/2022-11-08/hawaii-joins-16m-settlement-against-experian-and-t-mobile0

United StatesHIC North America 2022 November 28 http://www.itechpost.com/articles/115293/20221127/ransomware-gang-leaks-local-belgian-police-data-exposes-personnel.htm0

United KingdomHIC Europe & Central Asia2022 May 12 https://www.johnogroat-journal.co.uk/news/patient-flabbergasted-at-claimed-new-data-breach-error-275028/0

United StatesHIC North America 2019 May 23 https://www.travelweekly.com/Travel-News/Travel-Technology/Amadeus-data-breach-said-to-be-confined-to-Israel0

United StatesHIC North America 2019 June 11 https://mrtopstep.com/ic3-issues-alert-on-https-phishing/0

United KingdomHIC Europe & Central Asia2019 June 11 https://www.out-law.com/en/articles/2019/june/report-gdpr-data-breach-notification-/0

India LMC South Asia 2019 May 29 https://www.business-standard.com/article/pti-stories/man-held-for-carrying-weapon-also-wanted-for-hacking-bank-a-cs-119052900911_1.html0

United KingdomHIC Europe & Central Asia2020 January 8 https://www.gazettelive.co.uk/news/teesside-news/cyber-attack-leaves-holidaymakers-unable-175338250

United StatesHIC North America 2020 March 6 https://www.nbcsandiego.com/news/local/class-action-suit-filed-over-rady-childrens-hospital-data-breach/2279635/0

United StatesHIC North America 2020 June 29 https://www.newsbtc.com/2020/06/29/hackers-steal-450k-crypto-tokens-from-balancer/0

Australia HIC East Asia & Pacific2020 August 6 https://www.adelaidenow.com.au/news/south-australia/south-australian-government-under-siege-as-hackers-target-public-records/news-story/f58cfa8cbb60815282d2db203457eb81?nk=593a55e50f80d481d87cd076fe82830e-15967476900

United StatesHIC North America 2020 December 13 http://thyblackman.com/2020/12/13/apple-hacked-10-times-hackers-proved-apple-products-arent-hack-proof-fan-boys/0

Australia HIC East Asia & Pacific2019 July 26 https://www.cso.com.au/article/664544/microsoft-uses-ai-block-lockergoga-ransomware-tactic-norsk-hydro-attack/0

India LMC South Asia 2019 February 25 https://www.deccanchronicle.com/nation/current-affairs/260219/madras-university-comes-under-ransomware-attack.html0

PhilippinesLMC East Asia & Pacific2019 January 14 https://news.mb.com.ph/2019/01/14/probe-sought-of-passport-data-breach/0

United StatesHIC North America 2019 March 14 https://www.kvrr.com/2019/03/13/ndsu-students-legally-hack-into-university-network/0

Kenya LMC Sub-Saharan Africa2019 August 23 http://nairobiwire.com/2019/08/family-bank-hacker-charged-with-attempting-to-steal-released-on-cash-bail.html0

Pakistan LMC South Asia 2019 March 27 https://tribune.com.pk/story/1938526/8-pakistans-cyberspace-mercy-hackers/0

United KingdomHIC Europe & Central Asia2019 March 29 https://eandt.theiet.org/content/articles/2019/03/best-of-the-weeks-news-290319/0

United KingdomHIC Europe & Central Asia2019 September 5 https://www.theregister.co.uk/2019/09/05/satori_plea_deal/0

United StatesHIC North America 2019 October 3 https://www.forbes.com/sites/thomasbrewster/2019/10/03/meet-candiru-the-super-stealth-cyber-mercenaries-hacking-apple-and-microsoft-pcs-for-profit/0

United StatesHIC North America 2019 November 7 http://www.digitaljournal.com/tech-and-science/technology/new-phishing-attacks-impersonating-the-law-departments/article/5612730

United StatesHIC North America 2019 November 15 https://41nbc.com/2019/11/14/mwa-customers-able-access-accounts-ransomware-attack/0

United StatesHIC North America 2018 October 2 http://mondaq.com/unitedstates/x/741714/data+protection/California+Legislature+Passes+Benefit+Reimbursement+Law+for+Data+Breach+Victims0

Poland HIC Europe & Central Asia2021 August 3 https://www.wnp.pl/tech/nasilaja-sie-ataki-hakerskie-na-polske,485199.html[3427951, 3427946, 3427947]['Rzeczpospolita : Hacker attacks on Poland are increasing', 'Experts alarm: Hacker attacks on Poland are increasing', 'Hacker attacks on Poland are increasing']2

United KingdomHIC Europe & Central Asia2018 May 3 http://www.bbc.co.uk/news/uk-43989326 0

United StatesHIC North America 2017 January 24 http://healthitsecurity.com/news/appeals-court-vacates-horizon-bcbs-data-breach-case0
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United StatesHIC North America 2017 October 6 http://whnt.com/2017/10/06/the-fbi-wants-you-to-answer-a-few-questions-not-really-its-ransomware/0
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Egypt LMC Middle East & North Africa2017 November 22 http://www.egyptindependent.com/uper-paid-hackers-cover-data-breach-57-million-users/0
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https://www.24-horas.mx/2021/06/16/hackean-cuenta-de-twitter-del-partido-encuentro-solidario-pes-y-lo-vuelven-de-colores/
https://www.ituudised.ee/uudised/2021/12/13/telia-ja-elisa-hoiatavad-teenuseks-voi-teavituseks-maskeerunud-pahavara-eest
https://aitnews.com/2021/11/14/%D8%AC%D9%88%D8%AC%D9%84-%D8%AA%D9%83%D8%AA%D8%B4%D9%81-%D9%82%D8%B1%D8%A7%D8%B5%D9%86%D8%A9-%D9%8A%D9%87%D8%A7%D8%AC%D9%85%D9%88%D9%86-%D9%85%D8%B3%D8%AA%D8%AE%D8%AF%D9%85%D9%8A-%D9%85%D8%A7%D9%83/
https://lenta.ru/news/2021/09/15/revil/
https://www.alquds.co.uk/%D9%85%D9%84%D8%A7%D9%8A%D9%8A%D9%86-%D8%A7%D9%84%D9%83%D9%85%D8%A8%D9%8A%D9%88%D8%AA%D8%B1%D8%A7%D8%AA-%D9%81%D9%8A-%D8%A7%D9%84%D8%B9%D8%A7%D9%84%D9%85-%D9%85%D9%86-%D9%86%D9%88%D8%B9-%D8%AF/


China UMC East Asia & Pacific2021 October 18 https://tech.china.com/article/20211018/102021_899461.html0

Venezuela Latin America & Caribbean2021 February 8 https://primicia.com.ve/sucesos/desarticulan-banda-dedicada-al-hackeo-de-cuentas-de-whatsapp/0

Brazil UMC Latin America & Caribbean2020 July 14 https://www.istoedinheiro.com.br/hackers-brasileiros-roubaram-dados-de-clientes-em-12-bancos/0

Indonesia LMC East Asia & Pacific2020 December 28 https://www.viva.co.id/berita/nasional/1335147-aji-catat-kasus-media-digital-2020-marak-doxing-hingga-peretasan0

Austria HIC Europe & Central Asia2020 January 30 https://www.tt.com/artikel/30714362/schweizer-online-dienst-warnt-unternehmen-vor-phishing0

Keeling Islands 2020 September 4 https://news.vitebsk.cc/2020/09/04/sajt-vitebskoj-militsii-nedostupen-posle-vzloma-sajta-mvd/0

India LMC South Asia 2020 May 21 https://www.bhaskar.com/local/bihar/news/patna-law-college-website-hacked-today-by-pakistan-hacker-127324895.html0

Finland HIC Europe & Central Asia2020 February 24 https://svenska.yle.fi/artikel/2020/02/24/pargas-utsatt-for-dataintrang-kansliga-uppgifter-kan-ha-lackt0

Russia UMC Europe & Central Asia2020 December 1 https://ura.news/news/1052461159 0

Sweden HIC Europe & Central Asia2020 November 22 https://www.svt.se/nyheter/lokalt/gavleborg/polisanstalld-atalas-for-grovt-dataintrang0

Germany HIC Europe & Central Asia2020 March 6 https://www.elektronikpraxis.vogel.de/unsere-behoerde-bleibt-wegen-cyberangriffs-leider-geschlossen-a-911235/0

Argentina UMC Latin America & Caribbean2020 September 18 https://www.ambito.com/politica/ciudad/legislador-denuncio-intento-hackeo-zoom-coparticipacion-n51338660

Mexico UMC Latin America & Caribbean2020 September 1 http://www.zocalo.com.mx/new_site/articulo/sin-freno-hackeo-crece-megarrobo-a-cuentahabientes0

Russia UMC Europe & Central Asia2020 November 30 https://www.securitylab.ru/news/514431.php0

Russia UMC Europe & Central Asia2019 April 12 http://www.opennet.ru/opennews/art.shtml?num=505010

Germany HIC Europe & Central Asia2019 January 7 https://www.netzwelt.de/betrugswarnungen/166816-landesbank-berlin-polizei-warnt-lbb-kunden-phishing-mail.html0

South KoreaHIC East Asia & Pacific2019 March 29 http://www.viva100.com/main/view.php?key=201903290100103560

India LMC South Asia 2019 April 16 https://www.livehindustan.com/uttar-pradesh/story-big-cyber-attacks-in-the-country-2492247.html0

Bulgaria UMC Europe & Central Asia2019 November 1 https://www.manager.bg/biznes/s-15-skochili-hakerskite-ataki-km-firmi0

NetherlandsHIC Europe & Central Asia2019 January 7 https://www.rtlnieuws.nl/tech/artikel/4542781/huiszoeking-bij-duitser-hackzaak-politici0

Israel HIC Middle East & North Africa2019 April 17 http://www.newsru.co.il/world/17apr2019/ecuador301.html0

India LMC South Asia 2019 November 11 https://maharashtratimes.indiatimes.com/maharashtra/ahmednagar-news/idbi-banks-server-hacked/articleshow/71996012.cms0

Russia UMC Europe & Central Asia2019 January 21 https://www.securitylab.ru/news/497527.php0

Sweden HIC Europe & Central Asia2019 March 27 https://www.hd.se/2019-03-27/anstalld-pa-socialtjansten-far-sparken-for-dataintrang0

Mexico UMC Latin America & Caribbean2018 May 15 http://www.elfinanciero.com.mx/economia/banorte-rechaza-afectaciones-economicas-por-hackeo0

United StatesHIC North America 2018 March 23 https://www.fayerwayer.com/2018/03/tumblr-confirma-cuentas-hackeo-elecciones/0

South KoreaHIC East Asia & Pacific2018 March 9 http://www.etoday.co.kr/news/section/newsview.php?idxno=16023490

Belgium HIC Europe & Central Asia2018 October 3 https://www.lavenir.net/cnt/dmf20181003_01236510/piratage-de-50-millions-de-comptes-facebook-l-irlande-ouvre-une-enquete0

Russia UMC Europe & Central Asia2018 June 19 http://runews24.ru/internet/19/06/2018/47321549381ddf4178649a5873f601850

Russia UMC Europe & Central Asia2018 December 17 https://fr.sputniknews.com/defense/201812171039344117-rapport-vulnerabilite-cyberattaques-sites-usa-missilies-balistiques/0

France HIC Europe & Central Asia2017 July 27 http://www.charentelibre.fr/2017/07/26/ligne-de-telephone-piratee-une-facture-de-915-euros-a-regler,3115713.php0

Vietnam LMC East Asia & Pacific2017 June 15 http://www.baomoi.com/danh-sach-75-ung-dung-android-chua-phan-mem-doc-hai/c/22533811.epi0

Finland HIC Europe & Central Asia2017 June 27 https://www.mikrobitti.fi/2017/06/irtisanottu-tyontekija-kosti-hakkeroi-ja-vahingoitti-viiden-vesilaitoksen-laitteita/0

Indonesia LMC East Asia & Pacific2017 January 25 https://www.merdeka.com/teknologi/project-souron-malware-berbahaya-yang-diam-diam-mengintai.html0

Norway HIC Europe & Central Asia2017 March 15 https://www.digi.no/artikler/forskere-med-oppsiktsvekkende-funn-millioner-av-boter-sprer-politisk-propaganda-og-skadevare/3780360

Thailand UMC East Asia & Pacific2017 May 21 http://news.sanook.com/2234314/ 0

Russia UMC Europe & Central Asia2017 March 24 https://habrahabr.ru/post/321116/ 0

Mexico UMC Latin America & Caribbean2017 May 17 http://www.mimorelia.com/se-alistan-a-nivel-mundial-ante-un-nuevo-ataque-cibernetico/0

Vietnam LMC East Asia & Pacific2017 April 28 http://ictnews.vn/thoi-su/vncert-canh-bao-phuong-thuc-tan-cong-moi-cua-nhom-hacker-shadow-brokers-152264.ict0

United KingdomHIC Europe & Central Asia2021 November 16 https://www.itpro.co.uk/hardware/361567/intel-chip-flaw-could-enable-hackers-to-attack-pcs-cars-and-medical-devices0

United StatesHIC North America 2021 November 21 https://qctimes.com/news/local/at-least-3-quad-cities-municipalities-have-fallen-victim-to-cyber-attacks-experts-say-they/article_355e38d1-2b4c-58f7-9eea-1eb0c113584f.html0

Australia HIC East Asia & Pacific2022 August 17 https://www.smh.com.au/national/western-australia/wa-health-sorry-over-monkeypox-data-breach-20220817-p5balc.html0

United StatesHIC North America 2021 June 14 https://www.govinfosecurity.com/union-benefits-administrator-says-data-deleted-in-hack-a-168720

United KingdomHIC Europe & Central Asia2021 June 18 https://www.computing.co.uk/news/4033118/russian-hackers-breached-dutch-police-systems-mh17-probe0

United StatesHIC North America 2021 July 13 https://www.komando.com/security-privacy/mint-mobile-data-breach/798175/0

United StatesHIC North America 2021 July 23 https://www.techtimes.com/articles/263231/20210722/magacoin-growing-claims-already-created-75-million-coins%E2%80%94but-users-risk-data-breach.htm0

United StatesHIC North America 2021 July 29 http://www.publicnow.com/view/4F2AB3E7B53B12BEC058C09BDFE4C963EC99C9CE0

India LMC South Asia 2022 January 12 http://idrw.org/patchwork-apt-indian-hacker-group-targets-pakistani-scientists-in-a-new-campaign/0

United StatesHIC North America 2022 January 12 https://www.govtech.com/security/general-hacking-community-tops-state-local-it-security-fears0

United StatesHIC North America 2022 February 22 https://www.jdsupra.com/legalnews/capital-one-reaches-190-million-5708035/0

United StatesHIC North America 2022 February 11 https://www.michigan.gov/ag/0,4534,7-359-92297_47203-577296--,00.html0

United StatesHIC North America 2022 September 16 https://www.scmagazine.com/perspective/cybercrime/four-cloud-security-lessons-from-the-wegmans-data-breach%EF%BF%BC0

United KingdomHIC Europe & Central Asia2022 September 24 https://www.dailymail.co.uk/news/article-11246525/Personal-data-luxury-organic-farm-shops-list-clients-leaked-Russian-ransomware-attack.html0

United StatesHIC North America 2022 March 7 https://richmond.com/news/state-and-regional/govt-and-politics/rocked-by-ransomware-attacks-virginia-makes-cybersecurity-a-priority-in-budget/article_279aa723-cc76-5c3f-a74f-a9726a06692d.html0

United StatesHIC North America 2022 March 23 https://www.wral.com/fbi-says-work-related-cyber-attacks-were-the-most-common-last-year/20202000/0
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United StatesHIC North America 2022 November 3 https://www.sott.net/article/473910-The-hacking-of-Delta-troop-control-programme-proves-that-all-technology-is-not-a-panacea0

Japan HIC East Asia & Pacific2019 February 4 https://www.zdnet.com/article/this-password-stealing-phishing-attack-comes-disguised-as-a-fake-meeting-request-from-the-boss/0

United KingdomHIC Europe & Central Asia2019 February 14 https://www.scmagazineuk.com/astaroth-malware-exploits-avast-antivirus-lolbins-steal-data/article/15257810

United StatesHIC North America 2019 March 13 https://www.woodtv.com/news/muskegon-county/grades-changed-in-orchard-view-schools-data-breach/18463509870

United StatesHIC North America 2019 June 14 http://www.spamfighter.com/News-22240-Hackers-breach-USs-most-extensively-used-vehicle-LPR-Company-Perceptics.htm0

United StatesHIC North America 2019 May 31 http://mondaq.com/unitedstates/x/811024/fin+tech/FinCEN+Issues+Guidance+SIM+Hackers+Charged+Bitcoin+Ransomware+Traced+To+Sanctioned+Countries0

Kenya LMC Sub-Saharan Africa2020 May 23 https://nairobinews.nation.co.ke/featured/hackers-post-porn-on-govt-site0

Australia HIC East Asia & Pacific2020 June 1 https://www.smh.com.au/technology/phishing-boom-shows-no-sign-of-stopping-as-lockdown-starts-to-lift-20200528-p54xe7.html0

United KingdomHIC Europe & Central Asia2019 July 17 https://www.leaprate.com/cryptocurrency/exchange/bitpoint-hacking-details-55000-clients-impacted-and-28-million-lost/0

United KingdomHIC Europe & Central Asia2020 June 23 https://www.itproportal.com/features/new-mozi-malware-family-quietly-amasses-iot-bots/0

United StatesHIC North America 2019 July 19 https://listverse.com/2019/07/19/10-times-hackers-hacked-live-television/0

South AfricaUMC Sub-Saharan Africa2019 July 25 https://www.news24.com/SouthAfrica/News/most-city-power-it-systems-networks-restored-following-cyber-attack-201907250

United StatesHIC North America 2019 July 27 https://www.law360.com/articles/1182675/crypto-exchange-linked-to-mt-gox-hack-faces-100m-suit0

United StatesHIC North America 2019 August 8 https://www.bankinfosecurity.com/baldr-credential-stealing-malware-targets-gamers-a-128920

United KingdomHIC Europe & Central Asia2019 March 26 https://www.dailymail.co.uk/wires/ap/article-6814453/Ex-general-challenging-Israeli-PM-reels-hacking-scandal.html0

United StatesHIC North America 2019 September 9 https://insidebitcoins.com/news/the-gluepta-malware-can-now-manipulate-the-bitcoin-blockchain/2367620

United StatesHIC North America 2019 September 12 https://www.forbes.com/sites/daveywinder/2019/09/12/exclusive-spotify-pays-hackers-120000/0

United StatesHIC North America 2019 September 14 https://azdailysun.com/news/fusd-cyber-attack-highlights-risk-for-municipal-governments/article_5ced631b-7cf1-52d4-ad30-7ac039fb2150.html0

NetherlandsHIC Europe & Central Asia2019 October 2 https://www.telecompaper.com/news/84-of-uk-businesses-report-increased-cyber-attack-volume-study--13106160

United StatesHIC North America 2019 October 28 https://www.insurancebusinessmag.com/au/news/cyber/ransomware-big-game-hunting-takes-toll-on-insurers-189775.aspx0

Russia UMC Europe & Central Asia2017 January 3 http://www.defenseworld.net/news/18101/Three_Pakistani_Airport_Websites_Hacked_By_Indian_Hackers0

United StatesHIC North America 2017 January 11 http://wpjljr.com/secret-service-probing-potential-target-data-breach-usa-today/0

Singapore HIC East Asia & Pacific2017 January 16 http://digital.asiaone.com/digital/news/community-health-says-data-stolen-cyber-attack-china-00

United KingdomHIC Europe & Central Asia2017 February 3 https://arstechnica.co.uk/tech-policy/2017/02/cyber-attacks-government-infosec-inconsistent-chaotic-pac-committee/0

Israel HIC Middle East & North Africa2017 March 31 http://www.haaretz.com/israel-news/1.7806630

United StatesHIC North America 2017 May 1 http://www.pymnts.com/news/security-and-risk/2017/hackers-leveraged-swift-gaps-to-pull-off-heists-cybercrime-banks/0

United StatesHIC North America 2017 April 27 https://www.dailydot.com/layer8/amp-trading-firm-data-breach/0
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United StatesHIC North America 2022 January 15 https://knpr.org/npr/2022-01/hackers-disrupt-payroll-thousands-employers-including-hospitals0

United StatesHIC North America 2022 September 19 https://www.fingerlakes1.com/2022/09/19/keybank-mortgages-hit-by-data-breach-names-social-security-numbers-and-mortgage-account-information-hacked/0

United StatesHIC North America 2022 September 16 https://www.law360.com/articles/15308810

BangladeshLMC South Asia 2022 September 11 https://www.thedailystar.net/shout/news/bracu-registrars-email-hacked-send-warning-bcl-31169510

Brazil UMC Latin America & Caribbean2022 March 9 https://www.exchangewire.com/blog/2022/03/09/us-government-networks-breached-chinese-hackers-tiktoks-child-safety-lawsuit-go-ahead/0

United StatesHIC North America 2022 October 19 https://www.coinspeaker.com/bitkeep-1m-hack-bnb-chain/0

Australia HIC East Asia & Pacific2022 October 20 https://www.proactiveinvestors.com.au/companies/news/995908/five-at-five-au-asx-falls-on-job-numbers-tesla-s-earnings-and-lithium-stocks-medibank-back-in-trading-halt-after-cyber-hack-995908.html0

United StatesHIC North America 2022 April 21 https://americanfreepress.net/hackers-expose-u-s-false-flag-to-frame-syria/0

United StatesHIC North America 2022 December 2 https://www.techspot.com/news/96843-mozilla-microsoft-distrust-trustcor-certificates-due-suspicions-over.html0

United KingdomHIC Europe & Central Asia2022 December 6 https://www.techradar.com/news/open-source-linux-utility-is-being-hijacked-to-hack-devices0

BangladeshLMC South Asia 2019 February 23 https://www.clickittefaq.com/2-members-of-hacking-group-held/0

United StatesHIC North America 2022 April 30 https://tech.co/news/google-warning-phishing-scams0

United StatesHIC North America 2021 November 11 https://www.wqad.com/article/news/crime/moline-cyber-attack-federal-investigation/526-1493b9f7-d7c0-44a0-9825-21f1015997900

India LMC South Asia 2020 November 18 https://www.indiatoday.in/cities/bengaluru/story/bengaluru-police-nabs-cybercrime-mastermind-wanted-for-hacking-bitcoin-trade-and-more-1742041-2020-11-180

United StatesHIC North America 2019 January 12 http://freakonomics.com/podcast/jim-yong-kim-update/0

Australia HIC East Asia & Pacific2019 October 18 https://www.arnnet.com.au/article/667667/telstra-spoofed-500-gift-card-phishing-scam/0

United StatesHIC North America 2019 November 29 https://www.thegazette.com/subject/news/business/ingredion-to-deduct-wages-from-employee-paychecks-following-ransomware-attack-201911290

United StatesHIC North America 2019 December 6 https://www.sharonherald.com/news/sharon-city-school-district-listed-in-russian-hack-scheme/article_92eb833a-17d9-11ea-ad66-c71a67d12a24.html0

New ZealandHIC East Asia & Pacific2017 January 15 http://m.nzherald.co.nz/business/news/article.cfm?c_id=3&objectid=117811910

India LMC South Asia 2017 April 16 http://www.deccanchronicle.com/technology/in-other-news/160417/kaspersky-lab-finds-way-to-unlock-files-encrypted-with-cryptxxx-ransomware.html0

United StatesHIC North America 2017 July 7 http://www.newsbtc.com/2017/07/07/new-blockchain-info-phishing-email-threatens-bitcoin-users-around-world/0

United KingdomHIC Europe & Central Asia2017 November 20 http://www.theregister.co.uk/2017/11/20/kids_smartwatches_branded_secret_spyware_slapped_with_ban_in_germany/0

United StatesHIC North America 2017 June 16 https://www.law360.com/articles/934788 0

United KingdomHIC Europe & Central Asia2018 January 16 http://www.londonlovesbusiness.com/business-news/business/cyber-criminal-made-thousands-of-pounds-from-product-testing-kit-for-hackers/19459.article0

United KingdomHIC Europe & Central Asia2018 February 20 http://www.itpro.co.uk/data-breaches/30583/a-quarter-of-uk-councils-have-been-hacked0

India LMC South Asia 2018 January 28 http://www.huffingtonpost.in/2016/10/23/finance-ministry-asks-agencies-to-submit-report-on-debit-card-da_a_21589774/0

United KingdomHIC Europe & Central Asia2018 June 5 https://www.theregister.co.uk/2018/06/05/zip_slip_bug_archives/0

Canada HIC North America 2018 April 17 https://www.itbusiness.ca/news/new-facebook-data-breach-may-include-messages-of-48-million-users-house-of-commons-committee-told/1011640

China UMC East Asia & Pacific2018 April 18 https://www.mobileworldlive.com/asia/asia-news/thai-regulator-investigates-true-customer-data-breach/0

United StatesHIC North America 2018 April 23 https://www.chalkbeat.org/posts/tn/2018/04/23/tennessees-online-testing-system-was-hacked-and-it-has-happened-in-other-states-too/0

United StatesHIC North America 2018 May 4 https://www.crowdfundinsider.com/2018/05/132970-brit-hacker-convicted-700-000-of-bitcoin-seized-as-proceeds-of-cybercrime/0

United StatesHIC North America 2018 July 6 http://wireless.sys-con.com/node/826105 0

United StatesHIC North America 2018 October 30 https://betanews.com/2018/10/30/non-microsoft-exploits-rise/0

United StatesHIC North America 2018 September 13 http://www.darkreading.com/attacks-breaches/modular-malware-brings-stealthy-attacks-to-former-soviet-states/d/d-id/13328060

Australia HIC East Asia & Pacific2020 March 30 https://www.abc.net.au/news/2020-03-31/federal-court-in-protection-visa-data-breach-published-names/121025360

United StatesHIC North America 2020 April 21 https://www.wilx.com/content/news/MSU-says-data-breach-impacts-hundreds-569818441.html0

United KingdomHIC Europe & Central Asia2020 April 22 https://www.itpro.co.uk/security/data-breaches/355396/kinomap-data-breach-exposes-42-million-records0

United StatesHIC North America 2021 December 29 https://www.bignewsnetwork.com/news/272051785/paralyzed-probe-into-pegasus-hacking-scandal-blasted0

Ireland HIC Europe & Central Asia2020 August 17 https://www.radiokerry.ie/tusla-suffered-one-data-breach-kerry-last-year-half/0

United StatesHIC North America 2021 December 10 https://siliconangle.com/2021/12/09/cable-tv-provider-cox-communications-hit-data-breach/0

United StatesHIC North America 2020 December 8 https://www.cleveland.com/news/2020/12/cuyahoga-county-mistakenly-paid-hackers-instead-of-foster-care-provider-officials-say.html0

United StatesHIC North America 2020 December 12 https://www.wypr.org/post/olszewski-troubled-contact-made-bcps-hackers-without-consulting-police0

United StatesHIC North America 2021 March 19 https://gizmodo.com/u-s-indicts-21-year-old-accused-of-leaking-stolen-data-18465139860

United StatesHIC North America 2021 March 25 https://www.mdislander.com/maine-news/cops/island-police-police-investigate-possible-hacking-attempt0

India LMC South Asia 2021 October 30 https://www.thehindu.com/news/national/festive-deals-come-with-phishing-scams/article37258704.ece0

PhilippinesLMC East Asia & Pacific2021 October 26 https://www.philippinetimes.com/news/271581303/dole-cautions-public-vs-phishing-attempts0

Russia UMC Europe & Central Asia2022 September 2 https://www.cnews.ru/news/top/2022-09-02_hakery_dvazhdy_za_god_zashifrovali0

Israel HIC Middle East & North Africa2022 April 20 https://www.9tv.co.il/item/44317 0

Ukraine LMC Europe & Central Asia2022 April 15 https://zaxid.net/derzhspetszvyazku_poperedzhaye_pro_kiberataku_na_ukrayintsiv_dlya_vikradennya_bankivskih_danih_n15410430

Russia UMC Europe & Central Asia2022 October 10 https://www.securitylab.ru/news/534281.php0

Mexico UMC Latin America & Caribbean2022 April 29 http://gda.com/detalle-de-la-noticia/?article=47105980

Indonesia LMC East Asia & Pacific2022 January 20 https://www.republika.co.id/berita/r60k1p384/relawan-anies-sebut-ada-yang-meretas-wag-mileanies240

SwitzerlandHIC Europe & Central Asia2022 February 23 https://www.tagesanzeiger.ch/niemand-ist-sicher-vor-erpressern-1439185041100

Denmark HIC Europe & Central Asia2021 April 12 https://newsbreak.dk/halv-milliard-ramt-af-hack-tjek-om-du-er/0
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Czech RepublicHIC Europe & Central Asia2021 October 21 https://www.ceskenoviny.cz/zpravy/eru-prvni-energeticti-smejdi-se-snazi-zneuzit-ukonceni-dodavek-bohemia-energy/21065190

Czech RepublicHIC Europe & Central Asia2021 August 25 https://www.zive.cz/clanky/nova-phishingova-kampan-se-schovavala-za-kuryrni-sluzbu-ups--falesna-faktura-stahovala-malware/sc-3-a-211913/default.aspx0

Indonesia LMC East Asia & Pacific2021 March 17 https://teknologi.bisnis.com/read/20210317/84/1368981/tidak-hanya-akun-palsu-serangan-malware-juga-incar-perbankan0

Germany HIC Europe & Central Asia2021 October 19 https://www.ruhrnachrichten.de/nachrichten/hacker-angriff-legt-stadt-witten-komplett-lahm-zahlreiche-dienste-nicht-erreichbar-1685500.html0

South AfricaUMC Sub-Saharan Africa2017 May 4 http://allafrica.com/stories/201705040994.html[424654, 1155416, 425193, 423055, 424852, 438092]['Exploit Kits Surge Worldwide As RIG Makes List Of Most Wanted Malware In Africa', 'Cyber crime alert ! The rise and rise of exploit kits', 'Exploit Kits Surge Worldwide as Rig makes list of Most Wanted Malware in Africa', 'Rig makes SA most wanted malware list', 'Exploit Kits Surge Worldwide As Rig Makes List of Most Wanted Malware in Africa', 'Rig Makes List of ‘ Most Wanted ’ Malware in Africa']5

Russia UMC Europe & Central Asia2021 October 1 https://www.interfax.ru/russia/794722 0

India LMC South Asia 2020 January 17 https://divyamarathi.bhaskar.com/news/researchers-find-17-google-play-apps-that-bombard-users-with-battery-draining-ads-126540010.html0

Bulgaria UMC Europe & Central Asia2020 January 15 https://dnes.dir.bg/krimi/gdbop-predupredi-za-fishing-ataka-ot-imeto-na-kat-prashtat-fishove-s-virusi0

Macedonia 2020 July 24 https://vecer.mk/node/513317 0

Russia UMC Europe & Central Asia2020 February 2 https://chto-proishodit.ru/world/3475 0

South KoreaHIC East Asia & Pacific2020 January 22 https://news.mt.co.kr/mtview.php?no=2020012216570265419&type=2&sec=tech&pDepth2=Ttotal&MNI_T0

South KoreaHIC East Asia & Pacific2020 October 5 http://news.kmib.co.kr/article/view.asp?arcid=0015076501&code=61141311&sid1=eco0

Spain HIC Europe & Central Asia2019 July 18 https://www.elconfidencial.com/empresas/2019-07-18/naturgy-chantaje-robo-informacion-confidencial-ciberataque_2130979/0

Ukraine LMC Europe & Central Asia2019 January 29 https://izvestia.kiev.ua/item/show/114498 0

South KoreaHIC East Asia & Pacific2019 July 17 http://news.mt.co.kr/mtview.php?no=2019071713540275287&type=2&sec=tech&pDepth2=Ttotal&MNI_T0

Italy HIC Europe & Central Asia2019 December 13 https://www.ottopagine.it/sa/cronaca/202561/ruba-4-mila-euro-hackerando-un-sistema-informatico-denunciato.shtml0

NetherlandsHIC Europe & Central Asia2019 September 30 https://tweakers.net/nieuws/157958/ontwikkelaar-zet-hack-voor-nintendo-wii-mini-online.html0

Italy HIC Europe & Central Asia2019 November 22 https://tg24.sky.it/roma/2019/11/22/furto-dati-hacker-roma.html0

United StatesHIC North America 2018 June 13 https://www.fayerwayer.com/2018/06/hackearon-web-anaya-amlo/0

Germany HIC Europe & Central Asia2018 November 16 https://www.heise.de/newsticker/meldung/Fuerstenfeldbruck-Malware-legt-Klinikums-IT-komplett-lahm-4223573.html0

Ukraine LMC Europe & Central Asia2018 December 7 http://internetua.com/ukrainskii-prokuror-pomogaet-rossiiskoi-policii-naiti-hakera0

Germany HIC Europe & Central Asia2018 September 25 https://www.pcwelt.de/news/RWE-Webseite-durch-Hacker-Angriff-lahmgelegt-10456445.html0

Russia UMC Europe & Central Asia2018 January 19 https://ria.ru/world/20180119/1512956048.html0

Italy HIC Europe & Central Asia2018 June 5 https://www.tomshw.it/server-degli-hacker-credenziali-vulnerabili-bucato-947650

Russia UMC Europe & Central Asia2017 October 13 http://fedpress.ru/news/63/society/18742400

France HIC Europe & Central Asia2017 October 14 http://actu.meilleurmobile.com/abonnes-free-mobile-faites-attention-au-phishing_1634070

United KingdomHIC Europe & Central Asia2021 January 6 https://www.infosecurity-magazine.com:443/news/most-public-sector-victims-refuse/[3070516, 3070515]['Public sector better able to avoid ransomware pay - outs ', 'Most Public Sector Victims Refuse to Pay Ransomware Groups']1

Indonesia LMC East Asia & Pacific2017 May 27 http://www.harianjogja.com/baca/2017/05/27/berita-terpopuler-website-info-cpns-diretas-hingga-kesalahan-saat-puasa-8201160

India LMC South Asia 2017 November 15 http://www.anandabazar.com/national/get-rewarded-by-hacking-into-metro-airport-and-other-digital-networks-dgtl-1.7075720

Ukraine LMC Europe & Central Asia2017 May 15 https://focus.ua/world/372531/ 0

United StatesHIC North America 2017 February 16 https://japan.zdnet.com/article/35077922/0

Vietnam LMC East Asia & Pacific2017 June 28 http://baotintuc.vn/the-gioi/wikileaks-nsa-co-dinh-liu-toi-vu-tan-cong-mang-moi-nhat-20170628144835822.htm0

Ukraine LMC Europe & Central Asia2017 October 13 http://internetua.com/hakeri-vzlomali-serveri-pravitelstva-ssha-dlya-rassilki-vredonosnogo-po0

Ukraine LMC Europe & Central Asia2017 August 15 https://www.unian.ua/politics/2083434-ganebni-manevri-timoshenko-vidalila-sviy-raketniy-post-pro-kndr-a-jiji-partiya-zayavila-pro-hakerskiy-zlom.html0

Belgium HIC Europe & Central Asia2021 June 14 https://www.thebulletin.be/kbc-bank-ordered-refund-victims-online-phishing-fraud0

United StatesHIC North America 2022 July 28 https://www.forbes.com/sites/daveywinder/2022/07/28/microsoft-confirms-windows-users-targeted-by-0day-hack-attack/0

Japan HIC East Asia & Pacific2022 January 26 https://www.engadget.com/apples-ios-macos-tvos-homepod-updates-193538101.html0

Australia HIC East Asia & Pacific2022 January 27 https://www.itwire.com/security/twitter-appears-to-turn-blind-eye-to-hacked-materials-being-posted.html0

India LMC South Asia 2022 February 3 https://www.prokerala.com/news/articles/a1244253.html0

United StatesHIC North America 2022 September 21 https://www.detroitnews.com/story/news/local/wayne-county/2022/09/21/cyber-attack-forces-south-redford-schools-closure-second-straight-day/8070311001/0

Australia HIC East Asia & Pacific2022 March 24 https://www.sheppnews.com.au/world/seven-held-in-uk-over-okta-other-hacks-2/0

United StatesHIC North America 2022 October 31 https://www.jdsupra.com/legalnews/u-s-vision-inc-announces-data-breach-1577984/0

United KingdomHIC Europe & Central Asia2022 April 21 https://www.telegraph.co.uk/business/2022/04/21/reign-terror-hackers-hire-ramp-corporate-espionage/0

PhilippinesLMC East Asia & Pacific2022 April 25 https://business.inquirer.net/346442/phishing-attempts-in-ph-dropped-in-21-says-kaspersky0

United StatesHIC North America 2022 November 4 https://www.darkreading.com/threat-intelligence/romcom-malware-victims-wrapped-solarwinds-keepass0

United StatesHIC North America 2022 November 30 https://www.newyorker.com/news/news-desk/a-hacked-newsroom-brings-a-spyware-maker-to-us-court-pegasus0

United StatesHIC North America 2019 April 25 https://www.pcmag.com/article/367947/invisible-malware-is-here-and-your-security-software-cant-c0

United StatesHIC North America 2019 May 14 https://www.krqe.com/news/albuquerque-metro/students-allegedly-hacked-into-school-computer-system-delayed-testing/20004684130

United StatesHIC North America 2019 April 11 https://arstechnica.com/information-technology/2019/04/serious-flaws-leave-wpa3-vulnerable-to-hacks-that-steal-wi-fi-passwords/0

Australia HIC East Asia & Pacific2019 March 10 https://www.afr.com/real-estate/landmarkwhite-knew-of-it-weakness-in-2017-a-year-before-data-breach-20190308-h1c5vr0

United StatesHIC North America 2019 June 17 https://www.joc.com/trucking-logistics/ltl-trucking-logistics/duie-pyle/cyber-attack-hits-us-ltl-trucker-duie-pyle_20190617.html0

United StatesHIC North America 2020 December 11 https://www.paymentssource.com/opinion/remote-school-adds-another-wrinkle-to-data-breach-risk0

United StatesHIC North America 2019 February 7 https://www.marketwatch.com/press-release/marquette-management-provides-notice-of-email-phishing-incident-2019-02-070

United StatesHIC North America 2019 August 20 https://medium.com/futuresin/hong-kong-democracy-protests-show-china-state-media-hacking-twitter-6b6c9068ff770
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Australia HIC East Asia & Pacific2019 September 19 https://www.9news.com.au/national/bits-of-data-taken-when-parliament-hacked/17373853-431b-45f0-89c1-4b1e71ea998c0

United StatesHIC North America 2019 September 30 https://www.foxbusiness.com/technology/ransomware-attacks-cost-these-cities-millions0

Japan HIC East Asia & Pacific2019 October 22 https://www.zdnet.com/article/phishing-alert-this-fake-email-about-a-bank-payment-delivers-trojan-malware/0

United StatesHIC North America 2019 October 17 https://journalstar.com/business/investment/personal-finance/yahoo-data-breach-newborn-identity-theft-and-more-personal-finance/collection_c3af9d9c-5c9e-519a-85bf-64b1a0172e2e.html0

United StatesHIC North America 2019 December 4 https://arstechnica.com/information-technology/2019/12/crooks-host-payment-card-skimming-malware-on-heroku-cloud-platform/0

United KingdomHIC Europe & Central Asia2020 June 19 https://www.letemsvetemapplem.eu/2020/06/19/amazon-se-stal-tercem-nejintenzivnejsiho-hackerskeho-utoku-na-svete/[2563405, 2563397, 2564899]['Amazon : We repulsed the biggest cyber attack in history', 'Amazon spent three days fighting off the largest denial of service cyber attack ever recorded', 'Amazon has become the target of the most intense hacker attack in the world - Flight around the world by Apple']2

United StatesHIC North America 2017 March 3 http://www.bankinfosecurity.com/interviews/verizon-most-breaches-trace-to-phishing-social-engineering-i-35160

Egypt LMC Middle East & North Africa2017 April 2 http://www.filkhbr.com/maps/online-map-finder-malware0

United StatesHIC North America 2017 April 21 http://www.investopedia.com/news/5-biggest-credit-card-data-hacks-history/0

United StatesHIC North America 2017 May 22 http://healthitsecurity.com/news/49-of-orgs-report-file-sharing-data-breach-in-past-2-years0

United StatesHIC North America 2017 November 10 http://www.healthcareitnews.com/news/trojan-malware-steals-contacts-targeted-spear-phishing-attacks0

United StatesHIC North America 2017 April 19 http://healthitsecurity.com/news/va.-data-breach-legislation-update-accounts-for-payroll-data0

Australia HIC East Asia & Pacific2017 December 12 http://www.heraldsun.com.au/technology/australian-businesses-warned-as-unprecedented-cyber-attack-hits-europe/news-story/6de08ec001302fbe7a075a2e6b36318d?nk=e8da4fa63be8b5212b315aa634c9ceae-15130965010

Pakistan LMC South Asia 2017 December 19 https://www.dawn.com/news/1377585/gang-involved-in-hacking-into-iphone-accounts-busted-in-karachi0

Canada HIC North America 2017 May 15 http://globalnews.ca/news/3450827/microsoft-blames-us-govt-for-ransomware-attack/0

United StatesHIC North America 2017 December 23 http://www.myajc.com/news/state--regional-govt--politics/georgia-agriculture-website-finally-restored-after-malware-attack/PqV5X1QMaIFoPFx6zM5O2K/0

United KingdomHIC Europe & Central Asia2017 May 15 http://www.pinknews.co.uk/2017/05/15/dean-street-sexual-health-services-closed-until-further-notice-after-nhs-cyber-attack/0

United StatesHIC North America 2017 January 14 http://www.nwaonline.com/news/2017/jan/14/no-payoff-for-hackers-school-district-s/0

United StatesHIC North America 2018 February 15 http://www.liveinsurancenews.com/health-insurance-company-hit-by-data-breach/0

Israel HIC Middle East & North Africa2018 May 14 https://www.haaretz.com/israel-news/.premium-ituran-shuts-user-section-of-web-page-over-hacking-concerns-1.60786360

United StatesHIC North America 2018 July 11 https://www.scmagazine.com/crypto-scammers-posing-as-elon-musk-exploit-thai-cave-rescue-efforts/article/779859/0

United StatesHIC North America 2018 October 10 http://www.govtech.com/security/Hackers-Disabled-Campaign-Website-Lawmaker-Says.html0

United KingdomHIC Europe & Central Asia2018 October 12 https://www.bbc.co.uk/news/uk-scotland-458429470

United KingdomHIC Europe & Central Asia2018 October 15 http://www.itpro.co.uk/cyber-attacks/32115/cyber-attacks-on-businesses-surge-by-55-warns-malwarebytes0

United KingdomHIC Europe & Central Asia2018 September 7 https://www.gazettelive.co.uk/news/teesside-news/fired-worker-hacked-former-employers-151252590

Malta HIC Middle East & North Africa2018 December 12 https://www.timesofmalta.com/articles/view/20181212/local/no-details-on-data-hack-impact.6965090

United StatesHIC North America 2020 July 14 https://www.scmagazine.com/home/security-news/revengeful-hacker-leaks-database-info-after-researcher-threatens-to-reveal-identities/0

United KingdomHIC Europe & Central Asia2020 March 25 https://www.infosecurity-magazine.com:443/news/cincinnati-firm-faces-5m-data/0

United StatesHIC North America 2021 December 29 https://news.yahoo.com/polygon-discloses-patched-exploit-put-215842842.html0

United KingdomHIC Europe & Central Asia2021 December 24 https://www.techradar.com/news/apple-patches-nasty-macos-bug-that-makes-security-protections-redundant0

PhilippinesLMC East Asia & Pacific2021 December 14 https://www.rappler.com/business/bangko-sentral-bdo-still-uncertain-how-much-hackers-got/0

Japan HIC East Asia & Pacific2020 November 17 https://www.zdnet.com/article/cryptocurrency-exchange-dangles-bug-bounty-carrot-to-hacker-who-stole-2-million/0

United StatesHIC North America 2021 February 16 https://www.sanfordherald.com/news/chatham-county-recovers-from-cyber-attack/article_dd11664c-e48b-5fbf-a68b-1a74de356d3f.html0

United Arab EmiratesHIC Middle East & North Africa2020 May 6 https://wam.ae/ar/details/1395302841008[4200657, 4200951, 4200954]['43,000 cyber attacks targeted the UAE in April', 'Preventing about 43,000 cyber attacks on the UAE during April', 'Emirates News Agency - Communications Authority: Preventing about 43,000 cyber attacks during the month of April']2

United StatesHIC North America 2021 February 3 https://www.bankinfosecurity.com/wind-river-systems-investigating-possible-data-breach-a-159170

India LMC South Asia 2021 November 2 https://economictimes.indiatimes.com/news/india/24-year-old-arrested-after-renting-300-bank-accounts-to-the-phishing-capital-of-india/articleshow/87483446.cms0

United StatesHIC North America 2021 March 23 https://www.technewsworld.com/story/hardware/87030.html0

United StatesHIC North America 2021 November 8 https://www.law360.com/insurance/articles/1438664/med-billing-co-s-ransomware-attack-coverage-suit-revived0

South KoreaHIC East Asia & Pacific2022 April 26 https://www.anewsa.com/./detail.php?number=26133900

Hungary HIC Europe & Central Asia2022 December 17 https://444.hu/2022/12/17/egy-15-eves-es-egy-13-eves-fiunal-tartott-hazkutatast-a-rendorseg-a-kreta-rendszer-feltorese-miatt0

United StatesHIC North America 2022 June 2 https://www.teletica.com/nacional/contribuyentes-temen-sanciones-y-cobros-dobles-tras-el-hackeo-en-hacienda_3126380

Russia UMC Europe & Central Asia2022 January 28 https://tass.ru/ekonomika/13551959 0

Russia UMC Europe & Central Asia2022 November 28 https://info.sibnet.ru/article/629993/ 0

Czech RepublicHIC Europe & Central Asia2021 May 5 https://channelworld.cz/analyzy/eset-za-polovinou-dubnovych-utoku-v-ceske-republice-stal-spyware-263800

Colombia UMC Latin America & Caribbean2021 June 1 https://www.eltiempo.com/colombia/santander/giron-candidato-a-la-alcaldia-de-denuncia-hackeo-de-cuentas-5927570

Russia UMC Europe & Central Asia2021 September 29 https://fr.sputniknews.com/20210929/sept-personnes-arretees-apres-le-piratage-de-milliers-de-pass-sanitaires-1051920632.html0

Chile HIC Latin America & Caribbean2020 February 7 http://www.chilecomparte.cl/foros/topic/2796254-%C2%A1cuidado-este-driver-apaga-tu-antivirus-e-instala-ransomware-en-windows/0

LuxembourgHIC Europe & Central Asia2020 July 6 https://www.tageblatt.lu/?post_type=post&p=8289260

Italy HIC Europe & Central Asia2020 July 14 http://www.guidaviaggi.it/notizie/203765/hackeraggio-all-enac0

France HIC Europe & Central Asia2020 June 26 https://www.android-mt.com/news/malware-android-desinstallez-durgence-ces-47-jeux-de-votre-smartphone/103015/0

Russia UMC Europe & Central Asia2020 April 21 https://riafan.ru/1269846-khakery-vzlomali-odin-iz-saitov-vsu0

Argentina UMC Latin America & Caribbean2020 November 27 https://tn.com.ar/tecno/2020/11/27/ataque-hacker-a-vialidad-nacional-amenazan-con-publicar-informacion-si-no-se-paga-un-rescate/0

France HIC Europe & Central Asia2020 August 20 https://www.lemondeinformatique.fr/actualites/lire-sk-hynix-tombe-dans-les-griffes-du-ransomware-maze-80093.html0

Ukraine LMC Europe & Central Asia2018 July 18 http://internetua.com/v-brazilii-zaderjali-hakerov-za-vzlom-smartfonov-soratnikov-prezidenta[1838861, 1838862, 1838853]["Hackers who hacked the smartphones of the president's associates were detained in Brazil", 'Brazil detains hackers who hacked smartphones of presidential associates', 'Hackers arrested in Brazil for hacking smartphones of presidential associates']2

Japan HIC East Asia & Pacific2019 September 4 https://ascii.jp/elem/000/001/927/1927876/0
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https://www.freepressjournal.in/mumbai/mumbai-cops-on-lookout-for-hacker-who-demanded-bitcoin-extortion-from-worli-company
https://www.ktvb.com/article/news/local/valley-regional-transit-cyber-attack-against-vrt-put-personal-information-at-risk-ransomware/277-08c36381-d096-40d5-82b7-98460bcd70bc
https://www.nola.com/news/business/article_fcd59b4c-384b-11ed-951a-47de7b33d9f3.html
https://www.techradar.com/news/major-e-cigarette-store-hacked-to-steal-credit-card-details
https://healthitsecurity.com/news/alabama-womens-health-center-suffers-data-breach-34k-impacted
https://www.capradio.org/news/npr/story?storyid=1121682138
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https://www.dailymail.co.uk/news/article-7266693/Metropolitan-Police-email-hacked-late-night-cyber-attack.html
http://wlds.com/news/pritzkers-office-confirms-pua-unemployment-site-had-data-breach/
https://thefrontierpost.com/marriott-says-fewer-customers-were-affected-by-massive-data-breach-than-originally-feared/
https://www.wvnstv.com/news/education/brooke-county-superintendent-under-fire-from-board-s-vp-for-alleged-data-breach/1722532557
https://kstp.com/news/man-charged-in-connection-to-wright-county-data-breach/5229266/?cat=12196
https://threatpost.com/funkybot-malware-intercepts-android-texts-2fa-codes/148059/
https://www.theregister.co.uk/2019/10/18/sextortion_malware_spam_eset_research/
https://www.theboltonnews.co.uk/news/18066924.bolton-pupils-personal-details-found-data-breach-fears/
https://www.cityam.com/bbc-data-breach-leak-reveals-names-of-120-women-in-equal-pay-dispute/
https://securityboulevard.com/2019/12/marketing-agency-temporarily-halts-operations-after-ransomware-attack/
https://www.harwichandmanningtreestandard.co.uk/news/north_essex_news/19040345.lawford-teenager-hacks-thousands-employees-computers/
https://www.reuters.com/article/products-fiat/auto-industry-groups-urge-scotus-to-toss-fiat-hacking-lawsuits-idUSL2N1XD1MS
https://sg.news.yahoo.com/today-top-tech-news-march-20-burger-king-102416359.html
https://www.mpamag.com/news/sec-probing-first-american-data-breach--report-175584.aspx
https://www.theregister.co.uk/2017/01/27/extradition_fight_over_linkedin_hack_suspect/
http://www.leinsterleader.ie/news/news/256317/kildare-gardai-issue-warning-afterspate-of-phishing-incidents.html
http://www.defenseone.com/ideas/2017/06/hackers-target-municipal-emergency-services-mischief-money-and-more/138932/
http://khqa.com/news/state/malware-virus-detected-at-illinois-dept-of-veterans-affairs


Russia UMC Europe & Central Asia2017 July 25 https://toinformistoinfluence.com/2017/07/25/briton-admits-to-router-hack-that-ddosed-deutsche-telekom/0

United StatesHIC North America 2017 September 6 http://www.nextgov.com/cybersecurity/2017/09/researchers-just-discovered-bug-has-made-fortune-100-companies-vulnerable-simple-hacks-2008/140761/0

United KingdomHIC Europe & Central Asia2017 August 17 http://www.islingtongazette.co.uk:80/news/politics/islington-council-fined-for-huge-data-breach-costing-taxpayer-56k-1-51532480

United StatesHIC North America 2017 October 31 http://www.metrocorpcounsel.com/articles/35134/insurers-face-monumental-cybersecurity-challenges-hackers-enticed-troves-highly-sensi0

South AfricaUMC Sub-Saharan Africa2017 November 10 https://www.iol.co.za/business-report/exclusive-nielsen-robbery-sparks-data-breach-scare-119503670

United StatesHIC North America 2017 November 8 https://www.law360.com/articles/982926 0

United StatesHIC North America 2017 November 28 http://www.ibtimes.com/delete-facebook-photos-exploit-allowed-attacker-delete-photos-uploaded-others-26203210

United StatesHIC North America 2017 April 18 http://www.jdsupra.com/legalnews/data-breach-risks-for-401-k-and-29546/0

United StatesHIC North America 2017 June 1 http://brazilbusiness.einnews.com/article/384276637/live0

United StatesHIC North America 2017 June 29 http://www.4-traders.com/WPP-GROUP-12281876/news/WPP-PLC-WPP-Statement-re-Malware-Attack-24675858/0

United StatesHIC North America 2017 September 29 http://wccftech.com/hacker-63000-hijacking-computers-monero/0

Australia HIC East Asia & Pacific2018 February 21 https://www.gizmodo.com.au/2018/02/house-democrats-join-everyone-else-in-letting-equifax-off-easy-for-catastrophic-hack/0

United StatesHIC North America 2018 March 5 http://www.nextgov.com/cybersecurity/2018/03/hackers-figured-out-way-demand-ransom-without-sending-email/146408/0

United StatesHIC North America 2018 March 27 https://www.forbes.com/sites/christopherskroupa/2018/03/27/increased-hacker-attacks-on-active-directory/0

United StatesHIC North America 2018 March 29 http://fox43.com/2018/03/29/state-senator-proposes-pennsylvania-commission-to-defend-against-municipal-cyber-attacks/0

United StatesHIC North America 2018 March 30 http://www.TucsonNewsNow.com/story/37844011/tep-phishing-scam-has-near-victim-warning-others0

United StatesHIC North America 2018 August 3 https://www.forbes.com/sites/billhardekopf/2018/08/03/this-week-in-credit-card-news-some-kroger-stores-ban-visa-cards-the-trust-lost-after-a-data-breach/0

United StatesHIC North America 2018 August 5 http://www.watertowndailytimes.com/national/after-hack-back-to-click-clack-201808050

United StatesHIC North America 2018 November 9 https://abc11.com/hackers-target-burlington-police-chiefs-email-to-steal-information/4648753/0

Japan HIC East Asia & Pacific2018 September 11 https://www.zdnet.com/article/new-father-of-zeus-kronos-malware-variant-exploits-office-bug-to-hijack-your-bank-account/0

United StatesHIC North America 2018 December 5 https://www.highlandernews.org/34279/ucr-researchers-uncover-new-hacking-methods-steal-personal-information/0

United StatesHIC North America 2020 June 9 https://www.govinfosecurity.com/us-energy-utilities-targeted-by-flowcloud-malware-a-144050

South KoreaHIC East Asia & Pacific2022 July 17 https://news.kmib.co.kr/article/view.asp?arcid=0017284853&code=61121111&sid1=soc[3722246, 3716267, 3716264, 3716265, 3716266]['The Seoul Central District Prosecutor’s Office called personally~ A voice phishing anecdote revealed by Kim Jun-hee', 'Are you upset? 2.5 billion voice phishing every day... Exceeded 300 billion this year', 'Voice phishing damage of 50 billion won per month … Rapid increase in 010 number masquerading methods - Kookmin Ilbo', 'In the first half of this year, 12,401 voice phishing cases occurred… Monthly Average Damage 51.1 Billion Won', '2.5 billion was stolen a day... Victims of voice phishing victims']4

India LMC South Asia 2020 June 8 https://www.timesnownews.com/india/article/leaked-through-phishing-sites-put-for-sale-police-confirms-2-91-crores-indians-data-leaked-on-dark-web/6034350

United StatesHIC North America 2020 August 22 https://www.law360.com/articles/13034790

India LMC South Asia 2021 August 3 https://www.tribuneindia.com/news/nation/hit-by-spyware-five-more-scribes-move-apex-court-2921270

United Arab EmiratesHIC Middle East & North Africa2020 November 19 https://www.itp.net/94736-trend-micro-blocks-a-staggering-569-million-cyber-attacks-in-h1-20200

United StatesHIC North America 2020 November 23 https://www.natlawreview.com/article/denied-federal-court-allows-claims-to-proceed-concerning-wide-scale-data-breach0

United StatesHIC North America 2020 December 18 https://www.law360.com/articles/13390590

United StatesHIC North America 2021 August 9 https://www.ecommercetimes.com/story/hot-topics/87188.html0

Russia UMC Europe & Central Asia2021 August 16 https://www.bleepingcomputer.com/news/security/hackers-behind-iranian-wiper-attacks-linked-to-syrian-breaches/0

United KingdomHIC Europe & Central Asia2021 October 15 https://www.dailystar.co.uk/tech/brits-fleeced-out-204-million-252234350

Brazil UMC Latin America & Caribbean2022 March 16 https://canaltech.com.br/seguranca/computador-de-ministro-da-russia-e-invadido-em-questao-de-segundos-211637/0

Russia UMC Europe & Central Asia2022 October 10 https://www.securitylab.ru/news/534300.php0

Mexico UMC Latin America & Caribbean2022 October 7 https://www.yucatan.com.mx/mexico/2022/10/6/hackeo-sedena-viajes-de-familiares-de-amlo-al-extranjero-con-escolta-militar-352346.html0

China UMC East Asia & Pacific2022 April 13 https://www.ixbt.com/news/2022/04/13/anonymous-vzlomali-rpc-i-raskritikovali-patriarha-kirilla-takzhe-hakery-slili-milliony-pisem.html0

South KoreaHIC East Asia & Pacific2022 March 4 https://zdnet.co.kr/view/?no=202203041142460

Pakistan LMC South Asia 2022 August 16 https://jang.com.pk/news/1124468 0

France HIC Europe & Central Asia2022 July 28 https://www.numerama.com/cyberguerre/1053584-votre-colis-a-ete-envoye-ce-sms-est-un-piege-concu-par-des-hackers-chinois.html0

France HIC Europe & Central Asia2022 July 7 https://www.phonandroid.com/mon-espace-sante-attention-a-cette-campagne-de-phishing-qui-vous-incite-a-creer-votre-compte.html0

Russia UMC Europe & Central Asia2022 June 27 https://www.securitylab.ru/news/532515.php0

Lebanon UMC Middle East & North Africa2022 April 4 https://www.annahar.com/arabic/section/4-%D8%B9%D9%84%D9%88%D9%85-%D8%AA%D9%83%D9%86%D9%88%D9%84%D9%88%D8%AC%D9%8A%D8%A7/030420220825517780

Belgium HIC Europe & Central Asia2021 June 30 https://www.rtbf.be/info/regions/liege/detail_malgre-le-piratage-les-agents-de-la-ville-de-liege-ont-ete-payes?id=107952380

Romania UMC Europe & Central Asia2021 July 28 https://www.stiripesurse.ro/trei-sferturi-dintre-atacurile-malware-detectate-au-fost-livrate-prin-e-mail-in-primul-semestru-al_1917349.html0

Spain HIC Europe & Central Asia2021 June 13 https://cincodias.elpais.com/cincodias/2021/06/13/companias/1623581161_555066.html0

France HIC Europe & Central Asia2021 November 22 https://www.radins.com/service/telephone-internet/actualites/phishing-les-utilisateurs-de-smartphones-particulierement-exposes/327510

Indonesia LMC East Asia & Pacific2021 June 10 https://megapolitan.okezone.com/read/2021/06/10/338/2423107/server-diretas-disdukcapil-kota-bogor-alihkan-pelayanan-jadi-manual0

Argentina UMC Latin America & Caribbean2021 June 16 http://www.tucumanoticias.com.ar/noticia/policiales/alertan-sobre-un-ataque-cibernetico-a-traves-de-supuesto-sorteo-de-mercado-libre-226120.html0

France HIC Europe & Central Asia2020 September 15 https://www.20minutes.fr/high-tech/2862427-20200915-phishing-hackers-tentent-faire-passer-police-nationale-fautes-orthographe0

Indonesia LMC East Asia & Pacific2020 July 7 https://lampung.tribunnews.com/2020/07/07/peretas-1309-situs-pemerintah-swasta-ternyata-pria-di-sleman0

Mexico UMC Latin America & Caribbean2020 June 10 https://planoinformativo.com/737304/suprema-corte-sufre-ataques-ciberneticos0

United StatesHIC North America 2020 May 6 https://www.crhoy.com/tecnologia/hackers-lanzan-nueva-amenaza-al-bcr-y-publican-supuesta-informacion-confidencial/0

France HIC Europe & Central Asia2020 September 27 https://securite.developpez.com/actu/309156/Etats-Unis-des-images-permettant-de-reconnaitre-des-voyageurs-ont-ete-piratees-puis-publiees-sur-le-Dark-Web-le-pays-en-est-conscient-et-l-admet/0

Belarus UMC Europe & Central Asia2020 June 12 https://vb.by/society/incidents/kiberprestupnik_iz_bresta.html0

France HIC Europe & Central Asia2019 July 11 https://www.phonandroid.com/spams-3-millions-de-pourriels-sont-envoyes-chaque-seconde.html0
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United StatesHIC North America 2019 April 30 http://www.msn.com/it-it/notizie/tecnologiaescienza/bitdefender-e-la-scoperta-del-malware-scranos-manda-in-tilt-i-sistemi-operativi/ar-AAAJFP30

Panama UMC Latin America & Caribbean2019 May 15 http://laestrella.com.pa/panama/nacional/autoridades-desmienten-hackeo-datos/241209510

Belgium HIC Europe & Central Asia2019 March 18 https://datanews.levif.be/ict/actualite/le-ccb-a-bloque-quasiment-1-500-sites-web-de-phishing/article-news-1108251.html0

Spain HIC Europe & Central Asia2019 December 4 https://elpais.com/ccaa/2019/12/03/catalunya/1575399395_170646.html0

Sweden HIC Europe & Central Asia2019 February 28 https://www.allehanda.se/artikel/solleftea-kommun/skickade-bilder-pa-patients-journal-dataintrang-polisanmalt0

Croatia HIC Europe & Central Asia2019 April 7 https://www.vecernji.hr/vijesti/cyber-policajci-love-i-ucenike-hakere-koji-na-e-dnevniku-mijenjaju-ocjene-13116070

Finland HIC Europe & Central Asia2019 May 29 https://www.tivi.fi/uutiset/noitavainoa-2000-hakkerihyokkaysta-ja-nolo-tietovuoto/3c49345c-cbb1-49a1-86c6-e5789e17c1520

KyrgyzstanLMC Europe & Central Asia2019 December 17 https://knews.kg/2019/12/17/voznikli-problemy-v-rabote-sajta-factcheck-kg-vozmozhno-vzlom-ili-hakerskaya-ataka/0

Turkey UMC Europe & Central Asia2019 July 5 https://www.ensonhaber.com/androiddeki-iki-fotograf-uygulamasinda-zararli-yazilim-bulundu.html0

United StatesHIC North America 2019 November 4 http://globedia.com/brecha-datos-masiva-colombia0

China UMC East Asia & Pacific2019 April 30 http://www.bjd.com.cn/./zc/btt/201904/30/t20190430_11100614.html[4021447, 4021448]['Beijing Police Arrested 1,200 Hacker Suspects Last Year_Dayan.com Beijing Station _ Tencent.com', 'Police arrested 1,200 hacking suspects last year']1

Russia UMC Europe & Central Asia2018 July 20 https://xakep.ru/2018/07/20/diqee-360/ 0

Russia UMC Europe & Central Asia2018 November 24 https://de.sputniknews.com/panorama/20181124323074156-penis-statt-portrait-unbekannter-hackt-trumps-wikipedia-seite/0

United StatesHIC North America 2018 September 28 http://globedia.com/hackers-atacan-port-barcelona0

South KoreaHIC East Asia & Pacific2018 February 2 http://news.joins.com/article/22339443 0

Denmark HIC Europe & Central Asia2018 July 27 https://finans.dk/erhverv/ECE10771774/maerskkonkurrent-er-ramt-af-toemmermaend-efter-hackerangreb/0

Ukraine LMC Europe & Central Asia2018 June 15 https://vesti-ukr.com/strana/292559-nikopolskij-sud-soobshchil-o-rassmotrenii-dela-o-rasprostranenii-virusa-petya0

Turkey UMC Europe & Central Asia2018 October 10 https://www.technopat.net/2018/10/10/zararli-yazilim-gelistirenlere-letonyadan-kritik-ceza/0

China UMC East Asia & Pacific2018 December 15 http://it.people.com.cn/n1/2018/1215/c1009-30469050.html0

Sweden HIC Europe & Central Asia2017 October 3 http://norran.se/nyheter/dataintrang-hos-foretag-med-myndighetsuppdrag-9015010

Germany HIC Europe & Central Asia2017 June 24 http://www.braunschweiger-zeitung.de/verbraucher/article211018385/Passwort-angezeigt-Kunde-hackt-sich-ins-Rewe-System.html0
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South KoreaHIC East Asia & Pacific2021 December 5 https://news.mt.co.kr/mtview.php?no=2021120518110733930&type=2&sec=society&pDepth2=Stotal&MSC_T0
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United KingdomHIC Europe & Central Asia2017 October 9 https://www.theguardian.com/business/2017/oct/09/news-group-hacking-admission-relevant-to-sky-inquiry-says-tom-watson0

United StatesHIC North America 2017 November 9 http://www.oregonlive.com/silicon-forest/index.ssf/2017/11/spirit_one_faces_lawsuit_over.html0

United StatesHIC North America 2017 October 21 https://whoradio.iheart.com/content/2017-10-20-email-phishing-scheme-exposes-800-iowans-info/0

Australia HIC East Asia & Pacific2017 December 15 https://www.coffscoastadvocate.com.au/news/hacked-cr-arkans-identity-used-in-phishing-scam/3291431/0

United StatesHIC North America 2018 March 3 http://comicbook.com/gaming/2018/03/03/pubg-blue-circle-hack-battle-royale/0

China UMC East Asia & Pacific2018 March 14 http://www.conventuslaw.com/report/data-breach-notification-rules-take-effect-in/0

United StatesHIC North America 2018 June 14 https://healthitsecurity.com/news/rise-ransomware-attack-puts-3731-patients-at-risk0

Japan HIC East Asia & Pacific2018 July 19 https://www.zdnet.com/article/banking-malware-finds-new-life-spreading-data-stealing-trojan/0

India LMC South Asia 2018 July 30 https://www.business-standard.com/article/pti-stories/fine-up-to-4-of-erring-firms-turnover-jail-term-proposed-for-data-breach-118073001143_1.html0

United StatesHIC North America 2018 October 23 https://www.northernvirginiamag.com/culture/news/2018/10/23/round-hill-bringing-in-outside-help-to-assist-with-data-breach-potomac-nationals-stadium-on-agenda-for-fredericksburg-hearing/0

United Arab EmiratesHIC Middle East & North Africa2018 August 10 http://www.itp.net/617737-manufacturing-sector-seeing-increased-hacker-snooping0

Japan HIC East Asia & Pacific2018 September 6 https://www.engadget.com/2015/01/20/sony-pictures-fell-to-zero-day-flaw/0

United StatesHIC North America 2018 December 6 http://humanitariannews.org/20181206/microsoft-trending-apple-trending-down-plus-marriott-data-breach0

United StatesHIC North America 2020 January 4 https://www.sentinelsource.com/life_and_style/books/the-ruthless-russian-hacking-unit-that-attempted-to-crash-ukraine/article_d7508e74-fca6-52ff-9195-315047e58e95.html0

Russia UMC Europe & Central Asia2020 February 17 https://www.defenseworld.net/news/26363/Israeli_Cyber_surveillance_Firm_NSO_Buys_Drone_Hacking_Company_Convexum0

United StatesHIC North America 2020 March 25 https://wccftech.com/windows-7-remote-code-execution-bugs-are-under-active-exploit/0

Australia HIC East Asia & Pacific2020 July 31 https://www.arnnet.com.au/article/681811/fall-reported-malicious-attacks-sees-data-breach-notifications-drop/0

India LMC South Asia 2021 January 27 https://www.prokerala.com/news/articles/a1125039.html0

United StatesHIC North America 2021 January 12 https://www.slashgear.com/ubiquiti-iot-device-owners-urged-to-enable-2fa-after-data-breach-11654559/0

United StatesHIC North America 2020 November 25 https://www.bcrnews.com/2020/11/24/illinois-valley-community-college-sends-letter-warning-of-data-breach/a65oecs/0

United KingdomHIC Europe & Central Asia2020 December 16 https://www.bbc.co.uk/news/technology-553371920

United KingdomHIC Europe & Central Asia2021 February 2 https://www.itpro.co.uk/network-internet/vmware/358500/hackers-encrypt-virtual-hard-disks-using-two-vmware-esxi0

United StatesHIC North America 2021 November 1 https://lawstreetmedia.com/news/health/humana-sued-after-data-breach-exposes-personal-health-information/0

South KoreaHIC East Asia & Pacific2022 February 3 http://newsway.co.kr/news/view?ud=20220203163735574460

Russia UMC Europe & Central Asia2022 September 26 https://www.cnews.ru/news/top/2022-08-19_apple_zalatala_dyry_v_ios_i_ipados0

South KoreaHIC East Asia & Pacific2022 December 26 https://news.mt.co.kr/mtview.php?no=2022122617002574004&MS2_T0

Turkey UMC Europe & Central Asia2019 January 18 http://www.milliyet.com.tr/bakanligin-sistemine-girip-gundem-2813667/[4292029, 4292025, 4292027, 4292026, 4292021, 4292028, 4292031, 4293663, 4291733, 4292024, 4292022, 4292030, 4292023]['Student Who Hacked MEBin System Released - Kayapınar district of Diyarbakır province', "High school student who hacked MEB's system - How to reduce absenteeism? How to increase school grade", 'Student Who Hacked MEBin System Released', 'High school student who hacked MEBin Grading System Detained', 'Turkish high school student detained for hacking national school system', 'Student who hacked MEBin Grading System Detained', 'The student who hacked the MEBin system changed his grades - NEWS', 'A Turkish schoolboy hacked the national system to change his grades', 'The student who hacked the MEBin system changed his grades', 'The student who hacked the system confused the school ... Flash detention decision', 'THE STUDENT HACKING THE SYSTEM MIXED THE SCHOOL!', 'The student who hacked the MEBin system changed his grades!', 'The student who hacked the MEBin system changed his grades']12

Venezuela Latin America & Caribbean2022 May 3 https://www.aporrea.org/contraloria/a312087.html0

United StatesHIC North America 2022 April 29 https://www.crhoy.com/economia/ante-hackeo-en-hacienda-esta-sera-la-forma-de-gestionar-la-exencion-de-impuestos/0

Turkey UMC Europe & Central Asia2022 April 25 https://www.webtekno.com/gbwhatsapp-kritik-uyari-h123108.html0

KazakhstanUMC Europe & Central Asia2021 February 16 https://www.inform.kz/ru/vzlomana-li-sistema-kundelik_a37538430

France HIC Europe & Central Asia2021 February 11 https://www.lemondeinformatique.fr/actualites/lire-confusion-de-dependance-un-hack-ebranle-les-si-de-microsoft-apple-ou-netflix-81935.html0

Italy HIC Europe & Central Asia2021 January 6 https://www.studiocataldi.it/articoli/40758-violazione-privacy-il-nuovo-servizio-online-quotdata-breach-quot.asp0

Israel HIC Middle East & North Africa2021 February 10 https://tech.walla.co.il/item/3417257 0

France HIC Europe & Central Asia2021 September 17 https://podcasts.futura-sciences.com/futura-fil-de-science/202109171229-14-millions-de-dossiers-medicaux-pirates-fds-41.html0

Romania UMC Europe & Central Asia2021 April 24 https://www.stiripesurse.ro/hacker-troian-ransomware-atac_1755253.html0

Russia UMC Europe & Central Asia2021 June 7 https://govoritmoskva.ru/news/276243/ 0

Indonesia LMC East Asia & Pacific2020 July 20 https://nasional.sindonews.com/read/107350/12/website-kerap-diretas-komisi-ii-sarankan-kpu-gandeng-bssn-15952432400
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Indonesia LMC East Asia & Pacific2020 April 5 https://techno.okezone.com/read/2020/04/05/207/2194322/malware-corona-mampu-mencuri-dan-menghapus-data-hard-drive0

Mexico UMC Latin America & Caribbean2020 January 29 https://www.diariocambio.com.mx/2019/zoon-politikon/item/47801-hackean-cuenta-del-congreso-de-puebla-y-se-encuentra-suspendida0

Peru UMC Latin America & Caribbean2020 August 28 http://www.chimbotenlinea.com/locales/27/08/2020/claro-alerta-en-ancash-sobre-el-phishing-modalidad-de-estafa-virtual0

Senegal LMC Sub-Saharan Africa2020 October 31 https://www.socialnetlink.org/2020/10/31/macos-un-malware-dissimule-dans-une-image/0

Dominican RepublicUMC Latin America & Caribbean2020 February 18 https://hoy.com.do/apresan-jefe-avanzada-luis-abinader-lo-ligan-a-hackeo-jce/0

France HIC Europe & Central Asia2020 July 17 https://www.lemondeinformatique.fr/actualites/lire-telex-orange-business-solutions-pirate-google-lance-shoploop-arm-monte-ses-prix-79768.html0

LuxembourgHIC Europe & Central Asia2020 January 23 https://5minutes.rtl.lu/actu/luxembourg/a/1460534.html0

Brazil UMC Latin America & Caribbean2020 June 2 https://g1.globo.com/df/distrito-federal/noticia/2020/06/02/suspeitos-de-hackear-sistema-do-detran-e-vender-carros-furtados-sao-presos-no-df-e-entorno.ghtml0

Spain HIC Europe & Central Asia2020 November 10 https://www.diariodeburgos.es/Noticia/ZF1960947-D4CA-7ADB-0009B40EFFECE2AD/202011/Hackean-el-correo-electronico-del-Ayuntamiento0

Thailand UMC East Asia & Pacific2019 February 19 http://www.bangkokbiznews.com/blog/detail/6466240

Indonesia LMC East Asia & Pacific2019 July 31 https://jateng.tribunnews.com/2019/07/31/siswa-smk-retas-akun-grup-facebook-berpengikut-ribuandari-jawa-dan-makassar[4634410, 4634411, 4631141, 4634409]["Vocational School Students Hacking and Trading Facebook Accounts from Makassar and Java, Here's the Confession", 'Vocational School Students Hacking and Trading Facebook Accounts from Makassar and Java', 'High School Students Hack Facebook Groups with Thousands of Members, Then Sell Them: Okezone News', 'SMK Students Hack Facebook Group Accounts with Thousands of Followers from Java and Makassar']3

Indonesia LMC East Asia & Pacific2019 December 28 https://tekno.kompas.com/read/2019/12/28/08030087/hacker-bobol-sistem-keamanan-verifikasi-dua-langkah-di-10-negara0

Bulgaria UMC Europe & Central Asia2019 August 15 https://www.investor.bg/bulgaria-on-air/462/a/hakerskite-ataki-veche-uslugi-287619/0

Bulgaria UMC Europe & Central Asia2019 December 27 https://dnes.dir.bg/comments/osadiha-balgarin-v-sasht-chlenuval-v-hakerska-banda0

India LMC South Asia 2019 May 29 https://naidunia.jagran.com/gujarat-network-problem-can-be-symptom-of-hacking-a-racket-busted-by-the-cyber-cell-in-gujarat-29749750

Canada HIC North America 2019 December 6 https://lelacstjean.com/actualite/piratage-informatique-une-entreprise-almatoise-a-du-verser-une-rancon-pour-recuperer-ses-donnees/0

France HIC Europe & Central Asia2019 January 21 https://actu.fr/societe/phishing-non-groupe-carrefour-ne-distribue-pas-bons-dachat-250-euros_20959933.html0

Czech RepublicHIC Europe & Central Asia2019 April 2 https://zpravy.aktualne.cz/domaci/realna-fikce-hackeri-utoci-zachranny-system-kolabuje-pri-cvi/r~23b94bc64fc711e9ab10ac1f6b220ee8/?redirected=15542381420

KyrgyzstanLMC Europe & Central Asia2019 September 2 https://knews.kg/2019/09/02/skrytyj-majning-vsyo-eshhyo-populyaren-sredi-hakerov/0

Poland HIC Europe & Central Asia2018 April 6 http://www.komputerswiat.pl/nowosci/bezpieczenstwo/2018/14/w-google-play-pojawila-sie-aplikacja-wyludzajaca-dane-logowania-do-polskich-bankow.aspx0

South KoreaHIC East Asia & Pacific2018 January 28 http://www.zdnet.co.kr/news/news_view.asp?artice_id=20180128115018&lo=z350

Egypt LMC Middle East & North Africa2018 January 13 http://www.albawabhnews.com/2744425 0

France HIC Europe & Central Asia2018 October 15 https://www.phonandroid.com/fitbit-piratage-massif-expose-donnees-plusieurs-milliers-comptes-internet.html0

SwitzerlandHIC Europe & Central Asia2018 October 16 https://www.onlinepc.ch/internet/sicherheit/malware-befiel-schweizer-firmen-im-september-1592337.html0

Russia UMC Europe & Central Asia2018 July 28 http://www.bashinform.ru/news/1190802-sayt-ufimskogo-vuza-vzlomali-stranitsa-posylaet-posetiteley/0

Russia UMC Europe & Central Asia2018 March 1 https://www.kirov.kp.ru/online/news/3037762/0

France HIC Europe & Central Asia2018 April 5 https://www.lemondeinformatique.fr/actualites/lire-distributeur-de-billets-pirate-a-paris-21-260eteuro-voles-71382.html0

South KoreaHIC East Asia & Pacific2018 November 30 http://www.etnews.com/20181130000196?mc=em_005_000010

Latvia HIC Europe & Central Asia2018 October 25 http://www.la.lv/asv-kiberpavelnieciba-sak-operaciju-pret-krievijas-hakeriem0

China UMC East Asia & Pacific2017 May 17 http://tech.china.com/article/20170517/2017051727539.html0

Niue 2017 April 6 https://mobil.nu/it-tele/hackere-presser-folk-til-give-venner-virus-782550

Chile HIC Latin America & Caribbean2017 August 17 http://elsoldesantiago.com/hackean-la-base-de-datos-de-la-alcaldia-de-jarabacoa/0

Indonesia LMC East Asia & Pacific2022 September 13 https://www.antaranews.com/berita/3115381/china-ungkap-41-jenis-senjata-siber-dalam-peretasan-di-universitas0

Japan HIC East Asia & Pacific2017 April 7 http://ascii.jp/elem/000/001/463/1463702/0

India LMC South Asia 2017 July 20 http://maharashtratimes.indiatimes.com/maharashtra/pune-news/hacker-hacks-app-and-looted-e-vouchers/articleshow/59673017.cms0

Hungary HIC Europe & Central Asia2017 July 19 http://www.origo.hu/techbazis/20170719-coindash-ico-hack-ethereum-lopas.html0

Mali LIC Sub-Saharan Africa2017 February 22 http://koulouba.com/societe/violation-des-donnees-a-caractere-personnel-orange-mali-condamne-a-payer-15-millions-damende-a-un-etudient0

Puerto RicoHIC Latin America & Caribbean2017 May 15 https://www.metro.pr/pr/noticias/2017/05/15/upr-insta-comunidad-academica-cuidado-ataque-cibernetico-mundial.html0

Thailand UMC East Asia & Pacific2021 November 13 https://www.bangkokpost.com/thailand/general/2214891/man-held-for-hacking-courts-website0

United StatesHIC North America 2021 December 4 https://www.news-journalonline.com/story/news/local/flagler/2021/12/03/palm-coast-covid-19-test-email-criticized-council-member/8852760002/0

United KingdomHIC Europe & Central Asia2021 April 27 https://www.infosecurity-magazine.com:443/news/online-music-marketplace-suffers/0

Russia UMC Europe & Central Asia2022 June 19 https://www.bleepingcomputer.com/news/security/new-phishing-attack-infects-devices-with-cobalt-strike/0

United KingdomHIC Europe & Central Asia2021 June 16 https://www.infosecurity-magazine.com:443/news/iab-tech-lab-accused-of-worlds/0

Singapore HIC East Asia & Pacific2022 July 28 https://www.straitstimes.com/singapore/51-phishing-scam-victims-in-singapore-lose-more-than-37400-in-july-alone0

United StatesHIC North America 2022 August 1 https://b100quadcities.com/hackers-five-flags-dubuque-iowa-funds-recovered/0

China UMC East Asia & Pacific2022 January 24 https://semiengineering.com/health-care-is-gold-mine-for-hackers/0

United StatesHIC North America 2022 October 6 https://www.nationalmortgagenews.com/news/third-servicer-entangled-in-massive-data-breach-litigation0

South KoreaHIC East Asia & Pacific2022 September 30 https://english.chosun.com/site/data/html_dir/2022/09/30/2022093001604.html0

United StatesHIC North America 2022 September 21 https://www.jdsupra.com/legalnews/berry-dunn-mcneil-parker-llc-reports-4066311/0

New ZealandHIC East Asia & Pacific2022 September 7 https://www.stuff.co.nz/national/crime/129814013/computer-hacker-steals-sensitive-information-from-20000-christchurch-hot-pools-customers0

Australia HIC East Asia & Pacific2022 September 26 https://ia.acs.org.au/article/2022/iranian-hackers-targeting-australian-infrastructure.html0

United KingdomHIC Europe & Central Asia2019 March 13 https://www.pressgazette.co.uk/mirror-publisher-loses-appeal-to-protect-confidential-sources-in-phone-hacking-litigation/0

United KingdomHIC Europe & Central Asia2019 May 1 https://www.bobsguide.com/guide/news/2019/May/1/hedge-funds-besieged-by-hackers-on-a-daily-basis/0

United StatesHIC North America 2021 January 31 https://patch.com/connecticut/across-ct/ag-tong-seeks-update-price-gouging-data-breach-notifications0

United StatesHIC North America 2020 June 8 https://www.scmagazine.com/home/security-news/malware/malware-found-in-popular-barcode-apps-produces-ads-that-instantly-vanish/0
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https://www.lemondeinformatique.fr/actualites/lire-telex-orange-business-solutions-pirate-google-lance-shoploop-arm-monte-ses-prix-79768.html
https://5minutes.rtl.lu/actu/luxembourg/a/1460534.html
https://g1.globo.com/df/distrito-federal/noticia/2020/06/02/suspeitos-de-hackear-sistema-do-detran-e-vender-carros-furtados-sao-presos-no-df-e-entorno.ghtml
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Spain HIC Europe & Central Asia2017 September 25 http://www.eleconomista.es/tecnologia/noticias/8631673/09/17/Bloquean-las-web-de-la-Asociacion-Nacional-Catalana-no-se-descarta-el-hackeo.html0
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Italy HIC Europe & Central Asia2020 September 17 https://www.zazoom.it/2020-09-17/m5s-roma-dalle-fronde-dei-consiglieri-comunali-alle-accuse-di-hackeraggio-le-guerre-interne-che-complicano-la-corsa-della-raggi/7225467/[4257052, 4257053]['M5s Rome | from the fronds of city councilors to hacking charges | the internal wars that complicate the race of the Rays', 'M5s Rome, from the branches of the municipal councilors to the hacking accusations: the internal wars that complicate the Raggi race']1

Malta HIC Middle East & North Africa2021 May 8 https://timesofmalta.com/articles/view/hackers-deadline-for-pn-data-leak-lapses-with-no-further-updates.8703760
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Russia UMC Europe & Central Asia2021 May 31 https://www.bleepingcomputer.com/news/security/swedish-health-agency-shuts-down-sminet-after-hacking-attempts/0
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Singapore HIC East Asia & Pacific2018 August 5 https://www.enterpriseinnovation.net/article/malware-tag-teams-targeting-personal-financial-information-1180400640
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Mexico UMC Latin America & Caribbean2022 October 4 https://noticaribe.com.mx/2022/10/04/vinculo-entre-narco-y-funcionarios-en-estados-y-municipios-del-sureste-es-viable-segun-informe-de-sedena-revelado-por-hackers/0

France HIC Europe & Central Asia2022 March 17 https://www.lenouveleconomiste.fr/lesdossiers/objets-connectes-open-bar-pour-les-hackers/0

United StatesHIC North America 2022 April 22 https://www.teletica.com/nacional/micitt-detecta-35000-solicitudes-de-conexion-via-malware-y-9900-de-phishing_3098680

Lithuania HIC Europe & Central Asia2022 February 27 https://www.lrt.lt/naujienos/mokslas-ir-it/11/1627780/del-kibernetines-atakos-vel-neveikia-roskosmos-tinklalapis0

Ukraine LMC Europe & Central Asia2021 March 16 http://internetua.com/obnarujena-novaya-raznovidnost-vredonosnogo-po-mirai-porajauasxaya-ustroistva-interneta-vesxei0

https://www.mlive.com/news/flint/2019/08/after-cyber-attack-genesee-county-could-pay-18-million-to-avoid-a-repeat.html
https://www.lawfareblog.com/hackers-leaked-sensitive-government-data-argentina-and-nobody-cares
https://threatpost.com/malware-steals-info-with-advanced-obfuscation/150280/
https://www.govinfosecurity.com/2-phishing-related-health-data-breaches-grow-even-bigger-a-13471
https://www.smh.com.au/national/queensland/queensland-police-hacking-accusations-jumped-in-december-20181231-p50oxs.html
https://www.ripplesnigeria.com/nollywood-thespians-hit-by-wave-of-hacking-fake-accounts/
http://www.komando.com/happening-now/386722/whatsapp-messages-could-be-read-by-hackers
http://macdailynews.com/2017/03/06/iphone-exploit-that-caused-repeated-911-dialing-reveals-severe-cybersecurity-threat/
http://www.enterprise-security-today.com/story.xhtml?story_id=13000CO0MCU0
https://nakedsecurity.sophos.com/2017/04/11/nothing-is-certain-except-death-taxes-and-tax-scams-phishing-and-ransomware/
https://movietvtechgeeks.com/russian-hackers-hit-more-than-clinton-plus-zuckerberg-joins-bill-gates/
https://betanews.com/2017/05/10/trump-sednit-phishing-attack/
http://www.yankton.net/community/article_8a72fc4a-41c3-11e7-96c7-77e215c98b7d.html
https://siliconangle.com/blog/2017/10/08/user-data-hacks-kickstarter-bitly-2014-now-available-online/
https://www.kachwanya.com/2015/07/21/37-million-adulterous-spouses-risk-exposure-after-a-dating-site-ashley-madison-was-hacked/
http://www.fox46charlotte.com/news/local-news/services-impacted-by-mecklenburg-county-ransomware-attack
https://www.rappler.com/business/192547-sec-online-company-registration-hacking
https://www.usatoday.com/story/news/2017/05/16/hackers-linked-ransomware-threaten-wine-month-type-leaks/101741326/
http://www.slguardian.org/2017/01/cyber-war-emails-were-leaked-not-hacked/
http://www.theregister.co.uk/2017/02/21/teamspy_cyberspies_return/
http://technology.inquirer.net/67954/hackers-break-e-mails-lp-senators-staffers
http://tradearabia.com/news/IT_332444.html
https://www.techzim.co.zw/2017/12/zimbabwe-stock-exchange-zse-site-allegedly-hacked/
http://www.foxnews.com/tech/2018/02/02/hackers-using-porn-as-bait-for-online-scams-that-steal-your-data-and-money-by-second.html
http://www.spamfighter.com/News-21588-Aurora-Ransomware-Circulating-the-Cyber-Space.htm
https://www.kachwanya.com/2016/02/16/hackers-take-hospital-hostage-on-million-dollar-ransom/
https://www.jdsupra.com/legalnews/employees-may-seek-treble-damages-from-39510/
https://www.law360.com/articles/1060988
http://bpnews.net/51275/imb-data-breach-prompts-comprehensive-response
https://www.jdsupra.com/legalnews/virginia-adds-improper-tax-return-30776/
https://timesofindia.indiatimes.com/business/data-breach-cost-india-1-7-mn-in-2017/articleshow/65223154.cms
https://www.enterpriseinnovation.net/article/malware-tag-teams-targeting-personal-financial-information-118040064
https://www.computerworld.co.nz/article/646995/reported-phishing-attacks-up-losses-down-says-cert-nz/?fp=4&fpid=2117013066
https://www.scmagazineuk.com/crooks-turn-delphi-packers-evade-malware-detection/article/1493702
https://news.abs-cbn.com/news/09/29/18/pinoys-urged-to-use-tougher-authentication-after-facebook-data-breach
https://www.scmagazineuk.com/pied-piper-phishing-scheme-infests-victims-flawedammyy-rms-rats/article/1520081
https://www.canadianunderwriter.ca/insurance/recent-hacking-attempts-include-posing-as-insurance-company-1004194804/
https://www.kalb.com/content/news/State-federal-officials-address-recent-cyber-attacks-prevention-plans-568064711.html
http://www.southgatearc.org/news/2021/december/adr-toolkit-bends-weather-station-to-hackers-whims.htm
https://www.bankinfosecurity.com/icedid-malware-revamped-avoidance-capabilities-a-14833
https://fas.org/blogs/fas/2020/09/vaccine-news-stories-hosting-malware-disseminated-across-spanish-language-twitter-fas-disinformation-report/
https://healthitsecurity.com/news/uvm-health-brings-ehr-back-online-one-month-after-ransomware-attack
https://www.heraldandnews.com/news/local_news/sky-lakes-finds-ransomware-attack-didnt-compromise-patient-information/article_c77d019c-de58-5feb-9d5d-fa93e7c1000e.html
https://www.publishersweekly.com/pw/by-topic/digital/content-and-e-books/article/85210-netgalley-suffers-data-breach.html
https://www.jagonews24.com/national/news/776162
https://7freiheit.livejournal.com/2050920.html&nodraft=1
https://www.kommersant.ru/doc/5493453
https://www.elsalvador.com/noticias/nacional/periodistas-whatsapp-grupos-de-infirmacion-hackeados/917846/2022/
https://www.securitylab.ru/news/532772.php
https://caracol.com.co/programa/2022/02/10/6am_hoy_por_hoy/1644499367_462853.html
https://noticaribe.com.mx/2022/10/04/vinculo-entre-narco-y-funcionarios-en-estados-y-municipios-del-sureste-es-viable-segun-informe-de-sedena-revelado-por-hackers/
https://www.lenouveleconomiste.fr/lesdossiers/objets-connectes-open-bar-pour-les-hackers/
https://www.teletica.com/nacional/micitt-detecta-35000-solicitudes-de-conexion-via-malware-y-9900-de-phishing_309868
https://www.lrt.lt/naujienos/mokslas-ir-it/11/1627780/del-kibernetines-atakos-vel-neveikia-roskosmos-tinklalapis
http://internetua.com/obnarujena-novaya-raznovidnost-vredonosnogo-po-mirai-porajauasxaya-ustroistva-interneta-vesxei


Mexico UMC Latin America & Caribbean2021 May 30 https://www.eluniversal.com.mx/nacion/ante-ataque-cibernetico-silencio-de-lotenal0

Indonesia LMC East Asia & Pacific2021 February 7 https://www.tribunnews.com/nasional/2021/02/07/demokrat-sejak-konferensi-pers-ahy-upaya-peretasan-terhadap-kami-meningkat-drastis0

Russia UMC Europe & Central Asia2021 July 8 https://www.securitylab.ru/news/522050.php0

Germany HIC Europe & Central Asia2021 May 10 https://www.heise.de/news/Kurz-informiert-Impfstoff-Cyberangriff-Samsung-Raketenabsturz-6042411.html0

Sweden HIC Europe & Central Asia2021 January 29 https://www.gd.se/artikel/regionen-polisanmaler-fore-detta-anstalld-misstanks-for-dataintrang0

Israel HIC Middle East & North Africa2021 January 12 https://www.pc.co.il/news/329889/ 0

Uruguay HIC Latin America & Caribbean2021 May 6 https://www.elpais.com.uy/informacion/judiciales/fiscal-pidio-banco-informe-clientes-perjudicados-hackeo-cuentas.html0

Russia UMC Europe & Central Asia2021 June 12 https://actualidad.rt.com/actualidad/394879-detectan-malware-android-disfraza-minecraft0

France HIC Europe & Central Asia2021 April 6 https://www.lemondeinformatique.fr/actualites/lire-telex-spear-phishing-contre-les-utilisateurs-linkedin-lg-quitte-le-marche-des-smartphones-edition-gratuite-okta-pour-developpeurs-82507.html0

Spain HIC Europe & Central Asia2021 January 26 https://www.expansion.com/economia-digital/companias/2021/01/26/60095c45468aeb5e2f8b4641.html0

South KoreaHIC East Asia & Pacific2021 August 10 https://www.donga.com/news/Inter/article/all/20210810/108480680/20

SwitzerlandHIC Europe & Central Asia2020 February 27 https://www.tagblatt.ch/wirtschaft/bankrott-auch-mit-cyberangriff-begruendet-wurde-moerschwiler-swisswindows-in-den-ruin-gehackt-ld.11989560

Brazil UMC Latin America & Caribbean2020 April 11 https://www.uol.com.br/ecoa/ultimas-noticias/2020/04/11/como-o-pais-mais-digital-do-mundo-usa-a-inovacao-na-crise-do-coronavirus.htm0

Belgium HIC Europe & Central Asia2020 April 16 https://datanews.levif.be/ict/actualite/hausse-du-nombre-d-infections-au-malware-derobant-des-donnees-bancaires-via-excel/article-news-1277851.html0

Israel HIC Middle East & North Africa2020 October 11 https://www.pc.co.il/featured/323507/ 0

Saudi ArabiaHIC Middle East & North Africa2020 April 2 https://sabq.org/BrC8Gm 0

Russia UMC Europe & Central Asia2020 October 9 https://www.securitylab.ru/news/512892.php0

Finland HIC Europe & Central Asia2020 September 9 https://www.iltalehti.fi/digiuutiset/a/4deaf6ea-ee84-47d8-bd27-bb9cae6a351a0

Russia UMC Europe & Central Asia2019 December 23 http://www.dailycomm.ru/m/49645/ 0

Ukraine LMC Europe & Central Asia2019 July 1 https://golos.ua/i/691083 0

Mexico UMC Latin America & Caribbean2019 May 14 https://periodicocorreo.com.mx/explotan-cajero-automatico-para-robarlo/0

Argentina UMC Latin America & Caribbean2019 October 21 https://noticias.perfil.com/noticias/informacion-general/2019-08-23-lagorraleaks-como-fue-el-hackeo-a-las-fuerzas-de-seguridad.phtml0

Russia UMC Europe & Central Asia2019 October 10 http://www.evening-kazan.ru/news/ohrannika-universiteta-iz-novosibirska-osudili-za-popytku-vzlomat-sayt-pravitelstva-tatarstana.html0

Italy HIC Europe & Central Asia2019 May 31 https://www.tomshw.it/altro/false-offerte-per-voli-e-viaggi-allerta-phishing/0

Spain HIC Europe & Central Asia2019 February 11 https://www.heraldo.es/noticias/sociedad/2019/02/11/proliferan-las-denuncias-por-hackeo-cuentas-glovo-1292032-310.html0

Mexico UMC Latin America & Caribbean2019 April 29 https://www.imagenzac.com.mx/nota/163829-Retoman+el+caso+del+%e2%80%9chackeo%e2%80%9d+al+muni0

Spain HIC Europe & Central Asia2019 August 19 https://www.diariodejerez.es/jerez/partidos-condenan-amenazas-alcaldesa_0_1383761932.html0

Finland HIC Europe & Central Asia2018 June 7 https://www.is.fi/digitoday/tietoturva/art-2000005709817.html0

Mexico UMC Latin America & Caribbean2018 August 28 http://www.nsintesis.com/principal/advierte-ssp-sobre-malware-que-registra-pulsaciones-del-teclado/0

Croatia HIC Europe & Central Asia2018 March 3 http://www.vidi.hr/Racunala/Novosti/Hakerski-AI-vas-uspjesno-glumi-i-zavarava-sugovornike0

SwitzerlandHIC Europe & Central Asia2018 April 14 https://www.blick.ch/news/schweiz/schweizer-geheimdienst-meldet-mehrere-cyberattacken-russen-greifen-ioc-in-lausanne-an-id8254040.html0

Spain HIC Europe & Central Asia2018 February 16 http://www.elperiodicodearagon.com/noticias/aragon/tres-meses-estafar-172-personas-phishing_1264749.html0

India LMC South Asia 2018 January 25 http://abpmajha.abplive.in/maharashtra/facebook-hacking-in-ahmednagar-latest-updates-5057270

Armenia UMC Europe & Central Asia2017 January 30 http://www.yerkramas.org/article/115570/armyanskie-xakery-opublikovali-tysyachi-sekretnyx-dannyx-ob-azerbajdzhancax0

Sweden HIC Europe & Central Asia2017 July 1 http://sverigesradio.se/sida/artikel.aspx?programid=83&artikel=67307170

Italy HIC Europe & Central Asia2017 July 26 http://www.newnotizie.it/2017/07/26/viola-sistema-informatico-aggiungersi-la-lode-universitaria-nei-guai/0

Brazil UMC Latin America & Caribbean2017 January 26 http://g1.globo.com/tecnologia/blog/seguranca-digital/post/instagram-hackeado-e-consumo-de-dados-por-programa-espiao-pacotao.html0

Ukraine LMC Europe & Central Asia2017 August 4 http://ubr.ua/ukraine-and-world/technology/polzovatelej-chrome-prosjat-smenit-paroli-odno-iz-prilozhenij-vzlomali-38500360

Finland HIC Europe & Central Asia2017 February 10 http://www.tivi.fi/Kaikki_uutiset/olisiko-kannattanut-huolehtia-paivityksista-jopa-yli-1-5-miljoonaa-verkkosivua-korkattu-uhreja-suomessakin-66234900

Ukraine LMC Europe & Central Asia2017 November 29 http://www.bagnet.org/news/world/349890/kiberkoalitsiya-v-estonii-startovali-ucheniya-nato-protiv-hakerskih-atak0

United StatesHIC North America 2021 April 9 https://medcitynews.com/2021/04/500000-trinity-health-patients-affected-in-widespread-accellion-data-breach/0

Pakistan LMC South Asia 2021 November 17 https://www.samaa.tv/technology/2021/11/a-new-malware-is-emptying-bank-accounts-and-reading-otps/0

BangladeshLMC South Asia 2022 June 3 https://www.thedailystar.net/tech-startup/news/over-5-lakh-malware-infections-detected-4-local-telco-operators-30384010

United StatesHIC North America 2022 August 17 https://www.marketwatch.com/articles/hackers-hijacked-investors-accounts-to-buy-cannabis-and-gaming-shares-says-sec-516606928680

United KingdomHIC Europe & Central Asia2021 July 8 https://www.infosecurity-magazine.com:443/news/marvel-movie-malware-detected/0

India LMC South Asia 2022 July 21 https://timesofindia.indiatimes.com/city/ludhiana/biz-associations-warn-members-against-pspcl-phishing-scam/articleshow/93017457.cms0

United StatesHIC North America 2022 October 6 https://hotair.com/john-s-2/2022/10/06/seattle-hacker-who-stole-information-on-100-million-people-gets-time-served-and-probation-because-shes-trans-n5014790

China UMC East Asia & Pacific2022 February 11 https://cointelegraph.com/news/bunny-and-qubit-turns-to-dao-following-80-million-bug-exploit0

United StatesHIC North America 2022 April 23 https://www.lewrockwell.com/2022/04/no_author/government-backed-hackers-behind-doxxing-libs-of-tik-tok/0

United KingdomHIC Europe & Central Asia2022 November 16 https://www.kitguru.net/channel/generaltech/joao-silva/nvidias-taiwan-twitter-account-has-been-hacked-and-suspended/0

Canada HIC North America 2022 May 25 https://www.cbc.ca/news/canada/toronto/scarborough-health-network-data-breach-1.64653550

United StatesHIC North America 2022 May 26 https://threatpost.com/encrypted-fileless-malware-growth/175306/0

United StatesHIC North America 2022 November 9 https://www.govtech.com/security/new-hampshire-to-receive-129k-from-data-breach-settlements0

United StatesHIC North America 2019 March 4 https://nakedsecurity.sophos.com/2019/03/04/anomaly-in-pen-test-tool-made-malware-servers-visible/0

United StatesHIC North America 2022 January 21 https://krebsonsecurity.com/2022/01/crime-shop-sells-hacked-logins-to-other-crime-shops/0

https://www.eluniversal.com.mx/nacion/ante-ataque-cibernetico-silencio-de-lotenal
https://www.tribunnews.com/nasional/2021/02/07/demokrat-sejak-konferensi-pers-ahy-upaya-peretasan-terhadap-kami-meningkat-drastis
https://www.securitylab.ru/news/522050.php
https://www.heise.de/news/Kurz-informiert-Impfstoff-Cyberangriff-Samsung-Raketenabsturz-6042411.html
https://www.gd.se/artikel/regionen-polisanmaler-fore-detta-anstalld-misstanks-for-dataintrang
https://www.pc.co.il/news/329889/
https://www.elpais.com.uy/informacion/judiciales/fiscal-pidio-banco-informe-clientes-perjudicados-hackeo-cuentas.html
https://actualidad.rt.com/actualidad/394879-detectan-malware-android-disfraza-minecraft
https://www.lemondeinformatique.fr/actualites/lire-telex-spear-phishing-contre-les-utilisateurs-linkedin-lg-quitte-le-marche-des-smartphones-edition-gratuite-okta-pour-developpeurs-82507.html
https://www.expansion.com/economia-digital/companias/2021/01/26/60095c45468aeb5e2f8b4641.html
https://www.donga.com/news/Inter/article/all/20210810/108480680/2
https://www.tagblatt.ch/wirtschaft/bankrott-auch-mit-cyberangriff-begruendet-wurde-moerschwiler-swisswindows-in-den-ruin-gehackt-ld.1198956
https://www.uol.com.br/ecoa/ultimas-noticias/2020/04/11/como-o-pais-mais-digital-do-mundo-usa-a-inovacao-na-crise-do-coronavirus.htm
https://datanews.levif.be/ict/actualite/hausse-du-nombre-d-infections-au-malware-derobant-des-donnees-bancaires-via-excel/article-news-1277851.html
https://www.pc.co.il/featured/323507/
https://sabq.org/BrC8Gm
https://www.securitylab.ru/news/512892.php
https://www.iltalehti.fi/digiuutiset/a/4deaf6ea-ee84-47d8-bd27-bb9cae6a351a
http://www.dailycomm.ru/m/49645/
https://golos.ua/i/691083
https://periodicocorreo.com.mx/explotan-cajero-automatico-para-robarlo/
https://noticias.perfil.com/noticias/informacion-general/2019-08-23-lagorraleaks-como-fue-el-hackeo-a-las-fuerzas-de-seguridad.phtml
http://www.evening-kazan.ru/news/ohrannika-universiteta-iz-novosibirska-osudili-za-popytku-vzlomat-sayt-pravitelstva-tatarstana.html
https://www.tomshw.it/altro/false-offerte-per-voli-e-viaggi-allerta-phishing/
https://www.heraldo.es/noticias/sociedad/2019/02/11/proliferan-las-denuncias-por-hackeo-cuentas-glovo-1292032-310.html
https://www.imagenzac.com.mx/nota/163829-Retoman+el+caso+del+%e2%80%9chackeo%e2%80%9d+al+muni
https://www.diariodejerez.es/jerez/partidos-condenan-amenazas-alcaldesa_0_1383761932.html
https://www.is.fi/digitoday/tietoturva/art-2000005709817.html
http://www.nsintesis.com/principal/advierte-ssp-sobre-malware-que-registra-pulsaciones-del-teclado/
http://www.vidi.hr/Racunala/Novosti/Hakerski-AI-vas-uspjesno-glumi-i-zavarava-sugovornike
https://www.blick.ch/news/schweiz/schweizer-geheimdienst-meldet-mehrere-cyberattacken-russen-greifen-ioc-in-lausanne-an-id8254040.html
http://www.elperiodicodearagon.com/noticias/aragon/tres-meses-estafar-172-personas-phishing_1264749.html
http://abpmajha.abplive.in/maharashtra/facebook-hacking-in-ahmednagar-latest-updates-505727
http://www.yerkramas.org/article/115570/armyanskie-xakery-opublikovali-tysyachi-sekretnyx-dannyx-ob-azerbajdzhancax
http://sverigesradio.se/sida/artikel.aspx?programid=83&artikel=6730717
http://www.newnotizie.it/2017/07/26/viola-sistema-informatico-aggiungersi-la-lode-universitaria-nei-guai/
http://g1.globo.com/tecnologia/blog/seguranca-digital/post/instagram-hackeado-e-consumo-de-dados-por-programa-espiao-pacotao.html
http://ubr.ua/ukraine-and-world/technology/polzovatelej-chrome-prosjat-smenit-paroli-odno-iz-prilozhenij-vzlomali-3850036
http://www.tivi.fi/Kaikki_uutiset/olisiko-kannattanut-huolehtia-paivityksista-jopa-yli-1-5-miljoonaa-verkkosivua-korkattu-uhreja-suomessakin-6623490
http://www.bagnet.org/news/world/349890/kiberkoalitsiya-v-estonii-startovali-ucheniya-nato-protiv-hakerskih-atak
https://medcitynews.com/2021/04/500000-trinity-health-patients-affected-in-widespread-accellion-data-breach/
https://www.samaa.tv/technology/2021/11/a-new-malware-is-emptying-bank-accounts-and-reading-otps/
https://www.thedailystar.net/tech-startup/news/over-5-lakh-malware-infections-detected-4-local-telco-operators-3038401
https://www.marketwatch.com/articles/hackers-hijacked-investors-accounts-to-buy-cannabis-and-gaming-shares-says-sec-51660692868
https://www.infosecurity-magazine.com/news/marvel-movie-malware-detected/
https://timesofindia.indiatimes.com/city/ludhiana/biz-associations-warn-members-against-pspcl-phishing-scam/articleshow/93017457.cms
https://hotair.com/john-s-2/2022/10/06/seattle-hacker-who-stole-information-on-100-million-people-gets-time-served-and-probation-because-shes-trans-n501479
https://cointelegraph.com/news/bunny-and-qubit-turns-to-dao-following-80-million-bug-exploit
https://www.lewrockwell.com/2022/04/no_author/government-backed-hackers-behind-doxxing-libs-of-tik-tok/
https://www.kitguru.net/channel/generaltech/joao-silva/nvidias-taiwan-twitter-account-has-been-hacked-and-suspended/
https://www.cbc.ca/news/canada/toronto/scarborough-health-network-data-breach-1.6465355
https://threatpost.com/encrypted-fileless-malware-growth/175306/
https://www.govtech.com/security/new-hampshire-to-receive-129k-from-data-breach-settlements
https://nakedsecurity.sophos.com/2019/03/04/anomaly-in-pen-test-tool-made-malware-servers-visible/
https://krebsonsecurity.com/2022/01/crime-shop-sells-hacked-logins-to-other-crime-shops/


Australia HIC East Asia & Pacific2022 February 22 https://www.itnews.com.au/news/australian-gov-data-breach-numbers-slip-out-of-public-view-5763500

India LMC South Asia 2020 June 2 https://www.timesnownews.com/mirror-now/crime/article/hi-tech-heist-masked-men-decamp-with-rs-42-39-lakh-from-atm-using-hacking-device-police-suspect-inside-job/6001960

United KingdomHIC Europe & Central Asia2019 May 29 https://www.theguardian.com/world/2019/may/29/new-zealand-police-called-in-after-mass-hacking-attempt-on-wellbeing-budget0

United KingdomHIC Europe & Central Asia2019 July 4 https://www.walesonline.co.uk/news/wales-news/welsh-entrepreneurs-go-bust-after-165289190

United StatesHIC North America 2020 December 17 https://www.ksl.com/article/50069310/us-senators-ask-irs-if-hacking-campaign-compromised-taxpayer-data[2812594, 4278102, 2812570, 2812510]['U . S . senators ask IRS if hacking campaign compromised taxpayer data', 'Senate Finance Committee Request Immediate Briefing by IRS on If the SolarWinds Hack Impacted Taxpayer Data', 'US senators ask IRS if hacking campaign compromised taxpayer data', 'U . S . Senate panel leaders call for IRS briefing following hacking campaign']3

United StatesHIC North America 2019 July 29 https://www.thelakewoodscoop.com/news/2019/07/psa-you-may-be-entitled-to-reimbursement-for-equifax-data-breach.html0

United StatesHIC North America 2019 August 30 https://www.mediapost.com/publications/article/340057/fileless-phishing-attacks-surged-in-first-half-of.html0

United StatesHIC North America 2019 October 17 https://www.wtae.com/article/fbi-warns-of-growing-cyberattacks-in-pittsburgh/295054830

United StatesHIC North America 2019 November 27 https://www.scmagazine.com/home/security-news/data-breach/fin7-behind-dibellas-data-breach-affecting-305000-cards/0

United StatesHIC North America 2019 December 4 https://www.kios.org/post/hospital-addresses-data-breach0

United StatesHIC North America 2018 December 6 https://natureworldreport.com/2015/04/anonymous-claims-responsibility-for-hacks-of-hawaiian-govt-website-telescope/0

United StatesHIC North America 2019 May 2 https://www.beckershospitalreview.com/cybersecurity/hancock-regional-hospital-ceo-details-ransomware-attack.html0

United StatesHIC North America 2018 July 28 https://www.localnews8.com/news/scam-alerts/hackers-use-tab-nabbing-scam-to-steal-information/7742103130

United KingdomHIC Europe & Central Asia2021 August 24 https://www.dailymail.co.uk/news/article-9923837/Hacking-group-nicknamed-SparklingGoblin-accused-targeting-computer-retailer-schools.html0

Canada HIC North America 2017 January 31 http://globalnews.ca/news/3215599/phishing-scam-using-fake-full-house-lottery-website/0

United StatesHIC North America 2017 January 28 http://khqa.com/news/local/wiu-office-of-public-safety-warns-students-of-work-from-home-phishing-scams0

United StatesHIC North America 2017 February 1 http://www.zdnet.com/article/misconfigured-firewall-blamed-for-hospital-ransomware-infection/0

United StatesHIC North America 2017 February 28 https://techcrunch.com/2017/02/28/hacked-texts-andrea-manafort-trump-russia-dark-web/0

United StatesHIC North America 2017 March 3 http://wtnh.com/2017/03/03/groton-police-investigate-phishing-scam-targeting-town-employees/0

United StatesHIC North America 2017 March 16 http://wccftech.com/hackers-root-access-macos-safari-security/0

United StatesHIC North America 2017 July 6 https://thinkprogress.org/notpetya-hackers-emerge-with-ransom-demands-f111543e683a0

United StatesHIC North America 2017 July 24 http://www.federaltimes.com/2017/07/06/cracka-sentenced-for-hacking-top-federal-officials/0

United KingdomHIC Europe & Central Asia2017 September 5 http://www.ibtimes.co.uk/suspected-chinese-hackers-using-spy-mobile-malware-xrat-new-cyberespionage-campaign-16379680

Australia HIC East Asia & Pacific2017 August 18 https://www.cso.com.au/article/626174/dridex-bec-attacks-brandjacking-surge-phishing-volumes-pick-up-again-after-lull/0

United StatesHIC North America 2017 October 31 http://www.digitaljournal.com/tech-and-science/technology/bug-in-google-bug-tracker-let-hackers-exploit-unpatched-issues/article/5064320

United StatesHIC North America 2017 October 17 http://www.fiercehealthcare.com/privacy-security/spear-phishing-unintended-disclosure-data-breach-hacking-malware-cybersecurity0

United StatesHIC North America 2017 October 25 https://www.newsbusters.org/blogs/curtis-houck/2014/09/04/networks-skip-news-healthcaregov-being-hacked-favor-dinosaur-discovery0

United StatesHIC North America 2017 December 19 http://www.newsobserver.com/news/politics-government/politics-columns-blogs/under-the-dome/article190605874.html0

United StatesHIC North America 2018 May 24 https://www.nytimes.com/2018/05/24/world/middleeast/be-very-careful-conversation-cited-to-link-qatar-to-hack-of-gop-donor.html0

United StatesHIC North America 2018 June 6 https://www.bizbash.com/june-6-2018-miss-america-gets-rid-of-swimsuit-competition-trump-holds-celebration-of-america-event-after-disinviting/new-york/story/357230

Canada HIC North America 2018 April 21 https://www.therecord.com/news-story/8560497-hack-compromises-email-addresses-of-3-000-my-waste-users-in-waterloo-region/0

United KingdomHIC Europe & Central Asia2018 June 21 https://www.infosecurity-magazine.com:443/white-papers/when-malware-attacks/0

United StatesHIC North America 2018 June 26 https://www.scmagazine.com/hackers-weaponised-secure-usb-drives-to-target-air-gapped-networks/article/776144/0

United StatesHIC North America 2018 June 28 https://www.wkrn.com/special-reports/phishing-emails-tech-support-calls-continue-to-be-successful-scams/12681503550

Australia HIC East Asia & Pacific2018 July 12 https://www.aspistrategist.org.au/the-african-union-headquarters-hack-and-australias-5g-network/0

United StatesHIC North America 2018 July 12 https://threatpost.com/threatlist-6-year-old-dorkbot-banking-malware-resurfaces-as-big-threat/133898/0

United StatesHIC North America 2018 July 19 https://www.claimsjournal.com/news/national/2018/07/19/285835.htm0

United StatesHIC North America 2021 January 21 https://www.jdsupra.com/legalnews/court-orders-production-of-a-data-6344693/[3097791, 3090570]['Peeling Away the Privilege : Another Court Orders Production of Data Breach Investigation Report | Patterson Belknap Webb & Tyler LLP', 'Court Orders Production of a Data Breach Forensic Report , Rejecting Arguments That Attorney - Client Privilege and Work Product Protection Apply | Wilson Sonsini Goodrich & Rosati']1

United KingdomHIC Europe & Central Asia2018 July 30 https://www.theregister.co.uk/2018/07/30/softnas_vuln_patched/0

United KingdomHIC Europe & Central Asia2018 August 13 https://www.theinquirer.net/inquirer/news/3060973/nhs-patient-data-at-risk-after-hack-exposed-passwords-of-hospital-staff0

United StatesHIC North America 2018 September 4 https://www.easttexasmatters.com/news/local-news/etcog-phishing-threat-halted-before-potential-financial-loss/14166306320

United StatesHIC North America 2018 November 9 https://www.hardocp.com/news/2014/11/22/hackers_just_exposed_thousands_gamer_passwords/0

United StatesHIC North America 2018 September 10 https://www.pcmag.com/news/363619/protonvpn-and-nordvpn-bugs-left-windows-vulnerable-to-hacker0

Vietnam LMC East Asia & Pacific2018 September 26 https://e.vnexpress.net/news/news/vietnam-born-hacker-sentenced-to-jail-over-kaspersky-leak-3815147.html0

United KingdomHIC Europe & Central Asia2018 September 28 http://www.itv.com/news/channel/2018-09-28/guernsey-police-issue-hacking-warning/0

Singapore HIC East Asia & Pacific2018 November 13 https://www.straitstimes.com/singapore/communication-problems-hampered-singhealth-data-breach-response-coi-hears0

United StatesHIC North America 2018 December 12 https://www.beckersasc.com/asc-quality-infection-control/16k-patients-affected-in-redwood-eye-center-data-breach-4-details.html0

United StatesHIC North America 2020 January 10 https://www.newsmax.com/newsfront/las-vegas-hacks-cyber-breach/2020/01/09/id/949185/0

United KingdomHIC Europe & Central Asia2020 January 31 https://www.kidderminstershuttle.co.uk/news/18198732.facebook-fraudsters-hacking-accounts-worcestershire/0

United KingdomHIC Europe & Central Asia2020 February 15 https://www.bbc.co.uk/news/uk-northern-ireland-514578400

India LMC South Asia 2020 July 20 https://www.hindustantimes.com/chandigarh/question-bank-hacking-police-to-examine-varsity-server-as-swiss-service-provider-fails-to-respond-to-plaint/story-24Aum978QSr5n8EPAxw4fO.html0

United StatesHIC North America 2020 April 27 https://insidebitcoins.com/news/over-35k-computers-infected-with-crypto-mining-malware-in-latin-america/2586920

United StatesHIC North America 2021 August 11 https://www.modernhealthcare.com/providers/scripps-health-cyber-attack-cost-company-113-million0

United KingdomHIC Europe & Central Asia2020 September 18 https://www.computerweekly.com/news/252489187/Rampant-Kitten-spent-six-years-hacking-Iranian-dissidents0

United StatesHIC North America 2021 December 9 https://www.techdirt.com/articles/20160910/15301535483/opm-hacking-report-says-agency-missed-one-set-attacks-spent-little-cybersecurity.shtml0
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United StatesHIC North America 2020 October 17 https://insidebitcoins.com/news/nydfs-seeks-answers-from-crypto-firms-in-wake-of-twitter-hack0

United StatesHIC North America 2021 January 26 https://www.fiercebiotech.com/biotech/immunocore-ipo-filing-reveals-kickback-scheme-immatics-row-and-phishing-attacks0

United StatesHIC North America 2020 September 29 https://www.theday.com/local-news/20200929/otis-library-donors-information-part-of-large-cyber-attack-at-fundraising-company0

Finland HIC Europe & Central Asia2021 February 15 https://yle.fi/uutiset/osasto/news/young_hacker_tricks_gambling_site_to_pay_out_600k_before_being_caught/117918880

United StatesHIC North America 2020 December 28 https://threatpost.com/hackers-amp-up-covid-19-ip-theft-attacks/162634/0

United StatesHIC North America 2021 March 14 http://www.digitaljournal.com/tech-and-science/technology/hackers-are-trading-in-medical-data-relating-to-french-citizens/article/5866340

United KingdomHIC Europe & Central Asia2021 March 25 https://www.drapersonline.com/news/fatface-in-customer-and-employee-information-hack0

Israel HIC Middle East & North Africa2021 October 18 https://hamodia.com/2021/10/18/criminal-gang-blamed-for-cyber-attack-on-hospital/0

Taiwan 2022 April 24 https://news.ltn.com.tw/news/society/paper/15135580

China UMC East Asia & Pacific2022 December 19 http://www.199it.com/archives/1538635.html0

Chile HIC Latin America & Caribbean2022 September 27 https://www.emol.com/noticias/Nacional/2022/09/27/1073955/hackeo-poder-judicial-fuga-datos.html0

India LMC South Asia 2022 December 10 https://www.newstracklive.com/news/andhra-pradesh-jagan-mohan-reddy-party-ysr-congress-twitter-handle-hacked-news-in-hindi-mc25-nu612-ta612-1546508-1.html0

Albania UMC Europe & Central Asia2022 December 26 https://sot.com.al/politike/hakerat-iraniane-dalin-me-tjeter-mesazh-dhe-fusin-ne-sherr-ramen-me-qyt-i5586030

Germany HIC Europe & Central Asia2018 January 8 http://www.finanznachrichten.de/nachrichten-2018-01/42684347-anstieg-spezieller-malware-gegen-industrielle-automationssysteme-zielgerichtete-cyber-attacken-auf-industrieunternehmen-nehmen-zu-610.htm0

United StatesHIC North America 2021 June 17 https://www.itwire.com/your-it/apps/avast-warns-of-fake-apps-and-banking-trojans-on-android-as-apple-s-tim-cook-warns-of-47x-more-malware-than-ios.html[3345082, 3345501, 3345749, 3346560, 3346465, 4130873, 3345220, 3346463, 3344979, 3347058, 4129913, 4129909, 4129910, 3345292, 3354765, 3346373, 3344945, 3350431, 3344982, 3345081, 3345129]['Apple CEO Cook : Android has 47 times more malware than iOS', 'Android has 47 times more malware than iOS , according to Tim Cook', 'Apple chief: Android contains tens of times more malware than iOS', 'Apple CEO Tim Cook Says Android Has 47 Times More Malware Than iPhones', 'According to Tim Cook Android has 47 times more malware compared to iOS', 'Android Has 47 Times More Malware Than iOS According to Apple CEO - IT News Africa - Up to date technology news , IT news , Digital news , Telecom news , Mobile news , Gadgets news , Analysis and Reports', "Tim Cook estimates there's 47 times more malware on Android than on iOS (and that's ridiculously accurate)", 'Apple claims Android has 47 times more malware than OS', 'Tim Cook: With 47 times more malware, Android is much more dangerous than iOS', 'Tim Cook: There are 47 times more malware on Android than iOS', 'Tim Cook says Android has 47 times more malware than iOS because of sideloading', 'Apple CEO Says Android Has 47 Times More Malware than iOS', 'Androi20

Niue 2022 December 20 https://www.st.nu/2022-12-20/sapo-anstalld-anmald-for-dataintrang0

Russia UMC Europe & Central Asia2021 August 5 https://echo.msk.ru/news/2882922-echo.html0

Russia UMC Europe & Central Asia2021 August 5 https://inosmi.ru/politic/20210806/250260525.html0

South KoreaHIC East Asia & Pacific2021 December 4 https://ilyo.co.kr/?ac=article_view&entry_id=4180210

Russia UMC Europe & Central Asia2021 September 17 https://www.interfax.ru/russia/791948 0

Russia UMC Europe & Central Asia2021 August 20 https://www.cnews.ru/news/line/2021-08-20_bizone_nashla_sotni_fishingovyh0

Venezuela Latin America & Caribbean2021 July 8 https://www.noticierodigital.com/2021/07/un-detenido-por-hackear-pantalla-de-aeropuerto-de-porlamar-y-colocar-maduro-dictador/0

Ukraine LMC Europe & Central Asia2021 July 16 https://korrespondent.net/world/4377455-schetnuui-palatu-moldovy-atakovaly-khakery0

Czech RepublicHIC Europe & Central Asia2021 April 27 https://computerworld.cz/securityworld/hackeri-se-pri-podvodech-nejcasteji-vydavaji-za-microsoft-cesky-phishing-zneuziva-napriklad-ceskou-postu-nebo-banky-567950

Brazil UMC Latin America & Caribbean2021 October 22 https://canaltech.com.br/seguranca/hacker-descobre-brecha-na-rede-cripto-polygon-e-recebe-us-2-mi-de-recompensa-199630/0

Indonesia LMC East Asia & Pacific2020 December 14 https://www.merdeka.com/uang/pengaduan-soal-kode-verifikasi-dan-phising-e-commerce-paling-banyak-sepanjang-2020.html0

Armenia UMC Europe & Central Asia2020 September 18 http://lratvakan.com/news/898507.html 0

India LMC South Asia 2020 January 3 https://www.loksatta.com/lifestyle-news/whatsapp-spyware-gave-unwanted-access-to-your-phone-scsg-91-2051467/0

Macedonia 2019 May 13 https://daily.mk/what/6804164 0

Japan HIC East Asia & Pacific2019 June 12 https://mainichi.jp/articles/20190612/k00/00m/030/060000c0

India LMC South Asia 2019 June 28 http://www.lokmat.com/nagpur/account-hacked-travel-company-nagpur/0

United StatesHIC North America 2019 February 10 http://news.nate.com/view/20190210n095680

Russia UMC Europe & Central Asia2019 August 8 https://www.rbc.ru/rbcfreenews/5d4be6ee9a7947825be0e4960

Ukraine LMC Europe & Central Asia2018 February 10 http://www.bagnet.org/news/accidents/356775/volynskiy-mayner-laborant-pohishchal-dannye-s-pomoshchyu-vredonosnyh-programm0

South KoreaHIC East Asia & Pacific2018 May 24 http://news1.kr/articles/?3325296 0

Poland HIC Europe & Central Asia2018 December 14 https://interaktywnie.com/biznes/newsy/bezpieczenstwo/aplikacja-do-optymalizacji-baterii-w-telefonie-wyludza-dane-i-czysci-konto-2582930

South KoreaHIC East Asia & Pacific2018 September 8 http://news.chosun.com/site/data/html_dir/2018/09/08/2018090800820.html0

Serbia UMC Europe & Central Asia2018 August 20 https://www.ekapija.com/news/2229153/tri-cetvrtine-uspesnih-testova-hakovanja-korporativnih-mreza-u-2017-ostvareno-kroz-ranjivosti0

Hungary HIC Europe & Central Asia2018 October 21 http://www.blikk.hu/eletmod/tech/lesujto-eredmenyek-kibertamadasok-tobb-szazmillios-karokat-okoztak/vjrbwyp0

France HIC Europe & Central Asia2018 April 16 https://www.20minutes.fr/high-tech/2255931-20180416-rennes-pme-cible-choix-hackers0

Czech RepublicHIC Europe & Central Asia2017 March 24 https://www.novinky.cz/internet-a-pc/bezpecnost/433073-zaplatte-nebo-smazeme-data-milionu-uzivatelu-hackeri-vyhrozuji-applu.html0

Brazil UMC Latin America & Caribbean2017 January 17 http://www.tudocelular.com/tech/noticias/n86432/ambulancia-suecia-sirene-som.html0

Sweden HIC Europe & Central Asia2017 April 20 http://www.unt.se/nyheter/uppsala/kriminalvarden-skriver-av-misstankt-dataintrang-4623809.aspx0
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https://www.globallegalpost.com/corporate-counsel/gdpr-data-breach-notifications-on-the-rise-across-europe-study-finds-8900197/
https://www.ubergizmo.com/2020/03/malware-fake-best-buy-usb-drives/
https://www.techradar.com/news/ubisoft-says-just-dance-was-hit-by-a-data-breach
https://www.zdnet.com/article/fbi-and-nsa-expose-new-linux-malware-drovorub-used-by-russian-state-hackers/
https://securitybrief.com.au/story/cryptomining-trojan-malware-discovered-by-eset-researchers
https://www.erienewsnow.com/story/42683939/millcreek-township-confirms-computer-system-hacked-erie-news-now-uncovers-township-hit-by-ransomware-attack
https://newsinfo.inquirer.net/1528650/lawmaker-on-cash-transfers-phishing-scam-or-security-breach


United StatesHIC North America 2021 July 30 https://www.providencejournal.com/story/news/courts/2021/07/30/ri-treasurer-sues-facebook-alleging-investment-losses-data-breach/5433047001/0

Armenia UMC Europe & Central Asia2021 September 2 http://www.armbanks.am/en/2021/09/02/135109/0

United StatesHIC North America 2021 October 6 https://www.mynspr.org/2021-10-05/chico-state-identifies-source-of-vaccine-exemption-data-breach0

Latvia HIC Europe & Central Asia2021 October 12 https://www.baltictimes.com/telia_estonia__volume_of_cyber_attacks_increased_sixfold_on_year/0

Mexico UMC Latin America & Caribbean2022 December 26 https://www.jornada.com.mx/2022/12/26/politica/007n1pol0

Belgium HIC Europe & Central Asia2022 July 23 https://www.lesoir.be/455721/article/2022-07-23/phishing-les-clients-dorange-sont-vises-par-une-nouvelle-technique-darnaque0

Russia UMC Europe & Central Asia2022 July 26 https://www.igromania.ru/news/118055/Rossiyskie_hakery_vzlomali_Diablo_II_Resurrected.html0

Austria HIC Europe & Central Asia2022 October 11 https://futurezone.at/apps/apps-google-play-store-apple-app-store-android-ios-phishing/4021782300

South KoreaHIC East Asia & Pacific2022 December 21 http://www.koreatimes.com/article/20221220/14458580

United StatesHIC North America 2021 May 9 https://peakoil.com/production/cyber-attack-shuts-down-top-u-s-fuel-pipeline-network/comment-page-1170311

Indonesia LMC East Asia & Pacific2022 June 29 https://www.republika.co.id/berita/re8kb5335/hadapi-1000-serangan-siber-per-tahun-israel-waspadai-peretas-iran0

South KoreaHIC East Asia & Pacific2022 August 24 https://www.etnews.com/20220824000241?mc=em_050_000010

Bahrain HIC Middle East & North Africa2022 March 3 https://www.albiladpress.com/news/2022/4889/arab-and-world/747651.html0

South KoreaHIC East Asia & Pacific2022 October 24 https://www.hani.co.kr/arti/international/international_general/1063975.html0

Russia UMC Europe & Central Asia2022 March 3 https://runews24.ru:443/show-business/04/03/2022/6a073bb7e0a838c397b7f1af09e088d80

Poland HIC Europe & Central Asia2021 February 5 https://www.benchmark.pl/aktualnosci/poczta-polska-ostrzega-przed-falszywymi-mailami.html0

Bulgaria UMC Europe & Central Asia2021 October 19 http://www.focus-news.net/./news/2021/10/19/2909481/okrazhna-prokuratura-varna-rakovodi-dosadebno-proizvodstvo-za-izvarsheni-hakerski-ataki-sreshtu-informatsionen-sayt.html0

South KoreaHIC East Asia & Pacific2021 February 10 https://zdnet.co.kr/view/?no=202102101423410

France HIC Europe & Central Asia2021 October 21 https://securite.developpez.com/actu/328131/L-ANSSI-revoit-ses-recommandations-en-matiere-d-authentification-et-de-mots-de-passe-alors-que-les-hackers-multiplient-les-attaques-depuis-2020/0

Ukraine LMC Europe & Central Asia2021 June 17 https://www.eurointegration.com.ua/news/2021/06/17/7124559/0

Russia UMC Europe & Central Asia2021 April 22 https://www.securitylab.ru/news/519171.php0

Germany HIC Europe & Central Asia2021 November 17 https://www.finanznachrichten.de/nachrichten-2021-11/54510988-82-prozent-der-gesundheitssysteme-berichten-von-iot-cyberangriff-in-den-letzten-18-monaten-007.htm0

Ukraine LMC Europe & Central Asia2021 December 27 https://zn.ua/WORLD/khakery-rasprostranjajut-virus-v-telegram-kanalakh-pro-kriptovaljutu.html0

Bosnia and HerzegovinaUMC Europe & Central Asia2021 February 19 https://www.slobodna-bosna.ba/vijest/188909/iz_redakcije_zurnala_poruchuju_i_danas_traju_jaki_hakerski_udari.html0

India LMC South Asia 2021 April 8 https://www.digit.in/hi/news/apps/malware-alert:-instant-delete-fixonline-app-from-your-phone-81652.html0

Bulgaria UMC Europe & Central Asia2020 February 20 https://www.novinite.bg/articles/185970/Gledat-doklada-za-hakvaneto-na-NAP0

Poland HIC Europe & Central Asia2020 April 10 https://www.telepolis.pl/tech/bezpieczenstwo/cyfrowe-pl-atak-hakerow-wyciek-danych0

Indonesia LMC East Asia & Pacific2020 January 29 https://international.sindonews.com/read/1511458/41/hacker-berhasil-bobol-puluhan-server-pbb-15803221190

Keeling Islands 2020 January 31 https://news.vitebsk.cc/2020/01/31/hakery-zablokirovali-kompyuter-buhgalterii-glubokskoj-pmk-oni-trebuyut-15-000-za-razblokirovku/0

France HIC Europe & Central Asia2020 November 30 https://hitek.fr/actualite/campagne-phishing-netflix-france-email-fraude_258150

France HIC Europe & Central Asia2019 February 13 http://www.charentelibre.fr/2019/02/13/un-des-leaders-des-gilets-jaunes-charentais-en-justice-pour-avoir-pirate-charente-libre,3387435.php0

United StatesHIC North America 2022 January 24 https://www.wgal.com/article/snap-recipients-potential-phishing-scam/38870882[3467956, 3467963, 3467958]['Pa . officials warn SNAP recipients of potential phishing scam', 'SNAP recipients warned of potential phishing scam', 'State Dept . of Human Services warns of phishing scam targeting SNAP , EBT card users']2

Russia UMC Europe & Central Asia2019 August 28 http://www.cnews.ru/news/line/2019-08-28_groupib_ugolovnoe_delo_uchastnika0

Norway HIC Europe & Central Asia2019 August 5 https://itavisen.no/2019/08/05/milliardbutikk-hacket-informasjon-om-nesten-7-millioner-kunder-lekket/0

Germany HIC Europe & Central Asia2019 October 29 https://www.tagesspiegel.de/themen/digitalisierung-ki/angriff-aus-dem-netz-anonymous-hackt-webseite-von-csu-politiker-uhl/5333912.html0

Italy HIC Europe & Central Asia2019 November 13 https://qds.it/taormina-asm-tra-liquidazione-e-attacchi-hacker-lautunno-si-annuncia-gia-caldissimo/0

Spain HIC Europe & Central Asia2018 March 15 http://www.agroinformacion.com/lo-que-faltaba-por-ver-se-retarasan-los-pagos-de-la-pac-porque-le-han-hackeado-su-sistema-informatico/0

South KoreaHIC East Asia & Pacific2018 October 17 http://news.chosun.com/site/data/html_dir/2018/10/17/2018101701048.html0

South KoreaHIC East Asia & Pacific2018 July 3 http://biz.heraldcorp.com/view.php?ud=201807030003830

Spain HIC Europe & Central Asia2017 May 7 http://www.noticiasdenavarra.com/2017/05/07/mundo/en-marcha-denuncia-un-pirateo-masivo-de-documentos-internos0

Germany HIC Europe & Central Asia2017 January 17 http://www.finanznachrichten.de/nachrichten-2017-01/39684012-oesterreichische-post-warnt-vor-phishing-mails-und-lenzing-freut-sich-auf-davos-social-feeds-extended-245.htm0

Russia UMC Europe & Central Asia2018 July 6 https://lenta.ru/news/2018/07/06/hackers/0

Ukraine LMC Europe & Central Asia2017 January 11 http://talks.su/news/hakeri-prakticheski-na-nedelyu-uronili-sayt-prokuraturi-20170111/0

Russia UMC Europe & Central Asia2017 April 13 https://lenta.ru/news/2017/04/13/mirai_is_back/0

United StatesHIC North America 2017 July 7 https://www.larepublica.net/noticia/hackers-secuestraron-equipos-de-cinco-empresas-en-el-pais0

China UMC East Asia & Pacific2017 July 4 http://tech.xinmin.cn/2017/07/04/31126891.html0

Russia UMC Europe & Central Asia2017 December 29 https://regnum.ru/news/economy/2363867.html0

Indonesia LMC East Asia & Pacific2017 May 1 http://teknologi.news.viva.co.id/news/read/910836-situs-diretas-operator-telekomunikasi-diminta-berbenah0

Chile HIC Latin America & Caribbean2017 May 16 http://www.elperiscopio.cl/2017/05/15/afuentes/en-chilito-tambien-empresa-puertomontina-fue-victima-del-hackeo-mundial/0

Japan HIC East Asia & Pacific2017 September 3 http://ascii.jp/elem/000/001/541/1541702/0

South KoreaHIC East Asia & Pacific2017 January 25 http://www.diodeo.com/news/view/20400600

United StatesHIC North America 2021 November 16 https://searchsecurity.techtarget.com/news/252509511/ProxyShell-leads-to-domain-wide-ransomware-attack0

Greece HIC Europe & Central Asia2021 April 7 https://neoskosmos.com/en/194140/hackers-target-phones-of-top-aussie-diplomats-including-ambassador-to-us-arthur-sinodinos/0

United KingdomHIC Europe & Central Asia2021 April 6 https://www.infosecurity-magazine.com:443/news/sophos-mount-locker-astro-locker/0

United StatesHIC North America 2021 May 13 https://securityboulevard.com/2021/04/10-major-cyber-attacks-witnessed-globally-in-q1-2021/0
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United StatesHIC North America 2021 August 1 http://www.msn.com/en-us/news/world/women-allege-that-nso-spyware-was-used-to-steal-and-leak-their-private-photos/ar-AAMOelj0

South AfricaUMC Sub-Saharan Africa2022 January 12 https://it-online.co.za/2022/01/12/mass-spyware-targets-ics-computers/0

PhilippinesLMC East Asia & Pacific2022 January 24 https://mb.com.ph/2022/01/24/deped-validating-report-on-hacked-bank-accounts-of-teachers/0

United StatesHIC North America 2022 March 23 https://appleinsider.com/articles/22/03/23/sophisticated-gimmick-malware-found-custom-made-for-macos0

United KingdomHIC Europe & Central Asia2022 April 5 https://financial-news.co.uk/the-works-targeted-by-hackers/0

Canada HIC North America 2022 November 18 https://www.itworldcanada.com/article/arcrypter-ransomware-strain-detailed-by-blackberry/5140110

Canada HIC North America 2022 April 19 https://www.renfrewtoday.ca/2022/04/19/family-health-team-records-also-compromised-in-arnprior-regional-health-data-breach/0

United StatesHIC North America 2022 May 20 https://www.jdsupra.com/legalnews/brown-brothers-harriman-co-reports-8938220/0

India LMC South Asia 2022 May 17 https://www.uniindia.com/story/US-charges-hacker-with-producing-using-malicious-software0

United StatesHIC North America 2019 January 16 https://www.extremetech.com/computing/283961-lojax-malware-continues-to-operate-8-months-after-discovery0

United StatesHIC North America 2019 February 27 https://www.forbes.com/sites/jessicabaron/2019/02/27/sound-waves-are-being-hacked-for-everything-from-ad-targeting-to-bioterrorism/0

United KingdomHIC Europe & Central Asia2019 March 14 https://www.theregister.co.uk/2019/03/14/fila_uk_hacked/0

United StatesHIC North America 2021 January 31 http://www.nydailynews.com/news/national/ny-new-york-stock-exchange-twitter-account-hacked-20210131-cle5445dzvdblkvgaidj4ik7ku-story.html0

United StatesHIC North America 2019 May 23 https://threatpost.com/shade-ransomware-expands-us/145020/0

India LMC South Asia 2020 April 18 https://www.thehindu.com/news/national/agencies-suspect-massive-data-breach-in-the-last-few-days/article31376486.ece0

United StatesHIC North America 2021 June 17 https://www.forbes.com/sites/thomasbrewster/2021/06/17/google-android-app-with-5-billion-installs-was-vulnerable-to-a-privacy-destroying-hack/0

United StatesHIC North America 2020 August 26 https://threatpost.com/hackers-exploit-autodesk-flaw-in-recent-cyberespionage-attack/158669/0

Kenya LMC Sub-Saharan Africa2019 January 30 https://www.standardmedia.co.ke/article/2001311421/how-hackers-wired-billions-from-banks0

Nigeria LMC Sub-Saharan Africa2019 August 12 https://punchng.com/twitter-verifies-osinbajos-handle-after-hacking-attempt/0

United StatesHIC North America 2019 August 8 https://mrtopstep.com/exit-scams-state-sponsored-hacks-and-a-very-expensive-valentines-day/0

United StatesHIC North America 2019 August 24 https://www.forbes.com/sites/daveywinder/2019/08/24/windows-users-warned-to-update-now-as-complete-control-hack-attack-confirmed/0

Canada HIC North America 2019 September 21 https://barrie.ctvnews.ca/hackers-demand-ransom-in-cyber-attack-on-barrie-business-1.46033680

India LMC South Asia 2019 September 30 https://gadgets.ndtv.com/mobiles/news/ios-13-1-1-ipados-update-third-party-keyboard-bug-fix-changes-download-jailbreak-exploit-apple-21094590

Japan HIC East Asia & Pacific2019 October 15 https://www.zdnet.com/article/argentinian-security-researcher-arrested-after-tweeting-about-government-hack/0

Canada HIC North America 2019 December 5 https://nunatsiaq.com/stories/article/nunavut-government-moves-to-pay-vendors-a-month-after-ransomware-attack/0

United StatesHIC North America 2018 November 28 https://www.abc17news.com/news/politics/live-rosenstein-efforts-against-international-computer-hacking-announcement/8963906200

United StatesHIC North America 2020 July 16 https://www.msn.com/en-us/news/technology/european-police-hacked-secret-phone-network-used-ai-for-major-bust/ar-BB16OtoB[2608227, 2608206]['European Police Hacked Secret Phone Network , Used AI for Major Bust', 'European police hacked secret phone network , used AI for major bust']1

United StatesHIC North America 2017 January 7 http://integrated.processmyquote.com/central-indiana-countys-hacked-computer-system-taking-weeks-to-restore/0

United KingdomHIC Europe & Central Asia2017 January 16 http://www.bbc.co.uk/news/uk-wales-386342890

Israel HIC Middle East & North Africa2017 January 18 https://www.algemeiner.com/2017/01/18/despicable-antisemitic-cyber-attack-at-tennessee-campus-outrages-jewish-student-community/0

Australia HIC East Asia & Pacific2017 February 5 http://www.brisbanetimes.com.au/victoria/thousands-of-pacemakers-and-defibrillators-at-risk-of-hacking-20170205-gu5w65.html0

Israel HIC Middle East & North Africa2017 May 1 http://www.theyeshivaworld.com/news/headlines-breaking-stories/1265676/israelis-websites-successfully-hacked-pflp-cyber-army.html0

United StatesHIC North America 2017 April 28 https://news.sophos.com/en-us/2017/04/28/fertility-patient-data-breach-fine-would-have-been-much-higher-under-gdpr/0

China UMC East Asia & Pacific2017 July 13 https://www.androidheadlines.com/2017/07/google-hunting-down-android-malware-with-peer-group-analysis.html0

United StatesHIC North America 2017 July 6 http://hackaday.com/2017/07/06/hacking-into-a-wind-farm/0

China UMC East Asia & Pacific2017 September 9 http://www.scmp.com/news/hong-kong/law-crime/article/2110477/cyberattackers-hack-website-hong-kong-pro-democracy-party0

United KingdomHIC Europe & Central Asia2017 September 5 http://www.ibtimes.co.uk/australian-police-get-new-spy-powers-hack-smart-devices-demand-encryption-keys-16381150

United StatesHIC North America 2017 September 5 http://www.politico.com/story/2017/09/05/trump-campaign-wikileaks-hack-lawsuit-2423440

United StatesHIC North America 2017 September 28 http://abc7ny.com/technology/malware-malware-everywhere/2465088/0

Ireland HIC Europe & Central Asia2017 September 21 https://www.rte.ie/news/business/2017/0921/906589-wall-street-regulator-faces-grilling-over-data-breach/0

United KingdomHIC Europe & Central Asia2017 November 14 http://www.ibtimes.co.uk/millions-kodi-pirates-could-be-unwittingly-spreading-child-porn-malware-16472840

United StatesHIC North America 2017 November 17 http://wspa.com/2017/11/16/phishing-scam-cost-spartanburg-county-taxpayers-thousands/0

Iran LMC Middle East & North Africa2017 November 28 https://irannewsupdate.com/news/terrorism/4427-us-continues-to-expose-iranian-efforts-to-expand-hacking-missile-activities.html0

United StatesHIC North America 2017 December 21 https://wn.com/Name_Server_Hacked 0

PhilippinesLMC East Asia & Pacific2017 December 29 http://newsbytes.ph/2017/12/29/security-firm-sees-more-fake-news-machine-learning-hackers-in-2018/0
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https://kulturegeek.fr/news-189789/piratage-visant-bouygues-construction-ny-impact-negligence-groupe
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https://navbharattimes.indiatimes.com/metro/mumbai/crime/cyber-hackers-doing-forgery-on-the-name-of-free-covid-19-test/articleshow/76738798.cms
https://regnum.ru/news/accidents/2830766.html
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https://www.pctipp.ch/news/sicherheit/artikel/phishing-sms-im-namen-von-paketdiensten-im-umlauf-93640/
https://www.air-journal.fr/2019-02-24-le-site-marchand-de-laeroport-marseille-provence-victime-dun-piratage-informatique-5210643.html
https://www.securitylab.ru/news/501787.php
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South KoreaHIC East Asia & Pacific2019 September 16 http://biz.chosun.com/site/data/html_dir/2019/09/16/2019091600934.html0

South KoreaHIC East Asia & Pacific2019 January 30 http://www.edaily.co.kr/news/read?newsId=04913446622362968&mediaCodeNo=2570

United KingdomHIC Europe & Central Asia2018 August 7 https://www.scmagazineuk.com/taiwanese-semiconductor-product-knocked-offline-due-malware/article/14898260

France HIC Europe & Central Asia2019 January 21 https://www.phonandroid.com/chrome-firefox-opera-197-extensions-permettent-aux-pirates-de-vous-espionner.html0

India LMC South Asia 2018 July 31 https://www.bhaskar.com/harayana/bahadurgarh/news/latest-bahadurgarh-news-020029-2345346.html0

Russia UMC Europe & Central Asia2018 December 4 https://www.kommersant.ru/doc/3820140 0

Germany HIC Europe & Central Asia2018 April 14 https://www.aerztezeitung.de/praxis_wirtschaft/medizinprodukte/article/961437/fernsteuerung-gefahr-durch-hacker-angriffe-herzschrittmacher.html0

Serbia UMC Europe & Central Asia2018 May 23 https://naslovi.net/2018-05-23/rtv/cisko-novi-hakerski-napad/217173570

South KoreaHIC East Asia & Pacific2018 May 20 HTTP://www.yonhapnews.co.kr/society/2018/05/21/0701000000AKR20180521007100051.HTML?template=55660

France HIC Europe & Central Asia2018 July 11 https://www.developpez.com/actu/214124/Une-firme-de-securite-poursuivie-pour-ne-pas-avoir-pu-detecter-un-malware-qui-a-permis-de-pirater-les-donnees-de-plus-de-650-clients-d-une-entreprise/0

Lithuania HIC Europe & Central Asia2017 April 3 http://lietuvosdiena.lrytas.lt/aktualijos/programisiai-bande-isilauzti-i-seimo-nariu-kompiuterius.htm0

Indonesia LMC East Asia & Pacific2017 April 6 http://www.jawapos.com/read/2017/04/06/121479/haikal-hacker-jebolan-smp-itu-bikin-rugi-citilink-rp-19-miliar-dan0

France HIC Europe & Central Asia2017 August 29 http://bfmbusiness.bfmtv.com/01-business-forum/un-malware-ciblerait-les-clients-salesforce-626518.html0

Morocco LMC Middle East & North Africa2017 May 3 http://www.leconomiste.com/flash-infos/logiciels-malveillants-un-marocain-sur-deux-touche0

South KoreaHIC East Asia & Pacific2017 August 11 http://www.diodeo.com/news/view/23746530

United StatesHIC North America 2021 March 17 https://www.timesunion.com/news/article/Ransomeware-hits-regional-dispatch-system-damage-16032828.php0

Pakistan LMC South Asia 2021 November 26 https://www.pakistantelegraph.com/news/271808302/pakistan-database-registration-authority-biometric-data-hacked-compromised0

United StatesHIC North America 2021 November 30 https://thehill.com/policy/cybersecurity/583647-members-of-hacking-group-sentenced-for-stealing-millions-in0

Canada HIC North America 2021 May 5 https://leaderpost.com/technology/tech-news/malware-uses-icmp-tunneling-for-backdoor-communications0

Australia HIC East Asia & Pacific2021 May 30 https://www.afr.com/technology/how-brad-lost-5600-in-domain-email-scam-20210528-p57vz70

Australia HIC East Asia & Pacific2021 June 8 https://www.pulseitmagazine.com.au/australian-ehealth/6098-nsw-health-confirms-personal-data-has-been-accessed-following-accellion-hack0

United StatesHIC North America 2022 January 15 https://www.valdostadailytimes.com/news/local_news/ex-hospital-worker-arrested-in-sgmc-data-breach/article_7ca92b22-a2e5-5541-b3b3-38472d3706b1.html0

United StatesHIC North America 2022 August 30 https://watermarkonline.com/2022/08/30/anti-lgbtq-liberty-counsel-hacked-in-major-data-breach/0

Russia UMC Europe & Central Asia2022 February 4 https://www.securityweek.com/chinese-hackers-target-financial-institutions-taiwan-custom-backdoor0

United KingdomHIC Europe & Central Asia2022 February 21 https://www.itpro.co.uk/security/phishing/362470/novnc-phishing-method-bypasses-google-2fa0

Australia HIC East Asia & Pacific2022 October 9 https://www.itwire.com/business-it-news/security/leading-fruit,-veg-grower-costa-group-leaks-data-after-phishing-attack.html0

United StatesHIC North America 2022 April 22 https://www.coinspeaker.com/cz-recovery-5-8m-crypto-axie-infinity/0

Canada HIC North America 2022 October 24 https://www.itworldcanada.com/article/most-canadian-firms-hit-by-ransomware-tell-statscan-they-didnt-pay-up-experts-are-skeptical/5091690

United StatesHIC North America 2022 December 9 https://healthitsecurity.com/news/conway-regional-medical-center-reaches-295k-settlement-over-healthcare-data-breach0

Russia UMC Europe & Central Asia2022 December 30 https://www.bleepingcomputer.com/news/security/lockbit-ransomware-claims-attack-on-port-of-lisbon-in-portugal/0

United StatesHIC North America 2021 November 17 https://www.abqjournal.com/2446976/nm-health-care-company-reports-data-breach.html0

South AfricaUMC Sub-Saharan Africa2019 July 8 https://www.itweb.co.za/content/RgeVDMPozbN7KJN30

China UMC East Asia & Pacific2019 February 6 https://cointelegraph.com/news/users-of-crypto-wallets-electrum-and-myetherwallet-face-phishing-attacks0

United StatesHIC North America 2019 April 2 https://www.jdnews.com/news/20190402/onwasa-99-percent-back-to-normal-after-cyber-attack0

United StatesHIC North America 2019 August 1 https://waow.com/news/wisconsin-news/2019/07/31/scammers-go-phishing-for-wisconsin-hunters-and-anglers/0

United StatesHIC North America 2019 August 23 https://news.yahoo.com/beaxy-exchange-likely-lost-570-142053125.html0

New ZealandHIC East Asia & Pacific2019 September 11 https://securitybrief.co.nz/story/apple-issues-clarification-on-extent-of-ios-malware-infection0

United StatesHIC North America 2019 December 11 https://www.claimsjournal.com/news/national/2019/12/11/294486.htm0

United StatesHIC North America 2019 November 9 https://abc11.com/technology/cyber-attacks-target-north-carolina-government-agencies/5676476/0

United StatesHIC North America 2019 December 12 https://www.wpbf.com/article/west-palm-beach-car-dealership-hit-by-ransomware/302020710

United StatesHIC North America 2017 January 20 http://www.nj.com/news/index.ssf/2017/01/rutgers_student_questioned_cyber_attack.html0

United StatesHIC North America 2017 February 15 http://www.washingtonexaminer.com/gao-shock-hacking-by-federal-workers-a-top-threat-1000-security-fixes-ignored/article/26149020

United StatesHIC North America 2017 March 29 http://www.kpax.com/story/35021878/hackers-hit-forsyth-schools-server-cause-disruptions0

United StatesHIC North America 2017 April 24 http://www.defenseone.com/news/2017/04/the-d-brief-april-24-2017/137247/0

Canada HIC North America 2017 May 19 http://www.cbc.ca/news/canada/ottawa/sit-with-me-dog-charity-facebook-page-hacked-1.41238910

United StatesHIC North America 2017 July 27 http://www.theepochtimes.com/n3/2272096-hackers-selling-access-to-critical-infrastructure-on-darknet-2/0

United StatesHIC North America 2017 August 3 http://www.jdsupra.com/legalnews/data-breach-at-italy-s-no-1-bank-71672/0

United StatesHIC North America 2017 September 20 http://www.washingtontimes.com/news/2017/sep/20/govt-workers-appeal-after-judge-tosses-opm-suit/0

United KingdomHIC Europe & Central Asia2017 December 14 http://metro.co.uk/2017/12/14/hacker-got-details-165000-people-sites-including-uber-groupon-7161418/0

Australia HIC East Asia & Pacific2017 June 28 http://www.9news.com.au/world/2017/06/28/13/18/qantas-glitch-affects-travellers-cyber-attack0

PhilippinesLMC East Asia & Pacific2017 January 9 http://www.businessmirror.com.ph/senate-set-to-investigate-data-breach-at-comelec/0

United StatesHIC North America 2017 March 25 http://www.idahostatesman.com/news/local/article140675938.html0

Uganda LIC Sub-Saharan Africa2018 March 14 http://pctechmag.com/2016/06/huge-spam-and-malware-network-goes-offline/0

Australia HIC East Asia & Pacific2018 March 31 https://www.kotaku.com.au/2018/03/hacked-fortnite-players-sayepics-response-is-too-slow/0

United KingdomHIC Europe & Central Asia2018 June 5 https://www.getsurrey.co.uk/news/surrey-news/hackers-target-christs-college-guildford-147436130
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United StatesHIC North America 2018 April 11 http://www.darkreading.com/iot/sirenjack-vulnerability-lets-hackers-hijack-emergency-warning-system/d/d-id/13315020

United StatesHIC North America 2018 June 8 https://patch.com/california/paloalto/guilty-verdict-reached-eerie-hack-attack-palo-alto-company0

United StatesHIC North America 2018 May 8 https://nakedsecurity.sophos.com/2018/05/08/the-man-on-the-train-caught-with-his-phishing-loot/0

India LMC South Asia 2018 August 1 https://economictimes.indiatimes.com/news/politics-and-nation/hackers-say-flooded-trai-chiefs-mobile-with-plaints-placed-cod-orders-for-him/articleshow/65223567.cms0

India LMC South Asia 2020 December 31 https://www.bhaskar.com/business/news/cyber-crimes-on-the-rise-during-coronavirus-outbreak-india-update-online-shopping-to-covid-vaccine-booking-128071902.html[2833855, 2828482, 3064903, 2833856, 2834076, 2833844]['Cyber \u200b\u200bCrimes On The Rise During Coronavirus Outbreak India Update ; Online Shopping To Covid Vaccine Booking | Frauds in the name of home delivery and vaccine bookings, including governments in data hacking', 'Trafficking, hacking, scams… A high-risk vaccination campaign', 'Named the loss of citizens and businesses from hacker actions for the year of the coronavirus pandemic', 'Fraud in the name of home delivery and vaccine booking, even governments involved in data hacking In the name of home delivery and vaccine booking, fraud, data hacking, even governments are involved.', 'Coronavirus in the digital world: Hackers take advantage of the pandemic', 'Cyber \u200b\u200bCrimes On The Rise During Coronavirus Outbreak India Update; Online Shopping To Covid Vaccine Booking | Cheating in the name of home delivery and vaccine booking, governments are also involved in data hacking']5

United StatesHIC North America 2018 November 2 https://wqad.com/2018/11/02/muscatine-government-cyber-attack-recovery-a-slow-process/0

United StatesHIC North America 2018 September 8 https://www.digitaltrends.com/apple/apple-let-spyware-posing-as-anti-malware-tool-into-its-mac-app-store/0

United StatesHIC North America 2018 November 5 https://www.securityinfowatch.com/news/12435599/following-ransomware-attack-colorado-cto-talks-layers-of-defense0

Canada HIC North America 2018 December 4 https://www.cbc.ca/news/canada/thunder-bay/tbaytel-phishing-scam-1.49310040

United StatesHIC North America 2020 January 13 http://wvmetronews.com/2020/01/12/recovery-continues-in-wood-county-schools-after-2019-ransomware-attack/0

United StatesHIC North America 2020 February 7 https://www.ssuchronicle.com/2020/02/07/keller-grover-llp-investigating-pih-health-data-breach/0

United StatesHIC North America 2020 February 14 https://www.govtech.com/public-safety/Hackers-Target-Massachusetts-Police-Department-Website.html0

PhilippinesLMC East Asia & Pacific2020 February 21 https://news.abs-cbn.com/news/02/21/20/google-warns-some-abs-cbn-employees-of-possible-hacking-attempts-by-govt-backed-attackers0

United StatesHIC North America 2020 March 18 https://www.prurgent.com/2020-03-17/pressrelease466512.htm0

United StatesHIC North America 2020 April 28 https://statescoop.com/smart-parking-meter-vendor-data-stolen-ransomware-attack/0

Portugal HIC Europe & Central Asia2021 August 11 https://www.theportugalnews.com/news/2021-08-11/phishing-in-portugal/616540

United StatesHIC North America 2021 December 23 http://thejerseytomatopress.com/stories/fbi-weighs-in-on-cyber-hacking-impacting-new-jersey-energy-pipeline,214700

United StatesHIC North America 2020 September 23 https://www.mlive.com/news/grand-rapids/2020/09/parent-company-to-mercy-health-and-st-joes-systems-sends-data-breach-letter-to-clients.html0

United StatesHIC North America 2020 October 17 https://www.bankinfosecurity.com/google-offers-fresh-details-on-china-linked-hacking-group-a-151960

Russia UMC Europe & Central Asia2020 November 6 https://www.securityweek.com/russian-hacker-group-continues-stealing-money-industrial-enterprises0

Trinidad and TobagoHIC Latin America & Caribbean2020 November 24 https://trinidadexpress.com/business/local/workers-finally-paid-after-cyber-attack/article_6cdecfc2-2542-11eb-b2e7-7b40c23c8abd.html0

United KingdomHIC Europe & Central Asia2020 December 4 https://www.itpro.co.uk/security/malware/358011/businesses-told-to-guard-against-powerpepper-windows-exploit0

Russia UMC Europe & Central Asia2020 December 10 https://globalvoices.org/2020/12/10/seven-african-governments-employ-surveillance-spyware-says-new-study/0

United StatesHIC North America 2021 September 20 https://www.kbhbradio.com/news/ag-cooperative-hit-by-ransomware-attack-multi-million-ransom-demand0

United StatesHIC North America 2021 March 24 https://www.washingtonexaminer.com/policy/technology/hacker-collective-gains-access-to-150-000-security-camera-feeds0

United KingdomHIC Europe & Central Asia2021 March 12 https://www.infosecurity-magazine.com/news/settlement-reached-over-amca-data/0

United StatesHIC North America 2021 March 12 https://www.local10.com/news/local/2021/03/12/teen-gets-probation-but-no-jail-for-hacking-miami-dade-schools/0

United StatesHIC North America 2021 February 28 https://www.mankatofreepress.com/news/local_news/msu-report-hack-sought-personal-data-but-most-safe/article_d42ed03a-7887-11eb-abc5-7734ac026c5f.html0

United KingdomHIC Europe & Central Asia2021 March 22 https://www.itpro.co.uk/security/exploits/358971/f5-networks-big-ip-flaw-the-latest-to-be-exploited-by-hackers0

Belgium HIC Europe & Central Asia2022 September 27 https://www.rtbf.be/article/reseaux-sociaux-jeux-ou-videos-les-pirates-vous-guident-vers-leurs-malwares-110532900

Ukraine LMC Europe & Central Asia2022 January 14 https://ukranews.com/news/827026-rgk-zayavlyaet-o-hakerskoj-atake-na-servery-kompanii0

Spain HIC Europe & Central Asia2022 November 8 https://www.sevillaactualidad.com/sevilla/501687-hackean-la-app-y-los-paneles-informativos-de-tussam/0

Indonesia LMC East Asia & Pacific2022 December 21 https://regional.kompas.com/read/2022/12/21/121544678/laman-ugm-diretas-lagi-dengan-tulisan-maaf-website-anda-sedang-tidak-baik0

Italy HIC Europe & Central Asia2022 August 20 https://www.dagospia.com/rubrica-29/cronache/ldquo-aho-39-ma-quelli-stanno-scopa-rsquo-rdquo-ndash-centro-321478.htm0

Austria HIC Europe & Central Asia2022 September 9 https://www.derstandard.at/consent/tcf/story/2000138976547/e-sim-plus-phishing-hacker-greifen-mit-perfidem-trick-oesterreichische0

Germany HIC Europe & Central Asia2022 June 17 https://www.heise.de/news/Indien-Gefaelschte-Beweise-und-Hackerangriff-Verbindung-zur-Polizei-gefunden-7143328.html0
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https://www.irishtimes.com/business/media-and-marketing/watchdog-queries-inm-chairman-on-data-breach-1.3337174
http://www.newindianexpress.com/cities/hyderabad/2018/nov/28/more-indian-hackers-to-bring-global-financial-institutions-to-knees-in-19-1904260.html
http://www.darkreading.com/threat-intelligence/danabot-malware-adds-spam-to-its-menu/d/d-id/1333454
https://www.darkreading.com/cloud/telcos-become-richer-hacking-targets/d/d-id/1337888
https://www.politico.com/newsletters/morning-cybersecurity/2020/01/15/mysteries-surround-burisma-holdings-and-a-hack-784413
https://www.ourmidland.com/opinion/voices/article/Mid-college-president-We-were-hacked-15348844.php
https://www.indiatvnews.com/technology/news-amazon-ring-app-leaking-user-data-to-third-parties-583958
https://www.professionaladviser.com/news/4016916/cyber-attack-suspends-ties-morganash-medical-incident
https://abc7chicago.com/after-illinois-attack-by-russian-hackers-in-2016-feds-spotlight-state-in-2020/5940776/
https://www.businesswire.com/news/home/20201001005831/en/Federman-Sherwood-Initiates-an-Investigation-of-the-Data-Breach-at-cbdMD-Inc.
https://eturbonews.com/2996796/foreign-cyber-attack-on-southwest-airlines-faa-grounded-all-wn-flights-in-the-united-states/
https://it-online.co.za/2021/10/01/fraudsters-exploit-new-bond-film/
https://www.wtol.com/article/news/local/tps-parent-wants-district-to-do-more-about-september-hack/512-4f3a7d1a-91a8-495d-839f-1a881e380382
https://www.iol.co.za/business-report/companies/work-from-home-increases-cyber-attack-risks-for-smes-8991e5de-5bdc-48d5-afa0-3c8c56ff4a2a
https://www.lebanese-forces.com/2022/06/23/google-hack/
https://newtimes.ru/articles/detail/222959/
https://www.chacodiapordia.com/2022/05/05/tras-el-hackeo-reglamentan-el-uso-de-tecnologias-en-el-poder-judicial-chaqueno/
https://www.heise.de/news/Sparkassen-warnen-vor-Phishing-SMS-zur-pushTAN-7388926.html
https://www.aftonbladet.se/nyheter/a/8J5BEA/domstolsanstalld-atalad-for-dataintrang
https://www.kompas.com/cekfakta/read/2022/02/25/134109882/jaringan-cekfakta-kecam-peretasan-dan-serangan-disinformasi-kepada
https://www.mk.ru/social/2022/08/03/v-ispanii-zayavili-ob-atake-rossiyskikh-khakerov-na-nauchnye-centry-strany.html
https://www.sueddeutsche.de/politik/gruene-hackerangriff-parteispitze-1.5604434
https://www.securitylab.ru/news/521252.php
https://www.midianews.com.br/politica/governo-sofre-ataque-de-hacker-e-envia-informacoes-para-policia/404961
https://vietgiaitri.com/hacker-khet-tieng-dot-kich-tung-doan-ghi-am-nghe-len-cuoc-noi-chuyen-cua-hoi-nhom-chuyen-trom-id-de-share-link-18-va-gay-roi-tren-zoom-20211011i6086995/
http://dnaberita.com/2021/09/04/polda-diy-bongkar-penipuan-peretas-sindikat-internasional/
https://www.securitylab.ru/news/517037.php
https://www.elheraldodechihuahua.com.mx/local/explotan-a-personal-de-vacunacion-anticovid-noticias-de-chihuahua-pandemia-contagios-coronavirus-inyecciones-bienestar-6928095.html
https://www.securitylab.ru/news/518632.php
https://www.is.fi/turun-seutu/art-2000007918719.html
https://nbnews.com.ua/obshchestvo/2021/01/15/pushilin-zakryl-granitsy-dnr-po-strannoi-prichine-khakery-pokazali-ranee-nedostupnuiu-informatsiiu/
https://www.lavozdegalicia.es/noticia/vigo/2021/09/18/ciberataque-inspeccion-trabajo-empantanados-decenas-casos/0003_202109V18C1991.htm
http://gate.ahram.org.eg/News/2407184.aspx
https://www.vozpopuli.com/espana/hacker-ruso-detenido-espana-bots-ordenadores_0_1348065897.html
http://www.itbear.com.cn/html/2020-09/387003.html
https://www.viva.co.id/digital/digilife/1318047-hacker-incar-data-pribadi-nasabah-kartu-kredit-karena-mahal-harganya
http://interfax.az/view/823450


Italy HIC Europe & Central Asia2020 April 19 https://www.ilgiornaledelmolise.it/2015/08/25/caso-ashley-madison-tre-suicidi-dopo-lhackeraggio-del-sito-di-incontri/0

United StatesHIC North America 2020 August 6 https://www.elfinancierocr.com/tecnologia/sitio-de-box-correos-sigue-sin-operar-tras-ataque/TIOW7L52BJEI7NVLV4HSMIPKJU/story/0

France HIC Europe & Central Asia2017 January 26 https://habrahabr.ru/company/inoventica/blog/320550/[102663, 141791, 126777]['CouchDB and Hadoop, new targets for ransomware', 'Nearly 30 , 000 MongoDB servers held captive in ransomware attacks', 'Crypto ransomware sells a tool to attack systems using MongoDB, Hadoop and ElasticSearch / Inoventica Services Blog / Habrahabr']2

Poland HIC Europe & Central Asia2020 February 11 https://pomorska.pl/polowa-firm-padla-ofiara-hakerow-i-polowa-nie-ma-specjalistow-it/ar/c1-147772580

Japan HIC East Asia & Pacific2019 July 3 https://japan.zdnet.com/article/35139422/0

Greece HIC Europe & Central Asia2019 June 6 https://www.euro2day.gr/news/economy/article/1685069/kakovoylo-logismiko-piso-apo-hiliades-prosfores-ae.html0

South KoreaHIC East Asia & Pacific2019 May 1 http://www.knnews.co.kr/news/articleView.php?idxno=12855870

Ecuador UMC Latin America & Caribbean2019 August 21 https://confirmado.net/2019/08/21/correa/0

Argentina UMC Latin America & Caribbean2018 February 5 http://www.mdzol.com/nota/779487-hackean-cuenta-de-twitter-de-un-diputado-nacional/0

Iran LMC Middle East & North Africa2018 June 24 https://www.balatarin.com/permlink/2018/6/23/48606050

South KoreaHIC East Asia & Pacific2018 March 8 http://biz.chosun.com/site/data/html_dir/2018/03/08/2018030801126.html0

Israel HIC Middle East & North Africa2018 February 10 http://www.globes.co.il/news/article.aspx?did=10012231090

Denmark HIC Europe & Central Asia2018 January 31 https://www.computerworld.dk/art/242410/opdater-straks-alvorlig-saarbarhed-fundet-i-cisco-firewalls-hackere-kan-omgaa-din-firewall-direkte-fra-internettet0

Belgium HIC Europe & Central Asia2018 October 24 https://www.lecho.be/entreprises/transport/Les-chauffeurs-de-taxis-denoncent-les-actes-de-piratage-d-Uber/100625540

France HIC Europe & Central Asia2018 October 9 https://www.lyoncapitale.fr/actualite/l-equipe-piratee-il-faut-changer-son-mot-de-passe-sur-le-site-et-ailleurs/0

Mexico UMC Latin America & Caribbean2018 August 23 http://www.elgrafico.mx/toluca/hackean-pagina-del-aeropuerto-internacional-de-toluca0

China UMC East Asia & Pacific2018 November 20 http://www.199it.com/archives/798429.html0

Russia UMC Europe & Central Asia2017 March 22 http://www.cnews.ru/news/line/2017-03-22_eset_zafiksirovala_fishingovuyu_kampaniyu_na_polzovatelej0

Russia UMC Europe & Central Asia2017 July 27 https://ria.ru/world/20170727/1499267000.html0

Vietnam LMC East Asia & Pacific2017 September 9 http://khampha.vn/khoa-hoc-cong-nghe/vncert-yeu-cau-chan-khan-cap-he-thong-may-chu-dieu-khien-ma-doc-tan-cong-apt-c7a567491.html0

United StatesHIC North America 2019 August 2 https://www.naplesnews.com/story/news/local/2019/08/02/scammers-trick-naples-out-700-000-spear-phishing-cyber-attack/1902321001/[4641109, 4648829, 4648809, 4654464, 4641184]['City of Naples details how they were bilked out of $700K in spear - phishing attack', 'Naples $700K spear phishing attack : No data breach occured ', 'City of Naples setting up safeguards , working with FBI after losing $700K in phishing attack', 'Naples , Florida Loses $700K in Spear Phishing Cyberattack', 'Scammers trick Naples out of $700 , 000 in spear phishing cyber attack']4

Mexico UMC Latin America & Caribbean2017 October 26 https://lasillarota.com/yosoitu/tecnologia/empleado-nsa-piratea-microsoft-office-le-sale-mal-kaspersky-lab-software-antivirus-grupo-pirateria-equation-ciberseguridad/1850180

South KoreaHIC East Asia & Pacific2017 January 7 http://ilyo.co.kr/?ac=article_view&entry_id=2246390

Belgium HIC Europe & Central Asia2017 November 29 https://www.test-achats.be/hightech/internet/news/phishing-ing-ta0

Argentina UMC Latin America & Caribbean2017 September 5 http://www.elintransigente.com/sociedad/2017/9/5/hackeo-famosa-pagina-preocupa-millones-usuarios-mundo-453585.html0

United StatesHIC North America 2021 November 19 https://www.msn.com/en-us/news/politics/hillicon-valley-presented-by-ericsson-doj-unveils-new-election-hacking-charges/ar-AAQSqZ10

PhilippinesLMC East Asia & Pacific2022 June 6 https://www.ilonggotechblog.com/2022/06/kaspersky-blocks-11m-malicious-mails-in-sea-2021.html0

United StatesHIC North America 2021 April 15 https://www.natlawreview.com/article/say-it-isn-t-so-court-certifies-rule-23b3-damages-class-data-breach-litigation0

United StatesHIC North America 2021 June 3 https://healthitsecurity.com/news/data-of-3.3m-20-20-hearing-care-patients-hacked-from-cloud-database0

United StatesHIC North America 2021 June 15 http://www.msn.com/en-nz/news/national/waikato-dhb-still-affected-by-cyber-attack/ar-AAL37tm0

United StatesHIC North America 2021 July 20 https://www.techtimes.com/articles/263081/20210719/bad-bots-malware-threat-health-care-websites-captcha-verification-evident.htm0

United StatesHIC North America 2021 July 19 http://www.publicnow.com/view/74D0E6371C9A2D1CBD2212A17C554C3FE89179550

Canada HIC North America 2021 July 28 https://montreal.ctvnews.ca/hackers-claim-they-cracked-quebec-s-vaccination-qr-codes-government-says-they-re-completely-secure-1.55256770

United StatesHIC North America 2021 August 2 https://www.insurancejournal.com/news/national/2021/08/02/625354.htm0

Nigeria LMC Sub-Saharan Africa2022 August 26 https://www.pulse.ng/business/local/cyber-attacks-cryptocurrency-traders-lose-dollar44-billion-in-12-months/t5frr0r0

United StatesHIC North America 2022 January 25 https://www.kxly.com/patient-info-possibly-disclosed-in-spokane-health-district-data-breach/0

United StatesHIC North America 2022 September 23 https://www.scmagazine.com/analysis/threat-intelligence/apt41-spear-phishing-supply-chain-campaigns-target-pharma-healthcare0

United StatesHIC North America 2022 February 28 https://healthitsecurity.com/news/houston-health-department-suffers-healthcare-data-breach0

Australia HIC East Asia & Pacific2022 March 21 https://mumbrella.com.au/news-media-owner-loses-access-to-10-years-of-work-as-hackers-ramp-up-their-attacks-7295600

United StatesHIC North America 2022 October 14 https://www.natlawreview.com/article/sweeping-data-breaches-under-bug-bounty-rug-verdict-against-former-uber-chief0

United StatesHIC North America 2022 October 26 https://www.techspot.com/news/96457-ios-161-ipados-16-contain-fixes-zero-day.html0

United StatesHIC North America 2022 November 29 https://www.wispolitics.com/2022/dept-of-financial-institutions-cautions-investors-regarding-ftx-bankruptcy-filings-and-allegations-of-hacks-and-scams0

India LMC South Asia 2022 December 16 https://economictimes.indiatimes.com/tech/newsletters/tech-top-5/razorpay-cashfree-in-rbis-crosshairs-meta-takes-down-indian-firms-spyware-network/articleshow/96282066.cms0

New ZealandHIC East Asia & Pacific2019 May 27 https://thespinoff.co.nz/business/28-05-2019/how-new-zealand-company-cryptopia-lost-over-20-million-from-a-hack/0

Australia HIC East Asia & Pacific2019 June 6 https://www.itwire.com/security/cyberattacks-increase,-costs-blow-out-for-australia-report.html0

United StatesHIC North America 2019 June 11 https://www.valuewalk.com/2019/06/ios-12-4-beta-jailbreak-cydia-running/0

India LMC South Asia 2019 July 11 https://www.deccanchronicle.com/technology/in-other-news/110719/hackers-silence-apt-tighten-grip-on-apac-financial-organisations.html0

United StatesHIC North America 2020 May 4 https://www.forbes.com/sites/daveywinder/2020/05/04/hackers-used-google-to-evade-detection-128000-times-with-this-simple-trick/0

PhilippinesLMC East Asia & Pacific2019 January 13 https://news.mb.com.ph/2019/01/14/locsin-to-autopsy-data-breach-in-dfa-passport-system/0

United KingdomHIC Europe & Central Asia2019 January 23 https://www.theregister.co.uk/2019/01/22/debian_package_manager_flaws/0

United StatesHIC North America 2019 January 23 https://www.fiercehealthcare.com/tech/health-it-roundup-feds-issue-emergency-hijacking-directive-north-carolina-intros-strict-data0

Australia HIC East Asia & Pacific2019 August 8 https://www.9news.com.au/national/tafe-nsw-data-stolen-staff-data-breach-hackers-pay/1792ef6e-2379-49f2-94af-d5ad35bb0fdf0

United KingdomHIC Europe & Central Asia2019 August 22 https://www.techradar.com/news/magecart-hackers-target-popular-poker-software0

United StatesHIC North America 2019 October 3 https://www.nj.com/news/2019/10/hacker-targeted-us-government-workers-in-scam-that-stole-1m-feds-say.html0

Russia UMC Europe & Central Asia2019 November 15 https://www.securityweek.com/infotrax-settles-ftc-over-data-breach0

https://www.ilgiornaledelmolise.it/2015/08/25/caso-ashley-madison-tre-suicidi-dopo-lhackeraggio-del-sito-di-incontri/
https://www.elfinancierocr.com/tecnologia/sitio-de-box-correos-sigue-sin-operar-tras-ataque/TIOW7L52BJEI7NVLV4HSMIPKJU/story/
https://habrahabr.ru/company/inoventica/blog/320550/
https://pomorska.pl/polowa-firm-padla-ofiara-hakerow-i-polowa-nie-ma-specjalistow-it/ar/c1-14777258
https://japan.zdnet.com/article/35139422/
https://www.euro2day.gr/news/economy/article/1685069/kakovoylo-logismiko-piso-apo-hiliades-prosfores-ae.html
http://www.knnews.co.kr/news/articleView.php?idxno=1285587
https://confirmado.net/2019/08/21/correa/
http://www.mdzol.com/nota/779487-hackean-cuenta-de-twitter-de-un-diputado-nacional/
https://www.balatarin.com/permlink/2018/6/23/4860605
http://biz.chosun.com/site/data/html_dir/2018/03/08/2018030801126.html
http://www.globes.co.il/news/article.aspx?did=1001223109
https://www.computerworld.dk/art/242410/opdater-straks-alvorlig-saarbarhed-fundet-i-cisco-firewalls-hackere-kan-omgaa-din-firewall-direkte-fra-internettet
https://www.lecho.be/entreprises/transport/Les-chauffeurs-de-taxis-denoncent-les-actes-de-piratage-d-Uber/10062554
https://www.lyoncapitale.fr/actualite/l-equipe-piratee-il-faut-changer-son-mot-de-passe-sur-le-site-et-ailleurs/
http://www.elgrafico.mx/toluca/hackean-pagina-del-aeropuerto-internacional-de-toluca
http://www.199it.com/archives/798429.html
http://www.cnews.ru/news/line/2017-03-22_eset_zafiksirovala_fishingovuyu_kampaniyu_na_polzovatelej
https://ria.ru/world/20170727/1499267000.html
http://khampha.vn/khoa-hoc-cong-nghe/vncert-yeu-cau-chan-khan-cap-he-thong-may-chu-dieu-khien-ma-doc-tan-cong-apt-c7a567491.html
https://www.naplesnews.com/story/news/local/2019/08/02/scammers-trick-naples-out-700-000-spear-phishing-cyber-attack/1902321001/
https://lasillarota.com/yosoitu/tecnologia/empleado-nsa-piratea-microsoft-office-le-sale-mal-kaspersky-lab-software-antivirus-grupo-pirateria-equation-ciberseguridad/185018
http://ilyo.co.kr/?ac=article_view&entry_id=224639
https://www.test-achats.be/hightech/internet/news/phishing-ing-ta
http://www.elintransigente.com/sociedad/2017/9/5/hackeo-famosa-pagina-preocupa-millones-usuarios-mundo-453585.html
https://www.msn.com/en-us/news/politics/hillicon-valley-presented-by-ericsson-doj-unveils-new-election-hacking-charges/ar-AAQSqZ1
https://www.ilonggotechblog.com/2022/06/kaspersky-blocks-11m-malicious-mails-in-sea-2021.html
https://www.natlawreview.com/article/say-it-isn-t-so-court-certifies-rule-23b3-damages-class-data-breach-litigation
https://healthitsecurity.com/news/data-of-3.3m-20-20-hearing-care-patients-hacked-from-cloud-database
http://www.msn.com/en-nz/news/national/waikato-dhb-still-affected-by-cyber-attack/ar-AAL37tm
https://www.techtimes.com/articles/263081/20210719/bad-bots-malware-threat-health-care-websites-captcha-verification-evident.htm
http://www.publicnow.com/view/74D0E6371C9A2D1CBD2212A17C554C3FE8917955
https://montreal.ctvnews.ca/hackers-claim-they-cracked-quebec-s-vaccination-qr-codes-government-says-they-re-completely-secure-1.5525677
https://www.insurancejournal.com/news/national/2021/08/02/625354.htm
https://www.pulse.ng/business/local/cyber-attacks-cryptocurrency-traders-lose-dollar44-billion-in-12-months/t5frr0r
https://www.kxly.com/patient-info-possibly-disclosed-in-spokane-health-district-data-breach/
https://www.scmagazine.com/analysis/threat-intelligence/apt41-spear-phishing-supply-chain-campaigns-target-pharma-healthcare
https://healthitsecurity.com/news/houston-health-department-suffers-healthcare-data-breach
https://mumbrella.com.au/news-media-owner-loses-access-to-10-years-of-work-as-hackers-ramp-up-their-attacks-729560
https://www.natlawreview.com/article/sweeping-data-breaches-under-bug-bounty-rug-verdict-against-former-uber-chief
https://www.techspot.com/news/96457-ios-161-ipados-16-contain-fixes-zero-day.html
https://www.wispolitics.com/2022/dept-of-financial-institutions-cautions-investors-regarding-ftx-bankruptcy-filings-and-allegations-of-hacks-and-scams
https://economictimes.indiatimes.com/tech/newsletters/tech-top-5/razorpay-cashfree-in-rbis-crosshairs-meta-takes-down-indian-firms-spyware-network/articleshow/96282066.cms
https://thespinoff.co.nz/business/28-05-2019/how-new-zealand-company-cryptopia-lost-over-20-million-from-a-hack/
https://www.itwire.com/security/cyberattacks-increase,-costs-blow-out-for-australia-report.html
https://www.valuewalk.com/2019/06/ios-12-4-beta-jailbreak-cydia-running/
https://www.deccanchronicle.com/technology/in-other-news/110719/hackers-silence-apt-tighten-grip-on-apac-financial-organisations.html
https://www.forbes.com/sites/daveywinder/2020/05/04/hackers-used-google-to-evade-detection-128000-times-with-this-simple-trick/
https://news.mb.com.ph/2019/01/14/locsin-to-autopsy-data-breach-in-dfa-passport-system/
https://www.theregister.co.uk/2019/01/22/debian_package_manager_flaws/
https://www.fiercehealthcare.com/tech/health-it-roundup-feds-issue-emergency-hijacking-directive-north-carolina-intros-strict-data
https://www.9news.com.au/national/tafe-nsw-data-stolen-staff-data-breach-hackers-pay/1792ef6e-2379-49f2-94af-d5ad35bb0fdf
https://www.techradar.com/news/magecart-hackers-target-popular-poker-software
https://www.nj.com/news/2019/10/hacker-targeted-us-government-workers-in-scam-that-stole-1m-feds-say.html
https://www.securityweek.com/infotrax-settles-ftc-over-data-breach


United KingdomHIC Europe & Central Asia2019 January 4 https://www.telegraph.co.uk/technology/2019/01/04/marriott-cuts-size-estimate-scale-hack/0

PhilippinesLMC East Asia & Pacific2019 January 6 http://thedailyguardian.net/local-news/municipal-polices-facebook-email-accounts-hacked/0

United StatesHIC North America 2017 April 26 http://www.autoconnectedcar.com/2017/04/hyundai-blue-link-exploit-opening-closed-and-updated-update-iphone-android-apps-now/0

United KingdomHIC Europe & Central Asia2017 May 10 https://www.scmagazineuk.com/hikvision-patches-camera-flaw-that-could-allow-hackers-to-execute-code/article/656162/0

United StatesHIC North America 2017 May 25 http://www.channel3000.com/health/breaking-more-than-2000-patients-info-hacked-uw-health-says/5171608290

United KingdomHIC Europe & Central Asia2017 May 15 http://www.dailymail.co.uk/news/article-4505778/Whitehall-suffers-data-breach-HOUR-report-reveals.html0

United KingdomHIC Europe & Central Asia2017 August 22 http://www.ibtimes.co.uk/hackers-use-leaked-nsa-exploit-stealthily-spread-cryptocurrency-mining-malware-16361470

United KingdomHIC Europe & Central Asia2017 September 20 http://www.ibtimes.co.uk/optionsbleed-apache-flaw-causes-server-memory-leaks-that-hackers-could-exploit-steal-secrets-16401210

United StatesHIC North America 2017 October 17 https://www.scmagazine.com/cyberespionage-group-targets-defense-and-educational-firms/article/700687/0

SwitzerlandHIC Europe & Central Asia2017 December 7 http://lenews.ch/2017/12/07/large-email-hack-reported-swiss-agency-tool-lets-you-check-if-your-account-was-compromised/0

United StatesHIC North America 2017 June 1 http://www.tmcnet.com/usubmit/2017/06/01/8556120.htm0

United KingdomHIC Europe & Central Asia2017 June 15 https://www.thetimes.co.uk/edition/news/university-college-london-and-ulster-university-attacked-by-hackers-sxh7zv89f0

Australia HIC East Asia & Pacific2017 January 30 http://www.computerworld.com.au/article/613447/carbanak-group-uses-google-malware-command-and-control/0

United StatesHIC North America 2017 November 3 http://www.zdnet.com/article/corebot-banking-trojan-malware-returns-after-two-year-break/0

United StatesHIC North America 2017 November 16 http://www.ibtimes.com/black-friday-cyber-monday-us-consumers-fear-credit-card-scams-hacks-26158990

PhilippinesLMC East Asia & Pacific2017 December 8 http://www.sunstar.com.ph/cebu/local-news/2017/12/08/hacking-suspects-guba-fall-5788400

United StatesHIC North America 2018 March 7 http://observer.com/2018/03/innovative-artists-data-breach-equifax/0

Canada HIC North America 2018 April 24 https://toronto.ctvnews.ca/canadian-company-linked-to-facebook-data-breach-defends-its-political-work-1.38996310

Canada HIC North America 2018 April 16 https://globalnews.ca/news/4146941/nova-scotia-data-breach-class-action/0

United KingdomHIC Europe & Central Asia2018 May 8 http://www.ipswichstar.co.uk/news/suffolk-school-apology-over-pupil-data-breach-1-55096820

United StatesHIC North America 2018 May 14 https://www.accessnow.org/european-made-finspy-malware-is-being-used-to-target-activists/0

United StatesHIC North America 2018 July 10 https://www.scmagazine.com/malware-at-nine-bb-hospitality-group-restaurants-in-new-york-targeted-payment-info/article/779488/0

United StatesHIC North America 2018 August 8 http://americanlivewire.com/2015-05-18-fbi-investigate-mans-claims-he-hacked-planes-computer-system/0

United KingdomHIC Europe & Central Asia2020 February 7 https://www.techradar.com/news/microsoft-products-were-targeted-the-most-by-hackers-last-year0

Israel HIC Middle East & North Africa2020 July 7 https://www.haaretz.com/israel-news/.premium-hackers-find-many-israeli-facilities-at-risk-of-attack-1.89756670

United StatesHIC North America 2020 July 29 https://lsolum.typepad.com/legaltheory/2020/07/verstraete-zarsky-on-optimizing-data-breach-notification.html0

United StatesHIC North America 2021 December 31 https://www.macobserver.com/link/saudi-activist-sues-darkmatter/0

Australia HIC East Asia & Pacific2020 September 3 https://www.abc.net.au/news/2020-09-04/cyber-attacks-on-australia-peace-war-defence-minister/126263960

United StatesHIC North America 2021 January 7 https://www.govinfosecurity.com/trump-themed-phishing-campaign-spread-trojan-a-157200

Ghana LMC Sub-Saharan Africa2020 October 8 https://www.modernghana.com/news/1034255/mtn-airtel-stanbic-bank-hacking-proactivity.html0

United KingdomHIC Europe & Central Asia2020 October 28 https://www.infosecurity-magazine.com:443/news/furniture-giant-steelcase/0

United StatesHIC North America 2020 November 2 https://www.law360.com/articles/13249170

United KingdomHIC Europe & Central Asia2020 December 10 https://www.express.co.uk/life-style/science-technology/1370555/Microsoft-Teams-warning-hacking-flaw-chats0

New ZealandHIC East Asia & Pacific2020 December 24 https://foreignaffairs.co.nz/2020/12/24/mil-osi-asia-pac-fraudulent-website-and-phishing-email-related-to-citibank-hong-kong-limited/0

China UMC East Asia & Pacific2021 August 30 https://cointelegraph.com/news/cream-finance-defi-platform-loses-19m-in-a-flash-loan-hack0

United StatesHIC North America 2021 September 10 https://www.rawstory.com/exclusive-wide-ranging-solarwinds-probe-sparks-fear-in-corporate-america/0

United StatesHIC North America 2021 March 18 https://www.bankinfosecurity.com/researchers-uncover-widely-used-malware-crypter-a-162120

United StatesHIC North America 2021 February 26 http://www.digitaljournal.com/tech-and-science/technology/older-software-is-at-risk-from-russian-sandworm-hackers/article/5856870

United StatesHIC North America 2021 February 20 https://www.dodbuzz.com/white-house-website-hacked/0

United Arab EmiratesHIC Middle East & North Africa2021 February 26 https://www.khaleejtimes.com/coronavirus-pandemic/uae-schools-hackers-target-virtual-classrooms-students-get-safety-training0

United StatesHIC North America 2022 August 18 https://www.crhoy.com/nacionales/ccss-por-fin-hara-efectivo-pago-de-aumento-en-pensiones-que-estaba-pendiente-por-hackeo/0
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Denmark HIC Europe & Central Asia2020 April 15 https://www.version2.dk/artikel/rederi-kaempe-ramt-nedbrud-efter-hackerangreb-10904180

South KoreaHIC East Asia & Pacific2020 August 21 https://www.hankookilbo.com/News/Read/A20200821181600019910

Macedonia 2020 July 18 https://portalb.mk/696752-luftera-hibride-kush-lejoi-te-hakerohet-dita-zgjedhore/0

Israel HIC Middle East & North Africa2020 November 25 https://www.globes.co.il/news/article.aspx?did=10013508080

Russia UMC Europe & Central Asia2020 December 14 https://www.securitylab.ru/blog/company/axxtel/349974.php0

Paraguay UMC Latin America & Caribbean2020 April 29 https://www.abc.com.py/edicion-impresa/judiciales-y-policiales/2020/04/29/imputan-por-caso-de-hackeo/0

BangladeshLMC South Asia 2020 December 11 https://techshohor.com/181088/%E0%A6%B8%E0%A6%82%E0%A6%AC%E0%A6%BE%E0%A6%A6%E0%A6%BF%E0%A6%95%E0%A6%B8%E0%A6%B9-%E0%A6%AA%E0%A7%87%E0%A6%B6%E0%A6%BE%E0%A6%9C%E0%A7%80%E0%A6%AC%E0%A7%80%E0%A6%A6%E0%A7%87%E0%A6%B0-%E0%A6%85%E0%A7%8D/0

Mexico UMC Latin America & Caribbean2020 October 10 http://tiempo.com.mx/noticia/descarta_bolsa_mexicana_hackeo_en_suspension_de_operaciones/0

Kuwait HIC Middle East & North Africa2019 August 4 https://www.alanba.com.kw/kottab/jasem-alhamir/917352/05-08-2019-%D9%85%D8%AA%D8%B7%D9%81%D9%84%D9%88%D9%86-%D8%A7%D9%84%D9%85%D8%B9%D9%84%D9%88%D9%85%D8%A7%D8%AA-%D8%A7%D9%84%D9%85%D8%AF%D9%86%D9%8A%D8%A9/0

Russia UMC Europe & Central Asia2019 February 28 https://www.popmech.ru/technologies/466232-kasperskiy-haknul-kiborga-lyudi-v-opasnosti/0

Ukraine LMC Europe & Central Asia2019 January 19 http://internetua.com/bezrabotnogo-ukrainca-osudili-za-pereprodaju-po-dlya-vzloma-bankomatov0

Russia UMC Europe & Central Asia2019 May 14 https://www.m24.ru/news/tehnologii/14052019/761600

NetherlandsHIC Europe & Central Asia2019 January 3 https://www.rtlnieuws.nl/nieuws/artikel/4538396/gezichtsherkenning-smartphones-gemakkelijk-te-hacken0

SwitzerlandHIC Europe & Central Asia2019 August 23 https://insideparadeplatz.ch/2019/08/22/konto-hack-bei-revolut-alles-viel-schlimmer/0

Bulgaria UMC Europe & Central Asia2019 December 20 https://www.novinite.bg/articles/183862/Fishing-ataka-Mente-advokati-mamyat-s-pari0

Mexico UMC Latin America & Caribbean2019 September 17 https://www.xataka.com.mx/seguridad/gobierno-mexico-ocho-meses-ha-recibido-45-millones-intentos-hackeo-a-36-dependencias-universal0

Brazil UMC Latin America & Caribbean2019 August 9 https://www.techtudo.com.br/noticias/2019/08/novo-malware-guildma-rouba-dados-bancarios-e-senhas-de-brasileiros.ghtml0

South KoreaHIC East Asia & Pacific2019 July 29 http://news.chosun.com/site/data/html_dir/2019/07/29/2019072901998.html0

Russia UMC Europe & Central Asia2018 April 28 http://www.cnews.ru/news/top/2018-04-28_krupnejshaya_v_mire_spamset_nauchilas_obhodit0

France HIC Europe & Central Asia2018 December 11 https://www.lci.fr/police/info-lci-la-dgsi-enquete-sur-le-piratage-de-donnees-personnelles-de-policiers-du-syndicat-alliance-2107167.html0

South KoreaHIC East Asia & Pacific2018 June 11 http://biz.heraldcorp.com/view.php?ud=201806110004300

Spain HIC Europe & Central Asia2018 February 16 https://hipertextual.com/2018/02/phishing-condena-audiencia-provincial-zaragoza0

Finland HIC Europe & Central Asia2018 June 4 https://www.is.fi/digitoday/tietoturva/art-2000005706343.html0

Mexico UMC Latin America & Caribbean2018 February 9 http://www.tabascohoy.com/nota/271079/roban-hackers-5-6-millones-de-sets-de-huellas0

Indonesia LMC East Asia & Pacific2018 July 31 https://www.antaranews.com/berita/731803/peretas-situs-kpu-berbeda-dengan-bawaslu0

Denmark HIC Europe & Central Asia2018 January 5 https://ekstrabladet.dk/nyheder/videnskab_og_teknik/apple-lukker-hacker-hul-retter-to-store-fejl/69843250

Japan HIC East Asia & Pacific2018 May 29 https://japan.zdnet.com/article/35119940/0

France HIC Europe & Central Asia2018 December 29 https://www.begeek.fr/attention-des-pirates-exploitent-un-bug-de-chrome-qui-plante-les-ordinateurs-sous-windows-10-3030980

Italy HIC Europe & Central Asia2018 July 30 http://www.traderlink.it/notizie/criptovalute/tron-in-difficolt-dopo-l-exploit-di-ieri-10_18211J7DBF5GUWZ0

Argentina UMC Latin America & Caribbean2018 November 14 https://www.perfil.com/noticias/bloomberg/bc-cathay-busca-calmar-a-victimas-de-hackeo-con-ofertas-atractivas.phtml0

India LMC South Asia 2018 March 29 https://www.bhaskar.com/union-territory/chandigarh/news/UT-CHD-HMU-NES-LCL-uhbvn-cyber-attack-data-not-recovered-5840123-NOR.html0

Spain HIC Europe & Central Asia2018 July 4 https://www.xataka.com/internet-of-things/alguien-esta-hackeando-estaciones-internet-nueva-york-para-poner-musica-camion-helados0

Germany HIC Europe & Central Asia2018 October 8 https://www.netzwelt.de/betrugswarnungen/151869-sparkasse-mail-mitteilung-kundenkonto-phishing.html0

KyrgyzstanLMC Europe & Central Asia2017 June 29 http://www.kp.kg/online/news/2791749/ 0

France HIC Europe & Central Asia2017 July 3 http://www.numerama.com/tech/272322-lagence-qui-soccupe-des-voyages-pro-des-employes-de-google-a-ete-pirateelagence-qui-soccupe-des-voyages-pro-de-google-a-ete-pirateeles-donnees-perso-de-salaries-de-google-menacees-apres-le-piratag.html0

Russia UMC Europe & Central Asia2017 July 17 https://rg.ru/2017/07/17/reg-cfo/v-tambove-oglashen-prigovor-po-delu-o-vzlome-sajta-ministerstva.html0

Poland HIC Europe & Central Asia2017 August 29 https://tech.wp.pl/hakerzy-przejeli-ekran-led-w-warszawskim-centrum-handlowym-co-bylo-ich-celem-6160450678285953a0

Thailand UMC East Asia & Pacific2017 August 7 https://www.dailynews.co.th/it/590345 0

Spain HIC Europe & Central Asia2017 June 23 http://www.lavanguardia.com/sucesos/20170623/423624504652/hacker-alumnos-gallegos-examenes-instituto-armado-pontevedra-estafa.html0

Denmark HIC Europe & Central Asia2017 May 29 http://www.jv.dk/kolding/Hackerangreb-lammer-kommunens-koerselskontor-Boern-bliver-ikke-hentet/artikel/25099750

United StatesHIC North America 2021 November 27 https://www.techtimes.com/articles/268536/20211126/covid-19-vaccine-records-website-covid-19-vaccine-data-breach.htm0

United StatesHIC North America 2021 May 19 https://threatpost.com/windows-exploit-wormable-rce/166289/0

Ireland HIC Europe & Central Asia2021 June 2 https://www.thejournal.ie/eilish-hardiman-childrens-health-ireland-crumlin-temple-street-tallaght-cyber-attack-ransomware-5455452-Jun2021/0

India LMC South Asia 2022 August 12 https://www.thehindu.com/sci-tech/technology/harmony-nomad-ronin-crypto-hacks-bridges-cyber-crime-blockchain/article65760751.ece0

China UMC East Asia & Pacific2021 July 23 https://cointelegraph.com/news/possible-white-hat-hacker-exploits-thorchain-for-8m-proposes-10-bounty0

United StatesHIC North America 2022 January 28 https://www.scmagazine.com/news/phishing/phishing-scam-uses-zoom-invite-to-steal-microsoft-outlook-credentials0

United StatesHIC North America 2022 February 13 https://boxden.com/showthread.php?t=31022020

United StatesHIC North America 2022 March 24 https://betanews.com/2022/03/24/hackers-spoof-fintech-apps-as-tax-season-approaches/0

United StatesHIC North America 2022 October 21 https://www.natlawreview.com/article/cisa-lists-top-cves-exploited-chinese-state-sponsored-cyber-actors0

United KingdomHIC Europe & Central Asia2018 June 26 https://www.infosecurity-magazine.com:443/news/phishing-cited-as-top-attack/0
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https://www.bleepingcomputer.com/news/security/ransomware-gang-plans-to-call-victims-business-partners-about-attacks/
https://www.heise.de/news/Urteil-Bank-muss-Schaden-nach-Phishing-Angriff-nicht-voll-ersetzen-6349226.html


Israel HIC Middle East & North Africa2022 November 9 https://www.pc.co.il/news/374050/ 0

Poland HIC Europe & Central Asia2022 May 26 https://www.gry-online.pl/hardware/z-darknetu-znika-kolejna-gielda-tym-razem-przez-hakera/z521f750

Indonesia LMC East Asia & Pacific2022 September 14 https://jurnalsoreang.pikiran-rakyat.com/teknologi/pr-1015505028/hacker-lapsus-bobol-microsoft-dan-perusahaan-besar-dunia-ternyata-usianya-masih-16-tahun-yuk-cari-tahu-aksi0

Sweden HIC Europe & Central Asia2022 April 20 https://computersweden.idg.se/2.2683/1.765160/hackare-utnyttjar-sarbarhet-i-windows-print-spooler0

South KoreaHIC East Asia & Pacific2022 November 15 https://www.hankyung.com/finance/article/202211151486B0

Russia UMC Europe & Central Asia2022 July 25 https://www.securitylab.ru/news/532944.php0

Belarus UMC Europe & Central Asia2021 June 24 https://charter97.org/en/news/2021/6/23/427094/[3353598, 3355857]['Hackers pretended to be officials and sent a newspaper with Babariko on the first page to state employees', 'Hackers Pretended To Be Officials And Sent Newspaper With Babaryka On Front Page To Budget Workers']1

Mexico UMC Latin America & Caribbean2021 August 25 https://www.quadratin.com.mx/municipios/morelia/investiga-imaip-presunto-hackeo-en-ayuntamiento-de-morelia/0

SwitzerlandHIC Europe & Central Asia2021 March 10 https://www.20min.ch/story/bund-weiss-von-erfolgreichen-angriffen-in-der-schweiz-5771049649790

Belgium HIC Europe & Central Asia2021 October 27 https://www.lesoir.be/403015/article/2021-10-27/la-police-met-en-garde-contre-de-nouveaux-messages-de-phishing0

France HIC Europe & Central Asia2021 May 11 https://www.phonandroid.com/lenorme-piratage-dapple-est-une-aubaine-pour-les-petits-reparateurs.html0

Russia UMC Europe & Central Asia2021 November 26 http://chechenews.com/%D1%86%D1%80%D1%83-%D1%80%D0%B0%D1%81%D1%81%D0%BC%D0%B0%D1%82%D1%80%D0%B8%D0%B2%D0%B0%D0%B5%D1%82-%D0%BF%D1%80%D0%B8%D1%87%D0%B0%D1%81%D1%82%D0%BD%D0%BE%D1%81%D1%82%D1%8C-%D1%80%D0%BE%D1%81%D1%81/0

Russia UMC Europe & Central Asia2021 May 14 https://www.kommersant.ru/doc/4805095 0

Argentina UMC Latin America & Caribbean2021 October 24 http://www.taringa.net/+economia_negocios/el-hackeo-de-coinmarketcap-habria-filtrado-3-1-millones-de-direcciones_4xhosm0

SwitzerlandHIC Europe & Central Asia2021 September 20 https://www.tdg.ch/un-etablissement-medico-social-genevois-victime-dune-cyberattaque-9249988220240

Russia UMC Europe & Central Asia2020 April 13 https://www.pravda.ru/news/society/1488480-hacker_online/0

France HIC Europe & Central Asia2020 March 26 https://www.lesechos.fr/thema/cybersecurite-pme/un-kit-de-rancongiciel-a-250-dollars-un-numero-de-carte-bancaire-des-2-dollars-11890480

Sweden HIC Europe & Central Asia2020 March 9 https://www.dn.se/nyheter/sverige/svenska-kraftnat-utreder-europeiskt-dataintrang/0

United StatesHIC North America 2020 March 5 http://www.msn.com/nl-nl/nieuws/opmerkelijk/gehackt-vliegtuig-vliegt-gewoon-door/ar-BB10M9LT0

Israel HIC Middle East & North Africa2020 September 7 https://www.calcalist.co.il/internet/articles/0,7340,L-3848434,00.html0

Israel HIC Middle East & North Africa2020 December 9 https://www.pc.co.il/news/327572/ 0

Russia UMC Europe & Central Asia2020 November 25 https://www.rbc.ru/finances/25/11/2020/5fbe8ef29a794744e4a663da0

India LMC South Asia 2020 February 8 https://www.jagran.com/business/biz-coronavirus-outbreak-is-the-new-trick-of-hackers-to-steal-money-from-bank-accounts-by-sending-upi-transfer-link-20011781.html0

Indonesia LMC East Asia & Pacific2019 April 5 https://nasional.sindonews.com/read/1393071/13/polisi-diminta-responsif-sikapi-kasus-peretasan-medsos-dan-whatsapp-15544506920

Bulgaria UMC Europe & Central Asia2019 July 16 https://www.actualno.com/business/iskat-promjana-na-naredbata-za-kasovite-aparati-zaradi-hakvaneto-na-nap-news_768875.html0

Russia UMC Europe & Central Asia2019 January 22 https://www.securitylab.ru/news/497535.php0

Armenia UMC Europe & Central Asia2019 October 24 http://lratvakan.com/news/757281.html 0

Russia UMC Europe & Central Asia2019 June 19 https://www.mskagency.ru/materials/29005550

United StatesHIC North America 2018 May 31 http://macbidouille.com/news/2018/05/31/reseaux-mobiles-des-pirates-exploitent-une-faille-decouverte-sur-un-code-de-40-ans-dage0

Chile HIC Latin America & Caribbean2018 February 23 http://www.duna.cl/noticias/2018/02/23/operacion-huracan-nueva-arista-se-suma-a-supuesto-hackeo-a-imputados/0

Russia UMC Europe & Central Asia2018 January 22 https://habrahabr.ru/post/347262/ 0

NetherlandsHIC Europe & Central Asia2018 January 8 https://www.zorgvisie.nl/antoni-van-leeuwenhoek-geen-patientgegevens-gestolen-bij-hack/0

Saudi ArabiaHIC Middle East & North Africa2018 April 2 http://www.aleqt.com/2018/04/03/article_1362196.html0

United StatesHIC North America 2018 October 29 https://www.coincrispy.com/2018/10/29/casa-canada-hackeada-btc/0

Spain HIC Europe & Central Asia2018 June 23 http://www.diariovasco.com/gipuzkoa/donostia-tomada-hackers-20180623010508-ntvo.html0

Japan HIC East Asia & Pacific2018 November 21 https://japan.zdnet.com/article/35128989/0

France HIC Europe & Central Asia2018 May 11 http://www.rudebaguette.com/2018/05/11/graykey-boitier-deverrouiller-iphones-pirate/0

Thailand UMC East Asia & Pacific2018 December 21 https://www.innnews.co.th/crime/news_272214/0

Poland HIC Europe & Central Asia2018 January 4 http://www.dziennikzachodni.pl/serwisy/wosp/a/dostales-serduszko-wosp-na-facebooku-nie-udostepniaj-to-phishing-bijemy-rekord-przesylanych-serduszek-to-nie-akcja-finalu-wosp,12818966/0

Japan HIC East Asia & Pacific2017 August 30 https://wired.jp/2017/08/30/wind-turbine-hack/0

United KingdomHIC Europe & Central Asia2017 October 22 http://www.alarab.co.uk/article/%D8%AA%D9%83%D9%86%D9%88%D9%84%D9%88%D8%AC%D9%8A%D8%A7/121917/%D8%AA%D8%B5%D9%8A%D8%AF-%D9%87%D8%AC%D9%85%D8%A7%D8%AA-%D8%A7%D9%84%D8%A8%D9%8A%D8%A7%D9%86%D8%A7%D8%AA0

China UMC East Asia & Pacific2017 June 15 http://life.dayoo.com/homea/201706/15/143425_53770444.htm0

Sweden HIC Europe & Central Asia2017 May 6 http://norran.se/nyheter/utspel-forbjudna-efter-hack-mot-macron-8131410

Ukraine LMC Europe & Central Asia2017 September 6 http://expres.ua/news/2017/09/06/260932-tablo-torgovogo-centru-hakery-translyuvaly-zhorstke-porno0

Estonia HIC Europe & Central Asia2017 September 14 https://www.vorumaateataja.ee/arhiiv/299-uudised-eesti-elu/18231-turvaoht-google-kustutas-500-nuhkvara-aeppi0

Ukraine LMC Europe & Central Asia2017 June 28 http://podrobnosti.ua/2185730-hakerskaja-ataka-v-mid-oformljajut-vizy-bez-interneta.html0

Tuvalu UMC East Asia & Pacific2017 March 20 http://ren.tv/novosti/2017-03-20/russkie-hakery-dobralis-do-francii0

Japan HIC East Asia & Pacific2017 July 31 http://www.jejusori.net/?mod=news&act=articleView&idxno=1935730

Australia HIC East Asia & Pacific2021 December 3 https://www.itnews.com.au/news/police-get-more-time-to-prosecute-hacking-offences-in-nsw-5727200

United StatesHIC North America 2021 April 24 https://www.forbes.com/sites/leemathews/2021/04/24/hackers-inject-malware-into-widely-used-password-management-app/0

United StatesHIC North America 2021 April 29 https://www.theverge.com/2021/4/29/22409937/scammers-hack-target-gig-workers-drain-bank-accounts0

United StatesHIC North America 2021 May 13 https://www.wafb.com/2021/05/13/click-with-caution-la-ag-jeff-landry-issues-warning-about-phishing-attacks/0

Ireland HIC Europe & Central Asia2021 June 2 https://www.highlandradio.com/2021/06/02/limited-resumption-of-services-at-luh-following-cyber-attack/0

United StatesHIC North America 2022 July 26 https://www.jdsupra.com/legalnews/arhaus-confirms-data-breach-affecting-4093873/0

United StatesHIC North America 2022 August 17 https://www.jdsupra.com/legalnews/morrie-s-auto-group-confirms-data-7048562/0
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United StatesHIC North America 2022 August 31 https://www.bloomberg.com/news/articles/2022-08-31/north-korea-hackers-sometimes-leave-k-pop-clues-in-code0

Vietnam LMC East Asia & Pacific2022 January 27 https://vietnamnet.vn/en/sci-tech-environment/vietnamese-lose-vnd24-4-trillion-because-of-computer-malware-in-2021-811182.html0

United StatesHIC North America 2022 April 15 https://www.purdueexponent.org/campus/article_73cf1f8e-97f7-594c-ade7-a118326747b7.html0

Pakistan LMC South Asia 2022 May 12 https://www.phoneworld.com.pk/fbr-it-systems-are-under-cyber-attack/0

Ireland HIC Europe & Central Asia2022 December 9 https://www.kilkennypeople.ie/news/your-community/983870/kilkenny-people-to-be-told-if-their-information-was-stolen-in-hse-cyber-attack.html0

United StatesHIC North America 2022 May 13 https://www.krgv.com/news/investigation-into-data-breach-that-affected-cameron-county-election-workers-continues0

United StatesHIC North America 2019 June 11 https://lancasteronline.com/business/local_business/ransomware-attack-disrupts-lancaster-labs/article_6ce3d3dc-8c55-11e9-b1f7-878022691f9e.html0

United StatesHIC North America 2021 July 15 https://halfwheel.com/famous-smoke-shop-returns-online-after-ransomware-attack/398241/0

Morocco LMC Middle East & North Africa2020 May 1 https://www.moroccoworldnews.com/2020/05/301338/hackers-infiltrate-moroccan-ministry-of-education-website/0

Russia UMC Europe & Central Asia2019 July 2 https://www.securityweek.com/researchers-analyze-vietnamese-hackers-suite-rats0

United StatesHIC North America 2019 February 7 https://phys.org/news/2019-02-viral-hacking-boosts-leishmania-infections.html0

India LMC South Asia 2019 March 4 https://english.sakshi.com/andhrapradesh-politics/2019/03/04/massive-voter-data-breach-by-ap-government0

Bulgaria UMC Europe & Central Asia2019 August 3 http://www.bta.bg/en/c/ES/id/2055615 0

United StatesHIC North America 2019 March 28 https://healthitsecurity.com/news/month-long-email-hack-on-ohio-dental-insurer-impacts-patient-data0

United StatesHIC North America 2019 October 9 https://www.spamfighter.com/News-22452-Animates-impacted-by-a-data-breach.htm0

India LMC South Asia 2019 October 31 https://www.legallyindia.com/the-bar-and-bench/glc-du-jgls-grad-lawyers-phones-hacked-in-prohibitively-expensive-cyber-attacks-20191031-109600

Canada HIC North America 2019 January 3 https://www.cheknews.ca/court-blocks-class-action-against-bankrupt-computer-firm-citing-unreliable-proof-of-data-breach-521681/0

United StatesHIC North America 2017 March 2 http://dailycaller.com/2017/03/02/dem-senator-says-russian-hacking-may-have-been-an-act-of-war/0

United StatesHIC North America 2017 May 22 https://www.techdirt.com/articles/20170517/16232937399/nsa-was-concerned-about-power-windows-exploit-long-before-it-was-leaked.shtml0

India LMC South Asia 2017 August 14 http://keralaitnews.com/6252/kerala-state-it-mission-issues-advisory-against-petya-ransomware0

BangladeshLMC South Asia 2017 September 25 http://www.newstoday.com.bd/index.php?option=details&news_id=2481792&date=2017-09-260

United StatesHIC North America 2017 October 13 http://www.desmoinesregister.com/story/news/crime-and-courts/2017/10/13/dark-overlord-hack-school-computers-student-information-outside-vendor-johnston-school/750730001/0

Germany HIC Europe & Central Asia2017 November 22 http://www.dw.com/en/criminals-hack-their-way-to-the-top/a-414858980

United StatesHIC North America 2017 November 21 http://wpri.com/2017/11/20/ri-attorney-general-files-legislation-on-security-freezes-following-equifax-data-breach/0

New ZealandHIC East Asia & Pacific2017 November 26 http://www.nzherald.co.nz/business/news/article.cfm?c_id=3&objectid=119482440

NetherlandsHIC Europe & Central Asia2022 September 6 https://www.techzine.nl/nieuws/security/500691/vals-ransomware-alarm-in-microsoft-defender-veroorzaakt-paniek/0

United StatesHIC North America 2017 February 21 http://www.govtech.com/security/Bingham-County-Idaho-Recovers-from-Ransomware-Attack.html0

United StatesHIC North America 2018 February 11 https://www.yahoo.com/news/ioc-denies-knowing-source-fridays-cyberattack-pyeongchang-officials-confirm-knowledge-113559701.html0

United StatesHIC North America 2017 September 28 http://www.app.com/story/news/local/public-safety/2017/09/28/data-breach-toms-river-police-headquarters/712245001/0

United StatesHIC North America 2018 February 28 http://www.spamfighter.com/News-21413-A-Hacker-Attacked-Hardware-Zone-Forum-and-685000-Users-Data-were-Stolen.htm0

Russia UMC Europe & Central Asia2018 March 1 https://sputniknews.com/science/201803011062116679-mutating-malware-mirai-proxy-servers/0

India LMC South Asia 2018 February 19 http://www.business-standard.com/article/companies/gst-cyber-attack-hit-dettol-growth-in-india-says-reckitt-benckiser-118021901606_1.html0

United KingdomHIC Europe & Central Asia2018 February 19 http://www.independent.co.uk/news/world/americas/lauri-love-hacker-us-extradite-cps-a8218701.html0

Australia HIC East Asia & Pacific2018 January 19 https://www.cso.com.au/article/632355/uk-ncsc-catches-turla-new-in-memory-neuron-malware-attacking-windows/0

United StatesHIC North America 2018 January 22 https://gamerant.com/overwatch-hackers-south-korea-jail-time/0

Taiwan 2018 June 3 http://www.taipeitimes.com/News/front/archives/2018/06/04/20036942820

Malaysia UMC East Asia & Pacific2018 March 26 https://www.nst.com.my/world/2018/03/349735/modi-vs-gandhi-rival-india-leaders-social-media-row-over-accusations-data0

United KingdomHIC Europe & Central Asia2018 March 29 http://www.dailymail.co.uk/sciencetech/fb-5560517/WAS-ACCOUNT-AFFECTED-MYFITNESS-PAL-HACK.html0

United StatesHIC North America 2018 May 29 https://www.law360.com/articles/10476910

United StatesHIC North America 2018 April 24 http://www.thesmokinggun.com/documents/sidney-blumenthal-email-hack-6873410

Russia UMC Europe & Central Asia2018 May 11 https://sputniknews.com/analysis/201805111064372414-hackers-system-students-wifi/0

United KingdomHIC Europe & Central Asia2018 June 25 https://www.infosecurity-magazine.com:443/news/known-threat-actor-develops/0

Malaysia UMC East Asia & Pacific2018 October 24 https://www.malaysiakini.com/news/4487750

United StatesHIC North America 2018 October 25 https://healthitsecurity.com/news/ers-online-coding-error-exposes-1.25m-users-to-health-data-breach0

United StatesHIC North America 2018 November 16 http://www.spamfighter.com/News-21872-French-Company-Data-Breach-Causes-Sensitive-Information-Stolen-to-the-Hackers.htm0
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Brazil UMC Latin America & Caribbean2019 August 6 https://www.otempo.com.br/politica/pf-entrega-ao-supremo-hd-externo-de-possivel-ataque-hacker-1.22185730

India LMC South Asia 2019 July 11 https://www.financialexpress.com/hindi/india-news/cyber-attack-on-government-ministries-here-what-ravi-shankar-prasad-informed-in-parliament/1640762/0
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France HIC Europe & Central Asia2018 December 13 https://www.lemondeinformatique.fr/actualites/lire-risque-de-phishing-apres-le-piratage-de-la-base-ariane-du-mae-73723.html0
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Croatia HIC Europe & Central Asia2017 May 16 http://www.croportal.net/automobili/Nepodrzani_Windows_XP_popularan_i_nakon_globalnog_hakerskog_napada-41345120

Sweden HIC Europe & Central Asia2017 October 13 https://www.journalisten.se/nyheter/forsok-till-dataintrang-pa-svt0
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Sweden HIC Europe & Central Asia2017 June 29 https://www.skovdenyheter.se/article/misstanke-om-olaga-dataintrang/0

Italy HIC Europe & Central Asia2017 July 5 http://iltirreno.gelocal.it/grosseto/cronaca/2017/07/04/news/gli-hacker-all-attacco-del-sito-di-una-trattoria-1.155754810

Italy HIC Europe & Central Asia2017 July 19 http://iltirreno.gelocal.it/grosseto/cronaca/2017/07/19/news/hacker-sotto-attacco-il-sito-del-comune-di-capalbio-1.156314990

NetherlandsHIC Europe & Central Asia2017 May 22 http://nos.nl/artikel/2174502-geen-plofkraak-maar-een-hack-bij-pinautomaten-brabant.html0

South KoreaHIC East Asia & Pacific2017 September 25 http://news1.kr/articles/?3110430 0

Qatar HIC Middle East & North Africa2021 November 17 https://menafn.com/1103192463/Interisle-study-shows-663-increase-in-malware-reports-alarming-spike-in-IoT-malware&source=290

Fiji UMC East Asia & Pacific2021 November 26 https://www.fijivillage.com/news/PNG-delays-budget-as-cyber-attack-woes-continue-8r54fx/0

India LMC South Asia 2021 April 23 http://www.livelaw.in/news-updates/snc-lavalin-engineering-kerala-high-court-ed-summons-1730140

Algeria LMC Middle East & North Africa2021 April 25 https://www.aps.dz:443/en/algeria/39041-hacking-attempts-targeting-sites-defending-algeria-s-interests0

United StatesHIC North America 2021 May 10 https://www.govtech.com/education/higher-ed/rensselaer-polytechnic-institutes-network-hit-by-malware0

Canada HIC North America 2021 May 11 https://www.cbc.ca/news/canada/montreal/data-breach-daycare-place-0-5-minister-1.60216150

Russia UMC Europe & Central Asia2021 June 10 https://sputniknews.com/radio-political-misfits/202106101083112437-line-3-pipeline-protests-ransomware-attacks-the-racialized-economic-draft/0

United KingdomHIC Europe & Central Asia2021 May 11 https://www.dailymail.co.uk/news/article-9564961/Hackers-launched-cyberattacks-24-companies-Colonial-Pipeline-shutdown.html0

United StatesHIC North America 2021 June 18 https://www.scmagazine.com/featured/alina-lodge-notifies-patients-of-data-breach-tied-to-2020-blackbaud-incident/0

United StatesHIC North America 2022 July 28 https://www.fox2detroit.com/news/city-of-detroit-retirees-data-breach-causes-concern0

Barbados HIC Latin America & Caribbean2021 July 15 https://barbadostoday.bb/2021/07/15/cyber-attack-warning-to-businesses/0

United StatesHIC North America 2022 January 6 https://www.law360.com/articles/1452793/home-depot-data-breach-attys-get-11-7m-in-fees-after-fight0

United StatesHIC North America 2021 July 16 https://www.ign.com/articles/hackers-begin-leaking-stolen-ea-data-ea-says-its-not-concerned0

United StatesHIC North America 2022 January 24 https://www.prweb.com/releases/identity_theft_resource_centers_2021_annual_data_breach_report_sets_new_record_for_number_of_compromises/prweb18447997.htm0

United StatesHIC North America 2022 September 17 https://www.courthousenews.com/uber-ceo-dara-khosrowshahi-says-he-no-longer-trusted-security-chief-after-2016-data-breach-probe/0

United StatesHIC North America 2022 February 1 https://www.jdsupra.com/legalnews/data-breach-alert-farmers-telephone-4537714/0

United StatesHIC North America 2022 February 16 https://techcrunch.com/2022/02/16/spyware-dealer-whatsapp-hack-guilty/0

United StatesHIC North America 2022 September 8 https://www.santafenewmexican.com/news/local_news/data-breach-at-la-fonda-on-plaza-no-known-customer-data-loss/article_ed7026aa-2ebd-11ed-ba7f-133c301ca358.html0

Israel HIC Middle East & North Africa2022 September 10 https://www.middleeastmonitor.com/20220910-israels-predator-spyware-rivals-nsos-pegasus/0

Singapore HIC East Asia & Pacific2022 March 18 https://www.straitstimes.com/singapore/police-warn-of-phishing-scam-involving-sms-with-link-to-fake-singpass-website0

United StatesHIC North America 2022 March 18 https://www.kxly.com/scam-alert-stcu-warns-of-phishing-emails-texts/0

Canada HIC North America 2022 November 14 https://www.bnnbloomberg.ca/hacking-the-mango-defi-platform-a-new-way-in-for-crypto-thieves-1.18459290

India LMC South Asia 2022 April 22 https://www.businessinsider.in/cryptocurrency/news/a-defi-hacker-compromised-a-lesser-known-protocol-but-forgot-to-take-their-winnings/articleshow/91003503.cms0

United StatesHIC North America 2022 November 29 https://www.shockya.com/news/2022/11/28/netlify-fradulent-app-promoting-malware-beware/0

United StatesHIC North America 2022 December 2 https://bioprepwatch.com/whatsapp-virus-malware-steals-its-victims-data/0

Russia UMC Europe & Central Asia2022 December 7 https://www.securityweek.com/4-nigerians-arrested-europe-over-us-charges-involving-hacking-fraud0

United StatesHIC North America 2022 December 14 https://www.dailydot.com/debug/hacker-selling-infragard-fbi-data-88000/0

United StatesHIC North America 2022 December 15 https://www.pcgamesn.com/world-of-warcraft/wow-dragonflight-tailoring-exploit0

United StatesHIC North America 2019 January 11 https://insidebitcoins.com/news/japanese-crypto-exchange-coincheck-granted-a-license-a-year-after-530-million-hack/2086000

United StatesHIC North America 2019 April 22 http://www.spamfighter.com/News-22152-Georgia-Tech-suffered-Data-Breach-leaving-13-Million-Exposed.htm0

United StatesHIC North America 2019 May 15 https://news.yahoo.com/rip-bitcoin-exchange-cryptopia-begins-104920846.html0

United StatesHIC North America 2019 May 31 https://www.wgrz.com/article/news/local/people-inc-victim-of-data-breach/71-0d41ccbf-865e-41fd-9f9f-355d06a6aa4e0

United StatesHIC North America 2019 July 4 https://segmentnext.com/2019/07/04/ea-games-and-origin-login-system-leaves-300m-accounts-open-to-hack/0

Saudi ArabiaHIC Middle East & North Africa2020 October 22 https://gulfbusiness.com/gcc-countries-see-huge-spike-in-financial-malware-in-h1-2020-report/0

United StatesHIC North America 2019 August 14 http://www.thedailyworld.com/news/records-of-85000-involved-in-hospital-hack/0

United StatesHIC North America 2020 December 7 https://www.jdsupra.com/legalnews/no-e-o-coverage-for-title-agent-s-15447/0
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United StatesHIC North America 2019 October 4 https://www.tonyskansascity.com/2019/10/more-deets-on-kansas-city-hy-vee-hacked.html0

Canada HIC North America 2019 October 23 https://www.canadianunderwriter.ca/insurance/chubb-finds-alarming-rise-in-ransomware-attacks-1004169886/0
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Albania UMC Europe & Central Asia2022 September 27 https://sot.com.al/politike/rama-mesazh-te-koduar-prokurorise-pranon-daljen-ne-shesh-te-sekreteve-s-i5387010

United StatesHIC North America 2022 April 25 https://www.chron.com/news/article/Prensa-Ir-n-frustra-hackeos-contra-los-17124263.php0

Israel HIC Middle East & North Africa2022 November 29 https://www.ynet.co.il/news/article/bj9sw67wo0

Russia UMC Europe & Central Asia2022 January 19 https://www.securitylab.ru/news/528895.php0

Brazil UMC Latin America & Caribbean2022 May 12 https://www.tecmundo.com.br/seguranca/238465-pesquisas-google-nova-arma-espalhar-malwares.htm0

Mexico UMC Latin America & Caribbean2022 December 14 https://lineadirectaportal.com/sinaloa/un-mundo-los-vigila-ayuntamiento-de-mazatlan-sufre-ataque-cibernetico-buscan-quienes-fueron-2022-12-13__7090680

SwitzerlandHIC Europe & Central Asia2021 October 29 https://www.20min.ch/story/fedpol-warnt-vor-phishing-mails-die-mit-paedophilie-ermittlungen-drohen-6209714654880

Italy HIC Europe & Central Asia2021 April 6 https://www.ilfattoquotidiano.it/2021/04/06/brescia-attacco-hacker-al-comune-chiesto-riscatto-di-13-milioni-di-euro-in-bitcoin/6156516/0

Mexico UMC Latin America & Caribbean2021 July 11 https://www.elsiglodedurango.com.mx/2021/07/1325049.lotenal-reserva-por-cinco-anos-expediente-sobre-hackeo-de-avaddon.html0

South KoreaHIC East Asia & Pacific2021 July 8 https://www.hani.co.kr/arti/international/international_general/1002718.html0

Italy HIC Europe & Central Asia2021 December 1 https://www.zazoom.it/2021-12-01/gli-hacker-attaccano-le-nostre-fonti-energetiche-e-panico/9929878/0

Russia UMC Europe & Central Asia2021 January 6 https://www.cnews.ru/news/top/2020-12-17_russkie_hakery_nauchilis0

Algeria LMC Middle East & North Africa2021 June 23 http://www.itmag-dz.com/2011/06/08/encore-des-comptes-gmail-pirates/0

Russia UMC Europe & Central Asia2021 June 7 https://19rus.info/index.php/vlast-i-politika/item/154948-v-khakasii-server-narodnogo-golosovaniya-podvergsya-vzlomu?template=ia19042021&is_preview=on0

South KoreaHIC East Asia & Pacific2020 May 12 https://news.joins.com/article/23775264 0

United StatesHIC North America 2020 March 4 https://news.avclub.com/tech-scammers-try-to-rip-off-hacker-get-their-cctv-cam-18420916720

Russia UMC Europe & Central Asia2019 March 16 http://news.vse42.ru/feed/show/id/298039190

Germany HIC Europe & Central Asia2020 May 13 https://www.elektroniknet.de/elektronik/power/neue-malware-verwandelt-netzteile-in-lautsprecher-176487.html0

Malaysia UMC East Asia & Pacific2020 October 5 https://www.hmetro.com.my/mutakhir/2020/10/627636/godam-akaun-bank-syarikat-alih-rm727000-metrotv0

Spain HIC Europe & Central Asia2020 August 1 https://www.eleconomista.es/www.eleconomista.es/legislacion/noticias/10700793/07/20/Ciberataque-grave-en-un-bufete-los-piratas-se-hacen-con-3-millones-de-una-operacion.html0

South KoreaHIC East Asia & Pacific2020 July 6 https://weekly.donga.com/Main/3/all/11/2112060/10

Russia UMC Europe & Central Asia2019 January 29 https://mundo.sputniknews.com/america-latina/201901291085105988-seguridad-elecciones-el-salvador/0

Sweden HIC Europe & Central Asia2019 November 13 https://www.nyteknik.se/opinion/anmal-dataintrang-annars-vantar-nya-attacker-69777200

Bulgaria UMC Europe & Central Asia2019 July 16 http://focus-news.net/./news/2019/07/16/2680825/ministar-vladislav-goranov-izvinyavam-se-na-uyazvenite-ot-hakerskata-ataka-sreshtu-nap-balgarski-grazhdani-i-gi-uveryavam-che-informatsiyata-im-prodalzhava-da-bade-zashtitena.html0

Bulgaria UMC Europe & Central Asia2019 January 5 https://www.vesti.bg/tehnologii/izkustveni-prystovi-otpechatyci-hakvat-smartfoni-60905160

Spain HIC Europe & Central Asia2019 March 12 https://www.elplural.com/el-telescopio/tech/ciberataque-hackeos-ministerio-defensa-ciberseguridad_2124611020

France HIC Europe & Central Asia2019 November 19 https://www.phonandroid.com/chrome-safari-et-edge-sont-truffes-de-failles-0-day-et-faciles-a-pirater.html0

Russia UMC Europe & Central Asia2019 February 8 https://primamedia.ru/news/785485/ 0

Germany HIC Europe & Central Asia2018 September 5 http://www.wn.de/Muensterland/Kreis-Steinfurt/Greven/3460982-Erpressung-Hacker-kapern-Server-bei-Greven-Marketing0

Mexico UMC Latin America & Caribbean2018 April 4 http://ciudadania-express.com/2018/04/03/eu-acusa-a-rusia-de-hakeo-desde-mexico-y-otros-6-paises/0

South KoreaHIC East Asia & Pacific2018 June 21 http://news.joins.com/article/22736558 0

Russia UMC Europe & Central Asia2018 March 18 https://pronedra.ru/hakerskaya-ataka-na-tsik-byila-uspeshno-otrazhena-219035.html0

Spain HIC Europe & Central Asia2018 November 10 https://as.com/deportes_accion/2018/11/09/portada/1541770120_690842.html0

Argentina UMC Latin America & Caribbean2017 June 1 https://www.terra.com.ar/noticias/sociedad/investigan-el-presunto-hackeo-de-un-pantalla-gigante-de-un-local-de-electrodomesticos-con-insultos-al-presidente,ebc14f02f13e22ce3fc000d925288c66cisxe3mu.html0

China UMC East Asia & Pacific2017 January 2 http://news.dahe.cn/2017/01-02/108080961.html0

Russia UMC Europe & Central Asia2017 June 7 https://sib.fm/news/2017/06/07/irkutskij-sud-vernul-virusy-osuzhdjonnomu-khakeru0

Bolivia LMC Latin America & Caribbean2017 February 1 http://opinion.com.bo/opinion/articulos/2017/0201/noticias.php?id=2107130

United StatesHIC North America 2022 August 6 https://www.scmagazine.com/analysis/breach/326k-aetna-members-involved-in-mailing-vendor-ransomware-fallout0

Turkey UMC Europe & Central Asia2017 September 6 https://cepkolik.com/feedly-hacklendi-ve-coktu-6462/0

Russia UMC Europe & Central Asia2017 October 20 http://www.rosbalt.ru/piter/2017/10/21/1654771.html0

United StatesHIC North America 2017 February 16 https://japan.zdnet.com/article/35077910/0

Indonesia LMC East Asia & Pacific2017 June 9 http://bali.tribunnews.com/2017/06/09/ini-peretas-situs-kejaksaan-agung-ri-dan-dewan-pers-alasannya-unik0

Belgium HIC Europe & Central Asia2017 August 8 https://nieuws.vtm.be/buitenland/brandweerwagen-gehackt-nederland0

Israel HIC Middle East & North Africa2017 March 1 http://www.kikar.co.il/223490.html 0

Poland HIC Europe & Central Asia2017 October 17 http://tvn24bis.pl/z-kraju,74/bgk-ostrzega-przed-hakerami,782134.html0

Canada HIC North America 2021 March 30 https://windsorstar.com/news/local-news/hackers-infiltrated-erca-many-months-before-292k-phishing-scam-impersonated-staffer0

United StatesHIC North America 2021 April 26 https://www.prnewswire.com/news-releases/privacy-alert-health-net-of-california-inc-and-affiliated-companies-under-investigation-for-data-breach-impacting-more-than-1-3-million-members-301276583.html0

Pakistan LMC South Asia 2022 August 11 https://propakistani.pk/2022/08/11/hackers-breach-punjab-land-record-authority/0

United KingdomHIC Europe & Central Asia2021 July 20 https://www.itpro.co.uk/security/malware/360299/hackers-use-single-bit-change-in-intel-cpu-register-to-evade-detection0

United StatesHIC North America 2021 July 24 https://www.govinfosecurity.com/mercenary-hacking-group-deploys-android-malware-a-171390

Australia HIC East Asia & Pacific2022 January 20 https://www.itnews.com.au/news/australia-uk-to-jointly-target-state-based-actors-and-ransomware-groups-5749240

United StatesHIC North America 2022 January 26 https://www.digitaljournal.com/pr/salem-nh-malware-phishing-cybersecurity-threat-management-services-updated0

India LMC South Asia 2022 September 19 https://techstory.in/uber-staff-believed-the-alleged-juvenile-hacker-attack-was-a-prank/0
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United StatesHIC North America 2022 February 1 https://www.nbcnews.com/tech/security/weeks-ransomware-attack-workers-still-worry-paychecks-rcna141860

Nigeria LMC Sub-Saharan Africa2022 October 17 https://www.ecofinagency.com/telecom/1710-43957-senegal-hackers-threaten-to-leak-telecom-regulator-s-strategic-data0

United StatesHIC North America 2022 October 26 https://www.jdsupra.com/legalnews/phoenix-programs-of-florida-inc-6761591/0

United StatesHIC North America 2022 December 7 https://www.jdsupra.com/legalnews/suffolk-university-reports-data-breach-4061273/0

United StatesHIC North America 2022 December 22 https://www.wdrb.com/news/business/kentuckianaworks-notifying-over-100-people-of-possible-data-breach/article_aadbf054-819b-11ed-b221-3373e383dbf4.html0

United KingdomHIC Europe & Central Asia2019 May 8 https://cryptodaily.co.uk/2019/05/cz-responds-binance-hack0

United StatesHIC North America 2019 June 14 https://www.law360.com/articles/11689860

United StatesHIC North America 2019 May 24 https://www.nbc12.com/2019/05/24/federal-government-issues-malware-streaming-warning/0

South AfricaUMC Sub-Saharan Africa2019 December 17 https://www.itweb.co.za/content/JBwEr7n5W2lv6Db20

United StatesHIC North America 2019 July 15 https://www.beckershospitalreview.com/cybersecurity/hackers-gain-access-to-vermont-aco-email-account-possibly-exposing-data-of-25-000-patients.html0

United StatesHIC North America 2019 January 20 https://comicbook.com/gaming/2019/01/20/atlas-servers-hacked-subscribe-to-pewdiepie/0

United KingdomHIC Europe & Central Asia2019 February 22 https://www.thetimes.co.uk/edition/scotland/legal-fees-to-push-cost-of-police-hacking-kiosks-past-700-000-dwx723jwg0

Ireland HIC Europe & Central Asia2019 April 4 https://www.irishexaminer.com/breakingnews/ireland/possible-data-breach-being-investigated-at-galway-hospital-after-patients-receive-scam-letter-915497.html0

United StatesHIC North America 2019 September 13 https://www.bondbuyer.com/articles/oklahoma-pension-fund-cyber-attack-shows-rising-risk-for-munis0

Japan HIC East Asia & Pacific2019 September 24 https://www.zdnet.com/article/political-targets-at-risk-as-fancy-bear-returns-with-refreshed-backdoor-malware/0

United StatesHIC North America 2019 November 9 https://marketingland.com/social-shorts-another-facebook-data-breach-linkedin-translation-settings-and-2020-digital-ad-spend-forecasts-2709070

United StatesHIC North America 2019 December 7 https://www.governing.com/news/headlines/Giving-Season-for-Some-Hunting-Season-for-Hackers.html0

United StatesHIC North America 2019 December 17 https://abc7chicago.com/technology/apple-id-lock-email-phishing-scam/5762038/0

United StatesHIC North America 2017 January 25 http://www.usatoday.com/story/news/politics/2017/01/24/russians-suspected-hacking-wisconsin-dems/97023222/0

United KingdomHIC Europe & Central Asia2017 March 16 http://www.itv.com/news/2017-03-16/abta-takes-more-than-a-fortnight-to-alert-customers-of-data-breach/0

India LMC South Asia 2017 May 31 http://www.indiantelevision.com/television/tv-channels/english-entertainment/sony-pictures-global-banks-among-targets-of-n-korean-hackers-says-group-ib-1705310

Qatar HIC Middle East & North Africa2017 June 8 http://www.gulf-times.com/story/552554/Probe-team-identifies-hacking-sources0

United Arab EmiratesHIC Middle East & North Africa2017 September 5 https://www.thenational.ae/uae/warning-to-uae-snapchat-users-over-hacks-and-privacy-1.6257220

United KingdomHIC Europe & Central Asia2017 August 16 http://www.bizreport.com/2017/08/malware-hampering-ecommerce-experience.html0

United KingdomHIC Europe & Central Asia2017 August 18 https://www.scmagazineuk.com/icymi-spyware-us-data-law-nsa-tools-hack-games-ddosd-skills-gap/article/682738/0

United StatesHIC North America 2017 September 26 http://katv.com/news/local/stuttgart-woman-blames-arkansas-dhs-data-breach-for-outstanding-hospital-bills0

United StatesHIC North America 2017 November 8 http://ftnews.firetrench.com/2017/11/hackers-target-amazon-argos-and-tesco-shoppers-ahead-of-cyber-monday/0

United StatesHIC North America 2017 October 14 http://www.azcentral.com/story/news/politics/arizona/2017/10/13/arizonas-top-voting-official-now-says-russian-hack-cant-confirmed/761890001/0

United StatesHIC North America 2017 November 25 http://www.independentmail.com/story/news/2017/11/24/2012-data-breach-south-carolina/890279001/0

United StatesHIC North America 2017 November 27 http://www.wtae.com/article/federal-authorities-to-announce-indictment-in-international-computer-hacking-incident/139380230

United StatesHIC North America 2017 December 13 http://www.nj.com/education/2017/12/rutgers_student_charged_in_series_of_cyber_attacks.html0

Israel HIC Middle East & North Africa2017 September 24 http://www.jpost.com/HEALTH-SCIENCE/New-security-camera-can-use-infrared-rays-to-unlock-a-door-5058210

United StatesHIC North America 2018 January 22 http://www.modernhealthcare.com/article/20180120/NEWS/1801299990

BangladeshLMC South Asia 2018 January 28 http://www.dhakatribune.com/world/south-asia/2018/01/28/delhi-university-website-hacked-bangladeshi-hackers/0

United StatesHIC North America 2018 April 25 http://ketr.org/post/foreign-hackers-appear-target-scudder-campaign0

India LMC South Asia 2018 October 5 https://www.dnaindia.com/mumbai/report-andheri-based-co-operative-bank-server-hacked-rs-97-lakh-siphoned-26716960

United StatesHIC North America 2018 July 19 http://www.winknews.com/2018/07/18/rsw-4th-most-vulnerable-airport-for-cyber-attacks-in-the-country-study-shows/0

United KingdomHIC Europe & Central Asia2018 October 26 https://www.hartlepoolmail.co.uk/news/business/hartlepool-pizza-shop-says-sorry-after-drugs-and-sex-acts-appear-as-online-menu-items-following-cyber-attack-1-94148740

Japan HIC East Asia & Pacific2018 August 22 https://www.cnet.com/news/superdrug-warns-hacker-claims-to-have-stolen-20000-customers-data/0

United StatesHIC North America 2018 September 5 https://www.starherald.com/news/local_news_briefs/ewc-issues-phishing-alert/article_ed7ea5c1-0ec9-51a2-afb9-3f46bd49c3c1.html0

Nigeria LMC Sub-Saharan Africa2018 November 6 https://punchng.com/coalition-alleges-plan-to-hack-inec-servers/0

United StatesHIC North America 2018 November 13 https://darkwebnews.com/dark-web/kraken-darknet-expansion/0

New ZealandHIC East Asia & Pacific2020 June 17 https://www.stuff.co.nz/business/121856473/calls-grow-for-government-action-after-lion-receives-us800000-ransomware-demand0

United KingdomHIC Europe & Central Asia2020 May 27 https://www.infosecurity-magazine.com:443/news/data-breach-at-bank-of-america/0

United StatesHIC North America 2020 February 7 https://www.nwitimes.com/news/local/govt-and-politics/porter-county-tightening-cybersecurity-after-laporte-county-hack/article_b50ef650-3d31-5e2c-adbc-b3007483ccb5.html0

United StatesHIC North America 2020 July 29 https://abovethelaw.com/2020/07/bar-exams-in-the-time-of-covid-crashes-hacks-and-a-few-masks/0

United StatesHIC North America 2020 May 5 https://threatpost.com/airplane-hack-exposes-weaknesses-of-alert-and-avoidance-systems/155451/0

Australia HIC East Asia & Pacific2020 April 20 https://www.arnnet.com.au/article/678569/kogan-delivery-firm-hit-by-cyber-attack-amid-covid-19-sales-surge/0

United StatesHIC North America 2020 September 2 https://threatpost.com/chinese-apt-sepulcher-malware-phishing-attacks/158871/0

Canada HIC North America 2020 November 2 https://www.bnnbloomberg.ca/dark-web-hackers-say-they-hold-keys-to-10-000-robinhood-accounts-1.15154210

United StatesHIC North America 2020 November 22 https://www.aerotechnews.com/blog/2020/11/16/delta-6-participates-in-first-satellite-hacking-exercise/0

United KingdomHIC Europe & Central Asia2021 January 14 https://www.thecourier.co.uk/news/politics/scottish-politics/1888858/sepa-cyber-attack-likely-to-be-by-international-organised-cyber-crime-groups/0
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http://www.deepapple.com/news/51326.html
https://www.svt.se/nyheter/lokalt/vast/goteborgspolis-atalas-for-dataintrang
https://www.netzwelt.de/betrugswarnungen/151869-sparkasse-mail-mehrfache-falscheingabe-pin-phishing.html
http://www.aboluowang.com/2017/1113/1024424.html
http://www.24horas.cl/nacional/director-nacional-de-la-pdi-confirma-primeros-casos-de-ciberataque-en-el-pais-2385031
https://www.ynet.co.il/articles/0,7340,L-5038581,00.html
http://www.affaritaliani.it/cronache/data-leak-hacker-account-password-482125.html
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France HIC Europe & Central Asia2017 March 29 http://www.01net.com/actualites/ils-ont-pirate-un-ordinateur-deconnecte-avec-un-drone-un-laser-et-une-imprimante-1131604.html0

Uruguay HIC Latin America & Caribbean2017 February 16 http://www.cromo.com.uy/tercer-hackeo-el-que-ni-siquiera-se-tuvo-que-violar-contrasenas-n10328050

Czech RepublicHIC Europe & Central Asia2017 January 25 http://www.blesk.cz/clanek/zpravy-svet/445827/hacker-ktery-sabotuje-isis-kara-bily-dum-mate-mizerne-zabezpeceni.html0

Bulgaria UMC Europe & Central Asia2017 November 13 http://www.cross.bg/credissimo-ataka-bulgariya-1560586.html0

United StatesHIC North America 2017 January 6 http://latam.pcmag.com/software/18089/news/estos-son-los-paises-mas-afectados-por-el-ransomware-crysis0

Ukraine LMC Europe & Central Asia2017 May 16 http://oilnews.com.ua/a/news/Bolee_20_tis_AZS_Kitaya_ushli_v_offlayn_v_rezultate_globalnoy_kiberataki/2275390

Latvia HIC Europe & Central Asia2017 December 22 http://www.lsm.lv/raksts/zinas/latvija/pasaule-uzlauzti-vairak-neka-200-mediju-parstavju-un-izdeveju-e-pasti.a261916/0

Lithuania HIC Europe & Central Asia2017 August 4 http://www.alfa.lt/straipsnis/50202427/izulumui-nera-ribu-programisiai-taikosi-specialiai-i-neigaliuosius0

India LMC South Asia 2021 November 14 https://timesofindia.indiatimes.com/city/bhubaneswar/odisha-crime-branch-freezes-accounts-of-suspected-hackers/articleshow/87696429.cms0

United StatesHIC North America 2022 June 28 https://www.msn.com/en-in/money/topstories/193510152-cyber-attacks-on-apis-in-india-between-december-21-and-april-22-akamai/ar-AAYWdkg0

Australia HIC East Asia & Pacific2021 May 7 https://www.9news.com.au/technology/mygov-phishing-scam-explained-how-to-avoid-being-hacked/948ac041-ee76-4bc4-bddc-5877627b4c4f0

United StatesHIC North America 2021 May 18 https://www.wenatcheeworld.com/news/local/chelan-douglas-health-district-targeted-in-cyber-attack/article_24ca1d0e-b769-11eb-99c5-7f29936b8d2d.html0

United KingdomHIC Europe & Central Asia2022 July 18 https://www.theguardian.com/world/2022/jul/18/nephew-of-jailed-hotel-rwanda-dissident-hacked-by-nso-spyware0

United StatesHIC North America 2022 August 19 https://njbiz.com/sferra-reveals-april-data-breach/0

Canada HIC North America 2022 February 22 https://www.bnnbloomberg.ca/top-u-s-fuel-pipeline-hires-cyber-safety-boss-months-after-hack-1.17270270

Israel HIC Middle East & North Africa2022 April 28 https://www.al-monitor.com/originals/2022/04/crypto-hacking-event-returns-dubai0

Australia HIC East Asia & Pacific2022 May 4 https://www.itnews.com.au/news/tfnsw-hit-by-second-cyber-attack-in-less-than-18-months-5795810

United StatesHIC North America 2019 April 8 https://www.healthcarefinancenews.com/news/humana-notifies-members-provider-portal-data-breach0

Sri Lanka LMC South Asia 2022 December 13 https://economynext.com/sri-lanka-warned-against-foreign-employment-import-parcel-phishing-scams-106238/0

Japan HIC East Asia & Pacific2019 October 2 https://www.zdnet.com/article/zendesk-discloses-2016-data-breach/0

Saudi ArabiaHIC Middle East & North Africa2019 May 2 https://www.3seer.net/lenovo-installed-software-making-laptops-vulnerable-to-hacking/0

United StatesHIC North America 2019 March 19 https://caribbeanbusiness.com/puerto-rico-gsa-website-running-normally-after-hacking-attempt/0

United StatesHIC North America 2021 July 22 https://journalrecord.com/2021/07/21/firm-seeks-victims-in-data-breach-case/0

United KingdomHIC Europe & Central Asia2021 October 22 https://www.bbc.co.uk/news/uk-scotland-590083660

Russia UMC Europe & Central Asia2019 May 31 https://sputniknews.com/analysis/201906011075525902-hack-private-data-license-plate-readers/0

Australia HIC East Asia & Pacific2020 April 23 https://www.afr.com/politics/federal/who-cyber-security-is-appalling-says-hacker-20200422-p54mdg0

United KingdomHIC Europe & Central Asia2019 January 29 https://www.infosecurity-magazine.com:443/news/attackers-exploit-zeroday-in/0

United StatesHIC North America 2019 July 8 https://www.michigan.gov/som/0,4669,7-192-47796-499085--,00.html0

United StatesHIC North America 2019 September 23 http://mondaq.com/unitedstates/x/847270/Security/New+York+Expands+Scope+Of+Data+Breach+Notification+And+Cybersecurity+Requirements+And+Enacts+SHIELD+Act0

United StatesHIC North America 2019 January 5 https://www.sfchronicle.com/business/article/Starwood-hack-details-GM-s-labor-squabble-13509684.php0

United KingdomHIC Europe & Central Asia2017 January 24 https://www.theregister.co.uk/2017/01/24/kid_hackers_break_xss_defences_find_hack_hole_in_2_million_websites/0

United StatesHIC North America 2017 February 14 http://www.wsoctv.com/news/local/9-investigates-cyber-attacks-on-charlottes-city-website-during-protests/4938033470

United StatesHIC North America 2017 February 27 http://fortune.com/2017/02/27/apple-icloud-scam/0

United StatesHIC North America 2017 March 12 https://wn.com/DNC_Email_Hacking 0

United StatesHIC North America 2017 March 28 http://www.consumerelectronicsnet.com/article/Analysts-Reveal-Link-to-Commercial-Spyware-for-Surveillance-of-Journalists-and-Activists-48832960

United StatesHIC North America 2017 April 27 https://motherboard.vice.com/en_us/article/sudans-government-is-using-a-shady-hacking-group-to-hunt-isis0

India LMC South Asia 2017 April 26 http://www.dayafterindia.com/2017/04/26/aap-rejects-mcd-results-alleges-evm-hacking-by-bjp/0

United StatesHIC North America 2017 April 28 http://www.jdsupra.com/legalnews/gamestop-currently-investigating-37778/0

Qatar HIC Middle East & North Africa2017 May 24 http://www.qatar-tribune.com/Latest-News/qna-suspends-online-services-temporarily-due-to-hacking0

United StatesHIC North America 2017 June 30 http://mspmentor.net/security/wiper-malware-global-attack-actually-destroys-data0

United KingdomHIC Europe & Central Asia2017 July 3 http://www.dailymail.co.uk/indiahome/indianews/article-4662384/New-apps-claiming-solve-GST-maths-malware.html0

Costa RicaUMC Latin America & Caribbean2017 July 14 http://qcostarica.com/incredible-google-costa-rica-hacked/0

United StatesHIC North America 2017 August 24 http://www.pressreleasepoint.com/ag-brnovich-announces-55-million-settlement-nationwide-insurance-after-data-breach0

United KingdomHIC Europe & Central Asia2017 October 14 https://www.theregister.co.uk/2017/10/14/david_kent_oilpro_latest/0

India LMC South Asia 2022 January 16 https://www.bhaskar.com/tech-auto/news/aditya-birla-fashion-abfrl-data-allegedly-leaked-online-over-5-million-email-addresses-breached-129303249.html[3458383, 3454531, 4064476, 3454532, 4064471, 4064571, 3454547]['Aditya Birla Fashion and Retail ( ABFRL ) Sites Still Vulnerable , Hacker Claims ; Company Says Access Secured ', 'Data breach at Aditya Birla Fashion - The Hindu BusinessLine', 'Aditya Birla Fashion portal faces data breach , over 700 GB of data leaked online', 'Aditya Birla Fashion faces data breach , over 5 . 4 million email IDs compromised', 'Aditya Birla Fashion Retail Faces Major 700 GB 5 . 4 Mn User Data Breach', 'Aditya Birla Group fashion and retail arm suffers massive data breach', "Aditya Birla Fashion (ABFRL) Data Allegedly Leaked Online, Over 5 Million Email Addresses Breached | Aditya Birla Fashion's stolen data includes credit card, hackers leak email online"]6

United StatesHIC North America 2017 March 24 http://www.delawareonline.com/story/news/2017/03/24/call-center-launch-labor-department-hack-victims/99579866/0

China UMC East Asia & Pacific2017 August 18 http://themarketmogul.com/china-tech-companies-power-ahead-euro-strong-hbo-hacked/0

United StatesHIC North America 2018 February 23 http://www.sci-tech-today.com/news/Allentown-Hit-by--1M-Malware-Attack/story.xhtml?story_id=11300CMBLSP80

United StatesHIC North America 2018 March 16 https://www.ecommercetimes.com/story/hot-topics/85148.html0

Taiwan 2018 June 8 https://www.taiwannews.com.tw/en/news/34512150

South AfricaUMC Sub-Saharan Africa2018 June 22 https://www.itweb.co.za/content/LPp6V7r45LVqDKQz0

United StatesHIC North America 2018 October 5 https://www.vox.com/vox-sentences/2018/10/4/17938890/jamal-khashoggi-russian-cyberattack0

United StatesHIC North America 2018 October 26 http://mondaq.com/unitedstates/x/748968/data+protection/Eighth+Circuit+Approves+10+Million+Settlement+In+2013+Data+Breach+Case+Against+Retailer0

Romania UMC Europe & Central Asia2018 October 16 http://www.romaniapress.com/news=1030940

United KingdomHIC Europe & Central Asia2018 August 8 http://ftnews.firetrench.com/2018/08/data-breach-exposes-critical-health-information-on-2-million-mexicans/0
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United StatesHIC North America 2018 November 9 http://www.hardocp.com/news/2018/11/08/malware_strain_uses_windows_installer_self_destructs_to_elude_detection/0

United StatesHIC North America 2018 October 31 https://www.kshb.com/news/local-news/volker-neighbors-concerned-key-fobs-are-being-hacked0

Canada HIC North America 2018 September 24 https://www.theglobeandmail.com/canada/british-columbia/article-bc-privacy-officials-look-into-data-breach-involving-bankrupt/0

United StatesHIC North America 2018 November 16 https://www.macobserver.com/link/sms-text-database-exposed/0

PhilippinesLMC East Asia & Pacific2020 May 12 https://www.ilonggotechblog.com/2020/05/kaspersky-foils-56-percent-more-phishing-attempts-against-sea-smbs.html0

Greece HIC Europe & Central Asia2020 January 23 http://www.ekathimerini.com/248779/article/ekathimerini/news/government-websites-down-in-possible-new-hacking-case0

United StatesHIC North America 2020 February 25 https://techcrunch.com/2020/02/25/remine-security-lapse/0

United StatesHIC North America 2020 March 30 https://www.messenger-inquirer.com/news/local/library-officials-confident-post-ransomware-attack/article_c9f09ce3-f851-577d-96ad-a6ce430018d1.html0

Ireland HIC Europe & Central Asia2021 September 16 https://www.rte.ie/news/health/2021/0916/1247144-hse-hack/0

United StatesHIC North America 2021 September 26 https://www.defenseone.com/threats/2021/06/the-d-brief-june-02-2021/174438/0

United StatesHIC North America 2021 October 19 https://www.news4jax.com/news/2021/10/19/3-fradulent-phishing-covid-19-websites-shut-down/0

SwitzerlandHIC Europe & Central Asia2021 October 21 https://www.swissinfo.ch/eng/mch-group-targeted-in-latest-swiss-cyber-attack/470463120

United KingdomHIC Europe & Central Asia2021 October 29 https://www.itpro.co.uk/security/cyber-attacks/361401/thailand-luxury-hotel-chain-hit-by-desorden-group0

United StatesHIC North America 2021 November 11 https://www.newscentermaine.com/article/money/business/maine-comic-book-stores-see-delays-after-distributor-ransomware-hack-graphic-novels-shops-weekly/97-1b4bd6f7-1b2a-4c34-8c78-b77bc1a9d5f90

United StatesHIC North America 2022 August 12 https://www.theverge.com/2022/8/12/23303411/zoom-defcon-root-access-privilege-escalation-hack-patrick-wardle[3752029, 3753657, 3752335, 3752028, 3752356, 3752761, 3754118, 3750259]['Zoom updates macOS app to patch root access exploit - Mac Software Discussions on AppleInsider Forums', 'Zoom rolls out key security update on Mac to prevent hackers from gaining device control', 'Zoom for macOS : No hacker can hack your account now - Know how', 'Zoom updates macOS app to patch root access exploit', 'There is a security hole, hackers are prone to breaking MacOS via the Zoom application', 'The macOS installer for Zoom installer could let hackers hijack your device', 'Zoom released the latest update. Closing vulnerability for hackers to attack Macs', 'The Zoom installer let a researcher hack his way to root access on macOS']7

China UMC East Asia & Pacific2022 January 20 https://www.maxicep.com/hackerler-icin-odenen-fidyeler-devasa-boyutlara-ulasti0

Indonesia LMC East Asia & Pacific2022 April 29 https://www.liputan6.com/global/read/4952177/2-wn-korsel-ditangkap-lantaran-bantu-peretas-korea-utara-bobol-data-negara0

Romania UMC Europe & Central Asia2022 June 28 http://stiri.tvr.ro/aten--ie-la-mesajele-de-email-false-care-folosesc-sigla-anaf--hackerii-trimit-documente-despre-pla--i-restante-fiscale-ce-pot-infecta-dispozitivele-electronice--verifica--i-sursa-mesajului-primit_908428.html0

France HIC Europe & Central Asia2022 January 12 https://www.lefigaro.fr/medias/netflix-une-nouvelle-campagne-d-hameconnage-cible-les-abonnes-202201120

Argentina UMC Latin America & Caribbean2022 April 23 https://www.diariopanorama.com/noticia/412237/hackearon-conicet-secuestraron-datos-sede-central0

Mexico UMC Latin America & Caribbean2022 July 23 https://diario.mx/juarez/afectaciones-por-hackeo-a-la-jmas-superaron-los-900-mil-pesos-20220722-1953775.html0

Mexico UMC Latin America & Caribbean2022 March 8 http://tiempo.com.mx/noticia/oposicion_equipo_hackearnos_amlo_8_marzo_2022/0

Finland HIC Europe & Central Asia2022 October 11 https://www.iltalehti.fi/digiuutiset/a/ed47952d-b866-4419-bf03-a3a651eec4ef0

France HIC Europe & Central Asia2021 July 3 https://www.francetvinfo.fr/replay-radio/le-conseil-conso/franceinfo-conso-piratage-bancaire-des-clients-mis-a-terre_4669715.html0

Russia UMC Europe & Central Asia2021 October 6 https://3dnews.ru/1050732/haker-opublikoval-uchyotnie-dannie-500-tis-vpnustroystv-fortinet0

Russia UMC Europe & Central Asia2021 July 28 http://inpavposad.ru/novosti/bezopasnost/moshenniki-pridumali-novuyu-shemu-obmana-pod-vidom-vzloma-i-oformleniya-kredita-na-gosuslugah0

Finland HIC Europe & Central Asia2021 June 23 https://yle.fi/uutiset/3-11995066 0

Spain HIC Europe & Central Asia2021 February 1 https://www.ideal.es/sociedad/seguridad-avisa-correos-fraudulentos-agencia-tributaria-20210201101622-nt.html0

Norway HIC Europe & Central Asia2021 May 11 https://itavisen.no/2021/05/11/verste-cyberangrep-i-usas-historie/0

Russia UMC Europe & Central Asia2021 July 30 https://www.securitylab.ru/news/522932.php0

Egypt LMC Middle East & North Africa2020 October 25 https://www.dostor.org/3236839 0

South KoreaHIC East Asia & Pacific2020 November 10 https://news.joins.com/article/23916907 0

Romania UMC Europe & Central Asia2020 February 11 http://szabadsag.ro/-/tavaly-harombol-egy-eu-s-allampolgart-hackertamadas-ert0

Egypt LMC Middle East & North Africa2020 August 18 https://www.dostor.org/3178237 0

Sweden HIC Europe & Central Asia2020 August 21 https://www.hd.se/2020-08-21/apoteksanstalld-i-nordvastra-skane-atalas-for-dataintrang0

Indonesia LMC East Asia & Pacific2020 November 26 https://wartapontianak.pikiran-rakyat.com/ototek/pr-1171018317/situs-resmi-kkp-tak-bisa-diakses-jurnalis-pontianak-diserang-malware0

Turkey UMC Europe & Central Asia2020 October 8 https://www.urfa.com/kotu-amacli-yazilim/0

BangladeshLMC South Asia 2020 October 31 https://www.banglanews24.com/national/news/bd/820988.details0

Russia UMC Europe & Central Asia2017 December 3 https://www.kp.ru/daily/26765.5/3796857/0

United StatesHIC North America 2017 August 10 http://www.times-gazette.com/local%20news/2017/08/10/123000-people-affected-by-hack-of-warcog[732551, 1229446]['123 , 000 people affected by hack', '123 , 000 people affected by hack of WARCOG']1

Russia UMC Europe & Central Asia2020 August 12 https://www.playground.ru/misc/news/populyarnyj_variant_vredonosnogo_po_nauchilsya_izvlekat_paroli_iz_brauzerov_i_vpn-10621620

Russia UMC Europe & Central Asia2019 December 6 https://www.cnews.ru/news/line/2019-12-06_issledovanie_39_rossijskih0

Russia UMC Europe & Central Asia2019 February 8 https://lenta.ru/news/2019/02/08/sims_destroy_company/0

NetherlandsHIC Europe & Central Asia2018 May 30 https://www.telegraaf.nl/nieuws/2100359/cel-voor-hacker-russische-geheime-dienst0

Austria HIC Europe & Central Asia2018 April 16 http://www.oe24.at/digital/Wolf-ist-Opfer-von-Cyber-Attacke/3302488850

Finland HIC Europe & Central Asia2018 March 29 http://etn.fi/index.php/13-news/7787-firefoxin-lisaosa-blokkaa-facebookin-kalastelun0

Sweden HIC Europe & Central Asia2018 January 4 https://www.hd.se/2018-01-04/chauffor-anhallen-for-dataintrang0

South KoreaHIC East Asia & Pacific2017 May 6 http://news.jtbc.joins.com/html/959/NB11464959.html0

Finland HIC Europe & Central Asia2017 January 11 http://www.tivi.fi/Kaikki_uutiset/ydinfyysikkoa-syytetaan-18-000-uhrin-hakkeroinnista-mukana-vatikaanin-kardinaaleja-outo-illuminati-yhteys-66141260

Spain HIC Europe & Central Asia2017 November 2 http://www.abc.es/espana/madrid/abci-mafias-rusas-hackers-extorsionan-miles-empresas-y-particulares-madrid-201711020109_noticia.html0

Denmark HIC Europe & Central Asia2017 May 13 http://jyllands-posten.dk/international/ECE9575558/fakta-hackerprogram-fraroever-filer-og-skaber-kaos/0

United StatesHIC North America 2017 September 28 http://www.foxbusiness.com/markets/2017/09/28/latest-credit-firms-skip-hearing-on-data-breach.html[1260940, 1259250, 1259129]['Credit firms skip hearing on identity theft , data breach ', 'Credit firms skip hearing on identity theft , data breach', 'The Latest : Credit firms skip hearing on data breach']2

NetherlandsHIC Europe & Central Asia2017 February 4 http://www.welingelichtekringen.nl/tech/658194/russen-probeertde-het-torentje-te-hacken.html0

Vietnam LMC East Asia & Pacific2017 October 2 http://ictnews.vn/cntt/bao-mat/ransomware-cerber-co-them-kha-nang-lay-cap-tien-ao-159225.ict0

Bulgaria UMC Europe & Central Asia2017 November 13 https://www.actualno.com/crime/hakeri-opitvat-da-mamjat-ot-imeto-na-kreditna-firma-news_643825.html0

http://www.hardocp.com/news/2018/11/08/malware_strain_uses_windows_installer_self_destructs_to_elude_detection/
https://www.kshb.com/news/local-news/volker-neighbors-concerned-key-fobs-are-being-hacked
https://www.theglobeandmail.com/canada/british-columbia/article-bc-privacy-officials-look-into-data-breach-involving-bankrupt/
https://www.macobserver.com/link/sms-text-database-exposed/
https://www.ilonggotechblog.com/2020/05/kaspersky-foils-56-percent-more-phishing-attempts-against-sea-smbs.html
http://www.ekathimerini.com/248779/article/ekathimerini/news/government-websites-down-in-possible-new-hacking-case
https://techcrunch.com/2020/02/25/remine-security-lapse/
https://www.messenger-inquirer.com/news/local/library-officials-confident-post-ransomware-attack/article_c9f09ce3-f851-577d-96ad-a6ce430018d1.html
https://www.rte.ie/news/health/2021/0916/1247144-hse-hack/
https://www.defenseone.com/threats/2021/06/the-d-brief-june-02-2021/174438/
https://www.news4jax.com/news/2021/10/19/3-fradulent-phishing-covid-19-websites-shut-down/
https://www.swissinfo.ch/eng/mch-group-targeted-in-latest-swiss-cyber-attack/47046312
https://www.itpro.co.uk/security/cyber-attacks/361401/thailand-luxury-hotel-chain-hit-by-desorden-group
https://www.newscentermaine.com/article/money/business/maine-comic-book-stores-see-delays-after-distributor-ransomware-hack-graphic-novels-shops-weekly/97-1b4bd6f7-1b2a-4c34-8c78-b77bc1a9d5f9
https://www.theverge.com/2022/8/12/23303411/zoom-defcon-root-access-privilege-escalation-hack-patrick-wardle
https://www.maxicep.com/hackerler-icin-odenen-fidyeler-devasa-boyutlara-ulasti
https://www.liputan6.com/global/read/4952177/2-wn-korsel-ditangkap-lantaran-bantu-peretas-korea-utara-bobol-data-negara
http://stiri.tvr.ro/aten--ie-la-mesajele-de-email-false-care-folosesc-sigla-anaf--hackerii-trimit-documente-despre-pla--i-restante-fiscale-ce-pot-infecta-dispozitivele-electronice--verifica--i-sursa-mesajului-primit_908428.html
https://www.lefigaro.fr/medias/netflix-une-nouvelle-campagne-d-hameconnage-cible-les-abonnes-20220112
https://www.diariopanorama.com/noticia/412237/hackearon-conicet-secuestraron-datos-sede-central
https://diario.mx/juarez/afectaciones-por-hackeo-a-la-jmas-superaron-los-900-mil-pesos-20220722-1953775.html
http://tiempo.com.mx/noticia/oposicion_equipo_hackearnos_amlo_8_marzo_2022/
https://www.iltalehti.fi/digiuutiset/a/ed47952d-b866-4419-bf03-a3a651eec4ef
https://www.francetvinfo.fr/replay-radio/le-conseil-conso/franceinfo-conso-piratage-bancaire-des-clients-mis-a-terre_4669715.html
https://3dnews.ru/1050732/haker-opublikoval-uchyotnie-dannie-500-tis-vpnustroystv-fortinet
http://inpavposad.ru/novosti/bezopasnost/moshenniki-pridumali-novuyu-shemu-obmana-pod-vidom-vzloma-i-oformleniya-kredita-na-gosuslugah
https://yle.fi/uutiset/3-11995066
https://www.ideal.es/sociedad/seguridad-avisa-correos-fraudulentos-agencia-tributaria-20210201101622-nt.html
https://itavisen.no/2021/05/11/verste-cyberangrep-i-usas-historie/
https://www.securitylab.ru/news/522932.php
https://www.dostor.org/3236839
https://news.joins.com/article/23916907
http://szabadsag.ro/-/tavaly-harombol-egy-eu-s-allampolgart-hackertamadas-ert
https://www.dostor.org/3178237
https://www.hd.se/2020-08-21/apoteksanstalld-i-nordvastra-skane-atalas-for-dataintrang
https://wartapontianak.pikiran-rakyat.com/ototek/pr-1171018317/situs-resmi-kkp-tak-bisa-diakses-jurnalis-pontianak-diserang-malware
https://www.urfa.com/kotu-amacli-yazilim/
https://www.banglanews24.com/national/news/bd/820988.details
https://www.kp.ru/daily/26765.5/3796857/
http://www.times-gazette.com/local news/2017/08/10/123000-people-affected-by-hack-of-warcog
https://www.playground.ru/misc/news/populyarnyj_variant_vredonosnogo_po_nauchilsya_izvlekat_paroli_iz_brauzerov_i_vpn-1062162
https://www.cnews.ru/news/line/2019-12-06_issledovanie_39_rossijskih
https://lenta.ru/news/2019/02/08/sims_destroy_company/
https://www.telegraaf.nl/nieuws/2100359/cel-voor-hacker-russische-geheime-dienst
http://www.oe24.at/digital/Wolf-ist-Opfer-von-Cyber-Attacke/330248885
http://etn.fi/index.php/13-news/7787-firefoxin-lisaosa-blokkaa-facebookin-kalastelun
https://www.hd.se/2018-01-04/chauffor-anhallen-for-dataintrang
http://news.jtbc.joins.com/html/959/NB11464959.html
http://www.tivi.fi/Kaikki_uutiset/ydinfyysikkoa-syytetaan-18-000-uhrin-hakkeroinnista-mukana-vatikaanin-kardinaaleja-outo-illuminati-yhteys-6614126
http://www.abc.es/espana/madrid/abci-mafias-rusas-hackers-extorsionan-miles-empresas-y-particulares-madrid-201711020109_noticia.html
http://jyllands-posten.dk/international/ECE9575558/fakta-hackerprogram-fraroever-filer-og-skaber-kaos/
http://www.foxbusiness.com/markets/2017/09/28/latest-credit-firms-skip-hearing-on-data-breach.html
http://www.welingelichtekringen.nl/tech/658194/russen-probeertde-het-torentje-te-hacken.html
http://ictnews.vn/cntt/bao-mat/ransomware-cerber-co-them-kha-nang-lay-cap-tien-ao-159225.ict
https://www.actualno.com/crime/hakeri-opitvat-da-mamjat-ot-imeto-na-kreditna-firma-news_643825.html


United KingdomHIC Europe & Central Asia2021 November 20 https://www.dailymail.co.uk/news/article-10225281/Highly-sensitive-medical-documents-leaked-online-hackers-3million-Bitcoin-ransom-rejected.html0

China UMC East Asia & Pacific2022 June 11 https://www.androidheadlines.com/2022/06/windows-malware-steal-financial-data-fakecrack.html0

India LMC South Asia 2021 May 31 https://timesofindia.indiatimes.com/city/kolkata/kol-atms-under-sophisticated-hacking-attack/articleshow/83096894.cms0

United StatesHIC North America 2021 June 23 https://www.reuters.com/technology/amid-big-hacks-us-spy-agency-touts-collaboration-center-with-private-industry-2021-06-22/0

India LMC South Asia 2022 January 18 https://timesofindia.indiatimes.com/business/india-business/indias-retail-industry-most-vulnerable-to-ransomware/articleshow/88967638.cms0

United StatesHIC North America 2022 September 20 https://www.jdsupra.com/legalnews/lubbock-heart-surgical-hospital-reports-6782813/0

United StatesHIC North America 2022 October 7 https://www.pcgamesn.com/roblox/hack 0

Russia UMC Europe & Central Asia2022 October 8 https://www.bleepingcomputer.com/news/security/adata-denies-ransomhouse-hack-says-leaked-data-is-from-2021-attack/0

United StatesHIC North America 2022 February 25 https://www.bitdefender.com/blog/hotforsecurity/muddywater-apt-group-using-new-malware-us-and-uk-cybersecurity-agencies-warn/0

United StatesHIC North America 2022 October 14 https://www.darkreading.com/attacks-breaches/concerns-fortinet-flaw-poc-increased-exploit-activity0

Australia HIC East Asia & Pacific2022 May 4 https://www.9news.com.au/national/facebook-hackers-brisbane-businesses-besieged-by-pornographic-content/f318acf9-7424-430f-a427-f1f619359ac20

United StatesHIC North America 2019 April 8 https://legalnewsline.com/stories/511787747-chicago-sues-marriott-over-data-breach-claiming-hotel-chain-failed-to-protect-personal-information0

United StatesHIC North America 2019 April 29 http://www.darkreading.com/vulnerabilities---threats/credit-card-compromise-up-212--as-hackers-eye-financial-sector/d/d-id/13345620

United StatesHIC North America 2022 December 30 https://www.techdirt.com/2022/12/29/phone-malware-company-linked-to-greek-domestic-surveillance-scandal-raided-by-law-enforcement/0

United StatesHIC North America 2022 January 5 https://www.prleap.com/pr/283332/btc-alpha-is-back-on-coinmarketcap-after-a-ransomware-attack0

Russia UMC Europe & Central Asia2021 March 17 https://www.bleepingcomputer.com/news/security/chiles-bank-regulator-shares-iocs-after-microsoft-exchange-hack/0

South AfricaUMC Sub-Saharan Africa2019 May 28 https://www.itweb.co.za/content/JN1gPvO1oEYMjL6m0

South AfricaUMC Sub-Saharan Africa2021 November 24 https://it-online.co.za/2021/11/24/malware-exploits-streaming-platforms/0

United KingdomHIC Europe & Central Asia2019 June 25 https://www.dailymail.co.uk/wires/pa/article-7125089/Hacker-sentenced-four-years-cyber-attack-TalkTalk.html0

Russia UMC Europe & Central Asia2020 June 20 https://www.bleepingcomputer.com/news/security/hacker-arrested-for-stealing-selling-pii-of-65k-hospital-employees/0

United StatesHIC North America 2019 July 2 https://nakedsecurity.sophos.com/2019/07/02/scary-granny-android-game-slurps-users-data/0

Japan HIC East Asia & Pacific2019 July 31 https://www.japantimes.co.jp/news/2019/07/31/business/corporate-business/seven-holdings-resets-7pay-passwords-%C2%A538-6-million-hack/0

United StatesHIC North America 2019 February 16 https://www.montgomeryadvertiser.com/story/news/2019/02/15/iosif-florea-sentenced-alabama-text-messaging-phishing-scam/2880663002/0

United StatesHIC North America 2019 October 8 https://medicalxpress.com/news/2019-10-breach-impact-patient.html0

United StatesHIC North America 2019 October 22 https://www.thetimes-tribune.com/news/geisinger-health-plan-member-information-could-have-been-exposed-in-data-breach-1.25487130

United StatesHIC North America 2019 January 1 https://www.commdiginews.com/entertainment/dead-tree-fake-news-hack-attack-111001/0

Russia UMC Europe & Central Asia2017 September 6 https://www.alt.kp.ru/online/news/2859870/0

Japan HIC East Asia & Pacific2018 June 19 http://www.nintendolife.com/news/2018/06/splatoon_2_hackers_are_forcing_unreleased_content_onto_other_players0

United StatesHIC North America 2019 May 9 https://brobible.com/success/article/uber-lyft-drivers-protest/0

United StatesHIC North America 2018 April 5 https://www.govinfosecurity.com/whitepapers/true-stories-from-field-when-malware-attacks-your-linux-servers-w-42040

United StatesHIC North America 2017 January 6 http://motherboard.vice.com/read/copycat-hackers-are-holding-more-than-1000-databases-for-ransom0

United KingdomHIC Europe & Central Asia2017 March 6 https://www.scmagazineuk.com/proton-malware-uses-real-apple-code-signing-signatures/article/642148/0

United StatesHIC North America 2017 April 11 http://www.4-traders.com/CYREN-LTD-8943/news/Cyren-Point-Click-and-Hack-mdash-Phishers-Try-Wix-24196549/0

United KingdomHIC Europe & Central Asia2017 April 26 https://www.theregister.co.uk/2017/04/25/hackers_attack_stalkerware_flexispy/0

Italy HIC Europe & Central Asia2017 May 21 http://www.zazoom.it/2017-05-21/north-korean-hacking-cells-of-kids-plucked-from-school/2900773/0

United KingdomHIC Europe & Central Asia2017 June 12 https://www.localgov.co.uk/Council-fined-100000-after-hackers-stole-sensitive-information/432260

United StatesHIC North America 2017 June 20 http://www.retaildive.com/news/the-buckle-latest-retailer-to-suffer-pos-malware-attack/445343/0

Canada HIC North America 2017 July 2 https://www.collisionrepairmag.com/news/19667-the-autonomous-report-researchers-find-two-methods-to-hack-lidar-systems0

United StatesHIC North America 2017 July 26 http://www.fiercehealthcare.com/regulatory/ocr-rolls-out-modifications-to-its-hipaa-breach-reporting-site0

United StatesHIC North America 2017 October 5 http://inhomelandsecurity.com/iranian-hackers-targeted-deloitte-via-a-seriously-convincing-facebook-fake/0

Ireland HIC Europe & Central Asia2017 October 11 http://www.independent.ie/irish-news/hackers-target-thousands-of-supervalu-customers-details-36215785.html0

United StatesHIC North America 2017 April 17 http://m.gulfnews.com/business/money/money-transfer-hack-threat-is-real-and-what-to-do-about-it-1.20126250

United KingdomHIC Europe & Central Asia2017 July 21 http://www.ibtimes.co.uk/darkhotel-hackers-are-going-after-political-targets-instead-ceos-new-inexsmar-malware-16313130

China UMC East Asia & Pacific2017 August 28 http://english.chinamil.com.cn/view/2017-08/28/content_7734195.htm0

United StatesHIC North America 2018 February 22 https://www.jdsupra.com/legalnews/haobao-malware-hitting-banks-scans-for-83438/0

United KingdomHIC Europe & Central Asia2018 February 13 http://www.theregister.co.uk/2018/02/13/the_strange_case_of_a_data_breach_and_the_web_cache_that_kept_personal_data_on_view_for_a_month/0

United StatesHIC North America 2018 February 13 http://www.startribune.com/former-canadian-pacific-it-worker-sentenced-to-1-year-in-prison-for-hacking-into-company-network/473970583/0

United StatesHIC North America 2017 November 15 http://mondaq.com/unitedstates/x/646400/Data+Protection+Privacy/Tax+Preparation+Firm+Settles+FTC+Claims+Flowing+From+Data+Breach0

United StatesHIC North America 2017 November 2 http://www.abcactionnews.com/news/hackers-stealing-down-payments-and-deposits-from-home-buyers-via-fake-emails-and-phone-numbers0

United StatesHIC North America 2018 February 19 http://greenwichfreepress.com/news/business/beware-cyber-thieves-target-mobile-phones-with-aggressive-malware-ransomware-102217/0

Ireland HIC Europe & Central Asia2018 April 9 https://www.limerickleader.ie/news/home/306835/investigation-launched-following-data-breach-at-university-of-limerick.html0

United StatesHIC North America 2018 April 19 http://www.prweb.com/releases/2018/04/prweb15425385.htm0

United KingdomHIC Europe & Central Asia2018 April 26 https://www.theregister.co.uk/2018/04/26/total_meltdown_win7_server_2008_exploit/0

China UMC East Asia & Pacific2018 June 17 https://techgadgetcentral.com/2015/11/03/ios-9-1-hack-1-million/0

United StatesHIC North America 2018 October 4 http://www.spamfighter.com/News-21801-Romanian-Woman-Pleads-Guilty-for-Hacking-MPD-Surveillance-Cameras.htm0

https://www.dailymail.co.uk/news/article-10225281/Highly-sensitive-medical-documents-leaked-online-hackers-3million-Bitcoin-ransom-rejected.html
https://www.androidheadlines.com/2022/06/windows-malware-steal-financial-data-fakecrack.html
https://timesofindia.indiatimes.com/city/kolkata/kol-atms-under-sophisticated-hacking-attack/articleshow/83096894.cms
https://www.reuters.com/technology/amid-big-hacks-us-spy-agency-touts-collaboration-center-with-private-industry-2021-06-22/
https://timesofindia.indiatimes.com/business/india-business/indias-retail-industry-most-vulnerable-to-ransomware/articleshow/88967638.cms
https://www.jdsupra.com/legalnews/lubbock-heart-surgical-hospital-reports-6782813/
https://www.pcgamesn.com/roblox/hack
https://www.bleepingcomputer.com/news/security/adata-denies-ransomhouse-hack-says-leaked-data-is-from-2021-attack/
https://www.bitdefender.com/blog/hotforsecurity/muddywater-apt-group-using-new-malware-us-and-uk-cybersecurity-agencies-warn/
https://www.darkreading.com/attacks-breaches/concerns-fortinet-flaw-poc-increased-exploit-activity
https://www.9news.com.au/national/facebook-hackers-brisbane-businesses-besieged-by-pornographic-content/f318acf9-7424-430f-a427-f1f619359ac2
https://legalnewsline.com/stories/511787747-chicago-sues-marriott-over-data-breach-claiming-hotel-chain-failed-to-protect-personal-information
http://www.darkreading.com/vulnerabilities---threats/credit-card-compromise-up-212--as-hackers-eye-financial-sector/d/d-id/1334562
https://www.techdirt.com/2022/12/29/phone-malware-company-linked-to-greek-domestic-surveillance-scandal-raided-by-law-enforcement/
https://www.prleap.com/pr/283332/btc-alpha-is-back-on-coinmarketcap-after-a-ransomware-attack
https://www.bleepingcomputer.com/news/security/chiles-bank-regulator-shares-iocs-after-microsoft-exchange-hack/
https://www.itweb.co.za/content/JN1gPvO1oEYMjL6m
https://it-online.co.za/2021/11/24/malware-exploits-streaming-platforms/
https://www.dailymail.co.uk/wires/pa/article-7125089/Hacker-sentenced-four-years-cyber-attack-TalkTalk.html
https://www.bleepingcomputer.com/news/security/hacker-arrested-for-stealing-selling-pii-of-65k-hospital-employees/
https://nakedsecurity.sophos.com/2019/07/02/scary-granny-android-game-slurps-users-data/
https://www.japantimes.co.jp/news/2019/07/31/business/corporate-business/seven-holdings-resets-7pay-passwords-%C2%A538-6-million-hack/
https://www.montgomeryadvertiser.com/story/news/2019/02/15/iosif-florea-sentenced-alabama-text-messaging-phishing-scam/2880663002/
https://medicalxpress.com/news/2019-10-breach-impact-patient.html
https://www.thetimes-tribune.com/news/geisinger-health-plan-member-information-could-have-been-exposed-in-data-breach-1.2548713
https://www.commdiginews.com/entertainment/dead-tree-fake-news-hack-attack-111001/
https://www.alt.kp.ru/online/news/2859870/
http://www.nintendolife.com/news/2018/06/splatoon_2_hackers_are_forcing_unreleased_content_onto_other_players
https://brobible.com/success/article/uber-lyft-drivers-protest/
https://www.govinfosecurity.com/whitepapers/true-stories-from-field-when-malware-attacks-your-linux-servers-w-4204
http://motherboard.vice.com/read/copycat-hackers-are-holding-more-than-1000-databases-for-ransom
https://www.scmagazineuk.com/proton-malware-uses-real-apple-code-signing-signatures/article/642148/
http://www.4-traders.com/CYREN-LTD-8943/news/Cyren-Point-Click-and-Hack-mdash-Phishers-Try-Wix-24196549/
https://www.theregister.co.uk/2017/04/25/hackers_attack_stalkerware_flexispy/
http://www.zazoom.it/2017-05-21/north-korean-hacking-cells-of-kids-plucked-from-school/2900773/
https://www.localgov.co.uk/Council-fined-100000-after-hackers-stole-sensitive-information/43226
http://www.retaildive.com/news/the-buckle-latest-retailer-to-suffer-pos-malware-attack/445343/
https://www.collisionrepairmag.com/news/19667-the-autonomous-report-researchers-find-two-methods-to-hack-lidar-systems
http://www.fiercehealthcare.com/regulatory/ocr-rolls-out-modifications-to-its-hipaa-breach-reporting-site
http://inhomelandsecurity.com/iranian-hackers-targeted-deloitte-via-a-seriously-convincing-facebook-fake/
http://www.independent.ie/irish-news/hackers-target-thousands-of-supervalu-customers-details-36215785.html
http://m.gulfnews.com/business/money/money-transfer-hack-threat-is-real-and-what-to-do-about-it-1.2012625
http://www.ibtimes.co.uk/darkhotel-hackers-are-going-after-political-targets-instead-ceos-new-inexsmar-malware-1631313
http://english.chinamil.com.cn/view/2017-08/28/content_7734195.htm
https://www.jdsupra.com/legalnews/haobao-malware-hitting-banks-scans-for-83438/
http://www.theregister.co.uk/2018/02/13/the_strange_case_of_a_data_breach_and_the_web_cache_that_kept_personal_data_on_view_for_a_month/
http://www.startribune.com/former-canadian-pacific-it-worker-sentenced-to-1-year-in-prison-for-hacking-into-company-network/473970583/
http://mondaq.com/unitedstates/x/646400/Data+Protection+Privacy/Tax+Preparation+Firm+Settles+FTC+Claims+Flowing+From+Data+Breach
http://www.abcactionnews.com/news/hackers-stealing-down-payments-and-deposits-from-home-buyers-via-fake-emails-and-phone-numbers
http://greenwichfreepress.com/news/business/beware-cyber-thieves-target-mobile-phones-with-aggressive-malware-ransomware-102217/
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http://www.spamfighter.com/News-21801-Romanian-Woman-Pleads-Guilty-for-Hacking-MPD-Surveillance-Cameras.htm


Israel HIC Middle East & North Africa2018 July 4 http://nocamels.com/2018/07/israeli-cyber-experts-healthcare-hacks/0

United StatesHIC North America 2018 August 1 https://www.forbes.com/sites/thomasbrewster/2018/08/01/amnesty-activist-targeted-in-whatsapp-based-hack/0

NetherlandsHIC Europe & Central Asia2018 August 6 https://www.telecompaper.com/news/dailymotion-fined-eur-50000-for-2016-data-breach--12557440

United StatesHIC North America 2018 August 28 https://azbusinessdaily.com/stories/511546886-data-breach-victims-protected-by-new-arizona-law0

United KingdomHIC Europe & Central Asia2020 May 14 https://www.bbc.co.uk/news/uk-england-surrey-525758010

Taiwan 2020 May 15 https://focustaiwan.tw/sci-tech/2020051500220

United StatesHIC North America 2018 December 3 https://www.collegian.psu.edu/news/article_8d1539b2-f690-11e8-9395-7feddfa88016.html0

Australia HIC East Asia & Pacific2020 June 19 https://citynews.com.au/2020/act-vulnerable-to-cyber-attacks-says-auditor-general/0

United StatesHIC North America 2020 June 19 http://www.mohavedailynews.com/news/brush-sentenced-to-prison-for-sex-crimes-computer-hacking/article_d796934c-b1ff-11ea-9a5f-d3bee7a21686.html0

United StatesHIC North America 2020 February 6 https://news.yahoo.com/educational-enrichment-systems-inc-notice-030000378.html0

United StatesHIC North America 2020 February 6 https://www.thedailybeast.com/russia-hacked-the-election-trump-hacked-team-obamas-brains0

United StatesHIC North America 2020 March 20 https://news.yahoo.com/golden-valley-health-centers-notifies-200000661.html0

United StatesHIC North America 2021 August 12 https://www.bitdefender.com/blog/hotforsecurity/fraudsters-impersonate-usps-in-phishing-campaign-to-steal-your-credit-card-data/0

United StatesHIC North America 2021 January 25 https://www.dailypostathenian.com/news/article_8eabb310-4295-5949-9634-f5f85819352e.html0

United KingdomHIC Europe & Central Asia2020 December 1 https://www.infosecurity-magazine.com:443/news/vietnamese-state-hackers-coin/0

United StatesHIC North America 2021 September 29 https://krebsonsecurity.com/2021/02/u-k-arrest-in-sms-bandits-phishing-service/0

Australia HIC East Asia & Pacific2021 November 11 https://ia.acs.org.au/article/2021/researcher-hacks-55-banking-apps.html0

France HIC Europe & Central Asia2022 October 14 https://www.clubic.com/films-sagas/actualite-441954-pas-moins-de-20-000-sites-de-piratage-bloques-dans-le-monde.html0

South KoreaHIC East Asia & Pacific2022 November 15 https://www.hankyung.com/finance/article/202211151578B0

South KoreaHIC East Asia & Pacific2022 September 14 https://www.hankyung.com/economy/article/202209148444i0

Ukraine LMC Europe & Central Asia2022 May 7 https://news.obozrevatel.com/economics/economy/ssha-predlagayut-15-mln-dollarov-za-dannyie-o-rossijskih-hakerah.htm0

Japan HIC East Asia & Pacific2022 March 9 https://japan.zdnet.com/article/35184628/0

Israel HIC Middle East & North Africa2022 June 22 https://www.srugim.co.il/684767-%D7%94%D7%90%D7%A7%D7%A8%D7%99%D7%9D-%D7%90%D7%99%D7%A8%D7%90%D7%A0%D7%99%D7%9D-%D7%9E%D7%90%D7%99%D7%99%D7%9E%D7%99%D7%9D-%D7%A0%D7%AA%D7%A7%D7%95%D7%A3-%D7%91%D7%A9%D7%A2%D7%95%D7%AA-%D7%94%D7%A70

France HIC Europe & Central Asia2022 April 6 https://www.lemondeinformatique.fr/actualites/lire-telex-twitter-teste-une-fonction-d-edition-de-tweet-un-malware-s-attaque-a-lambda-d-aws-boeing-parie-sur-le-multicloud-86382.html0

Croatia HIC Europe & Central Asia2022 April 28 https://www.tportal.hr/biznis/clanak/milijuni-racunala-zarazeni-su-spijunskim-softverom-kojim-poslodavci-prate-svaki-vas-korak-mjere-produktivnost-ulazeci-u-privatnost-foto-202204280

United StatesHIC North America 2022 April 19 https://www.crhoy.com/tecnologia/hackeo-conti-esto-es-todo-lo-que-se-sabe-hasta-ahora/0

Mexico UMC Latin America & Caribbean2022 December 30 https://www.yucatan.com.mx/mexico/2022/12/30/hackean-municipio-de-guerreroy-se-roban-mas-de-millones-de-pesos-372375.html0

Austria HIC Europe & Central Asia2022 February 23 https://computerwelt.at/news/ibm-x-force-report-europa-nach-asien-die-von-cyberangrifffen-am-zweithaeufigsten-betroffene-region/0

Israel HIC Middle East & North Africa2022 February 15 https://www.newsru.co.il/israel/15feb2022/min_hack_301.html0

Venezuela Latin America & Caribbean2022 February 4 https://talcualdigital.com/hackearon-a-fe-y-alegria-en-pleno-lanzamiento-de-la-rifa/0

Germany HIC Europe & Central Asia2021 July 5 https://www.heise.de/news/Montag-Ransomware-Angriff-Didi-Rueckzug-Schweden-Rente-Luca-Lego-Apps-6128402.html0

Russia UMC Europe & Central Asia2021 November 11 https://ura.news/news/1052516264 0

Spain HIC Europe & Central Asia2021 March 19 https://www.diariosigloxxi.com/texto-ep/mostrar/20210319152152/detenidas-seis-personas-estafar-150000-euros-tarjetas-bancarias-obtenidas-mediante-phising0

Malaysia UMC East Asia & Pacific2021 April 9 https://www.sinarharian.com.my/article/132709/BERITA/Semasa/Enam-orang-dalam-godam-sistem-MyIMMs-ditahan0

United StatesHIC North America 2021 March 26 https://www.telemundo51.com/noticias/local/alerta-por-ataque-cibernetico-a-la-universidad-de-miami/2174606/0

South KoreaHIC East Asia & Pacific2021 November 23 https://m.metroseoul.co.kr:443/article/202111225003320

South KoreaHIC East Asia & Pacific2021 August 12 https://news.joins.com/article/24127107 0

Lithuania HIC Europe & Central Asia2021 January 20 https://www.diena.lt/naujienos/lietuva/salies-pulsas/del-kibernetine-ataka-jav-patyrusios-imones-produktu-lietuvoje-zalos-nepadaryta-10077400

Lithuania HIC Europe & Central Asia2021 April 28 https://www.delfi.lt/mokslas/technologijos/pranesama-apie-galima-programisiu-isilauzima-i-pigult-ir-vartotoju-duomenu-nutekinima.d?id=870529190

Italy HIC Europe & Central Asia2020 May 18 https://www.corrierecomunicazioni.it/cyber-security/data-breach-alleuroparlamento-violati-oltre-16mila-account/0

Russia UMC Europe & Central Asia2020 April 2 https://fr.globalvoices.org/2020/04/02/247294/0

Ukraine LMC Europe & Central Asia2017 January 9 http://svit24.net/technology/67-technology/94529-anonymous-uzhe-god-vzlamvajut-pravytelstvenne-sajt-ssha0

Denmark HIC Europe & Central Asia2020 September 28 https://borsen.dk:443/nyheder/virksomheder/rederigigant-ramt-af-stort-it-nedbrud-angiveligt-pga-et-hackerangreb0

Indonesia LMC East Asia & Pacific2020 March 13 https://www.merdeka.com/peristiwa/polisi-tunggu-laporan-pemprov-dki-soal-situs-pemantauan-virus-corona-diretas.html0

Germany HIC Europe & Central Asia2020 March 3 https://www.mittelstandcafe.de/allianzrisiko-barometer-erstmals-bewerten-unternehmen-cyberangriffe-datenlecks-und-andere-sicherheitsvorfaelle-auf-das-weltweit-groessterisiko-fuer-ihre-geschaefte-1797727.html0

Germany HIC Europe & Central Asia2020 May 27 https://www.heise.de/news/Hacking-Team-Ex-CEO-erklaert-Spionagesoftware-Firma-fuer-endgueltig-tot-4766763.html0

Russia UMC Europe & Central Asia2019 July 18 http://www.cnews.ru/news/top/2019-07-18_rossijskij_haker_poluchil_45_goda_kolonii_za0

Vietnam LMC East Asia & Pacific2019 December 9 https://vietgiaitri.com/microsoft-canh-bao-ma-doc-dexphot-da-lay-nhiem-gan-80000-may-tinh-20191209i4517285/0

Spain HIC Europe & Central Asia2019 August 6 https://www.lavanguardia.com/sucesos/20190806/463906470374/tercer-hackeo-cuenta-twitter-ayuntamiento-dos-dias.html0

Panama UMC Latin America & Caribbean2019 August 2 https://www.critica.com.pa/nacional/hackean-twitter-de-la-css-para-amenazar-nito-5547180

Dominican RepublicUMC Latin America & Caribbean2018 January 10 http://www.elcaribe.com.do/2018/01/10/camara-toma-medidas-tras-hackeo-en-pagina/0

Brazil UMC Latin America & Caribbean2018 September 13 https://es.ccm.net/news/22212-hackeo-a-la-mayor-base-biometrica-mundial0

Denmark HIC Europe & Central Asia2018 December 6 https://www.computerworld.dk/art/245685/haard-kritik-af-socialstyrelsen-efter-fire-aar-langt-hackerangreb-det-indikerer-over-for-mig-at-der-ikke-er-nogen-der-kigger-paa-deres-logfiler-som-man-ellers-boer0

Finland HIC Europe & Central Asia2018 October 31 https://www.is.fi/digitoday/tietoturva/art-2000005883852.html0

Finland HIC Europe & Central Asia2018 May 18 https://www.tekniikkatalous.fi/tekniikka/ict/koopenhaminan-2000-kaupunkipyoraa-hakkeroitiin-tiedot-pyorien-sijainnista-katosivat-onko-tekija-organisaation-sisapiirista-67254660
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Germany HIC Europe & Central Asia2018 November 24 https://www.mdr.de/sachsen/cyber-sicherheit-verwaltung-sachsen-100.html0

Mexico UMC Latin America & Caribbean2018 May 15 https://www.razon.com.mx/hackeo-a-spei-por-300-mdp-afecta-a-7-mil-500-usuarios/0

South KoreaHIC East Asia & Pacific2017 June 8 HTTP://www.yonhapnews.co.kr/society/2017/06/08/0701000000AKR20170608066500061.HTML?template=55670

Israel HIC Middle East & North Africa2017 May 13 http://www.ynet.co.il/articles/0,7340,L-4961403,00.html0

India LMC South Asia 2017 January 25 http://abpnews.abplive.in/crime/delhi-police-arrested-hacker-gang-5465590

Russia UMC Europe & Central Asia2017 November 30 http://www.mskagency.ru/materials/27291240

United KingdomHIC Europe & Central Asia2017 August 9 http://www.ibtimes.co.uk/update-be-hacked-microsoft-releases-urgent-patches-critical-flaws-windows-os-1634297[1230476, 1227098]['Windows 10 users need to update their PC TODAY , or hackers could take control ', 'Update or be hacked : Microsoft releases urgent patches for critical flaws in Windows OS']1

United StatesHIC North America 2021 April 19 https://thehill.com/policy/cybersecurity/549012-white-house-standing-down-emergency-response-groups-to-solarwinds0

United StatesHIC North America 2021 May 13 https://www.gwhatchet.com/2021/05/13/credit-card-information-stolen-from-seniors-in-data-breach-of-commencement-attire-vendor/0

Japan HIC East Asia & Pacific2021 June 11 https://www.engadget.com/doj-charges-security-exec-hacking-georgia-healthcare-company-053011517.html0

India LMC South Asia 2021 June 13 http://idrw.org/china-backed-apt41-behind-sita-and-air-india-cyber-attacks/0

United StatesHIC North America 2022 July 26 https://freebeacon.com/latest-news/judge-orders-quincy-institute-fellow-to-turn-over-documents-in-alleged-hack-and-leak-scheme/0

United StatesHIC North America 2021 August 6 https://www.wdrb.com/news/uk-data-breach-exposes-email-addresses-of-355k-students-teachers/article_47fb8210-f623-11eb-a90c-5bafd8d9d6f9.html0

Israel HIC Middle East & North Africa2022 February 11 https://www.haaretz.com/israel-news/.premium-pegasus-scandal-experts-90-percent-sure-phones-of-ex-ministry-officials-hacked-1.106065460

Botswana UMC Sub-Saharan Africa2022 February 24 https://www.sundaystandard.info/mva-main-core-system-hacked/0

United StatesHIC North America 2022 September 23 https://www.tomsguide.com/news/move-over-joker-harly-malware-infects-millions-of-android-phones0

India LMC South Asia 2022 March 19 https://www.newslaundry.com/2022/03/19/from-connoisseur-to-conned-how-a-kalyani-group-company-got-hacked0

Canada HIC North America 2022 November 18 https://www.itworldcanada.com/post/wanted-zeus-malware-leader-arrested0

United StatesHIC North America 2022 May 19 https://updatesnews.com/putins-uk-cyber-attacks-face-being-shut-down-in-under-a-second-science-news/0

Australia HIC East Asia & Pacific2022 November 17 https://www.echo.net.au/2022/11/mullums-meadows-medical-centre-hacked/0

Zimbabwe LMC Sub-Saharan Africa2022 December 1 https://www.newzimbabwe.com/zec-reveals-there-have-been-over-a-hundred-attempts-to-hack-into-voters-roll-server-but-disputes-allegations-team-pachedu-has-a-copy/0

United StatesHIC North America 2022 December 13 https://carbuzz.com/news/bmw-social-media-accounts-have-seemingly-been-hacked0

United KingdomHIC Europe & Central Asia2019 March 12 https://www.out-law.com/en/articles/2019/March/businesses-data-breach-response-times/0

United StatesHIC North America 2019 April 20 https://www.yoursun.com/englewood/election-software-hacks-didn-t-hurt-local-results-officials-say/article_468becb4-62bc-11e9-8493-0319405f5bb3.html0

United StatesHIC North America 2019 April 18 https://chicago.cbslocal.com/2019/04/18/chicago-department-of-aviation-phishing-scam/0

India LMC South Asia 2019 May 27 https://www.newsgram.com/apple-lands-into-legal-trouble/0

United StatesHIC North America 2019 May 27 https://threatpost.com/chinese-spy-group-malware-loaders/145093/0

United StatesHIC North America 2019 January 17 http://www.hardocp.com/news/2019/01/17/773_million_records_from_massive_data_breach_uploaded_to_have_i_been_pwned/0

United StatesHIC North America 2019 February 5 https://healthitsecurity.com/news/ransomware-attack-on-connecticut-provider-impacts-24000-patients0

New ZealandHIC East Asia & Pacific2019 August 17 https://www.stuff.co.nz/national/114818800/govt-agency-leaves-website-open-to-catastrophic-hack-attack0

India LMC South Asia 2019 August 30 https://www.cfo-india.in/article/2016/10/21/cyberattack-banks-brings-focus-data-breach-disclosure-norms0

United StatesHIC North America 2019 September 19 http://www.spamfighter.com/News-22419-New-Lilu-or-Lilocked-ransomware-infected-several-web-servers.htm0

Japan HIC East Asia & Pacific2019 November 26 https://www.zdnet.com/article/a-hacking-group-is-hijacking-docker-systems-with-exposed-api-endpoints/0
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United StatesHIC North America 2017 October 7 https://www.esecurityplanet.com/threats/fireeye-warns-of-expanding-formbook-malware-attacks.html0

United StatesHIC North America 2017 May 2 http://wlns.com/2017/05/01/malware-attacks-computers-of-ingham-county-government-workers/0

United KingdomHIC Europe & Central Asia2017 December 15 http://www.ibtimes.co.uk/alleged-hacking-mastermind-ran-dark-web-operation-caravan-park-16517340

China UMC East Asia & Pacific2017 June 28 http://themarketmogul.com/google-slapped-record-fine-samsung-become-largest-chipmaker-cyber-attacks/0

United StatesHIC North America 2017 June 29 http://www.kcbd.com/story/35773442/city-of-slaton-back-online-after-ransomware-attack0

India LMC South Asia 2017 September 24 http://www.news18.com/news/business/malware-attacks-sebi-to-hire-agency-to-strengthen-it-infrastructure-1526627.html0

United KingdomHIC Europe & Central Asia2017 August 11 http://www.ibtimes.co.uk/fresh-spike-emotet-malware-could-leave-your-banking-details-exposed-hackers-16346550

United StatesHIC North America 2017 November 30 https://hothardware.com/news/apples-fix-macos-high-sierra-password-exploit-breaks-file-sharing0

Zimbabwe LMC Sub-Saharan Africa2018 May 29 https://www.dailynews.co.zw/articles/2018/05/29/nagar-in-forgery-hacking-storm0

United StatesHIC North America 2018 June 23 https://www.channel3000.com/news/uw-students-face-concerns-about-phishing-scam-emails/7572885000

United KingdomHIC Europe & Central Asia2018 April 27 https://www.dailyrecord.co.uk/news/local-news/dumfries--galloway-council-forced-124306070

Vietnam LMC East Asia & Pacific2018 May 10 http://www.vir.com.vn/agribank-to-increase-service-fees-after-account-hacking-59042.html0

United StatesHIC North America 2020 September 16 https://www.techshout.com/security/2020/15/razer-gaming-company-left-users-personal-data-exposed-to-hackers-for-a-month/[2700193, 2701458, 2703192, 2701443, 2701120]['Razer data breach indexed by search engines', 'Razer data breach : Personal information of 100 000 gamers compromised', 'Data breach of potentially 100 , 000 Razer customers worldwide', 'Data breach of potentially 100 , 000 Razer customers worldwide discovered by cyber - security consultant', 'Razer Gaming Company Left User Personal Data Exposed To Hackers For A Month']4

NetherlandsHIC Europe & Central Asia2018 December 4 https://www.dutchnews.nl/news/2018/12/digid-hackers-strike-again-hundreds-fall-for-phishing-trick/0

New ZealandHIC East Asia & Pacific2020 June 17 https://www.nzherald.co.nz/business/news/article.cfm?c_id=3&objectid=123408120

Israel HIC Middle East & North Africa2020 January 23 https://www.middleeastmonitor.com/20200123-uae-hacking-case-involving-us-businessman-heard-in-uk-court/0

United KingdomHIC Europe & Central Asia2020 June 19 https://www.gazettelive.co.uk/news/teesside-news/criminal-investigation-cyber-attack-council-184463640

United StatesHIC North America 2020 February 16 https://www.nbcsandiego.com/news/national-international/marriott-hack-update-passport-numbers/2020/0

United StatesHIC North America 2020 April 9 https://www.sfchronicle.com/crime/article/Despite-coronavirus-fears-suspended-hacking-15190860.php0

United StatesHIC North America 2020 August 19 https://www.msn.com/en-us/news/politics/manafort-associate-is-russian-spy-may-have-helped-coordinate-e-mail-hack-and-leak-says-report/ar-BB1874Ez0

United StatesHIC North America 2020 September 15 https://www.natlawreview.com/article/securing-weakest-link-us-government-s-cryptocurrency-tracing-capacity-full-display0

United StatesHIC North America 2021 December 9 https://www.banklesstimes.com/2021/09/30/millions-overpaid-in-comp-rewards-in-possible-exploit/0

United StatesHIC North America 2021 August 12 https://healthitsecurity.com/news/ex-ny-hospital-staffer-responsible-for-data-breach-of-patients-phi0

China UMC East Asia & Pacific2020 September 28 https://www.freshplaza.com/article/9253358/belgian-fruit-and-vegetable-wholesaler-s-computers-hacked/0

New ZealandHIC East Asia & Pacific2020 November 20 https://www.stuff.co.nz/technology/123465461/users-of-nitro-pdf-asked-to-update-passwords-as-thousands-potentially-affected-by-data-breach0

Japan HIC East Asia & Pacific2020 December 14 https://www.pushsquare.com/news/2020/12/beware_of_resident_evil_village_spoilers_as_capcom_hack_worsens0

Canada HIC North America 2021 August 10 https://www.itbusiness.ca/news/hashtag-trending-august-10-telus-health-app-regulation-issue-hacker-leaks-hacks-chinas-tech-crackdown/1191330

United KingdomHIC Europe & Central Asia2020 December 18 https://www.telegraph.co.uk/technology/2020/12/18/zoom-warning-cyber-experts-say-hackers-will-watching-christmas/0

Nigeria LMC Sub-Saharan Africa2020 December 14 https://allafrica.com/stories/202012140534.html0

United StatesHIC North America 2021 September 4 https://eturbonews.com/572914/easyjet-hit-with-18-billion-lawsuit-over-customer-data-breach/0

Canada HIC North America 2021 September 27 https://www.itbusiness.ca/news/cyber-security-today-sept-22-2021-epik-breach-has-epic-ramifications-misconfigurations-by-eventbuilder-users-and-phishing-attacks-on-the-aviation-sector/1196170

United StatesHIC North America 2021 October 7 https://www.crn.com/slide-shows/security/colonial-pipeline-and-accellion-ceos-on-handling-huge-hacks0

United StatesHIC North America 2021 October 6 https://www.journalgazette.net/news/local/20211006/dental-support-agency-reports-hack0

United KingdomHIC Europe & Central Asia2021 October 9 https://www.heraldscotland.com/business_hq/19636274.weir-sees-shares-fall-cyber-attack-revealed/0

Ukraine LMC Europe & Central Asia2022 January 14 https://gazeta.ua/articles/politics/_za-hakerskimi-atakami-stoyit-kreml-general-sbu-nazvav-metu-voroga/10667980

South KoreaHIC East Asia & Pacific2022 March 25 https://it.donga.com/101943/ 0

South KoreaHIC East Asia & Pacific2022 October 31 https://www.newspim.com/news/view/202210310001760

Germany HIC Europe & Central Asia2022 December 30 https://www.heise.de/news/Dystopische-Technologie-Startup-hackt-und-manipuliert-Ueberwachungskameras-7444676.html0

Mexico UMC Latin America & Caribbean2022 October 19 https://www.omnia.com.mx/noticia/241154/siguen-hackeos-de-whatsapp-a-politicos-en-chihuahua-hoy-fueron-40

France HIC Europe & Central Asia2022 June 6 https://www.phonandroid.com/nft-les-pirates-ont-envahi-opensea-les-investisseurs-lancent-des-proces-a-la-chaine.html0

India LMC South Asia 2022 December 13 https://www.vtvgujarati.com/news-details/government-of-india-declared-to-follow-the-sop-rules-to-prevent-cyber-hacking-from0

Russia UMC Europe & Central Asia2022 October 11 https://www.ferra.ru/news/techlife/rossiiskie-khakery-vzlomali-i-vyveli-iz-stroya-krupneishii-bank-ssha-11-10-2022.htm0

Japan HIC East Asia & Pacific2022 September 1 http://www3.nhk.or.jp/news/html/20220901/k10013798431000.html0
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Greece HIC Europe & Central Asia2022 April 28 https://www.news.gr/tech/article/2903506/google-proidopiisi-pros-tous-christes-chakers-paraviasan-ton-chrome.html[3614092, 4088175, 3612827, 3613179, 3613120, 3617441, 4088403, 4088183, 3612829, 4088184]['Google says its Chrome browser has been successfully targeted by hackers', 'Hacker attack on Google Chrome - What to do to protect yourself', 'Google Chrome hacked - billions of users at risk', 'Warning to billions of Chrome users ! Google says browser successfully targeted by hackers', 'Google is warning billions of users that Chrome may have been hacked', 'Google Warns Billions That Chrome Has Been Hacked , Patch This Version ASAP', 'Google notify more than 30 flaws in google chrome could lead to hacking, know the details here', 'Google : Urgent warning for billions of Chrome users – The browser has been hacked', 'Google Chrome was hacked, how to protect ourselves?', 'Google : Warning to users – Hackers have breached Chrome']9
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Israel HIC Middle East & North Africa2021 November 16 https://www.pc.co.il/news/349914/ 0

France HIC Europe & Central Asia2021 February 18 https://france3-regions.francetvinfo.fr/grand-est/bas-rhin/selestat/piratage-informatique-par-ransomware-la-patisserie-wach-de-selestat-visee-une-rancon-demandee-1961536.html0

Czech RepublicHIC Europe & Central Asia2021 April 1 https://www.zive.cz/clanky/zaludny-malware-utoci-na-weby-s-wordpressem--smeruje-navstevniky-na-podvodne-stranky/sc-3-a-209367/default.aspx0

Finland HIC Europe & Central Asia2021 March 23 https://www.iltalehti.fi/tietoturva/a/19033d07-b7ad-4952-b240-e2be02b89d180

Ukraine LMC Europe & Central Asia2021 July 26 https://podrobnosti.ua/2412689-clubhouse-slil-hakeram-4-milliarda-polzovatelej.html0

Cuba UMC Latin America & Caribbean2021 July 16 https://www.prensa-latina.cu/index.php?o=rn&id=462807&SEO=periodico-tico-libertad-condena-ataque-cibernetico-contra-cuba0

NetherlandsHIC Europe & Central Asia2020 December 3 https://www.rtlnieuws.nl/nieuws/politiek/artikel/5201104/referendum-fvd-gehackt-baudet-forum-ledenraadpleging0

Mexico UMC Latin America & Caribbean2020 July 17 http://puentelibre.mx/noticia/detienen_a_probable_responsable_de_robo_a_cajero/0

France HIC Europe & Central Asia2020 July 20 https://www.clubic.com/antivirus-securite-informatique/virus-hacker-piratage/phishing-hameconnage/actualite-6654-le-retour-en-force-du-fake-downloader-le-phishing-qui-explore-votre-desir-de-securiser-vos-devices.html0

Sweden HIC Europe & Central Asia2020 October 23 https://computersweden.idg.se/2.2683/1.741533/tretti-se-hackat0

Japan HIC East Asia & Pacific2020 April 14 https://ascii.jp/elem/000/004/009/4009386/0

Russia UMC Europe & Central Asia2020 May 25 https://www.securitylab.ru/news/508628.php0

Paraguay UMC Latin America & Caribbean2019 September 17 http://www.adndigital.com.py/cajeros-del-bnf-fueron-hackeados-y-se-llevan-g-489-millones/0

Hungary HIC Europe & Central Asia2019 December 23 https://hvg.hu/tudomany/20191223_hacker_goznym_kiberbunozes0

United StatesHIC North America 2019 September 3 https://www.dinheirovivo.pt/lifestyle/jovem-hacker-encontra-falha-nas-escolas-que-expos-milhoes-de-alunos/[4715037, 4721735, 4701074, 4715036, 4712636, 4698279, 4721752, 4701447, 4725948, 4722402, 4709859, 4717920, 4711709, 4696252, 4718019]['Kenneth Currin Schuchman : How a High - School Dropout Hacked a Million Devices', 'How a Scottish schoolboy who failed computing became one of the richest ethical hackers ', 'Ethical hackers: working for the benefit of security', 'Kenneth Currin Schuchman : How a High School Dropout Hacked a Million Devices', 'Ethical hacking : all you need to know', 'Stockholm hires hackers to secure the school platform', 'Schoolboy who failed A - level computing becomes one of world richest hackers', 'Hackers target smaller , less protected schools as school year begins', 'Student info stolen as hacker hits Bethlehem schools', 'On October 17 and 18, the conference on ethical hacking will be held in Bulgaria for the sixth time', 'Hackers target education', 'National University of Singapore Empowers Student Ethical Hackers to Bolster Cybersecurity', 'Young hacker finds flaw in schools that exposed millions of students', 'Two universities targeted by hackers just before new school year', 'National University of Singapore Emp14

Denmark HIC Europe & Central Asia2019 June 28 https://www.version2.dk/artikel/stor-malwareoperation-hackergruppen-shadowgate-gang-10883830

Bulgaria UMC Europe & Central Asia2019 July 24 https://btvnovinite.bg/bulgaria/prokuraturata-shte-poiska-72-chasa-arest-rabotodatelja-na-obvinenija-za-kiberatakata-v-nap.html0

Finland HIC Europe & Central Asia2019 June 11 https://www.pohjalainen.fi/tilaajalle/maakunta/tilaajalle-7.3187110?aId=1.29898330

Ukraine LMC Europe & Central Asia2019 December 23 https://aif.ua/money/vzlom_programmy_loyalnosti_supermarketa_prines_moshennikam_dva_mln_griven0

South KoreaHIC East Asia & Pacific2019 June 20 http://m.metroseoul.co.kr/news/newsview?newscd=20190620001730

Finland HIC Europe & Central Asia2018 January 31 http://www.iltalehti.fi/kotimaa/201801312200708458_u0.shtml0

Italy HIC Europe & Central Asia2018 July 15 http://www.arezzonotizie.it/cronaca/cadorna/0

Indonesia LMC East Asia & Pacific2018 December 9 https://www.viva.co.id/digital/digilife/1101916-terdeteksi-malware-baru-mampu-retas-sistem-di-infrastruktur0

Panama UMC Latin America & Caribbean2018 October 5 http://elsiglo.com.pa/economia/solo-laptop-celular-tablet-tambien-pueden-hackear/240863430

Brazil UMC Latin America & Caribbean2018 October 26 https://canaltech.com.br/hacker/hackers-que-vazaram-dados-da-uber-sao-indiciados-por-mais-um-crime-virtual-125684/0

Norway HIC Europe & Central Asia2018 July 9 https://itavisen.no/2018/07/09/persondata-pa-avveie-etter-datainnbrudd-i-aller-media/0

Russia UMC Europe & Central Asia2018 February 1 http://c-ib.ru/novosti-dnya/195896.html 0

South KoreaHIC East Asia & Pacific2017 January 25 https://www.zdnet.co.kr/news/news_view.asp?artice_id=201701251425380

Indonesia LMC East Asia & Pacific2017 May 13 http://news.okezone.com/read/2017/05/13/340/1690390/website-resmi-pemprov-bengkulu-diretas-ternyata-ini-penyebabnya0

Portugal HIC Europe & Central Asia2017 May 1 http://www.tvi24.iol.pt/internacional/porno/o-hacker-que-atacou-o-estado-islamico-em-60-segundos0

Ukraine LMC Europe & Central Asia2017 November 4 http://news.meta.ua/cluster:56865273-Khaker-vzlomal-khakerskii-forum/0

Ukraine LMC Europe & Central Asia2017 July 6 http://galinfo.com.ua/news/yak_narahovuvatymut_oplatu_u_lvivvodokanali_pislya_hakerskoi_ataky_263921.html0

Norway HIC Europe & Central Asia2017 May 10 https://www.digi.no/artikler/cisco-stenger-kritisk-hull-som-cias-skadevare-har-utnyttet/3827630

Czech RepublicHIC Europe & Central Asia2017 May 2 http://zahranicni.ihned.cz/archiv.ihned.cz/c1-65711660-rusky-hacker-v-cesku-fbi-chtela-me-priznani-o-utoku-na-hillary-clintonovou0

Spain HIC Europe & Central Asia2017 September 1 http://www.vozpopuli.com/espana/Justicia-servicio-Internet-Lexnet-ciberataques-telefonica_0_1059195069.html0

Israel HIC Middle East & North Africa2017 August 3 https://www.themarker.com/markerweek/1.43215030

Singapore HIC East Asia & Pacific2021 April 7 https://www.asiaone.com/digital/30000-users-ntucs-e21-services-lose-personal-data-malware-attack0

United StatesHIC North America 2021 November 20 https://bleedingcool.com/comics/diamond-looks-to-returning-closer-to-normal-after-ransomware-attack/0

United KingdomHIC Europe & Central Asia2021 April 13 https://www.itpro.co.uk/security/359176/645-increase-in-royal-mail-related-phishing-scams0

PhilippinesLMC East Asia & Pacific2022 June 6 https://www.philstar.com/nation/2022/06/06/2186470/unionbank-warns-against-phishing-scheme-through-text-messages0

United StatesHIC North America 2021 May 7 https://www.globenewswire.com/news-release/2021/05/07/2225712/0/en/Albioma-Information-on-a-cyber-attack.html0

India LMC South Asia 2022 August 2 https://economictimes.indiatimes.com/markets/stocks/news/zerodha-demat-accounts-hacking-case-nithin-kamath-to-launch-new-safety-tool/articleshow/93294117.cms0

United StatesHIC North America 2022 February 14 https://www.nbcdfw.com/news/business/money-report/did-you-sign-up-for-free-credit-monitoring-after-massive-2017-equifax-data-breach-keep-an-eye-out-for-an-email-or-letter/2889750/0

Russia UMC Europe & Central Asia2022 March 16 https://www.bleepingcomputer.com/news/security/fbi-warns-of-mfa-flaw-used-by-state-hackers-for-lateral-movement/0

United KingdomHIC Europe & Central Asia2022 March 20 https://www.thecourier.co.uk/fp/news/perth-kinross/3094715/perth-mum-daughter-pay-out-data-breach/0

South AfricaUMC Sub-Saharan Africa2022 March 27 https://www.moneyweb.co.za/news/south-africa/deadline-passes-for-r220m-extortion-demand-in-transunion-cyber-attack/0

United StatesHIC North America 2022 April 25 https://www.jdsupra.com/legalnews/banks-expand-digital-asset-offerings-8196131/0

New ZealandHIC East Asia & Pacific2022 May 11 https://www.stuff.co.nz/business/128607149/hundreds-of-thousands-may-have-had-information-stolen-in-aa-website-hack0

United StatesHIC North America 2022 May 26 https://threatpost.com/pysa-top-ransomware-november/177242/0

United StatesHIC North America 2019 May 13 https://www.wpxi.com/news/top-stories/police-malware-attack-local-police-records-company-hacked-by-malware/9489232270

United StatesHIC North America 2019 March 2 https://blocktribune.com/crypto-hack-a-new-type-emerges-in-south-africa/0

United StatesHIC North America 2019 February 4 http://dailytidings.com/newsletter/sou-phishing-email-mistaken-for-scam0

United StatesHIC North America 2019 March 13 https://www.wfaa.com/article/news/emergency-sirens-hacked-in-desoto-lancaster-tuesday-morning-officials-say/287-fef3a3a5-69ea-4f8a-b048-0fa9f5a4a13f0

India LMC South Asia 2019 May 19 https://gadgets.ndtv.com/mobiles/features/oneplus-7-pro-realme-x-asus-zenfone-6-price-in-india-flipkart-sale-offers-whatsapp-hack-tech-news-20396150
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United StatesHIC North America 2020 May 8 http://www.chicagotribune.com/business/ct-biz-lurie-childrens-hospital-privacy-breach-lawsuit-20200508-atoyzonpizeirhuqzti4beg65e-story.html0

United StatesHIC North America 2019 July 9 https://www.ajc.com/news/local/gwinnett-judge-sidelined-while-gbi-mines-mountain-hacking-case-data/LSssTgQzuTkQj8W9NDTq4J/0

United KingdomHIC Europe & Central Asia2019 August 23 https://www.computing.co.uk/ctg/news/3080816/python-2-warning0

China UMC East Asia & Pacific2019 March 31 http://www.visiontimes.com/2019/03/31/russian-and-chinese-hackers-interfering-in-indonesian-elections.html0

Canada HIC North America 2019 September 4 https://globalnews.ca/news/5851077/calgary-police-email-phishing-scam/0

Russia UMC Europe & Central Asia2019 September 26 https://www.securityweek.com/chinese-hackers-hit-technology-firms-southeast-asia-pcshare-backdoor0

Australia HIC East Asia & Pacific2019 October 3 https://www.abc.net.au/news/2019-10-03/hospital-staff-had-to-find-scrap-of-paper-to-confirm-boy-surgery/115710440

Kuwait HIC Middle East & North Africa2019 October 10 http://www.arabtimesonline.com/news/two-kuwaitis-egyptian-held-for-hacking-telecom-firms-account-stealing-money/0

Japan HIC East Asia & Pacific2019 November 21 https://www.zdnet.com/article/deprimon-downloader-uses-novel-ways-to-infect-your-pc-with-coloredlambert-malware/0

United StatesHIC North America 2019 November 22 https://threatpost.com/raccoon-stealer-malware-scurries-past-microsoft-messaging-gateways/150545/0

United StatesHIC North America 2019 May 1 https://www.beckershospitalreview.com/cybersecurity/hackers-gain-access-to-charles-river-laboratories-biotech-pharma-clients.html0

Malaysia UMC East Asia & Pacific2018 January 24 http://www.theedgemarkets.com/article/personal-details-over-200000-malaysian-organ-donors-leaked-yet-another-data-breach[1357923, 1357123, 1357119, 1357118, 1353837, 1357124]['Shocking data breach exposes more than 220 , 000 organ donor records', 'Another data breach - now it organ donor info - Nation', 'Authorities probing data breach of 22 , 000 Malaysian organ donors | New Straits Times', 'Authorities probing data breach of 220 , 000 Malaysian organ donors | New Straits Times', 'Yet another data breach , personal details of over 200 , 000 local organ donors leaked | Malaysia', 'Personal details of over 200 , 000 Malaysian organ donors leaked in yet another data breach']5

United KingdomHIC Europe & Central Asia2017 March 20 http://www.carmagazine.co.uk/car-news/tech/tesla-fights-back-in-car-hacking-war/0

United StatesHIC North America 2017 March 22 http://www.washingtontimes.com/news/2017/mar/22/healthcare-facility-hacked-ex-employee-using-2-yea/0

Cambodia LMC East Asia & Pacific2017 May 20 http://www.phnompenhpost.com/national/breaking-ministry-justice-facebook-page-hacked0

United StatesHIC North America 2017 June 9 http://www.komando.com/happening-now/403961/malware-secretly-infecting-phones-through-malicious-ads0

India LMC South Asia 2017 July 1 http://telecom.economictimes.indiatimes.com/news/in-wake-of-cyber-attacks-city-cops-undergo-training/593972780

United StatesHIC North America 2017 July 19 http://legalnewsline.com/stories/511130467-customer-accuses-chipotle-of-failing-to-prevent-data-breach0

United StatesHIC North America 2017 October 30 http://www.freshplaza.com/article/183983/Argentina-San-Miguel-lost-15-million-due-to-cyber-attack0

United StatesHIC North America 2018 February 12 http://www.bradenton.com/news/local/crime/article199620409.html0

United StatesHIC North America 2017 October 11 http://www.zdnet.com/article/republican-polling-firm-hacked-exposing-donor-records/0

United StatesHIC North America 2018 May 2 https://betanews.com/2018/05/02/phishing-drive-by-infection/0

Kenya LMC Sub-Saharan Africa2018 June 24 https://www.businessdailyafrica.com/corporate/companies/Liberty-says-Kenyan-unit-not-affected-by-SA-data-breach/4003102-4628878-xo82xw/0

United StatesHIC North America 2018 August 1 http://www.ktuu.com/content/news/Massive-cyber-attack-prompts-Mat-Su-to-officially-declare-a-disaster-489784421.html0

South AfricaUMC Sub-Saharan Africa2018 August 8 https://www.nelsonmandela.org/news/entry/email-phishing-scam-links-foundation-to-climate-change-programe0

United StatesHIC North America 2018 September 1 https://www.wired.com/story/security-news-the-oatmeal-hacked/0

United StatesHIC North America 2018 November 2 http://mondaq.com/unitedstates/x/751238/data+protection/FTC+Approves+Settlement+Relating+To+Data+Breach0

Nigeria LMC Sub-Saharan Africa2018 September 30 http://thenationonlineng.net/phone-users-open-to-two-new-cyber-attacks-checkpoint-warns/0

United StatesHIC North America 2018 October 2 https://www.cnbc.com/2018/10/02/sequoia-says-phishing-scheme-tried-to-get-lp-to-wire-money.html0

United KingdomHIC Europe & Central Asia2018 October 3 https://www.infosecurity-magazine.com:443/news/phishing-attack-impersonates-law/0

United StatesHIC North America 2018 November 24 http://brazilbusiness.einnews.com/pr_news/469132501/business-attorney-k-todd-wallace-publishes-article-on-company-data-breach-response-plans0

New ZealandHIC East Asia & Pacific2020 January 29 https://www.scoop.co.nz/stories/WO2001/S00150/clarification-of-circumstances-surrounding-hacking-of-ohchr.htm0

United StatesHIC North America 2020 March 2 https://westfaironline.com/121862/warner-bros-accuses-nanuet-cpa-of-losing-1-3m-to-hacker/0

United StatesHIC North America 2020 September 27 http://www.harnesslink.com/International/Exploit-delivers-Metro-Pace-stunner0

United StatesHIC North America 2021 January 29 https://www.wxyz.com/news/fbi-watching-for-cyber-hacking-involving-detroit-automakers-autonomous-vehicles0

India LMC South Asia 2021 August 11 https://www.moneylife.in/article/bank-customers-in-india-targeted-by-phishing-websites-hosted-on-ngrok-platform-cert-in/64832.html0

United KingdomHIC Europe & Central Asia2021 September 24 https://www.itpro.co.uk/security/vulnerability/361008/new-famoussparrow-hacking-group-caught-targeting-hotels0

United StatesHIC North America 2021 October 26 https://patch.com/new-jersey/middletown-nj/middletown-township-government-hit-ransomware0

United StatesHIC North America 2021 November 5 https://theindependent.com/news/state-and-regional/region-3-behavioral-health-tightens-security-efforts-after-cyber-attack/article_33ac733b-b6be-56f2-8775-98dfbaf7f17b.html0

Russia UMC Europe & Central Asia2022 April 1 https://www.securitylab.ru/news/530899.php0

South KoreaHIC East Asia & Pacific2022 January 4 https://www.donga.com/news/Inter/article/all/20220104/111094213/10

France HIC Europe & Central Asia2022 June 4 https://www.republicain-lorrain.fr/economie/2022/06/04/cyberattaques-les-pme-dans-le-viseur-des-hackers0

India LMC South Asia 2022 July 10 https://www.prabhatkhabar.com/tech-and-auto/malware-reaching-your-smartphone-through-youtube-this-is-the-way-to-avoid-it-sbh0

Argentina UMC Latin America & Caribbean2022 June 2 https://www.chacodiapordia.com/2022/06/02/hackearon-el-sistema-de-historias-clinicas-del-perrando-pero-aclaran-que-la-atencion-es-normal/0

Sweden HIC Europe & Central Asia2022 September 1 https://www.dn.se/sverige/linus-larsson-hackades-sd-verkligen-av-en-frammande-makt/0

Argentina UMC Latin America & Caribbean2021 October 23 http://www.ebizlatam.com/kaspersky-descubre-mysterysnail-exploit-de-dia-cero-para-windows-os/0

Israel HIC Middle East & North Africa2021 December 7 https://www.newsru.co.il/israel/07dec2021/phishing_0010.html0

Poland HIC Europe & Central Asia2021 August 12 https://www.dobreprogramy.pl/wlamania-na-profil-zaufany-zrobil-to-239-razy,6671333687335456a0

Brazil UMC Latin America & Caribbean2020 July 1 https://istoe.com.br/eleicao-2018-tse-reabre-producao-de-provas-em-acoes-sobre-hackeamento/0

Norway HIC Europe & Central Asia2020 April 6 https://www.digi.no/artikler/skadevare-overopphetet-samtlige-datamaskiner-i-bedriften/4894880

South KoreaHIC East Asia & Pacific2020 January 14 https://news.mt.co.kr/mtview.php?no=2020011411174476113&type=2&sec=tech&pDepth2=Ttotal&MNI_T0

Cuba UMC Latin America & Caribbean2020 August 9 https://diariodecuba.com/derechos-humanos/1596967672_24215.html0

Russia UMC Europe & Central Asia2020 August 24 https://3dnews.ru/1018913 0

Dominican RepublicUMC Latin America & Caribbean2019 December 23 https://acento.com.do/2019/opinion/8763106-malware-sin-archivo/0

France HIC Europe & Central Asia2019 February 23 https://lapauseinfo.fr/belgique-le-site-du-quotidien-le-soir-a-ete-pirate-13354/0
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Japan HIC East Asia & Pacific2022 October 23 https://www.liputan6.com/tekno/read/5104454/16-aplikasi-android-terinfeksi-malware-diunduh-lebih-dari-20-juta-kali[3851765, 3850502, 3850624]['16 apps harboring clicker malware removed from Google Play store', 'Tricky : Clicker malware hides in these Android apps', '16 Malware Infected Android Apps Downloaded More Than 20 Million Times']2

Russia UMC Europe & Central Asia2019 February 12 https://gorod55.ru/news/economy/12-02-2019/neizvestnye-hakery-ograbili-omskiy-it-bank0

South KoreaHIC East Asia & Pacific2019 December 3 http://news.chosun.com/site/data/html_dir/2019/12/03/2019120301182.html0

United StatesHIC North America 2019 January 4 http://globedia.com/grupo-hackers-ataca-bufetes-abogados0

Belgium HIC Europe & Central Asia2018 May 2 http://www.nieuws.be/nieuws/Drugscriminelen_schakelden_drie_top-ITers_in_om_grote_containerbedrijven_te_hacken_in_Antwerpse_haven_e397305a.aspx0

Czech RepublicHIC Europe & Central Asia2018 August 8 https://zpravy.aktualne.cz/ekonomika/pet-tisic-objednavek-za-minutu-rohlikcz-celil-utoku-hackeru/r~994949809b1e11e889f40cc47ab5f122/?redirected=15337576340

Spain HIC Europe & Central Asia2018 February 26 http://www.diariodemallorca.es/mallorca/2018/02/26/condenado-banco-palma-detectar-hackeo/1291235.html0

Hungary HIC Europe & Central Asia2018 August 24 https://www.portfolio.hu/gazdasag/olcson-meguszta-a-politikusokat-zsarolo-hekker.295576.html0

France HIC Europe & Central Asia2018 October 27 https://www.zataz.com/la-hausse-du-carburant-attirent-les-pirates-informatiques-dans-les-stations-services/0

Austria HIC Europe & Central Asia2018 May 16 https://computerwelt.at/news/topmeldung/hackerangriffe-im-technologiesektor-2017-um-25-prozent-gestiegen/0

Slovak RepublicHIC Europe & Central Asia2017 February 13 https://tech.sme.sk/c/20458110/zvyste-pozornost-pri-surfovani-na-webe-hackeri-ovladli-miliony-stranok.html0

Mexico UMC Latin America & Caribbean2018 November 14 http://www.24-horas.mx/2018/11/14/error-en-facebook-permitia-hackeos/0

France HIC Europe & Central Asia2017 January 22 http://www.journaldugeek.com/2017/01/22/le-malware-switcher-cible-android-pour-attaquer-les-reseaux-wi-fi/0

Denmark HIC Europe & Central Asia2017 June 22 https://www.computerworld.dk/art/240355/for-anden-gang-paa-en-maaned-google-fjerner-malware-inficerede-apps-fra-sin-app-butik0

Spain HIC Europe & Central Asia2017 April 5 http://www.publico.es/sociedad/hackean-cuentas-hazte-oir-y.html0

SwitzerlandHIC Europe & Central Asia2017 April 11 http://www.watson.ch/Digital/Datenschutz/272059107-Die-USA-jagen-den-Hacker--der-1000

China UMC East Asia & Pacific2017 August 18 https://www.maxicep.com/akilli-cihazlari-hedefleyen-zararli-yazilimlar-2017de-iki-kat-artti0

Germany HIC Europe & Central Asia2017 May 25 http://www.braunschweiger-zeitung.de/wirtschaft/article210691147/StudiVZ-meldet-Phishing-Attacke-und-kuehne-neue-Plaene.html0

Indonesia LMC East Asia & Pacific2017 September 12 http://tekno.liputan6.com/read/3091953/xl-hadapi-500-serangan-hacker-setiap-hari0

United StatesHIC North America 2021 November 18 https://www.hartfordbusiness.com/article/payroll-firm-adp-discloses-data-breach0

United KingdomHIC Europe & Central Asia2022 June 1 https://www.obantimes.co.uk/2022/06/01/police-investigate-oban-council-hack/0

Australia HIC East Asia & Pacific2021 April 26 https://www.itwire.com/security/healthcare-provider-unitingcare-queensland-hit-by-ransomware.html0

Australia HIC East Asia & Pacific2021 June 7 https://www.itnews.com.au/news/us-officials-up-pressure-on-firms-foreign-adversaries-over-cyber-attacks-5655820

India LMC South Asia 2021 June 22 https://www.thehindubusinessline.com/info-tech/highly-targeted-exploit-attacks-against-multiple-companies-discovered/article34900454.ece0

United KingdomHIC Europe & Central Asia2021 July 24 https://www.leicestermercury.co.uk/news/local-news/bomb-hoaxes-extortion-how-teen-56673200

United StatesHIC North America 2022 November 10 https://www.lexology.com/library/detail.aspx?g=3364d633-9efd-4ea4-9e3f-ef1f824235140

United StatesHIC North America 2022 October 17 https://uk.pcmag.com/cars-auto/143262/police-in-europe-arrest-car-theft-gang-that-tried-to-hack-thousands-of-vehicles0

United StatesHIC North America 2022 May 4 https://healthitsecurity.com/news/3-orgs-fall-victim-to-separate-phishing-email-security-incidents0

United StatesHIC North America 2019 February 19 https://www.insurancejournal.com/news/national/2019/02/19/518105.htm0

Russia UMC Europe & Central Asia2022 February 21 https://www.bleepingcomputer.com/news/security/expeditors-shuts-down-global-operations-after-likely-ransomware-attack/0

United StatesHIC North America 2019 May 28 https://www.businessinsider.com/facebook-privacy-hacking-scandal-mark-zuckerberg-cambridge-analytica-2019-50

United StatesHIC North America 2019 January 26 http://www.orlandosentinel.com/health/os-ne-adventhealth-malware-tavares-pulmonary-20190125-story.html0

United StatesHIC North America 2019 February 8 https://www.lexology.com/library/detail.aspx?g=b3f5998b-a1bb-4054-af19-4d129ca756ec0

United StatesHIC North America 2019 August 3 https://www.syracuse.com/news/2019/08/onondaga-county-library-computers-restored-after-ransomware-attack.html0

United StatesHIC North America 2019 August 19 https://www.idownloadblog.com/2019/08/19/unc0ver-v-3-5-2/0

India LMC South Asia 2019 November 21 https://timesofindia.indiatimes.com/india/kudankulam-malware-an-error-confined-to-administrative-block-will-have-special-storage-facility-for-n-waste-minister/articleshow/72152054.cms0

Pakistan LMC South Asia 2018 November 6 https://www.thenews.com.pk/latest/390515-summit-bank-reassures-customers-of-enhanced-security-after-major-hack0

Taiwan 2017 February 20 https://international.thenewslens.com/article/617750

United StatesHIC North America 2017 June 5 http://www.nextgov.com/cybersecurity/2017/06/hackers-mess-password-manager-plastic-surgery-clinics-and-burritos/138353/0

Ghana LMC Sub-Saharan Africa2017 June 29 http://citifmonline.com/2017/06/29/parliament-summons-3-ministers-over-data-breach-row/0

India LMC South Asia 2017 September 12 http://www.fakingnews.firstpost.com/snippets/ransomware-disables-copy-paste-huge-impact-industry-productivity-come-99-231590

United StatesHIC North America 2017 August 18 http://jg-tc.com/features/business/data-breach-resulted-in-false-bill/article_1f08c7cd-40eb-5864-bfc7-04ca78d333e0.html0

United KingdomHIC Europe & Central Asia2017 August 19 http://www.ibtimes.co.uk/hackers-create-fake-bittrex-cryptocurrency-site-steal-users-login-credentials-money-16357430

United KingdomHIC Europe & Central Asia2017 September 21 http://www.digitaltveurope.net/748462/748462/0

United StatesHIC North America 2017 April 18 http://www.business2community.com/us-news/dunkin-donuts-facebook-coupon-viral-hoax-triggering-malware-protection-alerts-018257070

United StatesHIC North America 2017 December 20 http://keranews.org/post/ransomware-attack-leads-breach-affecting-700-students-39-texas-school-districts0

United StatesHIC North America 2017 December 22 http://foxreno.com/news/local/reno-dental-practice-warns-patients-of-potential-data-breach-following-ransomware-attack0

United StatesHIC North America 2018 February 27 https://www.hardocp.com/news/2018/02/27/hacker_tool_author_sentenced_to_3_years0

United KingdomHIC Europe & Central Asia2018 January 19 http://www.ibtimes.co.uk/security-gaffe-left-omans-stock-exchange-vulnerable-hackers-months-16558200

Russia UMC Europe & Central Asia2019 February 20 https://www.m24.ru/news/sudy/20022019/66571[4359655, 4362276, 4359652, 4359656]['A court in the Moscow region will consider the case of two hackers about the theft of almost 6 million rubles.', 'Two members of a group of hackers will be tried in the suburbs for embezzlement of 5.9 million rubles', 'Hackers will be tried in the Moscow region for stealing almost six million rubles', 'The Moscow region court will consider the case of hackers about the theft of 6 million rubles']3

India LMC South Asia 2018 April 2 http://www.dnaindia.com/india/report-amid-opposition-s-allegations-of-data-breach-maharashtra-govt-withdraws-mahamitra-app-26004600

South AfricaUMC Sub-Saharan Africa2018 April 12 https://www.news24.com/SouthAfrica/News/supplier-denies-police-allegations-that-it-placed-malware-in-it-systems-201804120

United StatesHIC North America 2018 May 2 https://www.bloomberg.com/news/articles/2018-05-02/hackers-may-be-behind-election-night-website-crash-in-tennessee0

Iran LMC Middle East & North Africa2018 May 4 https://www.iranhumanrights.org/2018/05/hackers-with-ties-to-security-agencies-launch-phishing-attacks-on-well-known-iranians-and-dual-nationals/0

Japan HIC East Asia & Pacific2018 May 21 https://www.zdnet.com/article/malware-campaign-expands-to-add-cryptocurrency-mining-and-ios-phishing-attacks/0
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United StatesHIC North America 2018 October 4 https://www.axios.com/cybersecurity-critical-infrastructure-dhs-alert-china-espionage-cd83e181-b728-4577-8d12-032a0373d890.html0

Singapore HIC East Asia & Pacific2018 October 6 https://www.straitstimes.com/tech/hackers-made-another-intrusion-attempt-as-probe-was-under-way0

Ireland HIC Europe & Central Asia2018 July 30 https://www.siliconrepublic.com/enterprise/swann-cameras-spying0

Japan HIC East Asia & Pacific2018 October 17 https://www.zdnet.com/article/greyenergy-new-malware-campaign-targets-critical-infrastructure-companies/0

United StatesHIC North America 2018 October 24 https://www.reuters.com/article/products-fiat/parties-in-fiat-hacking-case-spar-over-class-notices-idUSL2N1X31WB0

United KingdomHIC Europe & Central Asia2018 October 4 http://voice-online.co.uk/article/black-history-month-site-back-after-%E2%80%98cyber-racism-hack0

United StatesHIC North America 2020 May 11 https://www.wsj.com/articles/managed-service-providers-face-threats-from-hackers-and-clients-115891894050

PhilippinesLMC East Asia & Pacific2020 May 17 https://business.inquirer.net/297494/vietnamese-businesses-among-top-targets-for-phishing-in-southeast-asia0

India LMC South Asia 2020 January 19 https://indianexpress.com/article/cities/chandigarh/chandigarh-hackers-encrypt-records-of-pharmaceutical-company-demand-ransom-6224299/0

United KingdomHIC Europe & Central Asia2020 January 21 https://www.computerweekly.com/news/252477030/High-street-banks-face-disruption-three-weeks-after-Travelex-hack0

United StatesHIC North America 2020 January 21 https://www.imediaethics.org/boing-boing-hacked/0

United StatesHIC North America 2020 February 2 https://www.losaltosonline.com/news/sections/schools/209-school-news/61785-mvla-suffers-ransomware-attack0

United StatesHIC North America 2020 February 11 https://www.law360.com/articles/12424950

United StatesHIC North America 2020 March 4 https://www.komu.com/news/judge-orders-jcps-administrator-be-reinstated-8-months-after-alleged-data-breach0

United StatesHIC North America 2020 September 29 https://www.techdirt.com/articles/20200926/12552645384/inspector-generals-report-confirms-cbp-contractor-was-hacked-resulting-sensitive-info-making-way-to-dark-web.shtml0

United StatesHIC North America 2021 February 5 https://www.scmagazine.com/home/security-news/mortgage-loan-servicing-company-discloses-ransomware-attack-to-multiple-states/0

United KingdomHIC Europe & Central Asia2021 January 22 https://www.thecourier.co.uk/news/politics/scottish-politics/1909147/data-stolen-from-scotlands-environmental-regulator-in-cyber-attack-published/0

Australia HIC East Asia & Pacific2020 November 18 https://theconversation.com/australian-hospitals-are-under-constant-cyber-attack-the-consequences-could-be-deadly-1501640

United StatesHIC North America 2021 February 17 https://www.codyenterprise.com/news/local/article_a7bfbf66-715f-11eb-ab7b-4b79b75f761e.html0
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https://navbharattimes.indiatimes.com/tech/gadgets-news/a-malware-of-rs-3600-available-on-the-dark-web-helps-hackers-to-steal-information-of-mac-and-windows-users/articleshow/84644430.cms


Colombia UMC Latin America & Caribbean2021 June 7 https://caracol.com.co/radio/2021/06/06/tecnologia/1623007539_390094.html0

Vietnam LMC East Asia & Pacific2021 October 19 http://daidoanket.vn/1822-trang-thong-tin-dien-tu-co-ten-mien-vn-bi-tin-tac-tan-cong-5669747.html0

Russia UMC Europe & Central Asia2021 March 5 https://jp.sputniknews.com/incidents/202103058205899/0

India LMC South Asia 2021 July 7 https://divyamarathi.bhaskar.com/local/maharashtra/pune/news/bhima-koregaon-case-surendra-gadling-computer-was-hacked-into-a-criminal-e-mail-128674694.html0

South KoreaHIC East Asia & Pacific2021 March 6 http://news.kmib.co.kr/article/view.asp?arcid=0015603993&code=61121111&sid1=soc0

Indonesia LMC East Asia & Pacific2021 November 5 https://regional.kompas.com/read/2021/11/05/170950678/polisi-ungkap-peretasan-aplikasi-perbankan-bermodus-social-engineering0

South KoreaHIC East Asia & Pacific2021 May 16 https://tv.naver.com/v/20247207/list/670960

United StatesHIC North America 2020 February 14 https://www.noticel.com/hack/como-se-ejecuto-el-ataque-de-phishing-que-casi-le-cuesta-millones-al-gobierno-/11599270910

Spain HIC Europe & Central Asia2020 May 6 https://www.menorca.info/actualidad/sociedad/2020/05/05/685845/ciberseguridad-alerta-phishing-suplantando-vodafone.html0

Russia UMC Europe & Central Asia2020 February 11 http://www.dailycomm.ru/m/50096/ 0

Bulgaria UMC Europe & Central Asia2020 January 13 https://www.actualno.com/society/hakeri-izprashtat-imejli-s-virus-ot-imeto-na-advokati-news_1423347.html0

Norway HIC Europe & Central Asia2020 December 16 https://www.dagbladet.no/studio/nyhetsstudio/5?post=516480

Russia UMC Europe & Central Asia2020 April 7 https://ria.ru/20200407/1569704598.html 0

South KoreaHIC East Asia & Pacific2020 November 1 https://www.insight.co.kr/news/310395 0

Mexico UMC Latin America & Caribbean2020 May 28 https://www.proceso.com.mx/631915/animal-politico-y-contralinea-acusan-ataques-ciberneticos-contra-sus-portales0

Italy HIC Europe & Central Asia2020 December 18 https://news.fidelityhouse.eu/software-app/attenzione-pericolose-estensioni-per-browser-spyware-mobile-ruba-dati-personali-497677.html0

South KoreaHIC East Asia & Pacific2020 January 17 http://newspim.com/news/view/202001170001550

United StatesHIC North America 2020 April 1 https://it.notizie.yahoo.com/inps-sito-down-diffusi-dati-104948092.html0

Brazil UMC Latin America & Caribbean2019 July 15 http://www.rondoniaovivo.com/geral/noticia/2019/07/15/ataque-sites-da-prefeitura-de-porto-velho-sao-alvos-de-hacker-e-ficam-fora-do-ar.html0

Sweden HIC Europe & Central Asia2019 September 20 https://www.expressen.se/dinapengar/allra-kritiker-fick-sina-mejlkorgar-hackade/0

Denmark HIC Europe & Central Asia2019 October 11 https://finans.dk/erhverv/ECE11681099/demant-itinfrastruktur-er-nu-normaliseret-efter-hackerangreb/0

South AfricaUMC Sub-Saharan Africa2022 July 5 https://www.itnewsafrica.com/2022/07/nigerian-organisations-amongst-those-targeted-by-malicious-hack/[3707820, 3701226]['Is Hacking Humans Easier Than Machines ? - IT News Africa - Up to date technology news , IT news , Digital news , Telecom news , Mobile news , Gadgets news , Analysis and Reports', 'Nigerian Organisations Among Those Targeted by Worldwide Spy Hack - IT News Africa - Up to date technology news , IT news , Digital news , Telecom news , Mobile news , Gadgets news , Analysis and Reports']1

Russia UMC Europe & Central Asia2019 May 22 https://www.securitylab.ru/news/499184.php0

Colombia UMC Latin America & Caribbean2019 January 22 http://caracol.com.co/emisora/2019/01/22/bogota/1548138685_238965.html0

Mexico UMC Latin America & Caribbean2019 January 15 https://www.lacronica.com/Internacional/2019/01/14/1401692-Crucifican-a-payaso-de-Mcdonalds-en-Israel-y-explotan-las-redes.html0

Argentina UMC Latin America & Caribbean2019 August 13 https://tn.com.ar/tecno/f5/tras-el-hackeo-la-policia-confirmo-que-la-base-de-datos-no-esta-comprometida_9860260

Indonesia LMC East Asia & Pacific2019 October 26 https://www.beritasatu.com/nasional/581996/polisi-amankan-peretas-di-sleman0

Belarus UMC Europe & Central Asia2018 January 11 https://www.sb.by/articles/10-ugolovnykh-del-vozbuzhdeny-na-brestchine-s-nachala-goda-po-faktam-vzloma-stranits-v-sotssetyakh.html0

Russia UMC Europe & Central Asia2018 February 15 http://www.rosbalt.ru/world/2018/02/15/1682424.html0

Colombia UMC Latin America & Caribbean2018 January 2 http://www.macg.co/os-x/2018/01/iohideous-le-cadeau-de-bonne-annee-dun-hacker-apple-1009280

Sweden HIC Europe & Central Asia2018 October 3 https://www.metro.se/artikel/hackare-attackerar-bredbandskablar-p%C3%A5-v%C3%A4rmd%C3%B60

Thailand UMC East Asia & Pacific2018 February 25 https://pantip.com/topic/37410088 0

Russia UMC Europe & Central Asia2018 November 15 https://perm.rbc.ru/perm/freenews/5bed5d489a79472ff85347860

Finland HIC Europe & Central Asia2018 January 17 https://www.tivi.fi/Kaikki_uutiset/tiedustelupalvelu-paljasti-haittaohjelmien-testauspalvelun-tarjosi-viela-hyvaa-asiakaspalveluakin-virusten-tekijoille-66967800

Russia UMC Europe & Central Asia2017 November 1 http://www.mskagency.ru/materials/27202200

Argentina UMC Latin America & Caribbean2017 May 30 http://www.ellitoral.com/index.php/id_um/149458-nuevas-pruebas-vinculan-a-libero-con-el-hackeo-a-el-litoralcom-tambien-a-la-ministra-patricia-bullrich.html0

Thailand UMC East Asia & Pacific2017 May 20 http://www.thairath.co.th/content/947410 0

Poland HIC Europe & Central Asia2017 March 17 http://www.egospodarka.pl/139659,Hakerzy-jak-kurierzy-Fedex-i-DHL-narzedziem-oszustow,1,12,1.html0

Ukraine LMC Europe & Central Asia2017 January 14 http://news-front.info/2017/01/14/neizvestnyj-xaker-sputal-karty-terroristam-igil/0

South KoreaHIC East Asia & Pacific2017 July 19 HTTP://www.yonhapnews.co.kr/economy/2017/07/19/0319000000AKR20170719051300017.HTML?template=20870

Nigeria LMC Sub-Saharan Africa2021 November 16 https://www.nairaland.com/6852314/data-breach-loan-apps-fg0

United StatesHIC North America 2021 April 2 https://gizmodo.com/universities-across-the-country-are-being-swept-up-in-a-18466025290

United StatesHIC North America 2021 July 14 https://www.dexerto.com/call-of-duty/warzone-silently-patch-level-1000-hack-1611827/0

United StatesHIC North America 2022 September 1 https://www.californiatelegraph.com/news/272707165/consumer-alert-lowey-dannenberg-pc-investigates-keybank-for-data-breach0

United StatesHIC North America 2022 September 23 https://kpq.com/grant-county-government-emails-compromised-through-phishing-email/0

United StatesHIC North America 2022 March 8 https://www.10tv.com/article/news/local/hilliard-city-schools-acknowledges-data-breach-student-information/530-426c7b07-88ff-4987-a1ff-a8d87fe7962b0

United KingdomHIC Europe & Central Asia2022 October 14 https://www.techradar.com/news/ransomware-posing-as-fake-windows-antivirus-update-will-just-empty-your-wallet0

United StatesHIC North America 2022 April 2 https://www.techtimes.com/articles/273814/20220402/norton-phishing-scam-uses-personal-info-to-steal-money-from-victims.htm0

Liberia LIC Sub-Saharan Africa2022 May 7 https://frontpageafricaonline.com/mistaken-identity-or-impersonation-interrogation-of-liberia-hacker-unveils-key-suspect/0

PhilippinesLMC East Asia & Pacific2019 April 25 https://business.mb.com.ph/2019/04/25/cebs-getgo-server-hacked/0

United StatesHIC North America 2022 June 17 https://www.therepublic.com/2022/06/17/schneck-facing-class-action-lawsuit-for-data-breach/0

United StatesHIC North America 2019 May 29 https://mrtopstep.com/ms-isac-highlights-verizon-data-breach-report-release/0

United StatesHIC North America 2019 July 10 http://www.spamfighter.com/News-22297-ResiDex-Software-becomes-victim-of-a-ransomware-attack.htm0

Canada HIC North America 2019 July 23 https://www.itbusiness.ca/news/hashtag-trending-russian-intelligence-agency-hacked-oakland-bans-facial-recognition-equifax-fined-700-million/1114090

United KingdomHIC Europe & Central Asia2019 July 31 https://tech.eu/news/podcast-128-just-eat-takeaway-com-merge-bulgaria-hacked-interview-reetta-ilo-fiban/0
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United StatesHIC North America 2019 August 8 https://www.govtech.com/security/Hackers-Vandalize-Minnesota-Government-Websites.html0

United StatesHIC North America 2019 September 5 https://healthitsecurity.com/news/prompt-notification-reduces-data-breach-fallout-consumer-impact0

Pakistan LMC South Asia 2019 August 16 https://tribune.com.pk/story/2034706/8-refund-phishing-scam-hits-nations-mailboxes/0

United KingdomHIC Europe & Central Asia2019 September 10 https://www.gamesindustry.biz/articles/2019-09-10-uk-high-court-orders-isps-to-block-switch-hacking-sites0

United StatesHIC North America 2019 October 9 https://www.law360.com/articles/1207263/attorneys-seek-15m-from-wendy-s-data-breach-settlement0

Canada HIC North America 2019 November 25 https://www.thespec.com/news-story/9736957-first-nations-child-agency-calls-in-rcmp-after-cyber-attack/0

United StatesHIC North America 2019 November 26 https://www.forbes.com/sites/forbestechcouncil/2019/11/26/financials-critical-assets-are-now-a-prime-target-for-hackers/0

India LMC South Asia 2019 December 31 https://www.indiatvnews.com/technology/news-facebook-fined-by-brazil-over-data-breach-5751420

United StatesHIC North America 2019 January 2 https://nakedsecurity.sophos.com/koobface-7/0

United StatesHIC North America 2017 March 24 http://www.eweek.com/security/hacker-accused-of-carrying-out-business-email-scam-netting-100m0

United KingdomHIC Europe & Central Asia2017 June 5 http://www.dailymail.co.uk/sciencetech/article-4573210/Hackers-working-global-ExplodingCan-cyber-attack.html0

United StatesHIC North America 2017 July 5 http://www.timesonline.com/news/business/heritage-valley-satellite-locations-still-hampered-by-tuesday-s-cyber/article_380e65ce-5da3-11e7-8bc2-87e95c32b9ee.html0

BangladeshLMC South Asia 2017 July 8 http://www.thefinancialexpress-bd.com/2017/07/08/76278/Malware-attack-affects-Reckitt%E2%80%99s-operation-globally0

United StatesHIC North America 2017 August 31 http://www.flanews.com/2017/08/31/congressmen-to-fight-chinese-hacking/0

United StatesHIC North America 2017 November 1 http://www.app.com/story/money/business/consumer/press-on-your-side/2017/10/31/hackers-hit-nj-consumers-2016/813285001/0

United StatesHIC North America 2017 December 14 https://www.retaildive.com/news/retail-partners-targeted-by-email-phishing-attacks/513012/0

United StatesHIC North America 2017 November 15 http://www.turnto23.com/news/local-news/data-breach-at-bakersfield-city-school-district-exposes-employee-personal-information0

United KingdomHIC Europe & Central Asia2018 February 17 http://www.dailymail.co.uk/news/article-5404055/How-hackers-using-RAT-malware-seized-petrochemical-site.html0

Italy HIC Europe & Central Asia2021 February 3 https://www.tp24.it/2021/02/03/cronaca/trapani-hanno-hackerato-la-pagina-facebook-di-una-parrocchia-indagini-in-corso/159837[3109021, 3110901]['Social network : Trapani , a parish Facebook page hacked . The parish priest apologizes and starts the complaints', 'Trapani , they hacked the Facebook page of a parish . Investigations in progress']1

Israel HIC Middle East & North Africa2018 May 25 https://www.timesofisrael.com/screens-at-iran-airport-said-hacked-with-anti-regime-messages/0

Israel HIC Middle East & North Africa2018 April 22 https://www.jns.org/israeli-cyber-firm-reveals-hamas-planted-spyware-in-fatah-phones/0

China UMC East Asia & Pacific2018 October 5 https://www.phonearena.com/news/Apple-iCloud-servers-Chinese-hack-cybersecurity_id1096150

PhilippinesLMC East Asia & Pacific2018 October 7 https://www.rappler.com/technology/features/213607-interview-riskiq-yonathan-klijnsma-magecart-abs-cbn-online-store-hack0

India LMC South Asia 2018 July 4 http://www.bgr.in/news/maharashtra-was-attacked-the-most-with-ransomware-attacks-in-the-month-of-june-2018-escan-thread-report/0

United StatesHIC North America 2018 July 19 http://wjla.com/features/7-on-your-side/airport-wi-fi-target-hackers-steal-info0

United StatesHIC North America 2018 August 7 http://www.startribune.com/counterpoint-minneapolis-is-mandated-to-investigate-possible-data-breach-on-ketamine-research/490196171/0

United StatesHIC North America 2018 August 13 https://www.tennessean.com/story/news/2018/08/13/information-breach-nashville-published-social-security-numbers-private-residents-court-records/979190002/0

United KingdomHIC Europe & Central Asia2018 August 12 https://www.thetimes.co.uk/edition/business/mayfair-club-hit-by-phishing-attack-csb8pkp860

United StatesHIC North America 2020 May 13 https://pagesix.com/2020/05/12/allen-grubmans-client-files-hacked-and-held-for-ransom/0

United StatesHIC North America 2018 November 22 https://news.softpedia.com/news/emotet-banking-trojan-uses-stolen-templates-to-boost-phishing-campaign-numbers-523909.shtml0

India LMC South Asia 2020 May 11 https://timesofindia.indiatimes.com/city/ludhiana/govt-employee-arrested-for-embezzling-rs71l-by-hacking-website/articleshow/75665908.cms0

United KingdomHIC Europe & Central Asia2018 December 15 https://www.theregister.co.uk/2018/12/15/security_roundup_141218/0

United StatesHIC North America 2018 December 26 https://wgnradio.com/2018/12/26/wintrust-business-lunch-12-26-18-terry-answers-listener-questions-cha-settling-old-disputes-data-breach-stories-from-2018/0

United StatesHIC North America 2020 January 20 https://1049theedge.com/two-michigan-teens-arrested-in-i-75-billboard-hacking-case/0

Japan HIC East Asia & Pacific2020 February 7 https://www.zdnet.com/article/malaysia-warns-of-chinese-hacking-campaign-targeting-government-projects/0

Hungary HIC Europe & Central Asia2020 February 13 https://hup.hu/cikkek/20200213/egyre_nagyobb_problema_mac-en_a_malware0

Israel HIC Middle East & North Africa2020 August 6 https://www.stljewishlight.com/news/local/jewish-federation-data-breached-in-cyber-attack/article_d8866ea0-d81d-11ea-b811-13a4c060de36.html0

Japan HIC East Asia & Pacific2020 August 1 https://www.zdnet.com/article/ransomware-gang-demands-7-5-million-from-argentinian-isp/0

United StatesHIC North America 2020 October 18 https://www.forbes.com/sites/daveywinder/2020/10/18/new-windows-10-remote-hacking-threat-confirmed-homeland-security-says-update-now/0

Taiwan 2021 February 7 https://www.taipeitimes.com/News/taiwan/archives/2021/02/08/20037519840

Saudi ArabiaHIC Middle East & North Africa2020 December 4 https://www.arabnews.com/node/1772266/world0

Pakistan LMC South Asia 2021 January 19 https://propakistani.pk/2021/01/19/hackers-are-using-a-harmless-windows-10-feature-to-infect-computers/0

Russia UMC Europe & Central Asia2021 January 19 https://www.securityweek.com/hundreds-networks-still-host-devices-infected-vpnfilter-malware0

United KingdomHIC Europe & Central Asia2021 August 30 https://www.itpro.co.uk/security/malware/360719/fin8-hacking-gang-return-with-badhatch-backdoor-targeting-us-organizations0

United KingdomHIC Europe & Central Asia2021 August 31 https://www.itpro.co.uk/security/malware/360731/hackers-use-websvn-to-deploy-new-mirai-variant-malware0

United KingdomHIC Europe & Central Asia2021 March 20 https://www.thisiswiltshire.co.uk/news/19171458.wiltshire-police-received-188-reports-hacking-2020/0

Canada HIC North America 2021 November 1 https://vocm.com/2021/11/01/provinces-health-care-system-seriously-impacted-by-cyber-attack/0

United StatesHIC North America 2021 March 5 https://www.nola.com/news/business/article_33805ae4-7dd9-11eb-aac1-1f2646b16742.html0

Slovenia HIC Europe & Central Asia2022 October 10 https://www.dnevnik.si/1042998550/magazin/znanost-in-tehnologija/telekom-slovenije-zaznava-rekordno-stevilo-kibernetskih-napadov0
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United StatesHIC North America 2019 October 31 https://www.securityinfowatch.com/cybersecurity/news/21112426/florida-city-conned-out-of-742k-by-hackers0

United StatesHIC North America 2019 December 12 https://www.insurancejournal.com/news/national/2019/12/12/550999.htm0

United KingdomHIC Europe & Central Asia2019 December 13 https://www.clydebankpost.co.uk/news/18099951.edinbarnet-primary-school-sorry-double-data-breach/0

United KingdomHIC Europe & Central Asia2019 January 9 https://www.somersetlive.co.uk/news/center-parcs-facebook-scam-could-24095880

United StatesHIC North America 2017 February 6 http://www.techspot.com/news/68041-hacker-takes-over-150000-internet-connected-printers-sends.html0

United KingdomHIC Europe & Central Asia2017 May 22 http://www.computerweekly.com/news/450419246/Middle-East-largely-unscathed-after-WannaCry-cyber-attack0

United StatesHIC North America 2017 July 4 https://phys.org/news/2017-07-huge-hacking.html0

United KingdomHIC Europe & Central Asia2017 July 5 http://www.nwemail.co.uk/news/national/article/IAAF-confirms-latest-Fancy-Bears-release-was-hacked-earlier-this-year-1a6ec06f-44e8-4910-9bad-cda2fee832b8-ds0

India LMC South Asia 2017 June 11 http://indiatoday.intoday.in/story/hackers-target-delhi-businesses-facebook-pages/1/975836.html0

United StatesHIC North America 2017 August 28 http://www.healthcareitnews.com/news/when-malware-strikes-how-nuance-avoided-disaster-after-falling-victim-petya0

United StatesHIC North America 2017 August 15 http://www.fox13news.com/news/local-news/274013449-story0

United StatesHIC North America 2017 October 30 https://www.scmagazine.com/matrix-ransomware-distributed-via-rig-ek-in-malvertising/article/703874/0

United KingdomHIC Europe & Central Asia2017 October 10 http://www.irishnews.com/news/northernirelandnews/2017/10/10/news/centra-mace-and-supervalu-customers-credit-cards-targeted-in-cyber-attack-1158618/0

Canada HIC North America 2017 November 22 http://www.cbc.ca/news/politics/hackers-cellphone-security-1.44063380

South AfricaUMC Sub-Saharan Africa2017 October 19 http://www.702.co.za/articles/277115/estate-agent-aida-admits-it-s-the-source-of-sa-s-largest-data-hack-ever0

United StatesHIC North America 2017 October 26 http://www.ibtimes.com/amosconnect-8-hack-popular-maritime-communication-platform-could-be-hacked-26067680

United StatesHIC North America 2017 February 22 http://www.insurancejournal.com/news/southcentral/2017/02/22/442579.htm0

United StatesHIC North America 2017 May 17 http://www.executivegov.com/2017/05/sen-mark-warner-asks-omb-dhs-on-security-patch-implementation-amid-ransomware-attack/0

United StatesHIC North America 2018 February 24 http://www.dslreports.com/forum/r31848750-TWC-Spectrum-data-breach0

United StatesHIC North America 2018 January 26 http://www.zdnet.com/article/maersk-forced-to-reinstall-4000-servers-45000-pcs-due-to-notpetya-attack/0

Ghana LMC Sub-Saharan Africa2018 March 29 https://www.modernghana.com/news/844667/ghanaian-banks-are-exposed-to-cyber-attacks.html0

United StatesHIC North America 2018 June 22 http://www.spamfighter.com/News-21617-Fire-Tvs-of-Amazon-Overrun-with-Extracting-Malware.htm0

United StatesHIC North America 2018 April 13 https://www.scmagazine.com/email-hoaxes-and-phishing-scams-prey-off-of-school-violence-fears/article/758240/0

United StatesHIC North America 2018 April 30 https://www.vox.com/policy-and-politics/2018/4/30/17277172/equifax-data-breach-cfpb-elizabeth-warren-mick-mulvaney0

Malta HIC Middle East & North Africa2018 May 20 https://lovinmalta.com/news/manuel-delias-blog-cyber-attacked-by-ukrainian-hackers-on-a-scale-rarely-seen-on-other-maltese-websites0

India LMC South Asia 2018 July 27 https://www.deccanchronicle.com/technology/in-other-news/270718/seqrite-battles-ransomware-cryptomining.html0

United StatesHIC North America 2018 July 27 http://www.kfbb.com/story/38745937/gfpss-phishing-scam0

Malaysia UMC East Asia & Pacific2018 November 11 http://www.theborneopost.com/2018/11/11/political-partys-election-worker-held-over-alleged-julau-cyber-attack/0

United StatesHIC North America 2018 September 25 https://www.forbes.com/sites/leemathews/2018/09/25/hacker-defeats-new-privacy-protections-in-macos-mojave-update/0

United StatesHIC North America 2020 June 26 https://www.wbrz.com/news/brec-wants-fbi-probe-of-more-than-50-zoom-bombers-involved-in-graphic-hack-of-virtual-meeting0

United StatesHIC North America 2020 February 23 https://www.msn.com/en-us/news/other/losing-dollar450000-in-three-days-hackers-trick-victims-into-big-wire-transfers/ar-BB10if8d0

Australia HIC East Asia & Pacific2020 February 24 https://www.afr.com/technology/toll-close-to-restoring-key-service-three-weeks-after-cyber-attack-20200224-p543pm0

Canada HIC North America 2020 April 22 https://www.itbusiness.ca/news/hashtag-trending-facebook-accounts-sold-nasa-targeted-by-hackers-sell-free-on-google/1149050

United StatesHIC North America 2020 August 17 https://threatpost.com/emocrash-exploit-emotet-6-months/158414/0

India LMC South Asia 2020 August 19 https://www.moneycontrol.com/news/business/leadership-churn-ransomware-attack-hit-cognizants-healthcare-vertical-5727351.html0

United StatesHIC North America 2020 September 17 https://www.militarytimes.com/news/your-military/2020/09/16/a-medal-of-honor-a-va-data-breach-tiktok-troops-and-a-jumping-tank-the-briefing-91720/0

Thailand UMC East Asia & Pacific2019 March 27 http://www.nationmultimedia.com/detail/national/30366678[4410621, 4410620]['Surachate tightlipped over election hacking but says fraud claim is fake news', 'Big Joke tightlipped over election hacking but says fraud claim is fake news']1

United StatesHIC North America 2021 February 2 https://www.law360.com/articles/1350318/carefirst-policyholders-win-revival-of-data-breach-claims0

United StatesHIC North America 2021 October 6 https://nbc-2.com/features/tech/2021/10/06/hackers-purchase-passwords-to-access-apps-like-venmo-cashapp-drain-accounts/0

India LMC South Asia 2021 March 24 https://zeenews.india.com/india/advisories-issued-to-key-organisations-sectoral-certs-to-check-chinese-malware-attack-on-critical-infrastructure-govt-2350161.html0

Australia HIC East Asia & Pacific2021 October 21 https://www.pulseitmagazine.com.au/australian-ehealth/6312-seven-privacy-complaints-and-three-data-breach-notifications-for-my-health-record0

Czech RepublicHIC Europe & Central Asia2022 September 30 https://www.irozhlas.cz/veda-technologie/technologie/hackerske-utoky-rusko-cesko-kyberbezpecnost_2209302031_kth0

Indonesia LMC East Asia & Pacific2022 February 5 https://www.jawapos.com/oto-dan-tekno/aplikasi/05/02/2022/ada-upaya-peretasan-segera-cek-pembaruan-whatsapp/0

India LMC South Asia 2022 September 1 https://www.livehindustan.com/national/story-gautam-adani-pm-narendra-modi-jagan-mohan-reddy-lokesh-vuyurru-pegasus-spyware-7017319.html0

Belgium HIC Europe & Central Asia2022 March 17 https://datanews.levif.be/ict/actualite/un-pirate-entre-dans-la-plateforme-api-de-proximus-les-donnees-de-15-000-clients-ont-ete-devoilees/article-news-1538081.html0

Germany HIC Europe & Central Asia2022 July 28 https://www.ksta.de/panorama/cyberattacke-auf-apetito-caterer-aus-nrw-wurde-von-hackern-erpresst--398439240

KyrgyzstanLMC Europe & Central Asia2022 August 25 https://www.vb.kg/doc/421825_bazy_dannyh_bankov_vzlomali_ykrainskie_hakery:_est_li_riski_dlia_klientov.html0

United StatesHIC North America 2022 May 3 https://www.crhoy.com/economia/ministro-no-sabe-cuando-se-rehabilitaran-sistemas-de-hacienda-tras-hackeo-de-conti/0

South KoreaHIC East Asia & Pacific2022 November 23 https://ilyo.co.kr/?ac=article_view&entry_id=4413020

Indonesia LMC East Asia & Pacific2022 October 24 https://www.tribunnews.com/regional/2022/10/24/pelaku-peretasan-laman-fib-ugm-beberkan-isu-jual-beli-konten-seksual-begini-tanggapan-rektorat0

Spain HIC Europe & Central Asia2022 April 1 https://www.lavanguardia.com/tecnologia/20220401/8165960/grupo-hackers-prorruso-callisto-fracasa-intento-ataque-paises-otan-pmv.html0

Ukraine LMC Europe & Central Asia2021 June 8 https://tsn.ua/ru/exclusive/novoe-podrazdelenie-ssha-vernulo-colonial-pipeline-zaplachennyy-hakeram-vykup-bitkoinamy-na-milliony-dollarov-1800409.html0

LuxembourgHIC Europe & Central Asia2020 November 21 http://www.lessentiel.lu/de/luxemburg/story/171796020

Spain HIC Europe & Central Asia2021 June 23 https://www.lainformacion.com/economia-negocios-y-finanzas/ministerio-trabajo-ciberataque-fujitsu-contrato-urgencia/2842244/0
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South KoreaHIC East Asia & Pacific2021 October 13 https://zdnet.co.kr/view/?no=202110131332350

Germany HIC Europe & Central Asia2021 November 22 https://www.ndr.de/nachrichten/mecklenburg-vorpommern/Ermittler-Erpresser-stecken-hinter-Cyber-Angriffen-in-Westmecklenburg-,itausfall116.html0

Italy HIC Europe & Central Asia2021 August 4 https://www.ilmessaggero.it/frosinone/attacco_hacker_regione_lazio_frosinone-6119088.html0

Norway HIC Europe & Central Asia2021 December 30 https://www.tv2.no/a/14458605/ 0

China UMC East Asia & Pacific2020 July 2 http://liaoning.lnd.com.cn/system/2020/07/02/030121843.shtml0

Israel HIC Middle East & North Africa2020 March 8 http://www.isra.com/news/242473 0

Indonesia LMC East Asia & Pacific2020 May 30 https://republika.co.id/berita/qb3i5w9517000/pengguna-gmail-waspada-ribuan-akun-diserang-hacker0

France HIC Europe & Central Asia2020 November 20 https://www.france24.com/fr/france/20201120-la-p%C3%A9tition-no%C3%ABl-sans-amazon-pirat%C3%A9e-un-consultant-du-g%C3%A9ant-am%C3%A9ricain-suspect%C3%A90

NetherlandsHIC Europe & Central Asia2020 March 11 https://tweakers.net/nieuws/164492/hacker-omzeilt-beveiliging-t2-chip-in-recente-mac-computers.html0

Vietnam LMC East Asia & Pacific2020 April 4 https://vnexpress.net/phap-luat/hacker-lap-web-gia-mao-cong-thong-tin-dien-tu-bo-cong-an-4079577.html0

India LMC South Asia 2022 November 3 https://kapital.mk/%D0%B1%D0%BB%D0%BE%D0%BA%D1%87%D0%B5%D1%98%D0%BD-%D1%85%D0%B0%D0%BA%D0%B5%D1%80%D0%B8%D1%82%D0%B5-%D1%83%D0%BA%D1%80%D0%B0%D0%BB%D0%B5-%D0%BF%D1%80%D0%B5%D0%BA%D1%83-25-%D0%BC%D0%B8%D0%BB%D0%B8%D1%98/[3863239, 3866729]['Hackers have stolen $2 . 98B via exploits in the crypto industry so far', 'Blockchain hackers stole over $2.5 billion in the first nine months']1

India LMC South Asia 2020 October 29 https://www.amarujala.com/technology/social-network/indian-hackers-played-jai-shri-ram-during-pakistan-s-international-webinar-on-kashmir0

Dominican RepublicUMC Latin America & Caribbean2020 August 7 https://www.elcaribe.com.do/2020/08/07/delincuentes-retoman-hackeo-de-cuentas-para-robar-y-usurpar-identidad/0

South KoreaHIC East Asia & Pacific2020 April 10 https://news.mt.co.kr/mtview.php?no=2020040918012994779&type=2&sec=tech&pDepth2=Ttotal&MNI_T0

South KoreaHIC East Asia & Pacific2020 July 8 https://news.joins.com/article/23820124 0

Russia UMC Europe & Central Asia2020 December 30 https://www.kommersant.ru/doc/4637963 0

Belarus UMC Europe & Central Asia2019 October 20 https://telegraf.by/2019/10/458104-papa-rimskii-predstavil-smart-chetki-hakeri-ih-bistro-vzlomali0

Brazil UMC Latin America & Caribbean2019 April 16 https://canaltech.com.br/hacker/hackers-invadem-160-mil-sites-do-wordpress-apos-site-detalhar-falhas-em-plugins-137325/0

BangladeshLMC South Asia 2019 May 29 https://techshohor.com/149405/%E0%A6%85%E0%A7%8D%E0%A6%AF%E0%A6%BE%E0%A6%AA%E0%A6%B2%E0%A7%87%E0%A6%B0-%E0%A6%93%E0%A7%9F%E0%A7%87%E0%A6%AC%E0%A6%B8%E0%A6%BE%E0%A6%87%E0%A6%9F-%E0%A6%B9%E0%A7%8D%E0%A6%AF%E0%A6%BE%E0%A6%95/0

Mexico UMC Latin America & Caribbean2019 January 16 http://www.eldiariodecoahuila.com.mx/internacional/2019/1/16/alerta-hackeo-comision-bolsa-786265.html0

Turkey UMC Europe & Central Asia2019 August 1 https://www.webtekno.com/google-play-malware-sorunu-h73515.html0

Spain HIC Europe & Central Asia2019 May 20 https://www.laprovincia.es/sucesos/2019/05/20/vecino-telde-hackea-cuentas-redes/1176285.html0

Colombia UMC Latin America & Caribbean2019 September 3 https://www.elcolombiano.com/antioquia/corrupcion-en-metro-de-medellin-deja-cuatro-empleados-asegurados-MG115385980

Italy HIC Europe & Central Asia2019 April 14 https://focustech.it/2019/04/14/windows-10-a-rischio-malware-microsoft-interviene-con-una-patch-2410830

South KoreaHIC East Asia & Pacific2018 April 25 HTTP://www.yonhapnews.co.kr/international/2018/04/25/0619000000AKR20180425127600009.HTML?template=55660

Germany HIC Europe & Central Asia2018 October 5 https://www.netzwelt.de/betrugswarnungen/167807-host-europe-britischer-hosting-anbieter-warnt-phishing-mails.html0

Ukraine LMC Europe & Central Asia2018 June 19 https://www.dialog.ua/ukraine/154274_15293979850

Turkey UMC Europe & Central Asia2018 August 2 http://www.posta.com.tr/hackerlar-kuvoze-girdi-20331850

Ukraine LMC Europe & Central Asia2018 September 7 https://1k.com.ua/sega-izbavilas-ot-denuvo-posle-vzloma-eyo-novoj-igry.html0

Ukraine LMC Europe & Central Asia2018 April 12 http://internetua.com/windows-pk-mojno-vzlomat-prosto-zastaviv-jertvu-posetit-sait0

Colombia UMC Latin America & Caribbean2022 December 1 https://elpilon.com.co/se-cayo-otra-piramide-omegrapro-anuncia-que-hackearon-su-sistema/[3903364, 3903363]['pyramid? The alerts behind the alleged hacking of OmegaPro - Sectors - Economy', 'Did another pyramid fall? OmegraPro announces that their system has been hacked']1

Argentina UMC Latin America & Caribbean2017 March 11 http://www.ellitoral.com/index.php/diarios/2017/03/10/sucesos/SUCE-04.html0

Israel HIC Middle East & North Africa2017 April 5 http://tech.walla.co.il/item/3054672 0

Spain HIC Europe & Central Asia2017 May 31 http://www.farodevigo.es/portada-deza-tabeiros-montes/2017/05/30/alumnado-familias-conocian-hackeo-directora/1688846.html0

South KoreaHIC East Asia & Pacific2017 March 24 http://www.zdnet.co.kr/news/news_view.asp?artice_id=201703241454180

India LMC South Asia 2017 December 13 https://www.bhaskar.com/chhatisgarh/raipur/news/CHH-RAI-HMU-MAT-latest-raipur-news-050512-680945-NOR.html0

Israel HIC Middle East & North Africa2017 January 9 http://pnn.ps/news/185755 0
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https://www.netzwelt.de/news/207364-dkb-phishing-mail-meldet-gesperrte-karteso-schuetzt-euch-masche.html
https://www.liberal.com.mx/hackean-cuentas-de-artistas-de-talla-mundial/
https://winfuture.de/news,132567.html
https://www.pagina12.com.ar/331585-hackearon-la-audioguia-del-espacio-memoria-ex-esma
http://lratvakan.com/news/122864.html
https://www.wirtualnemedia.pl/artykul/canal-strefa-abonenta-atak-hakerski-ostrzezenie-komunikat-jak-sie-zabezpieczyc
https://news.joins.com/article/24087726


Russia UMC Europe & Central Asia2021 December 5 https://www.ferra.ru/news/techlife/v-routerakh-asus-tp-link-i-dr-nashli-dyry-dlya-vzloma-khakerami-05-12-2021.htm0

South KoreaHIC East Asia & Pacific2021 February 2 https://www.ytn.co.kr/_ln/0103_2021020305394298170

Russia UMC Europe & Central Asia2021 June 28 https://www.securitylab.ru/news/521692.php0

South KoreaHIC East Asia & Pacific2021 December 6 https://news.mt.co.kr/mtview.php?no=2021120615044381046&MT_P0

Dominican RepublicUMC Latin America & Caribbean2021 March 13 https://acento.com.do/actualidad/hombre-y-mujer-son-apresados-por-jaquear-pagina-y-canal-youtube-8922166.html0

Sudan LIC Sub-Saharan Africa2020 December 14 https://www.alnilin.com/13158830.htm 0

United StatesHIC North America 2019 September 29 https://www.tomshardware.com/news/microsoft-cisco-talos-nodersok-divergent-malware,40505.html[4770838, 4772609, 4770347, 4770346]['Windows 7, 8. 1 and 10: this dangerous malware hides in advertisements on the internet', 'A new malware has emerged', 'Malware that cant be detected by Windows Defender is spreading by the thousands', 'New Windows Malware Hides in Plain Sight']3

Algeria LMC Middle East & North Africa2020 January 1 http://www.lexpressiondz.com/chroniques/de-quoi-jme-mele/soraka-le-nouveau-malware-qui-guette-votre-smartphone-3173410

Norway HIC Europe & Central Asia2020 October 15 https://www.nrk.no/norge/datainnbrudd-pa-stortinget_-_-likner-angrepet-pa-forbundsdagen-1.152007810

Germany HIC Europe & Central Asia2020 May 24 https://www.heise.de/news/Hacker-veroeffentlichen-Daten-nach-Cyberangriff-auf-staedtische-IT-in-Oesterreich-4727538.html0

Russia UMC Europe & Central Asia2019 June 14 https://www.securitylab.ru/blog/company/PandaSecurityRus/346521.php0

France HIC Europe & Central Asia2019 February 13 https://www.lesechos.fr/finance-marches/marches-financiers/0600656402423-les-jumeaux-blanc-les-premiers-pirates-des-cours-boursiers-2244583.php0

Venezuela Latin America & Caribbean2019 December 6 https://www.notitarde.com/capturan-cuatro-hackers-fraude-divisas/0

Israel HIC Middle East & North Africa2019 November 25 https://www.pc.co.il/news/303817/ 0

South KoreaHIC East Asia & Pacific2019 October 22 https://www.edaily.co.kr/news/read?newsId=03027446622655544&mediaCodeNo=E0

Thailand UMC East Asia & Pacific2018 June 1 https://www.springnews.co.th/view/2749770

Russia UMC Europe & Central Asia2018 August 3 https://www.securitylab.ru/news/494778.php0

BangladeshLMC South Asia 2018 April 27 https://www.techtunes.com.bd/hacking/tune-id/5766860

Germany HIC Europe & Central Asia2018 March 2 http://unternehmen-heute.de/news.php?newsid=4870300

Germany HIC Europe & Central Asia2018 November 6 https://www.finanzen.net/nachricht/devisen/was-steckt-dahinter-kanadische-bitcoin-boerse-maplechange-verliert-all-ihre-bitcoins-hack-oder-betrug-67885440

Cyprus HIC Europe & Central Asia2018 March 15 https://www.newsit.com.cy/kypros/2018/03/15/prosoxi-to-kakovoulo-logismiko-dharma-xtypa-osous-xrisimopoioun-remote-desktop-protocol-lytra-se-bitcoin/0

Israel HIC Middle East & North Africa2018 January 4 https://www.calcalist.co.il/local/articles/0,7340,L-3728913,00.html0

Vietnam LMC East Asia & Pacific2017 July 7 http://kienthuc.net.vn/cong-nghe/phan-mem-gia-mao-nguon-lay-lan-ma-doc-tai-chau-a-thai-binh-duong-897992.html0

Vietnam LMC East Asia & Pacific2017 September 25 https://es.vietnamplus.vn/advierten-en-vietnam-sobre-codigo-malicioso-red-alert-20-en-aplicaciones-bancarias/78287.vnp0

United StatesHIC North America 2021 November 22 https://www.governing.com/security/states-to-require-companies-to-report-cyber-attacks0

United StatesHIC North America 2021 November 25 https://www.carscoops.com/2021/11/scammers-hack-mazda-usas-official-instagram-page-on-thanksgiving/0

United StatesHIC North America 2021 April 26 https://www.rexburgstandardjournal.com/news/local/st-anthony-to-upgrade-city-cybersecurity-after-hacking-attempt/article_b84b595d-e4cf-589d-bc0b-92194d876619.html0

United StatesHIC North America 2021 May 20 https://www.pressrepublican.com/news/local_news/hudson-headwaters-reports-vendor-data-breach/article_2f3c89c3-37d8-50ac-a2a1-f0b4f155c44c.html0

United StatesHIC North America 2018 April 26 https://www.zdnet.com/article/equifax-has-spent-242-7-million-on-its-data-breach-so-far/[1619976, 1619978]['\u200bEquifax has spent $242 . 7 million on its data breach so far', 'Equifax data breach cost hits $242 million']1

United StatesHIC North America 2021 August 5 https://healthitsecurity.com/news/health-plan-email-phishing-attack-exposes-student-phi0

United StatesHIC North America 2022 August 15 https://www.coinspeaker.com/velodrome-350k-hack-team-member/0

Malaysia UMC East Asia & Pacific2022 February 14 https://soyacincau.com/2022/02/14/touch-n-go-ewallet-user-accounts-got-hacked-to-buy-steam-game-credits/0

United StatesHIC North America 2022 March 29 https://triblive.com/local/regional/payments-to-begin-for-upmc-employees-who-fell-victim-to-data-breach/0

United KingdomHIC Europe & Central Asia2022 October 26 https://www.dailymail.co.uk/news/article-11354385/Gladys-Berejiklian-shops-mate-shes-spotted-time-Optus-cyber-hack.html0

United StatesHIC North America 2022 November 9 https://www.jdsupra.com/legalnews/camping-world-and-good-sam-announce-6543086/0

United StatesHIC North America 2019 April 20 http://www.sun-sentinel.com/news/politics/os-ne-desantis-magic-press-conference-20190419-story.html0

United StatesHIC North America 2019 April 27 http://www.darkreading.com/malware-makes-itself-at-home-in-set-top-boxes/d/d-id/13345500

Australia HIC East Asia & Pacific2021 May 20 https://www.itwire.com/business-it/akamai-study-phishing-kits-%E2%80%98kr3pto%E2%80%99-and-%E2%80%98ex-robotos%E2%80%99-target-uk-banks-and-corporate-employees.html0

United StatesHIC North America 2021 June 22 https://www.newsweek.com/florida-highway-sign-hacked-read-arrest-fauci-covid-was-hoax-16031750

United StatesHIC North America 2020 January 7 https://www.ironmountaindailynews.com/news/local-news/2020/01/im-to-get-new-computers-in-wake-of-malware-damage/0

United StatesHIC North America 2020 June 2 https://www.ftvlive.com/sqsp-test/2020/6/2/hackers-take-station-off-the-air0

United Arab EmiratesHIC Middle East & North Africa2019 July 4 https://www.zawya.com/mena/en/press-releases/story/Trend_Micro_urges_Jordan_enterprises_to_focus_on_hybridcloud_security_following_significant_surge_in_ransomware_attacks_across_the_nation-ZAWYA20190704050230/0

Israel HIC Middle East & North Africa2020 October 25 https://www.timesofisrael.com/10000-israelis-have-used-119-cyberhotline-to-report-hacks-cyber-directorate/0

United KingdomHIC Europe & Central Asia2019 July 8 https://www.forexcrunch.com/monero-xmr-caught-up-in-cryptojacking-malware-which-targets-linux-servers/0

NetherlandsHIC Europe & Central Asia2019 March 15 https://www.smn-news.com/st-maarten-st-martin-news/31452-exclusive-szv-lost-over-1m-through-phishing-scam.html0

United StatesHIC North America 2019 August 1 http://www.kcchronicle.com/2019/07/26/batavia-company-defrauded-of-more-than-27k-in-spear-phishing-scam/ao05szg/0

United KingdomHIC Europe & Central Asia2019 September 2 https://www.ibtimes.co.uk/sex-toys-are-being-supercharged-hackers-16684680

Saudi ArabiaHIC Middle East & North Africa2019 September 12 https://www.arabianbusiness.com/technology/427265-uae-says-cyber-attacks-fall-27-in-first-8-months-of-20190

United StatesHIC North America 2019 September 23 http://mondaq.com/unitedstates/x/846654/fin+tech/Cryptomining+Malware+Found+In+Study+Materials+Other+Malware+Uses+Bitcoin+To+Proliferate0

Uganda LIC Sub-Saharan Africa2019 February 26 https://pctechmag.com/2014/11/hackers-using-hotel-wi-fi-to-check-into-victims-computers/0

United StatesHIC North America 2017 January 12 http://www.publicceo.com/2017/01/concerns-remain-after-hack-of-san-francisco-rail-system/0

United StatesHIC North America 2017 April 20 http://www.azcentral.com/story/news/local/arizona/2017/04/20/auditors-were-able-hack-arizona-des-during-routine-cybersecurity-review/100616996/0

United StatesHIC North America 2017 May 12 http://www.pymnts.com/news/security-and-risk/2017/hacker-tracker-identity-fraud-on-the-rise/0

United StatesHIC North America 2017 May 15 https://techcrunch.com/2017/05/15/yahoos-bob-lord-said-massive-data-breach-felt-like-vertigo/0

United StatesHIC North America 2018 October 10 http://www.investmentwatchblog.com/surviving-the-aftermath-of-the-equifax-data-breach/[2110573, 2100782, 2081561]['EyN : Equifax comes to Chile to tell about its massive hacking experience', 'The Equifax Data Breach : Lessons Learned from a One - Year Look - Back', 'Surviving the Aftermath of the Equifax Data Breach – Investment Watch Blog']2
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Australia HIC East Asia & Pacific2017 June 1 http://www.smh.com.au/technology/technology-news/hackers-hold-sydney-startups-customer-database-for-ransom-20170601-gwi78t.html0

United StatesHIC North America 2017 August 3 http://www.eweek.com/security/more-hackers-building-ssl-encryption-into-malware-zscaler-finds0

PhilippinesLMC East Asia & Pacific2017 September 14 http://www.interaksyon.com/web-server-vulnerability-led-to-hack-equifax/0

United StatesHIC North America 2017 November 18 http://www.thejournal-news.net/news/local_news/county-computer-system-infected-by-malware-attack/article_2cf33f48-cbe4-11e7-abbc-b7b505a8c981.html0

Malaysia UMC East Asia & Pacific2017 November 27 https://www.thestar.com.my/news/nation/2017/11/27/minister-no-comment-on-news-report-on-source-of-massive-data-breach/0

United StatesHIC North America 2017 November 29 http://www.ibtimes.com/3-million-worth-cryptocurrency-stolen-bitcoin-gold-phishing-scam-26215290

Singapore HIC East Asia & Pacific2017 March 1 http://www.enterpriseinnovation.net/article/1-4-us-consumers-had-experienced-healthcare-data-breach-19324366310

United KingdomHIC Europe & Central Asia2018 February 6 http://www.bbc.co.uk/news/technology-429583310

United KingdomHIC Europe & Central Asia2018 May 30 https://www.kitguru.net/tech-news/featured-tech-news/ryan-burgess/there-is-now-an-exploit-for-ps4-consoles-running-firmware-5-05/0

United KingdomHIC Europe & Central Asia2018 March 19 http://manx.net/isle-of-man-news/85228/fraudsters-are-phishing-says-oft0

India LMC South Asia 2018 April 13 https://english.manoramaonline.com/news/kerala/2018/04/13/official-website-kcbc-hacked.html0

United StatesHIC North America 2018 June 13 https://threatpost.com/bypass-glitch-allows-malware-to-masquerade-as-legit-apple-files/132758/0

United StatesHIC North America 2018 June 20 https://www.nytimes.com/2018/06/20/business/equifax-hack-small-claims-court.html0

United KingdomHIC Europe & Central Asia2018 June 26 https://www.biztekmojo.com/2015/01/hackers-attack-twitter-announce-world.html0

United KingdomHIC Europe & Central Asia2018 July 4 https://www.infosecurity-magazine.com:443/news/iranian-attackers-spoof-phishing/0

United StatesHIC North America 2018 July 24 https://www.scmagazine.com/southern-baptist-convention-imb-suffers-data-breach/article/782884/0

Singapore HIC East Asia & Pacific2018 July 30 http://sglinks.com/pages/116884004-weekly-threat-report-27th-july-2018-ncsc-site0

United KingdomHIC Europe & Central Asia2018 October 30 http://ftnews.firetrench.com/2018/10/demonbot-ddos-malware/0

United KingdomHIC Europe & Central Asia2018 November 9 https://www.thetimes.co.uk/edition/news/chemical-attacks-and-election-hacking-russias-military-intelligence-service-9hm02znc00

United StatesHIC North America 2018 October 31 https://slate.com/technology/2018/10/facebook-earnings-call-massive-data-breach-user-growth-revenue-earnings.html0

United StatesHIC North America 2018 September 7 http://www.spamfighter.com/News-21751-Cobalt-Group-Behind-Global-Bank-Hacking-Spree-Launched-New-Attacks.htm0

United StatesHIC North America 2018 November 21 https://www.insurancejournal.com/news/southeast/2018/11/21/509313.htm0

United StatesHIC North America 2020 June 11 https://www.newstrib.com/2020/06/11/la-salle-county-ransomware-attack-cost-an-estimated-500-000-insurance-will-cover-almost-all-expenses/aa2umys/0

United StatesHIC North America 2020 January 28 https://www.lodinews.com/news/article_fe23e916-3e7c-11ea-9c04-5f113c6e9bf7.html0

United StatesHIC North America 2020 January 28 https://www.ajc.com/news/local/defendant-agrees-testify-gwinnett-courthouse-hacking-case/sdMdlFYWObvGAir3ZhoAVI/0

PhilippinesLMC East Asia & Pacific2020 June 8 https://www.rappler.com/technology/news/263211-san-beda-hack-16gb-data-allegedly-released0

Vietnam LMC East Asia & Pacific2020 June 24 https://tuoitrenews.vn/news/society/20200624/fake-vietnamese-ministry-website-found-spreading-spyware-bkav/55237.html0

United KingdomHIC Europe & Central Asia2020 February 21 https://www.techradar.com/news/hackers-impersonate-popular-vpn-service-to-steal-cryptocurrency0

Russia UMC Europe & Central Asia2020 March 12 https://www.bleepingcomputer.com/news/security/advanced-russian-hackers-use-new-malware-in-watering-hole-operation/0

India LMC South Asia 2020 March 17 https://gadgets.ndtv.com/apps/news/research-virtual-assistant-hacking-ultrasonic-inaudible-sound-activate-google-assistant-apple-siri-21962780

India LMC South Asia 2020 July 16 https://www.pinkvilla.com/entertainment/news/newswrap-july-15-dil-becharas-taare-ginn-song-out-bell-bottoms-scotland-schedule-twitter-accounts-hacked-5496680

United StatesHIC North America 2020 April 29 https://techcrunch.com/2020/04/29/hackers-chegg-employee-breach/0

United KingdomHIC Europe & Central Asia2020 August 13 https://www.infosecurity-magazine.com:443/news/phishing-verizon-credentials/0

United StatesHIC North America 2020 August 13 https://www.crainscleveland.com/jeremy-nobile-blog/ppp-updates-loan-forgiveness-portals-now-open-government-warns-borrowers-ppp0

Canada HIC North America 2020 September 4 http://www.kelownadailycourier.ca/opinion/columnists/article_a1e39574-ee3b-11ea-ac14-9bcf3f9d5c75.html0

India LMC South Asia 2021 December 14 https://www.tribuneindia.com/news/editorials/pms-account-hacked-3500400

South AfricaUMC Sub-Saharan Africa2020 September 10 https://it-online.co.za/2020/09/10/evolved-qbot-trojan-debuts-on-top-malware-list/0

United StatesHIC North America 2021 July 30 https://www.bankinfosecurity.com/card-stealer-malware-uses-new-evasion-technique-a-171780

United StatesHIC North America 2021 January 8 https://www.delcotimes.com/news/delco-details-cyber-attack-admits-paying-ransom/article_ad004688-5131-11eb-b7de-9718a8745797.html0

United KingdomHIC Europe & Central Asia2021 February 9 https://www.computerweekly.com/news/252496065/NHS-reports-fewer-phishing-emails-in-20200

United StatesHIC North America 2020 December 16 https://whyy.org/articles/septa-malware-attack-busted-automated-rider-counters-used-to-stop-transit-crowding/0

Italy HIC Europe & Central Asia2022 December 28 https://www.zazoom.it/2022-12-28/da-paura-il-phishing-da-deepfake-e-gia-una-realta/12140876/0
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United StatesHIC North America 2019 April 17 https://www.1380kcim.com/news/2019/phishing-email-spoofing-audubon-county-sheriffs-office-address-reported-again/0

United StatesHIC North America 2018 December 9 http://fortune.com/2018/12/08/marriott-data-breach-quora-hack-aussie-encryption-law/0

United StatesHIC North America 2019 May 2 https://www.columbian.com/news/2019/may/01/aging-disabilities-agency-hit-by-data-breach-exposing-info/0

United StatesHIC North America 2019 May 3 https://www.wired.com/story/barium-hackers-supply-chain-portland-open-internet-notre-dame/0

United StatesHIC North America 2019 May 20 https://healthitsecurity.com/news/ctca-reports-second-phishing-attack-related-breach-in-6-months0

United StatesHIC North America 2021 June 22 https://healthitsecurity.com/news/insight-global-calls-on-former-employees-to-secure-pii-data-breach0

Armenia UMC Europe & Central Asia2019 May 28 https://www.tert.am/en/news/2019/05/28/cyber-bullying/30103970

United StatesHIC North America 2020 March 11 https://doorcountydailynews.com/news/4965140

Kenya LMC Sub-Saharan Africa2019 January 31 https://www.standardmedia.co.ke/article/2001311509/two-suspects-charged-over-bank-systems-hacking0

United StatesHIC North America 2019 February 12 http://www.spamfighter.com/News-22027-Resurgence-of-the-phishing-scams-targeting-customers-of-DBS-Bank-via-SMS-said-Police.htm0
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United StatesHIC North America 2018 November 4 https://www.androidpolice.com/2018/11/03/amazon-fire-tv-cube-2017-fire-tv-stick-rooted-using-hdmi-exploit/0
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Russia UMC Europe & Central Asia2021 August 24 https://www.securityweek.com/nokia-owned-sac-wireless-discloses-data-breach0
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United KingdomHIC Europe & Central Asia2017 July 6 http://www.telegraph.co.uk/business/2017/07/06/dettol-maker-reckitt-benckiser-warns-revenue-will-hit-cleans/0

United StatesHIC North America 2017 July 24 https://nakedsecurity.sophos.com/2017/07/24/news-in-brief-china-forces-spyware-on-minority-group-farewell-to-paint-drones-to-be-regulated/0
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Israel HIC Middle East & North Africa2020 May 21 https://www.bizportal.co.il/capitalmarket/news/article/7803800

Russia UMC Europe & Central Asia2020 June 5 https://www.securitylab.ru/blog/company/PandaSecurityRus/348513.php0

France HIC Europe & Central Asia2020 July 3 https://www.lemondeinformatique.fr/actualites/lire-telex-mongodb-cible-par-du-ransomware-docaposte-prend-part-dans-ar24-facebook-lache-lasso-79651.html0
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France HIC Europe & Central Asia2020 December 15 https://www.lemondeinformatique.fr/actualites/lire-le-croisieriste-hurtigruten-saborde-par-un-ransomware-81363.html0

Uruguay HIC Latin America & Caribbean2020 June 7 https://www.elpais.com.uy/que-pasa/hackers-atacan-ceibal-usurpan-identidad-profesores-suben-pornografia.html0

Costa RicaUMC Latin America & Caribbean2020 March 4 http://www.elpais.cr/2020/03/03/kaspersky-informa-de-2-600-casos-de-deteccion-de-malwares-relacionados-con-coronavirus/0

Indonesia LMC East Asia & Pacific2019 August 9 https://regional.kompas.com/read/2019/08/09/15141121/rambu-lalu-lintas-di-makassar-diduga-diretas-tulisannya-diganti-curhat-cinta0
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KyrgyzstanLMC Europe & Central Asia2019 June 11 http://svodka.akipress.org/news:1551430 0

Indonesia LMC East Asia & Pacific2019 April 16 https://news.okezone.com/read/2019/04/16/605/2044417/fadli-zon-sejumlah-aset-web-bpn-prabowo-sandi-diserang-hacker0

Italy HIC Europe & Central Asia2019 October 7 https://www.zazoom.it/2019-10-07/pd-attacco-hacker-di-anonymous-ora-seguite-i-soldi-quali-dati-sono-stati-rivelati/5855912/0

Norway HIC Europe & Central Asia2018 February 25 https://www.tek.no/artikler/spillselskap-installerte-passord-stjelende-program-pa-brukernes-pc-er/4312360

Mexico UMC Latin America & Caribbean2018 July 14 http://eldiariodechihuahua.mx/El_Paso/2018/07/14/fingieron-hackers-de-rusia-ser-residentes-de-el-paso-tx/0

Finland HIC Europe & Central Asia2018 February 19 https://www.tivi.fi/Kaikki_uutiset/hakkeri-tympaantyi-vakoilusovellukseen-murtautui-palvelimelle-ja-tuhosi-kehittajalta-teratavun-verran-dataa-67025130

Russia UMC Europe & Central Asia2018 July 6 https://ria.ru/society/20180706/1524111460.html0

Lithuania HIC Europe & Central Asia2018 February 1 http://www.ve.lt/naujienos/kriminalai/gimnazistai-nulauze-dienyno-paskyras-ir-keite-pazymius-1611405/0

Finland HIC Europe & Central Asia2018 June 6 https://www.mtv.fi/lifestyle/digi/artikkeli/suuri-tietomurto-suomalaistenkin-suosimalla-sukusivustolla-jopa-92-miljoonan-kayttajan-tunnukset-varastettiin/69384020

Czech RepublicHIC Europe & Central Asia2018 October 21 https://www.zive.cz/clanky/mirumilovna-pilsneria-celila-nejvetsimu-kybernetickemu-utoku-v-dejinach/sc-3-a-195570/default.aspx0

Argentina UMC Latin America & Caribbean2017 July 26 http://losandes.com.ar/article/filtraron-chat-del-massismo-en-la-sesion-por-la-expulsion-de-de-vido-y-denunciaron-hackeo0

Israel HIC Middle East & North Africa2017 April 9 http://www.calcalist.co.il/internet/articles/0,7340,L-3711263,00.html0

Colombia UMC Latin America & Caribbean2017 May 13 https://nasional.tempo.co/read/news/2017/05/13/078875056/kominfo-rs-harapan-kita-dan-dharmais-target-peretasan-massal0

Japan HIC East Asia & Pacific2017 March 8 http://www.etnews.com/201703080002920

Russia UMC Europe & Central Asia2017 September 27 https://habrahabr.ru/company/ruvds/blog/338822/0
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http://www.theregister.co.uk/2018/02/07/uber_quit_github_for_custom_code_after_2016_data_breach/
https://www.express.co.uk/life-style/science-technology/936245/Windows-10-warning-security-exploit-hackers-steal-sensitive-files-Microsoft-PC
https://www.sfgate.com/news/article/Security-firm-All-it-took-was-35-and-a-laptop-12822536.php
https://www.securityweek.com/massachusetts-man-pleads-guilty-atm-hacking
http://www.gmanetwork.com/news/money/companies/652697/privacy-commission-orders-jollibee-to-suspend-online-delivery-services-over-data-breach/story/
http://www.govtech.com/security/Some-Kanawha-County-WVa-Employees-Given-Data-Breach-Notices.html
https://collegian.com/2018/08/ramweb-banking-information-editing-capability-disabled-after-phishing-scam/
https://www.telecinco.es/informativos/tecnologia/conferencia-ciberdelitos-policiales-proyectando-pornografia-infantil-hackers_18_2946045382.html
https://www.businesstimes.com.sg/government-economy/coi-into-singhealth-cyber-attack-to-hold-more-hearings
https://www.queensjournal.ca/story/2018-09-24/news/campus-phishing-for-solution-to-email-scams/
https://www.express.co.uk/news/world/1058743/macron-news-paris-riots-protests-hacking-ariane-french-security
https://montrealgazette.com/news/politics/mps-very-nervous-about-canadian-election-meddling-as-final-report-on-facebook-data-breach-released/wcm/eec467cb-f7c0-49fb-9d9a-ce5d760e3f7b
http://fortune.com/2018/12/20/amnesty-human-rights-password-login-security-phishing/
http://www.tudno.co.uk/largest-ever-uk-data-breach-goes-unpunished/
https://threatpost.com/vivin-nets-thousands-cryptomining-malware/152110/
https://betanews.com/2020/01/27/windows-remote-desktop-gateway-rce-exploit/
https://www.androidheadlines.com/2020/05/strandhogg-android-vulnerability-exploit-returns-90-percent-of-users-affected.html
https://www.jdsupra.com/legalnews/data-breach-class-actions-eastern-29139/
https://www.thehindu.com/news/cities/Delhi/ex-employee-held-for-hacking-meddling-with-data-of-pvt-firm/article32187008.ece
https://www.wlky.com/article/beshear-administration-officials-admit-error-in-not-reporting-data-breach/33408636
https://www.technewsworld.com/story/mobile-tech/86520.html
https://www.click2houston.com/news/local/2020/09/30/houston-area-health-organization-says-patients-targeted-in-phishing-incident/
https://threatpost.com/spotify-changes-passwords-data-breach/162256/
https://www.paymentsjournal.com/criminals-vs-networked-ai-a-hack-at-wawa-we-should-all-pay-attention-to/
https://thehill.com/policy/technology/overnights/571590-hillicon-valley
https://www.computerweekly.com/news/252506664/Mass-health-tracker-data-breach-has-UK-impact
https://www.washingtonpost.com/business/2021/03/01/solarwinds-sec-inquiry/


United StatesHIC North America 2021 November 10 https://www.prweb.com/releases/city_of_gary_names_uncommonx_cybersecurity_lead_after_ransomware_attack_recovery/prweb18324130.htm0

Sweden HIC Europe & Central Asia2022 October 10 https://computersweden.idg.se/2.2683/1.771435/efter-cyberattacken-drojer-innan-naturvardsverket-far-upp-sina-it-system0

Panama UMC Latin America & Caribbean2022 September 5 https://www.diaadia.com.pa/el-pais/realizan-operativos-para-desarticular-banda-dedicada-estafar-mediante-el-phishing-y-sim0

Moldova UMC Europe & Central Asia2022 November 18 https://newsmaker.md/rus/novosti/platforma-da-i-partiya-peremen-obratilis-k-sandu-po-povodu-vzloma-telegram-kanalov-politikov/0

Russia UMC Europe & Central Asia2022 December 22 https://www.cnews.ru/news/top/2022-11-28_interpol_za_odnu_operatsiyu0

South KoreaHIC East Asia & Pacific2022 August 3 http://segye.com/newsView/202208035155550

South KoreaHIC East Asia & Pacific2022 February 20 https://www.edaily.co.kr/news/read?newsId=01922086632232488&mediaCodeNo=2570

Ukraine LMC Europe & Central Asia2022 August 25 http://internetua.com/hakeri-znaishli-novii-sposib-kradijok-danih-luadei0

Germany HIC Europe & Central Asia2022 October 3 https://www.heise.de/news/Mexikanische-Armee-steht-nach-Hackerangriff-nackt-da-7282860.html0

Russia UMC Europe & Central Asia2022 August 5 https://overclockers.ru/blog/Deep_FPGA/show/72162/hakery-vzlomali-krupnejshego-proizvoditelya-raket-i-zrk-v-evrope-pohischeny-sekretnye-dannye0

Thailand UMC East Asia & Pacific2022 March 23 https://www.bangkokbiznews.com/blogs/columnist/9952200

Mexico UMC Latin America & Caribbean2022 April 14 https://www.zocalo.com.mx/reportan-fraudes-a-clientes-advierte-pishing-citibanamex/0

South KoreaHIC East Asia & Pacific2020 April 6 http://newspim.com/news/view/202004060010170

Tunisia LMC Middle East & North Africa2022 April 11 https://www.businessnews.com.tn/le-piratage-de-la-bct-objet-dune-enquete-au-pole-antiterroriste,520,118223,30

Bahrain HIC Middle East & North Africa2020 June 6 http://www.albiladpress.com/news/2020/4253/bahrain/649001.html0

Mexico UMC Latin America & Caribbean2021 June 17 https://www.jornada.com.mx/notas/2021/06/16/politica/hackean-la-cuenta-de-twitter-del-pes/0

India LMC South Asia 2021 April 21 https://navbharattimes.indiatimes.com/tech/gadgets-news/remove-these-eight-fraud-apps-from-your-android-devices-immediately/articleshow/82182918.cms0

Russia UMC Europe & Central Asia2017 February 3 http://rosinvest.com/novosti/1296732[154012, 154020, 154070, 154028, 154003]["Hackers learned about the IOC's attempt to obtain proof of the Russians' guilt from McLaren Russian news EN en", 'Hackers published a letter from the IOC to McLaren about Russian officials :: Technology and media', 'Hackers exposed correspondence between the IOC and McLaren about Russian officials', 'Hackers published a letter from the IOC to Richard McLaren demanding to substantiate the involvement of Russians in doping scandals', 'RosInvest News. Com : Hackers release IOC letter to McLaren about Russian officials']4

South KoreaHIC East Asia & Pacific2021 May 30 https://www.edaily.co.kr/news/read?newsId=01515366629054168&mediaCodeNo=2570

Romania UMC Europe & Central Asia2021 October 22 https://economie.hotnews.ro/stiri-it-25126078-hackerii-folosesc-furnizori-legitimi-cloud-pentru-stoca-malware-aproape-90-din-malware-detectat-fost-livrat-prin-mail-arata-raport.htm0

Norway HIC Europe & Central Asia2021 April 26 https://www.digi.no/artikler/populaer-passordtjeneste-hacket-kan-ha-lekket-passordene-dine/5095570

Indonesia LMC East Asia & Pacific2021 September 12 https://www.jawapos.com/oto-dan-tekno/teknologi/12/09/2021/beredar-kabar-hacker-serang-10-kementerian-dan-lembaga-di-ri/0

France HIC Europe & Central Asia2021 May 6 https://france3-regions.francetvinfo.fr/hauts-de-france/nord-0/reglement-de-comptes-a-rousies-sur-le-panneau-de-la-mairie-2079022.html0

Spain HIC Europe & Central Asia2021 September 9 https://www.microsiervos.com/archivo/seguridad/new-phishing-attack-uses-morse-code-to-hide-malicious-urls.html0

France HIC Europe & Central Asia2021 February 16 https://www.phonandroid.com/telegram-certains-autocollants-pouvaient-pirater-vos-conversations-chiffrees.html0

Spain HIC Europe & Central Asia2021 October 25 https://www.20minutos.es/tecnologia/ciberseguridad/la-gravedad-del-ciberataque-a-la-universidad-autonoma-de-barcelona-hay-mas-de-650-000-archivos-comprometidos-4866682/0

Russia UMC Europe & Central Asia2021 December 24 https://www.ferra.ru/news/computers/lyubitelei-kriptovalyuty-khakery-nachali-atakovat-v-messendzhere-telegram-24-12-2021.htm0

Austria HIC Europe & Central Asia2020 December 10 https://www.heute.at/s/facebook-seite-von-landtagspraesident-gehackt-1001169030

Russia UMC Europe & Central Asia2020 January 21 https://www.cnews.ru/news/line/2020-01-21_check_point_27_organizatsij_stolknulis0

China UMC East Asia & Pacific2020 April 26 https://finance.sina.com.cn/stock/relnews/dongmiqa/2020-04-26/doc-iirczymi8454161.shtml0

Mexico UMC Latin America & Caribbean2020 November 21 https://laverdadnoticias.com/quintanaroo/Descartan-robo-de-datos-tras-hackeo-al-portal-del-Ayuntamiento-de-Benito-Juarez-20201120-0233.html0

Poland HIC Europe & Central Asia2020 May 21 https://serwisy.gazetaprawna.pl/nowe-technologie/artykuly/1478224,tracza-antykryzysowa-abw-pomoc-z-pfr.html0

France HIC Europe & Central Asia2020 August 31 https://www.linformaticien.com/actualites/id/55011/une-attaque-de-phishing-par-linkedin-interpose.aspx0

Mexico UMC Latin America & Caribbean2020 September 11 https://pulsoslp.com.mx/cienciaytecnologia/hackers-usan-a-mulan-para-propagar-codigos-maliciosos/11805290

Spain HIC Europe & Central Asia2020 June 5 https://www.laverdad.es/murcia/juez-cartagena-investiga-20200605002529-ntvo.html0

Russia UMC Europe & Central Asia2019 July 2 https://sputnik-georgia.ru/world_society/20190702/245797641/Virus-vmesto-igry-vredonosnye-programmy-atakovali-pochti-million-geymerov.html0

Ukraine LMC Europe & Central Asia2019 February 10 http://rusjev.net/2019/02/10/hakeryi-razoblachili-proekt-fsb-dlya-monitoringa-nastroeniy-v-sotssetyah/0

South KoreaHIC East Asia & Pacific2019 March 15 http://www.edaily.co.kr/news/read?newsId=02640406622423648&mediaCodeNo=2570

Poland HIC Europe & Central Asia2019 July 4 https://tech.wp.pl/obiecywali-odszyfrowac-komputer-po-ataku-ransomware-ponownie-oszukali-ofiary-6398964547528321a0

Finland HIC Europe & Central Asia2019 March 6 https://www.kaleva.fi/uutiset/kulttuuri/tvssa-tanaan-nuori-joni-kaatoi-pankkien-verkkosivuja-tama-oli-hanen-motiivinsa/816289/0

Poland HIC Europe & Central Asia2019 May 27 http://globaleconomy.pl/cyfrowa-gospodarka/cyberbezpieczenstwo/31561-ponad-40-mln-atakow-dziennie-chinscy-hakerzy-celuja-w-polske-badacze-check-pointa0

Argentina UMC Latin America & Caribbean2019 December 20 https://www.losandes.com.ar/article/view?slug=ameal-denuncio-un-hackeo-al-club-que-provoco-un-faltante-de-unos-500-mil-euros0

Belgium HIC Europe & Central Asia2019 July 11 https://belgium-iphone.lesoir.be/2019/07/11/apple-desactive-lapp-walkie-talkie-pour-un-risque-de-piratage/0

Mexico UMC Latin America & Caribbean2018 May 17 https://lasillarota.com/condusef-quintana-roo-problemas-quejas-hackeo/2229060

NetherlandsHIC Europe & Central Asia2018 October 5 https://www.computable.nl/artikel/nieuws/security/6472804/250449/50-instellingen-doorstaan-nepaanval-ransomware.html0

Italy HIC Europe & Central Asia2018 September 6 https://www.zazoom.it/2018-09-06/m5s-hacker-pubblica-numeri-telefono-di-maio-bonafede-toninelli/4631888/0

Bolivia LMC Latin America & Caribbean2018 April 22 http://www.opinion.com.bo/opinion/articulos/noticias.php?a=2018&md=0422&id=2520960

Romania UMC Europe & Central Asia2017 March 16 http://www.maszol.ro/index.php/tech-tudomany/78119-romaniaban-tizb-l-harom-felhasznalot-ert-mar-kibertamadas0

France HIC Europe & Central Asia2017 February 23 http://www.europe1.fr/economie/le-piratage-a-coute-14-milliard-deuros-en-france-en-2016-29861090

AzerbaijanUMC Europe & Central Asia2017 March 29 http://vesti.az/news/326865 0

Israel HIC Middle East & North Africa2017 May 13 http://www.ynet.co.il/articles/0,7340,L-4961420,00.html0

Mexico UMC Latin America & Caribbean2017 August 7 http://pcworld.com.mx/aumentan-los-ataques-homograficos-sitios-web-falsos-con-malware/0

Ukraine LMC Europe & Central Asia2017 June 28 http://ua.interfax.com.ua/news/general/432176.html0

United StatesHIC North America 2021 November 16 https://www.marketwatch.com/story/bitcoin-price-boom-is-helping-sustain-ransomware-hackers-fbi-says-116370894370

United StatesHIC North America 2021 May 5 https://www.wktv.com/content/news/Faxton-St-Lukes-Healthcare-faces-data-breach-potentially-exposing-information-on-thousands-of-patients-574354251.html0
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United StatesHIC North America 2022 June 9 https://www.jdsupra.com/legalnews/weekly-data-breach-alert-june-1-7-6182595/0

Japan HIC East Asia & Pacific2022 June 12 https://attackofthefanboy.com/gaming/fortnites-among-us-crossover-came-with-a-huge-v-bucks-exploit/0

Australia HIC East Asia & Pacific2022 August 22 https://www.lifehacker.com.au/2022/08/some-of-those-google-ads-are-actually-hackers/0

United StatesHIC North America 2021 June 11 https://www.washingtontimes.com:443/news/2021/jun/11/cybersecurity-professional-arrested-on-charges-of-/0

United StatesHIC North America 2022 August 24 https://investorplace.com/2022/08/near-bridge-rainbow-repels-second-attempted-crypto-hack/0

United StatesHIC North America 2021 July 2 https://breakingdefense.com/2021/07/government-to-attribute-exchange-hacks-soon/0

New ZealandHIC East Asia & Pacific2021 July 6 https://www.stuff.co.nz/technology/300350599/chatroom-used-by-hackers-behind-global-kaseya-attack-to-talk-to-victims-down0

PhilippinesLMC East Asia & Pacific2022 August 11 https://newsinfo.inquirer.net/1645004/2-nigerian-filipina-nabbed-over-alleged-bank-hacking0

United KingdomHIC Europe & Central Asia2022 July 20 https://eandt.theiet.org/content/articles/2022/07/albanian-government-services-suffer-massive-cyberattack/0

Australia HIC East Asia & Pacific2022 January 26 https://www.arnnet.com.au/article/694680/education-sector-hounded-by-cyber-attacks-2021/0

United StatesHIC North America 2022 September 22 https://tech.co/news/phishing-campaign-govt-agencies0

United StatesHIC North America 2022 April 8 https://finance.yahoo.com/news/hillicon-valley-meta-reveals-russian-000526019.html0

United StatesHIC North America 2022 April 14 https://www.kwxx.com/2022/04/14/phishing-message-potentially-sent-to-first-hawaiian-customers/0

United KingdomHIC Europe & Central Asia2019 January 10 https://www.scmagazine.com/home/security-news/a-new-malware-dubbed-icepick-3pc-is-stealing-device-ip-addresses-en-masse-since-at-least-spring-2018/[3958521, 5070821, 4995614, 5070820]['ICEPick - 3PM malware compromises third - party tools to steal Android IPs', 'ICEPick - 3PM malware steals Android IPs', 'IcePick - 3PC Malware Strain Steals Device IPs - Infosecurity Magazine', 'ICEPick - 3PC malware steals Android IPs']3

United StatesHIC North America 2022 December 13 https://www.govtech.com/security/hackers-claims-to-have-california-department-of-finance-data0

Australia HIC East Asia & Pacific2019 March 10 https://www.mortgagebusiness.com.au/breaking-news/13209-bank-warns-of-third-party-data-breach-reported0

United StatesHIC North America 2019 May 11 https://www.tmcnet.com/usubmit/2019/05/10/8953396.htm0

United KingdomHIC Europe & Central Asia2019 April 4 https://iwradio.co.uk/2019/04/04/isle-of-wight-school-data-breach-prompts-investigation/0

United StatesHIC North America 2019 May 3 https://threatpost.com/cartoon-network-hack-catholic-jason-statham-scams/144350/0

India LMC South Asia 2021 May 26 https://economictimes.indiatimes.com/news/india/bengaluru-civic-body-faces-flak-over-data-breach-of-covid-patients/articleshow/82963454.cms0
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Russia UMC Europe & Central Asia2018 January 21 http://gr-sily.ru/obshestvo/shkol-nik-haker-obmanul-cru-i-fbr-26353.html0

Mexico UMC Latin America & Caribbean2018 May 30 http://www.dineroenimagen.com/economia/han-recuperado-parte-de-dinero-del-hackeo-spei-revela-cnbv/994880

Spain HIC Europe & Central Asia2018 November 30 http://www.diariosigloxxi.com/texto-ep/mostrar/20181130165758/espana-tercer-pais-mundo-afectado-phishing-tercer-trimestre-20180

United StatesHIC North America 2018 March 21 http://globedia.com/plugins-editores-texto-ayudan-hackers-obtener-privilegios-elevados0

Uruguay HIC Latin America & Caribbean2017 June 14 http://www.lr21.com.uy/comunidad/1334895-anonymous-hackea-una-clinica-dental-y-cancela-las-deudas-de-sus-clientes0

France HIC Europe & Central Asia2017 August 10 http://www.distributique.com/actualites/lire-kaspersky-les-pirates-exigent-des-rancons-sous-peine-de-ddos-26637.html0

France HIC Europe & Central Asia2017 March 21 https://www.netpme.fr/actualite/hacking-de-lhotel-de-ville-startups-a-recherche-de-collaborateurs/0

Mexico UMC Latin America & Caribbean2017 December 12 https://lasillarota.com/metropoli/por-hackeo-le-roban-5-millones-a-la-secretaria-de-cultura-secretaria-de-cultura-hackeo-cinco-millones-de-pesos-nomina-fraude-bancario/1889800

Peru UMC Latin America & Caribbean2017 January 6 http://www.commondigital.commonperu.com/index.php/intel/25425-el-hackeo-de-la-foto-de-android-una-foto-dice-mas-que-mil-comandos0

Greece HIC Europe & Central Asia2017 March 13 http://www.stoxos.gr/2017/03/blog-post_297.html0

India LMC South Asia 2021 April 12 https://indiancountrytoday.com/the-press-pool/u-s-department-of-the-interior-statement-on-office-of-hearings-and-appeals-data-breach0

United StatesHIC North America 2022 June 29 http://www.chicagotribune.com/dining/ct-food-bien-trucha-restaurant-group-facebook-hacked-20220629-bpm25lmh4nhezfjvxgqon5yvgq-story.html0

United StatesHIC North America 2022 July 27 https://www.insideedition.com/hackers-drain-life-savings-from-2-womens-bank-accounts-in-sim-swapping-scam-761010

United StatesHIC North America 2022 August 22 https://www.jdsupra.com/legalnews/sturm-ruger-co-inc-announces-third-1470855/0

United StatesHIC North America 2022 August 10 https://www.law360.com/articles/15193390

United StatesHIC North America 2022 August 26 https://1520theticket.com/lawsuit-over-2020-mayo-clinic-data-breach-resolved/0

China UMC East Asia & Pacific2022 September 4 https://cointelegraph.com/news/pwc-venezuela-twitter-account-hacked-attacker-shills-fake-xrp-giveaway0

Nigeria LMC Sub-Saharan Africa2022 November 23 https://allafrica.com/stories/202211230430.html0

United StatesHIC North America 2022 March 31 https://www.ksro.com/2022/03/31/hackers-breach-data-of-california-healthcare-network/0

United StatesHIC North America 2022 April 1 https://www.techrepublic.com/article/phishing-exploits-calendar-app/0

India LMC South Asia 2019 May 13 https://www.thenewsminute.com/article/companies-struggle-phishing-user-focused-attacks-hackers-turn-focus-india-1016920

United StatesHIC North America 2019 April 25 https://news.yahoo.com/top-atlanta-news-hawks-online-163415636.html0

United StatesHIC North America 2022 December 14 https://www.scmagazine.com/brief/threat-intelligence/new-muddywater-spear-phishing-campaign-hits-several-asian-countries0

Russia UMC Europe & Central Asia2022 December 16 https://www.bleepingcomputer.com/news/security/colombian-energy-supplier-epm-hit-by-blackcat-ransomware-attack/0

United StatesHIC North America 2019 June 3 https://www.businesswire.com/news/home/20190603005667/en/IOXO-Launches-CityWRX%E2%84%A2-Address-Ransomware-Municipalities-Virtualization0

United StatesHIC North America 2019 May 15 https://www.idahostatesman.com/news/local/community/boise/article230430154.html0

Canada HIC North America 2020 December 23 https://www.620ckrm.com/2020/12/22/ministry-of-health-provides-update-on-ehealth-saskatchewan-malware-attack-from-january/0

United StatesHIC North America 2019 January 24 http://www.darkreading.com/attacks-breaches/rf-hacking-research-exposes-danger-to-construction-sites/d/d-id/13337170

United StatesHIC North America 2019 March 5 https://www.newsbtc.com/2019/03/04/wex-btc-samsam-ransomware/0

United StatesHIC North America 2019 March 19 http://www.homelandsecuritynewswire.com/dr20190319-blocking-digital-gold-diggers0

BangladeshLMC South Asia 2019 September 13 https://www.risingbd.com/english/Cops-hacked-in-Habiganj-Accused-Musas-mother-sisters-arrested/642080

United KingdomHIC Europe & Central Asia2019 September 24 https://www.eveningnews24.co.uk/news/crime/elliot-gunton-usa-arrest-warrant-computer-hacking-1-62876340

China UMC East Asia & Pacific2019 October 18 http://www.marsecreview.com/2019/10/chinese-hackers-use-new-cryptojacking-tactics-to-evade-detection/0

United StatesHIC North America 2019 October 18 https://www.inquisitr.com/5698349/russian-spy-united-states-cooperating-cyber-security/0

Singapore HIC East Asia & Pacific2019 November 2 https://www.straitstimes.com/asia/asian-insider-nov-1-isis-new-leader-whatsapp-hack-a-snake-last-seen-in-18470

Israel HIC Middle East & North Africa2021 August 17 https://www.haaretz.com/israel-news/tech-news/.premium-israeli-phone-hacking-firm-cellebrite-says-has-chosen-to-halt-sales-to-bangladesh-1.101263010

United StatesHIC North America 2017 February 13 http://hospitalitytechnology.edgl.com/news/Latest-POS-Security-Breach--Hackers-Hit-Arby-s1088700

United StatesHIC North America 2017 March 23 http://www.wschronicle.com/2017/03/refugees-health-care-hacking-discussed-town-hall/0

United StatesHIC North America 2017 August 24 http://www.emissourian.com/local_news/washington/computer-ransomware-knocks-out-city-network/article_13c219b8-6dd0-52ec-9761-1fcd6f2cc6d6.html0

Australia HIC East Asia & Pacific2017 August 25 http://www.heraldsun.com.au/technology/smartphones/happening-more-than-we-know-mobile-phone-porting-used-to-access-digital-lives-of-australians/news-story/3ca2b31b91068dc99e6f51a491235455?nk=c2ec86f7cbdde20bade1d0f0023d9ba3-15036607720

United StatesHIC North America 2017 September 19 https://www.cuinsight.com/cuna-host-equifax-data-breach-webinar-fs-isac.html0

United StatesHIC North America 2017 November 8 https://www.wthr.com/article/no-that-40-aldi-coupon-isnt-real-and-yes-it-probably-has-malware0

United StatesHIC North America 2017 December 7 https://www.scmagazine.com/michigan-man-pleads-guilty-in-washtenaw-county-phishing-scheme/article/712752/0

United StatesHIC North America 2017 December 14 http://www.wsbradio.com/business/personal-finance/irs-says-new-phishing-scam-targets-hotmail-users/4l3eXf7fxKucoefSqlJbJI/0

India LMC South Asia 2021 February 17 https://www.thehindu.com/sci-tech/technology/unpatched-security-bug-in-shareit-can-let-hackers-inject-malware/article33861577.ece0

India LMC South Asia 2020 June 15 https://indianexpress.com/article/india/bhima-koregaon-violence-nine-working-for-release-of-accused-were-targets-of-spyware-says-amnesty-report-6460795/[2560955, 2559386, 2557650]['8 activists of Elgar Parishad targeted by spyware : Amnesty | India News', 'Indian Human Rights Defenders Targeted by Email Spyware Campaign , Says New Report', 'Bhima Koregaon violence : Nine working for release of accused were targets of spyware , says Amnesty report']2

India LMC South Asia 2018 February 3 https://www.nyoooz.com/news/surat/1025035/2-arrested-for-hacking-aadhaar-security-stealing-subsidised-foodgrain/0

United StatesHIC North America 2018 April 21 http://econintersect.com/pages/contributors/contributor.php?post=2018042117210

United StatesHIC North America 2018 May 12 http://www.isssource.com/nsa-exploit-use-on-rise/0

United StatesHIC North America 2018 April 30 https://www.daytondailynews.com/business/sears-shares-new-details-about-customer-information-data-breach/rNjF8KO5GlzoBUg2QK7UhO/0

United StatesHIC North America 2018 June 25 http://www.spamfighter.com/News-21620-Liberty-Financial-Services-Victim-of-Hack-Insurance-Company-Confirms.htm0

United KingdomHIC Europe & Central Asia2018 May 14 https://www.computing.co.uk/ctg/news/3032205/hapless-us-police-department-taken-down-for-a-second-time-in-a-month-by-ransomware0

PhilippinesLMC East Asia & Pacific2018 May 15 https://business.mb.com.ph/2018/05/15/npc-receives-57-data-breach-notifications-since-january/0

United StatesHIC North America 2018 May 19 http://swoknews.com/local/malware-cause-computer-problem-city0

South AfricaUMC Sub-Saharan Africa2018 July 11 https://www.itweb.co.za/content/VgZeyqJAOOlMdjX90
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United StatesHIC North America 2018 July 31 https://www.bankinfosecurity.com/iowa-health-group-data-breach-hits-14-million-patients-a-112640

Japan HIC East Asia & Pacific2018 August 3 https://www.zdnet.com/article/iot-security-warning-your-hacked-devices-are-being-used-for-cyber-crime-says-fbi/0

United StatesHIC North America 2018 August 17 https://www.wisconsinrapidstribune.com/story/news/2018/08/17/adams-county-clerk-under-scrutiny-suspected-data-breach/1012317002/0

United StatesHIC North America 2018 October 18 https://www.wired.com/story/mysterious-return-of-years-old-chinese-malware-apt1/0

United StatesHIC North America 2018 September 4 https://fashionunited.com/executive/report/c-a-brazil-suffers-a-cyber-attack/20180904231740

United StatesHIC North America 2018 September 19 http://www.journalgazette.net/news/local/20180919/hacking-attempt-troubles-lutheran0

United StatesHIC North America 2018 October 2 https://www.mediapost.com/publications/article/325937/b2b-service-provider-hit-by-data-breach.html0

United StatesHIC North America 2018 November 27 https://www.klfy.com/news/local/scammers-trying-to-hack-into-personal-emails-threatening-ransomware/16204534280

South KoreaHIC East Asia & Pacific2018 December 13 https://www.sammobile.com/2018/12/13/samsung-bug-hackers-user-accounts/0

United StatesHIC North America 2018 December 28 https://siliconangle.com/2018/12/27/electrum-wallet-hack-spooks-market-results-bitcoin-price-plunging/0

Malaysia UMC East Asia & Pacific2020 February 8 https://www.malaysiakini.com/news/5100330

Ireland HIC Europe & Central Asia2020 February 24 https://www.breakingnews.ie/ireland/no-one-sanctioned-for-tusla-data-breach-983509.html0

United StatesHIC North America 2020 March 4 https://threatpost.com/microsoft-onenote-sidestep-phishing-detection/153436/0

United StatesHIC North America 2020 March 5 https://www.dailydot.com/debug/trump-intelligence-russia-cyberattack/0

United StatesHIC North America 2020 July 28 https://abc7chicago.com/health/chicago-hacker-asks-to-be-released-from-prison-due-to-covid-19/6337662/0

United StatesHIC North America 2020 April 21 https://lawstreetmedia.com/tech/another-clearview-ai-data-breach-adds-to-lawsuits-requested-preliminary-injunction/0

United StatesHIC North America 2020 April 22 https://www.wsj.com/articles/centralized-it-system-caused-pain-for-danish-manufacturer-hit-with-ransomware-115875478010

Guinea LIC Sub-Saharan Africa2020 September 3 https://www.africaintelligence.com/central-and-west-africa_business/2020/09/03/afgc-accuses-luanda-of-hacking-servers-in-expropriation-saga,109603599-ar10

United KingdomHIC Europe & Central Asia2020 September 7 https://www.professionalpensions.com/news/4019816/pmi-reports-ico-hacker-attack-leads-breach0

Canada HIC North America 2020 September 8 https://www.castanet.net/news/Penticton/310033/RDOS-continues-to-work-on-getting-systems-up-and-running-after-attempted-ransomware-attack0

United StatesHIC North America 2020 September 21 https://www.govtech.com/security/Missouri-Health-System-Maps-Damage-from-Phishing-Attack.html0

United StatesHIC North America 2021 December 28 https://www.retaildive.com/press-release/20211227-legion-launches-rapid-recovery-program-for-victims-of-ukg-private-cloud-ran/0

United StatesHIC North America 2021 February 18 http://www.timberjay.com/stories/isd-2142-hit-with-phishing-scheme,173430

United StatesHIC North America 2020 December 18 http://www.msn.com/en-us/news/politics/senate-armed-services-leaders-say-massive-hack-bears-hallmarks-of-a-russian-intelligence-operation/ar-BB1c1mlG0

United StatesHIC North America 2020 December 21 https://www.washingtonexaminer.com/news/cybersecurity-expert-chris-krebs-accepts-responsibility-massive-hack-russia0

United StatesHIC North America 2020 June 20 https://www.techdirt.com/articles/20100614/1405479807.shtml0

South AfricaUMC Sub-Saharan Africa2021 September 14 https://it-online.co.za/2021/09/14/phishing-puts-sa-companies-under-fire/0
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Peru UMC Latin America & Caribbean2019 June 12 https://larepublica.pe:443/economia/[4043215, 4043216]['Economy News today | Bank hack | Sunat | Ransomware | Cyber \u200b\u200battack | Stock Market | Telephony | AFP | Teleticket | dollar | dollar price | Sunarp | Osiptel | Jobs | Companies | Forbes | Exchange Rate | Actions | GDP | Teleth...', 'Economy News today | Bank hack | Sunat | Ransomware | Cyber \u200b\u200battack | Stock Market | Telephony | AFP | Teleticket | dollar | dollar price | Sunarp | Osiptel | Jobs | Companies | Forbes | Exchange Rate | Actions | GDP | Phone...']1

United StatesHIC North America 2017 February 10 https://nakedsecurity.sophos.com/2017/02/10/news-in-brief-big-brother-in-india-hacking-warning-to-journalists-wordpress-sites-hit/0

United StatesHIC North America 2017 February 9 http://www.corsicanadailysun.com/news/corsicana-isd-responds-to-data-breach-incident/article_deee240a-ee69-11e6-b5d7-db92c96a6034.html0

United StatesHIC North America 2017 March 29 http://www.cio.com/article/3186204/security/swearing-trojan-in-china-heralds-malware-to-come-in-the-us.html0

United StatesHIC North America 2017 April 25 http://www.spamfighter.com/News-20872-Homograph-Phishing-Attack-Emerges-Again.htm0

United StatesHIC North America 2017 May 23 http://www.sfgate.com/news/crime/article/Man-sentenced-for-using-hacked-news-releases-to-11166238.php0

United StatesHIC North America 2017 June 2 http://www.komando.com/happening-now/402735/data-breach-exposes-customer-passwords-and-encrypted-data0

Australia HIC East Asia & Pacific2017 July 11 https://www.arnnet.com.au/article/621656/email-malware-scam-zeroes-aussie-anz-customers/0

Russia UMC Europe & Central Asia2017 July 17 https://sputniknews.com/world/201707171055597403-russia-fbi-hacking-democrats-servers/0

Ireland HIC Europe & Central Asia2017 July 19 http://www.independent.ie/business/irish/law-firms-warned-to-ignore-and-delete-phishing-email-purporting-to-be-from-supreme-court-office-35946960.html0

United StatesHIC North America 2017 July 24 https://www.scmagazine.com/spring-dragon-targeting-high-profile-entities-around-south-china-sea/article/677106/0

PhilippinesLMC East Asia & Pacific2017 July 28 http://www.businessmirror.com.ph/phl-banks-business-on-many-hackers-crosshairs-symantec/0

United KingdomHIC Europe & Central Asia2017 August 2 http://www.ibtimes.co.uk/svpeng-android-banking-trojan-now-comes-keylogger-help-hackers-steal-everything-16330660

United StatesHIC North America 2017 October 6 https://whoradio.iheart.com/content/2017-10-05-group-claims-credit-for-johnston-iowa-school-hack/0

United StatesHIC North America 2018 January 11 http://www.newsweek.com/hacker-hijacked-school-webcams-produce-child-pornography-lawsuit-7777300

United StatesHIC North America 2018 March 8 https://healthitsecurity.com/news/reported-kansas-phi-data-breach-could-involve-info-of-11k0

Canada HIC North America 2018 March 22 https://www.blogto.com/city/2018/03/pc-optimum-ca-points-card-hacked/0

Canada HIC North America 2018 March 27 https://troymedia.com/2018/03/27/data-breach-liberals-wylie-cims/0

United KingdomHIC Europe & Central Asia2018 April 16 https://www.ftadviser.com/state-pension/2018/04/16/ico-investigates-waspi-data-breach/0

United KingdomHIC Europe & Central Asia2018 April 17 http://www.creweguardian.co.uk/news/national/16165845.Government_urged_to_learn_lessons_from_WannaCry_cyber_attack/0

United StatesHIC North America 2018 July 19 http://www.greenfieldreporter.com/2018/07/19/town_managers_email_hacked/0

Russia UMC Europe & Central Asia2018 August 2 https://www.bleepingcomputer.com/news/security/jury-convicts-anonymous-hacker-who-ddosed-childrens-hospital-later-got-lost-at-sea/0

China UMC East Asia & Pacific2018 August 30 https://gbtimes.com/majority-of-chinese-face-personal-data-breach-through-apps0

United StatesHIC North America 2018 December 10 https://xconomy.com/boston/2018/12/10/mcafee-cto-on-election-hacking-cryptojacking-quantum-security/0

Pakistan LMC South Asia 2020 June 10 https://defence.pk/pdf/threads/beml-indian-defence-contractor-suffers-data-breach-politically-motivated.670502/0

United StatesHIC North America 2018 December 12 https://wmich.edu/news/2018/12/50748 0

United StatesHIC North America 2020 February 10 http://www.chicagotribune.com/suburbs/barrington/ct-bcr-ransomware-training-tl-0213-20200210-mfp7vm35evcjbcofz2veu7eeuq-story.html0

Germany HIC Europe & Central Asia2022 December 6 https://www.ksta.de/ratgeber/phishing-neue-betrugsmasche-bei-paypal-ist-taeuschend-echt-3764070

United StatesHIC North America 2018 June 8 https://www.sfgate.com/news/bayarea/article/Richmond-Man-Convicted-Of-Five-Counts-Related-To-12977242.php[1729299, 1729319, 1726822, 1729315, 1729316, 1729320]['Richmond man faces up to 23 years in prison for hacking Peninsula news sites', 'Richmond man guilty of hacking Bay Area news organization', 'California man convicted of hacking Embarcadero Media in 2015', 'Jury convicts Richmond man of hacking news websites – East Bay Times', 'Jury convicts Richmond man of hacking news websites', 'Richmond Man Convicted Of Five Counts Related To 2015 Computer Hacking Of Embarcadero Media']5

United StatesHIC North America 2020 March 26 https://www.law360.com/articles/1257397/judge-allows-discovery-over-retrieval-masters-data-breach0

United StatesHIC North America 2020 April 15 https://www.tmcnet.com/usubmit/2020/04/15/9132514.htm0

United StatesHIC North America 2021 January 6 https://www.bankinfosecurity.com/phishing-emails-spoof-australias-cyber-security-center-a-157060

United StatesHIC North America 2020 October 2 https://www.natlawreview.com/article/ocr-imposes-fines-health-plan-business-associate-and-physician-group-related-to0

India LMC South Asia 2021 September 22 https://www.thehindubusinessline.com/money-and-banking/beware-of-trojan-malware-attack-meity-warns-customers-of-27-major-banks/article36618478.ece0

United StatesHIC North America 2021 October 26 https://news.yahoo.com/cash-starved-north-korea-eyed-092251323.html0

Turkey UMC Europe & Central Asia2022 January 27 https://www.ogunhaber.com/ekonomi/kaspersky-endustriyel-kuruluslara-saldiran-yeni-casus-yazilim-serisi-tespit-etti-2267841h.html0

South KoreaHIC East Asia & Pacific2022 July 19 http://www.busan.com/view/busan/view.php?code=20220719154043587030

Germany HIC Europe & Central Asia2022 October 14 https://www.netzwelt.de/news/208996-dhl-phishing-kleiner-zollbetrag-sorgt-grossen-aerger.html0

France HIC Europe & Central Asia2022 February 16 https://www.20minutes.fr/economie/auto/3236823-20220216-cles-contact-voitures-peuvent-etre-facilement-piratees0

Colombia UMC Latin America & Caribbean2022 August 11 https://noticias.caracoltv.com/colombia/pagina-de-fundacion-paz-y-reconciliacion-fue-objeto-de-ataque-cibernetico-rg100

Argentina UMC Latin America & Caribbean2022 November 9 https://www.ambito.com/informacion-general/microsoft/advierte-que-los-hackeos-crecieron-un-74-el-ultimo-ano-n55798120

Latvia HIC Europe & Central Asia2020 December 14 https://www.delfi.lv/bizness/tehnologijas/hakeri-algotni-deathstalker-uznemumiem-visa-pasaule-sakusi-uzbrukt-ar-jaunu-virusu.d?id=527544750

Ukraine LMC Europe & Central Asia2021 October 16 http://internetua.com/hakeri-pocsali-tayemno-mainiti-kriptovaluatu-na-csujih-magnitofonah0

Germany HIC Europe & Central Asia2021 December 7 https://www.zdnet.de/88398219/hacker-verstecken-malware-in-grossen-bloecken-von-junk-code/0

South KoreaHIC East Asia & Pacific2021 November 27 https://www.insight.co.kr/news/370083 0

Poland HIC Europe & Central Asia2020 August 24 https://nt.interia.pl/internet/news-konni-zlosliwy-malware-powraca,nId,46833570

Latvia HIC Europe & Central Asia2021 May 6 https://www.delfi.lv/news/arzemes/hakeru-uzbrukuma-cietusi-meduza-ziedojumu-vaksanas-kampana.d?id=531687990

Israel HIC Middle East & North Africa2021 December 12 https://fr.timesofisrael.com/lyon-des-panneaux-publicitaires-pirates-affichent-des-messages-anti-israel/0

Mexico UMC Latin America & Caribbean2021 November 1 https://www.elsoldemexico.com.mx/mexico/justicia/hackeo-a-pemex-podria-vincularse-con-crimen-organizado-y-robo-de-poliducto-en-sinaloa-7419488.html0

Spain HIC Europe & Central Asia2021 April 2 https://www.diariosur.es/economia/trabajo/sepe-malaga-colapso-20210401205526-nt.html0

Germany HIC Europe & Central Asia2021 March 22 https://www.heise.de/news/Scchlag-gegen-Emotet-Schadsoftware-Polizeiliche-Beweissicherung-unter-Beschuss-5994688.html0

Serbia UMC Europe & Central Asia2021 May 13 https://www.telegraf.rs/hi-tech/gedzeti/3338394-apple-gedzet-uredjaj-za-pracenje-i-prisluskivanje0

SwitzerlandHIC Europe & Central Asia2021 January 6 https://www.bazonline.ch/polizei-warnt-vor-mails-mit-verstecktem-trojaner-8580142694630

India LMC South Asia 2018 August 8 http://www.mangalorean.com/cbi-starts-probe-in-cambridge-analytica-data-breach-case/[1900497, 1886404, 1886394, 1900492, 1886405, 1886403, 1886411, 1900491, 1900503, 1900501, 1900504, 1900486, 1900483, 1886400, 1900487, 1900482]['Facebook data breach : CBI initiates preliminary enquiry against Cambridge Analytica , GSR | India News', 'Cambridge Analytica row : CBI examining govt reference to probe data breach', 'CBI examining govt reference to probe Cambridge Analytica data breach scandal', 'Facebook data breach : CBI initiates preliminary enquiry against Cambridge Analytica , GSR', 'CBI starts examining Cambridge Analytica data breach case', 'CBI Examining Govt Reference To Probe Cambridge Analytica Data Breach Scandal', 'CBI begins investigation in Cambridge Analytica data breach case , matter being examined under IT Act , 2000', 'CBI begins probe against Analytica for data breach', 'Facebook data breach : CBI begins preliminary enquiry against Cambridge Analytica , GSR', 'CBI starts preliminary enquiry into Facebook data breach', 'FB data breach : CBI begins probe against Cambridge Analytica , GSR', 'Data breach : CBI begins preliminary inquiry against Cambridge Analytica , Global Science Research', 'CBI starts probe in Cambridge15

South KoreaHIC East Asia & Pacific2021 July 1 https://www.news1.kr/articles/?4356526 0
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Austria HIC Europe & Central Asia2021 July 4 https://kurier.at/politik/ausland/raetselhafte-cyberattacke-auf-us-firma-vor-unabhaengigkeitstag/4014335110

United StatesHIC North America 2020 June 18 https://jp.reuters.com/article/amazon-com-saudi-arabia-idJPKBN23P03U0

South KoreaHIC East Asia & Pacific2020 July 22 http://www.hani.co.kr/arti/international/international_general/954812.html0

Bosnia and HerzegovinaUMC Europe & Central Asia2020 July 16 http://www.federalna.ba/bhs/vijest/326750/twitter-se-oglasio-povodom-napada0

Indonesia LMC East Asia & Pacific2020 January 15 https://www.cnnindonesia.com/teknologi/20200113205411-185-465026/keamanan-siber-jepang-peretasan-naik-saat-polemik-iran-as0

France HIC Europe & Central Asia2020 February 28 https://www.ladepeche.fr/2020/02/28/vote-a-luniversite-federale-de-toulouse-les-donnees-personnelles-de-105-000-etudiants-piratees,8762964.php0

Senegal LMC Sub-Saharan Africa2019 April 17 http://www.rewmi.com/piratage-systeme-gainde-6-transitaires-envoyes-prison.html0

Russia UMC Europe & Central Asia2019 July 31 http://chechenews.com/%D0%B3%D0%B5%D1%80%D0%BC%D0%B0%D0%BD%D0%B8%D1%8F-%D1%83%D1%81%D0%BF%D0%B5%D1%88%D0%BD%D0%BE-%D0%BE%D1%82%D1%80%D0%B0%D0%B7%D0%B8%D0%BB%D0%B0-%D0%B4%D0%B2%D0%B5-%D0%BA%D0%B8%D0%B1%D0%B5%D1%80%D0%B0/0

Japan HIC East Asia & Pacific2019 April 5 https://ascii.jp/elem/000/001/841/1841709/0
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Canada HIC North America 2021 December 16 https://infotel.ca/newsitem/rcmp-investigating-data-breach-at-big-white-ski-resort/it877860

United StatesHIC North America 2021 March 4 https://www.wral.com/coronavirus-leads-to-surge-in-computer-viruses/19556196/0

South KoreaHIC East Asia & Pacific2020 July 15 https://www.hankookilbo.com/News/Read/A20200715095800014760

India LMC South Asia 2017 October 17 http://www.businesstoday.in/current/economy-politics/hacked-credit-card-details-of-indians-sold-online-for-rs-500-mp-police/story/262189.html0

United StatesHIC North America 2017 February 23 https://www.fredericknewspost.com/news/education/schools/after-data-breach-fcps-passes-new-policy-to-handle-stolen/article_2ba221e0-3438-5209-9566-389c6933eb26.html0

Taiwan 2020 September 18 https://focustaiwan.tw/society/2020091800120

Japan HIC East Asia & Pacific2022 September 30 https://japan.zdnet.com/extra/dellmb_202209_01/35192715/0

United StatesHIC North America 2022 May 13 https://www.elvocero.com/noticia_rotary/article_bd6467a4-d239-11ec-aae3-2b357f4ac9ab.html0

Denmark HIC Europe & Central Asia2018 December 19 https://www.computerworld.dk/art/245830/morgen-briefing-jn-data-moeblerer-om-i-ejerkredsen-ny-danskstartet-milliardvirksomhed-under-opsejling-bygger-paa-dataanalyse-fysisk-sikkerhed-og-hackerangreb-overskygger-truslen-fra-insidere-advarer-pet0

United StatesHIC North America 2022 September 21 http://www.msn.com/en-us/news/technology/t-mobile-350-million-data-breach-settlement-find-out-if-you-qualify-to-file-a-claim/ar-AA1009J50

Bahrain HIC Middle East & North Africa2018 February 12 http://www.gdnonline.com/Details/3172190

United StatesHIC North America 2018 April 3 https://www.scmagazine.com/fauxpersky-spyware-impersonates-kaspersky-av-software-abuses-autohotkey-tools/article/755644/0

Russia UMC Europe & Central Asia2022 August 11 http://t-l.ru/327987.html 0

China UMC East Asia & Pacific2022 December 16 http://www.hkcd.com/hkcdweb/content/2022/12/16/content_1378143.html0

Spain HIC Europe & Central Asia2021 September 26 https://xornalgalicia.com/galicia/reportaxes-a-fondo/14106-las-vinculaciones-de-feijoo-y-mar-sanchez-sierra-con-la-corrupcion-de-pemex-investigada-por-la-fiscalia-de-mexico-han-sido-hakeadas-y-puestas-a-disposicion-publica-en-internet0

China UMC East Asia & Pacific2017 March 7 http://news.sina.com.cn/o/2017-03-07/doc-ifycaasy7760141.shtml0

Russia UMC Europe & Central Asia2017 March 21 https://habrahabr.ru/company/kingservers/blog/324480/0

United StatesHIC North America 2022 August 23 https://www.jdsupra.com/legalnews/service-by-medallion-inc-reports-data-8815042/0

United StatesHIC North America 2019 May 31 http://mondaq.com/turkey/x/810816/data+protection/Recent+Developments+On+Personal+Data+Protection+In+Turkey+April+May+2019+Microsofts+Data+Breach+Facebooks+Violation+And+More0

AfghanistanLIC South Asia 2019 October 8 http://www.afghanistantimes.af/iec-computer-server-hacked/0

United StatesHIC North America 2018 October 3 http://newstalkkgvo.com/montanans-warned-to-protect-identities-online-after-major-data-breach/0

South AfricaUMC Sub-Saharan Africa2021 November 11 https://www.itnewsafrica.com/2021/11/kenya-has-had-to-deal-with-nearly-33-million-cyber-attacks-this-year/0

Germany HIC Europe & Central Asia2018 November 23 https://www.t-online.de/digital/sicherheit/id_84834076/phishing-versuch-vorsicht-vor-falschen-telekom-mails.html0

United KingdomHIC Europe & Central Asia2019 June 13 https://www.westerntelegraph.co.uk/news/17704931.talktalk-hackers-coleg-sir-gar-attack-led-to-health-service-issues/0

United StatesHIC North America 2018 October 9 https://www.mcclatchydc.com/news/policy/technology/cyber-security/article219664000.html0

India LMC South Asia 2022 September 25 https://navbharattimes.indiatimes.com/business/business-news/cyber-thugs-are-extracting-money-from-bank-accounts-by-hacking-the-phones-of-mobile-chargers-in-public-places/articleshow/94437114.cms0

South KoreaHIC East Asia & Pacific2022 February 21 https://news.mt.co.kr/mtview.php?no=2022022113592917335&MRH_P0

SwitzerlandHIC Europe & Central Asia2021 February 2 https://www.luzernerzeitung.ch/schweiz/verteidigung-wie-die-ruag-warnungen-ihrer-experten-ignorierte-und-die-cybersicherheit-verschlampte-ld.20932940

France HIC Europe & Central Asia2020 September 28 https://www.usine-digitale.fr/article/victime-d-une-cyberattaque-besancon-alerte-ses-habitants-sur-les-risques-d-hameconnage.N10095740

Mexico UMC Latin America & Caribbean2018 May 15 https://www.sdpnoticias.com/economia/2018/05/14/recursos-de-clientes-no-estan-en-riesgo-reitera-abm-tras-hackeo0

United StatesHIC North America 2021 December 3 https://healthitsecurity.com/news/tardigrade-malware-poses-unprecedented-threat-to-biomanufacturers0

Singapore HIC East Asia & Pacific2021 May 21 https://www.straitstimes.com/asia/se-asia/indonesian-govt-says-social-security-data-breach-much-smaller-than-claimed0

United StatesHIC North America 2022 September 14 https://www.jdsupra.com/legalnews/potential-harm-enough-for-class-action-9400647/0

United KingdomHIC Europe & Central Asia2017 May 4 http://www.ibtimes.co.uk/new-icloud-phishing-scam-can-steal-credit-card-data-access-devices-camera-16199330

United StatesHIC North America 2017 August 23 https://nakedsecurity.sophos.com/2017/08/23/the-fish-website-that-caught-visitors-in-a-phishing-net/0

Canada HIC North America 2018 October 4 https://www.theglobeandmail.com/canada/article-evening-update-canada-allies-rebuke-russia-over-alleged-hacking/0

United StatesHIC North America 2021 December 14 https://www.abqjournal.com/2454110/nearly-69000-affected-in-san-juan-regional-data-breach.html0

United StatesHIC North America 2020 December 2 https://thehill.com/policy/technology/overnights/528258-hillicon-valley-salesforce-to-acquire-slack-for-28-billion-uber0

Sweden HIC Europe & Central Asia2020 November 19 https://computersweden.idg.se/2.2683/1.743046/phishingkampanj-postnord0

India LMC South Asia 2020 August 17 http://sandesh.com/at-festivals-people-e-lure/0

Czech RepublicHIC Europe & Central Asia2017 January 2 https://zpravy.aktualne.cz/zahranici/hackeri/r~4640e4b6ce7211e6b035002590604f2e/?redirected=14833152900

United StatesHIC North America 2019 December 2 https://www.redriverradio.org/post/cyber-attack-has-louisiana-state-lawmakers-asking-questions0

Israel HIC Middle East & North Africa2019 December 10 http://nocamels.com/2019/12/israel-check-point-chinese-vc-firm-one-million/0

United StatesHIC North America 2017 November 6 http://www.crn.com/slide-shows/security/300094996/fireeye-ceo-cfo-discuss-hacking-attempt-impact-of-equifax-breach-and-companys-first-true-channel-friendly-product.htm0

New ZealandHIC East Asia & Pacific2021 February 9 https://www.nzherald.co.nz/business/rbnz-says-partner-accellion-kept-it-in-the-dark-about-data-breach/YSU7OY3EJHTQJZL4JN52HHP3BI/0

Spain HIC Europe & Central Asia2020 April 13 https://www.heraldo.es/noticias/aragon/huesca/2020/04/13/detenidas-8-personas-por-estafar-mas-de-60-000-euros-mediante-pishing-telefonico-1369415.html0

Estonia HIC Europe & Central Asia2017 June 29 http://pluss.postimees.ee/4161265/ehituskauplus-sulges-kuberrunnaku-tottu-koik-poed0

United StatesHIC North America 2020 March 6 https://www.jdsupra.com/legalnews/ransomware-attack-replacement-costs-are-33225/0

Singapore HIC East Asia & Pacific2018 September 21 http://sglinks.com/pages/119109137-singapore-phishing-websites-using-fake-news-to-get-users0

Australia HIC East Asia & Pacific2020 May 12 https://ia.acs.org.au/article/2020/mytoll-still-down-after-ransomware-attack.html0

Australia HIC East Asia & Pacific2018 December 28 http://www.noise11.com/news/australias-murdoch-owned-nova-radio-network-uses-christmas-break-to-own-up-to-data-breach-201812280

Russia UMC Europe & Central Asia2021 April 22 https://3dnews.ru/1037910/vzlomano-ustroystvo-ispolzuemoe-silovikami-dlya-vzloma-smartfonov-ego-ochen-legko-obmanut0

Russia UMC Europe & Central Asia2020 December 14 https://sobesednik.ru/politika/20201214-russkie-hakery-snova-v-dele-pr0

Japan HIC East Asia & Pacific2019 March 21 https://www.zdnet.com/article/oceanlotus-revamps-public-exploit-code-to-abuse-microsoft-office-software/0

United StatesHIC North America 2020 January 14 https://www.washingtonexaminer.com/news/doj-top-fbi-agent-leaked-sealed-information-on-russian-hacker0
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United StatesHIC North America 2019 January 1 http://www.hardocp.com/news/2019/01/01/hackers_attempt_to_extort_money_from_law_firm/0

United StatesHIC North America 2017 May 1 http://www.crn.com/news/security/300084736/homeland-security-unit-warns-of-malware-campaign-targeting-critical-systems-in-the-manufacturing-energy-sectors.htm0

United StatesHIC North America 2018 March 20 http://fingerlakes1.com/2018/03/20/update-breached-finger-lakes-health-systems-operating-under-downtime-protocol-as-computer-system-is-hijacked-by-unknown-group/0

United StatesHIC North America 2018 September 20 http://www.theglobaldispatch.com/paras-jha-josiah-white-dalton-norman-sentenced-in-nationwide-hacking-cybercrime-40965/0

Ukraine LMC Europe & Central Asia2020 February 21 https://112.international/society/ukraine-shows-solidarity-with-georgia-in-condemning-russias-cyber-attacks-48775.html0

South KoreaHIC East Asia & Pacific2020 October 13 https://www.etoday.co.kr/news/view/19500080

South KoreaHIC East Asia & Pacific2019 October 1 http://newspim.com/news/view/201910010002010

United KingdomHIC Europe & Central Asia2019 February 28 https://www.theregister.co.uk/2019/02/27/alfabeto_russian_jailed/0

United StatesHIC North America 2017 July 20 https://consumerist.com/2017/07/20/doj-shuts-down-online-dark-market-peddling-opioids-guns-hacking-tools/0

South AfricaUMC Sub-Saharan Africa2018 August 29 https://it-online.co.za/2018/08/29/suffer-a-data-breach-lose-up-to-one-third-of-your-customers/0

United StatesHIC North America 2019 October 3 https://www.forbes.com/sites/justinwarren/2019/10/03/backups-the-latest-malware-target/0

Algeria LMC Middle East & North Africa2017 July 24 http://www.echoroukonline.com/ara/articles/529655.html0

United StatesHIC North America 2022 April 20 https://insurancenewsnet.com/oarticle/hacked-contra-costa-county-emails-could-have-contained-residents-personal-information-bay-area-news-group0

United StatesHIC North America 2019 May 13 https://www.jdsupra.com/legalnews/new-blockchain-solutions-across-19524/0

United StatesHIC North America 2017 January 9 http://www.4-traders.com/WENDYS-CO-9691436/news/Lawsuit-for-Investors-in-Shares-of-Wendys-Co-NASDAQ-WEN-Against-Certain-Directors-in-Connection-wi-23666570/0

United StatesHIC North America 2017 December 12 http://www.wsoctv.com/news/local/mecklenburg-co-leaders-to-receive-server-hacking-update-tuesday/6628497380

United StatesHIC North America 2018 November 29 https://www.prweb.com/releases/cybereasons_nocturnus_team_discovers_the_source_behind_financial_malware_targeting_banks_in_south_america_and_europe/prweb15957296.htm0

BangladeshLMC South Asia 2022 July 8 https://www.banglanews24.com/national/news/bd/942632.details0

United Arab EmiratesHIC Middle East & North Africa2019 June 21 https://aitnews.com/2019/06/21/%D9%83%D8%A7%D8%B3%D8%A8%D8%B1%D8%B3%D9%83%D9%8A-%D9%84%D8%A7%D8%A8-%D8%B9%D9%88%D8%AF%D8%A9-%D9%85%D8%AC%D9%85%D9%88%D8%B9%D8%A9-%D8%A7%D9%84%D9%82%D8%B1%D8%B5%D9%86%D8%A9-platinum-%D9%85%D9%86/0

North KoreaLIC East Asia & Pacific2022 December 30 https://www.nknews.org/pro/suspected-north-korean-hackers-deploy-corrupt-android-app-in-attack-on-reporter/0

United StatesHIC North America 2017 November 9 http://www.darkreading.com/vulnerabilities---threats/data-breach-record-exposure-up-305--from-2016/d/d-id/13303590

Germany HIC Europe & Central Asia2018 October 11 https://www.finanznachrichten.de/nachrichten-2018-10/44986739-cofense-report-reveals-10-percent-of-user-reported-emails-across-key-industries-are-malicious-over-half-tied-to-credential-phishing-008.htm0

United KingdomHIC Europe & Central Asia2021 December 20 https://leamingtonobserver.co.uk/news/hackers-bogus-charities-and-phishing-emails-among-christmas-scams-reported-in-warwickshire-34306/0

Canada HIC North America 2020 October 28 https://www.itworldcanada.com/article/cyber-security-today-default-password-hole-almost-drowns-an-irrigation-app-nitro-pdf-hack-and-more-ransomware/4376030

Mexico UMC Latin America & Caribbean2021 June 15 https://www.zocalo.com.mx/te-pido-un-favor-asi-hackean-estafadores-el-whatsapp-de-saltillenses/0

Sweden HIC Europe & Central Asia2019 February 21 https://www.aftonbladet.se/nyheter/a/P3VRg7/medhelp-polisanmaler-tidning--misstankt-dataintrang0

United StatesHIC North America 2019 November 20 https://thehill.com/policy/technology/overnights/471175-hillicon-valley-progressives-oppose-surveillance-rider-senators0

South KoreaHIC East Asia & Pacific2022 October 17 https://www.hani.co.kr/arti/economy/it/1063010.html0

India LMC South Asia 2021 December 27 https://www.patrika.com/national-news/karnataka-hacking-case-cid-probe-reveals-hacker-used-hotel-ip-address-to-steal-rs-11-5-cr-from-govt-portal-7243522/0

Mexico UMC Latin America & Caribbean2020 July 16 https://www.sinembargo.mx/16-07-2020/38243580

Israel HIC Middle East & North Africa2018 August 14 http://www.pc.co.il/news/272995/ 0

Colombia UMC Latin America & Caribbean2017 October 13 https://dunia.tempo.co/read/1024465/hacker-cina-juga-diduga-jebol-kantor-intelejen-australia0

India LMC South Asia 2019 December 5 https://mumbaimirror.indiatimes.com/mumbai/other/cyber-attacks-grow-six-fold-high-in-four-years-in-india/articleshow/72387989.cms0

Russia UMC Europe & Central Asia2018 November 16 https://www.bfm.ru/news/399872 0

United StatesHIC North America 2020 February 11 https://www.wral.com/global-markets-turn-higher-china-denies-involvement-in-equifax-hacking-french-wine-industry-puts-itself-on-show/18945807/0

United StatesHIC North America 2020 March 2 https://healthitsecurity.com/news/walgreens-reports-data-breach-from-personal-mobile-messaging-app-error0

India LMC South Asia 2021 June 16 https://zeenews.india.com/bengali/nation/fake-emails-are-being-forwarded-to-defence-personnel-warns-indian-army_387314.html0

India LMC South Asia 2019 September 20 https://www.dnaindia.com/world/report-nepal-cautions-beijing-as-five-chinese-men-hack-into-atms-27910520

United KingdomHIC Europe & Central Asia2019 October 1 https://www.telegraph.co.uk/technology/2019/09/30/amazon-promotes-cameras-security-flaws-leave-shoppers-exposed/0

Ukraine LMC Europe & Central Asia2018 August 3 https://112.international/ukraine-top-news/highlights-of-the-week-july-30--aug-3-30827.html0

Russia UMC Europe & Central Asia2020 May 7 https://www.bleepingcomputer.com/news/security/new-aria-body-backdoor-gets-advanced-hackers-back-in-the-spy-game/0

Russia UMC Europe & Central Asia2020 October 5 http://www.1prime.biz/news/_Kaspersky_detects_new_spy_malware_infecting_computers/0/%7BD60BEE98-2AA3-474C-BEF1-8E55098B8E2C%7D.uif0
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India LMC South Asia 2018 September 7 https://www.jagran.com/world/america-its-north-korean-mind-behind-wanakrai-cyber-attack-18399462.html0

Samoa LMC East Asia & Pacific2017 January 14 http://oane.ws/2017/01/14/haker-vzlomal-servery-s-informaciey-firmy-po-it-uslugam.html0
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Mexico UMC Latin America & Caribbean2018 July 18 http://www.uniradioinforma.com/noticias/bajacalifornia/532530/hackean-reconocido-portal-de-encuestas-en-tijuana.html0

Russia UMC Europe & Central Asia2018 February 9 https://www.bfm.ru/news/377074 0
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Russia UMC Europe & Central Asia2021 May 24 https://www.memri.org/cjlab/pro-al-qaeda-media-outlet-calls-muslims-attack-israeli-embassies-citizens-around-world-hack0

United StatesHIC North America 2018 January 16 http://sanfrancisco.cbslocal.com/2018/01/15/gps-system-vulnerable-hacking-attack/0

United StatesHIC North America 2018 October 4 https://www.scmagazine.com/home/news/malicious-remote-admin-tool-seemingly-linked-to-konni-malware-north-korea/0

United StatesHIC North America 2018 June 30 https://www.wired.com/2017/02/russians-engineer-brilliant-slot-machine-cheat-casinos-no-fix/amp0

United KingdomHIC Europe & Central Asia2018 August 12 https://www.which.co.uk/news/2018/08/internet-router-hack-scam-targets-uk-homes/0

United StatesHIC North America 2018 August 14 https://www.mediapost.com/publications/article/323446/hackers-use-chipotle-ad-to-spread-malware.html0

United KingdomHIC Europe & Central Asia2018 August 21 http://www.gizmodo.co.uk/2018/08/ee-fixed-a-bug-that-could-have-let-hackers-gift-an-unlimited-amount-of-data/0

Iran LMC Middle East & North Africa2018 August 23 https://www.iranfocus.com/en/index.php?option=com_content&view=article&id=32989:iran-cyber-attacks-target-social-media&catid=4:iran-general&Itemid=1090

United KingdomHIC Europe & Central Asia2018 September 7 http://www.proactiveinvestors.co.uk/companies/news/204412/shares-in-british-airways-owner-iag-fall-as-airline-vows-compensation-for-data-breach-204412.html0

United KingdomHIC Europe & Central Asia2018 September 29 https://blogs.spectator.co.uk/2018/09/conservatives-kickstart-party-conference-with-a-data-breach/0

Bahamas HIC Latin America & Caribbean2018 November 22 http://www.tribune242.com/news/2018/nov/22/new-pilot-licensing-set-early-2019-hacker-attack/0

United Arab EmiratesHIC Middle East & North Africa2018 December 12 http://www.constructionweekonline.com/article-50942-no-data-stolen-after-saudi-uae-servers-of-saipem-hacked/0

United StatesHIC North America 2018 November 30 https://www.scmagazine.com/home/security-news/midterm-election-hacking-incidents-lacking-typosquatting-tops-the-list/0

PhilippinesLMC East Asia & Pacific2020 February 28 https://newsinfo.inquirer.net/1234735/manila-court-acquits-hacker-over-defaced-comelec-website-in-20160

United StatesHIC North America 2020 February 14 https://www.scmagazine.com/home/security-news/malware/hidden-cobra-adds-to-its-malware-arsenal-cisa/0

China UMC East Asia & Pacific2020 July 25 https://cointelegraph.com/news/spanish-railway-infrastructure-threatened-by-ransomware0

United StatesHIC North America 2020 March 12 https://www.wkbw.com/news/local-news/erie-county-sheriffs-office-warns-of-coronavirus-malware0
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South AfricaUMC Sub-Saharan Africa2020 July 31 https://www.itnewsafrica.com/2020/07/twitter-blames-major-hack-on-human-vulnerabilities/0

United StatesHIC North America 2021 July 31 https://www.law360.com/articles/1408375/arthur-j-gallagher-co-hit-with-suit-over-data-breach0

Australia HIC East Asia & Pacific2021 January 25 https://www.crn.com.au/news/sonicwall-hack-not-due-to-vpn-vulnerability-5601220

United Arab EmiratesHIC Middle East & North Africa2020 November 8 https://www.zawya.com/mena/en/press-releases/story/GravityRAT_strikes_back_infamous_spyware_cunningly_becomes_multiplatform-ZAWYA20201108100406/0
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Belgium HIC Europe & Central Asia2021 November 23 https://www.sudinfo.be/id429342/article/2021-11-23/grosse-mise-en-garde-si-vous-utilisez-snapchat-et-instagram-plusieurs-cas-belges0

Finland HIC Europe & Central Asia2020 January 19 https://www.keski-uusimaa.fi/artikkeli/824937-nuorten-suosimassa-snapchatissa-leviaa-vaarallinen-linkki-poliisi-todennakoisesti0

India LMC South Asia 2017 June 21 http://www.amarujala.com/chandigarh/mohali-police-website-hacked-by-pakistani-hackers0

Ireland HIC Europe & Central Asia2020 November 20 https://www.midwestradio.ie/index.php/news/43045-gardai-warn-the-public-of-new-phishing-scam0

United KingdomHIC Europe & Central Asia2019 September 26 http://www.thecommentator.com/article/7477/hackers_target_boris_johnson_s_government_with_100_000_malicious_emails_every_month0

United StatesHIC North America 2017 January 21 http://www.fredericknewspost.com/news/education/schools/public_k-12/records-request-to-frederick-county-public-schools-returns-few-documents/article_083c0dfb-77ea-5cd0-91ed-d81acd9a2559.html0

United StatesHIC North America 2018 July 24 https://setexasrecord.com/stories/511495962-banks-sue-landry-s-to-recover-20-million-for-data-breach0

United StatesHIC North America 2020 March 19 https://www.washingtonexaminer.com/politics/florida-musters-resources-to-combat-ransomware-and-protect-data-elections0

United StatesHIC North America 2020 October 24 https://www.kare11.com/article/news/politics/elections/minnesota-election-security-fbi-hackers/89-971a9c9b-24b4-4bba-9aa0-67ae631c30390

Japan HIC East Asia & Pacific2021 August 31 https://www.asahi.com/ajw/articles/144302190

Chile HIC Latin America & Caribbean2021 April 13 https://www.emol.com/noticias/Internacional/2021/04/12/1017663/Ataques-al-programa-nuclear-irani.html0

Russia UMC Europe & Central Asia2020 December 16 https://www.securitylab.ru/news/514866.php0

United StatesHIC North America 2022 April 28 https://lawstreetmedia.com/news/tech/employees-move-sdny-court-for-initial-settlement-approval-in-altice-data-breach-class-action/0

Malta HIC Middle East & North Africa2019 January 29 https://www.timesofmalta.com/articles/view/20190129/local/two-months-after-data-breach-lands-authority-website-remains-offline.7000560

United StatesHIC North America 2017 March 1 https://nakedsecurity.sophos.com/2017/03/01/unholy-trinity-of-akbuilder-dyzap-and-betabot-used-in-new-malware-campaigns/0

United StatesHIC North America 2018 May 13 http://revolutionradio.org/2018/05/13/exclusive-department-of-education-employee-infected-his-government-computer-with-a-virus-that-can-help-hackers-by-searching-for-naked-toddlers-little-boys-and-references-to-child-rape/0

Ukraine LMC Europe & Central Asia2022 September 2 https://news.obozrevatel.com/ukr/russia/skilki-rosiyan-voyuvalo-na-botsi-gitlera-hakeri-zlamali-sajt-derzharhivu-rf-i-rozpovili-pravdu-foto.htm0

India LMC South Asia 2021 June 18 https://navbharattimes.indiatimes.com/state/madhya-pradesh/indore/indore-news-new-method-of-atm-fraud-hackers-withdraw-2-10-lakh-by-putting-finger-in-cash-deposit-machine/articleshow/83643026.cms0

Russia UMC Europe & Central Asia2018 June 7 http://bankir.ru/novosti/20180607/hakery-sobiraut-licnye-dannye-futbolnyh-fanatov-10141659/0

Israel HIC Middle East & North Africa2022 July 4 https://www.timesofisrael.com/israeli-light-rail-company-hit-in-cyberattack-amid-iranian-reports-of-metro-hack/0

Turkey UMC Europe & Central Asia2017 March 11 https://www.chip.com.tr/haber/android-zararlisi-5-yildiz-vermeye-boyle-zorluyor_68372.html0

Chile HIC Latin America & Caribbean2017 May 15 http://www.biobiochile.cl/noticias/nacional/region-de-los-lagos/2017/05/15/aseguran-que-virus-que-causo-hackeo-mundial-afecto-a-empresa-de-puerto-montt.shtml0

United StatesHIC North America 2022 September 21 https://www.govtech.com/education/k-12/michigan-school-district-cancels-classes-after-cyber-attack0

Australia HIC East Asia & Pacific2017 November 2 http://www.abc.net.au/news/2017-11-02/major-government-data-breach-prompts-investigation/91122460

United StatesHIC North America 2018 September 20 https://www.insideselfstorage.com/security/data-breach-and-cyber-attack-self-storage-risk-prevention-and-response0

United KingdomHIC Europe & Central Asia2020 February 28 https://www.gazettelive.co.uk/news/teesside-news/redcar-cleveland-council-issue-statement-178341670

United StatesHIC North America 2020 September 3 https://www.tauntongazette.com/news/20200902/somerset-berkley-regional-high-school-victim-of-ransomware-attack0

Sweden HIC Europe & Central Asia2022 October 20 https://www.arbetarbladet.se/2022-10-20/oro-bland-jagare-efter-dataintrang--uppgifter-om-jaktvapen-kan-ha-lackt-till-kriminella0

India LMC South Asia 2020 January 20 https://eisamay.indiatimes.com/west-bengal-news/kolkata-news/npr-form-available-in-kolkata-municipalitys-hacked-website/articleshow/73440464.cms0

France HIC Europe & Central Asia2019 June 11 https://www.phonandroid.com/xbox-scarlett-arrive-fin-2020-donald-trump-reduire-sanctions-huawei-malware-vise-microsoft-office.html0

Finland HIC Europe & Central Asia2018 September 5 https://www.tekniikkatalous.fi/tekniikka/ict/internetin-aikakone-karaytti-haittaohjelmia-levittaneen-hakkerin-todisteet-pysyivat-tallessa-havitysyrityksista-huolimatta-67394830

United KingdomHIC Europe & Central Asia2019 November 11 https://www.theregister.co.uk/2019/11/11/kids_blamed_for_ddos_spike_in_september/0

United StatesHIC North America 2017 August 28 http://www.mpamag.com/news/mortgage-banker-sues-insurer-over-cyber-attack-coverage-77197.aspx0

United StatesHIC North America 2018 October 19 https://www.linuxjournal.com/content/opensuse-tumbleweed-snapshots-update-nominations-now-open-2019-red-hat-women-open-source0

Slovak RepublicHIC Europe & Central Asia2021 March 9 https://parameter.sk/hackertamadas-erte-az-oltas-regisztracios-rendszeret-problemas-volt-hetfon-este-az-idopontigenyles0

India LMC South Asia 2020 October 7 https://www.loksatta.com/maharashtra-news/maharashtra-higher-and-technical-education-minister-uday-samant-on-exams-after-cyber-attack-sgy-87-2296020/0

Canada HIC North America 2022 January 4 https://montrealgazette.com/technology/montreal-tourism-agency-confirms-cyber-attack/wcm/8de22c52-1d2f-4da4-ae92-cd3fc14d14e80

United StatesHIC North America 2022 December 8 https://www.jdsupra.com/legalnews/black-gould-associates-inc-notifies-4485640/0

Guyana UMC Latin America & Caribbean2019 February 28 https://www.stabroeknews.com/2019/opinion/letters/02/28/disbanding-of-this-committee-has-left-guyana-vulnerable-to-cyber-attacks/0

United StatesHIC North America 2017 July 26 http://www.prnewswire.com/news-releases/top-security-firms-at-black-hat-usa-left-vulnerable-to-phishing-attacks-gca-research-finds-300494642.html0

United KingdomHIC Europe & Central Asia2017 June 28 https://www.thetimes.co.uk/edition/business/computer-hackers-slice-chunk-out-of-sophos-qxkm7g0pp0

United StatesHIC North America 2018 May 9 https://www.fiercehealthcare.com/tech/onc-information-blocking-ehr-change-healthcare-unitypoint-breach0

Norway HIC Europe & Central Asia2022 August 8 https://www.kommunal-rapport.no:443/oekonomi/ostre-toten-far-erstatning-etter-datainnbrudd/144532!/0

Germany HIC Europe & Central Asia2021 October 21 https://www.ndr.de/nachrichten/mecklenburg-vorpommern/Betrugsmasche-im-Zusammenhang-mit-IT-Ausfall-nach-Cyberangriff,itausfall102.html0

Russia UMC Europe & Central Asia2019 July 11 http://www.opennet.ru/opennews/art.shtml?num=510710

United KingdomHIC Europe & Central Asia2019 March 19 https://www.infosecurity-magazine.com:443/news/apple-microsoft-top-orgs-used-in/0

United StatesHIC North America 2019 January 21 https://www.linuxjournal.com/content/orange-pi-3-sbc-now-available-new-malware-targeting-linux-servers-mine-cryptocurrency0

United StatesHIC North America 2017 August 31 http://www.spamfighter.com/News-21094-LG-Electronics-Attacked-with-WannaCry-Ransomware-Company-Halts-Systems-Working.htm0

United StatesHIC North America 2017 December 14 https://www.justice.gov/usao-nj/pr/justice-department-announces-charges-and-guilty-pleas-three-computer-crime-cases0

Ukraine LMC Europe & Central Asia2018 October 8 https://112.international/society/hackers-get-access-to-bank-accounts-in-austria-send-several-thousands-of-euros-to-ukraine-32951.html0

Israel HIC Middle East & North Africa2022 July 8 https://www.calcalist.co.il/calcalistech/article/h1nnvdri50

Ukraine LMC Europe & Central Asia2020 December 15 https://www.depo.ua/rus/politics/minulogo-tizhnya-khakeri-atakuvali-sayt-zelenskogo-mayzhe-20-raziv-2020121512595310

New ZealandHIC East Asia & Pacific2019 August 25 https://www.stuff.co.nz/business/115259788/three-in-10-employees-fall-for-testphishing-done-by-their-bosses0

United StatesHIC North America 2019 November 12 https://www.newsbtc.com/2019/11/11/bitmex-crypto-traders-targeted-by-phishing-scams-what-the-attacks-look-like/0
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Canada HIC North America 2018 March 19 https://www.myyellowknifenow.com/28245/mid-day-us-rate-hike-fears-and-facebook-data-breach-weighing-markets-g20-summit-underway-in-buenos-aires/0

Israel HIC Middle East & North Africa2020 June 26 https://www.israelnationalnews.com/News/Flash.aspx/5055390

South KoreaHIC East Asia & Pacific2022 August 9 https://newspim.com/news/view/202208020007510

South KoreaHIC East Asia & Pacific2022 September 4 https://news.mt.co.kr/mtview.php?no=2022090416165031902&MRH_P0

Spain HIC Europe & Central Asia2021 December 6 https://www.elconfidencial.com/mercados/the-wall-street-journal/2021-12-06/hackeo-proporciono-policia-redes-criminales-europa_3330769/0

Finland HIC Europe & Central Asia2021 May 14 https://www.esaimaa.fi/paikalliset/41450640

India LMC South Asia 2020 July 24 https://www.bhaskar.com/tech-auto/news/oneplus-data-breach-oneplus-accidentally-exposes-customer-data-for-the-second-time-in-less-than-a-year-exposing-the-email-ids-127546899.html0

Russia UMC Europe & Central Asia2019 March 1 https://www.securitylab.ru/blog/company/kaspersky/345817.php0

United StatesHIC North America 2022 July 19 https://www.jdsupra.com/legalnews/centerspace-lp-files-notice-of-data-5427632/0

United StatesHIC North America 2019 March 6 https://finance.yahoo.com/news/malware-malicious-insiders-accounted-one-135900696.html0

United StatesHIC North America 2018 February 16 http://www.zdnet.com/article/windows-10-security-google-exposes-how-malicious-sites-can-exploit-microsoft-edge/0

United KingdomHIC Europe & Central Asia2018 March 10 https://www.express.co.uk/life-style/science-technology/929573/Windows-10-Cortana-Virus-Malware0

United StatesHIC North America 2020 September 26 http://www.hngn.com/articles/232070/20200926/putin-proposes-non-interference-pact-amid-rising-number-russian-linked.htm0

United StatesHIC North America 2021 September 29 http://dailyorange.com/2021/09/students-syracuse-university-data-breach-frustration/0

Finland HIC Europe & Central Asia2021 May 12 https://yle.fi/uutiset/3-11927434 0

India LMC South Asia 2018 December 17 https://www.divyabhaskar.co.in/news/BUS-LNEWS-HDLN-hackers-sell-users-personal-data-in-just-rs-3500-gujarati-news-5995850-NOR.html0

United StatesHIC North America 2022 June 16 https://www.jdsupra.com/legalnews/texas-tech-university-health-science-3650638/0

United StatesHIC North America 2019 May 30 http://www.nydailynews.com/new-york/ny-scam-overseas-real-estate-manhattan-company-20190530-co7lfdcycvd5hm5m3eajqkgsie-story.html0

United StatesHIC North America 2017 January 5 http://www.pcgamesn.com/steam-security-exploit-email0

United KingdomHIC Europe & Central Asia2017 April 10 http://www.theweek.co.uk/am/monday-10-april-20170

United StatesHIC North America 2021 September 30 https://www.govtech.com/security/hackers-attack-when-communities-are-at-their-most-vulnerable0

Dominican RepublicUMC Latin America & Caribbean2020 July 5 https://hoy.com.do/pld-denuncia-hackeo-a-telefonos-del-comite-politico-y-dice-prm-se-pone-alante/0

Germany HIC Europe & Central Asia2020 July 9 https://www.mittelstandcafe.de/automobil-sektor-im-fokus-von-hackerattacken-1829568.html0

United StatesHIC North America 2019 August 7 https://www.diariolibre.com/actualidad/politica/el-prm-critica-hackeo-a-infotep-y-acciones-en-villa-vasquez-FC136680580

Czech RepublicHIC Europe & Central Asia2019 June 9 https://computerworld.cz/securityworld/hackeri-z-kraje-roku-cilili-na-mobilni-online-bankovnictvi-554480

Germany HIC Europe & Central Asia2018 January 26 https://www.netzwelt.de/betrugswarnungen/151869-sparkasse-phishing-mail-sicherheitsbenachrichtigung-umlauf.html0
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Indonesia LMC East Asia & Pacific2018 April 14 http://jabar.tribunnews.com/2018/04/14/situs-website-biro-perjalanan-diretas-pemilik-usaha-melaporkan-pelaku-kepada-polisi0

Ukraine LMC Europe & Central Asia2018 April 8 http://internetua.com/vredonos-kevdroid-sposoben-taino-zapisvat-telefonne-zvonki-jertv0

SwitzerlandHIC Europe & Central Asia2018 February 8 http://www.polizeinews.ch/index/Hackerangriff+auf+eine+Versicherungsgesellschaft/580353/detail.htm0

SwitzerlandHIC Europe & Central Asia2018 September 13 https://www.tdg.ch/suisse/billets-avion-facilement-piratables/story/224455160

Lithuania HIC Europe & Central Asia2018 July 10 https://www.15min.lt/mokslasit/straipsnis/technologijos/kinijos-programisiai-pavoge-jav-kariuomenes-juru-drakono-projekto-duomenis-646-9991140

United StatesHIC North America 2018 October 25 https://es.gizmodo.com/apple-ha-conseguido-detener-la-maquina-que-conseguia-ha-18299950570
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United KingdomHIC Europe & Central Asia2017 May 17 http://techcitynews.com/2017/05/05/12m-series-b-massive-google-drive-phishing-scam-apples-1bn-fund-week-tech/0
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United KingdomHIC Europe & Central Asia2021 August 9 https://www.itpro.co.uk/data-insights/big-data/360525/data-breach-exposes-details-on-millions-of-us-seniors0

United StatesHIC North America 2021 August 9 https://www.bankinfosecurity.com/ftc-warns-sms-phishing-scam-impersonates-state-agencies-a-172420

Ukraine LMC Europe & Central Asia2022 June 2 https://www.ukrinform.ua/rubric-technology/3497954-niderlandsku-oboronnu-kompaniu-atakuvali-hakeri.html0

Israel HIC Middle East & North Africa2022 August 29 https://www.ice.co.il/digital-140/news/article/8853670

Russia UMC Europe & Central Asia2022 March 30 https://pda.stav.kp.ru/online/news/4687029/0

Hungary HIC Europe & Central Asia2022 November 11 https://pcworld.hu/pcwlite/ultimatumot-adtak-a-hackerek-a-kreta-uzemeltetojenek-318890.html0

France HIC Europe & Central Asia2022 November 2 https://www.phonandroid.com/plus-de-140-000-lyonnais-se-sont-fait-pirater-leurs-donnees-personnelles-sont-en-vente-pour-250-euros.html0

Argentina UMC Latin America & Caribbean2022 May 11 https://www.perfil.com/noticias/modo-fontevecchia/un-hackeo-anonimo-sigue-afectando-al-conicet-modof.phtml0

United StatesHIC North America 2022 May 29 https://www.larepublica.net/noticia/13-mil-funcionarios-del-mep-tienen-problemas-con-el-pago-de-su-salario-por-hackeo-de-hacienda0

France HIC Europe & Central Asia2022 December 8 https://www.phonandroid.com/les-pirates-achetent-des-donnees-personnelles-et-mots-de-passe-a-des-bots-pour-une-poignee-deuros.html0

Spain HIC Europe & Central Asia2022 February 23 https://www.diariodenavarra.es/noticias/navarra/2022/02/23/denuncia-pamplona-acaba-detenido-hackear-estafar-42-000-130-personas-europa-518410-300.html0

Italy HIC Europe & Central Asia2021 June 23 https://www.tecnoandroid.it/2021/06/23/joker-il-ritorno-il-famoso-malware-e-tornato-anche-in-italia-9397320

Mexico UMC Latin America & Caribbean2021 May 15 https://www.jornada.com.mx/2021/05/15/estados/025n5est0

India LMC South Asia 2021 July 4 https://www.mathrubhumi.com/crime-beat/crime-news/hacking-in-cctv-camera-system-1.58032130

United StatesHIC North America 2021 January 24 https://www.nacion.com/el-pais/salud/fiscalia-descarta-llevar-a-juicio-supuesto-hackeo/6EWZHLKL2RFU5LNYG6JO354S5I/story/0

United KingdomHIC Europe & Central Asia2019 May 29 https://www.techradar.com/news/older-windows-devices-at-risk-of-classic-hacks0

Latvia HIC Europe & Central Asia2021 August 9 https://bb.lv/statja/chp-i-kriminal/2021/08/09/hakery-stali-podmenivat-scheta-na-oplatu-vakcin-aviabiletov-i-lekarstv0

Belarus UMC Europe & Central Asia2021 April 3 http://afn.by/news/i/288094 0

SwitzerlandHIC Europe & Central Asia2021 August 25 https://www.20min.ch/fr/story/les-donnees-sensibles-des-habitants-de-rolle-sont-disponibles-sur-le-darknet-5103157398520

Ukraine LMC Europe & Central Asia2021 October 28 https://www.dialog.ua/ukraine/239149_16354315680

Brazil UMC Latin America & Caribbean2021 August 17 https://canaltech.com.br/seguranca/malware-usa-verificacao-captcha-falsa-para-se-instalar-na-maquina-das-vitimas-192948/0

Germany HIC Europe & Central Asia2020 January 2 https://www.netzwelt.de/news/174536-amazon-phishing-vorsicht-pdf-anhaengen-aufruf-daten-aktualisieren.html0

Russia UMC Europe & Central Asia2020 December 9 https://www.dp.ru/a/2020/12/09/Bespredelnij_vzlom_pe?hash=7601760

Lithuania HIC Europe & Central Asia2020 July 22 https://www.lrt.lt/mediateka/irasas/2000115697/ubartas-apie-informacija-apie-kibernetinius-isilauzimus-i-lietuvos-imones-tai-perspejimas-susirupinti-skaitmenine-sauga0

India LMC South Asia 2020 April 26 https://www.loksatta.com/maharashtra-news/hack-rajapur-bank-account-and-withdraw-money-abn-97-2142139/0

BangladeshLMC South Asia 2020 March 27 https://www.banglanews24.com/national/news/bd/779564.details0

SwitzerlandHIC Europe & Central Asia2020 March 29 https://www.itmagazine.ch/Artikel/2975/US-Hacker_zu_20_Jahren_verurteilt.html0

Mexico UMC Latin America & Caribbean2019 January 22 http://mundoejecutivo.com.mx/tecnologia/2019/01/22/registran-ciberataques-a-entidades-gubernamentales-en-eu/0

Indonesia LMC East Asia & Pacific2019 March 10 http://pontianak.tribunnews.com/2019/03/10/husni-wna-asal-vietnam-dominasi-tak-kasus-illegal-phising-di-kalbar0

South KoreaHIC East Asia & Pacific2019 January 15 http://news.mt.co.kr/mtview.php?no=2019011508497667459&MS2_T0

Armenia UMC Europe & Central Asia2019 May 2 http://lratvakan.com/news/645026.html 0

Turkey UMC Europe & Central Asia2019 March 10 https://www.donanimhaber.com/Endustriyel-tesislerdeki-guvenlik-sistemlerini-devre-disi-birakan-Malware-yayiliyor--1086660

Spain HIC Europe & Central Asia2019 February 13 https://www.larazon.es/espana/hackean-los-datos-de-los-ministerios-de-hacienda-y-justicia-para-denunciar-su-falta-de-seguridad-PI219261080

France HIC Europe & Central Asia2018 December 14 https://www.lemondeinformatique.fr/actualites/lire-recap-it-orange-promet-la-5g-en-2020-feu-vert-au-retour-en-bourse-de-dell-la-base-ariane-piratee-73740.html0

United StatesHIC North America 2022 August 1 https://healthitsecurity.com/news/practicemax-ransomware-attack-impacts-258k-at-fl-urgent-care-center0

China UMC East Asia & Pacific2022 January 4 https://www.visiontimes.com/2022/01/04/japanese-police-claim-chinese-military-behind-cyber-attacks.html0

United StatesHIC North America 2018 March 20 https://www.bankinfosecurity.com/whitepapers/true-stories-from-field-when-malware-attacks-your-ibm-i-aix-linux-w-41350

India LMC South Asia 2018 July 15 https://www.abplive.in/topic/hacking-attack0

United StatesHIC North America 2021 October 14 https://www.insurancejournal.com/news/international/2021/10/14/637049.htm0

United StatesHIC North America 2021 October 28 https://www.darkreading.com/attacks-breaches/seo-poisoning-used-to-distribute-ransomware0

France HIC Europe & Central Asia2022 October 6 https://www.lesechos.fr/tech-medias/medias/donnees-piratees-chez-altice-reflets-ne-peut-pas-publier-dautres-articles-18669750

Russia UMC Europe & Central Asia2017 January 12 https://regnum.ru/news/accidents/2226329.html0

Malawi LIC Sub-Saharan Africa2021 November 29 https://www.faceofmalawi.com/2021/11/29/bank-workers-help-us-steal-money-from-customers-accounts-hacker-reveals/0

United StatesHIC North America 2019 December 18 http://www.wbrz.com/news/experts-say-same-virus-used-in-november-s-state-hack-may-be-culprit-of-nola-cyberattack0

Haiti LMC Latin America & Caribbean2017 March 21 http://www.haitisun.com/index.php/sid/2524909200

United StatesHIC North America 2021 March 11 https://www.darkreading.com/application-security/malware-operator-employs-new-trick-to-upload-its-dropper-into-google-play-/d/d-id/13403720

United StatesHIC North America 2021 March 4 https://www.kold.com/2021/03/03/national-guard-supports-city-kingman-following-ransomware-attack/0

Lithuania HIC Europe & Central Asia2020 December 30 https://www.diena.lt/naujienos/lietuva/salies-pulsas/nvsc-patyre-kibernetine-ataka-neveikia-centro-pastas-10042520

Kuwait HIC Middle East & North Africa2017 November 24 http://www.annaharkw.com/annahar/Article.aspx?id=7740230

United StatesHIC North America 2021 June 28 https://www.forbes.com/sites/lanceeliot/2021/06/28/that-hacked-electronic-roadside-display-in-brooklyn-said-cars-are-bad-which-startlingly-brings-up-questions-about-the-advent-of-ai-self-driving-cars/0

United StatesHIC North America 2019 August 20 http://www.chicagotribune.com/nation-world/ct-russian-hackers-defense-technology-20180206-story.html0

United KingdomHIC Europe & Central Asia2018 June 26 https://www.getsurrey.co.uk/news/surrey-news/manager-hacked-st-johns-school-148033600
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Australia HIC East Asia & Pacific2019 August 11 https://www.pedestrian.tv/tech/so-it-turns-out-hackers-can-steal-yr-data-using-an-app-thats-pre-installed-on-all-iphones/0

United StatesHIC North America 2017 November 10 http://www.10news.com/news/pacemakers-and-patient-monitors-can-be-hacked-in-seconds-san-diego-experts-discuss-threat0
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Russia UMC Europe & Central Asia2022 September 21 https://www.securitylab.ru/news/534010.php0

Japan HIC East Asia & Pacific2021 July 15 https://japan.zdnet.com/article/35173943/0

Denmark HIC Europe & Central Asia2018 May 14 https://www.computerworld.dk/art/243345/morgen-briefing-dsb-lagt-ned-af-hackerangreb-soendag-aften-329-tdc-ansatte-skal-dele-525-millioner-kroner-mange-fjernsyn-vil-gaa-i-sort-i-2020-bitcoin-naermer-sig-doedskryds0

China UMC East Asia & Pacific2022 November 10 https://www.scmp.com/news/hong-kong/law-and-crime/article/3199121/more-180-hongkongers-scammed-phishing-syndicate-out-hk27-million-through-fake-messages-about-failed0

United KingdomHIC Europe & Central Asia2021 February 19 https://www.scotsman.com/health/small-number-nhs-lothian-patients-affected-staff-medical-records-data-breach-31396960

Lithuania HIC Europe & Central Asia2021 December 28 https://www.lrt.lt/naujienos/mokslas-ir-it/11/1572040/sukciai-elektroniniu-pastu-platina-kenkejiskas-programas-prisidengdami-valstybes-institucijomis-specialistai-pataria-kaip-isvengti-tokiu-atveju0

NetherlandsHIC Europe & Central Asia2020 July 20 https://www.techzine.nl/nieuws/security/444397/botnet-emotet-weer-actief-met-microsoft-office-phishingcampagne/0

Indonesia LMC East Asia & Pacific2019 July 29 http://rri.co.id/banten/post/berita/700166/teknologi/situs_informasi_transparansi_publik_pemkab_pandeglang_diretas_raja_hantu.html0

Slovenia HIC Europe & Central Asia2018 July 12 https://www.dnevnik.si/1042832791/kronika/spletni-goljufi-nad-podjetja-z-direktorskimi-prevarami-napadi-s-posrednikom-in-izsiljevalskimi-virusi-0

United StatesHIC North America 2019 February 7 https://www.woodburybulletin.com/news/crime-and-courts/958559-woodbury-facebook-hacker-sentenced-13-identity-theft-counts0

United StatesHIC North America 2019 March 25 https://www.politico.com/newsletters/california-playbook/2019/03/25/cagop-reacts-to-mueller-trump-100-percent-clear-pelosi-dems-demand-full-report-bernie-draws-16-000-in-sf-fema-data-breach-kamala-launches-big-teacher-pay-proposal-4144070

United StatesHIC North America 2018 January 9 http://www.4-traders.com/VTECH-HOLDINGS-LTD-6165798/news/FAQ-about-Cyber-Attack-on-VTech-Learning-Lodge-last-updated-19-30-January-9-2018-HKT-25778980/0

United StatesHIC North America 2018 November 17 https://wgy.iheart.com/content/2018-11-17-new-york-oncology-hematology-reports-data-breach/0

United StatesHIC North America 2021 March 11 https://thehill.com/policy/technology/overnights/542640-hillicon-valley-house-approves-almost-2-billion-in-cyber-tech0

United StatesHIC North America 2022 September 30 https://www.tweaktown.com/news/88732/anonymous-hacking-group-declares-war-on-nft-project-over-nazi-symbols/0

United StatesHIC North America 2022 September 26 https://www.jdsupra.com/legalnews/major-berry-producer-reiter-affiliated-4783686/0

United StatesHIC North America 2022 November 22 https://www.jdsupra.com/legalnews/georgia-home-health-and-hospice-7029231/0

United StatesHIC North America 2017 August 10 http://www.chieftain.com/news/pueblo/jurors-data-breach-notices-coming-to-puebloans/article_cca3d433-1577-54d3-af3b-0a745c01a629.html0

United StatesHIC North America 2018 September 9 http://fortune.com/2018/09/09/north-korea-hacker-jpmorgan-equifax/0

United StatesHIC North America 2020 February 1 https://www.scmagazine.com/home/security-news/indian-airline-hacked-vulnerability-exposed-by-ethical-hacker/0
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http://agenda.ge/en/news/2019/3519
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https://www.darkreading.com/threat-intelligence/emotet-preps-for-tax-season-with-new-phishing-campaign/d/d-id/1336979
https://www.dallasnews.com/news/watchdog/2020/07/23/did-you-hear-about-the-giant-computer-hack-of-200-us-police-departments-its-called-blueleaks/
https://menafn.com/1105361555/Jal-Shakti-Ministrys-Twitter-Hacked-Again-Posts-Crypto-Scam-With-Musk-Image-Researcher
http://dailyexpress.com.my/news/169282/macc-nabs-5-including-datuk-for-alleged-hacking-into-immigration-s-work-pass-database/
https://mrtopstep.com/new-malware-attacks-hold-asic-miners-to-ransom/
https://boingboing.net/2019/09/09/eternalblue-forever.html


United KingdomHIC Europe & Central Asia2020 August 6 https://www.itpro.co.uk/security/cyber-attacks/356683/redcar-and-cleveland-council-hack-cost-ps104m-to-fix0

Ukraine LMC Europe & Central Asia2020 May 4 https://www.unian.net/society/sbu-zaderzhala-lvovyanina-torgovavshego-priborami-dlya-vzloma-signalizaciy-foto-novosti-lvova-10983446.html0

Argentina UMC Latin America & Caribbean2019 July 2 https://www.eldestapeweb.com/nota/el-destape-radio-fue-hackeado-desde-servidores-localizados-en-ee-uu--201972132400

Germany HIC Europe & Central Asia2018 October 4 https://www.swr.de/swraktuell/GRU-hackt-angeblich-auch-den-Bundestag,kurz-gru-100.html0

United StatesHIC North America 2021 June 15 https://www.prnewswire.com/news-releases/wolf-haldenstein-adler-freeman--herz-llp-usa-waste-management-resources-llc-data-breach-investigation-alert-301311990.html0

United StatesHIC North America 2022 May 25 https://www.jdsupra.com/legalnews/data-breach-nederlander-theatrical-corp-5591635/0

United StatesHIC North America 2018 May 23 https://www.houstonchronicle.com/business/article/Chase-Bank-sues-Landry-s-for-20M-over-data-12935324.php0

United StatesHIC North America 2018 September 20 http://www.spamfighter.com/News-21776-Personal-Information-of-Memphis-Police-Association-Could-be-in-Jeopardy-after-Hacking-Attempt.htm0

France HIC Europe & Central Asia2021 August 16 https://www.clubic.com/antivirus-securite-informatique/virus-hacker-piratage/hackers/actualite-380833-un-nouveau-malware-chinois-suspecte-d-etre-au-c-ur-d-une-campagne-de-cyber-espionnage.html0

Israel HIC Middle East & North Africa2021 February 2 https://www.pc.co.il/news/331377/ 0

India LMC South Asia 2020 May 22 https://navbharattimes.indiatimes.com/tech/gadgets-news/state-bank-of-india-gives-warning-to-account-holders-about-this-banking-virus-and-malware/articleshow/75890375.cms0

Mexico UMC Latin America & Caribbean2018 May 11 http://www.dineroenimagen.com/empresas/el-recuento-de-los-danos-del-peor-ataque-cibernetico-en-la-historia/989550

Germany HIC Europe & Central Asia2018 November 2 https://www.elektroniknet.de/design-elektronik/halbleiter/schwachstellen-in-ti-bluetooth-chips-ermoeglicht-hacker-angriffe-159270.html0

Norway HIC Europe & Central Asia2022 February 18 https://www.thelocal.no/20220218/people-in-norway-warned-about-id-card-phishing-scam/0

United StatesHIC North America 2017 June 5 https://www.scmagazine.com/up-to-old-tricks-hackers-compromise-stanford-university-biology-of-aging-website-for-months/article/666128/0

United StatesHIC North America 2017 May 2 http://fox43.com/2017/05/02/possible-data-breach-at-harrisburg-gastroenterology/0

Rwanda LIC Sub-Saharan Africa2020 October 29 https://taarifa.rw/hackers-paralyse-ncba-bank-operations/0

Canada HIC North America 2020 September 18 https://www.cbc.ca/news/canada/london/nurses-college-ontario-hack-ransomware-1.57292210

Turkey UMC Europe & Central Asia2022 September 7 https://www.yenicaggazetesi.com.tr/japonyanin-internet-portali-hacklendi-576317h.htm0

Brazil UMC Latin America & Caribbean2019 February 5 https://g1.globo.com/go/goias/noticia/2019/02/05/amigos-sao-presos-suspeitos-de-integrar-grupo-que-hackeou-contas-bancarias-e-furtou-r-126-mil-de-clientes-de-go-e-sp.ghtml0

United StatesHIC North America 2022 March 9 https://www.breitbart.com/tech/2022/03/08/security-alert-software-vulnerabilities-expose-medical-devices-atms-to-hackers/0

United KingdomHIC Europe & Central Asia2017 August 2 http://www.mirror.co.uk/news/politics/grenfell-tower-council-data-breach-109157760

United StatesHIC North America 2017 August 2 http://integrated.processmyquote.com/los-angeles-county-email-hack-exposes-data-of-750k-people/0

Russia UMC Europe & Central Asia2022 August 30 https://www.cnews.ru/news/top/2022-08-30_hakery_sdelali_poddelnuyu0

Mexico UMC Latin America & Caribbean2018 January 22 http://pulsoslp.com.mx/2018/01/22/cuestionaran-diputados-al-fiscal-sobre-hackeo-de-cuentas-y-nomina-secreta-en-la-ase/0

United StatesHIC North America 2021 June 16 https://techcrunch.com/2021/06/16/adtech-data-breach-gdpr-complaint-is-headed-to-court-in-eu/0

United StatesHIC North America 2019 November 26 http://www.wbrz.com/news/car-dealerships-unable-to-register-temporary-tags-due-to-statewide-computer-hack0

Czech RepublicHIC Europe & Central Asia2019 December 23 https://www.radio.cz/en/section/news/benesov-hospital-returning-to-normal-after-cyber-attack0

Russia UMC Europe & Central Asia2018 November 12 https://toinformistoinfluence.com/2018/11/12/the-us-military-just-publicly-dumped-russian-government-malware-online/0

United StatesHIC North America 2020 September 21 https://www.pantagraph.com/news/local/veterans-corner-cbd-hygiene-products-banned-va-data-breach/article_3578686f-7cea-5776-b457-db60d6833a54.html0

Finland HIC Europe & Central Asia2021 July 11 https://www.ess.fi/uutissuomalainen/42186270

Italy HIC Europe & Central Asia2021 October 20 https://www.ilfattoquotidiano.it/2021/10/20/attacco-hacker-alla-siae-lultimo-di-una-lunga-serie-i-precedenti-della-toscana-del-lazio-e-di-twitch-ecco-perche-non-sono-tutti-uguali/6362057/0

Czech RepublicHIC Europe & Central Asia2018 April 25 https://www.novinky.cz/internet-a-pc/bezpecnost/470184-hackeri-odstavili-nekolik-americkych-plynovodu-vyuzili-k-tomu-pocitace-dodavatelu.html0

United KingdomHIC Europe & Central Asia2019 November 18 https://www.mcvuk.com/wizards-of-the-coast-acknowledge-data-breach-that-compromised-mtg-players-personal-information/0

India LMC South Asia 2017 February 3 http://www.india.com/news/india/war-on-child-pornography-kerala-ethical-hackers-pull-down-59-facebook-pages-sharing-explicit-content-involving-minors-1809365/0

South KoreaHIC East Asia & Pacific2018 October 11 http://www.edaily.co.kr/news/read?newsId=04437846619371936&mediaCodeNo=2570

United StatesHIC North America 2021 March 6 https://www.jdsupra.com/legalnews/dib-take-note-solarwinds-hack-and-dhs-7561150/0

Ireland HIC Europe & Central Asia2022 March 30 https://www.thejournal.ie/rehab-group-cyber-attack-external-access-5725420-Mar2022/0

United StatesHIC North America 2022 November 30 https://www.tmcnet.com/usubmit/2022/11/30/9722313.htm0

United StatesHIC North America 2019 October 12 https://arstechnica.com/information-technology/2019/10/activists-phones-targeted-by-one-of-the-worlds-most-advanced-espionage-apps/0

United KingdomHIC Europe & Central Asia2017 May 31 https://www.theregister.co.uk/2017/05/31/bikers_hack_jeeps_in_auto_theft_spree/0

United StatesHIC North America 2018 August 10 https://www.weisradio.com/at-def-con-18-kids-challenged-to-hack-election-results-websites-voting-machines/0

China UMC East Asia & Pacific2021 December 1 https://www.maxicep.com/android-dunyasinin-basi-casus-yazilimi-triout-ile-dertte0

Turkey UMC Europe & Central Asia2018 January 30 https://www.chip.com.tr/haber/2017de-turkiyede-gunde-475-siber-saldiri-yasandi_74104.html0

Russia UMC Europe & Central Asia2017 April 11 http://ryb.ru/2017/04/11/648814 0

Ireland HIC Europe & Central Asia2022 December 13 https://carlow-nationalist.ie/2022/12/13/carlow-meeting-hears-criminals-are-buying-software-for-phishing-scams/0

Oman HIC Middle East & North Africa2019 May 9 https://timesofoman.com/article/1254893 0

United StatesHIC North America 2017 May 15 http://www.gowatertown.net/2017/05/15/update-customers-of-watertown-bank-atm-machines-asked-to-monitor-accounts-for-signs-of-hacking-audio/0

United StatesHIC North America 2020 April 23 https://www.forbes.com/sites/zakdoffman/2020/04/23/microsoft-365-hackers-hit-private-equity-in-new-million-dollar-heist-heres-how-it-works/0

Canada HIC North America 2021 January 13 https://betakit.com/ledger-one-of-small-number-of-additional-shopify-merchants-found-to-have-been-affected-by-2020-data-breach/0

India LMC South Asia 2022 August 1 https://www.bhaskar.com/international/news/spyware-maker-arrested-in-australia-jacob-created-spyware-with-access-to-web-cameras-sold-to-thousands-of-people-in-128-countries-130132372.html0

Mexico UMC Latin America & Caribbean2018 October 30 https://www.xataka.com.mx/seguridad/detalles-hackeo-a-banca-mexico-se-planeo-durante-seis-meses-pgr-encontro-malware-utilizado0

Egypt LMC Middle East & North Africa2018 April 1 http://www.alarab-news.com/News-Business/article-2109133.html0

South KoreaHIC East Asia & Pacific2017 March 7 HTTP://www.yonhapnews.co.kr/society/2017/03/07/0701000000AKR20170307178900004.HTML?template=77220

United StatesHIC North America 2020 June 27 https://www.kake.com/story/42299683/black-lives-matter-email-scam-hacks-computers0
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Sri Lanka LMC South Asia 2017 December 25 http://www.sundaytimes.lk/171224/news/superpowers-fight-it-out-over-russian-hacker-in-colombo-274497.html0

United StatesHIC North America 2020 June 19 https://www.themorningsun.com/news/data-breach-at-mid-michigan-college-endangers-personal-data-of-up-to-16-000/article_6d01cae4-b25c-11ea-89cd-1f4b9b41c0de.html0

Mexico UMC Latin America & Caribbean2018 October 26 https://www.sinembargo.mx/25-10-2018/34890680

United KingdomHIC Europe & Central Asia2022 November 7 https://www.techradar.com/news/cloudflare-cut-off-this-phishing-as-a-service-platform-so-it-moved-to-russia0

United KingdomHIC Europe & Central Asia2019 October 11 https://www.thetimes.co.uk/edition/scotland/two-teenagers-charged-with-hacking-met-website-xqpw9rdhg0

United StatesHIC North America 2018 June 20 https://biglawbusiness.com/equifax-data-breach-suit-gets-discovery-stay-modification/0

Germany HIC Europe & Central Asia2019 January 16 https://www.heise.de/security/meldung/Erste-Dynamit-Phishing-Welle-des-Jahres-Trojaner-GandCrab-ist-zurueck-4278333.html0

France HIC Europe & Central Asia2019 July 30 https://droit.developpez.com/actu/271810/Les-USA-portent-plainte-contre-la-defunte-plateforme-BTC-e-qui-a-permis-de-blanchir-95-pourcent-des-paiements-lies-aux-attaques-par-ransomware-jusqu-en-2017/0

United StatesHIC North America 2022 October 25 https://news.yahoo.com/phishing-scammer-drained-1m-crypto-201019354.html0

United StatesHIC North America 2017 November 30 http://www.thesunchronicle.com/news/local_news/state-obtains-judgment-in-data-breach-affecting-plainville-norfolk-and/article_7ddb20b7-9be7-57b0-84c8-1d9b59d02ad5.html0

South KoreaHIC East Asia & Pacific2022 January 5 https://www.news1.kr/articles/?4544692 0

Ukraine LMC Europe & Central Asia2020 April 27 https://ukrainianwall.com/society/36054-glavnoe-za-27-aprelya-zelenskiy-sdalsya-protestam-vzlom-privatbanka-ukraincev-lishat-zhilya-detskie-sady-otkroyut-ukrainu-nakroyut-smerchi0

United StatesHIC North America 2019 November 6 https://lanaciondominicana.com/noticia/hackers-afirman-que-pueden-romper-el-bloqueo-de-huellas-dactilares-de-cualquier/84123/0

Germany HIC Europe & Central Asia2018 March 9 https://www.welt.de/politik/deutschland/article174403859/Angriff-auf-Berliner-Stiftung-Russische-Hacker-sollen-hinter-Weihnachtsgeldzahlungen-xls-stecken.html0

United KingdomHIC Europe & Central Asia2019 March 13 https://www.pharmaceutical-journal.com/news-and-analysis/news-in-brief/pda-progresses-compensation-claim-for-those-affected-by-well-pharmacy-data-breach/20206285.article0

Australia HIC East Asia & Pacific2018 March 9 https://www.cso.com.au/article/634464/rapid-spreading-windows-attack-drops-mining-malware-over-ransomware/0

United StatesHIC North America 2018 June 25 https://www.laughingplace.com/w/news/2018/06/25/rcid-falls-victim-phishing-scam/0

India LMC South Asia 2022 November 28 https://www.bhaskar.com/national/news/aiims-delhi-server-hacking-update-demand-cryptocurrency-130618066.html0

SwitzerlandHIC Europe & Central Asia2019 October 30 https://www.bzbasel.ch/basel/baselbiet/phishing-hacking-sextortion-oder-romance-scam-cybercrime-beschaeftigt-baselbieter-intensiv-1358980390

United StatesHIC North America 2022 December 29 https://www.tmcnet.com/usubmit/2022/12/29/9736006.htm0

United StatesHIC North America 2017 September 21 http://www.fiercehealthcare.com/privacy-security/lawmakers-ask-merck-hhs-for-more-information-notpetya-malware-attack0

South KoreaHIC East Asia & Pacific2022 September 14 https://www.voakorea.com/a/6746337.html0

Belgium HIC Europe & Central Asia2021 September 11 https://www.sudinfo.be/id415902/article/2021-09-11/les-hotels-van-der-valk-selys-de-liege-et-hotel-verviers-hackes-les-pirates-ont0

Hungary HIC Europe & Central Asia2017 March 21 http://adozona.hu/altalanos/Hamisitott_okostelefonok_Adathalaszok_aldoz_48B3BI0

United StatesHIC North America 2022 June 28 https://www.jdsupra.com/legalnews/mason-tenders-district-council-confirms-5474268/0

Kenya LMC Sub-Saharan Africa2017 March 17 http://www.kenyan-post.com/2017/03/here-are-identities-of-hackers-who.html0

United StatesHIC North America 2018 August 22 https://www.yahoo.com/news/business-coffee-trump-fed-microsoft-132356751.html0

United StatesHIC North America 2020 September 2 https://www.defenseone.com/threats/2020/09/the-d-brief-september-02-2020/168177/0

Sweden HIC Europe & Central Asia2018 December 7 https://www.cert.se/2018/12/cert-se-uppmanar-drabbade-av-natfiske-att-hora-av-sig0

United StatesHIC North America 2021 November 30 https://www.govtech.com/education/higher-ed/butler-county-community-college-honest-about-cyber-attack0
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Indonesia LMC East Asia & Pacific2018 January 29 https://news.okezone.com/read/2018/01/29/338/1851496/sempat-di-hack-dua-kali-situs-dishub-dki-kini-sudah-pulih0

United StatesHIC North America 2019 May 24 http://www.spamfighter.com/News-22208-1100-patients-of-Spectrum-Health-Lakeland-impacted-by-a-Phishing-Attack.htm0

Australia HIC East Asia & Pacific2019 October 20 https://www.news.com.au/technology/online/security/more-scam-emails-sent-on-monday-than-any-other-and-it-only-takes-one-to-bring-down-a-whole-institution/news-story/2a6fbdcb00b9f411a0e95cdca1c63a080

United StatesHIC North America 2019 October 10 https://www.king5.com/article/news/crime/capital-one-hacker-trial-postponed/281-397fac72-495d-4081-809a-cc37c6456a5b0

United StatesHIC North America 2018 July 20 https://www.iheart.com/podcast/263-Komando-Tech-News-T-28917874/episode/thousands-of-voter-files-exposed-samsung-29616131/?campid=homepage_featured_shows&pname=1229&cid=/&autoplay=true0

Spain HIC Europe & Central Asia2022 October 12 https://www.elperiodico.cat/ca/societat/20221012/precaucions-usuaris-atac-cibernetic-hospitals-catalans-771637540

Denmark HIC Europe & Central Asia2020 March 25 https://borsen.dk:443/nyheder/virksomheder/coronakrise-forlaenger-udbytteopgor0

United StatesHIC North America 2021 November 23 http://www.publicnow.com/view/E161E795EC27802157569D34A0831F6ACA86A4F40

United StatesHIC North America 2022 December 6 https://www.forbes.com/sites/dominicdudley/2022/12/06/bahrain-latest-country-to-be-hit-by-legal-action-over-cell-phone-spyware-in-uk/0

United StatesHIC North America 2019 September 13 https://www.law360.com/articles/11985630

China UMC East Asia & Pacific2020 August 20 https://www.androidcentral.com/235m-tiktok-instagram-and-youtube-profiles-caught-data-breach0

United KingdomHIC Europe & Central Asia2020 September 20 https://www.bbc.co.uk/news/uk-wales-542264570

United StatesHIC North America 2022 June 14 https://www.crhoy.com/nacionales/abuso-en-retiro-de-medicinas-obliga-a-ccss-a-implementar-nuevo-plan-de-contingencia-en-medio-hackeo/0

Germany HIC Europe & Central Asia2021 June 1 https://www.wiesbadener-kurier.de/lokales/wiesbaden/nachrichten-wiesbaden/betruger-mit-phishing-mail-bei-wiesbadener-paar-erfolgreich_238165270

Czech RepublicHIC Europe & Central Asia2017 November 20 https://www.podnikatel.cz/clanky/velky-prusvih-webu-uctenkovka-cz-v-prvni-den-slosovani-ho-napadli-hackeri/0

United KingdomHIC Europe & Central Asia2022 July 3 https://www.ladbible.com/news/brits-urged-change-passwords-data-breach-202207030

Canada HIC North America 2021 June 29 https://nationalpost.com/news/federal-spy-agency-responded-to-more-than-2200-cyber-attacks-last-year-amid-heightened-concern-over-chinese-russian-hacks0

United KingdomHIC Europe & Central Asia2017 April 18 https://www.localgov.co.uk/Glitch-in-car-parking-app-causes-serious-data-breach/429250

Russia UMC Europe & Central Asia2022 May 21 https://www.securitylab.ru/news/531793.php0

Brazil UMC Latin America & Caribbean2019 February 28 https://computerworld.com.br/2019/02/28/nova-variante-de-malware-rouba-dados-bancarios-na-america-do-sul/0

South AfricaUMC Sub-Saharan Africa2019 July 22 https://www.itnewsafrica.com/2019/07/check-point-discovers-mobile-malware-disguised-as-google-related-app/0

United StatesHIC North America 2019 November 2 https://www.thedailybeast.com/get-the-emails-trump-asked-campaign-staffers-to-track-down-hacked-dnc-emails-gates-said0

India LMC South Asia 2017 October 4 http://www.businesstoday.in/technology/news/data-breach-nixi-says-data-of-6000-organisations-still-safe/story/261430.html0

United StatesHIC North America 2018 September 13 https://www.scmagazine.com/home/news/cobalt-gang-phishing-campaign-targets-eastern-europeans-with-cobint-backdoor-downloader/0

United StatesHIC North America 2020 September 23 https://www.businesswire.com/news/home/20200923005726/en/Federman-Sherwood-Initiates-an-Investigation-of-the-Data-Breach-of-Long-Foster-Companies0

Ukraine LMC Europe & Central Asia2021 December 13 http://internetua.com/hakery-naucsilis-pronikat-v-faily-polzovatelei-cserez-routery-tp-link0

Italy HIC Europe & Central Asia2017 July 18 http://www.hwupgrade.it/news/sicurezza-software/myspace-vecchi-account-si-potevano-bucare-conoscendo-la-data-di-nascita_70041.html0

United StatesHIC North America 2022 June 9 https://www.jdsupra.com/legalnews/comstar-ambulance-billing-service-7693932/0

Japan HIC East Asia & Pacific2019 January 28 http://www.nintendolife.com/news/2019/01/splatoon_2_hackers_are_disconnecting_opponents_to_claim_victory_in_league_battles0

United StatesHIC North America 2017 December 28 https://www.jdsupra.com/legalnews/wannacomply-ocr-s-application-of-hipaa-41849/0

United StatesHIC North America 2018 October 23 https://www.isssource.com/gaining-visibility-on-malware-attacks/0

Serbia UMC Europe & Central Asia2022 June 30 https://naslovi.net/2022-06-30/benchmark/hakerska-grupa-tvrdi-da-je-ukrala-podatke-kompanije-amd-jer-je-neko-koristio-sifru-123456/309561100

Slovenia HIC Europe & Central Asia2019 June 9 https://www.vecer.com/tudi-v-zda-zelijo-soditi-mariborskemu-hekerju-100219020

South KoreaHIC East Asia & Pacific2019 December 20 https://www.voakorea.com/a/5212867.html0

United StatesHIC North America 2021 April 21 https://www.ibtimes.com/malware-hijacks-sms-makes-unauthorized-purchases-found-hidden-8-google-play-apps-31850960

United StatesHIC North America 2018 January 30 http://www.oc-breeze.com/2018/01/29/116648_attorney-general-becerra-wake-equifax-data-breach-californians-sign-free-credit-monitoring-wednesdays-deadline/0
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Russia UMC Europe & Central Asia2022 August 24 https://www.securitylab.ru/news/533531.php0
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Lithuania HIC Europe & Central Asia2021 February 19 https://www.15min.lt/verslas/naujiena/bendroves/gyventojai-kuriu-duomenus-nutekejo-is-citybee-teigia-pastebintys-bandymu-lauztis-i-spotify-playstation-ir-kitas-paskyras-663-14579680

Russia UMC Europe & Central Asia2017 January 25 http://newslab.ru/article/751049 0

United StatesHIC North America 2019 April 19 https://www.businesswire.com/news/home/20190418005794/en/Comfort-Systems-USA-Announces-Quarter-2019-Conference0

United StatesHIC North America 2019 July 19 https://www.darkreading.com/application-security/malware-in-pypi-code-shows-supply-chain-risks/d/d-id/13353100

Russia UMC Europe & Central Asia2020 August 21 http://www.1prime.biz/news/_Expert_Hackers_send_malware_disguised_under_Belarusian_protests/0/%7B50435B40-2242-4767-976E-44E8AB35B4CA%7D.uif0

United StatesHIC North America 2017 March 24 http://www.wtol.com/story/34993223/hackers-take-to-ut-to-find-answers-for-lake-eries-problems0
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United StatesHIC North America 2021 March 24 https://www.govinfosecurity.com/phishing-campaign-used-fake-office-365-update-messages-a-162610

Indonesia LMC East Asia & Pacific2022 September 13 https://www.solopos.com/kpu-sukoharjo-pastikan-update-dan-pelihara-data-soal-hacker-kebijakan-kpu-ri-14205920

Italy HIC Europe & Central Asia2021 September 5 https://www.zazoom.it/2021-09-05/attacchi-hacker-alle-grandi-aziende-litalia-scende-in-campo-con-corsi-di-studio-per-cybersicurezza-altamente-specializzati/9403061/0

Indonesia LMC East Asia & Pacific2020 December 5 https://www.viva.co.id/digital/piranti/1328834-iphone-kamu-restart-sendiri-bisa-jadi-ulah-hacker0

Ukraine LMC Europe & Central Asia2019 June 18 https://www.depo.ua/rus/politics/khakeri-vlashtuvali-ddos-ataku-na-sayt-nbu-201906189810040

China UMC East Asia & Pacific2019 May 26 http://news.cnnb.com.cn/system/2019/05/26/030054561.shtml0

United StatesHIC North America 2021 April 22 https://www.prnewswire.com:443/news-releases/bluevoyant-report-reveals-us-supply-chain-is-under-siege-as-ransomware-attacks-on-shipping-and-logistics-firms-triple-301273739.html0

United StatesHIC North America 2022 June 28 https://www.mondaq.com/unitedstates/security/1206536/the-follina-vulnerability-microsoft-support-diagnostic-tool-alert-for-zero-day-exploit-cve-2022-301900

United StatesHIC North America 2022 June 1 https://www.techtimes.com/articles/276189/20220601/nso-group-maker-pegasus-spyware-infected-iphones-now-faces-financial.htm0

Australia HIC East Asia & Pacific2019 January 29 https://www.arnnet.com.au/article/656799/moq-skoolbag-platform-accessed-data-breach/0

United StatesHIC North America 2020 January 24 https://www.oregonlive.com/business/2020/01/portland-childrens-clothing-retailer-hanna-andersson-says-hackers-stole-customers-credit-card-info.html0

Indonesia LMC East Asia & Pacific2020 May 6 https://teknologi.bisnis.com/read/20200506/266/1237275/5-terpopuler-teknologi-bukalapak-angkat-bicara-soal-data-pengguna-dijual-hacker-dan-airbnb-phk-25-persen-karyawannya0

China UMC East Asia & Pacific2017 February 23 http://www.yangtse.com/m/news/internet/2017-02-23/396657.html0

Russia UMC Europe & Central Asia2022 October 6 http://www.1prime.biz/news/_Kaspersky_warns_about_e-mailed_malware_disguised_as_draft_notices/0/%7B3D3A1B34-E39F-4917-B206-AA0E01E75751%7D.uif0

United KingdomHIC Europe & Central Asia2019 November 8 https://www.theregister.co.uk/2019/11/08/us_judge_indicted/0

United StatesHIC North America 2020 February 16 http://freerepublic.com/focus/f-news/3816974/posts0

South KoreaHIC East Asia & Pacific2021 September 29 http://www.nspna.com/country/?mode=view&cid=7006&newsid=5289510

Iran LMC Middle East & North Africa2021 January 23 https://www.balatarin.com/permlink/2021/1/22/54925760

Lithuania HIC Europe & Central Asia2017 April 26 http://m.kauno.diena.lt/naujienos/kaunas/nusikaltimai-ir-nelaimes/portalai-kaunodienalt-klaipedadienalt-ir-dienalt-patyre-programisiu-ataka-8089270

United KingdomHIC Europe & Central Asia2021 July 29 https://www.dailystar.co.uk/news/latest-news/bitcoin-goldmine-hackers-trying-steal-246447620

United StatesHIC North America 2022 March 21 https://medicalxpress.com/news/2022-03-high-tech-drug-infusion-hospitals-vulnerable.html0

United KingdomHIC Europe & Central Asia2019 March 12 https://www.theregister.co.uk/2019/03/12/march_patch_tuesday_dhcp/0

United StatesHIC North America 2020 August 5 https://insidebitcoins.com/news/opyn-defi-options-protocol-hack-causes-371000-in-losses0

Argentina UMC Latin America & Caribbean2022 August 25 https://www.ellitoral.com/sucesos/hacker-libero-el-litoral-web-tribunal-oral-federal-juicio-causa_0_86Zy9EvTxw.html0

United StatesHIC North America 2022 May 26 https://www.larepublica.net/noticia/tramites-engorrosos-cobros-indebidos-e-inseguridad-juridica-afectan-a-contribuyentes-por-hackeo-en-hacienda0

Sweden HIC Europe & Central Asia2019 October 10 https://www.svt.se/nyheter/inrikes/dataattack-mot-viktiga-vittnen-i-allra-harvan-sa-hackades-deras-telefoner0

Kenya LMC Sub-Saharan Africa2021 June 16 https://www.cio.co.ke/new-targeted-malware-variant-discovered/0

United StatesHIC North America 2022 April 8 https://www.jdsupra.com/legalnews/crypto-wallet-data-breach-leads-to-5771337/0

United StatesHIC North America 2022 April 19 https://www.onenewspage.com/n/Front+Page/1zobamusuk/The-Papers-Foreign-spies-hack-No-10.htm0

United StatesHIC North America 2017 June 7 http://www.tristatehomepage.com/news/local-news/vanderburgh-co-listed-in-attempted-russian-hacking/7337343880

Pakistan LMC South Asia 2018 February 14 https://www.thenews.com.pk/print/281028-cyber-attacks-unity-of-govt-military-private-sector-stressed-to-secure-country0

Russia UMC Europe & Central Asia2021 April 18 https://govoritmoskva.ru/news/270692/ 0

Ukraine LMC Europe & Central Asia2020 June 26 https://tsn.ua/ru/ukrayina/poltavec-vzlamyval-akkaunty-klientov-poltavavodokanala-i-menyal-pokazaniya-schetchikov-1574314.html0

United StatesHIC North America 2019 June 6 http://www.courant.com/community/west-hartford/hc-news-west-hatford-test-registration-data-breach-20190515-mrlcc3ra6jbdpncqqcd47doaqm-story.html0

United StatesHIC North America 2019 November 8 https://nakedsecurity.sophos.com/2019/11/08/it-services-pro-hacked-former-clients-email/0

Taiwan 2018 April 5 http://www.eyeontaiwan.com/taiwan-government-websites-hit-with-over-20-million-cyber-attacks-a-month-mostly-from-china0

United StatesHIC North America 2020 April 13 https://blog.tmcnet.com/blog/rich-tehrani/security/1000-schools-were-potentially-impacted-by-ransomware-in-the-past-15-months-covid-19-distance-learning-makes-them-bigger-targets.html0

Peru UMC Latin America & Caribbean2019 October 21 https://larepublica.pe:443/mundo/2019/10/21/chile-en-emergencia-hackean-web-de-entidad-publica-y-piden-renuncia-de-presidente-sebastian-pinera-crisis-protestas-mdga/0

Indonesia LMC East Asia & Pacific2017 May 17 http://medan.tribunnews.com/2017/05/17/ternyata-situs-resmi-diskominfo-sumut-sudah-dua-kali-diretas-hacker0

United StatesHIC North America 2019 August 27 http://mondaq.com/unitedstates/x/840228/fin+tech/Study+Of+Ethereum+Vulnerabilities+And+Defenses+Released+While+Dusting+And+Mining+Malware+Attacks+And+Cryptojacking+Continue0

United StatesHIC North America 2017 March 4 http://investmentwatchblog.com/healthcare-providers-colleges-tax-accountants-have-your-crown-jewels-when-they-get-hacked-it-might-not-make-the-news-here-are-the-numbers/0

India LMC South Asia 2020 July 9 https://www.news18.com/news/tech/whatsapp-spam-hack-how-spammers-are-allegedly-tricking-whatsapps-anti-spam-filter-2708425.html0

Russia UMC Europe & Central Asia2020 July 6 https://www.memri.org/cjlab/pro-isis-telegram-users-warn-against-telegram-channel-spreading-malware-isis-supporters0

Brazil UMC Latin America & Caribbean2021 July 13 https://www.conjur.com.br/2021-jul-13/trf-recebe-denuncia-hacker-invadiu-sistema-tribunal0

Russia UMC Europe & Central Asia2017 December 27 https://rus.azattyq.org/a/28942074.html 0
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United KingdomHIC Europe & Central Asia2019 December 22 https://www.crowdfundinsider.com/2019/12/155515-temporary-millionaire-teenaged-sim-swap-cryptocurrency-hacker-indicted-in-new-york/0 0 0

Nigeria LMC Sub-Saharan Africa2020 December 11 https://www.nigeriasun.com/news/267227187/fee-starved-sabc-says-it-solved-hack-on-its-payment-site0 0 0

Nigeria LMC Sub-Saharan Africa2021 November 13 https://igberetvnews.com/1405901/nigerian-govt-fines-lender-sokoloan-n10m-data-breach/0 0 0

Canada HIC North America 2018 March 23 https://www.thestar.com/news/canada/2018/03/22/bcs-incoming-privacy-commissioner-heading-up-britains-data-hacking-investigation.html0 0 0

United KingdomHIC Europe & Central Asia2018 August 20 https://www.chroniclelive.co.uk/news/north-east-news/hackers-pose-newcastle-charity-bright-150524190 0 0

China UMC East Asia & Pacific2022 July 16 https://www.rfa.org/english/news/china/breach-07152022152546.html0 0 0

United KingdomHIC Europe & Central Asia2017 February 8 http://www.ibtimes.co.uk/elance-data-breach-hacker-leaks-1-3-million-accounts-staffing-platform-16053680 0 0

Australia HIC East Asia & Pacific2018 June 8 https://www.smh.com.au/politics/federal/major-universities-hit-by-data-breach-affecting-thousands-of-job-applicants-at-top-firms-20180608-p4zkd9.html0 0 0

India LMC South Asia 2021 July 14 https://www.jagran.com/uttar-pradesh/kanpur-city-usa-residents-trapped-in-fraud-of-mobile-software-hacking-call-center-in-kanpur-21830051.html0 0 0

United StatesHIC North America 2017 September 25 http://www.spamfighter.com/News-21135-Hacker-who-Infiltrated-American-Military-Systems-gets-Sentenced.htm0 0 0

United StatesHIC North America 2021 October 7 http://www.wisconsinagconnection.com/story-national.php?Id=980&yr=20210 0 0

Vietnam LMC East Asia & Pacific2020 November 2 https://baomoi.com/gan-4-200-su-co-tan-cong-mang-vao-viet-nam-duoc-ho-tro-xu-ly-trong-10-thang/c/36895690.epi0 0 0

South KoreaHIC East Asia & Pacific2020 May 13 https://news.joins.com/article/237756190 0 0

South KoreaHIC East Asia & Pacific2019 February 8 http://www.etnews.com/20190207000381?mc=em_008_000010 0 0

United StatesHIC North America 2022 June 13 https://www.jdsupra.com/legalnews/hacked-shut-down-but-still-seeing-9608051/0 0 0

Trinidad and TobagoHIC Latin America & Caribbean2018 June 19 http://newsday.co.tt/2018/06/19/caribbean-airlines-hit-by-phishing-attack/0 0 0

Ireland HIC Europe & Central Asia2020 July 30 https://www.thejournal.ie/liam-byrne-encrochat-uk-operation-5163703-Jul2020/0 0 0

Finland HIC Europe & Central Asia2020 September 17 https://www.kauppalehti.fi/uutiset/yritysten-ja-organisaatioiden-digiloikka-ei-ole-sujunut-ongelmitta-yksi-uusi-verkkohyokkaystapa-nousi-esiin/c47c7eea-958d-4088-a9f9-99ddb32b15b40 0 0

Qatar HIC Middle East & North Africa2022 February 13 https://menafn.com/1103686559/Hackers-exploiting-new-Microsoft-Oracle-Apple-bugs-US-agency&source=190 0 0

United StatesHIC North America 2017 February 16 http://klewtv.com/news/local/hacking-suspicions-of-id-secretary-of-states-website-around-time-of-presidential-elect0 0 0

New ZealandHIC East Asia & Pacific2017 August 4 http://www.nzherald.co.nz/nz/news/article.cfm?c_id=1&objectid=118990580 0 0

Spain HIC Europe & Central Asia2021 September 21 https://www.vozpopuli.com/economia_y_finanzas/ciberataque-canal.html0 0 0

France HIC Europe & Central Asia2021 December 6 https://www.lemondeinformatique.fr/actualites/lire-telex-la-technologie-fd-soi-de-soitec-dans-les-google-pixel-6-150-m$-voles-dans-le-piratage-de-bitmart-whatsapp-automatise-l-effacement-des-chats-85033.html0 0 0

United StatesHIC North America 2018 July 30 https://www.rawstory.com/2018/07/new-hampshire-democrat-latest-to-be-targeted-by-possible-hackers-in-bizarre-impersonation-attempt/0 0 0

United StatesHIC North America 2020 March 1 https://www.statesville.com/news/i-ss-reports-december-data-breach-of-employee-benefit-plan/article_df9a2ca0-294c-5889-b5cd-897bb551e02b.html0 0 0

Germany HIC Europe & Central Asia2022 January 14 https://www.wiwo.de/technologie/digitale-welt/verfassungsschutz-warnt-unternehmen-nach-hackerattacken-verstaerkt-opfer-von-wirtschaftsspionage/27974194.html0 0 0

China UMC East Asia & Pacific2018 July 29 https://tech.sina.com.cn/i/2018-07-29/doc-ihfxsxzh3775236.shtml0 0 0

China UMC East Asia & Pacific2021 June 29 https://cointelegraph.com/news/south-african-asset-manager-denies-stealing-billions-from-users-claims-5m-was-lost-in-hack0 0 0

United KingdomHIC Europe & Central Asia2020 November 16 https://www.heraldscotland.com/business_hq/18870661.edinburghs-locogen-denmarks-european-energy-develop-scottish-onshore-wind-pipeline-ticketmaster-fined-data-breach-first-blue-energy-island/0 0 0

South KoreaHIC East Asia & Pacific2022 July 20 https://www.voakorea.com/a/6667160.html0 0 0



United StatesHIC North America 2019 June 3 http://patersontimes.com/2019/06/03/how-did-data-breach-that-claimed-23000-passwords-occur-paterson-school-district-has-almost-no-answers/0 0 0

United StatesHIC North America 2019 October 5 https://www.examiner.net/news/20191005/data-breach-local-effects-outlined0 0 0

United StatesHIC North America 2017 February 10 http://idahobusinessreview.com/2017/02/10/phishing-attack-releases-data-of-2500-at-college-of-southern-idaho/0 0 0

United StatesHIC North America 2018 April 5 http://www.matr.net/article-82176.html0 0 0

Ukraine LMC Europe & Central Asia2021 December 23 https://www.kyivpost.com/technology/sbu-unveils-names-of-russian-hackers-attacking-ukraine-since-2014.html0 0 0

South KoreaHIC East Asia & Pacific2021 June 10 https://www.hani.co.kr/arti/economy/finance/998776.html0 0 0

Russia UMC Europe & Central Asia2019 April 27 https://tass.ru/ekonomika/63853170 0 0

Russia UMC Europe & Central Asia2018 October 18 http://www.banki.ru/news/lenta/?id=107106850 0 0

United StatesHIC North America 2021 June 9 https://thefederalist.com/2021/06/09/after-censoring-hunter-biden-bombshell-over-hacked-materials-policy-twitter-is-silent-on-hacked-tax-info/0 0 0

United StatesHIC North America 2019 June 24 https://www.wiredprnews.com/2019/06/24/legal-perspective-phishing-scam-steals-100-million_12413_20190624322377.html0 0 0

Malaysia UMC East Asia & Pacific2018 November 10 https://m.malaysiakini.com/news/4513060 0 0

Sweden HIC Europe & Central Asia2019 July 4 https://www.gd.se/artikel/gavle-kommun/gavlepolis-atalas-for-dataintrang-sadana-uppgifter-ska-personer-inte-veta-om0 0 0

BangladeshLMC South Asia 2019 September 2 https://www.bd-pratidin.com/last-page/2019/09/03/4536610 0 0

Colombia UMC Latin America & Caribbean2017 October 6 http://www.dinero.com/empresas/articulo/carrefour-presenta-demanda-contra-dominio-web-por-robo-de-identidad/2507830 0 0

India LMC South Asia 2019 March 14 https://www.deccanchronicle.com/technology/in-other-news/140319/indian-enterprises-targeted-daily-by-cryptojacking-malware.html0 0 0

Estonia HIC Europe & Central Asia2020 December 2 https://news.err.ee/1193476/november-s-cyber-attack-left-foreign-ministry-intranet-unmolested0 0 0

United StatesHIC North America 2017 February 8 http://www.healthcareitnews.com/news/michigan-cancer-center-notifies-22000-patients-breach-5-months-after-hack0 0 0

Germany HIC Europe & Central Asia2021 December 26 https://www.dw.com/ru/pravozashhitniki-soobshhili-ob-atake-khakerov-na-sajt-fsin/a-602574880 0 0

Russia UMC Europe & Central Asia2017 May 2 https://habrahabr.ru/post/327742/0 0 0

PhilippinesLMC East Asia & Pacific2022 November 14 https://www.philstar.com/business/2022/11/15/2223782/ngcp-airs-concern-erc-over-involvement-computer-hacking0 0 0

Russia UMC Europe & Central Asia2018 June 22 https://fortunascorner.com/2018/06/22/pentagon-pushes-counterintel-industry-china-hacks-away/0 0 0

United StatesHIC North America 2020 March 3 https://www.tmcnet.com/usubmit/2020/03/03/9108444.htm0 0 0

South KoreaHIC East Asia & Pacific2021 September 1 http://segye.com/newsView/202109015160710 0 0

Belgium HIC Europe & Central Asia2018 September 20 https://www.lavenir.net/cnt/dmf20180920_012286290 0 0

United StatesHIC North America 2022 December 29 https://www.jdsupra.com/legalnews/cincinnati-state-technical-community-2881134/0 0 0

Ukraine LMC Europe & Central Asia2019 August 28 https://www.depo.ua/rus/politics/depoua-zvernetsya-v-sbu-ta-mvs-cherez-khakersku-ataku-2019082810192220 0 0

United StatesHIC North America 2021 March 7 https://www.oregonlive.com/nation/2021/03/hack-targeting-fred-meyer-parent-washington-state-auditor-was-part-of-coordinated-strike-on-3rd-party-software.html0 0 0

Russia UMC Europe & Central Asia2019 December 24 https://rg.ru/2019/12/24/v-chehii-hakerskaia-ataka-ostanovila-rabotu-neskolkih-shaht.html0 0 0

United StatesHIC North America 2020 February 6 https://techcrunch.com/2020/02/06/facebooks-use-of-onavo-spyware-faces-questions-in-eu-antitrust-probe-report/0 0 0

United KingdomHIC Europe & Central Asia2021 July 30 https://www.hackneygazette.co.uk/news/hackney-data-blunder-after-last-years-cyber-attack-81967200 0 0

United StatesHIC North America 2018 January 13 http://www.shipnc.com/news/police/article_e0d6acb4-f648-11e7-b447-679168e9ac75.html0 0 0

South KoreaHIC East Asia & Pacific2021 June 28 https://news.joins.com/article/240927880 0 0

Finland HIC Europe & Central Asia2018 April 30 https://yle.fi/uutiset/3-101853410 0 0

United StatesHIC North America 2020 December 11 https://www.westernmassnews.com/news/ludlow-officials-report-ransomware-attack-to-towns-it-infrastructure-systems/article_2b30e3f4-3b4e-11eb-a872-2b5c342c8af2.html0 0 0

United StatesHIC North America 2020 September 18 https://thehill.com/policy/cybersecurity/517100-officials-say-nasa-facing-increasing-targeting-by-foreign-and-domestic0 0 0

Russia UMC Europe & Central Asia2021 September 17 https://www.securityweek.com/pakistani-man-involved-att-hacking-scheme-sentenced-prison-us0 0 0

NetherlandsHIC Europe & Central Asia2022 July 26 https://www.crimesite.nl/nederlandse-verdachte-internationaal-kinderporno-netwerk-gehackt-door-recherche/0 0 0

South KoreaHIC East Asia & Pacific2017 November 2 http://news.joins.com/article/220765450 0 0

United StatesHIC North America 2022 January 3 https://www.banklesstimes.com/2021/09/22/us-government-sanctions-crypto-exchange-suex/0 0 0

United StatesHIC North America 2017 April 4 http://www.imediaethics.org/50-new-phone-hacking-lawsuits-news-corps-uk-branch-sued/0 0 0

United StatesHIC North America 2017 September 5 http://ftnews.firetrench.com/2017/09/university-cybersecurity-breaches-doubled-in-past-two-years-with-hackers-targeting-research/0 0 0

United StatesHIC North America 2018 March 21 https://www.heraldandnews.com/news/county-reports-nigeria-based-data-breach/article_e21fbf5a-e36e-5f41-b772-6a47280fc98c.html0 0 0

PhilippinesLMC East Asia & Pacific2021 February 8 https://www.ilonggotechblog.com/2021/02/kaspersky-detects-increased-spread-of-ad-fraudsters-silentfade-malware-in-sea.html0 0 0

United KingdomHIC Europe & Central Asia2019 February 25 https://www.pressgazette.co.uk/phone-hacking-pot-grows-by-12-5m-at-mirror-express-and-star-publisher-reach-full-2018-accounts/0 0 0

United StatesHIC North America 2017 July 5 http://www.democratandchronicle.com/story/news/2017/07/05/policy-racy-photos-pittsford-town-board-candidates-site-hacked/445777001/0 0 0

India LMC South Asia 2017 August 16 http://www.moneycontrol.com/news/technology/govt-sends-notices-to-xiaomi-apple-19-others-over-hacking-fears-2361647.html0 0 0

United StatesHIC North America 2022 April 20 https://www.crhoy.com/economia/en-hacienda-trabajan-de-forma-manual-tras-hackeo-y-con-minima-informacion/0 0 0

Israel HIC Middle East & North Africa2019 November 7 https://www.pc.co.il/general/302668/0 0 0

Spain HIC Europe & Central Asia2018 February 9 https://advox.globalvoices.org/2018/02/09/netizen-report-cyber-attacks-sideline-independent-media-in-azerbaijan-philippines/0 0 0

Mexico UMC Latin America & Caribbean2022 October 6 http://www.elexpres.com/2015/nota.php?story_id=2901870 0 0

Spain HIC Europe & Central Asia2019 November 23 https://www.farodevigo.es/portada-ourense/2019/11/22/hackeo-diputacion-desvio-1-millon/2206732.html0 0 0

United StatesHIC North America 2017 March 2 http://www.fark.com/comments/9500493/Yahoo-reveals-massive-data-breach-This-is-not-a-repeat0 0 0

Finland HIC Europe & Central Asia2020 January 11 https://www.hameensanomat.fi/kanta-hame/seksuaalista-hairintaa-haittaohjelmia-tai-maksukortin-vaarinkayttoa-yli-puolet-suomalaisista-on-joutunut-rikoksen-uhriksi-verkossa-1010476/0 0 0

Canada HIC North America 2019 January 23 https://toronto.ctvnews.ca/social-services-minister-wants-to-see-disciplinary-action-for-odsp-data-breach-1.42646770 0 0

United StatesHIC North America 2018 February 8 https://nakedsecurity.sophos.com/2018/02/08/uber-data-breach-aided-by-multi-factor-authentication-weakness/0 0 0



United StatesHIC North America 2018 June 6 http://wadk.com/1540-wadk-com-updates/3659070 0 0

Belarus UMC Europe & Central Asia2022 October 24 https://www.sb.by/articles/bolee-110-belorusov-lishilis-deneg-cherez-fishingovye-stranitsy-internet-bankinga.html0 0 0

Belarus UMC Europe & Central Asia2017 October 21 https://charter97.org/ru/news/2017/10/21/266697/0 0 0

Malaysia UMC East Asia & Pacific2019 September 8 http://www.bernama.com/en/general/news.php?id=17652480 0 0

Argentina UMC Latin America & Caribbean2022 April 13 https://www.agencianova.com/nota.asp?n=2022_4_12&id=109257&id_tiponota=60 0 0

GuatemalaUMC Latin America & Caribbean2021 September 22 https://newsinamerica.com/pdcc/boletin/2021/danos-por-robos-hackeos-y-fraudes-de-criptomonedas-superan-los-100-mil-millones-de-dolares/0 0 0

Israel HIC Middle East & North Africa2018 August 20 https://www.jewsnews.co.il/2018/08/20/isis-claims-to-have-hacked-facebook-and-threatens-to-behead-mark-zuckerberg-in-vile-new-poster.html0 0 0

Czech RepublicHIC Europe & Central Asia2021 March 15 https://www.ceskenoviny.cz/zpravy/hackeri-v-cr-napadli-asi-500-postovnich-serveru-uvedl-eset/20090440 0 0

United StatesHIC North America 2019 May 17 https://www.natlawreview.com/article/website-hacks-result-ftc-actions-lax-security0 0 0

India LMC South Asia 2020 October 9 https://www.ndtv.com/india-news/uttarakhand-man-stole-rs-5-crore-by-hacking-nepalese-bank-account-arrested-cops-23078600 0 0

United StatesHIC North America 2021 March 17 https://healthitsecurity.com/news/feds-warn-of-trickbot-spear-phishing-attacks-delivering-malware-payload0 0 0

United StatesHIC North America 2022 June 1 https://www.larepublica.net/noticia/hackers-atacan-el-corazon-de-la-seguridad-social-y-obligan-a-cancelar-citas-y-reprogramar-operaciones0 0 0

Mexico UMC Latin America & Caribbean2019 April 15 https://www.notisistema.com/noticias/firma-de-ciberseguridad-detecta-que-13-sitios-del-gobierno-fueron-hackeados/0 0 0

Russia UMC Europe & Central Asia2018 January 21 https://www.bfm.ru/news/3754510 0 0

Russia UMC Europe & Central Asia2022 June 13 https://www.memri.org/cjlab/venezuelan-designer-ransomware-used-iranian-russian-hackers-faces-charges-us-reports-user-pro0 0 0

United KingdomHIC Europe & Central Asia2021 June 11 https://www.thesun.co.uk/news/15231724/hackers-steal-26m-logins-for-facebook-amazon-apple/0 0 0

United StatesHIC North America 2021 July 20 http://www.msn.com/en-nz/news/other/parliamentary-expenses-watchdog-being-sued-by-mp-staffers-over-serious-data-breach/ar-AAMmwt90 0 0

United KingdomHIC Europe & Central Asia2020 December 11 https://www.bmj.com/content/371/bmj.m4759/rr-10 0 0

Russia UMC Europe & Central Asia2021 December 30 https://www.svoboda.org/a/hakery-poluchili-dostup-k-polutora-tysyacham-moskovskih-shlagbaumov/31632924.html0 0 0

United StatesHIC North America 2019 December 17 https://www.law360.com/articles/12287510 0 0

United StatesHIC North America 2022 July 19 https://www.teletrader.com/tesla-faces-lawsuit-in-germany-over-data-breach-advertising/news/details/582511160 0 0

United StatesHIC North America 2022 September 14 https://www.jdsupra.com/legalnews/tic-international-corporation-reports-9831157/0 0 0

Ukraine LMC Europe & Central Asia2020 September 23 http://internetua.com/operatory-bitkoin-vymogatelya-lockbit-opublikovali-pohisxennye-dannye-jitelei-ssha0 0 0

India LMC South Asia 2017 December 14 https://aajtak.intoday.in/story/facebook-qr-code-url-account-takeover-bug-hack-indian-researcher-ttec-1-971107.html0 0 0

United StatesHIC North America 2017 August 11 http://searchengineland.com/searchcap-adsense-exploit-google-local-links-uk-boots-fake-google-company-2805460 0 0

United StatesHIC North America 2018 April 19 https://www.bupipedream.com/news/94261/university-warns-students-faculty-of-phishing-emails/0 0 0

United StatesHIC North America 2018 October 2 https://www.channelnewsasia.com/news/singapore/british-airways-data-breach-singapore-airlines-has-performed-107819200 0 0

Ukraine LMC Europe & Central Asia2022 January 19 https://korrespondent.net/ukraine/4438675-snbo-otsenyl-posledstvyia-novoi-kyberataky0 0 0

Macedonia 0 0 2022 September 12 https://www.slobodnaevropa.mk/a/32030174.html0 0 0

Poland HIC Europe & Central Asia2021 June 22 https://www.rp.pl/Polityka/210629847-Sluzby-o-ataku-hakerskim-Na-liscie-ponad-4000-adresow.html0 0 0

Ukraine LMC Europe & Central Asia2021 September 9 https://news.meta.ua/cluster:74823908-SBU-podozrevaet-stolichnykh-aitishnikov-v-torgovle-khakerskimi-programmami-foto-/0 0 0

Russia UMC Europe & Central Asia2021 June 2 https://piter.tv/event/hakeri_iz_rossii_vzlomali_500_mln_adresov_elektronnoj_pochti/0 0 0

Russia UMC Europe & Central Asia2018 December 28 https://lenta.ru/news/2018/12/28/vorishki/0 0 0

United StatesHIC North America 2018 January 25 https://www.scmagazine.com/new-phishing-scam-combines-fedex-and-google-drive-to-lure-victims/article/739575/0 0 0

Finland HIC Europe & Central Asia2021 March 5 https://www.iltalehti.fi/tietoturva/a/d910765b-89ed-43f5-b4c5-0032b77cf8840 0 0

Ukraine LMC Europe & Central Asia2019 January 20 https://www.dialog.ua/ukraine/169940_15479831940 0 0

Israel HIC Middle East & North Africa2019 April 30 https://www.calcalist.co.il/internet/articles/0,7340,L-3761275,00.html0 0 0

Sweden HIC Europe & Central Asia2017 June 3 http://tv.aftonbladet.se/abtv/articles/218414[544425, 544429, 544405, 544409, 544406]['Data breach at the defense military base', 'Suspected data breach at Swedish military base', 'Data breach at the Swedish military base Berga', 'Suspected data breach at military installation', 'Suspected data breach at Berga military base']4

Taiwan 0 0 2022 August 31 https://www.setn.com/News.aspx?NewsID=11702840 0 0

PhilippinesLMC East Asia & Pacific2020 December 30 https://cnnphilippines.com:443/world/2020/12/30/transition-Trump-Biden-mistrust.html0 0 0

Spain HIC Europe & Central Asia2022 October 7 https://www.elperiodico.cat/ca/societat/20221007/hospital-moises-broggi-atac-cibernetic-informatic-769783150 0 0

United StatesHIC North America 2019 July 12 https://www.djc.com/news/bu/12123421.html0 0 0

Russia UMC Europe & Central Asia2017 December 21 http://www.forbes.ru/tehnologii/354843-hakery-popalis-evropol-arestoval-v-rumynii-vymogateley-bitkoinov0 0 0

United StatesHIC North America 2017 April 27 http://www.prnewswire.com/news-releases/thales-34-of-us-federal-government-agencies-experienced-data-breach-in-last-year-300447002.html0 0 0

United StatesHIC North America 2022 December 22 https://finance.yahoo.com/news/kaspersky-uncovers-attacks-targeting-albanian-141500899.html0 0 0

India LMC South Asia 2022 July 25 https://navbharattimes.indiatimes.com/world/pakistan/india-friendly-hackers-hacked-information-related-to-pakistan-air-force-and-china-security-establishments/articleshow/93107440.cms[3725889, 3716887, 4100747, 3715461, 3725892, 4100720, 3718594, 3710086, 3725888]['Pakistan Hacking: Pro-India hackers launched a major attack on China and Pakistan, took away 15000 army files', 'Pakistan - backed hacker outfit targets Indian students , educational institutions : Report', 'Indian hackers launch fresh attack at Pakistan under China - related code name : CCP Mouthpiece – Indian Defence Research Wing', 'Pakistani hackers target students in India with this malware , See how to avoid it', 'China and Pakistan have lost their sleep! Pro-India hackers blew up 15,000 files', 'Pakistan targeting Indian army officers through WhatsApp malware – Indian Defence Research Wing', 'Pakistan - backed hacker outfit targets Indian students , educational institutions : Report ? – Indian Defence Research Wing', "India's new cyber attack, the code name is actually related to China!", 'India-loving hackers made a fuss! As many as 15000 files of Pakistan and China armies were stolen']8

Chile HIC Latin America & Caribbean2019 December 17 http://www.laprensalibre.cr/Noticias/detalle/158775/ejercito-de-chile-sufrio-hackeo-correos-electronicos[4950306, 4944019, 4951055, 4944016, 4952446, 4944017, 4944018, 4946077, 4944020]['Chilean Army suffered email hacking', 'Army acknowledges hacking of email accounts not related to sensitive data', 'Chilean Army confirmed the hacking of its email platform', 'Chilean Army acknowledged leaking thousands of emails after being hacked | National', 'Chilean Army suffered hacking of its emails', 'Army admits hacking to email accounts and initiates computer expertise to detect those responsible | National', 'Army confirms hacking of email accounts and initiates expert investigation to find those responsible', 'Anonymous attack: Chilean Army confirmed leak and hacking of six of its email accounts', 'Army acknowledges hacking of email accounts...']8

BangladeshLMC South Asia 2017 September 14 http://manado.tribunnews.com/2017/09/14/situs-federasi-beras-myanmar-diretas-simpatisanrohingya[814408, 814407, 793685, 800224, 793686, 798431, 1249751, 1249752, 800223, 807845]['Myanmar Rice Federation website hacked by Rohingya sympathizers', 'Rohingya Supporters Hack Myanmar Rice Federation Website', 'Cyber \u200b\u200b71 will carry out cyber attacks on Myanmar until they apologize', 'Myanmar hackers attack Bangladesh govt site', "Myanmar President's website hacked", 'Bangladeshi hackers attack Myanmar govt sites', 'Support Rohingya, Hackers Hack Myanmar Rice Federation Website', 'Rohingya Sympathizers Hack Myanmar Rice Federation Website', 'Myanmar hackers hack Bangladesh govt site', 'Cyber \u200b\u200b71 hacking Myanmar websites, Cyber \u200b\u200b71 has started a war in the cyber space of Myanmar']9

Venezuela 0 Latin America & Caribbean2017 July 31 http://noticiaaldia.com/2017/07/hackean-pagina-web-del-cne/[1223749, 1223751]['CNE website hacked', 'CNE page restored after hacking']1

United StatesHIC North America 2022 June 1 https://tech.co/news/hackers-are-selling-us-university-credentials-online-fbi-says[3660576, 3657129]['Hackers are Selling US University Credentials Online , FBI Says', 'Hackers Found Selling Stolen University Credentials']1

United KingdomHIC Europe & Central Asia2017 June 28 https://www.rt.com/viral/394481-shadow-brokers-nsa-hacker/[624437, 1214245, 629901, 628139, 628115, 1206549, 1199458, 628141]['Shadow Brokers threatens to expose NSA hacker covert operations against China — RT Viral', 'Shadow Brokers Exploits : Hacker Group Releases New Vulnerabilities', 'The Shadow Brokers threaten to reveal the identity of the former NSA hacker', 'Shadow Brokers group gloats about global malware and threatens Equation Group', 'Shadow Broker new message gloats about Petya with threat to dox former NSA EquationGroup hacker', 'Shadow Brokers Group Leaks Stolen National Security Agency Hacking Tools', 'Shadow Brokers threatens to expose NSA hacker covert operations against China', 'Shadow Brokers publishes new note in the wake of the NotPetya malware attack']7

South KoreaHIC East Asia & Pacific2017 March 1 http://www.koreaherald.com/view.php?ud=20170301000278[1121011, 235696, 234506, 238847, 234943, 1120989, 252506, 234935, 252508, 1120992, 234936, 238783, 234958, 252509, 234945, 234940, 1120995, 265104, 1123694, 1120991, 234996, 238811, 234680, 258988, 234971, 1120988, 234295, 1121012, 234980, 238812]['Lotte Chinese website hacked in protest of US missile defense system', 'South Korea blames Chinese hackers for DDoS attack that brought down Lotte Duty Free website', 'THAAD deployment caused by Korea and China cyber attacks... Damage to domestic sites such as Lotte', "Part of China's opposition to THAAD?... Hacking to the website of a consigned institution in Seoul", 'Lotte Duty Free website once paralyzed by Chinese DDoS hacking attack : News', "Lotte Group's Chinese website paralyzed by hacking attack", "China's cyber attack in earnest... Hacking the Lotte Year tutoring site", "Paralyzed Lotte's Chinese website... external hacking attack", 'Chinese hacker organization South Korea and Lotte counter-type attack language', 'Lotte China homepage paralyzed... external hacking attack', 'Lotte Duty Free homepage hacked, restored in 3 hours... Spreading rumors of THAAD retaliation', 'Lotte Duty Free homepage hacking investigation likely to take a long time', 'THAAD land contract Lotte, Korea Duty Free homepage w29

United KingdomHIC Europe & Central Asia2018 May 10 http://www.pressgazette.co.uk/russian-hackers-try-to-connect-to-suns-computer-network-in-cyber-security-threat/[1650789, 1648366]['Russian hackers try to connect to Sun computer network in cyber security threat – Press Gazette', 'The Sun Is Being Targeted By Russian Hackers , According To An Internal Email']1

India LMC South Asia 2018 August 21 https://www.financialexpress.com/aadhar-card/aadhaar-data-breach-delhi-hc-seeks-centres-response/1287558/[1932872, 1920723, 1920727, 1932865, 1932867, 1932871, 1920719, 1932869, 1920728, 1920718]['Aadhaar data breach : Delhi HC seeks Centre response - The Financial Express', 'Gujarat Aadhaar centre employees quizzed in data breach case | India News', 'Aadhaar Centre Employees Quizzed In Data Breach Case', 'Aadhaar data breach : HC seeks Centre response', 'Aadhaar data breach : HC seeks Centre response – The Shillong Times', 'Welcome To IANS Live - TopStory - Aadhaar data breach : HC seeks Centre response', 'Aadhaar centre employees quizzed in data breach case', 'Aadhaar data breach : HC seeks Centre response – Canindia News', 'Aadhaar centre employees in Gujarat quizzed by Delhi Police in data breach case', 'Herald : Aadhaar centre employees quizzed in data breach case']9

United Arab EmiratesHIC Middle East & North Africa2018 September 24 http://english.alarabiya.net/en/News/2018/09/24/-Hundreds-of-targets-in-Qatar-linked-hack-say-lawyers-for-US-lobbyist-Broidy.html[2026787, 2044081, 2025391, 2067662]['  Hundreds of target in Qatar - linked hack , say lawyers for US lobbyist Broidy', 'Targets of  Qatar hack  threaten new wave of legal action', 'Hundreds may have been targets of Qatar - linked hackers , say lawyers of US\xa0lobbyist\xa0Elliott Broidy', 'Qatar declares war on hackers , but it leads the pack in state - sponsored hacking']3



India LMC South Asia 2020 November 10 https://www.firstpost.com/tech/news-analysis/bigbasket-data-breach-exposes-data-of-2-crore-users-in-dark-web-cybersecurity-firm-cyble-reveals-8998991.html[2761996, 2761347, 2761348, 2760845, 2760843, 2761339, 2760846, 2761340, 2761352, 2760842, 2761345, 2761251, 2761342, 2761350, 2761349, 2761344, 2760841]['BigBasket data breach exposes data of 2 crore users in dark web , cybersecurity firm Cyble reveals - Technology News , Firstpost', 'Bigbasket faces potential data breach ; details of 2 crore users put on sale on dark web', 'Grocery Delivery App Faces Potential Data Breach ; Details Of 2 Crore Users On Dark Web', 'BigBasket faces data breach ; details of 2 crore users put on sale on dark web', 'BigBasket suffers data breach , details of 2 cr users put on sale', 'Data breach : BigBasket user detail leaked on dark web , company files complaint', 'Bigbasket data breach ; Details of 2 cr users exposed', 'BigBasket confirms data breach of 2 crore BB users , here is what we know so far', 'e - grocery BigBasket admits to customer data  breach  | Technology News – India TV', 'BigBasket faces potential data breach ; details of 2 crore users put on sale on dark web', 'Bigbasket faces potential data breach ; details of 2 crore users up for sale on dark web', 'Grocery app BigBasket hacked data of 2 crore users leaked', 16

South KoreaHIC East Asia & Pacific2020 December 3 https://www.upi.com/Top_News/World-News/2020/12/03/North-Korea-hackers-created-spoof-Hyundai-sites-report-says/4851607010644/[2789928, 2789234, 2789235]['North Korea hackers created spoof Hyundai sites , report says', '[Exclusive] North Korea-suspected hacker opens phishing site for affiliates of Hyundai Motor Group', 'In-house phishing sites appeared in Hyundai Steel and Hyundai E&C… Hacker North Korea or China?']2

India LMC South Asia 2019 July 9 http://www.palpalindia.com/2019/07/09/New-delhi-mobile-hackers-digital-account-payment-app-users-40-million-news-in-hindi-282829.html[4578273, 4575039]['Hackers extorted Rs 4 crore from users from payment app', 'Caution: Hackers stole Rs 4 crore from users in 3 days through mobile payment app, had to shut down']1

Germany HIC Europe & Central Asia2018 February 12 http://www.sueddeutsche.de/news/wissen/technik-apple-id-phishing-ueber-falsche-itunes-bestaetigungen-dpa.urn-newsml-dpa-com-20090101-180207-99-976620[1409098, 1425376, 1395644, 1409097, 1409092, 1395637, 1409090, 1409094, 1409093, 1399059]['Apple - ID - Phishing via Fake iTunes - Confirmations - Knowledge - News', 'Apple Phishing Scam Hitting The Mother Lode', 'LKA warns: Apple ID phishing with a supposed subscription bill', 'Apple ID phishing via false iTunes confirmations : RHEINPFALZ . en', 'Apple ID phishing via fake iTunes confirmations - Web', 'Phishing of Apple IDs: The LKA warns of this scam', 'Apple - ID - Phishing via Fake iTunes - Confirmations - Breaking News', 'Apple ID phishing via fake iTunes confirmations', 'Be careful with emails: Apple ID phishing via false iTunes confirmations', 'Apple ID phishing: Beware of those Deezer and Soundcloud bills']9

United StatesHIC North America 2022 July 25 https://www2.staffingindustry.com/Editorial/Daily-News/Rhode-Island-based-staffing-firm-paying-230-000-in-wake-of-data-breach-62403[3726525, 3723958]['Rhode Island - based staffing firm paying $230 , 000 in wake of data breach', 'R . I . staffing firm with Natick branch to pay $230K over data breach']1

United StatesHIC North America 2021 July 28 https://www.nbcsandiego.com/news/local/data-breach-at-uc-san-diego-health-some-employee-email-accounts-impacted/2670302/[3421420, 3062583, 3421426, 3414652, 3413588, 4142657, 4142694, 3421577, 3421380, 3424118, 3421591, 3421593, 3421596]['Data Breach at UC San Diego Health : What We Know – NBC 7 San Diego', 'UC San Diego Health phishing attack exposes SSNs , financial info', 'UC San Diego Health announces data breach', 'Your Information May Have Been Compromised in Yale New Haven Health Data Breach', 'Emails part of Elektra data breach for Yale - New Haven Hospital', 'UCSD Health data breach', 'University of San Diego Health Substitute Notice of Data Breach', 'Federman & Sherwood Announces an Investigation of the UC San Diego Health Data Breach', 'UC San Diego Health announces data breach of employee email accounts - ', 'UC San Diego Health Breach Tied to Phishing Attack', 'UC San Diego Health Discloses Data Breach', 'San Diego\xa0Health\xa0Data Breach\xa0Impacts\xa0Patients , \xa0Staff , \xa0Student\xa0PHI', 'Scott Cole & Associates Announces U . C . San Diego Health Data Breach Investigation']12

United StatesHIC North America 2022 September 19 https://www.govtech.com/education/k-12/illinois-schools-sound-alarm-after-cyber-attack-on-messaging-app[3799808, 3794604]['Illinois Schools Sound Alarm After Cyber Attack on Messaging App', 'School software app turns messaging back on after hack that impacted 6 Lancaster County districts']1

India LMC South Asia 2022 May 8 https://www.glamsham.com/world/technology/ethiopia-records-5856-cyber-attacks-in-nine-months[3626611, 3626390]['Ethiopia Records 5 , 856 Cyber Attacks In Nine Months', 'Ethiopia says records 5 , 856 cyber attacks in nine months']1

United StatesHIC North America 2019 January 29 https://www.gaystarnews.com/article/shock-despair-and-helplessness-in-singapore-after-hiv-data-breach/[4315645, 4317990]['  Shock , despair , and helplessnes in Singapore after HIV data breach', 'Amid data breach , Singapore politician speaks out for people living with HIV']1

United StatesHIC North America 2017 March 18 https://www.law360.com/articles/903573[300163, 316062, 312516, 305492, 305480]['Neiman Marcus To Pay $1 . 6M In Shopper Data Breach Suit', 'Neiman Marcus To Pay $1 . 6 Million in Shopper Data Breach Lawsuit', 'Neiman Marcus agrees to pay $1 . 6 million in 2013 data breach lawsuit', 'Neiman Marcus to pay $1 . 6 million in shopper data breach lawsuit ', 'Neiman Agrees to Pay $1 . 6M to End Data Breach Lawsuit – WWD']4

United StatesHIC North America 2017 October 10 https://betanews.com/2017/10/10/formbook-malware-spreading/[882784, 882848, 879815, 882610, 873075]['FormBook malware attacks target US and South Korea', 'FormBook Malware : Attack Targets Defense Contractors In US , South Korea', 'FormBook Malware Targets U . S . Defense Contractors , Aerospace and Manufacturing Sectors ', 'What is FormBook ? New malware hits defense , aerospace and manufacturing firms in US and South Korea', 'New  FormBook malware sweeps US , Korea']4

United StatesHIC North America 2017 January 13 http://www.newsworks.org/index.php/local/delaware/100475-data-breach-impacts-19000-delaware-insurance-customers[1100350, 79359, 1100807, 78086, 1100359, 79471, 79453, 79345, 78819, 79357, 100359]['Data breach impacts 19 , 000 Delaware insurance customers — NewsWorks', 'Delaware DOI Investigating Data Breach Affecting 19 , 000 Consumers', 'Health Insurance Data Breach Affects Thousands in Delaware', 'Data breach impacts 19 , 000 Delaware insurance customers', 'Data breach affects 19 , 000 First State insurance customers', 'Hackers breach Delaware Department of Insurance , 19 , 000 members affected', 'About 19K Del . Residents Affected By Insurance Data Breach « CBS Philly', 'Thousands of Delawarean personal medical records could be compromised in Highmark Blue Cross hack ', 'Health insurance data breach affects thousands in Delaware', 'Health insurance data breach affects thousands in Delaware ', 'Delaware Health Data Breach Potentially Impacts 19K']10

United StatesHIC North America 2018 May 2 http://www.4-traders.com/news/Report-Finds-Top-Chinese-Brands-Fail-to-Protect-Worldwide-Consumers-From-Phishing-Attacks--26467797/[1634145, 1634150]['Report Finds Top Chinese Brands Fail to Protect Worldwide Consumers From Phishing Attacks', 'Report Finds Top Chinese Brands Fail to Protect Worldwide Consumers From Phishing Attacks 2018 - 05 - 02']1

United StatesHIC North America 2020 January 24 https://www.kcci.com/article/dhs-data-breach-in-dallas-county-affects-more-than-4000-peoples-information/30657725[2305728, 2305729, 2305730, 2308108]['DHS : Data breach in Dallas County affects more than 4 , 000 people', 'Nearly 5 , 000 people exposed in Dallas County data breach | AM 600 WMT', 'Nearly 5 , 000 people exposed in Dallas County data breach', 'Iowa DHS data breach involves nearly 4 , 800 Dallas County residents']3

India LMC South Asia 2020 January 28 https://www.oneindia.com/india/india-faced-three-times-the-cyber-attack-than-the-global-average-3022518.html[2295199, 2311453, 2295204]['India is likely to get more affected by hacking in APAC region', 'India faced three times the cyber attack than the global average', 'India faces high impact of hacking in APAC region : Report']2

United KingdomHIC Europe & Central Asia2021 February 24 https://www.infosecurity-magazine.com:443/news/aircraftmaker-bombardier-breached/[3149317, 3148906, 3149315, 3149312, 3148907, 3148671, 3148381]['Aircraft - Maker Bombardier Breached by Accellion FTA Hackers', 'Hackers Leak Data Stolen From Jet Maker Bombardier', 'Hackers publish Bombardier data in wide - reaching FTA cyber attack', 'Bombardier is latest company hacked by a group using ransomware called Clop', 'Ransomware gang extorts jet maker Bombardier after Accellion breach', 'Airplane maker Bombardier data posted on ransomware leak site following FTA hack', 'Aircraft manufacturer Bombardier reports hacker attack']6

Bulgaria UMC Europe & Central Asia2020 November 26 https://dnes.dir.bg/krimi/haker-s-imeto-emil-kyulev-iztochi-hilyadi-egn-ta-s-nomerata-na-bankovi-smetki[2778001, 2775598, 2775601, 2777996, 2777997, 2777998, 2775599]['A hacker by the name of Emil Külev leaked thousands of EGNs with bank account numbers', 'A hacker publishes the personal data of customers of a credit company - Criminal', 'Cyber \u200b\u200battack: Personal data of customers of a credit company in Bulgaria has been hacked', 'A hacker named Emil Külev has leaked customer data of a payment service company', 'A hacker goes on the rampage under the name Emil Külev, siphoning data of...', 'GDBOP checks the hacker Emil Külev, who leaked the data of 2000 debtors of a credit company', 'A hacker exported customer data of a credit company']6

Russia UMC Europe & Central Asia2020 October 26 https://kopalniawiedzy.pl/hakerzy-VPN-szpiegowanie-kamery,32841,1[4264500, 2756046, 4265272]['Hackers have access to over 50,000 home cameras', 'The hackers managed to gain access to 15,000 surveillance cameras in Moscow', 'Hacked private surveillance cameras allowed hackers to create their own surveillance system in Moscow']2

India LMC South Asia 2017 February 23 http://navbharattimes.indiatimes.com/business/business-news/hitachi-hackers-cashed-in-on-security-gaps-in-indias-worst-ever-cybersecurity-breach/articleshow/57306976.cms[214468, 214406, 5048432, 212504]['Cyber breach : hitachi hackers cashed in on security gaps in india worst ever cybersecurity breach', 'Hitachi : Hitachi hackers cashed in on security gaps in India worst', 'Hitachi hackers cashed in on security gaps in India worst', 'Hitachi hackers cashed in on security gaps in India  s worst']3

United Arab EmiratesHIC Middle East & North Africa2018 October 10 http://www.itp.net/618138-middleeast-focused-hacking-group-expands-attack-footprint[2080924, 2080925]['MiddleEast - focused hacking group expands attack footprint', 'Middle - East focused hacking group expands attack footprint']1

Mexico UMC Latin America & Caribbean2020 July 10 https://www.diariodemorelos.com/noticias/denuncian-hacker-que-rob-datos-de-microsfot-en-62-paises[4229593, 2602949]['They denounce a Hacker who steals Microsoft data in 62 countries', 'They denounce a Hacker who steals Microsoft data in 62 countries']1

Russia UMC Europe & Central Asia2017 February 1 http://hitech.vesti.ru/news/view/id/10880[145747, 149142, 145735, 141735]['Brazilian hackers disrupted the plans of graduates', 'Hackers signed up Brazilian applicants for a vodka production course', 'Hackers signed up Brazilian applicants for rum production courses : Society : World : Lenta . en', "Hackers in Brazil signed up the country's top applicants for a vodka production course. EN TV"]3

Mexico UMC Latin America & Caribbean2017 April 20 http://lasillarota.com/eu-gasta-22-mdd-en-hackeo-de-moviles-y-laptops[385993, 385984, 385987]['EU spends 2. 2 million dollars in hacking of mobile phones and laptops', 'Spend EU , 2 . 2 million dollars in mobile hacking from immigration ban', 'EU spends 2. 2 million dollars in mobile hacking from immigration ban']2

Nigeria LMC Sub-Saharan Africa2022 December 5 https://guardian.ng/news/nigerians-alerted-to-new-phishing-attacks-whatsapp-compromise/[3908611, 3903851, 3906749, 3906750, 3903852, 3907572]['Nigerians alerted to new phishing attacks , WhatsApp compromise', '  Be wary of unsolicited calls , message -- NITDA warns Nigerians over alleged Whatsapp data breach', 'Cyber alert : NCC - CSIRT warns Nigerians on latest Phishing attack', 'NCC warns of phishing attack exploit', '  Be wary of unsolicited calls , message NITDA warns Nigerians over alleged Whatsapp data breach - Latest Nigeria News . Nigerian News . Your online Nigerian Newspaper . ', 'NCC - CSIRT warns of phishing attack exploit - National Accord Newspaper']5

United KingdomHIC Europe & Central Asia2017 June 8 https://www.theregister.co.uk/2017/06/08/busted_russian_casino_hackers_had_an_appetite_for_drugs_and_chocolate/[562946, 567867]['Busted Russian casino hackers had an appetite for drugs and chocolate • The Register', 'FBI Nabs Russian Mob that Hacked Casino Slots and Stole Five Tons of Chocolate ']1

India LMC South Asia 2017 July 29 http://www.deccanchronicle.com/nation/current-affairs/300717/malware-attacks-bsnl-broadband-services-nationwide.html[702552, 712236, 1234485, 712242, 1234476, 1234473, 1234474, 712249, 1234494, 706553, 1220888, 702549, 1234469, 706548, 1234484, 704831, 1234470, 712240, 1220897, 712245, 1220889, 1234483, 702546, 712239, 702545, 1234478, 1220887, 706546, 1220893, 712238, 1234482, 1234486, 1234468, 1234475, 702548, 1234477, 1220894, 1234481, 712237, 1234480]['Malware attacks BSNL broadband services nationwide for 3 days', 'After BSNL , malware attack hits 10 , 000 MTNL broadband modems', 'BSNL Asks Broadband Users to Change Passwords After Malware Attack', 'MTNL broadband services disrupted after malware attack ; 10 , 000 users affected', 'Malware affects 60 , 000 BSNL broadband modems in Karnataka', 'New malware hits 2000 BSNL broadband modems : Here what you need to know', 'BSNL Asks Broadband Users to Change Passwords After Malware Attack Affects 2 , 000 Modems', 'malware attack on mtnl broadband service', 'Malware attack on BSNL', 'BSNL Says Contained Malware Situation to a Large Extent', 'BSNL asks net users to change password after malware attack', 'MTNL services : Malware hits MTNL net services', 'BSNL : BSNL asks net users to change password after malware attack , Telecom News , ET Telecom', 'Malware strikes MTNL Net services', 'Dainik Tribune » News » Malware attack on BSNL broadband', 'BSNL broadband services get affected by malware across country', 'M39

United KingdomHIC Europe & Central Asia2018 June 1 https://www.hastingsobserver.co.uk/news/politics/council-sorry-for-data-breach-1-8518565[1710232, 1726378]['Council  sorry  for data breach', 'Apology after data breach by Falkirk Council']1

United StatesHIC North America 2018 June 4 https://www.daytondailynews.com/news/local/ohio-cities-face-increasing-ransomware-cyber-attacks/nqYsF8djH8TtIpPx1nH5MJ/[1717278, 1717279]['Ohio cities face increasing ransomware , cyber attacks', 'Ohio cities face increasing ransomware , cyber - attacks']1

United StatesHIC North America 2018 November 14 https://kplr11.com/2018/11/13/missouri-among-the-worst-american-cities-for-malware-attacks/[2163139, 2163118]['Missouri among the worst American cities for malware attacks', 'St . Louis among the worst American cities for malware attacks']1

United StatesHIC North America 2020 February 23 https://www.theepochtimes.com/man-tied-to-former-rep-katie-hills-campaign-arrested-for-hacking-her-opponents-website_3247756.html[2365121, 2362655, 2363973, 2362667, 2362669, 2363947, 2362853]['Man Tied to Former Rep . Katie Hill Campaign Arrested for Hacking Her Opponent Website', 'FBI Arrests Hacker Linked to Katie Hill Campaign', 'Man tied to former Rep . Katie Hill campaign arrested for hacking website of opponent in 2018', 'FBI Arrests Hacker Linked to Former Rep . Katie Hill Campaign', 'FBI arrests man linked to Katie Hill for allegedly hacking opponent campaign', 'FMR Dem Rep . Katie Hill campaign staffer arrested on charges of hacking opponent websites in 2018 primary', 'FBI arrests hacker tied to Katie Hill campaign after primary opponents were hacked']6

Ukraine LMC Europe & Central Asia2022 February 8 http://internetua.com/hakerskaya-gruppa-opublikovala-kadry-i-faily-iz-iranskih-tuarem[3491106, 4068956]['Hacker group published footage and files from Iranian prisons', 'Hackers leak records from Iranian prisons']1

Russia UMC Europe & Central Asia2022 November 24 https://kazanfirst.ru/news/599336[3895091, 3893566, 3893557, 3893565, 3896446]['The Central Bank noted the high intensity of hacker attacks on Russian banks 24 . eleven . 2022', 'The Central Bank noted the high intensity of cyber attacks', 'The Central Bank reminded that hackers attack Russian banks all the time', 'The Central Bank noted the high intensity of hacker attacks on Russian banks', "The Bank of Russia estimated the volume of hacker attacks on depositors' accounts"]4

Bulgaria UMC Europe & Central Asia2021 December 7 https://www.dnes.bg/technology/2021/12/07/151-uvelichenie-na-atakite-sys-zlonameren-softuer-prez-2021-g.513197[3018170, 3007682]['151% increase in malware attacks in 2021 - Latest News from DNES. BG', 'Picus Security Red Report : 2021 malware variants are more sophisticated , more evasive , and more likely to encrypt data']1

Mexico UMC Latin America & Caribbean2021 December 16 https://planoinformativo.com/824699/cuatro-diputados-y-personal-del-congreso-sufrieron-hackeos-[3037024, 3037023, 3039677]['Four deputies and congressional staff suffered hacking', 'Deputies and congressional staff, victims of hacking', 'Hacks in the local Congress']2

Indonesia LMC East Asia & Pacific2020 June 5 https://regional.kompas.com/read/2020/06/05/14442871/webinar-yang-dihadiri-wapres-diduga-diretas-uin-malang-minta-penjelasan-zoom[2543875, 2543885]['Webinar Attended by Vice President Allegedly Hacked, UIN Malang Requests Zoom Explanation', "Alleged Hacking of UIN Malang Webinar, Vice President Maruf Amin's Appearance Filled with Graffiti, This is the Organizer's Explanation"]1

Russia UMC Europe & Central Asia2020 August 19 https://glavnoe.ua/news/n357035843-komitet-senata-ssha-vzlom-pochty-hillari-klinton-zakazal-putin[2663698, 2662187, 2661930, 2661866, 2662200, 2661847, 2662201, 2662193, 4246089, 4246083, 2661938, 2662016, 2662211, 4251007, 2663405, 4246086, 2662186, 2671434, 2661588, 2662231, 4246081, 2662181, 4246088, 2662238, 2666614, 2662938, 2661749, 2662188, 2661939, 2663393, 4246759, 4246078, 2662937, 2662190, 2663372, 4246084, 2662189, 4246076, 2663514, 2662185, 2662254, 4246077, 4246517, 2668201, 4246984, 2661940, 4246074]["US Senate Committee: Hacking Hillary Clinton's mail was ordered by Putin", "NEWSru. com :: The US Senate announced Putin's order to hack the computers of the Democratic Party", "Putin ordered hacking and leaking information to damage Hillary Clinton's campaign: EU", 'Senate committee finds Trump campaign welcomed Russian hacking help', 'US senators accuse Putin of hacking a Democratic server', 'US Senate: Putin personally ordered to hack the computers of the Democratic Party', "US Senators Say Putin Ordered to Hack Democrats' Servers", 'VZGLYAD / US Senators announced "Putin\'s involvement" in hacking the Democrats\' servers :: News of the day', 'Putin authorized hacking of US Democratic Party computers 4 years ago, - report', "US Senate says Putin ordered to hack into Democrats' servers, - investigation", "Putin ordered hacking and posting of emails to damage Hillary's campaign", 'The Senate Intelligence Committee believes Vladimir Putin ordered the hacking of the Democratic Party in 2016', 'US Senate repo46

Mexico UMC Latin America & Caribbean2020 June 10 http://www.zocalo.com.mx/new_site/articulo/scjn-informa-que-sufrio-una-serie-de-ataques-ciberneticos/[2551450, 2551445]['SCJN reports that it suffered a series of cyber attacks', 'The SCJN denounces a series of cyber attacks on its website; restore service']1

Russia UMC Europe & Central Asia2020 September 28 http://inforos.ru/?module=news&action=view&id=115313[4263080, 4260631]['Hackers expose UK campaign to change power in Syria', 'Hackers stole propaganda materials from the British Foreign Office']1

Ukraine LMC Europe & Central Asia2020 July 8 http://talks.su/news/v-niderlandah-posle-vzloma-zashifrovannogo-messendzhera-20200708/[2593021, 4228078, 2591736, 2593011, 2593012, 2592441, 2592622]['In the Netherlands, after hacking an encrypted messenger, they found containers equipped with torture chambers', "B.B. lv : Torture chambers found in the Netherlands after drug dealers' phones were hacked", 'After hacking a criminal messenger in the Netherlands found torture chambers', 'Hacking a criminal chat: in the Netherlands found torture in shipping containers', 'Hacking a criminal chat: in the Netherlands, torture chambers were found in sea containers', 'In the Netherlands, the police hacked into the phones of drug dealers and found torture chambers', 'NEWSru. com :: Containers equipped as torture chambers found in the Netherlands after hacking an encrypted messenger']6

United StatesHIC North America 2019 April 3 https://www.tripwire.com/state-of-security/security-data-protection/georgia-tech-data-breach/[4422561, 4422626, 4420850, 4420226, 4422604, 4006972, 4420223, 4420219, 4007386]['Georgia Tech Data Breach Potentially Exposed 1 . 3M User Personal Data', 'Georgia Tech stung with 1 . 3 million - person data breach', 'Georgia Tech data breach affects 1 . 3M people', 'More Than 1 Million People Exposed In Georgia Tech Data Breach', 'Georgia Tech says data breach goes back to December', 'Georgia Tech data breach exposes 1 . 3 million records ( Includes interview ) ', 'Georgia Tech data breach exposes information of 1 . 3M people , school says', 'Data breach at Georgia Tech affects nearly 1 . 3 million', 'Georgia Tech reveals data breach , 1 . 3 million records exposed']8

United StatesHIC North America 2019 December 5 https://www.msn.com/en-in/news/newsindia/48-government-websites-hacked-until-october-2019/ar-BBXL1B0[4924154, 4929141, 4920230, 4941885]['48 government websites hacked until October 2019', '48 Government Sites Hacked In 2019 : Here Is How The Centre Is Planning To Tackle Cyber Crimes', '48 government websites hacked until October 2019 - Business News', 'Over 21467 Indian Websites Hacked In 2019 Till October Says Sanjay Dhotre In Parliament']3

Pakistan LMC South Asia 2019 December 21 https://www.globalsecurity.org/intell/library/news/2019/intell-191220-presstv01.htm[4961537, 5047238, 4961383, 4961156, 4958942, 4961399, 4956875, 4958941, 4961396, 4956418, 4956114, 4961382, 4960256, 4961874, 4962773, 4956134, 4956417]['Phones of Pakistani officials hacked by Israeli spyware : Guardian', 'Pakistan official phones hacked by  Israel spyware – Middle East Monitor', 'WhatsApp told to share details of targeted users of Israeli hacking', 'Israeli spyware targets the phones of Pakistani officials', 'Pakistan contacts WhatsApp over reports of cellphone hack', 'Asking for details of Pakistani officials who were the target of Israeli hacking from WhatsApp', 'Israeli spyware allegedly used to target Pakistani official phones', 'Israeli spyware used to target Pakistani high officials through WhatsApp', 'Details of Pakistani officials targeted by Israeli hacking on WhatsApp sought - Pakistan', 'Israeli spyware allegedly targeted Pakistani official phones : report', 'Phones of Pakistani officials allegedly targeted by Israeli spyware', 'WhatsApp told to share details of targeted users of Israeli hacking - Newspaper', 'Pakistan official phones hacked by  Israel spyware', 'Who is involved in hacking WhatsApp of Pakistani authorities with 16

LuxembourgHIC Europe & Central Asia2018 October 5 https://luxtimes.lu/european-union/35175-hackers-behind-clinton-leak-now-spying-on-europeans-study-says[2065329, 2062350]['Luxembourg Times - European Union - Hackers behind Clinton leak now spying on Europeans , study says', 'Hackers Behind Clinton Leak Now Spying on Europeans , Study Says']1

BangladeshLMC South Asia 2020 February 4 https://www.thedailystar.net/business/banking/bangladesh-bank-cyber-hacking-billion-dollar-hit-job-1863310[2323572, 2323574]['Bangladesh Bank cyber hacking : The billion - dollar hit job', 'Bangladesh Bank Hacking : No solution for biggest cyber heist in history']1

China UMC East Asia & Pacific2018 June 19 http://www.scmp.com/news/asia/southeast-asia/article/2151426/singapore-was-top-cyber-attack-target-during-trump-kim[1756259, 1754601, 1771212, 1758281]['Singapore was the top cyber attack target during Trump - Kim talks , says report', 'Details emerge of Russian cyber attacks on Singapore Summit', 'Russian cyber attacks on the Singapore summit between the American and North Korean presidents', 'Singapore faced cyber attacks during Trump - Kim summit']3

Zimbabwe LMC Sub-Saharan Africa2018 July 22 http://www.maravipost.com/security-breach-at-zimbabwe-electoral-commission-database-hacked/[1850209, 1843462, 1843461, 1843463, 1843458, 1843459, 1843457]['Security breach at Zimbabwe Electoral Commission ; Database hacked', '  Security breach at ZEC , database hacked  – Report – The Zimbabwe Mail', 'Security breach at Zec , database hacked', '  Security breach at ZEC , database hacked  – Report', 'Security breach at Zec , database hacked - NewsDay Zimbabwe', 'Zimbabwe electoral body database hacked', 'Zimbabwe Electoral Commission Database Hacked By united kingdom Based Host']6

United KingdomHIC Europe & Central Asia2020 June 5 https://www.cbronline.com/cybersecurity/breaches/conduent-ransomware-maze/[2544777, 4213881]['IT Services Giant Conduent Suffers Ransomware Attack , Data Breach', 'IT Services Firm Conduent Felled by Ransomware - Infosecurity Magazine']1

United StatesHIC North America 2020 June 3 https://betanews.com/2020/06/03/companies-cloud-data-breach/[2541529, 2542804, 2540861]['Almost 80 percent of companies have had a cloud data breach in the past 18 months', 'Nearly four in five businesses suffered a cloud data breach in past year and a half', 'Ermetic Reports Nearly 80 % of Companies Experienced a Cloud Data Breach in Past 18 Months']2

India LMC South Asia 2020 December 16 https://www.mid-day.com/articles/hackers-lure-indians-with-microsoft-letter-promising-rs-3-3-crore/23146301[2809068, 2809067, 2811871]['Hackers lure Indians with Microsoft letter promising Rs 3 . 3 crore', 'Hackers lure Indians with Microsoft letter promising Rs 3 . 3 cr', 'Hackers Lure Indians with Microsoft Letter Promising $450K']2

Russia UMC Europe & Central Asia2022 September 12 https://www.securitylab.ru/news/533849.php[3788932, 3788100]["The site of Europe's highest Ferris wheel The Sun of Moscow has been hacked", 'The website of the Sun of Moscow Ferris wheel was hacked by hackers linked to the FSB']1

Kenya LMC Sub-Saharan Africa2021 October 24 https://www.theeastafrican.co.ke/tea/business/hackers-skim-4m-off-banks-in-uganda-3593390[2941981, 2932605]['Hackers skim $4m off banks in Uganda', '$14bn lost as hackers wreak havoc across Ugandan banks']1

Ukraine LMC Europe & Central Asia2020 February 21 https://internetua.com/hakery-massovo-atakovali-polzovatelei-windows-7[2361914, 2356415]['Hackers massively attacked users of the Windows 7 operating system', 'Hackers began to attack computers with Windows 7']1

Poland HIC Europe & Central Asia2019 October 24 https://www.wnp.pl/tech/zhakowany-system-sadu-w-los-angeles-posluzyl-do-phishingu,355805.html[4825875, 4823772]['Hacked Los Angeles court system used for phishing', 'US court system hacked to send phishing emails']1

Spain HIC Europe & Central Asia2018 March 19 http://www.expansion.com/agencia/europa_press/2018/03/19/20180319155912.html[1506809, 1510643, 1510161]['A well-known malware tries to steal drug formulas from various Vietnamese pharmaceutical companies', 'A malware tries to steal drug formulas from various pharmaceutical companies', 'Did you know that a well-known malware tries to steal drug formulas from various Vietnamese pharmaceutical companies?']2

United StatesHIC North America 2017 November 29 https://japan.zdnet.com/article/35111144/[1020888, 1010791, 1012868, 1011813, 1011662]['Cyberattacks targeting South Korea and the game industry -- Japan also for malware distribution', 'Malware Spreads in Japan', 'A new variant of the malware "Mirai" is rapidly increasing -- Japan may also be infected', 'Newly Published Exploit Code Used to Spread Mirai Variant ', 'New Mirai variant back on radar after new exploit code published']4



Denmark HIC Europe & Central Asia2017 September 29 http://sn.dk/Danmark/Hackere-har-lagt-statsministeriets-hjemmeside-ned/artikel/687177[855070, 855080]["Media: Turkish hackers claim they took down the Prime Minister's website", "Hackers have taken down the Prime Minister's website"]1

Greece HIC Europe & Central Asia2022 August 5 https://www.in.gr/2022/08/05/english-edition/pm-sacks-chief-staff-eyp-spy-chief-hacking-pasok-leaders-phone/[3740440, 3740441]['PM sacks Chief of Staff , EYP spy chief resigns after hacking of PASOK leader phone', 'PM Chief of Staff , EYP spy chief resign after revelations about hacking of PASOK leader phone - Ειδήσεις - νέα']1

United StatesHIC North America 2022 September 14 https://www.insurancebusinessmag.com/us/news/cyber/uhaul-confirms-major-data-breach-420447.aspx[3793020, 3790958, 3790700, 3790699, 3790967, 3793027, 3793028, 3803051, 3800065, 3805270]['U - Haul confirms major data breach', 'U - Haul International , Inc . Files Notice of Data Breach After Two Passwords Were Compromised | Console and Associates , P . C . ', 'U - Haul confirms data breach , customer driving licences exposed', 'U - Haul data breach exposes customer data', 'U - Haul says customer names , driver license numbers exposed in data breach', 'U - Haul reveals driver license details stolen in data breach - General Discussion Discussions on AppleInsider Forums', 'U - Haul reveals driver license details stolen in data breach', 'Self - Storage Operator U - Haul Notifies Customers of Data Breach', 'Consumer Alert : Lowey Dannenberg , P . C . Investigates U - Haul for Data Breach', 'Arnold Law Firm : U - HAUL Data Breach Leaves Customers Exposed']9

Qatar HIC Middle East & North Africa2022 May 13 https://menafn.com/1104197474/Dubai-Why-The-Teenager-Who-Hacked-Teslas-Wants-To-Move-To-The-Emirate&source=138[3634630, 3631902]['Dubai : Why The Teenager Who Hacked Teslas Wants To Move To T ... ', 'Dubai : Why the teenager who hacked Teslas wants to move to the Emirate']1

United StatesHIC North America 2019 May 1 https://www.tripwire.com/state-of-security/featured/9-8m-settlement-to-eddie-bauer-data-breach-filed-in-federal-court/[4467801, 4470665, 5039788]['$9 . 8M Settlement to Eddie Bauer Data Breach Filed in Federal Court', 'Eddie Bauer faces $9 . 8M tab for data breach', 'Eddie Bauer settles $9 . 8M class - action suit over 2016 data breach']2

United StatesHIC North America 2019 June 18 https://siliconangle.com/2019/06/17/russians-blamed-530m-hack-japanese-cryptocurrency-exchange-coincheck/[4538868, 5045097, 4537286, 4537414, 4046135]['Russians blamed for $530M hack of Japanese cryptocurrency exchange Coincheck', 'Are Russian hackers behind the $530m Coincheck hack ? ', 'Russian Hackers May Have Carried Out Largest Ever Crypto Exchange Theft', 'Russians ( not North Koreans ) thought to be behind $530M Coincheck hack', 'To steal bitcoins, hackers faked an entire crypto exchange']4

United KingdomHIC Europe & Central Asia2019 March 12 https://www.infosecurity-magazine.com:443/news/chinese-hackers-backdoor-gaming-1/[3989603, 4386118]['Chinese Hackers Backdoor Gaming Titles - Infosecurity Magazine', 'Chinese hacking group backdoors products from three Asian gaming companies']1

United StatesHIC North America 2018 March 2 http://www.shacknews.com/article/103612/nis-america-online-stores-get-hacked-user-payment-details-stolen[1460848, 1460945]['NIS America Online Stores Get Hacked , User Payment Details Stolen', 'NIS America Store Hacked , Customers Info Compromised']1

United StatesHIC North America 2021 November 15 http://news.nate.com/view/20211115n01865[2978708, 2979823]['[Exclusive] Hacking of CCTVs in apartments nationwide, sold for 8 million won on the dark web : Nate News', 'Privacy videos hacked from apartment CCTVs across the country are sold for 8 million won per episode on the dark web']1

Indonesia LMC East Asia & Pacific2020 April 9 https://www.cnnindonesia.com/teknologi/20200408070531-185-491446/pekerja-wfh-nasa-malah-makin-sering-diserang-malware[2449113, 4188006, 2446446, 2446139, 2447702]['WFH Workers, NASA Even More Often Attacked by Malware', 'NASA under  significantly increasing  hacking , phishing attacks', 'Hackers bluffing NASA employees , causing malware attacks due to work from home', 'NASA hit by a "significant increase" in the amount of hacker attacks', 'NASA : At - Home Workers Targeted by Hackers']4

Russia UMC Europe & Central Asia2019 December 17 https://www.cnews.ru/news/top/2019-12-17_rossijskij_haker_priznalsya[4951123, 4951484, 4940819]['Russian hacker confesses to stealing $1.5 million from the US budget', 'Russian hacker in the US confessed to stealing $1.5 billion', 'Russian Man Pleads Guilty to Hacking , Fraud Charges in Data Thefts From U . S . Firms']2

Israel HIC Middle East & North Africa2019 April 6 https://www.maariv.co.il/business/tech/Article-693098[4009715, 4429350, 4429746, 4009717, 4428109, 4009719, 4430209, 4432330, 4431017, 4428117]["Hackers claim: We broke into Israel's central election database", 'Israel denies hackers voter registry breach claim', 'Hacker Claims of Breaching Israeli Voter Registry Under Investigation', 'The news - Has the voter database in Israel been hacked?', 'Israel denies hacker voter registry breach claim', "Three days before the elections - was Israel's voter database hacked?", 'Report : Israel examines hacker claim of voter registry breach', 'Israel election  hack  under investigation', 'Spotlight : Israel on high alert of potential cyber attack on election - Xinhua', 'Israel denies hacker voter registry breach claim – Canindia News']9

China UMC East Asia & Pacific2019 March 12 https://tech.sina.com.cn/i/2019-03-12/doc-ihsxncvh2008296.shtml[4387432, 4387434, 4387433]['Penguin responds to account hacking incident: Some accounts have been maliciously cracked and will be hit hard', 'Tencent Penguin: Some accounts were stolen due to malicious cracking, and the hacking will be cracked down hard', 'Penguin Responds to Account Hacking Incident: Some Accounts Have Been Maliciously Cracked, and It Will Be Cracked Down - Tencent 腾讯']2

Spain HIC Europe & Central Asia2018 April 18 http://www.elmundo.es/tecnologia/2018/04/18/5ad4cff3e2704e926c8b4591.html[1596572, 1596181]['The US Navy is accused of hacking 600 million dollars in computer programs', 'US Navy accused of theft and hacking [International] - 04/18/2018']1

Denmark HIC Europe & Central Asia2017 January 17 http://www.b.dk/globalt/blaa-bog-hackeren-manning-afsloerede-usas-krigsstil[91506, 91507]["BLUE BOOK : Hacker Manning revealed the United States' style of war", "Abroad » BLUE BOOK: The hacker Manning revealed the US's style of war » newspaper. UK"]1

Colombia UMC Latin America & Caribbean2017 March 14 http://www.pulzo.com/tecnologia/respuesta-bancolombia-campana-phishing/PP228776[280610, 280611]['Bancolombia response to phishing campaign', 'Bancolombia customer phishing campaign']1

United StatesHIC North America 2019 February 8 https://therealdeal.com/miami/2019/02/08/latest-credit-breach-exposes-mortgage-data-for-thousands-of-borrowers/[4336187, 4341391]['Mortgage Data Breach | Ascension Data & Analytics', 'Harney : Data breach exposes thousands of borrowers']1

Russia UMC Europe & Central Asia2019 May 9 https://www.welivesecurity.com/2019/05/09/hackers-theft-bitcoin-binance-exchange/[5042403, 4473982, 4474096, 4473167, 4474088, 4474703, 4473760, 4474213, 4474079, 4473815, 4474821, 4473774, 4474831, 4474052, 4474089, 4473556, 4473468, 4473812, 4475894, 4473767, 4474443, 4475344, 4473247, 4474445, 4473788, 4473845, 5042296, 4473466, 4473857, 4473467, 4474085, 4473754, 4474420, 4473244, 4474829, 5042468, 4474232, 4474223, 4475180, 4473210, 5042485, 5076665, 4473470, 4474438, 4474083, 4473771, 4473780, 4474081, 4473920, 4473673, 5042441, 4475048, 4474419, 4474708, 4474765, 4476589, 4473275, 4473987, 4473231, 4473858, 4473841, 4474172, 4473999, 4473925, 5042414, 4475164, 4473986, 4474171, 4474031, 5042405, 4477523, 4473786, 4474205, 4473248, 4474437, 4474078, 4473249, 4473472, 4473856, 4473802, 4474084, 4474209, 4474203, 4474173, 4474832, 4474446, 4473810, 5042413, 4473972, 4473809, 4473469, 4473776, 4479119, 4029748, 4473785, 4025833, 4473228, 4474573, 4474416, 4474715, 4474274, 4473770, 5076666, 4474087, 4473879, 4473784, 4473290, 4475357, 4473583, 4474828, 4473859, 5042297, 4474082, 447324['Hackers steal US$41 million worth of Bitcoin from cryptocurrency exchange', 'Hackers steal 37 million euros from bitcoin exchange Binance', 'Binance hack could negatively affect the reputation of the crypto exchange', 'Binance, one of the largest Bitcoin platforms, has just been hacked', 'Hackers stole $40 million in bitcoins from one of the largest crypto exchanges', 'Binance says more than $40 million in bitcoin stolen in  large scale  hack', 'Hacker Steal 7 . 000 Bitcoin Worth IDR 568 Billion : Okezone Economy', 'Hackers stole over 7,000 bitcoins from Binance', 'Hackers robbed the largest crypto exchange for $40 million', 'Crypto heist : Hackers steal bitcoins worth $40 million from Binance', 'Hackers get $41 million worth of Bitcoins', 'Hackers steal over $40mn in bitcoin from Binance', 'Hackers steal $60m from mega - Bitcoin firm', 'Unidentified hackers stole $40 million in bitcoins from a crypto exchange', 'Hackers hacked Binance and stole $41 million worth of bitcoins', 'Hackers grab US$40m bitcoin f138

Canada HIC North America 2020 February 6 https://mobilesyrup.com/2020/02/06/canadians-lost-almost-37-million-to-email-spear-phishing-scams-last-year/[2328762, 2328779, 2327747, 2330881]['Canadians lost almost $37 million to email  spear phishing  scams last year', 'SPEAR PHISHING THE NUMBER ONE SCAM IN CANADA , BILKING $37 - MILLION FROM CANADIANS', 'Surging Adoption of Digitization in the Industry Verticals Contributing to the Growth of Spear Phishing Market', 'Global Spear Phishing Market 2019 Insights , Share , Growth']3

United StatesHIC North America 2020 May 5 https://www.jdsupra.com/legalnews/data-breach-and-vicarious-liability-for-60223/[2495107, 4205955]['Data Breach and Vicarious Liability for Employee Misconduct | Bennett Jones LLP', 'Data Breach And Vicarious Liability For Employee Misconduct - Privacy']1

United StatesHIC North America 2021 March 9 https://katcountry989.com/2021/03/09/facebooks-lawyers-blast-attorney-fees-bid-in-deal-over-2018-data-breach/[3171762, 3171741]['Facebook lawyers blast attorney fees bid in deal over 2018 data breach | Kat Country 98 . 9', 'Facebook lawyers blast attorney fees bid in deal over 2018 data breach']1

United KingdomHIC Europe & Central Asia2021 February 22 https://www.ukauthority.com/articles/scottish-borders-council-suffers-data-breach/[3145130, 3140988, 3138470, 3138468, 3138467]['Scottish Borders Council suffers data breach', 'LocalGov . co . uk - Your authority on united kingdom local government - Scottish council apologises for data breach', 'Data breach : Scottish Borders Council issues apology', 'Scottish Borders Council apologises for data breach', 'Scottish Borders Council apologises for data breach affecting 600 customers']4

Mexico UMC Latin America & Caribbean2021 October 27 https://pulsoslp.com.mx/nacional/comision-nacional-de-hidrocarburos-denuncia-intento-de-hackeo-/1389107[2947875, 2947879]['National Hydrocarbons Commission denounces hacking attempt', 'National Hydrocarbons Commission denounces attempted hacking of its information system']1

United StatesHIC North America 2019 April 26 https://www.01net.com/actualites/un-hacker-a-pirate-des-dizaines-de-milliers-de-gps-avec-le-mot-de-passe-123456-1679983.html[4019433, 4459599, 4021830, 4019358, 4459390, 4460262, 4021945, 4020181, 4468678, 4465043, 4460801, 4462563, 4468632]['A hacker has hacked tens of thousands of GPS with the password "123456"', 'The hacker tracked thousands of cars and could turn off the engine via GPS - applications', 'Researcher hacks fleets and can kill engines via GPS tracking app', 'Hacker Can Monitor Cars , Kill Engines After Hacking GPS Tracking Apps : SoylentNews Submission', 'GPS Tracking App Breach Allows Hacker to Monitor Cars , Kill Their Engines : Report', 'Hacker says he can turn off cars remotely', 'A Hacker Just Found A Way To Turn Off Your Car Engine While Youre Driving', 'Hackers Found a Freaky New Way to Kill Your Car', 'Hacker Can Monitor Cars And Kill Their Engines After Breaking Into GPS Tracking Apps', 'Researcher hacks fleets , and can kill engines via GPS tracking app', 'Hackers could remotely stop a car because of a bad password', 'Hacker claims he can kill your car engine remotely by breaking into GPS tracker app', 'By hacking two GPS applications from thousands of vehicles, a hacker is ringing the alarm bells with GPS manufacturer12

Indonesia LMC East Asia & Pacific2020 January 6 https://regional.kompas.com/read/2020/01/07/05260051/4-fakta-situs-kpu-bantul-diretas-berisi-curhatan-hati-hingga-data-pemilu[2569073, 2268246]['4 Facts on the Bantul Election Commission Website Hacked, Contains Heartbreaks to Safe Election Data', '[ POPULER NUSANTARA ] Reasons TNI Will Not War in Natuna | Election Commission Bantul website hacked']1

Denmark HIC Europe & Central Asia2020 February 4 https://www.idag.dk/article/view/698390/demant_hackerangreb_traekker_spor_ind_i_2020[2323832, 2342828, 2353699, 2329478, 2323830, 2345499]['Demant: Hacker attacks drag their way into 2020', 'More Cloud , More Hacks : 2020 Cyber Threats', 'Cyber \u200b\u200bthreats in 2020: how to protect cloud applications from hackers?', 'The Internet will become more dangerous in 2020! Hacker attacks, more sophisticated and precise', 'Accounts reveal: Hackers became so expensive - the attack against Demant - expect consequences well into 2020', 'The Cybersecurity 202 : The 2020 Census could be the next big hacking and disinformation target']5

Hungary HIC Europe & Central Asia2018 November 8 http://www.kisalfold.hu/szorakozas/tobb_szaz_hacker_lepte_el_budapestet/2578845/[2151034, 2154862]['Hundreds of hackers took Budapest by surprise', 'Hundreds of hackers surprised Budapest - ProfitLine. en']1

Vietnam LMC East Asia & Pacific2018 January 4 https://baomoi.com/41-000-may-tinh-bi-nhiem-ma-doc-dao-tien-ao-tai-viet-nam/c/24509188.epi[5003355, 2261714, 2264293, 2260614]['41 . 000 computers infected with malware in Vietnam', 'I have 36 . 000 computers in Vietnam infected with malware measuring virtual currency', 'There were 36 . 000 computers in Vietnam infected with malware', 'Many phones in Vietnam are infected with spyware - 02 - 02 - 2016 | Science']3

Argentina UMC Latin America & Caribbean2017 October 26 http://www.contextotucuman.com/nota/95313/una-citricola-tucumana-puede-perder-u$s-15-millones-por-el-hackeo-mundial.html[922904, 922905]['A citrus farm from Tucuman can lose US$ 15 million due to global hacking', 'Due to global massive hacking , the San Miguel citrus grove assesses losses at u$s 15 million']1

United StatesHIC North America 2021 July 4 http://www.mcall.com/news/pennsylvania/mc-nws-pa-security-contact-tracing-breach-20210702-7vosxwivovhmhpqr4txhvr5qly-story.html[3371458, 3368094]['After contact tracing data breach , Pa . sidesteps scrutiny on proposed $34 million contract', 'After contact tracing data breach , Pa . sidesteps scrutiny on proposed $34M contract']1

United StatesHIC North America 2019 April 20 https://www.postregister.com/news/local/health-insurers-concerned-after-blue-cross-of-idaho-hack/article_0be58ab4-d199-5c21-8e4b-ba1f7cca250f.html[4014669, 4011552, 4446895]['Health insurers concerned after Blue Cross of Idaho hack', 'Hackers Breach Blue Cross of Idaho Provider Portal in Fraud Attempt', 'Hackers tried to reroute payments of 5 , 600 Blue Cross of Idaho members']2

Nigeria LMC Sub-Saharan Africa2021 September 15 https://allafrica.com/stories/202109150736.html[4147693, 2876566]['South Africa : Suspect Arrested for Massive 2020 Data Breach', 'Suspect arrested for massive 2020 data breach']1

United KingdomHIC Europe & Central Asia2020 August 6 https://www.localgov.co.uk/Cyber-attack-cost-council-more-than-10m/50892[2646693, 2644102]['LocalGov . co . uk - Your authority on united kingdom local government - Cyber attack cost council more than £10m', 'Cyber attack on council systems costs over £10m - with Government expected to help foot bill']1

Mexico UMC Latin America & Caribbean2022 April 18 https://www.elsoldemexico.com.mx/finanzas/registran-seis-intentos-de-hackeo-diario-al-ejercito-revela-informe-8155024.html[3596608, 3592956]['They register six daily hacking attempts to the Army, reveals report', 'Number of hacker attacks triples in six weeks of war – Special Communications Service']1

United StatesHIC North America 2021 December 9 https://www.merdeka.com/dunia/perusahaan-as-sebut-peretas-china-bobol-negara-asia-tenggara-termasuk-indonesia.html[3022822, 3018944, 3023216, 3022464, 3025313, 3023908, 3023901, 3019875, 3023209, 3033888, 3016609, 3024608, 3018213, 3021335, 3023154, 3018151, 3020993, 3016558, 3038981, 3022472, 3033786, 3023183, 3023373, 3019893, 3019925, 3031921, 3023220, 3017350, 3042549, 3023120, 3017804, 3017358, 3040390, 3024022, 3019268, 3011011, 3003873, 3037292, 3039997, 3019906, 3017354, 3021000, 3018534, 3001639, 3022436, 3023230, 3016867, 3020685, 3019947, 3018496, 3047076, 3012237, 3018495, 3022455, 3023180, 3025291, 3017352, 3023371, 3028619, 3022894, 3023179, 3020546, 3021151, 3022931, 3022645, 3024683, 3017357, 3027409, 3018964, 3024109, 3010406, 3021703, 3036733, 3028622, 3018306, 3019011, 3035557, 3018503, 3019383, 3018240, 3019394, 3019396, 3047072, 3036378, 3021152, 3022953]['State - backed China Hackers Targeting S China Sea Claimants , US Cyber Firm Says', 'Microsoft succeeded in blocking the sites of a hacker group from China', 'US Company Calls Chinese Hackers Cracking Southeast Asian Countries, Including Indonesia', 'Report : Chinese hackers targeted Southeast Asian nations - Netscape Money & Business', 'Countries claiming South China Sea on target of Chinese hackers', 'Chinese hackers targeted Thailand , other SE Asian nations', 'Chinese hackers targeted SE Asian nations : report', 'Microsoft takes the fight to Chinese hacking group with website strike', 'Countries claiming South China Sea remain targets of Chinese hackers: report', 'China-Backed Hackers Exploit New Vulnerability in Internet Software :: Investor . bg', 'Microsoft Says Disrupted Chinese Hacking Group Targeting Organizations Worldwide', 'Microsoft Seizes Domains Used by a Chinese Hacking Group', 'Microsoft seizes dozens of websites used by China - based hacking group', 'Microsoft announced the seizure of ser85

Indonesia LMC East Asia & Pacific2021 August 9 https://news.harianjogja.com/read/2021/08/09/500/1079563/akun-twitter-petinggi-demokrat-diretas-setelah-unggah-gambar-jokowi[2840626, 2840588, 2840583]["Democrat Official's Twitter Account Was Hacked After Uploading Jokowi's Picture", "His account on Twitter was hacked, this Democrat vocalist mentioned President Jokowi's name", 'Twitter account hacked and name changed, Rachlan Nashidik suspects its connection with criticism of President Jokowi']2

Russia UMC Europe & Central Asia2020 July 31 http://internetua.com/kibervymogatelstvo-britanskie-firmy-otkupilis-ot-hakerov-za-200-mln-funtov[2635704, 2652974, 2635242, 2636091, 2643092]['Cyber \u200b\u200bextortion. British firms buy off hackers for £200m', "Dangerous hackers broke into an American corporation and got rich. Why couldn't anyone stop them?: Cybercrime : Internet and media : Lenta . en", 'UK firms pay £200m ransom to hackers', 'Firms pay £200m in ransoms to hackers', 'Sada El Balad: For data recovery, a famous company pays millions of dollars to hackers who hacked its systems']4

Czech RepublicHIC Europe & Central Asia2020 September 10 https://computerworld.cz/securityworld/spyware-v-cesku-utoci-na-hesla-56306[2694900, 2691857]['Eset: Spyware remained the most serious threat in the Czech Republic in August, the target being user passwords', 'Spyware attacks passwords in the Czech Republic']1

KyrgyzstanLMC Europe & Central Asia2019 March 15 https://knews.kg/2019/03/15/vlasti-kitaya-atakovany-vymogatelem-gangcrab-podozrevayutsya-hakery-kndr/[4392436, 3996285, 3994447]['Chinese authorities attacked by GangCrab ransomware, DPRK hackers suspected', 'Crypto Ransomware Attack Affect Chinese Government Officials , Is North Korea Behind ? ', 'Chinese Government Officials Targeted With Ransomware , North Korea Suspected']2

Indonesia LMC East Asia & Pacific2019 April 4 https://autotekno.sindonews.com/read/1392793/207/peretasan-jelang-pilpres-bobol-twitter-wa-dalam-hitungan-detik-1554371247[4423540, 4421129, 4423550, 4423536, 4423552, 4423535, 4423533, 4417678, 4423530]['Hacking Ahead of the Presidential Election, Breaking Twitter & WA in Count...', 'Democratic Politician Account Hacked, Sandiaga Asks to Stop Dirty Campaign', 'Hacking of Twitter and WhatsApp Accounts is Crowded Ahead of the Election: Okezone techno', 'Many Democratic Politician Accounts Hacked, Menkominfo: We Will Help – VIVA', 'Hacking of Social Media and WA Accounts Rises Ahead of Voting', "Hacked Politician Accounts, Cyber \u200b\u200bExperts: Don't Blame, Should Be Shame – VIVA", 'Twitter and WA Politicians Hacked , Expert: Turn off Third Party Services – VIVA', 'Phone hacking ? Fake Twitter accounts ? You aint seen nothing yet', 'Social Media Hacking Against Politics Is Like a Latin American Phenomenon']8

Colombia UMC Latin America & Caribbean2018 May 27 https://www.reporteindigo.com/latitud/colombianos-elegiran-nuevo-presidente-reportan-500-intentos-hackeo-al-sistema-electoral/[1695853, 1696290]['Worldwide there is an avalanche of cases of computer hacking. How is the armoring of the Colombian electoral system?', 'Colombians will elect a new president; 500 attempts to hack the electoral system are reported']1

United StatesHIC North America 2022 October 14 https://news.yahoo.com/mango-dao-offers-hacker-47m-181956193.html[3839092, 3840937, 3838094]['Mango DAO Offers Hacker $47M to Settle Without Pressing Charges', 'Mango Markets to pay $47 million to hacker and drop criminal prosecution', 'Mango Market DAO forum set to approve $47M settlement with hacker']2

United StatesHIC North America 2019 July 21 http://www.thedailybeast.com/rep-adam-schiff-cia-learned-of-russian-hackers-targeting-senate-candidates-from-conference[4607721, 4607718]['Rep . Adam Schiff : CIA Learned of Russian Hackers Targeting Senate Candidates From Conference', 'Aspen Security Forum : Adam Schiff says he and CIA , NSA officials first learned of Russian hack on Senate campaigns at conference']1

India LMC South Asia 2018 March 24 https://english.manoramaonline.com/news/world/2018/03/24/data-breach-elon-musk-deletes-spacex-tesla-facebook-pages.html[1522594, 1522587]['Data breach : Musk deletes SpaceX , Tesla Facebook pages | Elon Musk | Facebook delete | data breach | Cambridge Analytica | Tesla Facebook | Sonos | world news', 'Elon Musk Deletes SpaceX , Tesla Facebook Pages Amid Data Breach Scandal']1

China UMC East Asia & Pacific2018 April 18 http://www.scmp.com/news/hong-kong/law-crime/article/2142317/personal-data-some-380000-hong-kong-broadband-customers[1595288, 1612489]['Personal data of some 380 , 000 Hong Kong broadband customers hacked , service provider says', 'Hong Kong Broadband Network to remove 900 , 000 old customer records after database hacked']1

United StatesHIC North America 2020 May 15 https://www.nbcsandiego.com/news/local/san-dieguito-school-district-hit-by-data-breach/2325882/[2512285, 2512286, 2512009]['San Dieguito School District Hit by Data Breach', 'San Dieguito Union High School District - Notice Of Data Breach', 'School district announces data breach of employee emails']2

United StatesHIC North America 2020 September 25 http://news.nate.com/view/20200925n22998[2719914, 2719314]['Hacking damage of 46,000 public certificates … need to be reissued', '40,000 KFTC accredited certificates hacked... get a reissue']1

Russia UMC Europe & Central Asia2019 January 29 https://tvzvezda.ru/news/vstrane_i_mire/content/201901290158-belu.htm[4313946, 4313971]['In the United States, two citizens of Ukraine were accused of hacking a database of the Securities Commission', 'Two Ukrainians accused of hacking US Securities Commission database']1

United KingdomHIC Europe & Central Asia2022 April 26 https://www.computing.co.uk/news/4048741/uk-army-recruitment-portal-closed-breach[3610145, 3610780]['UK army recruitment portal still closed one month after data breach', 'UK army recruitment system closed since March after data breach | British army']1

PhilippinesLMC East Asia & Pacific2022 January 21 https://gulfnews.com/world/asia/philippines/5-arrested-over-hacking-of-700-bank-accounts-in-the-philippines-1.1642788386447[3464643, 3473737, 3470382, 3464295]['5 arrested over hacking of 700 bank accounts in the Philippines', 'Criminal cases vs Nigerian national , 2 Filipinos in BDO accounts  hacking  now filed in courts – Manila Bulletin', 'Prosecutors set to file in court criminal cases vs 3 more persons in BDO accounts  hacking  – Manila Bulletin', '2 Nigerians , 3 Filipinos arrested in  hacking  of over 700 BDO accounts last December – Manila Bulletin']3

India LMC South Asia 2019 October 21 https://in.mashable.com/tech/7790/over-15-indian-states-have-been-infected-by-the-dtrack-malware-kaspersky-report[4818264, 4814090, 4812042, 4812041, 4812050, 4812045]['Over 15 Indian States Have Been Infected By The Dtrack Malware : Kaspersky Report', 'Dtrack Malware Detected in Financial Institutions in India : Kaspersky', '  Dtrack  malware detected in 18 states , Maha tops : Kaspersky', '  Dtrack  malware detected in 18 states , Maharashtra tops : Kaspersky', '  Dtrack  malware detected in 18 Indian states , Maharashtra tops : security firm Kaspersky', 'Kaspersky finds samples of Dtrack spyware tools in many Indian states']5

Panama UMC Latin America & Caribbean2018 March 17 http://www.wjhg.com/content/news/477156033.html[1500800, 1489521, 1502040]['College students hack for American security', 'Police Reveal Hacker Syndicate Consist of College Students | Metro', 'JMU students hack for American security']2

Vietnam LMC East Asia & Pacific2017 March 24 http://en.cand.com.vn/Law-Society/Almost-7-700-cyber-attacks-on-Vietnamese-websites-since-January-report-433878/[1134890, 1132897]['Almost 7 . 700 incidents of cyber attacks on websites in Vietnam in the first quarter of 2017', 'Almost 7 , 700 cyber attacks on Vietnamese websites since January : report']1

Ireland HIC Europe & Central Asia2018 May 18 https://www.rte.ie/news/business/2018/0518/964321-independent-news-and-media-agm/[1670883, 1670877]['INM chairman says company  horrified  by data breach', 'Latest : INM chairman  horrified  by alleged data breach']1

Germany HIC Europe & Central Asia2018 August 28 https://brica.de/alerts/alert/public/1227139/iran-linked-cobalt-dickens-group-targets-universities-in-new-phishing-campaign/[1953386, 1963299]['Iran - linked COBALT DICKENS group targets universities in new phishing campaign', 'Cobalt cybercrooks phry up phishing campaign to phling at phinance orgs']1



Hong Kong 0 0 2018 July 18 http://7thspace.com/headlines/542517/phishing_emails_related_to_the_hongkong_and_shanghai_banking_corporation_limited.html[1821015, 1837224, 1828926]['BOC Hong Kong : Statement on phishing email and fraudulent website', 'Phishing emails related to The Hongkong and Shanghai Banking Corporation Limited', 'Phishing email related to Industrial and Commercial Bank of China ( Asia ) Limited']2

United StatesHIC North America 2020 February 6 https://www.zdnet.com/article/health-share-of-oregon-discloses-data-breach-theft-of-member-pii/[2329292, 2327841, 2343446]['Health Share of Oregon discloses data breach , theft of member PII', 'Health Share of Oregon transportation vendor , GridWorks , confirms data breach', 'Health Share Of Oregon Data Breach Affects Over 654K Patients']2

Russia UMC Europe & Central Asia2022 December 14 https://riafan.ru/23799129-hakeri_vzlomali_arhiv_nachal_nika_genshtaba_vsu_i_obnarodovali_poteri_ukrainskoi_armii[3922331, 3922332]['Hackers hacked into the archive of the Chief of the General Staff of the Armed Forces of Ukraine and made public the losses of the Ukrainian army', 'Losses of the Armed Forces of Ukraine: Hackers have declassified the number of missing Ukrainian soldiers']1

Russia UMC Europe & Central Asia2022 July 26 https://www.bleepingcomputer.com/news/security/lockbit-claims-ransomware-attack-on-italian-tax-agency/[3727377, 3727956]['LockBit claims ransomware attack on Italian tax agency', 'LockBit ransomware gang claims it ransacked Italy tax agency']1

United StatesHIC North America 2022 May 20 https://www.bitdefender.com/blog/hotforsecurity/1-8-million-texans-caught-in-tdi-data-breach/[3645645, 3637749]['1 . 8 Million Texans Caught in TDI Data Breach', 'Data breach at Department of Insurance exposed personal information of 1 . 8 million Texans , audit says']1

United StatesHIC North America 2019 April 2 https://www.inquisitr.com/5373559/2016-trump-russian-troll-venezuela-malware/[4005968, 4005845, 4424975, 4005840]['Some 2016 Trump - Supporting Russian Troll Accounts Were Based In Venezuela , Also Spread Malware , Report Reveals', 'Tolls pumped out malware along with pro - Trump tweets | McClatchy Washington Bureau', 'Trolls pumped out malware along with pro - Trump tweets | McClatchy Washington Bureau', 'Tolls pumped out malware along with pro - Trump tweets']3

United KingdomHIC Europe & Central Asia2017 August 8 http://www.chroniclelive.co.uk/news/north-east-news/teenage-hackers-wreaked-havoc-gateshead-13446630[731723, 730444]['Teenage hackers wreaked havoc on Gateshead College computer systems', 'Young hackers activated a hacking setup and got arrested']1

China UMC East Asia & Pacific2018 July 17 http://www.chinesepress.com/Domestic/146434.html[1832881, 1821637]['Write hacking software to steal accounts and steal hundreds of millions of personal information _ Overseas Chinese Times', 'Gangs compile hacking software to steal accounts and steal hundreds of millions of personal information – yqqlm']1

United StatesHIC North America 2022 October 27 https://www.lexology.com/library/detail.aspx?g=90802022-b717-4f08-ae0c-c66d4a084cc7[3857912, 3864271, 3857915, 3856268, 3859411]['Data breach class actions : Third Circuit sets out parameters for Article III injury - in - fact', 'Third Circuit : Risk of Future Harm from Data Breach Enough for Article III Standing', 'Data breach class actions : Third Circuit sets out parameters for Article III injury - in - fact | Kilpatrick Townsend & Stockton LLP', 'Consumer protection – Standing – Data breach | Massachusetts Lawyers Weekly', 'Data breach class actions : District of Massachusetts dismisses complaint for failure to allege injury - in - fact | Kilpatrick Townsend & Stockton LLP']4

India LMC South Asia 2020 March 7 http://idrw.org/china-pakistan-lead-cyber-attacks-against-india-over-1-lakh-websites-hacked-since-2015/[4174202, 4174197, 4174201]['China , Pakistan lead cyber attacks against India , over 1 lakh websites hacked since 2015 – Indian Defence Research Wing', 'Cyber \u200b\u200battack by Pakistan and China; One lakh Indian websites hacked', 'China , Pakistan lead cyber attacks against India , over 1 lakh websites hacked since 2015']2

United StatesHIC North America 2017 March 30 http://healthitsecurity.com/news/2016-record-data-breach-year-attackers-less-healthcare-focused[330923, 330013]['2016 Record Data Breach Year , Attackers Less Healthcare', 'IBM Security : Healthcare Cyber Attacks Prevalent , but Less Records Breached in  16 ']1

United StatesHIC North America 2017 November 22 http://www.dailyitem.com/opinion/today-s-editorial-umpc-reacts-swiftly-to-data-breach/article_96c92327-7d4c-583f-9766-69f86458a1fc.html[999163, 999165]['Today Editorial : UMPC reacts swiftly to data breach ', 'UMPC reacts swiftly to data breach ']1

Czech RepublicHIC Europe & Central Asia2017 October 23 https://www.cnbc.com/2017/10/23/czech-election-websites-hacked-vote-unaffected-statistics-office.html[912986, 1274024, 914696, 917790, 912979, 914208, 912978, 914702, 913692, 912995, 912970, 912994, 912981, 914698, 912985, 914244, 912980, 912971, 913337, 912988, 914701]['Election websites crippled by hackers', 'Czech election websites hacked , vote unaffected : Statistics Office', 'Czech election websites were hit by a hacker attack', 'Czech Republic Says Russian Hackers Were  Very Active  There in 2016', 'The counting of votes in the elections was disrupted by a hacker attack! The police are handling the case', 'Hackers attacked Czech election websites!', 'Hacker attack on the Czech elections: They overwhelmed the election website, the police are solving the case', 'The Czech election was not spared by hackers either', 'Hackers attack websites on elections to the Czech Parliament', 'The Czech Statistical Office blamed the outage of the election website on hackers', 'Czechs are talking about a massive hacker attack during election processing', 'Statistical Office: Election websites down due to hacker attack — ČT24 — Czech Television', 'Outages of CZSO election websites were caused by a hacker attack', 'Election websites in the Czech Republic were hacked', 'Outages of CZSO e20

Australia HIC East Asia & Pacific2018 September 20 https://www.gizmodo.com.au/2018/09/hackers-behind-the-botnet-that-broke-the-internet-are-basically-cops-now/[2016352, 2021556]['Hackers Behind The Botnet That Broke The Internet Are Basically Cops Now', 'Hackers Behind the Botnet That Broke the Internet Are Basically Cops Now']1

Israel HIC Middle East & North Africa2022 November 24 https://news.israelinfo.co.il/107124[3894896, 3894897]['Hackers release CCTV footage of Jerusalem attack', 'Iranian hackers release footage of Jerusalem explosion']1

Serbia UMC Europe & Central Asia2022 November 5 https://www.021.rs/story/Info/Nauka-i-tehnologija/321959/Hakeri-zaustavili-rad-teleskopa-Alma-u-Cileu.html[3869811, 3868540]['Hackers stopped the work of the Alma telescope in Chile', 'Hacker attack on the Atacama Observatory']1

Indonesia LMC East Asia & Pacific2020 January 11 https://regional.kompas.com/read/2020/01/11/06300691/situs-skpd-se-kalsel-kerap-diretas-pernah-tembus-200000-kali-setahun[2275644, 2275646]['SKPD sites throughout South Kalimantan are frequently hacked , once exceeding 200 . 000 Times a Year', 'SKPD Sites throughout South Kalimantan Have Been Hacked 200 . 000 Times a Year, Yanuar Rivai Even Calls Lucky']1

Nigeria LMC Sub-Saharan Africa2021 February 14 https://www.leconomistemaghrebin.com/2021/02/14/lansi-met-en-garde-contre-le-botnet-un-piratage-qui-prend-le-controle-dune-machine/[3130996, 3130072, 3130995]['Tunisia: LANSI warns against the "Botnet", a hack that takes control of a machine', 'LANSI warns of Botnet, a hack that is taking over', 'Tunisia: LANSI warns against Botnet, a hack that takes control of a machine']2

Russia UMC Europe & Central Asia2020 August 3 https://www.securitylab.ru/news/510766.php[2640210, 2635089, 2634271]['Hackers who stole over $837,000 have been arrested. at 8 Belarusian banks', 'Belarus dismantled more than 700 thousand a group of hackers who stole euros from banks', 'The Ministry of Internal Affairs exposed international hackers who stole over $835,000 from Belarusian banks.']2

United StatesHIC North America 2019 October 31 https://3dnews.ru/996666[4843452, 4833994, 4843060, 4844432, 4844388, 4847269]['The data leak occurred as a result of hacking the servers of major domain name registrars', 'Two large corporations have been hacked', 'Hackers breached some of the web most popular domain registrars', 'Hackers breach security at Web . com , Network Solutions and Register . com , accessing private customer info', 'The World First Internet Domain Name Provider Confirms Data Breach', 'World first domain registrar Network Solutions in data breach ( Includes interview ) ']5

Lithuania HIC Europe & Central Asia2018 January 19 https://www.delfi.lt/news/daily/lithuania/nacionalinis-kibernetinio-saugumo-centras-pradejo-tyrima-del-isilauzimo-i-naujienu-portala.d?id=76941519[1344689, 1344687]['The National Cyber \u200b\u200bSecurity Center has launched an investigation into the hacking of the news portal', 'The National Cyber \u200b\u200bSecurity Center launched an investigation into the hacking of the news portal ( discussion )']1

China UMC East Asia & Pacific2017 January 26 http://m.tech.china.com/kuai/2017/0126/13510.html[123298, 123299]["Scammers fake New Year's Eve dinner booking website to hack accounts, 360 security guards fully intercepted _ China.com.cn", 'Scammers fake New Year’s Eve dinner booking website to hack account, 360 security guards fully intercepted _ Rolling News _ Guangming.com']1

Canada HIC North America 2022 March 23 https://www.agassizharrisonobserver.com/news/alberta-mla-says-he-felt-obligated-to-hack-government-website-used-premiers-info/[3559416, 3557007, 3559414, 3559415]['Alberta MLA says he felt obligated to hack government website , used premier info – Agassiz Harrison Observer', 'Alberta MLA says he felt obligated to hack website', 'Alberta MLA says he felt obligated to hack government website , used premier info – Mission City Record', 'Alberta MLA says he felt obligated to hack government website , used premier info – Hope Standard']3

Canada HIC North America 2019 September 30 https://nationalpost.com/news/national/defence-watch/defence-construction-canada-hit-by-cyber-attack-corporations-team-trying-to-restore-full-it-capability/wcm/3b50637a-e9e9-486c-9df8-a601a7d004c4[4770752, 4765109, 4765110]['Defence Construction Canada hit by cyber attack corporation team trying to restore full IT capability', 'Defence Construction Canada hit by cyber attack – corporation team trying to restore full IT capability', 'Cyber attack on Defence Construction Canada leaves team trying to restore full IT capability']2

Hungary HIC Europe & Central Asia2020 October 4 https://24.hu/kulfold/2020/10/04/hacker-fizetes-ellopas-svajc-egyetem/[4261405, 2731873, 2739380, 2731879, 2731877, 2732166, 2732049, 2732778, 2731803, 2732945, 2731874, 2731806, 4261104, 2731769, 2731878, 2732107, 2731805, 2731876, 2732199, 2732148]['Hackers Successfully Extort American University Rp. 16 Billion', 'Hackers blew the salaries of university employees', 'Hackers steal wages from at least three universities', 'Hackers stole money in Switzerland', 'Higher education: Hackers stole the wages of employees of Swiss universities', 'Hackers steal job bank data of millions', 'Hackers steal Swiss university salaries', 'Hackers Steal Swiss University Salaries | SecurityWeek . Com', 'Hackers steal salaries from Swiss universities', 'The University of Friborg victim of hacking', 'Crap. info - Hackers stole the salaries of employees of several Swiss universities', 'Hackers embezzle the salaries of several universities in Switzerland', 'Hackers hijacked salaries of Swiss university officials', 'Hackers stole the wages of employees of Swiss universities', 'Hackers stole the wages of employees of several universities', 'Hackers manage to embezzle salaries from s universities', 'Hackers embezzle salaries from Swiss universities', 'Hackers have stolen the sal19

KazakhstanUMC Europe & Central Asia2017 August 21 http://www.time.kz/news/society/2017/08/21/hakeri-atakovali-sajt-ekspo[762064, 762062]['Hackers attacked EXPO website', 'Hackers attacked EXPO website']1

United StatesHIC North America 2022 August 26 https://www.jdsupra.com/legalnews/baton-rouge-general-posts-notice-of-7552063/[3769275, 4059365]['Baton Rouge General Posts Notice of Data Breach , Raising Additional Questions for Many Patients | Console and Associates , P . C . ', 'Baton Rouge General Confirms Healthcare Data Breach']1

United StatesHIC North America 2022 October 10 https://www.jdsupra.com/legalnews/washington-federal-bank-reports-data-3067258/[3831891, 3842699]['Washington Federal Bank Reports Data Breach Impacting Client Financial Information | Console and Associates , P . C . ', 'Financial Dimensions Group , Inc . Experiences Data Breach Affecting Royal Alliance Clients | Console and Associates , P . C . ']1

United StatesHIC North America 2022 February 28 https://kfbk.iheart.com/content/2022-02-28-data-breach-exposes-confidential-details-of-260000-california-lawsuits/[3523858, 3531941, 3523875]['Data Breach Exposes Confidential Details of 260 , 000 California Lawsuits', 'California Bar data breach shuts down Washington court online public records', 'California Bar investigates data breach']2

United KingdomHIC Europe & Central Asia2017 April 1 http://www.v3.co.uk/v3-uk/news/3007249/over-14-000-ssl-certificates-issued-to-paypal-phishing-sites-by-lets-encrypt[322052, 336098, 325243, 323647, 330153, 324203]["Let's Encrypt Issued 14,766 PayPal/Geektimes Phishing Certificates", 'Over 14 , 000 SSL certificates issued to PayPal phishing sites by Let Encrypt', 'More than 14,000 SSL certificates containing the word PayPal were issued by Let Encrypt from phishing sites in the space of a year', "Let's Encrypt has issued thousands of certificates to pure phishing sites", 'Let ’ s Encrypt issues certs to ‘ PayPal ’ phishing sites : how to protect yourself – Naked Security', 'Let Encrypt has issued 15 , 000 SSL certificates to PayPal phishing sites']5

United StatesHIC North America 2021 March 26 http://www.sun-sentinel.com/local/miami-dade/fl-ne-university-of-miami-data-breach-patient-information-20210326-vj2uw7bnqzfapoufshfurpzome-story.html[3202753, 3211651, 3211654, 3205895, 3202837]['University of Miami investigating  data security incident ; reports say cyber attack could compromise information on UHealth patients', 'Data breach impacts 900 University of Chicago Medical Center patients', 'Data Breach Impacts 900 University of Chicago Medical Center Patients', 'Hackers Target University of Miami Health System Patients', 'University of Miami suffers data breach in connection with cloud provider Accellion']4

Germany HIC Europe & Central Asia2020 July 18 https://www.tagesspiegel.de/politik/commerzbank-kunden-betroffen-betrueger-hacken-tausende-deutsche-kreditkarten/26017074.html[2612184, 2611889, 4234248, 2614031, 2614924, 2613625]['Commerzbank customers affected: fraudsters hack thousands of German credit card policies', 'Scammers hack thousands of German credit cards | Tyrolean daily newspaper online', 'Commerzbank - customers affected: fraudsters hack thousands of German credit cards', 'Fraudsters hack thousands of German credit cards', 'German Credit Card Hack | Social culture DW', 'Hundreds of Commerzbank customers affected: fraudsters hack thousands of German credit cards']5

Ukraine LMC Europe & Central Asia2018 November 6 https://news.liga.net/world/news/protiv-diktatury-hakery-polojili-okolo-sotni-gossaytov-gabona[5007759, 2147610, 5009233, 2146028, 2147650, 5007798, 2147631, 2147612]['Hackers in one of the African countries launched a large-scale attack against the dictatorship', "Against dictatorship: hackers took down about a hundred of Gabon's state sites", 'Gabon: Anonymous hacked official government websites to challenge the dictatorship', 'Against dictatorship : hackers " put down " about a hundred state sites of Gabon', 'Hackers launched a large-scale attack against the dictatorship in one of the African countries', 'Anonymous hacked 70 Gabon government websites to protest dictatorship – Brinkwire', 'Hackers in one of the African countries launched a large-scale attack against the dictatorship', 'Cyber \u200b\u200battack against the dictatorship: hackers hacked 70 sites of the African country']7

Russia UMC Europe & Central Asia2017 August 25 http://www.the-village.ru/village/city/news-city/280368-troyka[770945, 1242347, 770954, 770942, 770946, 770336]['In Moscow, hackers are on trial for hacking the Troika card – The Village', 'Computer scientists who are accused of hacking the Troika card will be sentenced today - Novosti - Ekho Moskvy, 31. 08 . 2017', 'In Moscow, the trial of a group of hackers accused of hacking the protection of the Troika card and other travel tickets ends - Novosti - Ekho Moskvy, 25. 08 . 2017', 'Troika card hacked in Moscow', 'Troika card hacked in Moscow', 'Hackers cracked the Troika card. The damage amounted to two million rubles — Meduza']5

United StatesHIC North America 2022 October 13 https://www.koat.com/article/new-mexico-licensing-department-subject-of-cyber-attack/41614939[3837475, 3842703]['New Mexico Licensing Department subject of cyber attack', 'New Mexico Licensing Department Subject of Cyber Attack']1

United StatesHIC North America 2019 September 16 https://drudge.com/news/235429/new-clues-show-russias-hackers-attacked[4741425, 4735710, 4735722, 4738491, 4741412, 4741374]['New Clues Show Russia Hackers Attacked Ukrainian Power Grid', 'Wired (USA): New evidence points to how Russian hackers planned to destroy power grids', 'Russian Hackers Behind Ukraine Power Outage May Have Sought More Damage', 'New clues show how Russia grid hackers aimed for physical destruction', 'Hacking , infrastructure protection , grid protection , Russia , Ukraine', 'Russian hackers in 2016 cyber attack on Ukraine power grid intended to damage transmissions stations']5

United StatesHIC North America 2019 December 5 https://www.newscentermaine.com/article/news/local/as-seen-on-tv/payroll-system-hacked-at-one-of-maines-largest-school-districts-personal-information-possibly-stolen/97-d52f0526-57a1-4e47-9ea8-b69d732aa088[4924185, 4924143]['Payroll system hacked at Maine school district , Bonny Eagle', 'Payroll system hacked at one of Maine largest school districts , personal information possibly stolen']1

United StatesHIC North America 2018 January 4 http://www.positivelynaperville.com/2018/01/04/bbb-reports-phishing-scams-topped-list-2017-northern-illinois/81661[5002394, 1320343]['BBB reports  phishing  scams topped the list for 2017 in northern Illinois', 'BBB : Phishing , investment scams top Oregon 2017 list']1

Australia HIC East Asia & Pacific2017 October 16 http://mondaq.com/australia/x/637288/Security/Defence+contractor+hacked+cyberattack+risk[897408, 1267925, 1265231]['Defence contractor hacked \x96 # cyberattack risk', 'Labor :  Real action  needed after defence contractor hack', 'Defence contractor had IT systems hacked as government reveals cyber attacks jumped by 15 per cent']2

Japan HIC East Asia & Pacific2018 October 31 https://www.zdnet.com/article/emotet-malware-gang-is-mass-harvesting-millions-of-emails-in-mysterious-campaign/[2134929, 2148793]['Emotet malware gang is mass - harvesting millions of emails in mysterious campaign', "Major Changes in Malware 'Emotet', Massive Collection of Email Messages"]1

United StatesHIC North America 2020 February 4 https://www.kmov.com/news/phishing-attack-exposes-data-for-over-people-at-st-louis/article_4902989e-4772-11ea-a141-e720a9018fd5.html[2325512, 2325510]['Phishing attack exposes data for over 5 , 000 people at St . Louis Community College', 'St . Louis Community College reports phishing attack that exposed 5 , 127 individuals']1

Russia UMC Europe & Central Asia2020 September 8 https://www.bleepingcomputer.com/news/security/netwalker-ransomware-hits-pakistans-largest-private-power-utility/[2689100, 4252948]['Netwalker ransomware hits Pakistan largest private power utility', 'Pakistani Electric Supply Company Struck by Netwalker Ransomware']1

United StatesHIC North America 2021 February 12 https://www.techrepublic.com/article/us-court-system-demands-massive-changes-to-court-documents-after-solarwinds-hack/[3128354, 3119806]['US Court system demands massive changes to court documents after SolarWinds hack', 'After SolarWinds Hack , Courts Revert to Paper for Secrets']1

South KoreaHIC East Asia & Pacific2020 June 15 http://www.hani.co.kr/arti/economy/finance/949413.html[2557992, 2559866]['Financial authorities cooperate with police in hacking external hard drive analysis : Finance & securities : Economy : News : The Hankyoreh', 'Financial and personal information in large-capacity HDDs, collected with Chinese hacking tools']1

Ukraine LMC Europe & Central Asia2020 July 3 https://vchaspik.ua/ukraina/479789-hakery-rassylali-pisma-s-troyanami-cherez-pochtovye-yashchiki-ukroboronproma[4226297, 4226279]['Hackers sent letters with trojans through the mailboxes of Ukroboronprom', 'Ukroboronprom was attacked by hackers']1

United StatesHIC North America 2022 October 7 https://www.jdsupra.com/legalnews/massachusetts-mutual-life-insurance-3237410/[3828619, 3833741]['Massachusetts Mutual Life Insurance Company Reports Data Breach Compromising Consumer SSNs and Financial Information | Console and Associates , P . C . ', 'Amerigroup Insurance Company Files Notice of Data Breach Involving Victim SSNs and Insurance Information | Console and Associates , P . C . ']1

United StatesHIC North America 2022 December 31 https://www.itworldcanada.com/article/canadian-copper-mine-hit-by-ransomware/519819[3940028, 3941764, 3940068, 3940855]['Copper Mountain Mining Reports Ransomware Attack', 'Canadian copper mine hit by ransomware | IT World Canada News', 'Copper Mountain Mining Subject to Ransomware Attack and Implements Risk Management Systems and Protocols', 'Canadian mining firm shuts down mill after ransomware attack']3

Spain HIC Europe & Central Asia2021 November 18 https://www.vozpopuli.com/economia_y_finanzas/ciberataque-clientes-caixabank.html[2985692, 2983599]['The Cybersecurity Institute investigates the phishing attack on CaixaBank customers', 'Caixabank clients receive phishing cyberattacks after the merger with Bankia']1

Belgium HIC Europe & Central Asia2019 April 16 https://www.rtbf.be/info/belgique/detail_le-reseau-informatique-des-affaires-etrangeres-coupe-du-monde-apres-une-tentative-de-piratage?id=10197609[4445307, 4445308]['Foreign Affairs computer network cut off after hacking attempt', 'Hackers tried to hack into the Foreign Affairs computer network: everything was disconnected']1

United KingdomHIC Europe & Central Asia2019 July 12 https://www.computing.co.uk/ctg/news/3078846/magecart-hackers-17000[4587309, 4572265, 4585215]['Magecart hackers infect over 17 , 000 web domains', 'Magecart groups hacked about a thousand sites in 24 hours', 'Magecart Hacker Group Hits 17 , 000 Domains and Counting']2

United StatesHIC North America 2019 September 13 https://www.scmagazine.com/home/security-news/ransomware/ryuk-like-malware-targeting-law-military-and-finance-groups/[4736224, 4736215]['Ryuk - like malware targeting law , military and finance groups', 'Malware Linked to Ryuk Targets Financial & Military ... ']1

Nigeria LMC Sub-Saharan Africa2017 January 6 http://allafrica.com/stories/201701060215.html[29756, 29373]['Kenya : Communications Authority of Kenya Website Hacked', 'Kenya : Shame as Kenya Internet regulator website hacked']1

United StatesHIC North America 2017 August 8 http://www.ibtimes.co.uk/red-cross-blood-service-data-breach-that-affected-550000-donors-caused-by-one-off-human-error-1633977[731384, 728423, 727072, 1231162, 728424, 736067, 1227408]['Red Cross Blood Service data breach that affected 550 , 000 donors caused by  one', 'Australian Information Commissioner commends Red Cross for data breach response', 'Red Cross Blood Service partner owns up to data breach blunder', 'Red Cross Blood Service Website Partner Inadvertently Leak Database Following Data Hack', 'Australian Red Cross data breach caused by third', 'Australian Red Cross Blood Service partner owns up to data breach blunder', 'Aussie Blood Data Breach Stemmed from Third Party Error']6

United KingdomHIC Europe & Central Asia2018 January 10 http://www.ibtimes.co.uk/hackers-exploit-critical-oracle-weblogic-flaw-secretly-mine-cryptocurrency-worldwide-1654514[1319849, 1320710, 1320711, 1324105]['Oracle WebLogic Exploit Used in Cryptocurrency ... ', 'Hackers exploit critical Oracle WebLogic flaw to secretly mine cryptocurrency worldwide', 'Cyber criminals exploit Oracle WebLogic flaw', 'Oracle WebLogic hackers pick Monero mining over ransomware - CSO']3

Colombia UMC Latin America & Caribbean2021 January 20 https://www.pulzo.com/tecnologia/ciberataques-presidencia-colombia-intentan-hackear-sistema-segurid-PP1025223[3087537, 4102333, 3093079, 3089941, 3080858]['Cyber \u200b\u200battacks on the Presidency of Colombia: they try to hack the security system', 'Ministry systems that grant aid to the poorest in Panama are hacked', 'Colombian presidential palace suffered two hacking attempts', 'The Government of Colombia denounces a cyber attack against its web pages by Russia and Ukraine', 'Computer hacking against official facilities in Panama']4



KazakhstanUMC Europe & Central Asia2020 January 27 https://express-k.kz/news/proisshestviya_lenta/khakery_vzlomali_akkaunt_akimata_stolitsy_kazakhstana_v_instagram-153547[2310058, 2309020]['Hackers hacked the account of the akimat of the capital of Kazakhstan in Instagram', 'The official account of the administration of the capital of Kazakhstan has been hacked - News of Kazakhstan - fresh, relevant, latest news about everything']1

Denmark HIC Europe & Central Asia2018 December 6 https://www.computerworld.dk/art/245682/hackere-har-i-al-hemmelighed-haft-adgang-til-databaser-i-socialstyrelsen-gennem-fire-aar[2208712, 2208717]['Hackers have secretly had access to databases in the National Board of Health and Welfare for four years', "Hackers had access to the National Board of Health and Welfare's databases for almost four years"]1

Indonesia LMC East Asia & Pacific2017 May 1 http://metro.news.viva.co.id/news/read/910825-website-diretas-dinsos-dki-tak-lapor-polisi[417363, 415244, 420013, 415251, 415246]['Website Hacked, DKI Social Service Does Not Report Police', "DKI Social Service Site Was Hacked, Hackers Alluded to Anies' 0 Rupiah DP", 'DKI Social Service Website Hacked, Hackers Bill House DP 0 Percent', 'Hacker Who Hacked DKI Social Service Site Billed Anies 0 Rupiah Down Payment Promise', "DKI Jakarta Social Service Site Was Hacked, Hackers Alluded to Anies' 0 Rupiah DP"]4

United StatesHIC North America 2022 September 21 https://www.insurancejournal.com/news/southcentral/2022/09/21/685991.htm[3800796, 3801423, 3803450, 3800502, 3800902, 3802393, 3801414, 3803048, 3803459, 3801387, 3803020, 3802391, 3801395, 3803043, 3809668, 3801388, 3801165, 3801497, 3801426, 3800799, 3802575]['Hackers accessed data on some American Airlines customers', 'Some American Airlines customers , employee personal information exposed in data breach', 'American Airlines Says Hackers Accessed Some Data on Customers', 'American Airlines hit by data breach Computerworld', 'American Airlines Says Personal Data Exposed After Email Phishing Attack', 'American Airlines Confirms Data Breach , Some Customersâ€™ Data Exposed', 'Who Was Affected by Hackers , American Airlines ? – NBC 5 Dallas - Fort Worth', 'American Airlines Says Data Breach Affected Some Customers , Employees', 'Hackers Targeting American Airlines Accessed Sensitive Customer Data', 'American Airlines says data breach hits small number of customers , employees', 'American Airlines Data Breach : What You Need to Know', 'American Airlines confirms data breach exposing some customer data', 'American Airlines hack : Some customer info exposed in breach', 'American Airlines says data breach affected some customers , employees', 'Breached American Airline20

United StatesHIC North America 2019 January 17 https://minnesota.cbslocal.com/2019/01/17/legislative-auditor-reports-major-failure-by-minn-dps-to-cooperate-with-data-breach-investigation/[4290625, 3961848, 4290650]['Legislative Auditor Reports  Major Failure  By Minn . DPS To Cooperate With Data Breach Investigation – WCCO', 'Legislative Auditor Reports  Major Failure  By Minn . DPS To Cooperate With Data Breach Investigation', 'Legislative auditor issues subpoena to DPS regarding possible data breach']2

United KingdomHIC Europe & Central Asia2019 March 26 https://www.itproportal.com/news/over-1052-billion-malware-attacks-detected-in-2018/[4408856, 4408843]['Over 10 . 5 billion malware attacks detected in 2018', 'Over 10 billion malware attacks detected in 2018']1

Bulgaria UMC Europe & Central Asia2021 February 18 https://www.manager.bg/obshchestvo/nova-fishing-akata-ot-imeto-na-ministerstvoto-na-turizma[3137093, 3137087]['New phishing attack on behalf of the Ministry of Tourism', 'Hackers send fake emails from the Ministry of Tourism - Latest News from DNES. BG']1

Denmark HIC Europe & Central Asia2019 August 15 https://www.computerworld.dk/art/248526/tivoli-i-koebenhavn-ramt-af-hackerangreb-hackere-fik-fat-i-gaesters-persondata[4668552, 4668554, 4668553]["Tivoli in Copenhagen hit by a hacker attack: Hackers got hold of guests' personal data", "Tivoli hit by hacker attack: Gained access to several hundred guests' personal data", "Tivoli in Copenhagen hit by hacker attack: Hackers have got their hands on hundreds of guests' personal data"]2

Russia UMC Europe & Central Asia2018 December 19 https://ria.ru/20181219/1548238867.html[5026624, 5026616, 2222982, 5026619, 5026620]['Hackers stole 18 million rubles by sending viral messages to Russians', 'The police caught a gang of hackers who stole 18 million rubles using viral SMS', 'Hackers stole 1 billion Rubles from a number of large Russian banks', 'A gang of hackers stole 18 million rubles from Russians via SMS', 'Police detain hackers who stole 18 million rubles via sms']4

Russia UMC Europe & Central Asia2017 June 25 https://abnews.ru/2017/06/25/grecheskie-xakery-prigrozili-obrushit-sajty-tureckix-bankov-i-birzhi/[611188, 1198005, 608839, 611184, 611189, 609235, 609237]['Greek hackers threaten to crash Turkish bank and exchange websites', '"OLEMOS" endless Greek and Turkish hackers', 'The media reported on the cyber war between Greek and Turkish hackers', 'Greek hackers claim 300 Turkish websites have been hacked', 'Greek hackers brought down more than 300 Turkish sites', 'World News : Hackers from Greece have declared war on their Turkish counterparts', "Greek hackers declare cyberwar on Turkey after attacks on PM's website"]6

United StatesHIC North America 2021 July 29 https://www.msn.com/en-us/money/other/hackers-used-never-before-seen-wiper-in-recent-attack-on-iranian-train-system/ar-AAMHB9D[3062623, 3423730, 3423248]['Wiper Malware Used in Attack Against Iran Train System', 'Hackers used never - before - seen wiper in recent attack on Iranian train system', 'New destructive Meteor wiper malware used in Iranian railway attack']2

United StatesHIC North America 2019 September 16 https://www.insurancejournal.com/news/midwest/2019/09/16/540081.htm[4742121, 4736374, 4734812, 4736376, 4736407]['Chicago Brokerage , Phillip Capital , to Pay $1 . 5M for Cyber Attack Lapses', 'Chicago Brokerage to Pay $1 . 5 Million for Cyber Attack Lapses : U . S . CFTC', 'Chicago brokerage to pay $1 . 5 million for cyber attack lapses - U . S . CFTC', 'Chicago brokerage to pay $1 . 5 million for cyber attack lapses : U . S . CFTC', 'Chicago brokerage to pay $1 . 5 million for cyber attack lapses : U . S . CFTC | News']4

United StatesHIC North America 2019 March 20 https://threatpost.com/phishing-campaign-saudi-gov/142998/[5074412, 5074414]['Years - Long Phishing Campaign Targets Saudi Gov Agencies', '  Bad Tiding Phishing Campaign Targeting Saudi Government Agencies']1

Malaysia UMC East Asia & Pacific2017 May 25 http://sglinks.com/pages/95605849-singapore-airlines-warns-of-phishing-scam-offering-free-air[519774, 520363, 521058, 537759, 524675, 532881]['Singapore Airlines warns against email , phone scams and phishing sites ', 'Singapore Airlines warns of phishing scam offering free air tickets', 'Singapore Airlines warns against email , phone scams and phishing sites', 'Airlines send out warnings on phishing scams', 'Singapore Air warns customers of phishing scam', 'Phishing Scam : Emirates airline probes fake online survey']5

Vietnam LMC East Asia & Pacific2017 October 17 http://www.zdnet.com/article/chinese-backdoor-malware-resurfaces-after-more-than-a-decade/[900664, 910524, 904854, 903688, 907420]['Chinese backdoor malware resurfaces after more than a decade', 'Chinese malware returns after more than a decade of dormancy', 'Chinese malware returns after more than a decade of dormancy', 'What is Hacker Door ? Old sophisticated Chinese Trojan resurfaces after more than a decade', "China's backdoor malware reappears after more than a decade of disappearance"]4

United StatesHIC North America 2017 February 22 http://www.securityinfowatch.com/news/12308305/data-breach-may-have-exposed-personal-info-of-8k-members-of-failed-louisiana-health-cooperative[1116042, 1116047]['Data breach may have exposed personal info of 8K members of failed Louisiana Health Cooperative', 'Data breach may have exposed personal info of 8 , 000 members of failed Louisiana Health Cooperative ']1

Nigeria LMC Sub-Saharan Africa2018 January 30 http://sunnewsonline.com/china-hacked-african-union-computers-report/[1372482, 1372764, 1374760, 1372271, 1372903]['China hacked African Union computers – report', 'Le Monde Chinese, African Union (AU) building hacked for 5 years', 'China Denies Hacking of African Union Headquarters', 'Hacking by China and the African Union... Doing shit with China money', 'China denies hacking the AU']4

United StatesHIC North America 2018 August 17 https://www.greenvilleonline.com/story/news/crime/2018/08/17/greenville-hacker-bbt-bank-travelers-rest/1017740002/[1925472, 1927587]['Greenville email hacker wired $350K into his bank account , feds say', 'Hacker in South Carolina Wired $350K From Company into His Bank Account , Feds Say']1

India LMC South Asia 2021 March 1 https://www.ibtimes.co.in/hackers-hit-state-bank-india-customers-text-phishing-scam-833729[3156748, 3158598, 3158588, 3158586, 3156749, 3156740, 3160814, 3156741]['Hackers hit State Bank of India users with text phishing scam', 'State Bank of India Users Targeted with Text - phishing Scam', 'Hackers target SBI customers with text phishing scam', 'Hackers Hit SBI Users; Hackers Hit SBI Users With Text Phishing Scam, Request Them To Redeem Credit Points Worth Rs 9,870 | Be careful if you get a message from the bank to redeem credit points, hackers can steal your money by clicking on such a fake link...', 'SBI bank fraud state bank customers phishing scam text alert all you need to know', 'Hackers hit SBI users with text phishing scam', 'Hackers target State Bank of India Customers with text phishing Scam', 'SBI customers hit with  redeem credit point  phishing scam by hackers']7

Serbia UMC Europe & Central Asia2020 July 16 https://www.blic.rs/vesti/republika-srpska/ojadio-banke-u-eu-za-tri-miliona-evra-tuzilastvo-bih-trazi-produzenje-pritvora-za/9nn3mp9[2606397, 4242222]["ROBBERED BANKS IN EU FOR THREE MILLION EUROS The Prosecutor's Office of Bosnia and Herzegovina requests an extension of detention for the hacker", 'Bosnian Prosecution requesting New Custody for Hacker who robbed 6 Million BAM from EU Banks']1

Russia UMC Europe & Central Asia2019 February 12 https://vz.ru/news/2019/2/13/963953.html[4345767, 4343301, 4347069, 4345792, 4353941]['Someone hacked American Stryker armored vehicles', 'VZGLYAD / Hackers hacked American armored personnel carriers', 'Hackers were able to hack into the systems of American Stryker armored vehicles', 'Someone hacked American Stryker RosInvest armored vehicles. Com - Venture, management, investments', 'I pressed somewhere, and everything was gone. How hackers hijacked US Army armored cars']4

AzerbaijanUMC Europe & Central Asia2018 December 3 http://1news.az/news/v-baku-zaderzhan-haker-snyavshiy-desyatki-tysyach-manatov-so-schetov-svyshe-100-grazhdan[2200945, 2200947]['A hacker who withdrew tens of thousands of manats from the accounts of over 100 citizens was detained in Baku', 'A person who illegally hacked bank cards and transferred 85,000 manats to a personal account was detained in Baku']1

United StatesHIC North America 2021 April 5 https://www.crn.com.au/news/hackers-use-old-fortinet-flaws-to-hit-govt-tech-networks-562976[3215390, 3212927, 3213245, 4115544, 3212598]['Hackers use old Fortinet flaws to hit govt , tech networks', 'Hackers Use Old Fortinet Flaws To Hit Govt , Tech Networks : FBI', 'CISA , FBI warn of hacking threat against Fortinet product -- FCW', 'Hackers are actively targeting FortiOS vulnerabilities , warn FBI and CISA', 'FBI and CISA warn of state hackers attacking Fortinet FortiOS servers']4

United KingdomHIC Europe & Central Asia2021 April 7 https://www.infosecurity-magazine.com:443/news/consulting-firm-data-breach/[3219659, 3219765]['Consulting Firm Data Breach Impacts MSU - Infosecurity Magazine', 'Data breach at consulting firm affected more than 300 at MSU']1

United StatesHIC North America 2020 October 14 https://95wxtk.iheart.com/content/2020-10-14-cyber-attack-disrupts-remote-learning-for-sandwich-students/[2744120, 2743915, 2743858]['Cyber Attack Disrupts Remote Learning For Sandwich Students', 'School cyber attack nearly in the rearview mirror', 'Cyber attack disrupts remote learning in Cape Cod schools - News - providencejournal . com']2

United StatesHIC North America 2022 March 26 https://www.univision.com/local/nueva-york-wxtv/hackean-datos-personales-de-miles-estudiantes-nueva-york[3566024, 3566625, 3566130, 3566127, 4081476, 3565598, 3573072, 4081475, 4082655]['Personal data of thousands of New York students hacked | Univision 41 New York WXTV', 'Data of thousands of students and alumni of New York schools hacked', 'Data of 820 , 000 NYC students compromised in hack of online grading system , officials say', 'NYC student data compromised in hack of grading system', 'Hack data of thousands of students and alumni of schools in NY', 'Data of thousands of students and alumni of New York schools hacked', 'NYC Public Schools Student Data Breach', 'Hack data thousands of students in New York schools El Nacional', 'Personal Data of 820 , 000 Students Exposed in NYC Hack']8

South KoreaHIC East Asia & Pacific2021 July 14 https://news.joins.com/article/24105347[3389360, 4137309, 3389365, 3389362, 3389372]["Let's go to self-diagnosis ~ Hacking of self-diagnosis app used by 9 million people?", "Midnight self-diagnosis notification mystery … Ministry of Education says it's not hacking", "Self-diagnosis Let's go, a monster at dawn... Investigation of self-diagnosis app hacking", "Let's go to self-diagnosis ~ Hacking the app containing 9.27 million students' health information?... Checking", "Self-diagnosis at 2 a.m. Has the Ministry of Education's self-diagnosis app been hacked : Education : Society : News : The Hankyoreh"]4

Ukraine LMC Europe & Central Asia2020 June 3 https://www.pcweek.ua/themes/detail.php?ID=161079[2540728, 2536298]['Targeted cyber attacks in the first half of 2020', '726 million cyber attacks confirmed so far in 2020']1

Turkey UMC Europe & Central Asia2019 October 29 http://bigpara.hurriyet.com.tr/haberler/ekonomi-haberleri/son-yillarin-en-buyuk-siber-saldirisi-puskurtuldu_ID1458234/[4836779, 4836778, 4836775]['Biggest cyber attack in years repelled', 'The biggest cyber attack in recent years has been repelled...', 'The cyber attack was repelled ... The biggest traffic attack in recent years was eliminated by 90 percent']2

Hungary HIC Europe & Central Asia2017 September 18 http://rus.postimees.ee/4247861/hakery-vzlomali-ispolzuemuyu-millionami-polzovateley-programmu[822952, 823249, 823258]['Hackers hacked a program used by millions of users', 'A popular program has been hacked, if you have one, delete it from your computer immediately!', 'A popular program has been hacked']2

United StatesHIC North America 2019 June 19 https://www.scmagazine.com/home/security-news/data-breach/eatstreet-data-breach-affecting-diners-restaurants-and-delivery-firms/[4048587, 5045107, 4541127, 4049236]['EatStreet data breach affecting diners , restaurants and delivery firms', 'EatStreet food ordering service confirms database of user credit card and billing info was hacked', 'Hackers Gobble Up Data From EatStreet Diners and Partners - Infosecurity Magazine', 'EatStreet Hackers Chow Down on Diner Data']3

Armenia UMC Europe & Central Asia2017 February 13 http://hetq.am/eng/news/75680/hackers-infiltrate-computer-system-of-bank-in-armenia-steal-$273000.html[184219, 187877]['Hackers Infiltrate Computer System of Bank in Armenia ; Steal $273 , 000', 'Foreign hackers robbed Armenian ATMs']1

South KoreaHIC East Asia & Pacific2017 March 21 http://world.kbs.co.kr/english/news/news_Po_detail.htm?No=126107[307997, 307996, 307981]['Defense Ministry : Surge in Cyber Attacks Against Military Computer Network', 'Defense Ministry : Surge in Cyber Attacks Against Military Computer Network ㅣ KBS WORLD Radio', 'Increase in cyberattacks by the Ministry of National Defense... No hacking cases']2

United StatesHIC North America 2017 May 4 http://www.natlawreview.com/article/new-australian-mandatory-data-breach-notification-legislation[425713, 445674, 436780]['New Australian Mandatory Data Breach Notification Legislation', 'How will Australia mandatory data breach notification law affect health service providers', 'How will the new mandatory data breach notification laws impact your business ? ']2

United KingdomHIC Europe & Central Asia2017 June 23 http://ftnews.firetrench.com/2017/06/breach-at-uk-governments-cyber-essentials-scheme-exposes-users-to-phishing-attacks/[598767, 606577, 602646, 602650, 1214932]['Breach at united kingdom . gov Cyber Essentials scheme exposes users to phishing attacks • The Register', 'Breach at united kingdom government ’ s Cyber Essentials scheme exposes users to phishing attacks', 'Government Cyber Essentials scheme breached in cyber attack', 'Data breach hits united kingdom government cyber protection scheme likely exposing victims to hackers', 'MPs warned over imposters  phishing  for passwords after major hacking attack']4

United StatesHIC North America 2017 December 22 https://www.chrisd.ca/2017/12/21/nissan-canada-finance-reveals-possible-data-breach-customer-information/[1300027, 1300490, 1300018, 1077840, 1300024, 1078495, 1077745, 1300019, 1300031, 1301820, 1300032, 1078480, 1300491, 1087424, 1074661, 1078515, 1300081, 1074659, 1078482, 1074662, 1078494]['Nissan Canada Finance reveals possible data breach of customer info', 'Nissan Canada Finance Reveals Possible Data Breach of Customer Information', 'Nissan Canada data breach may have exposed 1 . 1M finance customers ’ information', 'Nissan Canada Data Breach : 1 . 1 Million Customers Notified', 'Nissan Canada Finance reveals possible data breach of customer information ', 'Nissan Canada Finance Services Suffer Possible Data Breach', 'Braking news : Nissan Canada hacked , up to 1 . 1m Canucks exposed • The Register', 'Nissan Canada says customer data may have been compromised in data breach', 'Nissan Canada Finance Reveals Possible Customer Data Breach', 'Nissan Canada Finance Issues Data Breach Alert', 'Nissan Canada informs financing customers of possible data breach ', 'Nissan Canada Finance Warns Customers of Data Breach » AutoGuide . com News', 'Nissan Canada Data Breach Affects Over 1 . 1 Million Canadians – Techvibes', 'Nissan Canada Admits Huge Data Breach', 'Nissan Canada Finance investigating poss20

United StatesHIC North America 2018 June 6 https://www.reuters.com/article/us-usa-cyber-atlanta-budget/atlanta-officials-reveal-worsening-effects-of-cyber-attack-idUSKCN1J231M[1723370, 1723368, 1708494]['Atlanta officials reveal worsening effects of cyber attack', 'Atlanta officials reveal worsening effects of cyber attack | News', 'Atlanta officials deny requests for records amid cyber attack']2

India LMC South Asia 2018 April 17 http://articles.economictimes.indiatimes.com/magazines/panache/after-facebook-data-breach-over-3000-apps-on-google-play-found-improperly-tracking-children/articleshow/63802532.cms[1593017, 1593016, 1595879]['After Facebook data breach , over 3000 apps on Google Play found improperly tracking children', 'google : After Facebook data breach , over 3000 apps on Google Play found improperly tracking children', 'google : After Facebook data breach , over 3000 apps on Google Play found improperly tracking children , Telecom News , ET Telecom']2

United StatesHIC North America 2018 August 1 http://www.washingtonblade.com/2018/08/01/lgbt-employees-among-d-c-workers-targeted-by-hackers/[1881328, 1881337]['LGBT employees amongD . C . workers targeted by hackers', 'LGBT employees among D . C . workers targeted by hackers']1

Japan HIC East Asia & Pacific2018 August 23 https://www.zdnet.com/article/medical-records-of-high-school-students-leaked-in-appealing-data-breach/[1940850, 1945060]['Medical records of high school students leaked in  appalling  data breach', 'Data breach exposes medical histories of 300 high school students']1

New ZealandHIC East Asia & Pacific2020 January 16 https://www.nzherald.co.nz/world/news/article.cfm?c_id=2&objectid=12301246[2285889, 2285534, 2293721, 2285022]['The crime - fighting app that caused a phone - hacking scandal in Italy', 'eSurv : The crime - fighting app that caused a phone - hacking scandal in Italy', 'The crime - fighting app <br / > that caused an Italian <br / > phone - hacking scandal', 'The Crime - Fighting App That Caused a Phone - Hacking Scandal in Italy']3

United StatesHIC North America 2020 February 7 http://www.homelandsecuritynewswire.com/dr20200206-senate-intel-obama-admin-frozen-by-paralysis-of-analysis-in-its-response-to-russian-election-interference[2332994, 2330171]['Russia , election interference , meddling , hacking , 2016 election | Homeland Security Newswire', 'Russia , election interference , meddling , hacking , Ukraine , malware']1

United KingdomHIC Europe & Central Asia2020 November 2 http://www.thecommentator.com/article/7803/bbc_hit_with_over_250_000_cyber_attacks_every_day[2758627, 4265551]['BBC hit with over 250 , 000 cyber attacks every day', 'BBC hit with over 250 , 000 phishing emails every day']1

Iran LMC Middle East & North Africa2022 August 24 https://www.radiofarda.com/a/iran-accounts-targeted-by-state-backed-hackers/32003061.html[3765163, 3768992, 3763554, 3765222, 3768735, 3765511]['Google confirmed; "Corpse-affiliated" hackers are stealing the email content of users in Iran', 'Iranian hackers break into Gmail and Outlook mailboxes to steal data', 'Google : Iranian hackers use new tool to steal email from victims', 'Google: Hackers sent by the Iranian government broke into Gmail accounts -', 'Highest: Google confirmed; "Corpse-affiliated" hackers are stealing the email content of users in Iran', 'Iranian malware steals user data from Gmail , Yahoo !, and Microsoft Outlook']5

Mexico UMC Latin America & Caribbean2022 June 6 https://veracruz.lasillarota.com/estados/hackean-sistema-informativo-de-secretaria-de-salud-de-veracruz/656746[3665448, 3665465]['Information system of the Veracruz Ministry of Health is hacked', 'They hacked the page of the Veracruz Ministry of Health, confirms the governor']1

Argentina UMC Latin America & Caribbean2017 November 30 https://www.clarin.com/sociedad/sociedad-interamericana-prensa-sip-denuncio-hackearon-servidor_0_B1BVzpplM.html[1021467, 1022727, 1022660, 1021542, 1021669, 1022626, 1021468, 1023380, 1022698]['The Inter-American Press Association (SIP) denounced that a server was hacked', 'Hackers attacked the server of the Inter-American Press Association', 'SIP server hacked with computer virus • El Nuevo Diario', 'SIP is the victim of a cyber attack by hackers who encrypted information', 'SIP website hacked with computer virus', 'SIP page hacked; they ask for ransom in bitcoin', 'They hacked the server of the Inter-American Press Association', 'SIP suffers cyber attack and hackers demand payment in bitcoin', 'SIP denounces that its servers were hacked']8

Pakistan LMC South Asia 2022 September 21 https://pakobserver.net/modis-govt-uses-pegasus-spyware-to-snoop-on-political-adversaries-journalists/[3802609, 3800871, 3794338]['Modi govt uses Pegasus spyware to snoop on political adversaries , journalists', 'Modi govt uses Pegasus spyware to snoop on political rivals', 'Spyware, Pegasus, spies, requests from the committee of political development State exams threaten the private lives of citizens.']2

United StatesHIC North America 2017 August 3 http://www.businesstimes.com.sg/companies-markets/corporate-profits-to-take-more-hits-from-ukraine-cyber-attack[716053, 717506, 713054, 741993, 741837, 713694, 1229530, 727558, 715622, 714893, 1227706]['Corporate profits to take more hits from Ukraine cyber attack , Companies & Markets', 'Cyber Attacks Start to Hit Earnings of Global Companies', 'Corporate profits to take more hits from Ukraine cyber attack', 'Cyber attack business risk : Companies naive in face of recovery ', 'Are Organizations Safe From Cyber Attacks ? Experts Say Most Still Vulnerable', 'Corporate Profits to Take More Hits From Ukraine Cyber Attack', 'Cyber Security experts warn companies against hackers', 'Companies can reduce damage of global cyber attack', 'Cyber attack on Ukraine takes a toll on US , European companies in the latest quarter', 'Corporate profits exposed to cyber attacks', 'Hackers cyberattack companies for economic and personal gain']10

Canada HIC North America 2017 November 1 http://business.financialpost.com/news/identity-theft-alert-beware-fake-cra-phishing-scams-that-have-already-ensnared-thousands-of-canadians[1277928, 923122]['Identity theft alert : Beware fake CRA phishing scams that have already ensnared thousands of Canadians', 'Identity theft alert : How 77 , 0000 Canadians lost $99 million last year in extortion , phishing and romance scams']1

United StatesHIC North America 2017 August 11 http://www.newspressnow.com/news/national/nebraska-other-states-settle-with-nationwide-insurance-over-data-breach/article_cd30abe1-e419-566a-a7c3-637f4793dd0f.html[757483, 1231142, 1229425, 1227335, 1227321, 1231133, 1227324, 1227323, 1229427, 1229421, 1227327, 1229435, 1229449, 1227311, 1227295, 1229423, 751484, 737819, 1231129, 1229418, 1227306, 740491, 754969, 1227344, 1229439, 1227293, 1227307]['Kilmartin : Data breach settlement reached with Nationwide', 'Nebraska , 31 other states settle with Nationwide Insurance over data breach ', 'Nationwide settles data breach probe for $5 . 5M ', 'Nationwide agrees to $5 . 5 million settlement over 2012 data breach', 'Major insurer will pay $5 . 5M over massive data breach , AG says', 'Attorney General Madigan and 32 Other Attorneys General Reach Settlement with Nationwide Over Data Breach', 'Attorney general announces nationwide data breach settlement', 'Nationwide settles with Fla ., states on data breach of 1 . 27M customers', 'Nationwide to pay $5 . 5 million in multistate data breach settlement', 'Nevada AG Reaches Millions In Data Breach Settlement', 'Nationwide settles probe into data breach', 'Nationwide Settles State Legal Action Over 2012 Data Hack', 'Nationwide Data Breach : Insurance Company Agrees To $5 . 5 Million Settlement', 'Nationwide to pay $5 . 5M to settle claims over 2012 data breach', 'Pa . attorney general , 32 others , settle with Na26

United StatesHIC North America 2017 December 22 https://www.mpamag.com/news/massive-data-breach-exposes-identifying-info-for-123-million-households-88401.aspx[1078488, 1071245, 1074673, 1071228, 1074664, 1071231]['Massive data breach exposes identifying info for 123 million households', 'Alteryx Data Breach Exposes Information On 123 Million American Households', 'Data Breach Leaves 123 Million Households Exposed', 'Report : Nearly every American household affected by massive data breach – UPI . com – Slinking Toward Retirement', 'Marketer Data Breach Exposes 120 Million People', 'Report : Nearly every American household affected by massive data breach']5

United StatesHIC North America 2018 July 13 https://statescoop.com/tennessee-health-data-breach-exposes-information-about-thousands-of-hiv-patients[1820188, 1813646]['Tennessee health data breach exposes information on thousands of HIV patients', 'Major data breach exposes HIV patients in Tennessee']1

United StatesHIC North America 2018 December 26 https://thegrio.com/2018/12/26/howard-county-md-executives-email-list-hacked-in-phishing-scam/[2248961, 2248963, 2246537, 2246545, 2246527, 5029436, 2246526, 2246547]['Howard County , Md ., executive email list hacked in phishing scam', 'Maryland County Executive Email List Used in Phishing Scam', 'Maryland County Executive Email List Used In Phishing Scam « CBS Baltimore', 'Howard County executive Calvin Ball email hacked - Carroll County Times', 'Maryland county executive email list used in phishing scam', 'County executive email contacts list used in phishing attempt', 'Howard County executive Calvin Ball email hacked - Howard County Times', 'County Executive Email Used In Phishing Scam']7

Panama UMC Latin America & Caribbean2022 May 26 http://elsiglo.com.pa/cronica-roja/5-personas-aprehendidas-operacion/24201713[3652051, 3652052]['5 people are apprehended for fraud under the modality of phishing', '5 individuals are apprehended for fraud through phishing modality']1

Albania UMC Europe & Central Asia2022 July 21 https://sot.com.al/aktualitet/e-albania-rikthehet-ne-funksion-per-1118-sherbime-mediat-hedhin-ie-al-i527165[3721458, 3716565, 3716564]['E-Albania is back in operation for 1118 services, the media throws the idea that the hackers demand 30 million dollars as a fine, the head of the government denies the news', '  Hollywood scenario / E - Albania out of service , DP issues a strong warning : Hacking by unknown forces is unbelievable , wait for sensitive data to emerge', 'E-Albania out of service / Hacking, like a Hollywood scenario, DP: The government is trying to hide more than to reveal - Balkanweb. com – News24']2



Uruguay HIC Latin America & Caribbean2021 January 20 https://www.elpais.com.uy/informacion/policiales/hacker-pide-us-informacion-robada-armada-ciberataque.html[3089106, 3090467]['Hacker asks for $500. 000 for information stolen from the Navy after cyberattack', 'Defense identifies the Russian hacker who stole files from the Navy and asks for US $ 500,000']1

Indonesia LMC East Asia & Pacific2018 July 6 http://www.tribunnews.com/nasional/2018/07/06/mr-cakil-sempat-warning-kelemahan-sistem-sebelum-retas-situs-bawaslu[1799883, 1799873, 1799886, 1799882]['Learning from the FB group, Mister Cakil hacked the Bawaslu website for a science test', 'Mr. Cakil Had Warning of System Weakness Before Hacking Bawaslu Site', 'Banten DPRD Site Was Hacked by Bawaslu Web Hackers', 'Not only Bawaslu, Mister Cakil hacked the Banten DPRD website']3

Sweden HIC Europe & Central Asia2018 November 19 http://www.sydostran.se/tt-inrikes/polis-doms-for-dataintrang/[2171177, 2171195, 2171183, 2160095, 2171187, 2169658, 2169660, 2171179, 2171185, 2171197, 2171180, 5014037]['Police sentenced for data breach - News - Norrköpings Tidningar', 'Police are sentenced for data breach - Sydöstran', 'Police are sentenced for data breach - News - Piteå - Tidningen', 'Gothenburg police is sentenced for data breach', 'Police sentenced for data breach - News', 'Police sentenced for data breach - Omvärld - Enköpings - Posten', 'Police are sentenced for data breach - News - Corren. see - News Linköping Östergötland', 'Police sentenced for data breach - Smålandsposten', 'Police sentenced for data breach - News - News Västervik Gamleby Ankarsrum', 'Police are sentenced for data breach - Blekinge Läns Tidning', 'Police are sentenced for data breach - Borås Tidning', 'Police are sentenced for data breach - NEWS']11

Russia UMC Europe & Central Asia2017 December 26 http://volgainform.ru/article/273328.html[1084728, 1084725]['FSB in Chuvashia caught hackers', 'FSB arrests hackers who managed to infect more than 1,000 PC, but did not have time to sell the data']1

India LMC South Asia 2021 April 16 https://www.thehindubusinessline.com/markets/stock-markets/upstox-data-breach-a-wake-up-call-for-market-intermediaries/article34337829.ece[3225934, 3233754, 3225941, 3225951, 3225947, 3225939, 3225948, 3225962, 3224974, 3225959, 3225933, 3225949, 3225945, 3225946, 3227465, 3225957, 3225950, 3224973]['Upstox : Hackers Expose Contact and KYC Details of 25 Lakh Customers After Breaching Security Systems', 'Upstox data breach : A wake up call for market intermediaries', 'Brokerage firm Upstox suffers data breach , says user data safe', 'Welcome To IANS Live - NATION - Brokerage firm Upstox hacked , 25 - 30 cr user data at risk ( Ld ) ', 'Brokerage firm Upstox hacked , 25 - 30 lakh user data at risk', 'Welcome To IANS Live - SCIENCE - Brokerage firm Upstox suffers data breach , says user data safe', 'Welcome To IANS Live - SCIENCE - Brokerage firm Upstox hacked , 25 - 30 cr user data at risk ( Ld ) ', 'Upstox hacked , 25 - 30 lakh user data at risk', 'Upstox face data breach , co says ramped up security', 'Welcome To IANS Live - SCIENCE AND TECHNOLOGY - Brokerage firm Upstox hacked , 25 - 30 lakh user data at risk ( Lead ) ', 'Hackers breach security systems at Upstox , contact details and KYC of 25 lakh customers exposed', 'Welcome To IANS Live - SCIENCE AND TECHNOLOGY - Brokerage firm Upstox hacked , 25 - 17

Israel HIC Middle East & North Africa2021 July 1 https://www.haaretz.com/us-news/israeli-charged-in-global-hacker-for-hire-scheme-seeks-plea-deal-1.9958465[3365568, 3365165, 3364502]['Israeli charged in global hacker - for - hire scheme seeks plea deal', 'Israeli charged in global hacker - for - hire scheme wants plea deal', 'Israeli charged in global hacker - for - hire scheme wants plea deal - court filing']2

United StatesHIC North America 2022 August 23 https://www.govtech.com/security/employee-data-exposed-after-north-dakota-phishing-attack[3763913, 3758818]['Employee Data Exposed After North Dakota Phishing Attack', 'Hacker accesses injured worker personal info in cyberattack on North Dakota agency']1

South AfricaUMC Sub-Saharan Africa2022 May 30 https://it-online.co.za/2022/05/30/smes-under-cyber-attack/[3656806, 3659703]['SMEs under cyber attack - IT - Online', 'Spotlight : Cyber - SME cyber – Size does not matter in cyber attacks']1

United StatesHIC North America 2019 September 22 http://www.techtimes.com/articles/245418/20190921/malware-innfirat-targets-bitcoin-and-crypto-wallets.htm[4754233, 4735441, 4739799, 4740779]['Malware InnfiRAT Targets Bitcoin And Crypto Wallets', 'InnfiRAT malware lurks in your machine to steal cryptocurrency wallet data', 'Zscaler Reveals InnfiRAT Malware That Targets Crypto Wallets', 'Malware InnifiRAT steals credentials from cryptocurrency wallets']3

India LMC South Asia 2019 December 31 https://www.firstpost.com/tech/news-analysis/microsoft-takes-control-over-hacking-group-thallium-that-stole-sensitive-information-7843051.html[4977616, 2266231]['Microsoft takes control over hacking group  Thallium  that stole sensitive information - Technology News , Firstpost', 'Microsoft says  Thallium  hackers stole sensitive information']1

Malta HIC Middle East & North Africa2021 April 24 https://timesofmalta.com/articles/view/clock-ticking-on-pn-cyberattack-deadline-as-magistrate-investigates.867013[4118841, 3061987]['Clock ticking on hacker deadline following PN cyberattack', 'Hackers extend deadline for PN data leak by one further week']1

United StatesHIC North America 2017 February 9 https://www.indianagazette.com/news/reg-national-world/moldova-man-pleads-guilty-in-25-million-phishing-scam,25861255/[168705, 174596, 170752, 174645, 170789, 170745, 170836, 170785, 170803]['Moldova man accused in $25M phishing scam pleads guilty', 'Moldova man pleads guilty in $25 million phishing scam', 'Moldova man accused in $25M phishing scam pl', 'Moldova man pleads guilty in $25M phishing scam', 'Moldova man accused in $25M phishing scam pleads guilty ', 'Moldova man accused in phishing scam enters Pittsburgh plea', 'Moldova Man Accused in $25M Phishing Scam Pleads Guilty – Page 1 Publications', 'Moldova Man Accused in $25M Phishing Scam Pleads Guilty', 'Moldova man accused in phishing scam enters Pittsburgh plea ']8

United StatesHIC North America 2017 January 27 http://www.wistv.com/story/34366302/lexington-co-school-district-2-reports-system-data-breach[129931, 146532, 167628]['Lexington Co . School District 2 reports system data breach', 'School District Answers Questions About Data Breach', 'School employees ask for data breach answers']2

Belarus UMC Europe & Central Asia2017 December 11 http://www.ibtimes.co.uk/chinas-hackers-pose-linkedin-spy-10000-political-officials-says-german-spy-chief-1650956[1044908, 1043334, 1043333, 1044629]['China hackers pose on LinkedIn to spy on 10 , 000 political officials says German spy chief', 'Germany suspects Chinese hackers of espionage', 'FG suspects Chinese hackers of cyber espionage', 'Germany suspects Chinese hackers of cyber espionage']3

United StatesHIC North America 2017 June 13 http://www.cleveland19.com/story/35654483/pier-w-in-lakewood-among-12-restaurants-involved-in-data-breach[577194, 575823]['Pier W in Lakewood among 12 restaurants involved in data breach', 'Pier W in Lakewood involved in credit , debit card data breach']1

Israel HIC Middle East & North Africa2022 June 13 https://www.pc.co.il/news/364667/[3673970, 3675458]['Hackers claim: We hacked into Israeli tourist sites -', 'Israeli sites from the field of tourism and recreation in Israel have been hacked']1

France HIC Europe & Central Asia2021 April 11 https://winfuture.de/news,122273.html[4114594, 3224082, 3225747, 3225596, 3225595, 3227310, 3225597, 3227705, 3225746, 3225161, 4114834, 4115077, 3232389, 3222458]['Joker - malware infects over half a million Huawei smartphones', "The Joker malware was spread in Huawei's AppGallery application store - Tietoturva", 'Joker malware detected in Huawei app store', 'Joker malware downloaded to half a million Huawei devices - ICT News', 'Joker malware downloaded to half a billion Huawei devices - ICT News', 'mediacongo. net - News - More than 500 . 000 Huawei smartphones infected with malware', 'More than 500. 000 Huawei smartphones infected with malware', 'Over half a million Huawei devices have been infected with the  Joker  malware', 'The Joker malware has infected more than 500,000 Huawei Android devices via the AppGallery', 'Joker malware has infected more than 500,000 Huawei Android devices', 'Joker malware infects 500,000 Huawei devices!', 'Over 500 , 000 Huawei smartphones infected with malware joker', 'How to Get Free 50GB Cloud Storage for Huawei Users : 500 , 000 Users Infected by Joker Malware', 'AppGallery: one of the worst malware invades the Huawei store']13

Ukraine LMC Europe & Central Asia2020 December 2 http://internetua.com/moshenniki-ispolzuuat-oblacsnye-servisy-oracle-i-amazon-v-celyah-fishinga[2787376, 4270874]['Attackers use Oracle and Amazon cloud services for phishing purposes', 'Fraudsters use Oracle and Amazon cloud services for phishing purposes']1

Lithuania HIC Europe & Central Asia2020 April 16 https://www.lrt.lt/naujienos/lietuvoje/2/1163888/ataskaita-pernai-per-rinkimus-fiksuota-itartina-kibernetine-veikla-del-programisiu-kaunieciai-galejo-netekti-vandens[2461061, 2461072, 2461083, 2465469]['Cyber attack threatened water supply in Lithuania Kaunas – report', 'Report: suspicious cyber activity was recorded during the elections last year, the citizens of Kaunas may have lost water due to hackers', 'Comments | The number of cyber attacks is growing in Lithuania: Kaunas is among the resonant attacks', 'Number of disinformation , cyber attacks is rising in Lithuania']3

Indonesia LMC East Asia & Pacific2020 June 18 https://nasional.kompas.com/read/2020/06/18/17020471/pakar-digital-forensik-yakin-database-anggota-polri-diretas-ini-alasannya[2562784, 2559405, 2562787, 2557662, 2565244]["Digital Forensic Experts Convinced National Police Member Database Was Hacked, Here's The Reason ...", 'Circulating Screenshots of Hacked National Police Member Database, Police: Hoax', 'This is the analysis of digital forensic experts that the database of Polri members has been hacked', 'National Police Denies Member Database Was Hacked: Okezone Nasional', "Database of Polri Members Allegedly Hacked, Here's a Digital Forensics Expert's Advice"]4

AzerbaijanUMC Europe & Central Asia2020 April 9 https://news.day.az/hitech/1222019.html[4188619, 2454989]['PowerPoint put computers at risk of being hacked', 'PowerPoint puts computers at risk of being hacked - Slovo Newspaper - News from Portugal, Spain and Italy']1

United KingdomHIC Europe & Central Asia2019 August 16 https://jp.reuters.com/article/facebook-privacy-lawsuit-idJPL4N25C0CO[4672712, 4671885, 4671176, 4671913, 4673080, 4673081, 4671038]['Facebook failed to warn users about data breach: court documents', 'Facebook secured the accounts of its employees before a massive hacker attack, but let the users down - ITavisen', 'Data breach: Facebook failed to warn users of known risks until 2018 and finds itself sued again', 'Facebook knew of social login vulnerability but failed to warn users before 2018 data breach', 'Facebook data breach  had no warning  ', 'Facebook failed to warn users of 2018 data breach , lawsuit claims', 'Facebook failed to warn users of known risks before hackers stole login codes for 29 million accounts : court filing']6

Bulgaria UMC Europe & Central Asia2019 March 28 https://www.manager.bg/blgariya/hakerska-ataka-preksna-sistemata-biznes-statistika-na-nsi[4411467, 4411463, 4411468, 4411464]['A hacker attack disrupted the NSI system for the annual reports of companies', 'Hackers attacked the system of the NSI - Society website', "A hacker attack is the cause of the problems with NSI's Business Statistics", "A hacker attack blocked the NSI's business statistics system for an hour"]3

Spain HIC Europe & Central Asia2017 March 24 http://www.cioal.com/2017/03/23/alerta-este-nuevo-ramsonware-chino-habla/[311702, 317925]['A new type of Android ransomware discovered in China demands money through voice memos', ' Alert ! This new Chinese ransomware speaks through notes']1

Ukraine LMC Europe & Central Asia2017 March 21 http://rosinvest.com/novosti/1304195[307700, 1135082, 308454, 1138533, 312043]['RosInvest News. Com : Hackers start selling credit card cloning device', 'Hackers can "clone" 21 bank cards per second - Ministry of Finance', 'Hackers have learned to clone 21 bank cards per second', "A group of hackers sell devices to clone other people's credit cards", "Hackers openly sell a device to clone someone else's credit cards"]4

Croatia HIC Europe & Central Asia2017 May 13 http://www.slobodnadalmacija.hr/dalmacija/zadar/clanak/id/485691/i-policijska-uprava-zadarska-zrtva-globalnog-hakerskog-napada[1161480, 1161485, 1161476]['The Zadar Police Department is also a victim of a global hacker attack! > Free Dalmatia', 'It seems that the hacker attack, which paralyzed a bunch of countries yesterday, also reached the Zadar police. They are not very happy - Telegram. hr', 'ZADAR POLICE VICTIMS OF A GLOBAL HACKER ATTACK? We work very difficult, that much I can say, we have very big problems on the computers']2

United StatesHIC North America 2022 July 14 https://www.scmagazine.com/analysis/breach/tenet-health-sued-after-affiliate-hack-health-data-theft-impacting-1-2m[3713241, 3713404]['Tenet Health sued after affiliate hack , health data theft impacting 1 . 2M', 'Tenet Healthcare , Baptist Health Face Healthcare Data Breach Lawsuit']1

United StatesHIC North America 2022 June 27 https://www.healthcareitnews.com/news/healthcare-data-breach-roundup-atrium-kaiser-unc-and-more[3691298, 3688532, 3686351, 3697798, 3685789, 3685797, 3694449, 3682748, 3686764, 3685785, 4097400, 3688519, 3677649]['Healthcare data breach roundup : Atrium , Kaiser , UNC and more', 'IU Health has sensitive data breach', 'MCG Health Faces Lawsuit Over Data Breach Impacting 1 . 1 Million Individuals', 'Patient information compromised in OrthoNebraska data breach', 'Class Action Lawsuit Filed Against MCG Health for Massive Data Breach', 'IU Health MCG data breach : What should patients do ? ', 'Yale New Haven Hospital Accidentally Posts Sensitive Patient Data Online in Recent Data breach | Console and Associates , P . C . ', 'Baptist Health System Announces Data Breach Affecting Patients of Two San Antonio - Area Hospitals | Console and Associates , P . C . ', 'Data breach affects Baptist Health , Resolute Health patients', 'Yale New Haven Hospital Research File Implicated in Healthcare Data Breach', 'Yale New Haven Hospital announces accidental data breach', 'MCG Health Data Breach Impacts 8 Organizations , 793K Individuals', 'MCG Health Confirms Data Breach Leaking Consumer Social Security Numbers | Console and Associate12

United StatesHIC North America 2022 December 7 https://torrentfreak.com/scammers-exploit-eus-website-to-advertise-pirate-sites-221207/[3913089, 3914339]['Scammers Exploit EU Website to Advertise  Pirate  Sites * TorrentFreak', 'Mysterious hackers advertise themselves for free and legally on the official website of the European Union']1

Qatar HIC Middle East & North Africa2019 June 29 https://menafn.com/1098699481/Hackers-Steal-4-Million-in-XRP-and-ADA-from-Singaporean-Crypto-Exchange-BitrueDaily-Outlook[4559346, 4554275]['Hackers Steal $4 Million in XRP and ADA from Singaporean Crypto Exchange Bitrue | Daily Outlook', 'Hacker steals $4 . 5 million from Bitrue cryptocurrency exchange']1

Japan HIC East Asia & Pacific2019 June 7 https://www.zdnet.com/article/ancient-icefog-apt-malware-spotted-again-in-new-wave-of-attacks/[4040032, 4525002]['Ancient ICEFOG APT malware spotted again in new wave of attacks', 'Ancient ICEFOG malware is back in service']1

United StatesHIC North America 2019 September 5 https://wjbo.iheart.com/featured/walton-and-johnson/content/2019-09-05-east-baton-rouge-sheriffs-hacked-by-iranians/[4717914, 4717915]['East Baton Rouge Sheriff Hacked By  Iranians  | Walton And Johnson | WJBO Newsradio 1150 AM & 97 . 7 FM', 'East Baton Rouge Sheriff Hacked By  Iranians  | Walton And Johnson']1

United StatesHIC North America 2017 June 28 http://www.inquisitr.com/4327112/ios-11-jailbreak-new-group-hacks-apples-latest-os-in-just-three-weeks-when-is-public-release/[1202783, 609695]['iOS 11 Jailbreak : New Group Hacks Apple ’ s Latest OS In Just Three Weeks', 'It only took hackers three weeks to jailbreak iOS 11 – BGR']1

United KingdomHIC Europe & Central Asia2017 June 21 http://www.coindesk.com/nsa-doublestar-backdoor-blamed-cryptocurrency-mining-malware/[599040, 602541, 601067, 598813, 601227]['NSA  DoubleStar  Backdoor Blamed for Cryptocurrency Mining Malware', 'NSA Double Pulsar malware found mining monero for malicious miscreants', 'Malware distributed with NSA tools mines virtual money - Mikrobitti', 'Hackers using NSA malware DoublePulsar to infect Windows PCs with Monero mining Trojan', 'Cryptocurrency malware is now being spread using NSA techniques']4

United StatesHIC North America 2018 December 31 https://www.beckershospitalreview.com/payer-issues/bcbs-of-michigan-data-breach-may-have-affected-15-000-medicare-members.html[2252046, 2257062, 4988962]['Potential Blue Cross data breach may affect 15K', 'BCBS of Michigan : Data breach may have affected 15 , 000 Medicare members', 'BCBS of Michigan members face data breach for 2nd time in month']2

Zimbabwe LMC Sub-Saharan Africa2020 February 12 https://www.premiumtimesng.com/news/377104-how-hackers-targeted-dating-apps-in-nigeria-south-africa-kenya-kaspersky.html[2342106, 2346132, 2357367, 2342365]['How hackers targeted dating apps in Nigeria , South Africa , Kenya', 'Nearly 8000 Cyber Attacks In Africa Disguised As Dating Apps', 'Phishing Attacks Still Most Popular Method Of Cyber Attacks In Africa', 'Majority of Malware Attacks in Africa Come from False Dating Apps | IT News Africa - Up to date technology news , IT news , Digital news , Telecom news , Mobile news , Gadgets news , Analysis and Reports']3

Nigeria LMC Sub-Saharan Africa2020 December 24 https://guardian.ng/business-services/business/nimcs-website-inaccessible-as-commission-denies-hacking-claim/[2825776, 2825775, 2825777, 2825774]['NIMC website inaccessible as commission denies hacking claim | The Guardian Nigeria News - Nigeria and World NewsBusiness The Guardian Nigeria News – Nigeria and World News', 'NIMC Denies Data Breach , Says It Upgrading Website', 'Breaking News | NIMC website inaccessible as commission denies hacking claim', 'Nigeria : NIMC Denies Data Breach , Says It Upgrading Website']3

Russia UMC Europe & Central Asia2022 February 1 https://www.interfax.ru/russia/819626[3478800, 3478819, 3478804]['Hackers posted fake documents on the website of the Sochi administration', 'Entries made by hackers removed from resolution on Sochi City Hall website', "Hackers published a fake on the website of the Mayor's Office of Sochi about the celebration of the victory of Azerbaijan"]2

Indonesia LMC East Asia & Pacific2021 October 27 https://www.tribunnews.com/dpr-ri/2021/10/27/situs-bssn-diretas-komisi-i-usul-tingkatkan-keamanan-siber-dengan-penambahan-anggaran[2945361, 2942900, 2942893, 2934124, 2947672, 2935917, 2947670, 2947671, 2945344, 2945339, 2934141, 2945341, 2942886, 2947668, 2945345, 2942890, 2945334, 2945332, 2947664, 2945336, 2942903, 2942891, 2945346, 2945335, 2942887, 2942883, 2949461, 2935422, 2945328, 2942901, 4151279, 2942880, 2945350, 2945343, 2936840, 2935537, 2935872, 2942908, 2942885, 2937389, 2942882, 2937662, 2942902, 2942897, 2945331, 2945342, 2935564, 2942889, 2942895, 2947674, 2947669, 2945347, 2947666, 2942899, 2942888]['Wow ! The National Cyber \u200b\u200band Crypto Agency Was Hacked, How come?', 'Hacked Site, BSSN Traces Actors Without Involving Other Parties', 'BSSN Site Allegedly Hacked , Cyber \u200b\u200bExpert: Deface Attack', 'The hacker stole the state database with information about all the citizens of Argentina', 'BSSN Site Hacked, Commission I Suggests Increasing Cybersecurity with an Additional Budget', 'The hacker stole the state database of ID - cards of the entire population of Argentina', 'Website Hacked, Puan Asks BSSN to Improve Himself', 'BSSN Hacked by Brazilian Hackers, Is There an Element of Revenge?', 'BSSN Site Hacked, Member of Commission I: Big Hit', 'BSSN Website Hacked, DPR Pushes for Strengthening Cyber \u200b\u200bSecurity Regulations', 'Hackers stole and leaked all of Argentina → Roem. en', 'The website of the National Cyber \u200b\u200band Crypto Agency also became a victim of hacking', 'When the Site of the National Cyber \u200b\u200band Crypto Agency Was Hacked by Brazilian Hackers', 'Que54

France HIC Europe & Central Asia2021 May 12 https://www.infobae.com/america/tecno/2021/05/12/identificaron-un-malware-que-afecto-a-mas-de-60-bancos-de-europa/[3282753, 3274930, 3274599, 3283825, 3287892, 3274927, 3282228, 3276613, 3273432, 3275026, 3274663, 3281311]['Attention to Malware Targeting Mobile Banking Applications!', 'Android: this dangerous banking malware spies on SMS to pass double authentication', 'They identified a malware that affected more than 60 banks in Europe', 'TeaBot, a new malware on Android targets the double authentication of banking apps', 'New malware steals banking data of Android users - IT experts', 'Android: New malware targets banking apps across Europe', 'Android: Malware can access your bank account by observing your SMS', 'New Android Banking Malware TeaBot Forces Victims to Provide Bank Account Permissions Disguising as VLC Media Player', 'New Android malware targeting banks in Italy , Spain , Germany , Belgium , and the Netherlands', 'Teabot : New Android malware also targets German banks', 'New malware stealing bank credentials across Europe', 'TeaBot: the new Android malware that is capable of stealing your bank details']11

Russia UMC Europe & Central Asia2019 February 20 https://www.securitylab.ru/blog/company/PandaSecurityRus/345721.php[4359675, 4981731]['Zurich vs. Mondelez: massive damage from widespread cyber attacks', 'Clone wars : how marketers are confronting the reality of cyber attacks']1

Russia UMC Europe & Central Asia2017 November 28 http://www.banki.ru/news/lenta/?id=10138610[1014715, 1011158]['Sberbank notes seasonal activation of ATM hackers', 'Sberbank commented on the hacking of an ATM in Omsk']1

United StatesHIC North America 2021 April 1 https://www.fwbusiness.com/business/article_479d612e-928e-11eb-aef4-eb92092b3510.html[3207850, 3211649, 3209603, 3209604, 3207836, 3207837]['Payments set to go out to Hoosiers impacted by Equifax data breach', 'March 31 - Payments for Hoosiers harmed by Equifax data breach are coming', 'Payments for Hoosiers harmed by Equifax data breach are coming – WBIW', 'Attorney General Todd Rokita : Payments For Hoosiers harmed by Equifax Data Breach | WTCA FM 106 . 1 and AM 1050 The Best , Music , News and Sports', 'Payments for Hoosiers affected by Equifax data breach are coming', 'Equifax data breach : Indiana to send payments to 2017 victims']5

South KoreaHIC East Asia & Pacific2017 February 20 http://segye.com/content/html/2017/02/20/20170220000199.html[206894, 209325, 1119096, 209295, 206884, 206877, 209330, 206878, 209351, 209315, 206881, 209298, 209177, 206883, 209294, 206887, 209309, 209357, 206880, 209293, 209311, 211490, 208640, 209317, 209327, 206533, 1111428, 209305, 209329, 209332, 209303, 209334, 1119247, 209355, 209321, 209313, 209306, 209304, 209299, 209342, 209291, 209296, 206886, 209333, 209312, 209322, 209308, 209314, 206890, 206882, 1114574, 209349]['[ Society ][ YTN Real-time News ] Asiana Airlines homepage hacked... Impossible', 'Asiana Airlines homepage hacking likely related to the Serbian crisis, not us', 'Asiana Airlines website hacked... no guest', 'Asiana Airlines hacked, but no personal information', 'Hacking of Asiana Airlines homepage hints at Albanian terrorism', 'Asiana Airlines homepage hacked... impossible', 'Asiana Airlines website hacking attack … Is there any personal submission?', 'Asiana Airlines homepage hacked … Suspension of ticketing and reservation service', 'Asiana website hacked', 'Asiana Airlines website hacked... No one hundred steps : Sir General : Sir : News', 'Asiana Airlines homepage hacked … What is the possibility of an aircraft attack?', 'Asiana Airlines homepage hacked and repaired', 'Hackers took down the website of Asian Airlines because of Kosovo', 'Asiana Airlines homepage hacking scandal … No guest reports: News', 'Police begin investigation into Asiana Airlines website hacking case', 'Asiana Airlines website ha51

Australia HIC East Asia & Pacific2019 February 19 https://www.propertyobserver.com.au/forward-planning/investment-strategy/property-news-and-insights/95551-landmark-white-blames-illinformed-public-commentary-on-its-dark-web-data-breach-for-further-asx-share-suspension.html[4356312, 3969561]['LandMark White blames ill - informed public commentary on its dark web data breach for further ASX share suspension', 'Landmark White valuation data available on dark web forum after data breach']1

China UMC East Asia & Pacific2017 November 10 http://www.ttgasia.com/2017/11/10/hacking-incident-at-wwpkg-shocks-hong-kong-trade/[965465, 954747, 965469]['Hacking incident at WWPKG shocks Hong Kong trade', 'Hack attack on popular Hong Kong travel agent WWPKG puts customer data at risk', 'Hong Kong police unlock WWPKG travel agency customer data held ransom by hackers']2

United StatesHIC North America 2017 October 26 http://newsok.com/oklahoma-corporation-commission-computer-system-hacked/article/5569503[939115, 925481, 939104, 925452, 939102, 929544, 939964, 939126, 935814]['Oklahoma commission website partially restored after hack ', 'Oklahoma Corporation Commission computer system hacked', 'Oklahoma commission website partially restored after hack', 'Corporation Commission Hacked', 'Oklahoma commission ’ s website partially restored after hack', 'Officials shut down Oklahoma Corporation Commission website after cyber attack', 'Corporation Commission website remains offline after hacking attack', 'Officials : Active investigation into cyber attack on Oklahoma Corporation Commission network', 'Oklahoma Corporation Commission website remains down following cyber attack']8

United StatesHIC North America 2018 January 29 http://www.wrcbtv.com/story/37367102/2018-taxes-how-the-equifax-data-breach-could-impact-your-return[1370771, 1370772, 1370784]['2018 TAXES : How the Equifax data breach could impact your return - WRCBtv . com', 'How criminals could prey on Equifax data breach victims during tax season', 'How Equifax hackers could file taxes in your name and get a refund from the IRS']2

Singapore HIC East Asia & Pacific2021 February 18 https://www.viva.co.id/digital/digilife/1349261-hacker-bobol-singtel-129-ribu-data-pribadi-raib[3137608, 3125394, 3127261, 3134549, 3137650, 3135094, 3137676, 4109467, 3137081, 3140652, 3137174, 3137604, 3138710, 3126055, 3134729, 3137873, 3137602, 3137606, 3127493, 3136325, 4109463, 3137605]['Telco Singtel admits data breach affecting 129 , 000 customers', 'Singtel data breached through hack on third - party file - sharing vendor', 'Singtel data breached through hack', 'Hackers Broke Telkomsel Shareholders, 129 Thousand Personal Data Missing', 'Singtel Broke Hackers, 129 Thousand Personal Data Disappeared', 'Personal info of about 129k Singtel customers leaked in data breach', 'Third Party Vendors of Telkomsel Shareholders Have Been Targeted by Hackers', 'Singtel data breach compromises privacy of nearly 130 , 000 customers', '130 , 000 Singtel customer information stolen in data breach » Borneo Bulletin Online', 'Singtel data breach : What happened , and how can you protect yourself ? ', 'Singapore Singtel says personal information of 1 , 29 , 000 users stolen in data breach', 'Singtel data breach : Singapore Singtel says personal information of 1 , 29 , 000 users stolen in data breach', 'Affected by the Singtel vendor data breach ? Here are 6 things you need to know', 'Singtel third - party ve21

Russia UMC Europe & Central Asia2021 October 1 https://ekonomi.bisnis.com/read/20211002/620/1449528/coinbase-dibobol-hacker-curi-uang-kripto-dari-6000-pelanggan[4149101, 2918650, 2905848, 2909552, 2904319, 2904029, 2907510, 2908802, 2913029, 2908765, 2906793, 2904316, 2907178, 2908363, 2909593, 2906051, 2904411, 2905542, 2906632, 2908010, 2906479, 2908666, 2904409, 2909594, 2902478, 2905446, 2904317, 2905454, 2904408, 2903759, 2904407, 2903736, 2906475, 4149098, 2904763, 2906243, 2904318, 2908665, 2908255, 2908781]['Virtual Theft: Hacker steal CRYPTOCURRENCIES and loot the accounts of 6 thousand customers', 'Vulnerability exploited : Hackers steal thousands of cryptos from Coinbase customers', 'Coinbase hackers exploit multi - factor flaw to steal from 6 , 000 customers', 'Coinbase notified more than 6,000 users about a possible hack of their cryptocurrencies for months', 'On the cryptocurrency exchange Coinbase, hackers robbed users by bypassing two-factor authentication', 'Coinbase Hacked , Hackers Steal Crypto Money from 6 . 000 Subscribers', 'Hacker attack on Coinbase', 'Thousands of Coinbase accounts hacked , did you get the breach alert ? ', 'Thousands of Coinbase Users Hit by Phishing Attack -- Here How to Protect Yourself', 'Coinbase notifies 6 , 000 customers of data breach', '6 thousand customers lose their cryptocurrencies due to hacker attack', 'Hackers stole cryptocurrencies from 6,000 people this spring. users of the Coinbase platform', 'Hackers stole cryptocurrencies from at least 6. 000 Coinbase custome39

Mexico UMC Latin America & Caribbean2020 March 5 https://diario.mx/economia/paraliza-a-empresas-hackeo-a-se-20200304-1635796.html[2385211, 2392790]['Paralyzes companies hack SE', 'Affects companies hack to SE']1

Brazil UMC Latin America & Caribbean2019 September 19 https://congressoemfoco.uol.com.br/especial/noticias/pf-prende-mais-dois-suspeitos-de-hackear-o-ministro-sergio-moro-e-dallagnol/[4747312, 4754575, 4747306, 4747289, 4747302, 4754584, 4747300, 4756811, 4747332, 4756808, 4747316, 4747294, 4747296, 4747288, 4747291, 4747295, 4747313, 4747329, 4747293, 4747292, 4749761, 4748372, 4747327]['Chiclete: PF arrests another for Moro and Deltan hacking scheme', 'PF believes suspect of hacking Moro and Deltan talked to site editor', 'PF arrests two more suspects of hacking Minister Sergio Moro and Dallagnol', 'PF launches 2nd phase of operation against suspects of hacking authorities - daily life', 'Bahia Notícias / Notícia / PF makes new operation and arrests two more suspects of hacking authorities', 'PF believes suspect of hacking Moro and Deltan talked to website editor', 'PF arrests two more suspects of hacking Moro and other authorities', 'MediaNews | PF believes suspect of hacking Moro and Deltan talked to site editor', 'PF makes new operation and arrests 2 more suspects of hacking authorities', 'PF believes that suspect of hacking Moro talked to journalist', 'PF arrests new suspects for Moro and Deltan hacking scheme', 'PF arrests suspects for Moro and Deltan hacking scheme', 'PF arrests two more suspects for hacking authorities', 'Federal Police of Moro arrest two more suspects of hacking au22

France HIC Europe & Central Asia2019 February 1 https://www.francetvinfo.fr/internet/securite-sur-internet/cyberattaques/piratage-informatique-trois-hommes-mis-en-examen-pour-avoir-escroque-8-000-personnes_3170865.html[4320944, 4320939, 4320949]['Computer hacking: three men indicted for suspicion of fraud on 8,000 people', 'Hack . Three men charged with fraud', 'Computer hacking: three men indicted for damages of 1.9 million euros']2

Turkey UMC Europe & Central Asia2019 October 28 https://cagdasses.com/turkiyeye-yogun-siber-saldiri-iki-buyuk-kurum-etkilendi-59894.html[4834073, 4834011, 4833976, 4834079, 4833973, 4840285, 4834014, 4833990, 4833988, 4833977, 4834031, 4833980, 4834012, 4834035, 4833991, 4836773, 4853043, 4834039, 4836770]['Intense cyber attack on Turkey: Two big institutions were affected!', 'Technology News - Statement from Türk Telekom under cyber attack', 'Is there a cyber attack on Turkey? Cyber \u200b\u200battack statement from two big institutions! What is a cyber attack...', 'News showcase . com | Intense cyber attacks on Turkey', 'Statement from Türk Telekom while in a cyber attack: Our defense system is solid', 'How was the cyber attack targeting large institutions in Turkey?', 'A statement came from Türk Telekom: The cyber attack has been stopped!', 'Turkey is the target of cyber hackers! 2 companies that were attacked made a statement', 'Statement from Turk Telekom, which was hacked', 'What is a DDOS attack? Cyber \u200b\u200battack on Turkey ... How to understand a cyber attack?', 'Last minute : Turkey is facing intense cyber attacks ! A statement came from Türk Telekom and Garanti', 'Cyber \u200b\u200bAttack Shock on Turkey : What is a cyber attack ? Is Turkey under cyber attack?', 'Statement from Turk Telekom un18

Russia UMC Europe & Central Asia2019 April 12 https://rs.sputniknews.com/rusija/201904121119446590-Ruski-hakeri-Spanija-optuzba/[4438468, 4439342, 4439326, 4439328, 4439416]['Media: Spain suspects Russian hackers of cyber attack on the Ministry of Defense', 'Spain Suspects Russian Hackers for Cyber-Attack on Ministry of Defense', 'Media: Russians were behind the cyber attack on the Spanish Ministry of Defense', 'Media: the Spanish authorities dreamed of an attack by "Russian hackers" on the Ministry of Defense', 'News online / News / World / Spain suspects Russian hackers for cyber - attack on the Ministry of Defense']4



Hungary HIC Europe & Central Asia2019 July 11 https://webradio.hu/hirek/kek-hirek/penzbuntetesre-itelte-a-birosag-a-telekom-rendszeret-feltoro-hackert-elso-fokon[4583902, 4583908, 4583894, 4583897, 4581180, 4583909, 4583891, 4583898, 4583896, 4583892, 4583900, 4583901, 4583914, 4583903]['The court sentenced the hacker who hacked Telekom to a fine', "The court sentenced the hacker who hacked Telekom's system to a fine in the first instance", "The hacker who attacked Telekom's system was fined", 'The court sentenced the telecom hacker to a fine in the first instance', 'The hacker was found guilty in the first instance', 'Telekom: the hacker acted unethically', 'Tech: Telekom spoke out: the convicted hacker did not act ethically', "The court has decided: this is what the hacker who hacked Telekom's system was sentenced to in the first instance", 'The hacker who hacked Magyar Telekom was fined', 'Telekom insists that the hacker was unethical', 'Tech: The ethical hacker who told Telekom that there was a huge error in his system got away with a fine', 'Crap. info - The telecom hacker was sentenced to a fine', 'The telecom hacker got off relatively lightly', 'The ethical hacker who discovered the telecom security hole was sentenced to a fine']13

Bulgaria UMC Europe & Central Asia2019 July 29 https://www.bgonair.bg/a/36-sutreshen-blok/170965-sled-probiva-v-nap-smenete-parolite-i-se-pazete-ot-fishing-ataki[4627568, 4627567]['After the NRA breach: Change passwords and protect yourself from phishing attacks', 'Experts warn of an increase in phishing attacks after the NRA breach :: Investor. bg']1

Ukraine LMC Europe & Central Asia2018 August 11 http://internetua.com/haker-vymogal-kriptovaluatu-u-posetitelei-pornosaitov[1908452, 1910237]['Hacker extorted cryptocurrency from visitors to porn sites', 'Hacker extorted bitcoins from visitors to porn sites']1

United StatesHIC North America 2018 November 16 https://elcomercio.pe/mundo/latinoamerica/anonymous-hackea-webs-nicaragueenses-protesta-ortega-jimmy-morales-noticia-578081[2166096, 5012336, 2165969, 2166989, 2166428, 5012960, 5012959, 2166990, 5013003]['Anonymous hacks the website of the Ibero-American Summit in protest against Daniel Ortega', 'Anonymous hacks Nicaraguan websites in protest against Daniel Ortega and Jimmy Morales | World | Latin America', 'Anonymous hacks the website of the Ibero-American Summit in protest against Daniel Ortega', 'Anonymous hacks the website of the Ibero-American Summit in protest against the governments of Nicaragua and Guatemala', 'Anonymous hacks the website of the Ibero-American Summit in protest against Daniel Ortega', 'Anonymous hacks the website of the Ibero-American Summit in protest against Daniel Ortega | Front page', 'Anonymous hacks the website of the Ibero-American Summit in protest against Daniel Ortega | Main | America Edition', 'Anonymous hacked the Ibero-American Summit website - Trench of the News', 'Anonymous hacks the website of the Summit in protest against Daniel Ortega']8

Spain HIC Europe & Central Asia2018 December 13 https://www.eldiario.es/tecnologia/Anonymous-hackea-Vox-extrae-personas_0_845865528.html[5028453, 5026322, 5026324, 5026332, 5026323, 5026319, 5026325]['Vox could be fined up to 500. 000 euros for Anonymous hacking your website', 'Anonymous hacks the Vox website and extracts the data of more than 30 . 000 people', 'Anonymous hacks the Vox website and accesses the data of 30. 000 users', 'Anonymous hacks the Vox website: La nueve cyberactivists owe their name to the company of republican soldiers who helped liberate Paris from Nazism in 1944', 'Anonymous hacks the Vox website and accesses 30 data. 000 users', 'Anonymous hacks the Vox website and accesses the data of 30. 000 users : We were in your sewers a long time ago', 'Anonymous cyberactivists hack the VOX website and access the data of 30 . 000 users']6

Spain HIC Europe & Central Asia2017 April 27 http://computerhoy.com/noticias/life/anonymous-consigue-hackear-cedro-sgae-libros-61558[408104, 408109]['Anonymous manages to hack Cedro the SGAE of books', 'Anonymous hacks Cedro, the SGAE of books, and accesses all its internal data. Technology news']1

Saudi ArabiaHIC Middle East & North Africa2018 December 7 https://twasul.info/1285670/%D8%AA%D8%AD%D8%B0%D9%8A%D8%B1-%D9%85%D9%86-%D9%85%D8%B1%D9%88%D8%AC%D9%8A-%D8%AA%D8%B0%D8%A7%D9%83%D8%B1-%D8%A7%D9%84%D8%B7%D9%8A%D8%B1%D8%A7%D9%86-%D8%A7%D9%84%D8%B1%D8%AE%D9%8A%D8%B5%D8%A9/[2211102, 2211099]['door . com | A warning against promoters of “cheap airline tickets.” Hacked accounts and stolen cards', 'A warning against promoters of “cheap airline tickets.” Hacked accounts and stolen cards']1

Israel HIC Middle East & North Africa2021 March 31 https://sputniknews.com/world/202103311082498085-hacker-group-with-alleged-ties-to-iran-targeted-25-medical-researchers-in-us-israel-watchdog-says/[3212204, 3208849, 3210609, 3208853, 3210931, 3210612, 3210610, 3210105, 3209450]['Israeli and American medical centers - attacked by Iranian hackers', 'Hacker Group With Alleged Ties to Iran , Targeted 25 Medical Researchers in US , Israel , Watchdog Says', 'Iranian hackers attacked Israeli and American high-ranking doctors', 'Iranian Hackers Target Medical Personnel in US , Israel', 'US security company says Iranian hackers targeted American , Israeli medical experts', 'Report: Iranian hackers attacked senior researchers at medical research institutes in Israel and the USA', 'Iranian Hackers Target US and Israeli Senior Medical Personnel , According to Cybersecurity Firm Report', 'Iran - Linked Phishing Campaign Targeted Medical Researchers', 'Iranian hackers targeting US , Israeli medical researchers : analysis']8

United StatesHIC North America 2021 May 28 https://www.grandforksherald.com/business/technology/7048769-Small-business-owner-warns-others-after-falling-victim-to-cyber-attack[3306579, 3304710]['Small business owner warns others after falling victim to cyber attack', 'Local business urges caution after falling victim to cyber attack']1

Russia UMC Europe & Central Asia2022 September 29 https://www.bleepingcomputer.com/news/security/new-chaos-malware-infects-windows-linux-devices-for-ddos-attacks/[3815073, 3813449, 3815513, 3813827, 3826430, 3815460]['New Chaos malware infects Windows , Linux devices for DDoS attacks', "Researchers: Chaos' new destructive botnet is the Swiss Army knife of hackers", 'Chaos : a powerful malware infecting multiple systems and architectures', 'Chaos Malware Resurfaces With All - New DDoS & Cryptomining Modules', 'A dangerous new malware strain has already compromised hundreds of servers', 'A new dangerous malware is turning Windows and Linux devices into DDoS tools']5

Pakistan LMC South Asia 2022 March 30 https://www.thenews.com.pk/print/945811-finance-ministry-data-hacked-three-months-ago[3570814, 3570812, 3570952, 3577227, 3570813]['Pakistan finance ministry data hacked 3 months ago', 'Finance ministry data hacked three months ago', 'Pakistani Finance Ministry Hack Reveals State Secrets', 'Anonymous hacks the website of the Ministry of Finance and Prices', 'Pakistan finance ministry data hacked three months ago']4

United KingdomHIC Europe & Central Asia2019 March 15 https://www.standard.co.uk/news/crime/millions-of-cyber-attacks-on-kew-gardens-and-museums-as-hackers-target-people-s-financial-data-a4092871.html[4400434, 3994849, 4395604]['Cyber Attacks and Threats Hit London Hotspots', 'Millions of cyber attacks on Kew Gardens and museums', 'London top attractions besieged by more than 100 million cyber attacks']2

Kenya LMC Sub-Saharan Africa2019 June 25 https://www.standardmedia.co.ke/article/2001331266/safaricom-sued-for-sh115tr-for-alleged-data-breach[4549336, 4551821, 4549342, 4549341, 4549337]['Safaricom sued for Sh115tr for alleged data breach : The Standard', 'Safaricom sued for Sh115trillion for alleged data breach affecting millions', 'Safaricom sued by customer for Ksh . 115 trillion for an alleged data breach', 'Safaricom sued by a subscriber for Ksh . 115 Trillion due to an alleged data breach', 'Safaricom sued for Sh115 trillion for alleged data breach : The Standard']4

Israel HIC Middle East & North Africa2019 March 19 https://www.albawaba.com/business/over-700-bank-accounts-hacked-dubai-1268098[4395927, 3997423]['Over 700 Bank Accounts Hacked in Dubai', '711 bank accounts hacked in Dubai in 3 years']1

United KingdomHIC Europe & Central Asia2017 December 4 http://www.telegraph.co.uk/technology/2017/12/04/cryptojacking-hijackers-mining-digital-currencies-computer/[1026921, 1294142]['Cryptojacking : The hackers mining digital currencies from your computer', 'Cryptocurrency miners could be hacking your computer to mine bitcoin -- here how to stop them']1

United StatesHIC North America 2018 February 13 https://www.cnbc.com/2018/02/12/coincheck-to-report-to-regulators-on-530-million-cryptocurrency-hack.html[1413731, 1415007, 1415680]['Coincheck to report to regulators on $530 million cryptocurrency hack', 'Coincheck Users Pull $373 Million in First Chance Since Hack Latest News - NewsNow . in', 'Coincheck files hacking report with regulators']2

United StatesHIC North America 2020 February 3 https://www.wral.com/phishing-scam-targets-thousands-of-paypal-users/18927973/[2323066, 2319223, 2325527, 2315684]['Phishing scam targets thousands of PayPal users :: WRAL . com', 'PayPal phishing scam victim wants to warn others', 'PayPal phishing scam victim warns others after she lost $700', 'PayPal users should beware of new phishing scam']3

United KingdomHIC Europe & Central Asia2020 March 2 https://www.dailymail.co.uk/news/article-8066867/Tesco-issues-600-000-new-Clubcards-account-holders-discovering-potential-data-breach.html[2380040, 2380041]['Tesco issues 600 , 000 new Clubcards to account holders after discovering a potential data breach', 'Tesco to reissue 600 , 000 Clubcards after discovering possible data breach']1

United StatesHIC North America 2020 April 16 https://www.bear104.com/2020/04/15/wfpd-warns-of-new-phone-phishing-scam/[2462577, 2459718]['WFPD Warns Of New Phone Phishing Scam', 'WFPD warns of new phone phishing scam']1

United StatesHIC North America 2021 February 25 https://gcn.com/articles/2021/02/25/pandemic-cyberattacks-states.aspx[3152165, 3155799, 3156992, 3159540, 3151915, 3159554, 3157662]['Hackers seized on the pandemic . Some states are fighting back . -- GCN', 'Hackers seized on the pandemic . Some states are fighting back', 'Hackers seized on the pandemic , but some US states are fighting back', 'Hackers Seized on the Pandemic . Some States Are Fighting Back', 'Hackers Seized on the Pandemic Some States Are Fighting Back | The Pew Charitable Trusts', 'Hackers seized on the pandemic ; states fighting back', 'States Increase Cybersecurity After Hackers Exploit Pandemic']6

Egypt LMC Middle East & North Africa2022 April 24 http://sana.sy/?p=1635188[3607283, 3607772, 3607783]['Iran foils a cyber attack - S A N A', 'Iran announces thwarting a cyber attack before targeting government institutions', 'Egypt News Today - Cairo: Iran announces that it thwarted a cyber attack before it targeted government institutions']2

Russia UMC Europe & Central Asia2022 October 25 https://russian.rt.com/russia/news/1065629-sberbank-kiberataka-bank[3853955, 3853953, 3853954, 3855211]['Sberbank spoke about the largest cyber attack on the bank that took place on October 7', 'Sberbank at the beginning of October repelled a major cyber attack involving more than 100,000 people. hackers', 'Sberbank repelled a cyberattack of over 100,000 hackers in early October / News / Nezavisimaya Gazeta', 'Russia Sberbank repels largest cyber attack in its history']3

United KingdomHIC Europe & Central Asia2020 May 20 https://www.soundofhope.org/post/380641[2515619, 2515387, 2516186, 2516915, 2528061, 2515961, 2503906, 2516736, 2517177, 2517888, 2515229, 2526492, 2528681, 2517214, 2515137, 2517253, 2523096, 2516895, 2515001, 2516981, 2523092, 4202033, 4208674, 2503566, 2515257, 2516738, 4218530, 2519280, 4202267, 2502352, 2515138, 2517721, 2526537, 2516687, 2516734, 2517268, 2504023, 2517260, 2517281, 2515392, 2517263, 2515374, 2518994, 2518997, 2508520, 2517279, 2515272, 2515621, 2503920, 2516695, 2516721, 2515738, 2517075, 2518317, 2517251, 2528083, 2516466, 2518737, 2526538, 2503676, 2515003, 2517299, 2516717, 2517266, 4210014, 2521288, 2517147, 2528068, 2517234, 2504003, 2518052, 2517237, 2517065, 2523100, 2515120, 4202257, 2517261, 2528046, 2505649, 2518390, 2517690, 2517252, 2516464, 2516724, 2515389, 4209590, 2518581, 2513104, 2506773, 2518855, 2515919, 2517006, 2514992, 2516988, 2515329, 2528051, 4206003, 2515616, 2517300, 2516088, 2503623, 2530774, 2515105, 2523101, 2515292, 2515917, 2516473, 2524290, 2519273, 2517246, 2518977, 2516875, 2528077, 250789['Large-scale hacker attack: the data of nine million easyJet customers was stolen', 'Hacker attack on Easyjet - nine million customers affected', 'A cyber attack on EasyJet exposes the data of 9 million customers', 'Easyjet hacked : 9 million people data accessed plus 2 , 200 folk credit card details grabbed', 'Here how easyJet customers targeted in a cyber attack may get £2 , 000 | Lancaster And Morecambe Citizen', 'EasyJet low-cost carrier reports hacker attack', 'Thunderspy vulnerability in Thunderbolt 3 allows hackers to steal files from Windows and Linux machines', 'Easyjet gives notice of massive data breach – Business Traveller', 'EasyJet Says Details of 9 Million Customers Stolen by Hackers', 'Hackers managed to gain access to the database of 9 million customers of the airline EasyJet', 'EasyJet says hackers accessed data of 9 million customers', 'Easyjet hit with £18 billion lawsuit over customer data breach', 'Islanders among victims of easyJet hack', 'Did Chinese hackers steal data on 9 million ea236

India LMC South Asia 2020 November 13 https://www.sggp.org.vn/ghimob-ma-doc-tan-cong-nganh-ngan-hang-nham-vao-nguoi-dung-di-dong-tren-toan-the-gioi-697390.html[2761990, 2762957, 2763385, 2764720, 2761411, 2762438, 2762052, 2761414, 2762119, 4267056, 2771311, 2763384, 2762646, 2761989, 2768086, 2761413, 2765115, 2762531]['Ghimob Malware Targeting Financial Android Apps , Offers Remote Access to Hacker : Kaspersky', 'A new banking malware can spy on user phone , perform banking transactions : Report', 'Ghimob, banking malware targeting mobile users worldwide | Market - policy', 'Ghimob, the new banking malware from the Tetrade family targets mobile users', "Ghimob, a spy in the victim's pocket. A new virus allows hackers to commit bank fraud through infected phones", 'Ghimob : new banking malware from Tétrade threat actor targets mobile users worldwide', 'New  Ghimob  malware can spy on 153 Android mobile applications', 'KASPERSKY : New banking malware targets mobile users', 'Banking malware from Brazil stalks smartphone users', 'The virus that allows hackers to steal through mobile phones. How the Ghimob banking trojan works', 'Ghimob, the new banking malware that lures victims with emails claiming they have debts', 'Ghimob, banking malware targeting mobile users worldwide', 'BEWARE : Android Malware  Ghimob  Can Spy and Ste17

Mexico UMC Latin America & Caribbean2019 April 18 http://adnsureste.info/hackean-centros-de-datos-de-amazon-0830-h/[4012996, 4013000]['Hack Amazon Data Centers', 'Hacking Amazon Data Centers (8:30 am)']1

Denmark HIC Europe & Central Asia2019 November 18 https://finans.dk/erhverv/ECE11762329/demant-hackerangreb-sender-samlet-vaekst-ned-paa-niveau-med-markedet/[4894985, 4882944, 4882911, 4883239]['Small businesses are easy victims of hacker attacks: 51 percent have been affected this year', 'Denmant: Hacker attacks send overall growth down to the level of the market', 'Hackers strike hundreds of thousands of times a day', 'Economy: 300 - 400 thousand hacker attacks are registered daily']3

India LMC South Asia 2019 April 15 https://futurezone.at/digital-life/hacker-klauen-daten-per-internet-explorer-auch-wenn-man-diesen-nicht-nutzt/400467271[4445717, 4448508, 4444519, 4010257, 4445720, 4443623, 4443382, 4442785, 4444520, 4012143, 4010320, 4444524, 4445721, 4010430, 4010289, 4010673, 4010679, 4010684, 4442183, 4444390, 4010669, 4439100, 4446882, 4452877, 4443595, 4445719, 4010672, 4442784]['Internet Explorer flaw can let hackers steal user files from Windows PC | Technology News , The Indian Express', 'Internet Explorer Security Flaw Allows Hackers To Access Data When Youre Not Using It , Report Says – CBS Philly', 'Hackers Can Access Your Data Via Internet Explorer , Even If You Never Use It', "Hackers steal data via Internet Explorer, even if you don't use it", 'Hackers can use unpatched exploit in Internet Explorer to steal user data : Researcher', 'Internet Explorer flaw can let hackers steal your files even if youre not using it : Report', 'A zero-day flaw in Internet Explorer could allow a hacker to steal your data, even if you are not using IE', 'Internet Explorer exploit lets hackers steal your data even if you never use it', 'Internet Explorer continues to threaten PC users with 0 - day exploit', 'Dangerous Microsoft vulnerability threatens every PC : Hackers used Internet Explorer to steal passwords and personal data', 'A security flaw in Internet Explorer allows hackers to steal fil27

Ukraine LMC Europe & Central Asia2019 March 26 https://www.segodnya.ua/world/europe/minoborony-ispanii-zayavilo-o-hakerskoy-atake-inostrannoy-derzhavy-na-svoyu-set-1242144.html[4408891, 4408917, 4408894, 4408174, 4408892, 4408893]['Hacker attack on the Spanish Ministry of Defense - details', 'The Spanish Ministry of Defense announced a hacker attack by a foreign power on its network', 'The Spanish Ministry of Defense announced a cyber attack by a foreign state', 'Facets. Ru : El País : Spanish Defense Ministry attacked by foreign hackers', 'The Ministry of Defense of Spain announced a cyber attack by a foreign state', 'The Spanish Ministry of Defense announced a cyber attack from another state']5

Russia UMC Europe & Central Asia2018 March 16 http://hitech.vesti.ru/article/799644/[1498120, 1498116]['News. net : hackers created a virus with a built-in antivirus', 'Hackers managed to inject an antivirus into a virus']1

Egypt LMC Middle East & North Africa2017 January 3 http://www.aleqtisady.com/world/tw-161926[22720, 22721]['Saudi government agencies warn of serious cyber attacks', 'Egypt 24 Saudi government agencies warn of serious cyber attacks']1

Venezuela 0 Latin America & Caribbean2017 July 25 http://www.itbiz.cz/zpravicky/malware-stantinko-napadl-vice-nez-pul-milionu-uzivatelu-ve-vychodni-evrope[699438, 686067, 689906, 689871, 689797, 703313, 693026, 694495, 1219719]['VENEZUELA : ESET identifies a hidden malware that affects half a million users', 'Stantinko: new hidden malware that affects half a million users', 'Stantinko malware has attacked more than half a million users in Eastern Europe - ITBIZ - Your number one among zeros', 'Stantinko new malware that affects half a million users', 'Malware targeting Brazilians continues to spread across and', 'Hidden malware  affecting 500 , 000 users  ', 'ESET sounds the alarm: Hidden malware hits 500. 000 users', 'Statinko : Malware That Has Evaded Detection For Five Years', 'ESET Waves Red Flag : Insight into Hidden Malware Affecting 500 , 000 Users']8

Ukraine LMC Europe & Central Asia2017 July 24 https://ukranews.com/news/509922-vredonosnoe-po-uzhe-zarazylo-bolee-100-tysyach-ustroystv-v-ukrayne[688472, 691649]['Malware has already infected more than 100,000 devices in Ukraine', 'New dangerous malware spreading across Ukraine']1

Slovenia HIC Europe & Central Asia2017 December 21 http://www.primorski.eu/stories/STA/302125/[1073848, 1074322]['NiceHash started working again two weeks after the hacker attack (completed)', 'NiceHash resumed work after hacking, but has not yet returned the money to users']1

United StatesHIC North America 2022 June 14 http://www.itechpost.com/articles/111302/20220614/kaiser-permanente-hack-health-data-69-000-people-exposed-%E2%80%94.htm[3676235, 3676173, 3668616, 3674983, 3668592, 3676162, 3669550, 3668599, 3677655, 3681839, 3674967, 3676364, 3674958, 3674962, 3670320, 3668605]['Kaiser Permanente Hack : Health Data of 69 , 000 People Exposed How Did It Happen', 'A hacked Kaiser Permanente employee emails led to breach of 70 , 000 patient records – TechCrunch', '2M could be affected by New England health org data breach', 'Data Breach at Avera Health Could Impact Hundreds of Patients', 'Shields Health Care Group investigating large data breach', 'Kaiser Permanente Exposes Nearly 70K Medical Records in Data Breach', 'The Shields Health Care Healthcare Hack Exposed Data of 2 Million People', 'Data breach at health care organization may affect 2 million', 'WOLF HALDENSTEIN ADLER FREEMAN & HERZ LLP : SHIELDS HEALTH CARE GROUP , INC . DATA BREACH ALERT', 'Shields Health Care Group suffers data breach', '700 patient private information stolen in Avera data breach', 'Avera Health data breach affects 700 patients', 'Some Avera Health patient info compromised after MCG data breach', 'Kaiser Permanente Discloses Data Breach at WA Health Plan , 69K Impacted', 'Shields Health Care Group , Inc .15

United StatesHIC North America 2022 June 30 https://cointelegraph.com/news/opensea-data-breach-causes-massive-leak-of-users-email-addresses[3695460, 4099375, 3697070, 3698800, 3695204, 3700111, 3695389, 3696240, 3695536, 3696217, 3696140, 3695410, 3698830, 3697429, 3700086, 3698448, 3695388, 4099348, 3697792, 3697137, 3695742, 3697543, 3695411, 3697172, 3696143, 3697823]['The OpenSea data breach: what happened?', 'Customer Email Leaked OpenSea Reminds Beware of Phishing - ePrice . HK', 'NFT giant OpenSea reports major email data breach', 'NFT Marketplace OpenSea Announces Data Breach Involving User Email Addresses | Console and Associates , P . C . ', 'OpenSea data breach causes massive leak of user email addresses', 'The phishing scam that trashed the NFT trader', 'NFT Marketplace OpenSea Faces Data Breach ; Users Data Leaked Through Emails', 'NFT Marketplace OpenSea Warns Users of Phishing Attacks After Email Data Breach', 'OpenSea user email addresses leaked in data breach', 'Users of biggest NFT marketplace warned over phishing after data leak', 'NFT marketplace OpenSea leaks user email addresses in data breach', 'Top NFT marketplace OpenSea admits email data breach', 'World largest NFT marketplace warns users of an insider hack', 'OpenSea warns of phishing threat after customer email addresses leaked', 'OpenSea User Email Leaks, Company Reminds About Phishing Attacks', 25

United StatesHIC North America 2022 June 7 https://www.theepochtimes.com/obama-approved-accusing-russia-of-dnc-hack-before-fbi-received-dnc-server-images_4514033.html[3667704, 3673021, 3670720]['Obama Approved Accusing Russia of DNC Hack Before FBI Received DNC Server Images', 'Obama approved accusing Russia of DNC hack before FBI received DNC server images -- Society Child -- Sott . net', 'Obama Approved US Intel Statement On Russia - DNC Hack Before FBI Received Server Images']2

United StatesHIC North America 2022 December 19 https://www.tmcnet.com/usubmit/2022/12/19/9732913.htm[3932102, 3929024, 3924794, 3924783, 3914872, 3932106, 3924791]['Consumer Alert : Lowey Dannenberg , P . C . Investigates Avem Health Partners for Data Breach', 'Federman & Sherwood Investigates Avem Health Partners for Data Breach', 'Consumer Alert : Lowey Dannenberg , P . C . Investigates Acuity Brands , Inc . for Data Breach', 'Avem Health Partners Files Notice of Data Breach Stemming from Cybersecurity Incident at 365 Data Centers | Console and Associates , P . C . ', 'Acuity Brands Reports Data Breach Impacting More than 37k Employee Sensitive Information | Console and Associates , P . C . ', 'Consumer Alert : Lowey Dannenberg , P . C . Investigates Sequoia Benefits and Insurance Services LLC and Sequoia One PEO , LLC for Data Breach', 'Consumer Alert : Lowey Dannenberg , P . C . Investigates Suffolk University for Data Breach']6

India LMC South Asia 2019 September 24 https://www.thehindu.com/news/cities/Delhi/haryana-gang-involved-in-hacking-iafs-online-exam-busted-8-held/article29503410.ece[4757309, 4757301, 4757302]['Haryana gang involved in hacking IAF online exam busted , 8 held', 'Seven held for hacking into IAF recruitment exam , taking test from remote location', 'Seven arrested for hacking IAF online exam']2

United StatesHIC North America 2019 December 3 https://www.alternet.org/2019/12/russian-owned-company-caught-trying-to-hack-ohio-voting-systems-on-election-day/[4919007, 4916520, 4907628, 4907561, 4909959, 4915615]['Russian - owned company caught trying to hack Ohio voting systems on Election Day', 'Russian - owned company attempted Ohio election hack , official says', 'LaRose : Russian - owned Company Attempted Ohio Election Hack', 'Official : Russian - owned company attempted Ohio election hack', 'Russian firm tried to hack Ohio voting | Ohio | The Journal Gazette', 'Official : Russian - Owned Company Attempted Ohio Election Hack']5

Canada HIC North America 2019 December 13 https://globalnews.ca/news/6295160/algonquin-lakeshore-school-board-malware-attack/[4941480, 4941468]['Algonquin and Lakeshore Catholic District School Board victim of malware attack', 'Cyber attack against Catholic school board']1

United StatesHIC North America 2017 January 19 http://www.jdsupra.com/legalnews/tax-season-becomes-spear-phishing-78181/[69732, 100593, 69786, 69830]['IRS warns of new email phishing scam targeting tax professionals', 'Tax Season Becomes  Spear Phishing  Season for Cybercriminals', 'Email phishing scam targets tax professionals', 'Phishing scam targets tax professionals']3

United StatesHIC North America 2018 January 12 https://www.welivesecurity.com/2018/01/12/taiwan-rewards-winners-malware-usb-sticks/[1326745, 1320642, 1319953, 1322949]['USB sticks infected with malware handed out at contest in Taiwan', 'Taiwanese cops give malware - laden USB sticks as prizes for security quiz • The Register', 'Taiwanese police reward malware laced USB sticks as prizes for cybersecurity quiz', 'Taiwan police award malware - laced USBs as prizes for cyber - security quiz']3

Denmark HIC Europe & Central Asia2018 May 15 https://sputniknews.com/europe/201805151064460139-norway-iran-hacking/[1655992, 1662005, 1655991, 1656492]['Iranian hackers have cyberattacked 43 top Norwegian researchers | Abroad', 'Norway Claims Iranian Hackers Target Research Top Brass', 'Iranian hackers have cyberattacked 43 top Norwegian researchers', 'PST : - Iran behind hacking of Norwegian universities - NRK Norway']3

United StatesHIC North America 2019 May 16 http://fortune.com/2019/05/15/zombieload-flaw-lets-hackers-crack-almost-every-intel-chip-back-to-2011-why-is-it-being-downplayed/[4483991, 4028636, 4027113, 4027157, 4028644, 4028765, 4490434, 4495438, 4029903]['Intel reveals flaw in chips that makes them vulnerable to hackers', 'Intel  Zombieload  Chip Flaw Lets Hackers Steal Secrets', 'New Intel chip flaw  could let hackers steal secrets from millions of PCs  ', 'Intel chip flaw allowed hackers to watch you browse the web', 'Intel chip vulnerability could give hackers access to sensitive information', 'ZombieLoad attack lets hackers steal data from Intel chips', 'Intel chip  ZombieLoad  flaw could let hackers steal data', 'Intel Flaw Lets Hackers Siphon Secrets From Millions of PCs', '  Zombieload  Flaw Lets Hackers Crack Almost Every Intel Chip Back to 2011 . Why It Being Downplayed ? ']8

Denmark HIC Europe & Central Asia2020 April 23 https://www.feednavigator.com/Article/2020/04/23/Danish-Agro-s-computer-systems-hacked[2469927, 2476555, 2469928, 2474827]['Danish agricultural giant still on the brink three days after hacker attack: Major analysis work is underway', 'Danish Agro computer systems hacked', 'Danish agricultural giant still shut down three days after hacker attack: Major analysis work is still ongoing', 'Danish Agro has been hacked']3

United StatesHIC North America 2021 December 7 https://www.prnewswire.com:443/news-releases/wolf-haldenstein-adler-freeman--herz-llp-dna-diagnostics-center-data-breach-investigation-alert-301439440.html[3020443, 3008740, 3006020, 3010461, 3008413]['WOLF HALDENSTEIN ADLER FREEMAN & HERZ LLP : DNA DIAGNOSTICS CENTER DATA BREACH INVESTIGATION ALERT', 'DNA Test Firm : 2 . 1 Million Affected by Legacy Database Hack', 'DNA testing firm discloses data breach affecting 2 . 1 million people', 'DNA test data breach affects millions of people – see if youre one of them', 'Wolf Haldenstein Adler Freeman & Herz LLP : DNA Diagnostics Center DATA Breach Investigation Alert']4

United StatesHIC North America 2020 September 15 https://www.msn.com/en-us/news/world/china-backs-new-vatican-hacking-cyber-firm-recorded-future-says/ar-BB194f3B[2702485, 2706060, 2702911, 2703357, 2704220, 2708278, 2702945]['China Backs New Vatican Hacking , Cyber Firm Recorded Future Says', 'China - linked hackers accused of targeting Vatican network weeks before deal renewal', 'Chinese hackers RedDelta suspected in targeting HK Diocese and Vatican', 'China backs new hacking of Vatican servers : report', 'Hackers Continue Cyberattacks Against Vatican , Catholic Orgs', 'Report : Beijing Continues Cyber - Hacking Vatican Computer Network', 'China gives hackers its blessing to break into Vatican e - mails']6

Ireland HIC Europe & Central Asia2021 September 5 https://roscommonherald.ie/2021/09/05/garda-operation-targets-gang-behind-hse-cyber-attack/[2859649, 2859648, 2859646, 2859652, 2861483, 2859647, 2859651, 2859650, 2859654]['Roscommon Herald Garda operation targets gang behind HSE cyber attack', 'Gardaí seize infrastructure from HSE cyber attack gang', 'Garda operation targets gang behind HSE cyber attack', 'Waterford News and Star Garda operation targets gang behind HSE cyber attack', 'Irish police seize Conti domains used in HSE ransomware attack', 'HSE cyber attack : Gardaí seize  several  sites used in ransomware attacks', 'Carlow Nationalist Garda operation targets gang behind HSE cyber attack', 'Kildare Nationalist Garda operation targets gang behind HSE cyber attack', 'Gardai seize infrastructure from gang behind HSE cyber attack']8

United KingdomHIC Europe & Central Asia2021 September 23 https://www.computing.co.uk/news/4037570/afghanistan-details-mod-breach-emerge[2886746, 2886896, 2890688, 2890679, 2886642, 2886895, 2892135, 2888435, 2886648, 2888438, 2886920, 2890250, 2885010, 2886641, 2886903, 2886073, 2885015, 2886645, 2884646, 2886646, 2886797, 2886891, 2884633, 2885009, 2886655, 2888434, 2886696, 2885007, 2886707, 2886899, 2885440, 2886830, 2885326, 2886640, 2886751, 2890929, 2886270, 2885056, 2888437, 2890928, 2886647, 2886777, 2886802, 2886818, 2885017, 2886907, 2886692, 2888441]['MoD data breach : Details of 250 Afghan interpreters leaked', 'UK minister sorry over Afghan interpreter data breach', 'Afghanistan : Details of another MoD data breach emerge', 'Second MOD data breach uncovered putting safety of Afghan interpreters at risk', 'Dozens of Afghan interpreters hit by Ministry of Defence data breach', 'UK data breach jeopardizes contact information of Afghan interpreters', 'UK Ministry of Defence Confirms Second Afghan Data Breach , Vows to Prevent New Ones … Again', 'Afghanistan : Second email data breach by MoD uncovered', 'Afghanistan : Investigation launched over data breach of interpreter details', 'Fury as dozens Afghans who helped Britain in danger after SECOND data breach by military officials', 'Data breach exposing Afghan interpreters probed by British defense ministry', 'When It Rains , It Pours : united kingdom Defence Ministry Reportedly Allows Another Afghan Data Breach', 'Defence Secretary orders probe into Afghan interpreters data breach', 'Ben Wallace apologises47

India LMC South Asia 2021 July 12 https://www.prokerala.com/news/articles/a1177994.html[3385417, 3385416, 3387086]['Nepal Telecom Call Details Stolen By Chinese Hackers', 'Nepal Telecom call details stolen by Chinese hackers', 'Chinese hackers : Nepal Telecom call details stolen by Chinese hackers , IT News , ET CIO']2

SwitzerlandHIC Europe & Central Asia2022 February 14 https://www.srf.ch/news/wirtschaft/ibasis-wurde-gehackt-swisscom-und-sunrise-sind-von-cyberattacke-auf-us-firma-betroffen[3509658, 3500064, 3500063, 3500060, 3500058, 3500061, 3499041, 3499042]['Hacker attack at iBasis – Swiss telcos give the all-clear', 'iBasis was hacked - Swisscom and Sunrise are affected by cyber attacks on US companies', 'iBasis was hacked - Swiss telecom companies affected by cyber attack on US company', 'US companies hacked – Swisscom, Sunrise and Salt affected', 'Data theft up to iBasis – hack at US company hits Swisscom, Sunrise and Salt', 'An American company hacked, Swiss operators concerned', 'US telecom provider hacked, Swisscom and Sunrise affected', 'US company hacked: Swisscom, Sunrise and Salt affected']7

Poland HIC Europe & Central Asia2022 January 20 https://gazetalubuska.pl/w-polsce-trwa-zmasowany-atak-spoofingowy-i-phishingowy-oszusci-podszywaja-sie-pod-znane-instytucje-i-domagaja-sie-oplaty/ar/c1-16006795[3462412, 3453349]['A massive spoofing and phishing attack is underway in Poland. Scammers impersonate well-known institutions and demand payment of arrears', 'The Polish Post warns customers against fraud. Phishing plague']1

Russia UMC Europe & Central Asia2022 July 20 https://news.day.az/hitech/1480297.html[3720610, 3719944, 3720857, 3718994]['The Odyssey Team Hacked iOS 15 for the First Time', 'iOS 15 hacked a year after release', 'iOS 15 was hacked for the first time', 'iOS 15 hacked a year after release Ru']3

Vietnam LMC East Asia & Pacific2022 March 5 https://ndh.vn/cong-nghe/hon-2-600-cuoc-tan-cong-mang-tai-viet-nam-trong-2-thang-1311053.html[3534305, 3533908, 3533904, 3533905, 3532888, 3533907, 3534630]['The number of cyber attacks in Vietnam has more than doubled in one year', 'More than 2 . 600 cyber attacks in Vietnam in 2 months', 'The first two months of 2022 , there are 2 . 643 cyber attacks on systems in Vietnam', 'Every day there are nearly 45 incidents of cyber attacks on systems in Vietnam', 'Every day there are nearly 45 incidents of cyber attacks on systems in Vietnam - Digital World', 'More than 2 . 600 cyber attacks in Vietnam in the first 2 months of the year', 'Nearly 45 cyber attacks in Vietnam every day']6

Canada HIC North America 2021 November 29 https://centrumpr.pl/artykul/hakerzy-ukradli-dane-milionow-klientow-robinhood,152494.html[3001692, 3003893, 3004201, 3006814]['When a Hacker Calls : How Robinhood Fell Victim to a Vishing Raid', 'When A Hacker Calls : How Robinhood Fell Victim To A Vishing Raid', 'Hackers have stolen the data of millions of Robinhood customers', 'When a hacker calls : How Robinhood fell victim to a vishing raid']3



France HIC Europe & Central Asia2021 March 30 https://www.phonandroid.com/des-pirates-ont-hacke-le-code-source-de-php-des-millions-de-sites-ont-evite-la-catastrophe.html[3206805, 3206804, 3207685, 3205287, 3206017, 3207179, 3205498]['Hackers hijack PHP source code after infiltrating internal git server. Anyone who knew the secret password "zerodium" could execute code on a site in PHP', 'Hackers Hacked PHP Source Code, Millions of Sites Averted Disaster', 'Hackers pushed malware to PHP repositories to open a  backdoor  to websites', 'Official PHP Git server targeted in attempt to bury malware in code base', 'PHP Infiltrated with Backdoor Malware', "Hacking damage to PHP's official Git server -- code that sets a backdoor is found", 'Unknown people hacked Git - a PHP repository for injecting a backdoor into the source code']6

Italy HIC Europe & Central Asia2020 December 19 https://www.agenzianova.com/a/5fddac0a81dda4.66396222/3241588/2020-12-19/usa-microsoft-chiede-aiuto-a-biden-contro-spyware-israeliano[2816155, 2814310]['Usa : Microsoft asks Biden for help against Israeli spyware', 'Microsoft seeks Biden support in case against Israeli spyware firm']1

France HIC Europe & Central Asia2019 November 11 https://www.lepopulaire.fr/limoges-87000/actualites/piratage-nos-cartes-bancaires-sous-le-feu-des-attaques_13680395/[4867604, 4879718]['Hacking: our bank cards under attack', 'This Week In Credit Card News : Hackers Trying To Steal Your Miles and Points ; Google As Your Banker ? ']1

Argentina UMC Latin America & Caribbean2019 October 8 http://www.telam.com.ar/notas/201910/398367-detenido-experto-informatica-hackeo-policia-federal.html[4789840, 4792264, 4789839, 4792266, 4792268]['They delayed a computer expert for hacking Federal Police systems - Télam', 'A computer expert is delayed for a hack', 'A computer expert was delayed for hacking Federal Police systems : : El Litoral - News - Santa Fe - Argentina', 'A computer expert was detained for a few hours for hacking the Federal Police', 'A computer expert was delayed for hacking Federal Police systems']4

South KoreaHIC East Asia & Pacific2017 November 19 http://m.metroseoul.co.kr/news/newsview?newscd=2017111900011[988403, 986581]['Ministry of National Defense, Cyber \u200b\u200b\u200b\u200bScience Court Hacking Official Materials Appeared in the Supreme Court this week', 'Ministry of National Defense, Ministry of National Defense, Cyber \u200b\u200b\u200b\u200bCourt Court Hacking Materials Appeared in court this week']1

India LMC South Asia 2022 January 21 https://menafn.com/1103574133/Crypto-hackers-using-fake-Amazon-digital-token-as-bait-to-lure-victims&source=19[3464354, 4062940, 4062939]['Crypto hackers using fake Amazon digital token as bait to l ... ', 'Crypto Hackers Using Fake Amazon Digital Token As Bait To Lure Victims', 'Crypto hackers using fake Amazon digital token as bait to lure victims']2

United StatesHIC North America 2022 October 7 https://www.techspot.com/news/96239-2k-games-confirms-user-details-stolen-data-breach.html[3828560, 3834265, 3827599, 3833017, 3831342, 3834916]['2K Games confirms user details were stolen in data breach last month', "Players' personal data obtained in 2K hack, but no indication of financial data", '2K confirms the theft of user data in the September hack', '2K Confirms User Data Was Stolen in September Hack , Some of Which Is Now Up For Sale', 'unocero - Your personal data is for sale due to hacking at 2K Games', '2K Games Allows Customer Data to Be Stolen by Hackers, Will Be Sold Online']5

United KingdomHIC Europe & Central Asia2022 May 3 https://www.bbc.co.uk/news/uk-england-essex-61312383[3620443, 3620444, 3620445]['University of Essex data breach being taken  very seriously  ', 'University of Essex data breach as spreadsheet containing personal information on 400 students sent in email', 'University of Essex : Data breach exposes 400 student info']2

United StatesHIC North America 2019 April 16 https://www.scmagazineuk.com/scranos-malware-expands-china-goes-global/article/1582196[4011462, 4446600, 4445814, 4013589, 4445815, 4011382, 4446089, 4012226, 4446670, 4446032, 4011047]['How to prevent rootkit - enabled malware Scranos from harming your organization', 'Scranos malware expands from China , goes global', 'Scranos rootkit spyware , alarm in the world . Watch out for computer viruses', 'Scranos, the malware that threatens users of YouTube and other platforms', 'Bitdefender scopre lo spyware rootkit Scranos', 'Inside Scranos – A Cross Platform , Rootkit - Enabled Spyware Operation', 'Cross - Platform Rootkit and Spyware Hits Targets Worldwide', 'Rootkit Malware Hijacks Systems To Drive Advertising Traffic | Silicon united kingdom Tech News', 'Meet Scranos : New Rootkit - Based Malware Gains ... ', 'New malware steals passwords and turns devices into YouTube - "click farms"', 'Windows 10: beware of Scranos, new malware stealing passwords and generator of clicks on YouTube']10

United KingdomHIC Europe & Central Asia2019 July 23 https://www.stuff.co.nz/business/114432524/inland-revenue-phishing-attack-just-the-peak-scam-of-the-moment-says-netsafe[4611984, 4599062, 4596302]['Inland Revenue phishing attack just the  peak scam  of the moment says Netsafe', 'New type of phishing attack targets united kingdom finance sector', 'Phishing scam targeted united kingdom airport users']2

United StatesHIC North America 2019 July 6 https://www.businessinsider.com/7-eleven-japan-7pay-hackers-passwords-2019-7[4572382, 4572572, 4571926, 4586237, 4570795, 4577897, 4572110, 4576784, 4573695]['Japan 7 - Eleven payment app hacked immed ... ', '7 - Eleven Japan customers lost $500 , 000 in 7pay password exploit', '7 - Eleven Japan shut down a mobile payments app after only two days because hackers exploited a simple security flaw and customers lost over $500 , 000', "Japan: Hackers hack supermarket chain's payment app, 900 customers lose money", "[Seoul Newspaper] Japan's 7-Eleven smartphone payment app was hacked, stealing 600 million won from 900 customers", '7 - Eleven hack loots US$510 million from mobile - payment accounts', 'Seven - Eleven mobile pay hack hits Japan drive to go cashless - Nikkei Asian Review', '7 - Eleven Japan suspends mobile app after data breach', 'New payment system Japanese 7-Eleven offline again after a few days due to hack']8

United KingdomHIC Europe & Central Asia2020 September 4 https://www.crowdfundinsider.com/2020/09/166256-evilnum-hackers-are-now-using-malicious-malware-scripts-written-in-python-to-target-fintech-service-providers/[4254761, 2684475, 4260326, 2683838]['Evilnum Hackers are Now Using Malicious Malware Scripts Written in Python to Target Fintech Service Providers', 'Evilnum Hackers Change Tactics for Targeting Fintech Firms', 'Evilnum hacking group targets fintech firms with new Python - based RAT', 'New Python - scripted trojan malware targets fintech companies']3

PhilippinesLMC East Asia & Pacific2017 July 8 http://www.philstar.com/headlines/2017/07/08/1717514/bangladesh-bank-hackers-had-local-contacts[651160, 660566]['  Bangladesh bank hackers had local contact ', 'Bangladesh bank printer was hacked for heist']1

United StatesHIC North America 2018 August 16 https://www.tomshardware.com/news/cortana-browser-lock-screen-bypass,37621.html[1922608, 1918789]['Cortana Flaw Gave Hackers Web Access on Locked Windows 10 Devices', 'New Cortana flaws could let hackers access locked systems']1

United KingdomHIC Europe & Central Asia2020 May 11 https://www.computing.co.uk/news/4015005/lazarus-hacking-group-hiding-variant-dacls-rat-security-app-target-macos-users[2503620, 2496694]['Lazarus hacking group hiding a new variant of Dacls RAT in security app to target macOS users', 'Lazarus Group Hides macOS Spyware in 2FA Application']1

Greece HIC Europe & Central Asia2020 July 17 https://www.businesstoday.in/technology/a-21-year-old-sim-swapper-could-be-behind-the-massive-twitter-hack-says-security-researcher/story/410239.html[2610902, 2595296, 2609427, 2597372, 4234620, 2597370, 2597371]['Twitter Hack - Security Researcher Points to Notorious Sim Swap Fraudsters', 'Beware Hackers empty bank accounts with SIM cards with the SIM Swap method', 'A 21 - year - old SIM swapper could be behind the massive Twitter - hack , says security researcher', 'Attention: Hackers empty accounts with sim cards', 'Cybersecurity Firm Unit 221B Comments on Twitter Breach , Perps Used Same Techniques as SIM Swap Hacks', 'Amount: Hackers empty accounts with sim cards!', 'Attention: Hackers empty accounts with sim cards!']6

United StatesHIC North America 2021 February 1 https://www.dailymail.co.uk/news/article-9211801/Data-breach-compromises-personal-information-1-6-MILLION-Americans-sought-unemployment.html[3108351, 3108338, 3107929, 3113350, 3123618, 3108336, 3123609, 3109482, 3108335, 3108333, 3097790, 3111980, 3104654, 3111993, 4110063, 3108344, 3113558, 3109465, 3109460, 3123643, 3113559, 3109031, 3109464, 3117921, 3108342, 3123610, 3109461, 3111984, 3108347, 3109483, 3108358]['Data breach exposes 1 . 6 million Washington state residents who filed unemployment claims in 2020', 'Data breach compromised info of 1 . 6M who sought unemployment', 'Data breach compromises personal information of 1 . 6 MILLION Americans', 'Ransomware Incident Compromises Unemployment Claim Information in Washington', 'Washington lawmakers want to strengthen cybersecurity in Olympia after massive data breach', 'Data breach compromised info of 1 . 6 million Washingtonians who sought unemployment', 'Washington state data breach prompts calls for new cybersecurity office', 'Personal data of 1 . 4 million Washington unemployment claimants exposed in hack of state auditor', 'New WA data breach exposes personal info of 1 . 6 million people who applied for unemployment', 'Personal data of Washington state applicants seeking unemployment benefits hacked', 'Another data breach at Ohio unemployment benefits office reveals 146 applicant personal information', 'What you need to know about the massive hack of Washingt30

India LMC South Asia 2021 September 24 https://www.thehindu.com/sci-tech/technology/government-agency-warns-bank-customers-of-malware-that-steals-money/article36644380.ece[2891860, 2889870]['Government agency warns bank customers of malware that steals money', 'Government Warns Banking Users of Android Malware That Pretends to Help Generate Income Tax Refunds']1

United StatesHIC North America 2021 March 18 https://threatpost.com/xcode-macos-malware-apple-developers/164897/[3190355, 3188488, 3188056, 3189940, 3190338, 3188491, 3188481, 3189462, 3188494, 3187454, 3191444, 3189490, 3190341, 3189624]['XCodeSpy malware targets developers using Apple Xcode software', 'Trojanized Xcode Project Slips MacOS Malware to Apple Developers', 'New XcodeSpy Mac Malware Targets Software Developers', '"XcodeSpy" Malware Targeting Developers Using Apple\'s "Xcode" -- Researchers Alert', 'Xcode Malware Is Targeting Apple Developers', 'New malware uses malicious Xcode project to install back - doors on developer Macs - General Discussion Discussions on AppleInsider Forums', 'New Xcode Malware Targets Apple Mac Developers , Experts Warn', 'Mac: hackers are now targeting developers', 'Security Researchers Discover XcodeSpy Malware That Targets Developers', 'XcodeSpy: This malware for Xcode installs a backdoor on the Mac of developers', 'Xcode: malware targets Apple developers', 'Spyware Campaign Targets iOS App Developers', 'New Malware Hidden in Apple IDE Targets macOS ... ', 'XcodeSpy: beware of this malware on Xcode']13

India LMC South Asia 2022 August 8 https://www.amarujala.com/technology/tech-diary/provident-fund-data-of-28-crore-indians-leaked-by-hackers-details-here[3743513, 3741837]["Pf Data Leaked 28 Crore Of Provident Fund Indian Data Leaked Cyber \u200b\u200bSecurity Research Read Details Here - Cyber \u200b\u200bAttack: Big cyber attack on Pf's website, personal information of 28 crore account holders reached hacker", 'Provident Fund data of 28 crore Indians leaked by hackers , says Ukraine - based cybersecurity researcher']1

Russia UMC Europe & Central Asia2022 July 21 https://www.nwab.ru/banks/allnews/83220[3722123, 3723559, 3722153]["Fraudsters infect customers' smartphones through phishing apps", 'VTB: Fraudsters have become more likely to "infect" smartphones through phishing applications', "VTB: scammers infect customers' smartphones through phishing apps"]2

United StatesHIC North America 2022 September 24 https://www.larepublica.net/noticia/ministerio-de-salud-confirma-intento-de-hackeo[3807930, 3807924]['Ministry of Health confirms hacking attempt', 'Ministry of Health confirms hacking attempt on its systems']1

United StatesHIC North America 2020 June 10 https://www.lematin.ch/high-tech/Plus-de-300-000-comptes-clients-pirates-chez-Nintendo/story/25431494[4214730, 2551634, 2550878, 4215940, 2552324, 2551741, 2551451, 4214923, 2551645, 2550758, 2551221, 2551736, 2550874, 2551444, 4214671, 2550642, 4214738, 2551462, 2551737, 2555933, 2551703, 2549290, 4214729, 4215503, 4214673, 2551419, 2552649, 2551399, 2553030, 2552803, 2550872, 2551631, 4214674, 2551441, 4215472, 4215938, 2551439, 4214724, 2551705, 2551707, 2556823, 2553486, 2551735, 2550877, 2555916, 2551446, 4214708, 4214699, 4214733, 2551749, 2549803, 4214926, 2548810, 2551447, 4215509, 2551700, 2555082, 2549572, 4215939, 2551704, 2555884, 4214725, 2551710, 4214669, 4214670, 2549573, 2553483, 2551738, 2551443, 2551452, 2548704, 2551448, 2551706]['300,000 Nintendo customer accounts have been hacked since early April', 'Data of 300,000 Nintendo users stolen by hackers', 'Nintendo: 300. 000 customer accounts hacked since the beginning of April - ICT news', 'Technology | Nintendo accepts that 300,000 accounts could have been hacked', 'A total of 300 . 000 Nintendo Account Hacked', 'The hack to Nintendo would have affected 300 . 000 accounts', 'Nintendo agrees to massive hacking of 300,000 affected accounts', 'Video games: Over 300,000 customer accounts hacked at Nintendo - High - Tech', 'Nintendo hack affected 300 thousand users, June 10, 2020 - POLIT analytical portal. RU', "Nintendo hack could have compromised 300's data. 000 accounts", 'Nintendo hack update : 140 , 000 additional accounts accessed', "A Nintendo hack could have compromised 300's information. 000 accounts, almost double what was calculated", '300 . 000 Nintendo customer accounts have been hacked since early April', 'Nintendo accepts that more accounts were affected by hacking', '300,0072

Russia UMC Europe & Central Asia2020 January 31 https://www.trend.az/world/other/3184788.html[2317456, 2319915, 4165227]['Hackers stole defense files from Japanese NEC', 'Unknown hackers stole defense files from NEC', 'Media: hackers stole defense files from the Japanese NEC']2

South KoreaHIC East Asia & Pacific2020 January 20 https://www.trend.az/world/other/3179475.html[2300715, 2296137, 2292713, 2296254, 2296229, 2293865, 2304978, 2293512, 2310238, 2293558, 2309696, 2293591, 2296515, 2293590, 2293592, 2298704, 2293864, 2293329, 2293871, 2293867, 2298175, 2298706, 4162041, 2294943, 2293611, 2293313]['Mitsubishi Electric discloses June 2019 breach ; Tick hacking group blamed', 'Mitsubishi concedes data breach , news reports blame Chinese threat group', 'Mitsubishi Electric has been hacked', 'Mitsubishi Electric Blames Anti - Virus Bug for Data Breach', 'Mitsubishi Electric confirms major data breach ( Includes interview ) ', 'Mitsubishi hit by hacker attack', 'Trend Micro antivirus zero - day used in Mitsubishi Electric hack', 'Media : Mitsubishi Electric was hacked', 'Trend Micro OfficeScan Flaw Apparently Exploited in Mitsubishi Electric Hack', 'Chinese hacker group that hacked Mitsubishi Electric also targets information on Korean IT companies', 'Trend Micro antivirus 0-day flaw used in Mitsubishi Electric hack', 'Mitsubishi Electric was hacked on a large scale ... Concerns about leaks of Japanese defense and infrastructure information', 'Mitsubishi breached by suspected Chinese hackers', "Newspim - Japan's Mitsubishi Electric was hacked... Concerns about leakage of confidential defense-related inform25

Argentina UMC Latin America & Caribbean2020 December 19 https://www.bd-pratidin.com/tech-world/2020/12/19/599002[2802198, 2834457, 2815828, 2802197, 2816071, 4282103, 2821184, 2803519, 2829064, 4280901]['WhatsApp: How to prevent your account from being hacked?', 'WhatsApp users warned of new  hacking  scam ahead of New Years Eve', 'WhatsApp hacking panic! What to do 599002|| Bangladesh Pratidin', 'How to prevent your WhatsApp account from being hacked?', 'WhatsApp OTP Scam Hacking with WhatsApp OTP Do you know this? - WhatsApp OTP Scam hackers will hack from OTP', 'This is how WhatsApp will hack you this Christmas', 'WhatsApp: tips so that your account is not stolen | WhatsApp , Applications , hackers', 'How to Recover Hacked Whatsapp Account - Cianjurpedia . com', 'How to protect yourself from WhatsApp hacking', 'Here are some ways to prevent WhatsApp social hacking']9

Italy HIC Europe & Central Asia2020 December 6 https://www.lastampa.it/topnews/primo-piano/2020/12/06/news/cyber-attacco-al-gigante-dell-aerospazio-hackerati-i-segreti-militari-a-leonardo-1.39626640[4276348, 2793054, 2793784, 2793053, 2796124]['Leonardo hack targeted commercial , military component unit – police officer', 'APT-style hack against Leonardo, a key aerospace company for the Italian defense', "Cyber \u200b\u200b- attack on the aerospace giant . Leonardo's military secrets hacked", "Leonardo's hacker employee steals 10 GB of top secret data with a trojan: the attack has ...", 'Dynamics and questions on the hack suffered by Leonardo']4

United StatesHIC North America 2019 April 17 https://www.pc.co.il/news/289253/[5041262, 4436629, 4447320, 4435662, 4437463, 4445417, 4438620, 4445927, 4415452, 4435668, 4447959, 4441873, 4011960, 4415456, 4011280, 4436179, 4411589, 4436408, 4447435, 4412968, 4440550, 4447432, 4012374, 4010963, 4447915, 4011350, 4446212, 4438308, 4436241, 4437706, 4441519, 4447962, 4448275, 4435704, 4006916, 4435635, 4439340, 4412937, 4011897, 4445419, 4010797, 4446290, 4436489, 4457986, 4411592, 4448090, 4448096, 4439393, 4458644, 4435630, 4437420, 4438404, 4436663, 4435913, 4436507, 4447318, 4009873, 4437229, 4011173, 4446275, 4435682, 4436239, 4447921, 4448156, 4445867, 4436796, 4446425, 4437428, 4446576, 4436790, 4450752, 4441450, 4440419, 4435771, 4445385, 4446276, 4438619, 4440160, 4457006, 4447319, 4438616, 4448503, 4458574, 4447185, 4412905, 4440814, 4445906, 4439782, 4448180, 4436627, 4441875, 4439590, 4448257, 4413594, 4012519, 4439469, 4443840, 4438992, 4436474, 4435745, 4450750, 4450751, 4445931, 4439186, 4436490, 4440263, 4448547, 4448593, 4011749, 4440045, 4012516, 4441443, 4011748, 443867['Assange and the vox populi of hackers', 'USA uh . accuses Julian Assange of conspiracy over hacking activities with Chelsea Manning', 'Assange ran hacking from embassy : Moreno | The Weekly Times', 'USA: Assange will be charged with hacking', 'WikiLeak Julian Assange faces U . S . computer - hacking charge after arrest in London', 'Ecuador after the arrest of Julian Assange : We are exposed to 40 million cyber attacks daily', 'US charges WikiLeak Assange in computer hacking conspiracy', 'Photo: Assange arrested for hacking the phone of the president of Ecuador', 'President of Ecuador denounces hacking of cell phones', 'From Hacker - Nomad to WikiLeaks: The Story of a Saboteur', 'Assange used embassy to coordinate hackers – Ecuadorian president', "Ecuador denounces hacking after Assange's capture", 'Since the imprisonment of Julian Assange: tens of millions of hacker attacks on Ecuador', 'They hacked me, denounces President Lenín Moreno', 'Ecuador says hacking attempts doubled after it ended Assange asylum -196

Mexico UMC Latin America & Caribbean2019 May 1 http://contraparte.mx/index.php/partidos-politicos/27328-pri-y-pan-culpables-de-hackeo-a-cuentas-de-twitter-david-m%C3%A9ndez.html[4022577, 4022574, 5039577, 5039579, 5039578]['PRI and PAN guilty of hacking Twitter accounts: David Méndez - Noticias de Hoy Puebla | Counterpart | Journalism in Balance', 'Twitter lowers Morena accounts; accuse cyber attack', 'City Council condemns cyber attack against official Twitter accounts - Puebla', 'Lower Twitter accounts of morenistas from Puebla; come cyber attack', 'Commune will denounce hacking of Twitter accounts before the Cyber \u200b\u200bPolice - Noticias de Hoy Puebla | Counterpart | Journalism in Balance']4

Poland HIC Europe & Central Asia2018 May 29 http://nt.interia.pl/internet/news-syryjscy-hakerzy-oskarzeni-o-kradziez-danych-i-konspiracje,nId,2585852[1701159, 1698383]['Syrian hackers charged with data theft and conspiracy', 'Syrian electronic army hackers charged with data theft and conspiracy.']1

South KoreaHIC East Asia & Pacific2019 May 31 http://www.diodeo.com/news/view/3485804[4511167, 4511170, 4511168, 4511169, 4511166]['About 70 people were killed... Chinese voice phishing organization that stole 1.3 billion won', 'All 46 Chinese-based voice phishing organizations arrested... Use of virtual account', '46 voice phishing gang members caught using virtual accounts - The Herald Business', '46 Chinese-based voice phishing organizations using virtual accounts arrested', 'Arrested 46 voice phishing gang members in China... Ripped off 1.3 billion won through a virtual account']4

Russia UMC Europe & Central Asia2019 February 5 https://ura.news/news/1052370771[4328513, 4330839]['Trial of hackers who stole 1.7 billion from Russian accounts began in Yekaterinburg', 'Hackers accused of embezzlement of 1.2 billion rubles are tried in Yekaterinburg']1

Italy HIC Europe & Central Asia2017 August 25 http://www.centrometeoitaliano.it/scienza-e-tecnologia/whatsapp-gli-hacker-colpiscono-ancora-occhio-alla-nuova-truffa-54473/[1237130, 774653]['WhatsApp, hackers strike again, watch out for the new scam', 'WhatsApp and Messenger targeted by hackers']1

Ukraine LMC Europe & Central Asia2017 June 29 https://economics.unian.ua/finance/2002874-natsbank-proviv-interventsiyu-dlya-stabilizatsiji-valyutnogo-rinku-pislya-kiberataki.html[5032964, 5032975]['The National Bank intervened to stabilize the foreign exchange market after the cyber attack', 'The National Bank intervened to stabilize the foreign exchange market after a cyber attack']1

Ukraine LMC Europe & Central Asia2017 August 22 http://news.eizvestia.com/news-finance/full/2208-v-seti-zapushhen-fishingovyj-klon-privat24[763804, 763806]['Phishing clone "Privat24" launched on the Web', 'Privat24 site clone and other phishing sites']1

Venezuela 0 Latin America & Caribbean2017 March 11 http://www.2001.com.ve/con-la-gente/154387/la-pagina-de-la-conferencia-episcopal-venezolana-fue-hackeada-.html[274107, 274117, 271396]['The page of the Venezuelan Episcopal Conference was hacked', 'SuchDigital. com: Hacked web pages of the Venezuelan Episcopal Conference and the Correo del Caroní', 'Hacked web pages of the Venezuelan Episcopal Conference and the Correo del Caroní']2

United StatesHIC North America 2021 April 14 https://www.idsnews.com/article/2021/04/parkmobile-app-data-breach[3238924, 3240941, 3230339, 3234996, 3232627, 3242852, 3234994]['Parking app data breach exposes license plate numbers , phone numbers for 50 , 000 users in Lancaster', 'ParkMobile data breach impacts Lancaster app users', 'ParkMobile app experiences data breach , license plate numbers and phone numbers accessed', 'Pittsburgh Parking Authority app affected by massive data breach | Today in Pa . ', 'Change your passwords , ParkMobile users : Popular parking app used by Lehigh Valley three cities hit by data breach', 'Did ParkMobile get hacked ? App is widely used in Tampa Bay area', 'Downtown Boise Parking App Experiences Data Breach']6

United StatesHIC North America 2021 April 21 https://www.itpro.co.uk/security/data-breaches/359290/geico-data-breach-leads-to-stolen-drivers-license-numbers[3240950, 3242214, 3249239, 3239691, 3238914, 3240946, 4117807, 3240312, 3244547, 3240406, 3240463]['Geico Data Breach Led to Stolen Driver License Numbers', 'Geico data breach leads to stolen driver license numbers', 'Geico Customers Sue Over Driver License Data Breach', 'Hackers stole driver license numbers from Geico website', 'Geico data breach exposed customer driver license numbers for more than a month', 'Geico Data Breach Exposed Driver License Numbers Of Customers ; Here How To Stay Protected', 'A Geico Data Breach Let Cyber Fraudsters Steal Customer Driver Licence Numbers', 'GEICO Alerts Customers Hackers Stole Driver License Data for Two Months', 'Geico Customer Data Breach May be Part of Unemployment Insurance Scam', 'Hackers Stole Customer License Numbers From Geico In Months - Long Breach', 'Geico Targeted by Hackers , Stolen Driver License Might Be Used to Apply For Unemployment Benefits']10

Ireland HIC Europe & Central Asia2022 October 6 https://www.longfordleader.ie/news/local-news/931182/people-affected-by-2021-hse-cyber-attack-to-be-contacted-in-coming-months.html[3825747, 3825750, 3827931, 3825752]['People affected by 2021 HSE cyber attack to be contacted in coming months', 'Carlow Nationalist People affected by 2021 HSE cyber attack to be contacted in coming months', 'Patients affected by the HSE cyber attack last year have yet to be contacted', 'Waterford News and Star People affected by 2021 HSE cyber attack to be contacted in coming months']3

India LMC South Asia 2022 November 28 https://www.bgr.in/news/fifa-2022-hackers-selling-fake-permit-documents-digital-coins-for-fifa-world-cup-1344403/[3898792, 3898784, 3898791, 3898781, 3898793]['Welcome To IANS Live - SCIENCE - AND - TECHNOLOGY - Hackers selling fake permit documents , digital coins for FIFA World Cup', 'FIFA 2022 : Hackers selling fake permit documents , digital coins for FIFA World Cup', 'Welcome To IANS Live - LatestNews - Hackers selling fake permit documents , digital coins for FIFA World Cup', 'Hackers selling fake permit documents , digital coins for FIFA World Cup', 'Welcome To IANS Live - NATION - Hackers selling fake permit documents , digital coins for FIFA World Cup']4

United StatesHIC North America 2022 May 17 https://www.thestar.com.my/tech/tech-news/2022/05/17/hacker-shows-off-a-way-to-unlock-tesla-models-start-cars[3637015, 3634412, 3644436, 4091225, 3636186, 3638456, 3645385, 3639344, 3628453, 3626450, 3649098, 3637014, 3636912, 3634411, 3639689, 3644272, 3647619, 3636182, 3647822, 3636183, 3645068, 3637035, 3648306, 4095672, 3647387, 3631937, 3640064, 3640986, 3637016, 3644312, 3638725, 3626451, 4091409, 3647856, 3640059, 3637680, 3639332, 3636180, 3637240, 4095674, 3637930, 3639273, 3638726, 3638331, 3636986, 3646332, 3650165, 3939054, 3656613, 3639916, 3639286, 3645888, 3637036, 3636185, 3939472, 3637018, 4091003, 3640985, 3639300, 3647584, 3636184, 4091444, 3639266, 3630260]['NCC alerts on latest trick by hackers to unlock , steal vehicles', 'Wow, Electric Car Battery Charging Places Are Hacking Targets', 'Tesla Vehicles Can Be Hacked via Bluetooth Vulnerabilities : Research Paper', 'Hacker shows how to remotely unlock Tesla electric cars :: Investor . bg', 'NCC alerts Nigerians on new ways hackers unlock , steal vehicles , android apps - Nigerian News . Latest Nigeria News . Your online Nigerian Newspaper . ', 'Hacker shows off a way to unlock Tesla models , start cars', 'The world top hackers are competing to break into a Tesla . The winner gets $600 , 000 and keeps the car . ', 'Hacker Shows Off a Way to Unlock Tesla Models , Start Cars', 'Hackers Are Targeting EV Chargers for Fun and Profits , Prove It the Weakest Link', 'Electric vehicle charging stations become an attractive target for hackers', 'Hacking competition - the winner takes the Tesla and 600. 000 dollars', 'Hackers can unlock , steal your vehicles , NCC warns Nigerians', 'EVs and charging stations now on hacker 63

United StatesHIC North America 2019 May 17 https://www.newschief.com/zz/news/20190516/us-european-officials-bring-charges-in-global-malware-case/1[4471964, 4030185, 4030267, 4030255, 4489403, 4031502, 4491173, 4472907, 4487275, 5041077, 4030205, 4472483, 4030159, 4478536, 4471887, 4474960, 4030154, 4031483, 4031488, 4472479, 4030180, 5040977, 5041047, 4488627, 4030389, 4031496, 4486202, 4031417, 5040982, 5040938, 4475136, 4477966, 4030390, 4488172, 4490429, 4030182, 5040937, 4486213, 4030387, 4031508, 4478535, 4031389, 4031480, 4030196, 4475891, 4486393, 4031419, 4487873, 5041039, 4479455, 4031490, 4488064, 4474825, 4480611, 4029129, 4486404, 4031064, 4030148, 4031476, 4472042, 4029109, 4031388, 4030237, 4477633, 4472435, 4488239, 4474957, 4030396, 4031504, 4031498, 4488596, 4472063, 5041031, 4475021, 4031528, 4493415, 4482877, 4031514, 4472598, 4031487, 4031495, 4030983, 4031486, 4474045, 4029833, 4030240, 4031503, 4031392, 5076555, 4029155, 4025061, 4473308, 4031521, 4472507, 4031507, 5041018, 5041057, 4031505, 5040998, 4031510, 4472494, 4486162, 4487190, 4030172, 4487285, 4472474, 4030388, 4030392, 4488066, 4488497, 4486204, 4031522, 4487716, 504107['How Chinese spies got the NSA hacking tools , and used them for attacks | World News , The Indian Express', 'US , European officials bring charges in global malware case - News - The State Journal - Register', 'US , European officials bring charges in global malware case - News - The Pueblo Chieftain', 'malware suspects - Europe', 'Police hunt the  GozNym  malware gang', 'US , European officials bring charges in global malware case - News - Beauregard Daily News - Beauregard , LA', 'The hacker gang that stole 100 million dollars - was arrested', 'Chinese spies  used US hacking tools a year before Russians leaked them online  ', 'European police announced the elimination of a hacker group with immigrants from Russia', '2 Chinese men indicted for hacking Anthem , 3 other comp ... ', 'US , European officials bring charges in global malware case - News - The Ledger', 'China Used NSA Cyberweapon to Hack Targets , Symantec Says', 'U . S ., European Officials Stop Attempt to Hack $100 Million', 'Experts discovered259

Sweden HIC Europe & Central Asia2019 October 28 https://www.zdnet.com/article/unicredit-reveals-data-breach-exposing-3-million-customer-records/[4833939, 4835395, 4833950, 4837493, 4833526, 4834564, 4834577, 4833951, 4833420, 4834202, 4832969, 4833940, 4833948, 4833937, 4834189, 4834556, 4840669, 4833944, 4833942, 4833938, 4834545, 4833955, 4834550, 4833525, 4840452, 4837491, 4833408, 4833936, 4833947]['Data breach in major Italian bank - Borås Tidning', "A hacking attack against UniCredit has affected 3 million of the bank's customers in Italy", 'Data breach in major Italian bank - News - Eskilstuna Kuriren', 'Data protection compliance lessons from UniCredit data breach', 'UniCredit says 3 million clients hit by data breach', 'UniCredit unveils 2015 data breach involving 3 million ... ', 'UniCredit identifies data breach in Italian client records | News', 'Data breach at major Italian bank - Economy', 'UniCredit reveals data breach exposing 3 million customer records', 'UniCredit unveils 2015 data breach involving 3 million Italian clients', 'UniCredit identifies data breach in Italian client records | Reuters | Business', 'Data breach in major Italian bank - News', 'Data breach in major Italian bank - News - News Västervik Gamleby Ankarsrum', 'Data breach in major Italian bank - Kristianstadsbladet', 'UniCredit unveils 2015 data breach involving 3mln Italian clients', 'UniCredit hit by data breach of It28

United StatesHIC North America 2019 January 9 http://www.hartfordbusiness.com/article/20190109/NEWS01/190109912[4995805, 4995857, 4994783, 4995843, 5038308, 4370576, 4995783, 4995839, 5038207, 5070923, 4995818, 5038188, 4995815, 4288209, 4995841, 5038303, 5070906, 4995833, 5070961, 5038184]['Neiman Marcus pays $1 . 5 million to Texas , 42 other states over 2013 data breach', 'CT settles over Neiman Marcus data breach', 'Neiman Marcus reaches $1 . 5 million data breach settlement', 'Neiman Marcus Reaches Settlement Over Data Breach', 'AG Curtis Hill Joins $1 . 5M Settlement with Retailer Neiman Marcus Over 2013 Data Breach', 'Nearly 300 Nebraska customers of Neiman Marcus to receive $18 , 000 in data breach settlement', 'Neiman Marcus to pay $1 . 5M settlement over 2013 data breach', 'Idaho receives settlement with retailer Neiman Marcus over 2013 data breach', 'Neiman Marcus to pay $1 . 5M in data breach settlement', 'Tennessee receiving part of $1 . 5 million settlement after 2013 Neiman Marcus data breach', 'Neiman Marcus Pays $1 . 5M For 2013 Data Breach', 'Nieman Marcus to pay $1 . 5 million after 2013 data breach', 'Neiman Marcus agrees to $1 . 5 million data breach settlement', 'Texas , other states reach $1 . 5 million settlement with Neiman Marcus over data breach', 'AG Paxton Obtains $19

Australia HIC East Asia & Pacific2017 January 20 http://www.whitsundaytimes.com.au/news/hackers-are-using-open-digital-doors-to-access-per/3133740/[101955, 101951]['  Ethical hacker  says Telstra , Optus customers exposed', 'Telstra , Optus customers at risk , says  ethical hacker  ']1

United StatesHIC North America 2018 April 5 http://www.scmp.com/news/china/diplomacy-defence/article/2140423/chinese-hackers-targeting-us-firms-financial-data[1557688, 1565453, 1558739, 1559665, 1557455]['Chinese hackers targeting US firm financial data , report says', 'Chinese Hackers Steal Financial Data of U . S . Corporations to Gain Competitive Advantage', 'China hacks US firms for financial information , FireEye says - Tech News', 'China Hacks U . S . Firms for Financial Information , FireEye Says', 'China hacking US firms for financial information , FireEye says']4

United KingdomHIC Europe & Central Asia2020 July 20 https://www.infosecurity-magazine.com:443/news/consumers-targeted-tesco-scam/[2615953, 2615959]['UK Consumers Targeted by Tesco 4K TV Phishing Scam - Infosecurity Magazine', 'Tesco shoppers hit with  free 4K TV  email phishing scam']1

United StatesHIC North America 2020 August 28 https://www.govinfosecurity.com/iranian-hackers-using-linkedin-whatsapp-to-target-victims-a-14914[2677234, 2676560, 2676202]['Iranian Hackers Using LinkedIn , WhatsApp to Target Victims', 'Iranian Hackers Target Academic Researcher via WhatsApp , LinkedIn', 'How hackers used WhatsApp , LinkedIn to target human rights activists']2

United StatesHIC North America 2020 December 8 https://www.nextgov.com/cybersecurity/2020/12/nsa-warns-russian-hackers-are-targeting-virtual-workspaces/170544/[2798186, 2796451, 2797365, 4273074, 2796198, 2800763, 2796887, 2797438, 2796952, 2797428, 2795926, 4273222, 2795535, 2796875, 4273265]['Russian state - sponsored hackers exploit vulnerability in VMware Workspace ONE', 'Russian hackers exploit recently patched vulnerability in VMware products', 'NSA Warns That Russian Hackers Are Targeting Virtual Workspaces', 'U . S . National Security Agency warns of Russian hacking against VMware products', 'Russian hackers exploit vulnerabilities in VMware products -- NSA warns', 'Russian hackers target virtual workspaces , NSA warns -- Defense Systems', 'NSA : Russian hackers are targeting a VMware vulnerability to steal data', 'Russian hackers stealing data through virtual workspaces , NSA warns -- GCN', 'Russian Hacking Targets VMware Products | Arab portal for technical news', 'NSA : Russian Hackers Exploiting VMware Vulnerability', 'NSA warns of hacker attacks on vulnerabilities in VMware', 'NSA : Russian - linked hackers are exploiting new VMWare product vulnerabilities to steal data', 'US National Security Agency warns of Russian hacking against VMware products', 'NSA : Patch VMware Bug Now to Sto14

Singapore HIC East Asia & Pacific2021 September 16 https://www.straitstimes.com/tech/tech-news/hackers-pose-as-bank-customers-to-make-500k-in-fake-credit-card-payments-by-stealing[2878539, 2880349]['Hackers pose as bank customers by stealing OTPs , making $500k in fake credit card payments', 'Hackers pose as Spore bank customers by stealing OTPs , making S$500K in fake credit card payments']1

United StatesHIC North America 2021 February 24 https://www.channelnewsasia.com/news/asia/hackers-attacking-vietnam-dissidents-amnesty-international-14270512[3149263, 3148034, 3149677, 3149724, 3149688, 3148539, 3148018, 3163974, 3149674, 3148515, 3149262, 3157528, 3148356, 3149089, 3149873, 3162341]['Vietnam : Activists targeted by notorious hacking group - new investigation', 'Tolerance . ca® - Vietnam . Activists targeted by infamous hacking group', 'Hackers attacking Vietnam dissidents : Amnesty International', 'Amnesty International : Hackers attacking Vietnam dissid ... ', 'Amnesty International : Hackers Attacking Vietnam Dissidents', 'Amnesty International: Hackers Attack Viet Human Rights Activists Again', 'Amnesty International : Hackers attacking Vietnam dissidents', 'Vietnam Tapping Hackers to Silence Critics , Experts Warn - New Delhi Times - India Only International Newspaper', 'Amnesty : Hackers attacking Vietnamese dissidents', 'Hackers from  Ocean Lotu attacking Vietnam dissidents , says\xa0Amnesty International', 'Human rights activists in Vietnam targeted by spyware', 'Rights Group : Vietnamese Government - linked Group Is Hacking Activists', 'Hacking group targets Vietnam activists : Amnesty | News | DW', 'Vietnamese activists targeted by notorious hacking group', 'Hacking group targe15

Russia UMC Europe & Central Asia2022 June 9 https://www.mk.ru/incident/2022/06/09/sayt-rospotrebnadzora-podvergsya-atake-khakerov.html[3669856, 3669788]['The website of Rospotrebnadzor was attacked by hackers', 'The website of Rospotrebnadzor was subjected to a hacker attack']1

Ukraine LMC Europe & Central Asia2021 June 11 https://www.facenews.ua/news/2021/506434/[3334172, 4128437, 3324399, 3334170]['They stole the data of 100 thousand bank customers and demanded a ransom: hackers were detained in Krivoy Rog', 'Cyber \u200b\u200bpolice officers exposed residents of Krivoy Rog on hacking the database of bank customers', 'Hackers stole 2 billion tenge from banks in Kazakhstan: scheme of theft revealed', 'Krivoy Rog hackers demanded a ransom for the data of 100 thousand bank customers']3

Poland HIC Europe & Central Asia2020 December 17 https://expressilustrowany.pl/cyberatak-na-szpital-pirogowa-jeden-ze-sprawcow-cyberataku-na-szpital-w-lodzi-na-lawie-oskarzonych-hakerzy-zrabowali-fortune/ar/c1-15348983[2812307, 2809397]['Cyberattack on Pirogov Hospital. One of the perpetrators of the cyberattack on the hospital in Łódź in the dock. Hackers have stolen a fortune! 17. 12. 2020', 'Cyberattack on Pirogov Hospital. Hackers have stolen a fortune! One of the perpetrators of the cyberattack on the hospital in Łódź in the dock 16 . 12. 2020']1

NetherlandsHIC Europe & Central Asia2019 January 19 https://www.nu.nl/internet/5693630/chinese-hackers-vallen-nederlandse-overheidsinstanties-aan.html[4293334, 4293329, 3962197, 4293328, 4293330, 3962198]['AIVD suspects Chinese secret service of hacking in the Netherlands', 'Chinese hackers attack Dutch government agencies', 'Chinese continue to hack Dutch government and companies…', 'AIVD: Chinese secret service hacks sensitive information in the Netherlands ...', 'AIVD: China hacks into the Netherlands and steals sensitive information', 'AIVD accuses China of hacking Dutch organizations via hacker group APT10']5



Brazil UMC Latin America & Caribbean2019 July 24 https://g1.globo.com/politica/blog/cristiana-lobo/post/2019/07/24/grupo-de-hackers-pode-ter-feito-mais-de-mil-vitimas-aponta-apuracao-da-pf.ghtml[4613872, 4614047, 4625791]['Group of hackers may have claimed more than a thousand victims, points out investigation by the Federal Police', 'Officials and journalists are among the nearly 1,000 victims of hackers', 'Police estimate that hackers have claimed more than 1,000 victims']2

Russia UMC Europe & Central Asia2018 May 24 http://www.mk.ru/social/2018/05/24/glava-roskomnadzora-zayavil-o-prodolzhayushhikhsya-khakerskikh-atakakh-na-sayt-vedomstva.html[1687793, 1691450]["The head of the Okomnadzor announced the ongoing hacker attacks on the agency's website - Society", 'Okomnadzor head complains about frequent hacker attacks']1

Israel HIC Middle East & North Africa2022 July 4 https://www.middleeastmonitor.com/20220704-israel-army-hamas-hacked-soldiers-phones/[3700149, 4099860, 3704153, 3702366, 4099858, 4099856, 4099859]['Israel army : Hamas hacked soldier phones', 'Hamas attempts to hack IDF soldier phones', 'Hamas Comes Close to Hacking Israeli Regime Soldier Phones - World news', 'Bursting Israeli cybersecurity bubble , Hamas comes close to hacking phones of regime soldiers', 'Hamas Attempts to Hack IDF Soldier Phones | Jewish & Israel News Algemeiner . com', 'Israel Thwarts Hamas Attempts to Hack IDF Soldier Phones', 'Hamas attempts to hack IDF soldier phones | JNS | clevelandjewishnews . com']6

PhilippinesLMC East Asia & Pacific2022 April 19 https://newsinfo.inquirer.net/1584843/comelec-withholds-p90-m-payment-to-smartmatic-over-data-breach[3598625, 3598630, 3598624, 3598629, 3598626]['Comelec withholds P90 - M payment to Smartmatic over data breach', 'Comelec withholds payment to Smartmatic over data breach , keeps it as tech provider', 'P90 - M payment for Smartmatic services withheld until data breach issue is resolved – Comelec chair – Manila Bulletin', 'P90 - M payment to Smartmatic withheld until data breach is resolved – Comelec chair', 'Comelec holds back P90 - million payment to Smartmatic over alleged data breach']4

United StatesHIC North America 2019 June 10 https://www.zdnet.com/article/cbp-says-hackers-stole-license-plate-and-travelers-photos/[4527485, 4047294, 4527507, 4527532, 4528494, 4527645, 4045119, 4527504, 4527587, 4529886, 4529948, 4048532, 4041881, 4528449, 4526626, 4526008, 4527576, 4528468, 4525567, 4527571, 4526312, 4526315, 4525431, 4041893, 4048523, 4525495, 4528288, 4527508, 4529299, 4529554, 4528297, 4529860, 4527580, 4527623, 4525637, 4044077, 4527469, 4527562, 4527522, 4527481, 4045365, 4047283, 4529856, 4042732, 4526866, 4532090, 4529848, 4526978, 4048535, 4527533, 4527512, 4048529, 4526613, 4526733, 4527590, 4529831, 4527451, 4527446, 4526863, 4529858, 4525430, 4525557, 4526907, 4042714, 4525428, 4525635, 4526524, 4528294, 4528291, 4527240, 4528580, 4525426, 4526064, 4527581, 4525534, 4525472, 4529887, 4528286, 4527505, 4527572, 4529878]['Hackers have stolen photos of travelers taken by the US border agency', 'Over 50 , 000 license plates leaked in hack of border contractor not authorized to retain them', 'Feds Say Photos of Travelers Compromised in Data Breach', 'Hackers stole thousands of border - crossing photos from border agency', 'USA: Hacking of Customs Office exposes data of travelers', 'Customs says hack exposed images of travelers , license plates', 'Hacking the database of EU border agencies', 'Customs and Border Protection says photos of travelers stolen in data breach', 'Hackers stole a US Customs and Border Patrol facial recognition database', 'Customs : Hack exposed traveler , plate images | News , Sports , Jobs', 'Border Patrol Hack Shows How New Technology Makes Law Enforcement a Target', 'Thousands of license plates leaked in hack of border contractor', 'CBP says hackers stole license plate and traveler photos', 'The US Customs Service. uh . suffered a hack that exposed traveler data', 'EU: They expose data of travelers by 80

United StatesHIC North America 2020 June 10 https://www.theverge.com/2020/6/10/21286486/dark-basin-hackers-for-hire-phishing-emails-environmental-nonprofit-groups-exxon-mobil[4215516, 2552061, 2553519, 2553006, 2550388, 2552491, 2549857]['Researchers detail huge hack - for - hire campaigns against environmentalists', 'Activists Hacked for Targeting an Oil Giant', '  Environmentalists Targeted Exxon Mobil . Then Hackers Targeted Them . ', 'Hack - for - hire group targeted climate activists behind # ExxonKnew campaign', 'Environmentalists Targeted Exxon Mobil . Then Hackers Targeted Them . ', 'Researchers Show Hack - for - Hire Op Targeted Groups Fighting For Climate Action & Net Neutrality', 'Nefilim Hackers Publish Oil Firm Data Online and Continue Campaign']6

Gambia LIC Sub-Saharan Africa2019 July 17 https://allafrica.com/stories/201907170206.html[4598178, 4595141, 4600006]['Gambia : Malick Mboob Explains Torture by  Jungler in the Freedom Newspaper Hacking', 'Malick Mboob Explains Torture by  Jungler in the Freedom Newspaper Hacking – Foroyaa Newspaper', 'Malick Mboob Explains Torture by  Jungler in the Freedom Newspaper Hacking']2

United StatesHIC North America 2018 December 1 https://www.amestrib.com/news/20181130/data-breach-found-in-city8217s-parking-ticket-payment-system[5019945, 2202735, 2200320, 5030527, 2202840, 5019398]['Data breach found in city parking ticket payment system - News - The Ames Tribune', 'Data Breach Affects 4 , 000 Recipients of Ames Parking Tickets', 'Ames parking ticket data breach could have compromised 4 , 600 motorists payment information', 'Data breach hits drivers who paid Ames city parking tickets', 'City of Ames data breach hits drivers who paid city parking tickets', 'City of Ames warns of parking ticket system data breach']5

United StatesHIC North America 2017 March 16 http://investmentwatchblog.com/cia-hacking-revelations-and-the-murder-of-michael-hastings/[292966, 273383]['CIA Hacking Revelations and the Murder of Michael Hastings – InvestmentWatch', 'New Wikileaks Dump About CIA Hacking Sheds Light On the Mysterious Death of Michael Hastings']1

United StatesHIC North America 2020 June 22 https://www.businessinsider.com/blueleaks-hackers-publish-sensitive-files-from-200-police-departments-2020-6[2571182, 2573550, 2569847, 2574176, 2836494]['BlueLeaks : Hackers publish sensitive files from 200 police departments', 'Hackers release internal documents from over 200 US agencies, including FBI', 'Hackers just leaked sensitive files from over 200 police departments that are searchable by badge number', 'The  BlueLeak Hack Targeted Years of Law Enforcement Documents', '200 Law Enforcement Agencies Across U . S . Hacked , Sensitive Intel Exposed']4

United StatesHIC North America 2021 February 21 https://www.washingtonexaminer.com/news/kroger-announces-some-pharmacy-customer-data-compromised-in-hack[3141857, 3143037, 3142584, 3143906, 3143709, 3145151, 3143693, 3145139, 3143692, 3143675, 3142618, 3143667, 3143677, 3143664, 3143048, 3143370, 3145144, 3142571, 3142609, 3143897, 3144768, 3142572, 3143663, 3141094, 3142590, 3145146, 3145138, 3143528]['Kroger is latest victim of third - party software data breach', 'Kroger is latest victim of third - party software data breach » Borneo Bulletin Online', 'Kroger part of vendor file - transfer service data breach', 'Kroger investigating pharmacy customer data compromised in hack , including social security information', 'Kroger ( Accellion systems ) Little Clinic pharmacy data breach - Security', 'Kroger Data Breach Now Includes Sensitive Consumer Info', 'Kroger is latest victim of third - party software data breach - Indianapolis Business Journal', 'Kroger reports data breach from third - party file transfer service', 'Kroger becomes latest victim of third - party software data breach', 'Kroger : Some pharmacy customer data impacted in vendor hack', 'Kroger reports data breach of some pharmacy , internal records', 'Kroger pharmacy customers personal information possibly compromised due to data breach', 'Kroger is latest victim of third - party software data breach :: WRAL . com', 'Kroger reports data breac27

United StatesHIC North America 2021 October 11 https://www.itpro.co.uk/security/malware/361190/fontonlake-sophisticated-malware-targets-linux-systems[2921552, 2918121, 2915493, 2922228, 2917739, 2915648, 2925123]['FontOnLake :  Sophisticated  malware targets Linux systems', '  FontOnLake  Malware Family Targets Linux Systems', 'New family of malware attacks Linux users - study', 'FontOnLake, stealth malware for Linux systems', 'ESET Research uncovers FontOnLake : Targeted malware attackin ... ', 'FontOnLake : Previously unknown malware family targeting Linux', 'Bad News for Linux Users : New Malware Targets Linux !']6

United StatesHIC North America 2022 August 26 https://www.vedomosti.ru/technology/news/2022/08/26/937754-lastpass-soobschil-o-vzlome[3769578, 3770530, 3768726, 3770525, 3769008, 3769009, 3772361, 3767936, 3769027, 3769020, 4059450, 3769318, 3768308, 3770625, 3769015, 3769182, 3769016, 3769017, 3769011, 3769211, 3768499, 3769183, 3771765, 3769378, 3772199, 3768724, 3769957, 3770505, 3772568, 3768682, 3768369, 3768638]['Password manager LastPas admitted to hacking .. Customer passwords are not leaked', 'LastPass Was Hacked and Lost Source Code Because of It', 'Last Pass app hacked, the company itself gave information; Know the process of creating a strong password. Password Manager Used By Millions Across The World Says It Was Hacked', 'Hackers Steal Portions Of LastPass Source Code But Dont Panic Says Company', 'The largest password manager LastPass reported a hack', 'Hackers stole the data of the LastPass password manager developer', 'LastPass Password Manager Hacked Again', 'LastPass Source Code Stolen in Data Breach', 'Popular password manager hacked', "Hackers break into LastPass password manager, but don't get to user passcodes", 'Proprietary Info , Source Code Stolen in LastPass Data Breach', 'LastPass Password Manager Admits it Had a Data Breach Should You Change Your Passwords ? ', 'LastPass source code copied by hacker', 'Hacker attack on LastPass, the repository of Power 1177772 | The voice of time', 'Hackers ha31

United StatesHIC North America 2022 December 27 https://www.punto-informatico.it/app-causando-quasi-50-malware-macos/[3938049, 3937509, 3945518]['An app is causing nearly 50% of malware on macOS', 'Surprisingly , this app is causing nearly 50 % of macOS malware delete now', 'This App Causes 50 % Of Malware , Viruses On MacBooks']2

South KoreaHIC East Asia & Pacific2021 July 23 https://www.etoday.co.kr/news/view/2047394[4145232, 4145227, 4145219, 4145225, 3414246, 4145224, 4145226, 4145215, 4145231, 4145233]['Chat Consulting Solution Happy Talk Hacking … Leaked over 10,000 personal information', 'HappyTalk was hacked and the personal information of 1,500 Toss customers was leaked', 'Hacking a chat counseling agency … Comprehensive customer consultation contents leaked about 80,000 cases', 'Platform chatbots such as Baemin were hacked... Leakage of personal information and consultation contents', 'Chat counseling agency hacking damage... More than 80,000 customer consultations leaked', 'Hacking a chat counseling agency … Leaked 87,000 counseling cases', 'Leaked HappyTalk consultation details used by 20,000 companies such as Toss and Baemin to hackers', 'Chat counseling service HappyTalk Hacking … About 12,000 personal information leaks', 'Toss, Happy Talk was hacked... About 1500 cases of customer information leaked', '[Comprehensive] More than 10,000 personal information leaked through HappyTalk hacking... Initiate investigation by the Personal Information Commission']9

Germany HIC Europe & Central Asia2021 October 1 https://www.t-online.de/region/leipzig/news/id_90896478/hacker-legen-uni-leipzig-mit-erpresser-software-lahm.html[2903953, 2903954]['Hackers paralyze Uni Leipzig with blackmail software', 'Leipzig: Hackers paralyze the university system']1

Russia UMC Europe & Central Asia2021 December 10 https://www.di.se/nyheter/intranget-visar-riskerna-kan-bli-en-framtida-mardrom/[3025689, 3025835, 3030414, 3027304, 3028286, 3029024, 3029644, 3026037, 3025281, 3025608, 3025836, 3028017, 3027642]['Hackers hacked into Volvo and stole research and development data', 'The data breach at Volvo Cars shows the risk with connected cars', 'Hackers stole Volvo research and development data', 'Volvo Cars victim of a hack', 'Volvo Cars Servers Were Hacked : A Lot Of R & D Data Stolen', 'Volvo Cars: The data breach has been investigated all weekend', 'Volvo attacked by hackers, they stole data from R & D', 'Volvo Suffers Cyber Attack , Says R & D Data Stolen', 'Hackers steal research data from Sweden Volvo Cars', 'Hackers Steal Research Data From Sweden Volvo Cars', 'Volvo Cars affected by data breach', 'Someone Hacked Volvo And Stole Company Secrets', 'Hackers stole Volvo development data']12

Russia UMC Europe & Central Asia2021 April 9 https://govoritmoskva.ru/news/269691/[3223052, 3223051, 3223067, 3223053]['Media: police detained the administrator of the "Eye of God" in connection with an attempt to hack the databases of Sberbank', 'The source reported the connection of the "Eyes of God" case with an attempt to hack the databases of Sberbank', 'The source spoke about the connection of the Eye of God case with the hacker attack on Sberbank', 'Source: The case of the Eye of God is connected with an attempt to hack into the databases of Sberbank']3

Ukraine LMC Europe & Central Asia2019 April 13 http://fedpress.ru/news/77/society/2221066[4009908, 4441047, 4442682, 4010348, 4010453, 4442033, 4010357, 4010431, 4443301, 4009909, 4442405, 4010465, 4444083, 4442034, 4448114, 4442688, 4442695, 4440841, 4442549, 4442401, 4441955, 4443582, 4442056, 4444344, 4440846, 4442049, 4442416, 4443855, 4442404, 4010369, 4443333, 4010874, 4441822, 4010052, 4010452, 4445956, 4442458, 4010265, 4443093, 4441049, 4442061, 4010293, 4444349, 4446238, 4010593, 4009899, 4011516, 4442706, 4441964, 4011021, 4442413, 4442693, 4443853, 4442686, 4443219, 4445795, 4012228, 4440867, 4011166, 4443906, 4443758, 4442691, 4443312, 4443869, 4444430, 4442775, 4443866, 4443334, 4010477, 4443859, 4442694, 4442407, 4010081, 4010526, 4010371, 4442680, 4010450, 4446886, 4440809, 4443218, 4444160, 4442036, 4442032, 4441823, 4442702, 4444348, 4444453, 4441954, 4441463, 4443854, 4443678, 4443575, 4011017, 4442689, 4444304, 4442383, 4442402, 4443863, 4444347, 4011492, 4444413, 4011019, 4010640, 4010529, 4443903, 4444306, 4444570, 4449750, 4444341, 4444342, 4013505, 4011613, 4442698, 401140['Media: Microsoft reported hacking of Outlook service', 'Microsoft reported hacking of Outlook service by hackers - Latest news today', 'Microsoft reported a large-scale breach by hackers', 'Microsoft: Outlook, Hotmail and MSN victims of hacking', "Contrary to Microsoft's claims: the hack was not limited to Outlook and was much more serious", 'Microsoft reveals some Outlook . com user accounts were hacked for months', 'Outlook, Hotmail and MSN: Microsoft messaging victims of hacking', 'Microsoft Says Hackers Had Access to Some Outlook . com Accounts for 3 Months', 'Outlook and Hotmail hacked', 'World famous mail service hacked', 'Hackers hacked into a number of Outlook email client accounts', 'Microsoft Outlook Hacked, Hackers Can Peek at E-mail Contents', 'Microsoft user e - mails exposed in data breach', 'Microsoft informs Outlook users of hack', 'Hackers attack Microsoft, the company asks users to change their passwords', 'Microsoft reported a hack in Outlook', 'Hackers got access to the data of Microsoft150

Indonesia LMC East Asia & Pacific2019 March 18 https://www.jawapos.com/teknologi/18/03/2019/13-juta-data-pengguna-bobol-bos-bukalapak-bantah-situsnya-diretas[4394638, 4394641, 4394632, 4394663, 4394651, 4394630, 4394654, 4394655, 4394657, 4394661, 4394635, 4394634, 4395906, 4394662, 4394643, 4394636, 4394640, 4395902, 4394644, 4394650, 3999978, 3999980, 4394660, 4394658, 4394653, 4394625, 4001878, 4394647, 4397612, 4394633, 4394656, 4394659, 4394629]['Acknowledging Hacking, Bukalapak Boss Makes Sure User Data Is Still Safe', 'Reportedly hacked, Youthmanual did a search', "Bukalapak Ensures No User's Personal Data Has Been Hacked", 'Weak Security Makes Hackers Hack Bukalapak? : Okezone techno', '13 million user data breached, Bukalapak boss denies his site was hacked', 'The identity of the hacker who claims to have broken Bukalapak', 'Bukalapak says hackers failed to steal user personal data', 'Bukalapak Ensures No User Data Has Been Stolen by Pakistani Hackers', 'Bukalapak Denies Millions of User Accounts Stolen by Hackers', 'Bukalapak User Data Hacked and Sold on the Dark Web', 'Youthmanual Indonesia Follows Up on Alleged Hacking of 1.12 Million User Accounts', 'Alleged Hacking of Bukalapak Customer Data: Urgent Personal Data Protection Act', 'Hacker Attacks Bukalapak, Kominfo Prepares Protection Rules – VIVA', 'Regarding the Hacking of Bukalapak, Kominfo admits that it is difficult to act on the perpetrators', 'Hackers Steal 26 Million New Accounts, Ca32

Egypt LMC Middle East & North Africa2018 September 24 http://www.wakionline.com/technology/11024.html[2026484, 2027358]['Hacked thousands of WordPress websites', 'Thousands of hacked WordPress sites are being used to scam users']1

Spain HIC Europe & Central Asia2017 July 15 http://www.lacerca.com/noticias/guadalajara/web-ayuntamiento-guadalajara-cobrar-mendieta-avisamos-hicieron-caso-375019-1.html[669168, 669169, 670948, 667050, 673120, 669167]['Anonymous hacks the website of the Guadalajara City Council for collecting the exhumation of Mendieta: We warned, they did not pay attention', 'Anonymous hacks the website of the Guadalajara City Council for collecting the exhumation of Mendieta', 'Anonymous hacks the website of the Guadalajara City Council for collecting the exhumation of Mendieta — eldiadigital. is', 'They hack the website of the Guadalajara City Council', 'Anonymous hacks Guadalajara council website after it charges Civil War victim family for exhuming his body', 'Anonymous hacks the Guadalajara City Council website']5

United StatesHIC North America 2021 July 2 https://www.scmagazine.com/home/security-news/phishing-attack-targets-docusign-and-sharepoint-users/[3368225, 3377774]['Phishing attack targets DocuSign and SharePoint users', 'Phishing attack targets DocuSign and SharePoint users']1

United StatesHIC North America 2019 April 29 https://www.pcworld.idg.com.au/article/660993/mystery-data-breach-reportedly-exposes-80-million-names-addresses-income-info/[4021074, 4464746, 5076071]['Mystery data breach reportedly exposes 80 million names , addresses , and income info', 'INT : Massive data breach exposes ages , addresses , income on 80 million U . S . families', 'Personal Info of 80 Million U . S . Households Exposed in Data Breach']2

India LMC South Asia 2022 November 2 https://economictimes.indiatimes.com/news/india/russian-hacker-who-manipulated-jee-last-year-gets-bail/articleshow/95249802.cms[3865028, 3865030, 3865033, 3865029]['jee : Russian  hacker  who manipulated JEE last year gets bail', 'Special court grants bail to Russian  hacker  who manipulated JEE last year', 'JEE - Russian  hacker  who manipulated JEE last year gets bail', 'JEE Mains Exam : Russian  HACKER  who manipulated JEE exam last year gets bail']3

United StatesHIC North America 2019 April 15 https://www.hospitalitynet.org/news/4092903.html[4432479, 4444421]['HNN - Starwood data breach : Lessons for the hotel industry', 'Starwood data breach : Lessons for the hotel industry']1

United StatesHIC North America 2019 March 11 https://www.msn.com/en-gb/news/newslondon/hacker-uncovers-chinese-database-that-lists-child-bearing-status-of-18m-women/ar-BBUDFqE[4386792, 4385955, 4386793]['Hacker  uncovers Chinese database that lists child - bearing status of 1 . 8m women  ', 'Hacker finds open database of fertile women', 'Chinese Data Breach Exposes  Breed Ready  Status Of Almost 2 Million Women']2

United KingdomHIC Europe & Central Asia2019 August 1 https://www.walesonline.co.uk/news/uk-news/people-stitches-over-new-email-16676730[4639356, 4635444, 4635442]['People are in stitches over new email phishing scam which warns of assassination', 'This new phishing email con warning that youre on an assassin hitlist will have you in stitches', 'Assassination email phishing scam has people in stitches']2

Saudi ArabiaHIC Middle East & North Africa2017 May 14 http://www.arabianbusiness.com/uae-updates-computer-users-after-news-of-global-cyber-attacks-673836.html[462367, 469836]['UAE says unaffected by new global cyber attacks', 'UAE updates computer users after news of global cyber attacks']1

United StatesHIC North America 2018 October 16 http://www.modernhealthcare.com/article/20181016/NEWS/181019927/anthem-to-pay-16m-in-record-data-breach-settlement[2097671, 2095170, 2097628, 2097580, 2097221, 2109774, 2095099, 2097680, 2096044, 2093611, 2097668, 2096045, 2103518, 2097625, 2095234, 2097585, 2097646, 2097719, 2097623, 2103644, 2097672, 2096317, 2097640]['Anthem to Pay a $16M Settlement to HHS for Data Breach', 'Insurer Anthem will pay record $16M for massive data breach | NewsRadio KLBJ , 590AM and 99 . 7FM Austin Texas', 'Insurer Anthem Will Pay Record $16M Fine For Massive Data Breach', 'Anthem to pay $16M in record data breach settlement', 'Anthem Agrees to Record Payment $16M for Largest U . S . Health Data Breach', 'Anthem hit with record $16 Million fine after data breach', 'Data Breach That Hit 79 Million People Will Cost Anthem $16 Million « CBS Sacramento', 'Anthem pays $16 million in record HIPAA settlement for data breach', 'Insurer Anthem will pay record $16 million for massive data breach', 'Insurer Anthem will pay record $16M for massive data breach', 'Anthem pays a record $16M settlement to HHS for 2015 data breach', 'Healthcare data breach : Insurer Anthem Inc to pay $16 mn as fine to US govt', 'Anthem to pay record £12M for 2015 data breach', 'Anthem to pay record $16M fine for insurance data breach', 'Health insurer Anthem to pay $16 - mil22

United StatesHIC North America 2020 June 6 https://www.straitstimes.com/singapore/st-engineering-aerospaces-us-subsidiary-suffers-massive-data-breach[2546502, 2547273, 4216871]['ST Engineering Aerospace US subsidiary suffers massive data breach', 'ST Engineering conducts  rigorous review  of systems after data breach at US subsidiary', 'US subsidiary of ST Engineering Aerospace suffers massive data breach']2

India LMC South Asia 2021 December 21 http://idrw.org/rattled-by-indias-power-china-tried-to-hack-into-defence-systems-ib-report/[3045169, 3043546, 3043542]['Rattled by India power , China tried to hack into defence systems : IB report – Indian Defence Research Wing', 'Rattled by India power , China tried to hack into defence systems : IB report', "China Pakistan linked hackers attack Indian targets, reveals in IB Report. Furious with India's might, Dragon tried to hack army's computer, IB's big disclosure"]2

United StatesHIC North America 2021 February 8 https://www.msn.com/en-xl/news/other/iran-hides-spyware-in-wallpaper-and-food-apps/ar-BB1duITu[3119824, 3119250, 3119741, 3119249, 3119731, 3124614, 3118684, 3118606]['Iran  hides spyware in wallpaper and food apps  ', 'Iran  hides spyware in wallpaper , restaurant and games apps  ', 'The Cybersecurity 202 : New research highlights an expanding pool of victims of Iranian hackers', 'Hacking campaigns reveal Iranian attacks on dissidents', 'Researchers find more victims of one of Iran oldest hacking groups . ', 'Iran hired elite hackers to infect cellphones and spy on dissidents', 'Iran hides spyware in photo apps, restaurants and games to monitor its opponents', 'Iran hides "spyware" in restaurant and game applications']7

France HIC Europe & Central Asia2022 July 8 https://www.usine-digitale.fr/article/la-poste-mobile-victime-d-un-ransomware-des-donnees-personnelles-potentiellement-derobees.N2024557[3705818, 3705855, 3705856, 3708342, 3707572]['La Poste Mobile victim of ransomware, personal data potentially stolen', 'La Poste Mobile victim of ransomware, personal data may be in the wild', 'La Poste Mobile: customer data stolen by Russian hackers', 'La Poste Mobile blocked by ransomware', 'La Poste Mobile hacked by hackers , are you affected by this data leak ?']4

South KoreaHIC East Asia & Pacific2022 January 27 https://www.insight.co.kr/news/379624[3476003, 3472312, 3470624, 3470625, 3470628, 3470626]['Number of voice phishing incidents↓ · Damage 3 times ↑ … Loan Fraud Overwhelming (Politics / Society) - NSP Communications', 'Arrested Chinese voice phishing organization that stole 8.3 billion won from Koreans through fake payment text messages', 'Shopping mall payment I was surprised and called... Chinese voice phishing method to extract 8.3 billion won', 'I called to complain about the shopping mall payment text... Chinese voice phishing method to extract 8.3 billion won', '[Video M] 10 people arrested per voice phishing gang in China ‥ 236 Koreans suffered damages of 8.3 billion won', 'That text I received once... Voice phishing ripped off 8.3 billion, arrested in China - Kukmin Daily']5

Chile HIC Latin America & Caribbean2022 September 30 https://www.emol.com/noticias/Nacional/2022/09/30/1074312/ciberataque-filtracion-archivos-cna.html[3816221, 3816230, 3816222]['National Accreditation Commission reports leak of data and files after hacking', 'Biobío Exclusive: Group of hackers extracted and released files from the National Accreditation Commission | radiogram - biobiotv', 'The National Accreditation Commission is hacked']2

Russia UMC Europe & Central Asia2022 July 25 https://www.securitylab.ru/news/532948.php[4056944, 3729223, 3726888, 3727438, 3726556, 3731304, 3727463]['Hackers armed with calculators and attack Windows 7', 'Learn how to hack Windows using the Calculator', 'Phishing: a dangerous virus hides in the Windows calculator', 'Windows learned to hack through a calculator', 'Phishing Attacks Are Now Using the Windows Calculator', 'Hackers found a way to hack Windows 7 using a calculator', 'Windows 7 was hacked with a calculator']6

Serbia UMC Europe & Central Asia2022 June 15 https://naslovi.net/2022-06-15/euronews/geodetski-zavod-hakerski-napad-na-it-infrastrukturu-katastra-servisi-nedostupni-korisnicima/30841357[3688107, 4096792, 3677284, 3677286, 3677288, 3677283, 4097771, 4097381, 3677293, 3678883, 4097773, 3682552, 3677285, 4097775, 3682556, 4097778, 4096795, 3678888, 3677287, 4096803, 4096798]['RGZ announced which services are starting to work after the hacker attack', 'Hacker attack on the cadastre - Headlines. net', 'Republic cadastre target of hacker attack', 'All real estate business suspended, RGZ locked due to hacker attack', 'Geodetic Office: Hacker attack on IT infrastructure of cadastre, services unavailable to users', 'Cadastre targeted by hackers: RGZ locked the entire information system', 'After the hacker attack, the cadastre starts working again on the 20th. June - Related news', 'After the hacker attack on Cadastre, the services are gradually returning to work from Monday', 'RGZ services unavailable due to hacker attacks', 'All operations suspended: RGZ locked due to hacker attack', 'RGZ recovers from hacker attack: Priority services start tomorrow', 'Gradual access to RGZ data began after the hacker attack', 'Republic cadastre targeted by hackers', 'After the hacker attack, the cadastre starts working again on the 20th. June', 'Consequences of the hacker attack on RGZ: Which servic20

Denmark HIC Europe & Central Asia2022 November 3 https://finans.dk/erhverv/ECE14554793/dsb-hackerangreb-og-fejl-gav-totalnedbrud-i-togdriften/[3866395, 3866924, 3866378, 3866399, 3866377, 3866960]['DSB: Hacker attacks and errors resulted in a total breakdown in train operations', 'Danish railway system crashed as a result of a hacker attack', 'Danish trains did not run on Saturday due to the hacker attack', 'Hacker attacks and errors caused breakdowns in train operations on Saturday', 'Danish trains did not run on Saturday due to the hacker attack', 'Denmark: Failure of the railway network as a result of a hacker attack']5

France HIC Europe & Central Asia2021 March 24 https://www.zdnet.fr/actualites/le-malware-purple-fox-evolue-pour-se-propager-sur-les-machines-windows-39920001.htm[3197594, 3198622, 3198108]['Purple Fox malware evolves to spread on Windows machines', 'Purple Fox Malware Targets Windows Machines With New Worm Capabilities', 'Purple Fox malware is now even more malicious']2

KazakhstanUMC Europe & Central Asia2021 February 16 https://365info.kz/2021/02/mon-oproverg-vzlom-kyndelik[3132619, 3132620]['Ministry of Education and Culture opposed hacking of "Kundelik"', 'Users complained about the hacking of the Kundelik portal']1

Indonesia LMC East Asia & Pacific2021 August 18 https://megapolitan.kompas.com/read/2021/08/18/17040091/kpu-jakarta-timur-periksa-data-pemilu-pascaperetasan-situs-resmi-mereka[2845729, 2843057, 2843062, 2845734, 2843064, 2845730, 2845736, 2845731, 2845733, 2843065, 4838, 4830, 4831, 2843063, 4832, 2843058, 2843059, 4804, 2843056, 2843055, 2845732, 2845727, 2082, 2843060, 2845728]['East Jakarta Election Commission Checks Election Data After Hacking Their Official Website', 'Man held for hacking into ECI website , creating fake voter IDs', 'up saharanpur accused hacked website election commission made fake voter id', 'East Jakarta KPU fixes cybersecurity in response to website hacking', 'UP Police Arrest Man for Hacking into EC Account , Creating Over 10 , 000 Fake IDs', 'Clan _ X7 Hack East Jakarta KPU Official Website', 'Hacking the KPU East Jakarta Website, Actors of Pandemic Protests and Heroic Values: Okezone Megapolitan', 'East Jakarta KPU Website Hacked, Employee Work Activities Disrupted: Okezone Megapolitan', 'East Jakarta KPU Official Website Hacked Tuesday, August 17 Evening', 'Man arrested from UP for hacking into ECI website , creating fake IDs', 'Website Hacked, East Java Election Commission Has Not Taken Legal Steps', 'East Jakarta Election Commission pocketed the identity of the site hacker', 'Site Hacked, East Jakarta Election Commission Ensures Safe Database', 'Electi24

United StatesHIC North America 2021 June 21 https://www.pcguia.pt/2021/06/descoberto-novo-malware-chamado-vigilante-que-so-ataca-computadores-usados-em-downloads-de-software-pirateado/[3347162, 3352573, 3351137, 3353774, 3346201, 3346266, 3352569, 3347161, 4130900, 3354096, 3351602, 3348982, 3359124, 3356526, 3347164, 3346688, 4131716, 3352568, 3347163]['Weird Malware Called Oddball Blocks You From Accessing Piracy Sites Instead Of Hacking Device ; What Kind of Sorcery is This ? ', 'Researchers find malware that blocks access to pirated websites', 'New malware called Vigilante discovered, which only attacks computers used to download pirated software', 'l+f : Malware fights against software piracy', 'Puzzling New Malware Blocks Access to Piracy Sites - Infosecurity Magazine', '  Vigilante Malware  Is Preventing People From Visiting Their Favourite Pirate Sites', 'This malware prevents users from browsing pirated websites', 'Malware Discovered to Stop Victims From Pirating Software', 'This strange malware prevents you from visiting pirate sites', 'New Vigilante - Malware Blocks Users Of Pirated Software From Pirated Sites – CIO East Africa', 'This band of vigilantes is hitting internet pirates with malware attacks', 'Sophos Discovers Malware That Blocks The Pirate Bay', 'Malware blocks access to pirate sites', 'Curious malware attacks users of pirated softwa18

Ukraine LMC Europe & Central Asia2021 February 8 https://fedpress.ru/news/ukraine/society/2672880[3118865, 3121196, 3119236, 3119229, 3119228, 3119227]['Turkish hackers hacked Ukrainian IKEA account | Ukraine', 'Instagram - IKEA account in Ukraine hacked: other Ukrainian companies had to make excuses -', "IKEA Ukraine's Instagram account was hacked by hackers and photos were deleted", 'Ukrainian IKEA Instagram page hacked - details latest news UNIAN', 'The official Ukrainian page of IKEA on Instagram was hacked', "IKEA's Ukrainian Instagram page was hacked - details of the latest UNIAN news"]5

Serbia UMC Europe & Central Asia2021 February 2 https://naslovi.net/2021-02-02/pcpress/trickbot-se-vratio-sa-svezim-phishing-i-malver-napadima/27205042[4109987, 3103503, 3106900]['Trickbot is back with fresh phishing and malware attacks', 'Trickbot is back again - with fresh phishing and malware attacks', 'Cyber Security Today – Trickbot malware may be back , who stole this database , USCelluar hacked and beware of ads on search engines']2

France HIC Europe & Central Asia2021 February 24 https://www.letelegramme.fr/bretagne/piratage-de-donnees-medicales-350-000-bretons-concernes-dont-des-personnalites-24-02-2021-12710083.php[3148202, 3150792, 3148121, 3148246, 3150825, 3150813, 3150791, 3148200, 3148204, 3148196, 3152885, 3146606, 3148220, 3148198, 3150779, 3152886, 3148120]['Health: the medical records of nearly 500,000 French people hacked and published on the Internet', 'France: opening of an investigation after a massive hacking of medical data', 'Hacking of medical data: 350,000 Bretons concerned, including personalities', 'Hacked medical data: is France ready to face Data capitalism?', 'The medical records of 108 . 000 Loiretans hacked: how do I know if I am one of the victims?', 'Hacking medical data: how to know if you are one of the 500. 000 French concerned?', 'Hacking medical data. A site to find out if you are one of the patients concerned', 'Hack . The medical data of 300,000 Bretons on the dark web!', 'Health: 500,000 medical records of French patients hacked and published on the internet', 'Hacking of medical data: whose fault is it?', 'France opens an investigation after a massive hack of medical data', 'Hackers in France openly posted the data of almost 500 thousand patients of clinics', 'Computer hacking: what we know about the leak of medical data of nearly 5016

Argentina UMC Latin America & Caribbean2020 September 10 https://elintransigente.com/2020/09/juntos-por-el-cambio-presento-en-el-senado-un-pedido-de-informe-sobre-el-hackeo-a-migraciones/[2690539, 4253886, 4253872, 2685972, 2685937, 4255052, 4252419, 2691816, 2685938, 2694844, 4253900, 4253892, 2686291, 2699117, 4260329, 2694647, 2697989, 4253868, 2686712, 2691406, 4253907, 4253896, 4253890, 2698000, 2694635, 2690538, 4253906, 4253889, 4255054, 4253869, 4253870, 2694634]['The deadline for the Migration hack expires and the cybercriminals demand the 4 million dollars', 'Migration Hack: the Government will not pay the ransom', 'Together for Change presented in the Senate a request for a report on the hacking of Migrations', 'They hacked files from the Directorate of Migration and ask for millions to return them', "Hackers attacked the Nation's Migration system and demand US$76 million in ransom", 'Who is behind the Migrations hack and how does Netwalker work, the malicious software used', 'Migrations: hacking, theft and an extortion order of US$76 million', 'Hackers publish data seized from Migrations of Argentina after expiration of the deadline for ransom | International', 'Who is behind the hack to Migrations', 'Hackers publish data seized from Migrations of Argentina after the deadline for ransom expired', 'Migration Hack: they published the seized data', 'Hacking of Migrations: the deadline for the ransom expired and the stolen data was published', 'Argentina: Hackers ask31

Russia UMC Europe & Central Asia2019 June 14 https://www.vedomosti.ru/business/news/2019/06/14/804209-rosneft-reuters[4044654, 4044660, 4044482, 4044639, 4044651, 4044656]['Rosneft accuses Reuters of spying and hacking social media accounts', 'Rosneft accused Reuters of total surveillance and hacking of social networks', 'Rosneft accused Reuters of hacking social networks and total surveillance', 'Rosneft accused Reuters of total surveillance and hacking of social networks', "Rosneft accused Reuters of spying and hacking Sechin's social networks", 'Rosneft accused Reuters of "total surveillance" and hacking of social networks | Business']5

Sweden HIC Europe & Central Asia2019 August 19 https://www.svt.se/nyheter/lokalt/smaland/dataintrang-i-vasterviks-kommun[4677147, 4677148]['Data breach in Västervik municipality - get hold of account and password', 'Municipality exposed to data breach - Västervik - News Västervik Gamleby Ankarsrum']1

Ukraine LMC Europe & Central Asia2018 October 14 http://internetua.com/opublikovan-eksploit-dlya-kriticseskoi-uyazvimosti-v-microsoft-edge[2091921, 2086618]['An exploit for a critical vulnerability in the Microsoft Edge browser has been published', 'Exploit for critical vulnerability in Microsoft Edge published']1

United StatesHIC North America 2022 June 10 https://www.jdsupra.com/legalnews/pyramid-consulting-group-llc-6140817/[3667303, 3672011]['The Ian Martin Group Announces Data Breach Leaking Social Security Numbers of More than 15 , 000 People | Console and Associates , P . C . ', 'Pyramid Consulting Group , LLC Experienced Data Breach Leaking Social Security Numbers of More Than 3 , 000 People | Console and Associates , P . C . ']1

United StatesHIC North America 2022 November 16 https://www.nextgov.com/cybersecurity/2022/11/iranian-hackers-compromised-federal-agencys-network-cisa-and-fbi-say/379832/[3886358, 3886335, 3885039, 3884474, 3884778, 3885908, 3885907, 3886077, 3889776, 3885951, 3885771, 3885394, 3885906, 3885040]['Iran-Linked Hackers Invade US Government Network and Install Cryptocurrency Generating SW – Radio Seoul', 'Iranian hackers breached US govt agency , deploy crypto miner', 'Iranian hackers have broken into US cryptocurrency reserves', 'Iranian Hackers Compromised a Federal Agency Network , CISA and FBI Say', 'Iranian hackers compromise US government network in cryptocurrency generating scheme , officials say', 'Iranian hackers broke into the US government network to mine cryptocurrency', 'Iranian hackers broke into the US government network to mine cryptocurrency', 'Iranian hackers breached the agency that hears federal worker grievances', 'Iranian Hackers Hit US Government Agency to Mine Crypto', 'Iranian hackers breach US federal agency with Log4Shell exploit', 'Hackers linked to Iran invade US government network and install cryptocurrency generation software', 'US federal agency breached by Iranian state - backed hackers via Log4Shell exploit', 'Hackers from Iran hacked the US federal network to produce c13

United StatesHIC North America 2019 October 3 https://www.today.ng/news/world/turkey-fines-facebook-data-breach-280000-users-254850[4778113, 4778776, 4778529, 4779813, 4778225, 4782965, 4793749, 4777879, 4781800, 4778528, 4781528, 4777819, 4782985, 4779921]['Turkey fines FB over data breach of over 280 , 000 users', 'Facebook fined in Turkey over data breach', 'Turkey fines Facebook over data breach of over 280 , 000 users', 'Facebook fined for massive data breach', 'Turkey Fines Facebook $281 , 000 Over Personal Info Data Breach', 'Turkey fines Facebook over data breach of 280 , 000 users', 'Facebook , Inc . ( NASDAQ : FB ) Could Face A Fine Of Over $2 Billion On Data Breach Violations In Ireland', 'Turkey fines Facebook over data breach of over 280 , 000 users – Famagusta Gazette', 'Facebook fined for yet another data breach , this time in Turkey', 'Turkey fines Facebook $281K for data breach', 'Turkey fines Facebook over data breach - The Frontier Post', 'Turkey fines Facebook over data breach of over 280 , 000 users - Xinhua', 'Facebook fined $282 , 000 in Turkey over data breach | Crime', 'Turkey fines Facebook over data breach']13

United StatesHIC North America 2019 December 10 https://www.dailymail.co.uk/sciencetech/article-7778617/Google-warning-users-real-time-sites-visit-phishing-personal-data.html[4937886, 4936324, 4937201, 4937441, 4936949, 4937904, 4939917, 4935193, 4934896, 4937355, 4941225, 4949038, 4938264, 4937888, 4937816, 4937290, 4936558, 4941227, 4950371, 4936844, 4940131, 4942077, 4937912, 4942699, 4936842, 4937905, 4936297, 4937887, 4937414, 4936551, 4942782, 4935400, 4939916, 4937148, 4933903, 4936221, 4944101, 4936834, 4939751, 4937892]['Google Chrome Adds Real - time Warnings For Phishing Attacks', 'Chrome Flaw Gives Hackers Access to Computers', 'Real-time phishing warning in Chrome', 'Chrome 79 introduces real-time phishing protection', 'Google Chrome browser will now alert you if you enter a password that hackers have already stolen', 'Chrome Password and Phishing Protection Gets Much Stronger', 'Google Chrome browser has learned to warn about account hacking', 'Google warning users in real - time if sites they visit  phishing  for personal data', "What's new in Chrome 79: real-time checking of passwords and phishing, and suspended tabs to save CPU", 'Google Chrome will warn against password theft and phishing', 'Chrome 79, which will be updated later, offers better password security and real-time phishing warnings', 'Google will automatically alert people if their passwords have been hacked', 'Google Chrome Will Now Alert You to Phishing Scams in Real Time', 'Google Adds Real - Time Phishing Scam Alerts to Chrome', 'Hackers used flaws 39

China UMC East Asia & Pacific2018 September 20 https://www.neowin.net/news/suspected-hacker-in-chinese-hotel-groups-data-theft-is-taken-into-custody[2018658, 2016622, 2016621, 2017293]['Suspected hacker in Chinese hotel group data theft is taken into custody', 'Suspect arrested for hacking into database of NASDAQ - listed hotel group', 'Suspect arrested for hacking into database of NASDAQ - listed hotel group - Xinhua', 'Chinese police arrest hacker who sold data of millions of hotel guests on the dark web']3



United StatesHIC North America 2018 October 25 https://www.healthcareitnews.com/news/3-phishing-hacks-breach-20000-catawba-valley-patient-records[2121616, 2139422]['3 phishing hacks breach 20 , 000 Catawba Valley patient records', 'Phishing Attacks Breach 20 , 000 Patient Records of Catawba Valley Medical Center']1

Australia HIC East Asia & Pacific2020 May 15 https://www.abc.net.au/news/2020-05-15/bluescope-steel-cyber-attack-shut-down-kembla-ransomware/12251316[2510331, 2510333]['BlueScope Steel hit by cyber attack causing worldwide system shutdown of operations', 'Port Kembla steelworks hit by Bluescope cyber attack']1

United KingdomHIC Europe & Central Asia2021 February 3 https://www.computerweekly.com/news/252495806/Crypto-malware-targets-Kubernetes-clusters-say-researchers[3111437, 3111821, 3113818]['Crypto malware targets Kubernetes clusters , say researchers', 'New Malware Hijacks Kubernetes Clusters to Mine Monero', 'Hildegard malware targeting Kubernetes to mine cryptocurrency']2

Israel HIC Middle East & North Africa2022 October 11 https://www.ynet.co.il/digital/technews/article/hj5v0sm7j[3832944, 3831544, 3832667, 3840803]['A year of espionage: Lebanese hackers attacked Israeli organizations', 'Hackers hacked the websites of Israeli energy companies', 'As part of a wide espionage campaign, Lebanese hackers attack Israeli organizations', "When Danny Dean was sent deep into the enemy: the IDF's first cyber attack is revealed"]3

United StatesHIC North America 2022 August 2 https://www.kompas.com/global/read/2022/08/02/130000170/140.000-terminal-pembayaran-berbasis-android-diretas-kata-sandi-ikut[3735596, 3735594, 3736352, 3736301, 3736818]['Hackers stole passwords for accessing 140 , 000 payment terminals – TechCrunch', 'Hackers stole passwords for accessing 140 , 000 payment terminals', '140 . 000 Android-Based Payment Terminals Hacked, Passwords Stolen', 'One of the payment service providers was hacked, the perpetrators gained access to 140,000 terminals', 'Hackers have gained access to 140,000 card terminals']4

Germany HIC Europe & Central Asia2020 February 6 http://internetua.com/hakery-vzlamyvauat-sistemy-kontrolya-dostupa-v-zdaniyah-i-ispolzuuat-dlya-ddos-atak[2321891, 2329905, 2320903, 2324431]['Hackers crack smart door opening systems for DDoS attacks', 'Hackers break into access control systems in buildings and use them for DDoS attacks', 'Hackers are hijacking smart building access systems to launch DDoS attacks', 'Hackers use smart building control for DDoS attacks']3

Indonesia LMC East Asia & Pacific2020 July 17 https://mediaindonesia.com/read/detail/329118-situs-kpu-diretas-data-pemilih-tetap-aman[2609267, 2614082, 2609303, 2615135, 2614087, 2602697, 2602694, 2614076, 2612266, 2609300, 2602696, 2602695]['KPU Site Hacked, Voter Data Remains Safe', 'The KPU asks the hackers to protect your voting rights to be arrested', "Protecting Voters' Page Hacked, KPU Asked to Apply Layers of Security", "Had Been Hacked Several Times, KPU Ensures Voters' Data is Safe", 'KPU Will Report to Police After Voter Data Checking Site Was Hacked', 'Pilkada Voter Checking Page Hacked, KPU Ensures Data is Safe', 'Protectyourrights of choice. kpu . go . id Hacked , Data Claimed Safe', 'KPU Plans to Report the Hacking of Pilkada Voter Checking Pages to Bareskrim', "Protect Voters' Page Was Hacked, KPU Will Issue Regulations", 'KPU Voter Protection Page Hacked', "The KPU's page was hacked by a hacker, Arief Budiman: Our data is still safe", "The RI KPU's Simultaneous Click Movement Site Was Hacked, Arief: Voter Data is Ensured to Remain Safe"]11

PhilippinesLMC East Asia & Pacific2022 April 27 https://www.cnnphilippines.com:443/news/2022/4/27/CICC-Smartmatic-data-breach-suspects-scam.html[3611444, 3613420]['Anti - cybercrime body : Smartmatic data breach suspects are  scammers  ', 'Smartmatic data  breach  part of scam on politicians , probers bare']1

South KoreaHIC East Asia & Pacific2019 May 31 https://btcmanager.com/north-korean-hackers-target-upbit-users-bitcoin-scam/[4499176, 4511592, 4033666, 4033410, 4036156, 4492761, 4505902, 4516795, 4512001, 4511774, 4033406, 4034923, 4498690, 4035708, 4033409, 4033315]['Security firm : North Korean hackers shifted focus from causing chaos to acquiring money', 'North Korean Hackers Target UpBit Users in Bitcoin Scam', 'Cryptocurrency bull market, North Korean hackers are on the rise… Beware of viewing attached files', 'Cyberattack pretending to be a famous virtual currency exchange, suspected North Korean hacker l KBS WORLD Radio', 'North Korean Hackers Attack Upbit Users in South Korea', 'Hacking organization presumed to be involved in North Korea, cyber attack situation by impersonating the Ministry of Unification', 'Presumed North Korean hacker attacks South Korean cryptocurrency exchange - The Herald Business', 'North Korean hackers attempted to steal Upbit user information', 'North Korean hackers caught phishing for South Korean cryptocurrency', 'North Korean Hackers Target Crypto Exchange UpBit South Korean Users', 'Hackers move again as Bitcoin surges... estimated North Korea', 'South Korean users of crypto exchange UpBit fell victim to a phishing attack', 'The objec15

PhilippinesLMC East Asia & Pacific2020 September 26 https://www.rappler.com/nation/after-sony-hack-north-korea-internet-hit[4259242, 4259239]['After Sony hack , North Korea Internet hit', 'North Korea Internet collapses after Sony hack']1

Pakistan LMC South Asia 2019 November 28 https://www.dawn.com/news/1519273/israeli-spyware-invasion-forces-govt-to-discard-whatsapp[4908905, 4910926]['Israeli  spyware  invasion forces govt to discard WhatsApp - Newspaper', 'Israeli  spyware invasion forces govt to discard WhatsApp']1

United StatesHIC North America 2019 October 10 https://www.pcmag.com/news/371261/flaw-in-itunes-for-windows-abused-for-ransomware-attacks[4803427, 4800411, 4798708, 4799427, 4800300, 4800133, 4796681, 4799469, 4798345, 4808288, 4796701, 4797894, 4795756, 4803691, 4796686, 4799839, 4799243, 4798558, 4800664, 4799005, 4807314, 4799422, 4799464, 4799429, 4801153, 4797986, 4800816, 4800749, 4800750]['Apple software flaw enables ransomware exploit in Windows', 'Apple iTunes zero - day bug allowed ransomware attack', 'Apple patches a zero day vulnerability in iTunes for Windows that was being exploited by ransomware', 'iTunes and iCloud vulnerability allowed Windows ransomware to be installed undetected', 'A flaw in iTunes allows ransomware to be installed on your PC', 'Update ICloud For Windows Right Now To Protect Against Ransomware', 'Flaw in iTunes for Windows Abused for Ransomware Attacks', 'Update iCloud for Windows Right Now to Protect Against Ransomware', 'Ransomware "BitPaymer" exploits vulnerability in Windows version "iTunes"', 'Critical vulnerability in iTunes is exploited by ransomware', 'BitPaymer ransomware attackers exploit Apple flaw to bypass detection', 'Windows 10: iTunes and iCloud can infect you with ransomware, update them!', 'Ransomware gang uses iTunes zero - day', 'Hackers use zero - day flaw in Apple iTunes to install ransomware', 'Attackers exploit an iTunes zeroday to install 28

Canada HIC North America 2018 November 7 https://www.cbc.ca/news/canada/toronto/ontario-cannabis-store-data-breach-canada-post-customer-orders-1.4895619[5008606, 5008608, 5008612, 5008613, 2153930, 2150538]['Canada Post says Quebec cannabis buyers not affected by data breach', 'Ontario Cannabis Store reports data breach affecting 4 , 500 customers', 'Thousands of Ontario pot buyers affected by Canada Post data breach', 'Data breach affects 4 , 500 Ontario Cannabis Store customers', 'The Weekly Hack : Canada postal service says data on cannabis customers was stolen', 'Baystreet . ca - Ontario Government Online Cannabis Store Suffers Data Breach']5

South KoreaHIC East Asia & Pacific2017 August 26 https://www.cryptocoinsnews.com/north-korean-hackers-targeted-bitcoin-exchange-cyberattacks-report/[768929, 774067, 1240918, 776714, 768928, 1239061, 773650]['RFA : N . Korea Attempting to Hack into S . Korean Virtual Currency Exchanges', 'North Korean Hackers Targeted Bitcoin Exchange with Cyberattacks : Report', 'Best Korea fingered for hacks against Bitcoin exchanges in South • The Register', 'North Korean Hackers Reportedly Attack Bitcoin Exchange in South Korea', 'RFA : N . Korea Attempting to Hack into S . Korean Virtual Currency Exchanges ㅣ KBS WORLD Radio', 'Hacking Coinbase: how bitcoins are stolen from exchanges. Meta News. IT. Amazon , exchanges , novelty .', "[Cryptocurrency craze] One-third of the world's exchanges hacked... half of them closed"]6

India LMC South Asia 2017 July 19 http://timesofindia.indiatimes.com/city/surat/surat-deos-website-hacked-pak-flag-posted/articleshow/59671738.cms[678265, 678271, 678260, 678267]['Surat DEO website hacked , Pak flag posted', 'Surat District Education department website hacked by suspected Pakistan group , later restored', 'website of surat district education officer hacked later restored', 'Pakistani hackers hack Surat District Education Officer website']3

Vietnam LMC East Asia & Pacific2018 September 30 https://english.vietnamnet.vn/fms/science-it/209298/malware-affects-71-percent-of-computers--mobile-devices.html[2046820, 2041484]['Malware affects 71 percent of computers , mobile devices', 'More than 71% of computers and mobiles infected with malware']1

Indonesia LMC East Asia & Pacific2022 December 27 https://money.kompas.com/read/2022/12/26/163000626/usai-sumsel-ojk-ngeri-daerah-lain-jadi-pusat-hacker-penipuan[3937992, 3936898, 3936902, 3936901]['After South Sumatra, OJK was horrified that other regions became fraud hacker centers', 'New Facts, Yogyakarta Becomes One of the Hacker Centers in RI', 'OJK Terrifies Yogyakarta Now Becomes Fraud Hacker Center', 'OJK: Yogyakarta Becomes the Center for Hackers in Indonesia']3

Russia UMC Europe & Central Asia2021 March 12 https://www.itpro.co.uk/security/358882/trouble-is-brewing-at-molson-coors-after-massive-hack[3182136, 3178209, 3178720, 4111152, 3178769, 3178703, 3178054, 4111151, 3178208, 3178077, 3182149]['Hackers stopped the production of beer', 'Hacker attack on beer importer in BiH', 'Trouble is brewing at Molson Coors after massive hack', 'US-Canadian brewer Molson Coors suffered a severe cyber attack Business', 'Molson Coors beer production disrupted by massive hack', 'Brewer Molson Coors targeted in cyber attack', 'The production of famous brands of beer was stopped due to a hacker attack', 'US-Canadian brewer Molson Coors suffered a severe cyber attack', 'TANJUG | Hacker attack on beer importer in BiH', 'The production of famous brands of beer was stopped due to a hacker attack by RosInvest. Com', 'US hacker attack halted RosInvest beer production. Com - Venture, management, investments']10

France HIC Europe & Central Asia2019 August 21 https://actu.fr/economie/le-site-impots-victime-dun-piratage-2000-comptes-touches_26664524.html[4681118, 4681078, 4678431, 4678435, 4681025, 4681082, 4681080, 4697018, 4681111, 4681083, 4681114, 4681087, 4678432, 4681085, 4678433, 4681035, 4681036, 4678439, 4681084, 4678441, 4678436, 4681093, 4681091, 4682062, 4681037, 4681090, 4681079, 4681088, 4681094, 4678428, 4681096, 4678434, 4681086, 4678427, 4678425]['Tax site: 2,000 accounts were hacked', 'The tax site victim of a hack: 2000 accounts affected', 'About 2,000 tax accounts hacked in June', 'Economy | Tax return: the accounts of more than 2,000 people hacked', 'Really “hacked” taxpayer accounts? 5 questions to understand the tax case. govt. en - Company', 'Taxes: approximately 2,000 accounts hacked on taxes. govt. Fr', 'Taxes confirm they faced a wave of hacks in early summer', 'Taxes: the security of the site is reinforced after hacks in June', 'Taxes: 2000 accounts have been hacked since the beginning of the summer', 'Taxes: 2,000 personal accounts hacked by hackers', 'Hacking tax accounts. govt. en: the problem is the mailboxes', 'Hacked taxpayers: authentication that leaves something to be desired', 'Hackers have hacked into more than 2,000 taxpayer accounts', 'Hacking of taxpayer accounts: The major point of concern is the security of mailboxes', 'Taxes: some 2000 tax accounts hacked, beware of scams', 'Tax Hacking: How to Avoid Scams', 'Taxes: 2 . 00034

Chile HIC Latin America & Caribbean2019 November 5 https://www.radioagricultura.cl/nacional/2019/11/05/contraloria-oficia-a-carabineros-por-presunto-hackeo-y-filtracion-de-sus-datos.html[4854412, 4839772, 4845364, 4838454, 4845363, 4836392]['Comptroller officiates Carabineros for alleged hacking and leaking of their data', 'Crisis in Chile | Intelligence data is leaked: Carabineros hacked amid protests', 'Hacking of Police: leaked documents reveal monitoring of social organizations | National', 'CiperChile denounces hacking of Carabineros de Chile with access to data on detainees, weapons and procedures', 'Documents released after hacking revealed: Carabineros investigated leaders and social and union organizations', 'Crisis in Chile: They report hacking to the website of the Carabineros and leak information about police officers | World']5

South KoreaHIC East Asia & Pacific2019 December 19 https://news.chosun.com/site/data/html_dir/2019/12/19/2019121902625.html[4956674, 4956691, 4956675, 4957276, 4957283, 4959495, 4956354]['British central bank hacking... Hedge fund taps press conference', 'Hack leaves Bank of England naive and stingy | Opinion', '[Seoul Newspaper] Bank of England press conference hacked, provided to hedge fund investors 5-8 seconds in advance', 'Bank of England refers audio feed hacking to City watchdog', 'Bank of England calls in City watchdog after press conference audio hacking', 'Traders Hacked the Bank of England and Gained an Advantage', 'Bank of England says hacked audio feed gave traders unfair advantage']6

Ukraine LMC Europe & Central Asia2018 August 7 https://censor.net.ua/news/3080194/moshenniki_sozdali_psevdosayit_napk_cherez_kotoryyi_vorovali_dannye_edeklarantov[1898573, 1895327]['Phishing of declarants : Fraudsters created a pseudo - website of the NACP , through which they stole the data of e - declarants ( 07.08.18 14:44 ) « Incidents', 'The phishing site of the NAZK steals confidential data of declarants']1

Russia UMC Europe & Central Asia2018 November 8 https://gorodfinansov.ru/hakeram-udalos-vypolnit-dzhejlbrejk-iphone-xs-max-s-ios-12-1.html[2151537, 5009031]['Hackers managed to jailbreak iPhone Xs Max with iOS 12. 1', 'Hackers managed to create a jailbreak for the iPhone XS Max on the iOS 12 operating system. 1']1

United KingdomHIC Europe & Central Asia2022 June 14 https://www.computing.co.uk/news/4051248/follina-flaw-exploited-russian-hackers-info-stealers[3675927, 3667383]['Follina flaw being exploited by Russian hackers , info stealers', 'Follina Exploited by State - Sponsored Hackers']1

United StatesHIC North America 2022 January 31 https://www.pbs.org/newshour/education/hackers-prey-on-public-schools-adding-stress-amid-covid-pandemic[3477544, 3476228, 3477521, 3467009, 3477694, 3484601, 4066650, 3469175, 3476227, 3481143, 3477540, 3486075]['  Cyber snow day : Data hacks send US schools scrambling', 'Hackers prey on public schools , adding stress amid pandemic | iNFOnews | Thompson - Okanagan News Source', 'Hackers prey on public schools , adding stress amid COVID pandemic', "Major data leak after students hack teachers' laptop: school in Drachten reports", 'Cyber Attacks on Schools Have Increased During Pandemic', 'Phishing , Malware Attacks Spike Amid Pandemic', 'Hackers target US schools', 'Parents warned after  data breach  at secondary school', 'Hackers prey on public schools , adding stress amid pandemic', 'Hackers prey on public schools , adding stress amid pandemic - New Delhi Times - India Only International Newspaper', 'Ransomware attacks on schools rise during pandemic', 'Hackers prey on public schools in U . S ., adding stress amid pandemic']11

United KingdomHIC Europe & Central Asia2020 January 6 https://www.itpro.co.uk/security/cyber-security/354461/london-stock-exchange-outage-investigated-as-possible-cyber-attack[4157249, 2268393]['London Stock Exchange outage investigated as possible cyber attack', "Reports that London Stock Exchange's system failure will be re-investigated, possibility of cyber attack"]1

Ghana LMC Sub-Saharan Africa2019 May 14 https://www.ghanaweb.com/GhanaHomePage/NewsArchive/Election-2016-Who-hacked-EC-s-system-Mahama-asks-745939[4476449, 4025873, 4481596, 4477819, 4481594, 4476450, 4477820]['2016 Polls : EC must tell us what caused system hacking - Mahama demands', 'Election 2016 : Who hacked EC system – Mahama asks', ' @ JDMahama declares , Election Hacking Now Real in Africa', 'Tell Ghanaians how your system got hacked during 2016 polls – Mahama to EC', 'Elections Hacking Now Real in Africa , Says Mahama', 'Tell us what caused system hacking during 2016 poll – Mahama to EC', 'EC must tell Ghanaians how its system got hacked in 2016 – Mahama']6

United StatesHIC North America 2021 August 26 https://www.wmfe.org/chinas-microsoft-hack-may-have-had-a-bigger-purpose-than-just-spying/188834[17489, 17568, 2847743, 2847613, 17480]['Data Stolen in Microsoft Exchange Hack May Have Helped Feed China AI Project : NPR', 'China Microsoft Hack May Have Had A Bigger Purpose Than Just Spying - NPR News', "China's Terrifying Large-Scale Plan Behind Microsoft Hack", 'Chinese hack attacks on Microsoft Exchange may be related to AI research', 'China Microsoft Hack May Have Had A Bigger Purpose Than Just Spying']4

Greece HIC Europe & Central Asia2017 September 27 http://greece.greekreporter.com/2017/09/27/anonymous-boasts-of-hacking-bank-of-greeces-confidential-documents/[851051, 851050, 1258197, 851052, 851220, 851222, 851221, 851460]['Greek central bank dismisses Anonymous hacking claim , group says  worst is yet to come  ', 'Anonymous Boasts of Hacking Bank of Greece Confidential Documents', 'Bank of Greece : Greek central bank dismisses Anonymous hacking claim', 'Central bank denies hacking claims ', 'Bank of Greece denies data leak claims by hacking group Anonymous', 'Anonymous hack claim denied by Greece ’ s central bank', 'Greek central bank dismisses Anonymous hacking claim', 'Greek central bank dismisses Anonymous hacking claim ']7

United StatesHIC North America 2018 December 5 https://www.forbes.com/sites/thomasbrewster/2018/12/05/syrian-electronic-army-hackers-are-targeting-android-phones-with-fake-whatsapp-attacks/[2207212, 2211911, 2215411]['Syrian Electronic Army Hackers Are Targeting Android Phones With Fake WhatsApp Attacks', 'Researchers : Syrian Electronic Army targeting secure messaging app users with spyware', 'These hackers are using Android surveillance malware to target opponents of the Syrian government']2

Russia UMC Europe & Central Asia2021 September 30 https://www.bleepingcomputer.com/news/security/ghostemperor-hackers-use-new-windows-10-rootkit-in-attacks/[2902104, 2905942, 2892327]['GhostEmperor hackers use new Windows 10 rootkit in attacks', 'GhostEmperor hackers use new Windows 10 rootkit in their attacks', 'New bug in Windows lets hackers install rootkits']2

United StatesHIC North America 2021 March 2 https://www.republika.co.id/berita/qpbuxm368/akun-gab-donald-trump-dan-ribuan-pengguna-lain-diretas[3162537, 3157926, 3157928, 3158584, 3153723, 3157491, 3147560, 3157247, 3159986, 3147565, 3157858, 4109842, 3157321, 3157931, 3157930, 3157853, 3159314, 3162538, 4109843, 3160262, 3157933, 3159917, 3156356, 3156972, 3159885, 3157797]['A rookie coding error that may have been used for the Gab hack came from its CTO, the site hid evidence of introducing the insecure code', 'Gab blames reported hack of 40 million posts on  demon hackers  ', 'The CEO of far - right social media site Gab said it was under attack from  demon hackers . The hacker threatened to leak passwords and private messages from 15 , 000 users . ', "Donald Trump's Gab Account and Thousands of Other Users Hacked", 'Right - wing site Gab responds to  alleged  data breach', 'Social media site Gab hacked : Passwords , private messages , user data stolen', 'Hackers have learned to steal conversations from the social network Clubhouse', 'Virtually everything in Gab: private data of users of the alternative social network Twitter and Parler are hacked', 'Gab Hack Reveals Passwords And Private Posts', 'The social network Clubhouse announced the hacking and leakage of user conversations « Russian Jew', 'Gab Hacked ; Group Promises  Gold Mine  Of Info On  Militias , Neo - Nazis , QA25

Finland HIC Europe & Central Asia2019 June 16 https://www.ess.fi/uutiset/paijathame/art2548459[4534737, 4039913, 4530778, 4536546, 5044960, 4530780, 4530779, 4530777, 4042977, 5081454, 4530781]["The cyber attack paralyzed the city of Lahti's services from the beginning of the week", 'Near Perpignan: a cyber attack paralyzes the medical imaging center', "Lahti's systems were confused by the cyber attack - serious disruptions still in progress", 'The first systems are already working - checking the traces of the Lahti cyber attack takes time', 'Lahti cyber attack investigation: did the malware sneak into thousands of computers due to the actions of a single user?', "The cyber attack continues to destabilize Lahti's health services - Krp: Everything possible is done to catch the spreaders of evil", "A thousand machines were contaminated in a cyber attack on Lahti's network - health centers in trouble", "The author of the malware found in the city of Lahti's information systems is still unknown : This has been a massive event - Home", 'KRP investigates: The city of Lahti was a victim of hacking – malicious software was installed on numerous computers', 'Cyber attack in Lahti disrupts city services', "T10

Russia UMC Europe & Central Asia2018 December 7 https://lenta.ru/news/2018/12/07/ataka/[2211001, 2213070]["Hackers infiltrate users' browsers", 'Increasing cases of hacker attacks on browsers']1

India LMC South Asia 2017 July 15 http://malayalam.oneindia.com/news/india/stop-killing-muslims-hackers-post-on-jharkhand-rights-panel-site-176498.html[668888, 1211023]['State Government Website Hacked; Hackers want to stop killing Muslims', 'The state ’ s official website was hacked ']1

India LMC South Asia 2022 July 8 https://www.msn.com/en-in/news/other/police-claim-hackers-groups-from-malaysia-and-indonesia-launched-cyber-war-against-india-after-nupur-sharma-controversy/ar-AAZnrfx[3706741, 3707127, 3706015]['Police claim hackers groups from Malaysia and Indonesia launched  cyber war  against India after Nupur Sharma controversy', 'Cyber attacks from Indonesia , Malaysia', "Hackers from Malaysia and Indonesia waged cyber war against India over Prophet remarks nupur sharma - India Hindi News - After the Prophet controversy, hackers waged cyber war against India, 2 thousand websites hacked; Nupur Sharma's information leaked"]2

United StatesHIC North America 2022 May 31 https://www.crhoy.com/nacionales/hackean-sistemas-de-la-ccss-durante-la-madrugada/[3660307, 3658755, 3663141, 3657924, 3658731, 3662045, 3663140, 3658730, 3658729, 3660320, 3658733, 3658732, 3660214]['CCSS : Hack is worse than expected and it is not possible to restore the systems this week', 'CCSS systems hacked during the early morning', 'CCSS declares a state of institutional emergency due to hacking', 'CCSS without certainty of when it will take to lift systems affected by hacking | GDA – Grupo de Diarios América', 'Do you have questions about hacking in the CCSS? These are the numbers you should call', 'Thousands of appointments have been rescheduled due to hacking in the CCSS', 'CCSS declares institutional emergency due to hacking', 'CCSS suffered a hack at dawn this Tuesday', 'CCSS suffered hacking during the early hours of this Tuesday', 'CCSS hack: infected servers went from 30 to 800', 'Attention: These are the services affected by hacking in the CCSS', 'CCSS confirms around 30 servers affected by hack', 'CCSS hack: this is all you need to know']12

Canada HIC North America 2022 December 10 https://ottawacitizen.com:443/news/local-news/information-of-360000-people-affected-in-ontario-covid-19-vaccine-data-breach-in-2021[3917104, 3915550]['Information of 360 , 000 affected in Ontario COVID vaccine data breach', 'Data breach of Ontario vaccine booking system affects hundreds of thousands , province says']1

United StatesHIC North America 2022 April 21 https://www.jdsupra.com/legalnews/adaptive-health-integrations-4287749/[3603588, 3625455, 3612349, 3612351, 3616242, 3608901, 3610619, 3603591]['Adaptive Health Integrations Experiences Massive Data Breach Affecting Over 500k People | Console and Associates , P . C . ', 'WOLF HALDENSTEIN ADLER FREEMAN & HERZ LLP : CHRISTIE BUSINESS HOLDINGS COMPANY DATA BREACH ALERT', 'WOLF HALDENSTEIN ADLER FREEMAN & HERZ LLP : ILLINOIS GASTROENTEROLOGY GROUP DATA BREACH ALERT', 'Wolf Haldenstein Adler Freeman & Herz LLP : Adaptive Health Integrations DATA BREACH Alert', 'Wolf Haldenstein Adler Freeman & Herz LLP : Christie Business Holdings Company DATA BREACH Alert', 'Adaptive Health Integrations Data Breach : Murphy Law Firm Investigates Legal Claims', 'Illinois Gastroenterology Group , PLLC Announces Data Breach | Console and Associates , P . C . ', 'Adaptive Health Integrations Data Breach Impacts 510K']7

United KingdomHIC Europe & Central Asia2019 June 16 https://www.dailyrecord.co.uk/news/scottish-news/nhs-staff-health-secrets-revealed-16523625[4535548, 4541125, 4049881]['NHS staff health secrets leaked in data breach bungle', 'NHS Highland HIV data breach reported to independent watchdog', 'First Minister slams NHS Highland over HIV data breach']2

Taiwan 0 0 2019 January 3 https://www.taiwannews.com.tw/en/news/3608912[5039458, 4986985, 4987583]['China hackers steal 3 million Taipei health department files', 'China hackers steal 3 million Taipei health d ... ', 'Hack Resulting in Millions of Stolen Personal Data in Taiwan Traced to Chinese IP Address']2

United KingdomHIC Europe & Central Asia2020 December 10 https://www.infosecurity-magazine.com:443/news/1m-us-dental-patients-impacted-by/[2800422, 2800990]['One Million US Dental Patients Impacted by Data Breach - Infosecurity Magazine', 'Vendor to Dental Practices Hacked : 1 Million Affected']1

SwitzerlandHIC Europe & Central Asia2022 November 12 https://www.watson.ch/digital/russland/767676981-sandworm-russische-elitehacker-attackierten-nato-land-polen[3878729, 3885613, 3878191]['"Sandworm": Russian elite hackers attacked NATO country Poland', 'Poland the main target of cyberattacks. Hacker strike record', 'Russian Sandworm hackers deployed malware in Ukraine and Poland']2

Poland HIC Europe & Central Asia2022 November 23 https://www.telix.pl/rynek/raporty-prezentacje/2022/11/polowa-osob-na-stanowiskach-kierowniczych-w-polsce-zetknela-sie-z-phishingiem/[3893544, 3895078]['Half of people in managerial positions in Poland have encountered phishing', 'Poczta Polska warns against a new phishing campaign']1

Indonesia LMC East Asia & Pacific2022 September 26 https://www.liputan6.com/tekno/read/5079956/top-3-tekno-peretasan-situs-sipp-kemkes-jadi-sorotan[3809444, 3809438]['Top 3 Techno: Hacking the SIPP Site of the Ministry of Health is in the Spotlight', 'Defaced by hackers, the Ministry of Health temporarily closes the SIPP site']1

Russia UMC Europe & Central Asia2020 March 13 http://www.comnews.ru/content/205018/2020-03-13/2020-w11/khakery-ispolzovali-brend-adobe-dlya-ataki-pravitelstvennye-veb-sayty[2398083, 2398085, 2398070]['Hackers used the Adobe brand to attack government websites', 'Hackers used the Adobe brand to attack government websites , ESET', 'Eset: Hackers used the Adobe brand to attack government websites']2

Greece HIC Europe & Central Asia2020 January 27 https://www.newsit.gr/kosmos/reuters-xakers-valtoi-tis-tourkikis-kyvernisis-piso-apo-tis-kyvernoepitheseis-stin-ellada/2963447/[2309802, 2305013, 2304705, 2309800, 2309801, 4165030, 2311107, 2312211, 2311108, 2291064, 2288401, 2297665, 2288900, 2304703, 2311620, 2288280, 2293439, 2288901, 2310154, 2290813, 2309803, 2301318, 2290806, 2309805, 2288279, 2310313, 2304700, 2290399, 2302340, 2305490, 2288277, 2305020]['Reuters : The Turkish government is "recruiting" hackers for the cyber attacks in Greece - Greek-Turkish', 'Greece: Government websites attacked by hackers', 'Turkish hackers launch fresh wave of attacks on Greek government targets', "Reuters : Turkish government's bogus hackers behind cyberattacks in Greece", 'Reuters : The Turkish government is recruiting hackers for the cyber attacks in Greece', 'Report : Turkish Hackers Blamed for  State - Backed Espionage  ', "???? + :: Hackers protect Turkey's interests by attacking foreign sites", 'Turkey became the country with the highest number of cyber attacks on POS devices in the world.', '???? + :: „ Kathimerini: Hackers protect Turkey by attacking foreign sites', 'Turkish hackers target Greek stock exchange , government ministrie', 'Turkish hackers target Greek government websites , stock exchange', 'No data lost from Turkish hacker attacks , probe finds | News', 'Cyber \u200b\u200boperation from Turkish hackers to Greece! Scratched critical institution sites31

Serbia UMC Europe & Central Asia2019 November 25 https://www.vesti-online.com/hakovani-mejlovi-beckog-odbora-spo/[4901440, 4901439]['Hacked emails of the Vienna SPO board - News online', 'Hacked emails of the Vienna SPO board']1

Russia UMC Europe & Central Asia2019 February 13 http://www.cnews.ru/news/line/2019-02-13_eset_zafiksirovala_ataku_programmyvymogatelya[4348443, 4345736, 4347488, 4345753, 3970911, 4348433]['Shade ransomware activity detected. Safety . News . DailyComm. en', 'Eset has detected a Shade ransomware attack on Russian companies', 'Russian companies attacked by Shade ransomware', 'ESET has detected a Shade ransomware attack on Russian companies', 'Russia hit by new wave of ransomware spam', 'Shade ransomware attacks Russian companies']5

Bulgaria UMC Europe & Central Asia2019 August 9 https://blitz.bg/kriminalni/nakazanie/goreshcho-vizhte-rezyumeta-ot-razpiti-po-aferata-tad-grup-kak-se-e-gotvelo-khakvaneto-na-nap_news690580.html[4655304, 4655303]['Hot: See summaries of interrogations on the TAD Group affair, how the NRA hacking was prepared', 'See summaries of interrogations on the TAD Group affair, how the hacking of the NRA was prepared']1

United StatesHIC North America 2021 May 26 https://www.theaustralian.com.au/news/latest-news/as-covid-cases-rose-so-did-hospital-hacks-in-france/news-story/fa950b42d69b7b3fbef8e77dfbf2db85?nk=6082e0e1279b11130b212736c241d061-1622005289[3306647, 3301853, 3303049, 3303250, 3319714, 3326123, 4124406, 3303057, 3314220, 3309581, 3313428, 3314960, 3320100, 3330815]['Hackers Exploit Post - COVID Return to Offices', 'As Covid cases rose , so did hospital hacks in France', 'As Covid Cases Rose , So Did Hospital Hacks In France', 'The pipeline hack hospitals saw coming', 'Swedish healthcare is poorly equipped against cyber attacks', 'Epidemic increases cyber attacks and data theft in hospitals', 'Hackers shut down French hospitals', 'As COVID cases rose , so did hospital hacks in France', 'As COVID - 19 cases rose , so did hospital hacks in France', 'As COVID cases rose , so did hospital hacks in France | Borneo Bulletin Online', 'Hackers are targeting employees returning to the post - COVID office – TechCrunch', 'As Covid - 19 cases rose , so did hospital hacks in France', 'Hospitals , businesses see more cyberattacks and hackers during pandemic', 'After cyber attack , Irish health services see slow delivery of care']13

United StatesHIC North America 2022 September 9 http://www.itechpost.com/articles/113666/20220907/the-north-face-hacking-data-breach.htm[3785147, 3785139, 3785003, 3783015]['Hackers Attack North Face Website ; 200 , 000 User Accounts Compromised', '200 , 000 North Face user accounts hacked what you need to know', 'Thousands of North Face customers accounts hacked , personal data stolen', '200 , 000 North Face accounts hacked in credential stuffing attack']3

United StatesHIC North America 2022 December 30 https://www.washingtonexaminer.com/policy/technology/hacker-claims-to-steal-personal-data-of-400-million-twitter-users[3938575, 3942779, 3939904, 3938155, 3937944, 3941329, 3938686, 3937662, 3936870, 3934910, 3936878, 3936779, 3938570, 3936814, 3945492, 3936253, 3938517, 3945874, 3938116, 3938684, 3937762, 3936857, 3938181, 3938250, 3945324, 3942940, 3937715, 3936188, 3938571, 3934548]['Data Of 400 Million Twitter Users Is On Sale , Hacker Claims', '400 million Twitter users affected by data leak / Hacker advises Twitter boss Elon Musk to buy the data sets', 'Ireland to examine Twitter data breach that may affect 400M+ users', 'Twitter Hacker Puts Salman Khan Personal Data Up for Sale on Dark Web', "Cyber \u200b\u200battack on Twitter again! Salman's information leaked online from the Prime Minister's Ministry? Twitter data breach of 400 million users including Salman Khan, Sundar pichai", 'Hacker claims to steal personal data of 400 million Twitter users', 'Hacker Says 400 Million Twitter User Data Are for Sale | Cybersecurity Groups Are Probing', 'Twitter: the data of 400 million users hacked', 'Twitter data breach : 400 million user data hacked , including Salman Khan and Sundar Pichai', 'Twitter faces investigation in Ireland over data breach', 'Hacker issues warning to Elon Musk after putting 40 crore Twitter user data on sale', 'The data of 400 million Twitter accounts has been hacke29

United StatesHIC North America 2022 March 15 https://www.techtimes.com/articles/272987/20220314/ireland-watchdog-sued-for-years-of-inaction-over-complaints-regarding-googles-largest-data-breach-ever.htm[4078576, 4078598, 3547729]['Ireland Watchdog Sued for Years of  Inaction  Over Complaints Regarding Google Largest Data Breach Ever', 'Ireland privacy watchdog sued for inaction over  massive Google data breach  – TechCrunch', 'Irish privacy watchdog sued for not probing  massive Google data breach  ']2

Kenya LMC Sub-Saharan Africa2019 January 2 http://www.kbc.co.ke/ca-warns-of-new-malware-targeting-financial-institutions/[4986734, 4986081, 4985011, 5046541, 4985004]['Communications Authority warns organizations against a data stealing malware', 'Communications Authority warns of new malware targeting financial institutions', 'CA Kenya Warns Organizations Against Emotet , A Data - Stealing Malware', 'Kenya : Communications Authority Warns Organizations Against a Data Stealing Malware', 'Kenyans warned of malware targeting bank systems']4



United KingdomHIC Europe & Central Asia2017 January 25 http://www.shanghaidaily.com/nation/3-jailed-over-US26m-heist-after-Taiwan-ATMs-hacked/shdaily.shtml[121356, 118784, 121251, 133842, 121258, 130727, 119431, 119054, 125019]['Taiwan ATM hacking: Three people jailed for stealing 2.6 million', '3 jailed over US$2 . 6m heist after Taiwan ATMs hacked', 'Taiwan ATM hack : Three jailed over $2 . 6m theft', 'Taiwan sentenced three Europeans who emptied ATMs using malware', 'Three men convicted of ATM hacking in Taiwan , another 19 at large', 'Taiwan ATM hack : 3 Eastern European men jailed for 5 years over $2 . 6m theft', 'Three jailed over Taiwan ATM hack', 'Eastern Europeans hacked ATMs in Taiwan and stole $2.6 million', 'Three jailed over $2 . 6m Taiwan ATM hack']8

United StatesHIC North America 2017 December 8 http://www.ethiopianreview.com/index/61810[1047340, 1033046, 1037287, 1037289, 1033034, 1041789, 1037113, 1032198, 1033021, 1033037, 1055276, 1050289, 1032945, 1035160, 1031274, 1035463, 1038031, 1034471, 1032856, 1047638, 1046026, 1046807, 1046547, 1035226, 1046548, 1030811]['Ethiopia ramps up spyware after facing dissent from abroad', 'Israeli firm spyware used against Ethiopian dissidents : Canadian group ', 'Ethiopian Dissidents Targeted with New Commercial Spyware', 'Ethiopia ’ s regime targeted journalists with spyware attacks – VOA', 'Israeli firm spyware used against Ethiopian dissidents : Canadian group', 'Ethiopia Targeted Dissidents , Journalists With International Spyware Attacks ', 'UNPO : Oromo : Ethiopia Target Activists and Dissidents Internationally with Cyber Spyware', 'Exposed : Ethiopia nefarious , comically bungled spyware campaign', 'Spyware campaign targeted Ethiopian dissidents in US , other countries » Alex Jone Infowars : There a war on for your mind ! ', 'Israeli firm spyware used against Ethiopian dissidents', 'Ethiopia is spying on Oromo opposition members using Israeli commercial spyware — Quartz', 'Spyware is being used to spy on Ethiopian dissidents – VOA', 'Ethiopian Espionage Shows Commercial Spyware Is Out of Control', 'Report : Ethiopia continu25

Singapore HIC East Asia & Pacific2021 September 10 https://www.marketing-interactive.com/myrepublic-experiences-data-breach-of-nearly-80k-customers[2867081, 2867563, 2867495, 4147694, 2867082, 2867564, 2867343]['Hackers access personal data of 79 , 400 customers of Singaporean communications services provider', 'MyRepublic experiences data breach of nearly 80k customers', 'MyRepublic discloses data breach exposing government ID cards', 'MyRepublic data breach , the latest to hit a Singapore Internet service provider , should raise alarms - Techgoondu', 'Hackers access data of 79 , 400 customers of Singaporean mobile operator', 'Hackers possibly stole personal data of 79 , 400 MyRepublic customers , including copies of NRICs', 'Hackers stole personal data of 79 , 400 MyRepublic customers in Singapore , including copies of NRICs']6

United StatesHIC North America 2021 October 30 https://www.bankinfosecurity.com/multinational-police-force-arrests-12-suspected-hackers-a-17828[2953529, 2957934]['Multinational Police Force Arrests 12 Suspected Hackers', '12 hackers arrested in a Europol punch operation']1

Serbia UMC Europe & Central Asia2022 November 16 https://www.danas.rs/vesti/drustvo/evropski-pokret-u-srbiji-vebsajt-portala-okruzenje-pod-konstantnim-hakerskim-napadima/[3884060, 3884061]['The European movement in Serbia: Website of the portal Environment under constant hacker attacks - Society', 'The European movement in Serbia: Portal Okruženje under constant hacker attacks']1

Russia UMC Europe & Central Asia2017 May 13 https://riasv.ru/news_id/46191/[462089, 462150]['News : MTS attacked by hackers', 'MTS announced the reflection of a hacker attack on its servers :: Technology and media']1

United StatesHIC North America 2017 July 25 http://bizlive.vn/noi-dung-so/ma-doc-mac-am-tham-gian-diep-nguoi-dung-3004782.html[691692, 694913, 691883, 691884, 690752, 692088, 691874, 689106, 691836, 691845, 698943, 692776, 694919, 690317, 691848, 696696, 690525, 691841, 693157, 691938, 691854, 693204, 698216, 696782, 691931, 691839, 690450, 691945, 694923, 691121, 689134, 696057, 689108, 689102, 691852, 688650, 689116, 690071, 691904, 691926, 691900, 691869, 688652, 692775, 691891, 693310, 691934, 689097, 689870, 689099, 691912, 689101, 689905, 691882, 690070, 696387, 691691, 691956, 691915, 692772, 689577, 691842, 691980, 694915, 690449, 689578, 691937, 702003, 691853, 691840, 689132, 691903, 689100, 688651]['New version of Mac malware Fruitfly spotted', 'FruitFly Mac malware', 'American Mac Computers Hacked With ‘ FruitFly ’ Surveillance Malware « CBS Tampa', 'American Mac Computers Hacked With ‘ FruitFly ’ Surveillance Malware « CBS Pittsburgh', 'Is MacOS safe or no one finds the malware? ⋆ IT. mk', 'Mac spyware detection', 'Researchers : Malware has been infecting some Mac computers for', 'Mac malware silently spies on hundreds of computers', 'New Strain Of Malware Targeting Mac Users', 'Mac Malware Caught Silently Spying on Computer Users', 'Apple Mac malware FruitFly has been spying on users', 'Mac malware silently spying on users', 'Fruitfly malware starts infecting Macs', 'Perverse malware now discovered: For years it slumbered in many Apple', 'Malware Discovered That Can Control a Mac Webcam and Keyboard , But It Old and Possibly Abandoned', 'Fruitfly, a two-year-old Mac malware has just been discovered', 'Creepy FruitFly Mac Malware Spies on Its Victims', 'Newly Discovered macOS Malware Can Take Screens73

Ireland HIC Europe & Central Asia2022 November 29 https://www.kilkennypeople.ie/news/national-news/975904/patients-in-kilkenny-to-be-told-their-information-was-stolen-in-cyber-attack.html[3900426, 3900422]['Patients in Kilkenny to be told their information was stolen in cyber attack', 'Thousands of patients will be told their information was stolen in cyber attack']1

Canada HIC North America 2019 March 31 https://www.itworldcanada.com/article/ottawa-parking-garage-system-hit-by-ransomware-entry-system-crippled/416389[4006443, 4004281, 4412263, 4006444]['Parking was temporarily free after Lansdowne Park lot hit by ransom - seeking malware', 'Ottawa parking garage system hit by ransomware , entry system crippled', 'Ransomware Hit Garage Used by Canadian Internet Registration Authority', 'Landowne Park parking lot hit by ransomware , parking was temporarily free']3

Russia UMC Europe & Central Asia2022 March 30 https://ura.news/news/1052542142[3570904, 3570905]['Hackers staged a massive attack on Yekaterinburg sites', 'Hosting provider from Yekaterinburg attacked by hackers']1

Italy HIC Europe & Central Asia2022 December 18 https://www.dagospia.com/rubrica-29/cronache/ldquo-spyware-pegasus-stato-usato-come-braccio-armato-007-336200.htm[3927592, 3929339]['Pegasus spyware was used as an armed wing of Moroccan 007 to blackmail Europe', 'Spyware attacks : Israel has set up a special team in the Pegasus case']1

United StatesHIC North America 2020 August 21 http://rapsinews.ru/international_news/20200821/306179062.html[2666745, 2668742, 2668486, 2668373, 4257465, 2665100, 2666084, 2666768, 2667425, 2668250, 2668382, 4257764, 2666081, 2668290, 4247373, 2667243, 4257751, 2668206, 2666073, 2666098, 4257747, 2668178, 2665107, 2667351, 2668113, 2668351, 2666107, 2666971, 2666082, 2667281, 2666909, 2667877, 2668251, 2666083, 2666123, 2665099, 2668228, 2666122, 2668102, 2668335, 2666067, 4257735, 2665432, 4257745, 4248027, 2667884, 2666066, 2666730, 2666703, 2668320, 2668230, 4256690, 2668370, 2666124, 2668711, 2666068, 2668331, 2667882, 2667283, 2667647, 2667445, 2668368, 2668256, 2667244, 2668101, 2667890, 2666079, 2665103, 2667275]['U . S . Charges Former Uber Security Chief with Covering up Massive 2016 Hacking', 'Former head of Uber security accused of covering up data breach', "Hacking Covered Up by Uber's Former Security Chief - bdnews24. com", 'Ex - Uber Security Chief Charged With Obstruction in Data Breach Cover - Up', 'Ex - Uber Exec Charged For Hacking – The Manila Times', 'U . S . charges former Uber security chief with covering up massive 2016 hacking - National Post', 'Former top security executive at Uber charged in 2016 hack', 'Prosecutors : Former Uber exec charged in hacking cover - up', 'US charges former Uber security chief in hack cover - up', 'Prosecutors : Former Uber Exec Charged in Hacking Cover - Up', 'Former Uber exec charged with trying to hide massive hack', 'The former head of the Security Council of Uber is accused of concealing a hack and data leakage of 57 million people', 'Former Uber Security Chief Charged Over Covering Up 2016 Hack That Affected 57 Million Accounts', 'Prosecutors : Former Uber exec cha68

United KingdomHIC Europe & Central Asia2022 November 5 https://www.walesonline.co.uk/news/uk-news/nhscyber-attack-still-believed-affecting-25441689[3869912, 3869913]['NHS\xa0cyber attack still believed to be affecting patient records three months on', 'NHS\xa0cyber attack reported to be still affecting patient records three months on']1

United StatesHIC North America 2019 April 20 http://www.spamfighter.com/News-22151-RatVermin-info-gathering-malware-hits-Ukraine-government-military.htm[4014626, 4011454, 4012070]['RatVermin info - gathering malware hits Ukraine government , military', 'RatVermin Spyware Targets Ukraine Gov Agencies', 'Hacker Group Uses RATVERMIN Backdoor to Target Ukrainian Military']2

Pakistan LMC South Asia 2018 October 29 http://dunyanews.tv/en/Crime/464200-Hackers-steal-$5-mln-from-SBP[2129344, 2129336]['Hackers steal $6 mln from BankIslami Pakistan', 'Hackers steal Rs2 . 6m via debit cards issued by Bank Islami']1

United StatesHIC North America 2018 December 7 https://news.yahoo.com/fbi-says-foreign-hackers-penetrated-000000175.html[2211800, 2211904]['FBI says foreign hackers penetrated state election systems', 'New clues link election hacks in U . S . to Russian intelligence']1

South AfricaUMC Sub-Saharan Africa2021 September 23 https://www.iol.co.za/personal-finance/my-money/data-breach-affecting-14-million-south-africans-highlights-importance-of-id-protection-7c52c7c4-0498-4efc-b7f5-192bbf63f7d3[2890385, 2896084]['Data breach affecting 1 . 4 million South Africans highlights importance of ID protection', 'Another data breach rocks South Africa as details of 1 . 4 million South Africans gets leaked – AfricaBusiness . com']1

India LMC South Asia 2022 August 12 https://hirado.hu/kulfold/cikk/2022/08/12/egy-hacker-a-sanghaji-koronavirus-applikacio-kozel-50-millio-felhasznalojanak-adatait-arulja[3749508, 3750205, 3749457, 3749684, 3749506, 3749674, 3749507, 3750236, 3750841, 3749504, 3749680, 3749505, 3750753, 3749509, 4056770]['Hacker Offers To Sell 48 . 5 Million User Data From Shanghai Covid App', 'Hacker Offers To Sell Data Of 48 . 5 Million Users Of Shanghai COVID App', 'A hacker sells the data of nearly 50 million users of the Shanghai coronavirus application', 'Hacker offers to sell data to 48.5 million users of Shanghai COVID app', 'Hacker offers to sell data of 48 . 5 million users of Shanghai Covid app', 'Hacker offers to sell data of 48 . 5 million users of Shanghais COVID app', 'Hacker Offers To Sell Data Of 48 . 5 Million Users Of Shanghai Covid App', 'Hacker offers to sell data of 48 . 5 million users of Shanghai COVID app | WKZO | Everything Kalamazoo', 'A hacker is selling the data of nearly 50 million users of a coronavirus application!', 'Hacker offers to sell data of 48 . 5mn users of Shanghai Covid app', 'Hacker offers to sell data of 48 . 5 million users of Shanghai COVID app', 'covid : Hacker offers to sell data of 48 . 5 million users of Shanghai COVID app', 'Hacker offers to sell data of 48 . 5 mln users of 14

Russia UMC Europe & Central Asia2022 March 23 https://www.securitylab.ru/news/530725.php[3560193, 4081955, 3557658]["Greece's national postal service was attacked by ransomware", 'Greece National Postal Service Restoring Systems After Ransomware Attack', 'Greece public postal service offline due to ransomware attack']2

Ukraine LMC Europe & Central Asia2021 October 21 http://internetua.com/moshenniki-pod-vidom-novoi-pocsty-vzlamyvauat-smartfony-ukraincev-i-zarajauat-virusom[2938016, 2941242]['Fraudsters under the guise of Nova Poshta hack smartphones of Ukrainians and infect with a virus', 'Fraudsters disguised as Nova Poshta hack smartphones of Ukrainians and infect with virus | News of incidents in Kharkov, Ukraine. All Kharkiv']1

Russia UMC Europe & Central Asia2019 November 28 https://vz.ru/news/2019/11/28/1010757.html[4909058, 4909070, 4909062]['VZGLYAD / Hackers published a database of a portal about employment', 'Hackers published a database of users of the job search portal', 'Hackers hacked a job search site in Moscow']2

NetherlandsHIC Europe & Central Asia2017 March 14 http://www.nu.nl/internet/4540848/stemwijzer-wederom-offline-aanhoudende-problemen-met-cyberaanval.html[281113, 281119, 281109, 281124, 281123, 281108]['Stemwijzer again offline due to persistent problems with cyber attack', 'Stemwijzer offline again due to suspected cyber attack', 'Stemwijzer and Kieskompas offline for hours due to cyber attacks', 'Stemwijzer and Kieskompas offline for hours due to cyber attacks', 'The Stemwijzer site had problems due to a cyber attack', 'StemWijzer back online after cyber attack']5

Singapore HIC East Asia & Pacific2022 February 20 https://www.straitstimes.com/singapore/13-people-arrested-for-suspected-involvement-in-ocbc-scams[3510715, 3510560, 3509593, 3509592, 3510717, 3510719, 3511099, 3510718]['13 Arrested And 7 Charged For Suspected Involvement In OCBC Bank Phishing Scams', 'Spore cops arrest 13 people over OCBC phishing scams ; seven have been charged', '13 people arrested over OCBC phishing scams ; 7 have been charged', '13 people , aged 19 to 22 , arrested for OCBC bank phishing scams', '13 arrested over phishing scams targeting OCBC customers', '4 of 7 youths allegedly linked to OCBC phishing scams accused of other offences', 'Seven youths aged 19 to 22 charged over recent Singapore OCBC phishing scams ; six others under probe | Singapore', 'OCBC phishing scams : 13 people aged 19 - 22 arrested']7

United StatesHIC North America 2019 July 16 https://insurancenewsnet.com/oarticle/premera-blue-cross-to-pay-10-million-to-30-states-including-new-jersey-after-data-breach[4587569, 4583369, 4593593, 4584951, 4596419, 4604334, 4587591, 4606456, 4587581, 4587585, 4593586, 4587402, 4584923, 4587582, 4589370, 4596443, 5080261, 5080279, 4591565, 4587559, 4596426, 4586812, 4584954, 4593621, 4589372, 4587576, 4587583, 4587608]['Premera Reaches $10M Settlement with 30 States Over 2014 Data Breach', 'Premera Blue Cross pays states $10 million over data breach', 'Settlement reached with Premera Blue Cross after data breach affected more than 270 , 000 Idahoans', 'Premera Blue Cross Blue Shield settles multi - state data breach suit for $10M', 'Premera Blue Cross to pay $10 million to 30 states , including New Jersey , after data breach', 'Million Settlement with Premera Blue Cross in Data Breach Investigation', 'Montana A . G . Fox : Attorney General Fox Obtains Data Breach Settlement From Premera Blue Cross', 'Premera to pay $10 million for data breach that failed to protect sensitive patient data', 'Idaho A . G . Wasden Obtains Settlement From Health Insurer Premera Over Failure to Protect Sensitive Data From Hacker', 'Premera Blue Cross to pay $10M to 30 states over 2014 data breach', 'Premera Blue Cross to pay states $10 . 4M after data breach', 'Premera Blue Cross agrees to pay $10 . 4 million to Oregon , 29 states after massive27

Nigeria LMC Sub-Saharan Africa2019 December 12 http://yourblackworld.net/2019/12/12/nigerian-man-hacks-us-government-gave-citizenship-to-33-people/[4939774, 4939861, 4940881, 4939860, 4939859]['Nigerian Man Hacked The US Govt And Gave His Family And Friends Permanent Citizenship', 'Nigerian man hacked US govt , gave his Family , Friends Permanent Citizenship', 'Nigerian Man Hacks US Government & Gave Citizenship to 33 People', 'Nigerian Man Nabbed for hacking US server to give Family US Citizenship', 'Nigerian Man Nabbed for hacking US server to give Family US Citizenship | Nigerian News . Latest Nigeria News . Your online Nigerian Newspaper . ']4

United StatesHIC North America 2020 January 9 https://www.cybersecurityintelligence.com/blog/iranian-hackers-attack-the-us-4722.html[2568349, 2274418, 2568340, 4156845, 2269979, 2275975, 2569071, 2568415, 2568400, 2273316, 4156998, 2568008, 2568352, 2268559, 2568422, 4157332, 2267988, 2567208, 2568157, 2568010, 2568019, 2276562, 2568079, 2568087, 2567456, 4163574, 2271507, 2271980, 2568423, 2568016, 2273494, 2268524, 2274483, 2569072, 2569074, 2277845, 2568426, 2269867, 2568012, 2568297, 4157169, 2274474, 2271231, 2268561, 2275059, 4157329, 2272050, 2568090, 2568089, 2568293, 4157274, 2568088, 2567726, 4156848, 2268401, 2274256, 4163429, 2267629, 2277268, 4163458, 4163229, 2274527, 2568081, 2568341, 2568014, 2568015, 2271241, 4171589, 4157375, 2568274, 2268367, 4171322, 2275016, 2839245, 2273234, 2273619, 2279331, 2568357, 2276105, 4163277, 2270192, 2839956, 2273955, 2568334, 2567876, 2568009, 4161654, 2272227, 2276789, 2267735, 2568440, 2567891, 2568017, 2567292, 2268895, 2271624, 2274829, 2569070, 2276128, 4157934, 4163286, 4157002, 2568080, 2269780, 2567896, 2568320, 2567871, 2276003, 4157215, 2272528, 2267533, 2569208, 2267811, 283996['[Seoul Newspaper] Harsh revenge with the power of Allah, Iran begins cyber retaliation against hacking of US institutions', 'Iranian hackers target Bapco', 'Media: Iranian hackers hacked US government website', 'US Warns of Iranian Cyber Attacks', 'State is on alert after uptick in cyber attacks from Iran , Abbott says', 'Why the united states fear hyperactive Iranian hackers', 'Iranian Hackers Allegedly Hacked Sites Owned by the US Government: Okezone techno', 'Iranian hackers post image of bloodied Trump after attacking US federal website in response to Soleimani killing', 'Austrian Foreign Ministry reports cyber attack', 'Fake sites, hacking, profiling… “The risk of cyberattacks from Iran is high”', '  This Is the Beginning : Hackers Claiming to Be from Iran Take Over U . S . Government Website', 'A serious cyber attack hit Austria', 'Iran launches cyber retaliation against US? Federal agency web hacked', 'The Austrian Foreign Ministry called allegations of a hacker attack from Russia on its resources sp143

Serbia UMC Europe & Central Asia2022 July 12 https://www.blic.rs/biznis/vesti/odbranili-smo-se-od-hakerskog-napada-iz-4-zemlje-direktor-rgz-otkriva-sve-detalje/glpsq8k[3709989, 3709990]['WE DEFENDED AGAINST A HACKER ATTACK FROM 4 COUNTRIES Director of RGZ reveals all the details of computer sabotage: We were also defended by a special Kaspersky team', 'Director of RGZ reveals all details of computer sabotage and hacker attack from 4 countries']1

Lithuania HIC Europe & Central Asia2020 June 23 https://www.lrt.lt/naujienos/pasaulyje/6/1191005/kinija-pandemijos-ikarstyje-surenge-kibernetines-atakas-pries-europos-ligonines[2572321, 2580920, 2576548]['China launched cyber attacks on European hospitals at the height of the pandemic', 'EU accuses China of cyber attacks on health facilities in the Corona crisis', 'u von der Leyen: Chinese cyber attacks on EU hospitals "cannot be tolerated']2

India LMC South Asia 2019 April 21 https://www.dawnnews.tv/news/1101880/[4011242, 4010414, 4015857, 4459318, 4011175, 4457601, 4459308, 4455204, 4011178, 4457603, 4458193, 4011177, 4011779, 4011180, 4447923, 4459317, 4459307, 4011174, 4459312]['Hackers are afraid to publish user information approaching 1 billion in about two months on the dark web', 'A hacker has dumped nearly one billion user records over the past two months', 'Hackers Access Accounts of 3.6 Million Internet Users - Tech', '120 Crore Accounts Were Tried To Hack In The Year 2018, Here Are The Details | 38 hacking is done in 1 second, India is second after America, 120 crore accounts in danger', 'Hacker dumps 1bn user records in 2 months', 'India saw 120 crore account hacking attempts in 2018', 'India witnesses the second highest number of hacking attempts in 2018', 'Hackers have access to the accounts of 3.6 million internet users - Daily Pakistan', 'Hacker dumps 1billion user records in 2 months', 'Cyber threat : India witnessed 1 . 4 lakh account hacking attempts every hour in 2018 , Telecom News , ET Telecom', 'More than 23 million hacked accounts used as password « 123456 »', 'Hacker dumps 1bn user records in 2 months - Daijiworld . com', 'Hacker Has Released Close to a Billio18

Ukraine LMC Europe & Central Asia2019 April 3 https://www.pc.co.il/news/288179/[4418413, 4421255, 4417663, 4005057]['The Verge: Hollywood restaurants shared customer card data with hackers', 'USA: Hackers stole credit card information of millions of restaurant customers', 'Malware may have stolen 2 million US restaurant diner credit card details', 'Two Million Diners Hit by Malware Attack at Restaurants Across U . S . ']3

United StatesHIC North America 2017 May 5 http://internetua.com/koreiskaya-kriptovaluatnaya-birja-Yapizon-zayavila-o-vzlome-i-hisxenii-5-5-mln-dollarov[438853, 428036]['South Korean Yapizon Bitcoin Exchange Loses $5 Mil in Last Month Hacking Incident', 'Korean cryptocurrency exchange Yapizon claims $5.5 million hack and theft']1

India LMC South Asia 2021 July 9 https://www.glamsham.com/world/technology/pak-based-hackers-targeting-critical-infrastructure-psus-in-india[3381644, 3381646, 3381642, 3384647, 3381643, 3388071, 3387074, 3381645, 3384649, 3384648, 3387070]['Pak - based hackers targeting critical infrastructure PSUs in India', 'Pakistan - based hackers targeting critical infrastructure PSUs in India', 'Pak - based Hackers Targeting Critical Infrastructure PSUs In India', 'Pakistan group targets India critical infrastructure , cybersecurity firm warns of phishing attack', 'Pak - based hackers targeting critical infrastructure PSUs in India , reveals cyber security firm', 'Pakistan - based hackers targeted power sector , govt organisation in India this year', 'Pakistan - based hackers targeted power sector , govt organisation in India this year | Exclusive', 'Pakistan - based hackers targeting critical infrastructure PSUs in India – Indian Defence Research Wing', 'Pak hackers to target India IT infrastructure', 'Pak group targets India critical infrastructure , cybersecurity firm warns of phishing attack', 'Pakistan - based hackers target Indian power sector , govt organisation']10

United StatesHIC North America 2022 September 8 https://techcrunch.com/2022/09/08/north-korea-lazarus-united-states-energy/[3785090, 3786411]['North Korea Lazarus hackers are exploiting Log4j flaw to hack US energy companies', 'Lazarus hackers are using Log4j to hack US energy companies']1

United StatesHIC North America 2022 December 13 https://www.jdsupra.com/legalnews/crane-worldwide-logistics-reports-8160329/[3919611, 3916967, 3913301]['Crane Worldwide Logistics Reports Leaked Social Security Numbers Following Recent Data Breach | Console and Associates , P . C . ', 'Teleperformance united states Notifies Consumers of Leaked Social Security Numbers Following Recent Data Breach | Console and Associates , P . C . ', 'Macmillan Reports Data Breach Leaking Consumer Social Security Numbers | Console and Associates , P . C . ']2

Mexico UMC Latin America & Caribbean2019 September 16 https://www.eluniversal.com.mx/nacion/hackers-acechan-informacion-del-estado-van-45-millones-de-intentos[4740749, 4740750]['Hackers stalk information from the State; 45 million attempts', 'Hackers try to steal information from the State; 45 million attempts']1

Iran LMC Middle East & North Africa2022 September 13 https://www.presstv.ir/Detail/2022/09/13/689135/US-Spyware-cybersecurity-China-TOA-Drinking-Tea[3790115, 3794135]['China detects  concealed and adaptable  US spyware', 'China discovers new US spyware']1

India LMC South Asia 2021 January 21 https://www.business-standard.com/article/current-affairs/sensitive-data-of-over-325-000-indian-users-leaked-in-buyucoin-hack-121012101115_1.html[4105249, 4105230, 4105228, 4105250, 4105244, 4105233, 4105234, 4105251, 3094602, 4105237, 4105231, 4105245, 4105224, 4105248]['Welcome To IANS Live - SCIENCE - BuyUcoin hack : Key data of over 3 . 25 lakh Indian users leaked ( Ld ) ', 'BuyUcoin hack : Key data of over 3 . 25 lakh Indian users leaked ( Ld ) ', 'Key data of over 3 . 25 lakh Indian users leaked in BuyUCoin hack', 'Welcome To IANS Live - TopStory - Key data of over 3 . 25 lakh Indian users leaked in BuyUCoin hack', 'Welcome To IANS Live - SCIENCE - Key data of over 3 . 25 lakh Indian users leaked in BuyUCoin hack', 'Sensitive data of over 325 , 000 Indian users leaked in BuyUCoin hack', 'BuyUCoin hacked , data of over 3 . 25 lakh users leaked', 'Welcome To IANS Live - SCIENCE AND TECHNOLOGY - Key data of over 3 . 25 lakh Indian users leaked in BuyUCoin hack', 'Indian Crypto Exchange Buyucoin Hacked , Sensitive Data of 325K Users Reportedly Leaked – Exchanges Bitcoin News', 'Sensitive data of over 3 . 25 lakh Indian users leaked in BuyUcoin hack', 'BuyUcoin hack : Key data of 3 . 25 lakh Indian users leaked', 'Welcome To IANS Live - SCIENCE AND TECHNOLOGY - BuyUcoin hac13

United StatesHIC North America 2019 November 26 https://www.techspot.com/news/82914-t-mobile-suffers-data-breach-exposing-personal-information.html[4904496, 4901727, 4900411, 4896739, 4895384, 4896757, 4901729, 4902705, 4898256, 4902713, 4895849, 4896741, 4896773, 4896754, 4902694, 4906190, 4895568]['T - Mobile suffers data breach exposing personal information of over 1 million customers', 'Over a million T - Mobile customers hit in data breach', 'T - Mobile data breach affects more than a million users', 'T - Mobile was just hit with a data breach . Find out if youre affected . ', 'T - Mobile just told some customers that there was a data breach of their personal information . Here how to check if youre affected . ', 'Hack of T - Mobile customers accessed account data , but not credit cards', 'T - Mobile suffers data breach , over a million customers affected', 'T - Mobile prepaid customers hit by data breach', 'T - Mobile : Data Breach Exposed Prepaid Accounts , Personal Information', 'How to Protect Yourself After T - Mobile Big Data Breach', 'T - Mobile Discloses Data Breach Impacting Prepaid Customers', 'T - Mobile says prepaid customer info accessed in data breach', 'Data breach compromises T - Mobile prepaid accounts', 'T - Mobile says recent  criminal hack  got personal data of some prepaid wire16

Canada HIC North America 2017 September 12 http://www.cbc.ca/news/technology/canoe-hack-1.4285991[807949, 807948, 807951, 810879]['Canoe . ca says data for one million users hacked', 'News and entertainment website Canoe . ca says data for one million users hacked', 'News and entertainment website Canoe . ca says data for one million users hacked ', 'Notice of Canoe . ca data breach']3

Pakistan LMC South Asia 2018 April 24 https://www.cairo360.com/article/city-life/cyber-attack-breaches-data-of-14-million-careem-users-worldwide/[1612973, 1612134, 1609812, 1610208, 1619272, 1619270, 1609892, 1610199, 1609813, 1619977, 1628230, 1610235]['Over 14m user data compromised in Careem cyber attack - Newspaper', 'Cyber Attack Breaches Data of 14 Million Careem Users Worldwide – Cairo 360 Guide to Cairo , Egypt', 'Careem Hacked : Customer and Captain Data Leaked in a Massive Security Breach', 'Careem data breach : Personal info of 14million customers compromised', 'Careem data breach is a threat to consumer rights , how can we protect ourselves ? ', 'Careem app in Pakistan falls victim to data hacking', 'Dubai Careem admits to data breach , affects 14 million customers - Technology , Culture & Society', 'Personal data of Careem users stolen by hackers - Pakistan', 'Careem user personal data compromised in massive data breach - Pakistan', 'Careem Data Breach Exposes Data Of 14 Million Users', 'There are no laws to protect your data in Pakistan . So how can we minimise breaches like the Careem hack ? - Blogs', 'Dubai Careem reports data breach affecting millions of customers']11

South AfricaUMC Sub-Saharan Africa2021 December 9 https://www.iol.co.za/personal-finance/tax/be-warned-fraudsters-are-hacking-into-taxpayers-efiling-profiles-sars-253a5e67-1fec-43c1-87e5-746898fd53f6[3023724, 3023725]['Be warned : fraudsters are hacking into taxpayer eFiling profiles – SARS', 'Warning : Fraudsters are hacking into taxpayer eFiling profiles – SARS']1

United StatesHIC North America 2022 March 11 https://www.governing.com/security/fresno-lost-613-737-in-nationwide-phishing-scam-in-2020[3543256, 3550535, 3543268, 3544706]['Fresno Lost $613 , 737 in Nationwide Phishing Scam in 2020', 'Why the city of Fresno kept silent about losing $600 , 000 to a phishing scam', 'Information leak reveals Fresno was victim of national phishing scam that cost the city $600 , 000', 'Fresno , Calif ., Mayor Says $600K Lost in 2020 Phishing Attack']3

United StatesHIC North America 2019 March 11 http://www.spamfighter.com/News-22077-IRS-cautions-about-ongoing-tax-related-phishing-frauds.htm[3981129, 4387056, 3981146, 3999515, 3995968, 4384344, 3981153, 3981148, 4384321, 4395874, 3982624, 4391729, 4385817, 3985640, 3994442]['Beware of These IRS Phishing Scams During Tax Season', 'IRS cautions about ongoing tax - related phishing frauds', 'IRS warns taxpayers of pervasive phishing schemes in its  Dirty Dozen  campaign', '7 On Your Side : IRS phishing email scam', 'IRS alerts consumers on dirty tax scams and phishing frauds with tips to protect yourself | Doreen Deals', 'Tax Season Phishing Scams', 'Dirty Dozen , Part 1 : IRS issues warning of  phishing  schemes used to fool taxpayers', 'IRS Warns of New Phishing Tax Scams', 'Dont take the bait ! Phishing schemes ramp up during tax season', 'Phishing fraudsters misuse the name of the tax office', 'IRS warns of new tax - related phishing scams', 'Tax - Related Phishing Schemes Warning From IRS', 'Latest fraud alert warns of online phishing scam regarding taxes', 'Dont Take the Bait ! Phishing Schemes Ramp up During Tax Season', 'How to protect against tax fraud , phishing scams and identity theft | Doreen Deals']14

United KingdomHIC Europe & Central Asia2017 March 20 http://www.manilatimes.net/medical-systems-biggest-target-hackers/318347/[308841, 308843, 303960, 308844]['Security failings exposed by hacker cyber attack on hospitals', 'Hackers exposed security failings at Scunthorpe Hospital in major cyber attack', 'Medical systems biggest target for hackers', 'Vulnerable passwords , open accounts and a wrongly calibrated firewall led to hospital cyber attack']3

United StatesHIC North America 2018 February 15 http://devang.com/?p=335830[1419843, 1422005, 1427253]['FedEx customer information exposed in data breach', 'Thousands of FedEx customer private information exposed in legacy server data breach', 'FedEx customer documents exposed in mass data breach']2

United StatesHIC North America 2018 September 20 https://www.business-standard.com/article/pti-stories/japan-digital-currency-exchange-hacked-losing-usd-60-million-118092000557_1.html[2017273, 2017026, 2016373, 2017510, 2021281, 2017421, 2016969, 2017823, 2017822, 2017336, 2037305, 2026354, 2016451, 2016390, 2020578, 2033206, 2018446, 2014535, 2016977, 2016978, 2017654, 2021970, 2013507, 2016502, 2018331, 2019845, 2023784, 2016503, 2026339, 2030905, 2017627, 2017824, 2019099, 2018387, 2017579, 2018454, 2017432, 2029499, 2017609, 2033198, 2011867, 2017782, 2014551, 2016389, 2018191, 2020579, 2015479, 2018045, 2017531, 2031094, 2033199, 2016967, 2014554, 2018317, 2020190, 2018190, 2014719, 2027846, 2007405, 2014262, 2017345, 2016456, 2008742, 2017373, 2009160, 2017785, 2020581, 2018283, 2030153, 2018048, 2017424, 2020577, 2013765, 2014349, 2017820, 2014154, 2014327, 2018420, 2018468, 2016655, 2018197, 2028836, 2018007, 2031132, 2020235, 2016975, 2017315, 2017287, 2021002, 2012127, 2019047, 2019049, 2047570, 2016970, 2018328, 2016781, 2018051, 2017580, 2018227, 5064895, 2017675, 5064847, 2014184, 2015832, 2017554, 2016278, 2015475, 2017350, 2017368, 2017515, 2018991, 2016624, 2017784, 201768['Virtual currency exchange "Zaif" hacked worth about 6.7 billion yen', 'Thieves Steal Crypto Money Worth IDR 891.2 Billion in Hacking Actions on the Floor of the Japanese Exchange', 'In Japan, a cryptocurrency exchange was hacked and 60 million dollars were stolen. Mainly customer deposits', '$60m in virtual currency hacked in Japan', 'Hackers stole almost 60 million dollars from the Japanese cryptocurrency exchange', 'Hackers Steal $60 Million in Cryptocurrency from Japanese Company', 'USD 60 million in virtual currency hacked in Japan', 'Another cryptocurrency hack in Japan... Outflow of KRW 67 billion', "Newspim - Japan's Tech Bureau hacked 67 billion won cryptocurrency including Bitcoin", 'Hackers stole $60 million worth of cryptocurrency from Japanese exchange', 'Japan Govt Outraged by $60m Crypto Hack of Zaif , Regrets Lack of Suspension', 'Hackers are targeting bitcoin with a leaked NSA software tip , report says', 'Hackers stole 60 million cryptocurrencies. dollars in Japan', '$60 million in virtual 129

United StatesHIC North America 2021 December 8 https://www.pcmag.com/news/covid-19-omicron-variant-phishing-emails-target-us-universities[3024597, 3022641, 3030797, 3025549, 3019357, 3012799, 3022977, 3020984, 3038803, 3025031, 3014261]['  Omicron Strain  Now a Topic Hackers are Using to Send Malicious Files to US Universities', 'COVID - 19 Omicron Variant Phishing Emails Target US Universities', 'Cybercrooks Push FormBook Info - Stealer in New Omicron - Themed Phishing Campaign', 'Scammers Capitalize on Omicron Variant Concerns in New Phishing Campaign | Technology', 'Hackers using omicron , COVID - 19 phishing emails to target universities', 'Scammers exploit Omicron fears in new COVID ‑ 19 phishing campaign', 'Scammers Capitalize on Omicron Variant Concerns in New Phishing Campaign', 'Scammers Capitalize on Omicron Variant Concerns in New Phishing Campaign', 'Cybercriminals use the omicron variant in a phishing campaign', 'They warn of phishing that uses the Omicron variant as bait', 'Scammers Exploit COVID - 19 Omicron Variant in New Phishing Attacks']10

Russia UMC Europe & Central Asia2021 October 4 https://deita.ru/article/503482[2908314, 2908203]['In Primorye neutralized a gang of hackers', 'SK neutralized a group of hackers from Primorye']1

Macedonia 0 0 2020 July 17 https://press24.mk/sajtot-na-dik-hakiran-konechni-neoficijalni-rezultati-od-izborite-soopshteni-po-24-chasa[2609706, 2609710]['SEC website hacked, final unofficial election results announced after 24 hours', 'SEC website hacked, final unofficial results after almost 24 hours']1

Mexico UMC Latin America & Caribbean2020 June 2 https://elmanana.com.mx/anonymous-hackea-pagina-web-vaticano-expone-miles-de-casos-pederastia/[2538514, 2537097, 2537091, 4213235]['Anonymous hacks the Vatican and exposes thousands of cases of pedophilia', 'Anonymous: What is known about the alleged hacking of the Vatican by hacktivists', 'Anonymous hacks the Vatican website and exposes more than 6,000 cases of pedophilia', 'Anonymous and the Vatican: theories about an alleged hacking and the leaking of files on pedophilia']3

South KoreaHIC East Asia & Pacific2018 July 5 HTTP://english.yonhapnews.co.kr/business/2018/07/05/0501000000AEN20180705004200320.html[1797701, 1797623]['N . Korean hackers suspected of continuing attacks amid friendly inter - Korean relations', 'Suspected North Korean hackers still launching cyberattacks on South Korea']1

United StatesHIC North America 2021 November 9 https://cyberguerre.numerama.com/13752-lapplication-de-trading-robinhood-annonce-une-fuite-des-donnees-de-7-millions-de-clients.html[2969453, 2969242, 2967535, 2968818, 2968973, 2970189, 2969510, 2974316, 2968369, 2969590, 2968474, 2968177, 2970130, 2969609, 2967539, 2968180, 2968961, 2985000, 2970199, 2969225, 2968605, 2969268, 2975614, 2969534, 2987406, 2968514, 2969622, 2984587, 2969771, 4153363, 2970068, 2968012, 2976001, 2969231, 2969444, 2972172, 2987693, 2968832, 2968852, 2967543, 2968080, 2972166, 2968840, 2968367, 2970136, 2970071, 2970198, 2972039, 2968606, 2969589, 2970157, 2970168, 2968826, 2972169, 2976004, 2982121, 2980286, 2984304, 2969869, 2969118, 2969100, 2967946, 2967956, 2970151, 2985693, 2970477, 2968371, 2970789, 2968368, 2982176, 2969587, 2968971, 2966937, 2970208, 2968372, 2968374, 2970172, 2970455, 2969101, 2968003, 2969279, 2968745]['Robinhood says millions of customer names , email addresses taken in data breach', "Hacker hacked into Robinhood's system and stole data from millions of users", 'Robinhood revealed that a data breach last week exposed millions of customer emails and other personal information', 'Online broker Robinhood announced hacking and data leakage of millions of users', 'Robinhood hacked, stealing millions of customer data', 'Robinhood Data Breach Impacted Millions of Users Here How the Extortion Attempt Affects You', 'Robinhood says information on millions of customers stolen in data breach', 'Robinhood hackers reportedly gained access to an internal tool that can alter accounts and remove security settings', 'Hackers Access 7 Mn Customer Data On Trading App Robinhood', 'Robinhood suffers data breach exposing information of millions of customers', 'Robinhood hacked , information of 7 million compromised', 'Robinhood: Data breach exposes information of seven million people', 'Robinhood data breach exposes 7 million u81

Germany HIC Europe & Central Asia2021 April 13 https://www.n-tv.de/regionales/nordrhein-westfalen/Ministerium-Phishing-Attacke-auch-gegen-ehemalige-Politiker-article22486315.html[4114977, 4114976, 4114975, 4114974]['Ministry: Phishing attack in NRW also against former politicians', 'North Rhine-Westphalia: Ministry: Phishing attack also against former politicians', 'Internet - Cologne - Ministry: Phishing - Attack also against former politicians - Service', 'Ministry: Phishing attack also against former politicians']3

Russia UMC Europe & Central Asia2020 October 19 https://gordonua.com/news/worldnews/hakery-iz-severnoy-korei-kimsuky-atakovali-voennye-organizacii-v-rossii-ukraine-i-turcii-1523568.html[2751139, 2747975, 2748083, 2748098, 2747981, 2747846, 2747993, 2747977, 2747971, 2747978, 2747841, 2747982, 2748095, 2747984, 2747972, 2747976, 2748159, 2750647]['North Korea has tried to hack 11 officials of the UN Security Council', 'North Korean hackers attacked Russian defense enterprises', 'North Korean hackers Kimsuky attacked military organizations in Russia, Ukraine and Turkey - cyber experts', 'Media : hackers from North Korea attacked Russian military installations - Latest news today', 'North Korean hackers attack Russian defense firm', 'North Korean hacker group attacked targets inside Russia Meduza', 'Hackers from North Korea, according to Kommersant, carried out several attacks on military and industrial organizations in the Russian Federation Ekho Moskvy News, 19. 10 . 2020', 'The Embassy of the DPRK commented on reports of hacker attacks on Russia', 'What kind of hacker group from the DPRK Kimsuky is attacking Russian military facilities?', 'Hackers from North Korea attacked defense enterprises in Russia', 'North Korean hackers attacked Ukrainian defense plants - media', 'Experts spoke about the attacks of hackers from the DPRK on Russian enterprises'17

United StatesHIC North America 2018 September 26 http://helagotland.se/ekonomi/uber-far-miljardbota-efter-dataintrang-15313507.aspx[2034290, 2034399, 2049569, 2034256, 2035147, 2034240, 2037599, 2034471, 2032586, 2049527, 2034265, 2034307, 2037624, 2040576, 2032545, 2032809, 2034440, 2034538, 2035921, 2031351, 2037455, 2032403, 2056176, 2035150, 2034332, 2037452, 2034425, 2037499, 2035390, 2032559, 2037537, 2038999, 2034404, 2037512, 2034241, 2046477, 2034375, 2032940, 2031953, 2034424, 2036520, 2037479, 2034309, 2034243, 2033170, 2031946, 2034352, 2034457, 2037549, 2035980, 2035480, 2037591, 2038558, 2034311, 2037437, 2037317, 2037584, 2036317, 2034320, 2033036, 2034410, 2045625, 2034312, 2034430, 2037502, 2049596, 2056193, 2040558, 2034252, 2034445, 2049528, 2034948, 2032925, 2031955, 2037608, 2034357, 2034317, 2037557, 2040624, 2031948, 2034270, 2037540, 2031690, 2035149, 2044244, 2032294, 2038564, 2036527, 2067541, 2034341, 2031951, 2034251, 2034429, 2031350, 2034876, 2037543, 2036103, 2037447, 2037600, 2034305, 2037504, 2037505, 2034249, 2034274, 2037559, 2032296, 2034414, 2034435, 2034314, 2037575, 2037508, 2040588, 2034807, 203445['Uber Settles Data Breach Lawsuit With Ohio , Other States', 'Arizona to get $2 . 7M under 50 - state settlement with Uber over data breach', 'UBER and Illinois Reach Agreement over Data Breach', 'Uber to pay Washington $5 . 8 million over major data breach', 'Uber to Pay $148 Million to Settle US Data Breach Cover - Up', 'Maryland Uber drivers could get $100 each related to 2016 data breach as part of settlement with states', 'Uber agrees to $148M settlement with all 50 states over data breach', 'AG Hawley reaches $148M settlement with Uber over data breach', 'Uber settles for $148 million with 50 US states over 2016 data breach', 'UBER has to pay big bucks for data breach in 2016', 'Uber Paid Hackers 100K In Hush Money . Now Must To Pay $148 Million To US States', 'Uber to pay $900 , 000 over delays in reporting a data breach that hit 2 , 500 people in Utah', 'Arizona Uber Drivers Affected By Data Breach Will Get $100', 'Uber to Pay States $148 Million in Data Breach Settlement', 'Uber reaches US$148 milli273



South KoreaHIC East Asia & Pacific2018 November 1 https://www.ytn.co.kr/_ln/0103_201811011824321046[2138430, 5008733, 2138419, 2138423, 2138429, 2138434, 2138446, 2138420, 2138424, 2147389, 2138422, 2138417]['A bunch of IP camera hackers caught spying on the privacy of a woman with a pet', 'Ministry of Science and ICT - Telecommunication companies, joint response to IP camera hacking', '[Society] Targeting single women... Hacking 5,000 IP cameras', "IP camera hacking, less than peeking into women's privacy", '10 people who hacked IP cameras to spy on women and filmed them illegally, face the police', 'IP camera hacking, secret privacy of 5,000 women stolen', "Out of curiosity?... Men in their 20s and 30s peek into women's private lives by hacking IP cameras - The Herald Business", '[Society] Hacking thousands of home-installed IP cameras', "Hacking hundreds of pet monitoring IP cameras … Steal women's privacy", 'IP Camera Hacking... Women who raise pets are less than peeps', 'Pet camera hacking peek into privacy... Most of the victims are women', 'Home CCTV became a hidden camera... IP camera hacking, male-female relationships, etc. exposure']11

Russia UMC Europe & Central Asia2017 May 13 http://radiovesti.ru/news/653351/[461842, 469779, 477313]['Snowden named the alleged culprit of a large-scale cyber attack / radio station Vesti FM Live / Listen online', 'Large-scale cyber attack affected more than 200 thousand users in 150 countries / radio station Vesti FM Live / Listen online', 'Victims of the WanaCry virus paid the organizers of cyber attacks about $ 42 thousand / radio station Vesti FM Live / Listen online']2

Mexico UMC Latin America & Caribbean2017 January 8 http://www.proceso.com.mx/469202/hackean-google-maps-renombran-los-pinos-residencia-oficial-la-corrupcion[1096664, 39695, 1098291, 39697, 61765, 1094411, 39696, 52647, 39926, 54934, 1098265, 1098102, 52364, 54915, 53299, 39755, 58292, 54959, 39713, 39700, 53313, 39709, 54914, 52368, 39711, 1098103, 39710, 38134, 61758, 39712, 39692, 38455, 75172, 52370, 54919, 76015]['Official Residence of Corruption. Google Maps under alleged hacking; renamed Los Pinos as..., Links, Images, Videos and Tweets', 'Google Maps suffers alleged hacking and changes the name of Los Pinos to the Official Residence of Corruption', 'Google Maps falls into the hands of hackers (PHOTO)', 'Google Maps suffers alleged hacking and changes the name of Los Pinos to the Official Residence of Corruption El Mañana de Nuevo Laredo', 'How did they hack Google Maps?', 'An alleged hack renames the Mexican presidential house as corruption', 'They hack Google Maps and rename Los Pinos as the official residence of corruption', 'Google Maps suffers new hacks to rename Mexican Legislative', 'Mexico : Hacking renames presidential house to corruption', 'Another hack to Google Maps! Change name to Chamber of Deputies', 'Hacking renames Mexican presidential house as corruption', 'Google Maps under alleged hacking; Los Pinos is renamed as Official Residence of Corruption', 'MEXICO: Of course hacking, they rename Los Pino35

South AfricaUMC Sub-Saharan Africa2020 September 4 https://businesstech.co.za/news/technology/431484/personal-information-of-south-africans-posted-on-dark-web-after-major-data-breach-heres-what-leaked/[2682502, 4254715, 2683082]['Experian data breach – Personal data of millions of South Africans found online', 'Personal information of South Africans posted online after major data breach – here what leaked', 'Hacked Data Posted Online , Says Experian South Africa']2

United StatesHIC North America 2017 January 31 http://www.nzherald.co.nz/business/news/article.cfm?c_id=3&objectid=11792296[139332, 147324, 146488, 142059, 153823, 140837, 142062, 142011, 138895, 147335, 142331, 142112, 145256, 147339, 148690, 140199, 142123, 141774, 142149, 142060, 141084, 151593, 145468, 140597, 146607, 153547]['3 arrests over breach claimed by  Phineas Fisher  hacker', 'Phineas Fisher : Has Hacking Team hacker been arrested or is he still at large ? ', 'Suspect in Hacking Team hack arrested in Spain', '3 arrests over breach claimed by ‘ Phineas Fisher ’ hacker', 'Spain : 4 engineers investigated over  Phineas Fisher  hack » Manila Bulletin News', 'Spain : Man arrested over hacking claimed by  Phineas Fisher ', 'Spain : Man arrested over hacking claimed by ‘ Phineas Fisher ’ ', 'Spain : Man Arrested Over Hacking Claimed by  Phineas Fisher  ', 'Spain arrests three suspected hackers', 'Reports claim Spanish police have arrested hacker Phineas Fisher • The Register', 'Spanish Police Raided Suspects Linked to Notorious Hacker  Phineas Fisher  ', '3 arrests over breach claimed by  Phineas Fisher  hacker ', 'Phineas, the hacker who claims the attack on Hacking Team, arrested in Spain?', 'Suspected members of Phineas Fisher hacking group arrested in Spain', 'Three Arrests Over Breach Claimed by  Phineas Fisher  Hacker — U25

India LMC South Asia 2017 October 3 http://www.businessinsider.in/Major-data-breach-puts-6000-Indian-businesses-at-risk-could-affect-internet-services-in-India/articleshow/60926658.cms[863000, 866573, 863023, 863024, 866620, 863039, 863001, 863012, 862998]['Major data breach puts 6000 Indian businesses at risk , could affect internet services in India', 'Over 6000 Indian companies hacked , hacker demands 15 Bitcoins', 'Hacker puts info of over 6 , 000 Indian businesses up for sale in massive data breach', 'data breach : Hacker puts info of over 6 , 000 Indian businesses up for sale in massive data breach', 'data breach : Hacker puts info of over 6 , 000 Indian businesses up for sale in massive data breach , Telecom News , ET Telecom', 'hacking : hacker puts information of over 6 , 000 indian businesses up for sale in massive data breach', 'Massive data breach hits 6 , 000 Indian organisations including govt offices , banks : Quick Heal', 'UIDAI , BSE among 6 , 000 Indian organisations reportedly affected by data breach', 'Hacker puts info of over 6 , 000 Indian businesses up for sale in massive data breach Latest News']8

United StatesHIC North America 2017 October 11 https://www.healthcare-informatics.com/news-item/cybersecurity/data-breach-home-monitoring-company-exposes-150k-patients-files[5033298, 1267178, 1265588, 881462]['Kromtech Security Discovers Health Data Breach of 150K Patients', 'Data Breach at Home Monitoring Company Exposes 150K Patient Files ', 'US Data Breach Exposed Medical Records , Including Blood Test Results , Of Over 100 , 000 Patients', 'Data Breach Exposed Medical Records , Including Blood Test Results , of Over 100 Thousand Patients']3

United StatesHIC North America 2018 April 27 http://www.decaturdaily.com/news/other_news/national/student-loan-company-tells-borrowers-of-data-breach/article_ac32c36a-269d-5115-877e-fad986bca37d.html[1623150, 1621925, 1623133, 1623153, 1623218, 1623194, 1623158, 1623188, 1623157, 1623148, 1623154, 1625845, 1623193, 1623162, 1623205, 1631121, 1623190, 1623156, 1623192, 1621923, 1623191, 1623217, 1623189]['Student Loan Processor Tells 16K Customers Of Data Breach « WCCO', 'Student loan company tells 16 , 500 borrowers of data breach', 'Student Loan Services Company Says 16 . 5K Borrowers Hit With Data Breach – Talking Points Memo', 'Student Loan processor tells 16 , 500 borrowers of data breach | AP National News', 'Student loan company tells 16 , 500 borrowers of data breach | National', 'Student loan company tells 16 , 500 borrowers of data breach | US', 'Student Loan processor tells 16 , 500 borrowers of data breach | State', 'Student loan company tells 16 , 500 borrowers of data breach | AP', 'Student Loan processor tells 16 , 500 borrowers of data breach | Nation', '16 , 500 borrowers affected by data breach of student loan process - KOAA . com | Continuous News', 'Student Loan processor tells 16 , 500 borrowers of data breach - New Jersey Herald', 'Student loan company notifies 16 , 500 borrowers of personal data breach', 'Student loan company tells 16 , 500 borrowers of data breach | Nation', 'Student 22

Russia UMC Europe & Central Asia2020 November 14 https://regnum.ru/news/accidents/3108118.html[4267096, 2763373]['In Brazil, the electronic database of the Supreme Court was attacked by hackers', 'Brazilian police investigate online hacking of high court']1

United StatesHIC North America 2020 February 3 https://www.securitylab.ru/news/504611.php[2318751, 2322389]['6 Suspects Arrested in Maltese Bank Hacking Heist', 'Suspects arrested in hacking systems of a major Maltese bank']1

Mexico UMC Latin America & Caribbean2018 August 23 http://pulsoslp.com.mx/2018/08/23/ataques-de-hackers-al-ine-historicos-afirma-cordova/[1941022, 1941017, 1941018, 1941021, 1941019, 1941020]['Historical attacks by INE hackers', 'Hacker attacks on INE, historic, says Córdova - Pulso Diario de San Luis', 'INE hacker attacks, historical', 'Historical , cyber attacks on the INE : Cordova', 'Hacker attacks on the INE, historic, says Córdova', 'Hacker attacks on INE, historic, says Córdova - El Diario de Coahuila']5

United StatesHIC North America 2021 June 7 https://www.msn.com/en-us/news/crime/feds-charge-latvian-national-in-trickbot-malware-attack-that-hit-millions-of-computer-users-including-two-northeast-ohio-school-districts/ar-AAKIyy1[3321217, 3325107, 4125553, 3321796, 3319836, 3321868, 3321235, 3327518, 3324899, 3321057]['DOJ charges Latvian national for helping develop the Trickbot malware', 'Feds charge Latvian national in TrickBot malware attack that hit millions of computer users , including two Northeast Ohio school districts', 'Alleged Trickbot malware coder charged in US court', 'Justice Department has charged a Latvian woman it says helped develop Trickbot malware', 'Feds charge Russian national in TrickBot malware attack against two Northeast Ohio school districts , other victims across U . S . ', 'Latvian woman charged for alleged role in transnational ransomware scheme targeting 11 countries', 'A Latvian citizen has been charged in the US with developing malware', 'Woman Charged for Involving in TrickBot Banking Malware Creation', 'Latvian Woman Charged with Developing Malware for Trickbot', 'Trickbot - Malware : 55-year-old Lithuanian woman charged in the United States']9

Israel HIC Middle East & North Africa2018 December 8 https://www.sott.net/article/402345-UN-complaint-Lebanon-accuses-Israel-of-telephone-network-hacking[2211050, 2212129, 2213206, 2210808, 2210812, 2210797]['Lebanon Files Complaint With UN Accusing Israel of Telephone Network Hacking', 'UN complaint : Lebanon accuses Israel of telephone network hacking -- Puppet Masters -- Sott . net', 'Lebanon sues Israel at the UN for hacking', 'Claiming  hacking  of network , Lebanon condemns IDF warnings to its civilians', 'i24NEWS - Lebanon accuses Israel of hack as residents receive messages warning of attack', 'PressTV - Lebanon complains to UN over Israeli phone hacking']5

United StatesHIC North America 2021 October 15 https://www.theverge.com/2021/10/15/22728217/twitch-passwords-data-breach-secure[2915672, 2911347, 2914609, 4151707, 2913319, 2915612, 2916295, 2913266, 2913410, 2913292, 2918403, 2912429, 2911342, 4149744, 2914610, 2915505, 2930226, 2916302, 2919517, 2914342, 4149733, 2911702, 2912012, 2914752, 2913317, 2917327, 2912436, 2911786, 2915701, 2913264, 2929372, 2912461, 2913517, 2916290, 2915377, 2915138, 2914723, 2914227, 2917476, 2919409, 2915106, 2917612, 2912013, 2911492, 2914718, 2914937, 2929082, 4149725, 2912126, 2916345, 2911788, 2911908, 2916296, 2917472, 5084584, 2911356, 2911491, 2914612, 2911338, 2913356, 2915113, 2911914, 2917416, 2912005, 2912451, 2915471, 2931386, 2913276, 2913316, 2916303, 2912011, 2914720, 2913398, 2913320, 2911587, 2914533, 2914926, 2917062, 2913289, 2912796, 2912431, 2930088, 4149386, 2912006, 2928902, 2916305, 2915510, 2913357, 2912430, 2918407, 2912206, 2912435, 2912653, 2916282, 2914865, 2915504, 2914725, 2912094, 2913314, 2915019, 2914721, 2916288, 2912159, 4151124, 2911341, 2914539, 2915502, 2912433, 2921235, 2914808, 4149734, 2915067, 4149724, 291455['Amazon Twitch hack shows top gamers rake in six figures', 'They hacked Twitch and it came to light how much streamers earn', 'Twitch confirms massive data breach - Ghanaian Times', 'Twitch has confirmed that no user data was compromised during the recent hack', 'Reported Twitch hacker leaks entire source code and streamer incomes for the past three years', 'Twitch data breach investigations continue', 'Twitch Source Code , User Payout Information , And More Stolen In Massive Data Breach', 'Video game streaming service Twitch suffers major data breach', 'Twitch confirms major data breach', 'Amazon - owned Twitch reportedly breached by hackers who leaked everything from creator payouts to an unannounced Amazon digital game store', 'Twitch Hackers Changed Game Images With Pictures of Jeff Bezos After Stealing Gigabytes of Information', 'They hack Twitch and reveal its source code, passwords and even what Ibai Llanos earns', 'Streamers alert: Twitch confirmed a hack to the platform where confidential data would145

Russia UMC Europe & Central Asia2021 August 7 https://www.securitylab.ru/news/523169.php[3063627, 3059340]['EU authorities investigate cybersecurity Atlas hack', 'Brussels investigates hacking of its Atlas directory Computerworld']1

South KoreaHIC East Asia & Pacific2017 October 12 HTTP://www.yonhapnews.co.kr/politics/2017/10/12/0505000000AKR20171012050400014.HTML?template=2087[1268046, 1268048, 1268062, 1268066, 1268057]['Minister of National Defense Song Young-moo ordered last year to take countermeasures against the hacking of the national defense network.', 'Minister Song Young-moo ordered countermeasures for hacking the national defense network', 'Minister of National Defense Song Young-moo, defense network hacking history, no countermeasures', "Song Young-moo's plan hacking, you don't have to worry too much... Criticism at the National Supervisory Office", 'Minister Song Young-moo, taking countermeasures in connection with hacking company defense reform']4

United KingdomHIC Europe & Central Asia2021 July 29 https://www.itpro.co.uk/security/hacking/360415/colonial-pipeline-hack-spurred-copycat-attacks-on-other-oil-and-gas[3423682, 3428467]['Colonial Pipeline hack spurred copycat attacks on other oil and gas companies', 'Wake - up call : US pipeline hack reveals blind spot']1

United StatesHIC North America 2018 May 18 http://business.financialpost.com/pmn/business-pmn/2-syrian-nationals-indicted-in-pro-assad-hacking-scheme[1671954, 1671944, 1668951, 1667090, 1671930, 1668928, 1669602, 1668953, 1671941, 1671959, 1671070, 1672743, 1668905, 1671962, 1668924, 1668916, 1668913, 1668936, 1669641, 1668957, 1668909, 1673965, 1668915, 1669638, 1671943, 1668904, 1668914]['2 Syrians indicted in pro - Assad hacking scheme , targeting White House , USMC , Harvard , AP', '2 Alleged Syrian hackers indicted on more charges - KBZK . com | Continuous News', '2 Syrian nationals indicted in pro - Assad hacking scheme | AP National News', '2 Syrian nationals indicted in pro - Assad hacking scheme', '2 alleged Syrian hackers indicted on more charges', '2 Syrian nationals indicted in pro - Assad hacking scheme | Business', '2 Syrian nationals indicted in pro - Assad hacking scheme | Us', '2 Syrian nationals indicted in pro - Assad hacking scheme | Technology', '2 Alleged Syrian hackers indicted on more charges - Honolulu , Hawaii news , sports & weather', '2 Syrian nationals indicted in pro - Assad hacking scheme - New Jersey Herald', 'Two Syrians indicted in hacks that targeted White House', '2 Syrian nationals indicted in pro - Assad hacking scheme | Associated Press', '2 hackers indicted in scheme targeting reporters , White House and Marine Corps - U . S . ', '2 Syrian nationals indi26

Japan HIC East Asia & Pacific2018 September 4 https://english.kyodonews.net/news/2018/09/1c2b20ba11a4-record-29-million-people-led-to-fake-websites-through-phishing.html[1971068, 1971069, 1971592, 1971070]['Record 2 . 9 million people led to fake websites through phishing', 'Record 2 . 9 million people in Japan led to fake websites through phishing', 'About 2.9 million people in Japan were induced to "phishing websites" in the first half of the year, a new high', 'Record 2 . 9 million people in Japan led to fake websites in first half of 2018 as phishing attacks spike : report']3

Canada HIC North America 2020 August 21 https://www.mortgagebrokernews.ca/news/cra-resumes-access-to-online-services-after-major-cyber-attacks-332575.aspx[2666947, 2665188, 2661590]['CRA resumes access to online services after major cyber attacks', 'CRA resumes online services with new security features after cyber attacks', 'Victims of CRA hackers vulnerable to other cyberattacks : experts']2

United StatesHIC North America 2020 December 1 https://appleinsider.com/articles/20/12/01/updated-backdoor-malware-again-targeting-macos-users-in-vietnam[2787489, 2785370, 2785373]['Updated backdoor malware again targeting macOS users in Vietnam - General Discussion Discussions on AppleInsider Forums', 'Updated backdoor malware again targeting macOS users in Vietnam', 'Fresh MacOS Backdoor Variant Linked to Vietnamese Hackers']2

Bulgaria UMC Europe & Central Asia2022 April 4 https://blitz.bg/prestplenie/khakerski-udar-po-vss-i-drugi-institutsii_news878169.html[3577178, 3577179]['Hacker attack on SJC and other institutions', 'Comments - A hacker attack prevented the online broadcast of the session of the SJC']1

Argentina UMC Latin America & Caribbean2021 October 13 https://www.lanacion.com.ar/sociedad/tras-un-confuso-episodio-desmienten-que-se-haya-hackeado-la-web-con-los-datos-de-todos-los-dni-del-nid13102021/[2923968, 2923945]['Renaper: after a confusing episode, they deny that the DNI website has been hacked and investigate eight employees', 'Confusing episode: they deny that they have hacked Renaper, but they investigate eight employees :: El Litoral - News - Santa Fe - Argentina']1

Israel HIC Middle East & North Africa2021 December 8 https://www.calcalist.co.il/calcalistech/article/r1nruxrtk[3021078, 3021079]['The National Insurance website was down for a short time due to a cyber attack', 'The National Insurance website went down for a short time due to a cyber attack: no databases were hacked']1

Israel HIC Middle East & North Africa2018 July 3 https://www.maghrebemergent.info/israel-accuse-le-hamas-davoir-tente-de-pirater-des-telephones-de-soldats/[1791995, 1794102, 1794005, 1790271, 1793976, 1791430, 1791022, 1799875, 1793259, 1790075, 1794400, 1794101, 1816393, 1794148, 1793975, 1809069, 1793783, 1797458, 1791765, 1791484, 1798129, 1812846, 1793940, 1795591, 1795266, 1795265, 1793978, 1794031, 1805055, 1796350, 1793618, 1794954, 1796172, 1793974, 1797482, 1797046, 1793282, 1790190, 1791024, 1791392, 1793982, 1796359, 1790272, 1792051, 1796951]["Israel accuses Hamas of hacking soldiers' phones", 'Details of Hamas hacking the phones of the occupation soldiers', "Israel accuses Hamas of trying to hack soldiers' phones using online dating apps", "Israel says Hamas tried to hack soldiers' cell phones - News", 'IDF launches campaign to stop soldiers from downloading apps infected with spyware to their cellphones - St . Louis Jewish Light : National And World News', 'Israel accuses Hamas of hacking military phones via app | News | News', 'Hamas uses fake Facebook friends to dupe 100 soldiers into downloading spyware', "Israel: Hamas Trying To Hack Our Soldiers' Phones With World Cup Apps", "Israel says Hamas tried to hack soldiers' phones with World Cup app", "Israel accuses Hamas of trying to hack into soldiers' phones", 'Israel accuses Hamas of hacking military phones via 2018 World Cup app', 'Israel admits: This is how Hamas was able to hack computers and mobile phones of Israeli army officers and soldiers | international', '7amleh , APC member in Pal44

Indonesia LMC East Asia & Pacific2018 October 10 http://pekanbaru.tribunnews.com/2018/10/10/website-kpu-kampar-diretas-inikah-pelakunya[2079773, 2079775]['KPU Kampar website hacked, is this the culprit?', "The Police Chief Didn't Know the Kampar KPU Website Was Hacked, Here's the Reason"]1

Russia UMC Europe & Central Asia2018 October 29 https://gorodfinansov.ru/vzlomana-bitkoin-birzha-maplechange-ee-komandu-podozrevayut-v-ekzit-skame.html[2129515, 2129485, 2129492, 2130762, 2129640, 2129493, 2133798, 2128275, 2130374, 2128276, 2130626, 2129502]['Bitcoin exchange MapleChange hacked: its team is suspected of exit scam', 'Cryptocurrency exchange MapleChange lost all funds after a cyber attack', 'Canadian crypto exchange MapleChange, hacked yesterday, does not compensate losses to customers', '  Bug  blamed for Canadian crypto exchange MapleChange hack', 'Canadian cryptocurrency site, money stolen through hacking', 'Canadian crypto exchange MapleChange, hacked in April, does not compensate losses to customers', 'MapleChange Hack Is A Reminder To Get Your Cryptocurrencies Off Exchanges', 'Canada MapleChange hacked , user accounts turned off', 'MapleChange Hacked : $6 Million Stolen From Canadian Bitcoin Exchange', 'Canadian cryptocurrency exchange MapleChange hacked', 'Another devastating crypto hack : Canada MapleChange becomes the latest victim', 'Crypto exchange MapleChange closed after being hacked. Money will not be returned to customers :: RBC. Crypto']11

Ukraine LMC Europe & Central Asia2017 November 28 http://ubr.ua/finances/banking-sector/khakery-slili-v-rossiju-dannye-klientov-privatbanka-3859416[1015471, 1015459]['In September, the servers of one of the Ukrainian banks were hacked', 'The data of PrivatBank clients were in the hands of hackers / Ukrainian business resource UBR. ua']1

South KoreaHIC East Asia & Pacific2017 October 18 http://www.kbench.com/?q=node/182593[902635, 903258, 903259, 903275, 903261]['Hacking Hana Tour, sending 1 million personal reports.. Hackers demand bitcoin', "If you don't give me money, I'll give you personal information. Hana Tour hacker demands 600 million won", "If you don't give me money, I'll give you private money. Hana Tour hacker, demands 600 million won", 'Hacker group steals 1 million personal treasures of Hana Tour.. Threatens to give me bitcoin', 'Hacking Hana Tour... Hacker group, demand for money such as bitcoin']4

United KingdomHIC Europe & Central Asia2017 March 13 https://thestack.com/security/2017/03/13/thousands-of-nhs-workers-personal-data-stolen-in-hack/[278826, 292586, 292576, 289647, 279368, 290238, 1128807, 278827, 293372, 278832, 278829, 278819, 291663, 290906, 278818, 305544]['Thousands of Welsh NHS staff data stolen in hack', 'UK Association of British Travel Agents cops to data breach • The Register', 'UK holidaymaker data breach highlights need to be proactive', 'Up to 43 , 000 British holidaymakers may have had their personal data stolen in a hack', 'Thousands of NHS worker personal data stolen in hack', 'More than 40. 000 affected by a hack to the British travel association', 'Up to 43 , 000 people affected by united kingdom travel agent data breach', 'Hack exposes details of  thousand of Welsh NHS staffers', 'UK Association of British Travel Agents cops to data breach', 'Welsh NHS staff data hacked as cyberattackers steal thousands of personal records', 'Hackers steal NHS staff data after IT contractor server is breached', 'Hackers steal personal details of thousands of NHS staff in  deeply disappointing  data breach', 'Canaries7 . Economy . More than 40. 000 affected by a hack to the British travel association', 'More than 40. 000 affected by a hack to the British travel a15

Ghana LMC Sub-Saharan Africa2018 August 15 https://www.ghanaweb.com/GhanaHomePage/NewsArchive/Court-grants-UMB-hackers-GHC4-8billion-bail-676856[1917595, 1917597, 1917596]['Court grants UMB  hacker GHC4 . 8billion bail | General News 2018 - 08 - 15', 'Court grants UMB  hacker GH¢ 4 . 8billion bail | General News 2018 - 08 - 15', 'Court grants UMB  hacker GH¢ 4 . 8 billion bail']2

United StatesHIC North America 2018 September 25 https://98rockme.iheart.com/featured/steve/content/2018-09-25-fbi-alert-hackers-are-trying-to-reroute-your-direct-deposit/[2028628, 2030769, 2030774, 2030766, 2028475, 2034146, 2030768, 2034098, 2015166, 2028490, 2028531, 2030775, 2018514, 2028474, 2028478, 2028488, 2033505, 2030776, 2030771, 2030782, 2034103, 2030760, 2046333, 2030773, 2030772, 2030780]['FBI : Hackers target HR , payroll in phishing scam', 'FBI Alert : Hackers Are Trying To Reroute Your Direct Deposit | Steve | 93 - 7 NOW', 'FBI Warns of Hackers Targeting Direct Deposit Paychecks', 'FBI Alert : Hackers Are Trying To Reroute Your Direct Deposit | Steve', 'FBI : Hackers Targeting Your Payroll Direct Deposits', 'FBI warns of hackers rerouting direct deposit checks', 'FBI Alert : Hackers Are Trying To Reroute Your Direct Deposit | Steve | 98 Rock', 'FBI Warns : Hackers Target Direct Deposit Paychecks | Shelley Wade', 'FBI : Phishing Attacks Aim to Swap Payroll Information', 'FBI warns of hackers trying to reroute your direct deposit paycheck', 'FBI : Hackers may be trying to reroute your direct deposit checks', 'FBI warns of hackers targeting direct deposit accounts', 'FBI : Hackers trying to divert direct - deposit paychecks into their own accounts', 'Phishing scam targets direct payroll deposits , FBI says in alert', 'FBI Alert : Phishing Scam Targets Direct Payroll Deposits « CBS Boston', 'P25

China UMC East Asia & Pacific2020 April 10 https://gcaptain.com/msc-reports-network-outage-cyber-attack-cannot-be-ruled-out/[2461216, 2452412, 4194831, 2456255, 2450768, 2460758, 2460757, 2459898, 2456203]['MSC confirms that the downtime was due to malware', 'MSC Reports Network Outage ; Cyber Attack Cannot Be Ruled Out – gCaptain', 'MSC confirms malware attack caused website outage', 'MSC possibly affected by malware - attack - website closed', 'MSC website down , carrier admits it might have been hit by malware - ', 'MSC network outage resolved after confirmed malware attack', 'MSC admits malware attack - ', 'Confirming Malware Attack , MSC Says Network Outage is Now Resolved – gCaptain', 'MSC websites remain down , malware not ruled out']8

Russia UMC Europe & Central Asia2019 October 23 https://www.securitylab.ru/news/501983.php[4829301, 4823285, 4823281, 4824999, 4834529, 4825719]['News Wrap : Hotel Robot Hacks , FTC Stalkerware Crackdown', 'Vulnerability allowed hackers to spy on hotel guests through robots', 'Hacking robots in a network of Japanese hotels allowed to track customers', 'How To ( Ethically ) Hack The Hotel Bedside Robots', 'How to ( Ethically ) Hack Hotel Bedside Robots', 'Hackers have broken into robots in a Japanese hotel. So they could follow the visitors']5

Italy HIC Europe & Central Asia2018 February 23 http://www.ansa.it/sito/notizie/tecnologia/tlc/2018/02/23/hacker-sfruttano-anche-sistemi-fiscali_f0c56014-a5f9-4143-8083-03bb78da8d18.html[1440556, 1441573]['Hackers also exploit payment of taxes to steal data - Tlc', 'Hackers also exploit tax systems']1

Turkey UMC Europe & Central Asia2017 June 16 http://www.webtekno.com/samsung-milyonlarca-kullanicisini-hacklenmeye-maruz-birakti-h30188.html[592644, 1194253, 1191913, 583973, 1195119, 571783, 1192429, 1195102, 1203879, 595008]['Samsung forgot to renew the domain: millions of smartphones are at risk of being hacked', 'Samsung forgot to renew the domain : Millions of smartphones are at risk of being hacked', 'Samsung Exposes Millions of Users to Hacking', 'Samsung devices are vulnerable to hacking thanks one domain issue', 'Millions of Samsung users can be hacked at any time', 'Hackers topple Samsung latest security feature', 'Millions of Samsung users were at risk of being hacked after firm forgot to renew domain', 'Samsung left millions of users open to hacking', 'How Samsung exposed your old Galaxy phone to hacking', 'Samsung Devices are Exposed to Hacking Due to One Domain Issue']9

Germany HIC Europe & Central Asia2019 December 5 http://cphpost.dk/news/business-round-up-majority-of-danish-companies-have-endured-a-cyber-attack.html[4922449, 4931719, 4931718, 4931715]['Business Round - Up : Majority of Danish companies have endured a cyber attack', 'Study : Almost all companies see increasing danger from hacker attacks - Economy', 'Internet study: Almost all companies see the increasing danger of hacker attacks', 'Espionage and hacker attacks: Entrepreneurs expect more data theft']3

United StatesHIC North America 2019 November 13 https://thehill.com/policy/cybersecurity/470209-china-hacked-us-manufacturing-group-amid-trade-talks-report[4876474, 4877294, 4877394, 4872944, 4874983, 4873917, 4873605, 4876878, 4873910, 4875021, 4873901, 4875037, 4877393, 4877288, 4879843, 4872936, 4875014, 4876251, 4873374, 4875027, 4872845, 4875023, 4875017, 4876850, 4875020, 4875899, 4877298]['Reuters China Hacked Manufacturers Association Amid Trade Negotiations', 'Chinese hackers broke into US manufacturing group systems : Report', 'U . S . Manufacturing Group Reportedly Hacked by China as Trade Talks Intensified', 'U . S . manufacturing group hacked by China as trade talks intensified – sources | Hellenic Shipping News Worldwide', 'China hacked US manufacturing group amid trade talks : report', 'Chinese hackers attack the US National Association of Industrialists', 'China hacked US manufacturing group as trade talks intensified', 'US manufacturing group hacked by China as trade talks intensified - sources', 'Reuters: Chinese hackers attacked the US National Association of Industrialists in the summer', 'US manufacturing group hacked by China as trade talks intensified : Sources', 'Chinese hackers suspected of attacking US industrial association', 'Exclusive : U . S . manufacturing group hacked by China as trade talks intensified – sources', 'U . S . Manufacturing Group Hacked By China as Trade26

Brazil UMC Latin America & Caribbean2017 January 18 http://www.dailynk.com/english/read.php?cataId=nk00100&num=14319[95393, 139306, 1105467]['Spear phishing attacks target defectors , analysts , and NGOs', 'Fake news and phishing attacks increase threats to political organizations', 'Fake news and phishing attacks threaten political organizations']2

India LMC South Asia 2020 June 1 https://www.deccanherald.com/specials/csc-bhim-app-data-breach-exposed-payment-personal-details-of-over-7-million-indians-844278.html[2540171, 2536556, 2536784, 4211747, 2536841, 2537577, 2536783, 2543144, 4211750]['NPCI denies data breach of BHIM mobile app', 'BHIM data breach exposes financial details of 7 million Indians', 'CSC Bhim app data breach exposed payment , personal details of over 7 million Indians', 'No data breach of customer financial details with BHIM app , says NPCI', "NPCI rejects hackers' claim of data breach in BHIM app", 'Personal Data Of Over 7 Million BHIM Users Exposed In Data Breach : Report', 'Data Breach on CSC BHIM Site Puts 70 Lakhs Indian Highly Sensitive Data at Risk : Report', 'Bharat Interface for Money hit by major data breach ( Includes interview ) ', 'No data breach of BHIM app : Report']8

New ZealandHIC East Asia & Pacific2021 February 9 http://business.scoop.co.nz/2021/02/09/rbnz-supports-stakeholders-affected-by-illegal-data-breach/[3120735, 3120732, 3120733]['RBNZ Supports Stakeholders Affected By Illegal Data Breach', 'Business Scoop » RBNZ Supports Stakeholders Affected By Illegal Data Breach', 'RBNZ supports stakeholders affected by illegal data breach']2

Russia UMC Europe & Central Asia2021 November 29 https://vestikavkaza.ru/news/hakery-atakovali-sajt-centrizbirkoma-kirgizii.html[3004245, 3004253]['Hackers attacked the website of the Central Election Commission of Kyrgyzstan', 'The website of the CEC of Kyrgyzstan was subjected to a hacker attack']1

France HIC Europe & Central Asia2021 January 22 https://conseils.radins.com/service/telephone-internet/actualites/netflix-les-clients-francais-cibles-par-une-campagne-de-phishing/24681[3091236, 3089384, 3089398, 3091238, 3087610, 3091237, 3101377, 3101375, 3089375]['Netflix: French customers targeted by a phishing campaign', 'Netflix: Beware of Phishing Campaigns, 70. 000 French subscribers already targeted', 'Thousands of phishing emails sent to Netflix subscribers', 'Netflix. Phishing attempts reportedly targeted 70,000 French subscribers', 'Netflix: persistent phishing on the small screen | Silicon', 'Phishing: beware of the fake Netflix email', 'Netflix users at risk of phishing again', 'Increase in phishing attacks on Netflix users, scammers are phishing data', 'Netflix: 70,000 French subscribers targeted by a phishing campaign with malicious lures']8

United KingdomHIC Europe & Central Asia2018 June 28 http://www.elmundo.es/tecnologia/2018/06/28/5b34a284ca4741ce408b45ec.html[1778761, 1778351, 1778766, 1780206, 1777253, 1779249, 1777236, 1778388, 1785726, 1778355, 1780184, 1780192, 1778765, 1779851, 1778763, 1780116, 1792895, 1778393, 1780420, 1779841, 1779441, 1777024, 1779844, 1778753, 1780627, 1777330, 1778769, 1780194, 1778352, 1779255, 1780185, 1778356, 1780871, 1778756, 1778929, 1782162, 1778770, 1777364, 1778368, 1782719, 1778616, 1778768, 1778357, 1780204, 1798429, 1778354, 1778762, 1779256, 1780188, 1777329, 1777367, 1776393, 1780237, 1780200, 1785727, 1780232, 1779258, 1778382, 1779453, 1787737, 1777245, 1779843, 1789391, 1777360, 1780497, 1778363, 1778360, 1777366, 1778374, 1777359, 1777371, 1776365, 1782841, 1782528, 1778722, 1779842, 1777645, 1781409, 1778431, 1780181]['Ticketmaster subject to a serious data breach - customer payment information may have been leaked to criminals - Lifestyle', "Malware breached Ticketmaster's security and leaked customer data", "A gigantic data security scandal in Ticketmaster's services - malware affected the system for a year, could pass payment information to criminals", 'Ticketmaster warns of third - party data breach', 'Identity theft warning after major data breach at Ticketmaster | Money', 'Ticketmaster  warned in April  of cyber attack', 'Ticketmaster gatecrash : Gig reveler personal , payment info glimpsed by support site malware • The Register', 'Thousands hacked from malicious software discovered on a Ticketmaster product', 'Hibs confirm Ticketmaster united kingdom data breach does not impact fans', 'Ticketmaster : Australian customers caught in data breach', 'Ticketmaster was warned about data breach in April , Monzo claims', 'The Ticketmaster Hack is Worse Than First Thought', 'Data breach at Ticketmaster - customer information79

Chile HIC Latin America & Caribbean2018 June 9 http://www.lacuarta.com/noticia/hackeo-banco-chile-termino-robo-us-10-millones/[1739296, 1737366, 1730308, 1744135, 1740626, 1755534, 1744221, 1736825, 1735163, 1755536, 1741941, 1730801, 1728583, 1734385, 1735959, 1730309, 1734219]['Banco de Chile suffers massive cyber attack and loses millions – IBS Intelligence', 'EyN: Executive evaluates demanding greater investment in cybersecurity after hacking Banco de Chile', 'Hacking of Banco de Chile ended with theft of US$ 10 million', 'EyN: Economy Commission cites pdte. of BancoEstado, after hacking in Chile', 'Banco de Chile sent a letter to its clients explaining the hack', 'Banco de Chile admits losing $10 million in disk - wiping malware attack', 'Chile: International advice on cybersecurity will be requested after Banco de Chile hack', 'Banco de Chile falls victim for SWIFT money transfer hack that crashed 9 , 000 computers and 500 servers', 'Busted hackers explain how they make money disappear in your bank accounts', 'Banco de Chile admits losing $10 million in disk - wiping malware attack – HOTforSecurity', 'Hackers "laid down" the IT systems of a huge bank, disguising a SWIFT hack', 'In hacking, they steal 10 million dollars from the bank of Chile', 'Hackers Crashed a Bank Computers16

United StatesHIC North America 2022 November 7 https://abcnews.go.com/International/wireStory/hacking-attack-idles-polish-governments-investment-website-92798627[3872536, 3872538, 3873333, 3867996, 3879153]['Hacking attack idles Polish government investment website', 'Polish Government Website Taken Down by Hacking Attack', 'In Poland, the work of the website of the Public Procurement Service was disrupted due to a hacker attack', 'The website of the Czech government is facing massive hacker attacks', 'Government website crashed due to hacker attack']4

United StatesHIC North America 2019 January 25 https://www.mpamag.com/news/massive-mortgage-data-breach-gets-worse-123160.aspx[4306611, 4306567]['Massive mortgage data breach gets worse', 'New data breach affects 24 million+ big bank loan custome']1

Iran LMC Middle East & North Africa2017 May 14 http://www.islamicinvitationturkey.com/2017/05/14/israel-hacked-lebanese-phones-during-nasrallah-speech-lebanon-2/[467977, 467978, 465739, 460109, 453898]['Israel hacked Lebanese phones during Nasrallah speech : Lebanon', ' ‘ israel ’ hacked Lebanese phones during Nasrallah speech : Lebanon', 'Lebanon Telecom Agency Suspects Israel in Recent Hacking of Hezbollah Phones', 'Lebanon accuses Israel of hacking its communications systems', 'Israel is behind hacking Lebanon phone networks during Nasrallah ’ s speech , report']4

Ukraine LMC Europe & Central Asia2021 December 10 https://www.rupor.info/news/183207/v-kieve-gruppa-hakerov-ukrala-u-byudzhetnikov-bolee-2-millionov/[3025979, 3025978, 3025980]['In Kyiv, hackers stole more than 2 million hryvnia from state employees | facenews. ua : news of Ukraine', 'In Kyiv, a group of hackers stole more than 2 million from state employees', 'In Kyiv, hackers stole more than 2 million hryvnia from state employees']2

Spain HIC Europe & Central Asia2019 February 16 https://hipertextual.com/2019/02/gobierno-venezuela-paginas-phishing[5041123, 4351720, 4365356]['The Government of Venezuela steals data through phishing pages', 'Special ND: Voluntariovenezuela. com, the Venezuelan State does phishing', 'Security : Windows  Fun  at Melbourne and Alleged Phishing by Venezuela Government']2

France HIC Europe & Central Asia2017 November 3 http://www.distributique.com/actualites/lire-piratage-de-nombreuses-victimes-parmi-les-entreprises-francaises-26976.html[954903, 945601]['Hacking: financial losses for French companies are on the rise', 'Hacking: many victims among French companies']1

Australia HIC East Asia & Pacific2021 May 21 https://www.realestatebusiness.com.au/tech/21528-phishing-attack-hits-domain[4122464, 3293809, 4122469, 3291430, 3291418]['Domain cyber attack : Renters targeted with deposit scam', 'Phishing attack hits Domain', 'Real estate site Domain attacked by hackers', 'iTWire - Nine real estate site Domain hit by phishing attack', 'Domain hit by cyber attack , warns of rental scam email']4

Australia HIC East Asia & Pacific2019 January 1 https://thenewdaily.com.au/news/state/vic/2019/01/01/data-breach-victorian-government-employees-details-stolen/[4984714, 4987037, 4984713, 4997197]['Data breach : Victorian Government employee details stolen', 'Australian government worker data hacked', 'Data breach sees Victorian Government employee details stolen - ABC News ( Australian Broadcasting Corporation ) ', 'Australian government worker info hacked']3

United KingdomHIC Europe & Central Asia2017 November 18 https://www.thetimes.co.uk/edition/news/everyone-has-been-hacked-say-police-vdkndz3s0[991392, 986798, 987352, 994750, 995105]['Nearly everyone in united kingdom has been hacked ,  lottery  determines investigation , police lead says', 'Nearly every person in the united kingdom has been hacked , police say', 'Everyone has been hacked , say police ', 'Virtually EVERY united kingdom citizen has been HACKED , police warn ', 'Nearly everyone in united kingdom has been hacked , ‘ lottery ’ determines investigation , police lead says']4

United StatesHIC North America 2018 May 25 http://www.indeonline.com/news/20180525/update-42600-patients-affected-by-data-breach-at-aultman[1692345, 1692344, 1692337, 1699402, 1685440, 1692348, 1692318, 1681227, 1681232, 1692335, 1685475, 1692332, 1680309, 1681247, 1692315, 1685464, 1681983, 1685446, 1657091, 1668796, 1685398, 1682041, 1692334]['UPDATE : 42 , 600 patients affected by data breach at Aultman - News - The Repository', 'UPDATE : 42 , 600 patients affected by data breach at Aultman - News - The Independent', 'Aultman data breach may have accessed patient information - News - The Review', 'Aultman Mails Letters to Patients Impacted by Data Breach', 'Marylanders Warned About LifeBridge Health Data Breach « CBS Baltimore', 'Aultman data breach may have accessed patient information - News - The Repository', 'Data breach at Aultman Hospital may have compromised some patients personal information', 'LifeBridge reports data breach affecting hundreds of thousands – Maryland Daily Record', 'LifeBridge admits data hack , offers protective services', 'Aultman data breach may have accessed patient information - News - The Daily Jeffersonian', 'Data breach may have affected 500k+ patients , LifeBridge Health says', 'Aultman Dealing With Data Breach , Patient Info at Risk', 'Lifebridge Health says 500 , 000 patients could be affected by data breach',22



United StatesHIC North America 2018 May 15 http://ftnews.firetrench.com/2018/05/rail-europe-suffers-three-month-long-data-breach-credit-card-details-stolen/[1662976, 1662494, 1662474, 1663007]['Rail Europe Notifies Riders of Three - Month Data Breach', 'Massive data breach of Rail Europe servers lasted nearly three months', 'Rail Europe suffers three month long data breach , credit card details stolen', 'Rail Europe Hit By A Data Breach']3

Argentina UMC Latin America & Caribbean2021 December 11 http://fenix951.com.ar/nuevo_2013/noticia.php?id=211962[3027387, 3028381, 4155288, 3024873, 3027510, 3029262, 3024874, 3028163, 3032244, 3027420, 3027175, 3027515, 3027713, 3032441, 3027386, 3030822, 3027423, 3026060, 3027152]['Brazil health ministry website hit by hacker attack , systems down', 'Healthcare system in Brazil partially paralyzed by cyber attack', 'Brazil: a hacker attack on the Ministry of Health blocked the vaccination certificates against COVID - 19', 'Alert in Brazil: the page of the Ministry of Health is hacked and it affects the issuance of vaccination certificates', 'Brazil Health Ministry Website Hit by Hackers , Vaccination Data Targeted', 'Hackers attack the Brazilian health ministry website , delete all vaccination records', 'Brazil health portals hit by hackers', 'Website of the Brazilian Ministry of Health hacked, targeting vaccination data', 'Hackers attack the website of the Brazilian Ministry of Health for the second time in the last seven days', 'Vaccination data targeted in Brazil hacker attack', 'Hackers prefer to attack Brazil - Blog da Cidadania', 'Brazil health ministry website hit by hackers', 'Cyber Attack : Brazil Health Ministry Website Hacked , Vaccination Data Deleted', 'Fatal hack to the 18

Greece HIC Europe & Central Asia2019 August 9 https://www.news247.gr/technologia/instagram-mplokarei-diafimistiki-chakare-dedomena-ekatommyrion-christon.7484290.html[4653131, 5081776]["Instagram: Blocks ad that hacked millions of users' data", "Instagram: Blocks ad that hacked millions of users' data"]1

United KingdomHIC Europe & Central Asia2019 March 28 https://www.lep.co.uk/news/crime/chorley-teenager-charged-over-cyber-attacks-on-greater-manchester-and-cheshire-police-force-websites-1-9678438[4412318, 4412313, 4412314, 4412319, 4412315]['Liam Watts charged in Greater Manchester Police website cyber attack', 'Chorley teenager charged over cyber attacks on Greater Manchester and Cheshire police force websites', 'Liam Watts charged in Cheshire Police website cyber attack', 'Suspected hacker charged over cyber attack on Cheshire Police website', 'Liam Watts charged in Cheshire Police website cyber attack | Runcorn and Widnes World']4

Japan HIC East Asia & Pacific2018 September 17 http://newsonjapan.com/html/newsdesk/article/123750.php[2007711, 2007716, 2023639]['Universities the weak link when hackers strike Japan - Nikkei Asian Review', 'Universities the weak link when hackers strike Japan', 'Universities the weak link when hackers strike Japan - University World News']2

India LMC South Asia 2019 April 15 https://www.sakshi.com/news/telangana/andhra-pradesh-data-breach-challenging-national-security-1180914[4443586, 4011111]['Andhra Pradesh Data Breach Challenging National Security', 'UIDAI Deputy Director Complaint Against Data Breach Issue In Andhra Pradesh']1

Italy HIC Europe & Central Asia2019 June 13 https://www.ilfattoquotidiano.it/2019/06/13/italia-bersagliata-da-virus-informatici-e-messaggi-di-pirati-che-sfruttano-i-servizi-google/5252617/[4531121, 4531127]['Italy targeted by computer viruses and messages from pirates who exploit Google services', 'Italy targeted by computer viruses and messages from pirates who exploit the services']1

France HIC Europe & Central Asia2018 December 28 https://www.phonandroid.com/le-ransomware-wannacry-infecte-toujours-des-milliers-de-pc-dans-le-monde.html[2250848, 5029936, 2248250]['WannaCry ransomware is still infecting thousands of PCs worldwide!', 'WannaCry ransomware is still dormant on many computers', '1.5 years later, WannaCry ransomware is still on hundreds of thousands of computers']2

Germany HIC Europe & Central Asia2018 April 21 http://www.neuepresse.de/Nachrichten/Medien/Hacker-greifen-23-deutsche-Hochschulen-an[1605416, 1602519, 1607272, 1605413, 1609532, 1605414, 1605412, 1605417, 1605415]['Worldwide cyber attack - hackers attack 23 German universities - NP', 'Iranian hackers attack 23 universities in Germany', 'Cyber \u200b\u200battack on universities - hackers also attack the University of Göttingen - GT', 'Hackers attack 23 German universities - DNN', 'Twenty - Three German Universities Hacked by Iran', 'Worldwide cyber attack - hackers attack 23 German universities', 'Worldwide cyber attack - hackers attack 23 German universities - MAZ', 'Worldwide cyber attack - hackers attack 23 German universities - GT', 'Worldwide cyber attack - hackers attack 23 German universities - HAZ']8

Belgium HIC Europe & Central Asia2018 February 9 https://tvzvezda.ru/news/vstrane_i_mire/content/201802091300-rl0z.htm[1406379, 1402328, 1398607, 1398605, 1398817, 1399507]['Hacker from Aalst breaks into the Vatican news site and proclaims God to be onion | inland', "A hacker hacked into the Vatican's website, declaring the onion to be a god", 'Hacker makes Vatican declare Aalst Holy Land', 'Hacker from Aalst hacks news site "Vatican News..."', 'Vatican News hacked', 'God is an onion, says hacker on Vatican site']5

Chile HIC Latin America & Caribbean2018 November 8 https://www.emol.com/noticias/Economia/2018/11/08/926700/Banco-Consorcio-sufre-hackeo-sobre-el-sistema-de-transferencias-internacionales.html[2150745, 2150746, 2150744, 2151355, 5009528, 2150741, 5009527, 2150742, 2150740, 2150739]['Cybersecurity in check again: Consorcio bank is the victim of computer hacking | Economy', 'They have us as landlords: Banco Consorcio was the victim of a new computer hack', 'Banco Consorcio suffers a hack on the international transfer system', 'Banco Consorcio is the victim of hacking in a new computer attack in Chile', 'EyN: New cyberattack: Banco Consorcio suffers hacking and theft of up to US$ 2 million.', 'Hacking of Consortium: Super de Bancos affirms that clients were not affected', 'Superintendent alerts after hacking to Consorcio: It is very likely that there are already more banks infected with a similar virus', 'Banco Consorcio acknowledged having been a victim of hacking', 'Sernac will officiate Banco Consorcio for hacking', 'Sernac will officiate at Banco Consorcio after losing US$ 2 million in a hack | Economy']9

India LMC South Asia 2018 March 27 https://www.expatica.com/ch/news/country-news/SW-Swiss-financial-watchdog-warns-over-cyber-attacks_1776786.html[1531144, 1533250, 1532222, 1531320, 1534640]['Swiss financial watchdog warns over cyber attacks | Swiss News', 'Cyber Attacks Pose Biggest Threat to Swiss Financial System : Regulator', 'Swiss financial watchdog warns over cyber attacks', 'Cyber attacks pose serious threat to financial system : FINMA', 'FINMA : Cyber attacks pose serious threat to financial system']4

United KingdomHIC Europe & Central Asia2018 August 1 https://iwradio.co.uk/2018/07/31/dixons-carphone-data-breach-hit-extra-10m-customers/[1876329, 1876368, 1876239, 1876249, 1880535, 1876314, 1876367, 1880552, 1876396, 1876318, 1876355, 1878974, 1875185, 1876364, 1880536, 1874702, 1875186, 1876319, 1876283, 1876252, 1874334, 1876365, 1876246, 1876238, 1877256, 1876353, 1876311, 1875218, 1876308, 1876310, 1880545, 1876245, 1876247, 1876248, 1876240, 1876316, 1876356, 1876351, 1876363, 1876237]['Dixons Carphone ups data breach figure to 10 million', 'Dixons Carphone data breach affects 10 MILLION customers as hackers accessed payment card records', 'Dixons Carphone admit data breach affected 10 million customers', 'Dixons Carphone admits data breach now affects 10 million', 'Dixons Carphone data breach hit extra 10m customers - Isle Of Wight Radio', 'Dixons Carphone Warehouse reveals 10 million customer records have been hacked', 'Dixons Carphone data breach hit millions more than first thought', 'Dixons Carphone data breach actually hit 10 million customers', 'Millions more than thought affected by Dixons Carphone data breach', 'Dixons Carphone Data Breach : What To Do If Youre One Of The 10 Million Affected', 'Dixons Carphone admits 10 million customers hit by data breach', 'Dixons Carphone data breach hit only  a handful  of Irish customers', 'Dixons Carphone data breach bigger than first thought', 'Dixons Carphone data breach affected 10m customers', 'Dixons Carphone data breach impact widens t39

NetherlandsHIC Europe & Central Asia2022 May 4 https://www.techzine.nl/nieuws/security/486945/phishers-hacken-britse-gezondheidszorg/[3621508, 3621876]['Phishers hack UK healthcare', 'NHS email accounts hijacked for phishing campaign']1

SwitzerlandHIC Europe & Central Asia2021 August 26 https://www.swissinfo.ch/fre/piratage--les-autorit%C3%A9s-de-rolle-admettent-une--certaine-na%C3%AFvet%C3%A9-/46896928[4547, 2844913, 17097, 2862792, 2861320]['Hacking in Practice 1', 'Expand your horizons at professional IT trainings: Hacking in practice, Linux, ELK STACK and others', 'Hacking: Rolle authorities admit a certain naivety', 'Hacking – The Rolle administration blocked certain information', 'Computer hacking in Rolle – “To suffer an attack is not a shameful illness”, according to Marc Barbezat']4

China UMC East Asia & Pacific2020 September 9 https://ent.163.com/20/0909/07/FM2KTI7P00038FO9.html[2690701, 4253214, 2690704, 2690721, 2688480, 2690700, 2690715, 2690706, 2690703, 2690707, 2688487, 2690702, 4253215, 2688481]["Netease mailbox responds to Wan Qian's hacking incident and is actively contacting Wan Qian's team", "Alibaba Security Department Reply to Wan Qian's Like Event: Give the Pot to Hackers and Programmers - Weiming Space ( mitbbs . com )", "Netease mailbox responds to Wanqian's hacking incident: already in contact with the other team", "Alibaba Security Department responded to Wanqian's like incident, the probability of being hacked is extremely small", "Ali Security Bureau responds to Wanqian's praise incident, hackers and programmers are blamed", 'Sister Lang, is the incident of Wanqian account hacking being passed on? Ali Security Department and Netease mailboxes all responded', "Wanqian's hacked account latest information _ Wanqian's hacked account profile profile _ Immersive Wanqian - Webmaster's Home", "Netease mailbox responds to Wanqian's hacking incident: actively contacting", 'Sister Lang, is the incident of Wanqian account hacking being passed on? Ali Security Department and Netease Mailbox all resp13

Russia UMC Europe & Central Asia2022 October 11 https://www.welivesecurity.com/2022/10/11/polonium-targets-israel-creepy-malware/[3833263, 3834077]['Hacking group POLONIUM uses  Creepy  malware against Israel', 'POLONIUM targets Israel with Creepy malware']1

NetherlandsHIC Europe & Central Asia2022 April 6 https://www.smn-news.com/index.php/st-maarten-st-martin-news/40078-gebe-submits-report-on-ransomware-attack.html[3559984, 3581040, 4082385]['St . Martin News Network - Minister of VROMI still awaiting report from GEBE on ransomware attack . ', 'St . Martin News Network - GEBE submits report on ransomware attack .. ', 'St . Martin News Network - Minister of VROMI tightlipped on GEBE ransomware attack . ']2

United StatesHIC North America 2019 July 30 https://www.pjstar.com/zz/news/20190730/us-issues-hacking-security-alert-for-small-planes[4652222, 4631412, 4631689, 4632477, 4633318, 4633356, 4635226, 4644909, 4630310, 4632399, 4632523, 4632629, 4635752, 4630537, 4635721, 4633441, 4633490, 4649552, 4632642, 4633333, 4633440, 4638440, 4633467, 4632456, 4639028, 4633419, 4632543, 4632568, 4642857, 4664960, 4633298, 4630174, 4633420, 4633436, 4635720, 4639262, 4632408, 4630208, 4631475, 4633320, 4633466, 4632612, 4633296, 4629426, 4636461, 4633462, 4632405, 4633332, 4644801, 4635561, 4635738, 4633485, 4636327, 4633447, 4631635, 4633427, 4635818, 4630282, 4632040, 4632459, 4633518, 4633437, 4635704, 4629398, 4635743, 4633416, 4633464, 4636470, 4634880, 4636011, 4663086, 4632497, 4633444, 4641404, 4633484, 4640610, 4639864, 4629329, 4635656, 4632519, 4632407, 4633417, 4642794, 4642370, 4640995, 4642782, 4633290, 4634574, 4636342, 4631474, 4633430, 4635646, 4630538, 4632532, 4635934, 4628259, 4631492, 4632631, 4633418, 4640075, 4633511, 4635571, 4633448, 4654534, 4633453, 4635783]['Keeping Hackers Out of Connected Cars', 'U . S . issues hacking security alert for small planes in case of physical access', 'Hacking just 20% of self-driving cars will lead to huge traffic jams', 'U . S . Issues Security Warning Over Hacking Risks Of Small Airplanes | News Radio 1410 AM & 100 . 9 FM', 'APNewsBreak : US issues hacking alert for small planes', 'Officials warn of hacking risk for small planes', 'Report Finds Hacking Of Internet Connected Cars Big National Security Threat | 31 . 07 . 19', 'They fear that cars connected to the internet will suffer hacking with thousands of deaths', 'U . S . to issue hacking alert for small planes', 'U . S . Issues Security Warning Over Hacking Risks Of Small Airplanes', 'U . S . Issues Security Warning Over Hacking Risks Of Small Airplanes | KIIX AM 1410', 'Hack a small airplane ? Yes , we CAN ( bus ) – once we physically break into one , get at its wiring , plug in evil kit ... ', 'Watchdog Group Warns of  9 / 11 - Style  Attack on Cars Vulnerable to Hacks | N105

Ireland HIC Europe & Central Asia2017 May 15 http://www.irishtimes.com/news/ireland/irish-news/tusla-issues-child-protection-warning-after-malware-attack-1.3083923[475363, 475335]['Tusla issues child protection warning after malware attack', 'Concerns for  children at risk  as Tusla forced to shut down email system due to cyber attack threat']1

Australia HIC East Asia & Pacific2018 May 3 https://www.4bc.com.au/fear-of-undue-concern-stopped-cba-from-notifying-customers-of-mass-data-breach/[1632197, 1634324]['No need to fret , CBA says of mammoth data breach', ' » Fear of ‘ undue concern stopped CBA from notifying customers of mass data breach']1

India LMC South Asia 2018 July 25 https://indianexpress.com/article/education/congress-mp-kc-venugopal-demands-probe-into-neet-data-breach-5275003/[1858537, 1854951, 1854953, 1855012]['Congress MP KC Venugopal demands probe into NEET data breach', 'NEET data breach : Rahul Gandhi writes to CBSE , demands inquiry', 'NEET data breach : Congress chief Rahul Gandhi writes to CBSE chairman , demands inquiry', 'Rahul Gandhi writes to CBSE on reports of data breach , Board denies leak']3

Russia UMC Europe & Central Asia2021 January 8 https://charter97.org/ru/news/2021/1/8/406822/[3075694, 4102060, 3072879, 4102063, 3434129, 3076126, 3072707, 3075571, 3072740, 3072181, 3075570, 3075559, 3075693, 3077355, 3076502, 3075563, 3075691, 3075565, 3076477, 3075702, 3075692, 3076122, 3075558, 4102062, 3076476, 3072710, 4102074, 3082077, 3075561, 3075584, 3076518, 3076473, 3072708]['US court sentences Russian hacker to 12 years for cyberattacks | facenews. ua : news of Ukraine', 'Russian hacker who hacked JPMorgan sentenced to 12 years in US', 'US court sentences Russian hacker to 12 years for cyberattacks | News from Germany about world events | DW', 'US court sentences Russian Tyurin to 12 years in prison for hacking', 'Ukrainian received three years in prison for hacking accounts of Internet users', 'A brash and prolific hacker. A Russian who stole the data of more than 100 million people was imprisoned in the United States', 'US court sentences Russian hacker to 12 years for cyberattacks', 'Russian hacker who hacked JP Morgan sentenced to 12 years in US', 'Hacker gets 12 years for attacking U . S . banks , brokers', 'Russian hacker gets 12 years in massive data theft scheme', 'Russian hacker sentenced to 12 years in US prison', 'Russian Hacker Gets 12 Years In Prison In U . S . In Massive Consumer Data Theft Case', 'New York court sentences Russian hacker to 12 years in prison', 'R32

Indonesia LMC East Asia & Pacific2020 July 10 https://nasional.okezone.com/read/2020/07/11/337/2244658/situs-kkp-diretas-pelaku-mengaku-dari-kuwait[2595420, 2595418]['The KKP site was hacked, the voice of the Murottal Koran appeared', 'The KKP site was hacked, the perpetrator claimed to be from Kuwait: Okezone Nasional']1

China UMC East Asia & Pacific2019 March 13 http://industry.caijing.com.cn/20190313/4569609.shtml[3990809, 3990811, 3990804, 3990812, 3991991, 3990813]['Tencent Penguin trapped in Lulu hacking door: tens of billions invested in defrauding and filling in nameless _ China Economic Net National Economic Portal', 'Tencent Penguin trapped in Lulu hacking door: tens of billions invested in defrauding and filling in name only _ TMT _ Sanjing Channel Home _ Financial Network - CAIJING . COM . CN', "【 Opinion 】 Tencent Penguin is trapped in Lulu's hacking door: tens of billions of investment in fraudulent repairs exist in name only -- ITTimes.com", 'Tencent Penguin fell into Lulu hacking door: tens of billions of investment in deception _ NetEase Finance', 'Tencent Penguin trapped in Lulu hacking door: tens of billions invested in defrauding and making up for it in name only - Weiming Space ( mitbbs . com )', 'Tencent Penguin trapped in Lulu hacking door: 10 billion invested in defrauding compensation, only in name - Qianlong.com · ChinaCapital.com']5

United KingdomHIC Europe & Central Asia2017 December 7 https://www.thetimes.co.uk/edition/news/russian-hackers-hold-uk-to-ransom-r960c00fz[1035373, 1035367]['Russian hackers hold united kingdom to ransom ', 'Russian hackers are holding the united kingdom to ransom']1

South AfricaUMC Sub-Saharan Africa2017 October 27 http://www.thepresidency.gov.za/press-statements/office-deputy-president-warns-against-phishing-schemes[924769, 924768, 909090, 927819, 928204, 909075]['Office of the Deputy President warns against phishing schemes', 'Ramaphosa cautions against phishing schemes using his name', 'Deputy Presidency warns against phishing emails in Ramaphosa name', 'South Africa : Beware of Phishing Scam Against Deputy President', 'Beware of phishing scam against Deputy President', 'Ramaphosa ’ s office aware of phishing emails , not hacking']5

United StatesHIC North America 2020 January 22 https://www.latimes.com/business/technology/story/2020-01-22/equifax-data-breach-last-chance-to-file-a-claim[2296234, 2300678, 2300704, 2289053, 2289055, 2300624, 2284280, 2300554, 2296241, 2300642, 2300544, 2296247, 2296237, 2303524, 2282975, 2296220, 2297285, 2300558, 2288481, 2296238, 2285733, 2300658, 2296235, 2281150, 2287039, 2300643, 4164857, 2289060, 2303539, 2287034, 2300557, 2296236, 2290647]['Equifax data breach claim deadline is Wednesday', 'Years later , victims now seeing effects of Equifax data breach', 'It your last chance to claim a slice of the Equifax data breach settlement [ Los Angeles Times ] ', 'Equifax settlement : Deadline to file claim for data breach is Jan . 22', 'Jan 15 - equifax .... pays a measly $380 . 5 million to make data breach fiasco vanish', 'Equifax data breach : Today your last chance to file a claim', 'Equifax to pay $380 . 5 million in data breach settlement in the US', 'Equifax data breach : Wednesday is deadline to file claim', 'Wednesday is the deadline to file your claim for Equifax data breach settlement', 'Wednesday is deadline for claims in 2017 Equifax data breach :: WRAL . com', 'Wednesday is deadline to file Equifax data breach claim', 'Time is running out to file a claim in the Equifax data breach settlement', 'Equifax data breach settlement : Wednesday , January 22 , is the last day to file a claim', 'Equifax Data Breach Last Day to File Claim : Creditc32

Ukraine LMC Europe & Central Asia2020 November 17 https://tsn.ua/ukrayina/hakeri-zlamali-sayt-mikolayivskoyi-oda-i-rozmistili-simvoliku-teroristichnoyi-lnr-1668862.html[2764728, 4266922, 2764724, 2778638, 4277278, 2762638, 4266926, 2764723, 2764740, 4266920, 4266915, 2764730, 4266927, 2764665, 4266916, 4266921, 2778684, 2764725, 2764726]['In Nikolaev, they announced the hacking of the website of the Regional State Administration: what is known', 'Hacker attacks - the website of the Verkhovna Rada Commissioner for Human Rights is blocked Ukrainian news UNIAN', 'Hacker attack - website of Mykolaiv Regional State Administration hacked - Mykolaiv news - Ukraine', 'Hacker from Kemerovo received a suspended sentence for attacks on the websites of the government of Mordovia', 'A hacker from Neftekamsk hacked into a government website', 'Hackers blocked the website of the Ukrainian Ombudsman', 'Hacker attacks - website of the Commissioner for Human Rights of the Verkhovna Rada blocked news of Ukraine UNIAN', 'The Mykolaiv Regional State Administration announced that the official website had been hacked, hackers had posted the flag of Novorossiya on the page', 'The Nikolaev Regional State Administration announced the hacking of the official website, hackers posted the flag of Novorossiya on the page', 'The website of the Ukrainian Ombudsman is blocke18

France HIC Europe & Central Asia2019 June 7 https://www.lalsace.fr/actualite/2019/06/07/le-site-des-impots-vise-par-des-pirates[4039914, 4039920, 4039917, 4039916]['France / World | The tax site targeted by hackers?', 'Featured | The tax site targeted by hackers?', 'France World | The tax site targeted by hackers?', 'News | The tax site targeted by hackers?']3

Denmark HIC Europe & Central Asia2017 November 15 https://www.fyens.dk/article/3204724[979652, 979656, 979660]['Three regions get hacked for security around personal data', 'Three regions get hacked for security around personal data', 'Regions get hacked for security around personal data']2

India LMC South Asia 2022 August 25 https://www.digit.in/hi/news/general/130-se-adhik-companies-hack-10-hazar-karmchariyo-ka-data-se-samjhauta-101881.html[3766939, 3766932]['More than 130 companies hacked, data of 10,000 employees compromised', 'Over 130 companies hacked , data of 10K employees compromised']1

United StatesHIC North America 2019 September 13 http://www.oleantimesherald.com/news/salamanca-schools-among-districts-affected-by-data-breach/article_dee67e9f-5770-5e11-9942-47e16eb52896.html[4738435, 4736706]['Colorado Springs School District 11 and other school districts across the U . S . affected by data breach', 'Salamanca schools among 13 , 000 districts affected by data breach']1

India LMC South Asia 2017 April 11 http://www.spamfighter.com/News-20847-Indian-Banks-Suffering-from-Malware-Infection-in-their-Mobile-Apps.htm[350644, 366128, 350645]['Mobile apps of seven banks infected with malware : Cybersecurtiy firm FireEye ', 'Indian Banks Suffering from Malware Infection in their Mobile Apps', 'Mobile apps of 7 Indian banks are already infected with malware , says cybersecurity firm – Tech2']2

United KingdomHIC Europe & Central Asia2020 December 18 https://www.itpro.co.uk/security/hacking/358185/peoples-energy-data-breach-affects-all-270000-customers[4277864, 2814487, 2814607]['People Energy data breach affects all customers', 'People Energy data breach affects all 270 , 000 customers', 'Hackers attack People Energy customer database']2

Russia UMC Europe & Central Asia2017 February 22 https://rueconomics.ru/229093-rossiyu-snova-obvinili-v-hakerskih-atakah-na-bundestag[213138, 213130]['Russia again accused of hacker attacks on the Bundestag', "Germany's chief counterintelligence officer accuses Russia of hacker attacks on the Bundestag"]1

India LMC South Asia 2017 September 21 http://www.firstpost.com/tech/news-analysis/malicious-attack-on-zomato-among-the-sixth-biggest-data-breach-globally-in-the-first-half-of-2017-4066215.html[833675, 833673, 833674, 833677, 833680]['Malicious attack on Zomato among the sixth biggest data breach globally in the first half of 2017', 'Zomato data breach sixth biggest in first half of 2017', 'Zomato Data Breach Sixth Biggest In First Half Of 2017', 'Zomato : Zomato data breach sixth biggest in first half of 2017 , Retail News , ET Retail', 'Zomato data breach 6th biggest from 2017 cyber attacks till June']4

United StatesHIC North America 2018 February 22 http://www.wacotrib.com/news/ap_nation/state-tax-data-breach-twice-as-large-as-originally-thought/article_296bfac7-a849-56b8-b1bc-218000a98abb.html[1438890, 1438896, 1438894, 1438886, 1438903, 1438900, 1438917, 1438897, 1438898, 1438893, 1438888, 1438904, 1438036, 1445547]['State tax data breach twice as large as originally thought | National News', 'State tax data breach twice as large as originally thought | Business - wire', 'State tax data breach twice as large as originally thought | US', 'State tax data breach twice as large as originally thought - News - capecodtimes . com', 'State tax data breach twice as large as originally thought | AP National News', 'State tax data breach twice as large as originally thought | News', 'Uh - oh ! That data breach was twice as large as the Department of Revenue said last week . ', 'State tax data breach twice as large as originally thought | AP US / World', 'Revenue Department data breach twice as large as 1st thought | Regional', 'State tax data breach twice as large as originally thought | Nation / World', 'Revenue Department data breach twice as large as 1st thought', 'State tax data breach twice as large as originally thought | Nation', 'State tax data breach twice as large as originally thought', 'Baker  extremely disappointed  w13

United KingdomHIC Europe & Central Asia2018 June 11 https://www.crawleyobserver.co.uk/news/hundreds-of-address-revealed-in-huge-data-breach-1-8530069[1736400, 1736397]['Hundreds of address revealed in huge data breach', 'Hundreds of addresses revealed in huge data breach']1

Iran LMC Middle East & North Africa2018 April 29 https://en.radiofarda.com/a/iran-government-hacking-attacks-social-civic-activists/29198040.html[1626171, 1628469]['Iranian Government Suspected Of Hacking Attacks Against Activists', 'Iran Daily : Regime Suspected of Hacking Attacks on Activists']1

United StatesHIC North America 2020 May 20 https://gcn.com/articles/2020/05/19/phishing-spoofed-federal-sites.aspx[2519656, 4206886]['Fraudsters spoof CDC , IRS and other gov sites in phishing scams -- GCN', 'CDC , IRS and other federal sites spoofed in global phishing scams -- FCW']1

United StatesHIC North America 2020 July 14 https://www.forbes.com/sites/leemathews/2020/07/14/mgm-142-million-guests-hacked/[4231178, 2610406, 2603428, 2601575, 2601387, 2601418, 2607175, 2603430, 2603453, 4231179, 2600470, 2602275]['MGM Resorts Data Breach Might Be Bigger Than Expected , Details of 142 Million Guests Reportedly on Dark Web', 'Hacker sells details of 142 million MGM guests on the dark web ( Includes interview ) ', 'Hacker selling details of 142 million MGM hotel guests on dark web', 'MGM Resorts hacker is selling 142 million guest data', 'MGM hotels hack may have exposed 142m guest personal data', 'For Sale : Hacked Data On 142 Million MGM Hotel Guests', 'MGM Data Breach 14x Higher than Initially Thought', 'MGM data breach jumps to more than 140 million guest leaks', '142 million MGM guests exposed in data breach', 'Hacker puts up personal data of 142 million MGM hotel guests for sale on dark web', 'A Hacker is Attempting to Sell a Las Vegas Hotel Database for Crypto', 'Should You Worry About MGM Latest Data Breach ? ']11

United KingdomHIC Europe & Central Asia2020 April 20 https://www.techradar.com/news/hackers-siphon-millions-in-cryptocurrency-from-dforce-exchange[2469082, 2466900, 2469596, 2471818, 2472016]['Hackers siphon millions in cryptocurrency from dForce exchange', 'Hackers steal $25 million worth of cryptocurrency from Uniswap and Lendf . me', '$25M in cryptocurrency stolen in hack of Lendf . me and Uniswap', 'Huh ? dForce Hacker Pilfers $25 Million in Crypto then Returns the Funds', 'dForce hacker returns nearly $25 million in stolen cryptocurrency']4

United StatesHIC North America 2018 October 2 http://www.editorandpublisher.com/news/spyware-hijacks-smartphones-threatens-journalists-around-the-world/[2053122, 2053121, 2059595, 2047084, 2059608, 2053764, 2060848, 2059741]['Spyware Hijacks Smartphones , Threatens Journalists Around the World – Editor & Publisher', 'Spyware hijacks smartphones , threatens journalists around the world', 'Pegasus , A Government - Sponsored Smartphone Spyware Traced in Kenya', 'Spyware found on dissident phone : report', 'Smartphone spyware  Pegasu may have targeted Kenyan phones', "Spyware found on Bishop's University student's cell phone", 'Smartphones in South Africa infected with spyware only sold to governments', 'La Jornada : Study detects cell phone spyware : CPJ']7

SwitzerlandHIC Europe & Central Asia2021 December 4 https://www.tagesanzeiger.ch/so-pressen-hacker-millionen-aus-schweizer-firmen-626215325368[3014105, 3015323]['Cyber \u200b\u200bcrime – How hackers squeeze millions out of Swiss companies', 'Cyberattack – Geneva companies paid 1 million ransom to hackers']1

United StatesHIC North America 2020 November 24 https://www.itpro.co.uk/security/cyber-security/357887/fbi-warns-of-hackers-spoofing-its-domain[2773660, 2775337]['FBI Issues Warning of Hackers Spoofing Its Internet Domain', 'FBI warns of hackers spoofing its domain']1

Poland HIC Europe & Central Asia2018 October 15 https://wpolityce.pl/polityka/416690-naczelna-rada-lekarska-ofiara-ataku-hakerskiego[2093696, 2093709, 2093700, 2093697]['The Supreme Medical Council victim of a hacker attack. Is this revenge for promoting mandatory vaccinations? President: We see a correlation', 'The President of the Supreme Medical Council fell victim to a hacker attack | Management', 'Doctors hacked?', 'President of the Supreme Medical Council: We fell victim to a hacker attack']3

United StatesHIC North America 2019 August 5 https://www.techspot.com/news/81295-cafepress-hacked-23-million-accounts-compromised.html[4646618, 4646585, 4647095, 4648138, 4645707]['CafePress Hacked , 23M Accounts Compromised . Is Yours One Of Them ? ', 'CafePress was hacked and 23 million accounts were compromised', 'Cafepress Resets Passwords Months After Reported Data Breach | Brunei No . 1 News Website', 'CafePress data breach affects 23 million users', 'CafePress resets passwords months after reported data breach']4

United StatesHIC North America 2020 July 27 https://www.ktvb.com/article/news/local/icourt-idaho-parks-hacked-cyber-attack-idaho-websites/277-e97154b8-c998-46da-9d90-0155094242a8[2627554, 2627570]['Several state websites fall victim to hacking breach', 'Three Idaho State Websites Are Vandalized by Hackers']1

Czech RepublicHIC Europe & Central Asia2022 October 19 https://www.computerworld.cz/clanky/izraelske-organizace-pod-utokem-specialniho-malwaru/[3844691, 3850358]['Israeli organizations under attack by special malware', 'Cyber-espionage group attacks Israeli organizations with custom malware']1

Germany HIC Europe & Central Asia2021 May 20 https://www.helmstedter-nachrichten.de/niedersachsen/article232336991/Hacker-greift-auf-Personendaten-von-Niedersachsens-Impfportal-zu.html[3291695, 3291663]["Lower Saxony's vaccination portal: hackers obtain personal data", 'Hacker gets personal data from vaccination portal']1

Iraq UMC Middle East & North Africa2019 September 27 http://www.albiladpress.com/news/2019/4001/arab-and-world/599413.html[4765006, 4765790, 4765646, 4765807, 4765334]['Al-Bilad Newspaper | The website of the Iraqi National Security Agency was hacked... and a warning message', 'Unidentified persons hack Iraqi government websites | Wasp', 'Iraq government websites hacked in  largest operation  yet', 'Voice of Iraq | Dozens of Iraqi government websites were hacked', 'Hacking the Iraqi National Security Agency website']4

Japan HIC East Asia & Pacific2020 March 20 https://www.zdnet.com/article/hackers-breach-fsb-contractor-and-leak-details-about-iot-hacking-project/[4178947, 2413716]['Hackers breach FSB contractor and leak details about IoT hacking project', 'Hackers say they breached Russian contractor , got details on IoT hacking project for Russia spy agency']1

Serbia UMC Europe & Central Asia2022 September 2 https://autonomija.info/sabic-vlast-javnosti-duguje-potpunije-informacije-o-hakerskom-napadu-na-rgz/[3777169, 3777167]['Šabić: The government owes the public more complete information about the hacker attack on RGZ', 'Šabić: The government owes the public more complete information about the hacker attack on RGZ']1

Serbia UMC Europe & Central Asia2020 November 25 https://www.oslobodjenje.ba/vijesti/svijet/najveca-danska-novinska-agencija-odbila-da-isplati-novac-hakerima-607535[2775627, 2775578, 2782738, 2774288, 2783206, 2776502, 2774154, 2777773, 2776501, 2783491, 2776503]['Danish news agency rejects ransom demand after hacker attack', "Denmark's largest news agency refused to pay the hackers", "Danish news agency back after hacker attack – refused to comply with intruders' demands", "Denmark's largest news agency shut down by hacker attack", 'Danish news agency back after hacker attack', "Denmark's largest news agency refused blackmail from hackers and temporarily suspended work", 'Main Danish news agency offline following hacking attack', 'Danish News Agency Rejects Ransom Demand After Hacker Attack', 'Hacker attack on the Danish news agency Ritzau', 'Denmark News Agency Refuses to Pay Hacker Ransom - Infosecurity Magazine', "Denmark's largest news agency rejected hacker blackmail"]10



Russia UMC Europe & Central Asia2020 May 6 https://www.computerra.ru/265519/neizvestnaya-hakerskaya-gruppirovka-atakovala-okolo-milliona-sajtov-na-wordpress/[2499697, 2496458, 2503132, 4200317, 2497822, 2494359, 2499838, 4200786]['Hackers staged a massive attack on sites running on WordPress K - News', 'An unknown hacker group attacked about a million sites on WordPress', 'WordPress plugin bugs can let hackers take over almost 1M sites', 'Hackers launched a major attack on 900 . 000 WordPress pages', 'Hackers set up a page on WordPress', 'A hacker group tried to hijack 900 , 000 WordPress sites over the last week', 'Hackers attacked Russian sites based on WordPress', 'WordPress Hacker Attacks One Million Sites in a Month - Infosecurity Magazine']7

Canada HIC North America 2022 January 27 https://www.bnnbloomberg.ca/iranian-hackers-behind-proud-boys-ruse-pose-wider-threat-fbi-says-1.1714432[3471689, 4066254]['Iranian Hackers Behind Proud Boys Ruse Pose Wider Threat , FBI Says', 'Iranian Hackers Posed As  Proud Boys  During 2020 Election Disinformation Campaign , FBI Says']1

United KingdomHIC Europe & Central Asia2018 January 19 http://www.ibtimes.co.uk/dridex-banking-malware-back-hackers-going-after-targets-uk-france-australia-1655882[1345589, 1351589]['Dridex banking malware is back with hackers going after targets in the united kingdom , France and Australia', 'Dridex Banking Trojan Phishing Campaign Ties to Necurs']1

Indonesia LMC East Asia & Pacific2021 August 6 http://internetua.com/amerikanskaya-razvedka-vzlomala-servery-uhanskoi-laboratorii-i-polucsila-dostup-k-dannym-o-koronaviruse[3431633, 3432019, 2841528, 3074449, 3431502, 3431926, 3431829, 3431712, 3431708]['US Intelligence Agency Reportedly Hacked Cloud Servers Related to Wuhan Lab Virus Samples', 'US intelligence hacked Wuhan lab servers and gained access to coronavirus data', 'U . S . spooks accused of hacking into Chinese computers to pin blame for COVID outbreak on China : media', 'Sinologist spoke about the consequences of hacking the US database of the Wuhan laboratory', 'Data from viruses are usually connected to external cloud-based servers, the one in the Wuhan lab is said to have been hacked', 'U.S. Intelligence Agency. Massive data obtained through hacking at Wuhan laboratory', 'The CIA hacked into the servers of the Wuhan Institute, which worked on the coronavirus', 'CNN : US intelligence hacked Wuhan lab servers and gained access to coronavirus data', 'Covid out of the laboratory? The united states have the evidence Data obtained by hackers | Wuhan server is not secure']8

Russia UMC Europe & Central Asia2021 December 17 https://www.securitylab.ru/news/527773.php[3039891, 3047131]["Hackers injected a backdoor into the US federal agency's network", "Tech: At least one government service's system was hacked in the security crisis of the year"]1

Mexico UMC Latin America & Caribbean2020 August 8 https://www.radioformula.com.mx/noticias/mexico/20200807/hackeo-a-visit-mexico-secretario-de-turismo-aclara-que-paso-y-por-que-aparecieron-las-traducciones-falsas/[2649273, 2649272, 2649274, 2650250, 2649271]['Visit México hacked: Secretary of Tourism clarifies what happened and why the false translations appeared', 'Ministry of Tourism between hacks and bad translations', 'Visit México hack: clarify what happened', 'They denounce the hacking of the VisitMéxico page; Sectur controls site, cell', 'Sectur denounces hacking of the VisitMexico portal']4

Pakistan LMC South Asia 2019 January 28 http://javedch.com/science-and-technology/2019/01/28/545814[4311207, 4311208]['Board of Secondary Education Karachi website hacked', 'Karachi: The websites of many educational institutions, including the Board of Secondary, were hacked']1

Belgium HIC Europe & Central Asia2018 September 20 https://www.lecho.be/economie-politique/belgique/federal/un-hacking-britannique-de-proximus-sur-la-table-du-gouvernement/10051207.html[2016424, 2021680, 2016422, 2019592, 2013202, 2022876]['A British Proximus hack on the government table', 'Britain is preparing cybertroops. Targets - Russian hackers and Islamists', 'Great Britain singled out in Proximus hacking - Economic Policy', 'The Brussels Times - New evidence that hacking of Proximus was work of British intelligence', 'A British hack on the government table', 'Times report: British government apparently plans to set up its own hacker squad']5

United StatesHIC North America 2022 September 6 https://www.jdsupra.com/legalnews/san-francisco-49ers-reports-data-breach-2154154/[3778567, 3782120]['49ers Forced to Notify Nearly 21 , 000 People That They Had Their Personal Data Obtained by Hackers', 'San Francisco 49ers Reports Data Breach Involving More than 20k Social Security Numbers | Console and Associates , P . C . ']1

United KingdomHIC Europe & Central Asia2022 August 2 https://www.stroudnewsandjournal.co.uk/news/20594716.gloucestershire-bromford-housing-association-hit-cyber-attack/[4057180, 4057181, 3733714]['Gloucestershire Bromford housing association hit by cyber attack', 'Gloucestershire Bromford housing association hit by cyber attack\xa0 | Wilts and Gloucestershire Standard', 'Bromford Housing Association targeted by cyber attack']2

India LMC South Asia 2020 May 24 https://www.team-bhp.com/news/zoomcar-hacked-data-35-million-users-sale[2527238, 2525118]['Zoomcar database hacked , data of 3 . 5 million users is up for sale', 'Zoomcar hacked ; data of 3 . 5 million users is up for sale']1

United KingdomHIC Europe & Central Asia2021 March 29 https://www.teiss.co.uk/university-of-northampton-cyber-attack/[3198531, 3205928, 3207602]['University of Northampton hit by cyber attack', 'Major cyber attack crippled Northampton University IT network for days', 'Peterborough College and University Centre in cyber attack']2

Chile HIC Latin America & Caribbean2022 August 30 https://www.elmostrador.cl/dia/2022/08/30/senadores-oficiaran-a-ministerio-de-economia-para-que-explique-alcances-del-hackeo-al-sernac/[3772227, 3772225]['Sixth day under attack: Senators will officiate at the Ministry of Economy to detail the scope of hacking Sernac', 'Senators will officiate at the Ministry of Economy to explain the scope of the Sernac hack']1

Vietnam LMC East Asia & Pacific2019 April 17 https://baomoi.com/hon-4-000-website-ten-mien-quoc-gia-bi-tan-cong/c/30390861.epi[4012416, 4450535, 4448516]['More than 4 . 000 country domain websites hacked', 'More than 4 . 000 country domain websites hacked | Science', 'Team of Cyberspies Hacked Entire Countrie Internet Domains']2

India LMC South Asia 2017 August 8 https://www.ukrinform.ua/rubric-world/2281368-kiberataka-u-venesueli-hakeri-zlamali-derzavni-sajti.html[1233107, 732880, 747015, 729653, 743278, 732197, 743275, 729659, 732294, 1233108, 746837, 729897, 758544, 731421, 727462, 727292, 1225768, 735987, 727022, 727274, 731046, 743279, 743274, 732213, 737588, 744112, 730505, 729281, 727457, 727455, 1225767, 737540, 1226808, 731415, 731429, 727456, 1226487, 729882, 728313, 729285, 727468, 761806, 744069, 1233110, 727460, 731423, 731434, 743286, 746847, 1228577, 727273, 728579, 746838, 729854, 727927, 746844, 731047, 1231060, 1233109]['Dozens of Pakistani Ministries , including MoIT Hacked ! ', 'Reuters : Second cyber attack affects 40 state portals in Venezuela', 'Govt websites defaced by Indian hackers', 'They hack dozens of state sites and call to rebel against Maduro', 'pakistani govt websites hack ttec', 'Cyber \u200b\u200battack affects dozens of institutions, hackers protest against Maduro', 'Lulzsec India Group Hacked Pak Thirty Govt Websites', 'We seek to shake the regime, said the hackers who attacked the Venezuelan government', 'Hacking Group Brings Down Venezuela Government Websites As Unrest Spreads', 'Government websites defaced by Indian hackers : reports', 'Allahabad University website hacked on Independence Day ', 'Media: Hackers hacked Venezuelan government websites', 'Foxitani Hackers Hack Website That Tiruchirappalli Municipal Corporate Website, Hindi News', 'Cyber \u200b\u200battack in Venezuela: hackers hacked government websites', 'Hackers attack state websites in Venezuela', 'Official Venezuelan sites hacked', 'BBC58

United StatesHIC North America 2017 April 26 http://www.blic.rs/vesti/svet/izrael-osujetio-veliki-sajber-napad/jj3frj8[1158119, 406096, 404441, 417801, 1158301, 405948, 407836, 404791, 1151849, 406091, 409235]['Israel Thwarts Major Cyber Attack Believed to Have Been Launched by Foreign Government', 'Israel Says It Uncovered Planned Mass Cyber Attacks — Naharnet', 'Israel thwarted a major cyber attack', 'Iranian hackers attacked about 120 organizations in Israel', 'A group of Israeli hackers is attacking Israel in cyberspace. again', 'Israeli Official Says First Wave of Cyber Hack Was Thwarted', 'Hacker attack against Israel prevented « Russian Jew', 'Israel says it uncovered planned mass cyber attacks', 'Cyber attack aimed at over 120 Israeli targets thwarted', 'Israel Says it Uncovered Planned Mass Cyber Attacks', 'Iranian Hackers Believed Behind Massive Attacks on Israeli Targets']10

Argentina UMC Latin America & Caribbean2022 June 1 https://www.clarin.com/tecnologia/ciberdelincuentes-hackearon-artear-investigan-origen-sabotaje_0_E9B5S4L9yV.html[3658875, 3658887, 3658889, 3658891, 3658886, 3658894, 3658885, 3658896]['Cybercriminals hacked Artear: they investigate the origin of the sabotage', 'Artear denounced that their systems were hacked', 'Grupo Clarín denounced that its systems were hacked', 'Attacked: Artear suffers hacking and extortion from a Russian group', "What is known about the Russian hacking of Grupo Clarín's Artear network?", "Artear's statement after the hacker attack suffered by El Trece", 'Artear denounced that their systems were hacked: the statement', 'The Artear systems of Grupo Clarín were hacked']7

Australia HIC East Asia & Pacific2019 January 31 https://www.abc.net.au/news/2019-01-31/global-hacking-scare-nets-queensland-mp-surf-lifesaving/10762738[3965669, 4317958]['Global hacking scare nets Queensland MP , Surf Life Saving as millions of passwords breached - ABC News ( Australian Broadcasting Corporation ) ', 'Global hacking scare nets Queensland MP , Surf Life Saving as millions of passwords breached']1

Canada HIC North America 2019 November 24 https://winnipeg.ctvnews.ca/child-welfare-agency-says-it-s-victim-of-sophisticated-cyber-attack-1.4700103[4898857, 4900396]['Child welfare agency says it victim of sophisticated cyber attack', 'Cyber attack compromises child - welfare agency']1

United StatesHIC North America 2021 December 7 https://www.securityweek.com/solarwinds-hackers-use-new-malware-attacks-serve-russian-interests[3031132, 3018945, 3019102, 3017806, 3018794]['SolarWinds hack one year later , cybersecurity experts say were no better off', 'SolarWinds Hackers Use New Malware in Attacks That Serve Russian Interests', 'Russian hackers are suspected of using new malware', 'Russian group behind SolarWinds incident ramping up hacking efforts , analysis says', 'SolarWinds - hackers have new methods for mass attacks']4

Russia UMC Europe & Central Asia2022 December 13 https://www.securitylab.ru/news/535251.php[3920564, 3928702, 3928706]['Another wave of phishing attacks covered Ukrainian government offices and railways', 'Central Bank of the Russian Federation: the number of phishing sites of banks increased by 25% in a year', 'The number of phishing websites of banks blocked by the Central Bank of the Russian Federation increased by 25% in a year']2

South KoreaHIC East Asia & Pacific2021 October 14 https://www.hankookilbo.com/News/Read/A2021101416440004588[2927131, 2922918]['[Exclusive] Military hacking attempts are exploding... 93% of cyber warfare experts are leaving', '[Exclusive] Hacking attempts against major defense companies, 1.21 million in the past year']1

Czech RepublicHIC Europe & Central Asia2017 December 12 http://www.blesk.cz/clanek/regiony-brno-brno-krimi/512235/hackeri-utoci-na-ucetni-v-roli-reditelu-narizuji-proplaceni-faktur-vytahli-uz-30-milionu.html[1046657, 1046658]['Hackers are attacking accountants! In the role of directors, they order the reimbursement of invoices: They have already withdrawn 30 million!', 'Hackers are attacking accounting firms! They pose as directors and order the reimbursement of invoices: They have already withdrawn 30 million']1

United StatesHIC North America 2022 November 11 https://www.theepochtimes.com/mississippi-officials-confirm-cyber-attack-on-state-election-websites-on-election-day_4856207.html[3875564, 3878229, 3873828, 3875565]['Mississippi trying to find source of election day cyber attack', 'Mississippi Officials Confirm Cyber Attack on State Election Websites on Election Day', 'Mississippi election websites experience outages after Russian hackers call for attack', 'Mississippi Hit With Cyberattack After Russian Hackers Call for Strike']3

Taiwan 0 0 2022 December 8 https://www.taiwannews.com.tw/en/news/4744030[3912580, 3914595]['Medical records at Taiwan hospital allegedly leaked due to Chinese hacks | Taiwan News', 'Latest data breach shows updated details about Taiwan VP , top national security chief : hacker | Taiwan News']1

South AfricaUMC Sub-Saharan Africa2018 October 10 https://allafrica.com/stories/201810100750.html[2080599, 2080288, 2080598]['Treasury latest victim in spate of govt website hacking attacks - NEWS & ANALYSIS', 'South Africa : Treasury the Latest Victim in Spate of Government Website Hacking Attacks', 'Treasury the latest victim in spate of government website hacking attacks']2

Russia UMC Europe & Central Asia2022 July 28 https://sia.ru/?section=484&action=show_news&id=437417[3731033, 3731043]['Hackers attack the corporate sector through applications', 'Hackers attack Russian companies through apps']1

Ukraine LMC Europe & Central Asia2021 June 25 https://news.liga.net/politics/news/podpis-baydena-gosspetssvyazi-zayavlyaet-o-splanirovannoy-hakerskoy-atake-na-sayte-petitsiy[4141617, 4141626, 4141612, 4141613, 4141616]["Petition with Biden's signature: The State Intelligence Service announced a hacker attack", "Biden's signature. State Special Communications Service announces hacker attack on petition site - Ukrainian news , Politics", "Joe Biden's signature for the release of Tatarov was put by hackers - the State Special Service", "Biden signed the petition for Tatarov's resignation: there was a hacker attack", "Signing a petition on the president's website by user Joe Biden was a planned hacker attack"]4

Serbia UMC Europe & Central Asia2021 February 18 https://www.krstarica.com/vesti/svet/hakeri-oborili-internet-u-austriji/[4109470, 3138127]['Hackers took down the Internet in Austria', 'Hackers "knocked down the internet in Austria."']1

India LMC South Asia 2021 December 4 https://www.ndtv.com/india-news/pakistani-hackers-targeting-indian-afghan-government-military-officials-report-2637197[3013683, 3015039, 3015867, 3013667, 3023203, 3013688, 3013323]['Pakistani Hackers Are Targeting Indian And Afghan Establishments - Report: Pakistani hackers targeting military officers of Indian, Afghan government', 'Pakistani Hackers Targeting Indian and Afghan Government Military Officials claims new report - India Hindi News - Pakistan is fighting war with the help of hackers! India - targeting military officers of Afghanistan', 'Pak Hackers Targeting Indian , Afghan Government , Military Officials : Report', 'Pakistani Hackers Targeting Indian , Afghan Government , Military Officials : Report', 'Pakistani hacker group targeted Indian defence personnel with  romantic lure : Report', 'Pakistan hacker attacked govt computer in India to steal credentials', 'Pakistani hackers targeting Indian , Afghan government , military officials : Report']6

Nigeria LMC Sub-Saharan Africa2019 September 30 https://allafrica.com/stories/201909300153.html[4771406, 4771408, 4763134, 4757667]['NHIS reacts to alleged hacked account , N60m theft', 'Nigeria : NHIs Reacts to Alleged Hacked Account , N60m Theft', 'NHIS Account hacked , N60 Million moved by two lovers ~ Police', 'Lovers Nabbed After Allegedly Hacking Into NHIS Account And Stealing N60m']3

Russia UMC Europe & Central Asia2020 March 30 https://www.rferl.org/a/monitor-says-millions-of-georgians-private-data-shared-on-hacker-forum/30518613.html[2431015, 2432396, 2431023]['Monitor Says  5 Million  Georgian Private Data Shared On Hacker Forum', 'They hacked the personal data of almost all Georgians - Technology', 'Personal data of 4.9 million citizens of Georgia appeared on a hacker forum - MIA comment']2

United StatesHIC North America 2020 October 7 http://english.ahram.org.eg/NewsContent/2/8/387841/World/Region/Mercenary-hacker-group-runs-rampant-in-Middle-East.aspx[2735508, 2736185, 2735340, 2735684, 2736177, 2735180]['  Mercenary  hacker group runs rampant in Middle East , cybersecurity research shows', 'Hackers - for - Hire Group Targets Officials , Activists , Executives in Middle East', '  Mercenary  hacker group runs rampant in Middle East , cybersecurity research shows - Region - World', 'Mercenary hacker group runs rampant in Middle East , cybersecurity research shows', '  Mercenary  hacker group widespread in Mideast , research finds | Bahrain', '  Mercenary  hacker group runs rampant in Middle East']5

United StatesHIC North America 2022 September 17 https://www.elmanana.com/noticias/internacional/uber-reporta-hacker/5602174[3809412, 3797426, 3796980, 3796431, 3800208, 3804719, 3807907, 3801634, 3795925, 3811285, 3796425, 3797375, 3801305, 3796389, 3806321, 3800148, 3804810, 3812599, 3795561, 3796444, 3796445, 3795356, 3797555, 3802657, 3795515, 3795770, 3796972, 3796983, 3798967, 3801529, 3790965, 3801314, 3797550, 3809441, 3797222, 3806467, 3795207, 3796594, 3814942, 4060162, 3796449, 3797009, 3807476, 3800798, 3797533, 3811594, 3795221, 3812665, 3795512, 3796249, 3796329, 3805935, 3798314, 3806445, 3806416, 3801625, 3807927, 3795560, 3796429, 3801789, 3813096, 3800843, 3802911, 3796327, 3798936, 4060825, 3796922, 3796241, 3801515, 3810853, 3795919, 3812411, 3795557, 3806457, 3795782, 3796442, 3798958, 3796908, 3800507, 3797534, 3796601, 3796457, 3803542, 3783346, 3806592, 3810851, 3797206, 3799722, 3801728, 3795915, 3800064, 3813333, 3797536, 3807470, 3796386, 3809651, 3795784, 3795837, 3808334, 3793024, 3809445, 3800935, 3813933, 3799032, 3795654, 3796163, 3797825, 3800947, 3795391, 3812597, 3795995, 3796452, 3795866, 379642['Police Confirm GTA 6 Hacker Violated Bail', 'how uber network hacked know full details 18 year old boy hack amh | Uber Hacked: 18-year-old boy gave sleepless nights to Uber, put a dent in the data network, know how it happened', 'Hacker Claims to Breach Uber , Security Researcher Says – NBC Chicago', 'Uber looking into computer system hack', 'Grand Theft Auto VI Footage Leaks Blamed on Massive Hack', 'Game developer 2K hacked days after Rockstar hack and GTA6 leak', 'UK 17 - year - old arrested in connection with GTA VI and Uber hacks', 'GTA 6: FBI investigates alleged Rockstar hacker', 'Uber has been hacked', 'GTA 6 and Uber Hack: Teenager Arrested in UK', 'Uber Investigates After Teen Hacker Claims He Accessed Company Systems | AM 600 WMT', 'OMG ! An 18 - year boy hacks Uber , employee thoughts someone is joking', 'Hacker accused of GTA 6 leak faces FBI investigation', 'Uber Investigates After Teen Hacker Claims He Accessed Company Systems | WJBO Newsradio 1150 AM & 98 . 7 FM', 'Alleged Teenage  TeaPot  U362

United StatesHIC North America 2021 October 27 https://www.galioninquirer.com/opinion/70094/hackers-target-americans-drinking-water-supply[2948396, 2946079]['Hackers target American drinking water supply', 'Op - Ed : Hackers target American drinking water supply – Nevada News and Views']1

United StatesHIC North America 2019 July 16 https://www.svethardware.cz/kryptoburza-bitpoint-hacknuta-prisla-o-3-5-mld-jenu/49746[4593171, 4586527, 4586670, 4587688, 4586638, 4586817, 4587745, 4586540, 4586391, 4594985, 4587749, 4592121, 4598297, 4586024, 4586902, 4588584, 4586824, 4571024, 4586984, 4585913, 4588528, 4587692, 4587178, 4588896, 4587176, 4598823, 4587652]["Japan's Bitpoint recovers some of the 3.5 billion yen cryptocurrency that was hacked", 'Bitpoint cryptocurrency exchange hacked for $32 million', 'Cryptocurrencies: a $32 million hack', 'Singaporean Exchange Bitrue Gets Hacked , Losing $5 Million in XRP , Cardano', 'In Japan, a cryptocurrency exchange has lost 29 million euros in a hacker attack', 'Hackers stole $32 million from a cryptocurrency exchange in Tokyo', 'Hackers Steal $32 Million in Cryptocurrency', 'Hackers snatch $32m from Japan cryptocurrency exchange Bitpoint - Nikkei Asian Review', 'Bitcoin Exchange in Japan Hacked by Hackers, IDR 450 Billion Floats', 'Crypto exchange BitPoint hacked, lost 3.5 billion. yen', 'Bitpoint Hack : Japan Still Most Affected By Crypto Heists', 'Japan: another cryptocurrency platform hacked', 'Hacked exchange Bitpoint found another $2.3 million worth of cryptocurrencies missing', '$32 million was stolen in another crypto exchange hack', 'NEW CRYPTOCURRENCY ROBBERY Hackers stole $32 million', 'Hacked, Japanese Crypto26

Spain HIC Europe & Central Asia2019 October 5 https://www.diariodejerez.es/jerez/cni-confirma-fuga-datos-ciberataque-ayuntamietno_0_1397860388.html[4785101, 4796238]['Computer hacking The CNI confirms that there has been no data leak due to the cyber attack on the City Council', 'Hacking of the City Council The PP warns that a data leak cannot be ruled out today']1

India LMC South Asia 2019 July 19 https://www.itwire.com/security/trickbooster-malware-is-compromising-millions-of-email-accounts.html[4588540, 4592332, 4594712, 4602489, 4593017, 4588833, 4588204, 4591538, 4590499, 4594547, 4586557, 4590676]['  Enhanced  TrickBot malware harvests more than 250 million email addresses', '250 million email accounts infected with Trickbot malware', '250 million emails may have been hacked by Trickbot malware', 'iTWire - TrickBooster malware compromising millions of email accounts', 'TrickBot malware was used to break into 250 million mailboxes', '250 million email accounts hacked - ITavisen', 'Trickbot Malware May Have Hacked 250 Million Email Accounts | Brunei No . 1 News Website', 'Stealthy TrickBot Malware Has Compromised 250 Million Email Accounts And Is Still Going Strong', 'TrickBot malware may have taken over 250 million emails', 'This is how the TrickBot malware evolved and infected 250 million emails | Technology', 'TrickBot malware may have hacked 250 million email accounts', 'TrickBot malware hacked more than 250 million emails']11

United StatesHIC North America 2018 April 26 http://ftnews.firetrench.com/2018/04/broadband-router-flaw-left-400-000-british-homes-open-to-hacking/[1620148, 1613863]['Broadband router flaw left 400 , 000 British homes open to hacking', 'Broadband flaw left 400 , 000 Brits open to hacking']1

United StatesHIC North America 2018 June 24 https://www.newsmax.com/us/cyber-hackers-attacking-municipalities/2018/06/24/id/867970/[1770699, 1770261]['WSJ : Public Sector Increasingly Targeted by Cyber Hackers', 'WSJ: Hackers attack municipal systems in the US']1

SwitzerlandHIC Europe & Central Asia2021 January 6 https://www.laliberte.ch/news-agence/detail/ordinateurs-pirates-en-suisse-a-travers-des-mails-malveillants/590314[3070129, 3070131, 3070081, 3070133]['Computers hacked in Switzerland through malicious emails', 'Hacking – Computers infected in Switzerland by malicious emails', 'PCs in Switzerland hacked by malicious software', 'Switzerland hit by widespread malware campaign']3

Ukraine LMC Europe & Central Asia2019 June 4 http://pressorg24.com/news?id=462581[4037477, 4515099, 4035572, 4037355, 4516473, 4516472, 4516460, 4516463, 4518587, 4037534, 4037353, 4037354, 4514335, 4037352, 4037356, 4516464]['Ukrainian extradited to US to face hacking attack charges', 'Ukrainian Extradited to US to Face Hacking Attack Charges', 'The trial of a Russian citizen who is accused of hacker attacks will begin in the United States on June 11 Novosti Ekho Moskvy , 01 . 06 . 2019', 'Ukrainian hacker accused of stealing $15 million extradited to the US', 'Ukrainian appeared in court in the United States for hacking - Latest news today', 'infoline | News : In the US, a Ukrainian is on trial for hacking', 'In the USA, a Ukrainian is being tried for hacking', 'The US is trying a Ukrainian for hacking - the cultural life of Ukraine Depo. u.a', 'A Ukrainian hacker is on trial in the US. He stole credit cards as part of FIN7', 'In the US, a Ukrainian is on trial for hacking', 'RTS :: Ukrainian hacker accused of stealing 15 million dollars extradited to the USA', 'RTS :: Ukrainian hacker accused of stealing 15 million dollars extradited to the USA', 'Russian hacker to be tried in US', 'Ukrainian hacker accused of stealing $15 mil15

India LMC South Asia 2018 September 15 https://divyamarathi.bhaskar.com/news/cosmos-bank-cyber-attack-arrested-two-more-people-from-mumbai-5957475.html[1997282, 2010484, 1991529, 2013767, 2003664, 1994091, 2010527, 2013763, 1997275, 2016956, 2003667, 2013761, 2000712, 2016960]['Malware attack on Cosmos Bank : Two more held , cops probe how they were used in the crime', 'Cosmos Bank cyber attack case : another 34-crore scam in City Union Bank | Cosmos Bank case: Cyber \u200b\u200battack on another bank revealed during investigation, Rs 34 crore embezzled', 'cosmos bank server cyber attack two arrested from pune police | Cosmos Bank Cyber \u200b\u200bAttack Case: Police Arrest Two', 'Cosmos accused in cyber attack on City Union Bank in Chennai - Navshakti', 'Cosmos Bank cyber attack: Arrested two more people from Mumbai Two more people arrested from Mumbai in connection with Cosmos Bank cyber attack', 'Cosmos malware attack : SIT arrests 2  who withdrew money with cloned card , search on for others', 'cosmos bank cyber attack suspect involved in chennai based city union bank cyber attack | Cosmos accused in cyber attack on City Union Bank in Chennai', 'pune news News : Chennai accused of cosmos in cyber attack - Cosmos accused in Chennai cyber attack', 'Cyber \u200b\u200battack in C13

United StatesHIC North America 2019 December 19 https://www.therolladailynews.com/news/20191218/british-man-accused-of-hacking-us-health-care-companies/1[4955133, 4955235, 4957523, 4957341, 4953444, 4955139, 4955096, 4955205, 4955129]['British man accused of hacking US health care companies :: WRAL . com', 'Columbia Basin Herald - Business , British man accused of hacking US health care companies', 'British man accused of hacking US health care companies - News - The Rolla Daily News - Rolla , MO', 'British Man Accused of Hacking US Health Care Companies', 'British man accused of hacking US health care companies', 'British man accused of hacking Missouri health care companies', 'British man accused of hacking St . Louis health care companies', 'British man accused of hacking US health care companies - News - Columbia Daily Tribune', 'Alleged British Hacker Appears In Missouri Court']8

Australia HIC East Asia & Pacific2017 May 23 http://www.dailytelegraph.com.au/technology/hackers-break-deep-into-australias-vital-cyber-networks/news-story/19861746c65423b22d2539cfbc3776a7?nk=e46df1916da86f7e8b00e76c89852738-1495536582[510408, 515127]['Australia critical infrastructure under hacker cyber attack daily', 'Hackers are targeting Australia critical infrastructure , ATMs']1

Canada HIC North America 2020 February 12 https://www.nationalobserver.com/2020/02/12/news/conservatives-press-trudeau-chinas-alleged-role-data-hack[2341416, 2341449, 2343277, 2341408, 2341398, 2341445, 2341396, 2341451, 2341395, 2341443, 2341457, 2341386, 2341393, 2341448, 2341362, 2341394, 2341450, 2341438, 2341435, 2341401, 2338528, 2341379, 2341402, 2341418, 2341403, 2341397, 2341410, 2341461, 2341453, 2341406, 2341400, 2338529, 2341415, 2341380, 2341447, 2341390, 2338527, 2341437, 2341370, 2341382, 2341383, 2341462, 2341399, 2341363, 2341378, 2341417, 2341439, 2341440, 2341407, 2341391, 2341455, 2341404, 2341436, 2341458, 2341442, 2341405, 2341459, 2341444, 2341384, 2341456, 2341441, 2341409, 2341385, 2341463, 2341388, 2341452, 2341392, 2341454, 2341387, 2341377, 2341381, 2341446, 2341460, 2341367, 2341389]['Trudeau cabinet ministers get special hacker hotline to report suspected breaches – Terrace Standard', 'Trudeau cabinet ministers get special hacker hotline to report suspected breaches – Campbell River Mirror', 'Canadian Cabinet Ministers Get Hacking Hotline - Infosecurity Magazine', 'Conservatives press Trudeau on alleged Chinese role in hack of Canadian data – Cowichan Valley Citizen', 'Conservatives press Trudeau on alleged Chinese role in hack of Canadian data – Hope Standard', 'Trudeau cabinet ministers get special hacker hotline to report suspected breaches – Agassiz Harrison Observer', 'Conservatives press Trudeau on alleged Chinese role in hack of Canadian data – North Island Gazette', 'Trudeau cabinet ministers get special hacker hotline to report suspected breaches – Vernon Morning Star', 'Conservatives press Trudeau on alleged Chinese role in hack of Canadian data – Nanaimo News Bulletin', 'Trudeau cabinet ministers get special hacker hotline to report suspected breaches – Nanaimo News Bulletin'74

Dominican RepublicUMC Latin America & Caribbean2021 January 26 https://eldia.com.do/hackers-rusos-y-chinos-atacan-gobierno-dominicano-y-ponen-en-peligro-informacion-estatal/[3096418, 3096419]['Russian and Chinese hackers attack the Dominican government and endanger state information', 'Russian and Chinese Hackers Attack Dominican Government, Endanger State Information']1

United StatesHIC North America 2017 March 4 http://www.washingtontimes.com/news/2017/mar/4/fbi-investigating-reports-data-breach-affecting-ge/[260565, 240690, 243097, 240724, 240705, 243108, 279570, 254430, 240669]['Hack into Kennesaw Voter Database under Investigation', 'Ga . university hack may have compromised voter records', 'FBI investigating reported data breach affecting Georgia election system', 'GEORGIA VOTING HACK : FBI investigating alleged breach of Georgia elections center at Kennesaw State University', 'Kennesaw St ., feds looking into election systems data breach', 'As many as 7 . 5 million voter records involved in Georgia data breach', 'Georgia Democratic leader demands details on voter data breach', 'As many as 7 . 5M voter records involved in Georgia data breach', 'Federal officials investigating possible data breach at KSU elections systems']8

United StatesHIC North America 2017 October 17 http://www.twincities.com/2017/10/16/data-breach-at-twin-cities-credit-union-may-have-affected-nearly-130k-accounts/[901626, 901631]['Data breach at Twin Cities credit union may have affected 130K accounts', 'Data breach at Twin Cities']1

United StatesHIC North America 2018 May 7 https://sputniknews.com/asia/201805081064233263-Chinese-Linked-Decade-Political-Hack/[1642088, 1641193, 1642740, 1642077, 1641937, 1649396, 1639763, 1643279, 1643271, 1641880, 1641438, 1643273]['Burning Umbrella : China has been hacking global targets for almost 10 years', 'Chinese spies linked to decade - long hacking campaign', 'Chinese Government Linked to Decade of Political , Tech Hack Attacks - Report', 'Report exposes 10 years of Chinese government hacking', 'Chinese spooks behind a decade of important hacks', '0 - day IE attacks part of decade long hacks on Chinese government , say Chinese researchers - CSO', 'Report : Chinese government is behind a decade of hacks on software companies', 'Hackers in China are part of massive government group , report says', '  Winnti Umbrella  groups linked to years of Chinese state - sponsored hacking', 'China behind hacker attacks over the past decade: report', 'The Chinese government is responsible for years of software company hacks', 'Chinese government reportedly linked to decade - long series of hacks']11

Ukraine LMC Europe & Central Asia2020 April 20 https://www.hindustantimes.com/tech/data-breach-shows-iranians-use-telegram-and-other-chat-apps-to-spy-researchers-say/story-CIQoaG1uig6gQiWT82BltI.html[2465859, 2468168, 4194463, 2465475]['Ukrainian cybersecurity researcher discovers Iranian spyware on Telegram', 'Data breach shows Iranians use Telegram and other chat apps to spy , researchers say', 'Data Breach Shows Iranians Use Chat Apps to Spy , Researchers Say', 'Data breach shows Iranians use chat apps to spy , researchers say']3

United StatesHIC North America 2022 September 2 https://3dnews.ru/1073452/publikatsiya-1073452[3780010, 3778977, 3778681, 3781775, 3778107, 3776662, 3777844, 3777846, 3778108, 3779541, 3779858, 3777840, 3778978, 3779847, 3776855, 3779038, 3778705, 3777144, 3780937, 3777849, 3777465, 3780402, 3778152, 3778153, 3784237, 3784320, 3778717, 3777470, 3778298, 3781382, 3779958, 3778674, 3780936, 3777848, 3778436, 3777852, 3787056, 3780547, 3780546, 3778259, 3778598, 3780558, 3778440, 3778260, 3778976, 3780124, 3777939, 3778109]['Hackers hacked Samsung servers and stole user data', 'Samsung user personal data leaked in a massive data breach , company says THIS | Technology News', 'Samsung Confirms Another Data Breach Was Any Customer Data Stolen ? ', 'Samsung confirms it was hit by a data breach', 'Hackers have stolen the data of thousands of Samsung users', 'Samsung US customer data hacked : Here what info was taken', 'Samsung Just Had a Data Breach', 'Samsung Suffers Second Data Breach of Year ; Here What Was Exposed', 'Hackers have stolen the data of thousands of Samsung users', 'Samsung Suffers Another Massive Data Breach : Should You Be Worried ? ', 'Samsung again victim of a data breach Computerworld', 'Samsung hit with major data breach what you need to know', 'Samsung faces massive data breach , says personal data like birthdays , phone number exposed', 'Samsung targeted by cyberattack: personal customer data stolen by hackers', 'Samsung admits data breach that affected customers in US', 'Hacking Samsung servers in the US', 47

Denmark HIC Europe & Central Asia2020 April 22 https://newsbreak.dk/presse/prm-to-spear-phishing-kampagner-angreb-olie-og-gasindustrien-inden-opec-moede/[2472520, 4193473, 2470983]['PRM / Two spear phishing campaigns attacked the oil and gas industry before the OPEC meeting', 'Spearphishing campaigns target oil , gas companies with spyware', 'Weeks before US oil contract prices went negative , a spear - phishing crew went after oil firms . What did they get ? ']2

Singapore HIC East Asia & Pacific2017 February 28 https://www.tempo.co/read/bbc/magazine/2017/02/28/39114371/data-pribadi-karyawan-dan-tentara-singapura-diretas[1120516, 225960, 226739, 226741, 234836, 228195, 227841]['Details of 850 personnel stolen in Mindef data breach , Latest Singapore News', 'The personal data of Singaporean employees and soldiers was hacked', 'Personal Data of Singapore Soldiers and Employees Hacked', 'The personal data of Singaporean employees and soldiers was hacked', 'Data breach affects 850 national servicemen and MINDEF staff in Singapore', 'Singapore defense ministry suffers data breach affecting 850 users', 'Hackers steal Singapore Ministry of Defence records in  well']6

Indonesia LMC East Asia & Pacific2020 May 9 https://bali.tribunnews.com/2020/05/09/bin-deteksi-peretas-asal-china-begini-nasib-dokumen-penting-indonesia[2500791, 2500797, 2500792, 2500794, 2500798, 2500800]['There is a threat from the Naikon Hacking Group, BIN is coordinating with all ministries related to data security', "BIN Detects Hackers from China, Here's the Fate of Important Indonesian Documents", 'Coordinated Data Security of All Ministries, BIN: There is a Threat from the Naikon Hacking Group', 'BIN Detects Naikon, Chinese Hacker Group Hacking State Data', 'BIN Detects Naikon Hacking Group, Important Indonesian Government Data is Confirmed Safe', 'There is the Naikon Hacking Group, BIN coordinates with all ministries related to data security']5



Greece HIC Europe & Central Asia2019 April 18 http://www.multi-news.gr/reader-kipros-thima-sovaris-epithesis-apo-chaker/[4449204, 4012741]['[ Reader ]: Cyprus is the victim of a serious hacker attack', 'Cyprus is the victim of a serious attack by young hackers']1

Turkey UMC Europe & Central Asia2019 January 30 https://www.star.com.tr/guncel/bae-kuzgun-projesi-ile-mehmet-simseki-hedef-aldi-haber-1430256/[4317468, 4319534]['Mehmet Şimşek is targeted with spyware by former US intelligence stealers who stole on behalf of the UAE - Breaking News - News', 'UAE claim from Reuters: Mehmet Şimşek is also among the hacked names']1

Russia UMC Europe & Central Asia2018 September 9 https://rueconomics.ru/348770-rostelekom-rasskazal-o-khakerskikh-atakakh-v-edinyi-den-golosovaniya[1987217, 1987221]['Rostelecom spoke about hacker attacks on the Single Voting Day', 'Rostelecom reported hacker attacks on Election Day']1

United KingdomHIC Europe & Central Asia2018 March 19 https://www.championat.com/bets/news-3378719-britanskij-loterejnyj-operator-prizval-klientov-pomenjat-paroli-posle-vzloma.html[1506529, 1498944, 1508005, 1510564]['British lottery operator urges customers to change passwords after hack', 'National Lottery hacked : Millions of customers warned to change passwords', 'National Lottery HACKED : Change password warning issued AGAIN after cyber attack | united kingdom | News', 'National Lottery out of luck as it suffers another data breach']3

Ukraine LMC Europe & Central Asia2017 February 16 http://www.cnews.ru/news/top/2017-02-16_hakerskaya_pravka_tekstovyh_fajlov_lishila_rossijskie[3948060, 198364]['At the expense of Russian companies, hackers enriched themselves by 200 million. rub .', 'Hacker editing of text files deprived Russian companies of 200 million']1

Indonesia LMC East Asia & Pacific2017 January 29 http://www.solopos.com/2017/01/29/pilkada-jogja-akun-fb-diretas-panwas-lapor-polisi-788524[134252, 134250]["Horrified! The Yogyakarta Election Supervisory Committee's Facebook account was hacked", 'JOGJA ELECTIONS: Hacked FB account, Panwas reports to police']1

India LMC South Asia 2020 May 31 https://www.prokerala.com/news/articles/a1047164.html[4211857, 2536853]['Database of key Dark Web hosting provider hacked', 'Hackers Break Dark Web Hosting Provider Sites, Thousands of Leaked Emails and Passwords']1

Japan HIC East Asia & Pacific2017 January 31 http://www.asahi.com/ajw/articles/AJ201701310058.html[136589, 140467]["University attack, chasing hackers Reply to reporter 'This is a warning': Asahi Shimbun Digital", 'Hackers alter 32 university websites across Japan ： The Asahi Shimbun']1

United StatesHIC North America 2018 March 15 https://www.reviewjournal.com/news/nation-and-world/man-hacks-new-york-atms-and-steals-nearly-250000/[1496282, 1496285, 1496287, 1496286, 1496294, 1496278, 1496299, 1496295, 1496288, 1496298, 1494198, 1496304, 1496305]['Man charged with hacking ATMs to dispense cash without card', 'Queens man hacks ATMs , steals nearly a quarter of a million dollars : prosecutors', 'Man accused of hacking ATMs to dispense cash without card | National News', 'Man accused of hacking ATMs to dispense cash without card | News', 'Man charged with hacking ATMs to dispense cash without card | State News', 'Man hacks New York ATMs and steals nearly $250 , 000 – Las Vegas Review - Journal', 'Man accused of hacking ATMs to dispense cash without card | US', 'Man accused of hacking ATMs to dispense cash without card | Ap Wire', 'Man accused of hacking ATMs to dispense cash without card | National', 'Man accused of hacking ATMs to dispense cash without card | Wire', 'Man accused of hacking ATMs to dispense cash without card', 'Man accused of hacking ATMs to dispense cash without card | Ap', 'Man charged with hacking ATMs to dispense cash without card | State']12

Italy HIC Europe & Central Asia2020 August 28 https://www.timesnownews.com/technology-science/article/transparent-tribe-apt-group-targeting-30-countries-with-android-spyware-india-among-most-hit-kaspersky/644363[2673397, 2673399, 2676201, 2676509, 4248982, 2674839, 2674953]['Transparent Tribe is the new Android spyware distributed using known apps', 'Transparent Tribe and the new spyware for Android distributed [...] | CataniaOggi press releases', 'Transparent Tribe APT group targeting 30 countries with Android spyware , India among most hit : Kaspersky', 'APT - Transparent Tribe group distributes Android spyware under the guise of adult content and Covid-19 app', 'Transparent Tribe malware disguised as popular apps', 'Transparent Tribe APT exploits COVID - 19 theme to distribute spyware', 'Spyware is Distributed Under the Guise of Android Apps - IT News Africa - Up to date technology news , IT news , Digital news , Telecom news , Mobile news , Gadgets news , Analysis and Reports']6

United StatesHIC North America 2021 January 12 https://threatpost.com/hackers-breach-un-access-records/162944/[3078643, 3080378, 3078892, 3433820]['Ethical Hackers Breach U . N ., Access 100 , 000 Private Records', 'United Nations discloses new data breach ( Includes interview ) ', 'United Nations data breach exposes details of more than 100 , 000 employees', 'United Nations data breach exposed over 100k UNEP staff records']3

France HIC Europe & Central Asia2022 September 20 https://www.usine-digitale.fr/article/crypto-wintermute-un-piratage-a-160-millions-de-dollars-dans-la-finance-decentralisee.N2045727[3800506, 3802157]['Crypto: Wintermute, a $160 million decentralized finance hack', '$160 million Wintermute exploit and 400 ETH payout : Hacks in the DeFi ecosystem']1

United StatesHIC North America 2022 April 26 https://acento.com.do/internacional/gobierno-de-puerto-rico-no-pagara-rescate-a-hackers-que-mantiene-controlado-el-sistema-de-peajes-9057067.html[3610701, 3609421, 3610725, 3610694]['The Government of Puerto Rico will not pay ransom to toll system hackers | Society | America Edition', 'Government of Puerto Rico will not pay a ransom to hackers who control the toll system', 'Hackers demand a reward to release the AutoExpreso system and tolls in Puerto Rico | Univision Puerto Rico WLII', "Pierluisi Says They Won't Pay AutoExpreso Hackers – NBC Puerto Rico"]3

South KoreaHIC East Asia & Pacific2021 April 1 http://newsway.co.kr/news/view?ud=2021040118080737803[3210554, 3215683, 3224530, 3211102, 3210556, 3211107, 3210549, 3210960, 3208836, 3210955, 3212662, 3213195, 4116166, 3210963, 3212440, 4116022, 3212434, 3211211, 3214172, 3210957, 3210956, 3221317, 3213196, 3221382, 3209020, 3209018, 3208826, 3210557, 3210829, 3210965, 3212821, 3210966, 4117535, 3210967, 3210970, 3210826, 3209022, 3210692]['Welcome To IANS Live - SCIENCE - North Korean hackers set up fake firm to target researchers', 'Again: North Korean hackers attacked information security researchers', 'Google sees new trick in renewed North Korea cyber attacks', 'North Korean Hackers Expand Targeting of Security Community', 'Welcome To IANS Live - SCIENCE AND TECHNOLOGY - North Korean hackers set up fake firm to target researchers', 'N . Korean hackers targeting security researchers with fake social media accounts', 'North Korean hackers set up fake firm to target researchers', 'North Korea Hacks Cryptocurrency for Nuclear and Missile Development... Stealing 360 Billion Won', 'North Korean hacker group attacks honest cybersecurity experts', 'North Korea demands 20 billion won from Bithumb, which hacked 357.5 billion virtual currency', 'Google North Korea disguises itself as a cybersecurity company and attempts hacking', 'Google Says N . Korea - Backed Hackers Targeted Security Pros', 'Newspim - United Nations North Korea, virtual currency 37

Spain HIC Europe & Central Asia2020 November 18 https://www.facua.org/es/noticia.php?Id=16139[2765978, 4267395]['They share the data of 3.2 million Pluto TV accounts in a hacker forum', 'Pluto TV hacked: data from 3.2 million of its free accounts have been exposed']1

South KoreaHIC East Asia & Pacific2020 December 16 https://news.joins.com/article/23946890[2809625, 2809626]['Thallium, a hacking organization implicated in North Korea, Japanese identity theft', 'Suspicion of identity theft by North Korean hackers in South Korea and Japan ... Things the victims do not know']1

Russia UMC Europe & Central Asia2017 July 7 http://rosinvest.com/novosti/1319948[648657, 646775]['RosInvest News. Com: Posing as Microsoft employees, hackers swindled passwords from British officials', 'Hackers Posing as Microsoft Employees Try to Steal united kingdom Parliament Passwords']1

Russia UMC Europe & Central Asia2022 August 11 https://www.bleepingcomputer.com/news/security/hacker-uses-new-rat-malware-in-cuba-ransomware-attacks/[3748288, 3751310]['Hacker uses new RAT malware in Cuba Ransomware attacks', 'New Cuba ransomware affiliate detailed']1

Spain HIC Europe & Central Asia2022 May 24 https://www.theolivepress.es/spain-news/2022/05/19/phishing-gang-steal-at-least-e443600-from-hacked-online-bank-accounts-in-spain/[3649184, 3640371, 4090943]['  Phishing  gang steal at least €443 , 600 from hacked online bank accounts in Spain', 'A network of cyber fraudsters who stole half a million euros by impersonating banks with the "phishing" technique falls', '600 thousand euro scam, 10-month bargain for the cyber attack: the money laundering charge dropped - Chronicle']2

Saudi ArabiaHIC Middle East & North Africa2019 September 22 https://www.arabianbusiness.com/technology/428500-dubai-company-loses-53000-in-targeted-cyber-attack[4753985, 4761530, 4752878]['Dubai company loses $53 , 000 in targeted cyber attack', 'Dubai firm loses £42 , 000 in phishing attack', 'Dubai firm loses $53 , 000 to email hacker']2

United KingdomHIC Europe & Central Asia2017 February 3 http://www.skynews.com.au/culture/offbeat/2017/02/03/google-blocks-nhs-network-for-cyber-attack.html[147436, 152216, 150211, 146981]['Google mistakes high NHS web traffic for cyber attack', 'Google blocks NHS network for cyber attack', 'Google leaves British hospitals without Internet after thinking they were being hacked', 'Alphabet : Google mistakes high NHS web traffic for cyber attack']3

Russia UMC Europe & Central Asia2022 September 29 https://ia-centr.ru/publications/kazakhstan-podvergsya-masshtabnoy-kiberatake/[3815072, 3815069, 3815070]['Kazakhstan was subjected to a large-scale cyber attack', 'State structures of Kazakhstan continue to be subjected to hacker attacks', 'Hackers attack Kazakhstan']2

South KoreaHIC East Asia & Pacific2019 April 18 http://news.chosun.com/site/data/html_dir/2019/04/18/2019041800894.html[4012203, 4449857]['FBI North Korea launches cyber attack to exert sanctions pressure - Diodeo', "High-ranking FBI official carried out cyber attack on North Korea's financial sanctions - Chosun.com"]1

India LMC South Asia 2022 June 15 https://www.freepressjournal.in/india/investigation-launched-after-malaysian-hacking-group-launches-series-of-cyber-attacks-on-india[3677075, 3677076]['Investigation launched after Malaysian hacking group launches series of cyber attacks on India', 'Investigation launched after Malaysian hacking group launches series of cyber attacks on India – Indian Defence Research Wing']1

Israel HIC Middle East & North Africa2019 February 16 https://ahtribune.com/world/north-africa-south-west-asia/2875-election-meddled-israeli-spies.html[3969905, 4342167, 5072648]['How Israeli Spies Meddle in Elections and Hack Activists with Impunity', 'The New Arab targeted by spies following its Israeli hacking inve', 'Jerusalem - Israel Reportedly Collaborated In Russian US Election Hacking']2

United StatesHIC North America 2019 April 22 https://news.wgcu.org/post/scott-demands-fbi-turn-over-evidence-russian-hacking[4455564, 4452036]['Scott Demands FBI Turn Over Evidence Of Russian Hacking', 'Scott demands FBI information on Russian hacking']1

United KingdomHIC Europe & Central Asia2020 June 12 https://www.eadt.co.uk/news/poulter-s-office-in-data-breach-1-6698228[4224172, 4224173]['Data breach reported by Suffolk MP Poulter | East Anglian Daily Times', 'Data breach reported by Suffolk MP Poulter']1

United StatesHIC North America 2020 December 9 https://www.governing.com/security/Florida-Raids-Home-of-Suspected-Hacker-COVID-Whistleblower.html[4275147, 2797895]['Florida Raids Home of Suspected Hacker , COVID Whistleblower', 'Whistleblower or hacker ? Police raid former Florida COVID - 19 researcher with guns drawn']1

United KingdomHIC Europe & Central Asia2019 July 29 https://www.thetimes.co.uk/edition/scotland/scottish-police-authority-suspends-use-of-eurofins-scientific-forensics-lab-that-paid-off-ransomware-cybergang-09lzkxwfl[4626783, 4629672]['Police Scotland suspends use of Eurofins Scientific forensics lab that paid off ransomware cybergang', 'Scottish Police Authority suspends use of Eurofins Scientific forensics lab that paid off ransomware cybergang']1

United StatesHIC North America 2019 March 23 https://www.databreaches.net/navicent-health-announces-cyber-attack-targeting-its-email-system/[4403090, 4406646]['Navicent Health announces cyber attack targeting its email system', 'Navicent Health Reports Data Breach from July 2018 Cyberattack']1

United StatesHIC North America 2019 March 22 https://indianexpress.com/article/technology/tech-news-technology/finland-to-investigate-nokia-7-plus-data-breach-report-5637522/[4002126, 4399865, 4401898, 4003199, 4399438, 4002134, 4002124, 4002034, 4401896, 4003490]['Finland to investigate Nokia - branded phones after data breach report', 'Finland to investigate Nokia 7 Plus data breach report | Technology News , The Indian Express', 'Nokia 7 Plus Data Breach Issue Already Fixed , No Data Compromised', 'Finland to investigate Nokia - branded phones after data breach report - SABC News - Breaking news , special reports , world , business , sport coverage of all South African current events . Africa news leader . ', 'Nokia phones investigated over rumored data breach', 'UPDATE 1 - Finland to investigate Nokia - branded phones after data breach report', 'Finland to Investigate Nokia - Branded Phones After Data Breach Involving China', 'Finland to investigate Nokia - branded phones after NRK data breach report', 'HMD Global says Nokia 7 Plus data breach issue was fixed in February ; no sensitive data shared', 'Finland is investigating Nokia phones after a report about a data breach']9

United KingdomHIC Europe & Central Asia2017 July 7 http://www.kamcity.com/namnews/international/manufacturers-international/us-mondelez-issues-revenue-warning-cyber-attack/[649688, 649199]['US : Mondelez Issues Revenue Warning Over Cyber Attack', 'Mondelēz says cyber attack will impact second']1

India LMC South Asia 2020 September 28 https://www.news18.com/news/tech/pakistan-hackers-helping-china-in-suspected-operation-sidecopy-cyber-attacks-on-india-2916023.html[2722330, 2722333, 4263134]['Pakistan Hackers Helping China in Suspected Operation Sidecopy Cyber Attacks on India', 'Pakistani hackers helping China in Operation Sidecopy cyber attack campaign, know what is the whole matter', 'Pakistan Hackers Helping China in Suspected Operation Sidecopy Cyber Attacks on India – Indian Defence Research Wing']2

Russia UMC Europe & Central Asia2022 December 21 https://aif.ru/society/ukrainskiy_ministr_priznal_namerennuyu_ataku_hakerov_na_rutube_9_maya[3931511, 3931513, 3931549]['Hackers in Ukraine: RuTube hack May 9', 'The Ukrainian minister admitted the intentional hacker attack on RuTube on May 9', 'In Ukraine, they admitted to a cyber attack on RuTube on May 9']2

Ukraine LMC Europe & Central Asia2021 June 26 https://donpress.com/news/26-06-2021-tyuremnyy-srok-i-shtraf-v-milliony-dollarov-poluchil-ukrainec-za-khakerskuyu[3358749, 4141634, 3359697, 3363022, 3359721, 4141629, 4141625, 3359722, 4141628, 4141639, 3357609, 3359438, 3359709, 3358644, 4141638, 3358723, 3358433]['In the USA, a Ukrainian hacker was sentenced to 7 years in prison', 'Ukrainian hacker Kolpakov was given 7 years in the USA. He has already served three', 'In the USA, a Ukrainian hacker was sentenced to seven years in prison', 'Ukrainian man sentenced to 7 years in Burgerville hacking', 'A Ukrainian received a prison term and a fine of millions of dollars for hacking in the United States', 'A hacker from Ukraine received a prison term in the United States', 'Andriy Kolpakov - the Ukrainian hacker Svit tsn was sentenced to 7 years in prison in the USA. u.a', 'In the United States, a Ukrainian hacker was sentenced to seven years in prison', 'In the USA, a Ukrainian hacker was sentenced to 7 years in prison', 'US sentences Ukrainian hacker to 7 years in prison', 'Hacker from Ukraine received a prison term in the United States', 'US court sentences Ukrainian hacker to seven years in prison', 'Ukrainian hacker received a prison term in the United States', 'Ukranian national behind $1 billion hacking spree sente16

AzerbaijanUMC Europe & Central Asia2020 February 28 https://www.ahaber.com.tr/gundem/2020/02/28/turk-hackerlar-rusya-savunma-bakanliginin-sitesini-hackledi[2370789, 4170641]['Russian sites that exposed the Armenian lobby were hacked', 'Turkish hackers hacked the website of the Russian Ministry of Defense']1

Bulgaria UMC Europe & Central Asia2019 August 6 http://kanal3.bg/news/bulgaria/society/102023-Sled-hakvaneto-na-NAP%3A-Veche-ima-sluchay-na-izteglen-kredit-s-chudzda-samolichnost[4647228, 4647226]["Is there already a case of a loan taken out in someone else's name due to the hacking of the NRA?", 'After the hacking of the NRA: There is already a case of a credit being withdrawn with a foreign identity']1

Turkey UMC Europe & Central Asia2017 March 23 http://www.webtekno.com/nasa-yi-hackleyen-adamin-ulastigi-birbirinden-urkutucu-bilgiler-h26979.html[307118, 1132320, 315322]['FBI and NASA Ready to Reveal Hacking', 'The Frightening Facts Revealed by Gary McKinnon, Who Hacked NASA', 'Frightening Information Reached by the Man Who Hacked NASA!']2

United KingdomHIC Europe & Central Asia2017 December 21 http://www.dailymail.co.uk/sciencetech/article-5201669/Hackers-defraud-private-school-parents-THOUSANDS.html[1074651, 1082652, 1075484, 1055701]['Hackers defraud private school parents out of THOUSANDS', "From extortion to collecting teachers' salaries: hackers attack schools and beaches", 'Hackers con parents with fake school bills ', 'Hackers target private schools in U . K . ']3

United Arab EmiratesHIC Middle East & North Africa2022 March 15 https://www.watson.ch/digital/international/353836990-regierungswebseiten-in-israel-nach-cyberangriff-nicht-erreichbar[3546603, 3547763, 3548208, 4078108, 4078117, 3547554, 3546300, 3548019, 3546242]['Israel says its government websites were hit by cyber attack', 'Israel Declares Government Website Suffered Major Hack', 'Government websites in Israel unavailable after cyber attack', 'Israel says government sites targeted by hack', 'Today . Az - Israel says government sites targeted by hack', 'Israel says government sites targeted by hack - Region - World', 'Israeli government websites down due to major cyber attack', 'Israel Says Government Sites Targeted by Hack', 'Israeli Government Sites Hit by Cyber Attack | The Jewish Press - JewishPress . com | Hana Levi Julian | 12 Adar II 5782 – March 14 , 2022']8

SwitzerlandHIC Europe & Central Asia2020 December 1 http://www.agefi.com/home/entreprises/detail/edition/online/article/des-entreprises-ont-recu-des-demandes-de-renseignements-par-courriel-qui-nemanent-pas-de-ladministration-fiscale-cantonale-genevoise-500018.html[2785231, 2785233, 2787249, 2789404, 2785230, 4272766]['Geneva – Corporate phishing attempts: complaint from the canton', 'Business phishing attempts in Geneva', 'The Geneva tax authorities warn against phishing attempts targeting companies', 'Geneva tax authority warns of phishing attacks', 'Geneva: Corporate phishing attempts: complaint from the canton', 'Accountants urge business owners to be vigilant about HMRC phishing scams']5

Bulgaria UMC Europe & Central Asia2019 July 16 https://www.actualno.com/politics/za-hakerskata-ataka-bsp-iska-borisov-da-objasni-pred-parlamenta-dbg-pita-ima-li-kradeni-bankovi-smetki-news_768930.html[4594752, 4594766]['About the hacker attack - BSP wants Borissov to explain before the parliament, DBG asks if there are stolen bank accounts', 'DBG asks Mladen Marinov if bank accounts were stolen after the hacker attack']1

United StatesHIC North America 2019 August 28 https://nv.ua/ukraine/events/sayt-nv-byl-vzloman-50039622.html[4693758, 4698490]['Website of the Randolph County in North Carolina got hacked', 'NV website has been hacked']1

Spain HIC Europe & Central Asia2017 February 24 http://www.expansion.com/agencia/europa_press/2017/02/24/20170224171652.html[1117680, 218043, 1117682]['More than 100 countries attacked , including Spain , in a new wave of Adwind malware', 'Adwind Malware Targets 1 , 500 Organizations from 100 Countries', 'More than 100 countries attacked , including Spain , in a new wave of Adwind malware']2

United StatesHIC North America 2021 May 19 https://www.newswest9.com/article/news/crime/betenbough-homes-russian-cyber-attack/513-70df1853-ebd7-477a-ad8d-26f95f6a3fdf[3292825, 3290864]['Betenbough Homes Latest Victim of Cyber Attack From Russia', 'Betenbough Homes target of Russian cyber attack']1

BangladeshLMC South Asia 2021 August 8 https://www.jagonews24.com/national/news/689979[3063850, 3063852]["18 lakh taka embezzled by hacking Swapna's system, arrested 3", "Money embezzled by hacking Swapna's system, 3 remanded"]1

Bulgaria UMC Europe & Central Asia2019 February 8 https://www.frognews.bg/obshtestvo/kriminalno/zadarjaha-42-godishen-haker-burgas-blokirane-mrejata-mvr.html[4334705, 4334709, 4334720, 4334715, 4334706, 4334707, 4334710, 4334717, 4334711, 4334703, 4334714]['A man has been arrested in Burgas, who committed hacker attacks, through which he stopped the access to services of internet users', 'Burgas hacker blocked access to internet platforms | Today bg', 'They revealed a hacker from Burgas who blocked access to a number of sites', 'Today+ :: They detained a 42-year-old hacker in Burgas for blocking the network of the Ministry of the Interior', 'They arrested a hacker in Burgas - Criminal', 'They detained a 42-year-old hacker in Burgas for blocking the network of the Ministry of the Interior', 'The Ministry of Internal Affairs caught a Burgas hacker who blocked websites with DoS attacks', 'The police in Burgas with a blow against cybercrimes: a 42-year-old hacker damaged companies with DoS attacks. See the diagram', 'A hacker was arrested in Burgas for illegal data traffic', 'Burgas: A 42-year-old man was arrested for hacker attacks and illegal transfer of computer data', 'They detained a hacker from Burgas who carried out DoS attacks']10

China UMC East Asia & Pacific2018 September 27 https://tech.sina.com.cn/i/2018-09-27/doc-ifxeuwwr8689948.shtml[2034791, 2034790]['Police in Cangnan, Wenzhou, Zhejiang, destroyed the black industry chain of stealing and selling QQ data and virtual property through phishing platforms _ News Center _ ChinaNet', 'The police destroyed a phishing platform criminal black industry chain involving more than 80,000 groups of QQ data']1

India LMC South Asia 2017 July 11 http://www.dnaindia.com/technology/report-kaspersky-highlights-connect-between-cyber-attacks-on-south-korean-military-atm-theft-2498534[657768, 660421, 657739, 657749]['Kaspersky highlights connect between cyber attacks on South Korean military , ATM theft', 'Cyber attacks on South Korean military , ATMs connected : Kaspersky Lab', 'Cyber attacks on S . Korean military , ATMs connected : Kaspersky Lab', 'Kaspersky highlights connection between cyber attacks on South Korean military , ATM theft']3

United KingdomHIC Europe & Central Asia2017 September 13 http://www.ibtimes.co.uk/elasticsearch-malware-botnet-over-4000-servers-found-hosting-two-popular-stains-pos-malware-1639167[812464, 813199]['ElasticSearch malware botnet : Over 4 , 000 servers found hosting two popular strains of PoS malware', 'Thousands of Elasticsearch Servers Hijacked to Host PoS Malware ']1

United KingdomHIC Europe & Central Asia2017 November 22 http://www.ibtimes.co.uk/fake-wifi-network-used-by-hackers-steal-more-100000-worth-bitcoin-1648424[999672, 1292040]['Fake WiFi network used by hackers to steal more than €100 , 000 worth of bitcoin', 'Hacked billions of bitcoins in Austria... public wifi no me']1

United StatesHIC North America 2018 July 30 https://www.rollcall.com/news/politics/hackers-target-senators-political-parties-frequently-shaheen-says[1870815, 1873148, 1873115, 1877542, 1873128, 1885487, 1877566, 1873134, 1873129, 1873130, 1870820, 1870821, 1870814, 1881457]['Sen . Jeanne Shaheen says staff is being targeted by hackers', 'Sen . Jeanne Shaheen Says Staff Is Being Targeted by Hackers', 'Hackers Target Senators , Political Parties Frequently , Shaheen Says', 'Shaheen : Office Hearing of  Widespread  Hacker Attempts', 'Sen . Shaheen : Office hearing of  widespread  hacker attempts - News - seacoastonline . com', 'Sen . Jeanne Shaheen Says She Was A Target Of A Hacking Attempt', 'Shaheen says office has been targeted by hackers', 'Shaheen : Office hearing of  widespread  hacking attempts', 'Sen . Shaheen : Office hearing of  widespread  hacker attempts - News - fosters . com', 'Shaheen : office hearing of  widespread  hacker attempts', 'Sen . Shaheen Says Senators Targeted In  Widespread  Hacking Attempts | Fort Smith / Fayetteville News', 'Sen . Shaheen says senators targeted in  widespread  hacking attempts', 'N . H . Shaheen says hacking attacks are widespread against both parties', 'Kremlin critic : Shaheen targeted by hackers']13

India LMC South Asia 2020 October 19 https://economictimes.indiatimes.com/tech/technology/google-stops-biggest-ever-ddos-cyber-attack-to-date/articleshow/78744934.cms[2746571, 2747930, 2746539, 2747323]['Google stops biggest - ever DDoS cyber attack to date', 'DDoS Cyber Attack : Google stops biggest - ever DDoS cyber attack to date', 'Google Faced the Largest DDoS Attack Seen Yet from Chinese State - backed Hackers in 2017', 'Google stops biggest - ever distributed denial - of - service cyber attack']3

United StatesHIC North America 2021 February 1 https://siliconangle.com/2021/01/31/customer-data-stolen-hack-targeting-uscellular/[3105551, 3108228, 3104048]['USCellular Data Breach : Hackers Gained Access to User Personal Data , PIN Code , Billing Statements , and More', 'Customer data stolen in hack targeting UScellular', 'UScellular : Hackers Accessed Customer Data']2

Indonesia LMC East Asia & Pacific2017 March 30 http://medan.tribunnews.com/2017/03/30/sindikat-hacker-remaja-bobol-situs-tiketcom-di-server-citilink-kerugian-rp-61-miliar[332328, 328938, 335582, 328939, 328936, 332326, 332329, 350603]['Ticket Site Hacker. com High school graduate , Hacked 400 Sites', 'This Teenager Hacker Has Successfully Cracked Ticket Sites. com on the Citilink Server, Losses Estimated at IDR 4.1 Billion', 'Ticket Site Hacker. com also broke the Police and Gojek sites', 'Teenage Hackers in Balikpapan Hack Online Ticket Buying Sites Rp. 4.1 Billion', 'Teen Hackers Syndicate Breaks Ticket Sites . com on the Citilink Server, a loss of IDR 6.1 billion', '19-Year-Old Hacker Succeeds in Hacking Tickets . com , Losses Reach IDR 4 Billion – Home News', 'Online Ticket Hackers Lose Companies IDR 1.9 Billion', 'Haikal hacked to a loss of Rp. 4 billion, this is the word for tickets. com :']7



New ZealandHIC East Asia & Pacific2021 May 31 https://www.scoop.co.nz/stories/BU2105/S00542/reserve-bank-taking-action-to-respond-to-data-breach-reports.htm[3310929, 3311928, 3310928, 3310930]['Reserve Bank Taking Action To Respond To Data Breach Reports', 'New Zeeland Reserve Bank Taking Action to Respond to Data Breach Reports', 'Business Scoop » Reserve Bank Taking Action To Respond To Data Breach Reports', 'Reserve Bank taking action to respond to data breach reports']3

Serbia UMC Europe & Central Asia2020 January 30 https://naslovi.net/2020-01-30/novi-magazin/sajt-n1-bio-meta-jos-jednog-hakerskog-napada/24840805[2316601, 2316613, 2311947, 2316602, 2314281, 2311948, 2311949]['The N1 website was the target of another hacker attack', 'Ćosić: The process of reporting hacker attacks on the N1 portal is in progress', 'N1 website and mobile app under cyber attack from China', 'The N1 site is again the target of cyber attacks, the fourth time in the last three days', 'The N1 television portal was taken down again after a cyber attack', 'The N1 site is the target of a cyber attack', 'The N1 television portal is the target of a cyber attack']6

Uruguay HIC Latin America & Caribbean2021 February 13 https://ladiaria.com.uy/politica/articulo/2021/2/la-direccion-de-identificacion-civil-fue-hackeada/[3129330, 3129329]['They hacked Civil Identification', 'The Civil Identification Directorate was hacked']1

India LMC South Asia 2017 August 8 http://timesofindia.indiatimes.com/business/india-business/chinese-hackers-step-up-attacks-on-indian-shores/articleshow/59966858.cms[733511, 743223, 712121, 715551, 712115, 730259, 1224282, 712122, 712119, 712118, 730264, 730262, 712117, 712112, 712120, 712113, 712140, 1226073]['Chinese cyber attacks : India ill', 'cyberattack : Cyberattacks : Why Indian entertainment firms are vulnerable and easy prey for hackers , Telecom News , ET Telecom', 'Cyber attacks on India minimum , but government alert : IT minister Ravi Shankar Prasad', 'Cyber attacks on India minimum , but govt alert : Prasad', 'Cyber attacks on India minimum , but govt alert : IT minister ', 'cyber attacks : Chinese hackers step up attacks on Indian shores', 'Cyber attacks on India minimum , but government is alert , says Law and IT minister', 'Cyber attacks on India minimum , but government alert', 'Cyber attacks on India minimum , but government alert : Ravi Shankar Prasad', 'Ravi Shankar Prasad : Cyber attacks on India minimum , but government alert : Ravi Shankar Prasad', 'cyber attacks : Chinese hackers step up attacks on Indian shores , Telecom News , ET Telecom', 'Chinese hackers step up attacks on Indian shores', 'Cyber Attacks On India Minimum , But Government Alert : IT Minister Ravi Shankar Prasad', 'Cyber17

United KingdomHIC Europe & Central Asia2018 March 22 https://www.thetimes.co.uk/article/hack-led-jets-to-syria-hospital-says-doctor-david-nott-29308w985[1518466, 1513166, 1518226, 1513374, 1519839, 1511678, 1514427, 1513164, 1514449, 1512754, 1510534]['Did hackers lead warplanes to Syrian hospital after targeting British surgeon computer ? ', 'Surgeon says hackers led warplanes to Syrian hospital , after his story was show on the BBC', 'Hack led jets to Syria hospital , says doctor David Nott | News', 'UK Surgeon Claims Hackers Targeted His PC ,  Led Warplanes to Aleppo Hospital  ', 'British Surgeon Says Aleppo Hospital Was Bombed Due To His Laptop Being Hacked', 'Hackers led warplanes to Syrian hospital , claims British surgeon', 'UK surgeon suspects his PC was hacked to target Syrian hospital • The Register', 'Hackers  led warplanes to Syrian hospital  using British surgeon computer , he fears', 'Surgeon David Nott : Hack led to Syria air strike', 'British surgeon fears hacking of computer led to bombing of underground hospital in Syria', 'British surgeon who helped Syrian operations  hacked  to reveal secret hospital to bombers']10

Canada HIC North America 2020 March 7 https://www.theguardian.pe.ca/news/local/over-300-individuals-200-businesses-affected-by-pei-government-data-breach-420617/[4171948, 2388970, 2382895, 2386923]['Personal information possibly compromised in P . E . I . government data breach', 'Over 300 individuals , 200 businesses affected by P . E . I . government data breach | Local | News', 'P . E . I . government documents surfacing online after data breach', 'Over 300 individuals , 200 businesses affected by P . E . I . government data breach | Canada | News']3

Israel HIC Middle East & North Africa2020 April 4 http://www.israelnationalnews.com/News/News.aspx/278277[2440889, 2440890]['Phishing attack targets Israelis - Inside Israel', 'Phishing attack targets Israelis - Israel National News']1

New ZealandHIC East Asia & Pacific2021 September 10 https://www.newstalkzb.co.nz/news/business/cyber-attack-anz-online-access-down-for-third-day/[4146229, 2865954, 4146230, 2863907, 2856678, 2865959, 2864607, 2864306, 2856676]['ANZ , Kiwibank battle to keep websites online after cyber attack', 'Cyber attack : ANZ online access down for third day', 'IRD , NZ Post , ANZ , Kiwibank battle to keep websites online after cyber attack', 'New Zealand Banks , Post Office Hit By Outages In Apparent Cyber Attack', 'Cyber attack on one customer caused internet outage across NZ', 'NZ Post plans outage and ANZ faces ongoing disruption amid cyber attacks', 'New Zealand largest bank experiences outages due to cyber attack', 'New Zealand banks , post office hit by outages in apparent cyber attack', 'Internet outages caused by cyber attack on provider']8

Russia UMC Europe & Central Asia2022 March 29 https://www.ixbt.com/news/2022/03/29/unichtozhenie-65-tb-dannyh-pod-voprosom-izza-hakerskoj-ataki-rosaviacija-pereshla-na-bumazhnyj-dokumentooborot.html[3568328, 3568958, 3568946, 3569214]['The destruction of 65 TB of data is questionable: due to a hacker attack, Rosaviatsia switched to paper workflow', 'Media: Rosaviatsia switched to paper document management due to a possible cyber attack', 'Due to hacker hacking, Rosaviatsia temporarily switched to paper workflow', 'Hackers carried out a cyberattack on the Rosaviatsia network. 65 terabytes of data removed']3

Russia UMC Europe & Central Asia2020 January 21 https://dni.ru/economy/2020/1/21/441290.html[2295742, 2295652, 2298247, 2295655, 2295651, 2295654]['The number of hacker attacks on Sberbank increased by 20% in 2019', 'Hackers carried out the most powerful attack on Sberbank in history', 'The largest Russian bank announces that it has repelled the most powerful cyber attack in its history', 'Sberbank withstood the most powerful cyber attack', 'Sberbank predicts several trillion damage to Russia from cyber attacks', 'Sberbank repulsed the most powerful cyber attack in the history of the bank in January']5

Sweden HIC Europe & Central Asia2020 July 14 https://www.svt.se/nyheter/inrikes/matappen-foodora-hackad-tusentals-svenskar-drabbade[2601209, 2601207, 2601206, 2601205, 2601208, 2601202, 2601212]['Food app Foodora hacked - thousands of Swedes affected', 'Foodora hacked - customer data leaked - Sydsvenskan', 'Data breach at Foodora – 25,000 Swedes affected', 'Data breach against Foodora - Swedish', 'Foodora hacked – customer data leaked', 'Data breach against Foodora - thousands of customer details leaked', 'Foodora exposed to data breach']6

Thailand UMC East Asia & Pacific2017 May 21 http://news.sanook.com/2233602/[504172, 504174]['The police admitted that 191 sites had been attacked by malware. but does not affect stability', 'The police admitted that 191 centers were attacked by malware but did not affect stability.']1

Canada HIC North America 2022 September 2 https://www.castanet.net/news/BC/383247/Hackers-stole-CERB-benefits-of-at-least-12-700-Canadians-alleges-class-action-lawsuit[3776648, 3772220]['Hackers stole CERB benefits of at least 12 , 700 Canadians , alleges class - action lawsuit - BC News', 'Nearly 13 , 000 Canadians potentially victims of CERB fraud after hackers accessed CRA accounts in 2020']1

United StatesHIC North America 2022 August 2 https://www.pcmag.com/news/man-hacked-t-mobile-employees-to-unlock-cell-phones-rake-in-25-million[4057336, 3738225]['Man Hacked T - Mobile Employees to Unlock Cell Phones , Rake in $25 Million', 'Former T - Mobile Retail Store Owner Allegedly Hacked T - Mobile Internal Systems to Unlock Phones , Makes $25 Million']1

New ZealandHIC East Asia & Pacific2019 June 5 https://www.indianweekender.co.nz/Pages/ArticleDetails/7/10752/New-Zealand/FIANZ-website-hacked-creating-nationwide-confusion-on-Eid-date[4038653, 4517866, 4516186]['FIANZ investigating possible hack after Eid signalled early', 'FIANZ website hacked creating nationwide  confusion  on Eid date - www . indianweekender . co . nz', 'FIANZ website hacked creating nationwide  havoc  on Eid date - www . indianweekender . co . nz']2

Russia UMC Europe & Central Asia2022 August 30 https://ria.ru/20220830/vzlom-1813155611.html[3772713, 3772714]['Radio Krym reported hacking of Internet broadcast - RIA Novosti, 30. 08 . 2022', 'Unidentified people hacked into radio "Krym" and turned on the anthem of Ukraine']1

Peru UMC Latin America & Caribbean2021 January 29 https://gestion.pe/mundo/mexico/delincuentes-explotan-la-angustia-de-familiares-de-enfermos-de-covid-19-en-mexico-noticia/[3103616, 3104867]['Criminals exploit the anguish of relatives of covid-19 patients in Mexico', 'Outrage in Mexico over criminals who exploit the anguish of relatives of Covid-19 patients']1

India LMC South Asia 2021 July 19 https://tarunbharat.com/dailynews/1015225[3395669, 3395677, 3395668, 4138003, 4137981]['AIMIM Twitter targeted by hackers', 'AIMIM Twitter handle hacked , name changed to  Elon Musk  ', 'AIMIM Twitter account targeted by hackers', "AIMIM's Twitter account hacked", "Hacked AIMIM Twitter account and named it Alan Musk, then smooth! | AIMIM's Twitter account was hacked and given the name Alan Musk, then smooth!"]4

India LMC South Asia 2017 August 26 http://news.kuwaittimes.net/website/turkey-arrests-5-qatar-news-agency-hacking/[785385, 1238113, 772984, 1238115, 772974, 1237371, 775747, 771145, 771354, 773438, 773498, 773497, 773598, 773356, 1237296, 1237630, 773767, 770282, 773597, 773464, 770281, 770941, 774266, 773540, 771355, 773889, 775160, 770283, 1238124, 1237386, 773440, 771079, 773489, 773437, 773499, 770521, 1238120, 1237387, 773355, 774311, 770916, 776906, 770917]['Five Suspected of Hacking Qatar News Agency Arrested Inside Turkey , says Qatar', 'Turkey arrests five over Qatar ‘ hacking ’ for sparking Gulf crisis', 'Five people arrested for hacking Qatar news agency', 'Turkey arrests five over Qatar hacking for sparking Gulf crisis', 'Turkey arrests five over Qatar  hacking  for sparking Gulf crisis', 'Qatar : Qatar says five suspects in news agency hacking detained in Turkey', 'Qatari hackers arrested in Turkey', 'Turkey detains five suspects in hacking Qatar news agency', '5 detained in Turkey in connection with Qatar hacking : prosecutor', 'Qatar news agency hackers arrested', 'Turkey detains five people suspected of being involved in QNA hacking', 'Five detained in hacking of Qatar News Agency', 'Turkey: Five arrested for hacking the Qatari agency', 'Qatar says five suspects in news agency hacking detained in Turkey ', 'Turkey arrests 5 over Qatar news agency  hack ', 'Turkey arrests 5 over Qatar news agency hacking', 'Gulf Crisis : Turkey arrests five allegedly c42

United StatesHIC North America 2018 May 11 https://www.nytimes.com/2018/05/10/nyregion/hacker-west-point-nyc-comptroller.html[1653354, 1651438, 1653335, 1651381, 1653328, 1651439]['Man Charged With Hacking Into and Defacing Military and Government Websites', 'California man charged with hacking , defacing government websites', 'Manhattan U . S . Attorney charges California man with hacking , defacing government websites', 'California Man Arrested for Hacking , Defacing Government Websites', 'California Man Charged With Hacking Into , Defacing Government Websites « CBS San Francisco', 'California man charged with hacking , defacing government websites | News']5

Pakistan LMC South Asia 2021 October 30 https://tribune.com.pk/story/2327086/national-bank-suffers-cyber-attack[2955182, 2953258]['NBP system restored after cyber attack', 'NBP suffers cyber attack']1

Ukraine LMC Europe & Central Asia2019 March 9 https://sud.ua/ru/news/ukraine/137050-facebook-podal-v-sud-na-dvukh-ukraintsev-khakery-vzlomali-63-tysyachi-akkauntov[3990657, 3988383, 4391224, 4385647, 4385637, 3993759, 4385089, 4389692, 3993740, 3987196, 3987441, 3987430, 3992758, 4386407, 3992751, 3987927, 4385092, 3986728, 4392390, 4385097, 3988698, 5074315, 4388800, 3992773, 3988754, 3992797, 4384920, 3992852, 3987436, 4397005, 3992619, 3992736, 4387045, 3995729, 3987434, 4389285, 3992842, 4385090, 4386089, 3993764, 3992772, 3991811, 4385643, 4385100, 3992005, 3992729, 3995755, 3991394, 3992785, 4389089, 4387018, 4386084, 3992193, 3991810, 4388801, 4390443, 5073036, 4385094, 3993282, 3992747, 3990758, 3987426, 3993839, 3987891, 3990642, 4386082, 3993074, 4390946, 3987427, 3990637]['Facebook said some online quizzes were a guise to hack your account', 'Did you answer the Facebook quiz? The perpetrators installed malware and stole data', 'Facebook says it fixed outage, denies hacking', 'Ukrainian hackers used quizzes to leak over 60K Facebook user data – Canindia News', 'Ukrainian hackers used quizzes to leak over 60K Facebook user data', 'Facebook denies it was hacked after 14 hour Instagram and WhatsApp outage', 'Facebook sued two Ukrainian hackers', 'Panne Facebook - applications not a result of cyber attack', 'Facebook denies it was  hacked  after claim mystery  nation state  caused biggest outage EVER with cyberattack', 'Facebook sued two Ukrainians who hacked more than 60,000 accounts using online tests', 'Facebook suit reveals Ukrainian hackers - Facebook sues two Ukrainian Facebook hackers', 'Facebook sues two Ukrainian programmers for hacking over 60,000 accounts', 'WhatsApp , Instagram , Messenger suffer outage , Facebook rules out cyber attack', 'Facebook caught Ukrainian hac69

Russia UMC Europe & Central Asia2018 September 24 http://www.cnews.ru/news/line/2018-09-24_dit_moskvy_okolo_162_tysyach_hakerskih_atak_na[2013404, 2027362, 2027501]['650 successful hacker attacks against municipalities in three years', 'DIT Moscow: about 162 thousand hacker attacks on the resources of the Moscow Government reflected on the day of the mayoral elections', 'The Moscow government spoke about hacker attacks on the day of the mayoral elections']2

United StatesHIC North America 2018 February 9 https://www.scmagazine.com/ransomware-attack-on-sacramento-bee-database-exposes-voter-records-of-195m-californians/article/743302/[5057783, 5057463, 5057763, 1403050, 1410738]['CA voter information exposed in Sacramento Bee hack', 'Ransomware attack on Sacramento Bee database exposes voter records of 19 . 5M Californians', 'Sacramento Bee Leaks 19 . 5 Million California Voter Records , Promptly Compromised by Hackers', 'Sacramento Bee Databases Hit with Ransomware Attack', 'Ransomware attack on US newspaper database exposes 19 . 5M voter records']4

United StatesHIC North America 2017 December 12 https://in.reuters.com/article/us-italy-cybercrime/italian-magistrates-look-to-drop-hacking-team-probe-blame-us-idINKBN1E62QD[1048943, 1049144, 1049014, 1048936, 1048249, 1047176, 1049173, 1055014]['Italian magistrates look to drop Hacking Team probe , blame ... ', 'Italian prosecutors seek to shelve Hacking Team breach case ', 'Italian Prosecutor Makes Request to Close Hacking Team Investigation', 'Italian magistrates look to drop Hacking Team probe , blame U . S . ', 'Italian prosecutors seek to shelve Hacking Team breach ... ', 'Italian prosecutors seek to shelve Hacking Team breach case', 'Italian Prosecutors Seek to Shelve Hacking Team Breach Case', 'Italian prosecutors intend to close the investigation into the Hacking Team case']7

Australia HIC East Asia & Pacific2018 February 23 http://www.bandt.com.au/media/channel-7-falls-victim-weird-facebook-hack-targeting-news-outlets[1439857, 1437143]['Seven & Nine Fall Victim To Weird Facebook Hack Targeting News Outlets', 'Seven hit in Facebook hack – TV Tonight']1

United StatesHIC North America 2018 January 11 https://www.techrepublic.com/article/how-one-hacker-stole-226k-worth-of-cryptocurrency-from-oracle-servers/[1323172, 1316620]['How one hacker stole $226K worth of cryptocurrency from Oracle servers', 'Oracle app server hack let one attacker mine $226 , 000 worth of cryptocoins']1

South KoreaHIC East Asia & Pacific2021 September 12 http://koreabizwire.com/n-korea-linked-hackers-attempt-to-break-into-emails-of-seouls-defense-panel-members/199039[2870407, 2870192, 2870154, 2870153]['N . Korea - linked hackers attempt to break into emails of Seoul defense panel members', 'North Korean hacking organization Kimsuki, this time trying to hack the Ministry of National Defense advisory committee', 'N . Korea - linked Hackers Attempt to Break into Emails of Seoul Defense Panel Members', 'North Korea - linked hackers attempt to break into emails of Seoul defense panel members']3

United StatesHIC North America 2021 May 21 https://www.silicon.de/41684373/apple-raeumt-problem-mit-malware-fuer-macos-ein[3293248, 3292032, 3291624, 3301242, 3300628, 3291784, 3289411, 3296453, 3296534, 3291786, 3291623, 3291637, 3292594, 3304058, 3293394, 3294549, 3297383, 3292402, 3294074, 4122441, 3292597, 3294152, 3293399, 3292136, 3291463, 3303009, 3291638, 3292031, 3304677, 3304667, 3299517, 3293395, 3293968, 3289412, 3293393, 3298861, 3299518, 3289832, 3301375, 3300107, 3290816, 3291575, 3290805, 3301373, 3299881, 4123403, 3299635, 3293994, 3298860, 3290821, 3301394, 3292169, 3291618, 3304668, 3291620, 3297999, 3300307, 3300473, 3293959, 3293911, 3293392, 3299439, 3299349]['Apple Exec Calls Level of Mac Malware  Unacceptable  ', "Craig Federighi Says In Fortnite Lawsuit 'There's A Lot Of Malware On Macs'", 'In defending a closed iOS, Apple recognizes that there is too much malware on Mac', 'Apple fixes macOS zero ‑ day bug that let malware take secret screenshots', 'This creepy macOS malware secretly takes screenshots of your device', 'Apple Craig Federighi admits the level of Mac malware is not acceptable', "Apple not happy with Mac's malware protection", 'Apple Exec Calls Mac Malware Levels Unacceptable Under Oath', 'Apple Exec supports Mac Malware levels under oath', 'Mac has malware problem and that is unacceptable , says Apple software chief', 'The number of malware on Mac is unacceptable, according to the vice-president of Apple', 'Craig Federighi : The Mac is inferior to iOS when it comes to security - an unacceptable amount of malware circulating | News', 'Apple says amount of malware on Macs  no longer acceptable  ', 'This Malware Busts the Security Myths at Apple', '62

South KoreaHIC East Asia & Pacific2021 March 6 https://news.imaeil.com/SocietyAll/2021030622233250425[3166730, 3166725, 3166732, 3166708, 3166709, 3166724, 3166731, 3169034]['National Intelligence Service hacked 40,000 domestic phones in fake phone banking, call records, and text wiretapping', '40,000 smartphones hacked by NIS pretending to be a financial institution', 'NIS fake banking app, 40,000 domestic smartphones hacked', 'Hacked 40,000 domestic smartphones pretending to be a financial institution... Eavesdropping situation', '[Seoul Newspaper] NIS pretending to be a financial institution hacked 40,000 domestic smartphones', 'NIS hacked 40,000 domestic smartphones … Hacker pretending to be a financial institution', 'NIS impersonating a financial institution Smartphone Hacking Beware: Bridge Economy, a companion in the age of 100', 'Around 40 Thousand Smartphones in South Korea Found Hacked']7

Brazil UMC Latin America & Caribbean2021 April 21 https://oglobo.globo.com/cultura/site-da-biblioteca-nacional-segue-fora-do-ar-mais-de-uma-semana-apos-ataque-hacker-24980195[3248275, 3241098]['National Library website back online 15 days after hacker attack', 'National Library website remains offline for more than a week after hacker attack']1

France HIC Europe & Central Asia2019 January 22 https://www.cbanque.com/carte-bancaire/actualites/72048/fraude-a-la-carte-bancaire-des-sites-e-commerce-francais-pirates[4295987, 4298232, 4295976]['Hacking: bank card data stolen from French merchant sites', 'Credit card fraud: hacked French commerce sites', 'Hacked bank card data on French e-commerce sites']2

Cuba UMC Latin America & Caribbean2019 May 13 https://www.cubanet.org/noticias/hackean-sitio-web-del-diario-granma/[4477565, 4477564]['Website of the official newspaper Granma would have been hacked', 'Website of the official newspaper Granma hacked']1

Spain HIC Europe & Central Asia2017 January 16 http://www.diariosur.es/nacional/201701/16/detienen-barajas-empresario-vinculado-20170116135153-rc.html[88724, 88734]['A businessman linked to the case of the Russian hacking of the US is arrested in Barajas', 'A businessman linked to the "hacking in the US" is arrested in Barajas']1

Russia UMC Europe & Central Asia2017 September 19 http://echospb.ru/2017/09/19/hakeri-nauchilis-obhodit-sistemu-proverki-v-play-store/[1252386, 1264893, 822126]['Hackers have learned to bypass the application verification system in the Play Store', 'Hackers have learned to bypass the verification system in the Play Store', 'Hackers manage to bypass the system verification system in the Play Store']2

India LMC South Asia 2022 July 25 https://www.businesstoday.in/technology/story/policybazaar-it-system-hacked-says-no-significant-customer-data-exposed-342639-2022-07-25[3725891, 3725906]["Policybazaar Data: Policybazaar's IT system hacked, company said - customer's data is safe", 'Policybazaar IT system hacked , says no significant customer data exposed']1

United StatesHIC North America 2022 July 11 https://www.siliconrepublic.com/enterprise/phishing-scams-amazon-prime-day[4100868, 3710602, 5084868, 3708451, 3705878, 4100638, 3706709, 3707449, 3705701, 3709612, 3711710]['Amazon - related phishing sites approach 900 on Amazon Prime Day', 'Amazon Prime Day Spurs Phishing Attacks | Investor Business Daily', 'As Amazon Prime Day Approaches , Watch Out for Phishing Scams , Phony Websites and More', 'Phishing spike detected in lead - up to Amazon Prime Day', 'Phishing : Fake - Deals zum Amazon Prime Day', 'Amazon Prime turns to crime this week due to hackers', 'Amazon Prime Day : How to Watch Out For Scams and Phishing – NBC New York', 'Amazon Prime Day, the one chosen by hackers', 'Amazon Prime Day or Cybercrime Day? What to do to avoid being a victim of phishing, according to Check Point Software', 'Around 900 active Amazon phishing sites are lurking on Amazon Prime Day', 'Shopping Amazon Prime ? Watch for phishing emails']10

Singapore HIC East Asia & Pacific2022 May 27 https://sbr.com.sg/news/mas-slaps-s330m-addl-capital-requirement-ocbc-after-phishing-fiasco[3658381, 3652388, 3653627, 3653625, 3652101, 3653629]['Singapore OCBC Hit With SGD 330M Additional Cap Requirement Following Phishing Scams', 'OCBC capital limits raised over flawed response to SMS phishing scams', 'MAS slaps S$330m addl capital requirement at OCBC after phishing fiasco', 'OCBC hit by $330m extra capital requirement for phishing scam', 'OCBC ordered to set aside S$330m regulatory capital over  deficiencie in managing phishing scams', 'OCBC Hit With S$330 Million Additional Cap Requirement After Phishing Scam']5

United StatesHIC North America 2019 April 2 https://981thebreeze.iheart.com/featured/the-morning-breeze/content/2019-04-02-big-data-breach-hits-three-bay-area-buca-di-beppo-restaurants/[4419111, 4420212, 4417311, 4420213, 4420220, 4419119, 4417536, 4417646, 4005883, 4424379, 4419114, 4424367, 4005027, 4005168, 4005050, 4420211, 4419112, 4419103, 4005063, 4419099, 4005064, 4005059, 4417671, 4426712, 4005030, 4005031, 4005024, 4420215, 4420214]['Credit card data breach hits Buca di Beppo , Planet Hollywood', 'Twin Cities Buca Di Beppo Locations Possibly Impacted By Data Breach – WCCO', 'Planet Hollywood parent company confirms massive hack', 'Twin Cities Buca Di Beppo Locations Possibly Affected By Data Breach – WCCO', 'Buca di Beppo , Earl of Sandwich among mainland restaurants impacted by data breach', 'Buca di Beppo hit by data breach - Business Insider', 'Buca di Beppo diners may have had their credit - card details stolen after the restaurant chain parent company was hit with a major data breach', 'Hackers broke into the owner of Planet Hollywood, stole details of 2 million credit numbers', 'BIG Data Breach Hits Three Bay Area Buca di Beppo Restaurants ! | The Morning Breeze', 'Data Breaches & Malware Buca di Beppo , Arizona Beverages', 'DATA BREACH : BUCA DI BEPPO , PLANET HOLLYWOOD , EARL OF SANDWICH', 'Data Breach Alert : Wolf Haldenstein Adler Freeman & Herz LLP is Investigating Claims on Behalf of Customers of Buca Di Beppo , Planet Holly28

Qatar HIC Middle East & North Africa2019 July 17 https://menafn.com/1098771362/Egyptian-hacker-sentenced-to-5-years-for-hacking-Kuwait-National-Assembly-network[4598376, 4598094]['Egyptian hacker sentenced to 5 years for hacking Kuwait National Assembly network', 'Egyptian hacker sentenced to 5 years for hacking Kuwait National Assembly network - ARAB TIMES']1

United KingdomHIC Europe & Central Asia2017 October 27 https://www.scmagazine.com/land-of-the-rising-trojan-ursnif-banking-malware-surges-in-japan/article/703312/[928841, 935748, 931375]['Land of the rising trojan : Ursnif banking malware surges in Japan', 'Ursnif banking malware surges in Japan , banks and payment card Cos hit', 'What is Ursnif ? Hackers ramp up banking trojan campaigns in Japan with new targets and techniques']2

United KingdomHIC Europe & Central Asia2021 September 5 https://www.computerweekly.com/news/252506219/China-accused-of-cyber-attacks-on-Norwegian-IT-systems[2860144, 2856833]['China accused of cyber attacks on Norwegian IT systems', 'Norwegian authorities accuse Chinese hackers of cyberattacks on IT systems']1

Taiwan 0 0 2021 February 9 https://www.ithome.com.tw/news/142711[3109333, 3121076]['Attention! The new year is approaching and a large number of phishing attacks are happening. Trend Micro issued a warning. Unscrupulous people set up fake bank websites and spread them through SMS in an attempt to defraud people of online banking account passwords.', 'The scale of fake bank phishing SMS scams has expanded. After Cathay United and Taishin Bank, China Trust has also been impersonated today. Financial industry and the public should pay attention']1

United StatesHIC North America 2021 December 4 https://www.morningstar.com/news/marketwatch/20211204330/two-crypto-miners-charged-with-hacking-a-missouri-tech-firms-cloud-computing-account-and-racking-up-760k-in-server-charges[3012435, 3012431, 3013441]['Two hackers charged with hacking a Missouri tech firm cloud - computing account --- and racking up $760K in server charges', 'Two hackers charged with hacking a Missouri tech firm cloud - computing account and racking up $760K in server charges', 'Two crypto miners charged with hacking a Missouri tech firm cloud - computing account and racking up $760K in server charges']2

United StatesHIC North America 2017 February 4 http://www.ibtimes.co.uk/hackers-target-intercontinental-payment-card-data-12-us-hotels-massive-data-breach-1604802[163510, 164406, 170569, 165174, 170547, 174824, 164412, 170958, 170529, 170563, 157612, 170552, 166637, 164431, 167248, 167466, 167244, 164167, 167241, 167238, 170565, 167243]['IHG Confirms Data Breach at 12 Hotels', 'InterContinental confirms hotels affected by malware that steals card data', 'Nashville hotel restaurant among those affected in payment card data breach', 'Data breach of 12 Holiday Inn hotels in America', 'Intercontinental Hotels Group confirms data breach', 'InterContinental Hotels Group confirms suspected data breach', 'Malware Hits Payment Card Data at 12 InterContinental Hotels', 'InterContinental Hotels hit by PoS malware attack', 'Data breach affects a dozen hotel restaurants , bars', 'InterContinental Hotels Group Suffers Data Breach at 12 U . S . Properties – Skift', 'Hackers target InterContinental payment card data of 12 US hotels in massive data breach', 'Data breach affects InterContinental Hotel guests', 'Data breach of 12 Holiday Inn hotels in America', '  Malware  Compromises Credit Card Info at 2 Prominent Chicago Hotel Businesses', 'InterContinental Hotels Group admits data breach', 'InterContinental Hotels hit by data breach', 'Michael Jordan Stea21

United StatesHIC North America 2017 August 8 http://www.jdsupra.com/legalnews/hackers-target-u-s-power-plants-98554/[732154, 737731, 747894]['Hackers Target U . S . Power Plants , Including Kansas Nuclear Facility', 'Hackers Are Targeting Nuclear Plants And Critical Infrastructure', 'Russian Cyber Attack on US Nuclear Power Stations']2

United StatesHIC North America 2018 March 9 https://www.businessinsider.com.au/digital-health-briefing-consumer-digital-health-adoption-goes-mainstream-new-york-hospital-suffers-biggest-data-breach-since-2016-23andme-cancer-test-gets-fda-approval-2018-3[1479453, 1477140]['DIGITAL HEALTH BRIEFING : Consumer digital health adoption goes mainstream New York hospital suffers biggest data breach since 2016 23andMe cancer test gets FDA approval', 'DIGITAL HEALTH BRIEFING : Consumer digital health adoption goes mainstream -- New York hospital suffers biggest data breach since 2016 -- 23andMe cancer test gets FDA approval']1

Iran LMC Middle East & North Africa2022 August 4 https://www.radiofarda.com/a/us-firm-likely-iranian-threat-actor-in-albania-cyberattack/31974089.html[3738946, 3738949]['American company: The cyber attack on Albania was most likely from Iran', 'Pro - Iranian hackers likely behind cyberattack on Albania , say US analysts']1

Czech RepublicHIC Europe & Central Asia2022 April 27 https://www.ceskenoviny.cz/zpravy/weby-vnitra-mely-vypadek-kvuli-kybernetickemu-utoku/2197946[3610951, 3610952]['Interior websites are down due to cyber attack', 'Interior websites were down due to a cyber attack']1

Lithuania HIC Europe & Central Asia2019 February 28 http://kauno.diena.lt/naujienos/pasaulis/konfliktai-nelaimes/ispanija-tiria-isilauzimo-i-siaures-korejos-ambasada-incidenta-903183[4374344, 4982263]['Spain is investigating the hacking incident at the North Korean embassy', 'Spain investigates North Korean embassy hacking incident - World - News']1

United StatesHIC North America 2019 June 18 http://www.oleantimesherald.com/olean/cyber-attacks-cripple-olean-medical-group-possibly-seneca-nation-health/article_0b54ee88-e184-517f-aee9-5a387fa04e05.html[4048759, 4048757]['Cyber attacks cripple Olean Medical Group , Seneca Nation Health System', 'Cyber attacks cripple Olean Medical Group , possibly Seneca Nation Health System']1

United StatesHIC North America 2020 July 23 https://www.foxbusiness.com/technology/instacart-customers-data-sold-online-hackers[2623358, 4236877, 4236965, 4236693]['Instacart insists it probably your fault if your account got hacked', 'Instacart customer data being sold online by hackers : Report', 'Instacart denies widespread data breach as more people use the service', 'Hundreds of thousands of Instacart customers impacted by data breach']3

Australia HIC East Asia & Pacific2019 December 3 https://www.brisbanetimes.com.au/national/fears-over-patient-data-breach-after-cyber-attack-on-monash-ivf-20191203-p53gj0.html[4916936, 4916934]['Phishing attack : Fears over Monash IVF Group patient data breach', 'Fears over patient data breach after cyber attack on Monash IVF']1

United StatesHIC North America 2017 June 26 http://wbaa.org/post/115m-settlement-proposed-huge-anthem-data-breach-lawsuit[609394, 612550, 615260, 615259, 608505, 615253, 609372, 611781, 607151, 615252, 607144, 611780, 615265, 615251, 638427, 615318, 609382, 615254, 611782, 620579, 620582, 615316, 615175, 607170, 609378, 607159, 607145, 607167, 620577, 607150, 1197255, 620581, 615273]['Anthem to Pay Record $115M to Settle Lawsuits Over Hack', 'US Health Insurance Giant Agrees To Record $115 Million Payout Over Data Breach', 'Anthem to pay record $115M to settle data breach lawsuit', 'Anthem Agrees to $115 Million Settlement in Data Breach Litigation ', 'Anthem to pay record $115 million to settle U . S lawsuits over data breach', 'Anthem may pay $115M class action settlement for 2015 data breach', 'Anthem Inks Record $115M Deal Over Massive Data Breach', 'Anthem would pay record $115M to settle data breach suit', 'Anthem to pay record $115 mln to settle U . S . lawsuits over data breach', '$115M Settlement Proposed in Anthem Data Breach Case', 'Anthem to pay record $115 million to settle U . S . lawsuits over data breach', ' [ H ] ardOCP : Anthem Paying Record $115M to Settle Data Breach Suit', 'In Biggest Data Breach Settlement Yet , Anthem to Pay $115 Million', '$115M Settlement Proposed In Huge Anthem Data Breach Lawsuit', 'Anthem Class Suit Highlights Data Breach Risks', 'Anthem to pa32

United StatesHIC North America 2018 May 9 http://www.sify.com/finance/equifax-filing-reveals-hack-was-somehow-even-worse-than-previous-estimates-news-technology-sfjpO4ebcdiih.html[1645962, 1648163, 1648190, 1645960, 1648113, 1648149, 1648189, 1645959, 1645926, 1648161, 1647173, 3953218, 1645970, 1645963, 1657013, 1645930, 1648209, 1648222, 1648794, 1645913, 3953220, 1645910]['145 million Social Security numbers , 99 million addresses and more : Every type of personal data Equifax lost to hackers , by the numbers', 'Equifax reveals how much information was exposed in massive data breach', 'Here s your personal info that hackers got in Equifax breach – Silicon Valley', 'Stole in the Equifax hack : 145 million Social Security numbers , 99 million addresses , photos and more – Orange County Register', 'Equifax data breach : See how much personal info was stolen', 'Equifax Reveals Full Extent of Data Breach Damage', 'Here your personal info that hackers got in Equifax breach', 'Stolen in the Equifax hack : 145 million Social Security numbers , 99 million addresses , photos and more – Press Enterprise', 'Equifax data breach by the numbers : the full breakdown', 'Equifax breaks down just how bad last year data breach was', 'Equifax filing reveals hack was somehow even worse than previous', 'Equifax Updates Data Breach Numbers', 'Every type of personal data Equifax lost to hackers , by 21



United StatesHIC North America 2018 September 28 https://www.afghanistansun.com/news/258057213/aspire-health-targeted-in-massive-phishing-attack[2040440, 2037745, 2030425, 2037746, 2033484, 2033483, 2034085]['Phishing attack at Aspire Health compromises patient data', 'Patient data leaked after Aspire Health suffered hack', 'Nashville - based Aspire Health hacked by phishing scheme , lost  health information  ', 'Aspire Health targeted in massive phishing attack', 'Aspire Health hacked by phishing scheme , loses some patient protected health information', 'Aspire Health hacked by phishing scheme , loses patient health data', 'Aspire Health hacked in phishing scheme , seeks to subpoena Google for more details']6

Ukraine LMC Europe & Central Asia2020 September 5 https://zn.ua/UKRAINE/sbu-otchitalas-o-blokirovanii-prodazhi-rossijskoho-shpionskoho-softa.html[4252416, 4254793]['Spyware of the Russian Federation was sold in Ukraine - the SBU is looking for affected buyers', 'Ukrainian company sold Russian spyware']1

BangladeshLMC South Asia 2019 March 28 http://www.risingbd.com/law-crime-news/293128[4409642, 4411448, 4411449]['NBR server hacking should have been done earlier', "The gang involved in hacking NBR's servers is identified", 'Those involved in NBR server hacking identified: Customs Intelligence DG - bdnews24. com']2

Russia UMC Europe & Central Asia2018 April 25 http://www.cnews.ru/news/line/2018-04-25_eset_hakery_lazarus_pereklyuchilis_na_tsentralnuyu[1616300, 1622500]['ESET: Lazarus hackers switched to Central America', 'Lazarus hacker group attacks Central American countries']1

Russia UMC Europe & Central Asia2017 October 4 https://rg.ru/2017/10/04/posolstvo-rf-opublikovalo-foto-vzloma-genkonsulstva-specsluzhbami-ssha.html[867083, 867103, 867064, 867051, 867045, 865884, 863525, 867637]['Embassy F in the United States demonstrated the hacking of the closed Consulate General', 'Embassy F showed a photo of the hacking of the Consulate General in the United States', 'Embassy F published a photo of the hacking of the Consulate General by US intelligence agencies - Russian newspaper', 'Russian diplomats published a photo of the hacking of the Consulate General in San', 'The Embassy of Russia published a photo of the hacking of the Consulate General by the US intelligence services : Politics : World : Lenta . en', 'Embassy F responded to the explanations of the State Department about the hacking of diplomatic property', 'The Ministry of Foreign Affairs F has published footage of the hacking of our Consulate General in San', "The Embassy of F responded to the State Department's explanation about the hacking of diplomatic property"]7

Egypt LMC Middle East & North Africa2017 November 2 http://www.expansion.com/agencia/europa_press/2017/11/02/20171102155958.html[1277426, 944931, 1280571, 934758, 1283180, 937166, 937164]['Al-Dustour newspaper: «Sirte»: Egypt is safe from electronic attacks .. and continuous monitoring and follow-up of «Gaza hackers»', 'Gaza Cybergang group increases its cybercriminal activity with exploits and spyware for Android', 'Al-Bawaba News: Kaspersky: Gaza hackers are a new virus targeting Egypt, the Emirates and Saudi Arabia', 'The infamous Gaza Team Cybergang enhances its malicious toolset with exploits and possible spyware for Android', 'The Gaza Cybergang has stepped up: they attack with exploits and Android spyware', 'Beware ! This cybergang has upgraded its malicious toolset with Android spyware', 'Beware ! This cybergang upgraded its malicious toolset with Android spyware']6

Russia UMC Europe & Central Asia2022 June 10 https://www.bleepingcomputer.com/news/security/iranian-hackers-target-energy-sector-with-new-dns-backdoor/[3671417, 3672606]['Iranian hackers target energy sector with new DNS backdoor', 'Iranian hackers attack energy companies with new backdoor']1

India LMC South Asia 2022 April 24 https://tech.hindustantimes.com/tech/news/intuit-sued-over-hack-that-led-to-theft-of-cryptocurrencies-71650710623102.html[3606942, 3605871]['Intuit Sued Over Hack That Led to Theft of Cryptocurrencies', 'Intuit Sued for Failing to Stop Hack That Led to Theft of Crypto']1

Israel HIC Middle East & North Africa2019 March 3 https://www.timesofisrael.com/hackers-scrawl-jerusalem-is-capital-of-palestine-across-many-israeli-web-pages/[3979149, 4380318]['Hackers scrawl  Jerusalem is capital of Palestine  across many Israeli web pages', 'Hackers Post  Jerusalem Is Capital of Palestine  On Israeli Sites']1

United StatesHIC North America 2021 February 17 https://thepeninsulaqatar.com/article/17/02/2021/White-House-cyber-adviser-says-it-will-take-months-to-investigate-Russian-hack[3135830, 3134931]['White house cyber adviser says it will take several months to investigate hack', 'White House cyber adviser says it will take months to investigate Russian hack']1

Finland HIC Europe & Central Asia2022 May 13 https://computersweden.idg.se/2.2683/1.766085/tusentals-wordpress-sajter-hackade[3635213, 3634769, 3635716, 3635689, 3639637]['Code injected into WordPress pages hijacked thousands of websites – Can be used to load ads, phishing pages, malware or new redirects', 'Thousands of Wordpress sites hacked', 'Hackers Are Exploiting WordPress Tools to Hawk Scams', 'Thousands of WordPress sites are hacked and redirect visitors to fraudulent pages', 'Thousands of WordPress websites in the sights of hackers']4

Czech RepublicHIC Europe & Central Asia2022 May 18 https://www.ceskenoviny.cz/zpravy/weby-rsd-jsou-po-kyberutoku-pres-30-hodin-nedostupne-funguje-asistencni-linka/2207789[3639786, 3646674, 3638131]['Websites of the ŘSD are unavailable for more than 30 hours after the cyber attack, the assistance line is working', "Today, the website of the ŘSD partially resumed operations after Tuesday's cyber attack", 'ŘSD is facing a cyber attack, the website is unavailable, the cyber office is also dealing with it']2

Belarus UMC Europe & Central Asia2019 October 24 http://ren.tv/novosti/2019-10-24/hakery-atakovali-belorusskie-kompanii[4824948, 4825890]['Hackers stole over Br100 thousand from the accounts of Belarusian enterprises.', 'Hackers attacked Belarusian companies']1

Colombia UMC Latin America & Caribbean2019 September 27 https://www.wradio.com.co/noticias/judicial/desmantelan-banda-que-hackeo-y-desocupo-cuentas-bancarias-en-meta-y-cundinamarca/20190927/nota/3958696.aspx[4765258, 4765256, 4765259]['Dismantle gang that hacked and vacated bank accounts in Meta and Cundinamarca', 'Gang dedicated to hacking bank accounts in Colombia dismantled: Gang that hacked and vacated bank accounts in Meta and Cundinamarca dismantled | judicial', 'Dismantled gang on the coast that hacked and vacated bank accounts in Meta and Cundinamarca']2

South KoreaHIC East Asia & Pacific2017 April 26 http://news.joins.com/article/21518424[404635, 404601, 412766, 404619]['  N . Korean Hackers Behind Theft of $94 Million from Banks  ', 'Hacking group behind security company Symantec North Korea steals 100 billion won from each country', '$5 Million Hacked From South Korean Bitcoin Exchange , Issues Bitfinex', 'Lazarus, a hacking organization linked to North Korea, steals about 88.3 billion won from banks in each country : News']3

India LMC South Asia 2021 April 20 https://www.wionews.com/india-news/dominos-pizza-hack-in-india-what-details-were-stolen-and-what-happens-next-378882[3238028, 3238057, 3239528, 3238045, 3239548, 3236965, 3238027, 3236963, 3236973, 3239519, 3236948]['Domino India suffers massive data breach : 10 lakh credit card details , names leaked on dark web | Technology News', 'Domino India hacked ? Credit data of 10 lakhs users on  sale  for Rs 4 crore', 'Domino data breach : Credit card details of over 10 lakh Indians allegedly leaked', 'Domino India hacked ? Credit card data of 10 lakh users on  sale  for Rs 4 crore', 'Domino Pizza hack in India : What details were stolen and what happens next', 'Domino India hacked ? Credit data of 10L users on  sale  for Rs 4 cr', 'Domino India data breach allegedly exposes 1 million credit card details , 180 million order details', 'Domino India hacked ; Credit data of 10L users on  sale  for Rs 4 cr', 'Credit Card details of 10L Domino India users hacked , on  sale  for Rs 4 cr', 'Domino Alleged Data Breach , Internal Documents , 10 Lakh Credit Cards On Sale : What We Know', 'Domino India database likely hacked , 1 million credit card details leaked along with mail IDs , cell numbers']10

United KingdomHIC Europe & Central Asia2022 November 23 https://www.techradar.com/news/energy-firms-hacked-via-flaws-in-discontinued-server[3893848, 3893573, 3895088]['Energy firms hacked via flaws in discontinued server', 'Hackers breach energy orgs via bugs in discontinued web server', 'Hackers Exploited Discontinued Web Server At Tata Power : Mi ... ']2

Russia UMC Europe & Central Asia2019 August 14 https://www.nytimes.com/2019/08/14/world/europe/bulgaria-hack-russia.html[4667198, 4669365, 4679248, 4679247, 4664075, 4664602, 4666857, 4679252, 4663283, 4663682, 4669360, 4664588, 4678327, 4664589, 4664077, 4661655, 4679250, 4679393, 4669728, 4667277, 4671055, 4660495, 4666905, 4679392, 4679253, 4668429, 4681838, 4664495, 4679251, 4681882, 4664078, 4667201, 4681841, 4664181, 4668416, 4679249, 4679256, 4661657, 4681850, 4664585, 4663285, 4666849, 4664087, 4671129, 4668405, 4678329, 4679254, 4655047, 4660667]['Hackers attacked European experts on Russian issues', 'In 2018, about 4.3 billion cyber attacks were committed in the Russian Federation', 'The website of the Russian Embassy in Britain was attacked by hackers / News / Nezavisimaya Gazeta', 'Hackers attacked the website of the Russian Embassy in Britain', 'Experts reported a new wave of cyber attacks on Russian organizations', 'Russian hackers again: in the Czech Republic, Russian intelligence was accused of a cyber attack on the ministry', 'VZGLYAD / Russia assessed the intentions of the West to carry out preventive cyber attacks', 'Hackers attacked the website of the Russian Embassy in London', 'The cyber attack on Czech diplomacy was caused by a foreign state, NÚKIB confirmed to the Senate', 'Research: A sharp increase in Russian cyber attacks against financial entities in Israel', 'Russia suspected of giant hack in Bulgaria', 'Russian hackers again: in the Czech Republic, the intelligence of the Russian Federation was accused of a cyber attack on the mi48

United StatesHIC North America 2017 May 11 https://www.wsj.com/articles/top-intel-officials-accept-findings-of-russian-election-hacking-1494522952[450091, 450089]['Top intelligence chiefs accept conclusion Russia hacked election', 'Top Intel Officials Accept Findings of Russian Election Hacking']1

Russia UMC Europe & Central Asia2018 July 17 https://www.bleepingcomputer.com/news/security/samsung-service-centers-in-italy-targeted-in-malware-campaign/[1834261, 1834268]['Hackers attack Samsung service centers in Italy and Russia', 'Samsung Service Centers in Italy Targeted in Malware Campaign']1

United StatesHIC North America 2018 November 28 https://www.iol.co.za/the-star/news/uber-fined-r165million-over-data-breach-18300566[2188095, 2190554, 2191849, 2187511, 2188613, 2188711, 2189493, 2187569, 2187664, 2188353, 2187263, 5021474, 2188625, 2188611, 2188816, 2188006, 2187893, 2191854, 2191712, 2191882, 2188619, 5021837, 2188620, 2187640, 5021855, 2188786, 2187305, 2187666, 2188784, 2191356, 2188621, 5021830, 2188744, 2186930, 2188034, 2191163, 2191715, 5021482, 2188609, 2187572, 2193763, 2188616, 2191711, 2188742, 2187892, 2188732, 2188488, 2188746, 2188722, 2188072, 2191713, 2188618, 2195777, 5066903, 2188614, 2188287, 2188701, 2188473, 2191872, 2187665, 2187516, 2187441, 2188777, 2188167, 2191814, 2188666, 2188092, 2188899, 2187566, 2188190, 2187567, 2191845, 2191708, 2191810, 2190925, 2188759, 2188699]['Uber : Three countries fine taxi company for cyber attack | Photo 1 of 3 | Economy', 'Uber fined nearly $1 . 2 million by Dutch , Britain over cyber attack from 2016 - Technology News , Firstpost', 'Uber fined nearly $1 . 2 million by Dutch , united kingdom over data breach | News , Sports , Jobs', 'Flash - Uber hit with united kingdom , Dutch fines for data breach', 'ICO fines Uber £350 , 000  serious failing in handling of 2016 hack', 'Uber fined by British and Dutch regulators over 2016 data hack', 'The Netherlands fines Uber 600. 000 euros for not reporting a cyber attack', 'Uber was just fined more than $1 . 2 million over the giant 2016 data hack', 'Uber fined £385 , 000 over cyber attack | Irish Examiner', 'Uber Hit with united kingdom , Dutch Fines for Data Breach', 'Uber hit with united kingdom , Dutch fines for data breach', 'Uber fined $491k by united kingdom regulator over cyber attack that leaked data of customers , drivers', 'Uber fined £385 , 000 over cyber attack - Evening Telegraph', 'UK an76

Singapore HIC East Asia & Pacific2020 May 18 https://www.businessinsider.sg/waterhole-attacks-and-phishing-identified-as-singapores-top-cyber-threat-vectors-in-2019-contributing-to-84-of-cyberattacks-ensign-infosecurity-report[2514792, 2514606]['Waterhole Attacks and Phishing Identified as Singapore Top Cyber Threat Vectors in 2019 , Contributing to 84 % of Cyberattacks : Ensign InfoSecurity Report , Business Insider', 'Waterhole Attacks and Phishing Identified as Singapore Top Cyber Threat Vectors in 2019 , Contributing to 84 % of Cyberattacks : Ensign InfoSecurity Report']1

Indonesia LMC East Asia & Pacific2022 November 10 https://www.merdeka.com/uang/hacker-bjorka-diduga-bobol-44-juta-data-mypertamina-begini-respons-perusahaan.html[3876730, 3876731]["Bjorka Hacker Allegedly Broke 44 Million MyPertamina Data, Here's the Company's Response", "Hacker Bjorka Claims MyPertamina's data is broken, is the data genuine?"]1

KazakhstanUMC Europe & Central Asia2019 July 15 https://regnum.ru/news/accidents/2666298.html[4595598, 4593129, 4592821, 4586618, 4592822, 4586621]['Cyber \u200b\u200battack on Halyk Bank customers: massive phishing links continue to appear - Kazakhstan News - fresh, relevant, latest news about everything', '"Halyk Bank of Kazakhstan" again subjected to a hacker attack', 'Hackers took over the passwords of 210 Halyk Bank clients', 'Fraudsters gained access to the accounts of 87 Halyk Bank customers through a phishing site', 'Hackers got hold of passwords of 210 clients of Halyk Bank in Kazakhstan', '87 people were victims of a fake site with phishing attacks']5

Ukraine LMC Europe & Central Asia2017 April 19 http://censor.net.ua/photo_news/436939/vzlom_kremlevskogo_agenta_zatulina_2_mln_v_god_ot_gazproma_na_podryvnuyu_deyatelnost_v_ukraine_fotoreportajdokumenty[1148989, 1148990]['Gazprom finances subversive activities in Ukraine: Hacking the Kremlin agent Zatulin: $2 million per year from Gazprom for subversive activities in Ukraine. PHOTO-report + DOCUMENTS', 'Hacking the odious Zatulin. How Gazprom finances subversion in Ukraine']1

Ireland HIC Europe & Central Asia2022 November 8 https://www.irishamerica.com/2022/11/hse-to-begin-contacting-over-11000-people-affected-by-cyber-attack/[3871574, 3873206, 3873222, 3871573]['HSE to begin notifying those affected by data breach', 'HSE to begin contacting over 110 , 00 people affected by cyber attack', 'LATEST : HSE to start notifying people affected by last year data breach', 'Thousands to be notified by HSE if their data was accessed in 2021 cyber attack']3

Singapore HIC East Asia & Pacific2019 March 7 https://sbr.com.sg/information-technology/news/daily-briefing-singapore-home-3598-ultra-high-net-worth-individuals-syma[3985144, 4382087, 3987860, 3982658]['Daily Briefing : Singapore is home to 3 , 598 ultra - high net worth individuals ; Symantec identifies hacking group behind SingHealth cyberattack', 'Hacker group behind SingHealth data breach identified , targeted mainly Singapore firms', 'Singapore hacked again after 1.5 million personal health information leaked', 'Singapore Health Hackers Identified By Symantec']3

United StatesHIC North America 2017 February 3 http://www.nola.com/business/index.ssf/2017/02/michigan_data_breach_personal.html[155473, 170546]['Data breach in Michigan unemployment benefits system may affect 1 . 9M', 'Victims of state unemployment data breach feeling the impact']1

United StatesHIC North America 2017 April 26 http://www.wmur.com/article/warning-dmv-phishing-scams-phonecalls-demand-money-for-unpaid-fines/9565556[390150, 406350, 409867, 390144]['Oregon DMV warns of phishing scam', 'WARNING : DMV phishing scams , phone calls targeting drivers', 'Eugene police warn of parking ticket  phishing  scam ', 'DMV warns of phishing scam']3

United StatesHIC North America 2018 July 28 https://www.washingtonpost.com/local/public-safety/attack-on-dc-police-security-cameras-had-broad-implications/2018/07/24/7ff01d78-8440-11e8-9e80-403a221946a7_story.html[1868722, 1873187]['Hack of D . C . police security cameras was part of bigger ransomware scheme , prosecutors say', 'Hack of police cameras was part of ransomware scheme , prosecutors say']1

Canada HIC North America 2020 September 24 https://www.fool.ca/2020/09/24/canada-revenue-agency-your-cra-account-might-be-hacked/[2716858, 4263437]['Canada Revenue Agency : Your CRA Account Might be Hacked', '48 , 000 CRA Accounts Might Have Been Hacked']1

Kuwait HIC Middle East & North Africa2022 May 1 https://www.aljarida.com/articles/1651414848538601200/[3617189, 3617186]['Al-Nahar Kuwaiti Newspaper | Crypto hacker steals $77 million', 'Al-Jarida Al-Kuwaiti Newspaper | Crypto hacker steals $77 million from a financing platform']1

Finland HIC Europe & Central Asia2022 April 26 https://www.karjalainen.fi/kotimaa/hakkerit-iskivat-hotellivarausjarjestelmaan-tietovuodon-piirissa-yli-20-000-helsinkilaishotellien-asiakasta[4087890, 4087827]['Hackers attacked the hotel reservation system - more than 20,000 customers of Helsinki hotels in the scope of the data leak', 'Cyber attack hits upscale Helsinki hotels affecting 15k customers']1

Bulgaria UMC Europe & Central Asia2021 October 23 https://www.bgonair.bg/a/2-bulgaria/243359-informatsionno-obsluzhvane-otblasnahme-edna-ot-nay-golemite-hakerski-ataki-kam-balgariya[2944915, 2940649]['Radev: A few days ago we had the most ferocious hacker attacks against Bulgaria in general - Novinite. bg', 'Information service: We repelled one of the biggest hacker attacks on Bulgaria']1

United StatesHIC North America 2022 December 9 https://www.bnnbloomberg.ca/spyware-hacks-of-federal-workers-could-run-into-hundreds-lawmaker-says-1.1857240[3916555, 3915569, 3921492]['Spyware Hacks of Federal Workers Could Run Into Hundreds , US Lawmaker Says', 'Spyware Hacks of Federal\xa0Workers Could Run Into\xa0Hundreds , Lawmaker Says', 'Spyware Hacks of Federal Workers Could Run Into Hundreds , Lawmaker Says']2

Russia UMC Europe & Central Asia2019 August 9 https://www.thepaypers.com/digital-identity-security-online-fraud/russia-s-regulator-demands-info-on-alleged-data-breach-at-otkritie-bank/780141-26[4645854, 4655369]['Russia regulator seeks information from Otkritie bank on alleged data breach | Russian Legal Information Agency ( RAPSI ). ', 'Russia regulator demands info on alleged data breach at Otkritie bank']1

Canada HIC North America 2019 October 8 https://montreal.ctvnews.ca/rcmp-arrest-two-montrealers-over-bell-canada-cyber-attack-1.4629791[4797655, 4789989, 4792439]['RCMP arrest two Montrealers over Bell Canada cyber attack | The Asian Connections Newspaper', 'RCMP arrest two Montrealers over Bell Canada cyber attack', '2 Montrealers charged in connection with Bell Canada cyber attack']2

United StatesHIC North America 2017 October 7 http://kdal610.com/news/articles/2017/oct/06/oil-industry-networking-site-creator-gets-one-year-in-us-hack-case/[880629, 874000, 873989]['Oil Industry Networking Site Creator Gets One Year in US Hack Case', 'Oil industry networking site creator gets one year in U . S . hack case ', 'Oil industry networking site creator gets one year in U . S . hack case']2

Singapore HIC East Asia & Pacific2017 November 18 http://www.straitstimes.com/asia/se-asia/massive-malaysia-data-breach-traced-to-oman-police-chief-says[986570, 986569, 986480, 984770]['Massive Malaysia data breach traced to Oman , police chief says , SE Asia News & Top Stories', 'Malaysian telco data breach traced to Oman , SE Asia News & Top Stories', 'Investigators trace massive data breach to Oman', 'Malaysian police identify suspected hackers behind breach that exposed data of millions on dark web']3

Zimbabwe LMC Sub-Saharan Africa2018 August 3 https://www.dailynews.co.zw/articles/2018/08/03/electoral-commission-website-hacked[1889093, 1889092]['Electoral commission website hacked – Nehanda Radio', 'Electoral commission website hacked - DailyNews Live']1

United StatesHIC North America 2020 October 10 https://qz.com/africa/1915884/uganda-banks-mtn-airtel-hacked-by-mobile-money-fraudsters/[2737047, 2739442, 2734039, 2737247, 2735167, 2737337, 2736054, 2739441]['Cyber Attack On Uganda Mobile Digital Payment system', 'Uganda banks , MTN , Airtel hacked by mobile money fraudsters Quartz Africa', 'Airtel , MTN and Stanbic Bank Fall Victim to Major Data Breach in Uganda - IT News Africa - Up to date technology news , IT news , Digital news , Telecom news , Mobile news , Gadgets news , Analysis and Reports', 'Uganda : Thugs Used Registered SIM Cards to Hack Into Banks , Says Source', 'Millions feared lost in Uganda mobile money hacking', 'Thugs used registered SIM cards \xa0to hack into banks , says source', 'Uganda police probe hacking of mobile money processing firm', 'Uganda banks , MTN , Airtel hacked by mobile money fraudsters']7

United StatesHIC North America 2018 August 24 http://www.homelandsecuritynewswire.com/dr20180824-bots-russian-trolls-influenced-vaccine-discussion-on-twitter[1945315, 1943430, 1942038, 1945026, 1939656, 1947271]['Bots , Russian hacking , vaccine debate , social media | Homeland Security Newswire', 'Russian trolls spread misinformation about vaccinations. According to the study, they aim to divide society and spread malware', 'Russian trolls and Twitter bots exploit vaccine controversy', 'Russia hackers and bots promote MMR vaccine lies on social media like Twitter | united kingdom | News', 'Russian trolls , Twitter bots exploit vaccine controversy', 'Russophobia digest part 6 : Evidence is optional as alleged anti - vaxx Russian bots go phishing']5

Estonia HIC Europe & Central Asia2020 September 29 https://www.ohtuleht.ee/1013424/keskkriminaalpolitsei-pidas-kinni-eesti-kuberrunnakutes-kahtlustatavad[2723890, 2723896, 2723893, 2723894]['Police apprehend suspects in cyber attacks against Estonia', 'Police in Romania arrested suspects in cyber attacks against Estonia', 'The Central Criminal Police arrested suspects in Estonian cyber attacks', 'The police made an arrest in cyber attacks against Estonia']3

Russia UMC Europe & Central Asia2019 June 17 https://www.zdnet.fr/actualites/un-mysterieux-groupe-de-hacker-iranien-pirate-des-sequenceurs-d-adn-39886075.htm[4545943, 4046912, 4044547]['A group of experienced hackers from Iran carried out a series of D - Dos attacks on DNA sequencing applications in order to gain access to a common database of genetic information about people', 'Mysterious Iranian hacker group hacks DNA sequencers', 'Mysterious Iranian group is hacking into DNA sequencers']2

Denmark HIC Europe & Central Asia2018 March 19 https://www.jv.dk/business/Maersk-rederi-ramt-af-omfattende-hackerangreb/artikel/2595182[1502469, 1502471, 1502466, 1502468, 1502467, 1502470]['Maersk shipping company hit by extensive hacker attack - sn. dk - Front page', 'Maersk shipping company exposed to new hacker attack: Sensitive personal information has been lost', 'Maersk - shipping company affected by extensive hacker attack | Business', 'Maersk - shipping company affected by extensive hacker attack | profession', 'Maersk - shipping company hit by extensive hacker attack', 'Maersk exposed to another hacker attack']5

PhilippinesLMC East Asia & Pacific2022 July 7 https://www.philstar.com/business/technology/2022/07/07/2193763/300k-residents-data-makatizen-portal-left-exposed-lgu-assures-no-data-breach[3702580, 3704402]['Makati LGU : No  Proud Makatizen  data breach', '300k resident data from Makatizen portal left exposed ; LGU assures no data breach']1

Pakistan LMC South Asia 2022 October 24 https://propakistani.pk/2022/10/24/alleged-indian-hackers-targeted-nadra-fia-sngpl-and-other-govt-entities-once-again/[3851888, 3851889]['Alleged Indian Hackers Targeted NADRA , FIA , SNGPL , and Other Govt Entities Once Again', 'NADRA , FIA , SNGPL , Other Entities Were Targets of Hackers']1

United KingdomHIC Europe & Central Asia2018 August 13 https://www.doncasterfreepress.co.uk/news/doncaster-customers-could-be-among-10-million-affected-by-data-breach-1-9297813[1912730, 1912731]['Doncaster customers could be among 10 million affected by data breach', 'Sheffield customers could be among 10 million affected by data breach']1

Denmark HIC Europe & Central Asia2019 October 22 https://www.computerworld.dk/art/249364/dansk-virksomhed-lagt-ned-af-omfattende-hackerangreb-ingen-adgang-til-virksomhedsnetvaerket-efter-syv-dage[4819450, 4819448]['Danish company shut down by extensive hacker attack: Still no access to network seven days after attack', 'Danish company shut down by extensive hacker attack: No access to the company network after seven days']1

Indonesia LMC East Asia & Pacific2017 May 31 http://www.antaranews.com/berita/632386/dewan-pers-masih-berupaya-pulihkan-laman-dari-peretasan[536365, 536375, 535624, 536382, 536359, 536393, 536390, 536403, 536402, 536386, 536371, 536397, 536392, 536373, 536396, 536381, 536384, 536387, 534429, 536401, 536399, 536391, 536363, 536400, 536395, 536357, 536385, 536364, 536360, 536389, 536362]["The chairman of the Press Council regretted that his institution's website was hacked but agreed with his message", '10 Government Sites Targeted by Hackers Every Day', "This morning, the website of the Press Council and the Attorney General's Office were targeted by hackers", "The Press Council's page was hacked", "Attorney General's official website hacked, this is the message the hacker wrote", "Attorney General's website hijacked, hackers allude to divisions in Indonesia", 'The Minister of Communication and Information Immediately Checks Hacked Sites of the Attorney General and Press Council', "Duh, the Press Council and Attorney General's Office Hacked Sites, the message is like this", "The websites of the Press Council and the Attorney General's Office were hacked, the message written by the perpetrator gave chills", "Once Hacked, The Press Council's Site Cannot Be Accessed", 'The Press Council is still trying to recover the page from the hack', "The Attorney General's Site and the Press Council were 30

Israel HIC Middle East & North Africa2021 January 2 https://www.veteranstoday.com/2021/01/02/major-israeli-cyber-security-provider-targeted-in-sophisticated-hack/[3435578, 3435230, 3064679, 3436823]['Who hacked Israel supply chain and what did the cyberattack on Intel Israel achieve ? ', 'Major Israeli Cyber security provider targeted in sophisticated hack – Veterans Today | Military Foreign Affairs Policy Journal for Clandestine Services', 'Even Israel secret service can be hacked , and this expert knows why', 'Israeli firms thwart  $100m cyberattack  by China - linked hackers']3

Malaysia UMC East Asia & Pacific2022 December 30 https://soyacincau.com/2022/12/30/tm-confirms-data-breach-involving-250000-unifi-mobile-customers/[3940761, 3940762]['TM confirms data breach involving 250 , 000 Unifi Mobile customers', 'Over 200 , 000 customers affected by Unifi Mobile data breach']1

United StatesHIC North America 2022 August 2 https://www.computing.co.uk/news/4054192/blackcat-ransomware-gang-hits-luxembourg-energy-supplier-creos[4057251, 4057168, 4057252, 3735199, 4057169, 3737459, 3745210, 3741731, 3741415, 3735682, 3736601]['BlackCat ransomware gang claims responsibility for attack on Luxembourg power company', 'European energy company and gas pipeline hacked by AlphV ransomware', 'Luxembourg energy supplier Encevo hit by ransomware attack', 'BlackCat ransomware claims attack on European gas pipeline', 'BlackCat ransomware gang hits Luxembourg energy supplier Creos', 'Ransomware Energy company Encevo is being blackmailed by the hacker group BlackCat', 'Trojan - ransomware attacked a major gas pipeline in Europe', 'Luxembourg energy company hit by ransomware attack', 'Luxembourg energy conglomerate hit by ransomware attack', 'Ransomware Hit on European Pipeline & Energy Supplier Encevo Linked to BlackCat', 'Luxembourg Energy Company Hit by Ransomware']10

Australia HIC East Asia & Pacific2018 June 6 https://www.bbc.co.uk/news/technology-44382237[1721234, 1735403, 1723705, 1733800, 1727246, 1738450, 1726415, 1721314, 1725600, 1723302, 1721411, 1735404, 1721319, 1723298, 1721316, 1721370, 1740283, 1727558, 1721313, 1726496, 1739230, 1724532, 1726383, 1727184, 1751709, 1757965, 1724530, 1727557, 1733849, 1723747, 1723713, 1735405, 1748982, 1721315, 1724475]['PageUp data breach forces Coles , Aus Post and more to close careers websites', 'Vendor of Careers @ Gov jobs portal hit by malware , Tech News & Top Stories', 'Human Resources firm PageUp suffers data breach , clients affected', 'PageUp recruitment pages pulled by ABC , Asahi , Myer , Macquarie after data breach', 'Over 2 million jobseekers potentially exposed in global PageUp data breach', 'Malware hits Spore public service job portal vendor - ASEAN / East Asia', 'PageUp Malware Scare Sheds Light On Third Party Risks | Threatpost', 'Bank details , TFNs , personal details of job applicants compromised in major PageUp data breach', 'Pageup Data Breach Calls For Zero Trust Security', 'SaaSy HR outfit PageUp reports  unauthorised activity  and data breach • The Register', 'Australia Post warns employees of possible data breach after PageUp malware hit', 'Vendor of Careers @ Gov job portal hit by malware , Latest Singapore News', 'PageUp data breach hits UTAS , Tasmanian Government job seekers', 'Job applicati34

Chile HIC Latin America & Caribbean2022 September 26 https://www.infinita.cl/noticias/2022/09/26/poder-judicial-hackeo-jueces.html[3809098, 3809112, 3809105, 3809111]['Hacking the Judiciary: confirm that less than 1% of computers were infected by viruses', 'Hacking of the Judiciary: They infect the computer matrix and judges must hold hearings with their cell phones', 'They denounce hacking to the Judiciary: judges must hold hearings from their cell phones', 'Hacking in the Judiciary: The computers are with an old operating system and there is more risk | could - be - worse - group - programs']3



South KoreaHIC East Asia & Pacific2019 January 12 http://www.koreatimes.com/article/20190111/1225109[3959628, 4284707, 4284704, 4984168, 4370429, 3959052, 4284145, 4284122, 4998038, 4284794]['Russian hackers penetrate American power supply', 'Russian hackers infiltrate contractors in 24 states to hack US power grid | Herald Economy American Edition Heraldk. com', 'Russian Hackers Hacking Widespread U.S. Power Grids', 'In-depth disclosure: the back door of the U.S. power grid allows Russian hackers to enter and exit at will', 'US Electric Grid Hacked By Targeting of Hundreds of Small Government Contractors and Subcontractors', 'Report Highlights The Crazy Lengths Hackers Took To Infiltrate US Utilities', 'WSJ: US believes Russian hackers were preparing attacks on US power grid', 'NEWSru. com :: WSJ : Russian hackers involved in sabotage of energy facilities in 24 US states', 'Russian hackers infiltrate contractors in 24 states to hack US power grid', 'Grid security , cybersecurity , cyber attacks , Russia | Homeland Security Newswire']9

Mexico UMC Latin America & Caribbean2017 May 10 http://www.cuartopoder.mx/hackeodecuentadeliepcdebeserinvestigado-201671.html[1160175, 1160176]['IEPC Account Hacked', 'IEPC account hack must be investigated']1

United StatesHIC North America 2022 June 23 https://financialpost.com/pmn/business-pmn/apple-and-android-phones-hacked-by-italian-spyware-google-says-2[3687975, 3688547, 3687803, 3677201, 3687609, 3687026, 3666891, 3680654, 3692505, 3685841, 3677183, 3687807, 3685682, 3687760, 3688158, 3687802, 3688031, 3689838, 3671171, 4098554, 3677189, 3685896, 3686920, 3688560, 3681502, 3687976, 3677187, 3687509, 3665284, 3683911, 3687977, 3665564, 3659098, 3685897, 3685872, 3687433, 3687806, 3689102, 4095331, 3691433, 3675584, 3687914, 3690595, 3694645, 3666032, 3681508, 3687478, 3689709, 3688072, 3690660, 3673696, 3688175, 3688934, 3693293, 3686251, 3687763, 3691203, 3677190, 3690709, 3676594, 3683525, 3686310, 3689700, 3666031, 3680989, 3687601, 3686296, 3688330, 3687749, 4095020, 3693348, 3687605, 3687808, 3687907, 3688275, 3690475, 3687515, 3687768, 3687457, 3685901, 3688555, 3684556, 3689162, 3686156, 3690993, 4098585, 3686453, 3667360, 3666953, 3690284, 3691935, 4098453, 3666033, 3689163, 3687516, 3660613, 3689164, 3691168, 3682382, 4098361, 3686440, 3689057, 3690174, 3685889, 3666022, 3687739, 4098535, 3687608, 3668498, 3692489, 3685905, 3685880, 4098836, 366733['Apple and Android victims of Italian spyware , according to Google', 'Google Warns Spyware Being Deployed Against Android , iOS Users', 'Italian spyware penetrates Android and iPhone devices', 'US defence group in talks to buy NSO Group Pegasus spyware', 'PEGASUS: the spyware used by at least 5 EU countries', 'Google is notifying Android users targeted by Hermit government - grade spyware – TechCrunch', 'Spanish judge seeks to quiz Israeli CEO over spyware scandal', 'Researchers say Hermit , a powerful mobile spyware , is used by governments – TechCrunch', 'Spyware software Hermit hits Android - devices through Google providers', 'Threat actors worked with ISPs to plant malware from Italian spyware vendor', 'US defence contractor in talks to take over Pegasus hacking software , reports say', 'Spyware hacked Apple and Android smartphones, messages and contacts were stolen', 'Pegasus spyware makers grilled by MEPs', 'A new spyware  Hermit  is targeting high - profile Android users , warns Google', 'Italian Sp282

United StatesHIC North America 2019 November 4 https://www.kitco.com/news/2019-11-04/Cyber-attack-hits-Spanish-companies-including-radio-network.html[4851841, 4856673, 4853531]['Cyber attack hits Spanish companies including radio network', 'Spanish Companies , Including Radio Network , Hit by Cyber Attack', 'Cyber attack hits Spanish companies including radio network | One America News Network']2

India LMC South Asia 2018 February 23 http://www.news18.com/news/business/data-breach-hits-10000-punjab-national-bank-credit-debit-card-customers-report-1669747.html[1440410, 1440420, 1437766, 1440412, 1442743, 1437758, 1440414, 1440421, 1442710, 1440413, 1440401, 1437761, 1440400, 1442744, 1440418, 1440406, 1437759]['Data breach hits 10000 PNB credit , debit card customers ; CVV numbers , ', 'PNB fraud LIVE : 10 , 000 bank customers may be hit by debit & credit card data breach', 'Punjab National Bank ( PNB ), Already Reeling Under Nirav Modi Fraud , Now Hit By Data Breach', 'Data Breach Hits 10 , 000 Punjab National Bank Credit , Debit Card Customers : Report', '10000 Punjab National Bank Credit , Debit Card Customers Said to Be Affected by Data Breach - NDTV Latest News - NewsNow . in', 'Data breach hits 10 , 000 PNB credit , debit card customers , says report', 'PNB data breach : Sensitive bank details of 10 , 000 credit , debit card holders leaked online', 'Data breach hits 10 , 000 Punjab National Bank credit , debit card customers : Report - The New Indian Express', 'Calamity Strikes Punjab National Bank , Again : Sensitive Data Hacked ! ', 'PNB data breach : Sensitive details of 10 , 000 credit , debit card holders leaked , says report', '10 , 000 Punjab National Bank Credit , Debit Card Customers Said to Be Affe16

United StatesHIC North America 2021 August 30 https://www.dallasnews.com/news/public-health/2021/08/30/12-million-public-health-vaccination-records-exposed-in-denton-county-data-breach-officials-say/[2851313, 2852557, 2852548]['1 . 2 million public health , vaccination records exposed in Denton County data breach , officials say', 'Denton County Data Breach Exposes Health Records , Including COVID Vaccination Details', 'Public health , vaccination records exposed in Denton County data breach , officials say']2

Spain HIC Europe & Central Asia2021 May 4 https://www.lasprovincias.es/economia/glovo-sufre-hackeo-20210504183046-nt.html[4119791, 3261366, 3261365, 4119671, 3261374, 3261373, 3261363, 3260694, 3261370, 3261372, 3261375, 3261367, 3261369, 3261250]['Glovo suffers a hack and exposes customer and courier data', 'Glovo suffers a hack in Spain and the credentials of distributors and customers appear for sale on the Internet', 'Glovo suffers a hack in Spain and the accounts of distributors and customers appear for sale on the Internet', 'The Glovo delivery service was subjected to a cyber attack, - mass media', "Glovo suffers a cyber attack and the hackers sell their customers' data over the internet", 'Glovo suffers a hack and the pirates sell the data of distributors and customers in Spain', 'balloon | Glovo suffers a hack in Spain that leaks the data of distributors and customers', 'Glovo suffers a hack in Spain that exposes the credentials of distributors and customers', 'Glovo suffers a hack in Spain that exposes the data of customers and distributors', 'Glovo suffers a hack in Spain that exposes data from distributors and customers', 'Glovo suffers a cyberattack and hackers sell their customer data online', 'Glovo hack: the attackers sold access to th13

Ukraine LMC Europe & Central Asia2022 September 7 https://tsn.ua/svit/uryadovi-sayti-yaponiyi-atakuvali-rosiyski-hakeri-2152255.html[3782900, 3782901, 3783311, 3782902, 3783651, 3784927, 3783265, 3781592, 3781593, 3783312, 3783654, 3784946, 3783310, 3782904, 3782791, 3782487, 3784723]['Hackers attack government websites for two straight days | The Asahi Shimbun : Breaking News , Japan News and Analysis', 'Tokyo , Osaka subway websites hit , apparently by pro - Russia hacker group', 'A Russian hacker group attacked Japanese government websites because of its support for Ukraine', 'Japan metro websites hit , apparently by pro - Russia hacker group', 'Japan Government Websites Targeted by Suspected Pro - Russian Hackers', 'Hackers from the Russian Federation attacked Japan for supporting Ukraine', 'Japanese government websites were attacked by Russian hackers', 'Japanese administrative portal cyberattack … A pro-Russian hacker group attacked by us - The Herald Business', 'Cyber \u200b\u200battack on Japanese administrative information site … pro-Russian hacker presumption', 'Russian hackers attacked Japanese government websites', 'Japan govt websites hit by suspected pro - Russia hackers - La Prensa Latina Media', 'Pro - Russian hackers declare war on Japan - La Prensa Latina Media', 'A pro-16

South KoreaHIC East Asia & Pacific2019 May 24 http://world.kbs.co.kr/service/news_view.htm?lang=k&Seq_Code=328682[4500880, 4490410]['U.K., North Korea, Russia, etc. to be sanctioned for cyber attacks l KBS WORLD Radio', 'Jeremy Hunt warns Russia and North Korea theyll be hit with sanctions for cyber attacks against Britain']1

France HIC Europe & Central Asia2019 February 28 https://www.lapresse.ca/international/201902/27/01-5216405-une-agence-de-lonu-a-dissimule-un-grave-piratage-informatique.php[3975831, 3974786, 3974787, 4981956, 3975984, 4982163, 3977070, 3976213, 4981953, 5072751, 3975971]['mediacongo. net - News - UN agency covered up hack', 'UN aviation agency concealed serious hack : media', 'UN aviation agency conceals serious hack : media', 'UN agency covered up serious hacking (media)', 'A UN agency covered up a serious hack', 'U . N . aviation agency concealed serious hack linked to Chinese group : media', 'UN aviation body accused of hiding major hack attack', 'UN agency reportedly covered up serious hacking', 'A UN agency covered up a hack', 'UN Aviation Agency Concealed Serious Hack : Media', 'UN aviation agency ICAO was  hacked by Chinese group  and tried conceal it , report claims']10

India LMC South Asia 2021 March 30 https://www.businesstoday.in/current/corporate/hackers-allege-data-35-million-mobikwik-users-up-for-sale-on-dark-web-company-junks-claims/story/435196.html[3207049, 3205149, 3205144, 3207047, 3210586, 4112929, 3210578, 3212453, 3207043, 3210573, 3207843, 4112931, 3205145, 3210574, 4112927, 3207036, 3207044, 3210553]['Mobikwik data breach said to be largest KYC leak , personal data of 3 . 5 million users up for sale on dark web', 'MobiKwik denies data breach of 3 . 5 mn users amid IPO plans', '8 . 2 TB Of MobiKwik User Data Allegedly Hacked , Company Denies Breach', 'Claims of data breach being investigated : MobiKwik CEO - The Hindu BusinessLine', 'Data breach allegations : MobiKwik forensic audit gets moving on RBI order', 'Hackers Leak Data Of 9 . 9 Cr Indians Allegedly From Mobikwik Database , Company Rejects Claim', 'A hacker , 10 crore MobiKwik users , over 1 month : Timeline of the largest KYC data breach - Latest News', 'Mobikwik Data Breach : RBI Wants Forensic Audit Of Mobikwik Systems', 'Hackers allege data of 3 . 5 million MobiKwik users up for sale on dark web ; company junks claims', 'Data breach allegations : RBI orders forensic audit of Mobikwik systems', 'MobiKwik investigating data breach after 100M user records found online – TechCrunch', 'Hacker pulls database from website showcasing MobiKwik leaked d17

India LMC South Asia 2019 April 1 https://www.business-standard.com/article/news-ians/hacked-last-month-bjp-website-back-with-a-bang-119040101076_1.html[4417632, 4005300, 4005307]['Hacked last month , BJP website back with a bang', 'Weeks after getting hacked , BJP official website back online', 'Hacked last month , BJP website back with a bang - Odisha News , Odisha Latest news , Odisha Daily']2

United StatesHIC North America 2019 September 17 https://www.nytimes.com/2019/09/17/world/americas/ecuador-data-leak.html[4751525, 4746085, 4745311, 4756075, 4744080, 4743695, 4743498, 4742908, 4742046, 4743035, 4760083, 4744073, 4742919, 4744070, 4750625, 4740157, 4743012, 4749521, 4740162, 4746089]['Personal data of the entire population of Ecuador were hacked', 'Ecuador authorities arrest senior executive of data analytics firm Novaestrat over massive data breach', 'Data breach hits entire population of Ecuador | NHK WORLD - JAPAN News', 'Almost Entire Ecuadorian Population Affected by Massive Data Breach', 'Ecuador Investigates Data Breach of Some 20 Million People', 'Ecuador citizen data breach holds lessons for enterprises', 'Security firm : Data breach exposes millions of Ecuadorians', 'Nearly everyone in Ecuador is the victim of a data breach', 'Data Breach At Miami Server Exposes Personal Information On Virtually Every Ecuadorean', 'Hackers have leaked the personal data of almost all Ecuadorian residents', 'The hacking of a database in Ecuador - as a result of a security breach in the cloud', 'Data breach exposes private information of entire country including names and numbers', 'Arrest made in Ecuador massive data breach', 'Ecuador : Data breach leaks personal information for millions of citiz19

BangladeshLMC South Asia 2017 January 7 http://businessnews-bd.com/bangladesh-bank-heist/[33608, 49715]['Year of hackers : Bangladesh Bank heist , Comeleak', 'Year of hackers : Bangladesh bank heist , Comeleak ']1

United StatesHIC North America 2018 August 10 https://www.moneycontrol.com/news/business/cryptocurrency/cryptocurrency-mining-malware-installed-on-over-170000-devices-in-brazil-2828911.html[1919226, 1879634, 1917967, 1887985, 1912819, 1879540, 1905389, 1887170, 1879553, 1879542, 1908518, 1897102, 1862770, 1888140, 1888165, 1884968, 1899408, 1916724, 1917306, 1899254, 1891647, 1906271, 1921845, 1904230, 1908519, 1917497, 1883274]['30 % of united kingdom Firms Hit by Crypto Mining Malware in a Month : Survey', 'USA, Russia and China have become leaders in the number of victims of cyber attacks on cryptocurrency exchanges', 'Cryptojacking attacks : One in three organisations say theyve been hit with mining malware', 'Hackers attacked millions of routers around the world', 'Multiple Cves are Exploited by the New Cryptomining Malware', 'The main reason for hacking crypto-exchanges is negligent attitude to security :: RBC. Crypto', 'Cryptocurrency mining malware installed on over 170 , 000 devices in Brazil', 'Hackers have infected millions of routers', 'Group - IB : Russia entered the top three countries in terms of the number of victims of cyber attacks on crypto exchanges', 'Experts from the hacks of crypto-exchanges most often suffered from residents of the USA, Russia and China', 'The bag . com : Hacker installs malware to mine cryptocurrencies in more than 170 . 000 devices in Brazil', 'Cryptocurrency hackers attack routers across t26

India LMC South Asia 2020 May 14 https://zeenews.india.com/world/indonesia-slams-china-after-dead-indonesian-crew-thrown-in-sea-state-intel-website-hacked-2283462.html[2509097, 2509098, 2509099]['Indonesia slams China after dead Indonesian crew thrown in sea , state intel website hacked', 'China becomes a worry for Indonesia after dead Indonesian crew thrown into sea , state website hacked', 'China becomes a worry in Indonesia after dead Indonesian crew thrown in sea ; state intel website hacked']2

United StatesHIC North America 2020 April 1 https://www.oann.com/italys-social-security-website-hit-by-hacker-attack/[2436289, 2434175]['Italy social security website hit by hacker attack | One America News Network', 'Italy social security website hit by hacker attack']1

India LMC South Asia 2020 December 18 https://www.prokerala.com/news/articles/a1112912.html[2813552, 2813536, 2813572, 2816090, 2816083, 2813527, 2813528]['Chinese hackers targeted shoppers during Flipkart festive sales. Hackers target shoppers during Flipkart festive sale, trap people from small towns and cities', 'Chinese hackers targeted shoppers during Flipkart festive sales', 'Chinese hackers targeted Indian shoppers during online festive sales : Report', "Chinese hackers targeted Indians in Flipkart's festival sale", 'Chinese Hackers Targeted Indian Shoppers During Flipkart Festive Sales', "Hackers set target in Flipkart's festival sale by spin the lucky wheel, learn details here", 'Chinese Hackers Targeted Shoppers During Flipkart Festive Sales | Chinese hackers strike Flipkart customers, robbing festive sale customers with free mobiles from Wheel of Fortune']6

Argentina UMC Latin America & Caribbean2022 August 15 https://www.cadena3.com/noticia/siempre-juntos/hackeo-al-poder-judicial-de-cordoba-inhabilitaron-el-sistema-por-cuatro-dias_333460[3752127, 3753332, 3745065, 3753540, 3759901, 3754986, 3752121, 3752126, 3757604, 3753326, 3767143, 3752124, 3752143, 3763497, 3759899, 3752494, 3752123, 3753330, 3752493, 3752141, 3756820]['Hacking of the Judiciary of Córdoba: they disabled the system until Friday', 'Hackers send the Justice of Córdoba to the stone age', 'WhatsApp hack in Sonora', 'Signal : Almost 1 . 900 accounts of WhatsApp competitor hacked', 'These are the Veracruz officials whose WhatsApp has been hacked', 'Hacking: the Justice of Córdoba provided service, although with great difficulty', 'Hacking of the Judiciary of Córdoba: they disabled the system for four days', 'The page of the Judiciary of Córdoba continues to be hacked', 'Due to the hack, the Justice of Córdoba remains resentful until Wednesday', 'Due to the hack, the Justice of Córdoba remains resentful until Friday', "Alvarado mayor's WhatsApp hacked", 'Hacking of the Judiciary of Córdoba: what is known so far', 'THE WEBSITE OF THE JUDICIAL POWER OF CÓRDOBA HACKED', 'Fake Android smartphones contain backdoors to hack WhatsApp accounts', 'Head of Orfis Veracruz assures that they tried to hack his WhatsApp account', 'WhatsApp of Estefan Chidiac, coordinator of the 20

Indonesia LMC East Asia & Pacific2022 August 4 https://www.tribunnews.com/regional/2022/08/04/website-kejaksaan-negeri-garut-diretas-polres-garut-koordinasi-dengan-bareskrim[3738933, 3737361, 3738922, 3737355, 3738934, 3737356, 3738929, 3737364, 3738925, 3738921, 3740494, 3738928, 3737360, 3738936, 3738923, 3737359, 3738927, 3738919, 3737357, 3737367, 3738920, 3738932, 3738918, 3738926, 3742555]["After being hacked with the appearance of Brigadier J's case, the Kejari Garut site was deactivated and immediately replaced with a new one", "Kejari Garut's website was hacked, showing the case of Brigadier J", "Kejari Garut's Website Was Hacked Showing the Case of the Murder of Brigadier J, Police Intervene", "The Garut Prosecutor's Office website was hacked, the contents turned into information on the death case of Brigadier J", "Kejari Garut's website was hacked, shows the question of the Brigadier J case, so far it's inaccessible", "Opposite6890 Hacked Garut Prosecutor's Website, Disturbed Public Services, Filled with News Brigadier Yosua", "Kejari Garut's Site Still Hacked, Shows Satgassus Info Ferdy Sambo", "Kejari Garut Website Hacked, Display Information on the Case of Brigadier J and the National Police's Red and White Task Force", "Hacked, Garut Prosecutor's Office Site Brings Up the Case of Brigadier J, This is the Impact", "Garut Police Collaborate with Bareskrim to Reveal Cases of Hacking the 24

Russia UMC Europe & Central Asia2022 August 18 https://fedpress.ru/news/35/incidents/3077778[3756913, 3758139]['Mail servers of the Vologda legislature again attacked by hackers | Vologda Region', 'During the day, hackers attacked the website of the Vologda Legislative Assembly twice']1

Norway HIC Europe & Central Asia2022 October 18 https://www.aftenposten.no/norge/i/GMM6y4/datainnbrudd-hos-domeneshop-flere-hundre-tusen-passord-paa-avveie[3843594, 3843595, 3843593, 3843613, 3843591]['Data breach at Domaineshop - hundreds of thousands of passwords lost', 'News studio - Data breach at Domaineshop: 300,000 passwords lost', 'Data breach at Domaineshop - tens of thousands of passwords lost', 'News studio : Latest news - VG : Data breach at Domaineshop - user data on the way', 'Data breach at Domaineshop: 300. 000 passwords on the way']4

Indonesia LMC East Asia & Pacific2021 September 12 https://kabar24.bisnis.com/read/20210912/15/1441223/hacker-china-diduga-bobol-keamanan-kementerian-lembaga-di-indonesia[2869904, 2871035, 2847373, 4147415, 2862871, 4147421, 2869905, 2871034, 4147422, 4147417, 2869909, 2869928, 4147429, 16775, 2871046, 4147431, 2869923, 2863569, 2871039, 2862701, 2847452, 2855983, 4147416, 16939, 2869925, 2871402, 2884939, 2858737, 2883686, 2847475, 4147408, 2871043, 2871032, 4147425, 4147409, 2869908, 4147428, 2871038, 4147423, 2847350, 2868764, 2871044, 2869907, 4147438, 2891907, 2871026, 4147411, 4147404, 2871036, 2869912, 2869919, 2869922, 2884944, 2871022, 2862870, 2872937, 2863940, 2859460, 2876373, 4147412, 2847439, 2863572, 2847349, 4147427, 2869917, 2869910, 2871047, 2869920, 2876114, 2868763, 4147420, 2869926, 2871051, 2848491, 2871027, 2876107, 4147436, 2871042, 2869913, 2871029, 2869906, 2883712, 2869929, 2893458, 2871024, 2873647, 2885846, 4147418, 2876115, 17332, 4147410]["Thanos Allegedly Hacked Ministries and State Institutions, This is an Expert's Statement", 'Chinese Hackers Break into BIN and Ministry Networks, PKS: Kominfo is like an Ompong Tiger', 'Taking the help of private sector talent for espionage, providing them official security, hackers are taking economic benefits from it. Taking help of private sector talents for espionage, providing them official security, hackers r...', 'BIN Denies Its Server Was Hacked by Chinese Hackers: Hoax Issues', 'Hackers carried out one of the largest cybercrimes', '5 Statements by BIN regarding the News that its Network System Was Hacked by Chinese Hackers', 'Chinese Hackers Suspected of Breaking into 10 Ministries, Including BIN', 'Alleged Chinese Hackers Broke RI Cyber \u200b\u200bSecurity, BSSN: We Have Been Watching: Okezone techno', 'BIN : Our Server is Safe and Not Hacked by Chinese Hackers', 'DPR Commission I Member Asks BIN to Coordinate with Insikt Group to Investigate Evidence of Hacking Mustang Panda', 'Chinese Hackers A90

Russia UMC Europe & Central Asia2021 July 14 https://riafan.ru/1485314-ukrainskie-hakery-poddelali-sait-zelenskogo-radi-hishcheniya-cennoi-informacii[3389183, 3389175]["Ukrainian hackers forged Zelensky's website and spread viruses from it", "Ukrainian hackers forged Zelensky's website to steal valuable information"]1

Bulgaria UMC Europe & Central Asia2019 November 21 https://www.actualno.com/bulgaria/nap-opitite-za-hakerski-ataki-prodyljavat-news_1408500.html[4891981, 4894846, 4894840, 4891986, 4891989, 4891984, 4891979, 4894841, 4894844, 4894843, 4891978, 4891982, 4891992, 4891988, 4891990]['Bulgaria | Attempted hacker attacks against the revenue agency continue', 'Comments - The breach in the NRA attracted the attention of hackers from all over the world', 'Thirty hacker attacks against Bulgarian companies have been successfully completed', 'The NRA continues to be attacked by hackers, this time unsuccessfully Today bg', 'NRA director: Attempted hacker attacks on the database continue to this day - Novinite. bg', 'NRA: Attempted hacker attacks continue', 'Attempts at hacker attacks against the NRA continue, but this time they are unsuccessful', 'Expert : The NRA Data Leak Have Attracted the Attention of Hackers from around the World - Novinite . com', 'Bee News | The NRA data leak attracted the attention of hackers from around the world', 'The breach in the NRA attracted the attention of hackers from all over the world', 'The director of the NRA: Attempts at hacker attacks continue, but we manage to prevent them - Trud', 'Hackers again hit the NRA', 'NRA: Hackers continue to attack us, but we 14

Indonesia LMC East Asia & Pacific2019 October 16 https://news.harianjogja.com/read/2019/10/16/500/1022098/bmkg-tampik-servernya-diretas[4807245, 4807250, 4807242, 4807248, 4807247, 4804900]['BMKG Call Not Hacked, But Server Maintenance', 'BMKG Appears Server Hacked - Harianjogja . com', "Information on the BMKG site was hacked, here's an explanation", 'BMKG: The BMKG server and website are normal, no hacking has occurred', 'The BMKG server was not hacked but is being maintained', 'BMKG Server Hacked']5

South KoreaHIC East Asia & Pacific2017 August 21 http://news1.kr/articles/?3079444[1234744, 1234743]['Hackers targeting cryptocurrency after the Bithumb incident... camouflage hack', 'Hackers targeting cryptocurrency after the Bithumb incident... camouflage hack']1

Belgium HIC Europe & Central Asia2017 February 27 http://www.lameuse.be/1797341/article/2017-02-27/bruxelles-debut-du-proces-des-hackers-de-downsec-ce-mardi[222934, 222932]['Trial of Downsec Belgium hackers begins on Tuesday', 'Brussels: start of the trial of Downsec hackers this Tuesday']1

India LMC South Asia 2022 June 16 https://www.wired.com/story/modified-elephant-planted-evidence-hacking-police/[3679977, 3689080, 3686166, 3679418, 3680998, 3679987, 3679982]['Pune Police accused of  hacking  phones of 3 Bhima Koregaon accused', 'Pune Police involved in hacking campaign against Bhima Koregaon accused; A shocking investigation report is out', 'New report claims Pune police  linked  with hacking campaign against Bhima Koregaon accused – TwoCircles . net', 'Police Linked to Hacking Campaign to Frame Indian Activists', 'Father Stan Swamy - Elgaar Parishad case : Police linked to hacking campaign to frame Indian activists', 'Report alleges Indian cops routinely hack activists', 'Security Researchers Claim Link Between Pune Police And Hacking Campaign Against Bhima Koregaon Accused']6

United StatesHIC North America 2022 October 25 https://finance.yahoo.com/news/hive-ransomware-gang-leaks-data-131149412.html[3855514, 3854342, 3853147, 3854354, 3853936, 3854343, 3854272, 3858783]['Tata Power servers hacked , data leaked on dark web', 'Hive ransomware gang leaks data stolen during Tata Power cyberattack', 'iTWire - Tata Power data leaked on dark web after Hive ransomware attack', 'Hive Ransomware Group Leaks Data from Tata Power Cyberattack', 'Hive claims ransomware attack on Tata Power , begins leaking data', 'Hacker Group Hive Claims Ransomware Attack on Tata Power', 'Hive ransomware group claims cyber attack on India Tata Power', 'Sensitive data leaked from Tata Power in major ransomware breach']7

India LMC South Asia 2022 January 5 https://ummid.com/news/2022/january/05.01.2022/indians-among-2170-hacked-via-microsoft-signature-verification.html[3643472, 3643470, 3439869, 3643469]['Indians among 2 , 170 hacked via Microsoft signature verification', 'Over 2K Victims Hacked Via Microsoft Signature Verification Including In India', '2 Thousand Users Hacked Via Microsoft Signature Verification', 'Over 2K victims hacked via Microsoft signature verification including in India']3

United StatesHIC North America 2018 September 16 http://micetimes.asia/the-prosecutors-office-of-switzerland-accuses-the-russians-to-the-cyber-attacks/[2005068, 2003360, 2004192, 2001145, 2000272, 2012190, 2006556, 1986509, 2007501, 2004167, 2004161, 1999953, 2004175, 2006274, 2008790, 2005024, 2003539, 2010088, 2006563, 2001263, 2020850, 2002990, 2004385, 2005137, 2004496, 2005945, 2006566, 2004191, 2006262, 2022600, 2009006, 2004200, 2004483, 1996321, 2003700, 2003364, 2006567, 2003196, 2004390, 2005026, 2004250, 2004131, 2001370, 2002967, 2002995, 2005464, 2004498, 2005120, 2005056, 2004165, 2003669, 2004374, 2005124, 2006263, 2004196, 2003160]['Netherlands expels Russians for hacking lab investigating Skripal case', 'The Netherlands expels Russians after attempts to hack laboratory', "'Russian spies' detained in the Netherlands are also suspected of cyber attack on WADA", 'Russians also suspected of cyber attack on doping agency WADA', 'Two Russians arrested in the Netherlands on suspicion of planning a hacker attack', 'Russian agents allegedly tried to hack lab associated with Skirpal poisoning investigation', 'Two Russian nerve agent suspects are also alleged to have hacked the World Anti - Doping Agency', 'Here why it no surprise that a Russian hack revealed Simone Biles and the Williams sisters used  banned  drugs', 'Swiss probe alleged Russian cyber attack on World Anti - Doping Agency', 'Media: Russian spies involved in cyber attacks on WADA', 'Two Russians suspected of cyber attack on the World Anti - Doping Agency News Echo of Moscow , 15 . 09 . 2018', 'Russians allegedly tried to hack Swiss lab', 'Facets. Ru : Media : Russian spies detain55

United StatesHIC North America 2020 January 23 https://www.poughkeepsiejournal.com/story/news/local/2020/01/23/data-breach-health-quest-nuvance-federal-lawsuit-email/4546165002/[2289071, 2312450, 2303152, 2296258, 4166271, 2310997, 2305550, 2314847, 2314796]['Health Quest data breach in 2018 revealed Social Security numbers', 'Access Health Reports Data Breach | CT News Junkie', 'Data breach : Health Quest , Nuvance target of federal lawsuit', 'Health Quest data breach apparently wider than first reported', 'Access Health reports over 1 , 000 consumer information compromised in data breach', 'Health Data Breach Not Reported for Seven Months', 'Lawsuit claims thousands of patient information compromised in Tidelands Health ransomware attack', 'Lawsuits Filed Against Health Quest , Tidelands After Data Breach Reports', 'data breach – NBC Connecticut']8

Canada HIC North America 2020 June 23 https://www.castanet.net/news/Kelowna/303512/RCMP-warn-of-ransomware-scams-making-the-rounds-in-Valley[2571828, 2571829]['RCMP warn of ransomware scams making the rounds in Valley - Kelowna News', 'Kelowna RCMP warn of malware attacks targeting businesses']1

Mexico UMC Latin America & Caribbean2022 July 7 http://puentelibre.mx/noticia/reembolsara_jmas_dinero_perdido_victimas_hackeo_bbva_banco_juarez_julio_2022/[3715565, 3700270, 4099878, 3697336, 3723491, 3709846, 3717186, 3704316, 3700269, 3697335, 3714430, 3723490, 3700271, 3715567]['JMAS pays users affected by hacking', 'JMAS director meets victims of hacking', 'JMAS attends to victims of hacking', 'We will assume responsibility where appropriate : JMAS for hacking', 'JMAS Juárez makes payment to those affected by hacking', 'JMAS will pay those affected by hacking next Monday', 'JMAS pays users affected by hacking', 'JMAS will reimburse lost money to hacking victims', 'JMAS director meets with hacking victims', 'Hacking meeting at JMAS; They make sure they already solved it', 'JMAS delivered 3 checks to hacking victims', 'JMAS paid to victims of hacking robbery', '21 hacking victims met with JMAS and BBVA', 'JMAS Juárez pays users affected by hacking']13

Chile HIC Latin America & Caribbean2022 August 30 https://www.duna.cl/noticias/2022/08/30/tras-hackeo-al-sernac-csirt-emite-alerta-de-seguridad-cibernetica-para-todo-el-estado/[3772229, 3772226, 3772239, 4059034, 3772231, 3771373, 3771372]['CSIRT issues cyber security alert for the entire State after Sernac hack | National', 'After Sernac hack: CSIRT issues cyber security alert for the entire State', 'Sernac database hacked: Government IT entity issues security alert to the State', 'Sernac warns of hacking to its computer systems', 'Sernac denounced a cyber attack: Website, databases and systems have been hacked for 5 days', 'Sernac databases have been kidnapped by hackers for 5 days: only the web gave certain winks | Economy', 'Sernac website has been hacked for five days']6

Mexico UMC Latin America & Caribbean2022 December 3 https://www.am.com.mx/nacional/2022/12/2/hackeo-en-sict-tras-hackeo-sict-restablece-servicios-tramites-digitales-636609.html[3906716, 3905422, 3906715]['After hack, SICT restores services', 'Q4 overcomes hacking: SICT resumes licensing procedures', 'Hacking in SICT: After hacking, SICT restores digital services and procedures']2

South KoreaHIC East Asia & Pacific2022 December 20 https://www.donga.com/news/Society/article/all/20221220/117090841/1[3933069, 3930135, 3930182, 3930136, 3930133, 3930137, 3930128, 3930183, 3935585, 3930138, 3930125, 3930189, 3930195, 3930130, 3930140, 3933073]['400,000 households wallpad hacking shock … Cover the camera and set a password', 'Hacked wall pads of 400,000 apartments and leaked video... security expert arrest', 'A security expert pointed out the possibility of wallpad hacking, hacked 400,000 households directly', 'Wallpad hacker spying on 400,000 households... By the way, IT security expert', 'Peeping and filming the living room of an apartment ... 400,000 wallpad hackers caught', 'Illegal shooting after hacking apartment wall pad … The culprit turns out to be a security expert', 'Security expert arrested for hacking wall pads of 400,000 households and trying to sell videos', 'Caught hacking and spying on Namuijip’s wallpad… I found out the identity', 'Wallpad hacker who peeped at 400,000 households... Controversy over spying Kim Soon-ho, super-fast promotion [events]', 'From taking pictures of body parts... The Identity of the Wallpad Hacker of 400,000 Households', 'Security expert warned of wallpad danger, hacked 400,000 households and filmed illega15

Romania UMC Europe & Central Asia2020 October 29 https://www.b1.ro/stiri/high-tech/atac-cibernetic-in-romania-mai-multe-institutii-afectate-de-malware-ul-de-tip-bancar-emotet-348930.html[2755944, 2755945, 2755928, 2755939, 2755929, 2755941, 2755933, 2755932, 2755930]['Public and private institutions in Romania attacked by banking-type malware Emotet - CERT-RO alert » CursDeGuvernare. EN', 'CERT-RO alert: Public and private institutions in Romania, attacked by the banking-type malware Emotet', 'Alert: Public and private institutions in Romania, attacked by the banking malware Emotet. It is difficult to identify and intercept - New weather', 'Several public and private institutions in Romania, attacked by the banking malware Emotet', 'Cyber \u200b\u200battack in Romania. Several institutions affected by the Emotet banking malware', 'Several public and private institutions in Romania, attacked with a malware that steals financial data', 'Several public and private institutions in Romania, attacked with a malware that steals financial data. How the virus is delivered', 'CERT ALERT - RO: several state and private institutions in Romania have been attacked with banking-type malware', 'Alert: Public and private institutions in Romania, attacked by the banking malware Emotet. It8

Ukraine LMC Europe & Central Asia2019 June 18 https://www.fontanka.ru/2019/06/18/107/[4538820, 4048457, 4541000, 4538822, 4538819, 4047923, 4545395, 4538817, 4047925, 4047924]['The website of the National Bank was "bombed" by hackers', 'The website of the National Bank is experiencing hacker attacks', 'The website of the National Bank was hacked and works in limited mode ( 2 )', 'The website of the National Bank was hacked and works in limited mode ( 47 )', 'The website of the National Bank was subjected to a hacker attack and operates in a limited mode', 'National Bank of Ukraine attacked by hackers', 'Three banks of the country were victims of cyber attacks, including DBBL', 'The website of the National Bank was hacked and operates in limited mode', 'The National Bank of Ukraine was hacked', 'National Bank of Ukraine attacked by hackers']9

United StatesHIC North America 2022 July 26 https://www.techradar.com/news/uber-confesses-it-covered-up-a-huge-data-breach[3725081, 3724402, 3726517, 3724679, 3724403, 3733299, 3728211, 3727135, 3725382, 3730317, 3730335, 3727889, 3727134, 3724293, 3724756, 3724571, 3724778, 3724292, 3726046, 3726515, 3725389, 3725718, 3724499, 3726532, 4056995, 3726617, 3733389, 3728204, 3725908, 3727133]['Uber Agreed To Cooperate With Feds Over Data Breach Deal', 'Uber Technologies Inc : Uber admits covering up 2016 hacking , avoids prosecution in US settlement', 'Uber admits to hiding 2016 data breach exposing riders and drivers , avoids prosecution', 'Uber admits covering up 2016 hacking , avoids prosecution in US settlement', 'Uber admits covering up 2016 hacking , avoids prosecution in U . S . settlement', 'Uber enters non - prosecution agreement related to 2016 data breach', 'Uber Settles 2016 Data Breach Coverup Allegations with Feds for $148M', 'Uber admits covering up data breach involving 57 mn users', 'Uber admits to covering up data breach in 2016', 'Uber Covered Up a Data Breach Affecting Over 57 Million Users', 'Uber Avoids Criminal Charges by Admitting to Data Breach Cover - Up', 'Uber confesses it covered up a huge data breach', 'Uber admits covering up data breach involving 57 million users', 'Uber admits covering up 2016 data breach that impacted 57 million users', 'Feds wont prosecute Uber 29

Ukraine LMC Europe & Central Asia2019 September 22 https://viralfeels.com/facebook-says-tens-of-thousands-of-apps-suspended-over-malware-data-misuse-concerns/[4755431, 4754256, 4752866, 4752867]['Facebook blocks tens of thousands of apps as part of investigation into biggest data breach in history', 'Facebook Says  Tens of Thousand of Apps Suspended Over Malware , Data Misuse Concerns – Viral Feels', 'Facebook blocks thousands of apps after data breach scandal', 'Facebook blocks thousands of apps after data breach scandal']3

Australia HIC East Asia & Pacific2019 October 25 https://www.arnnet.com.au/article/667916/warnings-issued-emotet-malware-hits-australian-inboxes/[4835303, 4827660, 4829226, 4827663, 4834212, 4827662]['MALWARE ALERT : Aus Gov Warns Of Dangerous Email Trojan', 'Warnings issued as  Emotet  malware hits Australian inboxes', 'ACSC Releases Advisory on Emotet Malware Campaign', 'Govt warns of new  Emotet  malware campaign', 'Alert level raised in Australia over malware campaign', 'iTWire - ACSC warns of Windows malware Emotet spreading in Australia']5

United StatesHIC North America 2019 November 26 https://www.whsv.com/content/news/Data-breach-compromises-about-220000-Medicare-card-numbers-565437381.html[4902709, 4904497, 4902695]['Medicare data breach impacts about 220 , 000 beneficiaries', 'Data breach compromises about 220 , 000 Medicare card numbers', 'According to VPAS about 220 , 000 people affected by Medicare data breach | Steve']2

United KingdomHIC Europe & Central Asia2020 December 26 https://gulfnews.com/business/banking/russian-crypto-exchange-livecoin-hacked-1.1608966121634[2827540, 2828184]['Livecoin exchange lost control of its servers in a hacking attack', 'Russian crypto exchange Livecoin hacked']1

Colombia UMC Latin America & Caribbean2022 November 29 https://www.pulzo.com/nacion/eps-sanitas-colsanitas-medisanitas-sufren-hackeo-responde-grupo-keralty-PP2327311[3900126, 3911893, 3901726, 3901725, 3903358, 3903360]['EPS Sanitas, Colsanitas and Medisanitas suffer hacking; Keralty group responds', 'Supersalud warns Sanitas for hacking its entire system', 'EPS Sanitas is the victim of a cyber attack', 'Hacking of EPS Sanitas affects almost 5 . 5 million users - News Technology - Technology', 'Hacking affected 5 million Sanitas users: There are no appointments because they have no system', 'Sanitas today presents hacking and the case is very serious, say experts']5

Indonesia LMC East Asia & Pacific2021 July 31 https://www.telemundodenver.com/noticias/eeuu/departamento-de-justicia-hackers-rusos-se-infiltraron-en-emails-de-fiscales-eeuu-solarwinds/2155702/[3063945, 3426640, 3425346, 3063923, 3425828, 3426239, 3432518, 3063920, 3061192, 3425833, 3063936, 2506, 2840576, 2840610, 2840618, 3063928, 3073305, 2840596, 3425348, 3073295, 3073124, 2841762, 3063926, 3425342, 3425842, 3422758, 3426643, 3073103, 3073422, 3425871, 2840616, 2862364, 3074067, 3063941, 3424316, 3073133, 3427454, 2840621, 2841875, 2840306, 3419707, 3063930, 3425188, 3063924, 3427954, 10107, 3073362, 3059519, 8922, 3419709, 3424315, 2842309, 3430345, 3425341, 2840582, 4101534, 3426641, 3426243, 3423283, 3063938, 4143801, 3060755, 2840622, 3063949, 4143768, 3075389, 3431783, 3063919, 4145991, 2853382, 3425337, 3425344, 3425824, 2843267, 4101207, 3425339, 3073416, 2840617, 3425823, 3430346, 2844246, 3073411, 4143772, 14429, 2842037, 3073414, 2840624, 2840585, 4887, 3073299, 2840578, 3425850, 3063933, 4143780, 3073909, 4147077, 2840579, 3073315, 2840589, 2840602, 3063950, 2863973, 3063925, 2862362, 2840593, 3425336, 2840619, 3063921, 3073408, 2843269, 3426775, 4143771, 3073412, 8886, 3059845, 3425['Cabinet Secretariat Site Hacker Arrested in W Sumatra, ABG 17 & 18 Years', 'Cabinet Secretariat Website Hacked, Christina DPR RI: BSSN Must Work Optimal', '27 US Attorney Email Accounts Hacked, Contain Important Information', "Just Personal Interests, A Teenager Hacked the Website of the Republic of Indonesia's Cabinet Secretary", 'Accounts of 30 US Attorneys Hacked by Russia, Can Dismantle Coverage: Okezone News', 'Russian hackers infiltrated emails of US prosecutors', 'U . S . Justice Department : Russians hacked federal prosecutors', 'The perpetrator of the hacking of the Setkab website is still in his teens, has been arrested by the Bareskrim Polri', 'Report : China Hacks Target Israel , Iran , Saudi Arabia for Business and Tech Secrets', 'The official website of Setkab was hacked, the police investigate the identity and location of the perpetrators', 'Police Arrest Two Perpetrators of Hacking Setkab Arrested, 650 Websites Become Victims', 'Media: Russian hackers attacked the Slovak government for sever247

Bulgaria UMC Europe & Central Asia2021 October 21 https://www.plovdiv24.bg/novini/Bylgaria/Prokuraturata-i-GDBOP-proveryavat-za-hakerski-ataki-sreshtu-saitovete-PIK-i-Trud-1139272[2937101, 2937096]["The Prosecutor's Office and the GDBOP are investigating hacker attacks against PIK and Labor", "The Prosecutor's Office and the GDBOP are checking for hacker attacks against the PIK and Trud websites"]1

Lithuania HIC Europe & Central Asia2021 March 18 https://www.delfi.lt/news/daily/world/isilauzus-i-lenku-vyriausybes-svetaines-jose-patalpinta-melaginga-zinia-apie-branduoliniu-atlieku-nuoteki-is-lietuvos.d?id=86722443[3188127, 3187873, 3187875, 3186936]['Polish State Websites Hacked and Used to Spread False Info', 'After hacking into the Polish government websites, false news about the leakage of nuclear waste from Lithuania was placed on them.', 'False information about the alleged leakage of nuclear waste from Lithuania was spread after the hacking of Polish government websites', 'Polish state websites hacked and used to spread false info']3

Russia UMC Europe & Central Asia2021 May 6 https://www.20minutos.es/tecnologia/ciberseguridad/consiguen-hackear-un-tesla-a-distancia-usando-un-dron-4687581/[3262894, 3283965, 3256752, 3267564, 3262883, 3262412, 3257935, 3266080, 3256459, 3266071, 3266965, 3264406, 3255124, 3263700, 3268070, 3257841, 3266143, 4120003, 3267109, 3269924, 3260971, 3266052, 3266377, 3264619, 4120260, 3266089, 3264407, 4120006, 3258791, 3266050]['Researchers remotely hacked a Tesla electric car using a drone', 'Hackers Have Learned How To Hack Tesla Cars Using Drones - Are Electric Car Owners Worried Yet?', 'Tesla Is Hacked With Drone : The Company Is Informed and Fixed The Loophole', 'A Tesla is a computer on wheels , so dont be surprised how it got hacked', 'Tesla hacked remotely by drone. The attack required no victim interaction', 'Researchers hack Tesla car remotely from drone using exploit', 'Tesla electric car hacked by drone using Wi-Fi', 'Tesla hackers hacked remotely using a RosInvest drone. Com - Venture, management, investments', 'Hacker demonstrate how easy it is to open the doors of a Tesla car using a drone with wifi', 'Tesla car was hacked remotely using a RosInvest drone. Com - Venture, management, investments', 'Tesla hacked by drone', 'They manage to hack a Tesla remotely using a drone', 'Watch A Tesla Have Its Doors Hacked Open By A Drone', 'They manage to hack a Tesla remotely using a drone', 'Researchers successfully hack a Tes29

Poland HIC Europe & Central Asia2020 July 23 https://news.day.az/world/1255966.html[2622556, 2620667, 4236595]['GEDmatch has been hacked. More than a million DNA profiles have been revealed', 'One of the largest DNA databases was hacked by hackers', 'Hackers target DNA profiles on major genealogy databases']2

SwitzerlandHIC Europe & Central Asia2017 March 10 https://www.amnesty.ch/de/laender/europa-zentralasien/aserbaidschan/dok/2017/cyberangriff-der-regierung-auf-oppositionelle[269920, 270301]['Azerbaijan: Government cyber attack on opposition figures — Amnesty International Switzerland', 'Azerbaijan : Activists targeted by  government sponsored  cyber attack']1

India LMC South Asia 2022 June 13 https://www.sentinelassam.com/north-east-india-news/assam-news/assam-based-online-news-channel-hacked-by-pakistani-hackers-596799[3673228, 4096319, 4095938, 4096114, 3672439, 4096113, 3673229, 3673905, 3677247, 4096110, 3668341, 3673230, 3665501, 3673224, 3673225]['assam news channel hacked pakistani flag appeared prophet hymn ticker - India Hindi News', 'Pakistani hackers deface Indian TV live broadcast', 'Assam Channel Hack ..Pakistan flag live in live feed ..', "YTN YouTube account, after yesterday, it's dead again... get hacked", 'WATCH : Assamese news channel hacked by Pakistani hackers ;  Respect Holy Prophet  tickers screened', 'YTN YouTube account, suddenly blocked due to hacking... Yesterday and today again (Comprehensive)', 'Pakistani Hackers Hacked Assam Digital News Channel and Flash Prophet song | Pakistani hackers hacked digital channel of Assam during live broadcast, played songs in praise of Prophet', 'Assam - Based Online News Channel Hacked By Pakistani Hackers', 'Indian news channel  hacked  by Pakistani group over BJP leader blasphemous remarks', 'YTN YouTube channel with 3 million subscribers, hacked for two days', 'YouTube channel of Naya Daur Media hacked | Pakistan Press Foundation ( PPF ) ', 'Pak - based group hacks news channel Youtube accoun14

India LMC South Asia 2022 August 16 https://economictimes.indiatimes.com/markets/cryptocurrency/deja-vu-for-stablecoins-this-token-tanks-99-post-hacker-attack/articleshow/93594763.cms[3753671, 3753191]['acala dollar : Deja vu for stablecoins ? This token tanks 99 % post hacker attack', 'Stablecoin Depegs As Acala Hacker Mints $1 . 2 Billion aUSD Out Of Thin Air']1

United StatesHIC North America 2022 August 26 https://www.pcmag.com/news/personal-details-of-doordash-customers-accessed-in-phishing-attack[3767301, 3768006, 3768627, 3769821, 3767534, 3767922, 4053787, 3768879, 3768355, 4053782, 3769306, 3770397, 3767945, 3768309, 3769246, 3768999, 3768005, 3769835, 3769784, 3768628, 3772417, 3767533, 3772982, 3769820, 3772354, 4053778, 3768083, 3766582, 4062171, 3768629, 3771296, 3768997, 3770393, 3769308, 3770144, 3773004, 3771124, 3771335, 3768743]['Twilio hackers hit over 130 orgs in massive Okta phishing attack', 'Twilio hackers breached over 130 organizations during months - long hacking spree – TechCrunch', 'DoorDash confirms data breach through phishing , customer data exposed', '0ktapus phishing campaign has attacked over 130 companies', 'Criminal 0ktapus spoofed IAM firm in massive phishing attack', 'DoorDash hit by data breach linked to Twilio hackers – TechCrunch', 'Twilio hack led to compromise of 2FA app Authy', 'unocero - Phishing alert : A malicious campaign has targeted 130 companies ; Microsoft, Twitter, and Epic Games included', 'DoorDash customers possible subject of  sophisticated phishing campaign  ', 'Montanans Likely Affected by Latest DoorDash Data Breach', 'DoorDash data breach : Some customers and driver information accessed', 'Twilio : Hackers Also Compromised Authy Users', 'Twilio Hackers Scarf 10K Okta Credentials in Sprawling Supply Chain Attack', 'DoorDash hack leaks customer and payment info', 'DoorDash data breach exposes38



United StatesHIC North America 2019 June 19 https://www.oregonlive.com/data/2019/06/more-than-645000-oregonians-impacted-by-dhs-data-breach.html[4052904, 4048521, 4048491, 4048486, 4045361, 4048479, 4049219, 4048488, 4050024, 4049231, 4048480, 4045338, 4049195, 4542861, 4052830, 4050897, 4048483, 4049209, 4049200, 4049227, 4049217, 4047223, 4049257, 4052669]['Massive DHS data breach raises questions about Oregon cybersecurity protocols [ The Oregonian , Portland , Ore .] ', 'Oregon DHS sending 645 , 000 notices of data breach', 'Data Breach could impact 645 , 000 DHS clients', 'DHS data breach should be taken seriously', 'Hundreds at risk in OSU data breach', 'Department of Human Services notifies 645 , 000 people in data breach', '645 , 000 DHS Clients Affected By Data Breach | News Radio 1190 KEX', '645 , 000 clients affected in state Human Services data breach', 'Oregon DHS hit by massive phishing attack , 645K accounts compromised', 'DHS Data Breach | My Basin', 'More than 645 , 000 Oregonians impacted by DHS data breach', 'Data breach at Oregon State University potentially affects 600 students , families', 'Oregon Department Of Human Services Notify 600 , 000+ People Involved In Data Breach . News', 'Breach Tally of Oregon DHS Phishing Attack Reaches 645K Patients', 'Massive DHS data breach raises questions about Oregon cybersecurity protocols', 'Data of 6423

United StatesHIC North America 2019 June 25 https://www.thenewsminute.com/article/facebook-faces-trial-over-data-breach-affecting-30-million-users-104231[4548601, 4549315, 4550485, 4546238, 4549172, 4550461, 4053255, 4548609, 4548603, 4548604, 4564910, 4548602, 4549175, 4555890, 4053256, 4549173, 4548048, 4548049, 4551583]['Facebook must face lawsuit over 29 million - user data breach', 'Facebook bid to quash data breach lawsuit dismissed by judge', 'Judge : Facebook must face lawsuit over data breach', 'Facebook Wins Trim Of Most Data Breach Claims , For Now', 'Facebook faces trial over data breach affecting 30 million users', 'Facebook must face suit over data breach', 'Facebook must face lawsuit over 29m - user data breach', 'Facebook Faces Lawsuit for Data Breach Affecting Nearly 30 Million Users', 'Facebook Faces Lawsuit Over Massive 2018 Data Breach', 'Facebook must face lawsuit over 29 million - user data breach - News - Akron Beacon Journal', 'Facebook Discovery Bid In $500M Data Breach Suit Nixed', 'Facebook Cant Shake Lawsuit Over Data Breach', 'Facebook faces trial over data breach affecting 30million users', "Global : California federal court rejects Facebook's appeal in data breach lawsuit", 'Facebook must face lawsuit over massive data breach', 'Facebook faces trial over data breach affecting 30 million', 'Facebo18

India LMC South Asia 2020 October 9 https://www.news18.com/news/india/key-accused-in-nepal-bank-account-hacking-held-in-uttarakhand-2947633.html[4262296, 2738554]['Key Accused In Nepal Bank Account Hacking Held In Uttarakhand', 'Key accused in Nepal bank account hacking held in Uttarakhand']1

Vietnam LMC East Asia & Pacific2020 June 23 https://e.vnexpress.net/news/news/data-stealing-spyware-rears-head-in-vietnam-4119828.html[4223641, 2574682, 4233699]['Data stealing spyware rears head in Vietnam - VnExpress International', "Detecting Malware Stealing Information on Users' Smartphones in Vietnam", 'Data stealing spyware VN84App attacks mobile users in Vietnam']2

United Arab EmiratesHIC Middle East & North Africa2018 April 23 https://www.thenational.ae/uae/ride-sharing-platform-careem-says-hit-by-cyber-attack-with-data-of-up-to-14-million-users-stolen-1.723927[1610216, 1612988]['Ride sharing platform Careem says hit by cyber attack with data of up to 14 million users stolen', 'Personal data of users of ride-sharing service Cream has been stolen by hackers']1

India LMC South Asia 2018 September 18 https://www.dnaindia.com/india/report-cbi-files-case-in-union-bank-of-india-hacking-2664386[2007481, 2010532, 2010487, 2010485]['CBI takes over probe on Rs 12 bn heist by hackers that rocked UBI in 2006', 'CBI files case in Union Bank of India hacking', 'CBI to investigate two year old case of 1200 crores hacked from', 'CBI to probe Rs 1 , 200 crore stolen from UBI by hackers']3

United StatesHIC North America 2022 October 8 https://www.estrategiaynegocios.net/centroamericaymundo/canciller-de-guatemala-reconoce-hackeo-de-red-consular-OE10416800[3829798, 3829359, 3825908]['Guatemalan Foreign Minister acknowledges hacking of consular network', 'Guatemalan Foreign Minister acknowledges hacking of consular network', 'Guatemalan Foreign Ministry computer system hacked']2

Russia UMC Europe & Central Asia2022 July 25 https://ria.ru/20220725/khakery-1804806534.html[4056965, 3725957]['In Italy, hackers stole 78 gigabytes of tax administration data', 'Probe into possible cyber attack on Italy tax agency - English']1

Indonesia LMC East Asia & Pacific2022 April 14 https://koran-jakarta.com/gawat-bagaimana-ini-bisa-terjadi-puluhan-laman-daring-resmi-pemkab-trenggalek-diretas[3593909, 3593912, 3592414, 3593911, 3592413, 3593903, 3593904]["Scary Hacker's Message: Only Crazy People Think ...", 'Dozens of Trenggalek Regency Government Websites Hacked, Information Services Interrupted', "It's bad how this could happen, dozens of official online pages of the Trenggalek Regency Government were hacked", 'Government Website Hackers Message, Only Crazy People ...', "Dozens of Trenggalek Regency Government's official online pages were hacked", 'The government website was hacked, the message was shocking,...', 'Hackers hacked more than 40 Trenggalek Regency Official Websites, Regency Government Reveals Display of Posters with Special Messages']6

Germany HIC Europe & Central Asia2020 January 28 https://www.tagesspiegel.de/berlin/cyberangriff-auf-berliner-kammergericht-russische-hacker-koennten-justizdaten-gestohlen-haben/25477570.html[2311359, 2311358]['Trojan hacks Berlin Court of Appeal: access to all data', 'Cyber \u200b\u200battack on Berlin Superior Court: Russian hackers may have stolen judicial data - Berlin']1

India LMC South Asia 2019 July 11 https://eisamay.indiatimes.com/tech/news/over-1-5-crore-whatsapp-users-affected-in-india-affected-by-this-malware/articleshow/70170849.cms[4608797, 4594989, 4580489, 4591764, 4602861, 4582396, 4583770, 4604016, 4583374, 4585184, 4584862, 4568466, 4592486, 4596598, 4603563, 4597052, 4584860, 4616757, 4593564, 4606948, 4582397, 4593505, 4602860, 4595302, 4581206, 4602856, 4584858, 4604005, 4608457, 4583490, 4595278, 4603395, 4603408, 4590468, 4597818, 4588559, 4594355, 4603484, 4604364, 4595256, 4603076, 4595635, 4590959, 4584135, 4581203, 4583619, 4590543, 4594981, 4605814, 4581107, 4599543, 4603564, 4581827, 4583616, 4598457, 4583763, 4607566, 4583745, 4582002, 4581197, 4598795, 4586735, 4605501, 4586409, 4593264, 4584861, 4604604, 4564357, 4604674, 4592497, 4583103, 4607708, 4573183, 4605971, 4603753, 4580849, 4594354, 4586403, 4610296, 4588157, 4581747, 4596603, 4588545, 4592633, 4604124, 4604601, 4586736, 4583746, 4605083, 4605597, 4570113, 4602674, 4586022, 4559092, 4597825, 4605238, 4595973, 4602785, 4584864, 4604966, 4599899, 4592566, 4581201, 4583457, 4595232, 4593298, 4604905, 4605656, 4592560, 4586402, 4584863, 4603825, 4581200, 459525['WhatsApp: Follow these tips to avoid data theft, hacking and spy', 'mediacongo. net - News - Malware: Agent Smith arrives on 25 million Android devices', 'Kaspersky Lab has detected spyware capable of reading Telegram chats', '25 million Android devices infected with dangerous malware called Agent Smith', 'Pegasus 2. 0: an (expensive) malware to steal user data stored in the cloud', '25 Million Infected Devices : Check Point Research Discovers New Variant of Mobile Malware', '1 of India. Agent Smith malware attack on 50 million Android users', 'Hackers can steal all your private data from Apple , Google , Facebook and Amazon with new malware , report claims', 'Hashtag Trending – 25 million Androids infected with malware ;  detective wi - fi  to the rescue ; smart TV captures porn ? ', '25 million Android devices hijacked by  Agent Smith  malware', '25 million Android devices infected by new malware variant dubbed  Agent Smith  ', 'How to Know WhatsApp Hacked and the Solution', 'Agent Smith and Co. – How to 332

United StatesHIC North America 2019 March 26 https://www.pcwelt.de/news/ShadowHammer-Update-Server-von-Asus-verteilte-Malware-10563042.html[4408138, 4407598, 4407931, 4407437, 4407650, 4409824, 4407895, 4406012, 4407861, 4414256, 4408591, 4410741, 4407485, 4409449, 4410356, 4407668, 4406384, 4406390, 4407536, 4414289, 4413632, 4410177, 4406013, 4405808, 4407654, 4408854, 4408853, 4408589, 4405859, 4408670, 4405132, 4411580, 4407671, 4405236, 4408860, 4410375, 4407583, 4409868, 4409869, 4406381, 4407534, 4410150, 4407604, 4407633, 4412888, 4407667, 4408720, 4406418, 4411407, 4405800, 4410435, 4407648, 4406389, 4407930, 4409607, 4408062, 4409654, 4407595, 4408675, 4407655, 4408851, 4407564, 4409454, 4407600, 4408595, 4406359, 4409452, 4408870, 4406380, 4408666, 4406410, 4407617, 4408444, 4407601, 4408150, 4407663, 4408688, 4409606, 4406353, 4409453, 4408594, 4408652, 4408673, 4408381, 4408449, 4406394, 4408470, 4407547, 4405806, 4409624, 4408861, 4410155, 4408121, 4408845, 4410130, 4408142, 4410083, 4408655, 4407585, 4406379, 4407649, 4417265, 4407670, 4410188, 4406378, 4410713, 4410357, 4409199, 4406358, 4410740, 4408473, 4407647, 4405979, 440766['Hackers have connected to the updates', 'Asus: Following a hack, the manufacturer distributes malware in spite of itself', 'Hackers attacked one million - plus Asus users through malicious update - Tech News', 'Hackers attacked 1m+ Asus users through malicious update', 'Asus laptop breach : Hackers Have Access To 500 , 000 Asus Computers By Hijacking Their Software Update System', 'Hackers attacked the Asus server and spread malware through it. The company has already solved the problem', 'ASUS releases fix for ShadowHammer malware attack', 'Live Update service, responsible for applying updates on Asus PCs, hijacked to install malware', 'Asus pushes patch after hackers used updates to send malware', "Asus: hackers deployed backdoors using the manufacturer's update utility", 'Hackers installed malware on ASUS computers using automatic update tool', 'ASUS Confirms Reports Hackers Installed Backdoors on Computers', 'Hackers Hijack Asus Laptop Updates Process', 'At least 1 million computers with ASUS hardware a187

South AfricaUMC Sub-Saharan Africa2020 September 30 https://www.moneyweb.co.za/news-fast-news/hackers-hit-sa-government-fund-for-children-and-missing-people/[2727448, 4260696, 4260694]['Hackers hit South African government fund for children and missing people', 'Hackers hit SA government fund for children and missing people', 'Hackers target SA Guardians Fund for children and missing people']2

United StatesHIC North America 2017 April 25 http://www.newsbtc.com/2017/04/25/xpan-based-ransomware-brazil/[402363, 402343]['Repackaged XPan Ransomware Makes a Comeback in Brazil', 'Original XPan Ransomware Returns , Targets Brazilian SMBs ']1

India LMC South Asia 2018 May 29 http://www.dnaindia.com/mumbai/report-phishing-scam-hits-mumbai-s-snapchat-instagram-users-2619786[1700587, 1700614]['Phishing scam hits Mumbai Snapchat & Instagram users', 'Phishing scam hits Mumbai  s Snapchat & Instagram users Latest News - NewsNow . in']1

India LMC South Asia 2018 September 12 https://www.newsworldindia.in/exclusive/upsc-website-hacked-shows-cartoon-character-doraemon-/308701/[1994098, 1994100, 1991530, 1991523, 1991522, 1991521, 2009478, 1991526, 1991531, 1991525, 1991524]['UPSC website hacked , restored later | The Indian Awaaz', 'UPSC Website Hacked , Shows Cartoon Character Doraemon', 'UPSC website hacked : UPSC displays picture of Doremon cartoon after reported hack | India News', 'UPSC Website Hacked, Dormon Photos Put On The Homepage', "UPSC website hacked: this message was written by putting Dorman's photo", 'UPSC website hacked , restored later', 'Website of UPSC Hacked and Restored Later', 'U. P. S. Cartoon character on C website; Hacking itself', 'UPSC website hacked with Doraemon image', 'UPSC website hacked , shows image of cartoon character  Doraemon , plays title song in background', 'UPSC website hacked ! Hackers play  Doraemon  title song in background']10

United StatesHIC North America 2020 June 9 https://www.businessinsider.co.za/life-hospitals-hit-by-hackers-2020-6[2549800, 2552721, 2549802, 2549806, 2549465, 2549820, 2549480, 2549795, 2549819, 2549477, 4214595, 2549478]['UPDATE 1 - S . Africa Life Healthcare hit by cyber attack - Agricultural Commodities', 'Life Healthcare data breach highlights threat to SA', 'UPDATE 1 - S . Africa Life Healthcare hit by cyber attack', 'Hackers are stepping up attacks on health care facilities and researchers', 'Hackers hit Life hospitals', 'South Africa Life Healthcare hit by cyber attack | The Mighty 790 KFGO', 'Life Healthcare hit by cyber attack - SABC News - Breaking news , special reports , world , business , sport coverage of all South African current events . Africa news leader . ', 'South Africa Life Healthcare hit by cyber attack', 'South Africa Life Healthcare hit by cyber attack | News', 'Exposure of sensitive data possible after Life Healthcare is hacked', 'South Africa Life Healthcare Hit By Cyber Attack', 'Life Healthcare hit by cyber attack']11

Lithuania HIC Europe & Central Asia2022 April 26 https://www.lrytas.lt/pasaulis/konfliktai-ir-saugumas/2022/04/26/news/jk-tiria-pranesimus-apie-rusijos-isilauzima-i-britu-kariuomenes-sistemas-23173931[3609747, 3609350, 3610057, 3611532]['The UK is investigating reports of Russian hacking into British military systems', 'UK launches investigation after military hack', 'United Kingdom: The army is hacked, London opens an investigation', 'Russian hackers suspected of breaking into British spy agency']3

SwitzerlandHIC Europe & Central Asia2021 October 10 https://www.24heures.ch/la-commune-de-montreux-victime-dune-cyberattaque-257699560990[2922989, 2921421, 2921423, 2920363, 2920362]['Municipality of Montreux falls victim to hacker attack', 'Hackers target the Swiss town of Montreux', 'Cyber \u200b\u200battack: Hacker attack on the municipality of Montreux', 'Computer hacking – The municipality of Montreux is the victim of a cyberattack', 'Computer hacking – The Commune of Montreux victim of a cyberattack']4

Russia UMC Europe & Central Asia2021 February 5 https://sputnik-georgia.ru/russia/20210205/250801945/Massirovannaya-DDoS-ataka-sayt-Rosgvardii-vzlomali-srazu-iz-16-stran.html[3115065, 3115067, 3115078]['Massive DDoS attack: National Guard website hacked from 16 countries at once', 'National Guard website subjected to massive hacker attack', 'The official website of the National Guard was attacked by foreign hackers']2

Vietnam LMC East Asia & Pacific2021 March 26 https://www.tin247.com/hacker-khai-thac-lo-hong-tan-cong-he-thong-cntt-trong-yeu-tai-viet-nam-4-28510070.html[3203716, 3203227, 3213531, 3203225]['Hackers exploit vulnerabilities to attack critical IT systems in Vietnam - Digital World', 'Hackers Exploit Vulnerabilities Attacking Critical IT Systems In Vietnam', 'In the first 3 months of 2021 , Vietnam recorded nearly 1 . 300 cyber attacks', 'Hackers Exploit Vulnerabilities Attacking Critical IT Systems In Vietnam']3

United StatesHIC North America 2019 August 7 https://gazeta.ua/ru/articles/world-life/_rossijskie-hakery-mogut-atakovat-cherez-printery-microsoft/920206[4645679, 4651577, 4646375, 4646341, 4649824, 4649822, 4646389, 4646744, 4665547, 4648175, 4650679, 4649936, 4654812, 4648147, 4647853, 4651576, 4648134, 4648142, 4652753, 4647059, 4648795, 4646752, 4649242, 4650680, 4651570, 4649818, 4651005, 4651573, 4650730, 4651266, 4654203, 4651581, 4647402, 4647306, 4649997, 4647642, 4648325, 4653786, 4652211, 4649820, 4651217, 4651905, 4652106, 4649243, 4648143, 4651575, 4647643, 4651131, 4651568, 4648026, 4649623, 4652084, 4649262, 4648712, 4650727, 4651580, 4648176]['Microsoft : Russian state hackers are using IoT devices to breach enterprise networks', 'Russian state - sponsored hackers behind IoT cyberattacks , Microsoft says', 'Russian hackers are infiltrating companies via the office printer', 'Russian Hackers Spy on Companies With Insecure Office Devices', 'Russian hackers targeting IoT devices to penetrate corporate networks , warns Microsoft', 'Fancy Bear hackers used IoT devices to hack corporate networks', 'Microsoft catches Russian state hackers using IoT devices to breach networks', 'Microsoft Warns Russian Hackers Can Breach Companies Through Millions Of Simple IoT Devices', 'cybersecurity , IoT , hacking | Homeland Security Newswire', 'Microsoft warns against hackers sponsored by the Russian government', 'Microsoft Calls Russian Hackers Group Entry Through IoT Devices', 'Microsoft: Russian hackers use printers for their attacks', 'Why our IOT devices are subject to Russian hacking with Scott Aurnou', 'Microsoft caught a Russian company hacking IoT devices',56

Ukraine LMC Europe & Central Asia2018 October 2 https://1k.com.ua/v-ssha-arestovali-hakerov-kotorye-ukrali-tokenov-na-14-mln-dollarov.html[2048739, 2052010, 2052001]['Bitcoin - hackers who stole $ 14 million from the exchange were arrested in the USA', 'US arrests hackers who stole $14 million worth of tokens', 'US arrests hackers who stole $14 million from Crowd Machine cryptocurrency platform']2

India LMC South Asia 2021 April 26 https://sputniknews.com/india/202104261082729648-indian-groceries-app-bigbasket-hacked-20-mn-users-data-leaked-on-dark-web/[3248570, 3250230, 3248973, 3248594, 3248568, 3248603]['BigBasket data breach : Hacker leaks records of 20 million users records on the dark web for free', 'BigBasket data breach : Phone numbers , email IDs , more details of over 2 crore Indians leak', 'Indian Groceries App BigBasket Hacked , 20 Mn User Data Leaked on Dark Web', 'Big Basket data breach : email IDs , phone numbers , home addresses of two crore Indians allegedly leaked on the web', 'Alert ! BigBasket suffers massive data breach : Personal details of 2 crore users sold on dark web', 'Hackers published leaked data of 20 million BigBasket users online: Report']5

United StatesHIC North America 2018 January 4 http://www.ibtimes.co.uk/homeland-security-data-breach-sensitive-information-over-240000-employees-case-witnesses-exposed-1653680[5003248, 5003183, 2259613, 5003168, 2263343, 5002445, 5003214, 2259608, 1308891, 5003187]['DHS Confirms Data Breach : 240 , 000 Current , Former Employee Information Leaked', 'DHS data breach affects 250 , 000 staffers , investigation subjects and witnesses', 'Homeland Security Data Breach Exposed Over 240 , 000 DHS Employees In  Unauthorized Exfiltration  ', 'Homeland Security data breach : Sensitive information of over 240 , 000 employees and case witnesses exposed', 'Data Breach Affected More Than 240 , 000 Homeland Security Workers , IG Confirms', 'What DHS employees need to know about OIG data breach', 'DHS to Offer Identity Protection , Credit Monitoring Services to OIG Data Breach Victims', 'Data Breach Hits DHS Workers « isssource . com', 'DHS admits to data breach of almost a quarter of a million people', 'DHS confirms data breach']9

United StatesHIC North America 2020 August 23 https://www.dailymaverick.co.za/article/2020-08-23-experian-offers-mea-culpa-after-massive-data-breach-blunder/[2665760, 2648374, 2667500, 2667497, 2665744, 2663470, 2646019, 2665747, 2663467, 2667498, 4247679, 2648034, 2667055, 2668318, 2646963, 2665740, 2666450, 2657041, 2670569, 2646010, 2669763, 2670567, 2646122, 2665741, 2665743, 2648036, 2646017, 4244230, 2648093, 2648044, 2648035, 2646048, 2665749, 2646018, 2646009, 2663462, 2665753, 2667502, 2648046, 2648049, 2663465, 2648037, 2646027, 2648546, 2665764, 2682505, 2667499, 2647496, 2646008, 2669762, 2663466, 2665751, 2646025, 2646028, 2646059, 2648038, 2667411, 2646015, 2670781, 2649615]['Experian Data Breach : FNB Advises Customers To Be Vigilant', 'Capital One hit with $80m fine by US regulators over 2019 data breach', 'Experian data breach – new law to clamp down on future hacks in South Africa', 'Experian SA data breach may set a worrying trend', 'Experian : No consumer credit info obtained after major data breach', 'Experian data breach : Suspect identified , hardware impounded , personal info secured', 'Capital One to pay $80M in connection with massive data breach', 'Police probe Experian data breach', 'Personal details of 24 million South Africans may have been hacked after attack on credit bureau', 'Be careful of suspicious requests , banks warn after Experian data breach', 'Experian pursuing charges against data breach perpetrator', 'Capital One Settles with Bank Regulator for $80M for Data Breach | Robinson+Cole Data Privacy + Security Insider', 'South Africa: 24 million bank accounts exposed after hack', 'Experian Data Breach : What to Do to Protect Your Information ? ', 'Capital59

United StatesHIC North America 2020 December 4 https://medicinehatnews.com/news/national-news/2020/12/03/metro-vancouver-transit-system-confirms-ransomware-attack-says-payment-data-secure/[2794365, 2790408, 2790406, 2792408, 2792050, 2790405]['Same Ransomware That Hit K - Mart Disrupts Mass Transit Service In Vancouver', 'Metro Vancouver transit system confirms ransomware attack , says payment data secure', 'Metro Vancouver transit system confirms ransomware attack , says payment data secure - BC News', 'Metro Vancouver transit system confirms ransomware attack , says payment data secure - Medicine Hat NewsMedicine Hat News', 'Vancouver Metro Disrupted by Egregor Ransomware', 'Metro Vancouver transit system confirms ransomware attack , says payment data secure | iNFOnews']5

Australia HIC East Asia & Pacific2020 December 22 https://www.channelnewsasia.com/news/business/leonardo-hack-targeted-military-plane-details-arrest-warrant-13826750[2825392, 2821693, 2822745]['Italian defence group hack targeted military plane details', 'Exclusive : Leonardo hack targeted military plane details , arrest warrant shows', 'Leonardo hack targeted military plane details , arrest warrant shows']2

United StatesHIC North America 2021 March 5 https://www.securityweek.com/multiple-airlines-impacted-data-breach-aviation-it-firm-sita[3167092, 3169159, 3170380, 3164958, 3167098, 3164029, 3164389, 3162606, 3159016, 3161566, 3165096, 3167333, 3162603, 3164957, 3164390, 3162607, 3165444, 3164959, 3165438, 3162604, 3162039, 3162609, 3165919, 3170838, 3164649, 3165405, 3164732, 4111072, 3165523]['Star Alliance data breach impacts huge number of airline passengers', 'Airlines warn passengers of data breach after aviation tech supplier is hit by cyberattack', 'A hack at an IT supplier affects Brussels Airlines and other companies - ICT news', 'Air New Zealand warns frequent flyers of data breach', 'American Airlines is hit in global aviation data breach : Travel Weekly', 'SITA says its airline passenger system was hit by a data breach – TechCrunch', 'Customer data of more than a million air passengers hacked', "Finnair's customers have fallen victim to a data breach - News", 'Malaysia Airlines discloses a nine - year - long data breach', 'Malaysia Air Downplays Frequent - Flyer Data Breach', 'Multiple Airlines Impacted by Data Breach at Aviation IT Firm SITA', 'Star Alliance , Oneworld airline frequent flyers hit by data breach', 'Hackers breach Finnair frequent flyer system', 'Air New Zealand customers told of Star Alliance data breach', 'Over a million Lufthansa Group Miles and More customers hacked28

Turkey UMC Europe & Central Asia2022 September 2 https://www.yenicaggazetesi.com.tr/pttde-veri-ihlali-nedeniyle-38-bin-vatandasin-tum-bilgileri-sizdirildi-575008h.htm[3777281, 3777278, 3778527]['Many Personal Data of PTT Stolen After Data Breach', 'Scandalous data breach at PTT. All information of 38 thousand citizens was leaked', 'Data breach at PTT: Identity data of 38 thousand people were seized']2

United StatesHIC North America 2022 February 7 https://almomento.net/hackean-en-masa-14-portales-deorganismos-del-gobierno-de-rd/[3489528, 3487829]['14 portals of DR Government agencies are hacked en masse', 'Technology specialist alerts about hacking to various government portals']1

France HIC Europe & Central Asia2022 March 18 https://www.rtl.fr/actu/sciences-tech/piratage-a-l-assurance-maladie-les-donnees-de-510-000-francais-dans-la-nature-7900135435[3552715, 3552719, 3555771, 3557716, 3555766, 3555770, 3552714, 3555768, 3550974, 3554090, 3555773, 3555774, 3561023]['Massive hacking of medical data: 500 . 000 French affected', 'Health Insurance hack: how the data of 510,000 people leaked', 'Computer attack at Social Security: the data of 500,000 policyholders hacked', 'Hackers have mastered an effective way to steal personal data', 'Health insurance: the data of 500,000 policyholders hacked', 'Health insurance: hacking data of more than 500 . 000 insured!', 'Health insurance hacking: data from 510. 000 French in nature', 'Health insurance scam: the data of 500,000 policyholders hacked, be careful', 'Health insurance: the data of 500 . 000 French people stolen by hackers', 'Health insurance: more than 500,000 hacked accounts', 'Health insurance: the data of 500,000 policyholders hacked', 'Health insurance: the data of 500,000 policyholders hacked - In the spotlight', 'Sensitive health data of 50 million Americans hacked or breached last year : analysis']12

Brazil UMC Latin America & Caribbean2017 November 6 http://www.elnuevodiario.com.ni/suplementos/tecnologia/445563-malware-mayor-amenaza-ciberseguridad/[934343, 1283524]['Exclusive : the malware that most attacks Brazil', 'Malware, the biggest threat to cybersecurity • El Nuevo Diario']1

Ireland HIC Europe & Central Asia2021 June 2 https://www.irishtimes.com/news/ireland/irish-news/warning-over-vicious-flubot-phone-malware-affecting-irish-residents-1.4582013[3314526, 3314524, 3326332]['Warning over FluBot phone malware affecting Irish residents', 'Warning over vicious FluBot phone malware affecting Irish residents', 'This is the Flubot malware that infects Finnish Android phones: This is how it spread and stole your data - and how to get rid of it - Tietoturva']2

Spain HIC Europe & Central Asia2022 March 24 https://www.scmagazine.com/news/email-security/email-phishing-scams-prey-on-tax-season-crisis-in-ukraine%EF%BF%BC[3562929, 3579456, 3568493, 4088045, 3571056, 3570509, 3568496]['Email phishing scams prey on tax season , crisis in Ukraine￼', 'Phishing: Impersonates the identity of the National Police to pay an alleged fine', 'Phishing e-mails: what does the financial supervisory authority want from me?', 'New phishing attacks: cybercriminals pretend to be the Tax Agency to steal your data', 'Alert against a phishing scam that pretends to be the Tax Agency to steal data from citizens', 'Phishing mail: financial regulator allegedly asking for payment', 'Business : Phishing mails : what does the financial regulator want from me ?']6

Canada HIC North America 2022 May 6 https://dailyhive.com/vancouver/ikea-data-breach[3624428, 3624430, 3624429, 3625761]['IKEA Canada confirms data breach involving personal information of approximately 95 , 000 customers', 'IKEA Canada data breach : 95K customers effected', 'Data breach at IKEA involves personal info of 95 , 000 Canadians', 'An IKEA Canada Data Breach Exposed The Personal Information of 95K Customers']3

United StatesHIC North America 2019 April 4 https://www.natlawreview.com/article/new-malware-targets-big-banks-and-cryptocurrency-apps[4433562, 4004314, 4414249, 4424805, 4005834, 4414052, 4004789]['Cisco alert :  Gustuff  Android banking malware  aggressively  targeting Australia - CSO | The Resource for Data Security Executives', 'Beware, the Gustuff malware attacks cryptocurrencies and banking applications', 'Gustuff Android malware targets 125+ banking and cryptocurrency apps', 'Gustuff Malware Targets Major Banks and Crypto Apps', 'Group - IB uncovers malware which targets more than 100 banking , crypto , and marketplace apps', 'Android Malware Gustuff Found by Group - IB ; Targeting Phones , Crypto Apps and International Banks', 'New malware threatens customers of more than 100 banks']6

Indonesia LMC East Asia & Pacific2020 November 1 https://www.antaranews.com/berita/1815051/cermaticom-diretas-data-pengguna-dipastikan-aman[2751294, 2757773, 4265721, 2759912, 2759066, 2759494, 4265730, 2755934]['Keep your bank accounts prepared for hacks with these security steps', 'Pay close attention. com hacked, user data is ensured safe', 'Pay close attention. com tighten security after hack', 'Pay close attention. com tightens security after being broken into by hackers', 'When you get hacked .... what to do', 'After being hacked , Pay close attention . com tighten security', 'Pay close attention. com Admits Hacking Hacked, CEO Prepares 5 Kicks - Business Technology. com', 'Alert from CERT. RO! Hackers steal your bank details. Danger on websites of institutions and companies']7

Pakistan LMC South Asia 2019 September 8 http://javedch.com/pakistan/2019/09/08/615569[4722957, 4722959]['What message was written on the website of Radio Pakistan by hackers? know', 'Hacked Radio Pakistan website restored shortly - Pakistan']1

Hungary HIC Europe & Central Asia2018 July 13 https://www.hirmutato.hu/novini/?3281956-titkos_katonai_dokumentumokhoz_fert_hozza_egy_hacker_mert_a_rout[1818375, 1813962, 1818361, 1816188]["Tech: Secret military documents were accessed by a hacker because the router's password was password", 'A Hacker Was Able To Take Sensitive Documents From The Military Because No One Updated The Routers', "A hacker gained access to secret military documents because the router's password was password", 'Router Exploit Let Hacker Steal Classified Military Documents']3

South KoreaHIC East Asia & Pacific2017 March 29 http://www.jejusori.net/?mod=news&act=articleView&idxno=189021[307935, 361497, 337879, 347565, 354627, 1141230, 308070, 1141220, 327216, 347567, 308059, 347559, 1141225, 351232, 307372, 326055, 1141217, 326059, 317976, 347569, 347557, 1135189, 320520, 347573, 351235, 1136128, 347564, 307936, 308064, 327418, 340341, 307931, 347576, 308071, 347555, 1141226, 347562, 321599, 356936, 347572, 1141222, 308076]['Financial Supervisory Service, fake voice phishing person, financial disorder actor', '[Column / Voice from the field] Voice phishing is still looking for a party. internal and external news source', 'Are voice phishing seniors the main target? One after another female victim', 'Women in their 20s and 30s who are vulnerable to voice phishing... Damage amount 10 times that of men', 'Wol Police Box, publicity for preventing voice phishing targeting silver women', 'Only women in their 20s were arrested for turning voice phishing', 'Frequent false reports of voice phishing damage to the Financial Supervisory Service... Correspondence', "Abduction of students' children and impersonation voice phishing", 'State, Chinese voice phishing 7 cases in 9 days... 160 million won', 'Tell me my husband, the money base that blocked voice phishing : News', 'Another voice phishing attempt in one day... Suspect Choo Joong', 'Females in their 20s and 30s, voice phishing cases impersonating the prosecution and the Financial Supe41

Ukraine LMC Europe & Central Asia2017 November 29 http://talks.su/news/hakeri-opyat-pitalis-shturmovat-polzovateley-seti-bitcoin-20171129/[994479, 1020524, 1011652]['Bitcoin is being attacked by hackers', 'Hackers again tried to storm users of the Bitcoin Gold network', 'The Bitcoin Gold network is again targeted by hackers']2

India LMC South Asia 2021 November 19 https://www.securityweek.com/new-%E2%80%98sharkbot%E2%80%99-android-banking-malware-hitting-us-uk-and-italy-targets[2981537, 2987713, 2982933, 2982316, 2982939, 2981158, 2982943]['SharkBot Attack : Cyber Researchers Discover New Malware Targetting Banking Apps on Android Phones', 'New  SharkBot  Android Banking Malware Hitting U . S ., united kingdom and Italy Targets', 'Phone banking users should be careful there is important news for you New malware  SharkBot  attacking banking apps on Android phones', 'New Malware Specializes in Android Handsets | Trojan SharkBot Attacks Waves Across US and Europe', 'OMG , your money and financial data at risk ! New malware SharkBot attacking banking apps on Android phones', 'New malware  SharkBot  attacking banking apps on Android phones', 'BEWARE ! You may lose your money as new malware SharkBot wreaks havoc , attacks banking apps on smartphones']6

Israel HIC Middle East & North Africa2021 November 24 https://www.techdirt.com/articles/20211120/15480847977/nso-made-millions-selling-phone-hacking-tools-to-princes-kings-united-arab-emirates.shtml[2983022, 2994501]['Two UAE princes each got their own personal NSO spyware', 'NSO Made Millions Selling Phone Hacking Tools To The Princes And Kings Of The United Arab Emirates']1

India LMC South Asia 2021 May 4 https://www.bgr.in/news/fake-covid-19-vaccine-registration-smses-are-circulating-malware-in-india-957769/[3262639, 3260907, 3262034, 3262641, 3260913, 3253947, 3260910, 3269801, 3252277]['This SMS claims to give COVID - 19 vaccine registration link , injects malware instead', 'SMS malware acts like Covid - 19 vaccine registration app , targets users in India and spreads via text messages', 'SMS Malware that Imitates COVID Registration App Targets Indian Users', 'Hackers target Indian users with fake COVID - 19 vaccine registration message', 'Fake COVID - 19 vaccine registration SMSes circulating malware in India', 'Android: a virulent malware hides in a simple SMS', 'A COVID - 19 SMS malware is targeting users in India as they look for alternatives to CoWIN for vaccine registration', "Caution: People's Android phones are being hacked by sending fake SMS in the name of vaccination", 'Android: do not open this SMS, it hides a dangerous spy malware!']8

Belgium HIC Europe & Central Asia2021 May 5 https://www.euronews.com/2021/05/05/belgium-s-parliament-and-universities-hit-by-cyber-attack[3260621, 3263138, 4119732, 3264324, 3263018, 4119667, 3262294]['Belgian government websites victim of cyber attack', 'Belgium parliament and universities hit by cyber attack', 'The Capitals : Belgium recovers from a massive cyber attack', 'In Belgium revealed the fact of the largest cyber attack in the history of the country', 'Institutions locked in Belgium after cyber attack', 'Belgian governments hit by major cyber attack', 'Cyber \u200b\u200battack in Belgium: They hacked the parliament, universities and state institutions']6

Qatar HIC Middle East & North Africa2022 July 3 https://www.swissinfo.ch/eng/politics/swiss-foreign-ministry-allegedly-attacked-by-computer-hackers/47723144[4099924, 3699547]['Swiss Foreign Ministry Allegedly Attacked By Computer Hacker ... ', 'Swiss foreign ministry allegedly attacked by computer hackers']1

South AfricaUMC Sub-Saharan Africa2017 March 8 http://www.ilonggotechblog.com/2017/03/invisible-attacks-cybercriminals-breach-enterprises.html[265046, 258107, 1125999]['Gadget ; Hidden malware targets enterprises', '  Invisible  Attacks : Cybercriminals Breach Enterprises in 40 Countries Using Hidden Malware', 'Kaspersky Lab: Discovery of “invisible” attacks in 40 countries using hidden malware']2

United StatesHIC North America 2021 February 24 https://csnews.com/wawa-agrees-pay-customers-9-million-over-data-breach[3151887, 3153738, 3151889, 3149294, 3154865, 3153727, 3154861, 3151890, 3151884, 3142582, 3151896]['Wawa would hand out $8M in gift cards under proposed settlement following data breach', 'Wawa to Pay Customers $9M in Hacking Settlement', '$9M Settlement Proposed In Wawa Customer Data Breach', 'Wawa Agrees to Pay Customers Up to $9 Million Over Data Breach', 'Wawa might owe you money or gift card , according to proposed data breach settlement', 'Wawa Data Breach : Payout VA , DC Customers Could Receive', 'Wawa might owe you money , according to proposed data breach settlement', 'Wawa would pay customers up to $9 million for hackers exposing credit card info , proposed settlement says', 'Wawa data breach : Proposed settlement would award impacted shoppers gift cards , cash reimbursements', 'Wawa Inks $12M Deal With Consumers Over Data Breach', 'Data Breach : Wawa would pay millions of customers $9M in cash , gift cards in proposed settlement']10

Chile HIC Latin America & Caribbean2021 November 13 https://www.radioagricultura.cl/politica/2021/11/13/eso-le-da-mas-razon-a-lo-que-estamos-haciendo-sichel-denuncia-que-adherentes-de-kast-le-hackearon-reunion-por-zoom.html[2976522, 2976518, 2976521, 2976519, 2976520]['That gives more reason to what we are doing: Sichel denounces that Kast adherents hacked his Zoom meeting', 'They are afraid: Sichel command attributes video call hack to Kast adherents', 'Anything goes on the right: Martorell denounces that Kast followers hacked a Zoom meeting between Sichel adherents', 'Martorell accuses hacking of Kast adherents at Sichel event', 'They denounce that followers of Kast hacked meeting by zoom of the Sichel command | National']4

Vietnam LMC East Asia & Pacific2021 December 11 https://thanhnien.vn/lo-hong-bao-mat-cho-phep-tin-tac-xam-nhap-vao-hang-trieu-thiet-bi-post1410466.html[3029420, 3032590, 3028162, 3030691]['Security flaw allows hackers to break into millions of devices', 'Experts say that electronic gadgets are easy to hack', 'Vulnerability allows hackers to break into millions of devices', 'Hackers have found a way to hack millions of devices']3

United KingdomHIC Europe & Central Asia2017 November 15 http://news.liga.net/news/world/14855296-britaniya_obvinyaet_rossiyu_v_khakerskikh_atakakh_smi.htm[994815, 1286290, 995834, 1286346, 994130, 1286365, 1287699, 1287241, 1287227, 1286988, 1290548, 1287210, 1287222]['Russian hackers are stealing united kingdom air miles to go on luxury holidays', 'Russian hackers attack major united kingdom sectors', 'Hackers are Stealing our Air Miles Now', 'Wall Street Journal : united kingdom Agency reports Russian hacking across industries', 'Russian hackers stealing Brits ’ air miles to fund black market luxury holidays', 'Britain accuses Russia of hacker attacks', 'U . K . Agency Reports Russian Hacking Across Industries', 'Russia has hacked Britain national grid', 'Russia hacked united kingdom energy grid in bid to see blackout in Britain says security chief', 'British Cybersecurity Chief Warns of Russian Hacking', 'One British cyber intelligence chief accused Russia of hacking', 'GCHQ Has Blamed a Number of High Profile Hacks on Russia', 'Russian hackers  targeting united kingdom energy and telecoms sector  ']12

Russia UMC Europe & Central Asia2017 October 5 http://bankir.ru/novosti/20171005/khakery-napali-na-russian-mining-center-10131245/[879049, 870033, 879050]['\u200bESET: hackers earned 63 thousand dollars dollars on a malicious cryptocurrency miner - Bankir. Ru', 'Hackers attacked the Russian Mining Center - Bankir. Ru', '\u200bESET: hackers earned 63 thousand dollars dollars on a malicious cryptocurrency miner']2

United StatesHIC North America 2022 February 5 https://www.smh.com.au/world/north-america/news-corp-hacked-reporters-targeted-china-suspected-20220205-p59u17.html[3484809, 4067958, 3485866, 3484843, 4065027, 3484803, 4068242, 3471624, 3485726, 3490895, 4067960, 3472216, 3473539, 3485992, 3489529, 3472421, 3474824, 3485757, 3485558, 3485943, 3489080, 3484067, 3485335, 3487068, 3485625, 3483338, 4068114, 4067957, 3484678, 4067968, 3484807, 3472069, 4067956, 3486669, 3484858, 3473210, 3483403, 3483471, 3487509, 3484690, 3485946, 3471683, 3484170, 3485171, 3484169, 3472037, 3484861, 3485547, 3485664, 3472554, 3484790, 3485998, 3483443, 4067961, 3480319, 3485533, 3484055, 3485557, 3486161, 3486359]['News Corp says it was hacked ; believed to be linked to China - Netscape Money & Business', 'Czech television faced a massive hacker attack', 'China-Linked Hackers Attack The Wall Street Journal', 'News Corp . says Wall Street Journal , New York Post were targeted by hackers', 'Hackers Show Dissident Photos On Iranian State Television , Call For Khamenei Death', 'Hacked by News Corp. Behind China – Radio Seoul', 'RTCG - Radio Television of Montenegro - National Public Service :: World :: News Corp reported that it was hacked, is China behind the intrusion?', 'Iran broadcaster  hacked for 10 seconds  ', 'Media giant News Corp says it was hacked , China suspected', 'Hackers attacked the largest commercial television', 'Czech Television is facing a massive hacker attack: Websites and applications are not working', 'Iran state broadcaster says it was hacked for 10 seconds', 'Opposition group hacks Iran state TV', 'Data stolen from journalists after News Corp hacked', 'The News Corp breach illustrates how badly 59

United StatesHIC North America 2017 June 3 http://www.esecurityplanet.com/news/hackers-return-to-kmart.html[1185677, 1184727, 558308, 1185680, 554783, 1185687, 567750, 554878, 542820, 542968, 1184632, 1184646, 1184411, 1184540, 1185684, 541639, 543047, 541545, 1184592, 542824, 547279]['CREDIT CARD HACK : Kmart investigates data breach', 'Kmart Victim Of Second Hack Attack In Three Years', 'Nearly 600 Delaware child services cards compromised in Kmart data breach ', 'Kmart Data Breach 2017 : Retailer Hit By ANOTHER Credit Card Hack', 'Blue Light Calamity : Kmart Hit in New Data Breach', 'Kmart Confirms Credit Card Data Breach', 'Kmart Data Breach Impacts Hundreds Of Local Cardholders', 'Hackers stole credit card data from Kmart customers', 'Hackers Return to Kmart', 'Credit cards hacked at Kmart stores ', 'Sears Announces Kmart Malware Attack', 'Kmart Credit Card Data Breach : Malware Hits Stores For Second Time In 3 Years', 'Kmart Point of Sale Hacked with  Undetectable  Malware', 'Kmart hack : Parent company Sears says customer credit card data compromised in data breach', 'Kmart data breach reported', 'Kmart cyber attack highlights PoS vulnerabilities', 'What You Must Know About the Kmart Data Breach', 'Hackers stole bank card data of customers of the Kmart chain of stores', 'Malware Ba20



United KingdomHIC Europe & Central Asia2017 June 22 http://www.mirror.co.uk/news/uk-news/virgin-media-customers-urged-change-10669959[605228, 606483, 606518, 605914, 607372, 609591, 606545, 607323, 607321, 602683, 607210, 606521, 607173, 606554, 606534, 606556, 606551, 606527, 606550]['Virgin Media tells 800 , 000 users to change passwords over hub hacking risk', 'Virgin Media customers hacking fears', 'Is your Virgin Media Super Hub vulnerable to hacking ? Customers have been told to change their passwords after a Which investigation', 'Virgin Media urges password change over hacking risk', 'Virgin Media Warns of Hacking Risk , 800 , 000 Users Asked to Change Passwords', 'Virgin Media Router Hacking Compromises 800 , 000 Customers : Here ’ s How To Stay Safe', 'Hundreds of thousands of Virgin Media customers advised over hacking risk', 'Virgin Media tells 800 , 000 users to change passwords over hacking risk', 'Virgin Media warns Super Hub 2 owners to change their passwords due to hacking risk', 'Virgin Media customers urged to change their router passwords as 800 , 000 are left prone to hackers', 'Virgin Media router hacking , change password', 'Virgin Media customers told to change router password over hacking fears', 'Virgin Media tells 800 , 000 customers to change passwords after ro18

United StatesHIC North America 2018 January 13 http://macdailynews.com/2018/01/12/new-mac-malware-hijacks-web-connections/[1326742, 1355921, 1339063, 1327605, 1334269, 1339228, 1333018, 1336349, 1336373, 1334023, 1326787, 1321215, 1333351, 1336346, 1339062, 1336344, 1332959, 1321214, 1334267, 1333012, 1319939, 1324354, 1336150, 1328591, 1355430, 1337465, 1336350]['Stealthy OSX / MaMi malware discovered targeting Macs', 'Mysterious DNS Hijacking Malware Targets Mac Users', 'Security researcher finds new Mac malware', 'New malware spies on macOS users', 'OSX / MaMi, a new Mac malware that can do damage', 'New Mac malware evades anti - virus to snoop on internet traffic – BGR', 'Mac Malware Called OSX / MaMi Bypasses Antivirus Protection', 'New Mac malware hijacks DNS and compromises internet traffic', 'How to get rid of malware on your Mac', 'OSX/MaMi, an all-purpose malware that targets Macs', 'New Mac malware hijacks web connections – MacDailyNews', 'Programmers use malware to attack Macs and PCs: 13 years | Malware|PC|Mac_Sina Technology_Sina.com', 'OSX / MAMi, a new malware that hijacks DNS – Faq - mac', 'PSA : New macOS DNS hijacking malware discovered , also capable of screenshots , file access , more', 'DNS - hijacking malware sneaks past anti - virus and creeps into Apple macOS', 'Malware "MaMi" targeting "macOS" system, fear of DNS hijacking', 'New Mac malware26

India LMC South Asia 2018 February 27 https://economictimes.indiatimes.com/news/politics-and-nation/french-security-researcher-baptiste-robert-hacks-aadhaar-telangana-portal/articleshow/63091639.cms[1449975, 1449977]['Aadhaar security : French researcher uses simple hack to access Telangana government site', 'French security researcher Baptiste Robert hacks Aadhaar & Telangana portal']1

Canada HIC North America 2021 December 20 https://www.itbusiness.ca/news/cyber-security-today-dec-17-2021-canadian-propane-distributor-hit-by-ransomware-and-more/120258[3043216, 3037802]['Cyber Security Today , Dec . 17 , 2021 – Canadian propane distributor hit by ransomware , and more', 'One Of North America Largest Propane Distributors Reports Ransomware Attack']1

Spain HIC Europe & Central Asia2021 April 1 https://www.lasprovincias.es/castellon/ayuntamiento-castellon-sufre-20210401202943-nt.html[3210946, 3209047]['The Castellón City Council suffers a cyberattack and refuses to pay the ransom requested by the hackers', 'The cyber attack on the Castellón City Council forces the suspension of the aid processing of the Resist Plan']1

Mexico UMC Latin America & Caribbean2019 May 25 https://laverdadnoticias.com/teconologia/Canva-victima-de-un-hackeo-mas-de-139-millones-de-cuentas-han-sido-vulneradas-20190525-0024.html[4502165, 4502063, 4502062]['Canva suffers a hack: more than 139 million accounts have been violated', 'Canva is the target of a hack', 'Canva victim of a hack: more than 139 million accounts have been compromised']2

United StatesHIC North America 2022 September 6 http://www.itechpost.com/articles/113606/20220906/tiktok-denies-data-breach-despite-hackers-leaking-user-source-code.htm[3782353, 3780277, 3781357, 4059707, 3783357, 3781631, 3782180, 3781003, 3782183, 3781658, 3779955, 3783805, 3781451, 3782177, 3781777, 3780122, 3782128, 3781155, 3781565, 3781381, 3780281, 3781197, 3777627, 3781950, 3781204, 3780556, 3781923, 3783809, 3781736, 3781198, 3773879, 3780548, 3781630, 3781202, 3779956, 3780550, 3776056, 3781104, 3789376, 3782132, 3776066, 3780196, 3781454, 3781194, 3782527, 3780330, 3776051, 3781455, 3783800, 3780065, 3781383, 3780415, 3780984, 3780975, 3781588, 3776049, 3781158, 3775487, 3780689, 3780551, 3782142, 3782236, 3781223, 3781450, 3781776, 3780518, 3780061, 3780555]['Despite TikTok denying data hacking, users changed their passwords: how to do it', 'TikTok denies its servers were hacked', 'Hackers claim to have stolen TikTok and WeChat software codes and user data', 'Unocero - TikTok suffers a security breach of high severity, hackers could steal accounts with a single click', 'Cybersecurity Slip - up : TikTok Keeps Dancing in the Spotlight of Yet Another Possible Data Breach', 'AgainstTheWest claims to have hacked TikTok, although there is no evidence at the moment', 'Hackers Claim They Breached TikTok', 'They hack Tiktok and steal data from a billion users around the world - Apps - Technology', 'Rumor : TikTok suffers major hack , 1 billion+ account details stolen', 'Tiktok : No signs of data breach', 'TikTok hacked , over 2 bn user database records stolen : Security researchers', 'TikTok Denies Breach After Hacking Group Claims to Have Stolen Data', 'Major TikTok Hack Leaks Data of Billions of User Accounts', 'TikTok denies breach after hackers claim billions of user67

United StatesHIC North America 2019 April 23 https://www.zerohedge.com/news/2019-04-22/iranian-intelligence-targeted-shadow-brokers-style-hack-and-doxing[4013192, 4451627, 4013200, 4458055, 4451055, 4457012, 4016177, 4013194, 4016206, 4013121, 4015943]['Iranian hacking tools dumped online - \xa0Axios', 'Shocking.. A major Iranian penetration of sovereign institutions in all Gulf countries, and the hackers obtained very dangerous and sensitive information | homeland', 'A Mystery Agent Is Doxing Iran Hackers and Dumping Their Code', 'Iranian hackers are preparing to launch global espionage attacks', 'Iran Regime Hacking Secrets Exposed on Telegram', 'Mystery Hackers Leak Iranian Intelligence Cyber - Arsenal Online', 'Source Code of Iran - Linked Hacking Tools Posted Online', 'Iranian Espionage Group Hacking Tools Posted on Telegram', 'A Mystery Agent Is Doxing Iran Hackers And Dumping Their Code – To Inform is to Influence', 'Hacker Group Exposes Iranian APT Operations and Members', 'A mystery agent is doxing Iran hackers and dumping their code']10

Singapore HIC East Asia & Pacific2019 May 16 https://www.channelstv.com/2019/05/16/singapore-red-cross-website-hacked-details-of-4000-potential-blood-donors-leaked/[4029116, 4487260, 4488877, 4488878, 4029117, 4487203, 4489059, 4487415, 4486870, 4487414]['Red Cross website hacked in latest Singapore cyberattack - Tech News', 'Red Cross Website Hacked in Latest Singapore Cyber Attack', 'Singapore Red Cross faces data breach after website hack', 'More than 4 , 300 have data stolen after Singapore Red Cross website gets hacked - Techgoondu', 'Red Cross website hacked in latest Singapore cyber attack', 'Singapore Red Cross Website Hacked , Details Of 4 , 000 Potential Blood Donors Leaked', 'Hackers hacked Red Cross website and leaked data online', 'Singapore Red Cross website hacked , over 4 , 200 affected', 'Spore Red Cross website hacked - Odisha News , Odisha Latest news , Odisha Daily', 'Singapore Red Cross website hacked , details of 4 , 297 potential blood donors compromised']9

United StatesHIC North America 2017 February 4 http://investmentwatchblog.com/federal-officials-launch-investigation-into-obamas-department-of-homeland-securitys-hack-of-the-state-of-georgia/[134988, 158442, 158674, 126141]['Investigation Launched into Obama DHS Hacking State Election Systems', 'Federal Officials Launch Investigation Into OBAMA ’ S DEPARTMENT OF HOMELAND SECURITY ’ S HACK Of The State of GEORGIA ! – InvestmentWatch', 'Federal Officials Launch Investigation Into Obama\x92s DHS\x92s Hack Of The State Of Georgia ! ', 'Report : The Obama Administration Is Being Investigated for Hacking an Election — Charisma News']3

Colombia UMC Latin America & Caribbean2022 April 30 https://www.pulzo.com/nacion/2000-funcionarios-presidencia-otras-entidades-fueron-hackeados-PP1375041A[3616996, 3616358, 3616357]['This is how the hacker who intervened emails from officials of the Presidency operated', 'The story of the hacker who intervened the emails of officials of the Presidency', '2 . 000 officials of the Presidency and other entities were hacked']2

Mexico UMC Latin America & Caribbean2021 September 7 https://www.terra.com.mx/nacionales/2021/9/7/sat-revela-intento-de-hackeo-de-citasat-app-que-lanzo-para-que-contribuyentes-saquen-citas-19295.html[2862480, 2862483]['SAT REVEALS attempted HACKING of CitaSat, an app that was launched for taxpayers to make appointments', 'SAT REVEALS that they tried to HACK CitaSat, an app that was launched for taxpayers to make appointments']1

Spain HIC Europe & Central Asia2021 July 14 https://www.elcorreo.com/culturas/tv/la-sexta-vuelve-sufrir-hackeo-pirateado-20210714180644-nt.html[3387370, 3389408, 3389409, 3387369, 3387368, 3387371, 3387372, 3389407]['They hack several La Sexta Twitter accounts and publish rude messages', 'La Sexta suffers another massive hack on all its Twitter accounts', "LaSexta's Twitter accounts suffer a new hack", 'The official social media accounts of some laSexta programs are hacked', "What happened to the hack of LaSexta's Twitter accounts?", 'They hack several Twitter accounts of La Sexta: Long live Spain, long live the King!', 'This has been the hack that has ridiculed those of La Sexta: Long live Spain, long live the King!', 'La Sexta suffers another massive hack on Twitter again']7

France HIC Europe & Central Asia2017 February 11 http://www.clubic.com/antivirus-securite-informatique/virus-hacker-piratage/piratage-informatique/actualite-825098-hacker-pirate-150-000-imprimantes-internet.html[163942, 173429, 166480, 1108115, 167337, 1107251, 160447, 164222, 1107964, 175377, 171040, 162758, 166835, 188157, 163174, 165417, 1113368, 139781, 148255, 1107706, 193669, 161157, 167046, 163173, 1108410, 168191]['Thousands of printers hacked across the globe after critical flaw exposed', 'A young hacker hacked 160,000 printers around the world', 'Hacker Claims He Hacked 150 , 000 Printers to  Raise Awarenes About Hacking', 'Hackers Hack 150 . 000 Printers to Give Lessons', 'Hacker hijacks 160 , 000 insecure printers to teach a lesson about security', 'He hacks 150,000 printers to incite protection', 'Hacker stackoverflowin pwning printers , forcing rogue botnet warning print jobs', 'Hacker : I made 160 , 000 printers spew out ASCII art around the world • The Register', 'A Noble Hacker Took Over 150 , 000 Connected Printers To Print Cute Art & A Warning', 'Northeast Publishing caught up in  awarenes hack of printers', 'Hacker allegedly hijacks 150 . 000 network printer', 'Hacker hacked 150,000 printers available on the Web / Geektimes', "Talented Hacker , 150 . Captured 000 People's Printers !", 'Cybersecurity: High school student signs biggest printer hack ever', 'Beware of hacking attacks that appear as our printer25

Belgium HIC Europe & Central Asia2017 May 29 https://www.rtbf.be/info/belgique/detail_ecolo-victime-d-un-piratage-informatique-des-represailles-a-l-enquete-sur-le-kazakhgate?id=9619975[539912, 1179810, 3951665, 537630, 1178645, 3951666, 537617, 1178644, 1179808, 1179820, 535466, 1178646, 537623, 1179809]["Chodiev's lawyers deny the hack", 'After Ecolo, Cumuleo and Anticor victims of a hacking attempt', 'The debrief of the day: Gilkinet targeted by a computer hack...', 'Chodiev lawyers deny being behind Ecolo hack', 'Kazakhgate: MP Ecolo Georges Gilkinet targeted by hackers', 'Ecolo victim of computer hacking: retaliation for the Kazakhgate investigation?', 'Chodiev denies hacking Gilkinet', 'Kazakhgate: Gilkinet targeted by hackers', 'Computer hacking: after Ecolo, Cumuleo also targeted', 'The debrief of the day: Reactions after the Gilkinet hack...', 'Cumuleo and Anticor victims of a hacking attempt', 'MP Georges Gilkinet targeted by hackers', 'Kazakhgate: Chodiev lawyers deny any link to Ecolo hack targeting Gilkinet', 'After Ecolo, Cumuleo and Anticor also victims of a hacking attempt']13

United StatesHIC North America 2017 March 17 http://hotair.com/archives/2017/03/16/washington-d-c-cell-network-may-have-been-hacked/[296688, 296720, 292503, 296801, 296678, 300043]['D . C . Cell Network May Have Been Hacked , Used To Monitor Calls', 'A Washington , D . C . cell network has been hacked « Hot Air', 'Mass Hack of Cell Phones Ensnares Washington , D . C ., Area', 'Suspicious cellphone activity in DC raises hacking fears', 'REPORT : CELL PHONE DATA HACKED ACROSS DC AREA BY  ROGUE ENTITY  ', 'Could it be Russians ? Mysterious spike in cell phone hacks hits DC']5

India LMC South Asia 2017 June 6 http://dailykashmirimages.com/Details/141533/nit-sringar-website-hacked[548415, 552489, 552485, 552490, 552523, 552333, 1189981]['Panic at NIT as Pak group hacks institute website', 'NIT Srinagar Website Hacked After India Defeated Pakistan ', 'NIT Sringar website hacked', 'NIT Srinagar website hacked by  Pak Cyber Skullz - The New Indian Express', 'Nit Srinagar Website Hacked After India', 'hacking srinagar nit website go modi go', 'Hackers post hate message on NIT Srinagar webiste']6

Australia HIC East Asia & Pacific2017 July 19 https://www.byronnews.com.au/news/origin-energy-malware-scam-hits-australia/3202240/[677761, 677746, 691964, 679846, 689579]['Origin Energy malware scam hits Australia', 'Origin Energy scam emails : New malware attack hits Australians', 'Origin Energy Malware Scam Strikes Australia', 'Fake Origin Energy bills contain malware', 'EnergyAustralia brand hijacked again in fresh malware wave']4

United StatesHIC North America 2021 December 8 https://www.finanznachrichten.de/nachrichten-2021-12/54702372-vestas-says-cyber-attack-compromised-personal-data-436.htm[3020099, 3024211, 3024054, 3017468, 3024242, 3024034, 3020916, 3023127, 3023124, 3026196, 3019346, 3016005, 3024303]['Vestas Says Ransomware Attack Failed in Extortion but Leaked Data', 'Hackers make some Vesta data public after ransomware attack', 'Hackers publish Vestas data following cyber attack', 'Cybercriminals  leaked stolen Vestas data  in ransomware extortion bid against wind giant : CEO', 'Vestas warns staff and business partners  be vigilant  as hackers put stolen data online', 'Vestas reveals employee personal data breach - reNews - Renewable Energy News', 'Vestas Says Cyber Attack Compromised Personal Data', 'Vestas : \xa0Personal data obtained in hack attack', 'Vestas : Personal Data Retrieved in Hacker Attack', 'Hackers leak Vestas staff information , customers told  stay vigilant  ', 'Vestas admits hackers leaked its stolen data - Energy Live News', 'Vestas after hacker attack: Data has been leaked, but we have not allowed ourselves to be blackmailed', 'Wind turbine manufacturer Vestas calls for  vigilance  after hackers publish stolen data on dark web']12

India LMC South Asia 2021 January 15 https://timesofindia.indiatimes.com/business/india-business/bitcoins-worth-rs-9-crore-seized-from-25-year-old-bengaluru-hacker/articleshow/80283295.cms[3083078, 3082746, 3082550, 4103845, 3082523, 3082524, 3082531, 3082542, 3082535, 3083354, 3082525, 3083364, 3082520]['Indian Police Seize $1 . 2 Million Worth Of Bitcoin From Hacker', 'Bitcoins worth Rs 9 cr seized from 25 - year - old hacker', '9 crore from international hacker Srikrishna. Valuable bitcoin possession', 'India Seizes Bitcoins Worth $1 . 2 Million From Hacker of Government Website and Crypto Exchanges', 'Bitcoins worth Rs 9 crore seized from 25 - year - old Bengaluru hacker', 'Bitcoins worth Rs 9 crore seized from arrested Bengaluru hacker', 'Bitcoins worth ₹9 crore seized from 25 - year - old Bengaluru hacker', 'Bitcoins worth Rs 9 crore seized from Bengaluru hacker', 'Bitcoins worth Rs 9 crore seized from 25 - yr - old Bengaluru hacker', 'Rs 9 cr in bitcoins seized from hacker - The New Indian Express', 'Bitcoins worth Rs 9 cr seized from 25 - year - old Bengaluru hacker', 'Bengaluru : 31 bitcoins worth Rs 9 crore recovered from jailed hacker | Bengaluru News', 'Bitcoins Worth Rs 9 Crore Seized From 25 - Year - Old Bengaluru Hacker : Cops']12

India LMC South Asia 2021 March 1 https://www.ndtv.com/india-news/no-impact-on-power-grid-operations-due-to-malware-attack-centre-2381256[3156658, 3156645, 3156646]['Power Ministry says no impact on any functionalities of POSOCO due to malware attack', 'No Impact On Power Grid Operations Due To Malware Attack : Centre', '  No impact  on power grid operations due to malware attack : Centre']2

Brazil UMC Latin America & Caribbean2022 March 30 https://www.tecmundo.com.br/seguranca/236287-trf-3-sofre-ataque-cibernetico-servicos-indisponiveis.htm[3580558, 3570260, 3570262, 3570261]['ConJur - After hacker attack, TRF - 3 systems remain offline', 'TRF 3 suffers cyber attack and services are unavailable', 'ConJur - TRF - 3 suffers hacker attack and is offline this Wednesday', 'TRF - 3 suffers hacker attack and is offline']3

Colombia UMC Latin America & Caribbean2022 November 7 https://www.elpais.com.co/colombia/hackeo-a-la-fiscalia-revelan-negociaciones-con-implicados-en-escandalo-de-odebrecht.html[3870243, 3871272]["Hacking of the Prosecutor's Office and the Odebrecht case: they reveal deals below the ropes", "Hacking of the Prosecutor's Office: negotiations with those involved in the Odebrecht scandal are revealed"]1

South KoreaHIC East Asia & Pacific2021 August 20 https://nikvesti.com/news/politics/227523[4114, 2856909, 3495, 7079, 16952, 14652]['North Korea Hackers Spreading Malware via Browser Exploits', 'Hacking surges due to corona, Koreans are also in cyber security emergency', 'Hackers infect DailyNK website with malware to spy on readers', 'Hackers infect North Korea news site with spyware to spy on readers', '[Exclusive] North Korean hackers move, aiming for corona vaccine and healthcare information', 'Hacked DailyNK website infected broad range of organizations']5

Ukraine LMC Europe & Central Asia2019 August 22 https://www.depo.ua/ukr/svit/finski-derzhsluzhbi-postrazhdali-vnaslidok-kiberataki-201908221016536[4685213, 4683788, 4685214, 4701341]['Finnish public services suffered as a result of a cyber attack - the latest news of the world Depo. u.a', 'Hackers attacked Finnish government websites | Finland Hacker attack | AFN | Belarusian news | Republic of Belarus', 'Hackers attacked websites of Finnish civil services', 'Finland security agencies collaborate after cyber attacks']3

Mexico UMC Latin America & Caribbean2018 January 12 http://www.radioformula.com.mx/notas.asp?Idn=726748&idFC=2018[1325203, 1318878, 1322110, 1322114, 1327972, 1318877, 1325199, 1322111, 1325206]['The PGR investigates the attempted hack against Bancomext', 'Bancomext confirms hack', 'Bancomext hack confirmed; they tried to subtract millionaire amount', 'A hacking attempt was registered at Bancomext; PF and PGR investigate', 'After hack ; Bancomext expects normal operations for Monday', 'Bancomext confirms hacking of its international payment platform', 'The PGR investigates the attempt to hack Bancomext', 'Bancomext operates halfway after hacking [ National ] - 01 / 11 / 2018', 'Hackers attempted to rob Bancomext; PGR opens investigation']8

Singapore HIC East Asia & Pacific2017 January 9 http://www.enterpriseinnovation.net/article/philippines-commission-election-found-liable-data-breach-1021473785[50432, 57325]['Philippine Commission on Election found liable for data breach ', 'Philippines election commission found liable for data breach']1

Russia UMC Europe & Central Asia2017 February 8 http://www.tmcnet.com/usubmit/2017/02/08/8492465.htm[176757, 171330, 173988]['Check Point: Hummingbad lost its leadership among mobile malware in January', 'Hummingbad Overtaken as Leading Mobile Malware in January Global Threat Impact Index', 'Hummingbad overtaken as leading mobile malware in threat index']2

United StatesHIC North America 2022 July 9 https://www.crhoy.com/nacionales/mas-de-78-mil-personas-se-quedaron-sin-atencion-medica-en-primer-mes-de-hackeo-en-la-ccss/[4100293, 3709226, 3704319]['More than 78,000 people were left without medical care in the first month of hacking in the CCSS', 'Hospital occupancy remains high amid limitations due to hacking in the CCSS', 'CCSS hack forced the cancellation of almost 80 . 000 hospital appointments in a month | GDA – Grupo de Diarios América']2

Russia UMC Europe & Central Asia2017 June 23 https://vn.sputniknews.com/vietnam/201706233509501-facebook-gmail-viet-nam-hacker/[605659, 607836]['Detecting a large number of Facebook and Gmail accounts in Vietnam being attacked by hackers', 'Detecting a large number of Facebook and Gmail accounts in Vietnam being attacked by hackers']1

Turkey UMC Europe & Central Asia2018 June 5 https://nordvpn.com/blog/australia-webcam-hack/[1720122, 1729339]['Hackers target Australian user webcams and hack them', 'ScamBusters : Hackers exploit victims with webcam devices']1

India LMC South Asia 2020 October 2 https://www.themobileindian.com/news/android-tvs-iot-devices-getting-infected-by-malware-in-84-countries-33452[4260781, 2729801, 4261357, 2731402, 2731897, 2730074, 2731906]['New malware infects Android TVs , IoT devices in 84 nations', 'New Malware variant threatens smart devices in 84 different countries – PCR', 'Malware attack in Android TV: Android TV in 84 countries is attacked by terrible malware! Know how to survive ... - new malware infecting android tv and iot devices in 84 countries, how to avoid this attack', 'New Strain of IPStorm Malware Infects Thousands of Smart Devices in 84 Countries', 'Beware ! New malware on rampage infects Android TVs , IoT devices across 84 nations', 'Android TVs , IoT devices getting infected by malware in 84 countries', 'Now , cyber criminals target IoT devices with a new malware - The Hindu BusinessLine']6

Russia UMC Europe & Central Asia2021 August 17 https://lenta.ru/news/2021/08/17/vzlomrosteh/[2374, 2344, 2390, 2371]['FSB opened a case on an attempt to hack into the structure of Rostec', 'The FSB opened a criminal case over an attempt to hack into the Rostec network', 'The FSB opened a case on an attempt to hack into the structure of "Rostec"', 'The FSB opened a case on an attempt to hack into the network of the Rostec enterprise']3

Ukraine LMC Europe & Central Asia2020 August 12 https://ukranews.com/ua/news/720010-try-kiberataky-zdijsnyly-hakery-na-sajt-ofisu-prezydenta[2654898, 2654899]['Hackers carried out three cyberattacks on the website of the Office of the President', 'Three cyberattacks were carried out by hackers on the website of the Office of the President from 5 to 11 August']1

Thailand UMC East Asia & Pacific2019 July 4 https://news.mthai.com/general-news/743167.html[4569124, 4569125]['TCSD announces the arrest of 2 husband and wife hackers Millions of bank accounts hacked', 'TCSD arrested husband and wife for hacking customer data conduct financial transactions']1

Canada HIC North America 2019 December 17 https://www.pqbnews.com/news/hackers-target-lifelabs-medical-database-in-b-c-ontario/[4975425, 4950189, 4952811, 4960577, 4950197, 4975455, 4950188, 4953791, 4950184, 2837832, 4960882, 4950172, 4975423, 4975448, 4975447, 4950211, 4975453, 4955549, 4950210, 4952812, 4975457, 4950152, 4952828, 4975396, 4975446, 4975459, 4157304, 4977386, 4952833, 2266023, 4975443, 4975456, 4973921, 4950193, 4975420, 4950196, 4955303, 4973918, 4955543, 4973910, 4960880, 4972177, 4954227, 4950160, 4950208, 4973892, 4958269, 4950192, 4975458, 4950186, 4950194, 4950255, 4975434, 4975433, 4950206, 4950187, 4950200, 4950219, 4952830, 4950202, 4952829, 4955638, 4975449, 4975419, 4950198, 4951641, 4952813, 4975451, 4950212, 4973914, 4954241, 4950155, 4950151, 4950213, 4962301, 4975422, 4973900, 4975417, 4975424, 4950191, 4955541, 4975418, 4952802, 4977122, 4954229, 4950218, 4950195, 4954391, 4973919, 4975450, 4950214, 4950203, 4973898, 4950201, 4975452, 4950199, 4960883, 4975395, 4975432, 4952698, 4975435, 4950205, 4950185, 4157212, 4950207, 4952826, 4950183, 4950209, 4973889, 4952827, 4952367, 4973920, 4950204, 497542['LifeLabs facing proposed class action over data breach affecting up to 15M clients – Quesnel Cariboo Observer', 'Hackers target LifeLabs medical database in B . C ., Ontario – Nanaimo News Bulletin', 'LifeLabs data breach', 'Canadian Lab Test Firm , LifeLabs , Pays Ransom After Data Breach', 'Hackers target LifeLabs medical database in B . C ., Ontario – Comox Valley Record', 'LifeLabs facing proposed class action over data breach affecting up to 15M clients – Red Deer Advocate', 'Hackers target LifeLabs medical database in B . C ., Ontario – Vanderhoof Omineca Express', 'Hackers could steal the data of clients of a network of medical laboratories in Canada', 'Hackers target LifeLabs medical database in B . C ., Ontario – Abbotsford News', 'LifeLabs facing proposed class action lawsuit over data breach Canadian Underwriter', 'Vancouver lawyer launching potential class - action suit over LifeLabs data breach', 'LifeLabs reveals data breach , possibly affecting up to 15 million Canadians', 'LifeLabs facing pr118

Syria LIC Middle East & North Africa2018 September 12 https://aawsat.com/english/home/article/1393221/muslim-brotherhood-hackers-attack-egypt%E2%80%99s-official-news-agency[1995217, 1992707]['Muslim Brotherhood Hackers Attack Egypt Official News Agency', 'Turkish hackers take over Egypt state - media website , condemn Musl']1

United StatesHIC North America 2021 January 15 https://www.bankinfosecurity.com/ransomware-disrupts-scottish-environment-protection-agency-a-15768[3092229, 3094389, 3086003, 3082725, 3083059, 4104431, 3086055, 3081645]['Ransomware Attackers Publish 4K Private Scottish Gov Agency Files', 'Scottish Agency Remains Inaccessible Weeks After Ransomware Attack', 'Scottish Environment Protection Agency refuses to pay ransomware crooks over 1 . 2GB of stolen data', 'Scotland environmental regulator hit by  ongoing  ransomware attack', 'Ransomware Disrupts Scottish Environment Protection Agency', 'Scottish Environmental Protection Agency confirms  ongoing  ransomware attack', 'Environmental Regulator Suffers Ransomware Blow - Infosecurity Magazine', 'Scottish ransomware attack  likely  to be aimed at extorting public funds']7

Canada HIC North America 2020 December 16 https://www.theepochtimes.com/data-breach-at-desjardins-largest-ever-in-canadas-financial-services-sector-privacy-watchdog-says_3620258.html[2804028, 2804021, 2804025, 2804032, 2822497, 2804024, 2804019, 2804023, 2810517, 2804030, 2804038]['Massive Desjardins Data Breach Caused By Series Of Security Gaps : Privacy Watchdog', 'Series of gaps allowed massive Desjardins data breach , privacy watchdog says | iNFOnews', 'Desjardins slammed by privacy commissioner for handling of data breach', 'Desjardins knew it had vulnerabilities before massive 2019 data breach , privacy watchdog says', 'Privacy watchdog releases damning report into massive Desjardins data breach', 'Technical , administrative gaps allowed massive Desjardins data breach , privacy watchdog says', 'Series of gaps allowed massive Desjardins data breach , privacy watchdog says', 'Series of gaps at Desjardins allowed massive data breach : Watchdog', 'Data Breach at Desjardins Largest Ever in Canada Financial Services Sector , Privacy Watchdog Says', 'Largest financial data breach ever in Canada due to security gaps : privacy commissioner', 'Largest financial - data breach in Canada due to security gaps : privacy watchdog']10

India LMC South Asia 2020 August 26 https://navbharattimes.indiatimes.com/tech/gadgets-news/any-file-in-your-google-drive-can-be-replaced-with-a-malware-and-you-will-install-that-new-security-flaw-spotted/articleshow/77760027.cms[2671937, 2670374, 4247489, 2671939, 2669332, 2673396, 2670452, 2670376, 2670821, 4251096, 2669458, 2673592, 4251097, 2668637, 2678636, 2670226, 2669642, 4251032, 2671307, 4251024, 2669414, 2673432, 2673546, 2674087, 2670527, 4251248]['Google Drive bug may allow hackers to fool users into downloading malware', 'Google Drive victim of a flaw making you vulnerable to malware!', 'Drive has a bug that will allow phishing campaigns', 'google : Phishing alert ! This Google Drive feature has a security flaw , can fool you into installing malware', 'Google Drive flaw could allow hackers to trick users into downloading malware', 'Google Drive bug may have allowed hackers to install malware on your phone', 'Google Drive: Nasty gap allows malware attacks', 'Google Drive: a serious security flaw allows malware to be installed on your PC', 'A Google Drive flaw could allow malware attacks', 'Google Drive users beware , hackers can use this flaw to trick you into installing malware', 'Google Drive vulnerability makes it easy to inject malware', "google drive hack: major flaw in Google's service, you will install malware yourself - any file in your google drive can be replaced with a malware and you will install that, new security flaw spotted", '  Googl25

France HIC Europe & Central Asia2019 August 28 http://kanal3.bg/news/world/103271-Neutraliziraha-virus%2C-haknal-nad-850-000-kompyutara-vav-Franciya[4713520, 4730194, 4699089, 4748887, 4725406, 4737564, 4739174, 4706665, 4699936, 4698108, 4698900, 4717406, 4707060, 4696762, 4717612, 4697031, 4699092, 4709034, 4697026, 4728370, 4696761, 4697053, 4697035, 4696764, 4697022, 4709548, 4697060, 4710259, 4701269, 4702010, 4708987, 4697037, 4733140, 4709785, 4697023, 4697724, 4700929, 4698562, 4697945, 4692962, 4697019, 4697034, 4697029, 4737562, 4698120, 4696872, 4697286, 4712638, 4717398, 4703556, 4714267, 4700290, 4698110]['Therefore, new hacker attacks can be worse than before: Now the hackers are looking to destroy', 'A Former Hacker Gives His Advice On Preventing Cyber Attacks', 'Cyber team busts global malware unit that hijacked 850K computers', 'Council Post : Demystifying Criminal Hackers', 'Hackers & Artificial Intelligence : A Dynamic Duo', '" Security Expo : IT expert gives tips for protection against cyber attacks', 'Familiarity is the enemy on the war on hackers and cyber crime', 'France: cybergendarmes neutralize a hacking computer network - LINFO. re - France , miscellaneous facts', 'Stopped hacking plots against more than 850 . 000 computers in the world', 'French police remotely removed RETADUP malware from 850,000 infected computers', 'Police Trick Malware Gang Into Disinfecting 850 , 000 Systems', 'The private hackers taking on cyber criminals', 'Cops Take Over a Botnet to Clear Malware Off Nearly a Million PCs', 'World :: Mega hacker attack in France :: Monitor . bg', 'Hackers Needed To Defeat Hackers', 'Cybe52

United StatesHIC North America 2019 January 20 https://www.axios.com/hackers-target-african-banks-using-north-korean-tactics--8fbdf8d3-2db2-4768-9391-d6c5bc1aaca1.html[3961783, 4299141, 4295161, 4289498, 3961118, 4297317, 4289619]['West African banks suffer wave of malware attacks', 'West African Financial Institutions Attacked by Hackers via Living off the Land Tactics', 'Hackers target African banks using North Korean tactics', 'West African Financial Institutions Hit by Cyber Attacks', 'West African banks hit by multiple hacking waves last year', 'Hackers Wield Commoditized Tools to Pop West African Banks', 'Banks in West Africa Hit with Off - The - Shelf Malware , Free Tools']6

Argentina UMC Latin America & Caribbean2021 April 9 https://www.lavoz.com.ar/ciudadanos/audiencia-publica-por-autovia-punilla-hackeo-corte-de-luz-y-cuarto-intermedio[3222239, 3222235]['The hearing of the Punilla highway is suspended due to a hack', 'Public hearing on the Punilla Highway: hacking, power outage and intermediate room']1

KazakhstanUMC Europe & Central Asia2019 March 4 https://ca-news.org/news:1498665[4377610, 4377607, 4377604, 3979475, 4377603, 4377606, 4378224, 4379721, 3980166, 4377609, 4377608, 4377605]['Astana airport website attacked by hackers', 'Astana airport website hacked', 'Hackers attacked the Astana airport website', 'Details of hacker attack announced at Astana airport', 'Astana airport website attacked by hackers', 'Hacking of the site did not affect the work of Astana airport', "CA - NEWS : In Kazakhstan, the website of the capital's airport was subjected to hacker attacks", 'Head of TSARKA: Hacker attack undermined trust in Astana airport website', 'What is known about the hackers who broke into the website of the Astana airport ?', 'Hackers broke the website of Astana airport', 'Hackers disabled the online scoreboard on the website of Astana airport for 10 hours', 'Astana airport website was hacked']11

Brazil UMC Latin America & Caribbean2019 September 28 https://noticias.uol.com.br/ultimas-noticias/agencia-estado/2019/09/28/inquerito-dos-hackers-aponta-crime-contra-a-seguranca-nacional.htm[4767902, 4767897, 4767918, 4767900]['Conversations leaked by hackers could be a crime against national security', 'Hacker inquiry points to crime against national security', 'Hacker survey points to crime against national security', 'Espionage: Hacker survey points to crime against national security']3

India LMC South Asia 2022 April 20 https://www.latestly.com/agency-news/world-news-chinese-hackers-target-indian-power-grid-assets-in-ladakh-3610829.html[3600568, 3600570, 3600569, 3600180]['power grid assets : Chinese hackers target Indian power grid assets in Ladakh', 'Chinese state - sponsored hackers target Indian power grid assets in Ladakh', 'World News | Chinese Hackers Target Indian Power Grid Assets in Ladakh', 'Chinese hackers target Indian power grid assets in Ladakh']3

NetherlandsHIC Europe & Central Asia2019 May 12 https://www.zdnet.com/article/hackers-are-collecting-payment-details-user-passwords-from-4600-sites/[4025302, 4476649]['Hackers can steal passwords on thousands of websites', 'Hackers are collecting payment details , user passwords from 4 , 600 sites']1

NetherlandsHIC Europe & Central Asia2021 February 18 https://www.nporadio1.nl/binnenland/29725-argos-iraanse-spyware-draait-in-nederland[3137938, 3143340]['Argos : Iranian spyware runs in the Netherlands', "Tehran's spyware runs in Holland - Argos - Podcast"]1

Sweden HIC Europe & Central Asia2021 June 19 https://www.aftonbladet.se/nyheter/a/5697o6/covidtester-pausas-efter-misstankt-dataintrang[3348808, 3348812, 3351408, 3348814]['Covid tests are paused after a suspected data breach', 'Booking of covid tests is stopped in Sörmland - suspected data breach', 'Corona tests are paused after a suspected data breach', 'Northern Scania | Covid tests are paused after a suspected data breach']3

France HIC Europe & Central Asia2020 August 7 https://geeko.lesoir.be/2020/08/07/des-hackers-publient-les-identifiants-vpn-de-900-entreprises/[4242114, 2643107, 2643939, 2654147, 2647153, 2644029, 2645998]['Hacker leaks credentials for over 900 corporate VPNs', 'Sensitive credentials of 900 enterprises leaked on hacking forum', 'Russian - Speaking Threat Actor Leaked 1 , 800 Pulse VPN Servers and Login Details in Hacker Forum', 'Hackers publish sensitive data of 900 companies', 'Hackers publish VPN credentials of 900 companies', 'Passwords for over 900 Pulse Secure VPN enterprise servers revealed on hacker forum', 'Hacker Leaks 900 Enterprise VPN Server Passwords on Dark Web']6

Ukraine LMC Europe & Central Asia2019 August 28 http://internetua.com/vzlomany-saity-izdanii-novoe-vremya-i-depo-dlya-razmesxenii-feikovoi-informacii-diskreditiruuasxei-vsu[4698476, 4698489, 4698484, 4698483, 4698491, 4698488, 4698486, 4698485, 4698493, 4699310, 4698477, 4698487, 4698470, 4698482, 4698481, 4698498, 4698471]['Several Ukrainian media reported hacking sites - hackers posted fake news', 'hackers and mass media : Unidentified people hacked into the site of Novoye Vremya . (28. 08. 19 19: 34) « Incidents', 'Hackers attacked Depo websites. ua, HB and "112 Ukraine"', 'Ukrainian media, which published the blog of an American officer about drunkenness and theft in the Armed Forces of Ukraine, announced a hacker hack', 'In addition to Depo. ua, hackers hacked another site - news of Ukraine Depo. u.a', 'Websites of Novoye Vremya and Depo publications were hacked to post fake information discrediting the Armed Forces of Ukraine', 'Hackers tried to discredit Depo. ua fake news about the Armed Forces - News of Ukraine Depo. u.a', 'Depo. ua will contact the Security Service of Ukraine and the Ministry of Internal Affairs because of a hacker attack - news of Ukraine Depo. u.a', 'Hackers hacked the HB and Depo websites. ua', 'The site of the publication Novoye Vremya was hacked by unknown people', "Except Depo. ua, hackers hacke16

Lithuania HIC Europe & Central Asia2017 November 15 http://www.kurier.lt/v-velikobritanii-xakerov-iz-rf-obvinili-v-atakax-na-smi-i-energeticheskij-sektor/[980482, 1286366]['In the UK, F hackers were accused of attacks on the media and the energy sector', 'Britain blames Asia for the hacker attacks on the energy sector and mass media']1

Nigeria LMC Sub-Saharan Africa2022 December 7 https://tribuneonlineng.com/ncc-csirt-advises-nigerians-to-factory-reset-devices-to-beat-xenomorph-malware/[3912315, 3912316, 3914207]['NCC - CSIRT advises Nigerians to factory - reset devices to beat xenomorph malware', 'NCC - CSIRT advises factory - resetting infected devices to beat Xenomorph malware', 'NCC urges factory - resetting of devices against malware The Nation Newspaper']2

Nigeria LMC Sub-Saharan Africa2018 January 27 http://humanitariannews.org/20180127/nigeriacustoms-licensed-agents-meet-over-hacking-allegation[1365235, 1365802, 1365234]['Nigerian Customs , Licensed Agents Meet Over Hacking Allegation', 'Nigeria : Customs , Licensed Agents Meet Over Hacking Allegation', 'Nigerian Customs , licensed agents meet over hacking allegation']2

India LMC South Asia 2018 April 6 http://www.spacewar.com/afp/180406144646.waj6tosf.html[1561760, 1561700, 1555985, 1562039, 1561734, 1561736, 1561670, 1557533, 1561708, 1564543, 1564515, 1561695, 1564512, 1561667, 1561723, 1561657, 1575561, 1561655, 1563642, 1564795, 1561720, 1561656, 1561671, 1561166, 1561962, 1564464, 1563707, 1561725, 1561676, 1560923, 1568118, 1561666, 1561652, 1561721, 1561716, 1555987, 1561654, 1571751, 1561707, 1561521, 1561681, 1564525, 1561706, 1561731, 1561740, 1555986, 1562065, 1564514, 1563599, 1561658, 1560882, 1561718, 1561677, 1561526, 1561698, 1563616, 1564542, 1561684, 1561711, 1561961, 1557531, 1561733, 1561665, 1561686, 1561660, 1561650, 1561662, 1566310, 1561689, 1561703, 1561528, 1561672, 1561705, 1561678, 1563693, 1561704, 1561701, 1561673, 1561697, 1561922, 1561741, 1563690, 1560922, 1561668, 1561663, 1564794, 1561690, 1565190, 1561722, 1561683, 1561702, 1561737, 1561661, 1561664, 1564530, 1564516, 1561524, 1561715, 5060505, 1561710, 1561653, 1562038, 1561520, 1561519, 1561649, 1562037]['News Live : National cyber security chief says defence and home ministries websites were not hacked', 'Official Website Of Defence Ministry Hacked', 'Israeli websites hacked with Gaza  Great Return March  images', 'India Defence Website  Hacked , Three Other Govt Websites Down', 'Defence Ministry website hacked , nine more sites affected – Canindia News', 'Ministry of Defence website hacked , Chinese character seen on error page', 'Govt sites not hacked was inaccessible due to technical problem', 'SUST website hacked', 'Defence ministry website not hacked , says NIC', 'Defence , Home , Law Ministrie websites hacked ; Govt denies report', 'Nirmala Sitharaman Accepted That Defense Website Was Hacked But Nic Refuses', 'Defence ministry website hacked , Chinese characters reportedly appear on home page', 'Defence , home ministry websites hit by outage , cyber security chief Gulshan Rai says not hacking', 'No Hacking of Govt Websites , It was a Hardware Glitch : National Cyber Security Chief', 'Ministry of Defen105



United StatesHIC North America 2018 October 31 https://www.wfla.com/8-on-your-side/better-call-behnken/hacking-scheme-bilks-bay-area-home-buyers-out-of-millions/1546817128[2136541, 2124862, 2139783]['Hacking scheme bilks Bay area homebuyers out of millions', 'Homebuyers targeted by sophisticated , billion - dollar hacking scheme', 'Crooks use email hacking scheme to steal millions from home buyersscheme to steal millions from homebuyers']2

Germany HIC Europe & Central Asia2022 November 3 https://www.freiepresse.de/nachrichten/sachsen/ein-drittel-der-unternehmen-bereits-ziel-eines-cyberangriffs-artikel12522408[3866544, 3866542]['A third of companies are already the target of a cyber attack | free press', 'Many companies have already been the target of a cyber attack']1

Poland HIC Europe & Central Asia2022 December 1 https://www.niedziela.pl/artykul/86763/Watykan-ambasador-Ukrainy-oskarza-Rosje-o[3903897, 3903896, 3903467]["Vatican: Ukraine's ambassador accuses Russia of hacking the Holy See", "Vatican: Ukraine's ambassador accuses Russia of hacking the Holy See", 'Ukraine accuses Russia of hacking Vatican website']2

France HIC Europe & Central Asia2022 December 26 https://news.finance.ua/ua/mayninhovyy-pul-btc-com-zaznav-hakers-koi-ataky-na-3-mln[3945742, 3937282]['Crypto: the BTC mining pool. com attacked and looted by hackers, who recovered a nice booty', 'BTC Mining Pool. com was hacked for $3 million Finance. u.a']1

Norway HIC Europe & Central Asia2020 February 25 https://www.digi.no/artikler/mann-domt-for-omfattende-datainnbrudd-hos-statens-vegvesen/485960[2369132, 2369131]['Østlendingen - Man sentenced for extensive data breach at the Norwegian Public Roads Administration', 'Man sentenced for extensive data breach at the Norwegian Public Roads Administration']1

India LMC South Asia 2019 June 20 https://navbharattimes.indiatimes.com/metro/lucknow/crime/how-a-pakistani-spy-used-bots-to-lure-98-targets/articleshow/69868189.cms[5046204, 5046202, 4542142]['Hacking: Know how Pakistani hacker targeted 98 departments including army - how a Pakistani spy used bots to lure 98 targets', 'Pakistan ISI spy Sejal kapoor hack Indian official computer dmp 82| Pakistani spy Sejal Kapur hacked into the computers of 98 Indian officials', 'How Pakistani hacker Sejal Kapoor trapped 98 officers of Indian Army, Navy and Air Force']2

NetherlandsHIC Europe & Central Asia2018 May 1 http://globedia.com/150-000-sitios-drupal-hackeados-vulnerabilidad[1619239, 1631396]['Critical Drupal - bug allows hackers to access your website', '150,000 Drupal websites were hacked by this new vulnerability']1

Turkey UMC Europe & Central Asia2017 April 28 http://www.cnnturk.com/teknoloji/malware-ataklari-konusunda-turkiye-basi-cekiyor[415958, 411456]['Turkey at the Top in Malware Attacks!', 'Turkey takes the lead in malware attacks']1

Qatar HIC Middle East & North Africa2019 April 15 https://menafn.com/1098394083/Egyptian-sentenced-for-5-yrs-for-hacking-into-Kuwait-Parliaments-intranet[4443932, 4010518]['Egyptian sentenced for 5 yrs for hacking into Kuwait Parliaments intranet', 'Egyptian sentenced for 5 yrs for hacking into Kuwait Parliaments intranet - ARAB TIMES']1

United StatesHIC North America 2020 February 14 https://www.telegraph.co.uk/news/2020/02/13/puerto-ricos-government-loses-26-million-falling-email-phishing/[2346055, 2345902, 2344511, 2347607, 2345903, 2346112, 2346380, 2346025, 2344523, 2346102, 2345869, 2346080, 2345932, 2344434, 2346113, 2347314, 2346099, 2345995, 2345939, 2343873, 2344169, 2345946, 2343868, 2347311, 2345908, 2348530, 2345938, 2345028, 2347588, 2345980, 2346110, 2345959, 2346027, 2346035, 2345906, 2346041, 2346089, 2345899, 2346083, 2344335]['Puerto Rico Government Loses $2 . 6 Million In Phishing Scam | KFYR Radio - The Legendary Voice of the Northern Plains ! ', 'Puerto Rico : Government loses $2 . 6 million in phishing scam', 'Government of Puerto Rico loses 2.6 million dollars due to phishing', 'E - Mail Phishing Attack to Puerto Rico Causes $2 . 6 Million Loss', 'Puerto Rico Loses $2 . 6 Million in Phishing Scam', 'Official says Puerto Rico government lost $2 . 6M in phishing scam', 'Puerto Rico loses track of $2.6 million in phishing', 'Puerto Rico Government Loses $2 . 6 Million In Phishing Scam | News Radio 920 AM & 104 . 7 FM', 'Official : Puerto Rico govt loses $2 . 6M in phishing scam – The Manila Times', 'Puerto Rico Government Loses $2 . 6 Million In Phishing Scam | AM 600 WMT', 'Puerto Rico Gov Hit By $2 . 6M Phishing Scam', 'Puerto Rico Government Loses $2 . 6 Million In Phishing Scam | News Radio 810 & 103 . 1 WGY', 'Puerto Rico Government Loses $2 . 6 Million In Phishing Scam', 'Government of Puerto Rico loses 2.6 million dollar39

United StatesHIC North America 2020 December 23 https://www.modernhealthcare.com/cybersecurity/eyemed-email-hack-exposes-484k-aetna-members-data[2831294, 2825026, 2829861]['484K Aetna ACE Plan Members Impacted by EyeMed Email Hack', 'EyeMed email hack exposes 484K Aetna member data', 'Information of nearly half a million Aetna members exposed in email hack']2

Ukraine LMC Europe & Central Asia2022 April 3 http://internetua.com/hakery-ukrali-svyshe-15-mln-v-rezultate-ataki-na-lendingovyi-proekt-inverse-finance[3576851, 3576735]['Hackers stole over $15 million in an attack on the landing project Inverse Finance', 'Landing project Inverse Finance lost 15 . 000 . 000$ as a result of a hacker attack']1

Spain HIC Europe & Central Asia2021 March 6 https://www.laverdad.es/murcia/portal-educacion-sufre-20210306210631-nt.html[3169526, 3166768, 3156156, 3168001, 3168010, 3156157, 3156159]['Educarm Hack | The investigation into the cyber attack on the Education portal rules out that teacher accounts have been used', 'Educarm Murcia | The Education portal suffers an attack by hackers', 'Students suffer from cyber attacks while studying online', 'Educarm computer attack | ANPE demands from the Treasury "transparency and imminent solutions" after the hacking of the accounts of teachers in the Region', 'Hacking Education Murcia | Fear among teachers in case Educarm hackers accessed their bank details', 'Students Get Hacked While Studying Online', 'Students suffer from cyber attacks while studying online - Life']6

Russia UMC Europe & Central Asia2020 September 11 https://newsomsk.ru:443/news/106998/slovatskaya_birja_eterbase_podverglas_atake_xakero/[2695370, 2697820]['Slovak stock exchange Eterbase hit by hackers', 'Hackers Steal $5 . 4 Million From Slovak Crypto Exchange , Eterbase']1

Singapore HIC East Asia & Pacific2018 September 27 https://www.straitstimes.com/singapore/hacked-singhealth-server-had-not-had-security-update-for-14-months-cyber-attack-coi-finds[2039541, 2020499, 2035902, 2035897, 2039540, 2029727, 2022646, 2048307, 2020966]['COI on SingHealth cyber attack : Server accessed by hackers missed security updates for over a year', 'SingHealth data breach reveals several  inadequate  security measures', 'SingHealth data breach : Server missed crucial updates', 'Exploited server in SingHealth cyber attack had not had security update for 14 months , COI finds', 'Exploited server in SingHealth hack had no security updates in a year', 'COI on SingHealth cyber attack : Alarm bells did not ring for key cyber - security employee despite suspicious activity', 'Singhealth Cyber Attack : Not All Ihis Employees Aware Of What To Do In A Cyber - Security Incident', 'COI unearths severe management inaction and ineptitude that could have led to how easily Singhealth was hacked', 'Hackers got to SingHealth through a series of slip - ups , vulnerabilities , COI told - Techgoondu']8

United StatesHIC North America 2021 July 30 https://securityboulevard.com/2021/07/estonian-hacker-steals-300000-government-id-photos/[3062664, 3419955]['Estonian Hacker Steals 300 , 000 Government ID Photos', 'Hacker downloads close to 300 , 000 personal ID photos']1

India LMC South Asia 2020 November 10 https://www.dnaindia.com/india/report-bihar-assembly-election-result-2020-live-updates-pushpam-priya-of-plurals-party-alleges-bjp-of-hacking-evm-2855543[2761984, 2761975, 2761983]['Bihar Assembly Election Result 2020 : Plurals party chief Pushpam Priya accuses BJP of hacking EVM', "Uproar over Pushpam Priya's tweet, BJP accused of EVM hacking", 'Karti Chidambaram defends EVMs after Plurals Pushpam Priya cried hacking']2

Russia UMC Europe & Central Asia2019 March 18 http://trud-ost.ru/?p=645678[3993322, 3993328, 3997237, 3993318, 3991341, 3993313, 3993310, 3993320, 3993321, 3991328]['Hackers who stole more than a million rubles were detained in Transbaikalia', 'Hackers caught in Transbaikalia | Baikal Daily - News of Buryatia and Ulan - Ude in real time', 'More than a million rubles were stolen by hackers in Transbaikalia | DV - ROSS news of the Far East', "Hackers who stole 1 million rubles from other people's accounts were detained in Transbaikalia", 'A pensioner from Syktyvkar lost more than 100 thousand rubles, believing information about a massive hacking of the banking system', 'In Transbaikalia, hackers were detained in a case with a preliminary damage assessment of more than 1 million rubles', 'In Transbaikalia, two hackers are suspected of stealing more than 1 million rubles', 'Hackers who stole more than 1 million rubles were caught in Transbaikalia Ru', 'Two Trans-Baikal hackers stole more than a million rubles from bank cards', 'Syktyvkar residents paid 100 thousand rubles for hacking the banking system']9

Denmark HIC Europe & Central Asia2018 June 9 https://jyllands-posten.dk/indland/politiretsvaesen/ECE10673672/kl-har-politianmeldt-hackerangreb-40000-navne-er-laekket/[1730362, 1730357, 1730372, 1730368, 1730365, 1734127, 1730369]['KL police reports hacker attack : 40 . 000 names have been leaked - sn. dk - Front page', 'KL police reports hacker attack : 40 . 000 names have been leaked', 'KL has reported hacker attacks to the police: 40. 000 names have been leaked - Police and judiciary', 'Information about KL users is hacked and for sale on the Internet | Inland', 'KL police reports hacker attack after leak of 40 . 000 names : It is very serious', "KL hit by giant hack - 40. 000 Danes' data leaked", "Security expert : 40 . 000 Danes' hacked data has high value for criminals | Knowledge"]6

Ukraine LMC Europe & Central Asia2017 March 27 http://tyzhden.ua/News/188643[1136437, 1136434, 1136441, 1136435, 1136439]['The website of the State Property Fund was affected by hacker attacks', 'The website of the State Property Fund was attacked by hackers', 'Website of the State Property Fund attacked by hackers', 'The website of the State Property Fund was hacked', 'Hackers attacked the website of the State Property Fund']4

Spain HIC Europe & Central Asia2022 January 19 https://torrentfreak.com/opensubtitles-hacked-7-million-subscribers-details-leaked-online-220119/[3464515, 3461693, 3461456, 3462033]['OpenSubtitles suffers a hack and leaks the data of millions of users: how to know if it has affected you', 'Open Subtitles was hacked: usernames and passwords compromised', 'OpenSubtitles Hacked , 7 Million Subscriber Details Leaked Online * TorrentFreak', 'The OpenSubtitles site was hacked, the data of millions of users was exposed']3

India LMC South Asia 2018 April 19 https://www.news18.com/news/india/supreme-court-website-hacked-brazilian-team-suspected-to-be-behind-attack-1723095.html[1599661, 1599649, 1599511, 1599651, 1620424, 1599680, 1599685, 1599509, 1599658, 1599693, 1599645, 1599684, 1599647, 1599664, 1599682, 1599665, 1599690, 1599687, 1599657, 1599663, 1612994, 1599662, 1599686, 1599671, 1599675, 1599689, 1599648, 1599512, 1599678, 1599683, 1599667, 1603115, 1598212, 1599728, 1599653]['Supreme Court Website Hacked : supreme court website hacked by  brazil hackteam', "Supreme Court website hacked, Brazil's hacking team works!", 'Hackers hacked five government websites', 'Supreme Court of India s website hacked , Brazilian hack team suspected', 'Website of Supreme Court of India is Allegedly Hacked', 'J & K BJP website hacked', 'BJP JK unit website hacked ; restored', 'Hackers hacked into the website of the Supreme Judicial Council K', 'Supreme Court website inaccessible , reportedly hacked | india news', 'Now It The Website Of Supreme Court That Got Hacked', 'Supreme Court Website Hacked - Brazil Hackers Handout', 'Supreme Court website hacked , Brazilian group suspected behind attack', 'BJP s JK unit website hacked for brief period restored', 'Supreme Court website defaced by Brazilian hackers', 'BJP J & K unit website hacked for brief period ; restored', 'Supreme Court Website Hacked , Brazil Team Suspected to be Behind Attack', 'BJPs Jammu Kashmir unit website hack', 'Hours After Verdic34

United StatesHIC North America 2022 March 25 https://www.securitylab.ru/news/530780.php[3558766, 3564637, 3557384, 3561074]['HubSpot hack results in data breach at leading cryptocurrency companies', 'HubSpot Hack Affected Large Cryptocurrency Companies', 'HubSpot hack leads to multiple Web3 and crypto company data breaches', 'HubSpot Data Breach Targets Cryptocurrency Companies']3

Ukraine LMC Europe & Central Asia2020 May 2 https://gazeta.ua/ru/articles/life/_ukrainskie-smi-soobschayut-o-kiberataki/963303[4207652, 4207654]['Ukrainian media report on cyber attacks', 'Ukrainian mass media report on cyber attacks']1

United StatesHIC North America 2019 September 16 https://tass.ru/mezhdunarodnaya-panorama/6888545[4739930, 4741936, 4745750, 4740886, 4741426, 4739934, 4740102, 4740488, 4741882, 4740983, 4741067, 4740881, 4740706, 4746399, 4741877, 4741134, 4739658, 4741890, 4739932, 4739858, 4739928, 4746497, 5046733, 4740708, 4741869, 4739926, 4740709, 4741895, 4742019, 4741942, 4741851, 4742410]['Australia concluded China was behind hack on parliament , political parties', 'Marianas Variety - Sources : Australia concluded China was behind hack on parliament , political parties', 'China behind Australia parliament hack', 'VZGLYAD / China was suspected of a hacker attack on the Australian Parliament', 'Australian intelligence reportedly concluded China behind election hack', 'ASD concludes China was behind parliament hack : sources', 'Australia Says China Behind Cyber Attack On Parliament : Report', 'Australian intelligence reportedly concluded that China was responsible for a major hack on Australia parliament in the lead up to its most recent elections', 'China behind hack on parliament , political parties : Australia intelligence', 'Australia concluded China was behind hack on Parliament , political parties : Sources', "Australia, ahead of the general election, shush despite knowing China's cyber attack... why ?", 'Reuters: Australian intelligence thinks China is behind Parliament hack', 'Australia31

Japan HIC East Asia & Pacific2019 December 9 https://www.csoonline.com/article/3488816/how-a-nuclear-plant-got-hacked.html[4948159, 4932856, 4958569, 4934398]['How India Kudankulam Nuclear Power Plant ( KNPP ) got hacked « nuclear - news', 'How a nuclear plant got hacked', 'Hacker attacks on behalf of the state: How to hack a nuclear power plant', 'How a nuclear plant got hacked - TechCentral . ie']3

France HIC Europe & Central Asia2020 October 26 https://www.ledauphine.com/science-et-technologie/2020/10/26/des-messages-de-propagande-islamiste-sur-des-sites-francais-victimes-de-piratage[2752035, 2752037, 2752045, 2754521, 2752047, 4264422, 2752139, 2752054, 2752041, 4264421, 4264424, 2752153, 2753255, 2753436, 2753437]['Dozens of French sites victims of an Islamist hack', 'Dozens of French sites display Islamist propaganda messages after a hack', 'Miscellaneous - Justice | Dozens of French sites display Islamist propaganda messages after a hack', 'Islamist propaganda: an investigation opened after the hacking of dozens of websites in France', 'French sites post Islamist propaganda messages after hack', 'Bangladeshi hackers attacked France, warning issued', 'Internet . Islamist propaganda messages on French sites victims of hacking', 'Conflans attack: French sites are hacked and then disfigured', 'Islamist propaganda messages on dozens of sites after a hack', 'Bangladeshi hackers attacked France, warning issued 580851|', 'Warning issued in France for fear of Bangladeshi hackers', 'Internet . Islamist propaganda messages on hacked sites', 'Islamist hacking of French websites', 'Dozens of French websites have been hacked to display Islamist propaganda messages', "Computer hacking of French sites: the Paris prosecutor's office14

Mexico UMC Latin America & Caribbean2020 July 7 https://www.yucatan.com.mx/mexico/anonymous-mexico-hackea-el-sitio-de-la-condusef[2591073, 2594477, 2591066, 2591064, 2594478, 2594492, 2591177, 2594479, 4229598, 2591079, 2591063, 4228094, 2594481, 2591081, 2594472, 2594480, 4228093, 2594482, 2594471, 2591070, 4228083, 2594485, 2594476, 2594470, 2591068, 4228089, 2591095, 2591082, 2591069, 4228092, 2591089, 4229605, 4229604, 2594488, 4228084, 4228091, 4229603, 2594469, 4229600, 2591067, 4228085, 2591065, 2594487, 2594483, 2591074, 2594484]['Anonymous Mexico complies and hacks Banxico; continue Treasury', 'SAT reports attempted hacking of its site', 'Banxico confirms attempted hacking of its website', 'Banxico confirms that it suffered a hacking attempt on its official page; Anonymous group would be responsible', 'SAT denounces hacking attempt; taxpayer information was never exposed, he assures', 'SAT page hacked; the information was not exposed, clarifies', 'Mexico : Anonymous hacked Condusef site and threatens Banxico', 'They try to hack the SAT page', 'unocero - SAT suffers hacking and Anonymous is awarded the attack', 'Send a message to AMLO! Anonymous hacks page of the Condusef', 'Banxico confirms hacking attempts on its website', 'Banxico confirms cyber attacks on its home page', 'SAT confirmed hacking of its systems; taxpayer information was not exposed', 'Anonymous Mexico hacks the website of the Condusef', 'Anonymous fulfills threat; SAT suffered hacking attempt for 3 hours', 'They hack the SAT; there were only intermittencies, reports45

Ukraine LMC Europe & Central Asia2019 March 29 http://xn--j1aidcn.org/terminovo-hakerska-ataka-na-ukrayinski-informatsijno-telekomunikatsijni-ob-yekti/[4414072, 4418070, 4008730, 4414064]['Russian intelligence agencies prepared hacker attacks on popular Ukrainian media', 'Hackers in Ukraine are attacking Government websites', 'Le Monde (France): Ukraine is a favorite target of Russian hackers', 'URGENTLY. Hacker attack on Ukrainian information and telecommunications facilities of UKROP']3

United StatesHIC North America 2022 January 23 https://www.miragenews.com/sa-government-issues-breach-notice-to-hacked-711284/[3466131, 3456221]['SA Government issues breach notice to hacked payroll provider', 'South Australian gov issues breach notice to hacked payroll provider']1

India LMC South Asia 2018 October 27 https://www.business-standard.com/article/current-affairs/gemalto-issues-public-apology-for-a-report-claiming-aadhaar-data-breach-118102700539_1.html[2128930, 2125602, 2125608, 2125609, 2125606, 2125599, 2125610, 2130263, 2128931, 2127210]['Gemalto apologises for inaccurate Aadhaar data breach report', 'Gemalto apologises and withdraws data breach claim of Aadhaar data from report - Technology News , Firstpost', 'Gemalto issues public apology for Aadhaar data breach report', 'Gemalto issues public apology for a report claiming Aadhaar data breach', 'Aadhaar Data Breach : Gemalto Publishes Abject Apology ; Was It To Protect Business ? ', 'Gemalto apologises for wrong Aadhaar data breach report', 'Aadhaar data breach report : Digital security firm Gemalto issues public apology', 'Gemalto publicly apologizes for alleging massive Aadhaar data breach in report', 'Gemalto : Gemalto apologises for wrong Aadhaar data breach report , Telecom News , ET Telecom', 'Gemalto Omits One Key Fact in Aadhaar Data Breach Apology : UIDAI is a Client']9

Israel HIC Middle East & North Africa2018 September 12 https://en.radiofarda.com/a/iran-hacking-smartphone-disinformation/29485704.html[1994243, 1994123, 1997292]['Jihadist wallpaper app used to hack Iranian phones , says Israeli security firm', 'Iran Hacking Smartphones , Boosting Disinformation , Say Israeli Cyber Security Firms', 'Israeli security company accuses Iran of masterminding cell phone hacking']2

Hungary HIC Europe & Central Asia2020 February 11 https://www.xpatloop.com/channels/2020/2/cyber-attacks-against-schools-hospitals-up-last-year-in-hungary.html[2336134, 2339021, 2336137, 2341841, 2336136, 2333614]['Cyber \u200b\u200bDefense Institute: The number of cyber attacks against schools and hospitals has increased significantly', 'Cyber Attacks Against Schools & Hospitals Up Last Year In Hungary', 'Hackers attack schools and hospitals', 'Hacking has increased globally due to internet vulnerabilities', 'More and more cyber attacks are hitting schools and hospitals', 'Increase in cyber attack incidents in the country : Govt']5

NetherlandsHIC Europe & Central Asia2018 December 4 https://www.repubblica.it/esteri/2018/12/04/news/l_olanda_dice_che_l_ambasciata_russa_e_direttamente_coinvolta_nel_tentativo_di_hackeraggio_dell_opcw-213387079/[2201268, 2198939, 2198945, 2204555, 2198946, 2198940]['Russian Embassy in The Hague accused of trying to hack OPCW', 'Russian embassy was involved in OPCW hack', 'Russian embassy nerve center espionage, played role in OPCW hack', 'The Netherlands says the Russian embassy is involved in the OPCW hack attempt', 'Russian embassy The Hague is espionage center, involved in OPCW hack', 'Russian embassy actively involved in hacking operation on OPCW']5

Bulgaria UMC Europe & Central Asia2022 July 27 https://www.novinite.bg/articles/220499/Zaradi-kiber-atkata-Globyavat-Balgarski-poshti-s-krupna-suma[3728605, 3728601, 3728597, 3728596, 3728602]['Bulgarian Post is fined 1 million. BGN because of the cyber attack', 'Because of the cyber attack: "Bulgarian Post" is fined a large sum - Novinite. bg', 'Bulgarian Post was fined 1 million. leva for irresponsibility in the cyber attack', '1 million BGN fine for Bulgarian Post due to the hacker attack', '1 million BGN fine for Bulgarian Post due to the lack of measures before the cyber attack']4

United StatesHIC North America 2019 March 17 https://arstechnica.com/information-technology/2019/03/how-hackers-pulled-of-a-20-million-bank-heist/[3999879, 3996827, 3994948, 4395191]['Digital bank robbery: How hackers cleared 20 million euros', 'How hackers pulled off a $20 million bank heist', 'How Hackers Pulled Off a $20 Million Mexican Bank Heist', 'How hackers stole $20m from Bank of Mexico']3

Russia UMC Europe & Central Asia2021 September 22 https://news.mail.ru/incident/48031819/[2888110, 2888138]['Hacker attack threatens the US with a shortage of grain and meat', 'Russian hackers were accused of attacking Iowa farmers. The US is facing food problems']1

Lithuania HIC Europe & Central Asia2021 June 11 https://www.lrytas.lt/it/ismanyk/2021/06/11/news/puerto-riko-elektros-firma-skelbia-patyrusi-kibernetine-ataka-ir-gaisra-19704369/[3333947, 3333634, 3333635]['First hacker attack, then the fire: blackout in Puerto Rico', "Puerto Rico's power firm says it suffered a cyber attack and fire", 'In Puerto Rico, thousands are without power after a cyber attack on a power company and a fire']2

South KoreaHIC East Asia & Pacific2019 May 1 http://news1.kr/articles/?3610430[4022644, 4022646, 4467871]["North Korea's presumed hacker organization, Goldstar 121, detected an attempt to attack North Korean officials", 'North Korea’s presumed hacking organization Venus 121 … Cyberattack impersonating Ministry of Unification', 'North Korea hackers  Venus - 121  behind attack on activists , firm says']2

Syria LIC Middle East & North Africa2017 June 2 http://www.middleeasteye.net/news/iraq-arrests-hacker-sparking-hacking-campaign-against-government-1929928407[1186828, 540943]['Iraq arrests hacker , sparking deluge of attacks on websites', 'Iraqi hacker arrested for targeting security agency']1

India LMC South Asia 2021 July 13 https://navbharattimes.indiatimes.com/state/madhya-pradesh/indore/indore-police-website-hack-news-indore-police-website-hacked-slogan-given-for-free-kashmir-comment-on-pm-modi-also/articleshow/84374821.cms[3387081, 3387077, 3387082, 3387078, 3387076]['Indore Police Website Hacked Latest News Indore Police Website', "Cyber \u200b\u200bAttack: Indore Police's website hacked, objectionable thing written about PM Modi", 'indore police website hack news: indore police website hacked news: indore police website hacked, slogan given for free kashmir, comment on pm modi also', 'Indore Police Website Hacked; Madhya Pradesh Breaking News | Free Kashmir, Pakistan Zindabad Message Posted | Hacker wrote Free Kashmir and Pakistan Zindabad; Indecent remarks on PM Modi', 'Indore Police website hacked, hacker wrote - Free Kashmir and Pakistan Zindabad']4

Brazil UMC Latin America & Caribbean2021 March 19 https://oglobo.globo.com/economia/pf-prende-hacker-suspeito-de-vazar-dados-de-223-milhoes-de-brasileiros-maior-ja-registrado-no-pais-24932206[3193477, 3189489, 3191265, 3189491, 3189483]['PF detected payments abroad to hacker who leaked data of 223 million Brazilians', 'Police arrest hacker suspected of leaking data of 223 million Brazilians', 'PF arrests hacker suspected of leaking data of 223 million Brazilians', 'PF arrests hacker suspected of leaking data of 223 million Brazilians, the largest ever registered in the country', 'Federal Police arrest hacker suspected of leaking data of 223 million Brazilians']4

United StatesHIC North America 2021 February 10 https://www.mactechnews.de/news/article/Apple-Microsoft-Tesla-PayPal-Sicherheitsforscher-hackt-interne-Systeme-von-ueber-35-Unternehmen-177000.html[3167514, 3131627, 3122441, 3128395, 3115232, 3122444, 3123876, 3128394, 3127793, 3130792, 3122623, 3132945, 3124160, 3123862, 3124702, 3125964, 3129455, 3124523, 3122643, 3123129, 3123497, 3165883, 3184672, 3133143, 4107826, 3118607, 3124851, 3126503, 3113829, 3131352, 3118015, 3112047, 3120886, 3123127, 3124864, 3122962, 3175228, 3126682, 3143615, 3175230, 3154902]['Ethical Hacking Training at -89%: take advantage of an interesting offer', 'Researcher hacks over 35 tech firms in novel supply chain attack -- Science & Technology -- Sott . net', 'Alex Birsan hacked 35 companies including Apple and Microsoft', 'Hackers earn 130 . 000 USD thanks to the discovery of a security hole', 'Intellectual Hacking | Starting at 50', 'He hacked 35 tech companies, including Apple and Microsoft, and made over $130,000', 'Supply - Chain Hack Breaches 35 Companies , Including PayPal , Microsoft , Apple', 'Hackers earn 130 . 000 USD thanks to the discovery of a security hole | Technology', 'Reminder : Save 98 % on the All - In - One 2021 Super - Sized Ethical Hacking Bundle', 'Hackers Break 35 Big Technology Companies, Get Prizes of IDR 1.8 Billion', 'Proof - of - Concept : Security researcher hacks Apple , Microsoft , PayPal and Co . › Macer head', 'This is how they hacked some of the most important companies in the world such as Apple, Microsoft, PayPal, Uber or Tesla', 'An exploit let 40

France HIC Europe & Central Asia2021 March 26 https://www.ladepeche.fr/2021/03/26/info-la-depeche-un-fichier-avec-les-donnees-de-363-000-toulousains-a-ete-pirate-9451547.php[3201827, 3201826, 3201833]['Haute - Garonne : the personal data of more than 360 . 000 inhabitants hacked', 'Occitanie: the personal data of more than 300,000 inhabitants of Haute-Garonne hacked', 'INFO LA DEPECHE . Haute - Garonne: a file with the personal data of 363,000 inhabitants of the department has been hacked']2

Ukraine LMC Europe & Central Asia2017 November 7 http://internetua.com/hakerskaya-gruppirovka-OceanLotus-vzlomala-sait-prezidenta-filippin[956658, 955916]['Hacker group OceanLotus hacked the website of the President of the Philippines', 'Hackers target Philippine military , Presidential websites']1

KyrgyzstanLMC Europe & Central Asia2021 February 17 https://svodka.akipress.org/news:1682914[3134706, 3134707]['Hacker tried to hack SCNS website – AKIpress summary', 'SCNS website tried to be hacked']1

United StatesHIC North America 2018 June 16 https://www.acainternational.org/news/states-update-data-breach-notification-laws-with-stricter-definitions-and-requirements[1708308, 1723700, 1711400, 1736910, 1758137, 1729833, 1726565, 1764541, 1713261, 1711401, 1723742, 1768040, 1708323, 1761608, 1751282, 1742772, 1717557, 1711409, 1756017, 1711406, 1767921, 1745957, 1758181, 1772148, 5061392, 1736909, 1756018, 1758139, 1711411, 1711434]['Arizona Updates Its Data Breach Notification Law', 'New for Summer : Upcoming Amendments to State Data Breach Laws', 'Strict Data Breach Law Moves Forward in California', 'BreachExchange : Oregon Amends Data Breach Notification Law', 'Changes to Louisiana s Data Breach Notification Law Go Into Effect August 1', 'CO , LA , and VT Add Data Breach Notification Laws', 'Cybersecurity Legal Compliance Update : Spring 2018 Brings Sea Change to Data Breach Notification Laws', 'Privacy and Security Round - up - Colorado Data Breach Law , Guidance from OCR', 'Colorado Governor Signs Data Breach Notification Law', 'Colorado Enacts Sweeping Changes to Data Breach Reporting Requirements and Adds New Data Security Requirements', 'Colorado Enacts Expanded Data Breach Notification Law', 'Privacy And Security Round - Up \x96 Colorado Data Breach Law , Guidance From OCR - Data Protection', ' [ H ] ardOCP : California Strict Data Breach Law Moves Forward', 'Australia data breach law suits could be a honey pot of gold', 'State29

South KoreaHIC East Asia & Pacific2021 March 9 https://www.tripwire.com/state-of-security/featured/us-charges-north-korean-hackers-wannacry-sony-pictures-attack/[3176149, 3173717, 3171600, 3173713, 3173712, 3171367, 3173718]['Newspim - North Korea presumed hacking detected using East Security ROK-US joint training', 'Hacking attempts allegedly linked to Pyongyang detected', 'North Korean hackers charged by US in relation to attacks', "North Korea's alleged hacking in line with the ROK-US joint training... targeting diplomatic and security experts", "North Korea's estimated hacking rampant in line with the ROK-US joint training... Target diplomacy and security experts", 'Hacking of diplomatic and security targets involving North Korea in line with the ROK-US joint training', 'Joint Korea-US military exercise: suspected North Korean hackers step up attacks']6

Indonesia LMC East Asia & Pacific2021 March 30 https://www.antaranews.com/berita/2070998/pakar-peretasan-pertamina-akibat-keamanan-sistem-ti-tak-memadai[3207076, 3207078, 3207075]["Data Allegedly Leaked Hacked by Hackers, IT Experts Regret Pertamina's Security System", "Prone to Hacking, IT Experts Reveal Estimated Causes of Pertamina's Internal Data Breaking", 'Expert: Hacking Pertamina due to inadequate IT system security']2

Russia UMC Europe & Central Asia2020 September 1 https://iz.ru/1055509/2020-09-01/elektronnaia-pochta-rossiiskogo-posolstva-v-avstrii-podverglas-vzlomu[2686182, 2680696, 2680689, 2680688]['Mail manipulated in Salerano, Russian hacker attacks the Municipality', 'The email of the Russian Embassy in Austria was attacked by hackers', 'The Russian Embassy in Austria was hacked', 'Russian embassy email in Austria hacked']3

Indonesia LMC East Asia & Pacific2020 September 7 https://jabar.tribunnews.com/2020/09/07/peretas-indonesia-dapat-puluhan-miliar-rupiah-perusahaan-asal-italia-dan-cina-jadi-korban[4260140, 4260139]['Crazy! Indonesian Gang Breaks Italian Company Rp. 58 Billion, Email Hacking Mode and Transaction Bypass', 'Indonesian Hackers Get Tens of Billions of Rupiah, Companies from Italy and China Become Victims']1

Israel HIC Middle East & North Africa2019 December 11 http://www.isra.com/news/238755[4937021, 4946367, 4937152, 4937040, 4941933]['Israeli researchers identified a cyber attack that was used to steal tens of millions of dollars', 'Likely Israeli Cyber Attack Compromises 15 - Million Iranian Bank Accounts', 'Iranian banks hacked', 'Iran banks were hacked , minister admits , but experts doubt his claimed culprit', 'Israeli Experts Uncover Hacking Operation That Could Have Been Disastrous']4

Bulgaria UMC Europe & Central Asia2019 July 28 https://novini.bg/bylgariya/obshtestvo/549656[4625764, 4625766]['IT specialists: Hacking of NRA systems is due to poorly written software - Society', 'Passionate IT professionals: The hacking of NRA systems is due to poorly written software']1

KazakhstanUMC Europe & Central Asia2017 May 13 https://zonakz.net/2017/05/13/xakery-atakovali-operatora-kashaganskogo-proekta/[460323, 460321, 460346]['Operator of Kashagan project subjected to hacker attack', 'Hackers attacked the operator of the Kashagan project', 'Servers of Kashagan project operator subjected to hacker attack']2

SwitzerlandHIC Europe & Central Asia2020 November 8 https://www.20min.ch/story/hacker-verlangen-von-der-campari-gruppe-15-millionen-dollar-loesegeld-997933345902[4266259, 2760960, 4266881]['Campari Group victim of Ragnar Locker ransomware. Cybercriminals stole 2TB of sensitive data and demand $15M to unlock files and delete stolen data', 'After cyber attack: hackers demand $15 million ransom from the Campari group', 'Campari attacked by Ragnar Locker ransomware']2



Burkina FasoLIC Sub-Saharan Africa2017 May 22 http://lefaso.net/spip.php?article77331[506075, 510637]['Burkina: Several government websites hacked', 'Hacking of Burkinabè websites: "It was predictable", retorts Younoussa (...)']1

India LMC South Asia 2022 November 18 https://timesofindia.indiatimes.com/business/india-business/securities-depository-cdsl-detects-malware-in-few-internal-machines/articleshow/95609424.cms[3886913, 3886910, 3887732, 3888512, 3886911, 3886907, 3888516, 3886909, 3886912, 3890408, 3886906, 3890410, 3886908, 3888518, 3889470, 3888963]['Central Depository Reports Malware Intrusion , Says Data Safe', 'Central Depository Services : Securities depository CDSL detects malware in few internal machines', 'India securities depository CDSL says malware compromised its network', 'CDSL services down due to cyber attacks', 'Central Depository Services Detects Malware In Few Internal Machines', 'Settlement at CDSL delayed due to malware detection - The Hindu BusinessLine', 'CDSL detects malware , puts off settlements', 'Securities depository CDSL detects malware in few internal machines', 'CDSL detects malware in system ; settlement activities affected', 'India 2nd largest data repository CDSL reports malware , but no data loss', 'CDSL detects malware in system, settlement activities affected', 'Settlement at CSDL carried out on Sunday following cyber attack', 'CDSL admits malware hit its systems , investor data safe', 'India largest depository detects malware in systems', 'CDSL completes Friday pending settlement after a cyber attack', 'Indian securi15

United StatesHIC North America 2019 January 31 https://www.newsweek.com/russian-military-intelligence-hackers-dnc-washington-1313036[4320380, 4319993, 4320361, 4320364, 4320359]['Russian group suspected in DNC hack', 'Russian Military Intelligence Hackers Who Allegedly Broke Into DNC Recently Targeted Washington D . C . Security Think Tank', 'Russian group suspected in DNC hack targeted Washington think tank :: WRAL . com', 'Russian group suspected in DNC hack targeted Washington think ... ', 'Russian group suspected in DNC hack targeted Washington think tank']4

China UMC East Asia & Pacific2020 February 8 http://www.china.org.cn/world/Off_the_Wire/2020-02/09/content_75686101.htm[2336514, 2346240, 2335325, 2334746, 4167307, 2333393, 4167306, 2346139, 2336969, 2346138, 2334782]['Big Cyber Attack Hits Iran', 'Iran says U . S .  probably  behind cyber attack on telecom network - Xinhua', 'Iran aborts powerful cyber attack on telecom network | News', 'Iran aborts  powerful  cyber attack on telecom network - Xinhua', 'Iran aborts cyber attack on telecom network', 'Iran aborts  powerful  cyber attack on telecom network', 'Iran aborts cyber attack on telecom network , Telecom News , ET Telecom', 'Iran accuses US of recent cyber attack on government infrastructure', '  Largest cyber attack in Iran history  occurs on eve of failed satellite launch', 'Iran says U . S .  probably  behind cyber attack on telecom network - World - Angola Press', 'Iran guarantees communications , despite cyber attacks']10

Mexico UMC Latin America & Caribbean2021 October 5 https://www.cuartopoder.mx/nacional/tras-27-millones-de-intentos-de-hackeo-pnt--estable/381398/[2910150, 2910151]['After 27 million hack attempts, PNT, stable', 'After hacking attempts, PNT is stable']1

Spain HIC Europe & Central Asia2017 October 9 https://elmercurio.com.mx/internacional/hackean-la-web-del-mayor-sindicato-policial[879335, 878913]['They hack the website of the largest police union and get hold of data from 17. 790 users. Technology news', 'They hack the website of the largest police union']1

Chile HIC Latin America & Caribbean2022 October 14 https://eltipografo.cl/2022/10/plataformas-de-la-defensoria-penal-publica-intentaron-ser-hackeadas[3838090, 3838084, 3838085]["Platforms of the Public Criminal Defender's Office tried to be hacked", "New hacking attempt affected the Public Criminal Defender's Office: they ordered to turn off all computers that work with Windows", "Public Criminal Defender's Office suffers a hacking attempt and turned off all its Windows computers | National"]2

South KoreaHIC East Asia & Pacific2019 April 2 http://news1.kr/articles/?3586496[4420008, 4412166]['Voice phishing for government-supported low-interest loan repayment … Arrested 15 people who stole 2 billion won', '[Exclusive] Voice phishing tricked by a prestigious university student, two money collectors arrested as Nonghyup employee base']1

Finland HIC Europe & Central Asia2018 June 15 https://www.tivi.fi/Kaikki_uutiset/tietomurto-suomalaisessa-bitcoin-palvelussa-paljastaja-saa-palkkion-euroina-6729699[1747300, 1747299]['A data breach in a Finnish Bitcoin service - the revealer receives a reward of 500 euros', 'Data breach in the Finnish Bitcoin service - the revealer receives a reward in euros']1

Mexico UMC Latin America & Caribbean2018 May 1 https://www.alcalorpolitico.com/informacion/atraso-en-el-pago-a-jubilados-se-debio-a-un-supuesto-intento-de-hackeo-a-bancos-261575.html[1630583, 1630572]['Alleged hacking of banks delays payment of companies to employees', 'Delay in payment to retirees was due to an alleged attempt to hack banks']1

India LMC South Asia 2017 May 30 http://www.business-standard.com/article/news-ians/north-korean-hackers-behind-bangladesh-bank-heist-russian-expert-117053001744_1.html[536279, 536278, 534268, 536277]['North Korean Hackers Behind Bangladesh Bank Heist : Russian Expert', 'Russian cyber security firm claim that Bangladesh heist was conducted by North Korean hackers', 'North Korean hackers behind Bangladesh bank heist : Russian expert', 'North Korean Hackers Behind Bangladesh Bank Heist : Russian Expert – ']3

United Arab EmiratesHIC Middle East & North Africa2017 December 25 http://securitymiddleeast.com/2014/12/24/etisalat-website-hacked/[1083264, 1081820]['Etisalat Website Hacked', 'Comments on the hack attack on the Etisalat Website']1

Ukraine LMC Europe & Central Asia2020 February 6 https://www.ukrinform.net/rubric-defense/2870873-russia-using-ukraine-as-test-site-for-cyber-attacks-experts.html[2329915, 2327525]['Russia using Ukraine as test site for cyber attacks – experts', 'Russian hackers attacked unique security facilities in Ukraine']1

United StatesHIC North America 2020 July 15 https://www.courrierinternational.com/article/piratage-lespagne-aurait-utilise-un-logiciel-espion-contre-des-elus-independantistes[2600570, 2606553, 4242664, 2598446, 2609570, 2601078, 2601547, 2599125, 2612990, 2599076, 2608506, 2601135, 2615976, 2601060, 2605800, 2608502, 2601115, 2603540, 4242624, 2609685, 2602651, 2601099, 2601358, 2601840, 4231364, 2601028, 2601075, 2600717, 2592853, 2603148, 2610573, 4234139, 2614248, 2623226, 2600496, 2601619, 2610543, 2600485, 2598792, 2615323, 4231712, 2598483, 2599545, 2628492, 2598485, 2599111, 2610545, 2601027, 2620722, 2629145, 4242669, 2600579, 2598794, 2600856, 4231692, 2601500, 2610577, 2615324, 2598861, 2601113, 2613973, 2608492, 4231168, 2601519, 2600853, 2612292, 2603816, 2610385, 4231368, 2600925, 2602793, 2598411, 2612339, 2599532, 2606508, 2612249, 2598799, 2601499, 2599056, 2610377, 2600453, 2608949, 2601374, 2610913, 4231355, 2601242, 2606535, 2610546, 4231356, 2614261, 2606503, 2601025, 2600932, 4231353, 2601605, 2601155, 2628675, 2607379, 2606512, 2603105, 2601637, 2607411, 2606062, 2603290, 2598412, 2599121, 2603822, 4238363, 2599131, 2615759, 2609562, 2599336, 2606493, 260114["Catalan leader suspects the Spanish state of espionage - cyber researchers say George Torrent's phone had spyware", 'Pegasus, the program that has hacked Catalan politicians and spied on journalists and activists all over the world', 'WhatsApp: The Israeli millionaire who sells spyware to half the world to sneak into your mobile', 'Israeli court rejects petition to curb spyware company - Region - World', "A US court rejects the Israeli company's petition regarding the WhatsApp hack", 'Catalan separatist leader demands investigation into Spanish phone hacking scandal', 'Israel court dismisses Amnesty bid to stop NSO Group exporting spyware - JURIST - News', 'Israeli Court Blocks Amnesty International Attempt to Curb Spyware Firm NSO', 'Facebook continues its battle against WhatsApp hackers | Arab portal for technical news', 'Amnesty International loses lawsuit against spyware vendor NSO Group', 'Citizen Lab chief researcher finds phone hacking worrying', 'Pegasus: the spyware for WhatsApp that could hack Rog134

Russia UMC Europe & Central Asia2020 September 16 https://www.infox.ru/news/283/242750-hakery-vzalis-za-neftegazovye-kompanii[2701364, 4256472, 2701358]['Experts recorded an increase in cyber attacks on oil and gas companies in the first half of the year', 'Hackers take over oil and gas companies', 'Experts recorded the growth of cyber attacks on oil and gas companies']2

South KoreaHIC East Asia & Pacific2019 January 15 http://www.diodeo.com/news/view/3254530[4370067, 4372398]['Suspected hacking of 30 computers of the Defense Acquisition Program Administration … Government cyber security concerns', 'Hacking attempts made on 30 computers of defense acquisition agency']1

Brazil UMC Latin America & Caribbean2017 February 9 http://www.em.com.br/app/noticia/internacional/2017/02/09/interna_internacional,846190/americano-de-14-anos-reconhece-ataque-hacker-a-aeroporto-de-bruxelas-a.shtml[172345, 180079, 173306, 172337, 172344, 173854, 5048223, 174048, 1106389]['American admits hacking at Brussels airport after attacks', 'Behind the hacking attack after the attack in Brussels was a child', 'USA News : US teen , 14 , admits hacking attack on Brussels airport', '14-year-old American recognizes hacker attack at Brussels airport after attacks', '14-year-old American recognizes airport hack after attacks', 'US teen admits hacking Brussels airport after suicide bombings', 'US teen confesses to hacking Brussels airport on day of attack', 'US teen , 14 , admits hacking attack on Brussels airport', 'An American minor was behind the hacker attack on the Brussels airport - News. Czech']8

Taiwan 0 0 2017 October 9 http://www.lankaweb.com/news/items/2017/10/09/home-society-back-to-list-cib-confirms-suspect-nabbed-for-hacking-us500000-unaccountable/[879504, 879361, 882457]['CIB confirms suspect nabbed for hacking ; US$500 , 000 unaccountable ', 'LankaWeb – The Criminal Investigation Bureau CIB confirms suspect nabbed for hacking ; US$500 , 000 unaccountable', 'CIB confirms suspect nabbed for hacking ; US$500 , 000 unaccountable']2

Qatar HIC Middle East & North Africa2018 September 14 http://www.qatar-tribune.com/Latest-News/ArtMID/423/ArticleID/19218[2004130, 2001232, 2006280, 2001231]['Qatar to add  QNA website hacking  case to the others against UAE in ICJ', 'QNA hacking to be added to the case against UAE in ICJ : Marri', 'Qatar to Sue Saudi Arabia and UAE for Hacking its News Agency , Spoofing Emir', 'Qatar to take UAE to ICJ over QNA website hacking']3

Israel HIC Middle East & North Africa2020 September 7 http://www.5tjt.com/hackers-steal-7-5-million-from-washington-federation-endowment/[4254258, 4254252, 4254254, 2682865, 2685659, 2682873, 2688816, 2687070, 2678202, 4254253, 2683122, 2692294]['Hackers steal $7 . 5 million from Washington Jewish endowment', 'Hackers steal $7 . 5M from Washington Jewish Endowment', 'Hackers steal $7 . 5 million from Washington Jewish endowment - Jewish Telegraphic Agency', 'Hackers Stole Private Information From Donor Lists to 200 Institutions , Including the Smithsonian and the National Trust', 'Hackers Steal Donor Info From Smithsonian , united kingdom National Trust , Other Nonprofits', 'Smithsonian confirms that its donor data was potentially breached in ransomware attack', 'Hackers steal millions from WA Jewish endowment', 'Hackers Steal $7 . 5 Million From Washington Federation Endowment', 'Hackers may have accessed donor data from several local nonprofits', 'Hackers steal $7 . 5 million from Washington Jewish endowment - US & Canada', 'Jewish Federation of Greater Washington reports $7 . 5 million hack', 'Hackers steal $7 . 5 million']11

Spain HIC Europe & Central Asia2022 August 4 https://www.diariosigloxxi.com/texto-s/mostrar/466598/ciberataque-ruso-julio-sufrido-csic-maniobra-extorsion[3739409, 3737745, 3736807]['The Russian cyber attack suffered by the CSIC in July was an extortion maneuver', 'Defense accuses Russia of being behind the cyber attack on the CSIC', 'What is known about the Russian cyber attack on the CSIC']2

Mexico UMC Latin America & Caribbean2021 October 23 https://noticieros.televisa.com/ultimas-noticias/gobernadores-de-guerrero-y-chiapas-denuncian-hackeo-de-sus-cuentas-de-whatsapp/[2941013, 2941009]['Hacking of governors: Chiapas and Guerrero, new victims', 'Governors of Guerrero and Chiapas denounce hacking – Noticieros Televisa']1

Spain HIC Europe & Central Asia2021 March 22 https://www.ondacero.es/noticias/espana/inteligencia-espanola-apunta-rusia-como-causante-ciberataque-sepe_2021032260585407f992530001f82f17.html[3194404, 3194276, 3194273]["Hackers - Russia suspected of cyberattack on Spain's State Employment Service UNIAN", 'Spanish Intelligence points to Russia as the cause of the cyber attack on SEPE', 'The CNI points to Russian hackers in the attack on SEPE in revenge']2

United StatesHIC North America 2022 May 7 https://www.crhoy.com/economia/en-medio-de-hackeo-hacienda-habilita-formulario-en-papel-para-contribuyentes/[3630688, 3626424]['In the midst of an institutional crisis due to hacking, the Treasury changes its Director of Taxation', 'In the midst of hacking, the Treasury enables paper form for taxpayers']1

Russia UMC Europe & Central Asia2019 April 18 https://rus.delfi.lv/news/daily/abroad/the-insider-vzlomannaya-perepiska-ukazyvaet-na-finansirovanie-zelenskogo-iz-rossii.d?id=51006845[4448252, 4450039, 4012994, 4012974, 4449280]["NEWSru. com :: The Insider : Hacked emails point to Zelensky being funded by Surkov's people who came up with the Pinocchio project", "Hacked correspondence: Surkov's people funded Zelensky's headquarters - The Insider", 'The Insider: Hacked emails point to Russian funding for Zelensky', "The Insider: Hacked emails point to Zelensky being funded by Surkov's people", 'Is Vladimir Zelensky financed by Kremlin money - what is written in the emails obtained by hackers']4

Chile HIC Latin America & Caribbean2018 June 22 http://www.america-retail.com/chile/chile-hong-kong-indaga-lavado-de-dinero-tras-hackeo-banco-de-chile/[1778698, 1773188, 1782084, 1782248, 1765750, 1765709, 1769237, 1765710, 1765711, 1765708, 1782094, 1781490]['Government asked the IMF for technical assistance in cybersecurity after hacking Banco de Chile', 'SBIF called to improve legislation to increase cybersecurity after hacking Banco de Chile', 'Chile asks the IMF for assistance in cybersecurity after hacking Banco de Chile', 'Chile asks the IMF for help after hacking 10 million dollars from a bank', 'Chile : Hong Kong probes money laundering after Banco de Chile hack', 'Hacking of Banco de Chile: they report possible money laundering in Hong Kong', 'Hacking of the Bank of Chile: Hong Kong investigates money laundering after millionaire leak of funds', 'Money stolen in a hack to Banco de Chile reaches Hong Kong: police investigate money laundering', 'Hong Kong police reveal they are investigating money laundering after Banco de Chile hack', 'Hong Kong Police Investigate Money Laundering After Banco de Chile Hacked | Economy', 'Chile asks IMF for help after bank hack', 'Government asks the IMF for help after hacking and robbery against the Bank of Chile | Natio11

United StatesHIC North America 2017 July 14 HTTP://www.yonhapnews.co.kr/economy/2017/07/14/0319000000AKR20170714168200017.HTML?template=5567[668093, 666970]['Anonymous Hacking... 13 Koreans charged with espionage sent to prosecution', 'Anonymous Choo hacker, hacking of shopping malls operated by local governments in Korea']1

Ghana LMC Sub-Saharan Africa2020 October 14 https://www.ghanaweb.com/GhanaHomePage/politics/2020-Polls-Ghana-s-electoral-data-secured-from-cyber-attacks-NCSC-1084501[2743433, 2743432]['Election 2020 : Ghana electoral data secured from cyber attacks', '2020 Polls : Ghana electoral data secured from cyber attacks']1

Russia UMC Europe & Central Asia2021 September 22 https://tass.ru/mezhdunarodnaya-panorama/12482255[2888111, 2887271, 2882752, 2882295]["Venezuela says the hacker attack on the country's largest bank came from the US", 'Banco de Venezuela restores its services after cyber attack | News', 'Venezuelan government assures that Banco de Venezuela suffered a massive hack', 'Venezuela announced a cyber attack on the main bank of the country']3

Argentina UMC Latin America & Caribbean2020 July 24 https://sinmordaza.com/noticia/114939-hackearon-las-redes-sociales-de-la-municipalidad-de-santa-fe.html[4241224, 2621740, 2621731, 2621732]['They hacked the WhatsApp of the mayor of Olavarría to defraud him', 'They hacked the website and Twitter of the Municipality', 'They hacked the social networks of the Municipality of Santa Fe', 'They hacked the Twitter account and the website of the municipality of Santa Fe to criticize Jatón']3

China UMC East Asia & Pacific2022 June 18 https://russian.rt.com/world/news/1016178-hakery-ataka-frg[4096709, 3681168]['Germany hawkish Greens report computer system hack', 'Hackers attacked the internal network of the Green Party in Germany']1

United StatesHIC North America 2018 January 23 http://www.handelsblatt.com/technik/it-internet/kritische-infrastruktur-schuetzen-im-fadenkreuz-der-hacker/20877220.html[1333206, 1346545, 1353374, 1347767, 1353371, 1351705]['US Energy Infrastructure Vulnerable to Hack Attack', 'Better Thermostat Passwords May Deter Cyber Attacks on Grid', 'Critical infrastructure targeted by hackers', 'Industrial Plant Attack Generates Renewed Concerns Over Critical Infrastructure Hacking Threats', 'In the crosshairs of hackers : A large - scale hacker attack on transport systems or power plants , these ...', 'Cyber Attacks on U . S . Power Grids Can Be Deterred With Password Changes']5

South KoreaHIC East Asia & Pacific2021 April 11 http://news.kmib.co.kr/article/view.asp?arcid=0015729143&code=61121111&sid1=soc[3224348, 3224347, 3225269, 3224345, 3225270]['KAIST physics department building billboard hacked and plastered with pictures of Joker', 'Another hacked KAIST... A picture of Joker on the billboard inside the building', 'The joker picture plastered on the KAIST billboard... Hacking again after November', 'KAIST Department of Physics building billboard hacked, plastered with pictures of Joker', 'KAIST hacked again... Plastering Joker images on billboards: Dong-A Science']4

Indonesia LMC East Asia & Pacific2020 July 7 https://www.tribunnews.com/nasional/2020/07/07/retas-situs-lembaga-negara-pelaku-gunakan-uang-hasil-kejahatannya-untuk-mabuk-mabukan[2590825, 2590824, 2590826]['Police Reveal Motives for Hacking State Institution Sites, Perpetrators Use Ransom Money for Drunkenness', 'Hacking State Institution Sites, Perpetrators Use the Money from their Crimes for Drunkenness', 'Hacker 1 . 309 Government - Private Accounts for Drunkenness']2

India LMC South Asia 2019 May 22 https://inc42.com/buzz/truecaller-denies-data-breach-reports/[4496183, 4496178]['Truecaller data breach : Personal data of millions of Indians available on dark web , company denies breach', 'Truecaller Denies Reports Of Data Breach Affecting 15 Mn Users In India']1

United StatesHIC North America 2021 November 19 https://www1.cbn.com/cbnnews/israel/2021/november/cleaner-for-israeli-defense-minister-charged-with-spying-for-iran-backed-hackers[2989605, 2988307, 2987483, 2985122, 2990988]["Israeli Defense Minister's janitor leaked information to Iranian hackers", 'Cleaner for Israeli Defense Minister Charged With Spying for Iran - Backed Hackers', 'Israeli Defense Minister House Cleaner Charged With Espionage for Iran - Linked Hacker Group', 'Israeli employed in defense minister home charged with offering info to Iran - linked hackers', 'A house cleaner working for Israel defense minister offered to spy for hackers linked to Iran , says indictment']4

United StatesHIC North America 2018 March 22 https://www.newsmax.com/thewire/orbitz-data-breach-expedia/2018/03/21/id/849916/[1511291, 1517676, 1539610, 1511282, 1537508, 1547440, 1537513, 1511247, 1511422, 1511343, 1515046, 1511419, 1537509, 1511294, 1517731, 1537506, 1514225, 1532602, 1511347, 1519907, 1521074, 1517780, 1508553, 1517704, 1517649, 1511372, 1511337, 1511808, 1514264, 1514407, 1514178]['Orbitz Discloses Possible Data Breach Affecting 880 , 000 Payment Cards', '880 , 000 payment cards affected in travel company data breach – Naked Security', 'Air Canada : says some hotel bookings caught up in Orbitz data breach', 'Orbitz says a possible data breach has affected 880 , 000 credit cards', 'Air Canada says some hotel bookings caught up in Orbitz data breach › Medicine Hat News', 'Over Half a Million Payment Cards Vulnerable in Orbitz Data Breach', 'Air Canada warns customers some hotel bookings caught up in Orbitz data breach', 'Orbitz data hack may have compromised 880K credit cards', 'Orbitz booking platform hacked : Travel Weekly', 'Orbitz hack hits credit card info , birth dates and more', 'Hackers could have credit card numbers of 880 , 000 Orbitz users', 'Orbitz says possible data breach affects 880 , 000 payment cards', 'Air Canada says some hotel bookings caught up in Orbitz data breach - Article', 'Expedia : Orbitz Discloses Possible Data Breach Affecting 880 , 000 Payment Cards -- 2nd30

Uruguay HIC Latin America & Caribbean2022 December 19 https://ladiaria.com.uy/politica/articulo/2022/12/filtracion-de-datos-reservados-del-inau-se-deberia-a-hackeo-de-correos-de-funcionarios-segun-abdala/[3929425, 3930909]["Leaking of INAU's reserved data is due to hacking of officials' emails, according to Abdala", 'Abdala: hacking into INAU is a call to attention to the State']1

Russia UMC Europe & Central Asia2021 October 15 https://ura.news/news/1052511143[2928901, 2928899]['Kurgan hacker received 1 . 5 years in prison for attempting to hack government websites', 'Kurgan hacker sentenced for attacking government websites']1

Bulgaria UMC Europe & Central Asia2019 August 1 https://www.burgasinfo.com/news/view/3/91068[4636779, 4636755, 4636760]['They tighten the issuance of fast loans because of the hacked NRA', 'They are tightening the regime for granting fast loans because of the hacking of the NRA', 'They tighten the issuance of fast loans because of the hacked NRA Today bg']2

Armenia UMC Europe & Central Asia2019 October 18 http://www.turan.az/ext/news/2019/10/free/Social/ru/84572.htm[4811588, 4811601]['Azerbaijani hacking group behind attacks on PM official website - Panorama', 'Azerbaijani hackers hacked the website of the Prime Minister of Armenia']1

United StatesHIC North America 2018 February 28 http://elaph.com/Web/News/2018/2/1192544.html[1453550, 1453133, 1452481, 1452322, 1452496, 1456825, 1451880, 1455062, 1452501, 1462714, 1453132, 1455059, 1454342, 1451061, 1454611, 1469792, 1452190, 1453134, 1457927, 1457629]['Symantec points the finger at the activity of a group of Iranian hackers', 'Iranian hackers spy on 9 companies and institutions in the Middle East', 'Hackers Spy on Jordanian Companies | East and West', 'American company: Iranian hackers spying on Middle Eastern institutions', 'Iranian "hackers" spying on institutions in the Middle East', 'Chafer : Iranian hacking group expands attacks , spying operations on airline firms in Middle East', 'US report: Iranian hackers spied on institutions in the Middle East', 'Including Saudi Arabia and the United Arab Emirates.. Iranian “hackers” targeting companies in the Middle East', 'Iranian hackers spying on Middle Eastern institutions | Al Joumhouria | Republic | Newspaper', 'Iranian hacker sparks intl concerns', 'Iranian hackers spying on Middle Eastern institutions', "Al Bawaba News: An American information security company exposes Iran's hacking against the Middle East.. Symantec: Iran targeted Emirati and Saudi institutions through cyber attacks.. and Tehran did n19

Slovak RepublicHIC Europe & Central Asia2018 June 12 https://ekonomika.sme.sk/c/20848194/slovensko-celi-masivnym-hekerskym-utokom-z-celeho-sveta.html[1744220, 1737426, 1740805, 1740802, 1744249, 1740799, 1737428, 1737425, 1740800, 1737427, 1737421, 1747223, 1737432, 1737430, 1737429, 1737423, 1740803, 1737422, 1739329, 1740801]['How they want to solve hacker attacks on Slovakia. en ? Purchases for hundreds of thousands | Technologies', 'Slovakia faces massive DDOS attacks by hackers - Economy - News', 'To Slovakia . sk hackers are attacking for the third day', 'To Slovakia . sk hackers are attacking for the third day', 'Hackers are attacking Slovakia', 'Massive attack by hackers on the central portal of the Slovak public administration. sk has been going on for the third day.', 'Slovakia faces hackers from all over the world', 'Slovakia faces massive hacker attacks from all over the world', 'Hacker attacks on Slovakia. sk continue - Economy - News', 'Slovakia has been facing hacker attacks in recent days Article | Articles', 'Portal SHMÚ and Slovakia. sk have been facing massive hacker attacks from abroad in recent days.', 'éf Slovakia. sk: I will consider the help of ethical hackers. If they offer themselves', 'Slovakia is facing massive hacker attacks, the target was not only the pages of the Meteorological Institute', 'SLOVAKIA 19

Vietnam LMC East Asia & Pacific2017 December 18 http://english.vietnamnet.vn/fms/science-it/191930/vietnamese-businesses-exposed-to-more-ransomware-cyberattacks.html[1064937, 1063835]['Vietnamese businesses exposed to more ransomware cyberattacks', 'Ransomware Attack : The Corporate Liability Of Reporting In Mainland China']1

India LMC South Asia 2020 June 4 https://www.engadget.com/hackers-target-uk-nhs-research-centers-190009137.html[2543945, 2542080, 2543493]['UK intelligence agencies are working to prevent hacking attempts to steal Covid - 19 vaccine secrets : Report', 'Hackers targeted the united kingdom coronavirus vaccine research', 'State - sponsored hackers target vaccine research']2

France HIC Europe & Central Asia2022 April 12 https://www.zdnet.fr/actualites/lockbit-revendique-le-piratage-des-services-departementaux-de-l-ardeche-39940427.htm[4085723, 3591316]['Lockbit claims the hacking of the Ardèche departmental services', 'Sophos : LockBit affiliates hacked regional government agency']1

Russia UMC Europe & Central Asia2018 June 27 https://ria.ru/incidents/20180627/1523493010.html[1776803, 1776802]['The police detained two hackers for hacking 700 thousand. accounts', 'Police detain suspects in hacking 500,000 accounts']1

United KingdomHIC Europe & Central Asia2022 November 29 http://www.newsdzezimbabwe.co.uk/2022/11/hacking-zec-reports-pachedu-to-cops.html[3901272, 3903202]['HACKING : ZEC REPORTS PACHEDU TO COPS newsdzeZimbabweNewsdzeZimbabwe', 'ZEC reports Pachedu over bullying , hacking']1

United KingdomHIC Europe & Central Asia2019 September 6 https://www.scmagazineuk.com/two-billion-critical-infrastructure-devices-risk-hacking/article/1595904[4721748, 4719537]['Update : Wind River denies two billion critical infrastructure devices at risk of hacking', 'Two billion critical infrastructure devices at risk of hacking']1

India LMC South Asia 2020 February 26 https://www.techradar.com/news/over-120-million-decathlon-user-accounts-hacked[2373572, 2372344, 2373570]['Decathlon Data Breach Exposed Personal Information of Over 123 Million People : Report', 'Over 120 million Decathlon accounts hacked', 'Decathlon data breach exposes over 123 million user personal information']2

Hungary HIC Europe & Central Asia2019 November 12 https://hvg.hu/itthon/20191112_Feltortek_Erzsebetvaros_honlapjat_Niedermullert_gyalaztak_a_hackerek[4870076, 4870077]['At home: The website of Erzsébetváros was hacked, Niedermüller was defamed by the hackers', 'The website of Erzsébetváros was hacked - belfold. today. en']1

United StatesHIC North America 2019 January 21 https://www.eleconomistaamerica.pe/cultura-eAm/noticias/9648695/01/19/Departamento-Familia-Puerto-Rico-anuncia-total-recuperacion-por-ataque-cibernetico.html[4299631, 3962358]['The Department of the Family recovers from the cyber attack', 'Family Department Puerto Rico announces full recovery from cyber attack']1

Turkey UMC Europe & Central Asia2017 December 8 http://www.newsinenglish.no/2017/12/08/hackers-hit-norway-over-whale-hunts/[1044543, 1038042]['Anonymous hacks world biggest whaling industry in Norway', 'Hackers hit Norway over whale hunts']1

Slovenia HIC Europe & Central Asia2021 October 20 https://siol.net/novice/slovenija/telekom-slovenije-zaznava-vedno-vecje-stevilo-kibernetskih-napadov-564035[4151743, 4151744]['Telekom Slovenije is detecting more and more cyber attacks', 'Telekom Slovenije detects an increasing number of cyber attacks']1

Poland HIC Europe & Central Asia2022 November 1 https://www.fakt.pl/polityka/ataku-hakerow-na-polski-senat-byly-oficer-wywiadu-z-waznym-apelem/qe27mxv[3857401, 3863506, 3857406, 3865262, 3856887, 3857517, 3857414, 3859046]['Russian traces found in the hacking attack on the Senate', 'Hacker attack on the Polish Senate. Former intelligence officer with an important appeal', 'Żaryn about the hacker attack: it looks like actions aimed at paralyzing the Senate website', 'Attack of Russian hackers on the Polish Senate. Former intelligence officer tells what they may have been looking for', 'Hacker attacks on Slovakia and Poland', 'In Poland, announced a massive hacker attack on the servers of the Senate', 'Żaryn about the hacker attack: it looks like actions that were supposed to paralyze the Senate website', '“It caused a stir. Senators on the hacker attack on the servers of the Upper Chamber - Wprost']7



Greece HIC Europe & Central Asia2018 May 3 https://www.stoxos.gr/2018/05/channel-24tv-isp-turk-12987-router.html[5004111, 1634962, 1643942, 1634971, 1649028, 1634967, 1642342, 1634964]['Turkish hackers threaten to attack Greek foreign ministry | World', 'GREEK ANTE ATTITUDE ...!!! cyber attack on Turkish Channel 24TV and ISP Turk - Out of service 12 . 987 Turkish routers and servers', 'War between Greek and Turkish hackers - Info', 'Retaliation from Greek hackers: Arabized 13. 000 Turkish servers - "Levelled" Turkish channel', 'War between Greek and Turkish hackers', 'Greek hackers "rolled down" the Turks: They leveled the Channel 24TV network and the ISP Turk Telecom - "They went crazy" 13. 000 Routers And Servers', 'Turkish hackers struck again in Greece with Suleiman the Magnificent', 'Anonymous Greece responded to the cyberattacks of Turkish hackers']7

Argentina UMC Latin America & Caribbean2022 September 22 https://www.ambito.com/economia/ministerio-economia/el-pidio-investigar-un-hackeo-interno-n5541639[3803661, 3803668, 3803662]['They investigate a possible hack to the Ministry of Economy', 'The Ministry of Economy asked to investigate an internal hack', 'The Ministry of Economy denounced the hacking of its computer systems']2

Ukraine LMC Europe & Central Asia2021 July 9 https://glavnoe.ua/news/n357063391-v-ijune-sbu-zablokirovala-bolee-70-kiberatak-na-ukrainskie-organy-vlasti[3382215, 3382308]['In June, the SBU blocked 76 cyber attacks on Ukrainian authorities', 'In June, the SBU blocked more than 70 cyber attacks on Ukrainian authorities']1

Russia UMC Europe & Central Asia2019 April 25 https://www.ferra.ru/news/techlife/amerikanskii-istrebitel-vzlomali-vo-vremya-obnovleniya-proshivki-25-04-2019.htm[4459614, 4459590]['A US fighter jet was hacked during a RosInvest firmware update. Com - Venture, management, investments', 'US fighter jet hacked during firmware update']1

Russia UMC Europe & Central Asia2018 November 13 https://glavred.info/world/10026680-rossiyu-obvinili-vo-vzlome-sistemy-gps-na-ucheniyah-nato-v-norvegii.html[2159894, 2153572, 2160251, 2162020, 2156616, 2159858]['Russia officially accused of hacking the GPS system during NATO exercises', 'Russia was suspected of hacking the GPS during NATO exercises, media reports', 'Russia accused of hacking GPS during NATO exercises in Norway', 'Russia hacked Nato war games in Norway by jamming the GPS signal guiding ships , planes and tanks', 'Russia suspected of hacking GPS during NATO exercises', 'Russia accused of hacking GPS system during NATO exercise']5

Ukraine LMC Europe & Central Asia2017 July 4 http://goloskarpat.info/society/595b99274023b/[640420, 640377]['Due to a hacker attack, residents of Uzhgorod may receive incorrect bills for water supply @ Zakarpattia online', 'Uzhgorod residents may receive incorrect bills for water supply due to a hacker attack']1

Russia UMC Europe & Central Asia2018 August 27 https://cointelegraph.com/news/brazilian-crypto-platform-atlas-quantum-reveals-data-breach-affecting-260k-customers[1954064, 1950115, 1954063, 1954639, 1954457]['Cryptocurrency platform Atlas Quantum hacked, data of all users stolen', 'Brazilian Crypto Platform Atlas Quantum Reveals Data Breach Affecting 260K Customers', 'Hackers stole Atlas Quantum user data', 'Brazilian Crypto Trading Platform Atlas Suffers Hack , 261 , 000 User Personal Data Stolen - Inside Bitcoins', 'Hackers hacked cryptocurrency investment platform Atlas Quantum']4

Vietnam LMC East Asia & Pacific2021 August 17 https://vietbao.vn/nga-to-tin-tac-nuoc-ngoai-tan-cong-mang-vao-co-quan-hanh-phap-lien-bang-254469.html[3073, 12336, 3072, 9368]['Russia accuses Chinese hackers of hacking into government networks', 'FBI uncovers methods associated with "Russian hackers" groups', 'Russia accuses foreign hackers of hacking federal law enforcement agencies', 'Report : China Is Hacking Russia , Too']3

Mexico UMC Latin America & Caribbean2022 December 7 https://www.proceso.com.mx/nacional/estados/2022/12/6/hackean-al-instituto-de-informacion-estadistica-al-congreso-de-jalisco-298232.html[3910381, 3912269, 3912289]['They hack the Congress of Jalisco; It is the second dependency to be attacked', 'They hack the Institute of Information and Statistics, and the Congress of Jalisco', 'They hack five agencies and the Jalisco Congress']2

India LMC South Asia 2017 December 17 HTTPS://hindi.news18.com/news/nation/gujarat-chunav-2017-wi-fi-services-closed-near-evm-stron-room-in-surat-1200911.html[1062642, 1060494, 1060480, 1062700, 1062654, 1062673, 1062684, 1060511, 1062674, 1060460, 1060513, 1062641, 1060465, 1060472, 1062660, 1060459, 1060474, 1062683, 1060473, 1060471, 1062648, 1060461, 1060475]['Gujarat Election 2017 ATMs Can be Hacked Then Why Can ’ t EVMs asks patidar leader hardik patel wont wish bjp for victory', 'Electronic Voting Machine : hardik patel alleges 140 engineers will hack evm', 'Hardik Patel raises questions on ECM hacking , EC says', 'Gujarat Election Results 2017 LIVE : Hardik Patel pins the blame on  hacked  EVMs', 'EVM hacking : What former CECs had to say ? ', 'EVM hacking Reality of Hardik Patels claims', 'Hardik alleges EVMs can be hacked Latest News', 'Gujarat Election : An Ahmedabad based company planning to hack EVM machines , says Hardik Patel', 'Team of Software engineers has been hired for EVM hacking , Hardik Patel complaints', 'gujarat election 2017 140 engineers from ahmedabad preparing to hack 5000 evms allages patidar leader hardik patel', 'Engineers being hired to hack into EVMs : Hardik Patel', 'Allegations of EVM hacking in Surat during Gujarat elections, what happened next', '140 engineers ready to hack EVM , says hardik patel', 'Gujarat Elections 2017: Compl22

India LMC South Asia 2020 March 31 http://idrw.org/cyber-chiefs-warning-as-hackers-target-pms-covid-fund/[2432708, 2429286]['Cyber chief warning as hackers target PM Covid fund – Indian Defence Research Wing', 'Cyber chief warning as hackers target PM Covid fund']1

Canada HIC North America 2021 March 30 https://www.cbc.ca/news/canada/windsor/windsor-council-erca-scam-votes-against-1.5968727[3206728, 3203294]['Windsor council grills ERCA on $300K+ phishing scam , yet turns down seeing investigative reports', 'ERCA officials to explain $292K phishing scam to city council']1

United KingdomHIC Europe & Central Asia2017 March 21 https://thewire.in/118023/indian-police-helped-scotland-yard-hack-emails-greenpeace/[308880, 308865, 310740, 312459, 307027, 312430, 313850, 308854]['Scotland Yard detectives  used hackers in India to illegally read campaigner emails  ', 'Probe launched after claims Met Police hacked into campaigner emails', 'Indian Police have allegedly been hacking the accounts of journalists and activists for Scotland Yard – Tech2', 'Met Police accused of using hackers in India to target united kingdom activists', 'Indian Police Helped Scotland Yard Hack Into Activist Email Accounts', 'Met Police faces its own hacking scandal over claims force spied on emails of journalists – Press Gazette', 'scotland yard using indian hackers', 'Scotland Yard accused of hacking campaigner email accounts']7

United StatesHIC North America 2020 September 23 https://www.cybersecurityintelligence.com/blog/new-iranian-ransomware-groups-detected-5211.html[2703684, 2715394]['CISA , FBI Warn Iran - based Threat Actor May Be Planning Ransomware Attacks', 'New Iranian Ransomware Groups Detected']1

Syria LIC Middle East & North Africa2021 May 24 https://www.elnuevosiglo.com.co/articulos/05-24-2021-rusia-llamo-al-embajador-colombiano-explicar-versiones-de-ciberataques[3298791, 3297961]['Russia summons Colombian ambassador over allegations of cyber attack', 'Russia summoned Colombian ambassador for version of cyber attacks']1

Bosnia and HerzegovinaUMC Europe & Central Asia2021 July 16 https://www.oslobodjenje.ba/vijesti/region/turski-hakeri-napali-jedan-od-sajtova-srbijanske-vlade-na-pocetnu-stranicu-stavili-sliku-tabuta-iz-srebrenice-a-napisali-su-i-simbolicnu-poruku-674110[4137356, 3399477]["Oslobođenje - Turkish hackers attacked one of the Serbian government's websites: They put a picture of the tabut from Srebrenica on the home page, and wrote a symbolic message.", 'Turkish hackers attacked the government website of Serbia and posted photos with coffins']1

Poland HIC Europe & Central Asia2021 April 10 https://www.tvp.info/53237043/cyberbezpieczenstwo-ataki-hakerow-na-watykan[3215895, 3226223, 3219395, 4116274]["Cybersecurity. How hackers take over politicians' accounts and why they do it", 'Hackers target the Vatican. Attacks are financed m . others by the government in Beijing', 'Ministers Tonin and Koritnik in the clutches of hackers: their personal information was published', 'Cybersecurity. Hacker attacks on the Vatican']3

Belgium HIC Europe & Central Asia2020 June 15 https://datanews.knack.be/ict/nieuws/hackers-stelen-persoonsgegevens-website-federaal-planbureau/article-news-1609731.html[2557266, 2557265, 2557276]['Hackers steal personal data via website Federal Planning Bureau - News', 'Hackers steal personal data from the Federal Planning Bureau website - News', 'Hackers steal personal data from Federal Planning Bureau website - ICT news']2

Turkey UMC Europe & Central Asia2019 March 6 http://www.hurriyet.com.tr/teknoloji/siber-saldiri-sonrasi-banka-operasyonlarini-durdurdu-41139558[3983023, 3983018]['After the cyber attack, that bank stopped its operations', 'Bank ceased operations after cyber attack']1

Ukraine LMC Europe & Central Asia2018 February 4 http://www.reporter.gr/Eidhseis/344522-Epithesh-apo-chakers-sto-site-toy-ypoyrgeioy-Politismoy[1393713, 1367165, 1386621]['Bad tradition: the second site of the Ministry of Justice has been hacked since the beginning of the year', '« De facto »: The SRS information system and the government website have also experienced a cyber attack', 'Attack by hackers on the website of the Ministry of Holism']2

United StatesHIC North America 2022 July 20 https://www.securitylab.ru/news/532870.php[3721006, 3720560, 3718319]['U . S . Posts Traces of Ukraine Hacks As Part of Cyber Alliance Against Russia', 'The United States admitted that they are carrying out cyber attacks on Russia in support of Ukraine', 'The United States interfered with the work of Russian intelligence hackers']2

Russia UMC Europe & Central Asia2019 January 24 https://www.fontanka.ru/2019/01/24/092/[4313940, 4303556]['Hackers again attacked the Rosselkhoznadzor system', 'Rosselkhoznadzor was attacked by hackers. "Argus" and "Mercury" withstood almost 1.5 hour onslaught']1

United KingdomHIC Europe & Central Asia2019 May 14 https://www.watfordobserver.co.uk/news/17637903.data-reveals-extent-of-cyber-attacks-on-hertfordshire-county-council/[4482297, 4482299]['Data reveals extent of cyber attacks on Hertfordshire County Council', 'Data reveals extent of cyber attacks on Hertfordshire County Council | St Albans & Harpenden Review']1

Bulgaria UMC Europe & Central Asia2022 July 7 https://fakti.bg/world/694102-polsha-obvini-ruskite-i-belaruskite-taini-slujbi-v-hakerski-ataki[3702069, 3702070, 3702355, 4100073, 3703446, 3702071]["Poland's prime minister: Russia hacked, manipulated and distributed our government's emails - Technology", 'Poland accuses Russia of hacking and distributing emails on behalf of the government', 'Polish PM Mateusz Morawiecki Claims Russia Hacked , Tweaked , Leaked Govt Emails', 'Poland accused the Russian and Belarusian secret services of hacking attacks', 'Polish PM claims Russia hacked , tweaked , leaked govt emails', 'The Prime Minister of Poland with scandalous revelations about Russian hackers']5

Bulgaria UMC Europe & Central Asia2021 July 17 https://frognews.bg/novini/blizo-3-mln-hakerski-ataki-imalo-3-obshtini-sedmitsata-vota.html[3394377, 3394380]['Nearly 3 million there were hacker attacks in 3 municipalities during the week of the vote', 'Nearly 3 million there were hacker attacks in 3 municipalities during the week of the vote - Novinite. bg']1

Austria HIC Europe & Central Asia2019 September 9 https://www.krstarica.com/vesti/svet/obavestajne-sluzbe-danas-o-hakerskom-napadu-na-ovp/[4722350, 4716835, 4722349, 4716836, 4722353, 4724987, 4724988, 4716837]['Task Force meets on Monday to ÖVP - hacker attack', 'ÖVP : they hacked us and falsified documents', 'Alleged ÖVP hack: intelligence services meet tomorrow', 'Austrian ÖVP victim hackers – Wel . NL', 'ÖVP - hacker attack: Task Force meets on Monday', 'Intelligence services today about the hacker attack on OVP', 'Austria: Intelligence today about hacker attack on OVP', 'Austrian ÖVP victim of hackers']7

Mexico UMC Latin America & Caribbean2017 December 13 http://tiempo.com.mx/noticia/109316-club_america_sitio_web_hackers/1[1050748, 1050753]['They hacked the America page and announced false reinforcements', 'They hacked the America page; this they did']1

Panama UMC Latin America & Caribbean2022 November 22 https://newsroompanama.com/news/operation-phishing-nets-20-in-simultaneous-raids-1[3891965, 3891971]['About 40 apprehended in Operation Phishing', 'Operation Phishing nets 20 in simultaneous raids']1

United StatesHIC North America 2017 February 26 http://occupyilluminati.com/dnc-staffers-faced-death-and-bomb-threats-after-russia-hack/[222569, 220206, 217879]['DNC staffers faced death and bomb threats after Russia hack', 'Brazile : DNC staffers got death threats after email hack', 'Brazile : DNC staffers faced death and bomb threats after Russia hack']2

United StatesHIC North America 2020 February 21 https://sputniknews.com/us/202002211078368450-us-defence-agency-that-provides-it-support-for-trump-compromised-in-data-breach-report/[2362031, 2359922, 2364195, 2361937, 2364197, 2360480, 2361933, 2362018, 2371843, 2360128, 2362007, 2362029, 2359887, 2358152, 2361442, 2359880, 2361183, 2361065, 2362004, 2362019, 2361064, 2359914, 2358275, 2359182, 2367329, 2370636, 2360114, 2361301, 2358339, 2359935, 2361996, 2359929, 2359025, 2362026, 2359882]['Likely military data breach may have compromised service member personal information', 'U . S . agency responsible for Trump secure communication suffered data breach : letter', 'Military Data Breach May Have Compromised Info on 200 , 000 Members', 'US Department of Defense HACKED , exposing private information of 200 , 000 people', 'DOD Agency That Oversees Government IT Reports Data Breach ( VIDEO ) ', 'US Department of Defense information systems hacked - bdnews24. com', 'US Defence agency reports data breach', 'Agency that secures US government and military communications suffers data breach', 'WATCH : DOD agency may have suffered potential data breach | One America News Network', 'U . S . agency that handles Trump secure communication suffered data breach | News', 'Department Of Defense Data Breach Exposes Personal Information of Service Members , 200 , 000 affected', 'Pentagon data breach compromises servicemember personal information : report – Raw Story', 'U . S . agency that handles Trump secure co34

Latvia HIC Europe & Central Asia2022 December 5 https://www.thestar.com.my/tech/tech-news/2022/12/05/australians-fear-for-privacy-as-hackers-steal-personal-data[3903780, 3919916, 3906692, 3908561, 3914718]['Hackers in Australia leaked the data of 9.7 million people on the dark web', 'Govt : Australia  unnecessarily vulnerable  to cyber attacks | Information Age', 'Angle: Australia targeted by hackers, citizens scared of data breach', 'Australians fear for privacy as hackers steal personal data', 'Australia news live : Clare ONeil says Australians are  unnecessarily vulnerable  to hackers and announces cybersecurity strategy | Australia news']4

Iran LMC Middle East & North Africa2022 August 18 https://www.radiofarda.com/a/u-s-cyber-security-firm-reports-iran-linked-hacking-group-targeting-israeli-shipping/31994442.html[3756698, 3755307]['Hackers "linked to Iran" have targeted Israel\'s shipping sector for the past two years', 'Iran - linked hacking group is targeting Israeli shipping , US cybersecurity firm says']1

Russia UMC Europe & Central Asia2020 April 30 https://www.securitylab.ru/news/507989.php[2488185, 2485931]['"Government" hackers hacked into the mail of high-ranking persons in Estonia', 'Estonia : Foreign hackers breached local email provider for targeted attacks']1

China UMC East Asia & Pacific2017 December 10 http://tech.sina.com.cn/roll/2017-12-10/doc-ifypnyqi1884377.shtml[1033661, 1041621]['Notice ! Phishing email APT attacks against enterprises broke out, and nearly 30,000 Chinese companies were attacked', 'Phishing email APT attacks against enterprises broke out, nearly 30,000 Chinese enterprises were victimized']1

South KoreaHIC East Asia & Pacific2019 March 29 http://www.saamana.com/north-korean-hackers-behind-cosmos-bank-cyber-attack-says-un-security-council-panel/[4413772, 4410290, 4005163, 4422463, 4408288, 4413774, 4413191, 4008845, 4414234, 4410442, 4008839, 4413158, 4413775, 4409790, 4009295, 4421576, 4009300, 4410184, 4413771, 4410073, 4425608, 4009280, 4408291, 4430396, 4430395, 4008842, 4410074]['North Korean Hackers Reportedly Targeted South Korean Virtual Currencies', 'North Korean hackers continue attacks on cryptocurrency businesses', 'Korean cryptocurrency hack generated $13 million in losses', 'North Korea elite hackers are funding nukes with crypto raids', 'North Korea - backed hackers intensify information warfare , financial theft', 'RFA: North Korean Hackers Suspected of Carrying Out Cyber \u200b\u200bAttacks Targeting South Korean Virtual Currency', 'business news News : Cyber \u200b\u200battacks korea - behind cyber attack korea', 'CSIS North Korea threatens US satellites … EMP, Securing Hacking Capabilities - Diodeo', 'North Korean Hackers Dont Give a $ #%! about Crypto Winter', 'North Korea - Linked Hackers Target macOS Users', 'US CSIS North Korea can threaten artificial satellites with electromagnetic waves and hacking', 'North Korea connection behind Cosmos Bank cyber attack!', 'RFA : North Korean Hackers Suspected of Carrying Out Cyber \u200b\u200bAttacks Targeting South Korean Vir26

Russia UMC Europe & Central Asia2022 August 23 https://www.securityweek.com/ransomware-gang-leaks-data-allegedly-stolen-greek-gas-supplier[3765173, 3762109, 3763521, 3765431]['Greek gas operator suffers data breach as criminals exploit energy crisis', 'Greek natural gas operator suffers ransomware - related data breach', 'Ransomware Gang Leaks Data Allegedly Stolen From Greek Gas Supplier', 'New  Donut Leak extortion gang linked to recent ransomware attacks']3

Israel HIC Middle East & North Africa2020 July 31 https://www.securitylab.ru/news/510723.php[2635020, 2635267]['NEWSru. co. il :: Iranian Hackers Announce Israeli Railroad Attack: Worst Ahead', 'Iranian hackers claim Israeli railway hacked']1

China UMC East Asia & Pacific2020 April 12 https://finance.sina.com.cn/roll/2020-04-12/doc-iircuyvh7369474.shtml[2453428, 2453430]['The hacking incident re-fermented over the weekend: Brokers warned of risks, and the industry called for regulatory intervention', 'The hacking incident will ferment again on the weekend! Brokerage officials announced risks, the industry called for regulatory intervention, and investment advisors encouraged customers to use their own apps']1

Nigeria LMC Sub-Saharan Africa2019 January 28 https://regnum.ru/news/it/2560760.html[4311164, 3964555, 4311555]['Uganda : Hacker Steals Sensitive Data From Govt Website', 'Hacker attacks Ugandan government website', 'Hacker steals sensitive data from govt website']2

India LMC South Asia 2019 March 29 https://www.jagran.com/world/other-north-korea-looted-rupees-1300-crore-by-cyber-attack-on-indian-bank-19084672.html[4413163, 4413173]['North Korea looted Rupees 1300 crore by cyber attack on Indian bank', 'NKorean cyber attack looted $13 . 5mn from Indian bank : UN The Morung Express']1

Australia HIC East Asia & Pacific2020 April 27 https://www.lawyersweekly.com.au/biglaw/28109-optus-hit-with-class-action-over-data-breach-impacting-50-000-aussies%20class=category[4196219, 4196220]['Optus hit with class action over data breach impacting 50k Aussies', 'Optus hit with class action over data breach impacting 50 , 000 Aussies']1

Russia UMC Europe & Central Asia2022 August 17 https://siliconangle.com/2022/08/16/argentina-judiciary-targeted-new-play-ransomware-group/[3753965, 3756025, 3753915]['Justice Games: Play ransomware attack halted judicial system in Argentina', 'Argentina judiciary targeted by new  Play  ransomware group', 'Argentina Judiciary of Córdoba hit by PLAY ransomware attack']2

United KingdomHIC Europe & Central Asia2019 November 13 https://www.expatica.com/uk/news/uk-labour-suffers-major-cyber-attack-ahead-of-election-371351/[4870905, 4870196, 4871999, 4871009, 4870904, 4869365, 4876689, 4869707, 4871039, 4873778, 4871770, 4875209, 4869892, 4870358, 4879207, 4869475, 4874740, 4871301, 4871037, 4872410, 4869783, 4870550, 4869710, 4870225, 4872432, 4870539, 4871165, 4874761, 4870913, 4869884, 4871225, 4870956, 4870960, 4870381, 4871300, 4871989, 4877144, 4869385, 4873184, 4871312, 4872420, 4871171, 4869381, 4871216, 4869877, 4871988, 4884481, 4876779, 4871186, 4871978, 4873788, 4872398, 4871029, 4871121, 4869895, 4871289, 4871173, 4870924, 4872006, 4869378, 4870042, 4871984, 4872414, 4872487, 4869366, 4872064, 4870931, 4869874, 4871041, 4871992, 4869785, 4871023, 4878276, 4871180, 4869364, 4877150, 4872000, 4869875, 4873186, 4871217, 4873884, 4869901, 4869885, 4873883, 4870930, 4870918, 4874734, 4872395, 4871994, 4871307, 4869474, 4873473, 4869706, 4871977, 4869447, 4872005, 4870917, 4870909, 4872761, 4872389, 4869601, 4872539, 4869600, 4871176, 4869873, 4869442, 4870925, 4869915, 4870554, 4871305, 4873185, 4869918, 4869914, 487239['Labour Party hit by second cyber attack in a day', 'UK Labour Party hit by cyber attack ahead of election : The Standard', 'Cyber attack on united kingdom Labour was short - lived attempt to take down websites : source', 'Hackers mount  large - scale  cyber attack on Labour Party systems | Braintree and Witham Times', 'The cyber attack on Labour was neither big nor sophisticated', 'Hackers hit united kingdom Labour Party with back - to - back cyberattacks', 'Notorious hackers claim responsibility for Labour cyber attacks and threaten to target Corbyn family', 'British Labor Party reports large-scale cyber attack', 'General election : Labour Party says it has been hit by  large - scale cyber attack  ', 'Hackers hit united kingdom political parties', 'UK Labour Party has  large scale cyber attack  on digital platforms', 'Parliament House thwarts recent cyber attack as cause of January hack is revealed - ABC News ( Australian Broadcasting Corporation ) ', 'United Kingdom Labour suffers  major cyber attack  ahe143

Russia UMC Europe & Central Asia2018 March 14 https://www.myjoyonline.com/world/2018/March-14th/russian-pleads-guilty-to-aiding-massive-hacks-in-us.php[1487783, 1489961]['In the United States, Russian Martyshev pleaded guilty to criminal conspiracy and computer hacking', 'Russian pleads guilty to aiding massive hacks in U . S . ']1

Vietnam LMC East Asia & Pacific2018 May 5 http://vietbao.vn/Cong-nghe/Nhieu-website-Viet-Nam-dang-tro-thanh-muc-tieu-tan-cong-cua-Hacker/165368989/217/[1640205, 1638753, 1640204, 1640206]['Many Vietnamese websites become the target of hacker attacks', 'Hackers attack many Vietnamese websites to cause insecurity of information', 'Many Vietnamese websites are becoming the target of hacker attacks', 'Hackers attack hundreds of Vietnamese websites to cause insecurity of information | Science']3

United StatesHIC North America 2022 January 21 https://patch.com/colorado/denver/federal-pipeline-standards-backed-top-energy-regulator-after-colonial-pipeline-hack[3463134, 4063642]['Federal pipeline standards backed by top energy regulator after Colonial Pipeline hack', 'Federal Pipeline Standards Backed By Top Energy Regulator After Colonial Pipeline Hack']1

United StatesHIC North America 2018 July 20 http://www.630wpro.com/2018/07/20/governor-says-hacker-tried-to-access-government-servers/[1846947, 1848837]['Governor says hacker tried to access government servers', 'Governor says hacker tried to access R . I . government servers']1

China UMC East Asia & Pacific2022 September 13 http://www.ecns.cn/news/2022-09-13/detail-ihceauqk3914030.shtml[3789845, 3789843, 3789801]['Chinese reports uncover details of cyber attacks by US security agency', 'Chinese reports uncover details of cyber attacks by U . S . security agency', 'China reveals new details of US cyber attack']2

Australia HIC East Asia & Pacific2018 October 8 https://www.cmo.com.au/mediareleases/33006/email-based-cyber-attacks-continue-to-target/[2072101, 2072102, 2072097]['Email - based Cyber Attacks Continue to Target Users in Australia - Media Releases', 'Email - based Cyber Attacks Continue to Target Users in Australia - Media Releases - CSO | The Resource for Data Security Executives', 'Media Release : Email - based Cyber Attacks Continue to Target Users in Australia']2

Canada HIC North America 2020 May 29 https://www.nugget.ca/news/local-news/ransomware-attack-targets-nipissing-first-nation[2530549, 4211266, 2528804, 2533009]['Northwest Atlantic Fisheries Organization hit by ransomware attack', 'Ransomware locks down the Nipissing First Nation', 'Ransomware attack hits international fisheries organization in Halifax', 'Ransomware attack targets Nipissing First Nation']3

India LMC South Asia 2021 October 12 https://www.freepressjournal.in/mumbai/mumbai-cyber-police-stations-email-id-hacked-phishing-mail-sent-to-all-govt-departments[2922389, 2922418]['Mumbai Police email account hacked in a malware attack from Pakistan dgtl', 'Mumbai : Cyber police station email ID hacked , phishing mail sent to all govt departments']1

Russia UMC Europe & Central Asia2021 March 28 https://echo.msk.ru/news/2812548-echo.html[3204149, 3204146]["Australia investigates possible hacking of Parliament's email system", 'Australian Cybersecurity Agency Investigates Parliamentary Mail System Hack']1

Ukraine LMC Europe & Central Asia2021 February 10 https://ukranews.com/ua/news/755702-hakery-atakuvaly-sajt-kmda[3123463, 3123459, 3125671]['A hacker attack was made on the KSCA portal - Latest news today', 'Hackers attacked the KMDA website', 'A hacker attack was made on the KSCA portal']2

Russia UMC Europe & Central Asia2019 August 14 https://www.rbc.ru/rbcfreenews/5d5435ad9a794743250960cf[4666901, 4666869]["A massive hacker attack on the region's state portals was repelled in Crimea", 'Hackers attacked state portals of Crimea']1

Japan HIC East Asia & Pacific2019 July 23 https://www.zdnet.com/article/hackers-target-62-us-colleges-by-exploiting-erp-vulnerability/[4603319, 4611897, 4609741]['Hackers breach 62 US colleges by exploiting ERP vulnerability', 'Hackers target 62 US colleges by exploiting ERP vulnerability', 'Over 60 US Colleges Compromised by ERP Exploit - Infosecurity Magazine']2



Russia UMC Europe & Central Asia2018 December 20 https://www.cybersecurityintelligence.com/blog/russia-launched-cyber-attacks-against-ukraine-before-ship-seizures-4002.html[5026641, 2237864]['Russian Cyber Attack against Ukrainian MoD During Kerch Strait Incident', 'Russia Launched Cyber Attacks Against Ukraine Before Ship Seizures']1

South AfricaUMC Sub-Saharan Africa2018 June 21 https://www.iol.co.za/capeargus/news/south-africans-losing-r22-billion-a-year-to-cyber-attacks-15601682[1763858, 1773006]['  South Africans losing R2 . 2 billion a year to cyber attacks  ', 'Cyber attacks can cost Aussie economy $29bn per year']1

India LMC South Asia 2021 June 17 http://idrw.org/suspected-chinese-backed-hackers-targeted-bsnl-indian-defence-sector-players-says-recorded-future/[3346565, 3345308, 4129953]['Growing activities of the Chinese Cyber Attack Unit 69010 : Targeting India government organisations and critical infrastructures', 'Suspected Chinese - backed hackers targeted BSNL , Indian defence sector players , says Recorded Future – Indian Defence Research Wing', 'Suspected Chinese - backed hackers targeted BSNL , Indian defence sector players , says Recorded Future']2

United StatesHIC North America 2018 December 4 https://www.wired.com/story/nrcc-email-hack-midterm-election-meddling/[2206581, 2208212, 2204832, 2207627, 2211510, 5022393, 2204685, 2209336, 5022139, 2208251, 5022532, 5022073, 5022602, 2216107, 5022384, 2206682, 2208126, 2208181, 2206140, 2207637, 2207790, 2204247, 2208107, 2205755, 2204686, 2205417, 2206673, 5022156, 2204831, 2206872, 2208073, 2206817, 5023029, 2208136, 2206678, 5022242, 2204796, 2206503, 2204765, 2206680, 5022286, 2205023, 5022508, 5022620, 2208289, 2206675, 2208158, 2206869, 2207118, 2208183, 2205293, 2205951, 5023027, 2206939, 2206862, 5023026, 2206881, 2208180, 2204865, 2205756, 2208268, 5022392, 2207119, 2204390, 2207796, 5030517, 5022151, 2207685, 2206652, 5022539, 2209897, 2206992, 2205535]['GOP emails hacked before midterms', 'U . S . Republican campaign emails hacked months before ... ', 'Data breach at the Republican campaign committee', 'GOP committee suffers midterm election email hack', 'GOP Hacking Incident : What Happened ? ', 'House GOP Campaign Arm Says It Was Hacked During The 2018 Election Cycle', 'Thousands of House GOP campaign committee emails were stolen in hack', 'US Republican party hacked, thousands of emails leaked -- during midterm elections', 'Hackers in the US hacked into the mail of members of the Republican National Committee', 'House Republican campaign arm hacked during 2018 midterms', 'National Republican Congressional Committee hacked during midterm campaigns', 'Republican National Committee of Congress denounces that it was hacked', 'Four senior NRCC aides surveilled , top GOP leaders kept in dark over major 2018 election hack', 'Top Republicans suffer hack into their e - mails', 'Republican House campaign was hacked during the 2018 midterm elections', 'Republicans72

Colombia UMC Latin America & Caribbean2021 November 11 https://www.elcolombiano.com/negocios/dane-reporta-que-su-sistema-fue-hackeado-CH16004633[2974749, 2974754, 2972669, 2972667, 2982750, 2972673, 2972671, 2972668, 2972674, 2974753]["DANE: this was the hacking of the entity's digital platform - Technology News - Technology", 'Dane was the target of a hack or cyberattack | Government | Economy', 'DANE page hack today: DANE was the object of a computer attack | Economy', 'Dane website still down after Tuesday hack', 'Dane announces that its page is back up and running after the cyber attack - Sectors - Economy', 'Dane: this is what is known after the cyber attack on the entity - Sectors - Economy', 'Dane, victim of hacking into his systems on Tuesday night', 'Dane, victim of hacking: they take down entity systems', 'Hackers left the systems with which DANE operates offline', 'The most sensitive information was not stolen in a cyber attack on DANE']9

Mexico UMC Latin America & Caribbean2021 June 1 https://www.24-horas.mx/2021/05/31/loteria-nacional-detecta-hackeo-y-robo-de-datos/[3312819, 3308158, 3309901, 3308161, 3309902, 3340347, 3326875, 3309886, 3308146, 3308143, 3342705, 3308153, 3329220, 3308155, 3309890, 3342719, 3308160, 3329221, 3312817, 3309887, 3342713, 3308154, 3305756, 3308169, 3308149, 3312828, 3342706, 3305726, 3310885, 3309885, 3305755, 3308255, 3309900, 3308162, 3346712, 3342703, 3305754, 3308164, 3342711, 3310891, 4127192, 3308157, 3305757, 4127205]['How did they hack the National Lottery? expert explains', 'Hackers threaten to reveal sexual harassment in the National Lottery', 'Hackers threaten to reveal cases of sexual harassment in Lotenal', 'Hackers threaten to reveal sexual harassment in Lotenal - El Sur Acapulco Suracapulco I News Acapulco Guerrero', 'They hacked the National Lottery', 'Hackers release the National Lottery', 'Hackers comply with the threat and release information allegedly stolen from the National Lottery', 'They hack the National Lottery and threaten to spread information about sexual harassment', 'This is how Avaddon operates, hackers who attacked the National Lottery', 'National Lottery suffers cyberattack with ransomware and kidnap data', 'Director of the National Lottery recognizes hacking and theft of information; they did not pay ransom', 'Hackers attack the National Lottery', 'Sexual harassment , financial statements ... National Lottery hackers release data', 'National Lottery, new victim of Avaddon Ransomware', 'Who are 43

Spain HIC Europe & Central Asia2019 January 17 https://www.larazon.es/tecnologia/llega-a-espana-el-malware-que-roba-y-se-esconde-NB21468050[4370053, 4289865]['BackSwap banking malware, which stands out for its ability to steal money and stay hidden, arrives in Spain', 'The malware that steals and hides arrives in Spain']1

United StatesHIC North America 2021 May 18 https://www.theepochtimes.com/19-states-urge-biden-to-reinstate-keystone-xl-pipeline-after-colonial-pipeline-hack_3820137.html[3288736, 3288655, 3288718, 3288349]['19 States Urge Biden To Reinstate Keystone After Colonial Pipeline Hack Caused Mass Gas Shortages', '19 State AGs Urge Biden to Reinstate Keystone After Pipeline Hack', '19 AGs Urge Biden to Reinstate Keystone XL After Colonial Hack', '19 States Urge Biden to Reinstate Keystone XL Pipeline After Colonial Pipeline Hack']3

Israel HIC Middle East & North Africa2022 July 17 https://www.israelnationalnews.com/flashes/582031[3708503, 3716102, 3718746, 3716125]['In the lowest place: Iranian hackers took down the Tel Aviv Municipality website -', 'The on-duty victim of the pro-Iranian hackers: Ministry of Health website', 'Pro - Iran hackers target Israeli Health Ministry website', 'Hackers attack Israel department of health']3

United StatesHIC North America 2018 March 2 https://www.upi.com/Marine-Forces-Reserve-data-breach-affects-20000/8771519937620/[1453872, 1454001, 1460915, 1460914, 1479348, 1454006]['Major data breach at Marine Forces Reserve impacts thousands', 'Major Marines data breach affects 21 , 000', 'Over 20 , 000 suffer as U . S . Marine Corps hit by data breach', 'Marine Forces Reserve data breach affects 20 , 000', 'Semper Fi : Learning From The Marine Data Breach', 'Data Breach at Marine Forces Reserves Impacts Over 21K']5

Bulgaria UMC Europe & Central Asia2022 December 28 https://www.bgonair.bg/a/4-world/290330-hakeri-atakuvaha-banki-v-albaniya-iztekoha-danni-na-sluzhiteli-v-ministerstva-i-institutsii[3942656, 3942657]['Hackers attacked banks in Albania, leaked data of employees in ministries and institutions', 'Banks in Albania - victim of a hacker attack']1

China UMC East Asia & Pacific2022 June 29 https://finance.sina.com.cn/tech/2022-06-29/doc-imizmscu9274619.shtml[3698263, 4099286, 3693468, 3693477, 3693488, 3693470, 3693472]['China accuses NSA of FoxAcid hack attack on science research groups', 'The US acid fox launched a cyber attack on China, experts: people suspect that it is preparing for a larger-scale cyber war-Technology Channel-Hexun.com', 'American acid fox launched a cyber attack on China, experts: people suspect that it is preparing for a larger-scale cyber war', 'Heavy disclosure: The United States uses the Acid Fox platform to launch cyber attacks on China and Russia! |United States|Russia', 'Heavy disclosure: The United States uses the Acid Fox platform to launch cyber attacks on China and Russia! - Computer Business Online - Channel Portal Merchant Community', 'Heavy disclosure: The United States uses the Acid Fox platform to launch cyber attacks on China and Russia!', 'Heavy disclosure: The United States uses the Acid Fox platform to launch cyber attacks on China and Russia! | Server | Network Security']6

Ukraine LMC Europe & Central Asia2022 May 2 https://news.finance.ua/ru/hakery-anonymous-vzlomali-rossiyskuyu-sistemu-qiwi-i-pohitili-dannye-12-5-milliona-kart-klientov[3618571, 3617274, 3617251, 3618565, 3617275, 3617756]['Anonymous hackers hacked the Russian Qiwi system and stole data from 12.5 million Finance customer cards. ua', 'Qiwi denies hacking customer database', 'Hackers attacked the Russian bank QIWI', 'Hackers announced the hacking of the Russian payment system Qiwi', 'QIWI denied the hacking of the payment system', 'Hackers say they hacked Qiwi and stole data from 12.5 million customer credit cards']5

Ukraine LMC Europe & Central Asia2019 August 13 http://pressorg24.com/news?id=475183[4664479, 4664477, 4664491, 4664476, 4664482, 4664490, 4664488, 4664480, 4664487, 4664478]['The SBU announced the blocking of a cyber attack on the server of the TRC Chernomorka', 'SBU stopped a cyber attack on one of the TV channels', 'On-air server of TRC Chernomorka was attacked by hackers - National Bank of News', 'Cyberattack on Broadcasting Company : A cyber attack was made on the on - air server of Chernomorka Broadcasting Company . The work of the TV and radio company has been restored, - SBU (13. 08. 19 11: 09) «Incidents', 'SBU eliminated the consequences of a Russian cyber attack on a Ukrainian TV channel', 'SBU: a cyber attack was staged on the Black Sea Broadcasting Company - Latest news today', 'SBU prevented a cyber attack on the broadcast server - National Bank of News', 'At the TRC Chernomorskaya staged a cyber attack', 'SBU blocked a cyber attack on the Chornomorskaya shopping center - The Center for Journalistic Investigations', 'SBU eliminated the consequences of a cyber attack on the Black Sea SEC']9

KazakhstanUMC Europe & Central Asia2018 April 12 https://www.kursiv.kz/news/finansy/knb-banki-kazahstana-ot-hakerskih-atak-poka-spasaet-rossia/[1580626, 1580622, 1580624, 1568343]['KNB: Banks of Kazakhstan from hacker attacks are still being saved by Russia', 'Hackers will continue to attack the banks of Kazakhstan - KNB - News of Kazakhstan', 'OST of hacker attacks on banks of Kazakhstan predicted by KNB experts', 'Common blacklists of hackers and bankers will appear in Kazakhstan and Russia']3

Italy HIC Europe & Central Asia2018 December 24 https://www.wired.it/internet/web/2018/12/24/anonymous-italia-database-sanita/[2245853, 2248038]['Anonymous , Christmas hacking of healthcare databases in Italy', 'Anonymous Italy, public health databases hacked']1

Canada HIC North America 2021 May 26 https://www.freightwaves.com/news/data-breach-hits-44-big-canada-post-shippers-exposing-nearly-1m-customers[3305106, 3301934, 3301935, 3301933, 4123709, 3305108, 3305109, 3302935, 3302936, 3303851, 3304703]['Canada Post says 950 , 000 customers potentially exposed to supplier data breach', 'Canada Post data breach affects nearly a million customers', 'Canada Post informs 44 large business customers of data breach affecting 950K customers', 'Canada Post reports data breach following cyberattack on supplier', 'Data Breach at Canada Post - Infosecurity Magazine', 'Canada Post says 950 , 000 customers potentially exposed to supplier data breach | iNFOnews', 'Canada Post says 950 , 000 customers potentially exposed to supplier data breach - Business News', 'Data Breach Hits 44 Big Canada Post Shippers , Exposing Nearly 1M Customers', 'Data breach hits 44 big Canada Post shippers , exposing nearly 1M customers', 'Canada Post says 950 , 000 customers exposed in data breach', 'Canada Post says 950 , 000 customers are at risk of data breach']10

United StatesHIC North America 2018 December 17 https://www.wpbf.com/article/town-of-jupiters-computer-system-hacked/25604549[2233031, 5067123]['Town Of Jupiter Suffers Malware Attack | Local News Wire', 'Town of Jupiter computer system hacked']1

United StatesHIC North America 2017 July 24 https://threatpost.com/hacker-admits-to-mirai-attack-against-deutsche-telekom/127001/[689152, 688255, 688252, 1234101, 686085, 689147]['Mirai Botnet : Hacker Admits To DDoS Attack Against Deutsche Telekom', 'Mirai Malware Hacker Pleads Guilty in German Court', 'Hacker Admits to Mirai Attack Against Deutsche Telekom ', 'Deutsche Telekom hacker very sorry for botnet attack on a million internet users ', 'Hacker pleads guilty to major internet outage at Deutsche Telekom', 'A British Man Admits to Hijacking German Routers With Mirai Malware']5

United StatesHIC North America 2021 September 20 https://www.forbes.com/sites/leemathews/2021/09/20/republican-governors-association-hit-by-exchange-server-hack/[2884272, 2884936, 2878967]['Republican Governors Association email server breached by state hackers', 'Republican Governors Association Hit By Exchange Server Hack', 'Republican Governors Association was hacked earlier this year']2

Poland HIC Europe & Central Asia2021 February 23 https://gazetakrakowska.pl/ataku-hakerskiego-na-urzad-marszalkowski-w-krakowie-dokonala-zagraniczna-grupa-sprawe-wyjasnia-policja-i-prokuratura/ar/c1-15457880[3146563, 3146564]["A hacker attack on the Marshal's office in Krakow was made by a foreign group ? The case is being investigated by the police and the prosecutor's office", "Cracow . A hacker attack on the Marshal's office in Krakow was made by a foreign group ? The case is being investigated by the police and the prosecutor's office"]1

United StatesHIC North America 2019 December 5 https://pl.sputniknews.com/swiat/2019120511458734-Sputnik-usa-rosja-ataki-hakerskie/[4926960, 4925916, 4911562, 4923336, 4934304, 4929079, 4875028, 4891010, 4923136, 4926938, 4910973, 4932690, 4936557, 4928774, 4929092, 4923445, 4932242, 4923403, 4932088, 4891855, 4923957, 4923406, 4923807, 4924018, 4930021, 4926696, 4885242, 4926939, 4893524, 4937971, 4926643, 4923419, 4923007, 4924430, 4939919, 4930201, 4895290, 4925224, 4924522, 4940611, 4927350, 4929612, 4927140, 4928696, 4890440, 4932277, 4911015, 4927048, 4926956, 4887032, 4932866, 4926971, 4923135, 4925780, 4929699, 4929786, 4924169, 4924502, 4933394, 4927569, 4939935, 4922744, 4924549, 4923432, 4920577, 4922335, 4924490, 4929576, 4919413, 4923183, 4948483, 4887014, 4887036, 4928213, 4927413, 4911588, 4887849, 4905665, 4873435, 4885264, 4885253, 4927475, 4954614, 4886433, 4875148, 4947428, 4879234, 4924529, 4929110, 4885069, 4924524, 4923377, 4923380, 4928693, 4923349, 4942343, 4928660, 4926581, 4885244, 4923794, 4885248, 4866302, 4928565, 4920920, 4924519, 4927052, 4927125, 4927511, 4911587, 4922108, 4922498, 4924475, 4901303, 492879['In Dnipropetrovsk region, the SBU uncovered a hacker group that was subordinate to the FSB of the Russian Federation', 'FBI issues Russian hacker group Evil Corp for manhunt', 'The SBU reports the arrest of hackers who stole money from US and European citizens', '$5 million for Yakubets. The US State Department offered a reward for the capture of a Russian hacker', 'Russian Hackers Hack Accounts and Steal 100 Million Dollars', "Le Monde wrote about the Russians hacking the correspondence of Macron's headquarters", 'Israel extradites accused Russian computer hacker to United States', 'Cyber Daily : EU Tech Inferiority Complex ; Macy Reports Data Breach ; Vietnam and Pakistan Emerge as Hacker Hotbeds', 'The US has indicted hackers with alleged ties to Russian intelligence', 'The United States imposed sanctions against a group of hackers and related Russian companies', 'Clients of Russian banks are threatened by a new malware that steals money', 'Russian hacker, for whose capture the US promises $ 5 million, t497

India LMC South Asia 2022 August 8 https://www.freepressjournal.in/world/fb-shuts-pakistan-hacker-accounts-targeting-indian-users[3743502, 3743503]['FB shuts Pakistan hacker accounts targeting Indian users', 'FB shuts Pakistan hacker accounts targeting Indian users – Indian Defence Research Wing']1

India LMC South Asia 2019 August 22 https://www.tribuneindia.com/news/nation/hackers-attack-indian-health-care-website-steal-68-lakh-records/821071.html[4684307, 4687834, 4684318, 4684311, 4684315, 4684314, 4684316, 4684304, 4684319, 4687179, 4684302]['Hackers Attack Indian Healthcare Website , Steal 68 Lakh Records', 'Chinese hackers steal nearly 7 million medical records in India', 'Chinese hackers steal 68 lakh records from Indian healthcare site', 'Hackers attack Indian healthcare website , steal 68 lakh records – The Siasat Daily', 'Hackers attack Indian health care website , steal 68 lakh records , says US firm', 'Hackers attack Indian health care website , steal 68 lakh records : US firm', 'Hackers attack Indian health care website , steal 68 lakh records', 'Hackers attack Indian healthcare website , steal 68 lakh records | India News', 'Chinese hackers steal 6 . 8 million patient records from an Indian healthcare portal', 'Chinese Hackers Steal 68 Lakh Records From Indian Healthcare Site', 'Hackers attack Indian healthcare website , steal 68 lakh records']10

Russia UMC Europe & Central Asia2019 April 9 http://www.cnews.ru/news/top/2019-04-09_idet_masshtabnaya_ataka_na_rossijskih_polzovatelej[4008695, 4432027]['RIA « Dagestan » Online banks in Russia are not sufficiently protected from hacking', 'There is a large - scale attack on Russian users . Hackers try to open their bank accounts']1

Spain HIC Europe & Central Asia2019 July 2 http://www.canalsur.es/noticias/andalucia/un-hacker-roba-medio-millon-de-euros-del-ayuntamiento-de-roquetas-de-mar/1453633.html[4564378, 4564381, 4564368, 4564369, 4564374]['They recover 700 . 000 euros from Roquetas City Council after a hack', 'They hack two accounts of the Roquetas de Mar City Council and take 700. 000 euros of payroll', 'Events .- They recover about 700 . 000 euros from a hacked account to the Roquetas de Mar City Council', 'A hacker steals half a million euros from the Roquetas de Mar City Council', 'They subtract 700 . 000 euros from the Roquetas de Mar City Council after hacking the municipal account']4

United StatesHIC North America 2018 March 9 http://globedia.com/hackers-atacan-academicos-japoneses-phishing-robar-datos-investigacion[1479225, 1474068, 1472886]['Hackers attack Japanese academics with phishing to steal data from...', 'Hackers attack Japanese academics with phishing - Info', 'Hackers target Japanese academics with phishing campaign to steal research data']2

India LMC South Asia 2022 June 13 https://www.indiatoday.in/india/story/prophet-row-international-hackers-cyber-attacks-india-nupur-sharma-remark-1961941-2022-06-13[3682158, 3677246, 3675387, 3671157, 3682710, 3673204, 3673899, 3682163, 3674508, 3673893, 3673903]['Those who dont want to see India safe attempt cyber attacks : Amit Shah', 'Major Cyber \u200b\u200bAttack in India More than 500 Websites Hacked', 'Cyber attack on India , 500 websites hacked', 'Cyber \u200b\u200battack on India in Prophet case; Government website targeted by hackers', 'Government Institutions in India : A Popular Target for Hackers', '70 Indian government , private websites face international cyber attacks over Prophet row | India News', 'Prophet row : International hackers launch series of cyber attacks on India against Nupur Sharma statement', 'Cyber attack continues on India as hackers leak data of lakhs of citizens on dark web', 'Amid Prophet Row , 70 Indian Government And Private Websites Goes Under Cyber Attacks', '70 Indian government , private websites face international cyber attacks from Muslim Hackers – Indian Defence Research Wing', "International hackers started cyber attack against Nupur Sharma's statement, all Muslim hackers called to start campaign against India"]10

Israel HIC Middle East & North Africa2019 March 4 http://www.5tjt.com/million-plus-israeli-websites-target-of-ransomware-hack/[4384401, 3980027, 4379661, 3979969, 3979967, 3981674, 3979968]['Innumerable Israeli websites compromised in ransomware assault', 'Ransomware attack on Israeli users fails miserably due to coding error', 'Hacker attacks major Israeli websites , temporarily shutting them down - Hi tech news', 'Million - plus Israeli websites target of ransomware hack', 'Million - Plus Israeli Websites Target of Ransomware Hack | The Jewish Press - JewishPress . com | JNS News Service | 28 Adar I 5779 – March 4 , 2019', 'Million - Plus Israeli Websites Target of Ransomware Hack', 'Million - Plus Israeli Websites Target of Ransomware Attack - The 5 Towns Jewish Times']6

Italy HIC Europe & Central Asia2020 December 24 https://www.zazoom.it/2020-12-24/lhackeraggio-di-solarwinds-riguarda-anche-litalia/7819457/[2825684, 2825682]['The #SolarWinds hack also affects Italy', 'The #SolarWinds hack also affects Italy']1

United StatesHIC North America 2022 September 27 https://www.clevelandstar.com/news/272804151/consumer-alert-lowey-dannenberg-pc-investigates-empress-emergency-medical-services-for-data-breach-of-over-318000-patients[3813968, 3818014, 3823097, 3812352, 3817920, 3815624]['Johnson Memorial warns patients of data breach', 'Physician Business Office Files Notice of Data Breach Affecting Over 196k Patients | Console and Associates , P . C . ', 'Empress EMS data breach affects Hudson Valley patients', 'Consumer Alert : Lowey Dannenberg , P . C . Investigates Empress Emergency Medical Services for Data Breach of Over 318 , 000 Patients', 'Country Doctor Community Clinic Files Official Notice of a Data Breach with the Federal Government | Console and Associates , P . C . ', 'Primary Care Clinic Network Suffers Healthcare Data Breach , 233K Impacted']5

United StatesHIC North America 2019 October 10 https://o.canada.com/pmn/news-pmn/politics-news-pmn/spies-hacked-moroccan-activists-amid-crackdown-on-protests-researchers/wcm/625ec102-92b2-4342-af55-cdec0e40809b[4795938, 4796428, 4795664, 4795962, 4796096, 4795672, 4799163, 4795673, 4795671, 4796432, 4796746, 4798417, 4796429, 4815502, 4796747, 4805753, 4798390, 4796748, 4812308, 4794987, 4796727, 4795987, 4796866, 4803480, 4798785, 4795596, 4802698, 4795944, 4796756, 4822158, 4796213]['Amnesty: Human rights defenders in Morocco are targeted by malicious Israeli spyware', 'Morocco : Human Rights Defenders Targeted with NSO Group Spyware', 'Researchers : Spies hacked Morocco activists amid crackdown on protests', 'Morocco : Human Rights Activists Latest Targeted By Israeli Spyware - New Report', 'Morocco Rights Advocates Targeted by Spyware : Amnesty', 'Amnesty says Morocco rights advocates targeted by Israeli - developed spyware', 'Human Rights Defenders in Morocco Targeted Using Malicious NSO Israeli Spyware – Amnesty International united states ', 'Bakra site | Amnesty International: Prosecuting human rights activists in Morocco with Israeli spyware', 'Two Moroccan Right Activists Targeted by Israeli Spyware', 'Morocco: Human rights defenders targeted by Israeli spyware - Amnesty International Algeria', 'Spies Hacked Moroccan Activists Amid Crackdown on Protests - Researchers', 'Morocco allegedly used Israeli spyware to spy on activists', 'Moroccan human rights defenders targeted using m30

United StatesHIC North America 2019 September 27 https://www.itpro.co.uk/phishing/34512/royal-brexit-bitcoin-phishing-hoax-hits-british-mailboxes[4772057, 4766456]['New Phishing Scheme Claims the Queen Elizabeth II Needs Funds , Sent via Snailmail', 'Royal Brexit bitcoin phishing hoax hits British mailboxes']1

India LMC South Asia 2019 November 5 https://www.pragativadi.com/chinese-hacking-group-behind-cyber-attacks-in-india-research-group/[4857379, 4842800, 4854816, 4855040, 4842827, 4852232]['  Hackers posed as staffers of Indian outfit | India News', 'Credit-debit card data of 1. 2 million Indians stolen | Credit-debit card data of 12 lakh Indians stolen, hackers selling online', 'Chinese group behind cyber attacks on India identified - TNT - The NorthEast Today', 'Chinese hacking group behind cyber attacks in India : Research Group - Pragativadi : Leading Odia Dailly', 'Secret data theft by hackers, including a large number of Indians!', 'An Asian group has been hacking Indian government organisations , says report']5

Ukraine LMC Europe & Central Asia2022 May 6 http://www.ebizlatam.com/reconocido-banco-de-chile-se-encontro-en-la-mira-de-ciberdelincuentes-buscaban-robar-datos-a-traves-de-phishing/[3616748, 3624411]["Hackers have learned to intercept users' calls to banks", 'Renowned Chilean bank found itself in the crosshairs of cybercriminals: they sought to steal data through phishing']1

South KoreaHIC East Asia & Pacific2022 September 3 http://www.koreatimes.co.kr/www/nation/2022/09/251_335518.html[3778507, 3778468, 3778492, 3778489, 3780400, 3779203, 3778486, 3778480, 3778485, 3779212, 3780278, 3779210, 3778478, 3778479, 3779213, 3778483, 3778504, 4060277, 3779202, 3778497, 3779206, 3778467, 3778487, 3778491, 3778496, 3779208]['Comprehensive 3 steps to recover after a series of account hijackings due to hacking of YouTube channels related to the Ministry of Culture, Sports and Tourism', '260,000 subscribers Korean government YouTube hacked', 'Government/Tourism Organization YouTube channels, one after another hacking damage', 'Why is Musk on government YouTube? Official account hacked, now recovered', 'Why is Musk here? Official government and broadcasting YouTube hacking, what was it aimed at?', 'Hacking the government YouTube channel operated by the Ministry of Culture, Sports and Tourism … Tourism Public - Avoid the Museum of Contemporary Art', 'Republic of Korea government YouTube channel once hacked... ask the police to investigate', 'Hacking of YouTube channels of government and public institutions one after another... request for police investigation', 'Ministry of Culture, Sports and Tourism, YouTube channel hacking countermeasures meeting … Situation check / request for investigation', 'Police begin investigation into Sou25

United KingdomHIC Europe & Central Asia2017 July 13 http://www.mirror.co.uk/tech/bupa-suffers-massive-data-breach-10793166[671785, 664155, 664712, 671779, 664147, 664148, 664146, 664721, 671784, 674797, 671780, 664162, 671786, 666249, 664151, 673735]['Bupa Global data breach : Private information of almost 20 , 000 Australians at risk', 'Bupa data breach affects 108 , 000 medical insurance plans', 'Bupa warns of data breach by employee', 'Thousands of Australians hit by private health insurance data breach', 'Bupa loses personal details of 108 , 000 people in data breach', 'Bupa suffers major data breach as disgruntled employee steals data', 'Bupa suffers massive data breach exposing personal details of over 100 , 000 health insurance customers', 'Bupa Data Breach : Angry Employee Deletes Records Of More Than 500 , 000 Insurance Customers', 'Nearly 20 , 000 Australians are caught up in Bupa Global massive international data breach', 'Data breach at health insurer Bupa affects 500 , 000 customer records after  deliberate act  by rogue employee', 'Nearly 20 , 000 Australians caught up in massive Bupa Global data breach', 'Bupa insider data breach exposes 108 , 000 medical insurance plans', 'Nearly 20 , 000 Australians caught up in Bupa data breach', 'Bupa 15

United KingdomHIC Europe & Central Asia2021 January 31 https://www.bleepingcomputer.com/news/security/uk-research-and-innovation-ukri-suffers-ransomware-attack/[3107916, 3107302, 3106363, 3107923]['UKRI suspends services after ransomware attack', 'UK Research and Innovation suffers ransomware attack', 'UK Research and Innovation ( UKRI ) suffers ransomware attack', 'UKRI services taken offline after ransomware attack']3

Israel HIC Middle East & North Africa2019 May 15 https://www.mkd.mk/svet/vesti/veb-prenosot-na-evrovizija-haknat-so-sliki-od-eksplozii-vo-tel-aviv[4028104, 4027606, 4484007, 4028060, 4483996, 4484002, 4485138, 4027644, 4028421, 4486035, 4483492, 4027385, 4028498, 4486882, 4483997, 4489060, 4029395, 4030478, 4028474, 4488806, 4028449, 4028466, 4029404, 4483763, 4483999, 4486032, 4028030, 4029403, 4486963, 4492759, 4486592, 4485139, 4484576, 4484012, 4028028, 4484010, 4486031, 4028468, 4027620, 4483571, 4486028, 4488966, 4028057, 4028061, 4028059, 4028443, 4027490, 4486029, 4027496, 4483472]['Israel Eurovision online broadcast hacked with animated blast images - Music', 'Israel Eurovision webcast hacked with animated blast images', 'Tel Aviv Eurovision webcast hacked as calls for boycott continue', 'Hackers attacked the Israeli site with the broadcast of the Eurovision semi-final', 'Israeli broadcaster: Hamas behind Eurovision hack', 'A website here was hacked during the Eurovision semi-final broadcasts', 'Israeli TV Eurovision webcast hacked with fake missile alert', 'Online Broadcast Hacked , False Warning of Rocket Attack Released in Israel', 'Israeli TV Eurovision Webcast Hacked With Fake Missile Alert', 'Hackers attacked the website of an Israeli TV channel during the show ...', '24 hours. info - Hackers attacked the Israeli public service during the broadcast of the Eurovision Song Contest', 'Eurovision webcast hacked with blast image', 'Israel Eurovision webcast hacked as protests continue', 'Hacking attack on Israeli Eurovision webcast warned Tel Aviv residents to seek shelter', "NEWSru.49

South KoreaHIC East Asia & Pacific2019 January 14 http://news.donga.com/Main/3/all/20190115/93701672/1[4370059, 4372395]['[Exclusive] Military weapon procurement general Radiation Administration PC also hacked … Internal data stolen', 'Military weapon procurement Radiation Administration 30 PCs hacked … stolen internal data']1

Japan HIC East Asia & Pacific2019 April 4 http://globedia.com/hackean-plataforma-criptomoneda-singapur[4417821, 4415364, 4007961, 4411631, 4414787, 4005812]['South Korean cryptocurrency exchange Bithumb hacked for third time in three years', 'Bithumb cryptocurrency exchange hacked a third time in two years', 'Cryptocurrency platform hacked in Singapore', 'Cryptocurrency platforms DragonEx and CoinBene hacked', 'Cryptocurrency exchange platform in Singapore gets hacked', 'Crypto hackers strike again – Bithumb succumbs to $19 million heist']5

United StatesHIC North America 2019 December 5 https://www.msn.com/ar-eg/news/other/iranian-backed-hackers-launched-malicious-malware-targeting-middle-east-energy-companies/ar-BBXNn3K[4921075, 4922464, 4920947, 4943116, 4925751, 4920263, 4924547, 4924013, 4921039, 4921047, 4927374, 4927346]['Iran Targets Mideast Oil with ZeroCleare Wiper Malware', 'Sada El Balad: Iranian hackers are targeting energy companies in the Middle East', 'Iranian hackers target Windows computers in the region | Arab portal for technical news', 'New Iranian malware targets Middle Eastern oil', 'IBM : Iranian hackers attack Middle Eastern energy sector', 'Iranian hackers deploy new ZeroCleare data - wiping malware', 'Iranian - backed hackers launched  maliciou malware targeting Middle East energy companies', 'Oil be damned : Iran - based crooks flinging malware at Middle Eastern energy plants again – research', 'Iranian Hackers Launch  Maliciou New Wiper Malware : IBM Warns Of  Destructive  Attacks', 'ZeroCleare Malware Targeting Energy , Industrial Sectors in Middle East', 'Iranian Malware Targeted Energy and Industrial Sectors in the Middle East', 'Wiper Malware Targets Middle Eastern Energy Firms : Report']11

India LMC South Asia 2017 May 14 http://idrw.org/suspected-pakistani-chinese-hackers-target-indian-army-officers-computers/[483464, 468056, 468065, 468070]['Cyber Attack Hits Computers Of Army Officers . Pakistani And Chinese Hackers Suspected', 'Suspected Pakistani , Chinese hackers target Indian Army officer computers', 'Suspected Pakistani , Chinese hackers target Indian Army officer computers : Mail Today , News', 'Suspected Chinese And Pakistani Hackers Try To Lure Indian Army Officers With Offers Of Foreign Postings']3

United KingdomHIC Europe & Central Asia2018 July 17 https://www.scmagazine.com/researchers-roman-holiday-malware-campaign-appears-to-be-russia-targeting-italian-navy/article/781201/[1831072, 1835992, 1834315]['Kremlin hacking crew went on a  Roman Holiday  – researchers', 'Researchers :  Roman Holiday  malware campaign appears to be Russia targeting Italian navy', '"Russian hackers" staged a "Roman Holiday"']2

Turkey UMC Europe & Central Asia2021 February 15 https://dunyanews.tv/en/Pakistan/588215-Hackers-backed-by-Indian-govt-spying-on-Pakistan-reveals-US-company[3131031, 3125106, 3125962, 3127849, 3135406, 3132657, 3138376, 3129762, 3131003, 3124853, 3125248, 3125280, 3127313, 3151691]['Pro - India hackers use Android spyware to spy on Pakistani military', 'Israel spyware used to plant evidence on jailed India activists', 'Lookout Unmasks State - sponsored Android Spyware Tied to India - Pakistan Conflict', 'Pro - India APT Group Deploys Android Spyware', 'Pro - India malware used to spy on Pakistani military , nuclear agencies', 'Use Of Israeli Spyware By The Malaysian Government', 'US : Pro - India malware spying on Pakistan military', 'Plot to Kill Modi : Indian Activists Arrested Via Israeli Spyware', 'Hackers backed by Indian govt spying on Pakistan , reveals US company', 'Android: Indian government suspected of being behind spyware strains', 'US Cybersecurity Company Exposes Indian Hackers for Spying on Sensitive Targets in Pakistan', 'Newly Discovered Android Spyware Linked to State - Sponsored Indian Hackers', 'India is Using These 2 Android Spyware to Spy on Pakistani Public and Military', 'Pakistan says probing pro - India malware  attacks  ']13

China UMC East Asia & Pacific2017 April 3 http://www.themalaymailonline.com/world/article/cyber-attack-on-singapores-mindef-system-occurred-weeks-before-detection-on[339100, 340116, 342154, 343917]['Cyber attack on Singaporean defence ministry occurred weeks before being detected', 'Cyber attack on Singapore Mindef system occurred weeks before detection on Feb 1 ', 'Cyber attack on Mindef I', 'Hacking of Mindef system a  covert  attack , AsiaOne Singapore News']3

United StatesHIC North America 2018 October 23 https://muscatinejournal.com/muscatine/news/local/muscatine-cyber-attack-affects-more-than-city/article_91f81f8c-e5db-56bc-a082-44c5a698ada9.html[2118110, 2115448, 2121710]['City of Muscatine responds to cyber attack', 'Muscatine cyber attack affects more than city', 'FBI and Muscatine Police fight against cyber attack against city public buildings']2

India LMC South Asia 2022 January 8 https://www.livehindustan.com/national/story-bulli-bai-app-case-neeraj-bishnoi-claims-he-hacked-various-websites-of-schools-and-universities-of-pakistan-5525589.html[3441505, 3441504, 3441511]['bishnoi :  Bulli Bai  accused Bishnoi tells police he hacked websites , was in touch with  Sulli Deal maker', 'bulli bai app case neeraj bishnoi claims he hacked various websites of schools and universities of Pakistan', '  Bulli Bai  accused Bishnoi tells police he hacked websites , was in touch with  Sulli Deal maker']2

Russia UMC Europe & Central Asia2021 September 1 http://internetua.com/hakeri-obicyauat-povaliti-rejim-oleksandra-lukashenka-derjavni-resursi-uje-zlamano[12662, 2854565, 2850441, 13090, 10399, 2863059, 2849962, 2849339, 14575, 2848755, 14938, 2847266, 2854564, 14248, 2853509, 2853899, 12340, 12327, 11687, 12332, 14872, 2847124, 2850755, 2847878]['A hacker group published a database of Belarusian law enforcement agencies', 'Operation  Heat : Cyber Partisans Hacked into Data on All Real Estate of Lukashenka and His Entourage - Charter  97 :: News from Belarus - Belarusian News - Republic of Belarus', 'Belarusian Hackers Infiltrate Government Websites to Overthrow Alexander Lukashenko', 'Hackers Release Data Trove From Belarus in Bid to Overthrow Lukashenko Regime', 'The hackers posted 1 . 5 million scans of passports of Russian citizens', 'Exposing Bulgarian Cyber Army Hacking Group - An OSINT Analysis', 'Hackers Are Taking on the Lukashenko Regime in Belarus', 'The hackers trying to overthrow Belarusian leader Lukashenko', 'In Belarus, hackers released data about spies and hidden statistics of COVID-19', 'Belarusian hackers are trying to overthrow the Lukashenko regime', 'Hackers release data trove from Belarus in bid to overthrow Lukashenko regime', '″ Cyber \u200b\u200bguerrillas ″ hacked the database of the Ministry of Internal Affairs. What they 23

Ukraine LMC Europe & Central Asia2018 November 29 https://tsargrad.tv/news/v-ssha-obvinili-zhitelja-barnaula-za-vzlom-super-kompjutera_171549[2193570, 2196628]["Barnaul resident accused of hacking 'supercomputer' in US", 'Barnaul hacked the computer of a golf club in the USA']1

South KoreaHIC East Asia & Pacific2022 January 26 https://www.ctvnews.ca/sci-tech/n-korean-internet-downed-by-suspected-cyber-attacks-researchers-1.5754941[3472296, 3467257, 4064910, 3470152, 3470756, 3470646, 3472279, 3472294, 3469890, 3470582, 3470159, 3469891, 3470583, 3470151, 3472293]["[Peace Institute] North Korea's internet down yesterday and today, seems to be at a loss for retaliation against cyber attacks", 'N . Korea  World 3rd Biggest Hacking Powerhouse  ', 'North Korean internet downed by suspected cyber attacks : researchers', 'North Korea Internet Goes Dark , Cyber Attack Suspected', 'North Korean internet downed by suspected cyber attacks', 'North Korea, a hacking powerhouse, internet all-stop due to cyber attack', 'North Korean internet downed by suspected cyber attacks : Researchers', 'Seoul monitoring situation after N . Korea hit by suspected cyber attack', 'N . Korean internet downed by suspected cyber attacks - researchers', "North Korea's entire internet down for 6 hours due to cyber attack : Asia Pacific : International : News : The Hankyoreh", 'North Korean internet downed by suspected cyber attacks , researchers say', 'N . Korean internet hit by suspected cyber attack', 'North Korea suffers DDoS cyber attack, internet paralysis for 6 hours - Reuters', 'North Korean in14

Serbia UMC Europe & Central Asia2020 June 11 https://www.securitylab.ru/news/509181.php[2548454, 2552564]['Hackers attacked Telekom Austria - Vesti online', 'Hackers hacked the systems of the largest Austrian provider A1 Telekom']1

Norway HIC Europe & Central Asia2020 August 28 https://www.dn.no/utenriks/new-zealand/datakriminalitet/hackere-forlanger-losepenger-etter-massivt-trafikkangrep-mot-bors/2-1-865501[2676457, 2684321]['Hackers demand ransom after massive traffic attack on stock exchange', 'Hackers attacked, transactions stopped on the 135 billion dollar stock market']1

India LMC South Asia 2022 February 6 https://www.glamsham.com/world/technology/hackers-hit-fortune-500-service-provider-data-of-over-500k-people-leaked[3486959, 3486958, 3487230]['Hackers hit Fortune 500 service provider , data of over 500K people leaked', 'Hackers Hit Fortune 500 Service Provider , Data Of Over 500k People Leaked', 'Hackers hit Fortune 500 service provider , data of over 500k ... ']2

India LMC South Asia 2019 May 3 https://www.thehindubusinessline.com/info-tech/ransomware-attack-on-ap-telangana-power-utility-sites/article27027361.ece[4470099, 4470103, 4023132, 4023133, 5041842, 4023134, 4470096, 4470102, 4470097, 4470104, 4470106, 4470098]['Hackers demand 6 Bitcoins ransom for Telangana , AP power websites restoration', 'Hackers Demand Six Bitcoins as Ransom For Restoring AP , Telangana Power Utilities Websites', '  Ransomware  hits TS , AP power utilities', 'Power Companie Websites in AP , Telangana Hacked', 'Ransomware attack on AP , Telangana power utility sites - The Hindu BusinessLine', 'Websites of A . P ., TS power utilities hacked', 'Telangana , Andhra Pradesh Websites Hacked , 6 Bitcoins Demanded As Ransom', 'Hackers demand six Bitcoins for restoration of AP , TS power portals', 'Hackers demand 6 Bitcoins ransom for Telangana , Andhra Pradesh power websites restoration', 'Ransomware hits Telangana and Andhra Pradesh power department websites | Hyderabad News', 'Telangana and AP power utilities hacked , hit by ransomware', 'Hackers Demanded Bitcoins As Ransom For Discom Websites Restoration']11



United StatesHIC North America 2017 April 21 http://www.shtfplan.com/headline-news/total-chaos-cyber-attack-fears-as-multiple-cities-hit-with-simultaneous-power-grid-failures-shockwave-of-delays-in-san-francisco-los-angeles-new-york_04212017[390618, 392939, 392945]['Total Chaos : Cyber Attack Fears As MULTIPLE CITIES HIT With Simultaneous Power Grid Failures : Shockwave Of Delays In San Francisco , Los Angeles , New York', 'CYBER ATTACK : Massive Blackout As Multiple US City Power Grids Go Down', '  Total Chaos  – Cyber Attack Feared As Multiple Cities Hit With Simultaneous Power Grid Failures']2

Canada HIC North America 2017 May 17 http://www.edmontonsun.com/2017/05/16/cyber-attack-left-alberta-energy-regulator-offline[487333, 487332]['Cyber attack left Alberta Energy Regulator offline', 'Cyber attack left Alberta Energy Regulator offline ']1

United KingdomHIC Europe & Central Asia2017 June 16 https://www.theinquirer.net/inquirer/news/3012112/birmingham-hacker-fesses-up-to-dod-satellite-network-attack[588286, 1204053]['How Birmingham hacker went from  kicking car to targeting the US Pentagon', 'Birmingham hacker fesses up to DoD satellite network attack']1

Russia UMC Europe & Central Asia2018 July 26 https://brica.de/alerts/alert/public/1222894/newly-uncovered-leafminer-hacking-group-hitting-wide-array-of-middle-eastern-targets-cyberscoop-comments/[1862100, 1863310, 1861281, 1860770]['Leafminer Hackers Attack Critical Infrastructure in the Middle East', 'Leafminer : Lookout , Russia -- Iran is Upping Their Hacking Game', 'Newly uncovered  Leafminer  hacking group hitting wide array of Middle Eastern targets ( Cyberscoop comments ) ', "Leafminer hackers attack Azerbaijan's critical infrastructure"]3

Poland HIC Europe & Central Asia2022 February 21 https://www.dobreprogramy.pl/atak-hakerski-na-lotnicze-pogotowie-ratunkowe-systemy-leza,6739705530432416a[3510646, 3510645]['Hackers attacked LPR (Polish Medical Air Rescue). They demand 1.5 million zlotys ransom', 'Hack attack on the Polish Medical Air Rescue. The systems are down']1

Israel HIC Middle East & North Africa2022 December 3 https://www.israelnationalnews.com/news/363841[3906668, 3906667, 3906665, 3906666]['Arab officials hacked into mobile phones of soldiers and published videos and photos from the military service', "Arab hackers hack soldiers' phones?", 'Arabs hack phones of IDF soldiers , publish footage from military service', 'Arabs hack mobile phones of IDF soldiers']3

Ukraine LMC Europe & Central Asia2020 June 22 http://internetua.com/sbu-razoblacsila-hakerov-kotorye-obvorovali-scseta-na-12-mln-griven[2570651, 2570646]['SBU employees exposed hackers who robbed accounts for 12 million hryvnias', 'SBU detained hackers who stole money from Ukrainians, Americans and Europeans']1

Poland HIC Europe & Central Asia2020 August 16 https://www.20minutes.fr/high-tech/2840727-20200816-canada-milliers-comptes-ligne-services-gouvernementaux-pirates[2660415, 2659405, 2660404, 4244998, 2659464, 2660405, 2661756, 4245808, 2659648, 4244999, 4245000, 2659381, 4244997, 2662051, 2659404, 2659431, 2660407, 2659771, 2660406, 2671146, 2659401]['Hackers gained access to approximately 9,000 accounts on Canadian public services servers', 'Thousands of government service accounts hacked', 'Canadian tax office cyberattack, taxpayer accounts hacked', 'In Canada, thousands of online government service user accounts hacked', 'Canada: Hacking of thousands of online government service accounts', "Cyberattack on the tax office in Canada - taxpayers' accounts hacked", 'Thousands of Canadian Government Service Accounts Hacked', 'Yukon govt websites appear to have been hacked : expert', 'Thousands of Canadian government accounts hacked', 'In Canada, a massive hack of online government service accounts', 'Thousands of online government service accounts have been hacked in Canada', 'Canada: Thousands of online government service accounts hacked', 'Canada: Thousands of Online Government Service Accounts Hacked', 'Canada: Tax office cyberattack, taxpayer accounts hacked', 'Thousands of government service access accounts hacked', 'Canada .- Canada denounces the hack20

India LMC South Asia 2017 November 21 https://www.ndtv.com/world-news/advanced-cyber-attack-targets-saudi-arabia-1777969[990617, 992386, 994493, 993387, 989841, 995267, 989842, 993527, 993389, 993521, 993586, 996005, 993589, 1290931]['  Advanced  cyber attack targets Saudi Arab', '  Advanced  cyber attack targets Saudi Arabia\ufeff', 'Saudi targeted in cyber attack : NCSC', 'Saudi Arabia under  advanced  cyber attacks : Authorities', '  Advanced  cyber attack targets Saudi Arabia', '  Advanced  Cyber Attack Targets Saudi Arabia — Naharnet', '  Advanced  Cyber Attack Targets Saudi Arabia', 'Cyber attack targets Saudi', 'Saudi Arabia detects  advanced  cyber attack targeting government computers', '  Advanced  cyber attack targets Saudi Arabia ', '´Advanced´ cyber attack targets Saudi Arabia ', 'Saudi Arabia faces sophisticated cyber attacks', ' ‘ Advance ’ cyber attack hits Saudi Arabia – Daily Pakistan', ' ‘ Advanced ’ cyber attack targets Saudi Arabia']13

India LMC South Asia 2020 March 6 https://navbharattimes.indiatimes.com/metro/mumbai/other-news/maharashtra-cid-website-hacked-hackers-wrote-families-of-muslims-killed-by-hindu-mob/articleshow/74518124.cms[2387210, 2387213, 2387215, 4174887, 2387221, 2387214, 2387208, 2387205, 2387204, 2387211, 2387216, 2387203, 2387212]['CID website hacked , message warning Modi govt shows up', 'CID website  hacked , message  warning  Modi govt shows up | India News', 'CID website hacked: A warning message to the Modi government', 'Maharashtra CID website hacked ,  Modi government warned  ', 'Maharashtra CID website hacked , defaced', 'CID Website Hack - Navshakti', 'cid website hacked: maharashtra cid website hacked, posted message of warning to modi government', 'Website not hacked , says Maharashtra CID chief', "Maharashtra CID website hacked by Legion dmp 82| Stop Harassing Muslims, CID's Website Hacked Warning", 'CID website hacked, warning message to Indian Police and Modi government', 'Hacker group Legion hacks CID website , cite Muslim victims of Delhi riots', 'Maharashtra state cid: Excitement! Maharashtra CID website hacked - maharashtra state cid website has been hacked', 'CID website  hacked , message  warning  Modi govt shows up']12

Russia UMC Europe & Central Asia2020 June 10 https://vestikavkaza.ru/news/hakeram-za-vzlom-sistemy-onlajn-golosovania-v-moskve-v-hode-ee-testirovania-zaplatat-2-mln-rublej.html[2548325, 2551632, 2551628]["At least 1 million will be paid for hacking Moscow's online voting system to check for vulnerabilities", 'Hackers for hacking the online voting system in Moscow during its testing will be paid 2 million rubles', '2 million rubles will be paid for hacking the online voting system in Moscow during its testing']2

NetherlandsHIC Europe & Central Asia2017 April 25 http://www.joop.nl/nieuws/geheime-diensten-data-wissen[1151604, 1151608]['Secret services do not erase data obtained through hacking', 'Secret services fail to delete data obtained after hacks']1

Israel HIC Middle East & North Africa2019 January 8 https://www.haaretz.com/israel-news/business/as-election-campaign-gets-underway-israel-faces-threats-by-hackers-1.6822455[4995081, 4284140, 4993608]['Pew survey : 62 % of Israelis fear possibility of election being hacked', 'Shin Bet chief fears hacker attacks on Israeli parliamentary elections', 'As election campaign gets underway , Israel faces threats by hackers']2

Germany HIC Europe & Central Asia2022 January 27 https://www.dw.com/zh/%E5%BE%B7%E5%9B%BD%E6%83%85%E6%8A%A5%E6%9C%BA%E6%9E%84%E4%B8%AD%E5%9B%BD%E9%BB%91%E5%AE%A2%E8%A2%AD%E5%87%BB%E5%BE%B7%E5%9B%BD%E4%BC%81%E4%B8%9A/a-60573411[4064913, 3471849, 3470469, 3470061]['German intelligence agency: Chinese hackers attack German companies', 'German intelligence agency: Chinese hackers attack German companies | Deutsche Welle From Germany Introducing Germany | DW', 'Spiegel: German counterintelligence warned of a wave of hacker attacks from China on German firms', 'Chinese APT 27 hackers targeting companies , says Germany | News | DW']3

Germany HIC Europe & Central Asia2021 December 17 https://www.morgenpost.de/web-wissen/web-technik/article234119587/Bundesfinanzhof-schaltet-Webseite-nach-Hackerangriff-ab.html[3039165, 3039215, 3039172, 3039178, 3039170, 3039175, 3039176]['Court shuts down website: hacker attack on the Federal Fiscal Court', 'Boyens Medien: Federal Fiscal Court shuts down website after hacker attack', 'Cybercrime : Federal Fiscal Court shuts down website after hacker attack', 'Hacker attack on the Federal Fiscal Court: the court shuts down the website', 'Federal Fiscal Court shuts down website after hacker attack', 'Log4j : Federal Fiscal Court shuts down website after hacker attack', 'Log4j : Bundesfinanzhof shuts down website after hacker attack']6

United StatesHIC North America 2022 September 8 https://www.globenewswire.com/news-release/2022/09/08/2512994/0/en/Cornerstone-National-Insurance-Data-Breach-Investigation-Alert-Issued-by-Wolf-Haldenstein-Adler-Freeman-Herz-LLP.html[3790959, 3785134]['CORNERSTONE NATIONAL INSURANCE DATA BREACH INVESTIGATION ALERT : ISSUED BY WOLF HALDENSTEIN ADLER FREEMAN & HERZ LLP', 'Cornerstone National Insurance Data Breach Investigation']1

Sweden HIC Europe & Central Asia2022 July 14 https://computersweden.idg.se/2.2683/1.768369/folkalsomyndigheten-hackad--vaccininformation-om-barn-har-lackt[3714674, 3713056, 3713054, 3713053, 3713055, 3713051, 3713065, 3713057, 3713058, 3713052]['The Public Health Authority on trust after the suspected data breach', 'Suspected data breach at FHM – vaccine data has been spread', 'Aftonbladet Direkt - The Public Health Agency reports a data breach', "Suspected data breach in FHM's vaccine register", 'FHM reports a suspected data breach in the vaccine register', 'The Public Health Authority reports a data breach to the police', 'The Public Health Agency hacked - vaccine information about children has been leaked', 'Suspected data breach at the Public Health Agency', 'The Public Health Authority reports a suspected data breach to the police', 'Suspected data breach at the Public Health Agency']9

KazakhstanUMC Europe & Central Asia2020 May 13 https://time.kz/news/economics/2020/05/13/pereneseny-sroki-zakupok-i-podpisaniya-dogovorov-iz-za-kiberataki-na-portal-goszakupok-v-rk[2504998, 2504999, 2506592, 2505001]['Terms of public procurement in Kazakhstan postponed due to hacker attack on the portal', 'Due to a hacker attack in Kazakhstan postponed the terms of public procurement', 'The terms of purchases and signing of contracts have been postponed due to a cyber attack on the public procurement portal in the Republic of Kazakhstan', 'The terms of purchases and signing of contracts have been postponed due to a cyber attack on the public procurement portal in the Republic of Kazakhstan']3

United KingdomHIC Europe & Central Asia2020 May 4 https://www.theguardian.com/australia-news/2020/may/05/government-investigates-data-breach-revealing-details-of-774000-migrants[4207764, 4199210]['Home affairs data breach may have exposed personal details of 700 , 000 migrants', 'Government investigates data breach revealing details of 774 , 000 migrants']1

United StatesHIC North America 2019 August 29 https://finance.yahoo.com/news/york-times-u-hacked-iran-160000100.html[4699346, 4700410, 4701865]['US hack attack hobbles Iran ability to target oil tankers , NYT says', 'The US launched a cyber attack on Iran to prevent its attacks on tankers WORLD', 'New York Times : U . S . Hacked Iran To Prevent Oil Tanker Attacks']2

United StatesHIC North America 2019 October 4 https://thenextweb.com/hardfork/2019/10/04/ransomware-spain-jerez-frontera-bitcoin-cryptocurrency-attack/[4785354, 4783049]['Spanish City Attacked by Ransomware , Hacker Asks for Bitcoin', 'Ransomware attack hits Spanish city demanding undisclosed amount of Bitcoin']1

Australia HIC East Asia & Pacific2017 July 1 http://www.dailymail.co.uk/news/article-4656272/Centrelink-hacks-Australian-s-smartphones.html[628374, 632952]['Centrelink hacking into fraudster phones', 'Centrelink hacks into Australian smartphones']1

United StatesHIC North America 2020 June 30 https://freebeacon.com/national-security/qatar-hired-former-cia-agents-to-hack-prominent-gop-official-lawsuit-alleges/[4230823, 2583252, 2582544, 2585685]['Middle East News : Ex - CIA agents working for Qatar  hacked top US officials  ', 'Qatar hired ex - CIA , US military officials to hack Republican activist Broidy : Reports', 'Qatar Hired Former CIA Agents to Hack Prominent GOP Official', 'Qatar Hired Former CIA Hackers To Carry Out Global Criminal Activities , Lawsuit Alleges']3

Mexico UMC Latin America & Caribbean2020 February 25 https://www.debate.com.mx/politica/Secretaria-de-Economia-reporta-intento-de-hackeo-20200224-0354.html[2369036, 2369093, 2369089, 2369042, 2369045, 2370275, 2369047, 2369059, 2373857, 2371346, 2369060, 2369067, 2369061, 2389171, 2369090, 2369088, 2369044, 2369964, 2369076, 2369052, 2369062, 2369086, 2369064, 2369049, 2369058, 2371335, 2369055, 2369050, 2379695, 2369091, 2369087]['Ministry of Economy suffers hack', 'Hidrocalidodigital - The Ministry of Economy of Mexico suffers cyber attack without affectations', 'Mexico | Hackers attack the Ministry of Economy and partially paralyze it', 'Ministry of Economy suffers hacking; suspends procedures • Forbes México', 'Hacking to the system of the Ministry of Economy causes suspension of procedures', 'AMLO government confirms hacking of the Ministry of Economy', 'They hack the Ministry of Economy, suspend procedures', 'Ministry of Economy suspends procedures due to cyber attack', 'La Jornada: Hacking forces to suspend procedures in the SE', 'Ministry of Economy issues measures for foreign trade after hacking', 'Secretary of Economy hacked; suspend procedures', 'Ministry of Economy suspends procedures and services due to cyber attack – Chihuahua News – Entrelíneas', 'Hacking attacks systems of the Ministry of Economy', 'The creation of at least 1,000 companies in the country is paralyzed due to hacking of the Ministry of Economy', 'Hackers30

Israel HIC Middle East & North Africa2020 May 19 https://www.pc.co.il/news/316043/[2531753, 2506480, 2520503, 2524091, 2515672, 4207460, 2524532, 2521164, 2522652, 2530740, 2524073, 2518590, 2518361, 2519104, 2531258, 2520732, 2520514, 4206696, 2527296, 2534051, 2511869, 2520067, 2516080, 4207452, 2522055, 2523139, 2520803, 2520337, 4212372, 2518586, 2520512, 4209147, 4207448, 2520480, 2518766, 2515674, 2531090, 2506528, 2529834, 2531751, 2527292, 2506554, 2520510, 2525111, 4207447, 2504655, 2513078, 4207450, 2520346, 2515991, 2541015, 4210544, 2523018, 4205041, 2529188]['Israel foiled a cyberattack where hackers wanted to poison drinking water', 'The cyber system warns: Pro-Iranian hackers will launch an attack against Israel', 'Hundreds Of Israeli Sites Hacked In Coordinated Cyber Attack', 'Sada El Balad: To spread spyware, an Israeli company impersonates Facebook', 'For fear of an Iranian response: Israel was instructed to prepare for a cyber attack', 'Israeli websites hacked in cyberattack :  Be ready for a big surprise  ', 'NSO Group impersonates Facebook to spread spyware | Arab portal for technical news', 'NSO Group : Israeli firm  impersonated Facebook to spread spyware  ', 'The cyber attack on Israel: what are the reasons and the lessons?', 'Israel repels hacker attack on water network. A new era of covert warfare has dawned, says an expert', 'Iranian Hackers Target Dozens of Israeli Websites', 'Iran claims hack attack on port failed to cause significant damage', 'Israel hack of Iranian port becomes latest salvo in two West Asian rival exchange of cyber attacks', 'I54

NetherlandsHIC Europe & Central Asia2018 September 11 https://www.nu.nl/internet/5457086/honderden-phishingsites-proberen-zorgdata-nederlanders-buit-maken.html[1991751, 1994691, 1991752, 1991753, 1991754]['SIDN : Phishing sites are trying to steal healthcare data from the Dutch', 'SIDN identifies more than 450 phishing sites', 'Hundreds of phishing sites are trying to steal healthcare data from the Dutch', 'SIDN : Hundreds of phishing sites are trying to steal Dutch healthcare data', 'SIDN finds phishing sites that target health insurers through typosquatting']4

Mexico UMC Latin America & Caribbean2020 February 27 https://www.elimparcial.com/economianegocios/Hackeo-de-SE-afecta-exportacion-de-tomate-a-Estados-Unidos-20200227-0015.html[2373856, 2373855]['SE hack affects tomato exports to the United States', 'Hacking affects SE tomato export']1

India LMC South Asia 2018 December 23 https://www.loksatta.com/desh-videsh-news/bjp-it-cell-web-site-hacked-1810712/[2245710, 2244380, 2242789, 2244377]['BJP IT Cell Website Hacked - Navshakti', 'BJP IT cell website hacked; Threat to release black money', "Bjp It Cell Website Hacked? Right To Privacy Message From Hacker | BJP's IT cell website hacked? Privacy threat", 'BJP IT cell website hacked | BJP leaders threaten to release black money, BJP IT Cell website hacked']3

United StatesHIC North America 2021 July 15 https://www.washingtontimes.com:443/news/2021/jul/15/google-discovers-russian-hackers-using-linkedin-ta/[3389655, 3391920, 3391869]['Google : Russian Hackers Used LinkedIn to Deliver iPhone - Based Attack', 'Google discovers Russian hackers using LinkedIn to target government officials', 'Russian Hackers Disguised as LinkedIn Networkers Spreading Malware']2

Bulgaria UMC Europe & Central Asia2018 March 7 https://trud.bg/%D1%85%D0%B0%D0%BA%D0%B5%D1%80%D0%B8-%D0%B0%D1%82%D0%B0%D0%BA%D1%83%D0%B2%D0%B0%D1%82-%D1%81%D1%80%D1%8A%D0%B1%D1%81%D0%BA%D0%B0%D1%82%D0%B0-%D0%B0%D0%B3%D0%B5%D0%BD%D1%86%D0%B8%D1%8F-%D1%82%D0%B0/[1471158, 1471160, 1471157]["Serbia's state news agency has come under a series of hacker attacks", 'Hackers attack the Serbian agency TANYUG - Labor', "Serbia's state agency has been subjected to a series of hacking attacks"]2

United StatesHIC North America 2017 March 10 https://notiuno.com/hackeo-en-hacienda-causa-retraso-para-someter-las-planillas/[297364, 271425, 297369, 297346]['Hacking of the Treasury delays the filing of returns', 'Hacking in the Treasury causes a delay in submitting the forms', 'Hacking of the Treasury delays the filing of returns', 'The hack to the Treasury delays the filing of the forms']3

South AfricaUMC Sub-Saharan Africa2021 November 19 https://www.defenceweb.co.za/cyber-defence/probe-into-indonesian-police-hack-underway/[2987974, 2987599]['Probe into Indonesian police hack underway', 'Indonesia probe police hack in latest cyber breach']1

BangladeshLMC South Asia 2021 February 17 http://banglamirrornews.com/2021/02/17/bangladeshi-critical-service-websites-at-risk-of-massive-cyber-attack/[3133969, 3137029, 3135521, 3133978]['Hackers launch malware posing as Bangladeshi critical service websites', 'Hackers target Bangladeshis by creating fake COVID information website', 'Bangladeshi critical service websites at risk of massive cyber attack', 'Bangladeshi critical service websites at risk of massive cyber attack - 536388']3

United StatesHIC North America 2018 June 21 https://www.infosecurity-magazine.com:443/news/third-orgs-sacked-employees/[1761779, 1764314, 1761778]['British Businesses Sacking Employees for Data Breach Negligence , In Spite of Inadequate Training', 'A Third of united kingdom Orgs Have Sacked Employees for Data Breach Negligence', 'British Businesses Sacking Employees for Data Breach Negligence , In Spite of Inadequate Training Practices : Shred - it Study']2

Panama UMC Latin America & Caribbean2021 January 11 https://www.prensa.com/judiciales/mides-presenta-denuncia-por-hackeo-a-su-sistema-informatico/[4102331, 4102329, 4102339, 3077863, 3077864, 4102328, 3076928, 4102330, 3432689, 3076927]['They file a complaint for hacking of the Mides computer system', 'Mides files complaint for computer system hacking', 'Mides files criminal complaint for cyber attack; payments will not be affected', 'They open an investigation into a hacking complaint in the Mides', 'Mides files criminal complaint for cyber attack', 'Mides files a complaint for hacking its computer system', 'Mides denounces that his computer system was hacked', 'They file a criminal complaint for hacking the Mides computer system', 'Mides will file a complaint this Monday for hacking its computer system', 'Mides denounces that its computer system was hacked on January 6']9

Russia UMC Europe & Central Asia2021 August 21 https://www.mk.ru/politics/2021/08/22/fox-news-gosdep-ssha-podvergsya-khakerskoy-atake.html[9214, 9212, 9253, 8882, 9207, 8232, 10128, 9197, 9216, 9202, 9198]['The US State Department commented on reports of cyber attacks on department systems', 'The US State Department was attacked by hackers', 'State Department hacked amid Afghan crisis', 'The US Department of State was hit by a cyber attack', 'US State Department officials declined to comment on reports of a possible hacker attack', 'Fox News: US State Department hacked', 'US State Department reportedly hit by cyber attack', 'The US State Department, according to the American media, has been hacked', 'Fox News learned about the hacker attack on the State Department', 'Fox News reported on a hacker attack on the US State Department', 'Fox News journalist spoke about a cyber attack on US State Department websites']10

BangladeshLMC South Asia 2019 April 7 https://www.bangla.24livenewspaper.com/bangladesh/40721-petrobangla-website-hacked[4429039, 4427942, 4427943]['Petrobangla website hacked again', 'Petrobangla website hacked', 'Petrobangla website hacked']2

United KingdomHIC Europe & Central Asia2019 June 26 https://www.enterprisetimes.co.uk/2019/06/26/russian-banking-malware-riltok-hits-uk-france-and-italy/[4553368, 4552101]['Russian banking malware Riltok hits united kingdom , France and Italy - ', 'Smartphone users in Russia, France, Italy and UK affected by Riltok mobile malware']1

United StatesHIC North America 2019 December 13 https://www.kcci.com/article/fbi-investigating-west-des-moines-malware-attack/30224618[4935442, 4943113]['Malware found on city of West Des Moines computer network', 'West Des Moines working with FBI on malware attack']1

United KingdomHIC Europe & Central Asia2018 November 14 https://www.theinquirer.net/inquirer/news/3066336/russian-hackers-are-flogging-british-airways-customers-credit-card-details[5068454, 2162513, 5068446, 2162488, 2162936, 2162848, 2162021]['British Airways data breach : Russian hackers sell 245 , 000 credit card details', 'Hackers put up for sale bank card data of British Airways customers', 'Russian hackers made £9 . 4m from British Airways data breach  ', 'DM: Hackers put up for sale bank card details of British Airways customers', 'Russian hackers are flogging British Airways customer credit card details', 'Hackers sell British Airways credit card details', 'Mass Card - Stealing Hackers in united kingdom Linked to Bountiful Russian Criminals']6

Estonia HIC Europe & Central Asia2020 October 16 https://www.aripaev.ee/uudised/2020/10/16/eestit-tabas-pahavara-kolmas-laine[2745918, 2745917]['The third wave of malware hit Estonia - check the sender before clicking', 'Estonia was hit by the third wave of malware']1

BangladeshLMC South Asia 2022 September 15 https://www.freepressjournal.in/viral/new-trojan-virus-hacking-mobile-banking-apps-in-india[3798925, 3793736]['Banking malware Sova has also spread in India 1185218 | The voice of time', 'New  Trojan  virus hacking mobile banking apps in India']1

Kenya LMC Sub-Saharan Africa2019 May 3 https://www.modernghana.com/news/930041/focus-on-africa-kenya-home-grown-hackers-have-looted-milli.html[4468777, 4469984, 4023435]['Revealed : Here are hacker groups looting banks in Kenya', 'Focus on Africa : Kenya : Home - grown hackers have looted millions from banks', 'Kenya : Home - Grown Hackers Have Looted Millions From Banks']2

United StatesHIC North America 2019 June 27 https://www.ship-technology.com/news/newsmaersk-working-to-restore-shipping-business-after-cyber-attack-5856324/[4555789, 4563455]['Maersk working to restore shipping business operations after cyber attack', 'Protect and Survive : How Maersk Learned From the NotPetya Cyber Attack']1

United KingdomHIC Europe & Central Asia2018 June 13 https://www.marketwatch.com/story/dixons-carphone-reveals-data-breach-affecting-59-million-payment-cards-2018-06-13[1741476, 1742656, 1749269, 1741339, 1742411, 1743425, 1747734, 1743276, 1742158, 1743265, 1743249, 1743626, 1742800, 1743263, 1742405, 1741082, 1742817, 1743423, 1741338, 1742522, 1742773, 1747065, 1743252, 1742826, 1742796, 1742403, 1751538, 1742752, 1743450, 1743250, 1743334, 1741699, 1743259, 1743400, 1742786, 1745751, 1764322, 1743439, 1742396, 1752836, 1743385, 1745076, 1742774, 1743275, 1743397, 1743255, 1742402, 1742027, 1742810, 1743391, 1755598, 1741487, 1757957, 1742588, 1742779, 1757968, 1742606, 1742756, 1743399, 1743435, 1752837, 1741655, 1741080, 1741194, 1743436, 1743414, 1742615, 1742415, 1743383, 1741750, 1743429, 1743424, 1743267, 1742758, 1757959]['Dixons Carphone reveals data breach affecting 5 . 9 bank cards', 'Where does the Dixons Carphone cyber attack rank among ... ', 'Massive Cyber Attack of united kingdom Retailer Dixons Carphone Prompts Data Watchdog Probe', 'Customer fears over Dixons Carphone data breach', 'Hackers access 5 . 9m bank cards at Dixons Carphone', 'Currys PC World admits massive data breach involving millions of cards and personal records', 'Dixons Carphone profits expected to tumble amid data breach woes', 'Hackers target Dixons Carphone customer data in major breach', 'Britain Dixons Carphone suffers cyber attack on customer data', 'Data breach at Dixons Carphone – Channel 4 News', 'Dixon Carphone suffers huge data breach affecting 5 . 9 million bank cards', 'Dixons Carphone victim of a computer hack, the title falls | Economy', 'Dixons Carphone : suffers cyber attack on customer data', 'Dixons Carphone reveals major data breach', 'Dixons Carphone Warehouse Reveal Massive Data Breach of 5 . 9 Million Payment Cards', 'Dixons C74

Malaysia UMC East Asia & Pacific2020 May 8 https://www.asiaone.com/asia/morality-ministry-indonesia-communications-ministry-mocked-shrugging-data-breach[2497783, 2497535, 2499963]['Netizens mock Indonesian Communications ministry for shrugging off data breach', '  Morality ministry : Communications ministry mocked for shrugging off data breach - National', '  Morality ministry : Indonesia Communications ministry mocked for shrugging off data breach']2

United StatesHIC North America 2022 April 19 https://www.crhoy.com/economia/hackeo-a-hacienda-incluyo-documentos-confidenciales-para-fiscalizar-riesgos-en-aduanas/[3599967, 3599912, 3599995]['Without talking about hacking, the Treasury admits exposure of Customs data', 'The Treasury admits hacking of data from the General Directorate of Customs', 'Hacking of the Treasury included confidential documents to control risks in customs']2

SwitzerlandHIC Europe & Central Asia2022 July 1 https://www.pctipp.ch/news/post/post-liess-150-hackern-angreifen-2779011.html[3695952, 3695951, 3697558]['Cyber \u200b\u200btest: hackers find 22 weaknesses in Swiss Post', 'Post lets itself be attacked by 150 hackers | news ticker', 'Swiss Post allowed itself to be attacked by around 150 hackers']2

Germany HIC Europe & Central Asia2022 February 22 https://www.shz.de/regionales/schleswig-holstein/Datenschuetzer-registrieren-immer-mehr-Hacking-Angriffe-in-SH-id35534327.html[4072424, 4077556]['Significantly more data breaches in 2021: data protection officers are registering more and more hacking attacks in SH', 'Writing 20 . 2. 2022: The data breach in Savonia was a blunt reminder of hackers']1

Germany HIC Europe & Central Asia2021 September 16 https://www.midilibre.fr/2021/09/16/tests-covid-piratage-des-donnees-de-plus-dun-million-de-personnes-le-parquet-de-paris-ouvre-une-enquete-9794152.php[2878050, 2879616, 2875972, 2875683, 2877818, 2877992, 2875970, 2878675, 2877978]['Corona test data stolen by hackers in Paris - 1.4 million affected', 'Hackers steal Corona test data in Paris', 'Corona virus live ticker: +++ 00: 16 hackers capture test data from 1.4 million people in Paris +++', 'Hackers capture Corona test data from 1.4 million people', 'Hackers capture Corona test data from 1.4 million people Tyrolean daily newspaper online', "Covid tests: hacking of the data of more than a million people, the Paris prosecutor's office opens an investigation", 'Hackers capture Corona test data from 1.4 million people in Paris', 'The latest on the corona crisis - hackers capture corona test data from 1. 4 million people', 'Hackers steal Covid test data of 1 . 4 million people from Paris hospital system']8

United StatesHIC North America 2019 January 15 https://peru21.pe/economia/denuncian-hackeo-sistemas-robo-us-4-millones-sec-estados-unidos-nndc-453365[4372974, 4372148, 4372149, 4372975]['They denounce hacking of systems of the United States Stock Exchange Commission', 'They denounce hacking of systems and theft of US$ 4 million from the SEC of the United States | Economy', 'They denounce hacking of systems and theft of US$4 million from the SEC of the United States | Economy | World', 'They denounce hacking of US Stock Exchange Commission systems']3

United KingdomHIC Europe & Central Asia2020 December 3 https://laverdadnoticias.com/mexico/Descubren-software-espia-en-Mexico-vinculado-a-la-Semar-y-el-gobierno-de-Durango-20201202-0306.html[4272840, 2794944, 2788914, 2796763]['  It a free - for - all : how hi - tech spyware ends up in the hands of Mexico cartels', 'Leading Mexican journalist targeted by Israeli NSO spyware , global investigation reveals', 'They discover spyware in Mexico linked to Semar and the government of Durango', 'Tech savvy Mexican drug cartels find a new partner : Israeli spyware']3

Lithuania HIC Europe & Central Asia2017 June 12 http://kauno.diena.lt/naujienos/kriminalai/nusikaltimai/stabdomas-tyrimas-del-isilauzimo-i-bns-sistema-815833[571408, 574659]['The investigation into the hacking of the BNS system is suspended', 'Law Enforcement Stops Investigation into BNS Hacking']1

United StatesHIC North America 2022 June 21 https://www.techtimes.com/articles/276989/20220621/flagstar-data-breach-social-security-numbers-over-1-5-million.htm[3683991, 3685715, 3683976, 3683575, 3684210, 3682694, 3684200, 3693157, 3684205, 3685776, 3697723]['Flagstar Bank Reveals 1 . 5 Million Customers Have Been Affected by Data Breach', 'Flagstar Bank Was Hacked , But Didnt Realize for Months', 'Hackers stole Social Security numbers in Flagstar data breach affecting 1 . 5 million customers – TechCrunch', 'Flagstar Bank Data Breach Affects 1 . 5 Million Customers', 'Flagstar Bank says hack impacted 1 . 5 million customers', 'More than 81 , 000 Social Security Numbers Leaked in Quality Temporary Services , Inc . Data Breach | Console and Associates , P . C . ', 'Flagstar Bank Announces Data Breach Impacting Over 1 . 5 Million Names and Social Security Numbers | Console and Associates , P . C . ', 'Flagstar bank data breach : Where next for financial cybersecurity ? ', 'Flagstar Data Breach : Social Security Numbers From Over 1 . 5 Million Customers Reportedly Stolen', 'Flagstar reports data breach affecting 1 . 5 million clients', 'Flagstar Bank breach another example of hacker threat to financial sector']10

South AfricaUMC Sub-Saharan Africa2022 May 29 https://www.ecr.co.za/shows/stacey-jsbu/hacked-cyril-ramaphosa-and-sa-government-have-been-breached-cyber-hackers/[3655834, 3655829, 3655832]['BREAKING : Cyril Ramaphosa and the government get HACKED ! ', 'Cyril Ramaphosa private data hacked', 'HACKED ! Cyril Ramaphosa and the SA government have been breached by cyber hackers']2



United StatesHIC North America 2020 March 21 https://ktvz.com/news/oregon-northwest/2020/03/20/oregon-dhs-notifies-public-of-data-breach/[2412649, 2412719, 2413814, 2411713]['Oregon DHS notifies public of data breach', 'OREGON DEPARTMENT OF HUMAN SERVICES NOTIFIES PUBLIC OF DATA BREACH', 'Oregon Department of Human Services reports data breach from phishing email', 'Phishing email leads to data breach at Oregon Department of Human Services']3

Syria LIC Middle East & North Africa2020 December 30 https://www.9tv.co.il/item/23022[2832810, 2831277, 2834097, 2832809, 4282678, 2831278]['Hezbollah Banking Institution Hacked , Clients Confused', "Hezbollah's financial institution hacked", 'Hezbollah Qard al - Hasan hacked , account information leaked – Ya Libnan', 'Report : Hizbullah Financial Institution Hacked , Party  Perplexed  Naharnet', 'Confused Customers: Hezbollah Bank Hacked', "Hezbollah's financial institution, which provides loans to thousands of people in Lebanon, was hacked"]5

India LMC South Asia 2019 April 28 http://suprabhaatham.com/%E0%B4%B8%E0%B4%82%E0%B4%AD%E0%B4%B5%E0%B4%A4%E0%B5%8D%E0%B4%A4%E0%B4%BF%E0%B4%B2%E0%B5%8D%E2%80%8D-%E0%B4%B0%E0%B4%BE%E0%B4%B7%E0%B5%8D%E0%B4%9F%E0%B5%8D%E0%B4%B0%E0%B5%80%E0%B4%AF-%E0%B4%87%E0%B4%9F/[4461938, 4463086]['Allegation of political interference in the incident; Cyber \u200b\u200bWarriors Hack Government Websites • Suprabhaatham', 'Murder of seven-year-old boy: Allegation of political interference in the incident; Cyber \u200b\u200bWarriors Hack Government Websites • Suprabhaatham']1

United StatesHIC North America 2018 June 8 https://wjno.iheart.com/featured/local-news-wire/content/2018-06-08-wellington-utilities-customers-may-have-been-victimized-by-data-breach/[1729837, 1749187, 1736908, 1742775, 1729835, 1729871, 1727138]['Possible data breach puts Wellington utility customers at risk', 'Wellington narrows data breach timeline in hit on credit card numbers', 'Wellington , Fla ., almost faces data breach Waterloo', 'UPDATE : Wellington data breach hit more customers than first reported', 'Wellington Utilities Customers May Have Been Victimized By Data Breach | Local News Wire', 'Possible data breach of Wellington billing and payment system', 'Wellington : Potential data breach may have exposed information']6

Canada HIC North America 2021 April 14 https://allkharkov.ua/news/pro/hakery-iz-rf-i-knr-atakovali-sistemy-distancionnogo-obycheniia-vo-francii-smi.html[4116059, 3219517, 3229864, 5084203, 4116056, 3227266]['Hackers , glitches mar France mass return to online school | iNFOnews | Thompson - Okanagan News Source', 'France: The French distance education system hacked', 'Hackers from Russia and China attacked a distance learning system in France , media | News of incidents in Kharkov, Ukraine. All Kharkiv', 'Hackers , glitches mar France mass return to online school - New Delhi Times - India Only International Newspaper', 'Hackers , glitches mar France mass return to online school', 'French homeschooling platform hit by hackers from Russia , China']5

South KoreaHIC East Asia & Pacific2021 October 5 https://www.donga.com/news/Politics/article/all/20211005/109560505/1[2915268, 2910465]["North Korea's cyber attacks surge during MS Corona... Low success rate, but great damage", "[Exclusive] North Korea's cyber attacks surge... Cyber \u200b\u200bCommand cannot increase manpower due to lack of offices"]1

Israel HIC Middle East & North Africa2020 March 7 https://news.okezone.com/read/2020/03/07/18/2179767/diretas-akun-twitter-menteri-pertahanan-israel-serukan-kemerdekaan-untuk-palestina[4174260, 2389345, 2389149, 2390046, 2389346, 2389148, 2389150, 2389151, 2389099, 2390050, 2389701]["Defense Minister Naftali Bennett's Twitter account was hacked", "Hackers gave their lesson : Israeli minister's message of freedom to Palestine", "Something was hacked at Bennett: anti-Israeli hackers frolic on the Secretary of Defense's Twitter account", 'Defense Minister Naftali Bennett Twitter hacked - Defense / Security', 'Freedom message to Palestine from Israeli minister: Hacker became a victim', "Naftali Bennett: The Defense Minister's Twitter account was hacked", 'Israeli defense minister Twitter account hacked ; feed features Palestinian flag', 'Friday Night Naftali Bennett Twitter Account Was Hacked | The Jewish Press - JewishPress . com | David Israel | 12 Adar 5780 – March 7 , 2020', 'Hacked , Israeli Minister of Defense Twitter Account Calls for Independence for Palestine : Okezone News', "Defense Minister Naftali Bennett's Twitter account has been hacked.", 'Israeli defense minister Twitter hacked :  Freedom for Palestine  -- Puppet Masters -- Sott . net']10

France HIC Europe & Central Asia2022 January 27 https://www.newsweek.com/over-62k-fake-covid-passes-created-france-after-criminal-network-hacks-nurses-account-1673658[3463949, 3464414, 3473061]["Cybercrime: more than 1,000 fake health passes generated after a nurse's account was hacked", "More than 1. 000 fake health passes issued after a nurse's account was hacked", 'Over 62k Fake COVID Passes Created in France After Criminal Network Hacks Nurse Account']2

Virgin IslandsHIC Latin America & Caribbean2022 February 9 https://www.virginislandsnewsonline.com/en/news/uk-foreign-office-reports-serious-cyber-attack-on-fcdo-website[3494379, 3491687]['UK Foreign Office reports  seriou cyber attack on FCDO website | Virgin Islands News Online', 'UK Foreign Office was hit by  seriou hacking attempt , document reveals']1

Australia HIC East Asia & Pacific2020 March 10 https://thenewdaily.com.au/news/world/2020/03/11/russians-hacked-australian-mh17-files-trial/[2393408, 4175530, 4175531, 4175528]['Russia is accused of hacking Australian files on the MH17 probe', 'Australian MH17 cops  likely hacked  by Russians , court hears', 'MH17 trial gets underway with Russian hacking claim', 'Aust MH17 cops  likely hacked  by Russians']3

United StatesHIC North America 2018 March 8 https://freedomoutpost.com/unreleased-steele-memo-alleges-dnc-hack-involved-russian-agents-within-democratic-party-structure/[1473591, 1466511, 1476619]['DNC Hack Involved Russian Agents  Within The Democratic Party : Unreleased Steele Memo', 'The Plot Thickens=> Christopher Steele Says DNC  Hack  Involved Agents  Within the Democratic Party  ', 'Unreleased Steele Memo Alleges DNC Hack Involved Russian Agents  Within the Democratic Party Structure Itself  ']2

United StatesHIC North America 2018 June 1 https://www.scmagazine.com/rat-campaign-targets-koreans-with-phishing-lures-featuring-us-north-korea-summit/article/770529/[1710328, 1717207]['RAT campaign targets Koreans with phishing lures featuring U . S .- North Korea summit', 'RAT campaign targets Koreans with phishing lures ft US - North Korea summit']1

United StatesHIC North America 2020 October 8 https://whoradio.iheart.com/content/2020-10-08-iowa-to-get-38k-in-national-data-breach-settlement/[2737886, 2737885]['Iowa to get $38K in national data breach settlement | AM 600 WMT', 'Iowa to get $38K in national data breach settlement']1

Russia UMC Europe & Central Asia2018 October 30 https://www.rbc.ru/society/30/10/2018/5bd6d82d9a79474c88b20431[2132222, 2132303, 2132307]['A fraudulent scheme for hacking Russian Railways ticket systems has been uncovered', 'The court began to consider the case of hacking the S7 and Russian Railways databases', 'The court revealed the scheme of hackers to hack the ticket systems of Russian Railways and S7']2

South KoreaHIC East Asia & Pacific2017 October 21 http://www.womannews.net/detail.php?number=129011&thread=22r03r03[909109, 911833, 909112]['Seoul Metropolitan Government 38th Tax Collection Division Impersonating Hacking Mail Po', 'Seoul Metropolitan Government, Seoul City Hall 38 Tax Collection Division Impersonating Hacking Email Alert', "Hacking virus detected in Seoul Metropolitan Government's 38th tax collection department impersonation email"]2

France HIC Europe & Central Asia2019 June 20 https://www.zdnet.com/article/russian-apt-hacked-iranian-apts-infrastructure-back-in-2017/[4543598, 4542293]['Top Spies Hack Other Spies: Russian APT Versus Iranian APT', 'Russian APT hacked Iranian APT infrastructure back in 2017']1

Russia UMC Europe & Central Asia2022 June 15 https://lenta.ru/news/2022/06/15/arestttt/[4096545, 4096481]['Suspect in hacking Russian customs detained in Moscow', 'Hacker placed under house arrest for hacking Russian customs system']1

United StatesHIC North America 2019 June 7 http://globedia.com/brecha-datos-banco-westpac-100k-usuarios-afectados[4521800, 4517371]['Westpac bank data breach; 100k users affected', 'Westpac breach : Almost 100 , 000 users details exposed in online hack']1

Russia UMC Europe & Central Asia2018 November 13 https://tass.ru/mezhdunarodnaya-panorama/5785081[5011014, 2161034, 2158836, 2159855, 2158913, 2158829, 2158874, 2159706, 2159857, 2159872, 2159883, 2161055, 2161063]['Probe on Austal defence hack could take years : Australia cybersecurity chief', 'Australia Cyber Security Chief Says Austal Defense Hack Investigation May Take Years', 'Iranian hackers suspected in Austal breach', 'Iranian hackers suspected of hacking the systems of the Australian company Austal', 'Iranian hackers are suspected of hacking the systems of the Australian company Austal', 'Iranian hackers suspected in cyber breach and extortion attempt on Navy shipbuilder Austal - ABC News ( Australian Broadcasting Corporation ) ', 'Cyber chief : Austal defence hack investigation may take years', 'Iranian hackers suspected in cyber breach and extortion attempt on Navy shipbuilder Austal', "ABC: Iranian hackers hacked Australian defense company's security systems", 'Media: Iranian hackers are responsible for hacking Australian defense plant', 'Media : Iranian hackers hacked the system of an Australian defense plant', 'Australia cyber security chief says Austal defense hack investigation may take years', 'Austral12

Samoa LMC East Asia & Pacific2017 July 19 http://oane.ws/2017/07/19/v-belgii-haker-pohitil-dannye-500-tysyach-bolnyh.html[678987, 681676]['In Belgium, a hacker stole the data of 500 thousand patients', 'Hacker stole data from 500,000 patients in Belgium']1

India LMC South Asia 2020 March 24 https://www.hindustantimes.com/tech/indian-property-site-hack-leads-to-2-million-users-data-exposed/story-kcegLy2maaQYM0uvSU5gcJ.html[2417696, 2419020]['Indian property site hack leads to 2 million user data exposed - tech', 'Data leak of 20 lakh people with popular website hacking!']1

Ghana LMC Sub-Saharan Africa2020 July 15 https://xbitgh.com/bank-software-hacked-gh%c2%a246million-stolen/[2602551, 2602550, 2602555]['Bank software hacked : GH¢46million stolen', 'Bank software hacked with GH¢46 million stolen', 'Bank software hacked : GH¢46million stolen - Exhibit Ghana Media']2

France HIC Europe & Central Asia2022 October 18 https://www.numerama.com/cyberguerre/1150046-des-hackers-russes-piratent-la-mairie-de-chaville-ile-de-france-et-font-fuiter-tous-les-contrats-et-budgets.html[3846319, 3843106]['Russian-speaking hackers attack a town hall in Hauts-de-Seine', 'Russian hackers hack the town hall of Chaville (Île-de-France)']1

Argentina UMC Latin America & Caribbean2020 November 27 https://www.lavoz.com.ar/tecnologia/ciberdelincuentes-dijeron-que-hackearon-argentinagobar-y-secuestraron-50-gb-de-informacio[2778866, 2778868, 2778867]['Hacking and threat: The information that Argentina has. go…', 'Did they hack Argentina? gov . ar ?: threaten to publish 50GB of information', 'Cybercriminals said they hacked Argentina. gov . ar and seized 50 GB of information']2

Denmark HIC Europe & Central Asia2020 March 10 https://www.computerworld.dk/art/251071/danske-energinet-ser-med-alvor-paa-stort-cyberangreb-mod-europaeisk-elnet-organisation[2390762, 2392328, 2393273]['European organization for electricity operators affected by cyber attacks', 'Danske Energinet looks seriously at a major cyber attack against the European electricity network organization', 'Hackers breached administrative IT systems of European power grid organisation']2

India LMC South Asia 2020 August 20 https://www.news18.com/news/tech/over-half-of-indian-companies-in-india-faced-data-breach-since-implementing-remote-working-report-2804631.html[4247379, 4247380, 4247378, 4247376]['Remote working linked to data breach in 66 % Indian firms : Survey', '66 % Indian organisations have had least one data breach since shifting to a remote working model', 'More than half the companies in India have faced at least one data breach since going remote', 'Over Half of Indian Companies in India Faced Data Breach Since Implementing Remote Working : Report']3

BangladeshLMC South Asia 2019 February 27 https://www.infosecurity-magazine.com/news/hackers-exploit-bangladesh-embassy-1/[4374429, 3975151, 3975152, 4982972]['Attackers distribute malware from Bangladesh embassy website', 'Bangladesh Embassy website hacked by crypto hacking', 'The website of the Bangladesh Embassy in Egypt is in the hands of hackers', 'Hackers Exploit Bangladesh Embassy in Cairo Site - Infosecurity Magazine']3

Turkey UMC Europe & Central Asia2021 July 7 https://beyazgazete.com/haber/2021/7/7/bankacilik-tarihinde-bir-ilk-akbank-26-saattir-calismiyor-unlu-hacker-grubu-anonymous-akbank-i-hackledi-mi-akbank-hacklendi-mi-akbank-son-dakika-6130226.html[3377710, 3377711]["A First in Banking History Akbank Hasn't Worked for 26 Hours ! Did the Famous Hacker Group Hack Anonymous Akbank? Has Akbank been hacked? Akbank Last Minute", "A First in Banking History Akbank Hasn't Worked for 26 Hours ! Has Akbank been hacked? Akbank Users Attention!"]1

Israel HIC Middle East & North Africa2018 October 31 https://www.mako.co.il/news-world/international-q4_2018/Article-27d58866a4bc661004.htm[2144090, 2146786, 2144119, 2140362, 2138214, 2141814, 2148682, 2134723, 2145388, 2137867, 2144106]["Iran: Israel's cyber attacks were repelled on Monday", 'Experts : In Wake of Renewed Sanctions , U . S . Must Prepare for Escalation of Iranian Cyber Attacks', "Iran: Israel conducts a cyber attack against the country's communications network", 'Iran hit by malware more violent than Stuxnet Computerworld', "Israel's cyber attack on Iran", 'New Stuxnet malware variant believed to be behind cyberattack on Iran', 'America must prepare for escalation of Iranian cyber attacks , experts say', 'The news - Iran: Experiencing an aggressive cyber attack', 'Stuxnet 2 . 0 ? Iran claims Israel launched new cyber attacks', "Top: Israel hacked Iran's vital facilities with a more advanced virus than Stuxnet", "Iran: We thwarted an Israeli cyber attack on the country's communications infrastructure"]10

Ukraine LMC Europe & Central Asia2017 July 12 http://www.segodnya.ua/ukraine/hakery-vzlomali-sayt-minobrazovaniya-1037152.html[1210850, 658447, 1210853, 1210856, 1210842, 1210846, 658446, 1210873, 1210861, 661115, 1210841, 1210840]['Happy Anniversary, mr * z : on the website of the Ministry of Education, hackers posted erotic photos', 'Hackers posted erotic photos on the website of the Ministry of Education and Science of Ukraine', 'An erotic hacker attack on the website of the Ministry of Education exposed a candid photo of an unknown blonde PHOTO', 'Hackers took down the website of the Ministry of Education', 'Hackers paralyzed the website of the Ministry of Education and Science with erotic photos', 'Hackers paralyzed the website of the Ministry of Education and Science with erotic pictures', 'Hackers posted erotic photos on the website of the Ministry of Education of Ukraine - Russian newspaper', 'The Ministry of Education announced a cyber attack on its website', 'Hackers posted erotic photos on the website of the Ministry of Education', 'Hackers hacked the website of the Ministry of Education', 'The Ministry of Education reported that its website was hacked', 'Hacking the website of the Ministry of Education: This morning the web11

United StatesHIC North America 2021 July 29 http://www.chicagotribune.com/investigations/ct-ransomware-attack-illinois-attorney-general-kwame-raoul-20210729-diukhbzjanhgzlcntft3nakbfy-story.html[3423755, 3423736, 3062699]['No Ransom Paid , but Illinois AG Office Is Spending More Than $2 . 5 Million on Hacker Attack', 'Ransomware attack costs Illinois attorney general office more than $2 . 5M', 'Illinois AG Raoul Invests $2 . 5M After Ransomware Hack : Report']2

United KingdomHIC Europe & Central Asia2019 April 26 https://www.lancashiretelegraph.co.uk/news/17599768.bomb-hoaxer-admits-hacking-police-force-websites-in-revenge-cyber-attack/[4461425, 4461408]['REGIONAL : Bomb hoaxer admits hacking police force websites in revenge cyber attack', 'Bomb hoaxer admits hacking police force websites in revenge cyber attack']1

Syria LIC Middle East & North Africa2018 July 6 https://www.timesofisrael.com/lebanon-said-hit-by-largest-hack-in-its-history/[1803211, 1815390, 1800156, 1819634]['Lebanon hit by largest hack in its history', 'Three Arrests Made in Largest Hack in Lebanon History', 'Lebanon said hit by largest hack in its history', 'Hackers carried out the largest cyberattack in the history of the country in Lebanon']3

Australia HIC East Asia & Pacific2021 February 3 https://www.news.com.au/technology/online/hacking/up-to-30000-australians-dont-know-they-were-affected-by-service-nsw-hack/news-story/1fa1155a9e594b6ba01f5f745433dcc0[3110396, 3101915, 3101234, 3113672, 3110400, 3104038, 3110395, 3110388, 3110397]['30k Aussies dont know they were hacked | Whitsunday Times', 'Human factor dominates latest data breach statistics', '519 data breach notifications include 33 from Australian government entities', '30 , 000 Australians have not been told their intimate details were HACKED - is your information safe ? ', '30k Aussies dont know they were hacked | Byron Shire News', 'Human factor dominates Australia latest data breach numbers', '30k Aussies dont know they were hacked', 'Service NSW hack : Up to 30 , 000 Australians dont know they were affected by data breach', '30k Aussies dont know they were hacked | Ballina Shire Advocate']8

India LMC South Asia 2021 March 30 https://www.smh.com.au/world/europe/inter-parliamentary-alliance-on-china-s-website-suffers-cyber-attack-20210331-p57ffd.html[3210515, 3206594]['Website of global parliamentary alliance on China suffers cyber attack', 'Inter - Parliamentary Alliance on China website suffers cyber attack']1

United StatesHIC North America 2020 May 18 https://radionb.com/regional/texas-government-agencies-hacked-2nd-time-week[2516475, 4207091, 2516480, 4207098, 2513886]['Texas Transportation Agency Hacked in 2nd Attack on State Government', 'TxDOT Hacked in 2nd Attack on Texas Government Systems', '2nd Texas Agency Website Hacked', 'Texas Government Agencies Hacked For 2nd Time In Week', 'Transportation agency hacked in 2nd Texas government attack']4

United StatesHIC North America 2019 December 23 https://www.hppr.org/post/kansas-election-officials-say-theyre-guard-hackers-messing-your-2020-vote[4967365, 4964954]['Kansas election officials say theyre on guard for hackers messing with your 2020 vote – Welcome to Wyandotte Daily ! ', 'Kansas Election Officials Say Theyre On Guard For Hackers Messing With Your 2020 Vote']1

Iraq UMC Middle East & North Africa2018 February 10 https://www.iraqakhbar.com/801603[1404425, 1404424]['Parliament: The mobile phone has been hacked, and the talks of Iraqi officials are follow-up!?', 'Parliamentary Security: Our cell phones have been hacked, and the Ministry of Interior and Defense must discuss their plans via landline phones']1

Ecuador UMC Latin America & Caribbean2018 March 26 https://www.eluniverso.com/noticias/2013/12/11/nota/1901271/firma-hacking-team-fue-contactada-estado-ecuatoriano[1531037, 1527278, 1531039, 1527277, 1531038, 1527276]['Senain bought spy packs from Hacking Team for 3 years | Politics | News', 'Ecuadorian signature served as a link between the Senain and Hacking Team | EcuadorTimes . net', 'Ecuador News - Ecuador live - Ecuadorian firm served as a link between Senain and Hacking Team', 'Ecuadorian firm served as a link between Senain and Hacking Team | Politics | News', 'Senain bought spy packages from Hacking Team for 3 years | EcuadorTimes . net', 'Firm Hacking Team was contacted by the Ecuadorian State | Politics | News']5

United StatesHIC North America 2021 January 13 https://www.oann.com/report-china-russia-hacking-u-s-vaccine-supply-chain/[4107169, 3433619]['Report : China , Russia hacking U . S . vaccine supply chain | One America News Network', 'The hidden war of anti-Covid vaccines: this is how Russia and China exploit the selfishness of rich countries. Then the Musk - Bezos challenge . Podcasts - Courier. en']1

United StatesHIC North America 2017 October 16 http://revolutionradio.org/2017/10/16/pentagon-worried-about-hackers-causing-stock-market-crash/[900374, 896958, 896944]['Cyber Wars : How The U . S . Stock Market Could Get Hacked', 'The Pentagon is worried about hackers causing a stock market crash', 'Pentagon Worried about Hackers Causing Stock Market Crash']2

United StatesHIC North America 2017 December 11 https://www.scmagazine.com/data-breach-exposes-pii-of-700-texas-school-children/article/713226/[1038820, 1044659]['Data breach exposes social security numbers , birth dates of hundreds of Texas students ', 'Data breach exposes PII of 700 Texas school children']1

United StatesHIC North America 2018 May 4 https://www.newsmax.com/thewire/black-teens-nasa-competition/2018/05/03/id/858240/[1638619, 1638618, 1638608, 1638626, 1637194, 5004238]['Hackers blast team of black DC teens with racist remarks after they reach finals in NASA competition - Story', 'Black , Female Teens Run for NASA Award ; Enter the Hackers', 'Teen finalists in NASA competition targeted by hackers', 'Racism , Hackers Target 3 Black Teens in NASA Competition', 'NASA suspends teen challenge results after it emerged that hackers tried to manipulate public voting on social media on racial grounds - Technology News , Firstpost', 'Racists Allegedly Hack Voting System After 3 Black Teens Lead Semi - Finals In NASA Tech Competition']5

United StatesHIC North America 2022 June 3 https://www.larepublica.net/noticia/hackeo-a-la-caja-se-convierte-en-emergencia-institucional[3658773, 3658744, 3664196, 3663154, 3664197]['Hospitals and Ebais semi-paralyzed due to hacking of the Fund, everything you need to know?', 'Executive Power leaves the Fund alone in the midst of chaos due to hacking', 'Hacking in the Fund affects transfers between pension operators', 'Hacking of the Fund becomes an institutional emergency', 'Hacking in the CCSS affects transfer of affiliates between pension operators']4

Russia UMC Europe & Central Asia2020 October 28 https://3dnews.ru/1023977[2754895, 2754890, 4264934, 2754892, 2754889]['NEWSru. com :: Russian banks reported an increase in the number of recorded cyber attacks', 'Russian banks announced the growth of cyber attacks', 'Russian banks complained about the growth of cyber attacks', 'Hackers stepped up pressure on Russian banks', 'Russian banks reported an increase in cyber attacks']4

Colombia UMC Latin America & Caribbean2019 November 28 https://es.panampost.com/felipe-fernandez/2019/11/27/hackers-amenazan-ivan-duque/[4905809, 4906467, 4903143, 4909744, 4905813]['News: Hacked? Account of the Judicial Branch publishes messages asking to assassinate Iván Duque', 'Death threats against Iván Duque; hackers attack official accounts in Colombia', 'Account of the Judicial Branch is hacked and President Duque is threatened with death', 'Institutional accounts are hacked and President Duque is threatened with death', 'Hackers threaten Duque family as Colombia anti - government protests intensify']4

Turkey UMC Europe & Central Asia2019 April 27 https://www.tgrthaber.com.tr/teknoloji/cani-sikildi-nasayi-hackledi-2641248[4020249, 4462820, 4462821, 4020262, 4020254, 4468712, 4020251, 4020669, 4020256, 4462811, 4468705, 4020257, 4020259, 4462823, 4020276, 4462814, 4020255, 4462813, 4468704, 4462812]['Bored, hacked NASA!', 'He hacked NASA when he got bored!', "I'm bored I hacked NASA - Breaking News - News", 'Bored, Hacked NASA', "I'm bored I hacked NASA", "Able to break into the KPU's official website easily, Hacker Putra Aji: The KPU's website is still not secure", "I'm bored I hacked NASA", 'Security Specialist Roberts: I Hacked NASA Because I Was Bored', "I'm bored I hacked NASA - Science & Technology News", "Hacker who hacked NASA: I'm bored", 'Putra Aji, the NASA Site Burglar, Describes the Security Level of the KPU System when Hacked by Hackers', 'Bored, hacked NASA', "I'm bored I hacked NASA news - FinansGündem . com", "I'm bored, I hacked NASA", "I'm Bored I Hacked NASA", "I'm bored I hacked NASA - Breaking News", 'Bored, hacked NASA', 'Cyber \u200b\u200bSecurity Expert Chris Roberts explains why he hacked NASA!', 'Putra Aji Adhari Reveals the Security Level of the KPU System When Hacked by Hackers', 'I got bored , so I hacked NASA , says  Plane Hacker  Chris Roberts']19

SwitzerlandHIC Europe & Central Asia2018 November 11 https://www.rts.ch/info/suisse/9986072-250-000-francs-pour-pirater-le-vote-electronique-suisse.html[5010102, 5011263]['250,000 francs to hack Swiss electronic voting', 'Anyone who hacks the Swiss e-voting system will be richly rewarded']1

Chile HIC Latin America & Caribbean2018 December 2 http://www.elobservatodo.cl/noticia/sociedad/suspendidas-elecciones-internas-en-la-udi-por-hackeo-del-sistema[2201076, 2199546]['UDI board election suspended due to technical failure and possible system hacking | National', 'Suspended internal elections in the UDI due to hacking of the system']1

Australia HIC East Asia & Pacific2018 May 16 https://www.natlawreview.com/article/family-planning-nsw-latest-victim-cyber-attacks[1665905, 1657670, 1657653, 1657598, 1665904, 1657601, 1657602, 1657657]['Family Planning NSW the latest victim of cyber attacks', 'Family Planning NSW targeted by hackers , data of 8 , 000 people at risk', 'Family Planning NSW Has Been Hacked , Putting Client Details At Risk', 'Ransomware attack hits 8000 clients of Family Planning NSW', 'Cyber Attacks on Family Planning NSW Affects up to 8000', 'Ransomware hits Family Planning NSW , details of 8 , 000 clients may be compromised', 'Family Planning NSW details ransomware attack', 'Family Planning : 8000 clients hacked in security breach']7

United StatesHIC North America 2020 October 7 https://www.bankinfosecurity.com/iranian-hackers-exploiting-zerologon-flaw-a-15128[2734872, 2741214, 2747854, 2739303, 4261658, 2735977, 4261651]['Microsoft : MuddyWater Iranian Hackers Attacking US for 2 Weeks Now ; Exploit Zerologon Vulnerabilty', 'Hackers Chaining Zerologon , Other Vulnerabilities', 'Hackers are attacking Windows servers through a serious Zerologon security flaw', 'US Warns : Hackers Chaining Zerologon , Other Vulnerabilities', 'Microsoft Says Iranian Hackers Exploiting Zerologon Vulnerability', 'Iranian Hackers Exploiting  Zerologon  Flaw', 'Iranian hackers are actively exploiting the ZeroLogon vulnerability']6

Czech RepublicHIC Europe & Central Asia2020 November 6 https://eurozpravy.cz/veda-a-technika/internet/hackeri-z-gazy-ci-egypta-utocili-v-cr-a-dalsich-zemich-vydelali-statisice-dolaru.5aef0de6/[4266249, 4266250]['Hackers from Gaza or Egypt attacked in the Czech Republic and other countries, earning hundreds of thousands of dollars', 'Hackers from Gaza attacked PC companies in the Czech Republic and other countries']1

Mexico UMC Latin America & Caribbean2019 June 13 https://www.elsoldepuebla.com.mx/finanzas/banxico-multa-18-instituciones-bancos-hackeo-ciberseguridad-cibeataque-alejandro-diaz-de-leon-3755478.html[4530670, 4044039, 4530697, 4530677, 4529381, 4044030, 4530652, 4044036, 4044038, 4532575, 4044027, 4044032, 4044028, 4530662, 4529375]['Country must act to avoid hacker industry, says minister', 'Banxico investigates 18 institutions for hacking case » Eje Central', 'Country must act to avoid hacker industry, says minister - Jornal de Piracicaba', 'Country must act to avoid hacker industry , says minister', 'Banxico investigates 18 institutions for hacking - Columna Pulso Político : Columna Pulso Político', 'Banxico investigates and could sanction 18 institutions for hacking | Publimetro Mexico', 'Gilmar Mendes says that hacking authorities is very serious and defends measures', 'Banxico investigates 18 financial institutions for hacking case', 'They would punish 18 institutions for hacking - Columna Pulso Político', 'MediaNews | Country must act to avoid hacker industry , says minister', 'Banxico investigates 18 institutions for hacking case', 'Banxico could sanction 18 institutions for hacking case', 'Banxico could sanction 18 institutions for SPEI hacking in 2018 • Forbes México', 'Gilmar Mendes says that hacking authorities is very serio14

China UMC East Asia & Pacific2019 August 30 http://hy.stock.cnfol.com/hangyezonghe/20190830/27663576.shtml[4702606, 4702605]['Tencent Security: Illegal hackers pretend to be enthusiastic users and launch targeted attacks on virtual currency trading platforms - ITBEAR Technology Information', 'Tencent Security: Illegal Hackers Pretending to Be Enthusiastic Users and Launching Targeted Attacks on Virtual Currency Trading Platforms']1

Argentina UMC Latin America & Caribbean2019 August 16 https://tn.com.ar/policiales/el-hacker-que-envio-un-mensaje-intimidante-bullrich-amenaza-con-filtrar-datos-del-ministerio-de_986781[4670881, 4670877]['The hacker who sent an intimidating message to Bullrich threatens to leak data from the Ministry of Defense', 'The hacker hits again: threatens to spread documents from the Ministry of Defense']1



United KingdomHIC Europe & Central Asia2021 July 23 https://www.itpro.co.uk/security/data-breaches/360338/gun-owners-urged-to-be-vigilant-following-data-breach[3413304, 3410990]['UK gun owners urged to be  vigilant  after Guntrader data breach', 'Gun owner fears after firearms dealer data breach']1

United StatesHIC North America 2019 March 14 https://www.businessinsider.in/chinese-hackers-have-been-hammering-the-us-navy-and-admirals-are-in-the-crosshairs/articleshow/68417300.cms[4391276, 3992825]['Hackers have US Navy admirals in their crosshairs', 'Chinese hackers have been hammering the US Navy , and admirals are in the crosshairs']1

United KingdomHIC Europe & Central Asia2019 April 3 https://www.silicon.co.uk/security/cyberwar/iran-cyber-attacks-uk-infrastructure-243481[4005803, 4005797, 4422467, 4425063, 4005802]['Iran latest news : Country blamed for post office and local government cyber attack | World | News', 'Iran  launched major cyber attack on key united kingdom organisations that saw thousands of people have mobile phone numbers stolen  ', 'Iran Conducted Cyber Attacks On united kingdom Infrastructure - Report | Silicon united kingdom Tech News', 'Iranian Hackers Target united kingdom Organizations in Ongoing Attack - Infosecurity Magazine', 'Major cyber attack on united kingdom infrastructure and organisations  carried out by Iran  ']4

Nigeria LMC Sub-Saharan Africa2018 April 19 https://www.computerworld.com.au/article/640332/pirate-obsessed-nigerian-hacking-group-attacking-maritime-industry/[1619256, 1616131, 1616956, 1597071, 1618562, 1598313]['How Nigerian hackers allegedly use Buccaneer passwords to wreck shipping companies', 'Nigerian hackers steal thousands of dollars from shipping firms', 'Nigerian Hacking Group Targets Shipping Firms', 'How pirate - obsessed Nigerian hackers target the maritime industry | Security', 'Nigerian Hackers Steal Thousands of Dollars From Shipping Firms', 'A pirate - obsessed Nigerian hacking group is attacking the maritime industry']5

Vietnam LMC East Asia & Pacific2018 January 5 http://www.ibtimes.com/russia-based-kaspersky-labs-had-access-stolen-nsa-documents-leaked-hackers-2637712[2264300, 5003358, 2259732]['Kaspersky Antivirus is controlled by a former NSA hacker and turned into a search engine for top secret documents', 'Kaspersky anti-virus software turned into a spy tool by former NSA hacker', 'Russia - Based Kaspersky Labs Had Access To Stolen NSA Documents Leaked By Hackers']2

KyrgyzstanLMC Europe & Central Asia2019 March 3 https://www.ural.kp.ru/daily/26949.5/4001361/[3979199, 3979290]['"They lived luxuriously": in the Urals, a gang of hackers robbed banks and hunted down millionaires', '"They lived luxuriously": in the Urals, a gang of hackers robbed banks and hunted down millionaires']1

Russia UMC Europe & Central Asia2018 July 30 https://www.vladtime.ru/internet/683353[1875647, 1874356, 1872529, 1871560, 1879701, 1872532]['Chinese hackers send viruses on disks by mail', 'Chinese hackers try to spread malware through CDs', 'Criminals mail out CDs with malware', 'Chinese hackers wanted to attack US authorities using CDs', 'In the US, hackers used CDs to attack', 'In the US, hackers launched an attack using CDs']5

United KingdomHIC Europe & Central Asia2018 December 5 https://www.computerweekly.com/news/252453892/Phishing-at-centre-of-cyber-attack-on-Ukraine-infrastructure[2220746, 5030252, 2222959, 2207178, 2218731]['Cyber - criminal phishing campaign spoofs Russian critical infrastructure domains', 'Phishing at centre of cyber attack on Ukraine infrastructure - Computer Weekly', 'Russia - Linked Phishing Attacks Hit Government Agencies on Four Continents', 'Phishing at centre of cyber attack on Ukraine infrastructure', 'Cybercriminal phishing campaign spoofs Russian critical infrastructure domains']4

Indonesia LMC East Asia & Pacific2020 December 6 https://inilah.com/news/2585401/memasuki-masa-tenang-website-pemkab-malang-diretas[2793771, 2793770]['Calm Period, Malang Regency Government Website Got Hacked', 'Entering the Quiet Period Malang Regency Government Website Hacked']1

United StatesHIC North America 2022 June 2 https://kfgo.com/2022/06/02/tehran-municipality-websites-disrupted-possibly-due-to-hacking-news-agency-says/[3661046, 3661053, 3666361, 3663119, 3661527, 3660190, 3661415, 3660199, 3663187, 3659687, 3661049, 3662472, 3661714, 3661057, 3660188, 3659239, 3660394, 3660631, 3661625, 3663118, 4093632, 3662243, 3660240, 3662074, 3661319, 4093750, 3661047, 3662450, 3661559, 3661051, 3662474]['Suspected hacking of Tehran municipal websites', 'Tehran - Linked Hackers in Lebanon Exposed After Targeting Israeli Defense , IT Companies', 'INTERNET - CITY ADMINISTRATION SYSTEMS BLOCKED FOR THE FIFTH DAY: Tehran under attack by cyber attack', 'Microsoft disrupts Iran - linked hackers targeting organizations in Israel – TechCrunch', 'Tehran municipality websites hit by possible hacking', 'Children Hospital was targeted by Iran - linked hackers , FBI reveals', "Hackers Hacked Tehran's Video Surveillance System - Latest News Today", 'Iranian backed hackers tried to attack Boston Children Hospital , according to FBI Director Wray | Crime', 'Microsoft Disables Iran - Linked Lebanese Hacking Group Polonium', "FBI: The Iranian government was responsible for the cyber attack on the children's hospital last year", 'Who did it ?! Powerful hacker attack in Iran', 'Extensive cyber attack against targets in Iran: hacking of thousands of security cameras', 'FBI reportedly thwarted Iran - based cyber attack against Bo30

United StatesHIC North America 2019 July 26 https://wfpl.org/hackers-are-holding-hostage-patient-records-from-louisvilles-park-duvalle-clinic/[4622410, 4615919]['Hackers Are Holding Louisville Patient Information Hostage', 'Hackers gain access to 3 , 700 patient records at Texas hospital']1

Russia UMC Europe & Central Asia2017 August 12 https://sputniknews.com/science/201708121056399642-hackers-find-thousands-vulnerabilities-airforce/[1231592, 1230421]['White Hat Hackers Find More Than 200 Vulnerabilities in Air Force Systems', 'White Hats Take Aim in  Hack the Air Force  Bug ... ']1

Finland HIC Europe & Central Asia2018 August 13 https://yle.fi/uutiset/osasto/news/cyber_attack_shuts_down_many_government_websites_in_finland/10350316[1911335, 1911336]['Cyber attack shut down many government websites in Finland', 'Cyber attack shuts down many government websites in Finland']1

Russia UMC Europe & Central Asia2022 October 16 https://bnr.bg/post/101721554/ministar-pulev-dve-valni-hakerski-ataki-vchera-zasegnali-sa-i-banki[3845348, 3845349, 3840578, 3840581]['Central Bank: the number of cyber attacks on Russian banks has doubled', 'The Central Bank of Russia announced a tense situation with cyber attacks on Russian banks', 'Minister Pulev: There were two waves of hacker attacks yesterday, banks were also affected', 'Minister Pulev: Russian hackers are also attacking our banks']3

Russia UMC Europe & Central Asia2020 March 4 https://www.mskagency.ru/materials/2978851[2383493, 2383492]['The reward for hacking the online voting system in Moscow will be at least 1 million rubles', 'Venediktov offered at least 1 million rubles. for hacking the electronic voting system before April 22']1

Sweden HIC Europe & Central Asia2018 December 6 http://www.bt.se/tt-utrikes/kansligt-dataintrang-i-danmark/[2209656, 2209654, 2209663, 2209659, 2209662, 2209657]['Sensitive data breach in Denmark - Smålandsposten', 'Sensitive data breach in Denmark', 'Sensitive data breach in Denmark - Blekinge Läns Tidning', 'Sensitive data breach in Denmark - News - Corren. see - News Linköping Östergötland', 'Sensitive data breach in Denmark - Eastern Småland', 'Sensitive data breach in Denmark - Borås Tidning']5

India LMC South Asia 2019 January 10 https://www.afaqs.com/news/story/54220_Another-data-breach-Amazon-India-leaks-sellers-information-in-tech-error[3958403, 3958407, 4984515, 3958408]['Data breach at Amazon India exposes seller financial data', 'Amazon once again in  data breach  controversy', 'Data breach in Amazon India exposes financial data of nearly 400k sellers', 'Another data breach ? Amazon India leaks sellers information in tech error']3

Russia UMC Europe & Central Asia2021 November 17 https://www.techradar.com/news/alibaba-cloud-servers-hacked-to-mine-monero-cryptocurrency[2982822, 2981540, 4154260, 2983436]['Cryptocurrencies: hackers attack Alibaba servers to mine Monero', 'Hackers hack Alibaba clouds to mine cryptocurrency', 'Alibaba Cloud servers hacked to mine Monero cryptocurrency', 'Hackers hack into Alibaba Cloud to mine cryptocurrency']3

United StatesHIC North America 2018 May 10 https://yubanet.com/california/ag-becerra-alerts-california-companies-of-malware-attack-impacting-thousands-of-computer-users/[1653612, 1651721]['Attorney General Becerra Alerts California Companies of Malware Attack Impacting Thousands of Computer Users', 'AG Becerra Alerts California Companies of Malware Attack Impacting Thousands of Computer Users']1

United KingdomHIC Europe & Central Asia2018 September 10 https://www.express.co.uk/news/politics/1015290/Russia-hackers-security-phishing-impersonate-defence-secretary-Gavin-Williamson-Tory-donor[1990027, 1987645]['Russian hackers  IMPERSONATED  Defence Secretary Gavin Williamson to con Tory party donors | Politics | News', 'Putin hackers fake Defence Secretary Gavin Williamson emails to swindle wealthy Tory donors']1

France HIC Europe & Central Asia2020 July 8 https://sputniknews.com/india/202007081079828679-570-e-commerce-stores-from-55-countries-hacked-credit-card-data-worth-over-7-mln-sold-online/[2594055, 2592547, 2594056, 2592628, 2591981]['Hacking: 570 online sales sites concerned, 25 French sites, stolen bank data', 'The Keeper group hacked 570 online stores in three years', 'Hacking of bank details: here is the list of the 25 French sites concerned!', '570 E - Commerce Stores From 55 Countries Hacked , Credit Card Data Worth Over $7 Mln Sold Online', 'The Keeper gang, a group behind the hack of 570 online stores']4

PhilippinesLMC East Asia & Pacific2021 September 1 https://www.marketing-interactive.com/indonesian-health-ministry-probes-alleged-data-breach-of-1-3m-users-on-covid-19-app[2851964, 2851516, 2852221, 2853749, 2855822, 2853099, 2851907]['Indonesia probes suspected data breach on COVID - 19 app', 'Indonesia Probes Million Data Breach at Old Covid Tracking App', 'Indonesia probes suspected data breach on COVID - 19 app | Taiwan News', 'Indonesian health ministry probes alleged data breach of 1 . 3m users on COVID - 19 app', 'Data breach in Indonesian COVID - 19 tracking app exposes data of over 1 million people', 'The Fiji Times » Indonesia probes suspected data breach on COVID - 19 app', 'Indonesia probes suspected data breach on Covid - 19 app']6

Nigeria LMC Sub-Saharan Africa2021 September 3 http://saharareporters.com/2021/09/03/nigerian-hacker-jailed-us-multi-million-dollar-unemployment-and-tax-fraud[2855621, 2856717, 2856743]['Nigerian hacker and a repeat offender sentenced to federal prison for unemployment fraud and tax fraud scheme', 'Nigerian Hacker Jailed In US For Multi - million Dollar Unemployment And Tax Fraud', 'Nigerian Hacker Who Stole Covid Benefits Jailed In US']2

Bulgaria UMC Europe & Central Asia2021 October 21 https://frognews.bg/novini/hakerski-ataki-srinali-saita-izdavasht-zelenite-sertifikati.html[2940650, 2937098]['Hacker attacks against the site for green certificates - Latest News from DNES. BG', 'Hacker attacks brought down the site issuing the green certificates']1

South KoreaHIC East Asia & Pacific2022 February 20 https://www.huffingtonpost.kr/entry/voice-phishing_kr_621243dfe4b060c5c1edb00c[3509605, 3509608, 3509606]['Voice phishing pretending to be an epidemiological investigator', 'A voice phishing crime occurred that robbed millions of won by impersonating an epidemiological investigator at the Korea Centers for Disease Control and Prevention.', 'Beware of voice phishing impersonating an epidemiological investigator']2

Uruguay HIC Latin America & Caribbean2020 May 26 https://www.carasycaretas.com.uy/hackers-amenazas-frente-amplio/[2527898, 2527897]['Hackers are present with threats in the Virtual Assembly of the 106 list of the Broad Front', 'Hackers threaten the Broad Front assembly']1

South KoreaHIC East Asia & Pacific2019 October 6 https://www.yna.co.kr/view/AKR20191006050800017[4786983, 4788722, 4787067, 4788718]['1366 KHNP hacking attempts over 8 years', 'Attempts to hack nuclear power plants are approaching 100 every year... 54 people in charge of security', '489 KHNP hacking attempts over 5 years… Nuclear power plant cyber security manpower needs to be expanded', 'Daily Korea: Nearly 500 KHNP hacking attempts in 5 years']3

Russia UMC Europe & Central Asia2018 March 23 http://www.ilsecoloxix.it/p/mondo/2018/03/23/ACRrimKC-guccifer_ufficiale_militari.shtml[1520055, 1518763, 1519732, 1527493, 1520828, 1519664]['The Daily Beast "found" the mysterious hacker Guccifer 2. 0 in Russian G U InoTV', 'DNC hacker  Guccifer 2 . 0  was reportedly confirmed as a Russian agent after forgetting to conceal his identity online', "Spy story - Guccifer 2 . 0 , who hacked Clinton 's e - mails , is an official agent of the Russian military services | world", 'Who is Guccifer 2 really. 0, suspected of the Russian hack of the American Democratic Party?', 'DNC hacker  Guccifer 2 . 0  revealed to be Russian Intelligence Officer thanks to online identity slip up', 'Who is Guccifer 2 . 0 ? DNC hacking is handiwork of Russian intelligence team']5

India LMC South Asia 2022 March 2 https://www.brazilsun.com/news/272351067/social-media-accounts-of-embassy-of-pakistan-in-algeria-hacked[3527474, 3527200]['World News | Social Media Accounts of Embassy of Pakistan in Algeria Hacked', 'Social media accounts of Embassy of Pakistan in Algeria hacked']1

India LMC South Asia 2017 December 9 http://www.dnaindia.com/india/report-gujarat-elections-2017-ec-disposes-congress-leader-s-bluetooth-evm-hacking-complaint-after-investigation-2566289[1040281, 1040242]['Gujarat Elections 2017 : EC disposes Congress leader  Bluetooth EVM  hacking complaint after investigation', 'Gujarat Assembly Elections 2017 : Congress fears EVM hacking in first phase , BJP says rivals fear losing']1

United StatesHIC North America 2018 January 10 http://www.cleveland.com/court-justice/index.ssf/2018/01/north_royalton_hacker_stole_po.html[1319946, 1339229]['North Royalton hacker stole potentially embarrassing information from computers , feds say', 'Sensitive Data were Stolen from the Computers by the Hackers of North Royalton']1

United KingdomHIC Europe & Central Asia2018 August 3 https://www.scmagazineuk.com/worst-worlds-gorgon-hackers-practice-general-cybercrime-targeted-government-attacks/article/1489560[1888585, 1888062, 1884311]['Worst of both words :  Gorgon  hackers practice both general cybercrime and targeted government attacks', 'Worst of both worlds :  Gorgon  hackers practice both general cybercrime and targeted government attacks', 'Gorgon Group shows simple cyber attacks remain effective']2

Serbia UMC Europe & Central Asia2022 December 6 https://informer.rs/planeta/vesti/754579/hakeri-napad-kina-amerika-sluzbe[3910615, 3910614]['THE AMERICAN SERVICE HAS BREAKED UP: China screwed the Americans because of hackers', "WHAT A SHAME OF THE AMERICAN SERVICES! Chinese hackers emptied US GOVERNMENT ACCOUNTS, Washington's cyber defense is ABSOLUTELY POWERLESS!"]1

Latvia HIC Europe & Central Asia2019 October 9 https://channelworld.cz/analyzy/kaspersky-hackeri-se-zamerili-na-energeticky-prumysl-utocili-na-dve-petiny-pc-v-sektoru-23383[4784802, 4792529, 4779063, 4797590]['The biggest threats to the energy industry are worms, spyware and cryptocurrency miners', 'Kaspersky: Hackers targeted the energy industry, attacking two-fifths of PCs in the sector', 'Energy sector under attack from malware combo attacks', 'Miners , spies and self - spreading malware : Kaspersky Lab found out what threats the energy sector faces most often']3

Vietnam LMC East Asia & Pacific2019 February 15 https://vn.sputniknews.com/business/201902157073344-Bkav-hang-tram-co-quan-to-chuc-tai-viet-nam-bi-dinh-ma-doc-tong-ien-W32-WeakPass/[4349722, 3969721, 4351726, 4351722]['Warning campaign to distribute W32 ransomware. WeakPass targets servers in Vietnam | Hundreds of agencies and organizations in Vietnam were infected with the W32 ransomware. WeakPass', 'Bkav : Hundreds of agencies and organizations in Vietnam were infected with W32 ransomware . WeakPass', 'Hundreds of agencies and organizations in Vietnam were infected with the W32 ransomware. WeakPass', 'Hundreds of agencies and organizations in Vietnam are infected with ransomware']3

KazakhstanUMC Europe & Central Asia2018 January 8 http://www.kt.kz/rus/science/hakeri_vistavili_na_prodazhu_dannie_10_000_kazahstanskih_buhgalterov_i_dostup_v_setj_kazgidrometa_1153650987.html[1312594, 1312600]['Hackers put up for sale the data of 10 thousand Kazakh accountants', 'Hackers put up for sale the data of 10,000 Kazakh accountants and access to the network of Kazhydromet']1

Ukraine LMC Europe & Central Asia2017 April 22 http://ukrainian.voanews.com/a/ataky-rosiiskykh-khakeriv-na-dnc/3821474.html[394398, 392684, 3950488]['FB missed Russian cyber attacks,', 'Attacks by Russian hackers on the servers of the Democrats did not immediately cause alarm in FB', 'NYT : FB ignored Russian cyber attacks in 2016']2

Russia UMC Europe & Central Asia2017 February 7 https://www.investing.com/news/technology-news/taiwan-says-some-securities-firms-get-blackmail-messages,-cyber-attacks-458409[162748, 162749, 1107821, 161661, 163757, 161954]['Cyber Attack Threat To Five Taiwanese Stock Brokerages', 'Cyber Attack Threat To Five Taiwanese Stock Brockerages', 'Taiwan says some securities firms get blackmail messages , cyber attacks By Reuters', 'Five Taiwan brokerages report cyber attack threats , regulator says By Reuters', 'Five Taiwan brokerages report cyber attack threats , ... ', 'Five Taiwan brokerages report cyber attack threats , regulator says']5

United StatesHIC North America 2017 September 8 http://www.lockportjournal.com/news/upstate-system-crippled-by-hacking/article_fe34ba8c-7113-5c94-a114-616bdc38386c.html[806306, 1247673]['New York police department hack temporarily cripples 911 system ', 'Upstate 911 system crippled by hacking ']1

United StatesHIC North America 2018 May 11 http://kval.com/politics/nation-and-world/idaho-legislature-website-hacked[1653372, 1655618, 1672705, 1653392, 1682186, 1653339]['Hackers take over Idaho Legislature website with Italian manifesto | Idaho Government and Politics', 'Hackers take over Idaho Legislature website with Italian manifesto | Political', 'Idaho Legislature Network Hacked', 'Hackers take over Idaho Legislature website with Italian manifesto', 'State government hacked twice in three days – Idaho Business Review', 'Idaho legislative website taken down after apparent hacking']5

United StatesHIC North America 2020 March 30 https://www.securityweek.com/utah-investigating-hacking-candidates-virtual-event[2426933, 2428821, 2431032]['Utah investigating hacking of candidate virtual event', 'Utah investigating hacking of candidate virtual event – Mid - Utah Radio', 'Utah Investigating Hacking of Candidate Virtual Event']2

South KoreaHIC East Asia & Pacific2019 December 24 https://news.chosun.com/site/data/html_dir/2019/12/24/2019122401257.html[4966426, 4966423, 4966424, 4966425]['North Korea attempts to hack South Dakota network 142 times over 2 years', 'North Korea attempts to hack 140 South Dakota government networks', 'North Korea attempts to hack South Dakota national network 142 times', 'North Korea Attempts to Hack 142 Networks in South Dakota']3

United StatesHIC North America 2021 July 4 https://www.sj-r.com/story/news/2021/07/04/illinois-secretary-state-warning-against-phishing-scam/7858149002/[3383230, 3373527, 3368236, 3371721]['Scammers Are Impersonating Nearly Every Illinois State Department In Phishing Schemes , And People Are Falling For It', 'Illinois Secretary of State office warns against text  phishing  scams', 'Illinois driver license phishing scam hits hundreds', 'The Illinois Secretary of State is warning against a phishing scam']3

United StatesHIC North America 2022 February 22 https://www.oklahoman.com/story/news/2022/02/21/hack-oklahoma-city-forensic-testing-firm-compromised-personal-information/6880950001/[3511124, 3512992]['OKC forensic testing company data breach may have compromised victim personal data', 'Hack of OKC forensic testing firm compromised personal information']1

United StatesHIC North America 2019 May 29 https://www.spamfighter.com/News-22217-Several-Email-Accounts-breached-in-a-Phishing-Attack-on-the-Hematology-Oncology-Associates.htm[4036558, 4509208, 4509203, 4509216, 4036810, 4032331, 4033537]['New phishing attacks take advantage of Office 365 services', 'Centura Health phishing attack exposes 7 , 500 patients', 'Cisco security spotlights Microsoft Office 365 e - mail phishing increase', 'Several Email Accounts breached in a Phishing Attack on the Hematology Oncology Associates', 'Cancer Treatment Centers of America notifies 16 , 800 patients of another phishing attack', 'New phishing attacks on email addresses of employees in organizations', 'Cisco spotlights Microsoft Office 365 email phishing increase']6

United StatesHIC North America 2019 November 6 https://www.inforum.com/news/nation/4757587-Trial-opens-for-Roger-Stone-accused-of-lying-about-WikiLeaks-Trump-campaigns-interest-in-hacked-emails[4858958, 4856119, 4858879, 4871322]['Trial opens for Roger Stone , accused of lying about WikiLeaks and Trump campaign role in hacked emails', 'Roger Stone goes to trial over alleged efforts to exploit Russian - hacked Clinton emails for Trump political gain', 'Trial opens for Roger Stone , accused of lying about WikiLeaks , Trump campaign interest in hacked emails', 'Roger Stone told Donald Trump more hacked emails would be coming from WikiLeaks , trial told']3

United StatesHIC North America 2017 February 2 http://dfw.cbslocal.com/2017/02/02/childrens-medical-center-pays-federal-fine-over-data-breach/[151584, 151587]['Children Medical Center Pays Federal Fine Over Data Breach « CBS Dallas / Fort Worth', 'Children ’ s Health pays $3M fine over patient data breach']1

Nigeria LMC Sub-Saharan Africa2017 July 31 http://www.vanguardngr.com/2017/07/hackers-target-nigerian-banks/[707100, 728773, 707099]['  Hackers target Nigerian bank – Gistmaster', 'Hackers target one united kingdom bank every WEEK', '  Hackers target Nigerian banks  ']2

United StatesHIC North America 2020 September 23 https://www.redstate.com/diary/davenj1/2020/09/23/the-dnc-hack-part-4-hack-inside-job-and-why-blame-russia/[2714432, 2711998, 2714431, 2715865]['The DNC  Hack , Part 3 : What Was Pilfered', 'The DNC  Hack , Part 1 : Background and Discovery', 'The DNC  Hack , Part 2 : More on CrowdStrike', 'The DNC  Hack , Part 4 : Hack , Inside Job , and Why Blame Russia ? ']3

Pakistan LMC South Asia 2021 September 5 https://www.thenews.com.pk/print/888136-cyber-attacks-data-hacking-ministries-divisions-asked-to-get-services-of-ntc-centre[2859831, 2859829]['Cyberattacks , data hacking : Ministries , divisions asked to get services of NTC centre', 'Cyber attacks , data hacking : Ministries , divisions asked to get services of NTC centre']1

Mexico UMC Latin America & Caribbean2021 July 30 https://www.elsiglodedurango.com.mx/2021/07/1329600.malware-brasileno-ataca-a-clientes-de-bancos-en-mexico-alertan.html[3062493, 3062490, 3425947]['Janeleiro, a Brazilian malware, attacks bank customers in Mexico', 'Brazilian malware attacks bank clients in Mexico, alert', 'This is Tetrade: the new family of banking malware that is growing internationally and entering Spain']2

Serbia UMC Europe & Central Asia2020 May 22 https://www.glas-javnosti.rs/svet/hakeri-upali-u-farmaceutsku-kucu-i-objavili-podaci-o-pacijentima-iz-srbije-3970[2524380, 4216327, 4216289, 4209180, 2524378, 4216330, 4216325]['STOLEN DATA Hackers in an attack on a German company disclosed the information of Serbian patients, the exact number of victims is NOT yet KNOWN', 'Privacy of Serbian patients at risk: Hackers published data', 'Patients from Serbia under attack: The privacy of people on dialysis is threatened, hackers published personal data', 'THE BAD SIDE OF THE SPECIAL SITUATION | Hackers gained access to the servers of Estonian medical institutions', 'Politika Online - Hackers stole data of kidney patients', 'Hackers broke into a pharmaceutical company in Germany and published information about patients from SERBIA The voice of the public', 'SERBIAN DATA COMPROMISED After a hacker attack on a German company, information about PATIENTS FROM SERBIA was published.']6

Norway HIC Europe & Central Asia2019 November 5 https://www.bt.no/nyheter/okonomi/i/9veG9w/Mann-tiltalt-for-datainnbrudd-hos-Vegvesenet[4855255, 4855253]['Østlendingen - Man indicted for data breach at the Swedish Road Administration', 'Man indicted for data breach at the Swedish Road Administration']1

Vietnam LMC East Asia & Pacific2018 October 15 http://antt.vn/website-mot-ngan-hang-viet-bi-tan-cong-hacker-ra-gia-100000-usd-257302.htm[2095396, 2098386, 2098389, 2092436, 2095401, 2092434, 2092437, 2098390]['Possible risks when Vietnam Cooperative Bank website is hacked', 'Nearly 1 . 200 websites in Vietnam were hacked by hackers', 'Nearly 1 . 200 Vietnamese websites were attacked by hackers in the third quarter', 'Website of Vietnam Cooperative Bank was hacked, what should customers do? | Science', 'Website of a Vietnamese bank was hacked, hackers bid 100. 000 USD', 'Vietnam Cooperative Bank website was hacked, what should customers of this bank do?', 'Vietnam Cooperative Bank website was hacked, what should customers of this bank do? - Finance', 'Nearly 1 . 200 Vietnamese websites were attacked by hackers in the third quarter']7

United StatesHIC North America 2022 October 16 https://www.zerohedge.com/political/election-software-ceo-surrenders-la-authorities-prosecutors-allege-massive-data-breach[3839246, 3841098]['Election Software CEO Surrenders to LA Authorities ; Prosecutors Allege  Massive Data Breach  ', 'Election Software CEO Surrenders To LA Authorities ; Prosecutors Allege  Massive Data Breach  ']1



Qatar HIC Middle East & North Africa2019 July 5 https://www.risingbd.com/english/Silence-hackers-hit-banks-in-Bangladesh-India-Sri-Lanka/62493[4568804, 4569053, 4566239, 4569927]['  Silence  hackers hit banks in Sri Lanka , Bangladesh , India and Kyrgyzstan', '  Silence  hackers hit banks in Sri Lanka , Bangladesh , India , and Kyrgyzstan', '  Silence  hackers hit banks in Bangladesh , India , Sri Lanka , and Kyrgyzstan', 'Hackers hit banks in Bangladesh , India , Sri Lanka']3

United StatesHIC North America 2021 September 17 https://www.govtech.com/security/any-alaskan-could-have-been-impacted-by-health-data-breach[2884300, 2881361, 2881360]['Cyberattack on Alaska Health Department Linked to State - Sponsored Hackers', 'Health Dept . Cyber Attack Exposes Most Alaskan Personal Data', '  Any Alaskan  Could Have Been Impacted by Health Data Breach']2

Indonesia LMC East Asia & Pacific2020 May 29 https://www.harianhaluan.com/news/detail/96818/beredar-kabar-wa-panitia-diskusi-pemberhentian-presiden-diretas[4210955, 2535101]['Circulating news WA The discussion committee for dismissing the president was hacked', "WhatsApp and Social Media Discussion Committee for President's Dismissal Allegedly Hacked"]1

Bulgaria UMC Europe & Central Asia2019 August 2 https://www.segabg.com/category-first-page/predstoyat-oshte-aresti-zaradi-hakvaneto-na-nap[4650013, 4639490]['THE WORK IS FAT! New explosive revelations about the hacking of the NRA!', 'More arrests to come due to NRA hacking']1

United StatesHIC North America 2022 March 10 http://www.msn.com/en-us/news/politics/pro-trump-colorado-election-clerk-tina-peters-and-her-aide-indicted-by-grand-jury-related-to-election-data-breach/ar-AAUREZb[3541296, 3539029]['Pro - Trump Colorado election clerk Tina Peters and her aide indicted by grand jury related to election data breach', 'Tina Peters Indicted in Colorado Election Data Breach']1

United StatesHIC North America 2020 July 21 https://www.govtech.com/security/Alabama-County-Offices-to-Reopen-After-Ransomware-Attack.html[2613764, 2613770, 4235161]['Chilton County tag , probate offices to reopen next week after ransomware attack', 'Chilton County tag , probate offices to reopen next week after ransomware attack [ al . com ] ', 'Alabama County Offices to Reopen After Ransomware Attack']2

Argentina UMC Latin America & Caribbean2022 September 13 https://www.minutouno.com/politica/legislatura/hackeo-la-el-sistema-interno-sigue-riesgo-y-hay-areas-paralizadas-n5534245[3788301, 3788302, 3788298, 3789745, 3789742]['They hacked the computer system of the Buenos Aires Legislature', "THEY HACKED THE PORTEÑA LEGISLATURE AND REQUESTED THAT THE COMPUTERS AND THE PLACE'S WIFI NOT BE USED", 'Hacking of the Buenos Aires Legislature: they recommended not to use computers or the Wi-Fi of the place', 'Hacking in the Legislature: the internal system is still at risk and there are paralyzed areas', 'Cyber \u200b\u200battack on the Buenos Aires Legislature: the Government prepares a bill against hacking']4

Brazil UMC Latin America & Caribbean2022 December 21 https://canaltech.com.br/seguranca/novo-malware-bancario-mira-o-brasil-para-roubar-pix-233636/[3923307, 3930992]['F * give up Brazilian banks : new malware stole thousands of reais', 'New banking malware targets Brazil to steal Pix']1

Indonesia LMC East Asia & Pacific2019 July 16 https://manado.tribunnews.com/2019/07/16/situs-dukcapil-kemendagri-jadi-korban-peretasan-dengan-menggunakan-tulisan-bahasa-jepang[4595273, 4595271, 4595272, 4595274, 4595277]['Ministry of Home Affairs Dukcapil Site Hacked, Hackers Post Japanese Writing', "Minister of Home Affairs Calls Hacking of the Dukcapil Directorate General's Site a Fool", "The Ministry of Home Affairs' Dukcapil Site Was Hacked, This is the Official Government Page That Was Hacked", "The Ministry of Home Affairs' Dukcapil Site Becomes a Hacked Victim Using Japanese Writing", 'Ministry of Home Affairs Dukcapil Site Recovers After Hacking Using Japanese Writing']4

United StatesHIC North America 2019 February 16 https://www.globes.co.il/news/article.aspx?did=1001273414[3970110, 4355905, 4352352, 4353110, 3969892, 3969893]['Coinmama brokerage company was hacked and affected 450 emails. 000 users', 'Coinmama Hack Steals 450 , 000 Emails and Passwords', 'Major Crypto Brokerage Coinmama Reports 450 , 000 Users Affected by Data Breach', 'Breaking : Major Crypto Brokerage Coinmama Hacked , 450 , 000 Users Affected in Massive Worldwide Breach', 'Hacking of the CoinMama website: details of 450,000 customers were stolen', 'The Israeli crypto site Coinmama was hacked: the details of 450 thousand users were stolen']5

Romania UMC Europe & Central Asia2018 February 13 http://vilag.transindex.ro/?hir=32917[1412488, 1412490, 1415571, 1416828, 1412489]['The jury in Bucharest decided to extradite the two Romanian hackers who broke into the IT system of the Washington police', 'The two Romanian hackers are handed over to the American authorities', "Two Romanian hackers hacked the Washington Police Department's system", 'Romania agrees to extradite two suspects accused of hacking Washington , D . C . camera network', 'Romania extradites the two hackers who broke into the IT system of the Washington police']4

United StatesHIC North America 2022 October 7 https://www.jdsupra.com/legalnews/columbia-river-mental-health-services-6496473/[3823078, 3828620]['COLUMBIA RIVER MENTAL HEALTH SERVICES ( CRMHS ) - NOTICE OF DATA BREACH', 'Columbia River Mental Health Services Reports Data Breach Following Year - Long Period of Unauthorized Access | Console and Associates , P . C . ']1

United StatesHIC North America 2019 July 1 https://www.jdsupra.com/legalnews/data-breach-class-actions-georgia-51244/[4555839, 4562718]['Georgia data breach : GA has fifth most data breaches in America', 'Data Breach Class Actions - Georgia Supreme Court Rejects Duty to Safeguard Personal Information | Kilpatrick Townsend & Stockton LLP']1

United StatesHIC North America 2019 January 17 https://www.businessinsider.in/millions-of-files-from-the-oklahoma-government-including-details-of-fbi-investigations-were-left-exposed-in-a-massive-data-breach/articleshow/67577140.cms[4288196, 4289274, 4290628]['Oklahoma Data Breach May Expose 7 Years of FBI Investigations : Report', 'Millions of files from the Oklahoma government , including details of FBI investigations , were left exposed in a massive data breach', 'Oklahoma government exposes FBI documents in massive data breach']2

United KingdomHIC Europe & Central Asia2019 August 8 https://www.wired.co.uk/article/tfl-oyster-hack-customer-service[4657180, 4655104]['TfL pulls Oyster system offline after hackers trespass into user accounts', 'TfL kills the Oyster website as customers are hit by a dumb hack']1

United StatesHIC North America 2017 January 11 http://www.cambodiantimes.com/index.php/sid/250818883[64515, 58990, 60687]["North Korea , Russian Hacking Top Topics of the US Defense Secretary's Latest Briefings", 'North Korea , Russia Hacking Top Carter Final Press Briefing', 'North Korea , Russia Hacking Top Carter ’ s Final Press Briefing']2

India LMC South Asia 2017 May 18 http://punemirror.indiatimes.com/pune/crime/cops-trace-hacker-to-pak-but-cannot-make-any-arrests/articleshow/58724511.cms[492591, 492570]['facebook account : cops trace hacker to pak , but cannot make any arrests', 'Cops trace hacker to Pak , but cannot make any arrests']1

United StatesHIC North America 2017 December 8 https://www.onenewspage.com/n/Technology/75ekdx92a/DIGITAL-HEALTH-BRIEFING-Google-expanding-digital-health.htm[1038812, 1038664]['DIGITAL HEALTH BRIEFING : Google expanding digital health efforts — Net neutrality rollback could affect telemedicine — Data breach hits 18K patients', 'DIGITAL HEALTH BRIEFING : Google expanding digital health efforts — Net neutrality rollback could affect telemedicine — Data breach hits']1

NetherlandsHIC Europe & Central Asia2019 March 7 https://www.nu.nl/internet/5778129/diemenaar-aangehouden-voor-op-banken-en-telecomproviders-gericht-phishing.html[3985074, 3985075, 3985072, 3985073]['Man from Diemen arrested for phishing aimed at banks', 'Diemenaar arrested for phishing', 'Man arrested for phishing aimed at banks and telecom providers', 'Diemenaar arrested for phishing aimed at banks and telecom providers']3

Romania UMC Europe & Central Asia2019 December 12 http://www.business24.ro/internet/internet-hacking/bitdefender-un-miliard-de-atacuri-cibernetice-in-2019-1608242[4939903, 4939907]['BITDEFENDER : The number of cyber attacks will reach the one billion mark', 'Bitdefender announces a new record: One billion cyber attacks in 2019']1

Norway HIC Europe & Central Asia2018 January 11 https://www.digi.no/artikler/digert-datainnbrudd-avdekket-hos-statens-vegvesen/416030[1325257, 1322173, 1322172]['Avisa Nordland - Man charged with data breach at the Swedish Road Administration:', 'Man accused of extensive data breach at the Swedish Road Administration', 'Massive data breach uncovered at the Norwegian Public Roads Administration']2

Mexico UMC Latin America & Caribbean2018 May 25 http://www.ejecentral.com.mx/poderdinero-hackeo-bancario-desnuda-blindaje-del-ine/[1691223, 1691242]['Bank hacking, strips the shield of the INE / Víctor Sánchez Baños', 'Bank hacking, strips INE shielding » Central axis']1

Estonia HIC Europe & Central Asia2018 August 23 http://forte.delfi.ee/news/digi/eesti-suurimat-sanitaartehnikafirmat-tabas-kuberrunnak?id=83435647[1940232, 1940231]["Estonia's largest sanitary engineering company was hit by a cyber attack", "Estonia's largest sanitary engineering company was hit by a cyber attack, it is ransomware"]1

Poland HIC Europe & Central Asia2017 April 13 http://www.telix.pl/artykul/lotniczy-atak-phishingowy-nowy-sposob-na-wyludzanie-okupu-w-cyberprzestrzeni-3,79132.html[371468, 382430]['Aerial phishing attack', 'Beware of an air phishing attack on companies']1

Pakistan LMC South Asia 2021 November 21 https://www.macaubusiness.com/irans-mahan-air-says-hit-by-cyber-attack/[2990469, 2991669, 2991764, 2990166, 2991758, 2990173, 2990232]['Iran second largest airline Mahan Air says hit by cyber attack - World', 'Iran airline Mahan Air says hit by cyber attack', 'Iran Mahan Air foils cyber attack on systems', 'Iran Mahan Air Says It Foiled Cyber Attack on Systems', 'Hackers hit Iran Mahan airline , claim confidential data theft', 'Iran Mahan Air says hit by cyber attack', 'Iran Mahan Air says hit by cyber attack - Region - World']6

Iran LMC Middle East & North Africa2022 July 30 https://www.israelnationalnews.com/flashes/583008[3734153, 3733520]['Israeli college targeted by cyber attack ; student data held for ransom by hackers', 'Israeli college recieves messages of cyber attack']1

United StatesHIC North America 2017 May 1 http://www.thefinancialexpress-bd.com/2017/05/01/68722/Hackers-ran-through-holes-in-SWIFT[416821, 417124]['Hackers Ran Through Holes in Swift Network', 'Hackers ran through holes in SWIFT network']1

United StatesHIC North America 2018 November 1 https://www.kansascity.com/news/business/technology/article220915635.html[2139416, 2139421, 2139385, 2136981, 2136956, 2136954]['Phishing attempts on Oregon election officials increase - News - The Register - Guard', 'Oregon elections officials targeted by phishing attempts', 'Phishing attempts on Oregon election officials increase | Fort Worth Star - Telegram', 'Oregon elections director says government seeing  huge increase  in phishing attempts', 'Phishing attempts on Oregon election officials increase', 'Phishing attempts targeting Oregon election officials on the upswing']5

China UMC East Asia & Pacific2018 November 13 https://www.ibtimes.com/bitmain-sues-unknown-hacker-alleged-theft-55-million-2732067[2156091, 2161112]['Mining Giant Bitmain Sues Unknown Hacker Over Alleged Theft of $5.5 Million in Cryptos', 'Bitmain Sues Unknown Hacker For Alleged Theft Of $5 . 5 Million']1

United StatesHIC North America 2018 December 10 https://www.kmbc.com/article/up-to-10000-impacted-by-potential-topeka-kansas-utility-billing-data-breach/25459099[2216817, 2216732, 2219141, 2216739, 2216731, 2216734]['Data breach could affect Topeka water bill payers', '10 , 000 people potentially impacted by cyber attack on Topeka utility website', 'Topeka billing system data breach', '10 , 000 affected by reported data breach attack in Topeka', 'Up to 10 , 000 impacted by potential Topeka , Kansas , utility billing data breach', 'Up to 10 , 000 City of Topeka customers possibly affected by potential data breach']5

South KoreaHIC East Asia & Pacific2020 June 9 http://world.kbs.co.kr/service/news_view.htm?lang=f&Seq_Code=70111[2551708, 2549554]['[Seoul Newspaper] Hacking 900,000 card information … Card companies start reissuing', 'Hacking: 900,000 South Korean bank cards affected']1

Ukraine LMC Europe & Central Asia2020 May 13 https://news.meta.ua/cluster:70311150-Sait-Ofisa-prezidenta-atakuiut-khakery/[2510006, 2507295, 2507289]["State Special Communications Service: hackers carried out DDoS attacks on the websites of the President's Office", 'State Special Communications Service reported hacker attacks on the website of the Office of the President', 'Website of the Office of the President attacked by hackers']2

India LMC South Asia 2019 January 15 http://www.bd-pratidin.com/international-news/2019/01/15/392074[4286779, 4286780, 3960273]["Prime Minister Narendra Modi's website hacked; Ethical hacker with disclosure", "Prime Minister Narendra Modi's website hacked • E News", "Modi's website was hacked and the hacker said in a tweet! | 392074| Bangladesh Pratidin"]2

South KoreaHIC East Asia & Pacific2018 November 29 http://news1.kr/articles/?3489144[2193329, 2193331]["Kimsuky Venus 121 … Hacking involving Blue, likely related to North Korea's cyber troops", 'Kimsuky Venus 121 … Possibility of hacking involving Blue, involvement of North Korean cyber troops']1

United StatesHIC North America 2022 December 11 https://www.governing.com/security/when-cyber-criminals-come-for-the-courts-and-hack-justice[3912878, 3918317]['Justice Hacked : When Cyber Criminals Come for the Courts', 'When Cyber Criminals Come for the Courts and Hack Justice']1

Israel HIC Middle East & North Africa2017 January 31 http://www.jpost.com/Israel-News/Islamic-Jihad-member-convicted-in-plea-bargain-for-hacking-IDF-drones-480092[153413, 140204, 136397]['Islamic Jihad terrorist convicted of hacking into drones', 'Islamic Jihad member convicted in plea bargain for hacking IDF drones', 'Islamic Jihad master drone hacker convicted in plea bargain']2

United StatesHIC North America 2017 December 13 http://revolutionradio.org/2017/12/12/breaking-anonymous-hacks-isis-accounts-finds-attacks-planned-for-us-bomb-making-plans/[1053009, 1301234, 1049218, 1052989, 1035176]['Anonymous hack finds plans for US attacks and bomb', 'Hackers have declared war on ISIS', 'BREAKING : Anonymous Hacks ISIS Accounts Finds Attacks Planned for US , Bomb', 'Anonymous Hacks ISIS Accounts Finds Attacks Planned For US , Bomb', 'Black days await you: ISIS hackers have declared war on the US']4

Kenya LMC Sub-Saharan Africa2018 January 20 http://www.mwakilishi.com/article/business-news/2018-01-20/hackers-steal-sh29-million-from-national-bank-of-kenya[1344655, 1347164]['DAILY POST : Is your money safe ? National Bank of Kenya hacked and millions stolen ( here are the DETAILS ) ', 'Hackers Steal Sh29 Million from National Bank of Kenya']1

United StatesHIC North America 2020 January 2 https://healthitsecurity.com/news/new-mexico-hospital-finds-malware-infection-on-digital-imaging-server[2836872, 4971302]['New Mexico Hospital Finds Malware Infection on Digital Imaging Server', 'New Mexico hospital tells patients to monitor bank statements after malware infection']1

Argentina UMC Latin America & Caribbean2022 February 7 https://www.elliberal.com.ar/noticia/pais/589245/2021-se-multiplicaron-ataques-hackers-argentina[4068448, 4068453]['In 2021, hacker attacks multiplied in Argentina', 'In 2021, cyberattacks in Argentina doubled | More than half correspond to phishing cases']1

Bosnia and HerzegovinaUMC Europe & Central Asia2022 September 13 https://hayat.ba/sipa-odbila-hakerski-napad-na-ovu-policijsku-agenciju/758168/[3790488, 3789799, 3789800]['We reacted in time: SIPA repelled the hacker attack on this police agency', 'SIPA rejected the hacker attack on this police agency!', 'SIPA REFUSED HACKER ATTACK ON THIS POLICE AGENCY!']2

India LMC South Asia 2020 June 5 https://www.livehindustan.com/national/story-maneka-gandhi-ngo-website-hacked-over-her-remarks-on-malappuram-district-referring-death-of-pregnant-elephant-in-kerala-3261190.html[2543956, 2543952, 2543950]["Website of Maneka Gandhi's NGO hacked over comment about Kerala's Malappuram", 'Maneka Gandhi NGO website hacked over her remarks on Malappuram district referring death of pregnant elephant in Kerala', "Menaka's NGO website hacked over comment about Malappuram"]2

Russia UMC Europe & Central Asia2020 April 8 https://www.zdnet.de/88378713/italienischer-e-mail-provider-gehackt-taeter-erbeuten-nachrichten-und-dateien/[4190387, 2446345]['Criminals hacked emails of Italian bank employees', 'Italian e-mail provider hacked – perpetrators steal messages and files']1

Australia HIC East Asia & Pacific2020 May 16 http://www.digitaljournal.com/tech-and-science/technology/australia-nsw-hit-by-data-breach-via-phishing-attack/article/571714[2509391, 2510332, 4206089, 2508712, 2508719, 2508725, 2508711]['Citizen data compromised as Service NSW falls victim to phishing attack', 'Service NSW suffers cyber attack', 'Australia : NSW hit by data breach via phishing attack ( Includes interview ) ', 'Service NSW emails hacked in cyber attack | Geelong Advertiser', 'Service NSW emails hacked in cyber attack', 'Service NSW falls victim to phishing attack', 'Service NSW hacked in major data breach']6

United KingdomHIC Europe & Central Asia2018 April 17 https://www.computerweekly.com/news/252439164/Targeted-cyber-attacks-doubled-in-past-year-study-shows[1594254, 1592646]['Targeted cyber attacks doubled in past year , study shows', 'Cyber attacks have doubled in 2018 but 87 percent are detected and blocked by businesses - Technology News , Firstpost']1

Argentina UMC Latin America & Caribbean2021 October 13 https://elintransigente.com/2021/10/urgente-confirman-hackeo-en-el-registro-nacional-de-las-personas/[2923965, 2923962, 2923964]['They confirm hacking in the National Registry of Persons', 'Country level scandal: programming experts denounce a hack in the National Registry of Persons', 'Urgent: confirm hacking in the National Registry of Persons']2

Serbia UMC Europe & Central Asia2017 September 28 http://www.kurir.rs/planeta/2915969/potpuni-haos-na-aerodromima-sirom-sveta-putnici-satima-cekaju-da-vide-svoje-ime-na-ekranu[854090, 854088, 854087]['Chaos at airports because of hackers?', '( PHOTO ) COMPLETE CHAOS AT AIRPORTS AROUND THE WORLD DUE TO A HACKER ATTACK ?! The system has failed in London, Paris, Zurich, Singapore... PANIC REIGNED', '(Photo) complete chaos at airports around the world due to a hacker attack?! The system failed in London, Paris, Zurich, Singapore... Panic prevailed']2

Russia UMC Europe & Central Asia2021 July 2 https://www.securityweek.com/hackers-compromise-mongolian-certificate-authority-spread-malware[3367734, 3367741]['Hackers installed a backdoor on the server of one of the largest CAs in Mongolia', 'Hackers Compromise Mongolian Certificate Authority to Spread Malware']1

United StatesHIC North America 2019 December 16 https://www.katc.com/news/covering-louisiana/rapides-sheriffs-office-target-of-hackers[4949113, 4949081]['Rapides Sheriff Office says no data compromised after hacking attempts', 'Rapides Sheriff Office target of hackers']1

United StatesHIC North America 2017 June 13 http://www.dnaindia.com/world/report-florida-man-avoids-more-prison-time-for-clinton-foundation-hack-attempt-2470481[576357, 572323, 576763, 576778, 571001, 1192453, 576368, 572456, 574415, 572335, 576711]['Clinton Foundation  hacker  gets prison term after  400 , 000  failed cyberattacks', 'Man Who Hacked Clinton Foundation Gets 18 Months', 'Man who tried hacking Clinton Foundation gets 18 months in prison', 'Florida man who tried hacking into Clinton Foundation sentenced to 18 months in prison', 'Florida man avoids more prison time for Clinton Foundation hack attempt', 'Man Gets 18 Months Sentence for Hacking Clinton Foundation', 'Clinton Foundation hacker avoids additional prison time', 'Florida man avoids more prison time for Clinton Foundation hack attempt ', 'Florida Man Who Tried Hacking Into Clinton Foundation Sentenced To 18 Months In Prison', 'Judge : Clinton Foundation hacker wont serve extra time', 'Clinton Foundation hacker gets 18']10

India LMC South Asia 2020 July 25 https://www.livemint.com/news/india/punjab-police-issues-alert-on-phishing-attack-claiming-to-offer-money-11595692643758.html[2624165, 2624166, 2624195, 2624164]['Punjab Police issues alert on phishing attack linked to COVID - 19', 'Punjab police issues alert over COVID - 19 phishing attacks promising Rs 2 , 000', 'Punjab Police issues alert on phishing attack claiming to offer money', 'Punjab Police issues alert on phishing attack linked to Covid - 19']3

Germany HIC Europe & Central Asia2022 May 9 https://www.boyens-medien.de/artikel/computer/bundesregierung-bestaetigt-cyberattacken-auf-mehrere-behoerden.html[3627371, 3627365]['Boyens Medien: Federal government confirms cyber attacks on several authorities', 'Federal government confirms cyber attacks on several authorities']1

United StatesHIC North America 2020 June 11 https://shippingwatch.dk/Virksomheder/article12212495.ece[2550543, 2551990]['Hackers Attack Norwegian Shipbuilder', 'Norwegian shipyard group exposed to cyber attack']1

Russia UMC Europe & Central Asia2020 September 3 https://haqqin.az/news/188228[2684028, 4254651, 2683626]['Georgia announced a hacker attack by a foreign intelligence service on the Lugar laboratory', 'Georgia online (Georgia): hacker attack on the Ministry of Health of Georgia, documents were stolen from the Lugar laboratory', 'Hacker attack by a foreign intelligence service on the Lugar laboratory in Georgia']2

Cuba UMC Latin America & Caribbean2020 February 21 https://www.telemundo51.com/noticias/cuba/hackean-pagina-web-de-la-embajada-de-espana-en-cuba/2049174/[2363116, 2362664]['The AECID website in Cuba was hacked with messages against the Castro brothers', 'Website of the Spanish embassy in Cuba hacked']1



Russia UMC Europe & Central Asia2018 November 7 http://rrnews.ru/news/2018/11/07/hakery-ispolzovali-pensionnuyu-reformu-dlya-otema-deneg-u-naseleniya-u15434-155390[2151570, 2149097]['Pension under the threat of hackers: how not to fall into the hands of scammers on the Internet', 'Hackers used the pension reform to take money from the population']1

United KingdomHIC Europe & Central Asia2022 August 24 https://www.techdirt.com/2022/08/24/uk-court-says-dissident-can-sue-saudi-arabian-government-for-hacking-his-phone-with-nso-malware/[3758463, 3758459, 3759826, 3765867]['Saudi Arabia not immune from legal challenge over spyware against British resident , High Court rules', 'British judge rules dissident can sue Saudi Arabia for Pegasus hacking', 'A precedent-setting decision in Britain: a regime opponent will be able to sue Saudi Arabia for hacking a cell phone using Pegaso', 'UK Court Says Dissident Can Sue Saudi Arabian Government For Hacking His Phone With NSO Malware']3

United StatesHIC North America 2017 February 4 http://www.qatar-tribune.com/news-details/id/47115[148706, 155659, 156710, 164119, 148863, 148859, 155705, 157240, 142938]['Palestinian gets 9 years for hacking Israeli drones', 'Palestinian Sentenced for Hacking into Israeli Drones', 'Israeli Drone Hack, Palestinian Man Jailed Nine Years', 'Palestine youth gets 9 years for hacking Israel drones – ARYNEWS', 'Palestinian jailed 9 years for hacking Israeli drones', 'Terrorist gets 9 years for hacking Israeli drones', 'Palestinian jailed for 9 years for hacking Israeli drones & CCTV live feeds -- Society Child', 'Palestinian jailed for 9 years over hacking of Israeli drones', 'Gaza resident pleads guilty to hacking IDF drones']8

United KingdomHIC Europe & Central Asia2020 February 23 https://www.theguardian.com/media/2020/feb/23/the-sun-records-huge-loss-amid-falling-print-sales-phone-hacking-damages[2365265, 2367507]['The Sun records £68m loss amid falling sales and hacking damages', 'The Sun posts £68m loss as it pays out £27m in legal costs over phone - hacking scandal']1

India LMC South Asia 2020 August 3 https://www.siasat.com/pakistans-dawn-channel-hacked-indian-flag-superimposed-1936946/[2638593, 2639950, 2641211, 2638576, 2639951, 2639947, 2639949]['Pakistani news channel DAWN hacked, hacker put up Indian flag', 'Pakistani News Channel Hack ; Indian tricolor visible', 'When the Pakistani news channel got hacked and the tricolor was hoisted on the screen!', 'Pakistan news channel Dawn hacked screen shows Indian tricolor sgy 87 | Pakistani news channel hacked, Indian tricolor appeared on the screen', 'Pakistan news channel Dawn hacked , shows Indian tricolour , Happy Independence Day message', 'Pakistan Dawn channel hacked , Indian flag superimposed', "hackers hacked pakistani news channel and shows indian tricolor flag on screen | Hackers targeted Pakistan's news channel, hoisted the tricolor in the middle of the program"]6

Italy HIC Europe & Central Asia2022 May 2 https://www.secoloditalia.it/2022/05/gli-hacker-colpiscono-ancora-sotto-attacco-la-sanita-lombarda-ma-guai-a-evocare-la-cyberguerra/[3614614, 3619666, 3618096]['Editorial : YRMC not only medical group to be hit by hackers', "Hospitals and Local Health Authorities, eleven targets in Lombardy already hit by hackers: Healthcare under siege, that's why", 'Hackers strike again: Lombard healthcare is under attack, but woe to evoking cyberwar']2

United StatesHIC North America 2018 August 15 https://japan.zdnet.com/article/35124049/[1912796, 1918930, 1917995]['New Variant of KeyPass Ransomware Discovered', 'KeyPass ransomware is infecting computers around the world', "New ransomware 'KeyPass' campaign hits more than 20 countries -- Kaspersky"]2

Ukraine LMC Europe & Central Asia2017 June 20 http://rueconomics.ru/255412-posle-vzloma-kievskii-bankomat-dva-chasa-vydaval-dengi[594670, 594000]['In Kyiv, an ATM dispensed banknotes of 200 hryvnia for two hours after an unsuccessful hack', 'Kiev ATM dispensed money for two hours after hacking']1

United StatesHIC North America 2019 May 30 http://city-countyobserver.com/ag-curtis-hill-obtains-consent-judgment-in-first-ever-multistate-hipaa-related-data-breach-lawsuit/[4034667, 4034672]['AG Curtis Hill Obtains Consent Judgment in Multistate HIPAA - Related Data Breach Lawsuit', 'AG Curtis Hill Obtains Consent Judgment In First - Ever Multi - State HIPAA - Related Data Breach Lawsuit']1

United StatesHIC North America 2020 June 30 https://www.msn.com/en-us/news/us/unitypoint-health-reaches-proposed-2428-million-settlement-in-2018-data-breach-case/ar-BB16akc6[2582009, 4232803, 4232799, 2581993]['UnityPoint Health agrees to $2 . 8M settlement in 2018 data breach case', 'UnityPoint Health Reaches $2 . 8M Settlement Over 2018 Data Breach', 'UnityPoint agrees to $2 . 8 million data breach settlement', 'UnityPoint Health reaches proposed $2 . 8 million settlement in 2018 data breach case']3

South KoreaHIC East Asia & Pacific2017 October 17 http://news.joins.com/article/22021558[899960, 899959]['HanaTour, personal sending of members due to PC malware infection ··· Including social security number, damage is unavoidable', 'HanaTour, personal sending of members due to PC malware infection… Including social security number, damage is inevitable']1

United StatesHIC North America 2019 December 31 https://chicago.suntimes.com/2019/12/31/21044739/data-breach-sinai-health-system-chicago[2275378, 4978940, 2271966, 4979006, 4978675, 4157572]['Data Breach At Alomere Health', 'Personal information of nearly 13 , 000 people may have been exposed in Sinai Health System data breach', 'Data of 50K Alomere Health Patients Exposed by Employee Email Hack', 'Federman & Sherwood Initiates an Investigation of the Data Breach at Sinai Health System', 'Data breach at Sinai Health System put personal info of nearly 13 , 000 people at risk', 'Data breach investigated at Mercy Health Lorain']5

United StatesHIC North America 2021 September 1 https://sojo1049.com/wawa-data-breach-settlement-will-cost-company-9-million-in-cash-and-gift-cards-are-you-eligible/[2855817, 2851260, 2851267, 2853982, 2851249, 2853976, 2851266, 2853944, 2851271]['Wawa customers affected data breach now eligible for compensation', 'Convenience Chain Wawa Settles a Class Action Suit Stemming from a Malware Attack – Digital Transactions', 'Affected by Wawa data breach ? Here how you can request a gift card or cash . ', 'Wawa to pay $9M in cash , gift cards to settle data breach lawsuit', 'Wawa data breach : How customers can file a claim as part of the class action settlement', 'Wawa Data Breach Will Cost $9 Million in Cash and Gift Cards', 'Affected by Wawa data breach ? Here how to get a gift card or cash', 'How to File a Claim If You Were Affected by Wawa 2019 Data Breach', 'Affected by Wawa data breach ? Here how to get a gift card or cash . ']8

Germany HIC Europe & Central Asia2021 September 12 https://www.lemedia05.com/mustang-panda-les-services-secrets-indonesiens-pirates-les-traces-menent-a-la-chine/[2869870, 2869837]['Mustang Panda: Indonesian Secret Service hacked, leads lead to China', 'Mustang Panda: Indonesian Secret Service Hacked, Traces Lead to China']1

United KingdomHIC Europe & Central Asia2019 April 24 https://www.itproportal.com/news/aebi-schmidt-hit-by-ransomware/[4459823, 4019921, 4458223, 4458938, 4018043]['Aebi Schmidt Latest to be Hit By Resurgent Ransomware Attacks', 'Another Manufacturer Hit by Ransomware « isssource . com', 'Ransomware Reportedly Crippled Aebi Schmidt, Swiss Mucking Vehicle Giant', 'Industrial giant Aebi Schmidt hit by ransomware', 'European manufacturing giant with U . S . operations hit by ransomware']4

Australia HIC East Asia & Pacific2019 October 2 https://www.itnews.com.au/news/qld-govt-cyber-defences-fail-ethical-hack-test-531772[4772780, 4774182, 4775281]['Cyber defences no match for hackers of Queensland government entities', 'Qld vulnerable to cyber attack : audit', 'Qld govt cyber defences fail ethical hack test']2

United KingdomHIC Europe & Central Asia2019 December 5 https://healthitsecurity.com/news/another-provider-hit-with-lawsuit-over-patient-data-breach-of-140k[4938311, 4924246]['Healthcare Provider Agrees to Cough Up $6M to Settle Data Breach Lawsuit', 'Another Provider Hit with Lawsuit Over Patient Data Breach of 140K']1

Nigeria LMC Sub-Saharan Africa2017 October 3 http://leadership.ng/2017/10/03/cyber-attacks-nigeria-jumps-9-spot-banking-trojans-wreck-havoc/[1262283, 1262282]['Nigeria : Cyber Attacks', 'Cyber Attacks : Nigeria Jumps To 9 Spot As Banking Trojans Wreck Havoc']1

Australia HIC East Asia & Pacific2018 May 4 http://www.xinhuanet.com/english/2018-05/04/c_137155624.htm[1646007, 1636818, 1634319, 1632210, 1634321, 1636817, 1634304]['Commonwealth Bank potential security data breach - Data Protection', 'Major Australian bank data breach  very serious : attorney - general', 'Commonwealth Bank under fire again for data breach of 19m accounts', 'Commonwealth Bank admits customer data breach affecting 19 million accounts', 'Commonwealth Bank secrecy over data breach a concern for customers', 'Major Australian bank data breach  very serious : attorney - general - Xinhua', 'Commonwealth Bank : Here what you should know about the data breach if youre a customer']6

United StatesHIC North America 2020 June 4 https://www.govtech.com/public-safety/San-Francisco-Pension-Data-Breach-May-Have-Exposed-Bank-Info.html[2541138, 4213815, 2543152]['SF pension data breach may have exposed city retiree bank , tax information', 'San Francisco Pension Plan Reports Data Breach | Chief Investment Officer', 'San Francisco Pension Data Breach May Have Exposed Bank Info']2

Israel HIC Middle East & North Africa2021 November 12 https://www.algemeiner.com/2021/11/12/israeli-cyber-unit-action-removes-black-shadow-iran-affiliated-hacking-website/[2973047, 2975057]['Israeli Cyber Unit action removes Black Shadow Iran - affiliated hacking website', 'Israeli Cyber Unit Action Removes Black Shadow Iran - Affiliated Hacking Website']1

United StatesHIC North America 2021 May 16 https://tech.walla.co.il/item/3435845[3276463, 4121967]['Fresh Spree of Cyber Attacks Targets Israeli Companies', 'Pro-Palestinian hackers attack Israeli sites']1

Poland HIC Europe & Central Asia2020 July 9 https://www.wnp.pl/tech/kanada-hakerzy-zaatakowali-szkoly-wojskowe,405645.html[2591764, 2592445, 2594635]['Defence department still assessing cyber attack on leading Canadian military college', 'Canada : Hackers attacked military schools - overseas markets', 'Canada : Hackers attacked military schools']2

United StatesHIC North America 2019 June 6 http://www.tucsonsentinel.com/nationworld/report/060619_data_breach/safety-agency-probes-data-breach-amid-complaints-muzzling-disclosure-hazards/[4041085, 4038906]['Safety agency probes data breach amid complaints about muzzling of hazard information', 'Safety agency probes data breach amid complaints about muzzling disclosure of hazards']1

United StatesHIC North America 2019 June 25 https://www.dukechronicle.com/article/2019/06/durham-russian-hacking-election-homeland-security-machines-2016[4050230, 4550157]['Editorial : Did Russia hack Durham ? - Opinion - GoUpstate', 'Russian hacking in Durham ? DHS looking into machines used in 2016 election']1

United StatesHIC North America 2019 January 24 https://www.wmdt.com/2019/01/salisbury-police-experience-major-data-breach-working-with-fbi/[4306660, 4304056]['Salisbury Police Department Computers Hacked', 'Salisbury police experience major data breach , working with FBI']1

India LMC South Asia 2018 December 20 https://www.presstv.com/Detail/2018/12/20/583472/US-lawsuit-Facebook[2238658, 2234865, 2237360, 2236138, 2234872, 2236713, 2227585, 2227257, 2227256, 2231867, 2234867, 2237631, 2230212, 5027830]['Facebook sued by Washington over data breach accusations | World', 'US Top Prosecutor Sues Facebook Over Data Breach Accusations', 'Cambridge Analytica scandal : Facebook sued over data breach accusations', 'Facebook sued by Washington , D . C ., over data breach ... ', 'Facebook sued by Washington , D . C ., over data breach accusations', 'Repeated Facebook scandals: which of your data has been leaked or hacked?', 'Facebook Reports Third Major Data Breach This Year , Says Bug Leaked Pics Of 6 . 8 Mn Users', 'Another software bug , another data breach hits Facebook', 'Facebook suffers another data breach , millions of users impacted', 'Facebook Tool Lets Users Know if Their Photos Were Compromised in Latest Data Breach', 'Facebook sued by Washington , D . C . over data breach accusations', 'US capital sues Facebook over Cambridge Analytica data breach accusations', 'How to know if your photos were affected in the Facebook hack?', 'PressTV - Facebook sued by Washington DC over data breach']13

United StatesHIC North America 2017 January 12 https://www.scmagazine.com/malware-found-on-some-arizona-government-computers/article/631045/[57077, 57099, 69440, 57100, 57106]['Malware suspected on some Arizona legislator computers', 'Some Arizona lawmaker computers may have malware', 'Malware found on some Arizona government computers', 'Some Arizona lawmakers ’ computers may have malware', 'Some Arizona lawmakers ’ computers may have malware – Arizona Capitol Times']4

United StatesHIC North America 2017 April 2 http://www.inquisitr.com/4111167/new-york-post-app-hacked-sends-heil-president-donald-trump-selah-photos/[1140452, 337719, 338351, 345227, 338074, 338208, 338985, 338337]['New York Post hacked', 'New York Post app hacked', 'New York Post ’ s mobile news alerts fall victim to a hack – Engadget « Contacto Latino News', 'New York Post App Hacked with Nirvana Lyrics and  Heil President  Alert', "New York Post app hacked for Trump's sake", 'New York Post apologises after app sends  Heil President Trump  alerts in hacking gaffe', 'The New York Post was hacked', ' ‘ New York Post ’ App Hacked : Sends ‘ Heil President Donald Trump … Selah ’ [ Photos ] ']7

United StatesHIC North America 2022 August 28 https://www.unian.ua/world/dani-biloruskih-hakeriv-dopomogli-viyaviti-shpigunku-rf-v-italiji-de-vona-tovarishuvala-z-oficerami-nato-bellingcat-11957940.html[3770491, 3771106]['The data of Belarusian hackers helped to find a Russian spy in Italy, where she was friends with NATO officers - Bellingcat investigators', 'The data of Belarusian hackers helped to identify a Russian spy in Italy, where she was friends with NATO officers - Bellingcat']1

United StatesHIC North America 2021 February 6 https://www.liputan6.com/tekno/read/4476552/hacker-sebar-puluhan-ribu-data-pasien-rumah-sakit-as-di-dark-web[3115603, 3115609, 3116240]['Hackers post detailed patient medical records from two hospitals to the dark web', 'Patient names and colonoscopy results from US hospitals posted by hackers to the dark web', 'Hackers Spread Tens of Thousands of US Hospital Patient Data on the Dark Web']2

Argentina UMC Latin America & Caribbean2020 October 17 https://www.cadena3.com/noticia/politica-y-economia/denuncian-hackeo-al-sitio-web-del-acto-del-dia-de-la-lealtad_273193[2746307, 2746319, 2746312]['The page of the official act for Loyalty Day fell and the organizers denounce a hack', 'The page of the official act for Loyalty Day fell: the organizers denounce a hack', 'They denounce hacking to the website of the Loyalty Day act']2

Malaysia UMC East Asia & Pacific2018 November 11 https://www.freemalaysiatoday.com/category/bahasa/2018/11/11/pkr-ahli-parti-pegawai-jpp-mungkin-terbabit-serangan-siber-di-julau/[2156478, 2156474]['Julau PKR  cyber attack : Zuraida challenges JPP to show log files', 'PKR : Party members, JPP officials may be involved in a cyber attack in Julau']1

Latvia HIC Europe & Central Asia2017 April 26 http://www.leta.lv/home/important/FFF68B2C-CBD1-4977-A08F-99E88464EEEC/[3950550, 3950551, 3950554, 3950556, 3950553]['Last year, foreign special services launched a large-scale cyber attack against Latvian state institutions', 'A large-scale cyber attack has been directed against Latvian institutions', 'The special services launched a large-scale cyber attack against Latvian state institutions', 'Foreign special services have launched a large-scale cyber attack against Latvian state institutions', 'Last year, foreign special services launched a large-scale cyber attack against Latvian state institutions']4

United StatesHIC North America 2021 August 17 https://q1065.fm/ransomware-attacks-on-treatment-plants/[2614, 5525, 2627, 2845625]['Rural Sewage Plants Hit by Ransomware Attacks', 'Sewage plant was ransomware target , no money paid - Mount Desert Islander', 'Two Maine Sewage Treatment Plants Targeted In Ransomware Attacks', 'Rural sewage plants hit by ransomware attacks in Maine']3

United StatesHIC North America 2020 January 23 https://threatpost.com/u-s-gov-agency-malware-laced-emails/152141/[2299231, 2305312, 2303044]['Email malware targets U . S . senator and military', 'New malware email attack on North Korea-related US agencies', 'U . S . Gov Agency Targeted With Malware - Laced Emails']2

Australia HIC East Asia & Pacific2020 September 7 https://www.dailymail.co.uk/news/article-8704919/Fears-186-000-Australian-drivers-licences-hands-hackers.html[2680053, 2682214, 2678483, 2687928]['NSW driver licence data breach left Sydney man  sickened  ', 'Unknown commercial entity blamed for NSW driver licence data breach', 'Data breach exposes tens of thousands of NSW driver licences online', 'Fears over 186 , 000 Australian driver licences could be in the hands of hackers']3

Denmark HIC Europe & Central Asia2020 February 26 https://www.dr.dk/nyheder/penge/ramt-af-cyberangreb-iss-blev-35-milliarder-kroner-mindre-vaerd-under-pressemoede[2370948, 2370949]['Affected by cyber attacks: ISS was worth DKK 3.5 billion less during the press conference', 'Affected by cyber attacks: ISS was worth DKK 3.5 billion less during a press conference']1

South KoreaHIC East Asia & Pacific2019 April 25 http://www.zdnet.co.kr/view/?no=20190425170030[4018751, 4459669, 4018753]['FireEye attack on military institutions Chinese hacking group, first attack on Korean energy company', 'Chinese Hacker Group Targets Korean Infrastructure with Vulnerable Cyber \u200b\u200bSecurity', 'Chinese government-sponsored hacker group targets Korean energy companies']2

Spain HIC Europe & Central Asia2019 July 26 https://www.20minutos.es/noticia/3715353/0/sanidad-alerta-bombas-insulina/[4621743, 4605550, 4621744]['Diabetes : Insulin pump hack alert', 'Insulin pump can be hacked – hospitals ask users to be vigilant', 'Health warns of the risk of hacking insulin pumps due to a cybersecurity problem']2

United KingdomHIC Europe & Central Asia2017 November 7 http://www.dailymail.co.uk/wires/ap/article-5059631/Book-Hackers-pursued-Democrats-days-election.html[957368, 957955]['Book : Hackers pursued Democrats into last days of election', 'Book : Hackers pursued Democrats into last days of election ']1

United StatesHIC North America 2018 November 2 https://www.techdirt.com/articles/20181101/15362840965/govt-says-accused-cia-hacking-tools-leaker-leaking-even-more-classified-info-behind-bars.shtml[2135233, 2139762, 2136462, 2142665, 2139756]['Coder charged with leaking CIA hacking secrets to WikiLeaks says he being tortured in prison RT US News', 'CIA coder in prison for leaking hacking secrets to WikiLeaks claims he being tortured -- Puppet Masters -- Sott . net', 'Coder Who Leaked CIA  Hacking Secret to WikiLeaks Being Tortured In Prison', 'Govt Says Accused CIA Hacking Tools Leaker Leaking Even More Classified Info From Behind Bars', 'Former CIA coder charged with leaked hacking secrets to Wikileaks says he being tortured in prison -- Society Child -- Sott . net']4

United StatesHIC North America 2021 February 2 https://www.businessinsider.com/coronavirus-vaccine-programs-hackers-spies-stealing-info-2021-2[3109747, 3103407, 3109745]['Hackers and spies are scrambling to steal information on vaccine programs , sources say', "Hackers' Dangerous Action Targets Pharmaceutical Companies with Covid-19 Vaccines", 'Hackers , spies scramble to steal info on COVID - 19 vaccine programs']2

India LMC South Asia 2021 February 26 https://www.telegraphindia.com/india/data-breach-investigation-in-indian-army/cid/1807934[3151080, 3153017, 3150705, 3154501, 3151084, 3151081, 3153016, 3154502, 3151083]['Northern Command | Army probing alleged data breach in Northern Command after soldier caught passing info to Pak operatives', 'Army probes data breach as massive Northern Command espionage case could see heads roll soon', 'Army probing  data breach  in Northern Command', 'Army probes data breach as massive Northern Command espionage case could see heads roll soon – Indian Defence Research Wing', 'Indian Army : Sensitive data breach reported at Army Northern Command', 'Army probing alleged data breach in Northern Command', 'Data breach investigation in Indian Army', 'Army Orders Probe In Alleged Data Breach In Northern Command', 'Indian Army orders probe in alleged data breach in Northern Command']8

United StatesHIC North America 2021 October 19 https://www.fox10phoenix.com/news/hacker-who-sold-data-of-65k-medical-employees-on-dark-web-gets-7-years[2934126, 2934760, 2934757, 2934773, 2936860]['Man gets 7 years in prison for hacking 65K health care employees', 'UPMC Database Hacker Gets Lengthy Prison Term', 'Hacker who sold UPMC employee data on the dark web sentenced to prison', 'Hacker who sold data of 65K medical employees on dark web gets 7 years', 'Hacker in UPMC Data Theft , Fraud Case Gets Maximum Sentences']4

Estonia HIC Europe & Central Asia2022 April 8 https://gate.ahram.org.eg/News/3478523.aspx[3583252, 3577226, 3583256]['The websites of the Ministry of Defense and Foreign Affairs of Finland were hit by a cyber attack', 'Ministry of Finance and Prices denounces cyber attack against its website', 'The websites of the Ministry of Foreign Affairs and Defense of this country were subjected to a cyber attack']2

United StatesHIC North America 2022 June 10 https://www.larepublica.net/noticia/despues-de-ocho-semanas-del-hackeo-a-hacienda-plataforma-tributaria-de-autogestion-atv-seria-restablecida[3672089, 3672096]['The Treasury establishes ATV tax declaration systems as of Monday after hacking', 'Eight weeks after the Treasury hack, ATV self-management tax platform would be reestablished']1

Mexico UMC Latin America & Caribbean2018 July 10 http://www.elfinanciero.com.mx/economia/sector-financiero-en-alerta-tras-ciberataque-a-bitso[1815242, 1811931, 1800262, 1800254, 1802773, 1802790, 1809254]['Yellow alert ends for cyber attack on Bitso, reports the Condusef', 'Yellow alert for cyber attack on Bitso ended, reports the Condusef', 'Alert cyber attack on financial system', 'Authorities ask banks to strengthen security after Bitso hack', 'DIGITAL BANKING OPERATES UNDER ALERT; REPORT NEW CYBER ATTACK', 'Attempted cyber attack on a company that operates bitcoins caused an alert to banks', 'Financial sector, on alert after cyber attack on Bitso']6

Russia UMC Europe & Central Asia2019 April 18 https://www.securityweek.com/state-sponsored-hackers-use-sophisticated-dns-hijacking-ongoing-attacks[4439497, 4012950, 4013500, 4448246, 4457922, 4013508, 4016431, 4450034, 4446209, 4449175, 4459892, 4448378, 4450508, 4450488, 4017866, 4013146, 4013050, 4450520, 4012507]['Hackers nearly blew up an oil refinery in Saudi Arabia', "The surge in ``DNS hijacking'' by hackers destroys the credibility of the Internet | WIRED.jp", 'Insane in the domain : Sea Turtle hackers pwn DNS orgs to dash web surfers on the rocks of phishing pages', 'Iranian Hackers Heavily Reliant on DNS Tunneling', 'DNSpionage campaign operators armed with new malware', 'Nation - State Hacker Group Hijacking DNS to Redirect ... ', 'Talos reports on new , sophisticated hacking group manipulating DNS systems', 'Hackers swung at the infrastructure of the Internet', 'Saudi Arabia war against hackers', "'State-backed' hackers attack DNS to gain access to sensitive networks and systems, Cisco Talos report says", 'New Karkoff Malware Released By Hackers Involved In The DNSpionage Campaign', 'Cisco: Internet infrastructure is under global hacking attack - The Arab portal for technical news', 'Sea Turtle hacking group goes after government domains', 'Hacker groups going after government domains', 'DNSpionage campaign 18

Qatar HIC Middle East & North Africa2018 June 6 http://mwcnews.net/news/middle-east/72371-qatar-state-news-agencys-hacking.html[3953326, 1716630, 1719329, 1722266, 1717237]['Saudi - based agents hacked Qatar state news website , documentary r', 'Qatar News Agency hacking linked to Saudi piracy cell : Al Jazeera', 'Qatar News Agency hack , which started off the illegal blockade , traced to Riyadh', 'Qatar state news agency hacking linked to Riyadh', 'Qatar state news agency hacking linked to Riyadh | Qatar News']4

United StatesHIC North America 2020 August 19 https://www.govtech.com/security/Malware-May-Have-Breached-Connecticut-Patient-Data.html[4246228, 2664467]['Malware accesses data for some ECHN patients', 'Malware May Have Breached Connecticut Patient Data']1

Bulgaria UMC Europe & Central Asia2022 June 17 https://novini.bg/bylgariya/kriminalno/724045[3679709, 3679708]['They caught three bank fraudsters in Varna, defrauding Lithuanian citizens through phishing', 'Bank fraudsters were caught in Varna, defrauding Lithuanian citizens through phishing - Criminal']1

Vietnam LMC East Asia & Pacific2019 March 16 https://www.vietgiaitri.com/2-tek/the-gioi-so/201903/ma-doc-gandcrab-52-tiep-tuc-xuat-hien-khong-buong-tha-nguoi-dung-viet-nam-3832885/[4401063, 3996273]['Malware variant GandCrab reappears', 'GandCrab 5 malware. 2 continues to appear, not letting go of Vietnamese users']1

France HIC Europe & Central Asia2018 November 2 https://france3-regions.francetvinfo.fr/grand-est/meuse/bure/nucleaire-societe-francaise-se-fait-pirater-documents-confidentiels-lies-au-site-bure-1568022.html[2140425, 2137642, 2140427, 2144485, 2140433, 2140443]['Nuclear: documents linked to the Bure site hacked', 'The strange hacking of documents related to the Bure nuclear waste landfill', "Hacked documents to counter Cigeo, Bure's nuclear waste burial project", 'Hackers accessed sensitive data about a nuclear power plant in France', 'Nuclear: a French company has confidential documents linked to the Bure site hacked', 'Hacker attack in France: construction plans of nuclear plants stolen']5

Slovak RepublicHIC Europe & Central Asia2017 October 15 https://www.zive.sk/clanok/128174/stranka-rakuskych-ludovcov-z-ovp-sa-stala-tercom-hackerskeho-utoku/[893241, 893240]["The website of the Austrian People's Party was attacked by hackers", "The page of the Austrian People's Party of the ÖVP became the target of a hacker attack"]1



United KingdomHIC Europe & Central Asia2022 January 18 https://www.bbc.co.uk/news/uk-england-gloucestershire-60045060[3459148, 3459139]['Gloucester City Council cyber attack linked to hackers in Russia and may take months to fix', 'Gloucester Council cyber attack linked to Russian hackers']1

Australia HIC East Asia & Pacific2019 October 7 http://www.australasianscience.com.au/article/science-and-technology/aerial-threat-why-drone-hacking-could-be-bad-news-military.html[4787633, 4787640]['Aerial threat : why drone hacking could be bad news for the military', 'Aerial threat : why drone hacking could be bad news for the military | Australasian Science Magazine']1

Russia UMC Europe & Central Asia2017 August 11 http://www.bizpacreview.com/2017/08/10/teen-hacks-air-force-rewarded-handsomely-524008[1231591, 1231280]['Look Ma , I Got a Job for Life : Teenager Hacks US Air Force in  Bug Bounty  ', 'Teen hacks the Air Force and is rewarded handsomely']1

United StatesHIC North America 2020 June 2 https://www.govtech.com/security/Nigerian-Hacking-Group-Targets-State-Unemployment-Systems.html[2539623, 2539593]['Nigerian Hacking Group Targets State Unemployment Systems [ Government Technology ] ', 'Nigerian Hacking Group Targets State Unemployment Systems']1

Turkey UMC Europe & Central Asia2019 August 23 https://donanimgunlugu.com/venezuela-kamu-kurumlari-siber-saldiri-altinda-218606[4685142, 4688195]['Venezuelan public institutions under cyber attack', 'Venezuelan public institutions under cyber attack']1

Russia UMC Europe & Central Asia2018 October 16 https://www.digi.no/artikler/politiet-misbrukt-i-et-av-islands-verste-phishingangrep/448816[2086614, 2085748, 2090958, 2086633, 2087199, 2086608, 2087201, 2100483, 2087340, 2096522]['Largest Cyber Attack Against Iceland Driven by Complex Phishing Scheme', 'Thousands of Icelandic people hit by MASSIVE cyber attack', 'Iceland largest phishing campaign imitated police', 'Iceland hit by biggest phishing attack in history', 'Iceland hit by large cyber attack', 'Largest Cyber Attack Against Iceland Driven by Fareit - Remcos Combo', 'Thousands of Icelandic people hit by MASSIVE cyber attack - here how it worked', 'Numerous people in Iceland under the danger of cyber attack - 2 - spyware . com', 'Iceland largest phishing campaign imitated police | SC Media', "Police misused in one of Iceland's worst phishing attacks"]9

United StatesHIC North America 2019 December 4 http://www.homelandsecuritynewswire.com/dr20191204-graham-says-hes-1-000-percent-confident-russia-not-ukraine-hacked-dnc[4921659, 4919046, 4921720, 4938792]['Sen . Graham : Russians Alone Were Behind DNC Hacking', 'Graham says he  1 , 000 percent confident  Russia , not Ukraine , hacked DNC', 'Graham Says He  1 , 000 Percent Confident  Russia , not Ukraine , Hacked DNC', 'Lindsey Graham :  It wasnt the Ukrainians  who hacked the 2016 election']3

Singapore HIC East Asia & Pacific2017 September 16 http://www.tnp.sg/news/singapore/1750-websites-here-hit-hackers-last-year[1258708, 820866]['Singapore  leads world in cyber attack , Latest Singapore News', '1 , 750 websites here hit by hackers last year , Latest Singapore News']1

South KoreaHIC East Asia & Pacific2022 September 11 http://biz.heraldcorp.com/view.php?ud=20220911000015[3792226, 3788008, 3788009]['Increased messenger phishing damage, recorded 120 billion won in damages last year... Body camping and memory hacking also surged: Bridge economy, a companion in the 100-year-old era', 'Last year, messenger phishing damage of 120 billion won... Body Cam Fishing 12 Billion', 'Last year, messenger phishing damage amounted to 120 billion won... Body cam phishing is also on the rise - The Herald Business']2

Italy HIC Europe & Central Asia2019 September 5 https://www.corrierecomunicazioni.it/cyber-security/libri-online-veicolo-di-malware-in-italia-scoperti-oltre-53mila-file-dannosi/[4732855, 4716676]['Italy targeted by malware and ransomware, pay attention to outdated emails and programs', 'Books online vehicle of malware, over 53,000 malicious files discovered in Italy']1

South KoreaHIC East Asia & Pacific2017 November 1 http://news.donga.com/Main/3/all/20171101/87059295/1[941449, 941448]['Hack personal information and buy gold bars with loans... 1 billion pharming scam', 'Hack personal information to get a loan and buy a gold bar … 1 billion pharming scam']1

United KingdomHIC Europe & Central Asia2022 June 20 https://www.bbc.com/news/uk-england-gloucestershire-61863394[3682691, 3682689]['Gloucester Cyber attack : Six months since Russian hackers brought city council to its knees', 'Cyber attack : Gloucester council services still not back to normal']1

Israel HIC Middle East & North Africa2019 December 21 https://www.insidethegames.biz/articles/1088465/cyber-attacks-big-fear-for-tokyo-2020[4966044, 4961425]['Japan warns: cyber attack - the most serious threat to the Olympics', 'Public Security Intelligence Agency warn of cyber attack threat at Tokyo 2020']1

India LMC South Asia 2021 October 31 https://arynews.tv/national-bank-of-pakistan-cyber-attack-sbp/[2953935, 2954132, 2953934]['National Bank of Pakistan comes under cyberattack ; no data breach reported', 'National Bank of Pakistan suffers cyber attack', 'National Bank of Pakistan gets hit by cyberattack , reports no financial loss or data breach']2

South KoreaHIC East Asia & Pacific2021 April 25 http://seoul.co.kr/news/newsView.php?id=20210425500066[3247671, 3247673, 3247672, 3247674]['Court admits negligent management of vaccine company in defense network hacking case… Bidding Restrictions Legal - Kookmin Ilbo', "It is legal for the government to restrict bidding to vaccine companies that have failed to cope with hacking of the court's national defense network.", '[Seoul Newspaper] Vaccine company that caused damage to national defense network hacking ... Political party sanctioned by court', 'Vaccine company hacked by North Korea... Court Bid Restricted Party']3

Venezuela 0 Latin America & Caribbean2018 March 9 http://larepublica.pe/mundo/1208889-denuncian-ataques-ciberneticos-a-registraduria-de-colombia-y-uno-de-ellos-es-de-venezuela[1480315, 1478354]['VENEZUELA: They denounce alleged hacking of the page of the electoral body of Colombia from Venezuela', 'They denounce alleged hacking of the electoral page of Colombia from Venezuela']1

United Arab EmiratesHIC Middle East & North Africa2022 July 10 https://www.arabianbusiness.com/industries/technology/uae-cybersecurity-council-issues-warning-on-electronic-fraud-phishing-attacks[3711639, 3707810]['UAE Public Prosecution warns against hacking , electronic crimes', 'UAE Cybersecurity Council issues warning on electronic fraud , phishing attacks']1

Japan HIC East Asia & Pacific2019 May 14 https://www.9news.com.au/technology/news-privacy-over-10-million-people-hit-in-single-australian-data-breach-oaic/08b673ec-1562-4107-b33e-02aac8f81bd6[4478121, 4479888]['Over 10 million people hit in single Australian data breach : OAIC', 'Privacy news : Over 10 million people hit in single Australian data breach , OAIC private health']1

United KingdomHIC Europe & Central Asia2017 August 31 http://www.firstpost.com/tech/news-analysis/as-tension-over-south-china-sea-strengthens-state-sponsored-chinese-cyberattacks-on-vietnam-increase-fireeye-3992689.html[782875, 769452, 781764]['Chinese hackers target Vietnam as South China Sea dispute ramps up', 'Vietnam Lands in Chinese Hacker Sights Again', 'Amidst heightened tension in South China sea , China broadens cyber attacks on Vietnam : FireEye']2

Ukraine LMC Europe & Central Asia2018 January 6 https://www.unian.info/society/2333862-ibt-hackers-target-ukrainian-software-company-to-spread-zeus-banking-trojan.html[1308615, 1308655]['IBT : Hackers target Ukrainian software company to spread Zeus banking trojan', 'Hackers target Ukrainian software company to spread the notorious Zeus banking trojan']1

United KingdomHIC Europe & Central Asia2018 February 8 http://www.zdnet.com/article/swisscom-data-breach-800000-customers-affected/[1400392, 1400261, 1402462]['Swisscom downplays data breach', 'Swisscom data breach : 800 , 000 customers affected', 'Swisscom hack affects 800 000 customers']2

United KingdomHIC Europe & Central Asia2018 May 21 http://www.bbc.co.uk/news/technology-44197118[1681397, 1679514, 1680219, 1678673, 1681390]['ICO fines University of Greenwich for data breach', 'Greenwich University fined £120 , 000 for data breach - BusinessGhana News', 'Ahead of GDPR , united kingdom fines University of Greenwich £120 , 000 over data breach', 'Greenwich University fined £120 , 000 for data breach', 'ICO lands University of Greenwich with £120K fine for  serious data breach  ']4

Ukraine LMC Europe & Central Asia2022 April 11 http://internetua.com/ukrainskie-hakery-vzlomali-sait-jeleznoi-dorogi-dnr-i-ostavili-poslanie-dlya-russkogo-voennogo-poezda-foto[3580829, 3580498, 3580497, 3587464, 3587466, 3587465]["Gazprom Neft : criticism of Putin's war on apparently hacked website", 'Ukraine : Gazprom - website briefly hijacked by hackers', 'Current Events - Gazprom Neft website hijacked by hackers', 'Ukrainian hackers hacked the website of the DPR railway and left a message for a Russian military train. Photo', 'DPR railway website hacked by hackers - photo - war in Ukraine', 'Ukrainian hackers hacked the website of the DPR railway and left a message for a Russian military train']5

United StatesHIC North America 2021 June 28 https://www.governing.com/security/hackers-find-new-ways-to-steal-colorado-unemployment-checks[3355079, 3363337, 4132701]['Hackers Search for New Ways to Divert Colorado UI Checks', 'Hackers are stealing unemployed worker benefits ; Ohio still wont say if it will pay them back', 'Hackers Find New Ways to Steal Colorado Unemployment Checks']2

United StatesHIC North America 2017 April 22 http://whotv.com/2017/04/21/nearly-3000-potentially-affected-in-iowa-veterans-home-data-breach/[397887, 392787, 390106]['Iowa veterans warned of possible data breach', 'Nearly 3 , 000 Potentially Affected in Iowa Veterans Home Data Breach', 'Iowa Veterans Home warns nearly 3 , 000 of data breach']2

United StatesHIC North America 2017 September 19 http://www.beckershospitalreview.com/legal-regulatory-issues/upmc-workers-data-breach-lawsuit-goes-to-pennsylvania-supreme-court.html[832322, 827586]['Pennsylvania Supreme Court to hear UPMC data breach case involving employee information', 'UPMC worker data breach lawsuit goes to Pennsylvania Supreme Court']1

South KoreaHIC East Asia & Pacific2017 April 4 http://world.kbs.co.kr/korean/news/news_Po_detail.htm?No=281232[344018, 344020]['Ministry of National Defense, Strict Punishment for Persons Responsible for Investigation in Defense Network Hacking Case', 'Severe Punishment for Person in Charge of Investigation into Military Defense Network Hacking Case']1

NetherlandsHIC Europe & Central Asia2020 December 4 https://www.welingelichtekringen.nl/samenleving/2316361/fvd-pogingen-om-referendum-over-baudet-te-hacken.html[2788941, 4272237, 4272235]['FVD : attempts to hack referendum on Baudet', 'FVD rejects criticism: vote on Baudet not hacked and anonymous', 'FVD : attempts to hack referendum on Baudet – Well . NL']2

Belarus UMC Europe & Central Asia2018 March 18 https://ua.korrespondent.net/world/3952074-u-nimechchyni-namahalysia-vzlamaty-uriadovu-merezhu[1502295, 1503856]['In Germany, they tried to hack the government network', 'In Germany, they tried to hack the government network']1

Ireland HIC Europe & Central Asia2018 July 5 https://www.irishtimes.com/business/media-and-marketing/four-people-in-inm-data-breach-case-to-get-access-to-documents-1.3555198[1800083, 1796863, 1796864, 1800084, 1800086]['Data Commissioner gets orders to use files for probe into alleged data breach at INM', 'Four in INM data breach case to get access to documents', 'Four people in INM data breach case to get access to documents', 'Court allows Data Protection Commissioner to use ODCE papers in INM data breach inquiry', 'DPC gains access to documents relating to alleged data breach at INM']4

Ukraine LMC Europe & Central Asia2020 September 2 https://www.securitylab.ru/news/511642.php[2680955, 2680197, 2680569, 2680697, 2680956, 2684703, 2683155, 2682416]["Norway's parliament hit by massive hacker attack", 'Federal. ba - Norwegian parliament targeted by hackers', 'Hackers roared into Parliament email', 'E - Mail Accounts of Several Norwegian MPs Hacked as Parliament Targeted by Cyberattack', 'Hackers attacked the Norwegian Parliament', 'Hackers staged several powerful cyber attacks on the Norwegian parliament at once', 'Norway Parliament Investigates Email Hacks', 'Norwegian parliament computer system hacked']7

Colombia UMC Latin America & Caribbean2019 November 26 https://www.elespectador.com/noticias/judicial/judicatura-denuncia-hackeo-de-su-cuenta-de-twitter-articulo-893030[4905811, 4903145]['Alert for twitter hacking of both the airport and other state entities', 'Judiciary and Airport denounce hacking of their Twitter account']1

United StatesHIC North America 2022 December 21 https://www.computing.co.uk/news/4061942/hackers-breach-chinese-automaker-nio[3933510, 3931832]['Chinese Electric Automaker Nio Hit by Ransomware Attack', 'Hackers breach Chinese automaker Nio']1

NetherlandsHIC Europe & Central Asia2019 July 9 https://www.zdnet.com/article/hackers-breached-greeces-top-level-domain-registrar/[4584197, 4578507]['Hackers break into the manager of major Greek domain names', 'Hackers breached Greece top - level domain registrar']1

United StatesHIC North America 2019 December 5 https://www.centralmaine.com/2019/12/05/u-s-secret-service-investigates-data-hack-at-bonny-eagle-schools/[4927102, 4924146]['U . S . Secret Service Investigates School Data Breach', 'U . S . Secret Service investigates data hack at Bonny Eagle schools']1

India LMC South Asia 2017 August 22 http://pragativadi.com/official-portal-justice-b-p-das-commission-hacked/[763295, 763294]['Attempt To Hack BP Das Commission Website , Crime Branch Initiates Probe', 'Official portal of Justice B P Das commission hacked']1

China UMC East Asia & Pacific2018 May 24 http://www.econotimes.com/Hackers-Attack-Verge-17-Million-Taken-1329795[1682695, 1683271, 1688663]['Altcoin Verge Hacked For Second Time In Two Months , Around $1 . 4 Mln Stolen', 'Verge ( XVG ) falls victim to hackers - again', 'Hackers Attack Verge ; $1 . 7 Million Taken']2

United StatesHIC North America 2018 March 21 https://www.fiercehealthcare.com/tech/banner-health-ocr-investigation-data-breach[1514180, 1514211]['Banner Health Data Breach Part of OCR Investigation', 'OCR investigating Banner Health 2016 data breach']1

United StatesHIC North America 2020 July 13 https://www.grahamcluley.com/liveauctioneers-passwords-for-sale/[2593084, 2599608, 4228674]['15 Billion Credentials Currently Up for Grabs on Hacker Forums', 'Millions of LiveAuctioneers passwords offered for sale following data breach', '15K Billion Compromised Credentials Available for Sale on Hacker Forums']2

Hungary HIC Europe & Central Asia2022 April 26 https://adozona.hu/altalanos/Adathalasz_tamadasi_kiserletek_indultak_az__8RVBAD[3609551, 3609552]['Phishing attack attempts have been launched against the customers of the merged MKB Bank', 'Phishing attack attempts have been launched against the customers of the merged MKB Bank']1

SwitzerlandHIC Europe & Central Asia2019 July 28 https://www.tagesanzeiger.ch/digital/computer/Schweizer-EMailDienst-fuer-Cyberangriff-missbraucht/story/24631580[4626596, 4626595]['Swiss provider abused for cyber attack on journalists', 'Swiss e-mail service abused for cyber attack']1

Hungary HIC Europe & Central Asia2017 March 30 http://www.cwi.it/sicurezza/cybercrimine-hacking/aziende-finanziarie-attacchi-cyber-103648[339662, 328965]['Financial businesses can face losses of up to 300 million during a cyber attack', 'Financial firms lose millions of dollars to cyber attacks']1

Australia HIC East Asia & Pacific2017 January 3 http://www.perthnow.com.au/news/breaking-news/vic-human-rights-commission-hacked/news-story/42a1c332e2a450e3262076260bf71f6f[22508, 22554, 40421, 22509, 42093, 22512, 22515]['Victorian Human Rights Commission site hacked in attack allegedly linked to Anonymous', 'Anonymous linked group hacks Victorian Human Rights Commission website', '  Anonymou hackers hijack Australian state Human Rights Commission website', 'Victorian Human Rights Commission website hacked', 'Anonymous hackers take over Victoria Human Rights Commission website ', 'Vic Human Rights Commission hacked', 'Victorian Human Rights Commission site hacked']6

Japan HIC East Asia & Pacific2018 February 27 https://www.japantimes.co.jp/news/2018/02/27/business/financial-markets/u-s-european-servers-accessed-coincheck-intranet-hack/[1452415, 1450110]['Servers in U . S ., Europe accessed from Coincheck intranet before hack', 'U . S . and European servers were accessed from Coincheck intranet before hack']1

Israel HIC Middle East & North Africa2022 January 18 https://bokra.net/Article-1481415[3457696, 3456758, 3458407, 3458419]['Financial Times: British Gas pension money used to buy Israeli spyware group NSO', 'British Gas pension cash used to buy Israeli spyware group NSO', 'British Gas pension money used for buying Israeli spyware NSO Group', "Bokra.com - Report: British Gas Company's pension funds were used to buy Israeli spyware"]3

LuxembourgHIC Europe & Central Asia2020 March 4 https://5minutes.rtl.lu/actu/luxembourg/a/1478416.html[2381615, 2383398]['BGL BNP Paribas victim of phishing', 'RTL Today - Scam: BGL BNP Paribas customers victims of phishing']1

Finland HIC Europe & Central Asia2020 December 7 https://www.iltalehti.fi/talous/a/105b27b5-97ef-4342-9a1f-affda375c13f[4275590, 4276835]['The ex-CEO of Vastaamo Ville Tapio says that the data breach was hidden from him - Tietoturva', 'The data breach cost Vastaamo hundreds of thousands of euros']1

Ukraine LMC Europe & Central Asia2017 September 14 http://anninhthudo.vn/chinh-tri-xa-hoi/tin-tac-tan-cong-san-bay-he-thong-da-bi-xam-nhap-tu-giua-nam-2014/694839.antd[812334, 817076]['Hackers attacked Zhuliany: the work of the airport is paralyzed', 'Airport hackers: The system has been compromised since mid-2014']1

Malaysia UMC East Asia & Pacific2019 October 24 https://www.marketing-interactive.com/pos-malaysia-takes-proactive-measures-to-secure-systems-following-malware-attack/[4823030, 4823029, 4826057]['Pos Malaysia Confirms They Were Attacked By Hackers A Few Days Ago', 'Pos Malaysia confirms attempted malware attack , lodges police report', 'Pos Malaysia takes proactive measures to secure systems following malware attack']2

United StatesHIC North America 2019 April 3 https://www.infosecurity-magazine.com/infosec/malware-author-nz-manifesto-1-1/[4414264, 4414246, 5075002]['New Zealand shooter manifesto used to spread disk - wiping malware', 'Hacker Rigs New Zealand Shooter Manifesto With Malware', 'Malware Author Infects NZ Shooter Manifesto to Stop its Spread']2

India LMC South Asia 2018 February 23 http://www.canindia.com/maldives-un-missions-website-hacked/[1442711, 1440463, 1440467, 1440465, 1440466]['Maldivian mission to UN website hacked - International News', 'Maldives UN Mission website hacked', 'Maldivian Mission to the United Nations website hacked – Tarun Mitra', 'Maldives UN Mission s website hacked', 'Maldives UN Mission s website hacked – Canindia News']4

Russia UMC Europe & Central Asia2020 July 27 https://www.zdnet.com/article/cisa-says-62000-qnap-nas-devices-have-been-infected-with-the-qsnatch-malware/[4238453, 2629147, 2629149, 2626176, 2626335, 2626379]['US , united kingdom Warn of Malware Targeting QNAP NAS Devices', 'QSnatch Malware : 62 , 000 Devices Infected , Threat Vector Still Opaque', 'UK / US Governments Warn of QNAP NAS Malware - Infosecurity Magazine', 'CISA says 62 , 000 QNAP NAS devices have been infected with the QSnatch malware', 'UK and US warn QNAP owners to upgrade firmware to block malware', '62 thousand QNAP NAS infected with QSnatch malware']5

Indonesia LMC East Asia & Pacific2022 April 10 https://www.merdeka.com/peristiwa/ketum-pb-pmii-mengaku-nomor-hp-dan-wa-diretas-diduga-terkait-rencana-demo-11-april.html[4085358, 3586104, 3586105]["PB PMII Chairman's WhatsApp Number Was Hacked Ahead of the April 11th Student Demonstration", "PB PMII's chairman admits that cellphone and WA numbers were hacked, allegedly related to plans for the April 11 demonstration", "PB PMII Ketum's WhatsApp Account Was Hacked Ahead of Student Demonstrations"]2

France HIC Europe & Central Asia2021 August 6 https://www.android-mt.com/news/piratage-bancaire-faites-vous-partie-des-45-000-victimes-francaises/121710/[3429189, 3431519, 3431520]['Hacker leaks bank details of over a million people', 'The banking data of 40,000 French people leaked on the Internet by a hacker', 'Bank hacking: are you one of the 45,000 French victims?']2

Ukraine LMC Europe & Central Asia2020 July 11 http://internetua.com/kiberpoliciya-zaderjala-organizatora-krupnoi-hakerskoi-gruppirovki[2595909, 2595910, 4230257]['Detention of a hacker : The organizer of a hacker group was detained', 'Cybercrimes: Cyber \u200b\u200bpolice detained the organizer of a hacker group who was on the state wanted list - Ukraine', 'Cyber \u200b\u200bpolice detained the organizer of a large hacker group']2



Syria LIC Middle East & North Africa2018 March 10 http://arabic.arabianbusiness.com/content/334105[1481370, 1481013, 1481220]['The prosecution is against an officer and a hacker who fabricated evidence to accuse a representative of being agents of Israel', 'Lebanon: Prosecuting an officer and a hacker who fabricated evidence to accuse a representative of collaborating with Israel - the spider', 'The prosecution against an officer and a hacker who fabricated evidence to accuse a Lebanese representative of being collaborators for Israel - Society , Ziad Itani']2

United StatesHIC North America 2021 July 20 https://healthitsecurity.com/news/over-68k-advocate-aurora-patients-impacted-by-elekta-health-data-breach[4138533, 3413591, 3413600, 3404755, 3408502, 3404752]['Intermountain Says Patient PHI Exposed in Elekta Health Data Breach', 'Elekta Data Breach Impacting Over 64K McLaren Patient PHI', 'West Virginia Center Health Data Breach Includes Patient PHI', 'Over 68K Advocate Aurora Patients Impacted by Elekta Health Data Breach', 'MS\xa0Cancer Center\xa0Joins List\xa0Affected\xa0by\xa0Elekta Data Breach', 'Elekta Health Data Breach Strikes Jefferson Health , Disclosing PHI']5

United StatesHIC North America 2022 November 8 https://globegazette.com/news/state-and-regional/govt-and-politics/capitol-notebook-150k-to-iowa-from-data-breach-settlement/article_73312b24-6d26-5fdc-aa56-5969657a5723.html[3873884, 3873883]['Capitol Notebook : $150k to Iowa from data breach settlement', 'CAPITOL NOTEBOOK : $150K to Iowa from data breach settlement']1

AzerbaijanUMC Europe & Central Asia2017 November 8 https://en.trend.az/business/it/2818554.html[961567, 958241]['5 , 500 corporate users in Azerbaijan subjected to cyber attacks this year', 'Kaspersky Lab reveals number of corporate users subjected to cyber attacks in Azerbaijan']1

Nigeria LMC Sub-Saharan Africa2018 April 9 https://www.news24.com/SouthAfrica/News/media-watchdog-goes-after-information-regulator-over-data-breach-20180409[1572116, 1568772]['South Africa : Media Watchdog Goes After Information Regulator Over Data Breach', 'Media watchdog goes after Information Regulator over data breach']1

Russia UMC Europe & Central Asia2018 April 28 https://armenpress.am/eng/news/931774/[1624885, 1623818]["Armenian Prime Minister's website attacked by hackers | In the world | Policy", 'Cyber attacks attempted against official website of Armenian Prime Minister']1

United StatesHIC North America 2021 August 30 https://www.jdsupra.com/legalnews/ruling-breaks-new-ground-for-cgl-policy-7564614/[10935, 2851257]['Fifth Circuit Orders Coverage Under CGL Policies in Data Breach Litigation', 'Ruling Breaks New Ground For CGL Policy Data Breach Coverage Hackings | Ervin Cohen & Jessup LLP']1

United StatesHIC North America 2021 August 31 https://patch.com/illinois/downersgrove/data-breach-under-investigation-dupage-medical-group[2851309, 5551, 15456, 2855828, 2855818, 2852540, 2852560, 4076, 2852528, 2857752, 2853943]['DuPage Medical Group notifying 600 , 000 patients about a data breach', 'More Than 600K Patients Impacted by UNM Health Data Breach', 'GA Provider Sends Notice of Healthcare Data Breach to 9 , 800 Patients', '98K Patients , Employees Impacted by Oklahoma Provider Data Breach', 'Keller Lenkner LLC Files First Class Action Against DuPage Medical Group for Massive Data Breach', 'IL Provider Faces Healthcare Data Breach , 171K Patients Exposed', 'A DuPage Medical Group data breach may have affected 600 , 000 patients . Here what patients should know . ', 'More than 600K patients affected in UNM Health hack', 'Data Breach May Have Exposed Patient Information : DuPage Medical', 'DuPage Medical Group sued over data breach that exposed patient identities , health information', 'Ill . Health - Care Group Informs 600K Patients of Data Breach']10

United StatesHIC North America 2021 November 8 https://www.wbjournal.com/article/marlborough-fertility-center-hacked-impacting-350k-patients[2972027, 2967298]['Hack leaves fertility clinic medical data at risk', 'Marlborough fertility center hacked , impacting 350K patients']1

Mexico UMC Latin America & Caribbean2022 December 7 https://www.tvazteca.com/aztecanoticias/pagina-congreso-jalisco-victima-hackeo-cll[3912285, 3912282, 3912284]['Jalisco Congress page hacked; there are no detainees', 'Jalisco congress website victim of hacking', 'Jalisco Government portals hacked']2

Indonesia LMC East Asia & Pacific2021 February 18 https://www.nacion.com/cables/los-piratas-informaticos-atacan-webs/TY6POOSIMJBGFHUOHJNSDZLYNI/story/[3137888, 3140254, 3142215, 3137655, 3138107, 3139515, 3137653, 3139510, 3137044, 3137045, 3139508, 3137460, 3139539, 3138149, 3137889, 3137659, 3138635]['Hackers attack Myanmar government websites to protest coup', 'Myanmar Hackers Reject Coup, Hack Military Junta Propaganda Pages', 'In Myanmar, hackers have targeted military-controlled websites', "Hackers Target Myanmar's Military Government Website", 'Hackers Target Myanmar Government Websites in Coup Protest', "Coup d'état in Myanmar, hackers hit government sites : Let's fight for freedom", 'Hackers Hack Propaganda Websites Run by the Myanmar Military Government', 'Hackers target Myanmar government websites in coup protest | World', 'Hackers target Myanmar government websites in coup protest', 'Hackers target Myanmar government websites in coup protest | Bangladesh Sangbad Sangstha ( BSS ) ', 'Hackers Target Myanmar Government Websites In Coup Protest', 'Protests in Myanmar: hacker attacks and road blockades', 'Hackers attack government websites in Myanmar', 'Myanmar military protesters wanted… Protesters blocking roads Hacking response', 'Hackers attack Myanmar government websites in latest jab at army',16

United StatesHIC North America 2021 January 13 https://3dnews.ru/1029919/vzlom-dannih-capcom-okazalsya-obshirnee-chem-schitalos-ranee-vmesto-9-chelovek-postradali-16-tisyach[3435019, 3080318, 4102937, 3080767, 3077887, 3435020, 3080166, 3078522, 3078527, 3078523, 3080320, 3079841, 3435011, 3080252]['Capcom Confirms More Personal Details Compromised by Ransomware', 'The Capcom Hack Affected More People Than Originally Reported', 'Capcom hacked, data leak is even worse than expected', 'The Capcom Hack Affected Way More People Than Originally Reported', 'Capcom : 16,000 people affected by hacking , possibly up to 390,000 in total / CD - Action', 'The Capcom Data Breach From Last Year Has Gotten Worse', 'Capcom data breach adds another 40 , 000 estimated victims', 'Capcom November data breach may have exposed the personal details of up to 390 , 000 people', 'Capcom Releases New Update on Ransomware Attack', 'Capcom now says 390 , 000 people information may be compromised in ransomware attack', 'Capcom Hack Allegedly Affected More People than Original Report :  Potential Compromise  Jumps to 390 , 000', 'Capcom data hack turned out to be more extensive than previously thought, instead of 9 people, 16 thousand were affected', 'Capcom and the serious hacker attack | the personal data breach is worse than prev13

United KingdomHIC Europe & Central Asia2021 April 4 https://www.sundaypost.com/fp/cyber-attack-costs-taxpayer-800000/[3221567, 3221576, 3232386, 3215096]['Government to pay council £3 . 6m after cyber attack that cost over £10m', 'Government to pay £3 . 6m towards council cyber attack', 'Council Government cyber attack cash may have to be repaid unless conditions are met', 'Cyber attack on Scottish Environment Protection Agency costs taxpayer £800 , 000']3

United StatesHIC North America 2022 August 13 https://www.thestar.com.my/news/nation/2022/08/13/potential-data-breach-at-ipay88-still-under-probe-says-bank-negara[3749606, 3750190, 3750189]['Potential data breach at iPay88 still under probe , says Bank Negara', 'iPay88 data breach : Communications and Multimedia Ministry to take immediate action , says Annuar Musa', 'iPay88 data breach : Ministry to take immediate action , says Annuar Musa']2

India LMC South Asia 2022 September 30 https://www.moneylife.in/article/govts-swachh-city-platform-hacked-data-of-16-million-people-at-risk-researchers/68483.html[3813171, 3814751, 3813172, 3816508]['Govt Swachh City platform hacked , data of 1 . 6 cr people at risk : Report', 'Govt Swachh City platform hacked , data of 1 . 6 crore people at risk : Researchers', 'Govt Swachh City platform hacked , data of 1 . 6 cr people at risk : Researchers', 'Govt Swachh City Platform Hacked , Data of 16 Million People at Risk : Researchers']3

Ireland HIC Europe & Central Asia2017 June 1 http://www.newstalk.com/reader/47.301.343/100186/0/[538692, 538689]['Ryanair  survived cyber attack  thanks to system , says OLeary', 'Ryanair survives series of cyber attacks']1

United StatesHIC North America 2018 March 1 http://time.com/money/5181188/equifax-says-an-additional-2-4-million-americans-were-hit-in-the-2017-breach/[1460829, 1457688, 1457698, 1466059, 1455518, 1460897, 1454832, 1483681, 1458510, 1488476, 1458482, 1462551, 1460881, 1466517, 1457663, 1473440, 1457154, 1457691, 1460873, 1460872, 1454831, 1468469, 1460804, 1463175, 1454620, 1458717, 1458513, 1460887, 1469949, 1458709, 1438871, 1460857, 1460611, 1459702, 1460841, 1479419, 1457473, 1459606, 1467703, 1460895, 1457673, 1460856, 1460849, 1463743, 1458053, 1454840, 1456332, 1457679, 1454923, 1455499, 1457906, 1461367, 1467253, 1467424, 1463179, 1454010, 1464759, 1459715, 1458712, 1455083, 1460913, 1457912, 1460610, 1457718, 1454618, 1466153, 1458724, 1460938, 1459722, 1467200, 1457672, 1460853, 1460943]['More Bad News on the Massive Equifax Data Breach', 'Equifax identifies additional 2 . 4 million customers hit by data breach', 'Equifax finds additional 2 . 4 million people were affected by its big data breach', '2.4 million additional victims of Equifax hack identified', 'Equifax reveals millions more of its clients hit by data breach', 'Equifax massive data breach keeps getting worse - 2 . 4 million more consumers affected | Business', 'Equifax finds additional 2 . 4 million in U . S . impacted by 2017 data breach', 'In the wake of the Equifax data breach , consumers more at risk', 'Equifax : Another 2 . 4 million customers were affected by data breach', 'The Equifax data breach – which affected literally half of America – will probably turn out to be profitable for Equifax . – InvestmentWatch', 'THE CYBER - SAFETY ZONE : Tip # 2 Thoughts on the Equifax Data Breach', 'Massive hack to cost Equifax $275 million | Economy', 'Equifax : Hackers Stole More Than Previously Reported', 'US credit firm Equifax dat72

United KingdomHIC Europe & Central Asia2019 December 15 https://www.pc.co.il/featured/305723/[4946881, 4946394, 4947510, 4940753, 4947503, 4946755, 4937490, 4946370]['Iran announces its response to a new cyber attack - Tweets', 'Iran thwarted second cyber attack within a week', 'Second cyber attack in a week in Iran - bdnews24. com', 'Iran says it staved off cyber attack but doesnt blame US', 'Al-Bilad Newspaper | Iran: We responded to a second cyber attack in less than a week', 'Iran claims to have "neutralized" the second cyber attack in a week', 'Iran Says Repelled a  Highly Organized Cyber Attack  ', 'Iran: We foiled a second cyber attack within a week']7

United StatesHIC North America 2018 January 9 http://www.dominicanoshoy.com/2018/01/09/hackean-pagina-a-web-de-la-camara-de-diputados/[1317482, 1315079, 1320387, 1315060, 1315078, 1317521, 1317517]['FIRST SESSION 2018 - Maldonado qualifies hacking the Chamber of Deputies website as a criminal act', 'Maldonado: hacking of the page was to try to enter the computer system of the Chamber of Deputies', 'Police investigate hacking of the website of the Chamber of Deputies', 'Hackers hack the website of the Dominican Chamber of Deputies | Present', 'Legislators call to investigate new hacking of the Chamber of Deputies page', 'Hackers hack the website of the Dominican Chamber of Deputies', 'They hack the website of the Chamber of Deputies – DominicanosHOY']6

Canada HIC North America 2018 January 24 http://www.diodeo.com/news/view/2646661[1356246, 1357472]['Ontario transit agency  extremely confident  cyber attack came from North Korea', 'North Korean cyber attack in Canada earlier this month - Diodeo']1

Nigeria LMC Sub-Saharan Africa2022 August 15 https://newsghana.com.gh/200-hacking-attempts-made-on-kenyas-elections-results/[3752510, 3752299]['👨🏿\u200d🚀 TechCabal Daily - 200 hacking attempts in Kenya', '200 hacking attempts made on Kenya elections results']1

United StatesHIC North America 2019 January 30 https://www.zdnet.com/article/airbus-data-breach-impacts-employees-in-europe/[4316300, 4316576, 4318833, 4318641, 4328969, 4318005, 4319717, 4319769, 4319339, 4319772, 4318652, 3966375, 4317970, 4320188, 3965910, 3965670, 4320832, 4316107, 4322694, 4319738, 4320178, 3965186, 4319715]['Airbus victim of a hacking in its civil aviation branch', 'Airbus reports breach into its systems after cyber attack', 'Airbus reported a breach in its systems after a cyber attack', 'Airbus victim of hacking', 'BREAKING Airbus cyber attack believed to be conducted by hackers in China', 'Airbus reports breach into its systems after cyber attack | News', 'Hackers hacked Airbus corporate network', 'Airbus employee data lifted as hackers take off with virtual cargo', 'Hacker steals personal data from European Airbus employees', 'Airbus investigates personnel data breach', 'Altran and Airbus hacked: has the hour of mass cyberattacks come?', 'Airbus Hacked : Aircraft Giant Discloses Data Breach', 'Airbus reports breach into its systems after cyber attack | One America News Network', 'Airbus Employee Info Exposed in Data Breach', 'Airbus denounces hacking of its commercial aircraft', 'Airbus hit by cyber attack , says no impact on operations', 'Airbus has been exposed to hacker attacks', 'Airbus investigating cyb22

India LMC South Asia 2017 January 14 http://timesofindia.indiatimes.com/city/bengaluru/karnataka-cyber-crime-police-trace-hackers-from-pakistan-china/articleshow/56533892.cms[81213, 81256]['Karnataka cyber crime police trace hackers from Pakistan , China', 'cyber crime : Karnataka cyber crime police trace hackers from Pakistan , China']1

United StatesHIC North America 2017 March 21 http://www.darkreading.com/threat-intelligence/3000-industrial-plants-per-year-infected-with-malware-/d/d-id/1328444[315839, 308713]['Industrial facilities infected with malware 3 , 000 times a year', '3 , 000 Industrial Plants Per Year Infected with Malware']1

United StatesHIC North America 2018 June 14 https://www.zdnet.com/article/luckymouse-campaign-strikes-national-data-center-to-snag-government-targets/[1750588, 1745010]['Kaspersky : Chinese hackers LuckyMouse hit national data center', 'LuckyMouse threat group strikes national data center to exploit government websites']1

Russia UMC Europe & Central Asia2021 August 16 https://riotimesonline.com/brazil-news/miscellaneous/brazilian-government-investigates-hacker-attack-on-federal-treasury-network/[2316, 2844883]['Brazilian government discloses National Treasury ransomware attack', 'Brazilian government investigates hacker attack on Federal Treasury network']1

Russia UMC Europe & Central Asia2021 December 19 https://www.bgonair.bg/a/5-science/249662-ruski-hakeri-razprostranyavat-poveritelni-danni-na-britanskata-politsiya-v-darknet[3042751, 3042748, 3042336, 3042753, 3042694, 3042750, 3042752, 3042856, 3044068, 3042749, 3042854, 3042365]['Media: Russian hackers declassified British police data', 'Daily Mail: Russian hackers released classified British police data', 'Russian hackers leak British police secrets to the darknet', 'VZGLYAD / Russian hackers posted confidential data of the British police :: News of the day', 'Sensitive united kingdom police data leaked by Russian hackers media', 'Russian hackers leak British police secrets to the dark web', 'Media : Russian hackers posted confidential data of the British police', 'Russian hackers leak confidential united kingdom police data on the  dark web  ', 'Russian hackers take over 13 million British police database', 'Media: Russian hackers sell data stolen from British police', 'Russian hackers share secret data stolen from British police', 'Russian hackers are spreading confidential British police data on the darknet']11

Russia UMC Europe & Central Asia2021 December 2 https://www.heise.de/news/Hackerangriff-auf-Krankenhausgesellschaft-in-Bayern-6281905.html[3021305, 3009576]['Half of hospitals in Russia were vulnerable to hackers', 'Hacker attack on the hospital company in Bavaria']1

NetherlandsHIC Europe & Central Asia2021 February 18 https://www.managersonline.nl/nieuws/21727/banking-trojan-dridex-grootste-malwarebedreiging-in-januari-.html[3130973, 3137936]['Banking Trojan Dridex biggest malware threat in January in the Netherlands', 'Managers online . nl - Banking Trojan Dridex biggest malware threat in January']1

United StatesHIC North America 2022 January 4 https://www.insurancejournal.com/news/southeast/2022/01/04/647855.htm[3642875, 3944129, 3642976, 3944132, 3944135, 3642967, 3642874, 3437408, 3642978, 3440495, 3944133]['Hackers breached Florida health care system , potentially exposing data on 1 . 3 million people', 'Florida hospital system suffers data breach , including medical information', 'Fla . Hospital Admits Patient , Employee Data Was Hacked', 'Broward Health Network Breached , Hacker Gains Access to Private Patient Information', 'Florida Health system hit with data breach on patients , staff', 'Data Breach : 1 . 3 Million Broward Health Patients and Staff at Risk of Medical Identity Theft', 'Hackers breached Florida health care system', 'Broward Health Data Breach Impacts 1 . 3 Million People', 'Patient Info Exposed After Data Breach at South Florida Hospital System', 'Broward Health Announces Data Breach , Notifies 1 . 3M Patients of Compromised Information', 'Broward Health hit with data breach on patients , staff']10

United StatesHIC North America 2019 January 7 https://healthitsecurity.com/news/ransomware-corrupts-24000-patient-records-of-california-specialist[4996955, 4987060, 3957602, 4996935]['Ransomware , phishing attacks top new HHS list of cyberthreats in healthcare', 'Hacking for the holidays : Healthcare Ransomware Edition', 'Ransomware Corrupts 24 , 000 Patient Records of California Specialist', '16 , 000 Patients of Mind & Motion were impacted by a Ransomware Attack']3

United StatesHIC North America 2019 February 7 https://www.straitstimes.com/world/europe/china-hacked-norways-visma-to-steal-client-secrets[4332748, 3967863, 4330986, 4329719, 3967867, 3968220, 4330760, 3967802, 4331521, 4332980, 3967884, 4330786, 4334327, 4331231, 4331531, 4333146, 4330613, 4331527, 4331230, 4332979, 4331442, 4331528, 3967861, 3967724, 4331519, 4332203, 3967864, 4334329, 3967876, 4334002, 3967881, 4331520, 4332607, 3967880, 4330754, 4333298, 4332749, 3968221, 4331603, 4332976, 4335856, 4329995, 4331475, 4331595]['China Hacking Norwegian Tech Company? as part of espionage', 'Alert about Chinese data breach against Visma - News', 'Newsspim - Chinese Hacker Group Targets US-Norwegian Companies in Cyber \u200b\u200bEspionage', 'China hacked Norway Visma to steal client secrets : investigators', 'Alert about Chinese data breach against Visma - Smålandsposten', 'Hackers linked to the Chinese government were detected by the specialists of the Vilnius IT company', 'China is accused of hacking Visma in Norway', 'China hacked Norway software firm Visma to steal client secrets , cybersecurity company says', 'Report : Chinese group APT10 hacked U . S ., Norwegian companies', 'IT / TELEKOM , ECONOMY - China hits back after accusations of Visma hacking', 'Alert about Chinese data breach against Visma - Blekinge Läns Tidning', 'CIA-funded company behind news of state-run Chinese hacking', 'Report : Chinese cyberspies hacked MSP , retailer and law firm in economic espionage campaign', "China hacked the Norwegian company's network t43

United StatesHIC North America 2019 August 26 https://www.natlawreview.com/article/georgia-supreme-court-may-weigh-standing-data-breach-litigation[4685348, 4682962, 4682959, 4693815]['Georgia Supreme Court hears Athens Orthopedic Clinic data breach lawsuit from 2016 hack', 'Georgia Supreme Court : Are data breach victims entitled to damages ? ', 'Georgia Supreme Court Considers Data Breach Damages Case', 'Georgia Supreme Court and Data Breach Litigation']3

United StatesHIC North America 2021 February 19 https://www.scmagazine.com/home/security-news/payment-processor-used-by-state-municipal-agencies-hit-by-cuba-ransomware-gang/[3142628, 3140240, 3141112]['  Cuba Ransomware  attack disrupts payment provider used by state and local agencies', '  Cuba  Ransomware Gang Hits Payment Processor , Steals Data', 'Payment processor used by state , municipal agencies hit by  Cuba  ransomware gang']2

Germany HIC Europe & Central Asia2021 March 9 https://www.finanznachrichten.de/nachrichten-2021-03/52236405-bsi-sechs-bundesbehoerden-von-cyber-attacke-auf-exchange-betroffen-016.htm[3170630, 3170356, 3170643]['BSI : Six federal agencies affected by cyber attack', 'Börse Express - BSI : Six federal authorities affected by cyber attack on Exchange', 'BSI : Six federal agencies affected by cyber attack on Exchange']2

Ukraine LMC Europe & Central Asia2020 October 26 https://tsn.ua/svit/biloruski-kiberpartizani-zlamali-sayt-nacbanku-krayini-1653776.html[2752602, 4264560, 2752605, 2753539, 2753538, 2752603]['Protests in Belarus: the website of the National Police of Belarus was hacked', 'Hackers announced an attack on the website of the National Bank of Belarus', '"Cyber \u200b\u200bguerrillas" hacked the website of the National Bank of Belarus', 'The administration of Yekaterinburg was attacked by hackers', 'Hackers attacked the website of the administration of Yekaterinburg', "Belarusian cyber guerrillas hacked the website of the country's National Bank"]5

Russia UMC Europe & Central Asia2019 November 13 https://www.mskagency.ru/materials/2944975[4873902, 4873899]['Russian online stores named the most common types of cyber attacks', 'Study : Russian online retailers most often faced DDoS attacks and hacks in a year']1

United KingdomHIC Europe & Central Asia2022 September 30 https://www.walesonline.co.uk/news/uk-news/mi5-hit-cyber-attack-briefly-25151383[3817114, 3817354, 3817360]['"Russian hackers" attacked the site of the British counterintelligence MI - 5', 'MI5 website briefly knocked offline by possible cyber attack', 'MI5 hit by  cyber attack  that briefly knocked website offline']2

United StatesHIC North America 2022 October 13 http://www.itechpost.com/articles/114356/20221013/company-owns-shein-romwe-ordered-pay-1-9-million-new.htm[3842133, 3837187, 3847666, 3836707, 3838953, 3839240, 3835730, 3838951, 3837505]['SHEIN parent firm fined US$1 . 9m for improper data breach response', 'Shein to pay millions of dollars in fine for hiding data breach', 'NY E - Commerce Data Breach Fine for Shein , Zoetop', 'Shein data breach results in $1 . 9m fine for parent company', 'Shein parent company fined $1 . 9 MILLION by New York officials for 2018 data breach', 'Shein owner fined $1 . 9M for failing to notify 39M users of data breach', 'Parent company of Shein , Romwe required to pay NY $1 . 9 million in penalties following 2018 data breach', 'Shein owner Zoetop fined $1 . 9m over data breach response', 'Shein Parent Company Romwe Ordered to Pay $1 . 9 Million to New York State Over Data Breach']8

United StatesHIC North America 2022 December 22 https://healthitsecurity.com/news/third-party-data-breach-impacts-271k-at-oklahoma-healthcare-administrative-tech-services-company[3939639, 3942348, 3941361, 3933520]['Data Breach at Louisiana Healthcare Provider Impacts 270 , 000 Patients', 'Lubbock heart hospital updates patients on July data breach', 'Nashville hospital hit by data breach', 'Third - Party Data Breach Impacts 271K at Oklahoma Healthcare Administrative , Tech Services Company']3

United StatesHIC North America 2020 August 26 https://quickcountry.com/data-breach-may-have-affected-some-rochester-ymca-accounts/[4251562, 4247970]['YMCA in Twin Cities reveals data breach , says software vendor paid ransom to hacker', 'Data Breach May Have Affected Some Rochester YMCA Accounts']1

Australia HIC East Asia & Pacific2017 July 12 https://ausdroid.net/2017/07/12/leaked-australian-tax-office-document-shows-phone-hacking-procedures/[656946, 659729]['Australian Tax Office staffer posted guide to hack phones', 'Leaked Australian Tax Office document shows phone  hacking  procedures']1

United StatesHIC North America 2022 October 7 https://www.phonandroid.com/un-pirate-vole-580-millions-deuros-en-cryptomonnaie-a-binance-la-plateforme-est-paralysee.html[3828105, 4061968, 3837294, 3840571, 3828716, 3827925, 3828726, 3836469, 4061834, 3828496, 3827527, 3827995, 3828715, 3833792, 3828287, 3828502, 3830882, 3829799, 3837862, 3830764, 3831573, 4061813, 3827668, 3828224, 4061812, 3827703, 3836688, 3828494, 3827567, 3831645, 3827477, 3839768, 3832980, 3828717, 3828747, 3835867, 3829597, 3835912, 3827543, 3838514, 3828259, 3830270, 3829200, 3827942, 3827885, 3834585, 3828755, 3829587, 3829655, 3837874, 4061290, 3829225, 3827482, 3829118, 3828733, 3829585, 3828249, 3827705, 3827704, 3827544, 3836163, 3833314, 3827226, 3827541, 3823732, 3829385, 3828040, 3836676, 3825994, 3840940, 3827805, 3828707, 3827642, 3828247, 3828718, 3827575, 3829114, 3828369, 3828720, 3828452, 3827529, 3830742, 3828713, 3828766, 3829891, 4061972, 3828725, 3827641, 4061292, 3840938, 3828741, 3829722, 3829141, 3828723, 3836687, 3828370, 4061338, 3827525, 3827677, 3837103, 3828709, 3830269, 3828371, 3828142, 3829121, 3838766, 3831173, 3827992, 3836686, 3830027, 3829586, 3836419, 3827583, 382830['Hackers stole 100 million dollars in cryptocurrencies from Binance', 'What Happened With The $570 Million Binance ( BNB ) Hack ? And What Does It Really Mean For Crypto Investors ? ', 'Cryptocurrency hacks already at US$718mln in October', 'Cryptocurrency hacker has already stolen more than 3 . 000 million dollars in 2022 – eju . TV', 'Crypto : Spectacular Hack Reinforces Concern About Industry Security', 'BNB Token Drops Nearly 4 Percent Amidst Hacking Rumors', 'World largest cryptocurrency exchange is hacked for $100 million', 'Hackers have already stolen a record 3 billion USD worth of cryptocurrencies this year', 'Binance crypto exchange hit by latest digital currency hack - Netscape Money & Business', 'Hacking of Binance - hackers hacked the crypto exchange for $100 million - news of Ukraine', 'Cryptocurrencies: Over $100M Stolen From Binance After Hack', 'Binance forced to briefly halt transactions following $100 million blockchain hack', 'Crypto : Hacker Steals Nearly $600 Million from Biggest Platfo131

BangladeshLMC South Asia 2021 January 11 https://www.kalerkantho.com/print-edition/last-page/2021/01/12/994385[3433207, 3434551, 3433208]["Harmful spyware is now on Bangladesh Bank's server! | 994405 | The voice of time", 'Malware on central bank servers 994632 | The voice of time', "Harmful spyware is now on Bangladesh Bank's server! | 994385 | The voice of time"]2

Russia UMC Europe & Central Asia2021 October 8 https://sobesednik.ru/obshchestvo/20211008-group-ib-podtverdila-vzlom-rassylki-the[2917774, 2917832, 2917813]['Group - IB Confirms The Bell Website Hacked', 'Group - IB confirms that The Bell was hacked and sent a fake mailing list', 'Group - IB has confirmed that The Bell mailing list has been hacked . Materials are proposed to be transferred to the Ministry of Internal Affairs']2

United StatesHIC North America 2019 January 4 https://www.20minutes.fr/high-tech/2408467-20190104-piratage-groupe-marriott-cinq-millions-passeports-directement-exposes[4988396, 4990362, 4370602, 3958949, 4995780, 4989081, 4988395, 4989614, 5035586, 4985631, 3958587, 3959646, 4989096, 4990922, 4989172, 5035583, 3958916, 4990787, 4284922, 5070898, 4988714, 5035465, 4989469, 3958885, 4989129, 4993303, 4989039, 4988308, 4988112, 4990141, 2252144, 4990086, 4989050, 4990616, 3958923, 4990780, 4990798, 4990794, 4987887, 4989813, 4989065, 5038301, 4989056, 4988542, 4987992, 4987994, 4993207, 4989166, 4988388, 4989102, 4987902, 3957170, 4286199, 4989098, 4987884, 4994184, 5038161, 5035584, 4992114, 4990061, 4995781, 4987885, 4990137, 4990784, 3957696, 4992470]['Marriott Hotels Confirm Hacking of 5,000,000 Passport Numbers', 'Hackers Stole Over 5 Million Marriott Customer Passport Data - Latest News Today', 'New year , new tactics to keep your personal info safe after Marriott data breach', 'Marriott hack : the world largest hotel chain faces class - action lawsuits', 'Marriott Hotel reveals further details about records impacted by data breach ; revises down number of affected records', 'Marriott Says Data Breach Not as Bad as Originally Disclosed', 'Marriott admits data hacking', 'Marriott group hack: five million passports exposed', 'Marriott hack: 5 million passports directly exposed', 'Marriott data breach : 500 million times concerned', 'Class - action lawsuit filed over Marriott data breach', 'Marriott Faces Massive Class - Action Lawsuit Over Hotel Reservation Data Breach', 'Marriott says more than 5 million passports exposed in massive hack', 'Marriott Unsure How Many Hundreds of Millions of Guests Got Screwed by Data Breach', 'Fewer affected in Marriott h65

China UMC East Asia & Pacific2019 August 28 https://finance.sina.com.cn/chanjing/cyxw/2019-08-29/doc-ihytcitn2674464.shtml[4700148, 4696826, 4702558, 4700156, 4700149, 4700152, 4700157, 4700168, 4700158, 4700159, 4700153, 4696821, 4700145, 4700164, 4700161, 4700146, 4704016, 4700147, 4696824, 4696820, 4696817, 4700150, 4696827, 4700160, 4696823]['Wi-Fi probe box hacking is still on sale after being exposed _ Sina Finance _ Sina.com', 'Wi-Fi probe box hacking is still on sale after being exposed - Qianlong Net China Capital Net', '[ Comment ] Probe box hacking is mainly due to the low cost of breaking the law - Security - cnBeta . COM', 'Probe box hacking is still on sale after being exposed - Security - cnBeta . COM', 'The probe box hacking is still on sale after being exposed. Lawyer: suspected of violating privacy_Society_Global Network', 'The probe box hacking account is still on sale after being exposed. Lawyer: suspected of violating privacy _ ChinaJiangsu.com', 'Wi-Fi probe box hacking is still on sale after being exposed', 'The probe box hacking is still on sale after being exposed. Lawyer: suspected of violating privacy_Guangming.com', 'Remember to turn off your mobile phone WiFi when you go out! The probe box hacking is still on sale after being exposed', "Wi-Fi probe box hacking is still on sale after being exposed -- Consumer Channel -- P24

United StatesHIC North America 2018 July 3 http://japan.cna.com.tw/news/apol/201807030003.aspx[1792066, 1791889]['Taiwan s DPP website hacked by Chinese hackers', 'Democratic Progressive Party official website hacked Attack by mainland China / Taiwan | Politics']1

United StatesHIC North America 2022 January 3 https://menafn.com/1103479452/Leading-Israeli-Media-Outlet-Hacked-On-Soleimani-Anniversary&source=19[3641848, 3641979, 3944716, 3944349, 3944728, 3944388, 3641847, 3641855, 3944700, 3641314, 3944586, 3641355, 3944600, 3944584, 4064173, 4062238, 3641315, 3944389, 3944619, 3944645, 3944580, 3641419, 4062268, 3641343, 3641830, 3944351, 3944590, 3641898, 3641842, 3641857, 3944709, 3641316, 3641425, 3641322, 3944320, 3641353, 3944394, 3944486, 3944618, 3944592, 3641423, 3944811, 3944545, 3944751, 3944325, 3944346, 3944615, 3642413, 3641261, 4062242, 3944521, 3641290, 3641272, 3944621, 3641720, 3438047, 3641718, 3944687, 3944522, 3944581, 3641895, 3944721, 3641964, 3641416, 3641875, 3642245, 3944702, 3641839, 3641320, 3944390, 3944806, 3641289, 3944620, 3641873, 3944643, 3944588, 3944318, 3641417, 3944723, 3944616, 3641259, 3641876, 3641342, 3641867, 4062236, 3643032, 4064177, 3057123, 3641243]['Major Israeli Newspaper Hacked with Iran Threat on Anniversary of Soleimani Killing', 'Jerusalem Post hacked on Iran general killing anniversary - Medicine Hat NewsMedicine Hat News', '  Jerusalem Post  website hacked on anniversary of top Iranian general death | JNS', 'Yemen rebels seize U . A . E . ship ; hackers hit Israeli newspaper', 'Israeli news sites hacked with Iran warning on anniversary of Soleimani killing', 'Jutarnji list - Jerusalem Post hacked on the anniversary of the assassination of General Soleimani: This is an obvious threat', 'Jerusalem Post website hacked on Soleimani assassination anniversary', 'Israel Jerusalem Post website hacked on anniversary of Iran general assassination', 'Iranian hackers hack Jerusalem Post website', "Israel's Jerusalem post hacked on anniversary of assassination of Iranian general Soleimani", 'Israel  Jerusalem Post  website hacked on Soleimani assassination anniversary', 'Hackers Hack Two Israel Newspapers With Threat To Dimona Nuclear Reactor', '  Jerusalem 88

United KingdomHIC Europe & Central Asia2022 January 3 https://www.bristolpost.co.uk/news/uk-world-news/uks-defence-academy-hit-damaging-6433191[3641466, 3641528, 3641757, 3641477, 3943968, 3641507, 3641502, 3944088, 3641517, 3642646, 3641505, 3944101, 3944105, 3641519]['In Britain, it was suggested that Russia and China were behind the cyber attack on the academy of the Ministry of Defense', 'UK Defence Academy hit by damaging cyber attack , ex - military chief reveals | Harwich and Manningtree Standard', 'Cyber Attack on united kingdom Defence Academy Caused  Significant  Damage : Ex - Military Chief', 'In the UK, they announced a cyber attack on the academy of the Ministry of Defense: Russia and China are suspected', 'UK Military Academy: We could have been hacked by anyone', 'UK Defence Academy hit by damaging cyber attack', 'UK defence school hit by sick cyber attack by  Russia or China  causing  significant  damage', 'MoD academy targeted by hostile state in  damaging  cyber attack', 'MoD training academy targeted by a  sophisticated  cyber attack from a hostile state', 'UK Defence Academy suffered damaging cyber attack last year', 'UK Defence Academy hit by damaging cyber attack , ex - military chief reveals', 'UK Defence Academy hit by damaging cyber attack , ex - m13

United StatesHIC North America 2019 October 2 http://www.wvlkam.com/2019/10/02/fda-warns-of-medical-device-hacking/[4791214, 4779618, 4777123, 4777416, 4777116, 4777345, 4794078, 4777375, 4777500]['Bad code , not hackers , seen as biggest risk to medtech cybersecurity', 'Some medical devices could be hacked , FDA warns', 'FDA : Pacemakers , other medical devices could be hacking targets', 'Your medical device could be hacked , FDA warns', 'FDA : Pacemakers , insulin pumps could be hacking targets', 'FDA : Software vulnerabilities in some medical devices could leave them susceptible to hackers', 'FDA : Insulin Pumps Could Be Hacking Targets - Endocrinology Advisor', 'Some medical devices are susceptible to hackers , FDA warns', 'FDA Warns of Medical Device Hacking']8

United KingdomHIC Europe & Central Asia2017 April 23 https://www.theregister.co.uk/2017/04/19/met_police_30000_gun_owner_data_breach/[397390, 394411]['Met Police data breach compromises firearms security , says BASC', '30 , 000 London gun owners hit by Met Police  data breach  • The Register']1

United StatesHIC North America 2020 May 19 https://threatpost.com/phishing-campaign-allows-for-mfa-bypass-on-office-365/155864/[2519614, 2516986]['Phishing Attack Bypassed Office 365 Multifactor Protections', 'Clever Phishing Attack Bypasses MFA to Nab Microsoft Office 365 Credentials']1

Russia UMC Europe & Central Asia2021 September 4 https://www.vedomosti.ru/society/news/2021/09/04/885256-google-zablokiroval-akkaunti-vlastei-afganistana-iz-za-ugrozi-vzloma[2858785, 2858782, 2858777]['Reuters: Google blocks Afghan government accounts over hack threat', 'Google blocks Afghan government accounts over hack threat', 'Google blocks Afghan government accounts over hacking threat']2

Sweden HIC Europe & Central Asia2021 March 12 https://www.bohuslaningen.se/%C3%A5sikt/ledare/hackerattack-mot-demokratins-hj%C3%A4rta-1.42869571[3173811, 3178346]['New data breach in the Norwegian Parliament', 'We can learn this from the data breach in the Norwegian Parliament']1



Czech RepublicHIC Europe & Central Asia2018 January 4 http://www.itbiz.cz/zpravicky/malware-pro-tezbu-kryptomen-jde-nahoru-i-v-cr[2261966, 2264645]['Is your computer not mining virtual currencies for hackers? The Czech Republic was flooded with a malicious program', 'Cryptocurrency mining malware is on the rise in the Czech Republic as well - ITBIZ - Your number one among zeros']1

Chile HIC Latin America & Caribbean2021 June 29 https://www.rfi.fr/en/business-and-tech/20210629-un-security-council-confronts-growing-threat-of-cyber-attacks[3360832, 3361814, 3362140, 3361786, 3362498, 3361848, 3362029]['UN calls for more technological investment against terrorism: The increase in cyber attacks is a wake-up call', 'UN Security Council confronts growing threat of cyber attacks - International - World', 'UN Security Council discusses cyber attack threat', 'UN Security Council to confront growing threat of cyber attacks', 'UN Security Council Confronts Growing Threat of Cyber Attacks', 'UN Security Council confronts growing threat of cyber attacks', 'UN Security Council Confronts Growing Threat Of Cyber Attacks']6

United StatesHIC North America 2019 November 3 https://www.wired.com/story/bluekeep-hacking-cryptocurrency-mining/[4852803, 4853273, 4853336, 4853514, 4868251, 4853500, 4856224, 4854438, 4869731, 4862415, 4853187, 4867885, 4851025, 4863572, 4853513, 4854610, 4856994, 4853930]['Researchers discover first attempts to exploit BlueKeep vulnerability in Windows', 'BlueKeep Attacks Arrive , Bearing Cryptomining Malware', 'After months of worry , BlueKeep vulnerability is now being exploited in mass - hacking campaign', 'First BlueKeep hacking campaign discovered after months of caution', 'BlueKeep exploit causes blue screen of death', 'BlueKeep Malware Finally Lands , Starts Spawning , Vanishes Abruptly', 'Attackers attempt large - scale BlueKeep exploit to spread cryptominer', 'BlueKeep on Windows is actually being abused to install mining malware', "Fewer crashes : Improved reliability of Metasploit's BlueKeep exploit", 'ACSC warns on BlueKeep after cryptojacking exploit detected', 'BlueKeep malware probably wont be your next big security challenge', 'BlueKeep exploit to get a fix for its BSOD problem', 'The First BlueKeep Mass Hacking Is Finally Here but Dont Panic', 'Microsoft : BlueKeep Exploit Will Likely Deliver More Damaging Payloads', 'Warning after new Windows BlueKeep exploi17

United StatesHIC North America 2017 April 26 https://www.investing.com/news/technology-news/ge-fixes-bug-in-power-software-as-researchers-warn-of-grid-hacks-477648[405549, 408591, 403720]['GE fixing bug in software after warning about power grid hacks', 'GE bug could allow hackers to  disconnect sectors of the power grid  ', 'GE fixing bug in software after warning about power grid hacks By Reuters']2

Nigeria LMC Sub-Saharan Africa2017 December 21 http://thenationonlineng.net/customer-hacks-banks-system-steals-n23m/[1073431, 1073449]['Customer Hacks Unity Bank System , Steals N23 Million With ATM Card', 'Customer  hacks bank system , steals N23m  ']1

United KingdomHIC Europe & Central Asia2018 May 22 http://southfloridagaynews.com/National/hackers-interrupt-california-congressional-debate-with-gay-porn.html[1681429, 1681520]['Hackers interrupt live stream of state congressional debate with gay porn · PinkNews', 'Hackers Interrupt California Congressional Debate With Gay Porn | National | News']1

India LMC South Asia 2018 March 5 https://yourstory.com/2018/03/french-security-researcher-hacks-bsnl-intranet-exposes-flaws-impacting-47000-employees/[1465429, 1465426, 1465428, 1465425]['Security researcher hacks BSNL intranet ; leaks details of 47 , 000 employees', 'The Guy That Hacked Aadhaar App Also Got Into BSNL Servers , Leaking Data Of 47000 Employees', 'BSNL : French tech wizard hacked BSNL database of 47 , 000 staff', 'French security researcher hacks into BSNL intranet , exposes flaws impacting 47 , 000 employees']3

United StatesHIC North America 2018 January 15 http://kulturegeek.fr/news-130487/systeme-paiement-oneplus-priori-pirate-donnees-bancaires-clients-utilisees-achats-frauduleux[1347704, 1336544, 1348393, 1337447, 1345766, 1347701, 1347702, 1336532, 1347015, 1344717, 1334244, 1345782, 1334490, 1346130, 1346991, 1345200, 1346072, 1335040, 1347703, 1344079, 1346993, 1331531, 1348816, 1351526, 1348731, 1346053]['OnePlus admits the system was hacked , 40 . 000 customers have their credit card information leaked', 'OnePlus blocks credit card purchases after being hacked', 'Hacking has hit OnePlus – the city of tech', 'Suspicion of hacking of bank cards used on the OnePlus site', 'OnePlus confirms hack: around 40,000 people affected', 'OnePlus admitted the system was hacked , 40 . 000 customers have their credit card information leaked', 'OnePlus admits the system was hacked, 40,000 customers had their credit card information exposed', 'OnePlus homepage hacked, many customers stole credit card information', 'Nearly 40 , 000 OnePlus customers affected by credit card data breach Latest News - NewsNow . in', 'OnePlus Confirms Their Site Was Hacked – Credit Card Data Stolen – Amanz', 'Hacking: OnePlus temporarily disables credit card payment and is considering alternatives', 'OnePlus: 40. 000 affected by hacking of credit cards on its website', 'The OnePlus Website Was Reportedly Hacked To Steal Credit Card Details', 'One25

Denmark HIC Europe & Central Asia2017 September 28 http://borsen.dk/nyheder/generelt/artikel/1/351738/tyrkisk_gruppe_mistaenkes_for_cyberangreb_mod_stoejbergs_ministerium.html[852805, 852809, 852817]['Turkish group suspected of cyber attack against ministry', 'Turkish group suspected of cyber attack against ministry', "Turkish group is suspected of cyber attack against Støjberg's ministry"]2

Malaysia UMC East Asia & Pacific2021 November 19 https://www.thestar.com.my/news/nation/2021/11/19/melaka-polls-pakatan-claims-candidates-and-election-director039s-smartphones-were-hacked[2987602, 2987600]['PH claims two Melaka election candidate phones hacked | Daily Express Online', 'Melaka Polls : Pakatan claims candidates and election director smartphones were hacked']1

United StatesHIC North America 2020 March 3 https://www.msn.com/en-au/news/australia/fears-private-details-of-defence-force-members-compromised-in-database-hack/ar-BB10H2OJ[4172488, 2381071]['Fears private details of Defence Force members compromised in database hack', 'Fears private details of Defence Force members compromised in database hack - Politics - ABC News ( Australian Broadcasting Corporation ) ']1

United StatesHIC North America 2017 February 2 http://english.ahram.org.eg/NewsContent/1/64/257464/Egypt/Politics-/Online-phishing-campaign-targeted-Egyptian-human-r.aspx[201020, 148203, 155068, 151679, 190488, 161669, 148796, 152569, 155085, 154207, 174795, 148202, 191657, 163818, 163191, 150230, 192912][' ′ Safeena ′ phishing attack on Qatar human rights activists ', 'Systemised Hacking Campaign Breaking into Egypt Civil Society', 'Egyptian NGOs Face Rampant Phishing Attacks , Researchers Say Â · Global Voices', 'Prominent Human Rights Activists in Egypt Targeted by Sophisticated Hacking Attacks', 'Amnesty International uncovers phishing campaign against human rights activists', 'Egypt : Sophisticated Hacking', 'Egypt using cyber attacks to target NGOs – Middle East Monitor', 'Egyptian NGOs targeted in phishing campaign', 'Netizen Report : Egyptian NGOs face rampant phishing attacks , researchers say . ', 'Netizen Report : Egyptian NGOs Face Rampant Phishing Attacks , Researchers Say', 'NGOs of Egypt Face Extensive Phishing Attacks', 'Online phishing campaign targeted Egyptian human rights NGOs , EIPR says', 'Amnesty International reports elaborate phishing campaign against journalists , activists', "Iranian Freedom Activists Face Hackers' Hands Global Voices", 'Netizen Report: Egyptian NGOs Face Widespread16

AzerbaijanUMC Europe & Central Asia2018 November 10 https://en.trend.az/business/it/2977646.html[2152107, 2155977]['More than a third of Internet users in Uzbekistan became a victim of cyber attacks', 'Over a third of Uzbek internet users fall victim to cyber attacks']1

Ukraine LMC Europe & Central Asia2021 July 25 https://tumentoday.ru/2021/07/25/za-polgoda-otrazheno-bolee-17-mln-kiberatak-na-tyumenskie-organy-vlasti/[3421135, 3407211, 3412388, 3415508]['1.7 million cyber attacks on Ukrainian government agencies blocked in six months - Cabinet of Ministers', 'The peak of cyber attacks in Ukraine was recorded in April-May', 'For half a year the number of cyber attacks on the Tyumen authorities exceeded 10 million | Tyumen region', 'More than 17 million cyber attacks on Tyumen authorities were reflected in six months']3

France HIC Europe & Central Asia2020 November 22 https://www.zdnet.fr/actualites/phishing-les-clients-de-la-poste-victimes-d-arnaques-au-colis-39913457.htm[4269273, 2770966]['Phishing: La Poste customers victims of parcel scams', 'Containment: beware of parcel scams by email and SMS, hackers pretend to be La Poste']1

Russia UMC Europe & Central Asia2019 July 5 http://www.cnews.ru/news/line/2019-07-05_pochta_bank_otrazil_bolee_17_tysyach_razlichnyh[4570699, 4586799, 4570681]['In 2018 - 2019 . Post Bank successfully repelled more than 17 thousand different cyber attacks', 'Post Bank reflected more than 17 thousand. cyber attacks', '"Post Bank" repelled more than 17 thousand different cyber attacks']2

Russia UMC Europe & Central Asia2018 November 3 http://ren.tv/novosti/2018-11-03/iran-vzlomal-sayty-cherez-kotorye-cru-kontaktirovalo-s-osvedomitelyami-po-vsemu[2142762, 2147199, 2141143, 5016175, 5016174, 2141601, 5016180, 5016177, 2141621]["Iranian intelligence agencies in the past managed to hack the CIA's communications systems", 'Iran used Google to hack CIA communications', 'The media talked about the hacking of CIA systems by Iran using Google queries', 'The media reported on the hacking of CIA systems by Iranian hackers', 'Media: Iranian intelligence agencies in the past managed to hack CIA communications systems', "In 2010, Iran exposed the CIA's spy network by hacking systems using Google queries - mass media", "In 2010, the Iranians hacked into the CIA's secret communications system.", 'Iran hacked websites through which the CIA contacted whistleblowers around the world', 'Iran exposed CIA spy network in 2010 by hacking into systems using Google queries - media']8

Ukraine LMC Europe & Central Asia2017 August 21 http://itc.ua/news/check-point-opublikoval-otchet-o-trendah-kiberatak-pervoy-polovinyi-2017-goda-23-organizatsiy-postradali-ot-zlovreda-roughted-eshhe-20-ot-fireball/[763811, 1237098]['Check Point published a report on trends in cyber attacks in the first half of 2017', 'Check Point published a report on trends in cyber attacks in the first half of 2017: 23% of organizations were affected by RoughTed malware, another 20%']1

United StatesHIC North America 2021 September 1 https://www.gizmodo.com.au/2021/09/coinbase-accidentally-scared-125000-users-into-thinking-their-accounts-had-been-hacked/[2854006, 2852310, 13118, 2852896]['Coinbase Sparks Hacking Scare with Security False Alarm', 'Coinbase users fear hacking after erroneous emails', 'Coinbase Slammed for What Users Say Is Terrible Customer Service After Hackers Drain Their Accounts', 'Coinbase Accidentally Scared 125 , 000 Users Into Thinking Their Accounts Had Been Hacked']3

United StatesHIC North America 2021 January 23 https://www.law360.com/articles/1347415[3097324, 3093835]['Patient Sues Rady Children Hospital Over Blackbaud Data Breach', 'Calif . Children Hospital Sued Over Blackbaud Data Breach']1

Russia UMC Europe & Central Asia2022 May 17 https://www.securitylab.ru/news/531690.php[3637139, 3638611]['Ukraine supporters in Germany targeted with PowerShell RAT malware', 'Ukrainian supporters in Germany attacked by PowerShell RAT malware']1

Colombia UMC Latin America & Caribbean2019 December 5 https://www.notimerica.com/ciencia-tecnologia/noticia-portaltic-espana-paises-afectados-campana-malware-revengehotel-dirigida-sector-hotelero-20191205163449.html[4922432, 4923652]['Portaltic.- Spain, among the countries affected by the RevengeHotel malware campaign aimed at the hotel sector', 'Spain, among the countries affected by the RevengeHotel malware campaign targeting the hotel sector']1

Israel HIC Middle East & North Africa2019 August 4 http://www.newsru.co.il/world/05aug2019/cellebrite_0015.html[4645944, 4649629, 4645442, 4644089]['NEWSru. com :: Media : security forces use Israeli program to hack smartphones seized from protesters in Moscow', 'Israeli Spyware can steal private data from Apple , Google , Facebook – Veterans Today | Military Foreign Affairs Policy Journal for Clandestine Services', 'Israeli programmers accused of hacking phones of protesters in Moscow', 'NEWSru. co. il :: Media : Israeli technology used to hack phones of protesters in Moscow']3

United KingdomHIC Europe & Central Asia2017 July 27 http://www.zdnet.com/article/virgin-america-hacked-network-forced-employees-change-passwords/[701882, 698610, 700814]['Virgin America workers reset passwords after hacker crash landing • The Register', 'Virgin America says a hacker broke into its network , forced staff to change passwords', 'News of the day : Virgin America airline announced a hacker attack on its network']2

Hungary HIC Europe & Central Asia2017 September 16 https://www.thenews.com.pk/print/230276-Swiss-defence-ministry-foils-cyber-attack[822838, 817421, 817804, 817420, 817418, 817461, 811146, 820216, 811145, 820692]['Slovak firms fail to defend against modern cyber attacks', 'The Swiss Ministry of Defense was attacked with spyware', 'Swiss defence ministry foils cyber attack', 'The Swiss Ministry of Defense reported a cyber attack', 'The Swiss Ministry of Defense was hit by a cyber attack', 'Swiss defence ministry foils cyber attack attempt by malware seen in other global hacks', 'Austria : Every third company affected by cyber attacks «kleinezeitung . at', 'Swiss defence ministry foils cyber attack , Telecom News , ET Telecom', 'Three out of four companies affected by cyber attacks', 'Swiss defence ministry foils cyber attack ']9

United StatesHIC North America 2020 December 22 https://www.cleveland19.com/2020/12/22/kent-state-affected-by-russian-cyber-hack/[2823065, 2826985]['Kent State affected by Russian cyber hack', 'Kent State Among Thousands Potentially Hit by Russian Hack']1

Lithuania HIC Europe & Central Asia2018 December 27 https://www.lrt.lt/naujienos/pasaulyje/3/239035/r-t-erdoganas-pranese-apie-nepavykusi-kibernetini-isilauzima-i-ginkluotuju-pajegu-vadaviete[5029703, 5029704, 5029705]['Erdogan reported a failed cyber attack on the headquarters of the armed forces', 'R. T. Erdogan reported a failed cyber attack on the headquarters of the armed forces', 'R. T. Erdogan reported a failed cyber attack on the headquarters of the armed forces - World - News']2

United KingdomHIC Europe & Central Asia2022 July 13 https://www.9news.com.au/national/deakin-university-almost-47000-students-details-stolen-after-scammer-hacks-victorian-universitys-system/2460dd79-174d-4626-a904-2055e992f4ef[3711638, 3709359, 3713360, 3711637, 3710856]['Deakin University students sent scam text messages after hacker steals personal details', 'Deakin University cyberattack : hackers get details for 47 , 000 current and former students', 'Cyber Hackers Sent Scam Texts to Nearly 10 , 000 Deakin University Students', 'Australian university suffers data breach of 47 , 000 students', 'Deakin University : Almost 47 , 000 student details stolen after scammer hacks Victorian university system']4

Israel HIC Middle East & North Africa2021 June 27 https://www.timesofisrael.com/pro-palestinian-hackers-steal-info-on-hundreds-of-thousands-of-israeli-students/[3374886, 3361098, 3363874, 3369292, 3361283, 4133159, 3380802, 3361100, 3360201]['Israeli Security Researchers Expose Hackers', 'Support Palestine, Malaysian Hacker Group Leaks Data on Hundreds of Thousands of Israeli Students: Okezone News', 'Pro-Palestinian Hacking Group of Malaysian Origin Leaks Information of 200,000 Israeli Students', 'The Israelis revealed: a cyber attack from 1300 locations', 'Israeli report claims Malaysian hackers leaked student information | Free Malaysia Today ( FMT )', 'Mammoth Cyber Attack on Israel Banking System Fails | The Jewish Press - JewishPress . com | Hana Levi Julian | 18 Tammuz 5781 – June 27 , 2021', 'Israeli Security Researches Reveals a Global Hacking Operation', 'Hacker Malaysia Pro - Palestine Cracks Hundreds of Thousands of Israeli Student Data', 'Pro - Palestinian hackers steal info on hundreds of thousands of Israeli students']8

Russia UMC Europe & Central Asia2022 September 28 https://www.bignewsnetwork.com/news/272804803/israeli-military-drone-maker-hacked[3813478, 3813889]['Cybercriminals hacked Israeli defense company', 'Israeli military drone maker hacked']1

United StatesHIC North America 2022 December 22 https://www.jdsupra.com/legalnews/chinese-state-hackers-exploit-zero-day-4840903/[3934941, 3944968, 3933620]['Citrix networking Hacked by Chinese State Hackers on Day Zero', 'Chinese state hackers have found a gap in Citrix software, opening the way to corporate networks for everyone', 'Chinese State Hackers Exploit Zero - Day Vulnerabilities in Citrix Networking Equipment | Robinson+Cole Data Privacy + Security Insider']2

United StatesHIC North America 2019 August 14 https://www.cbronline.com/news/biostar-2-vpnmentor[4667214, 4667832, 4670304, 4667215, 4692636, 4682286, 4667813, 4673692, 4684421, 4667809, 4667659, 4667818]['Biometric data breach exposes facial ID , fingerprints of millions', 'Firm claims data breach in biometric security platform | Planet Biometrics News', '28M Records Exposed in Biometric Security Data Breach | Cybersecurity', 'Biometric data of united kingdom businesses left vulnerable to hackers', 'Hacker attack on Adecco, Suprema denies: Biometric data is not at risk', 'Hacked for life : Why you should be terrified by biometric technology', 'New Data Breach Has Exposed Millions Of Fingerprint And Facial Recognition Records : Report', 'Biometric data breach could link your face to illegal activities', 'Adecco under hacker attack: biometric data of 2,000 employees stolen', 'New Data Breach Exposes Millions Of Facial Recognition , Fingerprint Records', 'White Hats Hack Biostar 2 Biometrics Database , Expose 27 . 8M Records', 'Report :  BioStar 2  Data Breach Leaks 1+ Million Fingerprint Records , Other Personal Details']11

United KingdomHIC Europe & Central Asia2017 February 24 http://www.itproportal.com/news/last-years-cyber-attacks-had-cost-the-uk-economy-2-billion/[225219, 225451, 217586]['Cyber attacks cost the united kingdom economy £1 . 9 billion', 'Cyber attacks against financial services cost consumers £8bn in 2016 , research reveals', 'Last year cyber attacks had cost the united kingdom economy £2 billion']2

New ZealandHIC East Asia & Pacific2018 July 3 http://7thspace.com/headlines/542250/fraudulent_websites_and_phishing_email_related_to_bank_of_china_hong_kong_limited.html[1791330, 1790801]['MIL - OSI Asia - Pacific : Fraudulent websites and phishing email related to Bank of China ( Hong Kong ) Limited – ForeignAffairs . co . nz', 'Fraudulent websites and phishing email related to Bank of China ( Hong Kong ) Limited']1

Russia UMC Europe & Central Asia2022 September 2 https://regnum.ru/news/3686271.html[3777148, 3777146, 3777136, 3777133, 3777151, 3777134, 3777128]['Shoigu announced the hacking of the echeloned defense of Ukrainian troops in the Donbass', 'Shoigu announced the hacking of the defense of the Armed Forces of Ukraine in Peski', 'Shoigu announced the hacking of the echeloned defense of nationalists in the Donbass', 'Shoigu announced the hacking of the defense layer of the Armed Forces of Ukraine in the Donbass', '"Together with the units of the people\'s militia": Shoigu announced the hacking of the echeloned defense of nationalists in the Donbass', 'Shoigu announced the hacking of the defense of the Armed Forces of Ukraine in the Donbass', 'Shoigu announced a hack in the Donbass of the defense in depth of the Armed Forces of Ukraine']6

South KoreaHIC East Asia & Pacific2020 December 4 https://www.etoday.co.kr/news/view/1970304[2794048, 2791394, 2791386, 2794051, 2791396, 2791384, 2791382, 2791388, 2791385, 2791395, 2794050, 2791389]["[Reporter's Eye] KAIST was hacked! After receiving the report... .", 'KAIST pierced by hacking... Apology for leaking personal information', 'No leaks of hacked KAIST research data... Only personal information is stolen (Comprehensive)', '[Exclusive] KAIST, a science special forces unit penetrated by hacking, was a management blind spot', '[Exclusive] KAIST was also hacked... Personal information leaked due to system hacking', 'KAIST, hacked... Leakage of personal information of faculty and students', 'KAIST hacked, leaked tens of thousands of personal information', 'KAIST electronic research notebook hacked... Leaked personal information of 30,000 people', 'KAIST was hacked... Leakage of personal information of faculty and students', 'KAIST has been hacked. The hacker stole personal information such as students and faculty', 'KAIST, a science special forces unit penetrated by hacking, was a management blind spot', 'KAIST, hacked... 30,000 personal information leaked']11

Germany HIC Europe & Central Asia2019 July 24 https://standartnews.com/biznes/kitayski-khakeri-atakuvali-golemi-germanski-kompanii-397827.html[4616182, 4614524, 4614099, 4627698, 4614510, 4614509, 4614514, 4614404, 4616187, 4617716, 4639871, 4603806, 4617086, 4614526, 4631885, 4614729, 4614727, 4615491, 4617594, 4614158, 4614098, 4617720, 4614508]['Group of German Companies – Including BASF , Siemens , Roche – Hit by Cyber Attacks', 'Chinese hackers attacked German concerns | Politics | DW', 'Today+ :: A number of German giants such as BASF, Siemens and Henkel are subject to cyber attacks', 'Siemens and several large companies affected by hacker attacks', 'Attack from China ?: Several DAX companies have been the target of hackers for years', 'Several DAX companies have been the target of hackers for years | free press', 'Several DAX companies have been the target of hackers for years', 'Siemens and several large companies affected by hacker attacks', 'BASF , Siemens , Henkel , Roche target of cyber attacks | One America News Network', 'Industrial espionage: hacker attack on Dax corporations', 'Security : Several German companies affected by hacker attack', 'Swiss companies victims of a Chinese hack', 'BASF , Siemens and others targeted with Winnti malware', 'Industrial espionage: hackers attack several Dax companies', 'Zurich IT company affected by ha22

KazakhstanUMC Europe & Central Asia2018 February 19 http://www.kazpravda.kz/articles/view/za-2-dnya-bilo-vzlomano-okolo-40-kazahstanskih-saitov/[1431527, 1428468, 1428470, 1428465, 1428469, 1428471, 1428463, 1428466]['About 40 Kazakh websites hacked', 'Over the weekend, hackers hacked about 40 Kazakh news sites on the Ak Zhaiyk website', 'About 40 Kazakhstan sites hacked in 2 days - Новости Казахстана', 'Hackers hacked 40 Kazakh websites', 'More than 40 Kazakhstani websites were hacked by hackers over the weekend', 'Hackers hacked about 40 Kazakhstani websites News Forbes Kazakhstan', 'About 40 Kazakh websites hacked by hackers over the weekend', 'About 40 Kazakhstani websites were hacked in 2 days - News of Kazakhstan']7

Nigeria LMC Sub-Saharan Africa2018 August 2 http://cajnewsafrica.com/2018/08/02/cyber-crooks-hack-zimbabwes-official-poll-site/[1883104, 1883101]['Cyber crooks hack Zimbabwe official poll site', 'Zimbabwe : Cyber Crooks Hack Zimbabwe Official Poll Site']1

United StatesHIC North America 2021 February 9 https://www.pix11.com/news/national/hacker-attempted-to-change-chemical-levels-at-florida-water-treatment-plant-sheriffs-office-says[3125885, 3131566, 3158317, 3120979, 3119736, 3121991, 3122969, 3126211, 3121374, 3124129, 3121574, 3123198, 3120015, 3124837, 3120132, 3119747, 3120495, 3124045, 3121343, 3122178, 3120441, 3122166, 3126208, 3120546, 3120020, 3120249, 3129035, 3121971, 3127812, 3126158, 3121999, 3119750, 3122115, 3121198, 3122172, 3121610, 3122127, 3124049, 3121980, 3130388, 3122062, 3120829, 3124965, 3122125, 3120267, 3121970, 3122047, 3119449, 3120320, 3120411, 3119763, 3125984, 3121031, 3122943, 3121976, 3124116, 3120406, 3120252, 3122087, 3122139, 3124177, 3123272, 3129356, 3120250, 3122111, 3122052, 3124126, 3122912, 3157489, 3120114, 3120254, 3125952, 3120072, 3124611, 3122038, 3124005, 3121371, 3120074, 3120488, 3120985, 3128152, 3122040, 3119961, 3121995, 3120265, 3120848, 3122944, 3120437, 3121197, 3124829, 3121988, 3120787, 3121982, 3125726, 3121032, 3126190, 3124081, 3126517, 3122152, 3120443, 3123381, 3122140, 3124842, 3121338, 3120836, 3120255, 3123996, 3128311, 3123947, 3145263, 3157775, 3124054, 3121992, 312202['Hackers exploited shared passwords and obsolete Windows 7 OS to infiltrate Florida water treatment plant', 'Federal Water Tap , February 15 : After Florida Hacking , Cybersecurity Officials Warn Utilities About Vulnerabilities', '“A hacker took control of a city’s water distribution network”', 'Florida water supply system hacked, nearly poisoned', 'Hacker elevates chemical in Oldsmar Florida water supply | Magic 107 . 7', 'Hacker Tried to Make Oldsmar Water Toxic | NewsRadio WFLA', 'Florida Water System Hacked, Caustic Soda Concentration Increased 100x', 'Hack Exposes Vulnerability Of Cash - Strapped U . S . Water Plants', 'Hacker tried to taint Florida city water with caustic chemical , says sheriff | Wilts and Gloucestershire Standard', 'Florida water treatment facility hack used a dormant remote access software , sheriff says', 'Decrypted : A hacker attempted to poison Florida town water supply – TechCrunch', 'In Florida, hackers tried to poison the water supply, taking advantage of a hole in cybersecuri202

United StatesHIC North America 2021 October 29 https://www.govtech.com/security/mass-health-system-data-breach-affects-about-200k-patients[2950334, 2952383, 2948236, 2940110, 2950315, 2950314, 2950312, 2953473]['UMass Memorial Health hacked , up to 210K patients impacted', 'Healthcare System Phishing Breach Affects 209 , 000', 'Millions of healthcare records exposed in mega data breach', '44 % of Healthcare and Pharmaceutical Organizations Have Experienced a Data Breach Caused By a ... ', 'Hacker accessed medical info of thousands in email breach at UMass Memorial Health', 'Massachusetts Hospital Victimized by Hack Leaves Thousands of Patient Info Exposed', 'Mass . Health System Data Breach Affects About 200K Patients', 'Hacker medical info email breach at UMass Memorial Health Worcester']7

Syria LIC Middle East & North Africa2019 July 11 https://www.tech-wd.com/wd/2019/07/11/%D9%83%D8%A7%D8%B3%D8%A8%D8%B1%D8%B3%D9%83%D9%8A-%D8%A3%D9%84%D8%B9%D8%A7%D8%A8-%D9%81%D9%8A%D8%AF%D9%8A%D9%88-%D8%A8%D8%B1%D9%85%D8%AC%D9%8A%D8%A7%D8%AA-%D8%AE%D8%A8%D9%8A%D8%AB%D8%A9/[4593291, 4584419]['About a million people have fallen victim to video games that spread malware', 'Kaspersky: More than 900,000 people fall victim to video games that spread malware']1

South KoreaHIC East Asia & Pacific2019 August 2 http://news.kmib.co.kr/article/view.asp?arcid=0013565175&code=61121311&sid1=soc[4640801, 4640805, 4640800, 4640806, 4640803]['Hacking Program Civilian Inspector Won Se-hoon, Director of the National Intelligence Service, all innocent', 'Civilian inspector of hacking program, NIS director Won Se-hoon, etc. are all innocent', 'NIS Civilian Hacking Suspicion Won Se-Hoon and all others innocent … Conclusion after 4 years', '檢, hacking program civilian inspector Won Se-hoon, former director of the National Intelligence Service, etc.', 'NIS Civilian Hacking Suspicion Concludes All Including Won Sae-Hoon Acquitted - Kookmin Daily']4

Argentina UMC Latin America & Caribbean2017 June 2 http://www.eldiariodecoahuila.com.mx/locales/2017/6/1/hackean-cuentas-secretaria-gobierno-coahuila-656309.html[559927, 539601, 541899, 541348, 1179597, 559915, 1179593, 1179600, 1181569, 559916, 541354, 1181553]["Cornejo's Facebook was hacked again and the government believes he was a prankster", 'After the hacking of Bullrich, they leak sensitive information from the Ministry of Security', 'They hack the blog of a journalist who uncovered a Chavista network of corruption and bribery (+Tweets)', "Segob email and Coahuila governor's Facebook hacked", 'They hacked the email of a deputy who is investigating the head of the AFI', 'They hacked the Facebook account of Governor Alfredo Cornejo', 'Bullrich lied about the hack he suffered: they leaked sensitive Security documents', 'They hacked the email of the deputy who is investigating Arribas for bribes', 'They hacked an email to a deputy who is investigating Arribas', "They hacked Cornejo's Facebook and published: Hold on to the chori and the scabio", 'They hack accounts of the Secretary of Government of Coahuila', 'They hacked the email accounts of Teresa García']11

Iran LMC Middle East & North Africa2022 November 3 https://www.tasnimnews.com/en/news/2022/11/03/2798222/using-israeli-spyware-riyadh-intensifies-targeting-dissidents-in-us[3866639, 3866637]['Saudi Arabia intensifies targeting dissidents in US using Israeli spyware', 'Using Israeli Spyware Riyadh Intensifies Targeting Dissidents in US - World news']1

United StatesHIC North America 2019 October 31 https://www.zdnet.com/article/thousands-of-qnap-nas-devices-have-been-infected-with-the-qsnatch-malware/[4847332, 4863559, 4854274, 4856296, 4845147, 4847197, 4852753, 4843056]['Stubborn Malware Targets QNAP NAS Hardware Specifically', 'QSnatch malware attacks QNAP NAS', 'Update Your QNAP NAS Box Right Now To Block  QSnatch  Malware', 'Update Your QNAP NAS Box Right Now to Block  QSnatch  Malware', 'Thousands of QNAP NAS devices infected by QSnatch credential stealing malware', 'Warning over QSnatch malware infecting QNAP NAS devices', 'Malware takes full control of thousands of NAS devices', 'Thousands of QNAP NAS devices have been infected with the QSnatch malware']7

India LMC South Asia 2017 January 2 http://tribune.com.pk/story/1281584/indias-national-security-guard-website-hacked/[5049136, 5049166, 5049036, 5049038, 72894, 5049094, 19795, 5049037, 19771, 5049061, 19818, 5049026, 20421, 5049074, 5049039, 19802, 5049076, 5049062, 5049023, 5049068, 5049058, 20414, 5049069, 19715, 5049077, 5049042, 19765, 5049120, 19772, 19722, 19791, 5049040, 5049035, 5049080, 5049161, 19762, 5049093, 5049066, 5049097, 19714, 5049063, 5049075, 19766, 5049064, 5049059, 5049143, 19759, 5049008, 5049007, 5049078, 5049119, 19768, 20425, 19767, 19746, 5049162, 5049086, 19731]['nsg website hacked : nsg website hacked , defaced with derogatory message against pm modi', 'NSG website hacked , defaced with abusive message against modi', 'Nsg Website Hacked Defaced With Derogatory Message Against Pm Modi', 'Suspected Pak hackers deface NSG website with derogatory message against PM Modi 924695', 'Nsg Website Hacked Defaced With Abusive Message Against Pm Latest News', 'NSG Website Defaced By Pakistani Hackers , Profanity', 'NSG website hacked , defaced with abusive message against PM Modi', 'National Security Guard website hacked ; PM Modi called for  Free Kashmir  ', 'NSG website hacked , defaced with abusive message against Modi', 'NSG website hacked, abuses written for PM Modi', 'Elite commando force NSGs website hacked ;  Free Kashmir  message posted', 'National Security Guard website hacked , defaced with abusive message against PM Modi', 'Indian National Security Guard site hacked , media blames Pakistan', 'NSG website hacked, abuses used against Modi', 'pakistan suspected hacker57

United Arab EmiratesHIC Middle East & North Africa2017 March 16 http://www.arabianbusiness.com/uae-says-more-than-1-000-cyber-attacks-foiled--667188.html[292759, 286324]['UAE telecoms regulator says 1 , 054 cyber attacks foiled in 2016', 'UAE says more than 1 , 000 cyber attacks foiled']1

AfghanistanLIC South Asia 2018 October 9 https://www.zdnet.com/article/heathrow-airport-fined-120000-over-usb-data-breach-debacle/[2078670, 2075397, 2075396, 2074781, 2076619]['ICO punishes Heathrow Airport over serious data breach', '  Seriou data breach at Heathrow Airport leads to huge fine', 'Heathrow Airport slapped with huge fine over data breach', 'ICO hits Heathrow Airport with £120 , 000 data breach fine over lost USB stick', 'Heathrow Airport fined £120 , 000 over USB data breach debacle']4

United StatesHIC North America 2021 December 15 https://www.investmentnews.com/transamerica-401k-data-lawsuit-215153[3031235, 3035979]['Transamerica Hit With Lawsuit Over Data Breach', 'Transamerica sued by 401 ( k ) participant over data breach']1

Vietnam LMC East Asia & Pacific2021 April 10 https://www.tin247.com/nhom-hacker-nguy-hiem-tan-cong-mang-chinh-phu-viet-nam-4-28586151.html[3220383, 3224823, 3220341, 3229361, 3215909, 3224824]['Vietnamese hack signals  major leap  in APAC cyber espionage campaigns', 'Dangerous hacker group attacked the Vietnamese government network - Digital World', 'Why are Chinese hackers targeting the Vietnamese government and military?', 'Hackers are targeting govt , military sectors in Vietnam and taking control over remote devices', 'China - Linked  Cycldek  Hackers Target Vietnamese Government , Military', 'Dangerous Hacker Group Attacks the Government of Vietnam']5

United StatesHIC North America 2021 May 20 https://www.securityweek.com/alaska-health-department-website-targeted-malware-attack[3290853, 3293434, 3292566, 3295176, 3289265, 3290835, 3292186]['Alaska Health department impacted by Malware Attack', 'Malware Hack Forces State Health and Social Services Agency to Reduce Online Services', 'Alaska Health Department Services Affected by Malware Attack', 'Alaska Health Website Targeted in Malware Attack', 'Alaska health department website targeted in malware attack', 'Another Alaska state website hacked ; multiple programs offline', 'Alaska Health Department Website Targeted in Malware Attack']6

United StatesHIC North America 2021 June 2 https://www.itpro.co.uk/security/cyber-security/359749/us-seizes-domains-used-in-recent-usaid-spear-phishing-attacks[3314776, 3315517, 3313427, 3322019, 3313426, 3315136]['US seizes domains used by APT29 in recent USAID phishing attacks', 'US Seizes Attacker Domains Used in USAID Phishing ... ', 'Justice Department Announces Court - Authorized Seizure of Domain Names Used in Furtherance of Spear - Phishing Campaign Posing as U . S . Agency for International Development', 'Justice Department Announces Court - Authorized Seizure of Domain Names Used in Furtherance of Spear - Phishing Campaign', 'DOJ Seizes 2 Domains Linked to USAID Phishing Campaign', 'Justice Department seizes domains used in USAID spear - phishing attacks']5

United StatesHIC North America 2021 July 1 https://thehill.com/policy/cybersecurity/560998-researchers-uncover-effort-by-chinese-speaking-hackers-to-target-afghan[3378776, 3368173, 3366365, 3366337, 3368191, 3369997]['Suspected Chinese Army - Linked Hacking Group Targeted Neighboring Countries : Report', 'Chinese Hackers Attacked Afghan Council Network , Cybersecurity Firm Says - New Delhi Times', 'Hackers breach Afghan government in China - related espionage campaign , cybersecurity firm finds', 'Researchers uncover effort by Chinese - speaking hackers to target Afghan government', 'Chinese hackers impersonated Afghanistan presidential office to steal documents using Dropbox , research group says', 'Report : Chinese Hackers Attack Afghanistan National Security Council']5

Kenya LMC Sub-Saharan Africa2017 March 22 http://nehandaradio.com/2017/03/22/kenya-revenue-authority-lost-39m-hacker/[314809, 314811, 315384, 307380, 314362, 1136029, 317345, 307379, 301134, 314810, 315584, 310629, 317662, 311075, 1137155, 314770, 310631, 314361, 310628, 303909, 317348, 1134915, 314359]['Kenya tax hacked', 'Kenya – hacker stole nearly $40m from tax authorities', 'Kenyan Police Detains Man For  Hacking  Tax System , Siphoning Millions Of Dollars', 'Man charged with hacking KRA and causing Sh4b loss :: Kenya', 'KENYA : Revenue Authority  lost $39m to hacker  ', 'Kenyan revenue department hacked', 'Hacker accused of stealing Sh4b from KRA asks Kenyans to help him raise bail', 'Man charged with hacking KRA system , causing Sh4 billion loss', 'Chinese firm linked to hacking scam', 'Kenya hacker', 'Kenyan accused of  hacking tax agency , stealing $40m  ', 'Kenya Revenue Authority ‘ lost $39m to hacker ’ ', 'Kenya : Member of Hacking Syndicate Charged with Stealing Millions', 'Kenya : Man charged with hacking KRA and causing Sh4b loss', 'Kenya Revenue Authority  Lost $39m To Hacker  ', 'Kenyan accused of ‘ hacking tax agency , stealing $40m ’ ', 'Kenya Revenue Authority  lost $39m to hacker  – Ghanamma . com', 'Kenya : Sh4bn Hacking Suspect Lives Large and Brags Big', 'Kenya Revenue Authority  los22



New ZealandHIC East Asia & Pacific2018 February 14 http://www.nzherald.co.nz/technology/news/article.cfm?c_id=5&objectid=11993463[1415407, 1415408]['Porirua City Council website cryptojacked in international cyber attack', 'Porirua City Council and Whangarei District Council websites cryptojacked in international cyber attack']1

Japan HIC East Asia & Pacific2018 October 30 https://www.computerworld.com.au/article/648901/phishing-key-source-australian-data-breaches-report-confirms/[2129143, 2131086]['Phishing spikes as private health continues to be most breached sector in Australia', 'Phishing a key source of Australian data breaches , report confirms']1

United KingdomHIC Europe & Central Asia2018 September 12 http://www.alphr.com/security/1009897/tv-licensing-data-breach[1995498, 1995499, 1995496]['TV Licensing urges thousands of viewers to check bank statements after data breach', 'TV Licencing urges thousands of viewers to check bank statements after data breach', 'TV Licensing suffers data breach exposing over 40 , 000 viewer bank details']2

United StatesHIC North America 2020 January 23 https://gadgets.ndtv.com/internet/news/microsoft-data-breach-250-million-customer-service-records-exposed-online-2168687[4162597, 2300679, 2303111, 2304308, 2301461, 2300719]['Data breach at Microsoft: millions of customer data were open on the net', 'Big Microsoft data breach – 250 million records exposed', 'How to Protect Yourself in Microsoft Recent Data Breach', 'How To Protect Yourself In Microsoft Recent Data Breach', 'Microsoft Data Breach : 250 Million Customer Service Records Exposed Online', 'Microsoft data breach exposes 250 million customer service and support records']5

United StatesHIC North America 2019 November 25 https://www.scmagazine.com/home/security-news/ransomware/nypd-fingerprint-database-touched-by-ransomware/[4902581, 4916126, 4902649]['NYPD Fingerprint Database Taken Offline to Thwart Ransomware', 'NYPD pulls fingerprint database offline due to ransomware scare', 'NYPD fingerprint database touched by ransomware']2

New ZealandHIC East Asia & Pacific2019 October 13 http://www.voxy.co.nz/technology/5/350033[4801925, 4801927, 4801926]['Cyber attacks costing NZ millions of dollars annually', 'Business Scoop » Cyber attacks costing NZ millions of dollars annually', 'Cyber attacks costing NZ millions of dollars annually - NZTech']2

United KingdomHIC Europe & Central Asia2018 March 26 http://www.watfordobserver.co.uk/news/16116165.computer-hacker-who-caused-chaos-all-over-the-world-must-pay-70k/[1529637, 1535902, 1539349, 1529628, 1529627]['Hacker whose tools caused chaos must repay £70 , 000 or ... ', 'Cyber crook must pay £69 , 000 or face another 2 - year prison sentence after selling hacking tool', 'Hertfordshire computer hacker who created malware responsible for a global hack ordered to pay £70 , 000 or face longer jail sentence', 'Hacker whose tools caused chaos must repay £70 , 000 or face further jail time', 'Computer hacker who caused chaos all over the world must pay £70k']4

Australia HIC East Asia & Pacific2018 September 8 https://www.perthnow.com.au/technology/security/perth-mint-data-breach-investigation-after-customer-information-hacked-ng-b88954399z[1984457, 1984458, 1984456]['Perth Mint hit by data breach involving third - party provider - ABC News ( Australian Broadcasting Corporation ) ', 'Hackers target Perth Mint trading platform', 'Perth Mint data breach : Investigation after customer information hacked']2

South KoreaHIC East Asia & Pacific2018 September 14 http://news.hankyung.com/article/201809145278Y[2001462, 2001463, 2001464]['National Pension Service hacking attack 374 cases in 6 years … 22 million personal information protection Domae | Herald Economy American Edition Heraldk. com', '22 million personal information National Pension Service Hacking Attack Steady', '22 million pieces of personal information National Pension Service Hacking Attack Steady']2

Canada HIC North America 2022 July 20 https://www.cbc.ca/news/canada/kitchener-waterloo/waterloo-region-district-school-board-cyber-attack-1.6526731[3723038, 3719980]['Cyber security expert weighs in on data breach at Waterloo public school board', 'Waterloo Region District School Board hit by cyber attack']1

Canada HIC North America 2019 June 30 https://ottawasun.com/news/local-news/hacker-shuts-down-uottawa-student-newspaper-website/wcm/8d37a22f-80ee-4f57-a1d7-94373d57186f[4561460, 4560242, 4560243]['University of Ottawa student newspaper site deleted by hacker', 'Hacker shuts down uOttawa student newspaper website', 'HACKED : uOttawa student newspaper website disabled']2

United StatesHIC North America 2019 January 31 https://tvnewscheck.com/article/more-news/229563/ana-suffers-phishing-attack-possible-data-theft/[4319942, 4319980]['ANA Suffers Phishing Attack , Possible Theft Of Data', 'ANA Suffers Phishing Attack , Possible Data Theft']1

United KingdomHIC Europe & Central Asia2019 October 25 https://www.yorkshirepost.co.uk/news/crime/whitby-wildlife-sanctuary-scammed-out-of-13k-in-cruel-email-hack-1-10068842[4821722, 4829105]['Whitby Wildlife Sanctuary owner devastated after losing £13 , 000 to online hackers', 'Whitby Wildlife Sanctuary scammed out of £13k in cruel email hack']1

India LMC South Asia 2017 September 22 http://telecom.economictimes.indiatimes.com/news/indias-darknet-hackers-mint-bitcoins-from-illegal-assignments/60789008[837819, 833622, 833623, 837825]['Darknet hackers are now making it big in bitcoins through illegal assignments Latest News', 'India darknet hackers mint bitcoins from illegal assignments', 'Bitcoin : India darknet hackers mint bitcoins from illegal assignments', 'Bitcoin : India darknet hackers mint bitcoins from illegal assignments , Telecom News , ET Telecom']3

United StatesHIC North America 2018 May 26 https://www.databreaches.net/afghan-diplomats-in-pakistan-targeted-by-state-backed-hackers/[1694846, 1695269, 1682384, 1682353, 1687015, 1694860, 1696350, 1685401, 1695273, 1704365, 5061347]['Afghan diplomats in Pakistan targeted by  state - backed hackers  ', '  State hacker target Afghan diplomats', 'Pakistani military allegedly hacked phones belonging to US , united kingdom , and Australian officials and diplomats', 'Pakistan military  hacked   diplomats', 'US , united kingdom , Australian official phones hacked by Pak military', 'Government hackers attack Afghan diplomats in Pakistan', '  Hacker target Afghan diplomats in Pakistan', 'Pakistani military allegedly hacked US , united kingdom , and Australian officials', 'Afghan diplomats in Pakistan targeted by ‘ state - backed hackers ', 'Afghan diplomats in Pakistan targeted by hackers', 'Pakistani military allegedly hacked US and partner phones']10

Canada HIC North America 2018 October 2 https://nationalpost.com/news/politics/controversial-spyware-used-to-track-canadian-based-activist-report[2047082, 2051327, 2050063, 2061770, 2067025, 2050865, 2030167, 2053761, 2050068, 2055927, 2051415, 2090791, 2054614, 2048990, 2047086, 2047085, 2067024, 2047080, 2059121, 2076961, 2072817, 2050064, 2047092, 2050745, 2074235, 2050061]['Report says spyware used to track Canadian - based activist', 'Controversial spyware used to track Canadian based activist : report | Philippine Canadian Inquirer', 'saudi arabia spyware | News , Videos & Articles', 'Saudi agents install secret phone spyware to track critics abroad : Citizen Lab', 'Israeli Tech Company Spyware Still Being Used To Target Journalists And Activists', 'Israeli spyware used against Saudi Arabian dissident in Canada -- report', 'Citizen Lab report finds NSO Group spyware used against activists is spreading into US , Canada , France & 43 other countries', 'Outspoken Dissident in Quebec Finds Saudi Planted Spyware on His iPhone', 'Spyware used to track Canadian - based activist : report', 'Saudis used Israeli spyware to track Canadian - based dissident', 'Saudi Arabia Spied on Dissident Using Israeli Phone Hacking Tech - Report', 'Quebec dissident believes Saudis used spyware to eavesdrop on his chats with Jamal Khashoggi', 'Saudi Arabia used Israel spyware against dissident', 'Con25

Indonesia LMC East Asia & Pacific2021 September 4 https://www.solopos.com/perusahan-di-jogja-jadi-korban-peretasan-e-mail-rugi-rp14-miliar-1151729[2858452, 2858448, 2858447, 2858449]['Indonesian Citizens Collaborate with Nigerian Citizens to Hack Export Company Emails, Take Rp. 1.4 Billion Off', 'Company Email Hack, African Network Fraud Syndicate Earns IDR 1.4 Billion', 'Modus Operandi of Email Hijacking, International Hacker Syndicate Steals IDR 1.4 Billion Money Owned by Companies in DIY', 'Companies in Jogja Become Victims of Hacking E-Mail, Losing IDR 1.4 Billion']3

Denmark HIC Europe & Central Asia2021 January 31 https://sn.dk/Danmark/Store-danske-energiselskaber-blev-ramt-af-hackerangreb/artikel/1406616[3106087, 3106084]['Danish energy companies hit by hacker attacks', 'Large Danish energy companies were hit by hacker attacks']1

Russia UMC Europe & Central Asia2021 June 10 http://mospravda.ru/2021/06/10/204553/[3331177, 3331215, 3331224]['The prize money for a test hack of the online voting system in Moscow will be 2 million rubles.', 'For hacking the system of online voting in Moscow promised a reward', '2 MILLION RUBLES WILL BE PAYED FOR HACKING THE MOSCOW ONLINE VOTING SYSTEM - MosPravda - info']2

France HIC Europe & Central Asia2019 April 19 https://www.planet.fr/politique-la-messagerie-securisee-du-gouvernement-deja-piratee.1757421.29334.html[4012794, 4016863, 4450793]['Tchap: the new secure messaging system of the French State already hacked', "Tchap: the French government's secure messaging system has already been the victim of a hack, although it has only been available for a few days", 'Government secure messaging already hacked!']2

China UMC East Asia & Pacific2018 August 6 http://www.vetogate.com/3264843[1893484, 1893592]['Report: China eliminates more cyber attack networks in 2017', 'Veto Gate: China eliminated 644 cyber attack networks in 2017']1

South KoreaHIC East Asia & Pacific2018 April 23 http://www.diodeo.com/news/view/2808292[5003960, 1609942, 1609941]['China hackers accused of attacking Japanese defence firms', 'Chinese hackers, cyber attacks on Japanese defense companies in the second half of last year', 'Chinese hackers, cyber attacks on Japanese defense companies in the second half of last year - Diodeo']2

Australia HIC East Asia & Pacific2021 May 5 https://www.smh.com.au/national/nsw/police-investigate-cyber-attack-on-nsw-labor-party-20210505-p57p4y.html[3262224, 3262228, 3262220]['Police called as NSW Labor hit by cyber attack', 'Labor targeted in cyber attack', 'NSW Labor hit by a major cyber attack']2

United StatesHIC North America 2021 May 28 https://kstp.com/national/us-says-agencies-largely-fended-off-latest-russian-hack/6125112/?cat=12678[3306622, 3308002, 3306679, 3308001, 3306678, 3306656, 3308725]['Latest Russian hack attempt largely fended off by US agencies , White House says', 'US government agencies fend off cyber attack', 'The White House says it believes US government agencies fended off latest Russia hack', 'IT security: US government agencies fend off cyber attacks', 'U . S . says agencies largely fended off latest Russian hack', 'US says agencies largely fended off latest Russian hack', 'US Says Agencies Largely Fended Off Latest Russian Hack']6

India LMC South Asia 2022 March 14 http://www.msn.com/en-nz/news/australia/electricity-grid-increasingly-vulnerable-to-hackers-via-solar-panels-smart-devices/ar-AAV2ZCz[3555887, 3546992]['Growing threat of hackers, the war again exposed the basic flaws related to power plants', 'Electricity grid increasingly vulnerable to hackers via solar panels , smart devices']1

Canada HIC North America 2020 January 7 https://www.my921.ca/2020/01/06/ehealth-saskatchewan-targeted-by-ransomware-attack/[2568719, 2269083, 4157873, 2568720, 4157875]['eHealth Saskatchewan offline while dealing with ransomware attack', 'Personal health data remains secure after ransomware attack , says Saskatchewan eHealth CEO', 'eHealth Saskatchewan hit by ransomware attack | Saskatoon StarPhoenix', 'eHealth Saskatchewan hit by ransomware attack', 'eHealth Saskatchewan targeted by ransomware attack']4

United StatesHIC North America 2019 July 23 https://www.newschannel5.com/news/college-planning-website-suffers-data-breach-leaving-tennessee-students-at-risk[4619513, 5080784]['Data breach may have occurred on Tenn . college planning site', 'College planning website suffers data breach , leaving Tennessee students at risk']1

United StatesHIC North America 2017 August 24 http://www.beaumontenterprise.com/news/article/Beaumont-suspends-online-water-payment-system-11956425.php[772671, 769116, 770081]['Beaumont water utilities warn customers of data breach', 'Beaumont suspends online water payment system following data breach', 'Potential data breach in Beaumont online water billing payment system']2

United StatesHIC North America 2021 December 8 https://www.liputan6.com/tekno/read/4731223/hacker-curi-kripto-senilai-rp-28-triliun-dari-bitmart[3011622, 3016720, 3016719, 3020874, 3015895, 3013704, 3021971, 3020162, 3008200, 3010904, 3016721, 3012088, 3016730, 3011630, 3044497, 3017407, 3029979, 3019341, 3014249, 3017810, 3016610, 3016722, 3012801, 3016724, 3012329, 3030523, 3017880, 3015967, 3018352, 3016726, 3011586, 3011639, 3008267, 3014863, 3015704, 3018309, 3016723, 3037573, 3016092, 3011634, 3033806, 3013148, 3011608, 3012046, 3018562, 3011631, 3015381, 3009387, 3031027, 3009978, 3015705, 3020216, 3021927, 3032399, 3012062, 3021039, 3016840, 3015175, 3016982, 3030525]['Hackers steal $120 million from DeFi protocol BadgerDAO platform hits indefinite pause on all smart contract activity', 'Bitcoin falls below 50. $000 after BitMart hack', 'Bitcoin: The Bitmart hack results in the theft of 173 million in cryptocurrencies', 'Ethereum, Shiba Inu: Hackers Steal $150 Million in Cryptocurrencies', 'Another theft: hackers siphoned off nearly $200 million from a major crypto exchange', 'Cryptocurrency Hacking Update; Rs 905 Crore Crypto Stolen From BadgerDAO Defi Platform | Hackers stole badger crypto worth Rs 905 crore, took advantage of old web technology', 'Hackers steal $196 million from crypto trading platform Bitmart', 'Hacked Crypto Exchange BitMart Promises to Use Its Own Funds to Compensate Affected Users', 'After hacking, inducing money transfer to a fraudulent account… 140 billion in trade fraud over 5 years', 'BadgerDAO loses $10M in hack | Bankless Times', 'Bitcoin falls 17% since Friday after the hack suffered by BitMart | markets', "Hackers hacked BadgerDao's DeFi pl59

China UMC East Asia & Pacific2020 July 1 https://tech.china.com/article/20200701/072020_551387.html[4224523, 4224522]['Internet hackers pretend to be Soul App to deceive people, malicious behavior is disgusting - ITBEAR Technology Information', 'Internet hackers pretend to be Soul App to deceive people. Malicious behavior is disgusting_中国网']1

Ukraine LMC Europe & Central Asia2017 June 27 https://ru.tsn.ua/ukrayina/hakerskaya-ataka-paralizovala-rabotu-seti-zapravok-klo-885728.html[618943, 618946]['A hacker attack paralyzed the operation of the KLO gas station network', 'Hacker attack paralyzed the operation of the KLO gas station network']1

United StatesHIC North America 2018 March 1 http://www.healthcareitnews.com/news/hackers-hit-nuance-again-2017-while-notpetya-cost-98-million-lost-revenue[1458308, 1458331]['The cost of a malware attack : Nuance attributes $98M in lost revenue to NotPetya 6 things to know', 'Hackers hit Nuance again in 2017 , while NotPetya cost $98 million in lost revenue']1

AzerbaijanUMC Europe & Central Asia2018 July 17 http://today.az/news/society/171987.html[1832206, 1832205]['Over 9 pct of Android users in Azerbaijan affected by malware in 1H2018', 'Today . Az - Over 9 pct of Android users in Azerbaijan affected by malware in 1H2018']1

United KingdomHIC Europe & Central Asia2020 June 9 http://www.thecommentator.com/article/7698/cyber_criminals_bombard_self_employed_workers_with_hmrc_sms_phishing_scam[2550359, 4215647, 2550364]['New HMRC SMS Phishing Scam Targets Self - Employed - Infosecurity Magazine', 'Hackers target the self - employed with new HMRC SMS phishing scam', 'Cyber criminals bombard self - employed workers with HMRC SMS phishing scam']2

Belgium HIC Europe & Central Asia2020 December 19 https://www.capital.fr/economie-politique/covid-19-des-panneaux-publicitaires-belges-pirates-par-des-complotistes-1389129[2811595, 2811592, 2815913]['Brussels: hacked billboards broadcast conspiratorial messages', 'Hacked billboards spread conspiratorial messages in Brussels', 'Covid - 19: Belgian billboards hacked by conspirators']2

United StatesHIC North America 2021 July 20 https://www.cnn.com/2021/07/20/politics/cryptocurrency-ransomware-investigation-gary-peters/[3417135, 3403673, 3403664]['US Senator Gary Peters Investigates Crypto and Ransomware , Introduces Legislation', 'Peters launches bipartisan investigation into increasing ransomware attacks', 'Gary Peters , a key senator , launches investigation into cryptocurrency role in ransomware attacks']2

United StatesHIC North America 2022 August 28 https://m.lasvegassun.com/news/2022/aug/28/election-data-breach-attracts-georgia-investigator/[3770526, 3771137]['Election Data Breach Attracts Georgia Investigators', 'Election data breach attracts Georgia investigators']1

United KingdomHIC Europe & Central Asia2019 May 30 https://www.walesonline.co.uk/news/education/university-south-wales-data-breach-16356171[4036920, 4511499, 4511500, 4512846, 4034754]['Man arrested by South Wales Police in connection with University of South Wales data breach', 'Police investigate University of South Wales data breach', 'South Wales Police investigating data breach at University of South Wales', 'Man arrested over University of South Wales data breach', 'Police investigate data breach at University of South Wales']4

United StatesHIC North America 2018 January 28 http://www.bostonherald.com/news/national/2018/01/hannity_s_twitter_hacking_sparks_deep_state_rumors[1374038, 1367944, 1368349]['After Sean Hannity Twitter is hacked , fans blame  Deep State  conspiracy', 'Hannity Twitter hacking sparks  deep state  rumors', 'Sean Hannity Twitter page is hacked and vanishes briefly']2

Ukraine LMC Europe & Central Asia2022 October 3 https://wz.lviv.ua/news/473889-z-pochatku-viiny-sbu-neitralizuvala-maizhe-3-5-tys-kiberatak-na-orhany-vlady-ta-obiekty-infrastruktury[3821196, 3821194, 3821193]['The SBU neutralized almost 3.5 thousand. cyber attacks | News on Gazeta. ua', 'SBU neutralized almost 3.5 thousand. cyber attack | News on Gazeta. u.a', 'Since the beginning of the war, the SBU has neutralized almost 3,500 cyber attack on government bodies and infrastructure facilities']2

United StatesHIC North America 2022 January 11 https://tekno.kompas.com/read/2022/01/11/18410037/koleksi-nft-kera-senilai-rp-31-miliar-dicuri-hacker[3442127, 3444609]['Hackers Steals Bored Ape , Other NFT Collection Worth 2 . 2 Million From Art Gallery Owner', 'Monkey NFT Collection Worth IDR 31 Billion Stolen by Hackers']1

Bulgaria UMC Europe & Central Asia2021 September 7 https://news.bg/bulgaria/hakeri-atakuvaha-prebroyavyane-2021-g-na-starta-mu.html[2863568, 2861992, 2861993, 2861989, 2869766, 2863562, 2861988, 2869770, 2863560, 2863567, 2861987, 2861990]['There were two hacker attacks on the census IT security expert explained the false start', 'Hacking attack on website as Bulgaria 2021 census gets underway', 'Comments - Hacker attack already in the first hours of the national census', 'Census 2021 started with a hack attack', 'NSI is considering extending the electronic census due to the hacker attacks', 'NSI temporarily suspended the online census due to hacker attacks - Society', 'NSI: No detected hacker attacks on the census system - Society', 'Comments - NSI is considering extending the electronic census due to hacker attacks', 'There were two hacking attacks on the first day of the census', 'Comments - There were two hacking attacks on the census IT security expert explained the false start', 'Hackers attacked Census 2021. at its launch', 'Hackers attacked Census 2021. at its launch']11

NetherlandsHIC Europe & Central Asia2020 July 20 http://www.nspm.rs/hronika/sputnjik-cia-je-od-2018.-izvrsila-niz-sajber-napada-na-rusiju-i-iran-operaciju-licno-odobrio-tramp.html[2602977, 2607840, 2603472, 2614245, 4232362, 2615507, 2615610]['CIA used new powers since 2018 to carry out offensive hacks', "Yahoo News: CIA has carried out cyber attacks against Iran with Trump's permission", 'Report : CIA Conducted Cyber Attacks Against Iran , Russia After Secret Trump Order In 2018', 'Report : CIA received more offensive hacking powers in 2018', 'REPORT THAT TRUMP EXPANDED THE POWERS OF THE CIA TO CARRY OUT OFFENSIVE CYBER ATTACKS – CALIBER 800', 'The new affair of the American president: Trump enabled cyber attacks by the CIA on Russia and Iran', 'Sputnik: Since 2018, the CIA carried out a series of cyber attacks on Russia and Iran, the operation was personally approved by Trump']6

Denmark HIC Europe & Central Asia2018 May 14 https://finans.dk/tech/ECE10597329/hvert-ottende-cyberangreb-paa-danske-virksomheder-lykkes/[1658644, 1646750, 1646744, 1659231, 1646742, 1657888, 1657878, 1657904, 1650767, 1652701, 1655600, 1657872, 1644290, 1664092, 1657850, 1647547, 1657884, 1664093, 1642019, 1646743, 1660621, 1642018, 1657859, 1644291, 1651309, 1657882]['2 / 3 of Danish companies have been exposed to hacker attacks', 'Intelligence service handpicks Danish hacker national team - sn. dk - Front page', 'Intelligence service handpicks Danish hacker national team', 'Hackers target Danish train service over the weekend', 'Hacker attacks cost pressured city bikes a large financial loss', 'Cyber attack hits Danish rail network', 'Every eighth cyber attack on Danish companies succeeds Inland / Funen', 'Every eighth cyber attack on Danish companies is successful - on average. dk - Front page', "In Copenhagen, hackers paralyzed the work of the city's bike-sharing system for several days", 'Hacker attacks can lead to the collapse of a company', 'Disgruntled Hacker Takes Out Entire Bike - Hire Network', 'Hackers target Danish train service over the weekend – The Post', 'The city bikes in Copenhagen hit by extensive hacker attacks', 'Danish companies are defrauded of millions every year: Now the hacking must be stopped', 'Denmark can carry out cyber attacks itself', 'Hac25

United StatesHIC North America 2018 November 2 https://dailycaller.com/2018/11/01/joe-manchin-social-media-hacking/[2142015, 2142485, 2142440, 2139473, 2139792, 2142495, 2142441, 2142591, 2139797, 2139431, 2142488, 2139815]['Joe Manchin says his social media accounts were hacked', 'Joe Manchin Social Media Accounts Were Hacked', 'Sen . Joe Manchin Social Media Accounts Hacked', 'Sen . Joe Manchin says his social media accounts were hacked', 'U . S . Senator Manchin social media accounts hacked : statement', 'Joe Manchin social media accounts hacked , his office says', 'Sen . Manchin says someone hacked his social media accounts', 'Senator Manchin says someone hacked his social media accounts', 'U . S . Senator Manchin social media accounts hacked -... ', 'Manchin says social media accounts were hacked', 'Joe Manchin Campaign Says His Official Social Media Accounts Were Hacked', 'Joe Manchin social media accounts hacked hours before Senate debate , office says']11

Belgium HIC Europe & Central Asia2018 October 25 http://www.brusselstimes.com/business/technology/12931/british-intelligence-hacked-belgacom-then-sabotaged-investigation[2119418, 2119414, 2120747, 2123663, 2119411, 2122476, 2135236, 2124610, 2119638, 2121277, 2119419, 2119413, 2120746, 2124609]['The British sabotaged the investigation into the hacking of Belgacom - Belgium', 'The British have sabotaged the investigation into the hacking of Belgium... net', 'Media : Belgium confirmed the hacking of the national telecom operator by the British intelligence services', 'British intelligence agency hacked Belgian telecom operator Belgacom', 'The British sabotaged the investigation into the hacking of Belgacom', 'UK refusal to cooperate with Belgian hacking inquiry condemned', 'British Refuse To Co - operate With Belgian Hacking Inquiry', 'The united kingdom is refusing to cooperate with Belgium over alleged hacking claims', 'Belgium condemns united kingdom over refusal to cooperate with inquiry into alleged British hacking of telecoms company', 'British intelligence agencies hacked a Belgian telecom operator', 'The Brussels Times - British intelligence hacked Belgacom then sabotaged investigation', 'The British refuse to collaborate with Belgium on the hacking of Belgacom', 'Belgium confirms hacking of 13

United StatesHIC North America 2020 December 20 https://runews24.ru/world/20/12/2020/621ed1ea251cf0d16ca913c8e3d06716[5083918, 2817930]['Florida launches investigation into hacking of its servers', 'The US state of Florida launched an investigation after a hacker attack on servers']1

Russia UMC Europe & Central Asia2018 October 24 https://www.rbc.ru/rbcfreenews/5bd06df79a79475906d8b31b[2117497, 2121294, 2117502, 2117504]['Hackers attacked a subdivision of the Japanese Ministry of Defense responsible for military procurement News Echo of Moscow , 24 . 10 . 2018', 'Hackers attacked the Ministry of Defense of Japan - NEWS . UA - The most interesting news.', 'The media talked about the cyber attack on the Ministry of Defense of Japan', 'The media learned about the cyber attack on the Ministry of Defense of Japan']3

Spain HIC Europe & Central Asia2017 April 21 http://andaluciainformacion.es/cadiz/670588/incibe-alerta-de-una-campana-de-phishing-para-robar-datos-de-apple/[1151139, 1151138]['Incibe alert of a phishing campaign to steal Apple data · Andalucía Información', 'Incibe alert of a phishing campaign to steal data from Apple · Cádiz · Andalucía Information']1

SwitzerlandHIC Europe & Central Asia2017 October 2 https://www.tagesanzeiger.ch/schweiz/standard/internetkonten-von-37-parlamentariern-gehackt/story/17368119[860430, 860438]['Switzerland: One in eight parliamentarians has been hacked', 'Every eighth parliamentarian hacked']1

AzerbaijanUMC Europe & Central Asia2018 June 8 https://en.trend.az/business/it/2914686.html[1727654, 1727653, 1729305]['Hacking of information systems in Azerbaijan becomes frequent', 'Hacking of information systems significantly increased in Azerbaijan', 'Azerbaijan faces frequent hacking incidents']2

United StatesHIC North America 2018 June 15 https://www.scmagazine.com/ai-startup-clarifai-hacked-by-russian-operatives-during-pentagon-maven-project-lawsuit-claims/article/773687/[1748814, 1742507, 1747294, 1742496, 1749388]['AI startup Clarifai hacked by Russian operatives in Pentagon Maven project', 'Startup Working on Contentious Pentagon AI Project Was Hacked', 'Clarifai, an AI startup involved in the Maven project suspected of having been hacked by Russians, has the source code been exposed?', 'AI startup Clarifai hacked by Russian source while allegedly part of Pentagon Project Maven', 'AI startup Clarifai hacked by Russian operatives during Pentagon Maven project , lawsuit claims']4

United StatesHIC North America 2020 July 13 https://www.datacenterdynamics.com/en/news/ibm-settles-2006-national-defense-university-hacking-case-900k/[2595948, 2600122]['IBM Settles With Pentagon on Long - Disputed Hacking Allegation', 'IBM settles 2006 National Defense University hacking case for $900k']1

Russia UMC Europe & Central Asia2022 April 25 https://www.securitylab.ru/news/531303.php[3604756, 3608320]['  Hack DH Bug Bounty Program Identifies 122 Cybersecurity Vulnerabilities', 'Hack DHS Program Participants Find 122 Vulnerabilities in US DHS Systems']1

Mexico UMC Latin America & Caribbean2019 February 26 https://www.elmanana.com/estados-unidos-detuvo-hackeo-de-rusia-en-2018-estados-unidos-ira-rusia-hackeo/4762841[4980607, 4980602]['US stopped hacking Russia in 2018', 'US halted hacking of Russia in 2018']1



Ukraine LMC Europe & Central Asia2018 January 30 http://www.the-village.ru/village/city/news-city/300149-important-news[1370316, 1372563]['Hack Okomnadzor: Russian portal ignores vulnerability that opens access to data of 14 million users', '"Kremlin report", hacking of the Rosobrnadzor website and new requirements for The Village online stores']1

Sweden HIC Europe & Central Asia2018 October 22 http://vt.se/nyheter/misstankt-betygsmanipulation-vid-dataintrang-om5524689.aspx[2111967, 2111984, 2111966, 2111983, 2111987, 2111460, 2111964, 2111976, 2111973, 2111962, 2111969, 2111988]['Suspected grade manipulation in case of data breach - News - Norrköpings Tidningar', 'Suspected grade manipulation in data breach - News - Corren. see - News Linköping Östergötland', 'Suspected grade manipulation in data breach - Pages', 'Suspected grade manipulation in case of data breach - Omvärld', 'Suspected grade manipulation in case of data breach - Blekinge Läns Tidning', 'Suspected grade manipulation in data breach - NEWS', 'Suspected grade manipulation in the event of a data breach at a high school in Malmö', 'Suspected grade manipulation during data breach - News - News Västervik Gamleby Ankarsrum', 'Suspected grade manipulation in data breach - News', 'Suspected grade manipulation in case of data breach', 'Suspected grade manipulation in data breach - Kristianstadsbladet', 'Suspected grade manipulation in case of data breach - Ystads Allehanda']11

United StatesHIC North America 2021 June 23 https://www.msn.com/en-us/health/medical/miss-healthcare-organization-announces-data-breach-affecting-patient-information/ar-AALmkdW[3348960, 3357088, 3349861, 3355166, 3348961, 3344369, 3344368, 3358686, 3357075, 3355140, 3351612]['Catholic Health : Patients from Mount St . Mary , Sisters of Charity hospitals impacted by data breach', 'Georgia Fertility Clinic Experiences MyEggBank Data Breach', 'Fertility clinic discloses data breach exposing patient info', 'Medicaid Contractor Data Breach Affected 334 , 000 Providers', 'Catholic Health notified of data breach at Mount St . Mary and Sisters of Charity hospitals', 'Patient records released in data breach at St . Charles', 'St . Charles patient records released in data breach', 'Ohio Medical Program Reports Data Breach from Cyber Incident', 'Fertility Clinic in Georgia Notifies Patients of Data Breach | Robinson+Cole Data Privacy + Security Insider', 'Miss . healthcare organization announces data breach affecting patient information', 'Ohio Medicaid Provider Suffers Data Breach - Infosecurity Magazine']10

United StatesHIC North America 2022 September 30 https://www.christianpost.com:443/news/republicans-urge-doj-to-investigate-hacking-of-pro-life-websites.html[3816007, 3817923]['Republicans Demand DOJ Investigate Hacks Of Christian Groups', 'Republicans urge DOJ to investigate hacking of pro - life websites']1

United KingdomHIC Europe & Central Asia2019 April 4 https://www.dailymail.co.uk/sciencetech/article-6884751/Universities-cyber-defences-overcome-hackers-just-two-hours-test-finds.html[4007765, 4429140, 4007837, 4007295, 4007906, 4007766, 4432328, 4007685, 4007757, 4446049, 4007785, 4007831, 4440310, 4425797, 4007793, 4007403, 4007832]['Hackers access  high value  data from universities in just two hours', 'Report: British universities failed to address cyber attacks', 'Universitie cyber defences overcome by hackers in just two hours , test finds | Dumbarton and Vale of Leven Reporter', 'Hackers broke into university networks in just two hours', 'Universitie cyber defences overcome by hackers in just two hours , test finds | Wilts and Gloucestershire Standard', 'University cyber defences at risk from hackers', 'Lessons in cybersecurity : helping universities stay ahead of the hackers', 'Hackers beat university cyber - defences in two hours', 'Universitie cyber defences overcome by hackers in just two hours , test finds', 'Hackers Bypass University Defenses in Just Two Hours', '  Universitie high - value data can be obtained by hackers in under two hours  ', 'Universitie cyber defences overcome by hackers in just two hours , test finds | Harwich and Manningtree Standard', 'Hackers crack university defenses in just two hours', 'British unive16

United StatesHIC North America 2020 July 30 https://www.cbc.ca/news/canada/calgary/data-breach-university-health-centre-spreadsheet-medical-personal-information-lethbridge-1.5667741[2631597, 4239034]['University of Utah Health investigating data breach that affects 10 , 000 patients', 'U of L health data breach affects more than 1 , 200 patients']1

United KingdomHIC Europe & Central Asia2018 August 2 http://www.theweek.co.uk/95552/reddit-hack-attackers-steal-user-data-in-major-breach[1884483, 1882600, 1885657, 1881538, 5062730, 1880763, 1884476, 1882509, 1890240, 1880757, 1882325, 1883889, 1882602, 1882524, 1884536, 1884470, 1883880, 1883881, 1878072, 1882601, 1882599, 1882327, 1884455, 1880557, 1884169, 1884466, 1883270, 1885515, 1884411, 1882493, 1886249, 1882451, 1884410, 1884469, 1884485, 1888243, 1886307, 1880773, 1883068, 1884530, 1883888, 1883266, 1885538, 1884482, 1887035, 1880716, 1884413, 1886185, 1883882, 1886507, 1880745, 1884900, 1878337, 1901975, 1879463, 1882486, 1890591, 1863298, 1882526, 1880787, 1882564, 1884468, 1885539, 1883178, 1884473, 1883315, 1882008, 1905197, 1885441, 1880758, 1884462, 1884481, 1882641, 1881878, 5062751, 1884414, 1882153]['Reddit suffers data breach after hackers intercept SMS - based 2FA', 'Online forum Reddit confirms data breach', "Reddit - The world's largest technology forum has just been hacked", 'Reddit discloses hack , says SMS intercept allowed attackers to skirt 2FA protections', 'Reddit hack compromises user data | SILive . com', 'Reddit was hacked . Here how to learn if you were affected . ', '  Security incident  at Reddit exposed user data to hackers', 'Hackers Got Into An Old Reddit Database And Snagged The Account Passwords Of Early Users', 'The social network Reddit has been attacked by hackers', 'Reddit Suffers Data Breach : What You Need to Do Next', 'Reddit hit by hack Computerworld', 'Reddit confirms a hack and the theft of data of some of its users', 'Reddit confirms data breach of users details including passwords', 'Reddit has been hacked. Two-factor authentication was weak', 'Reddit suffers  security breach  hack exposing user personal data', 'Reddit hack highlights vulnerability of two - factor authe76

United StatesHIC North America 2018 September 13 https://www.iranfocus.com/en/index.php?option=com_content&view=article&id=33034:iran-s-cyber-attacks-on-own-citizens&catid=9&Itemid=114[2014976, 2012581, 2017089, 2012304, 2026316, 2010578, 2013412, 2012682, 2013912, 2009871, 2012579, 2014082, 2012262, 2015185, 2012292, 2013487, 2014489, 2020477, 2018520, 2015295, 2015184, 2020476, 2013911, 2015167, 2011703, 2012184, 2012593, 2012242, 2011705, 2012299, 2017054, 2013915, 2020300, 2010108, 1997308, 2012670, 2013596, 2013779]['Iran\xa0hackers ramping up attacks\xa0on Gulf\xa0energy firms', 'Cybersecurity Firm : Iran Stepped Up Hacks as US Sanctions Loomed', 'Cybersecurity firm warns of more Iranian hacking as US sanctions loom', 'Cybersecurity firm : More Iran hacks as US sanctions loome', 'Kingdom energy sector  key target  of Iran hackers | THE DAILY TRIBUNE', 'Warning about "attacks by Iranian hackers" on the eve of oil sanctions', 'Iran increases its cyber attacks as oil sanctions approach', 'Cybersecurity Firm : More Iran Hacks As US Sanctions Loomed', 'The possibility of a cyber attack by the Islamic Republic on Saudi companies before the embargo on Iranian oil', 'Cybersecurity firm : More Iran hacks as US sanctions loomed', 'Cybersecurity firm : More Iran hacks as US sanctions loomed :: WRAL . com', 'More Iran hacks targeted Mideast energy firms as U . S . sanctions loomed : FireEye', 'Cybersecurity firm : More Iran hacks as US sa | WBAL Radio 1090 AM', 'Cybersecurity firm : More Iran hacks as US sanctions loomed - 9 / 18 37

United StatesHIC North America 2018 November 22 https://www.newsbtc.com/2018/11/22/silicon-valley-execs-targeted-in-sim-swap-hacking-1-million-in-crypto-stolen/[2166694, 2177760, 2177813, 2188227, 2177173, 2177663, 2154873, 2182442, 2180450, 2181041]['Caution: Now by hacking your mobile SIM, online money loot from bank account', 'New York Man Hacked Silicon Valley Executive Phones , Stole $1 Million In Cryptocurrency', "Man Arrested for Hacking Silicon Valley Execs' SIM to Steal $1 Million in Cryptocurrency", 'Young hacker stole over $1 million from Silicon Valley IT bosses', 'Man allegedly hacked Silicon Valley executive phone and stole $1 million', 'How a whiz kid allegedly hacked into Silicon Valley exec phones , stole $1 million', 'Is Your Mobile Hacked ? Sim Swap Fraud Stealing Bank Information With A Phone Call', 'Silicon Valley Hacker Swipes Millions Worth of Cryptocurrency Using SIM Swapping', 'Silicon Valley Execs Targeted in  SIM Swap  Hacking , $1 Million in Crypto Stolen', 'Hacking: 1 million dollars by exchanging a SIM card']9

Russia UMC Europe & Central Asia2021 December 22 https://www.msn.com/en-ae/news/world/belgian-military-battles-to-restore-systems-after-cyber-attack/ar-AAS3rLk[3045414, 3045485, 3049147, 3045698, 3043207, 3047953]['The Belgian army is the target of a hacker attack, the system has not been stabilized yet', 'A DANGEROUS SECURITY FLAW IN THE BELGIAN ARMY: Hackers found a loophole and paralyzed the system of the Ministry of Defense!', 'Belgian military in battle against cyber attack believed to have targeted Log4j flaw', 'Belgian defence ministry suffers cyber attack through Log4j exploitation', 'The Belgian Ministry of Defense - a victim of a cyber attack', 'Belgian military battles to restore systems after cyber attack']5

Mexico UMC Latin America & Caribbean2021 September 22 https://vanguardia.com.mx/noticias/plataforma-nacional-de-transparencia-fue-hackeada-desde-el-extranjero-informacion-no-estuvo-en-riesgo-inai-AA839893[2885899, 2890110, 2885891, 2885895, 2885889, 2885885, 2885892, 2885902, 2885904, 2885887, 2885886, 2885897, 2885888, 2885894, 2887997]['National Transparency Platform hacked, reports INAI', 'Hacking of the National Transparency Platform came from abroad: INAI', 'INAI National Transparency Platform Hacked', 'INAI denounces hacking of Transparency Platform', 'And the data? INAI hacked after attack on National Transparency Platform', 'INAI reports hacking in the National Transparency Platform', 'INAI reports hacking in the National Transparency Platform', 'They hack the National Transparency Platform', "INAI's National Transparency Platform suffers hacking", 'National Transparency Platform is intermittent due to hacking, reports the INAI', 'INAI reports attack or hacking of the National Transparency Platform', 'INAI denounces hacking of Transparency Platform – Zócalo Newspaper | News from Saltillo, Piedras Negras, Monclova, Acuña', 'Hacking of the INAI platform continues; origin of the attack remains unknown – Zócalo Newspaper | News from Saltillo, Piedras Negras, Monclova, Acuña', 'Report hacking of the INAI platform', 'National Transparency 14

China UMC East Asia & Pacific2020 August 8 https://tech.sina.com.cn/digi/2020-08-08/doc-iivhvpwx9952299.shtml[2650099, 2648972, 2648973, 2647260, 2648971]['Police in Yangzhou, Jiangsu cracked a huge online game hacking case with over 3 million accounts stolen | Eat Chicken |', 'Yangzhou police cracked a huge online game hacking case, more than three million account stolen', 'Yangzhou police cracked a huge online game hacking case, more than 3 million accounts were stolen - Warning!', 'Newsletter｜A large online game hacking case was cracked and more than 3 million Chiji accounts were stolen _ Original _ Science and Technology Channel Home _ Financial Network - CAIJING . COM . CN', 'PUBG super hacking case solved, more than 3 million eating chicken account stolen_Sina Technology_Sina.com']4

Ukraine LMC Europe & Central Asia2018 November 15 https://www.ukrinform.ua/rubric-society/2580480-sajt-mintot-znovu-atakuvali-hakeri.html[2165341, 2165369, 2165348, 2165353, 2165349, 2165363, 2165346]['Hackers attacked the Ministry of TOT website again: what is known', 'The website of the MinVOT was attacked by hackers again - National Bank of News', 'The Ministry of TOT announced a new hacker attack on the site', 'The Ministry of TOT again announced a cyber attack on the website', 'MinWOT announced a new hacker attack on the site', 'Hackers attacked the MinWOT again - Latest news today', 'Hackers attacked the website of the Ministry of Education and Culture again']6

Russia UMC Europe & Central Asia2018 August 28 https://www.kommersant.ru/doc/3725592[1951075, 1957574, 1959466, 1957575, 1951074, 1962365, 1954069]['ESET: Turla hackers attack Microsoft Outlook users', 'Hackers attack Microsoft Outlook users', 'New from the creator of hackers: a backdoor spy that exploits Outlook', 'Microsoft Outlook users are victims of hackers', 'Eset: Turla hackers attack Microsoft Outlook users', 'New from the hackers: a backdoor exploit that exploits Outlook', 'Hackers used Microsoft Outlook to break into government institutions in Europe']6

Denmark HIC Europe & Central Asia2018 May 14 https://www.bt.dk/danmark/dsb-ramt-af-massivt-hackerangreb[1658970, 1658610, 1657846, 1657844, 1657843, 1657845, 1657841, 1657865, 1657842]['Hacker attack caused Danish DSB to crash', "Hackers knocked out DSB's ticketing system", "That's why you couldn't buy tickets yesterday: DSB was hacked", 'DSB : Hacker attack was to blame for technical breakdown | Inland', 'DSB : Hacker attack was to blame for technical breakdown', 'DSB: Hacker attack was to blame for technical breakdown - sn. dk - Front page', 'DSB hit by hacker attacks', 'Hackers shut down DSB IT with DDoS attacks – News', 'DSB hit by massive hacker attack']8

Russia UMC Europe & Central Asia2017 November 2 https://rg.ru/2017/11/02/cik-kirgizii-soobshchil-o-popytkah-vzloma-servera-vo-vremia-vyborov.html[935091, 944457]['The CEC of Kyrgyzstan spoke about hacker attacks on the day of the presidential election', 'Central Election Commission of Kyrgyzstan reported attempts to hack the server during the elections - Russian newspaper']1

United StatesHIC North America 2021 July 26 https://www.darkreading.com/attacks-breaches/florida-deo-discloses-data-breach-affecting-58-000-accounts[3413582, 3413589, 3414660, 3414672, 3414656, 4142660, 3413587, 3417481]['Florida DEO data breach targeted more than 57 , 000 accounts', 'Report : Thousands targeted in Florida DEO unemployment data breach', 'Nearly 58K targeted in Florida CONNECT website data breach , DEO says', 'Officials : Information from people claiming unemployment benefits could have been hacked', 'Nearly 58 , 000 unemployment accounts impacted by DEO data breach', 'Florida DEO warns of unemployment data breach', 'Florida unemployment site hacked , exposing personal data on 58 , 000 claimants', 'Florida DEO Discloses Data Breach Affecting 58 , 000 Accounts']7

United StatesHIC North America 2017 February 25 https://tribune.com.pk/story/1280121/russian-hackers-penetrated-us-electricity-grid-report/[248342, 260044, 242594, 225183, 219726]['Oil and Gas : Hackers drawn to energy sector lack of sensors , controls', 'Security Fail : Hackers Drawn to Energy Sector Lack of Controls', 'Let Act Now to Prevent Hacking of the Power Grid', 'US power grid could be hacked , needs better cybersecurity', 'Russian hackers penetrated US electricity grid : report']4

PhilippinesLMC East Asia & Pacific2017 January 10 http://davaotoday.com/main/human-rights/media/hacking-downs-nujp-website/[55224, 55221, 55213]['NUJP website hacked by  enemies of press freedom , free expression  ', 'Hackers shut down NUJP website ', 'Hacking downs NUJP website']2

United KingdomHIC Europe & Central Asia2017 June 13 https://www.computing.co.uk/ctg/news/3011815/hackers-are-selling-data-from-uae-and-qatar-banks-on-the-dark-web[576656, 576653]['Hackers  are selling data  from UAE and Qatar banks on the dark web', 'Dark web : Hackers selling stolen data from Qatar National Bank and UAE InvestBank']1

United KingdomHIC Europe & Central Asia2018 July 3 https://www.derbytelegraph.co.uk/news/uk-world-news/nhs-data-breach-opt-out-1742658[1792992, 1789732, 1789359, 1805118, 1792994, 1792376]['Additional checks for health workers after NHS data breach', 'NHS data breach affects 150 , 000 patients', 'NHS data breach affects 150 , 000 patients in England', 'NHS data breach scandal as details of 150 , 000 patients shared without permission', 'Data breach by NHS could affect thousands of patients', 'National Health Service Data Breach Affects 150 , 000 Patients In England']5

United StatesHIC North America 2018 August 14 https://siliconangle.com/2018/08/13/researcher-finds-leading-police-body-cameras-easily-hackable/[1912802, 1912822, 1915192, 1920303, 1914835, 1908526, 1912002, 1914272, 1922006, 1919029, 1915701]['Hackers Can Turn Body Cameras Into Malware Spewing Machines , Security Expert Says', 'Footage from Police Body Cameras Can be Altered by Hackers , Researcher Says', 'Police body cameras can be used by hackers and criminals', 'Police cameras are almost invulnerable to hacker attacks', 'Hackers can infiltrate police body cameras to tamper with evidence', 'Police Bodycams Can Be Hacked to Doctor Footage', 'Security flaws could open body cameras up to hacks', 'Police body cameras open to hackers', 'Police body cameras can be hacked by criminals , warns expert', 'Police Body Cams Are Shockingly Easy to Hack Into and Manipulate', 'Researcher finds leading police body cameras can be easily hacked']10

United StatesHIC North America 2020 August 3 https://allafrica.com/stories/202008031039.html[4241114, 2643991, 2640156, 2643995, 2643398, 2641379, 4241825, 2642742, 2640171, 2640055]['Togo church leaders in crosshairs of Israeli spyware and WhatsApp exploit', 'Togolese bishop , supportive of political reform , targeted by spyware', 'Breaking News | Togo : Togo Church Leaders in Crosshairs of Israeli Spyware and WhatsApp Exploit', 'Anger In Togo After Government Accused Of Using Spyware On Critics', 'Anger in Togo after government accused of using spyware on critics', 'Togo: a Catholic bishop targeted by spyware via WhatsApp', 'Togo : Togo Church Leaders in Crosshairs of Israeli Spyware and WhatsApp Exploit', 'Togo : Senior clergymen and civil society actors among Whatsapp users targeted by NSO spyware | Business & Human Rights Resource Centre', 'Togo Church Leaders in Crosshairs of Israeli Spyware and WhatsApp Exploit', 'Senior clergy among Togo activists said targeted by Israeli spyware']9

United StatesHIC North America 2020 September 10 https://www.newsweek.com/argentina-ransom-hackers-bitcoin-1530889[4253759, 2693757]['Argentina Government Refuses to Pay $4M Bitcoin Ransom to Hackers Who Paralyzed Its Borders', 'Argentina Refuses to Pay Ransom After Hackers Force Border Shutdown , Demand Millions in Bitcoin']1

Mexico UMC Latin America & Caribbean2021 September 15 https://www.jornada.com.mx/2021/09/15/economia/022n1eco[2876319, 2876320]['La Jornada - Increase in cyber attacks against the financial sector, warns the BdeM', 'La Jornada : Increased cyber attacks against the financial sector , warns the BdeM']1

United StatesHIC North America 2021 December 2 https://www.newser.com/story/314034/400k-patients-data-exposed-in-planned-parenthood-hack.html[3010466, 3010477, 3010480, 3010609, 3010513, 3010675, 3008859, 3010606, 3010572, 3010614, 3010559, 3010612, 3012413, 3014619, 3010604, 3010608, 3010611, 3012355, 3012356, 3010615, 3009756, 3012359, 3010512, 3010554, 3010465, 3010474, 3010022, 3010542, 3009358, 3010366, 3009928, 3009273, 3010613, 3010605, 3010610, 3010467, 3010571, 3010386, 3010652]['Planned Parenthood data breach affects 400 , 000 patients in LA', '400 , 000 Planned Parenthood Patients Hit By Data Breach', 'Data breach affects 400 , 000 Planned Parenthood patients in L . A . ', 'Planned Parenthood Los Angeles clinics hit by ransomware ; patient data stolen | HOT 96 | Today Hit Music', 'Planned Parenthood Los Angeles hit with ransomware attack', '400k patients info leaked in Planned Parenthood ransomware hack', 'Planned Parenthood Los Angeles says hack breached 400 , 000 patient information', 'Planned Parenthood Los Angeles clinics hit by ransomware ; patient data stolen | 1450 AM 99 . 7 FM WHTC', 'Planned Parenthood Says Hacker Compromised Information for 400 , 000 Patients', 'Planned Parenthood Los Angeles clinics hit by ransomware ; patient data stolen | WSAU News / Talk 550 AM · 99 . 9 FM', 'Ransomware attack on Planned Parenthood LA exposes info for 400 , 000 patients', 'Planned Parenthood Los Angeles clinics hit by ransomware ; patient data stolen | WABX 107 . 5', 'Planned Parenth38

United StatesHIC North America 2021 March 30 https://www.columbiamissourian.com/news/state_news/irs-warns-of-phishing-scam-targeting-colleges-universities-with-edu-addresses/article_c6107668-55aa-5017-981d-cfbfb9c890ca.html[3211802, 3209224, 3206724, 3207746, 3207758, 3207760]['Scam Alert : IRS Warns Of Tax Refund Phishing Email Scheme', 'IRS Warns of Higher Education Phishing Scam - Infosecurity Magazine', 'IRS warns of phishing scam targeting colleges , universities', 'Tax - Refund Phishing Scam Targets College Students and Staff , IRS Warns', 'IRS Warns of Phishing Scam Targeting Colleges , Universities', 'IRS warns of phishing scam targeting colleges , universities with . edu addresses']5

United StatesHIC North America 2022 August 9 https://healthitsecurity.com/news/ca-health-system-reaches-340k-settlement-over-healthcare-data-breach[3747559, 3745966]['Data Breach Lawsuit Costs Salinas Valley Memorial Healthcare System $340K', 'CA Health System Reaches $340K Settlement Over Healthcare Data Breach']1

United StatesHIC North America 2019 April 30 https://www.daily-jeff.com/news/20190430/fbi-ransomware-behind-cleveland-airport-info-screen-woes[5042082, 4467000, 4018052, 4463350, 4020178, 4461374, 4462604, 4466952, 4464700, 4467011, 4464796, 4023595, 4464727, 4464703, 4461375, 4461450, 5040016, 4018048, 4464707, 4464704, 4464711, 4020168, 4461453, 4464706, 4464710, 4459915, 4464712, 4467006, 4018803, 4467010, 4464705, 4460038, 4464732, 4019875, 4466931, 4467009, 4466947, 4464729, 4463289, 4467805]['Cleveland Hopkins International Airport addresses issues from malware on computer systems', 'FBI : Ransomware behind Cleveland airport info screen woes | News , Sports , Jobs', 'The Investigator | Technical outages at Cleveland Hopkins Airport apparently caused by hack', 'Flight screens still out at Cleveland Hopkins Airport one week after malware discovery', 'Cleveland says airport info screen woes werent from hacking', 'Ransomware demand is behind cyber attack at Cleveland Hopkins Airport . ', 'City officials : No hacking , no ransom demanded in Cleveland Hopkins International Airport malware incident', 'FBI : Ransomware behind Cleveland airport info screen woes | Ohio', 'City of Cleveland admits ransomware was found on Cleveland Hopkins Airport computers', 'FBI : Ransomware behind Cleveland airport info screen woes - News - The Review', 'Flight screens working again at Cleveland Hopkins Airport after going dark amid malware discovery', 'Email service fully restored to Cleveland Hopkins Airport employees 39

United StatesHIC North America 2019 November 19 https://www.wafb.com/2019/11/19/filing-deadline-state-taxes-payments-extended-due-ransomware-attack/[4902637, 4887936]['Post cyber attack recovery : Certain taxes due Nov . 20 , now due Nov . 27', 'Filing deadline for state taxes , payments extended due to ransomware attack']1

United StatesHIC North America 2019 May 30 https://lex18.com/news/covering-kentucky/2019/05/30/3-rallys-in-kentucky-affected-by-data-breach/[4034659, 4511631, 5043042]['Rally announces data breach affecting Lexington , Winchester restaurants', 'KY among state affected by Rally data breach', '3 Rally Restaurants In Kentucky Affected By Data Breach']2

United StatesHIC North America 2017 July 18 http://www.financialexpress.com/world-news/us-defence-material-hacked-two-iranians-charged-for-stealing-sensitive-software-used-to-design-bullets-warheads/767654/[673813, 680286, 677419, 677365, 675010, 677364, 677427, 675251, 675335, 674408, 676403, 677408, 677418, 675981, 676418, 1220512, 674731, 674436, 673805, 675259, 677375, 675260]['Two Iranians charged in US over hacking defense materials', 'Two Iranians Charged For Hacking Defense Contractor And Stealing Weapons Software', 'Iranians charged with hacking US defence software', 'Two Iranian Men Charged With Hacking Vermont Tech Company', '2 Iranian men charged with hacking Vermont software company › Medicine Hat News', 'Iranian hackers breached Vermont tech company to bypass sanctions , embargo controls : DOJ', 'U . S . charges Iranian nationals for hacking , reselling weapon software', 'Two Iranians charged in US over hacking defence materials', 'Two Iranians Charged with Hacking US Defense Industry', '2 Iranian men charged with hacking Vermont software company ', 'Iranian duo charged with hacking US missile simulation software biz • The Register', 'Two Iranians Charged in US for Hacking , Selling Weapons Software', 'U . S . charges Iranian nationals for hacking and reselling weapon software', 'Two Iranians charged in US over hacking defense materials ', 'Cyberheist suspects charged fo21

United StatesHIC North America 2018 March 11 https://www.haaretz.com/israel-news/data-breach-left-millions-of-israeli-kids-pics-vulnerable-to-hacking-1.5889251[1488631, 1482835]['Researchers Spot Baby Hacking Threat - Jewish News | Israel News', 'Data breach left millions of Israeli kid pictures vulnerable to hacking - Israel News']1

United StatesHIC North America 2020 May 28 https://www.govtech.com/security/New-Mexico-County-Government-Falls-Victim-to-Ransomware.html[2532084, 2532111, 2532083]['Rio Arriba County hit in ransomware cyberattack', 'Rio Arriba County hit in ransomware cyberattack [ The Santa Fe New Mexican ] ', 'New Mexico County Government Falls Victim to Ransomware']2

France HIC Europe & Central Asia2022 November 4 https://securite.developpez.com/actu/338259/Des-pirates-francophones-ont-derobe-30-millions-de-dollars-dans-des-campagnes-de-harponnage-de-banques-et-de-telecoms-dans-15-pays-en-Afrique-en-Amerique-latine-et-en-Asie/[3868054, 3868542]['French-speaking hackers have stolen 30 million dollars in spear-phishing campaigns of banks and telecoms in 15 countries, in Africa, Latin America and Asia', 'French-speaking hacker group stole several hundred million from banks']1

Mexico UMC Latin America & Caribbean2020 March 10 https://lopezdoriga.com/economia-y-finanzas/secretaria-de-economia-reanuda-tramites-tras-hackeo/[2392799, 2392786, 2392806, 2392789, 2392788, 2392805, 2392791, 2392800, 2392794, 2392801]['Ministry of Economy reestablishes procedures after cyber attack', 'Ministry of Economy resumes procedures this Tuesday after hacking • Forbes México', 'The Ministry of Economy reestablishes online procedures, 15 days after suffering a hack', 'They resume this Tuesday procedures in Economy after hacking', 'Ministry of Economy reestablishes procedures after hacking', 'After hacking the Ministry of Economy announces resumption of procedures', 'Ministry of Economy resumes procedures after hacking into its systems', 'Two weeks after the hack, the Ministry of Economy will resume procedures this Tuesday', 'They resume procedures in SE tomorrow after hacking', 'Ministry of Economy resumes procedures after hacking']9

South KoreaHIC East Asia & Pacific2018 October 22 http://daily.hankooki.com/lpage/society/201810/dh20181022165839137780.htm[2111773, 2129637, 2111764, 2111765, 2111771, 2129638, 2109524, 2109535, 2114516, 2111747, 2111749, 2109796, 2109521, 2109513, 2109537, 2109520, 2109533, 2109530, 2109526, 2109518, 2109543, 2111761, 2129639, 2111746, 2111745, 2109532, 2111748, 2111774, 2111752, 2109528, 2111766, 2109531, 2109529, 2111750, 2111758, 2111756, 2109525, 2129636, 2109511, 2111762, 2109519, 2109523, 2111755, 2109516, 2109515, 2109512]["Hacker who even changed Jaemyung Lee's email password, what kind of punishment will he face?", "Police, full-scale investigation into governor Lee Jae-myung's e-mail hacking... IP tracking", "MK News - Jaemyung Lee's email was hacked... Call the police soon", "Governor Lee Jae-myung's email account hacked...檢 investigation request", "Lee Jae-myung's e-mail hacking accusation... Why did you apply to the Seoul Metropolitan Police Agency?", "Police begin investigation into Lee Jae-myeong's e-mail hacking... IP tracking", "Jaemyung Lee's email was hacked... Review of investigative request - The Herald Economy", 'Unidentified hacker, Lee Jae-myeong email hacking … Forged ID to change password', "Lee Jae-myeong's e-mail hacking case, what level of punishment?", 'Email hacking Lee Jae-myeong requested Seoul Metropolitan Police Agency to investigate : National : Society : News : The Hankyoreh', "MK News - Governor Lee Jae-myung's email hacked... Review request for investigation by police", "Jaemyung Lee's email acc45

Spain HIC Europe & Central Asia2017 September 23 http://www.elobservador.com.uy/datos-los-usuarios-la-salud-estan-expuestos-las-manos-hackers-n1123065[1261602, 849100, 841448]['Medical data, an increasingly attractive booty for hackers', 'Hacking the NHS : leaders fear the widespread loss of patient data', 'Data of health users are exposed to the hands of hackers']2

Canada HIC North America 2022 July 26 https://www.politico.com/news/2022/07/26/canadian-parliamentarians-police-use-spyware-00048044[3726781, 3728482, 3726780, 3726785, 3726779, 3726784, 3726782, 3728480]['A parliamentary committee will examine the use of spyware by the RCMP', 'Privacy Committee to Conduct Study of Spyware Tools Used by RCMP', 'Privacy committee to conduct study of spyware tools used by RCMP | iNFOnews | Thompson - Okanagan News Source', 'Use of spyware by the RCMP will be examined by a parliamentary committee', 'Privacy committee to conduct study of spyware tools used by RCMP', 'MPs to study RCMP use of spyware tools', 'Privacy committee to conduct study of spyware tools used by RCMP - Canada News', 'Canadian Parliament to probe police use of spyware']7

China UMC East Asia & Pacific2022 January 11 https://www.breitbart.com/asia/2022/01/11/philippines-election-commission-investigates-claim-server-hacked/[3446302, 3448733, 3445723]['Philippines election body probes hacking report , says no breach', 'Philippines polls panel probes hacking report , says no breach', 'Philippines Election Commission Investigates Claim  Server Hacked  ']2

Canada HIC North America 2019 May 8 https://www.cowichanvalleycitizen.com/news/freedom-mobile-hit-by-data-breach-company-says-up-to-15000-customers-affected/[5076661, 4473844, 5076628, 5076633, 5076639, 5076635, 5076652, 5076653, 5076650, 5076644, 5076615, 5076638, 5076655, 5076648, 5076637, 5076656, 5076654, 5076643, 5076632, 5076636, 5076657, 5076630, 5076629, 5076646, 5076640, 5076641, 5076647, 5076642, 5076614, 5076651, 5076658, 5076631, 5076645, 5076649, 5076634, 5076625]['Freedom Mobile hit by data breach , company says up to 15 , 000 customers affected – Vanderhoof Omineca Express', 'Freedom Mobile data breach impacts thousands of customers', 'Freedom Mobile hit by data breach , company says up to 15 , 000 customers affected – Red Deer Advocate', 'Freedom Mobile hit by data breach , company says up to 15 , 000 customers affected – Salmon Arm Observer', 'Freedom Mobile hit by data breach , company says up to 15 , 000 customers affected – Terrace Standard', 'Freedom Mobile hit by data breach , company says up to 15 , 000 customers affected – Maple Ridge News', 'Freedom Mobile hit by data breach , company says up to 15 , 000 customers affected – Campbell River Mirror', 'Freedom Mobile hit by data breach , company says up to 15 , 000 customers affected – Chilliwack Progress', 'Freedom Mobile hit by data breach , company says up to 15 , 000 customers affected – Kimberley Daily Bulletin', 'Freedom Mobile hit by data breach , company says up to 15 , 000 customers affected – Ladysm35

United StatesHIC North America 2017 January 6 http://www.1913intel.com/2017/01/05/inside-the-ring-plas-hacking-hotel-washington-times/[37085, 26459, 30235]['PLA ’ s hacking hotel', 'Inside the Ring : PLA hacking hotel', 'Inside the Ring : PLA ’ s hacking hotel – Washington Times']2

United StatesHIC North America 2018 June 26 http://www.nydailynews.com/news/national/ny-news-disney-reedy-creek-phishing-20180626-story.html[1775275, 1775240, 1772678]['CAPL ONE : Disney Reedy Creek loses $94 , 000 in email hack', 'Disney Reedy Creek loses $94 , 000 in email hack', 'Disney Reedy Creek loses $94 , 000 in phishing scheme']2

United StatesHIC North America 2018 September 20 https://healthitsecurity.com/news/independence-blue-cross-admits-to-healthcare-data-breach[2011900, 2011898, 2011907, 2011919, 2018698, 2018488]['Independence Blue Cross discloses data breach by employee ; 17 , 000 affected', 'Independence Blue Cross of Pa . data breach affects members', 'Independence Blue Cross discloses data breach by employee', 'Business : Independence Blue Cross discloses data breach', 'Independence Blue Cross reports data breach affecting 17 , 000 members', 'Independence Blue Cross Admits to Healthcare Data Breach']5

Israel HIC Middle East & North Africa2020 January 29 https://www.blacklistednews.com/article/76120/iranian-news-agency-targeted-by-us-sanction-resorts-to-hacking-to-get-domain.html[2307172, 2315235]['Iran admits to using hacking to avoid US sanctions on news website', 'Iranian News Agency Targeted By US Sanction Resorts To Hacking To Get Domain Back']1

United StatesHIC North America 2020 October 12 https://www.zdnet.com/article/hacker-groups-chain-vpn-and-windows-bugs-to-attack-us-government-networks/[2742798, 2740684]['Hacker Campaign Targets Gov VPN , Windows Vulnerabilities', 'Hacker groups chain VPN and Windows bugs to attack US government networks']1

China UMC East Asia & Pacific2018 June 8 http://hb.ifeng.com/a/20180608/6638970_0.shtml[1732047, 1727872]['A hacker in Hubei attacked a shopping platform and defrauded 8 million gold and diamonds with 106 yuan _ Phoenix News', 'Hubei has investigated 1,289 cyber-related crimes this year, and hackers defrauded 8 million gold jewelry from 100 yuan _ Hubei Channel _ Phoenix.com']1

Ukraine LMC Europe & Central Asia2018 June 5 https://lb.ua/news/2018/06/05/399508_hakeri_pitalis_atakovat.html[1719943, 1719945]['Hackers tried to attack the diplomatic mission of a NATO country through the Ministry of Health', 'Hackers tried to attack the diplomatic mission of a NATO country through an enterprise of the Ministry of Health']1

Russia UMC Europe & Central Asia2017 February 2 https://ria.ru/world/20170202/1487058627.html[149811, 150044, 171786, 149808]["These are not toys for you: hackers attacked a children's store in the USA", "Hackers attacked ToysRUs chain of children's stores", 'After Toys  R  Us online hack attempt , youd', "In the US, the largest chain of children's stores reported a cyber attack"]3

Israel HIC Middle East & North Africa2019 August 8 https://siliconangle.com/2019/08/07/bahrain-targeted-iranian-hackers-tensions-rise-persian-gulf/[4655948, 4650673, 4654595]['Wall Street Journal reports Bahrain targeted by Iranian cyber attacks - Middle East', 'Wall Street Journal: Iranian hackers suspected of attacking Bahraini institutions', 'Bahrain targeted by Iranian hackers as tensions rise in the Persian Gulf']2

Qatar HIC Middle East & North Africa2017 July 31 http://www.qatar-tribune.com/news-details/id/78485[707257, 707258, 1221385, 707256]['Qatari newspaper Lusail website hacked by  UAE hackers  ', 'Lusail newspaper site  hacked by Emiratis  ', 'Hackers target UAE government websites and banks ', 'UAE at it again ! Emiratis hack Lusail newspaper website']3

United StatesHIC North America 2018 June 7 http://www.theregister.co.uk/2018/06/07/vigilance_hacker_charged/[1723504, 1726547, 1726819]['19 - year - old charged for alleged hack of Minnesota government databases - Story', '  Vigilance  hacker charged over Minnesota government attacks • The Register', 'BreachExchange :  Vigilance  hacker charged over Minnesota government attacks']2

NetherlandsHIC Europe & Central Asia2020 March 26 https://www.wired.com/story/north-korea-hacking-zero-days-google/[2426316, 2424760]['South Korea hacked North Koreans through 5 zero days', 'An Elite Spy Group Used 5 Zero - Days to Hack North Koreans']1

United StatesHIC North America 2021 September 29 https://www.union-bulletin.com/news/large-cyber-attack-leads-to-local-phone-outages-in-walla-walla/article_1c955f2e-20a3-11ec-a4f0-438a9eefaf38.html[2906104, 2900320]['Cyber attack that took out phones  determined and deliberate , according to Walla Walla PocketiNet president', 'Large cyber attack leads to local phone outages in Walla Walla']1

United KingdomHIC Europe & Central Asia2019 April 15 https://www.jiji.com/jc/article?k=20190415038501a&g=afp[4435156, 4434552, 4433987, 4434561, 4010061, 4434557, 4437054, 4434242, 4437038, 4437041, 4433535, 4010133, 4438704, 4435782, 4434588, 4443664, 4435555]['Triton malware penetrated critical Saudi Arabian infrastructure', 'Trisis ( Triton ) Malware Discovered Targeting Second Facility', 'Triton hackers return with new , covert industrial attack', 'SAS 2019 : Triton ICS Malware Hits A Second Victim', 'Warning issued on industrial plants as  Triton  hack resurfaces | World | thenews . com . pk', 'Second target hit by notorious TRITON malware', 'Triton malware group found in second compromised facility', 'Triton Hackers Focus on Maintaining Access to Compromised Systems : FireEye', 'Experts warn hackers behind  murderous malware  Triton are BACK , targeting  critical infrastructure  ', 'Triton industrial malware group still active , researchers warn', 'Industrial malware Triton claims second victim - ICT news', 'Warning issued on industrial plants as  Triton  hack ... ', 'Warning issued on industrial plants as  Triton  hack resurfaces', 'The Triton malware very active in industrial sabotage', 'A Peek Into the Toolkit of the Dangerous  Triton  Hackers', 'Malware "16



Russia UMC Europe & Central Asia2018 December 7 http://www.rosbalt.ru/russia/2018/12/07/1751737.html[2211010, 2211008, 2211009]["The Prosecutor General's Office sent to court the case of hackers who hacked the Koltsovo airport database", 'In Yekaterinburg, 21 hackers will be tried for hacking airport data', 'The case of hacking the database of the Yekaterinburg airport "Koltsovo" was sent to the court']2

Ukraine LMC Europe & Central Asia2018 May 17 https://zaxid.net/minenergo_tri_tizhni_ne_mozhe_vidnoviti_zlamaniy_hakerami_sviy_noviy_sayt_n1456849[1668683, 1668698, 1668685, 1668696, 1668687, 1668691, 1668695, 1668684, 1668690, 1668689, 1668699, 1668693]['The Ministry of Energy and Coal cannot restore the website after the hack', 'The Ministry of Energy was unable to restore the website three weeks after the hacker attack', 'Three weeks after the hacking of the new website, the Ministry of Energy and Coal could not restore its work', 'After hacking by hackers, the new website of the Ministry of Energy not only did not work, but also lost its hosting / News / F AZA', 'The Ministry of Energy and Coal Industry was unable to restore the work of its website after the hack', 'Ministry of Energy for three weeks after the attack by hackers has not restored the site . Capital', 'Ministry of Energy and Coal Industry did not restore work in three weeks after the hacker attack | Economy news', 'The Ministry of Energy and Coal Industry cannot restore the site after a hack', 'Ministry of Energy for three weeks after the hacker attack did not restore the site', 'The Ministry of Energy and Coal Industry failed to restore its work three weeks after the hacking of the new sit11

India LMC South Asia 2022 September 22 https://zeenews.india.com/india/nupur-sharma-fallout-hackers-from-bangladesh-targeted-500-indian-govt-websites-2513145.html[3804011, 3804014, 3804013]['Hackers from Bangladesh target Indian government websites , servers', 'Nupur Sharma fallout : Hackers from Bangladesh targeted 500 govt websites across India', 'Nupur Sharma fallout : Hackers from Bangladesh targeted 500 Indian govt websites']2

United StatesHIC North America 2022 September 7 https://www.theverge.com/2022/9/7/23341045/former-conti-ransomware-gang-target-ukraine-google[3785091, 3784712, 3784726, 3783496]['Former Conti Ransomware Members Join Initial Access Broker Group Targeting Ukraine', 'Google says former Conti ransomware members now attack Ukraine', 'Former members of the Conti group involved in cyber attacks on Ukraine', 'Former Conti ransomware gang members helped target Ukraine , Google says']3

Germany HIC Europe & Central Asia2022 October 24 https://themedialine.org/headlines/hackers-break-into-irans-atomic-energy-organization/[3851279, 3851664, 3848568, 3850555, 3851736, 3851786, 3854604, 3850817, 3850528, 3850551, 3851665, 3851793, 3851556, 3850532, 3850550, 3850301, 3852845, 3852614, 3851792, 3851666, 3851667, 3851119, 3852223, 3850902, 3851668, 3849277, 3842600, 3850398, 3850796, 3850538, 3850711, 3851421, 3851558, 3850527, 3850885, 3851891, 3850342, 3850605, 3855622, 3851561, 3850541, 3851659, 3850393, 3849278, 3842580, 3851776, 3851564, 3851258, 3850604, 3851726, 3851560, 3851727, 3851559, 3853062, 3850499, 3854705, 3859480, 3850395, 3850608, 3850906, 3854608, 3850860, 3850425, 3850886, 3850397, 3850655, 3851741, 3850606, 3850691, 3850525, 3850533, 3856099, 3850603, 3850633, 3849867, 3850391, 3851563, 3851155, 3851733, 3851126, 3850908, 3850529, 3851419]["Protesters hack Iran's nuclear agency's e-mails 1196568 | The voice of time", 'Continued struggle in Iran; Hacked Atomic Energy Corporation server | Continued struggle in Iran; Hacked Atomic Energy Corporation server', 'FBI Warns of Iranian Cyber Firm Hack - and - Leak Operations', "Boyen's media: Iran confirms hacking attack on nuclear power plant", 'Iran : Atomic Energy Organization email server hacked', 'Hackers breach Iran Atomic Energy subsidiary network', 'Iran Atomic Energy Organization Says E - Mail Was Hacked', 'Iran Atomic Energy Agency Says Its E - Mail Server Was Hacked', 'Iran confirms: hacking attack on nuclear power plant - flashpoints', "Demonstrations in Iran: Iran's nuclear authority reports cyber attack - hackers show solidarity with protest", 'Cyber attackers hack into Iran atomic energy agency as protests continue', '" Black Reward Iran\'s nuclear agency reports cyber attack : Hackers show solidarity with protests', 'Iran nuclear power plant hacked Cologne City - Gazette', 'Iran confirm82

United StatesHIC North America 2022 October 21 https://www.law360.com/legalethics/articles/1541732/law-firm-says-nevada-is-wrong-place-for-data-breach-row[3847643, 3847642]['Law Firm Says Nevada Wrong Place For Data Breach Row', 'Law Firm Says Nevada Is Wrong Place For Data Breach Row']1

Zimbabwe LMC Sub-Saharan Africa2019 April 1 http://www.itwebafrica.com/security/515-kenya/245709-spike-in-mobile-malware-attacks-in-kenya[4419166, 4418204]['Kenya Mobile Malware Attacks Intensify', 'Spike in mobile malware attacks in Kenya']1

United StatesHIC North America 2017 July 5 http://www.healthcareitnews.com/news/indiana-medicaid-warns-patients-health-data-breach[1211396, 638842, 1211037, 5033132, 638836, 1211363, 638422, 661472, 643667, 638846]['University of Iowa investigates potential data breach', 'The Australian Federal Police are investigating the Medicare data breach', 'University of Iowa Health Care warns thousands of patient data breach', 'Canberra reviewing online Medicare lookup after data breach • The Register', 'AMA wants answers over  deeply concerning  Medicare data breach', 'University of Iowa Hospitals and Clinics investigating data breach', 'Indiana Medicaid patients warned of possible data breach', 'University of Iowa Health Care Investigating Data Breach', 'Indiana Medicaid warns patients of health data breach', 'A real Mediscare : Data breach raises new concerns about security of health records']9

India LMC South Asia 2018 June 14 https://www.theage.com.au/world/north-america/cyber-attack-on-mexico-campaign-during-final-presidential-debate-20180614-p4zldb.html[1744749, 1744750, 1744812, 1743495, 1743838]['Mexican opposition party website hit by cyber attack', 'Website of a Mexican political opposition party hit by cyber attack', 'PressTV - Mexico campaign site reports cyber attack , blames rival', 'Cyber attack on Mexico campaign site triggers election nerves', 'Cyber attack on Mexico campaign during final presidential debate']4

United StatesHIC North America 2018 October 15 https://www.healthcare-informatics.com/news-item/cybersecurity/minnesota-dhs-acknowledges-increase-targeted-phishing-attacks[2081365, 2081306, 2105982, 2095063, 2106006, 2100766, 2081358, 2084983, 2087792, 2094563]['Rebound Orthopedics & Neurosurgery data breach may have affected 2 . 8K patients , employees 7 details', 'Phishing attack breaches insurance data of 37 , 000 patients for 1 month', 'Phishing scam hits Minnesota state agency ; 21 , 000 accounts affected', 'Surge In Phishing Email Scams Reported By State Police Cyber Crime Investigations Unit', 'Phishing scam hits state agency ; 21 , 000 accounts affected', 'Minnesota human services department struck by 2 separate phishing attacks', 'Rebound Orthopedics & Neurosurgery phishing attack results in data breach', 'Minnesota DHS Notifies Residents After Discovering Two Successful Phishing Attacks', 'Two phishing attacks on Minnesota DHS breach 21 , 000 patient records', 'Minnesota DHS Acknowledges Increase in Targeted Phishing Attacks']9

United StatesHIC North America 2020 January 23 https://www.cincinnati.com/story/news/2020/01/23/data-thousands-ohio-medical-marijuana-patients-exposed-breach/4543463002/[2303132, 2305717, 2303514, 2303504, 2305727, 2303521, 2303513, 2303515, 2303126, 2305721, 2303529, 2300556, 2303120, 2303546, 2303522, 2303129, 2303508]['Ohio medical marijuana patients exposed in data breach - Business - The Columbus Dispatch', 'Internet watchdog website : Ohio medical marijuana patient information may have been exposed in data breach | WBNS - 10TV Columbus , Ohio', 'Halethorpe cannabis dispensary AmediCanna affected by data breach , report shows', 'Personal Data of Cannabis Customers Leaked in Data Breach', 'At Least 30 , 000 Weed Customers Had Personal Info Leaked in Software Data Breach', 'Bloom Medicinals investigating reported Ohio medical marijuana patient data breach', 'Ohio medical marijuana patients among data breach that exposed personal details of thousands', 'Cannabis Dispensaries , Customers Exposed In Data Breach', 'Ohio medical marijuana patients among more than 30 , 000 exposed in data breach - News - The Columbus Dispatch', 'Company : Data breach at medical pot dispensaries not serious', 'Bloom Medicinals data breach impacts Ohio - Cincinnati Business Courier', 'Medical patient info exposed in major cannabis dispensary data16

Sweden HIC Europe & Central Asia2022 October 13 https://www.dn.se/sverige/myndigheten-lamslagen-efter-cyberattack-stora-mangder-data-stulna/[3837203, 3830595]['Extensive data breach at the Swedish Environmental Protection Agency', 'Serious data breach at the Swedish Environmental Protection Agency']1

Taiwan 0 0 2021 March 5 https://www.cardu.com.tw/news/detail.php?42771[3166280, 3171492, 3163464, 3163463, 3165251, 3168914]['Savings bank fraud in March 2021: be careful! With THESE phishing emails, consumers are being ripped off', '"Phishing" text messages become popular, many banks warn against counterfeiting', 'Phishing SMS "fraud" keeps going, Consumers\' Foundation urges FSC and banks to take active precautions - Society', "Bank phishing texts spread frequently, Consumers' Foundation appeals to expose 3 fraudulent channels - Lifestyle", "Bank phishing SMS scams are common, Consumers' Foundation proposes 4 ways to prevent fraud｜Kayou News Network", 'Beware of phishing! Savings Banks - Fake - Mails want to banking - data']5

South AfricaUMC Sub-Saharan Africa2021 November 25 https://guardian.ng/apo-press-releases/south-africa-kenya-and-nigeria-see-a-decrease-of-ordinary-threats-yet-experience-a-massive-increase-of-targeted-malware-schemes/[2999253, 2999522, 2998971]['Targeted Malware is Raging Across South Africa , Kenya & Nigeria - IT News Africa - Up to date technology news , IT news , Digital news , Telecom news , Mobile news , Gadgets news , Analysis and Reports', 'IT News Online - South Africa , Kenya and Nigeria see a decrease of ordinary threats , yet experience a massive increase of targeted malware schemes', 'South Africa , Kenya and Nigeria see a decrease of ordinary threats , yet experience a massive increase of targeted malware schemes']2

India LMC South Asia 2022 February 8 https://www.indiatoday.in/technology/news/story/hacker-group-that-targets-indian-military-government-found-using-new-android-trojan-to-hack-cameras-and-mic-1910223-2022-02-08[3494815, 3490596]['Hacker group that targets Indian military , government found using new Android trojan to hack cameras and mic – Indian Defence Research Wing', 'Hacker group that targets Indian military , government found using new Android trojan to hack cameras and mic']1

United StatesHIC North America 2022 December 22 https://www.unionleader.com/news/politics/voters/cybercom-disrupted-russian-and-iranian-hackers-throughout-the-midterms/article_02f9ba7d-3ab4-5935-aacd-40252fc40e48.html[3933855, 3933856]['Cybercom took aim at Russian , Iranian hackers throughout the midterms', 'Cybercom disrupted Russian and Iranian hackers throughout the midterms']1

India LMC South Asia 2017 February 1 http://www.newindianexpress.com/nation/2017/feb/01/press-trust-of-indias-twitter-account-hacked-1565928.html[144959, 144949, 144982, 144968, 144967, 144962]['PTI ’ s official Twitter account hacked , restored within minutes', 'twitter account of pti hacked , restore in 20 minutes', 'PTI twitter account hacked for nearly 20 minutes ; restored later', 'PTI twitter account hacked , restored after 20 minutes', 'Iran _ Crack outfit hacks PTI Twitter handle ! Account restored within minutes', 'Press Trust of India twitter account hacked']5

Iran LMC Middle East & North Africa2018 May 25 https://www.middle-east-online.com/en/iraq-orders-election-probe-amid-hacking-allegations[1690957, 1690310, 1691088]['Iraq orders probe after voting machines fail hacking test', 'Hacker intervention in the elections in Iraq?', 'Iraq orders election probe amid hacking allegations |']2

Vietnam LMC East Asia & Pacific2022 June 8 https://vietgiaitri.com/hon-5400-su-co-tan-cong-mang-vao-cac-he-thong-viet-nam-trong-5-thang-dau-nam-20220608i6482522/[3669203, 3673039, 3667850]['More than 5 . 400 incidents of cyber attacks on Vietnamese systems in the first 5 months of the year', 'More than 5 . 400 cyber attacks on Vietnamese information systems', 'More than 5 . 400 incidents of cyber attacks on Vietnamese systems in the first 5 months of the year - Digital World']2

Germany HIC Europe & Central Asia2020 January 14 https://www.finanzen.net/nachricht/aktien/hacker-legen-belgischen-maschinenbauer-lahm-und-fordern-loesegeld-8392878[2280826, 2280823, 2280822, 2280824]['Ransom demanded: hackers paralyze machine builders', 'Hackers paralyze Belgian mechanical engineering company', 'Hackers paralyze machine builders', 'Hackers paralyze Belgian mechanical engineering company and demand ransom']3

Russia UMC Europe & Central Asia2018 October 24 https://www.securitylab.ru/news/496109.php[2117485, 2117477, 2117483]['Student from Ufa convicted of hacking websites of Tatarstan and Perm region', 'KazanFirst - Student from Ufa convicted of hacking government websites of Tatarstan', 'Ufimets received a sentence for hacking the state sites of Tatarstan and the Perm Territory']2

Turkey UMC Europe & Central Asia2018 March 20 http://www.bursadabugun.com/haber/istanbul-da-sanal-korsanlar-fidye-icin-1-7-tbps-lik-rekor-hizla-saldirdi-936966.html[1510319, 1510320, 1510322]['Virtual hackers for ransom 1 . Attacked at a record 7 Tbps speed', 'Virtual hackers break records', 'Hackers in Istanbul for ransom 1 . Attacked at a record speed of 7 Tbps - Economy News']2

France HIC Europe & Central Asia2018 October 26 https://www.ledauphine.com/france-monde/2018/10/26/un-hacker-pirate-une-pompe-a-essence-des-milliers-de-litres-voles[2122960, 2122966, 2128703, 2122963, 2122962]['Hackers attack a gas pump: hundreds of liters of fuel stolen', 'Featured | Hacker hacks fuel pump: Thousands of liters stolen', 'Fuel: a theft in a station by electronic hacking', 'Various facts | Hacker hacks fuel pump: Thousands of liters stolen', 'France / World | Hacker hacks fuel pump: Thousands of liters stolen']4

United StatesHIC North America 2017 February 14 https://www.digi.no/artikler/dansk-teleselskap-hacket-na-krever-den-kriminelle-gruppen-millionbelop-for-de-sensitive-opplysningene/376584[187611, 184863, 187612, 189369]['Danish telecoms group 3 gets  blackmail  threat over data breach', 'data breach : danish telecoms group 3 gets  blackmail  threat over data breach , Telecom News , ET Telecom', 'Danish telecoms group 3 gets blackmail threat over data breach', 'Danish telecommunications company hacked: Now the criminal group is demanding millions for the sensitive information']3

Russia UMC Europe & Central Asia2017 December 5 http://www.newsweek.com/russia-accuses-pepsi-espionage-and-hacking-state-agencys-files-735316[1028813, 1028811, 1028742, 1030170, 1028810]['Vesti Ekonomika ― SHN : PepsiCo conducts hacker attacks on government agencies', 'Rosselkhoznadzor suspected PepsiCo of a hacker attack', 'News of the day : Pepsi suspected of hacker attacks on Russia', 'Russia Accuses Pepsi of Espionage and Hacking State Agency Files', 'Osselkhoznadzor suspected PepsiCo of a hacker attack for the purpose of commercial espionage → Roem . en']4

United KingdomHIC Europe & Central Asia2017 July 31 http://www.thenorthernecho.co.uk/news/15444123._Computer_geek__bragged_about_hacking_Durham_Police_and_British_Airways__costing_airline___100_000/[1223397, 1222517]['Computer  geek  boasted on Twitter after hacking Durham Police and British Airway websites', 'Seaham  computer geek  bragged about hacking Durham Police and British Airways , costing airline £100 , 000 ( From The Northern Echo ) ']1

India LMC South Asia 2018 August 16 http://www.thestandard.com.hk/breaking-news.php?id=112331[1929256, 1921177, 1920971, 1919255, 1920970, 1920215, 1925693, 1920776, 1923924, 1920779, 1923918, 1920781, 1920785, 1921049, 1923175, 1926777, 1923714, 1918397, 1921192, 1921991, 1921048, 1922480, 1925124, 1921500, 1920691, 1926118, 1923116]['Chinese hackers targeted U . S . firms , govt after trade mission', 'China hacking likely as Malaysia reviews projects , security firm says', 'Chinese hackers targeted US agencies during trade talks', 'Electronic security company: China supports hackers to target Malaysian companies', 'China hacking likely as Malaysia reviews projects , security firm says ： The Asahi Shimbun', 'Chinese hackers targeted U . S . firms , government after trade mission : researchers', "China's Tsinghua University attempts to hack US companies and government = information analysis firm", 'U . S . Cybersecurity Firm Accuses Chinese Hackers Of Targeting US Firms , Government Installations After Trade Mission', 'Hackers at  China MIT  targeted U . S . firms , government after Alaska trade mission : researchers', 'Chinese Hackers Targeted US Firms , Government After Trade Mission', "China's Tsinghua University attempts to hack US companies and government = information analysis company (August 17, 2018)", 'Chinese hackers targeted US26

United StatesHIC North America 2022 January 31 http://internetua.com/ishodnyi-kod-vredonosnogo-po-delauasxego-uyazvimymi-milliony-ustroistv-iot-popal-v-obsxii-dostup[3472763, 3477209]['Millions of Routers , IoT Devices at Risk as Malware Source Code Surfaces on GitHub', 'The source code of malware that makes millions of IoT devices vulnerable is in the public domain']1

Indonesia LMC East Asia & Pacific2020 November 26 https://computerworld.hu/ceginfo/tobb-mint-250-adathalasz-oldal-probalja-megszerezni-a-pubg-mobile-felhasznalok-adatait-287427.html[2776130, 2776132, 2776131, 2778248]["Wow, Hundreds of PUBG Mobile Phishing Pages Found, Here's How to Avoid Account Theft", 'Cyber \u200b\u200bsecurity experts find hundreds of phishing stolen PUBG Mobile accounts', 'Kaspersky Finds Hundreds of Phishing Steals PUBG Mobile Accounts', 'More than 250 phishing sites are trying to get the data of PUBG Mobile users']3

Ukraine LMC Europe & Central Asia2021 October 14 https://ria.ru/20211014/vzlom-1754527793.html[2927317, 2927007, 2929029, 2927318, 2927010, 2927302, 2927006, 2927011, 2927309, 2927296, 2927012, 2927033, 2927009, 2927299, 2927014, 2927298, 2927304, 2927026, 2927297]['The Consulate General of the Russian Federation in Kharkiv has deleted a post with congratulations on the Day of the Defender of Ukraine. They say they were hacked by unknown', "Consul of Russia in Kharkiv called account hacking a response to Medvedev's article", 'The Russian Foreign Ministry asks Ukraine to investigate the hacking of the page of the Russian Consulate General in Kharkiv', 'Congratulations on the page of the Consulate General of the Russian Federation in Kharkiv: Lavrov wants Ukraine to investigate a hacker attack', 'The Embassy of the Russian Federation turned to the Ministry of Foreign Affairs of Ukraine to investigate the hacking of accounts of the Consulate General', "Instagram - the page of the Consulate of the Russian Federation in Kharkiv was hacked by the People's Deputy", 'Unidentified persons hacked the pages of the Russian consulate in Kharkiv on Facebook and Instagram', 'The Consulate General of Russia in Kharkov called the hacking of their accounts a provocation', 'The Consulate18

NetherlandsHIC Europe & Central Asia2020 December 16 https://www.liputan6.com/tekno/read/4434523/top-3-tekno-peretasan-10-situs-web-pemda-tuai-perhatian[2801852, 2801854, 2809273]["Ethical hacker opens up: that's how easy it is to hack a municipal website", "Ethical hacker opens the book : that's how easy it is to hack a computer system", 'Top 3 Tekno: Hacking 10 Local Government Websites Gains Attention']2

SwitzerlandHIC Europe & Central Asia2020 May 29 https://www.landbote.ch/hacker-machen-daten-von-stadler-rail-publik-636003677241[2538906, 2533616]['Stadler Rail hack: hackers publish first data (update)', 'Railway builders are being blackmailed – hackers are making data from Stadler Rail public']1

United StatesHIC North America 2018 July 18 https://www.albawaba.com/editorchoice/hackers-breach-largest-clinical-labs-america-sparking-shut-down-1160614[1842822, 1842829, 1836946, 1839444, 1857198, 1842821, 1831100, 1835271, 1842804, 1837449]['LabCorp Health Testing Service Reveals Theyve Been Hacked', 'Network Hack Shuts Down LabCorp  isssource . com', 'USA: hackers break into the network of LabCorp, one of the largest American blood test laboratories', 'Blood - testing lab LabCorp grapples with data breach : 5 things to know', 'LabCorp Hack Hits Testing Processes', 'LabCorp shuts down IT system after possible hack attack', 'LabCorp blood testing labs hacked sparking fears exposing MILLIONS of patient records', 'LabCorp Data Breach 2018 : Were Your Patient Records Exposed ? ', 'Biggest Blood Testing Lab In The U . S . Breached By Hackers', 'Hackers Breach Largest Clinical Labs in America Sparking Shut Down']9

Pakistan LMC South Asia 2021 January 28 https://www.geo.tv/latest/332210-900000-hacking-incidents-occur-daily-in-pakistan-it-minister[3101348, 3101346, 3101347]['Aminul Haque says over 900 , 000 hacking incidents take place everyday', 'More than 9 lakh hacking happens in Pakistan every day, Federal Minister for IT', '900 , 000 hacking incidents occur daily in Pakistan : IT minister']2

France HIC Europe & Central Asia2020 May 20 https://fr.sputniknews.com/france/202005201043812694-xavier-niel-piratait-renault-et-le-telephone-de-mitterrand-pour-le-compte-des-services-secrets--/[4206422, 2524039, 2524750, 2515328, 2513265, 2518764]["Xavier Niel worked for the secret services and hacked President François Mitterand's cell phone", "A French media magnate was a spy who hacked Mitterrand's phone - Novinite. bg", 'Tycoon Xavier Niel says he was spy who hacked ex - French president', 'When Xavier Niel hacked Renault on behalf of the secret services', "Xavier Niel hacked Mitterrand's phone for the secret services", "Xavier Niel hacked Renault and Mitterrand's phone on behalf of the secret services - video"]5

South KoreaHIC East Asia & Pacific2017 January 4 http://www.diodeo.com/news/view/2004116[73887, 44873]['Chinese Hacker Attack Helps Individuals', 'Chinese hackers who hacked 400,000 personal and financial information and made 1.2 billion won']1

United StatesHIC North America 2021 December 1 https://thehill.com/policy/cybersecurity/583697-hackers-targeting-and-stealing-billions-from-iranian-citizens-in-texting[3007812, 3009713, 3005168, 3004251, 3008673]['Hackers "steal billions of Tomans of Iranian people\'s money" by sending fake text messages.', 'Iranians attack Iranians: hackers stole billions from citizens of the country -', 'A Hacking Spree Against Iran Spills Out Into the Physical World', 'Stealthy WIRTE hackers target governments in the Middle East', 'Hackers targeting and stealing billions from Iranian citizens in texting scheme']4

Canada HIC North America 2020 January 27 https://www.vicnews.com/news/canada-post-aware-of-ongoing-email-text-phishing-scams/[4164632, 4164634, 2302928, 4164631, 4164633]['Canada Post aware of ongoing email , text phishing scams – Goldstream News Gazette', 'Canada Post aware of ongoing email , text phishing scams – Oak Bay News', 'Scam Alert - Hacker Emails Reported in Acadiana', 'Canada Post aware of ongoing email , text phishing scams – Sooke News Mirror', 'Canada Post aware of ongoing email , text phishing scams – Victoria News']4

Russia UMC Europe & Central Asia2022 November 23 https://riafan.ru/23764464-hakeri_rahdit_opublikovali_informatsiyu_o_kursantah_i_prepodavatelyah_akademii_sbu[3893593, 3893596, 3893600, 3893602, 3893595]['The hacker group RaHDit hacked into the server of the SBU Academy', 'Hackers posted the data of 400 cadets and teachers of the SBU Academy', 'Hackers posted data of cadets and teachers of the SBU Academy on the Web', 'RaHDit hackers published information about cadets and teachers of the SBU Academy', 'VZGLYAD / RaHDit hackers published the data of cadets and teachers of the Academy of the Security Service of Ukraine :: News of the day']4

India LMC South Asia 2021 February 3 https://www.forbes.ru/newsroom/tehnologii/420187-reuters-hakery-iz-rossii-ili-kitaya-mogli-poluchit-dannye-chinovnikov[3117436, 3110934, 3111145]['Russian Hackers Infiltrate US Government Departments – Chennaionline', 'Hackers from Russia or China could have obtained the data of US officials', 'Reuters: Hackers from Russia or China may have obtained data from US officials']2

Ukraine LMC Europe & Central Asia2020 September 27 https://ua.korrespondent.net/world/4278305-azerbaidzhanski-khakery-atakuvaly-naibilshi-zmi-virmenii[2721796, 2721795]['Azerbaijani hackers attacked major Armenian media', 'Azerbaijani hackers attacked the largest mass media of Armenia']1

Russia UMC Europe & Central Asia2017 July 25 http://news.ngs.ru/more/50668841/[694163, 690874]['The site of the Sinar company from Novosibirsk fell victim to hackers', 'Hackers hacked into the site of the Novosibirsk factory "Sinar" - NGS. NEWS Novosibirsk']1

China UMC East Asia & Pacific2021 January 11 http://www.xinhuanet.com/english/2021-01/11/c_139658277.htm[3077428, 3433250, 3433249]['Ransomware attack forces three - week shutdown of NT Government IT system', 'Ransomware attack forces IT shutdown for Australian territory govt - World News', 'Ransomware attack forces IT shutdown for Australian territory govt - Xinhua']2

Canada HIC North America 2017 February 14 http://www.spamfighter.com/News-20748-BC-Liberal-Party-Premier-Charges-NDP-with-Hacking-into-Formers-Website.htm[175793, 172428, 172430, 1106904, 172431, 175840, 175807, 175795, 172414, 172420, 1107354, 1106901, 172436, 172408, 172403, 175804, 172434, 172427, 175839, 172409, 175841, 175799, 175847, 175803, 165265, 175802, 175796, 172397, 172399, 1106903, 175815, 175857, 172433, 175809, 175881, 175801, 1106907, 172429, 172423, 172421, 172404, 172410, 172445, 175879, 191793, 172398, 172413]['Christy Clark apologizes for false criminal hacking allegations', 'Premier Christy Clark alleges NDP hacked BC Liberal Party website', 'NDP threatens to sue Clark for alleging it hacked B . C . Liberal website', 'B . C . Premier Clark apologizes over claims NDP hacked her party ’ s website', 'Premier walks back hacking allegations against rival NDP ', 'Premier backs away from allegation that NDP hacked B . C . Liberal website', 'Independent B . C . politician says Clark hacking claims are laughable', 'Investigation launched into alleged hacking of BC Liberal Party website', 'B . C . NDP demands apology from Christy Clark over hacking claims', '  I did draw quick conclusions , Premier on hacking allegations against NDP ', 'B . C . election 2017 : How Christy Clark ’ s hacking smear backfired', 'Premier Christy Clark apologizes over claims NDP hacked her party website', 'Christy Clark dials back stunning hacking allegation against NDP', 'Mike Smyth : Christy Clark pressed for evidence of NDP hacking', 'NDP th46

Canada HIC North America 2018 June 7 http://www.homelandsecuritynewswire.com/dr20180607-russian-intelligence-pawns-ryan-no-fbi-spying-hacking-canada-s-2019-election-and-more[1718214, 1726811]['Canada 2019 election a likely target for Russian hackers , James Comey warns', 'Russian intelligence pawns ; Ryan : no FBI  spying ; hacking Canada 2019 election , and more']1

Nigeria LMC Sub-Saharan Africa2021 June 3 https://www.channelstv.com/2021/06/03/nigerian-arrested-for-800000-diversion-in-payroll-hacking/[3317094, 3317095, 3317098]['Nigeria : Another Nigerian Busted in U . S . for Stealing $800 , 000 in Payroll Hacking', 'Another Nigerian busted in U . S . for stealing $800 , 000 in payroll hacking', 'Nigerian Arrested For $800 , 000 Diversion In Payroll Hacking']2

United KingdomHIC Europe & Central Asia2018 August 28 http://www.netimperative.com/2018/08/gdpr-data-breach-complaints-up-160-since-new-digital-privacy-rules/[1954493, 1969804, 1954490, 1954503, 1954492]['160 % rise in data breach complaints following GDPR', 'Data breach reports see 75 % increase in last two years', '3 months after GDPR data breach complaints already more than doubled', 'Data breach complaints have more than doubled since GDPR', 'GDPR : Data breach complaints up 160 % since new digital privacy rules | Netimperative']4

Belgium HIC Europe & Central Asia2018 September 22 https://sputniknews.com/europe/201809221068244730-british-spies-hacked-belgian-telecom-firm-uk-government-orders/[2017357, 2017457, 2022760, 2016421, 2021533, 2021130, 2016417, 2020700, 2016788, 2016418, 2017356, 2023243]['London accused of hacking Belgacom', 'More indications that British hacked Belgacom', 'British spies  hacked Belgian telecoms firm for minister  | South China Morning Post', 'Investigation into the Belgacom hack: the British secret services implicated', 'British spies hacked into Belgacom on minister orders , claims report', "Details : British spies hacked Belgium's biggest telecom company", 'Belgacom hack investigation points to UK secret service', 'Snowden decryption confirmed : US government hacked Belgian communications company to obtain', 'Belgian justice accuses the United Kingdom of having hacked its main telecom operator', 'Belgacom hack investigation points to UK SECRET SERVICES', 'London singled out for hacking Belgian telecom operator', 'British Spies Hacked Belgian Telecom Firm on united kingdom Government Orders - Reports']11

South KoreaHIC East Asia & Pacific2022 September 20 https://www.fnnews.com/news/202209202333468166[3802783, 3801036]['The War Memorial of Korea was hacked... Recommendation of military-level security measures by the Ministry of National Defense', 'War Memorial of Korea, internet network paralyzed for a week due to unknown hacking attack (Comprehensive)']1

Vietnam LMC East Asia & Pacific2020 March 20 https://baophapluat.vn/ket-noi/loi-chinh-ta-giup-ngan-hang-bangladesh-giu-duoc-gan-1-ti-usd-tu-tay-tin-tac-501712.html[2412887, 2412888]['Spelling error helped Bangladesh bank win back nearly 1 billion USD from hackers | Law Highway', 'Spelling error helped Bangladesh bank keep nearly 1 billion USD from hackers | Law Highway']1

Italy HIC Europe & Central Asia2021 April 12 https://www.ansa.it/english/news/2021/04/12/umbria-health-authority-under-hacker-attack_c1491c42-14b7-465c-9de9-268bc70611f0.html[3226121, 3226120]['Umbria health authority under hacker attack', 'Umbria health authority under hacker attack - English']1

United StatesHIC North America 2017 March 28 http://www.theglobeandmail.com/feeds/thomson-reuters/canada-top/dutch-parliament-hit-by-ransomware-attack-anp-news/article34442528/[326545, 1137764, 323587, 330925, 1137809, 324888, 327396, 323088, 322416]['Ransomware attack hits lower house of the Dutch Parliament', 'Dutch parliament hit with ransomware attack', 'Ransomware found in Dutch parliament', 'Dutch Parliament Website Hit by Ransomware Attack', 'Dutch Parliament Hit by  Ransomware  Attack : ANP News', 'Dutch chamber blackmailed by computer virus or ransomware', 'Dutch Parliament Website Suffers Ransomware Attack', 'Dutch parliament hit by  ransomware  attack', 'Dutch parliament hit by  ransomware  attack : ANP news']8

AzerbaijanUMC Europe & Central Asia2020 April 20 https://www.thestar.com.my/tech/tech-news/2020/04/20/statistics-of-hacker-attacks-on-internet-users-in-azerbaijan-revealed[4195499, 2468217]['Targeted cyber attacks on the public sector of Azerbaijan identified', 'Statistics of hacker attacks on Internet users in Azerbaijan revealed']1

United StatesHIC North America 2021 January 21 https://www.techtimes.com/articles/256163/20210120/nitro-pdf-data-breach-77-million-sensitive-infos-including-names.htm[3092135, 3090566]['77 million records leaked in hack of PDF software', 'Nitro PDF Data Breach : 77 Million Sensitive Infos Including Names , Passwords , IP Addresses , and More Leaked Online']1

United StatesHIC North America 2021 October 9 https://overclockers.ru/blog/TEXHAPb/show/57317/hakery-vzlomali-akkaunt-boevogo-esminca-uss-kidd-i-strimili-cherez-nego-age-of-empires-v-facebook[2919766, 2920406, 2919345]['Someone Hacked a Navy Warship Facebook Account to Stream  Age of Empires  ', 'Facebook Page of US Navy Ship Hacked', 'Hackers Hacked the USS Kidd Combat Destroyer Account and Streamed Age of Empires on Facebook']2



United StatesHIC North America 2017 July 7 https://www.theinquirer.net/inquirer/news/3013377/wwe-data-breach-stings-over-three-million-wrestling-fans[649724, 649704]['WWE Data Breach', 'WWE data breach stings over three million wrestling fans']1

India LMC South Asia 2017 November 4 https://economictimes.indiatimes.com/tech/internet/critical-infrastructure-on-target-a-cyber-attack-that-could-be-worse-than-war/articleshow/61508816.cms[947749, 947748]['Critical infrastructure on target : A cyber attack that could be worse than war', 'Cybersecurity : Critical infrastructure on target : A cyber attack that could be worse than war']1

United StatesHIC North America 2020 January 4 https://www.mtpr.org/post/kalispell-regional-healthcare-faces-second-lawsuit-over-2019-data-breach[2838646, 2567473]['Kalispell hospital faces second lawsuit over data breach', 'Kalispell Regional Healthcare Faces Second Lawsuit Over 2019 Data Breach']1

France HIC Europe & Central Asia2022 February 25 https://www.linformaticien.com/magazine/cybersecurite/59391-des-milliers-de-telephone-pirates-en-france.html[3515679, 3515714, 3513490, 3518284]['Mobile telephony: a wave of number hacking in France', 'Thousands of phone numbers have been hacked in France', 'Attention, thousands of telephone numbers have been hacked in France', 'Thousands of telephones hacked in France - INFORMATICIEN & LINFO CYBER - RISKS - L 1FO Tech by LInformaticien - INFORMATICIEN']3

Thailand UMC East Asia & Pacific2018 June 20 https://borneobulletin.com.bn/thailand-heading-for-bt286b-hit-from-cyber-attacks-study-finds/[1754917, 1759140]['Country heading for Bt286 bn hit from cyber attacks , study finds', 'Thailand heading for Bt286B hit from cyber attacks , study finds']1

United KingdomHIC Europe & Central Asia2021 December 22 https://japan.zdnet.com/article/35181229/[3044142, 3047313]['UK donates 225 million stolen passwords to hack - checking site', 'British police find 225 million leaked passwords -- in investigation of hacked cloud server']1

Finland HIC Europe & Central Asia2020 December 28 https://www.is.fi/digitoday/tietoturva/art-2000007707896.html[2829308, 2829303, 2829316, 2829304, 2829396, 2829939, 2831829, 2829136, 4282464, 4283992, 4101768, 2829313, 2829306, 4282420, 3436569, 2829363, 2829085, 2829076, 2829314]['Comment : After the Parliament cyber attack, everyone should ask themselves these questions - Data security', 'The Parliament was targeted by a data breach in the fall - KRP: One option is that the information was acquired for the benefit of a foreign country or to harm Finland - Politics', 'The Parliament was targeted by a cyber attack in the fall - President Niinistö: This is a serious offense against Finnish democracy and social order', 'Security police on the cyber attack on the parliament: A data breach at the heart of Finnish decision-making is always a serious matter', 'Finnish Parliament attackers hack lawmaker email accounts', 'Cyber attack in Finland hits email accounts of MPs and parliament', 'Finnish Officials Investigate Hack of Lawmaker Email', 'Finnish police are investigating a cyber attack on the parliament', 'Cyber \u200b\u200bspies hacked the IT system of the Finnish Parliament', 'Finland says hackers accessed MP emails accounts', 'The cyber attack on the Parliament shows the lack of prot18

KazakhstanUMC Europe & Central Asia2019 June 10 https://365info.kz/2019/06/sistemu-raspredeleniya-mest-v-detsadah-vzlomali-hakery[4524911, 4041772, 4041773, 4041771, 4041770]["CA - NEWS : Hackers hacked Nur-Sultan's kindergarten placement system", 'Hackers attacked the Nur-Sultan kindergarten placement system', 'Hackers attacked the system for the distribution of places in the kindergartens of the capital', 'Nur-Sultan suspended the work of the system for the distribution of places in kindergartens due to a hacker attack', 'The system of allocation of places in kindergartens was hacked by hackers']4

United KingdomHIC Europe & Central Asia2019 October 30 https://www.zdnet.com/article/one-cyber-attack-can-cost-major-apac-ports-110b/[4841436, 4839400]['Cyber attack on Asia Pacific ports could cost $110bn', 'One cyber attack can cost major APAC ports $110B']1

United Arab EmiratesHIC Middle East & North Africa2021 August 22 https://www.prokerala.com/news/articles/a1190367.html[9332, 8867]['India : Cyber criminals hack hospital server , issue birth and death certificates', 'Cyber criminals hack hospital server , issue birth / death certificates']1

Turkey UMC Europe & Central Asia2020 February 20 https://www.memleket.com.tr/2019da-turkiyeye-yonelik-136-bin-411-siber-saldiri-raporlandi-2021952h.htm[2350311, 2358904]["Turkey's cyber fortress is on guard against cyber attacks 24/7", '136,411 cyber attacks against Turkey were reported in 2019']1

Bulgaria UMC Europe & Central Asia2017 February 27 http://www.frognews.bg/news_129733/Hakeri-puskat-virusi-ot-imeto-na-NAP/[222980, 222978, 222979]['Alarm! The NRA warned about hacker scams', 'Hackers spread a dangerous virus on behalf of the NRA', 'Hackers release viruses on behalf of the NRA']2

Canada HIC North America 2020 February 22 https://globalnews.ca/news/6582061/personal-information-quebec-teachers-data-breach/[4168909, 4169035]['Major data breach : Personal information of 360 , 000 teachers and former teachers in Quebec exposed', 'Personal information of nearly 360 , 000 Quebec teachers exposed in data breach']1

United StatesHIC North America 2020 March 9 https://finance.yahoo.com/news/australia-sues-facebook-data-breach-093013671.html[4175250, 4175845, 4175249]['Facebook , Inc . ( NASDAQ : FB ) - Australia Sues Facebook For Data Breach Of 300K Citizens In Cambridge Analytica Case', 'Angelene Falk Sues Facebook , Inc . ( NASDAQ : FB ) Over Data Breach Of Over 300 , 000 Australians', 'Australia Sues Facebook For Data Breach Of 300K Citizens In Cambridge Analytica Case']2

Mexico UMC Latin America & Caribbean2020 June 12 https://www.scmagazine.com/home/security-news/apts-cyberespionage/russian-hacker-releases-at-least-14000-mexican-taxpayer-ids/[2554423, 4224152]['Russian hacker steals tax data from 14,000 Mexicans, discovers information security firm', 'Russian hacker releases at least 14 , 000 Mexican taxpayer IDs']1

United StatesHIC North America 2017 April 7 http://freerepublic.com/focus/f-news/3541893/posts[352389, 355850]['Blog : Comey : DNC never allowed FBI access to hacked server', 'Comey : DNC never allowed FBI access to hacked server']1

United StatesHIC North America 2020 August 28 https://www.jdsupra.com/legalnews/u-s-organizations-doing-business-in-20600/[2676871, 4247847, 2676856]['Malware Found in Chinese Tax Software', 'FBI / CISA Warn US Firms of State - Mandated Tax Malware - Infosecurity Magazine', 'U . S . Organizations Doing Business in China Warned of Malware in Tax Software | Robinson+Cole Data Privacy + Security Insider']2

South KoreaHIC East Asia & Pacific2022 December 4 https://www.yna.co.kr/view/AKR20221202139500504[3907645, 3907644]['3,000 times a year of hacking attempts at the Radiation Administration… Establishment of a new e-mail system exclusively for the defense industry', 'About 3,000 times a year of hacking attempts at the Radiation Administration... Establishment of a new e-mail system exclusively for the defense industry']1

United StatesHIC North America 2022 June 27 https://eju.tv/2022/06/un-grupo-de-hackers-venezolanos-obtuvo-mas-de-5-mil-archivos-confidenciales-del-regimen-de-maduro/[3691495, 3693222, 3691737, 4098865]['Hackers leaked more than 5,000 confidential documents of the Venezuelan regime', 'Venezuelan hackers shake the Maduro regime', 'Hacker exposes documents of the Nicolás Maduro regime', 'A group of Venezuelan hackers obtained more than 5,000 confidential files from the Maduro regime']3

Mexico UMC Latin America & Caribbean2018 October 26 https://www.xataka.com.mx/vehiculos/hubo-intentos-hackeo-app-consulta-aeropuerto-mexico-acuerdo-al-vocero-amlo[2120541, 2123498]['AMLO spokesman reports hacking attempts at airport consultation', 'There were hacking attempts against the airport consultation app in Mexico according to AMLO spokesman']1

France HIC Europe & Central Asia2018 October 17 https://www.journaldunet.com/economie/services/1208625-rgpd-la-cnil-a-deja-recu-742-notifications-de-violations-de-donnees/[2095810, 2098864]['In four months, 33 million cases of personal data breach noted by the Cnil', 'GDPR: the CNIL received 742 data breach notifications']1

Vietnam LMC East Asia & Pacific2017 March 19 http://giaoducthoidai.vn/khoa-hoc/chuyen-gia-cntt-phan-tich-ve-vu-hacker-tan-cong-san-bay-vna-3056286-l.html[302743, 302744]['IT experts analyze the hacker attack on Vietnam Airlines airport', 'IT experts analyze the hacker attack on VNA airport']1

United KingdomHIC Europe & Central Asia2021 June 3 https://www.hertfordshiremercury.co.uk/news/hertfordshire-news/hertfordshire-county-council-hit-180-5485270[4125442, 3318208]['Herts County Council reports almost 16 , 000 cyber attacks', 'Hertfordshire County Council hit with 181 cyber attacks a day and 16 , 000 in three months']1

Israel HIC Middle East & North Africa2022 December 21 https://www.israelnationalnews.com/news/364735[3931368, 3931342, 3931363]['Iranian hackers control cameras all over Israel', 'Exposure: the Iranian hacking of the camera system in Israel', 'Disturbing report : Iranian hackers control security cameras around Israel']2

New ZealandHIC East Asia & Pacific2019 June 27 https://livenews.co.nz/2019/06/27/no-accountability-at-treasury-over-budget-hack/[4554422, 4553445, 4554418]['No accountability at Treasury over Budget  hack  ', 'Outgoing NZ Treasury Secretary slammed for  clumsy  hacker response to budget data leak', 'No accountability at Treasury over Budget  hack  – LiveNews . co . nz']2

United StatesHIC North America 2018 April 6 http://www.sacbee.com/news/politics-government/the-state-worker/article208185014.html[1567042, 1564002]['California disability clients , state employees hit by data breach', 'CA disability clients , state workers hit by DDS data breach']1

Nigeria LMC Sub-Saharan Africa2021 December 20 https://www.modernghana.com/news/1127205/report-ghana-government-agency-exposes-100000s.html[3045329, 3043409]['Ghana government agency suffers massive data breach', 'Report : Ghana Government Agency Exposes 100 , 000s of Citizens in Massive Data Breach']1

France HIC Europe & Central Asia2022 August 24 https://www.journaldunet.com/solutions/dsi/1513875-ce-que-comptent-tirer-les-hackers-de-l-attaque-de-l-hopital-de-corbeil-essonnes/0

Israel HIC Middle East & North Africa2022 March 2 https://www.calcalist.co.il/calcalistech/article/skx4n32e50

Mexico UMC Latin America & Caribbean2022 July 10 https://zetatijuana.com/2022/07/hackean-cuentas-de-whatsapp-para-extorsionar-a-bajacalifornianos/0

Russia UMC Europe & Central Asia2022 August 3 https://www.securitylab.ru/blog/company/securityinform/352271.php0

France HIC Europe & Central Asia2022 June 16 https://www.20minutes.fr/high-tech/3309671-20220616-phishing-attention-faux-mails-urssaf-circulent-voler-donnees-bancaires0

Germany HIC Europe & Central Asia2022 May 18 https://www.netzwelt.de/news/203745-apple-id-dienst-ueberprueft-phishing-mail-gibt-fremdzugriff.html0

Russia UMC Europe & Central Asia2022 June 1 https://www.securitylab.ru/news/532030.php0

Mexico UMC Latin America & Caribbean2022 November 4 http://tiempo.com.mx/noticia/que_es_black_byte_20_el_virus_que_hackeo_a_municipio_noviembre_2022/0

India LMC South Asia 2022 September 30 https://www.digit.in/te/news/general/sova-trojan-virus-target-android-banking-apps-103867.html0

Argentina UMC Latin America & Caribbean2021 December 18 https://elintransigente.com/2021/12/anonymous-hackeo-una-de-las-empresas-mineras-mas-grandes-del-mundo-en-apoyo-a-chubut/0

Hungary HIC Europe & Central Asia2021 March 11 https://24.hu/tech/2021/03/11/sky-ecc-europol-felszamolas-titkositott-kommunikacio/0

Russia UMC Europe & Central Asia2020 June 11 https://www.interfax-russia.ru/siberia/news/troe-zhiteley-altayskogo-kraya-zaderzhany-po-podozreniyu-vo-vzlome-bankomatov0

Mexico UMC Latin America & Caribbean2020 February 27 https://www.economiahoy.mx/nacional-eAm-mx/noticias/10203324/11/19/Pemex-descarta-retrasos-en-pago-de-nomina-y-aguinaldos-tras-hackeo-a-su-sistema.html0

Argentina UMC Latin America & Caribbean2020 March 6 http://www.ebizlatam.com/hackers-informaticos-rusos-utilizan-la-esteganografia-para-pasar-el-antivirus/0

Portugal HIC Europe & Central Asia2020 January 2 https://tek.sapo.pt/noticias/computadores/artigos/vulnerabilidade-desconhecida-e-perigosa-detetada-no-windows-da-privilegios-do-pc-aos-hackers0

Ukraine LMC Europe & Central Asia2022 May 17 http://rkm.kiev.ua/kalejdoskop-sobytij/212963/0

Sweden HIC Europe & Central Asia2021 January 4 https://www.sydsvenskan.se/2021-01-04/organisationen-sami-utsatt-for-dataintrang0

Russia UMC Europe & Central Asia2021 November 11 https://www.kommersant.ru/doc/5066285 0

Ukraine LMC Europe & Central Asia2019 January 31 https://www.depo.ua/ukr/svit/ukr/svit/rosiyski-hakeri-znovu-atakuvali-ssha-zmi-201901319087910

Indonesia LMC East Asia & Pacific2020 December 12 https://kabar24.bisnis.com/read/20201212/15/1330146/website-tribunnews-diretas-seluruh-halaman-sempat-tak-bisa-diakses0

Canada HIC North America 2020 April 28 https://branchez-vous.com/2019/09/17/cartes-sim-des-hackers-exploitent-une-faille-pour-infiltrer-1-milliard-de-telephones/0

Germany HIC Europe & Central Asia2019 October 29 https://www.stern.de/digital/online/phishing--er-kaufte-ueber-fremde-konten-ein---26-jaehriger-wegen-cyber-abzocke-vor-gericht-8975974.html0

SwitzerlandHIC Europe & Central Asia2019 July 28 http://www.kleinreport.ch/news/russische-hacker-benutzen-scheinbar-schweizer-internet-domain-92806/0

South KoreaHIC East Asia & Pacific2019 January 4 http://www.diodeo.com/news/view/32385180

Czech RepublicHIC Europe & Central Asia2019 March 15 https://www.zive.cz/clanky/platebni-terminaly-ohrozuje-nenapadny-malware-odhalili-ho-az-po-trech-letech/sc-3-a-197673/default.aspx0

NetherlandsHIC Europe & Central Asia2019 February 14 https://jeugdjournaal.nl/artikel/2271904-duizenden-jongeren-trappen-in-hack-val-van-politie.html0

Ukraine LMC Europe & Central Asia2019 January 2 https://izvestia.kiev.ua/item/show/113660 0

India LMC South Asia 2019 August 31 http://sandesh.com/cyber-attack-losses-worldwide-rs-3222-billion-the-hackers-first-pick-bank/0



China UMC East Asia & Pacific2018 November 21 https://new.qq.com/omn/20181121/20181121A0WTB8.html0

India LMC South Asia 2018 September 29 http://www.saamana.com/two-romanian-hacker-arrested-in-kolhapur/0

Nicaragua LMC Latin America & Caribbean2018 July 4 https://www.elnuevodiario.com.ni/variedades/468757-hackean-miss-teen-nicaragua-xiomara-blandino/0

Finland HIC Europe & Central Asia2018 July 16 https://www.mtv.fi/lifestyle/autot/artikkeli/bensapumppu-hakkeroitiin-antamaan-polttoainetta-ilmaiseksi-sulkeminen-onnistui-vasta-hatakatkaisimesta/69957220

British Indian Ocean Territory 2018 May 31 https://meduza.io/news/2018/05/30/sayt-kommersanta-podvergsya-hakerskoy-atake0

Denmark HIC Europe & Central Asia2017 April 3 http://www.business.dk/digital/flere-danske-netsteder-hacket0

Brazil UMC Latin America & Caribbean2019 October 8 https://computerworld.com.br/2019/10/08/hackers-criam-malware-de-acesso-remoto-para-infectar-caixas-eletronicos/0

Russia UMC Europe & Central Asia2019 June 29 https://nversia.ru/news/vzlom-setevogo-magazina-v-saratove-edinstvennoy-dobychey-vora-stalo-ustroystvo-dlya-schityvaniya-shtrihkodov/0

South KoreaHIC East Asia & Pacific2019 February 21 http://www.koreatimes.com/article/20190220/12323500

South KoreaHIC East Asia & Pacific2018 November 2 http://news1.kr/articles/?3467060 0

Pakistan LMC South Asia 2018 April 18 https://www.naibaat.pk/18-Apr-2018/117950

Ukraine LMC Europe & Central Asia2018 December 19 https://ubr.ua/ukraine-and-world/technology/kak-khakery-vzlomajut-vashu-mashinu-38789420

Spain HIC Europe & Central Asia2018 March 2 http://www.lne.es/asturias/2018/03/02/difunden-bulo-hackeo-comico-pagina/2247261.html0

Russia UMC Europe & Central Asia2017 May 29 http://www.rosbalt.ru/russia/2017/05/29/1618836.html0

Czech RepublicHIC Europe & Central Asia2017 August 17 http://www.itbiz.cz/zpravicky/shadowpad-malware-v-produktech-netsarang-pro-spravu-serveru0

Croatia HIC Europe & Central Asia2017 July 29 http://dubrovacki.hr/vijesti/hrvatska-i-svijet/clanak/id/499387/albanci-hakirali-stranicu-grada-dubrovnika0

Argentina UMC Latin America & Caribbean2017 January 21 http://www.eldia.com/el-mundo/ahora-en-ee-uu-aseguran-que-rusia-le-hackeo-los-fuegos-artificiales-de-la-asuncion-de-trump-1952570

South KoreaHIC East Asia & Pacific2017 March 11 HTTP://www.yonhapnews.co.kr/international/2017/03/11/0619000000AKR20170311043800009.HTML?template=20870

United StatesHIC North America 2021 April 8 https://www.forbes.com/sites/thomasbrewster/2021/04/08/microsoft-teams-and-zoom-hacked-in-1-million-competition/0

United StatesHIC North America 2021 May 11 https://threatpost.com/veterans-medical-records-ransomware/166025/0

United StatesHIC North America 2022 March 10 https://www.datacenterdynamics.com/en/news/ukraine-ukrtelecom-goes-down-nationwide-for-40m-isp-triolan-outage-caused-cyber-attack/0

United StatesHIC North America 2022 November 11 https://www.streetinsider.com/PRNewswire/NOTICE+OF+DATA+BREACH+INCIDENT/20837390.html0

Hungary HIC Europe & Central Asia2018 September 17 http://168ora.hu/itthon/kulfoldi-kibertamadas-erte-az-orban-kormany-honlapjat-1561400

Italy HIC Europe & Central Asia2018 December 6 https://news.fidelityhouse.eu/web/facebook-subito-un-nuovo-attacco-hacker-rivelazioni-sulluso-dello-spyware-vpn-onavo-382733.html0

United StatesHIC North America 2022 March 21 https://www.coinspeaker.com/li-finance-defi-exploit/0

United StatesHIC North America 2019 April 2 https://www.prweb.com/releases/cybereason_researchers_discover_a_triple_threat_attack_utilizing_emotet_to_deploy_trickbot_which_steals_data_and_spreads_ryuk_ransomware/prweb16214741.htm0

Taiwan 2022 August 5 https://www.taipeitimes.com/News/world/archives/2022/08/06/20037830800

United StatesHIC North America 2019 July 16 http://www.spamfighter.com/News-22305-Talley-Medical-Surgical-Eyecare-impacted-by-a-ransomware-attack.htm0

United KingdomHIC Europe & Central Asia2019 February 22 https://www.itpro.co.uk/data-breaches/33065/labour-reports-data-breach-to-the-ico-after-mps-join-the-independent-group0

United StatesHIC North America 2019 December 17 https://www.techrepublic.com/article/report-financial-firms-still-losing-customer-data-to-malware-and-hackers/0

Australia HIC East Asia & Pacific2021 November 29 https://www.lbbonline.com/news/tbwahunt-lascaris-hacks-waze-to-create-zulu-language-audio-commands-for-nissan0

United KingdomHIC Europe & Central Asia2017 January 15 http://www.express.co.uk/news/world/754236/russia-raf-bombers-syria-hacking-missions-military-army0

India LMC South Asia 2017 January 16 http://www.ndtv.com/india-news/pentagon-was-hacked-too-piyush-goyal-on-security-for-digital-payments-16492360

United KingdomHIC Europe & Central Asia2017 April 16 http://www.examiner.co.uk/news/west-yorkshire-news/you-been-affected-ringgo-parking-129004520

India LMC South Asia 2017 April 3 http://indianexpress.com/article/cities/mumbai/fraudsters-exploit-upi-app-complaints-first-emerged-in-aurangabad-4598305/0

China UMC East Asia & Pacific2017 June 6 https://www.forexcrunch.com/usdjpy-loses-110-amid-new-reports-russian-hacking/0

United KingdomHIC Europe & Central Asia2017 August 16 http://www.bbc.co.uk/news/uk-scotland-409522470

Somalia LIC Sub-Saharan Africa2017 October 23 http://www.marsecreview.com/2017/10/hacking-vessel-satcoms/0

United StatesHIC North America 2018 April 4 https://247wallst.com/technology-3/2018/04/04/2018-data-breach-pace-slows-but-still-high/0

Greece HIC Europe & Central Asia2018 May 1 http://greece.greekreporter.com/2018/05/01/turkish-hackers-attack-athens-news-agency-webpage-well-throw-you-into-the-sea/0

United KingdomHIC Europe & Central Asia2018 September 24 https://www.scmagazineuk.com/black-rose-lucy-android-malware-mimics-users-on-screen-click/article/14938680

United StatesHIC North America 2017 June 20 http://hospitalitytechnology.edgl.com/news/Hackers-Target-U-S--Restaurants-Using-Clever-Phishing-Emails1099070

Uganda LIC Sub-Saharan Africa2018 March 23 http://pctechmag.com/2011/06/china-says-its-not-behind-google-email-hackingchina-denied-it-supports-hacking-activities-and-said-it-is-part-of-global-efforts-to-combat-computer-security-threats-thursday-a-day-after-google-disclose/0

Malaysia UMC East Asia & Pacific2018 May 9 https://www.malaysiakini.com/news/4238300

United StatesHIC North America 2018 April 18 http://www.wjcl.com/article/savannah-police-also-hit-by-malware-records-remain-offline/198523530

KazakhstanUMC Europe & Central Asia2017 January 24 https://forbes.kz/news/2017/01/24/newsid_133424[115465, 115462, 115463, 115466, 115460, 115459, 115461, 115464]['Hackers who took possession of 53 million tenge were sentenced in Almaty', 'Hackers who stole 53 million tenge were sentenced in Almaty', '20 hackers convicted of stolen 58 million tenge in Almaty', 'In Almaty, hackers robbed the accounts of 60 firms and businessmen', 'In Almaty, hackers seized 58 million tenge with the help of cyberattacks', 'A gang of Almaty hackers stole 58 million tenge - 365info. kz', 'A group of hackers who stole more than 53 million tenge from 60 companies was convicted in Almaty', 'Hackers who stole 53 million tenge were sentenced in Almaty - Forbes Kazakhstan']7

Armenia UMC Europe & Central Asia2020 May 26 https://news.am/eng/news/581043.html 0

United StatesHIC North America 2020 February 17 https://www.heraldtribune.com/business/20200217/insiders-blamed-for-data-breach-at-fifth-third-bank0

United KingdomHIC Europe & Central Asia2020 March 20 https://www.computing.co.uk/news/4012799/hackers-sodinokibi-leaks-ransomware0

United StatesHIC North America 2020 March 28 https://www.eunicetoday.com/news/cyber-attack-lsue-cost-2m0

United StatesHIC North America 2020 October 8 https://www.americanbanker.com/news/occ-fines-morgan-stanley-60-million-for-2016-data-breach0

United StatesHIC North America 2020 October 31 https://bolivarmonews.com/news/ccmh-avoids-public-disclosure-of-data-breach/article_11c8f62a-1adf-11eb-87fd-b7fa64d5115c.html0

United StatesHIC North America 2021 February 15 https://www.wvxu.org/post/cps-many-school-districts-does-battle-hackers-during-remote-learning-period0

United StatesHIC North America 2021 February 3 https://www.q13fox.com/news/growing-outrage-calls-for-accountability-after-state-auditors-hack-puts-1-4-million-people-at-risk0

United StatesHIC North America 2021 February 27 http://www.virginislandsdailynews.com/news/port-authority-still-investigating-data-breach/article_d9734e54-3b3f-5b56-bc88-534baa15ea4f.html0



Russia UMC Europe & Central Asia2021 February 26 https://www.bleepingcomputer.com/news/security/ransomware-gang-hacks-ecuadors-largest-private-bank-ministry-of-finance/0

United StatesHIC North America 2021 March 4 https://www.scmagazine.com/home/security-news/cybercrime/hackers-nation-states-target-us-black-community-to-commit-fraud-sow-division/0

United KingdomHIC Europe & Central Asia2021 March 26 https://www.telegraph.co.uk/news/2021/03/26/mps-blacklisted-china-brace-cyber-attacks/0

Russia UMC Europe & Central Asia2022 May 22 https://regnum.ru/news/accidents/3596570.html0

Israel HIC Middle East & North Africa2022 July 27 https://www.pc.co.il/news/368017/ 0

Germany HIC Europe & Central Asia2022 April 27 https://www.netzwelt.de/news/202859-achtung-phishing-ing-mail-betreff-kundennummer-droht-kontosperre.html0

Russia UMC Europe & Central Asia2022 May 4 https://iz.ru/1329859/2022-05-04/khakery-zaiavili-o-postavkakh-shvetciei-vooruzheniia-i-letalnykh-boepripasov-na-ukrainu0

Russia UMC Europe & Central Asia2022 April 19 https://overclockers.ru/blog/Zeroblog/show/65780/na-portale-mchs-media-v-rezultate-vzloma-poyavilis-rekomendacii-na-sluchaj-yadernogo-udara0

Portugal HIC Europe & Central Asia2022 December 27 https://4gnews.pt/alerta-android-malware-rouba-mensagens-do-whatsapp-facebook-messenger-e-telegram/0

Sweden HIC Europe & Central Asia2021 April 12 https://www.svt.se/nyheter/nyhetstecken/over-500-misstankta-efter-hackning-av-mobiltjanst0

South KoreaHIC East Asia & Pacific2021 August 3 https://www.hankookilbo.com/News/Read/A20210803142500033870

United StatesHIC North America 2020 February 22 https://www.wflx.com/2020/02/22/evidence-lost-hackers-compromise-drug-cases/0

Australia HIC East Asia & Pacific2020 September 19 https://www.ballinaadvocate.com.au/news/anglicare-cyber-attack-sees-sensitive-nsw-child-da/4102589/0

United StatesHIC North America 2021 October 19 https://www.irs.gov/compliance/criminal-investigation/judge-sentences-michigan-man-to-seven-years-in-prison-for-hacking-upmc-hr-databases-and-stealing-employees-personal-information0

United StatesHIC North America 2021 March 5 https://www.crn.com/news/security/revil-ransomware-attacks-msp-standley-systems-leaks-ssns0

Indonesia LMC East Asia & Pacific2022 August 3 https://gorontalo.pikiran-rakyat.com/viral/pr-1965182365/buntut-kasus-brigadir-j-akun-kejari-diretas-selamat-datang-di-negeri-wakanda0

Poland HIC Europe & Central Asia2022 January 28 https://biznes.interia.pl/gospodarka/news-rodo-20-tysiecy-skarg-suma-kar-przekroczyla-2-miliony-euro,nId,57979550

France HIC Europe & Central Asia2022 November 3 https://www.lesechos.fr/tech-medias/medias/tiktok-reconnait-que-ses-employes-en-chine-exploitent-les-donnees-des-europeens-18756180

LuxembourgHIC Europe & Central Asia2021 October 14 http://www.lessentiel.lu/fr/hi_tech/story/facebook-a-demasque-un-groupe-de-pirates-192375670

Russia UMC Europe & Central Asia2021 August 1 https://overclockers.ru/blog/Nacvark/show/54396/moshenniki-vzlamyvajut-steam-akkaunty-pod-predlogom-razdachi-discord-nitro0

Poland HIC Europe & Central Asia2021 October 7 https://www.fakt.pl/wydarzenia/polityka/radoslaw-fogiel-z-pis-mowi-o-ataku-hakerskim-maszynowe-proby-lamania-hasel/rs7xw930

France HIC Europe & Central Asia2021 November 23 https://www.lemondeinformatique.fr/actualites/lire-telex-bureau-veritas-victime-d-une-cyberattaque-servicenow-acquiert-dotwalk-fonderie-samsung-au-texas-pirater-les-capteurs-d-empreinte-84885.html0

Armenia UMC Europe & Central Asia2021 July 8 https://www.panorama.am/ru/news/2021/07/08/%D0%90%D1%80%D0%BC%D0%B5%D0%BD%D0%B8%D1%8F-%D0%B0%D1%82%D0%B0%D0%BA%D0%B8-%D0%B1%D0%B0%D0%BD%D0%BA%D0%BE%D0%B2%D1%81%D0%BA%D0%B8%D1%85-%D0%B7%D0%BB%D0%BE%D0%B2%D1%80%D0%B5%D0%B4%D0%BE%D0%B2/25319420

South KoreaHIC East Asia & Pacific2021 June 15 https://zdnet.co.kr/view/?no=202106151922480

Indonesia LMC East Asia & Pacific2021 November 5 https://www.viva.co.id/berita/kriminal/1420615-ditangkap-peretas-aplikasi-perbankan-yang-kuras-uang-warga-rp500-juta0

BangladeshLMC South Asia 2020 January 27 https://www.latestbdnews.com/nbr-server-hack-e-teen-named-after-7-year-old-baby/0

Japan HIC East Asia & Pacific2020 September 9 https://japan.zdnet.com/article/35159322/0

France HIC Europe & Central Asia2020 May 4 https://www.universfreebox.com/article/56245/un-phishing-vraiment-ridicule-cible-les-abonnes-free0

Russia UMC Europe & Central Asia2020 May 1 https://www.securitylab.ru/blog/company/PandaSecurityRus/348224.php0

Russia UMC Europe & Central Asia2020 October 22 https://www.securitylab.ru/news/513288.php0

South KoreaHIC East Asia & Pacific2019 December 2 https://www.hankookilbo.com/News/Read/201912021082746670?did=PA&dtype=3&dtypecode=35370

Ecuador UMC Latin America & Caribbean2019 April 16 https://www.elcomercio.com/actualidad/hackers-ofensiva-global-ataque-ecuador.html0

Bulgaria UMC Europe & Central Asia2019 August 6 https://www.dnes.bg/kino/2019/08/06/sled-atakata-na-nap-nova-izmama-hakeri-dyrpat-paroli-za-onlain-bankirane.4187110

Armenia UMC Europe & Central Asia2019 April 16 https://armenpress.am/rus/news/971538.html0

Czech RepublicHIC Europe & Central Asia2019 October 8 https://www.blesk.cz/clanek/zpravy-udalosti/621678/ceske-banky-celi-kyberutoku-z-indie-pozor-na-podvodne-e-maily-varuji-experti.html0

Germany HIC Europe & Central Asia2021 April 30 https://www.rbb24.de/panorama/beitrag/2021/04/hackerangriff-technische-universitaet-berlin-tu.html0

Poland HIC Europe & Central Asia2019 October 4 https://dziennikzachodni.pl/sms-od-rossmanna-z-wygrana-w-konkursie-to-atak-hakerow-chca-wyludzic-pieniadze-nie-daj-sie-oszukac-4-10-2019-r/ar/c1-144755330

Kuwait HIC Middle East & North Africa2019 December 10 http://www.arabtimesonline.com/news/kuwait-embassy-website-in-sri-lanka-hacked/0

Japan HIC East Asia & Pacific2019 January 22 https://japan.zdnet.com/article/35113469/0

Russia UMC Europe & Central Asia2018 July 2 http://mospravda.ru/2018/07/02/79992/ 0

Sweden HIC Europe & Central Asia2018 November 8 https://www.dagensmedia.se/nyheter/streamingbolag-drabbad-av-dataintrang/0

South KoreaHIC East Asia & Pacific2018 November 13 http://daily.hankooki.com/lpage/ittech/201811/dh20181113181317138240.htm0

Ukraine LMC Europe & Central Asia2018 September 8 https://telegraf.com.ua/ukraina/mestnyiy/4463879-razoblachen-haker-sozdavshiy-po-dlya-pohishheniya-paroley-internet-bankinga.html0

China UMC East Asia & Pacific2017 September 8 http://www.rfa.org/mandarin/yataibaodao/meiti/gf-09082017111603.html0

Chile HIC Latin America & Caribbean2017 August 30 http://www.biobiochile.cl/noticias/nacional/region-metropolitana/2017/08/30/municipio-de-la-granja-sufre-ataque-informatico-hackers-exigen-pago-de-4-mil-dolares.shtml0

Sweden HIC Europe & Central Asia2017 August 26 http://www.dn.se/ekonomi/stort-svenskt-webbhotell-hackat/0

Venezuela Latin America & Caribbean2017 March 9 http://www.elimpulso.com/featured/nuevo-portal-noticias-objeto-ataque-cibernetico0

South KoreaHIC East Asia & Pacific2017 September 27 http://world.kbs.co.kr/indonesian/news/news_Dm_detail.htm?No=474380

SwitzerlandHIC Europe & Central Asia2017 October 27 https://www.lematin.ch/economie/Une-cyberattaque-plombe-les-chiffres-de-Merck/story/282621160

Colombia UMC Latin America & Caribbean2017 April 17 http://www.rcnradio.com/nacional/delincuentes-difunden-correos-phishing-suplantando-al-banco-falabella/0

Denmark HIC Europe & Central Asia2017 July 4 http://finans.dk/erhverv/ECE9699403/topledere-paa-stribe-er-blevet-angrebet-af-hackere/0

Nigeria LMC Sub-Saharan Africa2022 July 4 https://pmnewsnigeria.com/2022/07/04/hackers-attempting-to-steal-n3-4bn-from-companys-account-busted/0

Russia UMC Europe & Central Asia2021 May 11 https://sputniknews.com/us/202105111082858335-governor-of-us-state-of-georgia-suspends-gas-taxes-after-colonial-pipeline-cyber-attack/0

Nigeria LMC Sub-Saharan Africa2021 May 31 https://dailypost.ng/2021/05/31/nitda-alerts-nigerians-of-cyberattacks-by-usaid-hackers-nobelium/0

Denmark HIC Europe & Central Asia2017 May 22 https://www.tv2fyn.dk/artikel/burgerbar-hacket-it-firma-faar-smoerrebroed-som-tak-hjaelpen0



United StatesHIC North America 2022 January 14 https://www.modernhealthcare.com/cybersecurity/oscar-health-discloses-data-breach-after-mailing-error0

United StatesHIC North America 2022 November 17 https://www.jdsupra.com/legalnews/lake-charles-memorial-health-system-1024289/0

United KingdomHIC Europe & Central Asia2022 April 1 https://www.electronicsweekly.com/news/business/cyber-attacks-businesses-rising-says-ncsc-2022-04/0

United StatesHIC North America 2022 April 6 https://www.scmagazine.com/analysis/identity-and-access/identity-fraud-skyrockets-as-hackers-stick-to-pre-pandemic-techniques0

United StatesHIC North America 2022 April 8 https://www.scmagazine.com/news/data-security/researchers-raise-alarms-over-indonesian-phishing-as-a-service-group0

United StatesHIC North America 2019 February 25 https://betanews.com/2019/02/25/phishing-with-live-chat/0

United KingdomHIC Europe & Central Asia2019 April 5 https://www.computerweekly.com/news/252461202/Critical-infrastructure-under-relentless-cyber-attack0

United StatesHIC North America 2022 January 13 https://www.law360.com/articles/1455068/capital-one-hit-with-chancery-suit-over-data-breach0

United StatesHIC North America 2019 July 10 https://www.wnewsj.com/news/110143/it-rebuilds-26-fayette-co-servers-fallout-from-malware-infiltration-continues0

United StatesHIC North America 2019 July 29 https://www.workerscompensation.com/news_read.php?id=332200

Uganda LIC Sub-Saharan Africa2019 February 22 https://pctechmag.com/2015/03/github-hit-with-denial-of-service-cyber-attack/0

United KingdomHIC Europe & Central Asia2019 July 29 https://www.manxradio.com/news/isle-of-man-news/hundreds-of-employees-affected-by-sure-data-breach/0

United KingdomHIC Europe & Central Asia2019 March 28 https://www.newhamrecorder.co.uk/news/crime-court/email-hacking-gang-stole-10m-1-59651950

United KingdomHIC Europe & Central Asia2019 August 16 https://www.edp24.co.uk/news/crime/hacker-elliott-gunton-norwich-australia-telstra-phil-darwin-1-62199910

Japan HIC East Asia & Pacific2019 October 10 https://www.zdnet.com/article/gaming-photo-apps-in-google-play-infect-android-handsets-with-malware/0

Australia HIC East Asia & Pacific2019 November 14 https://www.news.com.au/national/breaking-news/eight-days-to-defuse-parlt-cyber-attack/news-story/36a10ea296f14ca95833587d77be72600

United StatesHIC North America 2018 November 12 https://www.flightglobal.com/news/articles/complexity-of-cyber-attack-delayed-disclosure-catha-453540/0

Canada HIC North America 2019 May 8 https://www.kamloopsthisweek.com/news/hacker-steals-client-data-tries-to-extort-kamloops-firm-1.238148300

United StatesHIC North America 2017 March 29 http://www.spamfighter.com/News-20824-Russian-Hacker-Admits-Committing-PC-Fraud-with-Citadel-Malware-Kit.htm0

United KingdomHIC Europe & Central Asia2017 July 11 http://www.ibtimes.co.uk/ethereum-under-siege-scammers-make-700000-6-days-slack-reddit-phishing-attacks-16298660

New ZealandHIC East Asia & Pacific2017 June 30 http://www.nzherald.co.nz/hawkes-bay-today/news/article.cfm?c_id=1503462&objectid=118838080

Russia UMC Europe & Central Asia2017 May 16 https://sputniknews.com/radio_by_any_means/201705161053643145-white-superemacists-gather-in-virginia-global-malware-attack/0

Iran LMC Middle East & North Africa2022 December 12 https://www.presstv.ir/Detail/2022/12/12/694352/Iran-Tehran-Imam-Khomeini-Airport-City-cyber-attack-cybersecurity-Mohammad-Ja0

India LMC South Asia 2020 September 17 https://www.thehindu.com/news/national/malware-equipped-with-data-stealing-capabilities-reported-targeting-android-mobile-devices-dhotre/article32630495.ece0

United StatesHIC North America 2019 August 2 http://www.spamfighter.com/News-22334-Hacking-attack-against-Lancaster-University-results-in-theft-of-students-personal-data.htm0

United StatesHIC North America 2019 August 23 http://www.spamfighter.com/News-22370-PoS-payment-system-of-two-restaurants-in-Deer-Valley-Resort-got-hacked.htm0

United StatesHIC North America 2017 August 23 http://www.businessinsider.com/hackers-steal-500000-ethereum-enigma-investors-2017-80

United StatesHIC North America 2017 December 30 http://www.daytondailynews.com/news/cyber-operations-airmen-hack-the-air-force/D6uWvVMAjPn8WnbBdd4QkO/0

United StatesHIC North America 2018 February 16 https://motherboard.vice.com/en_us/article/3k7a5k/hacker-wipes-spyware-retina-x-flexispy0

United StatesHIC North America 2018 April 4 https://www.zdnet.com/article/adultfriendfinder-network-hack-exposes-secrets-of-412-million-users/0

Finland HIC Europe & Central Asia2018 April 9 http://www.helsinkitimes.fi/finland/finland-news/domestic/15448-130-000-login-credentials-compromised-in-large-scale-hacking.html0

United StatesHIC North America 2018 June 19 https://www.argus-press.com/news/community/shiawassee_area/article_5686eb1c-65f8-11e8-8322-9bcf311712db.html0

Thailand UMC East Asia & Pacific2018 October 26 https://www.ttrweekly.com/site/2018/10/cx-passenger-info-hacked/0

United StatesHIC North America 2018 October 28 https://www.gvnews.com/news/gvr-town-of-sahuarita-deal-with-email-hacks/article_340d01c4-da34-11e8-840d-370a03d4c831.html0

United StatesHIC North America 2018 September 27 https://healthitsecurity.com/news/hacker-steals-124-phi-laden-emails-in-aspire-phishing-attack0

United KingdomHIC Europe & Central Asia2020 July 29 https://invezz.com/news/2020/07/29/hackers-stole-ledger-wallet/0

Canada HIC North America 2021 December 21 https://www.pentictonherald.ca/business_news/article_aa498bc4-6207-11ec-b97c-2307f9159eb9.html0

India LMC South Asia 2021 December 17 https://www.techshout.com/internet-faces-immense-risk-as-2nd-serious-exploit-found/0

Australia HIC East Asia & Pacific2020 December 10 https://www.arnnet.com.au/article/685092/epicor-software-hit-by-cyber-attack/0

United KingdomHIC Europe & Central Asia2020 January 2 https://www.crowdfundinsider.com/2020/01/155850-hackers-exploited-parity-node-bug-to-attack-ethereum-network-december-30th/0

United StatesHIC North America 2021 October 14 https://www.reuters.com/world/us/some-us-meat-plants-stop-operating-after-jbs-cyber-attack-2021-06-01/0

United StatesHIC North America 2018 October 7 https://news.bitcoin.com/crypto-exchanges-wallets-hacked-korea/0

United KingdomHIC Europe & Central Asia2018 March 19 https://www.wigantoday.net/news/crime/wigan-council-s-data-breach-shock-1-90705620

Russia UMC Europe & Central Asia2022 September 6 https://ko.ru/news/sber-i-ego-dochki-vyderzhali-800-khakerskikh-atak-za-posledniy-kvartal-/0

Turkey UMC Europe & Central Asia2022 May 27 https://www.webtekno.com/vanspor-hacker-baydoner-verileri-ele-gecirdigini-iddia-etti-h124233.html0

Russia UMC Europe & Central Asia2022 August 29 https://aif.ru/incidents/hakery_atakovali_sayty_centrizbirkoma_24_tys_raz_s_nachala_iyunya0

Estonia HIC Europe & Central Asia2022 April 29 https://www.postimees.ee/7511589/kelmid-end-sojast-hairida-ei-lase-petukonedega-ruustatakse-eesti-inimeste-kontosid-tanagi0

Ukraine LMC Europe & Central Asia2021 April 28 https://ukranews.com/ua/other/772573-na-stolychnu-dyspetchersku-sluzhbu-majster-zdijsnyuyut-potuzhni-hakerski-ataky0

South KoreaHIC East Asia & Pacific2021 April 29 https://www.ytn.co.kr/_ln/0101_2021043000292183870

Russia UMC Europe & Central Asia2021 June 8 https://pda.kaliningrad.kp.ru/online/news/4321726/0

United StatesHIC North America 2020 January 24 http://globedia.com/ejercito-logro-hackear-isis-anos0

Belgium HIC Europe & Central Asia2019 May 24 https://www.techzine.be/nieuws/36628/mysterieuze-sandboxescaper-geeft-opnieuw-microsoft-exploit-code-vrij.html0

Thailand UMC East Asia & Pacific2019 March 1 https://pantip.com/topic/38606718 0

Russia UMC Europe & Central Asia2019 March 28 http://www.cnews.ru/news/line/2019-03-28_laboratoriya_kasperskogo_rasskazala_o_kiberatakah0

Russia UMC Europe & Central Asia2019 November 25 https://www.securitylab.ru/news/502849.php0



NetherlandsHIC Europe & Central Asia2019 January 28 https://www.computable.nl/artikel/nieuws/ict-branche/6593943/250449/fallout-exploit-kit-duikt-op-in-belgie-en-nederland.html0

Israel HIC Middle East & North Africa2019 May 14 https://www.0404.co.il/?p=430971 0

France HIC Europe & Central Asia2021 May 3 https://www.lemondeinformatique.fr/actualites/lire-une-backdoor-dans-le-malware-royal-road-vise-les-sous-marins-nucleaires-russes-82806.html0

India LMC South Asia 2018 August 1 https://www.amarujala.com/chandigarh/crime/demand-of-cash-in-bitcoin-via-computer-hacking0

Lithuania HIC Europe & Central Asia2018 January 16 https://www.15min.lt/verslas/naujiena/finansai/programisiai-taikesi-i-baltijos-amerikos-klinikos-svetaine-662-9114580

Turkey UMC Europe & Central Asia2017 May 14 http://www.habervitrini.com/dunya/dunyadaki-dev-siber-saldiri-200-bin-kisiyi-etkiledi-8890020

South KoreaHIC East Asia & Pacific2017 November 2 HTTP://www.yonhapnews.co.kr/politics/2017/11/02/0502000000AKR20171102199900001.HTML?template=20870

United KingdomHIC Europe & Central Asia2022 June 28 https://www.just-food.com/news/frozen-food-firm-apetito-hit-by-cyber-attack/0

Canada HIC North America 2021 May 3 https://infotel.ca/newsitem/websites-compromised-bc/cp16097685380

United StatesHIC North America 2022 June 7 https://www.malaymail.com/news/malaysia/2022/06/07/malaysia-experienced-578-million-virus-cyber-attacks-in-q1-says-us-cybersecurity-firm-fortinet/110700

United StatesHIC North America 2021 May 4 https://www.vnews.com/Gifford-reports-vendor-data-breach-402844730

PhilippinesLMC East Asia & Pacific2022 August 26 https://www.bworldonline.com/top-stories/2022/08/26/470729/kaspersky-warns-of-more-trojan-ransomware-attacks-on-smartphones/0

South KoreaHIC East Asia & Pacific2018 August 8 http://news.mt.co.kr/mtview.php?no=2018080814582791001&MS2_T0

Russia UMC Europe & Central Asia2017 November 9 https://www.vedomosti.ru/technology/articles/2017/11/09/741036-hakeri-rasprobovali-ddos-ataki0

Finland HIC Europe & Central Asia2017 June 27 http://www.tivi.fi/Kaikki_uutiset/irtisanotun-tyontekijan-kosto-hakkeroi-ja-sulki-ex-tyonantajansa-toimittamia-alylaitteita-66601880

Canada HIC North America 2022 August 18 https://calgary.ctvnews.ca/westjet-app-data-breach-reveals-other-people-s-personal-information-1.60318270

Russia UMC Europe & Central Asia2021 September 4 https://ko.ru/news/novaya-masshtabnaya-kiberataka-privela-k-sboyu-v-krupneyshikh-bankakh-rossii/[2859845, 2858708]["KazanFirst - Hackers attacked Russia's largest banks", 'A new large-scale cyber attack led to a failure in the largest banks in Russia']1

United StatesHIC North America 2022 May 12 https://www.jdsupra.com/legalnews/quantum-imaging-therapeutic-associates-3144066/0

United StatesHIC North America 2022 February 25 https://www.bitdefender.com/blog/hotforsecurity/spam-trends-of-the-week-netflix-hbo-max-and-dhl-phishing-campaigns-target-users-worldwide/0

United StatesHIC North America 2019 July 10 https://www.spamfighter.com/News-22295-Nagle-Catholic-College-suffered-from-a-cyber-attack.htm0

Singapore HIC East Asia & Pacific2021 December 20 https://tnp.straitstimes.com/news/singapore/over-300-victims-lose-760000-phishing-scams-related-delivery-firms0

United StatesHIC North America 2019 July 2 http://www.spamfighter.com/News-22282-City-of-Burlington-become-victim-to-$503000-phishing-scheme.htm0

Japan HIC East Asia & Pacific2018 November 19 https://www.zdnet.com/article/hackers-use-drupalgeddon-2-and-dirty-cow-exploits-to-take-over-web-servers/0

United StatesHIC North America 2017 January 24 http://news.trust.org/item/20170123235414-auyaa0

United StatesHIC North America 2017 October 4 http://www.11alive.com/news/education/officials-atlanta-public-schools-data-breach-could-impact-all-employees/4806539560

United StatesHIC North America 2022 December 19 https://www.jdsupra.com/legalnews/louise-w-eggleston-center-inc-reports-8793936/0

United KingdomHIC Europe & Central Asia2019 October 31 https://www.techradar.com/news/webcom-discloses-major-data-breach0

Indonesia LMC East Asia & Pacific2017 July 13 http://en.republika.co.id/berita/en/national-politics/17/07/13/ot09uh-malware-attack-threathens-national-security0

India LMC South Asia 2017 November 4 http://www.thehindu.com/news/cities/Kochi/temple-website-hacked-again/article19984832.ece0

Ireland HIC Europe & Central Asia2018 April 16 https://www.irishmirror.ie/lifestyle/motoring/garda-warning-keyless-car-thieves-123715270

South AfricaUMC Sub-Saharan Africa2018 July 6 https://citizen.co.za/business/1971789/sa-second-most-targeted-by-hackers-in-the-world/0

United StatesHIC North America 2018 October 10 https://www.nbcchicago.com/news/national-international/hackers-gather-at-zoo-safari-park-to-solve-animal-extinction--493328141.html0

United StatesHIC North America 2018 October 10 https://news.softpedia.com/news/cyber-fraud-ring-used-phishing-to-steal-4-million-alleged-leader-faces-charges-523170.shtml0

United StatesHIC North America 2018 July 24 https://www.ibtimes.com/timehop-data-breach-21-million-users-affected-july-4-hack-26982870

United StatesHIC North America 2018 December 31 http://www.spamfighter.com/News-21954-Vietnam-Struck-by-a-Ransomware-Attack-infecting-around-4000-Computers.htm0

United StatesHIC North America 2021 February 24 https://www.nextgov.com/cybersecurity/2021/02/report-mobile-phishing-steal-government-credentials-increased-67-2020/172274/0

Uruguay HIC Latin America & Caribbean2022 December 23 https://www.elpais.com.uy/informacion/educacion/udelar-descarto-hackeo-tras-aviso-de-filtracion-de-6-millones-de-registros0

United Arab EmiratesHIC Middle East & North Africa2018 February 4 https://www.zawya.com/uae/en/story/Cyber_attacks_on_Israeli_banks_rose_in_last_six_months_regulator-TR20180204nL8N1PU09YX2/0

United StatesHIC North America 2018 July 26 http://www.wdtv.com/content/news/In-latest-scam-hackers-are-attempting-to-get-data-through-fake-password-reset-pages-489153311.html0

Pakistan LMC South Asia 2020 May 21 https://defence.pk/pdf/threads/pakistan-linked-hackers-target-indian-diplomats-in-cyberattack-under-crimson-rat-program.667608/0

Canada HIC North America 2020 January 30 https://www.680news.com/2020/01/29/social-insurance-number-phishing-phone-scam/0

Nigeria LMC Sub-Saharan Africa2020 August 8 https://www.premiumtimesng.com/news/more-news/407487-covid-19-escalates-data-breach-cases-nitda-director-general.html0

United StatesHIC North America 2021 October 1 https://www.cjonline.com/story/news/state/2021/09/30/pottawatomie-county-kansas-cyberattack-hackers-shows-security-risk-governments-internet/5928254001/0

Japan HIC East Asia & Pacific2022 September 3 https://srad.jp:443/comment/4317904 0

Australia HIC East Asia & Pacific2019 February 21 https://thenewdaily.com.au/news/national/2019/02/21/hospital-files-hacked/0

Israel HIC Middle East & North Africa2021 June 20 https://www.pc.co.il/featured/340472/ 0

Sweden HIC Europe & Central Asia2021 October 6 https://www.ttela.se/nyheter/trollh%C3%A4ttan/undersk%C3%B6terska-l%C3%A4ste-journaler-%C3%A5talades-f%C3%B6r-dataintr%C3%A5ng-1.565207570

Israel HIC Middle East & North Africa2020 March 8 https://itongadol.com/noticias/109253-varios-sitios-webs-israelies-fueron-hackeados-jerusalem-es-la-capital-palestina0

China UMC East Asia & Pacific2019 September 19 https://edu.163.com/19/0919/06/EPDQOD7H00297VGM.html0

India LMC South Asia 2020 October 2 https://navbharattimes.indiatimes.com/tech/gadgets-news/adult-website-users-desktop-and-laptop-are-at-risk-warns-microsoft-and-apple/articleshow/78442267.cms0

Hungary HIC Europe & Central Asia2020 December 7 https://www.blikk.hu/aktualis/belfold/kedvezo-penzugyi-hitelt-igero-adathalasz-csalas/ckflkqx0

Indonesia LMC East Asia & Pacific2020 December 27 https://www.voaindonesia.com/a/peretas-ambil-kendali-sistem-sejumlah-sekolah-di-as-/5714946.html0

Russia UMC Europe & Central Asia2022 December 8 https://www.securitylab.ru/news/535182.php0

Russia UMC Europe & Central Asia2021 October 3 https://sputnik-georgia.ru/20211003/popytka-vzloma-sayta-gruzinskoy-mechty---mvd-nachalo-sledstvie-260165902.html0

Turkey UMC Europe & Central Asia2020 June 30 https://www.takvim.com.tr/teknoloji/2020/06/30/turkiyede-akilli-telefonlara-yonelik-siber-saldiri-sayisi-artti0



Paraguay UMC Latin America & Caribbean2020 June 2 https://www.lanacion.com.py/pais/2020/06/02/intento-de-hackeo-a-pytyvo-pretendieron-robar-a-7000-beneficiarios/0

Ukraine LMC Europe & Central Asia2019 January 5 http://internetua.com/hakery-massovo-vzlamyvauat-ustroistva-cstoby-podderjat-populyarnogo-blogera0

Bulgaria UMC Europe & Central Asia2019 July 17 https://www.marica.bg/zalqha-ni-s-fishing-imejli-ot-bulbank-i-dhl-express-Article-221495.html0

Ukraine LMC Europe & Central Asia2019 December 16 https://odessa-life.od.ua/news/odesit-zlamuvav-akaunti-koristuvachiv-u-socialnih-merezhah-ta-vimagav-groshi-za-ih-povernennja0

Norway HIC Europe & Central Asia2019 July 1 https://www.dn.no/marked/bitcoins-norge/ole-andre-torjussen/bitcoin/bitcoins-norge-kunder-rapporterer-om-epost-varsel-om-datainnbrudd/2-1-6312410

Russia UMC Europe & Central Asia2018 May 21 https://iz.ru/745970/2018-05-21/dannye-tysiach-detei-popali-v-ruki-khakerov-iz-za-servisa-roditelskogo-kontrolia0

Russia UMC Europe & Central Asia2018 April 10 https://www.novayagazeta.ru/news/2018/04/10/140885-kolichestvo-hakerskih-atak-dlya-skrytogo-mayninga-uvelichilos-v-40-raz-v-2018-godu0

Germany HIC Europe & Central Asia2018 September 12 https://www.netzwelt.de/betrugswarnungen/151206-amazon-kunden-weiterhin-phishing-mails-betroffen.html0

NetherlandsHIC Europe & Central Asia2018 March 13 https://www.bright.nl/nieuws/sauna-biedt-excuses-aan-we-konden-hacker-niet-weren0

Mexico UMC Latin America & Caribbean2018 August 31 https://www.razon.com.mx/con-hackeos-85-de-firmas-mexicanas-analistas/0

Ivory CoastLMC Sub-Saharan Africa2018 September 24 https://koaci.com/cote-divoire-piratage-detournement-fonds-nsia-banque-perd-plusieurs-centaines-millions-123567.html0

Finland HIC Europe & Central Asia2018 September 24 https://www.tivi.fi/Kaikki_uutiset/haittaohjelmien-testipenkin-pyorittaminen-kostautui-14-vuotta-vankeutta-67422520

Ukraine LMC Europe & Central Asia2017 April 21 http://hronika.info/igry/223529-hakeru-udalos-vzlomat-poslednyuyu-versiyu-ps4.html0

Sweden HIC Europe & Central Asia2017 October 30 http://www.ystadsallehanda.se/sjobo/gjorde-intrang-i-mejl-och-bad-om-pengar/0

Mexico UMC Latin America & Caribbean2017 September 2 http://www.elsiglodedurango.com.mx/noticia/902239.hackean-twitter-oficial-del-gobierno-de-durango.html0

United KingdomHIC Europe & Central Asia2021 April 13 https://www.lgcplus.com/finance/hackney-still-reeling-from-cyber-attack-six-months-on-13-04-2021/0

Singapore HIC East Asia & Pacific2022 June 23 https://www.straitstimes.com/world/united-states/many-russian-cyber-attacks-failed-in-first-months-of-ukraine-war-study-says0

United StatesHIC North America 2021 July 8 https://www.stwnewspress.com/news/stillwater-medical-confirms-malware-attack-in-computer-system-failure/article_ee24562a-df90-11eb-8fef-dfb0f01af0a1.html0

United KingdomHIC Europe & Central Asia2022 October 4 https://www.bbc.com/news/uk-england-gloucestershire-631290840

United StatesHIC North America 2022 April 6 https://www.insurancejournal.com/news/southcentral/2022/04/06/661539.htm0

China UMC East Asia & Pacific2022 November 14 https://www.fxstreet.com/cryptocurrencies/news/binance-coinbase-and-ftx-users-hacked-by-false-trading-bot-platforms-cz-says-delete-api-keys-2022111408470

Nigeria LMC Sub-Saharan Africa2019 June 3 https://www.today.ng/technology/researcher-hacks-macos-plugins-secretly-whitelisted-apps-2262830

China UMC East Asia & Pacific2022 March 19 https://cointelegraph.com/magazine/2022/03/19/pow-avoids-eu-ban-defi-protocols-suffer-11m-hack-bayc-apecoin-airdrop-hodlers-digest-march-13-190

United StatesHIC North America 2020 August 18 https://www.wgrz.com/article/news/local/feedmore-wny-vendor-hit-by-ransomware-attack/71-9d47139e-c2a1-458d-b641-14e3c295263b0

United StatesHIC North America 2019 August 30 https://www.waaytv.com/content/news/Madison-County-Parents-concerned-after-social-media-post-about-school-district-hack-558737851.html0

United KingdomHIC Europe & Central Asia2019 October 29 https://www.scmagazineuk.com/mikrotik-router-compromise-exploit-detailed/article/16639550

United StatesHIC North America 2019 November 8 https://threatpost.com/news-wrap-voice-assistant-laser-hack-twitter-insider-threats-data-breach-fine-fails/150020/0

Ireland HIC Europe & Central Asia2018 November 26 https://www.siliconrepublic.com/enterprise/us-postal-service-data-breach0

Sri Lanka LMC South Asia 2017 January 5 http://www.srilankasource.com/index.php/sid/2506756610

United StatesHIC North America 2017 February 7 http://www.1470wmbd.com/chicago-man-admits-role-bu-data-breach/0

Canada HIC North America 2019 January 29 https://www.cbc.ca/news/canada/new-brunswick/cyber-security-hacking-attack-server-public-malware-municipal-1.49967130

United StatesHIC North America 2017 March 22 http://www.newsbtc.com/2017/03/22/hacked-account-creds-dark-web/0

United StatesHIC North America 2017 August 15 http://www.isssource.com/stealthy-mac-malware-out-of-closet/0

United StatesHIC North America 2017 December 21 https://www.channel3000.com/news/crime/phishing-scam-disguised-as-datcp-emails-officials-say/6755335160

United StatesHIC North America 2017 December 28 http://www.eweek.com/security/digmine-malware-uses-end-user-systems-to-mine-cryptocurrency0

United StatesHIC North America 2017 November 3 https://securelist.com/spam-and-phishing-in-q3-2017/82901/0

Malaysia UMC East Asia & Pacific2018 June 10 https://www.thestar.com.my/news/nation/2018/06/10/details-of-49-million-students-may-have-been-hacked/0

United StatesHIC North America 2018 April 26 https://healthitsecurity.com/news/texas-health-says-3808-affected-by-healthcare-data-breach0

United StatesHIC North America 2018 June 26 https://www.mrt.com/news/article/City-reports-water-billing-software-data-breach-13025217.php0

United StatesHIC North America 2017 April 7 http://news.softpedia.com/news/icloud-mail-phishing-scam-wants-to-steal-apple-accounts-banking-data-identity-514650.shtml0

United StatesHIC North America 2017 July 27 http://www.darkreading.com/careers-and-people/american-hacker-arrested-for-2014-jp-morgan-chase-breach-/d/d-id/1327726?piddl_msgid=3288370

Egypt LMC Middle East & North Africa2017 November 9 http://www.egypttoday.com/Article/2/31715/Qatar-accuses-a-Gulf-State-of-hacking-QNA0

Malaysia UMC East Asia & Pacific2017 December 12 https://www.thestar.com.my/news/nation/2017/12/12/date-breach-case-admins-of-websites-called-in-jailani-johari/0

India LMC South Asia 2018 July 23 http://odishasuntimes.com/odisha-womens-college-website-hacked-home-page-replaced-with-porn-site/0

South KoreaHIC East Asia & Pacific2019 October 8 http://world.kbs.co.kr/service/news_view.htm?lang=k&Seq_Code=338276[4788717, 4790924]['Hackers targeting public finance... Cyber \u200b\u200battacks targeting the Bank of Korea 20-fold increase in 3 years', 'Hackers targeting public finance... Cyber \u200b\u200battacks targeting the Bank of Korea surge 20-fold in 3 years l KBS WORLD Radio']1

United StatesHIC North America 2020 February 13 https://www.masslive.com/police-fire/2020/02/hackers-target-southwick-police-website-chief-kevin-bishop-opts-to-pull-the-plug-start-over.html0

New ZealandHIC East Asia & Pacific2020 April 22 https://www.nzherald.co.nz/rotorua-daily-post/news/article.cfm?c_id=1503438&objectid=123267090

United StatesHIC North America 2020 August 25 http://www.itechpost.com/articles/103600/20200824/voice-phishing-attacks-target-company-vpns-work-home-employees-beware.htm0

United StatesHIC North America 2020 December 4 https://www.gwhatchet.com/2020/12/03/gw-it-identifies-email-malware-targeting-personal-financial-information/0

United StatesHIC North America 2021 February 10 http://dailyorange.com/2021/02/names-social-security-numbers-of-syracuse-university-students-exposed-in-data-breach/0

Malaysia UMC East Asia & Pacific2021 October 28 https://www.thestar.com.my/tech/tech-news/2021/10/28/sg-employment-agency-that-suffered-data-breach-says-most-stolen-data-is-from-fake-profiles0

New ZealandHIC East Asia & Pacific2021 November 4 https://www.stuff.co.nz/national/health/126898520/waikato-dhb-cyber-attack-old-software-susceptible-to-malware-was-being-used-by-some-staff0

Italy HIC Europe & Central Asia2022 March 21 https://www.zazoom.it/2022-03-21/anonymous-rivendica-lhackeraggio-dellaccount-ufficiale-di-vk/10561312/0

Bulgaria UMC Europe & Central Asia2022 September 13 https://www.banker.bg/obshtestvo-i-politika/read/razgele-prokuraturata-obiavi-che-razsledva-hakvaneto-na-poshtite0

Sweden HIC Europe & Central Asia2021 August 16 https://www.hallandsposten.se/nyheter/halland/sjuksk%C3%B6terska-%C3%A5talas-f%C3%B6r-dataintr%C3%A5ng-l%C3%A4ste-och-skrev-ut-journaler-1.529943120



United StatesHIC North America 2021 October 28 https://www.repretel.com/noticia/hitler-vacunado-contra-el-covid-19-investigan-posible-hackeo-de-pases-verdes-con-codigo-qr-en-paises-bajos/0

Serbia UMC Europe & Central Asia2021 July 6 https://www.blic.rs/vesti/svet/oruzje-protiv-hakera-stariji-radnici-nakon-sajber-upada-presli-na-manuelne-komande-i/0rvtwwh0

Poland HIC Europe & Central Asia2021 June 3 https://tech.wp.pl/atak-chinskich-hakerow-chcieli-przejac-rzadowe-komputery-6646678078507776a0

Venezuela Latin America & Caribbean2021 July 1 http://www.laverdad.com/tecnologia/183416-hackers-violan-camaras-de-seguridad-en-carceles-bancos-y-hospitales-de-eeuu.html0

Mexico UMC Latin America & Caribbean2021 October 7 https://expansion.mx/tecnologia/2021/10/07/streamers-recomiendan-otras-carreras-tras-hackeo-a-twitch0

India LMC South Asia 2021 February 12 https://www.digit.in/news/gaming/garena-free-fire-bans-over-13-million-accounts-in-2-weeks-for-hacking-58399.html0

SwitzerlandHIC Europe & Central Asia2022 July 26 https://www.tdg.ch/des-dizaines-de-milliers-de-documents-sensibles-publies-sur-le-darknet-5125379795140

Romania UMC Europe & Central Asia2022 June 2 https://www.stiripesurse.ro/circa-o-treime-dintre-companiile-globale-vizate-de-un-atac-cibernetic-in-2021-au-platit-rescumparari-hackerilor-raport_2412335.html0

Spain HIC Europe & Central Asia2022 January 11 https://www.lainformacion.com/economia-negocios-y-finanzas/transparencia-insta-diaz-desvelar-autoria-secuelas-hackeo-sepe/2857359/0

Ukraine LMC Europe & Central Asia2018 January 6 http://sud.ua/ru/news/obshchestvo/113223-khakery-atakovali-upravlenie-yustitsii-odesskoy-oblasti[1316601, 1308628, 1308641, 1308638, 1308617, 1308642, 1308632, 1308643]['Hackers attacked the site of the odious Zaporozhye diocese of the UOC-MP. Public events', 'Hackers attacked the website of the Odessa Department of Justice', 'Hackers attacked the site of the Odessa Department of Justice » Вєsti - UA || News of Ukraine', 'The website of the Odessa Department of Justice was hacked by hackers', 'Hackers hacked the website of the Odessa Department of Justice', 'Hackers attacked the website of the Odessa Department of Justice', 'Hackers attacked the department of justice of the Odessa region / Society / Forensic legal newspaper', 'The website of the Odessa Department of Justice was hacked by hackers']7

Russia UMC Europe & Central Asia2021 December 13 https://rusplt.ru/abroad/khakerskaya-uyazvimost-v-populyarnoi-61b7930.html0

Mexico UMC Latin America & Caribbean2020 September 24 https://www.noroeste.com.mx/publicaciones/view/mario-zamora-pide-a-alfonso-durazo-investigar-hackeos-a-medios-de-comunicacion-12094520

France HIC Europe & Central Asia2020 August 26 https://www.20minutes.fr/high-tech/2847251-20200826-phishing-pirates-font-passer-edf-soutirer-donnees-personnelles-sms0

Spain HIC Europe & Central Asia2019 October 15 https://www.diariodesevilla.es/sociedad/Hackeada-cuenta-SAE-amenaza-pablo-casado_0_1400860241.html0

Mexico UMC Latin America & Caribbean2018 May 1 http://www.milenio.com/region/ataque_hackers_pago-banca_en_linea-funcionarios_coahuila-blas_davila-quincena_0_1167483545.html0

Serbia UMC Europe & Central Asia2021 May 10 https://www.b92.net/biz/vesti/svet.php?yyyy=2021&mm=05&dd=10&nav_id=18550580

France HIC Europe & Central Asia2019 November 25 https://www.economie.gouv.fr/dgccrf/piratage-de-la-base-de-donnees-clients-de-conrad-electronic0

Italy HIC Europe & Central Asia2019 November 27 https://news.fidelityhouse.eu/software-app/android-alert-pericoloso-bug-alle-app-fotocamera-spyware-ginp-ruba-dati-446277.html0

Ireland HIC Europe & Central Asia2017 April 11 http://www.irishtimes.com/news/ireland/irish-news/primary-school-pupils-data-held-to-ransom-by-hackers-1.3044951[1144668, 364469, 364473]['Irish primary school data held to ransom in cyber attack', 'Data including PPS numbers hacked from Irish primary school and  held for ransom  ', 'Primary school pupil data held to ransom by hackers']2

Indonesia LMC East Asia & Pacific2017 March 3 http://tekno.liputan6.com/read/2873296/yahoo-rilis-hasil-investigasi-kasus-peretasan0

Russia UMC Europe & Central Asia2017 May 6 https://www.rusdialog.ru/news/106201_14940314320

South KoreaHIC East Asia & Pacific2017 May 15 http://news.joins.com/article/21573231 0

Chile HIC Latin America & Caribbean2017 May 21 http://lanacion.cl/2017/05/21/kast-y-hackeo-a-sitio-web-de-evopoli-algunas-personas-claramente-no-creen-en-el-debate-de-las-ideas/0

Ukraine LMC Europe & Central Asia2017 November 11 http://svodka.net/ekonomika/obschestvo-ekonomika/71800

India LMC South Asia 2021 March 30 https://english.sakshi.com/news/crime/warangal-cyber-criminals-hack-damera-police-station-facebook-account-seek-money-1328110

United KingdomHIC Europe & Central Asia2021 November 25 https://www.thesun.co.uk/tech/16847259/google-billions-gmail-users-russian-hack-attack-inbox/0

Russia UMC Europe & Central Asia2022 July 11 https://www.securityweek.com/associated-eye-care-discloses-impact-2020-netgain-ransomware-attack0

United StatesHIC North America 2021 June 21 https://www.natlawreview.com/article/empire-strikes-back-did-doj-hack-colonial-pipeline-hackers0

Russia UMC Europe & Central Asia2021 July 2 https://www.rt.com/usa/527179-spyware-google-covid-tracing-app/0

India LMC South Asia 2022 August 12 https://www.business-standard.com/article/current-affairs/2-000-indian-websites-hacked-in-june-july-highest-threat-from-far-east-122081200250_1.html0

PhilippinesLMC East Asia & Pacific2022 January 28 https://www.philstar.com/nation/2022/01/29/2157100/30-persons-tagged-bdo-hacking0

United StatesHIC North America 2022 October 20 https://www.heritage.org/defense/commentary/hackers-hit-the-federal-government-hard0

India LMC South Asia 2022 November 17 https://www.freepressjournal.in/india/huge-data-breach-in-bengaluru-ngo-acquires-voter-data-with-govt-order-bbmp-ec-involved0

Czech RepublicHIC Europe & Central Asia2018 September 25 https://www.itbiz.cz/zpravicky/bankovni-malware-pro-android-cili-i-na-cr0

Israel HIC Middle East & North Africa2018 May 3 http://www.isra.com/news/214634 0

United StatesHIC North America 2022 June 14 https://www.jdsupra.com/legalnews/allaire-health-services-announces-data-5989870/0

United StatesHIC North America 2021 May 3 https://www.wbjournal.com/article/the-new-wave-of-business-cyber-attacks0

Ireland HIC Europe & Central Asia2021 June 11 https://www.westmeathindependent.ie/2021/06/11/saolta-ceo-warns-of-continuing-significant-impact-of-cyber-attack/0

United StatesHIC North America 2020 July 21 https://www.kplctv.com/2020/07/20/officials-warn-church-goers-phishing-scam/0

United StatesHIC North America 2019 January 25 https://www.scmagazine.com/home/security-news/threat-actors-are-sending-out-a-wave-of-phishing-emails-disguised-as-missed-voicemail-notifications-in-an-attempt-to-bypass-both-email-scanners-and-user-suspicions/0

Australia HIC East Asia & Pacific2019 February 14 https://www.yourinvestmentpropertymag.com.au/news/property-valuation-firm-suffers-data-breach-260366.aspx0

Japan HIC East Asia & Pacific2019 March 3 https://www.zdnet.com/article/hackers-have-started-attacks-on-cisco-rv110-rv130-and-rv215-routers/0

Canada HIC North America 2019 October 17 http://www.netnewsledger.com/2019/10/17/red-lake-opp-warn-about-online-phishing-scammers/0

United StatesHIC North America 2019 December 5 https://www.ftvlive.com/sqsp-test/2019/12/5/ransomware-attack-hits-milwaukee-station0

United StatesHIC North America 2018 February 9 http://bowdoinorient.com/2018/02/09/over-60-students-emails-hacked-since-december/0

United StatesHIC North America 2017 May 10 http://www.beckersspine.com/orthopedic-spine-practices-improving-profits/item/36649-hack-may-cost-memphis-practice-70k-5-takeaways.html0

United StatesHIC North America 2017 July 26 http://www.peninsuladailynews.com/crime/port-angeles-investigates-possible-data-breach/0

United StatesHIC North America 2017 August 17 https://cointelegraph.com/news/hbos-250000-bitcoin-parlay-fails-as-hackers-continue-thefts0

United StatesHIC North America 2017 October 14 http://fortune.com/2017/10/14/hacked-f-35-data/0

United StatesHIC North America 2018 February 28 http://www.savannahtribune.com/articles/city-providing-services-despite-malware-attack/0

Japan HIC East Asia & Pacific2019 April 23 https://www.cnet.com/news/hackers-hit-atlanta-hawks-with-malware-stealing-credit-card-information/0

India LMC South Asia 2019 May 20 https://www.business-standard.com/article/technology/bengaluru-suffered-highest-instances-of-cyber-attacks-last-year-study-119052000544_1.html0

United StatesHIC North America 2017 May 10 http://www.techtimes.com/articles/207025/20170510/android-marshmallow-and-nougat-permissions-flaw-enable-malware-adware-and-ransomware-no-fix-until-android-o.htm0

United StatesHIC North America 2017 December 22 http://www.ladailypost.com/content/luj%C3%A1n-and-schakowsky-urge-ftc-scrutinize-uber%E2%80%99s-handling-data-breach-involving-57-million0

Australia HIC East Asia & Pacific2017 February 20 http://thenewdaily.com.au/life/tech/2017/02/20/juice-jacking-public-risk/0



United StatesHIC North America 2018 April 21 http://www.darkreading.com/attacks-breaches/new-malware-adds-rat-to-a-persistent-loader/d/d-id/1331559?piddl_msgid=3312590

Singapore HIC East Asia & Pacific2018 July 24 https://www.theonlinecitizen.com/2018/07/24/nus-warns-students-of-phishing-scam-emails-from-compromised-nus-email-accounts/0

United StatesHIC North America 2018 August 9 http://www.autoconnectedcar.com/2018/08/car-hacking-village-people-hack-infotainment-control-cars-by-sms-exploit-vulnerabilities-in-qnx/0

United StatesHIC North America 2018 August 10 https://www.csoonline.com/article/3296486/loss-prevention/how-did-the-timehop-data-breach-happen.html0

United StatesHIC North America 2018 September 30 https://www.bignewsnetwork.com/news/258064571/mays-party-app-suffers-data-breach-probe-launched0

United KingdomHIC Europe & Central Asia2020 February 19 https://www.leaderlive.co.uk/news/18246218.north-wales-insurance-firms-warning-cyber-attacks-sky-rocket/0

United KingdomHIC Europe & Central Asia2020 September 18 https://insight.scmagazineuk.com/apple-apps-contain-malware-the-bots-have-breached-the-wall0

United StatesHIC North America 2021 September 13 https://www.tampabay.com/news/crime/2021/09/13/man-accused-of-hacking-selling-login-credentials-of-tampa-bay-residents-others/0

United StatesHIC North America 2021 March 13 https://www.kagstv.com/article/news/local/tdlr-scam-emails-warning/499-cb6f1322-321a-473c-a326-ebcb680a1e000

United StatesHIC North America 2022 April 20 https://www.elvocero.com/gobierno/agencias/incierta-la-investigaci-n-sobre-el-ciberataque-al-autoexpreso/article_0876804c-c04c-11ec-acda-e3b16b8fdfb5.html0

France HIC Europe & Central Asia2022 June 8 https://www.usine-digitale.fr/article/fic-2022-en-2021-la-cnil-a-recu-en-moyenne-20-notifications-de-violation-de-donnees-par-jour.N20134770

BangladeshLMC South Asia 2022 June 10 https://www.jagonews24.com/technology/news/7687280

Indonesia LMC East Asia & Pacific2022 July 11 https://www.liputan6.com/tekno/read/5010635/hacker-curi-23-juta-data-pengguna-mangatoon0

France HIC Europe & Central Asia2022 September 1 https://www.juritravail.com/Actualite/hameconnage-arnaques-a-l-ursaff-et-cpf/Id/3759610

Romania UMC Europe & Central Asia2022 January 21 https://adevarul.ro/tech/internet/peste-2000-organizatii-industriale-fost-subordonate-utilizate-hackeri-propaga-atacuri-1_61ea77e45163ec4271fb4441/0

Singapore HIC East Asia & Pacific2018 May 17 https://www.straitstimes.com/asia/east-asia/north-koreas-cyber-attacks-on-the-south-have-continued-despite-warmer-ties-says0

United StatesHIC North America 2018 September 26 https://fox43.com/2018/09/26/attorney-general-josh-shapiro-announces-5-7-million-settlement-of-lawsuit-against-uber-for-2016-data-breach/0

India LMC South Asia 2020 April 28 https://www.themobileindian.com/news/nintendo-accepts-data-breach-308380

Belgium HIC Europe & Central Asia2022 February 9 https://www.informaticien.be/articles_item-26695-ESET_Threat_Report_tentatives_d_exploitation_de_MS_Exchange_et_attaques_ma.html0

Serbia UMC Europe & Central Asia2022 July 27 https://www.alo.rs/hronika/crna-hronika/655482/radnici-katastra-osumnjiceni-za-hakerski-napad/vest0

Indonesia LMC East Asia & Pacific2020 May 10 https://www.cnnindonesia.com/teknologi/20200508072545-185-501147/modus-baru-hacker-serang-warga-yang-tunggu-paket-online0

South KoreaHIC East Asia & Pacific2020 June 16 https://news.joins.com/article/23802623 0

Ukraine LMC Europe & Central Asia2020 March 11 http://internetua.com/soversheny-pervye-aresty-po-delu-o-vzlome-birji-coincheck-na-530-mln0

Norway HIC Europe & Central Asia2020 August 6 https://www.ba.no/dn-nhh-rammet-av-datainnbrudd/s/5-8-13569250

France HIC Europe & Central Asia2019 April 24 https://www.phonandroid.com/game-of-thrones-battre-records-prix-400e-ps5-attaque-phishing-free-mobile-recap.html0

Cyprus HIC Europe & Central Asia2019 December 20 http://www.kathimerini.com.cy/gr/kypros/sto-dikastirio-oi-treis-gia-to-kataskopeytiko-ban0

United StatesHIC North America 2018 April 17 https://www.voakorea.com/a/4351596.html0

Spain HIC Europe & Central Asia2018 September 30 https://www.ideal.es/sociedad/guardia-civil-alerta-20181001173239-nt.html0

France HIC Europe & Central Asia2021 April 14 https://www.lefigaro.fr/culture/piratage-de-millenium-harry-potter-ou-des-goncourt-douze-personnes-face-aux-grandes-maisons-d-edition-202104140

Italy HIC Europe & Central Asia2019 May 24 https://www.zazoom.it/2019-05-24/gli-hacker-hanno-messo-online-migliaia-di-mail-della-lega-e-di-salvini/5554004/0

Bulgaria UMC Europe & Central Asia2019 December 5 https://www.monitor.bg/bg/a/view/razbiha-banda-ot-hakeri-izvyrshvala-finansovi-izmami-1826540

Turkey UMC Europe & Central Asia2018 May 16 http://www.star.com.tr/guncel/turk-hackerlar-ramazanin-ilk-gununde-mossadin-sayfasini-hackledi-haber-1343393/0

Russia UMC Europe & Central Asia2017 September 14 http://finrussia.ru/news/show/20170905320

Finland HIC Europe & Central Asia2017 December 14 https://www.hs.fi/nyt/art-2000005490320.html0

Denmark HIC Europe & Central Asia2017 July 11 http://www.dr.dk/nyheder/regionale/syd/sygehuse-i-region-syd-udsat-hacker-angreb0

Russia UMC Europe & Central Asia2017 July 24 https://riafan.ru/881615-khakery-vzlomali-sait-narodnoi-tribuny-lnr0

South KoreaHIC East Asia & Pacific2017 April 25 http://news.joins.com/article/21513815 0

United StatesHIC North America 2021 May 5 https://threatpost.com/feds-fake-covid-19-vaccine-phishing-website/165872/0

United StatesHIC North America 2022 August 19 https://www.jdsupra.com/legalnews/brasseler-usa-announces-data-breach-4677092/0

United StatesHIC North America 2022 October 12 https://www.fingerlakes1.com/2022/10/12/steuben-officials-warn-of-phishing-ad-encountered-by-users-of-dss-website/0

United KingdomHIC Europe & Central Asia2022 April 12 https://www.computerweekly.com/news/252515855/Sandworm-rolls-out-Industroyer2-malware-against-Ukraine0

United StatesHIC North America 2019 January 17 https://news.yahoo.com/pirate-bay-targeting-malware-hijacks-084605632.html0

United StatesHIC North America 2019 January 18 http://delrionewsherald.com/news/article_14651892-1abd-11e9-9704-1b4cbd33b2af.html0

South KoreaHIC East Asia & Pacific2017 March 30 HTTP://www.yonhapnews.co.kr/economy/2017/03/30/0319000000AKR20170330118400017.HTML?template=55660

United StatesHIC North America 2021 December 2 https://www.wgrz.com/article/news/local/university-at-buffalo-police-warning-students-staff-about-phishing-attack-covid-19-test-results/71-d9c58cfc-0565-494b-b675-337a433ad4f40

United StatesHIC North America 2021 April 8 http://www.msn.com/en-us/news/politics/major-dc-insurance-provider-hacked-by-foreign-cybercriminals/ar-BB1frLfb0

United KingdomHIC Europe & Central Asia2022 March 23 https://www.dailyrecord.co.uk/news/uk-world-news/scammers-accused-hacking-fuel-pumps-265417430

United KingdomHIC Europe & Central Asia2022 May 27 https://www.techradar.com/news/a-dastardly-new-phishing-scam-is-targeting-tax-software-users0

India LMC South Asia 2018 April 8 https://economictimes.indiatimes.com/industry/banking/finance/indian-investors-concerned-about-data-confidentiality-breach-by-investment-adviser-survey/articleshow/63668049.cms0

United StatesHIC North America 2019 July 10 https://www.northcoastjournal.com/NewsBlog/archives/2019/07/10/khsu-hit-by-cyber-attack0

United StatesHIC North America 2019 April 2 https://www.beckersasc.com/asc-turnarounds-ideas-to-improve-performance/brookside-ent-and-hearing-center-closes-after-hack-deletes-all-files-7-insights.html0

United KingdomHIC Europe & Central Asia2019 August 15 https://www.computerweekly.com/news/252468675/Most-UK-financial-firms-hit-by-cyber-attack-in-the-past-year0

United KingdomHIC Europe & Central Asia2019 November 23 https://www.theregister.co.uk/2019/11/23/security_roundup_nov22/0

United StatesHIC North America 2019 December 17 https://www.kare11.com/article/news/crime/mn-man-sentenced-for-hacking-to-obtain-trump-tax-returns/89-c86d0fb5-9511-458f-9da7-93f6f40c7da50

United StatesHIC North America 2018 November 4 https://www.businessinsider.com/hackers-spear-fishing-oil-companies-for-iran-2018-110



Australia HIC East Asia & Pacific2019 January 6 http://radiotoday.com.au/nova-entertainment-reveals-listener-data-breach/0

United KingdomHIC Europe & Central Asia2019 July 25 https://www.eveningnews24.co.uk/news/business/tv-licence-scam-emails-alert-norfolk-council-1-61806560

United StatesHIC North America 2017 January 23 https://moviepilot.com/p/sundance-hacked-during-womens-march/41941730

Spain HIC Europe & Central Asia2017 April 15 https://www.euroweeklynews.com/3.0.15/news/on-euro-weekly-news/world-news/144133-uk-and-spanish-police-hack-off-cyber-gang0

United StatesHIC North America 2017 September 20 https://threatpost.com/malware-steals-data-from-air-gapped-network-via-security-cameras/128038/0

United StatesHIC North America 2017 November 11 http://www.vdare.com/posts/foreign-power-hacking-a-democracys-media-the-us-state-department-vs-hungary0

Israel HIC Middle East & North Africa2017 April 28 https://www.middleeastmonitor.com/20170428-israels-cyber-mercenaries-are-hacking-into-smart-phones-around-the-world/0

United StatesHIC North America 2017 April 5 http://wkbn.com/2017/04/05/hackers-targeting-cell-phone-numbers-to-get-personal-information/0

United StatesHIC North America 2017 September 26 https://adonis49.wordpress.com/2017/09/26/anonymous-launched-a-hacking-campaign-against-israel/0

United StatesHIC North America 2018 July 31 https://soylentnews.org/submit.pl?op=viewsub&subid=281610

Japan HIC East Asia & Pacific2018 September 6 https://japantoday.com/category/crime/phishing-scam-on-2020-olympics-tickets-spotted0

Malaysia UMC East Asia & Pacific2018 November 10 https://www.malaysiakini.com/news/4512910

China UMC East Asia & Pacific2020 May 19 https://cointelegraph.com/news/egg-producers-data-poached-by-ransomware-will-they-shell-out-bitcoin0

United StatesHIC North America 2020 June 4 https://www.cnbc.com/2020/06/04/hackers-target-the-newly-unemployed-and-everything-else-you-missed-in-business-news-cnbc-after-hours.html0

India LMC South Asia 2020 June 22 https://www.prokerala.com/news/articles/a1054821.html0

United StatesHIC North America 2020 August 20 https://www.washingtonexaminer.com/news/hackers-target-columbine-high-school-zoom-call-with-threats-of-shooting-remake0

United StatesHIC North America 2020 October 1 https://www.foxnews.com/tech/healthcare-network-ransomware-attack0

United StatesHIC North America 2021 February 9 https://threatpost.com/critical-adobe-windows-flaw/163789/0

South KoreaHIC East Asia & Pacific2022 September 9 https://moneys.mt.co.kr/news/mwView.php?no=2022090920568036548&code=w1601&MRN0

Israel HIC Middle East & North Africa2022 July 14 http://www.isra.com/news/266963 0

Bosnia and HerzegovinaUMC Europe & Central Asia2022 September 23 https://www.slobodna-bosna.ba/vijest/268493/zbog_hakerskog_napada_na_servere_hiljade_zaposlenika_u_drzavnim_institucijama_vec_dvije_sedmice_sjede_u_uredima_i_ne_rade_nista.html0

United StatesHIC North America 2022 August 29 https://www.crhoy.com/nacionales/director-de-la-nacion-confirma-ataque-cibernetico-en-un-servidor/0

Italy HIC Europe & Central Asia2021 February 9 https://www.lospiffero.com/ls_article.php?id=571160

Ireland HIC Europe & Central Asia2018 May 15 https://www.limerickleader.ie/news/home/313306/croatian-website-hack-led-limerick-gardai-to-find-child-porn-during-operation-bonfire.html0

United StatesHIC North America 2020 March 11 https://www.witn.com/content/news/Malware-attack-recovery-nearly-complete-in-Duplin-County-568685711.html0

Russia UMC Europe & Central Asia2022 December 13 https://www.ridus.ru/hakerskaya-gruppirovka-vykrala-dannye-uchitelej-shkolnikov-i-roditelej-iz-portala-mesh-396406.html0

Norway HIC Europe & Central Asia2021 September 14 https://www.vg.no/rampelys/i/9Kq6xM/raske-menn-hjelp-vi-er-hacket0

Croatia HIC Europe & Central Asia2021 October 26 https://www.jutarnji.hr/vijesti/svijet/plivaju-u-nafti-a-ostali-bez-benzina-crpke-u-iranu-presusile-zbog-sveobuhvatnog-hakerskog-napada-151133710

Latvia HIC Europe & Central Asia2021 May 6 https://nra.lv/latvija/346466-latvija-bazetais-krievijas-medijs-meduza-piedzivojis-hakeru-uzbrukumu.htm0

India LMC South Asia 2018 December 3 https://maharashtratimes.indiatimes.com/gadget-news/science-technology/mobile-also-hacking/articleshow/66908470.cms0

Egypt LMC Middle East & North Africa2021 June 13 https://www.elwatannews.com/news/details/55303090

Belgium HIC Europe & Central Asia2021 December 7 https://geeko.lesoir.be/2021/12/07/les-clients-de-proximus-cibles-par-une-campagne-de-phishing/0

Italy HIC Europe & Central Asia2021 February 4 https://www.24hlive.it/vip-senza-veli-sul-web-a-causa-di-un-attacco-hacker/0

United Arab EmiratesHIC Middle East & North Africa2020 August 3 https://www.albayan.ae/economy/local-market/2020-08-03-1.39283790

Mexico UMC Latin America & Caribbean2019 January 5 https://www.razon.com.mx/mundo/reportan-hackeo-a-cadena-de-hoteles-marriott-en-estados-unidos-starwood-reservaciones-tarjetas-de-credito-pasaportes/0

Indonesia LMC East Asia & Pacific2019 April 17 https://www.viva.co.id/pemilu/berita-pemilu/1140392-fadli-zon-website-prabowo-sandi-dihacked0

Czech RepublicHIC Europe & Central Asia2019 August 6 https://www.zive.cz/clanky/nova-verze-spywaru-pegasus-krade-autorizacni-klice-k-facebooku-googlu-a-dalsim-sluzbam/sc-3-a-199666/default.aspx0

Russia UMC Europe & Central Asia2019 March 9 https://3dnews.ru/983981 0

Israel HIC Middle East & North Africa2019 April 18 https://www.calcalist.co.il/internet/articles/0,7340,L-3760732,00.html0

South KoreaHIC East Asia & Pacific2018 June 9 http://www.fnnews.com/news/2018060911403732860

Russia UMC Europe & Central Asia2018 March 1 https://rustelegraph.ru/news/2018-03-01/Khakery-vzlomali-sait-izdaniya-Batenka-da-vy-transformer-79006/0

Bulgaria UMC Europe & Central Asia2018 November 25 https://dnes.dir.bg/comments/srina-se-saytat-na-pravosadnoto-ministerstvo0

Indonesia LMC East Asia & Pacific2021 November 18 https://www.liputan6.com/regional/read/4714105/akun-kebun-binatang-bandung-diretas-begini-penjelasan-pengelola0

France HIC Europe & Central Asia2020 December 3 https://www.lemondeinformatique.fr/actualites/lire-telex-stopcovid-a-coute-6-5-meteuro-pigment-leve-24-meteuro-la-chaine-du-froid-des-vaccins-covid-piratable-81248.html0

Russia UMC Europe & Central Asia2018 March 20 http://www.rosbalt.ru/russia/2018/03/20/1690147.html0

Belarus UMC Europe & Central Asia2017 August 10 http://www.belta.by/society/view/kartina-dnja-bolee-3-mln-t-zerna-matpomosch-k-shkole-vzlom-akkaunta-komarovskogo-rynka-i-260902-2017/0

Denmark HIC Europe & Central Asia2017 March 2 http://www.fyens.dk/article/3127689 0

Poland HIC Europe & Central Asia2017 March 28 http://pclab.pl/pr73483.html 0

Egypt LMC Middle East & North Africa2017 July 31 http://www.albawabhnews.com/2640871 0

Indonesia LMC East Asia & Pacific2017 May 19 http://www.tribunnews.com/internasional/2017/05/19/diretas-6500-data-kartu-kredit-tiket-pia-jepang-bocor-ke-masyarakat0

Belgium HIC Europe & Central Asia2017 January 27 http://www.camer.be/57643/21:24/cameroun-cybercriminalite-le-site-internet-du-minesup-pirate-cameroon.html0

Denmark HIC Europe & Central Asia2017 December 19 https://www.bt.dk/danmark/lige-op-til-jul-dansk-pakkefirma-udsat-for-hackerangreb0

United StatesHIC North America 2022 July 8 https://suffolktimes.timesreview.com/2022/07/mattituck-school-district-targeted-in-ransomware-attack-wednesday-superintendent-says/0

Russia UMC Europe & Central Asia2022 October 12 https://www.bleepingcomputer.com/news/security/revolut-hack-exposes-data-of-50-000-users-fuels-new-phishing-wave/0

United KingdomHIC Europe & Central Asia2022 March 26 https://www.techradar.com/news/cybercriminals-are-targeting-outdated-wordpress-sites-to-run-phishing-ads0



United KingdomHIC Europe & Central Asia2022 April 4 https://www.totaltele.com/512938/New-Russian-wiper-malware-7th-associated-with-invasion-of-Ukraine0

New ZealandHIC East Asia & Pacific2022 December 1 https://www.stuff.co.nz/national/education/130635818/unfortunate-and-regrettable-incident-inside-the-otago-university-data-breach0

United StatesHIC North America 2022 December 30 https://www.tpr.org/technology-entrepreneurship/2022-12-30/rackspace-identifies-hacking-group-presponsible-for-early-december-ransomware-attack0

Israel HIC Middle East & North Africa2019 March 7 https://www.middleeastmonitor.com/20190307-algeria-ruling-partys-website-hacked/0

Paraguay UMC Latin America & Caribbean2018 March 20 http://www.ultimahora.com/investigan-hackeo-la-pagina-web-del-tsje-n1138908.html0

Israel HIC Middle East & North Africa2017 August 3 http://e.walla.co.il/item/3086152 0

Ukraine LMC Europe & Central Asia2017 January 13 http://nv.ua/ukraine/events/zerkalo-nedeli-soobshchilo-o-vzlome-svoej-stranitse-v-twiiter-467904.html0

South KoreaHIC East Asia & Pacific2017 October 4 HTTP://www.yonhapnews.co.kr/international/2017/10/04/0601020000AKR20171004022700083.HTML?template=55670

Denmark HIC Europe & Central Asia2017 May 13 http://amtsavisen.dk/navne/Hackerangreb-i-Randers/artikel/3400790

Tuvalu UMC East Asia & Pacific2017 March 22 http://www.superhaber.tv/turk-hacker-grubu-300-milyon-i-cloud-hesabini-ele-gecirdi-46587-haber0

United StatesHIC North America 2022 August 17 https://www.wdsu.com/article/new-orleans-car-thieves-key-fob-hack/409132500

Somalia LIC Sub-Saharan Africa2022 September 15 https://www.garoweonline.com/en/featured/business-n/e-wallet-payment-platforms-now-a-target-for-online-hackers-kpmg-reports-reveals0

United StatesHIC North America 2019 May 16 https://www.msn.com/en-us/news/politics/fbi-briefs-congress-michael-waltz-on-russian-hacking/ar-AABsTDg0

United StatesHIC North America 2022 March 25 http://www.mobypicture.com/user/vaga1977/view/190661840

Australia HIC East Asia & Pacific2019 June 14 https://www.9news.com.au/national/victoria-news-accused-hacker-dean-poot-arrested-after-police-storm-bendigo-properties/5568ea2c-0055-41a8-a0ba-a4a1aec2884a0

France HIC Europe & Central Asia2020 August 20 https://www.connexionfrance.com/French-news/French-police-warning-over-email-phishing-scam0

Ireland HIC Europe & Central Asia2017 March 1 http://www.irishtimes.com/business/technology/expert-says-big-name-irish-firms-hacked-up-to-seven-times-a-week-1.29938710

United StatesHIC North America 2017 June 26 https://www.scmagazine.com/2200-aetna-customers-in-ohio-and-texas-suffer-data-breach/article/671226/0

United StatesHIC North America 2017 August 23 http://www.federaltimes.com/home/2017/04/21/russian-hacker-faces-decades-in-us-prison/0

United StatesHIC North America 2017 October 31 http://www.chicagotribune.com/suburbs/highland-park/news/ct-hpn-election-integrity-forum-tl-1102-20171031-story.html0

United StatesHIC North America 2017 June 28 http://www.wcvb.com/article/phishing-scam-targets-amazon-users-with-fake-order-emails/102354720

United StatesHIC North America 2018 April 4 https://www.local10.com/news/crime/hackers-target-nonprofits-charitable-donors-in-south-florida0

United StatesHIC North America 2018 November 2 http://thechiefleader.com/news/labor_links/federal-unions-pursuing-legal-case-against-personnel-management-after-data/article_42ad5498-ded2-11e8-8dd2-33d307aa9d68.html0

United StatesHIC North America 2020 March 10 https://www.jsonline.com/story/news/education/2020/03/10/west-allis-west-milwaukee-schools-hackers-steal-more-than-800-000/5009034002/0

Bahamas HIC Latin America & Caribbean2020 June 1 http://www.thebahamasweekly.com/publish/bis-news-updates/Attorney_General_s_Office_on_Hack_of_RGD_database65817.shtml0

India LMC South Asia 2019 August 28 https://timesofindia.indiatimes.com/city/bengaluru/nearly-a-month-after-cyber-attack-portal-resumes-operations/articleshow/70872252.cms0

United KingdomHIC Europe & Central Asia2018 November 12 https://www.birminghammail.co.uk/black-country/cyber-attacks-daily-councils-data-154061730

United KingdomHIC Europe & Central Asia2018 July 25 http://www.newsshopper.co.uk/news/southwark/16376852.southwark-council-has-reported-itself-for-a-data-breach/0

United KingdomHIC Europe & Central Asia2017 March 26 http://www.thetimes.co.uk/article/kim-s-hackers-blamed-for-81m-bank-heist-20qxh5mf60

United StatesHIC North America 2020 June 24 https://www.insurancejournal.com/news/international/2020/06/24/573306.htm0

India LMC South Asia 2022 February 15 https://www.divyabhaskar.co.in/utility/gadgets/news/hackers-rename-sansad-tv-ethereum-break-unauthorized-streaming-guideline-at-1pm-129405154.html[3501272, 3501277, 3501270, 3503701, 3501279, 3501283, 3501278]['Sansad TV YouTube channel hacked: Restored after 3 hours', 'sansad tv hacked by hackers youtube stop services | Parliament TV hacked, YouTube shuts down the channel', 'YouTube Terminates Sansad TV Account, Reason Not Clear | Hackers changed name to Ethereum, broke guidelines by doing unauthorized live streaming at 1am', 'Sansad TV YouTube channel restored after alleged hacking attempt', 'sansad tv youtube channel hacked : Sansad TV Youtube Account Terminated For Violating Community Guidelines , Users Reported It Being Hacked', 'sansad tv hacked: sansad tv youtube channel: sansad tv youtube channel hacked, name changed to ethereum; The central government said ... - sansad tv youtube channel terminated government reported hacking', 'Hackers rename sansad TV Ethereum, break unauthorized streaming guideline at 1pm | Parliament TV hacked, changed name to Ethereum and aired mixed content, now channel shut down']6

United KingdomHIC Europe & Central Asia2020 March 9 https://www.information-age.com/most-uk-businesses-suffered-cyber-attacks-due-employee-error-123488120/0

United StatesHIC North America 2020 February 28 https://www.techdirt.com/articles/20200220/11034143953/state-actors-are-increasingly-targeting-journalists-with-surveillance-malware.shtml0

United StatesHIC North America 2020 July 7 https://msutoday.msu.edu/news/2020/new-phishing-scam-targets-college-communities/0

United KingdomHIC Europe & Central Asia2020 March 16 https://www.infosecurity-magazine.com:443/news/illinois-college-suffers-data/0

Israel HIC Middle East & North Africa2020 December 9 https://www.ynetnews.com/business/article/rkM6FHRoP0

KazakhstanUMC Europe & Central Asia2021 October 19 https://kursiv.kz/en/news/hi-tech/2021-10/large-companies-kazakhstan-suffer-hackers0

PhilippinesLMC East Asia & Pacific2021 February 28 https://mb.com.ph/2021/02/28/civil-service-commission-data-breach-thousands-of-user-details-exposed/0

Russia UMC Europe & Central Asia2022 June 30 https://ura.news/news/1052565705 0

France HIC Europe & Central Asia2022 October 14 http://www.francesoir.fr/faits-divers/des-hackers-detournent-les-acomptes-des-biens-immobiliers0

Brazil UMC Latin America & Caribbean2022 February 14 https://www.prensalatina.com.br/2022/02/14/condenado-pela-primeira-vez-na-china-hackear-mascotes-de-beijing-2022/0

Indonesia LMC East Asia & Pacific2022 September 30 https://regional.kompas.com/read/2022/09/30/065245978/marak-peretasan-situs-pemerintahan-pemkot-padang-bentuk-csirt0

Mexico UMC Latin America & Caribbean2021 March 18 https://pagina24.com.mx/2021/03/18/local/hackean-pagina-del-iee-pero-informacion-de-registro-de-candidatos-esta-salvaguardada/0

Mexico UMC Latin America & Caribbean2021 November 10 https://www.proceso.com.mx/nacional/estados/2021/11/9/hackean-portal-del-gobierno-de-guerrero-dejan-mensaje-evelyn-salgado-275527.html0

United StatesHIC North America 2021 November 9 https://www.faq-mac.com/2021/11/filtraciones-de-datos-hackeos-y-ataques/0

South KoreaHIC East Asia & Pacific2021 October 21 https://www.mk.co.kr/news/politics/view/2021/10/998817/0

Pakistan LMC South Asia 2020 January 27 https://jang.com.pk/news/726918-scientists-hack-a-computer-using-dna0

Russia UMC Europe & Central Asia2020 December 5 https://ir.sputniknews.com/iran/202012057247150-%D8%B4%D9%86%D8%A7%D8%B3%D8%A7%DB%8C%DB%8C-%D9%85%DB%8C%D9%84%DB%8C%D9%88%D9%86-%D8%AD%D9%85%D9%84%D9%87-%D8%A8%D8%AF%D8%A7%D9%81%D8%B2%D8%A7%D8%B1%DB%8C-%D8%AF%D8%B1-%D8%A7%DB%8C%D8%B1%D8%A7%D9%86/0

South KoreaHIC East Asia & Pacific2020 March 20 http://newspim.com/news/view/202003200027300

Italy HIC Europe & Central Asia2020 February 20 https://www.tuttoandroid.net/news/kidsguard-app-spia-violazione-privacy-783082/0

Iran LMC Middle East & North Africa2020 February 19 https://www.radiozamaneh.com/489971 0

India LMC South Asia 2019 April 5 https://naidunia.jagran.com/maharashtra-fed-up-of-delay-in-salary-computer-engineer-hacks-companys-website-28957250

Spain HIC Europe & Central Asia2019 July 12 http://www.diariosigloxxi.com/texto-s/mostrar/328386/detenidos-24-ciberladrones-lograban-millon-euros-ano-pirateando-claves-tarjetas-bancarias0

Mexico UMC Latin America & Caribbean2019 August 12 https://www.notigape.com/197027/gobtam-anuncia-acciones-legales-contra-hackeo-de-su-web-0

Norway HIC Europe & Central Asia2018 March 5 https://e24.no/energi/storbritannia/hackerangrep-i-norge-kan-ta-strupetak-paa-kalde-briter/242727930



Israel HIC Middle East & North Africa2018 January 31 https://news.walla.co.il/item/3131526 0

Mexico UMC Latin America & Caribbean2021 October 25 https://www.reporteindigo.com/reporte/datos-de-la-cfe-bajo-ciberataques-ransomware/0

Bulgaria UMC Europe & Central Asia2020 November 26 https://19min.bg/news/5/142895.html 0

United StatesHIC North America 2022 December 22 https://www.wmar2news.com/news/local-news/ccbc-targeted-in-phishing-attack0

Russia UMC Europe & Central Asia2018 May 3 http://www.rosbalt.ru/world/2018/05/03/1700520.html0

Sweden HIC Europe & Central Asia2018 January 24 http://www.ltz.se/jamtland/krokom/krokomsforetag-hackades-var-nara-att-forlora-300-0000

Russia UMC Europe & Central Asia2017 April 26 http://www.cnews.ru/news/top/2017-04-26_neobychnaya_ataka_hakery_vpervye_vzlomali_sistemu0

Ukraine LMC Europe & Central Asia2017 June 27 https://allkharkov.ua/news/idn/414171.html0

South KoreaHIC East Asia & Pacific2017 October 3 http://www.metroseoul.co.kr/news/newsview?newscd=20171001000360

Denmark HIC Europe & Central Asia2017 February 27 https://www.computerworld.dk/art/239328/sendte-en-million-routere-til-t-lling-med-malware-angreb-nu-er-29-rig-formodet-gerningsmand-anholdt0

United StatesHIC North America 2021 April 27 https://www.marketwatch.com/story/hackers-zoom-bombed-synagogues-and-jewish-schools-with-hate-messages-almost-200-times-last-year-016195501400

United StatesHIC North America 2022 July 27 https://www.scmagazine.com/analysis/cybercrime/evilnum-malware-targets-european-financial-exchanges-crypto-with-backdoor-attacks0

Russia UMC Europe & Central Asia2022 August 24 https://www.bleepingcomputer.com/news/security/ransomexx-claims-ransomware-attack-on-sea-doo-ski-doo-maker/0

Canada HIC North America 2022 July 15 https://calgarysun.com/news/politics/court-documents-allege-mla-attempted-brute-force-attack-on-vaccine-records-1-78m-times/wcm/0ddf9d0f-2e0c-4034-94a3-d4f8d6c7a39d0

United StatesHIC North America 2021 June 25 https://www.bankinfosecurity.com/bank-fraud-hackers-using-both-gozi-cerberus-malware-a-169400

United StatesHIC North America 2022 May 16 https://www.lawfareblog.com/justice-department-charges-alleged-creator-and-distributor-thanos-ransomware-kit0

United StatesHIC North America 2022 May 26 https://www.jdsupra.com/legalnews/colonial-life-accident-insurance-3756608/0

PhilippinesLMC East Asia & Pacific2022 November 28 https://interaksyon.philstar.com/trends-spotlights/2022/11/28/235977/public-warned-of-suspicious-email-link-attachments-amid-black-basta-ransomware-group/0

United StatesHIC North America 2022 December 8 https://www.darkreading.com/remote-workforce/apt37-internet-explorer-zero-day-malware0

Belgium HIC Europe & Central Asia2018 March 29 http://www.dhnet.be/regions/namur-luxembourg/deux-roumains-arretes-pour-avoir-tente-de-hacker-un-distributeur-de-billets-a-couvin-5abd2461cd709bfa6b10f4120

United StatesHIC North America 2022 October 7 http://www.itechpost.com/articles/114221/20221006/fast-company-online-again-8-day-shutdown-due-hacking.htm0

United StatesHIC North America 2022 July 28 https://betanews.com/2022/07/28/linux-malware-reaches-an-all-time-high/0

United StatesHIC North America 2019 June 5 https://www.capecodtimes.com/news/20190605/cape-customers-possibly-affected-by-laboratory-data-breach0

Russia UMC Europe & Central Asia2020 March 3 https://www.securityweek.com/telecom-sector-increasingly-targeted-chinese-hackers-crowdstrike0

United StatesHIC North America 2020 May 4 https://www.prweb.com/releases/secure64_is_fighting_back_against_a_wave_of_covid_19_hacking/prweb17088193.htm0

United StatesHIC North America 2020 July 7 https://www.wired.com/story/russian-hackers-email-scams/0

Canada HIC North America 2020 August 14 https://www.thespec.com/news/council/2020/08/13/city-falls-victim-of-phishing-hamilton-staffer-allegedly-swiped-funds.html0

United StatesHIC North America 2019 January 21 https://www.vg247.com/2019/01/20/atlas-north-american-servers-compromised-again/0

United StatesHIC North America 2019 July 9 https://www.forbes.com/sites/daveywinder/2019/07/09/microsoft-confirms-windows-great-duke-of-hell-malware-attack/0

United StatesHIC North America 2019 March 4 http://mondaq.com/x/785600/data+protection/IDPC+Fines+Lands+Authority+For+Data+Breach0

United StatesHIC North America 2019 August 20 https://threatpost.com/adwind-spyware-as-a-service-attacks-utility-grid-operators/147525/0

PhilippinesLMC East Asia & Pacific2019 April 1 https://technology.mb.com.ph/2019/04/01/pinoy-lulzsec-stages-new-april-lulz-hack/0

United StatesHIC North America 2019 October 3 https://thehill.com/policy/technology/overnights/464296-hillicon-valley-barr-goes-after-facebooks-encryption-plans0

China UMC East Asia & Pacific2019 November 23 http://www.xinhuanet.com/english/2019-11/23/c_138578150.htm0

United StatesHIC North America 2019 May 6 https://spectrumlocalnews.com/nys/buffalo/news/2019/05/06/police--albion-central-school-threat-a-malware-attack0

Jersey 2017 February 9 http://www.godlikeproductions.com/forum1/message3332627/pg10

United StatesHIC North America 2017 May 22 http://michiganradio.org/post/cyber-attack-cost-ingham-county-86000-and-could-cost-2m-prevent-future0

United KingdomHIC Europe & Central Asia2017 May 15 https://www.hsj.co.uk/sectors/acute-care/trust-declares-major-incident-as-neighbour-is-crippled-by-cyber-attack/7017974.article0

Ireland HIC Europe & Central Asia2017 May 15 http://www.newstalk.com/reader/47.301.343/98965/0

United StatesHIC North America 2017 November 24 https://vtdigger.org/2017/11/24/two-vermonters-sue-equifax-data-breach/0

United StatesHIC North America 2017 December 13 https://www.digitaltrends.com/computing/hacker-breaks-into-perth-airport-network/0

India LMC South Asia 2017 August 6 http://timesofindia.indiatimes.com/city/bengaluru/absence-of-https-from-url-helped-hacker/articleshow/59935428.cms0

China UMC East Asia & Pacific2018 January 8 http://www.scmp.com/news/hong-kong/law-crime/article/2127284/man-30-held-over-hacking-attack-two-hong-kong-travel0

Kenya LMC Sub-Saharan Africa2018 February 7 https://www.kachwanya.com/2016/01/25/asacub-a-new-malware-that-targets-android-users-for-financial-gain/0

United StatesHIC North America 2018 March 12 http://www.isssource.com/strategic-malware-attacks-grow-report/0

India LMC South Asia 2018 March 22 http://www.financialexpress.com/india-news/cambridge-analytica-row-kc-tyagi-son-ajay-tyagi-jdu-data-breach-ovl-client-2/1107375/0

United KingdomHIC Europe & Central Asia2018 July 6 https://www.bristolpost.co.uk/news/bristol-news/hard-up-bristol-students-alert-17541200

United StatesHIC North America 2018 July 9 https://www.techrepublic.com/article/this-new-dual-platform-malware-targets-both-windows-and-linux-systems/0

PhilippinesLMC East Asia & Pacific2020 January 31 https://www.rappler.com/technology/news/250684-malware-coronavirus-trojan-kaspersky0

Ireland HIC Europe & Central Asia2020 June 22 https://www.rte.ie/news/business/2020/0622/1148891-hiscox-cyber-readiness-report/0

Canada HIC North America 2020 February 11 https://www.cbc.ca/news/canada/manitoba/doctor-phishing-scam-college-physicians-1.54584580

United KingdomHIC Europe & Central Asia2020 July 2 https://eandt.theiet.org/content/articles/2020/07/criminal-comms-system-hacked-and-746-people-arrested-in-police-sting/0

United StatesHIC North America 2020 February 29 https://www.whio.com/business/personal-finance/apartments-with-lease-mgm-data-breach-saving-prescription-drugs/uOCoFn6OW7AeF42ydcrktN/0

United StatesHIC North America 2020 July 3 https://www.wired.com/story/worst-hacks-breaches-2020-so-far/0

United StatesHIC North America 2020 September 10 https://www.messengernews.net/news/local-news/2020/09/cyber-attack-forces-closure-of-fd-schools/0



United StatesHIC North America 2021 December 16 https://www.newsday.com/long-island/politics/kronos-suffolk-police-first-responders-1.504529910

United KingdomHIC Europe & Central Asia2020 November 9 https://www.forexcrunch.com/bitcoin-sv-multisig-mechanism-gets-hacked-a-user-loses-nearly-100000/0

Russia UMC Europe & Central Asia2022 July 20 https://fedpress.ru/news/77/society/30585980

South KoreaHIC East Asia & Pacific2021 May 13 http://www.redian.org/archive/152314 0

United KingdomHIC Europe & Central Asia2018 May 11 https://www.theregister.co.uk/2018/05/11/telstra_self_managed_cloud_security_incident/0

United StatesHIC North America 2020 May 27 https://insidebitcoins.com/news/blue-mockingbird-malware-gang-infect-thousands-of-enterprise-systems0

Jamaica UMC Latin America & Caribbean2020 March 29 http://jamaica-gleaner.com/article/business/20200329/indies-pharma-rebuilds-database-after-ransomware-attack0

Ukraine LMC Europe & Central Asia2022 March 5 https://nv.ua/ukraine/events/sayt-nv-snova-atakovali-hakery-poslednie-novosti-50222489.html0

United StatesHIC North America 2019 January 30 https://www.defenseone.com/news/2019/01/the-d-brief-january-30-2019/154518/[3966436, 5073329]['Trump slams intel chiefs ; More Russian cyber attacks on US ; China giant Patagonian antenna ; Dems push no - first - use ; And a bit more . ', 'Intel chiefs , POTUS diverge on threats ; More troops to border ; UAE hackers target US ; Inside Stratcom new HQ ; And a bit more . ']1

United StatesHIC North America 2022 May 3 https://www.wapa.tv/noticias/locales/gobierno-no-sabe-cuando-se-recuperara-el-sistema-de-autoexpreso-tras--hackeo-_20131122530080.html0

France HIC Europe & Central Asia2022 July 14 https://securite.developpez.com/actu/334990/Une-nouvelle-attaque-d-execution-speculative-active-cible-les-processeurs-Intel-et-AMD-l-exploit-peut-entrainer-la-fuite-de-mots-de-passe-et-d-autres-donnees-sensibles/0

Germany HIC Europe & Central Asia2022 December 9 https://www.netzwelt.de/news/211307-dkb-phishing-nehmt-euch-ungewoehnlichen-nachricht-acht.html0

Indonesia LMC East Asia & Pacific2022 September 12 https://nasional.kompas.com/read/2022/09/12/14365521/banyak-aksi-peretasan-anggota-komisi-ii-minta-bawaslu-lindungi-data-pemilu0

Mexico UMC Latin America & Caribbean2021 October 1 https://www.elheraldodechihuahua.com.mx/local/chihuahua/en-una-semana-sufre-gabinete-estatal-dos-hackeos-noticias-hacienda-javier-corral-cesar-duarte-7280822.html0

Russia UMC Europe & Central Asia2021 November 25 https://www.securitylab.ru/news/526847.php0

Germany HIC Europe & Central Asia2021 November 9 https://www.mittelhessen.de/lokales/rhein-main/hacker-attacke-auf-medizin-dienstleister-aus-eltville_247975380

Germany HIC Europe & Central Asia2021 November 16 https://www.e110.de/hacker-verlangen-millionen/0

Finland HIC Europe & Central Asia2021 October 21 https://yle.fi/uutiset/3-12152682 0

Russia UMC Europe & Central Asia2021 November 9 https://www.securitylab.ru/news/526338.php0

Indonesia LMC East Asia & Pacific2021 April 26 https://www.republika.co.id/berita/qs6zd5368/kiprah-peretas-korut-dalam-kejahatan-dunia-maya0

Thailand UMC East Asia & Pacific2020 May 13 https://www.posttoday.com/social/general/6232770

Argentina UMC Latin America & Caribbean2020 August 27 https://www.perfil.com/noticias/internacional/publicidad-porno-facebook-mark-zuckerberg-investiga-presunto-hackeo.phtml0

Russia UMC Europe & Central Asia2020 June 2 https://www.securitylab.ru/blog/company/axxtel/348477.php0

France HIC Europe & Central Asia2020 October 13 https://www.20minutes.fr/monde/2883767-20201013-this-is-america-21-joe-biden-tout-feu-tout-flamme-etrange-debat-tele-piratage-empeche0

Mexico UMC Latin America & Caribbean2022 September 29 https://aristeguinoticias.com/2809/mexico/como-de-pelicula-hackean-cuentas-de-municipio-de-aguililla-y-roban-3-mdp/0

Mexico UMC Latin America & Caribbean2022 October 29 http://tiempo.com.mx/noticia/hackeo_a_municipio_parece_ser_que_fue_por_una_usb_bonilla/0

Russia UMC Europe & Central Asia2021 September 1 https://lenta.ru/news/2021/09/01/sbu_strana/0

Sweden HIC Europe & Central Asia2021 October 7 https://computersweden.idg.se/2.2683/1.757008/kinesiska-hackare-attackerar-indiska-medborgare0

Israel HIC Middle East & North Africa2020 December 10 https://www.pc.co.il/news/327720/ 0

Mexico UMC Latin America & Caribbean2020 December 4 https://www.hoytamaulipas.net/notas/439532/Tamaulipas-Crece-el-hackeo-de-tarjetas-bancarias-en-Matamoros.html0

Brazil UMC Latin America & Caribbean2019 July 29 https://www.atribuna.com.br/opiniao/editorialat/rep%C3%BAblica-hackeada-1.614060

Italy HIC Europe & Central Asia2019 August 7 http://ildispaccio.it/primo-piano/220327-random-fullones-la-droga-nel-pieno-centro-di-reggio-calabria-e-l-hackeraggio-di-conti-correnti-di-quasi-200-vittime0

Chile HIC Latin America & Caribbean2018 March 20 http://www.cooperativa.cl/noticias/tecnologia/internet/seguridad/junaeb-presento-querella-por-hackeo-de-base-de-datos/2009-12-02/115635.html0

Sweden HIC Europe & Central Asia2018 October 25 https://www.svt.se/nyheter/lokalt/jonkoping/anstalld-inom-kriminalvarden-misstanks-for-dataintrang0

Ukraine LMC Europe & Central Asia2017 June 8 http://ipress.ua/news/rosiya_namagalasya_zlamaty_sotni_organizatsiy_u_ssha__komi_213964.html0

Poland HIC Europe & Central Asia2019 March 18 https://wspolczesna.pl/bialystok-36latek-podejrzany-wyludzanie-kodow-platniczych-w-systemie-paysafecard-i-oszustwo-na-ponad-45-tys-zl/ar/139743350

Russia UMC Europe & Central Asia2019 December 27 https://www.kommersant.ru/doc/4208257 0

India LMC South Asia 2017 August 16 http://prahaar.in/bank-account-hacking-in-pune-bhosari/0

United StatesHIC North America 2020 May 5 https://www.claimsjournal.com/news/international/2020/05/05/296905.htm[2496813, 2495610, 2495651]['SAP Admits to Security Lapses in Some Products , but Says There Was No Data Breach', 'SAP discloses security lapses ; says there was no data breach', 'SAP Discloses Security Lapses ; Says There Was No Data Breach']2

Germany HIC Europe & Central Asia2017 April 10 http://www.zdnet.de/88291778/hacker-greifen-zero-day-luecke-in-microsoft-word-an/0

United StatesHIC North America 2021 April 20 https://www.onenewspage.com/n/Politics/1zn1cp3322/FBI-investigating-DNC-email-hack-as-Trump-pushes.htm0

Italy HIC Europe & Central Asia2021 May 17 https://www.tecnoandroid.it/2021/05/17/android-scoperte-app-malware-da-eliminare-immediatamente-9227910

United StatesHIC North America 2021 June 15 https://www.carscoops.com/2021/06/genesis-gv60-interior-revealed-vw-audi-data-breach-facelifted-amg-gt-4-tesla-model-s-plaid-tested-your-morning-brief/0

United StatesHIC North America 2022 August 9 https://www.jdsupra.com/legalnews/molecular-pathology-laboratory-network-3316295/0

United StatesHIC North America 2022 February 22 https://tcbmag.com/the-malware-pandemic/0

United StatesHIC North America 2022 April 13 https://www.medpagetoday.com/special-reports/exclusives/981900

United KingdomHIC Europe & Central Asia2022 November 22 https://www.eurogamer.net/call-of-duty-modern-warfare-2-sees-return-of-superman-exploit0

Bahrain HIC Middle East & North Africa2022 May 2 https://www.newsofbahrain.com/bahrain/80749.html0

Kenya LMC Sub-Saharan Africa2022 December 4 https://techmoran.com/2013/08/28/johannesburg-guarantees-its-residents-after-hacking/0

United KingdomHIC Europe & Central Asia2019 April 12 https://bitpipe.computerweekly.com/detail/RES/1554834789_49.html0

United StatesHIC North America 2019 February 25 https://www.meritalk.com/articles/babyshark-is-back-malware-targets-national-security-think-tanks/0

United StatesHIC North America 2019 July 18 https://news.sophos.com/en-us/2019/07/18/a-new-equation-editor-exploit-goes-commercial-as-maldoc-attacks-using-it-spike/0

United StatesHIC North America 2020 September 9 https://www.darkreading.com/attacks-breaches/inova-suffers-third-party-data-breach/d/d-id/13388720

India LMC South Asia 2020 December 26 https://www.timesnownews.com/business-economy/personal-finance/article/getting-tax-refund-processing-message-from-i-t-department-beware-this-could-be-phishing/6992140

United StatesHIC North America 2019 August 9 https://www.thespreadit.com/hollywood-presbyterian-ransom-69951/0



United StatesHIC North America 2019 October 1 https://www.ibtimes.com/new-fileless-malware-infecting-numerous-windows-computers-us-europe-28374950

India LMC South Asia 2019 May 4 http://www.indialegallive.com/cover-story-articles/focus/beware-malware-649810

Germany HIC Europe & Central Asia2022 June 20 https://www.finanznachrichten.de/nachrichten-2022-06/56352422-as-the-us-govt-warns-telecom-firms-about-hacking-breaches-securitygen-urges-mobile-operators-to-revise-their-approach-to-security-and-upgrade-their-n-008.htm0

Israel HIC Middle East & North Africa2021 July 22 https://www.middleeastmonitor.com/20210722-uae-denounced-by-victims-of-hacking-scandal-as-israel-seeks-to-save-face/0

Russia UMC Europe & Central Asia2021 November 18 https://www.bleepingcomputer.com/news/security/redcurl-corporate-espionage-hackers-resume-attacks-with-updated-tools/0

United KingdomHIC Europe & Central Asia2019 May 7 https://www.theregister.co.uk/2019/05/07/security_roundup/0

United StatesHIC North America 2020 July 7 https://techcrunch.com/2020/07/07/decrypted-police-hack-criminal-phone-network-randori-series-a/0

United StatesHIC North America 2019 August 13 https://www.murfreesboropost.com/news/utilities-discuss-cybersecurity-after-water-website-hack/article_356fea42-bdcb-11e9-841d-3b6c3adb7dad.html0

United StatesHIC North America 2019 May 20 https://www.scmagazine.com/home/security-news/cybercrime/report-hacking-group-wipes-content-from-over-12000-open-mongodb-databases/0

United StatesHIC North America 2019 August 5 https://www.scmagazine.com/home/security-news/malware/lookback-malware-targeting-utility-sector/0

Pakistan LMC South Asia 2021 August 23 https://www.geo.tv/latest/366692-level-4-exploit-discovered-chrome-and-edge-users-advised-to-update-browsers0

United StatesHIC North America 2017 February 24 http://www.southbendtribune.com/news/business/scammer-was-phishing-for-card-information/article_bdec91d7-b1c2-517a-b7fd-8b8e19fa23d7.html0

United StatesHIC North America 2017 February 16 http://www.newshounds.us/federal_fox_investigation_reportedly_includes_allegations_of_phone_hacking_and_illegal_surveillance_0215170

United KingdomHIC Europe & Central Asia2017 March 16 http://www.computerweekly.com/news/450414905/APAC-topped-the-world-in-number-of-cyber-attacks-in-20160

France HIC Europe & Central Asia2017 June 5 http://www.rudebaguette.com/2017/06/05/google-docs-phishing-scam-dangerous/0

United StatesHIC North America 2017 September 11 http://www.beckershospitalreview.com/cybersecurity/34-of-data-breach-class-action-lawsuits-targeted-health-industry-in-2016.html0

India LMC South Asia 2017 September 20 http://gadgets.ndtv.com/internet/news/safebrowse-chrome-extension-hack-cryptocurrency-mining-17529370

United StatesHIC North America 2017 October 6 http://www.securityinfowatch.com/article/12373064/data-breach-digest-cybersecurity-in-the-wake-of-disaster0

United StatesHIC North America 2017 February 20 http://www.worldipreview.com/news/ticketmaster-exec-accused-of-hacking-trade-secrets-135730

United StatesHIC North America 2018 February 11 http://www.spokesman.com/stories/2018/feb/11/washington-pot-industry-faces-major-setback-after-/0

United StatesHIC North America 2018 February 6 https://healthitsecurity.com/news/business-associate-dismissal-denied-in-hipaa-data-breach-case0

India LMC South Asia 2018 March 26 http://www.deccanherald.com/content/666792/hackers-break-naukricom-steal-over.html0

United KingdomHIC Europe & Central Asia2018 May 31 http://www.alphr.com/security/1009473/smart-speaker-voice-squatting-hackers0

PhilippinesLMC East Asia & Pacific2018 June 9 http://technology.inquirer.net/10063/up-site-hacked-over-scarborough-shoal0

Australia HIC East Asia & Pacific2018 October 30 https://www.cso.com.au/mediareleases/33189/carbon-black-threat-report-reveals-destructive/0

Ireland HIC Europe & Central Asia2020 January 20 https://www.irishexaminer.com/breakingnews/ireland/cork-gardai-warn-public-after-attempted-50k-phone-phishing-scam-976480.html0

United StatesHIC North America 2020 March 16 https://securityboulevard.com/2020/03/bitglass-security-spotlight-cyber-attack-results-in-defense-contractor-paying-500000-ransom/0

Canada HIC North America 2020 May 1 https://www.myyellowknifenow.com/48426/ntpc-reports-cyber-attack-thursday-morning-some-systems-shutdown/0

United KingdomHIC Europe & Central Asia2020 August 27 https://www.express.co.uk/news/uk/1328107/Russia-UK-threat-WW3-world-war-3-security-cyber-Vladimir-Putin-Boris-Johnson-latest-news0

South AfricaUMC Sub-Saharan Africa2019 December 24 https://www.thesouthafrican.com/tech/venus-malware-google-play-app-store-evina/0

United StatesHIC North America 2019 March 7 https://baltimore.cbslocal.com/2019/03/07/maryland-social-services-agency-says-facebook-was-hacked/0

United StatesHIC North America 2017 December 13 http://www.spamfighter.com/News-21276-Scammers-Make-Money-with-Malware-Masquerading-as-BSOD.htm0

United StatesHIC North America 2018 June 5 http://abc7news.com/business/consumer-catch-up-ftc-sues-robocallers-medicare-in-trouble/3564981/0

NetherlandsHIC Europe & Central Asia2018 October 6 http://swzonline.nl/site/5qg3mid.php?2e3e84=samsung-smart-tv-hack-20160

United StatesHIC North America 2018 September 3 http://www.spamfighter.com/News-21740-Chinese-Police-Arrested-Suspected-Hackers-over-Cryptocurrency-Theft.htm0

Germany HIC Europe & Central Asia2022 November 30 https://www.heise.de/news/Ransomware-Klinikum-Lippe-entschluesselt-Daten-nach-intensiven-Verhandlungen-7361944.html0

United StatesHIC North America 2020 October 1 https://www.washingtontimes.com:443/news/2020/oct/1/feds-bring-hacking-wire-fraud-charges-in-scheme-th/0

Kenya LMC Sub-Saharan Africa2021 August 4 https://www.businessdailyafrica.com/bd/markets/capital-markets/a-third-of-kenyan-corporates-financial-hack-bids-34989220

United StatesHIC North America 2020 November 23 http://kscj.com/2020/11/23/iowa-d-o-t-website-hacked/0

China UMC East Asia & Pacific2020 December 18 https://www.fxstreet.com/news/forex-today-greenback-comeback-amid-us-hack-profit-taking-focus-remains-on-stimulus-brexit-2020121807020

Singapore HIC East Asia & Pacific2020 June 21 https://www.ibtimes.sg/hackers-prowl-cybercriminals-target-indonesia-govt-coronavirus-database-200-us-police-agencies-472330

India LMC South Asia 2021 September 5 https://www.thehindu.com/news/cities/puducherry/jipmer-suspends-tele-consultation-following-ransomware-attack/article36312449.ece0

Mexico UMC Latin America & Caribbean2022 October 19 http://tiempo.com.mx/noticia/hackeo_a_diputados_del_pan_no_dirigido_a_todos_nos_pasa_estrada_2022/0

Russia UMC Europe & Central Asia2022 November 19 https://www.championat.com/skiing/news-4897431-istochnik-na-translyaciyu-1-go-etapa-kr-po-lyzhnym-gonkam-byli-soversheny-hakerskie-ataki.html0

Israel HIC Middle East & North Africa2021 October 26 https://www.pc.co.il/news/348124/ 0

Ukraine LMC Europe & Central Asia2021 October 15 https://24tv.ua/pivdenna-koreya-peredala-interpolu-order-aresht-ukrayina-novini_n17705760

Mexico UMC Latin America & Caribbean2021 July 22 https://www.sinembargo.mx/22-07-2021/40046410

Jordan UMC Middle East & North Africa2021 May 27 https://www.sarayanews.com/article/6976200

Austria HIC Europe & Central Asia2021 January 12 https://www.krone.at/2316051 0

South KoreaHIC East Asia & Pacific2022 April 6 https://www.hankyung.com/it/article/20220328448610

Sweden HIC Europe & Central Asia2021 June 4 https://www.nyteknik.se/sakerhet/polismejl-som-kom-fel-ledde-till-dom-for-dataintrang-70161340

Serbia UMC Europe & Central Asia2021 July 20 https://www.krstarica.com/vesti/svet/indijske-opozicione-stranke-tvrde-da-su-na-udaru-hakera/0

Germany HIC Europe & Central Asia2020 December 26 https://www.welt.de/wirtschaft/article223236882/Teurer-Hackerangriff-Die-Funke-Erpressung-war-das-ideale-Verbrechen.html0

Tunisia LMC Middle East & North Africa2020 June 25 https://directinfo.webmanagercenter.com/2020/06/25/tunisie-reseaux-sociaux-des-pirates-annoncent-un-faux-concours-a-la-steg/0

Italy HIC Europe & Central Asia2019 May 11 https://napoli.repubblica.it/cronaca/2019/05/11/news/hacker_contro_avvocati_violate_le_pec_allertati_i_vertici_degli_uffici_giudiziari-226039545/0



South KoreaHIC East Asia & Pacific2019 November 29 http://news1.kr/articles/?3780663 0

Turkey UMC Europe & Central Asia2019 March 7 https://www.chip.com.tr/haber/13-milyonu-hacklediler-ama-transfer-edemediler_81090.html0

India LMC South Asia 2019 October 23 https://www.kannadaprabha.com/karnataka/2019/oct/23/karnataka-government-dept-software-hacked-property-papers-manipulated-404594.html0

India LMC South Asia 2019 April 5 http://www.palpalindia.com/2019/04/05/maharashtra-Computer-Engineer-Deepesh-Vijaykumar-Budhbhatti-Not-Salary-Company-Websites-Hack-Cyber-Fraud-Matunga-Police-news-in-hindi-274053.html0

Uruguay HIC Latin America & Caribbean2019 November 7 https://www.elpais.com.uy/informacion/politica/error-hackeo-presidencia-compartio-nota-villar-investiga-paso.html0

Finland HIC Europe & Central Asia2020 February 14 https://www.iltalehti.fi/digiuutiset/a/8a459380-50d4-4c62-b13f-50d089f0d2ee0

Sweden HIC Europe & Central Asia2020 August 21 https://www.di.se/live/battre-an-vantat-fran-mekonomen-dataintrang-sankte-forsaljningen/0

Serbia UMC Europe & Central Asia2019 October 6 http://www.novimagazin.rs/vesti/portal-kosev-objavio-da-je-pod-jakim-hakerskim-napadom0

SwitzerlandHIC Europe & Central Asia2018 April 9 https://www.arcinfo.ch/articles/suisse/reacheminement-des-colis-arrete-apres-des-piratages-7488590

France HIC Europe & Central Asia2018 January 25 https://actu.meilleurmobile.com/pas-de-smartphone-gratuit-de-la-part-de-free-c-est-une-campagne-de-phishing_1697390

Czech RepublicHIC Europe & Central Asia2018 May 10 https://zpravy.aktualne.cz/regiony/plzensky/plzenske-gymnazium-napadli-hackeri-ohrozili-i-maturity-za-od/r~2ff2d7c0543411e880d30cc47ab5f122/?redirected=15259573750

Belgium HIC Europe & Central Asia2018 May 28 https://www.nieuwsblad.be/cnt/dmf20180528_035327910

Germany HIC Europe & Central Asia2018 May 30 https://www.netzwelt.de/betrugswarnungen/151746-paypal-phishing-vorsicht-verifizierung-ihres-kundenkontos-ref.html0

Denmark HIC Europe & Central Asia2018 October 19 https://nordjyske.dk/nyheder/tmp-blev-hacket-og-afpresset/de4b60de-f80b-4fb7-b1e9-7375409b69110

Mexico UMC Latin America & Caribbean2017 June 15 http://entrelineas.com.mx/seguridad/alerta-fge-por-intento-de-phising-a-nombre-de-netflix/0

Russia UMC Europe & Central Asia2017 September 19 http://vestikavkaza.ru/news/KHakery-atakovali-sayt-telekompanii-Rustavi2.html0

Russia UMC Europe & Central Asia2017 April 6 https://dari.sputniknews.com/world/201704061254372/0

Mexico UMC Latin America & Caribbean2017 March 23 http://www.eluniversal.com.mx/articulo/mundo/2017/03/23/hackean-cuentas-de-twitter-de-abc-news-y-publican-mensajes-obscenos0

United StatesHIC North America 2021 April 20 https://www.chattanoogan.com/2021/4/19/426932/The-Dixie-Group-Has-Ransomware-Attack.aspx0

Russia UMC Europe & Central Asia2021 May 24 https://www.bleepingcomputer.com/news/security/indonesian-govt-blocks-access-to-raidforums-hacking-forum-after-data-leak/0

Armenia UMC Europe & Central Asia2022 July 13 https://www.armenpress.am/eng/news/1088202.html0

United StatesHIC North America 2021 July 20 https://news.softpedia.com/news/aruba-notified-customers-regarding-a-data-breach-after-two-months-533537.shtml0

United StatesHIC North America 2022 January 18 https://dailyridge.com/en/2019/06/04/tech-tuesday-phishing-emails-by-hackers-cost-americans-over-675-million-dollars-its-only-getting-worse/0

Indonesia LMC East Asia & Pacific2017 June 1 http://techno.okezone.com/read/2017/06/01/207/1705296/diretas-pandi-bakal-telusuri-kepemilikan-situs-bbc-co-id0

Russia UMC Europe & Central Asia2017 April 20 http://newsomsk.ru/news/55992-xaker_obmanuli_omskuyu_kompaniyu_na_170_ts_rubley/0

United StatesHIC North America 2022 September 16 https://www.lexology.com/library/detail.aspx?g=498ac12c-3001-4099-a111-a0e20553004c0

Singapore HIC East Asia & Pacific2022 October 4 https://www.police.gov.sg/Media-Room/News/20221004_two_men_arr_for_their_suspected_involvement_in_phishing_scam_involving_singpass0

Kenya LMC Sub-Saharan Africa2022 December 6 https://techmoran.com/2014/07/18/113500-new-phishing-wildcards-added-every-month-kaspersky-lab/0

United KingdomHIC Europe & Central Asia2019 May 7 https://www.express.co.uk/news/weird/1123616/mh370-news-malaysia-airlines-plane-latest-update-disappearance-hack-nasa0

Ireland HIC Europe & Central Asia2019 April 15 https://www.irishexaminer.com/breakingnews/ireland/cork-city-council-report-data-breach-after-councillor-claimed-parking-offence-warning-letters-found-917822.html0

United StatesHIC North America 2019 June 18 http://www.spamfighter.com/News-22250-Phishing-attack-on-People-Inc-affected-around-1000-persons.htm0

United KingdomHIC Europe & Central Asia2019 June 11 https://www.scmagazineuk.com/talk-talk-hacker-sentenced-teen-hacking-rising-counter-moves/article/15872450

Australia HIC East Asia & Pacific2021 October 10 https://www.itwire.com/security/eset-says-new-linux-malware-found,-but-infection-vector-unknown.html0

United KingdomHIC Europe & Central Asia2020 May 14 https://www.cbronline.com/news/sophos-patch-root-pre-auth-rce-ftw0

United StatesHIC North America 2020 July 1 https://www.feednavigator.com/Article/2020/07/01/Danish-Agro-almost-back-to-normal-after-April-ransomware-attack0

United StatesHIC North America 2019 July 30 https://www.politico.com/story/2019/07/30/maggie-hassan-aide-guilty-hacking-14410590

Pakistan LMC South Asia 2019 March 18 https://www.dawn.com/news/1470184/the-marriot-hack0

United StatesHIC North America 2019 October 12 https://www.environmentguru.com/pages/elements/element.aspx?id=227432290

United StatesHIC North America 2019 October 30 https://www.marketwatch.com/story/only-2-of-the-equifax-data-breach-victims-have-signed-up-for-free-credit-monitoring-so-far-2019-10-300

United StatesHIC North America 2019 November 20 https://fullcirclemagazine.org/2019/11/20/linux-windows-users-targeted-with-new-acbackdoor-malware/0

United StatesHIC North America 2019 November 26 https://news.yahoo.com/top-long-beach-news-4-175800825.html0

China UMC East Asia & Pacific2018 December 20 https://www.androidheadlines.com/2018/12/malware-chrome-android-report.html0

United StatesHIC North America 2017 April 24 http://www.nextgov.com/cybersecurity/2017/04/hackers-slickly-spoof-urls-use-nsa-tools-and-steal-credit-cards-numbers-hotels/137239/0

United StatesHIC North America 2017 July 11 http://www.neonnettle.com/news/2395-anonymous-hacker-releases-hillary-clinton-s-missing-emails-to-the-public0

United StatesHIC North America 2017 June 24 http://www.latimes.com/business/la-fi-associations-cyber-crime-20170622-story.html0

United StatesHIC North America 2022 February 4 https://www.govtech.com/security/st-clair-county-ill-ransomware-attack-compromises-data0

United StatesHIC North America 2019 May 22 https://www.technologyreview.com/f/608672/hacker-whose-tools-were-used-in-dnc-hack-steps-forward/0

Vietnam LMC East Asia & Pacific2019 April 24 https://ictnews.vn/cntt/bao-mat/xuat-hien-bien-the-moi-ma-doc-facebook-coinminer-tai-bung-phat-de-doa-nguoi-dung-viet-nam-181684.ict[4458907, 4460109, 4021425, 4018840, 4017931, 4464811, 4461118, 4458908, 4461376]['W32 virus. FbCoinMiner continues to threaten users in Vietnam | New variant of Facebook Coinminer malware continues to threaten users in Vietnam | There were 45 . 000 computers in Vietnam infected with Facebook Coinminer malware', 'Vietnamese Facebook users continue to be threatened by cryptocurrency mining malware - VnReview', 'More than 45 . 000 computers in Vietnam infected with malware to mine virtual currency', 'New cryptocurrency malware hijacks China enterprises to mine Monero', 'New Crypto Mining Malware Beapy Uses Leaked NSA Hacking Tools : Symantec Research', 'Rapidly spreading cryptomining malware uses NSA hacking code', 'Cryptocurrency Mining Malware Uses Leaked NSA Exploits to Spread Across Enterprise Networks', 'New variant of virtual currency mining malware continues to threaten Vietnamese users', 'New Crypto - Mining Malware Targeting Asian Firms With NSA Tools']8

United StatesHIC North America 2017 August 14 https://news.illinoisstate.edu/2017/08/hacked-isu-intensifies-fight-cyber-theft/0

United StatesHIC North America 2017 December 12 http://www.isssource.com/iot-botnet-hacks-websites/0

United StatesHIC North America 2017 December 14 http://www.oneidadispatch.com/opinion/20171214/letter-wanderers-rest-victim-of-malicious-hackers0

United KingdomHIC Europe & Central Asia2018 January 21 https://www.dailystar.co.uk/tech/news/672381/Data-Hack-SHOCK-vpnmentor-data-safe-report-accounts-affected-Yahoo-Dropbox-Uber0

United KingdomHIC Europe & Central Asia2018 May 30 http://www.huckmagazine.com/art-and-culture/photography-2/marcus-desieno-no-mans-land-hack/0

Canada HIC North America 2018 April 13 https://globalnews.ca/news/4142602/stephen-mcneil-resign-data-breach/0

United StatesHIC North America 2018 June 12 https://www.law360.com/articles/10522590



United KingdomHIC Europe & Central Asia2018 June 14 http://www.thisismoney.co.uk/money/comment/article-5840605/ALEX-BRUMMER-Digital-crisis-Dixons-new-boss-faces-hacking-scandal-share-price-slide.html0

Russia UMC Europe & Central Asia2018 May 20 https://www.bleepingcomputer.com/news/security/data-of-over-200-million-japanese-sold-on-underground-hacking-forum/0

United KingdomHIC Europe & Central Asia2018 May 22 http://www.smeweb.com/2018/05/22/smes-increasingly-hit-phishing-cyber-crime/0

Japan HIC East Asia & Pacific2018 November 28 https://www.zdnet.com/article/hackers-are-opening-smb-ports-on-routers-so-they-can-infect-pcs-with-nsa-malware/0

Russia UMC Europe & Central Asia2020 May 20 https://www.bleepingcomputer.com/news/security/ghostdns-exploit-kit-source-code-leaked-to-antivirus-company/0

India LMC South Asia 2020 February 2 https://thenortheasttoday.com/tripura-atm-hacking-bid-foiled-thanks-to-alert-youth-prompt-police-action/0

United StatesHIC North America 2020 January 31 https://www.wdbj7.com/content/news/BBB-warns-of-phishing-and-clickbait-scams-following-death-of-Kobe-Bryant-567466291.html0

China UMC East Asia & Pacific2020 July 10 https://cointelegraph.com/news/ukrainian-hacker-caught-selling-government-databases-for-crypto0

United StatesHIC North America 2020 July 20 http://www.techtimes.com/articles/251228/20200720/7-vpn-providers-in-hong-kong-accused-over-releasing-private-data-from-their-users.htm0

BangladeshLMC South Asia 2021 August 9 https://www.daily-sun.com/post/569673/Raids-and-Hacks:-North-Korea-and-Bangladesh0

United KingdomHIC Europe & Central Asia2020 September 28 https://www.infosecurity-magazine.com:443/news/ocr-imposes-685m-penalty-over-data/0

India LMC South Asia 2020 December 14 https://www.siasat.com/defence-tech-service-provider-firms-data-hacked-company-claims-rs-50-cr-loss-2045113/0

United KingdomHIC Europe & Central Asia2021 March 19 https://www.hackneycitizen.co.uk/2021/03/19/cyber-attack-hundreds-residents-disruption-benefits-payments/0

Iran LMC Middle East & North Africa2022 January 15 https://www.balatarin.com/permlink/2022/1/14/57434660

Chile HIC Latin America & Caribbean2022 September 30 https://www.df.cl/economia-y-politica/gobierno/ministerios-sufren-caida-de-paginas-y-el-gobierno-investiga-posible-hackeo0

United KingdomHIC Europe & Central Asia2017 October 25 http://www.ibtimes.co.uk/tarte-cosmetics-data-leak-hackers-get-hold-nearly-2-million-customers-data-left-exposed-16444330

United StatesHIC North America 2018 March 28 https://www.prnewswire.com/news-releases/keller-grover-llp-investigates-bronson-laboratories-data-breach-300621409.html0

Australia HIC East Asia & Pacific2017 May 30 https://www.gizmodo.com.au/2016/08/snowden-documents-confirm-the-nsa-hack-is-real/0

United StatesHIC North America 2018 October 24 https://www.delawareonline.com/story/news/2018/10/24/authorities-delaware-seized-more-than-200-k-bitcoin-hacker/1748488002/0

United KingdomHIC Europe & Central Asia2018 September 26 http://www.itpro.co.uk/cyber-attacks/31992/british-airways-ticketmaster-and-newegg-hacks-part-of-massive-magecart0

Russia UMC Europe & Central Asia2020 May 25 https://www.bleepingcomputer.com/news/security/hacker-extorts-online-shops-sells-databases-if-ransom-not-paid/0

United KingdomHIC Europe & Central Asia2020 April 24 https://www.itproportal.com/news/customer-complaint-phishing-campaign-targets-corporate-networks/0

United StatesHIC North America 2020 August 28 https://www.inman.com/2020/08/28/georgia-mls-struck-by-cyber-attack/0

Germany HIC Europe & Central Asia2022 November 24 https://www.heise.de/news/Kurz-informiert-Feinstaubbelastung-Cyberangriff-Internetanbindung-ADAC-7351591.html0

France HIC Europe & Central Asia2022 June 14 https://www.lepoint.fr/societe/une-campagne-de-phishing-imitant-de-grands-groupes-sevit-en-france-14-06-2022-2479421_23.php0

Germany HIC Europe & Central Asia2022 November 22 https://www.handelsblatt.com/unternehmen/industrie/autozulieferer-nach-cyber-attacke-bei-continental-aufsichtsrat-beruft-sondersitzung-ein/28825558.html0

Poland HIC Europe & Central Asia2021 March 21 https://biznes.interia.pl/waluty/aktualnosci/news-ataki-hakerskie-na-kopaczy-kryptowalut,nId,51171300

Belgium HIC Europe & Central Asia2021 November 23 https://www.knack.be/nieuws/belgie/opnieuw-belgisch-pegasus-slachtoffer-iphone-van-mensenrechtenactivist-gehackt/article-longread-1804137.html0

France HIC Europe & Central Asia2021 July 19 https://www.lemondeinformatique.fr/actualites/lire-telex-l-ancien-ceo-de-nutanix-lance-devrev-xiaomi-n-2-fournisseur-de-smartphones-ransomware-la-chine-accusee-par-les-usa-83648.html0

Russia UMC Europe & Central Asia2021 June 9 https://ren.tv/news/v-rossii/843889-er-vmeste-s-mintsifry-izuchat-vzlomy-profilei-na-elektronnom-golosovanii0

Russia UMC Europe & Central Asia2021 July 29 https://www.bfm.ru/news/477848 0

United StatesHIC North America 2021 December 5 https://tynmagazine.com/los-sms-en-la-mira-de-los-hackers/0

Ukraine LMC Europe & Central Asia2020 April 21 https://www.unian.net/incidents/10967438-na-opustevshem-stolichnom-kreshchatike-vzlomali-salon-svyazi-i-vynesli-flagmanskie-smartfony.html0

Austria HIC Europe & Central Asia2020 May 27 https://www.regionews.at/newsdetail/Zahl_der_Cyber_Attacken_auf_Technologie_Sektor_steigt_um_70_Prozent-3076870

Mexico UMC Latin America & Caribbean2020 August 8 https://www.sdpnoticias.com/columnas/en-breve-visitmexico-y-su-hackeo-ya-hay-denuncias.html0

Spain HIC Europe & Central Asia2020 April 19 https://www.elconfidencialdigital.com/articulo/otros/ataque-phising-falso-mensaje-correos-pide-pagar-140-euros-desinfectar-paquetes/20200418190956143178.html0

Tunisia LMC Middle East & North Africa2019 May 13 https://www.tuniscope.com/article/176305/business/services/phishing-3650150

Indonesia LMC East Asia & Pacific2019 April 24 https://nasional.republika.co.id/berita/nasional/hukum/pqgv32377/dinilai-coba-retas-situs-kpu-maa-ditangkap-polisi0

Mexico UMC Latin America & Caribbean2020 May 18 http://www.notimex.gob.mx/ntxnotaLibre/772072/polic%C3%ADa-cibern%C3%A9tica-realiza-inspecci%C3%B3n-sobre-hackeo-a-notimex0

United StatesHIC North America 2021 May 25 https://www.techtimes.com/articles/260628/20210525/apple-resolves-three-zero-day-vulnerabilities-mainly-xcsset-malware-two.htm[3301379, 3302988, 3311632]['Apple Resolves Three Zero - Day Vulnerabilities Mainly From XCSSET Malware -- Two of Them Are From Apple TV 4K , HD Devices', 'Apple Patches Zero - Day XCSSET Exploit - Security Boulevard', 'Apple Zero Day : Experts Advise Upgrade to macOS Big Sur 11 . 4 NOW to Avoid XCSSET Malware Access']2

India LMC South Asia 2019 March 19 http://www.navshakti.co.in/%E0%A4%96%E0%A4%BE%E0%A4%B8%E0%A4%97%E0%A5%80-%E0%A4%B6%E0%A5%88%E0%A4%95%E0%A5%8D%E0%A4%B7%E0%A4%A3%E0%A4%BF%E0%A4%95-%E0%A4%B8%E0%A4%82%E0%A4%B8%E0%A5%8D%E0%A4%A5%E0%A5%87%E0%A4%9A%E0%A4%BE/0

South KoreaHIC East Asia & Pacific2019 February 9 http://www.ichannela.com/news/main/news_detailPage.do?publishId=000000133856&cateCode=0004&subCateCode=0004040

South KoreaHIC East Asia & Pacific2019 June 20 http://biz.chosun.com/site/data/html_dir/2019/06/20/2019062001463.html0

Spain HIC Europe & Central Asia2019 June 1 https://www.laopinioncoruna.es/coruna/2019/06/01/instituto-sufre-ataque-hackers-exigen/1407322.html0

Chile HIC Latin America & Caribbean2018 August 31 https://www.biobiochile.cl/noticias/nacional/chile/2018/08/30/senado-descarta-haber-sido-victima-de-hackeo-y-filtracion-datos-serian-extemporaneos.shtml0

Venezuela Latin America & Caribbean2018 December 6 http://www.venezuelaaldia.com/2018/12/06/gobierno-quedaria-imposibilitado-cara-elecciones-antee-hackeo-datacenter/0

Russia UMC Europe & Central Asia2018 September 18 http://www.banki.ru/news/lenta/?id=106609710

Ukraine LMC Europe & Central Asia2018 May 5 https://news-front.info/2018/05/05/hakery-vzlomali-perepisku-komandira-74-tsentra-ipso-sbu/0

South KoreaHIC East Asia & Pacific2018 November 12 http://www.zdnet.co.kr/news/news_view.asp?artice_id=201811121532160

South KoreaHIC East Asia & Pacific2018 May 29 http://www.koreatimes.com/article/20180528/11815830

Germany HIC Europe & Central Asia2018 December 5 https://www.heise.de/security/meldung/Achtung-Dynamit-Phishing-Gefaehrliche-Trojaner-Welle-legt-ganze-Firmen-lahm-4241424.html0

India LMC South Asia 2018 April 13 http://pradeshtoday.com/newsdetails.php?news=The-first-blackout-in-the-country,-hackers-made-target&nid=1927020

United StatesHIC North America 2017 January 23 http://radionotas.com/2017/01/23/hackers-secuestran-estaciones-de-radio-para-transmitir-cancion-anti-trump/0

Vietnam LMC East Asia & Pacific2017 January 25 http://thanhnien.vn/the-gioi/bao-dong-tin-tac-tan-cong-qua-youtube-786682.html0

Russia UMC Europe & Central Asia2017 June 5 https://www.searchengines.ru/kolichestvo-kiberatak-uvelichilos-v-tri-raza.html0



Croatia HIC Europe & Central Asia2017 November 21 http://www.jutarnji.hr/vijesti/svijet/roditelji-oprez-igracke-koje-kupuju-i-hrvati-lako-je-hakirati-i-preko-njih-razgovarati-s-djecom/6764808/0

Mexico UMC Latin America & Caribbean2017 March 17 http://noticieros.televisa.com/ultimas-noticias/nacional/2017-03-16/policia-federal-alerta-incremento-ataques-ciberneticos-mexico/0

China UMC East Asia & Pacific2017 August 31 http://www.tmtpost.com/2772701.html 0

Argentina UMC Latin America & Caribbean2017 May 16 https://www.taringa.net/posts/info/19880527/Hackean-comoputadoras-de-la-NASA-escalofriante.html0

United StatesHIC North America 2021 April 1 https://thehill.com/policy/technology/overnights/545871-hillicon-valley-dhs-chief-lays-out-actions-to-boost0

United StatesHIC North America 2021 December 2 https://www.ecommercetimes.com/story/security/87340.html0

United KingdomHIC Europe & Central Asia2022 June 28 https://www.computerweekly.com/news/252522100/Avast-uncovers-thieves-kitchen-of-malware-writing-teens0

United KingdomHIC Europe & Central Asia2021 April 20 https://www.infosecurity-magazine.com:443/news/qr-code-malware-threat-as-lockdown/0

United StatesHIC North America 2021 July 15 https://beta.darkreading.com/endpoint/iot-specific-malware-infections-jumped-700-amid-pandemic0

Germany HIC Europe & Central Asia2019 June 5 https://www.mittelstandcafe.de/csoc-meetup-2019-in-bonn-angriffe-durch-kryptomining-und-phishing-mails-steigen-ransomware-ist-auf-dem-rueckzug-1726662.html0

United StatesHIC North America 2018 July 27 https://www.tekcrispy.com/2018/07/27/netspectre-robar-datos-cpu/0

United KingdomHIC Europe & Central Asia2021 June 15 https://www.itpro.co.uk/security/zero-day-exploit/359876/apple-patches-ios-12-after-hackers-exploit-webkit-engine-flaws0

United StatesHIC North America 2018 January 3 http://www.wxii12.com/article/rockingham-county-schools-malware-attack/14534747[2263762, 2261565, 2263778, 1304310, 2261559]['Rockingham County Schools malware attack', 'Getting Answers After Rockingham County Schools Malware Attack', 'Rockingham County Schools problem solves after malware takedown ', 'After Malware Attack , Rockingham County Schools Rebuilding Servers', 'Malware attack targets Rockingham County school district']4

United StatesHIC North America 2022 September 28 https://www.gamesradar.com/splatoon-3-exploit-is-letting-players-get-kills-through-walls/0

United KingdomHIC Europe & Central Asia2022 October 18 https://www.civilsociety.co.uk/news/one-in-eight-charities-had-a-cyber-attack-last-year-data-shows.html0

United KingdomHIC Europe & Central Asia2022 May 3 https://www.itpro.co.uk/security/cyber-attacks/367561/rental-car-company-sixt-confirms-cyber-attack0

United KingdomHIC Europe & Central Asia2022 October 27 https://www.bristolpost.co.uk/news/bristol-news/bristol-city-council-apologises-data-77494170

United StatesHIC North America 2022 December 18 https://kvia.com/news/us-world/cnn-national/2022/12/17/a-north-carolina-high-school-intercom-system-was-allegedly-hacked-by-a-person-making-antisemitic-remarks/0

United StatesHIC North America 2019 April 25 https://www.techrepublic.com/article/enterprise-cryptojacking-attacks-continue-despite-overall-decline-in-popularity-among-hackers/0

South AfricaUMC Sub-Saharan Africa2022 February 24 https://www.heraldlive.co.za/news/2022-02-24-hacker-gets-correctional-supervision-sentence-for-r350000-fraud/0

Russia UMC Europe & Central Asia2021 May 18 https://www.bleepingcomputer.com/news/security/student-health-insurance-carrier-guardme-suffers-a-data-breach/0

United StatesHIC North America 2021 July 27 https://www.techtimes.com/articles/263399/20210727/south-africa-cyberattack-pipeline-company-transnet-stops-operations-following-data.htm0

Ireland HIC Europe & Central Asia2019 July 7 https://www.irishtimes.com/business/media-and-marketing/inm-data-breach-was-not-for-cost-cutting-exercise-report-1.39494450

United StatesHIC North America 2019 August 13 https://www.crn.com/news/channel-programs/study-fivefold-increase-in-phishing-attacks-on-state-and-local-governments-in-past-three-years0

United StatesHIC North America 2019 August 23 https://www.vox.com/vox-sentences/2019/8/22/20828813/vox-sentences-hackers-local-governments-ransom0

United StatesHIC North America 2019 December 2 https://nakedsecurity.sophos.com/2019/12/02/fake-android-apps-uploaded-to-play-store-by-notorious-sandworm-hackers/0

New ZealandHIC East Asia & Pacific2021 August 17 https://www.infonews.co.nz/news.cfm?id=1225820

United StatesHIC North America 2017 February 19 http://www.komando.com/happening-now/390476/top-story-got-these-emails-from-paypal-or-amazon-delete-them-theyre-phishy0

United KingdomHIC Europe & Central Asia2017 June 8 http://www.ibtimes.co.uk/this-android-malware-downloads-its-own-targeting-users-us-europe-16253750

India LMC South Asia 2017 July 26 http://www.dnaindia.com/india/report-yogi-adityanath-orders-stf-probe-into-police-recruitment-exam-paper-leak-hacking-25139340

United StatesHIC North America 2017 October 28 http://gcaptain.com/inmarsat-shipboard-communication-platform-found-vulnerable-to-hacking/0

United StatesHIC North America 2019 January 31 http://www.perryvillenews.com/news/state/phishing-attack-reported-at-state-government-offices/article_58641a92-c9a8-5996-8de0-4c0220fe419f.html0

United StatesHIC North America 2019 September 5 http://www.spamfighter.com/News-22395-Macon-Countys-official-website-of-Circuit-Clerk-was-hacked-by-the-Iranian-Hackers.htm0

United StatesHIC North America 2017 October 24 https://www.mprnews.org/story/2017/10/24/dayton-renews-call-for-cybersecurity-money0

United StatesHIC North America 2017 May 3 http://www.komando.com/happening-now/399259/phishing-attack-hits-another-huge-company0

China UMC East Asia & Pacific2017 December 27 http://www.xinhuanet.com/english/2017-12/28/c_136856040.htm0

United KingdomHIC Europe & Central Asia2017 June 15 http://uknow.uky.edu/campus-news/uk-warns-campus-phishing-email0

Canada HIC North America 2018 January 15 http://www.princegeorgecitizen.com/news/national-news/severe-internet-connectivity-problems-in-north-korea-in-wake-of-sony-hacking-attack-over-1.16931360

United StatesHIC North America 2018 February 6 http://khqa.com/news/local/keokuk-city-leaders-take-immediate-action-on-data-breach0

United KingdomHIC Europe & Central Asia2018 February 9 https://www.dailypost.co.uk/news/north-wales-news/snapchat-hackers-targeting-north-wales-142703710

United StatesHIC North America 2018 March 13 https://healthitsecurity.com/news/134k-possibly-affected-in-st.-peters-server-data-breach0

United StatesHIC North America 2018 June 7 https://www.wsj.com/articles/judge-compels-discovery-in-suit-alleging-qatar-hacking-despite-sovereignty-questions-15284097560

United StatesHIC North America 2018 March 22 http://wgnradio.com/2018/03/21/the-john-williams-show-full-podcast-03-21-18-andrea-raila-food-with-a-view-facebook-data-breach-pedestrians-abuse-their-right-of-way/0

United StatesHIC North America 2018 April 9 https://threatpost.com/word-attachment-delivers-formbook-malware-no-macros-required/131075/0

United StatesHIC North America 2018 May 9 https://www.reuters.com/article/banco-inter-cyber/brazil-prosecutors-open-investigation-into-banco-inter-data-hack-idUSL1N1SG2380

United StatesHIC North America 2018 June 25 http://www.darkreading.com/cloud/17-million-phishing-emails-blocked-in-june-barracuda-networks/d/d-id/13321370

United StatesHIC North America 2018 November 15 http://ktar.com/story/2308992/phoenix-man-convicted-of-hacking-computers-of-tribal-consultants/0

United StatesHIC North America 2018 September 18 http://dailyorange.com/2018/09/phishing-attacks-continue-plague-su/0

United StatesHIC North America 2020 May 11 https://www.trentonian.com/news/trenton-sues-after-losing-out-on-982k-after-insurer-falls-prey-to-hack-u-s/article_4c954438-93b8-11ea-bf72-8394d7731a98.html0

United StatesHIC North America 2020 January 27 https://www.malaymail.com/news/drive/2020/01/10/connected-cars-moving-targets-for-hackers/18267530

United KingdomHIC Europe & Central Asia2020 May 27 https://www.itproportal.com/news/turla-malware-siphons-antivirus-logs-to-determine-whether-it-has-been-detected/0

United StatesHIC North America 2020 February 13 https://www.investmentwatchblog.com/hackers-attacking-retirement-savings-with-increasing-frequency/0

United StatesHIC North America 2020 April 8 https://www.chieftain.com/news/20200408/potential-data-breach-reported-at-cmhip0

United StatesHIC North America 2020 July 30 https://marketbrief.edweek.org/marketplace-k-12/chinese-hackers-targeted-pearson-accessing-millions-student-records/0

India LMC South Asia 2020 August 17 https://www.businessinsider.in/tech/news/old-malware-makes-a-comeback-as-new-players-enter-cyber-warfare/articleshow/77585693.cms0



United StatesHIC North America 2021 December 23 http://thejerseytomatopress.com/stories/facebook-hacked-data-breach-impacts-500-million,210130

South AfricaUMC Sub-Saharan Africa2021 December 17 https://genderlinks.org.za/news/sa-cyber-attack-disrupts-discussion-on-gbv-and-the-media/0

United StatesHIC North America 2020 October 19 https://www.wsj.com/articles/hackers-smell-blood-as-schools-grapple-with-virtual-instruction-116030998020

South AfricaUMC Sub-Saharan Africa2020 December 17 https://www.defenceweb.co.za/cyber-defence/camera-hack-at-au-headquarters/0

PhilippinesLMC East Asia & Pacific2021 February 3 https://mb.com.ph/2021/02/03/pnpa-database-hacked-website-defaced/0

Russia UMC Europe & Central Asia2021 September 2 https://www.bleepingcomputer.com/news/security/autodesk-reveals-it-was-targeted-by-russian-solarwinds-hackers/0

Germany HIC Europe & Central Asia2021 March 24 https://www.finanznachrichten.de/nachrichten-2021-03/52391927-mnd-mnd-statement-on-cyber-attack-650.htm0

India LMC South Asia 2021 September 18 https://thewire.in/tech/pegasus-journalist-wife-targetted-by-nso-spyware-finds-belgiums-military-intelligence0

United KingdomHIC Europe & Central Asia2021 September 28 https://www.itpro.co.uk/security/phishing/361042/hackers-spoof-zix-in-credential-phishing-attack0

BangladeshLMC South Asia 2018 February 14 http://www.dhakatribune.com/bangladesh/2018/02/14/n-korean-hackers-81m-bangladesh-bank-heist/0

United StatesHIC North America 2018 February 25 http://www.dslreports.com/forum/r31850381-Hacking-the-ONT0

United StatesHIC North America 2018 October 3 http://www.hawaiinewsnow.com/2018/10/03/phishing-attacks-impersonate-uh-administrators-lure-would-be-victims/0

United StatesHIC North America 2020 February 5 https://www.forbes.com/sites/zakdoffman/2020/02/05/fbi-drive-by-hacking-warning-just-got-real-heres-how-this-malicious-new-threat-works/0

United StatesHIC North America 2020 February 5 https://legalnewsline.com/stories/524461961-attorneys-to-net-30-million-in-yahoo-data-breach-settlement-small-amounts-to-millions-of-class-members-possible0

Sweden HIC Europe & Central Asia2022 May 3 https://www.aftonbladet.se/nyheter/a/y4wERx/polis-falls-for-19-fall-av-dataintrang0

Italy HIC Europe & Central Asia2022 March 29 https://www.zazoom.it/2022-03-29/sfruttano-leuropol-e-il-nome-di-catherine-de-bolle-per-rubare-denaro-via-mail-dopo-unaccusa-di-pedopornografia/10614273/0

Argentina UMC Latin America & Caribbean2022 April 24 http://www.ebizlatam.com/el-enemigo-duerme-en-casa-hackers-se-ocultan-hasta-5-meses-en-un-servidor-para-atacar/0

Hungary HIC Europe & Central Asia2021 September 8 https://www.origo.hu/itthon/20210908-magyar-posta-csalok-adathalaszat-sms-email.html0

France HIC Europe & Central Asia2021 September 28 https://www.clubic.com/antivirus-securite-informatique/virus-hacker-piratage/malware-logiciel-malveillant/actualite-386262-microsoft-alerte-quant-a-un-nouveau-malware-utilise-par-nobelium.html0

Mexico UMC Latin America & Caribbean2021 January 12 https://www.sdpnoticias.com/internacional/pagina-departamento-de-estado-hackeada-modificada-gobierno-de-donald-trump.html0

Indonesia LMC East Asia & Pacific2021 March 26 https://banjarmasin.tribunnews.com/2021/03/26/hacker-ransom-exx-klaim-bobor-sistem-pt-pertamina-data-internal-dibocorkan-ke-situs-dark-web0

Syria LIC Middle East & North Africa2021 December 9 http://www.hispantv.com/noticias/asia-occidental/523551/piratas-informaticos-instituto-seguros-israel0

Indonesia LMC East Asia & Pacific2021 May 24 https://bali.tribunnews.com/2021/05/24/pemuda-ini-retas-ratusan-akun-facebook-sebagian-diperas-sebagian-dipakai-provokasi-sara0

Poland HIC Europe & Central Asia2021 September 6 https://www.tvp.info/55722452/norbert-kaczmarczyk-informuje-o-ataku-hakerskim0

China UMC East Asia & Pacific2021 October 2 https://www.epochtimes.com/gb/21/10/1/n13275261.htm0

Finland HIC Europe & Central Asia2020 January 15 https://www.hs.fi/kaupunki/art-2000006373314.html0

Russia UMC Europe & Central Asia2020 May 19 https://www.pravda.ru/news/accidents/1499572-chelyabinsk/0

Mexico UMC Latin America & Caribbean2021 September 17 https://diariodelistmo.com/coatzacoalcos/mas-de-20-intentos-de-hackeo-a-paginas-del-ayuntamiento-de-coatzacoalcos-/501240890

Russia UMC Europe & Central Asia2021 October 27 https://tvzvezda.ru/news/202110271537-HtCoY.html0

United StatesHIC North America 2017 January 3 http://www.lowcards.com/information-on-u-s-military-medical-professionals-exposed-in-data-breach-46869[40773, 32022, 41504]['Data breach exposes US Army doctor details', 'Researcher Finds Data Breach of U . S . Special Operations Employees', 'Information on U . S . Military Medical Professionals Exposed in Data Breach']2

India LMC South Asia 2018 December 12 https://newsd.in/symantec-identifies-group-behind-cyber-attacks-in-pakistan-turkey/[2219957, 2219962]['Symantec identifies group behind cyber attacks in Pakistan , Turkey', 'Symantec identifies group behind cyber attacks in Pakistan , Turkey | News and Analysis from India . A Refreshing approach to news . ']1

South KoreaHIC East Asia & Pacific2020 January 30 https://news.chosun.com/site/data/html_dir/2020/01/30/2020013001580.html0

Russia UMC Europe & Central Asia2020 August 21 https://www.securitylab.ru/blog/company/AngaraTech/349270.php0

United StatesHIC North America 2019 August 7 http://globedia.com/hackeo-camaras-vigilancia0

Israel HIC Middle East & North Africa2019 August 29 http://www.kolhazman.co.il/401625 0

Ukraine LMC Europe & Central Asia2019 April 3 https://zik.ua/ru/news/2019/04/03/kyberpolytsyya_razoblachyla_hakerov_kotorie_vorovaly_ynformatsyyu_s_pomoshchyu_15433930

France HIC Europe & Central Asia2018 April 10 https://korben.info/comment-les-auteurs-du-hack-de-coincheck-ont-reussi-a-blanchir-550-millions-de-dollars-de-nem.html0

Brazil UMC Latin America & Caribbean2018 April 10 https://canaltech.com.br/podcast/podcast-canaltech/ct-news-09042018-hyperloop-no-brasil-falha-permite-hackear-netflix-2526/0

South KoreaHIC East Asia & Pacific2018 March 29 http://news1.kr/articles/?3275057 0

Vietnam LMC East Asia & Pacific2018 September 5 http://baocantho.com.vn/hon-6-500-su-co-tan-cong-mang-trong-8-thang-dau-nam-2018-a101654.html0

France HIC Europe & Central Asia2017 February 25 http://www.fredzone.org/logiclocker-un-malware-capable-dempoisonner-leau-potable-dune-ville-5540

Venezuela Latin America & Caribbean2017 July 31 http://noticiasvenezuela.info/2017/07/este-es-el-mensaje-del-grupo-que-hackeo-al-cne-en-venezuela/0

Belgium HIC Europe & Central Asia2019 August 22 https://www.sudinfo.be/id137000/article/2019-08-22/ladministration-communale-de-colfontaine-victime-de-piratage-informatique-toutes0

Mexico UMC Latin America & Caribbean2018 January 31 http://planoinformativo.com/571332/procuraduria-agraria-pierde-en-hackeo-995-mil-pesos-slp0

South KoreaHIC East Asia & Pacific2018 November 26 http://www.hankookilbo.com/News/Read/201811261664378337?did=PA&dtype=3&dtypecode=5600

China UMC East Asia & Pacific2017 June 6 http://www.epochtimes.com/gb/17/6/6/n9231371.htm0

Czech RepublicHIC Europe & Central Asia2017 February 8 https://www.root.cz/clanky/spam-je-zpet-je-ho-nejvic-za-7-let-kazdy-desaty-obsahuje-malware/0

United StatesHIC North America 2021 November 13 https://www.kunr.org/post/unr-nv-air-national-guard-prepare-cyber-attacks0

United StatesHIC North America 2021 December 3 https://www.msn.com/en-us/money/other/someone-is-hacking-receipt-printers-with-antiwork-messages/ar-AARqpjH0

Canada HIC North America 2021 May 14 https://www.bnnbloomberg.ca/crypto-s-anonymity-has-regulators-circling-after-the-colonial-pipeline-hack-1.16038490

United StatesHIC North America 2022 June 8 https://www.jdsupra.com/legalnews/prothena-corporation-plc-confirms-6912228/0

Iran LMC Middle East & North Africa2022 July 27 https://www.presstv.ir/Detail/2022/07/27/686324/Iraqi-hacker-group--ALtahrea-Team--targets-Israeli-IT,-e-commerce-companies-with-major-cyber-attack0

India LMC South Asia 2022 August 1 https://www.medianama.com/2022/08/223-paytm-mall-data-breach-unsolved-mystery/0

Canada HIC North America 2021 August 6 https://www.sprucegroveexaminer.com/news/albertans-personal-information-exposed-after-national-health-care-data-provider-hacked-data-put-up-for-sale0

United StatesHIC North America 2022 January 8 https://www.freightwaves.com/news/minnesota-trucking-company-hit-in-2nd-ransomware-attack0



United StatesHIC North America 2019 April 23 https://thenextweb.com/hardfork/2019/04/23/bitcoin-hacker-targets-meghan-markles-friends-fashion-company/0

United StatesHIC North America 2020 January 14 https://www.governing.com/security/Scammers-Went-Phishing-in-LA-County-But-Got-No-Bites.html0

United StatesHIC North America 2019 June 1 https://www.nkyTribune.com/2019/06/oag-reports-health-records-company-to-pay-state-thousands-over-data-breach-lawsuit-in-federal-court/0

United StatesHIC North America 2020 June 29 https://threatpost.com/revil-ransomware-gang-auction-stolen-data/157006/0

United StatesHIC North America 2020 August 16 https://portcitydaily.com/local-news/2020/08/16/lawsuit-alarming-data-breach-at-coastal-prep-academy-exposed-sensitive-personal-data/0

United StatesHIC North America 2019 February 1 http://www.mcall.com/business/mc-biz-easton-hospital-former-owner-china-cybertheft-20190201-story.html0

Nicaragua LMC Latin America & Caribbean2017 July 17 http://www.elnuevodiario.com.ni/variedades/434079-hackean-jr-su-canal-youtube/0

United StatesHIC North America 2019 April 9 https://www.qsrweb.com/news/mcdonalds-australia-free-burger-kiosk-hack-up-to-16m-views/0

Sweden HIC Europe & Central Asia2022 December 2 https://www.thelocal.se/20221202/swedens-a-kassa-unemployment-system-offline-after-cyber-attack/0

United StatesHIC North America 2022 February 3 https://www.newsweek.com/cyber-attack-red-cross-data-stings-family-reunification-push-feds-say-16756580

PhilippinesLMC East Asia & Pacific2019 November 1 https://tribune.net.ph/index.php/2019/11/01/phishing-shifts-from-e-mail-to-social-media/0

United KingdomHIC Europe & Central Asia2017 January 5 http://www.tfmradio.co.uk/localnews/cleveland-police-apologise-over-phone-hacking-scandal/0

Germany HIC Europe & Central Asia2017 January 25 http://www.finanznachrichten.de/nachrichten-2017-01/39753576-target-plans-apple-pay-rival-despite-recent-data-breach-020.htm0

United StatesHIC North America 2017 August 11 http://www.ibtimes.com/revenge-hacking-former-employee-charged-11-million-hacking-company-25776220

United StatesHIC North America 2017 October 24 https://www.techrepublic.com/article/nearly-undetectable-microsoft-office-exploit-installs-malware-without-an-email-attachment/0

United KingdomHIC Europe & Central Asia2017 November 15 https://www.infosecurity-magazine.com/news/q3-sees-a-whopping-400m-malware/0

Kenya LMC Sub-Saharan Africa2018 January 8 https://www.kachwanya.com/2016/04/28/ministry-of-foreign-affairs-kenya-hacked-the-1tb-hacked-data-include-details-on-corruption/0

United StatesHIC North America 2018 April 10 http://www.alice1059.com/blogs/bj-jamie/bj-jamie-new-malware-hacks-atms-free-money-4100

South AfricaUMC Sub-Saharan Africa2018 June 20 https://www.itweb.co.za/content/PmxVE7KXKEmMQY850

Ireland HIC Europe & Central Asia2018 July 12 https://www.rte.ie/news/politics/2018/0712/978250-pac-cyber-fraud/0

Canada HIC North America 2018 December 7 https://www.therecord.com/news-story/9071042-cyber-attack-batters-christie-digital/0

United KingdomHIC Europe & Central Asia2020 January 30 https://www.campaignlive.co.uk/article/ico-urges-advertisers-consider-role-rtb-data-breach/16724900

United StatesHIC North America 2020 April 8 http://www.digitaljournal.com/tech-and-science/technology/email-it-data-breach-exposes-600-000-users/article/5699600

NetherlandsHIC Europe & Central Asia2018 February 6 https://nltimes.nl/2018/02/06/suspect-arrested-cyber-attacks-dutch-tax-service-bunq0

Egypt LMC Middle East & North Africa2017 January 3 http://www.elhadas-news.com/saudi-news/28293.html[19011, 19012, 19009]["Today's news Government agencies warn of dangerous cyber attacks targeting employees", 'Dawn Gate: Government agencies warn of dangerous cyber attacks targeting employees', 'Government agencies warn of dangerous cyber attacks targeting employees']2

United KingdomHIC Europe & Central Asia2021 March 18 https://www.dailyecho.co.uk/news/19167945.hackers-target-social-media/0

Norway HIC Europe & Central Asia2021 September 17 https://www.newsinenglish.no/2021/09/17/china-critics-email-hacked-and-stolen/0

United StatesHIC North America 2021 March 9 https://www.bankinfosecurity.com/zloader-malware-hidden-in-encrypted-excel-file-a-161460

Poland HIC Europe & Central Asia2022 February 8 https://www.wnp.pl/tech/liczba-atakow-hakerskich-na-firmy-w-polsce-wzrosla-o-40-proc,537685.html0

Russia UMC Europe & Central Asia2022 September 30 https://www.securitylab.ru/news/534165.php0

Austria HIC Europe & Central Asia2022 August 3 https://www.tt.com/artikel/30827711/hackerangriff-in-kaernten-datenschutzbehoerde-stellt-verfahren-ein0

Indonesia LMC East Asia & Pacific2022 March 17 https://www.kompas.com/cekfakta/read/2022/03/17/125700182/infografik--waspadai-hoaks-phishing-yang-mengaku-cek-bansos-di-situs0

Venezuela Latin America & Caribbean2022 September 26 https://www.entornointeligente.com/defensora-pblica-emite-alerta-a-funcionarios-por-hackeo-al-poder-judicial-y-advierte-posibles-problemas-de-interconexin-2/0

South KoreaHIC East Asia & Pacific2022 December 8 http://biz.heraldcorp.com/view.php?ud=202212080005190

Russia UMC Europe & Central Asia2022 March 28 https://www.securitylab.ru/news/530802.php0

South KoreaHIC East Asia & Pacific2022 August 25 https://zdnet.co.kr/view/?no=202208251613460

Norway HIC Europe & Central Asia2022 October 14 https://www.dagbladet.no/nyheter/eldre-og-barnevernsbarn-rammet/771460880

Germany HIC Europe & Central Asia2021 December 13 https://www.dw.com/de/alarmstufe-rot-warnung-vor-hackerangriff/a-601042000

Hungary HIC Europe & Central Asia2021 January 24 https://www.blikk.hu/aktualis/krimi/hacker-myfreecams-belepo-adatok/2g0254z0

France HIC Europe & Central Asia2021 February 14 https://www.20minutes.fr/high-tech/2976935-20210214-plus-grande-fuite-donnees-jamais-constatee-ligne-pres-32-milliards-e-mails-mots-passe-pirates0

Malaysia UMC East Asia & Pacific2021 December 8 https://www.sinarharian.com.my/article/176675/BERITA/Semasa/Akaun-Facebook-Exco-Kedah-digodam0

Sweden HIC Europe & Central Asia2021 April 7 https://www.arbetarbladet.se/artikel/kommunen-utsatt-for-dataintrang-delade-kansliga-uppgifter-till-foretag-i-usa0

Indonesia LMC East Asia & Pacific2021 June 21 https://aceh.tribunnews.com/2021/06/21/mantan-penyidik-kpk-novel-baswedan-dan-febri-mendadak-diikutkan-grup-bitcoin-diduga-diretas0

Poland HIC Europe & Central Asia2021 May 4 https://www.wirtualnemedia.pl/artykul/falszywe-strony-wyludzajace-dane-15-tys-adresow0

Mexico UMC Latin America & Caribbean2021 May 4 https://www.tribuna.com.mx/sonora/2021/5/3/iee-sonora-interpone-denuncia-ante-fgr-por-hackeo-de-la-senal-del-debate-entre-candidatos-244998.html0

United StatesHIC North America 2020 June 11 http://news.nate.com/view/20200611n395750

Israel HIC Middle East & North Africa2021 April 29 https://www.calcalist.co.il/technology/article/HyD00v4Owd0

Chile HIC Latin America & Caribbean2022 September 30 https://www.ciperchile.cl/2022/09/30/hackeo-a-correos-del-ministerio-de-justicia-expone-datos-sensibles-de-menores-del-sename-y-de-casos-de-familia/0

South KoreaHIC East Asia & Pacific2022 July 21 https://zdnet.co.kr/view/?no=202207211618480

India LMC South Asia 2020 June 8 https://navbharattimes.indiatimes.com/tech/gadgets-news/kanpur-hackers-gets-3-78-lakh-rupees-as-reward-for-tracking-bugs-in-google-products/articleshow/76254779.cms[2547939, 2546894]["Hackers Earns: Bug found in Google products, Kanpur's hacker found 3. 78 lakh rupees - kanpur hackers gets 3 . 78 lakh rupees as reward for tracking bugs in google products", 'Kanpur : Hacker earns Rs 3 . 78 lakh for tracking Google bugs | Lucknow News']1

Belgium HIC Europe & Central Asia2020 December 1 https://brf.be/regional/1436558/ 0

Spain HIC Europe & Central Asia2020 May 16 https://elpais.com/espana/2020-05-15/el-constitucional-alega-temor-a-un-hackeo-y-decide-paralizar-los-plenos.html0

Argentina UMC Latin America & Caribbean2020 October 25 https://www.lavoz.com.ar/sucesos/causa-euromayor-hackearon-computadora-clave-de-investigacion0

Belgium HIC Europe & Central Asia2020 December 22 https://datanews.levif.be/ict/actualite/un-hacker-neerlandais-encourt-15-mois-de-prison-pour-avoir-vole-les-donnees-de-clients-de-mobile-vikings/article-news-1372491.html0

Russia UMC Europe & Central Asia2020 December 4 https://www.inopressa.ru/article/04Dec2020/nytimes/estonia.html0



Croatia HIC Europe & Central Asia2020 August 1 https://www.bug.hr/sigurnost/u-tijeku-je-e-mail-telefonska-i-phishing-kampanja-usmjerena-prema-institucijama-160740

Germany HIC Europe & Central Asia2019 January 25 http://www.haz.de/Nachrichten/Medien/Netzwelt/Phishing-Mails-Sparkassen-Kunden-erneut-im-Fokus-von-Betruegern0

Serbia UMC Europe & Central Asia2019 March 27 https://www.danas.rs/tehnologije/hakerski-napadi-protiv-elektro-mreza/0

BangladeshLMC South Asia 2019 September 13 https://www.bd-pratidin.com/last-page/2019/09/14/4568100

SwitzerlandHIC Europe & Central Asia2019 December 10 https://www.tagesanzeiger.ch/panorama/vermischtes/schuesse-auf-ussoldaten-kurz-darauf-folgt-ein-hackerangriff/story/289326500

Brazil UMC Latin America & Caribbean2019 October 24 https://g1.globo.com/pa/para/noticia/2019/10/24/suspeitos-de-hackear-sistema-operacional-da-celpa-sao-presos-no-para.ghtml0

Ukraine LMC Europe & Central Asia2019 November 3 https://www.ostro.org/lugansk/society/news/73065/0

Brazil UMC Latin America & Caribbean2018 April 16 https://canaltech.com.br/apps/golpe-do-whatsapp-plus-volta-a-circular-e-pode-instalar-malwares-no-seu-aparelho-111944/0

Russia UMC Europe & Central Asia2019 June 2 https://www.ferra.ru/news/techlife/khakery-pytalis-vyvesti-iz-stroya-servery-ege-02-06-2019.htm0

Japan HIC East Asia & Pacific2018 March 28 http://www.etnews.com/20180328000326?mc=em_009_000010

Morocco LMC Middle East & North Africa2018 September 3 https://www.financialafrik.com/2018/09/03/un-enfant-de-11-ans-pirate-le-systeme-de-vote-electronique-americain/0

France HIC Europe & Central Asia2017 June 2 http://france3-regions.francetvinfo.fr/auvergne-rhone-alpes/savoie/chambery/piratage-informatique-chambery-metropole-fait-remous-savoie-1265939.html0

Japan HIC East Asia & Pacific2017 February 7 http://www.etnews.com/201702070000810

Taiwan 2017 October 12 http://news.sina.com.tw/article/20171012/24207924.html0

India LMC South Asia 2017 May 16 http://maharashtratimes.indiatimes.com/maharashtra/nagpur-vidarbha-news/nagpur/nagpur-imd-website-hacked-from-iran/articleshow/58705360.cms0

India LMC South Asia 2017 August 21 http://malayalam.oneindia.com/news/kerala/pakistan-hacker-hacked-kerala-government-s-websites-179554.html0

Denmark HIC Europe & Central Asia2017 June 15 https://www.tv2lorry.dk/artikel/partner/tv2dk/frederiksbergs-pladshenvisning-hacket-fik-adgang-til-cpr-numre0

United StatesHIC North America 2021 November 21 https://www.villages-news.com/2021/11/21/hospital-seeks-dismissal-of-patients-lawsuit-over-ransomware-attack/0

United StatesHIC North America 2021 May 27 https://www.govinfosecurity.com/health-data-breach-tallys-2021-surge-continues-a-167570

BangladeshLMC South Asia 2022 August 30 https://www.bssnews.net/news/79607 0

United StatesHIC North America 2022 October 7 https://www.aol.com/news/vmfh-network-outage-hits-day-001040391.html0

India LMC South Asia 2022 September 23 https://zeenews.india.com/india/73-websites-hacked-every-day-in-india-2021-saw-highest-cyber-breaches-in-four-years-2513355.html0

United StatesHIC North America 2022 November 16 https://www.jdsupra.com/legalnews/old-point-national-bank-announces-data-6119165/0

South AfricaUMC Sub-Saharan Africa2022 December 15 https://www.iol.co.za/capeargus/news/fbi-beat-security-cluster-in-identifying-cyber-hack-of-the-sa-reserve-bank-says-godongwana-0c5e9af6-00e2-45bd-9867-a386cd351db70

United StatesHIC North America 2019 April 22 https://www.insurancebusinessmag.com/us/news/breaking-news/from-spear-phishing-to-hacked-printers-brokers-have-to-stay-sharp-on-emerging-risks-165346.aspx0

Singapore HIC East Asia & Pacific2019 April 14 https://www.networksasia.net/article/ingenious-imitation-fake-gdpr-notices-phishing-found-120-million-malicious-emails-targeting0

United StatesHIC North America 2019 June 20 https://www.spamfighter.com/News-22256-Patients-of-Health-Quest-notified-about-July-2018-Phishing-Breach.htm0

United KingdomHIC Europe & Central Asia2022 January 5 https://www.artlyst.com/news/nft-phishing-scam-2-2m-lost-banksy-vandal-given-prison-sentence-protected-status-granted-for-1500-caravaggio/0

United StatesHIC North America 2022 January 28 https://siliconangle.com/2022/01/27/apple-tesla-supplier-delta-electronics-struck-conti-ransomware-attack/0

India LMC South Asia 2019 May 24 https://infotechlead.com/security/50000-companies-running-sap-software-face-hacking-onapsis-584300

China UMC East Asia & Pacific2017 March 31 http://bbs.duowan.com/thread-45549298-1-1.html0

Russia UMC Europe & Central Asia2017 November 30 http://www.banki.ru/news/lenta/?id=101415850

Russia UMC Europe & Central Asia2022 January 11 https://www.securityweek.com/mrioa-discloses-data-breach-affecting-134000-people0

China UMC East Asia & Pacific2018 June 14 http://news.dayoo.com/society/201806/14/140000_52203358.htm[1747197, 1744129, 1744123, 1744131, 1744128, 1740718, 1744133, 1744134, 1744130, 1744132, 1744121, 1744124]['Printers and Cameras Can Be Hacked', 'Printers and cameras will also be hacked, IoT devices may become the hardest hit area of \u200b\u200bnetwork security_Guangzhou DailyDayang网', 'Cameras Hacked, IoT Devices Feared to Become the Hardest Hit Area of \u200b\u200bNetwork Security - Dahe.com', 'Printers and cameras are easy to be hacked, and IoT devices may become the hardest hit area for network security|Internet of Things|Printers|Cameras', 'Printers and cameras will also be hacked, IoT devices may become the hardest hit area for network security - Current News - Zhejiang Online', 'Printers and cameras will also be hacked, IoT devices may become the hardest hit area of \u200b\u200b\u200b\u200bcyber security_China News_Global Network', 'Printers and cameras will also be hacked, IoT devices may become the hardest hit area for network security - Teller Report', 'The camera of the printer is hacked, and the security of the Internet of Things equipment needs to be protected - IT World', 'Printers and cameras wil11

Canada HIC North America 2020 March 3 https://www.squamishchief.com/news/local-news/hacker-targets-district-of-squamish-it-systems-again-1.240890570

United StatesHIC North America 2019 March 5 https://keysnews.com/article/story/fkcc-handles-data-breach-with-help-of-security-firm/0

United StatesHIC North America 2019 August 2 https://www.performance-radio.com/2019/08/02/sd-bbb-recommends-freezing-your-credit-after-latest-data-breach/0

Australia HIC East Asia & Pacific2019 August 9 https://www.9news.com.au/technology/facebook-scam-phishing-email-scam-hitting-aussie-inboxes/bdc4c1a7-d27a-4eb9-a2b5-a6e2ef5f85670

United KingdomHIC Europe & Central Asia2019 October 9 https://www.dailystar.co.uk/news/weird-news/uss-nimitz-ufos-were-always-205423680

United StatesHIC North America 2019 December 10 https://www.wlox.com/2019/12/09/hackers-infect-pascagoulas-data-systems-demand-ransom/0

NetherlandsHIC Europe & Central Asia2019 December 18 https://www.telecompaper.com/news/pts-investigates-tele2-sweden-voicemail-hacking--13204680

United StatesHIC North America 2018 April 12 http://fortune.com/2018/04/12/uber-data-breach-security/0

Qatar HIC Middle East & North Africa2018 December 29 https://menafn.com/1097899813/Tech-Blurbs-Blue-Cross-Data-Breach-Army-IT-Develops-Tactical-Network-WhiteHat-Hacksmore0

United StatesHIC North America 2017 January 29 http://timesofsandiego.com/crime/2017/01/29/bogus-email-sent-to-la-jolla-podiatrists-patients-in-hacking/0

United StatesHIC North America 2017 February 2 http://news.softpedia.com/news/twitter-verify-account-phishing-scam-steals-credentials-credit-card-data-512489.shtml0

Saudi ArabiaHIC Middle East & North Africa2017 February 13 http://www.arabianbusiness.com/three-charged-with-hacking-dubai-bank-account-stealing-270-000-655365.html0

United StatesHIC North America 2017 March 15 http://jpupdates.com/2017/03/15/walk-for-israel-website-hacked-with-anti-semitic-messages/0

United StatesHIC North America 2017 March 16 http://nbc4i.com/2017/03/15/ransom-note-in-licking-co-cyber-attack-demanded-over-30000/0

United StatesHIC North America 2017 April 15 http://mynews4.com/news/local/construction-sign-hacked-on-n-virginia-street0

United StatesHIC North America 2017 April 21 http://www.nfvzone.com/news/2017/04/21/8531903.htm0

South AfricaUMC Sub-Saharan Africa2017 May 21 https://businesstech.co.za/news/telecommunications/176067/telkom-hit-in-global-cyber-attack/0

Canada HIC North America 2017 May 16 http://www.stratfordbeaconherald.com/2017/05/16/preventative-measures-taken-against-malware-say-officials0

India LMC South Asia 2017 May 17 http://www.thehindu.com/news/national/other-states/odisha-crime-branch-to-probe-cyber-attack/article18476254.ece0

United StatesHIC North America 2017 February 22 http://www.komando.com/happening-now/391132/received-this-driving-violation-email-notice-lately-its-a-scam0

United StatesHIC North America 2018 February 15 https://www.newsbtc.com/2018/02/15/cisco-cybersecurity-team-cracks-50-million-ukrainian-hacker-ring/0



South AfricaUMC Sub-Saharan Africa2019 July 23 https://techcentral.co.za/sassa-website-down-for-days-following-hack/91275/0

Ireland HIC Europe & Central Asia2017 August 5 https://www.rte.ie/news/ireland/2017/0805/895442-parkbytext-breach/0

India LMC South Asia 2018 July 26 http://www.thehansindia.com/posts/index/Business/2018-07-26/Facebook-shares-nosedive-loses-130-billion-over-data-breach-scandal/4012940

United StatesHIC North America 2018 December 18 https://threatpost.com/wordpress-seo-injection-malware/140055/0

United StatesHIC North America 2018 December 27 http://www.spamfighter.com/News-21948-UMMS-(University-of-Maryland-Medical-System)-investigating-Malware-attack-on-their-Computer-system.htm0

United StatesHIC North America 2020 January 29 https://www.asicentral.com/news/newsletters/promogram/january-2020/bag-makers-fully-operational-after-malware-attack/0

United KingdomHIC Europe & Central Asia2020 January 29 https://www.theregister.co.uk/2020/01/29/un_covered_up_hack/0

United StatesHIC North America 2020 August 19 https://www.wwnytv.com/2020/08/19/after-malware-attack-samaritan-restores-main-computer-system/0

Indonesia LMC East Asia & Pacific2022 June 25 https://www.cnnindonesia.com/teknologi/20220625022353-192-813380/hacker-gasak-rp148-t-dari-perusahaan-kripto-as-bagaimana-modusnya0

Sweden HIC Europe & Central Asia2022 May 19 https://www.deia.eus/bizkaia/2022/05/19/redada-alrededor-60-bares-bizkaia/1220926.html0

Germany HIC Europe & Central Asia2022 May 24 https://www.heise.de/news/Hackerangriff-Landesverwaltung-von-Kaernten-wurde-komplett-lahmgelegt-7121628.html0

Argentina UMC Latin America & Caribbean2022 October 28 https://www.clarin.com/politica/hackean-datos-nucleares-iran-argentina-aparece-mencionada_0_VVOHEJ1aOw.html0

South KoreaHIC East Asia & Pacific2021 September 8 https://www.anewsa.com/./detail.php?number=24862450

South KoreaHIC East Asia & Pacific2021 September 8 https://zdnet.co.kr/view/?no=202109081400530

India LMC South Asia 2021 December 4 https://www.bhaskar.com/national/news/pakistani-hackers-targeting-indian-afghan-government-military-officials-129180427.html0

South KoreaHIC East Asia & Pacific2021 June 30 http://www.newstomato.com/ReadNews.aspx?no=10555850

Spain HIC Europe & Central Asia2021 January 28 https://www.ideal.es/miugr/denuncia-ante-ataque-20210128230505-nt.html0

France HIC Europe & Central Asia2021 February 19 https://www.lemondeinformatique.fr/actualites/lire-l-afnor-sous-le-feu-du-ransomware-ryuk-maj-82039.html0

South KoreaHIC East Asia & Pacific2021 December 3 https://www.anewsa.com/./detail.php?number=25364030

Poland HIC Europe & Central Asia2021 June 22 https://krakow.naszemiasto.pl/atak-hakerski-na-urzad-marszalkowski-sledczy-nadal-nie/ar/c1-83362200

Ukraine LMC Europe & Central Asia2020 June 2 https://nr2.com.ua/tehnologii/2020/06/02/provaider-volia-soobshil-ob-intensivnyh-kiberatakah-na-servera/0

Ukraine LMC Europe & Central Asia2020 January 23 https://censor.net.ua/news/3171531/20letniyi_student_iz_odessy_rasprostranyal_virus_dlya_skrytogo_mayininga_kriptovalyuty_natspolitsiya0

Russia UMC Europe & Central Asia2020 May 25 https://biz.cnews.ru/news/top/2020-05-19_shifrovalshchik_atakuet_gossektor0

South KoreaHIC East Asia & Pacific2020 November 24 https://news.joins.com/article/23929082 0

Ukraine LMC Europe & Central Asia2020 August 25 http://www.bagnet.org/news/accidents/1289963/gruppa-hakerov-uspeshno-vorovala-dannye-polzovateley-kompyuterov-i-smartfonov0

Czech RepublicHIC Europe & Central Asia2020 February 12 https://www.zive.cz/clanky/podvodnici-si-chteli-vydelat-jako-hackeri-pouzili-k-tomu-beznou-aplikaci-na-uzamceni-pocitace/sc-3-a-202421/default.aspx0

Russia UMC Europe & Central Asia2020 August 14 http://rosinvest.com/novosti/1416833 0

Mexico UMC Latin America & Caribbean2020 March 17 https://www.eluniversal.com.mx/metropoli/desde-laboratorio-de-la-unam-hackeaban-alumnas-y-robaban-packs0

South KoreaHIC East Asia & Pacific2021 June 10 https://www.donga.com/news/Politics/article/all/20210611/107379467/10

South KoreaHIC East Asia & Pacific2020 May 28 http://www.busan.com/view/busan/view.php?code=20200528113522888400

South KoreaHIC East Asia & Pacific2020 February 8 https://news.mt.co.kr/mtview.php?no=2020020318365385794&MS_P0

Senegal LMC Sub-Saharan Africa2019 March 16 http://www.rewmi.com/hacking-piratage-bdk-devalisee.html0

Indonesia LMC East Asia & Pacific2019 October 16 https://www.liputan6.com/tekno/read/4086858/file-komputer-disandera-hacker-balas-dendam-ke-pelaku-dengan-cara-ini0

Russia UMC Europe & Central Asia2019 December 6 https://rusplt.ru/news/krasnodarskiy-haker-vzlomal-687078.html0

Israel HIC Middle East & North Africa2019 May 24 https://www.mako.co.il/pzm-magazine/Article-53286369975da61027.htm?sCh=3d385dd2dd5d4110&pId=13480630720

United StatesHIC North America 2019 February 25 https://www.mac4ever.com/actu/141515_icann-mounir-mahjoubi-confirme-le-piratage-de-l-annuaire-central-de-l-internet0

South KoreaHIC East Asia & Pacific2019 September 27 https://news.joins.com/article/23589224 0

Brazil UMC Latin America & Caribbean2018 December 17 https://cidadeverde.com/noticias/289175/empresa-e-vitima-de-hacker-e-culpa-banco-por-prejuizo-de-r-100-mil0

Spain HIC Europe & Central Asia2018 June 11 https://www.economiadigital.es/directivos-y-empresas/el-bitcoin-se-desvanece-otra-vez-por-un-hackeo-roban-30m-de-euros_560720_102.html0

Spain HIC Europe & Central Asia2017 July 5 http://www.abc.es/play/series/noticias/abci-hackean-pordede-y-roban-todos-datos-usuarios-201707051315_noticia.html0

Bulgaria UMC Europe & Central Asia2017 December 13 https://www.actualno.com/europe/ispanija-se-bori-sreshtu-botove-i-hakeri-predi-izborite-v-katalunija-news_649318.html0

Mexico UMC Latin America & Caribbean2017 November 17 http://www.jornada.unam.mx/2017/11/17/capital/040n1cap0

United KingdomHIC Europe & Central Asia2021 April 8 https://www.dailymail.co.uk/money/beatthescammers/article-9444777/FatFace-cyber-attack-Firm-warned-police-nine-months-earlier.html0

GuatemalaUMC Latin America & Caribbean2019 February 13 https://www.prensalibre.com/deportes/futbol-internacional/el-psg-pirateo-retransmision-del-partido-contra-el-manchester-united/0

Latvia HIC Europe & Central Asia2018 December 4 https://www.delfi.lv/bizness/tehnologijas/izspiedejs-no-nigerijas-un-inficetais-fakss-hakeru-keraji-izraela.d?id=506349970

Vietnam LMC East Asia & Pacific2018 April 5 https://baomoi.com/xuat-hien-ma-doc-android-moi-co-the-danh-cap-noi-dung-tin-nhan-messenger-skype-telegram/c/25553777.epi[1560762, 1560760]['Appears new Android malware that can steal the content of Messenger, Skype, Telegram messages - VnReview', 'Appears new Android malware that can steal the content of Messenger, Skype, Telegram messages']1

United StatesHIC North America 2022 August 8 https://www.jdsupra.com/legalnews/gage-brothers-concrete-products-inc-2398327/0

Qatar HIC Middle East & North Africa2022 August 18 https://menafn.com/1104716225/Airdrop-Phishing-Is-Scamming-Crypto-Investors-Cyber-ForensicsNet-Urge-Investors-To-Stay-Cautious0

United StatesHIC North America 2022 August 1 https://www.jdsupra.com/legalnews/central-maine-medical-center-files-6832655/0

United StatesHIC North America 2022 August 4 https://www.jdsupra.com/legalnews/gardner-resources-consulting-llc-2032655/0

PhilippinesLMC East Asia & Pacific2022 January 12 https://www.philstar.com/headlines/2022/01/12/2153429/privacy-commission-sets-meeting-clarify-details-alleged-comelec-hack0

India LMC South Asia 2022 March 31 http://idrw.org/murky-hacking-group-transparent-tribe-targeting-indias-govt-and-military-says-report%EF%BF%BC/0

United KingdomHIC Europe & Central Asia2022 April 13 https://www.computerweekly.com/news/252515905/Criminals-researched-hacking-TTPs-post-breach-in-messy-cyber-attack0

United StatesHIC North America 2022 April 20 https://njbiz.com/mccarter-english-experiences-data-breach/0

United KingdomHIC Europe & Central Asia2019 January 4 https://www.infosecurity-magazine.com:443/news/malware-in-flappy-birr-app-flies/0



United StatesHIC North America 2019 June 15 https://www.scmagazine.com/home/security-news/mirai-malware-family-variants-rack-up-exploit-totals/0

United KingdomHIC Europe & Central Asia2019 July 23 https://www.manxradio.com/news/isle-of-man-news/investigation-launched-into-adult-social-services-data-breach/0

United StatesHIC North America 2019 August 6 http://www.spamfighter.com/News-22340-Northwood-suffered-from-data-breach.htm0

United KingdomHIC Europe & Central Asia2019 February 20 https://www.scmagazineuk.com/reitspoof-mysterious-multistage-malware-makes-its-rounds/article/15261920

United StatesHIC North America 2019 August 24 http://homenewshere.com/wilmington_town_crier/news/article_933542b0-c516-11e9-92ea-1b82f108d162.html0

Australia HIC East Asia & Pacific2019 November 15 https://www.itnews.com.au/news/nab-sheds-new-light-on-data-breach-incident-outages-5340440

United KingdomHIC Europe & Central Asia2019 January 11 https://www.theregister.co.uk/2019/01/11/notpetya_insurance_claim/0

Australia HIC East Asia & Pacific2019 January 10 https://www.9news.com.au/2019/01/10/19/27/qld-policeman-charged-for-computer-hacking0

United StatesHIC North America 2022 August 9 https://www.jdsupra.com/legalnews/centerstone-announces-data-breach-3887098/0

United StatesHIC North America 2022 January 13 http://www.itechpost.com/articles/108674/20220112/redline-malware-steals-passwords-omicron-scam-check-youve-attacked.htm0

Canada HIC North America 2022 January 28 https://www.bnnbloomberg.ca/recent-hacks-in-ukraine-meant-to-spread-chaos-minister-says-1.17149010

United KingdomHIC Europe & Central Asia2019 June 28 https://www.infosecurity-magazine.com:443/news/attackers-hack-pcm-inc-to-access-1/0

United KingdomHIC Europe & Central Asia2019 July 18 https://www.kentonline.co.uk/medway/news/valentines-day-murder-trial-delayed-for-8-months-208706/0

United StatesHIC North America 2019 July 24 https://www.wthitv.com/content/news/Judge-declared-mistrial-in-Jason-Cunningham-case-513120421.html0

United StatesHIC North America 2019 September 17 https://healthitsecurity.com/news/smb-iot-attacks-rapidly-increasing-while-mirai-malware-dominates0

United KingdomHIC Europe & Central Asia2017 March 23 https://www.ftadviser.com/your-industry/2017/03/23/adviser-support-service-hit-by-cyber-attack/0

Turkey UMC Europe & Central Asia2017 April 10 http://www.hurriyetdailynews.com/investigation-launched-into-redhack-after-ministry-hacking.aspx?PageID=238&NID=24625&NewsCatID=3410

United StatesHIC North America 2017 April 20 https://paloaltoonline.com/news/2017/04/20/pausd-student-data-exposed-in-data-breach0

India LMC South Asia 2020 February 7 https://navbharattimes.indiatimes.com/tech/gadgets-news/new-malware-targeting-online-banking-users-for-stealing-username-and-password/articleshow/74001704.cms[2331512, 2329290, 2332544, 2332515, 2330051, 2331513]['Malware attack: Username-password of online banking being stolen, new malware spread across the world - new malware targeting online banking users for stealing username and password', 'This crafty malware makes you retype your passwords so it can steal them', 'Metamofo banking malware spreads around the world', 'New malware impacting online banking tricks users', 'Banks being targeted with major malware campaign', 'This malware makes you retype your online banking password to steal it']5

United StatesHIC North America 2017 September 12 http://www.mytwintiers.com/news/local-news/schuyler-county-latest-victim-to-cyber-hack/8092578180

United KingdomHIC Europe & Central Asia2017 December 6 https://www.standard.co.uk/news/techandgadgets/millions-unaware-their-personal-details-were-hacked-in-recent-cyber-attacks-study-says-a3712051.html0

United StatesHIC North America 2017 December 8 http://uproxx.com/news/wikileaks-don-jr-offered-decryption-key/0

United KingdomHIC Europe & Central Asia2017 June 28 http://www.gazette-news.co.uk/news/15374752.MPs_unable_to_respond_to_emails_after_hack_attack/0

United StatesHIC North America 2017 March 24 http://wcfcourier.com/cardinals-face-stiff-penalties-after-hacking-astros/article_793df268-f46d-5add-a6d2-30bf1c1aa924.html0

India LMC South Asia 2017 October 5 http://www.firstpost.com/tech/news-analysis/hacking-attacks-on-web-platforms-used-by-italys-5-star-movement-can-dent-its-confidence-before-election-4114275.html0

United Arab EmiratesHIC Middle East & North Africa2018 June 6 https://gulfnews.com/business/sectors/banking/dubai-credit-cards-hacked-what-to-do-1.22324140

Singapore HIC East Asia & Pacific2018 April 6 http://sglinks.com/pages/112314242-singapore-sentences-twitter-hacker-over-nfl-breach-report0

United StatesHIC North America 2020 June 2 https://www.dodbuzz.com/minted-data-breach/0

United StatesHIC North America 2020 January 14 https://news.yahoo.com/ransomware-attack-every-14-seconds-123700442.html0

United StatesHIC North America 2020 January 23 https://www.scmagazine.com/home/security-news/data-breach/phishing-campaign-leads-to-ups-store-data-breach/0

India LMC South Asia 2020 February 17 http://www.daijiworld.com/news/newsDisplay.aspx?newsID=6752930

Australia HIC East Asia & Pacific2021 December 17 https://www.itnews.com.au/news/tens-of-thousands-locked-out-of-ato-online-accounts-after-payroll-hack-5741940

United StatesHIC North America 2020 September 29 https://insidebitcoins.com/news/unreleased-yearn-finance-project-sees-hacker-stealing-15-million0

Canada HIC North America 2020 October 2 https://kitchener.ctvnews.ca/racist-comments-made-during-university-zoom-lecture-hack-1.51301690

Canada HIC North America 2020 October 28 https://www.norfolktoday.ca/2020/10/28/a-ransomware-attack-temporarily-shut-down-steel-production-at-stelco/0

United StatesHIC North America 2018 January 25 http://www.staradvertiser.com/2018/01/25/hawaii-news/2400-were-exposed-to-phishing-scheme-uh-tells-lawmakers/0

Israel HIC Middle East & North Africa2020 March 7 https://www.timesofisrael.com/bennetts-twitter-page-posts-palestinian-flag-turkish-anthem-in-apparent-hack/0

United StatesHIC North America 2020 November 9 http://www.techtimes.com/articles/253972/20201108/hotels-com-booking-expedia-fall-victim-latest-data-breach-exposing.htm0

Hungary HIC Europe & Central Asia2017 September 25 http://www.origo.hu/itthon/20170925-csalokra-figyelmezteti-ugyfeleit-az-erste-bank.html[845004, 847686, 845017, 845013]['Erste Bank warns its customers about phishing activities', 'Erste Bank warns its customers against phishing', 'Erste Bank warns its customers about phishing', 'Erste warns of phishing']3

Finland HIC Europe & Central Asia2021 February 20 https://yle.fi/uutiset/osasto/news/police_receive_25000_crime_reports_over_vastaamo_hacking/118012450

Russia UMC Europe & Central Asia2021 September 23 https://www.securityweek.com/attacks-russian-government-orgs-exploit-recent-microsoft-office-zero-day0

United StatesHIC North America 2021 October 29 http://www.warwickadvertiser.com/news/local-news/warwick-town-democratic-committee-chair-says-hackers-targeted-local-businesses-in-political-stunt-NB18389530

Somalia LIC Sub-Saharan Africa2021 October 31 https://mareeg.com/kenyan-accused-of-hacking-tax-agency-stealing-40m/0

Portugal HIC Europe & Central Asia2022 January 19 https://www.pcguia.pt/2022/01/segundo-a-eset-o-grupo-hackers-donot-team-esta-a-atacar-alvos-militares-e-governamentais/0

Belgium HIC Europe & Central Asia2022 January 8 https://www.rtbf.be/info/societe/detail_tentative-de-phishing-de-nombreux-belges-recoivent-des-sms-frauduleux-concernant-leur-compte-itsme?id=109112150

Colombia UMC Latin America & Caribbean2022 May 22 https://www.pulzo.com/nacion/noticias-caracol-blu-radio-fueron-hackeados-domingo-colombia-PP14497420

Chile HIC Latin America & Caribbean2022 September 22 https://www.24horas.cl/actualidad/nacional/miles-de-documentos-sensibles-lo-que-se-sabe-del-hackeo-a-defensa0

United StatesHIC North America 2022 April 23 https://www.teletica.com/noticias/hackers-enviaron-mensaje-a-rodrigo-chaves-y-a-su-nuevo-gobierno_3099190

Argentina UMC Latin America & Caribbean2022 December 12 https://www.andigital.com.ar/politica/item/110917-chats-de-lago-escondido-fue-un-hackeo-de-la-propia-interna-de-juntos-por-el-cambio0

Mexico UMC Latin America & Caribbean2022 October 31 https://www.yucatan.com.mx/merida/2022/10/31/pagina-del-ayuntamiento-de-tizimin-fue-victima-de-un-hackeo-357907.html0

Panama UMC Latin America & Caribbean2021 January 13 https://www.laestrella.com.pa/nacional/210113/detienen-persona-vinculada-supuesto-hackeo-servidores-policia0

KyrgyzstanLMC Europe & Central Asia2021 September 30 https://knews.kg/2021/09/30/neizvestnye-vzlomali-telegram-akkaunty-ryada-aktivistov-i-politikov-kyrgyzstana/0

Russia UMC Europe & Central Asia2021 April 5 https://www.securitylab.ru/news/518034.php0

Russia UMC Europe & Central Asia2022 March 1 https://runews24.ru/ufa/01/03/2022/e0c89515141f859d220220ca1b02447b0

Spain HIC Europe & Central Asia2021 July 6 https://prnoticias.com/2021/07/06/crecen-las-campanas-de-malware-dirigidas-a-usuarios-espanoles/0



Mexico UMC Latin America & Caribbean2021 July 11 https://www.eluniversal.com.mx/nacion/lotenal-reserva-por-5-anos-datos-sobre-hackeo0

Spain HIC Europe & Central Asia2021 August 27 https://wwwhatsnew.com/2021/08/27/joven-de-21-anos-se-atribuyo-hackeo-a-operador-de-telefonia-movil-de-alemania/0

Ukraine LMC Europe & Central Asia2020 June 14 http://internetua.com/na-severe-rossii-neizvestnye-vzlomali-akkaunty-partii-edinaya-rossiya-v-socsetyah0

South KoreaHIC East Asia & Pacific2020 March 10 https://www.edaily.co.kr/news/read?newsId=03171766625702008&mediaCodeNo=2570

South KoreaHIC East Asia & Pacific2020 August 1 http://biz.heraldcorp.com/view.php?ud=202007310007460

Spain HIC Europe & Central Asia2020 April 12 https://www.cope.es/blogs/frikipandi/2020/04/12/eset-alerta-de-un-aumento-de-ataques-de-phishing-a-bancos-espanoles-santander-bankia-o-bankinter-entre-los-mas-afectados/0

France HIC Europe & Central Asia2020 May 15 https://actu.fr/ile-de-france/paris_75056/deux-hommes-pirataient-distributeurs-billets-mis-examen-paris_33670819.html0

Germany HIC Europe & Central Asia2020 September 26 https://www.zdf.de/nachrichten/digitales/encrochat-verschluesselung-philip-zimmermann-100.html0

Indonesia LMC East Asia & Pacific2020 July 7 https://jambi.tribunnews.com/2020/07/08/belajar-dari-internet-pria-ini-retas-1309-situs-buka-jasa-peretasan-dengan-imbalan-rp-5-juta0

Indonesia LMC East Asia & Pacific2019 March 6 https://www.liputan6.com/regional/read/3910607/running-teks-puskesmas-diretas-ke-mana-anggaran-pengamanan-miliaran0

NetherlandsHIC Europe & Central Asia2019 September 30 https://www.omroepwest.nl/nieuws/3946146/Hackers-laten-gemeente-Den-Haag-zweten0

South KoreaHIC East Asia & Pacific2019 December 2 https://news.joins.com/article/23646656 0

Russia UMC Europe & Central Asia2019 August 6 https://perm.rbc.ru/perm/freenews/5d495f8f9a79471b6d97b2f10

France HIC Europe & Central Asia2018 April 17 http://www.lemonde.fr/en-bref/article/2018/04/17/reforme-de-la-sncf-frappes-en-syrie-piratage-russe-les-informations-a-retenir-a-8-heures_5286368_4597295.html0

Venezuela Latin America & Caribbean2018 June 14 http://www.elinformador.com.ve/2018/06/13/cicp-advierte-de-hackeos-financieros-en-redes-sociales/0

NetherlandsHIC Europe & Central Asia2018 November 20 https://www.nu.nl/internet/5582648/britten-veroordeeld-grote-hackaanval-engelse-internetprovider.html0

Germany HIC Europe & Central Asia2018 June 20 https://www.finanznachrichten.de/nachrichten-2018-06/44093146-eset-warnt-vor-herorat-mobile-malware-verwandelt-android-smartphones-in-digitale-wanzen-android-remote-administration-tool-familie-missbraucht-beli-015.htm0

Lithuania HIC Europe & Central Asia2018 January 10 https://it.lrytas.lt/ismanyk/2018/01/10/news/programisiai-nusitaike-rytu-europos-diplomatus-4180751/0

Finland HIC Europe & Central Asia2018 September 17 https://www.tivi.fi/Kaikki_uutiset/terroristien-kanssa-ei-neuvotella-tussitaulut-ja-julisteet-korvasivat-inforuudut-haittaohjelman-piinaamalla-lentokentalla-67410970

Uruguay HIC Latin America & Caribbean2018 February 13 https://www.elobservador.com.uy/delincuentes-internacionales-explotan-vulnerabilidades-uruguay-segun-director-policia-n11708680

Argentina UMC Latin America & Caribbean2018 October 27 https://www.lanacion.com.ar/2185425-aumenta-el-hostigamiento-a-periodistas-y-encuestadores-con-amenazas-y-hackeos0

Russia UMC Europe & Central Asia2018 October 18 https://rg.ru/2018/10/18/cb-obespokoen-massovymi-vzlomami-akkauntov-v-socialnyh-setiah.html0

Ukraine LMC Europe & Central Asia2018 January 5 http://odessa-life.od.ua/news/46944-Hakerskaya-ataka-na-sayt-policii0

Czech RepublicHIC Europe & Central Asia2019 October 9 https://www.lupa.cz/aktuality/na-ceske-banky-miri-vlna-phishingovych-utoku-vyuziva-homoglyphy/0

Argentina UMC Latin America & Caribbean2018 April 9 http://launion.com.ar/explotan-un-cajero-automatico-en-avellaneda/0

United KingdomHIC Europe & Central Asia2019 October 23 https://www.dailymail.co.uk/news/article-7602753/UK-targeted-hundreds-cyber-attacks-million-credit-card-fraud-bids.html[4823786, 4824036, 4823773, 4823643, 4821079, 4821074]['UK targeted by more than 650 cyber attacks last year', 'U . K . Repelled 658 Cyber Attacks This Year , Many From Hostile Foreign States', 'NCSC blocked over 600 cyber attacks against united kingdom businesses in 2019', 'UK government saw 600 cyber attacks in the last year alone', 'UK targeted in hundreds of cyber attacks and a million credit card fraud bids', 'Hundreds of cyber attacks tackled by united kingdom security teams in just one year - report']5

Argentina UMC Latin America & Caribbean2017 April 18 http://www.andigital.com.ar/policiales-y-judiciales/item/60314-detuvieron-al-esposo-de-laura-miller-por-el-hackeo-y-millonario-robo-al-municipio-de-25-de-mayo[402972, 1146734, 1146728, 1146785, 1146801, 1146764, 1146743, 1146802, 1146722, 1146814, 410232, 1146733, 1146799, 1147461, 1146813, 1146748, 1146727, 384814, 1146735, 1146815]["Laura Miller's husband was arrested for the millionaire hacking the municipality of 25 de Mayo", 'The release of Laura Miller after the arrest of her husband Nicolás Traut accused of hacking the bank accounts of the Buenos Aires municipality of 25 de Mayo', "Laura Miller's husband, arrested by the millionaire hacked a municipality", "Singer Laura Miller's husband arrested for hacking into accounts and stealing $3.6 million", 'A TC 2000 pilot and husband of Laura Miller was arrested for hacking bank accounts', "Laura Miller's husband was arrested for millionaire hacking into the accounts of the municipality of 25 de Mayo", "Laura Miller's husband was arrested for the hacking and millionaire robbery of the municipality of 25 de Mayo", 'They arrest the husband of the singer Laura Miller for hacking municipal accounts and stealing 3.6 million', "Laura Miller's husband was arrested for hacking and millionaire scam: I am devastated", 'TC2000 pilot and husband of Laura Miller arrested for hacking and stealing 3 . 19

Sweden HIC Europe & Central Asia2017 November 3 http://www.corren.se/nyheter/linkoping/linkopingsforetag-utsatt-for-dataintrang-om4877806.aspx0

PhilippinesLMC East Asia & Pacific2017 April 5 http://www.rappler.com/indonesia/berita/166126-remaja-meretas-4-600-situs-kerugian-rp-19-miliar0

NetherlandsHIC Europe & Central Asia2017 April 8 http://www.rtvdrenthe.nl/nieuws/120549/Hackers-hacken-dertig-uur-lang-in-Emmen0

United StatesHIC North America 2021 May 25 https://www.unionleader.com/news/courts/hooksett-hacker-gets-year-and-a-day-in-prison-for-targeting-auburn-police-farnum-center/article_cea0dec6-0005-5bb5-b05a-8ca80816b469.html0

United StatesHIC North America 2021 June 15 https://www.insurancejournal.com/news/east/2021/06/15/618701.htm0

United KingdomHIC Europe & Central Asia2022 January 29 https://www.dailymail.co.uk/news/article-10454141/Countrys-biggest-double-glazing-installer-Safestyle-UK-hit-cyber-attack.html0

United KingdomHIC Europe & Central Asia2022 February 1 https://www.bbc.co.uk/news/uk-scotland-602199840

United StatesHIC North America 2022 September 8 https://healthitsecurity.com/news/co-urology-practice-resolves-healthcare-data-breach-lawsuit-with-settlement0

United StatesHIC North America 2022 October 23 https://www.wthr.com/article/news/local/indianapolis-housing-agency-data-breach-landlords-tenants-concerned/531-890f5fdc-e38e-4a11-8c34-cd8b959958dd0

Canada HIC North America 2022 November 2 https://www.mtlblog.com/desjardins-will-give-up-to-1000-to-victims-of-a-data-breach-heres-how-to-file-a-claim0

United StatesHIC North America 2022 May 5 https://www.mondaq.com/unitedstates/data-protection/1190202/third-circuit-issues-order-in-wawa-data-breach0

United StatesHIC North America 2022 October 24 https://qz.com/emails/africa-weekly-brief/1849687344/whatsapp-clone-apps-are-a-hacker-s-dream0

Canada HIC North America 2022 October 25 https://www.bnnbloomberg.ca/ukraine-documenting-russian-hacks-eyeing-international-charges-1.18369970

United StatesHIC North America 2022 December 27 https://ktvz.com/politics/cnn-us-politics/2022/12/27/hackers-stole-data-from-multiple-electric-utilities-in-recent-ransomware-attack/0

United StatesHIC North America 2017 March 27 https://www.recode.net/2017/3/1/14783686/yahoos-lawyer-ousted-hacking-marissa-mayer-pay-docked0

United StatesHIC North America 2019 June 17 https://www.beckershospitalreview.com/cybersecurity/georgia-hospital-alerts-10-970-patients-of-data-breach.html0

United StatesHIC North America 2020 March 6 https://www.foxnews.com/world/us-uk-estonia-call-out-russia-cyber-attacks-against-georgia0

United StatesHIC North America 2019 January 29 https://hospitalitytech.com/deep-instinct-warns-formbook-malware-has-reemerged-and-targeting-hospitality-industry0

Japan HIC East Asia & Pacific2020 October 23 https://www.japantimes.co.jp/?post_type=news&p=27972700

Russia UMC Europe & Central Asia2019 January 30 https://www.bleepingcomputer.com/news/security/love-letter-malspam-serves-cocktail-of-malware-heavily-targets-japan/0

United StatesHIC North America 2019 October 3 https://www.tnonline.com/jt-recovers-malware-attack0

United Arab EmiratesHIC Middle East & North Africa2019 October 7 https://gulfnews.com/business/gitex-technology-week-iran-backed-cyber-attacks-put-security-in-focus-1.669751280

Australia HIC East Asia & Pacific2019 November 27 https://www.cso.com.au/article/669138/cash-moving-giant-prosegur-knocked-offline-by-ryuk-ransomware/0

South KoreaHIC East Asia & Pacific2017 October 30 http://www.diodeo.com/news/view/25042930

United StatesHIC North America 2022 July 20 https://www.jdsupra.com/legalnews/allied-urological-services-llc-6140472/0

United StatesHIC North America 2019 August 6 https://www.forbes.com/sites/daveywinder/2019/08/06/microsoft-confirms-it-has-paid-44m-to-hackers/0

United StatesHIC North America 2019 January 6 http://www.hometownstation.com/santa-clarita-latest-news/netflix-scam-scv-sheriff-2618420

United StatesHIC North America 2017 April 3 https://threatpost.com/lazarus-apt-spinoff-linked-to-banking-hacks/124746/0



United KingdomHIC Europe & Central Asia2017 May 5 http://www.plymouthherald.co.uk/staff-salaries-leaked-in-serious-plymouth-university-data-breach/story-30312166-detail/story.html0

Sri Lanka LMC South Asia 2017 May 15 http://www.dailymirror.lk/article/Galle-District-Secretariat-website-under-cyber-attack-128976.html0

Oman HIC Middle East & North Africa2017 July 9 http://timesofoman.com/article/112533/Oman/Web-guardians-to-repel-Oman-cyber-attacks0

United StatesHIC North America 2017 July 29 http://www.darkreading.com/vulnerabilities---threats/lethal-dosage-of-cybercrime-hacking-the-iv-pump/d/d-id/13294900

United StatesHIC North America 2018 February 21 https://www.techdirt.com/articles/20180219/06520739266/france-says-no-to-company-hack-backs-following-online-attacks-wants-to-keep-option-open-itself.shtml0

Canada HIC North America 2018 April 2 https://www.myyellowknifenow.com/28527/before-the-bell-us-and-canada-jobs-reports-coming-this-week-hbc-customers-hit-by-major-data-breach/0

India LMC South Asia 2018 April 2 https://www.nyoooz.com/news/mumbai/1072841/hacker-gathers-bank-details-of-pharma-firm-steals-rs-527-l/0

United StatesHIC North America 2018 July 13 http://www.newson6.com/story/38640445/russian-intelligence-officers-indicted-for-hacking-in-20160

United StatesHIC North America 2018 October 10 https://news.softpedia.com/news/ursnif-phishing-campaign-spreads-malware-by-replying-to-existing-e-mail-threads-523139.shtml0

Japan HIC East Asia & Pacific2018 November 7 https://gearnuke.com/voucher-redemption-exploit-psn-ban-report/0

Russia UMC Europe & Central Asia2020 August 16 https://www.bleepingcomputer.com/news/security/canon-confirms-ransomware-attack-in-internal-memo/0

India LMC South Asia 2017 December 25 http://www.deccanherald.com/content/650151/gang-hacked-2000-acs-busted.html0

United StatesHIC North America 2018 May 12 http://washingtoninformer.com/hackers-taint-votes-for-nasa-youth-competition/0

Germany HIC Europe & Central Asia2018 October 16 https://brica.de/alerts/alert/public/1233285/us-another-click2gov-data-breach-hits-indio-california/0

United StatesHIC North America 2020 March 3 https://threatpost.com/cobalt-ulster-strikes-again-with-new-forelord-malware/153418/0

Singapore HIC East Asia & Pacific2021 December 13 https://www.straitstimes.com/tech/tech-news/rise-of-a-new-breed-of-hackers-initial-access-brokers-break-into-company-networks-for0

Argentina UMC Latin America & Caribbean2017 April 18 https://www.terra.com.ar/noticias/sociedad/detuvieron-al-piloto-de-carreras-nicolas-traut-por-el-hackeo-y-robo-millonario-al-municipio-de-25-de-mayo,97612f0b756703ada8853e898d8b001ak44j5a7y.html[1146749, 383092, 1146762, 1146740, 383091, 1146756, 1146725, 1146724, 1146810, 1146723]['They arrested the broker Nicolás Traut, accused of hacking and millionaire robbery', 'They arrested the racing driver Nicolás Traut for a hack and millionaire robbery', 'They arrested the racing driver Nicolás Traut for the hacking and millionaire robbery of the municipality of 25 de Mayo', 'Nicolás Traut was arrested by the millionaire hacking the municipality of 25 de Mayo', 'They arrested the pilot Nicolás Traut, for a millionaire hack', 'They arrested the broker Nicolás Traut for the hacking and millionaire robbery', 'Who is Nicolás Traut, accused of the hacking and millionaire robbery of the 25 de Mayo municipality', 'Who is the pilot Nicolás Traut, accused of the hacking and millionaire robbery of the 25 de Mayo municipality', 'Nicolás Traut is arrested for hacking municipal accounts and stealing 3 . 500 . 000 pesos', 'Who is Nicolás Traut, accused of hacking and stealing a millionaire from the 25 de Mayo municipality']9

United KingdomHIC Europe & Central Asia2020 December 3 https://www.crowdfundinsider.com/2020/12/169827-cryptocurrency-users-funds-are-being-stolen-via-malicious-chrome-browser-extension-phishing-attack-report/0

United StatesHIC North America 2021 March 9 https://www.pcmag.com/news/gab-social-network-briefly-shut-downs-after-hacker-strikes-again0

Russia UMC Europe & Central Asia2021 October 22 https://www.bleepingcomputer.com/news/security/scuf-gaming-store-hacked-to-steal-credit-card-info-of-32-000-customers/0

Poland HIC Europe & Central Asia2022 April 20 https://www.benchmark.pl/aktualnosci/hakerzy-przejeli-kontrole-nad-rosyjskim-metrem.html0

Russia UMC Europe & Central Asia2022 December 17 https://www.kommersant.ru/doc/5732806 0

Indonesia LMC East Asia & Pacific2021 December 9 https://rri.co.id/nasional/politik/1286640/situs-kpu-diretas-harus-dipastikan-aman0

Russia UMC Europe & Central Asia2021 August 13 https://lenta.ru/news/2021/08/13/windows/0

LuxembourgHIC Europe & Central Asia2021 January 24 https://www.tageblatt.lu/?post_type=post&p=8913330

France HIC Europe & Central Asia2021 February 25 https://www.usine-digitale.fr/article/des-hackers-multiplient-les-campagnes-de-phishing-bancaire-en-france.N10648990

BangladeshLMC South Asia 2021 January 2 https://bangla.bdnews24.com/tech/article1843709.bdnews0

Japan HIC East Asia & Pacific2021 March 22 https://japan.zdnet.com/article/35168147/0

Russia UMC Europe & Central Asia2021 July 21 https://www.rbc.ru/society/21/07/2021/60f802679a79476851823a7b0

United StatesHIC North America 2021 May 7 https://www.andhrajyothy.com/telugunews/sangam-servers-have-been-hacked-19210507041337130

United Arab EmiratesHIC Middle East & North Africa2021 October 6 https://www.emaratalyoum.com/politics/news/2021-10-06-1.15445270

Belarus UMC Europe & Central Asia2020 November 18 https://euroradio.fm/ru/vzloman-telegram-kanal-belorusskih-medikov-belye-halaty0

Chile HIC Latin America & Caribbean2019 January 16 https://www.ahoranoticias.cl/noticias/nacional/247406-intento-hackeo-redbanc-corea-del-norte-sistema-bancario-chile-skype.html0

Chile HIC Latin America & Caribbean2019 March 16 https://www.cnnchile.com/economia/ataque-informatico-de-hackers-a-clientes-bci-124-millones-llegan-a-217-cuentas-de-bancoestado_20190316/0

United StatesHIC North America 2019 May 31 http://globedia.com/brecha-datos-truecaller0

SwitzerlandHIC Europe & Central Asia2019 May 14 https://www.inside-it.ch/articles/54418 0

United Arab EmiratesHIC Middle East & North Africa2019 February 21 https://www.emaratalyoum.com/local-section/accidents/2019-02-21-1.11846940

Russia UMC Europe & Central Asia2019 October 29 https://www.ekhokavkaza.com/a/30242506.html0

Japan HIC East Asia & Pacific2018 May 10 https://www.excite.co.jp/News/it_g/20180510/Itmedia_nl_20180510131.html0

United StatesHIC North America 2018 May 24 http://globedia.com/ingeniero-cia-filtro-wikileaks-herramientas-hackeo-utilizadas-agencia0

Denmark HIC Europe & Central Asia2018 October 3 https://www.version2.dk/artikel/malware-spredt-fire-millioner-computere-udbyttet-blev-hvidvasket-danske-banker-10863940

Ukraine LMC Europe & Central Asia2018 August 7 https://ubr.ua/ukraine-and-world/fejkovyj-sajt-napk-voruet-personalnye-dannye-deklarantov-38741300

Ukraine LMC Europe & Central Asia2017 May 9 http://internetua.com/zagadocsnii-russkii-haker-polnostua-vzlomal-Denuvo0

NetherlandsHIC Europe & Central Asia2019 July 1 https://www.managersonline.nl/nieuws/20465/enorme-toename-aantal-malware-aanvallen.html0

Germany HIC Europe & Central Asia2019 September 4 https://www.welt.de/regionales/baden-wuerttemberg/article199665516/Hackerangriff-auf-E-Mail-Kommunikation-Stuttgarter-Firmen.html0

Belarus UMC Europe & Central Asia2018 February 1 https://gazetaby.com/cont/art.php?sn_nid=1350580

United StatesHIC North America 2020 May 19 http://www.itnewsonline.com/globenewswire/Money-still-makes-the-cyber-crime-world-go-round---Verizon-Business-2020-Data-Breach-Investigations-Report-is-live/2086[2516479, 2516478, 2515798, 2516531]['Money still makes the cyber - crime world go round - Verizon Business 2020 Data Breach Investigations Report is live', 'Verizon Data Breach Report : DoS Skyrockets , Espionage Dips', 'Il Data Breach Investigations Report 2020 di Verizon Business', 'IT News Online - Globe Newswire - Money still makes the cyber - crime world go round - Verizon Business 2020 Data Breach Investigations Report is live']3

Mexico UMC Latin America & Caribbean2017 March 4 http://www.eluniversal.com.mx/articulo/metropoli/cdmx/2017/03/4/hackean-espectacular-en-periferico0

Ukraine LMC Europe & Central Asia2017 October 3 http://izvestia.kiev.ua/item/show/103724 0

Belgium HIC Europe & Central Asia2017 July 18 http://www.lacapitale.be/1888638/article/2017-07-18/piratage-un-hacker-a-reussi-a-se-procurer-les-donnees-personnelles-de-plus-d-un0

Canada HIC North America 2021 November 24 https://toronto.ctvnews.ca/doug-ford-government-says-vaccine-booking-portal-remains-secure-despite-data-breach-1.56792550

United StatesHIC North America 2021 April 13 https://www.latintimes.com/iran-seeking-vengeance-alleged-cyber-attack-israel-could-have-been-catastrophic-4686730

New ZealandHIC East Asia & Pacific2021 May 29 https://www.gisborneherald.co.nz/local-news/20210529/tairawhiti-affected-by-cyber-attack-fallout/0

United StatesHIC North America 2021 May 29 https://www.govtech.com/computing/after-hack-and-scandal-scranton-pa-focuses-on-cloud-erp0

Ireland HIC Europe & Central Asia2022 August 2 https://www.siliconrepublic.com/enterprise/spain-arrests-hackers-radioactivity-luxembourg0



United KingdomHIC Europe & Central Asia2021 June 4 https://www.doncasterfreepress.co.uk/news/crime/police-warning-to-businesses-after-doncaster-firms-hit-by-cyber-crime-hackers-32608100

United StatesHIC North America 2021 April 26 https://www.bankinfosecurity.com/click-studios-hacked-exposing-users-passwords-a-164690

South AfricaUMC Sub-Saharan Africa2022 March 21 https://www.techfinancials.co.za/2022/03/21/info-regulator-gives-transunion-till-tuesday-to-give-details-of-hacking/0

Qatar HIC Middle East & North Africa2022 November 17 https://menafn.com/1105195511/A-Hack-Has-Revealed-What-Many-Long-Suspected-The-Owners-Of-Auction-Houses-Are-Also-Some-Of-Their-Best-Customers0

United StatesHIC North America 2017 July 29 http://ntn24.com/noticia/hackeada-pagina-oficial-de-la-oposicion-venezolana-148144[703690, 707048, 705273, 705810]['Hacked official website of the Venezuelan opposition', 'They hack the site of the National Electoral Council of Venezuela', 'Unidad Venezuela denounces that its website was hacked', 'Hacking page of the National Electoral Council of Venezuela: They hacked the page of the National Electoral Council of Venezuela']3

United StatesHIC North America 2019 August 10 http://www.wtma.com/news/phishing-scam-targeting-snap-tanf-recipients/0

United StatesHIC North America 2019 December 27 https://www.girlsaskguys.com/trending-news/q4009842-north-korea-use-malware-to-attack-indian-nuclear-power-plant-whats-on0

United KingdomHIC Europe & Central Asia2017 April 28 http://www.theregister.co.uk/2017/04/28/fileless_malware_menace/0

United KingdomHIC Europe & Central Asia2017 November 7 http://www.express.co.uk/entertainment/gaming/876745/Destiny-2-Faction-Rally-PS4-Xbox-One-Bungie-PC-loot-exploit0

United StatesHIC North America 2018 February 11 http://wearables.sys-con.com/node/27466350

United StatesHIC North America 2017 August 3 http://www.nextgov.com/cybersecurity/2017/08/after-huge-hack-opm-still-hasnt-learned-its-lesson/139981/0

United StatesHIC North America 2018 February 3 http://www.greensboro.com/rockingham_now/news/eden_reidsville/rcs-malware-attack-prompts-fbi-investigation-double-down-on-network/article_1ac2aeae-0775-11e8-a7b3-4feda08b83c0.html0

Malaysia UMC East Asia & Pacific2018 May 28 https://www.soyacincau.com/2018/05/28/gobind-telco-data-breach-report-malaysia/0

India LMC South Asia 2018 March 28 http://www.tehelka.com/2018/03/ssc-exam-fraud-up-stf-delhi-police-arrest-4-hackers/0

United StatesHIC North America 2018 May 30 https://www.investopedia.com/news/bitcoin-gold-hack-shows-51-attack-real/0

United StatesHIC North America 2018 June 22 https://www.yahoo.com/news/bitcoin-price-rebounds-6-700-062201956.html0

Canada HIC North America 2018 November 16 https://www.itworldcanada.com/article/why-a-seemingly-insignificant-financial-merger-triggered-huge-wave-of-canadian-phishing-attacks/4119290

Thailand UMC East Asia & Pacific2019 September 5 https://www.bangkokpost.com/thailand/general/1743534/young-hackers-accused-of-stealing-selling-food-discount-codes0

United StatesHIC North America 2019 October 4 https://www.stripes.com/news/middle-east/military-warns-of-iranian-hackers-targeting-american-troops-with-fake-jobs-website-1.6017870

United KingdomHIC Europe & Central Asia2018 June 1 http://www.theregister.co.uk/2018/06/01/wyden_releases_letter_that_spurred_calls_for_stingray_ss7_investigation/0

United StatesHIC North America 2022 April 26 https://www.jdsupra.com/legalnews/aeropost-com-asks-customers-to-delete-4835917/[3610617, 3608115]['Aeropost . com Asks Customers to Delete Credit Card Information Following Recent Data Breach | Console and Associates , P . C . ', 'Data breach results in Aeropost customers cards compromised']1

United KingdomHIC Europe & Central Asia2020 June 30 https://www.infosecurity-magazine.com:443/news/covid19-phishing-scams-persist/0

United KingdomHIC Europe & Central Asia2020 August 4 https://www.telegraph.co.uk/news/2020/08/03/over-75s-warned-rise-tv-licence-phishing-fraud/0

United StatesHIC North America 2020 August 25 https://bizwest.com/2020/08/24/mental-health-partners-reports-client-employee-data-breach/0

United StatesHIC North America 2020 August 27 https://www.technewsworld.com/story/86820.html0

United KingdomHIC Europe & Central Asia2020 September 1 https://www.dailymail.co.uk/news/article-8684271/Businesswoman-lost-2million-company-servers-hacked-reveals-tips-staying-safe.html0

Russia UMC Europe & Central Asia2020 October 24 https://sputniknews.com/uk/202010241080866854-former-uk-cabinet-secretary-claims-london-staging-discreet-cyber-attacks-on-russia/0

United StatesHIC North America 2021 January 26 https://threatpost.com/nefilim-ransomware-ghost-account/163341/0

India LMC South Asia 2021 February 8 https://www.thehindu.com/news/cities/bangalore/cyber-crime-cell-on-the-hunt-of-upcl-hackers/article33776445.ece0

United KingdomHIC Europe & Central Asia2020 December 19 https://www.dailymail.co.uk/news/article-9069351/amp/Congressman-compares-Russian-hack-government-Pearl-Harbor.html0

PhilippinesLMC East Asia & Pacific2021 February 10 https://mb.com.ph/2021/02/10/gsis-warns-against-phishing-attacks/0

France HIC Europe & Central Asia2022 March 8 https://www.ledauphine.com/faits-divers-justice/2022/03/08/piratage-informatique-comment-la-3cma-s-est-debarrassee-de-black-cat-coeur-de-maurienne-arvan0

Mexico UMC Latin America & Caribbean2022 September 30 https://www.ejecentral.com.mx/los-otros-datos-que-revelaron-los-guacamaya/0

Italy HIC Europe & Central Asia2022 August 20 https://www.zazoom.it/2022-08-20/ariccia-immagini-hard-sul-totem-comunale-servizio-hackerato/11432708/0

South KoreaHIC East Asia & Pacific2022 October 3 https://www.insight.co.kr/news/413717 0

Bulgaria UMC Europe & Central Asia2022 May 3 https://www.actualno.com/society/ima-risk-ot-iztichane-na-lichni-danni-sled-kiberatakata-po-poshtite-news_1748014.html0

Japan HIC East Asia & Pacific2022 June 1 https://japan.zdnet.com/article/35188269/0

Sweden HIC Europe & Central Asia2022 November 10 https://www.idg.se/2.1085/1.671610/ryska-hackare-tyska-valet0

Mexico UMC Latin America & Caribbean2022 October 22 https://diario.mx/estado/sufrieron-ataques-ciberneticos-diez-diputados-estatales-20221021-1984693.html0

Mexico UMC Latin America & Caribbean2022 May 12 https://planoinformativo.com/849120/hackean-cuenta-de-netflix-latinoamerica0

Japan HIC East Asia & Pacific2021 August 11 https://www.excite.co.jp/news/article/Itmedia_news_20210811077/0

Bolivia LMC Latin America & Caribbean2021 October 18 https://www.la-razon.com/economia/2021/10/18/asfi-robo-a-clientes-del-banco-union-se-debe-al-hackeo-de-sus-dispositivos-moviles/0

United StatesHIC North America 2020 May 25 https://www.komando.com/news/leaks-25-million-user-records/739833/0

United KingdomHIC Europe & Central Asia2020 September 14 https://invezz.com/news/2020/09/14/hackers-steal-8-million-from-bzx/0

Malta HIC Middle East & North Africa2021 September 29 http://www.independent.com.mt/articles/2021-09-29/local-news/MUT-files-data-breach-with-Office-of-the-Information-and-Data-Protection-Commissioner-67362371260

Ukraine LMC Europe & Central Asia2022 February 10 https://podrobnosti.ua/2438650-hakeri-skoli-kberataku-na-brzhu-kriptovaljut-u-ssha.html0

Poland HIC Europe & Central Asia2022 November 3 https://www.tvp.info/64315624/atak-hakerski-na-centrum-zdrowia-matki-polki-w-lodzi0

Ukraine LMC Europe & Central Asia2022 April 27 https://24tv.ua/ru/hakerskie-ataki-ne-prekrashhajutsja-v-mincifre-rasskazali-o-situacii-na-kiberfronte_n19641400

United StatesHIC North America 2021 February 16 https://www.estrategiaynegocios.net/centroamericaymundo/1443242-330/la-plataforma-nicaragua-decide-registra-m%C3%A1s-24-mil-intentos-de-hackeo-en0

Niue 2021 February 18 http://leboncoin.nu/finance/economie/usa-3-nord-cor%C3%A9ens-inculp%C3%A9s-de-piratages-informatiques-massifs-sur-plusieurs-ann%C3%A9es/ar-BB1dM7Vu0

Japan HIC East Asia & Pacific2021 June 16 https://www.excite.co.jp/news/article/Itmedia_news_20210616156/0

Germany HIC Europe & Central Asia2019 May 13 https://www.netzwelt.de/betrugswarnungen/151379-dhl-phishing-verbraucherzentrale-warnt-spam-mails.html0

Russia UMC Europe & Central Asia2020 September 24 https://rs.sputniknews.com/zivot/202009241123456147-ni-srbija-nije-mimo-sveta-niski-hakeri-ukrali-70-miliona-dolara-stefan-djuric/0

Paraguay UMC Latin America & Caribbean2020 September 24 http://www.cronica.com.py/2020/09/24/hackean-futbolistas-le-robaron-cecilio-atacaron-otras-cuentas/0

South KoreaHIC East Asia & Pacific2020 December 29 http://heraldk.com/2020/12/29/atm%EA%B8%B0%EC%84%9C-%EA%B0%91%EC%9E%90%EA%B8%B0-%EC%A7%80%ED%8F%90-100%EC%97%AC%EB%A7%8C%EC%9B%90-%ED%86%A0%ED%95%B4%EB%82%B4%EC%98%A4%EC%9E%91%EB%8F%99%C2%B7%ED%95%B4%ED%82%B9%EC%97%AC/0



Ukraine LMC Europe & Central Asia2020 June 18 https://www.unian.net/science/it-specialisty-obnaruzhili-novye-kiberataki-na-voennye-i-diplomaticheskie-organizacii-novosti-11041751.html0

Brazil UMC Latin America & Caribbean2019 July 25 https://revistaforum.com.br/transacoes-de-supostos-hackers-mostradas-pelo-coaf-seriam-de-crimes-de-fraude-em-cartao-de-credito/0

Indonesia LMC East Asia & Pacific2019 August 8 http://www.lampost.co/berita-lima-lpse-pemerintah-di-lampung-dihack-kpk-curiga-lebih.html0

Denmark HIC Europe & Central Asia2019 October 17 https://www.bt.dk/udland/efter-nedbrud-norsk-avis-politianmelder-muligt-hackerangreb0

Chile HIC Latin America & Caribbean2019 March 25 https://www.latercera.com/pulso/noticia/ejecutiva-cotizaba-viajes-dio-pie-al-hackeo-banco-local-2018/584689/0

Italy HIC Europe & Central Asia2019 October 9 https://www.telefonino.net/notizie/poste-nuovo-phishing-passa-psd2/0

Russia UMC Europe & Central Asia2019 December 5 https://www.trkterra.ru:443/news/society/news-region/khakery-s-ip-adresami-iz-samary-vzlomali-akkaunty-neskolkikh-polzovatelej-telegram0

United StatesHIC North America 2019 February 5 http://news.nate.com/view/20190205n044500

Russia UMC Europe & Central Asia2019 May 7 http://severpost.ru/read/79137/ 0

Venezuela Latin America & Caribbean2018 July 20 http://www.venezuelaaldia.com/2018/07/19/mujer-detenida-hackear-mas-bs-800-millones-cuentas-bancarias/0

Russia UMC Europe & Central Asia2018 October 30 https://www.securitylab.ru/blog/personal/tsarev/345057.php0

Mexico UMC Latin America & Caribbean2017 September 16 http://www.record.com.mx/futbol-futbol-nacional-liga-mx-lobos-buap/lobos-buap-revela-que-su-transmision-sufrio-intentos-de0

Hungary HIC Europe & Central Asia2017 August 23 http://www.szon.hu/feltortek-a-tancegyuttes-honlapjat/35909100

South KoreaHIC East Asia & Pacific2017 July 20 http://www.kidd.co.kr/news/194561 0

India LMC South Asia 2017 September 26 http://navshakti.co.in/?p=810 0

Mexico UMC Latin America & Caribbean2017 December 27 http://www.zocalo.com.mx/new_site/articulo/alerta-en-eagle-pass-por-hackeo-a-clientes-del-sistema-de-agua-potable0

United StatesHIC North America 2022 June 24 https://www.jdsupra.com/legalnews/pape-dawson-engineers-inc-announces-4531726/0

United StatesHIC North America 2022 June 7 http://www.itechpost.com/articles/111170/20220607/ira-financial-gemini-data-breach.htm0

United StatesHIC North America 2021 May 25 https://www.govtech.com/education/higher-ed/ucsc-students-petition-for-more-protection-after-data-breach0

India LMC South Asia 2022 July 8 https://www.business-standard.com/article/companies/fourth-quarter-numbers-being-rechecked-post-ransomware-says-spicejet-122070900039_1.html0

United KingdomHIC Europe & Central Asia2021 July 7 https://www.realwire.com/releases/Online-Education-Provider-Hit-by-Data-Breach0

United StatesHIC North America 2022 September 8 https://dailyjournal.net/2022/09/08/nearly-6000-impacted-by-franklin-college-hack/0

China UMC East Asia & Pacific2022 October 20 https://cointelegraph.com/news/report-half-of-all-defi-exploits-are-cross-bridge-hacks0

United StatesHIC North America 2022 May 17 https://healthitsecurity.com/news/ca-health-plan-faces-lawsuit-after-cybersecurity-incident-linked-to-hive-ransomware0

United StatesHIC North America 2022 December 5 https://www.courierpostonline.com/story/news/local/south-jersey/2022/12/05/ayron-taylor-email-accounts-rowan-college-at-burlington-county/69697375007/0

Colombia UMC Latin America & Caribbean2017 November 20 http://www.rcnradio.com/economia/superfinanciera-mas-540-000-ataques-ciberneticos-se-producen-dia-pais/0

United StatesHIC North America 2021 April 14 https://www.darkreading.com/threat-intelligence/global-dwell-time-drops-as-ransomware-attacks-accelerate/d/d-id/13406630

New ZealandHIC East Asia & Pacific2021 July 23 https://www.stuff.co.nz/business/125843932/cyber-attack-in-auckland-healthalliance-sees-unusual-activity0

United StatesHIC North America 2022 February 6 https://www.prweb.com/releases/government_contractors_targeted_in_ongoing_fake_bid_credential_phishing_campaign/prweb18463670.htm0

United StatesHIC North America 2022 December 27 https://www.digitaljournal.com/tech-science/december-blues-three-major-data-breach-events-rock-leading-firms/article0

Australia HIC East Asia & Pacific2019 March 19 https://www.itwire.com/technology-regulation/86411-union-seeks-uber-probe-over-spyware-use-to-knock-off-rivals.html0

United KingdomHIC Europe & Central Asia2019 June 21 https://www.dailymail.co.uk/news/article-7167611/Cyber-attack-major-scientific-testing-firm-puts-court-trials-risk.html0

United StatesHIC North America 2019 July 26 https://www.wbtv.com/2019/07/26/lincoln-county-city-concord-websites-attacked-by-hackers/0

United StatesHIC North America 2019 March 22 https://delawarebusinessnow.com/2019/03/state-warns-employers-about-w-2-phishing-scams/0

United StatesHIC North America 2019 September 4 https://www.islandsun.com/internet-scammers-send-phishing-e-mail-to-nbvi-clients/0

Pakistan LMC South Asia 2019 December 5 https://www.dawn.com/news/1520468/website-of-peshawar-civic-body-hacked0

United StatesHIC North America 2019 December 28 https://www.cleveland.com/court-justice/2019/12/romanian-hackers-tried-in-ohio-to-appeal-long-sentences-after-swindling-millions-through-malware.html0

United StatesHIC North America 2017 February 6 https://thecryptosphere.com/2014/10/08/anonsec-hackers-tangodown-turkish-e-commerce-sites/0

United StatesHIC North America 2017 May 22 http://integrated.processmyquote.com/hackers-target-japans-mobile-gamers-to-access-their-employers-data/0

United StatesHIC North America 2017 July 18 https://www.engadget.com/2017/07/18/house-democrats-encrypted-messaging-hack/0

United StatesHIC North America 2017 August 4 http://wwmt.com/news/nation-world/british-man-arrested-in-online-bank-hacking0

United KingdomHIC Europe & Central Asia2017 June 1 https://www.theregister.co.uk/2017/06/01/data_breach_analysis/0

United KingdomHIC Europe & Central Asia2017 May 17 https://www.shropshirestar.com/news/trending-topics/general-election-2017/2017/05/17/cyber-attacks-powys-general-election-vote-applications-hit-/0

United StatesHIC North America 2018 January 31 https://www.jsonline.com/story/news/2018/01/30/access-wisconsin-schools-data-limited-after-tech-team-finds-hacking-risk/1080450001/0

Australia HIC East Asia & Pacific2017 August 23 http://www.sbs.com.au/news/article/2017/08/23/86-asylum-seekers-affected-data-breach-granted-last-chance-protection0

India LMC South Asia 2018 February 8 http://www.afternoondc.in/city-news/twitter-hacking-saga-continues-cyber-crime-spends-sleepless-nights/article_2155520

United StatesHIC North America 2018 November 7 http://baytownsun.com/news/article_aa73ef82-e24d-11e8-98ed-333ed299abac.html0

India LMC South Asia 2018 December 1 https://www.deccanchronicle.com/technology/in-other-news/011218/mariott-hotel-hack-what-should-you-do.html0

Israel HIC Middle East & North Africa2020 June 7 https://www.calcalistech.com/ctech/articles/0,7340,L-3831230,00.html0

United StatesHIC North America 2020 February 7 https://www.darkreading.com/iot/iot-malware-campaign-infects-global-manufacturing-sites/d/d-id/13369820

New ZealandHIC East Asia & Pacific2020 June 24 https://www.geekzone.co.nz/forums.asp?forumid=48&topicid=2724420

United KingdomHIC Europe & Central Asia2020 February 19 https://www.theregister.co.uk/2020/02/19/convicted_ceo_pardoned/0

Russia UMC Europe & Central Asia2020 July 27 https://www.securityweek.com/cisa-says-hackers-exploited-big-ip-vulnerability-attacks-us-government0

United StatesHIC North America 2020 February 21 https://www.wptv.com/news/local-news/investigations/hack-attacks-local-law-enforcement-cities-targeted-by-cyber-crooks0

India LMC South Asia 2020 February 28 https://www.bgr.in/news/bgr-india-data-breach-no-user-data-compromised-878275/0



PhilippinesLMC East Asia & Pacific2021 August 8 https://www.gmanetwork.com/news/news/nation/798509/bayan-muna-party-list-website-under-hacking-attacks-from-trolls-since-june/story/0

Indonesia LMC East Asia & Pacific2020 July 7 https://jakartaglobe.id/news/man-arrested-for-malware-attacks-on-govt-websites0

India LMC South Asia 2020 August 17 https://www.hindustantimes.com/india-news/bengal-cid-warns-of-phishing-attacks-through-fake-oximeter-apps/story-VbGbttfwn7rUofIut5kLNN.html0

Japan HIC East Asia & Pacific2021 January 28 https://www.zdnet.com/article/stack-overflow-heres-what-happened-when-we-were-hacked-back-in-2019/0

United StatesHIC North America 2021 September 24 https://thehill.com/homenews/state-watch/573749-major-us-port-target-of-attempted-cyber-attack0

France HIC Europe & Central Asia2022 March 23 https://www.android-mt.com/news/un-malware-russe-sur-le-play-store-il-vole-vos-donnees-facebook/125821/0

Austria HIC Europe & Central Asia2022 June 23 https://kurier.at/chronik/oesterreich/innsbrucker-meduni-zu-hackerangriff-weiter-zurueckhaltend/4020510160

United StatesHIC North America 2022 January 27 https://kbench.com/?q=node/229516 0

France HIC Europe & Central Asia2022 November 25 https://www.notretemps.com/depeches/cyberattaque-deux-hommes-condamnees-pour-le-piratage-informatique-d-une-ars-616310

Chile HIC Latin America & Caribbean2022 September 26 https://www.emol.com/noticias/Nacional/2022/09/26/1073860/defensoria-publica-alerta-hackeo-pjud.html0

Mexico UMC Latin America & Caribbean2021 June 17 https://www.radioformula.com.mx/noticias/20210617/memes-cm-partido-encuentro-social-pes-community-manager-twitter-facebook/0

Russia UMC Europe & Central Asia2021 July 5 https://www.cnews.ru/news/top/2021-06-24_zagadochnaya_hakerskaya_programma0

Russia UMC Europe & Central Asia2021 November 8 https://www.interfax.ru/world/801877 0

Israel HIC Middle East & North Africa2021 October 18 https://www.9tv.co.il/item/35305 0

South KoreaHIC East Asia & Pacific2021 October 5 https://www.donga.com/news/Inter/article/all/20211006/109566990/10

SwitzerlandHIC Europe & Central Asia2021 July 28 https://www.polizeinews.ch/phishing-mails-im-namen-von-zollbehoerden-im-kanton-schaffhausen/0

France HIC Europe & Central Asia2021 July 30 https://www.zdnet.fr/actualites/cyberattaque-en-iran-les-attaquants-ont-utilise-un-logiciel-malveillant-destructeur-de-donnees-39926907.htm0

France HIC Europe & Central Asia2021 February 17 https://www.lemondeinformatique.fr/actualites/lire-telex-des-malwares-ciblent-les-mac-m1-databricks-sur-google-cloud-matillion-leve-100-m$-dans-l-etl-82007.html0

Finland HIC Europe & Central Asia2021 January 8 https://www.lansivayla.fi/paikalliset/32166850

South KoreaHIC East Asia & Pacific2021 July 27 https://moneys.mt.co.kr/news/mwView.php?no=2021072719368058216&code=w0402&MRN0

Indonesia LMC East Asia & Pacific2020 September 3 https://republika.co.id/berita/qg2ivm396/kepolisian-diminta-tindaklanjuti-peretasan-media-massa0

Estonia HIC Europe & Central Asia2020 June 15 http://www.pealinn.ee/tagid/koik/eestis-tuvastati-tanavu-poole-aastaga-ligi-5000-kuberrunnakut-n2549900

NetherlandsHIC Europe & Central Asia2021 October 18 https://www.computable.nl/artikel/nieuws/security/7260815/250449/datalekken-en-hacks-online-op-de-kaart-gezet.html0

Ukraine LMC Europe & Central Asia2021 June 16 https://ua.korrespondent.net/ukraine/4368221-pravookhorontsi-vykryly-khakeriv-yaki-atakuvaly-inozemni-kompanii0

Russia UMC Europe & Central Asia2020 March 6 https://vz.ru/news/2020/3/6/1027429.html 0

Russia UMC Europe & Central Asia2020 December 28 https://fr.globalvoices.org/2020/12/28/260156/0

United StatesHIC North America 2022 March 24 https://updatesnews.com/tui-travel-warning-british-tourists-targeted-by-holiday-phishing-scam-travel-news-travel/[3563360, 3560810]['TUI travel warning : British tourists targeted by holiday phishing scam | Travel News', 'TUI issues warning for Brits as phishing scam targets customers']1

Indonesia LMC East Asia & Pacific2019 September 16 https://trendtek.republika.co.id/berita/pxwusa463/emhackerem-india-dituding-lakukan-serangan-ke-pakistan0

South KoreaHIC East Asia & Pacific2019 January 17 http://news1.kr/articles/?3526806 0

Turkey UMC Europe & Central Asia2019 March 25 https://shiftdelete.net/bir-milyonu-askin-mac-hacklendi0

South KoreaHIC East Asia & Pacific2019 March 6 http://www.diodeo.com/news/view/33334390

Germany HIC Europe & Central Asia2019 November 18 https://www.heise.de/ct/artikel/Tuya-Neuer-Update-Prozess-gehackt-4578042.html0

Ukraine LMC Europe & Central Asia2018 November 29 http://www.sq.com.ua/rus/news/novosti/28.11.2018/v_harkove_studenty_poluchili_sroki_za_hakerstvo/0

Austria HIC Europe & Central Asia2018 April 25 http://www.oe24.at/digital/Mega-Schlag-gegen-DDoS-Hacker/3312875670

Mexico UMC Latin America & Caribbean2018 October 26 https://www.reporteindigo.com/indigonomics/banxico-afirma-que-los-hackeos-a-la-aseguradora-axa-no-han-danado-su-sistema/0

South KoreaHIC East Asia & Pacific2018 June 12 http://news20.busan.com/controller/newsController.jsp?newsId=201806110000070

Germany HIC Europe & Central Asia2018 November 14 https://www.pcwelt.de/a/erneut-malware-luecke-in-windows-gestopft,34629540

United StatesHIC North America 2018 July 16 https://www.diariolibre.com/economia/financial-times/piratas-informaticos-se-enfocan-en-los-nuevos-inversionistas-de-criptomonedas-NH103538530

South KoreaHIC East Asia & Pacific2018 April 24 https://blog.naver.com/PostView.nhn?blogId=skinfosec2000&logNo=221257309498&navType=tl0

NetherlandsHIC Europe & Central Asia2018 November 7 https://www.blikopnieuws.nl/nieuws/268468/man-29-aangehouden-na-hacken-en-platleggen-website-bedrijf.html0

Spain HIC Europe & Central Asia2019 October 29 https://www.heraldo.es/noticias/aragon/2019/10/29/condena-pirateria-futbol-laliga-bares-zaragoza-teruel-huesca-1341075.html0

Russia UMC Europe & Central Asia2019 July 18 https://nmgazeta.ru/doverennoe-lico-jashina-sopredsedatel-golosa-zajavil-o-vzlome-akkauntov-v-socsetjah/0

France HIC Europe & Central Asia2021 November 29 https://www.usine-digitale.fr/article/orchestra-en-proie-a-un-ransomware-les-salaries-contraints-au-teletravail.N11637820

NetherlandsHIC Europe & Central Asia2017 February 5 https://tweakers.net/nieuws/120913/hacker-breekt-in-op-belgische-website-zdnet.html0

Sweden HIC Europe & Central Asia2017 December 4 https://www.svt.se/nyheter/lokalt/smaland/18-arig-hacker-i-ratten0

Germany HIC Europe & Central Asia2017 February 15 https://www.heise.de/security/meldung/Angriffswerkzeug-Metasploit-hackt-jetzt-auch-Autos-3626482.html0

MadagascarLIC Sub-Saharan Africa2017 October 7 http://www.lexpressmada.com/blog/actualites/communication-a-linternational-les%E2%80%88apppels%E2%80%88dun%E2%80%88operateur%E2%80%88pirates/0

Italy HIC Europe & Central Asia2017 April 1 http://www.lastampa.it/2017/04/01/societa/attacco-ad-hacking-team-sbuca-una-pista-spagnola-WzI7wHp7WRX7wfCIqelkvO/pagina.html0

Australia HIC East Asia & Pacific2021 May 12 https://www.gizmodo.com.au/2021/05/a-hacker-gang-has-been-trying-to-extort-d-c-police-for-us4-5-million/0

United StatesHIC North America 2021 May 21 https://www.msn.com/en-us/news/us/river-cats-opener-scusd-halts-6m-order-ransomware-attack/ar-AAKdssM0

United StatesHIC North America 2022 July 11 https://lawstreetmedia.com/news/health/healthcare/shields-health-care-group-sued-over-data-breach/0

United StatesHIC North America 2022 July 14 https://www.krtv.com/news/credit-union-in-great-falls-reports-increase-in-phishing-attempts0

United StatesHIC North America 2021 July 20 https://www.msn.com/en-xl/news/other/ro-joins-intl-condemnation-of-microsoft-hack/ar-AAMlI2g0

Thailand UMC East Asia & Pacific2022 April 21 https://www.bangkokpost.com/thailand/general/2297686/nacc-warns-of-hacked-info0

United StatesHIC North America 2022 April 25 https://www.kvrr.com/2022/04/25/north-dakota-company-hit-by-cyber-attack-more-than-500000-affected/0



India LMC South Asia 2019 March 21 https://www.thehansindia.com/telangana/corporate-email-hacking-case-filed--5141410

United KingdomHIC Europe & Central Asia2019 April 5 https://www.ukauthority.com/articles/ico-fines-newham-council-for-gangs-matrix-data-breach/0

United StatesHIC North America 2019 April 24 http://www.spamfighter.com/News-22157-Top-IT-companies-in-India-at-peril-from-cyber-attacks.htm0

United KingdomHIC Europe & Central Asia2022 January 28 https://www.dunfermlinepress.com/news/19880262.fife-council-customers-affected-us-data-breach/0

Taiwan 2019 June 30 https://www.taiwannews.com.tw/en/news/37229290

Canada HIC North America 2019 July 24 https://www.canadianlawyermag.com/practice-areas/privacy-and-data/phishing-for-victims/2773030

Japan HIC East Asia & Pacific2020 November 13 http://moderntokyotimes.com/teleworkers-face-increased-hacking-in-japan-during-covid-19/0

United StatesHIC North America 2019 February 18 https://www.securityinfowatch.com/cybersecurity/information-security/breach-detection/news/21068904/personal-information-of-students-exposed-in-stanford-data-breach0

United StatesHIC North America 2017 December 5 https://pbn.com/icba-sues-equifax-data-breach/0

Spain HIC Europe & Central Asia2017 October 19 http://www.marketingnews.es/internacional/noticia/1109857028505/banda-irlandesa-logra-millon-de-visualizaciones-semana-hackeando-facebook-live.1.html0

United StatesHIC North America 2021 November 17 https://www.govtech.com/security/washington-county-minn-thwarts-3m-phishing-scam0

United KingdomHIC Europe & Central Asia2019 April 26 https://www.dudleynews.co.uk/news/17601612.mary-stevens-hospice-suffers-data-breach-after-hacking/0

Canada HIC North America 2022 June 17 https://www.cbc.ca/news/canada/newfoundland-labrador/mun-data-breach-1.6492697[3679736, 3682720]['Personal details of 15 , 000 MUN students leaked in accidental data breach', 'Simpson University Confirms Data Breach Leaked Information of More than 6 , 000 Students | Console and Associates , P . C . ']1

Singapore HIC East Asia & Pacific2019 March 3 https://www.tnp.sg/news/singapore/malicious-hackers-target-singapore-based-company-phishing-e-mails0

Ireland HIC Europe & Central Asia2019 September 12 https://www.rte.ie/news/2019/0912/1075545-three-ireland-malware/0

United StatesHIC North America 2019 December 2 https://bethesdamagazine.com/bethesda-beat/schools/data-breach-exposed-nearly-6000-mcps-students-personal-data/0

United StatesHIC North America 2019 December 25 https://delawarebusinessnow.com/2019/12/mt-bank-issues-warning-about-account-phishing/0

United StatesHIC North America 2017 February 27 http://www.beckershospitalreview.com/healthcare-information-technology/vanderbilt-umc-hit-with-data-breach-during-epic-ehr-implementation.html0

New ZealandHIC East Asia & Pacific2017 March 19 http://foreignaffairs.co.nz/2017/03/20/two-charged-with-laundering-proceeds-of-malware-crime/0

Ireland HIC Europe & Central Asia2017 May 20 http://www.irishtimes.com/business/a-week-dominated-by-cyber-attacks-and-the-housing-crisis-1.30890360

United StatesHIC North America 2017 August 24 http://ftnews.firetrench.com/2017/08/hackers-dupe-facebook-users-with-easyjet-boarding-pass/0

United KingdomHIC Europe & Central Asia2017 September 1 https://www.theguardian.com/australia-news/2017/sep/01/medicare-data-breach-government-response-contemptible-says-former-afp-officer0

United StatesHIC North America 2017 March 27 http://www.al.com/news/huntsville/index.ssf/2017/03/north_alabama_bank_joins_lawsu.html0

United StatesHIC North America 2018 February 27 http://www.good4utah.com/news/local-news/5-venezuelans-charged-for-hacking-sandy-atm/9959103530

United KingdomHIC Europe & Central Asia2018 February 22 http://www.ibtimes.co.uk/hackers-using-fake-swift-emails-deploy-adwind-rat-steal-bank-credentials-new-phishing-scam-16630450

United StatesHIC North America 2018 March 21 https://www.msn.com/en-gb/news/uknews/hacking-group-claims-responsibility-for-uk-schools-bomb-hoax-with-matrix-style-tweet/ar-BBKvTMs0

Pakistan LMC South Asia 2018 April 6 https://en.dailypakistan.com.pk/world/indian-defence-minister-trolled-online-after-cyber-attack-targets-ministrys-website/0

United StatesHIC North America 2018 May 23 https://khn.org/morning-breakout/state-highlights-nyc-health-system-aims-to-recoup-11-5m-in-denied-claims-from-unitedhealthcare-health-system-in-md-warns-500000-patients-of-data-breach/0

United StatesHIC North America 2018 July 17 http://www.independentsentinel.com/dnc-and-obama-watched-the-russians-hack-in-real-time-but-did-nothing/0

United StatesHIC North America 2018 July 26 https://www.thedailybeast.com/exclusive-lone-dnc-hacker-guccifer-20-slipped-up-and-revealed-he-was-a-russian-intelligence-officer0

Uganda LIC Sub-Saharan Africa2018 August 10 http://pctechmag.com/2014/05/bad-news-hackers-are-remotely-locking-apple-devices/0

United KingdomHIC Europe & Central Asia2018 June 1 http://www.pressgazette.co.uk/irish-news-publisher-loses-high-court-battle-to-halt-inspectors-probing-affairs-after-suspected-data-breach/0

United StatesHIC North America 2018 June 27 https://nypost.com/2018/06/27/hackers-are-selling-babies-personal-data-on-the-dark-web/0

United StatesHIC North America 2020 January 8 https://news.yahoo.com/friendly-hackers-took-down-americas-160000745.html0

India LMC South Asia 2020 June 16 https://www.prokerala.com/news/articles/a1052797.html0

Liberia LIC Sub-Saharan Africa2020 February 17 https://frontpageafricaonline.com/news/how-cellcom-hacked-liberias-to-win-over-lonestars-customers/0

United KingdomHIC Europe & Central Asia2020 July 16 https://www.crowdfundinsider.com/2020/07/164143-in-the-twitter-hack-bitcoin-was-stolen-but-at-btc-transactions-are-traceable/0

United StatesHIC North America 2020 August 4 https://www.scmagazine.com/featured/operation-north-star-attackers-appear-to-be-hidden-cobra/0

United StatesHIC North America 2020 September 24 https://inhomelandsecurity.com/microsoft-warns-that-critical-windows-server-perfect-10-exploit-attack-is-underway/0

Israel HIC Middle East & North Africa2020 October 14 https://www.jewishpress.com/news/middle-east/iran-news/cyber-attack-strikes-iran-government-ministries-port-city/2020/10/14/0

United KingdomHIC Europe & Central Asia2020 October 29 https://www.itpro.co.uk/security/357578/exposed-records-top-36-billion-in-2020-so-far0

United StatesHIC North America 2021 January 12 https://www.welivesecurity.com/2021/01/12/operation-spalax-targeted-malware-attacks-colombia/0

United StatesHIC North America 2020 December 4 https://baltimorebrew.com/2020/12/04/bcps-stonewalls-county-council-members-at-meeting-over-ransomware-attack/0

Venezuela Latin America & Caribbean2022 July 23 https://elaragueno.com.ve/estafa-conocida-como-el-escape-muto-a-codigos-de-hackeo/0

Russia UMC Europe & Central Asia2022 April 26 https://www.ferra.ru/news/smarthome/za-god-khakery-atakovali-okolo-1-milliarda-ustroistv-interneta-veshei-26-04-2022.htm0

South KoreaHIC East Asia & Pacific2022 January 12 https://www.donga.com/news/Inter/article/all/20220112/111211749/10

Mexico UMC Latin America & Caribbean2022 October 8 https://www.uniradioinforma.com/noticias/mexico/685626/militar-vendio-granadas-en-26-mil-pesos-revela-hackeo.html0

Russia UMC Europe & Central Asia2021 April 5 https://www.securitylab.ru/news/518026.php0

Ghana LMC Sub-Saharan Africa2018 November 22 https://www.ghanavisions.com/news/world/228330-british-jihadist-orchestrated-cyber-attacks-on-us-government-for-revenge-on-western-society.html0

United StatesHIC North America 2018 November 30 http://www.spamfighter.com/News-21899-Officials-of-East-Tennessee-State-University-investigating-the-phishing-attack.htm0

France HIC Europe & Central Asia2021 July 8 https://cyberguerre.numerama.com/12612-je-voulais-juste-me-faire-des-sous-les-coulisses-du-hack-rocambolesque-de-la-startup-spliiit.html0

United StatesHIC North America 2020 June 4 https://www.dailyrepublic.com/all-dr-news/wires/anonymous-highlights-minnesota-senate-computer-hacking-passwords-file-accessed-web-pages-down-pioneer-press-st-paul-minn/[4213080, 2541531]['  Anonymou highlights Minnesota Senate computer hacking ; passwords file accessed , web pages down [ Pioneer Press , St . Paul , Minn .] ', 'Hackers force Minnesota Senate website offline']1

Indonesia LMC East Asia & Pacific2021 December 3 https://regional.kompas.com/read/2021/12/03/130801478/polda-jabar-ungkap-kejahatan-siber-modus-phising-hingga-phone-sex0

Spain HIC Europe & Central Asia2020 May 13 https://www.larazon.es/sociedad/20200513/vmuqyqwfjnhftmqodml3zjnrdm.html0

NetherlandsHIC Europe & Central Asia2020 September 4 https://tweakers.net/nieuws/171786/nederlandse-ddos-doelwitten-ontvingen-afpersingsmail-uit-naam-van-staatshackers.html0



Bulgaria UMC Europe & Central Asia2020 December 28 http://www.bnews.bg/article/270397-vnimanie_hakeri_izprashtat_falshivi_imeyli_ot_imeto_na_nap0

United StatesHIC North America 2020 January 9 https://arabic.cnn.com/middle-east/article/2020/01/09/global-hacking-attempts-originating-in-iran-nearly-triple-soleimani-strike0

Russia UMC Europe & Central Asia2020 December 1 https://fedpress.ru/news/77/society/26311520

Peru UMC Latin America & Caribbean2020 January 22 https://jcmagazine.com/43000-ataques-ciberneticos-detectados-en-juegos-lima-2019/0

Russia UMC Europe & Central Asia2020 December 24 https://lenta.ru/news/2020/12/24/vzlom_komp_bel/0

Indonesia LMC East Asia & Pacific2020 December 15 https://newssetup.kontan.co.id/news/usai-dibobol-peretas-amerika-serikat-hentikan-penggunaan-program-ini0

Russia UMC Europe & Central Asia2019 December 4 https://sobesednik.ru/proisshestviya/20191204-zloumyshlenniki-nachali-vzlamyvat-akkaunty-perehvatyvaya-sms-podtverzhdenie0

SwitzerlandHIC Europe & Central Asia2019 August 2 https://www.nzz.ch/wirtschaft/auch-crealogix-wird-opfer-von-hackerangriff-ld.14996750

BangladeshLMC South Asia 2019 September 28 https://opinion.bdnews24.com/bangla/archives/579260

South KoreaHIC East Asia & Pacific2019 November 13 https://www.yna.co.kr/view/AKR201911130454000090

South KoreaHIC East Asia & Pacific2019 September 26 http://newspim.com/news/view/201909260009040

Czech RepublicHIC Europe & Central Asia2020 December 7 https://tn.nova.cz/clanek/zamestnanci-pri-homeofficu-v-ohrozeni-utoci-na-ne-hackeri.html0

Israel HIC Middle East & North Africa2019 August 7 https://www.bhol.co.il/news/1022364 0

India LMC South Asia 2020 April 12 https://www.prokerala.com/news/articles/a1028803.html[4190040, 2453581]['Pak FIA asked to probe mobile data breach', 'FIA asked to probe  data breach of 115m mobile user - Newspaper']1

Slovak RepublicHIC Europe & Central Asia2018 August 24 http://www.bumm.sk/turmix/2018/08/24/a-google-t-is-tamadtak-az-irani-es-orosz-hekkerek0

Argentina UMC Latin America & Caribbean2018 July 13 http://eleconomistaamerica.com.ar/politica-eAm/noticias/9272611/07/18/HRW-acusa-al-Gobierno-de-EEUU-de-distribuir-telefonos-hackeados-para-espiar.html0

Denmark HIC Europe & Central Asia2018 June 22 https://www.computerworld.dk/art/243760/mere-end-10-procent-af-danske-virksomheder-er-stadig-inficeret-af-kinesisk-malware0

Ukraine LMC Europe & Central Asia2018 September 3 https://prm.ua/viddamo-dostup-za-bitkoini-kiberpolitsiya-zatrimala-hakeriv-shho-vikradali-akaunti-koristuvachiv-sotsmerezh/0

India LMC South Asia 2018 October 31 https://www.newstracklive.com/news/indian-arrested-in-america-for-cyber-attack-in-american-university-punished-with-charge-of-86-million-doller-mc24-nu-1248565-1.html0

NetherlandsHIC Europe & Central Asia2018 October 4 https://www.nhnieuws.nl/nieuws/232489/Spionnenauto-van-Russische-hackers-duikt-op-bij-autodealer-in-de-IJmond0

Czech RepublicHIC Europe & Central Asia2018 December 3 https://www.lupa.cz/aktuality/na-ministerstvo-zahranici-utocili-hackeri-ruskych-zpravodajskych-sluzeb-potvrdila-bis/0

India LMC South Asia 2018 March 4 https://tamil.filmibeat.com/news/hc-stalls-aruva-sanda-sbi-scam-case-052262.html0

Denmark HIC Europe & Central Asia2018 April 19 https://www.fyens.dk/odense/Aflurer-brugernes-koder-To-Odense-biblioteker-var-udsat-for-hacking/artikel/32489520

Russia UMC Europe & Central Asia2018 November 14 https://mundo.sputniknews.com/seguridad/201811141083424471-g20-aeroparque-pista-hack-argentina-seguridad-violacion/0

Ukraine LMC Europe & Central Asia2017 March 1 https://ru.tsn.ua/svit/antiukrainskie-akcii-v-vostochnoy-evrope-provodili-za-schet-kassira-kremlya-malofeeva-hakery-814214.html0

China UMC East Asia & Pacific2017 February 10 http://news.china.com/focus/taiwan/11165943/20170210/30245133.html0

Indonesia LMC East Asia & Pacific2017 April 5 https://daerah.sindonews.com/read/1194644/21/serang-website-imigrasi-ini-pesan-hacker-untuk-ridwan-kamil-14914200540

United StatesHIC North America 2021 December 3 https://riverheadnewsreview.timesreview.com/2021/12/108194/riverhead-school-district-targeted-in-cyber-attack/0

United StatesHIC North America 2021 December 1 https://www.loopnorth.com/news/hancock1130.htm0

Canada HIC North America 2021 April 27 https://www.calgarysun.com/news/local-news/lethbridge-police-suspend-another-officer-for-alleged-data-breach/wcm/1e1b2863-08e0-41f7-8d42-98e672bd29130

Malaysia UMC East Asia & Pacific2022 June 30 https://www.mis-asia.com/Products/Hackers-launched-massive-attacks-on-Apple-devices.html0

Russia UMC Europe & Central Asia2021 May 14 https://www.bleepingcomputer.com/news/security/qnap-warns-of-ech0raix-ransomware-attacks-roon-server-zero-day/0

United StatesHIC North America 2021 May 15 https://k2radio.com/wydot-warns-of-real-id-phishing-scam/0

United StatesHIC North America 2021 June 9 https://www.lohud.com/story/news/local/2021/06/09/arnoff-moving-storage-data-breach-exposed-customer-information/7619854002/0

United StatesHIC North America 2021 June 26 https://www.einnews.com/pr_news/544771689/ridot-warns-rhode-islanders-of-text-message-phishing-scam0

India LMC South Asia 2021 July 6 https://timesofindia.indiatimes.com/india/like-ronas-gadlings-computer-too-attacked-with-malware-us-lab-report/articleshow/84189543.cms0

India LMC South Asia 2022 August 29 https://inc42.com/buzz/vi-data-leak-cyberx9-report-alleges-data-breach-of-300-mn-people-telco-denies/0

Ireland HIC Europe & Central Asia2022 October 8 https://clareherald.com/business/massive-surge-in-hacking-over-public-wi-fi/0

Greece HIC Europe & Central Asia2022 March 21 https://greekcitytimes.com/2022/03/21/cybercriminals-launch-malware-attack-on-hellenic-post/0

Mexico UMC Latin America & Caribbean2018 May 16 https://www.vanguardia.com.mx/articulo/recuperan-parte-de-dinero-robado-en-hackeo-al-spei0

Cameroon LMC Sub-Saharan Africa2017 April 7 http://journalducameroun.com/cameroun-site-internet-mincommerce-pirate/0

Australia HIC East Asia & Pacific2022 October 30 https://www.smh.com.au/business/companies/rea-investors-urged-to-give-optus-ceo-the-boot-after-hack-attack-20221028-p5btv8.html0

Ukraine LMC Europe & Central Asia2019 September 23 https://dnews.dn.ua/news/729012[4758101, 4755825]['In Lyman looking for witnesses of ATM hacking', 'ATM hacked in Liman: Police are looking for witnesses']1

United KingdomHIC Europe & Central Asia2022 November 9 https://www.dailymail.co.uk/news/article-11405757/Todd-Woodbridge-TV-presenter-reveals-targeted-Russian-hackers-massive-Medibank-hack.html0

United StatesHIC North America 2019 April 19 https://www.wsoctv.com/news/local/mueller-report-ncsbe-asking-if-nc-voting-software-company-was-hacked-in-2016/9417697150

India LMC South Asia 2019 June 7 https://scroll.in/article/926017/hackers-have-disrupted-municipal-services-in-baltimore-demanding-76280-in-ransom0

New ZealandHIC East Asia & Pacific2019 June 12 https://www.nzherald.co.nz/nz/news/article.cfm?c_id=1&objectid=122398880

United StatesHIC North America 2019 July 17 http://www.spamfighter.com/News-22308-Borough-of-Westwood-suffered-from-malware-attack.htm0

United StatesHIC North America 2019 March 19 http://www.spamfighter.com/News-22092-New-DMSniff-POS-malware-targets-SMBs.htm0

United KingdomHIC Europe & Central Asia2019 September 17 https://www.swindonadvertiser.co.uk/news/17906863.police-comment-swindon-college-data-breach/0

Malta HIC Middle East & North Africa2019 October 31 https://timesofmalta.com/articles/view/central-bank-warns-of-phishing-attempt.7462230

Japan HIC East Asia & Pacific2019 November 20 https://www.cnet.com/news/facebook-twitter-and-uber-fall-from-grace-equifax-hacked-metoo-tech-scandals-2017-18/0

United StatesHIC North America 2019 January 3 https://news.yahoo.com/hackers-demand-bitcoin-taking-down-123514121.html0

United KingdomHIC Europe & Central Asia2017 January 6 http://www.theregister.co.uk/2017/01/06/hacker_of_cia_directors_email_takes_plea/0

United StatesHIC North America 2017 March 4 http://www.mdjonline.com/news/mum-s-the-word-after-alleged-ksu-hack/article_af990910-0091-11e7-aec1-1f69fd9f6568.html0



Ireland HIC Europe & Central Asia2017 May 14 http://www.thejournal.ie/cyberattack-warning-3388874-May2017/0

South AfricaUMC Sub-Saharan Africa2017 May 29 http://www.gadget.co.za/300-000-iot-devices-await-hacker-masters/0

United StatesHIC North America 2017 June 6 http://jax-cdn.com/national/news/2017-06-06/augusta-resident-reality-winner-arrested-data-breach-had-top-secret0

United StatesHIC North America 2017 July 21 https://www.scmagazine.com/chipotle-data-breach-leads-to-illegal-atm-withdrawal/article/676626/0

Canada HIC North America 2017 September 1 http://www.theprovince.com/news/local+news/class+action+suit+certified+case+computer+hack+trust+company/14471730/story.html0

United StatesHIC North America 2022 August 2 https://www.polygon.com/23289144/neopets-data-breach-password-reset-disaster0

United StatesHIC North America 2020 June 16 https://hospitalitytech.com/ihg-data-breach-settlement-reached0

United StatesHIC North America 2020 December 5 https://triblive.com/local/ahn-donors-may-have-been-exposed-to-data-breach-officials-say/0

Russia UMC Europe & Central Asia2019 December 5 https://sputniknews.com/world/201912051077494221-hundreds-of-banks-financial-insitutions-lost-millions-of-dollars-due-to-malware---treasury/0

United KingdomHIC Europe & Central Asia2017 March 13 http://www.theinquirer.net/inquirer/news/3006321/what-you-missed-in-tech-last-week-edf-smart-meter-borkage-hotmail-outage-cia-hacking0

United StatesHIC North America 2017 October 14 https://www.law360.com/articles/974546 0

United KingdomHIC Europe & Central Asia2017 October 25 http://www.telegraph.co.uk/technology/2017/10/25/bitcoin-gold-cyber-attack-mars-launch-rival-cryptocurrency/0

Saudi ArabiaHIC Middle East & North Africa2017 September 30 http://www.arabnews.com/node/1169846/saudi-arabia0

Australia HIC East Asia & Pacific2018 February 27 https://www.gizmodo.com.au/2018/02/affluent-seattle-suburb-repeatedly-fell-for-nigerian-prince-style-phishing-scam/0

United StatesHIC North America 2018 January 19 http://www.healthcareitnews.com/news/53000-patient-records-breached-after-phishing-hack-onco360-caremed0

United StatesHIC North America 2018 March 9 https://www.mediapost.com/publications/article/315744/zappos-must-face-class-action-over-data-breach-ap.html0

United StatesHIC North America 2018 June 19 http://www.isssource.com/new-malware-from-attack-group/0

Australia HIC East Asia & Pacific2018 May 3 https://www.gizmodo.com.au/2018/05/researchers-find-mysterious-russia-linked-malware-that-hijacks-anti-theft-software-lojack/0

United StatesHIC North America 2018 May 8 https://www.govinfosecurity.com/cryptocurrency-miners-exploit-widespread-drupal-flaw-a-109830

United StatesHIC North America 2018 July 12 http://www.spamfighter.com/News-21652-Clipboard-Hijacking-Malware-Monitors-23m-Crypto-Wallet-Addresses.htm0

United KingdomHIC Europe & Central Asia2018 September 7 https://www.chichester.co.uk/news/business/no-data-breach-after-hacking-said-chichester-city-council-1-86281440

United StatesHIC North America 2018 October 2 http://kneb.com/regional-news/scotts-bluff-countys-technology-firm-defeats-malware-attack-on-network/0

North KoreaLIC East Asia & Pacific2020 February 4 https://www.nknews.org/2020/02/malware-campaign-targeting-u-s-government-likely-linked-to-north-korea-report/0

United StatesHIC North America 2020 July 29 https://www.modernhealthcare.com/providers/hackers-may-have-accessed-6000-beaumont-patient-records0

United StatesHIC North America 2020 April 17 https://threatpost.com/hackers-update-age-old-excel-4-0-macro-attack/154898/0

United StatesHIC North America 2020 September 11 https://www.nbcwashington.com/news/local/hackers-break-into-fcps-network-hold-personal-info-for-ransom/2416279/0

United StatesHIC North America 2020 December 12 https://www.nj.com/hudson/2020/12/jersey-city-utilities-agency-investigating-ransomware-attack-that-blocked-access-to-vital-data.html0

United StatesHIC North America 2021 February 4 http://www.kvoe.com/news/item/52469-new-phishing-scheme-for-labor-department-to-battle-as-massive-fraud-effort-continues-despite-redesigned-website0

United StatesHIC North America 2021 September 8 https://www.msn.com/en-us/news/us/amid-spike-in-cyber-attacks-mass-officials-debate-how-to-protect-state-networks/ar-AAOeNsF0

United StatesHIC North America 2021 March 9 https://www.forbes.com/sites/martingiles/2021/03/09/microsoft-exchange-hackers-are-targeting-email/0

Ukraine LMC Europe & Central Asia2022 November 9 https://ua.interfax.com.ua/news/telecom/871008.html0

United StatesHIC North America 2017 May 31 http://www.4-traders.com/F-SECURE-OYJ-1412460/news/F-Secure-Oyj-Leaked-HackingTeam-Spyware-used-by-Attack-Group-to-Collect-Intelligence-24512373/0

Singapore HIC East Asia & Pacific2018 May 4 http://www.marketing-interactive.com/3-big-insurance-brands-fined-by-pdpc-for-customer-data-breach/0

PhilippinesLMC East Asia & Pacific2021 January 17 https://mb.com.ph/2021/01/17/dswd-facebook-account-hacked/0

Singapore HIC East Asia & Pacific2022 August 20 https://www.thestar.com.my/aseanplus/aseanplus-news/2022/08/20/four-people-arrested-for-alleged-involvement-in-phishing-scams-targeting-bank-customers[3759879, 3759951, 3762135]['Four people arrested for alleged involvement in phishing scams targeting bank customers', '4 people arrested for alleged involvement in phishing scams targeting bank customers', 'Three Men And One Woman Arrested For A Series Of Bank Phishing Scams']2

India LMC South Asia 2018 July 30 https://timesofindia.indiatimes.com/india/uidai-denies-trai-chiefs-info-hacked-via-his-aadhaar-number/articleshow/65191035.cms[1875022, 1869772, 1871968, 1874958, 1871969, 1869789, 1874930, 1872000, 1875044, 1872002, 1869793, 1867541, 1869798, 1875045, 1874929, 1871972, 1869800, 1871981, 1872004, 1864956, 1869815, 1869783, 1871990, 1869734, 1869784, 1871970, 1875008, 1867563, 1869796, 1875012, 1875037, 1869819, 1872003, 1872006, 1875027, 1874931, 1869782, 1874928, 1860458, 1867625, 1869825, 1872018]['Aadhaar dare has hackers in a bind | Bengaluru News', 'Aadhaar dare : Hackers post Trai chief personal information - The New Indian Express', 'french researchers gave pm modi aadhar card share challenge | That hacker gave PM Modi an Aadhaar challenge', 'Aadhaar row : Hacker depositsRs 1 in Sharma bank account - The New Indian Express', 'Aadhar Detail Leak hackers deposit rupee 1 in trai chiefs account | Aadhaar Challenge Anglat! The hacker deposited Rs 1 in the account', 'TRAI chief shares Aadhaar number on Twitter with a dare, personal details leaked || The person who hacked the complete details of the Troy leader challenged by publishing the Aadhaar number', "TRAI chief's daughter started receiving threatening emails challenging hackers", 'TRAI Chief shares Aadhaar number on Twitter , hackers post personal info in reply', 'It was a waste of my time : Trai chief on his Aadhaar dare to hackers', 'Trai chief Aadhaar database not hacked : UIDAI', '  TRAI boss details werent hacked , Aadhaar is safe  - DNA - E41

Sweden HIC Europe & Central Asia2022 August 11 https://www.nyteknik.se/samhalle/tva-misstanks-for-dataintrang-efter-vaccinlacka-om-barn-70362500

Lebanon UMC Middle East & North Africa2022 August 26 https://www.lebanese-forces.com/2022/08/26/hackers-15/0

Spain HIC Europe & Central Asia2022 November 8 https://www.microsiervos.com/archivo/internet/spam-phising-frio-2020.html0

Mexico UMC Latin America & Caribbean2022 July 14 https://www.elmanana.com/noticias/nacional/sitio-web-del-inai-sufre-intento-de-hackeo/55736160

South KoreaHIC East Asia & Pacific2022 February 16 https://www.hankookilbo.com/News/Read/A20220215154000039080

Serbia UMC Europe & Central Asia2022 October 10 https://www.alo.rs/svet/planeta/681170/amerika-prezivela-sajber-napad-odgovornost-preuzeli-hakeri-koji-govore-ruski/vest0

Spain HIC Europe & Central Asia2022 February 23 https://www.elperiodico.com/es/sucesos/20220223/hackers-robaron-seis-millones-criptomonedas-132774180

Austria HIC Europe & Central Asia2022 December 17 https://kaernten.orf.at/stories/3186735/ 0

Poland HIC Europe & Central Asia2021 August 11 https://www.tvp.info/55302758/haker-z-podkarpacia-zdobyl-dane-uzytkownikow-profilu-zaufanego-zamiescil-je-na-swojej-platformie-w-internecie0

Spain HIC Europe & Central Asia2021 March 24 https://www.diariosur.es/economia/trabajo/hackeo-sepe-bloqueo-sae-20210323171952-nt.html0

Benin LMC Sub-Saharan Africa2020 February 4 https://lanouvelletribune.info/2020/02/mcdonalds-comment-des-hackers-ont-reussi-a-manger-sans-payer/0

Morocco LMC Middle East & North Africa2020 March 5 https://www.yawatani.com/societe-rss/19731-des-hackers-bases-au-maroc-auraient-pirate-des-infrastructures-critiques-francaises0

Czech RepublicHIC Europe & Central Asia2020 October 4 https://www.mobilmania.cz/clanky/zadny-milacek-zakaznik-na-mistni-applisty-miri-phishingovy-utok-ktery-mate-vybornou-cestinou/sc-3-a-1349467/default.aspx0

Chile HIC Latin America & Caribbean2020 September 9 https://www.elmostrador.cl/dia/2020/09/09/hackeo-al-bancoestado-cplt-sugiere-no-dar-por-cerrada-indagatorias-hasta-descartar-totalmente-vulneracion-de-datos-personales/0

Mexico UMC Latin America & Caribbean2020 April 9 https://www.milenio.com/politica/coronavirus-video-hackean-foro-virtual-diputadas-pornografia0

Italy HIC Europe & Central Asia2021 October 27 https://www.tp24.it/2021/10/27/cronaca/hackerano-nbsp-le-dirette-zoom-per-fare-nbsp-propaganda-nazifascista-c-e-anche-un-trapanese/1700500

Israel HIC Middle East & North Africa2021 May 4 https://www.globes.co.il/news/article.aspx?did=10013697270

Russia UMC Europe & Central Asia2021 April 22 https://www.securitylab.ru/news/519190.php0

Colombia UMC Latin America & Caribbean2020 September 26 https://www.las2orillas.co/denuncian-ataques-ciberneticos-en-la-conferencia-internacional-sobre-la-paz-en-colombia/0



United StatesHIC North America 2022 January 13 https://www.scmagazine.com/analysis/breach/after-hack-bioplus-faces-class-action-lawsuit-allegations-into-security-measures[4054608, 4055194]['After hack , BioPlus faces class - action lawsuit , allegations into security measures', 'BioPlus Specialty Pharmacy Faces Lawsuit Over Healthcare Data Breach']1

Bulgaria UMC Europe & Central Asia2019 December 6 https://www.actualno.com/curious/obvinjaem-za-hakvaneto-na-nap-chinovnicite-tegljat-piratski-softuer-i-porno-news_1413304.html0

Russia UMC Europe & Central Asia2019 April 18 https://www.securitylab.ru/news/498843.php0

United StatesHIC North America 2019 October 25 https://kbench.com/?q=node/204063 0

Syria LIC Middle East & North Africa2021 October 12 https://elaph.com/Web/health-science/2021/10/1453930.html0

Vietnam LMC East Asia & Pacific2018 June 13 https://baomoi.com/hon-1-500-su-co-tan-cong-mang-vao-viet-nam/c/26511850.epi0

India LMC South Asia 2018 July 4 http://dainiktribuneonline.com/2018/07/%E0%A4%88-%E0%A4%B6%E0%A4%BE%E0%A5%85%E0%A4%AA%E0%A4%BF%E0%A4%82%E0%A4%97-%E0%A4%B9%E0%A5%88%E0%A4%95%E0%A4%B0%E0%A5%8D%E0%A4%B8-%E0%A4%9A%E0%A5%81%E0%A4%B0%E0%A4%BE-%E0%A4%B0%E0%A4%B9%E0%A5%87/0

Norway HIC Europe & Central Asia2018 February 19 http://itavisen.no/2018/02/19/skadevare-lurte-windows-10-med-0/0

Russia UMC Europe & Central Asia2018 September 6 https://www.securitylab.ru/news/495495.php0

Spain HIC Europe & Central Asia2018 August 17 https://hipertextual.com/2018/08/apple-datos-hackeo-adolescente0

Italy HIC Europe & Central Asia2017 February 22 http://www.lastampa.it/2017/02/22/esteri/gli-hacker-russi-avrebbero-usato-codice-italiano-per-i-loro-attacchi-FfNARcJoP292q0k0rItnCJ/pagina.html0

South KoreaHIC East Asia & Pacific2017 July 5 http://news1.kr/articles/?3040056 0

United StatesHIC North America 2017 June 29 https://japan.cnet.com/release/30197705/0

Indonesia LMC East Asia & Pacific2020 May 18 https://beritajatim.com/politik-pemerintahan/diretas-akun-twitter-humas-pemkot-surabaya-sindir-pemprov-jatim/0

Indonesia LMC East Asia & Pacific2020 July 16 https://beritajatim.com/hukum-kriminal/modus-baru-pembobolan-uang-lewat-email-phising-pelaku-raub-uang-rp-85-milyar/0

Ukraine LMC Europe & Central Asia2018 October 12 https://donpress.com/news/11-10-2018-v-sbu-zayavili-pro-hakerskie-ataki-na-obekty-gosstruktur0

Italy HIC Europe & Central Asia2018 March 19 https://www.ilgiorno.it/como/cronaca/attacco-hacker-azienda-1.37960610

Russia UMC Europe & Central Asia2017 October 16 https://actualidad.rt.com/actualidad/252923-presos-ohio-construir-computadores-ocultar-techo0

United StatesHIC North America 2021 November 18 https://www.healthcareitnews.com/news/ohio-health-system-forced-cancel-appointments-following-targeted-cyber-attack0

United StatesHIC North America 2021 December 4 https://triblive.com/local/westmoreland/hempfield-taking-aim-at-cyber-attacks/0

United StatesHIC North America 2021 April 14 https://www.msn.com/en-us/news/politics/china-s-rise-russian-hacking-cited-as-us-spy-chiefs-speak/ar-BB1fEeG30

United StatesHIC North America 2022 June 29 https://www.darkreading.com/vulnerabilities-threats/cyberattacks-bug-exploits-more-costly-incidents0

United StatesHIC North America 2022 June 24 http://www.thesmokinggun.com/documents/investigation/rnc-e-mail-was-hacked-9017630

United StatesHIC North America 2022 July 25 https://www.washingtonpost.com/politics/2022/07/25/iran-israel-cyber-war/0

United StatesHIC North America 2021 July 7 https://www.wkbw.com/news/local-news/the-medical-data-breach-letter-you-received-is-not-a-scam0

United StatesHIC North America 2022 August 10 https://www.jdsupra.com/legalnews/marymount-manhattan-college-reports-9362959/0

Russia UMC Europe & Central Asia2022 February 22 https://www.securityweek.com/cookware-distribution-giant-meyer-discloses-data-breach0

United StatesHIC North America 2022 March 1 https://www.catholicworldreport.com/2022/03/01/hackers-interrupt-catholic-charitys-online-press-conference-on-ukraine/0

Ireland HIC Europe & Central Asia2022 March 16 https://www.irishtimes.com/business/technology/rehab-group-falls-victim-to-cyber-attack-1.48288600

Canada HIC North America 2022 April 14 https://www.queensjournal.ca/story/2022-04-14/university/life-sciences-students-facing-mass-data-breach/0

United StatesHIC North America 2022 May 21 https://www.techtimes.com/articles/275695/20220520/fake-windows-11-downloads-spread-vidar-malware-heres-what-need.htm0

United StatesHIC North America 2019 April 11 https://www.businessinsider.com/uber-ipo-company-warns-cyber-attacks-could-cripple-its-business-2019-40

New ZealandHIC East Asia & Pacific2022 December 17 https://www.newstalkzb.co.nz/news/national/te-whatu-ora-hacked-files-court-issues-order-to-stop-unknown-people-viewing-data/0

United StatesHIC North America 2019 March 6 http://www.spamfighter.com/News-22070-More-than-7000-patients-got-notified-about-the-Malware-Attack-on-PCMH.htm0

United StatesHIC North America 2019 May 2 http://www.spamfighter.com/News-22171-Minnesota-DHS-reported-another-breach-of-2018-from-a-phishing-attack.htm0

South KoreaHIC East Asia & Pacific2019 April 24 http://english.chosun.com/site/data/html_dir/2019/04/24/2019042401523.html0

Sri Lanka LMC South Asia 2020 January 23 http://www.lankaweb.com/news/items/2020/01/22/an-interesting-ranjangate-scandle-from-the-uk-the-murdoch-phone-hacking-scandle-lessons-on-how-to-investigate-crimes/comment-page-1/0

United StatesHIC North America 2019 July 23 https://www.courthousenews.com/cryptocurrency-investor-gets-second-chance-to-show-att-liability-in-24m-hack/0

United StatesHIC North America 2019 August 22 https://www.forbes.com/sites/daveywinder/2019/08/22/fortnite-hack-warning-issued-for-250-million-players/0

United StatesHIC North America 2019 November 7 https://www.13wmaz.com/article/news/local/macon-water-authority-ransomware-cyber-attack-security/93-44090da3-148a-4597-b782-9b4f1d3c1f980

United StatesHIC North America 2019 December 11 https://legalnewsline.com/stories/520878876-consumers-seek-capital-one-data-from-amazon-servers-in-lawsuit-over-data-breach0

United KingdomHIC Europe & Central Asia2018 November 14 https://www.lancashiretelegraph.co.uk/news/17223238.underpass-cleaned-up-in-blackburn-after-data-breach/0

United StatesHIC North America 2017 February 3 http://www.illinoishomepage.net/news/local-news/high-school-reports-hacked-email-account/6493074690

Malaysia UMC East Asia & Pacific2017 March 22 http://www.themalaymailonline.com/malaysia/article/mcmc-says-it-has-blocked-more-than-10000-phishing-websites0

United KingdomHIC Europe & Central Asia2017 May 4 http://www.cambridge-news.co.uk/news/addenbrookes-hopsital-cambridge-cyber-attacks-129839560

United StatesHIC North America 2022 August 15 https://www.govtech.com/education/k-12/cedar-rapids-school-district-pays-ransom-for-cyber-attack0

United StatesHIC North America 2020 June 27 https://www.theadvocate.com/baton_rouge/news/article_8fbb6732-b7f4-11ea-adf8-c309d0c2ce2f.html0

Malaysia UMC East Asia & Pacific2019 October 20 https://www.malaysiakini.com/news/4966110

United StatesHIC North America 2019 November 20 https://www.dealerscope.com/article/macys-data-breach-will-have-aftershocks-as-well/0

United KingdomHIC Europe & Central Asia2019 January 8 https://www.kentonline.co.uk/thanet/news/parents-tricked-into-handing-over-cash-by-hackers-196589/0

United StatesHIC North America 2017 June 22 https://www.torquenews.com/3929/mazda-hacking-code-now-available-anyone0

United StatesHIC North America 2017 July 27 https://www.benzinga.com/news/17/07/9833712/feds-bust-reputed-bitcoin-baron-in-4-billion-scheme-to-launder-drug-money-ransomw0

United KingdomHIC Europe & Central Asia2017 November 21 http://www.ibtimes.co.uk/muddywater-hackers-target-middle-eastern-nations-using-fake-nsa-kaspersky-documents-16482280

United StatesHIC North America 2017 June 30 http://www.timesunion.com/allnews/article/Malware-affects-medical-transcription-products-11257103.php0

United StatesHIC North America 2018 March 2 https://www.coloradoan.com/story/news/2018/03/01/cdot-reports-hackers-continue-malicious-activity-computers/387858002/0



Nigeria LMC Sub-Saharan Africa2018 March 24 https://www.thecable.ng/garba-shehu-to-pdp-explain-your-role-in-cambridge-analytica-scandal0

United StatesHIC North America 2018 April 7 https://www.law360.com/articles/1030557/uber-data-breach-actions-land-in-california0

United StatesHIC North America 2018 June 28 http://www.kitv.com/story/38525873/hawaiis-government-gets-40-million-cyber-attacks-each-month0

India LMC South Asia 2018 October 6 https://www.thehindu.com/specials/the-hindu-explains-from-facebook-data-breach-to-sabarimala-verdict-implementation/article25145097.ece0

United StatesHIC North America 2018 October 23 https://healthitsecurity.com/news/mnit-commissioner-faces-legislative-scrutiny-over-phishing-attacks0

Australia HIC East Asia & Pacific2018 October 24 https://www.itwire.com/security/85045-danish-researchers-poke-fun-at-german-spyware-outfit-after-data-leak.html0

Japan HIC East Asia & Pacific2018 October 16 https://www.zdnet.com/article/hackers-tamper-with-exploit-chain-to-drop-agent-tesla-circumvent-antivirus-solutions/0

United StatesHIC North America 2018 September 20 https://www.nytimes.com/2018/09/20/world/middleeast/broidy-trump-hackers-qatar.html0

United StatesHIC North America 2018 November 13 https://www.securityinfowatch.com/article/12436516/cyber-criminals-eye-huge-windfalls-via-small-government-agency-hacks0

United StatesHIC North America 2020 January 29 https://www.9news.com/article/tech/regis-university-paid-ransom-after-cyberattack/73-c21c241e-4349-4b0f-ae88-99a61ab69e210

United StatesHIC North America 2020 February 27 https://www.geekwire.com/2020/smart-camera-startup-wyze-sued-following-data-breach-exposed-customer-information/0

United KingdomHIC Europe & Central Asia2018 April 5 https://www.scmagazineuk.com/oceanlotus-hacker-group-launches-malicious-macos-backdoor/article/756378/0

United StatesHIC North America 2018 August 31 https://healthitsecurity.com/news/phi-on-20k-children-exposed-in-wellcare-healthcare-data-breach0

United StatesHIC North America 2018 December 20 http://www.spamfighter.com/News-21936-Ransomware-Attack-on-EMR-Hosting-Vendor-Compromises-Data-of-Over-16000-Patients-of-Redwood-Eye-Care-Center.htm0

Romania UMC Europe & Central Asia2018 September 11 https://www.curierulnational.ro/grupul-luckymouse-a-revenit-si-foloseste-un-certificat-legitim-pentru-a-semna-malware-ul/[1992181, 1991865, 2001213, 1991866]['LuckyMouse uses legitimate certificate to sign malware', 'The LuckyMouse group is back and using a legitimate certificate to sign the malware', 'LuckyMouse Group is back causing more Malware problems | Tempo – The Nation Fastest Growing Newspaper', 'Kaspersky: The LuckyMouse group is back and uses a legitimate certificate to sign the malware']3

Turkey UMC Europe & Central Asia2021 December 9 https://ifex.org/sham-trials-in-egypt-water-protests-in-iran-and-pegasus-spyware-targets-palestinian-activists/0

China UMC East Asia & Pacific2020 October 5 https://cointelegraph.com/news/electrum-bitcoin-wallet-still-plagued-by-known-crypto-phishing-attack0

India LMC South Asia 2020 October 26 https://www.business-standard.com/article/current-affairs/ransomware-attack-on-restaurant-chain-mithaas-noida-police-launches-probe-120102600894_1.html0

South AfricaUMC Sub-Saharan Africa2020 December 1 https://www.itnewsafrica.com/2020/12/absa-confirms-client-data-breach/0

United StatesHIC North America 2021 January 22 https://siliconangle.com/2021/01/21/chinese-hacking-group-chimera-targets-taiwanese-semiconductor-airline-companies/0

United StatesHIC North America 2021 March 11 https://www.businessinsider.com/sepe-ryuk-hack-cyber-crime-online-threat-device-agency-code-2021-30

Nigeria LMC Sub-Saharan Africa2021 October 28 https://www.thisdaylive.com/index.php/2021/10/28/severe-cyber-attacks-on-financial-institutions-will-cause-economic-dislocation-business-disruption-cbn-warns/0

Ukraine LMC Europe & Central Asia2022 June 26 https://wz.lviv.ua/news/462514-oberezhno-khakerska-ataka-zlovmysnyky-nadsylaiut-nebezpechni-elektronni-lysty0

Japan HIC East Asia & Pacific2022 April 11 http://www3.nhk.or.jp/news/html/20220412/k10013577921000.html0

Russia UMC Europe & Central Asia2022 October 17 https://www.cnews.ru/news/line/2022-10-17_modifikatsiya_zlovredov_pod0

Russia UMC Europe & Central Asia2022 October 30 https://www.securitylab.ru/news/534576.php0

Latvia HIC Europe & Central Asia2022 May 13 https://bnn.lv/krievija-ticis-izplatits-aicinajums-veikt-kiberuzbrukumus-latvijai-3997040

Indonesia LMC East Asia & Pacific2021 January 20 https://www.pikiran-rakyat.com/nasional/pr-011301620/undip-benarkan-ada-upaya-peretasan-server-dari-sejumlah-negara-73000-data-mahasiswa-diduga-bocor0

Estonia HIC Europe & Central Asia2021 June 17 https://www.delfi.ee/artikkel/93769939/usa-s-moisteti-muu-hulgas-lunavararunnakutele-kaasaaitamise-eest-suudi-kaks-eestist-parit-meest0

Mexico UMC Latin America & Caribbean2021 May 24 https://periodicocorreo.com.mx/sapam-recupera-dinero-robado-tras-un-hackeo-en-las-cuentas-bancarias/0

United StatesHIC North America 2021 May 13 https://www.telemundohouston.com/noticias/local/hackeo-pone-en-riesgo-a-estudiantes-de-universidad-de-houston/2172829/0

Belarus UMC Europe & Central Asia2021 November 17 https://charter97.org/ru/news/2021/11/17/444471/0

Thailand UMC East Asia & Pacific2021 September 12 https://www.ryt9.com/s/iq37/3255935 0

Hungary HIC Europe & Central Asia2021 April 13 https://www.pcguru.hu/hirek/jeanue-balladaja-avagy-hogyan-tette-tonkre-egyetlen-elszant-hacker-az-elso-titanfallt/620110

Spain HIC Europe & Central Asia2020 April 7 https://www.lavanguardia.com/vida/20200407/48382375979/pishing-ciberestafa-empresas-suplantando-seguridad-social-inspeccion-trabajo.html0

Indonesia LMC East Asia & Pacific2020 April 1 https://industri.kontan.co.id/news/bukalapak-phishing-jadi-andalan-penipu-di-tengah-permintaan-tinggi-alkes-saat-ini0

United StatesHIC North America 2021 March 16 https://www.wmbfnews.com/2021/03/16/georgetown-county-ransomware-attack-impacts-license-plate-decals-residents/0

Indonesia LMC East Asia & Pacific2022 August 2 http://dnaberita.com/2021/08/08/bareskrim-polri-tangkap-zyy-ft-lutfifake-padang-blackhat-pelaku-peretas-situs-setkab/0

BangladeshLMC South Asia 2022 October 12 https://techshohor.com/192199/%E0%A6%B8%E0%A7%81%E0%A6%AA%E0%A7%8D%E0%A6%B0%E0%A6%BF%E0%A6%AE%E0%A6%95%E0%A7%8B%E0%A6%B0%E0%A7%8D%E0%A6%9F%E0%A7%87%E0%A6%B0-%E0%A6%A8%E0%A6%BE%E0%A6%AE%E0%A7%87-%E0%A6%A4%E0%A6%A5%E0%A7%8D%E0%A6%AF/0

Russia UMC Europe & Central Asia2021 December 2 https://www.securitylab.ru/news/527109.php0

Ukraine LMC Europe & Central Asia2021 August 4 http://internetua.com/haker-vyvel-iz-defi-protokola-popsicle-finance-bolee-20-mln0

Indonesia LMC East Asia & Pacific2021 December 24 https://finansial.bisnis.com/read/20211224/89/1481554/debt-collector-masih-menagih-puluhan-korban-phising-kembali-geruduk-kantor-kredivo[3050488, 3051645]["Debt Collector Still Collecting, Dozens of Phishing Victims Return to Kredivo's Office", 'Dozens of Phishing Victims Return to the Kredivo Office because they are still being billed by the Debt Collector']1

France HIC Europe & Central Asia2020 September 29 https://www.courrier-picard.fr/id129626/article/2020-09-29/la-mairie-de-montdidier-contrainte-de-changer-son-parc-informatique-apres-un0

Indonesia LMC East Asia & Pacific2020 September 3 https://www.tribunnews.com/nasional/2020/09/03/sejumlah-kepala-daerah-jadi-korban-peretasan-minta-bantuan-uang-covid-19-dan-hubungi-calon-kades0

United StatesHIC North America 2019 August 20 http://globedia.com/hombre-hizo-pequena-fortuna-hackeando-cajeros-automaticos0

Argentina UMC Latin America & Caribbean2019 October 13 https://www.analisisdigital.com.ar/judiciales/2019/10/13/la-corte-suprema-de-justicia-de-la-nacion-victima-de-espias-hackers-y-trolls0

Italy HIC Europe & Central Asia2019 May 14 https://tecnologia.tiscali.it/news/articoli/software-manomette-auto-distanza/0

France HIC Europe & Central Asia2018 July 6 https://brignoles.maville.com/actu/actudet_-allier.-un-arnaqueur-a-pirate-les-mails-d-une-association-de-malades_fil-3484562_actu.Htm0

Finland HIC Europe & Central Asia2018 January 15 https://www.mikrobitti.fi/2018/01/hakkeri-iski-sairaalaan-vaati-lunnaat-bitcoineina-kyseessa-ei-todellakaan-ollut-mikaan-aidin-kellarissa-asuva-teini/0

NetherlandsHIC Europe & Central Asia2018 December 8 https://www.rtlz.nl/tech/artikel/4509851/sim-swapping-nederland-slachtoffers-hacken0

India LMC South Asia 2018 July 21 https://www.bhaskar.com/jharkhand/ranchi/news/latest-ranchi-news-040003-2251373.html0

NetherlandsHIC Europe & Central Asia2018 August 19 https://www.nhnieuws.nl/nieuws/229897/Hackende-autodieven-slaan-opnieuw-toe-zeker-tien-auto-s-leeggehaald0

Cuba UMC Latin America & Caribbean2018 August 23 https://www.cubanet.org/noticias/sitio-web-comunista-blanco-hackers/0

United StatesHIC North America 2017 June 15 https://www.romandie.com/news/Le-PDG-de-Goldman-Sachs-dupe-par-un-hackeur-source-proche/805679.rom0

Mexico UMC Latin America & Caribbean2019 November 12 https://www.elsoldemexico.com.mx/finanzas/paran-pipas-en-refineria-de-tula-tras-hackeo-a-pemex-4441212.html0



Spain HIC Europe & Central Asia2018 February 5 http://www.lavozdigital.es/espana/abci-espana-entrega-eeuu-hacker-ruso-dueno-100000-bots-201802050856_noticia.html0

United StatesHIC North America 2022 June 15 https://www.prnewswire.com:443/news-releases/wolf-haldenstein-adler-freeman--herz-llp-albany-bank--trust-of-chicago-data-breach-alert-301568045.html0

India LMC South Asia 2017 October 17 https://divyamarathi.bhaskar.com/news/BUS-PERS-infog-mp-police-arrested-two-credit-card-hackers-in-mumbai-5723262-NOR.html[1270198, 899278]['International Credit card hackers arrested in Indore', 'MP police arrested two credit card hackers in mumbai']1

Poland HIC Europe & Central Asia2019 October 17 https://www.it-business.de/105-millionen-cyber-angriffe-im-ersten-halbjahr-2019-a-874361/[4803382, 4809640]['Hacker attacks in September 2019', '105 million cyber attacks in the first half of 2019']1

Tuvalu UMC East Asia & Pacific2017 August 17 http://espreso.tv/news/2017/08/17/khakery_zlamaly_storinky_kanalu_tvorcya_quotgry_prestolivquot_u_socmerezhakh0

Russia UMC Europe & Central Asia2017 June 15 http://tverlife.ru/short-news/khaker-iz-tveri-organizoval-bandu-dlya-vzloma-bryanskikh-bankomatov.html0

Finland HIC Europe & Central Asia2017 February 10 http://www.tivi.fi/Kaikki_uutiset/elisa-joutui-sulkemaan-satoja-liittymia-haittaohjelman-takia-66235950

United StatesHIC North America 2022 May 31 https://threatpost.com/enemybot-malware-targets-web-servers-cms-tools-and-android-os/179765/0

United StatesHIC North America 2021 June 2 https://www.kvrr.com/2021/06/02/214427/0

United StatesHIC North America 2021 June 21 https://nbc-2.com/news/national-world/2021/06/21/herff-jones-notifies-customers-of-data-breach/0

United StatesHIC North America 2022 August 19 https://www.wthr.com/article/money/business/muncie-business-facing-2-federal-class-action-lawsuits-for-a-data-breach-accutech-systems-corp/531-594f9a30-8c8f-4be5-8849-3365397c464e0

Indonesia LMC East Asia & Pacific2022 September 14 https://en.antaranews.com/news/249645/bin-police-already-identified-hacker-of-some-government-sites0

United StatesHIC North America 2022 May 16 https://www.jdsupra.com/legalnews/omnicell-inc-announces-data-breach-8949688/0

United StatesHIC North America 2022 January 4 https://www.thestreet.com/investing/russian-hacker-tied-to-2016-election-in-custody0

United StatesHIC North America 2022 October 28 https://www.jdsupra.com/legalnews/wakemed-health-hospitals-announces-data-7615058/0

United StatesHIC North America 2019 March 14 https://eprretailnews.com/tag/data-breach-target/0

Canada HIC North America 2019 March 14 https://www.mortgagebrokernews.ca/news/technology/data-breach-attempts-on-canadian-organizations-intensify-255466.aspx0

United StatesHIC North America 2022 January 13 https://www.nbcchicago.com/news/coronavirus/illinois-coronavirus-updates-record-hospitalizations-ransomware-attack-flurona/2727585/0

United StatesHIC North America 2020 November 24 https://newstalkkgvo.com/tags/data-breach-settlement/0

United StatesHIC North America 2019 July 29 https://www.dailyrepublic.com/all-dr-news/wires/local-sheriffs-office-target-of-hackers-gaston-gazette/0

United StatesHIC North America 2019 August 30 https://www.wired.com/story/ios-hack-iphone-apple-pegleg-implant/0

United StatesHIC North America 2019 October 2 https://www.technewsworld.com/story/eGobbler-Malvertising-Attack-Infects-More-Than-a-Billion-Ads-86272.html0

Germany HIC Europe & Central Asia2017 December 18 https://www.netzwelt.de/betrugswarnungen/163109-postbank-verbraucherzentrale-warnt-kunden-phishing-mails.html0

India LMC South Asia 2021 November 30 https://timesofindia.indiatimes.com/city/mysuru/hackers-steal-mysuru-hospital-data-want-ransom-in-bitcoin/articleshow/87990284.cms0

United StatesHIC North America 2022 July 31 https://www.govtech.com/blogs/lohrmann-on-cybersecurity/cyber-attacks-against-critical-infrastructure-quietly-increase0

Australia HIC East Asia & Pacific2022 September 30 https://www.afr.com/companies/telecommunications/optus-opaque-singapore-owner-faces-scrutiny-over-hacking-attack-20220930-p5bm5u0

United KingdomHIC Europe & Central Asia2022 April 1 https://www.techradar.com/news/hackers-have-found-a-clever-new-way-to-steal-your-microsoft-365-credentials0

Hong Kong 2019 April 25 http://www.thestandard.com.hk/section-news.php?id=2072040

Israel HIC Middle East & North Africa2022 December 6 https://www.jpost.com/israel-news/article-7241960

United KingdomHIC Europe & Central Asia2019 March 26 https://www.yorkshirepost.co.uk/news/lessons-learned-after-council-investigation-into-alleged-child-data-breach-1-96737310

United KingdomHIC Europe & Central Asia2017 December 11 http://www.ibtimes.co.uk/perth-airport-hack-vietnamese-hacker-steals-significant-amount-security-data-building-plans-16509330

United StatesHIC North America 2017 January 8 http://blog.timesunion.com/opinion/no-moving-on-until-election-hacking-probed/37179/0

United KingdomHIC Europe & Central Asia2019 November 15 https://www.ftadviser.com/your-industry/2019/11/15/data-breach-and-platform-problems-the-week-in-news/0

United StatesHIC North America 2019 November 26 https://www.hotelnewsresource.com/article108209.html0

Israel HIC Middle East & North Africa2019 December 11 https://www.haaretz.com/middle-east-news/white-house-veterans-helped-gulf-monarchy-build-secret-surveillance-unit-1.82543500

United StatesHIC North America 2018 May 30 https://www.jdsupra.com/legalnews/what-s-old-is-new-again-ftc-takes-rare-88324/0

United StatesHIC North America 2017 April 14 http://appleinsider.com/articles/17/04/14/apples-mac-ipad-dodge-an-ugly-new-nsa-hacker-bomb-targeting-majority-of-windows-pcs-globally0

Taiwan 2017 May 13 http://www.chinapost.com.tw/taiwan/national/national-news/2017/05/14/497343/Taiwanese-PC.htm0

United KingdomHIC Europe & Central Asia2017 May 15 http://www.channelweb.co.uk/crn-uk/news/3010142/sophos-responds-to-website-criticism-in-wake-of-ransomware-attack0

United StatesHIC North America 2017 June 23 http://www.bankinfosecurity.com/blogs/hollywood-studio-hit-by-cyber-extortion-says-dont-trust-hackers-p-25000

United StatesHIC North America 2017 October 20 https://nakedsecurity.sophos.com/2017/10/20/teen-hacker-sentenced-for-serious-disruption-of-phoenix-911-system/0

United StatesHIC North America 2017 December 20 http://www.charlotteobserver.com/news/local/article190859614.html0

United StatesHIC North America 2017 June 29 https://healthitsecurity.com/news/saint-thomas-health-data-breach-from-misplaced-documents0

India LMC South Asia 2018 January 13 http://english.manoramaonline.com/news/kerala/2018/01/13/2-coop-banks-lose-21-lakh-deposited-in-sbi-to-hackers-.html0

Canada HIC North America 2020 June 11 https://edmontonsun.com/news/local-news/albertans-not-affected-by-babylon-health-data-breach-company-says/wcm/32ec344d-1d7b-4b61-a53c-aa12a2e9e14e0

Germany HIC Europe & Central Asia2020 March 12 https://www.it-business.de/weltweiter-kampf-gegen-hacker-angriffe-a-912723/0

Australia HIC East Asia & Pacific2021 May 19 https://www.afr.com/policy/health-and-education/unisa-cyber-attack-hits-staff-email-20210519-p57td50

BangladeshLMC South Asia 2017 March 20 http://thedailynewnation.com/news/128200/hacking-in-bb-again-no-damage-done.html0

United StatesHIC North America 2017 March 24 http://www.pressherald.com/2017/03/23/antiquated-labor-department-computers-led-to-outsourcing/0

United StatesHIC North America 2020 January 11 https://avn.com/business/articles/legal/2-teens-busted-in-i-75-billboard-porn-hacking-case-last-september-861240.html0

Singapore HIC East Asia & Pacific2022 October 4 https://tnp.straitstimes.com/news/singapore/iras-warns-new-variants-phishing-scams-offering-tax-refunds-and-involving-tax-evasion[3822740, 3822444, 3811325, 3822741, 3817788]['Iras warns of new variants of phishing scams offering tax refunds and involving tax evasion', 'Singapore warns of new variants of phishing scams offering tax refunds and involving tax evasion', 'Phishing in the name of the government: The Federal Central Tax Office warns of this email', 'Iras warns of new variants of phishing scams offering tax refunds and involving  tax evasion  ', 'IRS : Text Phishing Scams Have Risen  Exponentially  ']4

United StatesHIC North America 2020 September 8 https://www.govtech.com/security/North-Carolina-Health-System-Notifies-Patients-of-Data-Breach.html0

United StatesHIC North America 2020 April 7 https://www.news-gazette.com/news/local/health-care/c-u-public-health-districts-website-held-hostage-by-ransomware-attack/article_2dadedcd-aadb-5cb1-8740-8bd9e8800e27.html0

Canada HIC North America 2020 August 29 https://www.fool.ca/2020/08/29/cra-was-hacked-are-you-1-of-5600-canadians-affected/0

India LMC South Asia 2021 September 5 https://techstory.in/whatsapp-fined-235000-by-turkey-over-alleged-data-breach/0



United KingdomHIC Europe & Central Asia2021 February 21 https://www.thecourier.co.uk/fp/news/local/angus-mearns/1993222/hackers-access-angus-council-email-system-in-bid-to-dupe-service-users/0

Russia UMC Europe & Central Asia2021 February 27 https://www.bleepingcomputer.com/news/security/t-mobile-discloses-data-breach-after-sim-swapping-attacks/0

PhilippinesLMC East Asia & Pacific2021 October 14 https://businessmirror.com.ph/2021/10/14/philippines-top-target-of-financial-system-hackers/0

South KoreaHIC East Asia & Pacific2022 August 26 https://www.voakorea.com/a/6716953.html0

Russia UMC Europe & Central Asia2022 November 22 https://deita.ru/article/527348 0

India LMC South Asia 2022 October 3 https://www.bhaskar.com/national/news/russian-citizen-in-custody-in-jee-2021-paper-leak-case-130395490.html0

Russia UMC Europe & Central Asia2022 September 7 https://www.cnews.ru/news/top/2022-09-07_interpol_razgromil_bandu0

Belgium HIC Europe & Central Asia2022 October 10 https://datanews.levif.be/ict/actualite/des-donnees-de-deputes-neerlandais-ont-elles-ete-volees-ou-non-lors-d-un-piratage/article-news-1598117.html0

Ukraine LMC Europe & Central Asia2022 January 28 http://internetua.com/novyi-bankovskii-troyan-vzlamyvaet-saity-cserez-rasshireniya-dlya-google-chrome0

Israel HIC Middle East & North Africa2022 June 9 https://www.calcalist.co.il/calcalistech/article/hkdxk9kt90

Israel HIC Middle East & North Africa2022 October 2 https://news.israelinfo.co.il/105927 0

Belarus UMC Europe & Central Asia2021 November 29 https://charter97.org/ru/news/2021/11/29/445808/0

Argentina UMC Latin America & Caribbean2021 October 6 http://www.taringa.net/+economia_negocios/hackers-atacaron-el-sistema-de-mexico-para-minar-criptos_4wnh800

Malaysia UMC East Asia & Pacific2021 April 6 https://www.sinarharian.com.my/article/132182/BERITA/Semasa/Sindiket-godam-data-Imigresen-cetak-PLKS-palsu-tumpas0

Russia UMC Europe & Central Asia2021 January 13 https://www.cnews.ru/news/line/2021-01-13_check_point_research_obnaruzhila_novyj0

Mexico UMC Latin America & Caribbean2020 July 20 https://www.elsoldemexico.com.mx/mexico/sociedad/hackers-buscan-atacar-al-ine-a-un-ano-de-las-elecciones-2021ciberataques-seguridad-tecnologia-ciberseguridad-5515569.html0

United StatesHIC North America 2020 September 26 https://www.jdsupra.com/legalnews/chinese-tax-software-contains-malware-20977/0

United StatesHIC North America 2020 October 30 https://threatpost.com/microsoft-warns-zerologon-bug/160769/0

Mexico UMC Latin America & Caribbean2022 October 18 https://www.24-horas.mx/2022/10/18/denuncian-ante-el-ine-pirateo-de-nombre-unids/0

Russia UMC Europe & Central Asia2022 June 8 https://ngs.ru/text/politics/2022/06/08/71396234/0

Russia UMC Europe & Central Asia2017 December 23 http://bankir.ru/novosti/20171223/smi-zertvoj-hakerov-cobalt-naradu-s-globeksom-stal-sevastopolskij-morskoj-bank-10133738/[1080018, 1080016]['Media : Sevastopol Maritime Bank became a victim of Cobalt hackers along with Globex', 'Media: Sevastopol Maritime Bank - Bankir became a victim of Cobalt hackers along with Globex. Ru']1

Paraguay UMC Latin America & Caribbean2020 August 24 https://www.abc.com.py/nacionales/2020/08/24/hackean-teleconferencia-del-ministro-de-hacienda/0

Mexico UMC Latin America & Caribbean2020 February 27 https://www.xataka.com.mx/seguridad/fbi-captura-al-joven-hacker-21-anos-quien-acusado-robar-secretos-a-nintendo-20160

United Arab EmiratesHIC Middle East & North Africa2020 August 27 https://www.albayan.ae/technology/smart-world/2020-08-27-1.39458710

Italy HIC Europe & Central Asia2020 February 10 https://www.repubblica.it/tecnologia/sicurezza/2020/02/10/news/hacker_brasiliani_e_portoghesi_pubblicano_indirizzi_e_nomi_di_100_siti_pedofili-248235671/0

Israel HIC Middle East & North Africa2020 February 13 http://www.newsru.co.il/mideast/13feb2020/hack_202.html0

Paraguay UMC Latin America & Caribbean2020 June 1 https://www.abc.com.py/nacionales/2020/06/01/hackearon-sistema-de-pytyvo-para-desviar-unos-g-350-millones/0

Spain HIC Europe & Central Asia2020 June 9 https://wwwhatsnew.com/2020/06/09/sobre-el-hackeo-a-la-pagina-web-del-ministerio-de-sanidad-espanol/0

Pakistan LMC South Asia 2020 September 24 https://www.express.pk/story/2084926/1/ 0

Brazil UMC Latin America & Caribbean2019 July 14 https://itforum365.com.br/mes-de-junho-teve-malwares-criptomineradores-e-ataques-ao-android/0

Israel HIC Middle East & North Africa2019 September 24 https://www.themarker.com/wallstreet/.premium-1.78956490

Brazil UMC Latin America & Caribbean2019 July 2 https://canaltech.com.br/hacker/wannahydra-avast-encontra-novo-malware-bancario-para-dispositivos-moveis-143101/0

AzerbaijanUMC Europe & Central Asia2019 March 12 https://haqqin.az/news/146517 0

Czech RepublicHIC Europe & Central Asia2019 June 13 https://eurozpravy.cz/zahranicni/asie-a-australie/260499-za-kyberneticky-utok-muze-cina-tvrdi-bbc/0

Brazil UMC Latin America & Caribbean2019 May 28 https://www.bol.uol.com.br/noticias/2019/05/26/com-malware-pouco-sofisticado-criminosos-roubam-dados-de-23-mi-de-cartoes.htm0

United Arab EmiratesHIC Middle East & North Africa2018 March 30 https://www.emaratalyoum.com/local-section/accidents/courts/2018-03-31-1.10852790

Israel HIC Middle East & North Africa2018 July 26 http://www.pc.co.il/news/271659/ 0

France HIC Europe & Central Asia2018 December 18 https://www.rtl.fr/actu/futur/piratage-du-fichier-ariane-du-quai-d-orsay-attention-aux-arnaques-par-mail-et-sms-77959681340

Spain HIC Europe & Central Asia2018 September 6 http://www.eleconomista.es/economia/noticias/9371441/09/18/La-cnmv-advierte-de-un-intento-de-phishing-a-traves-de-correo-electronico.html0

France HIC Europe & Central Asia2018 November 26 https://www.phonandroid.com/nintendo-switch-jailbreak-mise-jour-620-deja-craquee.html0

Italy HIC Europe & Central Asia2017 August 5 http://www.ilrestodelcarlino.it/reggio-emilia/cronaca/hacker-siti-scuole-1.33134760

BangladeshLMC South Asia 2019 February 20 https://www.bangla.24livenewspaper.com/bangladesh/38693-4-hackers-in-the-db-net-with-guarantee-of-change0

Denmark HIC Europe & Central Asia2019 September 18 https://www.computerworld.dk/art/248954/demant-paa-vej-med-nedjustering-efter-hackerangreb-kan-komme-til-at-koste-selskabet-en-halv-milliard-kroner0

Brazil UMC Latin America & Caribbean2017 September 12 http://boainformacao.com.br/2017/09/acoes-de-empresa-de-credito-vao-ladeira-abaixo-apos-ataque-hacker-cbsi/0

Ireland HIC Europe & Central Asia2021 January 12 https://www.independent.ie/irish-news/crime/scammers-hack-into-lawyers-email-to-rob-client-of-180000-as-she-tried-to-buy-a-house-39958911.html[3434906, 3434905, 3434907]['Scammers hack into lawyer email to rob client of €180 , 000 as she tried to buy a house', 'Scammers hack into lawyer email to rob client of €180 , 000 in  invoice redirect  con', 'Fraudsters hack into solicitor email to scam Dublin woman buying house out of €180k']2

Russia UMC Europe & Central Asia2017 August 16 https://lenta.ru/news/2017/08/16/getrichordie/0

Brazil UMC Latin America & Caribbean2017 December 13 http://gaz.com.br/conteudos/variedades/2017/12/13/109399-15_bilhao_de_senhas_de_sites_vazam_na_web_veja_se_voce_foi_hackeado.html.php0

China UMC East Asia & Pacific2017 August 8 http://blog.udn.com/aliciaxndc0o/1081882590

KazakhstanUMC Europe & Central Asia2017 January 29 http://www.kursiv.kz/news/obshestvo/carka-soobsil-o-massovom-vzlome-gossajtov/0

United StatesHIC North America 2021 April 14 https://www.mycentraljersey.com/story/news/education/2021/04/14/hillsborough-bernards-nj-school-districts-report-cyber-attacks/7204033002/0

United StatesHIC North America 2021 April 16 http://www.pauldavisoncrime.com/2021/04/my-counterterrorism-magazine-on.html0

India LMC South Asia 2022 July 10 https://timesofindia.indiatimes.com/city/chennai/beware-of-phishing-attacks-in-name-of-unpaid-eb-bills/articleshow/92775868.cms0

United StatesHIC North America 2021 July 16 https://www.djc.com/news/bu/12141781.html0

United KingdomHIC Europe & Central Asia2022 January 21 https://www.theguardian.com/world/2022/jan/21/mps-criticise-cyber-agency-for-not-aiding-china-rights-group-after-it-was-hacked0

Russia UMC Europe & Central Asia2022 October 20 https://www.securityweek.com/two-sim-swappers-sentenced-prison-hacking-accounts-stealing-cryptocurrency0



Hong Kong 2019 June 12 http://www.thestandard.com.hk/breaking-news.php?id=1295980

Iceland HIC Europe & Central Asia2019 September 19 https://www.icenews.is/2012/06/12/book-wikileaks-asked-hackers-to-spy-on-iceland-government/0

India LMC South Asia 2019 September 20 https://www.nyoooz.com/features/technology/education-sector-not-taking-costly-cyber-attacks-seriously.html/2560/0

United StatesHIC North America 2019 October 12 https://www.darkreading.com/attacks-breaches/click2mail-suffers-data-breach/d/d-id/13360720

United StatesHIC North America 2019 November 12 https://paymentweek.com/2019-11-12-new-report-reveals-paypal-is-a-top-target-for-phishing/0

United StatesHIC North America 2019 November 20 https://www.wtvy.com/content/news/Dothan-Utilities-customers-online-payment-data-hacked-565175012.html0

United StatesHIC North America 2022 July 20 https://www.jdsupra.com/legalnews/ardagh-glass-inc-confirms-ransomware-5920676/0

United StatesHIC North America 2022 March 21 https://www.autoevolution.com/news/with-gas-prices-at-an-all-time-high-hackers-find-gas-pumps-are-easy-targets-184482.html0

United StatesHIC North America 2019 February 26 https://www.scmagazine.com/home/security-news/stanislav-lisov-a-33-year-old-russian-national-who-created-the-neverquest-banking-trojan-pled-guilty-in-a-manhattan-federal-court/0

United StatesHIC North America 2019 August 5 http://www.spamfighter.com/News-22337-Los-Angeles-County-DHS-impacted-by-data-breach.htm0

Slovak RepublicHIC Europe & Central Asia2017 June 25 http://www.zive.sk/clanok/126031/cia-vytvorila-malver-pre-pocitace-odpojene-od-internetu-infekcia-prebehla-cez-usb0

United StatesHIC North America 2017 June 1 http://www.natlawreview.com/article/no-class-conflict-data-breach-settlement-involving-class-members-and-without0

United StatesHIC North America 2017 December 13 http://www.4-traders.com/FIREEYE-INC-14325709/news/FireEye-Iranian-Hacking-Group-APT34-Targeted-Middle-Eastern-Governments-25661894/0

United KingdomHIC Europe & Central Asia2017 January 17 https://www.infosecurity-magazine.com/news/dutch-cops-warn-20000-email/0

United StatesHIC North America 2017 December 27 http://www.spamfighter.com/News-21298-James-Brown-of-CBS-Talked-about-the-Porn-Tweet-Happened-on-Twitter-Hack.htm0

United StatesHIC North America 2018 February 6 https://www.reuters.com/article/cyber-business-wire/business-wire-sees-persistent-cyber-attack-on-website-idUSL4N1PW6D30

United StatesHIC North America 2018 March 11 https://www.bna.com/supervalu-data-breach-n57982089668/0

United StatesHIC North America 2018 May 10 http://www.spamfighter.com/News-21541-Phishing-Scammer-Victimizes-Just-Eat-Food-Delivery-Company-Gets-Jail.htm0

United KingdomHIC Europe & Central Asia2018 May 20 https://www.thetimes.co.uk/edition/ireland/ibrc-data-breach-case-is-third-to-involve-businessman-denis-obrien-nwxk3n8lh0

United KingdomHIC Europe & Central Asia2018 August 17 https://www.heart.co.uk/lifestyle/parenting/fornite-personal-data-hack-children-info-sold/0

United StatesHIC North America 2018 September 11 https://threatpost.com/bad-actors-sizing-up-systems-via-lightweight-recon-malware/137364/0

United StatesHIC North America 2018 December 10 http://www.darkreading.com/threat-intelligence/satan-ransomware-variant-exploits-10-server-side-flaws/d/d-id/13334480

United StatesHIC North America 2020 February 24 https://www.foxnews.com/tech/chinese-hacking-major-cases-cyber-intrusion-by-beijing0

United StatesHIC North America 2020 February 21 https://www.prdaily.com/mgm-data-breach-affects-10-6m-l-brands-chief-to-resign-with-victorias-secret-sale-and-twitter-tests-fake-news-warnings/0

United StatesHIC North America 2020 December 1 https://www.mdjonline.com/tribune/georgia/number-of-phishing-attacks-on-azerbaijani-web-sites-down/article_b312b5cd-d75f-5bc3-b2e8-e630180f1ca4.html0

Pakistan LMC South Asia 2021 September 29 https://tribune.com.pk/story/2322477/fto-summons-officials-in-cyber-attack-probe0

United StatesHIC North America 2020 August 13 https://www.govtech.com/security/Missouri-Health-Care-System-Sued-Over-Data-Breach.html0

United StatesHIC North America 2021 December 9 https://www.telegram.com/story/business/2021/12/09/cybercrime-worcester-cybersecurity-data-breach-umass-memorial-health/6409178001/0

United StatesHIC North America 2021 January 9 https://www.wvnews.com/theet/theet/opinion/fairmont-nasa-facility-enlisted-in-war-on-cyber-hacks/article_5d749d2c-651d-5d6a-921a-fc73cb0c33f6.html0

Australia HIC East Asia & Pacific2021 October 29 https://www.arnnet.com.au/article/692619/aussie-hacker-ordered-give-up-1-7m-after-international-investigation/0

United StatesHIC North America 2021 March 4 https://www.abccolumbia.com/2021/03/04/officials-sc-general-assembly-the-target-of-cyber-attacks-over-the-last-week-no-sensitive-data-compromised/0

Indonesia LMC East Asia & Pacific2022 July 2 https://ekonomi.bisnis.com/read/20220702/259/1550579/waduh-dirjen-pajak-ungkap-situs-pps-sempat-diserang-hacker0

BangladeshLMC South Asia 2022 May 31 https://www.banglanews24.com/national/news/bd/933944.details0

Serbia UMC Europe & Central Asia2022 August 2 https://www.danas.rs/vesti/drustvo/protest-nuns-a-zbog-hakerskog-napada-na-portal-kosseva-hitno-naci-napadace/0

Ukraine LMC Europe & Central Asia2022 January 25 http://internetua.com/reestry-minuasta-vo-vremya-nedavnei-hakerskoi-ataki-ne-postradali-maluaska0

SwitzerlandHIC Europe & Central Asia2021 September 10 https://www.watson.ch/digital/schweiz/475632026-neuer-cyberangriff-in-der-schweiz-hacker-erbeuten-30-000-passwoerter0

India LMC South Asia 2021 November 14 https://www.prajavani.net/karnataka-news/bitcoin-case-20-punters-chatting-worldwide-hacking-883973.html0

France HIC Europe & Central Asia2021 September 2 https://www.phonandroid.com/recapitulatif-39-millions-de-francais-pirates-date-de-sortie-pixel-6.html0

SwitzerlandHIC Europe & Central Asia2021 January 19 https://www.20min.ch/story/whatsapp-user-verlieren-nach-hack-den-zugang-zu-all-ihren-chats-9760994474630

Austria HIC Europe & Central Asia2022 October 29 https://futurezone.at/digital-life/hacker-geld-spittal-an-der-drau-erpressung-bitcoin-kaernten/4021998720

Belgium HIC Europe & Central Asia2021 October 1 https://www.nieuwsblad.be/cnt/dmf20211001_936692040

Malta HIC Middle East & North Africa2018 May 21 http://uploads.maltatoday.com.mt/news/national/87012/government_denies_involvement_in_manuel_delia_website_cyber_attack[1677233, 1677236]['Government denies involvement in Manuel Delia website cyber attack', 'Blogger Manuel Delia claims government behind cyber attack ; government denies']1

Sweden HIC Europe & Central Asia2021 April 16 https://computersweden.idg.se/2.2683/1.749568/hackare-dumpar-over-100-000-sidor-skadliga-pdfs-pa-webben0

Poland HIC Europe & Central Asia2021 July 3 https://www.wirtualnemedia.pl/artykul/hakerzy-akcja-ghostwrite-przejeli-skrzynki-mailowe-poslow0

India LMC South Asia 2021 July 14 https://www.jagran.com/uttar-pradesh/kanpur-city-unique-mobile-hacking-trick-adopted-on-usa-residents-for-fraud-by-kanpur-call-center-master-mind-jagran-special-21830099.html0

Indonesia LMC East Asia & Pacific2020 October 24 https://cerdikindonesia.pikiran-rakyat.com/news/pr-86867549/situs-pembuat-vaksin-covid-19-diretas0

Belarus UMC Europe & Central Asia2020 July 1 https://news.tut.by/press/691127.html 0

Denmark HIC Europe & Central Asia2020 June 29 https://www.version2.dk/artikel/saadan-blev-norges-stoerste-sundhedsorganisation-hacket-10908880

Germany HIC Europe & Central Asia2020 October 7 https://www.heise.de/news/Emotet-CISA-warnt-vor-Phishing-Angriffen-auf-US-Regierungseinrichtungen-4923167.html0

Russia UMC Europe & Central Asia2020 February 3 https://club.cnews.ru/blogs/entry/71_atak_shifrovalshchikov_natseleny_na_malye_i_srednie_predpriyatiya0

Germany HIC Europe & Central Asia2020 June 19 https://www.zdnet.de/88380810/modifizierte-malware-der-turla-gruppe-aufgetaucht/0

SwitzerlandHIC Europe & Central Asia2020 August 31 https://www.pctipp.ch/news/hacking/eth-zuerich-hackt-visas-kontaktlos-zahlen-funktion-2570414.html0

Bulgaria UMC Europe & Central Asia2019 August 11 https://www.monitor.bg/bg/a/view/ot-chatovete-na-todorov-i-bojkov-lysva-hakerite-probvali-njakolko-ataki-sreshtu-dyrjavni-sistemi-1727080

Brazil UMC Latin America & Caribbean2021 June 10 https://canaltech.com.br/seguranca/malware-antigo-volta-em-nova-versao-para-roubar-logins-e-senhas-186945/0

Russia UMC Europe & Central Asia2018 January 20 http://actualcomment.ru/khakery-naprokat-atakuyut-gosudarstvo-1801201301.html0



Russia UMC Europe & Central Asia2018 April 3 https://finrussia.ru/articles/hakeryi-vospolzovalis-oblakom-teslyi-dlya-mayninga/0

Ukraine LMC Europe & Central Asia2018 November 23 https://tsargrad.tv/news/finansist-brauder-spodvizhnik-navalnogo-hakery-rassekretili-teh-kogo-finansirujut-britanskij-mid-i-razvedka_1704920

Venezuela Latin America & Caribbean2018 February 23 http://informe21.com/ciencia-y-tecnologia/eset-advierte-sobre-un-nuevo-engano-de-phishing-en-los-anuncios-de-google0

Finland HIC Europe & Central Asia2017 February 21 http://www.tivi.fi/Kaikki_uutiset/palvelunestohyokkayksia-tehtailleen-suomalaishakkerin-poliisille-antama-lupaus-ei-pitanyt-is-vangittiin-jo-kolmatta-kertaa-66264650

Syria LIC Middle East & North Africa2020 November 28 http://sana.sy/?p=1266958 0

NetherlandsHIC Europe & Central Asia2020 September 22 https://tweakers.net/nieuws/172470/aivd-verzamelde-via-hacks-grote-hoeveelheden-data-onrechtmatig.html0

United StatesHIC North America 2019 March 16 https://www.noticel.com/la-calle/policiacas/sospechan-hackeo-a-cajero-de-santander-en-plaza-escorial/10600176290

Russia UMC Europe & Central Asia2018 November 11 https://ria.ru/world/20181111/1532573091.html0

Brazil UMC Latin America & Caribbean2018 March 21 https://www.tudocelular.com/curiosidade/noticias/n122086/hacker-encontra-brecha-microsoft-edge-us-70-mil.html0

Ukraine LMC Europe & Central Asia2017 September 11 http://ubr.ua/ukraine-and-world/incidents/khakery-vzlomali-hihantskuju-bazu-finansovoj-informatsii-38530070

Argentina UMC Latin America & Caribbean2017 November 21 https://www.taringa.net/posts/info/20072775/Cientificos-Hackean-Tinder-y-Otras-Apps-para-Revelar-Exploit.html0

Mexico UMC Latin America & Caribbean2017 October 16 http://www.diariodemorelos.com/noticias/hackers-logran-descifrar-llave-maestra-para-todas-las-redes-wifi-con-wpa20

United StatesHIC North America 2022 June 24 https://www.jdsupra.com/legalnews/tridentcare-confirms-data-breach-after-4556304/0

United KingdomHIC Europe & Central Asia2022 August 3 https://www.dailymail.co.uk/news/article-11076909/Rishi-Sunaks-allies-say-delay-leadership-vote-amid-ballot-hacking-fears-HELP-campaign.html0

South AfricaUMC Sub-Saharan Africa2022 January 12 https://www.iol.co.za/capeargus/news/overtime-pay-approved-to-address-backlogs-at-masters-of-the-supreme-court-office-hit-by-ransomware-attack-6d5f904d-9a30-4a37-bcfd-f98fcc71736f0

United KingdomHIC Europe & Central Asia2022 October 6 https://euobserver.com/rule-of-law/1562320

Canada HIC North America 2022 February 13 https://www.bnnbloomberg.ca/germany-s-mabanaft-says-first-test-after-hack-wasn-t-successful-1.17228160

Malaysia UMC East Asia & Pacific2022 March 25 https://technave.com/gadget/OPPO-Malaysia-s-Twitter-account-is-allegedly-hacked-and-all-its-tweeted-posts-are-unavailable-29288.html0

United StatesHIC North America 2022 January 4 https://www.darkreading.com/application-security/attackers-using-log4j-flaws-in-hands-on-keyboard-attacks-to-drop-reverse-shells0

United StatesHIC North America 2019 April 10 https://www.sandiegoreader.com/news/2019/apr/10/city-lights-happened-ransomware-port-san-diego/0

United StatesHIC North America 2022 December 5 https://www.fox4news.com/news/dallas-central-appraisal-district-hack-still-causing-issues-tax-bills-may-be-delayed-for-thousands0

Australia HIC East Asia & Pacific2022 December 19 https://ia.acs.org.au/article/2022/cyber-attack-cripples-fire-rescue-victoria-.html0

Israel HIC Middle East & North Africa2019 April 2 https://www.haaretz.com/israel-news/.premium-pro-palestinian-hackers-breach-120-israeli-websites-1.70840340

Russia UMC Europe & Central Asia2019 May 15 https://www.bleepingcomputer.com/news/security/hackers-inject-magecart-card-skimmer-in-forbes-subscription-site/0

United KingdomHIC Europe & Central Asia2021 February 5 https://www.forexcrunch.com/yearn-finance-price-at-risk-of-sell-off-after-suffering-severe-exploit/0

Kenya LMC Sub-Saharan Africa2019 June 3 https://www.standardmedia.co.ke/business/article/2001328340/alarm-as-hackers-take-down-crucial-state-websites0

United StatesHIC North America 2020 June 23 https://www.govtech.com/security/Keizer-Ore-Pays-48000-to-Hackers-After-Ransomware-Attack.html0

United StatesHIC North America 2019 July 17 https://www.mynews13.com/fl/orlando/news/2019/07/12/disney-s-government-nearly-lost--700k-in-giant-phishing-scam0

Russia UMC Europe & Central Asia2019 March 30 https://www.bleepingcomputer.com/news/security/ironically-phishing-kit-hosted-on-nigerian-government-site/0

United StatesHIC North America 2019 January 29 http://mondaq.com/unitedstates/x/775616/data+protection/Privacy+Information+Security+Law+Blog+Reported+Cyber+Attacks+On+US+Electric+Utilities+And+Government+Agencies0

China UMC East Asia & Pacific2019 February 6 https://cointelegraph.com/news/new-instance-of-monero-malware-sees-cryptojackers-target-linux-users0

Indonesia LMC East Asia & Pacific2021 May 19 https://pontianak.tribunnews.com/2021/05/19/hacker-malaysia-bobol-situs-israel-malaysia-jadi-target-israel-israel-siapkan-serangan[3289656, 3289657, 3287265, 3287263, 3294315, 3291871, 3289655]["Malaysian Hackers Crack Israeli Sites, Malaysia Becomes Israel's Target and Israel Prepares Attacks", '120 Israeli Security Sites Hacked by Malaysia, Israel Is Inflamed and Announces Malaysia as Next Target', '120 Important Sites Attacked by Malaysian Hackers, Israel Called Targeting Attacks on Neighboring Countries', "Malaysia Becomes Israel's Target, Israel's Data Base and Cybersecurity System Hacked", 'Malaysian Hacker Claims to Hack 5,000 CCTVs in Israel', 'Malaysian Hacker Group Claims Hacked 5 . 000 Israeli CCTVs', 'Malaysia Becomes Target of IDF Attacks After Hacking 120 Israeli and Supporting Palestinian Websites']6

United StatesHIC North America 2017 December 3 https://www.army-technology.com/news/us-dod-suffers-massive-data-breach/0

Russia UMC Europe & Central Asia2019 September 30 http://uawire.org/prague-russia-continues-cyber-attacks-on-czech-republic0

Nigeria LMC Sub-Saharan Africa2019 November 21 https://thenationonlineng.net/double-jeopardy-sad-tales-of-nigerians-who-lost-phones-bank-savings-to-hackers/0

United StatesHIC North America 2019 November 24 https://www.jsonline.com/story/news/local/2019/11/23/milwaukee-firm-falls-victim-hackers-100-plus-nursing-homes-affected/4285213002/0

United StatesHIC North America 2019 December 15 https://insidebitcoins.com/news/researchers-discover-malware-dropper-that-secretly-mines-crypto/2442560

Canada HIC North America 2019 December 11 https://www.vancourier.com/cyber-attacks-probing-deeper-into-computers-1.240313670

Ireland HIC Europe & Central Asia2017 January 19 http://www.businessworld.ie/technology-news/Growing-incidence-of-cyber-attacks-on-Irish-organisations-567246.html0

United StatesHIC North America 2017 March 10 http://www.marketwatch.com/story/arbys-says-customer-card-data-hacked-over-3-month-period-2017-03-100

United StatesHIC North America 2017 March 22 https://www.grahamcluley.com/victims-real-details-helping-hackers-trick-victims-installing-banking-malware/0

United StatesHIC North America 2017 April 15 https://www.nytimes.com/2017/04/15/technology/mikes-and-nicoles-week-in-tech-uniteds-troubles-and-burger-kings-hack.html0

United StatesHIC North America 2017 July 13 http://www.worldoil.com/blog/2017/07/deloitte-s-hacking-report-underscores-cybersecurity-threat-to-oil-and-gas-companies0

New ZealandHIC East Asia & Pacific2017 November 2 https://www.nbr.co.nz/subscribe/209535 0

New ZealandHIC East Asia & Pacific2017 December 8 https://www.computerworld.co.nz/article/631031/invoice-scams-rise-ransomware-down-says-cert-nz/0

United StatesHIC North America 2017 May 2 http://www.newsplex.com/content/news/Newspaper-publisher-warns-workers-of-possible-data-breach-421053514.html0

United KingdomHIC Europe & Central Asia2017 August 9 http://www.kingdomfm.co.uk/news/local-news/fife-vet-hit-by-cyber-attack/0

United StatesHIC North America 2018 May 25 https://www.statesman.com/business/personal-finance/mobile-website-data-breach-exposed-customer-addresses-pins/Ht3PZSdXMJkEKlDnggh3EL/0

United StatesHIC North America 2018 March 24 http://www.khon2.com/news/local-news/hawaii-target-of-massive-computer-hacking-campaign/10743515990

United StatesHIC North America 2018 July 25 https://www.law360.com/articles/1066253/gop-donor-wants-state-dept-input-in-qatar-hacking-case0

Bahamas HIC Latin America & Caribbean2020 May 11 https://thenassauguardian.com/2020/05/11/nib-warns-customers-about-phishing-scam/0

Bahamas HIC Latin America & Caribbean2018 January 23 http://www.tribune242.com/news/2018/jan/23/airlines-abandon-routes-to-hackers/0

United StatesHIC North America 2018 May 31 http://www.spamfighter.com/News-21575-A-Malware-Dubbed-Roaming-Mantis-Attacks-Smart-Phones-Worldwide.htm0

Japan HIC East Asia & Pacific2018 August 2 https://www.zdnet.com/article/hacking-group-combines-spear-phishing-with-mass-malware-campaign/0

India LMC South Asia 2018 August 6 https://in.newshub.org/google-removes-145-apps-hackers-may-have-used-access-bank-details-windows-users-repor-28911546.html0



United StatesHIC North America 2018 September 6 http://www.wbal.com/article/334421/131/key-details-from-hacking-complaint-against-north-korean0

United KingdomHIC Europe & Central Asia2018 October 19 https://www.theregister.co.uk/2018/10/19/leaked_nsa_malware/0

United StatesHIC North America 2018 September 24 https://newsok.com/article/5609367/cyber-attack-limits-parental-access-to-oklahoma-city-schools-site0

United StatesHIC North America 2020 April 16 https://www.coindesk.com/mystery-hacker-tries-to-steal-crypto-through-fake-google-chrome-wallet-extensions[2462565, 2455186, 2456615]['Mystery Hacker Tries to Steal Crypto Through Fake Google Chrome Wallet Extensions', 'Overlay Malware Exploits Chrome Browser , Targets Banks and Heads to Spain', 'Banking trojan uses Chrome extension in new malware campaign']2

United StatesHIC North America 2020 January 12 https://www.normantranscript.com/news/business/dave-moore-span-iran-hacks-the-usa-how-do-you/article_ee256cd6-e92e-51d4-8030-105d484ef9e4.html0

South AfricaUMC Sub-Saharan Africa2020 February 2 https://www.timeslive.co.za/news/south-africa/2020-02-02-tracker-sas-systems-hacked/0

Russia UMC Europe & Central Asia2020 February 20 https://www.cybersecurityintelligence.com/blog/charming-kittens-phishing-emails-from-iran--4805.html0

Australia HIC East Asia & Pacific2020 February 24 https://www.thechronicle.com.au/news/pharmacist-busted-for-hacking-business/3951626/0

Canada HIC North America 2020 June 30 https://globalnews.ca/news/7124198/heartland-farm-mutual-data-breach/0

United StatesHIC North America 2020 April 16 https://www.politico.com/news/2020/04/16/china-electric-panda-hackers-seek-us-targets-1912200

United KingdomHIC Europe & Central Asia2020 November 19 https://www.infosecurity-magazine.com:443/news/publicly-available-exploit-code/0

India LMC South Asia 2020 December 17 https://www.timesnownews.com/auto/features/article/high-secuity-registration-plate-bookmyhsrp-hacked-no-data-breach-reported/6958660

Spain HIC Europe & Central Asia2021 February 18 http://www.surinenglish.com/national/202102/18/spanish-police-warn-fake-20210218113753.html0

Australia HIC East Asia & Pacific2021 September 10 https://www.news.com.au/finance/money/costs/aussie-womans-warning-after-devastating-scam-message/news-story/02d74975d96f1abcd68f00194c588bd10

LuxembourgHIC Europe & Central Asia2021 September 14 https://www.luxtimes.lu/en/luxembourg/spwyare-luxembourg-linked-firm-nso-used-zero-click-hacking-study-claims-61405c20de135b9236ab44b80

Russia UMC Europe & Central Asia2022 December 9 https://tass.ru/ekonomika/16546661 0

Ukraine LMC Europe & Central Asia2022 December 15 http://rkm.kiev.ua/kalejdoskop-sobytij/221582/0

Russia UMC Europe & Central Asia2022 March 18 https://vn.sputniknews.com/20220318/my-so-1-viet-nam-top-3-hacker-muon-danh-cap-thong-tin-tinh-bao-tu-viet-nam-14290259.html0

Mexico UMC Latin America & Caribbean2022 November 16 http://tiempo.com.mx/noticia/resgistro_municipio_deportistas_juan_abdo_credencial_2022_noviembre_chihuahua/0

Bahrain HIC Middle East & North Africa2022 July 18 https://www.albiladpress.com/posts/767577.html0

Germany HIC Europe & Central Asia2022 August 8 https://www.schwaebische.de/landkreis/landkreis-sigmaringen/sigmaringen_artikel,-bizerba-werke-stehen-mindestens-zehn-tage-still-_arid,11541080.html0

South KoreaHIC East Asia & Pacific2021 January 28 https://www.news1.kr/articles/?4195861 0

Poland HIC Europe & Central Asia2021 November 5 https://conowego.pl/artykuly/stacja-paliw-w-detroit-ofiara-hakerow-skradziono-tysiace-litrow-benzyny-266780

Germany HIC Europe & Central Asia2021 November 10 https://www.ksta.de/panorama/online-konten-gehackt-23-jaehriger-verursacht-millionenschaden-391194260

France HIC Europe & Central Asia2021 December 14 https://www.phonandroid.com/attention-un-dangereux-malware-cherche-a-piller-le-compte-bancaire-des-francais.html0

Spain HIC Europe & Central Asia2022 July 11 https://www.elperiodico.com/es/sociedad/20220711/coca-cola-mensaje-whatsapp-phishing-guardia-civil-dv-140527830

Israel HIC Middle East & North Africa2020 April 1 https://www.pc.co.il/featured/313807/ 0

Argentina UMC Latin America & Caribbean2020 October 6 https://www.diarioarmenia.org.ar/denuncian-un-hackeo-a-un-seminario-sobre-el-genocidio-armenio-de-la-universidad-de-cordoba/0

Hungary HIC Europe & Central Asia2021 March 26 https://computerworld.hu/biztonsag/ujabb-reszletek-az-sms-ben-terjedo-android-kartevorol-292208.html0

Austria HIC Europe & Central Asia2021 September 2 https://kurier.at/politik/ausland/cyber-angriff-dann-ist-wien-fuer-ein-jahr-lang-tot/4014811090

NetherlandsHIC Europe & Central Asia2020 August 4 https://www.dvhn.nl/drenthe/Geheime-chatberichten-zware-criminelen-brengen-politie-op-spoor-van-groot-drugslab-in-Eext-hack-cryptofoonaanbieder-EncroChat-25903620.html0

France HIC Europe & Central Asia2020 November 26 https://cyberguerre.numerama.com/9112-phishing-des-etudiants-francais-ont-ete-cibles-par-une-fausse-bourse-detudes.html0

Italy HIC Europe & Central Asia2020 June 15 https://www.ilroma.net/news/cronaca/attacco-hacker-al-sito-del-comune-di-napoli-violati-i-dati-degli-utenti0

Bosnia and HerzegovinaUMC Europe & Central Asia2020 April 17 http://www.federalna.ba/bhs/vijest/314694/pandemija-kibernetickog-kriminala0

South KoreaHIC East Asia & Pacific2020 July 16 https://www.ytn.co.kr/_ln/0104_2020071618273600770

India LMC South Asia 2020 July 6 https://navbharattimes.indiatimes.com/metro/mumbai/other-news/cyber-attack-increase-200-pmo-officials-says-no-evidence-to-blame-china/articleshow/76821716.cms0

Indonesia LMC East Asia & Pacific2019 March 4 https://daerah.sindonews.com/read/1383879/174/kecewa-gaji-rendah-dosen-uin-smh-banten-retas-server-kampus-15516951250

Thailand UMC East Asia & Pacific2019 July 1 https://www.thairath.co.th/lifestyle/tech/16043510

Turkey UMC Europe & Central Asia2019 April 29 http://www.bursadabugun.com/haber/turkiye-siber-saldirilarin-hedefinde-1117871.html0

Israel HIC Middle East & North Africa2019 September 12 https://www.calcalist.co.il/internet/articles/0,7340,L-3770253,00.html0

Russia UMC Europe & Central Asia2019 August 5 https://tass.ru/proisshestviya/6733815 0

South KoreaHIC East Asia & Pacific2018 November 10 https://news.joins.com/article/23112867 0

BangladeshLMC South Asia 2021 December 1 https://www.ekushey-tv.com/international/113050

Vietnam LMC East Asia & Pacific2018 October 13 https://ictnews.vn/cntt/bao-mat/cyradar-canh-bao-ma-doc-gian-diep-cu-trong-vo-boc-chien-dich-tan-cong-moi-173705.ict0

Austria HIC Europe & Central Asia2019 April 30 https://www.pressetext.com/news/verbrauchsspitzen-verraten-embedded-malware.html0

SwitzerlandHIC Europe & Central Asia2018 October 4 https://www.nzz.ch/briefing/untersuchung-gegen-kavanaugh-abgeschlossen-niederlande-vereiteln-russischen-hacker-angriff-usa-kuendigen-freundschaftsvertrag-mit-iran-auf-der-donnerstag-kompakt-ld.1425532[2066482, 2061194, 2067707]["Trump's judge - candidate Kavanaugh defends his outburst / Netherlands thwart Russian hacker attack / coach burns out in the tunnel in the Jura - the Friday compact", 'Investigation into Kavanaugh closed / Netherlands thwart Russian hacker attack / united states terminate treaty of friendship with Iran – Thursday compact', 'Upcoming Kavanaugh vote , # MeToo anniversary , Russian hacking : The Short List']2

Turkey UMC Europe & Central Asia2018 February 21 https://www.sondakika.com/haber/haber-avrupa-ya-e-ihracat-yapanlar-firmalara-onemli-10587335/0

Italy HIC Europe & Central Asia2018 September 4 https://www.ttgitalia.com/stories/agenzie_viaggi/145598_cwt_e_la_violazione_dei_dati_in_trasferta_i_viaggiatori_devono_essere_informati/0

South KoreaHIC East Asia & Pacific2017 March 12 http://www.etoday.co.kr/news/section/newsview.php?idxno=14665400

Spain HIC Europe & Central Asia2017 May 22 http://www.elconfidencialdigital.com/seguridad/Televisores-neveras-calefacciones-infectadas-informatico_0_2933706630.html0

United StatesHIC North America 2022 May 31 https://www.jdsupra.com/legalnews/kanza-cooperative-association-files-5958365/0

United StatesHIC North America 2022 June 23 https://www.kulr8.com/news/national/tong-announces-settlement-with-cruise-line-over-data-breach/article_8e79a2c8-0153-5668-83db-6d7eb9557291.html0

Canada HIC North America 2021 May 3 https://www.itworldcanada.com/article/hashtag-trending-may-3-2021-big-techs-bonkers-dominance-another-amazon-fulfillment-centre-in-peel-region-closes-ransomware-cases-spike/4468670

United StatesHIC North America 2022 July 26 https://www.accountingtoday.com/news/irs-warns-tax-pros-of-identity-theft-phishing-scams0

United StatesHIC North America 2021 July 19 https://spendmatters.com/2021/07/19/afternoon-coffee-us-blames-china-for-hacking-uk-may-alter-brexit-terms-with-eu-more-covid-vaccines-going-to-asia/0



United StatesHIC North America 2022 January 18 https://www.politico.eu/article/polish-leader-jaroslaw-kaczynski-under-fire-over-pegasus-hack-scandal/0

United StatesHIC North America 2022 October 16 https://www.miragenews.com/oaic-statement-on-mydeal-data-breach-875544/0

United StatesHIC North America 2022 May 4 https://healthitsecurity.com/news/salusive-health-shuts-doors-provides-data-breach-notification0

United StatesHIC North America 2020 June 4 https://www.ibtimes.com/coinsquare-hackers-admit-theyll-use-5000-stolen-user-data-sim-swapping-29877630

United StatesHIC North America 2019 January 31 https://www.courthousenews.com/panels-hears-fight-against-georgia-voting-machines/0

Russia UMC Europe & Central Asia2019 February 10 http://www.ehackingnews.com/2019/02/android-spyware-triout-back-with-spying.html0

United StatesHIC North America 2019 August 28 https://www.standard.net/news/government/who-s-funding-lawsuit-over-hacked-utah-republican-leadership-meeting/article_737d6db3-6508-5a55-b835-7c853bf95681.html0

United KingdomHIC Europe & Central Asia2021 December 3 https://www.theguardian.com/world/2021/dec/03/rnli-takes-down-its-website-after-suspected-hacking-attempt0

United StatesHIC North America 2019 May 6 https://healthitsecurity.com/news/ocr-settles-with-touchstone-medical-for-3m-after-health-data-breach0

United KingdomHIC Europe & Central Asia2019 May 24 https://www.gizmodo.co.uk/2019/05/equifax-is-finally-getting-kicked-in-the-money-bags-due-to-its-disastrous-2017-hack/0

United StatesHIC North America 2019 August 14 https://www.spamfighter.com/News-22356-Spear-phishing-assaults-infect-United-States-utility-sector-with-RAT.htm0

United StatesHIC North America 2019 August 16 https://www.lexology.com/library/detail.aspx?g=bc593a0f-0be4-4d71-a8e9-8ed7065df31b[4672739, 4667270]['Trade Secret Claims Related to Hacking of DNC Computers Dismissed With Prejudice', 'Trade Secret Claims Related To Hacking Of DNC Computers Dismissed With Prejudice - Intellectual Property']1

United StatesHIC North America 2019 January 4 http://www.darkreading.com/attacks-breaches/emotet-malware-gets-more-aggressive-/d/d-id/13335840

United StatesHIC North America 2019 September 11 https://www.phillyvoice.com/entercom-ransomware-attack-bala-cynwyd-radio-hack/0

United StatesHIC North America 2019 September 13 https://www.nj.com/news/2019/09/nj-counties-prepping-to-combat-tampering-hacks-on-election-day.html0

United StatesHIC North America 2019 September 26 http://www.startribune.com/hackers-target-minneapolis-mayor-jacob-frey/561468822/0

United StatesHIC North America 2019 September 27 https://www.forbes.com/sites/ewanspence/2019/09/27/android-google-news-headlines-samsung-galaxy-s11-huawei-mate30-pixel-4-oneplus-7t-review-malware-attack/0

India LMC South Asia 2019 October 30 https://www.thehindu.com/business/october-has-seen-most-ghoulish-cyber-attacks-ever-says-mcafee/article29834604.ece0

United KingdomHIC Europe & Central Asia2019 October 2 https://www.mirror.co.uk/news/uk-news/parents-teen-instagram-hacker-spared-203856930

United StatesHIC North America 2018 December 4 https://www.news5cleveland.com/news/local-news/northeast-ohio-checking-account-fraud-ramped-up-due-to-phishing-scams0

United StatesHIC North America 2017 January 18 https://www.scmagazine.com/ghostadmin-botnet-malware-discovered/article/632219/0

United StatesHIC North America 2017 January 26 http://www.marketwatch.com/story/anomali-publishes-comprehensive-analysis-of-evidence-in-2016-election-hacks-2017-01-260

United StatesHIC North America 2017 March 17 https://www.scmagazine.com/fin7-spotted-using-fileless-malware-phishing-attacks/article/645022/0

United StatesHIC North America 2017 April 5 http://www.cnbc.com/2017/04/05/congress-addresses-cyberwar-on-small-business-14-million-hacked.html0

Australia HIC East Asia & Pacific2017 May 19 http://www.smartcompany.com.au/business-advice/breaking-accc-takes-ultra-tune-to-court-craft-brewers-association-ditches-big-players-17-million-users-affected-by-zomato-data-breach/0

Ukraine LMC Europe & Central Asia2017 July 5 https://www.kyivpost.com/ukraine-politics/ukrposhta-officially-announces-force-majeure-cyber-attack.html0

United StatesHIC North America 2017 July 1 http://www.floppingaces.net/most-wanted/cybersecurity-firm-finds-russian-hacking-targets-during-2016-campaign-also-targeted-in-2008/0

PhilippinesLMC East Asia & Pacific2017 September 11 http://news.mb.com.ph/2017/09/11/nbi-probing-cyber-attack-on-pna-website-andanar/0

United KingdomHIC Europe & Central Asia2017 June 25 http://www.ibtimes.co.uk/what-blacktech-hacker-group-using-leaked-hacking-team-tools-steal-asian-targets-tech-16277190

Malaysia UMC East Asia & Pacific2018 January 24 https://www.thestar.com.my/news/nation/2018/01/24/igp-police-suspicious-about-latest-data-breach/0

United StatesHIC North America 2018 February 1 http://www.spamfighter.com/News-21364-For-the-purpose-of-Downloading-Ransomware-Criminals-Created-SpriteCoin-Cryptocurrency.htm0

Uganda LIC Sub-Saharan Africa2018 March 26 http://chimpreports.com/mp-sues-mtn-over-phone-hack/0

South AfricaUMC Sub-Saharan Africa2018 July 20 https://www.all4women.co.za/1544728/news/south-african-news/lion-bone-trade-presidency-website-hacked-in-alleged-protest0

United StatesHIC North America 2018 August 1 https://www.necn.com/news/new-england/Boston-Man-Joel-Ortiz-Bitcoin-Cryptocurrency-Theft-Charges-California-489775191.html0

United StatesHIC North America 2018 August 20 https://www.scmagazine.com/phishing-scam-claims-recall-on-exploding-barclays-credit-cards/article/789620/0

United KingdomHIC Europe & Central Asia2018 September 11 https://www.infosecurity-magazine.com:443/news/hackers-increase-attacks-using/0

United KingdomHIC Europe & Central Asia2018 March 15 https://www.ftadviser.com/regulation/2018/03/15/action-fraud-sees-1-700-hmrc-phishing-reports-in-two-weeks/0

United StatesHIC North America 2020 May 15 https://953thebear.com/pickens-county-school-board-zoom-meeting-hacked/0

United KingdomHIC Europe & Central Asia2018 December 20 https://www.scmagazineuk.com/phishing-campaign-targets-finance-employees-rats-downloaded-google-cloud-storage/article/15216530

United StatesHIC North America 2020 June 14 https://krebsonsecurity.com/2020/06/privnotes-com-is-phishing-bitcoin-from-users-of-private-messaging-service-privnote-com/0

Cyprus HIC Europe & Central Asia2020 January 27 https://cyprus-mail.com/2020/01/27/supreme-court-rules-young-hacker-should-be-extradited-to-us/0

United KingdomHIC Europe & Central Asia2020 June 19 https://www.shropshirestar.com/news/politics/2020/06/19/councillors-targeted-in-phishing-scam/0

United KingdomHIC Europe & Central Asia2020 February 29 https://www.techradar.com/news/norton-lifelock-phishing-scam-infects-victims-with-remote-access-trojan0

Ireland HIC Europe & Central Asia2020 March 3 https://www.breakingnews.ie/business/security-consultant-and-others-to-get-court-documents-concerning-probe-into-alleged-inm-data-breach-985542.html0

Georgia UMC Europe & Central Asia2020 March 30 http://georgiatoday.ge/news/20302/Hackers-Publish-Voter-Records-for-Georgia0

India LMC South Asia 2020 July 16 https://www.timesnownews.com/business-economy/world-news/article/us-stocks-open-lower-twitter-falls-after-hacking-episode/6226610

United StatesHIC North America 2020 April 11 https://threatpost.com/woocommerce-card-skimmer-malware/154699/0

United StatesHIC North America 2020 August 7 https://www.leadertelegram.com/news/front-page/uw-ec-foundation-reports-data-breach/article_efbf655d-07b0-522b-b4fb-9fa8b3f8749c.html0

United StatesHIC North America 2020 September 2 https://www.tnonline.com/20200902/palmerton-reacts-to-zoom-hack/0

United StatesHIC North America 2020 September 15 https://abc13.com/technology/texas-childrens-says-donor-info-involved-in-ransomware-attack/6423783/0

United KingdomHIC Europe & Central Asia2020 October 9 https://www.computerweekly.com/news/252490359/Facebook-critics-webpage-removed-over-false-phishing-allegations0

United StatesHIC North America 2020 October 28 https://www.wltx.com/article/news/politics/elections/microsoft-trickbot-ransomware-targeted-virginia-computers-state-says-its-ready-to-confront-russian-cyber-threat/65-36c52025-c61a-44d2-b08d-47f00a3464e00

United StatesHIC North America 2021 February 18 https://healthitsecurity.com/news/sutter-buttes-imaging-vulnerability-hack-causes-18-month-data-breach0

United StatesHIC North America 2022 August 24 https://noticiassin.com/pais/instituto-agrario-dominicano-advirte-no-pagara-los-us-600-mil-que-piden-hackers-para-devolver-documentos-tras-ciberataque-13197780

Austria HIC Europe & Central Asia2022 August 3 https://kaernten.orf.at/stories/3167578/ 0



India LMC South Asia 2022 March 16 https://www.lokmat.com:443/kalyan-dombivli/shocking-15-crore-missing-after-hacking-of-dombivali-bank-server-cyber-police-investigation-underway-a601/0

Indonesia LMC East Asia & Pacific2022 January 3 https://nasional.kompas.com/read/2022/01/03/22202771/situs-resmi-diretas-ditjen-imigrasi-pastikan-data-tetap-aman0

Paraguay UMC Latin America & Caribbean2022 January 20 https://www.5dias.com.py/internacionales/ceo-de-crypto.com-dice-que-los-reguladores-no-se-comunicaron-despues-del-hackeo0

Portugal HIC Europe & Central Asia2022 February 11 https://expresso.pt/sociedade/vodafone-pj-segue-pista-de-hacker-russo-no-caso-do-ciberataque-a-vodafone-e-tem-um-codigo-na-mao-citrix-local-admin/0

Indonesia LMC East Asia & Pacific2022 September 27 https://www.liputan6.com/tekno/read/5081361/pimred-cnbc-indonesia-tepis-situs-beritanya-diretas-hacker0

Indonesia LMC East Asia & Pacific2021 January 28 https://lampung.tribunnews.com/2021/01/28/website-resmi-dprd-lampung-diretas-hacker-minta-sejumlah-uang0

Israel HIC Middle East & North Africa2021 October 30 https://www.ynet.co.il/news/article/bjejfyquk0

Germany HIC Europe & Central Asia2021 June 4 https://www.badische-zeitung.de/hacker-angriff-auf-volksbanken-trifft-auch-kunden-in-suedbaden-keine-schaeden-bekannt0

SwitzerlandHIC Europe & Central Asia2021 May 28 https://www.fuw.ch/newsticker/202105271328/fuw-siegfried-halbjahresergebnis-wird-spuren-von-hackerangriff-zeigen/0

Bulgaria UMC Europe & Central Asia2021 September 21 https://bnr.bg/post/101530096/sasht-obvinavat-kriptoborsa-za-hakerski-vrazki0

Israel HIC Middle East & North Africa2021 September 22 https://www.maariv.co.il/business/tech/Article-8661260

Israel HIC Middle East & North Africa2021 February 3 https://www.pc.co.il/featured/331439/ 0

South KoreaHIC East Asia & Pacific2021 January 11 http://www.busan.com/view/busan/view.php?code=20210111112223465680

France HIC Europe & Central Asia2020 April 23 https://paris.maville.com/actu/actudet_-val-de-marne.-un-hacker-pirate-une-cagnotte-destinee-a-des-soignants-et-tente-de-detourner-plus-de-20-000-e_fil-4080040_actu.Htm0

France HIC Europe & Central Asia2020 September 26 https://www.capital.fr/votre-argent/une-des-principales-plateformes-crypto-piratees-13815460

Russia UMC Europe & Central Asia2020 July 30 https://iz.ru/1042124/2020-07-30/spetcialisty-nashli-okolo-30-fishingovykh-saitov-po-prodazhe-feikovykh-aviabiletov0

Suriname UMC Latin America & Caribbean2020 September 21 http://www.dwtonline.com/laatste-nieuws/2020/09/21/psa-website-was-gehackt/0

South KoreaHIC East Asia & Pacific2020 December 3 https://news.joins.com/article/23937088 0

Russia UMC Europe & Central Asia2020 September 21 https://club.cnews.ru/blogs/entry/vzlom_profilej_na_gosuslugah__skoro_golosovanie_po_popravkam_v_konstitutsiyu_0

South KoreaHIC East Asia & Pacific2020 February 11 http://news.jtbc.joins.com/html/054/NB11934054.html0

Indonesia LMC East Asia & Pacific2019 July 23 https://internasional.republika.co.id/berita/pv299h383/retas-sistem-keamanan-pemerintah-pemuda-ini-malah-dipuji0

Germany HIC Europe & Central Asia2018 August 22 http://www.spiegel.de/netzwelt/netzpolitik/turla-hacker-griffen-neben-bundesnetz-zwei-weitere-eu-staaten-an-a-1224447.html0

Japan HIC East Asia & Pacific2018 September 20 https://www.excite.co.jp/News/smadan/E1537429116734/0

Norway HIC Europe & Central Asia2018 August 16 https://www.digi.no/artikler/datainnbrudd-hos-kommune-frykter-at-personinfo-om-35-000-er-spredt-for-alle-vinder/4438190

Russia UMC Europe & Central Asia2018 February 16 https://www.pravda.ru/news/economics/crypto/16-02-2018/1371007-crypto-0/0

Czech RepublicHIC Europe & Central Asia2018 July 24 https://www.novinky.cz/internet-a-pc/bezpecnost/478597-stamilionove-skody-a-nenavratne-ztracena-data-jak-probihal-kyberneticky-utok-na-atlantu.html0

South KoreaHIC East Asia & Pacific2018 March 13 http://www.diodeo.com/news/view/27334240

Sweden HIC Europe & Central Asia2018 September 6 https://www.svt.se/nyheter/lokalt/jonkoping/kommunanstalld-domd-for-dataintrang0

Russia UMC Europe & Central Asia2018 July 4 https://fr.sputniknews.com/sci_tech/201807041037065637-download-bomb-google-hackers/0

United StatesHIC North America 2022 September 23 https://www.dslreports.com/forum/r33502900-General-SMS-Phishing-Scam-using-Class-0-Message0

Morocco LMC Middle East & North Africa2018 March 11 http://www.menara.ma/fr/actualit%C3%A9s/faits-divers/2018/03/11/2400001-piratage-du-site-dune-radio-deux-arrestations-%C3%A0-ait-melloul.html0

Ecuador UMC Latin America & Caribbean2018 April 23 http://www.ecuadorenvivo.com/sociedad/190-sociedad/75782-hackers-emitieron-15-970-licencias-fraudulentas.html0

Vietnam LMC East Asia & Pacific2017 July 12 http://dantri.com.vn/suc-manh-so/hacker-khai-thac-lo-hong-zing-mp3-bien-tai-khoan-thuong-thanh-vip-20170712122129586.htm0

Venezuela Latin America & Caribbean2017 September 17 http://www.el-nacional.com/noticias/sociedad/fuera-linea-pagina-web-del-diario-tal-cual-por-intento-hackeo_2040340

Ukraine LMC Europe & Central Asia2017 June 7 http://rian.com.ua/politics/20170607/1024767460.html0

Thailand UMC East Asia & Pacific2017 May 15 http://www.thairath.co.th/content/942180 0

Mexico UMC Latin America & Caribbean2017 June 2 http://www.zocalo.com.mx/seccion/articulo/filtra-gobierno-audio-de-guadiana-argumentan-hackeo0

United StatesHIC North America 2017 September 16 http://www.elfinancierocr.com/tecnologia/Wannacry-Kaspersky-Unitrends-Akamai-Micitt-El_Orbe-hacker-seguridad_0_1248475152.html0

Italy HIC Europe & Central Asia2017 June 26 https://www.key4biz.it/salvataggio-delle-banche-venete-hackeraggio-elettorale-russo-la-brexit-morbida-cristina-kirchner-candidata-argentina-schulz-vs-merkel/194076/0

KazakhstanUMC Europe & Central Asia2017 May 16 https://forbes.kz/news/2017/05/16/newsid_1442550

Sweden HIC Europe & Central Asia2017 June 29 http://www.dagensmedicin.se/artiklar/2017/06/29/lakare-misstankt-for-dataintrang-i-ilizarov-fallet/0

United KingdomHIC Europe & Central Asia2021 April 7 https://www.dailymail.co.uk/news/article-9447351/Biden-team-completes-intel-review-Russia-wake-hacking-election-interference.html0

United StatesHIC North America 2021 May 10 https://wpdh.com/thieves-hacked-into-patient-info-at-hudson-valley-medical-offices/0

Germany HIC Europe & Central Asia2021 June 24 https://www.finanznachrichten.de/nachrichten-2021-06/53240185-new-outseer-fraud-payments-report-confirms-massive-increase-in-brand-abuse-cyber-attacks-jumping-158-from-q1-2020-004.htm0

United StatesHIC North America 2022 August 26 https://www.databreaches.net/major-indonesia-tollroad-operator-hacked-by-desorden/0

United StatesHIC North America 2021 July 13 https://www.govinfosecurity.com/espionage-campaign-using-updated-variant-bandook-spyware-a-170600

United StatesHIC North America 2022 February 15 https://www.wcvb.com/article/fake-invoice-phishing-scam/390878750

Australia HIC East Asia & Pacific2022 March 25 https://www.smh.com.au/world/north-america/13m-bounty-on-russian-officials-over-power-hacks-in-135-countries-20220325-p5a7z6.html0

United StatesHIC North America 2019 March 1 https://www.rutlandherald.com/news/local/rutland-regional-data-breach-affected-more-than/article_b9e828f8-c209-5dbe-ba2c-aedc348d3576.html0

United StatesHIC North America 2019 April 1 https://finance.yahoo.com/news/lazarus-hacker-group-continues-target-185426186.html0

United Arab EmiratesHIC Middle East & North Africa2019 May 15 http://www.khaleejtimes.com/nation/dubai/dubai-police-get-9000-cybercrime-hacking-reports-via-website0

United StatesHIC North America 2019 May 21 https://www.scmagazine.com/home/security-news/cybercrime/attempted-cyberattacks-using-eternalblue-exploit-soar-in-recent-months/0

United StatesHIC North America 2019 May 31 https://www.tmcnet.com/usubmit/2019/05/31/8965970.htm0

United StatesHIC North America 2020 May 12 https://threatpost.com/anubis-malware-upgrade-victims-screens/155644/0

Ukraine LMC Europe & Central Asia2019 September 21 https://hronika.info/tehnologii/612974-hakery-ukrali-dannye-polzovatelej-microsoft/0



United StatesHIC North America 2022 February 25 http://www.capitalgazette.com/maryland/bs-md-ci-states-attorneys-office-twitter-hack-20220225-akqogieatrccrpkprkpympe5r4-story.html0

Kuwait HIC Middle East & North Africa2019 October 5 http://www.arabtimesonline.com/news/hackers-target-paci-moi-pam-systems/0

United StatesHIC North America 2019 December 21 https://www.cdapress.com/terri_dickerson/20191221/hackers_accessing_security_systems0

United KingdomHIC Europe & Central Asia2020 November 6 https://www.bbc.co.uk/news/uk-england-norfolk-548247400

Canada HIC North America 2019 July 10 https://bc.ctvnews.ca/gift-card-scammer-hacked-into-elderly-richmond-couple-s-computer-bbb-warns-1.45023000

Canada HIC North America 2019 March 29 https://www.newswire.ca/news-releases/data-breach-sparks-action-against-natural-health-services-802228061.html0

United StatesHIC North America 2019 December 20 http://kscj.com/2019/12/20/some-sioux-city-utility-customers-may-have-had-data-hacked/0

United StatesHIC North America 2017 January 16 http://www.fark.com/comments/9442104/Those-responsible-for-hacking-hackers-have-been-hacked0

United KingdomHIC Europe & Central Asia2017 February 9 http://www.ibtimes.co.uk/hackers-launch-invisible-memory-based-malware-attacks-140-organisations-across-40-countries-16056170

United StatesHIC North America 2017 March 6 http://www.seattlepi.com/local/crime/article/Feds-abandon-claims-against-teacher-FBI-child-10980705.php0

United StatesHIC North America 2017 August 17 http://ftnews.firetrench.com/2017/08/accounts-locked-in-delhi-ransomware-attack/0

United KingdomHIC Europe & Central Asia2017 September 26 http://www.cbronline.com/news/cybersecurity/malware-strikes-back-hitting-healthcare-education-hard/0

United KingdomHIC Europe & Central Asia2018 June 19 https://www.macworld.co.uk/feature/security/mac-os-x-users-increasingly-targeted-by-crypto-mining-malware-3679086/0

United KingdomHIC Europe & Central Asia2018 January 26 http://www.ibtimes.co.uk/hackers-hit-over-15-million-users-new-xmrig-monero-cryptocurrency-mining-campaign-16567530

United StatesHIC North America 2018 April 17 https://cointelegraph.com/news/crypto-investor-reportedly-hacked-for-2-mln-on-live-stream-internet-calls-foul0

Australia HIC East Asia & Pacific2018 May 2 https://www.maitlandmercury.com.au/story/5378102/commbank-admits-data-breach-15-years-of-statements-missing/0

United StatesHIC North America 2018 August 8 https://www.csoonline.com/article/3290374/security/salted-hash-sc-03-dropbox-and-microsoft-office-phishing-attacks.html0

Canada HIC North America 2018 October 2 https://www.hamiltonnews.com/news-story/8937215-hamilton-police-investigating-alleged-data-breach-from-coun-terry-whitehead-s-office/0

United StatesHIC North America 2020 June 24 https://insidebitcoins.com/news/hacker-publishes-millions-of-telegram-users-data-on-the-dark-web0

United StatesHIC North America 2020 February 20 https://www.wmcactionnews5.com/2020/02/20/investigators-collierville-ransomware-attack-cost-over-town-now-considering-legal-action/0

United StatesHIC North America 2020 July 10 https://pasoroblesdailynews.com/scammers-exploit-californias-covid-19-contact-tracing-program/111690/0

United StatesHIC North America 2017 May 1 http://www.lansingstatejournal.com/story/news/local/2017/05/01/network-ingham-county/101159874/0

United StatesHIC North America 2018 January 8 https://www.politico.com/newsletters/florida-playbook/2018/01/08/a-quick-and-dirty-guide-to-the-2018-session-palm-beach-v-potus-sonic-boom-rubio-flake-and-cuba-data-breach-could-affect-30k-medicaid-recipients-how-many-puerto-ricans-have-come-to-fl-2353820

United StatesHIC North America 2020 February 6 http://www.globenewswire.com/news-release/2020/02/06/1980889/0/en/Facebook-is-Most-Imitated-Brand-for-Phishing-Attempts-Check-Point-Research-s-Q4-2019-Brand-Phishing-report.html[2337985, 2330119, 2330734, 2331519, 2334155, 2331520, 2330120, 2339120, 2331121]['DIGITAL PLATFORMS - Facebook, Yahoo and Netflix are the most imitated brands in phishing attacks', 'Facebook is Most Imitated Brand for Phishing Attempts : Check Point Research Q4 2019 Brand Phishing report', 'Facebook , Yahoo most imitated by phishing scammers in fake emails', 'Facebook most affected brand for phishing attempts : Report', 'Facebook users targeted by phishing scams - dont fall for it', 'Cybercriminals imitated Facebook the most for phishing attempts : Report', 'Facebook is Most Imitated Brand for Phishing Attempts : \xa0Check Point Research Q4 2019 Brand Phishing report Nasdaq : CHKP', 'Facebook was the most imitated brand for phishing attempts : CheckPoint | Technology News , The Indian Express', 'Facebook brand tops phishing top ten - ICT news']8

Finland HIC Europe & Central Asia2020 October 25 https://yle.fi/uutiset/osasto/news/president_niinisto_condemns_data_breach_thousands_of_victims_file_criminal_complaints/116126220

United StatesHIC North America 2020 November 20 https://www.wired.com/story/russia-sanctions-triton-malware/0

Italy HIC Europe & Central Asia2022 April 11 https://milano.corriere.it/notizie/cronaca/22_aprile_11/hacker-dirottano-bonifico-una-mail-trappola-l-azienda-beffata-due-volte-deve-pagare-nuovo-de737c14-b8f3-11ec-90ff-73ad5f64beff.shtml0

United StatesHIC North America 2020 August 19 https://www.whec.com/news/pizza-hut-closing-stores-carnival-cruise-line-hacked-electric-bills-surging/5831874/0

Australia HIC East Asia & Pacific2021 January 7 https://www.itnews.com.au/news/adha-sees-inconsequential-my-health-record-data-breach-notices-eroding-trust-5595400

Australia HIC East Asia & Pacific2020 September 15 https://www.itnews.com.au/news/telstra-to-block-services-australia-sms-phishing-scams-5533390

United StatesHIC North America 2021 December 16 https://www.bozemandailychronicle.com/news/crime/sheriffs-office-warns-of-uptick-in-targeted-phishing-attacks-in-gallatin-county/article_d95054ed-3a76-572c-be2c-6a97b56a4149.html0

United KingdomHIC Europe & Central Asia2020 October 22 https://www.dailymail.co.uk/news/article-8867097/The-JobKeeper-scam-Australians-need-aware-young-risk-phishing-scams.html0

United StatesHIC North America 2021 January 8 https://www.reuters.com/article/italy-leonardo-cyber-prosecutor/leonardo-hack-targeted-commercial-military-component-unit-police-officer-idUSL8N2IR4BU0

PhilippinesLMC East Asia & Pacific2020 November 11 https://mb.com.ph/2020/11/11/website-in-lto-data-breach-report-still-accessible/0

United StatesHIC North America 2021 August 9 https://apnews.com/article/technology-middle-east-mexico-spyware-ee103912620f5d7267f3369a95e5fe2d0

PhilippinesLMC East Asia & Pacific2021 August 27 https://newsinfo.inquirer.net/1479908/jailing-truth-cyber-attacks-target-dissent-anti-duterte-reports0

United StatesHIC North America 2021 September 27 https://www.washingtonpost.com/business/2021/09/09/united-nations-hackers/0

Ireland HIC Europe & Central Asia2021 October 8 https://www.irishmirror.ie/news/irish-news/crime/garda-probe-launched-hse-contractor-251713940

Germany HIC Europe & Central Asia2022 July 21 https://www.netzwelt.de/news/206127-volksbank-postbank-phishing-datenklau-fake-sicherheitschecks.html0

Russia UMC Europe & Central Asia2022 July 3 https://3dnews.ru/1069354/publikatsiya-10693540

Italy HIC Europe & Central Asia2022 July 25 https://www.zazoom.it/2022-07-25/attacco-hacker-allagenzia-delle-entrate-sui-social-le-foto-del-presunto-pirataggio/11304077/0

Germany HIC Europe & Central Asia2022 March 15 https://www.netzwelt.de/news/200936-schliessung-ihres-kontos-phishing-mail-sparkassen-kunden-visier.html0

Mexico UMC Latin America & Caribbean2022 August 14 https://diariodelistmo.com/nacional/a-2-anos-del-hackeo-de-datos-de-un-millon-de-empleados-federales-no-hay-sanciones/502208130

Germany HIC Europe & Central Asia2022 January 25 https://www.zdnet.de/88398999/covid-hacker-attackieren-e-mail-konten/0

Germany HIC Europe & Central Asia2022 March 16 https://www.nordkurier.de/mecklenburg-vorpommern/deutliche-zunahme-von-hacker-aktivitaeten-in-mv-1647499103.html0

France HIC Europe & Central Asia2022 April 17 https://www.phonandroid.com/hydra-market-contraint-de-fermer-ses-portes-attention-au-malware-octo-sur-android-cest-le-recap-de-la-semaine.html0

South KoreaHIC East Asia & Pacific2022 August 9 https://www.fnnews.com/news/2022080919004175510

Mexico UMC Latin America & Caribbean2022 October 6 https://www.yucatan.com.mx/mexico/2022/10/5/hackeo-sedena-lentes-corbatas-de-lujo-caros-regalos-de-luis-cresencio-sandoval-352113.html0

Hungary HIC Europe & Central Asia2022 November 23 https://www.origo.hu/gazdasag/20221123-takarekbank-adathalaszat-riasztas.html0

Ukraine LMC Europe & Central Asia2022 January 26 https://sud.ua/ru/news/abroad/227386-ceverokoreyskie-khakery-ukrali-pochti-400-millionov-dollarov-v-kriptovalyute0

Finland HIC Europe & Central Asia2021 December 13 https://www.hbl.fi/artikel/fardtjansten-utsatt-for-dataintrang-i-esbo/0

Czech RepublicHIC Europe & Central Asia2021 November 26 https://channelworld.cz/analyzy/check-point-hackeri-v-rijnu-utocili-nejcasteji-na-vzdelavaci-a-vyzkumne-organizace-272690

Brazil UMC Latin America & Caribbean2021 December 18 https://canaltech.com.br/seguranca/retorno-do-emotet-acende-alerta-para-novos-ataques-de-ransomware-204835/0

Ukraine LMC Europe & Central Asia2018 July 10 https://tech.co/hola-vpn-hack-myetherwallet-crypto-2018-07[1809892, 1810117, 1809605, 1812524, 1815382, 1826661, 1811394]['Hola VPN Hacked in MyEtherWallet Cryptocurrency Heist', 'Hola VPN hack endangers MyEtherWallet users', 'They steal cryptocurrencies from MyEtherWallet after a hack to Hola VPN', 'Chrome extension Hola VPN developer account hacked, used as springboard for attack on cryptocurrency wallet MyEtherWallet', 'Hola VPN Hack Targets MyEtherWallet Users', 'Hackers attacked the MyEtherWallet crypto wallet due to a vulnerability in Hola VPN Ministry of Finance', 'MyEtherWallet is again subject to hacking attack']6

India LMC South Asia 2021 November 8 https://www.businesstoday.in/markets/market-commentary/story/cdsl-data-breach-indian-depositories-and-the-data-mine-they-sit-on-311619-2021-11-08[2965775, 2965807, 2965809, 2959859]['CDSL Data Breach : 44 million investor personal data like PAN , Demat details leaked', 'CDSL data breach : Indian depositories and the data mine they sit on', 'CDSL data breach : Sensitive investor information exposed in attack', 'Human error caused weekend CDSBEO data breach']3



Russia UMC Europe & Central Asia2021 June 7 https://www.securitylab.ru/news/520945.php0

France HIC Europe & Central Asia2021 March 29 https://www.lemondeinformatique.fr/actualites/lire-telex-100-mdeteuro-pour-les-start-ups-tech-en-europe-le-hack-solarwinds-impacte-le-dhs-certification-quantique-chez-ibm-82435.html0

South KoreaHIC East Asia & Pacific2021 July 5 https://ilyo.co.kr/?ac=article_view&entry_id=4061370

Israel HIC Middle East & North Africa2021 December 22 https://www.bizportal.co.il/capitalmarket/news/article/7991260

Argentina UMC Latin America & Caribbean2020 February 21 http://www.redusers.com/noticias/confirman-hackeo-sistemas-defensa-estados-unidos/0

India LMC South Asia 2020 December 28 https://zeenews.india.com/marathi/maharashtra/after-facebook-and-twitter-whats-app-is-now-being-hacked-a-big-scam-for-many/5462210

France HIC Europe & Central Asia2020 September 3 https://www.lemondeinformatique.fr/actualites/lire-leon-grosse-victime-du-ransomware-maze-80254.html0

Russia UMC Europe & Central Asia2020 December 12 https://rusplt.ru/society/epidemiya-vzlomov-akkaunti-rossiyan-5fd4a.html0

Mexico UMC Latin America & Caribbean2020 August 10 https://lasillarota.com/nacion/sectur-presenta-denuncia-ante-fgr-por-hackeo-a-visit-mexico-visit-mexico-sectur-turismo-miguel-torruco/4221680

Hungary HIC Europe & Central Asia2019 December 14 https://www.napi.hu/tech/eszrevetlenul_lopjak_el_az_android-felhasznalok_penzet_hackerek.696858.html0

Malaysia UMC East Asia & Pacific2019 April 28 https://amanz.my/2019203122/ 0

Poland HIC Europe & Central Asia2019 October 17 https://tech.wp.pl/phishing-oszusci-podszywaja-sie-pod-otomoto-nigdy-nie-klikaj-w-ten-link-6436095913539713a0

Germany HIC Europe & Central Asia2019 January 7 https://www.finanznachrichten.de/nachrichten-2019-01/45658365-hackerangriff-netzpolitische-sprecherin-der-linken-fraktion-fordert-it-produkthaftung-fuer-unternehmen-007.htm0

United StatesHIC North America 2019 June 17 http://globedia.com/filadelfia-sufre-hackeo-masivo0

Brazil UMC Latin America & Caribbean2019 December 20 https://jornaldebrasilia.com.br/politica-e-poder/casal-de-hackers-movimentou-r-2-milhoes-em-1-ano/0

Belgium HIC Europe & Central Asia2019 October 23 https://www.sudinfo.be/id148121/article/2019-10-23/une-hackeuse-attaque-une-societe-du-zoning-dorcq0

France HIC Europe & Central Asia2019 October 19 https://www.lemondeinformatique.fr/actualites/lire-piratage-de-marriott-les-tenants-et-les-aboutissants-76665.html0

Russia UMC Europe & Central Asia2019 November 12 https://tass.ru/mezhdunarodnaya-panorama/71071870

Russia UMC Europe & Central Asia2019 July 2 http://www.cnews.ru/news/top/2019-07-02_sotni_millionov_pk_pod_udarom_ih_mozhno_vzlomat0

France HIC Europe & Central Asia2019 January 11 https://www.francetvinfo.fr/sciences/high-tech/franche-comte-un-organisme-public-paralyse-par-un-piratage-informatique_3140591.html0

Ukraine LMC Europe & Central Asia2019 December 13 https://glavpost.com/tekhnologii/2019/12/13/rojdestvo-na-slyjbe-hakerov-smartfony-android-pod-ygrozoi/0

Japan HIC East Asia & Pacific2019 December 24 https://japan.zdnet.com/article/35147328/0

India LMC South Asia 2021 November 12 https://www.indiatoday.in/india/story/karnataka-bitcoin-scam-accused-hacked-jan-dhan-accounts-kumaraswamy-1875877-2021-11-12[2974985, 2974989]['Bitcoin scam accused hacked Jan Dhan accounts , transferred Rs 6 , 000 crore : Kumaraswamy', "HD Kumaraswamy said accused of bitcoin scam hacked Jan Dhan accounts and transferred 6 thousand crores mhyd | HD Kumaraswamy's allegation, said - Bitcoin scam accused hacked Jan Dhan accounts and transferred 6 thousand crores"]1

Russia UMC Europe & Central Asia2018 January 23 http://www.cnews.ru/news/top/2018-01-23_hakery_nauchilis_podmenyat_adresa_bitcoinkoshelkov0

Indonesia LMC East Asia & Pacific2018 March 15 http://medan.tribunnews.com/2018/03/15/jenius-kelompok-hacker-surabaya-kian-disegani-mampu-bobol-sistem-keamanan-as0

Spain HIC Europe & Central Asia2018 November 2 https://www.elconfidencial.com/espana/2018-11-02/vox-hackers-independentistas-web_1639836/0

Ukraine LMC Europe & Central Asia2017 July 14 https://www.5.ua/polityka/u-vr-vnesla-zminy-do-podatkovoho-kodeksu-v-zviazku-z-kiberatakoiu-150207.html0

Venezuela Latin America & Caribbean2017 March 10 http://elaragueno.com.ve/sucesos/hackeo-millonario-en-la-camara-municipal-de-marino/0

Lithuania HIC Europe & Central Asia2017 April 20 http://klaipeda.diena.lt/naujienos/kriminalai/nusikaltimai/del-isilauzimo-i-bns-sistema-ikiteisminis-tyrimas-8080670

China UMC East Asia & Pacific2017 September 20 http://news.cnyes.com/news/id/3919817 0

Romania UMC Europe & Central Asia2017 May 22 https://www.europafm.ro/atacul-cibernetic-nu-se-opreste-la-computer-numarul-telefoanelor-mobile-afectate-s-a-triplat/0

Poland HIC Europe & Central Asia2017 January 16 http://wiadomosci.wp.pl/kat,1329,title,Zhakowano-oficjalna-strone-miasta-Zagania,wid,18676549,wiadomosc.html0

South KoreaHIC East Asia & Pacific2017 September 20 http://ytn.co.kr/_ln/0103_2017092009315218230

France HIC Europe & Central Asia2017 March 9 http://www.gazettevaldoise.fr/2017/03/09/cible95-cible-par-un-piratage-informatique/0

United StatesHIC North America 2021 April 15 https://threatpost.com/attackers-target-proxylogon-cryptojacker/165418/0

New ZealandHIC East Asia & Pacific2022 June 29 https://www.stuff.co.nz/business/129112947/facebook-users-left-in-the-dark-by-meta-after-accounts-hacked0

India LMC South Asia 2021 May 11 https://gadgets.ndtv.com/internet/news/babychakra-data-leak-expose-users-indian-parents-children-platform-hacking-vpnmentor-24396040

United StatesHIC North America 2022 July 19 https://www.wtol.com/article/news/health/over-1100-promedica-patients-data-breach/512-471966c3-f26e-46e8-8159-c495dee149fd0

Brazil UMC Latin America & Caribbean2022 January 20 https://www.exchangewire.com/blog/2022/01/20/crypto-com-data-breach-confirmed-marfeel-violate-privacy-policies/0

United KingdomHIC Europe & Central Asia2022 January 31 https://www.thirdsector.co.uk/two-five-charities-hit-cyber-attacks-last-year-research-finds/digital/article/17387780

United StatesHIC North America 2022 February 16 https://www.breitbart.com/politics/2022/02/15/exclusive-cbc-harassing-canadians-doxed-givesendgo-hack/0

Ukraine LMC Europe & Central Asia2020 July 29 https://lb.ua/news/2020/07/29/462865_derzhspetszvyazku_pochala.html[2631024, 2631023]['The State Intelligence Service began investigating hacker attacks on the website of the Office of the President', "The State Intelligence Service began investigating hacker attacks on the president's website - Espresso TV news"]1

Zimbabwe LMC Sub-Saharan Africa2022 November 16 https://www.thezimbabwemail.com/law-crime/zec-reports-us-based-hackers-to-police/0

India LMC South Asia 2019 April 10 https://www.timesnownews.com/technology-science/article/cryptominers-still-most-prevalent-malware-aimed-at-organisations-especially-on-cloud-environments/3978760

India LMC South Asia 2019 March 5 https://english.sakshi.com/andhrapradesh-politics/2019/03/05/data-breach-case-who-is-ap-police-trying-to-protect0

Canada HIC North America 2022 April 23 https://www.stthomastoday.ca/2022/04/23/phishing/0

United StatesHIC North America 2019 April 29 https://92moose.fm/augusta-arbys-suffers-data-breach/0

Japan HIC East Asia & Pacific2019 January 30 https://www.zdnet.com/article/australian-web-hosts-hit-with-a-manic-menagerie-of-malware/0

United StatesHIC North America 2019 March 15 https://www.bankinfosecurity.com/cover-your-nas-against-nasty-cr1ptt0r-ransomware-a-121840

United StatesHIC North America 2020 April 6 https://www.theepochtimes.com/us-hardens-gps-satellites-after-string-of-hacking-attacks_3300092.html0

Ghana LMC Sub-Saharan Africa2020 May 25 https://www.modernghana.com/news/1004490/data-breach-subscribers-of-vodafone-airteltigo.html0

Canada HIC North America 2019 January 17 https://www.vancourier.com/north-van-teen-s-savings-lost-in-cyber-attack-1.236019240

Bermuda HIC North America 2019 February 6 http://www.royalgazette.com/crime/article/20190206/bookstore-owners-hacked-off-after-cyberattack0

United StatesHIC North America 2019 April 2 https://www.wesh.com/article/data-breach-what-to-do-if-you-think-you-ve-been-affected/270120790

United StatesHIC North America 2019 September 17 https://www.kiiitv.com/article/news/local/city-of-robstown-still-working-to-recover-evidence-lost-in-ransomware-attack/503-ecfc58e4-28dd-48c3-b508-d764199775040



United StatesHIC North America 2019 October 11 https://www.forbes.com/sites/leemathews/2019/10/11/over-18000-websites-infested-with-magecart-card-skimming-malware/0

United StatesHIC North America 2017 January 11 http://www.pcgamesn.com/russian-hacking-pc-games-donald-trump-buzzfeed-piss0

United StatesHIC North America 2017 March 1 http://www.thesmokinggun.com/documents/Microsoft-Xbox-hackers-5763210

United StatesHIC North America 2017 May 4 http://www.prnewswire.com/news-releases/one-in-two-organizations-have-had-a-sharepoint-data-breach-according-to-new-study-300451690.html0

Canada HIC North America 2017 July 4 http://www.castanet.net/edition/news-story-200925-6-.htm0

United StatesHIC North America 2017 June 26 http://www.newsday.com/long-island/suffolk/brookhaven-website-remains-disabled-after-isis-group-hack-1.137641900

United StatesHIC North America 2017 July 14 https://www.law360.com/articles/944078 0

China UMC East Asia & Pacific2017 December 11 http://www.hellenicshippingnews.com/not-just-somali-pirates-cyber-attacks-too-hit-ships/0

United StatesHIC North America 2017 June 29 http://www.coindesk.com/bitcoin-phishing-scheme-perpetrator-pleads-guilty-in-connecticut-court/0

United StatesHIC North America 2018 February 22 http://www.defenseone.com/news/2018/02/the-d-brief-february-22-2018/146158/0

United StatesHIC North America 2018 February 16 https://www.huffingtonpost.com/entry/bots-exploit-parkland-tragedy_us_5a860acce4b05c2bcac91af00

India LMC South Asia 2019 December 11 https://www.timesnownews.com/india/article/jaipur-metro-alerted-of-a-possible-cyberattack-by-pakistani-hackers/5260120

Tuvalu UMC East Asia & Pacific2017 March 4 http://www.cbs19.tv/news/local/tyler-isd-leaks-employee-data-after-phishing-attack/4197438270

United StatesHIC North America 2017 November 30 https://www.healthcare-informatics.com/news-item/cybersecurity/california-health-system-pays-2m-settle-states-data-breach-lawsuit0

India LMC South Asia 2021 November 15 https://mybigplunge.com/business/personal-info-of-nearly-5-9-mn-customers-of-hotel-booking-site-reddoorz-leaked-in-singapores-largest-data-breach/[2979317, 2979773]['Personal info of nearly 5 . 9 mn customers of hotel booking site RedDoorz leaked in Singapore largest data breach', '5 . 9m customers of RedDoorz hotel booking site leaked in Spore largest data breach']1

United StatesHIC North America 2018 January 25 https://www.natlawreview.com/article/hhs-ocr-closes-2017-six-figure-settlement-phi-data-breach-impacting-over-2-million0

United StatesHIC North America 2018 October 15 http://www.jdnews.com/news/20181015/onwasa-hackers-targeted-water-utility0

United StatesHIC North America 2018 January 21 https://www.networksasia.net/article/hkpc-warns-more-financially-motivated-cyber-attacks-2018.15165309240

United KingdomHIC Europe & Central Asia2018 May 25 http://www.bbc.co.uk/news/uk-england-sussex-442414940

United StatesHIC North America 2018 April 26 https://news.softpedia.com/news/company-pays-hackers-3-million-for-windows-iphone-zero-day-exploits-520867.shtml0

United KingdomHIC Europe & Central Asia2018 June 29 http://www.pressgazette.co.uk/reach-increases-phone-hacking-money-pot-by-further-7-5m-bringing-total-provisions-to-70-5m/0

United StatesHIC North America 2018 October 30 https://www.isssource.com/mac-malware-affects-encrypted-traffic/0

United KingdomHIC Europe & Central Asia2020 June 1 https://www.crowdfundinsider.com/2020/06/162171-report-claims-misconfigured-aws-s3-bucket-leads-to-payment-app-bhim-data-leak-company-denies-any-data-breach/0

Canada HIC North America 2020 June 13 https://www.ckom.com/2020/06/12/sask-privacy-commissioner-critical-of-lifelabs-sha-over-ransomware-attack/0

United StatesHIC North America 2020 June 3 https://gazettereview.com/2020/06/sony-fixes-ps-store-back-door-exploit-in-china/0

United StatesHIC North America 2020 January 17 https://threatpost.com/new-jhonerat-malware-targets-middle-east/152002/0

United KingdomHIC Europe & Central Asia2020 February 14 https://www.portsmouth.co.uk/news/crime/police-urge-hampshire-businesses-beef-cyber-security-hackers-target-region-16317820

United StatesHIC North America 2020 February 16 http://delrionewsherald.com/news/article_a0c412a4-4f8f-11ea-83fa-1faa4d540bc4.html0

United StatesHIC North America 2020 February 26 https://www.staradvertiser.com/2020/02/26/hawaii-news/data-breach-hits-hawaii-insurance-company/0

United StatesHIC North America 2020 April 1 https://www.businessreport.com/business/roundup-flood-control-blues-foundation-marriott-data-breach0

United StatesHIC North America 2020 April 16 https://www.natlawreview.com/article/sodinokibi-hackers-switch-payment-mechanism-to-monero0

United StatesHIC North America 2020 September 16 https://www.wusa9.com/article/news/local/dc/smithsonian-ransomware-attack-reveals-information-museum-donors/65-92494d9d-8cf5-473e-a49e-8428889ca0660

United StatesHIC North America 2021 January 5 https://threatpost.com/ransomware-major-gaming-companies-apt27/162735/0

NetherlandsHIC Europe & Central Asia2021 January 12 https://www.telecompaper.com/news/sangoma-says-ransomware-attack-did-not-cause-service-interruptions-outages--13683510

Australia HIC East Asia & Pacific2021 March 29 https://www.itnews.com.au/news/nine-entertainment-warns-ransomware-recovery-will-take-time-5627550

United StatesHIC North America 2021 October 22 https://www.wired.com/story/apt35-iran-hackers-phishing-telegram-bot/0

South KoreaHIC East Asia & Pacific2022 August 8 https://www.viva100.com/main/view.php?key=202208080100019460

Mexico UMC Latin America & Caribbean2022 September 30 https://www.omnia.com.mx/noticia/238597/menos-mal-es-fan-de-julian-assange-asi-reacciono-oposicion-al-hackeo-que-sufrio-0

Russia UMC Europe & Central Asia2022 September 4 https://misanec.ru/2022/09/04/%D1%83%D0%BB%D1%8C%D1%8F%D0%BD%D0%BE%D0%B2%D1%86%D1%8B-%D1%83%D0%BA%D0%B0%D0%B7%D0%B0%D0%BB%D0%B8-%D0%B4%D0%B0%D0%BD%D0%BD%D1%8B%D0%B5-%D1%81%D0%B2%D0%BE%D0%B8%D1%85-%D0%B1%D0%B0%D0%BD%D0%BA%D0%BE/0

Vietnam LMC East Asia & Pacific2022 November 24 https://vtv.vn/cong-nghe/so-cuoc-tan-cong-mang-huong-vao-viet-nam-tang-hon-44-20221124150606854.htm0

Russia UMC Europe & Central Asia2022 January 12 https://fr.sputniknews.com/20220112/une-infirmiere-de-dordogne-piratee-des-dizaines-de-faux-pass-edites-1054386752.html0

India LMC South Asia 2020 June 24 https://tech.hindustantimes.com/tech/news/tech-wrap-twitter-data-breach-new-acer-laptops-and-more-71593014857797.html0

Israel HIC Middle East & North Africa2020 February 25 https://www.richardsilverstein.com/2020/02/25/former-gop-bundler-eliot-broidy-and-convicted-mexican-billionaire-brokered-first-foreign-sale-of-nso-group-malware-to-mexico/0

United StatesHIC North America 2020 March 1 http://www.daily-tribune.com/stories/records-reveal-city-of-cartersville-paid-ransomware-attackers-380k,244250

United StatesHIC North America 2021 January 28 https://www.bankinfosecurity.com/dead-system-admins-credentials-used-for-ransomware-attack-a-158730

Argentina UMC Latin America & Caribbean2022 February 10 https://www.diariopanorama.com/noticia/405748/preocupacion-chaco-hackeo-al-sistema-judicial-provincia0

United StatesHIC North America 2021 October 27 https://www.law360.com/articles/1434589/ex-worker-slams-airport-shops-bid-to-toss-data-breach-row0

Japan HIC East Asia & Pacific2020 January 9 https://www.zdnet.com/article/this-cryptocurrency-stealing-malware-just-got-a-significant-upgrade-and-new-tactics/0

Belgium HIC Europe & Central Asia2022 July 6 https://datanews.levif.be/ict/actualite/plus-de-100-000-utilisateurs-d-android-victimes-d-un-nouveau-malware/article-news-1573627.html0

Poland HIC Europe & Central Asia2022 March 17 https://www.newsweek.pl/biznes/awaria-pkp-atak-hakerski-na-pkp/5qcz4eg0

Russia UMC Europe & Central Asia2022 March 10 https://ura.news/news/1052537700 0

Ukraine LMC Europe & Central Asia2022 April 22 https://glavnoe.ua/news/n357084825-onlajn-magazin-ukrposhty-podvergsja-hakerskoj-atake0

Argentina UMC Latin America & Caribbean2021 December 28 https://inversorlatam.com/argentina-registra-diez-veces-mas-ataques-ciberneticos-que-ips-asignadas/0

Mexico UMC Latin America & Caribbean2021 May 12 https://www.milenio.com/negocios/doopla-hackeada-acceden-datos-usuarios-fintech0

Brazil UMC Latin America & Caribbean2021 March 5 https://canaltech.com.br/seguranca/criminosos-exploram-urgencia-da-adequacao-a-lgpd-para-extorquir-empresas-179951/0



France HIC Europe & Central Asia2021 July 15 https://france3-regions.francetvinfo.fr/auvergne-rhone-alpes/puy-de-dome/clermont-ferrand/puy-de-dome-royatonic-victime-d-une-cyberattaque-d-un-hackeur-russe-2180740.html0

Spain HIC Europe & Central Asia2020 July 16 https://cadenaser.com/ser/2020/07/16/sociedad/1594885736_150955.html0

United StatesHIC North America 2020 December 21 https://www.radioseoul1650.com/multi/%EC%9D%B8%ED%85%94%C2%B7%EC%8B%9C%EC%8A%A4%EC%BD%94%EB%8F%84-%EB%9A%AB%EB%A0%B8%EB%8B%A4%EB%9F%AC%EC%8B%9C%EC%95%84-%EB%B0%B0%ED%9B%84-%EC%A7%80%EB%AA%A9-%ED%95%B4%ED%82%B9/0

India LMC South Asia 2020 February 17 https://eisamay.indiatimes.com/nation/without-otp-malware-suspected-to-be-secret-experts/articleshow/74178771.cms0

Germany HIC Europe & Central Asia2020 February 6 https://www.netzwelt.de/news/175906-gefaelschte-banking-app-volksbank-warnt-vronline-phishing-gefahr.html0

Portugal HIC Europe & Central Asia2020 October 8 https://www.leak.pt/hackers-criaram-um-malware-capaz-de-sobreviver-a-formatacoes/0

India LMC South Asia 2020 November 26 https://www.sanjevani.com/%E0%B2%B5%E0%B3%86%E0%B2%AC%E0%B3%8D-%E0%B2%A4%E0%B2%BE%E0%B2%A3%E0%B2%97%E0%B2%B3%E0%B2%A8%E0%B3%8D%E0%B2%A8%E0%B3%81%E2%80%8C-%E0%B2%B9%E0%B3%8D%E0%B2%AF%E0%B2%BE%E0%B2%95%E0%B3%8D-%E0%B2%AE/0

Italy HIC Europe & Central Asia2019 August 14 https://www.bitcity.it/news/36577/bitdefender-hacker-possono-sottrarre-dati-dai-computer-con-processori-intel-.html0

Chile HIC Latin America & Caribbean2019 October 9 http://lanacion.cl/2019/10/09/sernac-presenta-demanda-colectiva-contra-correos-de-chile-por-el-hackeo-de-datos/0

Ukraine LMC Europe & Central Asia2019 August 12 http://pressorg24.com/news?id=475103 0

South KoreaHIC East Asia & Pacific2020 May 27 http://newspim.com/news/view/202005270011220

Russia UMC Europe & Central Asia2018 January 3 https://ria.ru/economy/20180103/1512106838.html0

India LMC South Asia 2018 October 18 http://www.lokmat.com/maharashtra/hussain-dalwais-e-mail-hack/0

Ukraine LMC Europe & Central Asia2019 October 10 https://www.pcweek.ua/themes/detail.php?ID=1596240

India LMC South Asia 2019 November 15 https://www.livehindustan.com/ncr/story-new-trend-employees-being-cheated-by-hacking-boss-email-id-2850357.html0

Colombia UMC Latin America & Caribbean2019 June 18 http://blogs.eltiempo.com/podcast-elsiglo21eshoy/2019/06/18/robo-identidad-facebook-spare-phishing/0

United StatesHIC North America 2019 October 15 https://listindiario.com/tecnologia/2019/10/15/586943/republica-dominicana-entre-paises-mas-vulnerables-a-los-ataques-de-secuestro-de-tarjeta-sim0

Spain HIC Europe & Central Asia2019 February 23 https://elpais.com/tecnologia/2019/02/22/actualidad/1550854543_572483.html0

Chile HIC Latin America & Caribbean2019 January 9 https://www.emol.com/noticias/Economia/2019/01/09/933711/Redbanc-admite-que-registro-una-amenaza-de-hackeo-en-diciembre-pasado.html0

Hungary HIC Europe & Central Asia2019 December 6 https://24.hu/fn/gazdasag/2019/12/06/elfogyott-a-mobilnete-ezert-feltorte-a-telekom-rendszeret/0

Germany HIC Europe & Central Asia2018 February 13 http://www.t-online.de/digital/sicherheit/id_83223294/malware-zwang-pcs-laut-kaspersky-zum-kryptomining.html0

Italy HIC Europe & Central Asia2018 June 11 http://www.wallstreetitalia.com/bitcoin-nel-mirino-dei-ribassisti-sotto-7-mila-dopo-attacco-hacker/0

Venezuela Latin America & Caribbean2018 July 16 http://www.el-nacional.com/noticias/sociedad/portal-web-verdad-vargas-fue-hackeado_2441640

South KoreaHIC East Asia & Pacific2018 June 17 http://www.zdnet.co.kr/news/news_view.asp?artice_id=201806151828200

BangladeshLMC South Asia 2018 July 9 http://www.bdmorning.com/desh/401391/ 0

Japan HIC East Asia & Pacific2018 August 13 https://japan.zdnet.com/article/35123972/0

Japan HIC East Asia & Pacific2018 July 20 https://cloud.watch.impress.co.jp/docs/news/1133893.html0

Denmark HIC Europe & Central Asia2017 October 11 https://www.business.dk/digital/maersk-maerker-stadig-eftervirkninger-fra-hackerangreb0

Sweden HIC Europe & Central Asia2017 October 31 http://www.na.se/orebro-lan/orebro/lakare-polisanmals-for-forfalskning-och-dataintrang0

Ukraine LMC Europe & Central Asia2017 November 29 https://24tv.ua/hakeri_rozrobili_bankivskiy_troyan_yakiy_pratsyuye_cherez_google_play_n8957650

United KingdomHIC Europe & Central Asia2021 November 22 https://www.telegraph.co.uk/news/2021/11/22/small-businesses-told-tighten-online-payment-security-ahead/0

United StatesHIC North America 2021 April 21 https://techxplore.com/news/2021-04-tiktok-uk-lawsuit-alleged-kids.html0

United StatesHIC North America 2022 July 5 https://www.govtech.com/education/higher-ed/napa-valley-college-recovering-after-june-ransomware-attack0

United StatesHIC North America 2021 May 20 https://www.ketchikandailynews.com/news/alaska/dhss-website-targeted-in-malware-attack/article_c45e9222-b98b-11eb-80e2-73c7fd2a3f8f.html0

South KoreaHIC East Asia & Pacific2017 April 19 HTTP://www.yonhapnews.co.kr/society/2017/04/19/0701000000AKR20170419184400004.HTML?template=55660

Czech RepublicHIC Europe & Central Asia2017 May 13 http://www.parlamentnilisty.cz/arena/monitor/Velky-kyberneticky-utok-na-cely-svet-V-Britanii-kvuli-nemu-dokonce-prestaly-nemocnice-prijimat-pacienty-4875880

Italy HIC Europe & Central Asia2017 October 22 https://www.corriereadriatico.it/pesaro/hacker_attacco_area_vasta_carta_servizi_fano-3316788.html0

United StatesHIC North America 2021 June 2 https://www.radioiowa.com/2021/06/02/iowa-ag-secretary-concerned-about-hacking-impact-on-livestock-industry/0

United StatesHIC North America 2021 June 29 https://www.themountaineer.com/news/state/north-carolina-gas-prices-still-high-after-colonial-pipeline-hack/article_080ab95f-d751-54e7-b37e-d049a9f4c39a.html0

United StatesHIC North America 2022 August 26 https://www.jdsupra.com/legalnews/parkmobile-can-t-escape-data-breach-7400265/0

Canada HIC North America 2022 February 16 https://www.bnnbloomberg.ca/hacked-german-fuel-firm-is-restarting-deliveries-from-hamburg-1.17243510

United KingdomHIC Europe & Central Asia2022 February 17 https://www.finextra.com/newsarticle/39707/ocbc-rolls-out-account-kill-switch-following-spate-of-phishing-scams0

United StatesHIC North America 2022 October 25 https://news.yahoo.com/app-delivers-alcohol-apartment-because-214800357.html0

United StatesHIC North America 2022 December 16 https://www.ibtimes.com/7-billion-lost-criminal-cyber-attacks-fbi-36482800

United StatesHIC North America 2022 December 29 https://www.jdsupra.com/legalnews/foundcare-inc-files-notice-of-data-6627780/0

Zambia LMC Sub-Saharan Africa2022 June 21 https://www.lusakatimes.com/2022/06/21/hackers-claims-attack-on-shoprite-demands-ransom/0

United KingdomHIC Europe & Central Asia2021 August 29 https://www.dailyrecord.co.uk/news/scottish-news/cop26-threatened-cyber-hackers-who-248606530

United StatesHIC North America 2020 May 12 https://www.govinfosecurity.com/health-data-breach-update-what-are-causes-a-142690

Singapore HIC East Asia & Pacific2019 September 9 https://www.tnp.sg/news/singapore/hackers-impersonate-electronics-retail-giants0

United StatesHIC North America 2019 October 14 https://www.asicentral.com/news/newsletters/promogram/october-2019/alphabroder-suffers-ransomware-attack/0

Australia HIC East Asia & Pacific2019 January 8 https://www.9news.com.au/national/2019/01/08/12/26/australia-news-facebook-accounts-hacked-in-middle-east0

United StatesHIC North America 2019 July 18 https://www.spamfighter.com/News-22310-Ministry-of-Civil-Service-of-Taiwan-suffered-from-data-breach.htm0

United StatesHIC North America 2017 June 6 http://www.lifezette.com/polizette/global-hackers-launch-malware-subscription-service/0

United KingdomHIC Europe & Central Asia2020 January 27 https://www.computing.co.uk/ctg/news/3085160/supercasino-security-breach0

United StatesHIC North America 2017 June 7 http://www.eweek.com/security/microsoft-s-cloud-weathers-1.5-million-hack-attempts-each-day0



United KingdomHIC Europe & Central Asia2020 June 29 https://www.infosecurity-magazine.com:443/news/pandemic-bruteforce-rdp-attacks/0

United StatesHIC North America 2018 July 26 https://www.yumanewsnow.com/index.php/news/yuma-news/4367-email-phishing-campaign-referencing-an-invoice-and-payment-due-to-the-city-of-yuma.html[1863935, 1856743]['Email Phishing Campaign referencing an invoice and payment due to the City of Yuma', 'SCAM ALERT : City of Yuma warns community of phishing scam']1

China UMC East Asia & Pacific2017 July 21 http://www.hellenicshippingnews.com/international-ports-back-on-track-after-global-cyber-attack/0

United StatesHIC North America 2017 December 13 http://www.wccbcharlotte.com/2017/12/12/hackers-locked-mecklenburg-countys-servers-not-gotten-access-anyones-personal-information/0

India LMC South Asia 2017 July 28 http://gadgets.ndtv.com/360daily/features/bsnl-broadband-router-malware-attack-whatsapp-android-beta-launcher-lenovo-k8-note-india-launch-17305610

United StatesHIC North America 2018 March 28 http://www.zdnet.com/article/fauxpersky-malware-steals-sends-passwords-google-forms/0

United StatesHIC North America 2017 July 25 http://mondaq.com/unitedstates/x/613582/real+estate/WannaCry+Ransomware+Attack+Underscores+Cyber+Risks+to+the+Construction+Industry0

China UMC East Asia & Pacific2017 November 6 http://news.xinhuanet.com/english/2017-11/06/c_136732133.htm0

United StatesHIC North America 2017 December 7 http://wfae.org/post/many-local-governments-have-paid-ransom-hackers0

United KingdomHIC Europe & Central Asia2017 July 22 http://www.portsmouth.co.uk/news/crime/watch-hackers-launch-ransomware-attack-on-portsmouth-theatre-1-80680350

United KingdomHIC Europe & Central Asia2018 February 27 https://www.mirror.co.uk/news/world-news/mastermind-global-cybercrime-gang-uses-120964950

Nigeria LMC Sub-Saharan Africa2018 June 11 http://www.thetidenewsonline.com/2018/06/11/conmen-hack-rivers-ssgs-facebook-account-defraud-victims-through-fake-contracts-employment-slots/0

United StatesHIC North America 2018 June 24 https://www.wsj.com/articles/ransom-demands-and-frozen-computers-hackers-hit-towns-across-the-u-s-15298380010

United StatesHIC North America 2018 May 23 https://www.law360.com/articles/10463570

Canada HIC North America 2018 July 17 https://www.ctvnews.ca/canada/aeroplan-members-targeted-in-phishing-scam-1.40163010

United KingdomHIC Europe & Central Asia2018 July 26 http://www.handyshippingguide.com/shipping-news/another-container-shipping-giant-falls-foul-of-cyber-attack_92460

Russia UMC Europe & Central Asia2020 January 18 https://www.bleepingcomputer.com/news/security/new-jersey-synagogue-suffers-sodinokibi-ransomware-attack/0

United StatesHIC North America 2020 June 15 https://healthitsecurity.com/news/cano-health-reports-2-year-email-hack-impacting-patient-data0

United KingdomHIC Europe & Central Asia2020 February 21 https://www.itproportal.com/news/businesses-assaulted-by-hundreds-of-new-malware-strains/0

United StatesHIC North America 2020 July 10 https://www.natlawreview.com/article/500000-car-owner-records-found-dark-web0

United StatesHIC North America 2021 December 9 http://www.butlereagle.com/article/20211208/NEWS12/2112095700

Russia UMC Europe & Central Asia2020 December 22 https://sputniknews.com/us/202012211081534145-fired-us-cybersecurity-chief-admits-massive-hacking-attack-happened-on-my-watch/0

United StatesHIC North America 2018 July 2 https://segmentnext.com/2018/07/02/nintendo-switch-internal-trinket-hardmod/0

United StatesHIC North America 2018 October 26 https://bizwest.com/2018/10/26/phishing-attacks/0

Uganda LIC Sub-Saharan Africa2018 October 19 http://pctechmag.com/2014/06/makerere-site-hacked-redirects-to-adult-content-site/0

Israel HIC Middle East & North Africa2018 September 18 https://www.jns.org/enemy-cyber-threat-growing-warn-security-experts-amid-hamas-cyber-attacks/0

South AfricaUMC Sub-Saharan Africa2020 December 10 https://www.sabc.co.za/sabc/media-statement-sabc-resolving-hacking-of-its-tv-licence-website-and-apologises-to-the-public/0

Argentina UMC Latin America & Caribbean2022 December 15 https://www.cronista.com/infotechnology/actualidad/hackearon-rapipago-y-se-congelaron-pagos-y-depositos-como-les-entraron-y-que-se-robaron/0

United StatesHIC North America 2021 September 9 https://siliconangle.com/2021/09/09/new-chachi-malware-variant-designed-target-linux-systems/0

Australia HIC East Asia & Pacific2021 February 26 https://www.smh.com.au/national/queensland/security-risks-ministers-private-email-accounts-in-historical-data-breach-20210226-p57698.html0

Indonesia LMC East Asia & Pacific2022 September 11 https://www.metrotvnews.com/play/kpLCrLoa-data-pemerintah-dibobol-bssn-masyarakat-jangan-mudah-percaya-dengan-klaim-hacker0

Brazil UMC Latin America & Caribbean2022 August 3 https://revistaforum.com.br/politica/2022/8/3/general-que-faz-parte-de-comisso-do-tse-comprou-aparelho-para-hackear-telefones-celulares-121123.html0

KazakhstanUMC Europe & Central Asia2022 February 7 https://365info.kz/2022/02/hakery-vzlomali-sotsseti-minzdrava0

France HIC Europe & Central Asia2022 April 13 https://www.ledauphine.com/faits-divers-justice/2022/04/13/des-donnees-du-departement-de-l-ardeche-divulguees-sur-le-darkweb0

Mexico UMC Latin America & Caribbean2022 September 13 https://www.ejecentral.com.mx/plataforma-del-inai-ha-sufrido-dos-intentos-de-hackeo/0

France HIC Europe & Central Asia2022 September 12 https://www.phonandroid.com/cryptomonnaie-attention-ces-sites-dechange-sont-la-cible-dune-vaste-campagne-de-phishing.html0

NetherlandsHIC Europe & Central Asia2021 November 9 https://www.techzine.nl/nieuws/security/469997/vs-arresteert-oekrainer-verdacht-van-kaseya-hack/0

Indonesia LMC East Asia & Pacific2021 November 19 https://nasional.kompas.com/read/2021/11/19/11560141/peretasan-data-internal-polri-diduga-merupakan-bentuk-pesan-politik0

Russia UMC Europe & Central Asia2021 April 6 https://www.securitylab.ru/news/518540.php0

Spain HIC Europe & Central Asia2021 March 26 https://www.laverdad.es/murcia/sindicato-interinos-denuncia-20210326114203-nt.html0

Belarus UMC Europe & Central Asia2021 March 21 https://euroradio.fm/ru/cherez-evropochtu-rassylalis-soobshcheniya-o-golose-kompaniya-zayavila-o-vzlome0

Indonesia LMC East Asia & Pacific2020 June 14 https://www.voaindonesia.com/a/dua-diskusi-papua-diteror-telepon-dan-peretasan/5461999.html0

South KoreaHIC East Asia & Pacific2020 June 29 https://news.mt.co.kr/mtview.php?no=2020062913562532352&MTS_P0

Tunisia LMC Middle East & North Africa2020 June 5 https://www.tuniscope.com/ar/article/204690/arabe/societe/alerte1-1059000

Argentina UMC Latin America & Caribbean2020 June 9 https://www.infobae.com/america/entretenimiento/2020/06/09/nos-hackearon-los-polinesios-enfrentaron-problemas-en-youtube/0

Sweden HIC Europe & Central Asia2021 April 10 https://www.helahalsingland.se/artikel/personal-pa-forsakringskassan-anmals-till-atal-misstanks-for-dataintrang0

India LMC South Asia 2021 August 30 https://divyamarathi.bhaskar.com/local/maharashtra/aurangabad/news/activated-racket-to-get-vaccine-certificate-without-taking-dose-by-hacking-covin-app-dosage-to-55-people-at-dkmm-center-registration-of-71-128870946.html0

Spain HIC Europe & Central Asia2020 January 19 https://computerhoy.com/noticias/tecnologia/ransomware-ryuk-ahora-capaz-despertar-ordenador-apagado-secuestrar-disco-duro-5633010

Israel HIC Middle East & North Africa2020 November 25 https://www.pc.co.il/featured/326635/ 0

France HIC Europe & Central Asia2019 February 20 https://www.zdnet.fr/actualites/des-caisses-enregistreuses-infectees-par-un-malware-39880913.htm0

Bulgaria UMC Europe & Central Asia2019 November 3 https://bivol.bg/fbi-mueller-report-bulgarian-hackers.html0

Bulgaria UMC Europe & Central Asia2019 January 11 https://www.burgasinfo.com/news/view/10/860650

Germany HIC Europe & Central Asia2019 January 23 https://www.br.de/nachrichten/deutschland-welt/hackerangriff-wenn-krankenhaeuser-lahmgelegt-werden,RFrtrFU0

Spain HIC Europe & Central Asia2019 February 13 https://www.que.es/ultimas-noticias/desmantelado-en-madrid-un-centro-de-pirateo-de-television-que-emitia-por-facebook-y-whatsapp.html0

Bulgaria UMC Europe & Central Asia2019 May 26 https://dnes.dir.bg/comments/tsyalata-darzhavna-administratsiya-e-izklyuchena-zaradi-opasnostta-ot-kiberataka-10



Thailand UMC East Asia & Pacific2018 May 1 https://www.dailynews.co.th/it/641154 0

Russia UMC Europe & Central Asia2018 June 18 http://vm.ru/news/505372.html 0

Argentina UMC Latin America & Caribbean2018 November 10 https://www.elsol.com.ar/tenes-un-drone-de-dji-tus-datos-estan-en-peligro-tras-un-hackeo0

Vietnam LMC East Asia & Pacific2018 September 19 http://infonet.vn/nhieu-tai-khoan-facebook-cua-cau-thu-slna-bi-hacker-tan-cong-post275009.info0

SwitzerlandHIC Europe & Central Asia2018 July 19 https://www.netzwoche.ch/news/2018-07-18/fedpol-zerschlaegt-voice-phishing-bande0

Ukraine LMC Europe & Central Asia2018 May 10 http://talks.su/news/v-google-play-otiskali-fishingoviy-kriptokoshel-k-cardano-20180511/0

South KoreaHIC East Asia & Pacific2018 July 23 http://www.hankookilbo.com/v/bf0a7ab0fbaf49c089dea39cc7006f740

Russia UMC Europe & Central Asia2017 December 19 https://1prime.ru/telecommunications_and_technologies/20171219/828272155.html0

Indonesia LMC East Asia & Pacific2017 March 31 http://batam.tribunnews.com/2017/03/31/jualan-tiket-di-facebook-ternyata-begini-cara-komplotan-hacker-remaja-pasarkan-tiket-citilink0

Bosnia and HerzegovinaUMC Europe & Central Asia2017 January 15 http://www.avaz.ba/clanak/272264/ko-zaista-stoji-iza-hakerskog-napada-na-federalnu-upravu-policije-i-zasto-lukac-ima-razloga-za-strah0

India LMC South Asia 2017 December 13 https://www.bhaskar.com/chhatisgarh/raipur/news/CHH-RAI-HMU-LCL-hacker-hacked-cg-cm-office-website-5768152-PHO.html0

United StatesHIC North America 2021 May 1 https://www.erienewsnow.com/story/43797546/personal-data-exposed-in-achievement-center-data-breach0

Ireland HIC Europe & Central Asia2021 May 15 https://www.leitrimobserver.ie/news/home/633465/no-leitrim-covid-figures-published-as-disruption-continues-from-hse-ransomware-attack.html0

United StatesHIC North America 2021 June 9 https://www.sidneydailynews.com/news/business/201588/bbb-issues-warning-about-apple-devices-icloud-phishing-scam0

United StatesHIC North America 2022 October 6 https://shelterislandreporter.timesreview.com/2022/10/06/county-cyber-attack-concerned-local-realtors/0

India LMC South Asia 2022 September 19 https://www.nagpurtoday.in/delhi-cops-nab-3-nagpur-hackers-for-stealing-rs-10-lakh-from-payment-gateway-firm/091911290

Ireland HIC Europe & Central Asia2022 October 4 https://www.limerickleader.ie/news/national-news/929162/cyber-attacks-move-from-big-targets-to-smes-government-warns.html0

United StatesHIC North America 2022 February 17 https://www.techtarget.com/searchsecurity/news/252513513/Kronos-attack-fallout-continues-with-data-breach-disclosures0

Nigeria LMC Sub-Saharan Africa2022 March 24 https://www.channelstv.com/2022/03/24/dss-arrest-eight-suspected-hackers-fraudsters-in-katsina/0

United StatesHIC North America 2022 March 29 https://www.jdsupra.com/legalnews/sinclair-broadcast-group-files-notice-9829693/0

United StatesHIC North America 2022 November 1 https://www.jdsupra.com/legalnews/flambeau-inc-reports-data-breach-3043205/0

United KingdomHIC Europe & Central Asia2022 April 20 https://www.heraldscotland.com/politics/20078969.spain-used-pegasus-hack-aamer-anwar-clara-ponsati-trial/0

Australia HIC East Asia & Pacific2022 October 24 https://www.afr.com/technology/telstra-chairman-warns-that-bigger-fines-won-t-quell-cyber-danger-20221018-p5bqp50

United StatesHIC North America 2022 November 9 https://www.medpagetoday.com/special-reports/features/1016530

United StatesHIC North America 2019 February 4 https://www.chron.com/neighborhood/lakehouston/schools/article/Crosby-ISD-s-IT-system-hacked-by-ransomware-13588337.php0

North KoreaLIC East Asia & Pacific2019 January 4 https://www.nknews.org/2019/01/investigation-underway-into-cyber-attack-using-purported-mou-document-seoul/0

United StatesHIC North America 2019 April 5 https://threatpost.com/hackers-abuse-google-cloud-platform-to-attack-d-link-routers/143492/0

Israel HIC Middle East & North Africa2022 February 8 https://www.haaretz.com/israel-news/.premium-nso-scandal-bennett-told-police-tried-to-hack-only-three-of-26-reported-targets-1.106000880

Japan HIC East Asia & Pacific2020 April 8 https://www.zdnet.com/article/new-dark-nexus-botnet-outstrips-others-with-original-advanced-capabilities/0

Japan HIC East Asia & Pacific2019 July 4 https://www.zdnet.com/article/openpgp-flooded-with-spam-by-unknown-hackers/0

United KingdomHIC Europe & Central Asia2019 July 25 https://www.finextra.com/blogposting/17547/florida-city-pays-hackers-dollar-600000-after-scam0

United KingdomHIC Europe & Central Asia2019 March 26 https://www.cbronline.com/news/fake-ransomware-sonicwall0

United StatesHIC North America 2019 April 1 https://www.timesunion.com/news/article/Despite-computer-hack-Albany-employees-expected-13731368.php0

Malaysia UMC East Asia & Pacific2019 October 18 https://www.thestar.com.my/tech/tech-news/2019/10/18/universiti-malaya-no-data-compromised-in-e-pay-portal-hack0

United StatesHIC North America 2019 August 20 https://www.inforum.com/news/education/4620669-Mandan-students-personal-information-exposed-in-data-breach0

Russia UMC Europe & Central Asia2019 October 7 https://www.securityweek.com/new-campaign-targets-drupalgeddon2-flaw-install-malware0

France HIC Europe & Central Asia2022 November 19 http://www.itechpost.com/articles/115144/20221118/chinese-hackers-disguise-malware-using-google-drive-target-organizations.htm[3893059, 3889057, 3891187]['Cyber \u200b\u200bespionage: Chinese hackers use Google Drive and Dropbox to distribute viruses', 'Chinese Hackers Disguise Malware using Google Drive to Target Organizations', 'Google Drive malware is targeting governments around the world']2

United StatesHIC North America 2019 February 26 https://www.makeuseof.com/tag/internet-of-things-hacks-exploits/0

Mexico UMC Latin America & Caribbean2022 October 4 https://diario.mx/juarez/hackeos-se-suman-a-crimenes-vs-empresas-20221004-1978392.html0

Taiwan 2019 November 7 http://www.taipeitimes.com/News/taiwan/archives/2019/11/08/20037254620

United Arab EmiratesHIC Middle East & North Africa2019 December 17 https://www.itp.net/90786-kaspersky-finds-zero-day-exploit-in-windows-os-used-in-targeted-attack0

United StatesHIC North America 2019 December 27 http://mondaq.com/unitedstates/x/878654/fin+tech/Reports+Detail+Crypto+Hacks+Ransomware+Dark+Markets+and+Crypto+Fraud+Schemes0

United StatesHIC North America 2017 February 15 https://www.yahoo.com/news/vizio-tv-data-breach-affects-170000885.html0

United StatesHIC North America 2017 February 2 http://techaeris.com/2017/02/01/morton-illinois-school-district-hit-ceo-fraud-may-linked-russian-hackers/0

New ZealandHIC East Asia & Pacific2017 March 15 http://m.nzherald.co.nz/technology/news/article.cfm?c_id=5&objectid=118174130

United StatesHIC North America 2017 April 10 https://threatpost.com/shadowbrokers-dump-more-equation-group-hacks-auction-file-password/124882/0

United StatesHIC North America 2017 July 17 http://www.spamfighter.com/News-21014-Avanti-Breach-Emphasizes-POS-Malwares-Unrelenting-Threat.htm0

United StatesHIC North America 2017 September 9 http://www.idgconnect.com/abstract/4003/bitcoin-forum-goes-offline-hack0

United StatesHIC North America 2017 October 25 http://rbj.net/2017/10/25/hacking-takes-over-rit-for-two-weekends/0

United KingdomHIC Europe & Central Asia2017 October 27 http://www.marilynstowe.co.uk/2017/10/27/civil-partnership-conversion-a-data-breach-and-more/0

India LMC South Asia 2017 July 5 http://www.thehindu.com/news/cities/bangalore/after-spurt-in-phishing-cases-police-issue-advisory-on-social-media/article19215722.ece0

United StatesHIC North America 2017 May 18 http://wcfcourier.com/news/local/crime-and-courts/prison-term-given-in-uni-data-breach-case/article_9c750af5-e454-52c4-b016-459b51ea113b.html0

United KingdomHIC Europe & Central Asia2017 December 28 http://www.whtimes.co.uk:80/news/wannacry-cyber-attack-lost-the-east-and-north-herts-nhs-trust-700-000-1-53360880

Iran LMC Middle East & North Africa2017 November 9 https://www.iranhumanrights.org/2017/11/irgc-hackers-target-iranian-journalists-based-abroad-with-malware-campaign/0

PhilippinesLMC East Asia & Pacific2018 April 24 http://news.abs-cbn.com/news/04/24/18/2000-individuals-affected-by-government-data-breach-privacy-body0



United StatesHIC North America 2018 October 9 https://www.yahoo.com/entertainment/eu-regulator-investigating-facebook-hack-will-get-40-new-staff-162038284.html0

United StatesHIC North America 2018 October 9 https://www.star-telegram.com/news/politics-government/article219664000.html0

United KingdomHIC Europe & Central Asia2018 November 9 https://www.newhamrecorder.co.uk/news/names-on-newham-gang-matrix-is-leaked-online-1-57725880

Malaysia UMC East Asia & Pacific2018 November 10 http://www.theborneopost.com/2018/11/10/pkr-julau-results-postponed-due-to-potential-spyware/0

United StatesHIC North America 2018 September 10 https://nypost.com/2018/09/10/hacker-behind-largest-breach-in-us-history-appears-in-court/0

United KingdomHIC Europe & Central Asia2020 May 8 https://www.techradar.com/news/mcafee-finds-hackers-targeting-remote-desktop-protocol-during-covid-190

United KingdomHIC Europe & Central Asia2018 December 13 https://www.itpro.co.uk/security/32566/wannacry-linked-cyber-attacks-target-us-government-defence0

Kenya LMC Sub-Saharan Africa2018 January 4 https://www.kachwanya.com/2015/07/14/a-teenager-sentenced-over-the-worlds-biggest-cyber-attack/0

United StatesHIC North America 2020 January 9 https://lawstreetmedia.com/tech/cybersecurity/microsoft-sues-hackers-who-stole-sensitive-user-info/0

United StatesHIC North America 2020 May 15 https://www.natlawreview.com/article/nfa-issues-warning-regarding-phishing-emails0

United StatesHIC North America 2019 November 12 https://www.wfsb.com/news/i-team-cities-and-towns-work-to-protect-data-from/article_ee2fa24e-0578-11ea-98fe-ef7707a5da01.html0

United StatesHIC North America 2017 June 22 http://www.prnewswire.com/news-releases/root9b-releases-technical-analysis-on-active-malware-campaign-after-briefing-law-enforcement-300478332.html0

Romania UMC Europe & Central Asia2020 March 13 https://emerging-europe.com/business/novi-sad-cyber-attack-highlights-need-to-take-data-security-seriously/0

United StatesHIC North America 2020 July 28 https://www.law360.com/articles/12956590

India LMC South Asia 2020 August 19 http://www.daijiworld.com/news/newsDisplay.aspx?newsID=7424020

Japan HIC East Asia & Pacific2020 September 3 https://www.zdnet.com/article/group-of-unskilled-iranian-hackers-behind-recent-attacks-with-dharma-ransomware/0

Russia UMC Europe & Central Asia2020 October 5 https://www.securityweek.com/dod-dhs-warn-attacks-involving-slothfulmedia-malware0

Australia HIC East Asia & Pacific2021 March 10 https://www.fool.com.au/2021/03/10/chinese-and-russian-hack-attacks-put-asx-cybersecurity-shares-in-spotlight/0

United StatesHIC North America 2021 March 19 http://www.mcall.com/business/mc-nws-wawa-settlement-gift-cards-20210319-yu2copbxhjbwfjgf5lqx6azxu4-story.html0

United StatesHIC North America 2021 March 11 https://thejournal.com/articles/2021/03/10/k12-cybersecurity-in-2020-sees-launch-of-class-and-meeting-invasions.aspx0

United StatesHIC North America 2021 October 29 https://www.wdef.com/georgia-man-arraigned-on-international-email-phishing-scam-charges/0

United StatesHIC North America 2021 November 9 https://www.jdsupra.com/legalnews/financial-firms-integrate-crypto-7692344/0

Ukraine LMC Europe & Central Asia2022 June 25 https://nikcenter.org/newsItem/70175 0

Sweden HIC Europe & Central Asia2022 June 28 https://www.aftonbladet.se/nyheter/a/a7A8Q2/harddisk-fran-rysk-hackergrupp-omhandertas0

Egypt LMC Middle East & North Africa2022 April 30 https://www.almasryalyoum.com/news/details/25845350

Russia UMC Europe & Central Asia2022 November 26 https://www.securitylab.ru/news/534984.php0

Finland HIC Europe & Central Asia2022 November 3 https://www.ess.fi/uutissuomalainen/54770250

Russia UMC Europe & Central Asia2022 December 22 https://www.cnews.ru/news/line/2022-12-22_korporativnyj_fishing_i_spam0

Brazil UMC Latin America & Caribbean2021 April 23 https://www.tudocelular.com/seguranca/noticias/n173604/play-store-malware-joker-assinatura-hacker.html0

Hungary HIC Europe & Central Asia2021 February 21 https://www.origo.hu/techbazis/20210220-youtube-adathalaszat-far-cry-6-ubisoft.html0

Ecuador UMC Latin America & Caribbean2021 February 8 https://www.extra.ec/noticia/actualidad/elecciones-ecuador-yaku-perez-denuncia-presuntos-hackeos-provenientes-china-ee-uu-48035.html0

Russia UMC Europe & Central Asia2021 November 9 https://www.securitylab.ru/news/526333.php0

Russia UMC Europe & Central Asia2021 November 15 https://lenta.ru/news/2021/11/15/morg/ 0

Poland HIC Europe & Central Asia2021 November 9 https://www.wirtualnemedia.pl/artykul/netto-atak-hakerow-instagram0

Russia UMC Europe & Central Asia2020 May 1 https://www.bleepingcomputer.com/news/security/hackers-say-they-stole-millions-of-credit-cards-from-banco-bcr/0

Brazil UMC Latin America & Caribbean2022 December 18 https://www.diariodaregiao.com.br/cidades/numero-de-ataques-virtuais-cresce-na-regi-o-de-rio-preto-com-ao-menos-uma-nova-vitima-por-dia-1.10323040

South KoreaHIC East Asia & Pacific2022 October 6 http://m.tbs.seoul.kr/news/newsView.do?typ_800=6&idx_800=3479832&seq_800=204725020

Mexico UMC Latin America & Caribbean2020 January 30 https://www.eldiariodecoahuila.com.mx/internacional/2020/1/30/hackean-servidores-de-la-onu-873052.html0

Germany HIC Europe & Central Asia2020 September 17 https://www.mittelstandcafe.de/wallpaper-als-hacker-spielewiese-zum-passwortklau-1844836.html0

Spain HIC Europe & Central Asia2020 January 2 https://cadenaser.com/ser/2020/01/02/politica/1577982524_000998.html0

Turkey UMC Europe & Central Asia2020 July 17 https://shiftdelete.net/twitter-hack-olayi-sonrasinda-bilanco-belli-oldu0

Russia UMC Europe & Central Asia2020 January 23 http://chechenews.com/%D1%80%D0%BE%D1%81%D1%81%D0%B8%D0%B9%D1%81%D0%BA%D0%B8%D0%B5-%D1%88%D0%BF%D0%B8%D0%BE%D0%BD%D1%8B-%D0%B2%D0%B7%D0%BB%D0%BE%D0%BC%D0%B0%D0%BB%D0%B8-%D0%BE%D0%BB%D0%B8%D0%BC%D0%BF%D0%B8%D0%B0%D0%B4/0

Sweden HIC Europe & Central Asia2020 January 12 https://www.salaallehanda.com/artikel/mdh-drabbat-av-dataintrang-misstanks-ha-rysk-koppling0

Japan HIC East Asia & Pacific2020 December 17 https://www.nikkei.com/article/DGXZQOGN17CDM0X11C20A2000000/0

Germany HIC Europe & Central Asia2019 May 14 https://www.bild.de/regional/frankfurt/frankfurt-aktuell/wiesbaden-tuev-hessen-warnt-patientendaten-im-fuenf-minuten-gehackt-61897376.bild.html0

Mexico UMC Latin America & Caribbean2019 July 12 https://elmercurio.com.mx/la-region/alertan-sobre-hackeo-de-cuentas-bancarias0

India LMC South Asia 2019 May 30 http://www.lokmat.com/thane/35-lakh-cheating-bank-account-hacking/0

Russia UMC Europe & Central Asia2019 November 10 https://regnum.ru/news/it/2773230.html 0

South KoreaHIC East Asia & Pacific2019 July 31 https://www.edaily.co.kr/news/read?newsId=02788006622560096&mediaCodeNo=2570

Russia UMC Europe & Central Asia2019 September 19 https://mundo.sputniknews.com/america-latina/201909191088731683-policia-de-brasil-detiene-a-otros-dos-sospechosos-de-hackear-celulares-de-autoridades/0

Indonesia LMC East Asia & Pacific2018 July 24 http://soloraya.solopos.com/read/20180724/489/929844/peretas-running-text-megaland-solo-dituntut-15-tahun-penjara0

Ukraine LMC Europe & Central Asia2018 March 17 https://nv.ua/ukraine/events/novaja-pochta-zajavljaet-o-moshchnykh-kiberatakakh-2458422.html0

Italy HIC Europe & Central Asia2018 December 19 http://www.ilgiornale.it/news/mondo/lue-terrorizzata-trump-hacker-rivelano-i-messaggi-dei-1618784.html0

Germany HIC Europe & Central Asia2018 February 12 https://www.netzwelt.de/betrugswarnungen/163766-wowbattle-for-azeroth-phishing-mails-versprechen-alpha-keysblizzard-warnt.html0

United StatesHIC North America 2022 July 28 https://www.darkreading.com/risk/1000s-phishing-attacks-launch-interplanetary-file-system0



Mexico UMC Latin America & Caribbean2017 November 30 http://ciudadania-express.com/2017/11/29/hackean-portal-del-ieepo-dejan-mensaje-a-la-seccion-22/0

France HIC Europe & Central Asia2017 October 12 https://www.ouest-france.fr/bretagne/rennes-35000/piratage-de-stations-service-les-escrocs-bulgares-condamnes-lourdement-53057100

Tuvalu UMC East Asia & Pacific2017 May 6 http://espreso.tv/news/2017/05/06/yevropol_i_fbr_khaknuly_merezhu_pedofiliv_zatrymano_900_zbochynciv0

Germany HIC Europe & Central Asia2017 May 16 http://www.euractiv.de/section/europakompakt/news/hackerangriff-wanna-cry-der-frankenstein-moment-des-ueberwachungsstaates/0

Hungary HIC Europe & Central Asia2017 March 20 http://vaol.hu/belfold/otp-bank-adathalaszat-internetes-csalas-otp-szamla-18247920

Mexico UMC Latin America & Caribbean2017 August 25 http://imparcialoaxaca.mx/economia/47934/advierten-de-fraude-por-phishing-en-portal-falso-de-apple/0

Hungary HIC Europe & Central Asia2017 March 13 http://m.kisalfold.hu/szorakozas/noi_hangon_beszelo_zsarolovirus_csal_ki_penzt_android_felhasznaloktol/2510823/0

Indonesia LMC East Asia & Pacific2017 September 15 http://bola.republika.co.id/berita/sepakbola/liga-indonesia/17/09/15/owbdj0409-laman-pssi-diretas-pascasanksi-save-rohingya-untuk-persib0

KazakhstanUMC Europe & Central Asia2017 January 30 http://azh.kz/ru/news/view/42425 0

SwitzerlandHIC Europe & Central Asia2017 December 27 https://www.blick.ch/news/wirtschaft/hacker-erbeuten-patienten-dossiers-von-schweizern-so-schuetzen-sie-sich-vor-datenklau-id7777204.html0

Thailand UMC East Asia & Pacific2017 April 26 http://www.thaipr.net/it/773044 0

Russia UMC Europe & Central Asia2021 April 17 https://www.bleepingcomputer.com/news/security/celsius-email-system-breach-leads-to-phishing-attack-on-customers/0

United KingdomHIC Europe & Central Asia2022 June 14 https://www.techradar.com/uk/news/this-devious-new-chinese-malware-uses-a-never-before-seen-trojan0

India LMC South Asia 2022 June 6 https://www.thehindubusinessline.com/info-tech/cyber-attacks-share-of-critical-incidents-up-sharply-says-kaspersky/article65500220.ece0

Canada HIC North America 2021 June 9 https://www.napaneetoday.ca/2021/06/09/kingston-police-warning-of-the-red-flags-involving-phishing-emails/0

United StatesHIC North America 2022 July 8 https://www.scmagazine.com/news/ransomware/emsisoft-releases-free-decryptors-for-astralocker-and-yashma-ransomware0

United StatesHIC North America 2022 August 9 http://www.msn.com/en-us/news/technology/defi-protocol-curve-finance-hacked-570k-stolen/ar-AA10uo8E0

United StatesHIC North America 2021 June 23 https://kicdam.com/news/170071-iowa-based-vision-care-provider-victim-of-cyber-attack/0

United StatesHIC North America 2022 July 14 https://www.insurancejournal.com/news/national/2022/07/14/675821.htm0

United KingdomHIC Europe & Central Asia2022 January 14 https://www.computerweekly.com/news/252512026/Umbrella-company-Brookson-self-refers-to-NCSC-following-cyber-attack-on-its-network0

India LMC South Asia 2022 February 13 https://timesofindia.indiatimes.com/city/pune/pharma-company-cheated-of-1-9-crore-via-phishing-attack/articleshow/89535543.cms0

United StatesHIC North America 2022 February 19 https://www.forbes.com/sites/thomasbrewster/2022/02/19/miami-street-gangs-see-no-hope-in-dope-theyve-switched-to-identity-fraud-fueled-by-russian-hackers/0

United StatesHIC North America 2022 March 22 https://floridapolitics.com/archives/510412-nikki-fried-frames-phishing-attack-as-example-of-larger-cybersecurity-problem/0

United StatesHIC North America 2022 November 2 https://www.jdsupra.com/legalnews/somnia-pain-management-of-kentucky-2355330/0

United StatesHIC North America 2022 April 30 https://patch.com/new-york/newrochelle/sophisticated-ransomware-attack-hits-westchester-libraries0

Trinidad and TobagoHIC Latin America & Caribbean2022 April 20 https://newsday.co.tt/2022/04/20/kamla-government-hacked-info-on-protest-plans/0

United StatesHIC North America 2022 May 9 https://www.techwire.net/news/state-bar-warns-of-data-breach-in-attorney-discipline-records0

United KingdomHIC Europe & Central Asia2019 April 12 https://www.bristolpost.co.uk/news/bristol-news/council-apologises-thousands-bristol-citizens-27473170

United StatesHIC North America 2022 December 31 https://communityimpact.com/houston/tomball-magnolia/government/2022/12/30/tomball-experiences-ransomware-attack-council-authorizes-city-manager-to-spend-money-for-recovery-of-city-systems-data/0

PhilippinesLMC East Asia & Pacific2022 December 27 https://businessmirror.com.ph/2022/12/28/bi-blocks-entry-of-suspected-aussie-hacker-at-naias-t3/0

United StatesHIC North America 2017 March 27 http://www.investopedia.com/news/cia-used-hack-factoryfresh-iphones-and-macs-wikileaks-aapl/0

South KoreaHIC East Asia & Pacific2017 November 23 http://koreabizwire.com/500-to-600-hacking-attempts-made-on-blue-house-every-month-says-presidential-aide/102165[994013, 994012, 1001836, 994014]['500 to 600 hacking attempts per day', 'There are 500 to 600 external hacking attempts per month in the Blue House : Blue House : Chi : News', '500 to 600 Hacking Attempts Made on Blue House Every Month , Says Presidential Aide', 'Blue House has 500 to 600 external hacking attempts per month']3

United StatesHIC North America 2019 April 25 https://www.spamfighter.com/News-22158-INR-33-lakh-hacked-from-State-Bank-of-Mauritius.htm0

Thailand UMC East Asia & Pacific2021 September 10 https://www.thephuketnews.com/hospital-hackers-based-in-us-police-81350.php0

United KingdomHIC Europe & Central Asia2021 January 19 https://www.manchestereveningnews.co.uk/news/greater-manchester-news/trafford-bin-collection-firm-suffers-196531930

United KingdomHIC Europe & Central Asia2020 July 11 https://www.thetimes.co.uk/edition/ireland/ebs-being-sued-by-14-mortgage-holders-denied-credit-by-data-breach-nkdtfgmhj0

United StatesHIC North America 2020 August 26 https://www.rep-am.com/local/localnews/2020/08/25/cyber-attack-threatens-security-finances-of-torrington-city-hall/0

China UMC East Asia & Pacific2019 February 1 http://www.ejinsight.com/20190201-data-breach-cases-hit-record-high-last-year-says-privacy-chief/0

United StatesHIC North America 2019 September 14 https://www.universityworldnews.com/post.php?story=201909131401255140

United KingdomHIC Europe & Central Asia2019 October 7 https://www.cbronline.com/news/toms-hacked0

United StatesHIC North America 2017 January 2 http://www.foxnews.com/politics/2015/07/10/first-hispanic-white-house-personnel-chief-katherine-archuleta-resigns-over-data-breach.html0

United StatesHIC North America 2017 January 16 http://www.journalpatriot.com/news/statement-details-boggs-involvement-in-hacking-case/article_64e90a2c-dc20-11e6-8491-f34a31766c3b.html0

United KingdomHIC Europe & Central Asia2017 January 26 http://www.international-adviser.com/news/1033919/uk-financial-compensation-scheme-issues-phishing-email-alert0

South AfricaUMC Sub-Saharan Africa2017 February 9 https://www.moneyweb.co.za/mymoney/moneyweb-personal-finance/old-mutual-impersonator-still-at-it-with-phishing-scam/0

United StatesHIC North America 2017 March 22 http://www.deathandtaxesmag.com/323103/comey-confirmed-russia-hacked-republicans-why-dont-they-care/0

United StatesHIC North America 2017 April 23 https://patch.com/north-carolina/charlotte/top-news-week-rue-21-closing-400-stores-neonatal-kitten-nursery-cyber0

United StatesHIC North America 2017 April 25 http://www.eastcountymagazine.org/investigative-reporter-share-evidence-russian-election-hacking-may-3-la-mesa0

United StatesHIC North America 2017 April 21 http://www.mlive.com/news/ann-arbor/index.ssf/2017/04/man_accused_of_hacking_into_wa.html0

United StatesHIC North America 2017 August 12 http://www.philly.com/philly/business/pharma/data-breach-at-philly-area-obgyn-practice-among-this-years-largest-nationally-20170812.html0

United StatesHIC North America 2017 October 5 https://www.grahamcluley.com/chinese-bitcoin-exchange-hacking/0

United StatesHIC North America 2017 December 8 https://www.aspentimes.com/news/cops-basalt-roofing-company-hacked-competitor-sabotaged-bids/0

United StatesHIC North America 2017 December 20 http://www.healthcareitnews.com/news/hackers-hijack-medhost-site-redirecting-users-threat0

China UMC East Asia & Pacific2018 January 31 http://tibet.net/2018/01/spying-on-a-budget-inside-a-phishing-operation-with-targets-in-the-tibetan-community/0

United StatesHIC North America 2017 December 19 http://www.4-traders.com/MICROSOFT-CORPORATION-4835/news/Microsoft-and-Facebook-disrupt-ZINC-malware-attack-to-protect-customers-and-the-internet-from-ongo-25693835/0

United StatesHIC North America 2017 January 23 http://www.macrumors.com/2017/01/23/yahoo-under-sec-investigation-data-breach/[90830, 111030, 114429, 114120, 94815, 113408, 112482, 91946, 114171, 1100834, 111865, 117664, 113411, 110784, 110906, 113416, 117666, 91364, 85932, 92729, 114011, 112487, 90836, 111845, 91598, 111681, 112063, 111517, 85938, 113973, 116491, 1102039, 111694, 113414, 105901, 110894, 111601, 113406, 90835, 114158, 90630, 91526, 85935, 117758, 112466, 112467, 85934, 85971, 111524, 114597, 117849, 115297, 112462, 114421, 91284, 114434, 114638, 110787]['Hackers catch government MPs in Yahoo breach net', 'US SEC Investigating Yahoo Over Hiding Of Hacking Attacks', 'Yahoo Faces SEC Probe Over Hack Disclosure', 'Yahoo Under SEC Investigation for Not Disclosing Massive Data Breach Sooner', 'Recognize the Signs Your Account Has Been Hacked', 'Yahoo hack probe launched by SEC to determine if data breaches should have been reported sooner', 'Media : in the US will check the activities of Yahoo ! after a hacker attack', 'Australian Official Becomes Victim of Yahoo Hack', 'Yahoo Hacking SEC Probe Points to Possible Cover', 'Hackers Stole Data from More than 1 Billion Yahoo User Accounts', 'US watchdog opens inquiry into Yahoo hacking disclosure', 'SEC Opens Investigation into Yahoo Massive Data Breach Disclosures', 'US authorities probe Yahoo hacks', 'Stock exchange supervisory authority investigates hacker attack on Yahoo «kleinezeitung. at', 'U . S . officials probe Yahoo over data breach', 'Yahoo hack', 'SEC Investigating Yahoo Over Data Breach : TECH', 'Austral57



United StatesHIC North America 2018 April 19 http://www.digitaljournal.com/internet/relieve-stress-paint-malware-has-hit-facebook-accounts/article/520179[1597887, 1600667, 1616853, 1600758, 1600659, 1599100, 1610091, 1605312, 1600897, 1602255, 1599101]['Thousands Of Facebook Accounts Have Been Compromised Because Of A Malware Masquerading As Stress Relieving Paint', 'Facebook  Stresspaint  Malware Infects 40 , 000 Users', 'Several Facebook Accounts got Infected by Malware App', 'This malware targets Facebook log - in details , infects over 45 , 000 in just days', 'Facebook Users Hit by New Malware', 'Malware : Painter designed to steal Facebook login', 'Facebook Warns Users in Turkey Against Malware', 'Is there no way to be safe anymore? Malware Steals Facebook Data Using Chrome Cookies', '  Relieve Stress Paint  malware has hit Facebook accounts', 'New Malware Steals Facebook Info Through Chrome Cookies', 'Relieve Stress Paint Tool : Mal - Malware copies Facebook credentials']10

Japan HIC East Asia & Pacific2018 September 7 https://www.engadget.com/2018/09/07/the-morning-after-a-dating-app-data-breach/0

United StatesHIC North America 2021 February 6 https://www.scmagazine.com/home/security-news/google-firebase-hosts-microsoft-office-phishing-attack/0

India LMC South Asia 2021 November 12 https://www.sentinelassam.com/north-east-india-news/assam-news/bank-account-of-amtron-hacked-in-assam-rs-250-cr-looted-accounts-officer-detained-5629090

Indonesia LMC East Asia & Pacific2022 June 9 https://regional.kompas.com/read/2022/06/09/123937978/nasabah-bri-di-pontianak-diduga-jadi-korban-peretasan-uang-rp-144-juta0

United StatesHIC North America 2018 May 1 https://www.fool.com/investing/2018/05/01/nvidias-tegra-x1-gets-hacked-should-investors-worr.aspx?source=iedfolrf00000010

United StatesHIC North America 2018 August 10 https://www.ajc.com/business/lawsuits-target-delta-and-vendor-for-cybersecurity-breach/nfwNIR8nLm1Sbfv2CwnSqJ/0

New ZealandHIC East Asia & Pacific2018 September 6 https://www.stuff.co.nz/dominion-post/business/106873914/hundreds-of-websites-including-stuffs-copied-in-possible-prelude-to-malware-attack0

United StatesHIC North America 2020 January 21 https://www.nrn.com/fast-casual/crack-shack-warns-possible-data-breach0

United StatesHIC North America 2020 February 12 https://www.grahamcluley.com/patch-microsoft-flaws-hackers/0

United StatesHIC North America 2021 February 16 https://www.wral.com/chatham-officials-didn-t-pay-ransom-but-still-face-hefty-price-from-hack/19528624/0

India LMC South Asia 2020 October 28 https://www.moneycontrol.com/news/business/companies/cyber-attack-that-led-to-pause-in-worldwide-operations-was-ransomware-investigation-continues-dr-reddys-6028731.html0

Canada HIC North America 2021 February 8 https://www.itworldcanada.com/article/ransomware-attempt-on-british-columbia-realtor-raises-question-of-supply-chain-attack/4419140

United StatesHIC North America 2020 December 15 http://www.cassville-democrat.com/story/2854021.html0

South AfricaUMC Sub-Saharan Africa2020 December 22 https://africabusiness.com/tag/cyber-attacks/0

United StatesHIC North America 2021 November 10 https://www.bankinfosecurity.com/dridex-banking-malware-turns-up-in-mexico-a-178790

Canada HIC North America 2021 November 12 https://vocm.com/2021/11/12/irish-healthcare-cyber-attack/0

Denmark HIC Europe & Central Asia2022 March 3 https://www.idag.dk/article/view/838022/landinspektor_ramt_af_russisk_hackerangreb0

South KoreaHIC East Asia & Pacific2022 April 18 https://www.hankookilbo.com/News/Read/A20220418171400020110

Paraguay UMC Latin America & Caribbean2022 December 8 https://www.5dias.com.py/locales/interfisa-banco-dispone-nuevos-limites-para-operaciones-desde-la-web-y-app-ante-aumento-de-casos-de-phishing0

Russia UMC Europe & Central Asia2022 February 8 https://lenta.ru/news/2022/02/08/lnr_hack/0

Sweden HIC Europe & Central Asia2021 February 25 https://www.dagensjuridik.se/nyheter/tjuvkikade-pa-kollegornas-loner-doms-for-dataintrang/0

Russia UMC Europe & Central Asia2022 March 2 https://tass.ru/kosmos/13928963 0

South KoreaHIC East Asia & Pacific2022 February 15 https://www.viva100.com/main/view.php?key=202202150100033930

South KoreaHIC East Asia & Pacific2021 November 30 https://www.yna.co.kr/view/AKR202111300749000630

Poland HIC Europe & Central Asia2021 October 21 https://www.wirtualnemedia.pl/artykul/poczta-polska-ostrzega-przed-kampania-phishingowa-cyberbezpieczenstwo-pit-370

SwitzerlandHIC Europe & Central Asia2021 August 27 https://www.24heures.ch/une-muni-demunie-revele-les-lacunes-numeriques-des-collectivites-6207801722610

France HIC Europe & Central Asia2021 December 22 https://www.distributique.com/actualites/lire-la-ssi-inetum-ciblee-par-un-ransomware-31960.html0

Russia UMC Europe & Central Asia2021 January 11 https://www.cnews.ru/news/top/2021-01-11_sajt_v_drevnejno_zhivuchej0

Hungary HIC Europe & Central Asia2021 August 16 https://adozona.hu/altalanos/Adathalasz_csalokra_figyelmeztet_az_OTP_Ban_HWOWTN0

Finland HIC Europe & Central Asia2020 September 2 https://www.hbl.fi/artikel/norsk-sakerhetspolis-utreder-dataintrang/0

Turkey UMC Europe & Central Asia2020 September 23 https://shiftdelete.net/meb-eba-siber-saldiri-aciklamasi0

Estonia HIC Europe & Central Asia2020 August 19 https://www.ituudised.ee/uudised/2020/08/19/ria-hoiatab-ohtliku-ja-salakavala-pahavara-eest-nakatumisi-on-transpordis-ja-tervishoius0

South KoreaHIC East Asia & Pacific2020 December 30 http://newspim.com/news/view/202012300002190

Israel HIC Middle East & North Africa2020 October 5 https://www.calcalist.co.il/internet/articles/0,7340,L-3854291,00.html0

Turkey UMC Europe & Central Asia2020 June 10 https://www.webtekno.com/turk-hacker-mit-irkcilik-h94501.html0

Indonesia LMC East Asia & Pacific2020 October 17 https://palembang.tribunnews.com/2020/10/17/sudah-dua-kali-diretas-tim-it-sebut-website-pemkab-muratara-sangat-mudah-dibobol-hacker0

Ecuador UMC Latin America & Caribbean2020 November 12 https://www.eluniverso.com/noticias/2020/11/11/nota/8044903/carlos-pareja-cordero-lavado-activos-corte-florida0

Sweden HIC Europe & Central Asia2020 December 28 https://www.skovdenyheter.se/artikel/hon-frikandes-av-tingsratten-nu-doms-skovdekvinna-for-dataintrang-i-hovratten0

Bulgaria UMC Europe & Central Asia2019 July 17 https://btvnovinite.bg/bulgaria/arest-i-obvinenie-zaradi-bezprecedentnata-kiberataka.html0

NetherlandsHIC Europe & Central Asia2019 January 3 https://www.techzine.nl/nieuws/416167/nieuwe-variant-mirai-malware-misbruikt-zwakke-wachtwoorden-iot-apparaten.html0

South KoreaHIC East Asia & Pacific2019 September 26 http://ilyo.co.kr/?ac=article_view&entry_id=3485730

Vietnam LMC East Asia & Pacific2019 September 25 https://ictnews.vn/cntt/chinh-phu-dien-tu/mang-cntt-trong-yeu-cua-co-quan-dang-nha-nuoc-tro-thanh-muc-tieu-tan-cong-mang-190938.ict0

South KoreaHIC East Asia & Pacific2019 October 2 http://www.viva100.com/main/view.php?key=201910020100005650

Poland HIC Europe & Central Asia2020 July 7 https://www.komputerswiat.pl/aktualnosci/bezpieczenstwo/po-polskiej-sieci-krazy-nowe-oszustwo-hakerzy-wykorzystuja-wybory-prezydenckie/lwqsrt90

South KoreaHIC East Asia & Pacific2017 December 25 http://www.ytn.co.kr/_ln/0103_2017122522283099330

South KoreaHIC East Asia & Pacific2017 August 3 http://ilyo.co.kr/?ac=article_view&entry_id=2620280

Denmark HIC Europe & Central Asia2019 October 17 https://www.computerworld.dk/art/249306/hackerangreb-mod-demant-kraevede-ny-organisation-paa-fire-timer0

Germany HIC Europe & Central Asia2018 July 3 https://www.netzwelt.de/betrugswarnungen/165757-netflix-your-netflix-membership-is-on-hold-phishing.html0

Italy HIC Europe & Central Asia2018 September 6 http://www.lastampa.it/2018/09/06/tecnologia/a-scuola-di-sicurezza-due-hacker-russi-prendono-di-mira-i-bancomat-1K6Ybqr35JdHKOOE6EU8wO/pagina.html0

Japan HIC East Asia & Pacific2017 March 29 http://www.etnews.com/201703290002890

Paraguay UMC Latin America & Caribbean2017 July 12 http://www.lanacion.com.py/politica/2017/07/12/afara-victima-de-ataque-cibernetico/0

Argentina UMC Latin America & Caribbean2017 October 1 http://www.ambito.com/898950-denuncian-que-moreno-ocampo-tiene-cuentas-off-shore-y-el-exfiscal-habla-de-un-hackeo0

China UMC East Asia & Pacific2017 August 2 http://politics.caijing.com.cn/20170802/4310468.shtml0

Argentina UMC Latin America & Caribbean2017 October 31 http://www.rosario3.com/noticias/Nuevo-intento-de-pishing-para-usuarios-de-Banelco-20171030-0078.html0



Germany HIC Europe & Central Asia2017 December 29 http://www.crn.de/security/artikel-115775.html0

Serbia UMC Europe & Central Asia2017 May 6 http://www.srna.rs/novosti/495132/hakeri-objavili-dokumente-makronove-stranke.htm0

United StatesHIC North America 2021 March 30 https://www.gainesville.com/story/news/local/2021/03/29/officials-investigate-possible-data-breach-computer-system-school-meal-programs/7050185002/0

Pakistan LMC South Asia 2022 July 4 https://www.dawn.com/news/1698028/landowners-in-distress-after-software-hacking-in-punjab0

Australia HIC East Asia & Pacific2021 May 18 https://www.itwire.com/security/android-malware-flubot-takes-control-of-entire-device-eset.html0

Australia HIC East Asia & Pacific2021 May 23 https://www.itnews.com.au/news/toshiba-unit-hacked-by-darkside-5646030

United StatesHIC North America 2021 June 16 https://www.allaccess.com/net-news/archive/story/208457/cox-media-group-still-dealing-with-digital-issues-0

United StatesHIC North America 2022 July 12 https://www.jdsupra.com/legalnews/charlotte-radiology-urges-patients-to-6101122/0

Australia HIC East Asia & Pacific2021 May 31 https://superreview.moneymanagement.com.au/news/people-products/phishing-attacks-biggest-cybersecurity-threat0

BangladeshLMC South Asia 2022 October 16 https://www.weeklyblitz.net/news/cyberterrorist-saquib-tito-nexus-hacks-somoy-tv-sites/0

United StatesHIC North America 2022 April 29 https://www.nextgov.com/cybersecurity/2022/04/cisa-adds-new-russian-malware-cyber-advisory/366268/0

Malaysia UMC East Asia & Pacific2022 May 25 https://www.thestar.com.my/tech/tech-news/2022/05/25/sg-fashion-brand-fined-s24000-over-2019-data-breach-involving-over-5500-customers0

United StatesHIC North America 2021 August 5 https://healthitsecurity.com/news/third-party-health-data-breach-hits-pennsylvania-health-network0

United StatesHIC North America 2022 September 16 https://patch.com/new-york/sachem/threat-actor-claimed-responsibility-hack-dark-web-suffolk0

Norway HIC Europe & Central Asia2022 February 8 https://www.newsinenglish.no/2022/01/28/hackers-tried-to-attack-nobel-prizes/0

United KingdomHIC Europe & Central Asia2022 September 26 https://www.computerweekly.com/news/252525366/How-Russian-intelligence-hacked-the-encrypted-emails-of-former-MI6-boss-Richard-Dearlove0

Nigeria LMC Sub-Saharan Africa2022 November 23 https://dailypost.ng/2022/11/23/ncc-warns-nigerians-over-new-ways-hackers-attack-messaging-app-telegram/0

United StatesHIC North America 2022 April 8 https://www.scmagazine.com/news/email-security/microsoft-sinkholes-gru-phishing-sites-targeting-ukraine-us0

Canada HIC North America 2019 March 12 https://globalnews.ca/news/5045899/container-world-hack/0

Australia HIC East Asia & Pacific2020 May 7 https://www.qt.com.au/news/chinese-hackers-attack-australia-using-invisible-t/4011212/0

Canada HIC North America 2020 October 2 https://leaderpost.com/technology/tech-news/blackbaud-stays-mum-about-ransomware-attack-that-exposed-personal-information-of-canadians0

United StatesHIC North America 2019 September 6 https://www.kmmo.com/2019/09/06/saline-commissioner-says-computers-are-mostly-back-to-normal-after-ransomware-attack-on-midwest-computech/0

United StatesHIC North America 2019 September 23 https://www.bankinfosecurity.com/bulgarian-man-sentenced-for-massive-phishing-scheme-a-131350

Canada HIC North America 2019 October 4 https://www.newswire.ca/news-releases/media-advisory-westjet-warns-public-of-phishing-email-scam-825104364.html0

United Arab EmiratesHIC Middle East & North Africa2019 November 1 https://www.khaleejtimes.com/editorials-columns/spyware-on-indian-smart-phones-gives-the-game-away0

United StatesHIC North America 2019 December 9 https://www.govtech.com/public-safety/Southern-California-Water-District-Grapples-With-Data-Breach.html0

United StatesHIC North America 2017 March 17 http://www.kcrg.com/content/news/Eastern-Iowans-experience-tax-fraud-after-data-breach--416393623.html0

United StatesHIC North America 2017 May 11 http://cjonline.com/news/state-government/2017-05-11/department-commerce-assistance-data-breach-victims-exceeds-state-s0

United KingdomHIC Europe & Central Asia2017 July 18 https://www.theregister.co.uk/2017/07/18/coindash_hack/0

India LMC South Asia 2017 July 26 http://indianexpress.com/article/cities/delhi/doctors-refusing-to-talk-police-to-seek-court-nod-for-lie-detector-test-4767280/0

United StatesHIC North America 2017 August 2 http://nbc25news.com/news/local/genesee-county-clerk-says-he-was-hacked-by-russians0

Canada HIC North America 2017 October 5 http://www.cbc.ca/news/canada/north/privacy-commissioner-annual-report-nwt-1.43311010

United StatesHIC North America 2017 December 23 http://fortune.com/2017/12/23/bitcoin-price-btc-north-korea-ransomware-wannacry-experian-data-breach/0

Zimbabwe LMC Sub-Saharan Africa2017 June 28 http://www.techzim.co.zw/2017/06/hacker-harare-institute-technology-website-responds-demands-not-met/0

United StatesHIC North America 2017 June 29 http://www.columbian.com/news/2017/jun/28/vancouver-firm-offers-aid-for-malware-attack/0

South AfricaUMC Sub-Saharan Africa2017 August 31 https://www.iol.co.za/news/world/leaders-ordered-hacking-on-google-9509210

United StatesHIC North America 2017 March 3 http://www.kansascity.com/news/politics-government/article136109138.html0

United StatesHIC North America 2022 August 4 https://businessrecord.com/Content/HR-Education/HR-Education/Article/Leaked-image-shows-ransomware-attack-hit-Linn-Mar-School-District/165/799/98215[3739626, 3739580, 3739581]['Leaked image shows ransomware attack hit Linn - Mar School District', 'Leaked image shows ransomware attack hit Iowa school district', 'Leaked image shows ransomware attack on Iowa school district']2

Germany HIC Europe & Central Asia2019 June 17 https://www.netzwelt.de/betrugswarnungen/161850-whatsapp-phishing-warnung-gefaehrlichen-spam-mails.html[4532983, 4532927, 4532928, 4536518]['Phishing - Mails pretend subscription - end at Whatsapp', 'Phishing emails pretend the end of WhatsApp subscription', 'WhatsApp: Phishing - Mails request private data - Warning', 'WhatsApp - Phishing: Warning of dangerous spam - e-mails']3

United StatesHIC North America 2017 September 27 http://wnct.com/2017/09/27/screen-repair-scam-could-invite-hackers-into-your-phone/0

Canada HIC North America 2018 October 29 https://www.hilltimes.com/2018/10/29/recent-brush-hacking-cpc-mp-kent-says-needs-done-cyber-security/1737580

Lebanon UMC Middle East & North Africa2018 August 28 http://nna-leb.gov.lb/en/show-news/94635/Accusatory-Authority-endorses-arrest-of-hacker-of-governmental-websites0

United StatesHIC North America 2018 September 18 https://www.theepochtimes.com/ba-apologizes-after-380000-customers-hit-in-cyber-attack_2656595.html0

Japan HIC East Asia & Pacific2020 February 17 https://www.zdnet.com/article/new-lokibot-trojan-malware-campaign-comes-disguised-as-a-popular-game-launcher/0

United StatesHIC North America 2020 March 6 https://www.accountingtoday.com/news/turbotax-phishing-scam-with-excel-attachment-makes-the-rounds0

Malta HIC Middle East & North Africa2020 April 8 https://timesofmalta.com/articles/view/judicial-protest-filed-over-massive-data-breach.7843070

North KoreaLIC East Asia & Pacific2021 January 7 https://www.nknews.org/pro/north-korean-hacking-group-weaponized-ms-word-document-in-spear-phishing-attack/0

United KingdomHIC Europe & Central Asia2020 April 23 https://www.computerweekly.com/news/252482083/Ransomware-stricken-Travelex-up-for-sale0

Nigeria LMC Sub-Saharan Africa2021 December 16 http://nigeriastandardnewspaper.com/ng/shocker-nigerian-man-bamidele-muraina-other-accomplice-sentenced-for-hacking-into-washingtons-employment-security-department-received-2-6million-unlawfully-from-irs-within-two-years/0

India LMC South Asia 2020 November 7 https://www.aninews.in/news/national/general-news/parliamentary-panel-seeks-info-from-app-companies-on-data-breach-check-protocols20201107095928/0

India LMC South Asia 2021 August 9 https://www.thehindu.com/news/cities/bangalore/ed-attaches-bank-accounts-of-nagpur-up-firms-which-received-fund-transfers-from-hacker/article35819597.ece0

United StatesHIC North America 2021 September 7 https://www.wkyc.com/article/tech/firstenergy-temporarily-disables-millions-customer-accounts-after-hacking/95-24c69f9c-cd12-48c3-bbce-ea54d79821380

United StatesHIC North America 2021 October 6 https://searchsecurity.techtarget.com/news/252507768/Iranian-hackers-abusing-Dropbox-in-cyberespionage-campaign0

United StatesHIC North America 2021 March 11 https://www.law360.com/articles/1363597/proposed-class-asks-ga-biz-court-to-take-data-breach-suit0

United StatesHIC North America 2021 October 20 https://breakingdefense.com/2021/10/colonial-pipeline-hack-shows-peril-of-ignoring-military-cyber-vulnerabilities-kendall/0



France HIC Europe & Central Asia2021 November 8 https://www.20minutes.fr/high-tech/3163835-20211103-151-applications-android-causent-des-surfacturations-a-leurs-victimes0

Russia UMC Europe & Central Asia2022 August 13 https://www.securitylab.ru/news/533237.php0

Russia UMC Europe & Central Asia2022 July 1 https://www.securitylab.ru/blog/company/securityinform/352220.php0

Spain HIC Europe & Central Asia2022 February 28 https://www.periodistadigital.com/politica/gobierno/20220228/hackeo-deja-semidesnudo-ministerio-defensa-noticia-689404609980/0

Hungary HIC Europe & Central Asia2022 March 26 https://www.blikk.hu/aktualis/penz/mkb-budapest-bank-fuzio-leallas-adathalasz/9myq3z00

Russia UMC Europe & Central Asia2022 September 26 https://lenta.ru/news/2022/09/26/radio/ 0

Russia UMC Europe & Central Asia2022 April 6 https://www.kommersant.ru/doc/5294972 0

Argentina UMC Latin America & Caribbean2022 December 6 https://www.diariopopular.com.ar/politica/indec-hackearon-los-servidores-y-se-cayo-la-pagina-n6810650

South KoreaHIC East Asia & Pacific2022 April 16 https://zdnet.co.kr/view/?no=202204161126590

United StatesHIC North America 2017 March 31 http://www.prurgent.com/2017-03-30/pressrelease424893.htm[334089, 1152035, 348062, 358120]['In Wake of Hacking Attacks , Cyber Security Keynote Speaker to Share Risk Management Best Practices with CEOs , Directors and Investors in Singapore , London and New York City', 'Cyber \u200b\u200brisk policies, booming against cyber attacks', 'MARKET REPORT : Hacker threats boost cyber security firm', 'The Ministry of Public Security proposes measures to prevent hackers from invading national cyberspace']3

Indonesia LMC East Asia & Pacific2022 December 8 https://www.tribunnews.com/regional/2022/12/08/buka-pesan-dari-akun-tak-dikenal-medsos-kpu-bali-diretas0

Japan HIC East Asia & Pacific2022 October 13 https://www.sponichi.co.jp/entertainment/news/2022/10/13/kiji/20221013s00041000289000c.html0

France HIC Europe & Central Asia2022 October 26 https://www.bienpublic.com/faits-divers-justice/2022/10/26/sms-et-appels-frauduleux-concernant-netflix-l-arnaque-au-phishing-a-failli-fonctionner-chez-un-journaliste-du-progres-a-lons-le-saunier0

South KoreaHIC East Asia & Pacific2021 August 22 http://news.kmib.co.kr/article/view.asp?arcid=0016190874&code=61121111&sid1=soc0

South KoreaHIC East Asia & Pacific2021 March 10 https://www.yna.co.kr/view/AKR202103100476000600

Spain HIC Europe & Central Asia2021 January 18 https://www.ideal.es/sociedad/alerta-seguridad-phishing-correo-electronico-20210118102211-nt.html0

Bahrain HIC Middle East & North Africa2021 May 31 https://www.alayam.com/online/international/909622/News.html0

Russia UMC Europe & Central Asia2021 April 14 https://regnum.ru/news/3242630.html 0

Ukraine LMC Europe & Central Asia2021 September 17 http://internetua.com/v-pervom-polugodii-kolicsestvo-kiberatak-uvelicsilos-v-1-5-raza0

Hungary HIC Europe & Central Asia2021 October 12 https://adozona.hu/altalanos/Adathalaszat_a_Magyar_Posta_nevevel_elnek_v_UV9M4P0

South KoreaHIC East Asia & Pacific2021 July 26 https://news.joins.com/article/24114450 0

Austria HIC Europe & Central Asia2020 December 1 https://www.pressetext.com/news/schadprogramm-icerat-hat-es-auf-nutzerpasswoerter-und-illegales-coin-mining-abgesehen.html0

South KoreaHIC East Asia & Pacific2020 April 7 https://biz.insight.co.kr/news/277792 0

Indonesia LMC East Asia & Pacific2020 April 20 https://republika.co.id/berita/q93a8h1817000/akibat-wfh-tingkat-peretasan-meningkat-hingga-4x-lipat0

Poland HIC Europe & Central Asia2020 April 28 https://www.komputerswiat.pl/aktualnosci/bezpieczenstwo/klienci-dwoch-polskich-bankow-celem-nowego-ataku-hakerzy-chca-was-okrasc-z-pieniedzy/927d0p00

Egypt LMC Middle East & North Africa2020 August 16 https://www.elwatannews.com/news/details/49547240

Thailand UMC East Asia & Pacific2020 September 23 https://pantip.com/topic/40217479 0

Austria HIC Europe & Central Asia2020 January 15 https://www.vol.at/ak-warnt-vor-phishing-mails-von-gefaelschtem-amazon-absender/64868270

BangladeshLMC South Asia 2020 February 15 http://www.dainikamadershomoy.com/post/2417540

Russia UMC Europe & Central Asia2020 October 11 https://iz.ru/1071698/anastasiia-gavriliuk/s-obrazom-i-podobiem-44-krupnogo-biznesa-dopuskaet-rassylku-fishinga0

Indonesia LMC East Asia & Pacific2020 July 13 https://www.cnnindonesia.com/internasional/20200713134002-134-524022/fbi-tangkap-wn-nigeria-sindikat-peretas-kerap-pamer-di-medsos0

United StatesHIC North America 2020 March 24 https://www.estrategiaynegocios.net/tecnologia/1366684-330/detectan-campa%C3%B1a-de-phishing-que-pide-donaciones-por-pandemia0

Bulgaria UMC Europe & Central Asia2020 March 3 https://www.actualno.com/world/hakeri-meseci-nared-sa-tochili-danni-ot-ofisa-na-cheshkija-prezident-news_1438841.html0

China UMC East Asia & Pacific2022 September 27 https://military.china.com/news/13004177/20220927/43514874.html[3815154, 3811137, 3815595, 3796172, 3804777, 3804328, 3814578, 3811273, 3815058, 4060951, 3814057, 3803758, 4060959, 4060953, 3811152, 3811150, 4060947, 3804788, 3814581, 4060956, 3804349, 3811153, 3804780, 4060949, 4060955, 3811149, 4060948, 4060944, 3812918, 3812971, 4060957, 3814834, 3811784, 4060946, 3806465, 3814505]['China accuses the US of a cyber attack on a Chinese university', 'Another plot of US cyber attack on Xigong University exposed, sending user information of sensitive Chinese personnel back to the US – yqqlm', 'New LOWZERO backdoor deployed by Chinese APT hackers', 'Chinese hacking group targets government officials in several countries', 'Chinese Spies Hit Tibetan Media , Government Targets With Malware', "Global Times: US NSA hacked into China's telecommunications networks", 'China blasts U . S . for cyber attacks on Chinese university', 'China accuses US of hacking into its space and aeronautics research university', 'China Blasts U . S . For Cyber Attacks On Chinese University', "During the US cyber attack on Northwestern Polytechnical University, the penetration control of China's telecommunications infrastructure_Financial Commentary ( cjpl ) Stock Bar _ Oriental Fortune Internet Stock Bar", 'China Says U . S . Hacked University With  Drinking Tea  Cyber - Sniffing Weapon', 'Suspected Chinese Hackers T35

Israel HIC Middle East & North Africa2019 January 23 https://www.calcalist.co.il/internet/articles/0,7340,L-3754829,00.html0

Dominican RepublicUMC Latin America & Caribbean2019 August 7 https://elnacional.com.do/policia-nacional-tiene-perfiles-hackers-amenazaron-a-medina/0

SwitzerlandHIC Europe & Central Asia2019 March 7 https://www.rsi.ch/news/ticino-e-grigioni-e-insubria/Hackerati-anche-in-Ticino-11512412.html0

Ukraine LMC Europe & Central Asia2019 October 29 https://bin.ua/news/interesting/it/241782-skrytye-majnery-stali-liderami-sredi-vredonosov.html0

Russia UMC Europe & Central Asia2019 October 10 https://www.nsk.kp.ru/daily/27040.4/4105116/0

Hungary HIC Europe & Central Asia2019 July 29 https://24.hu/tech/2019/07/29/adathalasz-tamadas-phishing-szolgaltato-upc-telekom-digi-nyeremenyjatek/0

Russia UMC Europe & Central Asia2019 October 7 https://www.popmech.ru/weapon/news-511482-samolety-budushchego-opovestyat-pilota-o-kiberatake/0

Indonesia LMC East Asia & Pacific2019 October 2 https://jogjapolitan.harianjogja.com/read/2019/10/02/510/1020589/situs-resmi-dprd-kota-jogja-diretas-begini-tampilannya0

Mexico UMC Latin America & Caribbean2019 January 5 http://www.pulsopolitico.com.mx/2019/01/reportan-hackeo-cadena-hoteles/0

Ukraine LMC Europe & Central Asia2019 February 17 http://rusjev.net/2019/02/17/kompyutnyie-sistemyi-aeroportov-izrailya-otrazhayut-do-3-mln-popyitok-vzloma-v-den/0

Bulgaria UMC Europe & Central Asia2019 May 29 http://computerworld.bg/167822506__mon_sprya_dostapa_do_studentski_praktiki_zaradi_hakerski_probiv0

South KoreaHIC East Asia & Pacific2019 December 15 https://www.insight.co.kr/news/259226 0

Ecuador UMC Latin America & Caribbean2019 September 17 https://www.ecuavisa.com/articulo/noticias/actualidad/529191-allanan-vivienda-quito-caso-filtracion-datos0

Israel HIC Middle East & North Africa2021 September 21 https://www.mako.co.il/nexter-news/Article-81b6a00895dfb71026.htm?sCh=3d385dd2dd5d4110&pId=7573327710

South KoreaHIC East Asia & Pacific2018 January 28 http://biz.chosun.com/site/data/html_dir/2018/01/28/2018012800286.html0

Ecuador UMC Latin America & Caribbean2018 December 12 https://www.larepublica.ec/blog/vida-estilo/2018/12/12/rusia-registro-ataques-ciberneticos-de-otro-pais-durante-elecciones-de-2018/0

Denmark HIC Europe & Central Asia2018 May 8 https://www.tv2lorry.dk/artikel/formand-efter-hackerangreb-paa-bycyklen-sikkerheden-er-god-nok0

Slovenia HIC Europe & Central Asia2018 July 23 https://www.racunalniske-novice.com/novice/sporocila-za-javnost/nepridipravi-s-kriptovalutami-zasluzili-10-milijonov-dolarjev.html0

Israel HIC Middle East & North Africa2017 August 22 http://www.inn.co.il/News/News.aspx/3535550

France HIC Europe & Central Asia2017 August 10 http://bfmbusiness.bfmtv.com/hightech/des-hackers-s-attaquent-a-pernod-ricard-1233683.html0

Hungary HIC Europe & Central Asia2017 July 29 http://hirtv.hu/ahirtvhirei/a-fovaros-kaoszkeltest-sejt-a-18-eves-hacker-csak-a-kezdet-volt-14003570



South KoreaHIC East Asia & Pacific2017 March 15 http://www.zdnet.co.kr/news/news_view.asp?artice_id=201703150828360

China UMC East Asia & Pacific2017 June 9 http://finance.eastmoney.com/news/1355,20170609745463036.html0

Argentina UMC Latin America & Caribbean2017 May 25 http://www.taringa.net/posts/economia-negocios/19891636/CeroDay-Hacking-a-la-criptodivisa-del-BTC-24052017.html0

Iraq UMC Middle East & North Africa2017 January 22 http://iraqakhbar.com/iraq-news/83840.html0

Ukraine LMC Europe & Central Asia2017 January 23 http://rian.com.ua/analytics/20170123/1020750384.html0

Denmark HIC Europe & Central Asia2017 January 25 http://finans.dk/live/it/ECE9315890/betalingsfirma-faar-boede-paa-fire-milliarder-kroner-har-ladet-betalingskanaler-staa-pivaabne-for-hackere/0

United StatesHIC North America 2021 March 31 https://healthitsecurity.com/news/attackers-target-medical-research-staff-with-credential-phishing-attacks0

United StatesHIC North America 2021 April 6 https://www.bankinfosecurity.com/ransomware-cleanup-costs-scottish-agency-11-million-a-163440

United StatesHIC North America 2021 May 12 https://www.govtech.com/security/fbi-leads-probe-as-cyber-attack-cripples-university-computers0

United StatesHIC North America 2021 May 26 https://www.jdsupra.com/legalnews/data-breach-class-actions-m-d-fla-3856445/0

Ireland HIC Europe & Central Asia2021 June 28 https://www.irishexaminer.com/news/courtandcrime/arid-40324508.html0

United StatesHIC North America 2022 July 13 https://www.insurancebusinessmag.com/us/news/cyber/mga-sounds-alarm-on-bazarcall-ransomware-attack-412935.aspx0

Australia HIC East Asia & Pacific2022 August 11 https://www.smh.com.au/national/nsw/phishing-fraudsters-used-sim-box-to-fleece-hundreds-of-victims-police-allege-20220811-p5b8xv.html0

United StatesHIC North America 2022 July 18 https://www.jdsupra.com/legalnews/lawson-products-inc-reports-data-breach-8623857/0

China UMC East Asia & Pacific2021 July 23 https://cointelegraph.com/news/pro-trump-magacoin-crypto-launch-marred-by-website-data-breach0

Finland HIC Europe & Central Asia2021 January 11 https://yle.fi/uutiset/osasto/news/staffing_firm_target_of_cyber_attack/117315040

Germany HIC Europe & Central Asia2022 January 19 https://www.finanznachrichten.de/nachrichten-2022-01/55016935-correcting-and-replacing-graphic-new-outseer-fraud-payments-report-shows-giant-increase-in-brand-abuse-cyber-attacks-jumping-274-year-over-year-004.htm0

United StatesHIC North America 2022 April 11 https://www.satellitetoday.com/cybersecurity/2022/04/11/experts-say-viasat-cyber-attacks-exposed-ground-terminal-satellite-supply-chain-vulnerabilities/0

South AfricaUMC Sub-Saharan Africa2022 December 1 https://www.iol.co.za/news/south-africa/north-west/cyber-criminals-exploit-twitters-new-verification-subscription-service-4cde4095-5a80-423e-9bb8-160f178f97ed0

United StatesHIC North America 2022 November 16 https://www.jdsupra.com/legalnews/work-health-solutions-reports-data-3873476/0

United StatesHIC North America 2022 December 5 https://www.scmagazine.com/analysis/breach/commonspirit-confirms-network-accessed-a-week-before-ransomware-attack0

PhilippinesLMC East Asia & Pacific2022 December 22 https://mb.com.ph/2022/12/22/alarming-email-gap-exploited-by-state-sponsored-hackers/0

PhilippinesLMC East Asia & Pacific2022 December 28 https://www.cnnphilippines.com:443/business/2022/12/28/408-000-DITO-subscribers-successfully-register.html0

United KingdomHIC Europe & Central Asia2022 July 12 https://www.computerweekly.com/news/252522615/MaliBot-Android-malware-spreading-fast-says-Check-Point0

United StatesHIC North America 2021 April 3 https://wkow.com/2021/04/02/uw-leaders-it-system-needs-upgrade-after-campus-research-targeted-by-hackers/0

United StatesHIC North America 2020 March 10 https://www.law360.com/banking/articles/1252001/capital-one-investors-fight-to-save-suit-over-data-breach0

United StatesHIC North America 2020 June 10 https://www.timesunion.com/business/article/BST-sued-by-Community-Care-customers-over-cyber-15330030.php0

United StatesHIC North America 2020 December 15 https://www.ourmidland.com/news/article/Following-hacking-Midland-County-OKs-new-website-15803283.php0

United KingdomHIC Europe & Central Asia2019 August 5 https://www.cbronline.com/news/ddos-threat-vectors0

Australia HIC East Asia & Pacific2019 July 29 https://www.cso.com.au/article/664730/critical-vxworks-flaws-expose-millions-devices-hacking/0

United KingdomHIC Europe & Central Asia2019 February 18 https://www.moneymarketing.co.uk/unbiased-investigates-fake-email-scam/0

United StatesHIC North America 2019 February 19 https://www.beckersasc.com/anesthesia/this-person-didn-t-follow-the-rules-how-kansas-city-s-largest-anesthesia-group-is-handling-a-data-breach.html0

Malaysia UMC East Asia & Pacific2019 February 22 https://www.lowyat.net/2019/178619/senheng-and-senq-sites-possibly-hacked-infected-with-information-stealing-malware/0

United Arab EmiratesHIC Middle East & North Africa2019 September 4 https://www.thenational.ae/business/technology/hackers-selling-stolen-personal-details-for-less-than-dh200-1.9062780

Hong Kong 2019 October 17 http://www.thestandard.com.hk/section-news.php?id=2126940

United StatesHIC North America 2019 January 9 https://healthitsecurity.com/news/third-party-vendor-phishing-attack-breaches-31000-patient-records0

United StatesHIC North America 2021 August 25 https://www.techtimes.com/articles/264529/20210824/5g-fastest-carrier-award-goes-t-mobile-2021-data-breach.htm0

United KingdomHIC Europe & Central Asia2017 January 2 http://www.dailymail.co.uk/news/article-4082004/Britain-s-cyber-warriors-stop-two-hacks-day-Russia-North-Korea-Iran-target-computer-systems.html0

United StatesHIC North America 2017 January 2 https://www.news-journal.com/news/2017/jan/01/tech-support-scams-persist-in-area-as-hackers-tric/0

Singapore HIC East Asia & Pacific2017 January 26 http://digital.asiaone.com/digital/news/hacking-attack-canada-bears-signs-chinese-army-unit-expert0

India LMC South Asia 2017 March 6 http://www.huffingtonpost.in/2017/03/06/hackers-have-stolen-over-40-lakhs-from-odishas-atm/0

United StatesHIC North America 2017 April 3 http://wvmetronews.com/2017/04/02/no-new-reports-of-identity-theft-following-wvu-medicine-university-healthcare-data-breach/0

United StatesHIC North America 2017 April 20 http://legalnewsline.com/stories/511105801-eddie-bauer-spokesman-says-company-will-fight-data-breach-suit-filed-by-credit-company0

United KingdomHIC Europe & Central Asia2017 July 14 http://www.chroniclelive.co.uk/business/business-news/cyber-attack-targets-ramsdens-34000-133307270

United StatesHIC North America 2017 July 6 https://www.fbi.gov/news/stories/telecom-hacking-scheme0

United StatesHIC North America 2017 November 13 https://healthitsecurity.com/news/carefirst-data-breach-case-moves-to-us-supreme-court0

United StatesHIC North America 2017 November 8 https://www.crowdfundinsider.com/2017/11/124308-hampered-cyber-attack-electroneum-hit-snark-following-40-million-ico/0

United StatesHIC North America 2017 October 3 http://wccftech.com/hackers-exploit-wordpress-zero-day/0

United StatesHIC North America 2017 September 8 http://www.zdnet.com/article/security-firm-mandiant-said-to-be-helping-equifax-in-hack-aftermath/0

United StatesHIC North America 2018 February 21 https://siliconangle.com/blog/2018/02/20/japanese-cryptocurrency-exchanges-form-new-body-response-coincheck-hack/0

United StatesHIC North America 2017 September 27 https://betanews.com/2017/09/27/phishing-attacks-down-targets-up/0

India LMC South Asia 2020 September 8 https://www.business-standard.com/article/technology/143-million-windows-malware-hit-consumer-smart-devices-in-q2-report-120090800272_1.html[2688736, 4255253, 2688737, 2688739]['143 million Windows malware hit consumer smart devices in Q2 : Report', '143 million Malware detected in the April - June quarter , report says', '143mn Windows malware hit consumer smart devices in Q2 : Report', 'Over 143 million Windows malware detected in Q2 : Quick Heal Technologies']3

United StatesHIC North America 2018 March 26 http://www.wapt.com/article/mississippi-health-officials-warn-of-possible-data-breach/196002850

Ireland HIC Europe & Central Asia2018 May 3 http://9thlevel.ie/2011/09/25/online-hacker-continues-to-punish-trinity/0

United StatesHIC North America 2018 July 10 http://www.darkreading.com/attacks-breaches/cloud-storage-the-new-favorite-target-of-phishing-attacks/d/d-id/1328078?piddl_msgid=3319270



United StatesHIC North America 2018 July 24 http://www.piercecountyherald.com/news/crime-and-courts/2681492-minnesota-news-roundup-first-step-target-data-breach-lawsuit0

United StatesHIC North America 2018 November 14 https://www.scmagazine.com/home/security-news/suspected-temp-periscope-phishing-campaign-adopts-russian-apt-techniques/0

United KingdomHIC Europe & Central Asia2018 September 21 https://www.itproportal.com/news/uk-company-emails-being-hijacked-for-phishing/0

BangladeshLMC South Asia 2018 September 27 https://en.prothomalo.com/bangladesh/news/184070/Jobseeking-hackers-sent-emails-to-BB-officials0

United KingdomHIC Europe & Central Asia2020 May 15 https://www.infosecurity-magazine.com/news/norways-wealth-fund-loses-10m-in/0

Russia UMC Europe & Central Asia2020 February 12 https://www.securityweek.com/kbot-malware-shows-viruses-are-not-extinct0

India LMC South Asia 2020 July 25 https://www.thenewsminute.com/article/chennai-hyderabad-record-most-malware-infections-among-tier-1-cities-q1-report-1294160

China UMC East Asia & Pacific2020 February 25 https://www.gizchina.com/2020/02/25/these-2-malware-has-contaminated-12-android-applications-uninstall-them-now/0

United StatesHIC North America 2020 July 6 https://www.govtech.com/security/Texas-County-Sheriffs-Office-Suffers-Ransomware-Attack.html0

Canada HIC North America 2020 August 5 https://winnipeg.ctvnews.ca/be-wary-of-suspicious-messages-heart-and-stroke-foundation-warns-following-data-breach-1.50523830

PhilippinesLMC East Asia & Pacific2021 December 19 https://newsinfo.inquirer.net/1529750/hackers-face-charges-of-economic-sabotage0

Canada HIC North America 2020 November 18 https://atlantic.ctvnews.ca/saint-john-officials-confirms-cyber-attack-was-ransomware-1.51937280

United KingdomHIC Europe & Central Asia2020 December 6 https://www.manchestereveningnews.co.uk/news/greater-manchester-news/how-gangland-suspects-exposed-hacking-192918380

United StatesHIC North America 2021 February 26 https://www.mondaq.com/turkey/data-protection/1040546/personal-data-protection-board-rendered-a-decision-numbered-2020787-on-the-data-breach-notification-of-a-company-operating-in-the-healthcare-sector0

India LMC South Asia 2021 November 1 https://www.thehindu.com/news/cities/Delhi/foreign-national-held-for-running-phone-hacking-syndicate/article37294910.ece0

United StatesHIC North America 2022 June 1 https://www.estrategiaynegocios.net/lasclavesdeldia/costa-rica-hospitales-de-ccss-usan-expedientes-medicos-de-papel-tras-hackeo-DA84246120

South KoreaHIC East Asia & Pacific2021 November 8 http://www.koreaherald.com/view.php?ud=202111080007800

United StatesHIC North America 2022 July 29 https://www.telemundodenver.com/tag/hackeo-a-empacadoras-de-carne/0

Finland HIC Europe & Central Asia2022 January 9 https://www.kauppalehti.fi/uutiset/vakoilijaohjelma-urkkii-selaimeen-tallennetut-salasanat-uhkaa-erityisesti-yritysten-tietoturvaa/6c1db07d-39e9-4aef-aa3c-e991e2a5dd7a0

Russia UMC Europe & Central Asia2022 February 26 https://www.newsler.ru/media/2022/02/27/mincifry-hakery-atakuyut-portal-gosuslug0

South KoreaHIC East Asia & Pacific2022 October 4 http://www.koreatimes.com/article/20221003/14351810

Belgium HIC Europe & Central Asia2021 January 5 https://datanews.levif.be/ict/actualite/l-agence-de-consultance-belge-finalyse-resiste-a-une-attaque-au-rancongiciel/article-news-1376163.html0

Indonesia LMC East Asia & Pacific2021 November 12 https://www.cnnindonesia.com/teknologi/20211112103655-185-720162/5-sub-domain-situs-bppt-diretas-hacker-umumkan-di-twitter0

Armenia UMC Europe & Central Asia2021 January 11 http://lratvakan.com/news/939242.html 0

Italy HIC Europe & Central Asia2021 June 8 https://www.zazoom.it/2021-06-08/inaccessibili-diversi-siti-e-media-internazionali-sospetto-hackeraggio/8877457/0

Spain HIC Europe & Central Asia2021 March 21 https://www.larazon.es/economia/20210321/affdn7kehrbetnjgmbgri3opwi.html0

Tunisia LMC Middle East & North Africa2020 June 5 https://ar.webmanagercenter.com/2020/06/05/296077/%D9%88%D9%83%D8%A7%D9%84%D8%A9-%D8%A7%D9%84%D8%B3%D9%84%D8%A7%D9%85%D8%A9-%D8%A7%D9%84%D9%85%D8%B9%D9%84%D9%88%D9%85%D8%A7%D8%AA%D9%8A%D9%91%D8%A9-%D8%AA%D8%AD%D8%B0%D9%91%D8%B1-%D8%A7%D9%84%D8%B7/0

South KoreaHIC East Asia & Pacific2020 September 21 http://seoul.co.kr/news/newsView.php?id=202009220100020

India LMC South Asia 2020 January 26 https://maharashtratimes.indiatimes.com/maharashtra/mumbai-news/reservation-of-train-tickets-by-hacking/articleshow/73619390.cms0

Indonesia LMC East Asia & Pacific2019 January 7 https://www.jawapos.com/internasional/07/01/2019/banyak-akun-diretas-polisi-gerebek-rumah-remaja-19-tahun0

Argentina UMC Latin America & Caribbean2019 August 23 https://noticias.perfil.com/2019/08/23/lagorraleaks-como-fue-el-hackeo-a-las-fuerzas-de-seguridad/0

BangladeshLMC South Asia 2019 January 31 http://www.dailynayadiganta.com/economics/384763/0

Russia UMC Europe & Central Asia2019 October 22 https://www.rbc.ru/crypto/news/5daf1ee79a7947d35cabf0610

France HIC Europe & Central Asia2019 October 10 https://www.ouest-france.fr/economie/impots-fiscalite/impots/remboursement-d-impots-un-faux-site-internet-pirate-vos-donnees-personnelles-65579760

France HIC Europe & Central Asia2019 September 2 https://www.ledauphine.com/savoie/2019/09/02/savoie-le-site-internet-de-grand-lac-pirate0

United StatesHIC North America 2018 March 19 https://www.elvocero.com/gobierno/agencias/activado-el-fbi-por-hackeo-a-sistema-de-la-aee/article_4518ecf4-2b9c-11e8-822b-6bb80ec68e6e.html0

Hungary HIC Europe & Central Asia2018 November 5 http://www.itextreme.hu/2018/11/05/Zsarolovirus_-adathalaszat_-kriptocsalas:-minden-egy-helyen.htm0

Belarus UMC Europe & Central Asia2018 February 22 https://telegraf.by/2018/02/385058-v-chernovcah-dva-nelegala-vzlamivali-bankomati0

NetherlandsHIC Europe & Central Asia2018 November 20 http://www.gsmhelpdesk.nl/nieuws/16294/apple-verijdelde-in-juli-geraffineerde-vorm-van-phishing0

Denmark HIC Europe & Central Asia2017 October 26 https://www.computerworld.dk/art/241477/danske-bank-blokerer-for-millioner-af-phishing-mails-med-gratis-teknologi-vi-har-set-160-000-mails-stoppet-paa-en-dag0

South KoreaHIC East Asia & Pacific2017 April 12 http://news1.kr/articles/?2964620 0

Argentina UMC Latin America & Caribbean2017 April 20 http://www.tucumanoticias.com.ar/noticia/policiales/detuvieron-a-un-profugo-por-el-hackeo-de-los-35-milones-de-pesos-en-25-de-mayo-164307.html0

United StatesHIC North America 2017 June 9 https://japan.zdnet.com/article/35102480/0

Poland HIC Europe & Central Asia2017 February 27 http://www.fakt.pl/pieniadze/finanse/klienci-pko-bp-uwaga-na-wyludzenia-poufnych-danych-przez-facebooka/eknxnnq0

South KoreaHIC East Asia & Pacific2017 June 18 http://news.joins.com/article/21675969 0

Russia UMC Europe & Central Asia2017 July 3 https://pronedra.ru/business/2017/07/03/rabotosposobnosti-azs/0

Croatia HIC Europe & Central Asia2017 June 13 http://www.index.hr/vijesti/clanak/procurili-tajni-dokazi-o-ruskom-hakiranju-izvoru-prijeti-zatvor/976638.aspx0

Turkey UMC Europe & Central Asia2017 September 24 https://www.chip.com.tr/haber/tarihin-en-buyuk-2-veri-ihlali-gerceklesti_71789.html0

South KoreaHIC East Asia & Pacific2017 May 30 http://news.sbs.co.kr/news/endPage.do?news_id=N10042213720

France HIC Europe & Central Asia2017 July 21 http://www.leparisien.fr/paris-75017/paris-les-pirates-informatiques-des-distributeurs-de-billets-interpelles-21-07-2017-7149384.php0

Russia UMC Europe & Central Asia2017 December 10 http://gorodbryansk.info/2017/12/site-23/ 0

United StatesHIC North America 2021 November 18 https://www.prweb.com/releases/data_breach_notice_research_by_the_identity_theft_resource_center_shows_consumers_dont_act_after_a_data_theft/prweb18339173.htm0

India LMC South Asia 2021 November 25 https://www.thehindu.com/news/international/salvadoran-journalists-activists-report-spyware-alerts/article37676817.ece0

United StatesHIC North America 2021 April 17 https://www.justice.gov/opa/pr/high-level-organizer-notorious-hacking-group-sentenced-prison-scheme-compromised-tens0

United StatesHIC North America 2022 August 10 https://www.miragenews.com/second-man-charged-over-sms-phishing-scam-834936/0



United StatesHIC North America 2021 July 20 https://www.tmcnet.com/usubmit/2021/07/20/9413297.htm0

United StatesHIC North America 2022 September 14 https://news.yahoo.com/hillicon-valley-iranians-indicted-hacking-215421564.html0

United StatesHIC North America 2022 January 11 https://www.techdirt.com/articles/20211231/23340048211/meta-sues-firm-data-scraping-claims-that-signing-up-new-accounts-after-being-banned-is-equivalent-hacking.shtml0

United KingdomHIC Europe & Central Asia2022 September 6 https://www.itpro.co.uk/security/cyber-security/368972/microsoft-defender-causes-mass-confusion-after-legitimate-apps-trigger-ransomware-alerts0

South KoreaHIC East Asia & Pacific2022 April 25 https://english.chosun.com/site/data/html_dir/2022/04/25/2022042501085.html0

Pakistan LMC South Asia 2022 October 26 https://www.dawn.com/news/791963/australian-central-bank-computers-hacked0

Malaysia UMC East Asia & Pacific2022 May 18 https://soyacincau.com/2022/05/18/hamzah-alleged-data-breach-of-22-5-million-malaysians-didnt-come-from-jpn-national-registration-department/0

Canada HIC North America 2022 December 2 https://barrie.ctvnews.ca/russian-canadian-man-living-in-bradford-ont-fights-extradition-after-arrest-for-global-ransomware-attacks-1.61772980

United StatesHIC North America 2019 May 11 https://www.cpapracticeadvisor.com/home/news/21079576/malware-update-irs-grants-tax-filing-extensions-to-wolters-kluwer-cch-users0

Australia HIC East Asia & Pacific2019 April 24 https://www.cso.com.au/article/660367/gandcrab-attackers-exploit-recently-patched-confluence-vulnerability/0

United StatesHIC North America 2022 January 19 https://www.wmar2news.com/news/local-news/maryland-health-department-data-breach-still-causing-issues-for-healthcare-workers0

United StatesHIC North America 2022 February 18 https://www.scmagazine.com/analysis/iot/healthcare-sector-saw-largest-increase-in-iot-malware-attacks-in-2021-report-confirms0

United StatesHIC North America 2019 June 7 https://www.law360.com/articles/11668460

United StatesHIC North America 2020 April 30 https://www.scmagazine.com/home/security-news/news-archive/coronavirus/reports-of-covid-19-malware-threats-heavier-in-states-with-increased-testing/0

Canada HIC North America 2020 June 16 https://www.cbc.ca/news/canada/north/ntpc-website-restored-ransomware-1.56144950

India LMC South Asia 2020 July 14 https://www.livelaw.in/news-updates/as-paytm-continues-to-complain-about-phishing-through-unregistered-telemarketers-delhi-hc-grants-6-weeks-to-trai-to-1598870

Spain HIC Europe & Central Asia2020 November 28 https://www.90min.com/posts/manchester-united-risk-15m-fine-if-they-pay-ransom-to-cyber-hackers0

United KingdomHIC Europe & Central Asia2019 January 13 https://www.getsurrey.co.uk/news/surrey-news/egham-man-jailed-cyber-attack-156683010

United KingdomHIC Europe & Central Asia2019 February 12 https://www.theinquirer.net/inquirer/news/3070903/vfmail-hacked0

United StatesHIC North America 2019 August 4 https://www.oregonlive.com/opinion/2019/08/editorial-cartoons-for-aug-4-2019-democratic-debates-baltimore-rats-credit-card-hack.html0

United StatesHIC North America 2019 August 29 https://www.meritalk.com/articles/national-guard-called-in-to-help-after-slg-cyber-attacks/0

India LMC South Asia 2019 September 9 https://www.sentinelassam.com/guwahati-city/2-turks-admit-involvement-in-atm-hacking/0

Ireland HIC Europe & Central Asia2019 September 15 https://www.dublinlive.ie/news/dublin-news/phone-users-warned-post-fake-169203030

United StatesHIC North America 2019 October 2 https://citiesspeak.org/2019/10/01/how-one-alaskan-borough-stood-up-to-a-cyber-attack/0

United KingdomHIC Europe & Central Asia2019 October 11 https://www.theinquirer.net/inquirer/news/3082540/cracked-pac-hack-lets-hackers-drain-your-bank-account0

United StatesHIC North America 2017 March 4 http://www.sandiegouniontribune.com/news/education/sd-me-palomar-databreach-20170303-story.html0

United StatesHIC North America 2017 July 7 https://consumerist.com/2017/07/07/heres-how-a-global-cyber-attack-affected-the-worlds-snack-stash/0

China UMC East Asia & Pacific2017 November 9 http://www.unpo.org/article/20443 0

Ghana LMC Sub-Saharan Africa2017 October 9 http://citifmonline.com/2017/10/09/websites-hacked-to-mint-crypto-cash/0

United StatesHIC North America 2017 December 14 http://www.chicagotribune.com/suburbs/lake-county-news-sun/crime/ct-lns-fbi-grainger-cyberhack-indictment-st-1218-20171214-story.html0

Mexico UMC Latin America & Caribbean2017 April 3 https://www.debate.com.mx/digital/Hacker-van-contra-Netflix-20170403-0210.html0

PhilippinesLMC East Asia & Pacific2017 December 7 http://www.coolbuster.net/2017/12/bpi-hacked-phishing-attack-fake-bpi-website.html0

United StatesHIC North America 2018 February 15 http://www.reflector-online.com/news/article_5c1ed302-113c-11e8-b5df-c3251b222689.html0

United KingdomHIC Europe & Central Asia2018 February 16 https://www.dailypost.co.uk/news/north-wales-news/businessman-seeking-revenge-turned-computer-143009330

Australia HIC East Asia & Pacific2018 March 15 http://www.radioaustralia.net.au/international/2018-03-15/svitzer-employee-details-stolen-in-data-breach-affecting-almost-half-of-its-australian-employees/17427300

Canada HIC North America 2018 April 8 https://www.thestar.com/news/world/2018/04/08/facebook-could-see-record-fines-after-data-breach-revealed.html0

India LMC South Asia 2018 April 12 https://scroll.in/latest/875361/porn-surfing-by-ministry-staff-compromised-systems-every-two-months-says-former-home-secretary0

United StatesHIC North America 2018 April 13 https://www.pcworld.com/article/3268749/gaming/this-week-in-games-pubg-ransomware-splinter-cell-infiltrates-ghost-recon-steamspy-ends.html0

Thailand UMC East Asia & Pacific2018 April 17 http://www.ttrweekly.com/site/2018/04/singapore-airlines-on-phishing-threat/0

United StatesHIC North America 2018 April 18 https://970wfla.iheart.com/content/2018-04-18-phishing-scam-takes-over-browser-shows-fake-login/0

Australia HIC East Asia & Pacific2018 May 9 https://www.cso.com.au/vendor_blog/2/trendlabs-malware-blog/19618/maikspy-spyware-poses-as-adult-game-targets-windows-and-android-users/0

United StatesHIC North America 2018 May 15 http://www.isssource.com/exploiting-people-phishing-a-manufacturing-target/0

United StatesHIC North America 2018 May 21 http://virtualization.sys-con.com/node/1175380

United StatesHIC North America 2018 October 4 https://www.scmagazine.com/home/news/apt28-turns-away-from-election-hacking-and-back-to-cyberespionage/0

United StatesHIC North America 2018 July 6 https://nakedsecurity.sophos.com/2018/07/06/employee-allegedly-stole-government-spyware-and-hid-it-under-his-bed/0

United KingdomHIC Europe & Central Asia2018 July 21 http://www.irishnews.com/news/northernirelandnews/2018/07/21/news/campaign-group-hits-out-at-data-breach-1388092/0

Australia HIC East Asia & Pacific2018 October 15 https://www.itwire.com/security/84915-new-windows-malware-campaign-escapes-detection-by-a-v-software.html0

United KingdomHIC Europe & Central Asia2018 October 17 https://www.shortlist.com/tech/twitter-weird-messages-error-not-hack/3739280

Ghana LMC Sub-Saharan Africa2018 September 16 https://www.ghanavisions.com/news/world/216108-kim-jong-un-s-hackers-targeted-poldark-production-company-with-fake-linkedin-invitations.html0

Barbados HIC Latin America & Caribbean2020 May 15 https://www.cbc.bb/2020/05/15/barbados-news/kooyman-hit-by-hackers/0

United StatesHIC North America 2018 December 31 https://qz.com/1511654/all-the-us-infrastructure-hacks-of-2018/0

United KingdomHIC Europe & Central Asia2020 May 27 https://www.moneymarketing.co.uk/news/ifas-sound-alarm-over-fca-phishing-email/0

United StatesHIC North America 2020 January 30 https://www.wptv.com/news/region-st-lucie-county/hackers-tried-to-extort-1-million-from-st-lucie-county-sheriffs-office-using-dopplepaymer-virus0

China UMC East Asia & Pacific2020 May 29 https://cointelegraph.com/news/congress-fears-us-is-losing-battle-to-malware-and-darkweb-cyberweapons0

United StatesHIC North America 2020 June 19 https://www.alexcityoutlook.com/news/tallapoosa-county-recovers-from-ransomware-attack/article_11c1983e-b23a-11ea-a31f-c353b4adbb67.html0



Australia HIC East Asia & Pacific2020 April 7 https://www.itnews.com.au/news/shipbuilder-austal-was-hacked-with-stolen-creds-sold-on-dark-web-5461650

United StatesHIC North America 2021 January 4 https://www.techdirt.com/articles/20210102/09455045981/malware-merchant-nso-group-caught-leaving-harvested-location-data-exposed.shtml0

United StatesHIC North America 2020 December 2 https://www.bankinfosecurity.com/k12-online-curriculum-provider-pays-ransom-to-hackers-a-155000

United StatesHIC North America 2020 December 30 https://www.natlawreview.com/article/data-breach-litigation-without-data-breach-not-so-fast-walmart-says0

United KingdomHIC Europe & Central Asia2021 September 16 https://www.computerweekly.com/news/252506772/Travel-themed-phishing-lures-spiked-this-summer0

United KingdomHIC Europe & Central Asia2021 March 12 https://www.infosecurity-magazine.com:443/news/molson-coors-suffers-suspected/0

United StatesHIC North America 2021 March 22 https://torrentfreak.com/mangadex-has-been-hacked-users-should-assume-data-has-been-breached-210322/0

India LMC South Asia 2021 October 31 https://www.team-bhp.com/forum/shifting-gears/243595-isuzu-indias-website-hacked.html0

PhilippinesLMC East Asia & Pacific2021 November 5 https://mb.com.ph/2021/11/05/ntts-october-threat-report-sees-hackers-infiltrating-systems-through-email/0

Italy HIC Europe & Central Asia2022 February 7 https://www.irpiniaoggi.it/primo-piano/castelfranci-truffa-mediate-phishing-tre-denunce/0

Japan HIC East Asia & Pacific2022 April 11 https://japan.zdnet.com/article/35186139/0

SwitzerlandHIC Europe & Central Asia2022 May 4 https://www.watson.ch/digital/schweiz/185807645-fraunhofer-institut-gehackt-kriminelle-verlangen-2-mio-im-darknet0

Australia HIC East Asia & Pacific2019 September 25 https://www.itwire.com/security/unknown-dev-posts-zero-day-exploit-for-vbulletin-forum-software.html[4759251, 4762052]['iTWire - Unknown dev posts zero - day exploit for vBulletin forum software', 'Critical zero - day exploit for vBulletin forum publically disclosed by anonymous researcher']1

Germany HIC Europe & Central Asia2022 December 13 https://www.silicon.de/41703347/neue-cyber-angriffstechnik-stiehlt-daten-von-air-gapped-systemen0

France HIC Europe & Central Asia2022 February 26 https://www.francetvinfo.fr/politique/emmanuel-macron/macronleaks-quatre-questions-sur-le-piratage-de-documents-de-l-equipe-d-en-marche_2179747.html0

South KoreaHIC East Asia & Pacific2022 August 9 https://newspim.com/news/view/202208010007290

Thailand UMC East Asia & Pacific2022 September 7 https://www.prachachat.net/ict/news-10412600

South KoreaHIC East Asia & Pacific2021 October 7 https://news.mt.co.kr/hotview.php?no=2021100709201695323&type=1&sec=all&hid=202110051750318490&hcnt=100&vgb=hot&MTPKA_T0

Spain HIC Europe & Central Asia2021 April 6 https://www.europapress.es/economia/fiscal-00347/noticia-incibe-alerta-malware-suplanta-aeat-robar-datos-pleno-inicio-campana-irpf-20210406121422.html0

South KoreaHIC East Asia & Pacific2021 April 9 https://www.insight.co.kr/news/332914 0

Canada HIC North America 2021 November 3 https://www.directioninformatique.com/un-promoteur-immobilier-de-calgary-touche-par-une-attaque-par-rancongiciel/897740

Russia UMC Europe & Central Asia2021 March 12 https://vz.ru/news/2021/3/12/1089143.html0

Russia UMC Europe & Central Asia2021 April 19 https://www.nta-nn.ru/news/accidents/2021/news_634894/0

Norway HIC Europe & Central Asia2020 July 15 https://www.digi.no/artikler/glemte-a-endre-testversjonen-av-skadevaren-advarer-ofrene-sine-ved-en-feil/4960360

Belarus UMC Europe & Central Asia2020 April 16 https://www.sb.by/articles/zhiteli-minskoy-oblasti-lishilis-deneg-zakazav-na-fishingovykh-saytakh-odezhdu-i-obuv.html0

Ukraine LMC Europe & Central Asia2020 November 30 http://internetua.com/smi-vlasti-okruga-delaver-vyplatili-hakeram-500-000-v-bitkoinah0

Italy HIC Europe & Central Asia2020 April 2 https://www.borsaitaliana.it/borsa/notizie/teleborsa/economia/privacy-inps-garante-avvia-istruttoria-in-seguito-a-data-breach-141_2020-04-02_TLB.html0

Tunisia LMC Middle East & North Africa2020 April 18 https://www.realites.com.tn/2020/04/securite-informatique-lansi-met-en-garde-contre-une-nouvelle-vague-de-piratage/0

BangladeshLMC South Asia 2020 April 7 https://techshohor.com/171552/%E0%A7%A8%E0%A7%A6%E0%A7%A6-%E0%A6%95%E0%A7%8B%E0%A6%AE%E0%A7%8D%E0%A6%AA%E0%A6%BE%E0%A6%A8%E0%A6%BF%E0%A6%B0-%E0%A6%A1%E0%A7%87%E0%A6%9F%E0%A6%BE-%E0%A6%B9%E0%A7%8D%E0%A6%AF%E0%A6%BE%E0%A6%95/0

Russia UMC Europe & Central Asia2019 August 20 https://www.securitylab.ru/news/500514.php0

Finland HIC Europe & Central Asia2019 January 24 https://www.tivi.fi/Kaikki_uutiset/taas-uusi-tietomurto-venajan-karhu-ei-nuku-talviunta-puri-metsastajaa-67561380

France HIC Europe & Central Asia2019 July 30 https://www.developpez.com/actu/271838/Les-proprietaires-de-sites-web-dotes-du-bouton-J-aime-de-Facebook-consideres-comme-complices-de-violation-de-donnees-selon-un-tribunal-europeen/0

France HIC Europe & Central Asia2018 June 12 https://www.challenges.fr/high-tech/le-bitcoin-se-reprend-apres-la-cyber-attaque-du-week-end_5935240

Ukraine LMC Europe & Central Asia2018 January 21 https://www.obozrevatel.com/crime/operatsiya-rasplata-haker-soobschil-o-moschnom-kiberudare-ukrainyi.htm0

Mexico UMC Latin America & Caribbean2018 August 31 http://www.elfinanciero.com.mx/economia/policia-de-chile-detiene-al-responsable-de-hackeo-a-banco-y-tiene-solo-23-anos0

Chile HIC Latin America & Caribbean2018 July 27 http://www.soychile.cl/Santiago/Sociedad/2018/07/26/547020/Fiscalia-inicio-investigacion-de-oficio-por-el-hackeo-de-tarjetas-de-credito.aspx0

Belgium HIC Europe & Central Asia2018 May 2 http://www.nieuws.be/nieuws/Drugscriminelen_schakelden_drie_top-ITers_om_grote_containerbedrijven_te_hacken_in_Antwerpse_haven_8c33fc3c.aspx0

Austria HIC Europe & Central Asia2017 November 16 https://futurezone.at/digital-life/hacker-stoeren-lotterieauslosung-in-tschechien/298.343.5910

Morocco LMC Middle East & North Africa2017 July 4 http://www.h24info.ma/lifestyle/high-tech-gaming/securite-mobile-malware-sattaque-aux-donnees-bancaires-android/0

Russia UMC Europe & Central Asia2017 December 29 https://krasnews.com/world/564362/ 0

Paraguay UMC Latin America & Caribbean2017 April 4 http://m.ultimahora.com/hackean-web-la-inc-n1075495.html0

Croatia HIC Europe & Central Asia2017 August 16 http://rs.seebiz.eu/hakeri-kostaju-ap-moller-maersk-izmedu-200-i-300-milijuna-dolara/ar-160955/0

Spain HIC Europe & Central Asia2017 June 24 http://www.laopinioncoruna.es/sociedad/2017/06/24/xunta-estudia-reforzar-seguridad-centros/1194084.html0

Russia UMC Europe & Central Asia2022 September 27 https://www.securityweek.com/defense-giant-elbit-confirms-data-breach-after-ransomware-gang-claims-hack0

United StatesHIC North America 2022 February 2 https://www.gobankingrates.com/investing/crypto/nft-marketplace-opensea-refunds-users-million-after-buyers-exploit-loophole-for-massive-profit/0

United StatesHIC North America 2022 November 15 https://www.wshu.org/long-island-news/2022-11-14/suffolk-county-officials-warned-of-cyber-threats-before-ransomware-attack0

India LMC South Asia 2022 November 8 https://chennaionline.com/technology/microsoft-spots-malware-that-turns-pcs-into-zombie-proxies/0

United StatesHIC North America 2019 April 9 https://www.law360.com/articles/11480870

United StatesHIC North America 2022 December 9 https://www.natlawreview.com/article/class-action-filed-against-blackhawk-network-failure-to-secure-consumer-data-leading0

United StatesHIC North America 2022 December 15 https://techcrunch.com/2022/12/14/parsing-lastpass-august-data-breach-notice/0

India LMC South Asia 2019 May 9 https://www.timesnownews.com/mirror-now/crime/article/fraudsters-swindle-rs-68-lakh-after-hacking-into-co-operative-banks-server-in-maharashtra/4157650

United StatesHIC North America 2019 March 9 https://www.nbcconnecticut.com/news/local/Plymouth-Town-Computers-Infected-with-Ransomware-506891361.html0

China UMC East Asia & Pacific2022 June 9 https://www.fxstreet.com/cryptocurrencies/news/ethereums-layer-2-solution-optimism-crashes-following-20-million-op-tokens-hack-2022060907350

United KingdomHIC Europe & Central Asia2021 June 30 https://www.pressandjournal.co.uk/news/uk/3275485/system-used-by-hackers-to-conceal-their-location-taken-down-in-global-raids/0

United StatesHIC North America 2020 April 6 https://insidebitcoins.com/news/researchers-discover-sophisticated-cloud-based-mining-malware/2567130



Russia UMC Europe & Central Asia2020 June 20 https://www.occrp.org/en/daily/12580-slovak-experts-cyber-attacks-target-aerospace-military-firms0

United KingdomHIC Europe & Central Asia2020 September 4 https://www.realwire.com/releases/Malware-main-culprit-for-mobile-ad-fraud-and-airtime-theft-in-South-Africa0

United StatesHIC North America 2019 January 23 http://www.dailyuw.com/news/article_74b76582-1eb5-11e9-849f-1777a556a6bb.html0

United StatesHIC North America 2019 August 7 https://www.dailyrepublic.com/all-dr-news/wires/blackburn-accuses-huawei-of-embedding-spyware-in-equipment-praises-trumps-tough-trade-approach-to-china-chattanooga-times-free-press-tenn/0

Russia UMC Europe & Central Asia2019 March 26 http://www.ehackingnews.com/2019/03/ukrainian-cyber-police-again-caught.html0

United StatesHIC North America 2019 August 28 https://www.kenoshanews.com/news/local/malware-attacks-push-unified-to-tighten-cybersecurity/article_966e0e07-878a-5cec-bcdd-b7d8cd932959.html0

United KingdomHIC Europe & Central Asia2019 August 30 https://www.infosecurity-magazine.com:443/news/fileless-malware-detections-soar/0

United KingdomHIC Europe & Central Asia2019 September 3 http://www.mobilenewscwp.co.uk/2019/09/03/drastic-increase-in-cyber-attacks-on-uk-businesses/0

United StatesHIC North America 2019 October 8 https://healthitsecurity.com/news/528k-patients-impacted-by-months-long-womans-care-florida-hack0

United StatesHIC North America 2019 October 14 https://www.courierpostonline.com/story/news/2019/10/14/cherry-hill-school-computer-outage-ryuk-ransomware-phishing/3975162002/0

United StatesHIC North America 2019 November 6 https://www.scmagazine.com/home/security-news/cybercrime/adversary-harboring-dopplepaymer-ransomware-targets-industrial-sector/0

United StatesHIC North America 2019 October 26 https://www.law360.com/articles/1213698/quest-settlement-of-data-breach-suit-gets-waved-through0

United StatesHIC North America 2019 January 2 http://www.kkfi.org/program-episodes/worst-data-breach-ever-no-one-talking/0

United StatesHIC North America 2017 January 11 http://www.industrytap.com/20-gadget-allows-hackers-control-car/181420

United StatesHIC North America 2017 January 24 http://www.jdsupra.com/legalnews/data-breach-class-action-reinstated-34408/0

United KingdomHIC Europe & Central Asia2017 February 8 https://www.theregister.co.uk/2017/02/08/hidden_malware_menaces_enterprises/0

United KingdomHIC Europe & Central Asia2017 February 24 https://www.infosecurity-magazine.com/news/email-compromises-phishing-top/0

United StatesHIC North America 2017 March 17 http://www.wyff4.com/article/wells-fargo-phishing-scam-continues-to-target-customers/91467310

Cambodia LMC East Asia & Pacific2017 May 25 http://www.khmertimeskh.com/news/38749/cops-hacked-in-arson-rage/0

United StatesHIC North America 2020 December 10 https://www.wcjc.com/2020/12/10/time-is-running-out-to-receive-a-restitution-payment-after-the-2017-equifax-data-breach/[2800890, 4274378]['Time is running out to receive a restitution payment after the 2017 Equifax data breach', 'One Week Remains To File Claim For Restitution Payment After Equifax Data Breach – WBIW']1

United KingdomHIC Europe & Central Asia2017 November 1 http://www.ibtimes.co.uk/british-hacker-arrested-launching-ddos-attacks-google-skype-selling-malware-16453920

United StatesHIC North America 2017 November 9 https://www.crowdfundinsider.com/2017/11/124355-cappasity-says-parity-wallet-hack-deliberate-act-fraud/0

United StatesHIC North America 2017 May 16 http://www.kiiitv.com/news/local/del-mar-professor-discusses-wanacry-ransomware-attack/4399774280

United KingdomHIC Europe & Central Asia2017 October 11 https://www.scmagazineuk.com/flaw-in-windows-dns-client-exposed-millions-of-users-to-hacking/article/699416/0

Australia HIC East Asia & Pacific2017 November 16 http://thenewdaily.com.au/news/national/2017/11/16/cory-bernardi-exposes-divisions/0

United StatesHIC North America 2018 March 11 https://krebsonsecurity.com/2018/03/checked-your-credit-since-the-equifax-hack/0

United StatesHIC North America 2018 March 27 https://www.timesunion.com/local/article/Records-NXIVM-hacked-billionaire-s-emails-with-6576310.php0

South KoreaHIC East Asia & Pacific2018 April 4 HTTP://english.yonhapnews.co.kr/national/2018/04/04/41/0302000000AEN20180404005700320F.html0

United StatesHIC North America 2018 April 10 http://www.nydailynews.com/news/national/hacker-details-rick-roll-san-francisco-article-1.39266920

Malaysia UMC East Asia & Pacific2018 May 8 http://www.malaysia-today.net/2018/05/08/wave-of-cyber-attacks-coming-nacsa-warns-malaysian-organisations/0

Australia HIC East Asia & Pacific2018 July 19 https://www.businessinsider.com.au/identity-card-data-hack-data-breach-australian-airports-2018-70

United StatesHIC North America 2020 May 6 https://www.techdirt.com/articles/20200506/11080344450/suspected-dnc-german-parliament-hacker-used-his-name-as-his-email-password.shtml0

United StatesHIC North America 2020 May 15 https://www.tmcnet.com/usubmit/2020/05/15/9151927.htm0

United StatesHIC North America 2018 November 26 https://www.natlawreview.com/article/gdpr-related-scams-are-here0

India LMC South Asia 2020 May 17 https://timesofindia.indiatimes.com/city/noida/asps-social-media-account-hacked/articleshow/75782894.cms0

Australia HIC East Asia & Pacific2020 June 2 https://www.abc.net.au/news/2020-06-03/hackers-threaten-to-release-data-stolen-in-mybudget-cyberattack/123134640

United KingdomHIC Europe & Central Asia2020 January 20 https://www.theregister.co.uk/2020/01/20/stoke_on_trent_hospital_hacker_9000_cardiac_images/0

United StatesHIC North America 2020 January 25 https://spacecoastdaily.com/2020/01/new-phishing-scam-targets-people-expecting-deliveries-with-fake-tracking-code/0

New ZealandHIC East Asia & Pacific2020 July 15 https://www.nzherald.co.nz/business/news/article.cfm?c_id=3&objectid=123481770

South AfricaUMC Sub-Saharan Africa2020 July 31 https://www.news24.com/news24/World/News/covid-19-wrap-vietnam-fiji-report-first-deaths-as-china-rejects-vaccine-hacking-attempt-accusations-202007310

United StatesHIC North America 2020 August 17 https://www.naturalnews.com/2020-08-17-anarchist-hackers-targeting-police-doxing.html0

China UMC East Asia & Pacific2021 December 10 https://www.gizchina.com/2021/12/10/android-malware-brata-steals-banking-information-from-myriads-of-users/0

United StatesHIC North America 2020 August 28 https://www.pennlive.com/news/2020/08/hackers-spam-pa-online-kindergarten-orientation-with-porn-hate-speech-report.html0

United StatesHIC North America 2020 November 19 https://threatpost.com/cybercriminals-automakers-ransomware-ip-theft-cyberattacks/161362/0

United KingdomHIC Europe & Central Asia2020 November 27 https://www.nme.com/news/gaming-news/ps5-users-are-getting-their-accounts-banned-following-new-exploit-28270250

China UMC East Asia & Pacific2021 January 20 https://www.androidheadlines.com/2021/01/copycatz-malware-apps-play-store.html0

Canada HIC North America 2021 February 16 https://vancouversun.com/news/student-data-breached-in-cyber-attack-on-simon-fraser-university0

Canada HIC North America 2021 September 2 https://www.bnnbloomberg.ca/juniper-breach-mystery-starts-to-clear-with-new-details-on-hackers-and-u-s-role-1.16472060

United KingdomHIC Europe & Central Asia2021 October 20 https://www.bbc.co.uk/news/uk-northern-ireland-589880920

United StatesHIC North America 2021 November 10 https://www.fox35orlando.com/news/ucf-police-warn-of-phishing-scam-texts-targeting-students-staff0

France HIC Europe & Central Asia2022 November 10 https://www.ledauphine.com/faits-divers-justice/2022/11/10/49-85-preleves-par-mois-des-centaines-d-interimaires-victimes-d-un-piratage0

France HIC Europe & Central Asia2022 September 5 https://www.tomsguide.fr/la-poste-mobile-piratee-les-donnees-de-533-000-clients-exposees-quels-risques/0

Serbia UMC Europe & Central Asia2022 December 16 https://www.benchmark.rs/vesti/haker_tvrdi_da_je_od_policije_ukrao_cak_milijardu_dosijea_kineskih_drzavljana-930760

Mexico UMC Latin America & Caribbean2022 November 18 https://www.jornada.com.mx/2022/11/18/economia/023n1eco0

Italy HIC Europe & Central Asia2022 April 4 https://www.punto-informatico.it/borat-non-giornalista-kazako-malware/0



UzbekistanLMC Europe & Central Asia2022 November 17 https://nuz.uz/proishestvie/1260880-protiv-nastoyashhego-vzlomshhika-sajta-senata-olij-mazhlisa-vozbuzhdeno-ugolovnoe-delo.html0

NetherlandsHIC Europe & Central Asia2022 June 30 https://www.crimesite.nl/advocaat-doet-aangifte-tegen-openbaar-ministerie-om-hack-sky-ecc/0

Russia UMC Europe & Central Asia2021 August 19 https://www.securitylab.ru/news/523535.php0

Ukraine LMC Europe & Central Asia2021 October 27 https://www.dialog.ua/ukraine/239107_16353512890

Russia UMC Europe & Central Asia2021 September 8 https://ren.tv/news/kriminal/877472-zloumyshlenniki-nazhivalis-na-sozdanii-vredonosnykh-programm-v-moskve0

Indonesia LMC East Asia & Pacific2021 August 1 https://koran.bisnis.com/read/20210802/440/1424576/peretasan-situs-setkab-polri-selidiki-profil-pelaku0

Mexico UMC Latin America & Caribbean2021 August 8 https://www.elnorte.com/acusan-hackeo-dos-senadores-y-gobernador-electo/ar22362770

Belgium HIC Europe & Central Asia2020 August 19 https://datanews.knack.be/ict/nieuws/bpost-heractiveert-89-geldautomaten-na-hackpoging/article-news-1631549.html0

Italy HIC Europe & Central Asia2020 October 3 https://lasentinella.gelocal.it/ivrea/cronaca/2020/10/03/news/hacker-scatenati-dopo-salerano-e-mail-violate-a-borgofranco-1.393746310

Spain HIC Europe & Central Asia2020 September 2 https://www.diariodesevilla.es/andalucia/polemica-tuit-viral-contra-Juanma-Moreno-hackeo-Gobierno_0_1497750413.html0

France HIC Europe & Central Asia2020 February 18 http://www.leparisien.fr/seine-et-marne-77/seine-et-marne-trois-distributeurs-de-billets-attaques-par-des-pirates-informatiques-18-02-2020-8262291.php0

India LMC South Asia 2020 July 20 https://www.bhaskar.com/tech-auto/news/hackers-targeting-indian-manufacturers-and-exporters-sending-personal-emails-of-users-by-sending-infected-emails-127533379.html0

Russia UMC Europe & Central Asia2020 December 21 https://www.securitylab.ru/news/515002.php0

Denmark HIC Europe & Central Asia2019 April 24 https://www.computerworld.dk/art/247273/danske-virksomheder-bliver-fortsat-ramt-af-flere-hackerangreb-her-er-den-stoerste-cyber-trussel-mod-danske-virksomheder0

Indonesia LMC East Asia & Pacific2019 April 14 https://www.cnnindonesia.com/nasional/20190414233517-32-386357/bpn-tuding-pemerintah-biang-hoaks-dan-retas-akun-pendukung0

Russia UMC Europe & Central Asia2019 October 14 https://www.securitylab.ru/news/501749.php0

Japan HIC East Asia & Pacific2019 February 8 https://k-tai.watch.impress.co.jp/docs/news/1168911.html0

Mexico UMC Latin America & Caribbean2019 July 9 https://diario.mx/juarez/hackean-celulares-de-funcionarios-estatales-20190708-1537162.html0

Peru UMC Latin America & Caribbean2019 July 11 https://www.americatv.com.pe/noticias/actualidad/detienen-banda-que-hackeaba-sitios-web-municipalidades-n3792940

Germany HIC Europe & Central Asia2019 May 11 https://www.t-online.de/digital/sicherheit/id_85698444/phishing-warnung-falsche-werbe-mail-von-samsung-fuehrt-in-die-abo-falle.html0

Ukraine LMC Europe & Central Asia2019 August 8 https://telekritika.ua/internet/progolosuj-za-druga-poterjaj-akkaunt-v-fb-novaja-volna-vzlomov/0

South KoreaHIC East Asia & Pacific2019 June 13 http://biz.heraldcorp.com/view.php?ud=201906130005800

France HIC Europe & Central Asia2019 April 5 https://www.cnetfrance.fr/news/free-retablit-le-signal-des-chaines-du-groupe-altice-en-les-piratant-39883093.htm0

Russia UMC Europe & Central Asia2019 September 16 https://www.vedomosti.ru/technology/news/2019/09/16/811341-20190

Russia UMC Europe & Central Asia2018 March 15 https://www.irk.kp.ru/daily/26806.4/3841520/0

Bulgaria UMC Europe & Central Asia2018 November 16 https://www.burgasnews.com/2018/11/16/%D1%81%D0%BF%D0%B8%D0%BF%D0%B0%D1%85%D0%B0-22-%D0%B3%D0%BE%D0%B4-%D0%B2%D0%BE%D0%B5%D0%BD%D0%B5%D0%BD-%D0%B8%D0%B7%D1%82%D0%BE%D1%87%D0%B2%D0%B0%D0%BB-%D0%B1%D0%B0%D0%BD%D0%BA%D0%BE%D0%B2%D0%B8/0

Kuwait HIC Middle East & North Africa2018 August 27 http://al-seyassah.com/%D8%A5%D8%AD%D8%A8%D8%A7%D8%B7-%D9%87%D8%AC%D9%85%D8%A7%D8%AA-%D8%A5%D9%84%D9%83%D8%AA%D8%B1%D9%88%D9%86%D9%8A%D8%A9-%D8%B6%D8%AE%D9%85%D8%A9-%D8%B4%D9%86%D8%AA%D9%87%D8%A7-%D8%A7%D9%84%D8%A7%D8%B3/0

Russia UMC Europe & Central Asia2018 December 17 http://runews24.ru/technology/17/12/2018/ccaa413e22c1fba99dac84961b6f82270

Russia UMC Europe & Central Asia2018 December 13 https://www.tatar-inform.ru/news/2018/12/13/636338/0

Russia UMC Europe & Central Asia2018 December 26 https://ura.news/news/1052365352 0

Ukraine LMC Europe & Central Asia2018 October 18 https://rusprav.tv/sluchajnyj-pusk-rakety-smi-obvinili-krasuxu-vo-vzlome-pro-izrailya-87676/0

Malaysia UMC East Asia & Pacific2018 October 30 http://www.sinarharian.com.my/nasional/imigresen-tumpas-sindiket-godam-sistem-myimms-1.8984250

Ukraine LMC Europe & Central Asia2017 November 2 http://interfax.com.ua/news/telecom/459042.html0

Ukraine LMC Europe & Central Asia2017 December 3 https://vesti-ukr.com/strana/267739-ukrainskie-khakery-atakovali-krupnuju-amerikanskuju-set-restoranov0

Finland HIC Europe & Central Asia2017 January 16 http://www.tivi.fi/Kaikki_uutiset/suomalaishakkerit-murtautuivat-tietokonejarjestelmiin-kilvan-voittajat-eivat-halua-julkisuutta-66153940

Turkey UMC Europe & Central Asia2017 February 5 http://shiftdelete.net/washington-i-kor-eden-hackerlar-yakalandi-791360

Spain HIC Europe & Central Asia2017 June 16 http://www.20minutos.es/noticia/3066507/0/incibe-alerta-oleada-correos-fraudulentos-que-amenazan-con-hackear-empresas/0

Vietnam LMC East Asia & Pacific2017 July 15 http://vietq.vn/ma-doc-Xavier-tan-cong-800-ung-dung-google-play-manh-toi-muc-nao-d123630.html0

United Arab EmiratesHIC Middle East & North Africa2017 March 15 http://ar.itp.net/611868-%D9%85%D8%A4%D8%B3%D8%B3%D8%A7%D8%AA-%D8%A7%D9%84%D8%B4%D8%B1%D9%82-%D8%A7%D9%84%D8%A3%D9%88%D8%B3%D8%B7-%D8%AA%D8%B3%D8%AA%D8%BA%D8%B1%D9%82-106-%D8%A3%D9%8A%D8%A7%D9%85-%D9%84%D9%84%D8%AA%D8%B9%D8%A7%D9%85%D9%840

United KingdomHIC Europe & Central Asia2021 November 23 https://www.bbc.co.uk/news/uk-northern-ireland-593922120

United StatesHIC North America 2022 July 29 https://www.scmagazine.com/news/cybercrime/fakeupdates-malware-delivered-via-raspberry-robin-has-possible-ties-to-evilcorp0

United KingdomHIC Europe & Central Asia2021 July 6 https://www.dailymail.co.uk/news/article-9760581/Top-Homeland-Security-Committee-GOP-Rep-says-REvil-ransomware-attack-moment-reckoning.html0

United StatesHIC North America 2021 July 25 https://www.windowscentral.com/how-2b2t-minecraft-server-was-almost-toppled-exploit0

United StatesHIC North America 2022 January 22 https://www.scmagazine.com/analysis/breach/patient-data-stolen-ahead-of-memorial-health-ransomware-attack-ehr-downtime0

PhilippinesLMC East Asia & Pacific2022 January 24 https://mb.com.ph/2022/01/24/paranaque-bplo-to-use-one-email-address-to-avoid-phishing/0

United KingdomHIC Europe & Central Asia2022 January 24 https://invezz.com/news/2022/01/24/bug-on-opensea-allows-a-hacker-to-sell-old-listings-for-332-eth/0

United StatesHIC North America 2022 February 1 https://www.marketwatch.com/articles/how-hackers-allegedly-got-an-early-look-at-earnings-516436675920

Australia HIC East Asia & Pacific2022 March 20 https://www.itwire.com/business-it-news/security/new-ransomware-adds-data-wiping-to-its-armoury,-claims-blackberry.html0

United StatesHIC North America 2022 April 20 https://www.nbcnews.com/tech/tech-news/israeli-private-detective-pleads-guilty-us-hacking-case-rcna252420

United StatesHIC North America 2022 April 22 https://www.jdsupra.com/legalnews/an-in-depth-look-at-the-target-decision-3505951/0

United StatesHIC North America 2022 May 25 https://www.breitbart.com:443/asia/2022/05/25/genocide-police-hack-shows-xi-jinping-ordered-china-to-break-the-lineages-of-uyghurs/0

Japan HIC East Asia & Pacific2019 April 11 https://www.zdnet.com/article/emotet-hijacks-email-conversation-threads-to-insert-links-to-malware/0

United StatesHIC North America 2019 April 30 https://krebsonsecurity.com/2019/04/data-e-retail-hacks-more-lucrative-than-ever/0

United StatesHIC North America 2019 April 29 https://www.forbes.com/sites/zakdoffman/2019/04/29/new-cyber-report-25-of-all-malware-hits-financial-services-card-fraud-up-200/0

Australia HIC East Asia & Pacific2019 January 23 https://www.itwire.com/business-it-news/storage/85818-cohesity-adds-ransomware-protection-to-secondary-storage.html0



United StatesHIC North America 2019 May 15 https://www.scmagazine.com/home/security-news/ransomware/tweet-may-contain-login-credentials-taken-in-baltimore-ransomware-attack/0

India LMC South Asia 2022 April 9 https://www.indiatvnews.com/news/india/imd-s-twitter-account-gets-hacked-hackers-posted-more-than-10-000-tweets-2022-04-09-7687110

United StatesHIC North America 2019 April 3 https://www.washingtonpost.com/politics/2019/04/03/following-equifax-hack-attack-more-federal-power-punish-needed/0

Bulgaria UMC Europe & Central Asia2019 September 13 http://www.bta.bg/en/c/ES/id/2074667 0

Russia UMC Europe & Central Asia2017 June 19 http://www.cnews.ru/news/top/2017-06-19_vzlomana_amerikanskaya_sputnikovaya_gruppirovka0

United KingdomHIC Europe & Central Asia2017 December 19 http://www.manchestereveningnews.co.uk/news/greater-manchester-news/jack-chappell-sentencing-cyber-attacks-14055709[1071779, 1067459, 1067457]['Shropshire cyber attack : Teenage student who targeted county firm avoids jail', 'Stockport teenager facing jail for cyber attacks on National Crime Agency and a string of multinational companies', 'Student spared jail for massive cyber attacks on Amazon , Vodafone and BBC']2

United StatesHIC North America 2019 December 3 https://www.ibtimes.com/north-korea-hackers-breached-indian-nuke-reactor-search-advanced-thorium-technology-28780520

United StatesHIC North America 2019 December 13 https://www.visaliatimesdelta.com/story/news/2019/12/12/tulare-high-schools-admin-hit-hackers-targeting-student-financial-data/4411405002/0

United StatesHIC North America 2019 December 16 http://www.mycolumbiabasin.com/2019/12/15/wwu-fights-cyber-attack/0

United StatesHIC North America 2019 February 25 http://www.spamfighter.com/News-22051-Cambridge-International-University-website-hacked-after-University-came-under-scrutiny.htm0

United KingdomHIC Europe & Central Asia2018 November 6 https://www.scmagazineuk.com/new-ransomware-spotted-using-diskcryptor/article/14981180

United StatesHIC North America 2019 May 14 https://www.wbaltv.com/article/city-permits-appear-to-be-on-hold-during-ransomware-attack/274712510

United StatesHIC North America 2017 March 30 http://www.jdsupra.com/legalnews/treasury-inspector-general-slams-irs-97321/0

United StatesHIC North America 2017 March 16 http://www.digitaltrends.com/computing/researchers-intel-sgx-vulnerabilities/0

United StatesHIC North America 2017 April 3 http://www.zdnet.com/article/hackers-responsible-for-81m-bank-heist-show-no-signs-of-stopping/0

Samoa LMC East Asia & Pacific2017 May 30 http://worldne.ws/2017/05/shadow-brokers-move-bitcoins-after-hacking-tool-auction/0

Australia HIC East Asia & Pacific2017 July 17 http://www.smh.com.au/comment/medicare-details-available-on-dark-web-is-just-tip-of-data-breach-iceberg-20170717-gxck5i.html0

United StatesHIC North America 2017 November 21 http://www.fox34.com/story/36892091/2-in-5-fall-victim-to-online-phishing-attacks0

United StatesHIC North America 2017 November 29 http://www.greensboro.com/news/government/morehead-hospital-adds-data-breach-issues-to-bankruptcy-process/article_0f2f3d04-efaf-577e-9adc-04654a0f59a6.html0

United StatesHIC North America 2017 December 12 https://www.scmagazine.com/janus-vulnerability-cve-2017-13156-affects-android-50-devices-and-newer/article/713449/0

Malaysia UMC East Asia & Pacific2017 December 28 http://www.freemalaysiatoday.com/category/nation/2017/12/28/dap-man-to-file-report-with-mcmc-on-data-breach/0

United StatesHIC North America 2017 December 19 http://abc7amarillo.com/news/local/city-of-clovis-not-accepting-credit-card-payments-after-3rd-party-data-breach0

United KingdomHIC Europe & Central Asia2017 May 17 https://www.scmagazineuk.com/iranian-oilrig-expands-attacks-works-with-russian-hackers-for-hire/article/662133/0

India LMC South Asia 2017 July 16 http://www.dnaindia.com/mumbai/report-navi-mumbai-police-website-hacked-again-25034150

United StatesHIC North America 2018 January 6 http://ktla.com/2018/01/05/scammers-attempt-to-extort-funds-after-hacking-o-c-real-estate-agents-email/0

United StatesHIC North America 2018 February 1 http://www.foxnews.com/tech/2018/02/01/google-x-goes-after-cybercrime-overlooked-hacking-threats.html0

United StatesHIC North America 2018 June 7 http://fox43.com/2018/06/06/fox43-finds-out-router-hackers/0

United StatesHIC North America 2018 August 13 http://americanlivewire.com/2014-01-05-2014-1-5-openssl-says-dec-29-hack-was-not-due-to-faulty-hypervisor/0

United KingdomHIC Europe & Central Asia2018 November 9 https://www.falmouthpacket.co.uk/news/17213120.council-apologises-for-data-breach-after-sending-details-of-children-to-strangers/0

United StatesHIC North America 2018 November 1 https://www.forbes.com/sites/davidthier/2018/11/01/hackers-have-already-found-a-way-to-cheat-in-the-fallout-76-beta/0

Ireland HIC Europe & Central Asia2018 November 15 https://www.independent.ie/irish-news/health/investigation-underway-after-online-hackers-attack-on-hospital-system-37533907.html0

United StatesHIC North America 2018 December 26 https://www.scmagazine.com/home/security-news/amnesty-international-phishing-attack-may-have-bypassed-2fa/0

United KingdomHIC Europe & Central Asia2020 February 11 https://www.bbc.co.uk/news/uk-england-london-514567780

Russia UMC Europe & Central Asia2020 August 7 https://www.bleepingcomputer.com/news/security/orange-confirms-ransomware-attack-exposing-business-customers-data/0

United StatesHIC North America 2020 August 25 https://betanews.com/2020/08/25/office-365-box-phishing/0

PhilippinesLMC East Asia & Pacific2020 August 28 https://mb.com.ph/2020/08/28/hackers-breach-philippine-government-website-anew/0

India LMC South Asia 2020 November 19 https://inc42.com/buzz/indian-companies-paid-upto-2-5-mn-to-get-back-data-from-hackers/0

United KingdomHIC Europe & Central Asia2020 December 4 https://www.dailyrecord.co.uk/news/dpd-scam-warning-fake-hack-231107400

United StatesHIC North America 2020 December 30 https://www.gainesvilletimes.com/news/badge-bar/authorities-possible-ransomware-popup-reported-eskimo-cold-storage-hall/0

United StatesHIC North America 2020 December 10 https://www.abcactionnews.com/news/national/online-shoppers-being-sent-phishing-emails-texts-disguised-as-delivery-updates0

United StatesHIC North America 2021 September 8 https://www.wdsu.com/article/jefferson-parish-online-records-portal-at-center-of-ransomware-attack/375039740

Thailand UMC East Asia & Pacific2021 September 10 https://www.bangkokpost.com/thailand/general/2179295/hospital-hack-prompts-call-for-cooperation0

United StatesHIC North America 2021 September 24 https://www.crn.com/news/security/accenture-mum-on-lockbit-ransomware-breach-in-earnings-call0

Jamaica UMC Latin America & Caribbean2021 February 23 http://jamaica-gleaner.com/article/lead-stories/20210223/amber-alert-jamcovid-under-more-scrutiny-second-data-breach-flagged0

United StatesHIC North America 2021 October 15 https://www.thesixthaxis.com/2021/10/15/call-of-dutys-richocet-anti-cheat-leak-to-hackers/0

Russia UMC Europe & Central Asia2022 June 23 https://www.gazeta.ru/tech/news/2022/06/23/17990372.shtml0

India LMC South Asia 2022 August 28 https://www.newstracklive.com/news/give-money-and-hack-anyones-phone-this-companys-offer-created-panic-sc84-nu915-ta915-1528673-1.html0

Algeria LMC Middle East & North Africa2022 December 31 http://www.itmag-dz.com/2016/12/01/le-malware-gooligan-compromet-plus-dun-million-de-comptes-google/0

France HIC Europe & Central Asia2022 May 11 https://www.clubic.com/antivirus-securite-informatique/virus-hacker-piratage/malware-logiciel-malveillant/actualite-422196-malware-les-email-veroles-affichent-une-hausse-de-48-3-au-premier-trimestre.html0

Sweden HIC Europe & Central Asia2022 September 23 https://www.nlt.se/2022/09/23/dataintrang-pa-skolas-server-personuppgifter-fanns-publicerade-pa-webbplats/0

Israel HIC Middle East & North Africa2022 March 15 https://www.bhol.co.il/news/1356757 0

Germany HIC Europe & Central Asia2022 July 1 https://www.netzwelt.de/news/205321-xfiles-info-stealer-malware-nutzt-microsoft-schwachstelle.html0

United StatesHIC North America 2022 April 21 https://www.crhoy.com/economia/ministro-minimizo-hackeo-pese-a-que-hacienda-recibio-alerta-desde-madrugada-del-lunes/0

Russia UMC Europe & Central Asia2022 November 5 https://lenta.ru/news/2022/11/05/killnetpribal/0

Israel HIC Middle East & North Africa2022 November 25 https://www.kikar.co.il/security-news/4319130



Brazil UMC Latin America & Caribbean2021 July 19 https://canaltech.com.br/seguranca/versao-falsa-do-zoom-e-usada-em-campanha-de-malware-contra-corporacoes-190148/0

Belarus UMC Europe & Central Asia2021 August 5 https://charter97.org/ru/news/2021/8/5/432080/0

Italy HIC Europe & Central Asia2021 June 15 https://www.ansa.it/sito/notizie/tecnologia/tlc/2021/06/15/violazione-dei-dati-impatto-da-223-miliardi-di-dollari_affef6f2-4211-4e1d-a63a-2f0014b2bc41.html0

Thailand UMC East Asia & Pacific2021 November 12 https://www.dailynews.co.th/news/468110/0

South KoreaHIC East Asia & Pacific2021 December 26 https://news.jtbc.joins.com/html/378/NB12040378.html0

Indonesia LMC East Asia & Pacific2021 October 9 https://www.voaindonesia.com/a/operasi-peretasan-china-gali-data-untuk-tujuan-politik-ekonomi/6263884.html0

Russia UMC Europe & Central Asia2020 December 24 https://rusplt.ru/society/siloviki-belarusi-pali-pod-5fe4a.html0

South KoreaHIC East Asia & Pacific2020 April 30 http://biz.heraldcorp.com/view.php?ud=202004300000260

Russia UMC Europe & Central Asia2020 July 16 http://rosinvest.com/novosti/1414159 0

Poland HIC Europe & Central Asia2020 July 17 https://www.dobreprogramy.pl/Hakerzy-mieszali-w-wyborach-w-USA.-Rozbil-ich-IBM-wykradl-im-materialy-szkoleniowe,News,108999.html0

Russia UMC Europe & Central Asia2020 August 18 https://vladtime.ru/computers/749962 0

India LMC South Asia 2020 April 21 https://www.loksatta.com/lifestyle-news/nirma-university-ncw-writes-to-gujarat-police-seeks-probe-against-man-who-hacked-gujarat-online-class-and-masturbated-sas-89-2137959/0

Saudi ArabiaHIC Middle East & North Africa2020 May 26 http://www.alriyadh.com/1823140 0

Serbia UMC Europe & Central Asia2020 May 6 https://naslovi.net/2020-05-06/b92/uhapseni-clanovi-hakerske-grupe-zaplenjena-oprema-u-vrednosti-od-oko-100-000-evra/253836700

Germany HIC Europe & Central Asia2019 December 16 https://www.netzwelt.de/news/174536-amazon-phishing-vorsicht-gefaelschten-rechnungen-per-pdf.html0

South KoreaHIC East Asia & Pacific2019 October 2 http://moneys.mt.co.kr/news/mwView.php?no=2019100210108076688&code=&MGSIN0

Denmark HIC Europe & Central Asia2019 February 1 https://www.dr.dk/nyheder/regionale/syd/hackede-sig-til-otte-millioner-kroner-paa-bibliotekscomputere-nu-skal-broedre0

Bulgaria UMC Europe & Central Asia2019 September 21 https://www.marica.bg/nash-haker-zavyrtq-izmama-uzhilila-britancite-s-41-6-mln-Article-234587.html0

United StatesHIC North America 2018 November 19 https://hackaday.com/2018/11/19/how-the-xbox-was-hacked/0

NetherlandsHIC Europe & Central Asia2019 February 21 https://www.nporadio1.nl/nos-radio-1-journaal/onderwerpen/491615-slimme-huizen-blijken-te-hacken0

NetherlandsHIC Europe & Central Asia2018 April 25 https://www.rtlz.nl/tech/politie-rolt-grote-aanbieder-cyberaanvallen-op0

France HIC Europe & Central Asia2018 April 25 https://www.begeek.fr/les-createurs-du-graykey-menaces-par-des-hackers-2722460

Bulgaria UMC Europe & Central Asia2018 October 1 https://www.monitor.bg/bg/a/view/hakeri-sabotirat-cska-real-m-1457350

AzerbaijanUMC Europe & Central Asia2018 July 14 http://interfax.az/view/738816 0

Ukraine LMC Europe & Central Asia2018 February 28 http://internetua.com/haker-vzlamvauat-server-oracle-weblogic-server-s-celua-maininga0

Ukraine LMC Europe & Central Asia2017 August 22 http://expres.ua/world/2017/08/22/258579-rosiyski-kiberzlochynci-fancy-bears-zlamaly-arhivy-wada0

Lithuania HIC Europe & Central Asia2017 August 16 http://it.lrytas.lt/ismanyk/2017/08/16/news/nuo-kompiuteriniu-isilauzeliu-nukentejo-lietuvos-policija-2239147/0

Spain HIC Europe & Central Asia2017 November 3 http://www.lne.es/aviles/2017/11/03/hackean-pagina-web-cofradia-buena/2187486.html0

Indonesia LMC East Asia & Pacific2017 August 21 http://batam.tribunnews.com/2017/08/21/tak-hanya-1-atau-2-puluhan-website-malaysia-diretas-imbas-merah-putih-terbalik-ini-daftarnya0

United StatesHIC North America 2022 June 29 https://hotair.com/ed-morrissey/2022/06/29/vip-gold-chat-scotus-reach-ca-data-breach-midterm-teach-and-more-n4795010

Malaysia UMC East Asia & Pacific2022 June 25 https://www.malaysianwireless.com/2022/06/telecom-isp-malaysia-gallium-palo-alto-networks/0

United StatesHIC North America 2021 June 9 https://www.tweaktown.com/news/79872/bitcoin-dips-11-in-day-after-doj-seize-millions-btc-from-hackers/0

United StatesHIC North America 2022 August 22 https://www.jdsupra.com/legalnews/hanesbrands-inc-reports-data-breach-7421811/0

United StatesHIC North America 2022 July 12 https://www.desertsun.com/story/news/education/2022/07/12/cod-systems-still-down-one-week-after-malware-attack/10043555002/0

Australia HIC East Asia & Pacific2022 October 7 https://www.itwire.com/business-it-news/security/maurice-blackburn-files-oaic-complaint-over-optus-data-breach.html0

United StatesHIC North America 2022 September 18 https://www.dslreports.com/forum/r33498831-Internet-Bell-Technical-Solutions-hacked0

United StatesHIC North America 2022 September 8 https://qz.com/south-africa-is-overwhelmed-by-hackers-18495100560

United StatesHIC North America 2022 October 29 https://www.oswegocountynewsnow.com/news/fulton-data-breach-compromised-personal-data-of-thousands/article_6ee9cbea-5741-11ed-951e-2748c053909b.html0

United StatesHIC North America 2022 March 21 https://www.pcmag.com/news/hackers-post-images-showing-possible-microsoft-breach0

United StatesHIC North America 2022 April 6 https://www.mtpr.org/montana-news/2022-04-05/kalispell-hospital-sued-for-patient-data-breach0

United StatesHIC North America 2022 April 27 https://www.drbicuspid.com/index.aspx?sec=sup&sub=bai&pag=dis&ItemID=3304420

United StatesHIC North America 2022 May 9 https://healthitsecurity.com/news/illinois-gastroenterology-group-data-breach-impacts-228k0

Pakistan LMC South Asia 2022 May 10 https://www.phoneworld.com.pk/223818-2-cyberattack/0

United StatesHIC North America 2017 March 27 https://www.recode.net/2016/11/12/13601934/yahoo-hacked-sued-breach0

United KingdomHIC Europe & Central Asia2019 July 11 http://www.netimperative.com/2019/07/gdpr-bites-marriot-fined-99m-for-data-breach/0

Australia HIC East Asia & Pacific2020 November 3 https://mumbrella.com.au/some-key-services-of-mediaportal-still-down-following-cyber-attack-which-cost-isentia-around-8-5m-6566080

United StatesHIC North America 2020 December 11 https://www.techtimes.com/articles/254960/20201211/hackers-caught-selling-remote-access-security-systems-airport-dark-web.htm0

United StatesHIC North America 2019 August 5 https://siliconangle.com/2019/08/04/new-lookback-phishing-campaign-targets-utility-companies-malicious-attachments/0

Ghana LMC Sub-Saharan Africa2019 August 16 http://www.businessghana.com/site/news/technology/193820/Instagram-says-growth-hackers-are-behind-spate-of-fake-Stories-views0

Malta HIC Middle East & North Africa2019 August 20 https://timesofmalta.com/articles/view/fbi-watched-malta-for-hacking-attempts-months-before-bov-attack.7296340

United KingdomHIC Europe & Central Asia2019 August 30 https://www.itpro.co.uk/security/34296/hacking-group-fin6-changes-tactics-and-aims-at-e-commerce-websites0

United StatesHIC North America 2019 September 6 https://medium.com/cyber-journal/silence-hackers-target-banks-across-30-countries-a8c0bb66e7a00

United StatesHIC North America 2019 September 26 https://thehill.com/blogs/blog-briefing-room/news/463125-hacker-changes-seattle-road-sign-to-say-impeach-the-bastard0

United StatesHIC North America 2019 November 6 https://www.centralmaine.com/2019/11/06/intermed-reports-email-hack-exposing-information-on-30000-patients/0

United StatesHIC North America 2019 November 21 https://www.benzinga.com/news/earnings/19/11/14858068/macys-reports-same-store-sales-decline-and-data-breach0



United KingdomHIC Europe & Central Asia2019 November 29 https://www.birminghammail.co.uk/news/midlands-news/walsall-property-raided-part-global-173378430

India LMC South Asia 2019 December 5 https://timesofindia.indiatimes.com/city/pune/hackers-bugged-e-banking-facility-broke-security-code/articleshow/72391600.cms0

United KingdomHIC Europe & Central Asia2019 December 18 https://www.computing.co.uk/ctg/news/3084740/gangnam-industrial-style-campaign-separ-malware0

Japan HIC East Asia & Pacific2017 July 11 http://www.japantimes.co.jp/?post_type=news&p=12067150

Kenya LMC Sub-Saharan Africa2018 January 8 https://www.kachwanya.com/2015/06/09/us-army-website-hacked/0

India LMC South Asia 2018 January 9 https://economictimes.indiatimes.com/small-biz/startups/newsbuzz/working-like-an-unofficial-startup-iranian-hackers-are-carrying-out-cyber-espionage/articleshow/62424162.cms0

United StatesHIC North America 2018 February 4 http://www.startribune.com/small-businesses-are-big-target-for-hackers/472414833/0

India LMC South Asia 2018 March 12 http://idrw.org/isro-computer-had-malware-couldve-been-hacked-say-researchers/0

India LMC South Asia 2017 May 13 http://punemirror.indiatimes.com/news/world/firefighting-hack-attack/articleshow/58662203.cms0

United StatesHIC North America 2017 August 22 https://www.buzzfeed.com/kevincollier/chinas-cut-its-cyber-attacks-on-us-now-vietnam-is-a-target0

Thailand UMC East Asia & Pacific2020 August 11 http://www.newswit.com/.it/2020-08-11/1ad47ef557bfa262734702ffc9ef9d5e/0

Canada HIC North America 2018 May 7 https://globalnews.ca/news/4191414/halifax-police-data-breach/0

United StatesHIC North America 2018 May 17 https://patch.com/connecticut/groton/nigerian-man-charged-groton-school-employee-phishing-scam-doj0

Australia HIC East Asia & Pacific2018 May 22 http://www.couriermail.com.au/technology/security-experts-warn-over-fake-nsw-government-penalty-notice-email-scam/news-story/3ac00cd34c800a449dfbcfa4a65ce727?nk=14400cc475780a2036bb825087d62009-15270319020

United StatesHIC North America 2018 May 23 http://kimatv.com/news/local/local-authorities-say-new-iphone-software-will-help-solve-more-crimes0

United StatesHIC North America 2018 October 4 https://www.roanoke.com/news/wire_headlines/the-latest-opcw-says-it-has-taken-action-to-mitigate/article_81b3e165-1e46-5b6a-b835-272fd0070b99.html0

United StatesHIC North America 2018 July 5 http://www.eweek.com/security/hackers-celebrate-fourth-of-july-with-geodo-botnet-spam0

United StatesHIC North America 2018 October 16 https://www.candgnews.com/news/rcs-officials-push-password-changes-following-data-breach-1103700

Australia HIC East Asia & Pacific2018 October 31 https://www.itwire.com/security/85133-israeli-link-suspected-after-iran-networks-hit-by-malware.html0

New ZealandHIC East Asia & Pacific2020 June 11 https://www.nzherald.co.nz/business/news/article.cfm?c_id=3&objectid=123389960

United KingdomHIC Europe & Central Asia2020 January 28 https://www.directorstalkinterviews.com/maritime-industry-now-a-major-target-for-computer-cyber-attacks/4128042170

United StatesHIC North America 2020 February 4 https://fox2now.com/2020/02/04/phishing-scam-targets-stlcc-private-information-exposed/0

Australia HIC East Asia & Pacific2020 February 5 https://www.bigrigs.com.au/news/hackers-target-australian-trucking-giant/3936998/0

Australia HIC East Asia & Pacific2020 February 28 https://www.9news.com.au/national/cyber-attacks-costing-businesses-billions/d9e10c0b-d35b-49e3-9886-1ec8ea8c65a70

United StatesHIC North America 2020 July 28 https://news.yahoo.com/front-rush-llc-notice-data-010000471.html0

United StatesHIC North America 2020 July 22 https://www.wsj.com/articles/new-york-regulator-charges-first-american-over-2019-data-breach-115954239880

Kenya LMC Sub-Saharan Africa2020 July 7 https://www.businessdailyafrica.com/corporate/companies/Hackers-attack-ride-hailing-app-SWVL-gain-user-information/4003102-5589642-14y4t9y/0

United StatesHIC North America 2020 September 22 http://wpjljr.com/what-you-need-to-know-about-the-massive-hack-that-hit-the-british-health-care-system-and-elsewhere-washington-post/0

United StatesHIC North America 2021 January 28 https://www.msn.com/en-us/news/crime/suspect-in-philly-area-hospital-cyber-attack-arrested/ar-BB1daNAy0

United StatesHIC North America 2021 April 14 https://www.technewsworld.com/story/computing/87030.html0

United StatesHIC North America 2021 February 15 https://techcrunch.com/2021/02/15/notions-hours-long-outage-was-caused-by-phishing-complaints/0

United StatesHIC North America 2020 December 18 https://www.msn.com/en-gb/news/world/trump-news-e2-80-93-live-biden-calls-fbi-probe-of-son-hunter-e2-80-98foul-play-e2-80-99-as-us-nuclear-agency-breached-in-hack/ar-BB1bZXe50

Canada HIC North America 2020 December 28 https://vocm.com/2020/12/28/mun-phishing-attack/0

Italy HIC Europe & Central Asia2022 June 28 https://www.iphoneitalia.com/791352/apple-blocca-spyware-rcs-labs0

Poland HIC Europe & Central Asia2022 October 17 https://www.wnp.pl/rynki-zagraniczne/hiszpania-ataki-hakerow-na-infrastrukture-panstwowa-wzrosly-od-wybuchu-wojny-na-ukrainie-o-77-proc,634826.html0

Indonesia LMC East Asia & Pacific2022 October 17 https://www.liputan6.com/tekno/read/5098488/gawat-nyaris-900-server-diretas-hacker-dalam-15-bulan-terakhir0

Serbia UMC Europe & Central Asia2022 August 27 https://www.dnevnik.rs/drustvo/hakerski-napad-na-tanjug-iz-100-zemlama-sveta-dominantne-kina-i-sad-27-08-20220

South AfricaUMC Sub-Saharan Africa2022 January 17 https://www.ofm.co.za/article/centralsa/312631/vs-valke-ondersoek-sabc-inbraak0

Poland HIC Europe & Central Asia2022 February 21 https://conowego.pl/artykuly/wielki-atak-hakerow-na-pakistanskie-strony-znanych-firm-76240

Germany HIC Europe & Central Asia2022 September 23 https://www.netzwelt.de/news/204770-phishing-mail-haben-ausstehende-zahlung-erpresser-verlangen-bitcoins-2309.html0

South KoreaHIC East Asia & Pacific2021 November 15 https://www.donga.com/news/Society/article/all/20211115/110261910/20

Germany HIC Europe & Central Asia2021 November 8 https://www.br.de/nachrichten/netzwelt/hacker-in-netzwerke-von-media-markt-und-saturn-eingedrungen,SoBkuRF0

Czech RepublicHIC Europe & Central Asia2019 December 11 https://zpravy.aktualne.cz/domaci/na-benesovskou-nemocnici-zautocili-pravdepodobne-hackeri-vyd/r~d2f990e01c3211eaac760cc47ab5f122/0

Sweden HIC Europe & Central Asia2022 August 29 https://www.dagensps.se/teknik/svenska-foretag-utsatta-i-global-natfiske-kampanj/0

Argentina UMC Latin America & Caribbean2022 March 27 https://www.perfil.com/noticias/columnistas/invasion-fake-news-hackeo-y-estafas-con-criptomonedas.phtml0

Russia UMC Europe & Central Asia2021 August 30 https://www.securitylab.ru/news/523853.php0

Turkey UMC Europe & Central Asia2021 February 27 https://www.haberler.com/zararli-yazilimla-dolandiricilik-yapan-ceteye-13956375-haberi/0

Belgium HIC Europe & Central Asia2021 October 4 https://geeko.lesoir.be/2021/10/04/des-pirates-utilisent-des-bots-pour-voler-des-donnees-bancaires/0

South KoreaHIC East Asia & Pacific2021 May 31 https://news.joins.com/article/24070646 0

Canada HIC North America 2021 February 4 https://www.tvanouvelles.ca/2021/02/04/la-ville-de-terrebonne-touchee-par-un-vaste-piratage-russe-10

South KoreaHIC East Asia & Pacific2021 May 1 https://www.edaily.co.kr/news/read?newsId=01705606629044656&mediaCodeNo=2570

Indonesia LMC East Asia & Pacific2021 October 19 https://www.cnnindonesia.com/internasional/20211019122810-113-709617/situs-pemerintah-china-diretas-dipasangi-bendera-taiwan0

Russia UMC Europe & Central Asia2021 January 27 http://deita.ru/article/489459 0

Russia UMC Europe & Central Asia2021 January 25 https://www.kommersant.ru/doc/4662031 0

Austria HIC Europe & Central Asia2020 April 24 https://www.ots.at/presseaussendung/OTS_20200424_OTS0049/ak-warnt-vor-phishing-e-mails-von-banken-finger-weg0



Bulgaria UMC Europe & Central Asia2020 January 26 https://blitz.bg/kriminalni/napastta-fishing-uzhili-120-kompanii-u-nas_news722943.html0

Spain HIC Europe & Central Asia2020 March 18 https://www.facua.org/es/noticia.php?Id=152400

Russia UMC Europe & Central Asia2020 December 23 https://riafan.ru/1358140-khakerskaya-gruppirovka-beregini-vylozhila-v-set-dannye-ob-aviabaze-vsu0

Czech RepublicHIC Europe & Central Asia2020 December 17 https://channelworld.cz/analyzy/eset-hesla-ceskych-uzivatelu-jsou-stale-tercem-malwaru-ten-se-nejcasteji-siri-e-mailem-256800

South KoreaHIC East Asia & Pacific2019 May 16 https://www.yna.co.kr/view/AKR201905160827000040

Russia UMC Europe & Central Asia2019 October 10 https://news.ngs.ru/comments/66265672/0

Ukraine LMC Europe & Central Asia2019 January 31 https://investigator.org.ua/news-2/213973/0

Russia UMC Europe & Central Asia2019 March 6 https://russian.rt.com/business/news/608413-issledovanie-kiberataka-bezopasnost0

Russia UMC Europe & Central Asia2019 February 28 https://lenta.ru/news/2019/02/28/no_fun/ 0

Indonesia LMC East Asia & Pacific2019 December 28 https://www.liputan6.com/tekno/read/4143946/tanggapan-bareskrim-polri-soal-peretasan-situs-yang-pajang-wajah-novel-baswedan0

Germany HIC Europe & Central Asia2019 July 3 https://www.netzwelt.de/betrugswarnungen/151206-amazon-phishing-verbraucherzentrale-meldet-neue-betrugsversuche.html0

Qatar HIC Middle East & North Africa2019 July 6 https://www.alarab.qa/story/1365689/%D8%A7%D8%AD%D8%B0%D8%B1-5-%D9%85%D9%86-%D8%AA%D8%B7%D8%A8%D9%8A%D9%82%D8%A7%D8%AA-%D8%AC%D9%88%D8%AC%D9%84-%D9%8A%D8%B3%D8%AA%D8%BA%D9%84%D9%87%D8%A7-%D8%A7%D9%84%D9%87%D8%A7%D9%83%D8%B1%D8%B20

Spain HIC Europe & Central Asia2019 February 26 https://www.elcorreo.com/tecnologia/internet/ciberdelincuentes-hackean-protesis-conectadas-cuerpo-humano-20190226134915-ntrc.html0

Israel HIC Middle East & North Africa2021 September 2 https://www.calcalist.co.il/technology/article/hy5afnazy0

Russia UMC Europe & Central Asia2018 July 6 http://xn--b1ae2adf4f.xn--p1ai/article/48878-khakery-vernulis-v-banki.html0

Spain HIC Europe & Central Asia2018 April 11 https://cincodias.elpais.com/cincodias/2018/04/10/autonomos/1523393170_818934.html0

United StatesHIC North America 2018 May 10 http://globedia.com/sitios-drupal-incluidos-gobierno-hackeados-extraer-criptomonedas0

Lebanon UMC Middle East & North Africa2018 July 6 https://www.lecommercedulevant.com/article/28444-ogero-et-plusieurs-autres-entites-vises-par-des-hackers0

Iran LMC Middle East & North Africa2018 May 8 http://www.alalam.ir/news/3544161 0

Ukraine LMC Europe & Central Asia2018 January 16 http://dozor.kharkov.ua/news/crime/1193653.html0

Russia UMC Europe & Central Asia2018 July 25 https://www.dp.ru/a/2018/07/25/Vzlomshhiki_potrebovali_ot?hash=6959270

NetherlandsHIC Europe & Central Asia2018 May 17 https://www.techzine.nl/nieuws/404647/nieuw-type-ddos-aanvallen-misbruikt-opnieuw-iot-toestellen.html0

South KoreaHIC East Asia & Pacific2017 October 17 http://www.newshankuk.com/news/content.asp?fs=1&ss=3&news_idx=2017101716201119260

Russia UMC Europe & Central Asia2017 December 21 https://habrahabr.ru/post/343152/ 0

South KoreaHIC East Asia & Pacific2017 August 3 http://biz.chosun.com/site/data/html_dir/2017/08/02/2017080202173.html0

Brazil UMC Latin America & Caribbean2017 October 14 http://dc.clicrbs.com.br/sc/noticias/noticia/2017/10/trio-e-preso-suspeito-de-hackear-e-desviar-dinheiro-de-contas-do-banco-do-brasil-em-santa-catarina-9948556.html0

SwitzerlandHIC Europe & Central Asia2017 November 16 https://www.nzz.ch/digital/datenpanne-bei-digitec-ld.13293180

Ukraine LMC Europe & Central Asia2017 January 30 http://vesti-ukr.com/strana/222491-arabckie-khakery-vzlomali-cajt-ukrainckoj-razvedki0

Italy HIC Europe & Central Asia2017 January 10 http://fr.blastingnews.com/societe/2016/12/stupefiant-les-souris-sans-fil-piratees-par-les-pieges-a-clic-001323109.html0

Belgium HIC Europe & Central Asia2017 August 16 http://www.camer.be/62107/1:11/france-piratage-fraude-a-la-carte-bancaire-prudence-et-vigilance-requises-.html0

India LMC South Asia 2021 December 3 https://techstory.in/really-stupid-smart-contract-bug-let-hackers-steal-31-million-in-digital-coin/0

United StatesHIC North America 2022 August 8 https://www.law360.com/articles/1518796/fcc-claims-wireless-co-slowed-data-breach-investigation0

United StatesHIC North America 2021 August 5 https://www.darkreading.com/threat-intelligence/prophet-spider-exploits-weblogic-cves-to-enable-ransomware-attacks0

PhilippinesLMC East Asia & Pacific2022 January 12 https://mb.com.ph/2022/01/12/deped-confirms-hacking-of-website-says-addl-security-features-already-in-place/0

United KingdomHIC Europe & Central Asia2022 September 29 https://www.techradar.com/news/no-the-irs-is-not-texting-you-its-a-phishing-scam0

United StatesHIC North America 2022 September 24 https://www.journal-spectator.com/news/article_c9d999da-3b90-11ed-b01d-cb33850ea88b.html0

United KingdomHIC Europe & Central Asia2022 April 20 https://www.techradar.com/news/this-devious-new-malware-targets-your-dvr0

United StatesHIC North America 2022 April 23 https://securityboulevard.com/2022/04/combatting-a-blackcat-ransomware-active-directory-attack/0

United StatesHIC North America 2022 October 28 https://www.jdsupra.com/legalnews/ny-fines-health-insurance-company-4-5m-6358946/0

India LMC South Asia 2022 May 31 https://techstory.in/verizons-employee-database-retrieved-by-hackers/0

United StatesHIC North America 2022 November 24 https://www.jdsupra.com/legalnews/wright-filippis-files-notice-of-data-3499228/0

Ireland HIC Europe & Central Asia2022 December 11 https://www.con-telegraph.ie/2022/12/11/mayo-alert-issued-over-christmas-phishing-scam/0

United StatesHIC North America 2022 December 16 https://siliconangle.com/2022/12/15/unit-42-highlights-threat-intelligence-importance-russia-ukraine-ransomware-attacks-fly-radar-ignite22/0

South KoreaHIC East Asia & Pacific2022 January 6 https://www.allkpop.com/article/2022/01/all-woollim-entertainment-artists-twitter-accounts-get-hacked-by-drippin-as-they-gear-up-for-villain-comeback0

United StatesHIC North America 2022 January 21 https://www.forbes.com/sites/roslynlayton/2022/01/21/crypto-hacking-and-power-outages-buyers-beware-on-aws-cloud/0

United StatesHIC North America 2022 July 4 https://skift.com/blog/cyber-attack-against-tour-operator-exposes-300000-profiles-reports/0

United StatesHIC North America 2019 June 1 https://newtoncountytimes.com/news/rutledge-announces-judgment-for-first-ever-hipaa-related-data-breach/article_3480683c-83a6-11e9-b506-cff132195219.html0

United KingdomHIC Europe & Central Asia2020 January 8 https://www.cbronline.com/cybersecurity/breaches/las-vegas-hacked/0

United StatesHIC North America 2019 March 19 https://www.massdevice.com/zoll-reveals-data-breach-during-email-server-migration/0

United StatesHIC North America 2019 October 16 https://www.blacklistednews.com/article/75094/the-city-of-baltimore-blew-off-a-76000-ransomware-demand-only-to-find-out-a-bunch-of-its-data-had.html0

United StatesHIC North America 2019 September 18 https://www.knau.org/post/fusd-deals-hack-ransomware-attacks-become-more-common0

United StatesHIC North America 2019 October 16 https://www.troyrecord.com/news/local-news/rensselaer-county-cyber-phishing-scheme-settled-for-million/article_3857f324-ef55-11e9-81d1-670ec46232c4.html0

United KingdomHIC Europe & Central Asia2019 October 25 https://www.theguardian.com/technology/2019/oct/25/7-eleven-fuel-app-data-breach-exposes-users-personal-details0

United KingdomHIC Europe & Central Asia2019 December 16 https://www.crowdfundinsider.com/2019/12/155233-liquidators-file-second-report-regarding-hacked-cryptocurrency-exchange-cryptopia/0

United StatesHIC North America 2019 January 8 https://www.forbes.com/sites/thomasbrewster/2019/01/08/7500-steam-weakness-let-hackers-take-remote-control-of-gamers-pcs/0



United StatesHIC North America 2018 March 22 https://ccm.net/news/28562-bitcoin-wallet-hacked0

United StatesHIC North America 2019 July 3 http://www.spamfighter.com/News-22284-Evite-confirmed-the-data-breach.htm0

United StatesHIC North America 2018 May 29 http://www.healthcareitnews.com/news/phishing-hack-ohio-provider-breaches-data-42000-patients-month0

United KingdomHIC Europe & Central Asia2017 January 19 https://www.ftadviser.com/investments/2017/01/19/dfm-hit-by-cyber-attack/0

United StatesHIC North America 2017 March 1 http://dailybruin.com/2017/02/28/hacker-sells-access-to-databases-at-ucla-other-universities/0

United StatesHIC North America 2017 March 9 http://www.ksdk.com/news/local/weekends-only-reports-credit-card-data-breach/4209378460

United StatesHIC North America 2017 March 19 http://www.idgconnect.com/abstract/24108/after-mongodb-ransomware-hit-exposed-elasticsearch-clusters0

Cambodia LMC East Asia & Pacific2017 April 13 https://www.cambodiadaily.com/news/hacker-warns-serious-vulnerability-plaguing-online-voter-lists-128028/0

United StatesHIC North America 2017 April 13 http://legalnewsline.com/stories/511103962-class-action-alleges-spyware-intercepted-personal-data0

United StatesHIC North America 2017 April 14 https://www.healthcare-informatics.com/news-item/cybersecurity/report-data-breach-incidents-march-affected-15-million-patient-records0

Canada HIC North America 2017 June 9 http://www.itworldcanada.com/article/canadian-cyber-attack-led-to-new-mining-industry-threat-sharing-centre/3938500

United KingdomHIC Europe & Central Asia2017 July 12 http://www.dailymail.co.uk/news/article-4687542/Winker-s-song-played-hackers-Mansfield-radio.html0

Bhutan LMC South Asia 2017 July 3 http://www.kuenselonline.com/hacking-of-wechat-accounts-worry-users/0

United StatesHIC North America 2017 July 17 http://www.tomshardware.com/news/phishing-brazil-bank-token-cards,35018.html0

Pakistan LMC South Asia 2017 August 19 http://www.journalismpakistan.com/Here-to-stay-JP-back-up-after-fourth-hacking-in-six-years0

South AfricaUMC Sub-Saharan Africa2017 October 19 https://www.iol.co.za/sunday-tribune/news/fraud-agency-warning-over-massive-data-breach-116289360

United StatesHIC North America 2017 December 5 http://www.breitbart.com/tech/2017/12/04/three-senior-security-managers-exit-uber-following-data-breach-cover-up/0

United StatesHIC North America 2017 May 17 http://www.mpamag.com/news/phishing-scams-shoot-up-after-cyber-attack-on-mortgage-tech-vendor-67823.aspx0

United StatesHIC North America 2018 January 9 http://wunc.org/post/nc-proposal-takes-aim-recent-cyber-attacks0

United StatesHIC North America 2018 March 20 https://www.scmagazine.com/russian-hackers-target-european-agency-with-updated-dealerschoice-adobe-flash-exploit-tool/article/751905/0

United StatesHIC North America 2018 April 18 http://www.rttnews.com/2883236/goldcrypto-guarantees-replacement-of-aux-tokens-on-hacking-theft.aspx0

United StatesHIC North America 2018 April 19 https://www.jdsupra.com/legalnews/uber-goes-0-2-in-data-breach-23549/0

PhilippinesLMC East Asia & Pacific2020 January 17 https://news.abs-cbn.com/business/01/18/20/pal-warns-against-phishing-site-luring-public-to-win-plane-tickets0

United StatesHIC North America 2021 January 1 https://www.axios.com/iranian-cyber-hacks-314ba9aa-2b0f-470f-a731-cbfa5716c4ea.html0

North KoreaLIC East Asia & Pacific2021 February 8 https://www.nknews.org/pro/dprk-hackers-used-unknown-internet-explorer-bug-in-attack-on-security-analysts/0

United StatesHIC North America 2021 September 3 https://www.esecurityplanet.com/threats/salesforce-email-service-used-for-phishing-campaign/0

United StatesHIC North America 2021 March 19 https://www.sent-trib.com/news/perrysburg-township-computers-hacked/article_bb31b1b4-88d7-11eb-b729-371f3d757ef2.html0

Italy HIC Europe & Central Asia2022 March 14 https://corrierequotidiano.it/tecnologia/attacchi-hacker-nel-metaverso-7-rischi-possibili-per-utenti-e-aziende/0

Ukraine LMC Europe & Central Asia2022 April 21 https://gordonua.com/news/war/s-nachala-vtorzheniya-rf-sbu-neytralizovala-bolee-250-moshchnyh-kiberatak-1605617.html0

South KoreaHIC East Asia & Pacific2022 February 2 https://www.hankookilbo.com/News/Read/A20220202154900040760

Russia UMC Europe & Central Asia2022 May 30 https://www.securitylab.ru/news/531997.php0

France HIC Europe & Central Asia2021 March 25 https://www.20minutes.fr/high-tech/3006067-20210324-les-abonnes-netflix-a-nouveau-victimes-d-une-fraude0

Tunisia LMC Middle East & North Africa2021 July 6 https://ar.webmanagercenter.com/2021/07/06/318668/%D9%85%D9%86%D8%AD-%D9%88%D9%87%D9%85%D9%8A%D8%A9-%D8%A8%D9%82%D9%8A%D9%85%D8%A9-200%D8%AF%D9%8A%D9%86%D8%A7%D8%B1-%D8%A7%D9%84%D9%88%D9%83%D8%A7%D9%84%D8%A9-%D8%A7%D9%84%D9%88%D8%B7%D9%86%D9%8A/0

Germany HIC Europe & Central Asia2021 November 25 https://winfuture.de/news,126661.html 0

Russia UMC Europe & Central Asia2020 January 19 https://www.ferra.ru/news/apps/prilozheniya-dlya-kamer-android-smartfonov-okazalis-shpionskimi-19-01-2020.htm0

Sweden HIC Europe & Central Asia2020 August 3 https://www.svt.se/nyheter/lokalt/ost/saab-anstalld-far-bota-for-forsok-till-dataintrang0

Japan HIC East Asia & Pacific2020 October 27 https://ascii.jp/elem/000/004/031/4031974/0

Italy HIC Europe & Central Asia2020 July 29 https://www.tecnoandroid.it/2020/07/29/unicredit-sanpaolo-e-bpm-clienti-sotto-attacco-hacker-7647160

Mexico UMC Latin America & Caribbean2020 August 29 https://vanguardia.com.mx/articulo/los-clientes-dieron-informacion-banorte-se-deslinda-de-hackeo0

Israel HIC Middle East & North Africa2020 February 2 https://rotter.net/forum/scoops1/601298.shtml0

Argentina UMC Latin America & Caribbean2020 June 27 https://www.lt10.com.ar/noticia/256396--hackers-atacaron-al-banco-cayman-explosiva-filtracion&seccion=internacionales0

Turkey UMC Europe & Central Asia2020 October 5 https://www.yeniakit.com.tr/haber/ermenistana-turk-hacker-soku-oyle-bir-not-dustuler-ki-1405108.html0

India LMC South Asia 2020 May 7 https://navbharattimes.indiatimes.com/tech/gadgets-news/android-smartphone-can-be-hacked-without-physical-access-by-this-security-flaw-may-2020-patch-fixes/articleshow/75590750.cms0

Indonesia LMC East Asia & Pacific2020 October 29 https://jogja.tribunnews.com/2020/10/29/hacker-retas-situs-disnaker-kota-bandung-tampilan-diganti-gambar-tikus-berjas0

South KoreaHIC East Asia & Pacific2020 January 9 http://news1.kr/articles/?3812631 0

SwitzerlandHIC Europe & Central Asia2020 July 23 https://www.bzbasel.ch/basel/franzosen-hackten-geheimes-kriminellen-netzwerk-keine-hilfe-fuer-baselbieter-strafverfolger-1385329480

Finland HIC Europe & Central Asia2019 October 4 https://www.seiska.fi/Hotnow/Hakkeri-iski-Urheiluliikkeen-mainosnaytolla-pyori-tuntikausia-K-18-filmi/11461650

SwitzerlandHIC Europe & Central Asia2019 June 19 https://www.bluewin.ch/de/digital/kuechenmaschine-gehackt-und-verstecktes-mikrofon-aktiviert-265152.html0

Brazil UMC Latin America & Caribbean2019 December 5 https://gazetaweb.globo.com/portal/noticia/2019/12/_92033.php0

Germany HIC Europe & Central Asia2018 March 22 https://www.netzwelt.de/betrugswarnungen/151869-sparkassen-phishing-vorsicht-vorname-nachname-eilende-mitteilung.html0

Russia UMC Europe & Central Asia2018 June 5 https://lenta.ru/news/2018/06/05/restricted_mode/0

Sweden HIC Europe & Central Asia2018 December 13 https://www.di.se/live/rikemansklubbens-medlemsregister-utsatt-for-dataintrang/0

Nicaragua LMC Latin America & Caribbean2018 June 9 https://www.elnuevodiario.com.ni/nacionales/466724-hackean-cuentas-internet-mensaje-antitranques/0

NetherlandsHIC Europe & Central Asia2018 April 17 https://www.rtlnieuws.nl/technieuws/mitchell-van-der-k-hackte-30000-privebeelden-van-vrouwen0

Slovak RepublicHIC Europe & Central Asia2017 January 27 http://www.zive.sk/clanok/122670/hesla-ludi-z-trumpovej-administrativy-unikli-pri-hackerskych-utokoch0

http://www.kuenselonline.com/hacking-of-wechat-accounts-worry-users/


Ukraine LMC Europe & Central Asia2017 March 4 http://svit24.net/technology/67-technology/5892-google-chrome-os-taky-zlamaly0

Germany HIC Europe & Central Asia2017 May 3 http://www.finanznachrichten.de/nachrichten-2017-05/40608747-kriminelle-hacker-raeumen-konten-leer-gaengige-authentifizierungsverfahren-beim-mobile-banking-nicht-sicher-007.htm0

BangladeshLMC South Asia 2017 May 30 http://bangla.bdnews24.com/tech/article1342432.bdnews0

Germany HIC Europe & Central Asia2017 November 28 http://www.zdnet.de/88316945/amazon-marketplace-betrug-mit-phishing-mails-und-sensationsangeboten/0

Denmark HIC Europe & Central Asia2017 April 25 https://nordjyske.dk/nyheder/hjoerring/hacker-lagde-teater-ned/e1ea695d-1a33-4407-8f1a-d5b5e66aefc00

Thailand UMC East Asia & Pacific2018 June 1 https://www.dailynews.co.th/crime/646812[1710075, 1710076]['4 hackers snatch SIM card numbers Selling game items online', 'Police catch bad hackers Stealing national ID numbers to open a sim card, selling game items']1

Russia UMC Europe & Central Asia2020 August 18 https://tass.ru/proisshestviya/9228093[2663213, 2662162]['Youtube hackers arrested in Penza', 'Hackers who sold passwords from YouTube channels were detained in Penza']1

Peru UMC Latin America & Caribbean2017 May 26 http://elcomercio.pe/tecnologia/actualidad/web-atacadas-hackers-peruanos-ciberataque-peru-4261220

Chile HIC Latin America & Caribbean2017 August 18 http://www.radioagricultura.cl/2017/08/18/gdiaz-grupo-de-jovenes-hackea-pagina-web-de-tvn-este-fue-el-resultado/0

Vietnam LMC East Asia & Pacific2017 October 9 http://nhipsongso.tuoitre.vn/gan-10000-cuoc-tan-cong-mang-viet-nam-trong-nam-2017-20171009152449469.htm0

United StatesHIC North America 2017 July 19 https://japan.zdnet.com/article/35086060/0

Japan HIC East Asia & Pacific2021 December 6 https://www.asahi.com/ajw/articles/144907400

United StatesHIC North America 2021 May 19 https://www.law360.com/articles/1386388/consumer-suit-says-pipeline-s-lax-security-led-to-hack0

Australia HIC East Asia & Pacific2021 June 2 https://www.sunshinecoastdaily.com.au/news/hackers-bring-meat-giant-to-its-knees/4269786/0

South KoreaHIC East Asia & Pacific2021 June 1 http://koreabizwire.com/huaweis-german-branch-website-used-as-malware-platform/1909980

Kenya LMC Sub-Saharan Africa2022 July 26 https://www.businessdailyafrica.com/bd/corporate/technology/hackers-now-train-sights-on-educational-institutions-38932340

United StatesHIC North America 2022 August 24 https://www.jdsupra.com/legalnews/calcium-products-inc-confirms-recent-4802844/0

China UMC East Asia & Pacific2022 September 2 https://cointelegraph.com/news/kyber-network-offers-bounty-following-265k-hack-of-decentralized-exchange0

Australia HIC East Asia & Pacific2022 October 12 https://www.itwire.com/it-industry-news/telecoms-and-nbn/telstra-chair-refuses-to-criticise-optus-over-data-breach.html0

United StatesHIC North America 2022 February 9 https://thehill.com/homenews/state-watch/593522-data-breach-exposes-georgia-voters-registration-information0

India LMC South Asia 2022 November 5 https://www.thehindu.com/sci-tech/technology/kaspersky-warns-spyware-loaded-vpn-sandstrike-campaign-attack-bah%C3%A1%CA%BC%C3%AD-iran-persia-community/article66099208.ece0

Malaysia UMC East Asia & Pacific2022 November 15 https://www.malaysiakini.com/news/6441470

India LMC South Asia 2021 July 2 https://ummid.com/news/2021/july/02.07.2021/online-class-hacked-porn-clips-uploaded-in-goa.html0

United StatesHIC North America 2020 February 28 https://www.channelnewsasia.com/news/singapore/phishing-website-scam-fake-police-spf-singapore-124807260

United StatesHIC North America 2019 May 28 https://www.deseretnews.com/article/900072757/hackers-disrupt-utah-internet-provider-with-attack-demand-ransom.html0

United StatesHIC North America 2020 June 12 http://www.news9.com/story/5ee2f4fa82c0d009db72d0ee/okemah-fbi-investigating-city-hall-hack-ransom-demands0

United StatesHIC North America 2019 July 11 https://healthitsecurity.com/news/dna-testing-service-vendor-reports-years-long-consumer-data-breach0

United StatesHIC North America 2020 July 1 https://www.dpreview.com/news/5583049894/instagram-phishing-scam-uses-seemingly-legit-account-to-get-user-passwords0

United StatesHIC North America 2019 March 15 https://www.clarionledger.com/story/news/2019/03/15/data-breach-mississippi-questar-reach-agreement-students-standardized-testing/3150910002/0

Australia HIC East Asia & Pacific2019 September 7 http://honisoit.com/2019/09/data-breach-suffered-by-online-service-used-by-sass-scisoc-st-johns-college/0

Singapore HIC East Asia & Pacific2019 August 31 https://www.businesstimes.com.sg/government-economy/hong-kong-cyber-attack-briefly-disrupts-key-protester-forum0

United KingdomHIC Europe & Central Asia2022 December 2 https://www.itpro.co.uk/security/cyber-attacks/369629/netherlands-prepare-survival-kits-hackers-critical-infrastructure[3905840, 3905334]['Netherlands promotes survival kits for  blackout  cyber attacks', 'Netherlands urges citizens to prepare survival kits in case hackers target critical infrastructure']1

United KingdomHIC Europe & Central Asia2017 January 9 http://www.techworld.com/news/mobile/meetup-site-down-after-hacker-sought-to-extort-300-from-ceo-3504891/0

United StatesHIC North America 2017 January 27 http://www.sacbee.com/news/politics-government/capitol-alert/article129170869.html0

Uganda LIC Sub-Saharan Africa2017 March 12 http://www.monitor.co.ug/News/National/Ministries-lose-Shs180b-to-hackers/688334-3846842-5w0t0h/0

United StatesHIC North America 2017 March 29 https://www.law360.com/articles/907238 0

Australia HIC East Asia & Pacific2017 August 18 https://www.computerworld.com.au/article/626187/g20-event-invite-decoy-new-malware-dropper/0

Singapore HIC East Asia & Pacific2017 November 23 http://sbr.com.sg/economy/news/daily-briefing-singpost-pays-dividends-week-uber-exposed-hiding-data-breach0

Malaysia UMC East Asia & Pacific2017 November 28 https://www.malaysiakini.com/news/4035310

India LMC South Asia 2017 December 10 http://www.newsnow.in/news/rajasthan-hacking-whatsapp-group-with-bjp-mp-mla-as-members-hail-killer0

United StatesHIC North America 2017 December 13 http://www.zdnet.com/article/freeze-credit-after-equifax-hack-obamacare-healthcare-problems/0

United StatesHIC North America 2017 March 25 http://www.timesheraldonline.com/general-news/20170324/data-breach-at-local-property-management-firm-leaves-unknown-number-at-risk0

Russia UMC Europe & Central Asia2017 September 9 https://www.rferl.org/a/son-russian-lawmaker-selzenev-roman-pleads-guilty-role-50-million-hacking-fraud/28725487.html0

United StatesHIC North America 2018 March 20 http://www.complex.com/life/2018/03/people-delete-facebook-following-data-breach0

United StatesHIC North America 2018 April 13 http://www.nydailynews.com/news/world/russia-launched-hack-attack-skripal-email-years-uk-article-1.39318670

United StatesHIC North America 2018 June 26 http://www.azfamily.com/story/38508605/hackers-targeting-hospitals-medical-devices0

Japan HIC East Asia & Pacific2018 May 17 https://www.zdnet.com/article/this-cryptocurrency-phishing-attack-uses-new-trick-to-drains-wallets/0

India LMC South Asia 2018 October 5 https://www.sentinelassam.com/news/investigation-into-data-breach-opened/0

Australia HIC East Asia & Pacific2018 October 22 https://www.itwire.com/security/84992-windows-servers-still-infected-by-darkpulsar-nsa-exploit.html0

United StatesHIC North America 2018 September 10 https://travelbloggerbuzz.com/british-airways-data-breach-oman-visa-google-pixel-3-death-diving/0

Malta HIC Middle East & North Africa2018 December 1 https://www.timesofmalta.com/articles/view/20181201/local/westin-dragonara-exposed-by-data-hack.6955500

United StatesHIC North America 2020 May 19 https://www.techtimes.com/articles/249730/20200519/gta-online-hackers-are-back-after-game-was-offered-free-on-epic-games-store-plus-storefront-offers-partial-refunds-now.htm0

United StatesHIC North America 2020 February 19 https://www.bankinfosecurity.com/hacked-off-patients-sue-ransom-paying-hospital-group-a-137360

United StatesHIC North America 2020 March 20 https://nakedsecurity.sophos.com/2020/03/20/exchange-rate-services-customer-details-hacked-via-aws/0

United StatesHIC North America 2020 March 23 https://threatpost.com/hackers-exploited-0-day-cctv-camera/154051/0



Nigeria LMC Sub-Saharan Africa2020 April 8 https://allafrica.com/stories/202004080854.html0

Indonesia LMC East Asia & Pacific2018 November 27 http://manado.tribunnews.com/2018/11/27/bssn-sebut-polanya-kayak-di-pilpres-as-situs-kpu-diserang-hacker-dampaknya-pada-perhitungan-suara[2187639, 2187638]['KPU Site Attacked by Hackers! BSSN Calls the Pattern Like in the US Presidential Election, Its Impact on Vote Counts', 'BSSN Calls the Pattern Like in the US Presidential Election, KPU Sites Attacked by Hackers, Impact on Vote Count']1

India LMC South Asia 2020 October 24 https://www.thehindu.com/sci-tech/technology/weekly-bytes-microsoft-teams-phishing-attack-chromes-abusive-notification-detection-and-more/article32935675.ece0

United StatesHIC North America 2020 September 22 http://www.techtimes.com/articles/252742/20200922/hacker-breached-540-000-referees-league-officials-and-school-representatives-for-ransom-and-won.htm0

United StatesHIC North America 2020 December 14 https://www.cio.com/article/3601074/middle-east-phishing-attack-aims-malware-variants-at-political-figures.html0

India LMC South Asia 2020 December 27 https://www.moneycontrol.com/news/technology/new-malware-adrozek-is-attacking-google-chrome-firefox-other-browsers-report-6220011.html0

United StatesHIC North America 2021 September 3 https://healthitsecurity.com/news/beaumont-health-latest-victim-of-accellion-data-breach0

United StatesHIC North America 2021 September 8 https://www.msn.com/en-us/news/world/pro-china-misinformation-operation-attempting-to-exploit-us-covid-divisions-report-says/ar-AAOdYEA0

AzerbaijanUMC Europe & Central Asia2022 February 16 https://haqqin.az/news/234746 0

Poland HIC Europe & Central Asia2022 October 1 https://conowego.pl/artykuly/google-ostrzega-firmy-przed-phishingiem-wspieranym-przez-rzad-271170

Germany HIC Europe & Central Asia2022 May 30 https://www.gn-online.de/nachrichten/phishing-betrueger-auf-raubzug-ueber-paypal-452396.html0

United StatesHIC North America 2022 April 19 https://www.crhoy.com/nacionales/casi-2-dias-despues-gobierno-conforma-comision-que-analizara-hackeo-de-conti/0

Germany HIC Europe & Central Asia2022 November 8 https://winfuture.de/news,132882.html 0

Russia UMC Europe & Central Asia2022 June 2 https://www.securitylab.ru/news/532075.php0

Colombia UMC Latin America & Caribbean2022 February 25 https://www.eltiempo.com/tecnosfera/novedades-tecnologia/invima-restablece-dos-puntos-tras-hackeo-6543300

Hungary HIC Europe & Central Asia2021 January 9 http://www.itextreme.hu/2021/01/09/Penzugyi-fenyegetesek-2021-ben:-kriptovaluta-tranzit_-webes-adatlopok-a-szerveroldalon-es-zsarolas-invazio.htm0

France HIC Europe & Central Asia2021 July 8 https://www.universfreebox.com/article/492627/free-mobile-les-abonnes-cibles-par-un-nouveau-phishing-surfant-sur-la-refonte-de-la-boutique-en-ligne0

France HIC Europe & Central Asia2021 March 29 https://www.01net.com/actualites/ils-piratent-21000serveurs-exchange-et-se-paient-la-tete-d-un-journaliste-2039708.html0

Israel HIC Middle East & North Africa2021 March 7 https://finance.walla.co.il/item/3422146 0

France HIC Europe & Central Asia2021 February 22 https://www.lindependant.fr/2021/02/22/pyrenees-orientales-base-de-donnees-piratee-tout-le-monde-peut-etre-touche-il-faut-changer-vos-mots-de-passe-9387950.php0

Mexico UMC Latin America & Caribbean2021 August 2 https://sanluis.eluniversal.com.mx/politica/politicos-potosinos-tambien-han-sido-victimas-del-hackeo-masivo-de-mensajeria-instantanea0

Ukraine LMC Europe & Central Asia2021 August 6 https://www.048.ua/news/3173458/vzlomal-haker-v-kiwi-izvinilis-pered-odessitami-za-spam-s-vredonosnymi-ssylkami-i-russkij-azyk0

Turkey UMC Europe & Central Asia2021 April 8 https://www.tamindir.com/haber/paribu-hacklenme-iddiasi-ile-ilgili-aciklama_66973/0

Russia UMC Europe & Central Asia2021 September 8 https://www.securitylab.ru/news/524222.php0

Israel HIC Middle East & North Africa2021 November 16 https://isranews.com/70615/la-derniere-violation-de-donnees-disrael-une-negligence-monumentale/0

United StatesHIC North America 2018 October 26 https://fox5sandiego.com/2018/10/25/data-breach-may-have-exposed-personal-info-of-3000-socal-girl-scouts/[2124697, 2130968, 2124693, 2130313, 2121442, 2124692]['Data breach may have exposed personal info of 3 , 000 SoCal Girl Scouts', 'Girl Scouts Issues Data Breach Warning to 2 , 800 Members', 'Personal Info for Thousands of O . C . Girl Scouts May Have Been Exposed in Data Breach', 'Girl Scouts Alerted to Possible Data Breach - Infosecurity Magazine', 'Data breach may have exposed personal information for thousands of Girl Scouts', 'Girl Scout personal information affected by recent data breach']5

Indonesia LMC East Asia & Pacific2020 July 7 https://www.antaranews.com/foto/1595722/pengungkapan-kasus-peretasan-situs-lembaga-negara0

Armenia UMC Europe & Central Asia2020 June 17 https://www.panorama.am/ru/news/2020/06/17/%D0%90%D1%80%D0%BC%D0%B5%D0%BD%D0%B8%D1%8F-%D0%B0%D1%82%D0%B0%D0%BA%D0%B8-%D0%B1%D0%B0%D0%BD%D0%BA%D0%BE%D0%B2%D1%81%D0%BA%D0%B8%D1%85-%D0%B7%D0%BB%D0%BE%D0%B2%D1%80%D0%B5%D0%B4%D0%BE%D0%B2/23115730

Romania UMC Europe & Central Asia2020 June 16 https://www.libertatea.ro/stiri/hackerii-s-au-folosit-de-imaginea-postei-romane-atacuri-phishing-30364300

Russia UMC Europe & Central Asia2020 March 25 https://club.cnews.ru/blogs/entry/eset_48_kompanij_privolzhskogo_federalnogo_okruga_postradali_ot_vredonosnogo_po0

Italy HIC Europe & Central Asia2020 June 5 https://www.statoquotidiano.it/05/06/2020/si-finge-app-immuni-per-bloccare-pc-ransomware-senza-soste/774888/0

Egypt LMC Middle East & North Africa2020 December 15 https://www.almasryalyoum.com/news/details/21132010

Lithuania HIC Europe & Central Asia2019 February 11 http://www.respublika.lt/lt/naujienos/mokslas/technika/programisiu_ataka_atlaikiusi_visma_group_it_rinkoje_tapo_pasauliniu_pavyzdziu/0

Russia UMC Europe & Central Asia2019 June 29 https://www.igromania.ru/news/83950/Spustya_19_mesyacev_yentuziasty_vzlomali_Denuvo_v_Star_Wars_Battlefront_II.html0

Bulgaria UMC Europe & Central Asia2019 September 12 https://dnes.dir.bg/comments/novo-obvinenie-sreshtu-shefa-na-tad-grup-zaradi-hakerskata-ataka0

Ukraine LMC Europe & Central Asia2019 August 29 https://nr2.com.ua/obshhestvo/2019/08/29/hakery-vzlomali-sait-novoe-vremia-i-razmestili-feik/0

Ukraine LMC Europe & Central Asia2019 December 8 https://ain.ua/2018/03/27/xakery-na-yard-baksov/0

Argentina UMC Latin America & Caribbean2019 August 5 https://www.eleco.com.ar/la-ciudad/advierten-por-hackeos-masivos-en-facebook-con-la-modalidad-cuento-del-tio/0

Ukraine LMC Europe & Central Asia2018 December 2 http://rusjev.net/2018/12/02/proizoshel-krupneyshiy-vzlom-bitkoin-koshelkov/0

South KoreaHIC East Asia & Pacific2018 October 15 http://www.jejusori.net/?mod=news&act=articleView&idxno=2107150

Sweden HIC Europe & Central Asia2018 November 27 https://www.dt.se/artikel/leksands-kommun/myndighetsanstalld-gjorde-23-otillatna-sokningar-i-datasystemet-doms-for-dataintrang0

Russia UMC Europe & Central Asia2018 July 6 https://mundo.sputniknews.com/rusia/201807061080213627-rusia-llama-entregar-a-vinnik/0

Mexico UMC Latin America & Caribbean2018 June 8 https://www.dineroenimagen.com/empresas/bancos-reciben-el-mayor-numero-de-quejas-en-mayo-tras-hackeo/1000240

China UMC East Asia & Pacific2018 November 26 http://news.eastday.com/s/20181126/u1a14408977.html0

Sweden HIC Europe & Central Asia2018 January 5 http://www.ttela.se/nyheter/trollh%C3%A4ttan/k%C3%A4nde-sig-hotad-%C3%B6verklagar-dataintr%C3%A5ngsdom-1.50155140

Russia UMC Europe & Central Asia2018 January 20 https://www.stav.kp.ru/online/news/2995750/0

United StatesHIC North America 2018 August 28 http://www.darkreading.com/endpoint/whatsapp-mobile-phishings-newest-attack-target/a/d-id/1332652[1954533, 1970958]['WhatsApp : Mobile Phishing Newest Attack Target', 'WhatsApp announced: We will warn users about messages suspected of being phishing']1

India LMC South Asia 2017 April 17 http://www.bgr.in/news/indian-hacker-group-leaks-data-of-1-7-million-snapchat-users-after-ceos-poor-country-comments-report/[381926, 381929, 380317, 1150120, 381942, 1147339, 381952, 380321, 380323, 382227, 380309, 1150726, 381948, 380300, 380397, 1147531, 381941, 1149637]['Snapchat : indian hackers release details of 1 7 million snapchat users', 'Indian hackers have strongest revert to snapchat 1', 'Snapchat Users Beware ! Indian Hackers Leak Data of 1 . 7 Million App Users – ', 'Hack Of 1 . 7M Snapchat Accounts Didnt Actually Happen', 'Snapchat hacking : indian hackers  release details of 1 . 7 million snapchat users', 'Hackers Target Snapchat After CEO Calls India  Poor Country  ', 'indian hackers snapchat ceo', 'Indian hacker group leaks data of 1 . 7 million Snapchat users after CEO  poor country  comments : Report', 'Angry On Snapchat CEO  Poor India  Remark , Hackers Leak 1 . 7 Million User Data ; # BoycottSnapchat Trends', 'Indian Hacker Group Leaks Data Of 1 . 7 Million Snapchat Users After CEO  Poor Country  Comments : Report', 'Snapchat CEO had to call India a poor country, angry hackers leaked user data', 'Hacker Claims Data Theft of 1.7 Million Snapchat Users', 'Snapchat User Data Allegedly Leaked by Indian Hackers in Response to  Poor Country  Remark', 'Anonymous17

Morocco LMC Middle East & North Africa2017 June 1 http://www.alyaoum24.com/887695.html 0

Czech RepublicHIC Europe & Central Asia2017 March 23 http://www.lupa.cz/clanky/vesele-vanoce-aneb-jak-ransomware-zasifroval-firmam-z-prahy-data-pred-ucetni-uzaverkou/0

Brazil UMC Latin America & Caribbean2017 September 28 https://canaltech.com.br/internet-das-coisas/mais-de-7-mil-malwares-foram-encontrados-em-dispositivos-de-iot-em-2017-101128/0

Argentina UMC Latin America & Caribbean2017 May 13 http://sinmordaza.com/noticia/422910-trasladaron-al-hacker-acusado-por-el-ataque-a-un-medio-local.html0

United KingdomHIC Europe & Central Asia2021 April 21 https://www.infosecurity-magazine.com:443/news/dating-service-suffers-data-breach/0

Canada HIC North America 2021 November 23 https://www.cp24.com/news/ontario-vaccine-centre-employee-charged-in-covid-19-vaccine-booking-portal-data-breach-1.56778070

United StatesHIC North America 2022 May 31 https://www.jdsupra.com/legalnews/news-of-note-for-the-internet-minded-5-5753470/0



United StatesHIC North America 2021 June 11 https://www.ibj.com/articles/graduation-complication0

United Arab EmiratesHIC Middle East & North Africa2022 July 29 https://www.itp.net/security/record-number-of-never-before-seen-malware-variants-discovered0

United StatesHIC North America 2022 October 11 https://www.nwitimes.com/business/local/franciscan-billing-employees-to-recoup-overpayment-after-kronos-ransomware-attack-targeting-payroll/article_5995ede5-78b7-565a-9e85-f47e3ab11841.html0

United StatesHIC North America 2022 September 2 https://www.darkreading.com/threat-intelligence/raspberry-robin-malware-russian-evil-corp0

United KingdomHIC Europe & Central Asia2022 March 24 https://www.theguardian.com/media/2022/mar/24/the-sun-records-51m-loss-as-publisher-fights-costly-phone-hacking-cases0

United StatesHIC North America 2022 April 18 https://www.govtech.com/security/most-governments-were-hacked-in-the-past-year-reports-reveal0

United StatesHIC North America 2022 April 6 https://www.scmagazine.com/analysis/breach/alleging-security-failures-caused-data-breach-patients-sue-montanas-logan-health0

Denmark HIC Europe & Central Asia2022 October 25 https://www.thelocal.dk/20221025/danish-health-portal-issues-warning-over-phishing-scam/0

United StatesHIC North America 2022 May 6 https://www.kshb.com/news/local-news/belton-police-department-computer-systems-target-of-malware-attack0

United StatesHIC North America 2019 April 10 https://arstechnica.com/information-technology/2019/04/mysterious-safety-tampering-malware-infects-a-2nd-critical-infrastructure-site/0

United StatesHIC North America 2022 December 2 https://www.bainbridgereview.com/news/personal-data-leaked-in-st-michael-ransomware-attack/0

India LMC South Asia 2019 May 25 http://www.sify.com/finance/banking-on-the-internet-beware-of-asacub-malware-news-finance-tfznv0eddfgfd.html0

United Arab EmiratesHIC Middle East & North Africa2021 June 4 https://gulfnews.com/business/aviation/air-india-knew-of-compromised-passenger-list-from-cyber-attack-only-by-march-april-1.16227867713870

United KingdomHIC Europe & Central Asia2020 May 12 https://www.postonline.co.uk/commercial/7543426/hackers-maze-release-four-files-of-alleged-chubb-data0

United StatesHIC North America 2019 January 25 http://mynorthwest.com/1254504/sammamish-cancels-all-city-credit-cards-as-fbi-investigates-ransomware-attack/0

Australia HIC East Asia & Pacific2019 August 13 https://www.abc.net.au/radio/programs/am/users-of-older-microsoft-windows-systems-warned-of-hacking-risk/114075820

India LMC South Asia 2019 September 20 https://www.indiantelevision.com/regulators/trai/broadcasters-address-drm-cas-hacking-fingerprinting-concerns-in-trais-draft-addressable-system-regulations-1909200

Russia UMC Europe & Central Asia2019 November 27 https://www.securityweek.com/malware-found-payment-system-used-border-restaurants0

United StatesHIC North America 2017 February 14 http://boingboing.net/2017/02/14/amnesty-hackers-spent-months.html0

United StatesHIC North America 2017 February 28 https://www.scmagazine.com/lazarus-hacking-group-likely-behind-ratankba-ransomware-attacks/article/640697/0

United StatesHIC North America 2017 March 7 http://www.oregonlive.com/business/index.ssf/2017/03/columbia_hacked_for_two_years.html0

United KingdomHIC Europe & Central Asia2017 April 3 https://www.scmagazineuk.com/spyware-mobile-agents-compromise-user-privacy-including-out-of-work-behaviour/article/645624/0

Canada HIC North America 2017 April 5 http://www.ctvnews.ca/5things/5-things-to-know-on-wednesday-april-5-2017-1.33552690

United StatesHIC North America 2017 June 13 http://www.wkyc.com/money/cleveland-area-restaurant-company-hit-with-data-breach/4482653520

United StatesHIC North America 2017 July 2 http://www.wfmynews2.com/news/local/triad-man-sentenced-for-hack-targeting-cia/4536415420

United StatesHIC North America 2017 November 10 https://threatpost.com/autoit-scripting-used-by-overlay-malware-to-bypass-av-detection/128845/0

Canada HIC North America 2017 September 13 http://www.cbc.ca/news/canada/british-columbia/best-western-hack-1.42866710

United StatesHIC North America 2017 November 2 http://www.politicususa.com/2017/11/02/trump-cover-story-crumbles-prosecutors-charge-russian-officials-dnc-hack.html0

United KingdomHIC Europe & Central Asia2018 February 5 https://www.bristolpost.co.uk/news/bristol-news/evil-software-allowed-hackers-watch-11682260

New ZealandHIC East Asia & Pacific2018 March 25 https://www.stuff.co.nz/business/102574489/Air-New-Zealand-warns-customers-about-anniversary-phishing-scam0

United StatesHIC North America 2018 April 19 http://www.darkreading.com/vulnerabilities---threats/first-public-demo-of-data-breach-via-iot-hack-comes-to-rsac/d/d-id/13315880

Ireland HIC Europe & Central Asia2018 April 23 https://www.rte.ie/news/ireland/2018/0423/956647-inm-data/0

United StatesHIC North America 2018 October 11 http://www.spamfighter.com/News-21813-Canada-Based-Restaurant-Chain-Hit-with-Malware-Attack.htm0

Russia UMC Europe & Central Asia2018 August 12 http://www.ehackingnews.com/2018/08/infamous-belarusian-hacker-ar3s-behind.html0

United StatesHIC North America 2018 November 1 https://www.thestate.com/news/politics-government/article220951355.html0

United KingdomHIC Europe & Central Asia2020 June 9 https://www.power-technology.com/news/elexon-hack-cybersecurity-uk-power/0

India LMC South Asia 2020 May 22 https://www.mid-day.com/articles/railway-police-bust-illegal-e-ticket-racket-arrest-touts-hackers-and-tickets-worth-rs-636-lakh/227992220

SwitzerlandHIC Europe & Central Asia2020 June 11 https://isnblog.ethz.ch/cyber/bundestag-hack-redux-more-smoke-than-mirrors0

United StatesHIC North America 2020 June 5 https://www.freep.com/story/news/2020/06/04/hackers-publishing-stolen-michigan-state-university-msu-documents/3144933001/0

United StatesHIC North America 2020 January 24 https://www.crn.com/news/managed-services/solarwinds-rmm-tool-has-open-zero-day-exploit-huntress-labs0

United StatesHIC North America 2020 May 27 https://www.scmagazine.com/home/security-news/phishing/zero-day-credential-phishing-attack-aimed-at-c-suite-execs-impersonates-u-s-supreme-court/0

India LMC South Asia 2020 July 22 https://www.indiatvnews.com/technology/news-hacker-made-1-5m-by-selling-backdoor-access-of-135-top-firms-6361780

United StatesHIC North America 2020 August 10 https://www.bankinfosecurity.com/ransomware-reportedly-hits-ventilator-maker-a-148010

United StatesHIC North America 2021 December 23 https://www.law360.com/articles/1416677/as-hacks-hit-a-nerve-admin-pushed-reporting-of-breaches0

United KingdomHIC Europe & Central Asia2020 October 5 https://www.computerweekly.com/news/252490098/MosaicRegressor-APT-campaign-using-rare-malware-variant0

South AfricaUMC Sub-Saharan Africa2020 October 23 https://it-online.co.za/2020/10/23/fraudsters-exploit-employees-social-networks/0

United StatesHIC North America 2021 February 16 https://wlds.com/att-phishing-scam-hits-region/0

United StatesHIC North America 2021 January 8 https://citizenwells.com/tag/italian-hacking-of-us-2020-election-revelations-began-with-dni-ratcliffe-cbs-herridge-stated-dec-3-2020/0

Australia HIC East Asia & Pacific2021 January 22 https://www.gizmodo.com.au/2021/01/company-that-listed-camp-auschwitz-shirts-has-user-records-leaked-by-prolific-hacker-group/0

United StatesHIC North America 2021 September 2 https://techcrunch.com/2021/09/02/fbi-china-hacking-uyghurs/0

United StatesHIC North America 2021 February 25 https://www.msn.com/en-us/money/companies/solarwinds-profit-forecast-trails-estimates-after-hack/ar-BB1e0WNA0

Italy HIC Europe & Central Asia2022 July 16 https://www.tecnoandroid.it/2022/07/16/societa-bloccata-dal-governo-usa-stava-comprando-un-malware-per-spiare-gli-smartphone-10927650

Russia UMC Europe & Central Asia2022 November 29 https://www.securitylab.ru/news/535020.php0

Germany HIC Europe & Central Asia2022 July 3 https://winfuture.de/news,130552.html 0

Russia UMC Europe & Central Asia2022 March 17 https://ura.news/news/1052539234 0



South KoreaHIC East Asia & Pacific2022 May 10 https://www.etoday.co.kr/news/view/21321750

Russia UMC Europe & Central Asia2022 March 17 https://www.securitylab.ru/news/530632.php0

Russia UMC Europe & Central Asia2021 March 23 https://www.securitylab.ru/news/517657.php0

South KoreaHIC East Asia & Pacific2021 September 13 http://www.newstomato.com/ReadNews.aspx?no=10732050

Israel HIC Middle East & North Africa2021 November 23 https://www.pc.co.il/news/350449/ 0

United KingdomHIC Europe & Central Asia2022 April 16 https://bitpipe.computerweekly.com/detail/RES/1649861458_632.html0

United StatesHIC North America 2022 November 24 https://www.nbcdfw.com/news/local/ransomware-attack-at-dallas-central-appraisal-district-enters-third-week/3133229/[3895535, 3893895]['Dallas Central Appraisal District Ransomware Attack Continues – NBC 5 Dallas - Fort Worth', 'Ransomware Knocks Out Dallas Appraisal District Website']1

South KoreaHIC East Asia & Pacific2021 May 14 http://news.kmib.co.kr/article/view.asp?arcid=0924191580&code=11141400&sid1=int0

South KoreaHIC East Asia & Pacific2021 November 6 https://news.mt.co.kr/mtview.php?no=2021110515153898979&type=2&sec=politics&pDepth2=Ptotal&MNE_T0

NetherlandsHIC Europe & Central Asia2020 May 16 https://www.haarlemsdagblad.nl/cnt/dmf20200515_17961784/haarlemse-musea-hacken-vanaf-de-bank-hersenen-en-zakken-chips-kraken-bij-beschermen-van-nederlands-erfgoed0

China UMC East Asia & Pacific2020 February 26 https://www.dailyfx.com/deutsch/devisenhandel/fundamental/marktnachrichten/2020/02/26/Bitcoin-Cash-BCH-Hackerangriff-besorgt-Anleger-.html0

South KoreaHIC East Asia & Pacific2020 January 22 http://newspim.com/news/view/202001220012180

India LMC South Asia 2020 July 9 https://navbharattimes.indiatimes.com/tech/gadgets-news/protect-your-bank-account-from-malware-sbi-shares-dos-and-donts/articleshow/76869524.cms0

India LMC South Asia 2019 June 13 https://maharashtratimes.indiatimes.com/maharashtra/ahmednagar-news/city-co-operative-banks-account-hack/articleshow/69761908.cms0

KyrgyzstanLMC Europe & Central Asia2019 June 12 https://knews.kg/2019/06/12/v-bishkeke-vyyasnyayut-kto-vzlomal-sajt-guobdd-i-lishil-voditelskih-prav-atambaeva/0

India LMC South Asia 2019 April 5 http://www.saamana.com/man-hacks-two-websites-of-former-employer-over-delayed-dues/0

Ukraine LMC Europe & Central Asia2019 February 2 https://lb.ua/news/2019/02/02/418738_hakeri_pitalis_otklyuchit_svet.html0

Finland HIC Europe & Central Asia2019 July 27 https://www.iltalehti.fi/digiuutiset/a/1341b934-cb67-4756-a3cc-8b463ab100c90

Sweden HIC Europe & Central Asia2018 April 19 http://www.dagensps.se/it-innovation/tech/ikeas-dotterbolag-ater-igang-efter-cyberattack/0

BangladeshLMC South Asia 2018 May 22 http://www.bd-pratidin.com/mixter/2018/05/22/3321270

Chile HIC Latin America & Caribbean2018 July 26 http://www.cooperativa.cl/noticias/pais/consumidores/denuncian-hackeo-a-mas-de-14-mil-tarjetas-de-credito/2018-07-25/214118.html0

Sweden HIC Europe & Central Asia2018 March 15 http://flamman.se/a/myndighetssidor-kapas-lockar-till-sexdejts-bluff0

Indonesia LMC East Asia & Pacific2017 June 5 http://www.beritasatu.com/gadget/434672-waspada-juice-jacking-retas-ponsel-yang-diisi-ulang.html0

Russia UMC Europe & Central Asia2017 August 29 https://versia.ru/ssha-podozrevayut-v-chp-s-voennymi-korablyami-russkix-xakerov0

Egypt LMC Middle East & North Africa2017 May 3 http://www.eremnews.com/news/world/8239930

Chile HIC Latin America & Caribbean2017 August 26 http://www.economiaynegocios.cl/noticias/noticias.asp?id=3919790

India LMC South Asia 2022 June 23 https://www.thehindu.com/news/national/karnataka/phishing-attacks-in-the-name-of-non-payment-of-bescom-bills/article65556573.ece0

United StatesHIC North America 2021 June 2 https://www.natlawreview.com/article/new-york-ag-settles-filters-fast-after-data-breach0

Nigeria LMC Sub-Saharan Africa2022 September 17 https://www.vanguardngr.com/2022/09/revealed-how-hackers-tried-to-change-osun-guber-election-result/0

United StatesHIC North America 2022 October 6 http://theforumnewsgroup.com/2022/10/06/vital-info-hacked-over-last-30-days-pol/0

China UMC East Asia & Pacific2022 February 4 https://www.freshplaza.com/article/9397345/cyber-attack-in-port-of-antwerpen-terminal-brings-fruit-import-to-a-virtual-standstill/0

United StatesHIC North America 2022 September 21 https://www.thesixthaxis.com/2022/09/21/2k-hack-malicious-email-password-reset/0

New ZealandHIC East Asia & Pacific2022 March 7 https://www.stuff.co.nz/national/politics/127982270/taxpayers-union-society-wrongly-listed-as-dissolved-after-alleged-hack0

United StatesHIC North America 2022 April 25 https://www.jdsupra.com/legalnews/blueforce-inc-data-breach-exposes-3995155/0

United StatesHIC North America 2022 May 9 https://www.eenews.net/articles/how-the-colonial-pipeline-hack-galvanized-a-nation-at-risk/0

United StatesHIC North America 2022 October 25 https://www.darkreading.com/attacks-breaches/windows-mark-of-the-web-zero-days-patchless-exploit0

United StatesHIC North America 2022 May 18 https://www.jdsupra.com/legalnews/48forty-solutions-llc-announces-data-4485664/0

United KingdomHIC Europe & Central Asia2019 January 18 https://www.rollonfriday.com/news-content/junior-lawyers-and-pas-targeted-mass-phishing-scam0

South AfricaUMC Sub-Saharan Africa2021 July 28 https://www.thesouthafrican.com/lifestyle/africrypt-raees-and-ameer-cajee-latest-news-hamilton-cheong0

United StatesHIC North America 2020 May 18 https://twinfinite.net/2020/05/animal-crossing-new-horizons-nook-miles-ticket-economy-crashes-as-yet-another-exploit-surfaces/0

Australia HIC East Asia & Pacific2019 January 28 https://www.afr.com/news/politics/australian-cyber-spies-thwart-suspected-chinese-hack-targeting-small-businesses-20190128-h1ajpt0

Bulgaria UMC Europe & Central Asia2019 July 31 https://sofiaglobe.com/2019/07/31/bulgaria-tax-agency-chief-vows-to-stay-on-after-data-breach-sacks-it-heads/0

Argentina UMC Latin America & Caribbean2017 February 28 http://www.elcordillerano.com.ar/index.php/actualidad/item/49138-hackeo-a-elcordillerano-com-ar0

United StatesHIC North America 2018 January 18 http://www.daily-times.com/story/news/local/farmington/2018/01/18/farmington-recovering-after-ransomware-attack/1044845001/0

United StatesHIC North America 2019 October 29 https://www.asicentral.com/news/newsletters/promogram/october-2019/hullinger-shares-details-of-alphabroder-s-cyber-attack/0

Australia HIC East Asia & Pacific2019 November 15 https://www.cso.com.au/article/668672/australia-releases-advice-counter-foreign-interference-after-university-cyber-attacks/0

United StatesHIC North America 2017 March 4 http://wnct.com/2017/03/04/new-data-breach-may-have-impacted-millions-of-americans/0

United StatesHIC North America 2017 March 6 http://freerepublic.com/focus/f-chat/3532098/posts0

United StatesHIC North America 2017 July 14 http://www.wbir.com/news/local/tn-comptrollers-web-site-hacked/4568465000

United KingdomHIC Europe & Central Asia2017 October 5 https://www.scmagazineuk.com/stopping-a-3rd-party-it-supplier-data-breach-taking-down-a-government/article/689183/0

United StatesHIC North America 2017 October 22 http://www.timesleader.com/news/local/679573/pa-department-of-revenue-issues-warning-on-new-phishing-email-attack0

India LMC South Asia 2017 June 9 http://idrw.org/bilawal-house-media-cell-website-defaced-by-indians-hackers-pakistani-media/0

South AfricaUMC Sub-Saharan Africa2017 December 20 https://www.fin24.com/Tech/News/malicious-zombie-cyber-attacks-disrupt-us-internet-201610220

United StatesHIC North America 2017 December 22 https://thepointsguy.com/2017/12/ihg-accounts-hacked-points-stolen/0

United StatesHIC North America 2017 March 23 http://www.bgdailynews.com/news/k-affected-by-med-center-data-breach/article_d593a66b-c453-5ab7-8e25-75b599de60b9.html0



United KingdomHIC Europe & Central Asia2018 February 5 http://www.basingstokegazette.co.uk/news/15915878._Serious__data_breach_at_borough_council_referred_to_the_regulator/0

Canada HIC North America 2018 April 2 https://www.itworldcanada.com/article/hashtag-trending-ibm-discusses-phoenix-problems-boeing-hit-by-ransomware-microsoft-shakes-things-up/4034470

United StatesHIC North America 2018 August 6 https://www.sfgate.com/business/article/Data-breach-at-SF-s-Institute-on-Aging-may-13135575.php?t=0fd732d5e00

United StatesHIC North America 2018 November 5 http://www.govtech.com/dc/After-Ransomware-Attack-Texas-County-Sheriff-Says-it-Has-No-Records-of-Incident.html0

Russia UMC Europe & Central Asia2018 November 13 https://www.cybersecurityintelligence.com/blog/schoolby-hacked-mock-florida-election-site-in-10-minutes-3893.html0

United KingdomHIC Europe & Central Asia2018 October 1 https://www.belfasttelegraph.co.uk/news/northern-ireland/northern-regional-college-in-data-breach-row-over-confidential-survey-37370469.html0

United KingdomHIC Europe & Central Asia2018 October 1 https://www.thesun.co.uk/news/7385378/nadine-dorries-website-hacked-by-prankster-claiming-boris-johnson-will-use-solar-powered-drones-to-secure-irish-border-just-hours-after-tory-app-data-breach/0

Australia HIC East Asia & Pacific2020 May 6 https://www.afr.com/technology/toll-services-to-remain-offline-all-week-after-systems-hack-20200506-p54qhh0

Russia UMC Europe & Central Asia2018 November 29 https://www.securityweek.com/brazilian-financial-malware-spreads-beyond-national-boundaries0

Japan HIC East Asia & Pacific2018 December 19 https://www.zdnet.com/article/hackers-have-earned-1-7-million-from-trading-stolen-us-gov-payment-portal-data/0

United KingdomHIC Europe & Central Asia2020 January 16 https://www.northwalespioneer.co.uk/news/18164701.council-computer-hacked/0

United StatesHIC North America 2018 January 22 https://www.natlawreview.com/article/data-breach-bill-signals-increased-federal-interest-cybersecurity0

BangladeshLMC South Asia 2019 September 12 https://www.risingbd.com/english/OC-SI-hacked-in-Habiganj/641880

United StatesHIC North America 2021 January 28 https://www.prweb.com/releases/identity_theft_resource_centers_2020_annual_data_breach_report_reveals_19_percent_decrease_in_breaches/prweb17687435.htm0

United StatesHIC North America 2017 October 4 https://www.pr-inside.com/german-law-enforcement-officials-receive-2017-m3aa-r4639740.htm[868825, 870762, 868821, 868823, 868826, 866285]['German Law Enforcement Officials Receive 2017 M3AAWG J . D . Falk Award for Initiating Global Takedown of Avalanche Malware 2017', 'GlobeNewswire : German law enforcement officers to receive M3AAWG J in 2017. D. Falk Award for global shutdown of Avalanche malware', 'German Law Enforcement Officials Receive 2017 M3AAWG J . D . Falk Award for Initiating Global Takedown of Avalanche Malware', 'GlobeNewswire : German Law Enforcement Officials Receive 2017 M3AAWG J . D . Falk Award for Initiating Global Takedown of Avalanche Malware', 'GlobeNewswire: German law enforcement officials receive M3AAWG J Award. D. Falk 2017 for taking down global malware platform Avalanche', 'German law enforcement officials receive the M3AAWG J Award. D. Falk 2017 for taking down global malware platform Avalanche']5

United StatesHIC North America 2020 February 3 http://www.pilotonline.com/news/health/vp-nw-evms-data-breach-20200203-b2t3x2reurhhpnciyeuzrg2stq-story.html0

United StatesHIC North America 2020 July 8 https://www.darkreading.com/application-security/more-malware-found-preinstalled-on-government-smartphones/d/d-id/13383070

United StatesHIC North America 2020 February 20 https://dailygazette.com/article/2020/02/19/data-breach-involving-medical-records-feared0

PhilippinesLMC East Asia & Pacific2020 March 5 https://entertainment.inquirer.net/366900/hip-hop-star-loonies-social-media-accounts-retrieved-after-shameless-hacking-incident0

United KingdomHIC Europe & Central Asia2020 March 5 https://www.computing.co.uk/news/4011866/hacker-2012-attacks-linkedin-dropbox-regular-contact-alleged-sec-hacker-doj-filing0

China UMC East Asia & Pacific2020 July 25 https://cointelegraph.com/news/aviation-database-struck-by-unknown-ransomware-gang0

United KingdomHIC Europe & Central Asia2020 August 2 https://www.soundonsound.com/forum/viewtopic.php?f=18&t=73348&p=702594&hilit=0

United StatesHIC North America 2021 December 15 https://www.gamesradar.com/pokemon-brilliant-diamond-and-shining-pearl-have-a-second-duplication-glitch/0

Armenia UMC Europe & Central Asia2021 December 17 https://www.panorama.am/en/news/2021/12/17/expert-Armenia-spyware/26153430

PhilippinesLMC East Asia & Pacific2020 October 1 https://news.abs-cbn.com/news/10/01/20/we-are-being-hacked-pnp-seeks-p300m-budget-to-counter-cybercrime0

United StatesHIC North America 2021 January 5 https://www.healthcareitnews.com/news/ransomware-attack-derails-uvms-epic-implementation-timeline0

India LMC South Asia 2020 October 26 https://www.businessinsider.in/tech/news/indian-news-agency-hit-by-massive-ransomware-attack-servers-were-down-for-hours-but-no-payment-was-made/articleshow/78873646.cms0

Australia HIC East Asia & Pacific2020 December 8 https://www.sydneysun.com/news/267196101/update-second-man-in-sms-phishing-scheme-charged-in-sydney0

United StatesHIC North America 2020 December 23 http://www.wbiw.com/2020/12/23/ag-curtis-hill-settles-with-sabre-inc-after-data-breach-that-impacted-1-3m-credit-cards/0

United StatesHIC North America 2021 February 4 https://www.slashgear.com/popular-chrome-and-edge-browser-extensions-hid-sneaky-spyware-03658039/0

United StatesHIC North America 2021 February 25 https://columbustelegram.com/news/watch-now-platte-county-warns-of-potential-phishing-scam-coming-from-courthouse/article_7be11b86-dd0b-581d-84d6-ee075d3f268e.html0

South AfricaUMC Sub-Saharan Africa2021 October 12 https://it-online.co.za/2021/10/12/sa-in-the-spotlight-as-top-malware-target/0

Australia HIC East Asia & Pacific2021 March 15 https://www.afr.com/companies/professional-services/deloitte-helps-rmit-over-hack-kpmg-wins-26m-in-defence-contracts-20210309-p5793u0

United KingdomHIC Europe & Central Asia2021 March 3 https://www.kentonline.co.uk/maidstone/news/chinese-and-russian-cyber-hackers-target-kcc-computers-243387/0

Argentina UMC Latin America & Caribbean2022 March 29 https://www.mdzol.com/sociedad/2022/3/29/alerta-hackearon-el-sitio-de-la-ciudad-de-mendoza-232066.html0

South KoreaHIC East Asia & Pacific2022 April 7 http://www.koreatimes.com/article/20220406/14099070

Russia UMC Europe & Central Asia2022 April 6 https://www.securitylab.ru/news/530994.php0

Germany HIC Europe & Central Asia2022 January 3 https://www.apotheke-adhoc.de/nachrichten/detail/apothekenpraxis/hackerangriff-auf-cgm-apotheken-haben-den-aerger/0

Chile HIC Latin America & Caribbean2022 September 23 https://www.24horas.cl/actualidad/nacional/la-explicacion-de-paiva-tras-hackeo-a-ff-aa-no-tengo-mayores-antecedentes-falla0

South AfricaUMC Sub-Saharan Africa2022 March 5 https://www.netwerk24.com/netwerk24/nuus/politiek/anc-kap-multichoice-oor-verwydering-van-russiese-kanaal-202203050

Algeria LMC Middle East & North Africa2022 March 9 http://www.itmag-dz.com/2011/02/24/securite-menaces-des-milliers-de-comptes-itunes-pirates-seraient-a-vendre-sur-un-site-chinois/0

South KoreaHIC East Asia & Pacific2022 October 26 https://www.edaily.co.kr/news/read?newsId=02765046632496856&mediaCodeNo=2570

Mexico UMC Latin America & Caribbean2022 June 9 https://www.unionguanajuato.mx/2022/06/08/excel-esta-siendo-la-puerta-de-entrada-para-millones-de-ataques-ciberneticos-en-mexico/0

Argentina UMC Latin America & Caribbean2022 August 12 https://www.cronista.com/infotechnology/actualidad/filtraron-miles-de-datos-de-clientes-y-empleados-de-osde-tras-un-hackeo-habria-politicos-y-famosos/0

South KoreaHIC East Asia & Pacific2021 December 28 https://www.donga.com/news/Politics/article/all/20211229/110992891/10

Hungary HIC Europe & Central Asia2021 December 16 https://hvg.hu/tudomany/20211216_log4j_log4shell_hiba_serulekenyseg_naplozas_eset0

South KoreaHIC East Asia & Pacific2021 October 7 https://news.mt.co.kr/mtview.php?no=2021100711540657179&type=2&sec=tech&pDepth2=Ttotal&MNI_T0

South KoreaHIC East Asia & Pacific2021 April 25 https://news.joins.com/article/24042879 0

United StatesHIC North America 2018 November 30 https://www.news-journalonline.com/news/20181129/fbi-investigation-leads-to-arrests-of-erau-student-employee-for-hacking-computers[2198041, 2198042, 5019388]['FBI arrests student , employee for hacking ERAU computers - News - Daytona Beach News - Journal Online', 'FBI investigation leads to arrests of ERAU student , employee for hacking computers - News - Daytona Beach News - Journal Online', 'FBI Arrests Student , Employee in University Hacking Case']2

Austria HIC Europe & Central Asia2021 September 13 https://computerwelt.at/news/android-malware-flubot-stuermt-top-ten/0

Germany HIC Europe & Central Asia2021 August 9 https://www.handelsblatt.com/cyberangriff-deutsches-fintech-raisin-ds-gehackt-wie-betroffene-reagieren-sollten/27496326.html0

LuxembourgHIC Europe & Central Asia2021 October 21 https://paperjam.lu:443/article/luxtrust-visee-par-campagne-ph0

Spain HIC Europe & Central Asia2021 September 16 https://www.eldia.es/sucesos/delitos-informaticos/2021/09/16/hackeo-empresa-asturiana-deja-servicio-57359898.html0

Finland HIC Europe & Central Asia2021 August 9 https://www.hs.fi/ulkomaat/art-2000008182226.html0

Germany HIC Europe & Central Asia2020 June 29 https://www.neuepresse.de/Hannover/Meine-Stadt/Hackerangriff-auf-Stadt-Hannover-als-Bewerbung-getarnt0



Indonesia LMC East Asia & Pacific2020 December 10 https://banjarmasin.tribunnews.com/2020/12/10/akun-facebook-humas-polda-kalsel-diretas-polisi-kejar-pelaku0

Indonesia LMC East Asia & Pacific2020 December 28 https://www.tribunnews.com/metropolitan/2020/12/28/atal-depari-pwi-sesalkan-terjadinya-peretasan-situs-gunakan-hacker-bobol-website-media0

United StatesHIC North America 2020 May 22 https://www.crhoy.com/tecnologia/hackers-cumplen-amenaza-y-liberan-numeros-de-tarjetas-pero-bcr-niega-ataques/0

Russia UMC Europe & Central Asia2020 July 30 https://www.securitylab.ru/news/510647.php0

Finland HIC Europe & Central Asia2020 February 21 https://www.iltalehti.fi/digiuutiset/a/60b2c90f-af05-42f5-823b-16549b1ae7420

Turkey UMC Europe & Central Asia2020 November 21 https://www.tgrthaber.com.tr/yasam/casus-yazilim-operasyonu-5-tutuklu-27547140

Vietnam LMC East Asia & Pacific2020 December 29 https://www.tin247.com/canh-bao-ma-doc-nguy-hiem-nup-bong-email-qua-tang-cuoi-nam-tinh-vi-den-noi-ai-cung-co-the-bi-lua-4-28105966.html0

Finland HIC Europe & Central Asia2020 March 25 https://www.tivi.fi/uutiset/tv/a27639a0-5148-4be5-b4d6-3095203e7d3c0

Indonesia LMC East Asia & Pacific2020 March 17 https://teknologi.bisnis.com/read/20200317/84/1214246/kaspersky-waspada-dua-modifikasi-malware-di-android-0

Japan HIC East Asia & Pacific2019 April 11 https://wired.jp/2019/04/11/tajmahal-swiss-army-spyware-apt/0

Serbia UMC Europe & Central Asia2019 May 7 http://www.smedia.rs/it/9246691/pcpress-github-bitbucket-i-gitlab-zrtve-hakerskog-napada.html0

India LMC South Asia 2019 August 11 https://www.jansatta.com/national/bangalore-news-today-live-updates-cybercriminals-who-hacked-govts-procurement-portal-siphoned-off-%E2%82%B91cr/1115172/0

Russia UMC Europe & Central Asia2019 June 14 http://fedpress.ru/article/2249146 0

Russia UMC Europe & Central Asia2019 September 23 http://www.cnews.ru/news/top/2019-09-23_pochivshij_bankovskij_botnet0

South KoreaHIC East Asia & Pacific2019 June 17 http://news.chosun.com/site/data/html_dir/2019/06/17/2019061701369.html0

South KoreaHIC East Asia & Pacific2019 July 1 http://www.etoday.co.kr/news/section/newsview.php?idxno=17719220

Ukraine LMC Europe & Central Asia2021 October 23 https://gordonua.com/news/politics/posle-publikacii-kazhdyh-reytingov-my-poluchaem-pisma-s-ugrozami-sayt-kmis-vosstanovil-rabotu-posle-hakerskoy-ataki-1577868.html[2939951, 2941261, 2939960, 2939958]['KIIS website was hacked by hackers after the publication of the fallen ratings of Zelensky and servants', 'After the publication of each rating, we receive threatening letters. KIIS website restored after a hacker attack', 'The KIIS website was hacked the day after the publication of the rating of parties, in which the Servant of the People lost first place for the first time', "The KIIS website, which recorded the fall in Zelensky's rating, was hacked"]3

Japan HIC East Asia & Pacific2018 January 10 http://www.etnews.com/201801100003410

Russia UMC Europe & Central Asia2018 October 18 https://rg.ru/2018/10/18/reg-urfo/bezrabotnyj-haker-vzlamyval-sajty-gosorganov-radi-kriptovaliuty.html0

Finland HIC Europe & Central Asia2018 April 13 https://www.mikrobitti.fi/2018/04/varo-huijausta-tekstarilla-tarjotaan-kallista-tilausansaa-kaupan-paalle-voi-saada-haittaohjelman/0

Russia UMC Europe & Central Asia2018 April 7 https://rg.ru/2018/04/07/hakery-obrushili-rabotu-izvestnyh-smi-i-twitter.html0

France HIC Europe & Central Asia2018 October 9 https://www.macg.co/materiel/2018/10/big-hack-les-ports-ethernet-des-serveurs-de-supermicro-ont-des-fuites-1038660

Russia UMC Europe & Central Asia2017 November 1 http://rapsinews.ru/incident_news/20171101/280770370.html0

Indonesia LMC East Asia & Pacific2017 June 7 http://news.liputan6.com/read/2981441/giliran-situs-ombudsman-ri-diretas-tanpa-pesan0

Turkey UMC Europe & Central Asia2017 April 2 http://shiftdelete.net/anonymous-isid-sitelerini-hackledi-807260

Germany HIC Europe & Central Asia2017 July 20 http://www.openpr.de/news/959731/Live-Hacking-in-Muenchen-bei-der-IHK.html0

Russia UMC Europe & Central Asia2017 March 9 http://www.banki.ru/news/lenta/?id=95842150

South KoreaHIC East Asia & Pacific2017 September 9 http://biz.chosun.com/site/data/html_dir/2017/09/09/2017090900911.html0

South KoreaHIC East Asia & Pacific2017 April 4 http://www.vop.co.kr/A00001142349.html 0

Argentina UMC Latin America & Caribbean2017 July 20 http://www.cadena3.com/contenido/2017/07/20/Estudio-contable-cordobes-victima-de-un--hackeo-188213.asp?audio=3753110

Ukraine LMC Europe & Central Asia2017 July 13 https://www.rbc.ua/ukr/news/vr-osvobodila-shtrafov-nalogoplatelshchikov-1499965584.html0

United StatesHIC North America 2021 March 17 https://www.thestranger.com/slog/2021/03/17/55923514/slog-am-shooter-kills-8-people-in-atlanta-seattle-drawbridges-need-help-homecoming-hackers-arrested0

PhilippinesLMC East Asia & Pacific2021 November 25 https://business.inquirer.net/334986/data-breach-hits-retailer-sr0

United StatesHIC North America 2022 June 14 https://hothardware.com/news/seaflower-hackers-steal-crypto-secret-backdoors-android-ios-wallets0

United StatesHIC North America 2021 May 29 https://scnow.com/news/local/hopehealth-announces-third-party-data-breach/article_e91508fa-c096-11eb-9286-676ac67e1480.html0

United StatesHIC North America 2022 July 25 https://www.jdsupra.com/legalnews/vista-bank-reports-data-breach-9337894/0

United StatesHIC North America 2022 August 16 https://insurancenewsnet.com/oarticle/sec-charges-18-in-scheme-to-manipulate-stocks-using-hacked-brokerage-accounts0

United StatesHIC North America 2022 July 14 https://krdo.com/news/2022/07/13/colorado-springs-utilities-customers-instructed-to-stay-alert-after-data-breach/0

Russia UMC Europe & Central Asia2021 August 5 https://www.securityweek.com/iran-linked-hackers-expand-arsenal-new-android-backdoor0

United StatesHIC North America 2022 October 11 https://www.jdsupra.com/legalnews/mativ-holdings-inc-confirms-recent-data-6386647/0

United KingdomHIC Europe & Central Asia2018 December 11 https://threatpost.com/cobalt-threadkit-malware/139800/[2233006, 2218429]['Cobalt Group Uses New Version of ThreadKit Malware - Infosecurity Magazine', 'Cobalt Group Pushes Revamped ThreadKit Malware']1

United StatesHIC North America 2022 May 20 https://www.businessinsider.com/trust-stamp-ice-data-breach-facial-recognition-contractor-demo-app-2022-50

United KingdomHIC Europe & Central Asia2022 November 27 https://www.dailyrecord.co.uk/news/scottish-news/cyber-attacks-cripple-scots-nhs-285929890

United StatesHIC North America 2019 April 29 https://www.spamfighter.com/News-22163-Personalized-phishing-assaults-target-government-agency-embassy-officials-of-several-nations.htm0

Sri Lanka LMC South Asia 2019 May 14 http://www.dailymirror.lk/top-story-01/Investigation-confirms-hacking/316-1669980

United StatesHIC North America 2022 May 13 https://www.politico.eu/article/greek-transparency-agency-report-data-breach-migration-european-commission/0

United StatesHIC North America 2020 April 6 https://carolinapublicpress.org/30221/stein-scammers-already-phishing-for-nc-residents-federal-checks/0

United StatesHIC North America 2020 June 8 https://www.pionline.com/cybersecurity/san-francisco-data-breach-could-affect-74000-participants0

United StatesHIC North America 2020 June 8 https://www.datacenterknowledge.com:443/security/new-malware-makes-air-gapped-data-center-networks-less-bulletproof0

Uganda LIC Sub-Saharan Africa2019 January 29 https://pctechmag.com/2014/12/hacker-gang-takes-down-microsofts-and-sonys-gaming-networks-but-why/0

Japan HIC East Asia & Pacific2019 August 8 https://www.zdnet.com/article/phishing-watch-out-for-this-new-version-of-trojan-malware-that-spreads-through-malicious-word-documents/0

India LMC South Asia 2019 July 31 https://www.businessinsider.in/see-the-raid-where-the-33-year-old-woman-accused-of-hacking-capital-one-was-apprehended-by-camouflaged-armed-fbi-agents/articleshow/70470745.cms0

Canada HIC North America 2019 September 3 https://calgary.ctvnews.ca/cybercrime-investigators-caution-calgarians-about-latest-phishing-scam-1.45762630

United StatesHIC North America 2019 December 26 http://flcourier.com/visa-warns-credit-cards-at-risk-of-gaspump-hacks/0

United KingdomHIC Europe & Central Asia2019 December 6 https://www.wired.co.uk/article/china-uighur-hacking0



United StatesHIC North America 2017 March 30 https://www.yahoo.com/news/russian-interference-went-far-beyond-204128481.html0

United StatesHIC North America 2017 May 1 https://www.eff.org/press/releases/hearing-wednesday-eff-argues-against-massive-government-hacking-playpen-case0

United StatesHIC North America 2017 May 9 http://www.seviernewsmessenger.com/2017/05/09/vol-magic-wash-data-breach/0

United StatesHIC North America 2017 June 21 http://www.businessinsider.com/deep-root-analytics-sued-after-data-breach-2017-60

China UMC East Asia & Pacific2017 August 27 http://blog.chinadaily.com.cn/thread-1887251-1-1.html0

United StatesHIC North America 2017 September 20 http://www.newsbtc.com/2017/09/20/coindash-ico-hacker-returns-10000-ether-following-investigation-rumors/0

United StatesHIC North America 2017 September 25 https://www.complianceweek.com/news/news-article/sec-data-breach-reveals-fear-and-loathing-in-the-mainframe0

Myanmar LMC East Asia & Pacific2017 November 5 http://www.elevenmyanmar.com/asean/123090

South AfricaUMC Sub-Saharan Africa2017 October 18 https://www.timeslive.co.za/news/south-africa/2017-10-18-top-real-estate-company-admits-to-being-unwitting-source-of-countrys-largest-personal-data-breach/0

United StatesHIC North America 2017 October 18 http://www.gbtribune.com/section/69/article/108896/0

China UMC East Asia & Pacific2017 November 23 https://themarketmogul.com/uk-budget/ 0

United StatesHIC North America 2017 November 30 http://www.nextgov.com/cybersecurity/2017/11/fbi-dhs-warn-hacker-mercenaries-funded-nation-states/144203/0

United KingdomHIC Europe & Central Asia2017 December 5 http://www.bbc.co.uk/news/technology-422385740

Guyana UMC Latin America & Caribbean2017 March 16 http://www.kaieteurnewsonline.com/2017/03/16/malware-attack-on-gwi-board-wants-to-do-its-own-investigation-ceo/0

United StatesHIC North America 2018 January 13 http://www.chicagobusiness.com/article/20180112/NEWS01/180119935/guaranteed-rate-a-target-of-phishing0

India LMC South Asia 2018 February 7 http://www.business-standard.com/article/news-ians/fir-in-aadhaar-data-breach-not-against-journalist-says-minister-118020701642_1.html0

Russia UMC Europe & Central Asia2018 April 23 https://www.rferl.org/a/russia-us-seeks-long-jail-term-for-yahoo-hacker-sending-message-of-deterrence-to-fsb/29187824.html0

United StatesHIC North America 2018 May 18 http://www.chestertontribune.com/PoliceFireEmergency/scammers_phishing_lowell_state_p.htm0

Croatia HIC Europe & Central Asia2020 March 16 https://slobodnadalmacija.hr/vijesti/hrvatska/online-nastava-u-hrvatskoj-pod-hakerskim-napadom-napad-je-prijavljen-mup-u-strucnjaci-poduzimaju-sve-kako-bi-u-najkracem-roku-otklonili-poteskoce-1009359[2401540, 2408409, 2401534, 2401539, 2401537, 2401532, 2402226, 2401546, 2408410, 2401533, 2401544]['Slobodna Dalmacija - MUP investigates who interrupted online classes, hackers could end up behind bars; Minister Divjak: These are individuals with deviant behavior', "The students' online education exposed to hacker attacks", 'Hackers attack Carnet, online classes are hampered', 'HACKERS ATTACKED THE ONLINE TEACHING SYSTEM: Someone started distance learning; The attack was reported to the police - Net. hr', 'As soon as online classes started today, hackers attacked CARNET. Savage disappointed: These are idiots / Novi list', 'Carnet under attack by hackers, online teaching is difficult', 'Problem with online teaching in Croatia due to hacker attacks', "VIDEO: BIG PROBLEM ALREADY ON THE FIRST DAY, ONLINE LESSONS IN CROATIA UNDER HACKER ATTACK! Divjak: That's idiotic behavior!", "The students' online teaching affected by hacker attacks", 'Virtual school under attack by hackers! Minister Divjak: We reported everything to the police!', 'Slobodna Dalmacija - Online classes in Croatia under hacker attack! The att10

India LMC South Asia 2018 August 29 https://www.theweek.in/news/sci-tech/2018/08/29/nearly-companies-mobile-cyber-attacks-know-it.html0

United StatesHIC North America 2018 August 27 http://www.spamfighter.com/News-21730-Nigerian-Citizen-Facing-Charges-over-Phishing-Attacks-against-US-Higher-Educational-Institutions.htm0

United StatesHIC North America 2018 September 7 https://www.digitaltrends.com/computing/faxploit-hacking-printers/0

United StatesHIC North America 2018 September 17 https://www.bankinfosecurity.com/wielding-eternalblue-hackers-hit-major-us-business-a-115170

New ZealandHIC East Asia & Pacific2018 December 17 https://futurefive.co.nz/story/marriott-sets-up-call-centres-to-answer-questions-on-data-breach0

United StatesHIC North America 2020 February 21 https://nakedsecurity.sophos.com/2020/02/21/the-amazon-prime-phishing-attack-that-wasnt/0

United StatesHIC North America 2020 February 21 https://ksoo.com/south-dakotans-included-in-massive-las-vegas-data-breach/0

India LMC South Asia 2020 October 22 https://www.thehindu.com/sci-tech/technology/us-pharma-giant-suffers-data-breach-exposes-private-data-of-drug-users/article32918868.ece0

Australia HIC East Asia & Pacific2020 December 8 https://www.travelweekly.com.au/article/investigation-finds-travel-agent-design-jam-the-cause-of-big-flight-centre-data-breach/0

Canada HIC North America 2021 January 21 https://www.timminstimes.com/news/local-news/sudbury-hacking-case-still-before-the-courts0

United StatesHIC North America 2021 October 1 https://www.indystar.com/story/news/health/2021/10/01/eskenazi-health-patient-employee-data-taken-breach-cyber-attack/5952963001/0

SwitzerlandHIC Europe & Central Asia2022 June 19 https://www.20min.ch/story/15-jaehriger-schueler-hackt-software-fuer-maturapruefungen-2105175700740

South KoreaHIC East Asia & Pacific2022 September 29 https://www.donga.com/news/Inter/article/all/20220929/115729737/10

Italy HIC Europe & Central Asia2022 September 8 https://www.zazoom.it/2022-09-08/kaspersky-identifica-minacce-ot-nel-2022-spyware-in-aumento-e-building-automation-problematica/11534554/0

Czech RepublicHIC Europe & Central Asia2021 February 10 https://channelworld.cz/analyzy/check-point-v-lednu-se-prumerna-ceska-organizace-potykala-s-800-kyberutoky-tydne-259280

South KoreaHIC East Asia & Pacific2021 April 16 https://news.jtbc.joins.com/html/568/NB12000568.html0

Belarus UMC Europe & Central Asia2021 March 26 https://interfax.by/news/policy/vnutrennyaya_politika/1293964/0

France HIC Europe & Central Asia2021 April 27 https://cyberguerre.numerama.com/11949-comment-le-malware-shlayer-a-contourne-les-protections-des-mac-pendant-2-mois.html0

Egypt LMC Middle East & North Africa2020 January 18 https://www.elbalad.news/4137033 0

France HIC Europe & Central Asia2021 March 10 https://www.letelegramme.fr/dossiers/piratage-des-donnees-medicales-de-milliers-de-bretons/comment-les-victimes-de-la-fuite-de-donnees-medicales-s-organisent-10-03-2021-12716698.php0

Czech RepublicHIC Europe & Central Asia2021 July 27 https://zpravy.aktualne.cz/domaci/hackeri-na-darkwebu-drazi-data-ceske-firmy-ktera-dela-system/r~f7029a2aeeba11ebad06ac1f6b220ee8/0

KyrgyzstanLMC Europe & Central Asia2020 February 18 https://stanradar.com/news/full/38352-kak-krasnaja-armija-vzlomala-liniju-mannergejma.html0

France HIC Europe & Central Asia2020 December 8 https://www.generation-nt.com/btc-e-vinnik-justice-ransomware-locky-actualite-1983074.html0

Germany HIC Europe & Central Asia2020 March 20 https://www.n-tv.de/technik/BSI-warnt-vor-raffinierten-Phishing-Mails-article21658483.html0

Finland HIC Europe & Central Asia2020 February 21 https://etn.fi/index.php/13-news/10460-googlen-kaupassa-itsestaan-klikkailevia-haittaohjelmia0

Indonesia LMC East Asia & Pacific2020 October 8 https://potensibisnis.pikiran-rakyat.com/news/pr-69813073/gelombang-penolakan-omnibus-law-imbas-ke-penjualan-gedung-peretasan-situs-dpr-hingga-jokowikabur0

Czech RepublicHIC Europe & Central Asia2019 June 16 http://www.moravskoslezskenovinky.cz/zpravy/zpravy/usa-pronikly-do-ruske-energeticke-site-trump-to-popira-ale/0

Canada HIC North America 2019 February 27 https://quebec.huffingtonpost.ca/2019/02/27/oaci-dissimule-piratage-informatique_a_23679660/0

Sweden HIC Europe & Central Asia2019 December 18 https://www.svt.se/nyheter/snabbkollen/polischef-domd-for-dataintrang-och-narkotikabrott0

Indonesia LMC East Asia & Pacific2019 December 6 https://pontianak.tribunnews.com/2019/12/06/website-kayong-utara-diretas-syabansyah-tak-ada-data-dicuri0

Russia UMC Europe & Central Asia2018 March 5 http://monavista.ru/news/vymogateli_nachali_primenyat_ddos-ataki_s_ispolzovaniem_memcached/0

Germany HIC Europe & Central Asia2018 June 2 https://www.teltarif.de/schockrechnung-router-gehackt/news/59062.html0

Latvia HIC Europe & Central Asia2018 January 28 https://www.diena.lv/raksts/latvija/zinas/raidijums-kiberuzbrukums-e-veselibai-bija-dala-no-plasaka-uzbrukuma-141898550

Mexico UMC Latin America & Caribbean2018 May 18 https://dominio.fm/detectan-cuentas-usadas-en-hackeo-a-bancos/0

BangladeshLMC South Asia 2018 December 1 https://www.techtunes.com.bd/seo/tune-id/2641470

Mexico UMC Latin America & Caribbean2018 August 31 https://aristeguinoticias.com/3008/mexico/contrato-con-scitum-si-incluia-monitoreo-en-tiempo-real-durante-elecciones-pero-era-prescindible-ine/0



Finland HIC Europe & Central Asia2022 September 7 https://www.verkkouutiset.fi/a/menetykset-jopa-satojatuhansia-euroja-phishing-ruuhkauttaa-pankkineuvontaa/[3782544, 3775057]['Losses of up to hundreds of thousands of euros - phishing congests banking advice', 'Police warn of phishing campaign : Scammers steal over 10 . 000 euros']1

United StatesHIC North America 2018 June 25 http://www.newswest9.com/story/38504451/city-of-midland-billing-data-breach-to-have-potentially-affected-customers[1772169, 1775374]['City of Midland billing data breach to have potentially affected - KWES NewsWest 9 / Midland , Odessa , Big Spring , TX : newswest9 . com', 'City of Midland notifies residents of potential software data breach']1

India LMC South Asia 2018 December 20 https://www.loksatta.com/nagpur-news/money-withdrawn-from-the-indonesian-after-atm-card-hack-1809659/0

India LMC South Asia 2018 October 21 https://www.anandabazar.com/district/midnapore/red-chilly-hacking-software-creates-trouble-in-tatkal-booking-of-irctc-1.8842550

India LMC South Asia 2018 August 3 https://naidunia.jagran.com/national-hackers-withdraw-rupees-from-a-union-minister-account-18493680

Russia UMC Europe & Central Asia2018 July 9 https://riasv.ru/news/162869/ 0

Armenia UMC Europe & Central Asia2017 May 24 http://www.panorama.am/ru/news/2017/05/24/%D0%9C%D0%B0%D1%81%D1%88%D1%82%D0%B0%D0%B1%D0%BD%D0%B0%D1%8F-%D0%BA%D0%B8%D0%B1%D0%B5%D1%80%D0%B2%D0%BE%D0%B9%D0%BD%D0%B0-%D0%B2-%D0%90%D0%B7%D0%B5%D1%80%D0%B1%D0%B0%D0%B9%D0%B4%D0%B6%D0%B0%D0%BD%D0%B5/17822750

Croatia HIC Europe & Central Asia2017 April 24 http://www.vijesti.rtl.hr/novosti/zanimljivosti/2666035/web-stranice-drzavnih-institucija-sve-cesce-na-meti-hakera/0

Denmark HIC Europe & Central Asia2017 August 17 http://www.dr.dk/nyheder/penge/efter-hackerangreb-maersk-bruger-nu-gammel-telefax0

United StatesHIC North America 2017 June 6 https://japan.zdnet.com/article/35083768/0

Ukraine LMC Europe & Central Asia2017 March 9 https://ain.ua/2017/03/09/cru-vzlomalo-telegram-i-signal-net-ono-prosto-xaknulo-vse-operacionnye-sistemy0

Sweden HIC Europe & Central Asia2017 December 7 https://www.svt.se/nyheter/lokalt/sodertalje/kommunanstalld-doms-for-dataintrang-vid-70-tillfallen0

Mexico UMC Latin America & Caribbean2017 October 19 http://www.jornada.unam.mx/ultimas/2017/10/19/facebook-y-twitter-van-al-congreso-de-eu-por-2018hackeo2019-ruso-8966.html0

Chile HIC Latin America & Caribbean2017 May 21 https://www.publimetro.cl/cl/nacional/2017/05/21/kast-anuncia-investigacion-hackeo-sitio-web-evopoli.html0

Senegal LMC Sub-Saharan Africa2017 April 17 https://www.senenews.com/2017/04/17/piratage-et-chantage-quand-mbeubeuss-devient-leldorado-des-hackers-au-senegal_187890.html0

United KingdomHIC Europe & Central Asia2022 July 1 https://www.techradar.com/news/google-slams-the-door-on-dozens-of-hack-for-hire-groups0

United KingdomHIC Europe & Central Asia2022 July 11 https://www.totaltele.com/513804/French-MVNO-left-crippled-by-ransomware-attack0

United StatesHIC North America 2021 July 8 https://www.darkreading.com/omdia/kaseya-hacked-via-authentication-bypass/a/d-id/13414970

Somalia LIC Sub-Saharan Africa2022 August 29 https://www.garoweonline.com/en/world/africa/iebc-servers-were-hacked-5-months-before-the-general-elections-dci-forensics-analysis-shows0

United StatesHIC North America 2022 January 18 https://www.oann.com/moncler-says-key-data-on-customers-safe-despite-hacking-incident/0

United StatesHIC North America 2022 October 10 https://healthitsecurity.com/news/cancer-testing-diagnostics-lab-suffers-phishing-attack-244k-impacted0

NetherlandsHIC Europe & Central Asia2022 March 3 https://www.dutchnews.nl/news/2022/03/russian-state-hackers-target-dutch-routers-volkskrant/0

United StatesHIC North America 2022 March 16 https://www.prnewswire.com/news-releases/constella-intelligence-launches-phishing-and-botnet-protection-with-real-time-breach-alerting-301504274.html0

United KingdomHIC Europe & Central Asia2022 April 12 http://newrytimes.com/2022/04/12/newry-police-issue-whatsapp-phishing-message-warning-newry-times/0

China UMC East Asia & Pacific2022 November 19 https://cointelegraph.com/news/singapore-police-warn-investors-against-ftx-phishing-scams-report0

Greece HIC Europe & Central Asia2022 November 15 https://greekcitytimes.com/2022/11/15/800-services-of-greeces-gov-gr/0

United StatesHIC North America 2017 April 4 https://www.scmagazine.com/steam-scammers-offer-movie-night/article/648154/0

United StatesHIC North America 2018 March 30 https://www.yahoo.com/entertainment/today-headlines-russia-tests-missile-044344692.html0

United StatesHIC North America 2020 July 2 https://www.knoxnews.com/story/news/2020/07/02/ransomware-attackers-pressure-knoxville-posting-city-data-online/5363018002/[2585339, 4229094]['Ransomware attackers pressure Knoxville by posting city data online', 'Ransomware hackers demanded $390 , 000 to release Knoxville data']1

United KingdomHIC Europe & Central Asia2022 May 19 https://www.sloughobserver.co.uk/news/20152111.cds-containing-malware-delivered-residents-homes/0

United StatesHIC North America 2019 March 15 https://www.naturalnews.com/2019-03-15-dangerous-malware-discovered-that-could-bring-down-the-power-grid.html0

United StatesHIC North America 2019 May 28 https://www.darkreading.com/attacks-breaches/attackers-used-red-team-pen-testing-tools-to-hack-wipro/d/d-id/1334586?piddl_msgid=3369270

United StatesHIC North America 2021 January 11 https://www.kfdi.com/2021/01/11/kansas-labor-officials-warn-of-phishing-scam/0

United StatesHIC North America 2021 May 14 https://www.thenewsstar.com/story/news/local/2021/05/13/ouachita-library-mitigates-malware-attack-no-data-lost/5083999001/0

United KingdomHIC Europe & Central Asia2021 June 4 https://www.itpro.co.uk/security/ransomware/359767/it-pro-news-in-review-4-june0

Japan HIC East Asia & Pacific2019 February 13 https://www.zdnet.com/article/fbi-arrests-second-apophis-squad-hacker-in-the-us/0

United StatesHIC North America 2019 April 1 https://www.hltv.org/forums/threads/2019113/nrg-hacking0

United StatesHIC North America 2019 August 22 https://www.wacotrib.com/opinion/letters_to_editor/letters-disloyal-jews-hacked-aircraft-puppets-with-guns/article_de8622cc-bb35-57f0-89b7-34c8a1508f15.html0

KazakhstanUMC Europe & Central Asia2019 October 31 https://www.interfax.kz/?lang=eng&int_id=21&news_id=409840

United StatesHIC North America 2019 May 30 http://www.orlandosentinel.com/news/breaking-news/os-ne-checkers-data-breach-osceola-county-20190530-ivgnyyj5kvdophpd7bysf2bbpa-story.html0

United StatesHIC North America 2017 January 7 http://www.technewsworld.com/story/Las-Vegas-Captures-Ransomware-Crown-84211.html0

United StatesHIC North America 2017 January 9 http://www.spamfighter.com/News-20684-Trojan-Malware-Utilizes-Android-Smart-Phones-for-Attacking-Routers.htm0

United StatesHIC North America 2017 January 20 http://www.darkreading.com/careers-and-people/jpmorgan-hack-one-more-pleads-guilty-for-operating-bitcoin-exchange-/d/d-id/13279370

United StatesHIC North America 2017 February 7 http://www.the-dispatch.com/news/20170207/dcso-issues-data-breach-investigation-update0

United StatesHIC North America 2017 March 3 http://connecticut.cbslocal.com/2017/03/02/data-breach-being-investigated/0

United StatesHIC North America 2017 April 1 https://onmilwaukee.com/myOMC/authors/andytarnoff/donavan-hack-april-fools.html0

China UMC East Asia & Pacific2017 May 4 https://www.androidheadlines.com/2017/05/3000-mobile-devices-beat-fbi-hackers-2017.html0

United KingdomHIC Europe & Central Asia2017 July 9 http://www.huffingtonpost.co.uk/entry/news-of-the-world-closed-six-years-ago-amid-phone-hacking-scandal-but-where-is-everyone-now_uk_595e1f52e4b0615b9e8f5b7a0

United StatesHIC North America 2017 August 4 http://www.tcpalm.com/story/opinion/editorials/2017/08/03/hacking-school-districts-twitter-account-cautionary-tale-our-view/487593001/0

United StatesHIC North America 2017 September 25 https://consumerist.com/tag/another-day-another-hack/0

United StatesHIC North America 2017 August 7 https://www.bloomberg.com/news/articles/2017-08-07/police-arrest-engineer-for-hacking-indian-identity-platform0

United StatesHIC North America 2017 November 8 http://geeknewscentral.com/2017/11/07/whatsapp-phishing-scam/0

United StatesHIC North America 2017 November 21 https://www.coindesk.com/blockchain-data-links-tether-attack-2015-exchange-hack/0

United StatesHIC North America 2017 March 28 http://www.educationdive.com/news/new-phishing-scam-targets-ed-in-search-of-w-2-forms/439051/0

United KingdomHIC Europe & Central Asia2018 January 9 http://www.computerweekly.com/news/450432801/Cyber-attacks-in-2017-drive-Nordic-security-efforts0



United KingdomHIC Europe & Central Asia2017 November 15 http://www.cityam.com/275775/ftse-100-credit-checking-firm-experian-got-bosst-massive0

Malaysia UMC East Asia & Pacific2018 May 28 https://www.soyacincau.com/tag/telco-data-breach/0

United StatesHIC North America 2018 April 5 https://www.newcanaannewsonline.com/news/article/Months-after-school-server-hacked-IT-security-4506116.php0

United StatesHIC North America 2018 May 9 http://www.spamfighter.com/News-21538-Data-Breach-Apparently-Affects-EPFO-Registered-Employees.htm0

United StatesHIC North America 2018 July 10 https://www.newarkadvocate.com/story/news/local/2018/07/10/ctec-newark-ohio-data-breach-student-information-may-impacted/772371002/0

United StatesHIC North America 2018 July 20 http://www.darkreading.com/application-security/hr-services-firm-complyright-suffers-major-data-breach/d/d-id/13323450

United StatesHIC North America 2018 August 10 http://www.humanesociety.org/news/press_releases/2018/08/the-humane-society-of-the-081018.html0

United KingdomHIC Europe & Central Asia2018 September 14 https://www.scmagazineuk.com/uptick-malware-designed-size-targets-launching-full-payload/article/14928570

Japan HIC East Asia & Pacific2018 September 19 https://www.zdnet.com/article/access-to-over-3000-backdoored-sites-sold-on-russian-hacking-forum/0

United StatesHIC North America 2018 November 30 https://www.scmagazine.com/home/security-news/phishing-campaign-spreading-carrotbat-dropper-focuses-on-cryptocurrency-korean-interests/0

India LMC South Asia 2020 May 24 https://www.orissapost.com/email-hackers-target-ex-dgp-of-state/0

United StatesHIC North America 2020 June 19 https://ktvz.com/news/crime-courts/2020/06/19/oregon-ag-warns-hackers-targeting-mobile-banking-apps/0

United StatesHIC North America 2020 February 19 https://www.dailyrepublic.com/all-dr-news/wires/january-report-identified-bst-as-hacking-victim-times-union-albany-n-y/0

India LMC South Asia 2020 August 28 https://indianexpress.com/article/cities/pune/cosmos-bank-malware-attack-interpol-issues-red-corner-notice-against-prime-suspect-traced-in-foreign-country-6574097/0

Australia HIC East Asia & Pacific2021 August 20 https://www.itnews.com.au/news/oxfam-australia-creates-cdo-role-after-data-breach-5686010

South AfricaUMC Sub-Saharan Africa2021 February 17 https://www.news24.com/news24/world/news/hollywood-studios-us-banks-affected-in-13-billion-cryptocurrency-hacking-spree-202102170

United StatesHIC North America 2020 December 22 https://www.govtech.com/security/Communication-Issues-Plague-County-After-Ransomware-Attack.html0

India LMC South Asia 2021 September 13 https://www.sentinelassam.com/north-east-india-news/assam-news/three-hackers-arrested-in-assams-golaghat-for-fraudulent-money-transactions-5545730

United StatesHIC North America 2021 March 24 https://www.ibtimes.com/revenge-hacker-deletes-ex-employers-1200-microsoft-user-accounts-convicted-31684060

Russia UMC Europe & Central Asia2022 January 24 https://vsluh.ru/novosti/proisshestviya/ishimskiy-sud-zapretil-obyavleniya-khakerov_375031/0

Pakistan LMC South Asia 2022 October 10 https://www.dailyaaj.com.pk/news/65337 0

Indonesia LMC East Asia & Pacific2022 October 19 https://www.cnnindonesia.com/teknologi/20221019121615-192-862562/serangan-phishing-sasar-universitas-incar-informasi-mahasiswa0

Germany HIC Europe & Central Asia2022 October 1 https://winfuture.de/news,132192.html 0

Kuwait HIC Middle East & North Africa2022 December 4 https://www.alanba.com.kw/1157467/ 0

Iran LMC Middle East & North Africa2022 February 3 https://www.balatarin.com/permlink/2022/2/2/57564290

Brazil UMC Latin America & Caribbean2022 August 11 https://tab.uol.com.br/colunas/matheus-pichonelli/2022/08/11/advogado-deixa-defesa-de-delgatti-apos-encontro-com-campanha-de-bolsonaro.htm0

South KoreaHIC East Asia & Pacific2022 May 16 http://www.knnews.co.kr/news/articleView.php?idxno=13767780

Pakistan LMC South Asia 2022 November 22 https://www.dailyaaj.com.pk/news/67303 0

Spain HIC Europe & Central Asia2021 December 21 https://www.lainformacion.com/juridico/robo-cuenta-datos-bancarios-phishing-denuncia/2856141/0

Czech RepublicHIC Europe & Central Asia2021 February 25 https://eurozpravy.cz/zahranicni/eu/za-kyberutoky-na-francouzske-nemocnice-pry-stoji-mafie.0b1c52f3/0

Mexico UMC Latin America & Caribbean2018 April 20 https://www.sdpnoticias.com/local/puebla/2018/04/20/proteccion-civil-de-puebla-retuitea-mensajes-a-favor-de-meade-acusa-hackeo0

Denmark HIC Europe & Central Asia2022 September 6 https://www.bt.dk/samfund/danske-virksomheder-rammes-af-hackerangreb-som-aldrig-foer[3781024, 3773683]['Danish companies are hit by hacker attacks like never before', 'Bitkom: Almost every company in Germany is the target of hacker attacks']1

Israel HIC Middle East & North Africa2021 October 14 https://www.calcalist.co.il/technology/article/h1pxfrrsk0

France HIC Europe & Central Asia2021 September 11 https://www.capital.fr/economie-politique/angers-des-milliers-de-pass-sanitaires-derobes-apres-le-piratage-dune-pharmacie-14140770

Italy HIC Europe & Central Asia2021 August 19 https://www.primapaginanews.it/articoli/toscana-hackeraggio-ai-server-dell-ars-persi-dati-epidemiologico-statistici-4992780

South KoreaHIC East Asia & Pacific2021 May 31 https://www.donga.com/news/Society/article/all/20210531/107200592/10

SwitzerlandHIC Europe & Central Asia2021 November 26 https://www.20min.ch/story/hacker-aus-dem-baselbiet-soll-firmen-auf-der-halben-welt-angegriffen-haben-4358881049030

South KoreaHIC East Asia & Pacific2021 January 27 http://seoul.co.kr/news/newsView.php?id=202101275002000

France HIC Europe & Central Asia2021 September 13 https://www.phonandroid.com/il-pirate-2000-mots-de-passe-par-semaine-mais-se-fait-arreter-a-cause-de-son-adresse-gmail.html0

Russia UMC Europe & Central Asia2020 September 8 https://www.cnews.ru/news/top/2020-09-08_hakerynaemniki_shest_let0

South KoreaHIC East Asia & Pacific2020 January 13 https://cm.asiae.co.kr/article/20200113112231401390

Sweden HIC Europe & Central Asia2020 February 4 https://www.cert.se/2020/02/pagaende-natfiskekampanj-kommuner-ar-drabbade0

South KoreaHIC East Asia & Pacific2020 July 6 http://www.knnews.co.kr/news/articleView.php?idxno=13288830

Tunisia LMC Middle East & North Africa2020 June 26 https://ar.webmanagercenter.com/2020/06/25/297293/%D8%A7%D9%84%D8%B4%D8%B1%D9%83%D8%A9-%D8%A7%D9%84%D8%AA%D9%88%D9%86%D8%B3%D9%8A%D8%A9-%D9%84%D9%84%D9%83%D9%87%D8%B1%D8%A8%D8%A7%D8%A1-%D9%88%D8%A7%D9%84%D8%BA%D8%A7%D8%B2-%D8%AA%D8%AD%D8%B0%D8%B1-2/0

Macedonia 2020 July 16 https://sitel.com.mk/hakerskiot-napad-na-sajtot-na-dik-predizvika-seriozni-somnezhi-za-tochnosta-na-brojkite0

Denmark HIC Europe & Central Asia2019 October 22 https://www.computerworld.dk/art/249361/antivirus-leverandoer-ramt-af-hackerangreb-medarbejder-fik-stjaalet-sine-loginoplysninger0

Ukraine LMC Europe & Central Asia2019 January 25 https://www.segodnya.ua/economics/kriptovalyuta/evropol-arestoval-hakera-pohitivshego-bolee-10-mln-evro-s-koshelkov-iota-1211274.html0

Poland HIC Europe & Central Asia2019 January 24 http://di.com.pl/polski-dostawca-energii-ostrzega-przed-probami-phishingu-618030

Israel HIC Middle East & North Africa2019 January 30 https://www.pc.co.il/news/283753/ 0

South KoreaHIC East Asia & Pacific2019 December 2 http://biz.heraldcorp.com/view.php?ud=201912020006010

Russia UMC Europe & Central Asia2021 January 13 https://ngs.ru/text/gorod/2021/01/13/69694821/[3079820, 3079864, 3081225, 3079822]['A hacker from Novosibirsk hacked Russian Railways networks and announced a possible threat of terrorist attacks due to the insecurity of services', 'Hacker announced access to 10,000 cameras at Russian Railways facilities', 'Network in a sieve: a hacker found vulnerabilities in the Russian Railways system • News • Sibdepo', 'Russian Railways was hacked on a grand scale . Hackers got to thousands of surveillance cameras, network devices and even to the scoreboard on the platforms']3

Ukraine LMC Europe & Central Asia2018 August 1 http://biz.liga.net/all/it/article/netipichnye-tseli-hakery-dobralis-do-ukrainskogo-prodovolstviya0

Japan HIC East Asia & Pacific2018 September 27 https://japan.cnet.com/article/35088335/ 0

Brazil UMC Latin America & Caribbean2018 November 7 https://canaltech.com.br/criptomoedas/universidade-canadense-fecha-redes-apos-descobrir-malwares-de-mineracao-126461/0

Russia UMC Europe & Central Asia2017 June 7 http://tvoygorodpskov.ru/2017/06/573760-hakeri-ne-menee-polugoda-lomali-dishonored-2-i-vsego-4-dnya.html0



France HIC Europe & Central Asia2017 August 22 http://www.zdnet.fr/actualites/ethereum-un-nouveau-piratage-pour-finir-l-ete-39856300.htm0

Ukraine LMC Europe & Central Asia2017 May 26 http://minfin.com.ua/2017/05/26/28026512/0

Ukraine LMC Europe & Central Asia2017 December 22 https://www.rupor.info/news/131737/polzovateli-chrome-na-etoy-nedele-byli-podverzheny-atake-vredonosnogo-digminer/0

Italy HIC Europe & Central Asia2017 February 18 http://fai.informazione.it/1CE50DA8-39C7-4855-8DAF-531C371EE37D/MyWot-lo-spyware-cammuffato-da-App-di-sicurezza0

Russia UMC Europe & Central Asia2017 December 5 https://rt.rbc.ru/tatarstan/freenews/5a2655ee9a79472ce9180e6d0

Poland HIC Europe & Central Asia2017 April 1 http://www.egospodarka.pl/139992,Szkodliwe-oprogramowanie-celuje-w-przemysl,1,12,1.html0

South KoreaHIC East Asia & Pacific2017 May 8 http://biz.heraldcorp.com/view.php?ud=201705080000570

United StatesHIC North America 2021 November 21 https://www.prleap.com/pr/282971/the-btc-alpha-trade-was-attacked-by-hackers-person-funds-are-secure0

United StatesHIC North America 2021 April 9 https://www.law360.com/articles/1373494/kemper-hit-with-auto-consumer-class-suit-over-data-breach0

United StatesHIC North America 2021 April 12 https://www.govtech.com/education/higher-ed/Brown-University-Recovering-from-Cyber-Attack.html0

United StatesHIC North America 2021 May 12 https://floridapolitics.com/archives/428910-gov-desantis-calls-on-feds-to-do-more-about-gas-shortage-pipeline-hack/0

United KingdomHIC Europe & Central Asia2021 May 6 https://www.telegraph.co.uk/news/2021/05/06/hackers-jeopardise-crowdfunding-campaign-prominent-russian-news/0

United StatesHIC North America 2021 June 7 https://www.hypebot.com/hypebot/2021/06/beware-hackers-are-targeting-spotify-youtube.html0

United StatesHIC North America 2021 July 4 http://www.msn.com/en-us/news/us/hacking-attack-likely-hit-thousands-of-new-targets/ar-AALIU9d0

PhilippinesLMC East Asia & Pacific2022 March 17 https://mb.com.ph/2022/03/17/mb-daily-news-update-march-17-data-breach-confirmed-by-senate/0

Canada HIC North America 2022 March 30 https://www.blogto.com/fashion_style/2022/03/toronto-business-instagram-hacked/0

Malawi LIC Sub-Saharan Africa2022 April 16 https://www.faceofmalawi.com/2022/04/16/corrupt-police-officers-implicated-in-pij-website-hacking/0

United StatesHIC North America 2022 April 26 https://healthitsecurity.com/news/solara-medical-supplies-faces-5m-proposed-settlement-after-data-breach0

United StatesHIC North America 2022 May 20 https://www.bitdefender.com/blog/hotforsecurity/greenland-hit-by-cyber-attack-finds-its-health-service-crippled/0

United StatesHIC North America 2022 October 28 https://www.scmagazine.com/analysis/threat-intelligence/burgeoning-cranefly-hacking-group-has-a-new-intel-gathering-tool0

United StatesHIC North America 2019 June 4 https://www.wpbf.com/article/riviera-beach-computer-shut-down-due-to-hacking-fix-may-cost-dollar1-million/277064000

Canada HIC North America 2019 June 10 https://www.controleng.com/articles/financially-motivated-cyber-attacks-against-manufacturers-rising/0

United StatesHIC North America 2018 March 16 https://www.thestar.com.my/tech/tech-news/2018/03/16/china-hackers-hit-us-firms-linked-to-sea-dispute-fireeye-says/[1499170, 1498290, 1496825, 1497737, 1498455, 1499166, 1502399, 1497857]['China Hacking U . S . Firms Linked to Sea Dispute , FireEye Says', 'China hacking US firms linked to South China Sea dispute : FireEye , United States News & Top Stories', 'Chinese hackers accused of targeting US defence firms linked to South China Sea', 'China hacking U . S . firms linked to dispute in South China Sea : FireEye', 'Chinese hackers hit US firms linked to South China Sea', 'Chinese Hackers Hit U . S . Firms Linked to South China Sea Dispute', 'Chinese Hackers Hit U . S . Firms Linked to South China Sea – China Digital Times ( CDT ) ', 'China hackers hit US firms linked to sea dispute , FireEye says - Tech News']7

United StatesHIC North America 2022 February 18 https://www.kcrw.com/news/shows/greater-la/burn-trash-hacker-underground-museum/susy-thunder0

Australia HIC East Asia & Pacific2019 June 19 https://www.cso.com.au/article/663095/deeper-look-into-whatsapp-hack-complex-cyber-weapons-industry/0

United StatesHIC North America 2019 June 28 http://www.spamfighter.com/News-22276-NSHA-suffers-data-breach-of-around-3000-people.htm0

India LMC South Asia 2019 March 9 https://english.sakshi.com/andhrapradesh-politics/2019/03/09/kanna-lakshmi-narayana-flays-chandrababu-for-data-breach0

United StatesHIC North America 2019 August 22 https://azdailysun.com/news/local/fusd-community-notified-about-data-breach/article_11a4284c-1661-554e-baa7-b0f4d5d71f5e.html0

Canada HIC North America 2019 November 25 https://www.gx94radio.com/2019/11/25/a-manitoba-indigenous-organization-was-a-hacking-victim/0

United StatesHIC North America 2019 December 12 https://www.healthdatamanagement.com/news/hackers-hit-cheyenne-regional-in-attack-for-payroll-data0

New ZealandHIC East Asia & Pacific2019 December 20 https://www.nzherald.co.nz/business/news/article.cfm?c_id=3&objectid=122956400

United KingdomHIC Europe & Central Asia2018 November 14 https://www.pressandjournal.co.uk/fp/news/scotland/1608592/police-investigate-claims-of-patient-data-breach-at-scottish-hospital/0

United StatesHIC North America 2017 February 18 http://www.kpvi.com/community/tech_that_works_for_you/bingham-county-website-hacked-held-for-ransom/article_3cbd5fa6-f59f-11e6-9186-333a7b09a793.html0

United StatesHIC North America 2017 April 13 http://masterherald.com/overwatch-hack/54822/0

India LMC South Asia 2017 April 20 http://timesofindia.indiatimes.com/city/chennai/bank-customers-lose-rs-4-lakh-number-portability-turns-tool-for-phishing/articleshow/58271205.cms0

United KingdomHIC Europe & Central Asia2017 September 25 http://www.thedrum.com/news/2017/09/25/sir-martin-sorrell-the-wpp-cyber-attack-i-ve-had-worse-weeks0

United KingdomHIC Europe & Central Asia2017 May 30 https://www.theregister.co.uk/2017/05/30/nork_spy_agency_lazarus_group_attribution/0

United StatesHIC North America 2017 December 16 http://www.charlotteobserver.com/opinion/op-ed/article190062664.html0

United KingdomHIC Europe & Central Asia2017 October 22 http://www.dailymail.co.uk/news/article-5004847/Hacking-victims-receive-6-000-distress.html0

United StatesHIC North America 2018 January 15 https://gmatclub.com/forum/once-the-police-made-public-the-details-of-the-hacking-of-the-universi-257714.html0

United StatesHIC North America 2018 February 2 https://www.star-telegram.com/news/local/community/fort-worth/article198030174.html0

India LMC South Asia 2018 March 16 http://www.firstpost.com/tech/news-analysis/chinese-advanced-persistent-threat-actor-found-attacking-pharma-companies-using-the-plugx-malware-4393211.html0

United StatesHIC North America 2018 April 2 http://www.darkreading.com/vulnerabilities---threats/hack-the-defense-travel-system-dod-extends-its-bug-bounty-program/d/d-id/13314280

United StatesHIC North America 2018 April 21 https://www.wired.com/story/security-news-this-week-a-google-fix-breaks-anti-censorships-tools/0

United StatesHIC North America 2018 April 26 https://betanews.com/2018/04/26/exploit-for-microsofts-dodgy-meltdown-patch/0

Ireland HIC Europe & Central Asia2018 May 11 https://www.independent.ie/irish-news/courts/inm-and-odce-in-court-row-over-late-disclosure-of-data-breach-document-36895805.html0

United KingdomHIC Europe & Central Asia2018 May 4 https://www.thetimes.co.uk/edition/ireland/inm-board-wants-answers-from-ex-chairman-leslie-buckley-over-data-breach-0z7b2czgv0

United StatesHIC North America 2018 June 28 https://www.adn.com/alaska-news/anchorage/2018/06/28/officials-say-data-breach-with-links-to-russia-exposed-alaskan-public-assistance-users-to-identity-theft/0

Australia HIC East Asia & Pacific2018 June 25 https://www.centralwesterndaily.com.au/story/5488540/warning-issued-weeks-late-newcrest-job-applicants-notified-of-data-breach/?cs=1030

Nigeria LMC Sub-Saharan Africa2018 July 16 https://allafrica.com/stories/201807160148.html0

United StatesHIC North America 2018 October 10 https://www.oann.com/qatar-accused-of-hacking-u-s-political-officials-emails/0

United StatesHIC North America 2018 September 1 http://www.wbiw.com/state/archive/2018/08/hopebridge-autism-therapy-center-mailing-letters-to-patients-regarding-a-recent-phishing-incident.php0

United KingdomHIC Europe & Central Asia2018 September 16 https://www.express.co.uk/news/uk/1018137/Russia-news-vladimir-putin-news-latest-russia-hack-uk-think-tank0

Japan HIC East Asia & Pacific2018 September 7 https://www.zdnet.com/article/phishing-alert-north-korean-hacking-attacks-shows-your-email-is-still-the-weakest-link/0

United StatesHIC North America 2018 September 25 http://superhits106.com/phishing-scam-sending-a-virus-to-computers-in-dyersville/0



United StatesHIC North America 2018 April 10 http://kmph.com/news/local/email-threat-to-mariposa-county-unified-may-be-from-known-hacker-group-sheriff-says[1573300, 1573278]['Email threat to Mariposa County Unified may be from known hacker group , Sheriff says', 'Email Threat To Mariposa County ’ s School District May Have Been From Known Hacker Group']1

United StatesHIC North America 2021 March 9 https://www.thenewportbuzz.com/ri-department-of-labor-and-training-warns-about-phishing-scams/28344[3159820, 3161531, 3166898, 3161537, 3161530, 3171786, 3171783]['DMV warns of alleged phishing scam that asks for customers personal information', 'California DMV Issues REAL ID Phishing Scam Alert', 'DMV WARNS CUSTOMERS OF PHISHING SCAM', 'DMV Warns Santa Clarita Residents Of REAL ID Phishing Scam', 'California DMV Warns Of Text Message Phishing Scam Asking For Real ID Information Update', 'RI Department of Labor and Training Warns about Phishing Scams', 'GoLocalProv | NEW : RI Department of Labor and Training Warns About Phishing Scams']6

Argentina UMC Latin America & Caribbean2018 November 27 http://itclat.com/cold-hack-hata-ve-cozumleri0

United StatesHIC North America 2020 February 3 https://healthitsecurity.com/news/dhs-cisa-warns-hackers-exploiting-unpatched-citrix-servers0

Australia HIC East Asia & Pacific2020 February 21 https://www.arnnet.com.au/article/671243/iinet-spoofed-phishing-email-scam/0

Canada HIC North America 2020 August 26 https://www.trucknews.com/security/tfi-just-latest-trucking-victim-in-cyber-attacks/1003143950/0

South AfricaUMC Sub-Saharan Africa2020 September 21 https://www.defenceweb.co.za/cyber-defence/australia-says-cyber-attacks-rise-cites-4-500-hacking-attempts-in-one-day/0

United StatesHIC North America 2020 December 6 https://www.techtimes.com/articles/254765/20201205/hackers-exploit-chopper-maker-kopters-data-dark-web-leaking-internal.htm0

United StatesHIC North America 2020 October 28 https://www.insurancebusinessmag.com/us/news/cyber/city-ups-cyber-cover-after-ransomware-attack-237412.aspx0

United StatesHIC North America 2020 December 26 https://www.northcentralpa.com/news/attorney-generals-office-reaches-settlement-with-sabre-corp-over-data-breach/article_003d9e10-45b9-11eb-ab61-9f6ceb36a8d9.html0

United StatesHIC North America 2021 February 25 https://www.thecrimson.com/article/2021/2/25/hbs-data-breach/0

Ukraine LMC Europe & Central Asia2022 July 3 https://donpress.com/news/03-07-2022-v-dnr-vzlomali-sayt-minstroya-i-opublikovali-nepradivuyu-informaciyu0

Spain HIC Europe & Central Asia2022 July 13 https://www.laregion.es/articulo/espanha/40-detenidos-varios-ellos-galicia-trama-estafa-phising/202207130941411145772.html0

Mexico UMC Latin America & Caribbean2022 November 7 https://planoinformativo.com/883817/tras-hackeo-sefin-restablece-tramites-0

Lithuania HIC Europe & Central Asia2022 December 19 https://www.delfi.lt/login/technologijos/naujienos/microsoft-lietuvoje-pastebi-masiskai-isaugusias-kibernetines-atakas-rusija-nusitaikiusi-i-kritine-infrastruktura.d?id=920430510

Austria HIC Europe & Central Asia2022 April 29 https://www.tt.com/artikel/30818858/erneute-cyber-attacke-auf-das-aussenamt-durch-phishing-versuch0

Russia UMC Europe & Central Asia2021 March 1 https://www.dp.ru/a/2021/03/01/Vologodskij_departament_z?hash=7654810

Brazil UMC Latin America & Caribbean2021 January 20 https://olhardireto.com.br/noticias/exibir.asp?id=481507&noticia=agendamento-online-sera-revisto-apos-problemas-com-hackers-e-nao-prioritarios-diz-secretaria0

Colombia UMC Latin America & Caribbean2021 August 3 http://www.elnuevodia.com.co/nuevodia/deportes/471716-hasta-la-pagina-nos-roban-dicen-usuarios-por-el-hackeo-al-comite-olimpico0

France HIC Europe & Central Asia2021 December 2 https://www.usine-digitale.fr/article/l-agglomeration-du-grand-gueret-victime-d-un-ransomware-des-services-publics-a-l-arret.N11657520

Russia UMC Europe & Central Asia2021 September 30 https://lenta.ru/articles/2021/10/01/arvinclub/0

Spain HIC Europe & Central Asia2021 April 26 https://www.noticiasdenavarra.com/vivir-on/ciencia-y-tecnologia/2021/04/26/hackeo-twitter-caso-amenaza-interna/1140654.html0

Dominican RepublicUMC Latin America & Caribbean2021 May 17 https://elnacional.com.do/malhechores-explotan-cajero-automatico-en-santiago/0

Ukraine LMC Europe & Central Asia2021 June 4 https://zn.ua/TECHNOLOGIES/zloumyshlenniki-rassylajut-virus-pod-vidom-pisem-iz-hosorhanov.html0

South KoreaHIC East Asia & Pacific2021 November 23 http://news.kmib.co.kr/article/view.asp?arcid=0924207518&code=11131200&stg=wm_rank0

Indonesia LMC East Asia & Pacific2020 June 19 https://www.viva.co.id/militer/militer-dunia/1223079-teknologi-senjata-nuklir-dicuri-hacker-china-amerika-dalam-bahaya0

Turkey UMC Europe & Central Asia2020 June 24 https://www.ensonhaber.com/teknoloji/mac-sistemlerine-sizan-yeni-zararli-yazilim-bundlore0

Chile HIC Latin America & Caribbean2020 February 19 https://mundoenlinea.cl/2020/02/19/8730/0

Spain HIC Europe & Central Asia2020 March 10 https://www.muypymes.com/2020/03/10/sistema-educativo-punto-mira-hackers0

Czech RepublicHIC Europe & Central Asia2020 February 24 http://tnbiz.cz/domaci-a-politika/708846 0

Vietnam LMC East Asia & Pacific2020 March 29 http://vietq.vn/canh-bao-ma-doc-lightspy-dang-tan-cong-nguoi-dung-di-dong-d171760.html0

Venezuela Latin America & Caribbean2019 July 1 http://www.mundo-oriental.com.ve/det.aspx?id=899560

Germany HIC Europe & Central Asia2019 May 29 https://www.t-online.de/digital/sicherheit/id_85698444/phishing-kampagne-trifft-sparkassen-kunden.html0

NetherlandsHIC Europe & Central Asia2019 August 23 http://radio.nl/819173/belgische-verkeersinfo-gehackt-luchtaanval-op-de-e400

Russia UMC Europe & Central Asia2019 March 7 https://misanec.ru/2019/03/07/%D0%B7%D0%B0%D0%BC%D0%B5%D1%81%D1%82%D0%B8%D1%82%D0%B5%D0%BB%D1%8C-%D0%B4%D0%B8%D1%80%D0%B5%D0%BA%D1%82%D0%BE%D1%80%D0%B0-%D1%88%D0%BA%D0%BE%D0%BB%D1%8B-%E2%84%9657-%D0%BE%D1%82%D0%B2%D0%B5%D1%82/0

Spain HIC Europe & Central Asia2019 January 11 https://andaluciainformacion.es/andalucia/798833/cae-una-red-de-hackers-tras-estafar-unos-25-millones-de-euros/0

Russia UMC Europe & Central Asia2019 June 4 https://rg.ru/2019/06/04/reg-cfo/policiia-nachala-proverku-po-faktu-vzloma-i-hishchenij-v-rkk-energiia.html0

Spain HIC Europe & Central Asia2019 August 5 https://www.eleconomista.es/www.eleconomista.es/tecnologia/noticias/10028252/08/19/Alerta-de-phishing-asi-es-el-timo-mediante-una-encuesta-de-Telefonica.html0

Slovenia HIC Europe & Central Asia2019 February 23 http://www.demokracija.si/slovenija/nemski-urad-za-informacijsko-varnost-za-hekerski-napad-vedel-vec-tednov.html0

Mexico UMC Latin America & Caribbean2019 November 14 https://planoinformativo.com/696968/hasta-seis-meses-se-tardara-investigacion-por-hackeo-de-interapas0

Norway HIC Europe & Central Asia2018 July 18 https://www.digi.no/artikler/hackere-provde-a-drepe-vannforsyningene-til-europeisk-storby-ved-a-angripe-klorfabrikk/4421180

Poland HIC Europe & Central Asia2018 May 10 https://www.bankier.pl/wiadomosc/Bank-odda-klientowi-pieniadze-skradzione-przez-hakera-Jest-wyrok-Sadu-Najwyzszego-7588217.html0

Mexico UMC Latin America & Caribbean2018 August 7 http://eldiariodechihuahua.mx/Local/2018/08/07/fge-pago-27-mdp-a-hacking-team/0

SwitzerlandHIC Europe & Central Asia2020 February 13 https://www.finanzen.ch/nachrichten/aktien/fifth-third-bank-data-breach-kehoe-law-firm-p-c-investigating-potential-claims-on-behalf-of-victims-of-fifth-third-banks-data-breach-by-former-employees-1028904638[2344876, 2345054]['Fifth Third Bank Data Breach - Kehoe Law Firm , P . C . Investigating Potential Claims on Behalf of Victims of Fifth Third Bank Data Breach by Former Employees | 13 . 02 . 20', 'Fifth Third Bank Data Breach - Kehoe Law Firm , P . C . Investigating Potential Claims on Behalf of Victims of Fifth Third Bank Data Breach by Former Employees']1

South KoreaHIC East Asia & Pacific2021 April 14 http://news.kmib.co.kr/article/view.asp?arcid=0015742569&code=61121211&sid1=soc[3231964, 3229713]["Mom, it's me... 37.3 billion won in messenger phishing damage last year", 'Pretend to be your son... Chinese couple caught 18 million won in messenger phishing - Kookmin Daily']1

France HIC Europe & Central Asia2018 September 6 https://www.lemonde.fr/pixels/article/2016/05/30/des-chercheurs-relient-le-cybercasse-de-81-millions-d-euros-aux-pirates-de-sony-pictures_4928786_4408996.html0

South KoreaHIC East Asia & Pacific2017 July 24 http://news.joins.com/article/21783649 0

Mexico UMC Latin America & Caribbean2017 July 28 https://www.am.com.mx/2017/07/28/mexico/revelan-como-fue-que-pgr-compro-software-de-espionaje-3675840

Spain HIC Europe & Central Asia2017 September 2 http://www.lagacetadesalamanca.es/salamanca/2017/09/02/sistema-informatico-juzgados-sufre-cuatro-intentos-hackeo/215256.html0

Ukraine LMC Europe & Central Asia2017 July 11 http://www.mediaport.ua/posle-hakerskoy-ataki-kiberpoliciya-v-harkove-prinyala-87-obrashcheniy0

South KoreaHIC East Asia & Pacific2017 December 25 http://www.fnnews.com/news/2017122510544736190

Egypt LMC Middle East & North Africa2017 July 30 http://aitmag.ahram.org.eg/News/82153.aspx0

Canada HIC North America 2022 June 4 https://www.mtlblog.com/montreal/montreals-grande-bibliotheque-has-shut-down-some-services-after-a-data-breach0

United KingdomHIC Europe & Central Asia2021 May 13 https://www.thesun.co.uk/news/14942178/north-korea-hackers-cia-worlds-biggest-bank-robbers/0

United StatesHIC North America 2021 June 1 https://www.lightreading.com/security/hackers-update-phishing-lures-with-covid-19-misinformation---verizon-dbir-report/d/d-id/7698780



United StatesHIC North America 2022 July 25 http://www.itechpost.com/articles/112392/20220725/qbot-malware-takes-advantage-windows-calculator-infect-devices.htm0

United StatesHIC North America 2022 July 28 https://www.jdsupra.com/legalnews/clinivate-llc-announces-data-breach-5998335/0

United StatesHIC North America 2022 July 15 https://www.jdsupra.com/legalnews/southern-environmental-inc-reports-data-1877076/0

Ireland HIC Europe & Central Asia2021 August 4 https://www.thesun.ie/tech/7395982/fifa-21-hacked-ea-refuse-ransom-game/0

United StatesHIC North America 2022 August 31 https://www.meritalk.com/articles/former-u-s-employees-debarred-for-hacking-in-uae/0

United StatesHIC North America 2022 January 26 https://www.govtech.com/education/k-12/albuquerque-school-systems-restored-after-cyber-attack0

Russia UMC Europe & Central Asia2022 March 9 https://www.securityweek.com/google-blocks-chinese-phishing-campaign-targeting-us-government0

India LMC South Asia 2022 October 5 https://www.businessworld.in/article/Researchers-Discover-Malicious-Campaign-That-Spreads-Malware-Via-YouTube/05-10-2022-449373/0

United StatesHIC North America 2019 April 10 https://www.cnn.com/2019/04/10/investing/marriott-ceo-pay/0

Singapore HIC East Asia & Pacific2022 December 27 https://tnp.straitstimes.com/news/singapore/ocbc-phishing-scams-youth-committed-crimes-linked-money-laundering-while-out-bail0

United StatesHIC North America 2019 January 15 https://www.forbes.com/sites/thomasbrewster/2019/01/15/exclusive-watch-hackers-take-control-of-giant-construction-cranes/0

United StatesHIC North America 2019 May 13 http://patersontimes.com/2019/05/13/paterson-23000-school-district-passwords-stolen-in-data-breach/0

United StatesHIC North America 2019 May 17 https://www.scmagazine.com/home/security-news/malware/magecart-pos-malware-found-on-forbes-subscription-page/0

India LMC South Asia 2020 April 16 https://www.thehindubusinessline.com/info-tech/bored-at-home-hackers-look-at-new-ways-to-spread-malware-cyberproof/article31353071.ece0

China UMC East Asia & Pacific2020 July 19 https://cointelegraph.com/news/the-cashaa-hack-investigators-stay-silent-as-inside-job-rumors-emerge0

United StatesHIC North America 2020 April 6 http://www.digitaljournal.com/tech-and-science/technology/norwegian-cruise-line-involved-in-data-breach/article/5698530

Australia HIC East Asia & Pacific2020 October 2 https://www.gladstoneobserver.com.au/news/gladstone-police-staffer-stood-down-for-computer-h/4111614/0

United StatesHIC North America 2019 January 23 https://threatpost.com/roguerobin-google-drive-c2/141079/0

United StatesHIC North America 2019 February 3 https://comicbook.com/gaming/2019/02/02/fortnite-honor-guard-skin-pulled-massive-exploit/0

United StatesHIC North America 2019 February 15 http://mondaq.com/unitedstates/x/781136/fin+tech/SIM+Swapping+Hackers+Convicted+Philippines+Introduces+New+Token+Offering+Regulations0

Japan HIC East Asia & Pacific2019 August 8 https://www.zdnet.com/article/windows-malware-strain-records-users-on-adult-sites/0

New ZealandHIC East Asia & Pacific2019 August 27 https://www.nzherald.co.nz/technology/news/article.cfm?c_id=5&objectid=122623050

United StatesHIC North America 2019 September 27 https://www.coindesk.com/new-malware-swaps-out-crypto-wallet-addresses-as-you-type-them0

United StatesHIC North America 2019 December 10 https://engineeringevil.com/2014/08/21/hacking-gmail-with-92-percent-success/0

United StatesHIC North America 2019 December 27 https://www.southernminn.com/faribault_daily_news/news/article_a1b6ccb6-cd66-5aba-9036-99a67abf247c.html0

United KingdomHIC Europe & Central Asia2018 November 28 https://www.theregister.co.uk/2018/11/28/3ve_ad_fraud_men_charged/0

Russia UMC Europe & Central Asia2019 January 9 https://www.securityweek.com/new-york-manufacturing-firm-discloses-data-breach0

United StatesHIC North America 2019 April 30 http://kbnd.com/kbnd-news/local-news-feed/4383440

United StatesHIC North America 2017 February 2 http://www.healthcareitnews.com/news/cybercriminals-deploy-malware-half-successful-cyberattacks-ibm-study-finds0

United StatesHIC North America 2017 July 4 http://www.darkreading.com/iot/hacking-factory-robot-arms-for-sabotage-fun-and-profit/d/d-id/1329260?piddl_msgid=3285980

United StatesHIC North America 2017 September 21 https://www.courthousenews.com/immunity-shields-government-massive-opm-data-breach/0

Gambia LIC Sub-Saharan Africa2017 October 12 http://www.achpr.org/news/2017/10/d307/0

United StatesHIC North America 2017 December 8 https://www.techdirt.com/articles/20171204/08332238733/uk-court-says-company-is-innocent-massive-data-breach-caused-vindictive-employee-must-nonetheless-pay-compensation.shtml0

New ZealandHIC East Asia & Pacific2017 October 3 https://www.stuff.co.nz/business/97221326/Overseas-hackers-forget-smiley-face-miss-out-on-90-000-pay-day0

United StatesHIC North America 2018 February 24 https://www.mediapost.com/publications/article/315077/email-the-leading-factor-in-malware-attacks-repor.html0

United StatesHIC North America 2018 January 6 http://www.westmanjournal.com/fbi-gave-heads-up-to-fraction-of-russian-hackers-us-targets-1.231049610

United StatesHIC North America 2018 May 25 http://www.thenewspaper.com/news/64/6472.asp0

Canada HIC North America 2018 May 26 http://1075koolfm.com/update-wasaga-beach-ransomware-attack/0

United StatesHIC North America 2018 April 7 http://www.kdlt.com/2018/04/07/dsu-students-defend-cyber-attacks/0

United KingdomHIC Europe & Central Asia2018 April 17 http://www.bbc.co.uk/news/uk-northern-ireland-438003290

United StatesHIC North America 2018 June 15 http://www.civilbeat.org/2018/06/hawaii-gets-3-2-million-to-thwart-election-hacking/0

United StatesHIC North America 2018 July 5 https://www.htrnews.com/story/news/2018/07/05/manitowoc-county-data-breach-privacy-email-scam-health-medical-information-risk-wisconsin/751930002/0

United StatesHIC North America 2018 August 5 https://www.app.com/story/money/business/consumer/press-on-your-side/2018/08/05/teen-site-dressup-nj/909835002/0

Panama UMC Latin America & Caribbean2022 September 8 http://elsiglo.com.pa/cronica-roja/imputan-cargos-9-delito-ciberataque/242089570

Pakistan LMC South Asia 2018 November 7 https://www.thenews.com.pk/print/390738-data-hacking-sbp-asks-banks-to-protect-customers0

United KingdomHIC Europe & Central Asia2018 December 12 https://www.theregister.co.uk/2018/12/12/ticketmaster_denies_fault_website_magecart_infection/0

United StatesHIC North America 2020 January 16 https://www.wtae.com/article/tree-of-life-congregation-warns-of-phishing-email-circulating-in-community/305531030

United StatesHIC North America 2020 May 28 https://www.bankinfosecurity.com/hack-for-hire-groups-spoof-who-emails-to-steal-data-a-143480

United KingdomHIC Europe & Central Asia2020 February 2 https://www.thecourier.co.uk/fp/news/local/angus-mearns/1118345/college-campuses-in-dundee-and-angus-to-close-for-a-day-following-friday-cyber-attack/0

United StatesHIC North America 2020 February 27 https://www.marketwatch.com/press-release/emerson-firm-pllc-announces-ongoing-investigation-for-the-data-breach-of-mgm-resorts-international-customer-information-2020-02-260

United StatesHIC North America 2021 January 5 https://www.goblueridge.net/index.php/news/48886-boone-chamber-warns-of-phishing-attempts-in-emails0

United StatesHIC North America 2021 January 15 https://www.darkreading.com/threat-intelligence/successful-malware-incidents-rise-as-attackers-shift-tactics/d/d-id/13399120

United StatesHIC North America 2021 February 3 https://healthitsecurity.com/news/us-fertility-sued-over-ransomware-attack-health-data-exfiltration0

United KingdomHIC Europe & Central Asia2020 December 24 http://www.handyshippingguide.com/shipping-news/new-cyber-attack-group-cripples-another-major-logistics-player-_134130

United KingdomHIC Europe & Central Asia2021 March 1 https://www.itpro.co.uk/security/phishing/358743/aol-users-are-the-target-of-a-new-phishing-campaign0



United KingdomHIC Europe & Central Asia2021 March 1 https://www.dailymail.co.uk/tvshowbiz/article-9310461/Hackers-target-Seven-News-Yahoos-Twitter-accounts.html0

United StatesHIC North America 2021 March 5 https://lawstreetmedia.com/tech/godaddy-sued-for-unauthorized-domain-name-transfer-following-data-breach/0

Mexico UMC Latin America & Caribbean2022 June 30 https://www.uniradioinforma.com/noticias/mexico/674236/identifican-un-malware-para-android-activo-en-google-play-que-oculta.html0

Chile HIC Latin America & Caribbean2022 September 5 https://www.duna.cl/noticias/2022/09/05/23-mil-intentos-de-hackeo-los-ataques-que-el-servel-repelio-el-dia-del-plebiscito/0

France HIC Europe & Central Asia2022 November 16 https://www.phonandroid.com/voici-comment-des-hackers-utilisent-de-simples-images-pour-pirater-votre-pc.html0

NetherlandsHIC Europe & Central Asia2022 November 10 https://www.skipr.nl/nieuws/gegevens-groningse-zorginstelling-buitgemaakt-door-hack-softwarebedrijf/0

Italy HIC Europe & Central Asia2022 May 7 https://www.radiolombardia.it/2022/05/07/attacco-hacker-al-fatebenefratelli-sacco-ripristino-forse-entro-oggi/0

South KoreaHIC East Asia & Pacific2022 June 24 https://www.etoday.co.kr/news/view/21470380

South KoreaHIC East Asia & Pacific2022 April 26 https://www.donga.com/news/People/article/all/20220427/113096893/10

Indonesia LMC East Asia & Pacific2022 April 11 https://www.pikiran-rakyat.com/nasional/pr-014223794/medsos-koordinator-pusat-bem-si-demo-11-april-2022-dihack-menkominfo-tidak-ada-peretasan-akses-internet0

Brazil UMC Latin America & Caribbean2022 December 12 https://www.alagoas24horas.com.br/1484227/sites-do-governo-de-alagoas-ficam-fora-do-ar-apos-sofrerem-ataque-de-hacker/0

Thailand UMC East Asia & Pacific2021 November 15 https://pantip.com/topic/41103538 0

Ukraine LMC Europe & Central Asia2021 June 2 https://gazeta.ua/articles/world-life/_rosijski-hakeri-zupinili-robotu-svitovogo-postachalnika-myasnoyi-produkciyi/10352370

Germany HIC Europe & Central Asia2021 December 30 https://www.apotheke-adhoc.de/nachrichten/detail/apothekenpraxis/phishing-angriff-dauert-an-hacker-lassen-apothekenportal-nicht-in-ruhe/0

Norway HIC Europe & Central Asia2021 June 30 https://www.digi.no/artikler/svensk-internettaktivist-tiltalt-for-datainnbrudd-i-ecuador/5116530

Austria HIC Europe & Central Asia2021 December 12 https://www.krone.at/2578825 0

Czech RepublicHIC Europe & Central Asia2021 April 1 https://www.root.cz/zpravicky/mene-utoku-zato-zakernejsich-bankovni-malware-loni-vice-skodil-na-mobilech/0

Austria HIC Europe & Central Asia2021 November 20 https://www.tt.com/artikel/30806450/it-experte-tirols-firmen-drohen-teure-cyber-angriffe0

France HIC Europe & Central Asia2021 November 24 https://www.lemonde.fr/pixels/article/2021/11/24/attentats-de-conflans-et-a-charlie-hebdo-des-elements-des-dossiers-d-instruction-pirates-et-mis-en-vente_6103429_4408996.html0

Chile HIC Latin America & Caribbean2020 October 14 https://www.emol.com/noticias/Nacional/2020/10/14/1000688/Fiscalia-Centro-Norte-denuncia-hackeo.html0

Russia UMC Europe & Central Asia2020 October 6 https://www.securitylab.ru/news/512787.php0

Russia UMC Europe & Central Asia2020 July 21 https://www.securitylab.ru/news/510439.php0

South KoreaHIC East Asia & Pacific2020 November 24 https://zdnet.co.kr/view/?no=202011241445130

Germany HIC Europe & Central Asia2020 July 7 https://www.thueringer-allgemeine.de/wirtschaft/erfurter-chipfertiger-x-fab-stellt-fertigung-nach-hackerangriff-ein-id229463522.html0

Indonesia LMC East Asia & Pacific2020 June 15 https://www.liputan6.com/news/read/4279891/polri-bantah-server-website-dibobol-hacker0

Chile HIC Latin America & Caribbean2020 April 5 http://www.elamaule.cl/noticia/sociedad/seremi-de-salud-del-maule-reporto-hackeo-de-la-cuenta-institucional0

Russia UMC Europe & Central Asia2020 August 4 https://regnum.ru/news/society/3027616.html0

South KoreaHIC East Asia & Pacific2020 March 4 http://www.asiatoday.co.kr/view.php?key=202003040018181650

Spain HIC Europe & Central Asia2019 September 18 https://www.elconfidencial.com/espana/2019-09-18/juez-investiga-hackeo-correos-tribunal-proces_2237731/0

Austria HIC Europe & Central Asia2019 June 11 https://computerwelt.at/news/unternehmen-kaempfen-vor-allem-mit-datenverlust-ddos-attacken-und-ransomware/0

Ukraine LMC Europe & Central Asia2019 March 12 https://kp.ua/politics/632860-yuryi-lutsenko-obvynyl-rassledovatelei-oboronnoho-skandala-vo-vzlome-dyska-s-materyalamy-dela0

Denmark HIC Europe & Central Asia2019 January 4 https://www.computerworld.dk/art/245929/cfcs-advarer-mod-hoej-risiko-for-hackerangreb-i-soefartssektoren-fremmede-stater-har-interesse-i-at-spionere-paa-danske-virksomheder0

Israel HIC Middle East & North Africa2020 February 11 https://www.clevelandjewishnews.com/jns/israel-suffers-major-data-breach-likud-accused-of-breaking-privacy/article_251a1626-a434-54d8-a75a-ff1ec924409f.html[2335018, 2339185, 2336990, 2335011]["How did we uncover the hacking of Likud's huge database, which includes personal information on 6. 5 million Israelis", 'Israel suffers major data breach , Likud accused of breaking privacy laws', "6.5 million Israelis' data was leaked as a result of the Elector app hack", "NEWSru. co. il :: 6.5 million Israelis' data was leaked as a result of the Elector app hack"]3

United StatesHIC North America 2021 January 26 https://www.20minutes.fr/high-tech/2962199-20210126-site-rencontres-hacker-fait-fuiter-donnees-228-millions-utilisateurs[3095338, 3096588, 3095114, 3094703, 3095890, 3092773, 3095985, 3095640, 3095569, 3096507, 3092174, 3096506]['Hackers broke into a dating site. They disclosed the data of 2.28 million users', 'Hackers leak details of 2 million users of porn website MyFreeCams . com', 'Dating site MeetMindful hacked , 2 . 28M user data leaked', 'Hacker Group Reportedly Leaks Sensitive Data of 2 . 28 Million People Registered on Dating Site MeetMindful', '2 . 28M user records from dating site MeetMindful published on hacking forum', 'Adult webcam site hack has millions of porn viewers at risk ! ', 'Hacker leaks data of more than 2 million dating site users', '2 . 28M MeetMindful Daters Compromised in Data Breach', 'Dating app MeetMindful has warned users that their details have been  hacked  and leaked online', 'Hacker leaks personal data of two million dating site users', 'Millions of porn viewers at risk after popular adult site  hacked  ', 'Dating site: Hacker leaks data of 2.28 million users']11

Hungary HIC Europe & Central Asia2018 June 9 https://www.hirmutato.hu/nuus/?3237123-adathalasz_bovitmenyt_talaltak_a_chrome_bongeszoben0

Czech RepublicHIC Europe & Central Asia2017 August 31 http://hradecky.denik.cz/zlociny-a-soudy/zakladni-skola-stefcova-se-stala-tercem-kyberutoku-20170831.html0

Burkina FasoLIC Sub-Saharan Africa2017 June 30 http://lepays.bf/piratage-reseau-informatique-de-cbao-parquet-requiert-5-ans-de-prison-ferme-15-million-de-f-cfa-damende-contre-prevenus/0

Sweden HIC Europe & Central Asia2017 July 25 http://www.mynewsdesk.com/se/checkpoint/pressreleases/lavinartad-oekning-av-cyberattacker-i-sverige-20793560

Russia UMC Europe & Central Asia2017 May 12 http://www.stav.kp.ru/daily/26678.5/3700621/0

Ukraine LMC Europe & Central Asia2017 May 5 http://fakty.ua/235428-vpervye-v-ukraine-pod-sud-otpravili-hakerov-vzlamyvavshih-bankomaty-virusom0

Turkey UMC Europe & Central Asia2017 September 26 https://www.erbaahavadis.com/bilim-ve-teknoloji/btk-baskani-sayan-siber-saldiri-amaciyla-kullanilan-3-bin-753-zararli-baglanti-tespit-edildi-h204054.html0

Japan HIC East Asia & Pacific2017 March 9 http://netafull.net/neta2017/054886.html 0

United StatesHIC North America 2022 May 31 https://www.larepublica.net/noticia/conozca-a-la-colmena-de-hackers-que-dejo-sin-citas-a-miles-de-pacientes-de-la-caja0

United StatesHIC North America 2021 April 7 https://www.foxbusiness.com/technology/china-cyberattack-microsoft-email-personal-data0

Finland HIC Europe & Central Asia2021 May 21 https://yle.fi/uutiset/osasto/news/fridays_papers_train_standstill_phishing_and_drug-resistant_fungus/119420940

United KingdomHIC Europe & Central Asia2022 June 10 https://www.computerweekly.com/news/252521353/Snake-Keylogger-climbing-malware-charts-says-Check-Point0

Spain HIC Europe & Central Asia2021 July 17 https://www.theleader.info/2021/07/17/alicantes-russian-hacker-who-scammed-5-million-euro-from-banks/0

United StatesHIC North America 2022 January 13 https://siliconangle.com/2022/01/12/iranian-state-sponsored-hacking-group-exploiting-apache-log4j-vulnerabilities/0

Brunei HIC East Asia & Pacific2022 January 22 https://borneobulletin.com.bn/ocbc-ups-security-measures-following-spate-of-sms-phishing-scams/0

Canada HIC North America 2022 August 31 https://www.canadianlawyermag.com/practice-areas/privacy-and-data/class-action-on-canada-revenue-agency-data-breach-certified-by-federal-court-of-canada/3694320

India LMC South Asia 2022 January 25 https://www.thehindu.com/news/national/telangana/police-step-up-investigation-into-mahesh-bank-server-hack/article38325123.ece0

Russia UMC Europe & Central Asia2022 September 26 https://www.securityweek.com/hacktivist-attacks-show-ease-hacking-industrial-control-systems0

Australia HIC East Asia & Pacific2022 November 5 https://www.9news.com.au/national/cybersafety-australia-victorian-families-exposed-in-cyber-attack-targeting-school-students/52241d4a-a1ec-4d69-9f3f-1eb49e6ec9740

United StatesHIC North America 2022 May 12 https://www.msn.com/en-us/news/technology/hackers-infiltrated-multiple-us-law-enforcement-data-systems-report-shows/ar-AAXczEm0

Hong Kong 2022 December 21 https://www.thestandard.com.hk/breaking-news/section/4/198437/Authority-warns-of-fraudulent-website-and-phishing-email-related-to-HSBC0



United StatesHIC North America 2022 December 30 https://www.wral.com/cyber-attack-leaves-6-nc-counties-locked-out-of-their-online-records/20648761/0

United KingdomHIC Europe & Central Asia2019 March 4 https://www.theregister.co.uk/2019/03/04/sharpshooter_malware_campaign_lazarus_group_mcafee/0

United StatesHIC North America 2022 March 30 https://www.wkbw.com/news/local-news/approximately-1-300-catholic-health-patients-impacted-by-data-breach0

Japan HIC East Asia & Pacific2019 July 11 https://www.zdnet.com/article/hacked-surveillance-firm-pitches-nyc-with-ml-cameras-to-track-driver-journeys/0

United StatesHIC North America 2020 May 16 https://www.ky3.com/content/news/Arkansas-unemployment-system-shut-down-due-to-data-breach-state-passes-4500-cases-570534731.html0

United StatesHIC North America 2020 May 2 https://statescoop.com/north-dakota-government-fiber-provider-hit-maze-ransomware/0

Japan HIC East Asia & Pacific2019 January 17 https://www.zdnet.com/article/online-stores-for-governments-and-multinationals-hacked-via-new-security-flaw/0

Australia HIC East Asia & Pacific2019 July 31 https://www.news.com.au/technology/online/hacking/nsw-police-issue-warning-over-sextortion-scam-email-that-claims-to-have-hacked-webcam-footage/news-story/9accbc2f8a98ce34c9319c09fed6714c0

United StatesHIC North America 2019 August 1 https://www.ibtimes.com/iran-hackers-may-target-us-energy-defense-firms-fbi-warns-17525520

United StatesHIC North America 2019 March 5 https://threatpost.com/joomla-mail-flaw-exploited/142341/0

PhilippinesLMC East Asia & Pacific2019 August 13 http://newsbytes.ph/2019/08/malware-targeting-pc-gamers-disappears-but-re-emergence-expected-soon/0

United StatesHIC North America 2019 October 1 https://www.wibc.com/news/local-news/lafayette-auto-plants-shutdown-now-over-ransomware-attack0

India LMC South Asia 2019 November 14 https://indianexpress.com/article/cities/pune/pune-cosmos-bank-cyber-attack-supplementary-chargesheet-filed-against-five-from-thane-6120232/0

India LMC South Asia 2019 December 3 https://www.bgr.in/news/google-rcs-messaging-android-text-messaging-service-allows-hackers-to-take-full-control-of-user-accounts-861715/0

Syria LIC Middle East & North Africa2019 December 16 https://www.globalsecurity.org/wmd/library/news/iran/2019/iran-191215-irna01.htm0

United StatesHIC North America 2017 February 10 https://thestack.com/security/2017/02/10/crysis-ransomware-distributed-by-brute-force-attacks/0

United StatesHIC North America 2017 February 7 https://www.sott.net/article/341817-Snowden-US-govt-aggressively-hacks-Chinese-civilian-infrastructure-NSA-developed-A-I-cyberwar-weapon-named-MonsterMind0

United KingdomHIC Europe & Central Asia2017 February 17 http://www.ibtimes.co.uk/hackers-using-android-omnirat-malware-attack-isis-supporters-telegram-16070670

United KingdomHIC Europe & Central Asia2017 June 5 http://www.horseandhound.co.uk/news/half-moon-dynasty-makes-positive-progress-horrific-hacking-accident-6227110

United StatesHIC North America 2017 August 23 http://ccm.net/news/28272-play-hosts-malware-infested-android-apps0

United Arab EmiratesHIC Middle East & North Africa2017 October 3 http://tradearabia.com/news/REAL_330658.html0

United StatesHIC North America 2017 May 17 http://saugus.wickedlocal.com/news/20170517/saugus-police-issue-warning-about-worldwide-malware-outbreaks0

United StatesHIC North America 2017 July 31 http://www.nextgov.com/cybersecurity/2017/07/hackers-spy-mac-users-get-italian-bank-info-and-swedish-state-secrets/139826/0

United StatesHIC North America 2017 July 22 http://www.bignewsnetwork.com/news/254070529/social-security-numbers-of-millions-of-people-from-ten-us-states-revealed-in-massive-data-breach[682125, 688347, 1217625, 1216440, 1217080, 1216436, 691445, 1216216, 1216442, 690541, 1216455, 1216439, 1217628, 1216443, 683700, 1217760, 1217623, 1216458, 685236, 685255]['Hackers had access to millions of Social Security numbers', 'Kansas Database Hack Exposed 5 . 5 Million SSNs', 'Hackers had access to millions of Social Security numbers – Idaho Business Review', 'Hackers had access to millions of Social Security numbers in Alabama , nine other states ', 'Data Breach at Kansas Agency Exposes Personal Information of Millions', 'Hackers of Kansas system had access to millions of Social Security numbers in 10 states', 'Hackers access Kansas job search data , steal millions of social security numbers', 'Hackers had access to 5 . 5 millions of US Social Security numbers', 'Alabamian Social Security numbers exposed in hack of Kansas system ', 'Hackers Steal Personal Data of Millions of Job Vacancies Site Users', 'Kansas hackers had access to Social Security numbers , some in Arkansas may be affected', 'Hackers had access to millions of Social Security numbers ', 'Arkansas Social Security data part of hack', 'Hackers had access to millions of Social Security numbers from Kansas ag19

Canada HIC North America 2018 April 11 https://www.itbusiness.ca/news/hashtag-trending-zuckerberg-testifies-instagram-scores-low-on-mental-health-youtube-gets-hacked/1009640

United StatesHIC North America 2018 April 19 http://www.wilx.com/content/news/Former-student-charged-In-cyber-attack-480175633.html0

United StatesHIC North America 2022 August 30 https://www.jdsupra.com/legalnews/correcthealth-announces-data-breach-1289445/[3776366, 3772976, 4059440]['CorrectHealth Suffers Email Account Data Breach , 54K Impacted', 'CorrectHealth Announces Data Breach Affecting the Personal Information of More than 54k Individuals | Console and Associates , P . C . ', 'Northeast Rehabilitation Hospital Network Files Notice of Data Breach | Console and Associates , P . C . ']2

United StatesHIC North America 2020 July 11 https://www.centralmaine.com/2020/07/10/hack-of-maine-police-data-means-hundreds-including-suspects-must-be-notified-about-leaked-personal-data/[4230270, 4230272]['Hack of Maine police data means hundreds , including suspects , must be notified about leaked personal data', 'Hack of Maine police data means hundreds , including suspects , must be notified about leak']1

Denmark HIC Europe & Central Asia2019 July 31 https://www.computerworld.dk/art/248351/morgen-briefing-dansk-teknologi-skal-bruges-i-new-yorks-subway-teenagere-scorer-millioner-til-fortnite-vm-stort-hack-faar-amerikansk-bankaktie-til-at-falde-elbiler-kan-koste-europaeiske-job-i-massevis0

Russia UMC Europe & Central Asia2021 August 17 https://www.finanznachrichten.de/nachrichten-2021-08/53703220-cato-networks-sase-report-finds-enterprise-risk-assessment-undermined-by-amazon-sidewalk-device-id-at-risk-by-novel-use-of-houdini-malware-008.htm[2325, 1996]['Houdini Malware Returns and Amazon Sidewalk Enter Corporate Networks', 'Cato Networks SASE Report Finds Enterprise Risk Assessment Undermined by Amazon Sidewalk ; Device ID at Risk by Novel Use of Houdini Malware']1

Serbia UMC Europe & Central Asia2018 September 25 https://www.blic.rs/vesti/hronika/mirko-i-vule-kako-su-dvojica-mladica-iz-srbije-postala-deo-medjunarodne-hakerske/p7glsgk[2029711, 2029710]['Press Online :: Chronicle :: MIRKO AND VULE How two young men from Serbia became part of an INTERNATIONAL HACKER GANG that brought down 4 MILLION WEBSITES', 'MIRKO AND VULE How two young men from Serbia became part of an INTERNATIONAL HACKER GANG that brought down 4 MILLION WEBSITES']1

Hungary HIC Europe & Central Asia2017 April 6 http://feol.hu/kulfold/bank-hekker-online-lopas-18284430

Pakistan LMC South Asia 2020 March 30 https://defence.pk/pdf/threads/malware-found-in-bb-server-again.659001/0

United StatesHIC North America 2017 December 14 https://healthitsecurity.com/news/2.3m-ocr-settlement-reached-for-21st-century-oncology-data-breach[1054865, 1048890]['$2 . 3M OCR Settlement Reached for 21st Century Oncology Data Breach', '21st Century Oncology pays $2 . 3M to OCR for 2015 data breach , moves forward with class action settlement']1

United StatesHIC North America 2019 December 23 https://www.benzinga.com/news/19/12/15034842/malware-hits-truckstop-com-sites-services-shut-days-before-christmas[2838651, 2266519, 4967102, 4971335, 4965074]['Truckstop . com Says Ransomware Knocked Its Sites Offline', 'Hackers used ransomware in truckstop . com virus – DC Velocity', 'truckstop . com crippled by malware virus in final stretch of peak season – DC Velocity', 'truckstop . com restores desktop service after Christmas malware attack – DC Velocity', 'Malware Hits Truckstop . com Sites , Services Shut Days Before Christmas']4

Turkey UMC Europe & Central Asia2022 May 27 https://shiftdelete.net/unlu-restoran-zincirine-siber-saldiri-yarim-milyon-kisinin-verisi-calindi[3653795, 3653803, 3653815, 3653790, 3653812, 4092469]['Baydöner was hacked: The data of more than 500 thousand people was stolen', 'Baydönere cyber attack!', 'Baydönere cyber attack: The data of hundreds of thousands of people were seized - NEWS', 'Has Baydöner been hacked? What happened to Baydoner?', "Hackers 500 from Baydöner. Stole 000 People's Data", "Baydönere cyber attack: 505 thousand people's information was stolen"]5

China UMC East Asia & Pacific2018 August 5 http://china.zjol.com.cn/gnxw/201808/t20180805_7944520.shtml[1893538, 1893536, 1891513, 1891504, 1891514, 1891505, 1891507, 1891506, 1891509, 1891516, 1891517, 1891510, 1891503, 1891512]['Hackers attack online shopping platform, place an order of 1 yuan and defraud 8 million yuan of gold and diamonds _ Society and Law _ Rule of Law Channel _ Suzhou News Net', 'Hackers attack online shopping platform and defraud 8 million yuan of gold and diamonds by placing an order of 1 yuan - Xinhua English.news.cn', 'Hackers attack online shopping platform, place an order of 1 yuan and defraud 8 million yuan of gold and diamonds -- Legal Network', 'Hackers attack online shopping platform, place an order of 1 yuan and defraud 8 million yuan of gold and diamonds_Shenzhen News Net', 'Hackers attack online shopping platform, place an order of 1 yuan and defraud 8 million yuan of gold and diamonds - News Center - Hangzhou Net', 'Hackers attack online shopping platform, place an order of 1 yuan and defraud 8 million yuan of gold and diamonds - Current News - Zhejiang Online', 'Hackers attack online shopping platform, place an order of 1 yuan and defraud 8 million yuan of gold and diamonds', 'Hackers attack onli13

United StatesHIC North America 2018 March 26 http://nationalpost.com/pmn/news-pmn/trump-fundraiser-sues-qatar-lobbyists-over-email-hack[1529297, 1531181, 1531526, 1533369, 1536723, 1533694, 1529426, 1536618, 1529525, 1529298, 1533805, 1531720, 1533807, 1531527, 1532959, 1533367, 1533362, 1530745, 1527168, 1553709]['Top Trump Donor Elliott Broidy Sues Qatar For Hacking His Emails', 'Trump fundraiser sues Qatar over hacked emails By Reuters', 'Trump fundraiser sues Qatar over hacked emails – Middle East Monitor', 'Elliott Broidy , a Trump fundraiser , files a hacking lawsuit against Qatar', 'Trump fundraiser sues Qatar , lobbyists over email hack | News', 'Trump Fundraiser Accuses Qatar Of Hacking , Leaking Docs', 'Trump Fundraiser Elliott Broidy Sues Qatar Over Cyber Attacks , Leaks', 'Fundraiser for Trump sues Qatar over hacking', 'Top Trump ally sues Qatar over hacked emails', 'Trump donor sues Qatar , lobbyists for hacking his emails', 'Trump fundraiser sues Qatar , lobbyists over email hack | Election 2016 Live', 'Trump fundraiser sues Qatar over hacked emails - World', 'Trump fundraiser sues Qatar , lobbyists over email hack - WXOW News 19 La Crosse , WI - News , Weather and Sports', 'Top Trump fundraiser sues Qatar over hacked and allegedly  doctored  emails - U . S . News', 'A lawsuit against Qatar in America du19

Russia UMC Europe & Central Asia2020 June 10 https://www.securitylab.ru/news/509101.php[2548267, 2551619]['Hackers Target German Firm Tasked With Procuring COVID - 19 Medical Equipment', 'Hackers attack German manufacturers of personal protective equipment']1

United KingdomHIC Europe & Central Asia2017 July 4 http://www.ibtimes.co.uk/hackers-are-selling-healthcare-details-any-australian-citizen-dark-web-17-each-1628932[640459, 641726]['Hackers are selling healthcare details of  any Australian citizen  on dark web for £17 each', 'Medicare data breach is the tip of the iceberg in the world of Australian dark web fraud']1

Russia UMC Europe & Central Asia2020 April 27 http://gazetaslovo.com/%D0%BD%D0%BE%D0%B2%D0%BE%D1%81%D1%82%D0%B8/%D0%BC%D0%B8%D1%80/item/hakery-atakovali-vladelcev-xiaomi.html[2482623, 2482624, 2482846]['Hackers attacked Xiaomi owners', 'Hackers took on owners of Xiaomi smartphones who want to install MIUI 12', 'Xiaomi owners attacked by hackers - Slovo newspaper - News from Portugal, Spain and Italy']2

India LMC South Asia 2022 December 28 https://zeenews.india.com/technology/breaking-another-big-data-breach-in-india-over-3-crore-rail-passengers-details-put-on-sale-2555077.html[3942858, 3942881, 3942857, 3945852, 3945851, 3942859, 3942659, 3945850, 3940622, 3942878, 3942863, 3945859]['BREAKING : Another BIG DATA BREACH in India , over 3 crore rail passenger details put on sale', 'Indian Railways data hacked ; being sold on dark web [ details ] ', 'Indian Railways denies reports on data breach of 3 crore passengers from IRCTC servers', 'Indian Railways data breach : 30 million customer data being sold on dark web', 'Indian Railways hack : 3 Crore passenger data leaked and is up for sale on the dark web', 'Hackers say data of 3 crore people on sale , railways denies breach | India News', 'Railway ministry denies IRCTC server data breach', 'Data Breach Not Happened From IRCTC Server Railway Ministry', 'Indian Railways denies IRCTC data breach but launches investigation', 'indian railways hacked personal data of 3 crore passengers allegedly stolen', 'India Railways Data Breach 30 Million Railway Passengers Data Hacked Up For Sale\xa0on\xa0Dark\xa0Web', 'Big cyber attack in Indian Railways network, data of 3 crore passengers hacked! - Indian Railways Network big cyber attack claimed three cro11

United StatesHIC North America 2019 October 11 https://www.spamfighter.com/News-22458-SEPTA-suffered-from-a-malware-attack.htm0

United StatesHIC North America 2020 October 17 https://www.andhrajyothy.com/telugunews/e-mail-hacking-gang-arrested-20201017072303310

Estonia HIC Europe & Central Asia2021 September 14 https://gazeta.ee/estonia/haker-ugrozhaet-gosudarstvu-fotografii-s-id-kart-pojdut-v-darkveb/0

Canada HIC North America 2020 October 6 https://www.journaldemontreal.com/2020/10/06/des-donnees-de-policiers-de-la-grc-piratees0

South KoreaHIC East Asia & Pacific2021 July 25 http://www.newstomato.com/ReadNews.aspx?no=10617730

France HIC Europe & Central Asia2020 March 25 https://www.universfreebox.com/article/55325/phishing-ciblant-les-abonnes-free-l-arnaqueur-n-a-pas-frappe-a-la-bonne-porte0

Germany HIC Europe & Central Asia2020 February 29 https://www.n-tv.de/wirtschaft/Shootingstar-Iota-droht-turbulenter-Neustart-article21604044.html0

India LMC South Asia 2020 October 12 HTTPS://hindi.news18.com/news/nation/north-korea-still-steals-5000-crores-per-year-from-hacking-despite-1-per-cent-has-internet-read-10-shocking-facts-3291271.html0

Russia UMC Europe & Central Asia2020 May 8 https://www.fontanka.ru/2020/05/08/69247666/0

Russia UMC Europe & Central Asia2020 December 14 https://www.rbc.ru/ins/society/14/12/2020/5fd6e8549a79477f6ed330760

Russia UMC Europe & Central Asia2020 December 11 https://fr.globalvoices.org/2020/12/11/259480/0

France HIC Europe & Central Asia2020 May 11 https://www.lemondeinformatique.fr/actualites/lire-telex-teradata-change-de-tete-comptes-github-pirates-memsql-securise-50-m$-de-dette-79050.html0

Germany HIC Europe & Central Asia2020 August 3 https://www.mactechnews.de/news/article/Secure-Enclave-Hacker-Team-will-unfixbaren-Angriffsvektor-gefunden-haben-175605.html0



Turkey UMC Europe & Central Asia2019 March 2 https://www.gercekgundem.com/bilim-teknoloji/74921/hackerlarin-yeni-hedefi-binalar-oldu0

Bolivia LMC Latin America & Caribbean2019 July 28 http://eju.tv/2019/07/asi-fue-hackeada-la-cupula-de-la-justicia-brasilena/0

Venezuela Latin America & Caribbean2019 April 23 http://www.el-nacional.com/noticias/ciencia-tecnologia/laboratorio-eset-detecto-nueva-campana-phishing-por-whatsapp_2800740

Ukraine LMC Europe & Central Asia2018 June 2 http://internetua.com/haker-perehvatili-kontrol-nad-otkluacsennm-servisom-spamcannibal0

Japan HIC East Asia & Pacific2018 January 17 http://ascii.jp/elem/000/001/618/1618763/0

South KoreaHIC East Asia & Pacific2018 January 19 https://www.zdnet.co.kr/news/news_view.asp?artice_id=201801191042410

Spain HIC Europe & Central Asia2018 May 3 http://www.laprovincia.es/sucesos/2018/05/03/piratas-informaticos-hackean-red-duke/1054373.html0

Sweden HIC Europe & Central Asia2018 March 11 https://www.svt.se/nyheter/lokalt/stockholm/it-sakerheten-bristfallig-i-sigtuna0

Romania UMC Europe & Central Asia2017 September 5 https://www.observatorulph.ro/eveniment/84011-politia-reactioneaza-la-campania-de-malware-prin-whatsapp0

India LMC South Asia 2017 April 25 http://divyamarathi.bhaskar.com/news/INT-PAK-pakistani-media-cyber-attack-notice-5582894-NOR.html0

Turkey UMC Europe & Central Asia2017 October 6 http://www.sabah.com.tr/yasam/2017/10/07/hacker-ceteden-montaj-santaji0

Thailand UMC East Asia & Pacific2017 September 13 http://www.bangkokbiznews.com/news/detail/7726140

Israel HIC Middle East & North Africa2017 January 30 http://fr.timesofisrael.com/usa-des-imprimantes-piratees-dans-3-universites-editent-des-documents-antisemites/0

Norway HIC Europe & Central Asia2022 June 30 https://www.tv2.no/a/14906444/[3695634, 3693909]['NRK confirms: Was subjected to a hacker attack', 'NRK exposed to hacker attacks']1

Indonesia LMC East Asia & Pacific2017 July 15 http://techno.okezone.com/read/2017/07/15/207/1737142/waduh-situs-kominfo-diretas-setelah-blokir-telegram0

Canada HIC North America 2017 June 13 http://www.ledevoir.com/societe/science-et-technologie/501075/hydro-quebec-epargnee-par-une-attaque-en-ligne0

South KoreaHIC East Asia & Pacific2022 June 22 https://www.seoul.co.kr/news/newsView.php?id=202206225000900

United StatesHIC North America 2022 August 13 https://techcrunch.com/2022/08/13/twilio-gets-hacked-teens-ditch-facebook-and-spacex-takes-south-korea-to-the-moon/0

United StatesHIC North America 2022 October 10 https://siliconangle.com/2022/10/07/lofygang-hacking-group-targets-discord-disney-minecraft-accounts/0

South AfricaUMC Sub-Saharan Africa2022 February 3 https://www.defenceweb.co.za/cyber-defence/data-breach-at-icrc/0

United StatesHIC North America 2022 September 7 https://www.jdsupra.com/legalnews/radiant-logistics-inc-announces-data-6509579/0

South AfricaUMC Sub-Saharan Africa2022 February 28 https://it-online.co.za/2022/02/28/cpr-flags-new-malware-targeting-gaming/0

United KingdomHIC Europe & Central Asia2022 October 3 https://diginomica.com/enterprise-hits-and-misses-quiet-quitting-gets-debate-dataops-gets-scrutinized-and-microsoft0

United StatesHIC North America 2022 May 19 https://www.darkreading.com/risk/phishing-attacks-for-initial-access-surged-q10

United StatesHIC North America 2022 October 27 https://www.dailyherald.com/news/20221026/des-plaines-based-lutheran-social-services-of-illinois-reports-data-breach0

India LMC South Asia 2019 April 7 https://timesofindia.indiatimes.com/city/mumbai/rs-33l-hacked-from-sobo-bank-sent-to-pharma-co-in-city-via-hong-kong/articleshow/68769185.cms0

United StatesHIC North America 2022 December 1 https://www.jdsupra.com/legalnews/mena-regional-health-system-reports-3199091/0

China UMC East Asia & Pacific2022 December 3 https://cointelegraph.com/news/mango-markets-hacker-allegedly-feigns-curve-short-attack-to-exploit-aave0

India LMC South Asia 2019 April 2 https://www.dealstreetasia.com/podcasts/china-tech-is-risky-business-pinduoduos-hack-and-djis-corruption-scandal/0

United StatesHIC North America 2022 March 28 http://www.msn.com/en-nz/news/australia/murdoch-hack-a-thon-phone-hacking-scandal-costs-billions-as-court-decision-shines-light-on-the-sun/ar-AAVyKkZ0

United StatesHIC North America 2019 May 29 https://www.freightwaves.com/news/phishing-scam-targets-cargo-ship-operations0

Japan HIC East Asia & Pacific2019 August 14 https://www.zdnet.com/article/this-new-cryptojacking-malware-uses-a-sneaky-trick-to-remain-hidden/0

United KingdomHIC Europe & Central Asia2019 January 23 https://www.newsshopper.co.uk/news/17379572.southwark-council-says-foreign-government-could-be-behind-cyber-attack/0

United StatesHIC North America 2019 February 4 https://www.wcax.com/content/news/Green-Mountain-Coffee-targeted-with-malware-505300722.html0

Japan HIC East Asia & Pacific2019 February 4 https://www.zdnet.com/article/digital-sign-systems-allowed-hacker-access-through-default-passwords/0

United StatesHIC North America 2019 February 7 http://www.spamfighter.com/News-22021-Teton-School-District-401-of-Driggs-city-recovers-$484000-of-funding-lost-in-a-phishing-scheme.htm0

United StatesHIC North America 2019 March 22 https://www.duluthnewstribune.com/news/crime-and-courts/4588652-duluth-hdc-experiences-data-breach0

United StatesHIC North America 2019 August 2 http://www.spamfighter.com/News-22336-State-sponsored-hackers-from-Iran-aim-attack-on-US-LinkedIn-users.htm0

United StatesHIC North America 2019 March 28 https://www.poughkeepsiejournal.com/story/news/local/2019/03/27/ulster-warns-text-message-phishing-scam-targeting-churchgoers/3294538002/0

United StatesHIC North America 2019 March 29 http://www.spamfighter.com/News-22112-Data-of-the-students-applying-for-the-admission-hacked-in-3-US-Colleges.htm0

Australia HIC East Asia & Pacific2019 September 16 https://www.abc.net.au/news/2019-09-17/security-agencies-feared-electoral-commissions-hacked/115178200

United StatesHIC North America 2019 October 7 http://www.baltimoresun.com/politics/bs-md-ci-frank-johnson-departure-20191007-y3pelv3kfnemvm3j5d42j25vby-story.html0

United KingdomHIC Europe & Central Asia2021 October 27 https://www.itpro.co.uk/security/malware/361371/fbi-raids-chinese-pos-terminal-business-after-reports-of-malware-in-devices0

United StatesHIC North America 2020 December 17 https://www.securitylab.ru/news/514912.php[2812627, 2812272, 4280461]['Hackers Use Mobile Emulators to Steal Millions', 'Hackers are stealing millions of dollars by spoofing thousands of mobile devices', 'Hackers clone cellphones to steal millions from US and European banks']2

Qatar HIC Middle East & North Africa2019 October 15 https://www.thepeninsulaqatar.com/article/16/10/2019/CBQ-customers-urged-to-take-caution-against-phishing0

PhilippinesLMC East Asia & Pacific2019 November 1 https://tribune.net.ph/index.php/2019/11/01/cellphones-get-hacked-thru-public-charging-stations/0

India LMC South Asia 2019 November 21 https://www.indiatvnews.com/technology/news-atm-card-fraud-alert-hackers-steal-rs-1-crore-how-to-avoid-atm-hack-card-skimming-5654410

United StatesHIC North America 2019 December 5 http://www.digitaljournal.com/tech-and-science/technology/sweaty-betty-s-suffers-ecommerce-data-breach/article/5630040

United StatesHIC North America 2018 December 19 http://www.govtech.com/security/Scammers-Target-County-Vendors-with-Email-Spoofing-Phishing.html0

United StatesHIC North America 2021 August 18 https://healthitsecurity.com/news/covid-19-contact-tracing-surveys-subject-of-health-data-breach0

Ireland HIC Europe & Central Asia2017 January 1 http://www.independent.ie/business/state-and-firms-hit-for-22m-in-cyber-attacks-35333144.html0

United StatesHIC North America 2017 January 21 http://www.stltoday.com/business/national-and-international/sony-probing-claim-hackers-stole-user-information/article_83f942e4-8ddc-11e0-bafb-0019bb30f31a.html0

Czech RepublicHIC Europe & Central Asia2017 February 3 http://praguemonitor.com/2017/02/03/formin-no-confidential-information-leaked-hacker-attack0

United KingdomHIC Europe & Central Asia2017 March 15 http://www.pinknews.co.uk/2012/03/15/tunisias-gay-magazine-hacked/0

United StatesHIC North America 2017 March 22 http://paymentweek.com/2017-3-22-select-restaurants-takes-hacking-point-sale/0



United StatesHIC North America 2017 April 26 http://www.tonyskansascity.com/2017/04/tkc-breaking-and-exclusive-news_25.html0

United StatesHIC North America 2017 June 30 https://www.scmagazine.com/telebots-hacking-group-keeps-busy-under-nonpetya-wannacry-smokescreen/article/672535/0

United KingdomHIC Europe & Central Asia2017 October 16 http://www.computerweekly.com/news/450428256/Pizza-Hut-data-breach-shows-need-for-board-control0

United KingdomHIC Europe & Central Asia2017 October 17 https://www.civilsociety.co.uk/news/regulator-issues-phishing-scam-warning-for-charities.html0

United StatesHIC North America 2017 December 6 http://www.valleynewslive.com/content/news/County-Servers-Hacked-462354783.html0

United StatesHIC North America 2017 June 16 http://thevarguy.com/network-security-and-data-protection-software-solutions/security-central-new-crash-override-malware-0

United StatesHIC North America 2017 August 10 http://www.nwaonline.com/news/2017/aug/10/hackers-pursue-factories-paralysis-2017/0

United StatesHIC North America 2017 September 28 https://www.washingtonpost.com/blogs/erik-wemple/wp/2017/09/28/new-york-times-story-on-russian-election-hacking-peeves-north-carolina-officials/0

New ZealandHIC East Asia & Pacific2017 October 15 https://i.stuff.co.nz/national/97896949/facebook-hack-targets-new-zealanders-and-changes-passwords-users-warned0

United StatesHIC North America 2018 February 20 https://wccftech.com/coldroot-mac-malware-bypass-av/0

United StatesHIC North America 2018 February 8 https://www.jdsupra.com/legalnews/mnuchin-to-discuss-equifax-data-breach-79499/0

United StatesHIC North America 2018 July 30 https://www.grahamcluley.com/online-fashion-shoppers-exposed-ecommerce-breach/0

United KingdomHIC Europe & Central Asia2018 August 31 https://www.infosecurity-magazine.com:443/news/mobile-phishing-campaign-offered/0

Zambia LMC Sub-Saharan Africa2018 October 16 https://www.lusakatimes.com/2018/10/16/zambian-mobile-phones-allegedly-targeted-by-notorious-governments-only-spyware/0

United StatesHIC North America 2018 September 13 https://www.wtnh.com/news/connecticut/hartford/nigerian-man-sentenced-to-prison-for-phishing-scam-that-impacted-glastonbury-school-employees/14400248640

United StatesHIC North America 2018 September 16 http://times-herald.com/news/2018/09/wifi-issues-only-remnant-of-ransomware0

Canada HIC North America 2020 March 1 https://www.vancourier.com/news/lifelabs-fights-bid-for-report-on-cyberattack-in-wake-of-data-breach-1.240876030

United StatesHIC North America 2020 April 24 https://www.komando.com/security-privacy/app-store-credentials-leaked/736410/0

India LMC South Asia 2020 April 29 https://english.newstracklive.com/news/kaspersky-report-revels-phantomlance-spy-campaign-hacks-indian-users-data-know-about-it-sc86-nu904-ta904-ta277-1088689-1.html0

United StatesHIC North America 2021 December 10 https://www.kbzk.com/news/crime-courts/law-enforcement-warn-of-big-sky-spear-phishing-cyber-attacks0

United KingdomHIC Europe & Central Asia2021 December 12 https://www.theguardian.com/australia-news/2021/dec/13/asylum-seekers-families-allegedly-threatened-after-australian-immigration-data-breach0

United KingdomHIC Europe & Central Asia2020 October 21 https://www.belfasttelegraph.co.uk/news/northern-ireland/probe-after-private-details-made-public-in-stormont-data-breach-39648662.html0

India LMC South Asia 2020 November 24 https://www.thehindu.com/sci-tech/technology/godaddy-employees-fall-prey-to-phishing-attack-report-says/article33167499.ece0

United StatesHIC North America 2020 December 4 https://www.milforddailynews.com/story/news/2020/12/03/franklin-ma-collector-treasurer-suspended-after-wiring-money-phishing-scam/3807107001/0

Indonesia LMC East Asia & Pacific2020 October 8 https://batam.tribunnews.com/2020/10/08/ribuan-virus-serang-website-dpr-percobaan-peretasan-sejak-empat-hari-lalu[2737079, 2737087]["Thousands of Viruses Attack the DPR's Website, Hacking Experiments Since Four Days Ago", 'Thousands of Viruses Attack DPR Websites, Trial Hackers Since Four Days Ago']1

United StatesHIC North America 2022 June 15 https://www.larepublica.net/noticia/situacion-covid-19-a-ciegas-hasta-que-caja-recupere-sistemas-hackeados0

France HIC Europe & Central Asia2022 March 31 https://www.lepoint.fr/medias/info-le-point-le-journal-l-equipe-victime-d-un-piratage-informatique-31-03-2022-2470386_260.php0

Norway HIC Europe & Central Asia2022 April 13 https://itavisen.no/2022/04/13/hacket-stortinget-na-sikter-de-seg-inn-mot-windows/0

France HIC Europe & Central Asia2022 May 20 https://www.generation-nt.com/play-store-plus-200-applications-contenaient-spyware-actualite-2001416.html0

United StatesHIC North America 2022 June 18 https://www.larepublica.net/noticia/hacienda-anunciara-tras-tres-meses-de-hackeo-el-restablecimiento-del-sistema-aduanero-tica0

Uruguay HIC Latin America & Caribbean2021 February 1 https://ladiaria.com.uy/politica/articulo/2021/2/garcia-hablo-del-ciberataque-a-la-armada-y-dijo-que-se-trato-de-una-maniobra-de-phishing/0

Poland HIC Europe & Central Asia2021 December 30 https://conowego.pl/artykuly/hakerzy-zaatakowali-maturom-nie-zagrozili-54640

Indonesia LMC East Asia & Pacific2021 November 7 https://jateng.tribunnews.com/2021/11/07/polisi-buru-hacker-retweet-gambar-porno-di-twitter-satlantas-banyumas0

France HIC Europe & Central Asia2021 November 2 https://www.republicain-lorrain.fr/faits-divers-justice/2021/11/02/la-comcom-piratee-mais-pas-ranconnee0

Russia UMC Europe & Central Asia2021 September 29 https://www.rbc.ru/technology_and_media/29/09/2021/61530d079a7947a4da0290da0

NetherlandsHIC Europe & Central Asia2021 January 19 https://tweakers.net/nieuws/177000/nederlander-is-in-belgie-veroordeeld-voor-hacken-van-mobile-vikings-systemen.html0

France HIC Europe & Central Asia2021 April 1 https://www.republicain-lorrain.fr/economie/2021/04/01/teletravail-et-piratage-informatique-pour-id-reseau-les-entreprises-ont-fait-entrer-le-loup-dans-la-bergerie0

Argentina UMC Latin America & Caribbean2020 September 18 https://www.pagina12.com.ar/293019-hackeo-masivo-se-filtro-informacion-personal-de-apps-de-cita0

Bulgaria UMC Europe & Central Asia2020 May 12 https://ekipnews.com/%D1%85%D0%B0%D0%BA%D0%B5%D1%80%D0%B8-%D1%81%D0%B0-%D0%BF%D1%83%D0%B1%D0%BB%D0%B8%D0%BA%D1%83%D0%B2%D0%B0%D0%BB%D0%B8-%D0%BE%D1%82%D0%BA%D1%80%D0%B0%D0%B4%D0%BD%D0%B0%D1%82%D0%B8-%D0%B4%D0%B0%D0%BD/0

Italy HIC Europe & Central Asia2020 December 14 https://www.secoloditalia.it/2020/12/google-down-la-scuola-a-distanza-va-in-tilt-anche-in-italia-voci-sullazione-di-un-hacker/0

Germany HIC Europe & Central Asia2020 December 7 https://www.zdnet.de/88390322/egregor-erpresser-hacken-arbeitsvermittler-randstad/0

Italy HIC Europe & Central Asia2020 April 1 https://www.ilfattoquotidiano.it/2020/04/01/bonus-600-euro-inps-nel-caos-al-primo-giorno-di-richieste-sito-bloccato-o-falle-nellaccesso-tridico-da-giorni-subiamo-violenti-attacchi-hacker/5756276/0

Israel HIC Middle East & North Africa2020 April 14 https://www.themarker.com/blogs/cybercareer/BLOG-1.87656340

Italy HIC Europe & Central Asia2020 September 18 https://www.repubblica.it/cronaca/2020/09/18/news/scuola_attacco_hacker_ai_social_della_ministra_azzolina-267736033/0

Germany HIC Europe & Central Asia2020 August 26 https://www.ostsee-zeitung.de/Vorpommern/Greifswald/Erneuter-Hackerangriff-in-Greifswald-Wieder-trifft-es-eine-Politikerin-der-Linken0

Poland HIC Europe & Central Asia2020 December 15 https://www.wnp.pl/tech/hakerzy-zbieraja-zniwa-nawet-11-4-mln-dolarow-w-minute,438201.html0

Germany HIC Europe & Central Asia2020 June 23 https://www.zdnet.de/88380873/ransomware-hakbit-greift-deutsche-user-an/0

Ukraine LMC Europe & Central Asia2019 December 22 http://infoline.ua/news/main/world/vzlom-gatehub-exodus-i-jaxx-hakery-kradut-kriptovalyutu-s-koshelkov-ukraincev_356395.html0

Denmark HIC Europe & Central Asia2019 May 2 https://www.version2.dk/artikel/kaspersky-malware-brugte-google-docs-kommunikationskanal-10879910

South KoreaHIC East Asia & Pacific2019 September 27 https://www.yna.co.kr/view/AKR201909271448000550

Russia UMC Europe & Central Asia2018 May 5 http://club.cnews.ru/blogs/entry/fsb_arestovala_v_rossii_%C2%ABmezhdunarodnogo%C2%BB_hakera_pisavshego_po_dlya_vzloma_paypal_qiwi__%C2%ABvkontakte%C2%BB_i_%C2%AByandeksa%C2%BB_cnews0

South KoreaHIC East Asia & Pacific2018 June 2 http://news1.kr/articles/?3334065 0

Ukraine LMC Europe & Central Asia2018 November 6 http://internetua.com/v-turcii-arestovany-11-podozrevaemyh-vo-vzlome-kriptokoshelkov0

Turkey UMC Europe & Central Asia2018 December 13 http://www.hurriyet.com.tr/teknoloji/hackerlar-bu-kez-biyometrik-verileri-caliyor-410505540

Germany HIC Europe & Central Asia2018 June 28 https://www.netzwelt.de/betrugswarnungen/165937-ing-diba-verbraucherzentrale-warnt-phishing-mails.html0



Ukraine LMC Europe & Central Asia2018 June 8 http://internetua.com/atakovavshie-ukrainu-haker-perekluacsilis-na-drugie-stran0

Mexico UMC Latin America & Caribbean2018 April 12 https://vanguardia.com.mx/articulo/resiste-ine-miles-de-intentos-de-hackeos-al-mes-cordova0

South KoreaHIC East Asia & Pacific2018 May 29 http://www.kyongbuk.co.kr/?mod=news&act=articleView&idxno=10277280

Indonesia LMC East Asia & Pacific2018 January 29 http://warungkopi.okezone.com/thread/694187/situs-dishub-diretas-hacker-pesannya-sindir-dikit-baper0

Italy HIC Europe & Central Asia2018 August 13 https://www.hwupgrade.it/news/telefonia/malware-presenti-su-alcuni-dispositivi-android-appena-acquistati-negli-usa_77503.html0

South KoreaHIC East Asia & Pacific2018 November 6 http://news.chosun.com/site/data/html_dir/2018/11/07/2018110700428.html0

Germany HIC Europe & Central Asia2018 March 2 http://www.spiegel.de/netzwelt/netzpolitik/stiftung-wissenschaft-und-politik-gehackt-apt-28-wird-verdaechtigt-a-1196154.html0

Israel HIC Middle East & North Africa2018 November 27 https://www.israelvalley.com/2018/11/hack-siecle-de-yahoo-israeliens-indemnises/0

Sweden HIC Europe & Central Asia2017 February 7 http://www.realtid.se/branschnytt/var-tionde-svenskt-foretag-utsatt-dataintrang0

Venezuela Latin America & Caribbean2017 April 20 http://www.lapatilla.com/site/2017/04/20/hernan-porras-venezuela-hackeada-por-un-virus/0

Sweden HIC Europe & Central Asia2017 October 12 https://www.svt.se/nyheter/inrikes/svt-avslojar-aklagare-beslutade-om-information-till-hackade-myndigheter-redan-for-ett-ar-sedan0

Spain HIC Europe & Central Asia2017 April 20 http://www.abc.es/espana/catalunya/abci-rialp-ayuntamiento-hackeado-201704202207_noticia.html0

Egypt LMC Middle East & North Africa2017 March 24 http://24.com.eg/saudia-news/2458883.html0

Japan HIC East Asia & Pacific2017 July 5 http://www.etnews.com/201707050001310

United KingdomHIC Europe & Central Asia2022 June 30 https://www.proactiveinvestors.co.uk/companies/news/986353/google-to-face-legal-action-on-data-breach-allegations-986353.html0

United StatesHIC North America 2021 May 18 https://healthitsecurity.com/news/allergy-partners-data-stolen-during-ransomware-attack-ehr-outage0

United StatesHIC North America 2021 June 2 https://www.natlawreview.com/article/lawsuit-filed-federal-court-over-alleged-data-breach-concerning-covid-contact0

United StatesHIC North America 2021 June 4 https://pjmedia.com/news-and-politics/rick-moran/2021/06/04/hackers-upping-the-stakes-as-administration-mulls-retaliation-n14521290

United StatesHIC North America 2021 June 10 https://www.govtech.com/education/k-12/iowa-school-districts-data-exposed-in-cyber-attack0

United StatesHIC North America 2021 July 9 https://www.law360.com/articles/1401717/parkmobile-hit-with-proposed-class-action-over-data-breach0

Australia HIC East Asia & Pacific2021 July 16 https://www.itwire.com/security/iot-malware-is-accessing-corporate-networks-zscaler.html0

Russia UMC Europe & Central Asia2021 July 30 https://www.securityweek.com/21-year-old-woman-pleads-guilty-sending-phishing-emails-political-candidates0

United StatesHIC North America 2022 July 19 https://www.adweek.com/programmatic/eu-commission-sued-over-alleged-transatlantic-data-breach-to-the-us/0

United StatesHIC North America 2022 January 7 https://www.chron.com/news/article/Report-shows-how-cyber-attacks-pose-16757455.php0

United KingdomHIC Europe & Central Asia2022 January 15 https://www.yorkshirepost.co.uk/news/politics/sheffield-data-breach-yorkshire-council-reprimanded-after-86-million-vehicle-number-plates-shared-on-the-internet-35282730

United KingdomHIC Europe & Central Asia2022 January 27 https://www.echo-news.co.uk/news/19877146.hockley-data-breach-greensward-academy/0

United StatesHIC North America 2022 February 10 https://www.ktvu.com/news/data-breach-at-ohlone-college-compromises-students-staff-personal-information0

United StatesHIC North America 2022 October 13 https://www.thv11.com/article/tech/apparent-cyber-attack-chi-st-vincent-affects-service-for-millions/91-23cfee35-9ede-447b-a5f9-85b45ae236430

Germany HIC Europe & Central Asia2022 March 25 https://www.finanznachrichten.de/nachrichten-2022-03/55600765-darktrace-ai-stops-sophisticated-phishing-attacks-at-brazilian-manufacturing-giant-008.htm0

United StatesHIC North America 2022 April 8 https://www.wxow.com/news/top-stories/brf-superintendent-no-records-accessed-in-hacking/article_9d3cae70-b75c-11ec-b4fd-bf69bae64409.html0

India LMC South Asia 2022 October 19 https://techstory.in/hackers-stole-21m-from-cryptocurrency-wallet-of-coinbase/0

United KingdomHIC Europe & Central Asia2022 May 4 https://www.lancashiretelegraph.co.uk/news/20111272.graham-brown-targeted-brutal-cyber-attack/0

United StatesHIC North America 2019 April 29 https://thebitcoinnews.com/crypto-hacker-groups-get-more-sophisticated-exchanges-and-authorities-fight-back/0

United KingdomHIC Europe & Central Asia2019 June 3 https://www.itpro.co.uk/data-breaches/33752/leicester-city-fc-breach-sees-hackers-score-financial-data0

United StatesHIC North America 2022 January 8 https://torrentfreak.com/pirate-iptv-providers-exploit-paypal-mastercard-visa-branding-210108/0

United StatesHIC North America 2019 May 16 http://mondaq.com/uk/x/806010/data+protection/Supreme+Court+Grants+Morrisons+Permission+To+Appeal+Employee+Data+Breach0

South AfricaUMC Sub-Saharan Africa2019 June 26 https://ewn.co.za/2019/06/26/credit-card-fraud-totals-over-r850m-says-sabric0

United KingdomHIC Europe & Central Asia2020 June 12 https://www.hertfordshiremercury.co.uk/news/hertfordshire-news/hitchins-chicken-george-restaurant-says-42184970

United StatesHIC North America 2020 July 9 https://www.fox5atlanta.com/news/scammers-target-churches-with-phishing-emails0

United StatesHIC North America 2019 February 4 https://krebsonsecurity.com/2019/02/crooks-continue-to-exploit-godaddy-hole/0

Nigeria LMC Sub-Saharan Africa2019 September 24 https://guardian.ng/business-services/africas-growing-fintech-and-rising-cyber-attacks/0

New ZealandHIC East Asia & Pacific2021 December 14 https://thespinoff.co.nz/irl/14-12-2021/did-half-of-new-zealand-businesses-really-get-hit-by-ransomware-this-year0

United StatesHIC North America 2021 April 6 https://www.bloomberg.com/news/articles/2021-04-06/european-institutions-were-targeted-in-a-cyber-attack-last-week[3216434, 3219657, 3218257, 3219829]['Bloomberg : The EC and other EU institutions have become targets of a cyber attack', 'European Commission hit by  significant  cyber attack', 'European Union Institutions Were Targeted in a Cyber Attack Last Week', 'European Union Institutions Targeted in Major Cyber Attack']3

United StatesHIC North America 2018 November 8 https://www.theepochtimes.com/china-telecom-hack-highlights-lack-of-respect-for-accords-reciprocity_2710670.html0

United StatesHIC North America 2018 March 22 http://www.msn.com/en-nz/money/news/boom-in-bitcoin-mining-cyber-attacks-on-nz/ar-BBKzIbH0

United StatesHIC North America 2017 January 9 http://www.isssource.com/industrial-malware-focuses-on-linux/0

United StatesHIC North America 2017 February 24 http://www.pymnts.com/news/security-and-risk/2017/hacker-tracker-rising-cyberattack-costs-malware-drones-and-international-laws-impact/0

China UMC East Asia & Pacific2017 April 19 http://www.scmp.com/business/companies/article/2088948/hong-kong-watchdog-tighten-cybersecurity-brokers-after-hackers0

United StatesHIC North America 2017 May 4 http://www.wbiw.com/local/archive/2017/05/school-systems-email-accounts-sending-out-malware-containing-emails.php0

United StatesHIC North America 2017 July 12 https://www.natlawreview.com/article/notpetya-malware-attack-strikes-vendor-providing-voice-transcription-service-health0

Norway HIC Europe & Central Asia2017 November 29 http://www.newsinenglish.no/2017/11/29/authorities-halted-hack-against-nupi/0

Australia HIC East Asia & Pacific2017 June 1 http://www.smartcompany.com.au/technology/sydney-startup-qnect-hit-cyber-attack-government-commits-15-million-cyber-security-grants-smes/0

United KingdomHIC Europe & Central Asia2017 November 3 http://www.ibtimes.co.uk/was-badrabbit-distraction-malware-used-cover-smaller-phishing-attacks-16458090

United KingdomHIC Europe & Central Asia2017 May 17 http://www.computing.co.uk/ctg/news/3010273/iot-malware-machine-learning-attacks-and-a-strong-uptick-on-public-facing-ransomware-are-all-on-the-near-threat-horizon-warns-darktrace0

United StatesHIC North America 2018 March 10 http://brookline.wickedlocal.com/news/20180310/stronghouse-passes-bill-to-help-victims-of-equifax-credit-data-hacksstrong0



India LMC South Asia 2018 March 27 https://www.siasat.com/news/french-vigilante-hacker-reveals-namo-app-shares-its-data-third-party-illegally-1334837/0

United StatesHIC North America 2018 March 29 https://spectator.org/mr-mueller-was-the-dnc-server-actually-hacked-by-the-russians/0

United KingdomHIC Europe & Central Asia2018 June 22 http://www.theregister.co.uk/2018/06/22/baby_monitor_hacked/0

Russia UMC Europe & Central Asia2018 June 18 https://www.securityweek.com/china-linked-apt15-develops-new-miragefox-malware0

Russia UMC Europe & Central Asia2018 August 30 http://www.ehackingnews.com/2018/08/loki-bot-malware-stealing-corporate.html0

United StatesHIC North America 2018 September 19 https://www.sdxcentral.com/articles/news/trump-and-peekaboo-hackers-target-political-malware-surveillance-software/2018/09/0

Australia HIC East Asia & Pacific2018 November 7 https://www.cso.com.au/article/649259/us-dod-first-malware-submissions-google-bought-virustotal-russia-linked-lojack/0

United KingdomHIC Europe & Central Asia2018 September 28 https://www.theregister.co.uk/2018/09/27/san_diego_shipping_port_ransomware/0

United StatesHIC North America 2018 September 28 https://www.tomshardware.com/news/lojack-firmwre-enables-first-uefi-rootkit,37867.html0

India LMC South Asia 2018 November 27 https://www.business-standard.com/article/pti-stories/seqrite-blocks-35-000-rdp-cyber-attacks-targeting-indian-enterprises-118112701143_1.html0

Singapore HIC East Asia & Pacific2020 January 7 https://mothership.sg/2020/01/malware-mindef-saf-vendors/0

United KingdomHIC Europe & Central Asia2020 February 14 https://schoolsweek.co.uk/dfe-in-serious-data-breach-after-naming-whistleblowers/0

United StatesHIC North America 2020 September 7 https://news.yahoo.com/beware-miskin-law-impersonated-phishing-162500655.html0

United KingdomHIC Europe & Central Asia2020 September 26 https://schoolsweek.co.uk/cyber-attacks-hacks-and-legal-threats-academy-data-breaches-revealed/0

United StatesHIC North America 2020 October 2 https://www.washingtontimes.com:443/news/2020/oct/2/hackers-are-using-dnc-volunteer-pitch-to-deliver-m/0

United StatesHIC North America 2021 January 12 https://www.wbir.com/article/news/crime/knoxville-pays-236718-to-clean-up-ransomware-attack-less-than-attacker-demanded/51-ab9fe4ae-faae-4ec0-a931-75df7c9a3c960

North KoreaLIC East Asia & Pacific2021 August 10 https://www.nknews.org/2021/08/hackers-use-malicious-pdfs-on-inter-korean-issues-as-lure/0

PhilippinesLMC East Asia & Pacific2021 February 23 https://mb.com.ph/2021/02/23/npc-finds-data-breach-in-cash-loaning-app/0

North KoreaLIC East Asia & Pacific2021 October 14 https://www.nknews.org/2021/10/north-korean-hackers-likely-behind-barrage-of-cyberattacks-against-journalists/0

United StatesHIC North America 2021 October 28 https://www.wateronline.com/doc/ransomware-attacks-on-drinking-water-wastewater-utilities-are-increasing-00010

United KingdomHIC Europe & Central Asia2021 March 3 https://www.bournemouthecho.co.uk/news/19130289.bournemouth-residents-advised-look-bluetooth-malware/0

Czech RepublicHIC Europe & Central Asia2022 January 7 https://channelworld.cz/analyzy/check-point-malware-zneuzivajici-technologii-microsoftu-ma-uz-vice-nez-2-000-obeti-274270

Russia UMC Europe & Central Asia2022 September 23 https://www.vedomosti.ru/press_releases/2022/09/23/hakeri-sovershili-ddos-ataku-na-birzhu-vmr0

Poland HIC Europe & Central Asia2022 November 10 https://www.wnp.pl/rynki-zagraniczne/hiszpania-hakerzy-zaatakowali-infrastrukture-sadownictwa-mozliwy-wyciek-danych-obywateli,643617.html0

Indonesia LMC East Asia & Pacific2021 June 12 https://techno.okezone.com/read/2021/06/12/16/2424038/pasca-peluncuran-bts-meal-mcdonald-s-di-hack0

Mexico UMC Latin America & Caribbean2021 March 3 https://oaxaca.quadratin.com.mx/desaparecen-14-mdp-por-supuesto-hackeo-al-ayuntamiento-de-huajuapan/0

Argentina UMC Latin America & Caribbean2021 March 11 https://www.pagina12.com.ar/328883-caos-en-misiones-y-corrientes-hackearon-la-pagina-de-turnos-0

Spain HIC Europe & Central Asia2021 April 20 https://www.laverdad.es/murcia/sindicato-interinos-asegura-20210420101101-nt.html0

Sweden HIC Europe & Central Asia2021 June 4 https://www.dagensjuridik.se/nyheter/polis-atalad-for-fem-fall-av-dataintrang-far-behalla-jobbet/0

Russia UMC Europe & Central Asia2020 May 23 https://news.ngs.ru/more/69275620/ 0

Russia UMC Europe & Central Asia2020 December 23 https://www.cnews.ru/news/top/2020-12-23_hakery_vzvintili_tseny_na0

Germany HIC Europe & Central Asia2020 March 5 https://www.netzwelt.de/news/176404-11-ionos-gefaehrliche-e-mails-umlaufneues-produkt-wahrheit-phishing.html0

Russia UMC Europe & Central Asia2020 January 3 https://www.cnews.ru/news/top/2020-01-03_milliony_domashnih_kamer0

Czech RepublicHIC Europe & Central Asia2020 February 11 https://channelworld.cz/analyzy/eset-desetina-kyberutoku-v-ceske-republice-se-zameruje-na-uzivatelska-hesla-240430

South KoreaHIC East Asia & Pacific2020 October 5 https://www.hankyung.com/economy/article/20201005314870

Australia HIC East Asia & Pacific2020 February 26 https://www.itnews.com.au/news/toll-reintegrates-with-customers-it-systems-after-ransomware-attack-5385930

United StatesHIC North America 2020 February 17 https://listindiario.com/la-republica/2020/02/16/604612/hackean-version-escritorio-de-la-pagina-web-de-listin-diario0

NetherlandsHIC Europe & Central Asia2020 March 18 https://nieuws.nl/algemeen/20200318/thuisbezorgd-nl-kampt-met-cyberaanval/0

Greece HIC Europe & Central Asia2020 July 16 https://www.insomnia.gr/articles/internet/piracy/oxi-stin-apokalypsi-tou-email-ton-peiraton-apo-tin-europaiki-enosi/0

France HIC Europe & Central Asia2020 February 2 https://www.sudouest.fr/2020/02/02/le-patron-pirate-assigne-sa-banque-devant-le-tribunal-7141557-10142.php0

Uruguay HIC Latin America & Caribbean2019 May 28 https://www.elpais.com.uy/vida-actual/empresas-uruguayas-victimas-ataques-ciberneticos.html0

Spain HIC Europe & Central Asia2019 November 23 http://www.rtve.es/playz/20191123/policia-detiene-presunto-autor-secuestros-hackeo-playz/1992371.shtml0

Russia UMC Europe & Central Asia2019 March 29 https://www.vladtime.ru/computers/7167080

Czech RepublicHIC Europe & Central Asia2019 November 21 https://smartmania.cz/obcane-v-egypte-byli-spehovani-vladou-pomoci-mobilnich-aplikaci-a-phishingu/0

South KoreaHIC East Asia & Pacific2018 April 23 http://www.viva100.com/main/view.php?key=201804230100083150

BangladeshLMC South Asia 2018 October 6 http://www.bd-pratidin.com/tech-world/2018/10/07/3662760

South KoreaHIC East Asia & Pacific2018 August 2 http://www.zdnet.co.kr/news/news_view.asp?artice_id=201808021654050

Mexico UMC Latin America & Caribbean2018 March 2 http://entrelineas.com.mx/mundo/denuncian-en-alemania-ataque-de-hackers-rusos/0

Russia UMC Europe & Central Asia2018 May 11 http://fedpress.ru/news/northern-america/society/20404730

Ukraine LMC Europe & Central Asia2018 June 21 http://internetua.com/haker-nashli-prostoi-sposob-povtornogo-zarajeniya-saitov-na-baze-magento0

Ukraine LMC Europe & Central Asia2018 February 9 https://www.rbc.ua/rus/news/apple-podtverdila-krupneyshuyu-svoey-istorii-1518176581.html0

Germany HIC Europe & Central Asia2018 August 29 https://www.stern.de/tv/hacker-behaupten--bilder-von-nutzern-beim-onanieren-zu-verbreiten---und-haben-erfolg-8232536.html0

Serbia UMC Europe & Central Asia2021 February 17 http://www.tanjug.rs/full-view.aspx?izb=631331[3135082, 3135083]['TANJUG | Neuberg on the investigation into the SolarVinds hacking case', 'Neuberg on the investigation into the SolarVinds hacking case']1

Russia UMC Europe & Central Asia2022 May 18 https://www.indiatoday.in/technology/news/story/over-200-apps-carrying-facestealer-spyware-are-stealing-your-personal-data-facebook-password-1951124-2022-05-18[3640206, 3640054]['More than 200 Android apps from Google Play distribute Facestealer spyware', 'Over 200 apps carrying Facestealer spyware are stealing your personal data , Facebook password']1

Indonesia LMC East Asia & Pacific2017 August 15 https://www.cnnindonesia.com/teknologi/20170811152825-185-234074/diduga-phising-macbook-apple-tetap-rentan-ransomware/0



Japan HIC East Asia & Pacific2017 April 9 http://techon.nikkeibp.co.jp/atcl/column/15/030100103/032900011/0

United StatesHIC North America 2021 April 22 https://www.bankinfosecurity.com/joker-malware-targets-more-android-devices-a-164500

Indonesia LMC East Asia & Pacific2021 May 22 https://en.antaranews.com/news/175034/mpr-chairman-urges-government-to-probe-alleged-population-data-breach0

United StatesHIC North America 2022 July 26 http://www.itechpost.com/articles/112449/20220726/european-law-enforcement-helps-more-1-5-million-people-decrypt.htm0

United StatesHIC North America 2022 March 17 https://www.neowin.net/news/malware-sneaking-into-ios-through-legitimate-ways-apple-provides-for-testing-unvetted-apps/0

United KingdomHIC Europe & Central Asia2022 September 29 https://www.liverpoolecho.co.uk/news/liverpool-news/warning-over-energy-price-rebate-251248030

Australia HIC East Asia & Pacific2022 October 31 https://www.itwire.com/business-it-news/security/icemedia-hit-in-ransomware-attack-that-took-down-defence-app-forcenet.html0

United KingdomHIC Europe & Central Asia2022 October 21 https://www.techradar.com/news/this-fake-job-offer-scam-will-just-infect-your-device-with-deadly-malware0

United StatesHIC North America 2022 November 23 https://sunny99.iheart.com/content/2017-03-08-wikileaks-drops-cia-information-hacking-bomb/0

United StatesHIC North America 2019 March 13 http://www.spamfighter.com/News-22082-Many-students-of-the-Central-Michigan-University-were-hacked-after-opening-phishing-scam-emails.htm0

United StatesHIC North America 2019 January 7 https://www.insurancebusinessmag.com/us/news/cyber/benefitmall-announces-data-breach-121182.aspx0

China UMC East Asia & Pacific2019 August 27 https://splash247.com/norway-warns-shipping-is-being-targeted-by-hackers/0

Japan HIC East Asia & Pacific2020 September 19 https://asia.nikkei.com/Business/Technology/Microsoft-helps-Vietnam-fight-hackers-amid-US-China-cloud-rivalry0

Hong Kong 2020 September 17 https://www.thestandard.com.hk/section-news/section/6/223098/Sichuan-hackers-linked-to-spying-on-HK-activists0

United StatesHIC North America 2021 June 14 https://www.jdsupra.com/legalnews/bose-added-to-list-of-high-profile-2974919/0

Zimbabwe LMC Sub-Saharan Africa2019 September 25 https://www.financialgazette.co.zw/500-million-android-users-downloaded-4-vpn-apps-found-with-awful-malware-you-may-need-to-remove-them/0

South AfricaUMC Sub-Saharan Africa2019 October 28 https://ewn.co.za/2019/10/28/hackers-struck-before-coj-could-close-loopholes-says-it-official0

United StatesHIC North America 2017 January 23 http://www.spamfighter.com/News-20709-UI-Cautions-about-Phishing-Electronic-Mail-from-President.htm0

United KingdomHIC Europe & Central Asia2017 February 27 http://www.dailymail.co.uk/money/news/article-4265484/Even-bakeries-hit-hackers-insurer-warns.html0

United KingdomHIC Europe & Central Asia2017 March 19 http://www.thetimes.co.uk/edition/world/us-in-battle-to-extradite-playboy-yahoo-hacker-d9vxn09wz0

United StatesHIC North America 2017 May 15 http://www.fox2detroit.com/news/local-news/254625523-story0

United StatesHIC North America 2017 June 27 https://www.law360.com/articles/938730 0

United StatesHIC North America 2017 June 6 http://world.einnews.com/article/385335004/live0

United StatesHIC North America 2017 July 11 https://findbiometrics.com/hack-attack-biometric-data-smart-vending-machine-407105/0

Australia HIC East Asia & Pacific2017 July 7 https://www.bigrigs.com.au/news/speed-cameras-ok-after-viral-hack/3197871/0

United StatesHIC North America 2017 October 24 http://www.4-traders.com/CYREN-LTD-8943/news/Cyren-Email-Malware-without-Macros-or-Attachments-mdash-Beware-Rogue-Outlook-Meeting-Invites-25351354/0

United KingdomHIC Europe & Central Asia2017 October 29 http://www.newsandstar.co.uk/news/national/article/Man-charged-over-malware-attacks-on-Skype-and-Google-5a86d0ad-a938-430b-8c38-dd4671b2277e-ds0

United StatesHIC North America 2017 October 25 http://www.columbian.com/news/2017/oct/25/singletary-data-breach-fears-inspire-more-of-us-to-freeze-credit/0

India LMC South Asia 2017 June 7 http://www.indiatimes.com/technology/news/twitter-exploit-allowed-anyone-to-tweet-from-any-account-without-having-to-know-the-password-323324.html0

United KingdomHIC Europe & Central Asia2017 December 8 http://www.dailymail.co.uk/news/article-5160089/ISIS-hackers-local-council-website.html0

United KingdomHIC Europe & Central Asia2017 December 14 http://www.dailymail.co.uk/news/article-5179815/Hacker-details-Just-Eat-customers-sale.html0

Ireland HIC Europe & Central Asia2017 March 15 http://www.thejournal.ie/hackers-turkey-twitter-nazi-jibes-3288882-Mar2017/0

Syria LIC Middle East & North Africa2018 February 13 https://www.al-monitor.com/pulse/originals/2018/02/lebanon-malware-espionage-campaign-cyber-security.html0

United StatesHIC North America 2018 February 16 https://www.forbes.com/sites/tedknutson/2018/02/16/no-requirement-for-banks-to-tell-customers-their-info-was-hacked-in-new-breach-notification-bill/0

Ireland HIC Europe & Central Asia2018 March 18 https://www.independent.ie/world-news/europe/ireland-on-the-front-line-in-russias-new-hacking-war-36716589.html0

France HIC Europe & Central Asia2018 June 10 https://www.lopinion.fr/edition/wsj/spies-make-push-into-phone-hacking-1529100

United StatesHIC North America 2018 April 21 https://nationalmortgageprofessional.com/news/66809/suntrust-offers-free-protection-following-data-breach0

United StatesHIC North America 2018 May 3 https://www.beckershospitalreview.com/cybersecurity/malware-attack-at-florida-hospital-may-have-compromised-patient-data.html0

United StatesHIC North America 2018 June 22 https://www.click2houston.com/news/hackers-target-players-of-popular-game-fortnite-battle-royale0

United StatesHIC North America 2018 June 28 http://www.spamfighter.com/News-21627-Bitcoin-Returns-to-Circulation-Even-after-It-Crashed-Since-Exchange-Hack.htm0

United StatesHIC North America 2018 October 20 http://www.videtteonline.com/news/isupd-warn-students-to-lookout-for-phishing-scams/article_10909142-d3d7-11e8-a72b-23bc8c08e2a7.html0

United StatesHIC North America 2018 July 29 http://mailtribune.com/business/medford-and-other-cities-left-hacked-customers-in-the-dark0

United KingdomHIC Europe & Central Asia2018 October 17 https://www.theregister.co.uk/2018/10/17/luminositylink_rat_author/0

United StatesHIC North America 2018 September 1 http://www2.philly.com/philly/business/personal_finance/credit-freezes-free-equifax-hack-experian-transunion-aarp-20180831.html0

United KingdomHIC Europe & Central Asia2020 February 15 https://www.dorsetecho.co.uk/news/18237871.drivers-warned-key-hacking-thefts-cars/0

India LMC South Asia 2020 June 26 https://kashmirreader.com/2020/06/27/jkpdd-scaning-servers-at-data-centre-to-assess-arrest-malware-intrusion/0

China UMC East Asia & Pacific2020 July 29 https://cointelegraph.com/news/trezor-takes-a-shot-at-ledger-after-the-hack0

Malaysia UMC East Asia & Pacific2020 September 17 https://www.malaysiakini.com/news/5429570

United StatesHIC North America 2021 December 16 https://www.wrcbtv.com/story/45462531/chattanooga-chamber-of-commerce-investigating-data-breach-up-to-2000-members-possibly-affected0

New ZealandHIC East Asia & Pacific2022 August 9 https://www.nbr.co.nz/tech/data-breach-at-booster-super-scheme/0

United StatesHIC North America 2020 November 23 https://www.independentsentinel.com/2018-an-11-year-old-hacked-a-mock-government-site-changed-election-results/0

United StatesHIC North America 2020 November 24 https://hospitalitytech.com/class-action-lawsuit-filed-dickeys-data-breach0

United StatesHIC North America 2021 February 18 https://www.theepochtimes.com/senate-intelligence-leader-seeks-answers-from-probe-of-florida-water-supply-hack_3701682.html0

United StatesHIC North America 2021 November 6 https://www.forbes.com/sites/daveywinder/2021/11/06/samsungs-galaxy-s21-smartphone-boldly-hacked-what-users-need-to-know/0

France HIC Europe & Central Asia2022 March 31 https://www.phonandroid.com/35-nft-dune-valeur-de-800-000-euros-ont-ete-voles-par-des-pirates.html0



France HIC Europe & Central Asia2022 June 23 https://www.capital.fr/economie-politique/des-hackers-publient-les-informations-confidentielles-de-milliers-de-salaries-pour-faire-chanter-leur-employeur-14398810

Russia UMC Europe & Central Asia2022 March 14 https://info.sibnet.ru/article/612533/ 0

Poland HIC Europe & Central Asia2022 October 20 https://www.eurogamer.pl/gotham-knights-hakowanie-i-wyaczanie-kamer-wiezyczek-paneli-elektrycznych0

Finland HIC Europe & Central Asia2022 October 28 https://www.iltalehti.fi/kotimaa/a/17d03315-438f-43cb-8a78-780d947650fc0

Russia UMC Europe & Central Asia2021 December 21 https://regnum.ru/news/3457156.html 0

France HIC Europe & Central Asia2021 February 8 https://www.leparisien.fr/faits-divers/le-coup-de-maitre-des-cyber-gendarmes-francais-qui-ont-pirate-le-whatsapp-des-dealers-08-02-2021-8423946.php0

France HIC Europe & Central Asia2021 September 1 https://www.lequotidiendumedecin.fr/liberal/justice/un-medecin-retraite-pirate-une-centaine-de-faux-pass-sanitaires-generes0

Czech RepublicHIC Europe & Central Asia2021 December 12 https://www.zive.cz/clanky/statisice-routeru-mikrotik-nemaji-nainstalovane-aktualizace-hackeri-je-zneuzivaji-k-zapojeni-do-botnetu/sc-3-a-213843/default.aspx0

France HIC Europe & Central Asia2021 December 16 https://www.usine-digitale.fr/article/la-police-a-saisi-19-million-d-euros-sous-forme-de-cryptoactifs-issus-de-ransomwares.N11695320

Spain HIC Europe & Central Asia2021 October 25 https://www.lavanguardia.com/vida/20211025/7813564/uab-autonoma-universidad-cibertataque-campus-virtual-hackers.html0

Mexico UMC Latin America & Caribbean2021 June 6 https://noticieros.televisa.com/ultimas-noticias/votantes-mexico-deben-tener-precaucion-ciberataques-especialista/0

Finland HIC Europe & Central Asia2021 January 11 https://www.osterbottenstidning.fi/Artikel/Visa/4324610

Indonesia LMC East Asia & Pacific2021 January 12 https://www.liputan6.com/news/read/4455403/peretasan-media-online-jadi-pola-serangan-baru-terhadap-pers-indonesia0

South KoreaHIC East Asia & Pacific2021 February 26 https://www.hankookilbo.com/News/Read/A20210226213100024680

Mexico UMC Latin America & Caribbean2021 September 17 https://www.hoytamaulipas.net/notas/469375/En-aumento-el-hackeo-de-cuentas-bancarias-en-Matamoros.html0

Egypt LMC Middle East & North Africa2021 March 23 https://www.dostor.org/3402117 0

Japan HIC East Asia & Pacific2020 June 5 https://www.newsweekjapan.jp/stories/world/2020/06/eu-223.php0

Russia UMC Europe & Central Asia2020 November 9 https://www.cnews.ru/news/top/2020-11-09_rzhd_vzlomaliv_internet_utekli0

United StatesHIC North America 2020 January 14 https://www.rusdialog.ru/world/193244_1578997955[2286300, 2281876, 4160139, 2278686, 4158420, 2284574, 2284750, 2284795, 2281923, 2281202, 2280570, 2286331, 2280702, 2274685, 2278737, 2281066, 2284547, 2280698, 2280618, 2274382, 2281829, 2285314, 4159238, 2285914, 2286305, 4159914, 2281427, 2281840, 2284536, 2301532, 2279079, 2278617, 2280620, 2281834, 4158691, 2281151, 2281388, 2277850, 4158881, 4158563, 2285806, 2281409, 4158851, 4159779, 2281204, 2281825, 4158797, 2280486, 2286592, 4158631, 4158578, 2280313, 2281063, 2281924, 4158768, 2281920, 2274378, 2284588, 2281931, 4158587, 2281911, 2286313, 2281832, 4158536, 4160151, 2284610, 4158865, 2281837, 4158883, 2273913, 2288350, 4158553, 4159975, 2283341, 2286307, 4159977, 4158698, 4159924, 2283369, 4158700, 4158780, 2278082, 4159897, 2274686, 2284578, 2281128, 2281838, 4159819, 2301018, 2306524, 2280876, 2278554, 4159815, 2281819, 2289357, 2287228, 4158845, 4160142, 2278532, 2284579, 2281842, 4159836, 2281666, 2281245, 4159785, 4158537, 4158932, 4159830, 2284560, 2281254, 2286928, 2284561, 2281669, 415989['The National Police of Ukraine opened a case on the fact of a hacker attack on Burisma websites and Kvartal 95 studio, creating an international investigative team', 'Russian hackers hacked the Burisma website for the sake of compromising information on Biden, - mass media', 'Ukraine requested the help of the FBI in the investigation of the hacker attack on the energy company', 'Russian-speaking hackers attacked African banks', 'NYT : Experts find evidence Russians hacked Ukrainian gas company', 'Russians hacked company key to Ukraine scandal : researchers - News - The Wellsville Daily Reporter', 'U . S . election czar says attempts to hack the 2020 election will be more sophisticated', 'Russia , election interference , meddling , hacking , 2020 election | Homeland Security Newswire', 'infoline | News : Russian hackers hacked into Burisma servers : looking for dirt on Biden', "Russian hackers against the company at the center of Trump's impeachment", "Russian hackers targeted a Ukrainian company amid the st517

United StatesHIC North America 2021 December 4 http://www.opennet.ru/opennews/art.shtml?num=56279[3014009, 3012360, 3011023, 3010116, 3010493]['Former Ubiquiti employee arrested on hacking charges', 'Man charged with Ubiquiti data breach and extortion was employee assigned to investigate hack', 'The curious case of the Ubiquiti employee - whistleblower - hacker', 'Former Employee Accused of Being Behind Ubiquiti Hack', 'Former Ubiquiti Dev Arrested for Orchestrating Data Breach , Trying to Extort $2M']4

Russia UMC Europe & Central Asia2020 July 29 https://lezgigazet.ru/archives/172106 0

Russia UMC Europe & Central Asia2020 August 6 https://fedpress.ru/news/55/incidents/25530840

Russia UMC Europe & Central Asia2020 April 2 https://www.securitylab.ru/news/506360.php0

Russia UMC Europe & Central Asia2020 December 17 https://sputnik-georgia.ru/georgia/20201217/250365197/Vzlamyvali-bankovskie-scheta-i-krali-dengi--v-Gruzii-zaderzhali-kiberprestupnikov.html0

Indonesia LMC East Asia & Pacific2020 May 29 https://republika.co.id/berita/qb2q6n368/peretas-rusia-eksploitasi-embug-emyang-mengendalikan-server-as0

Germany HIC Europe & Central Asia2020 February 14 https://www.zdnet.de/88376969/fireeye-warnt-vor-staatlich-gefoerderten-cyber-attacken-auf-ziele-in-deutschland/0

South KoreaHIC East Asia & Pacific2019 May 16 http://www.metroseoul.co.kr/news/newsview?newscd=20190516001100

Russia UMC Europe & Central Asia2019 February 28 https://riafan.ru/1155898-6200-bezdarei-na-oficerskom-paike-provalnaya-kiberataka-na-rf-oboshlas-ssha-v-milliony-dollarov0

France HIC Europe & Central Asia2019 March 21 https://www.paris.fr/hackinghoteldeville 0

Ukraine LMC Europe & Central Asia2019 February 8 https://tech.liga.net/technology/novosti/zloumyshlenniki-rassylayut-fishingovye-pisma-s-adresa-govua0

Denmark HIC Europe & Central Asia2019 September 2 https://www.computerworld.dk/art/248733/dsbs-systemer-er-oppe-igen-efter-stort-ddos-angreb-i-weeekenden-ogsaa-cio-michael-moesgaard-hacket0

Serbia UMC Europe & Central Asia2019 July 9 https://naslovi.net/2019-07-09/cenzolovka/posle-hakerskog-napada-sajt-slobodna-subotica-ponovo-radi/237138480

SwitzerlandHIC Europe & Central Asia2019 February 26 https://www.blick.ch/news/wirtschaft/experten-sind-sich-einig-hacker-haben-es-vor-allem-auf-firmenautos-abgesehen-id15189501.html0

Spain HIC Europe & Central Asia2019 December 12 https://www.laregion.es/articulo/ourense/diputacion-ourense-hackeo-vai-ben-xa-melloramos/20191211231145912325.html0

Germany HIC Europe & Central Asia2018 February 20 https://www.netzwelt.de/betrugswarnungen/161840-phishing-namen-bekannter-marken-500-euro-gutschein-gewinn-faelschung.html0

France HIC Europe & Central Asia2018 July 6 https://www.tomsguide.fr/actualite/kaspersky-antivirus,63424.html0

South KoreaHIC East Asia & Pacific2018 August 9 http://newspim.com/news/view/201808090003430

Vietnam LMC East Asia & Pacific2018 July 2 http://anninhthudo.vn/phap-luat/trom-tai-khoan-facebook-lua-tien-nan-nhan-khoc-rong-vi-mat-ca-ty-dong/773440.antd0

Brazil UMC Latin America & Caribbean2018 October 2 https://g1.globo.com/rr/roraima/noticia/2018/10/01/hackers-invadem-sistema-de-empresa-contabil-em-boa-vista-e-exigem-mil-dolares-em-bitcoin-para-descriptografar-dados.ghtml0

South KoreaHIC East Asia & Pacific2018 January 2 http://news.donga.com/3/all/20180103/88001232/10

Germany HIC Europe & Central Asia2018 April 17 http://www.dw.com/pl/powa%C5%BCny-atak-haker%C3%B3w-londyn-i-waszyngton-ostrzegaj%C4%85/a-434175680

France HIC Europe & Central Asia2018 February 22 http://forum.distributique.com/viewtopic.php?id=1274&p=10

Israel HIC Middle East & North Africa2018 November 29 https://www.pc.co.il/news/279513/ 0

Hungary HIC Europe & Central Asia2018 October 26 http://magyarhirlap.hu/cikk/132017/Duplazodo_kibertamadasok0

Germany HIC Europe & Central Asia2017 December 5 https://www.abendblatt.de/region/niedersachsen/article212741141/Unbekannte-hacken-Twitter-Account-von-Kultusminister.html0

Indonesia LMC East Asia & Pacific2017 March 30 http://www.tribunnews.com/techno/2017/03/30/empat-bulan-buron-otak-peretasan-situs-tiketcom-di-server-citilink-ditangkap-di-ciputat0

Hungary HIC Europe & Central Asia2017 April 12 http://www.mediainfo.hu/hirek/article.php?id=456740

Japan HIC East Asia & Pacific2017 April 13 http://www.jejusori.net/?mod=news&act=articleView&idxno=1896000

Russia UMC Europe & Central Asia2017 January 25 http://www.infpol.ru/news/society/123261-khaker-s-prizyvom-osvobodit-palestinu-vzlomal-sayt-baykalskogo-zapovednika/0

Greece HIC Europe & Central Asia2017 August 7 https://techblog.gr/internet/wikileaks-publishes-hacked-sony-emails-documents-5602/0

United StatesHIC North America 2021 April 24 https://www.techtimes.com/articles/259483/20210423/ea-warns-of-phishing-scams-involving-fake-customer-support.htm0

Singapore HIC East Asia & Pacific2022 January 24 https://tnp.straitstimes.com/news/singapore/iras-warns-tax-reimbursement-phishing-scam-website0

United StatesHIC North America 2022 January 25 https://www.balloon-juice.com/2016/05/11/hacking-the-exchanges-in-alabama/0

Ireland HIC Europe & Central Asia2022 September 1 https://www.offalyexpress.ie/news/home/900118/people-in-one-area-of-offaly-being-sucked-into-phishing-scams.html0

United StatesHIC North America 2022 November 17 https://www.jdsupra.com/legalnews/middletown-valley-bank-reports-data-6177965/0



United StatesHIC North America 2022 October 13 https://techcrunch.com/2022/10/13/advanced-nhs-patient-data-ransomware/0

Canada HIC North America 2022 March 31 https://calgaryherald.com/news/politics/alberta-government-passes-carbon-tax-motion/wcm/cb8112fd-96a4-43f0-bf0c-ac26245bdf4e0

Fiji UMC East Asia & Pacific2022 April 5 https://www.fijitimes.com/fiu-warns-against-hacking-spoofing/0

United StatesHIC North America 2022 October 19 https://www.ign.com/articles/hijacking-of-popular-minecraft-launcher-by-rogue-developer-raises-malware-fears0

United StatesHIC North America 2019 April 8 https://www.firstcoastnews.com/article/news/local/malware-attack-delays-delivery-of-florida-newspapers/77-b3238773-0549-4f46-a8f0-9f8484ec50890

United KingdomHIC Europe & Central Asia2022 December 22 https://www.dailymail.co.uk/news/article-11563859/Optus-CEO-Kelly-Bayer-Rosmarin-reveals-Gladys-Berejiklian-handled-cyber-attack-hack.html0

United StatesHIC North America 2019 May 8 https://www.gdnonline.com/Details/538316/Oman-foils-over-900-million-cyber-attacks-in-20180

Mexico UMC Latin America & Caribbean2019 May 17 https://mexiconewsdaily.com/news/financial-hackers-stole-millions/0

United StatesHIC North America 2019 June 8 http://freerepublic.com/focus/f-news/3755351/posts0

United StatesHIC North America 2022 August 2 https://www.jdsupra.com/legalnews/gatto-pope-walrick-llp-files-notice-of-1377408/0

Japan HIC East Asia & Pacific2019 June 26 https://www.zdnet.com/article/this-phishing-campaign-uses-an-odd-tactic-to-infect-windows-pcs-with-two-forms-of-trojan-malware/0

United StatesHIC North America 2019 June 28 https://www.law360.com/articles/1173601/koh-rips-yahoo-for-hiding-data-breach-history-in-117m-deal0

Canada HIC North America 2020 November 28 https://www.cbc.ca/news/canada/montreal/quebec-teachers-data-breach-fraud-1.58206800

India LMC South Asia 2019 January 31 https://pardaphash.com/massive-data-breach-sbi-leaks-details-of-millions-of-customers/0

Ireland HIC Europe & Central Asia2019 February 3 https://connachttribune.ie/e36000-stole-from-county-council-in-phishing-scam-009/0

Japan HIC East Asia & Pacific2019 February 5 https://www.zdnet.com/article/backdoored-cryptocurrency-software-found-serving-azorult-malware/0

Indonesia LMC East Asia & Pacific2019 December 28 https://www.liputan6.com/news/read/4143941/situs-bareskrim-diretas-polri-itu-web-lama-sudah-tidak-digunakan[4972373, 4972376]['The website of Bareskrim Polri was hacked', "Bareskrim website hacked, Polri: It's an old website that isn't used anymore"]1

United StatesHIC North America 2019 October 18 https://www.nhregister.com/metro/article/Hamden-Town-Hall-computers-hit-with-malware-14545648.php0

United StatesHIC North America 2018 July 28 https://www.adn.com/alaska-news/mat-su/2018/07/27/it-will-take-weeks-for-the-mat-su-borough-to-restore-all-of-its-services-after-cyber-attack/0

United StatesHIC North America 2017 January 6 https://www.techdirt.com/articles/20170106/08320436415/fbi-dismisses-child-porn-prosecution-after-refusing-to-hand-over-details-hacking-tool.shtml0

Cambodia LMC East Asia & Pacific2017 January 5 http://www.phnompenhpost.com/national/nec-says-website-hacked0

United StatesHIC North America 2017 March 4 http://www.abajournal.com/magazine/article/law_firm_hacking_history0

United StatesHIC North America 2017 April 21 http://927thevan.com/news/articles/2017/apr/21/holland-not-affected-in-hotel-chain-hack/0

United StatesHIC North America 2017 May 27 http://www.eweek.com/security/google-expunges-apps-tainted-with-ad-fraud-malware-from-play-store0

United StatesHIC North America 2017 June 9 http://www.metrowestdailynews.com/news/20170608/coakley-addresses-hacking-cloud-concerns0

Cambodia LMC East Asia & Pacific2017 June 30 http://www.phnompenhpost.com/national/hackers-hit-two-cnrp-facebook-pages0

United StatesHIC North America 2017 June 9 http://www.neoseeker.com/news/28997-cd-projekt-reds-cyberpunk-2077-files-have-been-hacked/0

United StatesHIC North America 2017 July 13 http://www.pymnts.com/news/security-and-risk/2017/hack-on-donald-trumps-hotels-may-have-had-symbolic-value/0

Latvia HIC Europe & Central Asia2017 September 1 http://www.baltic-course.com/eng/markets_and_companies/?doc=1327880

Russia UMC Europe & Central Asia2017 September 15 https://sputniknews.com/military/201709151057438586-McCain-Fitzgerald-naval-cyber-attacks/0

United StatesHIC North America 2017 June 28 http://www.npr.org/2017/06/28/534671385/morning-news-brief-health-care-vote-delayed-new-ransomware-attack-spreads0

United StatesHIC North America 2017 December 9 https://patch.com/north-carolina/noda-midwoodbelmont/top-news-week-hackers-strike-missing-mother0

United StatesHIC North America 2017 December 27 https://www.cfr.org/blog/year-review-malware-attacks-impact-operations-and-bottom-line0

United StatesHIC North America 2017 July 21 http://www.wnd.com/2017/07/another-bizarre-turn-in-wasserman-schultzs-latest-hacking-scandal/0

Israel HIC Middle East & North Africa2018 March 10 http://www.jpost.com/Israel-News/Police-issue-warning-after-cameras-at-womens-apparel-shop-hacked-5447000

United StatesHIC North America 2018 April 10 http://www.spamfighter.com/News-21485-Data-System-of-Four-Gas-Pipeline-Companies-were-Hacked.htm0

United StatesHIC North America 2018 October 9 https://lex18.com/news/covering-kentucky/2018/10/09/ky-man-arrested-after-allegedly-hacking-indiana-hospitals-network/0

Australia HIC East Asia & Pacific2018 November 9 https://www.cso.com.au/article/649372/cisco-hunts-apache-struts-2-fileupload-bug-finds-dirty-cow-exploit/0

United Arab EmiratesHIC Middle East & North Africa2018 November 25 https://gulfnews.com/technology/tra-issues-new-whatsapp-warning-in-uae-fake-verification-text-could-hack-your-account-1.15431262868160

United StatesHIC North America 2020 May 26 https://www.newsday.com/long-island/education/computer-malware-north-babylon-school-district-1.449688560

United StatesHIC North America 2020 February 6 https://www.lohud.com/story/news/local/rockland/pomona/2020/02/06/pomona-mayor-clerk-tell-fbi-villages-computers-were-hacked/4666014002/0

Ukraine LMC Europe & Central Asia2018 June 1 https://www.unian.net/incidents/10138748-reshil-podzarabotat-na-lvovshchine-podrostok-rasprostranyal-kompyuternyy-virus-shifrovalshchik.html[1708868, 1712342, 1710205, 1710203, 1710207, 1710204]['A young hacker from the Lviv region spread a virus - extortionist', 'Cyber \u200b\u200bpolice caught a hacker who wrote and distributed a ransomware virus / Ukrainian business resource UBR . ua', 'In the Lviv region, a young hacker created and spread a virus that demanded money - Ukraine', 'Yesil to earn extra money: in the Lviv region, a teenager distributed a computer virus - ransomware', 'A young hacker from the Lviv region created and distributed a virus - ransomware - news on UNN', 'A young hacker from the Lviv region created and distributed a ransomware virus']5

Canada HIC North America 2021 July 30 https://www.itbusiness.ca/news/hashtag-trending-july-30-chipotle-phishing-scam-big-tech-makes-vaccines-mandatory-media-and-vaccine-rates/1190240

Finland HIC Europe & Central Asia2020 October 28 https://yle.fi/uutiset/osasto/news/hacked_therapy_centre_emailed_clients_id_numbers_on_invoices/116185900

Canada HIC North America 2020 November 18 https://panow.com/2020/11/18/canadas-cybersecurity-agency-warns-of-online-threats-that-exploit-covid-19-fears/0

United KingdomHIC Europe & Central Asia2021 March 10 https://www.somersetlive.co.uk/news/police-pay-out-7000-after-51020450

India LMC South Asia 2021 October 22 https://www.medianama.com/2021/10/223-telecommunications-lightbasin-cyberattack/0

United StatesHIC North America 2021 March 26 https://www.azcentral.com/story/news/local/arizona-breaking/2021/03/26/joshua-polloso-epifaniou-sentenced-hacking-websites-extortion/4801441001/0

South KoreaHIC East Asia & Pacific2022 May 26 https://www.news1.kr/articles/?4693545 0

South KoreaHIC East Asia & Pacific2022 December 13 https://www.hani.co.kr/arti/international/international_general/1071323.html0

Austria HIC Europe & Central Asia2022 July 21 https://www.tt.com/artikel/30826436/tiroler-unternehmen-eglo-will-nach-cyber-angriff-rasch-wieder-starten0

Spain HIC Europe & Central Asia2022 July 26 https://www.lavanguardia.com/tecnologia/ciberseguridad/20220726/8429957/piratas-informaticos-objetivo-agricultura.html0

Russia UMC Europe & Central Asia2022 March 21 https://www.securitylab.ru/news/530688.php0

Argentina UMC Latin America & Caribbean2022 October 15 https://www.pagina12.com.ar/489970-el-hackeo-al-registro-nacional-de-las-personas-que-sacude-a-0

Italy HIC Europe & Central Asia2021 January 22 https://www.adnkronos.com/governo-caso-hacker-il-silenzio-del-guru-social-e-quel-post-m5s-nel-gruppo-anti-renzi_23aUrFmWi1aKW3X0MT8gcG0



United StatesHIC North America 2021 October 13 https://www.telemundodenver.com/noticias/eeuu/rusos-hackean-empresa-ucraniana-vinculada-a-juicio-a-trump/2049178/0

Ukraine LMC Europe & Central Asia2021 September 22 https://sevastopol.su/news/predpriyatie-car-hleb-v-sevastopole-atakovali-hakery0

Russia UMC Europe & Central Asia2021 July 5 https://www.ferra.ru/news/games/khakery-atakovali-populyarnuyu-onlain-igru-radi-spaseniya-drugogo-proekta-ot-tekh-zhe-razrabotchikov-05-07-2021.htm0

France HIC Europe & Central Asia2021 June 26 https://www.phonandroid.com/instagram-fait-le-plein-de-nouveautes-un-malware-efface-les-disques-durs-western-digital-le-recap.html0

Taiwan 2021 August 29 https://3c.ltn.com.tw/news/45722 0

France HIC Europe & Central Asia2021 August 25 https://www.clubic.com/pro/it-business/securite-et-donnees/actualite-381643-quand-un-hacker-amateur-s-en-prend-a-une-entreprise-de-cybersecurite.html0

France HIC Europe & Central Asia2021 April 6 https://www.francebleu.fr/infos/education/ecole-a-la-maison-le-site-du-cned-victime-d-une-attaque-informatique-plusieurs-ent-inacessibles-16177023530

United StatesHIC North America 2018 January 6 http://www.kptv.com/story/37203360/centennial-hs-students-hacked-into-district-systems-info-accessed-on-current-former-students[1308893, 1309402]['Centennial School District Hacked , Officials Say', 'Centennial HS students hacked into district systems ; info access - KPTV']1

United StatesHIC North America 2018 September 19 https://www.wisconsinrapidstribune.com/story/news/2018/09/19/adams-county-clerk-resigns-after-data-breach-affected-up-250-k/1360107002/[2018669, 2015434]['Adams County clerk resigns over role in data breach', 'Adams County clerk resigns after data breach that affected up to 250K']1

Mexico UMC Latin America & Caribbean2021 May 30 https://diario.mx/estados-unidos/se-filtran-chats-de-hacker-que-ataco-oleoducto-en-eu-20210529-1800945.html0

Brazil UMC Latin America & Caribbean2021 April 29 https://g1.globo.com/rs/rio-grande-do-sul/noticia/2021/04/29/tj-rs-diz-que-sistema-de-informatica-do-tribunal-foi-alvo-de-ataque-hacker-e-muito-grave.ghtml0

Sweden HIC Europe & Central Asia2021 March 14 https://www.dt.se/artikel/anstalld-pa-falu-lasarett-frikanns-fran-misstanke-om-dataintrang0

Italy HIC Europe & Central Asia2021 May 3 https://www.tecnoandroid.it/2021/05/03/android-il-malware-che-ruba-il-credito-agli-utenti-tim-vodafone-windtre-9159120

Russia UMC Europe & Central Asia2021 May 20 https://www.securitylab.ru/news/520416.php0

Germany HIC Europe & Central Asia2021 August 16 https://www.abendblatt.de/region/mecklenburg-vorpommern/article233061553/Liebes-und-Bankbetrug-Rund-100-000-Euro-Schaden.html0

South KoreaHIC East Asia & Pacific2021 July 16 https://www.insight.co.kr/news/348881 0

Denmark HIC Europe & Central Asia2020 February 24 https://www.computerworld.dk/art/250873/iss-hjemmeside-oppe-igen-men-stadig-intet-liv-i-interne-it-systemer-fem-dage-efter-hackerangreb0

Italy HIC Europe & Central Asia2020 April 1 https://www.cityrumors.it/regione-abruzzo/abruzzo/coronavirus-bonus-partite-iva-sito-inps-sospeso-anche-attacchi-hacker.html0

Finland HIC Europe & Central Asia2020 July 22 https://yle.fi/uutiset/3-11456333 0

Ukraine LMC Europe & Central Asia2020 October 19 https://kp.ua/incidents/679199-khakery-vzlomaly-sait-parlamenta-kyrhyzstana-y-potrebovaly-10-tysiach-dollarov0

South KoreaHIC East Asia & Pacific2020 January 27 http://news1.kr/articles/?3824489 0

United StatesHIC North America 2019 March 17 http://www.fredzone.org/le-gouvernement-americain-a-mis-la-main-sur-un-serveur-utilise-par-un-groupe-de-hackers-nord-coreen-6470

Indonesia LMC East Asia & Pacific2019 September 27 https://surabaya.tribunnews.com/2019/09/27/website-bkd-kabupaten-madiun-diretas-ada-gambar-karakter-one-piece-dan-penolakan-ruu-kuhp0

Russia UMC Europe & Central Asia2019 January 24 https://ria.ru/20190124/1549853848.html 0

United StatesHIC North America 2020 February 4 https://www.dispatch.com/news/20200204/hackers-hit-ohio-state-treasurerrsquos-website-but-apparently-didnrsquot-penetrate[2325337, 2327632, 2325372, 2325373, 2325371, 2325343]['Hackers hit Ohio state treasurer website but apparently didnt penetrate - News - The Columbus Dispatch', 'Hackers hit Ohio state treasurer website but apparently didnt penetrate - News - The Repository', 'Hackers hit Ohio state treasurer website but apparently didnt penetrate - News - The Daily Record', 'Hackers hit Ohio state treasurer website but apparently didnt penetrate - News - The Review', 'Hackers hit Ohio state treasurer website but apparently didnt penetrate - News - The Daily Jeffersonian', 'Hackers hit Ohio state treasurer website but apparently didnt penetrate']5

South KoreaHIC East Asia & Pacific2019 October 17 https://www.edaily.co.kr/news/read?newsId=02256646622653904&mediaCodeNo=257&gtrack=sok0

France HIC Europe & Central Asia2018 October 19 https://www.liberation.fr/planete/2018/10/19/espionnage-le-big-hack-du-grand-piratage-chinois-a-la-chasse-aux-fantomes_16862630

Belgium HIC Europe & Central Asia2018 February 12 https://www.demorgen.be/technologie/criminelen-hacken-digitale-voorleeshulp-voor-slechtzienden-om-cryptomunten-te-delven-b0e3e50c/0

LuxembourgHIC Europe & Central Asia2018 March 15 http://www.tageblatt.lu/headlines/luxemburg-gefeuerter-angestellter-hackt-sich-computersystem-von-ex-firma/0

Indonesia LMC East Asia & Pacific2018 November 29 http://rri.co.id/post/berita/605306/daerah/website_pemprov_aceh_diretes_33_ribu_hacker.html0

Denmark HIC Europe & Central Asia2018 June 13 https://www.business.dk/investor/elgiganten-ejer-ramt-af-hackerangreb-aktien-falder-paa-boersen0

Moldova UMC Europe & Central Asia2018 July 9 https://www.kp.md/online/news/3169176/ 0

Russia UMC Europe & Central Asia2018 October 29 https://ura.news/news/1052357151 0

Belgium HIC Europe & Central Asia2018 October 20 https://www.rtl.be/info/magazine/hi-tech/piratage-le-gendarme-boursier-alerte-sur-un-faux-site-a-son-nom-1069889.aspx0

Brazil UMC Latin America & Caribbean2018 July 6 https://canaltech.com.br/seguranca/programador-e-preso-pelo-roubo-e-venda-de-ferramenta-de-spyware-117380/0

Germany HIC Europe & Central Asia2018 February 28 https://www.netzwelt.de/betrugswarnungen/155347-ing-diba-phishing-vorsicht-ing-konto-gesperrt.html0

Russia UMC Europe & Central Asia2017 April 19 https://www.searchengines.ru/google-spam-report.html0

Sweden HIC Europe & Central Asia2017 January 16 http://www.svt.se/nyheter/lokalt/vastmanland/lastbilschauffor-misstankt-for-dataintrang0

Serbia UMC Europe & Central Asia2017 September 29 https://naslovi.net/2017-09-29/insajder/portal-kossev-pod-jakim-hakerskim-napadom/205313130

Mexico UMC Latin America & Caribbean2017 November 27 http://planoinformativo.com/558972/hackers-roban-7-mdp-a-ayuntamiento-de-hidalgo-nacionales0

Canada HIC North America 2017 June 28 http://www.eesti.ca/eesti-ehituse-abc-sulges-kuberrunnaku-tottu-koik-oma-poedkantar-emor-on-runnaku-hirmus-arvutisusteemid-sulgenud/article499530

South KoreaHIC East Asia & Pacific2017 February 7 HTTP://www.yonhapnews.co.kr/international/2017/02/07/0601110000AKR20170207043200075.HTML?template=20870

Malaysia UMC East Asia & Pacific2021 April 7 https://www.freemalaysiatoday.com/category/nation/2021/04/07/ex-officer-helped-hack-immigration-database-to-print-visit-passes/0

United StatesHIC North America 2022 June 3 https://www.washingtonexaminer.com/policy/technology/chicago-public-schools-reports-data-breach-five-months-after-incident0

United StatesHIC North America 2021 May 17 https://www.eenews.net/eedaily/2021/05/17/stories/10637326530

United StatesHIC North America 2022 August 24 https://www.forbes.com/sites/daveywinder/2022/08/23/gmail-hacked-google-says-new-attack-can-read-all-email-messages/0

United StatesHIC North America 2022 August 20 https://www.komu.com/news/state/department-of-social-services-warns-of-ebt-phishing-scheme/article_9fb7d788-2007-11ed-99f1-1f46f778fba0.html0

United StatesHIC North America 2022 September 28 https://www.thebatavian.com/joanne-beck/fund-balance-is-up-and-so-are-cyber-attacks-city-auditor-says/6180810

United StatesHIC North America 2022 February 17 https://townhall.com/tipsheet/mattvespa/2022/02/17/hell-freezes-over-ilhan-omar-defended-the-donors-to-canadas-freedom-convoy-n26033890

United StatesHIC North America 2022 April 8 https://www.djc.com/news/ht/12147747.html0

United StatesHIC North America 2022 April 21 https://www.kmbc.com/article/cybersecurity-expert-reacts-to-unified-government-of-kck-cyber-attack/397779480

United StatesHIC North America 2019 May 13 https://arstechnica.com/information-technology/2019/05/korean-speaking-hackers-add-bluetooth-harvester-to-its-tool-arsenal/0

India LMC South Asia 2019 February 24 https://www.freepressjournal.in/mumbai/phishing-rs-1-5-lakh-looted-from-account-in-3-days/14675070

United StatesHIC North America 2019 April 19 https://ktla.com/2019/04/19/imperial-county-government-website-down-after-ryuk-malware-hacking-ransom-demands/0

Australia HIC East Asia & Pacific2019 March 18 https://www.afr.com/real-estate/cba-turns-landmark-white-tap-back-on-but-financial-hit-from-data-breach-unclear-20190318-h1cik40



Kenya LMC Sub-Saharan Africa2019 June 3 http://www.mediamaxnetwork.co.ke/news/state-sites-hacked-by-indonesian-cyber-team-529008/0

United StatesHIC North America 2019 July 1 https://www.beckershospitalreview.com/cybersecurity/summa-health-employees-fall-victim-to-phishing-attacks.html0

United StatesHIC North America 2020 November 26 https://comicbook.com/gaming/news/xbox-one-live-gold-series-x-bug-hackers-gamertag-email/0

United KingdomHIC Europe & Central Asia2019 July 26 https://bitpipe.computerweekly.com/detail/RES/1564082423_84.html0

United StatesHIC North America 2019 July 26 https://www.channel3000.com/news/eatstreet-ceo-releases-statement-on-data-breach/11002347970

United StatesHIC North America 2019 October 30 https://www.nbcsandiego.com/news/local/San-Marcos-City-Hall-Computer-System-Email-Hack-Cyber-Attack-Emergency-Services-564084871.html0

United StatesHIC North America 2019 December 4 https://healthitsecurity.com/news/third-party-vendor-magellan-data-breach-impacts-mclaren-health0

United StatesHIC North America 2018 January 2 https://torrentfreak.com/popular-danish-torrent-tracker-shuts-down-after-hack-180102/0

India LMC South Asia 2017 April 23 http://idrw.org/armys-accounts-controller-foils-hackers-bid-for-key-info/0

Pakistan LMC South Asia 2017 June 2 https://propakistani.pk/2017/06/02/indian-hacker-defaces-pakistani-university-website-show-love-girlfriend/0

United StatesHIC North America 2017 June 23 https://www.healthcare-informatics.com/news-item/cybersecurity/healthcare-company-copilot-settles-data-breach-130k-payment0

United StatesHIC North America 2017 October 30 http://www.hollywoodreporter.com/news/alleged-netflix-disney-hacker-may-have-struck-company-10530510

South AfricaUMC Sub-Saharan Africa2017 November 2 http://www.itweb.co.za/index.php?option=com_content&view=article&id=165693:MS-responded-quietly-to-secret-database-hack&catid=3590

United StatesHIC North America 2017 November 4 https://www.scmagazine.com/second-inpage-exploits-leveraged-by-multiple-malware-families/article/705390/0

Nepal LMC South Asia 2017 October 22 https://thehimalayantimes.com/business/swift-codes-targeted-nepali-banks-cyber-attack/0

United StatesHIC North America 2017 October 25 https://threatpost.com/malvertising-campaign-redirects-browsers-to-terror-exploit-kit/128596/0

Malta HIC Middle East & North Africa2017 December 24 http://www.independent.com.mt/articles/2017-12-24/local-news/Police-investigate-phishing-messages-67361829690

United StatesHIC North America 2017 June 28 http://www.zdnet.com/article/qantas-systems-restored-amadeus-outage-not-related-to-petya-ransomware/0

United StatesHIC North America 2017 March 25 https://www.techworm.net/2017/03/android-forums-confirm-servers-compromised-leading-data-breach.html0

United StatesHIC North America 2018 February 27 https://federalnewsradio.com/opm/2018/02/three-years-after-data-breach-opm-still-struggling-to-modernize-its-it/0

United StatesHIC North America 2017 October 11 https://www.imediaethics.org/news-corp-uk-pays-computer-hacking/0

United StatesHIC North America 2018 March 13 https://www.thedenverchannel.com/money/science-and-tech/ransomware-attack-leaves-cdot-contract-workers-without-jobs0

India LMC South Asia 2018 March 22 https://www.thequint.com/news/india/latest-news-headlines-zuckerberg-admits-facebooks-mistakes-modicare-gets-cabinet-nod0

United StatesHIC North America 2018 March 26 http://news3lv.com/news/local/las-vegas-attorneys-sue-equifax-to-make-them-pay-for-the-largest-data-breach-in-history0

BangladeshLMC South Asia 2018 March 30 http://www.dhakatribune.com/bangladesh/dhaka/2018/03/30/apan-jewellers-website-hacked/0

Malaysia UMC East Asia & Pacific2018 April 5 https://www.thestar.com.my/news/regional/2018/04/05/four-singapore-varsities-hacked-iranian-syndicate-members-accused-of-stealing-data-from-52-accounts/0

United StatesHIC North America 2018 October 10 https://wiod.iheart.com/content/2018-10-09-fl-senator-calls-for-investigation-into-sunpass-data-breach/0

Singapore HIC East Asia & Pacific2018 August 3 https://www.straitstimes.com/singapore/mps-file-19-questions-on-singhealth-cyber-attack0

Kenya LMC Sub-Saharan Africa2020 June 3 https://www.businessdailyafrica.com/corporate/tech/Banking-malware-attacks-go-up-in-three-months/4258474-5570370-wa395l/0

United StatesHIC North America 2020 February 7 https://www.courierpress.com/story/news/2020/02/07/evansville-law-firm-woods-and-woods-victim-ransomware-cyber-attack/4691815002/0

Kuwait HIC Middle East & North Africa2020 July 13 http://www.arabtimesonline.com/news/court-denies-bail-for-kuna-website-hacker/0

South AfricaUMC Sub-Saharan Africa2020 September 3 https://mybroadband.co.za/news/internet-of-things/365424-how-a-hacker-broke-telkom-adsl-routers-to-make-it-fix-security-flaws.html0

United StatesHIC North America 2021 August 27 https://www.investmentwatchblog.com/msm-the-chinese-government-has-been-hacking-americans-at-unprecendented-rate/0

Sri Lanka LMC South Asia 2021 February 12 http://www.dailymirror.lk/breaking_news/Ten-domain-names-modified-following-cyber-attack-LK-Domain-Registrar/108-2056920

United StatesHIC North America 2021 March 9 https://www.govtech.com/security/Damage-from-Albany-NY-Cyber-Attack-Dates-Back-to-2017.html0

United KingdomHIC Europe & Central Asia2021 October 8 https://www.itv.com/news/channel/2021-10-08/andium-homes-admits-major-data-breach0

Germany HIC Europe & Central Asia2022 October 21 https://www.netzwelt.de/news/209186-postbank-phishing-betrueger-drohen-dauerhafter-kontosperre.html0

Mexico UMC Latin America & Caribbean2022 July 1 https://www.sinembargo.mx/30-06-2022/42130290

Russia UMC Europe & Central Asia2022 September 21 https://www.kommersant.ru/doc/5571288 0

Israel HIC Middle East & North Africa2022 September 13 https://news.israelinfo.co.il/105502 0

United StatesHIC North America 2017 November 7 https://www.pbs.org/newshour/nation/judge-denies-north-carolinas-request-to-drop-election-software-from-company-targeted-by-russian-hackers[957822, 957809, 954070]['Judge denies North Carolina ’ s request to drop election software from company targeted by Russian hackers', 'North Carolina Will Use Election Software Targeted By Russian Hackers « CBS13', 'NC judge hints he wont stop use of polling site software officials said was hacked by Russian spies ']2

Mexico UMC Latin America & Caribbean2021 September 20 https://www.jornada.com.mx/notas/2021/09/20/politica/sufre-notimex-al-menos-12-nuevos-intentos-de-ataques-ciberneticos/[2884181, 2884183, 2884182]['La Jornada - The Notimex Agency website suffered 12 hacking attempts', 'La Jornada: Notimex suffers at least 12 new attempts at cyber attacks', 'La Jornada - Notimex suffers at least 12 new attempts at cyber attacks']2

Thailand UMC East Asia & Pacific2022 November 13 https://www.sanook.com/hitech/1568701/ 0

Russia UMC Europe & Central Asia2022 July 26 https://regnum.ru/news/3652495.html 0

France HIC Europe & Central Asia2022 July 1 https://www.lesnumeriques.com/pro/des-gouvernements-et-des-organisations-militaires-touches-par-un-nouveau-malware-visant-microsoft-exchange-n186839.html0

Chile HIC Latin America & Caribbean2022 August 14 https://www.biobiochile.cl/especial/bbcl-investiga/noticias/reportajes/2022/08/14/hackers-violan-sistemas-de-enap-y-acceden-a-informacion-secreta-en-intento-de-fraude-internacional.shtml0

Russia UMC Europe & Central Asia2022 August 4 https://regnum.ru/news/3660971.html 0

Vietnam LMC East Asia & Pacific2022 January 27 https://laodong.vn/phap-luat/hacker-chiem-doat-zalo-nhan-tin-lua-dao-nua-ti-dong-cua-nhieu-nguoi-999283.ldo0

Russia UMC Europe & Central Asia2022 March 5 https://ura.news/news/1052536905 0

Belgium HIC Europe & Central Asia2021 December 23 https://datanews.levif.be/ict/actualite/des-bugs-dos-et-d-hameconnage-dans-ms-teams-provisoirement-irresolus/article-news-1506737.html0

Bulgaria UMC Europe & Central Asia2021 October 22 https://dnes.dir.bg/comments/katsarov-prizna-za-izklyuchitelno-moshtna-hakerska-ataka-sreshtu-sistemata-za-sertifikati0

Ukraine LMC Europe & Central Asia2020 February 18 http://internetua.com/hakery-povtorno-ograbili-platformu-bzx-na-645-tysyacs-dollarov0

BangladeshLMC South Asia 2020 January 14 https://www.kalerkantho.com/online/national/2020/01/14/8624780

France HIC Europe & Central Asia2020 August 27 https://www.lemondeinformatique.fr/actualites/lire-montauban-un-apprenti-hacker-desarme-par-la-gendarmerie-nationale-80168.html0

China UMC East Asia & Pacific2020 May 14 http://www.ccw.com.cn/security/2020-05-13/14490.html0



Germany HIC Europe & Central Asia2020 January 2 https://taz.de/Cybersicherheit-bei-BMW/!5653315/0

France HIC Europe & Central Asia2019 July 8 https://www.lemondeinformatique.fr/actualites/lire-telex-une-montre-tablette-pour-ibm-reconnaissance-faciale-sur-les-permis-le-github-de-canonical-pirate-75856.html0

Israel HIC Middle East & North Africa2019 September 3 https://www.pc.co.il/news/298624/ 0

Argentina UMC Latin America & Caribbean2019 October 24 https://www.eldestapeweb.com/nota/bolivia-sufrio-un-intento-de-hackeo-al-sitio-del-escrutinio-definitivo-y-bloqueo-su-visualizacion-desde-el-extranjero-20191023193900

United StatesHIC North America 2020 January 21 https://www.kvrr.com/2020/01/20/north-dakota-cyber-attacks-on-the-rise/[2296562, 2287510]['North Dakota Cyber Attacks on the Rise - KVRR Local News', 'Cyber attacks against North Dakota increased 300 % last year']1

Russia UMC Europe & Central Asia2019 October 9 https://news.ngs.ru/comments/66263146/0

NetherlandsHIC Europe & Central Asia2018 January 15 https://www.limburger.nl/cnt/dmf20180115_00054015/politie-houdt-heerlense-hacker-aan-na-maandenlang-onderzoek0

Russia UMC Europe & Central Asia2018 May 10 https://www.rbc.ru/rbcfreenews/5af420759a79470af99e29530

El SalvadorLMC Latin America & Caribbean2018 July 3 https://www.lapagina.com.sv/cultura/google-se-alerta-ante-hackeos-en-cuentas-de-gmail/0

Chile HIC Latin America & Caribbean2018 September 7 https://www.radioagricultura.cl/nacional/2018/09/06/sbif-confirma-nuevo-hackeo-serian-13-bancos-nacionales-los-afectados.html0

Ukraine LMC Europe & Central Asia2018 April 23 http://gagadget.com/announce/36442-polzovateli-gmail-zapodozrili-vzlom-akkauntov-iz-za-hitrogo-spama/0

Norway HIC Europe & Central Asia2018 March 20 https://www.digi.no/artikler/i-naermere-ni-maneder-videresendte-hackerne-60-000-epost-uvanlig-og-underlig-angrepsform-sier-ekspert/4331280

Russia UMC Europe & Central Asia2018 July 19 http://www.cnews.ru/news/top/2018-07-19_hakerynatselennye_na_topmenedzherovoblegchili0

France HIC Europe & Central Asia2017 January 24 http://www.frenchweb.fr/le-scandaleux-piratage-des-projets-kickstarter/2758240

South KoreaHIC East Asia & Pacific2017 March 24 http://www.newstomato.com/ReadNews.aspx?no=7410450

Russia UMC Europe & Central Asia2017 June 21 http://primamedia.ru/news/599925/ 0

Ukraine LMC Europe & Central Asia2017 April 11 http://internetua.com/hakeri-bolshe-goda-ekspluatiruuat-uyazvimost-v-kitaiskih-IoT-ustroistvah0

Russia UMC Europe & Central Asia2021 April 6 https://www.securityweek.com/apt-group-using-voice-changing-software-spear-phishing-campaign0

United StatesHIC North America 2021 March 30 https://www.retaildive.com/news/office-depot-parent-expects-over-20m-loss-due-to-malware-attack/597544/0

United StatesHIC North America 2022 June 22 https://www.msn.com/en-us/news/technology/scdew-phishing/ar-AAYJlCD0

Ireland HIC Europe & Central Asia2021 June 14 https://www.newstalk.com/podcasts/highlights-from-newstalk-breakfast/where-are-we-one-month-on-from-the-hse-hack0

New ZealandHIC East Asia & Pacific2021 July 6 https://www.stuff.co.nz/national/education/300350847/kaseya-hack-number-of-schools-affected-lower-than-expected-government-says0

United StatesHIC North America 2022 January 27 https://www.ottumwacourier.com/centerville/news/ottumwa-dental-office-experiences-data-breach/article_f24f4722-7edd-11ec-a8f9-97b8d7fa621e.html0

China UMC East Asia & Pacific2022 January 17 https://www.fxempire.com/news/article/singapore-central-bank-considers-action-against-ocbc-for-phishing-scam-8680030

Israel HIC Middle East & North Africa2022 February 24 https://www.middleeastmonitor.com/20220224-iran-hacks-cctv-at-israels-haifa-ashdod-ports/0

United StatesHIC North America 2022 March 6 http://homenewshere.com/tewksbury_town_crier/news/article_78c4f94c-9a71-11ec-91dd-0b1b19c2566d.html0

Italy HIC Europe & Central Asia2022 November 3 https://www.tecnoandroid.it/2022/11/03/smartphone-il-pericolo-e-in-agguato-centinaia-di-malware-svuotano-i-conti-in-banca-11337860

United StatesHIC North America 2022 April 27 https://www.techrepublic.com/article/emotet-malware-launches-new-email-campaign/0

Russia UMC Europe & Central Asia2019 May 13 https://www.securityweek.com/leak-reveals-activity-iranian-hacking-group0

United StatesHIC North America 2019 January 7 http://mondaq.com/unitedstates/x/769128/data+protection/Consumer+Reporting+Agency+Agrees+to+22+Million+Settlement+of+Data+Breach+Class+Action0

United StatesHIC North America 2022 August 29 https://markets.businessinsider.com/news/stocks/neopets-provides-notice-of-data-breach-10317117530

United StatesHIC North America 2019 May 16 https://www.govtech.com/security/FBI-DHS-Investigate-Malware-Attack-in-Ada-County-Idaho.html0

PhilippinesLMC East Asia & Pacific2022 January 25 https://businessmirror.com.ph/2022/01/25/solons-alarmed-over-increasing-attempts-to-hack-bank-deposits/0

United StatesHIC North America 2022 April 30 https://www.postindependent.com/news/over-20000-peoples-data-potentially-compromised-in-phishing-scam-targeting-valley-view-hospital/0

United StatesHIC North America 2021 June 17 https://cacm.acm.org/news/253366-south-korean-police-arrest-computer-repairmen-who-made-and-distributed-ransomware/fulltext0

United StatesHIC North America 2019 July 10 https://www.govtech.com/security/Backups-Quick-Response-Stops-Malware-Attack-on-Ohio-City.html0

BangladeshLMC South Asia 2019 July 25 https://www.weeklyblitz.net/news/in-27-days-there-had-been-250-million-hacking-attempts-on-blitz-site/0

Bulgaria UMC Europe & Central Asia2019 July 25 http://www.bta.bg/en/c/DF/id/2051108 0

United StatesHIC North America 2019 February 10 https://katc.com/news/covering-louisiana/2019/02/10/fishery-management-council-warns-of-phishing-scam/0

Malaysia UMC East Asia & Pacific2019 September 17 https://www.malaysiakini.com/news/4922620

United StatesHIC North America 2019 October 14 http://www.spamfighter.com/News-22460-Hy-Vee-declares-card-data-hack-after-malware-infected-POS-devices.htm0

Russia UMC Europe & Central Asia2019 November 25 https://www.cybersecurityintelligence.com/blog/n-korean-hackers-are-targeting-india-4654.html0

United StatesHIC North America 2019 December 12 https://www.wfaa.com/article/news/hacker-says-pay-bitcoin-ransom-or-get-terminated-through-couples-ring-security-cameras/287-226c535c-c765-4b29-91b6-d849fb315e940

United StatesHIC North America 2018 February 9 http://7thspace.com/headlines/539955/phishing_e_mail_related_to_bnp_paribas.html0

United StatesHIC North America 2017 January 3 http://www.nextgov.com/cybersecurity/2017/01/hackers-target-european-security-watchdog-and-law-firms-medical-marijuana-database-breached/134257/0

United StatesHIC North America 2017 February 15 http://www.insurancejournal.com/news/southeast/2017/02/15/441892.htm0

United StatesHIC North America 2017 March 14 http://kjzz.org/content/440241/hackers-take-aim-arizona-cyber-warfare-range0

United StatesHIC North America 2017 March 29 http://www.vermontbiz.com/news/march/vdol-updates-joblink-data-breach0

United StatesHIC North America 2017 April 13 http://www.billboard.com/articles/business/7759690/utas-la-office-sidelined-by-malware-attack0

United StatesHIC North America 2017 September 1 http://www.beckershospitalreview.com/cybersecurity/kaleida-health-reports-2nd-phishing-attack-in-2-months.html0

United StatesHIC North America 2017 September 18 http://www.eastcountymagazine.org/comment/397840

United StatesHIC North America 2017 November 9 https://www.wired.com/story/how-mimikatz-became-go-to-hacker-tool/0

United StatesHIC North America 2017 November 21 https://www.law360.com/articles/987237 0

United StatesHIC North America 2018 July 5 https://www.tivi.fi/Kaikki_uutiset/karma-iski-suositussa-nettipelissa-huijanneet-asensivat-samalla-ikavan-haittaohjelman-6732141[1793262, 1792881, 1792857, 1796381, 1793610, 1795844, 1761653, 1790181, 1792909, 1767443, 1796194, 1764458, 1767441, 1759021, 1792959, 1798405, 1791094, 1792953, 1792915, 1795846, 1792298, 1764447, 1776052, 1769178, 1796380, 1798164, 1764453, 1801156, 1801458, 5063180, 1792879]['That  Fortnite  Cheating App Is Probably Hiding Malware', 'Cheating Fortnite players are flooding the internet with malware', 'Cheating at Fortnite will get your PC a malware infection', 'Karma struck: cheaters in a popular online game also installed nasty malware', 'Fortnite Scam: Instead of cheat and hack tools, there are Trojans and viruses', ' ‘ Fortnite cheaters get a lesson in karma via malware', 'Hackers are spreading fake versions of  Fortnite  for Android', 'Malware lures with Fortnite cheats', 'Fortnite cheaters got pwned by malware posing as an aimbot', 'Fake Fortnite Android Apps Are Appearing Filled With Malware', 'Fortnite Hacks Infect Player PCs', 'Dont download it ! Fake Fortnite app ends in malware … – Naked Security', 'Hackers are cashing in on the lack of Fortnite app for Android', 'Hackers are trying to trick people into downloading fake versions of  Fortnite  for Android', 'Don t touch that ‘ Fortnite cheating app unless you enjoy malware – BGR', '  Fortnite  Cheat for Free V - Bucks Co30

United StatesHIC North America 2017 February 20 http://www.isssource.com/hard-time-for-hacking-into-ga-pacific/0



United StatesHIC North America 2018 January 16 http://www.good4utah.com:80/news/student-hacks-into-schools-computer-system/9176055680

United StatesHIC North America 2018 June 12 http://www.darkreading.com/vulnerabilities---threats/new-hack-weaponizes-the-web-cache/d/d-id/13320270

United StatesHIC North America 2018 May 3 http://www.spamfighter.com/News-21530-Spy-Hack-Incident-of-Russia-Rocked-Because-Judge-Firm-Arms-Feds.htm0

United KingdomHIC Europe & Central Asia2018 July 2 https://www.loughboroughecho.net/news/local-news/travelodge-subscribers-hit-by-hack-148554950

United StatesHIC North America 2018 July 6 http://www.redwoodtimes.com/general-news/20180705/dhhs-warns-of-phishing-scam-targeting-humboldt-county-ebt-cardholders0

United StatesHIC North America 2018 October 25 https://www.tomshardware.com/news/hackers-force-call-duty-players-steal-cryptocurrency,37980.html0

United KingdomHIC Europe & Central Asia2018 December 20 https://www.hillingdontimes.co.uk/news/17309675.report-reveals-extent-of-cyber-attacks-on-hertfordshire-county-council/0

United KingdomHIC Europe & Central Asia2018 December 22 https://www.telegraph.co.uk/technology/2018/12/22/cyber-attacks-hitting-computers-webcams-every-five-minutes/0

United StatesHIC North America 2020 June 18 https://www.local10.com/news/local/2020/06/18/hackers-are-crashing-zoom-meetings-with-child-porn-attorney-general-says/0

United StatesHIC North America 2020 January 24 http://www.orlandosentinel.com/opinion/os-op-lauren-ritchie-joel-greenberg-computer-attack-20200124-45swbvoe7rdezndnonbhp2vl74-story.html0

Russia UMC Europe & Central Asia2020 June 15 https://www.cybersecurityintelligence.com/blog/nuclear-missile-contractor-hacked-5020.html0

New ZealandHIC East Asia & Pacific2020 June 16 https://www.nzherald.co.nz/business/news/article.cfm?c_id=3&objectid=123403070

United StatesHIC North America 2020 March 30 https://ryortho.com/breaking/ozark-orthopaedics-data-breach-exposes-over-15000-patients/0

Japan HIC East Asia & Pacific2020 September 30 https://www.zdnet.com/article/linkury-adware-caught-distributing-full-blown-malware/0

United StatesHIC North America 2020 August 6 https://techxplore.com/news/2020-08-year-old-format-macos-hack.html0

United StatesHIC North America 2021 August 30 https://www.crn.com/slide-shows/security/kaseya-ransomware-attack-has-led-to-a-windfall-for-threatlocker-ceo-danny-jenkins0

Zimbabwe LMC Sub-Saharan Africa2021 March 11 https://www.chronicle.co.zw/tm-supermarkets-loses-22-million-to-e-mail-hackers/0

Canada HIC North America 2021 March 3 https://www.chvnradio.com/articles/ransomware-attack-forces-manitoba-clinic-to-close0

United StatesHIC North America 2021 March 4 https://www.law360.com/articles/1361137/ny-regulator-fines-mortgage-lender-1-5m-over-data-breach0

Czech RepublicHIC Europe & Central Asia2022 June 9 https://www.seznamzpravy.cz/clanek/domaci-zivot-v-cesku-hackeri-chteji-po-rsd-desitky-milionu-za-odblokovani-pristupu-k-datum-2055430

Tunisia LMC Middle East & North Africa2022 April 29 https://www.realites.com.tn/2022/04/cybersecurite-industrielle-les-attaques-via-minage-spyware-et-scripts-malveillants-en-augmentation-en-2021/0

Spain HIC Europe & Central Asia2022 April 23 https://laflecha.net/han-aumentado-un-358-los-ataques-malware-respecto-a-2019/0

Germany HIC Europe & Central Asia2022 December 31 https://www.nwzonline.de/digitale-welt/hannover-phishing-krumme-shopping-touren-mit-kreditkarten-klonen_a_51,11,3294907164.html0

Sweden HIC Europe & Central Asia2022 March 4 https://www.gp.se/livsstil/f%C3%B6r%C3%A4ldrar-till-barn-med-diabetes-hackar-medicinsk-utrustning-1.670225900

Germany HIC Europe & Central Asia2022 April 9 https://www.netzwelt.de/news/202075-phishing-mail-fake-zoll-nachricht-zieht-euch-geld-tasche.html0

KyrgyzstanLMC Europe & Central Asia2022 August 25 https://www.tazabek.kg/news:1800727 0

Poland HIC Europe & Central Asia2022 April 8 https://www.wprost.pl/swiat/10681609/finskie-strony-rzadowe-zhakowane-przed-wystapieniem-zelenskiego.html0

Russia UMC Europe & Central Asia2022 February 10 https://www.securitylab.ru/news/529758.php0

South KoreaHIC East Asia & Pacific2022 April 4 http://news.kmib.co.kr/article/view.asp?arcid=0016938440&code=61121211&sid1=soc0

Mexico UMC Latin America & Caribbean2021 December 6 https://www.eluniversal.com.mx/estados/durazo-y-los-hackeos-de-terror0

Malaysia UMC East Asia & Pacific2021 April 9 https://www.sinarharian.com.my/article/132787/BERITA/Semasa/Pegawai-imigresen-bersekongkol-godam-sistem-direman0

Croatia HIC Europe & Central Asia2020 December 14 https://www.jutarnji.hr/vijesti/svijet/sad-potvrdio-hakerski-napad-na-tvrtku-cji-su-klijenti-najbogatije-kompanije-ured-predsjednika-150367050

Brazil UMC Latin America & Caribbean2020 September 30 https://canaltech.com.br/hacker/novo-malware-bancario-brasileiro-se-espalha-pela-asia-e-europa-172355/0

NetherlandsHIC Europe & Central Asia2020 July 2 https://nos.nl/artikel/2339264-twee-beruchte-drugssmokkelaars-opgepakt-na-hacken-cryptofoonaanbieder.html0

Russia UMC Europe & Central Asia2020 November 9 https://www.cnews.ru/news/line/2020-11-09_issledovanie_kazhdyj_tretij0

Mexico UMC Latin America & Caribbean2020 September 19 https://periodicocorreo.com.mx/pierde-japac-700-mil-pesos-por-hackeo/0

Russia UMC Europe & Central Asia2020 May 7 https://www.securitylab.ru/news/508118.php0

South KoreaHIC East Asia & Pacific2019 May 23 http://news.mt.co.kr/mtview.php?no=2019052308361035031&type=2&sec=society&pDepth2=Stotal&MSC_T0

South KoreaHIC East Asia & Pacific2019 April 16 http://www.headlinejeju.co.kr/?mod=news&act=articleView&idxno=3603160

Russia UMC Europe & Central Asia2019 May 24 http://www.dailycomm.ru/m/47406/ 0

Spain HIC Europe & Central Asia2018 March 9 https://www.efe.com/efe/espana/sociedad/seis-detenidos-por-piratear-canales-y-difundir-sus-contenidos-en-web-tv/10004-3547463[1478542, 1478546, 1478548, 1478543, 1478544]['Six arrested for hacking channels and broadcasting their content on Web TV - Spain', 'Six arrested for hacking channels and broadcasting their content on Web TV', 'Six arrested for hacking audiovisual content with a decoder | Culture', 'Six arrested for hacking channels and broadcasting their content on Web TV - Galicia - La Región', 'Six arrested for hacking channels and spreading their content on Web TV | Society']4

Russia UMC Europe & Central Asia2019 May 1 https://nmgazeta.ru/mir-trud-spam-prazdnichnye-kartinki-v-whatsapp-massovo-vzlamyvajut-bankovskie-karty/0

Indonesia LMC East Asia & Pacific2018 November 23 https://www.viva.co.id/digital/digilife/1096917-hacker-sukses-kuras-rp14-miliar-uang-kripto-lewat-duplikasi-sim-card0

Italy HIC Europe & Central Asia2018 October 5 http://www.adnkronos.com/magazine/cybernews/2018/10/05/nel-mirino-hacker_Hv3pm0e4ScaEZXKISc8uXI.html0

Austria HIC Europe & Central Asia2018 January 13 http://www.computerwelt.at/news/detail/artikel/125955-hackerangriff-auf-behoerde-um-kryptogeld-zu-gewinnen/0

Germany HIC Europe & Central Asia2018 July 11 https://www.netzwelt.de/betrugswarnungen/163876-volksbank-phishing-warnung-e-mails-datensicherung.html0

Ukraine LMC Europe & Central Asia2018 May 16 http://news.liga.net/world/news/wp-nazvala-podozrevaemogo-v-masshtabnoy-utechke-dannyh-tsru-2017-go0

Finland HIC Europe & Central Asia2018 July 24 https://www.is.fi/digitoday/tietoturva/art-2000005767670.html0

Russia UMC Europe & Central Asia2017 March 16 http://comandir.com/2017/03/16/61687-moshenniki-ispolzuyut-fishing-dlya-razblokirovki-vorovannyx-iphone.html0

Ivory CoastLMC Sub-Saharan Africa2017 April 19 http://koaci.com/cote-divoire-millions-donnees-volees-piratage-informatique-selon-microsoft-afrique-108508.html0

United StatesHIC North America 2017 April 5 https://it.notizie.yahoo.com/cyber-attacchi-anche-le-stampanti-nel-mirino-degli-142612210.html0

Mexico UMC Latin America & Caribbean2017 May 16 http://entrelineas.com.mx/local/alertan-de-nuevo-hackeo-a-traves-de-llamadas-telmex/0

Latvia HIC Europe & Central Asia2017 March 23 http://www.lsm.lv/lv/raksts/latvija/zinas/hakeri-no-indijas-uzbruk-latvijas-flizu-veikalam-un-divreiz-izdzes-ta-datus.a229497/0

India LMC South Asia 2017 May 27 http://naidunia.jagran.com/madhya-pradesh/indore-atm-hacked-money-was-withdrawn-from-the-account-caught-by-car-number-11728160

South KoreaHIC East Asia & Pacific2017 September 28 http://news.jtbc.joins.com/html/570/NB11528570.html0



Russia UMC Europe & Central Asia2017 May 19 http://perm.rbc.ru/perm/freenews/591eeb909a794724a28d2d660

France HIC Europe & Central Asia2017 February 24 http://www.numerama.com/tech/235841-une-campagne-de-phishing-cible-les-joueurs-en-se-faisant-passer-pour-razer.html0

United StatesHIC North America 2021 April 27 https://www.kxly.com/4-news-now-investigation-data-breach-that-impacted-was-unemployed-also-hit-cities-schools-and-hospitals/0

Germany HIC Europe & Central Asia2021 May 10 https://www.finanznachrichten.de/nachrichten-2021-05/52825986-canadian-dollar-higher-as-oil-prices-rise-on-fuel-pipeline-cyber-attack-020.htm0

Canada HIC North America 2021 May 17 https://www.itworldcanada.com/article/hashtag-trending-may-17-2021-twitter-subscription-service-remote-worker-engagement-ireland-health-services-ransomware-attack/4474040

Bulgaria UMC Europe & Central Asia2019 August 16 https://www.novinite.com/articles/199370/The+NRA+Hack+Defendants+Will+Bring+a+Suit+against+Bulgaria+in+Strasbourg[4670993, 4680834]['The NRA Hack Defendants Will Bring a Suit against Bulgaria in Strasbourg - Novinite . com', 'Bulgaria | Evening news: Idea for 15 years in prison for hacking, the fine for the breach in the NRA will be in the millions']1

India LMC South Asia 2021 July 27 https://tech.hindustantimes.com/tech/news/microsoft-windows-users-warned-of-lemonduck-malware-threat-here-s-how-to-stop-attack-71627357270276.html[4145256, 3419538, 3421410, 3414998, 3412919, 3419722, 3414370, 3420708, 3417215, 3418751, 3416157, 3415000, 3415006, 3415008, 3418585]['Windows and Linux Attacked by Selfish Malware That Drives Out Competitors', 'Microsoft Reveals Enhanced LemonDuck Malware Targeting Windows and Linux', 'LemonDuck Shows Malware Can Evolve , Putting Linux and Microsoft at Risk', 'New crypto malware targeting Windows , Linux systems : Microsoft', 'Lemon Duck malware isnt done harassing Windows and Linux', 'Check Point Software warns of basic actions against LemonDuck malware', 'Crypto Mining Malware LemonDuck Targets Windows PCs , India on Hitlist Too', 'Microsoft warns against dangerous malware that affects both Windows and Linux', 'Microsoft warns of evolved LemonDuck malware targeting Windows and Linux machines', 'LemonDuck is a new crypto - mining malware targeting Windows and Linux systems', 'Microsoft warns of new types of malware for Windows and Linux', 'New Crypto Malware Targeting Windows , Linux Systems : Microsoft', 'Microsoft issues warning against cryptocurrency malware  LemonDuck  ', '  LemonDuck : New crypto malware targeting Windows , Linux sy14

India LMC South Asia 2021 July 26 https://www.thehindubusinessline.com/money-and-banking/mcx-data-breach-no-charges-against-former-md/article35542859.ece0

United StatesHIC North America 2022 August 23 https://phandroid.com/2022/08/22/researchers-discover-new-malware-campaign-that-is-harder-to-detect/0

United KingdomHIC Europe & Central Asia2022 September 15 https://www.techradar.com/news/fbi-warns-hackers-are-stealing-healthcare-payments0

Ireland HIC Europe & Central Asia2022 April 19 https://www.thesun.ie/tech/8672900/apple-warning-iphone-attack-hacks-single-click/0

United StatesHIC North America 2022 May 18 https://markets.businessinsider.com/news/currencies/nearly-5505-ether-or-10m-of-the-625m-ronin-exploit-are-on-the-move-10314711570

United KingdomHIC Europe & Central Asia2019 April 25 https://www.information-age.com/cyber-attacks-malwarebytes-cybercrime-report-123481980/0

United StatesHIC North America 2022 December 30 https://markets.businessinsider.com/news/currencies/fbi-investigating-3commas-data-breach-10319942010

United StatesHIC North America 2017 July 10 https://qz.com/1024930/bitcoin-malware-an-italian-banks-server-was-hijacked-to-mine-bitcoin-says-darktrace/0

United StatesHIC North America 2022 April 7 https://www.foxnews.com/us/russian-hackers-foiled-as-fbi-disrupts-botnet-schumer-reveals-timeline-for-ketanji-brown-jackson-scotus-vote0

United KingdomHIC Europe & Central Asia2019 June 21 https://www.scmagazineuk.com/waterbug-apt-group-hacked-apt-carry-attacks/article/15884110

United StatesHIC North America 2019 July 1 https://www.newsweek.com/oneplus-7-pro-messages-push-notifications-hacking-security-china-smartphones-14468600

United StatesHIC North America 2019 September 11 http://www.spamfighter.com/News-22403-Around-14-million-customers-impacted-by-Hostinger-data-breach.htm0

United StatesHIC North America 2019 October 31 https://www.scmagazine.com/home/security-news/apts-cyberespionage/apt-41-using-messagetap-malware-to-gather-sms-traffic/0

United StatesHIC North America 2019 October 16 https://www.prweb.com/releases/efficientip_report_reveals_financial_services_organizations_suffer_1_3m_cyber_attacks/prweb16632739.htm0

United KingdomHIC Europe & Central Asia2019 September 23 https://www.infosecurity-magazine.com:443/news/thinkful-resets-passwords-breach/0

United StatesHIC North America 2019 January 8 https://www.asicentral.com/news/newsletters/promogram/january-2019/discountmugscom-acknowledges-data-breach/0

United KingdomHIC Europe & Central Asia2021 August 23 https://www.pinknews.co.uk/2021/08/23/phishing-scam-lgbt-paypal/0

United KingdomHIC Europe & Central Asia2021 August 23 https://www.itpro.co.uk/software/linux/360665/hackers-target-outdated-versions-of-linux-in-the-cloud0

United StatesHIC North America 2017 January 14 http://www.infoworld.com/article/3157420/microsoft-windows/adobe-acrobat-reader-dc-security-update-installs-chrome-spyware.html0

United StatesHIC North America 2017 February 1 http://www.pressofatlanticcity.com/news/breaking/millville-investigating-email-hacking/article_0d301be6-338a-5502-8471-df2b877f59c1.html0

Malaysia UMC East Asia & Pacific2017 February 15 http://www.thestar.com.my/tech/tech-news/2017/02/15/hong-kong-police-struggle-to-stop-brokerage-hacking-spree/0

Israel HIC Middle East & North Africa2020 August 23 https://unitedwithisrael.org/israeli-expert-exposes-massive-cyber-attack-on-us-european-targets/[2665398, 2669570, 2670711]['Israeli Expert Exposes Massive Cyber Attack on US , European Targets | The Jewish Press - JewishPress . com | TPS / Tazpit News Agency | 1 Elul 5780 – August 20 , 2020', 'Israeli Expert Exposes Massive Cyber Attack on US , European Targets', 'Hackers Attack Israel Defence Sector']2

United StatesHIC North America 2017 July 24 https://www.consumeraffairs.com/news/data-breach-reported-at-atlantis-paradise-island-resort-072417.html0

United StatesHIC North America 2017 August 31 http://www.healthcareitnews.com/news/hackers-breach-new-yorks-largest-provider-phishing-attacks0

United StatesHIC North America 2017 September 30 https://bravenewcoin.com/news/crypto-wallets-remain-at-risk-from-phone-hacks/0

Canada HIC North America 2017 June 14 http://www.calgarysun.com/2017/06/13/hackers-mining-data-from-hundreds-of-thousands-of-albertans-every-year-privacy-boss0

United StatesHIC North America 2018 February 4 http://tspr.org/post/keokuk-data-breach-results-stolen-city-employee-information0

United StatesHIC North America 2018 April 12 http://www.4-traders.com/FIREEYE-INC-14325709/news/FireEye-Hackers-Deliver-NetSupport-Manager-RAT-via-Fake-Software-Updates-26328823/0

United StatesHIC North America 2018 May 26 http://iot.sys-con.com/node/3010581 0

United StatesHIC North America 2018 April 19 http://www.lidtime.com/facebook-s-data-breach-affects-310000-australians-7954/0

China UMC East Asia & Pacific2018 April 25 https://www.fudzilla.com/news/mobile/46135-apple-hacker-outfit-hacked0

United KingdomHIC Europe & Central Asia2018 July 14 https://www.theregister.co.uk/2018/07/14/security_roundup_july_13/0

United KingdomHIC Europe & Central Asia2018 October 30 http://www.irishnews.com/news/2018/10/30/news/son-of-couple-murdered-by-the-uvf-hits-out-at-latest-data-breach-1472395/0

United StatesHIC North America 2018 October 1 https://bitcoinschannel.com/crowd-machine-hacking-case-two-suspects-arrested-in-oklahoma-%e2%80%a2-live-bitcoin-news/0

Canada HIC North America 2018 September 18 https://www.cbc.ca/news/canada/nova-scotia/von-website-hacked-ransomware-person-information-1.48286720

Cyprus HIC Europe & Central Asia2018 November 8 https://financefeeds.com/trojans-targeting-crypto-exchanges-cryptomining-malware-among-top-cyber-threats-switzerland/0

United StatesHIC North America 2018 November 30 https://www.roanoke.com/news/local/christiansburg/christiansburg-offers-free-credit-monitoring-after-data-breach/article_4c2685e9-a03f-559e-aba5-b670df2fef65.html0

United KingdomHIC Europe & Central Asia2020 June 16 https://www.gazettelive.co.uk/news/teesside-news/hackers-target-redcar-childrens-charity-184339440

United StatesHIC North America 2020 February 14 http://www.digitaljournal.com/business/international-education-institute-involved-in-major-data-breach/article/5671060

United StatesHIC North America 2020 March 10 https://www.bicycleretailer.com/industry-news/2020/03/09/khs-back-normal-more-secure-after-hacking-blamed-russians0

United StatesHIC North America 2020 July 29 https://www.defenseone.com/news/2020/07/the-d-brief-july-29-2020/167294/0

United Arab EmiratesHIC Middle East & North Africa2020 April 7 https://www.thenational.ae/business/technology/uae-s-federal-entities-witness-11-jump-in-cyber-attack-attempts-in-march-1.10030420

United StatesHIC North America 2021 December 15 https://www.bignewsnetwork.com/news/271952581/notorious-hellokitty-hackers-tracked-to-unexpected-country0

United StatesHIC North America 2020 September 21 https://www.wsj.com/articles/cyber-daily-former-head-of-fraud-detection-startup-ns8-arrested-on-fraud-charges-iranian-hackers-subvert-whatsapp-telegram-security-116006939660

Ukraine LMC Europe & Central Asia2020 October 21 https://www.unian.info/politics/cybersecurity-ukraine-wants-more-pressure-on-russia-for-cyber-attacks-11188922.html0

India LMC South Asia 2021 January 27 https://www.bankinfosecurity.in/australian-financial-regulator-hit-by-data-breach-a-158590

South KoreaHIC East Asia & Pacific2022 January 28 http://www.nspna.com/news/?mode=view&newsid=5523470

UzbekistanLMC Europe & Central Asia2022 August 3 https://nuz.uz/proishestvie/1250804-grabiteli-davr-banka-prosto-vzlomali-ego-elektronnuyu-sistemu-i-perechislili-sebe-15-milliardov-sumov.html0



South KoreaHIC East Asia & Pacific2022 June 9 http://www.busan.com/view/busan/view.php?code=20220609095933615600

South KoreaHIC East Asia & Pacific2020 May 14 https://news.chosun.com/site/data/html_dir/2020/05/14/2020051403300.html[2502152, 2511409, 2511412, 2505414, 2503247, 2511413, 4204377]['Information on Emergency Disaster Aid Beware of Voice Phishing', 'X Oh Jeong-yeon, who impersonated me until yesterday, angered by voice phishing - Kookmin Daily', 'Oh Jung-yeon, angry at a new voice phishing impersonation... evil among evils', '[Seoul Newspaper] Beware of voice phishing under the guise of COVID-19 Emergency Disaster Support Fund', 'Rise in voice phishing in line with the payment of emergency disaster relief funds', 'Oh Jung-yeon shares her experience of a new type of voice phishing impersonation, I hope she pays the penalty', "Receiving donations from grandmothers through Yoon Mi-hyang's account... A new type of voice phishing"]6

Spain HIC Europe & Central Asia2022 May 11 https://www.20minutos.es/tecnologia/ciberseguridad/sanidad-alerta-de-llamadas-que-se-hacen-pasar-por-atencion-al-ciudadano-con-un-fraude-similar-al-phishing-4998354/0

Germany HIC Europe & Central Asia2022 October 28 https://www.faz.net/aktuell/wirtschaft/unternehmen/hacker-angriff-auf-kupferhuette-aurubis-18422176.html0

NetherlandsHIC Europe & Central Asia2022 December 15 https://nieuws.nl/algemeen/20221215/tientallen-aanbieders-van-cyberaanvallen-uit-de-lucht-gehaald/0

Armenia UMC Europe & Central Asia2022 March 11 https://www.armenpress.am/arm/news/1077691/0

Russia UMC Europe & Central Asia2021 December 11 https://tass.ru/obschestvo/13175135 0

Sweden HIC Europe & Central Asia2021 January 25 https://www.svt.se/nyheter/lokalt/smaland/gjorde-privata-sokningar-i-journaler-atalas-for-dataintrang0

Russia UMC Europe & Central Asia2021 May 26 https://www.securitylab.ru/news/520599.php0

SwitzerlandHIC Europe & Central Asia2021 November 5 https://www.pctipp.ch/news/sicherheit/ncsc-warnt-kleinanzeigen-phishing-versuchen-2710577.html0

South KoreaHIC East Asia & Pacific2021 July 15 http://news.kmib.co.kr/article/view.asp?arcid=0016059804&code=61121111&sid1=soc0

Argentina UMC Latin America & Caribbean2021 December 31 https://www.diarioelnorte.com.ar/identificaron-un-malware-en-el-gestor-de-contrasenas-del-navegador/0

France HIC Europe & Central Asia2021 July 19 https://www.phonandroid.com/apple-pfizer-mercedes-des-hackers-ont-vole-les-donnees-confidentielles-des-grandes-marques-via-leurs-avocats.html0

Russia UMC Europe & Central Asia2021 May 18 https://ria.ru/20210518/khaker-1732794489.html0

Algeria LMC Middle East & North Africa2021 December 12 http://www.itmag-dz.com/2013/12/10/derniere-revelation-de-snowden-la-nsa-a-installe-des-logiciels-malveillants-sur-50-000-reseaux/0

Germany HIC Europe & Central Asia2020 September 4 https://www.heise.de/news/Kurz-informiert-Abgas-Skandal-GCHQ-Hacking-Start-Ups-iOS14-4885692.html0

BangladeshLMC South Asia 2020 January 14 http://www.dainikamadershomoy.com/post/2365110

France HIC Europe & Central Asia2020 December 15 https://www.mag-securs.com/news/id/41137/les-achats-immobiliers-nouvelle-cible-des-pirates-informatiques.aspx0

Finland HIC Europe & Central Asia2020 March 18 https://www.iltalehti.fi/digiuutiset/a/6ab1693c-224a-4ebb-badd-ea076095bb350

Paraguay UMC Latin America & Caribbean2020 April 28 https://www.hoy.com.py/nacionales/padres-del-dante-alighieri-esperan-dar-con-responsables-de-hackeo-a-plataforma-educativa-virtual0

NetherlandsHIC Europe & Central Asia2020 April 28 https://www.nu.nl/tech/6047807/medewerker-omstreden-hackbedrijf-nso-gebruikte-spionagesoftware-prive.html0

Belgium HIC Europe & Central Asia2020 November 28 https://kw.be/nieuws/criminaliteit/12-west-vlaamse-gemeenten-laten-zich-hacken-door-studenten/article-normal-476619.html0

South KoreaHIC East Asia & Pacific2020 February 17 https://www.hankookilbo.com/News/Read/202002171616750410?did=PA&dtype=3&dtypecode=42290

Indonesia LMC East Asia & Pacific2020 October 4 https://republika.co.id/berita/qhlv9j7617000/penipu-digital-gunakan-media-ternama-untuk-phising0

Ukraine LMC Europe & Central Asia2020 July 8 https://gazeta.ua/ru/articles/np/_haker-prodaval-informaciyu-s-ogranichennym-dostupom/9736440

Armenia UMC Europe & Central Asia2020 July 1 https://golosarmenii.am/article/89413/policiya-gotovit-materialy-otnositelno-vzloma-sajta-%c2%abgolosa-armenii%c2%bb0

Ukraine LMC Europe & Central Asia2019 September 7 http://internetua.com/neizvestnyi-haker-v-pryamom-efire-sovershil-ataku-na-servisy-po-vsemu-miru0

Russia UMC Europe & Central Asia2019 April 9 https://tass.ru/proisshestviya/6313621 0

Russia UMC Europe & Central Asia2019 January 21 https://www.vrn.kp.ru/online/news/3361384/0

South KoreaHIC East Asia & Pacific2019 February 20 http://www.etnews.com/20190219000219?mc=em_005_000010

Vietnam LMC East Asia & Pacific2018 June 13 http://vov.vn/cong-nghe/hon-1500-su-co-tan-cong-mang-vao-viet-nam-774220.vov0

Finland HIC Europe & Central Asia2018 January 2 https://www.tivi.fi/Kaikki_uutiset/piraatit-sotapolulla-tietomurto-syytoksia-kavalluksista-kayttajilla-syyta-pelkoon-66945560

Iraq UMC Middle East & North Africa2018 August 16 https://n.annabaa.org/news31946 0

Germany HIC Europe & Central Asia2018 July 5 https://www.heise.de/newsticker/meldung/Israelische-Soldaten-ueber-WM-Apps-aus-dem-Play-Store-gehackt-4100548.html0

Brazil UMC Latin America & Caribbean2017 January 6 http://www.otempo.com.br/interessa/tecnologia-e-games/hackers-invadem-e-tiram-site-do-uol-do-ar-1.14198210

Russia UMC Europe & Central Asia2017 February 20 http://www.cnews.ru/news/top/2017-02-20_populyarnyj_otel_zaplatil_vykup_hakeramvymogatelyam0

Germany HIC Europe & Central Asia2017 November 17 https://www.heise.de/ix/heft/Banditensicher-3866495.html0

NetherlandsHIC Europe & Central Asia2017 January 14 https://www.nrc.nl/nieuws/2017/01/13/russische-poging-tot-hack-van-ovv-6202180-a15412570

United KingdomHIC Europe & Central Asia2021 November 23 https://www.telegraph.co.uk/news/2021/11/23/british-hacker-should-extradited-us-alleged-role-35m-crypto/0

United StatesHIC North America 2021 April 21 https://www.hostreview.com/news/210421-every-fifth-corporate-network-faced-a-cryptomining-malware-attack-in-20200

Australia HIC East Asia & Pacific2022 June 24 https://www.itnews.com.au/news/qld-gov-proposes-mandatory-data-breach-reporting-for-agencies-5818150

United StatesHIC North America 2021 May 4 https://www.naturalnews.com/2021-05-04-facebook-expects-more-scraping-incidents.html0

United StatesHIC North America 2022 June 10 https://www.nbclosangeles.com/news/business/money-report/job-cuts-hit-cybersecurity-industry-despite-surging-growth-from-ransomware-attacks/2914048/0

United StatesHIC North America 2022 July 6 https://www.pcgamer.com/government-developer-leaves-database-credentials-on-an-old-blog-post-potentially-causing-the-largest-data-hack-in-history/0

Singapore HIC East Asia & Pacific2022 January 7 https://www.asiaone.com/singapore/og-department-store-customers-personal-details-leaked-data-breach0

United StatesHIC North America 2022 September 14 https://www.scmagazine.com/news/ransomware/powershell-used-by-irans-cobalt-mirage-in-june-ransomware-attack0

United StatesHIC North America 2022 September 6 https://www.jdsupra.com/legalnews/gateway-diagnostic-imaging-reports-data-8354553/0

United StatesHIC North America 2022 March 24 https://www.krem.com/article/news/health/spokane-regional-health-district-another-data-breach/293-2af1a1ff-9177-4397-8e2a-4064900b30d70

Finland HIC Europe & Central Asia2022 September 12 https://yle.fi/news/3-12619887 0

United StatesHIC North America 2022 October 20 https://www.oc-breeze.com/2022/10/19/219959_snap-scam-alerts-ebt-card-skimming-and-phishing-scams/0

United StatesHIC North America 2022 November 14 https://www.databreaches.net/hong-kong-regulator-issues-investigative-report-on-2021-fotomax-ransomware-incident/0

Canada HIC North America 2022 November 9 https://www.itworldcanada.com/post/researchers-uncover-cloud9-a-new-botnet-for-phishing-on-google-chrome0

Nigeria LMC Sub-Saharan Africa2022 December 14 https://tribuneonlineng.com/5g-migration-police-warn-of-possible-phishing-cyber-attacks/0

United StatesHIC North America 2022 December 27 https://wvrecord.com/stories/637903682-wvu-medical-employees-sue-after-ransomware-attack-caused-improper-payroll-payments0

Canada HIC North America 2019 February 21 https://pembinavalleyonline.com/local/hacking-attempts-continue-to-impact-local-economy0



United StatesHIC North America 2019 June 15 https://www.nbc-2.com/story/40654528/chinese-spies-stole-nsa-hacking-tools-report-finds0

United StatesHIC North America 2019 May 23 http://www.spamfighter.com/News-22206-Employees-Dependents-and-Beneficiaries-affected-by-Data-Breach-on-Bodybuilding.htm0

United KingdomHIC Europe & Central Asia2021 July 19 https://www.lawgazette.co.uk/law/data-breach-claimants-lose-bid-for-anonymity-in-court/5109283.article0

United StatesHIC North America 2019 July 11 https://www.atg.wa.gov/news/news-releases/attorney-general-ferguson-s-investigation-premera-data-breach-results-premera0

United StatesHIC North America 2019 July 2 https://www.scmagazine.com/home/security-news/ransomware/the-u-s-virgin-island-police-department-was-hit-with-a-ransomware-attack-in-april-that-targeted-servers-housing-internal-affairs-records-and-citizen-complaints/0

United StatesHIC North America 2019 February 9 https://mynews4.com/news/local/city-of-reno-involved-in-5000-phishing-scam0

Israel HIC Middle East & North Africa2019 August 23 https://www.middleeasteye.net/news/israeli-spyware-used-foreign-states-target-dissidents-lgbtq-citizens-report0

South KoreaHIC East Asia & Pacific2018 September 4 http://www.yonhapnews.co.kr/bulletin/2018/09/04/0200000000AKR20180904043400054.HTML[1971429, 1971425, 1971431]['Money stolen through voice phishing delivered to organization 2 high school students booked :: Sympathy News News News Agency ::', 'Voice phishing caught even high school students involved in earning big money during vacation', 'The trap of high-paying part-time job … Two high school students participating in voice phishing - The Herald Business']2

United KingdomHIC Europe & Central Asia2019 August 26 https://www.theregister.co.uk/2019/08/26/security_roundup/0

United StatesHIC North America 2019 August 31 https://www.foxbusiness.com/personal-finance/russell-stover-chocolates-latest-in-data-breach-what-customers-need-to-know0

United KingdomHIC Europe & Central Asia2019 September 3 https://www.mirror.co.uk/money/hackers-who-cloned-thousands-mobile-193379380

United StatesHIC North America 2019 October 8 https://www.law360.com/articles/12072660

United StatesHIC North America 2019 October 16 https://www.wrcbtv.com/story/41192078/bbb-warning-consumers-of-fake-calendar-invite-phishing-scam0

United StatesHIC North America 2019 November 7 https://dailycampus.com/stories/2019/11/7/chegg-data-breach-causes-uptick-in-student-admin-attacks0

India LMC South Asia 2019 November 26 http://articles.economictimes.indiatimes.com/tech/internet/69-indian-companies-at-risk-of-data-breach/articleshow/72233989.cms0

United StatesHIC North America 2019 December 11 https://www.genomeweb.com/business-news/bio-rad-shares-dip-following-cyber-attack0

United StatesHIC North America 2019 January 8 http://www.spamfighter.com/News-21968-Cloud-hosting-facilitator-Data-Resolution-struggling-to-regain-after-ransomware-attack.htm0

United StatesHIC North America 2017 January 14 http://www.idahostatesman.com/news/business/biz-columns-blogs/article126484784.html0

Australia HIC East Asia & Pacific2017 March 10 http://www.cso.com.au/article/615729/danes-targeted-by-malware-spread-through-dropbox/0

BangladeshLMC South Asia 2017 April 19 http://dev.thedailystar.net/business/banking/cybercriminal-lazarus-group-hacked-bangladesh-bank-13935220

United StatesHIC North America 2017 June 3 http://www.komando.com/happening-now/402999/massive-data-breach-hits-popular-national-retailer0

United StatesHIC North America 2017 July 3 http://www.santafenewmexican.com/news/malware-targeting-developing-countries/article_92acb228-901e-5879-8d1e-8ba85e4daf07.html0

United StatesHIC North America 2017 October 10 http://www.azcentral.com/story/news/local/phoenix-breaking/2017/10/10/meetkumar-desai-sentenced-cyber-attack-nearly-crashed-phoenix-area-911-systems/751478001/0

Australia HIC East Asia & Pacific2017 December 19 https://www.australasianlawyer.com.au/news/social-engineering-hacks-scam-qld-law-firms-out-of-millions-245081.aspx0

United KingdomHIC Europe & Central Asia2017 November 3 http://www.ibtimes.co.uk/corrupt-barclays-banker-jailed-helping-launder-16m-eastern-european-hackers-16458260

Uganda LIC Sub-Saharan Africa2018 June 3 http://pctechmag.com/2011/01/mark-zuckerbergs-facebook-fan-page-hacked/0

United KingdomHIC Europe & Central Asia2018 March 26 http://www.supplychaindigital.com/technology/supply-chain-cyber-attacks-200-20170

United StatesHIC North America 2018 May 1 https://www.zdnet.com/article/this-malware-checks-your-system-temperature-to-sidestep-sandboxing/0

Pakistan LMC South Asia 2018 October 29 https://dunyanews.tv/en/Crime/464200-Hackers-steal-$5-mln-from-SBP0

Australia HIC East Asia & Pacific2018 July 11 https://www.dailytelegraph.com.au/technology/afp-probes-cyber-attack-on-aviation-id-australia-amid-concerns-for-airport-security/news-story/8286e4a2e640594dcdcbe73689aee7c1?nk=2e15d64f64d9195ae951fd0f031f633f-15313465840

United StatesHIC North America 2020 May 20 https://threatpost.com/alleged-hacker-behind-massive-collection-1-data-dump-arrested/155915/0

Russia UMC Europe & Central Asia2020 June 23 https://www.bleepingcomputer.com/news/security/fxmsp-hackers-made-15m-selling-access-to-corporate-networks/0

United StatesHIC North America 2020 March 1 https://www.independentsentinel.com/crazy-story-associates-of-dem-katie-hill-hacked-dem-rivals-to-help-her-win/0

United StatesHIC North America 2020 March 3 https://www.rtands.com/news/railworks-reports-data-breach/0

United StatesHIC North America 2020 July 22 https://mashable.com/article/police-warning-protesters-face-masks-coronavirus-facial-recognition/0

PhilippinesLMC East Asia & Pacific2021 December 20 https://mb.com.ph/2021/12/20/defensor-says-bdo-hackers-to-face-economic-sabotage-charge/0

Israel HIC Middle East & North Africa2021 December 30 https://www.timesofisrael.com/cyber-authority-warns-israelis-of-widely-distributed-whatsapp-message-hack/0

Australia HIC East Asia & Pacific2020 September 1 https://www.geelongadvertiser.com.au/news/crime-court/ear-hack-accused-kept-in-custody-on-leopold-aggravated-burglary-charges/news-story/86dadc31d6eaec180ac816cc6e480ee0?nk=d5c2bb7255eadde69e5e80ca6d4a1e7e-15989510340

United KingdomHIC Europe & Central Asia2020 September 2 http://www.wrexham.com/news/warning-as-names-of-councillors-used-for-spear-phishing-email-scam-192253.html0

United StatesHIC North America 2021 February 22 https://www.csoonline.com/article/3608374/new-york-issues-cyber-insurance-framework-as-ransomware-solarwinds-costs-mount.html0

United StatesHIC North America 2021 September 29 https://www.govinfosecurity.com/mental-health-clinic-notifies-patients-6-months-after-hack-a-176420

United StatesHIC North America 2021 October 22 https://www.law360.com/articles/14332520

United StatesHIC North America 2021 March 26 https://www.crn.com/news/security/fed-breach-disclosure-rule-planned-after-solarwinds-hack-report0

South KoreaHIC East Asia & Pacific2022 February 20 https://www.donga.com/news/Society/article/all/20220220/111937597/10

Israel HIC Middle East & North Africa2022 June 6 https://www.pc.co.il/editorial/%D7%94%D7%A0%D7%9E%D7%A8-%D7%91%D7%93%D7%A8%D7%9B%D7%99%D7%9D/364163/0

Russia UMC Europe & Central Asia2022 March 1 https://runews24.ru:443/saint-petersburg/01/03/2022/7f1de2s91e6cff9ac629fff3e0f7e18e0

France HIC Europe & Central Asia2022 June 26 https://www.phonandroid.com/lcl-et-ameli-pirates-google-ferme-android-auto-le-recap-de-la-semaine.html0

Russia UMC Europe & Central Asia2022 June 17 https://www.gazeta.ru/politics/news/2022/06/17/17952386.shtml0

Ukraine LMC Europe & Central Asia2022 January 13 https://tech.liga.net/ukraine/novosti/v-ukraine-zablokirovali-servis-dlya-hakerov-on-pomogal-im-sovershat-kiberataki0

France HIC Europe & Central Asia2022 September 20 https://www.bfmtv.com/crypto/ethereum/the-merge-un-premier-piratage-a-eu-lieu-sur-ethereum-pow_AV-202209200259.html0

South KoreaHIC East Asia & Pacific2022 February 25 https://zdnet.co.kr/view/?no=202202250958050

Russia UMC Europe & Central Asia2022 March 15 https://www.securitylab.ru/news/530594.php0

Czech RepublicHIC Europe & Central Asia2022 December 16 https://www.irozhlas.cz/zpravy-domov/ustav-jaderneho-vyzkumu-blokace-data-unik-hackeri-vyderaci-ransomware_2212160500_pik0

Spain HIC Europe & Central Asia2022 April 18 https://www.facua.org/es/noticia.php?Id=180540

France HIC Europe & Central Asia2022 September 12 https://www.numerama.com/cyberguerre/1100960-1-500-cartes-didentite-et-passeports-francais-sont-en-vente-sur-des-forums-de-hackers.html0



Serbia UMC Europe & Central Asia2022 March 18 https://www.benchmark.rs/vesti/ovaj_novi_ransomware_preti_da_ce_obrisati_kompletan_windows_sa_racunara_ako_njegova_zrtva_ne_plati_trazeni_iznos-909680

Ukraine LMC Europe & Central Asia2021 August 19 http://www.profi-forex.org/birzhi/kriptovalyuty/entry1008318822.html0

Canada HIC North America 2021 August 25 https://www.fm93.com/nouvelles/faits-divers/418754/vols-didentites-de-personnalites-plus-de-500-personnes-auraient-ete-piratees-par-un-informaticien-de-quebec0

Spain HIC Europe & Central Asia2021 January 28 https://www.genbeta.com/seguridad/bbva-investiga-nuevo-ataque-phishing-que-llega-sms-avisa-supuesta-suspension-cuenta-bancaria0

Russia UMC Europe & Central Asia2021 September 3 https://www.inopressa.ru/article/03Sep2021/tagesanzeiger/kljuschin.html0

Russia UMC Europe & Central Asia2021 January 5 https://overclockers.ru/blog/Nacvark/show/45764/sluchai-vzlomov-telegram-akkauntov-uchastilis0

Russia UMC Europe & Central Asia2021 September 4 https://pln-pskov.ru/society/424302.html 0

South KoreaHIC East Asia & Pacific2021 September 19 https://www.donga.com/news/Society/article/all/20210919/109325020/10

Vietnam LMC East Asia & Pacific2021 February 5 https://www.tin247.com/ma-doc-bien-the-lua-dao-truc-tuyen-qua-dien-thoai-gia-tang-dip-tet-10-28288298.html0

United StatesHIC North America 2021 April 2 https://www.crhoy.com/tecnologia/compania-costarricense-de-telecomunicaciones-atacada-por-ransomware-avaddon/0

Vietnam LMC East Asia & Pacific2021 September 15 https://thanhnien.vn/the-gioi/bao-dong-phan-mem-gian-diep-1449506.html0

Germany HIC Europe & Central Asia2021 October 7 https://www.faz.net/aktuell/politik/bundestagswahl/verfassungsschutz-warnt-vor-cyberangriffen-auf-abgeordnete-17572782.html0

Ukraine LMC Europe & Central Asia2020 April 13 https://espreso.tv/news/2020/04/13/na_servisy_kmda_zdiysnyuyutsya_masovi_khakerski_ataky0

NetherlandsHIC Europe & Central Asia2020 February 6 https://nos.nl/artikel/2321798-privacywaakhond-meer-ernstige-datalekken-gemeld-ook-vaker-ransomware.html0

Mexico UMC Latin America & Caribbean2020 August 1 http://www.zocalo.com.mx/new_site/articulo/hackean-cuentas-y-roban-sueldos-de-trabajadores-en-saltillo0

Slovenia HIC Europe & Central Asia2020 June 14 http://www.demokracija.si/fokus/novi-objavljeni-dokumenti-hekerske-skupine-dcleaks-razkrivajo-kako-je-zloglasni-george-soros-rusil-jansevo-vlado.html0

Spain HIC Europe & Central Asia2020 June 9 https://www.lavanguardia.com/tecnologia/20200609/481697889864/suplantan-pagina-web-ministerio-sanidad-phishing.html0

Germany HIC Europe & Central Asia2020 August 28 https://www.heise.de/news/CCC-hackt-digitale-Corona-Liste-mit-87-000-Eintraegen-4881198.html0

NetherlandsHIC Europe & Central Asia2020 May 29 https://www.nu.nl/tech/6054556/twee-maanden-cel-geeist-tegen-hacker-die-geld-vroeg-om-datalek-te-dichten.html0

Japan HIC East Asia & Pacific2020 August 13 https://japan.zdnet.com/article/35158085/0

Italy HIC Europe & Central Asia2020 August 29 https://www.tuttomercatoweb.com/serie-a/messi-addio-al-barcellona-il-sito-del-cruzeiro-viene-i-hackerato-i-e-annuncia-l-acquisto-della-i-pulga-i-14261860

Germany HIC Europe & Central Asia2019 June 2 https://winfuture.de/news,109258.html 0

Iran LMC Middle East & North Africa2019 September 29 https://www.balatarin.com/permlink/2019/9/28/51780170

Russia UMC Europe & Central Asia2019 November 10 https://it.sputniknews.com/italia/201911108281593-virus-maze-finge-essere-lagenzia-delle-entrate-ma-e-un-ransomware/0

SwitzerlandHIC Europe & Central Asia2019 July 22 https://www.24heures.ch/high-tech/hard-software/Piratee-la-tele-espionne-le-salon/story/142622630

South KoreaHIC East Asia & Pacific2019 October 4 http://moneys.mt.co.kr/news/mwView.php?no=2019100409098042695&code=&MGSFN0

Turkey UMC Europe & Central Asia2019 July 22 https://donanimgunlugu.com/apple-google-facebook-ve-microsoft-casus-yazilim-ile-calkalaniyor-2160020

Ukraine LMC Europe & Central Asia2019 March 22 https://telegraf.com.ua/ukraina/politika/4928364-rossiyskie-hakeryi-rassyilali-feykovyie-pisma-pro-avakova.html0

Austria HIC Europe & Central Asia2019 February 27 https://www.krone.at/1872677 0

France HIC Europe & Central Asia2019 October 17 https://www.20minutes.fr/high-tech/2630239-20191017-cyberescroquerie-pirates-font-passer-paypal-arnaquer-internautes0

United StatesHIC North America 2019 March 21 https://thehill.com/homenews/state-watch/435218-oregon-state-agency-suffers-breach-potentially-exposing-personal-data[4409305, 4412294, 4401009, 4002096, 4002125, 4403076, 4406525, 4002206, 4409374, 4400799, 4400995, 4003183, 4409332, 4002107, 4400777, 4400803, 4400763, 4411310, 4400842, 4400775, 4400756, 4403071, 4406583, 4400809, 4400804, 4400762, 4410866, 4002159, 4406562, 4403089, 4400848, 4409290, 4002111, 4400931, 4406542, 4403091, 4400797, 4400857, 4400992, 4002112, 4002202, 4409303, 4002113]['Patients Sue UConn Health over Data Breach Caused by Phishing Attack', 'New London woman brings lawsuit against UConn Health for data breach', 'Oregon DHS staff fall for phishing scheme , affecting data of 350 , 000', 'Oregon state agency suffers data breach , potentially exposing personal information', 'Oregon Dept . of Human Services confirms data breach', 'Email phishing scheme snags DHS accounts', 'Phishing attack exposes 350 , 000 Oregon resident medical information', 'Oregon DHS reveals data breach of more than 350 , 000 client data', 'Phishing scheme sent to more than 400 state workers', 'Oregon DHS reports data breach', 'SALEM : Human Services notifies public of data breach', '2 Million Emails of 350K+ Clients Possibly Exposed in Oregon DHS Data Breach', 'Phishing incident gets Oregon . gov emails blacklisted by Microsoft , again', 'Oregon Department of Human Services confirms data breach', 'Oregon DHS data breach may have exposed private data of 350K people', 'DHS data breach in January compromised42

BangladeshLMC South Asia 2019 March 27 http://www.risingbd.com/economics-news/2930660

Germany HIC Europe & Central Asia2018 August 7 https://www.tagesspiegel.de/weltspiegel/sechs-wochen-nach-wannacry-neue-cyber-attacke-legt-dutzende-firmen-lahm-deutsche-unternehmen-betroffen/19987890.html0

KazakhstanUMC Europe & Central Asia2018 September 20 https://forbes.kz/news/2018/09/20/newsid_1822050

Italy HIC Europe & Central Asia2018 March 23 https://fai.informazione.it/daiblog/102058CA-2E2B-4AB9-A6F3-7B934FE64596/PROSEGUE-LO-SCANDALO-SULLA-VIOLAZIONE-DEI-DATI-DEGLI-UTENTI0

Armenia UMC Europe & Central Asia2018 December 15 https://www.lragir.am/2018/12/15/404055/0

Thailand UMC East Asia & Pacific2018 May 21 http://www.thairath.co.th/content/12870820

Ukraine LMC Europe & Central Asia2018 March 24 http://internetua.com/haker-sterli-bazu-dannh-mongodb-i-ostavili-trebovanie-o-vkupe-vsego-za-13-sekund0

Germany HIC Europe & Central Asia2018 July 23 http://www.spiegel.de/netzwelt/netzpolitik/crowdstrike-studie-zu-hackerangriffen-software-updates-als-unterschaetzte-gefahr-a-1219684.html0

Honduras LMC Latin America & Caribbean2018 May 18 http://www.proceso.hn/actualidad/7-actualidad/conatel-alerta-a-hondurenos-por-phishing-o-robo-de-identidad-cibernetica.html0

Russia UMC Europe & Central Asia2018 July 31 http://runews24.ru/internet/31/07/2018/1a5efa0882c4322ee369410702be231c0

SwitzerlandHIC Europe & Central Asia2017 March 2 http://www.lenouvelliste.ch/articles/suisse/piratage-informatique-dans-une-entreprise-bernoise-12-million-de-francs-detournes-6426160

Poland HIC Europe & Central Asia2017 June 2 http://radio.opole.pl/100,199757,wyludzanie-metoda-na-prezesa-w-opolskich-firmach0

France HIC Europe & Central Asia2017 April 10 http://www.itrmobiles.com/index.php/articles/168282/attaque-phishing-effigie-tech-data.html0

Italy HIC Europe & Central Asia2017 July 26 http://bari.repubblica.it/cronaca/2017/07/26/news/baridigitale_l_app_del_comune_fuori_uso_per_attacco_hacker_ma_i_dati_degli_utenti_sono_al_sicuro_-171693515/0

United StatesHIC North America 2017 July 31 http://www.diariolasamericas.com/america-latina/hackean-pagina-web-del-cne-y-dejan-mensaje-contra-el-fraude-la-constituyente-n41281760

Austria HIC Europe & Central Asia2017 September 10 http://derstandard.at/2000063850369/Hack-143-Millionen-US-Amerikanern-droht-Identitaetsdiebstahl0

Mexico UMC Latin America & Caribbean2017 August 8 http://eleconomista.com.mx/finanzas-personales/2017/08/07/alertan-sobre-nuevo-caso-phishing-vez-banamex0

Denmark HIC Europe & Central Asia2017 May 29 http://www.jv.dk/kolding/Efter-hackerangreb-Boern-bliver-hentet-som-normalt-tirsdag/artikel/25101800

Belarus UMC Europe & Central Asia2017 December 8 https://telegraf.by/2017/12/375206-za-masshtabnoi-kiberatakoi-badrabbit-stoit-rossiiskaya-struktura-smi0

Spain HIC Europe & Central Asia2017 January 11 http://www.itespresso.es/made-in-america-buzzfeed-hackers-primera-conferencia-trump-160193.html0

Ukraine LMC Europe & Central Asia2017 January 29 https://politeka.net/401480-rossiyskie-voennye-ekspluatiruyut-ukrzaliznytsyu/0

United StatesHIC North America 2021 March 17 https://dailygazette.com/2021/03/17/ransomware-attack-hits-public-safety-network-for-saratoga-albany-rensselaer-counties/0

United StatesHIC North America 2021 June 5 https://www.mynews13.com/fl/orlando/news/2021/06/04/uf-health--no-patient-records-compromised-after-cyber-attack0

United StatesHIC North America 2022 July 28 https://www.darkreading.com/cloud/patch-now-atlassian-confluence-bug-active-exploit0



United StatesHIC North America 2022 July 28 https://healthitsecurity.com/news/iot-malware-attack-volume-up-123-in-healthcare0

India LMC South Asia 2019 July 26 https://inc42.com/features/how-maharashtras-cooperative-banks-are-fighting-back-against-hackers/0

South KoreaHIC East Asia & Pacific2022 October 17 https://www.news1.kr/articles/?4834720[3842161, 3842162]['KakaoTalk installation file text mail … Malware distribution warning', 'File Name KakaoTalk Update Warning ... Phishing']1

United KingdomHIC Europe & Central Asia2022 August 23 https://www.computing.co.uk/news/4055107/phishing-campaign-preying-hotels-travel-firms0

United KingdomHIC Europe & Central Asia2022 September 14 https://www.computing.co.uk/news/4056324/hackers-breach-fishpig-servers-add-backdoors0

United StatesHIC North America 2022 September 1 https://www.scmagazine.com/analysis/email-security/credential-phishing-attack-targeted-16000-emails-at-nonprofit-agency0

United StatesHIC North America 2022 September 7 https://healthitsecurity.com/news/additional-orgs-report-aftermath-of-onetouchpoint-data-breach0

Australia HIC East Asia & Pacific2022 October 13 https://www.itwire.com/business-it-news/security/uber-hack-draws-attention-from-security-firm.html0

Bermuda HIC North America 2022 March 21 https://www.royalgazette.com/general/news/article/20220321/post-offices-new-shipping-service-back-online-after-it-was-hacked-by-fraudsters/0

BangladeshLMC South Asia 2022 October 16 https://www.thedailystar.net/tech-startup/news/somoy-tv-youtube-channel-hacked-31442410

United KingdomHIC Europe & Central Asia2022 April 17 https://www.techradar.com/news/the-inside-story-of-the-infamous-solarwinds-hack0

United StatesHIC North America 2022 May 6 https://www.law360.com/articles/14906930

United KingdomHIC Europe & Central Asia2022 October 27 https://www.theguardian.com/australia-news/2022/oct/28/morning-mail-debate-over-medibank-hack-ransom-fresh-climate-crisis-warning-dutton-attacks-budget0

Hong Kong 2022 December 4 http://7thspace.com/headlines/1973764/man_charged_for_participation_in_lockbit_global_ransomware_campaign.html0

United StatesHIC North America 2022 December 12 https://www.business2community.com/crypto-news/hackers-just-stole-6-9-million-from-this-defi-protocol-heres-the-story-025861790

Canada HIC North America 2019 February 3 http://www.thewave.ca/news/596959486/integrity-commissioner-reviews-data-breach0

Canada HIC North America 2020 August 12 https://www.manitobacooperator.ca/farm-it-manitoba/data-hackers-coming-to-a-farm-near-you/0

United StatesHIC North America 2019 February 6 https://moguldom.com/178258/british-hacker-jailed-for-crashing-liberias-internet-following-cyber-attack/0

United StatesHIC North America 2019 October 24 https://www.king5.com/article/news/local/tukwila-phishing-scam/281-93fa03b2-5d69-42fe-aea3-3550de16ea510

United StatesHIC North America 2019 December 18 https://www.wsj.com/articles/cyber-daily-hackers-threaten-to-leak-documents-senate-considers-school-cyber-probe-coalfire-bought-by-private-equity-funds-115766771210

United StatesHIC North America 2019 December 21 https://995qyk.com/2019/12/20/the-latest-data-breach-a-popular-gas-chain-in-tampa-bay/0

United StatesHIC North America 2019 May 29 https://www.wbal.com/article/391701/3/van-hollen-and-umbc-expert-talk-about-next-steps-after-cyber-attack-on-baltimore-city0

United StatesHIC North America 2017 January 23 http://www.healthitoutcomes.com/doc/anthem-data-breach-has-been-tied-to-foreign-government-00010

Canada HIC North America 2017 February 10 http://www.merrittherald.com/hack-leak-set-sour-tone-legislature/0

United StatesHIC North America 2017 February 16 http://www.statesman.com/news/local/txdot-data-breach-resulted-release-some-employee-info/BpUprEbVxB2McGKZhintHO/0

United StatesHIC North America 2017 February 17 http://www.esecurityplanet.com/network-security/74-percent-of-companies-that-suffer-a-data-breach-dont-know-how-it-happened.html0

United StatesHIC North America 2017 August 24 http://thevarguy.com/security/security-central-chicago-voter-info-leaked-fortune-500-fails-phishing-fight0

United KingdomHIC Europe & Central Asia2017 August 2 https://www.out-law.com/en/articles/2017/july/french-watchdog-fines-hertz-for-data-breach/0

Belgium HIC Europe & Central Asia2017 October 17 http://www.paneuropeannetworks.com/science-technology/websites-hacked-to-generate-crypto-cash/0

United KingdomHIC Europe & Central Asia2017 December 7 http://www.ibtimes.co.uk/us-jail-inmates-processed-by-hand-following-massive-ransomware-attack-16505640

United StatesHIC North America 2018 May 24 https://www.washingtonpost.com/local/dc-politics/dc-government-data-breach-exposed-nurses-social-security-numbers/2018/05/24/1c63a278-5f62-11e8-a4a4-c070ef53f315_story.html0

India LMC South Asia 2018 March 26 http://www.freepressjournal.in/headlines/data-breach-controversy-has-congress-party-deleted-its-app/12446720

India LMC South Asia 2018 April 6 http://www.business-standard.com/article/news-ani/cambridge-analytica-spain-initiates-probe-into-data-breach-case-118040600078_1.html0

United StatesHIC North America 2018 April 7 http://www.southcoasttoday.com/news/20180407/susan-pawlak-seaman-facing-another-hack-attack0

United StatesHIC North America 2018 June 26 http://augustafreepress.com/connolly-requests-opm-update-on-2015-data-breach/0

United StatesHIC North America 2018 June 13 https://www.law360.com/articles/10530800

United StatesHIC North America 2018 May 16 https://threatpost.com/phishing-campaign-targeted-top-officials-with-surveillance-ware-tools/131994/0

United StatesHIC North America 2018 May 22 https://www.law360.com/articles/10452680

United StatesHIC North America 2018 October 27 https://www.politicususa.com/2018/10/27/russian-hackers-are-causing-chaos-with-foreign-power-grids.html0

United StatesHIC North America 2018 November 12 https://threatpost.com/malware-laced-app-lurked-on-google-play-for-a-year/139015/0

India LMC South Asia 2018 October 4 https://www.heraldgoa.in/Goa/Hacking-bids-threaten-Goamiles/137036.html0

United StatesHIC North America 2018 October 2 https://wkuherald.com/news/phishing-emails-target-faculty-and-staff/article_9b0dcad4-c5bc-11e8-8a2d-c3ac11d5e76e.html0

United StatesHIC North America 2020 January 9 https://www.ajc.com/news/local/dunwoody-becomes-latest-metro-atlanta-government-hit-cyber-attack/qOkA94zDf9jZuxchATbFuN/0

United StatesHIC North America 2020 May 29 https://www.darkreading.com/vulnerabilities---threats/github-supply-chain-attack-uses-octopus-scanner-malware/d/d-id/13379430

United StatesHIC North America 2020 February 12 https://www.washingtonexaminer.com/news/wake-up-call-secretive-cia-report-to-obama-revealed-2016-russia-hacks0

Australia HIC East Asia & Pacific2020 June 29 https://www.gizmodo.com.au/2020/06/lion-beers-ransomware-attack/0

Singapore HIC East Asia & Pacific2020 July 29 https://www.asiaone.com/china/hong-kong-police-arrest-five-phishing-gang-stole-data-2-billion-people0

Taiwan 2020 May 4 https://www.taiwannews.com.tw/en/news/39278690

United StatesHIC North America 2020 August 7 https://www.wateronline.com/doc/nsa-foreign-hackers-are-targeting-water-infrastructure-00010

United StatesHIC North America 2021 December 17 https://www.wshu.org/long-island-news/2021-12-17/a-cyber-attack-may-have-exposed-information-of-thousands-of-suffolk-county-first-responders0

United StatesHIC North America 2020 November 30 https://www.bankinfosecurity.com/return-to-office-phishing-emails-aim-to-steal-credentials-a-154740

United Arab EmiratesHIC Middle East & North Africa2020 June 21 https://www.thenational.ae/world/europe/uk-teams-with-gulf-countries-to-deter-iranian-cyber-attacks-1.10368360

Thailand UMC East Asia & Pacific2020 December 16 https://www.bangkokpost.com/thailand/general/2035267/dozens-cry-foul-after-falling-victim-to-phishing-scam0

Qatar HIC Middle East & North Africa2021 September 17 https://menafn.com/1102811914/Zero-click-hack-all-you-need-to-know-about-Israeli-firms-Pegasus-spyware-targeting-Apple-devices&source=220

United StatesHIC North America 2021 October 5 http://www.itechpost.com/articles/107229/20211005/wordpress-linux-users-danger-new-malware-major-warning-signs-capoae.htm0



Estonia HIC Europe & Central Asia2021 October 25 https://news.err.ee/1608381647/ria-september-s-190-cyber-attacks-highest-monthly-total-this-year-so-far0

Singapore HIC East Asia & Pacific2021 March 5 https://sbr.com.sg/aviation/news/data-580000-sia-customers-compromised-in-cyber-attack0

Iraq UMC Middle East & North Africa2022 August 17 http://www.altaakhipress.com/viewart.php?art=1450270

Mexico UMC Latin America & Caribbean2022 July 14 https://diariodelistmo.com/nacional/farmaceuticas-de-mexico-con-intentos-de-hackeo-buscan-robar-formula-contra-covid-19/502071610

Bosnia and HerzegovinaUMC Europe & Central Asia2022 September 7 https://www.vecernji.ba/vijesti/hakeri-u-bih-napadaju-pojedince-i-institucije-brisu-im-stranice-kradu-podatke-i-novac-16151560

Brazil UMC Latin America & Caribbean2022 June 20 https://www.bitmag.com.br/nao-tem-folga-nem-no-escritorio-hackers-ligados-a-china-exploram-o-microsoft-office/0

Norway HIC Europe & Central Asia2022 July 7 https://www.dagbladet.no/nyheter/bruk-brevdue-neste-gang/765363960

Germany HIC Europe & Central Asia2022 August 31 https://www.faz.net/aktuell/wirtschaft/unternehmen/hacker-und-spione-kosten-unternehmen-203-milliarden-18282166.html0

Indonesia LMC East Asia & Pacific2022 March 24 https://surabaya.kompas.com/read/2022/03/24/140329278/website-dan-akun-youtube-diretas-pemkot-malang-kehilangan-subscriber-dan0

Taiwan 2022 October 14 https://www.ithome.com.tw:443/news/1536390

Russia UMC Europe & Central Asia2022 October 24 https://ura.news/news/1052597675 0

Serbia UMC Europe & Central Asia2022 May 27 https://www.blic.rs/vesti/svet/izgleda-da-je-mnogo-ljudi-danas-propustilo-let-dok-su-cekali-svoj-avion-sokirao-ih-je/rj9t2980

France HIC Europe & Central Asia2022 May 2 https://www.phonandroid.com/des-hackers-russes-se-font-passer-pour-des-diplomates-pour-pirater-des-ambassades.html0

Syria LIC Middle East & North Africa2022 March 25 https://eldorar.com/node/1186093 0

Indonesia LMC East Asia & Pacific2022 September 12 https://www.lampost.co/berita-4-website-opd-bandar-lampung-diserang-hacker.html0

Italy HIC Europe & Central Asia2022 May 17 https://www.corriere.it/tecnologia/22_maggio_17/conti-gruppo-hacker-filorussi-che-sembra-un-azienda-centinaia-dipendenti-stipendi-10mila-dollari-c553359e-d5bd-11ec-883e-7f5d8e6c8bf0.shtml0

Belgium HIC Europe & Central Asia2022 May 19 https://www.sudinfo.be/id463054/article/2022-05-19/les-pirates-de-vivalia-menacent-de-divulguer-les-donnees-patients-le-26-mai0

France HIC Europe & Central Asia2022 December 6 https://www.tomsguide.fr/chrome-des-pirates-sattaquent-encore-au-navigateur-mettez-le-vite-a-jour/0

France HIC Europe & Central Asia2022 June 7 https://securite.developpez.com/actu/334124/Anonymous-affirme-avoir-pirate-un-site-Web-educatif-chinois-pour-commemorer-le-massacre-de-Tiananmen-le-groupe-demande-a-Pekin-d-en-faire-plus-pour-mettre-fin-a-la-guerre-en-Ukraine/0

Japan HIC East Asia & Pacific2022 April 20 https://japan.zdnet.com/article/35186543/0

LuxembourgHIC Europe & Central Asia2022 January 27 http://www.lessentiel.lu/fr/luxembourg/story/150207600

Finland HIC Europe & Central Asia2022 February 16 https://svenska.yle.fi/a/7-10013027 0

Italy HIC Europe & Central Asia2022 September 9 https://www.punto-informatico.it/scoperta-campagna-spionaggio-malware-android/0

Indonesia LMC East Asia & Pacific2021 November 15 https://www.merdeka.com/uang/ombudsman-kaget-ada-peretasan-sistem-tes-cpns-2021-dengan-modus-remote-access.html0

Indonesia LMC East Asia & Pacific2021 November 16 https://waspada.co.id/2021/11/kabid-humas-minta-maaf-akun-twitter-polda-sumut-kena-hack/0

Germany HIC Europe & Central Asia2021 October 28 https://www.swr.de/swraktuell/baden-wuerttemberg/ermittler-identifizieren-mutmasslichen-revil-drahtzieher-100.html0

Indonesia LMC East Asia & Pacific2021 April 16 https://www.antaranews.com/berita/2104386/bpkn-ri-meminta-facebook-jelaskan-ke-publik-soal-peretasan0

Iran LMC Middle East & North Africa2021 July 13 https://www.radiofarda.com/a/iranian-hackers-impersonated-academics-at-london-university/31356607.html0

Japan HIC East Asia & Pacific2021 March 4 https://www.asahi.com/articles/ASP343CR2P32UTIL026.html0

NetherlandsHIC Europe & Central Asia2020 January 27 https://www.bladna.nl/marokkaanse-hackers-chaos-spanje,28698.html0

Brazil UMC Latin America & Caribbean2020 August 25 https://www.meionorte.com/noticias/tecnologia/malwares-pre-instalados-roubam-dados-de-usuarios-3959280

Russia UMC Europe & Central Asia2020 February 21 http://rosinvest.com/novosti/1406096 0

Hungary HIC Europe & Central Asia2020 September 11 https://hvg.hu/tudomany/20200911_bitcoin_penztarca_hackerek0

South KoreaHIC East Asia & Pacific2020 March 24 http://biz.heraldcorp.com/view.php?ud=202003240006790

South KoreaHIC East Asia & Pacific2019 October 18 http://news.chosun.com/site/data/html_dir/2019/10/18/2019101801659.html0

Serbia UMC Europe & Central Asia2019 October 1 https://www.dnevnik.rs/drustvo/korisnici-interneta-u-srbiji-sve-cesca-meta-hakerskih-napada-01-10-20190

Slovenia HIC Europe & Central Asia2018 September 11 https://www.racunalniske-novice.com/novice/dogodki-in-obvestila/uporabniki-applovih-racunalnikov-pod-napadom-vohunskega-programa.html0

South KoreaHIC East Asia & Pacific2019 July 19 http://www.etoday.co.kr/news/section/newsview.php?idxno=17787160

Italy HIC Europe & Central Asia2018 September 11 https://notizie.tiscali.it/economia/articoli/malware-finte-app-ingannare-utenti-ios/0

Qatar HIC Middle East & North Africa2018 March 21 http://www.al-watan.com/news-details/id/1279260

Brazil UMC Latin America & Caribbean2018 March 17 http://tecnologia.uol.com.br/noticias/redacao/2018/03/17/e-o-seu-celular-cinco-milhoes-de-androids-foram-vendidos-com-malware.htm0

Russia UMC Europe & Central Asia2018 May 10 https://govoritmoskva.ru/news/159843/ 0

Russia UMC Europe & Central Asia2018 October 15 https://life.ru/t/%D1%82%D0%B5%D1%85%D0%BD%D0%BE%D0%BB%D0%BE%D0%B3%D0%B8%D0%B8/1161031/khakiery_dvazhdy_za_miesiats_obchistili_kazino_na_500_0000

Indonesia LMC East Asia & Pacific2018 November 19 http://elshinta.com/news/161369/2018/11/19/bssn-terjadi-1436-juta-serangan-siber0

South KoreaHIC East Asia & Pacific2018 June 29 http://it.chosun.com/site/data/html_dir/2018/06/28/2018062803491.html0

South KoreaHIC East Asia & Pacific2018 March 22 http://www.koreatimes.com/article/20180321/11685010

Russia UMC Europe & Central Asia2017 January 24 http://izvestia.ru/news/659594 0

Spain HIC Europe & Central Asia2017 March 8 http://www.lasprovincias.es/sociedad/mundo-viral/201703/06/hackean-gigantesca-pantalla-publicitaria-20170306145646.html0

South KoreaHIC East Asia & Pacific2017 September 9 http://news.joins.com/article/21920781 0

Russia UMC Europe & Central Asia2021 May 24 https://www.securitylab.ru/news/520488.php[3298517, 3297623]['Vulnerabilities in smart sockets allow home network to be hacked', 'Smart Plug Users BEWARE : Hackers Can Use Them to SNEAK Into Your Home Network']1

Russia UMC Europe & Central Asia2017 March 20 https://rueconomics.ru/234692-mcdonalds-dopustil-globalnuyu-utechku-dannyh-v-indii0

Mexico UMC Latin America & Caribbean2017 August 17 http://www.ejecentral.com.mx/snowden-ve-mexico-como-blanco-de-hackeo-electoral/0

Russia UMC Europe & Central Asia2017 November 29 http://runews24.ru/internet/29/11/2017/ea68f3fad76d7d3e18dc55a1cfe579b70

United StatesHIC North America 2021 June 29 https://www.superiortelegram.com/news/education/7092503-Records-show-some-UW-institutions-used-software-UW-officials-say-was-compromised-by-Russian-hackers0

United KingdomHIC Europe & Central Asia2022 August 26 https://www.itpro.co.uk/security/368903/altice-reportedly-hit-by-hive-ransomware-attack0



United StatesHIC North America 2022 January 12 https://www.washingtonpost.com/dc-md-va/2022/01/12/maryland-cyberattack-ransomware/0

United StatesHIC North America 2022 October 6 https://www.nextgov.com/cybersecurity/2022/10/gao-communication-breakdowns-hurt-otherwise-positive-view-federal-ransomware-support/378066/0

United StatesHIC North America 2022 February 4 https://www.americanbar.org/groups/health_law/section-news/2022/february/pue-ric/0

United KingdomHIC Europe & Central Asia2022 August 31 https://www.bbc.com/news/uk-england-gloucestershire-627235470

United StatesHIC North America 2022 March 10 https://thefederalist.com/2022/03/10/exclusive-special-counsels-office-is-investigating-the-2016-dnc-server-hack/0

United StatesHIC North America 2022 September 13 http://www.itechpost.com/articles/113769/20220912/apple-releases-patch-cve-2022-32917-exploit-affecting-iphones-macs.htm0

PhilippinesLMC East Asia & Pacific2022 April 13 https://newsinfo.inquirer.net/1582383/fwd-nbi-to-file-raps-against-smartmatic-employee-linked-to-data-breach0

Canada HIC North America 2022 April 20 https://www.bnnbloomberg.ca/private-eye-pleads-guilty-in-probe-of-vast-hedge-fund-hack-1.17545540

United StatesHIC North America 2022 November 8 https://longisland.news12.com/connecticut-to-receive-886k-from-2012-experian-data-breach-settlement0

NetherlandsHIC Europe & Central Asia2022 December 6 https://www.smn-news.com/index.php/st-maarten-st-martin-news/41952-exclusive-cyber-attack-attempted-on-gebe-server-updated.html0

Australia HIC East Asia & Pacific2019 February 5 https://www.computerworld.com.au/article/657117/1100-serious-cyber-attacks-against-government-networks-over-three-years/0

United StatesHIC North America 2019 June 15 https://www.kyma.com/news/fbi-assists-prime-care-in-investigating-april-data-breach/10864222560

United StatesHIC North America 2021 June 30 https://www.montgomerynews.com/perkasienewsherald/news/penn-foundation-says-ransom-not-paid-in-ransomware-attack-no-indication-that-patient-client-information/article_ff73319e-d90a-11eb-bb4e-434f1203569e.html0

Russia UMC Europe & Central Asia2020 January 14 https://sputniknews.com/world/202001141078037309-us-house-democrats-to-look-into-reports-of-russia-hacking-burisma---congressman/0

United KingdomHIC Europe & Central Asia2020 July 23 https://www.infosecurity-magazine.com/news/florida-tax-office-blames-data/0

Indonesia LMC East Asia & Pacific2019 January 17 http://www.news24xx.com/read/news/13696/This-20-year-old-man-confessed-that-he-was-the-man-behind-the-massive-cyber-attack-that-hit-people-in-Germany0

Russia UMC Europe & Central Asia2019 August 12 https://www.securityweek.com/cloud-atlas-cyberspies-use-polymorphic-malware-government-attacks0

Canada HIC North America 2019 September 5 https://www.thewesternstar.com/news/local/memorial-university-students-are-target-of-phishing-possible-job-scam-348632/0

Australia HIC East Asia & Pacific2019 September 18 https://www.smh.com.au/money/super-and-retirement/compensation-pledge-as-funds-tighten-security-after-data-hack-claims-20190918-p52spb.html0

Ireland HIC Europe & Central Asia2018 April 12 https://www.irishmirror.ie/news/irish-news/supervalu-customers-warned-look-out-123493530

United StatesHIC North America 2017 February 8 http://www.post-gazette.com/local/region/2017/02/08/Extradited-hacker-pleads-guilty-to-scamming-Delmont-company-Sharon-schools/stories/2017020801870

United StatesHIC North America 2017 May 18 http://www.wlbz2.com/news/local/brewer-school-system-still-dealing-with-effects-of-recent-cyber-hack/4405418010

United StatesHIC North America 2017 July 7 http://www.themountainpress.com/hack-affects-city-s-emergency-services/article_21d45607-5913-5cba-a12f-8f8cae9a29e4.html0

Virgin IslandsHIC Latin America & Caribbean2017 July 18 http://www.virginislandsdailynews.com/opinion/police-brass-downplaying-of-data-breach-raises-suspicion-and-fear/article_840828e5-ffc2-54cc-beb6-76c1aaa9a867.html0

United Arab EmiratesHIC Middle East & North Africa2017 August 27 http://www.itp.net/614206-hackers-target-government-and-business-leaders-on-holidays0

United StatesHIC North America 2017 November 1 http://www.healthcareitnews.com/news/malware-lurking-outlook-invites-dragonfly-set-attack0

United StatesHIC North America 2017 October 13 http://www.nola.com/northshore/index.ssf/2017/10/bogalusa_hospital_patients_not.html0

United StatesHIC North America 2017 May 31 http://www.inklingsnews.com/news/2017/05/31/google-phishing-scam-hits-staples/0

Canada HIC North America 2017 December 18 http://cornwallfreenews.com/2017/12/18/eohu-gets-hacked-under-dr-paul-roumeliotis-watch-121817/0

United StatesHIC North America 2017 June 28 http://adage.com/article/digital/madison-avenue-wpp-ransom-hack/309600/0

United KingdomHIC Europe & Central Asia2017 August 29 http://www.ibtimes.co.uk/zazzle-breach-thousands-user-accounts-possibly-compromised-after-hackers-brute-force-passwords-16370630

United StatesHIC North America 2018 February 12 https://www.accessnow.org/cyber-attacks-increasing-civil-society-azerbaijan-ahead-election/0

United StatesHIC North America 2018 June 13 https://www.scmagazine.com/elmcroft-senior-living-suffers-data-breach-patient-pii-exposed/article/773108/0

United KingdomHIC Europe & Central Asia2018 July 20 https://www.belfastlive.co.uk/news/belfast-news/police-taking-data-breach-allegations-149337600

United StatesHIC North America 2018 July 26 https://www.coindesk.com/google-yanked-metamask-from-the-chrome-store-left-a-phishing-scam-up/0

United StatesHIC North America 2020 May 7 https://www.kfyrtv.com/content/news/DCN-hacked-by-national-ransomware-gang-customers-not-affected-570249721.html0

United StatesHIC North America 2020 January 22 https://www.union-bulletin.com/news/education/walla-walla-university-restoring-network-after-december-cyber-attack/article_a7383c4c-b04c-5b9b-9a99-d780943377c4.html0

United StatesHIC North America 2020 January 24 https://www.timesunion.com/business/article/Airport-enlists-cyber-security-experts-in-14999558.php0

United StatesHIC North America 2020 July 18 http://www.homelandsecuritynewswire.com/dr20200717-face-masks-facial-recognition-national-cyber-director-hacking-covid19-researchers-and-more0

PhilippinesLMC East Asia & Pacific2021 December 16 https://www.sunstar.com.ph/article/1916031/manila/local-news/bank-identifies-6-people-behind-fictitious-account-in-hacking-incident0

United KingdomHIC Europe & Central Asia2021 July 30 https://www.neweurope.eu/article/eu-cybersecurity-agency-says-hackers-target-suppliers-code/0

Russia UMC Europe & Central Asia2021 August 10 https://www.bleepingcomputer.com/news/security/crytek-confirms-egregor-ransomware-attack-customer-data-theft/0

United StatesHIC North America 2020 November 19 https://www.progressiverailroading.com/security/news/STM-wraps-up-cyber-attack-investigation--621110

Hong Kong 2021 February 17 https://www.thestandard.com.hk/section-news/section/4/227610/ive-staffer-charged-over-police-hack0

United KingdomHIC Europe & Central Asia2021 February 9 https://www.itpro.co.uk/security/malware/358568/security-researchers-link-new-malware-to-chinese-government-hackers0

United StatesHIC North America 2021 January 22 https://www.scmagazine.com/home/security-news/apts-cyberespionage/hackers-hijacked-cloud-accounts-of-high-tech-and-aviation-firms-hid-in-systems-for-years/0

United StatesHIC North America 2021 September 24 https://www.newsday.com/business/king-kullen-hacked-breach-debit-credit-card-electronic-grocer-1.503709080

Australia HIC East Asia & Pacific2021 March 16 https://www.abc.net.au/news/2021-03-17/aged-care-resident-scammed-out-of-bond-in-375000-email-hack/132263620

United StatesHIC North America 2021 March 26 https://www.msn.com/en-us/news/crime/cyprus-man-extradited-sentenced-for-computer-fraud-including-hacking-arizona-based-website/ar-BB1f0pQw0

Spain HIC Europe & Central Asia2022 October 15 https://www.infodefensa.com/texto-diario/mostrar/3926022/eeuu-evalua-cambiar-militares-destacados-salvador-mexico-hackeo-guacamaya0

Germany HIC Europe & Central Asia2022 March 19 https://winfuture.de/news,128678.html 0

Indonesia LMC East Asia & Pacific2022 May 13 https://www.liputan6.com/tekno/read/4961095/microsoft-security-blokir-lebih-dari-96-miliar-ancaman-malware-pada-20210

AzerbaijanUMC Europe & Central Asia2022 January 13 https://news.day.az/hitech/1426222.html 0

Russia UMC Europe & Central Asia2022 June 30 https://www.cnews.ru/news/top/2022-06-30_hakery_stali_massovo_trudoustrivatsya0

South KoreaHIC East Asia & Pacific2022 January 17 https://zdnet.co.kr/view/?no=202201171113070



Bosnia and HerzegovinaUMC Europe & Central Asia2022 September 5 https://hayat.ba/odgodeno-sudenje-za-drzavni-udar-u-crnoj-gori-zbog-hakerskog-napada/751667/0

Austria HIC Europe & Central Asia2022 July 3 https://www.derstandard.at/consent/tcf/story/2000137114674/hackerangriff-auf-kaernten-daten-wurden-offenbar-verkauft0

Russia UMC Europe & Central Asia2022 February 26 https://www.securitylab.ru/news/530338.php0

Mexico UMC Latin America & Caribbean2022 April 22 https://www.ejecentral.com.mx/diputados-del-prd-denuncian-hackeo-de-su-cuenta-de-twitter/0

Ukraine LMC Europe & Central Asia2021 August 12 https://24tv.ua/ukrayina-30-2007-pidgotovka-do-yevro-2012-kiberataka-estoniyi_n17085230

Belgium HIC Europe & Central Asia2021 December 22 https://www.gva.be/cnt/dmf20211222_937073960

Russia UMC Europe & Central Asia2021 September 24 https://www.kommersant.ru/doc/5005552 0

Russia UMC Europe & Central Asia2021 May 4 https://www.securitylab.ru/news/519708.php0

Armenia UMC Europe & Central Asia2021 June 17 https://www.panorama.am/ru/news/2021/06/17/%D0%9B%D0%B0%D0%B1%D0%BE%D1%80%D0%B0%D1%82%D0%BE%D1%80%D0%B8%D1%8F-%D0%9A%D0%B0%D1%81%D0%BF%D0%B5%D1%80%D1%81%D0%BA%D0%BE%D0%B3%D0%BE-%D0%90%D1%80%D0%BC%D0%B5%D0%BD%D0%B8%D1%8F/25205850

Finland HIC Europe & Central Asia2021 December 21 https://www.kauppalehti.fi/uutiset/tietomurto-pohjoismaiseen-hotelliketjuun-varausjarjestelmat-vuosivat-asiakastietoja/a814b062-1ac1-4d12-b462-d9ef62c236f90

Russia UMC Europe & Central Asia2020 June 11 https://www.bleepingcomputer.com/news/security/gamaredon-hackers-use-outlook-macros-to-spread-malware-to-contacts/[2552562, 4216061]['Gamaredon hackers use Outlook macros to spread malware to contacts', 'Outlook macros used to spread malware Computerworld']1

Vietnam LMC East Asia & Pacific2021 October 5 https://kinhtedothi.vn/hon-1000-su-co-tan-cong-mang-trong-thang-9-437057.html0

Pakistan LMC South Asia 2020 August 12 https://www.thenews.com.pk/latest/699597-pakistan-army-identifies-major-cyber-attack-by-india-targeting-mobile-phones-of-govt-military-officials[2654637, 2656133, 2654629, 2654641, 2656214, 2654626, 2656217, 2657784, 2654625, 4243855, 2656310, 2654631, 2654638, 2656230, 4243859, 2656221, 2654628, 2656222, 2656218, 2656215]['Pakistani intelligence agencies repulsed a major cyber attack from India', 'Pakistan army claims major cyber attack by Indian intel – Indian Defence Research Wing', 'Pakistan Army identifies major cyber attack by India targeting mobile phones of govt , military officials', 'Indian cyber attacks against govt , defence officials foiled : ISPR', 'Pakistani Intelligence Foils Indian Cyber Attacks on Govt & Military Phones', 'Major cyber attack by Indian intelligence identified : ISPR', 'Indian major cyber attack foiled', 'Pakistan Cyber Attack News : Pakistan army claims major cyber attack by Indian intel | World News', 'Major cyber attack by India targeting devices of govt , military officials identified : ISPR', 'Pakistani intelligence agencies identify major cyber attack by India : army - Xinhua', 'Media : Pakistani Armed Forces reported repelling a cyber attack from India', 'Indian cyber attack targeting gadgets of govt officials , military personnel identified : ISPR - Tech', 'Pakistan Intelligence Agencie19

United KingdomHIC Europe & Central Asia2019 November 20 https://www.pressandjournal.co.uk/fp/news/aberdeen/1891782/hackers-hit-aberdeen-city-council-computer-system-15-million-times-in-last-year/0

India LMC South Asia 2021 November 9 https://www.samacharjagat.com/news/lifestyle/big-news-officers-used-to-hack-phones-of-people-older-than-prisoners-earned-crores-272058[2968360, 2968357]['Big news : Officers used to hack phones of people older than prisoners, earned crores. Lifestyle News in Hindi | OMG, the officers used to hack the phones of people bigger than the prisoner, earned crores', 'Big news: Officers used to hack phones of people older than prisoners, earned crores']1

United StatesHIC North America 2022 June 2 https://www.jdsupra.com/legalnews/weekly-data-breach-alert-may-24-may-31-6804164/[3645896, 3661641, 3654468, 3652415, 3654455]['Local Expert Blog : How A Data Breach Can Affect Your Business', 'Weekly Data Breach Alert : May 24 – May 31 | Console and Associates , P . C . ', 'Data breach stories at Techdirt . ', 'Weekly Data Breach Alert : May 14 – May 21 | Console and Associates , P . C . ', 'The servicing data breach that spawned 12 lawsuits so far']4

Russia UMC Europe & Central Asia2021 May 18 https://ria.ru/20210518/khakery-1732780891.html[3287546, 3287537, 3287545]['Expert: data on the attack of Chinese hackers on the Rubin Central Design Bureau are not confirmed', 'Data on the attack of Chinese hackers on the Central Design Bureau Rubin is not confirmed', 'The Cybersecurity Center spoke about a hacker attack on the Rubin Central Design Bureau']2

China UMC East Asia & Pacific2021 May 13 https://www.etftrends.com/nasdaq-portfolio-solutions-channel/pipeline-hack-puts-cibr-in-spotlight/[3284901, 3277693]['The Colonial Pipeline Hack and Global X BUG ETF', 'Colonial Pipeline Hack Puts the CIBR ETF Back in the Spotlight']1

SwitzerlandHIC Europe & Central Asia2019 February 14 https://www.watson.ch/digital/schweiz/271105266-phishing-betrueger-wollen-anibis-kunden-mit-dieser-sms-uebers-ohr-hauen0

China UMC East Asia & Pacific2019 March 21 http://russian.news.cn/2019-03/22/c_137913809.htm0

France HIC Europe & Central Asia2018 May 12 https://actu.meilleurmobile.com/7-ans-en-prison-pour-ce-hacker-qui-a-pirate-les-registres-dune-prison_1753910

United StatesHIC North America 2021 April 10 https://www.winknews.com/2021/04/09/20th-judicial-circuit-public-defender-office-website-hit-by-malware-intrusion/[3223286, 3222136, 3224596, 3219875]['Public Defender Office dealing with malware attack', 'Southwest Florida Public Defender Office suffers malware attack', 'Public defender office worried client info compromised after  malware intrusion  ', 'Public defender office in Southwest Florida hit by  malware intrusion  ']3

South KoreaHIC East Asia & Pacific2018 February 11 http://news.donga.com/Main/3/all/20180212/88625213/10

Mexico UMC Latin America & Caribbean2018 October 31 https://elsemanario.com/negocios/291581/empleados-bancarios-colaboraron-con-hackers-pgr/0

South KoreaHIC East Asia & Pacific2018 July 11 http://www.diodeo.com/news/view/29498680

Spain HIC Europe & Central Asia2017 April 15 http://www.lainformacion.com/politica/espionaje-e-inteligencia/Agencia-espionaje-estadounidense-NSA-aparente_0_945206464.html0

Armenia UMC Europe & Central Asia2017 September 9 https://armenpress.am/rus/news/904727/obnaruzhen-zhestkiiy--disk-vzlomannogo-bankomata.html0

France HIC Europe & Central Asia2017 December 15 http://www.lavoixdunord.fr/281109/article/2017-12-15/cb-piratees-aux-stations-essence-de-la-prison-et-pres-de-300000-eu-rembourser0

Ukraine LMC Europe & Central Asia2017 August 25 http://vesti-ua.net/novosti/politika/44010-vzlom-finansovyh-sistem-dnr-na-schetah-fonda-zaharchenko-bolee-100-mln-rubley.html0

Ukraine LMC Europe & Central Asia2017 March 29 http://zib.com.ua/ua/128183-reestr_deklaraciy_atakuyut_hakeri__derzhspecvyazku.html0

Ukraine LMC Europe & Central Asia2017 June 29 http://podrobnosti.ua/2185869-hakerska-ataka-vrus-led-ne-zrvav-vstupnu-kampanju.html0

France HIC Europe & Central Asia2017 November 24 https://blog.francetvinfo.fr/fais-pas-com-papa/2015/04/09/piratage-de-la-chaine-tv5-monde-par-les-dijhadistes-la-guerre-de-communication-poussee-a-son-paroxysme.html0

Japan HIC East Asia & Pacific2021 November 13 https://mainichi.jp/english/articles/20211113/p2a/00m/0na/026000c0

United StatesHIC North America 2021 April 30 https://wlds.com/russian-group-responsible-for-il-ag-data-breach/0

United StatesHIC North America 2022 June 3 https://www.jdsupra.com/legalnews/emc-national-life-company-announces-6175346/0

United StatesHIC North America 2021 May 19 https://thehill.com/policy/energy-environment/554442-house-science-panel-requests-briefing-with-energy-department-over0

United StatesHIC North America 2021 May 21 http://www.butlereagle.com/article/20210520/NEWS12/2105299400

Ireland HIC Europe & Central Asia2021 May 26 https://galwaybayfm.ie/galway-bay-fm-news-desk/10-thousand-appointments-cancelled-across-saolta-hospital-group-this-week-due-to-cyber-attack/0

United StatesHIC North America 2021 June 16 https://www.medpagetoday.com/special-reports/exclusives/931370

United StatesHIC North America 2021 August 2 https://www.washingtonpost.com/technology/2021/08/02/activist-dubai-princess-pegasus-surveillance/0

United StatesHIC North America 2022 January 25 https://www.autospies.com/news/index.aspx?submissionid=1083320

United KingdomHIC Europe & Central Asia2022 September 7 https://www.dailymail.co.uk/news/article-11187413/Frustrated-parents-lash-Los-Angeles-school-district-massive-cyber-attack.html0

PhilippinesLMC East Asia & Pacific2019 April 25 https://www.pna.gov.ph/articles/1068229 0

United StatesHIC North America 2022 April 1 https://www.coinspeaker.com/bayc-discord-channel-hacked/0

Australia HIC East Asia & Pacific2022 October 31 https://www.sydneysun.com/news/273013252/afp-urge-victims-to-report-cybercrime-following-ransomware-disruption0

United StatesHIC North America 2022 April 28 https://www.law360.com/articles/14880930

United StatesHIC North America 2019 June 12 https://computer.howstuffworks.com/hackers-turn-computer-fans-snitches.htm0

United StatesHIC North America 2022 March 28 https://libertynewsnow.com/hackers-threaten-release-of-stolen-9-11-conspiracy-documents/article103790

Ireland HIC Europe & Central Asia2021 May 29 https://www.irishtimes.com/news/ireland/irish-news/inm-seeking-exploratory-talks-over-legal-claims-following-data-breach-1.45781900

United StatesHIC North America 2019 May 20 http://mondaq.com/unitedstates/x/806844/fin+tech/Major+Exchange+Hacked+Security+Flaws+Reported+Arrests+By+Department+Of+Justice+And+Europol0

Pakistan LMC South Asia 2019 March 9 https://propakistani.pk/2019/03/09/researchers-uncover-cyber-attack-that-could-have-been-life-threatening/0

United StatesHIC North America 2019 August 9 https://www.wtvy.com/content/news/Houston-County-Schools-says-there-was-no-data-breach-in-malware-attack-529147271.html0

United StatesHIC North America 2019 October 19 http://ksco.com/news/58165-monterey-county-transit-phishing-10-18-19-16-45-j-s0

United StatesHIC North America 2018 April 12 https://thebull1017.iheart.com/content/2018-04-12-data-breach-at-state-department-of-revenue/0

United KingdomHIC Europe & Central Asia2018 August 9 http://www.itv.com/news/channel/2018-08-09/care-inquiry-website-suspended-over-potential-data-breach-jersey/0



United KingdomHIC Europe & Central Asia2017 January 6 http://www.iwcp.co.uk/news/news/isle-of-wight-school-cyber-attack-suspects-bailed-97238.aspx0

United StatesHIC North America 2017 February 9 http://www.eweek.com/security/kaspersky-discovers-new-malware-designed-to-stealthily-steal-data.html0

United StatesHIC North America 2017 February 25 http://wach.com/news/local/lexington-medical-center-hit-with-employee-data-breach0

United StatesHIC North America 2017 April 13 https://www.almanacnews.com/news/2017/04/13/suspect-charged-in-almanac-online-hacking-case0

United StatesHIC North America 2017 August 19 https://www.wired.com/story/apple-touch-id-turn-off0

United StatesHIC North America 2017 September 20 http://www.hubcityradio.com/2017/09/20/better-business-bureau-leader-says-dont-take-data-breach-lightly/0

United StatesHIC North America 2017 September 21 http://www.pionline.com/article/20170821/PRINT/1708299790

United StatesHIC North America 2017 December 20 https://thecryptosphere.com/2015/04/09/hezbollah-likely-behind-malware-that-attacked-israeli-servers/0

United StatesHIC North America 2017 August 9 https://www.fool.com/investing/2017/08/09/global-malware-attacks-hit-nuances-results.aspx?source=iedfolrf00000010

United StatesHIC North America 2020 December 4 http://www.newsminer.com/news/local_news/as-many-as-113-000-alaskans-impacted-by-hack-on-voter-registration-system/article_f38d8d66-35d1-11eb-99c3-a3cae96e51ee.html0

United StatesHIC North America 2020 December 22 http://www.iosconews.com/news/state/article_c72cf12f-9a85-55bd-86bd-b814a6408645.html0

United KingdomHIC Europe & Central Asia2017 November 11 https://www.theregister.co.uk/2017/11/10/parity_280m_ethereum_wallet_lockdown_hack/[959779, 969618, 969484, 964132]['Ethereum freezes 168.5 billion won due to Parity wallet hack', 'Parity $280m Ethereum wallet freeze was no accident : It was a HACK , claims angry upstart • The Register', 'Was Parity hacked ? Nearly $300m Ethereum wallet freeze may not have been caused by bug', 'Is Your Ether Frozen ? Parity Launches Support Website In Wake of Exploit']3

United StatesHIC North America 2020 October 6 https://www.kpcnews.com/heraldrepublican/article_2e7abaae-26f5-5766-bcef-a2e66cb0af56.html[2734295, 2733291, 2733279, 2734302]['Millions Of Hoosiers Eligible For Settlement Money From Equifax Data Breach', 'AG Curtis Hill Launches Website where Hoosiers Impacted by Equifax Data Breach may Claim Money – WBIW', 'Hoosiers can claim Equifax data breach money using new website', 'New website for Hoosiers impacted by Equifax data breach to claim money']3

United StatesHIC North America 2018 July 24 https://threatpost.com/emotet-malware-evolves-beyond-banking-to-threat-delivery-service/134342/0

United KingdomHIC Europe & Central Asia2018 November 9 https://www.scmagazineuk.com/inception-hackers-target-european-organisations-old-office-flaw/article/14985650

United StatesHIC North America 2018 September 13 https://www.grahamcluley.com/smashing-security-095-british-airways-hack-mac-apps-steal-browser-history-and-one-person-has-285000-texts-leaked/0

United StatesHIC North America 2018 October 1 https://news.softpedia.com/news/unconventional-phishing-campaign-goes-after-steam-credentials-522989.shtml0

United StatesHIC North America 2020 June 3 http://www.personcountylife.com/stories/cyber-attack-strikes-county-computer-systems,269810

United StatesHIC North America 2020 January 21 https://www.mediapost.com/publications/article/345987/gdpr-has-levied-126-million-in-fines-data-breach.html0

Canada HIC North America 2020 March 3 https://www.vancourier.com/password-changes-needed-after-data-breach-says-sfu-1.240885330

Japan HIC East Asia & Pacific2020 February 6 https://www.zdnet.com/article/this-latest-phishing-scam-is-spreading-fake-invoices-loaded-with-malware/0

India LMC South Asia 2020 April 20 https://www.newsbytesapp.com/timeline/Science/60066/280723/biggest-tech-news-of-the-week-20

United StatesHIC North America 2021 December 24 https://www.catholictranscript.org/gatonet-anatel-found-spyware-on-a-popular-device-in-brazil-national/0

United StatesHIC North America 2020 September 16 https://www.bankinfosecurity.com/iranian-hackers-exploiting-unpatched-vulnerabilities-a-150010

India LMC South Asia 2021 August 11 https://www.thehindu.com/sci-tech/technology/a-new-phishing-attack-lurking-to-scam-banking-customers-cert-in/article35852322.ece0

Indonesia LMC East Asia & Pacific2022 April 21 https://www.liputan6.com/news/read/4944914/akun-media-sosial-pengurus-bem-ui-diretas-sebelum-demo-hari-ini-di-patung-kuda0

Peru UMC Latin America & Caribbean2022 May 17 https://www.expreso.com.pe/judicial/hackers-secuestran-datos-de-contraloria/0

France HIC Europe & Central Asia2022 September 16 https://securite.developpez.com/actu/336605/Des-versions-trojanisees-de-l-utilitaire-PuTTY-sont-utilisees-pour-propager-des-backdoors-par-des-cybercriminels-ayant-des-liens-avec-des-pirates-soutenus-par-le-gouvernement-nord-coreen/0

Colombia UMC Latin America & Caribbean2022 December 16 https://www.elcolombiano.com/antioquia/hackers-piden-plata-a-epm-para-devolverle-informacion-robada-en-ciberataque-FK196476730

Colombia UMC Latin America & Caribbean2022 May 23 https://www.colombia.com/actualidad/nacionales/caracol-television-fue-blanco-de-un-ataque-cibernetico-este-domingo-3537980

Indonesia LMC East Asia & Pacific2022 September 19 https://www.liputan6.com/tekno/read/5073717/hacker-desorden-sebar-16gb-data-anak-usaha-pertamina-klaim-malas-transfer-data-terlalu-banyak0

Germany HIC Europe & Central Asia2022 November 28 https://www.finanznachrichten.de/nachrichten-2022-11/57697188-neue-phishing-taktik-namens-clone-phishing-auf-dem-vormarsch-007.htm0

Germany HIC Europe & Central Asia2022 December 7 https://winfuture.de/news,133400.html 0

United StatesHIC North America 2022 September 7 https://listindiario.com/economia/2022/09/07/737653/superintendencia-de-seguros-alerta-sobre-nueva-modalidad-de-estafas-con-correos-phishing-y-llamadas-telefonicas0

Ukraine LMC Europe & Central Asia2021 March 30 https://24tv.ua/bayden-prodovzhiv-nadzvichaynu-situatsiyu-ssha-novini-rosiyi_n15831080

Serbia UMC Europe & Central Asia2021 September 15 https://www.krstarica.com/vesti/svet/s-makedonija-odbijena-dva-hakerska-napada-na-proces-popisa/0

Germany HIC Europe & Central Asia2021 May 14 https://www.sueddeutsche.de/bayern/bayern-homeschooling-angriffe-hacker-1.52924960

SwitzerlandHIC Europe & Central Asia2021 October 21 https://www.rsi.ch/news/svizzera/Crediti-Covid-nel-mirino-degli-hacker-14812242.html0

India LMC South Asia 2021 November 30 https://www.amarujala.com/delhi-ncr/ghaziabad/ghaziabad-police-atm-hacking-gang-caught-250-atms-were-hacked-and-30-crores-stolen-in-12-years0

France HIC Europe & Central Asia2021 March 4 https://www.lemondeinformatique.fr/actualites/lire-les-piratages-via-tfa-d-accelion-prennent-de-l-ampleur-82174.html0

France HIC Europe & Central Asia2021 February 24 https://www.humanite.fr/numerique-ces-pme-du-cybercrime-qui-piratent-en-masse-7006080

South KoreaHIC East Asia & Pacific2021 July 29 https://news.jtbc.joins.com/html/982/NB12017982.html0

France HIC Europe & Central Asia2021 December 17 https://www.zdnet.fr/actualites/cette-entreprise-touchee-par-un-ransomware-n-a-pas-paye-voici-comment-ils-ont-fait-39934333.htm0

Russia UMC Europe & Central Asia2021 December 15 https://www.ferra.ru/news/mobile/khakery-nauchilis-vzlamyvat-iphone-cherez-prilozheniya-dlya-poiska-nedvizhimosti-15-12-2021.htm0

Algeria LMC Middle East & North Africa2021 September 26 http://www.itmag-dz.com/2011/06/14/linkedin-victime-du-malware-zeus/0

Russia UMC Europe & Central Asia2021 May 25 https://www.bfm.ru/news/472826 0

Colombia UMC Latin America & Caribbean2020 May 20 https://www.pulzo.com/opinion/el-hackeo-gobierno-colombia-ciudadanos-oposicion-PP9019700

Germany HIC Europe & Central Asia2020 January 10 https://www.heise.de/mac-and-i/meldung/iPhone-Uebernahme-per-iMessage-Exploit-veroeffentlicht-4632972.html0

Turkey UMC Europe & Central Asia2020 May 27 https://www.34volt.com/kimlik-avi-sahtekarliginin-kobi-lere-maliyeti-100-bin-dolar-haberi-559237/0

Iran LMC Middle East & North Africa2020 September 30 https://www.balatarin.com/permlink/2020/9/29/54094340

SwitzerlandHIC Europe & Central Asia2020 February 12 https://www.cdt.ch/mondo/sfruttano-il-coronavirus-per-rubare-soldi-e-dati-LA23454180

Spain HIC Europe & Central Asia2020 May 8 https://www.diariodeburgos.es/Noticia/Z853DB3DD-0638-2713-50A2E5AEAB2BEA1D/202005/Piratean-un-paseo-virtual-por-Burgos-con-imagenes-pedofilas0

Russia UMC Europe & Central Asia2020 July 24 https://life.ru/p/1336101 0

South KoreaHIC East Asia & Pacific2020 May 29 http://news.kmib.co.kr/article/view.asp?arcid=0014633455&code=61141311&sid1=eco0

Lithuania HIC Europe & Central Asia2020 December 17 https://www.delfi.lt/mokslas/technologijos/bukite-atidus-si-kenkejiska-programa-uzkrete-simtus-tukst-kompiuteriu-net-nepastebesite-kad-failas-kenksmingas.d?id=860264890



Indonesia LMC East Asia & Pacific2020 December 30 https://www.cnnindonesia.com/internasional/20201230094156-134-587718/putra-mahkota-saudi-digugat-atas-peretasan-penyiar-al-jazeera0

Serbia UMC Europe & Central Asia2020 July 21 https://www.telegraf.rs/hi-tech/internet/3216146-trgovina-podacima-u-porastu-hakeri-zahtevaju-isplatu-u-kriptovalutama0

Spain HIC Europe & Central Asia2020 October 8 https://www.elnortedecastilla.es/valladolid/creador-queveohoycom-enfrenta-20201008141846-nt.html0

Singapore HIC East Asia & Pacific2019 July 3 https://www.beritaharian.sg/setempat/kandungan-akaun-instagram-young-lions-dipadam-setelah-digodam0

South KoreaHIC East Asia & Pacific2019 April 29 http://biz.chosun.com/site/data/html_dir/2019/04/29/2019042903375.html0

Indonesia LMC East Asia & Pacific2019 June 20 https://www.cnnindonesia.com/teknologi/20190618203115-185-404415/sektor-pendidikan-mulai-jadi-sasaran-aksi-peretasan0

China UMC East Asia & Pacific2019 May 31 http://nb.zol.com.cn/718/7182899.html 0

United StatesHIC North America 2022 February 24 https://www.eagletribune.com/news/north_of_boston/tewksbury-loses-100-000-in-phishing-scam/article_3992c949-54d7-58f4-8abe-5d6b869499db.html[3517312, 3515087, 4072847, 3515085]['Tewksbury loses $100 , 000 in phishing scam', 'Massachusetts town loses $100 , 000 in phishing scam', 'Phishing Scam Costs Massachusetts Town $102K', 'Tewksbury Loses $102K To Phishing Attack']3

Malaysia UMC East Asia & Pacific2019 October 19 https://www.sinarharian.com.my/article/52998/BERITA/Nasional/Penggodam-papar-data-dalam-internet0

Russia UMC Europe & Central Asia2019 January 5 https://www.gazeta.ru/tech/2019/01/05_a_12119191.shtml0

India LMC South Asia 2018 August 3 https://www.jagran.com/politics/national-finance-minister-piyush-goyal-told-hackers-debited-money-from-his-icici-bank-account-later-bank-repay-the-amount-18275650.html0

Ukraine LMC Europe & Central Asia2018 September 15 https://www.unian.ua/world/10261614-u-mzs-rf-zvinuvatili-bellingcat-u-zlomi-bazi-danih-vidpovid-ne-zabarilasya.html0

Japan HIC East Asia & Pacific2018 August 17 http://ascii.jp/elem/000/001/720/1720339/0

Russia UMC Europe & Central Asia2018 May 21 https://www.computerra.ru/229210/vzlom-routera-ugrozhaet-polzovatelyam-android-i-ios/0

Italy HIC Europe & Central Asia2018 January 19 http://www.datamanager.it/2018/01/le-spie-turla-sfruttano-adobe-diffondere-malware/0

SwitzerlandHIC Europe & Central Asia2018 March 5 https://www.computerworld.ch/security/hacking/hacker-erbeuteten-wenige-dokumente-1480880.html0

Ukraine LMC Europe & Central Asia2017 April 15 http://minfin.com.ua/2017/04/15/27227970/0

South KoreaHIC East Asia & Pacific2017 March 30 http://www.hani.co.kr/arti/economy/it/788742.html0

KyrgyzstanLMC Europe & Central Asia2017 July 25 https://rus.azattyk.org/a/28637075.html 0

Ukraine LMC Europe & Central Asia2017 August 9 http://ru.golos.ua/crime/hakeryi_vzlomali_akkaunt_krupneyshego_ryinka_v_belorussii_i_trebuyut_vyikup_17330

Egypt LMC Middle East & North Africa2017 October 23 http://www.alarab-news.com/tech-news/article-1252949.html0

Ukraine LMC Europe & Central Asia2017 June 27 https://atn.ua/proisshestviya/hakerskie-ataki-prodolzhayutsya-vse-otdeleniya-novoy-pochty-prekratili-rabotu0

Sweden HIC Europe & Central Asia2017 November 21 http://www.kristianstadsbladet.se/kristianstad/tonaring-domd-for-dataintrang/0

Serbia UMC Europe & Central Asia2017 July 9 http://www.novosti.rs/vesti/planeta.299.html:674889-Mekejn-Putin-hteo-da-zbaci-vladu-lepe-male-Crne-Gore-Rusi-hakovali-nuklearne-kompanije0

Russia UMC Europe & Central Asia2017 March 31 http://vvnews.info/news/11571 0

Peru UMC Latin America & Caribbean2017 January 18 http://www.diariovoces.com.pe/73157/adulterar-montos-ordenes-publicidad-hackearon-portal-goresam0

Russia UMC Europe & Central Asia2017 October 13 https://ria.ru/economy/20171013/1506795064.html0

United StatesHIC North America 2021 April 9 https://www.scmagazine.com/home/security-news/cybercrime/hackers-hit-nine-countries-expose-623036-payment-card-records/0

Malta HIC Middle East & North Africa2021 May 18 https://timesofmalta.com/articles/view/hackers-leak-pn-data-of-more-than-21000-people.8726800

United StatesHIC North America 2022 August 9 http://www.itechpost.com/articles/112833/20220809/email-marketing-firm-klaviyo-hacked-crypto-related-mailing-lists-stolen.htm0

Russia UMC Europe & Central Asia2022 January 12 https://www.bleepingcomputer.com/news/security/oceanlotus-hackers-turn-to-web-archive-files-to-deploy-backdoors/0

Israel HIC Middle East & North Africa2022 February 11 https://www.timesofisrael.com/examining-phones-of-2-alleged-police-targets-cyber-firm-finds-evidence-of-hacking/0

United StatesHIC North America 2022 March 1 https://www.bitdefender.com/blog/hotforsecurity/hackers-take-over-reality-winners-twitter-account-to-phish-journalists/0

United StatesHIC North America 2022 March 14 https://healthitsecurity.com/news/logan-health-faces-lawsuit-in-wake-of-hacking-incident0

Canada HIC North America 2022 April 21 https://www.winnipegfreepress.com/business/sunwing-delays-caused-by-data-security-breach-continue-576418562.html0

India LMC South Asia 2022 April 21 https://www.sentinelassam.com/north-east-india-news/assam-news/three-atm-hackers-nabbed-in-assams-karimganj-5885140

United StatesHIC North America 2022 May 2 http://www.msn.com/en-nz/news/national/this-is-sinister-new-sea-level-risk-website-hit-by-cyber-attack/ar-AAWOOqD0

Russia UMC Europe & Central Asia2022 November 9 https://www.securityweek.com/microsoft-patches-motw-zero-day-exploited-malware-delivery0

United StatesHIC North America 2022 December 10 https://www.darkreading.com/threat-intelligence/iranian-apt-targets-us-drokbk-spyware-github0

United KingdomHIC Europe & Central Asia2022 December 27 https://www.edp24.co.uk/news/23212378.norfolk-scam-warning-amid-phishing-scheme-county/0

United StatesHIC North America 2019 April 23 http://www.spamfighter.com/News-22153-14305-Patients-impacted-as-a-result-of-a-phishing-attack-on-the-Main-Line-Endoscopy-Centers.htm0

United StatesHIC North America 2020 January 26 https://www.si.com/nfl/bears/news/bears-twitter-account-gets-hacked0

Ghana LMC Sub-Saharan Africa2019 June 20 https://www.modernghana.com/news/940202/banks-telcoms-it-companies-86-others-login-passwords-sold.html0

Bulgaria UMC Europe & Central Asia2019 July 26 http://www.bta.bg/en/c/DF/id/2051712 0

United StatesHIC North America 2019 February 13 https://www.isssource.com/malware-steals-clipboard-info/0

United StatesHIC North America 2019 March 14 https://dailyvoice.com/connecticut/norwalk/news/man-involved-in-phishing-scheme-targeting-ct-schools-sentenced/749069/0

United StatesHIC North America 2019 August 26 https://utahpolicy.com/index.php/features/featured-articles/21420-cyber24-podcast-cyber-hacks-on-schools-lead-to-a-state-of-emergency0

Singapore HIC East Asia & Pacific2019 September 29 https://www.ibtimes.sg/sophisticated-cyber-attacks-targeting-us-state-computers-says-maine-official-326360

United StatesHIC North America 2019 October 1 https://www.kshb.com/news/local-news/platte-county-schools-target-of-malware-attack-tech-team-honored-for-response0

United KingdomHIC Europe & Central Asia2019 November 18 https://www.scmagazineuk.com/office-365-phishing-campaign-uses-multiple-validated-domains/article/16660470

United StatesHIC North America 2018 January 2 https://www.thenewspaper.com/news/63/6369.asp0

United StatesHIC North America 2017 March 16 http://www.wtol.com/story/34934161/phishing-scam-targeting-pnc-customers0

United StatesHIC North America 2019 July 29 https://www.whas11.com/article/news/investigations/focus/its-not-good-enough-patient-speaks-out-after-clinic-cyber-attack/417-68159f3e-bf6e-4382-93f9-db7720f0f26a[4629297, 4643877]['  It not good enough : Patient speaks out after clinic cyber attack', 'Apobank : Doctors and pharmacists were victims of a cyber attack']1

India LMC South Asia 2020 June 24 https://www.businessinsider.in/tech/news/twitter-has-permanently-banned-the-group-that-published-the-blueleaks-police-files-obtained-by-hackers/articleshow/76570979.cms[2573144, 2574062]['Twitter has permanently banned the group that published the  BlueLeak police files obtained by hackers', 'Twitter permanently bans account of website that published hacked police documents']1

Singapore HIC East Asia & Pacific2017 March 22 http://www.tnp.sg/news/singapore/singtel-subscribers-hit-phishing-e-mail0



BangladeshLMC South Asia 2017 May 26 http://www.thefinancialexpress-bd.com/2017/05/26/71697/Cyber-attack-and-digital-disaster0

Hong Kong 2017 May 15 http://www.thestandard.com.hk/section-news.php?id=1828980

United StatesHIC North America 2017 September 5 https://mis-asia.com/tech/security/philippines-records-over-3-million-malware-incidents-in-q2-2017/0

United StatesHIC North America 2017 September 12 http://cbs4local.com/news/local/el-paso-dentistery-office-falls-victim-to-cyber-ransom-hack0

United KingdomHIC Europe & Central Asia2017 October 5 http://www.newsletter.co.uk/news/crime/romanian-jailed-for-sophisticated-cyber-phishing-operation-1-81842070

PhilippinesLMC East Asia & Pacific2017 October 22 http://thestandard.com.ph/business/power-technology/250037/broker-confirms-data-breach.html0

United StatesHIC North America 2017 December 19 https://moneymorning.com/2017/12/19/3-top-cybersecurity-stocks-to-watch-now-after-critical-power-plant-hack/0

Ireland HIC Europe & Central Asia2017 November 24 http://www.irishtimes.com/business/data-breach-at-bank-of-ireland-five-star-profits-at-the-shelbourne-and-why-women-don-t-join-boards-1.33034580

United StatesHIC North America 2018 February 24 http://baltimore.cbslocal.com/2018/02/23/md-officials-on-guard-for-2018-election-in-wake-of-russian-hacking/0

United StatesHIC North America 2018 March 30 http://www.nbc12.com/story/37843630/some-victims-not-surprised-after-yet-another-data-breach-affects-150-million-users0

Ireland HIC Europe & Central Asia2018 April 17 https://www.irishexaminer.com/ireland/inm-data-breach-main-players-brace-for-whats-next-in-crisis-469548.html0

Canada HIC North America 2018 April 23 https://globalnews.ca/news/4161827/nova-scotia-auditor-general-breach/0

United StatesHIC North America 2018 June 12 http://www.bostonherald.com/business/technology/2018/06/phishing_theft_of_93g_at_clean_energy_agency_went_unreported_for_months0

United KingdomHIC Europe & Central Asia2018 June 21 http://ftnews.firetrench.com/2018/06/cyber-criminals-in-afghanistan-distributed-gzipde-malware-ahead-of-peace-summit/0

South AfricaUMC Sub-Saharan Africa2018 July 25 https://www.thesouthafrican.com/environmental-affairs-website-cyber-attack/0

India LMC South Asia 2018 July 30 https://www.livemint.com/AI/GdRI5CM7oDHD3MUFeVpS9J/Cyberwatch-Firms-beware-of-data-thefts-malware-attacks.html0

India LMC South Asia 2018 August 8 http://www.computerworld.in/case-study/bharat-vikas-group-streamlines-administrative-control-and-combats-malware-attacks0

United StatesHIC North America 2018 October 16 https://blogs.findlaw.com/technologist/2018/10/south-dakota-gets-500k-in-uber-data-breach-settlement.html0

United StatesHIC North America 2018 October 3 https://www.natlawreview.com/article/employee-s-illegal-access-to-patient-records-results-data-breach-15000-patients0

United StatesHIC North America 2020 January 8 https://www.turnto23.com/news/local-news/csub-warns-students-of-financial-aid-phishing-scam0

United StatesHIC North America 2021 December 17 https://njbiz.com/3-affiliated-health-care-companies-to-pay-425k-in-patient-data-breach-settlement/0

United Arab EmiratesHIC Middle East & North Africa2020 November 9 https://www.zawya.com/mena/en/business/story/Campari_sees_temporary_hit_to_finances_after_hackers_attack-TR20201109nL8N2HV3LLX1/0

United KingdomHIC Europe & Central Asia2021 March 2 https://conversation.which.co.uk/scams/google-forms-phishing-emails/0

United StatesHIC North America 2021 March 3 https://www.rtands.com/freight/csx-suffers-data-exposure-by-hackers/0

Spain HIC Europe & Central Asia2022 October 30 https://www.ccma.cat/324/suspesa-ledicio-online-del-festival-de-cine-terrormolins-pel-pirateig-dalgunes-estrenes/noticia/3193150/0

Turkey UMC Europe & Central Asia2022 January 21 https://www.medyafaresi.com/haber/italya-senatosunun-zoom-toplantisi-hacklendi-3-boyutlu-porno-oynatildi/9802720

Hungary HIC Europe & Central Asia2022 December 17 https://pcworld.hu/pcwlite/kiderult-kik-tortek-fel-a-kreta-rendszert-320328.html0

Denmark HIC Europe & Central Asia2022 December 8 https://www.seoghoer.dk/krimi/hackere-rammer-danmark-laegger-hjemmesider-ned0

United StatesHIC North America 2022 June 8 https://www.crhoy.com/nacionales/ccss-y-micitt-chocan-por-cantidad-de-computadoras-protegidas-previo-a-hackeo/0

Italy HIC Europe & Central Asia2022 April 29 https://gazzettadelsud.it/articoli/cronaca/2022/04/29/abi-attacco-hacker-pubblicati-su-dark-web-dati-bancari-riservati-04ebdee9-c0ab-4b0a-9cf0-55c7c1474084/0

BangladeshLMC South Asia 2022 November 10 https://www.jagonews24.com/international/news/8089840

France HIC Europe & Central Asia2022 September 2 https://www.futura-sciences.com/tech/actualites/technologie-cyberattaques-phishing-brisent-connexion-assurance-maladie-franceconnect-100512/0

Ecuador UMC Latin America & Caribbean2022 March 31 https://www.lahora.com.ec/pais/cinco-de-cada-diez-instituciones-publicas-han-sufrido-algun-tipo-de-ataque-cibernetico-en-los-ultimos-cuatro-anos/0

South KoreaHIC East Asia & Pacific2021 October 1 https://www.news1.kr/articles/?4449799 0

Mexico UMC Latin America & Caribbean2021 January 6 http://laopcion.com.mx/noticia/302760/hackean-encuentro-virtual-de-maru-con-500-mujeres-0

France HIC Europe & Central Asia2021 November 25 https://www.francetvinfo.fr/faits-divers/police/automobile-les-cles-electroniques-de-vehicules-victimes-de-piratages_4858881.html0

Poland HIC Europe & Central Asia2021 June 11 https://www.komputerswiat.pl/aktualnosci/bezpieczenstwo/uokik-ostrzega-przed-wyludzeniami-danych-do-bankowosci-elektronicznej/xm7nmzb0

Mexico UMC Latin America & Caribbean2020 October 3 https://www.elsoldemexico.com.mx/finanzas/bots-ganan-terreno-en-hackeo-5839679.html0

Germany HIC Europe & Central Asia2020 June 25 https://www.mittelstandcafe.de/wir-haben-ihre-website-gehackt-aus-sextortion-wird-breachstortion-1826004.html0

Russia UMC Europe & Central Asia2020 March 20 https://www.securitylab.ru/news/506055.php0

Russia UMC Europe & Central Asia2020 December 19 https://www.dp.ru/a/2020/12/18/Skidkami_ne_kormi?hash=7608590

Belgium HIC Europe & Central Asia2020 July 6 https://datanews.levif.be/ict/actualite/des-entreprises-belges-piratees-via-une-ancienne-breche-citrix/article-news-1308083.html0

Russia UMC Europe & Central Asia2020 March 10 https://www.securitylab.ru/blog/company/pt/347892.php0

Japan HIC East Asia & Pacific2020 October 7 https://www.j-cast.com/kaisha/2020/10/07395821.html0

Spain HIC Europe & Central Asia2020 July 10 https://www.lasprovincias.es/valencia-ciudad/grezzi-niega-hackeo-20200710000341-ntvo.html0

Germany HIC Europe & Central Asia2019 April 12 https://www.heise.de/security/meldung/Dynamit-Phishing-Emotet-perfektioniert-seine-Angriffe-weiter-4398626.html0

South KoreaHIC East Asia & Pacific2019 June 20 https://www.yna.co.kr/view/AKR201906201092000170

Algeria LMC Middle East & North Africa2019 August 24 http://www.lexpressiondz.com/chroniques/l-ecran-libre/canal-attaque-en-justice-une-television-africaine-pour-piratage-de-la-can-3164250

Indonesia LMC East Asia & Pacific2019 July 16 https://nasional.kompas.com/read/2019/07/16/23435121/dukcapil-harus-laporkan-peretasan-polisi-baru-bisa-menindaklanjuti0

South KoreaHIC East Asia & Pacific2019 January 10 https://news.joins.com/article/23280009 0

Russia UMC Europe & Central Asia2019 April 19 https://www.vedomosti.ru/press_releases/2019/04/19/shveitsarskaya-sistema-viborov-proverena-na-prochnost-rossiiskimi-hakerami0

Argentina UMC Latin America & Caribbean2019 August 28 https://misionesonline.net/2019/08/28/una-estafa-zapatillas-se-viraliza-traves-whatsapp-protegerse-no-caer-victima-del-phishing/0

Israel HIC Middle East & North Africa2019 October 16 https://www.pc.co.il/news/301064/ 0

Denmark HIC Europe & Central Asia2019 August 23 https://www.version2.dk/artikel/hacker-afsloerer-tredje-gabende-hul-steam-paa-maaned-10887670

Israel HIC Middle East & North Africa2018 June 3 https://tech.walla.co.il/item/3162957 0



France HIC Europe & Central Asia2018 December 20 https://www.20minutes.fr/societe/2401067-20181220-infos-immanquables-jour-irreductibles-gilets-jaunes-piratage-facebook-lassitude-americaine-syrie0

Japan HIC East Asia & Pacific2017 February 27 http://www.etnews.com/201702270002350

Brazil UMC Latin America & Caribbean2017 October 20 http://gizmodo.uol.com.br/hacker-hydrapos-brasil/0

Denmark HIC Europe & Central Asia2017 July 3 https://www.computerworld.dk/art/240437/hackede-dansk-virksomhed-gennem-receptionisten-hun-var-venlig-og-forsoegte-at-underholde-os-det-udnyttede-vi0

Spain HIC Europe & Central Asia2017 August 14 http://www.20minutos.es/noticia/3112377/0/hackena-web-nazi-charlottesville/0

Estonia HIC Europe & Central Asia2017 January 20 http://www.pealinn.ee/koik-uudised/fbi-suudistab-vene-hakkerit-viie-miljoni-dollari-valjapetmises-n1844110

Thailand UMC East Asia & Pacific2017 May 22 https://pantip.com/topic/36486763 0

Poland HIC Europe & Central Asia2021 July 16 https://dziennikbaltycki.pl/telefonicznie-wyludzaja-dane-udajac-pracownikow-banku-telefonii-a-nawet-urzedu-chroniacego-dane/ar/c1-15714878[3392888, 3392890]['They phishing data by phone, pretending to be employees of a bank, telephony, and even ... the data protection office', 'They phishing data by phone pretending to be a bank, telephony, and even ... a data protection office']1

India LMC South Asia 2022 February 13 http://idrw.org/cyber-attacks-pakistan-emerges-as-chinas-proxy-against-india/[3501295, 3498556]['Cyber Attacks | Pakistan emerges as China proxy against India', 'Cyber Attacks | Pakistan emerges as China proxy against India – Indian Defence Research Wing']1

Vietnam LMC East Asia & Pacific2017 June 24 http://genk.vn/vu-chiem-doat-thong-tin-nhom-bao-mat-bi-hacker-mao-danh-ngay-lap-tuc-dang-tai-phan-mem-quet-ma-doc-20170624024722703.chn0

Russia UMC Europe & Central Asia2017 February 3 http://www.cnews.ru/news/top/2017-02-02_amerikanskij_kolledzh_zaplatil_28_tyshakeramvymogatelyam0

Russia UMC Europe & Central Asia2017 April 13 http://www.vgoroden.ru/?id=423042 0

South KoreaHIC East Asia & Pacific2017 March 28 http://www.diodeo.com/news/view/21409040

Turkey UMC Europe & Central Asia2017 January 5 http://www.webtekno.com/android-cihazlari-hedef-alan-yeni-bir-malware-turu-kesfedildi-h23718.html0

Canada HIC North America 2021 April 16 https://bc.ctvnews.ca/printed-ransom-note-asked-translink-for-7-5-million-in-december-cyberattack-1.53891700

South AfricaUMC Sub-Saharan Africa2022 June 8 https://www.moneyweb.co.za/moneyweb-crypto/bitcoin/hackers-in-620m-crypto-heist-desperate-to-cash-out/0

United StatesHIC North America 2021 June 15 https://www.nationalmortgagenews.com/news/first-american-penalized-by-sec-over-data-breach-disclosures0

Ireland HIC Europe & Central Asia2022 August 12 https://www.westmeathexaminer.ie/2022/08/12/hackers-going-after-small-and-medium-businesses-gardai-warn/0

United StatesHIC North America 2022 September 4 https://www.wltx.com/article/news/crime/bank-hack-georgia-based-company-theft-personal-data/101-07573242-27e2-4292-8479-8465b63b1bc90

United StatesHIC North America 2022 February 15 https://www.bitdefender.com/blog/hotforsecurity/qnap-extends-security-updates-for-end-of-life-products-as-ransomware-threat-grows/0

United StatesHIC North America 2022 March 17 https://www.dailydot.com/debug/anonymous-hackers-transneft-emails-hillary-clinton/0

United StatesHIC North America 2022 November 11 https://www.sweetwaternow.com/wydot-alerts-residents-to-potential-phishing-scam/0

United StatesHIC North America 2022 December 19 https://news.yahoo.com/over-67-000-draftkings-betting-211500645.html0

India LMC South Asia 2019 April 30 https://www.nyoooz.com/features/technology/malware-detections-in-apac-on-the-rise--report.html/1824/0

Canada HIC North America 2019 March 22 http://www.rock104.ca/news/local-news/olds-rcmp-warn-public-of-phishing-and-spear-phishing-frauds/0

Australia HIC East Asia & Pacific2019 May 31 https://www.itnews.com.au/news/aussie-fashion-e-tailer-princess-polly-suffers-data-breach-5259980

United KingdomHIC Europe & Central Asia2019 May 17 https://www.bristolpost.co.uk/news/bristol-news/fury-customers-receive-we-scammed-28759080

United StatesHIC North America 2020 January 7 https://www.courierpostonline.com/story/news/2020/01/06/feds-hurriyet-arslan-had-role-phishing-scheme-diverted-23-5-m/2828936001/0

United KingdomHIC Europe & Central Asia2020 May 12 https://www.theguardian.com/australia-news/2020/may/12/federal-court-launches-snap-investigation-of-its-asylum-seeker-data-breach0

United StatesHIC North America 2019 July 22 https://www.defenseone.com/news/2019/07/the-d-brief-july-22-2019/158580/0

United KingdomHIC Europe & Central Asia2019 July 23 https://www.energyfm.net/cms/news_story_587398.html0

Japan HIC East Asia & Pacific2020 November 18 https://www.zdnet.com/article/italian-beverage-vendor-campari-knocked-offline-after-ransomware-attack/0

United KingdomHIC Europe & Central Asia2019 January 25 https://www.express.co.uk/news/world/1077616/mh370-latest-update-flight-missing-hacked-cyber-hack-attack-spt0

Turkey UMC Europe & Central Asia2021 November 8 https://t24.com.tr/haber/teias-vurgunu-yazilimlari-hackleyen-sirket-uretmedigi-elektrigi-satmis-gibi-gosterdi-210-milyon-lira-haksiz-kazanc-sagladi,991584[2966518, 2966519]['TEIAS profiteering : The company that hacked the software made an unfair profit of 210 million liras by pretending to sell the electricity it did not produce !', 'TEIAS profiteering : The company that hacked the software made an unfair profit of 210 million liras by pretending to sell the electricity it did not produce ! - INFORMED']1

United KingdomHIC Europe & Central Asia2019 August 16 https://www.dailymail.co.uk/news/article-7363963/Cyber-attack-forensics-firm-caused-backlog-20-000-samples.html0

United StatesHIC North America 2019 August 23 https://tylerpaper.com/news/local/city-of-tyler-s-website-back-up-after-hack-some/article_01ff533e-c530-11e9-a7ad-6b6f318febe7.html0

United StatesHIC North America 2019 August 28 https://www.reuters.com/article/us-otp-bank-bulgaria-fine-idUSKCN1VI22X0

United StatesHIC North America 2019 October 7 http://mondaq.com/unitedstates/x/851836/fin+tech/SEC+Brings+Charges+For+ICO+Fraud+DOJ+Indicts+Hackers+Regulatory+Reports+Published0

Singapore HIC East Asia & Pacific2019 October 30 https://www.straitstimes.com/singapore/nus-alerted-to-a-global-phishing-attack-to-steal-its-academic-research-and-data-in-october0

United KingdomHIC Europe & Central Asia2017 January 27 http://www.mirror.co.uk/news/uk-news/squatters-including-man-who-hacked-97042070

Sri Lanka LMC South Asia 2017 July 19 http://www.dailynews.lk/2017/07/19/local/122567/hacking-president%E2%80%99s-official-website-schoolboy-discharged-case0

United StatesHIC North America 2017 September 11 http://www.northbaybusinessjournal.com/northbay/sonomacounty/7372936-181/digital-911-terrorists-and-hackers0

United StatesHIC North America 2017 September 11 http://www.pressrepublican.com/news/local_news/hacking-of-upstate-police-shows-need-for-strong-cyber-security/article_634c9ac0-e08a-5bc9-b0e5-db45ca9d5faf.html0

United StatesHIC North America 2017 September 10 https://cointelegraph.com/news/twitter-phishing-account-steals-ethereum-by-pretending-to-do-omisego-airdrop0

United StatesHIC North America 2017 November 13 https://cointelegraph.com/news/parity-multisig-wallet-hacked-or-how-come0

United StatesHIC North America 2017 May 16 https://betanews.com/2016/05/30/lazarus-bangladesh-central-bank-hack/0

South AfricaUMC Sub-Saharan Africa2017 June 29 http://www.itweb.co.za/index.php?option=com_content&view=article&id=162945:DBE-Web-site-hacked-pro-Islamic-State-messages-posted&catid=710

Singapore HIC East Asia & Pacific2018 February 21 http://www.theindependent.sg/sph-owned-hardwarezone-forum-hacked-685000-users-affected-in-singapores-largest-data-breach/0

United StatesHIC North America 2017 August 29 https://healthitsecurity.com/news/recent-aetna-data-breach-leads-to-class-action-lawsuit0

United StatesHIC North America 2018 January 18 http://www.everythinglubbock.com/news/local-news/lubbock-restaurant-hit-by-data-breach/9218147960

United StatesHIC North America 2018 March 6 https://www.law360.com/articles/10185790

India LMC South Asia 2018 June 1 http://www.thehindu.com/news/cities/bangalore/malware-attack-wipes-off-data-of-private-company/article24060670.ece0

Ireland HIC Europe & Central Asia2018 March 13 http://www.clare.fm/news/clare-firms-warned-increase-hacking-attempts/0

United StatesHIC North America 2018 May 16 http://foxillinois.com/news/local/state-official-2016-russian-cyber-attack-was-an-act-of-cyber-warfare-05-15-20180

United StatesHIC North America 2018 July 20 http://www.dailylocal.com/general-news/20180719/police-are-warning-the-public-about-a-mailbox-phishing-scam0



United StatesHIC North America 2018 July 31 http://www.gdnonline.com/Details/3848100

Vietnam LMC East Asia & Pacific2018 November 8 https://tuoitrenews.vn/news/business/20181108/vietnams-top-mobile-retailer-denies-data-breach-exposing-private-info-of-54mn-consumers/47591.html0

India LMC South Asia 2018 September 14 https://economictimes.indiatimes.com/tech/software/f-secure-finds-firmware-weakness-in-laptops/articleshow/65805801.cms0

United StatesHIC North America 2018 December 7 http://www.homelandsecuritynewswire.com/dr20181207-russia-is-trying-to-undermine-americans-confidence-in-the-justice-system-security-experts-warn0

Russia UMC Europe & Central Asia2020 July 23 http://www.1prime.biz/news/_PRESS_Kaspersky_says_N_Korean_hackers_highly_active_in_Russia/0/%7B5B89AB86-4BF8-4E54-9D50-247AB2018D5F%7D.uif0

United StatesHIC North America 2020 July 6 https://www.govtech.com/security/Texas-Bicycle-Sharing-Company-Breached-by-Malware.html0

Ireland HIC Europe & Central Asia2020 July 23 https://www.rte.ie/sport/soccer/2020/0723/1155018-warning-after-hackers-attempt-to-sabotage-transfer/0

United KingdomHIC Europe & Central Asia2020 August 13 https://www.itpro.co.uk/security/cyber-security/356761/hackers-chained-two-unpatched-microsoft-zero-days-to-attack-south0

South AfricaUMC Sub-Saharan Africa2020 August 17 https://www.businessinsider.co.za/hackers-hit-momentum-metropolitan-but-clients-shouldnt-be-affected-2020-80

United StatesHIC North America 2020 August 21 https://www.sdcexec.com:443/risk-compliance/press-release/21172486/resilience360-how-hackers-leverage-covid19-to-disrupt-supply-chain-operations0

United StatesHIC North America 2020 September 18 https://www.tapinto.net/towns/jersey-city/sections/law-and-justice/articles/jersey-city-defending-against-cyber-attacks0

United StatesHIC North America 2020 December 22 https://isp.netscape.com/news/story/0002/20201222/KBN28W1WK_30

Malta HIC Middle East & North Africa2021 September 4 https://lovinmalta.com/malta/central-bank-of-malta-latest-to-be-hit-in-phishing-scam/0

India LMC South Asia 2021 March 9 https://timesofindia.indiatimes.com/india/china-hackers-targeted-ntpc-infrastructure-just-days-back-us-outfit/articleshow/81421372.cms0

United StatesHIC North America 2021 March 20 https://www.cbs46.com/news/as-a-teen-he-hacked-into-website-own-by-turner-broadcasting-system-as-an-adult/article_57471c92-8987-11eb-91a7-33d100e87785.html0

United StatesHIC North America 2021 October 13 https://www.govtech.com/security/hackers-strike-fresno-calif-health-care-network0

Germany HIC Europe & Central Asia2022 January 1 https://winfuture.de/news,127294.html 0

France HIC Europe & Central Asia2022 March 9 https://www.clubic.com/os-mobile/android/actualite-412719-dirty-pipe-decouvrez-comment-cette-faille-linux-permet-aux-hackers-de-voler-les-donnees-de-votre-smartphone-android.html0

Germany HIC Europe & Central Asia2022 November 14 https://www.netzwelt.de/news/209936-postbank-phishing-drittzugriff-konto.html0

Mexico UMC Latin America & Caribbean2022 October 6 https://www.jornada.com.mx/2022/10/06/politica/005n2pol0

Italy HIC Europe & Central Asia2022 September 6 https://www.lapresse.it/cronaca/2022/09/06/gas-attacco-hacker-a-impianto-sarzana-non-compromesso-sistema-informatico/0

Ukraine LMC Europe & Central Asia2022 January 20 https://www.unian.net/techno/communications/kolichestvo-kiberatak-ischislyaetsya-milliardami-prestupniki-ispolzuyut-temu-vakcinacii-ekspert-eset-po-kiberbezopasnosti-ondrey-kubovich-11677876.html0

South KoreaHIC East Asia & Pacific2022 November 14 https://www.ytn.co.kr/_ln/0115_2022111413102064330

Croatia HIC Europe & Central Asia2022 March 1 https://www.jutarnji.hr/vijesti/svijet/anonymousi-pokrenuli-hakersku-ofenzivu-na-ruske-medije-ne-saljite-svoje-sinove-i-muzeve-u-sigurnu-smrt-151642330

Pakistan LMC South Asia 2018 January 30 http://www.journalismpakistan.com/Chinese-hacked-NYT-computers-says-paper0

Russia UMC Europe & Central Asia2021 December 28 https://regnum.ru/news/3463850.html 0

Russia UMC Europe & Central Asia2021 April 27 https://rg.ru/2021/04/27/reg-cfo/v-regionah-cfo-za-god-vyiavili-bolee-140-tysiach-atak-hakerov-na-kompanii.html0

Mexico UMC Latin America & Caribbean2021 June 2 https://diario.mx/estado/hackean-cuentas-de-duarte-y-lozoya-20210601-1802129.html0

Mexico UMC Latin America & Caribbean2021 November 2 https://www.24-horas.mx/2021/11/01/sufre-nuevo-hackeo-sistema-de-registro-civil-extranjeros-los-beneficiados/0

Russia UMC Europe & Central Asia2021 November 10 http://chechenews.com/%D1%87%D0%B5%D1%87%D0%B5%D0%BD%D1%81%D0%BA%D0%BE%D0%B5-%D0%BE%D0%BF%D0%BF%D0%BE%D0%B7%D0%B8%D1%86%D0%B8%D0%BE%D0%BD%D0%BD%D0%BE%D0%B5-%D0%B4%D0%B2%D0%B8%D0%B6%D0%B5%D0%BD%D0%B8%D0%B5-1adat-%D0%B7/0

Indonesia LMC East Asia & Pacific2020 October 9 https://ruangterang.pikiran-rakyat.com/news/pr-102814663/siber-polri-masih-lakukan-investigasi-terkait-peretasan-situs-resmi-dpr-ri0

Spain HIC Europe & Central Asia2020 September 17 https://www.elconfidencialdigital.com/articulo/Judicial/imputado-concejal-vox-estafa-internet-hackeaba-correos-electronicos/20200916180409162784.html0

South KoreaHIC East Asia & Pacific2020 August 10 http://biz.heraldcorp.com/view.php?ud=202008100005950

Belgium HIC Europe & Central Asia2020 July 30 https://www.rtbf.be/info/economie/detail_confinement-et-teletravail-attention-les-hackers-profitent-d-une-plus-grande-faiblesse-des-utilisateurs?id=105521280

Indonesia LMC East Asia & Pacific2020 April 13 https://republika.co.id/berita/q8q3ub463/situs-resmi-pemerintah-kota-moskow-diduga-diretas0

Turkey UMC Europe & Central Asia2020 June 20 https://www.haberler.com/google-veri-ihlalleri-nedeniyle-para-cezasina-13345987-haberi/0

India LMC South Asia 2020 July 25 https://aajtak.intoday.in/crime/story/one-cyber-hacker-arrested-by-cyber-crime-team-of-delhi-police-1-1213555.html0

Germany HIC Europe & Central Asia2020 March 20 https://www.n-tv.de/technik/Hacker-erpressen-Lieferando-article21657819.html0

Vietnam LMC East Asia & Pacific2019 June 3 https://giaoducthoidai.vn/giao-duc/canh-bao-nha-truong-ve-hanh-vi-lua-dao-tan-cong-email-ten-mien-dongthapgovvn-4008007-v.html0

Russia UMC Europe & Central Asia2019 January 28 https://www.securitylab.ru/news/497633.php0

Italy HIC Europe & Central Asia2019 March 19 https://www.nextquotidiano.it/hacker-m5s-camera-iene/0

Indonesia LMC East Asia & Pacific2019 September 23 https://jabar.tribunnews.com/2019/09/23/lampu-lalu-lintas-di-simpang-proklamasi-garut-diretas-muncul-tulisan-tak-seronok0

United StatesHIC North America 2022 September 26 https://www.globenewswire.com/news-release/2022/09/25/2522127/0/en/Cash-Express-LLC-Data-Breach-Alert-Issued-by-Wolf-Haldenstein-Adler-Freeman-Herz-LLP.html[3810192, 3806591, 3808745, 3801503]['Cash Express , LLC Data Breach Alert Issued by Wolf', 'Payday lender Cash Express reports data breach affecting 100 , 000 customers', 'Cash Express , LLC Data Breach Alert Issued by Wolf Haldenstein Adler Freeman & Herz LLP', 'Cash Express , LLC Files Notice of Data Breach Following Unauthorized Access to the Company IT Network | Console and Associates , P . C . ']3

Finland HIC Europe & Central Asia2018 August 12 https://www.is.fi/digitoday/art-2000005789182.html0

India LMC South Asia 2018 January 24 https://www.loksatta.com/maharashtra-news/cybercrime-in-satara-1621454/0

United StatesHIC North America 2018 November 22 https://www.elfinancierocr.com/tecnologia/ganaderos-industriales-sufre-hackeo-telefonico/ZZLJSZCTHRHOLCDHICZRFRV774/story/0

Bulgaria UMC Europe & Central Asia2017 March 8 https://trud.bg/%D0%B8%D0%B7%D0%BC%D0%B0%D0%BC%D0%B0-%D1%84%D0%B8%D1%88%D0%B8%D0%BD%D0%B3-%D1%81-%D0%BF%D0%B0%D1%80%D0%B8-%D0%BE%D1%82-%D0%B3%D0%B5%D1%80%D0%BC%D0%B0%D0%BD%D1%81%D0%BA%D0%B0-%D0%B1/0

United StatesHIC North America 2022 June 13 https://www.jdsupra.com/legalnews/associated-ophthalmologists-of-kansas-8601227/0

United StatesHIC North America 2022 June 2 https://www.jdsupra.com/legalnews/owner-of-dodge-s-southern-stores-d-h-4288748/0

United StatesHIC North America 2021 April 28 https://1019therock.com/presque-isle-police-department-hacked-cybergang-attacks-pds-across-the-u-s/0

United Arab EmiratesHIC Middle East & North Africa2022 June 28 https://www.itp.net/security/nearly-one-in-five-employees-clicked-a-malicious-link-in-kaspersky-phishing-simulation0

United KingdomHIC Europe & Central Asia2022 August 16 https://www.techradar.com/news/website-that-lets-you-send-poop-through-the-post-gets-hacked0

United StatesHIC North America 2022 July 19 https://edition.cnn.com/2022/07/19/politics/russia-solarwinds-hackers/0

United StatesHIC North America 2022 September 14 https://krdo.com/news/2022/09/13/fremont-county-health-department-reopens-following-cyber-attack/0

PhilippinesLMC East Asia & Pacific2022 January 12 https://technology.inquirer.net/114159/privacy-commission-to-comelec-manila-bulletin-explain-alleged-data-breach0



United KingdomHIC Europe & Central Asia2022 February 3 https://www.darlingtonandstocktontimes.co.uk/news/19897908.kp-snacks-teesside-hit-cyber-attack/0

India LMC South Asia 2022 October 1 https://www.prokerala.com/news/articles/a1350379.html0

Mexico UMC Latin America & Caribbean2022 March 19 https://www.notigape.com/por-hackeo-nueva-pelicula-de-dragon-ball-se-retrasa-indefinidamente-/246862[3552980, 3552627, 3552982, 3553862, 3554296]['Dragon Ball movie delayed indefinitely due to hack', 'Dragon Ball Super: Due to a hack at Toei Animation, the premiere of the long-awaited anime film was postponed indefinitely', 'Dragon Ball Super Cancels Premiere After Toei Animation Hack', '  Dragon Ball Super : Super Hero  Delayed After Toei Animation Hack', 'NotiGAPE - Due to hacking, new Dragon Ball movie is delayed indefinitely']4

United StatesHIC North America 2022 April 19 https://www.ai-cio.com/news/wilshire-advisors-hit-by-cyber-attack/0

Australia HIC East Asia & Pacific2022 October 21 https://www.sbs.com.au/news/article/real-estate-sector-data-breach-could-be-worse-then-optus-hack-says-digital-rights-watch/l72rlry1z0

United StatesHIC North America 2022 December 23 https://www.govtech.com/education/higher-ed/xavier-university-might-have-lost-personal-data-in-hack0

India LMC South Asia 2019 May 9 https://www.storypick.com/cartoon-network-website-hacked/0

India LMC South Asia 2019 March 6 https://english.sakshi.com/andhrapradesh-politics/2019/03/06/the-bluefrog-connection-to-data-breach-scam0

United KingdomHIC Europe & Central Asia2019 May 1 https://www.scmagazineuk.com/malvertising-scheme-abuses-yandexdirect-targets-russian-accountants-assorted-malware/article/15834150

Hungary HIC Europe & Central Asia2022 April 1 https://hungarytoday.hu/hungary-election-hackers-telex-444-momentum/0

Russia UMC Europe & Central Asia2022 May 23 https://www.securityweek.com/ibm-dives-trickbot-gangs-malware-crypting-operation0

United KingdomHIC Europe & Central Asia2020 January 27 https://www.bit-tech.net/news/tech/graphics/update-your-amd-radeon-drivers-asap-theres-an-exploit-afoot/1/0

United StatesHIC North America 2019 June 27 https://www.govtech.com/security/FBI-Works-to-Counter-the-Effects-of-Virgin-Island-PD-Hack.html0

United StatesHIC North America 2020 June 16 https://www.timesunion.com/business/article/New-ransomware-suit-against-BST-Community-Care-15343720.php0

United StatesHIC North America 2019 February 8 https://legalnewsline.com/stories/511766738-quora-user-affected-by-data-breach-alleges-he-faces-a-risk-of-fraud-and-identity-theft0

United StatesHIC North America 2019 August 8 https://healthitsecurity.com/news/unitypoint-health-data-breach-lawsuit-partially-dismissed-by-judge0

United StatesHIC North America 2019 September 18 https://www.wsbtv.com/news/local/gwinnett-judge-dragoncon-co-founder-indicted-in-hacking-case/9877537010

United StatesHIC North America 2019 November 22 https://www.staradvertiser.com/2019/11/20/hawaii-news/bank-of-hawaii-warns-of-vishing-scam/0

United StatesHIC North America 2017 January 24 http://www.journal-news.com/news/national/yahoo-hack-what-you-your-account-was-hacked/li3j0K6trbaeAcMf7VkqHO/0

United KingdomHIC Europe & Central Asia2017 February 3 https://www.scmagazineuk.com/trump-hotels-website-appears-to-be-under-ddos-attack-by-hackers/article/635975/0

China UMC East Asia & Pacific2017 March 3 http://www.phayul.com/news/article.aspx?id=38730&article=SFT+greeted+with+Facebook+account+hack+on+Tibetan+New+Year0

United StatesHIC North America 2017 April 5 http://www.infoworld.com/article/3187346/security/phishing-scammers-exploit-wix-web-hosting.html0

United StatesHIC North America 2017 August 1 http://www.zdnet.com/article/new-trojan-malware-attack-targets-restaurant-chains/0

India LMC South Asia 2017 September 29 http://indianexpress.com/article/cities/delhi/centre-supervisor-among-2-arrested-for-hacking-neet-server-4867727/0

Ireland HIC Europe & Central Asia2017 October 2 https://www.siliconrepublic.com/enterprise/mastercard-early-detection-system0

United StatesHIC North America 2017 June 1 http://www.kltv.com/story/35568539/tyler-police-warn-residents-about-phishing-email0

United StatesHIC North America 2017 June 16 http://kuow.org/post/one-million-people-affected-wsu-data-breach-stolen-safe0

United StatesHIC North America 2017 February 18 https://petapixel.com/2013/04/05/north-koreas-official-flickr-account-gets-hacked-and-defaced-by-anonymous/0

United StatesHIC North America 2017 February 22 http://fox59.com/2017/02/22/meridian-health-services-in-muncie-latest-company-to-fall-victim-to-data-breach/0

United StatesHIC North America 2017 March 28 http://boingboing.net/2017/03/28/tuyuljahatathotmail-com.html0

United StatesHIC North America 2017 July 20 http://www.beckersasc.com/asc-turnarounds-ideas-to-improve-performance/tampa-surgery-center-suffers-data-breach-5-things-to-know.html0

United StatesHIC North America 2017 September 7 http://www.newsobserver.com/news/politics-government/politics-columns-blogs/under-the-dome/article171645222.html0

United StatesHIC North America 2017 October 23 https://healthitsecurity.com/news/how-an-hie-aided-in-recovery-from-a-ransomware-attack0

United StatesHIC North America 2018 March 9 https://healthitsecurity.com/news/emblemhealth-data-breach-leads-to-575k-ny-state-settlement0

Australia HIC East Asia & Pacific2018 March 20 http://www.abc.net.au/news/2018-03-20/radio-pirate-who-hacked-police-communications-jailed/95676040

United StatesHIC North America 2018 April 1 https://www.cnbc.com/2017/06/30/petya-ransomware-attack-nato-says-state-actor-to-blame.html0

United KingdomHIC Europe & Central Asia2018 May 8 http://www.theregister.co.uk/2018/05/07/canadian_teen_hacker/0

United StatesHIC North America 2020 May 7 https://fcw.com/articles/2020/05/07/cyber-campaign-taps-ppe-desperation.aspx0

United StatesHIC North America 2018 December 4 https://www.cnsnews.com/news/article/craig-bannister/ig-fed-employee-downloaded-9000-pages-pornography-infecting-network0

United StatesHIC North America 2018 December 13 https://www.forbes.com/sites/thomasbrewster/2018/12/13/warnings-as-destructive-shamoon-cyber-attacks-hit-middle-east-energy-industry/0

Ireland HIC Europe & Central Asia2020 January 22 https://www.thejournal.ie/phone-hacking/news/0

United StatesHIC North America 2020 June 24 https://www.tmcnet.com/usubmit/2020/06/24/9174384.htm0

United KingdomHIC Europe & Central Asia2020 February 26 https://www.telegraph.co.uk/money/consumer-affairs/brexit-campaigner-arron-banks-among-1600-people-exposed-data/0

United StatesHIC North America 2020 April 17 https://www.greenbaypressgazette.com/story/news/2020/04/17/aurora-health-hackers-may-have-accessed-patients-personal-information/5152983002/0

Taiwan 2020 August 16 https://focustaiwan.tw/society/2020081600140

United KingdomHIC Europe & Central Asia2020 September 2 https://www.computerweekly.com/news/252488497/Northumbria-University-suffers-major-disruption-after-cyber-attack0

United StatesHIC North America 2021 December 31 https://www.ktvb.com/article/news/local/bogus-says-phishing-scam-offering-fake-lift-tickets/277-866e910c-b2fe-4834-816c-b09119e008400

United StatesHIC North America 2020 September 10 https://www.kvrr.com/2020/09/10/floyd-family-considers-legal-action-after-hospital-data-breach/0

Japan HIC East Asia & Pacific2020 November 25 https://www.zdnet.com/article/toy-maker-mattel-discloses-ransomware-attack/0

United StatesHIC North America 2021 September 23 https://www.mobihealthnews.com/news/himsscast-gethealth-data-breach-and-what-it-means-consumer-health-apps-and-devices0

France HIC Europe & Central Asia2022 November 15 https://www.lyoncapitale.fr/actualite/metropole-de-lyon-les-comptes-bancaires-d-interimaires-preleves-apres-un-piratage-d-adecco0

South KoreaHIC East Asia & Pacific2022 May 20 https://www.etnews.com/20220520000150?mc=em_007_000010

Poland HIC Europe & Central Asia2022 January 24 https://tvn24.pl/biznes/pieniadze/phishing-oszusci-czyszcza-konta-bankowe-raport-nbp-w-iii-kwartale-2021-r-odnotowano-7709-oszustw-przy-uzyciu-polecenia-przelewu-55712440

Turkey UMC Europe & Central Asia2022 September 28 https://www.61saat.com/17-yasindaki-hacker-universiteyi-hackledi-yuba-bu-mesaji-atti-devletime-zarar-verecek0

SwitzerlandHIC Europe & Central Asia2022 February 2 https://www.watson.ch/digital/schweiz/636943407-emil-frey-gruppe-gehackt-darknet-leak-betrifft-kundinnen-und-kunden0



Mexico UMC Latin America & Caribbean2022 November 2 https://aristeguinoticias.com/0211/dinero-y-economia/alerta-canacar-golpe-a-economia-y-cadenas-de-suministros-por-hackeo-a-sict/0

Russia UMC Europe & Central Asia2022 August 30 https://3dnews.ru/1073198/v-seti-poyavilos-kommercheskoe-predlogenie-intellexa-na-postavku-neizvestnomu-pokupatelyu-instrumentov-dlya-vzloma-android-i-ios-za-8-mln0

Indonesia LMC East Asia & Pacific2021 November 18 https://www.solopos.com/peretasan-data-polisi-akun-penggunggah-database-polri-ditangguhkan-11986140

Brazil UMC Latin America & Caribbean2021 July 22 https://imirante.com/imperatriz/noticias/2021/07/22/preso-em-imperatriz-suspeito-de-liderar-quadrilha-de-hackers-que-desviou-r-13-milhoes-de-banco-virtual.shtml0

Israel HIC Middle East & North Africa2021 February 18 https://www.pc.co.il/news/332474/ 0

Saudi ArabiaHIC Middle East & North Africa2021 August 18 https://www.hasatoday.com/320079 0

Spain HIC Europe & Central Asia2021 November 24 https://www.20minutos.es/tecnologia/ciberseguridad/estafa-black-friday-no-lidl-no-esta-vendiendo-robots-de-cocina-a-1-99-euros-se-trata-de-una-campana-de-phishing-4902464/0

Russia UMC Europe & Central Asia2021 January 18 https://www.securitylab.ru/news/515575.php0

SwitzerlandHIC Europe & Central Asia2021 August 31 https://www.finews.ch/news/banken/47674-hacker-greifen-daten-bei-neuenburger-kantonalbank-ab0

Ukraine LMC Europe & Central Asia2020 August 15 http://internetua.com/kompaniya-proizvoditel-elitnogo-alkogolya-postradala-ot-hakerskoi-ataki0

Germany HIC Europe & Central Asia2020 January 28 https://www.openpr.de/news/1074920/Trickreiche-CyberAngriffe-fokussieren-mehr-auf-KMUs.html0

Indonesia LMC East Asia & Pacific2020 February 16 https://medan.tribunnews.com/2020/02/16/setelah-diretas-kini-situs-web-pemkab-dairi-mati-total0

Argentina UMC Latin America & Caribbean2020 April 13 https://www.lanacion.com.ar/politica/alberto-fernandez-denuncio-hackeos-y-volvio-a-apuntar-en-contra-del-sistema-de-firma-digital-nid23535470

Poland HIC Europe & Central Asia2020 July 23 https://www.dobreprogramy.pl/Polskie-firmy-kontra-hakerzy-ataki-310-razy-w-tygodniu-najczesciej-z-numerow-IP-z-USA,News,109129.html0

South KoreaHIC East Asia & Pacific2020 August 7 https://news.chosun.com/site/data/html_dir/2020/08/07/2020080701691.html0

France HIC Europe & Central Asia2020 February 25 https://securite.developpez.com/actu/294924/Des-malwares-heberges-sur-Bitbucket-par-des-pirates-ont-ete-telecharges-plus-de-500-000-fois-selon-une-enquete-de-Cybereason/0

Ukraine LMC Europe & Central Asia2020 April 10 https://anna-news.info/izrail-prinuzhdaet-palestintsev-zagruzhat-shpionskoe-po/0

South KoreaHIC East Asia & Pacific2019 December 3 http://www.diodeo.com/news/view/38039000

South KoreaHIC East Asia & Pacific2019 May 23 http://www.diodeo.com/news/view/34719020

Russia UMC Europe & Central Asia2019 August 2 https://pronedra.ru/rossiyan-poprosili-zakleivat-kamery-i-mikrofony-svoix-smartfonov-skotchem-400988.html0

France HIC Europe & Central Asia2022 January 25 https://www.phonandroid.com/powerpoint-des-pirates-utilisent-le-logiciel-de-microsoft-pour-diffuser-des-malwares.html[3468208, 3468900]['Powerpoint: hackers use Microsoft software to spread malware', 'PowerPoint is being used as a lure to spread malware']1

Denmark HIC Europe & Central Asia2019 September 6 https://borsen.dk/nyheder/virksomheder/artikel/1/387336/demant_har_stadig_intet_bud_paa_regningen_efter_hackerangreb.html0

Spain HIC Europe & Central Asia2018 February 19 http://www.cope.es/noticias/actualidad/macroestafa-millonaria-hackers-empresas-canarias-suplantando-sus-directivos_1719570

SwitzerlandHIC Europe & Central Asia2018 March 14 https://www.finanzen.ch/nachrichten/devisen/Nach-Hackerangriff-Kopfgeld-fuer-Hinweise-auf-Bitcoin-Hacker-ausgesetzt-10186388080

India LMC South Asia 2018 June 13 https://maharashtratimes.indiatimes.com/maharashtra/pune-news/spyware-in-whatsapp-msgs/articleshow/64563462.cms0

SwitzerlandHIC Europe & Central Asia2018 November 20 https://www.24heures.ch/vaud-regions/epfl-victime-dune-vaste-attaque-informatique/story/170017760

Denmark HIC Europe & Central Asia2018 July 3 https://www.computerworld.dk/art/243939/morgen-briefing-mobilepay-bliver-selvstaendigt-firma-i-finland-odico-gik-paa-boersen-med-et-brag-adidas-amerikanske-website-hacket0

Brazil UMC Latin America & Caribbean2018 October 2 https://www.criptomoedasfacil.com/sistema-de-empresa-e-invadido-em-roraima-e-hackers-exigem-pagamento-em-bitcoin-ou-dash/0

Mexico UMC Latin America & Caribbean2018 July 14 http://www.omnia.com.mx/noticia/73865/alertan-contra-nueva-forma-de-fraude-cibernetico-y-extorsion-hackean-telefonos-d0

South KoreaHIC East Asia & Pacific2018 December 18 http://www.metroseoul.co.kr/news/newsview?newscd=20181218002030

Germany HIC Europe & Central Asia2018 December 2 https://www.br.de/nachrichten/netzwelt/smartpuppe-im-tatort-hacker-im-kinderzimmer,RAsUums0

Indonesia LMC East Asia & Pacific2018 July 6 http://makassar.tribunnews.com/2018/07/06/meski-diserang-hacker-ppdb-online-sulsel-ternyata-paling-sukses-di-indonesia0

Denmark HIC Europe & Central Asia2018 September 20 https://www.version2.dk/artikel/kommune-blev-hacket-angiveligt-elever-borgerservice-maatte-lukke-10862640

Venezuela Latin America & Caribbean2017 December 23 http://www.entornointeligente.com/articulo/3696202/Detectan-un-malware-que-se-transmite-por-Facebook-Messenger-y-acuna-criptomonedas0

Mexico UMC Latin America & Caribbean2017 November 9 http://planoinformativo.com/555474/ase-sin-recuperar-aun-hackeo-financiero-slp0

Peru UMC Latin America & Caribbean2017 October 20 https://diariocorreo.pe/ciudad/denuncian-hackeo-de-cuentas-y-usurpacion-de-identidad-781100/0

Germany HIC Europe & Central Asia2017 April 25 http://www.openpr.de/news/948362/Trustwave-SpiderLabs-warnt-vor-Phishing-Attacken-und-neuen-Cerber-Ransomware-Varianten.html0

Japan HIC East Asia & Pacific2017 June 29 http://mainichi.jp/articles/20170629/gnw/00m/040/003000c0

Indonesia LMC East Asia & Pacific2017 January 2 http://trendtek.republika.co.id/berita/trendtek/internet/17/01/02/oj50zi359-bank-turki-diserang-peretas0

United StatesHIC North America 2021 November 24 https://www.jdsupra.com/legalnews/recent-data-breach-at-twitch-exposes-2128405/0

United StatesHIC North America 2021 December 1 https://techcrunch.com/2021/12/01/hacker-jailed-sim-swapping/0

India LMC South Asia 2022 August 17 https://www.digit.in/news/security-software/digitalocean-users-emails-allegedly-leaked-in-a-recent-mailchimp-hack-64767.html0

NetherlandsHIC Europe & Central Asia2017 October 6 http://www.rtvutrecht.nl/nieuws/1670805/gehackte-utrechtse-computers-zijn-landelijk-probleem.html0

United StatesHIC North America 2021 July 17 http://indepthnh.org/2021/07/17/roger-wood-on-cyber-attack-in-sunapee-schools-and-hampstead-security-firm/0

United StatesHIC North America 2022 February 22 https://betanews.com/2022/02/22/ubuntu-and-other-linux-distros-at-risk-from-oh-snap-more-lemmings-security-exploit/0

United KingdomHIC Europe & Central Asia2022 September 10 https://www.telegraph.co.uk/business/2022/09/10/russian-military-using-criminal-hackers-attack-ukraine-warns/0

Canada HIC North America 2022 October 18 https://www.cbc.ca/news/canada/north/yukon-data-breach-dated-1.66199250

United KingdomHIC Europe & Central Asia2022 April 11 https://www.techradar.com/news/a-nasty-new-infostealer-malware-is-landing-in-email-inboxes0

PhilippinesLMC East Asia & Pacific2022 May 11 https://www.philstar.com/headlines/2022/05/12/2180446/over-20000attempts-hack-poll-system-bared0

United StatesHIC North America 2022 May 25 https://www.shorelinemedia.net/ludington_daily_news/news/local/pm-twp-supervisors-email-hacked/article_8ed21f93-be40-5c7f-b80d-386a2ab95123.html0

United StatesHIC North America 2019 February 1 https://healthitsecurity.com/news/ransomware-attack-on-floridas-faben-ob-gyn-results-in-data-loss0

United StatesHIC North America 2019 June 13 https://www.dispatch.com/business/20190613/health-care-company-capital-city-paincare-victim-of-data-breach0

Lithuania HIC Europe & Central Asia2020 March 20 https://www.lrt.lt/en/news-in-english/19/1153504/coronavirus-linked-cyber-attack-targets-lithuanian-defence-minister0

United StatesHIC North America 2019 July 10 https://www.forbes.com/sites/kateoflahertyuk/2019/07/10/firefox-blocks-u-a-e-spy-firm-after-state-sponsored-hacking-claims/0

United StatesHIC North America 2020 June 25 https://www.mondaq.com/unitedstates/trials-appeals-compensation/957964/margaret-dale-explores-ways-to-protect-privilege-after-data-breach0



United StatesHIC North America 2020 December 9 https://www.bankinfosecurity.com/iranian-linked-android-spyware-sneaks-into-private-chats-a-155560

United StatesHIC North America 2019 January 23 https://www.idahostatejournal.com/news/local/teton-school-district-recovers-portion-of-funding-lost-in-phishing/article_48190f91-942b-570f-b8e4-d0148cce3bd4.html0

Ghana LMC Sub-Saharan Africa2019 August 5 https://www.pulse.com.gh/news/local/tv3-and-3news-tilapia-da-cartoonist-facebook-page-hacked/jqnsv2v0

United StatesHIC North America 2019 September 10 https://www.iotevolutionworld.com/smart-home/articles/443200-japanese-consumer-iot-under-attack-hackers-government.htm0

United StatesHIC North America 2019 October 14 https://www.kitv.com/story/41175740/state-says-phishing-is-hawaiis-biggest-cyber-security-issue0

Australia HIC East Asia & Pacific2019 November 13 https://www.itwire.com/security/aust-firm-promises-data-decryption-after-dharma-ransomware-attack.html0

United StatesHIC North America 2019 November 21 http://www.pagosasun.com/psmc-hit-by-russian-hacking-no-patient-data-compromised/0

United StatesHIC North America 2017 April 11 http://baylorlariat.com/2017/04/10/baylor-emails-undergo-phishing-attacks/0

United StatesHIC North America 2017 May 22 http://wlns.com/2017/05/21/update-ingham-county-malware-attack/0

Australia HIC East Asia & Pacific2017 July 5 http://www.couriermail.com.au/business/breaking-news/cyber-firms-warn-of-power-malware-threat/news-story/3f6ab1c3af1a39b3a23b1fdbda367031?nk=6ef84a7fbc0e6d1457ebf2c1bad97582-14992272830

Australia HIC East Asia & Pacific2017 June 23 http://www.sbs.com.au/news/article/2017/06/23/cyber-hack-near-miss-prompts-task-force0

United StatesHIC North America 2017 July 7 http://www.theepochtimes.com/n3/2264947-researchers-find-cyberattacks-on-the-epoch-times-part-of-larger-hacking-campaign/0

United KingdomHIC Europe & Central Asia2017 July 25 http://www.scotsman.com/news/hackers-trade-100-000-items-of-online-id-from-edinburgh-1-45130420

United StatesHIC North America 2017 September 11 http://www.homelandsecuritynewswire.com/dr20170911-russia-s-fake-americans0

United StatesHIC North America 2017 September 9 https://finance.yahoo.com/m/de62ab82-4e4b-3bf0-8bc9-604c2527c937/ss_former-gov.-roy-barnes,.html0

United StatesHIC North America 2017 September 12 https://www.bloomberg.com/news/articles/2017-09-12/transunion-says-consumer-fear-from-equifax-hack-costing-it-money0

United KingdomHIC Europe & Central Asia2017 May 15 http://www.independent.co.uk/news/uk/home-news/jeremy-hunt-nhs-silence-cyber-attacks-no-second-wave-joint-responsibility-a7736906.html0

United StatesHIC North America 2017 June 28 http://www.wdtv.com/content/news/Princeton-hospital-hacked-431360493.html0

United StatesHIC North America 2018 January 6 https://www.mediapost.com/publications/article/312569/mailgun-takes-action-to-plug-email-data-breach.html0

India LMC South Asia 2018 January 12 http://www.business-standard.com/article/economy-policy/forget-aadhaar-your-phone-can-reveal-all-your-private-details-to-hackers-118011200258_1.html0

United StatesHIC North America 2018 March 6 http://www.fox46charlotte.com/news/local-news/exclusive-crooks-try-to-cash-in-on-charlotte-housing-authority-data-breach0

United StatesHIC North America 2018 March 13 http://www.wrcbtv.com/story/37716076/what-the-tech-hackers-using-computers-to-mine-for-bitcoin0

Costa RicaUMC Latin America & Caribbean2018 May 14 https://news.co.cr/several-government-websites-in-costa-rica-were-hacked/73025/0

India LMC South Asia 2018 October 13 https://mumbaimirror.indiatimes.com/mumbai/crime/fraudsters-duped-sbm-by-hacking-swift-system-cops/articleshow/66189808.cms0

Australia HIC East Asia & Pacific2018 August 10 https://www.perthnow.com.au/technology/security/hacking-airliners-cybersecurity-expert-says-he-found-a-satellite-back-door-into-aircraft-ng-4e590f296bd1b1d975099f25b51702230

Canada HIC North America 2018 October 17 https://www.thestar.com/politics/federal/2018/10/17/hackers-target-federal-government-networks-an-average-of-474-million-times-per-day-memo-shows.html0

Israel HIC Middle East & North Africa2018 November 9 https://www.albawaba.com/editorchoice/whatsapp-warns-users-hack-threat-filter-their-phones-12109620

United StatesHIC North America 2018 November 9 https://news.softpedia.com/news/hackers-charged-for-creating-6k-strong-cryptojacking-network-523693.shtml0

United KingdomHIC Europe & Central Asia2018 November 5 https://www.itpro.co.uk/security/32283/cyber-attacks-against-energy-and-utilities-firms-occur-in-enterprise-not-critical0

Pakistan LMC South Asia 2018 November 8 https://propakistani.pk/2018/11/08/theres-more-to-the-debit-card-hack-than-just-a-data-breach-analysis/0

Bahamas HIC Latin America & Caribbean2020 June 2 http://www.tribune242.com/news/2020/jun/02/police-probe-after-database-hacked/0

United StatesHIC North America 2020 January 26 https://www.clickondetroit.com/news/local/2020/01/25/more-than-1100-patients-affected-by-beaumont-health-data-breach/0

United StatesHIC North America 2020 July 26 https://www.msn.com/en-us/news/us/another-university-zoom-call-hacked-with-racial-slurs/ar-BB17dwOq0

Canada HIC North America 2020 April 26 https://www.yorktonthisweek.com/accounting-firm-mnp-cyber-hacked-in-early-april-1.241232660

United StatesHIC North America 2020 August 4 https://www.wtvr.com/news/local-news/how-a-recent-vcu-data-breach-impacts-alumni0

United StatesHIC North America 2020 August 6 https://wnaw.com/mcla-foundation-vendor-targeted-in-ransomware-hit/0

Kuwait HIC Middle East & North Africa2021 February 13 http://www.arabtimesonline.com/news/iran-hack-targets-kuwait-uae-units/0

United StatesHIC North America 2020 December 1 https://www.bankinfosecurity.com/conti-ransomware-gang-posts-advantechs-data-a-154860

United StatesHIC North America 2020 December 19 https://baltimorebrew.com/2020/12/18/with-data-presumed-unrecoverable-baltimore-county-schools-scramble-to-recover-from-cyber-attack/0

United StatesHIC North America 2020 December 22 https://www.freightwaves.com/news/news-alert-forward-air-reveals-ransomware-attack-warns-of-revenue-hit0

United StatesHIC North America 2020 December 26 https://www.bankinfosecurity.com/microsoft-warned-crowdstrike-possible-hacking-attempt-a-156650

United StatesHIC North America 2021 September 6 https://www.investmentwatchblog.com/6m-customers-in-cleveland-ohio-get-electricity-accounts-hacked/0

Brazil UMC Latin America & Caribbean2022 September 16 https://gizmodo.uol.com.br/cyber-ataques-programados-tem-pequenos-provedores-como-alvo-no-brasil/0

Russia UMC Europe & Central Asia2022 February 3 https://www.securitylab.ru/news/529440.php0

South KoreaHIC East Asia & Pacific2022 September 19 https://www.newspim.com/news/view/202208240009790

Mexico UMC Latin America & Caribbean2022 October 25 http://tiempo.com.mx/noticia/descartan_robo_de_informacion_hackers_encriptaron_archivos_municipio/0

Bulgaria UMC Europe & Central Asia2022 August 5 https://www.standartnews.com/tekhnologii/ot-nachaloto-na-godinata-khakeri-sa-otkradnali-poveche-ot-30-tb-danni-500138.html0

Russia UMC Europe & Central Asia2022 August 29 https://lenta.ru/news/2022/08/29/zoom/ 0

Panama UMC Latin America & Caribbean2022 September 23 https://www.critica.com.pa/nacional/denuncian-hackeo-de-correo-oficial-del-banco-hipotecario-6369380

Finland HIC Europe & Central Asia2022 October 26 https://www.kauppalehti.fi/uutiset/elon-muskin-starlink-hakkeroitiin/90ffcef8-bad9-4474-95d1-c863167bc25a0

Germany HIC Europe & Central Asia2022 August 17 https://www.heise.de/news/LKA-Niedersachsen-Warnung-vor-Phishing-Mail-von-Bundesregierung-7222541.html0

Russia UMC Europe & Central Asia2022 July 7 https://info.sibnet.ru/article/620533/ 0

Mexico UMC Latin America & Caribbean2022 December 4 https://www.am.com.mx/nacional/2022/12/4/sufre-sedena-mayor-hackeo-de-la-historia-636752.html0

South KoreaHIC East Asia & Pacific2022 October 11 http://www.koreatimes.com/article/20221010/14361050

United StatesHIC North America 2022 April 21 https://www.crhoy.com/nacionales/alvarado-aparece-en-medio-de-emergencia-por-hackeo-buscan-desestabilizar-al-pais/0



France HIC Europe & Central Asia2021 December 23 https://france3-regions.francetvinfo.fr/hauts-de-france/aisne/la-mairie-de-chateau-thierry-piratee-pas-de-donnees-personnelles-volees-selon-le-maire-2389675.html0

Germany HIC Europe & Central Asia2021 November 28 https://www.saarbruecker-zeitung.de/saarland/neunkirchen/nach-hacker-angriff-eberspaecher-meldet-sich-zurueck_aid-642921990

Spain HIC Europe & Central Asia2021 July 1 https://bandaancha.eu/articulos/ransomware-revil-sodinokibi-consigue-99380

South KoreaHIC East Asia & Pacific2021 January 6 https://weekly.donga.com/Main/3/all/11/2351305/10

Germany HIC Europe & Central Asia2020 September 14 https://www.zdnet.de/88382675/exploit-kits-auf-xhamster/0

Ukraine LMC Europe & Central Asia2020 June 2 https://www.depo.ua/rus/politics/za-tizhden-ukraina-vidbila-mayzhe-11-tisyach-kiberatak-2020060211698660

France HIC Europe & Central Asia2020 October 1 https://www.lavoixdunord.fr/873126/article/2020-10-01/marles-les-mines-flex-n-gate-victime-d-un-piratage-informatique-et-d-une-demande0

India LMC South Asia 2022 January 9 https://www.indiatoday.in/india/story/elgar-parishad-lawyer-phone-hacked-pegasus-device-supreme-court-panel-1898019-2022-01-10[3442395, 4053807, 3444596]['Elgar Parishad case lawyer claims phone hacked using Pegasus , offers device to SC - appointed panel for probe', 'Elgar Parishad Accused , Their Lawyers Write to SC Committee on Pegasus Spyware Targeting', 'Bhima Koregaon lawyer claims his phone was hacked using Pegasus']2

Senegal LMC Sub-Saharan Africa2020 December 12 https://senego.com/piratage-des-hackers-pompent-6817millions-fca-des-caisses-decobank_1198268.html0

Germany HIC Europe & Central Asia2020 December 28 https://www.zdnet.de/88391041/hacker-missbrauchen-citrix-geraete-fuer-ddos-attacken/0

Serbia UMC Europe & Central Asia2020 April 15 https://www.telegraf.rs/hi-tech/aplikacije-hi-tech/3178460-provaljeno-pola-miliona-naloga-ako-koristite-ovu-aplikaciju-obavezno-promenite-podatke-za-pristup0

Poland HIC Europe & Central Asia2020 February 17 http://gazetaolsztynska.pl/633598,Wlamywali-sie-na-konta-bankowe-i-quotpraliquot-pieniadze-Wsrod-zatrzymanych-mieszkancy-Warmii-i-Mazur.html0

Chile HIC Latin America & Caribbean2020 June 30 https://www.lacuarta.com/cronica/noticia/formalizan-tres-personas-hackeo/517177/0

China UMC East Asia & Pacific2019 November 6 https://www.sohu.com/a/352075482_6107930

Ukraine LMC Europe & Central Asia2019 February 16 http://internetua.com/hakery-atakuuat-polzovatelei-s-pomosxua-ssylki-iz-1-tys-znakov0

Russia UMC Europe & Central Asia2019 August 19 http://club.cnews.ru/blogs/entry/vzlom_bird_ecb0

SwitzerlandHIC Europe & Central Asia2019 March 21 https://www.tdg.ch/suisse/suisse-romandeemails-employes-bcv-pirates/story/317577000

France HIC Europe & Central Asia2018 January 31 https://france3-regions.francetvinfo.fr/nouvelle-aquitaine/gironde/bordeaux/bordeaux-six-ans-prison-ferme-piratage-distributeurs-automatiques-sud-ouest-1412373.html0

Russia UMC Europe & Central Asia2018 February 15 http://actualcomment.ru/v-evrope-razgoraetsya-novyy-khakerskiy-skandal-1802151002.html0

South KoreaHIC East Asia & Pacific2018 October 24 http://www.etnews.com/20181024000353?mc=em_009_000020

Brazil UMC Latin America & Caribbean2018 May 6 http://www.gazetadigital.com.br/conteudo/show/secao/9/og/1/materia/539090/t/site-da-prefeitura-de-cuiaba-e-hackeado-e-sai-fora-do-ar0

Japan HIC East Asia & Pacific2018 July 24 http://d.hatena.ne.jp/Kango/20180724/15323871870

SwitzerlandHIC Europe & Central Asia2018 April 26 http://www.journaldujura.ch/nouvelles-en-ligne/divers/maliciels-et-vols-de-donnees-ont-marque-le-2e-semestre-20170

Japan HIC East Asia & Pacific2018 June 13 https://japan.zdnet.com/article/35102626/0

Brazil UMC Latin America & Caribbean2018 November 26 https://www.tudocelular.com/forum/threads/80750-Hacker-brasileiro-lucra-com-aluguel-de-trojan-bancarios-saiba-como-e-o-ataque/0

Ukraine LMC Europe & Central Asia2020 March 26 https://gazeta.ua/ru/articles/np/_hakery-ukrali-neskolko-millionov-griven/957276[2434464, 2424271, 2424268, 4179680, 2424269, 2424275, 2424289, 2424270, 2424272, 2426662, 2424276, 2424266, 2424267, 2424279]['The most famous digital hacking operations that cost its victims billions', 'Hackers stole several million hryvnia', 'Cyber \u200b\u200bdetention: SBU figured out hackers who stole 20 million hryvnias', 'A group of hackers called Silence attacks banks in sub-Saharan Africa', 'Hackers stole more than 20 million hryvnias from accounts of Ukrainians | facenews. ua : news of Ukraine', 'The hacker group caused damage to clients of banking systems for UAH 20 million (photo)', 'News of Ukraine: The hacker group caused losses of 20 million hryvnias to bank clients', 'The SBU stopped the activities of a hacker group that caused damage to customers of the banking system for 20 million UAH', 'Illegally transferred more than 20 million hryvnia: SBU stopped the activities of hackers', 'SBU identified hackers who stole 20 million hryvnia', 'SBU exposed a gang of hackers who stole funds from bank accounts', 'SBU announced the arrest of hackers who stole 20 million', '200 police officers detained hackers who devastated the13

Finland HIC Europe & Central Asia2017 January 12 http://www.iltalehti.fi/digi/201701122200052936_du.shtml0

Spain HIC Europe & Central Asia2017 July 6 http://www.eldiario.es/cultura/tecnologia/Plusdede-fake-surgida-hackeo-Pordede_0_662134028.html0

Russia UMC Europe & Central Asia2017 December 28 https://rg.ru/2017/12/28/programma-dlia-vzloma-playstation-4-poiavilas-v-seti.html0

Russia UMC Europe & Central Asia2017 October 20 http://echospb.ru/2017/10/20/prostoy-muzikalniy-pleer-ustanovil-pod-ugrozu-vzloma/0

Belarus UMC Europe & Central Asia2017 July 27 http://www.belaruspartisan.org/life/388913/0

Sweden HIC Europe & Central Asia2017 April 5 http://www.realtid.se/manga-foretag-kan-ha-drabbats-av-omfattande-cyberangrepp0

Saudi ArabiaHIC Middle East & North Africa2017 September 28 http://arabic.arabianbusiness.com/content/3190280

New ZealandHIC East Asia & Pacific2021 May 27 https://www.stuff.co.nz/national/health/125260349/canterbury-health-board-gets-15-million-attempted-hacks-every-week0

United KingdomHIC Europe & Central Asia2022 July 28 https://www.gamesindustry.biz/bandai-namco-reportedly-attacked-by-hacker-group0

India LMC South Asia 2021 July 27 https://timesofindia.indiatimes.com/city/jaipur/2-foreign-nationals-arrested-in-udaipur-for-hacking-atm/articleshow/84774362.cms0

Turkey UMC Europe & Central Asia2022 February 8 https://ifex.org/justice-for-syria-surviving-egypts-republic-of-fear-and-spyware-targets-women-rights-defenders/0

China UMC East Asia & Pacific2022 September 7 https://thediplomat.com/2022/09/a-recent-chinese-hack-is-a-wake-up-call-for-the-security-of-the-worlds-software-supply-chain/0

United StatesHIC North America 2022 April 9 https://www.prweb.com/releases/2022/4/prweb18605503.htm0

South AfricaUMC Sub-Saharan Africa2022 October 24 https://it-online.co.za/2022/10/24/atm-pos-malware-activity-back-to-pre-covid-levels/0

United StatesHIC North America 2019 April 11 https://siliconangle.com/2019/04/10/new-attack-involving-malware-causes-real-world-damage-detected/0

United StatesHIC North America 2022 December 20 https://www.nbcsandiego.com/news/local/timeline-of-san-diego-unified-data-breach-revealed/3125332/0

United StatesHIC North America 2019 May 3 https://www.msn.com/en-sg/news/other/what-the-hack-this-s-e2-80-99porean-was-one-of-400-who-e2-80-98hacked-e2-80-99-govt-websites-for-bounty/ar-AAAQiPE0

Russia UMC Europe & Central Asia2022 February 12 https://www.bleepingcomputer.com/news/security/croatian-phone-carrier-data-breach-impacts-200-000-clients/0

Ireland HIC Europe & Central Asia2022 March 24 https://www.irishmirror.ie/news/irish-news/rte-high-alert-cyber-attack-265508920

United StatesHIC North America 2021 April 5 https://www.insidehighered.com/quicktakes/2021/04/05/universities-affected-it-security-company-data-breach0

Canada HIC North America 2021 November 21 https://thestarphoenix.com/news/local-news/saskatoon-police-help-global-ransomware-probe-more-covid-19-tickets-from-ppc-event-to-come0

United StatesHIC North America 2019 July 11 http://www.wcjc.com/2019/07/11/pfw-warns-of-college-student-phishing-scam/0

Canada HIC North America 2019 January 17 https://vancouversun.com/news/local-news/news-1130-traffic-apologizes-after-hackers-seize-twitter-account-share-offensive-tweets0

United StatesHIC North America 2019 February 4 https://globenewswire.com/news-release/2019/02/04/1709513/0/en/Olympia-Financial-Group-Inc-Announces-Ransomware-Cyber-Attack.html0

United StatesHIC North America 2019 August 22 https://finance.yahoo.com/news/midst-hardware-hacking-wave-eri-193200437.html0

United StatesHIC North America 2019 September 24 https://www.law360.com/articles/12012000

United KingdomHIC Europe & Central Asia2019 November 18 https://www.telegraph.co.uk/news/2019/11/18/isil-terrorists-hack-ordinary-peoples-dormant-twitter-accounts/0

United StatesHIC North America 2019 January 4 https://www.reuters.com/article/us-germany-politics-cyber-government-idUSKCN1OY0Q20

United StatesHIC North America 2017 January 12 http://www.kvia.com/crime/city-more-phishing-scam-money-could-have-been-recovered-if-crrma-director-had-acted-sooner/2637145150



India LMC South Asia 2017 January 2 http://idrw.org/hacked-nsg-portal-did-not-carry-sensitive-information-government/0

United KingdomHIC Europe & Central Asia2017 April 12 http://www.ibtimes.co.uk/avon-left-more-620000-brazil-customer-details-exposed-hackers-months-16167320

Canada HIC North America 2017 May 10 http://www.huffingtonpost.ca/2017/05/10/jack-posobiec-rebel-media-macronleaks_n_16539470.html0

India LMC South Asia 2017 August 4 http://www.firstpost.com/tech/news-analysis/wikileaks-releases-documents-by-cia-contractor-raytheon-analysing-malware-for-the-umbrage-project-3855105.html0

United StatesHIC North America 2017 September 20 http://www.prnewswire.com/news-releases/afge-responds-to-ruling-in-opm-data-breach-lawsuit-300523048.html0

Australia HIC East Asia & Pacific2017 November 18 http://www.theage.com.au/victoria/police-investigate-hack-of-guns-database-20171117-gznsuf.html0

United StatesHIC North America 2017 May 2 http://www.lansingstatejournal.com/story/news/local/2017/05/02/clerks-offices-remain-closed-after-malware-attack/101191226/0

United StatesHIC North America 2017 December 18 http://www.salemnews.net/opinion/editorials/2017/12/hackers-dish-out-expensive-lesson-for-sc-county/0

United KingdomHIC Europe & Central Asia2017 March 24 http://www.thetimes.co.uk/edition/world/hacking-gang-held-over-31m-raid-on-taxman-r62f8kdwk0

United StatesHIC North America 2017 August 21 http://mondaq.com/australia/x/621970/data+protection/LimeLight+Issue+No17+Data+breach0

United StatesHIC North America 2017 November 30 https://www.ksat.com/news/defenders/first-time-home-buyer-out-more-than-36-000-in-spear-phishing-scam0

United StatesHIC North America 2018 January 9 http://www.newarkadvocate.com/story/news/local/2017/02/06/county-cyber-attack-makes-newark-laca-more-vigilant/97444170/0

United StatesHIC North America 2018 March 15 https://nakedsecurity.sophos.com/2018/03/15/anti-anti-virus-service-provider-tied-to-huge-hacks-cops-plea/0

New ZealandHIC East Asia & Pacific2018 May 29 http://www.sharechat.co.nz/article/b8a1fabc/nz-pensioners-swindled-out-of-1m-in-march-quarter-as-phishing-remains-prevalent-cert-nz.html0

Australia HIC East Asia & Pacific2018 June 5 https://www.arnnet.com.au/article/641981/melbourne-based-microsoft-partner-mops-up-after-ransomware-hit/0

United StatesHIC North America 2018 May 7 http://www.tomsguide.com/answers/id-3700030/urgent-totally-locked-folder-malware.html0

United StatesHIC North America 2018 May 9 https://boingboing.net/2018/05/08/messenger-shooter.html0

United StatesHIC North America 2018 July 10 https://www.jdsupra.com/legalnews/court-rejects-evidentiary-and-cfaa-98744/0

United StatesHIC North America 2018 August 1 https://www.marketwatch.com/story/experts-warn-of-a-new-snail-mail-malware-attack-thats-actually-working-2018-08-010

United StatesHIC North America 2018 November 9 https://www.news957.com/business/2018/11/09/recipe-unlimited-reports-23-8m-q3-profit-up-from-21-2m-year-ago/0

Japan HIC East Asia & Pacific2018 September 4 https://www.zdnet.com/article/this-malware-disguises-itself-as-bank-security-to-raid-your-account/0

Australia HIC East Asia & Pacific2018 September 14 https://www.smartcompany.com.au/industries/information-technology/wannacry-virus-still-infecting-thousands-australian-computers-warning-another-devastating-cyber-attack/0

China UMC East Asia & Pacific2018 September 28 https://splash247.com/ports-on-alert-as-cyber-attacks-proliferate/0

United StatesHIC North America 2018 November 29 https://www.omaha.com/livewellnebraska/consumer/hackers-ransom-plot-exploits-omaha-hospital-and-others-costs-victims/article_7cc069b2-f8e5-5a6e-847d-3276bcb2c7e3.html0

Qatar HIC Middle East & North Africa2020 May 23 https://thepeninsulaqatar.com/article/23/05/2020/Cyber-attacks-threaten-security,-peace,-stability-Qatar0

United StatesHIC North America 2020 February 4 https://www.ctpost.com/business/article/Pitney-Bowes-revenues-clipped-by-recent-cyber-15029369.php0

India LMC South Asia 2020 July 27 https://www.mid-day.com/articles/after-hacking-loan-recovery-agents-now-resort-to-text-bombing-customers/229052370

United StatesHIC North America 2020 June 24 https://www.darkreading.com/threat-intelligence/goldenspy-malware-hidden-in-tax-software-spies-companies-doing-business-in-china/d/d-id/13381720

Canada HIC North America 2020 June 30 https://globalnews.ca/news/7126504/saq-hacked-personal-data/0

United StatesHIC North America 2020 March 13 https://www.governing.com/security/Oklahoma-Accused-of-Negligence-in-Massive-Data-Breach.html0

United StatesHIC North America 2020 April 28 https://triblive.com/local/westmoreland/east-suburban-clinic-reports-data-breach-affecting-500-patients/0

United StatesHIC North America 2020 August 13 http://levittownnow.com/2020/08/12/septa-says-no-rider-employee-data-compromised-during-malware-attack/0

United StatesHIC North America 2021 December 11 https://www.wbir.com/article/news/education/congratulations-pellissippi-students-graduate-and-walk-the-stage-despite-ransomware-attack/51-6369cf35-96cc-473b-9a97-708d6b5a5a190

United StatesHIC North America 2020 September 22 https://www.nbc12.com/2020/09/22/vmfa-notifies-patrons-data-breach/0

United StatesHIC North America 2020 November 5 https://www.tripwire.com/state-of-security/featured/capcom-hacked-resident-evil-game-developer-discloses-cyber-attack/0

United StatesHIC North America 2021 September 23 https://www.cnn.com/2021/09/23/politics/suspected-foreign-hack-houston/0

South KoreaHIC East Asia & Pacific2022 September 14 http://www.knnews.co.kr/news/articleView.php?idxno=13856430

Russia UMC Europe & Central Asia2022 March 20 https://www.vgoroden.ru/novosti/bolee-900-sim-kart-oformili-moshenniki-na-nizhegorodku-posle-vzloma-na-gosuslugah-id3531520

South KoreaHIC East Asia & Pacific2022 December 26 https://news.kbs.co.kr/news/view.do?ncd=60686030

Russia UMC Europe & Central Asia2022 December 30 https://vz.ru/news/2022/12/30/1193301.html0

Russia UMC Europe & Central Asia2022 February 8 https://tass.ru/proisshestviya/13644861 0

Norway HIC Europe & Central Asia2022 January 24 https://www.aftenposten.no/norge/i/47GK76/datatilsynet-med-millionbot-til-stortingets-administrasjon-etter-datai0

Thailand UMC East Asia & Pacific2022 September 5 https://www.sanook.com/hitech/1564337/ 0

SwitzerlandHIC Europe & Central Asia2022 March 10 https://www.20min.ch/fr/story/piratage-de-luni-les-donnees-publiees-sont-de-plus-en-plus-sensibles-5205804689220

Russia UMC Europe & Central Asia2022 July 1 https://ura.news/news/1052566483 0

Russia UMC Europe & Central Asia2022 August 22 https://www.securitylab.ru/news/533484.php0

Russia UMC Europe & Central Asia2022 March 22 https://regnum.ru/news/3540529.html 0

Spain HIC Europe & Central Asia2022 March 22 https://www.lainformacion.com/juridico/audiencia-nacional-respalda-erte-fuerza-mayor-ciberataque/2862805/0

Indonesia LMC East Asia & Pacific2021 June 10 https://metro.sindonews.com/read/451766/171/server-diretas-disdukcapil-kota-bogor-kembali-ke-layanan-manual-16233159680

Norway HIC Europe & Central Asia2021 September 13 https://www.dn.no/teknologi/kryptovaluta/hacking/blokkjedeteknologi/kryptoplattform-ble-tappet-for-54-mrd-kroner-og-er-imponert-vil-ansatte-hackeren-som-sikkerhetsradgiver/2-1-10535230

Israel HIC Middle East & North Africa2021 December 17 https://mubasher.aljazeera.net/news/politics/2021/12/17/%D9%85%D9%8A%D8%AA%D8%A7-%D8%AA%D8%BA%D9%84%D9%82-1500-%D8%AD%D8%B3%D8%A7%D8%A8-%D8%B9%D9%84%D9%89-%D9%81%D9%8A%D8%B3%D8%A8%D9%88%D9%83-%D9%88%D8%A5%D9%86%D8%B3%D8%AA%D8%BA%D8%B1%D8%A7%D9%850

Brazil UMC Latin America & Caribbean2021 December 20 https://canaltech.com.br/seguranca/malware-se-esconde-no-registro-do-windows-para-espionar-digitacao-204861/0

Greece HIC Europe & Central Asia2021 May 17 https://www.thebest.gr/article/620567-chakaran-ti-selida-tou-syriza-sto-facebook-tis-allaxan-onoma0

Russia UMC Europe & Central Asia2021 June 16 https://www.securitylab.ru/news/521338.php0

Mexico UMC Latin America & Caribbean2021 October 16 https://www.quadratin.com.mx/principal/morelia-no-ha-generado-licencias-para-obras-de-distribuidores-por-hackeo/0



Thailand UMC East Asia & Pacific2021 June 11 https://www.springnews.co.th/news/8106150

Indonesia LMC East Asia & Pacific2020 October 4 https://autotekno.sindonews.com/read/185624/122/gerah-android-dijebol-hacker-google-razia-software-ponsel-semua-merek-16018242290

Poland HIC Europe & Central Asia2020 March 25 https://www.benchmark.pl/aktualnosci/wykradziono-kod-zrodlowy-kart-amd-navi-haker-chce-100-mld-dolarow.html0

Poland HIC Europe & Central Asia2020 September 14 https://www.tvp.info/49856387/potezny-wyciek-wrazliwych-danych-z-serwisow-seksrandkowych0

Russia UMC Europe & Central Asia2020 June 2 https://club.cnews.ru/blogs/entry/kiberataka_bez_ispolzovaniya_vredonosnogo_po0

Armenia UMC Europe & Central Asia2020 July 17 https://golosarmenii.am/article/90737/Ucom-i-Viva-MTS-zayavili-o-vzlome-sistemy-azerbajdzhanskimi-xakerami0

Israel HIC Middle East & North Africa2020 December 5 https://news.israelinfo.co.il/events/91262 0

BangladeshLMC South Asia 2020 May 30 https://www.kalerkantho.com/online/info-tech/2020/05/30/9170780

France HIC Europe & Central Asia2020 July 27 https://www.lesechos.fr/tech-medias/hightech/nintendo-victime-du-plus-gros-piratage-de-son-histoire-12266750

Russia UMC Europe & Central Asia2019 July 11 https://www.playground.ru/news/vzlomana_antipiratskaya_zaschita_denuvo_6_0-61191/0

Japan HIC East Asia & Pacific2019 April 6 https://www.jiji.com/jc/article?k=2019040600192&g=pol0

Brazil UMC Latin America & Caribbean2019 July 25 https://jconline.ne10.uol.com.br/canal/politica/nacional/noticia/2019/07/25/acm-neto-determina-expulsao-do-dem-de-hacker-acusado-de-invadir-celular-de-moro-384059.php0

Bulgaria UMC Europe & Central Asia2019 July 19 https://www.actualno.com/society/nap-5-mln-egn-ta-sa-iztekli-pri-hakvaneto-razrabotvame-prilojenie-za-proverka-news_769824.html0

Bulgaria UMC Europe & Central Asia2019 July 30 https://www.dnes.bg/world/2019/07/30/poreden-udar-haknaha-i-platejna-sistema-v-italiia.4180220

Italy HIC Europe & Central Asia2019 March 21 http://www.riminitoday.it/cronaca/foto-porno-della-sarti-attacco-hacker-camera-dei-deputati.html0

United StatesHIC North America 2022 September 28 https://techcrunch.com/2022/09/28/hacker-breaches-fast-company-systems-to-send-offensive-apple-news-notifications/[3814322, 3813157, 3813469, 3813151, 3814827, 3814327, 3826668, 3813155, 3814773, 3813447, 3814315, 3815097, 3813156, 3814367, 3814314, 3814325, 3814317]['Hacker breaches Fast Company systems to send offensive Apple News notifications', 'Fast Company shuts website after Apple News feed hacked', "Unknown people hacked Fast Company's Apple News account", 'Fast Company Shuts Down Website After Apple News Feed Hacked', 'Hackers Use Apple News Fast Company Account to Send Offensive Messages', 'Apple News Users Receive Obscene Push Notification Due to Hacking of Fast Company', 'Fast Company magazine shuts down following hack that saw Apple users receive racist , vulgar messages', 'fast company website : Fast Company shuts website after Apple News feed hacked', 'Media Company falls prey to hackers sending  obscene racist  notifications across Apple News', 'Fast Company Shuts Website After Apple News Feed Hacked', 'Hackers Send  Obscene , Racist  Notifications to Apple News Users', "Unknown Hacked Fast Company Magazine's Apple News Account", 'Fast Company shuts website after Apple News feed hack , obscene alerts', 'Hackers have forced Fast Company to disable its site16

Indonesia LMC East Asia & Pacific2021 February 19 https://manado.tribunnews.com/2021/02/19/ini-kronologi-penangkapan-hacker-sma-yang-retas-database-kejaksaan-agung-kejagung-maafkan-pelaku[3140259, 3140245, 3140251]["Attorney General Forgives RI Attorney's Website Hacker, Here's the Reason", "Attorney General Forgives High School Students in South Sumatra Who Hacked the RI Attorney's Database", "This is the Chronology of Arresting High School Hackers Who Hacked the Attorney General's Database, the Attorney General's Office Forgives the Perpetrators"]2

Israel HIC Middle East & North Africa2018 August 16 https://www.haaretz.co.il/captain/software/.premium-1.63866790

Czech RepublicHIC Europe & Central Asia2018 May 11 http://domaci.eurozpravy.cz/spolecnost/223702-policie-odlozila-vysetrovani-utoku-hackeru-na-weby-csu/0

Germany HIC Europe & Central Asia2018 February 28 https://www.tagesspiegel.de/politik/hackerangriff-auf-die-telekom-was-passiert-ist-wer-dahinter-steckt-was-kunden-tun-koennen/14906320.html0

Sweden HIC Europe & Central Asia2018 July 19 https://www.dn.se/kultur-noje/hackare-kodade-in-gangvaldtakt-i-barnspel/0

Ukraine LMC Europe & Central Asia2018 November 20 http://kafanews.com/novosti/151819/v-krymu-inostranets-vzlomal-chetyre-terminala-i-ukral-bolee-300-tys--rubley_2018-11-200

South KoreaHIC East Asia & Pacific2018 December 19 http://daily.hankooki.com/lpage/ittech/201812/dh20181219110204148040.htm0

Germany HIC Europe & Central Asia2018 October 24 https://winfuture.de/news,105703.html 0

Germany HIC Europe & Central Asia2018 August 24 https://www.bz-berlin.de/ratgeber/computer-technik/hacker-legen-fussball-portal-kicker-de-lahm0

South KoreaHIC East Asia & Pacific2017 April 6 http://heraldk.com/2017/04/05/%EB%82%98-%EC%A4%91%EC%95%99%EC%A7%80%EA%B2%80-%EC%88%98%EC%82%AC%EA%B4%80%EC%9D%B8%EB%8D%B0-%EC%88%98%EC%96%B5%EC%9B%90-%EC%B1%99%EA%B8%B4-%EB%B3%B4%EC%9D%B4%EC%8A%A4%ED%94%BC/0

Ukraine LMC Europe & Central Asia2017 January 13 https://focus.ua/country/364501/ 0

Denmark HIC Europe & Central Asia2017 July 4 http://www.dr.dk/nyheder/udland/ukrainsk-politi-varsler-retsforfoelgelse-mod-patient-nul-efter-cyberangreb0

Chile HIC Latin America & Caribbean2017 October 20 http://www.biobiochile.cl/noticias/nacional/region-de-arica-y-parinacota/2017/10/20/pdi-desbarata-hackeo-bancario-en-arica-y-detiene-en-santiago-a-sujeto-que-cobraba-por-caja.shtml0

Sweden HIC Europe & Central Asia2017 October 10 https://www.dn.se/nyheter/sverige/regeringskansliet-det-finns-risker-med-allting/0

Russia UMC Europe & Central Asia2017 June 6 http://gorodbryansk.info/2017/06/bankomat-3/0

India LMC South Asia 2017 December 23 https://hindi.news18.com/news/world/pakistan-karachi-police-official-website-defaced-by-indian-hackers-group-1207240.html0

Russia UMC Europe & Central Asia2017 April 20 http://energyland.info/news-show--electro-1578430

Algeria LMC Middle East & North Africa2017 November 18 https://www.letempsdz.com/index.php/132-actualite/194871-une-cyber-attaque-d%C3%A9jou%C3%A9e0

Germany HIC Europe & Central Asia2021 November 14 https://www.dw.com/en/us-expels-russian-diplomats-and-issues-sanctions-over-solarwinds-hacking-attack/a-572151410

Canada HIC North America 2022 June 10 https://www.cbc.ca/news/canada/hamilton/cryptocurrency-phishing-scam-1.64820770

Russia UMC Europe & Central Asia2021 May 24 https://www.securityweek.com/us-government-asks-victims-2017-etherdelta-hack-come-forward0

South AfricaUMC Sub-Saharan Africa2022 June 21 https://www.bizcommunity.com/Article/196/661/228933.html0

Malaysia UMC East Asia & Pacific2022 July 28 https://www.thestar.com.my/aseanplus/aseanplus-news/2022/07/28/51-phishing-scam-victims-in-singapore-lose-more-than-s37400-in-july-alone0

United StatesHIC North America 2021 June 3 https://www.msn.com/en-us/news/us/hackers-claim-to-release-stolen-data-from-clover-park-school-district-district-investigation-continues/ar-AAKErM70

United StatesHIC North America 2022 July 13 https://www.kkfm.com/news/phishing-attacks-hit-record-high/0

United KingdomHIC Europe & Central Asia2022 September 27 https://www.theguardian.com/australia-news/2022/sep/28/morning-mail-help-for-optus-data-breach-victims-pesticide-regulation-maze-path-to-republic-debate0

United StatesHIC North America 2022 February 2 https://www.breitbart.com/tech/2022/02/01/feds-russian-hackers-obtained-inside-information-on-companies-electronic-filings-to-profit-on-stock-trades/0

Canada HIC North America 2022 September 6 https://www.bnnbloomberg.ca/italy-s-energy-agency-website-back-online-after-malware-attack-1.18151560

United KingdomHIC Europe & Central Asia2022 October 11 https://www.dailymail.co.uk/news/article-11304669/Pro-Russia-Killnet-hacker-gang-targets-JPMorgan-Chase-DDoS-attack.html0

Canada HIC North America 2022 March 28 https://windsorstar.com/news/world/how-nokia-enabled-russian-hacking-and-made-millions-doing-it-new-york-times0

United KingdomHIC Europe & Central Asia2022 November 1 https://www.techradar.com/news/criminals-hijack-antivirus-software-to-deliver-malware0

Australia HIC East Asia & Pacific2022 November 22 https://www.itwire.com/business-it-news/security/microsoft-feedback-product-being-exploited-to-send-phishing-links.html0

Nigeria LMC Sub-Saharan Africa2022 November 6 https://nigeriastandardnewspaper.com/ng/busted-efcc-arrests-nigeria-hacker-king-ismaila-atumeyi-contesting-kogi-assembly-recovers-470000-usd-cash-inside-morgan-estate-ojodu-lagos-mansion-suspect-hides-fund-in-a-locked-undergr/0

United StatesHIC North America 2022 November 9 https://www.forbes.com/sites/daveywinder/2022/11/09/google-pays-chrome-hackers-45000-releases-high-severity-security-update/0

United StatesHIC North America 2022 November 30 https://www.washingtontimes.com:443/news/2022/nov/30/experian-settles-over-16-million-multiple-states-2/0

United StatesHIC North America 2022 December 22 https://journalrecord.com/2022/12/21/law-firm-investigating-data-breach/0

Russia UMC Europe & Central Asia2019 April 18 https://www.securityweek.com/russian-hackers-use-rats-target-financial-entities0

United StatesHIC North America 2019 May 3 https://www.pcgamer.com/a-single-hacking-group-is-poisoning-legitimate-software-updates-with-malware/0

Canada HIC North America 2019 May 27 https://www.canadianunderwriter.ca/technology/how-cyber-criminals-are-targeting-canadian-companies-1004163655/0



United StatesHIC North America 2020 January 6 https://www.accountingtoday.com/tag/phishing0

Canada HIC North America 2019 July 12 https://www.e-know.ca/regions/east-kootenay/mp-warns-public-about-facebook-phishing-scam/0

United StatesHIC North America 2019 July 11 https://minnesota.cbslocal.com/2019/07/11/attorney-general-ellison-reaches-settlement-in-data-breach-affecting-38000-minnesotans/0

Russia UMC Europe & Central Asia2019 July 19 https://www.securityweek.com/iranian-hackers-use-new-malware-recent-attacks0

Norway HIC Europe & Central Asia2020 December 29 https://www.lifeinnorway.net/norways-hurtigruten-hit-by-major-it-hack/0

United StatesHIC North America 2019 March 20 https://www.popsci.com/american-will-blame-iran-for-cyber-attack-on-water-holding-infrastructure0

Kenya LMC Sub-Saharan Africa2019 August 22 https://www.standardmedia.co.ke/article/2001339138/man-charged-with-hacking-into-family-bank-system0

Ireland HIC Europe & Central Asia2019 October 27 https://www.independent.ie/business/irish/irish-beauty-chain-probes-possible-patient-data-breach-38633670.html0

United StatesHIC North America 2017 February 7 http://thehill.com/policy/cybersecurity/318303-college-student-sentenced-to-probation-for-android-malware0

China UMC East Asia & Pacific2017 March 15 http://www.cfoinnovation.com/story/12754/apac-was-most-targeted-region-ransomware-attacks0

United StatesHIC North America 2017 April 11 http://www.mainebiz.biz/article/20170411/NEWS0101/1704199870

India LMC South Asia 2017 May 17 http://www.thehansindia.com/posts/index/Andhra-Pradesh/2017-05-17/TTD-official-website-hacked-by-ransomware/3006450

United KingdomHIC Europe & Central Asia2017 July 24 http://www.dailymail.co.uk/news/article-4726714/Police-warn-hacking-threat-fridges-kettles.html0

United StatesHIC North America 2017 September 26 http://www.wmcactionnews5.com/story/36455683/sen-corker-concerned-about-scams-following-equifax-hack0

Canada HIC North America 2017 November 8 http://leaderpost.com/news/crime/regina-police-service-site-subject-to-occasional-hacking-attempts0

United StatesHIC North America 2017 October 8 http://www.bostonherald.com/business/business_markets/2017/10/paper_to_pay_damages_in_hack_case0

India LMC South Asia 2017 June 23 http://www.fakingnews.firstpost.com/india/strong-messages-us-claiming-sent-pakistan-still-trumps-draft-folder-found-hacker-196890

United StatesHIC North America 2017 April 18 http://www.themorningsun.com/general-news/20170418/fulton-school-employees-impacted-by-data-breach-can-now-file-for-protection0

United KingdomHIC Europe & Central Asia2017 November 29 http://www.walesonline.co.uk/news/wales-news/wales-biggest-car-dealership-held-139720900

China UMC East Asia & Pacific2017 May 2 http://www.fudzilla.com/news/processors/43537-latest-intel-security-exploit-affects-nehalem-through-kaby-lake0

United StatesHIC North America 2020 August 28 http://www.cgchannel.com/2020/08/hackers-for-hire-targeted-3ds-max-bitdefender-warns/[2676864, 2673792, 2673415, 4248194]['Hackers for hire targeted 3ds Max , Bitdefender warns', 'Hackers for hire attack architecture firm via 3ds Max exploit', 'Mercenary hacker group targets companies with 3Ds Max malware', ' [ WARNING ] New Hacker Group Uses 3Ds Max Malware to Steal Companie Proprietary Information']3

United StatesHIC North America 2022 June 17 https://www.msn.com/en-us/news/finance-top-stocks/2-men-accused-of-hacking-into-virginia-gas-station-selling-gas-at-discounted-rate/vi-AAYzdzb[3680627, 3680625]['Two Virginia Men Accused of Hacking Gas Station , Selling Discounted Fuel', '2 men accused of hacking into Virginia gas station , selling gas at discounted rate']1

Nigeria LMC Sub-Saharan Africa2018 February 20 http://silverbirdtv.com/security/41448/cyber-criminals-used-stolen-sim-cards-hack-bank-accounts/0

Uganda LIC Sub-Saharan Africa2018 January 31 http://pctechmag.com/2013/03/hackers-attack-several-bbc-twitter-accounts/0

United KingdomHIC Europe & Central Asia2018 March 8 http://www.trustedreviews.com/news/bitcoin-hack-binance-exchange-cryptocurrency-attempted-theft-34154310

United StatesHIC North America 2018 April 25 https://www.govinfosecurity.com/toolkit-generates-malicious-office-macro-malware-a-108990

United KingdomHIC Europe & Central Asia2018 May 17 https://www.theregister.co.uk/2018/05/17/nethammer_second_remote_rowhammer_exploit/0

Germany HIC Europe & Central Asia2018 June 25 https://brica.de/alerts/alert/public/1219167/north-korean-hackers-exploit-hwp-docs-in-recent-cyber-heists/0

United StatesHIC North America 2018 August 10 http://www.govtech.com/dc/Phishing-Attack-Dupes-Hennepin-County-Minn-Employees.html0

United StatesHIC North America 2018 August 10 https://www.sfgate.com/news/bayarea/article/Italy-Man-Charged-In-Federal-Court-For-Hack-Of-13147231.php0

United KingdomHIC Europe & Central Asia2018 September 6 https://www.theregister.co.uk/2018/09/06/us_north_korea_hacking/0

United StatesHIC North America 2018 September 18 https://www.newsbtc.com/2018/09/18/newdex-decentralized-crypto-exchange-robbed-in-new-hacking-attack/0

United KingdomHIC Europe & Central Asia2018 November 5 https://www.scmagazineuk.com/hackers-attack-energy-companies-systems-rather-ics-says-report/article/14979970

United KingdomHIC Europe & Central Asia2018 January 5 https://www.personneltoday.com/hr/morrisons-data-breach-sounds-warning-on-vicarious-liability/0

Ireland HIC Europe & Central Asia2020 May 22 https://www.breakingnews.ie/ireland/tusla-fined-again-for-data-breach-1001267.html0

India LMC South Asia 2020 February 2 https://indianexpress.com/article/entertainment/netflix-series-jamtara-lives-of-small-town-cybercriminals-soumendra-padhi-6247865/0

United StatesHIC North America 2020 April 25 https://www.govinfosecurity.com/genetic-testing-lab-hack-affects-233000-a-141820

United StatesHIC North America 2020 August 15 https://www.techdirt.com/articles/20050809/1841228.shtml0

United StatesHIC North America 2020 August 19 https://www.scmagazine.com/home/security-news/phishing/hackers-hijack-design-platform-to-go-phishing/0

United StatesHIC North America 2020 September 22 https://www.newsweek.com/hacker-pleads-guilty-holding-stolen-data-ransom-15334070

India LMC South Asia 2020 October 4 http://idrw.org/pak-based-hackers-targeting-indian-defence-units-officials/0

India LMC South Asia 2020 November 4 https://timesofindia.indiatimes.com/city/guwahati/most-assam-internet-users-faced-cyber-attacks-in-last-one-year-survey/articleshow/79036349.cms0

Pakistan LMC South Asia 2021 August 4 https://tribune.com.pk/story/2313699/phone-hacking-complaints-on-rise-in-punjab0

United StatesHIC North America 2021 September 6 https://dailynexus.com/2021-09-05/uc-refuses-to-disclose-information-regarding-accellion-data-hack/0

United StatesHIC North America 2021 March 11 https://www.djc.com/news/bu/12138944.html0

Mexico UMC Latin America & Caribbean2022 October 2 https://vanguardia.com.mx/noticias/no-sabe-nada-de-seguridad-nacional-acusa-exdirector-del-cisen-a-amlo-tras-hackeo-a-la-sedena-JC44222900

Vietnam LMC East Asia & Pacific2019 April 27 http://vietq.vn/quy-i2019-viet-nam-hung-chiu-4770-su-co-tan-cong-mang-vao-cac-trang-web-d157818.html[4460111, 4462886, 4464447, 4460112, 4021426]['More than 4 . 700 incidents of cyber attacks on Vietnamese websites | Technology', 'In the first quarter of 2019, Vietnam suffered 4. 770 incidents of cyber attacks on websites', 'Vietnam gets low rating as cyber attacks rise', 'More than 4 . 700 incidents of cyber attacks on Vietnamese websites', 'Targeted cyber attacks increase sharply in Vietnam']4

Russia UMC Europe & Central Asia2022 May 12 https://www.securitylab.ru/news/531588.php0

KyrgyzstanLMC Europe & Central Asia2022 February 11 https://knews.kg/2022/02/11/obrazovatelnyj-servis-finalsite-podvergsya-massirovannoj-atake-hakerov/0

Mexico UMC Latin America & Caribbean2022 November 16 https://planoinformativo.com/885907/finanzas-dejo-de-brindar-5-mil-servicios-por-hackeo-0

Austria HIC Europe & Central Asia2022 July 20 https://tirol.orf.at/stories/3165657/ 0

Israel HIC Middle East & North Africa2022 October 15 https://www.mako.co.il/nexter-news/Article-d06c533a1e0d381027.htm?sCh=3d385dd2dd5d4110&pId=7573327710

Russia UMC Europe & Central Asia2022 September 6 https://runews24.ru/world/06/09/2022/3d2a59c3e301040b62b12c51db4d0aa40

Finland HIC Europe & Central Asia2022 January 28 https://www.kauppalehti.fi/uutiset/kavala-android-haittaohjelma-iski-suomeen-latasitko-jonkin-naista-sovelluksista/f0e19ae6-7b5b-4c9b-85ef-08fb0535fe820

Indonesia LMC East Asia & Pacific2021 December 6 http://dnaberita.com/2018/12/29/peretasan-pembelot-korea-utara-hampir-1-000-data-pribadi-bocor/0



India LMC South Asia 2021 December 27 https://www.patrika.com/national-news/phishing-cyber-attack-on-central-ministry-officials-7242832/0

Germany HIC Europe & Central Asia2021 December 19 https://winfuture.de/news,127081.html 0

Russia UMC Europe & Central Asia2021 April 9 https://www.newsler.ru/politics/2021/04/09/opko-prervala-opros-po-povodu-izbraniya-glavy-kirova-iz-za-vzloma-sajta0

Russia UMC Europe & Central Asia2021 April 29 https://www.securitylab.ru/news/519486.php0

Indonesia LMC East Asia & Pacific2021 October 21 https://www.merdeka.com/peristiwa/akun-instagram-pemkot-solo-diretas-lagi-gibran-lapor-pihak-facebook.html0

Russia UMC Europe & Central Asia2020 July 16 https://www.mskagency.ru/materials/30230530

Brazil UMC Latin America & Caribbean2020 February 21 https://www.tecmundo.com.br/software/150520-carro-conectado-hackeado-acelerar-limite-permitido.htm0

Spain HIC Europe & Central Asia2020 June 6 https://www.20minutos.es/noticia/4282722/0/la-dgt-alerta-de-una-estafa-de-phishing-utilizando-su-imagen/0

Italy HIC Europe & Central Asia2020 October 13 https://www.ladige.it/news/cronaca/2020/10/13/mail-aziendali-piratate-banda-hacker-dirottato-conto-bonifico-600mila-euro0

SwitzerlandHIC Europe & Central Asia2020 December 14 https://www.pctipp.ch/news/phishing/phishing-mails-im-namen-swisscom-2616617.html0

Indonesia LMC East Asia & Pacific2020 April 22 https://www.pikiran-rakyat.com/nasional/pr-01370132/diduga-terkait-kasus-kelaparan-dan-larangan-mudik-website-kabupaten-serang-diretas0

Spain HIC Europe & Central Asia2019 February 19 https://www.diariosur.es/malaga-capital/detenidos-malaga-estafar-20190219095039-nt.html0

Dominican RepublicUMC Latin America & Caribbean2019 August 8 https://hoy.com.do/pn-a-punto-de-dar-con-los-culpables-hackeo-a-infotep/0

Sweden HIC Europe & Central Asia2019 February 21 https://arbetet.se/2019/02/21/den-hansynslosa-haggan-hackar-systemet/0

Germany HIC Europe & Central Asia2019 December 20 https://www.fnp.de/lokales/giessen/hackerangriff-giessen-ryuk-wird-erpressung-verwendet-zr-13358092.html0

Germany HIC Europe & Central Asia2019 February 13 https://www.handelsblatt.com/technik/it-internet/datendiebstahl-erneut-hunderte-millionen-zugangsdaten-im-netz-aufgetaucht/23980712.html0

Spain HIC Europe & Central Asia2018 December 7 https://www.huelvainformacion.es/huelva/PP-exige-Cruz-dar-la-cara-hackeo_0_1306969526.html0

Egypt LMC Middle East & North Africa2018 February 4 http://www.swxbt.com/%D8%A7%D9%84%D9%8A%D9%88%D9%85-%D8%A8%D8%A7%D8%AD%D8%AB%D9%88%D9%86-%D9%8A%D9%83%D8%AA%D8%B4%D9%81%D9%88%D9%86-89-%D8%A5%D8%B6%D8%A7%D9%81%D8%A9-%D9%83%D8%B1%D9%88%D9%85-%D8%AA%D8%B3%D8%AA%D8%BA/0

SwitzerlandHIC Europe & Central Asia2018 March 6 https://www.computerworld.ch/security/malware/malware-explosion-kryptominern-1481548.html0

Malaysia UMC East Asia & Pacific2018 December 18 https://amanz.my/2018188530/ 0

Denmark HIC Europe & Central Asia2018 August 20 https://www.version2.dk/artikel/norsk-biometriloesning-mastercard-hacket-saa-banalt-dumt-10859500

NetherlandsHIC Europe & Central Asia2018 February 7 https://www.metronieuws.nl/in-het-nieuws/het-gesprek/2018/02/getroffen-door-phishing-opeens-is-9750-euro-weg0

Russia UMC Europe & Central Asia2018 April 19 http://rosinvest.com/page/lenivye-hakery-vzlom-serverov-proishodit-uzhe-bez-uchastija-cheloveka0

France HIC Europe & Central Asia2017 May 3 http://www.lopinion.fr/edition/economie/30-avril-2021-l-algorithme-google-a-ete-hacke-1251990

Vietnam LMC East Asia & Pacific2017 January 5 http://antg.cand.com.vn/Khoa-hoc-Ky-thuat-hinh-su/Nu-hacker-khien-nuoc-My-an-ngu-khong-yen-423894/0

South KoreaHIC East Asia & Pacific2017 March 24 http://www.newsway.kr/view.php?tp=1&ud=20170324164020121230

Iraq UMC Middle East & North Africa2017 June 2 http://www.irakna.com/2017/06/02/%D8%AA%D9%82%D8%B1%D9%8A%D8%B1-%D8%A7%D9%84%D8%B9%D9%85%D9%84%D9%8A%D8%A7%D8%AA-%D8%A7%D9%84%D8%A5%D9%84%D9%83%D8%AA%D8%B1%D9%88%D9%86%D9%8A%D8%A9-%D8%A7%D9%84%D8%A3%D9%85%D9%8A%D8%B1%D9%83%D9%8A/0

Indonesia LMC East Asia & Pacific2017 June 9 http://www.jpnn.com/news/bareskrim-bekuk-peretas-situs-dewan-pers-dan-kejagung-motifnya0

South KoreaHIC East Asia & Pacific2017 October 19 http://mbn.mk.co.kr/pages/news/newsView.php?news_seq_no=33644980

South KoreaHIC East Asia & Pacific2017 March 21 HTTP://www.yonhapnews.co.kr/politics/2017/03/21/0505000000AKR20170321077751014.HTML?template=55660

United StatesHIC North America 2021 May 5 https://www.techtimes.com/articles/259899/20210505/massive-ddos-attack-targets-belnet-hackers-constantly-change-tactics-disrupt.htm0

India LMC South Asia 2021 May 7 https://www.businesstoday.in/technology/realme-twitter-support-account-briefly-hacked-used-for-crypto-scam-under-teslas-name/story/438477.html0

Australia HIC East Asia & Pacific2021 May 11 https://www.itnews.com.au/news/union-fury-at-shocking-covid-bonus-phishing-test-5643940

Canada HIC North America 2022 July 25 https://toronto.ctvnews.ca/toronto-symphony-orchestra-warns-customer-details-compromised-in-ransomware-attack-1.60018190

United StatesHIC North America 2022 September 27 https://www.law360.com/articles/15336280

Ireland HIC Europe & Central Asia2022 October 7 https://www.farmersjournal.ie/weekly-podcast-grain-prices-tirlan-data-breach-and-egg-producer-protests-7272530

United StatesHIC North America 2022 October 7 https://www.bridgemi.com/michigan-government/michigan-firm-linked-election-worker-data-breach-detroit-ends-contract0

United KingdomHIC Europe & Central Asia2022 February 11 https://www.leicestermercury.co.uk/news/leicester-news/hacker-causes-chaos-wiping-families-66459260

United StatesHIC North America 2022 February 11 https://www.abc12.com/news/business/data-breach-at-morley-companies-affects-521-000-people/article_17c6802c-8b60-11ec-b2bf-e75e98021471.html0

United StatesHIC North America 2022 October 2 https://kvia.com/news/2022/10/02/chinese-hacking-group-targeting-us-agencies-and-companies-has-surged-its-activity-analysis-finds/0

India LMC South Asia 2022 April 4 https://www.medianama.com/2022/04/223-nigerian-hackers-hyderabad-bank-crores-rupees/0

United StatesHIC North America 2022 November 2 https://www.jdsupra.com/legalnews/multi-color-corporation-reports-data-6095430/0

Papua New GuineaLMC East Asia & Pacific2022 December 2 https://postcourier.com.pg/its-a-ransomware-attack-not-a-cyber-heist-sua/0

Japan HIC East Asia & Pacific2019 April 4 https://www.zdnet.com/article/researcher-publishes-google-chrome-exploit/0

United StatesHIC North America 2021 May 14 https://www.govtech.com/public-safety/court-sentences-man-who-stole-700k-in-city-phishing-scam0

United StatesHIC North America 2019 June 27 https://www.theepochtimes.com/china-hacked-clintons-email-server-congressman-confirms_2980965.html0

China UMC East Asia & Pacific2020 November 10 https://chinadigitaltimes.net/2019/07/spyware-used-on-phones-at-xinjiang-border/0

Russia UMC Europe & Central Asia2020 November 30 https://www.securityweek.com/media-production-giant-banijay-hit-ransomware0

United StatesHIC North America 2019 July 25 https://medcitynews.com/2019/07/report-swiss-drugmaker-roche-among-several-large-firms-targeted-by-hackers/0

United StatesHIC North America 2019 August 6 https://www.coinspeaker.com/bitpoint-restarts-trading/0

United StatesHIC North America 2019 August 20 https://www.ajc.com/news/local/atlanta-archdiocese-warns-phishing-scam/4DhI9OWrhqTHWpgmd81qVL/0

United StatesHIC North America 2019 September 16 https://www.technewsworld.com/story/science/86211.html0

India LMC South Asia 2019 November 6 https://www.businessinsider.in/tech/apps/news/facebook-data-breach-continues-more-than-a-year-after-cambridge-analytica/articleshow/71941273.cms0

Canada HIC North America 2019 November 25 http://www.swbooster.com/article/9399/rcmp-warn-of-phishing-scam-in-swift-current/0

United StatesHIC North America 2019 December 11 https://www.tampabay.com/florida-politics/buzz/2019/12/11/cyber-attack-targets-computer-systems-at-pride-the-florida-outfit-that-uses-prison-labor/0



United KingdomHIC Europe & Central Asia2019 January 3 https://www.cbronline.com/news/lloyds-of-london-hack0

United StatesHIC North America 2018 January 4 http://wfae.org/post/manager-says-county-needs-improve-cybersecurity-after-hack0

United StatesHIC North America 2017 February 11 http://www.bdtonline.com/news/fbi-investigating-mercer-county-schools-data-breach/article_2d1805de-f008-11e6-80b8-6782318ad3ab.html0

United StatesHIC North America 2017 February 13 http://www.fark.com/comments/9478095/FBI-has-now-hacked-8700-computers-in-120-countries-off-a-single-warrant-Yet-they-couldnt-figure-out-how-to-get-into-San-Bernardino-shooters-iPhone-without-having-to-pay-$1-million-to-a-ten-year-old0

United StatesHIC North America 2017 April 11 http://www.komando.com/happening-now/396730/hackers-hit-amazon-com-beware-of-fake-deals0

United KingdomHIC Europe & Central Asia2017 May 19 http://www.dailymail.co.uk/news/article-4522190/Pictured-Cambridge-graduate-jailed-hedge-fund-hacking.html0

Ireland HIC Europe & Central Asia2017 June 3 http://www.irishexaminer.com/business/data-breach-affects-irish-users-of-global-hotel-website-451636.html0

United KingdomHIC Europe & Central Asia2017 June 24 https://www.thetimes.co.uk/edition/news/edf-nuclear-plant-passwords-sold-by-hackers-qvcdgdhs70

Canada HIC North America 2018 February 22 http://www.cbc.ca/news/canada/edmonton/edmonton-police-hack-computer-data-extortion-fraud-1.45471990

United StatesHIC North America 2018 May 1 https://www.wabe.org/nearly-6-weeks-later-citys-ransomware-attacks-effects-linger/0

United StatesHIC North America 2018 May 9 http://www.darkreading.com/endpoint/privacy/phishing-threats-move-to-mobile-devices/d/d-id/13317570

United StatesHIC North America 2018 June 28 https://www.cincinnati.com/story/money/2018/06/28/no-harm-no-foul-data-breach-action-agano-harm-no-foul-data-breach-action-against-eminst-employees/740423002/0

United StatesHIC North America 2018 July 12 http://kfgo.com/podcasts/morning-crew/944/consumer-news-talks-data-breach-job-hopping-and-tainted-veggies/0

United StatesHIC North America 2018 October 29 https://sacramento.cbslocal.com/2018/10/29/raleys-pharmacy-data-breach/0

United KingdomHIC Europe & Central Asia2018 September 20 https://www.forexcrunch.com/monero-is-at-the-crosshairs-for-another-hacking-scandal-but-xmr-usd-is-unaffected-so-far/0

United StatesHIC North America 2018 September 25 https://dailycaller.com/2018/09/24/dc-police-cameras-hacked-trump/0

Australia HIC East Asia & Pacific2018 November 29 https://www.dailytelegraph.com.au/business/report-reveals-sydneys-trains-more-crowded-millions-of-dollars-outstanding-on-opal-cards/news-story/33f5acf93147e92f79b9bb05de5cb666?nk=5ff6c41812c46fe8d6fcc9644b2d5565-15435262590

United StatesHIC North America 2020 February 28 http://homenewshere.com/daily_times_chronicle/news/reading/article_1dd2e478-5a53-11ea-a27b-878fb61d8247.html0

United KingdomHIC Europe & Central Asia2020 March 2 http://www.thecommentator.com/article/7614/hmrc_fraudsters_hit_taxpayers_with_1_5_million_phishing_scams0

United StatesHIC North America 2020 July 29 https://www.law360.com/articles/1295820/chili-s-gets-claims-trimmed-in-data-breach-case0

United StatesHIC North America 2020 July 26 https://www.talkandroid.com/314249-whatsapp-outage-may-2017-google-docs-phishing-email-scandal/0

PhilippinesLMC East Asia & Pacific2021 December 14 https://business.inquirer.net/336650/inside-job-a-probability-in-recent-hacking-of-bank-accounts-says-bsp0

United StatesHIC North America 2021 August 12 https://www.govtech.com/security/idaho-county-experiences-network-outages-due-to-malware0

United KingdomHIC Europe & Central Asia2020 September 24 https://www.dailymail.co.uk/news/article-8769317/Churchgoers-horrified-pranksters-hacked-Zoom-meeting.html0

United Arab EmiratesHIC Middle East & North Africa2020 November 11 https://www.itp.net/business/94558-sophos-says-myanmar-firms-attacked-with-killlsomeone-malware0

United KingdomHIC Europe & Central Asia2021 October 1 https://www.computerweekly.com/news/252507545/IR35-Giant-Group-cyber-attack-prompts-renewed-calls-for-statutory-regulation-of-umbrella-companies0

Australia HIC East Asia & Pacific2021 February 26 https://www.skynews.com.au/details/_62353478170010

United StatesHIC North America 2021 October 28 https://healthitsecurity.com/news/recent-health-data-breaches-cause-ehr-downtime-deploy-malware0

Croatia HIC Europe & Central Asia2022 July 11 https://www.bug.hr/kriptovalute/sveuciliste-platilo-otkupninu-hakerima-a-naposlijetku-ce-od-nje-zaraditi-281600

France HIC Europe & Central Asia2022 October 7 https://www.clubic.com/antivirus-securite-informatique/actualite-440943-le-malware-bancaire-qbot-est-de-retour-et-certaines-de-ses-victimes-sont-francaises.html0

Indonesia LMC East Asia & Pacific2022 September 8 https://www.pikiran-rakyat.com/nasional/pr-015460636/bantah-ada-peretasan-data-pribadi-pegawai-kemenkumham-ini-malah-dibagikan-hacker-secara-cuma-cuma0

Israel HIC Middle East & North Africa2022 November 15 https://www.ynet.co.il/digital/technews/article/byxwsag8j0

Romania UMC Europe & Central Asia2022 April 29 https://www.szatmar.ro/A_Killnet_hackercsoport_vallalta_magara_a_pentek_reggeli_kibertamadast/hirek/1197870

Italy HIC Europe & Central Asia2022 April 6 https://www.investireoggi.it/finanza-borsa/news/ex-dipendente-block-ha-sottratto-dati-su-milioni-di-clienti/0

Israel HIC Middle East & North Africa2022 April 7 https://www.pc.co.il/news/360597/ 0

South KoreaHIC East Asia & Pacific2022 March 31 http://newsway.co.kr/news/view?ud=20220331140429754390

South KoreaHIC East Asia & Pacific2022 June 28 https://zdnet.co.kr/view/?no=202206281656250

France HIC Europe & Central Asia2021 October 28 https://www.android-mt.com/news/la-cle-du-pass-sanitaire-piratee-tout-le-systeme-seffondre/123177/0

Spain HIC Europe & Central Asia2021 April 29 https://www.europapress.es/cultura/libros-00132/noticia-juez-bloquea-pagina-web-pirateo-mas-36000-libros-20210429132830.html0

Hungary HIC Europe & Central Asia2021 March 17 https://www.borsonline.hu/aktualis/minden-39-masodpercben-talalnak-maguknak-uj-celpontot-a-hackerek/2254770

France HIC Europe & Central Asia2020 June 22 https://france3-regions.francetvinfo.fr/occitanie/haute-garonne/toulouse/municipales-toulouse-polemique-autour-tweet-controverse-chu-porte-plainte-piratage-son-compte-1844764.html0

France HIC Europe & Central Asia2020 February 7 https://cyberguerre.numerama.com/2810-2-e-pour-recevoir-un-colis-on-a-mordu-a-un-sms-de-phishing-pour-vous-eviter-de-le-faire.html0

Denmark HIC Europe & Central Asia2020 August 21 https://www.version2.dk/artikel/politiet-modtager-anmeldelse-sagen-hackerangreb-paa-aalborg-universitet-10911480

Indonesia LMC East Asia & Pacific2020 November 25 https://www.cnnindonesia.com/teknologi/20201125101318-185-574167/akun-pemain-pubg-diincar-peretas0

Canada HIC North America 2020 July 24 https://www.tvanouvelles.ca/2020/07/24/des-pirates-informatiques-ciblent-une-firme-dentretien-davions-10

Russia UMC Europe & Central Asia2020 March 12 https://www.securitylab.ru/blog/company/kaspersky/347899.php0

Russia UMC Europe & Central Asia2020 August 6 https://utro.ru/politics/2020/08/06/1453620.shtml0

Italy HIC Europe & Central Asia2020 August 13 https://www.quotidianopiemontese.it/2020/08/13/non-piu-esplosivo-ma-hackeraggio-colpito-un-postamat-di-trecate/0

Japan HIC East Asia & Pacific2020 April 24 https://japan.zdnet.com/article/35152902/0

Mexico UMC Latin America & Caribbean2020 December 18 http://tiempo.com.mx/noticia/envian_links_falsos_para_hackear_cuentas_de_redes_alerta_fiscalia_noticias_chihuahua/0

Israel HIC Middle East & North Africa2020 November 12 https://www.pc.co.il/featured/325742/ 0

Russia UMC Europe & Central Asia2018 January 17 https://news.finance.ua/ru/news/-/418612/vladeltsev-gadzhetov-apple-predupredili-o-novoj-fishingovoj-atake[1333336, 1335250, 1338197, 1339481, 1341431, 1337149, 1333855, 1338427, 1335251, 1338978, 1335258, 1335248, 1335897, 1338343, 1335435, 1338423]['Students experience phishing scam', 'Apple users warned against phishing attack', 'Apple device owners hit by double phishing scam', 'Businesses Warned Of Phishing Scam', 'BSP warns public anew on phishing and spoofing | Cebu Business', 'DeepApple • ESET warns of double-broadcast phishing attack on Apple devices', 'ESET warns of new phishing attack on Apple devices', 'Apple gadget owners warned of new phishing attack | Technologies', "Apple users warned of 'double-broadcast' phishing attack", 'Apple gadget owners have been warned about a new phishing attack / News / Finance. ua', 'A new hacker attack on Apple device users has been discovered. Safety . News . DailyComm. en', 'Apple users warned of phishing attack via The Village mailing list', 'Apple device owners warned of latest hacker threat', 'BSP warns public anew on phishing and spoofing | Cebu Business , The Freeman Sections , The Freeman', 'Apple device owners warned of new phishing attack', 'Apple device owners warned of latest phishing attack']15

United StatesHIC North America 2020 September 23 https://www.jdsupra.com/legalnews/higher-education-institutions-and-84328/[2716268, 2716260]['Donor Lawsuits Following Blackbaud Hack Now Target Nonprofits , Too', 'Higher Education Institutions and Nonprofit Organizations Face Potential Wave of Lawsuits Over Blackbaud Data Breach | Saul Ewing Arnstein & Lehr LLP']1

Germany HIC Europe & Central Asia2020 March 8 https://www.golem.de/news/sicherheitsluecke-rfid-wegfahrsperre-von-toyota-und-hyundai-gehackt-2003-147108.html0

Russia UMC Europe & Central Asia2019 June 1 https://www.5-tv.ru/news/252746/hakery-dva-dna-podrad-atakovali-resursy-ege/0



Panama UMC Latin America & Caribbean2019 November 30 https://www.laestrella.com.pa/economia/191130/sector-financiero-pymes-principales0

Colombia UMC Latin America & Caribbean2019 June 6 https://www.elespectador.com/tecnologia/cuidado-delincuentes-intentan-robar-datos-personales-de-clientes-de-banco-falabella-articulo-8644890

Belgium HIC Europe & Central Asia2019 December 31 https://www.rtbf.be/info/economie/detail_attention-des-tentatives-de-phishing-au-nom-de-bpost-ou-post-nl-envahissent-les-boites-mail?id=103978020

Indonesia LMC East Asia & Pacific2019 February 7 https://nasional.kontan.co.id/news/mendekati-pemilu-serangan-siber-terhadap-indonesia-terus-meningkat0

Cuba UMC Latin America & Caribbean2019 September 6 https://www.cubanet.org/tecnologia-2/nueva-forma-de-hackeo-de-cuentas-nauta-afecta-a-usuarios/0

Cuba UMC Latin America & Caribbean2019 June 28 https://www.prensa-latina.cu/index.php?o=rn&id=287168&SEO=prosigue-investigacion-por-hakeo-a-red-informatica-oficial-en-ecuador0

South KoreaHIC East Asia & Pacific2019 January 27 http://news1.kr/articles/?3533910 0

Spain HIC Europe & Central Asia2019 October 21 https://www.eleconomista.es/www.eleconomista.es/ecomotor/motor/noticias/10151968/10/19/El-Phishingcar-del-mercado-de-segunda-mano-cuidado-con-los-pagos-por-adelantado-.html0

Mexico UMC Latin America & Caribbean2019 February 24 https://www.jornada.com.mx/2019/02/24/estados/023n1est0

South KoreaHIC East Asia & Pacific2019 March 18 http://www.hankookilbo.com/News/Read/2019031809287281630

Russia UMC Europe & Central Asia2019 November 14 https://www.vestifinance.ru/articles/1282450

Indonesia LMC East Asia & Pacific2018 January 31 http://ekonomi.kompas.com/read/2018/01/31/110900926/grup-idol-hingga-komedian-jadi-korban-peretasan-mata-uang-virtual0

Indonesia LMC East Asia & Pacific2018 June 10 https://www.liputan6.com/bisnis/read/3556433/situs-ditjen-pajak-diserang-hacker-ini-penjelasannya0

KazakhstanUMC Europe & Central Asia2018 November 2 https://www.inform.kz/ru/kibermoshenniki-zamanivali-pol-zovateley-na-fishing-resurs-kuponami-na-toplivo_a34448120

Senegal LMC Sub-Saharan Africa2018 May 9 http://www.rewmi.com/piratage-a-excaf-chaines-etrangeres-ont-saisi-macky.html0

Czech RepublicHIC Europe & Central Asia2018 April 10 http://www.itbiz.cz/zpravicky/malware-v-cr-dale-dominuje-js-coinminer0

Italy HIC Europe & Central Asia2018 July 14 http://www.ilsole24ore.com/art/mondo/2018-07-14/cosi-operava-l-unita-segreta-che-ha-hackerato-computer-democratici-181330.shtml0

Italy HIC Europe & Central Asia2018 November 29 http://www.comunicati-stampa.net/com/gli-hacker-sfruttano-un-difetto-nel-plugin-wordpress-dedicato-al-gdpr-per-dirottare-la-navigazione-web-degli-utenti.html0

Mexico UMC Latin America & Caribbean2018 June 14 https://lopezdoriga.com/economia-y-finanzas/hackean-5-8-millones-de-tarjetas-bancarias-en-reino-unido/0

Chile HIC Latin America & Caribbean2018 June 14 http://www.transmedia.cl/noticia4=id140618.htm0

Spain HIC Europe & Central Asia2021 April 6 https://www.elconfidencial.com/economia/declaracion-renta/2021-04-06/declaracion-renta-malware-suplanta-agencia-tributaria-robar-datos-usuarios_3021791/[4115988, 4115989, 4115987]['A malware impersonates the Treasury to steal data at the start of the 2020 income campaign', 'A malware impersonates the Tax Agency to steal user data at the start of the Income campaign', 'Alert of a malware that pretends to be the Tax Agency in the middle of the income statement campaign']2

Australia HIC East Asia & Pacific2019 January 7 https://www.csoonline.com/article/3331596/security/australian-emergency-warning-system-hacked-thousands-receive-alerts.html[4991878, 4994339, 4991884, 4993125, 3957553, 4991899, 4994451, 4993126]['Hackers send fake emergency emails , texts , messages using warning system', 'Hacker uses early warning system for fake message campaign', 'Emergency warning system hacked', '  Cowardly  hackers infiltrate Australia disaster alert system', 'Australian emergency warning system hacked , thousands receive alerts', 'Emergency text and email service hacked , Queenslanders receive warning messages about their personal data - ABC News ( Australian Broadcasting Corporation ) ', 'Australian Companies Targeted By Chinese Hackers', '  Cowardly  hackers infiltrate Australia warning systems']7

Mexico UMC Latin America & Caribbean2018 May 26 http://www.mediotiempo.com/futbol/2018/05/25/propaganda-politica-en-instagram-del-queretaro-fue-por-hackeo0

SwitzerlandHIC Europe & Central Asia2018 December 7 https://www.itmagazine.ch/Artikel/68665/Behoerden_warnen_vor_Malware_Emotet_in_gefaelschten_E-Mails.html0

Germany HIC Europe & Central Asia2017 September 3 http://www.braunschweiger-zeitung.de/politik/article211804295/Hackerangriffe-auf-Webseite-von-CDU-Politikerin-Kloeckner.html0

France HIC Europe & Central Asia2017 November 19 http://www.fredzone.org/tnt-express-mis-a-mal-par-le-ransomware-petya-0980

Finland HIC Europe & Central Asia2017 January 14 http://www.iltasanomat.fi/digitoday/tietoturva/art-2000005045764.html0

Mexico UMC Latin America & Caribbean2017 August 25 http://adnsureste.info/lanzan-phishing-ahora-de-apple-1400-h/0

France HIC Europe & Central Asia2017 March 16 http://www.leparisien.fr/faits-divers/le-site-internet-de-la-cnil-pirate-16-03-2017-6768180.php0

Serbia UMC Europe & Central Asia2017 February 23 http://www.b92.net/info/vesti/index.php?yyyy=2017&mm=02&dd=23&nav_category=78&nav_id=12334460

United StatesHIC North America 2021 November 30 https://triblive.com/local/regional/cyberattack-on-butler-college-part-of-growing-trend-experts-urge-vigilance-to-thwart-hackers/0

United KingdomHIC Europe & Central Asia2022 June 14 https://www.techradar.com/news/hackers-are-using-fake-apps-and-wallets-to-steal-your-crypto0

United KingdomHIC Europe & Central Asia2021 April 30 https://www.civilserviceworld.com/news/article/cyberattack-compromises-civil-service-apprentices-details0

United StatesHIC North America 2021 May 6 https://www.kjrh.com/news/problem-solvers/scammers-hacking-bank-accounts-to-take-families-child-tax-credit0

United StatesHIC North America 2021 May 27 https://whyy.org/articles/philly-data-breach-that-impacted-health-employee-emails-also-hit-other-departments/0

United StatesHIC North America 2021 June 24 https://tulsaworld.com/news/local/officials-core-city-systems-affected-by-ransomware-attack-will-be-restored-within-2-months/article_259499c6-d46a-11eb-aac2-17cc1923123c.html0

China UMC East Asia & Pacific2022 November 3 https://cointelegraph.com/news/skyward-finance-exploit-allegedly-results-in-3-million-loss0

United StatesHIC North America 2019 April 25 https://www.scmagazine.com/home/security-news/ransomware/gandcrab-ransomware-strikes-doctors-management-services/0

United StatesHIC North America 2022 December 22 https://www.heritage.org/cybersecurity/commentary/iranian-hackers-attacked-us-systems-here-are-3-steps-countering-them0

PhilippinesLMC East Asia & Pacific2019 May 2 http://tempo.com.ph/2019/05/02/unifast-database-hacked/0

United StatesHIC North America 2019 May 29 http://www.orlandosentinel.com/politics/os-of-florida-elections-hacked-20170619-story.html0

United StatesHIC North America 2019 January 23 http://www.rttnews.com/2971813/hacked-new-zealand-based-crypto-exchange-s-loss-more-than-estimated.aspx0

United KingdomHIC Europe & Central Asia2019 February 23 https://www.totaltele.com/502221/Service-Provider-Cloud-Services-Under-Siege-From-Cyber-Attacks-NETSCOUT-Research-Finds0

United StatesHIC North America 2019 December 6 https://threatpost.com/stealthy-macos-malware-lazarus-apt/150881/0

Kenya LMC Sub-Saharan Africa2018 December 19 https://www.standardmedia.co.ke/business/article/2001306810/cases-of-cyber-attack-in-kenya-rise-to-3-8-million0

United StatesHIC North America 2019 May 9 https://www.kyma.com/news/imperial-county-officials-to-invest-in-rebuilding-network-following-cyber-attack/10764103190

United StatesHIC North America 2017 January 5 http://www.geektime.com/2017/01/05/after-ourmines-netflix-marvel-sony-and-nat-geo-hacks-who-is-safe-in-2017/0

PhilippinesLMC East Asia & Pacific2017 January 5 http://thestandard.com.ph/news/-main-stories/top-stories/225981/-comeleak-poll-chief-rapped-for-data-breach.html0

United StatesHIC North America 2017 January 12 http://www.4-traders.com/YAHOO-INC-4918/news/Investigation-for-Investors-in-Yahoo-Inc-NASDAQ-YHOO-in-Connection-with-Data-Breach-of-Up-to-1-B-23685018/0

United StatesHIC North America 2017 March 1 http://citizensvoice.com/news/data-breach-puts-employees-at-bloomsburg-plant-at-risk-1.21614000

United StatesHIC North America 2017 May 24 http://www.natlawreview.com/article/law-firms-must-step-security-or-risk-exposure-8895560-fine-law-firm-hackers0

United StatesHIC North America 2017 July 11 https://www.scmagazine.com/pos-malware-steals-card-data-maybe-fingerprints-from-workplace-food-kiosks/article/673798/0

India LMC South Asia 2017 June 25 http://techstory.in/xavier-malware-attack-25062017/0

United KingdomHIC Europe & Central Asia2017 July 27 https://arstechnica.co.uk/tech-policy/2017/07/feds-indict-a-leading-bitcoin-exchange-for-money-laundering/0

United KingdomHIC Europe & Central Asia2017 September 6 http://www.ibtimes.co.uk/russian-hackers-linked-shaltay-boltay-jailed-3-years-after-stealing-officials-emails-16383150



United StatesHIC North America 2017 October 24 http://www.homelandsecuritynewswire.com/node/826780

United StatesHIC North America 2017 April 17 http://www.politicususa.com/2017/04/17/massive-data-breach-puts-voter-data-risk-georgia-house-special-election.html0

United StatesHIC North America 2017 December 19 http://krqe.com/blog/2017/12/18/data-breach-affects-utility-payments-for-some-residents-in-clovis/0

United KingdomHIC Europe & Central Asia2017 November 30 http://www.dailymail.co.uk/news/article-5133989/Leader-Russian-cyber-hacker-gang-stole-2m-jailed.html0

United KingdomHIC Europe & Central Asia2018 February 7 http://www.theregister.co.uk/2018/02/07/namecheap_subdomain_security_hole/0

United StatesHIC North America 2018 April 18 https://www.lansingstatejournal.com/story/news/local/2018/04/18/police-ingham-isd-student-hatched-cyberattack-against-district-demanded-bitcoin/523938002/0

United StatesHIC North America 2018 May 23 https://www.welivesecurity.com/2018/05/23/120000-fine-university-staff-students-data-breach/0

Japan HIC East Asia & Pacific2018 October 11 https://www.zdnet.com/article/hackers-breach-web-hosting-provider-for-the-second-time-in-the-past-year/0

United StatesHIC North America 2018 July 23 http://pullmanradio.com/phishing-scam-email-targeting-pullman-businesses/0

India LMC South Asia 2018 October 2 https://www.thehindu.com/news/cities/mumbai/firms-website-hacked-bank-account-emptied/article25106556.ece0

India LMC South Asia 2018 October 4 https://bfsi.eletsonline.com/state-bank-of-mauritius-india-operations-face-cyber-attack-likely-to-lose-14-million/0

United StatesHIC North America 2018 January 5 http://www.news-herald.com/arts-and-entertainment/20180105/two-bugs-allow-hackers-to-steal-data-from-memory-of-running-apps-putting-nearly-all-devices-at-risk0

United KingdomHIC Europe & Central Asia2020 January 27 https://www.scmagazineuk.com/travelex-hackers-strike-again-closes-german-automotive-firm/article/16720190

United KingdomHIC Europe & Central Asia2020 February 3 https://www.cbronline.com/cybersecurity/threats/cyber-criminals-cleaners/0

United StatesHIC North America 2022 September 7 https://www.nytimes.com/2022/09/06/us/fake-electors-video-georgia-trump.html[3783812, 3783804]['Video Raises Concerns About Election Data Breach in Georgia County', 'Surveillance video shows Georgia  fake elector  escorting operatives into elections office before alleged data breach']1

Italy HIC Europe & Central Asia2018 March 8 http://www.sudinfo.be/id10502/article/2017-08-31/711-millions-de-boites-mails-piratees-la-votre-en-fait-elle-partie[1471890, 1474192]["Here's how cyber attacks exploit our mailboxes", '711 million mailboxes hacked: is yours one of them?']1

India LMC South Asia 2020 July 1 https://timesofindia.indiatimes.com/city/surat/hackers-wipe-out-business-data-of-surat-trading-firm/articleshow/76718524.cms0

India LMC South Asia 2020 July 11 https://www.pgurus.com/chinese-and-pak-hackers-target-social-media-platform-elyments-trying-to-disrupt-from-the-first-day-of-launch/0

United KingdomHIC Europe & Central Asia2020 August 5 https://www.holdthefrontpage.co.uk/2020/news/weekly-exposes-data-breach-which-saw-womens-stillbirths-made-public/0

United KingdomHIC Europe & Central Asia2020 May 1 https://www.scmagazineuk.com/perswaysion-spear-phishing-campaign-tricks-users-365-log-in-credentials/article/16820270

United StatesHIC North America 2021 January 22 https://threatpost.com/discord-stealing-malware-npm-packages/163265/0

Israel HIC Middle East & North Africa2020 December 23 https://www.albawaba.com/node/14007530

United StatesHIC North America 2021 March 7 https://www.miragenews.com/trolls-in-pakistan-exploit-youtube-in-massive-524372/0

United StatesHIC North America 2021 September 24 https://www.argusleader.com/story/news/business-journal/2021/09/24/sylvia-text-offers-likely-phishing-scam-amid-hot-housing-market-real-estate-commission/8378323002/0

Italy HIC Europe & Central Asia2022 January 13 https://www.stabiachannel.it/Cronaca/torre-del-greco-attacco-hacker-ai-sistemi-della-asl-udicon-chiede-provvedimenti-per-tutela-cittadini/957970

Russia UMC Europe & Central Asia2022 January 15 https://www.rbc.ru/politics/15/01/2022/61e276409a7947e702e2a8610

China UMC East Asia & Pacific2022 April 20 http://hy.stock.cnfol.com/dianzixinxijishu/20220420/29574808.shtml0

Italy HIC Europe & Central Asia2022 November 14 https://www.ansa.it/valledaosta/notizie/2022/11/14/energia-tentativo-di-attacco-informatico-alla-cva_e0c97abb-e4ea-498c-a3b6-40b7bca87676.html0

Ukraine LMC Europe & Central Asia2022 April 16 http://internetua.com/obnarujen-hakerskii-instrument-kotoryi-ejednevno-atakuet-bolee-100-jertv0

Russia UMC Europe & Central Asia2021 May 26 https://tass.ru/ekonomika/11475231 0

France HIC Europe & Central Asia2021 March 28 https://www.generation-nt.com/tentative-piratage-tesla-gigafactory-justice-hacker-russe-actualite-1986401.html0

Russia UMC Europe & Central Asia2021 January 22 https://runews24.ru:443/technology/22/01/2021/4e3424a651f4274a3ecab9d9ca6ac8f70

Jordan UMC Middle East & North Africa2021 April 4 https://www.sarayanews.com/article/6873800

Russia UMC Europe & Central Asia2020 August 5 https://www.securitylab.ru/news/510865.php0

Czech RepublicHIC Europe & Central Asia2020 October 29 https://www.blesk.cz/clanek/zpravy-koronavirus/659592/cechum-chodi-e-maily-s-falesnymi-vysledky-testu-hackeri-chteji-proniknout-do-jejich-pc.html0

United KingdomHIC Europe & Central Asia2019 May 23 https://www.braintreeandwithamtimes.co.uk/news/south_essex_news/17657798.chelmsford-school-fleeced-of-62k-by-gang-in-cyber-attack/[4498956, 4498950]['Chelmsford school fleeced of £62k by gang in cyber attack | Braintree and Witham Times', 'Chelmsford school fleeced of £62k by gang in cyber attack']1

Indonesia LMC East Asia & Pacific2020 November 3 https://www.tribunnews.com/techno/2020/11/03/kebocoran-data-cermaticom-tren-peretasan-marketplace-masih-berlanjut0

Mexico UMC Latin America & Caribbean2020 March 23 https://lajornadasanluis.com.mx/nacional/denuncia-notimex-hackeo-de-su-sitio/0

Germany HIC Europe & Central Asia2020 December 22 https://www.heise.de/news/Phishing-nach-Manuskripten-Buch-Branche-raetselt-ueber-Angriffserie-4997839.html0

Lithuania HIC Europe & Central Asia2020 January 31 https://klaipeda.diena.lt/naujienos/klaipeda/miesto-pulsas/portale-klaipedadienalt-paskelbta-melagiena-apie-koronavirusu-uzsikretusi-kari-9507070

France HIC Europe & Central Asia2020 July 3 https://hitek.fr/actualite/malware-fakespy-sms-livraison-vol-donnees-personnelles_234120

Ukraine LMC Europe & Central Asia2020 May 19 http://internetua.com/hakeri-shantajuvali-trampa-zlivom-u-mereju-kompromatu-yakii-vpline-na-maibutni-vibori-prezidenta0

Chile HIC Latin America & Caribbean2020 September 21 https://www.biobiochile.cl/noticias/nacional/chile/2020/09/21/a-61-dias-de-pena-remitida-condenan-a-hombre-por-difundir-informacion-hackeada-de-carabineros.shtml0

SwitzerlandHIC Europe & Central Asia2019 March 25 https://www.derbund.ch/digital/internet/Hackerin-entdeckt-neue-Luecke-im-PostEVoting/story/145791890

France HIC Europe & Central Asia2019 January 15 https://www.developpez.com/actu/241130/Project-Alias-pirate-les-enceintes-connectees-Amazon-Echo-et-Google-Home-pour-proteger-la-vie-privee-des-utilisateurs/0

NetherlandsHIC Europe & Central Asia2019 March 6 https://www.telegraaf.nl/nieuws/3250007/spaanse-studenten-hacken-eigen-school-en-passen-cijfers-aan0

Ecuador UMC Latin America & Caribbean2019 April 17 https://www.eluniverso.com/noticias/2019/04/16/nota/7289255/lenin-moreno-dice-que-se-sorprendio-ola-bini-hackeando-cuentas0

SwitzerlandHIC Europe & Central Asia2019 August 5 https://www.20min.ch/digital/news/story/Hacker-knacken-Limite-von-Kontaktlos-Karten-302067220

Mexico UMC Latin America & Caribbean2019 March 8 https://www.diariocambio.com.mx/2019/secciones/metropolis/item/7709-asegura-comuna-que-esta-en-la-espera-de-los-resultados-de-banorte-tras-el-hackeo-de-sus-cuentas0

South KoreaHIC East Asia & Pacific2018 September 3 http://www.cctoday.co.kr/?mod=news&act=articleView&idxno=11597640

KazakhstanUMC Europe & Central Asia2018 January 4 https://bnews.kz/ru/news/zablokirovat_atakovannie_hakerami_saiti_poruchili_tsentru_setevoi_informatsii_rk0

China UMC East Asia & Pacific2018 January 10 http://tech.sina.com.cn/roll/2018-01-10/doc-ifyqqciz4387675.shtml0

Spain HIC Europe & Central Asia2018 August 27 https://www.antena3.com/noticias/economia/hackeo-web-banco-espana-deja-practicamente-inoperativa_201808275b8427f90cf26ed5cf1aaf4e.html0

Denmark HIC Europe & Central Asia2018 August 22 https://newsbreak.dk/maalrettet-cyberangreb-mod-helt-bestemt-erhverv/0

Russia UMC Europe & Central Asia2018 March 29 http://www.cnews.ru/news/line/2018-03-29_eset_obnaruzhila_fishingovoe_prilozhenieatakuyushchee0



Denmark HIC Europe & Central Asia2018 April 18 https://www.tvsyd.dk/artikel/adgang-til-private-data-i-planlagt-hackerangreb-overrasker-ikke-kpmg0

Turkey UMC Europe & Central Asia2018 September 19 https://www.haberler.com/emniyet-bilgisayarina-casus-yazilim-yukleyen-11247496-haberi/0

India LMC South Asia 2017 June 2 http://www.patrika.com/news/apps/hackers-targeting-whatsapp-users-via-link-in-message-1591913/0

Sweden HIC Europe & Central Asia2017 January 4 http://sverigesradio.se/sida/artikel.aspx?programid=106&artikel=66014090

Indonesia LMC East Asia & Pacific2022 March 31 https://www.liputan6.com/bisnis/read/4926333/twitter-kkp-diretas-jadi-lapak-jualan-nft[3572137, 3572134]['KKP Twitter Hacked, Becomes NFT Selling Stalls', 'KKP Twitter Account Hacked, Used for NFT Promotion']1

South KoreaHIC East Asia & Pacific2017 January 16 https://www.zdnet.co.kr/news/news_view.asp?artice_id=201701161432430

Indonesia LMC East Asia & Pacific2017 June 9 http://www.tribunnews.com/nasional/2017/06/09/pelaku-mengaku-retas-situs-dewan-pers-dan-kejaksaan-agung-untuk-kepuasan-batin-setelah-bercerai0

India LMC South Asia 2017 September 1 http://www.livehindustan.com/national/story-711-million-account-hacked-know-about-checktools-1420652.html0

Finland HIC Europe & Central Asia2017 June 1 http://www.tekniikkatalous.fi/tekniikka/ict/identiteettivarkaudet-kasvaneet-50-tyypillisin-varkaus-on-tietomurto-66533790

United StatesHIC North America 2021 May 25 https://www.jdsupra.com/legalnews/one-employee-s-accidental-email-leads-8822654/0

Australia HIC East Asia & Pacific2022 August 11 https://www.itwire.com/guest-articles/guest-opinion/cyber-attacks-on-health-institutions.html0

Japan HIC East Asia & Pacific2022 July 18 https://mainichi.jp/english/articles/20220715/p2a/00m/0na/013000c0

United StatesHIC North America 2022 August 14 https://www.digitaljournal.com/tech-science/onetouchpoint-hit-by-ransomware-attack/article0

United StatesHIC North America 2022 September 19 https://torrentfreak.com/aimjunkies-countersues-bungie-for-hacking-and-dmca-violations-220919/0

United StatesHIC North America 2019 February 7 http://www.spamfighter.com/News-22022-Swedish-Migration-Agencys-switchboard-seems-to-be-hacked.htm0

United StatesHIC North America 2019 February 21 http://www.spamfighter.com/News-22045-C-suite-getting-targeted-by-the-sophisticated-new-Phishing-Campaign.htm0

United StatesHIC North America 2019 February 28 https://www.northjersey.com/story/news/bergen/palisades-park/2019/02/28/palisades-park-nj-recovers-200-k-after-cyber-attack/3004517002/0

United StatesHIC North America 2019 August 2 http://www.spamfighter.com/News-22335-Maryland-Department-of-Labor-has-suffered-from-data-breach-compromising-78000-customers-PII.htm0

India LMC South Asia 2019 October 7 https://www.ndtv.com/india-news/phishing-in-alleged-e-mail-fraud-crores-sent-to-fake-account-by-government-firm-21132340

United KingdomHIC Europe & Central Asia2019 October 11 https://www.scmagazineuk.com/fin7-group-retooling-new-malware-evasion-techniques/article/16622130

Singapore HIC East Asia & Pacific2019 December 7 https://www.ibtimes.sg/google-deletes-malware-apps-play-store-uninstall-these-your-android-phone-355770

India LMC South Asia 2021 March 19 https://www.bhaskar.com/tech-auto/news/india-saw-largest-spike-in-malware-attacks-in-2020-report-128337854.html[3187667, 3187651, 3199660, 3189787]['Welcome To IANS Live - SCIENCE - India saw largest spike in malware attacks in 2020 : Report', 'India saw largest spike in malware attacks in 2020 : Report', 'Cybersecurity: The list of countries most affected by viruses and malware in 2021', 'India saw largest spike in malware attacks in 2020 : Report | 2020 was the best year for cybercriminals, cryptojacking took 8. Made a new record with 19 crore hits']3

United StatesHIC North America 2019 May 6 https://wham1180.iheart.com/content/2019-05-06-hacked-social-media-raises-concerns-of-threat-in-albion/0

United StatesHIC North America 2017 January 5 http://patch.com/illinois/plainfield/plainfieldfest-website-infected-malware0

United StatesHIC North America 2017 March 6 https://appadvice.com/post/911-exploit/7412700

United StatesHIC North America 2017 March 20 https://nakedsecurity.sophos.com/2017/03/20/diy-kits-for-sale-on-dark-web-spark-rise-of-ransomware-as-a-service/0

United StatesHIC North America 2017 October 16 http://econintersect.com/pages/contributors/contributor.php?post=2017101616580

United StatesHIC North America 2017 November 28 https://www.uiargonaut.com/2017/11/27/phishing-for-data-ui-enhances-security-in-response-to-phishing/0

United StatesHIC North America 2017 March 25 http://www.globalsecurity.org/intell/library/news/2017/intell-170324-voa01.htm0

United StatesHIC North America 2017 August 9 http://wavy.com/2017/08/08/12-virginia-veterans-still-waiting-for-explanation-from-va-on-data-breach/0

United StatesHIC North America 2018 February 15 http://www.timescall.com/news/crime/ci_31667496/longmont-police-warn-email-phishing-scam-direct-deposits0

United StatesHIC North America 2018 February 17 https://theintercept.com/2018/02/17/gchq-belgacom-investigation-europe-hack/0

India LMC South Asia 2018 April 17 https://www.aninews.in/news/tech/others/kaspersky-lab-detects-malware-attacking-smartphones-in-asia201804171522160002/0

United KingdomHIC Europe & Central Asia2018 April 23 https://www.scmagazineuk.com/linkedin-autofill-flaw-lets-hackers-harvest-website-visitors-personal-info/article/760501/0

United StatesHIC North America 2018 October 15 https://baltimore.cbslocal.com/2018/10/15/library-computers-infected-with-malware-to-remain-offline-for-2-weeks/0

United StatesHIC North America 2018 October 24 https://www.insurancebusinessmag.com/us/news/cyber/d-c--government-falls-for-phishing-pays-nearly-700000-to-scammers-114522.aspx0

United StatesHIC North America 2020 January 29 https://www.orlandoweekly.com/orlando/hackers-steal-200k-from-sumter-schools-pricy-micro-apartments-come-to-thornton-park-and-other-news-you-may-have-missed/Content?oid=267201600

India LMC South Asia 2020 February 9 https://indianexpress.com/article/world/israeli-spyware-firm-nso-group-threatens-to-shut-down-abusers-6259180/0

United KingdomHIC Europe & Central Asia2020 February 25 https://www.telegraph.co.uk/money/consumer-affairs/data-breach-city-watchdog-exposes-records-thousands-complainants/0

Canada HIC North America 2020 July 22 https://www.gx94radio.com/2020/07/21/another-court-appearance-for-an-ontario-resident-accused-of-cyber-hacking-a-moosomin-business/0

United StatesHIC North America 2020 April 23 https://www.newsmax.com/newsfront/cyberterrorism-hacking-securitybreach/2020/04/22/id/964219/0

United StatesHIC North America 2020 July 31 https://www.dispatch.com/news/20200731/ohio-state-receives-19-million-grant-to-thwart-hackers-targeting-gps0

United KingdomHIC Europe & Central Asia2020 August 12 https://www.internationaltaxreview.com/article/b1mx5wdwx0y8tw/fbi-warns-over-malware-in-chinese-tax-software0

United StatesHIC North America 2020 September 15 https://lawstreetmedia.com/tech/cloud-software-company-blackbaud-sued-over-ransomware-attack-and-data-breach/0

Australia HIC East Asia & Pacific2020 September 3 https://www.smh.com.au/politics/federal/cyber-attacks-from-state-based-actor-increasing-20200903-p55s0g.html0

New ZealandHIC East Asia & Pacific2021 July 30 https://www.stuff.co.nz/business/125917158/privacy-commissioner-looks-at-options-after-rnz-uses-hacked-health-file-for-news-report0

United StatesHIC North America 2020 October 1 https://threatpost.com/nfl-nba-players-hacked/159742/0

Pakistan LMC South Asia 2020 December 14 https://www.dawn.com/news/1091821/suspected-russian-spyware-turla-targets-europe-united-states0

United StatesHIC North America 2020 December 29 https://www.coinspeaker.com/hackers-defi-cover-protocol/0

Australia HIC East Asia & Pacific2021 February 12 https://www.gizmodo.com.au/2021/02/the-accellion-data-breach-seems-to-be-getting-bigger/0

Australia HIC East Asia & Pacific2021 September 2 https://www.arnnet.com.au/article/691016/acsc-flags-atlassian-code-execution-exploit/0

BangladeshLMC South Asia 2021 July 8 https://bdnews24.com/technology/2021/07/08/hacking-wall-street0

Taiwan 2022 August 26 https://www.ithome.com.tw:443/news/1527270

Germany HIC Europe & Central Asia2022 May 2 https://www.heise.de/news/Perfide-Phishing-Mails-drohen-Website-Betreibern-mit-Markenrechtsverletzung-7071746.html0

Russia UMC Europe & Central Asia2022 September 27 https://www.securitylab.ru/news/534090.php0



Spain HIC Europe & Central Asia2022 May 4 https://www.ultimahora.es/noticias/local/2022/05/04/1729471/educacion-mallorca-campana-del-cierre-montesion-esta-activa-tras-hackeo.html0

Serbia UMC Europe & Central Asia2022 April 28 https://www.danas.rs/vesti/drustvo/portal-danas-rs-vise-od-10-dana-pod-organizovanim-hakerskim-napadima/0

Uruguay HIC Latin America & Caribbean2022 December 1 https://ladiaria.com.uy/politica/articulo/2022/11/mtop-admitio-hackeo-de-003-de-informacion-y-tomo-acciones-para-fortalecer-la-seguridad-informatica/0

Taiwan 2022 December 9 https://www.ithome.com.tw:443/news/1546400

Russia UMC Europe & Central Asia2021 October 22 https://3dnews.ru/1051971/hakeri-snova-vzlomali-gigabyte-i-ukrali-konfidentsialnie-dannie0

Brazil UMC Latin America & Caribbean2021 April 13 https://www.gazetadopovo.com.br/republica/mensagens-procuradores-lava-jato-nao-tem-autenticidade-confirmada-diz-pf/0

Taiwan 2021 December 11 https://www.setn.com/News.aspx?NewsID=10402910

Colombia UMC Latin America & Caribbean2021 November 19 https://www.notimerica.com/ciencia-tecnologia/noticia-portaltic-nueva-suplantacion-identidad-bbva-bankinter-instalar-malware-dirigido-robar-credenciales-20211119175120.html0

Argentina UMC Latin America & Caribbean2021 December 18 https://urgente24.com/foco/israel-intenta-alianza-militar-ransomware-contra-iran-n5313730

South KoreaHIC East Asia & Pacific2021 June 15 https://www.hani.co.kr/arti/economy/it/999465.html0

Russia UMC Europe & Central Asia2020 February 4 https://rg.ru/2020/02/04/v-niu-jorke-nachalis-slushaniia-po-delu-ob-utechke-dannyh.html0

Russia UMC Europe & Central Asia2020 September 19 https://www.ridus.ru/news/336951 0

Serbia UMC Europe & Central Asia2020 March 10 https://naslovi.net/2020-03-11/vecernje-novosti/posle-10-dana-od-hakerskog-napada-ponovo-rade-salteri-u-gradskoj-kuci/250521260

Serbia UMC Europe & Central Asia2020 December 3 https://www.vesti-online.com/hakeri-onesposobili-opstinu-braunau/0

Mexico UMC Latin America & Caribbean2020 July 10 https://diario.mx/nacional/vulneran-hackers-ciberseguridad-del-gobierno-federal-20200710-1683008.html0

Germany HIC Europe & Central Asia2020 December 28 https://www.heise.de/news/Funke-Tageszeitungen-erscheinen-trotz-Hackerangriffs-wieder-in-groesseren-Umfaengen-5000289.html0

Estonia HIC Europe & Central Asia2020 September 29 https://www.delfi.ee/news/paevauudised/krimi/ongitsuskirjadega-eestlaste-pangakontosid-tuhjendanud-rumeenlased-saadi-nende-koduriigis-katte?id=911923530

United StatesHIC North America 2017 July 24 https://www.law360.com/articles/947101 0

Finland HIC Europe & Central Asia2019 February 28 https://www.tekniikkatalous.fi/tekniikka/ict/vaarinkaytto-haittaohjelmana-lopetti-toiminnan-louhija-lakkaa-toimimasta-maaliskuun-8-paiva-67598150

Russia UMC Europe & Central Asia2019 February 13 https://lifehacker.ru/500px-hacked/ 0

Russia UMC Europe & Central Asia2019 April 16 http://www.cnews.ru/news/top/2019-04-16_osuzhdeny_tri_hakerakotoryh_s_gollivudskim0

Germany HIC Europe & Central Asia2019 January 7 http://www.badische-zeitung.de/bka-durchsucht-nach-hackerangriff-wohnung-eines-19-jaehrigen-in-heilbronn0

China UMC East Asia & Pacific2019 January 25 https://www.datviet.com/ma-doc-tan-cong-may-tinh-viet-nam/0

India LMC South Asia 2019 November 3 https://hindi.business-standard.com/storypage.php?autono=1636220

Russia UMC Europe & Central Asia2019 October 24 https://ria.ru/20191024/1560188039.html 0

Croatia HIC Europe & Central Asia2019 December 26 https://www.vidi.hr/Non-Tech/Svijet/Otkazani-letovi-zbog-hakiranja-sustava-odrzavanja-zrakoplova0

Israel HIC Middle East & North Africa2019 December 6 https://www.themarker.com/technation/1.8228429?v=E81BC3F6D7B9A293028B368DD9EB4BE90

Spain HIC Europe & Central Asia2019 December 20 https://computerhoy.com/noticias/tecnologia/reactivan-hackers-cuentas-canceladas-netflix-enteren-duenos-5508250

United Arab EmiratesHIC Middle East & North Africa2018 September 5 http://www.alkhaleej.ae/economics/page/2e8c5de8-ad18-440b-b032-a035e45215440

Israel HIC Middle East & North Africa2018 December 10 https://www.calcalist.co.il/internet/articles/0,7340,L-3751717,00.html0

Ukraine LMC Europe & Central Asia2018 October 27 https://vesti-ukr.com/mir/309849-v-ssha-khakera-prihovorili-k-vyplate-bolee-8-millionov-dollarov-kompensatsii-za-kiberataku0

Argentina UMC Latin America & Caribbean2018 January 13 https://www.taringa.net/posts/noticias/20108033/Hackean-pagina-principal-de-criptomoneda-venezolana-petro.html0

Samoa LMC East Asia & Pacific2018 September 15 https://oane.ws/2018/09/15/telegram-i-whatsapp-nazvali-ploschadkami-dlja-torgovli-ukradennymi-hakerami-dannymi.html0

Chile HIC Latin America & Caribbean2018 July 27 https://www.biobiochile.cl/noticias/nacional/region-del-bio-bio/2018/07/27/pdi-asegura-que-no-se-han-recibido-denuncias-por-masivo-hackeo-de-tarjetas-en-el-bio-bio.shtml0

South KoreaHIC East Asia & Pacific2018 July 20 http://www.newshankuk.com/news/content.asp?fs=1&ss=3&news_idx=2018072011104617650

Japan HIC East Asia & Pacific2017 February 3 http://ascii.jp/elem/000/001/425/1425891/0

Austria HIC Europe & Central Asia2017 October 15 http://www.heute.at/politik/news/story/Hacker-greifen-jetzt-Homepage-der--VP-an-463909230

Russia UMC Europe & Central Asia2017 January 12 http://slawyanka.info/archives/510934 0

Russia UMC Europe & Central Asia2017 July 25 http://www.banki.ru/news/lenta/?id=98974210

Indonesia LMC East Asia & Pacific2017 August 12 https://news.okezone.com/read/2017/03/09/18/1638375/wikileaks-bocorkan-ribuan-dokumen-metode-peretasan-cia0

United StatesHIC North America 2017 April 7 http://www.lifeboxset.com/2017/hackeo-grupo-modelo/0

Niue 2017 March 1 http://www.kuriren.nu/nyheter/sjukskoterska-doms-for-dataintrang-nm4469765.aspx0

United StatesHIC North America 2021 April 16 http://www.publicnow.com/view/C7017E4889335D2182FFC1EE23538540338F7AAC0

United StatesHIC North America 2022 June 30 https://www.pcmag.com/news/google-warns-about-hacker-for-hire-services-trying-to-phish-users0

United StatesHIC North America 2022 April 11 https://www.euronews.com/next/2022/04/11/no-plain-sailing-modern-pirates-hack-superyacht-cybersecurity0

United StatesHIC North America 2022 December 6 https://arktimes.com/arkansas-blog/2022/12/06/little-rock-school-district-to-pay-250000-ransom-to-computer-hackers0

PhilippinesLMC East Asia & Pacific2019 April 4 https://www.manilatimes.net/ph-privacy-commission-probes-hacking-of-social-networking-sites/535374/0

United KingdomHIC Europe & Central Asia2019 June 4 https://www.scmagazineuk.com/new-fileless-malware-presents-problems-business/article/15864470

United StatesHIC North America 2019 May 31 https://www.forbes.com/sites/daveywinder/2019/05/31/security-systems-of-major-hotel-chains-exposed-by-huge-data-breach/0

United StatesHIC North America 2020 April 30 https://siliconangle.com/2020/04/29/employee-data-stolen-latest-hack-edtech-company-chegg/0

United StatesHIC North America 2020 August 18 https://www.coindesk.com/russia-election-hacking-bitcoin-senate0

United StatesHIC North America 2020 September 9 https://us105fm.com/texell-credit-union-reports-data-breach/0

United KingdomHIC Europe & Central Asia2019 April 3 https://www.bracknellnews.co.uk/news/17545554.council-sent-domestic-abuse-police-report-to-resident-who-knew-family-involved-in-major-data-breach/0

Israel HIC Middle East & North Africa2019 October 7 https://www.albawaba.com/editors-choice/kuwait-faces-30000-cyber-attacks-everyday-13132610

Australia HIC East Asia & Pacific2019 November 18 https://www.itwire.com/security/ransomware-acsc-urges-those-affected-not-to-pay-ransom.html0



United StatesHIC North America 2017 March 3 https://www.wsj.com/articles/hackers-infect-army-of-cameras-dvrs-for-massive-internet-attacks-14751794280

Cambodia LMC East Asia & Pacific2017 April 19 http://www.phnompenhpost.com/national/nec-shrugs-database-hack0

Canada HIC North America 2017 June 23 http://www.calgarysun.com/2017/06/22/hackers-release-second-batch-of-internal-cowboys-casino-emails-payroll-and-disciplinary-reports[604887, 604888]['Hackers release more data after Cowboys Casino cyber attack', 'Hackers release second batch of internal Cowboys Casino emails , payroll and disc']1

United StatesHIC North America 2017 August 15 http://www.zdnet.com/article/how-a-one-man-hacking-operation-was-able-to-compromise-international-firms/0

Singapore HIC East Asia & Pacific2017 November 14 https://computerworld.com.sg/tech/security/malaysias-inland-revenue-warns-of-new-wave-of-phishing-scams/0

United StatesHIC North America 2017 November 17 https://www.crowdfundinsider.com/2017/11/124759-trust-will-vanish-cappasity-ceo-criticizes-parity-hack-response-funds-remain-frozen-no-resolution-sight/0

United StatesHIC North America 2017 January 20 http://www.plasticsnews.com/article/20170120/NEWS/170129986/illinois-processor-recovering-from-computer-hack0

United StatesHIC North America 2018 February 6 https://www.jdsupra.com/legalnews/oklahoma-state-hack-compromises-half-a-57841/0

New ZealandHIC East Asia & Pacific2018 May 6 http://www.newstalkzb.co.nz/news/business/vector-and-stuff-to-reach-out-of-court-settlement-over-data-breach/0

Australia HIC East Asia & Pacific2018 July 10 https://www.lawyersweekly.com.au/sme-law/23580-reported-pexa-hacks-a-timely-reminder-to-check-security0

United StatesHIC North America 2018 July 31 https://www.livescience.com/63214-hackers-target-your-mind.html0

United StatesHIC North America 2018 August 1 https://www.wpri.com/call-12-for-action/phishing-scams-target-fortnite-players/13370735360

Japan HIC East Asia & Pacific2018 August 17 https://www.zdnet.com/article/32000-smart-homes-businesses-are-at-risk-of-data-leaks-due-to-flawed-mqtt-protocol/0

United StatesHIC North America 2018 November 14 https://www.investmentnews.com/article/20181114/FREE/181119948/lpl-providing-credit-monitoring-identity-protection-to-investors0

AfghanistanLIC South Asia 2018 November 19 https://www.afghanistannews.net/news/258334248/daniel-hosting-hacked-server-root-account-deleted0

United StatesHIC North America 2018 November 20 https://cbs4indy.com/2018/11/20/indiana-dor-irs-warn-of-tax-related-malware-scam/0

United StatesHIC North America 2018 December 5 https://hotair.com/archives/2018/12/05/midterm-mystery-hacked-nrcc/0

United StatesHIC North America 2020 February 4 https://www.ksdk.com/article/news/education/thousands-impacted-by-stlcc-data-breach/63-31afe6a2-8d05-4867-9719-281e0622a6c40

India LMC South Asia 2020 June 24 https://www.financialexpress.com/industry/msme-tech-5-steps-msmes-must-take-to-secure-themselves-from-cyber-attacks-amid-covid/2002104/0

Russia UMC Europe & Central Asia2020 March 12 https://www.securityweek.com/russia-linked-turla-cyberspies-add-more-malware-arsenal0

Canada HIC North America 2020 March 30 https://www.investmentexecutive.com/news/from-the-regulators/dealers-warned-of-spike-in-account-hacking/0

United KingdomHIC Europe & Central Asia2020 August 5 https://www.infosecurity-magazine.com:443/news/dentists-bank-details-stolen-data/0

Sweden HIC Europe & Central Asia2021 December 21 https://sverigesradio.se/artikel/they-warned-about-phishing-scams-but-missing-protection-themselves0

United StatesHIC North America 2020 October 26 https://www.record-eagle.com/news/business/boyne-resorts-hit-by-ransomware-attack/article_d4dda9e2-15af-11eb-83e8-4378107f1b7f.html0

Australia HIC East Asia & Pacific2021 February 14 https://www.arnnet.com.au/article/686271/afp-investigation-lands-alleged-phishing-scam-mastermind/0

United StatesHIC North America 2021 February 18 https://www.sfchronicle.com/crime/article/Former-San-Jose-Earthquakes-Stadium-worker-pleads-15959115.php0

Uruguay HIC Latin America & Caribbean2022 July 11 https://www.elpais.com.uy/informacion/policiales/hackeo-identificacion-civil-maquinas-teniamos-prehistoricas-dijo-heber.html0

France HIC Europe & Central Asia2022 July 3 https://www.cnetfrance.fr/news/audika-pirate-les-donnees-personnelles-des-clients-dans-la-nature-exclusif-39944216.htm0

South KoreaHIC East Asia & Pacific2022 May 25 https://zdnet.co.kr/view/?no=202205252104380

Indonesia LMC East Asia & Pacific2022 September 16 https://www.tribunnews.com/regional/2022/09/16/aplikasi-whatsapp-tersangka-kasus-hacker-bjorka-sempat-bermasalah-seminggu-yang-lalu0

United StatesHIC North America 2022 June 23 https://www.estrategiaynegocios.net/centroamericaymundo/costa-rica-resultados-de-la-revision-de-equipos-de-la-ccss-tras-hackeo-GX87619760

Brazil UMC Latin America & Caribbean2022 October 21 https://www.uol.com.br/tilt/noticias/redacao/2022/10/21/o-que-se-sabe-sobre-hacker-preso-pela-pf-suspeito-de-ataque-contra-saude.htm0

South KoreaHIC East Asia & Pacific2022 April 1 https://zdnet.co.kr/view/?no=202204010927460

Russia UMC Europe & Central Asia2022 December 5 https://www.cnews.ru/news/top/2022-10-19_iz-za_shifrovalshchika-vymogatelya0

Germany HIC Europe & Central Asia2021 September 13 https://www.nordkurier.de/aus-aller-welt/anonymus-hackt-attila-hildmanns-online-kanaele-1345087209.html0

Germany HIC Europe & Central Asia2021 November 9 https://www.aachener-nachrichten.de/digital/erpressung-20-leichtes-spiel-fuer-cyberkriminelle_aid-639610470

South KoreaHIC East Asia & Pacific2021 September 30 https://www.edaily.co.kr/news/read?newsId=03955686629185368&mediaCodeNo=2570

SwitzerlandHIC Europe & Central Asia2021 September 1 https://www.20min.ch/fr/story/cyberattaque-a-rolle-des-bons-covid-ont-ete-pirates-6229655654660

Mexico UMC Latin America & Caribbean2021 May 5 https://www.radioformula.com.mx/noticias/20210505/dell-alienware-hackeo-sentinellabs-computadoras-modelos-alerta/0

NetherlandsHIC Europe & Central Asia2020 March 14 https://www.nporadio1.nl/wetenschap-techniek/22301-hoe-russische-scarfaces-jouw-computer-hacken-met-botnets0

Indonesia LMC East Asia & Pacific2020 January 9 https://banjarmasin.tribunnews.com/2020/01/09/portal-bkdpsdm-kena-retas-hacker-polres-hst-tunggu-laporan-dari-pemkab0

Belarus UMC Europe & Central Asia2020 September 28 https://interfax.by/news/nauka_i_tekhnologii/internet/1284272/0

BangladeshLMC South Asia 2020 September 30 https://www.jagonews24.com/national/news/6140530

Germany HIC Europe & Central Asia2020 June 29 https://www.zdnet.de/88381013/trend-micro-docker-server-erstmals-mit-ddos-malware-infiziert/0

Italy HIC Europe & Central Asia2020 October 12 https://www.lastampa.it/tuttosoldi/2020/10/12/news/con-il-lockdown-sono-cresciuti-i-tentativi-di-hackeraggio-dei-conti-correnti-1.394040160

Iran LMC Middle East & North Africa2020 December 10 https://www.balatarin.com/permlink/2020/12/9/54623610

South KoreaHIC East Asia & Pacific2020 July 13 https://news.joins.com/article/23823207 0

Russia UMC Europe & Central Asia2020 September 18 https://www.pravda.ru/news/science/1531601-whatsapp/0

Italy HIC Europe & Central Asia2019 April 2 https://focustech.it/2019/04/02/exodus-altroconsumo-privacy-google-2394040

Bulgaria UMC Europe & Central Asia2019 October 21 https://19min.bg/news/8/120622.html 0

Indonesia LMC East Asia & Pacific2018 April 27 https://www.liputan6.com/tekno/read/3492085/mencengangkan-hacker-bobol-rp-2390-triliun-sepanjang-20170

Germany HIC Europe & Central Asia2018 March 8 https://www.netzwelt.de/betrugswarnungen/163876-volksbank-phishing-warnung-e-mails--vr-konto-wurde-eingeschraenkt.html0

SwitzerlandHIC Europe & Central Asia2018 April 17 http://www.inside-it.ch/articles/50831 0

South KoreaHIC East Asia & Pacific2018 December 4 http://www.edaily.co.kr/news/read?newsId=01489126619435240&mediaCodeNo=2570

Russia UMC Europe & Central Asia2018 February 13 http://biz.cnews.ru/news/top/2018-02-13_hakery_nachali_ispolzovat_dyru_v_siscone0



Greece HIC Europe & Central Asia2017 May 18 http://www.newsit.gr/kosmos/Mana-kai-gios-xakepsan-kai-eriksan-to-internet-stin-Kypro/7263430

South KoreaHIC East Asia & Pacific2017 December 6 http://www.xportsnews.com/jenter/?ac=article_view&entry_id=920003&_REFERER=0

Germany HIC Europe & Central Asia2017 March 24 http://www1.wdr.de/nachrichten/rheinland/knack-den-code-100.html0

France HIC Europe & Central Asia2022 March 18 https://www.clubic.com/pro/entreprises/apple/actualite-414123-apple-des-hackers-distribuent-des-applis-malveillantes-grace-a-testflight.html[3552672, 3550908]['Apple: hackers distribute malicious apps through TestFlight', 'Scammers abuse TestFlight to spread malware']1

South KoreaHIC East Asia & Pacific2017 October 11 http://biz.heraldcorp.com/view.php?ud=201710110000560

Denmark HIC Europe & Central Asia2017 August 1 https://www.computerworld.dk/art/240669/kendt-hackergruppe-angreb-hoejtstaaende-ansatte-hos-det-danske-forsvar-privat0

Tunisia LMC Middle East & North Africa2017 March 16 http://ar.webmanagercenter.com/2017/03/16/179246/%D8%AE%D8%B7%D9%8A%D8%B1-%D8%A7%D9%84%D9%85%D8%B3%D8%A7%D8%AD%D8%A7%D8%AA-%D8%A7%D9%84%D8%AA%D8%AC%D8%A7%D8%B1%D9%8A%D8%A9-%D8%A7%D9%84%D9%83%D8%A8%D8%B1%D9%89-%D8%AA%D8%B3%D8%AA%D8%BA%D9%84-%D8%A7/0

Germany HIC Europe & Central Asia2021 November 25 https://www.wallstreet-online.de/nachricht/14724967-supernus-pharmaceuticals-targeted-ransomware-incident0

Australia HIC East Asia & Pacific2021 April 6 https://www.pulseitmagazine.com.au/australian-ehealth/5993-eastern-health-restores-systems-confirms-ransomware-attack0

United StatesHIC North America 2022 June 23 https://threatpost.com/fancy-bear-nuke-threat-lure/180056/0

India LMC South Asia 2021 June 10 https://www.ibtimes.co.in/china-based-hackers-luring-indians-into-fake-tata-motors-scam-free-gifts-8374010

Australia HIC East Asia & Pacific2022 September 7 https://www.smh.com.au/national/queensland/hackers-target-1300-public-servants-forcing-some-to-log-back-in-after-hours-20220906-p5bfq0.html0

United StatesHIC North America 2022 February 23 https://masslawyersweekly.com/2022/02/23/contract-data-breach/0

United StatesHIC North America 2022 December 21 https://www.prnewswire.com/news-releases/eset-santas-naughty-list-exposed-in-data-breach-301708604.html0

Zimbabwe LMC Sub-Saharan Africa2019 February 28 https://www.dailynews.co.zw/articles/2019/02/28/man-charged-with-hacking-zimra-network-stealing-2m0

Canada HIC North America 2019 March 13 https://www.itworldcanada.com/article/cyber-security-today-citrix-systems-data-breach-finding-talent-to-secure-the-government-car-alarms-gone-wrong/4158000

United StatesHIC North America 2019 March 15 https://www.norwichbulletin.com/news/20190315/investigation-into-colchester-town-hall-cyber-attack-nearly-complete0

United StatesHIC North America 2019 June 10 https://wtaq.com/news/articles/2019/jun/09/wausau-man-facing-federal-charges-for-hacking-kohls-accounts/0

United KingdomHIC Europe & Central Asia2019 June 20 https://www.computing.co.uk/ctg/news/3077665/oracle-patches-weblogic-server-flaw-hackers-are-actively-exploiting-in-the-wild0

Ireland HIC Europe & Central Asia2020 September 21 https://www.irishexaminer.com/news/arid-40052177.html0

Bulgaria UMC Europe & Central Asia2019 July 30 http://www.bta.bg/en/c/DF/id/2053300 0

United KingdomHIC Europe & Central Asia2019 September 6 https://www.theregister.co.uk/2019/09/05/android_september_2019_patches/0

India LMC South Asia 2019 November 2 https://www.thequint.com/news/india/bjp-delhi-website-hacked-anti-modi-pro-pak-post0

United StatesHIC North America 2019 November 6 https://www.law360.com/banking/articles/1216309/chipotle-customers-want-1-2m-atty-fees-in-data-breach-suit0

United StatesHIC North America 2019 December 16 https://news.microsoft.com/transform/hackers-hit-norsk-hydro-ransomware-company-responded-transparency/0

Japan HIC East Asia & Pacific2019 January 10 https://www.zdnet.com/article/oxo-international-discloses-data-breach-customer-data-over-two-years-impacted/0

Canada HIC North America 2019 May 11 http://www.theasianconnectionsnewspaper.com/phishing-scam-dont-get-hooked/0

United StatesHIC North America 2018 December 11 https://www.rigzone.com/news/cyber_attack_targets_oil_and_gas_services_company-11-dec-2018-157691-article0

United StatesHIC North America 2017 February 17 http://www.csoonline.com/article/3171634/security-awareness/phishing-campaign-uses-yahoo-breach-to-hook-email.html0

United StatesHIC North America 2017 May 13 https://www.scmagazine.com/baijiu-malware-leverages-geocities/article/661382/0

United StatesHIC North America 2017 June 7 http://www.wsaw.com/content/news/DATCP-warns-of-email-phihing-scam-426854701.html0

Nigeria LMC Sub-Saharan Africa2017 September 14 http://www.thisdaylive.com/index.php/2017/09/14/2017-recorded-highest-hit-in-cyber-attacks-says-report/0

South AfricaUMC Sub-Saharan Africa2017 September 27 http://www.capetalk.co.za/articles/274089/no-formal-complaint-lodged-over-ramaphosa-email-hack-inspector-general0

United StatesHIC North America 2017 November 20 https://www.scmagazine.com/montgomery-county-ill-government-offices-taken-offline-by-malware/article/708468/0

United StatesHIC North America 2017 December 15 https://www.theverge.com/2017/12/15/16776176/linkedin-security-flaw-security-khalil-shreateh0

Malaysia UMC East Asia & Pacific2017 December 22 http://www.freemalaysiatoday.com/category/nation/2017/12/23/officer-of-the-law-gets-smartphone-users-to-download-malware/0

Australia HIC East Asia & Pacific2018 June 7 http://www.abc.net.au/news/2018-06-07/tas-union-worried-over-delays-from-job-site-being-down/98463260

United StatesHIC North America 2018 October 10 https://www.springfieldnewssun.com/business/277-may-have-been-affected-equitas-data-breach/UsjhgmFHdC9B1KCE8unimI/0

Pakistan LMC South Asia 2018 August 1 https://thefrontierpost.com/data-breach-affected-10m/0

United StatesHIC North America 2018 October 24 https://hothardware.com/news/new-windows-zero-day-exploit-exposed-via-twitter-can-cripple-windows-10-pcs0

United Arab EmiratesHIC Middle East & North Africa2018 September 18 https://www.khaleejtimes.com/nation/dubai/security-firm-warns-of-increased-hacking-bids-in-middle-east0

United StatesHIC North America 2020 May 7 https://www.natlawreview.com/article/financial-services-information-sharing-group-warns-increased-phishing-attacks0

Australia HIC East Asia & Pacific2018 December 13 https://citynews.com.au/2018/data-breach-and-icon-water-couldnt-care-less/0

PhilippinesLMC East Asia & Pacific2020 January 26 https://business.inquirer.net/289043/psa-ends-teleserv-deal-over-data-breach-complaints0

United StatesHIC North America 2020 January 31 https://www.atmmarketplace.com/news/uk-arrests-three-in-probe-of-maltas-bank-of-valletta-cyber-attack/0

United StatesHIC North America 2020 February 7 https://www.foxbusiness.com/technology/phishing-emails-candidate-names0

United StatesHIC North America 2020 March 3 http://www.circleid.com/posts/20200303_hishing_attacks_still_haunt_banking_institutions_domain_reputation/0

Pakistan LMC South Asia 2020 July 3 https://propakistani.pk/2020/07/03/fact-check-reports-on-social-media-say-pta-website-hacked-over-banning-pubg/0

United StatesHIC North America 2021 December 31 https://siliconangle.com/2021/12/30/vice-society-hacks-norwegian-newspaper-takes-credit-spar-attack/0

Japan HIC East Asia & Pacific2020 November 19 https://www.zdnet.com/article/23600-hacked-databases-have-leaked-from-a-defunct-data-breach-index-site/0

United KingdomHIC Europe & Central Asia2021 January 14 https://www.edp24.co.uk/news/fresh-details-norfolk-based-flagship-homes-cyber-attack-69045180

United StatesHIC North America 2020 December 22 https://www.wksu.org/2020-12-22/morning-headlines-ohioans-urged-to-be-vigilant-during-the-holidays-ksu-named-in-suspected-russian-hacking0

United StatesHIC North America 2021 August 10 https://healthitsecurity.com/news/email-hack-results-in-health-data-breach-in-nj-lab0

United StatesHIC North America 2021 September 15 https://www.pcmag.com/news/expressvpn-cio-helped-united-arab-of-emirates-hack-into-phones-computers0

China UMC East Asia & Pacific2018 October 8 https://tech.sina.com.cn/i/2018-10-08/doc-ifxeuwws2115427.shtml[2072370, 2072371]['iPhone Book a hotel worth 10,000 yuan in the middle of the night! Charging head hidden hacker chip?', 'fear ! iPhone Book a hotel worth 10,000 yuan in the middle of the night! Charging head hidden hacker chip? ?']1



United StatesHIC North America 2021 October 13 https://www.techdirt.com/articles/20210718/19571247201/leaked-data-shows-nso-groups-malware-was-used-to-target-journalists-activists-world-leaders.shtml0

United StatesHIC North America 2021 March 12 https://www.defenseone.com/threats/2021/03/the-d-brief-march-12-2021/172637/0

United KingdomHIC Europe & Central Asia2021 November 8 https://www.itpro.co.uk/security/cyber-security/361477/proofpoint-impersonator-grabs-microsoft-365-and-google-logins-in0

Germany HIC Europe & Central Asia2022 June 30 https://www.heise.de/news/Baustoffhersteller-Knauf-Opfer-von-Cyberangriff-7158935.html0

SwitzerlandHIC Europe & Central Asia2022 July 19 https://www.watson.ch/digital/schweiz/742079747-buelach-meldet-cyberangriff-mitarbeitende-nicht-per-e-mail-erreichbar0

Russia UMC Europe & Central Asia2022 February 7 https://overclockers.ru/blog/TEXHAPb/show/62841/hakery-popytalis-vyvesti-4-mlrd-v-bitkoinah-otkazavshis-vzyat-1-mlrd-i-vernut-120-000-vts0

SwitzerlandHIC Europe & Central Asia2022 March 10 https://www.rtn.ch/rtn/Actualite/Region/20220310-Piratage-UniNE-des-donnees-volees-plus-sensibles-que-suppose.html0

South KoreaHIC East Asia & Pacific2022 August 9 https://zdnet.co.kr/view/?no=202208090843410

Mexico UMC Latin America & Caribbean2022 March 23 https://laverdadnoticias.com/mundo/EE.UU.-detiene-a-hacker-ruso-por-vender-datos-digitales-robados-20220323-0017.html0

Mexico UMC Latin America & Caribbean2022 March 28 https://diario.mx/el-paso/alerta-fbi-hackeo-en-redes-sociales-20220328-1913558.html0

Sweden HIC Europe & Central Asia2022 December 23 https://www.dn.se/ekonomi/hackare-kom-over-data-fran-stor-losenordshanterare/0

South KoreaHIC East Asia & Pacific2022 December 21 https://zdnet.co.kr/view/?no=202212211212470

Poland HIC Europe & Central Asia2021 June 29 https://www.wykop.pl/link/6168903/atak-hakerskich-wykopkow-na-forum-cd-projekt-red/0

South KoreaHIC East Asia & Pacific2021 August 23 https://www.anewsa.com/./detail.php?number=24757910

South KoreaHIC East Asia & Pacific2021 February 17 http://news.kmib.co.kr/article/view.asp?arcid=0015546646&code=61131111&sid1=int0

SwitzerlandHIC Europe & Central Asia2020 December 4 https://www.netzwoche.ch/news/2020-12-04/betrueger-verschicken-phishing-mails-im-namen-von-viseca0

Poland HIC Europe & Central Asia2020 October 22 https://epoznan.pl/news-news-111127-oszusci_wyludzaja_kody_blik_na_messengerze_29_latek_stracil_2_tys_zl0

Russia UMC Europe & Central Asia2020 June 30 https://regnum.ru/news/society/2997929.html0

United StatesHIC North America 2019 July 30 http://www.southwhidbeyrecord.com/letters/letter-intelligence-report-shows-all-50-states-were-hacked/0

Russia UMC Europe & Central Asia2020 July 2 https://www.securitylab.ru/news/509650.php0

Ukraine LMC Europe & Central Asia2020 January 13 https://www.pcweek.ua/themes/detail.php?ID=1601710

Ukraine LMC Europe & Central Asia2019 January 25 http://kievvlast.com.ua/news/hakery-sorvali-auktsion-po-prodazhe-prav-na-razmeshhenie-kofemashin-i-shaurmomobilej-v-kieve0

Spain HIC Europe & Central Asia2019 May 30 https://www.latribunadetoledo.es/Noticia/Z301679A8-FDDE-1559-46CF6B635DCD7099/201905/La-web-del-Patronato-Deportivo-Municipal-sufre-un-hackeo0

Hungary HIC Europe & Central Asia2019 March 4 https://hup.hu/cikkek/20151108/linux_encoder_1_cryptolocker-hez_hasonlo_titkosito_ransomware_bukkant_fel_linux-ra0

South KoreaHIC East Asia & Pacific2019 July 15 http://www.viva100.com/main/view.php?key=201907150100051860

Russia UMC Europe & Central Asia2019 February 6 https://www.rbc.ru/crypto/news/5c5aac999a79473a40a8508e0

United KingdomHIC Europe & Central Asia2018 March 22 http://news20.busan.com/controller/newsController.jsp?newsId=201803220001810

Austria HIC Europe & Central Asia2018 March 27 http://www.krone.at/1678458 0

Mexico UMC Latin America & Caribbean2018 April 30 https://www.notisistema.com/noticias/bancos-operan-con-normalidad-tras-intento-de-hackeo/0

Finland HIC Europe & Central Asia2018 April 25 https://www.mtv.fi/lifestyle/digi/artikkeli/suomalaisten-suosimassa-matkanvarauspalvelussa-tietomurto-viestintavirasto-suosittelee-sulkemaan-maksukortin/68794820

Turkey UMC Europe & Central Asia2018 November 19 https://www.sabah.com.tr/gundem/2018/11/19/feto-sinav-sorularini-casus-yazilimla-caldi0

Russia UMC Europe & Central Asia2018 February 20 http://www.ng.ru/news/608760.html 0

Uruguay HIC Latin America & Caribbean2018 July 27 http://www.radionacional.com.uy/acciones-de-facebook-en-wall-street-bajaron-un-19-tras-violacion-de-datos/0

Indonesia LMC East Asia & Pacific2017 April 5 http://m.viva.co.id/berita/nasional/902152-situs-resmi-kantor-imigrasi-bandung-diretas0

Niue 2017 September 28 https://mobil.nu/it-tele/mobil-malware-google-play-betalingsservice-828860

Mexico UMC Latin America & Caribbean2017 December 8 http://imparcialoaxaca.mx/economia/95611/hackers-roban-70-mdd-en-bitcoin/0

France HIC Europe & Central Asia2017 April 28 http://www.lavoixdunord.fr/155057/article/2017-04-28/quatre-elus-dont-alain-bocquet-se-font-pirater-leur-compte-mail0

Dominican RepublicUMC Latin America & Caribbean2017 June 8 https://diariodigital.com.do/2017/06/08/hackean-comunicaciones-miembros-personal-dirigentes-federacion-maestros/0

India LMC South Asia 2017 January 25 http://www.punjabkesari.in/national/news/besides-these-online-hackers-put-such-a-loss-of-millions-5705760

Thailand UMC East Asia & Pacific2017 March 1 https://pantip.com/topic/36164334 0

Israel HIC Middle East & North Africa2017 October 17 http://net.nana10.co.il/Article/?ArticleID=12693000

Brazil UMC Latin America & Caribbean2017 July 6 http://www.ariquemesonline.com.br/noticia.asp?cod=332309&codDep=410

Russia UMC Europe & Central Asia2017 February 27 http://www.cnews.ru/news/top/2017-02-27_u_rossijskih_kompanij_vorovali_dengivzlamyvaya0

NetherlandsHIC Europe & Central Asia2021 January 8 https://www.telecompaper.com/news/italys-windtre-blocks-portabilities-from-ho-mobile-after-data-breach--13679990

PhilippinesLMC East Asia & Pacific2022 September 21 https://www.philstar.com/headlines/2022/09/22/2211336/tulfo-warns-vs-cyber-attacks-danger-national-security0

United StatesHIC North America 2022 September 7 https://www.jdsupra.com/legalnews/ancora-holdings-group-inc-announces-6140768/0

United StatesHIC North America 2022 September 8 https://www.csoonline.com/article/3673094/north-korean-state-sponsored-hacker-group-lazarus-adds-new-rat-to-its-malware-toolset.html0

United StatesHIC North America 2022 April 16 https://www.scmagazine.com/analysis/cybercrime/scammers-exploit-chaos-of-tax-season-to-take-advantage-of-consumers-deploy-trojans0

United StatesHIC North America 2022 October 25 https://www.darkreading.com/risk/linkedin-phishing-spoof-bypasses-google-workspace-security0

United KingdomHIC Europe & Central Asia2022 May 18 https://www.malverngazette.co.uk/news/20148202.worcestershire-children-first-apologise-data-breach-sensitive-information/0

Australia HIC East Asia & Pacific2022 December 9 https://www.smh.com.au/technology/in-some-countries-you-have-a-right-to-be-forgotten-online-so-can-you-ask-a-company-to-ditch-your-data-in-australia-20221206-p5c43l.html0

India LMC South Asia 2019 April 30 https://www.hindustantimes.com/india-news/j-k-governor-s-twitter-handle-hacked/story-rNKk5JScHTLsGNLbP4PoPO.html0

United StatesHIC North America 2019 April 25 http://www.spamfighter.com/News-22160-Website-of-PetroBangla-gets-hacked-twice-within-2-Days.htm0

United StatesHIC North America 2019 June 1 https://www.naturalnews.com/2019-05-31-scooter-hackers-can-remotely-brake-popular-electric-models.html0

Australia HIC East Asia & Pacific2019 June 11 https://www.cso.com.au/vendor_blog/2/trendlabs-malware-blog/22233/muddywater-resurfaces-uses-multi-stage-backdoor-powerstats-v3-and-new-post-exploitation-tools/0



India LMC South Asia 2019 July 11 https://www.thehindubusinessline.com/info-tech/rogue-apps-mismanaged-servers-expose-users-to-hackers/article28386753.ece0

United StatesHIC North America 2019 July 19 http://www.spamfighter.com/News-22313-Microsoft-warns-Windows-users-of-infamous-info-stealing-malware-spreading-rapidly.htm0

United StatesHIC North America 2019 July 8 https://lancasteronline.com/business/local_business/lancaster-labs-back-to-normal-after-ransomware-attack/article_56274240-a18c-11e9-876e-afa3ec8bd129.html0

United StatesHIC North America 2019 March 26 https://www.ksdk.com/article/news/local/stlccs-data-breach-has-students-concerned/63-e6904f06-47b2-4bb4-ade7-8fa8fdbf62d80

United StatesHIC North America 2019 March 19 https://www.swcbulletin.com/business/4275237-credit-card-stealing-malware-hits-dozens-mn-and-wi-chipotle-locations0

United KingdomHIC Europe & Central Asia2019 October 13 https://www.salisburyjournal.co.uk/news/17962484.man-given-1-5k-discovering-data-breach-chance/0

Canada HIC North America 2019 October 21 https://www.itworldcanada.com/article/cyber-security-today-cyber-criminals-partnering-ransomware-help-and-stripe-phishing-attack/4230380

United StatesHIC North America 2019 November 20 https://arstechnica.com/information-technology/2019/11/researchers-see-spike-in-out-of-season-irs-impersonating-phishing-attacks/0

United StatesHIC North America 2017 January 13 http://www.pcgamesn.com/overwatch/overwatch-hacks-korea-nuking0

United KingdomHIC Europe & Central Asia2017 March 30 https://www.theguardian.com/media/2017/mar/30/dozens-of-alleged-hacking-victims-join-action-against-sun-publisher0

Singapore HIC East Asia & Pacific2017 April 6 http://news.asiaone.com/news/crime/hacked-legal-data-retains-privacy-status0

PhilippinesLMC East Asia & Pacific2017 June 28 http://www.gadgetsmagazine.com.ph/technology/fortinet-reports-new-malware-attacks-that-target-mac-users.html0

United StatesHIC North America 2017 November 9 http://wncn.com/2017/11/08/hackers-use-spearphishing-to-get-your-data/0

India LMC South Asia 2017 December 7 https://economictimes.indiatimes.com/news/international/world-news/the-latest-fbi-chief-says-hacker-targets-can-be-hard-to-id/articleshow/61970588.cms0

United StatesHIC North America 2017 December 20 https://www.techrepublic.com/article/malware-hit-these-3-verticals-the-hardest-in-2017/0

United KingdomHIC Europe & Central Asia2017 December 30 http://www.ibtimes.co.uk/exmo-hack-uk-bitcoin-exchange-hit-ddos-attack-days-after-lead-analyst-was-kidnapped-16531410

United StatesHIC North America 2018 February 21 http://freerepublic.com/focus/f-news/3634024/posts0

United KingdomHIC Europe & Central Asia2018 June 8 https://www.computerweekly.com/news/252442748/Parliamentary-computers-at-risk-after-staff-targeted-by-phone-phishing0

United KingdomHIC Europe & Central Asia2018 April 15 https://www.express.co.uk/life-style/science-technology/945855/Windows-10-warning-critical-bug-Microsoft-Outlook-Office-patch0

New ZealandHIC East Asia & Pacific2018 July 5 https://www.radionz.co.nz/international/pacific-news/361212/french-polynesia-teen-detained-for-hacking-phone-companies0

United StatesHIC North America 2018 July 5 http://www.digitaljournal.com/tech-and-science/technology/reviewing-the-impact-of-the-vpnfilter-malware-attack/article/5263170

Australia HIC East Asia & Pacific2018 August 18 https://www.perthnow.com.au/politics/labor/wa-labor-pollies-targeted-by-foreign-hackers-ng-b88932310z0

India LMC South Asia 2018 December 24 https://www.timesnownews.com/technology-science/article/pubg-cheat-code-this-hack-may-get-you-banned-from-pubg-android-iphone-30000-accounts-banned-for-using-radar-hack-cheat-all-you-need-to-know-short/3359560

United StatesHIC North America 2020 January 31 https://finance.yahoo.com/news/microsoft-finds-crypto-mining-malware-082018265.html0

United StatesHIC North America 2020 July 8 https://www.ibtimes.com/court-documents-pin-invisible-god-data-breach-kazakh-citizen-30076620

United StatesHIC North America 2020 July 27 https://healthitsecurity.com/news/national-cardiovascular-partners-email-hack-impacts-78k-patients0

Australia HIC East Asia & Pacific2020 July 21 https://www.pulseitmagazine.com.au/australian-ehealth/5611-paging-service-linked-to-medical-data-breach-in-wa0

United StatesHIC North America 2020 August 10 https://www.casinonewsdaily.com/2015/12/24/21560/0

India LMC South Asia 2020 September 26 https://www.thehindu.com/news/cities/mumbai/phishing-scam-busted-one-arrested/article32705771.ece0

United KingdomHIC Europe & Central Asia2021 December 16 https://www.coventrytelegraph.net/in-your-area/omicron-pcr-test-phishing-email-224585090

United KingdomHIC Europe & Central Asia2020 October 5 https://www.pinknews.co.uk/2020/10/05/grindr-hack-security-flaw-wassime-bouimadaghene-troy-hunt-scott-helme/0

United StatesHIC North America 2020 November 19 https://www.thesunchronicle.com/news/local_news/mansfield-schools-hacked-working-to-resolve-issues/article_677ff10f-8e5a-5ba8-af80-bdb87bd341a9.html0

United KingdomHIC Europe & Central Asia2020 November 28 https://www.hackneycitizen.co.uk/2020/11/27/town-hall-cyber-attack-puts-planning-decisions-at-risk-of-legal-challenge/0

United StatesHIC North America 2020 December 3 https://www.thenonprofittimes.com/npt_articles/philly-food-charity-out-923k-in-phishing-scam/0

United StatesHIC North America 2020 December 10 https://www.law360.com/articles/1336486/dickey-s-barbecue-sued-in-texas-over-data-breach0

China UMC East Asia & Pacific2021 February 4 https://androidcommunity.com/malware-attack-targets-noxplayer-emulator-users-in-asia-20210204/0

United StatesHIC North America 2021 September 7 https://www.darkreading.com/attacks-breaches/back-to-school-pivots-to-hack-the-school0

United KingdomHIC Europe & Central Asia2021 March 9 https://www.inverness-courier.co.uk/news/police-probe-university-of-the-highlands-and-islands-cyber-attack-230742/0

Canada HIC North America 2021 October 18 https://www.itbusiness.ca/news/hashtag-trending-oct-18-starlink-to-provide-in-flight-wi-fi-canon-disabling-printers-ransomware-attacks-cost-billions/1197850

Qatar HIC Middle East & North Africa2021 October 19 https://menafn.com/1102999920/Using-dating-apps-on-iPhone-Crypto-scammers-could-hack-your-device&source=260

Uruguay HIC Latin America & Caribbean2022 July 11 https://www.lr21.com.uy/www.lr21.com.uy/politica/1461737-heber-asegura-que-el-hackeo-a-dnic-no-va-a-volver-a-suceder-y-responsabilizo-al-frente-amplio0

Chile HIC Latin America & Caribbean2022 August 24 https://www.biobiochile.cl/noticias/nacional/chile/2022/08/24/hackeo-supremo-roban-cuentas-de-whatsapp-a-ministros-y-relatores-del-poder-judicial.shtml0

Germany HIC Europe & Central Asia2022 September 29 https://www.stern.de/gesellschaft/regional/nordrhein-westfalen/durchsuchungen--phishing-betrug--bankkunden-um-vier-millionen-euro-geprellt-32770982.html0

Serbia UMC Europe & Central Asia2022 September 21 https://www.danas.rs/vesti/drustvo/hakeri-imali-pristup-mejlovima-zaposlenih-u-katastru-srbije-virus-vrlo-verovatno-nije-bio-namenjen-srbiji/0

United StatesHIC North America 2022 April 21 https://www.larepublica.net/noticia/hackeo-en-portal-de-la-caja-no-afecto-servicios-de-salud0

Russia UMC Europe & Central Asia2022 November 20 https://www.securitylab.ru/news/534865.php0

Poland HIC Europe & Central Asia2022 October 27 https://wiadomosci.gazeta.pl/wiadomosci/7,114883,29079413,przerwane-obrady-sejmu-marszalek-obawiala-sie-kolejnego-ataku.html0

Poland HIC Europe & Central Asia2021 November 5 https://www.wnp.pl/rynki-zagraniczne/nowa-fundlandia-przywraca-dzialanie-systemu-it-po-ataku-hakerskim,503830.html0

Poland HIC Europe & Central Asia2021 January 18 https://www.egospodarka.pl/168231,Bot-Telegram-phishing-na-OLX-i-Allegro,1,12,1.html0

Russia UMC Europe & Central Asia2021 March 14 https://www.ferra.ru/news/games/khakery-vzlomali-eroticheskuyu-igru-pro-bogov-izvrashencev-v-den-eyo-vykhoda-14-03-2021.htm0

Ukraine LMC Europe & Central Asia2022 June 17 https://tsn.ua/ru/politika/iz-za-hakerskih-atak-putin-vynuzhden-perenesti-vystuplenie-na-ekonomicheskom-forume-2089189.html[3680536, 4097221, 3680235, 3679819, 3680537, 4096802, 3680419]['Due to hacker attacks, Putin is forced to reschedule his speech at the economic forum', 'Vladimir Putin speech delayed because of  massive  cyber attack in Russia', 'Putin postponed his speech at SPIEF for an hour due to hacker attacks by Peskov', 'Putin exposed to hacker attack â€¢ Newsbreak . UK', "Putin's speech at the PMEF was postponed: it was explained by cyber attacks on accreditation systems", 'Putin postpones speech for an hour due to cyber attack - Related news', "Hacker attack stopped Putin's speech - had to be postponed"]6

Japan HIC East Asia & Pacific2021 June 4 https://japan.zdnet.com/article/35171836/0

Germany HIC Europe & Central Asia2021 September 10 https://www.netzwelt.de/news/193263-neue-phishing-welle-bestaetigen-per-qr-code-neue-agb-ihrer-bank-spam.html0

Sweden HIC Europe & Central Asia2021 January 24 https://www.svt.se/nyheter/lokalt/blekinge/man-misstanks-for-dataintrang-efter-besok-pa-p4-blekinge0

United Arab EmiratesHIC Middle East & North Africa2021 April 1 https://aitnews.com/2021/04/01/%D8%A7%D9%84%D9%85%D8%AA%D8%B3%D9%84%D9%84%D9%88%D9%86-%D8%AD%D8%A7%D9%88%D9%84%D9%88%D8%A7-%D8%B2%D8%B1%D8%B9-%D8%A8%D8%A7%D8%A8-%D8%AE%D9%84%D9%81%D9%8A-%D8%B6%D9%85%D9%86-php/0



Austria HIC Europe & Central Asia2021 November 8 https://www.salzburg24.at/news/salzburg/hackerangriff-auf-novogenia-probleme-mit-pcr-testauswertungen-1121038000

BangladeshLMC South Asia 2021 February 25 https://bangla.bdnews24.com/tech/article1863170.bdnews0

Ukraine LMC Europe & Central Asia2021 August 25 https://korrespondent.net/business/companies/4390330-khakery-poluchyly-dannye-klyentov-Oriflame0

Romania UMC Europe & Central Asia2020 June 16 https://adevarul.ro/news/eveniment/hackerii-ataca-nou-mail-urile-vin-firmele-curierat-romania-inclusiv-posta-romana-1_5ee8d56c5163ec4271ed6c31/0

Italy HIC Europe & Central Asia2021 March 9 https://www.zazoom.it/2021-03-09/lallarme-rosso-hacker-lanciato-via-twitter-per-tutte-le-aziende-che-usano-exchange-di-microsoft/8269137/0

Sweden HIC Europe & Central Asia2020 April 14 https://www.svt.se/nyheter/lokalt/sormland/tidigare-polis-atalas-for-knarkbrott-och-dataintrang0

Russia UMC Europe & Central Asia2020 December 30 https://www.securitylab.ru/news/515182.php0

Argentina UMC Latin America & Caribbean2020 September 10 https://www.pagina12.com.ar/291148-los-hackers-publicaron-finalmente-la-informacion-robada-a-la0

Taiwan 2020 May 29 https://www.cna.com.tw/news/asoc/202005290229.aspx0

Russia UMC Europe & Central Asia2020 February 18 https://regnum.ru/news/accidents/2861607.html0

Hungary HIC Europe & Central Asia2020 November 4 https://hvg.hu/tudomany/20201103_gravityrat_windows_malware_virus_trojai_program_android_macos0

Spain HIC Europe & Central Asia2020 April 1 https://www.elmundo.es/cronica/2020/03/31/5e7e8409fc6c83d7718b46a9.html0

South KoreaHIC East Asia & Pacific2019 August 13 https://news.mt.co.kr/mtview.php?no=2019081316077614107&MS2_T0

KazakhstanUMC Europe & Central Asia2020 March 11 https://www.nur.kz/1844835-fisingovyj-akkaunt-halyk-bank-obnaruzili-v-facebook.html0

Spain HIC Europe & Central Asia2019 July 22 https://www.lasprovincias.es/sucesos/detenidos-ceramicas-castellon-phising-clientes-20190722101101-nt.html0

Russia UMC Europe & Central Asia2019 August 7 https://www.the-village.ru/village/city/news-city/358495-3-august0

South KoreaHIC East Asia & Pacific2019 August 21 https://www.yna.co.kr/view/AKR201908210534000040

Russia UMC Europe & Central Asia2019 October 21 https://www.securitylab.ru/news/501890.php0

Russia UMC Europe & Central Asia2019 November 8 https://www.cnews.ru/news/top/2019-11-08_vosmiletnee_vorovstvo_voennyh0

Russia UMC Europe & Central Asia2019 December 4 https://www.cnews.ru/news/top/2019-12-04_kiberprestupnik_potratil0

Venezuela Latin America & Caribbean2019 May 27 https://www.laprensalara.com.ve/2019/05/la-prensa-web-victima-de-hackeo/0

Russia UMC Europe & Central Asia2019 October 8 https://regnum.ru/news/accidents/2741949.html0

Ecuador UMC Latin America & Caribbean2019 September 17 https://www.ecuavisa.com/articulo/noticias/actualidad/529221-detienen-gerente-empresa-filtracion-datos0

Romania UMC Europe & Central Asia2022 July 7 https://business24.ro/internet/stiri-internet/hackeri-atac-cibernetic-mai-1618776[3704446, 3702615]['How hackers tried to attack the Ministry of the Interior, during the pandemic. DGPI: They - have perfected and adapted the techniques used', 'How hackers tried to attack the Ministry of the Interior, during the pandemic. DGIPI : And - they perfected and adapted the techniques used']1

Belgium HIC Europe & Central Asia2018 December 21 https://www.rtl.be/info/belgique/economie/kbc-met-en-garde-contre-une-tentative-de-phishing-pour-une-assurance-auto-gratuite-1086639.aspx0

Mexico UMC Latin America & Caribbean2018 May 25 http://planoinformativo.com/593070/hackeo-bancario-desnuda-blindaje-del-ine0

Russia UMC Europe & Central Asia2018 July 27 http://bankir.ru/novosti/20180727/sait-kriptobirzhi-waves-dex-byl-atakovan-khakerami-10144239/0

Morocco LMC Middle East & North Africa2017 August 6 http://www.alyaoum24.com/926069.html 0

Germany HIC Europe & Central Asia2017 March 22 http://www.schwaebische.de/region_artikel,-Betrueger-verschicken-Phishing-Mails-_arid,10636776_toid,310.html0

Poland HIC Europe & Central Asia2017 March 15 http://www.wirtualnemedia.pl/artykul/obrazliwe-tresci-hejt-i-ataki-hakerskie-w-polskim-internecie0

France HIC Europe & Central Asia2017 July 31 https://www.mag-securs.com/news/id/34985/du-phishing-pour-ranconner-les-independants.aspx0

Russia UMC Europe & Central Asia2017 November 21 http://www.5-tv.ru/news/167006/ 0

Russia UMC Europe & Central Asia2017 September 7 http://www.banki.ru/news/lenta/?id=99937020

France HIC Europe & Central Asia2017 November 24 https://www.linformaticien.com/actualites/id/45687/mounir-mahjoubi-demande-des-explications-apres-le-piratage-d-uber.aspx0

Australia HIC East Asia & Pacific2021 April 8 https://www.gizmodo.com.au/2021/04/70000-ssns-600000-credit-card-records-leaked-after-stolen-data-hub-gets-hacked/0

United StatesHIC North America 2022 June 9 https://www.natlawreview.com:443/article/hackers-go-phishing-beeple-s-deep-pool-twitter-followers0

PhilippinesLMC East Asia & Pacific2022 January 24 https://mb.com.ph/2022/01/24/bsp-probe-of-bdo-hacking-out-next-week/0

China UMC East Asia & Pacific2022 February 9 https://cointelegraph.com/news/comedic-rapper-charged-with-involvement-in-bitfinex-hack-out-on-bail0

United StatesHIC North America 2022 September 26 https://www.jdsupra.com/legalnews/diodes-incorporated-confirms-recent-4573117/0

United StatesHIC North America 2022 October 14 https://healthitsecurity.com/news/united-health-centers-of-the-san-joaquin-valley-reaches-proposed-data-breach-settlement0

United StatesHIC North America 2022 March 17 https://www.csoonline.com/article/3654293/sec-filings-show-hidden-ransomware-costs-and-losses.html0

United KingdomHIC Europe & Central Asia2022 April 22 https://www.civilserviceworld.com/professions/article/researchers-detect-multiple-spyware-infections-of-downing-st-and-fcdo-since-20200

United StatesHIC North America 2022 November 30 https://www.fox26houston.com/news/october-ransomware-attack-at-st-lukes-now-affecting-employees-paychecks0

United StatesHIC North America 2021 June 28 https://www.wgrz.com/article/news/local/wegmans-alerts-customers-to-data-breach-database-identity-theft/71-bb794e5d-14c7-4c3a-a395-90ba343431bb0

United StatesHIC North America 2020 January 19 https://www.komando.com/news/russian-scam-site-steals-ssn-credit-card-info/702278/0

United StatesHIC North America 2020 January 7 https://arstechnica.com/information-technology/2020/01/pgp-keys-software-security-and-much-more-threatened-by-new-sha1-exploit/0

Nepal LMC South Asia 2020 March 9 https://thehimalayantimes.com/business/foodmandu-portal-hacked/0

United KingdomHIC Europe & Central Asia2020 June 2 https://www.cityam.com/news-group-hit-with-45-new-phone-hacking-claims/0

United Arab EmiratesHIC Middle East & North Africa2019 June 28 https://www.gulftoday.ae/news/2019/06/28/programmer-deported-for-hacking-15-websites0

United StatesHIC North America 2020 July 3 http://www.digitaljournal.com/tech-and-science/technology/aspire-news-involved-in-a-data-breach/article/5739940

United StatesHIC North America 2019 June 30 https://www.wibc.com/news/local-news/pike-township-hit-computer-hackers0

Trinidad and TobagoHIC Latin America & Caribbean2019 August 6 https://newsday.co.tt/2019/08/06/nat-sec-sites-still-down-after-brazilian-hack-attack/0

United StatesHIC North America 2019 April 4 https://www.cbs19.tv/article/news/report-national-radio-group-with-tyler-stations-experiencing-outages-after-ransomware-attack/501-f59f04a2-86cc-47b7-aed4-fb7b6e7ab60e0

Russia UMC Europe & Central Asia2019 September 27 https://www.securityweek.com/fbi-reviewed-cybersecurity-firms-evidence-2016-dnc-election-hack0

United StatesHIC North America 2019 September 28 https://medium.com/@iics/the-school-kid-who-hacked-over-a-million-iot-devices-b95d40c77a20



United StatesHIC North America 2019 November 14 https://www.wndu.com/content/news/Malware-leads-to-technological-disruption-at-P-H-M-schools-564872712.html0

United StatesHIC North America 2019 November 21 https://www.postandcourier.com/news/mount-pleasant-government-attacked-by-email-phishing-scam/article_de4ff6cc-0c5c-11ea-9139-5fa1bb06fc73.html0

United StatesHIC North America 2019 December 5 https://www.katc.com/homepage-showcase/city-of-new-iberia-still-recovering-from-hack0

United KingdomHIC Europe & Central Asia2017 June 9 https://www.scmagazineuk.com/platinum-hackers-exploit-intel-amt-sol-for-secure-cc-communications/article/667477/0

United StatesHIC North America 2017 June 12 http://www.autoremarketing.com/technology/helion-tests-125-dealership-employees-spear-phishing-cyber-scam0

United StatesHIC North America 2017 July 14 http://www.ibtimes.com/lottery-scam-insider-steals-more-143-million-using-malware-25659770

United StatesHIC North America 2017 July 22 http://www.arkansasonline.com/news/2017/jul/22/hackers-push-state-to-review-contract-2/0

Virgin IslandsHIC Latin America & Caribbean2017 July 19 http://www.virginislandsdailynews.com/news/richards-police-took-action-to-address-data-breach-immediately/article_b5263371-3851-52d4-a44c-d2b614c1f36b.html0

Armenia UMC Europe & Central Asia2017 July 28 http://www.panarmenian.net/eng/news/245093/0

Canada HIC North America 2017 September 1 http://www.ctvnews.ca/5things/5-things-to-know-on-friday-sept-1-2017-1.35712920

Italy HIC Europe & Central Asia2017 October 20 http://us.blastingnews.com/gaming/2017/09/red-dead-redemption-2-open-beta-invites-is-a-phishing-expedition-002024971.html0

South AfricaUMC Sub-Saharan Africa2017 November 23 http://www.itweb.co.za/index.php?option=com_content&view=article&id=155723:Govt-chat-tool-debuts-data-breach-on-KZN-site&catid=1600

United StatesHIC North America 2017 May 3 https://www.bna.com/class-cant-craft-n57982087464/0

Kenya LMC Sub-Saharan Africa2017 March 9 http://www.nation.co.ke/news/Police-net-three-more-in-hacking-racket/1056-3843872-9hri8pz/0

United StatesHIC North America 2018 January 8 https://siliconangle.com/blog/2018/01/07/blackberry-latest-target-cryptocurrency-mining-hackers/0

United StatesHIC North America 2018 February 1 http://www.lamonitor.com/content/ag-balderas-alerts-consumers-about-recent-equifax-data-breach0

Canada HIC North America 2018 March 22 https://www.plant.ca/general/174102-174102/0

United StatesHIC North America 2018 June 2 https://www.smdailyjournal.com/news/local/ticket-service-used-by-club-fox-hacked/article_e793cee8-660e-11e8-8aa9-2f32af67dbd7.html0

United KingdomHIC Europe & Central Asia2018 April 18 http://www.sthelensstar.co.uk/news/16167012.Barrie_Grunewald_steps_down_as_St_Helens_Council_leader_following_data_breach_claims/0

United StatesHIC North America 2018 May 15 http://www.safetyandhealthmagazine.com/articles/16983-fmcsa-hacking-attempt-of-national-registry-of-certified-medical-examiners-website-a-failure0

United KingdomHIC Europe & Central Asia2018 July 5 https://www.thetimes.co.uk/article/harvey-norman-caught-by-data-hack-2chvwjqf60

Japan HIC East Asia & Pacific2018 October 1 https://www.zdnet.com/article/two-sim-swappers-arrested-for-cmct-hack/0

Japan HIC East Asia & Pacific2018 November 20 https://www.zdnet.com/article/cyber-security-firm-doxxes-hacker-who-sold-myspace-and-dropbox-databases-in-2016/0

United KingdomHIC Europe & Central Asia2020 January 15 https://www.walesonline.co.uk/news/uk-news/hmrc-issue-warning-over-scam-175695420

Hong Kong 2020 February 20 https://www.hongkongfp.com/2020/02/20/coronavirus-data-breach-concerns-theft-hong-kong-govt-phones-containing-details-quarantined-residents/0

United StatesHIC North America 2020 March 2 https://www.medpagetoday.com/blogs/careerconsult/851420

Canada HIC North America 2020 March 2 https://www.itworldcanada.com/article/maze-posts-data-allegedly-stolen-from-pei-in-ransomware-attack/4279310

United StatesHIC North America 2020 March 6 https://www.thetruthaboutcars.com/2020/03/seeing-ghosts-self-driving-cars-arent-immune-from-hackers/0

United StatesHIC North America 2020 April 13 https://www.wuwm.com/post/wisconsin-election-milwaukee-election-commission-zoom-meeting-hacked0

United StatesHIC North America 2021 December 21 https://legalnewsline.com/stories/614919327-arizona-court-revives-data-breach-class-action-that-federal-court-dismissed0

United StatesHIC North America 2021 January 6 https://www.jdsupra.com/legalnews/travel-giant-sabre-reaches-deal-with-3988529/0

United StatesHIC North America 2021 February 5 https://www.govinfosecurity.com/french-security-firm-says-hackers-accessed-its-source-code-a-159320

United StatesHIC North America 2020 October 19 http://www.digitaljournal.com/tech-and-science/technology/springfield-caught-out-in-ransomware-attack/article/5794300

United StatesHIC North America 2020 October 28 https://www.grandforksherald.com/news/crime-and-courts/6736600-North-Dakota-reports-phishing-incident-on-state-email-accounts0

United StatesHIC North America 2020 November 13 https://spectrumlocalnews.com/nc/triad/ap-top-news/2020/11/12/finland-fast-tracks-id-code-law-change-after-hacking-case0

Canada HIC North America 2021 January 15 https://www.blogto.com/city/2021/01/virtual-classroom-ontario-hacked-porn-kidnapping/0

United StatesHIC North America 2021 January 16 https://www.scmagazine.com/home/security-news/fin11-e-crime-group-shifted-to-cl0p-ransomware-and-big-game-hunting/0

United StatesHIC North America 2020 December 23 https://vermontbiz.com/news/2020/december/23/vermont-leads-multi-state-investigation-hotel-booking-company%E2%80%99s-2017-data0

PhilippinesLMC East Asia & Pacific2021 February 23 https://www.bworldonline.com/regulator-investigating-cashalo-data-breach/0

Italy HIC Europe & Central Asia2021 March 22 https://www.tecnoandroid.it/2021/03/22/smartphone-android-queste-applicazioni-diffuse-in-realta-sono-malware-ruba-dati-8933410

India LMC South Asia 2021 October 27 https://www.business-standard.com/article/technology/global-cyber-attacks-surge-47-year-on-year-in-h1-of-cy2021-trend-micro-121102700983_1.html0

United StatesHIC North America 2021 November 3 https://www.wcoapensacola.com/news/cyber-command-head-says-us-has-carried-out-a-surge-to-address-ransomware-attacks/0

Finland HIC Europe & Central Asia2022 September 19 https://www.iltalehti.fi/digiuutiset/a/adfcf01c-a8f6-4da7-8581-62977cbf3cec0

Russia UMC Europe & Central Asia2022 October 13 https://www.securitylab.ru/news/534358.php0

Russia UMC Europe & Central Asia2022 December 20 https://vsluh.ru/novosti/proisshestviya/khakery-vzlomali-informatsionnyy-portal-kultury-tyumenskoy-oblasti_389913/0

United StatesHIC North America 2021 March 11 https://noticiassin.com/apresan-dos-personas-por-hackear-pagina-informativa/0

France HIC Europe & Central Asia2021 December 1 https://www.lamontagne.fr/gueret-23000/actualites/l-agglo-du-grand-gueret-creuse-victime-d-un-piratage-informatique_14054071/0

Peru UMC Latin America & Caribbean2021 March 30 https://tecnologia21.com/realidad-mixta-apple-samsung-edificios-inteligentes-hackeo-sepe0

Argentina UMC Latin America & Caribbean2021 June 30 https://tn.com.ar/tecno/juegos/2021/06/30/nueva-estafa-por-steam-mandan-un-link-para-votar-por-un-equipo-pero-se-trata-de-phishing/0

Germany HIC Europe & Central Asia2021 May 18 https://www.pnp.de/lokales/stadt-und-landkreis-passau/hauzenberg/Betrueger-hackt-Konto-und-prellt-gutglaeubige-Kunden-3991756.html0

Indonesia LMC East Asia & Pacific2020 June 10 https://teknologi.bisnis.com/read/20200610/84/1251136/simak-kronologis-pencurian-data-melalui-phising-dan-penyalahgunaan-otp0

Paraguay UMC Latin America & Caribbean2020 June 3 https://www.abc.com.py/nacionales/2020/06/03/nuevos-allanamientos-en-el-caso-hackeo-al-sistema-de-subsidios-pytyvo/0

Poland HIC Europe & Central Asia2020 January 31 https://www.bankier.pl/wiadomosc/Aktualizacja-karty-phishing-Santander-Bank-7813724.html0

UzbekistanLMC Europe & Central Asia2020 June 1 https://www.uzdaily.uz/ru/post/52391 0

Morocco LMC Middle East & North Africa2020 August 31 http://bayanealyaoume.press.ma/%D8%A8%D9%86%D9%83-cih-%D9%8A%D8%B7%D9%85%D8%A6%D9%86-%D8%B2%D8%A8%D9%86%D8%A7%D8%A1%D9%87-%D9%88%D9%8A%D8%B9%D8%AF%D9%87%D9%85-%D8%A8%D8%AA%D8%B9%D9%88%D9%8A%D8%B6%D9%87%D9%85/.html0



Indonesia LMC East Asia & Pacific2020 December 16 https://www.liputan6.com/tekno/read/4434476/petinggi-majelis-rasulullah-kami-tak-terlibat-aksi-peretasan-10-website-pemda0

Belgium HIC Europe & Central Asia2020 July 3 https://datanews.levif.be/ict/actualite/le-ccb-met-en-garde-contre-la-fraude-aux-factures-provenant-de-messageries-piratees/article-news-1307555.html0

LuxembourgHIC Europe & Central Asia2020 May 6 https://5minutes.rtl.lu/actu/luxembourg/a/1513464.html0

Russia UMC Europe & Central Asia2020 July 16 https://kazanfirst.ru/news/523383 0

Russia UMC Europe & Central Asia2020 September 21 https://www.securitylab.ru/news/512303.php0

Mexico UMC Latin America & Caribbean2019 February 22 https://www.elindependientedehidalgo.com.mx/mixquiahuala-sin-recuperar-7-mdp-por-hackeo/0

France HIC Europe & Central Asia2019 July 19 https://www.cbanque.com/banque/actualites/75055/arnaque-au-virement-phishing-faux-conseillers-bancaires-les-fraudes-a-dejouer0

Latvia HIC Europe & Central Asia2019 June 19 https://rus.delfi.lv/biznes/finances/moshenniki-vzlamyvayut-smart-id-i-voruyut-dengi-s-bankovskih-schetov.d?id=512046110

France HIC Europe & Central Asia2019 January 18 https://www.planet.fr/high-tech-piratage-massif-changez-rapidement-votre-mot-de-passe.1701193.1506.html0

Canada HIC North America 2022 August 5 https://atlantic.ctvnews.ca/investigation-shows-thousands-exposed-in-p-e-i-arts-centre-data-breach-1.60148010

South KoreaHIC East Asia & Pacific2018 August 13 http://www.etnews.com/20180813000352?mc=em_008_000030

France HIC Europe & Central Asia2019 January 4 https://www.01net.com/actualites/piratage-un-drm-de-google-utilise-par-netflix-amazon-et-hbo-a-ete-casse-1604316.html0

BangladeshLMC South Asia 2018 April 19 https://bangla.bdnews24.com/tech/article1485175.bdnews0

India LMC South Asia 2018 November 14 http://www.lokmat.com/amravati/many-citys-facebook-hack-cyber-thane-complaints/0

Armenia UMC Europe & Central Asia2018 April 20 https://armenpress.am/rus/news/930814/ 0

South KoreaHIC East Asia & Pacific2018 November 27 https://news.joins.com/article/23158355 0

KazakhstanUMC Europe & Central Asia2018 January 9 https://forbes.kz/news/2018/01/09/newsid_1632530

Russia UMC Europe & Central Asia2018 June 14 https://life.ru/t/%D0%BD%D0%BE%D0%B2%D0%BE%D1%81%D1%82%D0%B8/1125931/v_ssha_izrailtianka_vzlamyvala_akkaunty_v_sotssietiakh_i_vierbovala_v_ighil0

South KoreaHIC East Asia & Pacific2018 August 12 http://www.etnews.com/20180810000366?mc=em_005_000020

Saudi ArabiaHIC Middle East & North Africa2017 January 12 http://www.elnahar-news.com/world/185746.html0

South KoreaHIC East Asia & Pacific2017 January 4 http://news.donga.com/Main/3/all/20170105/82186046/10

Turkey UMC Europe & Central Asia2017 January 3 https://www.donanimhaber.com/guvenlik/haberleri/Hackerlar-DDoS-saldirilarini-dikkat-dagitmak-icin-kullaniyor.htm0

Germany HIC Europe & Central Asia2017 February 24 http://www.morgenpost.de/wirtschaft/article209717331/Hacker-nach-Angriff-auf-Telekom-gefasst.html0

Moldova UMC Europe & Central Asia2017 October 23 https://press.try.md/item.php?id=10428150490

France HIC Europe & Central Asia2017 November 30 http://www.01net.com/actualites/des-pirates-profitent-d-une-fenetre-invisible-pour-miner-de-la-cryptomonnaie-grace-a-votre-pc-1316138.html0

Macedonia 2017 February 6 https://www.it.mk/hakeri-ja-objavija-bazata-na-podatotsi-na-site-koi-spodeluvaat-detska-pornografija/0

Brazil UMC Latin America & Caribbean2017 November 3 https://canaltech.com.br/linux/eset-auxilia-fbi-no-caso-windigo-sobre-uso-de-malwares-em-servidores-linux-102922/0

Sweden HIC Europe & Central Asia2017 November 24 https://nwt.se/asikter/ledare/2017/11/24/hackare-angriper-elnaten0

South KoreaHIC East Asia & Pacific2017 December 28 HTTP://www.yonhapnews.co.kr/it/2017/12/28/2401000000AKR20171228172000017.HTML?template=55660

United StatesHIC North America 2021 May 19 https://www.law360.com/articles/1385813/ny-ag-settles-with-water-filtration-co-over-data-breach0

Ireland HIC Europe & Central Asia2021 May 25 https://www.thejournal.ie/cork-hospital-cyber-attack-injunction-5448081-May2021/0

United StatesHIC North America 2022 January 27 http://www.itechpost.com/articles/108875/20220127/tracfone-plans-tracfone-login-verizon-data-breach-verizon-tracfone.htm0

United StatesHIC North America 2022 September 30 https://www.jdsupra.com/legalnews/neurology-center-of-nevada-reports-1999387/0

United StatesHIC North America 2022 November 17 https://www.natlawreview.com/article/solarwinds-lesson-how-companies-victimized-data-breaches-can-quickly-become-target0

United StatesHIC North America 2022 April 5 https://www.jdsupra.com/legalnews/sandridge-energy-llc-files-notice-of-3563322/0

United StatesHIC North America 2022 April 26 https://www.jdsupra.com/legalnews/liberty-partners-financial-services-llc-3176788/0

United KingdomHIC Europe & Central Asia2022 April 18 https://www.dailymail.co.uk/money/markets/article-10729351/Shock-1-800-rise-number-Britons-hacked-cyber-raids-year.html0

United StatesHIC North America 2022 January 4 https://www.washingtonpost.com/news/federal-eye/wp/2015/06/30/hack-flack-and-blowback-one-blow-after-another-for-federal-personnel-director/0

United StatesHIC North America 2022 May 19 https://www.pcmag.com/news/hackers-exploit-community-meetings-to-spread-malware-via-fake-zoom-invites0

Hong Kong 2022 December 29 http://7thspace.com/headlines/1986742/hong_kong__report_on_data_breach_cases_issued.html0

United StatesHIC North America 2019 May 13 https://www.bankinfosecurity.com/irs-gives-hacked-accounting-software-customers-reprieve-a-124740

United KingdomHIC Europe & Central Asia2019 February 13 https://www.infosecurity-magazine.com:443/news/doj-charges-hackers-with-staging-1/0

India LMC South Asia 2019 March 5 https://english.sakshi.com/andhrapradesh-politics/2019/03/05/tdp-data-breach-is-brazen-subversion-of-democracy-gvl0

United StatesHIC North America 2019 June 20 http://fingerlakes1.com/2019/06/19/mitrano-says-more-to-be-done-after-pair-of-ransomware-attacks-in-23rd-district/0

United KingdomHIC Europe & Central Asia2019 May 25 https://www.theregister.co.uk/2019/05/25/security_news_summary/0

United StatesHIC North America 2020 September 5 http://www.digitaljournal.com/business/pacific-huntington-hotel-corporation-caught-out-in-data-breach/article/5772450

Ghana LMC Sub-Saharan Africa2019 January 14 http://www.ghananewsagency.org/africa/nigeria-s-ruling-party-says-website-hacked--1440280

Kenya LMC Sub-Saharan Africa2019 January 29 https://www.tuko.co.ke/297208-ugandan-hacker-steals-data-musevenis-govt-clears-1660-ugandans-labour-export.html0

Bahrain HIC Middle East & North Africa2019 July 31 https://www.newsofbahrain.com/bahrain/55935.html0

United StatesHIC North America 2019 July 26 https://www.actionnewsjax.com/news/local/lake-city-fires-it-manager-after-paying-460k-to-hackers/9704373060

United StatesHIC North America 2019 August 22 https://www.wwnytv.com/2019/08/22/phishing-attack-targets-samaritan-medical-center-computers/0

United StatesHIC North America 2019 August 31 http://www.globenewswire.com/news-release/2019/08/31/1909342/0/en/Emerson-Firm-PLLC-Files-Class-Action-Lawsuit-Against-Capital-One-Amazon-and-GitHub-for-the-Data-Breach-of-Capital-One-Customer-Information.html0

United StatesHIC North America 2019 October 5 https://www.wired.com/story/microsoft-iran-hack-presidential-candidates-vaping-quit/0

Australia HIC East Asia & Pacific2019 October 22 https://www.itnews.com.au/news/parliament-hack-prompted-mass-govt-cyber-security-uplift-5327910

India LMC South Asia 2021 August 19 https://www.medianama.com/2021/08/223-pine-labs-ransomware-attack-records-exposed/0



United StatesHIC North America 2021 August 19 https://siliconangle.com/2021/08/18/oig-report-finds-census-bureau-hacked-data-not-stolen/0

Qatar HIC Middle East & North Africa2021 August 25 https://menafn.com/1102681716/JK-Govt-Cautions-Officers-About-Hacking-Attacks&source=190

United StatesHIC North America 2017 January 18 http://blogs.voanews.com/techtonics/2017/01/18/new-malware-targets-google-services-pokemon-go-goes-to-davos/0

Taiwan 2017 June 3 http://www.eyeontaiwan.com/ransomware-infects-the-world-yet-only-30-information-security-insurance-policies-bought-in-taiwan0

United StatesHIC North America 2017 June 20 http://khon2.com/2017/06/19/phishing-phone-scam-spoofs-local-number-on-caller-id/0

Denmark HIC Europe & Central Asia2022 January 25 https://www.idag.dk/article/view/831143/vestashackersag_produktdata_og_direktionens_pas_er_endt_pa_det_morkenettet[3468169, 3468170]["Vestas - hacking case: Product data and the management's passport have ended up on the dark web", "Vestas - hacking case: Product data and the management's passport have ended up on the dark web"]1

United KingdomHIC Europe & Central Asia2017 October 5 http://www.belfasttelegraph.co.uk/news/northern-ireland/daniel-marincu-jailed-for-cyber-phishing-operation-in-belfast-36091912.html0

Canada HIC North America 2017 June 14 http://calgaryherald.com/news/local-news/thousands-of-albertans-targeted-by-hackers-annually-privacy-commissioner0

PhilippinesLMC East Asia & Pacific2017 December 28 http://www.philstar.com/business/2017/12/28/1772572/500-hacking-attempts-daily-target-secs-new-system0

United StatesHIC North America 2018 March 15 http://fox43.com/2018/03/14/fox43-finds-out-data-breach-notification-lawsuit/0

United StatesHIC North America 2018 March 22 http://www.proactiveinvestors.com/companies/news/193639/facebook-fined-by-south-korea-s-telecoms-regulator-as-zuckerberg-addresses-data-breach-193639.html0

United StatesHIC North America 2018 April 5 https://wiod.iheart.com/content/2018-04-04-hackers-target-local-food-bank-donors-in-spearphishing-scheme/0

India LMC South Asia 2018 July 9 https://www.financialexpress.com/market/warren-buffetts-firm-hacked-for-million-dollar-trading-game-new-york-court-convicts-2-men/1236699/0

United StatesHIC North America 2018 October 6 https://www.columbian.com/news/2018/oct/06/another-vancouver-business-reports-data-breach-making-it-the-second-this-week/0

United KingdomHIC Europe & Central Asia2018 August 7 https://www.theguardian.com/business/2018/aug/07/unicredit-cuts-ties-with-facebook-over-data-breach-scandal0

United StatesHIC North America 2018 August 30 https://insidebitcoins.com/news/shanghai-hotel-suffers-data-breach-attackers-sell-information-on-dark-web-for-eight-bitcoin/1679270

United StatesHIC North America 2018 September 10 https://www.spamfighter.com/News-21755-NSO-Group-of-Israel-Hacking-Individuals-for-Boosting-Sale-of-its-Spyware.htm0

United StatesHIC North America 2021 December 20 https://tulsaworld.com/news/local/govt-and-politics/city-has-spent-2-million-recovering-from-ransomware-attack-city-officials-say/article_5ee68f46-5d08-11ec-8d83-8743a5eaba47.html0

India LMC South Asia 2020 August 20 https://indianexpress.com/article/india/22-year-old-student-held-for-hacking-gtu-portal-stealing-and-leaking-data-6561971/0

United StatesHIC North America 2021 December 15 https://www.law360.com/articles/1448707/debevoise-says-name-being-used-as-phishing-bait0

United StatesHIC North America 2021 February 15 https://www.govinfosecurity.com/health-data-breach-tally-crowded-vendor-incidents-a-159940

Thailand UMC East Asia & Pacific2021 September 9 https://www.bangkokpost.com/thailand/general/2178623/indian-gang-behind-phetchabun-hospital-hack0

United KingdomHIC Europe & Central Asia2021 October 14 https://www.techradar.com/news/visible-confirms-customer-reports-of-hacking-and-fraud-attempts0

United StatesHIC North America 2021 March 12 https://www.nola.com/news/business/article_96ef7be8-82b9-11eb-b7ef-57653cd4a7ac.html0

United StatesHIC North America 2021 March 16 https://www.healthcareitnews.com/news/26000-people-have-information-exposed-colorado-phishing-incident0

South AfricaUMC Sub-Saharan Africa2020 June 19 https://www.itnewsafrica.com/2020/06/there-are-577-malware-attacks-in-south-africa-every-hour/[2555662, 2565586]['Inadequate Investment in Cybersecurity is Behind Increase in Cyber Attacks | IT News Africa - Up to date technology news , IT news , Digital news , Telecom news , Mobile news , Gadgets news , Analysis and Reports', 'There are 577 Malware Attacks in South Africa Every Hour , Research Shows | IT News Africa - Up to date technology news , IT news , Digital news , Telecom news , Mobile news , Gadgets news , Analysis and Reports']1

Greece HIC Europe & Central Asia2022 March 9 https://www.euro2day.gr/news/economy/article/2123008/ayto-einai-to-pio-diadedomeno-kakovoylo-logismiko.html0

Peru UMC Latin America & Caribbean2022 May 21 https://www.expreso.com.pe/politica/exigen-explicaciones-al-ministro-chavarry-por-hackeos/0

Germany HIC Europe & Central Asia2022 October 17 https://www.netzwelt.de/news/209045-phishing-namen-deutschen-bundesbank-kreditkarten-diebstahl-psd2-richtlinien.html0

Norway HIC Europe & Central Asia2022 July 29 https://www.kommunal-rapport.no:443/digitalisering/nordland-slipper-bot-etter-datainnbrudd/144441!/0

Germany HIC Europe & Central Asia2022 January 5 https://www.abendblatt.de/wirtschaft/article234229645/microsoft-chefin-janik-hackerangriffe-wahnung-interview.html0

South KoreaHIC East Asia & Pacific2022 September 13 https://www.edaily.co.kr/news/read?newsId=02824086632459792&mediaCodeNo=2570

Hungary HIC Europe & Central Asia2022 December 17 https://kuruc.info/r/2/252810/ 0

Pakistan LMC South Asia 2022 December 29 https://www.dailyaaj.com.pk/news/69163 0

BangladeshLMC South Asia 2022 February 18 https://www.bd-pratidin.com/country/2022/02/19/7420750

Estonia HIC Europe & Central Asia2022 July 26 https://www.aripaev.ee:443/uudised/2022/07/26/soome-masinaehitajat-tabas-parast-venemaalt-lahkumist-hakkerirunnak0

Argentina UMC Latin America & Caribbean2022 October 23 https://www.clarin.com/politica/escandalo-reunion-marcelo-tinelli-salud-dicen-hackearon-cuenta-empleada-ministerio_0_GVLGaWFARa.html0

Mexico UMC Latin America & Caribbean2022 September 30 https://www.elsiglodetorreon.com.mx/noticia/2022/de-que-esta-enfermo-amlo-esto-confirmo-el-presidente-tras-el-hackeo-a-sedena.html0

Russia UMC Europe & Central Asia2021 November 15 https://www.securitylab.ru/news/526529.php0

KazakhstanUMC Europe & Central Asia2021 October 13 https://zonakz.net/2021/10/13/gostexsluzhba-knb-rk-predupredila-ob-utechke-akkauntov-cherez-vredonosnoe-po-snake-keylogger/0

Sweden HIC Europe & Central Asia2021 July 31 https://www.nsk.se/2021/07/31/coops-hackare-forsvunna-fran-natet/0

Argentina UMC Latin America & Caribbean2021 September 9 https://www.pagina12.com.ar/367049-hackearon-la-web-de-la-anvisa-y-le-recordaron-la-interrupcio0

BangladeshLMC South Asia 2021 July 16 https://www.jagonews24.com/national/news/6843870

South KoreaHIC East Asia & Pacific2021 January 20 http://www.knnews.co.kr/news/articleView.php?idxno=13425610

Russia UMC Europe & Central Asia2020 May 18 https://kazanfirst.ru/news/518509 0

Indonesia LMC East Asia & Pacific2020 August 22 https://nasional.sindonews.com/read/140568/12/akun-dan-media-kritis-diretas-guru-besar-ui-humas-pemerintah-tak-jalan-15980728900

Germany HIC Europe & Central Asia2020 October 4 https://www.landeszeitung.de/nachrichten/medien-wissen/123992-phishing-mails-betrueger-versenden-gefaelschte-einladungen-zur-sicherheitskonferenz/0

Mexico UMC Latin America & Caribbean2020 July 9 https://noticaribe.com.mx/2020/07/09/incrementan-fraudes-por-medio-del-phishing-en-qr/0

Israel HIC Middle East & North Africa2020 January 29 http://www.newsru.co.il/israel/29jan2020/cybertech_003.html0

South KoreaHIC East Asia & Pacific2020 July 14 http://biz.heraldcorp.com/view.php?ud=202007140002500

Lithuania HIC Europe & Central Asia2020 September 3 https://www.delfi.lt/news/daily/world/sakartvelo-vrm-i-sveikatos-sistema-isilauze-uzsienio-specialiosios-tarnybos-programisiai.d?id=851495890

Poland HIC Europe & Central Asia2019 May 28 https://pomorska.pl/zaatakowali-na-pizze-w-ciagu-kilku-minut-zhakowali-system-duzej-firmy/ar/c3-141658230

Germany HIC Europe & Central Asia2019 November 12 https://www.netzwelt.de/betrugswarnungen/172417-amazon-phishing-gefaehrliche-mails-vermeintlichem-login-versuch.html0

South KoreaHIC East Asia & Pacific2019 April 19 http://www.zdnet.co.kr/view/?no=201904191426050

Japan HIC East Asia & Pacific2018 December 21 http://d.hatena.ne.jp/Kango/20181220/15453418300



France HIC Europe & Central Asia2018 June 13 https://www.lemonde.fr/pixels/article/2018/06/13/piratage-de-yahoo-en-2014-le-groupe-condamne-a-280-000-euros-d-amende-au-royaume-uni_5314242_4408996.html0

Spain HIC Europe & Central Asia2018 February 22 https://www.20minutos.es/noticia/3269413/0/emt-denuncia-ante-justicia-posible-espionaje-su-sistema-informatico/0

Mexico UMC Latin America & Caribbean2018 May 5 https://www.vanguardia.com.mx/articulo/genera-hackeo-banxico-miedo-en-160-mil-trabajadores0

Indonesia LMC East Asia & Pacific2018 November 9 http://www.tribunnews.com/nasional/2018/11/09/bareskrim-ungkap-anak-anak-dibawah-umur-yang-retas-dan-defacing-situs-pemerintah0

Japan HIC East Asia & Pacific2018 November 21 https://www.newsweekjapan.jp/stories/world/2018/11/post-11321.php0

India LMC South Asia 2021 May 23 https://www.prokerala.com/news/articles/a1162249.html[3297125, 3297074, 3297127, 3297128, 3297129, 3297075]['Welcome To IANS Live - SCIENCE - DDoS hacking attempts drop in Q1 2021 : Report', 'DDoS hacking attempts drop in Q1 2021 : Report', 'Welcome To IANS Live - LatestNews - DDoS hacking attempts drop in Q1 2021 : Report', 'Welcome To IANS Live - NATION - DDoS hacking attempts drop in Q1 2021 : Report', 'Welcome To IANS Live - SCIENCE AND TECHNOLOGY - DDoS hacking attempts drop in Q1 2021 : Report', 'DDoS Hacking Attempts Drop In Q1 2021 : Report']5

Chile HIC Latin America & Caribbean2017 August 13 http://www.pulso.cl/empresas-mercados/ministerio-publico-investiga-eventual-hackeo-la-sofofa/0

United StatesHIC North America 2017 July 13 https://japan.zdnet.com/article/35104182/0

Argentina UMC Latin America & Caribbean2017 August 15 https://www.taringa.net/posts/taringa/19981484/Urgente-Hackeo-a-Taringa-Peligro-de-sus-cuentas.html0

Mexico UMC Latin America & Caribbean2017 July 13 http://www.vanguardia.com.mx/articulo/los-hackean-por-ser-piratas-52-de-empresas-con-software-ilegal0

Belgium HIC Europe & Central Asia2017 April 15 http://www.lacapitale.be/1826293/article/2017-04-15/la-wallonie-a-installe-des-logiciels-espions-dans-3100-voitures0

Belgium HIC Europe & Central Asia2017 November 29 https://www.hln.be/nieuws/buitenland/nederlander-hackt-belgisch-bedrijf-en-stort-half-miljoen-euro-op-eigen-rekening~ac970c5e/0

India LMC South Asia 2021 May 2 https://timesofindia.indiatimes.com/city/mumbai/cant-look-into-malware-attack-on-wilsons-laptop-now-in-mumbai-nia/articleshow/82348332.cms0

United StatesHIC North America 2021 July 8 https://krdo.com/news/2021/07/07/phishing-scam-shows-uncanny-similarities-to-legitimate-state-labor-department-website/0

Australia HIC East Asia & Pacific2022 July 18 https://securitybrief.com.au/story/zero-day-attacks-climb-as-hackers-get-more-sophisticated0

United KingdomHIC Europe & Central Asia2022 August 19 https://www.techradar.com/news/malicious-pypi-packages-turn-discord-into-password-stealing-malware0

India LMC South Asia 2022 October 10 https://www.latestly.com/socially/world/singapore-telecommunications-said-that-its-unit-dialog-faced-a-cyber-attack-that-latest-tweet-by-reuters-4309850.html0

United KingdomHIC Europe & Central Asia2022 April 25 https://www.techradar.com/features/top-data-breaches-and-cyber-attacks-of-20220

United StatesHIC North America 2022 May 9 https://www.govtech.com/security/belton-mo-police-respond-to-malware-attack-on-network0

United StatesHIC North America 2022 November 17 https://www.law360.com/articles/15499010

United StatesHIC North America 2022 December 8 https://techxplore.com/news/2022-12-surveillance-hacking-whistleblower-recalls-wirecard.html0

United StatesHIC North America 2019 May 7 https://www.mediapost.com/publications/article/335551/lucy-security-simulated-phishing-template-used-in.html0

Canada HIC North America 2022 December 21 https://www.stettlerindependent.com/news/clearview-public-schools-hit-by-third-party-data-breach/0

United StatesHIC North America 2019 May 1 http://www.cleveland19.com/2019/04/30/fbi-ohio-is-one-most-hacked-states-us-cyber-attacks-are-rise-2/0

United StatesHIC North America 2019 May 2 https://betanews.com/2019/05/02/social-media-phishing/0

United StatesHIC North America 2019 June 5 https://www.nkyTribune.com/2019/06/scammers-posing-as-state-attorneys-office-send-phishing-email-threats-with-phony-complaint/0

United StatesHIC North America 2019 May 29 https://arstechnica.com/information-technology/2019/05/hackers-actively-exploit-wordpress-plugin-flaw-to-send-visitors-to-bad-sites/0

United StatesHIC North America 2019 July 2 https://www.natlawreview.com/article/dhs-warns-businesses-risk-iranian-based-wiper-malware-attacks0

Russia UMC Europe & Central Asia2020 October 12 https://www.cybersecurityintelligence.com/blog/the-same-russians-who-hacked-clinton-are-targeting-biden-5247.html0

United KingdomHIC Europe & Central Asia2019 January 16 https://www.infosecurity-magazine.com:443/news/ms-word-documents-spreading-net/0

United StatesHIC North America 2019 August 11 https://threatpost.com/hack-of-a-canon-eos-80d-dslr/147214/0

Bulgaria UMC Europe & Central Asia2019 July 23 http://www.bta.bg/en/c/DF/id/2049709 0

India LMC South Asia 2019 July 29 https://www.newsgram.com/hackers-access-internal-files-cyber-security-company/0

United StatesHIC North America 2019 March 19 https://www.ajc.com/news/crime--law/russian-charged-hacking-case-pleads-georgia-federal-court/a8p4koRHCgYaE6l9rzLucM/0

United StatesHIC North America 2018 August 14 https://www.theregister.co.uk/2018/08/14/amazon_echo_hacking/[1911972, 1913372, 1915216, 1915936, 1911475, 1910388, 1916231, 1911241, 1926491, 1911156, 1913465, 1913486, 1912839, 1920387, 1920957, 1912704, 1913021, 1911733, 1912925]['Elaborate hack turned Amazon Echo speakers into spies', 'Amazon Echo speakers turned into snooping devices by Chinese hackers', 'News. net : hackers managed to break into an Amazon smart speaker', 'Hackers manage – just – to turn Amazon Echo into listening device', 'Amazon Echo spy: Hackers rebuild speakers in 15 minutes', 'Hackers Turned an Amazon Echo Into a Spy Bug', 'Amazon Echo turned into snooping device by Chinese hackers', 'Hacker group turns Amazon Echo into surveillance spy', 'A Chinese research team discovered a new hacking method that turns Amazon Echo into an eavesdropping device (page 1/4)', 'Hackers Find A Way to Turn Amazon Echo to Spy Bug', 'Chinese hackers turns Amazon Echo smart speakers into spying devices – Inferse', 'Hackers Turn Amazon Echo AI Speakers Into Covert Spying Machines', 'Hackers Expose Scary Amazon Echo Vulnerability', 'Hack turns Amazon Echos into spies', 'A new hacking method that turns Amazon Echo into an eavesdropping device, discovered by a Chinese research team | WIR18

United KingdomHIC Europe & Central Asia2019 August 30 https://www.theregister.co.uk/2019/08/30/kaspersky_warns_wannacry_hasnt_gone_away/0

United StatesHIC North America 2019 September 7 https://www.nwitimes.com/news/lake-county-sheriff-s-email-restored-after-ransomware-attack/article_09b07442-38b8-50b6-a58c-b000a13f7287.html0

United StatesHIC North America 2019 September 26 http://www.spamfighter.com/News-22433-Education-website-Thinkful-for-programmers-and-developers-victim-of-hack.htm0

United StatesHIC North America 2018 September 24 https://betanews.com/2018/09/24/browser-reaper-firefox-bug/0

United StatesHIC North America 2021 August 19 https://eturbonews.com/138093/data-breach-busting-heads-states-running-world-international-cri/0

Russia UMC Europe & Central Asia2017 January 2 https://www.rt.com/usa/372462-trump-secretary-russia-sanctions-hacking/0

United KingdomHIC Europe & Central Asia2017 January 6 http://www.islandecho.co.uk/news/4-bailed-sandown-bay-hacking-investigation0

United KingdomHIC Europe & Central Asia2017 March 10 https://www.scmagazineuk.com/new-exploit-kits-found-leveraging-vulnerabilities-in-web-browsers/article/643302/0

United StatesHIC North America 2017 February 9 http://www.spamfighter.com/News-20742-Spam-Mails-Impersonating-O2-Deliver-CryptoLocker-Ransomware.htm0

India LMC South Asia 2017 March 30 http://www.deccanchronicle.com/world/america/310317/russian-hack-not-fake.html0

United StatesHIC North America 2017 April 25 http://magicvalley.com/business/online-monitoring-scam-contains-malware/article_5bdc510e-e394-574f-b768-2da32d9c1b91.html0

Qatar HIC Middle East & North Africa2017 April 20 http://thepeninsulaqatar.com/article/20/04/2017/Qatari-company-falls-victim-to-international-hacking0

United StatesHIC North America 2017 June 17 http://abcnews4.com/news/local/apple-id-phishing-scams-for-berkeley-county-residents-according-to-police0

United StatesHIC North America 2017 June 18 http://integrated.processmyquote.com/data-breach-may-affect-more-than-430k-in-oklahoma/0

United KingdomHIC Europe & Central Asia2017 July 19 https://www.infosecurity-magazine.com/news/iranian-hacking/0

Australia HIC East Asia & Pacific2017 July 28 https://www.cso.com.au/article/625364/google-yanks-20-android-spyware-apps-target-whatsapp-messages/0

Israel HIC Middle East & North Africa2017 August 3 https://www.middleeastmonitor.com/20170803-saudi-electronic-army-hacks-qaradawis-website/0

United StatesHIC North America 2017 September 25 http://www.radioiowa.com/2017/09/25/pate-says-his-office-informed-feds-of-attempted-hack-on-voter-data/0

United StatesHIC North America 2017 October 19 http://ftnews.firetrench.com/2017/10/over-80-of-london-councils-at-risk-of-phishing-scams/0

New ZealandHIC East Asia & Pacific2017 November 23 https://www.stuff.co.nz/national/politics/99180199/GCSB-marks-sharp-rise-in-cyber-attacks-targeting-New-Zealand-some-state-sponsored0



Finland HIC Europe & Central Asia2017 December 4 http://arcticstartup.com/tekes-hack-raises-questions-about-security/0

Taiwan 2017 March 28 https://international.thenewslens.com/article/646360

United StatesHIC North America 2017 September 28 http://www.nydailynews.com/news/national/nsa-leaker-hid-classified-report-russian-hacking-pantyhose-article-1.35265940

United KingdomHIC Europe & Central Asia2017 October 12 https://www.infosecurity-magazine.com/opinions/chain-phishing-attack-office-365/0

United StatesHIC North America 2018 February 14 https://www.scmagazine.com/edward-snowden-returns-to-us-oops-nope-its-a-phishing-scam/article/744307/0

United StatesHIC North America 2017 December 28 https://abovethelaw.com/2017/06/global-biglaw-firm-paralyzed-by-new-ransomware-attack/0

United StatesHIC North America 2018 March 8 http://www.valuewalk.com/2018/03/russian-hackers-influence-election/0

United StatesHIC North America 2018 February 5 http://www.politifact.com/texas/statements/2018/feb/05/trey-blocker/challenger-says-sid-miller-was-slow-reveal-compute/0

Australia HIC East Asia & Pacific2018 March 15 https://www.2gb.com/exclusive-hackers-try-to-ransom-sydney-residents-data/0

Canada HIC North America 2018 May 31 https://www.bnnbloomberg.ca/game-changer-bmo-data-breach-reportedly-included-sin-data-1.10856190

Australia HIC East Asia & Pacific2018 April 3 http://www.afr.com/technology/web/security/csiro-spent-millions-after-chinese-data-breach-20180403-h0y9b30

United StatesHIC North America 2018 April 9 https://www.scmagazine.com/verge-cryptocurrency-exploit-allowed-attacker-to-get-rich-quick/article/757195/0

Uganda LIC Sub-Saharan Africa2018 October 7 http://pctechmag.com/2013/05/android-malware-intercepting-incoming-text-messages-report/0

United KingdomHIC Europe & Central Asia2018 September 8 https://www.theregister.co.uk/2018/09/08/security_roundup_080918/0

Australia HIC East Asia & Pacific2018 November 3 https://www.examiner.com.au/story/5738140/federal-group-hotel-contact-databases-hit-by-low-risk-data-breach/0

United StatesHIC North America 2018 September 10 https://www.wkbw.com/news/national/vanderbilt-warns-of-phishing-scam-involving-organ-donations0

United StatesHIC North America 2018 September 13 https://www.tmcnet.com/usubmit/2018/09/13/8817273.htm0

Ireland HIC Europe & Central Asia2018 August 22 https://www.rte.ie/news/ireland/2018/0822/986707-eir/[1936851, 1936850, 1936855, 1936853, 1936849, 1936840, 1936842, 1937230, 1936841, 1936843]['Stolen Eir laptop decrypted by faulty update ; 37 , 000 customers affected by data breach', '37 , 000 Eir customers affected by data breach', 'Personal data of 37 , 000 Eir customers affected in data breach', '37 , 000 Eir Customers Affected By Data Breach After Laptop Theft', 'Personal details of 37 , 000 Eir customers stolen in data breach', 'Telecoms Firm Eir Hit By Data Breach', 'Midwest Radio - 37 , 000 Eir customers affected by a data breach', 'Eir warns of personal data breach after laptop stolen', 'Telecoms Firm Eir Hit By Data Breach | Dublin FM104', '37 , 000 Eir customers affected by data breach after laptop stolen']9

Poland HIC Europe & Central Asia2021 February 10 https://www.tvp.info/52234047/krakow-atak-hakerski-na-urzad-marszalkowski-atakujacy-zazadal-okupu[3123124, 3123122]["The Marshal's Office in Krakow is paralyzed. Hackers want millions of ransom", "Kraków, Hacker attack on the Marshal's Office. The attacker demanded a ransom"]1

United StatesHIC North America 2020 May 19 https://thehill.com/policy/technology/overnights/498631-hillicon-valley-9-million-easyjet-accounts-hacked-rhode-island0

United StatesHIC North America 2018 December 31 https://www.odwyerpr.com/story/public/11817/2018-12-31/media-maneuvers-academy-motion-picture-arts-sciences-recasts-pr-branch.html0

Australia HIC East Asia & Pacific2020 January 6 https://www.abc.net.au/news/2020-01-06/city-of-onkaparinga-hit-by-ryuk-ransomware/118435980

United KingdomHIC Europe & Central Asia2020 May 21 https://www.thewestmorlandgazette.co.uk/news/18465743.cumbria-police-warn-phishing-cyber-crimes/0

Canada HIC North America 2020 June 19 https://thestarphoenix.com/news/saskatchewan/ehealth-gets-funding-to-shore-up-defences-after-ransomware-attack0

United StatesHIC North America 2020 January 9 https://www.natlawreview.com/article/iranian-cyber-attacks-and-end-support-windows-7-and-windows-server-20080

United StatesHIC North America 2020 January 23 https://www.tillamookheadlightherald.com/news/county-officials-issue-statement-on-cyber-attack/article_93616948-3d7b-11ea-ace8-a7593483b7b6.html0

United KingdomHIC Europe & Central Asia2020 March 3 https://www.cbronline.com/news/aws-servers-hacked-rootkit-in-the-cloud0

United StatesHIC North America 2020 March 16 https://thedailyrecord.com/2020/03/16/baltimore-real-estate-recovered-after-ransomware-attack-but-it-infrastructure-needs-work/0

United StatesHIC North America 2020 April 27 https://threatpost.com/us-universities-adult-dating-spear-phishing-attack/155170/0

United StatesHIC North America 2020 July 22 https://www.golocalprov.com/news/risd-announces-data-has-been-hacked-data-breach-and-attempted-ransomeware-a0

United StatesHIC North America 2020 August 12 https://www.stltoday.com/business/local/class-action-complaint-filed-in-response-to-bjc-data-breach/article_a61a40de-7079-5586-bc64-3139348152f5.html0

Australia HIC East Asia & Pacific2021 September 2 https://www.itnews.com.au/news/canvas-infosec-resourcing-still-growing-two-years-after-large-data-breach-5692820

United StatesHIC North America 2021 October 9 http://www.itechpost.com/articles/107286/20211009/google-warning-hackers-develop-new-trick-inject-undetectable-malware-windows.htm0

United KingdomHIC Europe & Central Asia2021 October 25 https://www.itpro.co.uk/security/361347/malware-in-javascript-library-accessed-by-millions-each-week0

United StatesHIC North America 2022 June 28 https://www.wapa.tv/noticias/locales/ticketera-asegura-que--hackeo--a-su-plataforma-no-comprometio-informacion-de-clientes_20131122533497.html0

United StatesHIC North America 2022 January 16 http://news.nate.com/view/20220116n171150

Germany HIC Europe & Central Asia2022 November 15 https://www.boersen-zeitung.de/unternehmen-branchen/conti-dateien-nach-hackerangriff-wohl-online-9c7ba8b0-64ea-11ed-a8ee-76a419d2158f0

Spain HIC Europe & Central Asia2022 June 7 https://www.20minutos.es/tecnologia/ciberseguridad/piden-descargar-la-app-bbva-protect-como-engano-para-introducir-un-malware-en-tu-telefono-movil-5011562/0

United StatesHIC North America 2022 August 23 https://www.crhoy.com/nacionales/a-casi-3-meses-de-hackeo-ccss-habilita-edus-en-todos-sus-establecimientos/0

Argentina UMC Latin America & Caribbean2022 April 11 https://www.analisisdigital.com.ar/interes-general/2022/04/11/cruzar-por-el-puente-san-martin-llevo-hasta-14-horas-y-culpan-de-las0

South KoreaHIC East Asia & Pacific2022 March 4 https://www.yna.co.kr/view/AKR202203040678000170

Spain HIC Europe & Central Asia2022 February 23 https://autonomico.elconfidencialdigital.com/articulo/madrid/partido-errejon-incumplio/20220223111230077625.html0

United StatesHIC North America 2020 November 25 https://www.msn.com/en-us/news/crime/this-is-a-scam-state-officials-warn-against-phishing-scam-targeting-vermonters/ar-BB1bkEwn[2777626, 4268820]['  This is a scam : State officials warn against phishing scam targeting Vermonters', 'Department of Labor alerts Vermonters to active phishing scam']1

Panama UMC Latin America & Caribbean2021 June 16 https://www.radiopanama.com.pa/noticias/tecnologia/ataques-de-fuerza-bruta-amenazas-para-criptomonedas-y-detecciones-de-malware-bancario-en-android/20210615/nota/4143409.aspx[3342812, 3339253]['Brute force attacks , cryptocurrency threats and banking malware detections on Android | Technology', 'An ace in the android sleeve against banking malware']1

Spain HIC Europe & Central Asia2021 April 24 https://www.elconfidencial.com/tecnologia/2021-04-24/ciberataque-cobalt-strike-ine-ministerios-ransomware_3048224/0

India LMC South Asia 2021 February 9 https://tarunbharat.com/dailynews/9305270

Italy HIC Europe & Central Asia2021 June 6 https://www.tecnoandroid.it/2021/06/06/android-alcuni-malware-circolano-fingendosi-app-popolari-e-diffuse-9327100

SwitzerlandHIC Europe & Central Asia2021 April 29 https://www.onlinepc.ch/internet/cloud/swiss-cloud-computing-hackern-angegriffen-2658918.html0

France HIC Europe & Central Asia2021 December 7 https://siecledigital.fr/2021/12/07/plusieurs-entites-francaises-victimes-des-hackers-de-nobelium/0

South KoreaHIC East Asia & Pacific2021 February 8 https://news.jtbc.joins.com/html/585/NB11991585.html0

Spain HIC Europe & Central Asia2021 April 6 https://www.larazon.es/economia/20210406/lcqodxriv5blpp6dtf7f4373va.html0

Italy HIC Europe & Central Asia2021 March 21 https://www.zazoom.it/2021-03-21/ps5-truffe-sempre-piu-gravi-in-uk-hacker-sfruttano-gli-account-twitter-di-un-dirigente-del-sistema-sanitario-nazionale/8345731/0

Mexico UMC Latin America & Caribbean2020 May 20 https://www.periodicocentral.mx/2020/politica/item/10597-hackean-sesion-en-linea-del-congreso-de-puebla-para-atacar-al-diputado-gabriel-biestro0

Estonia HIC Europe & Central Asia2020 August 4 http://www.pealinn.ee/tagid/koik/juunis-esines-kuberruumis-mitmeid-arvepettuseid-ja-ongitsuskirjasid-n2564120

Argentina UMC Latin America & Caribbean2020 October 17 http://www.ebizlatam.com/phishing-roba-credenciales-de-banca-en-linea-de-clientes-de-banco-estado/0



Spain HIC Europe & Central Asia2020 April 6 https://hipertextual.com/2020/04/htcmania-hackeo-cuentas0

Russia UMC Europe & Central Asia2020 December 14 https://www.securitylab.ru/news/514778.php0

SwitzerlandHIC Europe & Central Asia2020 December 15 https://www.netzwoche.ch/news/2020-12-15/hubersuhner-ist-opfer-eines-cyberangriffs0

Indonesia LMC East Asia & Pacific2020 August 22 https://www.liputan6.com/tekno/read/4336735/ini-kronologi-peretasan-situs-cisdi-dan-berbagai-dokumen-covid-19-yang-dihapus-hacker0

South KoreaHIC East Asia & Pacific2020 August 10 https://news.joins.com/article/23845497 0

China UMC East Asia & Pacific2019 May 17 https://finance.sina.com.cn/stock/relnews/us/2019-05-18/doc-ihvhiews2680753.shtml0

Ukraine LMC Europe & Central Asia2019 December 27 https://nv.ua/ukraine/events/haker-torgoval-bazami-dannyh-tamozhni-novosti-harkova-50061769.html0

Chile HIC Latin America & Caribbean2019 August 9 http://www.chilecomparte.cl/foros/topic/2652716-ataque-de-ransomware-v%C3%ADa-rdp-afecta-a-las-pymes/0

India LMC South Asia 2019 July 27 https://vijaykarnataka.indiatimes.com/tech/news/number-of-cyber-attack-and-related-crime-rise-to-more-than-50-from-2018/articleshow/70406684.cms0

Germany HIC Europe & Central Asia2019 September 24 https://www1.wdr.de/nachrichten/rheinland/hacker-angriff-rathaus-eschweiler-auslandsanrufe-100.html0

United StatesHIC North America 2021 December 6 https://actualidad.rt.com/actualidad/412733-miles-abonados-estadounidenses-att-infectan[3016553, 3010318, 3007411, 3009207, 3009651]['Thousands of US AT&T subscribers get infected with data-leak malware', 'EwDoor Malware Infects AT & T Users : How to Detect Data - Stealing Virus , Remove from Your Phone', 'Thousands of AT & T Subscribers Infected With Data - Pilfering Malware , Researchers Say', 'AT & T Enterprise Customers Hit by Data - Stealing Malware', 'Thousands of AT & T customers in the US infected by new data - stealing malware']4

France HIC Europe & Central Asia2020 February 20 https://www.estrepublicain.fr/faits-divers-justice/2020/02/20/le-site-internet-de-la-region-grand-est-hacke-l-administration-paralysee[2357708, 2357705]['Facts - miscellaneous - Justice | The Grand Est Region website hacked, the administration paralyzed', 'Facts - miscellaneous - Justice | The computer network of the Grand Est Region hacked, the administration paralyzed']1

Vietnam LMC East Asia & Pacific2019 January 15 https://baodautu.vn/ma-doc-su-dung-tri-tue-nhan-tao-de-doa-doanh-nghiep-d93998.html0

Finland HIC Europe & Central Asia2019 June 3 https://www.marmai.fi/uutiset/kraft-heinzin-brandien-twitter-tileille-murtauduttiin-tileilla-julkaistiin-sekavaa-ja-sopimatonta-materiaalia-67657130

Russia UMC Europe & Central Asia2019 September 26 https://primamedia.ru/news/859319/ 0

Japan HIC East Asia & Pacific2018 July 4 https://japan.zdnet.com/article/35121929/0

Argentina UMC Latin America & Caribbean2018 April 19 https://www.taringa.net/posts/noticias/20171624/Recuerdan-el-hackeo-a-Taringa-las-BBDD-siguen-circulando.html0

Finland HIC Europe & Central Asia2018 July 11 https://www.mikrobitti.fi/2018/07/suositun-linux-jakelun-kayttajat-vaarassa-haittaohjelma-ujutettiin-useaan-ohjelmistopakettiin/0

NetherlandsHIC Europe & Central Asia2018 February 6 http://www.omroepbrabant.nl/?news/274508962/Van+hack+op+school+tot+DDoS-aanvallen+op+overheidsinstellingen,+Jelle+(18)+wist+niet+van+ophouden.aspx0

Chile HIC Latin America & Caribbean2018 July 30 http://www.cooperativa.cl/noticias/pais/consumidores/asociacion-de-bancos-presento-denuncia-por-hackeo-a-tarjetas-de-credito/2018-07-30/150609.html0

South KoreaHIC East Asia & Pacific2018 April 13 http://imnews.imbc.com/replay/2018/nwtoday/article/4584465_22669.html0

Russia UMC Europe & Central Asia2017 October 13 https://ria.ru/accents/20171013/1506773998.html0

Russia UMC Europe & Central Asia2017 April 17 http://ura.ru/news/1052285709 0

Portugal HIC Europe & Central Asia2017 February 3 https://pplware.sapo.pt/informacao/hacker-diz-ter-roubado-dados-da-empresa-abriu-iphone-5c/0

Thailand UMC East Asia & Pacific2017 July 19 https://www.dailynews.co.th/it/586212 0

Mexico UMC Latin America & Caribbean2017 March 4 http://www.sdpnoticias.com/local/ciudad-de-mexico/2017/03/03/empresa-responsable-de-pantalla-en-periferico-denuncia-hackeo0

Ukraine LMC Europe & Central Asia2017 July 30 http://svit24.net/technology/111786-khakery-vzlamyvali-komp-yutery-cherez-youtube0

United StatesHIC North America 2021 June 2 https://www.esecurityplanet.com/threats/usaid-email-phishing-campaign-supply-chain-threats-solarwinds/0

United KingdomHIC Europe & Central Asia2021 July 2 https://www.manchestereveningnews.co.uk/news/greater-manchester-news/data-breach-sees-council-accidentally-209601400

United StatesHIC North America 2022 August 22 https://www.jdsupra.com/legalnews/blume-global-inc-confirms-data-breach-9224147/0

United StatesHIC North America 2022 September 15 https://www.fairfieldsuntimes.com/news/state/montana-department-of-ag-lost-more-than-344k-to-phishing-scam-auditors-say/article_8d9ec6be-1ea5-5d43-b7d5-84d2f193c184.html0

United StatesHIC North America 2020 July 6 https://www.larepublica.net/noticia/alajuelense-recupera-el-control-de-su-cuenta-de-instagram-tras-hackeo-turco[2589039, 2590233, 2590242]['Turks do their thing and hack the Instagram account of Alajuelense', 'Alajuelense regains control of its Instagram account after Turkish hack', 'Alajuelense suffers hacking of its Instagram page']2

United StatesHIC North America 2022 September 22 https://healthitsecurity.com/news/hc3-alerts-healthcare-sector-of-monkeypox-themed-phishing-scheme0

Canada HIC North America 2022 April 14 https://atlantic.ctvnews.ca/200k-public-relations-aid-for-n-l-cyberattack-didn-t-result-in-transparency-expert-1.58624070

United StatesHIC North America 2022 November 9 https://www.antiwar.com/blog/2022/11/08/what-about-those-12-russian-intel-agents-indicted-for-hacking/0

United StatesHIC North America 2022 December 2 https://www.cbsnews.com/news/teen-hacking-group-to-be-investigated-by-cyber-safety-review-board/0

United StatesHIC North America 2022 December 21 https://www.nytimes.com/2022/12/21/nyregion/suffolk-county-cyberattack.html0

United KingdomHIC Europe & Central Asia2022 December 8 https://www.techradar.com/news/web-skimming-hackers-infiltrate-over-40-ecommerce-websites-that-we-know-of0

India LMC South Asia 2022 December 12 https://www.prokerala.com/news/articles/a1371220.html0

India LMC South Asia 2019 March 8 https://english.sakshi.com/andhrapradesh-politics/2019/03/08/ap-bjp-leaders-lodge-complaint-with-cec-on-data-breach0

United StatesHIC North America 2019 April 24 https://threatpost.com/gamers-pointblank-backdoor-malware/144088/0

India LMC South Asia 2019 May 30 https://www.mid-day.com/articles/mumbai-crime-history-sheeter-arrested-for-aiding-rs-23-lakh-bank-account-hacking/210471600

United KingdomHIC Europe & Central Asia2019 April 2 https://www.eveningnews24.co.uk/news/crime/hacker-elliott-gunton-trial-norwich-data-stealing-bitcoin-1-59733460

Ireland HIC Europe & Central Asia2019 June 6 https://www.independent.ie/irish-news/garda-and-data-protection-commission-investigating-as-fai-headquarters-targeted-by-hackers-38186389.html0

United StatesHIC North America 2019 May 23 https://news.yahoo.com/justice-dept-says-assange-encouraged-195826227.html0

India LMC South Asia 2020 May 25 https://www.business-standard.com/article/pti-stories/case-lodged-against-unidentified-persons-for-hacking-into-website-at-dm-office-forging-e-passes-120052501364_1.html0

India LMC South Asia 2020 September 21 https://www.hindustantimes.com/india-news/nearly-7-lakh-cyber-attacks-in-2020-it-ministry-tells-parliament/story-bOv6SuWSP9XxUwtF9uBTvK.html0

Uganda LIC Sub-Saharan Africa2019 January 22 http://pctechmag.com/2011/11/chinese-hackers-took-control-of-nasa-satellite-for-11-minutes/0

China UMC East Asia & Pacific2019 August 12 http://www.marsecreview.com/2019/08/warning-as-new-malware-bypasses-network-security-measures-to-enable-attacks-on-pcs/0

United KingdomHIC Europe & Central Asia2019 September 30 https://diginomica.com/enterprise-hits-and-misses-devops-gets-security-overhaul-analytics-gets-roi-and-doordash-gets0

New ZealandHIC East Asia & Pacific2019 October 8 https://www.computerworld.co.nz/article/667219/national-party-attacks-government-over-t-ora-pho-hack/0

Saudi ArabiaHIC Middle East & North Africa2019 December 19 https://www.arabnews.com/node/1601421/saudi-arabia0

China UMC East Asia & Pacific2017 May 11 http://english.sina.com/news/2017-05-12/detail-ifyfecvz1032475.shtml0

United StatesHIC North America 2017 October 19 http://www.zdnet.com/article/oaic-received-114-voluntary-data-breach-notifications-in-2016-17/0

Australia HIC East Asia & Pacific2017 June 29 https://www.lawyersweekly.com.au/sme-law/21382-claims-hackers-hit-victorian-personal-injury-law-firm0



United StatesHIC North America 2018 February 28 https://www.scmagazine.com/tim-hortons-hit-with-malware-forcing-hundreds-to-close/article/747271/0

United StatesHIC North America 2018 February 24 http://www.benningtonbanner.com/stories/two-vermonters-sue-equifax-over-data-breach,5329420

United KingdomHIC Europe & Central Asia2018 May 31 http://www.itpro.co.uk/security/31220/gchq-helps-england-team-avoid-russian-hackers-at-world-cup0

United StatesHIC North America 2018 June 19 https://www.neowin.net/news/android-emulator-andy-os-is-reportedly-injecting-cryptomining-malware-onto-pcs0

New ZealandHIC East Asia & Pacific2018 June 21 https://www.stuff.co.nz/business/industries/104886572/Just-Jeans-and-Jay-Jays-owner-the-latest-business-affected-by-Page-Up-hack0

United StatesHIC North America 2018 July 2 https://www.govinfosecurity.com/lazy-hacking-attack-automation-continues-to-increase-a-111520

Czech RepublicHIC Europe & Central Asia2018 July 4 http://praguemonitor.com/2018/07/04/tv-nova-czech-hacker-charged-blackmailing-babi%C5%A10

Russia UMC Europe & Central Asia2018 October 21 http://www.ehackingnews.com/2018/10/hackers-in-china-are-using-datper-trojan.html0

United StatesHIC North America 2018 July 18 https://www.healthcareitnews.com/news/phishing-attacks-breach-alive-hospice-1-4-months0

United KingdomHIC Europe & Central Asia2018 July 20 https://www.bbc.co.uk/news/uk-northern-ireland-448963640

United StatesHIC North America 2018 October 11 http://www.blogtalkradio.com/workingthewebtowin/2018/10/11/new-cybercriminal-phishing-attacks-with-fake-insurance-ads-surveys-more0

United StatesHIC North America 2018 July 31 https://www.adn.com/alaska-news/mat-su/2018/07/30/mat-su-scrambling-in-wake-of-malware-attack-hidden-in-system-since-as-early-as-may/0

United StatesHIC North America 2018 September 24 http://www.spamfighter.com/News-21782-Authorities-Uncover-Phishing-Scam-Involving-XRP-Digital-Coins.htm0

Pakistan LMC South Asia 2018 November 7 https://dailytimes.com.pk/319664/banking-association-dismisses-reports-of-customers-data-breach/0

United StatesHIC North America 2018 November 7 https://www.rexburgstandardjournal.com/news/idaho/sugar-city-recall-petition-delayed-by-county-malware-attack/article_57c14668-c1d2-5734-8bad-1490ffafc8ee.html0

United StatesHIC North America 2018 October 2 https://www.9and10news.com/2018/10/02/traverse-city-police-warn-public-of-new-phishing-scam/0

United StatesHIC North America 2020 January 30 https://www.wpbf.com/article/malware-insurance-saves-st-lucie-county-sheriffs-office-dollar550000-after-cyber-attack/307063740

United StatesHIC North America 2020 June 26 https://www.breitbart.com/tech/2020/06/26/report-e-learning-data-breach-exposes-1-million-college-students-data/0

United StatesHIC North America 2020 February 29 http://www.techtimes.com/articles/247664/20200229/critical-bugs-in-wordpress-plugins-allowed-hackers-to-wipe-out-webpages-heres-how-to-protect-your-site.htm0

Canada HIC North America 2020 March 5 https://www.itbusiness.ca/news/cyber-security-today-fraud-awareness-month-cruise-line-data-breaches-and-ransomware-attacks-turning-into-data-breaches/1144450

United StatesHIC North America 2020 March 8 https://www.bainbridgereview.com/news/bainbridge-park-district-hit-by-cyber-attack/0

Jamaica UMC Latin America & Caribbean2020 March 21 http://www.jamaicaobserver.com/latestnews/Police_investigate_ransomware_attack_at_Jamaica_National?profile=12280

Russia UMC Europe & Central Asia2020 April 20 https://www.securityweek.com/led-light-control-console-abused-spew-malware0

United StatesHIC North America 2020 September 18 https://www.forbes.com/sites/tedknutson/2020/09/18/investors-risk-losing-assets-from-increased-cyber-attacks-on-advisorsbrokers-sec-warns/0

Russia UMC Europe & Central Asia2020 October 29 https://www.bleepingcomputer.com/news/security/revil-ransomware-gang-claims-over-100-million-profit-in-a-year/0

United StatesHIC North America 2020 November 12 https://delawarestatenews.net/news/bayhealth-impacted-by-blackbaud-data-breach/0

Russia UMC Europe & Central Asia2021 January 18 https://www.securityweek.com/researchers-estimate-ryuk-ransomware-operations-be-worth-150-million0

Singapore HIC East Asia & Pacific2020 December 28 https://www.ibtimes.sg/after-solarwinds-data-breach-us-vietnam-targeted-similar-supply-chain-cyberattack-544960

South KoreaHIC East Asia & Pacific2022 August 1 https://news.mt.co.kr/mtview.php?no=2022080116001475875&MTS_P0

Turkey UMC Europe & Central Asia2022 April 13 https://www.yeniakit.com.tr/haber/e-devlet-bilgileri-ele-mi-gecirildi-e-devlet-hacklendi-mi-1646525.html0

Romania UMC Europe & Central Asia2022 March 20 http://www.radioconstanta.ro/2022/03/20/campanie-de-raspandire-de-malware-prin-e-mail-in-care-se-foloseste-identitatea-universitatii-bucuresti/0

Spain HIC Europe & Central Asia2022 April 25 https://www.diariosigloxxi.com/texto-s/mostrar/453384/ataque-instagram-estado-mayor-defensa-realizo-mediante-phishing0

Ukraine LMC Europe & Central Asia2022 April 2 https://www.unian.net/world/hakery-anonymous-vzlomali-yandeks-navigator-teper-on-govorit-golosom-podervyanskogo-novosti-mira-11769943.html0

Italy HIC Europe & Central Asia2021 August 3 https://www.huffingtonpost.it/entry/il-viminale-lancia-lallarme-hacker-per-litalia_it_610964fee4b038cedb386d620

Germany HIC Europe & Central Asia2021 February 24 https://www.t-online.de/digital/internet/id_89537714/-t-online-nutzer-betroffen-eu-kommission-warnt-vor-phishing-betrug.html0

Russia UMC Europe & Central Asia2021 December 23 https://rg.ru/2021/12/23/reg-dfo/svyshe-250-tysiach-hakerskih-atak-zafiksirovano-v-etom-godu-v-dfo.html0

Israel HIC Middle East & North Africa2021 January 11 https://www.the7eye.org.il/401432 0

Brazil UMC Latin America & Caribbean2021 May 19 https://www.conjur.com.br/2021-mai-19/pf-prende-dois-suspeitos-tentar-hackear-justica-sao-paulo0

France HIC Europe & Central Asia2021 March 10 https://www.lemonde.fr/societe/article/2021/03/10/piratage-d-encrochat-les-recours-se-multiplient-contre-la-justice-francaise_6072569_3224.html0

Germany HIC Europe & Central Asia2021 June 8 https://winfuture.de/news,123369.html 0

Czech RepublicHIC Europe & Central Asia2021 June 22 https://www.ceskenoviny.cz/zpravy/lidovky-prazsky-institut-planovani-vyuzili-hackeri-k-tezbe-kryptomen/20546340

Czech RepublicHIC Europe & Central Asia2021 June 30 https://www.lupa.cz/clanky/daniel-benes-avast-malware-krakonos-vytezil-dva-miliony-dolaru-v-cr-i-diky-cracknute-hre-kingdom-come/0

Spain HIC Europe & Central Asia2021 May 31 https://www.elmundotoday.com/2021/05/renfe-descubre-ahora-que-lleva-con-la-web-hackeada-desde-2006/0

Mexico UMC Latin America & Caribbean2020 July 23 https://www.nvinoticias.com/nota/154031/protestas-en-eu-y-hackeos-golpean-twitter-pierde-1236-mdd-en-primer-semestre0

Denmark HIC Europe & Central Asia2020 September 24 https://nordjyske.dk/nyheder/aalborg/nyt-om-hackerangreb-paa-aalborg-universitet-de-kriminelle-havde-adgang-til-sundhedsoplysninger/c79d64d5-17bd-4189-a891-fc7820df56760

South KoreaHIC East Asia & Pacific2020 March 22 http://news.kmib.co.kr/article/view.asp?arcid=0014389466&code=61122027&sid1=all0

South KoreaHIC East Asia & Pacific2020 May 17 http://seoul.co.kr/news/newsView.php?id=20200517500060&wlog_sub=svt_0230

France HIC Europe & Central Asia2020 August 31 https://www.zdnet.fr/actualites/un-malware-tentait-de-recuperer-des-informations-sur-discord-et-dans-le-navigateur-de-developpeurs-39908751.htm0

Russia UMC Europe & Central Asia2019 March 1 https://www.securitylab.ru/blog/personal/bezmaly/345826.php0

Italy HIC Europe & Central Asia2019 June 24 https://www.corrierecomunicazioni.it/cyber-security/pagella-da-rifare-ad-alzare-i-voti-ci-pensano-gli-hacker/0

Israel HIC Middle East & North Africa2022 November 27 https://www.jewishpress.com/news/middle-east/iran-news/cyberwars-iran-blames-israel-for-fars-news-agency-hack/2022/11/27/[3897431, 3896249, 3898036, 3898037, 3897973, 3897353, 3898038]['Website of Major Iranian News Agency Fars Down After Hack Attack', 'Iranians hacked an Israeli organization', 'CyberWars : Iran Blames Israel for Fars News Agency Hack | The Jewish Press - JewishPress . com | Jewish News Syndicate ( JNS ) | 3 Kislev 5783 – November 27 , 2022', 'Iran blames Israel for Fars News Agency hack', 'Iran News Agency Hacked | Republika Online', "Iran's Fars news agency says it has been the target of a cyber attack", 'The agency blames Israel: a cyber attack on an Iranian channel']6

Russia UMC Europe & Central Asia2019 September 16 http://www.cnews.ru/news/top/2019-09-16_ibtestirovshchikinanyatye0

Hungary HIC Europe & Central Asia2019 August 24 https://hup.hu/node/81362 0

Mexico UMC Latin America & Caribbean2019 August 18 https://www.elimparcial.com/mexico/Tras-hackeos-SSPC-advierte-sobre-ataques-ciberneticos-contra-el-Estado-20190817-0136.html0

BangladeshLMC South Asia 2019 June 3 http://newsmediabd24.com/%E0%A6%8F%E0%A6%9F%E0%A6%BF%E0%A6%8F%E0%A6%AE-%E0%A6%AC%E0%A7%81%E0%A6%A5%E0%A7%87%E0%A6%B0-%E0%A6%B8%E0%A6%BF%E0%A6%B8%E0%A7%8D%E0%A6%9F%E0%A7%87%E0%A6%AE-%E0%A6%B9%E0%A7%8D%E0%A6%AF%E0%A6%BE/0



Indonesia LMC East Asia & Pacific2019 April 14 http://jambi.tribunnews.com/2019/04/14/server-indomaret-diretas-rp-25-miliar-voucher-game-online-dibobol-mantan-karyawan-ini-modusnya0

Spain HIC Europe & Central Asia2019 December 12 https://www.facua.org/es/noticia.php?Id=148550

Colombia UMC Latin America & Caribbean2019 November 26 https://www.lafm.com.co/judicial/rama-judicial-aclara-que-trinos-amenazantes-fueron-producto-de-hackeo0

Mexico UMC Latin America & Caribbean2018 May 7 http://www.economiahoy.mx/economia-eAm-mexico/noticias/9121229/05/18/Existen-retrasos-en-las-transferencias-electronicas-tras-hackeo-a-la-Condusef.html0

Germany HIC Europe & Central Asia2018 May 29 https://www.netzwelt.de/betrugswarnungen/151206-amazon-verbraucherzentrale-warnt-dsgvo-phishing.html0

Argentina UMC Latin America & Caribbean2018 July 29 http://www.ebizlatam.com/campana-de-ransomware-se-propaga-a-traves-de-correo-electronico/0

Egypt LMC Middle East & North Africa2018 October 1 https://www.dostor.org/2343921 0

South KoreaHIC East Asia & Pacific2018 December 14 http://www.koreatimes.com/article/20181213/12201180

Japan HIC East Asia & Pacific2018 February 2 http://ascii.jp/elem/000/001/623/1623861/0

Russia UMC Europe & Central Asia2018 January 21 https://habrahabr.ru/post/347144/ 0

Russia UMC Europe & Central Asia2018 June 12 https://riasv.ru/news_id/147150/ 0

India LMC South Asia 2017 August 3 http://vijaykarnataka.indiatimes.com/state/crime/aadhar-hack-man-arrested-by-ccb-police/articleshow/59898934.cms0

Brazil UMC Latin America & Caribbean2017 November 8 http://tecnologia.uol.com.br/noticias/redacao/2017/11/08/nos-eua-estudante-e-preso-por-acessar-provas-antes-e-hackear-notas.htm0

United StatesHIC North America 2022 September 5 https://securite.developpez.com/actu/336242/Six-mois-apres-la-divulgation-de-la-vulnerabilite-Log4Shell-les-instances-vulnerables-restent-accessibles-sur-Internet-et-des-personnes-tentent-de-les-exploiter-selon-un-rapport-de-Trustwave/[3783663, 3779822, 3802784, 3789178, 3789180, 3802785, 3795746, 3790433, 3804372]['Bad Actors Continue to Exploit Log4Shell Vulnerabilities | Pietragallo Gordon Alfano Bosick & Raspanti , LLP', 'Six months after the disclosure of the Log4Shell vulnerability, the vulnerable instances remain accessible on the Internet and people are trying to exploit them, according to a report by Trustwave', '918 hacking attempts for 5 years to 6 power generation public companies... The largest number of KHNP - The Herald Business', 'State - sponsored hackers exploit vulnerability to hit energy providers', 'State - sponsored hackers exploit Log4Shell vulnerability to hit energy providers', '918 hacking attempts for 5 years to 6 power generation public companies... KHNP the most', 'Energy companies have been targeted by hackers for weeks', 'Russian hackers entered the US power grid from the "back door"', '6 public power generation companies, 918 hacking attempts over 5 years… KHNP the most']8

Ecuador UMC Latin America & Caribbean2017 February 25 http://www.eluniverso.com/noticias/2017/02/25/nota/6063133/campana-se-reportaron-ataques-digitales-18-hackeos0

Slovak RepublicHIC Europe & Central Asia2017 January 24 http://www.ta3.com/clanok/1098580/fbi-vysetruje-hackerske-utoky-na-znamy-filmovy-festival.html0

AzerbaijanUMC Europe & Central Asia2017 June 16 http://interfax.az/view/705942 0

United StatesHIC North America 2021 May 3 https://www.technewsworld.com/story/computing/87084.html0

United StatesHIC North America 2022 July 3 https://www.computerworld.com/article/3665755/oztech-nsw-seeks-to-bolster-semiconductor-industry-4-unis-suffered-cyberattacks-mactel-dc-still-awa.html0

Australia HIC East Asia & Pacific2021 June 2 https://www.afr.com/politics/russia-under-fire-as-ransomware-attack-leaves-7000-out-of-work-20210602-p57xha0

United KingdomHIC Europe & Central Asia2021 June 9 https://www.itpro.co.uk/security/zero-day-exploit/359823/windows-devices-targeted-by-puzzlemaker-malware-exploiting-chrome0

United StatesHIC North America 2021 July 2 https://news.softpedia.com/news/cybercriminals-unleashing-malware-for-apple-m1-chips-533394.shtml0

Ireland HIC Europe & Central Asia2021 August 2 https://www.irishmirror.ie/news/irish-news/hse-spent-nearly-700000-setting-246644940

India LMC South Asia 2022 October 12 https://www.latestly.com/agency-news/india-news-hacker-gets-access-to-mumbai-police-officers-login-id-and-password-clears-three-applications-4321327.html0

United StatesHIC North America 2022 May 11 https://www.csoonline.com/article/3660080/new-rat-malware-uses-sophisticated-evasion-techniques-leverages-covid-19-messaging.html0

South AfricaUMC Sub-Saharan Africa2022 December 29 https://www.iol.co.za/capeargus/news/contractor-possibly-hacked-and-stole-r77m-from-postbank-4e772dcf-98e6-4ea1-93c1-9f7da1d305ea0

United StatesHIC North America 2019 April 30 http://kokomoperspective.com/kp/news/malware-slams-county-offices/article_1c61338e-6ab1-11e9-962b-93b3d04de9b9.html0

United StatesHIC North America 2019 April 5 http://www.thecourierexpress.com/news/police-look-into-hacking-of-johnsonburg-area-school-district-facebook/article_2f0d2e15-dcf9-5e9f-8de6-fc8898a93725.html0

Cameroon LMC Sub-Saharan Africa2019 May 25 https://www.journalducameroun.com/en/ethiopia-suffers-increased-cyber-attacks/0

United StatesHIC North America 2020 May 18 https://www.wmay.com/2020/05/18/water-reclamation-district-computers-restored-after-ransomware-attack-disables-them/0

Canada HIC North America 2020 May 22 https://www.itbusiness.ca/news/hashtag-trending-wfh-with-shopify-ransomware-gang-wreaks-havoc-medical-repair-database-goes-viral/1151710

Israel HIC Middle East & North Africa2020 September 23 https://www.haaretz.com/israel-news/tech-news/.premium-putin-investigators-targeting-lgbtqs-navalny-use-israeli-phone-hacking-tech-cellebrite-1.91791910

Singapore HIC East Asia & Pacific2019 January 15 http://travel.asiaone.com/singapore/ihis-sacks-2-employees-slaps-financial-penalty-ceo-over-lapses-singhealth-cyber-attack0

United StatesHIC North America 2019 August 19 https://www.wnewsj.com/news/113034/fayette-co-malware-attack-probe-continues0

United StatesHIC North America 2019 August 20 https://www.uticaod.com/news/20190820/rome-official-no-major-information-released-in-data-breach0

Kenya LMC Sub-Saharan Africa2019 November 16 https://www.standardmedia.co.ke/business/article/2001349578/kenyan-hackers-held-in-rwanda-have-sh100m-cybercrime-cases0

Malaysia UMC East Asia & Pacific2019 November 20 https://www.soyacincau.com/2019/11/20/ktmb-online-ticketing-glitch-hacking-investigation/0

United KingdomHIC Europe & Central Asia2019 November 21 https://www.scmagazineuk.com/leaveeu-chairmans-twitter-account-hacked-private-messages-leaked/article/16664530

United StatesHIC North America 2017 July 17 https://arstechnica.co.uk/tech-policy/2017/07/ashley-madison-class-action-refund/[679650, 682122, 673868, 670786, 671343, 679659, 671658, 670026, 678990, 690083, 670019, 673733, 667630, 667038, 682117, 671679, 672529, 685251, 672112, 669386, 673734, 1212781, 675841, 667636, 1217161, 673420, 670010, 673736, 667638, 673880, 1217092, 672497, 1217761, 685250, 672113, 667642, 673742, 1217150, 677560, 668367, 673877, 669132, 673876, 670014, 1217136, 672804, 673864, 1212706, 667645, 673865, 685230]['Ashley Madison Data Breach Reaches Settlement', 'U . S . judge approves $11 . 2M settlement for hacked Ashley Madison users', 'Adultery Site Ashley Madison to Pay $11 . 2 Million for User Data Breach', 'Adultery website Ashley Madison in $11 . 2 million settlement over data breach', 'Ashley Madison parent company makes $11 million hacking settlement', 'Creators of Ashley Madison in $11 . 2 Million Settlement for Data Breach', 'Ashley Madison will pay $11 . 2 million to data breach victims', 'Ashley Madison Parent Settles Data Breach Suit', 'Ashley Madison will pay $11.2 million to victims of her hack', 'The data breach cost Ashley Madison millions', 'Ashley Madison Settles Data Breach Allegations For $11 . 2M', 'Ashley Madison puts data breach scandal to bed with $11m settlement', 'Ashley Madison parent settles website user data breach lawsuit', 'Ruby Corp and Plaintiffs Reach Proposed Settlement of Class Action Lawsuit Regarding Ashley Madison Data Breach', 'Judge OKs $11 . 2M settlement for hacked Ashley 50

United StatesHIC North America 2017 January 6 http://www.jdsupra.com/legalnews/insurance-coverage-for-lost-profits-32498/0

United StatesHIC North America 2017 February 2 http://www.10tv.com/article/officials-ransom-demanded-licking-county-technology-hack0

United StatesHIC North America 2017 February 3 http://www.wrdw.com/content/news/Attempted-data-breach-of-Toys-R-Us-rewards-members-accounts-412681273.html0

United StatesHIC North America 2017 April 14 https://www.scmagazine.com/sc-exclusive-spyware-disguises-itself-as-irs-tax-notification/article/650456/0

United StatesHIC North America 2017 April 15 https://www.bna.com/consumers-seek-worldwide-n57982086697/0

United StatesHIC North America 2017 May 9 http://theweek.com/speedreads/697554/fcc-insists-hackers-not-john-oliver-fans-net-neutrality-proponents-crashed-fcc-website-monday0

United StatesHIC North America 2017 July 5 http://www.timesonline.com/news/business/heritage-valley-still-no-evidence-patient-records-compromised-during-cyber/article_e6ac10d2-618f-11e7-878a-9360f26cc4f5.html0

United StatesHIC North America 2017 June 23 https://www.cardschat.com/news/beth-shak-pennsylvania-home-broken-into-hacking-horror-continues-469230

United StatesHIC North America 2017 August 11 https://arstechnica.com/information-technology/2017/08/dnc-hackers-from-russia-used-nsa-developed-attack-code-in-attack-on-hotels/0

Ireland HIC Europe & Central Asia2017 September 20 http://www.independent.ie/irish-news/fears-for-30000-users-data-after-into-online-learning-portal-hit-by-hackers-36150089.html0

Kenya LMC Sub-Saharan Africa2017 September 25 http://www.kenyan-post.com/2017/09/dpp-orders-cid-to-investigate-orengo_24.html0

United StatesHIC North America 2017 October 10 http://www.zdnet.com/article/carbanak-threat-group-change-plan-of-attack/0

South AfricaUMC Sub-Saharan Africa2017 March 1 https://www.nelsonmandela.org/news/entry/scam-alert-new-phishing-scam-uses-foundation-name0

United StatesHIC North America 2017 August 10 http://www.marketwatch.com/story/smartmetric-says-report-shows-the-need-for-a-safer-biometric-secured-card----number-of-atms-hacked-in-the-usa-grew-546-2017-08-100

United KingdomHIC Europe & Central Asia2018 January 19 http://www.marilynstowe.co.uk/2018/01/19/another-data-breach-missing-child/0

United StatesHIC North America 2018 January 29 http://cbs4local.com/news/local/last-years-data-breach-should-have-you-filing-your-taxes-asap0



United StatesHIC North America 2018 May 24 https://carnegieendowment.org/publications/764350

India LMC South Asia 2018 March 16 https://www.hindustantimes.com/lucknow/hackers-target-emails-of-allahabad-nagar-nigam-commissioner/story-ZChBCzLZU2AFHjmHhkyVQM.html0

United StatesHIC North America 2018 October 5 https://www.rigzone.com/news/oil_and_gas_cyber_attacks_increased_in_past_year-05-oct-2018-157128-article/0

United StatesHIC North America 2018 October 15 http://www.govtech.com/security/Colorado-Springs-Colo-Shaken-After-Russian-Hacker-Indictments.html0

United KingdomHIC Europe & Central Asia2020 June 22 https://www.techradar.com/news/hackers-have-turned-discord-into-an-account-stealer-heres-what-you-need-to-know0

Canada HIC North America 2020 July 23 https://www.680news.com/2020/07/23/highway-407-employee-charged-in-data-breach/0

Japan HIC East Asia & Pacific2020 August 26 http://www.asahi.com/ajw/articles/136692440

Pakistan LMC South Asia 2020 September 9 https://www.samaa.tv/technology/2020/09/k-electrics-billing-online-services-disrupted-after-netwalker-ransomware-attack-report/0

United StatesHIC North America 2020 September 18 https://www.techzone360.com/topics/techzone/articles/2020/09/18/446605-new-cdrthief-malware-targets-voip-softswitches-gateways.htm0

United KingdomHIC Europe & Central Asia2020 September 28 https://www.energyfm.net/cms/news_story_648685.html0

China UMC East Asia & Pacific2021 December 17 https://cointelegraph.com/magazine/2021/12/17/shanghai-man-ascendex-reopened-after-80m-hack-huobi-suffers-key-personnel-departures-and-government-officials-punished-for-mining-activities0

Canada HIC North America 2020 October 3 https://www.cbc.ca/news/canada/london/nurses-college-ontario-hack-ransomware-1.57485430

Japan HIC East Asia & Pacific2020 October 3 https://www.zdnet.com/article/suspicious-logins-rats-reported-after-ransomware-attack-on-us-govt-contractor/0

United StatesHIC North America 2020 June 3 https://www.so-co-it.com/post/613705/upstream-s-secure-d-detects-malware-spike-in-q1-2020-with-29-000-malicious-android-apps-at-play-double-2019-figures.html[2540928, 2540859, 2548663, 2540860]['Upstream Secure - D detects malware spike in Q1 2020 with 29 , 000 malicious Android apps at play , double 2019 figures', 'Upstream ? s Secure - D detects malware spike in Q1 2020 with 29 , 000 malicious Android apps at play , double 2019 figures', 'Number of malware detected increased significantly in Q1 2020', 'IT News Online - RealWire - Upstream Secure - D detects malware spike in Q1 2020 with 29 , 000 malicious Android apps at play , double 2019 figures']3

United KingdomHIC Europe & Central Asia2021 March 11 https://www.gazettelive.co.uk/news/teesside-news/facebook-hackers-conned-users-250000-200932450

Japan HIC East Asia & Pacific2022 October 17 https://japan.zdnet.com/article/35194695/0

South KoreaHIC East Asia & Pacific2022 December 14 https://www.newspim.com/news/view/202212140007530

Israel HIC Middle East & North Africa2022 January 20 https://www.newsru.co.il/finance/20jan2022/misim322.html0

Russia UMC Europe & Central Asia2021 October 21 https://www.cnews.ru/news/top/2021-10-20_iranskie_hakery_vedut_ohotu0

Czech RepublicHIC Europe & Central Asia2021 January 14 https://zpravy.aktualne.cz/domaci/dalsi-utok-hackeru-napadli-nemocnici-dlouhodobe-nemocnych-po/r~0ef1e39e55ae11ebb408ac1f6b220ee8/0

Russia UMC Europe & Central Asia2021 April 26 https://www.securitylab.ru/news/519314.php0

France HIC Europe & Central Asia2021 May 24 https://www.zdnet.fr/actualites/ce-malware-use-d-une-tactique-imparable-pour-se-repandre-39923207.htm0

Ukraine LMC Europe & Central Asia2021 January 21 https://donpress.com/news/21-01-2021-v-ordo-zayavili-o-vzlome-saytov-respubliki0

Russia UMC Europe & Central Asia2021 June 30 https://newizv.ru/news/incident/30-06-2021/moshenniki-nachali-sozdavat-fishingovye-sayty-generiruyuschie-qr-kody-dlya-posescheniya-kafe0

Brazil UMC Latin America & Caribbean2021 May 2 https://www.dgabc.com.br/Noticia/3709702/uso-de-mensagens-obtidas-por-hackers-divide-o-stf0

Russia UMC Europe & Central Asia2021 July 29 https://riafan.ru/1494806-kolichestvo-fishingovyh-stranic-bankov-uvelichilos-v-rossii0

Indonesia LMC East Asia & Pacific2020 July 27 https://makassar.tribunnews.com/2020/07/27/situs-dukcapil-makassar-di-hack-rudy-amerika-saja-diretas-apalagi-kalau-dukcapil0

South KoreaHIC East Asia & Pacific2020 May 28 http://newspim.com/news/view/202005280008840

Indonesia LMC East Asia & Pacific2020 December 20 https://arahkata.pikiran-rakyat.com/berita/pr-1281139518/pelajar-smk-retas-situs-kemdikbud-isi-pesannya-menyentuh0

India LMC South Asia 2020 April 10 https://navbharattimes.indiatimes.com/tech/gadgets-news/security-researchers-warned-user-to-delete-super-vpn-free-vpn-client-app-due-to-data-theft-issue/articleshow/75077992.cms0

Poland HIC Europe & Central Asia2020 December 17 https://biznes.trojmiasto.pl/Falszywi-pracodawcy-wyludzaja-dane-przez-ogloszenia-Mozna-zostac-slupem-n151620.html0

India LMC South Asia 2019 August 20 https://www.lokmat.com/crime/police-arrested-duo-cosmos-bank-cyber-attack/0

United StatesHIC North America 2021 October 14 https://www.washingtonpost.com/politics/2021/10/14/newspaper-informed-missouri-about-website-flaw-governor-accused-it-hacking/[2927499, 2927478, 2927421, 2927419, 2927412, 2927444, 2928262, 2929591, 2927422, 2927418]['A newspaper informed Missouri about a website flaw . The governor accused it of  hacking . ', 'Missouri Governor Is Threatening Hacking Charges Against a Newspaper Because He Has No Clue How the Internet Works', 'Missouri education department calls journalist  hacker  for flagging security flaws on state website', 'Missouri Governor Is Extremely Confused About What Constitutes  Hacking  ', 'Missouri Governor Brands A Reporter A  Hacker , Is Immediately Mocked', 'Confused governor says looking at webpage HTML is criminal hacking', 'US governor accuses source - code viewing site visitor of hacking', 'F12 isnt hacking : Missouri governor threatens to prosecute local journalist for finding exposed state data – TechCrunch', 'Missouri Governor Mike Parson Falsely Claims Reporter Was  Hacking  ', 'Missouri Gov . Mike Parson calls St . Louis Post - Dispatch journalist who warned about cybersecurity flaw  a hacker  ']9

Poland HIC Europe & Central Asia2019 September 27 https://www.telepolis.pl/wiadomosci/prawo-finanse-statystyki/hakerzy-cyberataki-na-infrastrukture-kolejowa0

Russia UMC Europe & Central Asia2019 April 20 https://www.rzn.info/news/2009/10/1/33429.html0

Spain HIC Europe & Central Asia2019 December 18 https://computerhoy.com/noticias/tecnologia/hackers-norcoreanos-wannacry-malware-linux-dacls-5491690

Italy HIC Europe & Central Asia2018 June 18 http://mattinopadova.gelocal.it/padova/cronaca/2018/06/18/news/universita-di-padova-centinaia-di-tentativi-di-hackeraggio-al-giorno-1.169746920

South KoreaHIC East Asia & Pacific2018 May 8 http://www.diodeo.com/news/view/28339350

United KingdomHIC Europe & Central Asia2018 January 12 http://www.bbc.com/persian/science-426649970

China UMC East Asia & Pacific2018 October 16 http://toutiao.chinaso.com/sh/detail/20181016/1000200033137271539676920354381999_1.html0

Belgium HIC Europe & Central Asia2017 July 26 http://www.gva.be/cnt/dmf20170725_02987359/verdachte-hacking-antwerpse-haven-opgepakt-in-spanje0

Czech RepublicHIC Europe & Central Asia2017 April 19 https://www.root.cz/clanky/phishingovy-utok-vymenou-idn-znaku-v-domene-znovu-na-scene/0

Sweden HIC Europe & Central Asia2017 September 19 https://www.svt.se/nyheter/lokalt/gavleborg/soderhamnare-varnas-efter-dataintrang0

Morocco LMC Middle East & North Africa2017 April 17 http://aujourdhui.ma/high-tech/google-home-et-wikipedia-pirates-par-burger-king0

Germany HIC Europe & Central Asia2017 October 24 https://www.netzwelt.de/betrugswarnungen/151869-sparkassen-phishing-vorfall-xxxxx-wichtiger-sicherheitshinweis.html0

Canada HIC North America 2021 November 29 https://www.cbc.ca/news/canada/north/joe-savikataaq-former-nunavut-premier-reflection-1.62642350

United StatesHIC North America 2022 June 23 https://www.jdsupra.com/legalnews/alliance-physical-therapy-group-llc-4462513/0

India LMC South Asia 2022 June 17 https://techstory.in/us-and-allies-dismantle-rsocks-botnet-which-use-ip-addresses-for-cyber-attacks/0

United StatesHIC North America 2021 May 14 https://www.law360.com/articles/13845800

United StatesHIC North America 2022 July 21 https://www.tomsguide.com/news/dont-pay-that-suspicious-paypal-invoice-its-a-phishing-scam0

United StatesHIC North America 2022 July 22 https://floridapolitics.com/archives/540862-central-florida-construction-firm-ex-employee-snatched-personal-records-in-data-breach/0

United StatesHIC North America 2022 September 14 https://thejournal.com/articles/2022/09/14/lausd-super-gets-unlimited-emergency-spending-vice-society-claims-stolen-data-from-ransomware-attack.aspx0

Estonia HIC Europe & Central Asia2022 March 5 https://estonianworld.com/security/estonian-world-falls-victim-of-a-cyber-attack/0

Canada HIC North America 2022 March 17 https://www.winnipegfreepress.com/local/manufacturing-firm-winpak-brought-to-its-knees-by-hackers-576300482.html0

United StatesHIC North America 2022 March 23 https://www.digitaljournal.com/business/authentication-services-provider-falls-foul-of-data-breach/article0



United StatesHIC North America 2022 November 2 https://siliconangle.com/2022/11/02/penetration-tester-horizon3-ai-identifies-fortinet-exploit-source-assists-checking-potential-attacks-cubeconversations/0

China UMC East Asia & Pacific2022 November 24 https://www.fxstreet.com/cryptocurrencies/news/aave-price-prevents-an-almost-10-crash-as-a-60-million-short-hack-fails-2022112323080

China UMC East Asia & Pacific2022 December 22 https://cointelegraph.com/news/raydium-announces-details-of-hack-proposes-compensation-for-victims0

United StatesHIC North America 2019 January 7 http://www.spamfighter.com/News-21966-Sedgwick-County-Vendors-targeted-by-Email-Spoofing-and-Phishing-Scam.htm0

United KingdomHIC Europe & Central Asia2021 May 24 https://www.irishnews.com/news/republicofirelandnews/2021/05/24/news/no-evidence-of-mass-dumping-of-stolen-hse-data-during-cyber-attack-taoiseach-says-2333026/0

India LMC South Asia 2019 July 23 https://www.timesnownews.com/technology-science/article/fraudsters-exploit-interest-in-facebook-backed-digital-currency-libra/4578260

United StatesHIC North America 2019 July 16 https://www.rgj.com/story/news/2019/07/15/lyon-county-school-district-hacked-latest-local-agency-cyber-attack-cyberattack-baltimore-ransomware/1740490001/0

United StatesHIC North America 2019 January 24 https://www.scmagazine.com/home/security-news/kansas-based-valley-hope-association-addiction-treatment-centers-are-notifying-patients-their-personal-information-may-have-been-compromised/0

India LMC South Asia 2019 February 23 https://www.gizbot.com/internet/news/irctc-website-flaw-hackets-cancel-booked-tickets-057858.html0

United StatesHIC North America 2019 March 9 https://www.laramieboomerang.com/news/local_news/phishing-scam-creates-headache-in-courthouse/article_cbf45fdf-ddc7-5321-82c0-a0563c90497f.html0

United StatesHIC North America 2019 March 25 https://www.cleveland.com/court-justice/2019/03/romanian-hackers-on-trial-in-ohio-stole-millions-and-victimized-thousands-through-malware-feds-say.html0

Canada HIC North America 2019 August 11 http://www.swbooster.com/article/8694/wcsg-organizers-ask-fans-to-be-wary-of-phishing/0

United StatesHIC North America 2019 August 20 https://www.kgw.com/article/news/crime/portland-public-school-district-nearly-loses-29-million-in-scam/283-c747b698-4a2e-4705-b3d2-da17bb982c150

United Arab EmiratesHIC Middle East & North Africa2019 September 1 https://gulfnews.com/uae/crime/hacker-paralyses-dubai-firms-computer-systems-seeks-ransom-1.661440360

United StatesHIC North America 2017 January 13 http://www.beckershospitalreview.com/healthcare-information-technology/2016-averaged-1-healthcare-data-breach-per-day.html0

United StatesHIC North America 2017 February 17 http://www.vocativ.com/403543/turkey-arrests-journalist-reporting-on-hack/0

United KingdomHIC Europe & Central Asia2017 April 5 http://www.ibtimes.co.uk/linkedin-hacker-accused-exposing-100-million-users-faces-extradition-trial-30-years-jail-16155650

Turkey UMC Europe & Central Asia2018 October 21 https://tr.sputniknews.com/yasam/201810211035764707-apple-icloud-itunes-bitcoin-turkish-crime-family-kerem-albayrak-hack-fidye/[2108408, 2109724, 2109443, 2106304, 2109722, 2110652, 2109723, 2109720, 2114825, 2109721, 2110650, 2122742]['iCloud Hacker Demanded $175 , 000 Ransom to be Paid in Bitcoin - Inside Bitcoins', 'Apple A threat from Turkish hacker hacking iCloud: If their demands are not met, 300 million users will share their information on social media - NEWS', 'Apple A threat from Turkish hacker hacking iCloud: If their demands are not met, 300 million users will share their information on social media', 'iCloud Hacker Demanded $175 , 000 Ransom to be Paid in Bitcoin', 'The Turk who hacked iCloud wants $175,000 Bitcoin from Apple', 'Apple A threat from Turkish hacker who hacked iCloud', 'Apple A threat from Turkish hacker who hacked iCloud: If my demands are not met, I will share the information of 300 million users', 'Turkish hacker who hacked iCloud demanded ransom from Apple', 'Turkish hackers demanded ransom from Apple!', 'Breaking Technology News - Apple A threat from Turkish hacker who hacked iCloud: If their demands are not met, 300 million users will share their information on social media', 'Apple A threat from Turkish ha11

Germany HIC Europe & Central Asia2017 September 28 http://www.finanznachrichten.de/nachrichten-2017-09/41826467-opus-ponemon-institute-announce-results-of-2017-third-party-data-risk-study-56-of-companies-experienced-data-breach-yet-only-17-are-prepared-to-008.htm0

United KingdomHIC Europe & Central Asia2017 November 29 https://www.scmagazineuk.com/web-app-attacks-up-69-us-main-source-of-cyber-attacks/article/710175/0

United KingdomHIC Europe & Central Asia2017 December 9 http://www.leicestermercury.co.uk/news/uk-world-news/pornhub-malware-attack-warning-website-6919100

United StatesHIC North America 2017 December 26 http://www.healthcareitnews.com/news/phishing-attack-colorado-mental-health-institute-impacts-650-patients0

China UMC East Asia & Pacific2017 June 12 http://www.scmp.com/news/hong-kong/politics/article/2098002/hong-kong-privacy-watchdog-blasts-electoral-office-massive0

Canada HIC North America 2018 June 5 https://www.thebeaverton.com/2018/06/doug-fords-approval-rating-surges-among-hacked-bmo-and-simplii-financial-customers/0

Jersey 2018 January 18 https://jerseyeveningpost.com/news/uk-news/2018/01/18/phone-hacking-case-due-to-start-at-high-court/0

Hong Kong 2018 June 10 http://www.thestandard.com.hk/section-news.php?id=1966790

Australia HIC East Asia & Pacific2018 June 24 https://www.afr.com/business/banking-and-finance/pexa-says-masterchef-hack-wont-impact-sale-20180624-h11sho0

Canada HIC North America 2018 May 5 http://www.bayshorebroadcasting.ca/news_item.php?NewsID=1013620

Japan HIC East Asia & Pacific2018 July 31 https://researchcenter.paloaltonetworks.com/2018/07/unit42-bisonal-malware-used-attacks-russia-south-korea/0

India LMC South Asia 2018 August 16 https://www.ndtv.com/goa-news/hackers-put-viagra-reference-into-goa-childrens-organisation-website-post-19017030

South AfricaUMC Sub-Saharan Africa2018 August 24 https://www.fin24.com/Economy/phishing-fears-as-cipro-website-changes-hands-20180824-20

United StatesHIC North America 2018 November 27 http://www.spamfighter.com/News-21891-Finance-Departments-getting-Targeted-by-Phishing-Emails-with-Com-Payloads.htm0

United StatesHIC North America 2018 December 7 https://fox8.com/2018/12/06/solon-police-warn-residents-of-netflix-phishing-scam/0

United StatesHIC North America 2020 June 12 https://www.forbes.com/sites/billhardekopf/2020/06/12/this-week-in-credit-card-news-hackers-targeting-your-banking-app-your-card-may-offer-free-concierge-service/0

Indonesia LMC East Asia & Pacific2020 June 19 https://www.thejakartapost.com/news/2020/06/19/government-critic-ravio-patra-questioned-in-whatsapp-hacking-case.html0

United StatesHIC North America 2020 April 1 https://www.pennlive.com/news/2020/04/rutters-hit-with-federal-lawsuit-claiming-5m-plus-in-damage-from-data-breach-at-its-convenience-stores.html0

United StatesHIC North America 2020 August 21 https://americanfreepress.net/owner-of-servers-implicated-in-dnc-hacks-says-no-one-is-interested-in-truth-behind-computer-crimes/0

United StatesHIC North America 2020 September 15 https://www.govinfosecurity.com/russia-backed-hackers-try-to-harvest-office-365-credentials-a-149930

India LMC South Asia 2020 September 15 https://www.livemint.com/news/business-of-life/mint-lite-covid-vaccines-data-breach-attacks-on-journalists-other-news-11600188658523.html0

United StatesHIC North America 2020 November 1 https://www.channelnewsasia.com/news/singapore/eatigo-data-breach-personal-information-millions-account-134250820

United StatesHIC North America 2020 December 3 https://www.ibtimes.com/hackers-stole-23m-wisconsin-gop-how-does-it-affect-trumps-reelection-bid-30726260

India LMC South Asia 2020 December 20 https://tech.hindustantimes.com/tech/news/hackers-continue-targeting-remote-employees-in-india-36mn-attacks-reported-till-nov-71608453968390.html0

United StatesHIC North America 2020 December 24 https://www.forbes.com/sites/billybambrough/2020/12/23/massive-hack-exposes-bitcoins-greatest-weakness/0

PhilippinesLMC East Asia & Pacific2021 September 3 https://interaksyon.philstar.com/politics-issues/2021/09/03/199445/government-backed-attackers-attempt-to-hack-robredo-spoxs-gmail-account/0

Mexico UMC Latin America & Caribbean2022 February 3 https://vanguardia.com.mx/coahuila/hackean-redes-sociales-de-funcionarios-en-coahuila-para-extorsionar-ciudadanos-DL16383350

Russia UMC Europe & Central Asia2022 June 6 https://www.securitylab.ru/news/532138.php0

United StatesHIC North America 2022 March 22 https://www.coinspeaker.com/hack-defiance-capital-founder-1-7m/[3558532, 3557869]['Hack on DeFiance Capital Founder Cheong Sees Him Lose $1 . 7M in NFTs and Crypto', 'Hacker draws 1 . $7M in NFTs to the founder of DeFiance Capital']1

Israel HIC Middle East & North Africa2022 February 1 https://bokra.net/Article-1482570 0

France HIC Europe & Central Asia2021 December 14 https://www.clubic.com/cybercriminality/actualite-398751-et-un-de-plus-un-nouveau-site-de-crypto-pirate-140-millions-de-dollars-envoles.html0

France HIC Europe & Central Asia2021 January 12 https://www.leparisien.fr/essonne-91/une-rancon-contre-des-documents-voles-marolles-en-brie-victime-des-pirates-du-darkweb-12-01-2021-8418700.php0

South KoreaHIC East Asia & Pacific2021 September 3 https://www.donga.com/news/Inter/article/all/20210903/109074043/10

Russia UMC Europe & Central Asia2021 March 13 https://overclockers.ru/blog/TEXHAPb/show/48360/neuyazvimyj-processor-morpheus-vyderzhal-500-atak-izvestnyh-hakerskih-grupp0

Spain HIC Europe & Central Asia2021 December 10 https://www.elmundo.es/madrid/2021/12/10/61b21a23e4d4d8744d8b459d.html0

Germany HIC Europe & Central Asia2021 October 19 https://www.heise.de/news/Kurz-informiert-Digitales-Rathaus-Assange-Cyberangriff-Foxconn-6222150.html0

Romania UMC Europe & Central Asia2021 January 27 https://evz.ro/hackerii-atac-cibernetic-google.html0



SwitzerlandHIC Europe & Central Asia2021 May 21 https://www.pctipp.ch/news/sicherheit/phishing-e-mails-im-namen-swisscom-in-umlauf-2665455.html0

Italy HIC Europe & Central Asia2021 December 21 https://www.punto-informatico.it/nuovo-spyware-attacca-pc-di-tutto-il-mondo-proteggiti/0

Germany HIC Europe & Central Asia2021 October 15 https://www.behoerden-spiegel.de/2021/03/16/paul-ehrlich-institut-von-hacker-attacke-betroffen/0

Indonesia LMC East Asia & Pacific2020 October 8 https://www.liputan6.com/regional/read/4377388/polda-sulsel-buru-peretas-situs-dprd-kota-parepare0

SwitzerlandHIC Europe & Central Asia2020 August 10 https://www.watson.ch/digital/schweiz/219279215-anonymous-hackt-sasek-sekte-so-werden-die-mitglieder-fanatisiert0

Russia UMC Europe & Central Asia2020 April 9 https://tayga.info/153803 0

Bulgaria UMC Europe & Central Asia2020 December 23 https://www.novinite.bg/articles/196283/Opiti-za-fishing-izmami-s-klienti-na-mobilen-operator0

Finland HIC Europe & Central Asia2020 October 27 https://www.ess.fi/paikalliset/3144881 0

Egypt LMC Middle East & North Africa2020 October 17 https://www.elbalad.news/4536786 0

Hungary HIC Europe & Central Asia2020 December 5 https://computerworld.hu/biztonsag/ot-even-at-loptak-europai-kormanyzati-adatokat-orosz-hackerek-287722.html0

Ukraine LMC Europe & Central Asia2020 June 16 http://internetua.com/kiberprestupniki-atakovali-kompanii-s-ispolzovaniem-instrumentov-ms-office0

Egypt LMC Middle East & North Africa2020 July 24 https://www.elbalad.news/4421166 0

India LMC South Asia 2020 September 20 https://www.bgr.in/hi/news/more-than-143-millions-covid-19-themed-malware-attacked-in-q2-in-india-915698/0

Germany HIC Europe & Central Asia2020 January 23 https://www.pnn.de/potsdam/interview-sven-herpig-potsdam-hatte-kaum-zeit-auf-hacker-angriff-zu-reagieren/25466234.html0

Thailand UMC East Asia & Pacific2019 February 12 https://pantip.com/topic/38549492 0

Brazil UMC Latin America & Caribbean2019 December 12 https://ricmais.com.br/colunistas-brasileiros-principais/urgente-brasil-paralelo-sofre-cyber-ataque-dos-paladinos-da-liberdade-vermelha/0

AzerbaijanUMC Europe & Central Asia2019 February 11 http://1news.az/news/sayt-1news-az-podvergsya-massirovannym-ddos-atakam-hakerov0

Spain HIC Europe & Central Asia2019 December 19 https://www.elcorreogallego.es/santiago/ecg/aumentan-santiago-estafas-internet-casos-phishing/idEdicion-2019-12-19/idNoticia-1219738/0

Israel HIC Middle East & North Africa2019 March 26 https://www.mako.co.il/culture-showbiz/Article-f2ead9e3fb4b961006.htm?sCh=3d385dd2dd5d4110&pId=2946206030

Colombia UMC Latin America & Caribbean2018 September 26 http://hsbnoticias.com/noticias/econom%C3%ADa/tras-presunto-hackeo-en-huila-banca-virtual-del-banco-agrari-4636200

Russia UMC Europe & Central Asia2018 March 13 https://www.pravda.ru/news/economics/crypto/13-03-2018/1375328-crypto-0/0

Brazil UMC Latin America & Caribbean2018 January 17 https://www.tudocelular.com/windows/noticias/n118172/policia-chinesa-prende-120-hackers-pubg.html0

Vietnam LMC East Asia & Pacific2018 February 7 http://vietnamnet.vn/vn/cong-nghe/bao-mat/hacker-tan-cong-fbi-nasa-thoat-nguy-co-bi-dan-do-sang-my-429126.html0

Germany HIC Europe & Central Asia2018 February 26 https://www.ksta.de/koeln/kreditkartendaten-gestohlen-sek-einsatz-bei-festnahme-von-koelner-hacker-297853260

Mexico UMC Latin America & Caribbean2018 July 5 http://pulsoslp.com.mx/2018/07/05/continua-litigio-contra-bancomer-por-hackeo/0

Israel HIC Middle East & North Africa2018 November 15 https://www.inn.co.il/News/News.aspx/3866470

Belarus UMC Europe & Central Asia2017 November 27 https://www.interfax.by/news/belarus/12339740

South KoreaHIC East Asia & Pacific2017 October 17 http://www.newsway.kr/view.php?tp=1&ud=20171017193452811840

Thailand UMC East Asia & Pacific2017 June 25 https://pantip.com/topic/36601385 0

Sweden HIC Europe & Central Asia2017 October 24 http://sverigesradio.se/sida/artikel.aspx?programid=83&artikel=68051360

Ukraine LMC Europe & Central Asia2017 November 26 http://internetua.com/raskrt-podrobnosti-deyatelnosti-hakerskoi-gruppirovki-fancy-bear0

South KoreaHIC East Asia & Pacific2017 April 5 http://news.joins.com/article/21445152 0

Hungary HIC Europe & Central Asia2017 February 20 http://www.portfolio.hu/short/it/felregepeltek_egy_karaktert_vegtelen_penze_lett_a_hackernek.244323.html0

United StatesHIC North America 2017 May 9 https://japan.cnet.com/article/35100873/ 0

Bosnia and HerzegovinaUMC Europe & Central Asia2017 May 15 https://www.klix.ba/vijesti/bih/ministarstvima-u-bih-blokiran-pristup-drustvenim-mrezama-zbog-opasnosti-od-hakerskog-napada/1705150450

United StatesHIC North America 2017 March 4 https://uk.news.yahoo.com/emmanuel-macron-aide-claims-french-presidential-favourite-hacked-161500953.html[243160, 243497]['Emmanuel Macron aide claims the French presidential favourite was hacked by Russia [ Video ] ', 'Emmanuel Macron aide claims the French presidential favourite was hacked by Russia']1

Nigeria LMC Sub-Saharan Africa2022 August 26 https://www.pulse.ng/business/local/kapersky-malware-report-microsoft-office-african-users-witness-increased-attacks/50yxqqx0

United StatesHIC North America 2022 August 19 https://www.weny.com/story/47126619/pa-officials-warn-snap-recipients-of-phishing-scam0

United StatesHIC North America 2022 September 3 https://www.prnewswire.com:443/news-releases/fonville-morisey-notifies-of-data-breach-301617368.html0

United StatesHIC North America 2022 September 20 https://www.jdsupra.com/legalnews/real-time-reporting-of-major-data-9845147/0

India LMC South Asia 2022 February 5 https://chennaionline.com/technology/database-of-key-dark-web-hosting-provider-hacked/0

Canada HIC North America 2022 February 15 https://www.itbusiness.ca/news/hashtag-trending-feb-15-ads-in-snapchat-stories-exploit-for-unlimited-ethereum-chinese-startup-takes-on-starlink/1206610

United StatesHIC North America 2022 February 28 https://www.rutlandherald.com/news/local/hacked-city-page-raises-eyebrows-and-fresh-concerns/article_92beca67-69b8-516a-9cd8-fbcd9118435f.html0

Canada HIC North America 2022 November 25 https://montrealgazette.com:443/technology/canadian-menswear-chain-harry-rosen-confirms-cyber-attack/wcm/74388bdf-44e4-4501-a708-07eefdab86870

United StatesHIC North America 2022 December 17 https://bioprepwatch.com/kaseya-software-attack-hackers-want-to-extort-70-million/0

United StatesHIC North America 2019 April 12 https://www.yourcentralvalley.com/news/valley-hit-with-phishing-email-business-scam/19193805870

United KingdomHIC Europe & Central Asia2019 January 11 https://www.dailymail.co.uk/news/article-6582219/Porn-played-restaurant-TV-screen-delivery-driver-hacks-WiFi-system.html0

United StatesHIC North America 2019 March 14 https://www.law360.com/articles/11384780

Finland HIC Europe & Central Asia2021 January 26 https://yle.fi/uutiset/osasto/news/mtv_hacked_therapy_centres_new_ceo_resigns/117559720

United StatesHIC North America 2019 June 26 https://komonews.com/sponsored/wafd/financial-focus-tips/fraud-alert-new-phishing-email-pretends-to-be-from-outlook-web-mail-service0

United StatesHIC North America 2020 July 7 https://www.crn.com/slide-shows/managed-services/-nobody-is-safe-as-huge-solution-providers-like-dxc-join-smaller-msps-hit-with-ransomware0

Japan HIC East Asia & Pacific2019 February 20 https://www.zdnet.com/article/norelationship-attack-dances-around-office-365-email-filters/0

United StatesHIC North America 2019 August 9 https://threatpost.com/hack-of-high-end-hotel-smart-locks-shows-iot-security-fail/147178/0

United StatesHIC North America 2019 August 27 https://www.medpagetoday.com/neurology/generalneurology/818190

United StatesHIC North America 2019 September 23 http://www.spamfighter.com/News-22423-Around-15000-customers-of-Metro-Mobility-notified-about-data-breach.htm0



Malaysia UMC East Asia & Pacific2019 October 19 https://www.malaysiakini.com/news/4965420

United StatesHIC North America 2019 November 20 https://threatpost.com/hackers-dump-2-2m-gaming-cryptocurrency-passwords-online/150451/0

United StatesHIC North America 2019 January 8 https://www.isssource.com/tn-manufacturing-firm-victim-of-hack-attack/0

United StatesHIC North America 2017 October 12 http://atlantaintownpaper.com/2017/10/news-briefs-new-anthem-tower-student-housing-another-equifax-hack/0

North KoreaLIC East Asia & Pacific2017 January 5 http://www.dailynk.com/english/read.php?num=14295&cataId=nk001000

United StatesHIC North America 2017 January 11 http://www.grandforksherald.com/news/local/4196539-held-hostage-hackers-latest-computer-virus-infecting-valley0

United StatesHIC North America 2017 January 23 https://nakedsecurity.sophos.com/2017/01/23/israeli-soldiers-duped-into-installing-malware-via-fake-facebook-profiles/0

Jersey 2017 February 9 http://www.godlikeproductions.com/forum1/message3310670/pg20

United StatesHIC North America 2017 March 8 http://healthitsecurity.com/news/brand-new-day-data-breach-from-vendor-system-access0

United StatesHIC North America 2017 February 17 https://www.techdirt.com/articles/20121009/08281520662/german-govt-inadvertently-reveals-police-monitor-gmail-skype-facebook-use-snooping-malware.shtml0

Australia HIC East Asia & Pacific2018 September 24 https://www.networksasia.net/article/security-experts-hack-unsuspecting-familys-amazon-echo.1537757687[2027565, 2013157, 2013151]['Security experts hack unsuspecting family Amazon Echo | Networks Asia | Asia Source for Enterprise Network Knowledge', 'Security experts hack unsuspecting family Amazon Echo - Good Gear Guide Australia', 'Security experts hack unsuspecting family Amazon Echo']2

Australia HIC East Asia & Pacific2017 May 24 https://www.cso.com.au/mediareleases/29642/hacked-passwords-cause-81-of-data-breaches/0

Canada HIC North America 2017 May 26 http://thechronicleherald.ca/novascotia/1472385-hacker-hits-digby-business-for-52k0

United StatesHIC North America 2017 June 5 https://www.techdirt.com/articles/20170523/15221337438/dea-deploying-powerful-spyware-without-required-privacy-impact-assessments.shtml0

India LMC South Asia 2017 July 12 http://www.rediff.com/business/report/computer-science-dropout-held-in-rajasthan-for-jio-data-breach/20170712.htm0

United StatesHIC North America 2017 June 11 http://www.wbay.com/content/news/Target-2-Consumer-Alert-Puppy-scams-and-phishing-emails-427669963.html0

India LMC South Asia 2017 August 15 http://www.newsnow.in/news/your-credit-data-is-at-risk-as-hackers-seek-to-bully-startups0

United KingdomHIC Europe & Central Asia2017 July 26 http://www.portsmouth.co.uk/news/crime/top-police-officer-warns-businesses-after-hampshire-firm-hacked-by-terrorists-1-80726190

United StatesHIC North America 2017 November 10 https://www.sott.net/article/367207-Democrat-chief-Wasserman-Schultz-Most-Wikileaks-emails-sent-AFTER-DNC-realized-they-were-being-hacked0

United KingdomHIC Europe & Central Asia2017 November 6 http://www.dailymail.co.uk/news/article-5054815/Russian-hackers-stole-2million-cyber-attacks.html0

United KingdomHIC Europe & Central Asia2017 October 28 http://www.bbc.co.uk/news/uk-england-birmingham-417887200

United KingdomHIC Europe & Central Asia2017 November 22 https://www.computing.co.uk/ctg/news/3021715/royal-shoemaker-loake-shoes-compromised-in-email-hack0

United KingdomHIC Europe & Central Asia2017 August 10 https://www.nfcworld.com/2017/08/10/354275/fraud-three-prefectures-apple-pay-exploit/0

United StatesHIC North America 2018 January 8 http://www.bhpioneer.com/local_news/belle-fourche-city-servers-hacked/article_1c924a4a-f4a7-11e7-91a4-efb5514a0385.html0

United StatesHIC North America 2018 January 19 https://www.hardocp.com/news/2018/01/19/beirut_hacks_planet_dark_caracal0

United StatesHIC North America 2018 January 23 http://www.zdnet.com/article/njrat-secures-top-spot-as-most-active-malware-on-networks-in-2017/0

United StatesHIC North America 2018 March 6 https://www.blacklistednews.com/article/64235/stalkerware-seller-shuts-down-apps-indefinitely-after-getting-hacked.html0

United StatesHIC North America 2018 February 3 http://www.mysanantonio.com/neighborhood/woodlands/news/article/Hackers-target-company-owned-by-Woodlands-board-12548937.php0

United StatesHIC North America 2018 March 9 https://www.techrepublic.com/article/new-cryptojacking-attack-uses-wannacry-exploit-to-mine-on-windows-servers/0

South AfricaUMC Sub-Saharan Africa2018 May 27 https://www.fin24.com/Tech/Cyber-Security/thousands-of-cyber-attacks-target-sa-201603070

United KingdomHIC Europe & Central Asia2018 March 26 https://www.dailystar.co.uk/news/latest-news/691657/Premier-league-hacking-anti-doping-agency-drug-tests0

United StatesHIC North America 2018 May 18 https://threatpost.com/fake-fortnite-apps-for-android-spread-spyware-cryptominers/132062/0

United StatesHIC North America 2018 October 10 http://www.spamfighter.com/News-21812-Port-of-San-Diego-Hit-by-a-Ransomware-Attack-Affecting-its-Computer-Systems.htm0

United StatesHIC North America 2018 July 23 http://www.fox14tv.com/story/38702930/joplin-family-ymca-warns-members-of-email-phishing-scam0

United StatesHIC North America 2018 October 16 https://www.databreaches.net/latvian-national-sentenced-to-prison-for-scareware-hacking-scheme-that-targeted-minneapolis-star-tribune-website/0

United StatesHIC North America 2018 August 9 https://healthitsecurity.com/news/301k-patients-involved-in-st.-marys-paper-records-data-breach0

United KingdomHIC Europe & Central Asia2018 August 13 http://www.dailymail.co.uk/news/article-6054363/Small-homeware-company-hands-10-000-fake-supplier-falling-hacking-scam.html0

United StatesHIC North America 2018 January 5 http://www.dabcc.com/malicious-phishing-stopped-via-application-isolation-from-bromium/0

United StatesHIC North America 2020 January 9 https://threatpost.com/drake-lyrics-used-as-calling-card-in-malware-attack/151665/0

India LMC South Asia 2020 June 24 https://www.thehindubusinessline.com/info-tech/indiabulls-group-confirms-data-breach-following-cyberattacks-report/article31904780.ece0

United StatesHIC North America 2020 March 27 https://www.komando.com/security-privacy/d-link-linksys-router-hack/732390/0

United StatesHIC North America 2020 July 15 https://www.bankinfosecurity.com/phishing-campaign-used-chase-fraud-alert-as-lure-a-146240

United KingdomHIC Europe & Central Asia2020 August 13 http://roarnews.co.uk/2020/kings-named-as-victim-of-blackbaud-cyber-attack/0

United StatesHIC North America 2020 August 13 https://www.winknews.com/2020/08/12/fgcu-nch-among-several-hit-with-data-breach-to-donor-info/0

New ZealandHIC East Asia & Pacific2021 January 22 https://www.reseller.co.nz/article/685779/international-police-help-reserve-bank-its-data-breach-investigation/0

United StatesHIC North America 2021 September 15 https://www.govtech.com/education/k-12/hacker-compromises-employee-data-at-texas-school-district0

United StatesHIC North America 2021 March 9 https://www.law360.com/technology/articles/1362132/hospital-says-data-breach-suit-is-shooting-the-messenger-0

Ireland HIC Europe & Central Asia2021 October 13 https://www.highlandradio.com/2021/10/13/gardai-in-donegal-issue-warning-following-ransomware-attacks/0

Ukraine LMC Europe & Central Asia2022 January 14 https://ukranews.com/ua/news/826898-kiberataka-ne-torknulasya-sajtiv-pravoohoronnyh-organiv0

Germany HIC Europe & Central Asia2022 July 6 https://www.tagblatt.de/Nachrichten/IHK-warnt-vor-Cyberangriffen-551925.html0

Indonesia LMC East Asia & Pacific2022 October 25 https://www.cnnindonesia.com/teknologi/20221024112632-192-864538/3-situs-milik-kampus-yogyakarta-diretas-1-punya-ugm0

Russia UMC Europe & Central Asia2022 May 21 https://www.forbes.ru/svoi-biznes/465617-kak-material-security-dobilsa-ocenki-v-1-1-mlrd-zasisaa-kompanii-ot-vzloma-pocty0

Russia UMC Europe & Central Asia2022 September 16 https://regnum.ru/news/3698311.html 0

Mexico UMC Latin America & Caribbean2022 July 13 https://www.eluniversal.com.mx/nacion/bajo-reserva-expres-el-ciberataque-la-plataforma-nacional-de-transparencia0

Ukraine LMC Europe & Central Asia2022 March 3 https://24tv.ua/ru/sajt-oda-zdijsnili-kiberataku-rozmistili-zajavu-zelenskogo-pro_n18890790



Israel HIC Middle East & North Africa2022 January 24 https://www.calcalist.co.il/calcalistech/article/sjabt73pt0

Mexico UMC Latin America & Caribbean2022 June 21 http://gda.com/detalle-de-la-noticia/?article=47695860

South KoreaHIC East Asia & Pacific2022 June 30 https://zdnet.co.kr/view/?no=202206301627310

France HIC Europe & Central Asia2022 August 25 https://www.lemondeinformatique.fr/actualites/lire-le-ransomware-hive-jette-un-froid-sur-l-it-de-damart-87792.html0

South KoreaHIC East Asia & Pacific2022 March 24 https://moneys.mt.co.kr/news/mwView.php?no=2022032507008099320&code=w1602&MRN0

Czech RepublicHIC Europe & Central Asia2022 July 26 https://jablonecky.denik.cz/pocitace-a-mobily/hackeri-utoci-i-v-lete-pozor-na-malware-andreed-triada-a-cerberus-21220725.html0

Uruguay HIC Latin America & Caribbean2022 July 12 https://ladiaria.com.uy/humor/articulo/2022/7/hackeo-al-sistema-de-pasaportes-heber-anuncia-mayor-apoyo-moral-para-las-computadoras/0

Iran LMC Middle East & North Africa2021 December 30 https://www.balatarin.com/permlink/2021/12/29/57329250

France HIC Europe & Central Asia2021 November 15 https://www.clubic.com/blablacar/actualite-393075-blablacar-attention-a-vos-reservations-une-vague-de-phishing-sevit-sur-la-plateforme.html0

United StatesHIC North America 2021 October 22 https://www.criptonoticias.com/seguridad-bitcoin/victimas-millonario-hackeo-bitcoin-mtgox-recibiran-compensacion-luego-7-anos/0

Belgium HIC Europe & Central Asia2021 September 15 https://geeko.lesoir.be/2021/09/15/lonu-victime-dun-piratage-informatique-depuis-avril/0

South KoreaHIC East Asia & Pacific2018 July 9 http://www.cunews.net/detail.php?number=86006&thread=22r03r01%20style=0

France HIC Europe & Central Asia2021 April 29 https://cyberguerre.numerama.com/11975-oups-ce-forum-de-hackers-vient-de-se-faire-hacker-pour-la-4e-fois-en-2-ans.html0

France HIC Europe & Central Asia2020 July 16 https://www.liberation.fr/direct/element/port-du-masque-obligatoire-piratage-de-comptes-twitter-aux-etats-unis-trump-aux-abois-le-point-sur-l_116432/0

Ukraine LMC Europe & Central Asia2020 February 1 http://dv-gazeta.info/dneprnews/v-dnepre-vzlomali-magazin-zabrali-kolbasu-i-syir.html0

United Arab EmiratesHIC Middle East & North Africa2020 August 30 https://www.emaratalyoum.com/business/local/2020-08-30-1.13919360

Denmark HIC Europe & Central Asia2020 August 14 https://www.computerworld.dk/art/252964/norsk-tilsyn-udsat-for-phishingangreb-det-ser-ud-til-at-e-mails-er-blevet-sendt-ud-til-hele-kontaktlisten0

China UMC East Asia & Pacific2020 June 25 https://finance.sina.com.cn/stock/s/2020-06-25/doc-iircuyvk0404635.shtml0

Finland HIC Europe & Central Asia2020 October 25 https://www.ts.fi/uutiset/kotimaa/5109928/Vastaamon+jarjestelmaan+murtauduttu+ehka+myos+toisen+kerran++nama+tahot+tarjoavat+kriisiapua+uhreille0

Hungary HIC Europe & Central Asia2020 July 1 http://hirek.prim.hu/cikk/139510/ 0

France HIC Europe & Central Asia2019 May 15 https://actu.fr/pays-de-la-loire/saint-nazaire_44184/saint-nazaire-salaries-chantiers-navals-victimes-dun-pirate-informatique-malsain_23642184.html0

Thailand UMC East Asia & Pacific2019 March 1 https://pantip.com/topic/38608069 0

Brazil UMC Latin America & Caribbean2019 November 4 https://canaltech.com.br/windows/malware-usa-falha-geral-no-windows-para-instalar-minerador-de-criptomoedas-154247/0

Belgium HIC Europe & Central Asia2019 April 10 https://www.sudinfo.be/id112391/article/2019-04-10/il-bloquait-lordinateur-des-personnes-qui-se-rendaient-sur-des-sites0

France HIC Europe & Central Asia2019 August 14 https://www.sudouest.fr/2019/08/14/120-cliniques-privees-francaises-victimes-d-un-piratage-informatique-massif-6444491-4696.php0

Russia UMC Europe & Central Asia2018 April 8 https://riasv.ru/news/137272/ 0

Russia UMC Europe & Central Asia2018 October 26 https://primamedia.ru/news/753143/ 0

Poland HIC Europe & Central Asia2018 July 17 http://www.gazetaprawna.pl/artykuly/1178432,atak-hakerow-na-panstwowe-rejestry.html0

Finland HIC Europe & Central Asia2018 July 30 https://www.tivi.fi/Kaikki_uutiset/posti-toi-haittaohjelman-usa-ssa-ihmetellaan-ilmiota-67343940

French PolynesiaHIC East Asia & Pacific2018 July 5 https://fenuanews.com/news/dk-mineur-de-15-ans-mis-en-examen-pour-les-piratages-de-vini-et-de-lopt0

NetherlandsHIC Europe & Central Asia2018 October 4 https://www.autoblog.nl/nieuws/russen-gebruikten-deze-citroen-c3-als-hackstation-1155110

Russia UMC Europe & Central Asia2018 November 16 http://www.cnews.ru/news/top/2018-11-16_chipokalipsis_prodolzhaetsyanajdeno_sem_novyh0

Saudi ArabiaHIC Middle East & North Africa2018 May 29 http://www.aleqt.com/2018/05/29/article_1394801.html0

Latvia HIC Europe & Central Asia2018 November 9 http://rus.delfi.lv/news/daily/latvia/katastrofa-v-skoroj-popytka-vzloma-sistem-dbdd-ai-pogranichniki-v-rizhskom-aeroportu.d?id=505691150

Japan HIC East Asia & Pacific2018 July 4 https://japan.zdnet.com/article/35103772/0

Venezuela Latin America & Caribbean2017 June 20 http://www.radiomundial.com.ve/article/empresa-nayana-paga-1-mill%C3%B3n-para-liberar-cuentas-hackeadas0

KazakhstanUMC Europe & Central Asia2017 January 30 http://today.kz/news/internet/2017-01-30/735041-v-mik-rk-zafiksirovali-vzlomyi-21-internet-resursa/0

Turkey UMC Europe & Central Asia2017 April 4 http://odatv.com/husnu-bozkurta-siber-saldiri-0404171200.html0

South KoreaHIC East Asia & Pacific2017 January 4 http://news.joins.com/article/21077829 0

Russia UMC Europe & Central Asia2017 December 8 https://xakac.info/news/68064 0

South KoreaHIC East Asia & Pacific2017 October 2 http://www.viva100.com/main/view.php?key=201710020100002120

Japan HIC East Asia & Pacific2017 July 30 http://www.etnews.com/201707300001020

South KoreaHIC East Asia & Pacific2017 October 4 HTTP://www.yonhapnews.co.kr/international/2017/10/04/0608000000AKR20171004032200009.HTML?template=55670

United StatesHIC North America 2021 November 16 https://dailynorthwestern.com/2021/11/16/campus/northwestern-faces-cheer-team-retirement-tuition-and-data-breach-lawsuits/0

PhilippinesLMC East Asia & Pacific2021 April 23 https://www.ilonggotechblog.com/search/label/Data%20Breach0

Canada HIC North America 2021 May 15 https://www.winnipegfreepress.com/business/montreal-library-closes-after-hacking-attack-on-daycare-registration-website-574430162.html0

Canada HIC North America 2022 July 26 https://www.cp24.com/news/tso-warns-customers-after-names-email-addresses-compromised-in-ransomware-attack-1.60017350

United StatesHIC North America 2022 July 20 https://www.govtech.com/security/hacked-atms-lead-to-compromised-personal-information0

Ireland HIC Europe & Central Asia2022 January 26 https://www.irishtimes.com/business/inm19-mailboxes-of-four-people-rebuilt-in-data-breach-1.47856670

United StatesHIC North America 2022 September 22 https://www.electric949.com/vdss-warns-of-phishing-scam/0

Australia HIC East Asia & Pacific2022 April 5 https://www.fool.com.au/2022/04/05/block-asxsq2-share-price-jumps-6-despite-reporting-a-data-breach/0

United StatesHIC North America 2022 March 14 https://www.techrepublic.com/article/cybersecurity-attacker-uses-websites-contact-forms-to-spread-bazarloader-malware/0

United StatesHIC North America 2022 April 8 https://www.wmur.com/article/experts-say-hackers-increasingly-targeting-crypto-accounts/396674850

United StatesHIC North America 2022 November 2 https://www.prnewswire.com:443/news-releases/lexisnexis-risk-solutions-study-shows-nearly-half-of-participating-healthcare-payers-experienced-a-data-breach-in-the-last-five-years-costing-an-average-of-5-39m-per-incident-301665959.html0

United StatesHIC North America 2017 June 7 http://www.jdsupra.com/legalnews/business-litigation-alert-expect-more-51919/[575818, 558288, 598970, 1193010, 1193015, 1191539, 1193036, 565531]['Yet another Target settlement highlights data breach costs', 'Business Litigation Alert :  Expect More . Pay More . No Sale for Target After Paying Out Over $60M in Data Breach Settlements  ', 'Yet Another Target Settlement Highlights Data Breach Costs', 'TN joins $18 . 5 million settlement with Target over data breach', 'Tennessee Joins Target Data Breach Settlement ', 'Idaho Announces $18 . 5M Settlement with Target Corporation over 2013 Data Breach', 'State Attorneys General Reach $18 . 5M Agreement With Target Over 2013 Data Breach', 'Target Settles For $18 . 5M Over 2013 Customer Data Breach']7



United StatesHIC North America 2022 December 20 https://www.jsonline.com/story/news/crime/2022/12/20/wisconsin-man-charged-with-hacking-ring-doorbell-cameras-fake-911-calls/69744769007/0

United KingdomHIC Europe & Central Asia2019 January 31 https://www.thetelegraphandargus.co.uk/news/17398879.school-says-no-data-compromised-by-random-email-phishing-attempt/0

United StatesHIC North America 2019 January 25 https://www.cleveland.com/akron/2019/01/ohio-national-guard-cyber-team-called-to-akron-to-mitigate-malware-attack.html0

United StatesHIC North America 2019 February 4 https://www.law360.com/technology/articles/1125111/chili-s-parent-co-must-face-data-breach-suit-court-told0

United StatesHIC North America 2019 April 22 https://arstechnica.com/information-technology/2019/04/loose-online-lips-sink-hack-targeting-governments-and-embassies/0

United KingdomHIC Europe & Central Asia2019 May 23 https://www.itpro.co.uk/internet-of-things-iot/33702/iot-cyber-attacks-cost-uk-economy-1bn-each-year0

United StatesHIC North America 2021 July 27 https://www.natlawreview.com/article/uber-found-to-have-breached-australians-privacy-following-2016-hack0

India LMC South Asia 2020 November 18 https://www.thehindu.com/news/cities/bangalore/ccb-arrests-hacker-in-international-drug-racket-case/article33127005.ece0

Singapore HIC East Asia & Pacific2019 January 29 https://www.techgoondu.com/2019/01/29/in-latest-medical-data-breach-singapore-authorities-fail-to-live-up-to-standard-they-set-for-others/0

Japan HIC East Asia & Pacific2019 August 6 https://www.zdnet.com/article/security-bugs-in-popular-cisco-switch-brand-allow-hackers-to-take-over-devices/0

Japan HIC East Asia & Pacific2019 March 27 https://www.zdnet.com/article/australian-cyber-spooks-hacked-islamic-state-comms-before-major-battle/0

PhilippinesLMC East Asia & Pacific2019 August 24 https://technology.mb.com.ph/2019/08/24/millions-of-personal-data-compromised-in-the-first-half-of-2019-top-level-government-agency-hacked/0

United StatesHIC North America 2019 October 2 https://wtvr.com/2019/10/01/officials-investigating-possible-data-breach-at-virginia-department-of-behavioral-health-and-developmental-services/0

United StatesHIC North America 2019 September 30 https://cogconnected.com/2019/09/rainbow-six-siege-faced-new-hack-switches-operator/0

United StatesHIC North America 2019 November 29 https://www.mlive.com/news/flint/2019/11/mclaren-patient-information-may-have-been-accessed-in-phishing-scam.html0

United StatesHIC North America 2018 December 1 http://americanlivewire.com/2014-01-05-yahoos-ad-servers-infect-100s-thousands-malware/0

United StatesHIC North America 2017 February 7 http://www.jdsupra.com/legalnews/third-circuit-finds-fcra-violation-99611/0

United StatesHIC North America 2017 March 10 http://www.komando.com/happening-now/393060/verifone-point-of-sale-systems-breached-at-gas-stations0

Australia HIC East Asia & Pacific2017 March 15 http://www.bordermail.com.au/story/3948127/thousands-targeted-by-ransomware-email-scam-which-copies-agl-energy-bills/?cs=40670

United KingdomHIC Europe & Central Asia2017 March 22 http://www.computing.co.uk/ctg/news/3007017/millions-of-sap-users-exposed-to-ransomware-due-to-gui-vulnerability0

United StatesHIC North America 2017 April 5 https://threatpost.com/details-around-romanian-phishing-kit-creator-campaign-revealed/124777/0

South AfricaUMC Sub-Saharan Africa2017 April 6 http://www.gadget.co.za/now-hotels-face-ransomware-attacks/0

United StatesHIC North America 2017 April 20 http://wsau.com/news/articles/2017/apr/20/company-warns-of-data-breach/0

United StatesHIC North America 2017 May 8 http://talkingpointsmemo.com/livewire/lindsey-graham-russia-behind-hacks-not-trump-guy-sitting-on-a-bed0

Ireland HIC Europe & Central Asia2017 May 14 http://www.irishtimes.com/news/social-affairs/dara-quigley-case-inquiry-under-way-into-possible-data-breach-1.30825890

United StatesHIC North America 2017 September 4 http://www.americanthinker.com/blog/2017/09/hillary_announces_new_computer_scheme_gets_hacked_right_out_the_gate.html0

Nigeria LMC Sub-Saharan Africa2017 November 9 http://allafrica.com/stories/201711090355.html0

United StatesHIC North America 2017 December 8 https://betanews.com/2017/12/08/new-mafia-cyber-attacks/0

United KingdomHIC Europe & Central Asia2017 December 20 http://www.hertsad.co.uk:80/news/st-albans-tax-demand-data-brach-investigated-by-information-commissioner-office-1-53275000

United StatesHIC North America 2017 July 10 http://www.jdsupra.com/legalnews/alabama-man-sentenced-to-prison-for-87119/0

United StatesHIC North America 2017 December 22 http://www.wbtv.com/story/37123121/some-services-restored-after-mecklenburg-county-ransomware-attack0

United StatesHIC North America 2017 March 24 http://www.sevendaysvt.com/OffMessage/archives/2017/03/23/walters-state-data-breach-much-larger-than-first-thought0

United KingdomHIC Europe & Central Asia2018 February 26 http://www.bbc.co.uk/news/uk-43172371 0

United StatesHIC North America 2018 March 6 https://247wallst.com/technology-3/2018/03/06/2018-data-breach-pace-slows-as-ftc-warns-on-new-medicare-cards/0

Tuvalu UMC East Asia & Pacific2018 March 12 http://www.wctv.tv/content/news/Thousands-may-be-victim-to-LCS-data-breach-476583333.html0

United KingdomHIC Europe & Central Asia2018 April 11 http://cherwell.org/2018/04/11/st-annes-jcr-website-hacked-by-pro-palestinian-liberation-group/0

United StatesHIC North America 2018 June 14 http://www.nj.com/union/index.ssf/2018/06/police_sly_nj_gas_attendant_hacked_gas_pump_comput.html0

NetherlandsHIC Europe & Central Asia2018 July 16 https://www.telecompaper.com/news/telefonica-hit-by-data-breach-possibly-exposing-full-customer-data--12528970

United StatesHIC North America 2018 July 17 http://www.dukechronicle.com/article/2018/07/duke-university-phishing-attack-targets-nearly-2500

United StatesHIC North America 2018 September 11 http://mondaq.com/unitedstates/x/735260/employee+rights+labour+relations/Vulnerable+Vendors+Automakers+Data+Breach+Highlights+Importance+Of+Vendor+Cybersecurity0

Singapore HIC East Asia & Pacific2018 November 13 https://www.tnp.sg/news/singapore/singhealth-hack-ad-hoc-communication-led-delay-taking-action0

United StatesHIC North America 2020 February 28 https://www.wect.com/2020/02/28/phishing-attack-affects-participants-brunswick-co-schools-benefits-plan/0

United StatesHIC North America 2020 November 18 https://www.mobilepaymentstoday.com/news/hackers-hit-crypto-trading-platform/0

United Arab EmiratesHIC Middle East & North Africa2021 February 13 https://gulfnews.com/uae/crime/sharjah-police-recover-210-hacked-social-media-accounts-crack-down-on-cybercriminals-1.768581980

Israel HIC Middle East & North Africa2020 December 4 https://www.albawaba.com/business/black-shadow-hacker-group-demands-50-bitcoins-insurance-company-stop-leaks-13967310

India LMC South Asia 2021 September 23 https://www.newslaundry.com/2021/09/23/suspected-chinese-hack-downloaded-500-mb-data-from-bccls-network-associated-press0

United StatesHIC North America 2021 March 24 https://gizmodo.com/oil-giant-shell-hacked-thanks-to-flaw-ridden-accellion-18465315950

United StatesHIC North America 2021 September 29 https://www.wfaa.com/article/news/education/hackers-are-trying-to-extort-millions-from-allen-isd-cyberattack-over-students-staff-data-officials-say/287-f044d4e2-7812-4fa7-902c-3478e7cae1b50

Russia UMC Europe & Central Asia2022 August 5 https://www.igromania.ru/news/118277/Dying_Light_2_udalos_vzlomat_cherez_polgoda_posle_reliza.html0

Hungary HIC Europe & Central Asia2022 May 3 https://www.origo.hu/itthon/20220503-bajnai-analytica-az-adatvedelmi-biztos-is-kapott-sms-t-a-datadat-csoporttol.html0

Hungary HIC Europe & Central Asia2022 August 13 https://444.hu/2022/08/13/feltortek-a-shitexpress-nevu-oldalt-leleplezodtek-az-ugyfelek-es-az-uzeneteik-is0

South KoreaHIC East Asia & Pacific2022 February 27 https://www.hankookilbo.com/News/Read/A20220227122700029630

Ukraine LMC Europe & Central Asia2022 March 5 https://www.unian.net/techno/hakeri-anonymous-poklali-sayt-fsb-11730829.html0

Belgium HIC Europe & Central Asia2022 May 8 https://www.sudinfo.be/id460853/article/2022-05-08/en-belgique-le-phishing-represente-25-millions-deuros-de-fraudes-en-20210

Russia UMC Europe & Central Asia2022 October 14 http://trud-ost.ru/?p=833622 0



Mexico UMC Latin America & Caribbean2022 July 1 https://www.eldiariodechihuahua.mx/economia/suben-sueldos-y-sigue-pirateo-de-traileros-20220630-1946460.html0

Poland HIC Europe & Central Asia2022 March 31 https://www.portalsamorzadowy.pl/prawo-i-finanse/poczta-ostrzega-klientow-przed-mozliwa-kampania-phishingowa,366011.html0

France HIC Europe & Central Asia2022 November 22 https://www.ledauphine.com/faits-divers-justice/2022/11/22/la-region-guadeloupe-denonce-une-cyber-attaque-de-grande-ampleur0

Argentina UMC Latin America & Caribbean2022 April 1 https://elintransigente.com/2022/04/todos-presos-desbarataron-a-la-banda-que-hackeo-el-poder-judicial-en-chaco/0

Russia UMC Europe & Central Asia2022 April 29 https://www.securitylab.ru/news/531378.php0

Mexico UMC Latin America & Caribbean2022 November 5 https://www.omnia.com.mx/noticia/243539/hermanos-de-el-mencho-comandan-al-cjng-revelo-hackeo-a-la-sedena0

South KoreaHIC East Asia & Pacific2021 May 11 http://newsway.co.kr/news/view?ud=20210511160919913960

Germany HIC Europe & Central Asia2021 October 18 https://www.heise.de/news/Montag-Metaversum-Jobs-China-Boeller-Hospital-Hack-Tesla-Einfluss-Smishing-6220371.html0

Russia UMC Europe & Central Asia2021 February 22 https://www.fontanka.ru/2021/02/22/69779375/0

KyrgyzstanLMC Europe & Central Asia2021 February 17 http://kabar.kg/news/vyiavlen-fakt-popytki-vzloma-saita-gknb/0

Mexico UMC Latin America & Caribbean2021 December 14 https://www.omnia.com.mx/noticia/202496/presentan-ante-juez-a-cuarto-implicado-en-hackeo-a-la-presidencia-municipal-de-c0

Ukraine LMC Europe & Central Asia2021 September 17 http://internetua.com/hakery-nacsali-vzlamyvat-saity-krupnyh-kompanii-s-pomosxua-perebora-parolei0

Croatia HIC Europe & Central Asia2021 October 6 https://www.vecernji.hr/vijesti/u-velikoj-akciji-u-bih-uhiceno-sedam-osoba-hakirali-su-bankovne-racune-15288740

Argentina UMC Latin America & Caribbean2020 July 8 https://www.infobae.com/america/mexico/2020/07/08/el-banco-de-mexico-reporto-intento-de-hackeo-a-su-pagina-web/0

China UMC East Asia & Pacific2020 May 22 https://hd.stheadline.com/news/realtime/hk/1777546/%E5%8D%B3%E6%99%82-%E6%B8%AF%E8%81%9E-%E5%95%86%E6%A5%AD%E7%B6%B2%E9%A8%99%E6%BF%80%E5%A2%9E3%E4%B8%89%E5%80%8D-%E8%AD%A6%E9%8F%9F713%E9%87%A3%E9%AD%9A%E6%AE%AD%E5%B1%8D%E7%B6%B20

South KoreaHIC East Asia & Pacific2020 January 17 http://www.viva100.com/main/view.php?key=202001170100059430

Malaysia UMC East Asia & Pacific2020 February 7 https://amanz.my/2020227535/ 0

Ukraine LMC Europe & Central Asia2020 July 18 https://www.dialog.ua/business/211690_15950193510

Belarus UMC Europe & Central Asia2020 November 4 https://interfax.by/news/policy/raznoe/1286342/0

Mexico UMC Latin America & Caribbean2020 July 13 https://www.am.com.mx/soy-fiera/Culpan-a-Fieronymus-por-hackeo-a-redes-del-Atletico-de-San-Luis--20200712-0029.html0

Israel HIC Middle East & North Africa2017 March 24 http://www.tgspot.co.il/hacker-group-threatens-to-wipe-millions-of-iphones/0

South KoreaHIC East Asia & Pacific2020 October 6 http://www.busan.com/view/busan/view.php?code=20201006192611766860

Poland HIC Europe & Central Asia2020 August 19 https://www.dobreprogramy.pl/Oszusci-wyludzaja-dane-kart-mBanku.-Podszywaja-sie-pod-serwis-z-serialami,News,109644.html0

Russia UMC Europe & Central Asia2020 September 10 https://lenta.ru/news/2020/09/10/babariko/0

Israel HIC Middle East & North Africa2020 December 20 https://www.pc.co.il/featured/328312/ 0

Norway HIC Europe & Central Asia2020 November 1 https://www.digi.no/artikler/hacket-mcdonald-s-for-a-lage-oversikt-over-iskremmaskiner-som-er-ute-av-drift/5018740

Spain HIC Europe & Central Asia2019 June 11 https://www.lainformacion.com/espana/cni-bancos-cajeros-hackers/6503601/0

United StatesHIC North America 2019 September 26 https://de.nachrichten.yahoo.com/bundesamt-warnt-welle-cyberangriffen-103546498--finance.html0

Belgium HIC Europe & Central Asia2019 October 1 https://datanews.levif.be/ict/actualite/samsung-avait-installe-un-logiciel-de-bidouillage-sur-le-galaxy-s4/article-normal-1197539.html0

Germany HIC Europe & Central Asia2019 March 13 http://www.nordbayern.de/region/fuerth/phishing-mails-cyberangriff-auf-further-spd-parlamentarier-1.86956570

Denmark HIC Europe & Central Asia2019 June 28 https://www.version2.dk/artikel/hackere-snyder-stadig-2fa-listig-teknik-omgaar-ny-sms-beskyttelse-android-10883570

United StatesHIC North America 2019 February 1 http://www.fainaidea.com/interesnoe/neobychnoe/ar-kompaniya-houzz-podelilas-novostyu-o-vzlome-159290.html0

India LMC South Asia 2019 May 8 https://maharashtratimes.indiatimes.com/maharashtra/aurangabad-marathwada-news/aurangabad/ten-facebook-account-hacks-for-womens-defamation/articleshow/69222627.cms0

Brazil UMC Latin America & Caribbean2019 August 16 https://www.correiobraziliense.com.br/app/noticia/economia/2019/08/15/internas_economia,777399/na-vespera-de-saques-do-pis-caixa-tem-tentativa-de-hackeamento.shtml0

France HIC Europe & Central Asia2019 November 25 https://www.universfreebox.com/article/53071/phishing-ciblant-les-abonnes-free-on-ne-gagne-pas-de-cadeaux-sans-casser-des-ufs0

Mexico UMC Latin America & Caribbean2019 January 5 https://www.jornada.com.mx/2019/01/05/economia/014n2eco0

Mexico UMC Latin America & Caribbean2018 July 26 http://www.elmanana.com.mx/noticia/172618/Piratean-desde-EU-a-choferes-de-traileres-.html0

Portugal HIC Europe & Central Asia2018 March 27 https://www.pcguia.pt/2018/03/avast-identifica-malware-na-aplicacao-kik-messenger/0

Russia UMC Europe & Central Asia2018 March 8 http://www.rosbalt.ru/world/2018/03/08/1687442.html0

United KingdomHIC Europe & Central Asia2018 July 24 https://www.bbc.com/mundo/noticias-420756270

Germany HIC Europe & Central Asia2018 March 31 http://www.epochtimes.de/politik/deutschland/staat-hakt-buerger-transparenz-verweigert-gruene-wollen-informationen-zum-bundestrojaner-einklagen-a2389347.html0

South KoreaHIC East Asia & Pacific2018 March 13 http://www.koreatimes.com/article/20180312/11665810

Spain HIC Europe & Central Asia2018 September 10 https://www.canarias7.es/sucesos/detenido-por-ciberataques-a-empresas-para-robar-datos-de-tarjetas-bancarias-DC54556210

Austria HIC Europe & Central Asia2018 November 20 https://www.vol.at/phishingmails-betrueger-geben-sich-als-finanzamt-aus/6002976/0

Finland HIC Europe & Central Asia2017 May 22 http://www.tivi.fi/Kaikki_uutiset/hakkerit-iskivat-haittaohjelmalla-softafirmaan-sinne-meni-lahdekoodi-66513060

South KoreaHIC East Asia & Pacific2017 April 4 http://www.newshankuk.com/news/content.asp?fs=1&ss=3&news_idx=2017040414092215790

United StatesHIC North America 2019 March 27 https://www.fiercehealthcare.com/tech/health-it-roundup-ucla-health-reaches-7-5m-settlement-over-2015-data-breach[4414149, 4411178]['Analyzing the $7 . 5 Million UCLA Health Data Breach Settlement', 'Health IT Roundup UCLA Health reaches $7 . 5M settlement over 2015 data breach']1

Turkey UMC Europe & Central Asia2017 March 18 http://shiftdelete.net/instagram-hesaplarini-hedef-alan-android-zararlisi-803000

South KoreaHIC East Asia & Pacific2017 July 31 http://www.diodeo.com/news/view/23579040

South KoreaHIC East Asia & Pacific2017 July 30 http://news.joins.com/article/21802698 0

Ukraine LMC Europe & Central Asia2017 November 2 http://talks.su/news/socialnaya-set-twitter-tretyakovki-vzlomali-razmestiv-rolik-20171102/0

China UMC East Asia & Pacific2017 May 15 http://www.itbear.com.cn/html/2017-05/208183.html0

India LMC South Asia 2021 December 6 https://www.telegraphindia.com/my-kolkata/news/kolkata-school-webinar-hacked-probe-on-to-track-hackers/cid/18420730

United StatesHIC North America 2021 May 10 https://www.macrumors.com/2021/05/10/hacked-airtag-links-to-custom-url-lost-mode/0

United StatesHIC North America 2022 September 14 https://www.govtech.com/security/fremont-county-colo-extends-cyber-attack-emergency-declaration0



United StatesHIC North America 2022 October 12 https://mashable.com/article/hacker-steals-mango-crypto-100-million0

United StatesHIC North America 2022 February 9 https://www.jdsupra.com/legalnews/data-breach-alert-st-lucie-county-s-6467807/0

PhilippinesLMC East Asia & Pacific2022 February 27 https://newsinfo.inquirer.net/1560772/cyber-attack-hits-cnn-philippines-website-during-presidential-debate0

United StatesHIC North America 2022 March 23 https://www.politico.com/news/2022/03/23/health-data-breaches-2021-hacking-surge-politico-000192830

United KingdomHIC Europe & Central Asia2022 May 30 https://www.computing.co.uk/news/4050482/iot-enemybot-vmware-f5-big-ip0

United StatesHIC North America 2019 March 6 https://www.spamfighter.com/News-22069-Hackers-attempted-to-steal-around-%E2%82%AC13-million-from-Bank-of-Valletta-in-Malta.htm0

United StatesHIC North America 2019 January 22 http://www.spamfighter.com/News-21994-Hackers-compromised-Emergency-Warning-System-and-send-email-and-text-messages-to-thousands-of-Australians.htm0

United StatesHIC North America 2019 January 31 http://www.spamfighter.com/News-22007-Customers-of-Singapore-Airlines-were-warned-about-Phishing-website-promising-free-air-tickets.htm0

Canada HIC North America 2019 July 29 https://runnermag.ca/2019/07/news-brief-kwantlen-student-association-manages-internal-data-breach/0

United KingdomHIC Europe & Central Asia2019 August 12 https://www.warringtonguardian.co.uk/news/17831702.man-jailed-hacking-cheshire-police-gmp-websites-39-revenge-attack-39/0

United StatesHIC North America 2019 August 8 http://www.globenewswire.com/news-release/2019/08/08/1899716/0/en/Anomali-Threat-Research-Team-Discovers-BITTER-APT-Phishing-Campaign-Targeting-People-s-Republic-of-China-Government-Agencies.html0

Bahamas HIC Latin America & Caribbean2018 December 15 http://bahamaspress.com/2018/12/15/the-central-bank-of-the-bahamas-website-has-been-hacked-and-we-hear-nothing-of-the-incident/0

United StatesHIC North America 2018 May 30 https://article.wn.com/view/2018/05/30/Hackers_Demand_1_Million_In_XRP_After_Bank_Data_Theft_z/0

Canada HIC North America 2017 January 8 http://www.montrealgazette.com/travel/hotels+states+have+been+hackers/12666900/story.html0

United KingdomHIC Europe & Central Asia2017 January 21 http://www.dailymail.co.uk/wires/ap/article-4144004/Ghana-reaches-quarterfinals-hackers-target-African-Cup.html0

South AfricaUMC Sub-Saharan Africa2017 January 31 http://www.itweb.co.za/index.php?option=com_content&view=article&id=158016:Kenya-cyber-attacks-growing-in-sophistication-prevention-is-key-&catid=2650

Taiwan 2017 February 8 http://focustaiwan.tw/news/aipl/201702080009.aspx0

Nigeria LMC Sub-Saharan Africa2017 May 19 http://www.thetidenewsonline.com/2017/05/19/german-cyber-agency-chides-yahoo-over-hacking-probe/0

United StatesHIC North America 2017 August 25 http://www.peninsuladailynews.com/news/investigation-continues-into-possible-port-angeles-data-breach/0

United StatesHIC North America 2017 August 1 http://www.healthcareitnews.com/news/how-coffee-machine-brewed-ransomware-and-other-startling-findings-himss-cybersecurity-report0

Australia HIC East Asia & Pacific2017 September 15 http://www.smh.com.au/national/non-government-schools/somerville-house-donors-warned-of-20170914-p4yvwy.html0

United StatesHIC North America 2017 October 19 https://healthitsecurity.com/news/16k-patients-notified-following-phishing-scam-in-md-facility0

United StatesHIC North America 2017 October 26 http://blog.executivebiz.com/2017/10/kaspersky-lab-detected-equation-malware-not-linked-to-alleged-2015-cyber-incidents/0

United StatesHIC North America 2017 December 4 http://www.autoconnectedcar.com/2017/12/warning-double-device-relay-key-fob-system-hack-for-thieves-to-steal-your-car/0

United KingdomHIC Europe & Central Asia2018 February 12 https://www.scmagazineuk.com/windows-installer-service-hacked-to-infect-victims-systems-with-malware/article/743633/0

United StatesHIC North America 2017 September 29 http://www.vermontbiz.com/news/2017/september/29/ag-settles-data-breach-case-264000-issues-400-social-security-number-penalty0

United StatesHIC North America 2018 March 31 https://mrtopstep.com/easter-holiday-phishing-scams-and-malware-campaigns/0

United StatesHIC North America 2018 May 29 https://www.christiantoday.com/article/christian-advocacy-group-hit-by-cyber-attack-after-calling-out-turkeys-human-rights-violations/129284.htm0

United StatesHIC North America 2018 October 10 https://www.natlawreview.com/article/florida-court-finds-no-coverage-data-breach-incident-under-personal-and-advertising0

PhilippinesLMC East Asia & Pacific2018 October 12 https://business.inquirer.net/258868/abs-cbn-prevented-data-breach-online-shop-privacy-agency0

United KingdomHIC Europe & Central Asia2018 July 25 https://www.independent.co.uk/life-style/gadgets-and-tech/news/russian-hacking-attacks-us-power-grid-sewage-explosions-a8462691.html0

Ireland HIC Europe & Central Asia2018 August 3 https://www.siliconrepublic.com/enterprise/mention-data-breach0

China UMC East Asia & Pacific2018 October 30 http://www.ejinsight.com/20181030-legco-set-to-act-on-massive-data-breach-at-cathay/0

United StatesHIC North America 2018 November 2 http://mondaq.com/uk/x/750244/data+protection/Court+Of+Appeal+Confirms+Supermarket+Vicariously+Liable+For+Data+Breach+By+Rogue+Employee0

Ireland HIC Europe & Central Asia2020 May 12 https://www.independent.ie/irish-news/courts/garda-investigation-file-being-prepared-against-dublin-man-wanted-in-us-for-alleged-2m-bitcoin-hacking-theft-39200253.html0

United StatesHIC North America 2018 December 13 https://news.yahoo.com/lawyers-equifax-data-breach-case-170549043.html0

PhilippinesLMC East Asia & Pacific2020 June 17 https://www.rappler.com/technology/news/264055-feu-cybersecurity-hacking-exposure-student-data-june-17-20200

United StatesHIC North America 2020 May 28 http://www.itechpost.com/articles/102778/20200528/anonymous-hacks-internet-providers-twitter-account-after-tweeting-cybersecurity-tips.htm0

United StatesHIC North America 2020 February 14 https://www.superhits106.com/2020/02/14/dubuque-man-charged-in-michigan-hacking-scheme/0

United StatesHIC North America 2020 February 21 https://www.bankinfosecurity.com/facilities-maintenance-firm-recovering-from-malware-attack-a-137470

United KingdomHIC Europe & Central Asia2020 February 27 https://www.computing.co.uk/news/4011512/iran-phishing-soleimani0

Canada HIC North America 2020 May 1 https://edmontonsun.com/news/local-news/police-probe-grotesque-hacker-who-crashed-food-banks-online-zoom-rally/wcm/22e530d5-2cbe-43f7-8112-9ee0c8c9c83f0

Canada HIC North America 2020 August 27 https://www.orangevilletoday.ca/2020/08/27/wdg-public-health-is-reporting-a-data-breach/0

United StatesHIC North America 2021 January 7 https://www.reuters.com/article/dataprivacy-zynga-arbitration-idUSL1N2JI2BD0

Australia HIC East Asia & Pacific2020 August 31 https://www.businessinsider.com.au/the-heat-group-hacked-2020-80

United StatesHIC North America 2020 September 8 https://healthitsecurity.com/news/assured-imaging-ransomware-causes-data-theft-affecting-245k-patients0

United StatesHIC North America 2020 November 12 https://www.msn.com/en-us/news/technology/cyber-hacking-state-report-finds-growing-threat-to-local-businesses-individuals/ar-BB1aVPum0

Japan HIC East Asia & Pacific2020 November 24 https://www.zdnet.com/article/israeli-companies-targeted-with-new-pay2key-ransomware/0

New ZealandHIC East Asia & Pacific2021 February 9 https://livenews.co.nz/2021/02/09/cyber-security-reserve-bank-of-new-zealand-supports-stakeholders-affected-by-illegal-data-breach/0

United StatesHIC North America 2020 December 29 https://www.wsws.org/en/articles/2020/12/29/solr-d29.html0

Argentina UMC Latin America & Caribbean2022 April 29 https://www.clarin.com/tecnologia/mercadolibre-empezo-notificar-usuarios-afectados-hackeo-marzo-dice-mensaje_0_4qNb2OgVyr.html0

Austria HIC Europe & Central Asia2022 November 27 https://kaernten.orf.at/stories/3184014/ 0

Russia UMC Europe & Central Asia2022 September 13 https://regnum.ru/news/3694740.html 0

France HIC Europe & Central Asia2022 January 28 https://www.phonandroid.com/il-mine-du-bitcoin-avec-des-cles-usb-le-ministere-de-la-justice-cible-par-un-ransomware-cest-le-recap.html0

Serbia UMC Europe & Central Asia2022 July 7 https://www.danas.rs/vesti/drustvo/hakovana-internet-stranica-klinickog-centra-kragujevac/0



NetherlandsHIC Europe & Central Asia2022 December 7 https://www.techzine.nl/nieuws/security/511812/cybercriminelen-hacken-linux-systemen-met-behulp-van-proot/0

Russia UMC Europe & Central Asia2021 December 13 https://overclockers.ru/blog/TechRanch/show/60514/vredonos-cryptobot-sobiraet-paroli-kriptokoshelkov0

Ukraine LMC Europe & Central Asia2021 October 6 https://gazeta.ua/ru/blog/55869/zevlada-haknula-verhovnu-radu-naslidki-budut-masshtabni0

Vietnam LMC East Asia & Pacific2021 October 6 https://vnmedia.vn/cong-nghe/202110/su-co-tan-cong-mang-vao-cac-he-thong-tai-viet-nam-giam-nhe-0687b67/0

Czech RepublicHIC Europe & Central Asia2021 January 30 https://www.mobilmania.cz/clanky/kaspersky-covid-ovlivnil-i-hackery-utoku-na-mobily-ubylo-ransomware-roste/sc-3-a-1350472/default.aspx0

France HIC Europe & Central Asia2021 October 1 https://www.lemondeinformatique.fr/actualites/lire-telex-l-afnic-reconduite-pour-5-ans-un-ransomware-perturbe-les-librairies-en-ligne-stg-veut-fusionner-mcafee-et-fireeye-84357.html0

Germany HIC Europe & Central Asia2021 August 26 https://winfuture.de/news,124849.html 0

Poland HIC Europe & Central Asia2021 July 9 https://www.komputerswiat.pl/aktualnosci/bezpieczenstwo/bank-pekao-przekazuje-900-zl-po-polskiej-sieci-krazy-nowy-phishing/mnyf3dk0

Mexico UMC Latin America & Caribbean2020 September 21 https://www.unocero.com/software/rampant-kitten-malware-salta-autenticacion-en-dos-factores-android/0

United StatesHIC North America 2020 September 28 https://www.radioseoul1650.com/local/%EC%84%BC%EC%84%9C%EC%8A%A4-%EC%82%AC%EC%B9%AD-%EC%9D%B4%EB%A9%94%EC%9D%BC-%ED%94%BC%EC%8B%B1%EC%82%AC%EA%B8%B0-%EA%B7%B9%EC%84%B1/0

Turkey UMC Europe & Central Asia2020 January 23 https://www.yeniakit.com.tr/haber/korsan-bin-selman-once-hackledi-sonra-bilgileri-sizdirdi-1022997.html0

Italy HIC Europe & Central Asia2020 June 26 https://www.ilfattoquotidiano.it/2020/06/26/click-day-di-aprile-per-bonus-autonomi-il-sito-dellinps-ando-in-tilt-per-un-attacco-hacker/5849414/0

Russia UMC Europe & Central Asia2020 December 2 https://3dnews.ru/1026818/detektivnoe-priklyuchenie-twin-mirror-vzlomali-v-den-reliza0

France HIC Europe & Central Asia2020 April 14 https://www.usine-digitale.fr/article/paralysee-par-un-ransomware-la-metropole-de-marseille-n-attend-un-retour-a-la-normale-que-fin-mai.N9429010

Belgium HIC Europe & Central Asia2020 September 29 https://www.nieuwsblad.be/cnt/dmf20200929_915248200

Ukraine LMC Europe & Central Asia2020 December 22 http://internetua.com/hakery-atakovali-1000-kompuaterov-proizvoditelya-aromatizatorov-symrise0

Russia UMC Europe & Central Asia2019 September 8 https://regnum.ru/news/society/2712318.html0

Spain HIC Europe & Central Asia2019 November 11 https://www.facua.org/es/noticia.php?Id=147230

Belarus UMC Europe & Central Asia2019 February 21 https://news.tut.by/finance/627238.html 0

South KoreaHIC East Asia & Pacific2019 October 21 http://www.diodeo.com/news/view/37244610

Russia UMC Europe & Central Asia2019 July 12 https://www.securitylab.ru/blog/company/PandaSecurityRus/346656.php0

Italy HIC Europe & Central Asia2019 April 19 https://www.wired.it/internet/web/2019/04/19/scarnos-spyware-windows-android/0

Ukraine LMC Europe & Central Asia2018 March 27 https://www.unian.net/curiosities/10057520-ya-obo-anyy-putinskiy-kloun-soobshchestvo-rupora-kremlya-soloveva-vzlomali-foto.html0

United StatesHIC North America 2018 January 17 https://altadensidad.com/malware-espia-lugares-especificos-a-traves-del-microfono-de-los-telefonos-infectados/0

Russia UMC Europe & Central Asia2018 January 27 https://pronedra.ru/life/2018/01/28/rossiyane-smogut-poluchit-besplatnyie-biletyi-v-prilozhenii-hakerov-che-burashka-208014.html0

Russia UMC Europe & Central Asia2018 January 19 http://runews24.ru/society/19/01/2018/4b21a4ef37b47f4ba8232af80801f6eb0

Mexico UMC Latin America & Caribbean2018 May 8 http://www.zocalo.com.mx/new_site/articulo/sufre-condusef-ataque-de-hackers/0

South KoreaHIC East Asia & Pacific2017 October 16 http://www.diodeo.com/news/view/24765960

India LMC South Asia 2017 March 27 http://www.jansatta.com/rajya/orissa/bhubneshwar-news-crime-news-without-getting-higher-education-a-rickshaw-puller-hacked-atm/285433/0

Vietnam LMC East Asia & Pacific2017 September 8 http://www.baomoi.com/hacker-gia-mao-email-cua-chinh-phu-de-phat-tan-ma-doc/c/23225639.epi0

South KoreaHIC East Asia & Pacific2017 July 14 http://biz.heraldcorp.com/view.php?ud=201707140001010

United KingdomHIC Europe & Central Asia2021 December 2 https://www.techradar.com/news/us-jails-man-behind-bulletproof-hosting-service-that-helped-malware-operators-evade-detection0

United StatesHIC North America 2021 April 9 https://www.wpsdlocal6.com/news/kentucky-shutting-down-unemployment-website-for-four-days-due-to-massive-fraud-hacking-attempts/article_2a1ba53e-98b0-11eb-b759-8799d9e67af9.html0

United StatesHIC North America 2021 December 3 https://www.esecurityplanet.com/threats/nation-state-attackers-rtf-injection-malware/0

United StatesHIC North America 2021 May 9 https://www.newsbtc.com/news/ethereum/hackers-looted-2600-eth-rari-capital/0

Canada HIC North America 2021 July 20 https://www.itbusiness.ca/news/hashtag-trending-july-20-fear-excessive-surveillance-china-blamed-for-hack-chip-shortage-hits-smartphones/1189180

United StatesHIC North America 2022 January 5 https://patch.com/oregon/portland/mcmenamins-data-breach-much-broader-previously-reported0

United StatesHIC North America 2022 September 19 https://www.jdsupra.com/legalnews/m-c-dean-inc-reports-data-breach-after-1236681/0

United StatesHIC North America 2022 March 14 https://www.americanbanker.com/news/new-york-community-bank-reports-data-breach0

United KingdomHIC Europe & Central Asia2022 April 5 https://www.birminghammail.co.uk/news/midlands-news/delight-facebook-restores-businesswomans-pages-235940830

United StatesHIC North America 2019 April 17 https://krebsonsecurity.com/2019/04/how-not-to-acknowledge-a-data-breach/0

PhilippinesLMC East Asia & Pacific2022 July 10 https://businessmirror.com.ph/2022/07/11/illegal-phishing-activities-in-the-philippine-digital-sea/0

Jamaica UMC Latin America & Caribbean2021 February 18 http://jamaica-gleaner.com/article/lead-stories/20210218/data-breach-blowback-jamcovid-exposure-treasure-trove-scammers-says0

United StatesHIC North America 2021 April 5 http://www.homelandsecuritynewswire.com/dr20210405-black-army-rises-the-important-things-about-the-border-crisis-doubleextortion-ransomware-attacks-and-more0

United StatesHIC North America 2019 July 23 https://nakedsecurity.sophos.com/2019/07/23/sharepoint-online-scam-sadly-phishings-not-dead/0

United StatesHIC North America 2020 December 11 https://www.bizjournals.com/columbus/news/2020/12/11/cyber-attack-hobbles-sales-for-dsw.html0

China UMC East Asia & Pacific2019 September 19 https://technode.com/2019/09/19/chinese-wifi-routers-expose-private-networks-to-hackers/0

United StatesHIC North America 2019 October 25 https://www.wired.com/story/uber-tipping-apple-malware-app-store/0

Russia UMC Europe & Central Asia2019 November 5 https://www.securityweek.com/darkuniverse-apt-uses-just-time-malware-creation0

Russia UMC Europe & Central Asia2019 November 21 https://www.bleepingcomputer.com/news/security/new-riplace-bypass-evades-windows-10-av-ransomware-protection/0

United KingdomHIC Europe & Central Asia2019 December 11 https://www.heraldscotland.com/opinion/18093332.phishing-joined-whaling-fraud-threat-businesses/0

United StatesHIC North America 2017 February 28 http://www.mycentraloregon.com/2017/02/28/electronic-data-breach-scammer-uses-email/0

United StatesHIC North America 2017 March 16 https://www.washingtonpost.com/news/worldviews/wp/2017/03/16/the-fbi-just-indicted-a-russian-official-for-hacking-but-why-did-russia-charge-him-with-treason/0

United StatesHIC North America 2017 September 5 http://www.tmcnet.com/usubmit/2017/09/05/8605543.htm0

United StatesHIC North America 2017 September 15 http://www.buckscountycouriertimes.com/news/local/hundreds-of-bucks-county-employees-affiliates-hit-with-phishing-ploy/article_b6c00d76-9a2c-11e7-ae9a-e319b1f7a55b.html0



India LMC South Asia 2017 November 29 https://www.gizbot.com/news/hackers-use-fake-amazon-website-link-for-scamming-consumers-046011.html0

United StatesHIC North America 2017 June 1 http://www.elkharttruth.com/hometown/elkhart/beacon-health-warns-of-possible-data-breach-involving-patients/article_ce0df8f2-2884-5cec-99f7-81efdd9f5a2c.html0

United StatesHIC North America 2018 February 12 http://www.rttnews.com/story.aspx?Id=28617130

United StatesHIC North America 2018 January 24 http://www.9and10news.com/2018/01/24/michigan-department-treasury-warns-businesses-phishing-scams/0

United StatesHIC North America 2018 March 8 https://arstechnica.com/information-technology/2018/03/lame-google-play-apps-that-attack-users-with-windows-malware-is-still-a-thing/0

Ireland HIC Europe & Central Asia2018 June 8 https://www.siliconrepublic.com/enterprise/yahoo-oath-gdpr-ireland0

India LMC South Asia 2018 March 20 https://www.indiatimes.com/technology/news/stop-using-these-41-popular-smartphone-apps-as-indian-govt-calls-them-all-chinese-spyware-341801.html0

United StatesHIC North America 2018 May 21 https://qz.com/index/1282169/botnet-fraud-is-an-expensive-risk-but-its-worth-20-million-a-month-for-hackers-and-cybercriminals/0

United StatesHIC North America 2018 October 4 https://thehill.com/policy/cybersecurity/409758-security-firm-russian-hacking-group-behind-dnc-hack-now-conducting0

United StatesHIC North America 2018 June 30 http://www.courant.com/community/middletown/hc-news-middletown-school-ransomware-20180629-story.html0

United StatesHIC North America 2018 July 12 https://boingboing.net/2018/07/11/hackers-swiped-an-operator-man.html0

United KingdomHIC Europe & Central Asia2018 October 30 https://www.cbronline.com/news/cobalt-carbanak0

United KingdomHIC Europe & Central Asia2018 September 20 https://www.fwi.co.uk/news/thousands-of-farm-details-passed-to-animal-rights-activists0

United StatesHIC North America 2018 December 6 https://www.vg247.com/2018/12/06/bethesda-security-exploit/0

India LMC South Asia 2018 December 11 https://www.dnaindia.com/mumbai/report-mumbai-diamond-trading-firm-s-bank-account-hacked-two-arrested-26944570

Russia UMC Europe & Central Asia2020 January 23 https://www.securityweek.com/targeted-phishing-campaign-leverages-death-iranian-general-qasem-suleimani0

United StatesHIC North America 2020 June 30 https://healthitsecurity.com/news/american-medical-tech-reports-2019-email-hack-impacting-47k-patients0

United StatesHIC North America 2020 April 1 https://www.prweb.com/releases/stueve_siegel_hanson_investigates_tandem_diabetes_care_data_breach/prweb17015897.htm0

United StatesHIC North America 2021 January 4 https://www.govtech.com/public-safety/Ohio-County-Sheriff-Turns-to-Paper-Following-System-Hack.html0

China UMC East Asia & Pacific2020 October 21 https://www.hellenicshippingnews.com/cma-cgm-cyber-attack-the-questions-you-should-be-asking-your-team/0

United StatesHIC North America 2021 October 13 https://www.campussafetymagazine.com/hospital/hacker-medical-records-san-juan-regional/0

Russia UMC Europe & Central Asia2022 April 27 https://www.securitylab.ru/news/531346.php0

Romania UMC Europe & Central Asia2022 April 29 https://maszol.ro/belfold/A-rendorseg-feljelentest-tett-a-szervezett-bunozes-elleni-ugyosztalyon-a-penteki-kibertamadasok-miatt0

Italy HIC Europe & Central Asia2022 April 1 https://www.tecnoandroid.it/2022/04/01/hacker-in-azione-facebook-ti-avvisa-via-mail-10505360

South KoreaHIC East Asia & Pacific2022 March 27 https://www.edaily.co.kr/news/read?newsId=01590806632267584&mediaCodeNo=2570

Germany HIC Europe & Central Asia2022 November 22 https://www.mainpost.de/regional/hassberge/cyberattacke-auf-uponor-ging-es-den-hackern-um-loesegeld-art-109760590

Belgium HIC Europe & Central Asia2022 May 13 https://www.hbvl.be/cnt/dmf20220513_951667670

Russia UMC Europe & Central Asia2022 October 26 https://www.securitylab.ru/news/534538.php0

United StatesHIC North America 2022 June 16 https://www.teletica.com/salud/ccss-separa-del-cargo-a-dos-jerarcas-como-parte-de-la-investigacion-por-hackeo_3136270

BangladeshLMC South Asia 2022 February 28 https://bangla.bdnews24.com/tech/article2022541.bdnews0

Italy HIC Europe & Central Asia2022 November 13 https://www.punto-informatico.it/spyware-commerciale-trovato-smartphone-samsung/0

Venezuela Latin America & Caribbean2022 September 26 https://www.entornointeligente.com/intento-de-hackeo-afecta-cuentas-de-salud/0

France HIC Europe & Central Asia2021 January 27 https://conseils.radins.com/service/telephone-internet/actualites/facebook-votre-numero-de-telephone-pourrait-avoir-ete-achete-par-des-pirates/248160

France HIC Europe & Central Asia2021 February 4 https://www.phonandroid.com/macos-une-faille-critique-peut-donner-un-acces-administrateur-a-un-hacker-sur-tous-les-macs.html0

Indonesia LMC East Asia & Pacific2021 September 14 https://techno.okezone.com/read/2021/09/14/54/2471047/data-internal-pbb-diretas-hacker0

Turkey UMC Europe & Central Asia2021 July 26 https://donanimgunlugu.com/apple-ve-google-siber-saldirilarin-bas-sorumlusu-olarak-goruluyor-2779980

South KoreaHIC East Asia & Pacific2021 February 21 https://news.mt.co.kr/mtview.php?no=2021021917542135529&type=2&sec=tech&pDepth2=Ttotal&MNI_T0

Mexico UMC Latin America & Caribbean2021 September 6 https://www.quadratin.com.mx/principal/supuestos-hackeos-vulneran-la-seguridad-de-morelianos-asm/0

Moldova UMC Europe & Central Asia2021 January 11 https://radiochisinau.md/ce-este-malwareul-kazuar-si-ce-legatura-are-cu-uriasul-atac-cibernetic-din-sua---124369.html0

France HIC Europe & Central Asia2020 October 11 https://www.generation-nt.com/nikulin-pirate-informatique-linkedin-justice-prison-actualite-1980758.html0

Denmark HIC Europe & Central Asia2020 January 15 https://newsbreak.dk/region-ramt-af-hackerangreb/0

Poland HIC Europe & Central Asia2020 November 23 https://www.fakt.pl/wydarzenia/polityka/wpadki-i-wlamania-na-konta-politykow-przyklady/3dwrl2v0

Estonia HIC Europe & Central Asia2020 August 28 https://forte.delfi.ee/news/tarkvara/ettevaatust-taas-arganud-ja-eriti-ohtlik-pahavara-on-nakatanud-eestis-juba-ule-saja-arvuti?id=908783710

South KoreaHIC East Asia & Pacific2020 March 17 http://biz.heraldcorp.com/view.php?ud=202003170005390

Ukraine LMC Europe & Central Asia2020 November 19 http://www.bagnet.org/news/accidents/1297206/haker-za-dengi-pomogal-proslushivat-telefony-i-chitat-soobshcheniya0

Russia UMC Europe & Central Asia2020 June 28 https://www.fontanka.ru/2020/06/28/69338854/0

Spain HIC Europe & Central Asia2020 May 11 https://canariasnoticias.es/2020/05/11/la-policia-nacional-detiene-a-11-ciberdelincuentes-uno-en-gran-canaria-que-habrian0

Spain HIC Europe & Central Asia2019 October 26 https://hipertextual.com/2019/10/malware-suscripcion-200-dolares-mes-robar-contrasenas-otros-datos0

India LMC South Asia 2019 July 4 http://www.lokmat.com/crime/5-lakhs-fraud-after-e-mail-id-hacking/0

Paraguay UMC Latin America & Caribbean2019 April 19 https://www.780am.com.py/estreno-de-got-fue-pirateado-mas-de-58-millones-de-veces/0

Finland HIC Europe & Central Asia2019 July 15 https://www.kauppalehti.fi/uutiset/pankkitunnuksia-kaappaavan-haittaohjelman-vaitetaan-palanneen-kyberturvallisuusyhtio-ohjelman-hallinnoijat-keranneet-gmailin-yahoon-ja-hotmailin-kayttajien-sahkopostiosoitteita/a8168e69-d0d7-42d8-b413-9b55957228ff0

Russia UMC Europe & Central Asia2019 July 16 https://sputnik-georgia.ru/society/20190716/245963193/Krazha-deneg-onlayn-Gruziya-rezhe-stalkivaetsya-s-atakami-bankovskikh-zlovredov.html0

Israel HIC Middle East & North Africa2019 July 24 https://www.calcalist.co.il/internet/articles/0,7340,L-3767026,00.html0

India LMC South Asia 2019 June 13 https://divyamarathi.bhaskar.com/news/-1560398779.html0

Indonesia LMC East Asia & Pacific2019 September 30 https://kaltim.tribunnews.com/2019/09/30/diretas-muncul-gambar-batu-nisan-di-website-bawaslu-boyolali0



South KoreaHIC East Asia & Pacific2019 August 8 http://biz.chosun.com/site/data/html_dir/2019/08/08/2019080801075.html0

France HIC Europe & Central Asia2018 April 6 https://www.lyonmag.com/article/94580/piratage-de-carte-bleue-73-000-detournes-dans-le-rhone-et-depenses-en-indonesie0

Argentina UMC Latin America & Caribbean2018 May 15 http://eleconomistaamerica.com.ar/economia-eAm-mexico/noticias/9138989/05/18/Advierte-ABM-sobre-lentitud-en-las-transferencias-bancarias-reitera-que-los-recursos-estan-seguros.html0

Russia UMC Europe & Central Asia2018 November 15 https://perm.rbc.ru/perm/freenews/5bed77f79a794738c8c35c300

Japan HIC East Asia & Pacific2018 June 21 https://japan.zdnet.com/article/35121156/0

Poland HIC Europe & Central Asia2018 January 16 http://www.telix.pl/artykul/ataki-hakerow-na-infrastrukture-samolotow-3,83404.html0

United StatesHIC North America 2018 November 11 https://www.legitgov.org/Russian-hacking-memo-reveals-how-US-intel-pinned-leaks-Kremlin[2155681, 2157169, 2157153, 2156622]['  Russian hacking  memo REVEALS how US intel pinned leaks to Kremlin RT US News', '  Russian hacking  memo reveals how US intel pinned leaks to Kremlin', 'We want to believe :  Russian hacking  memo shows US intel pinning leaks to Kremlin was an exercise in wishful thinking -- Puppet Masters -- Sott . net', 'We want to believe :  Russian hacking  memo REVEALS how US intel pinned leaks to Kremlin RT US News']3

India LMC South Asia 2018 May 31 https://navbharattimes.indiatimes.com/tech/computer-mobile/kimbho-app-a-french-hacker-claims-kimbho-is-a-security-disaster/articleshow/64399543.cms0

Spain HIC Europe & Central Asia2018 July 15 https://www.vozpopuli.com/economia-y-finanzas/empresas/Ofertas-Deep-Weeb-ciberataques-empresas_0_1153684729.html0

Hungary HIC Europe & Central Asia2018 November 14 https://hvg.hu/tudomany/20181114_statcounter_hackelese_rosszindulatu_scripttel_bitcoin_lopas_gateio0

France HIC Europe & Central Asia2017 June 23 https://www.developpez.com/actu/145702/Piratage-serie-Netflix-Larson-Studios-revient-sur-les-faits-et-recommande-de-ne-pas-payer-de-rancons-en-cas-de-piratage-partagez-vous-cet-avis/0

China UMC East Asia & Pacific2017 December 4 http://www.rfa.org/vietnamese/news/vietnamnews/nearly-600-vietnamese-websites-attacked-in-november-12042017092430.html0

Germany HIC Europe & Central Asia2017 May 13 http://www.westfalen-blatt.de/OWL/Lokales/Bielefeld/Bielefeld/2804221-Hacker-legen-Computer-lahm-auch-die-Deutsche-Bahn-ist-betroffen-Anzeigen-am-Hauptbahnhof-Bielefeld-fallen-aus-Globale-Cyber-Attacke-mit-Auswirkungen-in-Ostwestfalen-Lippe0

Indonesia LMC East Asia & Pacific2017 May 29 http://m.viva.co.id/berita/nasional/920410-polda-sulsel-tak-sadar-websitenya-diretas0

Turkey UMC Europe & Central Asia2017 June 3 http://www.milliyet.com.tr/elcinin-hack-lenen-hesabindan-dunya-2462341/0

Croatia HIC Europe & Central Asia2017 July 4 https://www.tportal.hr/tehno/clanak/programer-hakirao-sustav-i-skratio-si-radni-tjedan-na-dva-sata-201707040

Russia UMC Europe & Central Asia2017 February 14 http://slawyanka.info/archives/525180 0

Denmark HIC Europe & Central Asia2017 August 7 http://shippingwatch.dk/Havne/article6375379.ece0

Niue 2017 April 11 https://mobil.nu/ios/744-procent-mere-malware-mod-mac-2016-men-det-er-faktisk-godt-nyt-784290

Mexico UMC Latin America & Caribbean2017 April 18 https://www.forbes.com.mx/nso-group-los-espias-israelies-que-hackean-iphones-con-un-solo-sms/0

Norway HIC Europe & Central Asia2017 May 19 https://www.digi.no/artikler/moss-kommune-hacket-alle-politikerne-ble-sperret-ute/3832860

United StatesHIC North America 2021 November 15 https://www.mondaq.com/unitedstates/trials-appeals-compensation/1131334/e-commerce-platform-data-breach-settlement-receives-final-court-approval0

United KingdomHIC Europe & Central Asia2021 November 25 https://www.itpro.co.uk/security/hacking/361658/cl0p-hacking-group-hits-global-conglomerate-swire-pacific-offshore0

Australia HIC East Asia & Pacific2021 April 9 https://www.itwire.com/open-sauce/ransomware-gangs-find-workers-who-watch-porn-at-work-a-weak-point.html0

United StatesHIC North America 2021 April 8 https://www.opi.net/news/region/002-europe/office-depot-europe-responds-to-data-breach/0

United StatesHIC North America 2021 May 5 https://www.statesman.com/story/news/2021/05/05/identity-theft-personal-financial-information-austin-police-leak/4941806001/0

Australia HIC East Asia & Pacific2021 May 7 https://www.arnnet.com.au/article/688205/microsoft-exchange-server-hack-timeline/0

United StatesHIC North America 2021 May 6 https://www.scmagazine.com/home/security-news/cloud-security/180-oauth-2-0-cloud-malware-apps-detected/0

United StatesHIC North America 2021 May 17 https://www.newdelhitimes.com/palestinian-hackers-face-charges-of-cyber-espionage/0

Ireland HIC Europe & Central Asia2021 May 18 https://www.thejournal.ie/covid-testing-5440287-May2021/0

United StatesHIC North America 2021 July 8 https://www.scmagazine.com/home/security-news/phishing/how-can-i-help-you-today-scammers-dupe-online-support-agents-through-live-chat-platforms/0

United KingdomHIC Europe & Central Asia2022 August 27 https://www.theguardian.com/technology/2022/aug/27/facebook-cambridge-analytica-data-breach-lawsuit-ends-in-11th-hour-settlement0

United StatesHIC North America 2022 September 29 https://www.csoonline.com/article/3675536/malware-builder-uses-fresh-tactics-to-hit-victims-with-agent-tesla-rat.html0

Pakistan LMC South Asia 2022 September 1 https://propakistani.pk/2022/09/01/commerce-ministrys-edf-website-faces-a-massive-data-breach/0

Ireland HIC Europe & Central Asia2022 March 10 https://www.siliconrepublic.com/enterprise/ddos-attacks-amplification-akamai-mitel0

United KingdomHIC Europe & Central Asia2022 September 26 https://www.oxfordmail.co.uk/news/22641637.hackers-target-food-supplier-stars-daylesford-organic/0

United StatesHIC North America 2019 April 2 https://www.coinspeaker.com/maxs-corner-hacks-week-crypto/0

United StatesHIC North America 2019 April 23 https://www.atmmarketplace.com/blogs/mcdonalds-hack-sends-a-wakeup-call-to-kiosk-atm-deployers-alike/0

United StatesHIC North America 2019 May 22 https://www.govinfosecurity.com/misconfigured-again-leads-to-big-health-data-breach-a-125110

United StatesHIC North America 2019 January 30 https://kstp.com/news/second-recent-large-dhs-data-breach-affects-3-thousand-people-/5227879/?cat=125100

Japan HIC East Asia & Pacific2019 September 19 https://www.zdnet.com/article/two-years-later-hackers-are-still-breaching-local-government-payment-portals/0

United KingdomHIC Europe & Central Asia2019 October 28 http://channeleye.co.uk/check-point-warns-channel-of-ransomware-rise/0

United StatesHIC North America 2019 November 12 https://wtop.com/loudoun-county/2019/11/purcellville-leaders-apologize-for-data-breach-notification-of-residents/0

United StatesHIC North America 2019 December 4 https://www.tampabay.com/florida-politics/buzz/2019/12/04/web-site-hack-could-be-as-bad-as-vote-attack-warns-florida-officials/0

United KingdomHIC Europe & Central Asia2017 February 6 http://www.theregister.co.uk/2017/02/06/intercontinental_hotels_group_hacked/0

United StatesHIC North America 2017 February 13 http://www.nextgov.com/cybersecurity/2017/02/water-treatment-plant-hack-kicks-rsa-conference/135380/0

Canada HIC North America 2017 July 11 http://www.niagarafallsreview.ca/2017/07/11/community-care-hacked0

Australia HIC East Asia & Pacific2017 July 14 http://www.theaustralian.com.au/news/latest-news/vic-taxpayers-hit-by-data-breach/news-story/34a4a857bcef115f843c6fd14845dd69?nk=f183096726f98edcb7d103b62f0dc57f-15000275210

United StatesHIC North America 2017 August 25 https://threatpost.com/cryptocurrency-mining-malware-hosted-in-amazon-s3-bucket/127643/0

Australia HIC East Asia & Pacific2017 October 6 http://www.hcamag.com/hr-news/single-employee-blamed-for-enormous-data-hack-242090.aspx0

United StatesHIC North America 2017 November 19 http://www.tomsguide.com/answers/id-3570534/malware-preventing-access-folders.html0

United KingdomHIC Europe & Central Asia2017 November 20 https://www.scmagazineuk.com/dangerous-data-breach-at-heathrow-how-insiders-can-threaten-public-safety/article/705808/0

United KingdomHIC Europe & Central Asia2017 December 14 https://www.v3.co.uk/v3-uk/news/3023165/half-of-firms-failed-to-fully-report-a-data-breach-this-year0

United KingdomHIC Europe & Central Asia2017 May 16 http://www.gazettelive.co.uk/news/teesside-news/tees-gp-systems-back-online-130432290

United StatesHIC North America 2017 March 23 http://www.tmcnet.com/usubmit/2017/03/23/8516996.htm0



United StatesHIC North America 2018 March 6 https://boingboing.net/2018/03/06/precise-buffalo-triumphant.html0

United StatesHIC North America 2018 March 17 https://www.mediapost.com/publications/article/316159/hackers-use-google-to-serve-amazon-scam-ads-again.html0

United StatesHIC North America 2018 March 17 http://fortune.com/2018/03/17/russias-power-plant-hacks-zscaler-ipo-equifax-insider-trading/0

United StatesHIC North America 2018 March 23 https://www.ajc.com/news/local/cobb-tells-employees-not-open-city-atlanta-emails-after-hacking/qokFnkHCfdVx2KrNaIeKbP/0

United StatesHIC North America 2018 May 29 https://www.law360.com/articles/10477300

Sweden HIC Europe & Central Asia2022 November 1 https://m3.idg.se/2.1022/1.772273/bank-id-bedragare-utnyttjar-elbolag-i-ny-bluff0

Spain HIC Europe & Central Asia2020 August 21 https://www.notimerica.com/ciencia-tecnologia/noticia-portaltic-descubren-campana-malware-email-suplanta-ministerio-trabajo-economia-social-20200821133242.html[2667001, 2667559, 2667551]['Portaltic .- They discover a malware campaign by email that impersonates the Ministry of Labor and Social Economy', 'They discover a malware campaign by email that impersonates the Ministry of Labor and Social Economy', 'They discover a malware campaign by email that impersonates the Ministry of Labor']2

United StatesHIC North America 2018 May 23 http://www.fox35orlando.com/news/u-s-and-world-news/beware-public-usb-charging-stations-possible-hacks0

United StatesHIC North America 2018 August 20 https://www.law360.com/articles/10746800

PhilippinesLMC East Asia & Pacific2018 December 21 https://technology.inquirer.net/39569/globe-website-hacked-due-to-poor-internet-connections-service0

United StatesHIC North America 2018 December 21 https://www.ktva.com/story/39679800/cyber-attacks0

United StatesHIC North America 2020 January 25 https://arizonadailyindependent.com/2020/01/24/hacker-targeted-property-owners-info-in-multiple-arizona-counties/0

United KingdomHIC Europe & Central Asia2020 March 3 https://international-adviser.com/mini-bond-victim-caught-in-uk-regulator-data-breach/0

United KingdomHIC Europe & Central Asia2020 March 18 https://www.scmagazineuk.com/intel-processors-vulnerable-new-snoop-hack/article/16774790

United StatesHIC North America 2020 July 2 https://fcw.com/articles/2020/07/02/johnson-cisa-malware-hit-parade.aspx0

Australia HIC East Asia & Pacific2020 July 22 https://thewest.com.au/news/health/hacked-health-paging-system-in-use-for-12-years-wa-health-refuses-to-name-contractor-ng-b881615403z0

United StatesHIC North America 2020 August 10 https://pullmanradio.com/data-breach-at-latah-county-courthouse-compromised-some-employees-personal-information/0

South AfricaUMC Sub-Saharan Africa2020 August 20 https://www.businessinsider.co.za/leaked-experian-data-was-in-the-wild-since-the-end-of-may-2020-80

China UMC East Asia & Pacific2020 December 3 https://chinadigitaltimes.net/2014/07/chinese-hackers-pursue-key-data-u-s-workers/0

Australia HIC East Asia & Pacific2021 January 17 https://www.dailymercury.com.au/news/shooters-hit-out-at-data-breach-at-weapons-branch/4178084/0

United StatesHIC North America 2020 December 24 https://www.scmagazine.com/home/security-news/phishing/credential-phishing-attack-impersonating-usps-targets-consumers-over-the-holidays/0

Ireland HIC Europe & Central Asia2021 September 10 https://www.irishmirror.ie/news/irish-news/garda-watchdog-targeted-hackers-new-249586560

United StatesHIC North America 2021 February 19 https://www.benningtonbanner.com/community-news/watch-vermonts-data-breach-and-you----protecting-your-personal-identity/article_2ee6e04c-72ef-11eb-93dc-0739ce7563ba.html0

United StatesHIC North America 2021 February 22 https://www.freightwaves.com/news/hackers-expose-hyundai-logistics-data-after-apparent-ransomware-attack0

South KoreaHIC East Asia & Pacific2022 October 13 https://magazine.hankyung.com/business/article/202210069211b0

United StatesHIC North America 2022 June 10 https://www.crhoy.com/economia/hackeo-en-hacienda-se-produjo-a-traves-de-un-escritorio-virtual-y-mediante-fuerza-bruta/0

France HIC Europe & Central Asia2022 November 18 https://securite.developpez.com/actu/338643/Le-courrier-electronique-est-le-principal-vecteur-des-cyberattaques-94-pourcent-des-entreprises-ont-subi-une-attaque-de-spear-phishing-ou-d-usurpation-d-identite-par-email-cette-annee-selon-Tessian/0

South KoreaHIC East Asia & Pacific2022 August 1 https://www.insight.co.kr/news/406189 0

Serbia UMC Europe & Central Asia2022 January 5 https://naslovi.net/2022-01-05/b92/microsoft-upozorava-hakeri-nastavljaju-da-koriste-log4j-u-napadima/296735580

Germany HIC Europe & Central Asia2022 February 14 https://www.silicon.de/41689557/groesster-fahrzeughaendler-europas-meldet-ransomware-angriff0

Japan HIC East Asia & Pacific2022 April 28 https://www.agara.co.jp/article/195919 0

Indonesia LMC East Asia & Pacific2022 May 8 https://nganjuk.pikiran-rakyat.com/viral/pr-2194428806/link-download-chika-hati-hati-phising-dapat-bobol-data-pribadi0

Argentina UMC Latin America & Caribbean2022 December 6 https://infocielo.com/arsat/en-medio-la-fiebre-mundialista-intentaron-hackear-arsat-n7520310

Serbia UMC Europe & Central Asia2022 September 10 https://www.slobodnaevropa.org/a/severna-makedonija-hakeri-ministarstvo-obrazovanja/32027577.html0

Sweden HIC Europe & Central Asia2021 October 11 https://www.dagensjuridik.se/nyheter/hackare-har-lackt-uppgifter-om-aktieinvests-kunder/0

South KoreaHIC East Asia & Pacific2017 May 21 http://www.diodeo.com/news/view/2237556[504112, 504108, 504110]['[Professional baseball] Pro baseball ticket site hacking … untimely stand-up', '[Professional baseball] Pro baseball ticket site hacking … untimely stand-up', 'The professional baseball ticket booking site was hacked... Free opening of 62,900 seats in Korea : News']2

Spain HIC Europe & Central Asia2021 March 25 https://www.diariodeburgos.es/Noticia/ZFE56488D-07CF-FC08-9DD97E07F8267895/202103/El-ciberataque-al-SEPE-colapsa-las-oficinas-del-paro0

Panama UMC Latin America & Caribbean2021 January 20 https://www.prensa.com/impresa/panorama/fiscalia-busca-pistas-del-hackeo-a-la-pagina-web-del-meduca/0

Thailand UMC East Asia & Pacific2021 November 30 https://www.dailynews.co.th/news/528379/0

Norway HIC Europe & Central Asia2020 August 6 https://www.digi.no/artikler/datainnbrudd-hos-nhh-passord-stjalet-fra-vpn-tjeneste-med-kjent-sikkerhetshull/4970000

NetherlandsHIC Europe & Central Asia2020 January 15 https://nos.nl/nieuwsuur/artikel/2318812-hack-poging-in-ziekenhuis-en-gemeente-urgentie-lek-leek-niet-duidelijk.html0

Denmark HIC Europe & Central Asia2020 December 4 https://www.computerworld.dk/art/254472/morgen-briefing-airbnb-skal-boersnoteres-for-200-milliarder-kroner-filmproducent-gaar-uden-om-biografer-og-satser-paa-streaming-hackere-gaar-efter-forsyningskaede-for-vacciner0

Spain HIC Europe & Central Asia2020 September 25 https://www.leonoticias.com/tecnologia/internet/incibe-alerta-campana-20200925114507-nt.html0

Denmark HIC Europe & Central Asia2020 March 20 https://www.computerworld.dk/art/251215/iss-har-gjort-kaemperegningen-op-for-hacker-angreb-kommer-til-at-koste-minimum-en-halv-milliard-kroner0

Mexico UMC Latin America & Caribbean2020 October 28 https://www.unotv.com/internacional/por-minutos-hackean-pagina-de-campana-de-donald-trump/0

South KoreaHIC East Asia & Pacific2019 March 2 http://biz.heraldcorp.com/view.php?ud=201903020000300

Belarus UMC Europe & Central Asia2019 December 23 https://www.kp.by/online/news/3714908/ 0

France HIC Europe & Central Asia2019 August 6 https://www.lemonde.fr/les-decodeurs/article/2019/08/06/photos-d-accidents-de-la-route-et-liens-douteux-attention-au-phishing-sur-facebook_5497168_4355770.html0

Sweden HIC Europe & Central Asia2019 June 26 https://www.vlt.se/artikel/vasteras-kommun/bjod-kollegorna-pa-avskedsfika-smet-ivag-och-gjorde-dataintrang0

Indonesia LMC East Asia & Pacific2019 June 1 http://manado.tribunnews.com/2019/06/01/dalam-waktu-5-menit-spyware-israel-mampu-melihat-isi-handphonemu-cukup-tahu-nomor-telepon0

Poland HIC Europe & Central Asia2019 February 8 https://finanse.wp.pl/nie-daj-sie-nabrac-to-nie-rekrutacja-na-testera-czekolady-tylko-wyludzanie-danych-osobowych-6347277136152193a0

Indonesia LMC East Asia & Pacific2019 October 25 https://jogja.tribunnews.com/2019/10/25/retas-perusahaan-as-pria-di-gamping-sleman-ini-diringkus-polisi0

France HIC Europe & Central Asia2019 March 22 https://www.zdnet.fr/actualites/deux-failles-zero-day-dans-des-plugins-wordpress-utilisees-par-deux-groupes-de-hackers-39882445.htm0

Sweden HIC Europe & Central Asia2019 September 24 https://www.svt.se/nyheter/lokalt/ost/misstankt-dataintrang-i-region-ostergotland0

Brazil UMC Latin America & Caribbean2018 April 26 http://www.administradores.com.br/noticias/cotidiano/golpe-do-imposto-de-renda-e-grande-atrativo-para-hackers/124678/0



Latvia HIC Europe & Central Asia2018 October 6 http://rus.delfi.lv/news/daily/latvia/vzlomana-socialnaya-set-draugiemlv.d?id=504647210

Russia UMC Europe & Central Asia2018 February 19 https://regnum.ru/news/society/2381944.html0

SwitzerlandHIC Europe & Central Asia2018 March 23 http://www.inside-it.ch/articles/50615 0

Italy HIC Europe & Central Asia2018 July 25 http://mattinopadova.gelocal.it/padova/cronaca/2018/07/24/news/violato-dagli-hacker-e-oscurato-da-giorni-il-sito-dei-vigili-urbani-1.170904070

SwitzerlandHIC Europe & Central Asia2018 October 20 http://www.agefi.com/home/politique/detail/edition/online/article/lautorite-francaise-de-regulation-des-marches-amf-a-ete-la-victime-dun-faux-site-qui-vehicule-un-fichier-malveillant-pouvant-prendre-le-controle-des-ordinateurs-482292.html0

Vietnam LMC East Asia & Pacific2017 May 16 http://www.baomoi.com/vu-tan-cong-bang-ma-doc-nguoi-hung-tren-ban-phim-van-thi-truot-tren-giay/c/22286287.epi0

Turkey UMC Europe & Central Asia2017 January 13 http://www.andronova.net/android-haberleri/adup-casus-yazilimi-700-milyon-android-telefonda-tespit-edildi-h849.html0

South KoreaHIC East Asia & Pacific2017 April 13 http://www.headlinejeju.co.kr/?mod=news&act=articleView&idxno=3040220

Mexico UMC Latin America & Caribbean2017 June 28 https://www.debate.com.mx/mexico/Empresa-portuaria-es-victima-de-hackeo-20170628-0159.html0

United StatesHIC North America 2021 June 10 https://www.govtech.com/security/st-clair-county-ill-puts-services-back-online-after-hack0

United StatesHIC North America 2021 June 16 https://healthitsecurity.com/news/capturerx-data-breach-hits-metrohealth-system-16-others0

United StatesHIC North America 2021 June 29 https://ansonrecord.com/news/11921/anson-officials-expects-full-recovery-from-cyber-attack-by-end-of-july0

United StatesHIC North America 2022 July 29 https://dailycaller.com/2022/07/29/us-courts-doj-cyberattack-congress/0

United StatesHIC North America 2022 August 24 https://betanews.com/2022/08/24/phishing-attacks-bounce-back-after-pandemic-slowdown/0

United StatesHIC North America 2022 July 30 https://yro.slashdot.org/story/22/07/30/1953215/australian-teenager-sold-remote-access-spyware-to-14500-people-earned-3000000

United StatesHIC North America 2021 August 4 https://www.jdsupra.com/legalnews/eleventh-circuit-affirms-approval-of-6352305/0

India LMC South Asia 2021 December 28 https://www.prokerala.com/news/articles/a1231296.html[3054338, 3054363, 3054339, 3054968]['Healthcare , vax supply chain face greatest hacking risk : Report', 'Healthcare , vaccine supply at risk of cyber attacks : Report', 'Healthcare , Vax Supply Chain Face Greatest Hacking Risk : Report', 'Roundup : Multiple healthcare orgs report cyber attacks']3

Nigeria LMC Sub-Saharan Africa2022 August 9 https://guardian.ng/news/nigeria/hiddenads-malware-jeopardises-users-privacy-nigerians-warned/[3746554, 3745098, 3746551]['Google Play Store Compromised By  Hiddenad Malware – NCC Warns Nigerians – Gistmaster', 'HiddenAds malware jeopardises user privacy , Nigerians warned | The Guardian Nigeria News - Nigeria and World News Nigeria The Guardian Nigeria News – Nigeria and World News', 'Google Play Store Compromised by  HiddenAd Malware , NCC Warns Nigerians – THISDAYLIVE']2

Russia UMC Europe & Central Asia2022 September 13 https://www.bleepingcomputer.com/news/security/cyberspies-drop-new-infostealer-malware-on-govt-networks-in-asia/0

Japan HIC East Asia & Pacific2019 April 9 https://www.zdnet.com/article/aerogrow-discloses-data-breach-card-skimming-malware-blamed/0

United StatesHIC North America 2019 June 17 https://www.channelnewsasia.com/news/business/singhealth-cybersecurity-attack-csa-116354100

Australia HIC East Asia & Pacific2021 September 15 https://ia.acs.org.au/article/2021/universities-reinstalling-spyware-for-exams.html0

United StatesHIC North America 2020 May 16 https://www.law360.com/articles/1274366/equifax-inks-30m-deal-with-credit-unions-over-data-breach0

Russia UMC Europe & Central Asia2020 May 24 https://www.bleepingcomputer.com/news/security/hackers-leak-credit-card-info-from-costa-ricas-state-bank/0

Canada HIC North America 2020 August 14 https://toronto.ctvnews.ca/scammers-are-hacking-government-website-to-steal-cerb-benefits-1.50651820

United KingdomHIC Europe & Central Asia2019 February 19 https://www.techradar.com/news/pre-installed-malware-discovered-on-alcatel-smartphones0

Vietnam LMC East Asia & Pacific2019 August 26 https://www.vir.com.vn/customers-falling-for-fake-bank-clerk-phishing-scam-70155.html0

United StatesHIC North America 2019 September 26 https://www.kare11.com/article/news/local/scam-message-sent-from-minneapolis-mayors-email-account/89-43444731-5d0c-415d-b043-e99be1bda2cb0

Australia HIC East Asia & Pacific2019 September 6 https://www.itwire.com/security/nsa-exploit-eternalromance-formed-basis-for-alleged-chinese-tool.html0

Hong Kong 2019 October 31 http://www.thestandard.com.hk/breaking-news.php?id=1363340

Saudi ArabiaHIC Middle East & North Africa2019 January 8 http://www.arabnews.com/node/1432526/media0

United StatesHIC North America 2018 December 19 http://www.spamfighter.com/News-21933-Embry-Riddle-Aeronautical-University-hacking-unveils-a-student-and-an-employee-behind-the-crime.htm0

United StatesHIC North America 2018 December 30 https://insidebitcoins.com/news/not-so-unhackable-hackers-find-vulnerability-in-trezor-wallet/2054520

United StatesHIC North America 2017 January 3 https://nakedsecurity.sophos.com/2017/01/03/news-in-brief-fears-over-electronic-voting-tv-hit-with-ransomware-telsas-mileage-data-store/0

United StatesHIC North America 2017 January 31 http://www.spamfighter.com/News-20723-New-Zealand-Hits-with-Newspaper-Phishing-Scam.htm0

United KingdomHIC Europe & Central Asia2017 February 28 http://www.thisismoney.co.uk/money/cars/article-4264374/BMW-Range-Rover-car-crime-league-hackers-swoop.html0

United StatesHIC North America 2017 April 29 https://jagadees.wordpress.com/2017/04/29/wikileaks-reveal-nsa-cyber-weapons-used-to-hack-pakistan-mobile-system/0

United StatesHIC North America 2017 April 30 http://www.inquisitr.com/4183216/trump-organization-paid-putin-agents-who-hacked-democratic-party-systems-british-spy-documents-claim/0

United KingdomHIC Europe & Central Asia2017 May 9 http://www.itpro.co.uk/security/28607/breach-site-finds-1-billion-accounts-in-hacked-datasets0

India LMC South Asia 2017 May 18 http://www.india.com/news/agencies/phishing-hits-indian-origin-scientists-computer-in-singapore-2-2144929/0

United StatesHIC North America 2017 July 28 https://www.digitaltrends.com/mobile/broadcom-wifi-malware-exploit/0

Malaysia UMC East Asia & Pacific2017 November 1 https://www.thestar.com.my/news/nation/2017/11/01/probe-into-massive-data-breach-almost-complete-says-salleh/0

South AfricaUMC Sub-Saharan Africa2017 October 19 https://www.timeslive.co.za/news/south-africa/2017-10-19-zuma-among-millions-open-to-id-theft-after-hack/0

United StatesHIC North America 2017 October 20 http://www.sej.org/headlines/trumps-noaa-nominee-signed-deal-china-which-may-have-hacked-noaa0

India LMC South Asia 2017 August 17 http://www.thehindu.com/news/cities/bangalore/ccb-on-a-long-hard-chase-for-couple-involved-in-atm-hacking/article19512020.ece0

Canada HIC North America 2017 November 29 http://www.windsorsquare.ca/archives/2017/hamilton-man-pleads-guilty-to-assisting-russian-hacking/1092760

Uganda LIC Sub-Saharan Africa2018 March 5 http://pctechmag.com/2011/06/imf-hacked-no-end-in-sight-to-security-horror-shows/0

United StatesHIC North America 2018 March 15 http://www.zdnet.com/article/cybercriminals-spotted-hiding-cryptocurrency-mining-malware-in-forked-projects-on-github/0

United StatesHIC North America 2018 May 29 https://statescoop.com/idaho-state-government-hacked-twice-in-three-days0

Bermuda HIC North America 2018 April 5 http://www.artemis.bm/blog/2018/04/05/hudson-bay-hacking-designated-as-pcs-global-cyber-loss-event/0

South AfricaUMC Sub-Saharan Africa2018 June 17 https://www.businesslive.co.za/bd/companies/financial-services/2018-06-17-no-evidence-funds-are-missing-in-cyber-hacking-says-liberty-ce/0

United StatesHIC North America 2018 June 29 http://www.ktuu.com/content/news/Alaska-Dept-of-Health-and-Social-Services-data-targeted-in-April-hack-486879811.html0

United KingdomHIC Europe & Central Asia2018 October 20 https://stv.tv/news/north/1432047-council-accused-of-serious-employee-data-breach/0

United KingdomHIC Europe & Central Asia2018 October 26 https://www.independent.co.uk/news/business/news/british-airways-iag-profits-fuel-costs-flights-hack-cyber-attack-ba-a8602346.html0

Namibia UMC Sub-Saharan Africa2018 July 31 http://www.thevillager.com.na/articles/13584/hackers-continue-to-target-government-ministers-/0



United KingdomHIC Europe & Central Asia2018 August 1 http://www.irishnews.com/news/northernirelandnews/2018/08/01/news/police-inform-members-of-public-about-data-breach-1396262/0

Canada HIC North America 2018 November 29 https://www.itworldcanada.com/article/rcmp-calgary-police-helped-us-in-ransomware-indictments/4124420

United StatesHIC North America 2020 June 9 https://healthitsecurity.com/news/health-sector-most-targeted-by-hackers-breach-costs-rise-to-17.76b0

PhilippinesLMC East Asia & Pacific2020 May 29 https://www.ilonggotechblog.com/2020/05/q1-2020-over-200k-ransomware-attempts-blocked-against--smbs-in-sea.html0

Australia HIC East Asia & Pacific2020 September 15 https://www.sunshinecoastdaily.com.au/news/amp-targeted-in-cyber-attack/4100033/0

United StatesHIC North America 2020 September 24 https://www.kxxv.com/hometown/bell-county/bell-county-prioritizing-election-security-after-neighboring-county-clerk-gets-hacked0

United StatesHIC North America 2020 September 25 https://www.jdsupra.com/legalnews/hacked-patient-records-land-athens-80095/0

Japan HIC East Asia & Pacific2020 December 6 https://asia.nikkei.com/Business/Technology/Global-finance-falls-victim-to-China-s-spyware-campaign20

Poland HIC Europe & Central Asia2022 November 21 https://www.chip.pl/2022/11/wlamali-sie-do-50-gadzetow-przez-bluetooth0

United StatesHIC North America 2022 July 13 https://www.teletica.com/nacional/seguimos-recibiendo-ataques-dice-ccss-sobre-nuevos-intentos-de-hackeo_3153940

Latvia HIC Europe & Central Asia2022 August 11 https://www.delfi.lv/news/national/politics/saeimas-pazinojums-par-krieviju-terorisma-atbalstitaju-izsauc-kiberuzbrukumu.d?id=546310400

Indonesia LMC East Asia & Pacific2022 November 12 https://www.lampost.co/berita-12-pelaku-peretasan-data-nasabah-bri-ditangkap.html0

South KoreaHIC East Asia & Pacific2022 November 13 https://news.kmib.co.kr/article/view.asp?arcid=0924272978&code=11141100&sid1=int0

France HIC Europe & Central Asia2022 December 13 https://securite.developpez.com/actu/339334/L-activite-des-cybermenaces-continue-de-croitre-au-troisieme-trimestre-2022-les-variantes-du-malware-Kryptik-ont-augmente-de-236-22-pourcent-et-l-activite-des-botnets-a-grimpe-de-35-39-pourcent-selon-Nuspire/0

Chile HIC Latin America & Caribbean2022 June 7 https://elpinguino.com/noticia/2022/06/07/investigan-a-santiaguina-por-estafa-a-traves-de-hackeo-de-wattsapp0

United StatesHIC North America 2021 January 23 https://www.dailyrepublic.com/all-dr-news/wires/greater-cleveland-food-bank-hacked-but-donor-and-employee-information-not-accessed-cleveland-com/[3093837, 3093843]['Greater Cleveland Food Bank hacked , but donor and employee information not accessed', 'Greater Cleveland Food Bank hacked , but donor and employee information not accessed [ cleveland . com ] ']1

Croatia HIC Europe & Central Asia2022 November 13 https://www.jutarnji.hr/vijesti/hrvatska/stenjanje-u-centru-osijeka-hakirali-terminal-za-najam-bicikala-pa-ispred-katedrale-pustili-pornic-152746980

South KoreaHIC East Asia & Pacific2021 March 12 https://news.jtbc.joins.com/html/171/NB11996171.html0

South KoreaHIC East Asia & Pacific2021 July 14 http://www.knnews.co.kr/news/articleView.php?idxno=13557890

Russia UMC Europe & Central Asia2021 March 3 https://newizv.ru/news/society/03-03-2021/moshenniki-nachali-rassylat-fishingovye-pisma-pod-vidom-vyplat-s-gosusgul0

Ukraine LMC Europe & Central Asia2021 February 12 http://internetua.com/ispolzovali-temu-vakcinacii-hakery-sozdali-poddelnyi-sait-minzdrava-dlya-vzloma-kompuaterov0

France HIC Europe & Central Asia2021 July 8 https://www.zdnet.fr/actualites/un-pirate-accuse-de-fraude-bancaire-arrete-au-maroc-39925899.htm0

South KoreaHIC East Asia & Pacific2021 May 31 https://www.donga.com/news/Economy/article/all/20210601/107203283/10

Ukraine LMC Europe & Central Asia2021 February 28 http://internetua.com/defi-proekt-furucombo-vzlomali-na-14-mln0

Russia UMC Europe & Central Asia2021 March 29 https://www.cnews.ru/news/line/2021-03-29_vredonosnoe_po_v_fevrale0

France HIC Europe & Central Asia2021 June 18 https://www.zdnet.fr/actualites/un-phishing-peu-commun-vise-les-clients-de-ledger-39924763.htm0

South KoreaHIC East Asia & Pacific2021 March 19 https://biz.insight.co.kr/news/329865 0

South KoreaHIC East Asia & Pacific2021 December 17 https://news.jtbc.joins.com/html/388/NB12039388.html0

Sweden HIC Europe & Central Asia2021 October 15 https://computersweden.idg.se/2.2683/1.757323/kinesisk-hackargrupp-utnyttjar-zero-day-i-windows-servrar0

Lithuania HIC Europe & Central Asia2020 January 31 https://klaipeda.diena.lt/naujienos/kaunas/miesto-pulsas/portale-kaunodienalt-paskelbta-melaginga-zinia-apie-koronavirusu-uzsikretusi-kari-9507040

Spain HIC Europe & Central Asia2020 August 4 https://www.europapress.es/portaltic/ciberseguridad/noticia-adolescentes-hackers-571-detenciones-menores-espanoles-18-anos-2019-cibercrimen-20200804154536.html0

Russia UMC Europe & Central Asia2020 April 17 https://vm.ru/news/794559-haker-ukral-so-scheta-stolichnoj-firmy-bolee-35-milliona-rublej0

India LMC South Asia 2020 November 9 https://www.bhaskar.com/bihar-election/news/bihar-election-hacking-2020-dainik-bhaskar-investigation-update-hackers-sell-data-of-9-crore-voter-for-rs-70000-127898317.html0

Moldova UMC Europe & Central Asia2020 February 14 https://www.kp.md/online/news/3766224/ 0

Croatia HIC Europe & Central Asia2020 March 16 https://www.vecernji.hr/vijesti/prvi-problemi-online-nastave-kiberneticki-napadnut-obrazovni-sustav-aai-eduhr-13861340

Indonesia LMC East Asia & Pacific2020 June 22 https://autotekno.sindonews.com/read/77618/207/deretan-peretasan-data-pribadiruu-pdp-kian-mendesak-15928131740

Chile HIC Latin America & Caribbean2020 October 14 https://www.radioagricultura.cl/nacional/2020/10/14/senador-harboe-tras-hackeo-a-gobierno-digital-es-bien-bochornosa-la-situacion.html0

NetherlandsHIC Europe & Central Asia2020 July 23 https://www.rtvoost.nl/nieuws/333545/Kinderporno-op-computer-Enschedeer-na-poging-om-websites-te-hacken0

France HIC Europe & Central Asia2020 September 25 https://www.zdnet.fr/actualites/besancon-et-sa-metropole-vises-par-un-logiciel-malveillant-39910283.htm0

Italy HIC Europe & Central Asia2020 February 17 https://www.giornalettismo.com/anonymous-contro-petrolio-basilicata/0

Spain HIC Europe & Central Asia2019 June 21 https://www.20minutos.es/noticia/3679000/0/masivo-ciberataque-hospitales-rumano-robar-datos-pacientes/0

India LMC South Asia 2019 May 30 https://www.mathrubhumi.com/technology/news/bjp-delhi-wing-website-hacked-added-beef-recipe-1.38346730

Estonia HIC Europe & Central Asia2019 December 3 https://www.dv.ee/content-marketing/2019/12/03/hakery-za-schitannye-chasy-poluchili-dostup-k-vazhnym-dannym-na-servere0

Russia UMC Europe & Central Asia2019 May 12 https://www.kommersant.ru/doc/3966836 0

Spain HIC Europe & Central Asia2019 December 2 https://www.expansion.com/economia-digital/protagonistas/2019/12/01/5ddfc152468aebc4718b46b5.html0

BangladeshLMC South Asia 2018 May 13 http://techshohor.com/news/114361/%E0%A6%B9%E0%A7%8D%E0%A6%AF%E0%A6%BE%E0%A6%95-%E0%A6%95%E0%A6%B0%E0%A7%87-%E0%A6%B0%E0%A7%87%E0%A6%9C%E0%A6%BE%E0%A6%B2%E0%A7%8D%E0%A6%9F-%E0%A6%AC%E0%A6%A6%E0%A6%B2-%E0%A6%AA%E0%A6%B0%E0%A7%87/0

Russia UMC Europe & Central Asia2018 October 26 https://www.kp.ru/online/news/3277243/ 0

Finland HIC Europe & Central Asia2018 June 7 https://www.is.fi/digitoday/tietoturva/art-2000004886729.html0

Sweden HIC Europe & Central Asia2018 June 26 https://www.expressen.se/gt/okand-person-hackade-moderaternas-facebook/0

Germany HIC Europe & Central Asia2018 December 19 https://www.openpr.de/news/1031439/Tether-Wallet-Phishing-App-stiehlt-Funds-aus-Kryptowallets-und-sendet-diese-an-Konten-bei-Binance-und-Bittrex.html0

Russia UMC Europe & Central Asia2017 November 24 https://ria.ru/society/20171124/1509484396.html0

Denmark HIC Europe & Central Asia2017 February 16 https://www.computerworld.dk/art/238162/hacker-bag-doedsliste-med-1-300-navngivne-personer-sendt-20-aar-i-faengsel0

France HIC Europe & Central Asia2017 September 29 http://www.lemondeinformatique.fr/actualites/lire-recap-it-les-dsi-reconcilies-avec-l-open-innovation-deloitte-pirate-devops-paye-tres-bien-en-france-69536.html0

Germany HIC Europe & Central Asia2017 July 10 https://www.charivari.de/muenchen/aktuell/500-millionen-passwoerter-gehackt/63670440

Colombia UMC Latin America & Caribbean2017 May 12 http://www.dinero.com/empresas/articulo/ataque-global-a-usuarios-de-microsoft-windows-piden-recompensa-en-bitcoin/2453540



PhilippinesLMC East Asia & Pacific2021 April 13 https://mb.com.ph/2021/04/13/5-koreans-4-pinoys-nabbed-for-online-banking-hacking-activities/0

United KingdomHIC Europe & Central Asia2021 April 22 https://www.itpro.co.uk/security/cyber-security/359299/ncsc-clamps-down-on-cyber-attacks-with-free-training-for-schools0

Australia HIC East Asia & Pacific2021 April 23 https://www.itwire.com/security/avast-researchers-warn-cryptocurrency-users-to-be-vigilant-with-a-new-effective-malware-detected.html0

United StatesHIC North America 2021 May 10 https://www.infoq.com/news/2021/05/new-spectre-exploit-fixes-hard/0

United StatesHIC North America 2022 June 8 https://healthitsecurity.com/news/8-more-orgs-added-to-eye-care-leaders-emr-data-breach-tally0

India LMC South Asia 2019 November 16 https://www.thehindu.com/news/cities/chennai/fraudsters-use-i-t-refund-as-bait-for-phishing-attacks/article29995024.ece0

United KingdomHIC Europe & Central Asia2019 May 2 https://www.mirror.co.uk/news/uk-news/student-staged-77m-talktalk-hack-14977359[4467700, 4467708, 4469420, 4467709]['Disgruntled student staged TalkTalk hack after college rejection , court told', 'TalkTalk hacker Daniel Kelley became  ruthles cyber criminal after being rejected from college computer course', 'Student staged £77m TalkTalk hack after getting rejected from computer course', 'Disgruntled student staged TalkTalk hack after college ... ']3

India LMC South Asia 2022 February 26 https://www.indiatimes.com/news/india/atm-server-hacking-ahmedabad-563078.html0

South AfricaUMC Sub-Saharan Africa2022 October 11 https://www.iol.co.za/technology/software-and-internet/uk-arrests-17-year-old-hacker-likely-to-be-behind-uber-and-gta-6-hack-bb5f008c-f809-4dc2-ac23-38f1490f41de0

United StatesHIC North America 2022 March 16 https://www.law360.com/articles/14740960

Canada HIC North America 2022 March 29 https://thestarphoenix.com/news/politics/canada-the-target-of-thousands-of-cyber-attacks-every-day-csis-reveals/wcm/a82c0900-0542-47e0-a8d6-caa5a0cb45480

United StatesHIC North America 2022 March 31 https://www.govtech.com/security/hackers-claim-responsibility-for-california-ransomware-attack0

United KingdomHIC Europe & Central Asia2022 December 17 https://www.bbc.co.uk/news/uk-634122970

Guam HIC East Asia & Pacific2022 December 21 https://www.guampdn.com/news/legislature-warns-of-phishing-scheme-involving-official-seal/article_09e89276-80ef-11ed-aac5-f3f8410d0c73.html0

Japan HIC East Asia & Pacific2019 May 14 https://www.zdnet.com/article/single-server-linked-to-hacked-cables-worldwide-chinese-cyberattacks/0

United StatesHIC North America 2019 May 29 https://www.gamenguide.com/articles/100823/20170516/wannacry-ransomware-threat-prompts-us-government-emergency-meetings-experts-blame-nsa.htm0

United StatesHIC North America 2019 May 31 https://www.law360.com/articles/11645790

United StatesHIC North America 2020 March 11 https://www.law360.com/articles/1251988/facebook-rips-nso-group-s-gamesmanship-in-hack-suit0

United StatesHIC North America 2019 July 18 https://www.scmagazine.com/home/security-news/cryptojacking-the-growing-malware-menace/0

United KingdomHIC Europe & Central Asia2020 April 2 https://www.scmagazineuk.com/bec-scams-evolve-nigerian-prince-sophisticated-malware/article/16791340

United KingdomHIC Europe & Central Asia2020 May 14 https://www.techradar.com/news/this-new-malware-doesnt-even-need-a-connection-to-infect-devices0

Nigeria LMC Sub-Saharan Africa2019 July 19 https://www.today.ng/news/metro/efcc-arrests-facebook-hacker-2372590

United StatesHIC North America 2019 July 25 https://healthitsecurity.com/news/business-associate-data-breach-impacts-multiple-providers0

Canada HIC North America 2019 March 29 https://www.canadianunderwriter.ca/risk/cyber-attack-in-canada-spawns-60-million-lawsuit-1004161386/0

United KingdomHIC Europe & Central Asia2019 August 6 https://www.theregister.co.uk/2019/08/06/att_unlock_fraud_hack_charges/0

Canada HIC North America 2019 September 9 https://www.ctvnews.ca/5things/5-things-to-know-for-monday-september-9-2019-1.45840310

United StatesHIC North America 2019 October 3 https://www.coindesk.com/hackers-launch-widespread-botnet-attack-on-crypto-wallets-using-cheap-russian-malware0

United StatesHIC North America 2019 October 17 https://www.valuewalk.com/2019/10/hackers-software-features-cars/0

United StatesHIC North America 2019 December 18 https://www.thetruthaboutcars.com/2015/07/jeep-recalls-1-4-million-cars-uconnect-hack/0

United StatesHIC North America 2018 November 28 https://www.pcmag.com/news/365155/hackers-made-millions-using-infected-pcs-in-click-fraud-sche0

United StatesHIC North America 2019 February 8 https://www.casino.org/news/assault-alleged-at-ice-as-spat-erupts-involving-hacker-at-atrient-stand0

United StatesHIC North America 2017 January 24 http://it.tmcnet.com/topics/it/articles/2017/01/24/429074-copilot-blames-malevolent-insider-2015-data-breach.htm0

Venezuela Latin America & Caribbean2017 February 23 https://venezuelanalysis.com/news/129430

United StatesHIC North America 2017 March 19 https://www.yahoo.com/news/senate-roger-stone-over-russian-082506766.html0

United StatesHIC North America 2017 March 23 https://threatpost.com/malware-that-targets-both-microsoft-apple-operating-systems-found/124531/0

India LMC South Asia 2017 August 15 http://economictimes.indiatimes.com/small-biz/startups/your-credit-data-is-at-risk-as-hackers-seek-to-bully-startups/articleshow/60078101.cms0

United StatesHIC North America 2017 September 20 https://www.hardocp.com/news/2017/09/20/hvac_hackers_attack_more_than_thermostat0

Australia HIC East Asia & Pacific2017 May 3 https://tenplay.com.au/news/national/may-2017/sydney-bank-accounts-hacked-in-15-million-tap-and-pay-fraud0

Australia HIC East Asia & Pacific2017 December 21 https://www.businessinsider.com.au/tether-updates-on-hack-wallets-terms-of-service-audit-and-redemptions-2017-120

United StatesHIC North America 2017 February 21 https://www.bna.com/developing-countries-show-b57982084142/0

United StatesHIC North America 2017 September 7 http://www.pennlive.com/news/2017/09/russian_hacking_dcleaks.html0

United StatesHIC North America 2017 July 21 http://www.al.com/news/index.ssf/2017/07/alabama_among_states_affected.html0

United StatesHIC North America 2017 December 28 https://www.scmagazine.com/cryptomix-ransomware-variant-carries-new-tastylock-extension/article/733651/0

United KingdomHIC Europe & Central Asia2018 January 30 https://www.theregister.co.uk/2018/01/30/goget_data_breach/0

South AfricaUMC Sub-Saharan Africa2018 April 19 https://www.iol.co.za/business-report/technology/more-south-africans-found-in-the-facebook-data-breach-145359260

United StatesHIC North America 2018 April 21 https://www.blacklistednews.com/article/65308/nova-scotia-arrests-teen-who-discovered-massive-government-data.html0

Canada HIC North America 2018 June 20 https://globalnews.ca/news/4283945/no-timeline-ns-foipop-site/0

United KingdomHIC Europe & Central Asia2018 April 30 https://www.cbronline.com/news/chinese-cyber-attacks0

United StatesHIC North America 2018 October 6 https://www.vcstar.com/story/news/2018/10/06/gold-coast-health-plan-warns-data-breach/1547037002/0

United StatesHIC North America 2018 July 13 https://www.law360.com/articles/10629050

Canada HIC North America 2018 August 20 https://globalnews.ca/news/4397464/nova-scotia-foi-back-online/0

United StatesHIC North America 2018 October 29 https://threatpost.com/nation-state-phishing-a-country-sized-catch/138623/0

United StatesHIC North America 2018 September 4 https://www.10news.com/news/suspect-may-have-stolen-gas-from-sd-gas-station-by-using-a-remotely-activated-hacking-device0

United StatesHIC North America 2018 December 3 https://www.marketwatch.com/press-release/responding-to-reported-marriott-data-breach-leading-israeli-cybersecurity-firm-itsmine-provides-ai-data-protection-tool-free-of-charge-2018-12-030

United StatesHIC North America 2020 June 1 https://www.aljazeera.com/ajimpact/coronavirus-response-hacking-emergency-food-supply-chains-200601065958248.html0



United StatesHIC North America 2020 January 13 https://www.jdsupra.com/legalnews/data-breach-class-actions-georgia-48918/0

United KingdomHIC Europe & Central Asia2020 January 24 https://www.techradar.com/news/ge-healthcare-patient-monitors-are-hit-by-potentially-easy-to-exploit-security-flaw0

United StatesHIC North America 2020 January 28 https://www.thejustice.org/article/2020/01/last-weeks-internet-outage-due-to-cyber-attack-chief-information-officer-says-brandeis0

Ireland HIC Europe & Central Asia2020 March 3 https://www.irishtimes.com/business/media-and-marketing/consultants-to-get-court-documents-on-probe-into-alleged-inm-data-breach-1.41917290

Nigeria LMC Sub-Saharan Africa2020 April 8 https://www.today.ng/technology/cybersecurity/remote-work-model-isaca-warns-cyber-attacks-2910520

India LMC South Asia 2020 August 17 https://www.thehindubusinessline.com/info-tech/cyber-attacks-on-nhai-system-traced-to-hk-taiwan-report/article32373901.ece0

United KingdomHIC Europe & Central Asia2020 August 30 https://www.wareable.com/garmin/garmin-down-again-users-frustrated-80710

India LMC South Asia 2020 November 27 https://www.indiantelevision.com/television/production-house/post-production/banijay-confirms-internal-data-theft-in-cyber-attack-2011270

Ireland HIC Europe & Central Asia2020 December 8 https://www.thejournal.ie/man-arrested-phishing-fraud-pup-claims-5292488-Dec2020/0

United StatesHIC North America 2020 December 8 http://www.techtimes.com/articles/254815/20201207/hackers-steal-81-000-facebook-accounts-selling-low-10-cents.htm0

Malaysia UMC East Asia & Pacific2021 September 20 https://www.thestar.com.my/tech/tech-news/2021/09/20/web-hosting-service-exabytes-hit-by-ransomware-attack-still-restoring-services0

United KingdomHIC Europe & Central Asia2021 October 13 https://www.professionaladviser.com/news/4038538/ifa-warns-advice-firms-alert-phishing-attack0

United StatesHIC North America 2021 October 23 http://www.msn.com/en-us/news/us/howard-university-resumes-in-person-classes-following-ransomware-attack/vi-AAPR1O50

Germany HIC Europe & Central Asia2022 July 19 https://www.zdnet.de/88402455/holyghost-ransomware-bedroht-kleine-unternehmen/0

United StatesHIC North America 2022 August 25 https://www.teleamazonas.com/informe-consumidores-precio-filtraciones-datos/0

France HIC Europe & Central Asia2022 November 9 https://www.commentcamarche.net/securite/virus/26985-sharkbot-et-vultur-des-malwares-qui-vident-les-comptes-bancaires/0

United StatesHIC North America 2022 September 29 https://www.estrategiaynegocios.net/tecnologia-cultura-digital/crimen-organizado-vende-malware-que-ataca-lectores-de-tarjetas-de-credito-EE102753200

Finland HIC Europe & Central Asia2022 September 21 https://www.kauppalehti.fi/uutiset/microsoft-varoittaa-selaimeen-tarttuvasta-haittaohjelmasta-leviaa-youtube-kommenteista/6dd0b74c-1472-4768-a9c1-1c02f903fca60

Denmark HIC Europe & Central Asia2021 July 14 https://sn.dk/Vordingborg/Kattehjem-er-blevet-hacket/artikel/14541510

South KoreaHIC East Asia & Pacific2021 April 19 http://www.newstomato.com/ReadNews.aspx?no=10388330

United StatesHIC North America 2021 December 1 http://news.nate.com/view/20211201n393490

India LMC South Asia 2021 November 4 https://www.prajavani.net/karnataka-news/bbmp-contractor-made-money-using-hacking-tricks-881203.html0

Mexico UMC Latin America & Caribbean2021 September 21 https://lasillarota.com/nacion/intentan-hackear-nueva-plataforma-de-transparencia-del-inai/5622620

Ukraine LMC Europe & Central Asia2021 April 21 https://www.pcweek.ua/themes/detail.php?ID=1630450

Spain HIC Europe & Central Asia2021 February 1 https://www.facua.org/es/noticia.php?Id=164250

South KoreaHIC East Asia & Pacific2020 July 16 https://biz.chosun.com/site/data/html_dir/2020/07/15/2020071502559.html0

Mexico UMC Latin America & Caribbean2020 February 18 https://www.am.com.mx/viral/Hackean-pagina-de-la-Familia-Real-y-muestran-sitio-para-adultos-20200218-0022.html0

Ukraine LMC Europe & Central Asia2020 November 10 https://ukranews.com/news/737707-lajfhaki-chernoj-pyatnitsy-2020-top-70

Vietnam LMC East Asia & Pacific2020 December 30 https://www.tin247.com/chien-dich-boc-go-ma-doc-tai-viet-nam-tren-300000-may-tinh-bi-nhiem-ma-doc-duoc-giai-cuu-4-28114753.html0

France HIC Europe & Central Asia2022 August 3 https://www.phonandroid.com/il-gagne-25-millions-de-dollars-en-piratant-un-operateur-et-en-debloquant-des-smartphones.html[3737153, 3739260]['He earns $25 million by hacking a carrier and unlocking smartphones', 'American earns millions of dollars by hacking smartphones blocked by the operator']1

Russia UMC Europe & Central Asia2017 September 20 http://krasnews.com/world/474439/[1257215, 827815]['Hackers gain access to crypto exchange customer accounts through SS7 vulnerabilities :: Global news ::', 'Researchers show how attackers can exploit SS7 exploits to drain Coinbase accounts']1

Czech RepublicHIC Europe & Central Asia2020 August 18 https://www.idnes.cz/praha/zpravy/kyberneticky-utok-policie-vysetrovani-benesovska-nemocnice.A200818_090949_praha-zpravy_pp0

Ukraine LMC Europe & Central Asia2020 January 24 http://internetua.com/sbu-predotvratilo-kiberataku-na-mariupolskii-vuz0

Denmark HIC Europe & Central Asia2020 May 18 https://sn.dk/Sjaelland/Sjaellandsk-virksomhed-svindlet-for-millioner-af-kinesiske-hackere/artikel/9436640

Spain HIC Europe & Central Asia2020 April 30 https://www.facua.org/es/noticia.php?Id=154290

Ukraine LMC Europe & Central Asia2020 January 28 http://internetua.com/google-poimali-s-policsnym-na-reklame-uslug-rossiiskih-hakerov0

South KoreaHIC East Asia & Pacific2020 August 8 http://it.chosun.com/site/data/html_dir/2020/08/07/2020080703506.html0

Japan HIC East Asia & Pacific2019 July 24 https://japan.zdnet.com/article/35140333/0

Russia UMC Europe & Central Asia2019 January 8 https://info.sibnet.ru/article/545752/ 0

Russia UMC Europe & Central Asia2019 September 12 http://rosinvest.com/novosti/1391129 0

Austria HIC Europe & Central Asia2019 June 18 https://wien.orf.at/stories/3000850/ 0

Norway HIC Europe & Central Asia2019 August 5 https://www.digi.no/artikler/hittil-ukjent-skadevare-funnet-bruker-pc-en-din-til-a-skjule-andre-ondsinnede-programmer/4708280

France HIC Europe & Central Asia2019 April 18 https://www.lemondeinformatique.fr/actualites/lire-une-usine-fleury-michon-bloquee-par-un-malware-75040.html0

Germany HIC Europe & Central Asia2019 September 15 https://www.e110.de/hacker-angriff-auf-offener-buehne/0

Russia UMC Europe & Central Asia2019 February 24 https://www.vladtime.ru/computers/7125390

Belgium HIC Europe & Central Asia2018 October 12 https://www.nieuwsblad.be/cnt/dmf20181011_038291200

United StatesHIC North America 2018 May 2 http://globedia.com/hackea-google-inbox-vulnerabilidad-spoofing0

India LMC South Asia 2018 April 14 https://www.prabhatkhabar.com/news/company/online-bitcoin-hacker-dent-20-crore-bitcoin-blown/1144687.html0

India LMC South Asia 2018 January 9 https://hindi.firstpost.com/world/robert-mueller-wants-to-question-donald-trump-in-involvement-of-russian-hacking-in-american-president-elections-79975.html0

Mexico UMC Latin America & Caribbean2018 July 9 https://www.publimetro.com.mx/mx/noticias/2018/07/08/incrementa-el-phishing-en-celulares-dentro-de-la-cdmx.html0

NetherlandsHIC Europe & Central Asia2018 August 21 https://www.politie.nl/nieuws/2018/augustus/21/04-landelijk-opererende-hacker-bekend-3-grote-zaken-opgelost.html0

South KoreaHIC East Asia & Pacific2018 November 4 http://seoul.co.kr/news/newsView.php?id=20181105011003&wlog_sub=svt_1000

Spain HIC Europe & Central Asia2018 February 5 http://www.agroinformacion.com/fecic-denuncia-ante-los-mossos-hackeo-web/0

Turkey UMC Europe & Central Asia2022 August 19 https://www.yeniakit.com.tr/haber/zafer-partisi-ifsa-oldu-hacklettirdigi-is-insanini-santaj-goruntuleri-ortaya-cikti-1683738.html[3758371, 3758372]['Victory Party has been revealed! Blackmail footage of the business person he had hacked appeared', 'Victory Party has been revealed! Blackmail footage of the businessman he had hacked appeared']1

Venezuela Latin America & Caribbean2017 May 6 http://www.noticierodigital.com/forum/viewtopic.php?t=683750



South KoreaHIC East Asia & Pacific2017 May 6 http://news.jtbc.joins.com/article/article.aspx?news_id=NB114347850

KazakhstanUMC Europe & Central Asia2017 July 9 http://www.inform.kz/ru/haker-ukral-den-gi-s-40-tysyach-kreditok-v-ssha_a30436790

United KingdomHIC Europe & Central Asia2021 May 18 http://www.thecommentator.com/article/7919/hackers_are_tucking_into_meal_kit_delivery_scams_in_latest_cyber_trend0

United StatesHIC North America 2022 July 7 https://www.jdsupra.com/legalnews/east-west-family-of-companies-announces-6678748/0

United StatesHIC North America 2022 September 19 https://www.ibtimes.com/blockchain-security-firm-detects-replay-exploit-ethereumpow-chain-36141870

China UMC East Asia & Pacific2022 February 5 https://cointelegraph.com/magazine/2022/02/05/metaverse-tokens-surge-after-meta-tanks-dorsey-roasts-diem-shuts-down-new-malware-can-target-40-browser-wallets-hodlers-digest-jan-28-feb-50

United KingdomHIC Europe & Central Asia2019 April 1 https://www.cbronline.com/news/android-malware-chamois0

Canada HIC North America 2022 January 17 https://www.itbusiness.ca/news/cyber-security-today-jan-17-2022-new-backdoor-found-attacking-servers-another-ransomware-campaign-against-qnap-storage-devices-and-more/1204080

United StatesHIC North America 2019 June 17 https://www.natlawreview.com/article/hackers-indicted-involvement-2015-anthem-data-breach0

United StatesHIC North America 2020 June 10 https://threatpost.com/legitimate-italian-guloader-obfuscator/156443/0

United StatesHIC North America 2020 June 23 http://www.digitaljournal.com/tech-and-science/technology/babylon-health-hit-by-major-data-breach/article/5736580

United StatesHIC North America 2019 July 16 https://www.techrepublic.com/article/phishing-alert-80-of-companies-lack-dmarc-policies-to-protect-against-spoofing/0

Canada HIC North America 2020 November 19 https://www.cbc.ca/news/canada/new-brunswick/fredericton-cyber-attack-increase-1.58084300

United StatesHIC North America 2019 August 7 http://www.spamfighter.com/News-22342-Ransom-paid-by-LaPorte-to-recover-from-ransomware-attack.htm0

Canada HIC North America 2019 March 28 http://www.castanet.net/edition/news-story-252615-6-.htm0

United StatesHIC North America 2019 August 8 https://healthitsecurity.com/news/inform-diagnostics-compunet-latest-amca-data-breach-victims0

United KingdomHIC Europe & Central Asia2019 August 26 https://www.forexcrunch.com/binance-unveils-new-details-on-the-recent-hack-attack/0

United StatesHIC North America 2019 September 5 https://bangordailynews.com/2019/09/05/news/new-england/hackers-demand-mass-city-pay-5-3-million-to-recover-its-files/0

India LMC South Asia 2019 November 15 https://www.thehindu.com/news/national/andhra-pradesh/sand-portal-hacked-alleges-kolusu/article29979752.ece0

Russia UMC Europe & Central Asia2019 September 4 https://www.fontanka.ru/2019/09/04/012/[4714338, 4714332, 4714359]['The Central Bank noticed a wave of theft through hacked pages on social networks. Victims of scammers "rejuvenated"', 'The Central Bank announced a wave of theft through hacked pages in social networks', 'The Central Bank reports an increase in theft through hacking social networks']2

United KingdomHIC Europe & Central Asia2019 December 5 https://www.express.co.uk/finance/city/1213514/cryptocurrency-fraud-malware-clipper-victims-crv0

Canada HIC North America 2019 December 19 https://globalnews.ca/news/6318225/unknown-number-of-okanagan-residents-personal-information-exposed-in-data-breach/0

Pakistan LMC South Asia 2017 August 7 https://tribune.com.pk/story/1475524/iubs-library-portal-defaced-indian-hackers/0

United StatesHIC North America 2017 August 8 http://www.darkreading.com/vulnerabilities---threats/voting-system-hacks-prompt-push-for-paper-based-voting/d/d-id/1329577?piddl_msgid=3289680

United KingdomHIC Europe & Central Asia2017 September 15 https://www.thetimes.co.uk/edition/scotland/ministers-on-defensive-as-hackers-target-holyrood-z6lm873bd0

South AfricaUMC Sub-Saharan Africa2017 June 29 https://www.timeslive.co.za/news/south-africa/2017-06-29-was-hacker-attacked-linked-to-religion-ruling-at-schools/0

India LMC South Asia 2017 July 28 http://www.hindustantimes.com/cities/case-over-android-app-pulling-aadhaar-details-illegally-raises-fresh-hack-leak-fears/story-Pvz1R05VaGRcT9wYL9HPqJ.html0

Ireland HIC Europe & Central Asia2018 March 13 http://www.clare.fm/podcasts/hacking-attempts-clare/0

United StatesHIC North America 2018 January 12 http://www.orlandosentinel.com/features/education/school-zone/os-ucf-hack-suit-20180111-story.html0

BangladeshLMC South Asia 2017 October 22 http://www.newstoday.com.bd/index.php?option=details&news_id=2483974&date=2017-10-230

United StatesHIC North America 2018 March 20 https://www.newsmax.com/elilake/solomon-azima-russian-emails/2018/03/20/id/849771/0

United StatesHIC North America 2018 June 7 https://about.bgov.com/blog/congress-responds-to-hacker/0

United StatesHIC North America 2018 April 6 https://www.insidenova.com/news/infive-latest-on-snow-chances-wildfire-threat-friday-and-high/article_d85c1c98-398e-11e8-9f16-8b1440a18f9e.html0

Nigeria LMC Sub-Saharan Africa2018 June 12 http://footprint2africa.com/topics/ict/ghana-stock-exchange-says-system-safe-hacker-took-website/0

United KingdomHIC Europe & Central Asia2018 May 3 http://www.eveningtimes.co.uk/news/16203885.Facebook_data_breach_firm_could_still_face_sanctions_despite_collapse/0

Japan HIC East Asia & Pacific2018 October 9 https://www.zdnet.com/article/new-magecart-hack-detected-at-shopper-approved/0

United KingdomHIC Europe & Central Asia2018 July 17 https://www.scmagazineuk.com/hackers-using-brute-force-attacks-infiltrate-e-mail-systems-protected-mfa/article/14880460

United StatesHIC North America 2018 August 15 https://www.law360.com/articles/10732090

United KingdomHIC Europe & Central Asia2018 October 29 https://www.infosecurity-magazine.com:443/news/hackers-target-fortnite-with-vbuck/0

United StatesHIC North America 2018 September 3 https://www.spamfighter.com/News-21742-Possible-Computer-Data-Breach-at-Eastern-Maine-Community-College-Affects-Students-and-Staffs.htm0

Japan HIC East Asia & Pacific2018 September 8 https://www.zdnet.com/article/peeled-onions-and-a-minus-touch-verizon-data-breach-digest-lifts-the-lid-on-data-theft-tactics/0

United StatesHIC North America 2020 May 13 https://www.cracked.com/article_27716_an-ethical-hacker-took-unemployment-snitches-in-ohio-and-winning.html0

Canada HIC North America 2020 March 4 https://www.cbc.ca/news/canada/prince-edward-island/pei-data-breach-david-fraser-concern-1.54846420

United StatesHIC North America 2020 March 4 https://www.govinfosecurity.com/australia-took-military-system-offline-over-hack-fears-a-138610

United StatesHIC North America 2020 August 2 https://patch.com/california/northridge/cal-state-northridge-pays-ransom-hackers-after-cyberattack0

United StatesHIC North America 2020 May 1 https://threatpost.com/news-wrap-microsoft-sway-phish-malicious-gif-and-spyware-attacks/155401/0

United StatesHIC North America 2020 September 1 https://lite987.com/rome-police-warning-shoppers-about-amazon-phishing-scam/0

United StatesHIC North America 2021 January 6 https://www.law360.com/articles/1341929/pa-convenience-store-data-breach-suit-is-trimmed0

United StatesHIC North America 2020 September 17 https://www.newscenter1.tv/monument-health-warning-public-of-phishing-scam/0

United StatesHIC North America 2020 December 23 https://www.samessenger.com/colchester/news/see-the-latest-update-on-the-uvm-health-network-cyber-attack/article_600efff6-4509-11eb-9a05-6b776dd7ef0e.html0

United KingdomHIC Europe & Central Asia2021 February 1 https://www.originalfm.com/news/business-news/covid-19-nhs-test-and-trace-unaffected-by-cyber-attack-at-serco-firm-says/0

United StatesHIC North America 2021 March 18 https://healthitsecurity.com/news/fbi-4.2b-lost-to-cybercrime-in-2020-led-by-phishing-bec-extortion0

Canada HIC North America 2021 March 17 https://www.sootoday.com/local-news/algoma-power-billing-company-falls-victim-to-ransomware-attack-35519370

Spain HIC Europe & Central Asia2022 July 4 http://www.gentedigital.es/logrono/noticia/3420556/detenido-el-autor-de-una-estafa-que-cargo-fraudulentamente-6000-euros-a-un-logrones-a-traves-de-phishing-bancario/0

SwitzerlandHIC Europe & Central Asia2022 March 22 https://www.rtn.ch/rtn/Actualite/Region/20220322-Cabinets-medicaux-pirates.html0



Indonesia LMC East Asia & Pacific2022 February 3 https://www.republika.co.id/berita/r6qixv366/as-akan-beri-rp-143-miliar-terkait-informasi-dua-peretas-iran0

Argentina UMC Latin America & Caribbean2022 May 6 https://www.diarioelnorte.com.ar/el-sistema-de-sube-fue-hackeado-y-ahora-no-se-puede-recargar-en-estaciones-de-subte/0

Hungary HIC Europe & Central Asia2022 November 8 https://www.infogyor.hu/hirek/olvas/feltortek-a-kreta-t-nem-a-jegyeket-kell-felteni-2022-11-08-0940000

Poland HIC Europe & Central Asia2022 January 17 https://finanse.wp.pl/andrzej-duda-daje-300-zlotych-za-szczepienie-uwaga-na-falszywa-strone-ktora-wyludza-haslo-do-banku-6727383635102688a0

Mexico UMC Latin America & Caribbean2022 October 11 https://zetatijuana.com/2022/10/funcionarios-y-diputados-hackeados-en-bcs/0

SwitzerlandHIC Europe & Central Asia2022 January 19 https://www.cdt.ch/mondo/pedopornografia-su-conti-facebook-e-instagram-hackerati-JJ50921280

SwitzerlandHIC Europe & Central Asia2022 February 16 https://www.watson.ch/digital/schweiz/343565033-sensible-daten-im-darknet-swissport-hack-wohl-schlimmer-als-gedacht0

Romania UMC Europe & Central Asia2022 May 2 https://www.hotnews.ro/stiri-esential-25531737-aceste-momente-site-hotnews-este-tinta-unui-atac-cibernetic-nu-poate-accesat-complet.htm0

India LMC South Asia 2022 January 5 https://www.newstracklive.com/news/delhi-online-exam-hacking-racket-was-running-with-the-help-of-russian-hackers-6-arrested-sc103-nu915-ta915-1483741-1.html0

Poland HIC Europe & Central Asia2022 May 16 https://www.wprost.pl/polityka/10720297/atak-hakerski-na-nik-rzeczpospolita-tlumaczy-dlaczego-temat-ucichl.html0

Mexico UMC Latin America & Caribbean2021 April 6 https://noticieros.televisa.com/historia/como-verificar-si-tus-datos-figuran-entre-las-500-millones-de-cuentas-hackeadas-de-facebook/0

Sweden HIC Europe & Central Asia2021 February 17 https://www.svt.se/nyheter/lokalt/smaland/misstankt-dataintrang-pa-vasterviks-sjukhus0

Indonesia LMC East Asia & Pacific2021 June 9 https://www.viva.co.id/berita/metro/1378697-data-kependudukan-warga-bekasi-diretas-layanan-online-dihentikan0

South KoreaHIC East Asia & Pacific2020 September 11 http://newspim.com/news/view/202009110003880

Ukraine LMC Europe & Central Asia2020 December 16 http://rusjev.net/2020/12/16/telegram-vpervye-vzlomali/0

South KoreaHIC East Asia & Pacific2020 June 21 http://seoul.co.kr/news/newsView.php?id=202006220080040

Russia UMC Europe & Central Asia2020 July 16 https://tvzvezda.ru/news/vstrane_i_mire/content/20207161224-WcRSN.html0

United StatesHIC North America 2020 September 18 https://www.andhrajyothy.com/telugunews/security-of-government-computers-breached-20200918094442780

Denmark HIC Europe & Central Asia2020 January 27 https://ing.dk/artikel/techtopia-139-blaaskaeg-hacker-fly-2317440

India LMC South Asia 2020 August 12 https://navbharattimes.indiatimes.com/business/business-news/google-chrome-extensions-are-new-tool-for-hacker-know-details/articleshow/77498473.cms0

Argentina UMC Latin America & Caribbean2020 October 5 https://tn.com.ar/tecno/nuevo-hackeo-a-twitter-roban-cuentas-de-alto-perfil-para-una-estafa-con-bitcoins/2020/10/05/J6LSBUX5KNDVXPBB2OBX6EJ73Q_story/0

Russia UMC Europe & Central Asia2019 September 10 https://www.kommersant.ru/doc/4087817 0

Bulgaria UMC Europe & Central Asia2019 December 19 https://blitz.bg/obshtestvo/khakeri-izdrpakha-pari-ot-kartite-na-desetki-blgari_news715892.html0

NetherlandsHIC Europe & Central Asia2019 December 27 https://nos.nl/artikel/2316423-hackaanval-universiteit-maastricht-schot-hagel-dat-te-voorkomen-was.html0

Brazil UMC Latin America & Caribbean2019 February 2 https://www.criptomoedasfacil.com/alerta-novo-malware-ataca-contas-de-exchanges-de-usuarios-de-computadores-da-apple/0

Italy HIC Europe & Central Asia2018 January 12 http://www.zazoom.it/2018-01-12/siamo-stati-noi-ad-hackerare-isaydata-elezioni-italiane-ad-alto-rischio-vigileremo/3772037/0

Czech RepublicHIC Europe & Central Asia2018 September 25 https://www.lupa.cz/aktuality/aplikace-qrecorder-z-google-play-je-nakazena-malwarem-cili-na-ceske-uzivatele/0

Ukraine LMC Europe & Central Asia2018 February 20 http://internetua.com/haker-vzlamvauat-ukrainskie-internet-magazin-i-rasprodauat-tovar-za-bescenok0

United StatesHIC North America 2021 June 19 https://www.postandcourier.com/boeings-max-10-makes-its-aerial-debut-carnival-reports-customer-data-breach/article_66550b66-d051-11eb-a9a7-fba127fb5e31.html0

France HIC Europe & Central Asia2018 June 1 https://www.ouest-france.fr/normandie/orne/orne-la-cpam-met-en-garde-contre-le-piratage-informatique-57970220

Japan HIC East Asia & Pacific2017 April 12 http://www.vandal.net/noticia/1350689809/hackers-aprovechan-una-vulnerabilidad-en-gta-online-para-robar-dinero/0

United StatesHIC North America 2017 November 26 http://www.alfabetajuega.com/noticia/el-hackeo-mas-extrano-en-la-historia-de-la-television-cumple-30-anos-d-1160010

Russia UMC Europe & Central Asia2017 June 2 https://lenta.ru/news/2017/06/02/kndr/ 0

United StatesHIC North America 2017 June 8 http://elvocero.com/denuncian-hackeo-comunicaciones-miembros-la-fmpr/0

Argentina UMC Latin America & Caribbean2017 March 2 http://www.anbariloche.com.ar/noticias/2017/03/02/57422-hackearon-el-sitio-de-inscripcion-virtual-y-para-unter-pueden-haber-modificado-los-datos0

Denmark HIC Europe & Central Asia2017 May 15 http://www.fyens.dk/article/3149988 0

Norway HIC Europe & Central Asia2017 March 17 https://www.digi.no/artikler/datainnbrudd-hos-prisjakt-mengder-av-brukernavn-og-epostadresser-pa-avveie/3782120

Ecuador UMC Latin America & Caribbean2017 March 23 http://lahora.com.ec/index.php/noticias/show/1102041813/-1/PAIS_pone_denuncia,_Cedatos_habla_de_hackeo.html0

France HIC Europe & Central Asia2022 June 13 https://www.20minutes.fr/high-tech/3307395-20220613-assurance-maladie-netflix-campagne-phishing-imite-noms-bien-connus-victimes0

United StatesHIC North America 2021 March 31 https://www.hostreview.com/news/210331-us-data-breaches-dropped-by-30-yoy-to-1000-cases-in-2020-data-breach-cost-jumped-to-86m0

Ireland HIC Europe & Central Asia2021 May 23 https://www.irishtimes.com/news/crime-and-law/garda-expect-avalanche-of-fraud-claims-following-hacker-data-release-1.45730270

United StatesHIC North America 2021 June 9 https://healthitsecurity.com/news/humana-cotiviti-sued-after-insider-related-healthcare-data-breach0

United KingdomHIC Europe & Central Asia2022 August 17 https://www.telegraph.co.uk/business/2022/08/17/pr-firm-executive-accused-profiting-insider-knowledge-credit/0

United StatesHIC North America 2021 July 9 https://www.stltoday.com/business/subscriber/nicklaus-cyber-attacks-getting-worse-as-pandemic-opens-new-network-holes/article_cbfac055-a7ae-599a-9897-0ae3579b8867.html0

United StatesHIC North America 2022 August 19 https://www.wcnc.com/article/news/local/novant-health-suffers-data-breach-through-facebook-north-carolina-medical-information-security/275-cc51a33d-64e2-48a7-823e-405120262be70

Turkey UMC Europe & Central Asia2021 January 11 https://www.aa.com.tr/en/science-technology/turkey-malware-attacks-up-81-in-2020/21056000

Russia UMC Europe & Central Asia2022 January 11 https://www.securityweek.com/adobe-patches-reader-flaws-earned-hackers-150000-chinese-contest0

United StatesHIC North America 2022 February 1 https://www.msn.com/en-in/news/localnews/karnataka-e-portal-hacking-brother-of-accused-moves-hc-after-being-denied-to-leave-country/ar-AATltIK0

United KingdomHIC Europe & Central Asia2022 May 12 https://www.computerweekly.com/news/252518120/Parasol-data-breach-Leaked-email-claims-Optionis-is-denying-responsibility-for-incident0

United StatesHIC North America 2022 May 26 https://www.breitbart.com/asia/2022/05/25/massive-data-hack-reveals-thousands-photos-chinas-uyghur-concentration-camps/0

United StatesHIC North America 2022 December 29 https://www.forbes.com/sites/afontevecchia/2022/12/29/a-hidden-flight-to-a-billionaires-private-mansion-in-patagonia-hacked-messages-and-a-serious-conflict-of-interest-between-judges--argentinas-largest-media-group-the-lago-escondido-saga/0

India LMC South Asia 2017 March 15 http://www.hindustantimes.com/gurgaon/gurgaon-top-company-official-s-email-hacked-rs-3o-lakh-siphoned-off/story-zQTkanEmZ7ONqlIH6sOZUK.html0

United KingdomHIC Europe & Central Asia2019 February 12 https://www.computerweekly.com/news/252457405/APAC-healthcare-providers-losing-23m-to-cyber-attacks0

India LMC South Asia 2019 March 12 https://www.thenewsminute.com/article/4-indian-users-hit-banking-trojans-malware-2018-kaspersky-report-981720

United StatesHIC North America 2019 May 24 https://healthitsecurity.com/news/oregon-specialist-phishing-attack-causes-months-long-data-breach0



Argentina UMC Latin America & Caribbean2022 September 16 https://www.eltrecetv.com.ar/noticias/nosotros-a-la-manana-2022/kate-rodriguez-fue-estafada-y-le-robaron-una-fortuna-del-banco_176567[3795208, 3795210]['Kate Rodríguez was scammed and a fortune was stolen from her bank during a hack', 'Kate Rodríguez denounced that hackers stole a fortune through cryptocurrencies']1

Russia UMC Europe & Central Asia2018 July 11 https://1prime.ru/Financial_market/20180711/829017212.html[1812103, 1812679, 1819020, 1819019, 1812104, 1812106]['Bitcoin falls to $6.3-6.4k amid Bancor hack', 'Bitcoin falls on the news of the hack of the Swiss crypto platform Bancor', 'Bitcoin trades below $6.3k after Bancor hack', 'Bitcoin trades below $6.3k after Bancor crypto platform hack | markets', 'The price of bitcoin fell to $6.3 - 6.4 thousand on the news about the hacking of the Bancor platform | markets', 'Bitcoin Price Drops After Bancor Hack News']5

PhilippinesLMC East Asia & Pacific2020 November 23 https://cebudailynews.inquirer.net/352117/manhunt-ongoing-for-masterminds-of-credit-card-phishing-in-cebu-city0

United StatesHIC North America 2019 April 2 http://www.spamfighter.com/News-22119-Phishing-scam-using-the-names-of-church-pastors-as-bait.htm0

Malaysia UMC East Asia & Pacific2019 September 19 https://www.thesundaily.my/local/kkmm-awaiting-report-on-passenger-data-breach-DL13865000

United KingdomHIC Europe & Central Asia2019 September 28 https://www.pressandjournal.co.uk/fp/news/highlands/1852746/probe-into-nhs-highland-hiv-data-breach-revealed/0

India LMC South Asia 2019 December 7 https://www.timesnownews.com/india/article/a-day-after-cyber-attack-defence-personnel-asked-not-to-access-mail-titled-notice/5242990

India LMC South Asia 2019 December 11 https://www.thehindubusinessline.com/info-tech/hackers-rebooting-pcs-into-safe-mode-to-gain-access-to-data/article30275720.ece0

United StatesHIC North America 2017 January 2 http://naturalnews.com/2016-12-30-obama-trying-to-start-wwiii-before-jan-20-feds-probe-drudge-report-ddos-attack-naturalnews-infowars.html0

United StatesHIC North America 2017 February 7 http://www.healthdatamanagement.com/news/pennsylvania-court-finds-upmc-not-liable-for-data-breach0

United StatesHIC North America 2017 April 12 http://buffalonews.com/2017/04/12/ecmc-computer-system-offline-since-sunday-restart-beginning-thursday/0

United StatesHIC North America 2017 May 5 http://www.jdsupra.com/legalnews/dismissal-in-michael-stores-data-breach-38170/0

United StatesHIC North America 2017 July 26 http://mondaq.com/unitedstates/x/614234/Class+Actions/No+Class+Conflict+In+Data+Breach+Settlement+Involving+Class+Members+With+And+Without+Economic+Injury0

Israel HIC Middle East & North Africa2017 August 8 http://jewishnews.timesofisrael.com/israeli-spyware-behind-hacking-of-mexican-anti-government-activists/0

United KingdomHIC Europe & Central Asia2017 November 9 http://www.bbc.co.uk/news/uk-england-norfolk-419340270

United StatesHIC North America 2017 December 23 http://www.koaa.com/story/37129826/possible-data-breach-at-colorado-mental-health-institute-in-pueblo0

United StatesHIC North America 2018 January 23 http://www.djournal.com/news/mde-says-tupelo-schools-impacted-by-data-breach/article_36182beb-3f6e-57d2-809e-0c15fa17364e.html0

United KingdomHIC Europe & Central Asia2018 July 19 https://www.liverpoolecho.co.uk/news/liverpool-news/liverpool-fc-hacked-club-admits-149291400

Canada HIC North America 2018 August 30 https://www.cbc.ca/news/canada/nova-scotia/bank-of-montreal-bmo-data-privacy-breach-stolen-information-1.47992030

Russia UMC Europe & Central Asia2018 November 14 http://uawire.org/russia-repels-western-cyber-attacks0

United StatesHIC North America 2018 November 29 https://www.nextgov.com/ideas/2018/11/pentagon-travel-record-breach-highlights-impact-hacker-dwell-time/153065/0

United StatesHIC North America 2020 January 29 https://nationalinterest.org/blog/buzz/hackers-brought-down-us-f-15-americas-air-force-risk-1178010

United StatesHIC North America 2020 May 23 https://www.techtimes.com/articles/249833/20200522/hacker-377-us-banking-applications-hacked-by-a-malware-anubis.htm0

United KingdomHIC Europe & Central Asia2020 January 30 https://www.techradar.com/news/un-covered-up-serious-data-breach-affecting-thousands-of-workers0

United StatesHIC North America 2020 March 1 http://delrionewsherald.com/news/article_1f176a30-5a93-11ea-b966-07acc61d623f.html0

China UMC East Asia & Pacific2021 December 8 http://news.china.com.cn/2021-12/08/content_77917889.htm[3020775, 3020774]['3 people were detained by the Shenzhen Nanshan Police for fraudulently pretending to be acquaintances through Trojan horse hacking', '3 people were detained by Shenzhen Nanshan Police for fraudulently posing as acquaintances through Trojan horse hacking _ News Center _ ChinaNet']1

China UMC East Asia & Pacific2020 October 2 https://www.seatrade-maritime.com/technology/imo-hit-cyber-attack0

United StatesHIC North America 2021 January 7 https://patch.com/pennsylvania/haverford/scam-email-led-delco-computer-system-hack-officials0

United StatesHIC North America 2020 August 19 https://www.wdrb.com/news/hackers-breach-brown-forman-in-ransomware-attack/article_ce210ec8-e1ca-11ea-aeb2-035ec2c9444b.html0

United StatesHIC North America 2020 September 3 https://www.darkreading.com/threat-intelligence/new-email-based-malware-campaigns-target-businesses/d/d-id/13388380

South AfricaUMC Sub-Saharan Africa2020 September 8 https://it-online.co.za/2020/09/08/educational-resources-targeted-in-cyber-attacks/0

Belarus UMC Europe & Central Asia2021 August 5 https://charter97.org/en/news/2021/8/5/432029/0

Canada HIC North America 2021 January 9 https://www.thebeaverton.com/2021/01/data-breach-raises-concerns-that-someone-now-knows-how-stupid-your-passwords-are/0

United StatesHIC North America 2020 December 21 https://www.wiscassetnewspaper.com/article/first-congo-deals-email-scammers/1419680

Canada HIC North America 2021 March 17 https://www.cbc.ca/news/indigenous/facebook-phishing-indigenous-artists-1.59523240

South KoreaHIC East Asia & Pacific2022 March 24 http://segye.com/newsView/202203245151530

United StatesHIC North America 2022 April 27 https://www.crhoy.com/tecnologia/tras-10-dias-de-hackeo-micitt-emite-alerta-de-ciberseguridad-a-entidades-publicas/0

Brazil UMC Latin America & Caribbean2022 March 19 https://canaltech.com.br/seguranca/psafe-bloqueou-7-milhoes-de-malwares-nos-ultimos-dois-meses-211938/0

Russia UMC Europe & Central Asia2022 March 21 https://www.rbc.ru/crypto/news/623822749a79473edcd6bc230

Ukraine LMC Europe & Central Asia2022 December 25 https://nikvesti.com/ua/news/public/2621430

Spain HIC Europe & Central Asia2021 August 26 https://www.cope.es/blogs/frikipandi/2021/08/26/las-cajas-misteriosas-de-amazon-uno-de-los-objetivos-de-los-ciberdelincuentes-para-realizar-ataques-de-phishing/0

Poland HIC Europe & Central Asia2021 September 25 https://expressilustrowany.pl/strasza-przez-smsy-przymusowa-kwarantanna-i-wyludzaja-dane-kolejny-atak-oszustow-uwazajcie-na-takie-wiadomosci/ar/c1-158201150

Indonesia LMC East Asia & Pacific2021 April 26 https://www.cnnindonesia.com/teknologi/20210426092618-185-634667/phishing-berkedok-film-piala-oscar-2021-curi-data-pengguna0

France HIC Europe & Central Asia2021 November 2 https://www.clubic.com/antivirus-securite-informatique/logiciel-antivirus/kaspersky/actualite-390907-des-adresses-mail-de-kaspersky-utilisees-dans-une-campagne-de-phishing.html0

South KoreaHIC East Asia & Pacific2021 April 13 http://seoul.co.kr/news/newsView.php?id=202104135001050

Russia UMC Europe & Central Asia2021 May 21 https://tass.ru/ekonomika/11438719 0

Russia UMC Europe & Central Asia2021 May 6 https://piter.tv/event/Amerikanskie_hakeri_shantazhirovali_lyudej_publikaciej_neprilichnih_fotografij/0

Canada HIC North America 2020 September 12 https://www.journaldemontreal.com/2020/09/12/les-pirates-informatiques-ont-pu-voler-tous-les-courriels0

South KoreaHIC East Asia & Pacific2020 May 24 http://www.asiatoday.co.kr/view.php?key=202005250008110780

Croatia HIC Europe & Central Asia2020 February 22 https://slobodnadalmacija.hr/vijesti/crna-kronika/mladi-ruski-hakeri-doputovali-u-hrvatsku-s-najsuvremenijom-provalnickom-opremom-nabavili-black-box-perike-i-brkove-pa-krenuli-prema-bankomatu-10050800

United KingdomHIC Europe & Central Asia2017 July 24 https://business-reporter.co.uk/2017/07/24/cyber-attack-hits-sales-household-goods-giant-reckitt-benckiser/[688577, 691747]['Cyber attack hits sales at household goods giant Reckitt Benckiser', 'Reckitt Benckiser systems crippled in £100m hacking attack']1

South KoreaHIC East Asia & Pacific2020 March 13 http://www.busan.com/view/busan/view.php?code=20200313110730463030

Russia UMC Europe & Central Asia2020 February 11 https://www.securitylab.ru/blog/company/PandaSecurityRus/347724.php0

Germany HIC Europe & Central Asia2020 February 27 https://www.netzwelt.de/news/176287-sparkasse-aufforderung-registrierung-s-id-check-phishing.html0

France HIC Europe & Central Asia2020 December 20 https://www.latribune.fr/depeches/reuters/KBN28U0M4/usa-le-senateur-romney-deplore-le-piratage-de-donnees-gouvernementales.html0



Russia UMC Europe & Central Asia2020 July 2 https://tass.ru/obschestvo/8870893 0

NetherlandsHIC Europe & Central Asia2020 November 19 https://www.rtvutrecht.nl/nieuws/2112558/rechtbank-veroordeelt-phishingoplichters-tot-1-5-en-4-jaar-gevangenisstraf.html0

Mexico UMC Latin America & Caribbean2020 July 7 http://www.zocalo.com.mx/new_site/articulo/anonymous-hackea-pagina-de-condusef-titular-asegura-que-no-hay-informacion/0

Ukraine LMC Europe & Central Asia2019 January 25 https://kp.ua/politics/629275-vzlom-pochty-klynton-arestovaly-partnera-trampa-rodzhera-stouna0

Indonesia LMC East Asia & Pacific2019 October 30 https://nasional.okezone.com/read/2019/10/30/337/2123740/eks-jubir-bpn-prabowo-sandi-diperiksa-soal-peretasan-twitter-saat-pemilu-20190

Russia UMC Europe & Central Asia2019 September 2 https://rs.sputniknews.com/rusija/201909021120737979-sluzbe-ruske-vlade-mete-zapadnih-hakera/0

Indonesia LMC East Asia & Pacific2019 April 24 http://manado.tribunnews.com/2019/04/24/lokasi-penghitungan-real-count-dirahasikan-bpn-fadli-dikasih-tahu-langsung-di-hack0

South KoreaHIC East Asia & Pacific2019 July 19 http://news.chosun.com/site/data/html_dir/2019/07/20/2019072000298.html0

Russia UMC Europe & Central Asia2018 September 11 https://tass.ru/ekonomika/5549950 0

Japan HIC East Asia & Pacific2018 July 3 http://ascii.jp/elem/000/001/703/1703216/0

Brazil UMC Latin America & Caribbean2018 June 12 http://www.diarioonline.com.br/noticias/policia/noticia-515370-preso-acusado-de-hackear-contas-bancarias-no-para.html0

Colombia UMC Latin America & Caribbean2018 March 27 https://nasional.tempo.co/read/1073643/bos-saracen-jasriadi-dituntut-2-tahun-bui-karena-peretasan0

Ukraine LMC Europe & Central Asia2018 May 30 https://vesti-ukr.com/mir/290672-v-ssha-zajavili-chto-vzlom-yahoo-v-2014-hodu-osushchestvili-v-interesakh-fsb-objavlen-pervyj-prihovor0

Germany HIC Europe & Central Asia2018 September 15 https://www.apfelnews.de/2015/09/18/xcodeghost-compiler-malware-befaellt-apps-fuer-os-x-und-ios/0

South KoreaHIC East Asia & Pacific2018 October 30 http://news.mt.co.kr/mtview.php?no=2018102913420492115&type=2&sec=society&pDepth2=Stotal&MSC_T0

Saudi ArabiaHIC Middle East & North Africa2017 February 8 http://www.elnahar-news.com/world/237571.html0

South KoreaHIC East Asia & Pacific2017 December 12 http://news1.kr/articles/?3178041 0

Thailand UMC East Asia & Pacific2017 August 26 https://pantip.com/topic/36808211 0

Turkey UMC Europe & Central Asia2017 June 24 http://www.webtekno.com/turk-hack-team-katar-a-destek-olmak-icin-arabistan-a-buyuk-capli-siber-saldiri-duzenledi-h30512.html0

Denmark HIC Europe & Central Asia2017 August 25 http://sn.dk/Ringsted/Hackerangreb-forsinker-torveprojekt/artikel/6785890

South KoreaHIC East Asia & Pacific2017 March 15 http://www.viva100.com/main/view.php?key=201703150100052440

Croatia HIC Europe & Central Asia2017 October 25 http://net.hr/danas/hrvatska/provjerite-tekuce-racune-hakeri-su-napali-doslo-je-do-masovne-krade-novca-od-klijenata-rba-i-splitske-banke/0

Russia UMC Europe & Central Asia2017 November 6 https://www.vrn.kp.ru/online/news/2922195/0

Chile HIC Latin America & Caribbean2017 June 7 http://www.elciudadano.cl/politica/mensaje-contra-carabineros-marca-hackeo-a-pagina-web-de-transantiago/06/07/0

Germany HIC Europe & Central Asia2017 November 15 https://www.rnz.de/nachrichten/regionalticker_artikel,-mysterioeser-hackfleisch-deponierer-in-pfinztal-es-hackt-am-bahnhof-in-berghausen-_arid,316572.html0

United StatesHIC North America 2021 May 10 http://www.msn.com/en-nz/news/uknews/online-scams-soar-by-1-500-as-fraudsters-and-foreign-agents-exploit-covid-and-brexit/ar-BB1gxWcA0

Ireland HIC Europe & Central Asia2021 May 21 https://www.nenaghguardian.ie/2021/05/21/cyber-attack-impacts-on-nenagh/0

PhilippinesLMC East Asia & Pacific2021 May 25 https://www.rappler.com/technology/xcsset-macos-malware-records-screen-accesses-webcam-microphone0

United StatesHIC North America 2022 July 15 https://www.metrowestdailynews.com/story/news/2022/07/15/nationwide-phishing-scam-comes-massachusetts-framingham/10057505002/0

United StatesHIC North America 2021 July 11 https://www.wfmynews2.com/article/news/local/bank-of-oak-ridge-cyberattack/83-d1d540ba-c6fb-473e-99f1-417771b181e90

Japan HIC East Asia & Pacific2021 January 12 https://www.zdnet.com/article/macos-malware-used-run-only-applescripts-to-avoid-detection-for-five-years/0

United StatesHIC North America 2022 October 5 https://healthitsecurity.com/news/lifebridge-health-settles-healthcare-data-breach-lawsuit-for-9.5m0

United StatesHIC North America 2022 February 1 https://www.theautochannel.com/news/2022/02/01/1101088-vehicle-hackers-are-hijackers-without-person-actions-1-3-hackers.html0

United KingdomHIC Europe & Central Asia2022 February 14 https://www.mobileeurope.co.uk/press-wire/16551-lonestar-cell-mtn-sues-orange-over-cyber-attack-that-shut-liberia-down0

United StatesHIC North America 2022 March 11 https://www.herald-dispatch.com/business/highmark-issues-statement-on-data-breach-of-vendor/article_cfd3d97c-1be6-5133-b83f-2f1774ac95a9.html0

United StatesHIC North America 2022 March 29 https://www.jdsupra.com/legalnews/data-breach-alert-wolff-st-llc-d-b-a-2351101/0

United StatesHIC North America 2022 November 19 https://www.ktbs.com/news/texarkana/miller-county-offices-impacted-by-cyber-attack/article_5e175af4-6794-11ed-96b8-53186a21f676.html0

United StatesHIC North America 2022 December 22 https://www.scmagazine.com/analysis/ransomware/morley-reaches-4-3m-settlement-after-hacking-incident-leads-to-data-theft-for-694k0

Australia HIC East Asia & Pacific2019 February 16 https://itwire.com/security/85995-guardian-australia-redirects-mac-user-to-phishing-site.html0

United StatesHIC North America 2019 March 7 http://www.spamfighter.com/News-22072-One-million-accounts-of-StreetEasy-have-been-hacked.htm0

United KingdomHIC Europe & Central Asia2019 June 6 https://www.pressandjournal.co.uk/fp/news/inverness/1765551/investigation-into-highland-council-data-breach-complete/0

Israel HIC Middle East & North Africa2022 June 28 https://nocamels.com/2022/06/cyber-attacks-railways-cervello/0

United StatesHIC North America 2021 November 17 https://www.econotimes.com/Afghanistan-UK-Defense-Ministry-not-aware-of-harm-in-data-breach-involving-Afghan-interpreter-email-addresses-16215080

United StatesHIC North America 2019 July 22 https://www.newsbtc.com/2019/07/22/bitcoin-btc-bulls-unconvincing-over-1-billion-lost-to-hackers/0

United StatesHIC North America 2019 June 1 https://www.law360.com/articles/1164835/premera-blue-cross-floats-32m-deal-in-data-breach-row0

United StatesHIC North America 2020 August 14 https://www.thecollegefix.com/ethical-hacking-syracuse-research-lab-accused-of-launching-cyberattacks-for-a-week/0

United StatesHIC North America 2019 August 5 http://www.deadlinedetroit.com/articles/22953/dan_gilbert_s_stockx_waited_days_to_reveal_massive_data_breach0

BangladeshLMC South Asia 2020 September 8 https://bdnews24.com/economy/2020/09/09/danger-is-over-bangladesh-thwarts-cyber-heist-bid-by-north-korean-hackers0

United StatesHIC North America 2019 July 31 https://www.wwnytv.com/2019/07/31/progress-reported-after-watertown-csd-hit-by-malware/0

United StatesHIC North America 2019 March 20 https://www.businesswire.com/news/home/20190320005529/en/Federman-Sherwood-Announces-Settlement-Sonic-Corporation-Data0

Japan HIC East Asia & Pacific2019 March 27 https://www.zdnet.com/article/hackers-abuse-magento-paypal-integration-to-test-validity-of-stolen-credit-cards/0

France HIC Europe & Central Asia2022 October 17 https://aristeguinoticias.com/1610/kiosko/triada-nuevo-malware-de-whatsapp-roba-cuentas-y-suscribe-pagos/[3830975, 3841964, 3831149]['Account hacking, virus: WhatsApp losing control files a complaint!', 'Triada, new WhatsApp malware steals accounts and underwrites payments', 'WhatsApp users alert ! This WhatsApp clone is riddled with malware ; Do this NOW']2

Japan HIC East Asia & Pacific2019 October 9 https://www.zdnet.com/article/reel-her-in-what-happens-when-tech-journalists-fall-prey-to-spear-phishing-campaigns/0

United StatesHIC North America 2019 October 15 https://www.ibtimes.com/north-koreas-lazarus-group-are-most-profitable-crypto-hackers-theyre-back-28461770

United StatesHIC North America 2017 January 5 http://www.livetradingnews.com/fbi-cybersecurity-experts-no-just-got-hacked-25271.html0



United StatesHIC North America 2017 February 9 https://www.scmagazine.com/hackers-use-mirai-code-blended-tactics-to-launch-ddos-attack-in-2016/article/637111/0

United StatesHIC North America 2017 March 13 https://threatpost.com/credit-card-scrapers-continue-to-target-magento/124267/0

United KingdomHIC Europe & Central Asia2017 March 14 http://www.theregister.co.uk/2017/03/14/cyber_security_agencies_ransomware_warning/0

India LMC South Asia 2017 May 2 http://www.freepressjournal.in/headlines/massive-aadhaar-data-breach-sensitive-information-of-130-million-card-holders-leaked/10612360

United KingdomHIC Europe & Central Asia2017 May 13 http://www.oxfordtimes.co.uk/news/15284400.Second_trust_confirms_it_will__take_steps__after_cyber_attack/0

South AfricaUMC Sub-Saharan Africa2017 July 6 http://www.bizcommunity.com/Article/196/379/164296.html0

Bahamas HIC Latin America & Caribbean2017 July 24 http://www.tribune242.com/news/2017/jul/24/atlantis-warns-guests-after-cyber-attack/0

United StatesHIC North America 2017 October 10 http://www.prnewswire.com/news-releases/psafe-detects-85-times-more-phishing-scams-in-2017-to-date-than-malware-attacks-launches-dfndr-security-50-with-enhanced-anti-phishing-detection-300533555.html0

United StatesHIC North America 2017 October 19 http://www.kxly.com/news/local-news/data-breach-at-spokane-va-medical-center/6405601210

United StatesHIC North America 2017 April 19 http://www.postandcourier.com/business/mount-pleasant-restaurant-another-broken-egg-cafe-says-hackers-may/article_a0386aa8-251f-11e7-bad9-b31fcb91b695.html0

United StatesHIC North America 2017 December 6 http://www.wfmynews2.com/news/crime/no-decision-made-whether-to-pay-hackers-ransom-after-mecklenburg-co-breach/4973688350

United StatesHIC North America 2017 December 7 https://betanews.com/2017/12/07/process-doppelganging-malware/0

PhilippinesLMC East Asia & Pacific2017 July 1 http://news.mb.com.ph/2017/07/02/cyber-attacks-natl-elections/0

Malawi LIC Sub-Saharan Africa2017 May 23 http://www.faceofmalawi.com/2017/05/see-how-the-worlds-dangerous-hacker-hamza-bandelajd-was-hanged-withdrew-400-million-from-217-banks-and-donated-it-to-charities-in-africa-and-palestine/0

United StatesHIC North America 2017 December 28 http://www.shipnc.com/news/police/article_0d9a873a-eb3f-11e7-9974-c308df938569.html0

United StatesHIC North America 2018 March 1 https://www.mediapost.com/publications/article/315395/barracuda-warns-of-phishing-scams-using-word-exce.html0

Canada HIC North America 2018 May 29 https://www.itbusiness.ca/news/hashtag-trending-russian-router-hack-lenovo-z5-teased-canadian-banks-suffer-breach/1020370

United StatesHIC North America 2018 July 28 https://www.washingtonpost.com/local/dc-politics/dc-government-targeted-by-overseas-hacking-attempt-referred-matter-to-feds/2018/07/28/0246948e-91eb-11e8-8322-b5482bf5e0f5_story.html0

United KingdomHIC Europe & Central Asia2018 August 1 https://www.theinquirer.net/inquirer/news/3036920/chinese-cybercriminals-are-sending-malware-to-mediocre-targets-through-the-post0

Greece HIC Europe & Central Asia2018 August 29 https://www.naftemporiki.gr/story/1386121/hackers-take-down-greek-power-utilitys-webpage-on-wed0

Japan HIC East Asia & Pacific2018 October 24 https://www.zdnet.com/article/meet-the-malware-which-turns-your-smartphone-into-a-mobile-proxy/0

United StatesHIC North America 2018 September 14 https://threatpost.com/magecart-threat-group-racks-up-more-hack-victims/137439/0

United StatesHIC North America 2018 September 21 http://www.nwnewsnetwork.org/post/hackers-are-selling-alaska-air-other-airline-miles-cheap-dark-web[2028131, 2015284, 2021913, 2030204, 2021912, 2015263, 2018543]['KUOW - Hackers may have your Alaska or Delta miles to sell on dark web', 'Hacked Alaska Airlines frequent flier miles for sale on the dark web', 'Hackers are selling Alaska Air , other airline miles for cheap on the dark web', 'Airline Frequent Flyer Miles Being Sold By Hackers For Cryptocurrency', 'KUOW - Hackers are selling Alaska Air , other airline miles for cheap on the dark web', 'Hackers Are Selling Stolen Airline Miles on the Dark Web Here How to Protect Yours', 'Hackers Have A New Target : Frequent Flyer Miles']6

Malta HIC Middle East & North Africa2020 April 2 https://timesofmalta.com/articles/view/voter-list-in-huge-data-breach-was-compiled-by-the-labour-party.7827080

United StatesHIC North America 2020 April 9 https://bangordailynews.com/2020/04/09/news/state/hackers-display-offensive-images-during-maine-government-virtual-meeting/0

Nigeria LMC Sub-Saharan Africa2020 September 3 https://naija247news.com/2020/09/03/unity-bank-have-been-hackedthey-deny-it-heres-a-bigger-problem/0

United StatesHIC North America 2021 December 23 https://www.breitbart.com/asia/2021/12/23/anonymous-hacker-group-hijacks-u-n-website-with-pro-taiwan-message/0

United StatesHIC North America 2020 September 18 https://www.kulr8.com/news/national/13-year-old-student-nabbed-in-cyber-attacks-on-valpo-schools-police-say/article_a20eda2a-f0fd-5b8c-a776-0ca8f883f423.html0

United StatesHIC North America 2020 October 8 https://www.msn.com/en-us/news/us/ag-fitch-obtains-judgment-in-community-health-systems-data-breach/ar-BB19Q2Ew0

United KingdomHIC Europe & Central Asia2021 February 13 https://www.thetimes.co.uk/article/data-hack-of-website-outsmarts-mensa-lxttgqgfs0

United StatesHIC North America 2020 November 18 https://www.bankinfosecurity.com/gaming-company-confirms-ragnar-locker-ransomware-attack-a-153850

United StatesHIC North America 2020 December 19 https://www.courthousenews.com/battle-over-attorney-fees-in-home-depot-data-breach-case-returns-to-11th-circuit/0

Israel HIC Middle East & North Africa2022 June 28 https://tech.walla.co.il/item/3515019 0

Argentina UMC Latin America & Caribbean2022 October 21 https://www.cronista.com/economia-politica/fuerzas-armadas-hackearon-la-base-de-datos-del-estado-mayor-conjunto/0

United StatesHIC North America 2022 May 3 https://www.larepublica.net/noticia/atencion-importadores-y-exportadores-hacienda-habilita-declaraciones-electronicas-en-aduanas0

South KoreaHIC East Asia & Pacific2022 December 6 https://news.kbs.co.kr/news/view.do?ncd=56174260

Russia UMC Europe & Central Asia2022 December 21 https://kazanfirst.ru/news/601879 0

Poland HIC Europe & Central Asia2022 January 27 https://www.komputerswiat.pl/aktualnosci/bezpieczenstwo/kolejna-kampania-phishingu-wykorzystujaca-inpost-tym-razem-to-falszywe-e-maile/dqn9s690

Indonesia LMC East Asia & Pacific2022 September 9 https://www.merdeka.com/dunia/ratusan-dokumen-rahasia-nato-bocor-dan-dijual-peretas-di-situs-pasar-gelap.html0

South KoreaHIC East Asia & Pacific2022 October 11 https://news.kmib.co.kr/article/view.asp?arcid=0017555416&code=61141111&sid1=eco0

Croatia HIC Europe & Central Asia2021 April 26 https://pcchip.hr/softver/sigurnost/vasa-email-adresa-je-procurila-u-hakerskom-napadu-sto-sada/0

Russia UMC Europe & Central Asia2021 February 10 https://www.igromania.ru/news/102269/Ataka_hakerov_na_CD_Projekt_zamedlit_skorost_raboty_nad_igrami.html0

Russia UMC Europe & Central Asia2021 June 1 https://www.cnews.ru/news/top/2021-05-13_russkoyazychnyj_vredonos_razdaetsya0

Sweden HIC Europe & Central Asia2021 January 4 https://www.gp.se/kultur/kultur/organisationen-sami-utsatt-f%C3%B6r-dataintr%C3%A5ng-1.394714310

France HIC Europe & Central Asia2021 October 18 https://securite.developpez.com/actu/328059/Les-cybercriminels-exploitent-la-faille-zero-day-alors-que-les-entreprises-prennent-97-jours-en-moyenne-pour-mettre-en-oeuvre-les-correctifs-selon-HP-Wolf-Security/0

Russia UMC Europe & Central Asia2021 April 29 https://www.securitylab.ru/news/519493.php0

Indonesia LMC East Asia & Pacific2021 March 27 https://pekanbaru.tribunnews.com/2021/03/27/mata-mata-china-berkeliaran-di-jagat-maya-gunakan-spyware-untuk-dukung-misi-yang-mengerikan0

Algeria LMC Middle East & North Africa2021 April 25 http://www.itmag-dz.com/2020/08/03/garmin-aurait-paye-des-millions-de-dollars-pour-resoudre-sa-recente-attaque-de-ransomware/0

Colombia UMC Latin America & Caribbean2020 May 21 https://www.publimetro.co/co/noticias/2020/05/21/hacker-habria-robado-mas-580-millones-a-una-alcaldia.html0

Russia UMC Europe & Central Asia2020 July 7 https://www.rt.com/news/494028-guaido-ambassador-fbi-twitter/[2591197, 2593717]['  Price on your head : Aide to Venezuelan  president  Guaido threatens journalists with FBI investigation over  Twitter hack  RT World News', 'Aide to Venezuelan Guaido threatens journalists with FBI investigation over  Twitter hack  -- Society Child -- Sott . net']1

Germany HIC Europe & Central Asia2020 February 12 https://www.netzwelt.de/news/176039-phishing-gewand-american-express-vorsicht-diesen-e-mails.html0

Finland HIC Europe & Central Asia2020 December 28 https://www.hbl.fi/artikel/riksdagen-utsatt-for-cyberattack-garningen-har-inte-varit-slumpmassig-eller-ett-misstag/0

Germany HIC Europe & Central Asia2020 June 15 https://www.frankenpost.de/region/kulmbach/Hacker-reiten-die-Corona-Welle0

Indonesia LMC East Asia & Pacific2020 August 23 https://portalsurabaya.pikiran-rakyat.com/suroboyoan/pr-22683964/sejumlah-akun-medsos-milik-kritikus-pemerintah-diretas-fpi-angkat-bicara-singgung-uu-ite0

Indonesia LMC East Asia & Pacific2020 November 19 https://www.viva.co.id/pilkada/1323808-ketua-mpr-ingatkan-bahaya-peretasan-sistem-kpu-saat-pilkada-20200



South KoreaHIC East Asia & Pacific2020 July 13 http://biz.heraldcorp.com/view.php?ud=202007130006170

Belgium HIC Europe & Central Asia2019 November 27 https://www.sudinfo.be/id153822/article/2019-11-27/attention-si-vous-avez-recu-ce-courriel-de-test-achats-lorganisation-est-victime0

Mexico UMC Latin America & Caribbean2019 January 22 http://pcworld.com.mx/apt10-nuevo-ataque-global-de-hackers-chinos/0

Brazil UMC Latin America & Caribbean2019 January 15 https://www.tudocelular.com/seguranca/noticias/n136454/emulador-nintendo-64-android-infectado-malware.html0

Germany HIC Europe & Central Asia2019 January 12 https://www.neues-deutschland.de/artikel/1109819.hackerangriffe-schlachtfeld-smartphone.html0

Sweden HIC Europe & Central Asia2018 June 27 https://www.idg.se/2.1085/1.704423/semester-hotell-intrang0

Indonesia LMC East Asia & Pacific2018 August 9 http://wartakota.tribunnews.com/2018/08/09/politik-jelang-pilpres-memanas-situs-resmi-pks-diretas-kata-katanya-penuh-hinaan0

Slovak RepublicHIC Europe & Central Asia2018 March 16 http://www.topky.sk/cl/13/1696967/Koliska-hackerov--Narodni-zlocinci-uz-utocia-aj-na-domace-banky0

Oman HIC Middle East & North Africa2018 June 17 http://alwatan.com/details/267134 0

Finland HIC Europe & Central Asia2018 June 8 https://www.is.fi/digitoday/tietoturva/art-2000005711999.html0

China UMC East Asia & Pacific2018 April 17 http://jl.ifeng.com/a/20180417/6506984_0.shtml0

Israel HIC Middle East & North Africa2018 September 27 http://www.talniri.co.il/marketnews/article.asp?mp=4&id=899330

Russia UMC Europe & Central Asia2018 February 28 http://rosregistr.ru/v-mire/101682.html 0

Argentina UMC Latin America & Caribbean2018 April 2 https://www.infobae.com/america/vice/2018/04/02/hacker-devuelve-17-millones-de-dolares-que-robo-en-ethereum/0

Brazil UMC Latin America & Caribbean2017 January 4 http://www.opovo.com.br/noticias/tecnologia/2017/01/usuarios-denunciam-u2018hackeamento-u2019-do-google-apos-ataque-a-ser.html0

NetherlandsHIC Europe & Central Asia2017 August 6 https://tweakers.net/geek/128035/teslas-hacken-en-datenklos-op-hackerkamp-sha2017.html0

France HIC Europe & Central Asia2017 August 30 http://actu.meilleurmobile.com/faketoken-malware-veut-vos-donnees-bancaires-de-retour_1604720

United StatesHIC North America 2017 July 19 https://japan.zdnet.com/article/35086039/0

Sweden HIC Europe & Central Asia2017 August 25 http://www.corren.se/nyheter/motala/kommunen-utsatt-for-natattack-om4787128.aspx0

Germany HIC Europe & Central Asia2017 May 29 http://www.tagesschau.de/inland/bielefeld-festnahme-hacker-101.html0

Italy HIC Europe & Central Asia2022 June 26 https://www.tecnoandroid.it/2022/06/26/malware-conti-correnti-violati-per-coloro-hanno-usato-queste-app-10847030

Malaysia UMC East Asia & Pacific2022 August 12 https://www.malaysiakini.com/news/6318440

Slovenia HIC Europe & Central Asia2022 September 4 https://sloveniatimes.com/police-and-defence-ministry-targeted-in-hacking-attack/0

United StatesHIC North America 2022 February 17 https://www.accountingtoday.com/news/new-phishing-scheme-targets-tax-pros-irs-says0

Russia UMC Europe & Central Asia2022 November 21 https://www.securityweek.com/california-county-says-personal-information-compromised-data-breach0

United StatesHIC North America 2022 September 23 https://www.darkreading.com/attacks-breaches/cisa-zoho-manageengine-rce-bug-under-active-exploit0

United StatesHIC North America 2022 April 20 https://www.breitbart.com/europe/2022/04/19/not-so-friendly-uk-government-hacked-by-country-bojo-wants-to-buy-oil-from/0

United KingdomHIC Europe & Central Asia2022 November 15 https://www.eadt.co.uk/news/23123822.suffolk-police-publish-victims-information-mass-data-breach/0

United StatesHIC North America 2022 May 24 https://centraljersey.com/2022/05/23/east-windsor-township-cyber-attack/0

United StatesHIC North America 2022 November 28 https://www.stlouisstar.com/news/273134886/consumer-alert-lowey-dannenberg-pc-investigates-american-express-for-data-breach0

Russia UMC Europe & Central Asia2022 December 16 https://www.bleepingcomputer.com/news/security/microsoft-warns-of-new-minecraft-ddos-malware-infecting-windows-linux/0

United StatesHIC North America 2022 December 19 https://www.extremetech.com/internet/341636-hackers-distributed-a-trojanized-build-of-windows-10-to-infiltrate-ukrainian-targets0

United StatesHIC North America 2019 April 26 https://whopam.com/2019/04/26/hpd-investigating-phishing-scheme/0

United StatesHIC North America 2022 February 16 https://www.q13fox.com/news/centralia-college-hit-with-ransomware-attack0

Nigeria LMC Sub-Saharan Africa2019 July 2 https://punchng.com/phishing-cryptocurrency-attacks-threaten-data-security-microsoft/0

United KingdomHIC Europe & Central Asia2020 September 9 https://www.belfasttelegraph.co.uk/news/northern-ireland/executive-office-compensation-offers-for-abuse-victims-over-data-breach-39517023.html0

Turkey UMC Europe & Central Asia2020 May 14 https://www.yenisafak.com/en/world/iran-hackers-interfered-in-scottish-independence-vote-report-3519456[4204445, 4204446]['Iran hackers interfered in Scottish independence vote : report', 'Iran hackers interfered in Scottish independence vote']1

Russia UMC Europe & Central Asia2019 July 25 https://www.securityweek.com/guildma-malware-expands-targets-beyond-brazil0

United StatesHIC North America 2019 February 6 http://www.darkreading.com/vulnerabilities-and-threats/android-malware-hits-victims-in-196-countries/d/d-id/1333585?piddl_msgid=3347990

United StatesHIC North America 2019 August 1 https://www.scmagazine.com/home/retail/two-deer-valley-resort-restaurants-hit-with-pos-data-breach/0

Australia HIC East Asia & Pacific2019 August 26 https://www.afr.com/technology/banks-told-to-tighten-security-after-payments-data-breach-20190825-p52kio0

United StatesHIC North America 2019 March 25 https://threatpost.com/steganography-combat/143096/0

Nigeria LMC Sub-Saharan Africa2019 September 13 https://www.dailytrust.com.ng/heartless-hackers-lesson-for-pencom-ptad.html0

United StatesHIC North America 2019 December 12 https://www.wyomingnews.com/news/local_news/crmc-data-breach-may-have-compromised-patient-information/article_cfc123af-2b4b-5de0-9567-72a7d6b17e92.html0

United StatesHIC North America 2019 December 19 https://medium.com/@yathishbesant/hackers-are-using-a-bug-in-php7-to-remotely-hijack-web-servers-600c73fd16ab0

United StatesHIC North America 2021 August 17 https://www.indystar.com/story/news/2021/08/17/contact-tracing-personal-data-from-750-k-indiana-residents-compromised-in-attack/8164048002/0

United StatesHIC North America 2017 February 10 http://ndsmcobserver.com/2017/02/spam-email/0

United StatesHIC North America 2017 February 1 http://wach.com/news/local/lexington-district-two-not-the-only-district-to-be-hacked0

United StatesHIC North America 2017 February 13 http://www.spamfighter.com/News-20746-Scottys-Holdings-Seized-with-Phishing-Scam.htm0

India LMC South Asia 2017 August 18 http://www.deccanchronicle.com/technology/in-other-news/180817/hackers-website-gets-hacked-by-the-victim.html0

United KingdomHIC Europe & Central Asia2017 December 14 http://www.kentonline.co.uk/sheerness/news/sheppey-man-grant-west-hacked-17-companies-157000/0

United StatesHIC North America 2017 January 13 http://www.isssource.com/data-breach-at-forensics-firm/0

United KingdomHIC Europe & Central Asia2018 February 21 http://www.bucksfreepress.co.uk/news/16037797.Council_among_authorities_struck_by_millions_of_cyber_attacks__national_investigation_reveals__/0

United StatesHIC North America 2018 January 18 https://www.bna.com/malware-webbased-attacks-b73014474275/0

United StatesHIC North America 2018 March 27 http://digital.vpr.net/post/leahy-says-facebook-data-breach-major-national-security-issue0



India LMC South Asia 2018 April 20 http://trak.in/tags/business/2018/04/20/paytm-phishing-becomes-scarier/0

United StatesHIC North America 2018 June 27 http://www.newsweek.com/website-red-hen-restaurant-center-sarah-sanders-storm-features-ads-viagra-9969150

United StatesHIC North America 2018 June 30 https://www.reuters.com/article/trustwave-breach-lawsuit/insurance-companies-sue-security-firm-over-heartland-data-breach-idUSL1N1TV22K0

Australia HIC East Asia & Pacific2018 October 25 http://www.sunraysiadaily.com.au/story/5723208/hackers-hit-online-payments/?cs=10070

United StatesHIC North America 2020 January 9 https://securityboulevard.com/2020/01/cyber-attacks-against-state-and-local-governments-surge/0

United StatesHIC North America 2020 June 13 http://www.newson6.com/story/5ee40f5f7ae7bf11a21ec1b5/city-of-okemah-expects-to-get-information-back-monday-after-cyber-hack0

United StatesHIC North America 2020 January 18 https://legalnewsline.com/stories/523752385-pharmacies-warn-of-possible-massive-data-breach-resulting-from-opioid-judge-s-order0

United StatesHIC North America 2020 February 7 https://www.wrcbtv.com/story/41670208/scam-alert-first-horizon-bank-warning-customers-of-phishing-scam0

United StatesHIC North America 2020 July 8 https://www.msn.com/en-us/news/crime/chilton-county-is-latest-victim-of-ransomware-attack/ar-BB16v5Np0

United StatesHIC North America 2021 December 6 https://riverheadnewsreview.timesreview.com/2021/12/108203/police-warn-residents-of-fake-robocall-message-in-reference-to-data-breach/0

United StatesHIC North America 2020 December 21 https://www.msn.com/en-nz/news/national/how-cybercriminals-were-able-to-hack-into-nzx-as-it-admits-high-standards-were-not-met/ar-BB1c64XL?fbclid=IwAR2PdGpB8e1LMC8se89dtFTq5ly1qcgin_36awXVRbt7Gfap7206T-lRDLs0

United StatesHIC North America 2021 August 10 https://www.wthitv.com/content/news/SCAM-ALERT-Unsubscribe-Con-leads-to-malware--575061851.html0

India LMC South Asia 2021 August 16 https://www.thehindubusinessline.com/news/national/data-breach-in-online-apps-delhi-hc-seeks-centres-view-on-probe/article35945893.ece0

United StatesHIC North America 2021 September 1 https://www.natlawreview.com/article/narrowing-scope-data-breach-claims-warren-v-dsg-retail-ltd0

United StatesHIC North America 2021 September 21 https://www.monroenews.com/story/news/2021/09/20/hackers-target-local-health-care-company/8403463002/0

Germany HIC Europe & Central Asia2021 February 25 https://www.finanznachrichten.de/nachrichten-2021-02/52126380-new-skybox-security-research-discovers-106-increase-in-new-malware-008.htm0

Germany HIC Europe & Central Asia2022 March 11 https://www.netzwelt.de/news/200763-ueberweisung-erhalten-phishing-mail-namen-volks-raiffeisenbanken-geht.html0

Panama UMC Latin America & Caribbean2022 April 21 https://revistasumma.com/costa-rica-procomer-toma-acciones-temporales-de-apoyo-al-sector-exportador-tras-hackeo-a-instituciones-del-estado/0

Russia UMC Europe & Central Asia2022 September 27 https://www.securitylab.ru/news/534095.php0

Spain HIC Europe & Central Asia2022 October 28 https://www.vozpopuli.com/espana/del-rivero-justicia-hackeo-ordenadores-villarejo.html0

United StatesHIC North America 2022 August 23 https://www.larepublica.net/noticia/hackers-intentaron-atacar-al-pais-513-millones-de-veces-en-primer-semestre-del-20220

Russia UMC Europe & Central Asia2021 May 27 https://regnum.ru/news/3281410.html 0

South KoreaHIC East Asia & Pacific2021 June 14 https://www.mk.co.kr/news/society/view/2021/06/573156/0

Russia UMC Europe & Central Asia2021 June 8 https://tass.ru/ekonomika/11599531 0

Finland HIC Europe & Central Asia2021 May 7 https://www.aamuposti.fi/paikalliset/41361990

Poland HIC Europe & Central Asia2021 June 9 http://300polityka.pl/stan-gry/2021/06/09/obraz-dnia-polsat-wojna-hybrydowa-z-rosja-w-tle-tvp-slady-wlamania-do-poczty-prowadza-na-wschod/0

Finland HIC Europe & Central Asia2021 May 15 https://www.is.fi/digitoday/art-2000007978762.html0

NetherlandsHIC Europe & Central Asia2021 January 18 https://www.nu.nl/tech/6102680/privegegevens-aanhangers-viruswaarheid-op-straat-door-datalek.html0

Pakistan LMC South Asia 2021 December 20 https://jang.com.pk/news/1026896 0

Indonesia LMC East Asia & Pacific2021 August 31 https://www.republika.co.id/berita/qyoo7a368/malware-dlubot-di-android-jangan-klik-pesan-teks-ini0

United StatesHIC North America 2017 March 2 https://www.scmagazine.com/new-malware-attack-shutters-london-hospital/article/641548/[235504, 235509]['New malware attack shutters London hospital', '  Previously unseen  malware behind cyberattack against united kingdom biggest hospital group']1

Turkey UMC Europe & Central Asia2021 March 25 https://www.haberler.com/turkiye-de-2020-nin-en-populer-mobil-kotu-amacli-14018824-haberi/0

Russia UMC Europe & Central Asia2021 June 25 https://overclockers.ru/blog/anykey911/show/53018/avtor-vredonosnoj-programmy-majnera-crackonosh-zarabotal-2-milliona-dollarov0

Italy HIC Europe & Central Asia2021 January 18 https://www.zazoom.it/2021-01-18/attenzione-app-immuni-fake-contiene-il-malware-alien/7958786/0

China UMC East Asia & Pacific2021 July 24 https://finance.sina.com.cn/tech/2021-07-24/doc-ikqciyzk7333429.shtml0

Russia UMC Europe & Central Asia2020 July 13 https://www.securitylab.ru/news/509993.php0

Paraguay UMC Latin America & Caribbean2020 June 10 https://www.ultimahora.com/hackean-cuenta-twitter-la-bolsa-valores-n2889409.html0

Indonesia LMC East Asia & Pacific2020 April 16 https://www.viva.co.id/digital/digilife/1211063-asuransi-china-yang-pernah-mau-bantu-bpjs-kesehatan-diretas0

South KoreaHIC East Asia & Pacific2020 March 30 https://news.chosun.com/site/data/html_dir/2020/03/30/2020033005152.html0

Mexico UMC Latin America & Caribbean2020 May 26 https://www.lapalabradelcaribe.com/buscan-a-mafia-rumana-por-hackeo-en-edomex/156491/0

South KoreaHIC East Asia & Pacific2019 December 3 https://www.edaily.co.kr/news/read?newsId=01482566622714912&mediaCodeNo=2580

Mexico UMC Latin America & Caribbean2019 September 19 https://pulsoslp.com.mx/slp/advierte-profeco-sobre-hackeos-con-correo-electronico/9964920

Russia UMC Europe & Central Asia2019 June 21 https://www.nakanune.ru/news/2019/6/21/22544681/0

United StatesHIC North America 2019 September 10 https://listindiario.com/la-republica/2019/09/09/581834/a-mas-de-un-mes-de-hackeo-a-infotep-las-investigaciones-se-mantienen-frisadas0

Denmark HIC Europe & Central Asia2019 February 6 https://sn.dk/Rudersdal/Falsk-politimand-ville-undersoege-hackerangreb/artikel/8105970

Germany HIC Europe & Central Asia2019 October 23 https://www.dw.com/ur/%D9%BE%D8%A7%DA%A9%D8%B3%D8%AA%D8%A7%D9%86%DB%8C-%D8%AD%DA%A9%D8%A7%D9%85-%D8%B3%D8%A7%D8%A6%D8%A8%D8%B1-%D8%AD%D9%85%D9%84%DB%92-%DA%A9%DB%8C-%D8%B2%D8%AF-%D9%85%DB%8C%DA%BA/a-509504440

United StatesHIC North America 2019 June 9 https://es.euronews.com/2019/06/09/mas-de-40-000-euros-de-factura-telefonica-por-un-posible-hackeo0

Norway HIC Europe & Central Asia2018 January 15 https://www.digi.no/artikler/hackere-skal-ha-fatt-tilgang-til-minst-ti-servere-hos-sykehuspartner/4258240

Mexico UMC Latin America & Caribbean2018 November 21 http://www.lavozdemichoacan.com.mx/tecnologias/casi-75-mil-usuarios-han-sido-victimas-de-ataques-ciberneticos/0

Indonesia LMC East Asia & Pacific2018 March 30 http://poskotanews.com/2018/03/30/situs-pengadilan-negeri-sukabumi-diretas-begini-pesan-hacker/0

United StatesHIC North America 2017 July 24 http://www.wigantoday.net/news/health/hospital-faced-mass-cyber-attacks-1-8666097[679786, 1234846, 688393, 680718, 676468, 698035, 696001]['Nuance Communications : Premier Health hospitals impacted by vendor cyber attack', 'Computer hackers attack hospitals and companies', 'Hospital faced mass cyber attacks', 'Hackers attack hospitals', 'Miami Valley Hospital vendor impacted by cyber attack', 'Health Care Facilities Lag In Fending Off Hacking Attacks : Shots – Health News', 'Health Care Facilities Lag In Fending Off Hacking Attacks : Shots']6

Sweden HIC Europe & Central Asia2017 February 9 http://www.hallandsposten.se/nyheter/halmstad/tidigare-handl%C3%A4ggare-p%C3%A5-f%C3%B6rs%C3%A4kringskassan-nekar-till-dataintr%C3%A5ng-1.41488350

Sweden HIC Europe & Central Asia2017 August 23 https://www.arbetaren.se/2017/08/23/uppmarksammad-polis-utreds-for-dataintrang/0

Indonesia LMC East Asia & Pacific2017 July 2 http://medan.tribunnews.com/2017/07/02/woppp-caeeer-situs-pemko-medan-diretas-hacker-di-hari-ulang-tahun0

United StatesHIC North America 2021 April 8 https://insidebitcoins.com/news/crypto-malware-applejeus-used-by-north-korea-to-steal-cryptocurrency0



Canada HIC North America 2021 April 2 https://www.itworldcanada.com/article/canadian-retailer-home-hardware-hit-by-ransomware/4454160

United StatesHIC North America 2021 April 2 https://www.ammoland.com/2021/04/guns-com-did-not-lose-customer-information-in-january-cyber-attack/0

China UMC East Asia & Pacific2021 April 28 https://cointelegraph.com/news/uranium-finance-developer-suspected-of-leaking-information-leading-to-50m-exploit0

United StatesHIC North America 2021 May 13 https://www.paymentssource.com/news/hackers-using-text-messaging-to-target-retailers0

United StatesHIC North America 2022 June 8 https://kyma.com/news/2022/06/08/senator-sinema-brings-up-yrmc-hack-during-homeland-security-hearing/0

Canada HIC North America 2021 June 21 https://www.cbc.ca/news/canada/new-brunswick/fredericton-tourism-instagram-hack-1.60731220

United StatesHIC North America 2022 August 23 https://www.jdsupra.com/legalnews/mjh-life-sciences-confirms-recent-data-1002386/0

United StatesHIC North America 2021 July 19 https://www.bankinfosecurity.com/leak-50000-contact-details-tied-to-spyware-targeting-a-170970

United StatesHIC North America 2021 August 5 https://www.wral.com/5-on-your-side-regain-control-after-a-data-breach/19812656/0

United StatesHIC North America 2021 January 2 https://www.theepochtimes.com/hacker-alleges-his-team-got-access-to-polling-systems_3640607.html0

Indonesia LMC East Asia & Pacific2022 September 16 https://en.antaranews.com/news/250133/police-name-one-suspect-in-government-data-breach0

United StatesHIC North America 2022 September 5 https://securityboulevard.com/2022/09/lastpass-data-breach-etherled-air-gapped-systems-attack-twitter-whistleblower-complaint/0

Australia HIC East Asia & Pacific2022 November 4 https://www.afr.com/companies/retail/bwx-hit-by-cyberattack-credit-card-details-likely-exposed-20221104-p5bvkh0

New ZealandHIC East Asia & Pacific2022 November 22 https://www.newstalkzb.co.nz/news/national/scammers-siphon-millions-from-kiwi-victims-in-elaborate-cyber-attacks/0

United StatesHIC North America 2022 November 23 https://www.forbes.com/sites/dominicdudley/2022/11/23/saudi-arabia-and-israels-nso-face-fresh-spyware-challenge-from-khashoggi-ally/0

United StatesHIC North America 2019 May 28 http://ucsdguardian.org/2019/05/28/ucsd-attempts-cover-hiv-study-data-breach/0

United StatesHIC North America 2019 May 21 https://www.wpbf.com/article/medical-device-hacking-sparking-concern-among-doctors-computer-experts/275352170

United StatesHIC North America 2022 June 19 http://www.itechpost.com/articles/111426/20220619/thisweekonitp-perseverance-rovers-photo-martian-landscape-hello-xd-ransomware-more.htm0

United StatesHIC North America 2021 May 14 https://news.softpedia.com/news/microsoft-alerts-on-new-rat-malware-532912.shtml0

Israel HIC Middle East & North Africa2020 March 10 https://www.haaretz.com/israel-news/.premium-israeli-government-s-coronaapp-exposed-users-medical-history-to-hackers-1.86589160

United KingdomHIC Europe & Central Asia2019 July 18 https://www.scmagazineuk.com/data-dump-suggests-evite-data-breach-affected-100m-accounts/article/15914150

United KingdomHIC Europe & Central Asia2020 March 31 https://www.dailymail.co.uk/news/article-8173505/Internet-trolls-hack-Alcohol-Anonymous-Zoom-calls.html0

United StatesHIC North America 2020 May 12 https://www.mondaq.com/australia/data-protection/932518/data-breach-by-rogue-employee-uk-supermarket-chain-not-liable-in-class-action0

India LMC South Asia 2020 November 20 https://www.thehindubusinessline.com/specials/pulse/drug-makers-brace-themselves-for-cyber-attacks-in-virus-times/article33144278.ece0

United StatesHIC North America 2019 August 6 https://founderscode.com/fancy-bear-apt28-iot-hacking-via-printers/0

New ZealandHIC East Asia & Pacific2019 August 9 https://www.nzherald.co.nz/business/news/article.cfm?c_id=3&objectid=122572070

United StatesHIC North America 2019 August 27 https://www.forbes.com/sites/daveywinder/2019/08/27/instagram-hacker-confirms-1-million-account-takeover-attack/0

United KingdomHIC Europe & Central Asia2019 September 4 https://www.plymouthherald.co.uk/news/plymouth-news/criminals-launch-cyber-attack-plymouth-32828120

United StatesHIC North America 2019 October 9 http://www.spamfighter.com/News-22453-Website-of-MCPSS-is-back-up-after-the-ransomware-hack.htm0

United KingdomHIC Europe & Central Asia2019 October 4 https://www.computerweekly.com/news/252471837/IT-contractor-charged-over-cyber-attack-on-property-valuation-firm0

Canada HIC North America 2018 July 3 https://www.itbusiness.ca/news/hashtag-trending-california-passes-new-privacy-law-adidas-gets-hacked-ai-companion-heads-to-space/1026520

United StatesHIC North America 2019 January 10 https://myfox8.com/2019/01/09/better-business-bureau-warns-of-bank-of-america-phishing-scam/0

United StatesHIC North America 2017 April 20 http://www.zdnet.com/article/amid-data-breach-responsibility-thrown-to-the-wind/0

Kenya LMC Sub-Saharan Africa2017 April 22 http://www.kachwanya.com/zuku-startimes-bad-light-hacking-kbc-system/0

Jersey 2017 August 8 http://jerseyeveningpost.com/news/2017/08/08/data-breach-numbers-could-be-four-times-higher-than-reported/0

South AfricaUMC Sub-Saharan Africa2017 October 20 https://businesstech.co.za/news/banking/206470/capitec-outlines-the-main-types-of-card-crime-in-the-wake-of-massive-data-breach/0

Australia HIC East Asia & Pacific2017 July 10 https://www.arnnet.com.au/article/621604/fake-asic-email-malware-hits-aussie-inboxes/0

PhilippinesLMC East Asia & Pacific2017 August 13 http://news.abs-cbn.com/news/08/13/17/comelec-chief-to-face-impeach-rap-over-website-hack0

United StatesHIC North America 2018 February 6 https://www.news-press.com/story/news/2018/02/06/21st-century-oncology-patients-want-class-action-data-breach-lawsuit-continue/300509002/0

Australia HIC East Asia & Pacific2018 January 18 https://www.smartcompany.com.au/startupsmart/startupsmart-technology/warnings-to-bin-ato-scam-email-with-malware-filled-zip-file/0

United StatesHIC North America 2018 January 23 http://www.wbay.com/content/news/Local-companys-system-hacked-employee-info-stolen-470702403.html0

Turkey UMC Europe & Central Asia2018 May 25 https://ifex.org/middle_east_north_africa/2018/05/25/zoopark-spyware-campaign/0

Canada HIC North America 2018 April 2 https://www.theglobeandmail.com/canada/article-morning-update-hbc-hit-with-data-breach-gaza-protest-aftermath/0

South AfricaUMC Sub-Saharan Africa2018 October 4 https://www.heraldlive.co.za/news/2018-10-04-hackers-defraud-south-africans-out-of-r250-million/0

Australia HIC East Asia & Pacific2018 July 1 https://www.examiner.com.au/story/5499197/voter-information-stolen-after-survey-platform-hack/0

United StatesHIC North America 2018 July 3 https://gazette.com/news/wikileaks-publishes-cia-trove-alleging-wide-scale-hacking/article_08f6f403-daa1-5d4c-acfe-7b995207b90f.html0

United StatesHIC North America 2018 August 8 https://www.bankinfosecurity.com/china-hacking-underground-shows-rising-prowess-a-112880

United StatesHIC North America 2018 October 17 https://hackaday.com/2018/10/16/hacker-pops-top-on-nfc-vending-machines/0

United KingdomHIC Europe & Central Asia2018 November 28 https://www.nwemail.co.uk/news/17260650.barrow-council-reported-to-regulator-for-data-breach-involving-names-and-full-addresses/0

United KingdomHIC Europe & Central Asia2018 December 8 https://www.theregister.co.uk/2018/12/08/security_roundup_081218/0

United StatesHIC North America 2020 January 18 https://www.mymotherlode.com/news/local/980752/adventist-health-identifies-data-breach.html0

Indonesia LMC East Asia & Pacific2020 May 22 https://en.antaranews.com/news/149115/kpu-checks-data-server-security-after-personal-data-breach-claim0

United StatesHIC North America 2020 January 23 https://www.tampabay.com/news/business/2020/01/23/tampa-bay-times-hit-by-ransomware-attack/0

United StatesHIC North America 2020 August 20 https://www.abcactionnews.com/news/local-news/i-team-investigates/tampa-bay-donors-personal-information-may-have-been-compromised-in-ransomware-attack0

United StatesHIC North America 2020 September 1 https://healthitsecurity.com/news/report-phishing-campaign-uses-hidden-text-to-bypass-email-security0



PhilippinesLMC East Asia & Pacific2021 December 12 https://mb.com.ph/2021/12/12/poe-calls-for-swift-transparent-probe-on-bank-hacking-incident/0

South AfricaUMC Sub-Saharan Africa2021 December 13 https://www.702.co.za/articles/434555/investigation-on-data-breach-of-property-owners-is-ongoing-standard-bank0

Russia UMC Europe & Central Asia2021 February 6 https://www.bleepingcomputer.com/news/security/sitepoint-discloses-data-breach-after-stolen-info-used-in-attacks/0

United KingdomHIC Europe & Central Asia2021 February 18 https://www.dailystar.co.uk/news/latest-news/estate-agent-horrified-porn-plays-235211300

United StatesHIC North America 2020 December 21 https://www.prnewswire.com:443/news-releases/white-castle-twitter-account-hacked-leaves-fast-food-chain-frozen-in-its-tracks-301197006.html0

United StatesHIC North America 2021 February 11 https://threatpost.com/valentines-day-malware-attack/163900/0

United StatesHIC North America 2021 September 8 https://www.tallahassee.com/story/money/2021/08/26/envision-credit-union-taking-steps-after-possible-cyber-attack-lockbit/8254377002/0

Ireland HIC Europe & Central Asia2021 March 8 https://www.limerickleader.ie/news/home/615369/anger-as-virtual-coffee-morning-hosted-by-limerick-women-s-caucus-hacked.html0

United StatesHIC North America 2021 September 21 https://www.macobserver.com/link/crypto-miners-most-detected-malware-type-in-2021/0

Japan HIC East Asia & Pacific2021 March 12 https://www.playstationlifestyle.net/2021/03/11/call-of-duty-warzone-hackers-end-games-prematurely/0

United StatesHIC North America 2021 March 26 https://www.freightwaves.com/news/the-daily-dash-virtual-truck-ride-ransomware-attack0

Japan HIC East Asia & Pacific2022 August 5 https://japan.zdnet.com/article/35191533/0

Ukraine LMC Europe & Central Asia2022 September 1 https://www.rbc.ua/rus/news/hakery-atakovali-kompyutery-ukraintsev-izvestno-1662035350.html0

Argentina UMC Latin America & Caribbean2022 October 9 https://www.mdzol.com/policiales/2022/10/9/hackers-vaciaron-cuentas-de-clientes-de-un-importante-banco-argentino-en-la-plata-281092.html0

Czech RepublicHIC Europe & Central Asia2022 March 23 https://smartmania.cz/pozor-na-falesnou-aplikaci-fotky-google-siri-se-pres-ni-bankovni-malware/0

France HIC Europe & Central Asia2022 March 27 https://www.phonandroid.com/microsoft-a-ete-pirate-les-feature-phone-ont-le-vent-en-poupe-cest-le-recap-de-la-semaine.html0

France HIC Europe & Central Asia2022 June 1 https://www.francetvinfo.fr/economie/emploi/carriere/entreprendre/aides/donnees-bancaires-des-pirates-parviennent-a-detourner-les-aides-sociales-en-changeant-de-rib_5172574.html0

Sweden HIC Europe & Central Asia2022 March 14 https://www.nwt.se/2022/03/14/foratagare-fick-fb-sida-hackad-bedragare-kom-over-bankuppgifter/0

Colombia UMC Latin America & Caribbean2022 April 28 https://elpilon.com.co/en-valledupar-desmantelaron-central-de-hackeo-que-intervino-mas-de-400-mil-correos/0

South KoreaHIC East Asia & Pacific2022 March 23 https://tv.naver.com/v/25798951/list/670960

Belgium HIC Europe & Central Asia2021 July 14 https://geeko.lesoir.be/2021/07/14/une-campagne-de-piratage-cible-les-utilisateurs-de-paypal/0

Norway HIC Europe & Central Asia2021 March 3 https://www.digi.no/artikler/twitter-konkurrent-ble-hacket-trump-er-blant-ofrene/5074850

Sri Lanka LMC South Asia 2018 November 14 http://www.colombopage.com/archive_18B/Nov14_1542179371CH.php[2162621, 2162622]['Sri Lanka : Sri Lanka Central Bank warns public to be attentive of financial scams , phishing emails', 'Central Bank warns public to be attentive to financial scams / phishing emails']1

France HIC Europe & Central Asia2021 November 3 https://www.20minutes.fr/monde/3164079-20211103-canada-apres-montreal-vancouver-metro-toronto-aussi-pirate0

Brazil UMC Latin America & Caribbean2021 June 29 https://www.bahianoticias.com.br/noticia/260087-boletim-de-ocorrencia-do-tratecov-foi-registrado-20-dias-apos-suposto-hackeamento.html0

Ukraine LMC Europe & Central Asia2021 October 8 https://izvestia.kiev.ua/item/show/138427 0

Germany HIC Europe & Central Asia2021 October 19 https://www.gamestar.de/artikel/new-world-unverwundbarkeits-glitch,3374422.html0

Romania UMC Europe & Central Asia2021 January 11 https://www.capital.ro/un-nou-malware-descoperit-de-specialisti-afecteaza-clientii-it-a-unor-companii-din-domeniu.html0

SwitzerlandHIC Europe & Central Asia2021 January 21 https://www.srf.ch/news/schweiz/bundesstrafgericht-247-bankkunden-als-opfer-frau-wegen-voice-phishing-vor-gericht0

Russia UMC Europe & Central Asia2020 January 10 https://fr.sputniknews.com/international/202001101042728431-etat-voyou-connerie-de-trump-la-presidence-du-mali-evoque-un-piratage-de-son-compte-twitter/0

Germany HIC Europe & Central Asia2020 May 25 https://www.stern.de/digital/computer/phishing-falle--firma-nimmt-eigene-angestellte-ins-visier---und-jeder-fuenfte-faellt-darauf-hinein-9276842.html0

South KoreaHIC East Asia & Pacific2020 May 28 http://world.kbs.co.kr/service/news_view.htm?lang=r&Seq_Code=618810

Russia UMC Europe & Central Asia2020 February 19 https://www.securitylab.ru/news/505182.php0

BangladeshLMC South Asia 2020 September 8 https://bangla.bdnews24.com/business/article1799275.bdnews0

Mexico UMC Latin America & Caribbean2020 July 24 http://www.elexpres.com/2015/nota.php?story_id=2334960

SwitzerlandHIC Europe & Central Asia2019 August 9 https://www.netzwoche.ch/news/2019-08-09/forscher-hackt-sicherheitsschloss-von-dormakaba0

Belgium HIC Europe & Central Asia2019 January 15 https://www.nieuwsblad.be/cnt/dmf20190114_041032010

Ukraine LMC Europe & Central Asia2019 December 21 http://talks.su/news/nicehash-zamorozil-programmu-viplati-kompensaciy-zhertvam-20191221/0

Russia UMC Europe & Central Asia2018 February 6 https://habrahabr.ru/post/348396/ 0

Ukraine LMC Europe & Central Asia2018 August 27 https://itc.ua/blogs/razrabotchiki-shpionskogo-po-spyfone-hranili-dannyie-svoih-zhertv-v-nezashifrovannom-vide-na-serverah-amazon/0

Mexico UMC Latin America & Caribbean2018 September 21 http://eldiariodechihuahua.mx/Local/2018/09/21/incumple-banorte-orden-de-consudef-a-pago-por-hackeo-en-cuauhtemoc/0

Russia UMC Europe & Central Asia2018 August 14 https://www.securitylab.ru/blog/company/kaspersky/344603.php0

Ukraine LMC Europe & Central Asia2017 July 5 http://www.unn.com.ua/ru/news/1674432-cherez-m-e-doc-khakeri-zbirali-kodi-yedrpou-urazhenikh-pidpriyemstv-ministr0

NetherlandsHIC Europe & Central Asia2017 August 1 http://webwereld.nl/security/100200-voorgeinstalleerde-malware-bespioneert-700-miljoen-apparaten0

Ukraine LMC Europe & Central Asia2017 February 23 http://censor.net.ua/photo_news/429378/sbu_zaderjala_bandu_hakerovkarderov_deyatelnost_kotoryh_koordinirovalas_iz_rossii_fotoreportaj0

Morocco LMC Middle East & North Africa2017 April 4 http://www.libe.ma/L-IAAF-victime-d-un-piratage-informatique_a85077.html0

Vietnam LMC East Asia & Pacific2017 December 29 https://baomoi.com/cac-nha-may-hat-nhan-dang-bi-hacker-tan-cong-co-the-la-khung-bo/c/24449100.epi0

United StatesHIC North America 2021 April 14 https://www.winknews.com/2021/04/13/swfl-public-defender-says-no-evidence-info-was-compromised-in-malware-attack/0

United StatesHIC North America 2021 April 22 https://torrentfreak.com/mangadex-works-with-have-i-been-pwned-to-warn-users-about-hacked-database-210422/0

United StatesHIC North America 2021 May 23 https://www.techtimes.com/articles/260572/20210523/littlebigplanet-down-sony-disables-due-alleged-massive-game-hack-dangerous.htm0

United StatesHIC North America 2021 June 23 http://www.msn.com/en-nz/news/national/cyber-attack-waitako-dhb-patients-treated-in-private-sector-to-deal-with-backlog/ar-AALklCD0

Nigeria LMC Sub-Saharan Africa2022 July 13 https://www.thisdaylive.com/index.php/2022/07/13/npc-foils-attempt-to-hack-recruitment-portal-in-anambra/0

United KingdomHIC Europe & Central Asia2022 August 11 https://www.computerweekly.com/news/252523706/Cisco-averts-cyber-disaster-after-successful-phishing-attack0

Israel HIC Middle East & North Africa2022 February 1 https://www.calcalistech.com/ctech/articles/0,7340,L-3928403,00.html0

India LMC South Asia 2022 November 18 https://www.thehindubusinessline.com/news/indian-healthcare-firms-see-over-278-lakh-cyber-attacks-each-month-report/article66153719.ece0



United StatesHIC North America 2022 April 25 https://thejournal.com/Articles/2022/04/25/Number-of-Districts-Impacted-by-Illuminate-Student-Data-Breach-Grows-as-a-Third-Alerts-Parents.aspx0

United KingdomHIC Europe & Central Asia2022 May 2 https://www.itproportal.com/news/hackers-that-tried-to-steal-dollar100m-arrested-group-dismantled/0

Australia HIC East Asia & Pacific2022 May 31 https://www.ifa.com.au/news/31279-super-fund-suffers-broad-phishing-attack0

United StatesHIC North America 2019 June 6 https://www.wane.com/news/local-news/fort-wayne-software-maker-settles-data-breach-lawsuit/20579615980

United StatesHIC North America 2019 June 10 https://insidebitcoins.com/news/stolen-bitcoin-from-bitfinex-2016-hack-on-the-move-transferred-to-unknown-address/2298610

India LMC South Asia 2022 January 10 https://timesofindia.indiatimes.com/city/pune/hacker-sends-threat-mail-demands-cryptocurrency-from-finance-firm/articleshow/88783701.cms0

United StatesHIC North America 2019 May 22 https://www.wjbf.com/news/science-technology/cyber-experts-found-out-hackers-crippled-several-cities-technology-operations-in-the-last-month/20170762190

United StatesHIC North America 2021 February 5 https://www.newsy.com/stories/russian-intelligence-service-cybertactics-use-hacker-network/0

Australia HIC East Asia & Pacific2019 June 14 https://www.smh.com.au/national/victoria/man-accused-of-hacking-government-networks-arrested-in-bendigo-20190614-p51xtf.html0

United StatesHIC North America 2019 July 11 https://stateofreform.com/featured/2019/07/attorney-general-ferguson-investigation-into-premera-data-breach-results-in-premera-paying-10-million-over-failure-to-protect-sensitive-patient-data/0

United StatesHIC North America 2020 November 6 http://www.digitaljournal.com/tech-and-science/technology/what-s-behind-russian-hacking-of-tokyo-olympic-games/article/5806410

China UMC East Asia & Pacific2019 January 21 https://www.fudzilla.com/news/47981-russian-hackers-had-another-crack-at-the-dmc0

United StatesHIC North America 2019 July 24 https://www.stgeorgeutah.com/news/archive/2019/07/24/arh-st-george-company-settles-lawsuit-after-data-breach-affects-nearly-2000-employees/0

United StatesHIC North America 2019 March 11 https://www.washingtonpost.com/technology/2019/03/11/data-breach-may-have-exposed-personal-medical-information-michigan/0

United StatesHIC North America 2019 September 24 https://www.fox10tv.com/news/problem-with-hacked-school-system-website-hoped-to-be-fixed/article_d8897a9a-de50-11e9-aa47-673d91a3b53b.html0

United StatesHIC North America 2019 January 4 https://www.spamfighter.com/News-21963-Man-pleaded-guilty-to-a-Phishing-Scheme-Victimizing-the-Connecticut-School-Employees.htm0

United StatesHIC North America 2018 May 27 http://wearables.sys-con.com/node/14272120

United StatesHIC North America 2019 May 14 https://www.welivesecurity.com/2019/05/14/plead-malware-mitm-asus-webstorage/0

Saudi ArabiaHIC Middle East & North Africa2017 January 25 http://saudigazette.com.sa/saudi-arabia/cyber-attacks-said-initiated-email/0

United StatesHIC North America 2017 February 8 http://www.kfyrtv.com/content/news/Watford-City-Police-Chief-resigns-after-admitting-to-hacking-sending-email-from-co-workers-account-413211673.html0

Nigeria LMC Sub-Saharan Africa2017 April 28 http://www.thebreakingtimes.com/investigate-asuu-for-jambs-website-hacking/0

United StatesHIC North America 2017 April 15 http://www.wsws.org/en/articles/2017/04/15/hack-a15.html0

United KingdomHIC Europe & Central Asia2017 June 8 https://www.theregister.co.uk/2017/06/08/vxers_exploit_intels_amt_for_malwareoverlan/0

United StatesHIC North America 2017 June 22 http://fortune.com/2017/06/21/hackers-leaked-orange-is-the-new-black-ransom/0

United StatesHIC North America 2017 November 13 http://www.spamfighter.com/News-21221-New-banking-assault-clubs-date-theft-Trojan-infection-and-phishing.htm0

Australia HIC East Asia & Pacific2017 November 22 https://www.smartcompany.com.au/business-advice/breaking-rivers-katies-close-300-stores-amazon-ready-court-customers-uber-hack-revealed/0

Uganda LIC Sub-Saharan Africa2017 October 24 http://pctechmag.com/2011/09/kenya-hackers-steal-icc-witness-emails/0

United StatesHIC North America 2017 December 4 https://www.jdsupra.com/legalnews/north-carolina-dhs-notifies-6-000-of-26674/0

United StatesHIC North America 2017 September 7 http://www.pokersites.com/news/hacker-claims-paid-disrupt-americas-cardroom-recent-ddos-attack-117270

Pakistan LMC South Asia 2017 December 5 https://en.dailypakistan.com.pk/pakistan/hbls-account-holders-deprived-of-rs10-million-by-hackers/0

United StatesHIC North America 2018 June 8 http://time.com/money/5245878/cell-phone-porting-scam-t-mobile/0

United StatesHIC North America 2018 May 12 https://www.clickorlando.com/news/investigators/fortnite-battle-royale-gamers-at-risk-after-data-breach0

United KingdomHIC Europe & Central Asia2018 August 3 https://www.scmagazineuk.com/hackers-launch-spear-phishing-campaign-against-pakistani-targets/article/14895840

United StatesHIC North America 2018 October 19 https://www.healthcareitnews.com/news/minnesota-dhs-data-breach-heats-state-officials-spurn-notification-delay0

Czech RepublicHIC Europe & Central Asia2020 January 16 https://www.radio.cz/en/section/panorama/russian-crypto-ransomware-virus-behind-attack-on-benesov-hospital0

United StatesHIC North America 2020 May 30 https://www.wgnsradio.com/better-business-bureau-phishing-scam-cms-584370

United StatesHIC North America 2020 February 14 https://www.telegraphherald.com/news/tri-state/article_5018b568-d52b-5926-a08e-4c598cd6d9e2.html0

United StatesHIC North America 2020 February 27 https://www.complianceweek.com/data-privacy/intruder-hacks-into-clearview-user-accounts/28508.article0

United StatesHIC North America 2020 April 15 https://thehill.com/policy/technology/overnights/492814-hillicon-valley-amazon-workers-fired-after-criticizing-company0

India LMC South Asia 2021 December 22 https://www.indiatoday.in/world/story/pakistan-argentina-jf17-fighter-jet-deal-imran-khan-embassy-1890947-2021-12-220

United StatesHIC North America 2020 September 29 http://www.homelandsecuritynewswire.com/dr20200929-texas-braineating-amoeba-ransomware-attacks-sustainable-counterterrorism-mission-and-more0

United StatesHIC North America 2021 February 2 https://tech.co/news/facebook-phishing-scam-copyright0

China UMC East Asia & Pacific2020 November 19 https://chinadigitaltimes.net/2014/11/hacker-hit-tibetan-monks-detach-attachments/0

Finland HIC Europe & Central Asia2021 October 27 https://yle.fi/uutiset/osasto/news/omakanta_email_phishing_scam_circulating_kela_warns/121614570

United KingdomHIC Europe & Central Asia2021 March 15 https://www.birminghammail.co.uk/news/midlands-news/students-told-stay-home-week-201509640

Russia UMC Europe & Central Asia2022 February 2 https://www.vgoroden.ru/novosti/dannye-bolee-10-tysyach-nizhegorodcev-ukrali-hakery-id3509060

Syria LIC Middle East & North Africa2022 February 1 http://www.hispantv.com/noticias/asia-occidental/536800/israel-compania-postal-hackeada0

Germany HIC Europe & Central Asia2022 February 23 https://www.silicon.de/41690175/logistik-riese-expeditors-ist-opfer-eines-cyberangriffs0

Indonesia LMC East Asia & Pacific2022 September 26 https://www.liputan6.com/news/read/5080555/aji-minta-polisi-usus-tuntas-peretasan-terhadap-awak-media-redaksi0

Venezuela Latin America & Caribbean2022 July 14 http://www.analitica.com/entretenimiento/tecnologia/hackers-utilizan-whatsapp-para-enviar-falso-sorteo-de-productos-devueltos-de-mercadolibre/0

NetherlandsHIC Europe & Central Asia2022 February 21 https://www.telegraaf.nl/nieuws/1798343876/twee-minderjarigen-verdacht-van-betrokkenheid-groot-datalek-op-school-in-drachten0

Germany HIC Europe & Central Asia2022 November 10 https://www.netzwelt.de/news/209798-abgleichung-kundendaten-sparkassen-konto-ziel-phishing-masche.html0

Peru UMC Latin America & Caribbean2022 April 6 http://www.commondigital.commonperu.com/index.php/internacionales/41742-campana-masiva-de-software-espia-se-dirige-a-miles-de-computadoras-ics-en-todo-el-mundo0

Poland HIC Europe & Central Asia2022 April 5 https://centrumpr.pl/artykul/revolut-na-celowniku-hakerow,155216.html0

United StatesHIC North America 2019 March 20 https://www.modernhealthcare.com/technology/devicemaker-data-breach-exposes-277k-patients-information[4397813, 4002110]['Devicemaker Zoll data breach exposes 277K patient data', '277 , 000 patients affected in Zoll data breach']1



Turkey UMC Europe & Central Asia2021 September 19 https://www.veteknoloji.net/erisim-ve-ek-kazanc-elde-etmek-icin-hackerlar-tarafindan-tekrar-tekrar-hedeflenen-sirketler-h2191/0

India LMC South Asia 2021 November 9 https://cgkhabar.com/policemen-axis-bank-accounts-hacked-20130614/0

South KoreaHIC East Asia & Pacific2021 November 29 https://www.anewsa.com/./detail.php?number=25333090

Finland HIC Europe & Central Asia2021 October 9 https://yle.fi/uutiset/3-12134525 0

South KoreaHIC East Asia & Pacific2020 March 22 https://www.yna.co.kr/view/AKR202003201512000560

South KoreaHIC East Asia & Pacific2020 June 23 http://www.viva100.com/main/view.php?key=202006230100050390

Russia UMC Europe & Central Asia2020 July 2 https://riafan.ru/1290364-khakery-atakovali-stranicu-kamerunskogo-izbirkoma-v-facebook0

Cyprus HIC Europe & Central Asia2020 September 15 https://www.tothemaonline.com/Article/247575/tom---exetaseis-odhghshs-hackers-ktyphsan-to-systhma-krathsewn-gia-na-kleboyn-ta-kena-gia-tis-exetaseis-odhghshs---epistolh0

Russia UMC Europe & Central Asia2020 July 29 https://tass.ru/ekonomika/9076563 0

Egypt LMC Middle East & North Africa2020 August 13 https://www.elbalad.news/4447036 0

United StatesHIC North America 2020 January 14 http://news.nate.com/view/20200114n161870

Serbia UMC Europe & Central Asia2020 August 7 https://www.telegraf.rs/hi-tech/internet/3222425-hakerski-napad-na-tuzilastvo-za-organizovani-kriminal0

Germany HIC Europe & Central Asia2020 April 10 https://winfuture.de/news,115225.html 0

Poland HIC Europe & Central Asia2020 December 7 https://www.rp.pl/ZUS/312079933-Ankieta-z-ZUS-za-pieniadze---nowy-sposob-na-wyludzanie-danych.html0

Peru UMC Latin America & Caribbean2020 July 3 https://www.expreso.com.pe/opinion/hackeo-a-expreso/0

South KoreaHIC East Asia & Pacific2020 September 16 http://www.knn.co.kr/214442 0

Israel HIC Middle East & North Africa2019 May 21 https://tech.walla.co.il/item/3237290 0

Spain HIC Europe & Central Asia2019 June 1 http://www.alertadigital.com/2019/06/01/una-web-de-inteligencia-militar-de-estados-unidos-apunta-que-israel-hackeo-las-elecciones-espanolas-del-26-a/0

South KoreaHIC East Asia & Pacific2019 January 16 http://www.etoday.co.kr/news/section/newsview.php?idxno=17115460

Spain HIC Europe & Central Asia2019 October 30 https://www.20minutos.es/noticia/4035428/0/sucesos-desmantelan-una-estacion-de-trabajo-que-estafo-300-000e-con-datos-tarjetas-obtenidas-con-phishing/0

Indonesia LMC East Asia & Pacific2019 September 28 https://surabaya.tribunnews.com/2019/09/28/identitas-pelaku-peretas-situs-kemendagri-terungkap-ternyata-warga-pasuruan-bukan-orang-sembarangan0

Japan HIC East Asia & Pacific2019 December 19 https://cloud.watch.impress.co.jp/docs/news/1225418.html0

Japan HIC East Asia & Pacific2018 December 1 http://mainichi.jp/articles/20181202/k00/00m/040/035000c0

Morocco LMC Middle East & North Africa2018 March 31 http://www.alyaoum24.com/1059623.html0

Belgium HIC Europe & Central Asia2018 May 31 https://brf.be/regional/1183551/ 0

China UMC East Asia & Pacific2018 October 24 http://tech.huanqiu.com/internet/2018-10/13348042.html0

Mexico UMC Latin America & Caribbean2018 June 12 https://www.eleconomista.com.mx/tecnologia/Mexico-evito-el-mayor-hackeo-al-sistema-de-comunicaciones-SWIFT-20180611-0074.html0

Belarus UMC Europe & Central Asia2017 February 8 http://gazetaby.com/cont/art.php?sn_nid=1227370

Russia UMC Europe & Central Asia2017 May 27 http://www.piterburger.ru/113961.html 0

Brazil UMC Latin America & Caribbean2017 September 13 https://g1.globo.com/se/sergipe/noticia/sites-de-prefeituras-de-sergipe-sao-hackeados.ghtml0

Indonesia LMC East Asia & Pacific2017 September 14 http://www.antaranews.com/berita/652595/sophoslabs-peretas-masih-manfaatkan-botnet-untuk-menyebarkan-malware-dan-spam0

United StatesHIC North America 2022 July 7 https://lawstreetmedia.com/news/health/another-class-action-lawsuit-filed-against-mcg-health-over-2020-data-breach/0

Australia HIC East Asia & Pacific2021 July 26 https://ia.acs.org.au/article/2021/uber-slapped-on-wrist-for-massive-data-breach.html0

South KoreaHIC East Asia & Pacific2021 July 28 http://us.acrofan.com/detail.php?number=5074700

Slovenia HIC Europe & Central Asia2022 January 11 https://sloveniatimes.com/popular-online-grade-book-target-of-phishing-attack/0

United StatesHIC North America 2017 July 27 https://healthitsecurity.com/news/hipaa-data-breaches-cyber-attacks-reported-by-47-of-orgs0

Russia UMC Europe & Central Asia2022 February 9 https://sputniknews.com/20220209/crocodile-of-wall-st-arrested-as-doj-seizes-billions-in-bitcoin-linked-to-bitfinex-hack-1092867815.html0

United KingdomHIC Europe & Central Asia2022 September 23 https://www.dailyrecord.co.uk/news/local-news/cyber-attack-threat-dumfries-galloway-280469160

Thailand UMC East Asia & Pacific2022 April 4 https://www.bangkokpost.com/tech/2290010/police-warning-trojan-malware-in-cartoon-photo-app0

China UMC East Asia & Pacific2022 April 5 https://www.morningstar.com/news/dow-jones/202204057285/block-shares-fall-7-after-disclosure-of-data-breach0

Canada HIC North America 2022 October 18 https://www.whitehorsestar.com/News/government-privacy-commissioner-investigating-another-data-breach0

United StatesHIC North America 2022 May 10 https://www.plansponsor.com/data-breach-results-lawsuit-actuarial-firm/0

United StatesHIC North America 2022 December 1 https://healthitsecurity.com/news/san-juan-regional-medical-center-reaches-settlement-following-healthcare-data-breach0

United StatesHIC North America 2019 January 18 https://www.bankinfosecurity.com/emotet-malware-returns-to-work-after-holiday-break-a-119550

Australia HIC East Asia & Pacific2019 April 15 https://www.itwire.com/security/86756-new-servhelper-malware-variant-looks-to-persist-on-windows-machines.html0

United StatesHIC North America 2022 June 17 https://kyma.com/news/top-stories/2022/06/16/yrmc-data-breach-aftermath/0

United StatesHIC North America 2019 May 24 https://www.yankton.net/community/article_0d5e4634-7dd4-11e9-adfc-37f64cb4fb89.html0

India LMC South Asia 2021 March 31 https://thewire.in/tech/twitter-locks-fsmi-handle-over-tweet-asking-for-probe-into-bigbasket-data-breach0

Australia HIC East Asia & Pacific2019 June 11 https://indaily.com.au/news/business/2019/06/11/adelaide-newsagents-hacking-blackmail-nightmare/0

United StatesHIC North America 2021 June 17 https://www.boston.com/news/education/2021/06/17/umass-lowell-to-resume-some-operations-thursday-says-it-wasnt-hit-by-ransomware/0

United KingdomHIC Europe & Central Asia2019 June 28 https://www.kentonline.co.uk/medway/news/hackers-delay-fathers-funeral-207453/0

Singapore HIC East Asia & Pacific2019 July 15 https://goodyfeed.com/foodpanda-spore-ig-account-hacked-even-hurled-expletives-at-customers/0

United StatesHIC North America 2020 December 13 https://www.msn.com/en-us/news/us/kc-suburb-spent-millions-on-cyber-security-protections-but-still-got-hit-by-ransomware/ar-BB1bSI0S0

United StatesHIC North America 2019 February 11 https://www.marketwatch.com/press-release/pierce-bainbridge-files-class-action-on-behalf-of-travelers-worldwide-in-the-marriott-data-breach-2019-02-110

Vietnam LMC East Asia & Pacific2019 March 18 https://en.vietnamplus.vn/vncert-warns-internet-users-of-ransomware-attacks/148470.vnp0



United StatesHIC North America 2019 August 23 https://hoodline.com/2019/08/top-boston-news-rising-bu-journalism-student-killed-in-murder-suicide-data-breach-at-mgh-more0

PhilippinesLMC East Asia & Pacific2019 October 6 https://cnnphilippines.com/news/2019/10/6/philrice-facebook-hacked.html0

United StatesHIC North America 2019 October 24 http://freerepublic.com/focus/f-chat/3788734/posts0

India LMC South Asia 2019 November 20 https://timesofindia.indiatimes.com/india/victims-of-hack-write-to-house-it-panel-seek-probe/articleshow/72134988.cms0

Canada HIC North America 2019 December 9 https://nunatsiaq.com/stories/article/liquor-permit-logjam-plagues-western-nunavut-following-ransomware-attack/0

United KingdomHIC Europe & Central Asia2019 May 3 https://www.infosecurity-magazine.com:443/infosec/hacked-german-company-ransom-1/0

Australia HIC East Asia & Pacific2017 February 8 http://www.smh.com.au/technology/technology-news/hackers-turn-posh-hotel-into-fawlty-towers-20170131-gu2q8n0

United StatesHIC North America 2017 March 9 http://blouinnews.com/93303/story/fbi-launches-inquiry-cia-hacking-allegations0

United StatesHIC North America 2017 March 2 http://www.in.techradar.com/news/misc/dangerous-backdoor-exploit-found-on-popular-iot-devices/articleshow/57432356.cms0

United StatesHIC North America 2017 March 21 http://www.siliconbeat.com/2017/03/20/irs-data-for-employees-of-1-2-billion-san-mateo-software-firm-stolen-in-fake-ceo-phishing-attack/0

United StatesHIC North America 2017 April 15 https://flaglerlive.com/106979/sheriff-website-hacking/0

Australia HIC East Asia & Pacific2017 April 19 http://www.cso.com.au/article/617825/google-yanks-phishing-app-targeting-australian-eu-bank-apps/0

United StatesHIC North America 2017 June 7 http://news.wjct.org/post/supervisor-elections-says-duval-votes-not-affected-russian-cyber-attack0

United Arab EmiratesHIC Middle East & North Africa2017 June 8 http://www.thenational.ae/uae/residents-alarmed-at-hacking-of-home-surveillance-cameras-in-the-uae0

United StatesHIC North America 2017 June 22 http://mountvernonnews.com/article/2017/06/22/ces-credit-union-being-proactive-after-retail-data-breach/0

United StatesHIC North America 2020 February 27 https://thehill.com/policy/technology/overnights/484846-hillicon-valley-democrats-cancel-surveillance-vote-over-pushback[2375008, 2362047, 4172339, 2377665]['Hillicon Valley : Dems cancel surveillance vote after pushback to amendments | Facebook to ban certain coronavirus ads | Lawmakers grill online ticketing execs | Hacker accessed facial recognition company database', 'Hillicon Valley : Intel officials warned lawmakers Russia interfering in 2020 | Pompeo condemns Russian cyberattack on country of Georgia | Tech activists see Kickstarter union as breakthrough | Pentagon agency suffers data breach', 'Hillicon Valley : Facebook takes down foreign influence campaigns | Senior Trump officials warn of foreign interference on Super Tuesday | Apple offers $500M settlement for slowing older iPhones | Treasury sanctions Chinese hackers', 'Hillicon Valley Presented by Facebook FCC fines mobile carriers $200M for selling user data | Twitter verified fake 2020 candidate | Dems press DHS to complete election security report | Reddit chief calls TikTok spyware']3

Canada HIC North America 2017 September 30 http://www.cbc.ca/news/canada/montreal/fraud-saaq-montreal-text-phishing-1.43150430

United StatesHIC North America 2017 September 26 https://www.hltv.org/forums/threads/1580795/ac-infects-with-malware0

Australia HIC East Asia & Pacific2017 November 17 http://www.ibtimes.com.au/new-android-malware-targets-users-based-where-they-live-15617690

United StatesHIC North America 2017 December 15 http://www.wsbradio.com/business/personal-finance/citing-equifax-data-breach-one-state-cracks-down-credit-reporting-agencies/c7rVeh1LsLilZWuIubEzjN/0

China UMC East Asia & Pacific2017 September 26 https://www.telecomasia.net/content/apac-battered-cyber-attacks-1h170

BangladeshLMC South Asia 2017 December 25 http://www.newstoday.com.bd/?option=details&news_id=2489063&date=2017-12-260

United StatesHIC North America 2018 January 6 https://woodradio.iheart.com/content/2018-01-06-bronson-investigating-possible-phishing-scam/0

United StatesHIC North America 2018 February 16 http://kfor.com/2018/02/15/california-man-convicted-of-directing-cyber-attack-against-norman-business/0

Singapore HIC East Asia & Pacific2018 January 16 http://sglinks.com/pages/108402492-beware-of-sms-linking-uob-customers-to-phishing-website0

United KingdomHIC Europe & Central Asia2018 January 22 https://www.manchestereveningnews.co.uk/news/greater-manchester-news/police-sergeant-cleared-shoplifting-charge-141867440

United StatesHIC North America 2018 February 2 http://www.fox32chicago.com/home/security-flaws-leave-tinder-users-exposed-to-hacking0

United StatesHIC North America 2018 March 5 http://www.zdnet.com/article/hacking-operation-uses-malicious-word-documents-to-target-aid-organisations/0

India LMC South Asia 2018 March 17 https://www.nyoooz.com/news/jaipur/1059405/rajasthan-police-bust-racket-using-fake-aadhaar-computer-hacking-to-help-candidates-clear-exam/0

United StatesHIC North America 2018 March 23 http://bgr.com/2018/03/22/equifax-credit-freeze-for-free-how-to/0

South AfricaUMC Sub-Saharan Africa2018 June 18 http://www.capetalk.co.za/articles/308203/liberty-customer-you-ve-been-hacked-ceo-david-munro-opens-up-tries-to-reassure0

United StatesHIC North America 2018 April 17 https://www.theepochtimes.com/security-report-chinese-hackers-steal-us-finance-information-to-gain-high-tech-advantage_2496494.html0

United StatesHIC North America 2018 June 27 https://www.law360.com/articles/10567530

Nigeria LMC Sub-Saharan Africa2018 November 20 https://punchng.com/nigerian-mobile-devices-most-targeted-by-malware-report/0

United StatesHIC North America 2018 October 31 https://www.scmagazine.com/home/security-news/phishing-campaign-used-brazilian-elections-as-a-lure/0

India LMC South Asia 2018 September 6 http://www.bgr.in/news/amazon-scam-hackers-siphon-amazon-refund-money-1500-users-lucknow-india-airtel-wallet/0

United StatesHIC North America 2018 September 24 https://threatpost.com/cybercriminals-target-kodi-media-player-for-malware-distribution/137670/0

United KingdomHIC Europe & Central Asia2020 January 10 https://www.cbronline.com/news/is-fines-dsg-retail0

United StatesHIC North America 2020 February 20 https://healthitsecurity.com/news/109k-patient-records-impacted-in-overlake-medical-phishing-attack0

United StatesHIC North America 2020 March 2 https://www.redriverradio.org/post/louisiana-public-square-hacked0

Russia UMC Europe & Central Asia2019 February 10 https://profile.ru/news/scitech/xaker-vzlomal-wi-fi-s-pomoshhyu-umnoj-lampochki-66954/[4322835, 4338795, 4338790, 4325641, 4338782]['Steal the wifi password by hacking a smart bulb', 'Hacker hacked Wi - Fi using a "smart" light bulb - Profile weekly magazine', 'Hacker reveals method of hacking Wi-Fi using "smart bulb"', 'Your Wi - Fi network can be hacked through a ... lightbulb !', 'Discovered a way to hack Wi - Fi through a "smart" lamp']4

Russia UMC Europe & Central Asia2019 October 7 https://www.forbes.ru/tehnologii/384959-naemniki-iz-izrailya-kto-stoit-za-samymi-zagadochnymi-hakerami-vzlamyvayushchimi[4788554, 4779150]['Mercenaries from Israel : who is behind the most mysterious hackers hacking Apple and Microsoft for money | Technologies', 'Pegasus : The Israeli spyware that helped Saudi Arabia spy on Khas']1

Australia HIC East Asia & Pacific2020 September 21 https://www.pulseitmagazine.com.au/aged-care/5723-anglicare-says-no-evidence-data-was-stolen-in-ransomware-attack0

China UMC East Asia & Pacific2020 October 21 https://www.technewstoday.com/malware-scam-windows-10/0

Ireland HIC Europe & Central Asia2021 September 8 https://www.siliconrepublic.com/enterprise/biggest-data-breach-consent-spam0

Pakistan LMC South Asia 2021 September 8 https://www.urdupoint.com/en/pakistan/ecp-warns-govt-of-hacking-of-evms-tampering-1345600.html0

United StatesHIC North America 2021 October 14 https://www.theunion.com/news/malware-strikes-nid-initial-forensic-expense-is-50k/0

BangladeshLMC South Asia 2022 September 22 https://www.jagonews24.com/economy/news/7965670

India LMC South Asia 2022 June 2 https://www.bgr.in/hi/news/china-linked-hackers-are-targeting-tibet-exiles-with-microsoft-office-vulnerability-1278738/0

Mexico UMC Latin America & Caribbean2022 January 31 https://www.quadratin.com.mx/politica/por-hackeo-gobierno-de-morelia-no-presentara-informe-de-cuenta-publica/0

Russia UMC Europe & Central Asia2022 August 2 https://www.securitylab.ru/news/533071.php0

South KoreaHIC East Asia & Pacific2022 June 13 https://www.edaily.co.kr/news/read?newsId=03516166632361392&mediaCodeNo=2570

Russia UMC Europe & Central Asia2022 November 3 https://www.ferra.ru/news/techlife/servis-arendy-samokatov-whoosh-otbil-ataku-khakerov-pytavshikhsya-vykrast-personalnye-dannye-klientov-03-11-2022.htm0

Italy HIC Europe & Central Asia2022 May 26 https://www.html.it/magazine/windows-falsi-poc-installano-il-malware-cobalt-strike/0

Colombia UMC Latin America & Caribbean2022 February 19 https://noticias.caracoltv.com/economia/las-consecuencias-economicas-por-hackeo-a-la-pagina-web-del-invima0



Germany HIC Europe & Central Asia2021 November 22 https://www.apfelnews.de/2012/07/07/app-store-kaspersky-entdeckt-erste-malware-app/0

Russia UMC Europe & Central Asia2021 April 9 http://www.opennet.ru/opennews/art.shtml?num=549310

South KoreaHIC East Asia & Pacific2021 July 25 https://tv.naver.com/v/21518287/list/670960

Israel HIC Middle East & North Africa2021 June 21 https://www.pc.co.il/featured/340566/ 0

Russia UMC Europe & Central Asia2021 January 14 https://www.securitylab.ru/blog/company/AngaraTech/350104.php0

Spain HIC Europe & Central Asia2020 May 14 https://www.europapress.es/nacional/noticia-plataforma-hackeada-charla-mandos-policiales-abre-investigacion-defiende-politica-seguridad-20200514183039.html0

Russia UMC Europe & Central Asia2018 April 25 http://talks.su/news/zafiksirovan-rost-chisla-vzlomov-bankomatov-s-pomoschyu-20180425/[1617272, 1616167, 1616240, 1616163]['An increase in the number of ATM hacks using BlackBox technology has been recorded\u200d', 'Security officials reported an increase in the number of ATM hacks using BlackBox :: Finance', 'The media reported on the frequent hacking of ATMs', 'An increase in the number of ATM hacks using BlackBox technology has been recorded | Finance']3

SwitzerlandHIC Europe & Central Asia2020 August 12 https://www.pctipp.ch/news/sicherheit/post-warnt-phishing-e-mails-sendungsstatus-2563057.html0

Peru UMC Latin America & Caribbean2020 January 30 http://www.commondigital.commonperu.com/index.php/locales/33790-mas-de-43-000-ataques-ciberneticos-fueron-detectados-a-tiempo-durante-los-juegos-lima-20190

South KoreaHIC East Asia & Pacific2019 July 7 http://dongascience.donga.com/news.php?idx=297730

Ukraine LMC Europe & Central Asia2019 May 23 http://internetua.com/Techcrunch-sotni-tusyach-marshrutizatorov-okazalis-uyazvimy-dlya-hakerskih-atak0

Sweden HIC Europe & Central Asia2019 February 21 https://sverigesradio.se/sida/artikel.aspx?programid=83&artikel=71602620

Israel HIC Middle East & North Africa2019 June 19 http://www.newsru.co.il/israel/19jun2019/fishing304.html0

Spain HIC Europe & Central Asia2019 March 19 https://www.heraldo.es/noticias/aragon/zaragoza/2019/03/19/zaragoza-cosechadora-hacker-juicio-estafa-80-000-euros-1304343.html0

BangladeshLMC South Asia 2019 November 30 https://bangla.bdnews24.com/tech/article1695083.bdnews0

Germany HIC Europe & Central Asia2019 November 5 https://www.netzwelt.de/betrugswarnungen/172406-sparkassen-phishing-neue-masche-adresspruefung-fake-webseite.html0

Ukraine LMC Europe & Central Asia2018 December 26 https://www.segodnya.ua/economics/kriptovalyuta/za-vzlom-kriptokoshelkov-ukraincu-grozit-dva-goda-tyurmy-1201093.html0

India LMC South Asia 2018 October 23 https://www.bhaskar.com/business/news/dipp-official-twitter-handle-hacked-briefly-on-monday-evening-01139833.html0

Spain HIC Europe & Central Asia2018 September 10 https://www.diariodepontevedra.es/articulo/comarcas/guardia-civil-alerta-estafas-empresas-pontevedra-metodo-ceo-fraud/20180910154217999637.html0

Denmark HIC Europe & Central Asia2018 February 13 https://newz.dk/cryptojacking-malware-brugte-plug-in-til-blinde-til-at-sprede-sig0

South KoreaHIC East Asia & Pacific2018 August 7 https://news.joins.com/article/22867799 0

Germany HIC Europe & Central Asia2018 February 24 https://www.lifego.de/blog/313550/e-vote-hacking-in-der-schweiz-preisgelder-bis-zu-1-mio-franken-128460/0

Denmark HIC Europe & Central Asia2017 October 4 https://www.mx.dk/nyheder/danmark/story/276206610

Belgium HIC Europe & Central Asia2017 May 6 http://www.lacapitale.be/1838976/article/2017-05-06/macronleaks-une-piste-evoque-les-hackers-russes-du-piratage-de-l-election-americ0

Portugal HIC Europe & Central Asia2017 July 19 http://www.pcguia.pt/2017/07/ibm-responde-epidemia-global-violacao-dados/0

United KingdomHIC Europe & Central Asia2021 November 28 https://www.dailymail.co.uk/news/article-10251531/Russian-hacker-wanted-FBI-using-ransomware-fleece-millions-dollars-unmasked.html0

United StatesHIC North America 2021 April 14 https://www.cfo.com/cyber-security-technology/2021/04/sunburst-hack-costs-solarwinds-at-least-18m/0

United StatesHIC North America 2021 April 13 https://www.natlawreview.com/article/dfs-enters-15-million-consent-order-residential-mortgage-company-wake-widespread0

Sri Lanka LMC South Asia 2021 May 16 http://www.dailymirror.lk/breaking_news/Alert-over-risk-of-website-hacking-on-May-18-CERTCC/108-2120670

India LMC South Asia 2021 May 27 https://www.thehindu.com/news/cities/bangalore/bbmp-shuts-down-phast-portal-over-fears-of-data-breach/article34654941.ece0

United StatesHIC North America 2021 May 20 https://www.winknews.com/2021/05/20/hackers-steal-ids-and-claim-unemployment-benefits-in-victims-names/0

United StatesHIC North America 2022 January 10 https://www.law360.com/articles/1453909/high-court-won-t-weigh-425m-equifax-data-breach-deal0

India LMC South Asia 2021 July 22 https://www.freepressjournal.in/business/cert-in-observes-nearly-140-phishing-cases-during-h1-2021-centre0

United KingdomHIC Europe & Central Asia2022 February 10 https://www.heraldscotland.com/politics/19914175.human-error-let-criminals-hack-sepas-systems-42m-unaccounted/0

United StatesHIC North America 2022 February 9 https://www.1380kcim.com/2022/02/08/jefferson-police-department-reports-no-financial-loss-in-pc-ransomware-email/0

United StatesHIC North America 2022 February 25 https://northernstar.info/93117/news/campus/phishing-scam-hits-niu-email-server/0

United KingdomHIC Europe & Central Asia2022 October 4 https://www.theguardian.com/australia-news/2022/oct/05/morning-mail-security-firm-data-breach-uk-cabinet-in-chaos-wave-energy-hopes0

PhilippinesLMC East Asia & Pacific2022 September 11 https://www.cnnphilippines.com:443/business/2022/9/11/PAL-Mabuhay-Miles-suffers-data-breach.html0

United StatesHIC North America 2022 May 19 https://www.streetinsider.com/PRNewswire/Major+UK+Retailer+Stops+Novel+Malware+Attack+With+Darktrace+AI/20100556.html0

United StatesHIC North America 2022 May 27 https://www.jdsupra.com/legalnews/optoma-technology-inc-confirms-data-1425375/0

United StatesHIC North America 2019 May 6 https://statescoop.com/costly-2012-data-breach-showed-utah-importance-of-tracking-inventory/0

United KingdomHIC Europe & Central Asia2022 December 14 https://www.theguardian.com/australia-news/2022/dec/15/russian-medibank-hackers-could-be-first-targets-of-australian-sanctions-against-cyber-attackers0

Japan HIC East Asia & Pacific2019 April 16 https://www.zdnet.com/article/this-malware-campaign-targeting-is-targeting-ukraines-military-with-phony-emails-from-a-british-contractor/0

United StatesHIC North America 2019 May 11 https://www.databreaches.net/pacers-company-discloses-data-breach/0

China UMC East Asia & Pacific2019 March 17 http://www.visiontimes.com/2019/03/17/chinese-hacking-groups-targeting-american-universities.html0

United StatesHIC North America 2020 January 8 https://edscoop.com/malware-wallace-state-community-college/0

United StatesHIC North America 2019 July 11 https://www.govtech.com/security/As-Hacks-Against-Government-Increase-Ohio-Cities-Prepare.html0

United StatesHIC North America 2020 December 15 https://www.insurancejournal.com/news/east/2020/12/15/593996.htm0

Canada HIC North America 2019 September 23 https://kitchener.ctvnews.ca/data-breach-leads-to-investigation-of-waterloo-student-housing-1.46061200

United StatesHIC North America 2019 October 1 https://news.sophos.com/en-us/2019/10/01/lemon_duck-powershell-malware-cryptojacks-enterprise-networks/0

South AfricaUMC Sub-Saharan Africa2019 December 2 https://gadget.co.za/how-sa-came-under-sustained-attack-from-hackers/0

United KingdomHIC Europe & Central Asia2019 December 10 https://www.dailymail.co.uk/money/bills/article-7714779/More-Amazon-customers-report-accounts-hacked-unable-refund.html0

United StatesHIC North America 2019 December 26 https://www.healthdatamanagement.com/news/malware-on-imaging-server-compromises-data-at-new-mexico-hospital0

Nigeria LMC Sub-Saharan Africa2019 February 26 https://punchng.com/kaspersky-warns-of-atm-cash-out-malware/0

United StatesHIC North America 2021 August 18 https://www.prdaily.com/t-mobile-responds-to-massive-data-breach-employees-favor-mask-mandates-at-work-and-facebook-tiktok-uphold-taliban-content-ban/0



United StatesHIC North America 2017 June 9 http://www.news4jax.com/news/florida/duval-county-received-email-from-hacked-election-company0

United KingdomHIC Europe & Central Asia2017 August 1 http://www.dailyrecord.co.uk/news/uk-world-news/cyber-yob-who-hit-police-109079930

United StatesHIC North America 2017 September 18 http://listen.sdpb.org/post/moment-surviving-equifax-data-breach0

United StatesHIC North America 2017 June 1 http://www.texastechpulse.com/spycloud_gets____m_for_data_breach_detection/s-0070621.html0

United KingdomHIC Europe & Central Asia2017 December 8 https://www.thirdsector.co.uk/data-hundreds-rnib-customers-stolen-hackers-charity-says/digital/article/14524330

United StatesHIC North America 2018 February 11 http://www.zdnet.com/article/mcafee-discovered-malicious-documents-targeting-winter-olympics-ahead-of-opening-ceremony-hack/0

United StatesHIC North America 2018 January 9 http://dailytimes.com/promotions/article_d5c1868e-f547-11e7-a48e-cb689f63d732.html0

United KingdomHIC Europe & Central Asia2018 April 11 https://www.theinquirer.net/inquirer/news/3029969/great-western-railway-back-on-track-after-suffering-data-breach0

United KingdomHIC Europe & Central Asia2018 October 10 https://www.shropshirestar.com/news/politics/2018/10/10/watchdog-may-look-into-new-data-breach-at-telford--wrekin-council/0

Ireland HIC Europe & Central Asia2018 September 26 https://www.farmersjournal.ie/department-admits-farmer-data-breach-4065280

Pakistan LMC South Asia 2018 November 7 https://www.thenews.com.pk/print/390855-rehman-malik-takes-notice-of-hacking-of-banking-data0

United StatesHIC North America 2020 June 4 https://www.law360.com/articles/1279264/it-s-getting-harder-to-hide-consultants-data-breach-reports0

New ZealandHIC East Asia & Pacific2019 June 27 https://www.nzherald.co.nz/politics/news/article.cfm?c_id=280&objectid=12244282[4554417, 4554426]['Treasury boss Gabriel Makhlouf actions not reasonable over Budget  hack  - SCC report', 'Budget hack report finds Makhlouf actions were unbiased but unreasonable']1

Russia UMC Europe & Central Asia2022 August 16 https://www.pravda.ru/news/society/1736068-vzlom_akkauntov/[3753953, 3753960, 3753963]['This year, almost half of Russians have experienced hacking of social media accounts 16 . 08 . 2022', 'Half of Russians in 2022 faced hacking AlfaStrakhovanie accounts', 'Almost half of Russians have experienced social media hacks this year']2

United StatesHIC North America 2020 September 17 https://www.upi.com/Top_News/US/2020/09/17/US-accuses-2-Russian-hackers-of-stealing-17M-in-cryptocurrency/3821600329083/0

United StatesHIC North America 2021 January 26 https://www.theverge.com/2021/1/26/22250518/cyprus-hacker-adafruit-hack-blackmail-bitcoin0

India LMC South Asia 2020 November 5 https://nextbigwhat.com/ledger-wallet-users-being-targeted-by-phishing-attacks/0

United StatesHIC North America 2021 January 13 https://97zokonline.com/costco-fans-beware-of-a-phony-phishing-survey-making-the-rounds/0

Japan HIC East Asia & Pacific2021 February 9 https://www.playstationlifestyle.net/2021/02/09/cdpr-hacked-by-ransomware-attackers/0

United StatesHIC North America 2020 December 20 https://arktimes.com/arkansas-blog/2020/12/20/is-there-an-arkansas-angle-in-the-massive-hack-of-government-computer-systems0

India LMC South Asia 2021 November 2 https://www.deccanherald.com/state/top-karnataka-stories/sriki-used-bitcoin-trader-to-sell-hacked-cryptocurrency-1046826.html0

United StatesHIC North America 2021 November 9 https://www.defenseone.com/threats/2021/11/d-brief-afghanistan-killings-jan-6-subpoenas-ransomware-arrests-tomb-unknowns-access-and-bit-more/186719/0

Croatia HIC Europe & Central Asia2022 February 15 https://www.jutarnji.hr/vijesti/crna-kronika/nakon-napada-na-a1-na-meti-hakera-i-osjecki-fakultet-trazio-je-placanje-u-kriptovalutama-151584220

South KoreaHIC East Asia & Pacific2022 April 9 https://www.hankyung.com/society/article/202204083515i0

Iran LMC Middle East & North Africa2022 January 23 https://www.balatarin.com/permlink/2022/1/23/57494110

Mexico UMC Latin America & Caribbean2022 October 3 https://www.am.com.mx/guanajuato/2022/10/3/diputados-federales-del-pan-exigen-castigar-los-responsables-del-hackeo-la-sedena-625884.html0

France HIC Europe & Central Asia2022 July 16 https://www.europe1.fr/societe/cyber-un-hacker-de-22-ans-qui-sen-prenait-aux-pme-arrete-et-mis-en-examen-41234920

Indonesia LMC East Asia & Pacific2022 November 18 https://www.antaranews.com/berita/3252553/menkes-pastikan-data-yang-diretas-bjorka-bukan-pedulilindungi0

South KoreaHIC East Asia & Pacific2022 October 31 https://www.busan.com/view/busan/view.php?code=20221031121221057450

Indonesia LMC East Asia & Pacific2022 April 1 https://www.cnnindonesia.com/nasional/20220401115337-20-778909/jelang-demo-tolak-tunda-pemilu-aliansi-mahasiswa-mengaku-diretas0

Italy HIC Europe & Central Asia2021 February 12 https://www.pupia.tv/2021/02/canali/cronaca/mail-con-virus-per-rubare-password-polizia-postale-incastra-hacker/4929580

Japan HIC East Asia & Pacific2021 September 9 https://www.asahi.com/articles/ASP987WKNP97UTIL03Y.html0

Czech RepublicHIC Europe & Central Asia2021 March 12 https://zpravy.aktualne.cz/domaci/obecne-ohrozeni-vydirani-a-skoda-150-milionu-vysetrovani-kyb/r~6e02e8a881ad11eb89ccac1f6b220ee8/0

Czech RepublicHIC Europe & Central Asia2021 September 9 https://channelworld.cz/novinky/eset-za-tretinou-sprnovych-utoku-v-cr-stal-jediny-malware-269110

Indonesia LMC East Asia & Pacific2021 May 27 https://www.cnnindonesia.com/nasional/20210527094409-12-647270/31-hacker-pembobol-kartu-kredit-beraksi-di-soppeng-sejak-20200

Germany HIC Europe & Central Asia2018 June 29 https://www.t-online.de/digital/sicherheit/id_84023868/bundesnetzagentur-warnt-vor-betruegerischen-phishing-sms.html0

Denmark HIC Europe & Central Asia2020 March 12 https://www.idag.dk/article/view/705574/hackerangreb_sender_bahne_i_rodt0

Ukraine LMC Europe & Central Asia2020 October 28 https://focus.ua/world/466037-est_dokazatelstva_prichastnosti_trampa_k_razrabotke_koronavirusa_khakery_vzlomali_sait_trampa0

Mexico UMC Latin America & Caribbean2020 September 11 https://www.ejecentral.com.mx/hackean-conferencia-virtual-de-la-ciep/0

South KoreaHIC East Asia & Pacific2020 June 24 http://world.kbs.co.kr/service/news_view.htm?lang=f&Seq_Code=702830

Poland HIC Europe & Central Asia2020 June 19 https://www.wnp.pl/tech/nowa-kampania-phishingowa-wykorzystuje-znane-marki-m-in-samsung-czy-oxford,401739.html0

Belarus UMC Europe & Central Asia2020 June 24 https://afn.by/news/i/277197 0

United StatesHIC North America 2020 September 11 https://kbench.com/?q=node/214016 0

Russia UMC Europe & Central Asia2020 August 25 https://pda.omsk.kp.ru/online/news/3989629/0

Bulgaria UMC Europe & Central Asia2020 July 31 https://www.frognews.bg/novini/haknaha-saita-monitor-zdravei-shishi-vremeto-teb-nastapi.html0

Germany HIC Europe & Central Asia2019 October 4 https://www.wiwo.de/technologie/digitale-welt/cybersecurity-wenn-hacker-die-justiz-lahmlegen/25083776.html0

Indonesia LMC East Asia & Pacific2019 May 3 http://www.tribunnews.com/nasional/2019/05/03/berhasil-retas-situs-kpu-putra-aji-sebut-jumlah-dpt-bisa-ditambah-ini-kelemahannya0

KazakhstanUMC Europe & Central Asia2019 October 13 https://kursiv.kz/news/kompanii-i-rynki/2019-10/syurpriz-dlya-studenta-zlovredy-v-uchebnikakh-i-referatakh0

Indonesia LMC East Asia & Pacific2019 March 5 https://jawapos.com/jpg-today/05/03/2019/soal-peretasan-di-puskesmas-bpn-prabowo-sandi-kami-juga-tidak-tahu0

Egypt LMC Middle East & North Africa2019 July 30 https://www.elbalad.news/3923371 0

Ukraine LMC Europe & Central Asia2019 February 20 https://glavred.info/techno/10050956-ukrainskuyu-igru-metro-exodus-vzlomali-cherez-pyat-dney-posle-vyhoda.html0

United KingdomHIC Europe & Central Asia2019 July 4 http://www.bbc.com/persian/magazine-472226120

Russia UMC Europe & Central Asia2018 December 21 https://www.securitylab.ru/news/497148.php0

South KoreaHIC East Asia & Pacific2018 February 9 http://www.koreatimes.com/article/20180209/11040370

Malaysia UMC East Asia & Pacific2018 September 10 http://www.utusan.com.my/bisnes/ekonomi/rugi-as-4j-akibat-serangan-siber-1.7454880



Russia UMC Europe & Central Asia2018 October 11 https://www.nakanune.ru/news/2018/10/11/22521732/0

Germany HIC Europe & Central Asia2018 July 28 https://deutsche-wirtschafts-nachrichten.de/2018/07/27/hacker-attacken-industrie-roboter-sind-eine-leichte-beute/0

Hungary HIC Europe & Central Asia2018 September 21 https://www.portfolio.hu/vallalatok/it/ellopta-egy-hacker-5000-hotel-adatait.298552.html[2020143, 2020144]['Tech: A hacker stole the data of 5,000 hotels because one of the employees was paralyzed', 'A hacker stole the data of 5,000 hotels']1

Turkey UMC Europe & Central Asia2017 March 7 https://www.donanimhaber.com/guvenlik/haberleri/CiAin-tum-cihazlari-hackledigi-ve-istedigi-kisileri-aninda-dinleyebildigi-ortaya-cikti.htm0

South KoreaHIC East Asia & Pacific2017 June 22 http://news1.kr/articles/?3028507 0

Poland HIC Europe & Central Asia2017 October 7 http://tvn24bis.pl/tech,80/hakerzy-podszywaja-sie-pod-dhl-uwaga-na-falszywy-e-mail,779132.html0

Canada HIC North America 2021 April 2 https://atlantic.ctvnews.ca/hackers-demanded-17-million-worth-of-bitcoin-as-ransom-from-city-of-saint-john-1.53723470

United KingdomHIC Europe & Central Asia2021 December 2 https://www.plymouthherald.co.uk/news/uk-world-news/amazon-call-phishing-scam-iphone-62921100

United StatesHIC North America 2022 June 29 http://www.emporiagazette.com/gaz/article_4d00665e-f7df-11ec-96b5-1f23dbc52b39.html0

United KingdomHIC Europe & Central Asia2021 May 11 https://www.itpro.co.uk/security/359492/cyber-attacks-on-manufacturing-up-300-in-a-year0

United StatesHIC North America 2021 May 27 https://www.foxnews.com/media/the-five-biden-meeting-giant-cake-putin-amid-pipeline-hack0

United StatesHIC North America 2021 July 2 https://www.modernhealthcare.com/cybersecurity/hack-vendor-exposes-data-201k-northwestern-memorial-cancer-patients0

Ireland HIC Europe & Central Asia2021 July 18 https://www.longfordleader.ie/news/home/650052/longford-services-still-affected-by-recent-cyber-attack-on-hse.html0

United StatesHIC North America 2022 October 5 https://www.theepochtimes.com/hacker-sentenced-to-probation-no-prison-time-for-data-breach-affecting-100-million-people_4776312.html0

China UMC East Asia & Pacific2022 January 21 https://cointelegraph.com/news/multichain-hacker-returns-322-eth-keeps-hefty-finders-fee0

Bahamas HIC Latin America & Caribbean2022 September 2 http://www.tribune242.com/news/2022/sep/02/bahamian-brokers-clients-13m-hacking-fraud/0

United StatesHIC North America 2022 February 16 http://www.baltimoresun.com/politics/bs-md-pol-oig-report-phishing-scam-20220216-owt7sndmkfawrkoxgh3g57l574-story.html0

United KingdomHIC Europe & Central Asia2022 March 14 https://www.manchestereveningnews.co.uk/news/greater-manchester-news/russia-ukraine-nhs-cyber-hacker-233753690

United KingdomHIC Europe & Central Asia2022 March 25 https://www.itpro.co.uk/security/ransomware/367160/qnap-nas-devices-face-fresh-deadbolt-ransomware-attack0

Russia UMC Europe & Central Asia2019 March 19 https://sputniknews.com/science/201903191073378197-serial-hacker-security-lesson-gnosticplayers/0

United StatesHIC North America 2019 April 16 https://thenextweb.com/hardfork/2019/04/16/behind-the-scenes-electrum-hackers-steal-4m-with-bitcoin-phishing-attacks/0

United StatesHIC North America 2019 April 24 https://www.isssource.com/malware-source-code-found-in-plain-sight-after-2-years/0

Russia UMC Europe & Central Asia2021 January 25 https://sputniknews.com/military/202101251081864875-indian-human-rights-lawyer-among-whatsapp-hacking-victims-via-israeli-pegasus-spyware/0

United StatesHIC North America 2021 June 14 https://www.jdsupra.com/legalnews/gone-phishing-wire-fraud-scams-continue-3068082/0

Japan HIC East Asia & Pacific2020 July 14 https://www.zdnet.com/article/recon-bug-lets-hackers-create-admin-accounts-on-sap-servers/0

United StatesHIC North America 2020 July 21 https://www.techdirt.com/articles/20200721/00175144939/doj-indicts-cyprus-national-who-apparently-hacked-ripoff-report-deleted-negative-reviews.shtml0

Russia UMC Europe & Central Asia2020 September 18 https://www.memri.org/cjlab/turkish-hackers-report-acquisition-us-government-documents-including-those-published-white0

United StatesHIC North America 2019 August 20 https://www.grahamleader.com/news/cyber-attack-hits-gpd-friday0

United KingdomHIC Europe & Central Asia2019 September 17 https://www.thenorthernecho.co.uk/news/local/darlington/17906121.two-thirds-say-targeted-phishing-emails-according-darlington-firm/0

United StatesHIC North America 2019 November 6 http://www.reflector.com/News/2019/11/06/Pitt-ABC-stores-hit-by-ransomware-attack.html0

United StatesHIC North America 2019 November 12 https://www.wtoc.com/2019/11/11/some-systems-back-online-after-jasper-co-ransomware-attack/0

Indonesia LMC East Asia & Pacific2017 August 21 http://batam.tribunnews.com/2017/08/21/memanas-hacker-indonesia-retas-situs-resmi-malaysia-tinggalkan-pesan-seperti-ini[761880, 763392, 763394, 761874, 766098, 761883, 761884, 761873, 761879, 761871, 761882, 763397, 764561, 761885, 766099, 761881, 761872, 761875]['Malaysian Website Hacked , Indonesian Hacker Delivers This Message', 'The National Police Headquarters asked hackers to stop hacking websites of Malaysian institutions', 'Regarding the Upside Down Flag, Indonesian Police Ask Indonesian Hackers to Stop Hacking Malaysian Sites', 'Watch out ! Indonesian hackers are angry, Malaysian sites are also hacked, medicine for heartache due to an inverted flag', 'Hacked by Indonesian Hackers because of the Upside Down Flag Incident, 20 Malaysian Sites Have Not Recovered', 'Indonesian Hackers Hack Malaysian Official Sites, Leave Messages Like This', "This is a message from an Indonesian hacker who hacked Malaysia's official site", 'War in Cyberspace Impacts the Reversed Flag, Malaysian Sites Hacked. The message makes goosebumps', 'The Controversy Never Stops , Official Malaysia Website Hacked', 'Malaysian Website Hacked by Hackers on Behalf of Indonesia, Impact of the Red and White Flag Reversed', 'Hot! Indonesian Hackers Hack Malaysian Official Sites, Leave Messages Lik17

United StatesHIC North America 2019 December 6 https://www.seattlepi.com/news/article/Former-current-Equinox-clients-affected-by-data-14887304.php0

United StatesHIC North America 2018 June 23 https://www.pr.com/press-release/7574530

United StatesHIC North America 2017 February 10 http://www.ketv.com/article/arbys-probes-possible-malware-attack/87014820

United StatesHIC North America 2017 February 9 http://bgr.com/2017/02/09/credit-card-hack-arbys/0

United StatesHIC North America 2017 March 16 https://qz.com/932448/forget-smart-tvs-in-the-1980s-spies-were-hacking-typewriters/0

Australia HIC East Asia & Pacific2017 March 30 https://www.techworld.com.au/article/616933/google-patches-chrome-bug-from-fizzled-pwn2own-hack/0

United StatesHIC North America 2017 April 26 http://www.techspot.com/news/69108-nintendo-switch-hacked-run-virtual-reality-mode.html0

United KingdomHIC Europe & Central Asia2017 August 24 http://metro.co.uk/2017/08/24/cat-food-shortage-after-cyber-attack-hits-one-of-uks-biggest-suppliers-6875065/0

United StatesHIC North America 2017 September 13 http://www.wiu.edu/news/newsrelease.php?release_id=148050

Australia HIC East Asia & Pacific2017 July 10 https://www.gizmodo.com.au/2015/11/comcast-blames-customers-after-apparent-hack/0

Kenya LMC Sub-Saharan Africa2017 December 21 https://www.kachwanya.com/2015/05/25/hacked-billboard-shows-obscene-images/0

United StatesHIC North America 2017 February 18 http://www.guns.com/2017/02/17/republican-signs-on-for-bipartisan-investigation-into-russian-hacking-of-u-s-elections/0

PhilippinesLMC East Asia & Pacific2017 March 3 http://www.philstar.com/nation/2017/03/03/1677609/student-nabbed-over-phishing-scams-isabela0

Nigeria LMC Sub-Saharan Africa2017 March 4 https://nationalaccordnewspaper.com/us-expels-35-russian-diplomats-cyber-attacks/0

United StatesHIC North America 2018 February 26 http://www.spamfighter.com/News-21408-A-Spyware-Companys-Server-has-been-Erased-by-a-Hacker.htm0

United StatesHIC North America 2018 March 9 https://www.consumeraffairs.com/news/the-weekly-hack-applebees-data-breach-and-continued-cryptocurrency-concerns-030918.html0

Australia HIC East Asia & Pacific2018 June 6 https://www.mandurahmail.com.au/story/5453302/hr-data-breach-may-impact-thousands/0

United StatesHIC North America 2018 March 16 http://observer.com/2018/03/iranian-hacker-group-chafer-targets-saudi-oil-field/0

Ireland HIC Europe & Central Asia2018 April 4 https://www.irishtimes.com/business/markets/spotify-hits-the-right-note-inm-data-breach-gender-pay-deadline-and-a-robot-warning-1.34495760

Hong Kong 2018 June 11 http://www.info.gov.hk/gia/general/201806/11/P2018061100799.htm0

China UMC East Asia & Pacific2018 April 23 https://www.newsmaritime.com/2018/red-bull-hacked-prosox/0

United StatesHIC North America 2018 October 12 https://kstp.com/news/21000-minnesotans-warned-of-hack-on-state-computers/5105122/?cat=125100

China UMC East Asia & Pacific2018 October 14 http://www.patentlyapple.com/patently-apple/2018/10/facebook-google-others-had-millions-of-their-customers-encrypted-data-hacked-were-asked-to-trust-them.html0



United StatesHIC North America 2018 September 20 https://www.scmagazine.com/home/news/report-hackers-used-data-mining-tool-network-sniffer-to-steal-click2gov-information/0

China UMC East Asia & Pacific2020 January 28 http://www.marsecreview.com/2020/01/ako-ransomware-uses-spam-to-infect-its-victims/0

PhilippinesLMC East Asia & Pacific2020 June 19 https://www.rappler.com/technology/news/264321-cebu-normal-university-suspends-subdomain-anonymous-website-hack0

United StatesHIC North America 2020 July 10 https://www.mtairynews.com/news/88310/cyber-attack-targets-surry-county-schools0

United StatesHIC North America 2020 July 29 https://awesome98.com/texas-tech-foundation-reports-involvement-in-data-breach/0

United StatesHIC North America 2020 July 6 https://www.darkreading.com/cloud/22900-mongodb-databases-affected-in-ransomware-attack/d/d-id/13382710

United StatesHIC North America 2020 August 22 https://depauliaonline.com/49872/news/university-reports-data-breach-with-third-party-provider/0

United StatesHIC North America 2020 September 26 https://www.chron.com/news/article/Hacking-of-vendor-delays-Maine-eCourts-pilot-15599406.php0

United StatesHIC North America 2021 December 17 https://healthitsecurity.com/news/nj-provider-settles-two-healthcare-data-breach-investigations-for-425k0

United StatesHIC North America 2020 October 7 http://www.techtimes.com/articles/253133/20201006/tesla-employee-caught-attempting-to-sabotage-and-allegedly-plant-ransomware-charges-will-be-filed.htm0

United StatesHIC North America 2021 December 28 https://www.scmagazine.com/analysis/cybercrime/mon-health-phishing-attack-account-takeover-impacts-data-of-398k-patients0

United StatesHIC North America 2020 October 16 https://torrentfreak.com/pirate-streaming-hoster-go-unlimited-hacked-on-behalf-of-competitor-201016/0

United StatesHIC North America 2021 February 18 https://www.governing.com/security/County-Rejects-Ransom-Demand-Hackers-Expose-Sensitive-Data.html0

Russia UMC Europe & Central Asia2021 January 8 https://www.bleepingcomputer.com/news/security/dassault-falcon-jet-reports-data-breach-after-ransomware-attack/0

United StatesHIC North America 2020 December 12 https://www.waaytv.com/content/news/Huntsville-City-Schools-finishes-first-full-week-of-learning-since-cyber-attack-573374521.html0

United StatesHIC North America 2020 December 3 http://www.techtimes.com/articles/254676/20201202/turla-malware-group-accessed-britney-spears-instagram-2017-now-targets.htm0

United StatesHIC North America 2021 February 25 https://www.jdsupra.com/legalnews/target-data-breach-not-covered-under-6741474/0

Australia HIC East Asia & Pacific2021 March 24 https://www.itwire.com/security/coveware-censors-post-after-ransomware-actors-use-it-for-promotion.html0

Saudi ArabiaHIC Middle East & North Africa2022 June 8 https://arabic.arabianbusiness.com/technology/%D8%A7%D9%84%D8%B3%D8%B9%D9%88%D8%AF%D9%8A%D8%A9-%D8%AA%D8%AD%D8%B0%D9%8A%D8%B1-%D8%A7%D9%84%D9%85%D8%AF%D9%8A%D8%B1%D9%8A%D9%86-%D8%A7%D9%84%D8%AA%D9%86%D9%81%D9%8A%D8%B0%D9%8A%D9%8A%D9%86-%D9%850

Russia UMC Europe & Central Asia2022 July 20 https://overclockers.ru/blog/RaddaR/show/71093/igru-stray-pro-prikljucheniya-ryzhego-kotika-v-kiber-gorode-vzlomali-v-den-vyhoda0

Russia UMC Europe & Central Asia2022 August 8 https://www.securitylab.ru/news/533150.php0

Mexico UMC Latin America & Caribbean2022 October 6 https://www.omnia.com.mx/noticia/239463/la-austeridad-permitio-el-hackeo-a-la-sedena-acuso-el-pan0

Russia UMC Europe & Central Asia2022 March 29 https://www.securitylab.ru/news/530839.php0

Argentina UMC Latin America & Caribbean2022 October 6 https://www.tiempodesanjuan.com/policiales/robos-autos-del-centro-sanjuanino-el-ladron-usaba-un-moderno-artefacto-hackeo-n3362310

Mexico UMC Latin America & Caribbean2022 April 21 https://elmercurio.com.mx/tecnologia/aumentan-las-campanas-de-phishing-sobre-cripto-monedas0

Peru UMC Latin America & Caribbean2020 June 30 https://elpopular.pe:443/actualidad/2020/06/29/cuarentena-peru-hackers-roban-36-mil-dolares-comerciante-traves-correos-electronicos-robos-ciberneticos-194360

Moldova UMC Europe & Central Asia2021 June 17 https://newsmaker.md/rus/novosti/v-moldove-predotvratili-hakerskiy-vzlom-pravitelstvennyh-sistem-podozrevaemogo-obyavili-v-rozysk/0

Spain HIC Europe & Central Asia2021 April 3 https://www.ideal.es/sociedad/seguridad-alerta-envio-correos-difundir-malware-20210403111642-nt.html0

United StatesHIC North America 2021 December 6 https://www.radiokorea.com:443/bulletin/bbs/board.php?bo_table=c_talk_investment&wr_id=10780

Indonesia LMC East Asia & Pacific2021 September 13 https://nasional.kompas.com/read/2021/09/13/11382971/menkominfo-serahkan-dugaan-peretasan-10-instansi-pemerintah-ke-bssn0

Poland HIC Europe & Central Asia2021 October 22 https://gazetawroclawska.pl/zwolnienie-lekarskie-l4-kupisz-za-60-zl-bez-wychodzenia-w-domu-to-hit-na-rynku-medycznym-czy-to-wyludzanie-l4/ar/c1-158659510

Germany HIC Europe & Central Asia2021 March 3 https://www.chip.de/news/Sparkasse-ING-DiBa-und-Co.-Verbraucherzentrale-warnt-vor-Phishing-Angriffen_183335518.html0

Russia UMC Europe & Central Asia2021 April 22 https://3dnews.ru/1037921/edinstvenniy-proizvoditel-steklyannih-plastin-dlya-gyostkih-diskov-stal-gertvoy-hakerskoy-ataki0

Germany HIC Europe & Central Asia2021 January 28 https://www.rnd.de/panorama/allgau-21-jahriger-hackt-online-unterricht-und-veroffentlicht-mitschnitt-auf-youtube-6JJFLL4LSHSJWMUN5IAP2OA57Y.html0

South KoreaHIC East Asia & Pacific2021 November 4 http://news.kmib.co.kr/article/view.asp?arcid=0016435411&code=61121211&sid1=soc0

Mexico UMC Latin America & Caribbean2020 March 10 https://www.am.com.mx/noticias/Ahora-hackean-sistemas-de-la-Secretaria-del-Trabajo-20200310-0010.html0

South KoreaHIC East Asia & Pacific2020 January 14 http://biz.heraldcorp.com/view.php?ud=202001140000900

Venezuela Latin America & Caribbean2019 December 30 https://altadensidad.com/movistar-te-devolvera-dinero-nuevo-gancho-para-ataque-de-phishing/0

Bulgaria UMC Europe & Central Asia2019 August 1 https://novini.bg/bylgariya/obshtestvo/5503290

Brazil UMC Latin America & Caribbean2019 October 7 https://canaltech.com.br/espionagem/infeccoes-por-malwares-de-espionagem-crescem-373-em-2019-151693/0

Russia UMC Europe & Central Asia2019 March 6 https://inosmi.ru/politic/20190306/244702041.html0

South KoreaHIC East Asia & Pacific2019 January 3 http://news.chosun.com/site/data/html_dir/2019/01/03/2019010301002.html0

Germany HIC Europe & Central Asia2019 October 28 https://www.bildderfrau.de/familie-leben/article227489195/Die-Polizei-warnt-Gefaelschte-Phishing-Mails-von-DHL-und-UPS.html0

United KingdomHIC Europe & Central Asia2017 March 8 http://www.dorsetecho.co.uk/news/15140767.Dorchester_hospital_workers_at_risk_of_identity_fraud_following_national_cyber_attack/[260631, 260632]['Dorchester hospital workers at risk of identity fraud following national cyber attack ( From Bridport and Lyme Regis News ) ', 'Dorchester hospital workers at risk of identity fraud following national cyber attack ( From Dorset Echo ) ']1

Argentina UMC Latin America & Caribbean2019 July 10 https://www.eldestapeweb.com/nota/hackearon-diario-perfil-y-escribieron-titulos-contra-macri-2019710132500

Russia UMC Europe & Central Asia2019 December 23 https://3dnews.ru/1000317 0

Russia UMC Europe & Central Asia2019 December 5 https://lenta.ru/news/2019/12/05/hackers/0

Germany HIC Europe & Central Asia2018 February 28 https://www.netzwelt.de/betrugswarnungen/164004-db--deutsche-bahn-bezahlt-ticket-phishing.html0

Italy HIC Europe & Central Asia2018 February 23 http://www.liberoquotidiano.it/news/politica/13312438/matteo-salvini-blog-hackerato-rese-pubbliche-70mila-mail-iscritti-mail-personali-leader-leghista.html0

Spain HIC Europe & Central Asia2018 October 4 https://www.microsiervos.com/archivo/internet/hackeo-red-telegrafo-optico-francesa-ganar-dinero.html0

Slovak RepublicHIC Europe & Central Asia2018 November 14 https://www.bumm.sk/turmix/2018/11/14/kriptopenzt-nyultak-le-a-hackerek0

Pakistan LMC South Asia 2018 November 9 https://www.express.pk/story/1416470/1/ 0

Mauritius UMC Sub-Saharan Africa2018 December 14 https://defimedia.info/piratage-informatique-une-agence-de-voyages-se-retrouve-avec-un-deficit-de-rs-2-millions0

Finland HIC Europe & Central Asia2018 April 30 https://www.lapinkansa.fi/lappi/hakkeri-iski-vintikin-tietojarjestelmaan-liike-kiinni-ainakin-tanaan-200912322/0

South KoreaHIC East Asia & Pacific2017 May 28 http://news.donga.com/Main/3/all/20170528/84602164/10



Norway HIC Europe & Central Asia2017 January 24 https://www.digi.no/artikler/infiserte-nettbutikker-fjernet-skadevare-da-digi-no-tok-kontakt/3680520

South KoreaHIC East Asia & Pacific2017 October 17 http://news1.kr/articles/?3126245 0

Lithuania HIC Europe & Central Asia2017 April 12 http://ru.delfi.lt/news/live/vzlom-v-sisteme-agentstva-bns-byla-razmeschena-lozhnaya-novost.d?id=743479000

Germany HIC Europe & Central Asia2017 August 21 http://www.sueddeutsche.de/muenchen/gericht-wer-auf-phishing-hereinfaellt-ist-selber-schuld-1.36340580

Ukraine LMC Europe & Central Asia2017 June 29 http://podrobnosti.ua/2185863-hakerska-ataka-fbr-dopitujut-spvrobtnikv-kompan-kaspersky-lab.html0

Bulgaria UMC Europe & Central Asia2017 November 13 http://dnes.dir.bg/news/hakeri-virusi-kredisimo-265829930

United KingdomHIC Europe & Central Asia2022 July 6 https://www.itpro.co.uk/security/cyber-attacks/368447/russia-linked-state-sponsored-hackers-launch-fresh-attacks-by-abusing-tool0

United StatesHIC North America 2022 August 8 https://www.databreaches.net/louisiana-public-facilities-authority-lpfa-victim-of-ransomware-attack/0

South AfricaUMC Sub-Saharan Africa2021 July 16 https://www.htxt.co.za/2021/07/oldie-but-a-goodie-malware-jumps-onto-thumb-drives-to-spread-itself/0

Canada HIC North America 2021 August 5 https://www.castanet.net/news/Penticton/342117/RDOS-got-lucky-with-cyber-attack-in-2020-but-more-likely-to-come-say-staff0

United StatesHIC North America 2022 August 15 https://www.marketwatch.com/story/ski-doo-maker-brp-resumes-operations-following-cyber-attack-shares-fluctuate-116605750590

United StatesHIC North America 2022 August 31 https://www.jdsupra.com/legalnews/ellington-management-group-llc-4015369/0

United StatesHIC North America 2022 December 15 https://www.globenewswire.com/news-release/2022/12/15/2574172/0/en/North-Star-Leasing-Data-Breach-Alert-Issued-By-Wolf-Haldenstein-Adler-Freeman-Herz-LLP.html[3924786, 3922763]['North Star Leasing Data Breach Alert : Issued By Wolf', 'North Star Leasing , a Division of Peoples Bank , Provides Notice of Recent Data Breach | Console and Associates , P . C . ']1

Saudi ArabiaHIC Middle East & North Africa2022 February 17 https://www.arabnews.com/node/2027016/middle-east0

United StatesHIC North America 2022 March 7 https://www.gpsworld.com/ukraine-hackers-target-glonass-for-cyberattacks/0

United StatesHIC North America 2022 April 13 https://healthitsecurity.com/news/phi-potentially-accessed-in-ballad-health-email-data-breach0

United StatesHIC North America 2022 May 6 https://www.windpowermonthly.com/article/1755068/wind-turbine-maker-nordex-delays-q1-financial-report-cyber-attack0

United StatesHIC North America 2022 December 9 https://bioprepwatch.com/customer-data-also-eavesdropped-mcdonalds-victim-of-hacker-attack/0

Canada HIC North America 2022 December 15 https://www.itworldcanada.com/article/breaking-news-ottawa-area-it-firm-says-it-has-fully-recovered-from-ransomware-attack/5180840

United StatesHIC North America 2019 February 23 https://www.convenience.org/Advocacy/Issues/Data-Security0

United StatesHIC North America 2019 June 6 https://www.cbsnews.com/news/english-speaking-isis-supporters-exploit-messaging-app/0

United KingdomHIC Europe & Central Asia2019 May 15 https://www.telegraph.co.uk/technology/2019/05/15/uk-spy-tribunal-not-immune-legal-probes-mass-data-hacking-supreme/0

United StatesHIC North America 2021 January 31 http://www.msn.com/en-us/news/technology/wall-st-shenanigans-continue-after-ny-stock-exchange-twitter-account-allegedly-hacked/ar-BB1dgtnR0

United StatesHIC North America 2019 February 10 https://www.readingeagle.com/news/article/pa-revenue-secretary-urges-citizens-tax-preparers-to-be-aware-of-imposter-phishing-scams0

United StatesHIC North America 2019 February 19 http://www.spamfighter.com/News-22042-Patients-are-getting-notified-by-Roper-St-Francis-after-their-employees-fall-prey-to-phishing-attack.htm0

United StatesHIC North America 2019 March 18 https://realmoney.thestreet.com/investing/stocks/chart-of-the-day-just-how-big-was-marriott-s-data-breach--148996170

United KingdomHIC Europe & Central Asia2019 August 21 https://www.lawgazette.co.uk/news/dechert-caught-up-in-middle-east-hacking-claim/5101194.article0

United KingdomHIC Europe & Central Asia2019 September 20 https://www.scmagazineuk.com/universities-risk-hackers-warn-ncsc/article/16601670

South KoreaHIC East Asia & Pacific2019 October 15 https://us.acrofan.com/detail.php?number=1791310

United StatesHIC North America 2019 November 22 https://www.wwltv.com/article/news/all-agencies-to-re-open-monday-after-ransomware-attack-state-says/289-0e632d17-422c-48b8-af02-7d8b864928b30

United KingdomHIC Europe & Central Asia2019 December 2 https://diginomica.com/enterprise-hits-and-misses-black-friday-shoppers-give-their-omni-verdict-while-data-hackers-breach0

Israel HIC Middle East & North Africa2019 December 17 https://unitedwithisrael.org/international-pro-israel-organization-hacked-on-facebook/0

United StatesHIC North America 2018 December 4 https://www.topspeed.com/cars/car-news/someone-hacked-the-tesla-model-3-to-run-youtube-and-ubuntu-linux-ar183622.html0

United KingdomHIC Europe & Central Asia2017 February 9 http://www.bbc.co.uk/news/technology-389184980

United StatesHIC North America 2017 February 10 http://www.pymnts.com/news/security-and-risk/2017/hacker-tracker-shimmers-identity-fraud-and-hacked-hotels/0

United StatesHIC North America 2017 April 28 http://www.stltoday.com/business/local/hackers-may-have-gained-patient-information-from-washu-medical-school/article_bce30704-08d7-598e-ba45-1bd18efbc309.html0

United StatesHIC North America 2017 May 10 http://www.oregonlive.com/silicon-forest/index.ssf/2017/05/cyber_attack_on_portland_compa.html0

United KingdomHIC Europe & Central Asia2020 May 13 https://www.telegraph.co.uk/technology/2020/05/13/hackers-steal-information-100000-interserve-employees/[4204918, 2507611]['Interserve hit by data breach - 100 , 000 people get data stolen', 'Hackers steal information on up to 100 , 000 Interserve employees']1

United StatesHIC North America 2017 February 22 https://www.scmagazine.com/infected-weather-apps-forecast-malware/article/639512/0

New ZealandHIC East Asia & Pacific2017 October 3 https://www.stuff.co.nz/waikato-times/business/97507862/cambridge-computer-users-caught-by-phishing-emails0

United KingdomHIC Europe & Central Asia2018 February 28 https://www.professionaladviser.com/professional-adviser/news/3027529/warning-to-advisers-over-suspected-phishing-scam0

India LMC South Asia 2018 February 7 https://www.nyoooz.com/news/mumbai/1028209/mumbai-cops-bust-voice-phishing-racket-kingpin-held-in-jharkhand/0

United StatesHIC North America 2018 March 13 https://www.eff.org/deeplinks/2018/03/we-still-need-more-https-government-middleboxes-caught-injecting-spyware-ads-and0

United StatesHIC North America 2018 June 20 http://www.isssource.com/ma-man-guilty-in-atm-hacking/0

India LMC South Asia 2018 May 11 https://www.nyoooz.com/news/pune/1108353/cops-still-clueless-how-students-hacked-website-leaked-paper/0

United StatesHIC North America 2018 July 10 https://www.washingtonpost.com/local/public-safety/justice-department-walks-back-link-between-fraud-scheme-and-opm-hack/2018/07/10/7c9e851a-8454-11e8-8f6c-46cb43e3f306_story.html0

United KingdomHIC Europe & Central Asia2018 August 6 https://www.infosecurity-magazine.com:443/news/privacy-international-police-phone/0

United StatesHIC North America 2018 August 14 https://www.kvakradio.com/2018/08/13/press-release-city-continues-response-following-cyber-attack/0

United StatesHIC North America 2018 November 9 https://www.csbj.com/2018/11/09/report-q3-sees-business-cyber-attacks-spike/0

United StatesHIC North America 2018 August 31 https://securityboulevard.com/2018/08/hacking-the-hacker-stopping-a-big-botnet-targeting-usa-canada-and-italy/0

United StatesHIC North America 2018 November 9 https://www.govinfosecurity.com/bankers-life-hack-affects-more-than-566000-a-116910

United KingdomHIC Europe & Central Asia2018 September 30 https://www.businesstraveller.com/forums/topic/ba-data-breach-class-action-2/0

United StatesHIC North America 2018 November 13 http://www.spamfighter.com/News-21865-Ransomware-Attack-on-City-of-Muscatine-Shutdown-Several-Servers.htm0

United StatesHIC North America 2020 January 28 https://929thebull.com/phishing-scam-looking-for-victims-in-yakima/0

United StatesHIC North America 2020 February 8 https://avn.com/business/articles/technology/porn-sites-hardest-hit-by-destructive-hacker-attacks-study-says-869326.html0



United StatesHIC North America 2020 February 19 https://theislandnow.com/rop/dinapoli-will-not-audit-nassau-comptroller-after-phishing-scam/0

United StatesHIC North America 2020 August 19 https://www.nbcsandiego.com/news/investigations/spy-games-civil-rights-advocate-calls-out-san-diego-police-departments-covert-use-of-iphone-spyware/2387761/0

United StatesHIC North America 2020 August 15 https://www.forbes.com/sites/daveywinder/2020/08/15/gun-owners-beware-hacker-offers-240000-stolen-records-on-dark-web-report-utah-gun-exchange-amazon-cloud/0

United KingdomHIC Europe & Central Asia2020 September 8 https://www.pinknews.co.uk/2020/09/08/charing-cross-gender-clinic-data-breach-victims-your-lawyers-compensation-gdpr/0

United StatesHIC North America 2020 October 9 https://threatpost.com/fitbit-personal-data-watch-face/160003/0

China UMC East Asia & Pacific2020 September 18 https://chinadigitaltimes.net/2019/09/chinas-economic-power-mutes-responses-to-australia-apple-hacks/0

Uganda LIC Sub-Saharan Africa2020 November 9 https://www.monitor.co.ug/uganda/business/finance/mtn-blocks-mobile-money-agent-lines-weeks-after-hack-30159160

United StatesHIC North America 2020 December 16 https://safehaven.com/news/Breaking-News/Hackers-Are-Having-A-Hayday-Amid-Election-Chaos.html0

India LMC South Asia 2021 January 20 https://timesofindia.indiatimes.com/city/bhubaneswar/phishing-mails-trigger-cyber-crimes-in-bhubaneswar/articleshow/80362320.cms0

United StatesHIC North America 2020 December 29 https://www.michigansthumb.com/news/article/Phishing-email-campaign-used-Huron-County-email-15834296.php0

United StatesHIC North America 2021 February 24 http://www.thecourierexpress.com/news/local/some-personal-info-leaked-in-clearfield-county-data-breach/article_9d98e5e0-0684-50fe-8df4-63efa50181dc.html0

Malaysia UMC East Asia & Pacific2021 February 26 https://www.thestar.com.my/aseanplus/aseanplus-news/2021/02/26/amnesty-urges-probe-into-cyber-attacks-on-dissidents0

United StatesHIC North America 2021 October 9 https://www.mcdonoughvoice.com/story/news/local/2021/10/09/west-prairie-student-arrested-connection-internet-hack/6052581001/0

United StatesHIC North America 2021 October 14 https://www.natlawreview.com/article/new-russian-based-ransomware-group-targeting-large-companies-and-hospitals0

Indonesia LMC East Asia & Pacific2022 January 21 https://www.antaranews.com/berita/2657053/geng-conti-peretas-bi-targetkan-pemerintahan-dan-industri0

Bosnia and HerzegovinaUMC Europe & Central Asia2022 June 17 https://www.slobodna-bosna.ba/vijest/254900/rat_uzivo_dodik_chami_u_hodniku_zbog_hakerskog_napada_odgodjeno_putinovo_obracanje.html0

Russia UMC Europe & Central Asia2022 January 28 https://www.bfm.ru/news/491668 0

Spain HIC Europe & Central Asia2022 May 30 https://www.cope.es/actualidad/internacional/noticias/policia-lusa-detiene-personas-una-operacion-contra-phising-bancario-20220530_21129180

Poland HIC Europe & Central Asia2022 February 6 https://biznes.interia.pl/gospodarka/news-globalna-kampania-zlosliwego-oprogramowania-flubot-hakerzy-u,nId,58080200

Indonesia LMC East Asia & Pacific2022 September 11 https://bengkulu.pikiran-rakyat.com/iptek/pr-2505484823/tanda-whatsapp-wa-sedang-diretas-cek-hp-anda-sekarang-juga-pengguna-harus-menyadari-hal-ini0

Indonesia LMC East Asia & Pacific2022 April 11 https://www.antaranews.com/berita/2813521/kemarin-thr-pekerja-hingga-peretasan-internet-terkait-demonstrasi0

Italy HIC Europe & Central Asia2022 April 7 https://www.ansa.it/valledaosta/notizie/2022/04/07/turismodopo-hackeraggio-torna-operativo-instagram-valle-daosta_c8c8b3a0-8dda-41c3-8a3e-42f63bc3f632.html0

Hungary HIC Europe & Central Asia2022 April 28 https://hvg.hu/itthon/20220428_orosz_hackerek_domen_kormanyhivatal_magyar_allam_domain0

Russia UMC Europe & Central Asia2022 April 21 https://www.cnews.ru/news/top/2022-04-08_vzlomshchiki_bankov_nauchilis0

Turkey UMC Europe & Central Asia2022 February 22 https://www.sozcu.com.tr/2020/dunya/bilgisayar-korsanlari-estetik-ameliyati-olanlari-hedef-aldi-6183010/0

Russia UMC Europe & Central Asia2021 September 23 https://lenta.ru/news/2021/09/23/ddos/ 0

Germany HIC Europe & Central Asia2021 October 18 https://www.thueringer-allgemeine.de/regionen/nordhausen/nordhausen-wappnet-sich-gegen-hackerangriffe-id233602303.html0

Russia UMC Europe & Central Asia2021 August 9 http://rapsinews.ru/international_news/20210809/307280996.html0

Israel HIC Middle East & North Africa2021 February 16 https://www.pc.co.il/news/332265/ 0

Lithuania HIC Europe & Central Asia2021 February 19 https://www.lrt.lt/naujienos/mokslas-ir-it/11/1348615/ekspertai-po-programisiu-nutekintu-asmeniniu-duomenu-gyventojai-patys-turi-susirupinti-skaitmenine-higiena0

Denmark HIC Europe & Central Asia2021 December 14 https://nordjyske.dk/nyheder/erhverv/lige-midt-i-hoejsaeson-nordjysk-hovedkontor-lagt-ned-af-hackerangreb/4e6eb296-838f-4cb1-af8d-5a476b3a28970

Czech RepublicHIC Europe & Central Asia2020 May 15 http://tnbiz.cz/domaci-a-politika/714294 0

United StatesHIC North America 2020 September 28 https://kbench.com/?q=node/209730 0

Italy HIC Europe & Central Asia2020 December 14 https://www.zazoom.it/2020-12-14/google-down-lazienda-commenta-lipotesi-di-hackeraggio-russo/7756950/0

Mexico UMC Latin America & Caribbean2020 March 31 https://www.razon.com.mx/mexico/pese-a-hackeo-continuan-los-cursos-en-linea-en-la-fcpys/0

Albania UMC Europe & Central Asia2020 June 3 http://www.gazetatema.net/2020/06/03/detajet-prangosen-tre-hackera-ne-tirane-pirateronin-platforma-dixhitale-pagesa-nga-bankat-e-nivelet-te-dyte-dhe-paypal/0

Mexico UMC Latin America & Caribbean2020 August 27 https://www.24-horas.mx/2020/08/26/hackers-aumentan-transferencias-fraudulentas-a-bancos-de-todo-el-mundo/0

Mexico UMC Latin America & Caribbean2020 November 19 http://www.zocalo.com.mx/new_site/articulo/hackers-no-dan-tregua-menos-de-72-horas-bastaron-para-registrarse-seis-caso0

Macedonia 2020 December 15 https://makfax.com.mk/svet/%D0%B2%D0%B8%D0%B4%D0%B5%D0%BE-%D0%B5%D0%B2%D1%80%D0%B5%D1%98%D1%81%D0%BA%D0%BE-%D1%83%D1%87%D0%B8%D0%BB%D0%B8%D1%88%D1%82%D0%B5-%D1%85%D0%B0%D0%BA%D0%B8%D1%80%D0%B0%D0%BD%D0%BE-%D1%81%D0%BE-%D0%B2/0

France HIC Europe & Central Asia2019 May 27 https://www.capital.fr/lifestyle/les-sites-de-dizaines-de-mairies-pirates-par-des-islamistes-turcs-13397140

Austria HIC Europe & Central Asia2017 May 10 https://futurezone.at/digital-life/fancy-bear-hacker-verwenden-trump-als-phishing-lockvogel/263.099.4510

Russia UMC Europe & Central Asia2019 April 17 http://fedpress.ru/news/77/society/22231700

South KoreaHIC East Asia & Pacific2019 October 28 http://www.etnews.com/20191028000354?mc=em_008_000020

Mexico UMC Latin America & Caribbean2019 May 1 http://contraparte.mx/index.php/gobierno/27330-espionaje-y-hackeo-en-el-congreso-del-estado.html0

Mexico UMC Latin America & Caribbean2019 December 6 https://www.dineroenimagen.com/hacker/ellos-realizaron-el-hackeo-historico-al-spei/1037010

France HIC Europe & Central Asia2019 December 3 https://www.universfreebox.com/article/53224/phishing-ciblant-les-abonnes-free-l-arnaqueur-ne-s-est-pas-top-foule-ici0

Indonesia LMC East Asia & Pacific2019 September 27 https://surabaya.tribunnews.com/2019/09/27/dalam-sebulan-website-dua-opd-di-kabupaten-madiun-diserang-hacker0

Japan HIC East Asia & Pacific2019 September 27 https://ascii.jp/elem/000/001/945/1945606/0

Mexico UMC Latin America & Caribbean2019 May 8 http://www.omnia.com.mx/noticia/107230/denuncia-mcci-hackeo-de-su-pagina-web0

KazakhstanUMC Europe & Central Asia2019 July 1 https://kursiv.kz/news/obschestvo/2019-07/khakery-atakovali-neskolko-kompaniy-v-zapadnom-kazakhstane0

KyrgyzstanLMC Europe & Central Asia2019 September 12 https://knews.kg/2019/09/12/hakery-ograbili-rossiyan-pod-vidom-amerikanskih-gossluzhashhih/0

Italy HIC Europe & Central Asia2018 May 7 http://www.valledaostaglocal.it/2018/05/07/leggi-notizia/argomenti/politica-4/articolo/stoppati-dal-vertice-romano-o-hackerati-un-giallo-la-sparizione-del-materiale-elettorale-m5s.html0

Russia UMC Europe & Central Asia2018 October 30 http://www.banki.ru/news/lenta/?id=107285700

NetherlandsHIC Europe & Central Asia2017 November 10 https://nos.nl/artikel/2202207-turkse-nationalisten-hacken-twitteraccounts-turkije-critici.html0

Spain HIC Europe & Central Asia2017 October 29 http://www.laopiniondemurcia.es/comunidad/2017/10/29/nuevo-caso-phishing-dirigido-clientes/871030.html0



Brazil UMC Latin America & Caribbean2017 June 22 http://www.bemparana.com.br/noticia/510377/uber-e-receita-federal-sao-as-novas-iscas-de-hackers0

Mexico UMC Latin America & Caribbean2017 April 7 http://www.e-consulta.com/nota/2017-04-07/entretenimiento/anuncian-hackeo-redes-de-grupo-modelo-y-piden-cervezas-mas-baratas0

Australia HIC East Asia & Pacific2021 November 22 https://www.news.com.au/finance/business/technology/aussie-companies-langs-building-supplies-and-network-overdrive-hit-by-cyber-attacks/news-story/b2b7d3b3f6fbe52633f1d52ab8b05d4c0

Canada HIC North America 2021 November 23 https://www.blogto.com/city/2021/11/two-people-ontario-arrested-hacking-provinces-vaccine-portal/0

Russia UMC Europe & Central Asia2021 December 1 https://www.bleepingcomputer.com/news/security/microsoft-exchange-servers-hacked-to-deploy-blackbyte-ransomware/0

China UMC East Asia & Pacific2021 May 12 https://cointelegraph.com/magazine/2021/05/12/griff-green-doge-loving-hippy-hacker-steals-crypto-before-bad-guys-can0

United StatesHIC North America 2021 June 5 https://www.itechpost.com/articles/105885/20210604/android-ios-scams-see-massive-surge-amid-covid-19-pandemic.htm0

Ireland HIC Europe & Central Asia2021 July 3 https://www.midwestradio.ie/index.php/news/49054-80-of-hse-computer-servers-now-unlocked-following-cyber-attack0

United StatesHIC North America 2021 August 3 https://cacm.acm.org/news/254528-49-malware-receives-major-upgrade-to-strike-windows-macos-pcs/fulltext0

United StatesHIC North America 2022 January 14 https://www.jdsupra.com/legalnews/china-based-ransomware-operator-8733047/0

United StatesHIC North America 2022 January 18 https://healthitsecurity.com/news/family-medicine-practice-notifies-patients-of-data-breach-1-year-later0

Canada HIC North America 2022 November 3 https://www.itworldcanada.com/post/see-tickets-discloses-data-breach-carried-out-by-online-skimmer0

United StatesHIC North America 2022 November 22 https://news.yahoo.com/hackers-locking-mars-stealer-operators-190029151.html0

Israel HIC Middle East & North Africa2022 December 1 https://www.timesofisrael.com/report-ex-army-officers-spy-firm-sent-phone-hacking-tools-to-sudanese-militia/0

United StatesHIC North America 2019 April 30 http://www.spamfighter.com/News-22166-Emotet-Malware-possibly-exfiltrated-PHI-of-patients-in-Oregon-Endodontic-Group.htm0

South AfricaUMC Sub-Saharan Africa2019 February 18 https://www.businessinsider.co.za/south-african-hack-cell-phones-to-mine-cryptocurrencies-bitcoin-2019-20

United StatesHIC North America 2019 May 3 https://www.consumeraffairs.com/news/the-weekly-hack-hackers-target-a-church-and-mcdonalds-050319.html0

United StatesHIC North America 2019 June 15 https://www.spamfighter.com/News-22245-Schoolboy-from-Adelaide-hacked-Apple.htm0

United StatesHIC North America 2020 January 14 https://www.forbes.com/sites/daveywinder/2020/01/14/windows-7-crazy-high-security-risk-as-crypto-exploit-found-in-audio-files/0

United StatesHIC North America 2020 May 4 http://www.digitaljournal.com/tech-and-science/technology/edtech-company-suffers-from-third-data-breach/article/5711470

Russia UMC Europe & Central Asia2019 July 16 https://www.securityweek.com/russia-linked-hackers-use-new-trojans-recent-attacks0

United StatesHIC North America 2020 December 7 https://www.independentsentinel.com/shopify-supplies-georgias-ballots-and-they-were-hacked-pre-election/0

Canada HIC North America 2020 December 15 https://www.itbusiness.ca/news/hashtag-trending-google-outage-us-treasury-hit-with-hack-shooting-raw-with-apple/1167650

United KingdomHIC Europe & Central Asia2019 January 28 https://www.dailymail.co.uk/news/article-6641315/Computer-hacker-faces-jail-stealing-customer-details-TalkTalk.html0

United StatesHIC North America 2019 September 2 http://www.oswegocountynewsnow.com/news/amid-school-hacking-concerns-katko-warns-of-catastrophic-event/article_22cafb7c-ccd3-11e9-8b10-136d635d15e3.html0

United StatesHIC North America 2019 September 5 http://www.msn.com/en-nz/money/news/cost-of-cyber-attacks-going-up-almost-one-in-five-incidents-result-in-financial-loss/ar-AAGOYHN0

United StatesHIC North America 2019 September 5 https://www.govinfosecurity.com/health-data-breach-tally-spikes-amca-breach-reports-added-a-130320

United StatesHIC North America 2019 September 5 https://www.out.com/news/2019/9/05/underwear-brand-says-it-was-hacked-after-liking-trump-tweets0

United KingdomHIC Europe & Central Asia2019 September 25 https://www.thecomet.net/news/parking-data-breach-at-stevenage-town-centre-s-tesco-1-62884730

United StatesHIC North America 2019 October 3 http://www.bothell-reporter.com/news/northshore-cyber-attack-effects-continue/0

Kenya LMC Sub-Saharan Africa2019 October 8 https://www.businessdailyafrica.com/markets/marketnews/Biashara-Sacco-in-system-audit-/3815534-5303882-11qg2ca/0

India LMC South Asia 2019 October 10 https://english.sakshi.com/technology/2019/10/10/1-in-3-indian-firms-facing-high-financial-loss-from-hacking0

United StatesHIC North America 2019 October 14 http://www.spamfighter.com/News-22459-DoorDash-confirmed-data-breach.htm0

United StatesHIC North America 2019 November 22 https://mashable.com/article/one-billion-users-data-unprotected/0

United StatesHIC North America 2019 December 12 https://www.union-bulletin.com/news/education/walla-walla-university-online-network-hacked/article_06f47c15-da80-5920-be0e-1a5f572be995.html0

United StatesHIC North America 2018 November 16 http://www.hardocp.com/news/2018/11/16/how_hacker_obtained_motorola_source_code_few_phone_calls/0

United StatesHIC North America 2018 August 2 https://www.law360.com/articles/10692290

United StatesHIC North America 2018 April 5 https://www.govinfosecurity.com/whitepapers/true-stories-from-field-when-malware-attacks-your-aix-servers-w-42030

United KingdomHIC Europe & Central Asia2017 February 9 http://www.v3.co.uk/v3-uk/news/3004337/uk-supreme-court-issues-warning-over-fake-phishing-emails0

United StatesHIC North America 2017 February 14 http://www.scout.com/military/warrior/story/1754806-army-attack-drones-fight-hacking-jamming0

United StatesHIC North America 2017 March 1 https://www.bna.com/wolf-sheeps-clothing-b57982084563/0

Canada HIC North America 2017 March 7 http://www.cbc.ca/news/canada/windsor/public-school-data-breach-1.40126440

United StatesHIC North America 2017 May 27 http://www.newburyportnews.com/news/local_news/ransomware-attack-hits-port-media/article_be8428bc-bd7b-5667-9f31-786122c92d82.html0

Sri Lanka LMC South Asia 2017 July 20 http://www.dailymirror.lk/article/Hacking-President-s-Website-Two-suspects-acquitted-from-case-133188.html0

India LMC South Asia 2017 July 2 http://www.dnaindia.com/india/report-police-probing-petya-attack-finds-own-website-hacked-24898610

United StatesHIC North America 2017 August 25 http://www.mywebtimes.com/news/local/fbi-eyes-earlville-hacking/article_39a9e241-2e71-5523-90da-f8baff609ed2.html0

Germany HIC Europe & Central Asia2017 August 9 http://www.dw.com/en/account-hacking-on-amazon/av-399928080

Uganda LIC Sub-Saharan Africa2017 September 15 http://pctechmag.com/2012/08/wikileaks-back-online-after-cyber-attack/0

United StatesHIC North America 2017 October 13 https://www.sott.net/article/364371-Hacked-Sensitive-data-on-Aussi-F-35s-and-newest-spy-jets0

United StatesHIC North America 2017 June 1 https://patch.com/us/across-america/kmart-data-breach-ubers-trouble-trump-climate-deal-patch-morning-briefing0

Canada HIC North America 2017 February 17 http://windsorstar.com/news/local-news/city-at-risk-windsor-battles-possible-cyber-attacks0

United StatesHIC North America 2017 February 22 http://investmentwatchblog.com/homeland-security-employees-locked-out-of-computer-system-could-this-have-anything-to-do-with-dhs-hacking-georgia/0

Jersey 2017 March 7 http://www.godlikeproductions.com/forum1/message3469287/pg10

United StatesHIC North America 2017 March 23 http://www.coindesk.com/bitcoin-unlimited-releases-bug-patch-as-exploit-brings-down-nodes/0

Uganda LIC Sub-Saharan Africa2018 March 1 http://pctechmag.com/2012/10/hacker-hacks-into-google-chrome-and-wins-60000/0



United KingdomHIC Europe & Central Asia2018 March 9 http://www.eastlondonadvertiser.co.uk:80/news/crime-court/bethnal-green-fraudster-convicted-of-hacking-online-bank-accounts-and-transferring-himself-money-1-54286640

United KingdomHIC Europe & Central Asia2018 May 29 https://www.infosecurity-magazine.com:443/news/no-smiles-for-cocacola-after-data/0

United StatesHIC North America 2018 April 6 https://nypost.com/2018/04/06/hackers-hijack-electric-billboard-with-porn-during-rush-hour/0

China UMC East Asia & Pacific2018 June 6 https://techgadgetcentral.com/2015/10/02/t-mobile-victim-of-a-major-hack/0

United KingdomHIC Europe & Central Asia2018 May 14 http://www.dailymail.co.uk/news/article-5727627/Sexual-health-data-8-000-patients-hacked.html0

South KoreaHIC East Asia & Pacific2018 July 4 https://www.allkpop.com/article/2018/07/jyp-entertainment-makes-statement-on-2pms-social-media-hack-and-spam0

United StatesHIC North America 2018 July 11 http://wpst.com/another-store-has-suffered-a-data-breach-are-you-affected/0

United StatesHIC North America 2018 July 11 http://abc7news.com/business/consumer-catch-up-ca-rent-control-pfizer-nixing-price-hikes/3746223/0

India LMC South Asia 2018 September 13 https://www.deccanchronicle.com/technology/in-other-news/130918/beware-of-hiddad-malware-on-google-play-store.html0

United StatesHIC North America 2018 September 25 http://mondaq.com/unitedstates/x/739146/data+protection/Court+Rejects+Neiman+Marcus+Data+Breach+Settlement+Due+To+InjuryBased+Class+Conflicts0

Nepal LMC South Asia 2018 October 1 http://kathmandupost.ekantipur.com/news/2018-10-01/as-hackers-get-better-of-government-sites-officials-say-full-safety-infeasible.html0

United StatesHIC North America 2018 November 20 https://www.axios.com/fancy-bear-russia-hacking-cannon-malware-email-dcb84448-8d43-438d-8b0f-6c307085e983.html0

United StatesHIC North America 2018 November 30 http://www.darkreading.com/attacks-breaches/overall-volume-of-thanksgiving-weekend-malware-attacks-lower-this-year-/d/d-id/13333730

United StatesHIC North America 2020 January 9 https://www.lohud.com/story/news/local/westchester/rye-brook/2020/01/08/iran-hacked-rye-brook-dam-2013/2846127001/0

PhilippinesLMC East Asia & Pacific2021 December 17 https://mb.com.ph/2021/12/17/nujp-condemns-cyber-attacks-on-media/0

United StatesHIC North America 2021 January 28 https://threatpost.com/rocke-groups-malware-now-has-worm-capabilities/163463/0

China UMC East Asia & Pacific2020 December 18 https://www.etftrends.com/innovative-etfs-channel/cybersecurity-etfs-climb-after-hack-on-u-s-federal-level/0

United StatesHIC North America 2020 December 28 https://www.jdsupra.com/legalnews/presidential-transition-and-21879/0

United StatesHIC North America 2021 February 22 https://www.ipwatchdog.com/2021/02/22/week-washington-ip-rebuilding-us-research-enterprises-post-covid-climate-change-innovation-strategies-examining-solarwinds-data-breach/id=130195/0

United StatesHIC North America 2021 October 6 http://www.dailyjournal.net/2021/10/06/johnson-memorial-receives-ransom-request-investigation-continues/0

Australia HIC East Asia & Pacific2021 March 23 https://www.news.com.au/technology/online/hacking/sensitive-nsw-documents-posted-on-dark-web-after-accellion-hack/news-story/41a9583257bace94095f7ae7ee7491390

Russia UMC Europe & Central Asia2022 August 23 https://www.securitylab.ru/news/533512.php0

LuxembourgHIC Europe & Central Asia2022 October 7 https://www.tageblatt.lu/headlines/phishing-sms-fuehrt-zu-gefaelschter-guichet-lu-website-polizei-warnt-vor-betrugsmasche/0

Thailand UMC East Asia & Pacific2022 December 29 https://www.thaipr.net/it/3286651 0

Russia UMC Europe & Central Asia2022 August 10 https://piter.tv/event/Moshenniki_stali_vzlamivat_akkaunti_na_gosuslugah_i_brat_cherez_nih_krediti_/0

Germany HIC Europe & Central Asia2022 June 23 https://www.deraktionaer.de/artikel/medien-ittk-technologie/microsoft-warnt-hackerangriffe-nehmen-deutlich-zu-20252225.html0

Germany HIC Europe & Central Asia2022 May 29 https://www.silicon.de/41697510/malware-aus-dem-online-shop0

Germany HIC Europe & Central Asia2022 June 21 https://www.finanznachrichten.de/nachrichten-2022-06/56360435-neue-phishing-taktik-imitiert-internationale-domainnamen-007.htm0

Poland HIC Europe & Central Asia2022 November 4 https://www.rynekzdrowia.pl/E-zdrowie/Matka-Polka-po-ataku-hakerow-Byc-moze-kluczowe-systemy-beda-dzialac-juz-na-poczatku-tygodnia,238819,7.html0

SwitzerlandHIC Europe & Central Asia2022 November 30 https://www.polizeinews.ch/e-mail-im-angeblichen-namen-der-six-group-ag-betr-debix-ist-phishing/0

India LMC South Asia 2022 July 4 https://www.bgr.in/hi/apps/android-users-alert-toll-fraud-malware-tampering-with-phone-wifi-can-subscribe-premium-services-automatically-1293209/0

South KoreaHIC East Asia & Pacific2022 September 15 http://www.koreatimes.com/article/20220914/14327150

Ukraine LMC Europe & Central Asia2021 September 21 https://tech.liga.net/all/novosti/iz-seti-pnetwork-pohitili-127-mln-v-bitkoinah-token-pnt-obvalilsya0

Russia UMC Europe & Central Asia2021 October 22 https://it.sputniknews.com/20211022/hackeraggio-siae-i-pirati-informatici-chiedono-10000-di-riscatto-direttamente-agli-artisti-13422718.html0

Indonesia LMC East Asia & Pacific2021 May 20 https://nasional.okezone.com/read/2021/05/20/337/2413225/ponsel-bw-dan-aktivis-antikorupsi-diretas-dpr-minta-polri-cari-dalangnya0

South KoreaHIC East Asia & Pacific2021 June 4 http://www.newstomato.com/ReadNews.aspx?no=10493760

Sweden HIC Europe & Central Asia2021 April 25 https://www.hd.se/2021-04-25/sjukskoterska-fick-sparken-efter-dataintrang-skyller-pa-trog0

Poland HIC Europe & Central Asia2021 November 13 https://www.dobreprogramy.pl/malware-atakuje-zagrozone-sa-wszystkie-urzadzenia-internetu-rzeczy,6704375725104096a0

Mexico UMC Latin America & Caribbean2019 December 6 https://www.dineroenimagen.com/hacker/los-ataques-ciberneticos-que-mas-afectaron-latinoamerica-en-2018/1057840

Canada HIC North America 2021 April 28 https://www.itworldcanada.com/article/cyber-security-today-april-28-2021-millions-of-stolen-emotet-email-addresses-can-now-be-searched-user-data-of-reverb-exposed-and-more-phishing-and-text-scams/446622[3252162, 3257767, 3252164]['Cyber Security Today , April 28 , 2021 – Millions of stolen Emotet email addresses can now be searched , user data of Reverb exposed , and more phishing and text scams', 'Over 4 Million Credentials Stolen by Emotet Malware Now Available at Have I been pwned?', 'Cyber Security Today , April 28 , 2021 – Millions of stolen Emotet email addresses can now be searched , user data of Reverb exposed , and more phishing and text scams | IT Business Cyber Security Today , April 28 , 2021 - Millions of stolen Emotet e...']2

Brazil UMC Latin America & Caribbean2020 June 26 https://itforum365.com.br/nova-familia-de-malware-busca-roubar-contas-de-gamers-alerta-kaspersky/0

Bulgaria UMC Europe & Central Asia2020 January 26 https://btvnovinite.bg/bulgaria/120-kompanii-sas-zagubi-sled-fishing-ataki-prez-minalata-godina.html0

Brazil UMC Latin America & Caribbean2020 September 29 https://epoca.globo.com/brasil/hacker-se-isolou-em-chapada-dos-veadeiros-para-fazer-serie-de-ataques-sistema-do-detran-246651940

Belarus UMC Europe & Central Asia2020 March 11 https://afn.by/news/i/274042 0

South KoreaHIC East Asia & Pacific2020 July 28 https://biz.chosun.com/site/data/html_dir/2020/07/28/2020072802758.html0

France HIC Europe & Central Asia2020 August 31 https://www.universfreebox.com/article/58034/abonnes-free-attention-a-cette-promesse-de-carte-cadeau-c-est-un-phishing0

NetherlandsHIC Europe & Central Asia2019 March 21 https://www.onemorething.nl/2019/03/nokia-chinese-spyware/0

France HIC Europe & Central Asia2019 August 16 https://www.phonandroid.com/huawei-encore-accuse-espionnage-emui-10-arrive-malware-attaque-pc-windows-10-recap.html0

France HIC Europe & Central Asia2019 June 21 http://www.lefigaro.fr/flash-actu/espagne-acquittements-dans-un-grand-proces-de-piratage-internet-201906210

Germany HIC Europe & Central Asia2019 January 29 https://www.t-online.de/digital/sicherheit/id_85163660/phishing-versuch-paypal-betrueger-schocken-mit-hohen-geldbetraegen.html0

China UMC East Asia & Pacific2019 October 17 https://news.dahe.cn/2019/10-17/547527.html0

Mexico UMC Latin America & Caribbean2018 May 17 http://diario.mx/Economia/2018-05-16_7151bf23/traba-hackeo-a-empresas-juarenses/0

KazakhstanUMC Europe & Central Asia2018 March 19 https://365info.kz/2018/03/hakery-nauchilis-krast-dengi-perehvatyvaya-zvonki/0

Mexico UMC Latin America & Caribbean2018 October 25 http://planoinformativo.com/620632/casi-la-mitad-de-los-mexicanos-han-sufrido-ataques-ciberneticos-tecnologia0

Russia UMC Europe & Central Asia2018 September 5 http://news.vse42.ru/feed/show/id/286102170



Germany HIC Europe & Central Asia2017 June 8 http://www.zdnet.de/88300185/botfrei-de-warnt-vor-phishing-attacke-auf-streamingdienst-nutzer/0

Belarus UMC Europe & Central Asia2017 April 6 http://euroradio.fm/ru/ot-vzloma-feysbuka-do-amerikanki-kak-razvivalos-delo-belogo-legiona0

Spain HIC Europe & Central Asia2017 May 25 http://www.farodevigo.es/portada-deza-tabeiros-montes/2017/05/24/hackeo-estrada-proximo-esclarecerse/1685349.html0

United StatesHIC North America 2017 December 22 http://br.ccm.net/news/30232-malware-digmine-minera-criptomoedas0

Estonia HIC Europe & Central Asia2017 May 13 http://epl.delfi.ee/news/arvamus/ria-peadirektori-asetaitja-toomas-vaks-kuberrunnak-seab-ohtu-inimeste-elud?id=782034460

Japan HIC East Asia & Pacific2017 July 21 http://the-miyanichi.co.jp/special/dreamNews/detailep.php?id=00001569600

United StatesHIC North America 2021 November 20 https://www.wishtv.com/news/i-team-8/putnam-county-sheriffs-departments-facebook-page-got-hacked/0

United StatesHIC North America 2022 May 31 https://www.coinspeaker.com/terra-defi-90m-exploit-unnoticed/0

United StatesHIC North America 2022 June 7 https://legalnewsline.com/stories/626634503-student-sues-over-pupilpath-data-breach0

PhilippinesLMC East Asia & Pacific2021 May 20 https://www.manilatimes.net/2021/05/19/business/foreign-business/hackers-hit-axa-asia-units/16012980

United StatesHIC North America 2021 May 20 https://www.law360.com/articles/1386833/hacker-pleads-guilty-to-stealing-pa-hospital-workers-info0

United StatesHIC North America 2021 August 6 https://healthitsecurity.com/news/malware-attack-exposes-il-health-centers-patient-and-staff-phi0

United StatesHIC North America 2022 February 2 https://www.law360.com/articles/14609450

Ireland HIC Europe & Central Asia2022 January 25 https://www.siliconrepublic.com/enterprise/malware-cyberattack-dtpacker-liverpool-proofpoint0

United StatesHIC North America 2022 September 26 https://www.jdsupra.com/legalnews/fbi-sounds-alarm-on-cyber-attacks-6514348/0

Australia HIC East Asia & Pacific2022 October 5 https://smallcaps.com.au/yancoal-prepays-debt-janus-henderson-chair-retires-telstra-data-breach/0

United StatesHIC North America 2022 April 8 https://www.jdsupra.com/legalnews/pingora-loan-servicing-llc-files-notice-6607907/0

United KingdomHIC Europe & Central Asia2019 April 6 https://www.theregister.co.uk/2019/04/06/security_roundup_050419/0

United StatesHIC North America 2022 November 7 https://www.scmagazine.com/analysis/cybercrime/iranian-actors-targeting-healthcare-via-spear-phishing-vulnerability-exploit0

United StatesHIC North America 2019 April 15 https://www.digitaltrends.com/computing/malware-creators-convicted-hijacked-40k-computers/0

United StatesHIC North America 2022 November 29 https://www.accountingtoday.com/news/tigta-says-irs-successfully-prevented-ransomware-attacks0

United StatesHIC North America 2019 April 15 https://www.cnn.com/2019/04/15/politics/mar-a-lago-malware/0

United StatesHIC North America 2019 June 25 http://mondaq.com/canada/x/818510/Data+Protection+Privacy/Privacy+Commissioner+Suspends+Consultation+Following+Equifax+Data+Breach+Lisa+R+Lifshitz+Speaks+To+Canadian+Lawyer0

United KingdomHIC Europe & Central Asia2020 March 12 https://www.eurogamer.net/articles/2020-03-12-call-of-duty-warzone-has-a-game-breaking-revive-exploit0

India LMC South Asia 2019 October 23 http://www.bhatkallys.com/gulf/man-hacks-uae-govt-entity-website-lands-in-court/0

Indonesia LMC East Asia & Pacific2020 January 20 https://batam.tribunnews.com/2020/01/20/waspadalah-akun-medsos-dan-whatsapp-diretas-berantai-begini-modus-kejahatannya-canggih[2293147, 2292224, 2292223]["BEWARE! Social Media and WhatsApp Accounts Hacked by Chains, Here's the Crime Mode, Sophisticated!", 'WATCH OUT ! Social Media and WhatsApp Accounts Hacked by Chains, Crime Mode Asks for Verification Codes and Accounts', 'Beware, Your Social Media Accounts Are Hacked by Chains, Request Verification Code & Account Mode']2

India LMC South Asia 2019 February 28 https://www.daijiworld.com/news/newsDisplay.aspx?newsID=5659370

United StatesHIC North America 2019 March 13 https://comicbook.com/gaming/2019/03/13/fortnite-vending-machine-exploit-extra-loot/0

United StatesHIC North America 2019 September 12 https://www.scmagazine.com/home/email-security/facebook-youtube-insider-threats-used-in-brazilian-phishing-scheme/0

United KingdomHIC Europe & Central Asia2019 October 9 https://www.globalgovernmentforum.com/dark-web-data-sale-threatens-vast-government-data-breach/0

United StatesHIC North America 2019 November 14 https://www.beaumontenterprise.com/news/article/PN-G-hack-seen-as-lesson-for-other-school-14833274.php0

United StatesHIC North America 2019 November 20 https://radionowindy.com/1516284/diseny-accounts-hacked-and-sold-on-dark-web/0

United StatesHIC North America 2019 December 2 https://www.heraldnet.com/news/youve-been-hacked-data-breaches-in-washington-on-the-rise/0

Ghana LMC Sub-Saharan Africa2017 March 7 http://starrfmonline.com/?p=15032 0

United StatesHIC North America 2017 March 31 http://news.softpedia.com/news/espionage-group-turla-tweaks-carbon-backdoor-malware-with-new-variants-514433.shtml0

India LMC South Asia 2017 March 24 http://trak.in/tags/business/2017/03/24/cosmos-bank-website-infected-righ-exploit-kit-cerber-ransomware/0

United StatesHIC North America 2017 April 27 http://kstp.com/technology/tech-bytes-data-breach-chipotle-uber-flying-cars-northern-white-rhino-tinder/4464620/0

United StatesHIC North America 2017 October 30 https://www.forbes.com/sites/jwebb/2017/10/30/dominos-pizza-blames-supplier-for-data-breach-hackers-are-probing-third-party-weaknesses/0

United StatesHIC North America 2017 February 20 http://news.filehippo.com/2017/02/us-government-hacked-with-its-own-spyware/0

United KingdomHIC Europe & Central Asia2017 October 12 http://www.ibtimes.co.uk/trickbot-malware-hits-more-40-countries-your-bank-account-risk-16429190

United StatesHIC North America 2018 February 27 http://www.newsweek.com/alt-right-websites-hackers-anonymous-white-supremacist-8209820

United StatesHIC North America 2018 March 12 http://www.zdnet.com/article/hospital-hacks-default-passwords-and-no-patching-leaves-healthcare-at-risk/0

Pakistan LMC South Asia 2018 March 27 http://www.journalismpakistan.com/Journalists-media-under-attack-from-hackers-Google-researchers0

Japan HIC East Asia & Pacific2018 November 16 https://www.zdnet.com/article/hacking-group-returns-switches-attacks-from-ransomware-to-trojan-malware/0

United StatesHIC North America 2018 December 28 https://threatpost.com/hijacking-online-accounts-via-hacked-voicemail-systems/140403/0

United StatesHIC North America 2020 March 14 https://www.law360.com/articles/12530700

United KingdomHIC Europe & Central Asia2020 March 10 https://www.professionaladviser.com/news/4012150/voyant-users-targeted-email-phishing-attack0

United StatesHIC North America 2020 March 30 https://www.govinfosecurity.com/health-data-breach-tally-spikes-in-recent-weeks-a-140310

India LMC South Asia 2020 August 31 https://www.firstpost.com/tech/news-analysis/google-removes-fraudulent-apps-from-play-store-that-lured-users-with-free-gifts-to-install-ad-malware-on-their-devices-8771471.html0

United StatesHIC North America 2020 November 18 https://news.bitcoin.com/defi-protocol-bragged-having-flash-loan-attack-prevention-hacked-6-million/0

United StatesHIC North America 2020 November 21 https://www.bankinfosecurity.com/qbot-banking-trojan-now-deploying-egregor-ransomware-a-154300

United KingdomHIC Europe & Central Asia2020 December 3 https://www.itpro.co.uk/security/hacking/358001/20-universities-targeted-by-shadow-academy-hackers0

Russia UMC Europe & Central Asia2021 February 10 https://www.cybersecurityintelligence.com/blog/russian-government-warns-business-of-us-cyber-attack-5463.html0

United StatesHIC North America 2021 September 3 https://www.prnewswire.com:443/news-releases/in-tether-hack-us3-1-million-worth-of-cryptocurrency-stolen-from-taiwanese-antique-dealer-301368946.html0

Armenia UMC Europe & Central Asia2021 September 22 https://www.panorama.am/en/news/2021/09/22/Hraparak-Daily/25691730



United StatesHIC North America 2021 October 7 https://www.ign.com/articles/battlefield-2042-beta-cheaters0

United StatesHIC North America 2021 October 15 https://techncruncher.blogspot.com/2021/10/docusign-phishing-campaign-targets-low.html0

United StatesHIC North America 2021 October 27 https://www.cuindependent.com/2021/10/26/cu-reports-cyber-attack/0

PhilippinesLMC East Asia & Pacific2021 November 11 https://www.bworldonline.com/thoughtless-flaw-on-dfa-website-leaves-thousands-vulnerable-to-phishing-attacks-cybersecurity-expert/0

Ukraine LMC Europe & Central Asia2022 January 27 https://sud.ua/ru/news/publication/227423-v-gp-iss-prokommentirovali-soobschenie-suda-ob-otsutstvii-v-reestre-tekstov-sudebnykh-resheniy-posle-kiberataki0

Indonesia LMC East Asia & Pacific2022 September 25 https://www.liputan6.com/tekno/read/5079698/hacker-retas-situs-sipp-kemkes-dan-deface-laman-web0

Chile HIC Latin America & Caribbean2022 October 1 https://www.24horas.cl/programas/noticias-24/diputado-de-rementeria-tras-supuesto-hackeo-a-ministerios-funcionamos0

Mexico UMC Latin America & Caribbean2022 November 3 https://suracapulco.mx/en-iguala-funciona-un-centro-regional-de-espionaje-del-ejercito-revela-el-hackeo-del-grupo-guacamaya/0

Mauritius UMC Sub-Saharan Africa2022 December 22 http://www.lemauricien.com/actualites/societe/medias-cyberattaque-les-plateformes-digitales-de-top-fm-piratees/530402/0

United StatesHIC North America 2022 July 13 https://www.crhoy.com/nacionales/jovenes-limonenses-ayudaron-a-la-ccss-en-la-vacunacion-de-equipos-informaticos-tras-hackeo/0

Indonesia LMC East Asia & Pacific2022 September 7 https://koran-jakarta.com/gawat-terjadi-kebocoran-informasi-kelompok-pro-rusia-dituding-melakukan-peretasan-situs0

China UMC East Asia & Pacific2022 September 14 http://news.hsw.cn/system/2022/0914/1521013.shtml0

France HIC Europe & Central Asia2022 April 6 https://www.lemondeinformatique.fr/actualites/lire-spring4shell-l-application-des-correctifs-patine-les-pirates-en-profitent-86375.html0

Hungary HIC Europe & Central Asia2022 November 8 https://hvg.hu/tudomany/20221108_darknet_bitcoint_kriptovaluta_penz_lopas0

Russia UMC Europe & Central Asia2022 October 4 https://www.securitylab.ru/news/534207.php0

Mexico UMC Latin America & Caribbean2022 October 25 https://diario.mx/estado/pega-a-ciudadanos-hackeo-al-municipio-20221024-1985538.html0

Mexico UMC Latin America & Caribbean2021 October 4 https://www.eluniversal.com.mx/nacion/bajo-reserva-expres-ataque-masivo-de-hackers-al-inai0

Germany HIC Europe & Central Asia2021 December 20 https://www.mactechnews.de/news/article/Beeindruckender-NSO-Hack-Mit-Fax-Kompression-einen-virtuellen-Computer-gebaut-179163.html0

India LMC South Asia 2021 August 1 https://eisamay.indiatimes.com/tech/news/fake-google-chrome-update-active-again-to-gain-complete-control-of-your-systems-a-new-tool-for-hackers/articleshow/84827139.cms0

Belgium HIC Europe & Central Asia2020 May 18 https://www.rtbf.be/info/medias/detail_l-office-national-des-vacances-annuelles-met-en-garde-contre-une-tentative-de-phishing?id=105044730

BangladeshLMC South Asia 2020 October 9 https://bangla.bdnews24.com/tech/article1813622.bdnews0

United StatesHIC North America 2020 January 25 https://www.telemundopr.com/noticias/puerto-rico/investigan-posible-hackeo-a-sistemas-de-asr/2040062/0

Russia UMC Europe & Central Asia2020 March 24 https://tass.ru/ekonomika/8068419 0

Mexico UMC Latin America & Caribbean2020 April 4 https://www.forbes.com.mx/inm-denuncia-ante-la-fiscalia-un-intento-de-hackeo-en-sus-sistemas-informaticos/0

Bulgaria UMC Europe & Central Asia2020 January 1 https://www.novinite.bg/articles/184160/Zlovreden-softuer-mami-potrebiteli-v-socialnite-mreji0

Ukraine LMC Europe & Central Asia2020 January 25 http://internetua.com/nesovershennoletnii-haker-zablokiroval-rabotu-internet-provaidera0

Russia UMC Europe & Central Asia2020 December 8 http://rosinvest.com/novosti/1425440 0

India LMC South Asia 2019 June 3 https://www.anandabazar.com/others/science/windows-at-risk-a-critical-malware-is-taking-over-user-s-pc-dgtl-1.10006570

Poland HIC Europe & Central Asia2019 October 26 https://www.bankier.pl/wiadomosc/Ataki-hakerskie-przy-uzyciu-drukarek-z-banku-zniknelo-100-mln-dol-7758019.html0

United StatesHIC North America 2019 August 1 https://www.elsalvador.com/noticias/nacional/hackean-cuenta-de-twitter-del-secretario-general-del-fmln-oscar-ortiz/626400/2019/0

South KoreaHIC East Asia & Pacific2018 August 13 http://www.jejusori.net/?mod=news&act=articleView&idxno=2087300

Mexico UMC Latin America & Caribbean2018 November 21 http://mundoejecutivo.com.mx/tecnologia/2018/11/20/fue-ataque-cibernetico-mas-difundido-20180

Mexico UMC Latin America & Caribbean2018 January 17 http://www.omnia.com.mx/noticia/52714/hackeo-en-tarjetas-bansefi-fue-antes-de-su-entrega0

Cameroon LMC Sub-Saharan Africa2018 November 7 https://www.237online.com/le-site-internet-des-impots-du-cameroun-hacke/0

Russia UMC Europe & Central Asia2018 August 1 https://fr.sputniknews.com/societe/201808011037466785-paypal-virus-logiciel-compte/0

Russia UMC Europe & Central Asia2017 June 23 http://www.ng.ru/news/585410.html 0

Mexico UMC Latin America & Caribbean2017 January 16 http://www.record.com.mx/contra/hackers-cambian-nombre-de-palacio-de-justicia-federal0

Finland HIC Europe & Central Asia2017 August 20 http://www.uusimaa.fi/artikkeli/551538-varoitus-haittaohjelma-levinnyt-ennatysvauhtia-elokuussa-milloin-olet-vaihtanut0

Russia UMC Europe & Central Asia2017 January 31 https://rg.ru/2017/02/01/v-brazilii-hakery-vzlomali-sajt-s-rezultatami-shkolnyh-ekzamenov.html0

Peru UMC Latin America & Caribbean2017 April 4 http://trome.pe/espectaculos/cine/netflix-cuidado-hackers-han-puesto-tus-cuentas-mira-455440

United StatesHIC North America 2021 November 29 https://www.ksro.com/2021/11/29/ransomware-attack-affects-over-2300-sonoma-county-clients/0

United StatesHIC North America 2021 May 3 https://www.benzinga.com/markets/cryptocurrency/21/05/20909436/another-day-another-defi-hack-spartan-protocol-exploited-for-over-30m0

United KingdomHIC Europe & Central Asia2021 May 7 https://www.chorley-guardian.co.uk/news/politics/council/chorley-council-accused-of-data-breach-involving-thousands-of-residents-32257540

United KingdomHIC Europe & Central Asia2022 September 14 https://www.edp24.co.uk/news/crime/samsung-huawei-android-phone-apps-malware-warning-92729160

United StatesHIC North America 2022 January 15 https://www.npr.org/2022/01/15/1072846933/kronos-hack-lawsuits0

United StatesHIC North America 2022 October 11 https://dzone.com:443/articles/here%E2%80%99s-how-bell-was-hacked-sql0

United StatesHIC North America 2022 September 26 https://www.hits96.com/someones-hacking-the-p-a-system-on-flights-and-making-strange-sounds/0

Canada HIC North America 2022 November 11 https://www.ctvnews.ca/business/two-provincial-privacy-watchdogs-confirm-sobeys-experiencing-data-breach-1.61492100

India LMC South Asia 2022 April 30 https://techstory.in/hackers-target-the-rari-capital-and-fei-protocol-defi-platforms/0

United KingdomHIC Europe & Central Asia2020 December 30 https://atomix.vg/koei-tecmo-cierra-todas-sus-paginas-web-tras-ataque-cibernetico/[3066023, 2834188, 2832289, 2830872, 2833306, 4282684, 2832245]['Koei Tecmo sites offline following cyber attack', 'Koei Tecmo reveals cyber attack , shuts down forum websites', 'Koei Tecmo closes all its websites after cyber attack', 'Koei Tecmo - Cyber Attack Forces Official Sites to Shut Down', 'Koei Tecmo Has Shut Down Its Official Sites Due to Cyber Attack', 'Koei Tecmo Hack Forces Publisher to Take Websites Offline', 'Koei Tecmo Shuts Down Forums Following Data Hack']6

United StatesHIC North America 2022 May 28 https://www.darkreading.com/threat-intelligence/chaos-yashma-variant--wiper-encryption0

United KingdomHIC Europe & Central Asia2022 November 29 https://euobserver.com/rule-of-law/1564900

United StatesHIC North America 2022 November 30 https://www.jdsupra.com/legalnews/ingalls-snyder-llc-files-notice-of-data-1857063/0

New ZealandHIC East Asia & Pacific2019 April 11 https://www.stuff.co.nz/business/111961700/police-warn-businesses-of-scammers-hacking-into-workers-bank-accounts0

Singapore HIC East Asia & Pacific2019 April 12 https://www.straitstimes.com/business/banking/hackers-use-south-east-asian-banks-most-to-receive-illicit-funds-swift0



United StatesHIC North America 2018 November 12 https://madisonrecord.com/stories/511617582-judge-denies-plaintiffs-additional-time-for-discovery-in-uconnect-hacking-case-trial-set-in-march0

United StatesHIC North America 2019 April 25 https://www.healthcareitnews.com/news/connected-devices-legacy-systems-leave-hospitals-wide-open-cyber-attack0

United StatesHIC North America 2019 June 2 https://blog.tmcnet.com/blog/rich-tehrani/security/scary-keychain-exploit-shows-macs-are-vulnerable-too.html0

New ZealandHIC East Asia & Pacific2019 June 18 https://www.nzherald.co.nz/nz/news/article.cfm?c_id=1&objectid=122415180

United StatesHIC North America 2019 June 4 https://statescoop.com/phishing-campaign-spoofs-local-government-websites-to-rip-off-small-businesses/0

United StatesHIC North America 2019 June 11 https://thehill.com/policy/cybersecurity/448015-lawmakers-demand-answers-on-border-patrol-breach0

United StatesHIC North America 2020 April 4 http://dailynexus.com/2020-04-03/management-company-wolfe-associates-suffers-data-breach/0

Australia HIC East Asia & Pacific2019 February 12 https://www.computerworld.com.au/article/657662/landmark-white-blames-exposed-api-data-breach/0

PhilippinesLMC East Asia & Pacific2019 January 14 https://news.mb.com.ph/2019/01/14/cbcp-calls-for-probe-on-passport-data-breach/0

United StatesHIC North America 2019 March 26 https://www.technewsworld.com/story/data-management/85836.html0

PhilippinesLMC East Asia & Pacific2019 April 3 https://news.mb.com.ph/2019/04/03/afp-data-base-hacked-soldiers-data-exposed/0

United StatesHIC North America 2019 August 28 http://www.spamfighter.com/News-22377-Naples-city-of-Florida-loses-$700000-because-of-a-spear-phishing-attack.htm0

United StatesHIC North America 2019 September 4 https://www.clarksvilleonline.com/2019/09/03/thec-reports-no-student-data-exposed-in-tennessee-vendors-suspected-data-breach/email/0

United StatesHIC North America 2019 November 1 https://www.scmagazine.com/home/security-news/phishing/greed-is-good-for-this-phishing-scam/0

Germany HIC Europe & Central Asia2019 January 6 https://www.dw.com/en/germanys-horst-seehofer-promises-clarity-after-hack-attack/a-469749760

United StatesHIC North America 2021 August 19 https://www.washingtonexaminer.com/news/new-york-high-school-students-uncovered-data-breach-ignored-months0

United StatesHIC North America 2017 March 3 https://calcoastnews.com/2017/03/social-security-numbers-released-slo-county-data-breach/0

United StatesHIC North America 2017 March 20 http://www.wptv.com/money/consumer/data-breach-at-saks-fifth-avenue-exposes-customers-personal-information0

Australia HIC East Asia & Pacific2017 April 4 https://www.crikey.com.au/2017/04/04/qantas-passenger-views-other-passenger-details-in-data-breach/0

United StatesHIC North America 2017 September 20 http://www.wtxl.com/news/tpd-reports-phishing-scam-email-from-amazon/article_b9c2ea44-9d73-11e7-8482-131342629cd0.html0

United StatesHIC North America 2017 October 16 https://www.pcgamesn.com/toshiba-ssd-ransomware0

United StatesHIC North America 2017 April 18 https://www.moneytalksnews.com/new-email-phishing-scam-targeting-amazon-shoppers/0

United StatesHIC North America 2022 January 31 https://3dnews.ru/1059146/hakeri-iz-severnoy-korei-ispolzuyut-tsentr-obnovleniya-windows-dlya-rasprostraneniya-vredonosnogo-po[3477040, 4065768, 3475755, 4065769, 3477386, 3472271, 4065788, 3475091, 3473611]['Hackers from North Korea began to distribute viruses using "Windows Update"', 'Windows Update hijacked to infect PCs with malware', 'Lazarus distribuisce malware con Windows Update', 'Jan 28 - windows update ........ hijacked to infect pcs with malware', 'Lazarus spear - phishing windows update', 'Lazarus hackers use Windows Update to deploy malware', 'North Korean hackers use Windows Update and GitHub in spear phishing attack', 'North Korean hackers launch attack using Windows Update and GitHub', 'Hackers Leverage Windows Update to Infect PCs: How This New Malware Works']8

United StatesHIC North America 2022 August 22 https://www.coinspeaker.com/hackers-general-bytes-bitcoin-atms/[3762529, 3762507, 4058654]['Hackers Stealing Crypto from General Bytes Bitcoin ATMs via  Zero Day  Vulnerability', 'Crypto Investors Using Bitcoin ATMs Duped By Hacker', 'Hackers steal crypto from Bitcoin ATMs by exploiting zero - day bug']2

India LMC South Asia 2018 January 1 https://timesofindia.indiatimes.com/city/chennai/dmk-mouthpiece-murasoli-hacked-restored/articleshow/62323214.cms0

United StatesHIC North America 2018 January 18 http://www.healthleadersmedia.com/technology/singing-river-health-system-still-recovering-2-days-after-cyber-attack0

United StatesHIC North America 2018 May 25 https://www.workerscompensation.com/news_read.php?id=295260

United StatesHIC North America 2018 May 29 http://djcoregon.com/news/2018/05/29/local-governments-increasingly-targeted-by-hackers/0

United StatesHIC North America 2018 April 26 http://denver.cbslocal.com/2018/04/25/vail-phone-bomb-threat-hacker/0

United StatesHIC North America 2018 May 14 https://www.jdsupra.com/legalnews/uber-catches-break-in-data-breach-class-20819/0

United StatesHIC North America 2018 July 9 http://www.darkreading.com/attacks-breaches/two-more-convicted-in-$30m-massive-hacking-securities-fraud-operation/d/d-id/13322460

United StatesHIC North America 2018 July 31 https://www.natlawreview.com/article/242-data-breaches-reported-second-quarter-notifiable-data-breach-regime0

United StatesHIC North America 2018 August 31 http://www.govtech.com/security/Coweta-County-Ga-Largely-Restores-Servers-Following-Ransomware-Attack.html0

United StatesHIC North America 2018 November 13 http://www.spamfighter.com/News-21864-A-Student-Aged-14-Years-behind-Hacking-of-Peoria-Notre-Dame-High-Schools-System.htm0

Hong Kong 2018 November 14 http://www.thestandard.com.hk/section-news.php?id=2022630

Canada HIC North America 2020 January 11 https://regina.ctvnews.ca/top-stories-airbnb-party-ehealth-hacked-reward-for-missing-girl-cut-in-half-1.47623100

United KingdomHIC Europe & Central Asia2020 May 26 https://www.belfasttelegraph.co.uk/news/northern-ireland/data-breach-apology-by-northern-ireland-abuse-victims-advocate-not-enough-39233459.html0

United StatesHIC North America 2020 February 14 http://www.northwestgeorgianews.com/associated_press/feds-reviewing-previously-unreported-cyber-attack-on-florida-elections-office/article_67c8612d-43e5-58cf-97c4-581cb7228b5c.html0

Ireland HIC Europe & Central Asia2020 February 26 https://www.irishtimes.com/business/technology/irish-it-group-ergo-foils-major-ransomware-attack-1.41848000

Malta HIC Middle East & North Africa2020 April 2 https://lovinmalta.com/news/massive-data-breach-of-majority-of-maltas-citizens-is-being-investigated-by-data-protection-commission/0

Syria LIC Middle East & North Africa2020 April 20 https://aawsat.com/english/home/article/2243196/ksa-uncovers-attempt-exploit-funds-earmarked-fight-coronavirus0

United StatesHIC North America 2020 December 10 https://siliconangle.com/2020/12/09/cloud-hosting-provider-netgain-struck-ransomware-attack/0

Russia UMC Europe & Central Asia2021 January 18 https://www.memri.org/cjlab/telegram-iraqi-hacking-group-claims-have-breached-us-airbase-security-cameras-and-phones-posts0

United StatesHIC North America 2020 December 17 https://thejournal.com/articles/2020/12/17/attacks-disguise-malware-as-student-assignments.aspx0

Jamaica UMC Latin America & Caribbean2020 December 27 http://jamaica-gleaner.com/article/business/20201227/campari-data-breach-slows-local-operations0

United StatesHIC North America 2021 September 13 https://www.naturalnews.com/2021-09-13-british-gun-registration-database-proves-why-americans-should-never-agree.html0

United StatesHIC North America 2021 March 12 https://www.law360.com/articles/13639810

Mexico UMC Latin America & Caribbean2022 October 25 http://tiempo.com.mx/noticia/presentara_municipio_denuncia_por_hackeo_bonilla/0

Poland HIC Europe & Central Asia2022 January 29 https://www.komputerswiat.pl/aktualnosci/bezpieczenstwo/nowa-fala-hakerskich-atakow-kradli-pieniadze-uzywajac-aplikacji-w-google-play/gzsxvbq0

Egypt LMC Middle East & North Africa2022 February 28 http://bwabtk.com/800902.html 0

Russia UMC Europe & Central Asia2022 October 3 https://www.cnews.ru/news/top/2022-10-03_hakerskaya_programma_atakovala0

Argentina UMC Latin America & Caribbean2022 February 10 https://urgente24.com/actualidad/hackeo-el-senado-el-sistema-del-congreso-sigue-afectado-n5337190

Brazil UMC Latin America & Caribbean2021 December 30 https://oglobo.globo.com/economia/tecnologia/ataques-hackers-marcaram-ano-da-ciberseguranca-no-brasil-relembre-os-principais-253304820

Ukraine LMC Europe & Central Asia2021 May 25 https://gazeta.ua/ru/articles/world-life/_sud-vynes-prigovor-rossiyaninu-kotoryj-hotel-osuschestvit-kiberataku-na-tesla/10337130

Taiwan 2021 August 14 https://news.cts.com.tw/cts/society/202108/202108142052969.html0



France HIC Europe & Central Asia2021 October 28 https://securite.developpez.com/actu/328368/Evil-Corp-demande-68-millions-de-dollars-a-deux-organisations-apres-attaque-au-ransomware-baptise-Macaw-Locker-pour-eviter-les-sanctions-americaines-empechant-les-victimes-de-payer/0

India LMC South Asia 2021 September 24 http://sandesh.com/drinik-malware-tries-to-steal-online-banking-login-details/0

Russia UMC Europe & Central Asia2021 July 20 https://www.ferra.ru/news/computers/lazeiku-dlya-vzloma-kompyuterov-cherez-printer-zakryli-spustya-16-let-20-07-2021.htm0

Dominican RepublicUMC Latin America & Caribbean2021 March 17 https://www.elcaribe.com.do/panorama/pais/cuentas-de-redes-sociales-de-la-caasd-y-de-su-director-fueron-victimas-de-hackeo/0

South KoreaHIC East Asia & Pacific2021 May 9 https://www.fnnews.com/news/2021050904312912260

India LMC South Asia 2020 July 6 https://navbharattimes.indiatimes.com/business/business-news/pmo-chief-information-security-officer-denies-chinese-connection-in-cyber-crimes/articleshow/76821721.cms0

Lithuania HIC Europe & Central Asia2020 December 10 https://www.delfi.lt/news/daily/demaskuok/pries-lietuvos-pasieniecius-surenge-ataka-isilauze-i-sistema-ir-isplatino-sensacinga-zinia.d?id=859605270

Mongolia LMC East Asia & Pacific2020 April 19 http://www.unen.mn/a/101026 0

Spain HIC Europe & Central Asia2020 May 20 https://www.lavozdelanzarote.com/articulo/sucesos/ayuntamiento-arrecife-confirma-sufrio-hackeo-pleno-estado-alarma-segundo-meses/20200520151918150819.html0

BangladeshLMC South Asia 2019 December 22 https://techshohor.com/164660/%E0%A6%B9%E0%A7%8D%E0%A6%AF%E0%A6%BE%E0%A6%95-%E0%A6%95%E0%A6%B0%E0%A7%87%E0%A6%A8-%E0%A6%B6%E0%A6%BF%E0%A6%AC%E0%A6%AE-%E0%A6%86%E0%A7%9F-%E0%A6%95%E0%A7%8B%E0%A6%9F%E0%A6%BF-%E0%A6%9F%E0%A6%BE/0

Russia UMC Europe & Central Asia2021 September 13 https://ria.ru/20210913/khakery-1749858570.html[2878428, 2871403]['Experts recorded a record increase in cyber attacks on Russian banks', 'Experts warn banks of increasing large-scale attacks by hackers']1

Mexico UMC Latin America & Caribbean2018 July 9 http://www.zocalo.com.mx/new_site/articulo/fueron-hackers-rusos-los-que-atacaron-al-spei-condusef/0

Honduras LMC Latin America & Caribbean2018 May 17 http://www.latribuna.hn/2018/05/17/alerta-phishing-robo-identidad-cibernetica/0

Mexico UMC Latin America & Caribbean2018 November 27 https://www.publimetro.com.mx/mx/nacional/2018/11/27/citizen-lab-revela-intento-de-hackeo-con-pegasus-a-colegas-de-javier-valdez.html0

SwitzerlandHIC Europe & Central Asia2018 November 1 https://www.itmagazine.ch/Artikel/68384/Pegasus-Spyware_auf_Schweizer_iPhones.html0

India LMC South Asia 2017 February 5 http://www.patrika.com/news/surat/surat-education-department-website-hacked-1502683/0

Colombia UMC Latin America & Caribbean2017 November 22 https://tekno.tempo.co/read/1036166/situs-beritasatu-com-pulih-setelah-diserang-hacker0

South KoreaHIC East Asia & Pacific2017 May 1 http://www.diodeo.com/news/view/22060550

Belgium HIC Europe & Central Asia2017 December 8 http://www.sudinfo.be/2008650/article/2017-12-08/faveurs-accordees-pour-des-vervietois-impliques-dans-une-affaire-de-hacking-inte0

United StatesHIC North America 2021 April 21 https://www.scmagazine.com/home/security-news/apts-cyberespionage/hackers-exploit-unpatched-vulnerabilities-zero-day-to-attack-governments-and-contractors/0

United KingdomHIC Europe & Central Asia2022 June 6 https://www.itpro.co.uk/network-internet/mail-servers/368079/state-sponsored-hackers-delay-new-microsoft-exchange-server-four-years0

United StatesHIC North America 2021 May 17 https://www.natlawreview.com/article/no-happy-hour-here-71-million-settlement-reached-alcohol-delivery-data-breach-class0

United StatesHIC North America 2021 May 21 https://www.scdailypress.com/2021/05/21/vendor-hack-exposes-hms-patient-rx-info/0

United KingdomHIC Europe & Central Asia2022 June 21 https://www.itpro.co.uk/security/cyber-attacks/368332/delivery-firm-yodel-confirms-disruptive-cyber-attack0

United StatesHIC North America 2021 July 12 https://www.windowscentral.com/transnational-hacking-group-pushed-microsoft-and-isps-make-house-calls0

United StatesHIC North America 2021 June 29 https://www.newsminer.com/news/local_news/almost-100-people-to-get-free-id-theft-and-credit-monitoring-due-to-school-district/article_7579b68e-d851-11eb-aef8-cbc6c2a3d224.html0

United StatesHIC North America 2022 August 12 https://www.jdsupra.com/legalnews/living-innovations-reports-data-breach-6268888/0

United StatesHIC North America 2021 August 6 https://www.natlawreview.com/article/uk-high-court-dismisses-claims-following-dsg-data-breach0

United StatesHIC North America 2022 October 12 https://www.jdsupra.com/legalnews/eventus-wholehealth-pllc-reports-data-6515908/0

United StatesHIC North America 2022 November 10 https://www.law360.com/articles/15480080

Zimbabwe LMC Sub-Saharan Africa2022 November 22 https://zwnews.com/team-pachedu-blasts-jsc-over-hacking-claims/0

India LMC South Asia 2022 April 10 https://timesofindia.indiatimes.com/city/ahmedabad/appsolutely-terrifying-easy-loans-by-1-lets-hackers-access-data-of-13-5k-people/articleshow/90752438.cms0

France HIC Europe & Central Asia2021 February 17 https://www.financialafrik.com/2021/02/17/les-fraudeurs-et-pirates-de-cryptomonnaie-ont-vole-19-milliard-de-dollars-en-2020/[3146110, 3134780]['Hacks, ransoms, miracle investments: crypto and bitcoin scams are exploding', 'Cryptocurrency scammers and hackers stole $1.9 billion in 2020']1

United StatesHIC North America 2022 April 22 https://www.digitaljournal.com/pr/dialamerica-marketing-inc-data-breach-murphy-law-firm-investigates-legal-claims0

United StatesHIC North America 2022 November 16 https://hothardware.com/news/mcdonalds-coca-cola-impersonated-brands-massive-phishing-campaign0

India LMC South Asia 2022 December 16 https://timesofindia.indiatimes.com/gadgets-news/facebook-parent-meta-bans-accounts-of-indian-company-for-hacking/articleshow/96259569.cms0

United KingdomHIC Europe & Central Asia2019 April 28 https://www.dailymail.co.uk/news/article-6967735/Owner-L-s-expensive-home-suing-Zillow-Chinese-hackers-lowered-price.html0

South AfricaUMC Sub-Saharan Africa2019 May 4 https://city-press.news24.com/News/holomisa-warns-iec-of-vote-hacking-201905040

Japan HIC East Asia & Pacific2019 June 5 https://www.zdnet.com/pictures/europols-most-wanted-top-hacking-ring-takedowns-in-pictures/0

Canada HIC North America 2019 June 27 https://www.itbusiness.ca/news/hashtag-trending-bitcoin-price-jump-telecoms-get-hacked-bell-increases-fees/1111250

United StatesHIC North America 2020 June 29 https://www.championnewspapers.com/news/article_6e487ffc-ba35-11ea-b061-db2b2e7752ae.html0

Russia UMC Europe & Central Asia2019 February 12 https://sputniknews.com/europe/201902121072356391-spain-court-website-hacking/0

Bulgaria UMC Europe & Central Asia2019 August 1 http://www.bta.bg/en/c/DF/id/2054622 0

United StatesHIC North America 2019 April 1 https://www.investorideas.com/news/2019/crypto-corner/04011Russia-Bithumb.asp0

United StatesHIC North America 2019 August 10 https://www.wcjb.com/content/news/MCPS-alerts-public-of-data-breach-involving-student-information-531543511.html0

United StatesHIC North America 2019 August 21 https://newswire.net/newsroom/pr/00112087-https-scoreed-com.html0

Canada HIC North America 2017 March 3 http://www.sasklifestyles.com/evidence-in-sony-hack-whodunit-mostly-circumstantial-us-weighs-a-north-korea-response-1.16871450

Kenya LMC Sub-Saharan Africa2017 March 23 http://nairobinews.nation.co.ke/news/computer-guru-sh4-billion-hacking-case-lives-large-brags-big/0

United StatesHIC North America 2017 April 28 https://www.dailydot.com/layer8/alliance-direct-lending-corporation-data-breach-fixed/0

Egypt LMC Middle East & North Africa2017 April 26 http://english.ahram.org.eg/NewsContent/2/9/266685/World/International/UK-government-complains-after-Twitter-cuts-data-ac.aspx0

United StatesHIC North America 2017 May 10 http://ftnews.firetrench.com/2017/05/trump-used-by-hacker-group-sednit-to-lure-victims/0

United StatesHIC North America 2017 July 11 http://www.eurasiareview.com/11072017-pakistani-man-sentenced-for-laundering-millions-in-telecom-hacking-scheme/0

United StatesHIC North America 2017 August 25 http://www.washingtontimes.com/news/2017/aug/25/congress-didnt-grasp-importance-russian-election-h/0

United StatesHIC North America 2017 July 25 http://www.alexandrianews.org/2017/07/arkansas-man-pleads-guilty-to-developing-and-distributing-prolific-malware/0

United StatesHIC North America 2017 October 5 http://www.nbcmontana.com/news/kcfw/hack-in-texas-resembles-cyberattack-at-columbia-falls-schools/6319830290



United StatesHIC North America 2021 January 25 https://newstalk1130.iheart.com/featured/common-sense-central/content/2021-01-25-evers-administration-appears-to-have-lied-about-severity-of-solarwinds-hack/[3096071, 3096070]['Evers Administration Appears to Have Lied About Severity of SolarWinds Hack | 1310 WIBA', 'Evers Administration Appears to Have Lied About Severity of SolarWinds Hack | News / Talk 1130 WISN']1

India LMC South Asia 2017 December 3 http://indianexpress.com/article/india/maharashtra-bjps-twitter-handle-hacked-4966582/0

India LMC South Asia 2018 January 15 http://www.deccanherald.com/content/653994/nwkrtc-website-found-hacked.html0

United StatesHIC North America 2018 January 16 http://insidebitcoins.com/news/stellar-lumens-lifted-in-blackwallet-hack/979950

United StatesHIC North America 2018 February 26 http://www.msn.com/en-nz/money/business/paymark-investigating-possible-phishing-attack/ar-BBJAbHO0

United StatesHIC North America 2018 July 27 https://www.forbes.com/sites/leemathews/2018/07/27/chinese-hackers-are-attacking-government-agencies-via-snail-mail/0

United StatesHIC North America 2018 November 16 https://www.wealthmanagement.com/industry/tale-two-firms-lpl-capital-forensics-address-data-breach0

Canada HIC North America 2018 December 11 https://www.theglobeandmail.com/business/article-us-lawmakers-to-grill-google-ceo-over-chinese-censorship-data/0

United StatesHIC North America 2020 February 24 https://moguldom.com/254786/fbi-is-investigating-pegasus-spyware-vendor-over-u-s-citizen-hacks/0

United StatesHIC North America 2020 February 11 https://www.losaltosonline.com/news/sections/schools/209-school-news/61838-ransomware-attack-continues-to-impact-mvla0

United StatesHIC North America 2020 March 2 https://siliconangle.com/2020/03/01/railroad-firm-railworks-hit-ransomware-employee-data-stolen/0

United StatesHIC North America 2020 April 3 https://www.reporternews.com/story/news/2020/04/03/affordacare-data-breach-worse-than-company-first-thought/2940315001/0

United StatesHIC North America 2020 April 14 https://www.davisenterprise.com/local-news/scammed-phishing-expedition-ends-in-80k-nightmare/0

United StatesHIC North America 2020 August 21 https://www.govtech.com/security/Texas-County-Notified-Thousands-of-Residents-of-Data-Breach.html0

United KingdomHIC Europe & Central Asia2020 September 7 https://www.cbronline.com/news/cygilant-hacked0

United StatesHIC North America 2021 December 27 https://lawstreetmedia.com/news/tech/court-transfers-crypto-phishing-app-class-action-against-apple-to-ndca/0

United Arab EmiratesHIC Middle East & North Africa2021 February 15 https://www.zawya.com/mena/en/press-releases/story/TrickBot_emerges_as_UAEs_top_malware_threat-ZAWYA20210215152614/0

United StatesHIC North America 2020 October 30 https://threatpost.com/university-email-hijacking-phishing-malwarephishing-malware/160735/0

United StatesHIC North America 2021 September 21 https://www.govinfosecurity.com/hacking-incidents-lead-to-2-big-eye-care-provider-breaches-a-175870

United StatesHIC North America 2021 September 7 https://www.wthr.com/article/news/investigations/13-investigates/marion-county-death-birth-certificates-back-online-data-breach-eskenazi-health-department-indianapolis-indiana/531-7ff72f44-d203-4eab-9987-bc7594e777250

United StatesHIC North America 2021 March 29 https://www.modernhealthcare.com/cybersecurity/judge-orders-amazon-web-services-suspend-alleged-hackers-access-patient-data0

Argentina UMC Latin America & Caribbean2022 August 1 https://www.tiempodesanjuan.com/san-juan/hackearon-las-redes-sociales-un-funcionario-del-ministerio-turismo-n3317050

Mauritius UMC Sub-Saharan Africa2022 June 25 https://defimedia.info/le-compte-facebook-de-plus-dune-dizaine-denseignants-pirates0

Poland HIC Europe & Central Asia2022 February 20 https://wiadomosci.gazeta.pl/wiadomosci/7,114884,28125358,byly-prezes-nik-o-wojnie-banasia-z-pis-em-organ-kontroli-zawsze.html0

United StatesHIC North America 2022 April 21 https://www.larepublica.net/noticia/procomer-toma-acciones-temporales-tras-hackeo-a-instituciones-del-estado0

United Arab EmiratesHIC Middle East & North Africa2022 October 16 https://www.emaratalyoum.com/technology/electronic-equipment/2022-10-16-1.16778820

Germany HIC Europe & Central Asia2022 November 7 https://www.finanznachrichten.de/nachrichten-2022-11/57512879-continental-wird-von-cyberattacke-ueberwaeltigt-ausserdem-der-schwankungsintensive-energiemarkt-unter-der-lupe-156.htm0

Serbia UMC Europe & Central Asia2022 June 17 https://www.rts.rs/page/stories/sr/story/125/drustvo/4853040/sajber-kriminal-uticaj-zivot.html0

Armenia UMC Europe & Central Asia2022 May 2 http://lratvakan.com/news/1060012.html 0

Ukraine LMC Europe & Central Asia2022 July 7 https://news.obozrevatel.com/show/people/rossijskie-voennyie-sdavajtes-v-plen-sajt-pevtsa-gradskogo-stal-ruporom-pravdyi-o-vojne-v-ukraine.htm0

Vietnam LMC East Asia & Pacific2022 September 26 https://baomoi.com/phat-hien-hang-nghin-may-tinh-bi-loi-dung-de-phat-tan-ma-doc/c/43831025.epi0

United StatesHIC North America 2017 March 8 http://www.phonandroid.com/facebook-lite-des-apk-infectes-dangereux-malware.html[254541, 257026]['Version of Facebook Lite app weighed down by Spy FakePlay mobile malware', 'Facebook Lite: APK files infected with dangerous malware']1

Pitcairn Islands 2022 July 23 https://news.pn/ru/RussiaInvadedUkraine/2756700

Russia UMC Europe & Central Asia2022 July 20 https://www.gazeta.ru/tech/news/2022/07/20/18167342.shtml0

United StatesHIC North America 2022 October 7 https://www.crhoy.com/nacionales/4-meses-despues-de-hackeo-ccss-anuncia-recuperacion-completa-de-sistemas/0

Mexico UMC Latin America & Caribbean2022 April 18 https://isopixel.net/2022/04/18/avast-descubre-sistema-de-direccion-de-trafico-que-intenta-entregar-malware-a-mas-de-600000-usuarios/0

Germany HIC Europe & Central Asia2021 August 5 https://www.n-tv.de/regionales/sachsen-anhalt/Bundeswehr-unterstuetzt-Anhalt-Bitterfeld-nach-Cyberangriff-article22725648.html0

Indonesia LMC East Asia & Pacific2021 July 28 https://finansial.bisnis.com/read/20210728/215/1423162/terkonfirmasi-bri-life-sebut-ada-peretasan-ke-sistem-bri-life-syariah0

Spain HIC Europe & Central Asia2021 October 27 https://www.elconfidencial.com/tecnologia/2021-10-27/sanidad-retira-varios-mandos-de-bombas-de-insulina-por-riesgo-de-hackeo_3314084/0

South KoreaHIC East Asia & Pacific2021 January 4 https://www.edaily.co.kr/news/read?newsId=04142646628914440&mediaCodeNo=2570

Spain HIC Europe & Central Asia2021 November 12 https://www.20minutos.es/tecnologia/ciberseguridad/el-corte-ingles-no-sortea-ningun-regalo-por-su-80-aniversario-este-mensaje-que-circula-por-whatsapp-es-una-estafa-de-phishing-4888499/0

Mexico UMC Latin America & Caribbean2021 October 9 https://elmercurio.com.mx/tecnologia/explico-twitch-masivo-hackeo-y-cambio-claves-de-transmision0

Mexico UMC Latin America & Caribbean2021 November 3 https://www.elsoldemexico.com.mx/mexico/politica/hackean-celulares-de-cuatro-gobernadores-en-una-semana-7377359.html0

France HIC Europe & Central Asia2020 July 31 https://www.lemondeinformatique.fr/actualites/lire-telex-teamviewer-rachete-ubimax-twitter-victime-de-spear-phishing-telephonique-dell-licencie-79902.html0

Sweden HIC Europe & Central Asia2020 March 25 https://www.op.se/artikel/misstanks-ha-kikat-i-andras-journaler-vid-19-tillfallen-atalas-for-dataintrang0

Mauritius UMC Sub-Saharan Africa2020 June 20 http://www.lemauricien.com/actualites/faits-divers/suite-a-un-hacking-le-ccid-enquete-un-detournement-de-rs-600-m/357919/0

Czech RepublicHIC Europe & Central Asia2020 January 16 https://www.lidovky.cz/domov/ukliknuti-stalo-nemocnici-v-benesove-40-milionu-kyberutok-zacal-kliknutim-na-prilohu.A200115_201359_ln_domov_vlh0

Belgium HIC Europe & Central Asia2020 December 29 https://datanews.levif.be/ict/actualite/des-hackers-exigent-une-rancon-apres-la-cyber-attaque-d-un-laboratoire-anversois/article-news-1374249.html0

Germany HIC Europe & Central Asia2020 November 27 https://winfuture.de/news,119744.html 0

Sweden HIC Europe & Central Asia2020 July 9 https://www.svt.se/nyheter/lokalt/smaland/region-kalmar-polisanmaler-anstalld-misstankt-dataintrang0

Russia UMC Europe & Central Asia2019 April 22 http://rosinvest.com/novosti/1379076 0

Italy HIC Europe & Central Asia2019 July 30 https://www.latina24ore.it/latina/154326/hacker-sostituivano-iban-per-incassare-pagamenti-da-aziende-maxitruffa-ad-aprilia-e-cisterna/0

Russia UMC Europe & Central Asia2019 February 9 http://ria56.ru/posts/orenburzhcu-grozit-srok-za-popytku-vzloma-ministerskix-sajtov.htm0

Bulgaria UMC Europe & Central Asia2019 July 26 https://www.novinite.bg/articles/178515/Ninova-zayavi-Zasegnatite-ot-hakerskata-ataka-da-smenyat-lichnite-si-karti0

Czech RepublicHIC Europe & Central Asia2018 February 21 https://www.zive.cz/clanky/na-klienty-csob-miri-dalsi-phishingovy-utok/sc-3-a-191920/default.aspx0



LuxembourgHIC Europe & Central Asia2018 November 21 http://www.lessentiel.lu/fr/hi_tech/story/un-piratage-cible-les-utilisateurs-d-apple-162505240

Vietnam LMC East Asia & Pacific2018 December 12 http://vietq.vn/bo-tttt-gui-1200-luot-canh-bao-nguy-co-an-toan-thong-tin-tan-cong-mang-d152441.html0

China UMC East Asia & Pacific2017 May 23 http://politics.gmw.cn/2017-05/23/content_24564114.htm0

Russia UMC Europe & Central Asia2017 April 29 https://habrahabr.ru/post/327578/ 0

Mexico UMC Latin America & Caribbean2017 June 4 http://www.zocalo.com.mx/new_site/articulo/denuncia-pri-hackeo-de-celulares0

Mexico UMC Latin America & Caribbean2017 April 3 http://www.xeu.com.mx/nota.cfm?id=8964330

Denmark HIC Europe & Central Asia2017 September 29 http://www.dr.dk/nyheder/politik/statsministeriet-gennemgaar-sikkerheden-efter-nyt-hackerangreb0

South KoreaHIC East Asia & Pacific2017 June 1 http://www.diodeo.com/news/view/22572140

Russia UMC Europe & Central Asia2017 June 28 https://pronedra.ru/oil/2017/06/28/ceny-na-nefti/0

South KoreaHIC East Asia & Pacific2017 July 31 http://www.etoday.co.kr/news/section/newsview.php?idxno=15212760

Ukraine LMC Europe & Central Asia2017 July 17 https://news.online.ua/779595/hakery-trebuyut-vykup-za-konfidentsialnye-dannye-polzovateley/0

Sweden HIC Europe & Central Asia2017 December 28 https://www.ekuriren.se/eskilstuna/flicka-stal-nakenbilder-vid-dataintrang/0

United KingdomHIC Europe & Central Asia2021 April 20 https://www.infosecurity-magazine.com/news/threat-actor-claims-to-have-hacked/0

United StatesHIC North America 2022 June 11 https://nationalinterest.org/blog/politics/hacker-accused-downloading-social-security-numbers-stands-trial-2029540

United StatesHIC North America 2021 June 25 https://healthitsecurity.com/news/hoya-optical-labs-notifies-consumers-of-healthcare-ransomware-attack0

Singapore HIC East Asia & Pacific2022 July 13 https://www.marketing-interactive.com/razer-takes-capgemini-to-court0

Italy HIC Europe & Central Asia2022 July 31 https://www.tecnoandroid.it/2022/07/31/app-malware-milioni-di-conti-violati-dopo-aver-scaricato-queste-applicazioni-10985120

United StatesHIC North America 2021 July 20 https://www.insideedition.com/high-school-grad-charged-after-hacking-database-and-inserting-hitler-quote-into-yearbook-police-say0

United StatesHIC North America 2022 February 15 https://www.oregonbusiness.com/article/restaurants-retail/item/19490-former-mcmenamin-s-employee-files-class-action-suit-over-data-breach0

United StatesHIC North America 2022 November 9 https://healthitsecurity.com/news/lurie-childrens-hospital-resolves-healthcare-data-breach-lawsuit0

United StatesHIC North America 2019 January 11 https://www.justsecurity.org/62216/dublin-tram-system-hack-reveals-future-hostage/0

Bulgaria UMC Europe & Central Asia2019 May 12 https://www.novinite.com/articles/197077/Hackers+Drained+BGN+1+Million+from+a+Bulgarian+Company0

United StatesHIC North America 2019 June 24 https://www.businesswire.com/news/home/20190623005041/en/Operations-Returning-Normal-Cyber-Attack-Announced-June0

China UMC East Asia & Pacific2019 June 22 http://www.visiontimes.com/2019/06/22/australian-intelligence-officials-blame-china-for-hacking-university.html0

Israel HIC Middle East & North Africa2020 April 20 https://www.jpost.com/israel-news/israeli-researchers-hackers-aiming-to-exploit-government-financial-aid-6252180

United StatesHIC North America 2020 June 27 https://www.centralmaine.com/2020/06/26/hack-included-documents-from-secretive-maine-police-unit/0

Australia HIC East Asia & Pacific2019 August 29 https://www.lifehacker.com.au/2019/08/alert-update-google-chrome-now/0

United StatesHIC North America 2019 September 17 https://www.fox9.com/news/ramsey-county-over-117000-impacted-in-august-2018-data-breach0

Japan HIC East Asia & Pacific2019 October 7 https://www.zdnet.com/article/data-breach-at-russian-isp-impacts-8-7-million-customers/0

South AfricaUMC Sub-Saharan Africa2019 October 25 https://www.news24.com/World/News/government-websites-worldwide-hacked-with-pro-islamic-state-rant-201706260

India LMC South Asia 2019 November 17 http://www.deccanchronicle.com/nation/current-affairs/181119/anti-dowry-website-back-on-website-was-hacked-on-nov-8-to-steal-user.html0

United StatesHIC North America 2019 November 22 https://isssource.com/nj-man-charged-in-ransomware-case/0

United StatesHIC North America 2019 December 5 https://www.heraldstandard.com/news/local_news/lumber-identified-as-victim-in-worldwide-hacking-scheme/article_43a9015e-1783-11ea-8287-53422842bc3c.html0

United StatesHIC North America 2019 December 11 https://www.govinfosecurity.com/health-data-breach-tally-trends-in-2019-a-134890

United StatesHIC North America 2019 December 23 https://thenextweb.com/hardfork/2019/12/23/cryptocurrency-hackers-nuls-blockchain-hard-fork-smart-contract-ethereum/0

United StatesHIC North America 2019 December 31 https://www.tcpalm.com/story/news/crime/st-lucie-county/2019/12/30/sheriffs-officials-still-fixing-computers-13-days-after-malware-attack/2775956001/0

United StatesHIC North America 2017 June 23 http://www.wkbw.com/newsy/officials-confirm-some-russian-hacking-allegations-as-new-ones-come-in0

United StatesHIC North America 2017 August 26 https://www.law360.com/articles/957896 0

Cambodia LMC East Asia & Pacific2017 November 8 http://www.khmertimeskh.com/5089533/ministries-hacked-by-vietnam-group/0

United StatesHIC North America 2017 July 28 https://www.bna.com/singapore-privacy-office-n73014462377/0

Canada HIC North America 2017 October 7 https://globalnews.ca/news/3790701/student-grades-believed-to-be-hacked-at-university-of-regina/0

United KingdomHIC Europe & Central Asia2017 October 6 https://www.theregister.co.uk/2017/10/06/ccleaner_megahack_timeline/0

United KingdomHIC Europe & Central Asia2017 May 31 http://www.ibtimes.co.uk/old-mutual-hack-finance-firm-says-customers-personal-data-investment-values-accessed-data-breach-16240990

Australia HIC East Asia & Pacific2018 April 2 http://www.illawarramercury.com.au/story/5318476/judge-overturns-unanderra-grannys-jail-sentence-for-100k-african-phishing-scam/?cs=3000

Canada HIC North America 2018 April 2 https://www.bnn.ca/bnn-s-daily-chase-jim-balsillie-blasts-ottawa-hbc-hit-by-data-breach-1.10440800

United StatesHIC North America 2018 May 2 http://www.wgal.com/article/data-breach-may-have-compromised-personal-info-through-company-working-with-hospital/201159420

United KingdomHIC Europe & Central Asia2018 May 2 http://www.dailymail.co.uk/news/article-5681767/Moment-computer-hacker-attacked-100-company-websites-arrested.html0

Canada HIC North America 2018 May 11 http://www.cbc.ca/news/canada/nova-scotia/privacy-breach-nova-scotia-government-website-hacking-court-documents-1.46573750

Finland HIC Europe & Central Asia2020 November 12 https://www.savonsanomat.fi/uutissuomalainen/3158774[2762879, 2762880]['The government informs Vastaamo - about the follow-up measures of the data breach - with the aim of helping the victims of the data breach', 'In the afternoon, the government will inform about the further measures of Vastaamo - the data breach - with the aim of helping the victims of the data breach']1

United StatesHIC North America 2018 October 9 https://www.wsoctv.com/news/local/hackers-target-cms-employees-to-steal-thousands-of-dollars/8497945560

Ireland HIC Europe & Central Asia2018 July 20 https://www.irishtimes.com/news/ireland/irish-news/psni-investigating-alleged-major-police-data-breach-1.35716680

United StatesHIC North America 2018 September 3 http://mondaq.com/unitedstates/x/732592/data+protection/Privacy+Information+Security+Law+Blog0

United StatesHIC North America 2018 December 4 https://www.cnn.com/2018/12/04/tech/london-blue-email-hackers/0

United StatesHIC North America 2020 June 18 http://www.butlereagle.com/article/20200618/NEWS12/7061899010

United StatesHIC North America 2020 March 18 https://www.scientificamerican.com/article/ultrasonic-attack-device-hacks-phones-through-solid-objects/0



United KingdomHIC Europe & Central Asia2020 August 13 https://news.sky.com/story/coronavirus-islamic-state-hacker-charged-with-selling-fake-ppe-online-120485880

United StatesHIC North America 2020 August 13 https://threatpost.com/revolte-attack-hackers-listen-mobile-calls/158325/0

United KingdomHIC Europe & Central Asia2021 December 15 https://www.newsandstar.co.uk/news/19784211.west-lakes-academy-hit-cyber-attack/0

Armenia UMC Europe & Central Asia2020 September 27 http://armenpress.am/eng/news/1029093.html0

United StatesHIC North America 2020 October 2 https://news.yahoo.com/international-hackers-accused-pirating-xbox-213600512.html0

United StatesHIC North America 2020 November 19 https://www.nhpr.org/post/hacking-suspect-who-targeted-treatment-center-government-sites-pleads-guilty0

United StatesHIC North America 2020 November 25 https://www.natlawreview.com/article/bad-medicine-hospital-hit-multiple-data-breach-class-actions-unauthorized-access0

United StatesHIC North America 2020 December 15 https://www.natlawreview.com/article/first-ccpa-settlement-reached-hanna-andersson-case0

United StatesHIC North America 2020 June 20 http://www.techtimes.com/articles/250478/20200619/hackers-bitcoin-developer-admits-hacking-big-bitcoin-address-john-cantrell-reveals-how-he-did-it.htm0

Indonesia LMC East Asia & Pacific2022 January 20 https://www.antaranews.com/berita/2655521/bi-jalankan-protokol-mitigasi-ganguan-ti-usai-terkena-peretasan0

Turkey UMC Europe & Central Asia2022 June 27 https://shiftdelete.net/rus-hackerlar-avrupa-ulkesinin-altyapisi-cokertti0

South KoreaHIC East Asia & Pacific2022 October 6 https://www.etoday.co.kr/news/view/21793260

Mexico UMC Latin America & Caribbean2022 November 10 https://www.diariocambio.com.mx/2021/regiones/angelopolis/item/68781-funcionarios-de-huaquechula-denuncian-hackeo-de-whatsapp0

Russia UMC Europe & Central Asia2022 October 31 https://lenta.ru/news/2022/10/31/attack/ 0

SwitzerlandHIC Europe & Central Asia2022 February 4 https://www.zentralplus.ch/verspaetete-fluege-nach-hackerangriff-2294205/0

Russia UMC Europe & Central Asia2022 May 9 https://aif.ru/techno/web/sayt_lenta_ru_podvergsya_hakerskoy_atake0

Mexico UMC Latin America & Caribbean2022 May 20 https://laparadadigital.com/recomendaciones-esteriles-hackean-ahora-a-canaco/0

Bulgaria UMC Europe & Central Asia2022 December 4 https://www.plovdiv24.bg/novini/Bylgaria/Hakerski-ataki-postavyat-pod-risk-rezervaciite-za-zimnite-praznici-14849120

Czech RepublicHIC Europe & Central Asia2022 December 9 https://www.novinky.cz/clanek/internet-a-pc-bezpecnost-hackeri-zautocili-na-slovenske-ministerstvo-obrany-404169870

France HIC Europe & Central Asia2022 January 18 https://www.republicain-lorrain.fr/education/2022/01/18/la-cite-scolaire-helene-boucher-victime-d-un-piratage-informatique0

Mexico UMC Latin America & Caribbean2022 June 7 https://www.diariocambio.com.mx/2021/regiones/la-mixteca/item/53659-hackean-whatsapp-de-alcaldes-de-la-mixteca-piden-dinero-a-su-nombre0

Austria HIC Europe & Central Asia2021 February 18 https://www.heute.at/s/hackerangriff-auf-a1-kunden-bekommen-sorry-rabatt-1001287260

Germany HIC Europe & Central Asia2021 February 17 https://www.ln-online.de/Lokales/Segeberg/Hackerangriff-auf-Schulplattform-in-Bad-Segeberg-legte-Unterricht-lahm0

Japan HIC East Asia & Pacific2020 August 6 https://international.sindonews.com/read/125432/42/tangkap-peretas-pengacau-pilpres-as-janjikan-hadiah-rp146-miliar-1596726529[4242973, 2645352, 2645293, 4243572, 2645375, 2645371, 4243316, 2648105, 2648503, 2644484]['US offers bounties on election - interfering nation state hackers', 'Arrest Election Hackers, US Promises Prizes of IDR 146 Billion', 'The US is offering bounties of $10 million to anyone who can catch hackers meddling in the presidential election', 'The US government will pay $ 10 million for information about hackers trying to interfere in the election', 'US offers $10 million reward for hackers meddling in US elections', '$10 million bounty for information on hackers trying to interfere in US elections', 'US offers $10 million bounty for info on hackers targeting election systems', 'US offers $10m bounty on hackers targeting 2020 election', 'U . S . Offers Reward For Election Hacking Info', 'U . S . Puts $10 Million Bounty on 2020 Election Hackers']9

Indonesia LMC East Asia & Pacific2021 August 9 https://www.viva.co.id/digital/digilife/1394244-serangan-phising-makan-banyak-korban-indonesia-harus-lakukan-ini0

Lithuania HIC Europe & Central Asia2021 July 22 http://www.voruta.lt/programisiu-taikinyje-viesai-prieinami-asmeniniai-duomenys/0

China UMC East Asia & Pacific2021 September 6 http://finance.jrj.com.cn/tech/2021/09/06113533391334.shtml0

Russia UMC Europe & Central Asia2021 September 22 https://www.bfm.ru/news/481943 0

Norway HIC Europe & Central Asia2021 October 29 https://e24.no/boers-og-finans/i/0G3wdM/kripos-med-i-stor-internasjonal-aksjon-etter-hydro-hackingen0

Indonesia LMC East Asia & Pacific2021 February 19 https://jurnalgaya.pikiran-rakyat.com/bizz/pr-801463933/hacker-remaja-berusia-16-tahun-berhasil-membobol-kejagung0

Ukraine LMC Europe & Central Asia2021 July 26 https://racurs.ua/n157936-million-za-vzlom-diyi-obeschaut-v-mincifry.html0

Germany HIC Europe & Central Asia2021 September 29 https://www.focus.de/digital/schuetzen-sie-ihr-geld-dreiste-phishing-versuche-bei-amazon-ing-und-co-so-schuetzt-du-dich_id_24287511.html0

China UMC East Asia & Pacific2020 June 15 https://www.worldjournal.com/6994429/article-%E8%8F%AF%E5%A5%B3%E7%B7%9A%E4%B8%8A%E5%BA%A7%E8%AB%87%E8%AA%A4%E4%B8%8A%E9%87%A3%E9%AD%9A%E7%B6%B2%E7%AB%99-%E9%81%AD%E8%B7%A8%E5%9C%8B%E8%A9%90%E9%A8%99%E9%9B%86%E5%9C%98%E7%AB%8A%E5%80%8B%E8%B3%87/0

Armenia UMC Europe & Central Asia2020 March 11 https://www.panorama.am/ru/news/2020/03/11/%D0%90%D1%82%D0%B0%D0%BA%D0%B8-%D0%B7%D0%BB%D0%BE%D0%B2%D1%80%D0%B5%D0%B4%D0%BE%D0%B2-%D0%90%D1%80%D0%BC%D0%B5%D0%BD%D0%B8%D1%8F/22534490

BangladeshLMC South Asia 2020 June 7 https://bangla.bdnews24.com/tech/article1767370.bdnews0

Indonesia LMC East Asia & Pacific2020 July 7 https://nasional.kompas.com/read/2020/07/07/23025951/peretas-1309-situs-pemerintah-dan-swasta-belajar-otodidak-peras-korban-rp-20

Argentina UMC Latin America & Caribbean2020 October 3 https://tn.com.ar/tecno/estafas-digitales-y-sus-victimas-reales-recopiladas-en-un-libro-que-expone-los-hackeos-en-la-argentina/2020/10/03/QMP6ZCED4BG7BM3HKKSBQDBSTM_story/0

Austria HIC Europe & Central Asia2020 June 5 https://computerwelt.at/news/securitygefahr-eingeschleppte-malware-aus-dem-home-office/0

South KoreaHIC East Asia & Pacific2020 March 16 https://news.joins.com/article/23731619 0

South KoreaHIC East Asia & Pacific2020 May 12 http://newspim.com/news/view/202005120006550

South KoreaHIC East Asia & Pacific2020 December 29 http://biz.heraldcorp.com/view.php?ud=202012290007030

Russia UMC Europe & Central Asia2020 December 4 https://vestikavkaza.ru/news/instagram-zabanil-gtrk-stavropole-iz-za-podozrenia-vo-vzlome.html0

Sweden HIC Europe & Central Asia2019 September 3 https://www.sydsvenskan.se/2019-09-03/svedala-kommun-drabbades-av-dataintrang-nu-utreds-hur-det0

Germany HIC Europe & Central Asia2019 July 23 https://www.pnp.de/nachrichten/bayern/3395022_Landeskriminalamt-warnt-vor-Phishing-Mails-in-Unternehmen.html0

Paraguay UMC Latin America & Caribbean2019 September 18 https://www.abc.com.py/nacionales/2019/09/17/hackearon-cajeros-automaticos-y-extrajeron-casi-g-500-millones/0

South KoreaHIC East Asia & Pacific2019 February 8 http://news.mt.co.kr/mtview.php?no=2019020814151291750&VBC_P0

Venezuela Latin America & Caribbean2019 May 31 https://altadensidad.com/hacker-adolescente-ataca-y-luego-toma-el-control-de-un-dron-en-solo-10-minutos/0

United StatesHIC North America 2022 April 28 https://www.drbicuspid.com/index.aspx?sec=sup&sub=bai&pag=dis&ItemID=3304480

United StatesHIC North America 2022 October 1 https://menafn.com/1104952770/Hackers-Exploiting-2-New-Zero-Day-Bugs-In-Exchange-Server-Microsoft[3826919, 3818818, 3816148, 3827932, 3817061, 3816971, 3833796, 3817044, 4061287]['Hackers Have It Out for Microsoft Email Defenses', 'Hackers Exploiting 2 New Zero - Day Bugs In Exchange Server : ... ', 'iTWire - Researcher warns of new zero - day in Microsoft Exchange under exploit', 'Microsoft third mitigation update for Exchange Server zero - day exploit bypassed within hours', 'Hackers use previously unknown vulnerabilities in Microsoft Exchange to carry out attacks', 'Cyber \u200b\u200bcriminals hack Microsoft Exchange servers with zero - days', 'Microsoft Addresses Zero - Days , but Exchange Server Exploit Chain Remains Unpatched', 'Microsoft Exchange Attacks : Zero - Day or New ProxyShell Exploit ? ', 'Microsoft Exchange Sever zero - day exploit receives third fix after  confusing  vulnerability disclosure']8

Ukraine LMC Europe & Central Asia2018 November 19 https://vesti-ukr.com/mir/313372-khaker-utverzhdaet-chto-vzlomal-odin-iz-samykh-nadezhnykh-pochtovykh-servisov-v-mire0

Venezuela Latin America & Caribbean2018 February 15 http://www.entornointeligente.com/articulo/3926169/GLOBALES-Como-afecta-a-HBO-hackeo-a-0

Mexico UMC Latin America & Caribbean2018 July 19 https://rotativo.com.mx/noticias/metropoli/queretaro/716400-investiga-policia-cibernetica-hackeo-a-pagina-web-de-la-usebeq/0

Brazil UMC Latin America & Caribbean2018 July 19 https://www.tecmundo.com.br/dispositivos-moveis/132394-site-destrincha-iphone-x-pirata-descobre-android-cheio-malwares.htm0

Sweden HIC Europe & Central Asia2017 March 1 http://sverigesradio.se/sida/artikel.aspx?programid=159&artikel=66427070

Sweden HIC Europe & Central Asia2017 April 5 http://www.aftonbladet.se/senastenytt/ttnyheter/inrikes/article24670231.ab0



Indonesia LMC East Asia & Pacific2017 March 2 http://tekno.liputan6.com/read/2872564/bobol-data-pengguna-hacker-manfaatkan-boneka-anak-anak0

United StatesHIC North America 2017 October 24 https://www.radiosvoboda.org/a/news/28813395.html0

Lithuania HIC Europe & Central Asia2017 April 26 http://www.alfa.lt/straipsnis/50166995/portalus-valdanti-bendrove-diena-media-news-patyre-programisiu-ataka0

South KoreaHIC East Asia & Pacific2017 November 3 http://news.sbs.co.kr/news/endPage.do?news_id=N10044666500

United StatesHIC North America 2021 November 19 https://www.theepochtimes.com/india-rocked-by-pegasus-spyware-accusations-against-government_4099004.html0

Russia UMC Europe & Central Asia2022 July 26 https://www.memri.org/cjlab/hackers-affiliated-iran-backed-militias-iraq-claim-cyber-attack-turkish-websites-retaliation0

United StatesHIC North America 2021 July 16 https://roanoke.com/news/local/education/ransomware-attacks-target-virginia-tech-no-data-believed-stolen/article_df39bb1a-e66a-11eb-b4a1-e3b1d5dad157.html0

Hong Kong 2021 July 6 https://www.thestandard.com.hk/breaking-news/section/4/176160/HKMA-says-111-bank-customers-hit-by-phishing-attacks-in-first-half-of-20210

United StatesHIC North America 2022 September 3 https://www.gjsentinel.com/news/western_colorado/rocky-mountain-health-plan-vendor-reports-data-breach/article_d00d5316-2a18-11ed-b6b8-7330d4951b99.html0

United StatesHIC North America 2021 July 20 https://www.nationalmortgagenews.com/news/cloudstar-ransomware-attack-leaves-client-transactions-up-in-the-air0

Malawi LIC Sub-Saharan Africa2022 April 7 https://www.faceofmalawi.com/2022/04/07/popular-nigerian-betting-company-hacked/0

United StatesHIC North America 2022 March 2 https://www.wbbjtv.com/2022/03/02/ag-urges-people-take-safety-measures-after-2021-data-breach/0

United StatesHIC North America 2022 February 17 https://www.independentsentinel.com/raging-leftist-confesses-to-hacking-givesendgo-worked-for-us-dod-last-year/0

United StatesHIC North America 2022 October 18 https://www.law360.com/articles/15405700

United StatesHIC North America 2022 December 15 https://www.coinspeaker.com/phishing-gemini-customer-data/0

United StatesHIC North America 2019 February 26 https://www.law360.com/articles/11329910

Gambia LIC Sub-Saharan Africa2019 June 7 https://www.freedomnewspaper.com/2019/06/06/trrc-receives-statements-from-journalists-who-were-tortured-in-the-wake-of-the-freedom-newspaper-hacking/0

United StatesHIC North America 2021 December 11 https://www.npr.org/2021/12/10/1063278227/minecraft-software-flaw0

United StatesHIC North America 2019 June 22 https://news.yahoo.com/crypto-hackers-targeted-20-users-110144891.html0

United StatesHIC North America 2019 June 27 http://www.addisonindependent.com/201906home-health-agency-handles-phishing-scam0

Greece HIC Europe & Central Asia2020 October 7 https://greekcitytimes.com/2020/10/08/anonymous-greece-hacks-into-turkish-parliament/0

BangladeshLMC South Asia 2019 July 5 http://www.dhakatribune.com/bangladesh/2019/07/06/report-suggests-russian-hacker-group-behind-dbbl-heist0

Singapore HIC East Asia & Pacific2019 July 23 https://www.tnp.sg/news/singapore/private-hire-drivers-caught-hacking-grab-gojek-apps0

United StatesHIC North America 2019 July 21 https://www.tomshardware.com/news/nvidia-patches-tegra-chipset-flaw,39993.html0

United StatesHIC North America 2019 March 5 https://www.sdxcentral.com/articles/news/cisco-wifi-routers-attacked-after-code-hack-posted/2019/03/0

United StatesHIC North America 2019 August 29 https://www.coindesk.com/crypto-mining-malware-attacks-up-29-in-q1-mcafee-report0

United KingdomHIC Europe & Central Asia2019 October 22 https://www.infosecurity-magazine.com:443/news/home-group-data-breach/0

Nigeria LMC Sub-Saharan Africa2019 November 16 https://www.nairaland.com/5531522/roger-stone-found-guilty-all0

United StatesHIC North America 2019 January 11 http://delrionewsherald.com/news/article_cb787b04-153c-11e9-89d8-d39be0dd8f1a.html0

United StatesHIC North America 2019 May 30 https://www.ksn.com/news/local/recent-phone-scam-involves-spear-phishing/20389022480

Argentina UMC Latin America & Caribbean2019 June 20 https://en.mercopress.com/2019/06/20/brazilian-justice-minister-moro-blames-organized-crime-for-the-hacking-of-his-messages0

India LMC South Asia 2017 February 25 http://tech.firstpost.com/news-analysis/aadhaar-data-breach-uidai-finds-multiple-transactions-done-with-the-same-fingerprint-364155.html0

Canada HIC North America 2017 April 29 http://www.investmentexecutive.com/-/financial-services-top-target-of-cyber-attacks-in-2016-report0

United StatesHIC North America 2017 June 7 https://betanews.com/2017/06/07/chinese-company-rafotech-behind-millions-malware-infections/0

India LMC South Asia 2017 July 25 http://www.deccanherald.com/content/624730/4-diploma-dropouts-held-cheating.html0

United StatesHIC North America 2017 July 26 http://legalnewsline.com/stories/511147397-individual-claims-injuries-after-washington-state-university-data-breach0

United StatesHIC North America 2017 August 15 https://www.scmagazine.com/lazarus-group-tied-to-new-phishing-campaign-targeting-defense-industry-workers/article/681701/0

United StatesHIC North America 2017 November 13 https://www.jdsupra.com/legalnews/indictment-of-day-trader-for-hacking-21386/0

United StatesHIC North America 2018 May 16 http://www.allmediany.com/news/100780-atlanta-budget-pitch-delayed-by-cyber-attacks[1665897, 1663354, 1665894, 1663353]['Atlanta Budget Pitch Delayed By Cyber Attacks - National News', 'Cyber attack delays Atlanta mayor first budget pitch | News', 'Cyber attack delays Atlanta mayor s first budget pitch', 'Cyber attack delays Atlanta mayor first budget pitch']3

United KingdomHIC Europe & Central Asia2017 October 4 http://www.computerweekly.com/news/450427507/Investigatory-Powers-Tribunal-faces-challenge-in-appeal-court-over-mass-hacking0

United StatesHIC North America 2018 January 10 https://www.jdsupra.com/legalnews/winter-is-coming-the-hbo-hack-83394/0

United StatesHIC North America 2018 January 17 http://www.dslreports.com/forum/r31792683-Chromium-got-installed-by-a-malware0

United KingdomHIC Europe & Central Asia2018 April 27 https://www.cbronline.com/news/phishing-attack-surge0

United StatesHIC North America 2018 June 21 https://www.pennlive.com/news/2018/06/former_worker_cant_sue_coca-co.html0

United StatesHIC North America 2018 August 2 https://ktna.org/2018/08/borough-continues-recovery-efforts-after-cyber-attack/0

United StatesHIC North America 2018 September 25 http://www.spamfighter.com/News-21785-Hackers-Target-Students-Financial-Aid-through-Phishing-Attack.htm0

United StatesHIC North America 2020 February 11 https://www.prnewswire.com:443/news-releases/vade-secure-report-finds-note-based-phishing-and-small-bank-impersonation-increased-in-q4-2019-301002445.html0

India LMC South Asia 2020 July 20 https://www.mid-day.com/articles/shocking-tactics-of-lenders-exposed-loan-recovery-agents-blackmailing-customers-after-hacking-phones/228962050

United StatesHIC North America 2020 July 30 http://wpjljr.com/equifax-ceo-steps-down-after-data-breach-hell-still-get-18-million-pension/0

United StatesHIC North America 2021 December 8 https://www.govtech.com/security/md-officials-no-data-compromised-in-health-dept-site-hack0

New ZealandHIC East Asia & Pacific2020 August 28 https://www.nzherald.co.nz/business/news/article.cfm?c_id=3&objectid=123603680

United StatesHIC North America 2020 August 28 https://krebsonsecurity.com/2020/08/sendgrid-under-siege-from-hacked-accounts/0

India LMC South Asia 2020 September 2 https://www.indiatvnews.com/news/india/irctc-tatkal-system-hackers-pakistani-software-indian-railways-hack-illegal-software-bank-otp-railway-protection-force-6465780

United KingdomHIC Europe & Central Asia2020 November 25 https://www.itv.com/news/channel/2020-11-25/sophisticated-cyber-attack-targets-states-of-guernsey0

United StatesHIC North America 2021 February 18 https://carbuzz.com/news/kia-denies-being-hacked-after-entire-connected-car-network-collapses0



Japan HIC East Asia & Pacific2021 February 2 https://www.zdnet.com/article/microsoft-tracked-a-system-sending-a-million-malware-emails-a-month-heres-what-it-discovered/0

Japan HIC East Asia & Pacific2021 October 5 https://japantoday.com/category/crime/docomo-reports-%C2%A5100-million-in-damages-in-phishing-scam0

New ZealandHIC East Asia & Pacific2021 March 2 https://www.reseller.co.nz/article/686638/accellion-hack-timeline-clarifies-when-how-customers-were-notified/0

PhilippinesLMC East Asia & Pacific2021 November 1 https://businessmirror.com.ph/2021/11/01/3-korean-fugitives-linked-to-voice-phishing-nabbed/0

United KingdomHIC Europe & Central Asia2021 March 17 https://www.miltonkeynes.co.uk/news/politics/council/cyber-attack-threat-identified-in-buckinghamshire-and-milton-keynes-fire-service-email-31695720

Mexico UMC Latin America & Caribbean2022 January 31 https://elexpres.com/2015/nota.php?story_id=2747910

France HIC Europe & Central Asia2022 November 22 https://www.clubic.com/auteur/447342-coinbase-metamask-crypto-com-comment-les-pirates-contournent-l-authentification-multifacteur-pour-vous-voler.html0

Ukraine LMC Europe & Central Asia2022 February 15 https://dailylviv.com/news/ekonomika/zamist-saitu-pryvatbanku-povidomlennya-vid-khakeriv-970650

France HIC Europe & Central Asia2022 September 28 https://www.phonandroid.com/mcdonalds-france-sest-fait-pirater-les-donnees-de-3-millions-de-personnes-dans-la-nature.html0

Brazil UMC Latin America & Caribbean2022 August 5 https://g1.globo.com/pe/pernambuco/noticia/2022/08/05/homens-sao-presos-suspeitos-de-roubar-dados-hackear-contas-em-sites-e-retirar-produtos-em-nome-das-vitimas.ghtml0

Argentina UMC Latin America & Caribbean2022 August 18 https://www.mdzol.com/sociedad/2022/8/18/hackearon-los-datos-de-miles-de-afiliados-de-una-prepaga-cual-es-el-riesgo-266737.html0

Chile HIC Latin America & Caribbean2022 September 24 https://www.elmostrador.cl/noticias/pais/2022/09/23/ministro-monsalve-y-la-responsabilidad-militar-si-la-informacion-de-la-vulnerabilidad-se-entrego-despues-del-hackeo-es-evidente-que-no-se-entrego-toda-la-informacion/0

Bulgaria UMC Europe & Central Asia2022 September 27 https://fakti.bg/bulgaria/716307-zam-ministar-hakeri-udrat-iban-nomera-na-balgarski-kompanii-i-tochat-stotici-hiladi-evro0

Denmark HIC Europe & Central Asia2021 January 27 https://finans.dk/tech/ECE12681072/efter-stort-hackerangreb-partier-kraever-at-flere-tilkobles-spiontjenestes-overvaagning/0

Germany HIC Europe & Central Asia2021 March 3 https://www.t-online.de/digital/sicherheit/id_89581596/phishing-falscher-jens-spahn-verschickt-mails-mit-schadsoftware.html0

Indonesia LMC East Asia & Pacific2021 April 5 https://jateng.tribunnews.com/2021/04/05/sinopsis-vice-bioskop-trans-tv-pukul-2330-wib-peretasan-massal-android0

United StatesHIC North America 2021 December 30 https://tynmagazine.com/salen-a-la-luz-nuevos-hackeos-en-los-iphones-de-cargos-publicos-de-eeuu/0

Sweden HIC Europe & Central Asia2021 April 15 https://computersweden.idg.se/2.2683/1.749563/stockholms-stad-polisanmaler-oppna-skolplattformen-for-dataintrang0

Norway HIC Europe & Central Asia2021 April 9 https://itavisen.no/2021/04/09/ostre-toten-kommune-ble-losepengehacket-informasjonen-selges-pa-det-morke-nettet/0

Ukraine LMC Europe & Central Asia2021 March 8 https://gordonua.com/news/worldnews/hakerskie-ataki-iz-kitaya-mogut-vyzvat-globalnyy-krizis-kiberbezopasnosti-bloomberg-1542980.html0

South KoreaHIC East Asia & Pacific2020 July 15 https://news.chosun.com/site/data/html_dir/2020/07/15/2020071502778.html0

Indonesia LMC East Asia & Pacific2020 August 23 https://www.liputan6.com/tekno/read/4337342/top-3-tekno-peretasan-situs-cisdi-tuai-perhatian0

Indonesia LMC East Asia & Pacific2020 October 7 https://regional.kompas.com/read/2020/10/07/21164301/situs-pemkab-madiun-diretas-berisi-umpatan-ke-anggota-dpr0

India LMC South Asia 2020 June 20 https://navbharattimes.indiatimes.com/tech/gadgets-news/porn-related-cyber-attacks-increased-drastically-last-year/articleshow/76482163.cms0

Czech RepublicHIC Europe & Central Asia2020 September 16 https://channelworld.cz/analyzy/check-point-v-srpnu-rostl-pocet-kyberutoku-na-ceske-organizace-252040

BangladeshLMC South Asia 2020 June 23 https://www.bd-pratidin.com/tech-world/2020/06/23/5417580

Indonesia LMC East Asia & Pacific2020 June 11 https://lampung.tribunnews.com/2020/06/11/gojek-siap-bantu-kepolisian-usut-kasus-peretasan-akun-ojol-pemred-teknokra-unila0

Brazil UMC Latin America & Caribbean2020 May 26 https://canaltech.com.br/seguranca/malware-bancario-com-mais-de-14-anos-de-idade-volta-a-fazer-vitimas-165473/0

Macedonia 2019 April 19 https://vecer.mk/node/12473 0

Ukraine LMC Europe & Central Asia2022 January 23 https://www.bagnet.org/news/tech/1326681/vzlom-prilozheniya-diya-glava-mintsifry-dal-razyasnenie[3466084, 3465167]['Hacking the Diya application: the head of the Ministry of Digital Development gave an explanation', 'Hacking the Diya application: the head of the Ministry of Digital Development gave an explanation']1

United StatesHIC North America 2019 February 12 http://www.fredzone.org/google-a-supprime-plusieurs-applications-de-selfies-du-play-store-elles-integraient-des-logiciels-malveillants-8870

India LMC South Asia 2019 April 21 https://tamil.thehindu.com/tamilnadu/article26901633.ece0

Italy HIC Europe & Central Asia2018 January 29 http://www.lastampa.it/2018/01/29/tecnologia/news/dopo-lattacco-hacker-coincheck-rimborsa-il-per-cento-dei-clienti-a3eLRGWFa9h2N20AOv3h2L/pagina.html0

Japan HIC East Asia & Pacific2018 December 20 https://www.nikkei.com/article/DGXMZO39229150R21C18A2000000/?n_cid=TPRN00030

Italy HIC Europe & Central Asia2018 September 25 https://www.corrierecomunicazioni.it/cyber-security/in-italia-banche-sotto-attacco-hacker-ecco-chi-e-in-pericolo/0

Russia UMC Europe & Central Asia2018 March 29 http://bankir.ru/novosti/20180329/v-rumynii-i-italii-zaderzany-otpraviteli-fisingovyh-pisem-ot-imeni-nalogovyh-organov-10137944/0

Venezuela Latin America & Caribbean2018 October 19 https://altadensidad.com/descubren-que-el-mega-hackeo-a-facebook-fue-hecho-por-spammers-y-no-por-potencias-extranjeras/0

NetherlandsHIC Europe & Central Asia2018 December 11 https://www.computable.nl/artikel/nieuws/overheid/6530241/250449/drie-icters-vast-om-hacken-voor-drugsbende.html0

Indonesia LMC East Asia & Pacific2017 May 14 http://kaltim.tribunnews.com/2017/05/14/menteri-rudiantara-gelar-konferesi-pers-mendadak-menyusul-serangan-ransomware0

NetherlandsHIC Europe & Central Asia2017 February 3 http://nos.nl/artikel/2156305-aivd-buitenlandse-hackers-jagen-op-geheime-regeringsstukken.html0

Egypt LMC Middle East & North Africa2017 July 21 http://24.com.eg/tech/2942890.html 0

Denmark HIC Europe & Central Asia2017 November 29 http://shippingwatch.dk/secure/Rederier/Container/article10067316.ece0

Benin LMC Sub-Saharan Africa2017 November 16 http://news.aCotonou.com/h/103700.html 0

Czech RepublicHIC Europe & Central Asia2017 July 27 https://www.mesec.cz/aktuality/internetem-koluje-novy-bankovni-malware-krade-data-z-internetoveho-bankovnictvi/0

Turkey UMC Europe & Central Asia2017 January 26 http://www.haberlerdetayi.com/27-01-2017-yuz-binlerce-telefonda-casus-yazilim/11074/0

Czech RepublicHIC Europe & Central Asia2017 March 1 https://www.novinky.cz/internet-a-pc/bezpecnost/430756-wordpress-mel-kritickou-chybu-pres-milion-webu-napadli-hackeri.html0

PhilippinesLMC East Asia & Pacific2019 November 19 https://tribune.net.ph/index.php/2019/11/20/bugged-and-hacked/0

Denmark HIC Europe & Central Asia2018 August 3 https://www.aoh.dk/ritzau/knaek-cancer-var-udsat-for-hackerangreb-i-juni[1886072, 1886070, 1886084, 1886071, 1886078, 1886085, 1886073]['Knk Cancer was exposed to hacker attacks in June', 'Knk Cancer was exposed to hacker attacks in June | Inland', 'Knk Cancer was exposed to hacker attacks in June | BT Denmark', 'Knk Cancer was exposed to hacker attacks in June - Kristeligt Dagblad', 'Knk Cancer was exposed to hacker attacks in June | Inland | dagbladet - holstebro - struer. UK', 'Knk Cancer was exposed to hacker attacks in June - Sun. dk - Front page', 'Inland / Crime Knk Cancer was exposed to hacker attacks in June Bornholms Tidende']6

Ukraine LMC Europe & Central Asia2017 March 23 http://svit24.net/technology/67-technology/92618-pochty-38-myllyonov-akkauntov-polzovatelej-adobe-vzloman-neyzvestnmy-hakeramy0

Croatia HIC Europe & Central Asia2017 October 16 http://www.vidi.hr/Racunala/Novosti/Exploit-koji-omogucuje-hakiranje-svih-WiFi-mreza0

South KoreaHIC East Asia & Pacific2017 April 24 http://news1.kr/articles/?2975599 0

United StatesHIC North America 2022 May 31 https://www.jdsupra.com/legalnews/albany-bank-trust-co-reports-data-2978060/0

United StatesHIC North America 2021 March 29 https://www.breitbart.com/economy/2021/03/29/microsoft-email-hackers-attempt-to-implicate-security-researcher-in-attack/0

Pakistan LMC South Asia 2022 June 7 https://tribune.com.pk/story/2360447/bored-ape-co-founder-criticises-discord-after-hack-worth-200eth-10

United StatesHIC North America 2022 June 30 https://www.techdirt.com/2015/07/06/hacking-team-hacked-documents-show-company-sold-exploits-spyware-to-un-blacklisted-governments/0



United StatesHIC North America 2021 July 13 https://www.washingtonpost.com/technology/2021/07/13/revil-disappears-kaseya-hack/0

Pakistan LMC South Asia 2022 August 12 https://propakistani.pk/2022/08/12/hackers-put-sensitive-data-of-akd-securities-up-for-sale-on-dark-web/0

United KingdomHIC Europe & Central Asia2022 February 1 https://www.computing.co.uk/news/4044167/russian-gamaredon-hackers-payloads-ukraine0

United KingdomHIC Europe & Central Asia2022 October 15 https://www.walesonline.co.uk/news/uk-news/cybercriminals-exploit-cost-living-crisis-252410920

United KingdomHIC Europe & Central Asia2022 October 8 https://www.walesonline.co.uk/news/uk-news/fraudsters-exploit-pandemic-habits-target-251920210

United StatesHIC North America 2022 April 5 https://www.techtimes.com/articles/273889/20220405/cybercrime-group-fin7-moves-ransomware-operations-mandiant-finds.htm0

United KingdomHIC Europe & Central Asia2022 October 19 https://www.techradar.com/news/deadbolt-ransomware-is-being-used-to-target-nas-vendors-and-customers0

Canada HIC North America 2022 May 13 https://www.portageonline.com/articles/province-warning-manitobans-about-disaster-assistance-phishing-scam-0

United KingdomHIC Europe & Central Asia2019 May 6 https://www.theregister.co.uk/2019/05/06/school_lunch_data/0

United StatesHIC North America 2018 November 16 http://www.spamfighter.com/News-21873-Warning-Issued-by-Emirates-NBD-over-VAT-Phishing-Email-Targeting-its-Customers.htm0

Tanzania LMC Sub-Saharan Africa2019 April 24 https://24tanzania.com/cnn-washington-post-time-hacked-by-syrian-electronic-army/0

India LMC South Asia 2019 July 22 https://www.dnaindia.com/ahmedabad/report-rto-hacking-scam-one-more-arrested-license-department-supervisor-involved-27745010

United StatesHIC North America 2019 February 7 https://www.cuinsight.com/u-s-restaurant-chain-hit-by-1-5-year-data-breach.html0

United StatesHIC North America 2019 August 2 https://www.kuow.org/stories/a-hack-a-new-house-speaker-and-an-upcoming-primary-election-this-week0

Canada HIC North America 2019 October 7 https://globalnews.ca/news/6000242/pal-airlines-data-breach/0

United StatesHIC North America 2019 December 3 https://edscoop.com/student-hacker-grabbed-personal-data-of-thousands-of-maryland-students/0

United StatesHIC North America 2017 February 16 https://www.benzinga.com/news/17/02/9060451/ticketmaster-is-being-sued-for-allegedly-hacking-their-competitors0

United StatesHIC North America 2019 January 10 http://www.hubcityradio.com/2019/01/10/appropriations-committee-hears-about-phishing-report/[5071001, 5070999, 5070998]['Appropriations committee hears about phishing report', 'Legislators receive a  phishing  report | News | KELO Newstalk 1320 107 . 9', 'Legislators receive a  phishing  report | News']2

United StatesHIC North America 2017 May 12 http://www.huewire.com/walnut-place-notice-of-data-breach/0

United KingdomHIC Europe & Central Asia2017 May 15 http://www.dailymail.co.uk/money/markets/article-4508478/Shares-security-firms-soar-NHS-hacking-attack.html0

Taiwan 2017 August 25 http://www.taipeitimes.com/News/biz/archives/2017/08/26/20036771680

United StatesHIC North America 2017 September 14 http://www.todayonline.com/singapore/cyber-attack-spore-public-organisation-was-state-sponsored-group-csa0

United KingdomHIC Europe & Central Asia2017 November 6 https://www.scmagazineuk.com/arabic-urdu-persian-pashto-inpage-processor-used-by-3-malware-families/article/705484/0

United StatesHIC North America 2017 October 31 https://www.forbes.com/sites/leemathews/2017/10/31/hacked-websites-could-be-using-your-computer-to-mine-cryptocurrency/0

United StatesHIC North America 2017 September 28 https://qz.com/1088449/someone-made-over-60000-hijacking-peoples-computers-to-mine-cryptocurrency/0

Uganda LIC Sub-Saharan Africa2017 October 13 http://pctechmag.com/2014/01/hackers-now-using-usb-flash-drives-to-steal-cash-out-of-atms/0

United StatesHIC North America 2018 March 1 https://finance.yahoo.com/news/iranian-hackers-launching-apos-ambitious-050400573.html0

United StatesHIC North America 2018 February 15 http://www.spamfighter.com/News-21390-The-Hack-that-Compromised-Ubers-US-Clients-Database.htm0

United StatesHIC North America 2017 December 28 http://www.ajc.com/news/local-education/aps-spend-300-000-responding-september-email-phishing-scam/YxZfsjXCxLkaW2Fq7QYniL/0

United StatesHIC North America 2018 February 17 https://www.courthousenews.com/feds-add-charges-for-man-accused-of-la-court-hack/0

United StatesHIC North America 2018 February 8 https://www.scmagazine.com/waldo-county-maine-employee-data-breached-after-phishing-attack/article/743142/0

United StatesHIC North America 2018 April 11 https://www.techrepublic.com/article/emergency-broadcast-system-hack-shows-need-for-encrypted-wireless-communication/0

United StatesHIC North America 2018 April 24 https://www.computerworld.com/article/3269003/microsoft-windows/heads-up-total-meltdown-exploit-code-now-available-on-github.html0

Canada HIC North America 2018 May 4 https://barrie.ctvnews.ca/town-of-wasaga-beach-hit-by-cyber-attack-1.39154940

South KoreaHIC East Asia & Pacific2018 May 16 http://www.koreatimes.co.kr/www/nation/2018/05/251_249055.html0

France HIC Europe & Central Asia2018 September 21 https://www.connexionfrance.com/Archive/Beware-phishing-email-from-Orange0

Canada HIC North America 2018 September 26 https://www.cbc.ca/news/canada/british-columbia/ncix-breach-private-computer-lawsuit-1.48381490

United StatesHIC North America 2018 November 7 https://news.softpedia.com/news/holiday-suppliers-already-under-assault-by-fileless-malware-campaign-523642.shtml0

United StatesHIC North America 2018 December 11 https://www.bankinfosecurity.com/credit-card-system-hack-led-to-hipaa-breach-report-a-118300

United StatesHIC North America 2020 May 19 https://www.darkreading.com/attacks-breaches/hackers-hit-food-supply-company/d/d-id/13378520

United StatesHIC North America 2018 December 22 https://www.bignewsnetwork.com/news/258663819/national-threat-averted-fbi-seizes-websites-offering-hacks-for-hire0

United StatesHIC North America 2020 February 5 https://lawstreetmedia.com/tech/epic-games-data-breach-suit-sent-to-arbitration/0

United StatesHIC North America 2020 February 19 https://www.jdsupra.com/legalnews/sec-staff-comments-on-chegg-s-data-70653/0

New ZealandHIC East Asia & Pacific2020 July 16 https://www.stuff.co.nz/business/300058292/security-researcher-tells-of-reaching-out-to-wellington-company-after-finding-data-breach0

United StatesHIC North America 2020 April 14 https://www.law360.com/articles/12608610

Israel HIC Middle East & North Africa2020 July 23 https://www.clevelandjewishnews.com/jns/iran-suggests-foreign-governments-behind-cyber-attacks-on-power-facilities/article_98cdd22e-9d56-5f25-b798-8d8c3bcbbd07.html0

India LMC South Asia 2021 December 20 https://www.indiatoday.in/technology/news/story/new-darkwatchman-malware-spread-through-phishing-emails-on-windows-machines-what-we-know-so-far-1889864-2021-12-200

United StatesHIC North America 2020 September 3 https://www.foxcarolina.com/news/haywood-county-school-district-says-data-breach-occurred-during-recent-ransonware-attack/article_ffca3c46-e6f8-11ea-87db-835be7f96dcd.html0

United StatesHIC North America 2020 September 21 https://www.newstimes.com/policereports/article/New-Milford-email-hacking-case-pushed-to-December-15584499.php0

United KingdomHIC Europe & Central Asia2020 November 9 https://www.am-online.com/news/dealer-news/2020/11/09/sandicliffe-customer-data-breach-could-affect-thousands0

United StatesHIC North America 2021 January 12 https://threatpost.com/data-breach-resident-evil-gaming/162977/0

United StatesHIC North America 2020 November 4 https://www.washingtontimes.com/news/2020/nov/4/healthcare-system-23000-people-affected-by-data-br/[4266141, 4266138, 4266140]['Data breach at insurer affects up to one million customers', 'Healthcare system : 23 , 000 people affected by data breach', 'Data breach at insurer impacts up to one million customers']2

India LMC South Asia 2021 October 12 https://zeenews.india.com/india/fake-terror-op-email-circulates-maharashtra-cyber-cell-issues-phishing-alert-2402043.html0

South AfricaUMC Sub-Saharan Africa2021 March 13 https://mybroadband.co.za/news/security/389402-pps-hit-by-cyber-attack.html0

Russia UMC Europe & Central Asia2021 October 21 https://www.bleepingcomputer.com/news/security/rat-malware-spreading-in-korea-through-webhards-and-torrents/0



Israel HIC Middle East & North Africa2022 June 14 https://www.maariv.co.il/business/tech/Article-9248070

South KoreaHIC East Asia & Pacific2022 February 21 http://www.ichannela.com/news/main/news_detailPage.do?publishId=0000002857220

Colombia UMC Latin America & Caribbean2022 April 30 https://www.laopinion.com.co/colombia/cae-red-de-hackeo-personas-y-entidades-del-estado0

France HIC Europe & Central Asia2022 October 3 https://www.clubic.com/malwarebytes/actualite-440190-de-faux-programmes-d-installation-de-zoom-integrent-un-spyware.html0

Italy HIC Europe & Central Asia2022 January 16 https://www.ilgazzettino.it/nordest/padova/attacco_hacker_ulss_euganea_pubblicati_file_rubati_ultime_notizie_oggi_16_gennaio_2022-6442853.html0

Russia UMC Europe & Central Asia2022 February 4 https://www.securitylab.ru/news/529496.php0

Ukraine LMC Europe & Central Asia2022 April 16 http://internetua.com/jurnalisty-nezavisimyh-rossiiskih-smi-soobsxili-csto-vtoroi-den-podvergauatsya-spam-atake-i-popytke-vzloma-akkauntov0

Bulgaria UMC Europe & Central Asia2022 November 6 https://btvnovinite.bg/bulgaria/sled-hakerskata-ataka-ot-rusija-kakva-e-bila-celta-na-kilnet-obzor.html0

Chile HIC Latin America & Caribbean2022 September 6 https://www.biobiochile.cl/noticias/economia/actualidad-economica/2022/09/06/sernac-afirma-que-en-hackeo-no-se-filtraron-datos-de-consumidores-pero-sigue-monitoreando-situacion.shtml0

Ukraine LMC Europe & Central Asia2022 December 30 https://news.obozrevatel.com/economics/cryptocurrency/v-puerto-riko-arestovali-haker-vernuvshego-kriptobirzhe-69-mln.htm0

Ivory CoastLMC Sub-Saharan Africa2022 January 27 https://www.koaci.com/article/2022/01/27/cote-divoire/societe/cote-divoire-vol-de-donnees-bancaires-la-plcc-alerte-sur-lhameconnage_157183.html0

Iran LMC Middle East & North Africa2021 October 18 https://www.balatarin.com/permlink/2021/10/17/56847120

Germany HIC Europe & Central Asia2021 December 2 https://www.gamezone.de/Titanfall-Spiel-15918/News/Hacker-Server-Ego-Shooter-Titanfall-2-Apex-Legends-EA-Respawn-Entertainment-1384785/0

Russia UMC Europe & Central Asia2021 August 31 https://www.securitylab.ru/blog/company/securityinform/351281.php0

SwitzerlandHIC Europe & Central Asia2021 August 30 https://www.watson.ch/digital/schweiz/150011375-schweizer-firma-habasit-gehackt-vertrauliche-dokumente-im-darknet0

Lithuania HIC Europe & Central Asia2021 August 5 https://www.lrytas.lt/it/ismanyk/2021/08/05/news/lietuvoje-pirma-pusmeti-fiksuotas-didelis-kibernetiniu-isilauzimu-skaicius-20328954/0

SwitzerlandHIC Europe & Central Asia2021 April 14 https://www.pocketpc.ch/magazin/news/vermischtes/covid-19-mehr-malware-meeting-apps-fake-zoom-webex-msteams-77783/0

Russia UMC Europe & Central Asia2021 September 22 https://www.kommersant.ru/doc/4997325 0

Finland HIC Europe & Central Asia2021 June 28 https://www.iltalehti.fi/tietoturva/a/2fe860c6-7346-40d6-a955-9f0f9aa591c10

Paraguay UMC Latin America & Caribbean2020 March 25 https://www.hoy.com.py/nacionales/kits-alimentarios-descoordinacion-con-municipios-y-hackeo-de-plataforma-alargan-la-espera0

Russia UMC Europe & Central Asia2020 November 3 https://www.securitylab.ru/news/513745.php0

Indonesia LMC East Asia & Pacific2020 September 7 https://metro.sindonews.com/read/156790/171/kasus-peretasan-media-online-yusri-begitu-semua-lengkap-baru-gelar-perkara-15994661610

Mexico UMC Latin America & Caribbean2020 August 1 https://www.mimorelia.com/hackean-plataforma-del-ine-michoacan/0

Pakistan LMC South Asia 2020 February 13 https://www.express.pk/story/1986561/10/0

Russia UMC Europe & Central Asia2019 September 15 https://www.kommersant.ru/doc/4094388 0

Denmark HIC Europe & Central Asia2019 August 30 https://www.version2.dk/artikel/saadan-udnytter-svindlere-teleselskaber-at-hacke-danskere-10888230

Austria HIC Europe & Central Asia2019 March 20 https://www.vol.at/auch-vorarlberger-firma-von-hacker-angriff-betroffen/61366910

South KoreaHIC East Asia & Pacific2019 October 31 https://www.hankookilbo.com/News/Read/2019103109080250520

Indonesia LMC East Asia & Pacific2019 October 30 https://www.liputan6.com/news/read/4098921/polisi-panggil-ustaz-haikal-hasan-terkait-akun-twitter-yang-diretas0

Estonia HIC Europe & Central Asia2019 March 5 https://forte.delfi.ee/news/digi/riigi-infosusteemi-amet-hoiatab-pahavara-sisaldava-kirja-eest?id=855170790

Spain HIC Europe & Central Asia2019 October 8 https://as.com/futbol/2019/10/08/segunda/1570550520_109523.html0

Japan HIC East Asia & Pacific2019 December 17 https://ascii.jp/elem/000/001/994/1994455/0

Chile HIC Latin America & Caribbean2019 December 3 https://www.lacuarta.com/cronica/noticia/identidad-imputados-carabineros/434923/0

Czech RepublicHIC Europe & Central Asia2019 December 23 https://www.lupa.cz/aktuality/okd-prerusila-tezbu-ve-vsech-dolech-sit-a-servery-napadli-hackeri/0

Russia UMC Europe & Central Asia2018 February 14 https://ria.ru/world/20180214/1514612417.html0

Estonia HIC Europe & Central Asia2018 August 27 https://tehnika.postimees.ee/6141979/lunavararunnaku-ule-elanud-feb-avas-taas-kauplused-veebipood-ikka-kinni0

Israel HIC Middle East & North Africa2017 February 5 http://www.themarker.com/techblogs/cybernation/1.36277260

Denmark HIC Europe & Central Asia2017 October 9 http://ekstrabladet.dk/112/kan-goeres-for-95-kr-saadan-toemmer-russiske-hackere-vores-pengeautomater/68618990

Argentina UMC Latin America & Caribbean2017 May 27 http://tn.com.ar/policiales/dos-nuevos-audios-del-socio-de-traut-se-suman-al-escandalo-del-hackeo-y-robo-millonario-al-banco-de_7955950

Mexico UMC Latin America & Caribbean2017 February 22 http://www.debate.com.mx/ahora/Hackean-sistema-de-preinscripciones-de-la-UAS-20170222-0032.html0

South KoreaHIC East Asia & Pacific2021 November 25 http://www.koreatimes.co.kr/www/nation/2021/11/251_319477.html0

United StatesHIC North America 2019 May 13 https://www.politico.com/story/2019/05/13/ron-wyden-florida-election-hacking-14277610

United StatesHIC North America 2021 April 21 https://www.fox5dc.com/news/2-vehicles-stolen-from-fairfax-county-driveway0

Ireland HIC Europe & Central Asia2021 May 17 https://www.irishmirror.ie/news/irish-news/justice-minister-heather-humphreys-meets-241255020

United StatesHIC North America 2022 June 10 https://www.norwichbulletin.com/story/news/local/2022/06/10/plainfield-cyber-attack-leads-new-polices-employee-training/7543478001/0

United StatesHIC North America 2021 June 3 https://www.govtech.com/security/mobile-county-ala-suffers-cyber-attack-feds-investigate0

United StatesHIC North America 2021 June 24 https://www.dailydot.com/debug/hacker-smart-meter-texas-snowstorm/0

United StatesHIC North America 2021 August 2 https://healthitsecurity.com/news/wisconsin-patients-health-data-exposed-after-email-hacking-incident0

United KingdomHIC Europe & Central Asia2022 September 15 https://www.techradar.com/news/microsoft-teams-security-flaw-lets-hackers-steal-accounts-and-theres-no-fix-in-sight0

United StatesHIC North America 2022 January 14 https://www.scmagazine.com/native/ransomware/logjam-log4j-exploit-attempts-continue-in-globally-distributed-scans-attacks0

Russia UMC Europe & Central Asia2022 November 10 https://www.securityweek.com/abb-oil-and-gas-flow-computer-hack-can-prevent-utilities-billing-customers0

United StatesHIC North America 2022 October 16 https://www.abqjournal.com/2540642/fbi-fights-cyberattacks-ransomware-scams.html0

United StatesHIC North America 2022 November 1 https://www.jdsupra.com/legalnews/pinnacle-claims-management-inc-files-6357106/0

United StatesHIC North America 2022 April 20 https://www.scmagazine.com/news/cloud-security/cryptominers-still-preferred-in-cloud-attacks-but-the-use-of-other-malware-has-increased0

United StatesHIC North America 2019 April 10 https://mashable.com/article/teen-ransomware-porn-ads/0



United StatesHIC North America 2022 December 9 https://www.jdsupra.com/legalnews/wing-financial-files-notice-of-data-7155203/0

Australia HIC East Asia & Pacific2022 December 14 https://www.arnnet.com.au/article/704062/15000-iinet-and-westnet-business-customers-exposed-in-tpg-hack/0

India LMC South Asia 2019 April 17 https://www.timesnownews.com/business-economy/industry/article/atm-fraud-61-pnb-account-holders-lose-rs-15l-in-fake-transactions-heres-how-to-stay-safe-from-data-breach/4015490

United StatesHIC North America 2019 April 29 https://www.kaspersky.com/blog/hacked-routers-dns-hijacking/26802/0

United StatesHIC North America 2017 March 27 http://www.kswo.com/story/35006761/helpline-set-up-to-assist-those-affected-by-ok-job-match-hack0

United StatesHIC North America 2019 March 4 https://triblive.com/news/valley-news-dispatch/freeport-parishoners-warned-after-text-message-phishing-scam/0

United KingdomHIC Europe & Central Asia2019 March 22 https://www.scmagazineuk.com/ddos-hackers-increasing-attacks-saas-cloud-firewalls-ips-devices/article/15798620

United StatesHIC North America 2019 May 28 http://www.spamfighter.com/News-22214-Man-accused-for-stealing-money-from-the-Fort-Worth-city-via-a-phishing-scam.htm0

United StatesHIC North America 2019 May 31 https://www.cities929.com/2019/05/31/illinois-dnr-data-breach/0

United KingdomHIC Europe & Central Asia2020 March 6 https://www.infosecurity-magazine.com:443/news/trident-crypto-fund-data-breach/0

United StatesHIC North America 2020 June 29 https://www.techspot.com/news/85804-ps2-disc-hack-plays-homebrew-games-burned-backups.html0

United StatesHIC North America 2019 January 22 https://www.techrepublic.com/article/hackers-turn-to-data-theft-and-resale-on-the-dark-web-for-higher-payouts/0

Australia HIC East Asia & Pacific2019 February 20 https://www.computerworld.com.au/article/657932/landmark-white-counts-cost-data-breach/0

United KingdomHIC Europe & Central Asia2019 February 22 https://www.manchestereveningnews.co.uk/special-features/data-breach-cyber-security-compensation-158613970

Russia UMC Europe & Central Asia2019 August 16 https://sputniknews.com/society/201908161076568843-google-chrome-extension-finds-thousands-of-hacked-password-still-in-use/0

India LMC South Asia 2019 September 11 https://www.moneycontrol.com/news/business/economy/indias-power-industry-comes-under-increasing-cyberattacks-from-hackers-4424521.html0

United StatesHIC North America 2019 October 2 https://finance.yahoo.com/news/hacker-seized-bitcoin-auction-150046888.html0

Malta HIC Middle East & North Africa2019 December 11 https://timesofmalta.com/articles/view/police-say-they-are-the-victims-of-phishing.7564090

South AfricaUMC Sub-Saharan Africa2021 August 24 https://www.roadsafety.co.za/2021-08/couple-appears-in-court-for-fraud-and-theft-allegations-involving-r1-5-million-phishing-scam/0

United StatesHIC North America 2017 March 2 http://www.jdsupra.com/legalnews/arby-s-hit-with-multiple-class-action-30535/[236474, 217598, 227922, 231377]['Arby Hit with Multiple Class Action Suits over Data Breach', 'Scott+Scott Files Lawsuit on Behalf of Financial Institutions Harmed by Arby Data Breach', 'Class action filed against Arby after data breach', 'Credit unions sue Arby after alleged data breach']3

United KingdomHIC Europe & Central Asia2017 April 12 http://www.telegraph.co.uk/technology/2017/04/12/cyber-attacks-knock-millions-ftse-share-prices/0

United StatesHIC North America 2017 May 24 http://kron4.com/ap/cheating-website-settles-with-government-after-data-breach/0

United StatesHIC North America 2017 June 26 http://www.ideastream.org/news/cyber-security-expert-says-hacking-of-state-website-didnt-appear-to-cause-major-security-breaches0

PhilippinesLMC East Asia & Pacific2017 September 8 http://www.manilatimes.net/fortinet-62m-malware-detections-recorded-q2/349562/0

United KingdomHIC Europe & Central Asia2017 December 12 http://www.theregister.co.uk/2017/12/12/scada_hacking/0

Canada HIC North America 2017 February 18 http://montrealgazette.com/news/local-news/saq-suspects-inspire-loyalty-card-fraud-is-a-case-of-phishing0

United StatesHIC North America 2018 January 10 https://www.scmagazine.com/belle-fourche-sd-city-hall-hit-with-ransomware/article/736278/0

United StatesHIC North America 2018 April 13 http://www.wdtv.com/content/news/Report-finds-more-computers-being-seized-by-hackers-479555783.html0

Australia HIC East Asia & Pacific2018 April 26 https://www.gizmodo.com.au/2018/04/john-mcafee-backed-cryptocurrencys-thousands-of-investors-exposed-in-data-breach/0

United StatesHIC North America 2018 June 20 https://theintercept.com/2018/06/20/state-election-russia-hacking-voting-system/0

United StatesHIC North America 2018 May 18 https://www.myajc.com/news/local/atlanta-network-almost-recovered-from-cyber-attack-cost-still-unkown/k6srGim85Q8dKwUFPbcDhN/0

Canada HIC North America 2018 June 28 http://www.delta-optimist.com/news/south-delta-crime-beat-data-breach-leads-to-fraudulent-credit-card-activity-1.233504520

United StatesHIC North America 2018 August 1 http://www.registerguard.com/news/20180801/seattle-man-arrested-in-global-hacking-scheme0

United StatesHIC North America 2018 August 6 http://www.sun-sentinel.com/business/fl-bz-complyright-data-breach-suit-20180803-story.html0

United StatesHIC North America 2018 October 16 https://www.kentucky.com/news/politics-government/article220060830.html0

Canada HIC North America 2018 August 15 https://www.cbc.ca/news/canada/edmonton/priests-target-alberta-catholics-in-phishing-scam-1.47851180

China UMC East Asia & Pacific2020 June 4 https://cointelegraph.com/news/coincheck-halts-crypto-remittance-to-investigate-latest-data-breach0

United StatesHIC North America 2020 May 25 http://www.digitaljournal.com/tech-and-science/technology/quidd-data-breach-exposes-4-million-users-including-youngsters/article/5721670

India LMC South Asia 2020 February 19 https://www.thehindubusinessline.com/info-tech/cyber-attack-shuts-iit-madras-email-system/article30861902.ece0

Canada HIC North America 2020 March 2 https://www.theguardian.pe.ca/news/local/malware-affecting-pei-foipp-requests-418272/0

United StatesHIC North America 2020 March 5 https://nakedsecurity.sophos.com/2020/03/05/ethical-hackers-swarm-pentagon-websites/0

United StatesHIC North America 2020 March 11 https://www.tmcnet.com/usubmit/2020/03/11/9113145.htm0

Pakistan LMC South Asia 2020 July 1 https://propakistani.pk/2020/07/01/security-issue-in-macbooks-allows-hackers-access-to-personal-data/0

China UMC East Asia & Pacific2020 April 1 http://en.yibada.com/articles/201392/20200331/netflix-and-spotify-accounts-got-hacked-accused-by-users.htm0

South KoreaHIC East Asia & Pacific2022 November 1 https://www.etoday.co.kr/news/view/2188125[3863724, 3863710, 3863707, 3863714, 3863712]['Voice phishing payment suspension delayed due to incorrect manual of financial company... acknowledgment of damages', 'Financial Supervisory Service, delay in voice phishing payment request should compensate for damages', 'Financial Supervisory Service, decision to compensate for damages to financial companies that delayed payment of voice phishing accounts', 'Voice phishing damage due to wrong manual of Financial Supervisory Service... have to compensate', 'If voice phishing payment suspension is delayed ... the financial company is responsible']4

India LMC South Asia 2021 December 17 https://news.webindia123.com/news/Articles/Science/20211217/3875440.html0

United StatesHIC North America 2020 November 19 https://healthitsecurity.com/news/luxottica-data-leaked-by-hackers-after-ransomware-attack-breach0

India LMC South Asia 2020 December 31 https://www.businesstoday.in/current/corporate/hackers-swipe-indigo-internal-documents-airline-assures-minimal-impact/story/426650.html0

United StatesHIC North America 2021 September 10 https://moodle.org/mod/forum/discuss.php?d=4266260

Germany HIC Europe & Central Asia2022 May 4 https://www.netzwelt.de/news/203157-sparkasse-greenvest-anlageangebote-zwielichtige-investmentangebote-phishing-mail.html0

Russia UMC Europe & Central Asia2022 June 27 https://www.cnews.ru/news/top/2022-06-27_v_biblioteki_yazyka_python_vnedrili0

Russia UMC Europe & Central Asia2022 March 1 https://www.igromania.ru/news/113974/Onlayn-kinoteatr_Megogo_nedostupen_v_Rossii_posle_hakerskoy_ataki.html0

Ukraine LMC Europe & Central Asia2022 March 18 http://bug.org.ua/news/hakerska-ataka-na-bug-sbu-identyfikuvala-merezhi-ta-servery-yaki-vykorystovuvaly-okupanty-646655/0

Russia UMC Europe & Central Asia2022 February 15 https://www.securitylab.ru/news/529868.php0

Venezuela Latin America & Caribbean2022 October 17 https://www.aporrea.org/internacionales/a316471.html0



Colombia UMC Latin America & Caribbean2022 March 25 https://www.notimerica.com/ciencia-tecnologia/noticia-portaltic-detectan-spyware-craftsart-cartoon-photos-tools-roba-datos-facebook-20220325161907.html0

South KoreaHIC East Asia & Pacific2022 April 19 https://www.viva100.com/main/view.php?key=202204190100049390

BangladeshLMC South Asia 2022 November 7 https://www.bd-pratidin.com/country/2022/11/07/8268180

Finland HIC Europe & Central Asia2022 January 11 https://www.kauppalehti.fi/uutiset/pakkausyhtio-huhtamaki-joutui-tietomurron-uhriksi-is-jopa-jopa-150-gigatavun-verran-dataa-konnien-kasiin/103a9094-a4ce-4da7-be85-ce4cd99a826e0

Germany HIC Europe & Central Asia2022 October 25 https://www.finanznachrichten.de/nachrichten-2022-10/57396462-hacker-angriffe-auf-krypto-protokolle-schaden-in-hoehe-von-fast-500-millionen-dollar-im-letzten-quartal-397.htm0

India LMC South Asia 2021 March 2 https://www.bhaskar.com/international/news/myanmar-military-coup-protests-latest-news-and-updatesdaw-aung-san-suu-kyi-128282244.html0

Hungary HIC Europe & Central Asia2021 August 13 https://www.origo.hu/techbazis/20210813-poly-network-hack.html0

Belgium HIC Europe & Central Asia2021 April 20 https://datanews.levif.be/ict/actualite/des-hackers-atteignent-des-millions-de-surfeurs-via-des-serveurs-publicitaires/article-news-1416487.html0

South KoreaHIC East Asia & Pacific2021 June 3 http://www.koreatimes.com/article/20210602/13654110

Indonesia LMC East Asia & Pacific2021 March 4 https://www.merdeka.com/teknologi/deretan-raksasa-media-sosial-hentikan-peretas-yang-curi-username-langka.html0

Austria HIC Europe & Central Asia2021 November 30 https://www.noen.at/melk/cyberattacke-in-mank-hacker-legten-firmen-website-lahm-bezirk-melk-redaktionsfeed-cyberattacke-cyberkriminalitaet-redaktion-3036175120

Belgium HIC Europe & Central Asia2021 October 7 https://www.rtbf.be/info/regions/hainaut/detail_des-pirates-informatiques-s-attaquent-au-barreau-de-charleroi-12-000-dossiers-judiciaires-pirates?id=10856019[2914344, 2914354, 2920607]['Hackers attack the Charleroi Bar: 12. 000 hacked court records', 'The Charleroi Bar was targeted by hackers , 12 . 000 files stolen and a ransom demanded: "We take the threat very seriously"', 'Hackers dumped files of Charleroi lawyers online']2

Sweden HIC Europe & Central Asia2021 April 20 https://www.realtid.se/tre-manaders-fangelse-dataintrang-hos-allra-granskare0

Mexico UMC Latin America & Caribbean2021 September 21 https://www.jornada.com.mx/notas/2021/09/20/politica/plataforma-nacional-de-transparencia-sufre-ataque-cibernetico/0

China UMC East Asia & Pacific2021 December 14 http://www.novostiit.net/issledovateli-vzlomali-lazernuyu-sistemu-avtomobilya-robota-zastaviv-ee-videt-nesushhestvuyushhie-avtomobili-i-peshehodov-000255480

Germany HIC Europe & Central Asia2020 January 29 https://www.netzwelt.de/news/172328-advanzia-phishing-verbraucherzentrale-warnt-diesen-e-mails.html0

Russia UMC Europe & Central Asia2020 July 23 https://life.ru/p/1335688 0

Japan HIC East Asia & Pacific2020 March 4 https://japan.zdnet.com/article/35150266/0

Germany HIC Europe & Central Asia2020 June 17 https://www.hna.de/lokales/wolfhagen/kassel-kreis-internet-probleme-ausfall-hacker-angriff-13801625.html0

South KoreaHIC East Asia & Pacific2020 January 7 http://www.diodeo.com/news/view/38596800

India LMC South Asia 2020 August 6 https://www.mathrubhumi.com/technology/news/hackers-used-gmail-accounts-to-hack-1-lakh-business-emails-1.49587730

Russia UMC Europe & Central Asia2019 March 25 http://www.cnews.ru/news/line/2019-03-25_maxpatrol_siem_i_maxpatrol_8_pomogli_zashchitit0

Brazil UMC Latin America & Caribbean2019 July 30 https://www.gazetadopovo.com.br/republica/moro-inferno-astral-hackers-vazamento-chacina/0

Germany HIC Europe & Central Asia2019 September 4 https://www.handelsblatt.com/finanzen/maerkte/devisen-rohstoffe/geldanlage-in-gold-hacker-legen-mehrere-kritiker-des-goldhaendlers-pim-gold-erfolgreich-lahm-/24978420.html0

Bulgaria UMC Europe & Central Asia2019 November 2 https://trud.bg/%D1%85%D0%B0%D0%BA%D0%B5%D1%80%D0%B8-%D0%B7%D0%B0%D0%BF%D0%BB%D0%B0%D1%88%D0%B2%D0%B0%D1%82-%D0%B5%D0%BB%D0%B5%D0%BA%D1%82%D1%80%D0%BE%D0%BD%D0%BD%D0%B8%D1%82%D0%B5-%D1%81%D0%BF%D0%BE%D1%80%D1%82/0

Russia UMC Europe & Central Asia2019 October 23 https://ria.ru/20191023/1560098312.html 0

Denmark HIC Europe & Central Asia2018 April 3 https://www.fyens.dk/article/3244295 0

Vietnam LMC East Asia & Pacific2018 December 13 http://vietq.vn/phat-hien-3900-truong-hop-may-tinh-bi-ma-doc-gandcrab-tan-cong-d152493.html0

Finland HIC Europe & Central Asia2018 November 21 https://www.tivi.fi/Kaikki_uutiset/te-hakkerointi-tuhosi-ministerion-palvelimen-palvelulle-kilpailutetaan-uutta-jarjestelmaan-67499820

Russia UMC Europe & Central Asia2018 December 5 http://www.km.ru/science-tech/2018/12/05/835358-anonimy-protiv-londona-khakerskii-skandal-na-vsyu-evropu0

Germany HIC Europe & Central Asia2017 March 24 http://www.manager-magazin.de/fotostrecke/nordkorea-hackt-unsere-dax-konzerne-fotostrecke-146097.html0

Ukraine LMC Europe & Central Asia2017 June 30 http://ua.interfax.com.ua/news/general/432814.html0

Japan HIC East Asia & Pacific2017 November 29 http://www.etnews.com/20171129000409?mc=em_005_000010

China UMC East Asia & Pacific2017 March 27 http://www.epochtimes.com/gb/17/3/27/n8971467.htm0

Senegal LMC Sub-Saharan Africa2017 March 13 http://www.leral.net/Piratage-informatique-Plusieurs-milliards-subtilises-a-la-Poste-chaque-annee-_a194760.html0

Denmark HIC Europe & Central Asia2017 August 20 http://politiken.dk/bagsiden/art6074873/Hackerangreb-f%C3%A5r-M%C3%A6rsk-til-at-bruge-brevduer0

Russia UMC Europe & Central Asia2017 March 7 http://www.playground.ru/blogs/other/vzlom_ps4_prohodit_uspeshno-240707/0

Denmark HIC Europe & Central Asia2017 August 1 https://www.computerworld.dk/art/240670/hackere-angriber-stor-streaming-tjeneste-nye-afsnit-af-populaere-tv-serier-stjaalet0

Ukraine LMC Europe & Central Asia2017 June 27 https://kyiv.depo.ua/ukr/kyiv.depo.ua/ukr/kyiv/stolichnu-merezhu-gipermarketiv-nakrila-hakerska-ataka-201706275961680

Guinea LIC Sub-Saharan Africa2017 November 30 https://aminata.com/guineematin-com-victime-de-pirage-communique/0

China UMC East Asia & Pacific2017 May 17 http://news.sina.com.cn/c/2017-05-18/doc-ifyfkkmc9538187.shtml0

Mexico UMC Latin America & Caribbean2017 April 8 http://netnoticias.mx/2017-04-07-9ec3ee51/anonymous-hackea-a-grupo-modelo-pide-cervezas-mas-baratas/0

United StatesHIC North America 2021 April 14 https://www.latimes.com/california/story/2021-04-14/huntington-park-finance-department-employee-arrested0

United KingdomHIC Europe & Central Asia2021 April 16 https://futurescot.com/penetration-testing-toolkit-turned-on-scottish-university-to-mount-ransomware-attack/0

United StatesHIC North America 2021 April 30 https://www.fox5atlanta.com/news/emory-healthcare-says-radiation-therapy-service-suffers-data-breach0

United StatesHIC North America 2022 June 30 https://www.kcra.com/article/northern-california-news-traffic-weather-morning-update-june-30-2022/404722290

China UMC East Asia & Pacific2022 January 7 https://cointelegraph.com/news/immunefi-report-10b-in-defi-hacks-and-losses-across-20210

United StatesHIC North America 2022 September 9 https://www.scmagazine.com/analysis/ransomware/law-firm-informs-255k-of-hipaa-data-incident-10-months-after-hack0

Ireland HIC Europe & Central Asia2022 November 10 https://www.businesspost.ie/news/tusla-broke-public-spending-code-in-hiring-firm-to-deal-with-data-breached-in-hse-cyber-attack/0

United StatesHIC North America 2022 April 3 https://www.techtimes.com/articles/273824/20220402/scammers-hacked-project-bots-bored-ape-nft-discords-april-fools.htm0

Australia HIC East Asia & Pacific2022 May 2 https://www.afr.com/technology/instagram-hackers-knock-samba-classes-off-step-20220427-p5agm80

United StatesHIC North America 2022 May 17 https://www.timesunion.com/news/article/Fraudster-who-forged-letters-to-judge-from-mom-17176157.php0

United StatesHIC North America 2022 December 2 https://www.wgil.com/2022/12/02/knox-college-experiences-system-disruption-from-ransomware-cybersecurity-experts-to-assist/0

United StatesHIC North America 2019 May 7 https://www.myhighplains.com/news/your-local-election-hq/potter-county-judge-computer-system-infected-with-ransomware/19848447170

United StatesHIC North America 2022 December 22 https://towson.patch.com/g/towson-md/n/136378/community-college-baltimore-county-suffers-financial-loss-phishing-attack0



India LMC South Asia 2019 March 6 https://www.thehindu.com/news/cities/Hyderabad/sit-constituted-to-probe-data-breach-case/article26450942.ece0

Mexico UMC Latin America & Caribbean2018 February 4 https://www.elmanana.com/reportan-empresas-perdidas-millonarias-ataques-ciberneticos-empresas-perdidas-millonarias-ataques-ciberneticos/4300922[1386847, 1386846]['Companies report millions in losses due to cyber attacks', 'Companies report million-dollar losses due to cyber attacks']1

India LMC South Asia 2019 July 23 https://www.dnaindia.com/ahmedabad/report-three-more-rto-software-systems-hacked-in-gujarat-27747740

United StatesHIC North America 2019 August 7 https://healthitsecurity.com/news/healthcare-data-hacking-the-new-space-race-leaders-tell-senate0

United StatesHIC North America 2019 March 11 https://www.northjersey.com/story/news/watchdog/2019/03/11/new-jersey-schools-development-authority-promotes-hr-worker-after-data-breach/3106853002/0

Malaysia UMC East Asia & Pacific2019 August 30 https://www.lowyat.net/2019/192983/malaysian-website-cyber-attack-merdeka-day/0

Canada HIC North America 2019 November 8 https://www.itworldcanada.com/article/cyber-security-today-email-scams-in-canada-the-uk-and-japan-new-ransomware-and-online-holiday-shopping-advice/4237650

United StatesHIC North America 2017 January 4 http://healthitsecurity.com/news/patient-data-breach-fear-hinders-health-data-sharing0

United StatesHIC North America 2017 January 18 https://www.insurancenewsnet.com/innarticle/attack-bad-hacks-happen-good-advisors0

Hungary HIC Europe & Central Asia2017 February 6 http://hungarianfreepress.com/2017/02/06/a-note-on-the-hacking-attack-against-hfp-and-pro-fidesz-trolls/0

United StatesHIC North America 2017 May 24 http://www.natlawreview.com/event/global-privacy-cybersecurity-data-breach-challenges-responding-to-large-incidents0

PhilippinesLMC East Asia & Pacific2017 July 9 http://www.philstar.com/business/2017/07/09/1717649/450-b-lost-cyber-attacks-worldwide-it-security-expert0

United StatesHIC North America 2017 July 9 http://www.thepostathens.com/article/2017/07/phishing-email-scam-associate-professor0

United KingdomHIC Europe & Central Asia2017 September 1 https://www.localgov.co.uk/County-fined-70000-for-serious-and-prolonged-data-breach/437170

United StatesHIC North America 2017 August 8 https://www.scmagazine.com/new-backdoor-targets-russian-businesses-in-apparent-spear-phishing-campaign/article/680268/0

United StatesHIC North America 2018 March 2 https://arstechnica.com/information-technology/2018/03/hackers-exploiting-rtorrent-to-install-unix-coin-miner-have-netted-4k-so-far/0

United StatesHIC North America 2018 February 8 http://www.kmvt.com/content/news/473206293.html0

United KingdomHIC Europe & Central Asia2018 July 25 http://unternehmen-heute.de/news.php?newsid=514348[1858511, 1858272, 1860150, 1860159]['ERP security warning as hackers step up attacks on systems', 'Panorama - Significantly more cyber attacks on ERP systems', 'US Homeland Security warns of latest hacker craze – ERP pwnage', 'ERP applications are under cyber attack , research confirms']3

United StatesHIC North America 2018 May 9 https://www.welivesecurity.com/2018/05/09/inside-fake-interac-transfer/0

United StatesHIC North America 2018 July 2 http://americanlivewire.com/2014-11-24-hello-regin-the-newly-studied-malware-that-spies-on-telco-networks/0

New ZealandHIC East Asia & Pacific2018 July 7 https://www.nzherald.co.nz/nz/news/article.cfm?c_id=1&objectid=120848550

United StatesHIC North America 2018 September 6 https://www.weisradio.com/doj-announces-charges-against-north-korean-hacker-for-sony-wannacry-cyberattacks/0

United StatesHIC North America 2018 September 26 https://www.scmagazine.com/home/news/hide-and-seek-iot-botnet-updates-include-new-android-adb-exploit/0

Australia HIC East Asia & Pacific2018 November 26 https://www.wideformatonline.com/news/wide-format-news/9555-scamwatch-accc-issues-urgent-business-email-hacker-alert.html0

Japan HIC East Asia & Pacific2020 May 8 http://www.asahi.com/ajw/articles/133581810

Belgium HIC Europe & Central Asia2020 January 14 https://www.brusselstimes.com/news-contents/economic/89253/cyber-attack-sees-picanol-shares-suspended/0

Russia UMC Europe & Central Asia2020 June 9 https://www.securityweek.com/hacker-group-targeted-us-utilities-two-parallel-campaigns0

United StatesHIC North America 2020 February 27 https://www.geek.com/tech/android-hacks-puts-xcloud-streaming-on-nintendo-switch-1819446/0

United KingdomHIC Europe & Central Asia2020 August 4 https://www.bbc.co.uk/news/technology-536522540

United StatesHIC North America 2020 August 12 https://www.wsj.com/articles/cyber-daily-british-airways-marriott-expect-smaller-fines-from-u-k-privacy-regulator-hackers-go-old-school-by-sending-postcards-to-potential-victims-115972358510

India LMC South Asia 2020 August 25 https://www.thehindu.com/sci-tech/technology/railyatri-data-breach-affects-7-lakh-users-report-says/article32437358.ece0

United StatesHIC North America 2021 December 23 https://healthitsecurity.com/news/west-virginia-based-monongalia-health-system-suffers-phishing-attack0

United StatesHIC North America 2020 October 10 https://www.journalgazette.net/news/local/20201009/5-million-judgment-reached-in-data-breach0

United StatesHIC North America 2021 January 17 https://www.law360.com/health/articles/1345629/pa-medical-pot-biz-says-ex-employee-hacked-network0

India LMC South Asia 2021 October 16 https://www.deccanherald.com/business/technology/google-sending-warning-to-users-of-possible-phishing-malware-attack-1041113.html0

United StatesHIC North America 2021 October 29 https://news.artnet.com/market/art-basel-parent-group-mch-group-hit-with-data-theft-breach-20279910

Spain HIC Europe & Central Asia2022 October 10 https://www.elmundotoday.com/2022/10/el-barca-culpa-a-un-hackeo-de-sus-ultimas-cinco-temporadas/0

Czech RepublicHIC Europe & Central Asia2022 June 27 https://www.denik.cz/ekonomika/t-mobile-vypadek-20220627.html0

KyrgyzstanLMC Europe & Central Asia2022 August 9 https://rus.azattyk.org/a/31979734.html 0

France HIC Europe & Central Asia2022 September 14 https://www.capital.fr/votre-argent/le-site-de-sa-banque-est-pirate-par-des-escrocs-il-perd-une-fortune-14460730

Albania UMC Europe & Central Asia2022 July 24 https://sot.com.al/aktualitet/sulmi-kibernetik-ndaj-sherbimeve-online-kercenojne-hakerat-publikojne-i5276580

France HIC Europe & Central Asia2022 March 29 https://www.ledauphine.com/faits-divers-justice/2022/03/29/cyberattaque-a-aix-les-bains-le-malware-fabriquait-de-la-cryptomonnaie0

France HIC Europe & Central Asia2022 November 4 https://python.developpez.com/actu/338248/Des-dizaines-de-paquets-PyPI-malveillants-ciblant-les-developpeurs-ont-ete-decouverts-ces-paquets-contiennent-le-logiciel-malveillant-W4SP-qui-volerait-les-donnees-des-utilisateurs/0

Czech RepublicHIC Europe & Central Asia2022 October 27 https://www.novinky.cz/clanek/internet-a-pc-mobil-na-cesky-t-mobile-utocili-hackeri-potvrdil-operator-404128580

Lithuania HIC Europe & Central Asia2022 August 21 https://www.15min.lt/verslas/naujiena/bendroves/15min-portalas-patyre-kibernetine-ataka-663-19188240

Brazil UMC Latin America & Caribbean2022 January 22 https://tnonline.uol.com.br/noticias/vale-do-ivai/cambirense-tem-rede-social-hackeada-por-motivacao-homofobica-5689100

Finland HIC Europe & Central Asia2022 November 16 https://www.kauppalehti.fi/uutiset/tunnettuja-brandeja-kaytettiin-haittaohjelmien-levittamiseen-42-000-valesivustoa-paljastui/b8b863ee-b85a-4c3b-9910-b86c5d9231e50

Denmark HIC Europe & Central Asia2021 August 30 https://borsen.dk:443/nyheder/virksomheder/cybertruslen-mod-smaa-virksomheder-vokser0

South KoreaHIC East Asia & Pacific2021 May 19 http://www.ichannela.com/news/main/news_detailPage.do?publishId=0000002505410

Indonesia LMC East Asia & Pacific2021 December 24 https://finansial.bisnis.com/read/20211224/563/1481571/kasus-phising-kredivo-pengamat-pelaku-manfaatkan-kebocoran-data0

Germany HIC Europe & Central Asia2021 June 7 https://www.heise.de/news/Webshop-offline-Pearl-spricht-von-Hackerangriff-6063922.html0

Bulgaria UMC Europe & Central Asia2021 October 19 https://news.bg/crime/razsledvat-hakerski-ataki-sreshtu-informatsionen-sayt-vav-varna.html0

Israel HIC Middle East & North Africa2020 January 9 https://www.pc.co.il/featured/307753/ 0

Mexico UMC Latin America & Caribbean2020 August 25 http://cincoradio.com.mx/senador-denuncia-hackeo-a-sus-redes-niega-renuncia-a-su-partido/0

Germany HIC Europe & Central Asia2020 January 12 https://www.netzwelt.de/news/175291-australische-buschfeuer-hacker-angriff-kreditkartendaten-spendern.html0



Estonia HIC Europe & Central Asia2020 October 19 https://www.dv.ee/novosti/2020/10/19/ria-preduprezhdaet-vredonosnaja-programma-prodolzhaet-massovo-zarazhat-kompjutery0

Bulgaria UMC Europe & Central Asia2020 February 3 https://www.novinite.bg/articles/185365/Konchinata-na-Kobi-Brajant-nosi-ogromni-pechalbi-na-bezskrupulni-hakeri0

Russia UMC Europe & Central Asia2019 January 16 https://www.securitylab.ru/news/497478.php0

Czech RepublicHIC Europe & Central Asia2019 August 11 https://smartmania.cz/hacker-kvuli-odblokovani-iphonu-uplacel-operatora-za-pet-let-vznikla-skoda-25-milionu-dolaru/0

Indonesia LMC East Asia & Pacific2019 September 2 https://www.viva.co.id/digital/digilife/1177593-trims-polisi-selamatkan-850-ribu-komputer-terinfeksi-malware-super0

Indonesia LMC East Asia & Pacific2019 January 3 https://www.cnnindonesia.com/teknologi/20190102150418-185-357969/pemindai-sidik-jari-ponsel-pintar-berpotensi-dibobol0

Sweden HIC Europe & Central Asia2019 March 19 https://www.stockholmdirekt.se/nyheter/svenskt-elscooterforetag-hackat/repscs!L8HnGXx2QgF04LuW3OKSIA/0

Ghana LMC Sub-Saharan Africa2022 November 25 https://newsghana.com.gh/uganda-hackers-cause-airtel-money-lose-of-us2-1-million/[3896067, 3890542]['Uganda : Hackers Cause Airtel Money Lose of US$2 . 1 Million', 'How hackers used betting site to access Airtel Money in Uganda']1

Finland HIC Europe & Central Asia2018 July 14 https://www.iltalehti.fi/digiuutiset/201807132201072557_dx.shtml0

Belgium HIC Europe & Central Asia2018 December 28 https://www.rtbf.be/info/monde/detail_vol-d-essai-d-un-nouvel-avion-chinois-washington-soupconne-un-piratage?id=101073310

Germany HIC Europe & Central Asia2018 July 18 https://www.wiwo.de/unternehmen/mittelstand/it-ausfaelle-durch-hacker-unternehmen-unterschaetzen-die-notfallplanung/22792176.html0

Ukraine LMC Europe & Central Asia2017 July 8 http://minfin.com.ua/2017/07/08/28783914/0

Russia UMC Europe & Central Asia2017 July 18 http://bk55.ru/news/article/104837/ 0

South KoreaHIC East Asia & Pacific2017 March 21 http://www.headlinejeju.co.kr/?mod=news&act=articleView&idxno=3020290

South KoreaHIC East Asia & Pacific2017 July 12 http://www.newstomato.com/ReadNews.aspx?no=7652050

Turkey UMC Europe & Central Asia2017 April 11 http://www.haber1.com/haber/765260/korsanlar-bu-kez-hava-durumu-uygulamasiyla-kisisel-bilgileri-caliyor0

China UMC East Asia & Pacific2017 May 17 http://news.china.com.cn/2017-05/17/content_40830374.htm0

United StatesHIC North America 2017 May 20 https://revistaitnow.com/rescate-bitcoin-los-piratas-informaticos-icloud-parece-falso/0

Indonesia LMC East Asia & Pacific2017 December 12 http://tekno.liputan6.com/read/3193373/blockchain-dan-kecerdasan-buatan-jadi-incaran-hacker-di-20180

United StatesHIC North America 2022 June 7 https://www.scmagazine.com/news/cloud-security/nearly-half-of-businesses-had-a-cloud-based-data-breach-or-failed-audit0

United KingdomHIC Europe & Central Asia2021 May 28 https://www.techradar.com/news/fbi-says-hackers-hit-us-local-government-through-fortinet-vpn0

United KingdomHIC Europe & Central Asia2021 June 7 https://www.infosecurity-magazine.com/news/colonial-pipeline-phishing-attacks/0

Russia UMC Europe & Central Asia2022 August 24 https://www.bleepingcomputer.com/news/security/hackers-use-aitm-attack-to-monitor-microsoft-365-accounts-for-bec-scams/0

United StatesHIC North America 2022 August 24 https://www.popularmechanics.com/military/weapons/a40958633/russia-claims-it-hacked-himars-rocket-launchers/0

United Arab EmiratesHIC Middle East & North Africa2021 July 8 https://www.itp.net/security/98814-kaspersky-warns-middle-east-users-about-wildpressures-multi-platform-malware0

United StatesHIC North America 2021 August 2 https://www.insurancejournal.com/news/national/2021/08/02/625430.htm0

United StatesHIC North America 2022 October 5 https://www.geekwire.com/2022/former-aws-engineer-avoids-prison-gets-5-years-probation-in-massive-capital-one-hack/0

United StatesHIC North America 2022 September 28 https://www.dukechronicle.com/article/2022/09/duke-phishing-email-attack-largest-since-2020-office-of-information-technology0

United StatesHIC North America 2022 September 16 https://krebsonsecurity.com/2020/12/account-hijacking-site-ogusers-hacked-again/0

United StatesHIC North America 2022 February 9 https://www.leadertelegram.com/news/daily-updates/buffalo-co-covid-19-meeting-hacked/article_b1eeff69-f60e-5d91-b04a-33305920e5a5.html0

Russia UMC Europe & Central Asia2022 November 1 https://www.rferl.org/a/russian-hacker-data-breach-released-us-prison/32111024.html0

United StatesHIC North America 2022 May 17 https://www.techtimes.com/articles/275550/20220517/real-time-bidding-confidential-information-really-happening-biggest-data-breach.htm0

Singapore HIC East Asia & Pacific2022 December 10 https://tnp.straitstimes.com/news/singapore/malaysia-probing-airasia-ransomware-attack-involving-data-5-million-people[3917480, 3917397]['Malaysia probing AirAsia ransomware attack involving data of 5 million people', 'AirAsia ransomware attack : Probe ongoing to find source and impact of compromised data , says Fahmi']1

United StatesHIC North America 2022 December 1 https://www.miragenews.com/oaic-opens-investigation-into-medibank-over-907484/0

United StatesHIC North America 2019 May 25 https://nakedsecurity.sophos.com/2019/05/25/serious-security-dont-let-your-sql-server-attack-you-with-ransomware/0

United StatesHIC North America 2019 June 27 http://www.spamfighter.com/News-22275-Hopkins-County-School-affected-by-a-data-breach.htm0

PhilippinesLMC East Asia & Pacific2019 January 13 https://newsinfo.inquirer.net/1072501/aquino-to-dfa-clean-ranks-amid-data-breach0

United StatesHIC North America 2019 August 6 https://www.polygon.com/2019/8/6/20756852/mortal-kombat-11-ddos-hack-threats-home-address0

United StatesHIC North America 2019 July 25 http://www.spamfighter.com/News-22323-UK-intelligence-aborts-massive-phishing-campaign-targeting-airline-customers.htm0

United StatesHIC North America 2019 August 15 https://www.modernhealthcare.com/cybersecurity/washington-hospital-refuses-pay-1-million-ransomware-demand0

Malaysia UMC East Asia & Pacific2019 October 19 https://www.thestar.com.my/news/nation/2019/10/19/university-malaya-pdpd-looking-into-report-of-massive-data-breach-affecting-the-university0

United StatesHIC North America 2019 October 25 https://www.darkreading.com/operations/microsoft-office-bug-remains-top-malware-delivery-vector/d/d-id/13361820

United StatesHIC North America 2019 December 24 https://siliconangle.com/2019/12/23/critical-citrix-flaw-opens-door-unauthorized-access-hacking/0

Japan HIC East Asia & Pacific2017 January 14 http://www.japantimes.co.jp/news/2017/01/14/world/politics-diplomacy-world/trump-adviser-flynn-five-calls-russian-envoy-day-hacking-sanctions-sources/0

India LMC South Asia 2017 February 16 http://trak.in/tags/business/2017/02/16/india-web-apps-hacking-stats/0

PhilippinesLMC East Asia & Pacific2017 March 7 http://newsbytes.ph/2017/03/07/kaspersky-lab-sounds-alarm-on-rising-cyber-attacks-against-critical-infra/0

United StatesHIC North America 2017 March 6 http://www.digitaltrends.com/computing/gps-animal-trackers-poacher-hackers/0

United StatesHIC North America 2017 June 2 http://5newsonline.com/2017/06/01/fort-smith-police-investigate-credit-card-phishing-scam/0

United KingdomHIC Europe & Central Asia2017 September 12 https://www.shropshirestar.com/news/crime/2017/09/12/shropshire-cyber-attack-student-who-targeted-county-firm-to-be-sentenced-for-world-wide-offences/0

United KingdomHIC Europe & Central Asia2017 October 13 http://www.bbc.co.uk/news/uk-england-norfolk-416025360

United StatesHIC North America 2017 December 29 http://www.dslreports.com/forum/r31764740-Ancestry-com-data-breach0

United StatesHIC North America 2018 February 26 https://www.lexology.com/library/detail.aspx?g=57c5f827-a440-4659-801f-81a88a7438680

United StatesHIC North America 2018 March 2 https://pilotonline.com/news/local/crime/article_6ab72a2f-52a0-533e-8060-a2d245c7f151.html0

United StatesHIC North America 2018 January 25 https://findbiometrics.com/new-client-seeks-bio-key-security-after-data-breach-501251/0

United KingdomHIC Europe & Central Asia2018 February 3 http://www.ibtimes.co.uk/operation-pzchao-chinese-iron-tiger-apt-back-data-stealing-bitcoin-mining-espionage-malware-16585000



United KingdomHIC Europe & Central Asia2018 April 18 https://www.cbronline.com/news/energy-sector-concerns-hack-will-cause-explosio0

Ireland HIC Europe & Central Asia2018 March 7 http://menafn.com/1096557149/Qatar-Ministry-warns-about-hacking-of-WhatsApp-accounts[1471887, 1473594, 1477951]['Gardai issue serious hacking warning to Irish WhatsApp users - what to look out for', 'Qatar - Ministry warns about hacking of WhatsApp accounts', 'Hacking on WhatsApp too: Ministry of Home Affairs calls for vigilance']2

United StatesHIC North America 2020 February 26 https://journaltimes.com/news/local/govt-and-politics/week-racine-home-closings-delayed-because-of-city-hall-cyber/article_a3f1cb40-ef60-553e-8a9e-bf439a32cebe.html0

United KingdomHIC Europe & Central Asia2020 February 26 https://www.scmagazineuk.com/racoon-malware-found-stealing-data-multiple-apps/article/16751700

United KingdomHIC Europe & Central Asia2020 March 2 https://www.lse.co.uk/news/top-news-finablr-takes-gbp25-million-hit-from-cyber-attack-covid-19-eetia8lz7p259ju.html0

China UMC East Asia & Pacific2020 June 30 https://www.fxstreet.com/cryptocurrencies/news/bitcoin-scam-exposes-thousands-to-data-breach-2020063016160

United StatesHIC North America 2020 July 29 https://www.scmagazine.com/website-web-server-security/did-avon-attackers-exploit-an-unprotected-web-server-as-a-path-of-least-resistance/0

United StatesHIC North America 2020 July 22 https://wlni.com/news/kaine-addresses-more-reports-of-attempted-russian-hacking0

Australia HIC East Asia & Pacific2020 July 23 https://www.smh.com.au/culture/tv-and-radio/australian-tv-ratings-delayed-due-to-suspected-cyber-attack-20200723-p55ewu.html0

India LMC South Asia 2020 July 23 https://www.freepressjournal.in/mumbai/state-alerts-netizens-of-phishing-sharks0

United StatesHIC North America 2020 July 31 https://www.brewbound.com/news/last-call-bells-heads-to-oklahoma-drizly-reports-data-breach-fermented-sciences-receives-10-million-infusion/0

Canada HIC North America 2020 August 22 https://montreal.ctvnews.ca/customers-complain-of-delays-after-ransomware-attack-on-delivery-company-canpar-express-1.50742280

United StatesHIC North America 2020 November 18 https://www.wfmz.com/news/area/lehighvalley/northampton-area-public-library-hit-by-ransomware-attack/article_b0eb423c-2915-11eb-9ced-73450f56a94b.html0

United StatesHIC North America 2020 December 25 http://www.baltimoresun.com/opinion/readers-respond/bs-ed-rr-baltimore-county-ransomware-letter-20201225-qa2bu4yfkfeyfb6riqkb4taure-story.html0

United StatesHIC North America 2021 February 2 https://lawstreetmedia.com/health/judge-partially-grants-reconsideration-of-claims-in-data-breach-suit-against-carefirst/0

United StatesHIC North America 2021 January 23 https://www.wtsp.com/article/news/local/data-breach-tampa-bay-breast-care-specialists/67-4fd8f9df-2020-44ca-b207-139591012a6b0

United StatesHIC North America 2021 September 22 https://www.kjrh.com/news/problem-solvers/city-of-tulsa-working-through-backlog-of-bill-corrections-after-ransomware-attack0

India LMC South Asia 2021 March 10 http://ianslive.in/index.php?param=news/Hackers_hit_Indians_with_ransomware_supporting_farmers-767398/SCIENCE%20&%20TECHNOLOGY/360

Bahamas HIC Latin America & Caribbean2021 March 11 https://bahamaspress.com/public-data-compromised-by-hackers-in-the-governments-visa-site-government-said-not-a-word-to-the-public/0

United KingdomHIC Europe & Central Asia2021 October 15 https://www.insuranceage.co.uk/broker/7546476/gallagher-faces-legal-action-over-response-to-ransomware-attack0

United StatesHIC North America 2021 October 15 https://www.natlawreview.com/article/new-jersey-acting-attorney-general-announces-data-breach-settlement-fertility-clinic0

Poland HIC Europe & Central Asia2022 April 29 https://www.tvp.info/59896969/na-ukrainie-odnotowano-lacznie-243-przestepstwa-wobec-dziennikarzy-od-zabojstw-po-ataki-hakerskie-poinformowal-tamtejszy-panstwowy-komitet-telewizji-i-radia0

South KoreaHIC East Asia & Pacific2022 August 1 http://www.koreatimes.com/article/20220801/14264660

Denmark HIC Europe & Central Asia2022 January 10 https://www.nordschleswiger.dk/de/daenemark-wirtschaft-gesellschaft/hacker-greifen-homeoffice0

Argentina UMC Latin America & Caribbean2022 September 11 https://www.diariopopular.com.ar/policiales/alarmante-18-mil-estafas-hackeos-whatsapp-n6629270

United StatesHIC North America 2022 April 19 https://www.crhoy.com/tecnologia/micitt-emite-alerta-urgente-sobre-ransomware%E2%80%AF-conti/0

Belgium HIC Europe & Central Asia2022 January 7 https://datanews.levif.be/ict/actualite/arrestation-d-un-homme-qui-volait-par-hameconnage-des-livres-non-publies/article-news-1510553.html0

Poland HIC Europe & Central Asia2022 March 17 https://wiadomosci.wp.pl/kolejny-atak-hakerski-w-rosji-tym-razem-przerwali-transmisje-ligi-mistrzow-6748315331386112a0

Turkey UMC Europe & Central Asia2018 June 26 http://www.dunyabulteni.net/haberler/424694/secim-gunu-aaya-90-bin-siber-saldiri[1774692, 1777167]['90 thousand cyber attacks on AA on election day | Current |', '90 million cyber attacks on AA on election day!']1

Poland HIC Europe & Central Asia2021 April 10 https://www.dobreprogramy.pl/Poczta-Polska-ostrzega-przed-oszustami.-Ktos-wykorzystuje-jej-marke-i-wyludza-dane,News,114438.html0

Denmark HIC Europe & Central Asia2021 June 20 https://borsen.dk/nyheder/virksomheder/hoteller-i-desperation-efter-hackerangreb-vi-kan-ingenting0

Russia UMC Europe & Central Asia2021 July 22 https://ria.ru/20210722/vzlom-1742383731.html0

Peru UMC Latin America & Caribbean2021 February 24 https://www.expreso.com.pe/actualidad/anp-pide-investigar-ciberataques-a-periodistas-carlos-paredes-y-claudia-toro/0

Sweden HIC Europe & Central Asia2021 June 23 https://www.aftonbladet.se/nyheter/a/mBOJE4/teorin-darfor-forsvann-fhms-coronasiffror0

Russia UMC Europe & Central Asia2020 March 18 https://www.cnews.ru/news/top/2020-03-18_kasperskij_nashel_shpionskoe0

KyrgyzstanLMC Europe & Central Asia2020 September 11 https://rus.azattyk.org/a/30833376.html 0

KazakhstanUMC Europe & Central Asia2020 August 25 https://www.nur.kz/1871044-fisingovye-sajty-po-prodaze-aviabiletov-razoblacili-v-kazahstane.html0

Chile HIC Latin America & Caribbean2019 March 22 https://www.emol.com/noticias/Economia/2019/03/22/942050/Cuprum-reconoce-haber-sido-victima-de-hackeo-informatico.html0

Czech RepublicHIC Europe & Central Asia2019 May 27 https://www.novinky.cz/internet-a-pc/bezpecnost/505778-hra-o-truny-prinesla-vzestup-kybernetickych-utoku.html0

Russia UMC Europe & Central Asia2019 June 19 https://www.securitylab.ru/news/499522.php0

Poland HIC Europe & Central Asia2019 September 25 https://www.telepolis.pl/wiadomosci/fintech/oszusci-powoluja-sie-na-dyrektywe-psd2-i-wyludzaja-dane-logowania-do-bankow0

Spain HIC Europe & Central Asia2019 March 19 https://www.diaridetarragona.com/tarragona/Golpe-a-una-banda-de-hackers-en-Tarragona-tras-estafar-4-millones-a-12-empresas-20190319-0029.html0

Mexico UMC Latin America & Caribbean2018 May 16 http://www.elfinanciero.com.mx/nacional/basave-pide-investigar-colusion-en-hackeo-a-bancos0

China UMC East Asia & Pacific2018 August 29 http://blog.sina.com.cn/s/blog_db7a4a960102ythd.html0

Cyprus HIC Europe & Central Asia2018 August 1 http://www.kibrispostasi.com/c39-BILIM_TEKNOLOJI/n258984-hackerlar-bankadan-24-milyon-dolar-caldi!-010820180

United StatesHIC North America 2022 November 24 https://www.gamesradar.com/studio-behind-silent-hill-warns-fans-not-to-be-fooled-by-malicious-phishing-emails/0

United StatesHIC North America 2022 December 3 https://dailyvoice.com/new-jersey/bergenfield/police-fire/accused-nj-hacker-cop-charged-with-victimizing-more-women-invaded-2800-college-email-accounts/850810/0

United StatesHIC North America 2022 November 29 https://www.jdsupra.com/legalnews/columbia-grain-international-llc-7354385/0

Chile HIC Latin America & Caribbean2018 February 23 http://www.biobiochile.cl/noticias/ciencia-y-tecnologia/internet/2018/02/23/sii-advierte-sobre-falso-correo-electronico-enviado-por-hackers-para-robar-informacion.shtml0

Cyprus HIC Europe & Central Asia2018 March 9 http://www.newsit.com.cy/default.php?pname=Article&art_id=241379&catid=310

United KingdomHIC Europe & Central Asia2021 April 25 https://www.computerweekly.com/news/252499384/Biden-sanctions-Russia-over-SolarWinds-cyber-attacks0

United StatesHIC North America 2021 May 25 https://www.techtimes.com/articles/260629/20210525/microsoft-discovers-new-strrat-malware-infecting-windows-devices-using-compromised.htm0

Ireland HIC Europe & Central Asia2021 May 26 https://www.midwestradio.ie/index.php/news/48032-some-months-before-mayo-university-hospital-recovers-from-cyber-attack0

South AfricaUMC Sub-Saharan Africa2022 July 7 https://techcentral.co.za/fbi-accuses-china-of-trying-to-ransack-western-companies-through-hacking/212978/0

United StatesHIC North America 2022 July 8 https://www.forbes.com/sites/daveywinder/2022/07/08/hack-the-police-heres-how-threat-actors-target-law-enforcement-in-2022/0



United StatesHIC North America 2021 July 6 https://spendmatters.com/2021/07/06/afternoon-coffee-american-employers-added-850000-jobs-in-june-revil-conducts-biggest-global-ransomware-attack-over-the-weekend-tropical-storm-elsa-hits-florida/0

United StatesHIC North America 2022 July 19 https://www.jdsupra.com/legalnews/american-dental-association-reports-1269240/0

United StatesHIC North America 2022 July 21 https://www.washingtonpost.com/politics/2022/07/21/hacks-genetic-firms-pose-risk-patients-experts-say/0

United StatesHIC North America 2022 February 22 https://www.jdsupra.com/legalnews/data-breach-alert-american-council-for-9864029/0

United StatesHIC North America 2022 September 9 https://www.law360.com/articles/15286460

India LMC South Asia 2022 November 7 https://economictimes.indiatimes.com/industry/services/consultancy-/-audit/deloitte-india-fires-employee-after-hacking-expose/articleshow/95365065.cms0

United StatesHIC North America 2022 November 2 https://news.yahoo.com/malicious-app-developer-remains-google-141000740.html0

France HIC Europe & Central Asia2018 August 24 https://www.01net.com/actualites/des-teraoctets-de-donnees-ont-fuite-chez-l-editeur-de-logiciels-espions-spyfone-1511265.html[1943552, 5063824, 1943488, 1944372, 1944140]['Terabytes of data leaked from spyware publisher SpyFone', 'Spyware Company Exposed  281 Gigabyte of Children Photos Online', "A spyware company exposed 'terabytes' of personal data, including selfies, text messages and location data", 'Spyware company leaked data', 'Spyware firm SpyFone leaves customer data , recordings exposed online']4

United StatesHIC North America 2017 November 8 https://www.androidheadlines.com/2017/11/35000-character-tweet-reveals-url-exploit-causes-crashes.html[957455, 1290157, 958511, 955451, 955867, 957436, 953618]['Twitter Users Exploit Bug , Posts 35 , 000 Character Tweet', 'An exploit on Twitter allows them to post a tweet of 35,000 characters!', '35 , 000 Character Tweet Reveals URL Exploit , Causes Crashes', 'Twitter Hacked by Prankster Duo With This 35 , 000', 'technology news User hacked Twitter and published tweet with more than 35 . 000 characters', 'An exploit on Twitter made it possible to post a tweet of 35 . 000 characters', 'Twitter exploit let two pranksters post a 35 , 000']6

South KoreaHIC East Asia & Pacific2019 June 4 http://www.koreatimesus.com/u-s-did-not-respond-strongly-enough-to-n-k-cyber-attack-in-2014-lawmaker/0

United StatesHIC North America 2019 June 5 https://www.webmd.com/a-to-z-guides/news/20190605/labcorp-latest-testing-company-to-be-hacked0

United StatesHIC North America 2019 June 18 https://blog.tmcnet.com/blog/rich-tehrani/sd-wan/hackers-now-attacking-sd-wan.html0

United KingdomHIC Europe & Central Asia2021 July 27 https://www.euractiv.com/section/cybersecurity/news/german-county-targeted-by-ransomware-asks-military-for-help/0

United StatesHIC North America 2020 January 8 https://www.law360.com/articles/12321010

United StatesHIC North America 2019 June 27 https://www.kezi.com/content/news/Phishing-scam-targeting-homebuyers-in-Oregon-and-beyond-511906211.html0

LuxembourgHIC Europe & Central Asia2020 May 1 https://chronicle.lu/category/shopping-1/32618-cactus-closes-temporarily-3-stores-due-to-hacking0

Australia HIC East Asia & Pacific2019 July 24 https://www.itwire.com/security/immunity-starts-selling-exploit-for-microsoft-rdp-flaw.html0

Ireland HIC Europe & Central Asia2019 January 26 https://www.wexfordpeople.ie/news/cllr-lawlor-being-investigated-for-data-breach-37734334.html0

United StatesHIC North America 2019 February 16 https://www.rocketcitynow.com/news/phoenix-arizona-man-sentenced-to-32-months-for-his-role-in-an-alabama-phishing-scam/17855782960

United StatesHIC North America 2019 August 14 https://healthitsecurity.com/news/hackers-demand-1m-in-grays-harbor-ransomware-attack0

Russia UMC Europe & Central Asia2019 March 14 http://www.ehackingnews.com/2019/03/76-percent-indian-companies-were-hit-by.html0

Australia HIC East Asia & Pacific2019 September 20 https://www.lifehacker.com.au/2019/09/malware-alert-microsoft-just-broke-windows-defender/0

Canada HIC North America 2019 September 25 https://www.wellandtribune.ca/news-story/9613087-seniors-housing-hacking-threat-on-wainfleet-s-radar/0

United StatesHIC North America 2019 October 23 https://www.thedailystar.com/news/local_news/local-business-gets-hit-with-cyber-attacks/article_a329596a-5997-559f-9475-c9d314d6504a.html0

United StatesHIC North America 2019 December 3 https://threatpost.com/supply-chain-account-takeover-how-criminals-exploit-third-party-access/150700/0

United StatesHIC North America 2019 July 23 http://www.v100rocks.com/news/over-1-million-kansans-suffered-data-breach-company-at-fault-reaches-settlement/0

United StatesHIC North America 2017 March 29 http://www.kiiitv.com/news/local/ben-bolt-isd-employees-victim-of-irs-phishing-scam/4262964310

Indonesia LMC East Asia & Pacific2017 May 16 http://www.thejakartapost.com/news/2017/05/16/malware-causes-minor-glitches.html0

United StatesHIC North America 2017 July 6 http://www.murfreesboropost.com/mpd-mfrd-computers-infected-by-malware-cms-471660

United StatesHIC North America 2017 June 12 http://www.isssource.com/ics-malware-linked-to-grid-attack/0

Russia UMC Europe & Central Asia2017 July 25 https://www.rferl.org/a/azerbaijan-hackers-banks/28637057.html0

United KingdomHIC Europe & Central Asia2017 September 10 http://www.newsbiscuit.com/2017/09/10/hackers-regret-raiding-barclays-as-accounts-get-emptied/0

United StatesHIC North America 2017 August 17 https://www.upi.com/Top_News/US/2017/08/16/University-of-Washington-students-can-hack-smart-devices-track-body-movement/2771502929983/0

Australia HIC East Asia & Pacific2017 October 9 http://www.australiandefence.com.au/news/cyber-security-alert-malware-aimed-at-defence-sector0

United StatesHIC North America 2017 October 20 http://www.tdtnews.com/news/article_d7c97c04-b530-11e7-91e9-6f70411d4f21.html0

Japan HIC East Asia & Pacific2017 December 15 http://www.newsonjapan.com/html/newsdesk/article/121817.php0

United StatesHIC North America 2017 December 21 http://www.wbtv.com/story/37116932/mecklenburg-services-still-crippled-after-cyber-hack-so-how-do-we-pay-our-taxes0

United StatesHIC North America 2018 February 27 http://www.darkreading.com/cloud/saml-flaw-lets-hackers-assume-users-identities/d/d-id/13311460

United Arab EmiratesHIC Middle East & North Africa2018 February 14 https://www.thenational.ae/uae/crazy-in-love-half-of-uae-online-daters-have-experienced-cyber-attacks-1.7045500

United KingdomHIC Europe & Central Asia2018 February 8 http://www.theregister.co.uk/2018/02/08/scada_hackers_cryptocurrencies/0

United StatesHIC North America 2018 February 8 http://www.zdnet.com/article/this-phishing-trick-steals-your-email-and-then-fools-your-friends-into-downloading-malware/0

United StatesHIC North America 2018 March 30 https://nypost.com/2018/03/30/thousands-of-users-hacked-on-bestiality-website/0

Ireland HIC Europe & Central Asia2018 April 4 https://www.irishexaminer.com/ireland/watchdog-to-probe-indo-data-breach-469082.html0

Canada HIC North America 2018 May 30 https://www.bnnbloomberg.ca/cibc-s-simplii-vows-to-make-this-right-in-wake-of-data-breach-1.10850910

United StatesHIC North America 2019 August 6 https://www.bakersfield.com/news/possible-data-breach-may-have-affected-more-than-current-former/article_b3f58c5e-b872-11e9-a2d1-83f25a90c5b3.html[4649464, 4665572, 4665573, 4665581]['Possible data breach may have affected more than 15 , 000 current , former Kern County employees', '824 current and former Charleston County employees impacted in HR data breach', 'Data breach exposes information of more than 800 Charleston Co . employees', 'More than 800 Charleston County employees impacted by data breach']3

Japan HIC East Asia & Pacific2018 July 2 https://nintendoenthusiast.com/blog/2017/06/09/hacked-3ds-units-being-banned-by-nintendo/0

India LMC South Asia 2018 October 15 https://www.indiatvnews.com/news/india-aadhaar-data-breach-compromised-1-billion-records-in-first-half-of-2018-claims-report-4723770

Sri Lanka LMC South Asia 2020 June 17 http://www.ft.lk/it-telecom-tech/Hackers-exploit-State-entities-failing-to-implement-cyber-security-guidelines/50-7017520

Japan HIC East Asia & Pacific2018 December 11 https://www.zdnet.com/article/it-firms-telcos-among-dozens-hacked-in-new-info-stealing-malware-attack/0

Albania UMC Europe & Central Asia2021 December 23 https://www.tiranatimes.com/?p=151667 0

Saudi ArabiaHIC Middle East & North Africa2020 April 28 https://saudigazette.com.sa/article/592419/World/Credential-theft-malware-threats-on-services-increase-in-Mideast-nbsp0

Israel HIC Middle East & North Africa2020 October 8 https://www.haaretz.com/israel-news/tech-news/.premium-israeli-phone-hacking-firm-cellebrite-halts-hong-kong-deal-with-china-1.92192440

Kenya LMC Sub-Saharan Africa2020 October 10 https://www.standardmedia.co.ke/entertainment/index.php/local-news/2001360740/kasarani-roysambu-city-estates-where-hackers-plot-multi-billion-bank-heists0

Israel HIC Middle East & North Africa2021 January 27 https://www.middleeasteye.net/news/uae-crown-prince-us-court-summons-twitter-ghada-oueiss0

Japan HIC East Asia & Pacific2021 February 17 https://www.cnet.com/news/doj-charges-more-hackers-in-sony-wannacry-attacks/0



India LMC South Asia 2020 December 17 https://www.indiatvnews.com/news/india/hsrp-website-hacked-chaos-rules-after-high-security-registration-plates-down-colour-coded-stickers-rosmerta-safety-systems-6720010

PhilippinesLMC East Asia & Pacific2020 December 28 https://www.rappler.com/technology/radyo-la-verdad-phishing-link-warning0

Uganda LIC Sub-Saharan Africa2020 January 3 https://pctechmag.com/2015/08/warning-hackers-sending-bogus-windows-10-emails-containing-ransomware/0

South AfricaUMC Sub-Saharan Africa2021 September 23 https://www.iol.co.za/news/politics/14-million-people-at-risk-after-justice-departments-data-breach-71a6c4cb-0ca4-4665-86ce-ce4fc63b648a0

India LMC South Asia 2021 October 16 https://www.organiser.org/india-news/singhu-border-hacking-one-nihang-arrested-yogendra-yadav-rakesh-tikait-evade-responsibility-6441.html0

Malaysia UMC East Asia & Pacific2021 March 6 https://www.thestar.com.my/aseanplus/aseanplus-news/2021/03/06/singapore-airs-frequent-flyer-data-affected-in-cyber-attack-british-air-also-affected0

India LMC South Asia 2022 January 8 https://www.punjabkesari.in/national/news/bully-by-app-case-school-university-websites-hacked-15229940

Russia UMC Europe & Central Asia2022 September 29 https://www.securitylab.ru/news/534151.php0

Indonesia LMC East Asia & Pacific2022 April 10 https://www.liputan6.com/news/read/4935199/ig-bem-si-diretas-jelang-demo-11-april-menkominfo-itu-bukan-ulah-pemerintah0

Tunisia LMC Middle East & North Africa2022 April 8 https://lapresse.tn/127661/lansi-met-en-garde-les-internautes-contre-un-logiciel-malveillant-affectant-les-systemes-windows/0

Bulgaria UMC Europe & Central Asia2022 July 3 https://afera.bg/%D0%B7%D0%B0%D1%81%D0%B5%D1%87%D0%B5%D0%BD%D0%BE-%D1%85%D0%B0%D0%BA%D0%B5%D1%80%D1%81%D0%BA%D0%B0%D1%82%D0%B0-%D0%B0%D1%82%D0%B0%D0%BA%D0%B0-%D1%82%D0%B0%D0%B7%D0%B8-%D0%B2%D0%B5%D1%87%D0%B5%D1%80/0

Poland HIC Europe & Central Asia2022 April 27 https://www.wirtualnemedia.pl/artykul/korea-polnocna-hakerzy-goldbackdoor-ataki-phishing-dziennikarze0

United StatesHIC North America 2022 April 21 https://www.crhoy.com/economia/exministros-califican-como-calamidad-el-hackeo-a-hacienda/0

Russia UMC Europe & Central Asia2022 November 28 https://ngs.ru/text/entertainment/2022/11/28/71850353/0

United StatesHIC North America 2021 July 16 https://www.andhrajyothy.com/telugunews/revanth-comments-19210716121051670

Poland HIC Europe & Central Asia2021 January 24 https://tvn24.pl/biznes/pieniadze/phishing-bankowosc-internetowa-wzrosla-liczba-oszustw-przy-uzyciu-polecenia-przelewu-nbp-49975270

South KoreaHIC East Asia & Pacific2021 August 13 http://www.viva100.com/main/view.php?key=202108130100036460

Italy HIC Europe & Central Asia2021 June 1 https://qds.it/escalation-malware-nel-mondo-italia-terza/0

Czech RepublicHIC Europe & Central Asia2021 April 13 https://channelworld.cz/novinky/dalsi-utok-na-distribuci-hackeri-napadli-asbis-262620

South KoreaHIC East Asia & Pacific2021 December 13 https://zdnet.co.kr/view/?no=202112132015110

Panama UMC Latin America & Caribbean2021 January 9 https://www.critica.com.pa/nacional/hackean-sistema-informatico-del-mides-afectando-registro-de-beneficiarios-5958550

Russia UMC Europe & Central Asia2021 September 9 https://www.securitylab.ru/news/524255.php0

SwitzerlandHIC Europe & Central Asia2020 May 26 https://www.cdt.ch/svizzera/mezzo-milione-di-svizzeri-vittime-di-phishing-cosa-fare-NC27303480

Ukraine LMC Europe & Central Asia2020 March 8 https://www.ukrinform.ua/rubric-world/2892100-rosijskij-slid-v-kibernapadi-na-mzs-avstrii-vse-citkisij-die-presse.html0

Indonesia LMC East Asia & Pacific2020 August 24 https://palembang.tribunnews.com/2020/08/24/website-resmi-pemkab-muratara-diretas-hacker-saat-diakses-muncul-lagu-iwan-fals-tikus-tikus-kantor0

Ukraine LMC Europe & Central Asia2020 October 21 http://internetua.com/kiberpoliciya-nesovershennoletnii-haker-ukral-i-prodal-bolee-milliona-ucsetnyh-zapisei0

Estonia HIC Europe & Central Asia2020 September 28 http://www.pealinn.ee/newset/ria-emoteti-pahavaraga-kaasneb-ka-andmevargus-n2584070

United StatesHIC North America 2020 July 28 https://pann.nate.com/talk/353194119 0

Finland HIC Europe & Central Asia2020 October 28 https://www.kauppalehti.fi/uutiset/hallitus-perkasi-tietomurtotapausta-marin-on-mahdollista-etta-vastaavan-kaltaisia-tilanteita-tulee-tulevaisuudessakin/6dd6284e-216e-4c4f-9feb-1ed6e7dd9d0a0

Israel HIC Middle East & North Africa2020 June 3 https://www.calcalist.co.il/internet/articles/0,7340,L-3829995,00.html0

Russia UMC Europe & Central Asia2019 March 1 https://riafan.ru/1156238-centrobank-dnr-soobshil-o-pyati-millionakh-kiberatak-na-svoi-servery0

Turkey UMC Europe & Central Asia2019 July 12 https://www.haberler.com/hackerlar-sahte-deepnude-uygulamasiyla-zararli-12239124-haberi/0

Poland HIC Europe & Central Asia2018 July 6 https://www.pulshr.pl/zarzadzanie/ukradl-z-firmy-narzedzia-hakerskie-i-probowal-je-sprzedac-na-czarnym-rynku,55552.html0

Ukraine LMC Europe & Central Asia2018 December 3 http://internetua.com/haker-odolel-noveishuua-antipiratskuua-zasxitu-za-20-minut0

Poland HIC Europe & Central Asia2018 April 11 https://www.dobreprogramy.pl/Atak-phishingowy-na-klientow-Biedronki.-Przestepcy-kusza-bonem-na-50-zl,News,87437.html0

Ukraine LMC Europe & Central Asia2018 November 20 https://www.segodnya.ua/lifestyle/science/nayden-sposob-oboyti-skaner-otpechatkov-palcev-lyubogo-smartfona-1190383.html0

South KoreaHIC East Asia & Pacific2018 September 3 http://www.etnews.com/20180903000248?mc=em_011_000020

Ukraine LMC Europe & Central Asia2017 July 11 https://khm.depo.ua/ukr/khm.depo.ua/rus/khm/kam-yanchani-perezhili-nichnu-hakersku-ataku-zlamano-kilka-oficiynih-saytiv-201707116035230

Argentina UMC Latin America & Caribbean2017 March 2 http://www.taringa.net/posts/linux/19763370/Hackers-logran-tumbar-mas-de-10-000-paginas-web-de-DarkWeb.html0

Turkey UMC Europe & Central Asia2017 November 30 http://www.star.com.tr/teknoloji/whatsapp-sohbetlerini-ele-geciren-casus-yazilim-kesfedildi-haber-1280918/0

Japan HIC East Asia & Pacific2017 April 8 http://www.vandal.net/noticia/1350689662/advierten-de-un-nuevo-intento-de-phishing-masivo-a-usuarios-de-world-of-warcraft/0

Finland HIC Europe & Central Asia2017 April 27 http://m.kauppalehti.fi/uutiset/20-myontaa-mobiililaitteelle-on-murtauduttu--hyokkaykset-yleistyvat-nopeasti/Mzghr65K0

France HIC Europe & Central Asia2017 August 1 http://france3-regions.francetvinfo.fr/bourgogne-franche-comte/doubs/besancon/mails-pirates-marche-lrem-appelle-vigilance-saisit-justice-1305745.html0

Poland HIC Europe & Central Asia2017 February 6 http://www.kurierlubelski.pl/strefa-biznesu/wiadomosci/z-kraju-i-ze-swiata/a/po-ataku-hakerow-na-banki-kluczowe-jest-jak-dlugo-przed-wykryciem-atak-byl-prowadzony,11764054/0

South KoreaHIC East Asia & Pacific2017 October 11 http://news.donga.com/3/all/20171012/86707135/10

Mexico UMC Latin America & Caribbean2017 March 26 http://www.elexpres.com/2015/nota.php?story_id=1326190

Mexico UMC Latin America & Caribbean2017 November 16 http://mundoejecutivo.com.mx/actualidad/2017/11/16/hackeo-nomina-cultura-cdmx-5-mdp0

Singapore HIC East Asia & Pacific2021 April 7 https://www.marketing-interactive.com/ntuc-s-employment-and-employability-institute-embroiled-in-data-breach-30000-individuals-at-risk0

Russia UMC Europe & Central Asia2021 November 24 https://www.bleepingcomputer.com/news/security/hackers-exploit-microsoft-mshtml-bug-to-steal-google-instagram-creds/0

United StatesHIC North America 2021 December 2 https://www.montrosepress.com/news/no-rate-increase-predicted-due-to-cyber-attack-on-dmea-officials-mum-as-to-whether/article_6839d972-5312-11ec-a57e-f71a34e582ac.html0

United StatesHIC North America 2021 April 10 https://www.msn.com/en-us/news/us/cu-community-advised-to-not-respond-to-hackers-in-massive-data-breach/ar-BB1fvPG90

United StatesHIC North America 2022 August 5 https://www.scmagazine.com/analysis/email-security/coinbase-phishing-hack-signals-more-crypto-attacks-to-come-says-security-firm0

United StatesHIC North America 2021 February 25 https://washingtontechnology.com/Articles/2021/02/25/senate-intel-supply-chain-hack-hearing.aspx[3151856, 3149606, 3149617, 3149573]['Supply chain hack took a thousand engineers to pull off , tech exec tells Congress -- Washington Technology', 'Tech exec to Congress : Supply chain hack took 1 , 000 engineers -- Defense Systems', 'Supply chain hack took a thousand engineers to pull off , tech exec tells Congress -- FCW', 'At least 1 , 000 engineers worked on supply chain hack , tech exec says -- GCN']3

United StatesHIC North America 2022 October 25 https://healthitsecurity.com/news/nm-radiology-practice-health-data-breach-results-in-phi-exposure0

United StatesHIC North America 2022 December 2 https://bioprepwatch.com/hackers-steal-112-gb-of-data/0



United StatesHIC North America 2022 December 10 https://www.galesburg.com/story/news/local/2022/12/09/notorious-ransomware-group-claims-credit-for-knox-college-disruptions/69712979007/0

United StatesHIC North America 2022 March 15 https://www.prnewswire.com:443/news-releases/wolf-haldenstein-adler-freeman--herz-llp-creative-services-inc-data-breach-alert-301503032.html0

India LMC South Asia 2019 June 10 https://www.thehindu.com/news/cities/bangalore/aeronautical-development-agencys-email-account-hacked/article27766909.ece0

United StatesHIC North America 2019 July 10 https://wbsm.com/councillor-hugh-dunn-demands-answers-from-mayor-on-cyber-attack/0

United StatesHIC North America 2019 August 14 https://dupagepolicyjournal.com/stories/513030356-community-consolidated-school-district-89-information-on-pearson-clinical-assessment-data-breach0

Canada HIC North America 2019 August 2 https://ottawacitizen.com/news/local-news/hackers-swarm-around-ottawa-city-hall0

Japan HIC East Asia & Pacific2019 April 4 https://www.zdnet.com/article/this-prolific-phishing-gang-is-back-with-new-tactics-to-target-executives/0

India LMC South Asia 2019 August 20 https://indianexpress.com/article/cities/pune/phishing-risk-army-officers-warned-of-fake-emails-about-salary-hike-5919298/0

United StatesHIC North America 2019 September 13 https://www.theepochtimes.com/michigan-election-hacking-alleged-amid-charges-of-extortion_3080008.html0

Lithuania HIC Europe & Central Asia2019 October 18 https://www.lrt.lt/en/news-in-english/19/1108107/lithuanian-ministry-in-apparent-hacking-attack-fake-news-spread-on-us-nuclear-weapons-in-baltics0

United StatesHIC North America 2019 December 2 https://www.biometricupdate.com/201912/hackers-target-biometric-selfie-and-id-document-check-popularity-with-new-phishing-attacks0

Australia HIC East Asia & Pacific2019 December 4 https://www.cso.com.au/article/669378/afp-takes-down-website-distributing-malware-used-by-domestic-abusers/0

United StatesHIC North America 2018 November 12 https://theoverspill.blog/2018/11/12/start-up-no-950-pakistans-banks-hacked-smartphones-in-africa-v-china-the-human-bot-problem-unzip-for-iphone-and-more/0

United KingdomHIC Europe & Central Asia2019 April 3 https://www.scmagazineuk.com/critical-flaw-rockwell-automations-ics-component-gave-hackers-complete-access/article/15809770

United StatesHIC North America 2019 September 7 https://www.forbes.com/sites/daveywinder/2019/09/07/us-government-critical-windows-warning-gets-real-as-wormable-exploit-weaponized/0

United StatesHIC North America 2017 January 7 http://www.azcentral.com/story/news/politics/politicalinsider/2017/01/07/arizona-lawmakers-get-hacked-see-message-russian/96289466/?hootPostID=9e001fb8cad64827d1058b93ac7f51880

Serbia UMC Europe & Central Asia2017 February 2 http://www.b92.net/eng/news/world.php?yyyy=2017&mm=02&dd=02&nav_id=1004020

United KingdomHIC Europe & Central Asia2017 February 2 http://www.mirror.co.uk/tech/psn-down-gamers-furious-hackers-97468970

United KingdomHIC Europe & Central Asia2017 February 24 http://www.computerweekly.com/news/450413698/Banking-malware-DDoS-ransomware-and-CEO-fraud-top-UK-cyber-threats0

United KingdomHIC Europe & Central Asia2017 February 6 https://www.theregister.co.uk/2017/02/06/hansa_darknet_bug_bounty/0

United StatesHIC North America 2017 February 28 http://www.mprnews.org/story/2017/02/28/fearing-data-could-disappear-volunteers-work-on-saving-data0

Ghana LMC Sub-Saharan Africa2017 April 13 http://www.peacefmonline.com/pages/local/education/201704/311919.php0

United StatesHIC North America 2017 April 25 https://www.scmagazine.com/city-of-newark-reportedly-hit-in-ransomware-attack/article/652644/0

United StatesHIC North America 2017 June 6 http://www.darkreading.com/threat-intelligence/fireeye-finds-russian-group-apt28-targeted-montenegro-government-with-cyber-attacks/d/d-id/13290600

United StatesHIC North America 2017 June 17 http://www.natlawreview.com/article/ocie-issues-risk-alert-critical-systems-following-wannacry-ransomware-attack0

Canada HIC North America 2017 July 11 http://www.niagarafallsreview.ca/2017/07/11/forsters-twitter-hacked-by-cryo-squad0

United StatesHIC North America 2017 August 12 http://fortune.com/2017/08/12/data-sheet-saturday-august-12-2017/0

United StatesHIC North America 2017 August 8 http://www.isssource.com/malware-tool-goes-to-market/0

United KingdomHIC Europe & Central Asia2017 September 26 http://www.information-age.com/cyber-attacks-target-healthcare-social-media-users-123468728/0

United StatesHIC North America 2017 April 18 http://whnt.com/2017/04/17/better-business-bureau-warns-against-new-phishing-scam-from-931-number/0

United StatesHIC North America 2017 June 29 https://www.balloon-juice.com/2017/06/29/followup-on-yesterdays-post-about-the-ransomware-attacks/0

United StatesHIC North America 2017 July 31 http://www.govinfosecurity.com/nuance-notpetya-attack-was-reportable-health-data-breach-a-101580

United StatesHIC North America 2018 January 22 https://yaledailynews.com/blog/2018/01/22/students-professionals-hack-health-care/0

United StatesHIC North America 2018 April 11 https://www.technologyreview.com/the-download/610850/china-has-been-hacking-american-ip-again/0

United StatesHIC North America 2018 May 20 http://wrrv.com/food-chain-with-hudson-valley-ties-has-data-breach/0

United KingdomHIC Europe & Central Asia2018 July 18 https://www.lbc.co.uk/news/uk/child-sexual-abuse-inquiry-fined-163200000-fo/0

United StatesHIC North America 2018 August 4 https://www.thedailybeast.com/canadian-man-pleads-guilty-to-hacking-gmail-accounts-for-the-kremlin0

China UMC East Asia & Pacific2018 October 25 https://www.androidheadlines.com/2018/10/timpdoor-malware-hidden-proxies.html0

Japan HIC East Asia & Pacific2018 October 31 https://www.zdnet.com/article/kraken-cryptor-ransomware-merges-with-fallout-exploit-kit/0

Australia HIC East Asia & Pacific2018 December 11 https://www.businessinsider.com.au/facebook-thinks-spammers-responsible-hack-stole-info-from-29-million-users-2018-100

United StatesHIC North America 2020 January 4 http://www.digitaljournal.com/business/landry-s-inc-hacked-despite-end-to-end-encryption/article/5646070

Russia UMC Europe & Central Asia2020 May 20 https://www.bleepingcomputer.com/news/security/snake-ransomware-leaks-patient-data-from-fresenius-medical-care/0

United StatesHIC North America 2020 January 31 https://www.govtech.com/public-safety/Health-Insurance-Marketplace-Data-Breach-Affects-1100.html0

Russia UMC Europe & Central Asia2020 July 7 https://www.cybersecurityintelligence.com/blog/coronvirus-phishing-campaign-targets-six-nations-5075.html0

United StatesHIC North America 2020 May 1 https://threatpost.com/cerberus-trojan-major-spyware-targeted-attack/155415/0

United StatesHIC North America 2020 July 30 https://www.msn.com/en-us/news/us/beshear-highlights-difficulties-keeping-up-old-unemployment-system-after-second-data-breach/ar-BB17loWS0

United StatesHIC North America 2020 September 2 http://my40.tv/news/local/haywood-schools-cyber-attack-includes-data-breach-staff-students-parents-alerted0

United StatesHIC North America 2021 January 25 https://www.natlawreview.com/article/denied-court-rejects-motion-to-certify-class-data-breach-alleging-disclosure0

Russia UMC Europe & Central Asia2020 November 11 https://www.bleepingcomputer.com/news/security/brazils-court-system-under-massive-ransomexx-ransomware-attack/0

Pakistan LMC South Asia 2020 December 10 https://www.dawn.com/news/1594912/eu-regulator-comes-under-cyber-attack0

United KingdomHIC Europe & Central Asia2021 February 3 https://www.infosecurity-magazine.com:443/news/over-three-million-us-drivers/0

Singapore HIC East Asia & Pacific2021 January 18 https://www.straitstimes.com/tech/tech-news/mas-announces-new-banking-rules-for-singapore-after-solarwinds-cyber-attack-exposes0

United StatesHIC North America 2021 August 10 https://goodmenproject.com/featured-content/devices-of-journalists-government-officials-in-kazakhstan-hacked-and-spied-on/0

United StatesHIC North America 2021 September 20 https://therealdeal.com/2021/09/20/marcus-millichap-says-it-was-the-target-of-a-cyber-attack/0

United StatesHIC North America 2021 March 14 http://www.pauldavisoncrime.com/2021/03/fbi-cryptocurrencies-growing-target-of.html0



Russia UMC Europe & Central Asia2022 July 12 https://www.securitylab.ru/news/532743.php0

United StatesHIC North America 2022 June 7 https://www.larepublica.net/noticia/ante-hackeo-hospital-calderon-confirma-que-las-citas-programadas-se-estan-atendiendo-con-normalidad0

Japan HIC East Asia & Pacific2022 November 6 https://alfabetajuega.com/ea/los-sims-5-ya-han-sufrido-un-hackeo-con-su-primera-prueba-jugable0

Finland HIC Europe & Central Asia2022 September 28 https://yle.fi/uutiset/3-12641867 0

Indonesia LMC East Asia & Pacific2022 November 9 https://www.cnnindonesia.com/nasional/20221109183416-12-871698/bawaslu-akui-data-sempat-kena-hack-minta-bantuan-bin0

Senegal LMC Sub-Saharan Africa2022 November 18 https://www.ouestaf.com/cybercriminalite-en-afrique-de-louest-les-hackers-sont-la-des-milliards-en-fcfa-partis/0

Brazil UMC Latin America & Caribbean2022 December 13 https://www.em.com.br/app/noticia/politica/2022/12/13/interna_politica,1432908/hackers-invadem-sites-de-estados-do-nordeste-com-mensagens-de-odio.shtml0

South KoreaHIC East Asia & Pacific2022 February 27 https://news.jtbc.joins.com/html/714/NB12048714.html0

France HIC Europe & Central Asia2022 April 18 https://www.numerama.com/tech/926183-le-hack-du-projet-crypto-beanstalk-relance-le-debat-sur-les-protocoles-mixeurs.html0

Italy HIC Europe & Central Asia2022 May 15 https://www.webnews.it/2022/05/15/occhio-questo-pericoloso-malware-di-telegram-puo-rubarti-anche-le-foto/0

Germany HIC Europe & Central Asia2021 February 4 https://www.mittelbayerische.de/bayern-nachrichten/polizei-warnt-vor-sms-mit-schadsoftware-21705-art1977589.html0

Ecuador UMC Latin America & Caribbean2021 July 18 https://www.expreso.ec:443/actualidad/hackers-atacaron-sistemas-informaticos-cnt-108488.html0

Indonesia LMC East Asia & Pacific2021 June 7 https://www.cnnindonesia.com/nasional/20210607210612-20-651461/peserta-nobar-kpk-end-game-diretas-pesan-makanan-online0

Estonia HIC Europe & Central Asia2021 June 16 https://forte.delfi.ee/artikkel/93753099/ostaee-hoiatab-eestis-levib-pangakaartide-andmete-ongitsemise-petuskeem-span-style-color-202122-font-family-sans-serif-span-arge-sisestage-oma-andmeid-saadetud-linkidele0

Russia UMC Europe & Central Asia2021 January 25 https://www.vesti.ru/hitech/article/25146730

Mexico UMC Latin America & Caribbean2021 December 16 https://elexpres.com/2015/nota.php?story_id=2712670

Ukraine LMC Europe & Central Asia2021 September 21 https://news.finance.ua/ru/news/-/500764/hakery-obokrali-na-krupnuyu-summu-platformu-kriptoperevodov0

Indonesia LMC East Asia & Pacific2021 March 31 https://www.viva.co.id/digital/teknopedia/1360653-hacker-mempermalukan-korban-jadi-modus-baru-kejahatan-siber0

Thailand UMC East Asia & Pacific2021 October 27 https://www.dailynews.co.th/news/415565/0

Denmark HIC Europe & Central Asia2020 November 27 https://www.computerworld.dk/art/254381/mere-end-70-000-danskere-ramt-af-kaempehack-af-tdc-virksomhed0

South KoreaHIC East Asia & Pacific2020 March 27 https://www.hankookilbo.com/News/Read/2020032710583835260

Turkey UMC Europe & Central Asia2020 April 1 https://www.hurriyet.com.tr/teknoloji/garanti-bbvadan-musterilerine-zararli-yazilim-uyarisi-414833270

South KoreaHIC East Asia & Pacific2020 December 22 http://newspim.com/news/view/202012220009480

Poland HIC Europe & Central Asia2019 October 18 http://www.rynekzdrowia.pl/Technologie-informacyjne/Ministerstwo-Zdrowia-ujawnilo-dane-o-atakach-hakerskich,199286,7.html0

Brazil UMC Latin America & Caribbean2019 March 4 https://macmagazine.uol.com.br/2019/03/04/mesmo-ignorado-pela-apple-hacker-compartilha-informacoes-de-bug-do-macos/0

Argentina UMC Latin America & Caribbean2019 November 27 https://tn.com.ar/tecno/f5/prosegur-fue-victima-de-un-ataque-hacker_10138030

Italy HIC Europe & Central Asia2019 January 21 https://corrierealpi.gelocal.it/belluno/cronaca/2019/01/19/news/estorsione-porno-in-email-nuova-ondata-hackers-sugli-account-clonati-1.176722380

South KoreaHIC East Asia & Pacific2018 February 26 http://www.fnnews.com/news/2018022607005781650

Cyprus HIC Europe & Central Asia2018 March 9 http://www.sigmalive.com/news/scitech/technology/493922/kyprosprosoxi-kakovoulo-logismiko-zitoun-lytra-se-bitcoin0

Italy HIC Europe & Central Asia2018 August 28 http://ildubbio.news/ildubbio/2018/08/28/ristretti-orizzonti-vittima-degli-hacker/0

United StatesHIC North America 2018 March 20 https://www.elvocero.com/gobierno/dos-ataques-cibern-ticos-en-un-d-a/article_64b95732-2bd9-11e8-9c6f-233bc2a40f36.html0

Russia UMC Europe & Central Asia2018 November 9 https://www.yar.kp.ru/online/news/3291784/0

Turkey UMC Europe & Central Asia2018 August 4 https://shiftdelete.net/sarj-adaptoru-hacklendi0

Sweden HIC Europe & Central Asia2018 September 21 http://www.unt.se/nyheter/uppsala/dataintrang-misstanks-vid-svenska-universitet-5084165.aspx0

Poland HIC Europe & Central Asia2018 April 18 https://www.forbes.pl/finanse/oszusci-wyludzaja-dane-z-kart-udajac-ministerstwo-finansow/fz50pvj0

Belgium HIC Europe & Central Asia2018 September 6 http://datanews.levif.be/ict/actualite/huawei-prise-en-flagrant-delit-de-bidouillage-de-benchmarks/article-normal-887623.html0

Italy HIC Europe & Central Asia2018 August 8 https://www.macitynet.it/hide-n-seek/ 0

Russia UMC Europe & Central Asia2018 May 23 http://www.banki.ru/news/lenta/?id=104790130

Brazil UMC Latin America & Caribbean2018 November 2 http://idgnow.com.br/internet/2018/11/02/alerta-app-que-promete-ver-quem-visualizou-seu-perfil-no-facebook-esconde-malware/0

India LMC South Asia 2017 December 31 https://divyamarathi.bhaskar.com/news/NAT-DEL-IFTM-railway-minister-piyush-goyals-order-to-increase-security-in-the-railway-hacking-5779985-NOR.html0

Germany HIC Europe & Central Asia2017 October 5 http://www.cnet.de/88175701/immer-mehr-deutsche-unternehmen-werden-von-hackern-angegriffen/0

Ukraine LMC Europe & Central Asia2017 May 13 https://www.unian.net/science/1920989-bolshinstvo-ukrainskih-gosuchrejdeniy-ne-postradali-ot-kiberataki-wannacrypt-gosspetssvyazi.html0

Australia HIC East Asia & Pacific2022 December 6 https://www.itwire.com/business-it-news/security/mandiant-identifies-china-threat-group-malware-infecting-usb-drives-103025.html[3909800, 3909801, 3902319]['iTWire - Mandiant identifies China threat group malware infecting USB drives', 'iTWire - Mandiant identifies Chinese threat group malware infecting USB drives', 'Self - Replicating Malware Used by Chinese Cyberspies Spreads via USB Drives']2

Russia UMC Europe & Central Asia2017 June 28 https://www.rzn.info/news/2017/6/28/hakery-vyveli-iz-stroya-ryazanskuyu-avtozapravku.html0

Lithuania HIC Europe & Central Asia2017 July 29 http://lzinios.lt/lzinios/Gimtasis-krastas/kibernetiniu-ataku-byloje-teisiami-du-nepilnameciai/2479710

Belgium HIC Europe & Central Asia2017 September 21 http://www.hln.be/hln/nl/4125/Internet/article/detail/3264828/2017/09/21/Belgische-hacker-krijgt-via-helpdesk-toegang-tot-honderden-bedrijven.dhtml0

Paraguay UMC Latin America & Caribbean2017 September 24 http://www.abc.com.py/edicion-impresa/judiciales-y-policiales/envian-a-prision-a-hacker-por-desvio-de-llamadas-de-copaco-1634669.html0

United StatesHIC North America 2022 July 9 https://www.rollingstone.com/culture/culture-features/crypto-heist-teenage-hacker-ellis-pinsky-1367400/0

India LMC South Asia 2022 July 22 https://www.medianama.com/2022/07/223-ransomware-group-claims-breach-nbfcs-servers/0

Canada HIC North America 2022 January 12 https://ipolitics.ca/2022/01/12/hacking-the-activists-fighting-for-human-rights/0

United StatesHIC North America 2022 August 5 https://www.jdsupra.com/legalnews/first-choice-community-healthcare-inc-6860484/0

United StatesHIC North America 2022 October 3 https://www.bloomberg.com/news/articles/2022-10-03/singtel-engages-lawyers-after-major-data-theft-at-australia-unit0

Ireland HIC Europe & Central Asia2022 March 7 https://www.rte.ie/news/ireland/2022/0307/1284978-hacker/0

United StatesHIC North America 2022 August 31 https://torrentfreak.com/fake-youtube-dmca-notices-exploit-suspension-fears-to-install-malware-220831/0

United StatesHIC North America 2022 May 19 https://www.scmagazine.com/news/threat-intelligence/hacker-indicted-for-brokerage-hacks-fraud0



United KingdomHIC Europe & Central Asia2022 October 26 https://www.eurogamer.net/genshin-impact-dev-suffers-massive-data-breach0

United StatesHIC North America 2022 November 28 https://krebsonsecurity.com/2022/11/u-s-govt-apps-bundled-russian-code-with-ties-to-mobile-malware-developer/0

United StatesHIC North America 2022 December 21 https://www.jdsupra.com/legalnews/order-express-inc-reports-data-breach-9269889/0

United StatesHIC North America 2022 December 15 https://hothardware.com/news/lego-fixes-bricklink-exploit-allow-hackers-hijack-accounts0

United StatesHIC North America 2019 April 22 https://missoulian.com/business/bitcoin-hacker-sentenced-to-years-in-first-ever-conviction-for/article_6f4e29b0-5f0c-550f-870c-4fae17f17bf5.html0

United StatesHIC North America 2022 April 7 https://www.crn.com/news/channel-programs/huntress-ceo-on-fbi-disrupting-russian-hackers-i-m-pumped-0

Israel HIC Middle East & North Africa2022 March 21 https://www.haaretz.com/israel-news/tech-news/.premium-iranian-hackers-taunt-israel-on-social-media-over-mossad-chief-hack-1.106884560

United StatesHIC North America 2021 January 19 https://www.theepochtimes.com/parler-claims-amazon-intentionally-left-security-hole-for-hackers-to-attack-data-centers_3662963.html0

United StatesHIC North America 2021 April 5 https://www.govinfosecurity.com/healthcare-phishing-incidents-lead-to-big-breaches-a-163390

United StatesHIC North America 2020 January 6 https://threatpost.com/deathransom-campaign-malware-cornucopia/151567/0

United StatesHIC North America 2020 June 2 https://www.newjerseyhills.com/bernardsville_news/news/systems-returning-after-computer-hack-in-bernards-township/article_1721a727-058d-573f-871a-b61433d50043.html0

United StatesHIC North America 2020 June 16 https://www.forbes.com/sites/robertanzalone/2020/06/16/blockfi-hires-new-chief-security-officer-after-last-months-hack/0

United StatesHIC North America 2019 July 15 https://kiow.com/2019/07/15/hacking-and-online-extortion-becoming-more-prevelent-locally/0

United StatesHIC North America 2019 July 8 https://nakedsecurity.sophos.com/2019/07/08/researchers-hack-vr-worlds/0

United StatesHIC North America 2019 July 25 https://capitolfax.com/2019/07/25/timeline-released-of-russian-hack-of-illinois-state-board-of-elections/0

United StatesHIC North America 2019 March 21 https://www.hometownlife.com/story/news/local/bloomfield-township/2019/03/21/phishing-scam-strikes-bloomfield-township-police-warn/3216424002/0

United StatesHIC North America 2019 September 2 http://www.spamfighter.com/News-22386-Hackers-demanded-$1-Million-ransom-payment-from-Washington-based-Hospital.htm0

United StatesHIC North America 2019 September 23 https://www.gillettenewsrecord.com/news/local/article_e990f155-32e8-5c2e-94ba-5436f80581be.html0

United KingdomHIC Europe & Central Asia2017 November 21 http://www.nottinghampost.com/news/uk-world-news/online-advice-issued-after-millions-807513[994760, 994693, 994688, 994761, 998762]['Who was the gang behind the Pornhub cyber attack ? ', 'What to do if youre infected by malware online and who is behind the Pornhub cyberattack', 'Who are the cybergang behind Pornhub malware attack', 'Visitors to adult website Pornhub  infected with malware  in cyber attack', 'Millions of Pornhub users infected by malware']4

United StatesHIC North America 2019 November 21 https://www.wired.com/story/sandworm-android-malware/0

United StatesHIC North America 2021 August 24 https://www.12news.com/article/news/local/200-residents-personal-information-affected-kingman-cyber-attack-cause-still-not-determined/75-cafc4221-ed0c-48d0-abb5-0dc402d676fd0

United StatesHIC North America 2017 January 4 http://legalnewsline.com/stories/511058025-11th-circuit-grants-stay-in-ftc-case-against-labmd-over-data-breach-allegations0

Japan HIC East Asia & Pacific2017 February 25 http://operationrainfall.com/2017/02/25/no-passwords-viewable-funimation/0

United KingdomHIC Europe & Central Asia2017 March 12 http://www.mirror.co.uk/news/uk-news/department-education-refuses-step-stop-100126870

United StatesHIC North America 2017 March 28 http://www.bankinfosecurity.com/apple-blocks-locked-for-illegal-pornography-ransomware-a-97980

Australia HIC East Asia & Pacific2017 March 29 http://www.southernhighlandnews.com.au/story/4244511/wikileaks-claims-its-supporters-are-behind-the-massive-ddos-cyber-attack/?cs=41590

United StatesHIC North America 2017 May 12 http://news.softpedia.com/news/windows-defender-keeps-reporting-exploit-swf-meadgive-infection-on-some-pcs-515668.shtml0

United StatesHIC North America 2017 July 18 https://www.scmagazine.com/researchers-spot-new-exte-cryptomix-variant/article/675543/0

United StatesHIC North America 2017 August 25 https://www.mediapost.com/publications/article/306313/amazon-prime-day-phishing-scam-makes-the-rounds.html0

United KingdomHIC Europe & Central Asia2017 August 2 http://www.ibtimes.co.uk/hawkeye-malware-hackers-using-versatile-data-stealing-trojan-multiple-new-phishing-attacks-16331360

United StatesHIC North America 2017 September 21 https://finance.yahoo.com/news/back-day-mario-isn-apos-083500708.html0

United KingdomHIC Europe & Central Asia2017 November 4 http://www.ibtimes.co.uk/dark-overlord-strikes-north-korea-hacks-rogue-apps-lurk-week-cybersecurity-16458640

Kenya LMC Sub-Saharan Africa2017 December 8 https://www.kachwanya.com/2013/07/15/uganda-investment-authority-website-hacked-security-fail/0

Bahrain HIC Middle East & North Africa2017 December 31 http://www.gdnonline.com/Details/300883/Authorities-warn-against-WhatsApp-hacking-scams0

Australia HIC East Asia & Pacific2017 March 22 https://www.ipswichadvertiser.com.au/news/beware-of-malware-scam-on-computers/3157849/0

United StatesHIC North America 2018 January 21 http://www.mypalmbeachpost.com/business/florida-considers-ending-fee-freeze-credit-equifax-leads-gripes/UCWE5fWTiQqr9zGO6OT6nK/0

United StatesHIC North America 2018 March 27 http://www.isssource.com/suspect-busted-for-huge-malware-attacks/0

Pakistan LMC South Asia 2018 April 8 http://www.journalismpakistan.com/Hacker-admits-attacks-on-Murdoch-Sony0

United StatesHIC North America 2018 April 10 https://federalnewsradio.com/cybersecurity/2018/04/ig-interior-dept-computer-infected-with-malware-after-employee-surfed-porn-sites/0

United KingdomHIC Europe & Central Asia2018 May 6 https://www.thetimes.co.uk/edition/news/off-the-shelf-hacking-kits-let-amateurs-target-schools-gn9tv0sqh0

United StatesHIC North America 2018 May 16 https://www.fiercehealthcare.com/tech/lincare-data-breach-settlement-legal-cybersecurity0

United StatesHIC North America 2018 June 26 http://www.spamfighter.com/News-21621-Bitdefender-Uncovers-New-Stealthy-Malware-Zacinlo-that-Features-Persistence.htm0

United StatesHIC North America 2018 October 5 http://guardianlv.com/2018/10/email-phishing-alert-requesting-updated-links-for-paypal-account/0

Singapore HIC East Asia & Pacific2018 August 2 https://www.networksasia.net/article/rise-blended-cyber-attacks-wreaking-greater-damage-report.15331908120

Australia HIC East Asia & Pacific2018 August 16 http://www.ibtimes.com.au/acma-warns-optus-email-phishing-scam-15712460

Singapore HIC East Asia & Pacific2018 November 1 https://www.straitstimes.com/singapore/slew-of-new-measures-to-strengthen-public-healthcare-systems-unveiled-following-singhealth0

United StatesHIC North America 2018 November 19 http://www.spamfighter.com/News-21875-Turkish-Police-Arrested-Cryptocurrency-Hackers.htm0

United StatesHIC North America 2020 May 22 https://bgr.com/2020/05/21/equifax-settlement-payout-to-banks-data-breach-ftc/0

United KingdomHIC Europe & Central Asia2020 May 27 https://www.itproportal.com/news/hacking-group-builds-new-malware-using-patchwork-of-old-code/0

United StatesHIC North America 2020 February 5 https://www.fox7austin.com/news/manor-isd-recovers-800000-after-millions-stolen-in-phishing-scam0

United KingdomHIC Europe & Central Asia2020 February 8 https://www.belfasttelegraph.co.uk/news/northern-ireland/translink-hacked-but-data-not-compromised-38935515.html0

United StatesHIC North America 2020 February 10 https://threatpost.com/docker-registries-malware-data-theft/152734/0

United StatesHIC North America 2020 March 3 https://www.rhinotimes.com/featured-article/hackers-target-guilford-county-government/0

Uganda LIC Sub-Saharan Africa2020 September 15 http://www.redpepper.co.ug/2020/06/hacker-group-anonymous-re-emerge-amid-us-unrest/0

United StatesHIC North America 2021 February 16 https://www.reuters.com/article/us-france-cyber/french-it-monitoring-firm-centreon-says-no-customers-affected-by-hacking-campaign-idUSKBN2AG2DJ0



Australia HIC East Asia & Pacific2021 January 29 https://www.crn.com.au/news/oaic-puts-msps-on-notice-over-data-breach-reporting-5603900

Ireland HIC Europe & Central Asia2020 December 29 https://www.thesun.ie/tech/6343530/free-amazon-gift-card-email-scam-hack/0

United StatesHIC North America 2021 October 26 http://www.msn.com/en-nz/news/national/kiwis-bombarded-with-cyberthreats-like-phishing-scams-amid-covid-19-outbreak/ar-AAPWDZ70

United StatesHIC North America 2021 October 27 https://www.msn.com/en-us/news/us/virginia-dmv-warns-of-phishing-scam/ar-AAQ1wRM0

Italy HIC Europe & Central Asia2022 November 22 https://www.punto-informatico.it/furto-criptovalute-phishing-teamviewer/0

NetherlandsHIC Europe & Central Asia2022 May 19 https://www.techzine.nl/nieuws/security/488746/hackers-winnen-800-000-dollar-voor-aanval-op-teams-ubuntu-en-meer/0

South KoreaHIC East Asia & Pacific2022 August 25 https://www.edaily.co.kr/news/read?newsId=03653926632430928&mediaCodeNo=2570

United StatesHIC North America 2022 April 21 https://www.crhoy.com/economia/comerciantes-piden-ampliar-horarios-de-atencion-en-aduanas-por-hackeo/0

Denmark HIC Europe & Central Asia2022 June 10 https://www.seoghoer.dk/krimi/kraenkede-500-kvinder-27-arig-mand-far-fire-ars-faengsel-i-stor-hackersag0

United StatesHIC North America 2022 October 5 https://www.teletica.com/politica/a-casi-6-meses-de-hackeos-entes-publicos-no-se-han-recuperado-al-100_3211110

Germany HIC Europe & Central Asia2022 August 7 https://www.focus.de/panorama/welt/lieferservice-apetito-attackiert-ungestoert-von-den-behoerden-operiert-eine-hackergruppe-tief-im-deutschen-netz_id_129979542.html0

Ukraine LMC Europe & Central Asia2022 April 26 https://news.obozrevatel.com/economics/cryptocurrency/haker-neudachnik-vzlomal-kriptoproekt-no-zabyil-ukrast-1-mln.htm0

France HIC Europe & Central Asia2022 May 20 https://www.silicon.fr/windows-11-le-portail-de-telechargement-usurpe-par-des-hackers-439260.html0

Bulgaria UMC Europe & Central Asia2021 March 1 https://bnr.bg/post/101429968/germanskiat-portal-za-otchitane-na-pristigashtite-v-stranata-e-haknat-saobshti-v-ponedelnik-bild0

Belgium HIC Europe & Central Asia2021 December 17 https://www.informaticien.be/news_item-32262-Un_logiciel_malveillant_a_chapp_aux_contrles_de_Google__dsinstallez_cette_.html0

United StatesHIC North America 2021 June 15 https://www.elvocero.com/gobierno/tras-hackeo-a-su-web-ahora-luma-sufre-fraudes-por-tel-fono-y-por-email/article_b2aeafaa-ce10-11eb-87dd-b769052461f9.html0

Belgium HIC Europe & Central Asia2021 December 28 https://www.lavenir.net/cnt/dmf20211228_01649741/un-outil-de-piratage-fait-trembler-netflix-disney-amazon-apple0

Germany HIC Europe & Central Asia2021 September 15 https://www.berliner-zeitung.de/news/server-des-bundeswahlleiters-ziel-von-hackerangriff-li.1831280

El SalvadorLMC Latin America & Caribbean2021 November 25 http://diario1.com/mundo/hombre-es-condenado-a-muerte-por-piratear-juego-del-calamar-en-corea-del-norte/0

Ukraine LMC Europe & Central Asia2021 July 21 https://interfax.com.ua/news/telecom/756977.html0

Poland HIC Europe & Central Asia2021 October 21 https://www.komputerswiat.pl/aktualnosci/bezpieczenstwo/poczta-polska-ostrzega-przed-nowym-oszustwem-hakerzy-oferuja-zwrot-podatku/k7m25t20

Ukraine LMC Europe & Central Asia2021 June 4 https://www.unian.net/games/hakery-snova-ugrozhayut-vylozhit-v-set-ishodnyy-kod-cyberpunk-2077-vedmaka-3-i-drugie-dokumenty-cd-projekt-igry-11442787.html0

Poland HIC Europe & Central Asia2021 October 29 https://www.tvp.info/56650057/atak-hakerski-na-totolotek-hakerzy-mogli-uzyskac-dostep-do-archiwalnych-danych0

Denmark HIC Europe & Central Asia2019 November 14 https://www.idag.dk/article/view/686836/endnu_en_horeapparatgigant_ramt_af_hackerangreb[4875440, 4875438, 4875439, 4882945, 4882943]['Another hearing aid giant hit by hacker attacks', 'Hearing giant WS Audiology has also been hit by hacker attacks', 'Just two months after huge attack on Demant : \xa0Another big hearing aid company shut down by hacker attack', 'Hackers cost hearing aid company all growth in third quarter', 'Hit on the accounts: Hacker attacks cost hearing aid companies dearly']4

United StatesHIC North America 2020 August 5 https://thehill.com/policy/cybersecurity/overnights/510580-hillicon-valley-nsa-warns-of-security-threats-from-mobile[2642617, 4240054]['Hillicon Valley : NSA warns of new security threats | Teen accused of Twitter hack pleads not guilty | Experts warn of mail - in voting misinformation', 'Hillicon Valley : Three arrested in Twitter hack | Trump pushes to break up TikTok | House approves $500M for election security']1

Brazil UMC Latin America & Caribbean2021 January 14 https://noticias.uol.com.br/cotidiano/ultimas-noticias/2021/01/14/hacker-e-preso-no-ma-acusado-de-desviar-r-13-milhoes-de-banco-virtual.htm0

South KoreaHIC East Asia & Pacific2020 January 13 http://news.kmib.co.kr/article/view.asp?arcid=0014123370&code=61161311&sid1=spo0

Russia UMC Europe & Central Asia2020 December 25 https://www.bfm.ru/news/461442 0

South KoreaHIC East Asia & Pacific2020 July 21 https://www.edaily.co.kr/news/read?newsId=02840486625836816&mediaCodeNo=2570

Russia UMC Europe & Central Asia2020 June 26 https://www.securitylab.ru/news/509513.php0

Russia UMC Europe & Central Asia2020 September 5 https://vz.ru/news/2020/9/5/1058780.html 0

Finland HIC Europe & Central Asia2020 February 7 https://www.osterbottenstidning.fi/Artikel/Visa/3488140

India LMC South Asia 2020 April 27 https://navbharattimes.indiatimes.com/tech/gadgets-news/serious-antivirus-bug-allowing-hackers-to-steal-sensitive-data-fron-users-computer-or-smartphones/articleshow/75404773.cms0

Germany HIC Europe & Central Asia2019 March 13 https://www.antenne.de/experten-tipps/technik/warnung-vor-falschem-whatsapp-update-so-werdet-ihr-den-virus-wieder-los0

France HIC Europe & Central Asia2019 December 18 https://www.zdnet.fr/actualites-partenaires/sony-ou-l-histoire-banale-d-un-hack-du-siecle-39896043.htm0

Chile HIC Latin America & Caribbean2019 January 15 http://www.diariolongino.cl/peligro-digital-por-ataques-ciberneticos-a-automoviles/0

Czech RepublicHIC Europe & Central Asia2018 February 24 https://www.chip.cz/novinky/ransomware-pro-android-blokuje-mobil/0

Canada HIC North America 2018 November 19 https://www.985fm.ca/nouvelles/faits-divers/167428/la-mrc-de-mekinac-a-du-payer-30-000-a-des-pirates-informatiques0

Indonesia LMC East Asia & Pacific2018 February 12 http://tekno.liputan6.com/read/3271878/kode-rahasia-apple-bocor-di-internet-ios-terancam-peretasan0

Ukraine LMC Europe & Central Asia2018 June 4 https://ko.com.ua/index.php?q=uroven_rasprostraneniya_jeksplojta_eternalblue_prevysil_pokazateli_2017_g_1248540

Czech RepublicHIC Europe & Central Asia2018 September 5 https://www.novinky.cz/krimi/482552-nachodskou-snezku-vydiraji-hackeri-uvedl-rozhlas.html0

Argentina UMC Latin America & Caribbean2018 May 4 https://www.taringa.net/posts/celulares/20179956/Hackers-logran-vulnerar-Android-usando-el-procesador-grafico.html0

United StatesHIC North America 2022 December 22 https://www.coinspeaker.com/ankr-former-employee-exploit/[3933619, 3933622]['Ankr Reveals Former Employee behind $5M Protocol Exploit , Looks to Beef Up Network Security', 'Ankr Admits Inside Job Behind $5M Hack ; Promises To Improve Security']1

Russia UMC Europe & Central Asia2017 January 20 https://rueconomics.ru/221384-glava-pirotehnicheskoi-associacii-nazval-prichinu-vzloma-salyuta-nad-belym-domom0

Ukraine LMC Europe & Central Asia2017 July 27 http://www.aif.ua/money/company/v_borispole_zayavili_chto_hakerskaya_ataka_ne_povliyala_na_ih_rabotu0

Indonesia LMC East Asia & Pacific2017 May 17 http://medan.tribunnews.com/2017/05/17/situs-diskominfo-sumut-diretas-ini-langkah-yang-akan-dilakukan-untuk-memulihkannya0

Mexico UMC Latin America & Caribbean2017 February 17 http://www.dineroenimagen.com/2017-02-17/836740

Finland HIC Europe & Central Asia2017 October 13 http://www.tivi.fi/Kaikki_uutiset/yhdelle-firmalle-sattuu-ja-tapahtuu-jatkuvasti-ohjasi-nyt-kavijat-lataamaan-haittaohjelman-66822430

Germany HIC Europe & Central Asia2017 January 10 http://www.manager-magazin.de/fotostrecke/von-yahoo-bis-linkedin-das-sind-die-groessten-hackerangriffe-fotostrecke-144127.html0

Canada HIC North America 2017 January 20 http://ici.radio-canada.ca/nouvelle/1012154/logiciel-malveillant-maliciel-sherbrooke-philippe-antoine-plante-universite-sherbrooke0

Russia UMC Europe & Central Asia2017 June 28 http://1prime.ru/experts/20170628/827617684.html0

Ukraine LMC Europe & Central Asia2017 June 10 http://rian.com.ua/interview/20170609/1024831761.html0

Czech RepublicHIC Europe & Central Asia2017 January 26 http://www.lupa.cz/aktuality/avast-varuje-pred-vlnou-phishingovych-e-mailu-mirici-na-klienty-csob/0

SwitzerlandHIC Europe & Central Asia2017 January 1 http://www.aargauerzeitung.ch/aargau/kanton-aargau/hacker-nehmen-aargauer-spitaeler-und-akw-ins-visier-1308255900

United StatesHIC North America 2021 November 30 https://www.csoonline.com/article/3643052/blackmatter-ransomware-quickly-fills-void-left-by-darkside-revil.html0



United StatesHIC North America 2022 July 25 https://healthitsecurity.com/news/bcbs-of-massachusetts-reports-third-party-vendor-data-breach0

United KingdomHIC Europe & Central Asia2021 July 6 https://www.itpro.co.uk/security/phishing/360129/lazarus-hackers-target-engineers-using-malware-laced-job-ads0

Russia UMC Europe & Central Asia2022 January 28 https://www.bleepingcomputer.com/news/security/finland-warns-of-facebook-accounts-hijacked-via-messenger-phishing/0

United StatesHIC North America 2022 February 1 https://www.washingtontimes.com:443/news/2022/feb/1/fbi-chief-wray-china-still-engaged-large-scale-hac/0

United StatesHIC North America 2022 March 4 https://www.law360.com/articles/14705190

United KingdomHIC Europe & Central Asia2022 March 10 https://www.thecourier.co.uk/fp/news/courts/3090611/thursday-court-round-up-halloween-horror-and-council-data-breach/0

United StatesHIC North America 2022 March 30 https://riverheadnewsreview.timesreview.com/2022/03/109771/hackers-gained-access-to-about-422-files-in-ransomware-attack-against-riverhead-school-district-last-november-superintendent-says/0

Canada HIC North America 2022 April 5 https://regina.ctvnews.ca/slga-dealing-with-information-breach-1.58483010

United StatesHIC North America 2022 May 10 https://www.arkansasonline.com/news/2022/may/10/victory-day-hack-mars-putin-celebration/0

Finland HIC Europe & Central Asia2022 October 26 https://yle.fi/news/3-12667569 0

United KingdomHIC Europe & Central Asia2022 November 16 https://www.techradar.com/news/microsoft-office-lets-hackers-execute-arbitrary-code-update-now0

United KingdomHIC Europe & Central Asia2022 May 25 https://www.bournemouthecho.co.uk/news/20162003.cyber-attack-warning-small-businesses-including-hotels-restaurants/0

United StatesHIC North America 2019 April 17 https://www.darkreading.com/vulnerabilities---threats/new-malware-campaign-targets-financials-retailers/d/d-id/13344590

Malta HIC Middle East & North Africa2019 March 7 http://www.independent.com.mt/articles/2019-03-07/local-news/Lands-Authority-website-back-online-for-the-first-time-after-November-data-breach-67362046790

Japan HIC East Asia & Pacific2019 June 21 https://www.zdnet.com/article/new-bird-miner-cryptocurrency-miner-targets-mac-pirates/0

Malta HIC Middle East & North Africa2019 June 8 https://www.timesofmalta.com/articles/view/20190608/local/probe-into-data-breach-at-elderly-peoples-home.7122170

PhilippinesLMC East Asia & Pacific2020 September 30 https://www.rappler.com/technology/anonymous-cyber-attack-angola0

United KingdomHIC Europe & Central Asia2019 January 29 https://www.thenational.scot/news/17391360.fortnite-security-flaws-let-hackers-access-players-personal-data/0

United StatesHIC North America 2019 March 5 https://atwonline.com:443/airlines/hong-kong-begins-compliance-investigation-after-cathay-pacific-data-breach0

United StatesHIC North America 2019 August 8 https://www.techrepublic.com/article/russian-phishing-campaign-using-aws-to-host-landing-pages-designed-to-avoid-detection/0

United StatesHIC North America 2022 September 20 https://libn.com/2022/09/20/suffolk-police-partners-with-nypd-amid-cyber-attack/[3792501, 3801762, 3796870, 3806542, 3806548]['Suffolk County Cyber Attack Targets Government Agencies – NBC New York', 'Suffolk Police partners with NYPD amid cyber attack | Long Island Business News', 'Long Island Cyberattack : Hacked Suffolk County Documents Posted on Dark Web – NBC New York', 'Suffolk Hackers Strike Again, Leak Data – NBC New York (47)', 'Hackers Post More Suffolk Documents On Web – NBC New York ( 47 )']4

United StatesHIC North America 2019 March 5 https://securityboulevard.com/2019/03/data-breach-disclosures-by-uk-banks-jump-480-in-2018-financial-regulator-says/0

PhilippinesLMC East Asia & Pacific2017 January 5 http://thestandard.com.ph/news/-main-stories/225921/criminal-raps-recommended-vs-comelec-over-website-hacking.html0

PhilippinesLMC East Asia & Pacific2017 January 10 http://bulatlat.com/main/2017/01/10/media-watchdogs-website-hacked/0

United KingdomHIC Europe & Central Asia2017 February 1 https://www.scmagazineuk.com/downeks-and-quasar-malware-combine-in-attack-linked-to-gaza-cybergang/article/635127/0

United StatesHIC North America 2017 March 8 https://www.forbes.com/sites/thomasbrewster/2017/03/08/google-android-wikileaks-cia-cyber-attacks/0

United Arab EmiratesHIC Middle East & North Africa2017 March 16 http://www.emirates247.com/crime/local/tra-foiled-more-than-1000-cyber-attacks-last-year-2017-03-16-1.6497660

United KingdomHIC Europe & Central Asia2017 March 29 http://www.electronicsweekly.com/news/research-news/scanner-exploited-remote-laser-hacking-attack-2017-03/0

Qatar HIC Middle East & North Africa2017 May 26 http://www.qatar-tribune.com/news-details/id/670470

United StatesHIC North America 2017 June 14 https://www.metering.com/news/eset-security-malware-ukraine-study/0

Romania UMC Europe & Central Asia2017 September 6 http://www.romaniapress.com/news-10087952.html0

United KingdomHIC Europe & Central Asia2017 September 14 http://www.thecomet.net:80/news/east-and-north-herts-nhs-trust-launches-electronic-patient-records-system-after-global-cyber-attack-delay-1-51937100

United KingdomHIC Europe & Central Asia2017 May 2 https://www.out-law.com/en/articles/2017/may/retailer-fined-after-payment-card-details-exposed-in-cyber-attack/0

Ireland HIC Europe & Central Asia2017 October 27 http://www.offalyexpress.ie/news/home/278824/tullamore-credit-union-issues-warning-to-members-over-phishing-scam.html0

United StatesHIC North America 2017 December 20 http://wfae.org/post/50-200-county-systems-restored-after-cyber-attack0

China UMC East Asia & Pacific2018 January 9 https://www.ttgasia.com/2018/01/09/two-more-hong-kong-travel-agencies-hacked/0

United KingdomHIC Europe & Central Asia2018 February 2 https://www.computing.co.uk/ctg/news/3025903/all-businesses-targeted-by-ceo-phishing-scams-losses-estimated-at-usd53bn0

Saudi ArabiaHIC Middle East & North Africa2018 February 7 http://www.arabnews.com/node/1241486/media0

Nigeria LMC Sub-Saharan Africa2018 March 12 http://punchng.com/kaspersky-warns-of-malware-targeting-african-organisations/0

United StatesHIC North America 2018 June 12 https://www.nextgov.com/cybersecurity/2018/06/interior-ig-nations-dams-safe-hacks-vulnerable-insider-threats/148934/0

United KingdomHIC Europe & Central Asia2018 June 29 https://www.bankingtech.com/2018/06/new-android-malware-sneaks-in-despacito/0

Israel HIC Middle East & North Africa2018 July 5 https://www.timesofisrael.com/suspect-accused-of-endangering-national-security-in-spyware-theft-plot/0

South AfricaUMC Sub-Saharan Africa2018 October 28 https://www.iol.co.za/news/politics/malusigigaba-working-with-private-investigation-firm-following-hack-176756240

Canada HIC North America 2018 July 26 https://calgaryherald.com/news/local-news/ahs-falls-victim-to-phishing-scam-but-avoids-losing-any-money/wcm/34f41e53-22ed-43c8-804f-87b1a78f986d0

United StatesHIC North America 2018 October 17 http://www.spamfighter.com/News-21823-Faculties-and-Staff-of-Chapman-got-Affected-by-the-Critical-Phishing-Attack.htm0

Australia HIC East Asia & Pacific2018 November 1 https://www.cso.com.au/article/649039/cisco-hackers-attacking-asa-firepower-0-day-there-no-patch/0

United StatesHIC North America 2020 June 19 https://legalnewsline.com/stories/539796022-san-francisco-employees-retirement-system-sued-after-data-breach0

United StatesHIC North America 2020 February 19 https://www.newscentermaine.com/article/news/local/wells-police-dept-target-of-phishing-scam/97-bc94eb56-6fef-4798-a182-55025c2128ca0

United StatesHIC North America 2020 February 24 http://bartlesvilleradio.com/pages/news/231922020/kwon-tech-talk-hosts-talk-recent-ransomware-attack0

United StatesHIC North America 2020 November 9 https://www.benzinga.com/news/20/11/18266732/another-alibaba-backed-grocer-suffers-massive-data-breach0

United KingdomHIC Europe & Central Asia2022 May 6 https://www.techradar.com/news/this-dangerous-new-malware-is-attacking-windows-devices-via-infected-usb-drives[3625130, 3628759]['This dangerous new malware is attacking Windows devices via infected USB drives', 'Beware of this new Windows malware, it attacks an unusual place in the system!']1

Australia HIC East Asia & Pacific2020 August 24 https://www.pulseitmagazine.com.au/australian-ehealth/5673-sa-pathology-rejects-claims-of-covid-19-sms-data-breach0

United StatesHIC North America 2021 December 15 https://www.forbes.com/sites/thomasbrewster/2021/12/15/iran-backed-hackers-use-slack-for-cyber-espionage/0

Canada HIC North America 2020 October 21 https://montrealgazette.com/news/local-news/stm-website-was-taken-down-by-ransomware0

United KingdomHIC Europe & Central Asia2020 December 8 https://www.infosecurity-magazine.com:443/news/kalispell-proposes-data-breach/0



United StatesHIC North America 2020 December 24 https://theaviationist.com/2020/12/24/leonardo-hack-allegedly-targeted-details-of-neuron-ucav-program/0

United StatesHIC North America 2021 February 24 https://www.wral.com/chatham-county-water-customers-should-prepare-for-big-bills-after-months-lost-to-hack/19544035/0

United StatesHIC North America 2021 March 2 http://www.thecourierexpress.com/news/clearfield-county-commissioners-provide-additional-information-on-ransomware-attack/article_f071439a-9ee4-53ef-90bd-8c2cd8af93e9.html0

South KoreaHIC East Asia & Pacific2022 February 25 https://news.jtbc.joins.com/html/581/NB12048581.html0

Japan HIC East Asia & Pacific2022 November 7 https://www.asahi.com/articles/ASQC75HZ5QC7ULZU00N.html0

Mexico UMC Latin America & Caribbean2022 November 2 https://aristeguinoticias.com/0211/mexico/aristegui-en-vivo-hackeo-paraliza-a-la-sict-encuesta-del-ine-sobre-reforma-electoral-corea-del-norte-lanza-23-misiles-y-mas/0

Indonesia LMC East Asia & Pacific2022 June 10 https://regional.kompas.com/read/2022/06/10/181226578/pasutri-di-padang-jadi-korban-phising-rp-11-miliar-ojk-sumbar-minta-warga0

Russia UMC Europe & Central Asia2022 August 25 https://www.securitylab.ru/news/533546.php0

Argentina UMC Latin America & Caribbean2022 June 9 http://www.eldiariodelapampa.com.ar/la-pampa/33538-el-diario-estuvo-casi-10-horas-bajo-un-ataque-cibernetico0

Chile HIC Latin America & Caribbean2022 July 25 https://www.biobiochile.cl/noticias/nacional/region-de-ohiggins/2022/07/25/piden-transacciones-autoridades-de-ohiggins-denuncian-estafa-y-hackeo-de-sus-whatsapp.shtml0

Russia UMC Europe & Central Asia2022 September 21 https://3dnews.ru/1074593/izdatel-mafia-i-borderlands-prizval-ne-otkryvat-pisma-i-ssylki-ot-svoey-sluzhby-podderzhki-eyo-vzlomali0

Russia UMC Europe & Central Asia2022 April 2 https://www.securitylab.ru/news/530925.php0

Poland HIC Europe & Central Asia2022 November 24 https://www.nowiny.pl/biznes/214667-oszusci-wyludzaja-dane-osobowe-na-pgg-tak-mozna-stracic-pieniadze-a-o-weglu-zapomniec.html0

Russia UMC Europe & Central Asia2022 December 12 https://www.securitylab.ru/analytics/534887.php0

Germany HIC Europe & Central Asia2021 January 5 https://www.welt.de/regionales/rheinland-pfalz-saarland/article223779730/LKA-ermittelt-nach-Cyber-Angriffen-auf-Lernplattform.html0

Serbia UMC Europe & Central Asia2021 February 18 https://www.alo.rs/vesti/drustvo/arena-cloud-na-udaru-hakera/386449/vest0

South KoreaHIC East Asia & Pacific2021 December 7 http://news.kmib.co.kr/article/view.asp?arcid=0924221579&code=11151300&sid1=eco0

Spain HIC Europe & Central Asia2021 November 26 https://www.lavozdegalicia.es/noticia/somosmar/pesca-marisqueo/2021/11/26/hackean-imagenes-porno-jornadas-pesca-celeiro/00031637927744877211512.htm0

Israel HIC Middle East & North Africa2021 March 14 https://www.haaretz.co.il/captain/net/.premium-1.96176090

Germany HIC Europe & Central Asia2021 May 18 https://www.t-online.de/digital/internet/id_90054184/phishing-warnung-bei-amazon-vorsicht-vor-diesen-nachrichten-.html0

Chile HIC Latin America & Caribbean2021 August 6 https://www.elmostrador.cl/noticias/opinion/2021/08/06/falsificaciones-y-phishing-en-tiempos-de-e-commerce/0

Brazil UMC Latin America & Caribbean2021 May 21 https://midiamax.uol.com.br/cotidiano/2021/criminosos-invadem-whats-de-clinicas-e-fingem-sorteio-para-hackear-clientes-em-ms0

Russia UMC Europe & Central Asia2020 March 4 https://club.cnews.ru/blogs/entry/hakery_pri_podderzhke_inostrannyh_gosudarstv_atakovali_12000_polzovatelej_google0

Poland HIC Europe & Central Asia2020 May 11 https://www.dobreprogramy.pl/SMSy-o-blokadzie-konta-Allegro-sa-falszywe-oszusci-chca-wyludzic-dane-karty-platniczej,News,107833.html0

Indonesia LMC East Asia & Pacific2020 October 7 https://www.cnnindonesia.com/teknologi/20201007125535-185-555427/dua-situs-pengadilan-diretas-protes-pengesahan-uu-ciptaker0

France HIC Europe & Central Asia2020 December 17 https://www.itespresso.fr/piratage-oracle-alerte-points-vente-135937.html0

South KoreaHIC East Asia & Pacific2020 September 15 http://www.busan.com/view/busan/view.php?code=20200915115110366780

Hungary HIC Europe & Central Asia2020 May 14 https://24.hu/tech/2020/05/14/ramsay-malware-virus-kartevo-eset/0

Russia UMC Europe & Central Asia2020 June 10 https://www.securitylab.ru/news/509146.php0

Russia UMC Europe & Central Asia2020 June 18 https://tass.ru/ekonomika/8760499 0

Bulgaria UMC Europe & Central Asia2019 July 24 https://www.monitor.bg/bg/a/view/hakerite-udarili-nap-tochili-danni-za-predizborni-kompromati-obzor-1714150

Finland HIC Europe & Central Asia2019 August 14 https://www.satakunnankansa.fi/a/6e780888-566d-462b-bcaf-a92aadee61e90

Israel HIC Middle East & North Africa2019 May 19 http://www.talniri.co.il/marketnews/article.asp?id=938990

Czech RepublicHIC Europe & Central Asia2019 May 20 https://www.svethardware.cz/karma-funguje-hackerske-forum-bylo-take-hacknuto/493470

Russia UMC Europe & Central Asia2019 August 26 https://www.securitylab.ru/news/500627.php0

Russia UMC Europe & Central Asia2019 October 16 https://ura.news/news/1052403240 0

Italy HIC Europe & Central Asia2019 March 16 https://www.iphoneitalia.com/692330/hacker-sdk-app-mobile0

Mexico UMC Latin America & Caribbean2019 February 12 https://lasillarota.com/nacion/general-trauwitz-compro-software-espia-de-11-mdd-para-pemex-amlo-huachicol-investigado-equipo-espia/2708550

Spain HIC Europe & Central Asia2019 October 22 https://www.genbeta.com/seguridad/phishing-que-acecha-nuestros-altavoces-inteligentes-para-iniciar-actualizacion-di-tu-contrasena0

South KoreaHIC East Asia & Pacific2019 December 26 http://www.zdnet.co.kr/view/?no=201912261150080

Russia UMC Europe & Central Asia2019 March 4 https://www.securitylab.ru/news/498203.php0

France HIC Europe & Central Asia2018 October 4 http://www.lavenirdelartois.fr/3557/article/2018-10-04/annezin-les-comptes-de-la-ville-pirates0

United StatesHIC North America 2018 March 22 https://www.nacion.com/el-pais/salud/hackeo-de-datos-del-sicere-lleva-tres-anos-de/KZTCYNB5AZG5BNUWR6T3PVHQR4/story/0

Mexico UMC Latin America & Caribbean2018 May 8 http://ciudadania-express.com/2018/05/07/condisef-revela-hackeo-en-su-plataforma-de-pagos-electronicos/0

Kenya LMC Sub-Saharan Africa2019 June 5 https://www.mediacongo.net/article-actualite-52216_piratage_massif_de_sites_web_du_gouvernement_kenyan.html[4037819, 4518726, 4513876, 4513873, 4516198, 4513875]['mediacongo. net - News - Massive Hacking of Kenyan Government Websites', 'Massive hacking of Kenyan government websites', 'NYS and IFMIS among government websites hacked', 'Kenya battles to recover state websites after hacking', 'Kenya : NYS and Ifmis Among Government Websites Hacked', 'Official Kenyan government sites defaced as hackers penetrate poor cybersecurity measures']5

Sweden HIC Europe & Central Asia2018 May 13 https://www.svt.se/nyheter/lokalt/gavleborg/sjukskoterska-i-halsingland-falls-for-dataintrang-i-patientjounal0

France HIC Europe & Central Asia2018 April 25 https://www.linformaticien.com/actualites/id/21426/pager/15925693/page/7.aspx0

Slovak RepublicHIC Europe & Central Asia2018 September 28 https://www.buongiornoslovacchia.sk/index.php/archives/861210

Israel HIC Middle East & North Africa2018 June 28 http://www.isra.com/news/216942 0

France HIC Europe & Central Asia2017 August 1 http://www.leparisien.fr/informations/piratage-de-cartes-bancaires-deux-armeniens-mis-en-examen-a-nice-30-07-2013-3018749.php0

Hungary HIC Europe & Central Asia2017 March 10 http://www.blikk.hu/aktualis/kulfold/tobb-10-ezer-gyermekporno-oldalt-csinalt-ki-az-anonymus-hackere/d7hyyfr0

Sweden HIC Europe & Central Asia2017 March 17 https://www.va.se/nyheter/2017/03/17/nu-har-50-000-svenska-mejlkonton-hackats--har-kan-du-kolla-ifall-ditt-losenord-ar-sakert/0

Russia UMC Europe & Central Asia2017 November 21 https://regnum.ru/news/it/2347660.html 0

Argentina UMC Latin America & Caribbean2017 May 10 http://www.eldestapeweb.com/en-un-dia-hubo-dos-misoginos-hackeos-contra-referentes-opositoras-n286410

Taiwan 2017 February 17 http://news.sina.com.tw/article/20170217/20682536.html0



India LMC South Asia 2017 October 26 HTTPS://hindi.news18.com/news/tech/every-second-hackers-stole-122-people-data-1146526.html0

United StatesHIC North America 2017 October 24 https://www.radiosvoboda.org/a/news/28813393.html0

United StatesHIC North America 2021 April 12 https://www.nextgov.com/cybersecurity/2021/04/former-dhs-secretary-details-solarwinds-hackers-access-his-email/173300/0

United StatesHIC North America 2021 May 11 https://www.techtimes.com/articles/260092/20210511/ransomware-attack-helps-macbook-repair-shops-recover-lost-data.htm0

United StatesHIC North America 2021 June 7 https://www.fbi.gov/news/pressrel/press-releases/fbi-deputy-director-paul-m-abbates-remarks-at-press-conference-regarding-the-ransomware-attack-on-colonial-pipeline0

Nigeria LMC Sub-Saharan Africa2022 August 8 https://dailypost.ng/2022/08/08/ncc-warns-users-on-new-ways-hackers-infiltrate-jeopardise-privacy-through-google-play-store/0

PhilippinesLMC East Asia & Pacific2021 June 21 https://www.ilonggotechblog.com/2021/06/almost-9m-cryptominers-prevented-in-sea-smbs-in-2020.html0

United StatesHIC North America 2022 July 19 https://www.scmagazine.com/news/network-security/malware-author-implants-web-shell-to-target-digium-phone-software0

China UMC East Asia & Pacific2022 January 11 https://cointelegraph.com/news/animoca-brands-lympo-nft-platform-hacked-for-18-7-million0

United StatesHIC North America 2022 January 26 https://www.nbcwashington.com/news/consumer/data-breach-compromises-personal-information-of-koons-customers/2948456/0

United StatesHIC North America 2022 February 23 https://maritime-executive.com/article/indian-container-terminal-diverts-ships-due-to-ransomware-attack0

United StatesHIC North America 2022 October 11 https://www.jdsupra.com/legalnews/identity-theft-is-not-a-joke-jim-third-1869016/0

India LMC South Asia 2022 March 30 https://economictimes.indiatimes.com/tech/tech-bytes/number-of-phishing-incidents-have-gone-up-says-government/articleshow/90547679.cms0

United StatesHIC North America 2022 April 19 https://www.windowscentral.com/windows-11-download-page-imitator-spreading-malware-pcs0

Armenia UMC Europe & Central Asia2022 May 3 https://hetq.am/en/article/144125 0

United StatesHIC North America 2022 December 14 https://www.10tv.com/article/news/investigations/10-investigates/city-whitehall-sends-out-37000-notification-letters-after-ransomware-attack/530-87db3f9d-327c-483b-9360-146dba53c43b0

United KingdomHIC Europe & Central Asia2019 February 25 http://www.globallegalpost.com/big-stories/financial-services-in-480-per-cent-data-breach-rise-31159547/0

United StatesHIC North America 2019 June 20 https://threatpost.com/danabot-ransomware-arsenal/145863/0

United StatesHIC North America 2019 June 5 http://knsiradio.com/news/local-news/minnesota-get-900k-hacking-lawsuit0

United StatesHIC North America 2021 January 19 http://www.sun-sentinel.com/florida-jewish-journal/fl-jj-world-nation-briefs-synagogues-20210119-llcctoftijdzlh4nqxqr67pbei-story.html0

United StatesHIC North America 2020 January 6 https://mondovisione.com/media-and-resources/news/new-york-department-of-financial-services-issues-alert-to-regulated-entities-con/0

United StatesHIC North America 2019 July 1 https://www.sandiegoreader.com/news/2019/jul/01/ticker-russian-hackers-haunt-san-diego-poll-quest/0

United StatesHIC North America 2019 July 25 https://www.darkreading.com/mobile/android-malware-triada-most-active-on-telco-networks/d/d-id/13353370

United StatesHIC North America 2019 August 9 http://www.baltimoresun.com/politics/bs-md-ci-it-staffing-20190809-egcxxq7n7jawjcrbopjglnat3y-story.html0

United StatesHIC North America 2019 September 24 https://www.law360.com/articles/1201759/russian-man-cops-to-massive-jpm-hack-to-cough-up-19m0

United StatesHIC North America 2019 September 19 https://www.thedailystar.com/news/local_news/senator-warns-upstate-region-is-being-targeted-by-hackers/article_039b0210-04be-52e7-961b-cf8afad0a8ad.html0

United StatesHIC North America 2019 August 24 http://www.journalgazette.net/business/20190824/suspect-in-credit-card-hacking-to-stay-jailed0

Russia UMC Europe & Central Asia2019 December 10 https://www.bleepingcomputer.com/news/security/phishing-attack-hijacks-office-365-accounts-using-oauth-apps/0

United StatesHIC North America 2019 December 13 https://gvwire.com/2019/12/12/fresno-cog-recovers-from-catastrophic-cyber-attack/0

United StatesHIC North America 2018 January 24 http://www.cbs58.com/news/large-green-bay-company-hit-by-hackers0

United StatesHIC North America 2017 July 12 http://www.jdsupra.com/legalnews/data-breach-disruptions-the-cost-of-60355/0

United StatesHIC North America 2017 June 19 http://legalnewsline.com/stories/511129446-new-york-settles-with-health-industry-support-company-after-massive-data-breach-allegations0

United StatesHIC North America 2017 July 2 http://www.pe.com/2017/07/01/tech-girl-phishing-your-own-workers/0

New ZealandHIC East Asia & Pacific2017 August 30 http://www.nzherald.co.nz/politics/news/article.cfm?c_id=280&objectid=119141610

United KingdomHIC Europe & Central Asia2017 August 2 http://www.newtownabbeytoday.co.uk/news/crime/darkweb-hackers-demanded-ransom-from-council-during-cyber-attack-1-80840160

Spain HIC Europe & Central Asia2022 July 16 https://www.lavanguardia.com/tecnologia/20220716/8412280/detectan-nueva-estafa-pasar-booking-instalar-malware-pmv.html0

United StatesHIC North America 2018 July 11 https://www.onlinepc.ch/hardware/sicherheit/hacker-nutzen-zertifikate-d-link-einschleusen-schadcode-1553035.html[1811595, 1812521, 1810662, 1809864, 1832481, 1810658, 1809862, 1812696, 1809969, 1809856, 1807620, 1809090, 1809855]['Hackers just used D - Link security certificates to steal user passwords', 'Hackers use D - Link certificates to inject malicious code', 'Cyberespionage Group Steals Certificates to Sign Malware', 'Genuine security certificates are being used to sign industry espionage malware', 'ESET identifies malware stealing D-Link digital certificates', 'Stolen digital certificates used in Plead malware spread', 'Stolen Taiwanese Certs Used in Malware Campaign', 'ESET: hackers signed malware with D-Link certificate', 'Stolen certificates from D - Link used to sign password - stealing malware', 'Malware scum copied D - Link code - signing certificates • The Register', 'Stolen digital certificates misused in Plead malware campaign discovered', 'BlackTech threat group steals D - Link certificates to spread backdoor malware', 'Certificates stolen from D - Link used to sign malware']12

United StatesHIC North America 2017 December 8 http://www.chicagotribune.com/business/ct-biz-sinai-phishing-incident-20171207-story.html0

United StatesHIC North America 2017 December 20 http://www.kwch.com/content/news/FF12-Holiday-Shopping-Guide-Delivery--465291433.html0

United StatesHIC North America 2017 February 22 http://www.nbcdfw.com/news/local/Tarrant-Co-911-Recognized-For-Fast-Action-During-Cyber-Attack-414453773.html0

South AfricaUMC Sub-Saharan Africa2018 May 28 https://www.jacarandafm.com/breakfast-martin-bester/hackers-loot-r300-000-local-comedians/0

United KingdomHIC Europe & Central Asia2018 April 27 http://www.dailymail.co.uk/news/article-5662893/Car-crime-Britain-rises-56-keyless-technology-hacking-vehicles-childs-play.html0

New ZealandHIC East Asia & Pacific2018 August 31 https://www.infonews.co.nz/news.cfm?id=1169510

United KingdomHIC Europe & Central Asia2018 September 14 https://www.governmentcomputing.com/business/news/cyber-attack-italian-national-institute-social-assistance-threatens-users-personal-data0

United StatesHIC North America 2018 November 23 https://biglawbusiness.com/lenovo-83m-spyware-class-action-settlement-gets-initial-ok0

United Arab EmiratesHIC Middle East & North Africa2020 June 1 https://www.khaleejtimes.com/business/telecom/uae-issues-warning-for-smartphone-users-against-hacking-message0

United StatesHIC North America 2020 January 16 https://healthitsecurity.com/news/evasive-domain-impersonation-phishing-attacks-increase-by-4000

Israel HIC Middle East & North Africa2020 January 29 https://www.jweekly.com/2020/01/29/email-phishing-scam-targets-bay-area-rabbis-and-their-congregants/0

United StatesHIC North America 2020 March 4 https://betanews.com/2020/03/04/2019-cyber-attacks/0

United KingdomHIC Europe & Central Asia2020 April 29 https://www.crowdfundinsider.com/2020/04/160726-developers-of-dforce-a-chinese-defi-protocol-that-was-hacked-to-return-24-9-million-to-users-after-hacker-gives-back-stolen-funds/0

United StatesHIC North America 2021 December 23 https://www.govtech.com/security/honolulu-transit-putting-services-back-online-after-hack0

United KingdomHIC Europe & Central Asia2020 September 23 https://www.expressandstar.com/news/crime/2020/09/23/university-of-birmingham-students-could-launch-action-over-hack/0

United KingdomHIC Europe & Central Asia2021 February 8 https://www.itpro.co.uk/security/malware/358550/uk-general-reveals-military-use-of-malware-against-isis0

Canada HIC North America 2021 February 4 https://www.queensjournal.ca/story/2021-02-03/university/school-of-religion-apologizes-for-distressing-violation-by-hacker-at-zoom-event/0

United StatesHIC North America 2021 March 1 https://www.wickedlocal.com/story/transcript-bulletin/2021/02/26/westwood-police-logs-feb-15-22-phishing-scam-nets-1-500/4544928001/0



Singapore HIC East Asia & Pacific2021 February 16 https://www.marketing-interactive.com/omnicom-media-group-reportedly-falls-prey-to-cyber-attack0

South KoreaHIC East Asia & Pacific2022 January 13 https://zdnet.co.kr/view/?no=202201131714480

Israel HIC Middle East & North Africa2022 September 29 https://www.calcalist.co.il/calcalistech/article/rytfvg7fo0

South KoreaHIC East Asia & Pacific2022 July 19 https://www.hani.co.kr/arti/society/society_general/1051582.html0

Indonesia LMC East Asia & Pacific2022 September 10 https://www.republika.co.id/berita/rhzl83382/bin-bantah-dokumen-presiden-bocor-oleh-hacker0

Brazil UMC Latin America & Caribbean2022 December 8 https://www.dgabc.com.br/Noticia/3899140/clickjacking-entenda-por-que-cresce-esse-tipo-de-ataque-hacker-no-brasil0

Germany HIC Europe & Central Asia2022 August 17 https://www.heise.de/news/Cisco-ASA-Firewalls-hacken-per-Metasploit-und-Open-Source-Tools-7222976.html0

Spain HIC Europe & Central Asia2022 July 11 https://www.europapress.es/portaltic/ciberseguridad/noticia-malware-hace-pasar-app-verificacion-dos-pasos-espana-20220711101946.html0

Ukraine LMC Europe & Central Asia2022 June 29 http://internetua.com/izrailskaya-razvedka-predotvratila-hakerskie-ataki-na-elektrostancii-ssha[3694342, 4099087]['Israeli intelligence thwarted hacker attacks on US power plants', 'IDF stopped hackers from hitting US power plants - Unit 8200 official']1

United StatesHIC North America 2017 August 14 http://www.marketwatch.com/story/notification-regarding-a-data-breach-suffered-by-sabre-hospitality-solutions-affecting-reservations-made-at-la-torretta-lake-resort-spa-2017-08-14[744391, 744408, 744407, 744409, 744405, 744392]['Notification regarding a Data Breach Suffered by Sabre Hospitality Solutions Affecting Reservations', 'Notification regarding a Data Breach Suffered by Sabre Hospitality Solutions Affecting Reservations Made at La Torretta Lake Resort & Spa', 'Notification regarding a Data Breach Suffered by Sabre Hospitality Solutions Affecting Reservations Made at The Gallivant Times Square', 'Notification regarding a Data Breach Suffered by Sabre Hospitality Solutions Affecting Reservations Made at The Bicycle Hotel', 'Notification regarding a Data Breach Suffered by Sabre Hospitality Solutions Affecting Reservations Made at The Domain Hotel', 'Notification regarding a Data Breach Suffered by Sabre Hospitality Solutions Affecting Reservations Made at The Roosevelt Hotel']5

Argentina UMC Latin America & Caribbean2022 June 5 http://www.ebizlatam.com/los-sitios-web-de-criptomonedas-sufren-ataques-de-phishing-masivos/0

Mexico UMC Latin America & Caribbean2021 September 5 https://www.elheraldodechihuahua.com.mx/local/camargo/recuperan-dinero-de-cuentan-hackeadas-en-camargo-7172684.html0

France HIC Europe & Central Asia2021 September 18 https://www.lci.fr/societe/covid-19-tests-apres-le-piratage-de-donnees-l-ap-hp-craint-des-tentatives-d-hameconnage-2196619.html0

Mexico UMC Latin America & Caribbean2021 June 1 https://noticaribe.com.mx/2021/06/01/a-seis-dias-del-hecho-lotenal-reconoce-hackeo-a-su-sistema-informatico/0

France HIC Europe & Central Asia2021 October 11 https://cyberguerre.numerama.com/13511-piratage-de-lap-hp-que-risque-le-pirate-accuse-davoir-fait-fuiter-14-million-de-tests-covid-19.html0

Russia UMC Europe & Central Asia2021 November 18 https://pda.samara.kp.ru/online/news/4521368/0

Germany HIC Europe & Central Asia2021 April 26 https://www.heise.de/news/Tegut-IT-Netz-des-Lebensmittelhaendlers-nach-Cyberangriff-teilweise-lahmgelegt-6028408.html0

Ukraine LMC Europe & Central Asia2021 August 3 https://delo.ua/business/sbu-otrazila-za-mesjac-65-kiberatak-na-organy-go-385010/0

Peru UMC Latin America & Caribbean2021 February 11 https://panamericana.pe/24horas/locales/314292-phishing-pasar-banco-robar-clave-token0

Serbia UMC Europe & Central Asia2020 March 3 https://www.alo.rs/vesti/drustvo/uprkos-napadu-hakera-od-sutra-moguce-sve-uplate/292811/vest0

Italy HIC Europe & Central Asia2020 April 3 https://it.blastingnews.com/lavoro/2020/04/richiesta-indennita-autonomi-600-conte-hacker-sul-sito-inps-portale-in-tilt-003104073.html0

Mexico UMC Latin America & Caribbean2020 January 28 https://www.unocero.com/seguridad/hackeo-pension-issste/0

Sweden HIC Europe & Central Asia2020 December 2 https://www.aftonbladet.se/nyheter/a/9Okga9/bankman-atalas-for-grovt-dataintrang0

Mexico UMC Latin America & Caribbean2020 August 14 https://www.nvinoticias.com/nota/156363/en-la-dark-web-venden-informacion-confidencial-robada-cibanco-tras-hackeo0

Russia UMC Europe & Central Asia2020 December 8 https://echo.msk.ru/news/2754590-echo.html0

United StatesHIC North America 2020 May 25 https://kbench.com/?q=node/210777 0

Japan HIC East Asia & Pacific2019 January 22 https://japan.zdnet.com/article/35131576/0

Mexico UMC Latin America & Caribbean2019 June 5 https://tecno.americaeconomia.com/articulos/mensaje-de-phishing-se-suplanta-como-whatsapp-y-ofrece-1000-gb-de-navegacion0

Thailand UMC East Asia & Pacific2019 December 1 https://www.posttoday.com/world/608011 0

Ukraine LMC Europe & Central Asia2019 April 29 http://internetua.com/slack-predupredil-svoih-investorov-o-tom-csto-oni-yavlyauatsya-mishenua-dlya-vzlomov-nacionalnogo-masshtaba-0

Indonesia LMC East Asia & Pacific2018 July 8 https://www.voaindonesia.com/a/mesin-pencari-asal-rusia-peringatkan-google-tentang-kemungkinan-adanya-peretasan-data/4473547.html0

Sweden HIC Europe & Central Asia2018 August 8 https://www.svt.se/nyheter/lokalt/gavleborg/kommunanstallds-dator-hackades-fran-nigeria0

Ukraine LMC Europe & Central Asia2018 November 6 https://news.liga.net/incidents/news/sayt-minvot-vzlomali-i-ispolzovali-hakery0

Germany HIC Europe & Central Asia2018 May 30 https://www.netzwelt.de/betrugswarnungen/151869-sparkasse--mithilfe-erforderlich-phishing.html0

Guinea LIC Sub-Saharan Africa2018 April 22 http://kababachir.com/les-hackers-prennent-pour-cible-les-plus-grands-navires-du-monde/0

NetherlandsHIC Europe & Central Asia2018 July 4 http://www.quotenet.nl/Nieuws/Bosschenaar-hackt-voor-40.000-euro-via-online-acounts-2162780

Chile HIC Latin America & Caribbean2018 July 26 https://www.radioagricultura.cl/economia/2018/07/26/hackeo-a-tarjetas-correos-descarto-tener-responsabilidad-en-filtracion-de-datos.html0

KazakhstanUMC Europe & Central Asia2018 January 10 https://zonakz.net/2018/01/10/nalichie-majnera-na-sajte-genprokuratury-rk-svidetelstvuet-o-vzlome-resursa-carka/0

Ukraine LMC Europe & Central Asia2018 September 6 http://internetua.com/kibermoshenniki-fin6-vernulis-hakery-atakuuat-pos-terminaly-evropy0

France HIC Europe & Central Asia2018 August 27 https://www.cbanque.com/actu/69346/fraude-sur-internet-les-pirates-en-veulent-a-votre-porte-monnaie0

Russia UMC Europe & Central Asia2017 March 19 http://argumenti.ru/espionage/2017/03/5265050

Spain HIC Europe & Central Asia2017 July 19 http://computerhoy.com/noticias/software/detectada-multa-trafico-falsa-que-instala-malware-tu-ordenador-653350

United KingdomHIC Europe & Central Asia2017 April 24 http://news20.busan.com/controller/newsController.jsp?newsId=201704240002820

France HIC Europe & Central Asia2017 June 2 http://www.linformaticien.com/actualites/id/44149/le-specialiste-de-l-iam-onelogin-victime-d-un-piratage-et-vol-de-donnees.aspx0

Denmark HIC Europe & Central Asia2017 February 13 http://ekstrabladet.dk/kup/elektronik/mobil/teleselskabet-3-hacket-afpresses-af-kriminelle/65313660

Russia UMC Europe & Central Asia2021 April 7 https://www.memri.org/cjlab/pro-isis-hackers-claim-breach-french-regional-port-authority-server0

Italy HIC Europe & Central Asia2019 November 18 http://www.ilgiornale.it/news/cronache/rai-nei-mesi-scorsi-violati-account-dei-vertici-aziendali-1786020.html[4883373, 4881742]['Earthquake in Rai: the accounts of the top management have ended up in the sights of hackers', "The accounts of Rai's top management were hacked"]1

Russia UMC Europe & Central Asia2021 August 10 https://riafan.ru/1501441-associaciya-gimnastiki-belorussii-zayavila-o-vzlome-stranicy-v-facebook-posle-posta-o-rossii[3074943, 2841969, 2840909, 2841979]['Hacking and bummer : Belarusian Gymnastics Association called Russians pseudo-great and advised to take off the crown', 'Belarusian Gymnastics Association called Russians "pseudo-great" and then apologized for "account hacking"', 'The Belarusian Gymnastics Association explained its statement as a hack', 'The Gymnastics Association of Belarus announced that the Facebook page was hacked after a post about Russia']3

United StatesHIC North America 2022 June 22 https://www.jdsupra.com/legalnews/acorda-therapeutics-inc-announces-data-2064299/0

United StatesHIC North America 2022 July 28 https://www.scmagazine.com/analysis/breach/ransomware-caused-american-dental-association-outage-led-to-stolen-data0

Japan HIC East Asia & Pacific2021 June 25 http://www.asahi.com/ajw/articles/143809730

India LMC South Asia 2022 July 14 https://www.dnaindia.com/technology/report-cyber-attack-alert-know-how-scammers-are-using-sms-forwarding-apps-to-con-bank-customers-in-india-29687050

India LMC South Asia 2022 July 18 https://economictimes.indiatimes.com/tech/newsletters/tech-top-5/effective-crypto-rules-need-global-support-says-fm-cleartrip-flags-data-breach/articleshow/92959327.cms0

Canada HIC North America 2022 July 22 https://atlantic.ctvnews.ca/at-least-37-800-people-affected-by-cyberattack-last-year-on-n-l-health-care-system-1.59973200

United StatesHIC North America 2021 January 11 https://www.benzinga.com/topic/ransomware0



United StatesHIC North America 2022 October 5 https://www.kshb.com/news/local-news/grain-valley-schools-district-investigating-recent-cyber-attack0

United StatesHIC North America 2022 October 5 https://www.marinelink.com/news/cyber-attacks-rise-us-ports-terminals-4999640

United StatesHIC North America 2022 February 11 http://www.mobypicture.com/user/summelijust1987/view/192877300

United StatesHIC North America 2022 February 22 https://www.govtech.com/security/so-california-counties-fight-millions-of-hacking-attempts0

United KingdomHIC Europe & Central Asia2022 September 13 https://www.channelweb.co.uk/news/4056235/cisco-confirms-leaked-dark-web-cyber-attack0

United StatesHIC North America 2022 October 19 https://www.ibtimes.com/nra-hacks-russian-defense-contractors-one-largest-breaches-russias-history-report-36254840

United StatesHIC North America 2022 December 19 http://www.itechpost.com/articles/115605/20221219/t-mobile-hacker-gets-10-year-sentence-unlocking-phones.htm0

Russia UMC Europe & Central Asia2022 December 29 https://globalvoices.org/2022/12/29/european-parliaments-report-on-pegasus-spyware-indicates-involvement-of-north-macedonia-companies/0

United StatesHIC North America 2019 March 7 https://www.atmmarketplace.com/news/kaspersky-report-tracks-financial-malware-attacks-in-2018/0

United StatesHIC North America 2019 April 23 https://www.prnewswire.com:443/news-releases/silver-miller-aggressively-pursues-arbitrations-against-att-t-mobile-and-verizon-for-cell-phone-hacks-300836877.html0

United StatesHIC North America 2022 February 18 https://www.stlamerican.com/news/national_news/hateful-hackers-bomb-threats-stain-black-history-month/article_b132812e-9002-11ec-93ad-536bccef76c5.html0

United KingdomHIC Europe & Central Asia2019 July 19 https://www.pressandjournal.co.uk/fp/news/aberdeen/1799299/police-offer-aberdeen-city-council-staff-internet-security-tips-following-major-hack/0

United KingdomHIC Europe & Central Asia2020 June 6 https://www.techradar.com/news/fake-vpn-messages-used-to-lure-office-365-phishing-victims0

Taiwan 2020 July 3 https://www.taiwannews.com.tw/en/news/39596080

United KingdomHIC Europe & Central Asia2019 November 13 https://www.techradar.com/news/zonealarm-hit-in-data-breach0

United Arab EmiratesHIC Middle East & North Africa2020 November 6 https://gulfnews.com/world/gulf/kuwait/egyptian-expat-jailed-for-hacking-into-kuwait-parliament-website-1.750974340

United StatesHIC North America 2019 July 26 https://threatpost.com/rare-steganography-hack-can-compromise-fully-patched-websites/146701/0

United StatesHIC North America 2019 October 3 https://www.nextgov.com/cybersecurity/2019/10/doj-nigerian-hacker-targeted-federal-employees-1m-scheme/160358/0

United KingdomHIC Europe & Central Asia2019 October 23 https://www.infosecurity-magazine.com:443/news/magecart-group-linked-to-dridex/0

China UMC East Asia & Pacific2019 October 25 https://www.kitco.com/news/2019-10-25/Global-insurers-face-quiet-strain-from-hacker-ransom-demands.html0

United StatesHIC North America 2019 October 31 https://www.katc.com/news/covering-louisiana/state-office-releases-details-of-summer-school-system-hacking0

United StatesHIC North America 2019 November 11 https://www.dailycommercial.com/news/20191111/mount-dora-medical-company-reports-minor-data-breach0

United StatesHIC North America 2019 December 25 https://securityboulevard.com/2019/12/ransomware-attack-forces-arkansas-ceo-to-fire-300-employees-days-before-christmas/0

United StatesHIC North America 2017 February 10 http://www.twinsburgbulletin.com/news%20local/2017/02/10/mayor-twinsburg-employees-targeted-in-phishing-scam0

Finland HIC Europe & Central Asia2018 January 10 http://www.ts.fi/uutiset/kotimaa/3796299/KRP+tutkii+Metsa+Groupiin+kohdistunutta+torkeaa+tietomurtoa++yritykset+ilmoittavat+harvoin+murroista+poliisille[1321470, 1318187, 1318192, 1318204, 1318205, 1315204, 1318185, 1315206, 1318206, 1318195, 1318208, 1318189, 1315205]['A serious data breach at Metsä Group is proceeding to a criminal investigation - will change the culture of silence', 'KRP is investigating the gross data breach targeting Metsä Group - companies rarely report breaches to the police - Home', 'Metsä Group is suspected of a serious data breach', "Metsä Group's data breach suspicion for police investigation - KRP suspects a serious data breach", 'KRP has started a preliminary investigation into the suspected data breach targeting Metsä Group | Homeland', "A thief's start to the earnings period: A data breach forced Metsä Board to publish earnings data in advance", 'KRP is investigating the gross data breach that targeted Metsä Group, companies rarely report breaches to the police', 'Metsä Group published its results early as a result of a suspected data breach', "Metsä Group's data breach suspicion for police investigation", "Metsä Group's data breach suspicion for police investigation - KRP suspects a serious data breach", "Metsä Group's suspected data breach12

United StatesHIC North America 2017 August 5 http://mynewsla.com/crime/2017/08/04/ucla-hacked-if-you-were-a-student-before-april-2016-watch-out/0

United StatesHIC North America 2017 November 20 http://www.homelandsecuritynewswire.com/dr20171120-russia-has-been-cyberattacking-u-k-media-telecommunications-and-energy-sectors-u-k-cybersecurity-chief0

United StatesHIC North America 2017 September 1 https://www.techdirt.com/articles/20170829/11564838105/epic-crime-spree-unleashed-onitys-ambivalence-to-easily-hacked-hotel-locks.shtml0

United StatesHIC North America 2018 March 21 http://mondaq.com/uk/x/684826/data+protection/Employer+Liable+For+Employees+Malicious+Data+Breach0

India LMC South Asia 2018 March 6 https://telecom.economictimes.indiatimes.com/news/bsnl-says-hacked-websites-didnt-contain-customer-specific-data/631879250

Australia HIC East Asia & Pacific2018 June 19 https://mumbrella.com.au/seven-west-and-bauer-media-hit-by-pageup-people-recruitment-platform-breach-5242950

Australia HIC East Asia & Pacific2018 July 4 https://www.canberratimes.com.au/business/companies/star-casino-job-application-turned-into-long-wait-for-todd-after-pageup-hack-20180704-p4zpe5.html0

United StatesHIC North America 2018 October 25 https://www.siouxlandproud.com/news/local-news/thousands-affected-by-cyber-attack-made-on-siouxland-business/15494444790

NetherlandsHIC Europe & Central Asia2018 September 27 https://www.telecompaper.com/news/data-breach-hits-150-youfone-customers--12624180

United StatesHIC North America 2018 November 7 https://www.scmagazine.com/home/security-news/spyware-disguised-as-spanish-banking-apps-removed-from-google-play/0

China UMC East Asia & Pacific2020 May 6 https://cpj.org/2020/05/hackers-steal-information-from-2-journalists-cover.php0

United StatesHIC North America 2020 May 15 https://www.richmondregister.com/news/cyber-bully-city-of-richmond-falls-victim-to-cyber-hack-from-third-party/article_c2b87cc0-6bfb-56c0-a7ab-3d3cb3926711.html0

United StatesHIC North America 2020 June 1 https://www.wsj.com/articles/human-rights-groups-ask-police-to-hunt-hackers-attacking-hospitals-115910038010

Canada HIC North America 2020 January 15 https://www.itworldcanada.com/article/cyber-security-today-baby-data-breach-stolen-business-contact-database-for-sale-and-cyber-attack-at-the-united-nations/4260500

United KingdomHIC Europe & Central Asia2020 May 27 https://www.autoexpress.co.uk/consumer-news/352378/concerns-rise-connected-cars-coincides-sharp-increase-cyber-attacks0

United StatesHIC North America 2020 February 10 https://qz.com/1799706/hackers-try-to-turn-2020-election-drill-into-a-shitshow/0

United StatesHIC North America 2020 March 6 https://www.publishersweekly.com/pw/by-topic/industry-news/publisher-news/article/82619-edelweiss-e-mail-hacked.html0

United StatesHIC North America 2020 March 26 https://www.insurancebusinessmag.com/us/news/cyber/energy-company-supplier-suffers-ransomware-attack-218063.aspx0

United StatesHIC North America 2020 October 1 https://www.poandpo.com/crime/attorney-general-james-helps-secure-395-million-after-anthems-2014-data-breach/0

United StatesHIC North America 2020 September 28 https://www.law360.com/articles/1314291/warner-music-hit-with-putative-class-action-over-data-breach0

Finland HIC Europe & Central Asia2021 January 27 https://yle.fi/uutiset/osasto/news/hacked_patient_data_reappears_on_dark_web/117578940

India LMC South Asia 2021 February 17 https://www.newindianexpress.com/states/telangana/2021/feb/17/what-the-hack-pakistan-nationals-deface-government-college-website-2265025.html0

Spain HIC Europe & Central Asia2017 January 31 http://www.elnortedecastilla.es/salamanca/201701/31/hacker-salmantino-detenido-filtracion-20170131121542.html[141371, 141410, 141390, 141370, 141383]['A hacker from Salamanca has been arrested for leaking the personal data of 5 . 600 mossos. elnortedecastilla. is', 'Arrested three hackers for the disclosure of personal data of the Mossos', "Arrested in Salamanca for hacking the Mossos d'Esquadra", 'They arrest in Salamanca a "hacker" who leaked personal data of 5. 640 mossos', 'A hacker arrested in Salamanca for leaking personal data of 5 . 600 mossos']4

Latvia HIC Europe & Central Asia2019 April 20 https://nra.lv/pasaule/278700-par-hakeru-testesanas-pakalpojumu-sniegsanu-latvijas-izdotais-vaininieks-sanemis-6-gadu-cietumsodu.htm[4014403, 4015807]['The culprit extradited to Latvia received a 6-year prison sentence for providing hacker testing services', 'A Russian hacker extradited by Latvia was sentenced to 6.5 years in prison in the United States']1

Ireland HIC Europe & Central Asia2020 December 18 https://www.irishexaminer.com/opinion/commentanalysis/arid-40192641.html0

Spain HIC Europe & Central Asia2021 October 12 https://www.surinenglish.com/malaga/malaga-city/hacked-exworker-accesses-20211012121901-nt.html0

Kuwait HIC Middle East & North Africa2021 October 18 http://www.arabtimesonline.com/news/kuwait-sees-large-spike-in-malware-attacks-up-64/0

United StatesHIC North America 2021 March 13 https://www.fox4news.com/news/tdlr-warns-licensees-about-phishing-email-scam0

South AfricaUMC Sub-Saharan Africa2021 October 27 https://it-online.co.za/2021/10/27/malware-stalks-sa-mobile-users/0

Finland HIC Europe & Central Asia2022 August 15 https://yle.fi/uutiset/3-12577406 0



Argentina UMC Latin America & Caribbean2022 January 18 https://www.agencianova.com/nota.asp?n=2022_1_18&id=106683&id_tiponota=100

United StatesHIC North America 2022 November 15 https://www.crhoy.com/nacionales/salud-descarta-volver-a-publicar-datos-covid-19-como-ocurria-previo-al-hackeo/0

China UMC East Asia & Pacific2022 March 19 https://finance.eastmoney.com/a/202203192316123133.html0

Ukraine LMC Europe & Central Asia2022 October 3 http://pressorg24.com/news?id=632498 0

Russia UMC Europe & Central Asia2022 October 4 https://inosmi.ru/20221004/kiberbezopasnost-256509599.html0

Russia UMC Europe & Central Asia2022 November 3 https://actualidad.rt.com/actualidad/446956-skyward-finance-perder-3-millones-dolares-hackeo0

NetherlandsHIC Europe & Central Asia2022 December 13 https://www.rtlnieuws.nl/tech/artikel/5352895/printer-update-printers-updaten-hack-smart-home-updates0

France HIC Europe & Central Asia2022 December 27 https://www.clubic.com/antivirus-securite-informatique/virus-hacker-piratage/piratage-informatique/actualite-451584-un-nouveau-malware-risepro-seme-la-terreur-en-ciblant-de-nombreux-navigateurs-tous-les-details.html0

Argentina UMC Latin America & Caribbean2021 June 9 https://urgente24.com/medios/internet/hackean-universal-assistance-y-roban-informacion-de-miles-de-clientes0

Israel HIC Middle East & North Africa2021 October 20 https://news.walla.co.il/item/3466262 0

South KoreaHIC East Asia & Pacific2021 November 25 https://news.mt.co.kr/mtview.php?no=2021112509431452686&MS2_T0

Russia UMC Europe & Central Asia2021 March 17 https://www.cnews.ru/news/top/2021-03-17_hakery_slomali_sajt_sverhpopulyarnogo0

Germany HIC Europe & Central Asia2021 June 19 https://www.finanznachrichten.de/nachrichten-2021-06/53194503-bundesregierung-macht-russland-fuer-hacker-angriffe-verantwortlich-003.htm0

China UMC East Asia & Pacific2021 November 2 https://www.chinaz.com/2021/1102/1323559.shtml0

Indonesia LMC East Asia & Pacific2020 January 10 https://regional.kompas.com/read/2020/01/10/17401601/sempat-diretas-situs-badan-kepegawaian-hulu-sungai-tengah-kalsel-akhirnya0

Taiwan 2020 June 13 https://www.ithome.com.tw/news/138223 0

France HIC Europe & Central Asia2020 January 21 https://www.silicon.fr/libminer-malware-conteneurs-redis-333056.html0

SwitzerlandHIC Europe & Central Asia2020 May 29 https://www.tagblatt.ch/wirtschaft/hacker-erhoehen-mit-der-veroeffentlichung-gestohlener-daten-den-druck-auf-stadler-und-fordern-sechs-millionen-dollar-ld.12245880

Egypt LMC Middle East & North Africa2020 July 15 https://www.elbalad.news/4409481 0

South KoreaHIC East Asia & Pacific2019 April 2 http://www.etoday.co.kr/news/section/newsview.php?idxno=17410010

Brazil UMC Latin America & Caribbean2019 November 21 http://www.campograndenews.com.br/brasil/cidades/policia-prende-hacker-contratado-para-rastrear-pm-alvo-de-grupo-de-exterminio0

Italy HIC Europe & Central Asia2019 August 9 https://tuttoggi.info/finti-pagliacci-sfruttano-i-bimbi-malati-per-estorcere-denaro/528520/0

Lithuania HIC Europe & Central Asia2019 June 20 https://ru.delfi.lt/news/live/vzlom-novostnyh-portalov-na-sajtah-byli-vylozheny-fejkovye-novosti-ob-ucheniyah-v-litve.d?id=815132590

Poland HIC Europe & Central Asia2019 April 20 https://www.instalki.pl/aktualnosci/bezpieczenstwo/35473-lubuska-policja-rozbila-grupe-specjalizujaca-sie-w-atakach-phishingowych.html0

South KoreaHIC East Asia & Pacific2019 September 26 http://news1.kr/articles/?3729729 0

Spain HIC Europe & Central Asia2019 September 9 https://www.lasprovincias.es/sucesos/detenida-valencia-phishing-20190909153058-nt.html0

Thailand UMC East Asia & Pacific2019 November 28 https://news.mthai.com/general-news/779024.html0

KazakhstanUMC Europe & Central Asia2019 August 15 http://today.kz/news/internet/2019-08-15/781815-moshenniki-vnov-sozdali-fishingovyie-kopii-homebankkz/0

Turkey UMC Europe & Central Asia2018 April 13 http://www.teknolojigundem.com/haber/ortadogudaki-petrol-ve-gaz-endustrisi-hackerlarin-hedefinde/12963250

Russia UMC Europe & Central Asia2018 April 27 https://www.5-tv.ru/news/199914/ 0

Japan HIC East Asia & Pacific2018 February 8 http://ascii.jp/elem/000/001/629/1629458/0

KazakhstanUMC Europe & Central Asia2018 June 22 http://www.kt.kz/rus/science/v_kazahstane_priostanovlena_registracija_262_sajtov_vladeljci_kotorih_ne_ustranili_vijavlennie_vzlomi_1153658445.html0

India LMC South Asia 2018 December 8 https://www.jagran.com/uttarakhand/nainital-vikash-bisht-hacks-microsoft-company-jagran-special-18723950.html0

Finland HIC Europe & Central Asia2018 February 13 https://www.mikrobitti.fi/2018/02/suomessa-iskettiin-uudella-louhintahaittaohjelmalla/0

Finland HIC Europe & Central Asia2018 January 5 https://www.mtv.fi/lifestyle/digi/artikkeli/miljoonia-kertoja-ladatuista-kannykkasovelluksista-paljastui-uudenlainen-haittaohjelma/67202480

Ukraine LMC Europe & Central Asia2018 March 23 https://nv.ua/techno/it-industry/nu-a-kto-eshche-rossija-obvinila-ukrainskikh-khakerov-v-ddos-atake-2459717.html0

Russia UMC Europe & Central Asia2018 March 3 https://riasv.ru/news/126857/ 0

Czech RepublicHIC Europe & Central Asia2017 March 15 http://connect.zive.cz/zpravy-z-firem/ransomware-torrentlocker-nove-utoci-pres-dropbox/sc-5-a-186664/default.aspx0

Spain HIC Europe & Central Asia2017 November 22 https://hipertextual.com/2017/11/gobierno-mexico-punto-mira-hackeos-electronicos0

PhilippinesLMC East Asia & Pacific2022 January 29 https://newsinfo.inquirer.net/1546934/lacson-sees-extortion-as-motive-in-smartmatic-hacking[3475910, 3474778]['Lacson urges Comelec to safeguard Smartmatic vs hacking', 'Lacson sees extortion as possible motive in Smartmatic hacking']1

South KoreaHIC East Asia & Pacific2017 February 6 http://news1.kr/articles/?2904335 0

France HIC Europe & Central Asia2017 January 11 http://www.ouest-france.fr/bretagne/loheac-35550/la-mairie-de-loheac-victime-d-un-piratage-informatique-47282900

South KoreaHIC East Asia & Pacific2017 February 23 http://www.newshankuk.com/news/content.asp?fs=1&ss=3&news_idx=2017022312140213760

United KingdomHIC Europe & Central Asia2021 December 2 https://www.itpro.co.uk/security/data-breaches/361719/ubiquiti-data-breach-orchestrated-by-trusted-insider-says-doj0

United StatesHIC North America 2021 December 2 https://www.nextgov.com/cybersecurity/2021/12/russian-national-sentenced-five-years-aiding-malware-hacking/187231/0

United StatesHIC North America 2021 May 28 https://news.softpedia.com/news/hackers-use-bogus-foundations-to-target-the-uyghur-minority-in-china-533051.shtml0

United KingdomHIC Europe & Central Asia2021 July 8 https://www.pressgazette.co.uk/phone-hacking-scandal-total-costs/0

India LMC South Asia 2021 January 4 https://www.thehindubusinessline.com/news/mea-cautions-commerce-ministry-about-increasing-phishing-attacks-against-exporters/article33493968.ece0

Germany HIC Europe & Central Asia2022 January 13 https://www.finanznachrichten.de/nachrichten-2022-01/54967411-with-ransomware-attacks-continuing-to-rise-netsurion-s-partnership-with-deep-instinct-achieves-complete-threat-cycle-protection-in-a-managed-platform-399.htm0

Australia HIC East Asia & Pacific2022 November 2 https://cosmosmagazine.com/technology/laser-hack-lidar-self-driving-cars-delete-pedestrians/0

United StatesHIC North America 2022 October 18 https://discovermagazine.com:443/technology/5-of-the-biggest-hacks-in-cybersecurity-history0

United StatesHIC North America 2022 October 26 https://www.jdsupra.com/legalnews/15-anesthesia-practices-confirm-recent-4283942/0

United StatesHIC North America 2019 March 14 https://www.bankinfosecurity.com/fresh-pos-malware-strikes-small-midsize-companies-a-121670

India LMC South Asia 2019 April 16 http://news.statetimes.in/official-website-of-cu-jammu-hacked/0

Russia UMC Europe & Central Asia2019 April 17 https://www.securityweek.com/russian-hackers-scrambled-erase-digital-footprints-after-triton-attribution-report0



Australia HIC East Asia & Pacific2019 June 18 https://www.itwire.com/security/attackers-use-phishing-to-gain-access-to-acu-staff-data.html0

Thailand UMC East Asia & Pacific2022 June 6 https://www.bangkokpost.com/tech/2321534/chinese-hackers-targeted-russian-defence-data-report-says0

United StatesHIC North America 2020 January 8 https://www.bendbulletin.com/localstate/data-breach-at-city-of-bend-could-affect-customers/article_550468cc-317c-11ea-8977-07ba96d3494f.html0

India LMC South Asia 2020 April 18 https://www.thehindu.com/news/cities/mumbai/cyber-data-breach-suspected-as-extortion-emails-on-the-rise/article31379223.ece0

United StatesHIC North America 2020 July 7 https://www.zerohedge.com/technology/nigerian-instagram-star-arrested-after-conspiring-steal-hundreds-millions-using-e-mail0

United StatesHIC North America 2019 July 14 http://www.northwestgeorgianews.com/rome/news/local/no-relief-in-sight-from-georgia-ecourt-network-hack/article_a47f568a-a5b0-11e9-a566-9f7cfe015dbd.html0

Japan HIC East Asia & Pacific2019 July 17 https://www.zdnet.com/article/opennic-drops-support-for-bit-domain-names-after-rampant-malware-abuse/0

India LMC South Asia 2019 February 6 https://www.indiatoday.in/technology/news/story/programmer-uses-a-script-to-hack-atm-exploits-a-bug-to-withdraw-over-rs-7-crore-from-it-1449490-2019-02-060

Australia HIC East Asia & Pacific2019 February 20 https://www.9news.com.au/2019/02/21/06/19/hackers-hit-vic-hospital-demand-ransom0

United StatesHIC North America 2019 January 15 https://www.newscenter1.tv/luxury-department-store-to-pay-15523-66-to-south-dakota-for-data-breach/0

United KingdomHIC Europe & Central Asia2019 March 20 https://www.scmagazineuk.com/hackers-turn-sms-messaging-carry-bec-scams/article/15796410

Singapore HIC East Asia & Pacific2022 October 22 https://soyacincau.com/2022/10/23/carousell-singapore-faces-data-breach-data-of-2-6-million-users-including-malaysians-allegedly-sold-for-usd-1000/[3849902, 3850036, 3855652, 3848659, 3848658, 3849905, 3854047, 3850034]['Info theft in Singapore - Data of alleged 2 . 6 million online marketplace Carousell accounts being sold on Dark Web , hacking forums', 'Carousell data breach : Info from 2 . 6 million accounts allegedly sold on Dark Web , hacking forums', 'Carousell investigating how many Malaysians affected by data breach', 'Investigation under way after data breach exposes e - mail addresses , mobile numbers of 1 . 95m Carousell users', 'Investigation underway after data breach exposes Carousell user email addresses , mobile numbers , Latest Singapore News', 'Carousell faces data breach , database of 2 . 6 million users including Malaysians allegedly sold for USD 1 , 000', 'Carousell confirms data breach , 1 . 95m accounts reportedly impacted', 'Data of alleged 2 . 6m Carousell accounts being sold on Dark Web , hacking forums']7

United StatesHIC North America 2019 August 29 https://www.techrepublic.com/article/phishing-attacks-jump-by-21-in-latest-quarter-says-kaspersky/0

Ireland HIC Europe & Central Asia2019 November 21 https://www.irishtimes.com/business/financial-services/resolution-in-aib-customer-s-data-breach-action-1.40908920

Russia UMC Europe & Central Asia2018 December 6 https://sputniknews.com/science/201812061070443023-genetic-data-cyber-attack/0

United StatesHIC North America 2018 December 6 http://ww2.cfo.com/cyber-security-technology/2018/12/hackers-target-35000-cfos-for-phishing-scam/0

Australia HIC East Asia & Pacific2017 January 17 http://www.smh.com.au/federal-politics/political-news/malcolm-turnbull-to-launch-cyber-security-probe-after-mps-affected-by-global-yahoo-data-breach-20170116-gtsplm0

United StatesHIC North America 2017 January 26 http://integrated.processmyquote.com/bcbs-of-kansas-city-service-provider-reports-data-breach/0

United StatesHIC North America 2017 March 18 http://www.opb.org/news/article/patient-data-breach-st-charles-health-bend/0

India LMC South Asia 2017 May 19 https://newstodaynet.com/index.php/2017/05/19/mega-phishing-attack-on-singapore-scientists-comp/0

United StatesHIC North America 2017 May 9 http://news.softpedia.com/news/fresh-malware-with-no-known-family-discovered-in-targeted-attack-515567.shtml0

Saudi ArabiaHIC Middle East & North Africa2017 May 15 http://saudigazette.com.sa/saudi-arabia/stc-denies-systems-affected-ransomware-virus/0

United StatesHIC North America 2017 June 6 http://www.jdsupra.com/legalnews/home-depot-settles-data-breach-suit-for-42941/0

United StatesHIC North America 2017 July 6 http://www.federaltimes.com/articles/cracka-sentenced-for-hacking-top-federal-officials0

United StatesHIC North America 2017 July 26 http://www.securityinfowatch.com/news/12354754/ucf-boosts-safeguards-of-grading-program-after-hack0

United StatesHIC North America 2017 September 6 http://www.isssource.com/mobile-rat-malware-on-the-scene/0

United StatesHIC North America 2017 August 5 http://www.isssource.com/hackers-focus-on-supply-chain-attacks/0

United StatesHIC North America 2017 September 23 http://www.postcrescent.com/story/news/2017/09/22/email-phishing-attack-hits-network-health-menasha/694589001/0

United StatesHIC North America 2017 October 6 http://www.mactech.com/2017/10/06/half-us-businesses-have-been-hacked0

United StatesHIC North America 2017 October 10 http://www.jdsupra.com/legalnews/data-breach-doubleheader-the-eighth-65938/0

United StatesHIC North America 2017 November 15 https://betanews.com/2017/11/15/every-nation-global-malware/0

United StatesHIC North America 2017 August 29 http://www.newsbtc.com/2017/08/29/new-bittrex-phishing-scam-website-tops-google-search-results/0

United StatesHIC North America 2018 February 24 http://whnt.com/2018/02/24/local-business-receives-phishing-email-from-their-bank/0

United StatesHIC North America 2018 June 2 https://www.toonzone.net/splatoon-2-players-getting-banned-for-hacking-in-octolings/0

India LMC South Asia 2018 March 25 https://www.businessinsider.in/Cambridge-Analytica-scandal-escalates-a-Russian-hacker-is-revealed-and-Trumps-lawyer-resigns-catch-up-on-the-latest-in-the-Russia-investigation/articleshow/63457703.cms0

United StatesHIC North America 2018 April 30 https://www.bankinfosecurity.com/hackers-target-3-mexican-banks-real-time-transfers-a-109270

PhilippinesLMC East Asia & Pacific2018 October 12 http://newsbytes.ph/2018/10/12/abs-cbn-hack-exposed-card-info-during-purchase-transactions/0

Israel HIC Middle East & North Africa2018 August 5 http://www.jerusalemonline.com/news/middle-east/israel-and-the-middle-east/iran-hacks-israel-in-cyber-attack-364040

United KingdomHIC Europe & Central Asia2018 August 16 https://www.trustedreviews.com/news/chrome-bug-guessing-privacy-35318670

Pakistan LMC South Asia 2018 September 11 https://www.thenews.com.pk/latest/367156-gang-of-hackers0

United StatesHIC North America 2018 December 15 https://news.yahoo.com/psa-mine-ethereum-target-crypto-193052782.html0

United KingdomHIC Europe & Central Asia2020 January 17 https://www.infosecurity-magazine.com:443/news/data-breach-site-weleakinfo/0

United StatesHIC North America 2020 February 28 https://www.institutionalinvestor.com/article/b1kjxrcnp00lml/Hackers-Hit-34B-Angeles-Investment-Advisors0

United StatesHIC North America 2020 March 2 https://www.journalinquirer.com/towns/vernon/officials-insurance-to-cover-most-of-computer-hacking-cost/article_3c632b40-5ca7-11ea-ae3e-d308872de56a.html0

United StatesHIC North America 2020 April 22 http://www.thecourierexpress.com/coronavirus/sandy-twp-manager-cyber-hacking-increasing-during-pandemic/article_862e65b5-a6d4-5646-8953-20f84f14cc13.html0

United StatesHIC North America 2021 December 22 https://www.techdirt.com/articles/20211219/15171348150/proctorios-anti-cheating-software-exposes-students-to-hackers-say-dutch-education-officials.shtml0

Australia HIC East Asia & Pacific2020 September 14 https://www.mortgagebusiness.com.au/breaking-news/14942-major-bank-reports-ferocious-cyberattacks-since-covid-190

United KingdomHIC Europe & Central Asia2021 February 6 https://www.crowdfundinsider.com/2021/02/171974-defi-platform-yearn-finances-dai-vault-suffers-major-exploit-hack-leads-to-11-million-in-value-drained-from-platforms/0

United KingdomHIC Europe & Central Asia2020 December 23 https://www.theguardian.com/technology/2020/dec/23/data-breach-hits-30000-signed-up-to-workplace-pensions-provider0

United StatesHIC North America 2020 January 3 https://www.newser.com/story/284979/hacker-who-paralyzed-a-nation-about-to-go-free.html0

United StatesHIC North America 2021 September 12 https://www.techtimes.com/articles/265280/20210912/android-trojan-malware-on-banking-shopping-crypto-wallet-apps-targets-us-spain-users.htm0

China UMC East Asia & Pacific2021 September 15 https://www.androidheadlines.com/2021/09/phishing-kit-scammed-thousands-of-people.html0

United KingdomHIC Europe & Central Asia2021 March 12 https://www.itpro.co.uk/security/358886/covid-19-takes-us-school-hacks-to-new-heights0

United KingdomHIC Europe & Central Asia2021 October 28 https://www.edp24.co.uk/news/health/nnuh-data-reach-covid-84452000

United StatesHIC North America 2021 October 15 https://www.wspynews.com/news/local/dekalb-county-clerks-office-services-still-available-despite-ransomware-attack/article_e95ac6c6-2d0e-11ec-8b3b-efb06c57bd7d.html0



Russia UMC Europe & Central Asia2022 July 20 https://ura.news/news/1052571825 0

Russia UMC Europe & Central Asia2022 January 21 https://news.rufox.ru/texts/2022/01/21/370429.htm0

United StatesHIC North America 2021 March 23 https://www.sandiegouniontribune.com/news/courts/story/2021-03-22/it-contractor-deepanshu-kher-sent-to-federal-prison-for-retaliatory-hack-of-carlsbad-company0

South KoreaHIC East Asia & Pacific2022 August 4 https://news.mt.co.kr/mtview.php?no=2022080410275554233&MS2_T0

South KoreaHIC East Asia & Pacific2022 October 16 https://www.etnews.com/20221014000159?mc=em_015_000010

France HIC Europe & Central Asia2022 October 6 https://www.marianne.net/societe/police-et-justice/la-justice-interdit-au-site-dinfo-reflets-dutiliser-a-nouveau-les-donnees-piratees-sur-patrick-drahi0

United StatesHIC North America 2022 April 19 https://www.telemundopr.com/noticias/puerto-rico/falla-en-el-sistema-de-recarga-de-autoexpreso-se-debe-a-ataque-cibernetico-3/2327870/0

Germany HIC Europe & Central Asia2022 November 29 https://www.netzwelt.de/news/210882-ing-diba-phishing-datenklau-banking-to-go-app.html0

Italy HIC Europe & Central Asia2021 August 9 https://www.ilsecoloxix.it/genova/2021/08/08/news/venti-attacchi-hacker-lanciati-ad-aziende-e-studi-professionali-virus-dal-dark-web-1.405814100

Belgium HIC Europe & Central Asia2021 January 16 https://www.rtbf.be/info/insolites/detail_piratages-lynchages-elections-rumeurs-whatsapp-en-cinq-polemiques-majeures?id=106751370

United Arab EmiratesHIC Middle East & North Africa2021 October 25 https://www.albayan.ae/economy/uae/2021-10-25-1.42801050

South KoreaHIC East Asia & Pacific2021 May 10 https://news.joins.com/article/24054071 0

Argentina UMC Latin America & Caribbean2021 April 6 https://www.lavoz.com.ar/politica/un-hackeo-masivo-clave-en-estafa-por-us-453-mil-a-fadea0

Indonesia LMC East Asia & Pacific2021 August 6 https://beritajatim.com/peristiwa/kadiskominfo-peretasan-website-infocovid-jatimprov-go-id-langsung-tertangani/0

Czech RepublicHIC Europe & Central Asia2021 July 11 https://www.lupa.cz/clanky/ransomware-revil-utoci-tiktok-jede-a-steve-wozniak-je-pro-pravo-na-opravu/0

Russia UMC Europe & Central Asia2021 February 19 https://rueconomics.ru/498830-hakerskoi-atake-mogut-podvergnutsya-bolee-milliarda-polzovatelei-android0

Finland HIC Europe & Central Asia2020 November 17 https://yle.fi/uutiset/3-11650911 0

Indonesia LMC East Asia & Pacific2020 October 15 https://www.merdeka.com/politik/politikus-pkb-minta-gatot-nurmantyo-buktikan-petinggi-kami-diretas.html0

Italy HIC Europe & Central Asia2020 April 1 http://www.rainews.it/dl/rainews/articoli/Inps-sito-in-tilt-conte-hackeraggio-ad4e8c43-97fe-4d23-9f72-e5df28ad2b0d.html0

Italy HIC Europe & Central Asia2020 December 18 https://www.zazoom.it/2020-12-18/hackeraggio-durante-la-presentazione-di-unistituto-scolastico-nel-biellese/7786042/0

Russia UMC Europe & Central Asia2020 July 23 https://www.fontanka.ru/2020/07/23/69383065/0

Indonesia LMC East Asia & Pacific2019 August 9 https://daerah.sindonews.com/read/1428376/174/heboh-cinta-kandas-papan-led-lalu-lintas-pun-diretas-15653481580

Canada HIC North America 2019 June 13 https://www.fm1047.ca/nouvelles/faits-divers/225994/exclusivite-des-entreprises-de-la-region-victimes-de-piratage0

Germany HIC Europe & Central Asia2019 November 15 https://www.pnp.de/lokales/landkreis_traunstein/3513771_Vorsicht-in-Traunreut-werden-live-Computer-gehackt.html0

Argentina UMC Latin America & Caribbean2019 August 13 http://www.aimdigital.com.ar/preocupacion-por-hackeo-a-la-pfa-y-prefectura/0

Russia UMC Europe & Central Asia2022 November 2 https://nuz.uz/nauka-i-tehnika/1259379-sajtu-senata-olij-mazhlisa-prishlos-pereehat-na-novyj-adres-iz-za-ataki-hakerov.html[3869854, 3869785, 3866210, 3869786]['The website of the Senate of the Parliament of Uzbekistan was hacked by teenagers - Avesta', 'Teenagers hacked the website of the Senate of Uzbekistan', 'Website of the Senate of the Oliy Majlis had to move to a new address due to a hacker attack - News of Uzbekistan today: nuz. uz', 'Teenagers hacked the website of the Senate of Uzbekistan']3

Russia UMC Europe & Central Asia2018 May 1 http://runews24.ru/internet/01/05/2018/91f92b73de5bc0dd3dca48f96532664e0

Ukraine LMC Europe & Central Asia2018 February 15 http://ipress.ua/news/minoborony_danii_zvynuvatylo_rosiyu_v_kiberatakah_244983.html0

France HIC Europe & Central Asia2018 September 19 https://www.clubic.com/antivirus-securite-informatique/actualite-845526-exploit-wannacry-toucher-grandes-entreprises.html0

Poland HIC Europe & Central Asia2018 December 18 https://www.spidersweb.pl/2018/12/morele-zhakowane.html0

Taiwan 2018 February 24 http://news.sina.com.tw/article/20180224/25912220.html0

Denmark HIC Europe & Central Asia2017 March 4 http://politiken.dk/viden/art5859345/Skrupell%C3%B8se-j%C3%A6gere-hacker-forskeres-gps-sporing-af-truede-dyr0

Venezuela Latin America & Caribbean2017 March 8 http://www.elimpulso.com/featured/caraotaeslibertadyperiodismo-la-solidaridad-tras-hakeo-al-portal-periodistico0

Thailand UMC East Asia & Pacific2017 September 3 http://www.bangkokbiznews.com/blog/detail/6423930

Tuvalu UMC East Asia & Pacific2017 May 13 http://ren.tv/novosti/2017-05-13/hakerskaya-ataka-ostanovila-zavod-v-rumynii0

Ukraine LMC Europe & Central Asia2017 September 19 https://kp.ua/life/587003-khakery-snova-pryslaly-vyrus0

United KingdomHIC Europe & Central Asia2021 March 31 https://www.edinburghnews.scotsman.com/news/crime/arup-data-breach-staff-bank-account-numbers-and-addresses-compromised-in-major-data-breach-at-global-consultancy-firm-with-office-near-edinburgh-31849910

India LMC South Asia 2021 November 29 https://www.medianama.com/2021/11/223-cdsl-kyc-data-breach-parliament-reply/0

United StatesHIC North America 2021 November 22 https://www.gamesradar.com/comic-supply-chain-recovering-from-ransomware-attack/0

United StatesHIC North America 2022 June 10 https://www.metrowestdailynews.com/story/news/2022/06/10/bitcoin-ransomware-attack-scam-sudbury-lincoln-massachusetts-elderly-woman/7566908001/0

United KingdomHIC Europe & Central Asia2022 August 25 https://www.itpro.co.uk/business/business-operations/368885/block-accused-of-mishandling-data-breach-millions-users0

China UMC East Asia & Pacific2022 July 12 https://www.fxstreet.com/cryptocurrencies/news/binance-ceo-confirms-47-million-phishing-attack-on-uniswap-v3-2022071206470

United StatesHIC North America 2021 July 9 https://threatpost.com/microsoft-office-malware-protection-bypass/167652/0

United StatesHIC North America 2021 July 26 https://threatpost.com/babuk-ransomware-gang-ransomed-forum-stuffed-porn/168169/0

China UMC East Asia & Pacific2022 September 19 https://cointelegraph.com/news/ethw-confirms-contract-vulnerability-exploit-dismisses-replay-attack-claims0

Malaysia UMC East Asia & Pacific2022 March 8 https://www.thestar.com.my/tech/tech-news/2022/03/08/researchers-uncover-a-smart-speaker-hack-that-forces-device-to-speak-to-itself0

United StatesHIC North America 2019 April 8 https://www.kxxv.com/hometown/mclennan-county/pie-five-pizza-warning-customers-of-data-breach-affecting-payment-information0

Canada HIC North America 2019 May 9 http://www.thegauntlet.ca/bookstore-hit-in-credit-card-skimming-hack-attack/0

Japan HIC East Asia & Pacific2019 January 5 https://www.zdnet.com/article/singapore-airlines-data-breach-affects-284-accounts-exposes-travel-details/0

United Arab EmiratesHIC Middle East & North Africa2019 April 4 http://www.itp.net/618818-elfin-hacking-group-attacking-saudi-targets0

United StatesHIC North America 2019 June 13 http://baytownsun.com/news/article_38ac7396-8d84-11e9-a6ae-73dc670bdfed.html0

United StatesHIC North America 2019 June 19 https://www.complianceweek.com/data-privacy/pols-target-medical-billing-company-at-center-of-data-breach/27280.article0

United KingdomHIC Europe & Central Asia2020 June 6 https://www.teiss.co.uk/pbx-systems-phishing-attacks/0

United StatesHIC North America 2019 April 5 https://www.modbee.com/news/local/education/article228805849.html0

United StatesHIC North America 2019 July 31 https://www.witn.com/content/news/Local-shoppers-use-caution-after-latest-data-breach-513415521.html0



United KingdomHIC Europe & Central Asia2019 September 11 https://www.governmentcomputing.com/security/news/newsucl-suffers-ransomware-attack-58448600

Hungary HIC Europe & Central Asia2019 September 12 https://hungarytoday.hu/cyber-attack-against-hungarian-government-organization/0

United KingdomHIC Europe & Central Asia2019 September 16 https://www.swindonadvertiser.co.uk/news/17904554.cyber-attack-swindon-college-network-leaves-staff-students-39-personal-data-risk/0

Singapore HIC East Asia & Pacific2019 September 16 https://www.techgoondu.com/2019/09/16/emotet-malware-an-emerging-threat-to-singapore-organisations-ensign/0

United StatesHIC North America 2019 October 26 https://www.kagstv.com/article/news/local/cyber-attack-aimed-at-robertson-county-sheriffs-office/499-5f978af1-68a8-4dbd-9ebd-b1de95d9972b0

United StatesHIC North America 2019 November 21 https://www.forbes.com/sites/zakdoffman/2019/11/21/google-security-failure-2-billion-facebook-wechat-apps-at-risk-from-hackers-report/0

United StatesHIC North America 2019 December 9 https://www.politico.eu/article/italian-privacy-watchdog-to-launch-probe-into-5stars-founder-over-potential-data-breach/0

United KingdomHIC Europe & Central Asia2021 August 18 http://www.proactiveinvestors.co.uk/companies/news/958016/sushiswap-swerves-us350mln-exploit-as-white-hat-hacker-finds-auction-bug-958016.html0

Australia HIC East Asia & Pacific2019 May 10 https://www.news.com.au/finance/work/careers/florida-student-hacks-into-school-announces-mandatory-penis-inspection/news-story/130a224194f4fcea9e36b0a55f10b5210

United StatesHIC North America 2017 January 3 http://freebeacon.com/national-security/earnest-dodges-lack-public-response-chinese-opm-hack/0

United StatesHIC North America 2017 January 5 http://www.pcworld.com/article/3155107/security/plone-dismisses-claim-that-flaw-in-its-cms-was-used-to-hack-fbi.html0

United StatesHIC North America 2017 January 9 http://www.journalpatriot.com/news/plea-likely-tuesday-in-hacking-case/article_bb783a16-d69e-11e6-990c-3329f8394d0a.html0

Australia HIC East Asia & Pacific2017 January 17 http://www.whitsundaytimes.com.au/news/cory-bernardi-afp-officers-and-judges-hit-hacking/3132573/0

Egypt LMC Middle East & North Africa2017 February 3 http://www.egyptindependent.com/news/ngo-reports-92-hacking-attempts-activists-ngos-emails0

United StatesHIC North America 2017 February 3 http://www.pressrepublican.com/news/local_news/phishing-scam-uses-local-bank-names-to-lure-victims/article_940a9699-617a-5001-89d6-e1c85b427d74.html0

United StatesHIC North America 2017 April 23 http://www.newsbtc.com/2017/04/23/intercontinental-credit-card-bitcoin/0

United StatesHIC North America 2017 April 20 https://www.scmagazine.com/rawpos-malware-up-to-new-tricks-trend-micro/article/651469/0

United StatesHIC North America 2017 July 12 http://www.pymnts.com/news/security-and-risk/2017/biometric-data-at-risk-in-pos-malware-attacks/0

United StatesHIC North America 2017 July 28 http://www.washingtontimes.com/news/2017/jul/27/with-robert-mueller-fbi-gets-second-chance-to-insp/0

United KingdomHIC Europe & Central Asia2017 August 17 http://www.theregister.co.uk/2017/08/17/asa_tells_off_pc_repair_shop_over_malwareaggedon_claims/0

India LMC South Asia 2017 July 6 http://www.gizbot.com/internet/news/cyber-attacks-on-indian-websites-have-increased-nearly-five-times-042303.html0

United StatesHIC North America 2017 December 20 http://www.isssource.com/ics-alert-usb-malware-attack/0

United StatesHIC North America 2018 January 8 https://segmentnext.com/2018/01/08/fairfight-exploit-causing-thousands-unfair-bans-battlefield-1-battlefield-4/0

United StatesHIC North America 2018 May 24 http://www.wcax.com/content/news/UVM-addressing-data-breach-483622041.html0

United Arab EmiratesHIC Middle East & North Africa2018 March 21 http://www.bi-me.com/main.php?id=75124&t=10

PhilippinesLMC East Asia & Pacific2018 March 27 http://newsbytes.ph/2018/03/27/npc-to-continue-data-breach-probe-on-uber-despite-grab-deal/0

United KingdomHIC Europe & Central Asia2018 March 29 https://www.infosecurity-magazine.com:443/opinions/tesla-hack-cryptojacking-warning/0

United StatesHIC North America 2018 April 9 https://www.eurweb.com/2018/04/data-breach-your-data-may-have-been-compromised-if-you-did-business-with-any-of-these-14-establishments/0

United StatesHIC North America 2018 April 9 http://www.sj-r.com/news/20180409/60-minutes-report-on-cyber-attacks-includes-illinois-elections-board0

United StatesHIC North America 2018 April 19 https://www.jdsupra.com/legalnews/no-coverage-for-seafood-importer-netted-31057/0

Canada HIC North America 2018 April 18 https://globalnews.ca/news/4152079/tech-industry-ns-data-breach/0

United StatesHIC North America 2018 May 17 https://www.tmcnet.com/usubmit/2018/05/17/8756295.htm0

Singapore HIC East Asia & Pacific2018 October 9 https://www.enterpriseinnovation.net/article/healthcare-beware-crypto-mining-malware-and-iot-attacks-10424056310

United StatesHIC North America 2018 August 16 https://www.ajc.com/news/local-govt--politics/georgia-counties-respond-hacking-security-threats/CB6bJc0ax9tA6DyyS47k8M/0

United StatesHIC North America 2018 September 21 https://www.bankinfosecurity.com/cybercrime-markets-sell-access-to-hacked-sites-databases-a-115360

United KingdomHIC Europe & Central Asia2020 May 22 https://www.cbronline.com/news/satellite-hacking0

United StatesHIC North America 2020 March 25 http://www.hngn.com/articles/228534/20200325/hackers-targets-medical-organizations-profit.htm0

United KingdomHIC Europe & Central Asia2020 September 24 https://www.cityam.com/impersonation-frauds-soar-85-per-cent-during-pandemic-as-scammers-exploit-government-loan-websites/0

United StatesHIC North America 2020 October 7 https://www.forbes.com/sites/zakdoffman/2020/10/07/fbi-drive-by-hacking-threat-gets-real-heres-why-you-should-be-concerned/0

South AfricaUMC Sub-Saharan Africa2021 February 12 https://it-online.co.za/2021/02/12/sophisticated-hackers-double-credential-spill-attacks/0

United StatesHIC North America 2021 January 28 https://www.bankinfosecurity.com/phishing-campaign-spoofed-dhl-delivery-service-a-158780

United StatesHIC North America 2021 January 16 https://www.govinfosecurity.com/hacker-blows-chance-at-early-release-by-hacking-more-a-157750

United KingdomHIC Europe & Central Asia2021 January 20 https://www.infosecurity-magazine.com:443/news/coinmining-malware-volumes-soar-53/0

Saudi ArabiaHIC Middle East & North Africa2021 September 1 https://www.arabianbusiness.com/comment/467869-crypto-security-key-takeaways-from-the-largest-hack-in-defi-history0

United StatesHIC North America 2021 March 23 https://threatpost.com/mangadex-site-offline-hacking/164983/0

Indonesia LMC East Asia & Pacific2022 September 14 https://nasional.kompas.com/read/2022/09/14/10364701/bssn-tegaskan-infrastruktur-informasi-vital-nasional-masih-berjalan-baik0

Germany HIC Europe & Central Asia2022 August 30 https://www.netzwelt.de/news/207421-ing-diba-phishing-mail-fordert-aktivierung-app.html0

Mexico UMC Latin America & Caribbean2022 October 11 http://diarioamanecer.com.mx/sfp-investigara-hackeo-a-sedena-conforme-a-protocolo-roberto-salcedo/0

Serbia UMC Europe & Central Asia2022 May 12 https://naslovi.net/2022-05-12/biznis-finansije/hakeri-koriste-tudje-telefone-za-rudarenje-kriptovaluta/305689290

Portugal HIC Europe & Central Asia2022 July 27 https://pplware.sapo.pt/internet/atencao-malware-que-rouba-dados-pessoais-esta-a-crescer-em-portugal/0

United Arab EmiratesHIC Middle East & North Africa2017 February 1 http://ar.itp.net/611271-76-%D9%85%D9%86-%D8%B6%D8%AD%D8%A7%D9%8A%D8%A7-%D8%A7%D9%84%D9%82%D8%B1%D8%B5%D9%86%D8%A9-%D9%81%D9%8A-%D8%A7%D9%84%D8%A5%D9%85%D8%A7%D8%B1%D8%A7%D8%AA-%D9%84%D9%85[147313, 149199]['76% of hacking victims in the UAE have not yet recovered their money', 'Only half of Internet users recover money stolen by hackers']1

Russia UMC Europe & Central Asia2022 June 15 https://www.securitylab.ru/news/532300.php0

BangladeshLMC South Asia 2022 September 9 https://www.jagonews24.com/technology/news/7930440

South KoreaHIC East Asia & Pacific2022 September 19 https://www.newspim.com/news/view/202209130007480

Mexico UMC Latin America & Caribbean2022 September 15 https://www.omnia.com.mx/noticia/236713/aumentan-por-miles-los-casos-de-hackeo-en-whatsapp-para-pedir-dinero0



Spain HIC Europe & Central Asia2022 May 2 https://www.mundiario.com/articulo/politica/cni-tiene-pegasus-programa-hackeo-torrent-maragall/20200716101555191037.html0

United StatesHIC North America 2022 April 20 https://www.crhoy.com/economia/ante-hackeo-de-hacienda-apm-terminals-no-pedira-las-dua-para-confirmar-citas/0

France HIC Europe & Central Asia2022 November 29 https://www.numerama.com/cyberguerre/1194850-comment-des-hackers-piegent-des-supporters-de-la-coupe-du-monde-au-qatar.html0

South KoreaHIC East Asia & Pacific2021 August 31 https://news.mt.co.kr/mtview.php?no=2021083114260737947&MS2_T0

India LMC South Asia 2021 September 23 https://www.jagran.com/technology/tech-news-indian-government-cert-in-warns-drinik-malware-stole-android-phone-users-of-banking-details-22047062.html0

Mexico UMC Latin America & Caribbean2021 July 20 https://www.diarioamanecer.com.mx/padron-del-ine-si-fue-hackeado-y-se-vende-en-dark-web-experto/0

Armenia UMC Europe & Central Asia2020 March 10 http://lratvakan.com/news/826106.html 0

Taiwan 2020 May 29 https://news.sina.com.tw/article/20200529/35321018.html0

Bulgaria UMC Europe & Central Asia2020 August 1 https://blitz.bg/obshtestvo/khakeri-pak-udarikha-agentsiya-monitor-tozi-pt-ss-zaplakhi-i-opit-za-iznudvane_news761445.html0

Hungary HIC Europe & Central Asia2020 August 7 https://www.origo.hu/gazdasag/20200807-adathalasz-csalokra-bukkantak-nkm.html0

Ukraine LMC Europe & Central Asia2020 December 9 https://delo.ua/business/ukrpochta-prosit-kiberpoliciju-razobratsja-s-fis-376078/0

France HIC Europe & Central Asia2020 February 3 https://www.universfreebox.com/article/54230/un-phishing-promet-l-un-des-derniers-iphone-aux-abonnes-free0

Sweden HIC Europe & Central Asia2020 June 29 https://www.sydsvenskan.se/2020-06-29/svenska-notan-for-cyberangrepp-20-miljarder0

Germany HIC Europe & Central Asia2020 November 18 https://www.sueddeutsche.de/muenchen/muenchen-gwg-hacker-ransomware-1.51194670

Denmark HIC Europe & Central Asia2019 January 28 https://www.version2.dk/artikel/candgrab-malware-spredes-via-ms-word-10873620

United StatesHIC North America 2022 July 18 https://www.jdsupra.com/legalnews/oklahoma-state-university-center-for-2478473/[3715116, 3718042]['Oklahoma State University Agrees to $875K OCR Data Breach Settlement', 'Oklahoma State University – Center For Health Services Forks Over $875 , 000 To Settle Hacking Breach | Abyde']1

Russia UMC Europe & Central Asia2019 November 20 http://www.opennet.ru/opennews/art.shtml?num=518970

Spain HIC Europe & Central Asia2018 February 21 https://computerhoy.com/noticias/software/alerta-nueva-trampa-imita-dominios-legitimos-ataques-phishing-762930

Russia UMC Europe & Central Asia2018 December 3 https://www.securitylab.ru/blog/company/kaspersky/345240.php0

South KoreaHIC East Asia & Pacific2018 April 4 http://biz.chosun.com/site/data/html_dir/2018/04/04/2018040401277.html0

Japan HIC East Asia & Pacific2018 October 11 http://ascii.jp/elem/000/001/755/1755681/0

Russia UMC Europe & Central Asia2018 March 7 http://ftimes.ru/208793-pobit-rekord-xakerov-po-moshhnosti-kiberataki.html0

Russia UMC Europe & Central Asia2018 August 16 https://www.vedomosti.ru/business/news/2018/08/16/778338-rosselhoznadzor0

Ukraine LMC Europe & Central Asia2017 July 13 https://economics.unian.ua/finance/2027296-oschadbank-poperediv-klientiv-pro-telefonnih-shahrajiv-yaki-aktivizuvalisya-pislya-kiberataki.html0

Poland HIC Europe & Central Asia2017 January 20 http://www.komputerswiat.pl/nowosci/bezpieczenstwo/2017/03/kolejna-proba-wyludzania-danych-na-facebooku.aspx0

Russia UMC Europe & Central Asia2017 June 29 http://bankir.ru/novosti/20170629/khoum-kredit-vosstanovilsya-posle-kiberataki-10128440/0

Spain HIC Europe & Central Asia2017 November 15 https://as.com/betech/2017/08/03/portada/1501792619_511095.html0

Japan HIC East Asia & Pacific2017 June 30 http://ascii.jp/elem/000/001/505/1505367/0

South KoreaHIC East Asia & Pacific2017 June 12 http://www.zdnet.co.kr/news/news_view.asp?artice_id=20170612165159&lo=z370

Sweden HIC Europe & Central Asia2017 September 19 https://nyheter24.se/nyheter/politik/893788-sverigedemokraterna-medlemsregister-hackat0

China UMC East Asia & Pacific2021 April 9 https://cointelegraph.com/news/ledger-faces-class-action-from-phishing-scam-victims0

United StatesHIC North America 2021 April 13 https://www.scmagazine.com/perspectives/understanding-floridas-water-treatment-hack-and-how-to-stop-future-attacks/0

United KingdomHIC Europe & Central Asia2022 June 26 https://www.dailymail.co.uk/news/article-10955277/HMRC-bank-fraud-criminals-exploit-cost-living-prey-victims-rake-700m.html0

Finland HIC Europe & Central Asia2021 May 21 https://yle.fi/uutiset/osasto/news/kela_warns_customers_of_phishing_scam/119435650

United StatesHIC North America 2022 February 12 https://www.abc12.com/news/morley-companies-face-federal-class-action-lawsuit-over-data-breach/article_2b7b8a1a-8b86-11ec-99bc-6b0c74498234.html0

United StatesHIC North America 2022 February 14 https://www.techtimes.com/articles/271798/20220213/android-joker-malware-alert-mobile-security-firm-issues-users-delete.htm0

United StatesHIC North America 2022 February 14 https://www.mondaq.com/unitedstates/class-actions/1160942/no-harm-no-foul-new-york-federal-court-recommends-dismissing-sensitive-data-breach-class-action-for-lack-of-standing0

United StatesHIC North America 2022 March 12 https://www.jdsupra.com/legalnews/data-breach-alert-my-way-holdings-llc-2027226/0

United StatesHIC North America 2022 September 26 https://topclassactions.com/lawsuit-settlements/privacy/data-breach/onetouchpoint-data-breach-investigation/0

United StatesHIC North America 2019 April 17 https://thenextweb.com/hardfork/2019/04/17/satoshi-treasure-hunt-bitcoin-hacker/0

United StatesHIC North America 2017 January 17 http://www.smartbrief.com/s/2017/01/ariz-attack-attributed-malware-not-russia0

Russia UMC Europe & Central Asia2019 March 5 https://www.securityweek.com/iran-linked-hackers-use-python-based-backdoor-recent-attacks0

United StatesHIC North America 2019 March 19 https://www.industryweek.com:443/technology-and-iiot/breach-rust-how-hackers-break-through-old-tech0

United StatesHIC North America 2019 June 21 https://www.beckersasc.com/asc-quality-infection-control/patients-of-illinois-eyecare-asc-business-notified-of-malware-attack.html0

United StatesHIC North America 2020 June 6 https://abc7chicago.com/technology/illinois-residents-worry-about-unemployment-data-breach/6233301/0

Russia UMC Europe & Central Asia2020 August 10 https://www.bleepingcomputer.com/news/security/hacked-government-college-sites-push-malware-via-fake-hacking-tools/0

Japan HIC East Asia & Pacific2019 October 11 https://www.zdnet.com/article/macos-users-targeted-with-new-tarmac-malware/0

United StatesHIC North America 2019 November 4 https://www.bankinfosecurity.com/ransomware-gangs-not-so-secret-attack-vector-rdp-exploits-a-133420

United StatesHIC North America 2019 December 4 https://kadn.com/two-weeks-later-louisiana-omv-offices-still-impacted-by-cyber-attack/0

United StatesHIC North America 2019 December 11 https://www.swnewsmedia.com/prior_lake_american/news/scott-county-improves-internet-security-after-september-malware-attack/article_7e11fba9-b1f8-582a-bd60-8d8c0e23ac09.html0

United StatesHIC North America 2019 December 23 https://www.businessinsider.com/russia-hack-on-institute-for-statecraft-tactics-in-west-2019-12?amp%3Bc=116952737579328987990

France HIC Europe & Central Asia2017 January 23 http://www.parisguardian.com/index.php/sid/2511280710

United StatesHIC North America 2017 January 26 http://www.fox13memphis.com/top-stories/information-session-held-for-tipton-county-employees-impacted-by-hack/4880030430

South AfricaUMC Sub-Saharan Africa2017 April 9 http://www.news24.com/SouthAfrica/News/hacking-hospitals-for-hearty-health-201704080

South AfricaUMC Sub-Saharan Africa2017 July 21 http://www.gadget.co.za/is-goes-phishing/0



United StatesHIC North America 2017 June 16 http://www.philly.com/philly/news/20170616_Montco_hacker_is_sentenced_for_disrupting_utility.html0

United StatesHIC North America 2017 May 17 http://www.maritime-executive.com/article/hacker-demonstrates-attack-on-superyacht-it-systems0

United KingdomHIC Europe & Central Asia2017 August 9 http://www.ibtimes.co.uk/creditseva-data-breach-48000-indians-personal-sensitive-data-was-exposed-hackers-16341680

United StatesHIC North America 2018 January 7 https://www.theautochannel.com/news/2018/01/07/485859-crooks-now-hacking-door-lock-code-beware.html0

United StatesHIC North America 2018 February 26 http://21stcenturywire.com/2018/02/26/uk-column-gun-control-america-russia-hacks-world-syria-ceasefire-respite-isis/0

United StatesHIC North America 2018 April 10 http://mondaq.com/canada/x/689910/data+protection/PIPEDA+data+breach+reporting+to+take+effect+November+1+20180

PhilippinesLMC East Asia & Pacific2018 April 27 http://www.manilatimes.net/facebook-data-breach-likely-hit-fewer-filipinos/395468/0

United StatesHIC North America 2018 May 7 https://www.dailydot.com/debug/dvr-hack-tbk/0

United StatesHIC North America 2018 November 5 https://www.sfgate.com/entertainment/the-wrap/article/Washington-Examiner-Disowns-Trump-Is-Going-to-13363189.php0

Russia UMC Europe & Central Asia2018 December 20 https://sputniknews.com/us/201812211070879164-usa-doj-hacking-services-control/0

Virgin IslandsHIC Latin America & Caribbean2020 January 16 http://www.virginislandsnewsonline.com/en/news/computer-phones-allegedly-hacked-dr-d-orlando-smith-hospital/0

United StatesHIC North America 2020 June 18 https://dailygazette.com/article/2020/06/17/class-action-lawsuits-sought-over-community-care-physicians-data-breach0

PhilippinesLMC East Asia & Pacific2020 February 4 https://news.abs-cbn.com/business/02/04/20/senator-wants-audit-on-power-grid-cyber-attacks0

United StatesHIC North America 2020 July 18 https://www.reuters.com/article/dataprivacy-dental-breach/alabama-dental-provider-beats-claims-over-2019-ransomware-attack-idUSL2N2EO21M0

United StatesHIC North America 2020 July 29 https://wsiltv.com/2020/07/28/local-it-expert-sees-uptick-in-hacking-attempts/0

United StatesHIC North America 2020 March 25 https://www.rapidtvnews.com/2020032558248/security-firm-warns-of-increased-phishing-attacks-on-streaming-services.html0

United StatesHIC North America 2021 December 22 https://www.washingtonpost.com/news/worldviews/wp/2015/01/07/china-police-inadvertently-admit-to-buying-malware-to-spy-on-citizens/0

United StatesHIC North America 2021 December 17 https://www.newdelhitimes.com/police-in-delhi-apprehends-fraudster-who-used-atm-hacking-to-defraud-banks/0

United StatesHIC North America 2021 November 6 http://www.itechpost.com/articles/107699/20211105/mac-trojan-malware-hack-apple-device-run-ads-steal-info.htm0

United StatesHIC North America 2021 March 23 https://healthitsecurity.com/news/ransomware-extortion-threat-actors-post-data-from-4-healthcare-entities0

South KoreaHIC East Asia & Pacific2021 December 8 https://www.edaily.co.kr/news/read?newsId=02728966629276552&mediaCodeNo=2570

Singapore HIC East Asia & Pacific2021 March 5 https://www.marketing-interactive.com/sia-s-krisflyer-and-pps-club-fall-prey-to-data-breach0

Austria HIC Europe & Central Asia2021 May 16 https://www.heute.at/s/12-jaehrige-hacken-lehrer-mails-um-an-tests-zu-gelangen-1001425480

Serbia UMC Europe & Central Asia2022 March 23 https://www.slobodnaevropa.org/a/hrvatska-slobodna-dalmacija-hakiranje/31766997.html0

Mexico UMC Latin America & Caribbean2022 October 27 https://vanguardia.com.mx/coahuila/ante-hackeo-sict-coahuila-desconecta-sus-equipos-de-la-red-de-internet-y-privada-YA48390890

Japan HIC East Asia & Pacific2022 February 16 https://www.asahi.com/articles/ASQ2J66NHQ2JULZU00B.html0

Mexico UMC Latin America & Caribbean2022 November 16 https://suracapulco.mx/reporte-del-hackeo-de-guacamaya-revela-la-reestructuracion-del-circulo-de-el-mencho/0

Belgium HIC Europe & Central Asia2022 July 27 https://www.vlaamsbelang.org/chinese-cyberaanvallen-vermoedens-vlaams-belang-bevestigd/0

Hungary HIC Europe & Central Asia2021 January 28 https://profitline.hu/Gazszamlanak-alcazott-leveleket-kuldenek-az-adathalasz-csalok-4175480

SwitzerlandHIC Europe & Central Asia2021 September 2 https://www.zentralplus.ch/post-laesst-abstimmungssystem-hacken-2180599/0

Germany HIC Europe & Central Asia2021 September 24 https://www.boersen-zeitung.de/banken-finanzen/hackerangriffe-auf-banken-nehmen-deutlich-zu-f080a0ce-1c6f-11ec-842f-73562a0ee4520

Belgium HIC Europe & Central Asia2021 May 11 https://www.sudinfo.be/id392738/article/2021-05-11/une-trentaine-de-victimes-de-phishing-prevoient-de-porter-plainte-contre-argenta0

Germany HIC Europe & Central Asia2020 December 23 https://www.stuttgarter-zeitung.de/inhalt.betrueger-im-kreis-ludwigsburg-senioren-mit-phishing-mails-um-horrende-summen-gebracht.fa5d256a-62d4-4229-973e-91321e57fcb7.html0

Russia UMC Europe & Central Asia2020 September 15 https://1prime.ru/telecommunications_and_technologies/20200915/832026306.html0

France HIC Europe & Central Asia2020 September 16 https://securite.developpez.com/actu/308865/Un-logiciel-malveillant-de-la-police-francaise-permet-de-recolter-des-messages-des-mots-de-passe-des-GPS-et-bien-plus-sur-les-dispositifs-du-service-de-telecommunication-chiffre-Encrochat/0

South KoreaHIC East Asia & Pacific2020 January 7 https://news.joins.com/article/23676080 0

Russia UMC Europe & Central Asia2019 May 17 http://www.opennet.ru/opennews/art.shtml?num=506960

Spain HIC Europe & Central Asia2017 March 1 http://www.europapress.es/cantabria/noticia-cuatro-meses-prision-ser-cooperador-necesario-delito-phishing-20170301114412.html[1121050, 1121051]['Four months for cooperating in a phishing crime', 'Four months in prison for being a necessary collaborator in a phishing crime']1

Germany HIC Europe & Central Asia2019 March 12 https://www.sueddeutsche.de/muenchen/hacker-cyberkriminalitaet-e-mails-1.43648930

Bulgaria UMC Europe & Central Asia2019 July 31 https://www.mediapool.bg/hakeri-probvali-prevrat-s-oflain-praskachki-news296364.html0

Mexico UMC Latin America & Caribbean2019 June 16 https://www.elimparcial.com/tijuana/tijuana/Alertan-sobre-ataques-ciberneticos-a-empresas-en-Tijuana-20190616-0020.html0

Belgium HIC Europe & Central Asia2019 November 15 https://www.rtbf.be/info/societe/detail_hacking-du-forum-neo-nazi-iron-march-6-profils-belges-reperes?id=103665220

Italy HIC Europe & Central Asia2019 December 20 https://www.thesocialpost.it/2019/12/20/iren-attacco-informatico-hacker/0

Japan HIC East Asia & Pacific2019 January 11 https://japan.zdnet.com/article/35131200/0

Denmark HIC Europe & Central Asia2018 February 28 https://www.computerworld.dk/art/242663/cisco-advarer-hackere-brugere-krypterede-internettjenester-til-at-sprede-malware0

Hungary HIC Europe & Central Asia2018 December 27 https://hvg.hu/tudomany/20181227_Kamu_Indexcikkel_veri_at_az_embereket_egy_adathalasz_oldal0

Turkey UMC Europe & Central Asia2018 February 27 https://www.tamindir.com/haber/350-bin-dolar-calan-hackerlar-istanbul-da-yakalandi_36111/0

Russia UMC Europe & Central Asia2018 November 29 http://www.banki.ru/news/lenta/?id=107674420

Spain HIC Europe & Central Asia2017 January 17 http://www.elmundo.es/comunidad-valenciana/castellon/2017/01/17/587e395de2704e004a8b4590.html0

Denmark HIC Europe & Central Asia2017 February 22 http://www.business.dk/digital/kaempe-hackerangreb-koster-traengt-internetgigant-25-milliarder-kroner0

Mexico UMC Latin America & Caribbean2017 July 16 http://reporteindigo.com/reporte/monterrey/suplantacion-identidad-internet-acoso-extorsion-informacion-privacidad0

Spain HIC Europe & Central Asia2017 November 23 http://www.gentedigital.es/madrid/noticia/2275205/ayuntamiento-de-majadahonda-denuncia-el-hackeo-de-su-web-que-estuvo-durante-una-hora-con-un-mensaje-sobre-ala/0

United KingdomHIC Europe & Central Asia2017 October 26 http://news20.busan.com/controller/newsController.jsp?newsId=201710260003430

United KingdomHIC Europe & Central Asia2017 May 25 http://news20.busan.com/controller/newsController.jsp?newsId=201705240003500

United StatesHIC North America 2021 April 22 https://www.wvtm13.com/article/alabama-ag-warns-of-new-unemployment-fraud-phishing-scam/362017880



United KingdomHIC Europe & Central Asia2021 June 8 https://www.bbc.co.uk/news/uk-england-kent-574049170

United StatesHIC North America 2022 July 10 https://www.scmagazine.com/analysis/privacy/hhs-agrees-to-improve-feedback-process-for-healthcare-data-breach-reporting0

United StatesHIC North America 2022 August 25 https://securityboulevard.com/2022/08/nhs-cyber-attack-august-2022-whats-the-fallout/0

United StatesHIC North America 2022 September 14 https://www.insurancejournal.com/news/national/2022/09/14/685050.htm0

United KingdomHIC Europe & Central Asia2022 October 4 https://www.theguardian.com/australia-news/2022/oct/05/staff-at-security-firm-g4s-on-alert-after-tax-numbers-and-bank-details-posted-online-following-hack0

United KingdomHIC Europe & Central Asia2022 March 29 https://www.harrowtimes.co.uk/news/20027975.confidential-documents-blown-gardens-data-breach/0

PhilippinesLMC East Asia & Pacific2022 April 6 https://newsinfo.inquirer.net/1579456/naic-police-finance-officer-lost-money-due-to-hacking-not-e-sabong0

United KingdomHIC Europe & Central Asia2022 December 20 https://www.internationalinvestment.net/news/4061885/cyprus-identified-danger-hotspot-drive-downloads-phishing-malware-2023-report0

South AfricaUMC Sub-Saharan Africa2019 February 21 https://it-online.co.za/2019/02/21/new-atm-cyber-attacks-hitting-african-banks/0

Canada HIC North America 2020 March 3 https://www.cbc.ca/news/canada/prince-edward-island/pei-data-breach-malware-ransomware-government-1.54831710

India LMC South Asia 2020 November 20 https://www.indiatoday.in/india/story/mumbai-power-outage-malware-attack-1742538-2020-11-200

United StatesHIC North America 2019 July 30 https://www.wlox.com/2019/07/29/cyber-attack-historic-coast-attraction-raises-awareness-digital-security/0

United StatesHIC North America 2019 March 22 https://www.richlandsource.com/business/scam-alert-victim-of-data-breach/article_e0c42d62-4cb6-11e9-aa10-ff0d0c9c13e2.html0

Australia HIC East Asia & Pacific2019 March 28 https://www.arnnet.com.au/article/659416/afp-raids-victorian-address-global-malware-investigation/0

United KingdomHIC Europe & Central Asia2019 November 11 https://www.theregister.co.uk/2019/11/11/security_roundup_081119/0

United StatesHIC North America 2019 December 2 https://triblive.com/local/westmoreland/former-franklin-regional-student-pleads-guilty-in-2016-cyber-attack-case/0

United StatesHIC North America 2018 November 8 https://www.edweek.org/ew/articles/2018/11/07/they-hacked-their-school-district-when-they.html0

United KingdomHIC Europe & Central Asia2018 November 8 https://www.ispreview.co.uk/index.php/2018/11/broadcom-based-upnp-using-broadband-routers-hit-by-malware.html0

Kenya LMC Sub-Saharan Africa2018 November 16 https://www.standardmedia.co.ke/article/2001302910/kakamega-blogger-charged-with-hacking-county-ifmis-program0

United StatesHIC North America 2017 January 20 http://cbs2iowa.com/news/local/iowa-community-receives-hacking-scare0

United StatesHIC North America 2017 January 30 http://www.nextgov.com/cybersecurity/2017/01/hackers-discover-code-reboot-samsung-phones-forever-claim-trumps-twitter-account-has-bad-security-and-block-online-banking/134943/0

Sierra LeoneLIC Sub-Saharan Africa2017 February 6 http://awoko.org/2017/02/06/sierra-leone-news-government-website-hacked/0

United StatesHIC North America 2017 February 9 http://www.dailydot.com/debug/invisible-malware-140-banks-agencies-affected/0

India LMC South Asia 2017 May 29 http://www.gizmodo.in/indiamodo/a-new-malware-now-auto-clicks-on-ads-to-generate-revenue-for-hackers/slidelist/58892577.cms0

China UMC East Asia & Pacific2017 July 3 http://container-mag.com/2017/06/30/apmt-maasvlakte-ii-remains-closed-cyber-attack/0

United KingdomHIC Europe & Central Asia2017 August 3 http://www.ibtimes.co.uk/us-hacker-allegedly-ddosed-major-international-media-get-derogatory-articles-taken-down-16333790

United StatesHIC North America 2021 May 15 https://www.msn.com/en-au/news/australia/nsw-labor-warns-members-their-data-could-end-up-online-after-hackers-deadline-passes/ar-BB1gKnEs[3282846, 3282830]['NSW Labor warns members their data could end up online after hacker deadline passes', 'NSW Labor warns members their data could end up online after hacker deadline passes | Labor party']1

India LMC South Asia 2022 June 14 https://www.indiatvnews.com/news/india/prophet-row-hackers-thane-police-website-post-message-apologise-to-muslims-nupur-sharma-comments-2022-06-14-784564[3675389, 3675395, 3677079]['Amid Prophet row : Hacked Thane police website demands apology to Muslims', 'Prophet row : Hackers break into Thane police website , posts message seeking apology to Muslims', 'Thane police website hacked , message seeking apology to Muslims uploaded']2

United StatesHIC North America 2017 August 14 http://www.msn.com/en-gb/news/uknews/cyber-attacks-on-online-retailers-double-in-a-year-as-hackers-try-to-steal-shoppers-details/ar-AAq2fEO0

Uganda LIC Sub-Saharan Africa2017 September 14 http://pctechmag.com/2014/09/change-your-gmail-password-now-4-93-million-gmail-passwords-leaked-by-hackers/0

United StatesHIC North America 2017 September 19 http://www.spamfighter.com/News-21129-Fresh-Malware-Version-Asking-for-$50-Worth-BTC.htm0

United StatesHIC North America 2017 December 9 http://www.charlotteobserver.com/news/local/article188839779.html0

China UMC East Asia & Pacific2018 May 25 https://www.fudzilla.com/news/mobile/46369-zte-named-and-shamed-as-shipping-with-malware0

United KingdomHIC Europe & Central Asia2018 March 8 https://www.mirror.co.uk/news/uk-news/couple-hacked-servers-just-eat-121494750

United StatesHIC North America 2018 June 4 https://www.defenseone.com/threats/2018/06/after-major-cyber-attack-does-public-deserve-explanation/148705/0

India LMC South Asia 2018 March 14 https://timesofindia.indiatimes.com/city/ahmedabad/travel-agency-lodges-complaint-for-suspected-case-of-hacking/articleshow/63291205.cms0

United KingdomHIC Europe & Central Asia2018 April 2 https://www.theregister.co.uk/2018/04/02/hacks_fifth_avenue_crooks_slurp_card_numbers_from_luxury_chain/0

United StatesHIC North America 2018 April 6 https://www.techrepublic.com/article/whiterose-ransomware-attack-sends-bizarre-poetry-in-ransom-note-to-victims/0

United KingdomHIC Europe & Central Asia2018 July 9 http://www.theregister.co.uk/2018/07/09/domainfactory_in_germany_confirms_brdata_breach/0

United StatesHIC North America 2018 July 10 https://www.beckershospitalreview.com/cybersecurity/ehr-vendor-s-coding-error-leads-to-data-breach-of-150k-uk-patients-4-things-to-know.html0

United StatesHIC North America 2018 July 24 https://thenextweb.com/hardfork/2018/07/24/hack-twitter-cryptocurrency-fox/0

United KingdomHIC Europe & Central Asia2018 December 17 https://www.peterboroughtoday.co.uk/news/crime/cross-keys-homes-admit-data-breach-affecting-hundreds-of-peterborough-residents-1-87426080

United StatesHIC North America 2020 January 16 https://www.turnto23.com/news/local-news/pbvsd-ransomware-attack-will-delay-report-cards0

Russia UMC Europe & Central Asia2020 February 11 https://www.securityweek.com/echobot-malware-drives-significant-increase-ot-attacks0

United StatesHIC North America 2020 April 10 https://www.palmbeachpost.com/news/20200410/coronavirus-florida-jupiter-web-services-back-after-ransomware-attack0

Israel HIC Middle East & North Africa2021 December 20 https://www.middleeastmonitor.com/20211220-iran-attack-on-karaj-plant-enabled-by-hacking-of-iaeas-cameras/0

United StatesHIC North America 2021 February 10 https://www.insurancejournal.com/news/national/2021/02/10/600678.htm0

United StatesHIC North America 2021 February 11 https://www.newschannel6now.com/2021/02/10/nocona-general-hospital-records-targeted-by-hackers/0

United StatesHIC North America 2021 February 25 https://patch.com/florida/sarasota/florida-studio-theatre-endures-ransomware-attack0

United StatesHIC North America 2021 October 12 https://lancasteronline.com/early-edition-for-10-12-lnp-hit-by-ransomware-attack-covid-19-hospitalization-data-pleasant/article_a2a8bc10-2af7-11ec-a55d-5b75d0a943ee.html0

United StatesHIC North America 2021 October 21 https://www.law360.com/articles/1432673/blackbaud-can-t-shake-negligence-claims-in-data-breach-row0

Belgium HIC Europe & Central Asia2022 March 14 https://www.knack.be/nieuws/factcheck/factcheck-oekraiens-winkelcentrum-excuseerde-zich-in-2019-voor-hakenkruis-na-vermeende-computerhack/article-longread-1846009.html0

South KoreaHIC East Asia & Pacific2022 November 16 https://www.hani.co.kr/arti/area/capital/1067475.html0

United KingdomHIC Europe & Central Asia2021 July 1 https://threatpost.com/hacked-data-limevpn-dark-web/167492/[3368067, 3366536, 3368077, 3368114]['Hacker obtains data on thousands of VPN users', 'Hacked Data for 69K LimeVPN Users Up for Sale on Dark Web', 'LimeVPN Suffers Major Data Breach , Over 69K Users at Risk', 'Hacker steals data on almost 70 , 000 LimeVPN users']3

Singapore HIC East Asia & Pacific2019 December 22 http://theindependent.sg/2400-mindef-saf-personnel-possible-data-breach-victims-due-to-malware-incidents/[4961761, 4962787, 4964259, 4961468, 4961811]['Personal data of 2 , 400 MINDEF , SAF personnel potentially affected by data breach', '2 , 400 MINDEF , SAF personnel possible data breach victims due to malware incidents – The Independent News', 'Over 120 , 000 individual data compromised in two malware incident , including that of over 100 , 000 MINDEF / SAF personnel', '2 vendors for Mindef , SAF hit by malware ; personal data of 2 , 400 staff could have been leaked', 'Personal data of 2 , 400 MINDEF , SAF personal potentially affected ; 2 vendors hit by malware']4



Lithuania HIC Europe & Central Asia2022 February 25 https://www.lrytas.lt/lietuvosdiena/aktualijos/2022/02/25/news/naujienu-portalas-tv3-lt-skelbia-patyres-kibernetine-ataka-225045110

Slovenia HIC Europe & Central Asia2022 February 9 https://www.zurnal24.si/slovenija/novo-o-hekerskem-napadu-na-pop-tv-in-kanal-a-3812400

Sweden HIC Europe & Central Asia2022 October 27 https://computersweden.idg.se/2.2683/1.772153/hackare-utnyttjar-kanda-sarbarheter-i-ciscos-vpn0

South KoreaHIC East Asia & Pacific2022 March 22 https://news.mt.co.kr/mtview.php?no=2022032218434496353&MTS_P0

Ukraine LMC Europe & Central Asia2021 April 18 https://podrobnosti.ua/2398536-millionam-kompjuterov-ugrozhaet-vzlom-cherez-operativnuju-pamjat.html0

Russia UMC Europe & Central Asia2021 April 16 https://runews24.ru:443/makhachkala/16/04/2021/e95a01af267465aab2e121674542e8f60

SwitzerlandHIC Europe & Central Asia2021 April 19 https://www.watson.ch/digital/online-sicherheit/916113996-anonymous-hackt-querdenker-diese-erhalten-nun-post-von-den-hackern0

Russia UMC Europe & Central Asia2021 September 3 https://echo.msk.ru/news/2897642-echo.html0

Finland HIC Europe & Central Asia2021 January 21 https://www.is.fi/digitoday/art-2000007754669.html0

France HIC Europe & Central Asia2021 October 8 https://www.lejdd.fr/Societe/info-jdd-le-pirate-informatique-responsable-de-lattaque-de-lap-hp-arrete-40704720

Poland HIC Europe & Central Asia2021 November 18 https://www.wirtualnemedia.pl/artykul/pge-inpost-oszustwo-phishing0

Argentina UMC Latin America & Caribbean2021 March 11 https://www.clarin.com/sociedad/hackearon-webs-turnos-vacunarse-coronavirus-misiones-corrientes-generaron-caos_0_pZONeaJZ7.html0

South KoreaHIC East Asia & Pacific2020 January 14 https://biz.chosun.com/site/data/html_dir/2020/01/14/2020011401440.html0

Israel HIC Middle East & North Africa2020 November 8 http://www.talniri.co.il/marketnews/article.asp?id=1003200

Israel HIC Middle East & North Africa2020 February 22 https://www.israelvalley.com/2020/02/les-victimes-du-piratage-de-yahoo-aux-etats-unis-et-en-israel-peuvent-desormais-demander-une-compensation-financiere/0

France HIC Europe & Central Asia2020 October 1 https://www.zdnet.fr/actualites/la-coree-du-nord-a-tente-de-pirater-11-membres-du-conseil-de-securite-de-l-onu-39910579.htm0

Russia UMC Europe & Central Asia2020 August 10 https://ibigdan.livejournal.com/25429624.html0

Chile HIC Latin America & Caribbean2020 May 12 https://redgol.cl/colocolo/Hackean-cuenta-de-Instagram-del-Club-Social-y-Deportivo-Colo-Colo-20200511-0090.html0

Denmark HIC Europe & Central Asia2020 October 26 https://www.version2.dk/artikel/midtjyde-tiltalt-354-cyberangreb-10915200

Hungary HIC Europe & Central Asia2020 February 6 https://index.hu/techtud/2020/02/06/magyar_ipari_vezerlorendszerek_az_interneten_kiberbiztonsag_serulekeny_hekkerek_black_cell/0

France HIC Europe & Central Asia2020 December 1 https://www.generation-nt.com/bismuth-malware-cryptominage-vietnam-apt32-oceanlotus-actualite-1982840.html0

Russia UMC Europe & Central Asia2019 April 4 http://www.opennet.ru/opennews/art.shtml?num=504570

United StatesHIC North America 2018 July 29 http://thehill.com/homenews/sunday-talk-shows/399413-senate-dem-widespread-phishing-attacks-targeting-political-parties[1870816, 1870819]['Senate Dem :  Widespread  phishing attacks targeting political parties , senators', 'Dem senator : Lawmakers targeted in  widespread  phishing attacks']1

Vietnam LMC East Asia & Pacific2019 March 31 https://ictnews.vn/cntt/bao-mat/so-luong-cuoc-tan-cong-mang-vao-cac-he-thong-thong-tin-tai-viet-nam-da-giam-gan-50-180673.ict[4417100, 4417099]['The number of cyber attacks on information systems in Vietnam has decreased by nearly 50%', '620 cyber attacks on information systems in Vietnam in the first quarter of 2019 | More than 1.8 million Vietnamese IP addresses are in ghost computer networks | The number of cyber attacks on information systems in Vietnam has decreased by nearly 50%']1

Latvia HIC Europe & Central Asia2019 June 20 https://www.delfi.lv/bizness/tehnologijas/noticis-hakeru-uzbrukums-portalam-the-baltic-course.d?id=512095310

Denmark HIC Europe & Central Asia2019 July 23 https://www.computerworld.dk/art/248285/hackerangreb-koster-amerikansk-kreditgigant-rekordboede-paa-over-fire-milliarder0

SwitzerlandHIC Europe & Central Asia2019 December 28 https://www.toponline.ch/news/schweiz/detail/news/hacker-nehmen-schweizer-medien-ins-visier-00126297/0

Colombia UMC Latin America & Caribbean2019 August 30 https://hsbnoticias.com/noticias/ciencia/tiene-iphone-pilas-anuncian-hackeo-sin-precedentes-5546960

France HIC Europe & Central Asia2019 February 19 https://www.zdnet.fr/actualites/barometre-cesin-le-phishing-reste-l-attaque-la-plus-frequente-pour-les-entreprises-francaises-39880813.htm0

South KoreaHIC East Asia & Pacific2019 July 22 http://segye.com/newsView/201907225104770

Germany HIC Europe & Central Asia2018 April 3 https://www.netzwelt.de/betrugswarnungen/151206-amazon-phishing-verbraucherzentrale-warnt-verifizierung-ihres-kontos.html0

Israel HIC Middle East & North Africa2018 November 19 https://www.pc.co.il/news/278690/ 0

NetherlandsHIC Europe & Central Asia2018 December 10 https://www.techzine.nl/nieuws/415264/nieuwe-macro-downloaders-gebruiken-pub-bestanden-om-retailers-aan-te-vallen.html0

Germany HIC Europe & Central Asia2018 May 28 https://www.focus.de/finanzen/boerse/kryptowaehrungen/die-daten-fischer-von-eos-block-one-warnt-vor-phishing-mails_id_8996553.html0

Samoa LMC East Asia & Pacific2018 June 22 http://oane.ws/2018/06/22/mobilnoe-prilozhenie-okazalos-vredonosnoy-programmoy-vorom.html0

Germany HIC Europe & Central Asia2018 September 12 https://www.sueddeutsche.de/politik/hacker-kongress-netzattacke-auf-die-geldeintreiber-1.33125610

France HIC Europe & Central Asia2017 February 12 https://www.cowcotland.com/topic26508-15.html0

South KoreaHIC East Asia & Pacific2017 October 11 http://news1.kr/articles/?3120723 0

NetherlandsHIC Europe & Central Asia2017 September 22 https://dutchitchannel.nl/584632/fout-in-helpdeskmechanisme-geeft-hacker-toegang-tot-bedrijfsaccounts.html0

Latvia HIC Europe & Central Asia2017 September 21 http://www.lsm.lv/raksts/dzive--stils/tehnologijas-un-zinatne/latvija-pieaug-hakeru-uzbrukumi-viedtalruniem-ka-pasargat-talruni-no-virusiem.a250915/0

Vietnam LMC East Asia & Pacific2017 June 28 http://www.doisongphapluat.com/tin-the-gioi/hang-loat-sieu-tap-doan-lao-dao-vi-dinh-ma-doc-tong-tien-petya-a194620.html0

Spain HIC Europe & Central Asia2017 September 29 https://cincodias.elpais.com/cincodias/2017/09/29/lifestyle/1506700855_873834.html0

Belarus UMC Europe & Central Asia2017 November 28 http://www.belaruspartisan.org/politic/407484/0

Denmark HIC Europe & Central Asia2017 July 3 https://www.computerworld.dk/art/240473/politianmeldt-af-tdc-unge-drenge-bestilte-cyberangreb-mod-andre-danskere-paa-nettet0

Germany HIC Europe & Central Asia2017 August 3 http://t3n.de/news/blu-smartphones-android-spyware-843921/0

Mexico UMC Latin America & Caribbean2017 December 13 http://www.radioformula.com.mx/notas.asp?Idn=724817&idFC=20170

Canada HIC North America 2019 August 15 https://www.620ckrm.com/2019/08/15/city-of-saskatoon-victimized-in-phishing-scam-1-million-deposited-into-fraudsters-bank-account/[4668482, 4668483]['City of Saskatoon victimized in phishing scam ; $1 million deposited into fraudster bank account | 620 CKRM The Source', 'City of Saskatoon victimized in phishing scam ; $1 million deposited into fraudster bank account']1

Russia UMC Europe & Central Asia2021 April 29 https://www.securityweek.com/chinese-cyberspies-target-military-organizations-asia-new-malware0

Pakistan LMC South Asia 2021 November 27 https://tribune.com.pk/story/2331293/body-formed-to-probe-nadra-data-breach0

Russia UMC Europe & Central Asia2021 June 15 https://www.bleepingcomputer.com/news/security/largest-us-propane-distributor-discloses-8-second-data-breach/0

United StatesHIC North America 2021 June 15 https://healthitsecurity.com/news/elekta-data-breach-leaks-patient-info-at-oklahoma-cancer-center0

United StatesHIC North America 2022 July 12 https://cacm.acm.org/news/262642-youtube-content-creator-credentials-are-under-siege-by-ytstealer-malware/fulltext0

United StatesHIC North America 2021 July 21 https://www.standard.net/news/government/clearfield-target-of-ransomware-attack-official-says-city-now-up-and-running/article_861abbfa-d42b-5c00-8fe8-2b4ceb251cea.html0

United KingdomHIC Europe & Central Asia2022 September 28 https://www.techradar.com/news/this-evil-dropper-infects-you-with-a-dozen-malware-strains-at-the-same-time0

China UMC East Asia & Pacific2022 February 4 https://www.devdiscourse.com/article/law-order/1910783-polands-audit-office-says-it-was-hit-by-over-6000-pegasus-spyware-incidents0



United KingdomHIC Europe & Central Asia2022 September 22 https://www.theguardian.com/australia-news/2022/sep/23/morning-mail-russians-flee-military-draft-more-rain-on-way-in-nsw-optus-data-breach0

Russia UMC Europe & Central Asia2022 October 3 https://www.bleepingcomputer.com/news/security/live-support-service-hacked-to-spread-malware-in-supply-chain-attack/0

United KingdomHIC Europe & Central Asia2022 April 12 https://www.itpro.co.uk/security/data-breaches/367405/shiseido-accused-of-mishandling-uk-employee-data-in-mass-breach0

United StatesHIC North America 2022 November 3 https://healthitsecurity.com/news/st-lukes-health-suffers-third-party-data-breach-unrelated-to-commonspirit-attack0

United StatesHIC North America 2022 October 19 https://lawstreetmedia.com/news/agriculture/sonic-settles-data-breach-negligence-case/0

Syria LIC Middle East & North Africa2022 May 19 https://www.arabherald.com/news/272558161/israel-warns-of-ransomware-attacks-on-cash-registers0

United StatesHIC North America 2022 December 10 https://bioprepwatch.com/hackers-attack-bushehr-nuclear-power-plant-group-demands-demands/0

United StatesHIC North America 2019 May 7 https://thehill.com/policy/technology/overnights/442580-hillicon-valley-dems-target-equifax-in-new-cyber-bill-baltimore0

Russia UMC Europe & Central Asia2022 January 7 https://www.securityweek.com/online-pharmacy-service-ravkoo-discloses-data-breach0

United KingdomHIC Europe & Central Asia2021 September 26 https://www.itproportal.com/2014/12/16/gchq-hacked-belgiums-largest-telecom-service/0

United StatesHIC North America 2019 February 18 http://www.wsfa.com/2019/02/18/suspect-asecu-phishing-scam-sentenced/0

United StatesHIC North America 2019 October 18 https://www.citizen-times.com/story/news/local/2019/10/18/mission-health-data-breach-e-commerce-site-contained-malicious-code-for-3-years/4007997002/0

United StatesHIC North America 2019 November 14 https://www.unionleader.com/news/veterans/hassan-addresses-terror-threats-cyber-attacks-at-hearing-in-d/article_5ea80337-3785-55c7-9336-626ea6189032.html0

United StatesHIC North America 2019 November 16 https://937thebeathouston.iheart.com/featured/og-ron-c/content/2019-11-16-2k-the-company-that-makes-nba2k-and-wwe-2k-social-media-was-hacked/0

United StatesHIC North America 2019 December 3 https://www.healthdatamanagement.com/news/hack-of-staff-email-accounts-jeopardizes-patient-info-at-ivy-rehab0

United StatesHIC North America 2019 December 6 https://mashable.com/article/facebook-ad-fraud-malware-california-court-boner-pills/0

Australia HIC East Asia & Pacific2018 November 28 https://www.lawyersweekly.com.au/biglaw/24544-law-firms-among-those-targeted-by-hackers-new-email-scam0

United StatesHIC North America 2017 February 3 http://cbs6albany.com/news/local/hackers-target-food-bank-city-with-ransomware0

United StatesHIC North America 2017 June 12 http://www.rawstory.com/2017/06/russian-hackers-compromised-top-political-and-media-figures-with-blackmail-cyber-experts-warn/0

United StatesHIC North America 2017 June 20 http://medcitynews.com/2017/06/data-breach-discover/0

United KingdomHIC Europe & Central Asia2017 June 21 https://www.scmagazineuk.com/malware-piggybacks-on-iot-devices-from-vietnam-and-taiwan--kaspersky/article/670045/0

Hong Kong 2017 November 8 http://www.thestandard.com.hk/breaking-news.php?id=992950

United StatesHIC North America 2017 September 3 http://www.kcra.com/article/popular-tv-cable-company-impacted-by-data-breach-of-up-to-4-million-personal-records/121650640

United StatesHIC North America 2017 November 12 https://www.telesurtv.net/english/news/Hacker-Mines-Data-from-South-American-South-East-Asian-Diplomatic-Targets-20171112-0003.html0

Singapore HIC East Asia & Pacific2018 January 11 http://www.theindependent.sg/singaporean-facebook-accounts-under-attack-in-familiar-malware-hoax/0

Greece HIC Europe & Central Asia2018 January 23 http://greece.greekreporter.com/2018/01/23/anonymous-greece-claims-hack-of-state-tv/0

United StatesHIC North America 2018 March 14 https://www.scmagazine.com/the-malware-also-targets-devices-made-by-chinese-manufacturer-xiaomi-and-those-running-the-xiaomis-google-android-based-operating-system/article/750775/0

United StatesHIC North America 2018 June 6 http://www.thenonprofittimes.com/news-articles/weinberg-foundation-target-phishing-email/0

United StatesHIC North America 2018 May 12 http://fox59.com/2018/05/11/impd-investigating-bogus-911-call-from-possible-computer-hack/0

India LMC South Asia 2018 May 23 https://www.firstpost.com/tech/news-analysis/after-being-held-for-major-data-breach-mark-zuckerberg-faces-pressure-for-his-tax-policies-by-emmanuel-macron-4480161.html0

Uganda LIC Sub-Saharan Africa2018 October 31 http://pctechmag.com/2013/05/twitter-tightens-security-after-recent-hacking-spate/0

India LMC South Asia 2018 September 11 https://indianexpress.com/article/technology/tech-news-technology/freshmenu-hid-a-2016-data-breach-that-affected-over-110000-users-report-5350686/0

India LMC South Asia 2018 September 21 https://www.timesnownews.com/mirror-now/crime/article/indian-origin-man-with-2-others-create-malware-to-infect-thousands-of-websites-arrested/2878490

United StatesHIC North America 2018 October 1 https://www.news8000.com/news/holmen-fire-department-warns-of-phishing-email-scam/8018157210

United StatesHIC North America 2018 December 4 https://www.mediapost.com/publications/article/328746/new-malware-variant-is-delivered-by-email.html0

United StatesHIC North America 2020 May 25 https://www.whatech.com/ecommerce/companies/online-marketing-hack0

United StatesHIC North America 2020 February 8 https://www.koat.com/article/bernalillo-county-suffers-near-half-million-dollar-hack/308203550

United KingdomHIC Europe & Central Asia2020 March 2 https://www.scmagazineuk.com/windows-10-activex-control-hacked-execute-trickbot-dropper/article/16756180

United StatesHIC North America 2020 July 22 https://threatpost.com/going-down-the-spyware-rabbit-hole-with-silkbean-mobile-malware/157619/0

United KingdomHIC Europe & Central Asia2020 September 10 https://www.chroniclelive.co.uk/news/north-east-news/northumberland-county-council-apologises-alleged-188661070

Finland HIC Europe & Central Asia2021 September 3 https://yle.fi/uutiset/osasto/news/personal_data_of_hundreds_compromised_in_phishing_attack_at_oulu_university/120844330

India LMC South Asia 2020 November 27 https://www.thehindubusinessline.com/info-tech/cybercriminals-abusing-legitimate-cloud-hosting-services-in-malware-campaigns-warns-microsoft/article33192293.ece0

Australia HIC East Asia & Pacific2021 October 14 https://www.itwire.com/security/how-ransomware-may-be-hiding-in-those-old-files.html0

Italy HIC Europe & Central Asia2022 March 23 https://www.055firenze.it/art/212339/Hackeraggio-di-profili-Facebook-per-diffondere-materiale-pedopornografico0

Indonesia LMC East Asia & Pacific2022 October 16 https://regional.kompas.com/read/2022/10/16/143259778/situs-kodam-pattimura-diretas-muncul-logo-dan-bendera-republik-maluku0

Hungary HIC Europe & Central Asia2022 March 30 https://privatbankar.hu/cikkek/reszveny/oriasi-hackertamadas-tortent-aktivaltak-a-gazvesz-forgatokonyvet.html0

United StatesHIC North America 2022 April 26 https://www.larepublica.net/noticia/solo-el-6-de-los-clientes-de-aerocasillas-se-vio-afectado-por-el-hackeo-a-sus-servidores-indica-la-compania0

Germany HIC Europe & Central Asia2022 November 4 https://www.sueddeutsche.de/muenchen/landkreismuenchen/landkreis-muenchen-medienzentrum-cyberangriff-folgen-1.56866030

Indonesia LMC East Asia & Pacific2022 August 23 https://www.jawapos.com/oto-dan-tekno/teknologi/22/08/2022/bin-bantah-datanya-diretas-jubir-itu-hoax/0

Russia UMC Europe & Central Asia2022 November 24 https://www.ferra.ru/news/techlife/khakery-ustroili-okhotu-na-polzovatelei-oplachivayushikh-tovary-chastyami-24-11-2022.htm0

South KoreaHIC East Asia & Pacific2021 February 12 https://zdnet.co.kr/view/?no=202102111415350

Russia UMC Europe & Central Asia2021 July 6 https://lenta.ru/news/2021/07/06/raids/ 0

Dominican RepublicUMC Latin America & Caribbean2021 November 7 https://elnacional.com.do/director-de-comunicaciones-propeep-denuncia-hackeo-telefonico/0

Sweden HIC Europe & Central Asia2021 March 10 https://www.svt.se/nyheter/lokalt/gavleborg/aklagare-ville-hakta-polisanstalld-i-gavleborg-misstankts-for-dataintrang0

Hungary HIC Europe & Central Asia2020 February 25 http://hirek.prim.hu/cikk/2020/02/25/a_nemzeti_kozmuszolgaltato_neveben_indult_adathalasz_tamadas0



France HIC Europe & Central Asia2020 April 30 https://www.zdnet.fr/actualites/israel-en-alerte-apres-une-serie-de-piratages-de-son-systeme-hydraulique-39903001.htm0

Czech RepublicHIC Europe & Central Asia2020 January 9 https://computerworld.cz/securityworld/hitem-konce-roku-byl-spyware-kradl-hesla-558060

Russia UMC Europe & Central Asia2020 September 8 https://asn24.ru:443/news/society/80188/ 0

Macedonia 2020 July 25 https://kanal5.com.mk/monako-hakerskiot-napad-vrz-vladinite-veb-sajtovi-bil-dosta-golem/a4324570

Vietnam LMC East Asia & Pacific2020 September 20 https://vietgiaitri.com/tin-tac-dang-tan-cong-qua-loi-bao-mat-cu-tren-microsoft-office-20200920i5242105/0

Finland HIC Europe & Central Asia2019 July 31 https://www.satakunnankansa.fi/a/04496c9d-eecd-43d6-93e7-c21d0c87e84d[4634163, 4634162]['Malware infected Kokemäki city computers - Police: There is no reason to suspect that health information was leaked', "Kokemäki's cyber attack is being investigated - Police: so far there is no reason to suspect that the data protection of health data has been compromised"]1

Germany HIC Europe & Central Asia2020 March 22 https://www.spiegel.de/netzwelt/web/wie-42-000-freizeithacker-das-virus-bekaempfen-a-b9ba7f2e-0a11-4a4c-a958-d20ac96008230

Russia UMC Europe & Central Asia2020 September 26 https://rs.sputniknews.com/rusija/202009261123465230-centar-gamaleja--meta-hakerskih-napada/0

Panama UMC Latin America & Caribbean2019 June 30 http://www.panamaon.com/noticias/tecnologia/68392-el-malware-mobok-se-esconde-en-falsas-app-de-edicion-de-fotos.html0

Portugal HIC Europe & Central Asia2019 October 19 https://pplware.sapo.pt/smartphones-tablets/spyware-app-android/0

Austria HIC Europe & Central Asia2019 December 16 https://computerwelt.at/news/watchguard-studie-hackerangriffe-via-microsoft-office-an-der-tagesordnung/0

Finland HIC Europe & Central Asia2019 May 17 https://www.tekniikkatalous.fi/tekniikka/ict/lentokoneen-kriittisia-laskeutumis-ja-tormayksenestojarjestelmia-hakkeroitiin-lentokone-alkoi-vaistella-olemattomia-67648440

Bosnia and HerzegovinaUMC Europe & Central Asia2019 July 14 https://avaz.ba/globus/svijet/502016/strani-hakeri-ipak-se-nisu-umijesali-usli-su-i-zgrabili-gomilu-tajnih-dokumenata-ambasadora-deroka0

Mexico UMC Latin America & Caribbean2019 October 21 https://planoinformativo.com/692453/-regidor-pide-informe-por-hackeo-en-cuentas-de-interapas0

Poland HIC Europe & Central Asia2018 September 3 https://www.bankier.pl/wiadomosc/Nowy-grozny-atak-phishingowy-Oszustwo-na-posrednika-nieruchomosci-7612673.html0

India LMC South Asia 2018 September 17 http://www.navshakti.co.in/%E0%A4%B8%E0%A4%B0%E0%A5%8D%E0%A4%B5%E0%A5%8D%E0%A4%B9%E0%A4%B0-%E0%A4%B9%E0%A5%85%E0%A4%95-%E0%A4%95%E0%A4%B0%E0%A5%81%E0%A4%A8-%E0%A4%95%E0%A4%82%E0%A4%AA%E0%A4%A8%E0%A5%80%E0%A4%95%E0%A4%A1/0

Poland HIC Europe & Central Asia2018 May 29 http://www.egospodarka.pl/148938,Spam-i-phishing-w-I-kw-2018-r,1,12,1.html0

France HIC Europe & Central Asia2018 April 13 https://www.freenews.fr/freenews-edition-nationale-299/iliad-6/online-avertit-ses-clients-face-a-une-campagne-de-phishing-virulente0

Ukraine LMC Europe & Central Asia2018 January 13 https://www.62.ua/news/1921079 0

Sweden HIC Europe & Central Asia2018 August 10 https://nyheter24.se/maktkamp24/912422-socialdemokraterna-blev-utsatta-for-cyberattacker0

South KoreaHIC East Asia & Pacific2018 December 17 http://news1.kr/articles/?3503322 0

Czech RepublicHIC Europe & Central Asia2018 January 3 http://www.ceskenoviny.cz/zpravy/hackersky-utok-na-volebni-weby-csu-policie-stale-proveruje/15685780

Turkey UMC Europe & Central Asia2017 August 23 http://odatv.com/dev-kulup-hacklendi-2308171200.html0

India LMC South Asia 2017 June 27 http://www.patrika.com/news/raipur/raipur-cyber-attack-on-dme-website-1608827/0

Hungary HIC Europe & Central Asia2017 June 14 http://www.technokrata.hu/egazdasag/adatvedelem/2017/06/14/vallalati-halozatot-feltorni-egy-5000-ft-erteku-eszkozzel-sajnos-lehetseges/0

Serbia UMC Europe & Central Asia2017 July 16 http://www.blic.rs/vesti/svet/u-potpisu-dzoni-voker-haker-poslao-medijima-ukradene-mejlove-americkog-strucnjaka-za/j90vrc60

Russia UMC Europe & Central Asia2017 May 16 http://www.banki.ru/news/lenta/?id=97422890

South KoreaHIC East Asia & Pacific2017 June 29 HTTP://www.yonhapnews.co.kr/economy/2017/06/29/0325000000AKR20170629126300008.HTML?template=55660

Argentina UMC Latin America & Caribbean2017 July 29 http://www.lacapital.com.ar/informacion-gral/crecen-los-ataquesde-ciberpiratas-que-falsifican-sitios-yroban-informacion-n1441872.html0

United StatesHIC North America 2021 March 17 https://www.bankinfosecurity.com/fake-telegram-desktop-app-malware-campaign-persists-a-161960

United KingdomHIC Europe & Central Asia2021 May 10 https://www.infosecurity-magazine.com:443/news/staff-bonus-was-crass-phishing/0

Russia UMC Europe & Central Asia2021 May 25 https://www.rt.com/news/523799-toshiba-france-hacked-darkside/0

Canada HIC North America 2022 June 22 https://www.napaneetoday.ca/2022/06/22/71096/0

United StatesHIC North America 2021 June 11 https://www.scmagazine.com/home/security-news/cloud-security/nameless-malware-attacks-1-2tb-database-in-the-cloud/0

United StatesHIC North America 2022 July 26 https://www.insurancejournal.com/news/east/2022/07/26/677351.htm0

Ireland HIC Europe & Central Asia2022 July 28 https://www.siliconrepublic.com/enterprise/microsoft-spyware-subzero-europe-exploits0

United KingdomHIC Europe & Central Asia2022 August 18 https://www.manchestereveningnews.co.uk/news/greater-manchester-news/security-worker-who-hacked-businesses-247896690

United StatesHIC North America 2022 January 26 https://www.securingindustry.com/pharmaceuticals/merck-claims-victory-in-notpetya-ransomware-dispute/s40/a14162/0

NetherlandsHIC Europe & Central Asia2022 September 8 https://www.smn-news.com/index.php/st-maarten-st-martin-news/41223-gebe-made-it-easy-for-hackers-no-audit-and-proper-cyber-security-measures-were-not-in-place.html0

United StatesHIC North America 2022 March 14 https://www.forbes.com/sites/leemathews/2022/03/14/china-linked-group-hacks-cow-monitoring-app-to-spy-on-six-states/0

United KingdomHIC Europe & Central Asia2022 May 25 https://www.irishnews.com/news/northernirelandnews/2022/05/26/news/man-denied-entry-to-us-after-psni-data-breach-2723013/0

New ZealandHIC East Asia & Pacific2019 March 13 https://www.nzherald.co.nz/business/news/article.cfm?c_id=3&objectid=122124660

United StatesHIC North America 2019 March 15 https://www.kiro7.com/news/local/ballard-nw-senior-center-attacked-by-ransomware-ahead-of-annual-fundraiser/9307036760

United StatesHIC North America 2019 July 18 https://www.linuxjournal.com/content/new-linux-malware-called-evilgnome-discovered-first-preview-fedora-coreos-now-available0

United StatesHIC North America 2019 July 2 https://www.wjhg.com/content/news/Data-Breach-at-Department-of-Children-and-Families-compromises-identities-of-thousands-512117422.html0

United StatesHIC North America 2020 September 9 http://wmskamfm.com/university-notifying-patients-of-vendor-data-breach/0

Russia UMC Europe & Central Asia2020 August 21 https://www.bleepingcomputer.com/news/security/us-financial-regulator-warns-of-phishing-sites-impersonating-brokers/0

Uganda LIC Sub-Saharan Africa2019 January 24 http://pctechmag.com/2015/02/this-android-malware-spies-on-you-even-after-phone-shut-down/0

India LMC South Asia 2019 August 14 https://www.dnaindia.com/ahmedabad/report-ahmedabad-four-more-arrested-in-rto-hacking-scam-27816120

United StatesHIC North America 2019 February 19 https://www.dailylocal.com/news/malware-breach-strikes-chester-county-computers/article_651ac35a-3470-11e9-9c1a-a70718c4b2a7.html0

India LMC South Asia 2019 July 26 http://morungexpress.com/over-32-mn-twitter-passwords-may-have-been-hacked0

Germany HIC Europe & Central Asia2019 March 14 http://www.gamezone.de/Tom-Clancys-The-Division-2-Spiel-61585/News/server-down-loot-exploit-wird-gefixt-1277448/0

Nigeria LMC Sub-Saharan Africa2019 November 1 https://www.nairaland.com/5504468/two-yahoo-boys-bag-4-month0

United StatesHIC North America 2018 December 12 https://www.techdirt.com/articles/20181209/12290841189/malware-purveyors-targeting-pirate-sites-with-bogus-dmca-takedown-notices.shtml0

Canada HIC North America 2017 March 13 https://www.thestar.com/news/canada/2017/03/13/statscan-hacked-after-government-sites-made-vulnerable-officials.html0



United StatesHIC North America 2017 April 27 https://www.scmagazine.com/report-multiple-groups-likely-collaborating-on-shamoon-malware-campaign/article/653385/0

United StatesHIC North America 2017 May 1 http://www.isssource.com/hackers-jump-on-patched-zero-day/0

United StatesHIC North America 2017 April 21 http://www.govinfosecurity.com/doublepulsar-pwnage-attackers-tap-equation-group-exploit-a-98590

United StatesHIC North America 2017 May 23 http://segmentnext.com/2017/05/24/gears-of-war-twitter-hack/0

United StatesHIC North America 2017 May 26 https://threatpost.com/rash-of-phishing-attacks-use-https-to-con-victims/125937/0

United StatesHIC North America 2017 June 5 http://www.isssource.com/new-malware-delivery-approach/0

United StatesHIC North America 2017 September 30 http://www.newsbtc.com/2017/09/30/hackers-find-exploit-sms-two-factor-authentication-empty-bitcoin-wallets/0

India LMC South Asia 2017 December 19 http://www.dnaindia.com/mumbai/report-man-hacks-film-producer-s-comp-arrested-25690710

United StatesHIC North America 2017 October 23 https://healthitsecurity.com/news/state-rep-presses-nuance-on-notpetya-malware-attack0

United KingdomHIC Europe & Central Asia2017 November 3 https://www.theinquirer.net/inquirer/news/3020390/malware-writer-with-a-77-000-strong-malware-botnet-spared-jail-in-california0

United StatesHIC North America 2018 January 26 https://nakedsecurity.sophos.com/2018/01/26/spy-vs-spy-cozy-bear-election-hackers-undone-by-hackable-security-camera/0

Sri Lanka LMC South Asia 2018 May 25 http://www.tamilguardian.com/content/hackers-hit-sri-lankan-government-websites-mark-mullivaikkal-genocide0

United KingdomHIC Europe & Central Asia2018 March 6 http://www.dailymail.co.uk/news/article-5467709/Woman-26-accused-selling-hacked-customer-details-Dark-Web.html0

United StatesHIC North America 2018 March 27 https://www.crn.com/news/components-peripherals/300101281/researchers-uncover-new-spectre-like-exploit-in-intel-cpus.htm0

United StatesHIC North America 2018 May 12 https://www.law360.com/articles/10427210

United StatesHIC North America 2018 June 29 https://www.tmcnet.com/usubmit/2018/06/29/8780661.htm0

United KingdomHIC Europe & Central Asia2018 July 14 https://www.pressandjournal.co.uk/fp/news/aberdeen/1520597/information-watchdog-launches-probe-into-city-council-data-breach/0

United StatesHIC North America 2018 July 16 https://www.valuewalk.com/2018/07/myheritage-hack-password/0

United KingdomHIC Europe & Central Asia2018 July 24 https://www.theregister.co.uk/2018/07/24/labcorp_samsam_ransomware_attack/0

Singapore HIC East Asia & Pacific2018 August 3 https://www.straitstimes.com/asia/east-asia/hong-kongs-health-department-computers-hit-by-ransomware-planted-by-hackers0

United StatesHIC North America 2018 October 18 https://www.beckershospitalreview.com/cybersecurity/phishing-attack-at-north-carolina-hospital-compromises-3-employee-email-accounts.html0

South AfricaUMC Sub-Saharan Africa2018 October 25 https://techcentral.co.za/9-4-million-clients-affected-in-massive-cathy-pacific-hack/84670/0

Canada HIC North America 2018 October 30 https://www.asianjournal.ca/almost-all-smartphones-apps-have-been-hacked-report/0

United KingdomHIC Europe & Central Asia2018 September 5 http://www.newsshopper.co.uk/news/16689727.lewisham-council-writing-to-6000-people-affected-by-data-hack/0

New ZealandHIC East Asia & Pacific2018 September 18 https://www.nzherald.co.nz/business/news/article.cfm?c_id=3&objectid=121277870

United StatesHIC North America 2020 May 7 https://www.defenseone.com/news/2020/05/the-d-brief-may-07-2020/165210/0

PhilippinesLMC East Asia & Pacific2020 February 28 http://tempo.com.ph/2020/02/28/manila-court-clears-hacker-of-poll-website/0

United StatesHIC North America 2020 July 13 https://searchsecurity.techtarget.com/news/252486065/RSA-finds-two-thirds-of-phishing-attacks-directed-at-Canada0

New ZealandHIC East Asia & Pacific2020 July 30 https://www.stuff.co.nz/business/122300861/police-name-firm-that-lost-information-on-crime-reports-to-hackers0

United StatesHIC North America 2020 August 10 https://healthitsecurity.com/news/bec-phishing-campaigns-bypass-mfa-target-office-365-executive-accounts0

United StatesHIC North America 2020 August 13 https://mercatornet.com/accused-twitter-hackers-arrested/65528/0

South AfricaUMC Sub-Saharan Africa2021 January 5 https://it-online.co.za/2021/01/05/apt-malware-strikes-vaccine-research/0

United StatesHIC North America 2020 September 28 https://kicdam.com/news/170071-city-of-estherville-utility-system-hacked/0

United StatesHIC North America 2020 December 21 https://www.wdrb.com/news/business/jefferson-county-pva-office-hit-by-ransomware-attack/article_fdeb5286-43d0-11eb-81f1-770245866a54.html0

United StatesHIC North America 2021 October 2 http://www.itechpost.com/articles/107200/20211002/passwords-leaked-data-breach-2021-study-reveals-shocking-superhero-passcodes.htm0

Israel HIC Middle East & North Africa2021 November 11 https://mondoweiss.net/2021/11/the-nso-hack/0

Germany HIC Europe & Central Asia2022 June 21 https://www.netzwelt.de/news/204889-ueberpruefen-konto-phishing-mail-droht-sperre-postbank-konto.html0

Thailand UMC East Asia & Pacific2022 November 12 https://www.sanook.com/hitech/1568661/ 0

Serbia UMC Europe & Central Asia2022 October 20 https://informer.rs/planeta/vesti/743721/srbi-pazite-lopovi-pomoc-termovizijskih-kamera-hakuju-platne-kartice-protiv-tzv-termalnog-napada-nema-odbrane0

Colombia UMC Latin America & Caribbean2022 February 19 https://www.elcolombiano.com/negocios/gobierno-toma-medidas-para-facilitar-importaciones-tras-hackeo-al-invima-AA166145230

South KoreaHIC East Asia & Pacific2022 December 13 https://www.hankookilbo.com/News/Read/A20221213133000035770

South KoreaHIC East Asia & Pacific2022 December 9 https://tv.naver.com/v/31481592 0

Indonesia LMC East Asia & Pacific2022 June 22 https://www.liputan6.com/crypto/read/4992962/server-discord-nft-bored-ape-diretas-kerugian-sentuh-rp-52-miliar0

Cuba UMC Latin America & Caribbean2022 March 12 http://www.cubadebate.cu/noticias/2022/03/11/denuncian-hackeo-de-computadoras-en-china-para-atacar-a-rusia-ucrania-y-bielorrusia/0

Mexico UMC Latin America & Caribbean2022 February 16 https://planoinformativo.com/834435/hackean-cuenta-del-secretario-de-desarrollo-economico0

Thailand UMC East Asia & Pacific2022 September 20 https://pantip.com/topic/41642815 0

KazakhstanUMC Europe & Central Asia2022 April 12 https://365info.kz/2022/04/moshenniki-rasprostranyayut-fishingovye-ssylki-ot-kegoc0

Germany HIC Europe & Central Asia2022 October 10 https://www.netzwelt.de/news/208767-lbb-phishing-betrueger-drohen-kontosperre.html0

Russia UMC Europe & Central Asia2022 December 8 https://www.cnews.ru/news/top/2022-12-08_arestovany_hakerynazhivshiesya0

Russia UMC Europe & Central Asia2022 June 9 https://www.securitylab.ru/news/532204.php0

Russia UMC Europe & Central Asia2022 March 22 https://rg.ru/2022/03/22/masshtabnoj-kiberatake-strana-protivopostavila-nadezhnyj-zaslon.html0

Argentina UMC Latin America & Caribbean2022 June 17 https://www.sitioandino.com.ar/n/388789-alerta-internacional-por-la-estafa-de-la-llamada-perdida-que-hackea-whatsapp/0

France HIC Europe & Central Asia2022 January 31 https://www.clubic.com/pro/entreprises/apple/actualite-406851-dazzlespy-le-nouveau-malware-ciblant-macos-integre-un-keylogger-et-peut-activer-le-microphone.html0

Colombia UMC Latin America & Caribbean2022 December 2 https://www.elcolombiano.com/colombia/colombianos-en-alerta-de-supuesto-hackeo-a-omegapro-inversores-denuncian-que-no-han-podido-retirar-su-plata-MN195092070

Argentina UMC Latin America & Caribbean2021 June 21 https://www.diariolaprovinciasj.com/policiales/2021/6/20/nuevas-estafas-en-san-juan-hay-denuncias-por-hackeo-en-las-cuentas-de-whatsapp-155065.html0



MontenegroUMC Europe & Central Asia2021 December 17 https://www.dan.co.me/globus/evropa/hakeri-u-francuskoj-napravili-54-000-laznih-kovid-propusnica-50982120

Ukraine LMC Europe & Central Asia2021 October 4 https://24tv.ua/derzhspetszvyazku-rozpovili-pro-reyderski-zahoplennya-garyachi-novini_n17536310

Venezuela Latin America & Caribbean2021 June 28 http://www.analitica.com/entretenimiento/tecnologia/hackers-atacan-a-electronic-arts-y-roban-el-codigo-fuente-de-fifa-21/0

Italy HIC Europe & Central Asia2021 March 1 https://corrierealpi.gelocal.it/belluno/cronaca/2021/03/01/news/hackerato-il-centro-bellessere-account-violati-danni-al-sito-1.399659280

Finland HIC Europe & Central Asia2021 March 26 https://svenska.yle.fi/artikel/2021/03/26/nu-har-mer-an-60-organisationer-drabbats-av-dataintrang-bitradande0

South KoreaHIC East Asia & Pacific2021 May 16 http://www.busan.com/view/busan/view.php?code=20210516160938191070

Bulgaria UMC Europe & Central Asia2021 August 23 https://dnes.dir.bg/krimi/nap-predupredi-za-nova-fishing-ataka-ot-neyno-ime0

South KoreaHIC East Asia & Pacific2020 March 13 https://www.yna.co.kr/view/AKR202003131110000510

Canada HIC North America 2020 June 6 https://www.tvanouvelles.ca/2020/06/06/des-donnees-de-comptables-canadiens-sur-des-sites-de-pirates-russes0

Denmark HIC Europe & Central Asia2020 July 23 https://www.computerworld.dk/art/252712/medarbejder-snagede-i-hundredevis-af-persondata-i-flere-aar0

Norway HIC Europe & Central Asia2020 May 5 https://www.digi.no/artikler/verdens-storste-domene-registrar-rammet-av-data-innbrudd/4914300

Austria HIC Europe & Central Asia2020 May 6 https://www.vol.at/finger-weg-ak-warnt-vor-phishing-mails-von-banken/65985330

Russia UMC Europe & Central Asia2020 April 13 https://www.mskagency.ru/materials/29934310

Czech RepublicHIC Europe & Central Asia2020 February 24 https://www.zive.cz/clanky/ceska-narodni-banka-ma-problem-nekdo-zneuziva-jeji-dns-takze-muzete-skoncit-na-malwarovem-webu/sc-3-a-202630/default.aspx0

Russia UMC Europe & Central Asia2019 August 8 https://forum.rzn.info/viewtopic.php?t=29240&p=5898940

United StatesHIC North America 2019 July 10 http://www.msn.com/nl-nl/nieuws/opmerkelijk/telefoon-te-hacken-via-muziek/ar-AAE6DR40

Lithuania HIC Europe & Central Asia2019 September 26 https://www.15min.lt/naujiena/aktualu/lietuva/skaiciuojama-per-100-nulauztu-lietuvisku-svetainiu-vietoj-kulturos-renginiu-siulo-pazintis-seksui-56-12063560

Germany HIC Europe & Central Asia2019 February 19 https://www.netzwelt.de/betrugswarnungen/151746-paypal-polizei-niedersachsen-warnt-neuen-phishing-mails.html0

Brazil UMC Latin America & Caribbean2019 September 5 https://tvjornal.ne10.uol.com.br/por-dentro-com-cardinot/2019/09/05/policia-prende-suspeitos-de-hackear-cartoes-e-roubar-dinheiro-em-contas-de-banco-1757320

NetherlandsHIC Europe & Central Asia2019 August 30 https://www.nu.nl:443/tech/5985355/openbaar-ministerie-onderzoekt-hacken-van-rijtijdsmeters-in-vrachtwagens.html0

South KoreaHIC East Asia & Pacific2019 June 13 https://www.insight.co.kr/news/232081 0

Russia UMC Europe & Central Asia2019 August 29 https://regnum.ru/news/polit/2702922.html0

Germany HIC Europe & Central Asia2018 December 11 https://www.computerwoche.de/a/das-sagen-experten-zur-ransomware-attacke-auf-krauss-maffei,35462680

Israel HIC Middle East & North Africa2018 May 6 https://news.walla.co.il/item/3155342 0

Denmark HIC Europe & Central Asia2018 March 30 https://www.bt.dk/tech/populaer-tjeneste-hacket-150-mio.-brugere-har-faaet-stjaalet-deres-kodeord-er-du0

France HIC Europe & Central Asia2018 December 13 https://www.20minutes.fr/podcast/2394903-20181213-audio-minute-papillon-keith-richards-alcool-piratage-quai-orsay-recherches-strasbourg0

Ukraine LMC Europe & Central Asia2017 June 26 https://www.depo.ua/ukr/www.depo.ua/ukr/svit/u-ssha-haknuli-administrativni-sayti-i-napisali-pogrozi-trampu-201706265951150

Russia UMC Europe & Central Asia2017 March 28 https://www.bfm.ru/news/350314 0

France HIC Europe & Central Asia2017 April 23 http://www.journaldugeek.com/2017/04/23/le-groupe-de-hackers-lazarus-presume-responsable-du-vol-de-81-millions-de-dollars/0

Japan HIC East Asia & Pacific2017 July 26 http://www.etnews.com/201707260001180

United StatesHIC North America 2017 May 24 http://www.segye.com/newsView/201705240006240

Venezuela Latin America & Caribbean2017 January 1 http://www.correodelorinoco.gob.ve/multipolaridad/hackean-pagina-web-temer-mensajes-su-contra/0

United StatesHIC North America 2021 April 9 https://www.newtimesslo.com/sanluisobispo/ash-data-breach-more-extensive-than-initially-reported/Content?oid=108985610

United StatesHIC North America 2021 May 11 https://www.techtimes.com/articles/260112/20210511/egress-reports-85-microsoft-365-users-affected-data-breach.htm0

United KingdomHIC Europe & Central Asia2021 April 26 https://www.computerweekly.com/news/252499785/French-legal-challenge-over-EncroChat-cryptophone-hack-could-hit-UK-prosecutions0

United StatesHIC North America 2022 July 6 https://www.msn.com/en-us/news/us/ambulance-billing-company-reports-concord-data-breach/ar-AAZi2660

United StatesHIC North America 2021 June 2 https://www.wickedlocal.com/story/needham-times/2021/06/02/steamship-authority-hack-causes-delays-fbi-investigates/7511789002/0

United StatesHIC North America 2021 June 23 https://www.darkreading.com/attacks-breaches/microsoft-tracks-new-bazacall-malware-campaign/d/d-id/13413780

United StatesHIC North America 2022 August 3 https://www.jdsupra.com/legalnews/community-surgical-supply-inc-reports-9530859/0

United StatesHIC North America 2022 August 25 https://kcycountry.iheart.com/content/2022-08-25-shenandoah-county-sheriff-sharing-yet-another-phishing-scam/0

United StatesHIC North America 2022 January 26 https://www.americanbanker.com/news/crypto-com-hack-exposes-shortcomings-of-multifactor-authentication0

United StatesHIC North America 2022 February 15 https://www.jdsupra.com/legalnews/the-compliance-kitchen-bitcoin-hack-ar-06622/0

United KingdomHIC Europe & Central Asia2022 March 17 https://www.techradar.com/news/critical-veeam-backup-vulnerabilities-exposed-windows-users-to-ransomware-assault0

United StatesHIC North America 2022 May 24 https://www.jdsupra.com/legalnews/fps-medical-center-ltd-experiences-7378975/0

United StatesHIC North America 2022 December 1 https://www.law360.com/articles/15541860

India LMC South Asia 2022 December 27 https://www.prokerala.com/news/articles/a1376029.html0

India LMC South Asia 2019 April 17 https://thewire.in/education/abvp-kerala-university-website-hacked0

United StatesHIC North America 2021 July 27 http://www.msn.com/en-nz/news/national/little-says-chinese-hacking-claims-were-corroborated-rebuke-was-tame/ar-AAMBaAZ0

United StatesHIC North America 2019 July 1 https://www.thenewamerican.com/usnews/congress/item/32746-senator-whose-computers-were-hacked-appears-not-to-have-notified-affected-constituents0

Ghana LMC Sub-Saharan Africa2019 August 5 https://www.ghanaweb.com/GhanaHomePage/NewsArchive/Satanic-Forces-hack-myjoyonline-threaten-to-expose-corrupt-politicians-7694810

United StatesHIC North America 2020 December 9 https://www.scmagazine.com/home/security-news/phishing/phishing-campaign-spoofs-microsoft-domain-is-lack-of-dmarc-enforcement-to-blame/0

United StatesHIC North America 2020 December 17 https://www.13newsnow.com/article/money/hrsd-recovers-from-cyber-attack/291-0aeb2f81-137a-4869-9c2e-63493e3e4a4a0

Canada HIC North America 2019 February 1 https://www.cbc.ca/news/canada/new-brunswick/cyber-attack-malware-dark-web-malicious-software-municipal-1.50006050

United StatesHIC North America 2019 February 15 https://darkwebnews.com/hacking/mega-breach-leads-to-circulation-of-2-2b-records/0

United KingdomHIC Europe & Central Asia2019 March 18 https://www.getreading.co.uk/news/reading-berkshire-news/man-jailed-after-hack-caused-159923180



United KingdomHIC Europe & Central Asia2019 September 11 https://www.itpro.co.uk/security/34372/equifax-named-the-most-googled-data-breach-of-all-time0

United StatesHIC North America 2019 October 15 https://nakedsecurity.sophos.com/2019/10/15/350-hackers-hunt-down-missing-people-in-first-such-hackathon/0

United KingdomHIC Europe & Central Asia2019 October 18 https://www.cbronline.com/news/redaman-blockchain0

United StatesHIC North America 2019 October 21 https://www.highlandnews.net/news/breaking_news/sbcusd-infected-by-ransomware-attack/article_e684d6ec-f446-11e9-8403-33a7968f156e.html0

United KingdomHIC Europe & Central Asia2019 January 6 https://www.telegraph.co.uk/technology/2019/01/06/police-warn-63pc-rise-sim-swapping-scams-allow-hackers-clear/0

United StatesHIC North America 2019 March 7 https://www.chron.com/news/article/Maryland-social-services-agency-says-Facebook-was-13670617.php0

United StatesHIC North America 2017 February 8 http://legalnewsline.com/stories/511079310-acer-to-pay-115-000-in-data-breach-settlement0

United KingdomHIC Europe & Central Asia2017 March 2 http://www.information-age.com/luxembourg-state-internet-infrastructure-hacked-123464789/0

Ireland HIC Europe & Central Asia2017 August 1 http://www.independent.ie/irish-news/courts/dunne-claims-email-accounts-were-hacked-by-agents-for-nama-35987767.html0

Malaysia UMC East Asia & Pacific2017 November 16 http://www.themalaymailonline.com/malaysia/article/report-personal-data-breach-victims-had-unknown-numbers-linked-to-mykad0

Canada HIC North America 2017 November 29 http://www.castanet.net/edition/news-story-212779-6-.htm0

United StatesHIC North America 2017 December 6 http://www.courier-tribune.com/news/20171206/hacked-government-computer-files-held-for-ransom0

Vietnam LMC East Asia & Pacific2017 December 8 http://www.vir.com.vn/bike-sharing-provider-obike-suffers-global-data-breach.html0

United StatesHIC North America 2017 February 20 https://www.cnet.com/news/cnet-attacked-by-russian-hacker-group/0

Uganda LIC Sub-Saharan Africa2018 February 22 http://www.monitor.co.ug/Business/Technology/UNAA-online-accounts-hacked--new-leader-announced/688612-4316352-11k269v/0

United StatesHIC North America 2018 February 8 https://www.courthousenews.com/guilty-plea-entered-in-scareware-hack-of-news-site/0

United StatesHIC North America 2018 March 26 https://threatpost.com/sanny-malware-updates-delivery-method/130803/0

United StatesHIC North America 2018 May 7 https://www.law360.com/articles/10405200

United StatesHIC North America 2018 April 19 http://www.enewscourier.com/news/local_news/athens-limestone-hospital-contractor-announces-data-breach/article_29f02ddc-4408-11e8-b712-b30d6cd1340d.html0

United StatesHIC North America 2018 July 3 https://www.pcgamesn.com/world-of-warcraft/wow-lights-hope-data-breach0

United StatesHIC North America 2018 July 21 https://www.wired.com/story/venmo-public-by-default-security-news-this-week/0

Australia HIC East Asia & Pacific2018 July 24 https://www.news.com.au/national/courts-law/queenslanders-warned-about-scam-email-pretending-to-be-about-jury-duty/news-story/2b5b678aed46beaa8cfba46576bb34880

United Arab EmiratesHIC Middle East & North Africa2018 July 25 https://www.thenational.ae/uae/phishing-scam-webcam-warning-as-uae-residents-find-themselves-targets-1.7538410

United StatesHIC North America 2018 October 2 http://www.westportnow.com/index.php?/v3/comments/cbs_news_correspondent_both_sides_of_aisle_share_blame_in_russian_2016_hack/0

United KingdomHIC Europe & Central Asia2018 December 22 https://www.theregister.co.uk/2018/12/22/security_roundup/0

Russia UMC Europe & Central Asia2018 January 3 https://www.rt.com/news/414935-sbu-hacking-attack-bad-english/0

United StatesHIC North America 2020 June 4 https://www.sidneyherald.com/news/coronavirus/exploiting-coronavirus-massive-excel-phishing-attack/article_2024f31c-a5f1-11ea-b533-5b298a252c02.html0

United StatesHIC North America 2020 February 6 https://www.thenewsherald.com/news/trenton-school-treasurer-spots-phishing-expedition-attempt-to-steal-thousands/article_d6a46a26-4919-11ea-91df-1f1f37b3b1de.html0

United KingdomHIC Europe & Central Asia2020 July 29 https://invezz.com/news/2020/07/29/illicit-activists-are-utilizing-dogecoin-api-to-hamper-mining-software/0

Kenya LMC Sub-Saharan Africa2020 April 21 https://nairobinews.nation.co.ke/hustle/unaitas-denies-it-has-been-hacked-blames-extortion-ring0

United StatesHIC North America 2020 August 7 https://lawstreetmedia.com/tech/marriott-moves-to-dismiss-data-breach-complaint/0

India LMC South Asia 2021 January 1 https://www.business-standard.com/article/news-cm/interglobe-aviation-intimates-of-hacking-incident-121010100194_1.html0

United KingdomHIC Europe & Central Asia2020 October 8 https://www.infosecurity-magazine.com:443/news/trojan-malware-targets-trump/0

United StatesHIC North America 2020 December 4 https://www.law360.com/whitecollar/articles/1333039/blackbaud-ransomware-mdl-appears-set-for-south-carolina0

United StatesHIC North America 2020 December 28 https://madisonrecord.com/stories/570389776-illinois-attorney-general-attorney-general-raoul-announces-2-4-million-settlement-with-sabre-hospitality-solutions-over-data-breach0

United StatesHIC North America 2021 November 4 https://tech.co/news/pink-botnet-malware 0

South KoreaHIC East Asia & Pacific2022 June 12 https://news.kmib.co.kr/article/view.asp?arcid=0017170280&code=61121211&sid1=soc0

BangladeshLMC South Asia 2022 July 18 https://bangla.bdnews24.com/tech/article2092548.bdnews0

Ukraine LMC Europe & Central Asia2022 January 14 https://gordonua.com/news/society/izmenenie-vneshnego-vida-sayta-eto-ataka-na-unizhenie-ekspert-prokommentiroval-vzlom-ukrainskih-pravitelstvennyh-saytov-1590755.html0

Indonesia LMC East Asia & Pacific2022 February 13 https://kabar24.bisnis.com/read/20220213/15/1499820/update-desa-wadas-akun-medsos-lbh-dan-aktivis-diretas-kekerasan-aparat-hingga-trauma-warga0

Mexico UMC Latin America & Caribbean2022 October 24 https://www.eldiariodechihuahua.mx/local/suspenden-servicios-en-linea-por-intento-de-hackeo-20221024-1985407.html0

Indonesia LMC East Asia & Pacific2022 April 26 https://trenggalekpedia.pikiran-rakyat.com/viral/pr-1654356771/download-chika-20-juta-mediafire-viral-di-telegram-hingga-chika-2-menit-bisa-jadi-phising-hati-hati0

South KoreaHIC East Asia & Pacific2022 July 15 https://www.hankyung.com/finance/article/202207149357B0

Italy HIC Europe & Central Asia2022 January 20 https://www.punto-informatico.it/hacker-iraniani-slog4j-backdoor/0

Germany HIC Europe & Central Asia2022 November 7 https://www.heise.de/news/Kurz-informiert-COP27-Starlink-Twitter-Phishing-iPhone-7332474.html0

Israel HIC Middle East & North Africa2021 December 24 http://www.isra.com/news/263059 0

Ukraine LMC Europe & Central Asia2021 May 12 https://nikvesti.com/news/incidents/2195030

Russia UMC Europe & Central Asia2021 March 29 https://rueconomics.ru/508075-dannye-polzovatelei-saita-svobodu-navalnomu-okazalis-v-darknete-posle-vzloma0

United StatesHIC North America 2018 December 20 https://www.energy.gov/articles/department-energy-statement-chinese-hacking-global-managed-service-providers[2250484, 2239074]['Department Of Energy Statement On Chinese Hacking Of Global Managed Service Providers', 'Department of Energy Statement on Chinese Hacking of Global Managed Service Providers']1

United StatesHIC North America 2019 May 28 http://internet.itbusinessnet.com/2019/05/first-class-action-lawsuit-filed-on-behalf-of-victims-of-first-american-title-company-data-breach/[4033367, 4033377]['First American Financial Sued Over Alleged Data Breach', 'First Class Action Lawsuit Filed on Behalf of Victims of First American Title Company Data Breach']1

South KoreaHIC East Asia & Pacific2020 April 30 https://www.yna.co.kr/view/AKR202004290509000650

Japan HIC East Asia & Pacific2020 December 9 https://www.at-s.com/news/article/social/shizuoka/839934.html0

Brazil UMC Latin America & Caribbean2020 September 29 https://canaltech.com.br/seguranca/ja-sofreu-algum-hoje-brasileiros-sao-alvos-de-20-ataques-ciberneticos-por-dia-172268/0

Russia UMC Europe & Central Asia2019 September 24 https://www.securitylab.ru/news/501336.php0

Israel HIC Middle East & North Africa2019 September 17 http://www.newsru.co.il/israel/17sep2019/pirate_008.html0



Russia UMC Europe & Central Asia2019 June 4 https://ura.news/articles/1036278196 0

Vietnam LMC East Asia & Pacific2019 April 24 https://www.tienphong.vn/cong-nghe/ma-doc-dao-tien-qua-facebook-bung-phat-tro-lai-1406854.tpo0

Hungary HIC Europe & Central Asia2018 February 22 https://24.hu/tech/2018/02/22/bitcoinnal-es-focival-vagtak-at-a-netezoket/0

Ukraine LMC Europe & Central Asia2018 June 16 https://censor.net.ua/news/3071837/obvinyaemyyi_po_faktam_masshtabnyh_kiberatak_virusa_petya_ne_yavilsya_v_sud_rassmotrenie_otlojeno_do0

Indonesia LMC East Asia & Pacific2018 May 26 http://warungkopi.okezone.com/thread/753108/tak-mau-bayar-admin-it-website-2019gantipresiden-diretas0

Turkey UMC Europe & Central Asia2018 December 20 https://www.donanimhaber.com/Akilli-telefon-dunyasinda-casus-yazilim-skandali--881030

Czech RepublicHIC Europe & Central Asia2018 September 26 http://tnbiz.cz/domaci-a-politika/662587 0

Germany HIC Europe & Central Asia2018 February 20 https://www.gala.de/lifestyle/galaxy/verbraucherzentrale-nrw-warnt-vor-riesiger-phishing-e-mail-welle-21579894.html0

Egypt LMC Middle East & North Africa2017 February 1 http://www.source-7.com/news/201402.html0

Mexico UMC Latin America & Caribbean2017 November 16 https://www.razon.com.mx/pese-a-hackeo-en-nomina-empleados-cultura-mancera-garantiza-sus-pagos/0

France HIC Europe & Central Asia2017 November 30 https://www.24matins.fr/topnews/eco/piratage-massif-de-donnees-de-clients-lue-charge-uber-6537390

United StatesHIC North America 2022 June 16 https://www.datacenterdynamics.com/en/news/customers-sue-365-data-centers-over-alleged-ransomware-and-outage/0

United KingdomHIC Europe & Central Asia2021 May 12 https://www.telegraph.co.uk/technology/2021/05/12/ncsc-warns-british-start-ups-threat-chinese-russian-hackers/0

United KingdomHIC Europe & Central Asia2022 August 16 https://www.bbc.co.uk/news/uk-england-stoke-staffordshire-625659370

United KingdomHIC Europe & Central Asia2022 August 1 https://www.itpro.co.uk/security/phishing/368695/halborn-warns-of-active-metamask-phishing-campaign0

United KingdomHIC Europe & Central Asia2021 July 28 https://www.mirror.co.uk/news/uk-news/nhs-test-trace-told-man-246348100

Poland HIC Europe & Central Asia2022 January 20 http://biznespolska.pl/polish-district-prosecutor-launches-proceedings-in-spyware-hack-case/0

New ZealandHIC East Asia & Pacific2022 October 4 https://foreignaffairs.co.nz/2022/10/05/mil-osi-security-former-hacker-sentenced-for-stealing-computer-power-to-mine-cryptocurrency-and-stealing-the-personal-information-of-more-than-100-million-people/0

United StatesHIC North America 2022 March 21 https://www.darkreading.com/attacks-breaches/threat-actor-using-unique-attack-chain-to-drop-backdoor-in-new-phishing-campaign0

United StatesHIC North America 2022 January 3 https://healthitsecurity.com/news/accounting-firm-faces-lawsuit-over-healthcare-data-breach0

United KingdomHIC Europe & Central Asia2022 December 15 https://www.bbc.com/pidgin/articles/c727gr2400qo0

United StatesHIC North America 2019 February 28 https://www.itprotoday.com/cloud-security/financial-firms-hacked-government-microsoft-describes-how0

Singapore HIC East Asia & Pacific2019 March 4 https://www.tnp.sg/news/singapore/woman-scammed-4000-after-she-receives-phishing-text0

United StatesHIC North America 2020 June 23 https://news.yahoo.com/choice-health-management-services-llc-220000546.html0

United StatesHIC North America 2020 January 14 https://thehill.com/policy/technology/478140-sanders-hits-facebook-republicans-in-response-to-alleged-russian-hack-of0

Malta HIC Middle East & North Africa2019 August 14 https://timesofmalta.com/articles/view/north-korean-hackers-targeted-malta-leaked-un-report.7287380

United KingdomHIC Europe & Central Asia2019 July 26 https://www.moreaboutadvertising.com/2019/07/cyber-attack-shows-why-data-could-be-double-edged-for-wpp-and-ad-holding-rivals/0

United StatesHIC North America 2019 August 6 http://www.northwestgeorgianews.com/rome/news/local/floyd-county-juvenile-court-loses-data-in-hacker-attack-superior/article_1567d52c-b7c0-11e9-a5bf-bb27ebc3612e.html0

United StatesHIC North America 2019 August 19 http://www.spamfighter.com/News-22359-Hackers-hold-at-ransom-cryptocurrency-exchange-Binance-with-stolen-customer-data.htm0

Australia HIC East Asia & Pacific2019 November 21 https://www.australasianlawyer.com.au/news/targeted-cyber-attacks-on-aus-legal-sector-in-q3-likely-launched-by-organised-criminal-groups-268340.aspx0

Malaysia UMC East Asia & Pacific2018 June 10 http://www.thesundaily.my/news/2018/06/10/exam-analysis-system-shut-down-probe-data-breach-claim0

Australia HIC East Asia & Pacific2021 August 23 https://www.itwire.com/technology-regulation/oaic-reports-446-data-breach-notifications-organisations-urged-to-tighten-security.html0

United KingdomHIC Europe & Central Asia2017 March 9 https://www.theregister.co.uk/2017/03/09/instagram_phishing_apps/0

United StatesHIC North America 2017 May 20 http://www.courthousenews.com/russian-charged-2008-hack-payroll-processor/0

United StatesHIC North America 2017 May 11 http://www.foxbusiness.com/features/2017/05/11/fireeye-ceo-russians-are-at-work-in-election-hacking.html0

United StatesHIC North America 2017 June 7 http://www.tomshardware.com/news/zscaler-drive-by-malvertising-android,34696.html0

United KingdomHIC Europe & Central Asia2017 August 25 http://www.theregister.co.uk/2017/08/25/fbi_charge_chinese_suspect_us_office_of_personnel_mgmt_hack/0

United StatesHIC North America 2017 August 2 https://betanews.com/2017/08/01/openai-framework-used-to-create-undetectable-malware/0

United StatesHIC North America 2017 October 13 https://www.naturalnews.com/2017-10-12-hijack-hack-experts-warn-terrorists-may-target-self-driving-train-next-time-causing-high-speed-crashes.html0

United StatesHIC North America 2017 April 17 http://www.wfmynews2.com/news/local/2-wants-to-know/scheme-alert-phishing-for-uber-drivers/4318870600

Pakistan LMC South Asia 2017 December 22 https://www.dawn.com/news/1378214 0

India LMC South Asia 2017 September 4 http://indianexpress.com/article/cities/neet-dirt-five-arrested-for-hacking-servers-4829062/0

United StatesHIC North America 2018 April 12 https://www.motherjones.com/politics/2018/04/zuckerberg-clinton-trump-russia-hacker-campaign/0

United StatesHIC North America 2018 May 31 https://threatpost.com/hidden-cobra-strikes-again-with-custom-rat-smb-malware/132375/0

United StatesHIC North America 2018 June 18 http://www.cpapracticeadvisor.com/news/12417369/russian-hackers-specifically-targeting-us-accounting-firms0

United StatesHIC North America 2018 April 27 http://wwd.com/business-news/retail/hudsons-bay-details-nine-month-malware-attack-1202661738/0

United StatesHIC North America 2018 May 11 http://mondaq.com/unitedstates/x/700094/Class+Actions/Digital+Toy+Product+Company+Ducks+Data+Breach+Class+Action0

Pakistan LMC South Asia 2018 November 14 https://defence.pk/pdf/threads/pakistan-air-force-comes-under-cyber-attack.586801/0

Australia HIC East Asia & Pacific2018 September 3 https://www.smartcompany.com.au/industries/information-technology/zombie-money-machines-thousands-ecommerce-websites-infected-magentocore-malware-skimming-payment-details/0

United KingdomHIC Europe & Central Asia2020 May 13 https://www.cityam.com/interserve-hit-by-cyber-attack-as-hackers-target-hospital-construction-firms/0

United StatesHIC North America 2018 December 5 https://www.politico.com/newsletters/morning-cybersecurity/2018/12/05/dnc-ramps-up-2020-cyber-protections-nrcc-falls-victim-to-hackers-4430940

United KingdomHIC Europe & Central Asia2020 June 17 https://www.gazettelive.co.uk/news/teesside-news/leader-says-government-needs-help-184341200

United StatesHIC North America 2020 June 4 https://www.prnewswire.com:443/news-releases/crypsis-releases-2020-incident-response-and-data-breach-report-301070795.html0

United KingdomHIC Europe & Central Asia2020 February 14 https://www.portsmouth.co.uk/news/crime/portsmouth-goes-war-cyber-terrorists-and-hackers-stop-them-ransacking-hampshire-16297980

United KingdomHIC Europe & Central Asia2020 July 27 https://www.infosecurity-magazine.com/news/cyber-enforcement-action-first/0



United StatesHIC North America 2020 February 25 https://www.bicycleretailer.com/industry-news/2020/02/25/khs-bicycles-systems-hacked-distributor-halts-shipments0

Singapore HIC East Asia & Pacific2022 June 10 https://www.police.gov.sg/Media-Room/News/20220609_seven_men_and_one_woman_arr_for_their_suspected_involvement_in_dbs_phishing_scams[3669915, 3671489]['8 people arrested for involvement in phishing scams targeting DBS customers', 'Seven Men And One Woman Arrested For Their Suspected Involvement In DBS Phishing Scams']1

Pakistan LMC South Asia 2020 April 24 https://www.dawn.com/news/1551732/federal-authorities-put-on-notice-for-reported-data-breach-of-115m-mobile-phone-users0

United StatesHIC North America 2020 August 13 https://www.pacbiztimes.com/2020/08/13/charges-filed-in-wolfe-associates-hacking-case/0

United StatesHIC North America 2021 September 16 https://www.nbcchicago.com/news/local/bbb-warns-of-hackers-targeting-iphones-for-identity-theft/2614922/0

United StatesHIC North America 2021 February 18 https://www.willistonherald.com/news/business/scam-of-the-week-phishing-with-phony-loans/article_bf3474de-713c-11eb-a61a-d767a1dc82e8.html0

United StatesHIC North America 2021 March 9 https://www.washingtontimes.com/news/2021/mar/9/cybersecurity-researchers-uncover-hacked-apps-targ/0

China UMC East Asia & Pacific2021 October 28 https://techwireasia.com/2021/10/the-cyber-pandemic-continues-in-singapore-with-another-healthcare-data-breach/0

Norway HIC Europe & Central Asia2022 July 5 https://www.aftenposten.no/norge/i/y4a3rE/russiske-hackere-fortsetter-gjensidige-og-flere-bedrifter-er-rammet0

Spain HIC Europe & Central Asia2022 September 21 https://www.huffingtonpost.es/entry/piratas-informaticos-estafan-consejeria-de-salud-de-murcia_es_632ae937e4b0cd3ec26358f50

Japan HIC East Asia & Pacific2022 March 18 https://www.asahi.com/articles/ASQ3L72P6Q3LULFA02H.html0

Germany HIC Europe & Central Asia2022 May 17 https://www.agrarheute.com/technik/traktoren/hackerangriff-produktion-fendt-laeuft-5937030

Serbia UMC Europe & Central Asia2022 October 28 https://www.telegraf.rs/hi-tech/info-tech/3577209-ozloglaseni-haker-danijel-kej-optuzen-zbog-rukovodjenja-sajtom-za-prodaju-hakerskih-alata-i-ukradenih-podataka0

Bulgaria UMC Europe & Central Asia2022 August 29 https://www.banker.bg/sviat/read/kiberatakite-tip-ddos-sa-se-uvelichili-s-203-procenta0

Russia UMC Europe & Central Asia2022 August 29 https://www.securitylab.ru/news/533605.php0

United StatesHIC North America 2022 July 19 https://www.univision.com/local/puerto-rico-wlii/autoridad-de-carreteras-multas-autoexpreso-ataque-cibernetico0

Slovenia HIC Europe & Central Asia2022 February 11 https://www.slovenskenovice.si/novice/slovenija/novinar-oddaje-24-ur-po-hekerskem-napadu-gre-za-denar-veliko-denarja/0

Czech RepublicHIC Europe & Central Asia2022 November 9 https://www.novinky.cz/clanek/internet-a-pc-mobil-masivni-ddos-utoky-pokracuji-vodafone-resi-o-200-vice-kybernetickych-najezdu-404140630

Russia UMC Europe & Central Asia2022 April 13 https://www.cnews.ru/news/top/2022-04-13_siloviki_razgromili_vsemirno0

India LMC South Asia 2022 June 17 https://janayugomonline.com/bhima-koregaon-hacking-to-trap-human-rights-activists/0

Czech RepublicHIC Europe & Central Asia2022 March 27 https://www.lupa.cz/clanky/hacky-skupiny-lapsus-rizikovy-kaspersky-a-iphone-za-predplatne/0

Colombia UMC Latin America & Caribbean2022 December 5 https://www.pulzo.com/tecnologia/grupo-hackers-guacamaya-tienen-mira-petroleras-latinoamerica-PP2360329A0

France HIC Europe & Central Asia2021 May 20 https://www.lejdc.fr/luzy-58170/actualites/une-entreprise-de-luzy-victime-d-un-piratage-informatique_13955690/0

KyrgyzstanLMC Europe & Central Asia2021 February 10 https://www.vb.kg/doc/397176_neizvestnye_vzlomali_kabinety_sydey_v_bishkekskom_gorodskom_syde.html0

Spain HIC Europe & Central Asia2021 November 5 https://www.lavozdegalicia.es/noticia/ferrol/ferrol/2021/11/06/hackean-web-tienda-kokes-reclaman-500-dolares-reactivarla/0003_202111F6C5992.htm0

Ukraine LMC Europe & Central Asia2021 August 12 https://gordonua.com/news/localnews/v-ukraine-za-nedelyu-zablokirovali-bolee-56-tys-kiberatak-na-gosorgany-gosspecsvyazi-1567273.html0

Belgium HIC Europe & Central Asia2021 October 29 https://www.gva.be/cnt/dmf20211029_936230480

United StatesHIC North America 2019 May 8 https://wpta21.com/news/top-stories/2019/05/07/indiana-attorney-general-files-lawsuit-over-2017-data-breach/[4470655, 4470667, 4470662, 4474707, 4482848, 4473062, 4479444, 4485431, 4025280, 4479407, 4473099, 4473069, 4473104, 4473090, 4470675, 4474700, 4473094, 4470653]['Indiana sues Equifax for exposing personal information of millions of Hoosiers in 2017 data breach', 'Attorney General Hill Sues Equifax Over 2017 Data Breach', 'Attorney General Curtis Hill Files Lawsuit Against Equifax over 2017 Data Breach', 'Indiana Attorney General files lawsuit over 2017 data breach', 'Equifax faces another lawsuit over massive data breach', 'Indiana AG files suit against Equifax over 2017 data breach', 'Equifax data breach recovery costs pass $1 billion', 'Equifax data breach still causing problems for credit reports', 'Equifax data breach : Incident has cost the firm $1 . 4 billion so far', 'Equifax Data Breach Costs Hit $1 . 4 Billion', 'IN Attorney General Files Lawsuit Against Equifax Over 2017 Data Breach | WTCA FM 106 . 1 and AM 1050 The Best , Music , News and Sports', 'Indiana AG files lawsuit over 2017 Equifax data breach', 'State Sue Equifax Over 2017 Data Breach | City - County Observer', 'State Of Indiana Sues Equifax Over 2017 Data Breach', 'Indiana files lawsuit against17

Israel HIC Middle East & North Africa2021 May 8 http://www.bhol.co.il/news/1205533.html 0

Spain HIC Europe & Central Asia2021 April 21 https://www.elcomercio.es/tecnologia/ciberataque-phone-house-20210421141952-nt.html0

Croatia HIC Europe & Central Asia2020 November 24 https://www.vecernji.hr/techsci/jedna-od-najvecih-hakerskih-krada-u-povijesti-otkriveni-podaci-vise-od-47-tisuca-racuna-iz-hrvatske-14486440

Czech RepublicHIC Europe & Central Asia2020 January 30 https://www.svethardware.cz/koronavirus-utoci-i-v-it-utocnici-zneuzivaji-strachu-z-viru-k-sireni-malwaru/512010

Egypt LMC Middle East & North Africa2020 May 15 https://www.elwatannews.com/news/details/47664710

Poland HIC Europe & Central Asia2020 June 19 https://www.egospodarka.pl/164400,Nowe-cyberzagrozenie-Ataki-hakerskie-przez-formularze,1,12,1.html0

Belarus UMC Europe & Central Asia2020 February 13 https://afn.by/news/i/273385 0

Russia UMC Europe & Central Asia2020 April 13 http://www.tvc.ru/news/show/id/182003 0

Spain HIC Europe & Central Asia2020 October 8 https://www.elperiodicomediterraneo.com/noticias/castellon/portcastello-denuncia-hackeo-moviles-sus-trabajadores_1317157.html0

Norway HIC Europe & Central Asia2019 October 17 https://www.klassekampen.no/article/20191017/NTBI/532162230

Japan HIC East Asia & Pacific2019 July 17 https://ascii.jp/elem/000/001/898/1898098/0

United StatesHIC North America 2019 April 24 http://globedia.com/malware-infectado-500-dispositivos-iphone0

Germany HIC Europe & Central Asia2019 November 28 https://taz.de/Angeblicher-Hackerangriff-in-NRW/!5643016/0

Ukraine LMC Europe & Central Asia2019 March 22 https://vgolos.com.ua/news/sajt-tsvk-aktyvno-atakuyut-hakery_950892.html0

Tunisia LMC Middle East & North Africa2019 July 29 https://ar.webmanagercenter.com/2017/05/11/186224/%D8%A7%D9%84%D8%AD%D8%B2%D8%A8-%D8%A7%D9%84%D8%AC%D9%85%D9%87%D9%88%D8%B1%D9%8A-%D9%8A%D8%B7%D8%A7%D9%84%D8%A8-%D8%A7%D9%84%D9%86%D9%8A%D8%A7%D8%A8%D8%A9-%D8%A7%D9%84%D8%B9%D9%85%D9%88%D9%85%D9%8A/0

Russia UMC Europe & Central Asia2019 November 29 https://www.securitylab.ru/blog/personal/bezmaly/347357.php0

Israel HIC Middle East & North Africa2019 February 19 http://www.talniri.co.il/marketnews/article.asp?id=924610

Germany HIC Europe & Central Asia2019 August 4 https://www.handelsblatt.com/finanzen/banken-versicherungen/phishing-angriff-apobank-opfer-einer-massiven-cyberattacke-einschraenkungen-fuer-kunden/24869480.html0

Russia UMC Europe & Central Asia2019 July 9 https://www.vladtime.ru/computers/7271810

Russia UMC Europe & Central Asia2018 May 9 https://riasv.ru/news_id/138254/ 0

Mexico UMC Latin America & Caribbean2018 June 25 http://pulsoslp.com.mx/2018/06/25/web-del-congreso-fue-hackeada-dice-mendizabal-para-justificar-desaparicion-de-informacion/0

United StatesHIC North America 2018 October 12 https://www.thestar.com.my/tech/tech-news/2018/10/12/medtronic-disables-pacemaker-programmer-updates-over-hack-concern/[2084646, 2086293, 2086696, 2084693, 2089011, 2087333, 2084826]['Medtronic disables pacemaker programmer updates over hack concern', 'Medtronic disables pacemaker programmer updates over hack concern - Tech News', 'Medtronic has disabled the function of updating the firmware of pacemakers via the Internet due to the vulnerability of devices to hackers', 'Medtronic disables pacemaker programmer updates over hack ... ', 'Implanted pacemakers vulnerable to cyber attacks', 'Report : Medtronic shuts down pacer programmer updates on hacking risk', 'Medtronic disables pacemaker programmer updates over hack concern | News']6

India LMC South Asia 2022 October 28 https://maharashtratimes.com/maharashtra/mumbai-news/mumbai-government-railway-police-twitter-account-has-been-hacked/articleshow/95146065.cms[3858808, 3858810]['grp mumbai twitter, there twitter owner has changed, here Mumbai railway police account hacked, big update from commissioner - mumbai government railway police twitter account has been hacked', 'GRP Mumbai Twitter hacked , over 70 tweets of new Twitter owner Elon Musk retweeted']1

Serbia UMC Europe & Central Asia2018 December 17 http://zurnal.rs/kosarka/zvezda/73610/zvezdi-hakovani-profili-na-drustvenim-mrezama-i-to-iz-turske0

Sweden HIC Europe & Central Asia2018 October 5 http://www.vt.se/nyheter/vastervik/f-kasseanstalld-anmald-for-dataintrang-om5498601.aspx0

Bolivia LMC Latin America & Caribbean2018 May 9 http://correodelsur.com/politica/20180509_hackeo-en-twitter-da-por-muerto-a-evo.html0

Bahrain HIC Middle East & North Africa2018 September 5 http://www.albiladpress.com/news/2018/3614/spaces/518956.html0



Colombia UMC Latin America & Caribbean2018 March 28 http://www.eltiempo.com/tecnosfera/novedades-tecnologia/malware-se-propaga-por-medio-de-correo-de-colpensiones-1991340

South KoreaHIC East Asia & Pacific2017 November 23 http://news.joins.com/article/22144494 0

Indonesia LMC East Asia & Pacific2017 March 30 http://www.antaranews.com/berita/621316/bareskrim-tangkap-tiga-pelaku-peretas-situs-daring0

Czech RepublicHIC Europe & Central Asia2017 November 13 http://www.auto.cz/hacker-otevre-jakykoliv-vuz-se-zamykanim-na-dalku-upozornuje-na-leta-neopravenou-chybu-1112290

Denmark HIC Europe & Central Asia2017 October 1 http://jyllands-posten.dk/aarhus/syddjurs/ECE9914883/en-stresset-dag-paa-arbejde-hackerangreb-lukkede-syddjurs-kommune/0

South KoreaHIC East Asia & Pacific2017 February 11 http://tenasia.hankyung.com/archives/11342280

Portugal HIC Europe & Central Asia2017 December 21 https://www.publico.pt/2017/12/21/sociedade/noticia/piratas-informaticos-roubam-senhas-do-governo-e-empresas-17967980

Spain HIC Europe & Central Asia2017 January 30 http://www.lainformacion.com/economia-negocios-y-finanzas/computacion-e-informatica/seguridad/Panda-neutraliza-consiguio-ministerio-Sanidad_0_995001116.html0

Ukraine LMC Europe & Central Asia2017 June 22 http://svit24.net/world-news/300-world-news/34587-haker-anonymous-nachaly-mstyt-za-assanzha0

Turkey UMC Europe & Central Asia2017 January 15 http://www.yeniakit.com.tr/haber/turk-hacker-grubundan-italyan-sitelere-erdogan-surprizi-259296.html0

Czech RepublicHIC Europe & Central Asia2017 January 26 http://www.zive.cz/bleskovky/na-play-storu-byla-zazracna-appka-ktera-zvysi-vydrz-baterie-nakonec-se-z-ni-vyklubal-vyderacsky-ransomware/sc-4-a-185810/default.aspx0

United StatesHIC North America 2021 November 30 https://bizwest.com/2021/11/30/boulder-neurosurgical-spine-associates-hit-with-data-breach/0

United StatesHIC North America 2021 April 30 https://www.naturalnews.com/2021-04-30-google-sued-contact-tracing-apps-data-breach.html0

United KingdomHIC Europe & Central Asia2021 June 3 https://www.theguardian.com/australia-news/2021/jun/03/australias-cybersecurity-agency-says-it-averted-more-attacks-by-hackers-who-crippled-nine0

United StatesHIC North America 2021 July 20 https://www.starnewsonline.com/story/news/2021/07/20/sunset-beach-hacked-series-ransomware-attacks/7978872002/0

United StatesHIC North America 2022 August 4 https://www.jdsupra.com/legalnews/wisan-smith-racker-prescott-confirms-5913417/0

Malaysia UMC East Asia & Pacific2022 March 9 https://www.thesundaily.my/local/rm29mil-hacking-most-likely-carried-out-by-locals-DJ89316560

India LMC South Asia 2022 March 14 https://www.tribuneindia.com/news/nation/over-60-of-mid-sized-indian-firms-faced-data-breach-in-2021-3777200

United StatesHIC North America 2022 December 16 https://siliconangle.com/2022/12/15/fubotv-struck-criminal-cyber-attack-world-cup-game/0

United KingdomHIC Europe & Central Asia2019 February 27 https://www.theregister.co.uk/2019/02/27/elasticsearch_malware_cisco_talos/0

United StatesHIC North America 2022 March 28 https://www.clintonherald.com/news/local_news/geek-squad-renewal---another-phishing-scam/article_76be7228-ae34-11ec-985b-b75ff0a1a89d.html0

Japan HIC East Asia & Pacific2020 April 20 https://www.zdnet.com/article/trickbot-malware-is-using-these-unique-macro-laced-document-attachments-with-a-coronavirus-theme/0

China UMC East Asia & Pacific2020 August 1 https://www.fxstreet.com/cryptocurrencies/news/newly-found-malware-uses-dogecoin-blockchain-to-breach-cloud-servers-2020080101570

United StatesHIC North America 2019 August 13 https://threatpost.com/cerberus-android-malware-rental/147280/0

China UMC East Asia & Pacific2019 August 11 https://www.phonearena.com/news/Hackers-are-now-looking-to-affect-pre-installed-Android-apps_id1181230

United StatesHIC North America 2017 February 14 https://medium.com/amnesty-insights/operation-kingphish-uncovering-a-campaign-of-cyber-attacks-against-civil-society-in-qatar-and-aa40c9e088520

Armenia UMC Europe & Central Asia2017 March 20 http://www.tert.am/en/news/2017/03/20/nss/23139070

United StatesHIC North America 2017 April 21 http://www.natlawreview.com/article/kimpton-data-breach-decision-highlights-lingering-confusion-standing-issues0

United StatesHIC North America 2017 September 15 http://www.slate.com/blogs/future_tense/2017/09/15/rep_ted_lieu_on_the_massive_equifax_data_breach.html0

United StatesHIC North America 2017 September 21 http://www.wsfa.com/story/36422704/work-continues-to-restore-county-computers-after-ransomware-attack0

United StatesHIC North America 2017 November 7 http://www.azcentral.com/story/news/politics/arizona/2017/11/07/russian-hackers-targeted-phoenix-library-data-not-arizona-voter-info/819283001/0

United StatesHIC North America 2017 September 23 http://www.foxbusiness.com/features/2017/09/23/hit-by-chinese-hackers-seeking-industrial-secrets-german-manufacturers-play-defense.html0

Ireland HIC Europe & Central Asia2017 October 12 http://www.independent.ie/irish-news/warning-to-firms-after-cyber-attack-on-food-giant-36219610.html0

United StatesHIC North America 2017 October 22 https://boxden.com/showthread.php?t=25389130

Israel HIC Middle East & North Africa2018 February 20 http://www.israelnationalnews.com/News/Flash.aspx/4114360

Ukraine LMC Europe & Central Asia2020 October 9 https://glavnoe.ua/news/n357040967-na-harkovschine-kiberpolicija-razoblachila-hakerov-kotorye-vzlomali-bolee-100-millionov-akkauntov[2738472, 2738474]['In the Kharkiv region, the cyber police exposed hackers who hacked more than 100 million accounts', 'A group of hackers who hacked over 100 million Internet accounts were exposed in Kharkov | Crime news in Kharkov, Ukraine. All Kharkiv']1

United StatesHIC North America 2018 April 18 http://www.opalesque.com/668256/Trade_war_Facebook_data_breach_drag_CTAs_and825.html0

United StatesHIC North America 2018 April 26 http://www.fox16.com/news/local-news/exclusive-interview-sherwood-man-admits-to-hacking-160-million-e-mail-accounts/11416886480

United KingdomHIC Europe & Central Asia2018 May 2 http://www.itv.com/news/london/2018-05-02/hacker-harvested-bank-details-from-websites-including-justeat-uber-and-sainsburys/0

United StatesHIC North America 2018 May 4 https://www.beckersasc.com/gastroenterology-and-endoscopy/data-breach-at-capital-digestive-care-4-insights.html0

Australia HIC East Asia & Pacific2018 May 21 https://www.lakesmail.com.au/story/5418448/toronto-workers-member-data-lost-as-hackers-poke-around/?cs=57860

United KingdomHIC Europe & Central Asia2018 July 12 https://www.theregister.co.uk/2018/07/12/npm_eslint/0

United StatesHIC North America 2018 August 12 https://hackaday.com/2018/08/11/car-hacking-at-def-con-26/0

United KingdomHIC Europe & Central Asia2018 August 30 https://www.infosecurity-magazine.com:443/news/apt-uses-spear-phishing-in-new/0

United StatesHIC North America 2018 November 15 https://www.bakersfield.com/news/bakersfield-the-latest-in-long-list-of-cities-hacked-through/article_37f90bde-e871-11e8-a8cc-17b3c182d2f8.html0

Pakistan LMC South Asia 2018 November 7 https://www.thenews.com.pk/latest/390896-nbp-system-says-it-is-safe-from-recent-cyber-attacks0

Kenya LMC Sub-Saharan Africa2020 January 10 https://nairobinews.nation.co.ke/editors-picks/two-in-court-for-hacking-into-new-kcc-staff-sacco-stealing-sh1-7m0

Israel HIC Middle East & North Africa2020 January 30 https://www.timesofisrael.com/iranian-hackers-monitor-hotels-travel-industry-to-follow-targets-expert-warns/0

United StatesHIC North America 2020 February 18 https://www.foxbusiness.com/technology/facebook-ordered-to-unblock-israeli-spy-group-workers-tied-to-cyber-attacks0

Hong Kong 2020 July 28 https://www.thestandard.com.hk/breaking-news/section/4/151878/Five-held-over-phishing-email-scams0

United KingdomHIC Europe & Central Asia2020 August 26 https://www.infosecurity-magazine.com:443/news/us-arrests-tourist-over-malware/0

Indonesia LMC East Asia & Pacific2020 October 8 https://www.thejakartapost.com/news/2020/10/08/house-website-hacked-building-put-up-for-sale-in-jobs-law-protest.html0

United StatesHIC North America 2021 February 8 https://spectrumlocalnews.com/nys/buffalo/public-safety/2021/02/07/nys-dmv--niagara-county-clerk-warn-of-phishing-attacks0

United StatesHIC North America 2020 December 23 https://njbiz.com/nj-receive-70260-sable-hospitality-data-breach/0

United StatesHIC North America 2021 January 29 https://thehill.com/policy/cybersecurity/536544-lawmakers-grill-nsa-on-years-old-breach-in-the-wake-of-massive-russian0



United StatesHIC North America 2021 September 20 https://www.courier-journal.com/story/money/companies/2021/09/20/21-c-museum-hotels-data-breach-external-actors-breached-emails/8417241002/0

Qatar HIC Middle East & North Africa2021 September 23 https://menafn.com/1102852848/Interisle-reports-a-70-increase-in-phishing-in-annual-study&source=290

Pakistan LMC South Asia 2021 March 20 https://www.thenews.com.pk/print/807099-indian-hacker-shares-planning-commission-info-at-his-twitter-account0

Canada HIC North America 2021 October 6 https://calgary.ctvnews.ca/calgary-police-investigate-data-breach-involving-vaccine-verification-app-portpass-1.56137510

Ireland HIC Europe & Central Asia2021 March 12 https://www.q102.ie/news/q102-news/hackers-target-courier-firm/0

United KingdomHIC Europe & Central Asia2021 October 14 https://www.computing.co.uk/news/4038620/sunderland-university-suffers-extensive-disruption-cyber-attack0

United StatesHIC North America 2021 October 27 https://www.wraltechwire.com/2021/10/27/bandwidth-projects-bigger-revenue-loss-from-hack-attack-stock-drops/0

United KingdomHIC Europe & Central Asia2021 November 2 https://www.artlyst.com/news/simone-leigh-quits-hauser-wirth-bacon-owl-pope-hits-auction-block-art-basel-website-cyber-attack/0

Russia UMC Europe & Central Asia2022 April 4 https://runews24.ru:443/technology/04/04/2022/17c3c32a5053b73805af6ff3fae6b5f60

Serbia UMC Europe & Central Asia2022 October 20 https://informer.rs/planeta/vesti/743532/rusija-ukrajina-orlan-ometanje-veze-dron0

India LMC South Asia 2020 March 5 https://www.business-standard.com/article/pti-stories/seven-held-for-bid-to-hack-rs-200-cr-account-of-corporate-firm-120030500483_1.html[2384912, 2384913]['Seven held for bid to hack Rs 200 cr account of corporate firm', 'Maharashtra : 7 held for bid to hack Rs 200 crore account of corporate firm']1

Mexico UMC Latin America & Caribbean2022 November 2 https://www.liberal.com.mx/hackean-whatsapp-de-la-fundacion-amanc-veracruz/0

Malaysia UMC East Asia & Pacific2022 March 4 https://www.sinarharian.com.my/article/191100/BERITA/Semasa/Sindiket-pinjam-wang-godam-Telegram-mangsa0

India LMC South Asia 2021 March 17 https://www.livehindustan.com/business/story-many-big-banks-of-the-country-are-giving-income-tax-refunds-on-the-target-of-hackers-3918481.html0

Spain HIC Europe & Central Asia2021 March 14 https://www.lainformacion.com/economia-negocios-y-finanzas/gobierno-recurre-telefonica-investigar-foco-hackeo-sepe/2832258/0

Hungary HIC Europe & Central Asia2021 October 7 https://hup.hu/node/175381 0

Panama UMC Latin America & Caribbean2021 January 14 https://www.critica.com.pa/sucesos/excandidato-diputado-detenido-en-caso-de-hackeo-policia-y-meduca-5961550

South KoreaHIC East Asia & Pacific2021 September 13 http://newsway.co.kr/news/view?ud=20210913170517571570

Czech RepublicHIC Europe & Central Asia2021 October 15 https://www.zive.cz/clanky/zaludny-cinsky-malware-mysterysnail-utoci-na-pocitace-s-windows-bez-poslednich-zaplat/sc-3-a-212824/default.aspx0

France HIC Europe & Central Asia2021 December 31 https://www.numerama.com/cyberguerre/806695-fausse-commande-de-1-000-e-un-phishing-se-fait-passer-pour-boulanger.html0

South KoreaHIC East Asia & Pacific2021 August 20 https://zdnet.co.kr/view/?no=202108201354040

Germany HIC Europe & Central Asia2020 January 2 https://www.t-online.de/digital/sicherheit/id_87079888/phishing-vorsicht-vor-betrugsmail-im-namen-von-t-online-de-.html0

Jordan UMC Middle East & North Africa2021 October 15 http://www.almadenahnews.com/article/947156-%D8%AA%D8%B5%D9%8A%D8%AF-%D8%A7%D9%84%D8%A3%D8%AE%D8%B7%D8%A7%D8%A10

Germany HIC Europe & Central Asia2020 May 13 https://www.spiegel.de/netzwelt/technische-werke-ludwigshafen-von-hackern-erpresst-millionenbetrag-gefordert-a-4eb288a3-5f53-44db-99d9-60f46de529f30

Russia UMC Europe & Central Asia2020 August 3 https://www.cnews.ru/news/top/2020-08-03_dobryj_haker_razdaet_besplatno0

France HIC Europe & Central Asia2020 April 8 https://www.phonandroid.com/nintendo-switch-des-joueurs-rapportent-un-possible-piratage-de-leurs-donnees-bancaires.html0

Bulgaria UMC Europe & Central Asia2020 December 9 https://www.dnes.bg/business/2020/12/09/vnimanie-fishing-failovete-kato-horata-prenasiat-virusi.4726720

Spain HIC Europe & Central Asia2020 March 3 https://www.lavozdegalicia.es/noticia/coruna/coruna/2020/03/03/detenido-corunes-hizo-phising-estafar-5000-euros-empresa-plasencia/00031583234238828651398.htm0

Italy HIC Europe & Central Asia2020 April 1 http://www.abruzzoweb.it/contenuti/coronavirus-conte-problemi-al-sito-dell-inps-per-hackeraggio-sistema/725996-4/0

Bulgaria UMC Europe & Central Asia2019 August 9 https://www.marica.bg/hakerski-bitak-pusnaha-bankovite-ni-danni-za-prodan-snimka-Article-226117.html0

Denmark HIC Europe & Central Asia2019 September 6 https://finans.dk/erhverv/ECE11598589/fyringer-i-danske-bank-hackerangreb-paa-demant-og-ellemannjensen-og-dansk-erhvervsliv/0

Turkey UMC Europe & Central Asia2018 August 22 https://www.webtekno.com/android-cihazlarda-tespit-edilen-yeni-bir-kotu-amacli-yazilim-kisisel-bilgilerinizi-ele-geciriyor-h51987.html0

Spain HIC Europe & Central Asia2019 September 1 https://www.elmundo.es/f5/comparte/2019/09/01/5d6acef721efa0176b8b4632.html0

France HIC Europe & Central Asia2019 May 21 https://actu.meilleurmobile.com/amazon-des-pirates-ont-detourne-de-largent-depuis-des-comptes-vendeur_1943480

United StatesHIC North America 2018 March 8 https://altadensidad.com/phishing-masivo-afecto-a-usuarios-de-plataforma-para-transar-criptomonedas/0

Germany HIC Europe & Central Asia2018 March 16 https://www.berliner-kurier.de/news/politik---wirtschaft/ploetzlich-lief-ein-anderer-film-hacker-attacke-auf-tv-von-nrw-ministerin-290187920

Germany HIC Europe & Central Asia2018 May 8 https://www.merkur.de/lokales/starnberg/gilching-ort28732/betrueger-hacken-sich-in-handys-ein-und-filmen-besitzer-beim-besuch-von-pornoseiten-9852310.html0

Belgium HIC Europe & Central Asia2018 June 13 http://geeko.lesoir.be/2018/06/13/un-malware-actif-depuis-2013-prend-le-controle-des-pc-et-de-leurs-webcams/0

Russia UMC Europe & Central Asia2018 September 28 https://www.stav.kp.ru/online/news/3250176/0

Czech RepublicHIC Europe & Central Asia2017 May 15 http://www.itbiz.cz/zpravicky/malware-konni-se-skryval-3-roky0

Turkey UMC Europe & Central Asia2017 January 23 http://www.diyarinsesi.org/haber/124-bin-siber-saldiri-gerceklesiyor-97086.htm0

Russia UMC Europe & Central Asia2017 February 9 https://ok-inform.ru/obshchestvo/84713-kievskie-khakery-vzlomali-akkaunt-bojtsa-dnr-i-ustroili-provokatsiyu.html0

Austria HIC Europe & Central Asia2017 July 11 http://www.salzburg24.at/aussenministerium-wehrt-cyberattacke-ab/50417200

Argentina UMC Latin America & Caribbean2017 December 14 https://www.clarin.com/tecnologia/hackean-red-wifi-starbucks-buenos-aires-minar-criptomonedas_0_HJakD7JGG.html0

NetherlandsHIC Europe & Central Asia2017 November 9 https://www.security.nl/posting/538430/Onderzoeker:+2500+gehackte+webwinkels+voorzien+van+cryptominer0

Indonesia LMC East Asia & Pacific2017 May 31 http://techno.okezone.com/read/2017/05/31/207/1704803/17-jam-lebih-diretas-situs-dewan-pers-tampilkan-situs-alami-kecelakaan-tak-disengaja0

Indonesia LMC East Asia & Pacific2017 December 4 https://techno.okezone.com/read/2017/12/04/207/1824753/akun-twitter-kemlu-diretas-perlu-sistem-keamanan-two-authentication0

France HIC Europe & Central Asia2017 February 13 http://www.financialafrik.com/2017/02/13/gabon-bgfi-bank-victime-de-piratage/0

United StatesHIC North America 2022 June 16 https://www.msn.com/en-xl/africa/other/data-breach-puts-hundreds-of-use-investor-details-at-risk/ar-AAYxh4O0

Romania UMC Europe & Central Asia2020 July 13 https://www.techspot.com/news/85979-mozilla-temporarily-shuts-down-firefox-send-response-malware.html[2599309, 2592135, 2593025, 2591856, 2599963, 2599310, 2591926, 2592395, 2592543, 4228324]['Firefox Send, suspended after it was discovered that it was being used by hackers to deliver malware', 'Firefox Send File Sharing Feature Suspended Over Rise in Malware Hosting', 'Mozilla suspends Firefox Send due to malware abuse', 'Mozilla has temporarily disabled the Firefox Send service, as attackers spread malware through it', 'Mozilla temporarily shuts down Firefox Send in response to malware sharing concerns', 'Firefox Send, suspended after it was discovered that it was being used by hackers to deliver malware | Vremea noua – The leader of the Vaslui media', 'Mozilla stops Firefox Send, the time to strengthen the service against malware', 'Mozilla temporarily stops Firefox Send to prevent malware abuse', 'Mozilla temporarily closed Firefox Send due to phishing abuse', 'Firefox Send is temporarily disabled, it has been misused to spread malware']9

Russia UMC Europe & Central Asia2021 May 17 https://www.bleepingcomputer.com/news/security/fbi-spots-spear-phishing-posing-as-truist-bank-bank-to-deliver-malware/0

United Arab EmiratesHIC Middle East & North Africa2022 August 21 https://gulfnews.com/uae/crime/hacker-behind-dh28-million-fraud-caught-red-handed-by-sharjah-police-1.900423840

United StatesHIC North America 2022 July 27 https://www.jdsupra.com/legalnews/digipen-institute-of-technology-6448789/0

United StatesHIC North America 2022 July 20 https://www.desertsun.com/story/news/education/2022/07/19/cod-restores-website-two-weeks-after-malware-attack/10103675002/0

United StatesHIC North America 2022 October 5 https://my1035.com/rented-a-u-haul-your-drivers-license-number-may-have-been-hacked/0



United StatesHIC North America 2022 November 22 https://allenbwest.com/draftkings-and-fanduel-report-multiple-customers-hacked/0

Vietnam LMC East Asia & Pacific2022 April 3 https://vietnamnet.vn/en/sci-tech-environment/vietnamese-bank-accounts-targeted-by-hackers-827288.html0

PhilippinesLMC East Asia & Pacific2022 April 24 https://mb.com.ph/2022/04/24/nbi-arrests-13-foreigners-involved-in-phishing/0

India LMC South Asia 2022 January 5 https://www.thehindu.com/news/cities/Delhi/syndicate-involved-in-hacking-online-tests-busted/article38140247.ece0

United StatesHIC North America 2022 November 28 https://www.stlouisstar.com/news/273134858/consumer-alert-lowey-dannenberg-pc-investigates-ethos-group-inc-for-data-breach0

United KingdomHIC Europe & Central Asia2019 April 29 https://www.scmagazineuk.com/european-organisations-attacked-jasperloader-malware/article/15831740

United StatesHIC North America 2019 April 29 https://soylentnews.org/submit.pl?op=viewsub&subid=332220

United StatesHIC North America 2019 January 17 https://www.jdsupra.com/legalnews/sec-the-edgar-hack-is-phase-2-of-the-15010/0

United StatesHIC North America 2019 January 25 https://www.floridarealtors.org/NewsAndEvents/article.cfm?id=3762170

United StatesHIC North America 2019 April 26 https://www.bankinfosecurity.com/trojanized-teamviewer-attacks-reveal-mutating-malware-a-124230

United StatesHIC North America 2019 April 30 https://www.forbes.com/sites/thomasbrewster/2019/04/30/leak-reveals-irans-wildest-hacker-crew-stole-13000-passwords-from-across-98-organizations/0

China UMC East Asia & Pacific2019 June 19 https://cointelegraph.com/news/upbit-exchange-phishing-email-scam-came-from-north-korea-source-claims0

United StatesHIC North America 2021 June 14 https://www.tomsguide.com/news/turbo-tax-accounts-hacked0

United StatesHIC North America 2019 July 1 https://www.gainesville.com/news/20190630/government-entities-experiencing-increase-in-cyber-attacks0

United StatesHIC North America 2019 February 1 https://www.northjersey.com/story/news/bergen/palisades-park/2019/01/31/palisades-park-nj-missing-money-related-hack-bank-claims/2735192002/0

United StatesHIC North America 2019 July 30 https://www.forbes.com/sites/zakdoffman/2019/07/30/lapd-cyberattack-police-department-confirms-it-has-been-hacked/0

United KingdomHIC Europe & Central Asia2019 March 30 https://www.techradar.com/news/hackers-publish-details-on-critical-magento-flaw0

United StatesHIC North America 2019 September 16 https://www.carriermanagement.com/news/2019/09/16/197884.htm0

United StatesHIC North America 2019 February 25 https://news.yahoo.com/us-govt-returns-stolen-bitcoin-184059591.html0

United StatesHIC North America 2019 August 5 https://www.axios.com/hackers-tripled-their-use-of-destructive-attacks-a763ae8f-8e5e-4cce-833f-dce2173a1468.html0

United StatesHIC North America 2021 August 17 https://healthitsecurity.com/news/electromed-data-breach-impacting-customers-staffers-phi0

United KingdomHIC Europe & Central Asia2017 January 5 https://www.theguardian.com/media/2017/jan/05/the-sun-losses-advertising-hacking-charges-profits-revenues0

United StatesHIC North America 2017 January 18 http://www.natlawreview.com/article/law-firm-data-breaches-demonstrate-expanding-scope-cyber-attacks0

United StatesHIC North America 2017 February 25 http://sknr.net/2017/02/24/razer-hit-cyber-attacks/0

United StatesHIC North America 2017 February 16 http://www.billboard.com/articles/business/7693428/songkick-live-nation-ticketmaster-hacked-trade-secrets0

United StatesHIC North America 2017 March 6 http://news.softpedia.com/news/twitter-vulnerability-allowed-hackers-to-access-locked-accounts-513609.shtml0

United KingdomHIC Europe & Central Asia2017 March 21 https://www.scmagazineuk.com/ipcc-investigates-police-for-alleged-hacking-of-political-campaigners/article/645600/0

United StatesHIC North America 2017 June 9 http://www.dslreports.com/forum/r31455281-Another-Data-Breach-10-Million-U-S-Car-Owners-This-Time0

Thailand UMC East Asia & Pacific2017 July 28 http://tech.thaivisa.com/23233-2/23233/ 0

Qatar HIC Middle East & North Africa2017 September 12 http://www.qatar-tribune.com/news-details/id/852170

Russia UMC Europe & Central Asia2017 May 20 https://sputniknews.com/politics/201705201053818138-russian-embassy-responds-to-the-times/0

Singapore HIC East Asia & Pacific2017 February 28 http://www.straitstimes.com/singapore/take-steps-to-secure-online-accounts-experts-urge0

Australia HIC East Asia & Pacific2018 March 16 https://www.arnnet.com.au/article/634785/govt-gets-over-30-data-breach-notifications-three-weeks-under-new-disclosure-laws/0

United StatesHIC North America 2018 April 27 https://arstechnica.com/tech-policy/2018/04/as-two-koreas-shake-hands-hidden-cobra-hackers-wage-espionage-campaign/0

United StatesHIC North America 2018 July 16 https://www.beckershospitalreview.com/cybersecurity/texas-physician-group-notifies-18k-of-data-breach-after-email-hack.html0

United StatesHIC North America 2018 October 16 https://www.makeuseof.com/tag/modular-malware-stealing-data/0

United StatesHIC North America 2018 August 14 https://www.defenseone.com/news/2018/08/the-d-brief-august-14-2018/150513/0

Japan HIC East Asia & Pacific2018 November 9 https://www.zdnet.com/article/this-banking-malware-just-added-password-and-browser-history-stealing-to-its-playbook/0

United StatesHIC North America 2018 November 14 http://www.spamfighter.com/News-21866-BDO-Unibank-Warned-its-Customers-to-Remain-Beware-from-New-Phishing-Scheme.htm0

United StatesHIC North America 2018 November 11 https://www.normantranscript.com/opinion/yahoo-renamed-altaba-and-fined-million-for-hacking/article_347ab869-4af4-5073-be23-14e64adc7f52.html0

United KingdomHIC Europe & Central Asia2020 July 8 https://www.computerweekly.com/news/252485842/Use-of-spyware-apps-linked-to-domestic-abuse-soars-in-lockdown0

United StatesHIC North America 2020 February 28 https://www.drbicuspid.com/index.aspx?sec=sup&sub=pmt&pag=dis&ItemID=3260170

PhilippinesLMC East Asia & Pacific2021 December 13 https://www.philippinetimes.com/news/271931751/house-hearing-sought-on-bank-account-hacking-incidents0

United StatesHIC North America 2021 August 12 https://www.accountingtoday.com/news/irs-warns-of-ongoing-twists-on-phishing-scams0

United StatesHIC North America 2020 December 10 https://www.bankinfosecurity.com/hacking-group-dropping-malware-via-facebook-cloud-services-a-155600

United KingdomHIC Europe & Central Asia2021 February 1 https://www.computing.co.uk/news/4026515/british-mensa-falls-victim-cyber-attack0

United StatesHIC North America 2021 September 29 https://www.govtech.com/security/voip-company-in-raleigh-n-c-nailed-by-cyber-attack0

United KingdomHIC Europe & Central Asia2021 February 26 https://www.infosecurity-magazine.com:443/news/fbi-investigating-michigan-school/0

Nigeria LMC Sub-Saharan Africa2021 October 23 https://thenationonlineng.net/ncc-raises-the-alarm-over-cyber-attacks/0

United StatesHIC North America 2021 March 17 https://threatpost.com/covid-19-relief-checks-dridex-malware/164853/0

Japan HIC East Asia & Pacific2022 April 13 https://japan.cnet.com/article/35186235/ 0

South KoreaHIC East Asia & Pacific2022 October 21 https://www.etoday.co.kr/news/view/21820220

Italy HIC Europe & Central Asia2022 May 13 https://www.zazoom.it/2022-05-13/bergamo-boom-di-profili-social-rubati-vittima-degli-hacker-anche-il-vicesindaco-gandi/10879650/0

Poland HIC Europe & Central Asia2022 May 20 https://expressilustrowany.pl/oszusci-podszywaja-sie-pod-dwa-duze-banki-na-falszywych-stronach-wyludzaja-dane-logowania-mozesz-stracic-pieniadze/ar/c3-163519590

Spain HIC Europe & Central Asia2022 April 14 https://www.que.es/2022/04/14/estafa-fuerteventura-phishing/0



United StatesHIC North America 2022 June 21 https://www.wapa.tv/noticias/locales/luma-energy-investiga-denuncia-de--hackeo--desde-su-plataforma_20131122533031.html0

Indonesia LMC East Asia & Pacific2021 March 23 https://www.cnnindonesia.com/teknologi/20210322175909-185-620666/umkm-ri-paling-banyak-diserang-phishing-di-asia-tenggara0

Vietnam LMC East Asia & Pacific2022 May 7 https://vietgiaitri.com/cac-he-thong-tai-viet-nam-hung-chiu-hon-4600-su-co-tan-cong-mang-20220507i6435409/0

South KoreaHIC East Asia & Pacific2021 September 19 http://newsway.co.kr/news/view?ud=20210917091940793710

Chile HIC Latin America & Caribbean2021 October 23 https://www.biobiochile.cl/noticias/ciencia-y-tecnologia/pc-e-internet/2021/10/23/streamers-afirman-que-hackers-han-estado-robando-sus-pagos-de-twitch.shtml0

Spain HIC Europe & Central Asia2021 November 19 https://www.ultimahora.es/noticias/local/2021/11/19/1348773/primeras-condenas-hosteleros-por-piratear-partidos-futbol.html0

South KoreaHIC East Asia & Pacific2021 January 8 https://www.voakorea.com/korea/korea-politics/nk-hack-sk0

SwitzerlandHIC Europe & Central Asia2021 May 7 https://www.pctipp.ch/news/sicherheit/swiss-cloud-computing-nimmt-betrieb-cyberattacke-2661092.html0

Germany HIC Europe & Central Asia2021 November 16 https://www.thueringer-allgemeine.de/leben/blaulicht/kraftstoff-an-tankstelle-in-triptis-extrem-billig-unbekannte-hacken-computersoftware-id233855837.html0

Tunisia LMC Middle East & North Africa2021 January 12 https://www.leaders.com.tn/article/31234-moncef-ben-slimane-piratage-d-une-revolution-et-hameconnage-d-un-president0

Poland HIC Europe & Central Asia2021 January 25 https://www.dobreprogramy.pl/Kampania-phishingowa-na-Facebooku.Oszusci-wykradaja-konta-do-atakow-na-BLIKa,News,112980.html0

United StatesHIC North America 2020 December 17 https://www.wired.com/story/russia-solarwinds-hack-wasnt-cyberwar-us-strategy/0

United KingdomHIC Europe & Central Asia2017 July 4 http://internetua.com/hakeri-ukrali-s-koshelka-dlya-Ethereum-Classic-sotni-tisyacs-dollarov[630004, 640395, 639092]['Classic Ether Wallet has been hacked', 'Hackers stole hundreds of thousands of dollars from Ethereum Classic wallet', 'Classic Ether Wallet has been hacked. Users have lost thousands of dollars in cryptocurrency']2

Finland HIC Europe & Central Asia2020 May 26 https://www.tivi.fi/uutiset/tv/da776e59-900f-4110-baf9-80b901f7533f0

Russia UMC Europe & Central Asia2020 August 6 https://newizv.ru/news/world/06-08-2020/bespredel-v-youtube-prodolzhaetsya-vzloman-kanal-den-tv0

Bulgaria UMC Europe & Central Asia2020 May 15 https://news.bg/int-politics/rusiya-otricha-obvineniyata-na-velikobritaniya-za-hakerski-ataki-za-covid-19-vaksina.html0

Slovenia HIC Europe & Central Asia2019 April 3 https://www.dnevnik.si/1042881993/kronika/novogoriski-policisti-belezijo-povecano-stevilo-hekerskih-napadov-na-podjetja-0

Taiwan 2019 January 11 http://japan.cna.com.tw/news/asoc/201901110007.aspx0

Spain HIC Europe & Central Asia2019 August 30 https://www.diariodeavila.es/Noticia/ZE040466C-0CFA-0EA0-60BD29AE46A15E02/201908/Hackean-la-cuenta-de-la-UCAV-en-twitter0

China UMC East Asia & Pacific2019 August 21 https://finance.sina.com.cn/roll/2019-08-21/doc-ihytcitn0756269.shtml0

Greece HIC Europe & Central Asia2019 October 21 http://www.topontiki.gr/article/347408/kamia-asfaleia-thyma-hakingk-etaireia-asfaleias-toy-diadiktyoy0

France HIC Europe & Central Asia2019 March 25 http://iphoneaddict.fr/post/news-259217-1-million-mac-cibles-malware-shlayer0

Spain HIC Europe & Central Asia2019 November 20 https://www.heraldo.es/noticias/aragon/zaragoza/2019/11/20/el-instituto-de-empleo-de-zaragoza-sufre-un-ciberataque-y-los-hackers-exigen-un-rescate-de-30-000-euros-1345015.html0

Ukraine LMC Europe & Central Asia2019 February 15 https://kp.ua/economics/630960-za-utechku-dannykh-Facebook-hrozyt-krupneishyi-v-ystoryy-kompanyy-shtraf0

India LMC South Asia 2019 July 14 https://www.amarujala.com/lucknow/thugs-taken-money-by-fraud-after-hacking-whatsapp-in-lucknow0

Russia UMC Europe & Central Asia2018 April 20 https://ria.ru/world/20180420/1519114709.html0

Armenia UMC Europe & Central Asia2018 October 28 http://lratvakan.com/news/435814.html 0

China UMC East Asia & Pacific2018 October 3 https://www.datviet.com/hon-4-ngan-cuoc-tan-cong-mang-nham-vao-viet-nam-trong-5-thang/0

South KoreaHIC East Asia & Pacific2018 November 8 http://news20.busan.com/controller/newsController.jsp?newsId=201811080002350

NetherlandsHIC Europe & Central Asia2017 March 13 http://www.geenstijl.nl/mt/archieven/2017/03/turken_hacken_ons_helemaal_de.html0

Mexico UMC Latin America & Caribbean2017 December 22 http://yucatan.com.mx/mexico/breves-de-la-republica/policia-cibernetica-investiga-hackeo-monserrat0

Tajikistan LMC Europe & Central Asia2017 March 27 http://khovar.tj/rus/2017/03/nyt-svyazannye-s-kndr-hakery-pytalis-sovershit-kiberataki-na-tsentrobanki-ryada-stran/0

Norway HIC Europe & Central Asia2017 April 10 https://www.digi.no/artikler/amerikansk-storby-holdt-vaken-da-katastrofealarm-ble-hacket/3797480

Spain HIC Europe & Central Asia2017 June 4 http://computerhoy.com/noticias/apps/campana-phishing-extiende-whatsapp-631720

Iran LMC Middle East & North Africa2017 February 8 https://www.balatarin.com/permlink/2017/2/7/44272610

Belgium HIC Europe & Central Asia2017 February 3 http://newsmonkey.be/article/6026 0

Russia UMC Europe & Central Asia2017 November 13 http://33live.ru/novosti/13-11-2017-xakery-nanesli-sokrushitelnyj-udar-po-vashingtonu.html0

Israel HIC Middle East & North Africa2021 November 27 https://www.timesofisrael.com/2-us-defense-officials-say-israel-hacked-irans-gas-system-last-month-nyt/0

United StatesHIC North America 2021 December 4 https://www.msn.com/en-in/news/world/morning-news-brief-us-employees-phones-hacked-blinken-warns-china-and-more/ar-AARrSi50

Malta HIC Middle East & North Africa2021 April 27 https://www.maltatoday.com.mt/news/national/109252/hackers_want_5000_for_hacked_pn_data_before_thursday_deadline0

Australia HIC East Asia & Pacific2021 May 10 https://www.lifehacker.com.au/2021/05/pelotons-data-breach-is-a-reminder-to-lie-whenever-you-can/0

United StatesHIC North America 2021 July 1 https://tulsaworld.com/news/local/city-employees-can-check-whether-personal-information-made-public-in-ransomware-attack/article_f723a582-d9eb-11eb-aa0a-ebdc148cf524.html0

United StatesHIC North America 2021 July 6 https://www.scmagazine.com/home/health-care/dominion-national-reaches-2m-settlement-over-nine-year-data-breach/0

United StatesHIC North America 2022 January 27 https://www.wptv.com/news/region-st-lucie-county/names-social-security-numbers-compromised-after-data-breach-in-st-lucie-county0

United KingdomHIC Europe & Central Asia2022 September 1 https://www.itpro.co.uk/security/ransomware/368955/revil-claims-ransomware-attack-on-multi-billion-dollar-manufacturing-giant-midea-group0

United KingdomHIC Europe & Central Asia2022 February 2 https://www.printweek.com/news/article/rrd-mystery-buyer-withdraws-offer-group-suffers-cyber-attack0

Slovenia HIC Europe & Central Asia2022 February 14 https://english.sta.si/3001238/online-fraud-on-the-rise-in-slovenia-phishing-prevalent0

United StatesHIC North America 2022 February 15 http://www.mobypicture.com/user/crosexemuw1979/view/192325210

United StatesHIC North America 2022 February 22 https://www.koco.com/article/oklahoma-company-targeted-rape-kit-data-breach/391661690

United StatesHIC North America 2022 March 2 http://www.newson6.com/story/621ef17efc6ee6759c5bf815/data-breach-at-dhs-may-have-compromised-thousands-of-peoples-information0

United StatesHIC North America 2022 April 8 https://heraldcourier.com/business/ballad-health-reports-data-breach/article_e8bb8cf0-b788-11ec-a773-2b64af5a6ae3.html0

United KingdomHIC Europe & Central Asia2022 November 4 https://www.techradar.com/news/microsoft-customer-feedback-tool-hijacked-to-send-phishing-emails0

Argentina UMC Latin America & Caribbean2022 October 24 https://en.mercopress.com/2022/10/24/argentine-health-ministry-s-computers-hacked0

United StatesHIC North America 2022 February 18 https://www.hollandsentinel.com/story/news/politics/government/2022/02/18/allegan-county-informs-employees-w-2-data-phishing-scheme/6827950001/0

Australia HIC East Asia & Pacific2020 January 16 https://www.itwire.com/security/hacked-with-friends-173m-zynga-accounts-breached.html0



Russia UMC Europe & Central Asia2020 May 26 https://www.bleepingcomputer.com/news/security/arbonne-mlm-data-breach-exposes-user-passwords-personal-info/0

United StatesHIC North America 2019 July 2 http://mondaq.com/unitedstates/x/820334/fin+tech/Details+Emerge+On+QuadrigaCX+Fraud+And+Recent+Cryptocurrency+Exchange+Hacks0

China UMC East Asia & Pacific2020 July 7 https://cointelegraph.com/news/hacker-group-amassed-7m-in-crypto-by-selling-stolen-credit-cards0

United StatesHIC North America 2019 July 4 https://www.forbes.com/sites/thomassilkjaer/2019/07/04/june-the-month-of-xrp-exchange-hacks/0

India LMC South Asia 2019 February 22 https://www.themobileindian.com/news/attackers-are-distributing-malware-to-steal-users-premium-account-253340

United StatesHIC North America 2019 March 13 https://www.bankinfosecurity.com/microsoft-patches-fresh-flaws-hit-by-hackers-a-121620

India LMC South Asia 2019 December 8 https://www.businessinsider.in/tech/news/airtel-data-breach-exposes-personal-data-of-32-crore-subscribers/articleshow/72428075.cms0

United StatesHIC North America 2019 December 20 https://triblive.com/local/pittsburgh-allegheny/members-of-international-malware-ring-who-targeted-western-pa-prosecuted/0

United StatesHIC North America 2018 November 20 https://www.channelnewsasia.com/news/singapore/serial-hacker-nabbed-for-paypal-qoo10-account-breaches-109515560

Egypt LMC Middle East & North Africa2021 August 22 https://english.ahram.org.eg/NewsContent/1/64/419576/Egypt/Politics-/Banque-Misr-halts-transactions-to-prepaid-Meeza-ca.aspx0

United StatesHIC North America 2017 May 3 http://www.fredericksburg.com/news/va_md_dc/more-than-a-week-later-virginia-state-police-still-working/article_452e70a6-8bcf-5311-b459-9f467a8ebf2c.html0

Australia HIC East Asia & Pacific2017 May 16 https://www.accountantsdaily.com.au/technology/10235-accountants-urged-to-be-vigilant-in-wake-of-global-cyber-attack0

United StatesHIC North America 2018 February 6 http://www.wbtv.com/story/37437780/no-data-compromised-in-chester-county-schools-ransomware-attack-school-officials-say0

United KingdomHIC Europe & Central Asia2018 July 6 https://www.bbc.co.uk/news/technology-447254460

United Arab EmiratesHIC Middle East & North Africa2018 July 21 https://gulfnews.com/news/gulf/oman/oman-thwarted-over-880m-cyber-attacks-in-2017-1.22548630

United KingdomHIC Europe & Central Asia2018 October 18 https://www.theregister.co.uk/2018/10/18/equifax_insider_trading/0

South KoreaHIC East Asia & Pacific2021 April 30 https://www.yna.co.kr/view/AKR202104300624000550

Indonesia LMC East Asia & Pacific2022 September 27 https://www.tribunnews.com/nasional/2022/09/27/sikapi-peretasan-data-oleh-bjorka-eks-kepala-bais-tni-bubarkan-bssn-kembalikan-ke-lemsaneg0

Chile HIC Latin America & Caribbean2018 May 9 http://www.telam.com.ar/notas/201805/279255-hackearon-la-cuenta-del-senado-y-publicaron-la-falsa-muerte-de-evo-morales.html[1644233, 1643938, 1648950, 1644234, 1644219, 1646686, 1646687, 1646688, 1648935, 1645662, 1643941]['Social media accounts of attorney Fernando Carrillo were hacked', 'They hacked the Senate account and published the false death of Evo Morales - Télam', 'They hack the Twitter of the Bolivian Senate and leave Evo Morales for dead', 'They hack the Twitter account of attorney Fernando Carrillo', 'Bolivia: They denounce the hacking of the Twitter account of the Senate that reported the alleged death of Evo Morales', 'Bolivian Senate accuses hacking of its Twitter account', 'Twitter account of the Bolivian Senate mourned the death of Evo Morales: They accuse hacking - International', 'Hacking on the Twitter of the Bolivian Senate declared Evo Morales dead', 'They kill Evo Morales after hacking the Twitter account of the Senate in Bolivia', 'Bolivian Senate Twitter killed Evo Morales... but it was hacked!!', 'They hacked the account of the Bolivian Senate and published the false death of Evo Morales :: El Litoral - News - Santa Fe - Argentina']10

Canada HIC North America 2018 November 6 https://www.cbc.ca/news/canada/nova-scotia/malware-hack-at-st-f-x-becoming-a-more-common-crime-1.48940890

PhilippinesLMC East Asia & Pacific2020 January 9 https://tribune.net.ph/index.php/2020/01/09/pcoo-ig-restored-hackers-face-sanctions/0

China UMC East Asia & Pacific2020 June 19 https://insideretail.asia/2020/06/19/apparel-retailer-bossini-reveals-customer-data-hack/0

Canada HIC North America 2020 June 23 https://www.thepeterboroughexaminer.com/ts/politics/federal/2020/06/22/rcmp-probing-otoole-campaign-allegation-that-it-was-hacked-by-mackay-campaign.html0

United StatesHIC North America 2020 July 2 https://www.syracuse.com/business/2020/07/data-breach-at-cny-works-career-center-may-have-exposed-personal-information-of-56000-clients.html0

United KingdomHIC Europe & Central Asia2020 April 10 https://bitpipe.computerweekly.com/detail/RES/1586266136_418.html0

United StatesHIC North America 2021 February 5 https://shenandoahcountryq102.iheart.com/featured/chris-rosie/content/2021-02-05-high-schooler-accused-of-operating-nationwide-cell-phone-hacking-scheme/0

United StatesHIC North America 2020 December 17 https://threatpost.com/rubygems-packages-bitcoin-stealing-malware/162360/0

United StatesHIC North America 2020 December 21 http://www.baltimoresun.com/education/bs-md-bcps-principals-teachers-ransomware-20201221-20201221-lrtt7gffcjdb3plnvgvrnfxh44-story.html0

United KingdomHIC Europe & Central Asia2020 June 20 https://www.theguardian.com/technology/2020/jun/20/hackers-target-nsw-school-online-accounts-in-phishing-campaign0

Kuwait HIC Middle East & North Africa2021 October 27 http://www.arabtimesonline.com/news/kuwait-fire-departments-instagram-account-has-been-hacked/0

Germany HIC Europe & Central Asia2022 June 22 https://www.netzwelt.de/news/204944-dkb-phishing-mail-kriminelle-wollen-telefonnummer.html0

Mexico UMC Latin America & Caribbean2022 October 25 https://www.eldiariodechihuahua.mx/local/van-19-hrs-continuas-de-contener-hackeo-a-municipio-20221025-1985634.html0

NetherlandsHIC Europe & Central Asia2022 November 2 https://www.computable.nl/artikel/techwire/ict-branche/7429462/2499347/knowbe4-inhoud-phishing-mails-verschuift-van-prive-naar-zakelijke-content.html0

South KoreaHIC East Asia & Pacific2022 September 8 https://news.mt.co.kr/mtview.php?no=2022090815483776055&type=2&sec=politics&pDepth2=Ptotal&MNE_T0

Ukraine LMC Europe & Central Asia2022 March 4 https://www.rbc.ua/rus/styler/ukrainskiy-portal-minfin-podvergsya-hakerskoy-1646413298.html0

Turkey UMC Europe & Central Asia2022 October 19 https://www.yeniakit.com.tr/haber/yeni-zararli-yazilim-nullmixer-3-yerden-birden-vuruyor-1700329.html0

India LMC South Asia 2022 June 6 https://www.punjabkesari.in/article/news/with-the-help-of-hackers-china-attacked-friend-russia-on-the-back-16139670

BangladeshLMC South Asia 2022 February 18 https://www.banglanews24.com/national/news/bd/913019.details0

Russia UMC Europe & Central Asia2021 April 1 https://www.gazeta.ru/tech/2021/04/01/13542944/phone_phishing.shtml0

India LMC South Asia 2019 September 11 https://www.businessinsider.in/the-biggest-hacks-of-2019-so-far/articleshow/71086442.cms[4730171, 4733334]['The biggest hacks of 2019 so far', '10 biggest hack attacks of all time']1

India LMC South Asia 2019 December 12 https://maharashtratimes.indiatimes.com/gadget-news/computer/pakistani-chinese-hackers-target-indian-websites/articleshow/72486914.cms[4939572, 4941892]['hackers target indian website : Pakistan - Attack on Indian website by Chinese hackers - pakistani chinese hackers target indian websites', 'Pakistan - Indian website attacked by Chinese hackers']1

Russia UMC Europe & Central Asia2020 April 9 https://www.securitylab.ru/news/506574.php0

Spain HIC Europe & Central Asia2020 February 24 https://www.larioja.com/la-rioja/psoe-denuncia-ante-20200224134613-nt.html0

Germany HIC Europe & Central Asia2020 December 31 https://www.heise.de/news/rC3-DDoS-Angriff-und-DNS-Probleme-schmaelerten-das-Hackererlebnis-5001451.html0

Spain HIC Europe & Central Asia2019 October 21 https://www.economiadigital.es/tecnologia-y-tendencias/el-malware-llega-a-los-asistentes-digitales-y-los-convierte-en-espia_20003366_102.html0

France HIC Europe & Central Asia2019 August 20 https://www.universfreebox.com/article/51313/Des-abonnes-Orange-visitant-des-sites-pornographiques-victimes-d-un-malware0

Belgium HIC Europe & Central Asia2019 March 18 https://www.sudinfo.be/id108073/article/2019-03-18/piratage-important-de-nombreux-comptes-netflix-et-spotify-les-identifiants0

Spain HIC Europe & Central Asia2019 December 25 https://www.facua.org/es/noticia.php?Id=148930

Germany HIC Europe & Central Asia2019 September 16 https://www.netzwelt.de/betrugswarnungen/157308-malware-bewerbungsmails-neue-welle-trifft-deutschland-september.html0

Spain HIC Europe & Central Asia2019 July 2 https://www.20minutos.es/noticia/3690526/0/ayuntamiento-roquetas-ordeno-reversion-transferencias-pocas-horas-detectar-hackeo/0

Venezuela Latin America & Caribbean2018 March 9 http://www.entornointeligente.com/articulo/3981847/Malware-en-complementos-pirateados-de-WordPress0

Russia UMC Europe & Central Asia2018 June 21 http://fedpress.ru/news/77/society/20733090

Japan HIC East Asia & Pacific2018 May 11 https://www.excite.co.jp/News/it_g/20180511/Mdn_58734.html0

Canada HIC North America 2018 September 26 http://www.lapresse.ca/techno/201809/25/01-5197947-artopex-victime-de-pirates-informatiques.php0

Russia UMC Europe & Central Asia2018 March 22 http://bankir.ru/novosti/20180322/nem-foundation-prekrashchaet-poisk-khakerov-vzlomavshikh-coincheck-10137493/0



South KoreaHIC East Asia & Pacific2018 July 2 http://www.etoday.co.kr/news/section/newsview.php?idxno=16370530

Serbia UMC Europe & Central Asia2018 December 21 https://www.b92.net/tehnopolis/gejming.php?yyyy=2018&mm=12&nav_id=14848700

Ukraine LMC Europe & Central Asia2018 December 17 https://racurs.ua/n115756-v-genshtabe-zayavili-ob-uvelichenii-chisla-kiberatak-posle-vvedeniya-voennogo-polojeniya.html0

United StatesHIC North America 2022 August 24 https://www.govtech.com/security/fremont-county-ohio-extends-disaster-after-cyber-attack0

United StatesHIC North America 2017 May 23 http://www.zdnet.com/article/fresh-wave-of-qakbot-malware-brings-down-enterprise-networks/[517481, 520823, 513256]['Cylance spots Qakbot malware updates to target more systems', 'Researchers spot enhancements on Qakbot malware to infect new systems', 'Fresh wave of mutating Qakbot malware brings down enterprise networks']2

Sweden HIC Europe & Central Asia2018 September 19 https://www.svt.se/nyheter/lokalt/vasternorrland/socialtjanstanstalld-atalad-for-dataintrang0

South KoreaHIC East Asia & Pacific2017 November 8 http://www.newshankuk.com/news/content.asp?fs=1&ss=3&news_idx=2017110315071010620

Uruguay HIC Latin America & Caribbean2017 August 29 http://www.republica.com.uy/insolito-hackeo-sufrio-teatro-solis-consul/0

Germany HIC Europe & Central Asia2017 August 6 http://www.schwaebische.de/region_artikel,-Weingartener-Studenten-hacken-estnisches-Unternehmen-_arid,10715144_toid,541.html0

Indonesia LMC East Asia & Pacific2017 October 20 http://www.harianjogja.com/baca/2017/10/20/viral-kabar-saldo-terpotong-karena-diretas-bni-beri-klarifikasi-8618000

South KoreaHIC East Asia & Pacific2017 December 10 http://www.hani.co.kr/arti/economy/it/822814.html0

Bulgaria UMC Europe & Central Asia2017 December 4 http://btvnovinite.bg/article/bulgaria/hakeri-v-dejstvie-hiljadi-poluchiha-pisma-s-virus-ot-imeto-na-energoto.html0

Canada HIC North America 2021 November 15 https://vocm.com/2021/11/15/brazil-hogan-cyber-attack-hoa/0

United StatesHIC North America 2021 November 19 https://www.coinspeaker.com/hacks-defi-tops-10-billion/0

Taiwan 2021 November 26 https://www.taipeitimes.com/News/biz/archives/2021/11/27/20037685680

South AfricaUMC Sub-Saharan Africa2022 June 17 https://mybroadband.co.za/news/security/449258-shoprites-possible-compromise-was-a-hack-and-the-attackers-are-extorting-the-company.html0

United StatesHIC North America 2021 July 2 https://www.monroenews.com/story/news/2021/07/02/fbi-assisting-monroe-schools-cyber-attack/7826874002/0

United StatesHIC North America 2022 February 2 https://healthitsecurity.com/news/gao-seeks-feedback-on-healthcare-data-breach-reporting0

United StatesHIC North America 2022 September 21 https://www.washingtonexaminer.com/news/hackers-breach-los-angeles-school-districts-computer-system0

United StatesHIC North America 2022 May 3 https://www.theleafchronicle.com/story/news/2022/05/02/back-normal-apsu-following-ransomware-attack/9616749002/0

Israel HIC Middle East & North Africa2022 October 27 https://www.jewishpress.com/news/science-and-tech/cyber/idf-fools-reservists-with-phishing-attack/2022/10/27/0

United StatesHIC North America 2022 November 16 https://www.foxnews.com/tech/cyber-attack-major-hospital-system-could-affect-20-million-americans0

United StatesHIC North America 2019 April 17 https://www.autoblog.com/2019/04/17/car2go-app-hacked-chicago-100-cars-stolen/0

China UMC East Asia & Pacific2019 January 15 https://androidcommunity.com/megan64-emulator-malware-eats-up-your-data-and-wifi-20190115/0

United StatesHIC North America 2019 January 17 http://www.dailynebraskan.com/news/possible-phishing-scam-attempts-to-collect-unl-students-personal-information/article_71984ef6-1a01-11e9-bbac-a3f5dc35c00c.html0

United StatesHIC North America 2019 February 4 https://www.newsbtc.com/2019/02/04/myetherwallet-phishing/0

United StatesHIC North America 2019 June 6 https://www.forbes.com/sites/willhorton1/2019/06/06/cathay-pacific-faulted-for-data-breach-but-hackers-objective-unclear/0

Singapore HIC East Asia & Pacific2021 February 18 https://www.techgoondu.com/2021/02/18/in-singtel-hacking-case-lessons-to-be-learnt-on-managing-fallout/0

India LMC South Asia 2021 July 24 https://www.medianama.com/2021/07/223-phishing-attempts-pakistan-group-india/0

United StatesHIC North America 2019 June 25 https://securityboulevard.com/2019/06/xenotime-hacker-group-behind-oil-and-natural-gas-sites-are-now-targeting-us-power-grids/0

Australia HIC East Asia & Pacific2019 February 14 https://www.news.com.au/technology/online/hacking/optus-customers-warned-to-watch-out-for-email-scam/news-story/fa88a7fa6910948e9f5ea3f52950547a0

United StatesHIC North America 2019 March 11 https://www.natlawreview.com/article/us-state-breach-law-modifications-begin-2019-massachusetts0

United StatesHIC North America 2020 December 31 https://www.messagemedia.co/aitkin/news/local/scope-of-cyber-attack-yet-unknown/article_1f9a40d6-4a07-11eb-b116-c3b39d7a43b3.html0

Saudi ArabiaHIC Middle East & North Africa2019 September 9 https://www.arabianbusiness.com/technology/427507-wikipedia-blames-middle-east-cyber-attack-on-bad-faith-actors0

Australia HIC East Asia & Pacific2019 September 18 https://www.computerworld.com.au/article/666566/seek-warns-phishing-campaign/0

United StatesHIC North America 2019 November 8 https://www.healthdatamanagement.com/news/hackers-encrypt-data-on-some-servers-of-brooklyn-hospital-center0

United StatesHIC North America 2017 May 9 http://abc11.com/news/bank-of-america-text-message-phishing-scam-resurfaces-/1972637/0

United KingdomHIC Europe & Central Asia2017 September 27 https://www.theguardian.com/technology/2017/sep/27/calls-for-crackdown-on-rogue-rental-appliance-firms-after-data-breach0

United StatesHIC North America 2017 November 8 https://arizonadailyindependent.com/tusd-website-hacked-send-message-i-love-isis/0

United StatesHIC North America 2017 May 31 http://www.isssource.com/spear-phishing-attacks-laser-focused/0

United StatesHIC North America 2017 December 21 http://www.kcbd.com/story/37111849/phishing-scams-target-customers-with-fake-delivery-emails0

United KingdomHIC Europe & Central Asia2017 October 10 http://www.theregister.co.uk/2017/10/10/vtech_motion_dismissal_class_action/0

United StatesHIC North America 2018 January 17 http://chippewa.com/news/local/chippewa-falls-library-mostly-unaffected-in-data-breach/article_96744a8f-05f5-50c6-82cd-39e447e280bb.html0

United StatesHIC North America 2018 March 17 https://www.law360.com/articles/10233380

Australia HIC East Asia & Pacific2018 June 7 https://www.theadvocate.com.au/story/5454305/data-breach-causing-big-headaches/0

United StatesHIC North America 2018 April 3 http://www.securityinfowatch.com/press_release/12406037/the-protection-bureau-partners-with-csr-for-data-breach-reporting0

United KingdomHIC Europe & Central Asia2018 May 21 https://www.scmagazineuk.com/dns-flaw-allows-hackers-to-change-dns-settings-in-800000-draytek-routers/article/767272/0

Australia HIC East Asia & Pacific2018 August 3 https://www.afr.com/business/banking-and-finance/pexa-stirs-up-seller-guarantee-after-masterchef-hack-20180803-h13iju0

United StatesHIC North America 2018 October 30 https://www.omaha.com/news/crime/boys-town-national-research-hospital-reports-data-breach/article_c043a58d-b123-5abb-a854-b809aa998735.html0

United StatesHIC North America 2018 December 28 https://news.wttw.com/2018/12/28/cps-ousted-ogden-principal-exposed-private-student-info-new-data-breach0

United StatesHIC North America 2020 January 10 https://www.prnewswire.com:443/news-releases/health-quest-hq-announced-today-it-is-mailing-letters-to-patients-whose-information-may-have-been-impacted-by-an-email-phishing-incident-300985051.html0

United StatesHIC North America 2020 June 5 https://www.darkreading.com/application-security/spear-phishing-campaign-hits-developer-collaboration-system-users-/d/d-id/13380120

Canada HIC North America 2020 February 14 https://www.cbc.ca/news/canada/thunder-bay/confederation-college-malware-incident-1.54633320

United StatesHIC North America 2020 June 26 http://wpjljr.com/malware-described-in-leaked-nsa-documents-cripples-computers-worldwide-washington-post/0

United StatesHIC North America 2020 March 7 https://www.prweb.com/releases/keller_grover_llp_is_investigating_walgreens_data_breach/prweb16962052.htm0



United StatesHIC North America 2020 June 30 https://www.komando.com/security-privacy/cybercriminals-targeting-your-youtube-account/743691/0

United StatesHIC North America 2020 March 25 https://healthitsecurity.com/news/140k-patients-impacted-in-tandem-diabetes-care-phishing-attack0

United StatesHIC North America 2020 March 27 https://finance.yahoo.com/news/social-bluebook-hacked-exposing-217-131620916.html0

United StatesHIC North America 2021 January 25 https://www.jdsupra.com/legalnews/sabre-travel-services-settles-data-6296051/0

Canada HIC North America 2021 January 26 https://www.cbc.ca/news/canada/british-columbia/translink-ransomware-attack-lawsuit-1.58874620

Israel HIC Middle East & North Africa2022 December 20 https://ch10.co.il/news/786685/[3929839, 3929850]['The 17-year-old Israeli hacker who embarrassed the IDF in ultra-orthodox rooms', 'Weapons warehouses and radar systems: a 17-year-old hacker discovered a loophole and embarrassed the IDF - Haredim 10 : Haredim 10']1

United KingdomHIC Europe & Central Asia2021 September 27 https://www.computerweekly.com/news/252507227/Giant-Umbrella-contractors-suffer-salary-payment-delays-following-suspected-data-breach0

United KingdomHIC Europe & Central Asia2021 November 2 https://www.mirror.co.uk/tech/google-chrome-hacking-alert-billions-253556210

United StatesHIC North America 2021 March 5 https://thegrio.com/2021/03/05/salesforce-black-racism-linkedin-hacking/0

India LMC South Asia 2022 November 10 https://navbharattimes.indiatimes.com/tech/gadgets-news/drinik-malware-alert-by-sbi-pnb-and-cert-for-mobile-banking-here-are-safey-tips-and-tricks/articleshow/95417055.cms0

Mexico UMC Latin America & Caribbean2022 April 5 https://elmanana.com.mx/escena/2022/4/5/mega-hackeo-en-youtube-afecta-mas-de-20-artistas-72383.html0

SwitzerlandHIC Europe & Central Asia2022 November 13 https://www.bazonline.ch/der-angebliche-hintermann-streitet-ab-der-bund-schweigt-5676298697100

United StatesHIC North America 2022 April 19 https://www.crhoy.com/nacionales/esta-es-la-lista-de-todos-los-servicios-afectados-por-el-hackeo-de-conti-a-hacienda/0

Argentina UMC Latin America & Caribbean2022 March 31 https://www.diagonales.com/provincia/hackearon-cuentas-de-trabajadores-estatales-en-el-banco-provincia-_a62460a382178d1d0c330f4020

Indonesia LMC East Asia & Pacific2022 July 11 https://www.merdeka.com/uang/situs-pemerintah-sering-diretas-sri-mulyani-tingkatkan-cyber-security.html0

Argentina UMC Latin America & Caribbean2022 October 27 https://urgente24.com/medios/la-nacion-fue-hackeado-transmitieron-una-estafa-cripto-n5458700

Japan HIC East Asia & Pacific2022 April 27 https://japan.zdnet.com/article/35186915/0

United StatesHIC North America 2022 September 23 http://news.nate.com/view/20220923n267470

Russia UMC Europe & Central Asia2022 June 16 https://ko.ru/news/sber-chislo-kiberatak-na-biznes-vozroslo-v-15-raz/0

Ukraine LMC Europe & Central Asia2021 December 1 https://gordonua.com/news/society/v-noyabre-sbu-zablokirovala-bolee-50-kiberatak-na-ukrainskie-organy-vlasti-1584131.html0

Norway HIC Europe & Central Asia2021 March 31 https://www.digi.no/artikler/varsler-global-iot-leverandor-bagatelliserte-katastrofalt-datainnbrudd/5086660

Russia UMC Europe & Central Asia2021 April 20 https://www.securitylab.ru/news/519078.php0

Egypt LMC Middle East & North Africa2021 June 16 https://gate.ahram.org.eg/News/2809428.aspx0

Poland HIC Europe & Central Asia2021 November 19 https://www.pulshr.pl/edukacja/hakerzy-zaatakowali-skrzynki-pocztowe-pracownikow-znanej-uczelni,85777.html0

NetherlandsHIC Europe & Central Asia2021 September 20 https://www.binnenlandsbestuur.nl/digitaal/nieuws/als-je-hacks-stil-wilt-houden-dan-leef-je-in-het.18323291.lynkx0

KazakhstanUMC Europe & Central Asia2020 March 23 https://azh.kz/ru/news/view/66376 0

Israel HIC Middle East & North Africa2020 March 22 https://www.pc.co.il/news/313001/ 0

India LMC South Asia 2021 February 7 https://www.divyabhaskar.co.in/utility/gadgets/news/airtel-data-leak-update-jammu-and-kashmir-news-army-personnel-data-leak-by-hacker-group-red-rabbit-team-128203865.html[3117435, 3112578, 3112564, 3113573, 3119409, 3112565, 3114813]['Airtel Data Leak Update, Jammu And Kashmir News; Army Personnel Data Leak By Hacker Group Red Rabbit Team | Hackers leak data of soldier using Airtel network, company denies any hacking', 'Pakistani hackers leak personal data of 26 lakh Airtel users from J & K', 'Airtel data leak : Reports suggest Pakistan - based hackers behind the hack', 'Pakistan - based hackers behind the recent Airtel data leak : Report', 'Airtel denies hacker claim of data breach involving 2 . 5 million customer records', 'Pak - based hackers behind data leak of 26L Airtel users', 'Pakistani cyber criminals behind data hack of 2.6 million Airtel users']6

Belarus UMC Europe & Central Asia2020 September 4 http://belapan.com/archive/2020/09/04/ru_1058444/0

Bosnia and HerzegovinaUMC Europe & Central Asia2020 February 5 https://hayat.ba/reagiranje-drustva-novinara-bih-povodom-slucaja-hakerskog-napada-na-nap/107173/0

Brazil UMC Latin America & Caribbean2020 January 17 https://www.tudocelular.com/seguranca/noticias/n151290/malware-recebe-mais-recursos-roubo-dados-phishing.html0

Russia UMC Europe & Central Asia2020 September 23 https://lenta.ru/news/2020/09/23/oldgremlin/0

Czech RepublicHIC Europe & Central Asia2020 March 12 https://dotekomanie.cz/2020/03/novy-malware-krade-uzivatelske-ucty-z-mobilu/0

Hungary HIC Europe & Central Asia2020 December 5 https://www.vg.hu/kozelet/kozeleti-hirek/sulyos-tulterheleses-tamadas-erte-a-mandiner-hu-t-3412024/0

South KoreaHIC East Asia & Pacific2019 July 3 https://www.edaily.co.kr/news/read?newsId=03814646622550912&mediaCodeNo=2570

Russia UMC Europe & Central Asia2019 March 28 https://www.rbc.ru/technology_and_media/28/03/2019/5c9b96d09a794745eeeb71460

Ukraine LMC Europe & Central Asia2019 February 11 https://censor.net.ua/photo_news/3111162/prestupnaya_gruppa_ukravshaya_iz_bankomata_600_tys_grn_zaderjana_na_volyni_natspolitsiya_fotoreportaj0

Macedonia 2019 April 21 https://vecer.mk/node/12809 0

Russia UMC Europe & Central Asia2019 October 22 http://www.eastrussia.ru/news/yakutskikh-khakerov-nakazali-za-khishcheniya-iz-bankomatov/0

Ukraine LMC Europe & Central Asia2019 July 16 https://itc.ua/blogs/kitajskie-pogranichniki-ustanavlivayut-na-android-smartfony-turistov-shpionskoe-po-kotoroe-sobiraet-s-gadzhetov-vse-dannye/0

South KoreaHIC East Asia & Pacific2019 June 26 https://www.edaily.co.kr/news/read?newsId=01239846622525656&mediaCodeNo=2570

South KoreaHIC East Asia & Pacific2019 March 17 http://www.hani.co.kr/arti/society/area/886220.html0

South KoreaHIC East Asia & Pacific2019 May 24 http://news.kmib.co.kr/article/view.asp?arcid=0013339892&code=61111111&sid1=pol0

Russia UMC Europe & Central Asia2018 June 21 https://de.sputniknews.com/politik/20180621321258043-bfv-maasen-russland-hackerangriff/0

France HIC Europe & Central Asia2018 May 28 http://www.phonandroid.com/piratage-despacito-youtube-deux-francais-arretes.html0

Turkey UMC Europe & Central Asia2018 August 15 https://shiftdelete.net/turk-hacker-grubundan-abdye-buyuk-saldiri0

Israel HIC Middle East & North Africa2018 July 14 https://www.haaretz.co.il/news/world/america/1.62703040

South KoreaHIC East Asia & Pacific2018 May 2 http://www.koreatimes.com/article/20180501/11765070

Ukraine LMC Europe & Central Asia2018 September 8 http://obkom.net.ua/news/2017-04-26/1810.shtml0

Serbia UMC Europe & Central Asia2018 March 9 http://www.telegraf.rs/vesti/srbija/2941349-nova-fejsbuk-prevara-hara-srbijom-beogradjanki-hakovan-profil-pa-za-2-dana-opljackano-15-njenih-prijatelja0

NetherlandsHIC Europe & Central Asia2018 July 25 https://www.onemorething.nl/2018/07/accounts-gehackt-zalando-bol-wehkamp/0

Mexico UMC Latin America & Caribbean2018 June 13 http://netnoticias.mx/2018-06-13-f5663b3b/denuncia-el-pan-hackeo-desde-rusia/0

Belgium HIC Europe & Central Asia2018 February 9 http://www.lavenir.net/cnt/dmf20180209_011231540

Ukraine LMC Europe & Central Asia2018 December 14 https://golos.ua/i/653698 0

Australia HIC East Asia & Pacific2022 October 27 https://www.9news.com.au/national/nsw-teenager-dennis-su-allegedly-tried-to-scam-optus-customers-to-plead-guilty-court/c5d30c06-8dc8-4cbf-ade1-6f4b45259060[3856843, 3856841]['Optus hack : Dennis Su , 19 , intends to plead guilty over scam texts using stolen data , court told', 'Dennis Su : NSW teen who tried to blackmail Optus customers after hack to plead guilty']1



Poland HIC Europe & Central Asia2017 December 27 http://radio.opole.pl/104,223284,wyludzanie-danych-z-pesel-agentka-abw-wsrod-pode0

United StatesHIC North America 2017 June 22 https://japan.cnet.com/article/35103130/ 0

United KingdomHIC Europe & Central Asia2021 April 21 https://www.infosecurity-magazine.com:443/news/eversource-data-breach/0

United StatesHIC North America 2021 April 22 https://www.couriernews.com/news/scammers-are-phishing-for-personal-information-with-text-message-click-bait/article_354f376e-cac0-5976-982e-346f98eca7c8.html0

United StatesHIC North America 2021 May 19 https://www.accessnow.org/india-malware/0

Malaysia UMC East Asia & Pacific2021 May 21 https://www.thestar.com.my/aseanplus/aseanplus-news/2021/05/21/indonesia-social-security-data-breach-much-smaller-than-claimed0

United StatesHIC North America 2022 July 30 https://kesq.com/news/2022/07/29/cod-website-back-up-school-confirms-outage-was-a-malware-attack/0

Finland HIC Europe & Central Asia2022 August 1 https://yle.fi/news/3-12559165 0

Russia UMC Europe & Central Asia2021 August 4 https://www.bleepingcomputer.com/news/security/energy-group-erg-reports-minor-disruptions-after-ransomware-attack/0

Russia UMC Europe & Central Asia2022 September 14 https://www.bleepingcomputer.com/news/security/hackers-breach-software-vendor-for-magento-supply-chain-attacks/0

Russia UMC Europe & Central Asia2022 January 14 https://www.bleepingcomputer.com/news/security/defense-contractor-hensoldt-confirms-lorenz-ransomware-attack/0

Australia HIC East Asia & Pacific2022 February 18 https://www.news.com.au/finance/money/costs/sydney-couple-lose-37k-after-leaked-class-list-exposes-them-to-scammers/news-story/3082fae1f9087364fdfaaf0b7cbdd8ef0

United StatesHIC North America 2022 September 8 https://www.savannahnow.com/story/news/2022/09/08/scad-suffers-data-breach-several-students-employees-impacted-savannah-ga/8000070001/0

United StatesHIC North America 2022 October 13 https://www.wshu.org/long-island-news/2022-10-13/suffolk-county-employees-union-negotiating-security-following-ransomware-attack0

United StatesHIC North America 2022 May 3 https://www.govtech.com/security/kansas-city-kan-remains-relatively-silent-on-cyber-attack0

India LMC South Asia 2022 November 24 https://www.dnaindia.com/technology/report-tata-power-attacked-by-state-sponsored-hackers-microsoft-30050710

United StatesHIC North America 2022 November 28 https://www.oaoa.com/local-news/dssw-data-breach-notification/0

United StatesHIC North America 2019 June 6 https://www.channelnewsasia.com/news/world/opko-health-says-over-400-000-customers-likely-affected-by-data-breach-116038020

Australia HIC East Asia & Pacific2021 April 22 https://www.itnews.com.au/news/nab-sacked-tech-worker-behind-2019-data-breach-5636560

United StatesHIC North America 2020 July 9 https://www.natlawreview.com/article/privacy-tip-243-misconfigured-cloud-exposes-millions-records-eleven-dating-sites0

United StatesHIC North America 2019 August 27 https://www.richmond.com/business/local/lumber-liquidators-recovering-from-computer-malware-attack/article_6ed60f11-5105-55f3-bce1-6f86ae130fad.html0

United KingdomHIC Europe & Central Asia2019 September 10 https://www.infosecurity-magazine.com:443/news/maersks-notpetya-response-recovery/0

United StatesHIC North America 2019 September 13 https://www.coinspeaker.com/zp-legal-mt-goxs-2-billion-bitcoin-hack/0

United StatesHIC North America 2019 November 9 https://www.wsmv.com/news/tenncare-vendor-hacked-by-phishing-email/article_d8f353fe-026b-11ea-ba2a-8301c42c7a83.html0

India LMC South Asia 2017 January 6 http://www.udaipurkiran.com/hacking-drones-the-government-makes-it-look-easy/0

Ireland HIC Europe & Central Asia2017 January 23 http://www.irishtimes.com/news/ireland/irish-news/civil-service-payroll-system-suffers-further-data-breach-1.29481770

Pakistan LMC South Asia 2017 January 29 http://profit.pakistantoday.com.pk/2017/01/29/over-20-retailers-suffer-as-hacker-steals-money-from-their-mobile-accounts/0

Pakistan LMC South Asia 2017 February 10 https://tribune.com.pk/story/1258523/indian-tycoon-vijay-mallyas-assets-published-twitter-hack/0

United StatesHIC North America 2017 February 24 http://www.wgal.com/article/scammers-mailing-flash-drives-loaded-with-malware/89749780

Canada HIC North America 2017 February 23 https://www.thestar.com/news/world/2017/02/23/canadian-athletes-athletic-organizations-targeted-by-russian-hackers.html0

United KingdomHIC Europe & Central Asia2017 February 24 http://www.computerweekly.com/news/450413719/Number-of-people-hit-by-professional-financial-cyber-attack-grows-after-lull0

Kenya LMC Sub-Saharan Africa2017 May 9 https://www.standardmedia.co.ke/business/article/2001239118/twitter-and-facebook-users-warned-against-phishing-attack0

United StatesHIC North America 2017 May 12 http://www.westmilfordmessenger.com/apps/pbcs.dll/article?AID=/20170512/NEWS01/170519981/School-district-victim-of-phishing-scam0

Canada HIC North America 2017 October 25 http://www.cbc.ca/news/canada/saskatchewan/university-of-regina-engineering-grades-hacked-dean-1.43689840

United StatesHIC North America 2017 December 13 https://www.dailytrib.com/2017/12/13/burnet-county-jp-office-hooked-phishing-scam-police-send-warning/0

Australia HIC East Asia & Pacific2017 May 17 https://www.cso.com.au/mediareleases/29598/cb-response-defends-south-korean-special/0

Singapore HIC East Asia & Pacific2018 February 21 http://www.marketing-interactive.com/sph-issues-apology-over-hardwarezone-data-breach-affecting-685000-users/0

Australia HIC East Asia & Pacific2018 February 20 https://www.kotaku.com.au/2018/02/studio-accused-of-installing-malware-on-customers-pcs/0

United StatesHIC North America 2018 March 23 http://www.wcax.com/content/news/Nigerians-plead-guilty-in-Vt-phishing-scheme-477747623.html0

United StatesHIC North America 2018 May 30 https://en.trend.az/business/it/2910449.html0

United StatesHIC North America 2018 May 3 https://www.techrepublic.com/article/beware-of-russian-attackers-impersonating-lojack-security-software-to-hack-computers/0

Australia HIC East Asia & Pacific2018 July 2 https://www.afr.com/technology/web/security/pexa-hack-shows-email-is-a-fraudsters-best-friend-20180629-h1216v0

China UMC East Asia & Pacific2018 September 4 https://cointelegraph.com/news/bittrex-to-delist-bitcoin-gold-by-mid-september-following-18-million-hack-of-btg-in-may0

United StatesHIC North America 2018 September 7 https://www.itprotoday.com/iot/schneider-exec-why-triton-malware-still-matters0

United KingdomHIC Europe & Central Asia2018 October 2 https://www.theregister.co.uk/2018/10/02/ghostdns_router_hacking/0

United StatesHIC North America 2018 December 21 https://arstechnica.com/information-technology/2018/12/4-months-after-its-debut-sneaky-mac-malware-went-undetected-by-av-providers/0

India LMC South Asia 2020 July 16 https://www.ndtv.com/world-news/us-senator-josh-hawley-demands-more-details-from-twitter-after-massive-hack-22641370

United StatesHIC North America 2020 April 22 https://threatpost.com/la-county-hit-with-doppelpaymer-ransomware-attack/155024/0

United StatesHIC North America 2020 May 3 https://cogconnected.com/2020/05/tlou-2-leaks-exploit-older-games/0

New ZealandHIC East Asia & Pacific2020 September 2 https://www.nzherald.co.nz/technology/news/article.cfm?c_id=5&objectid=123616220

United StatesHIC North America 2021 August 11 https://www.zerohedge.com/political/hackers-steal-data-former-arthur-andersen-consulting-arm-accenture0

United StatesHIC North America 2020 October 14 https://www.scmagazine.com/perspectives/persistent-phishing-dont-take-the-bait-from-becs/0

United StatesHIC North America 2021 January 27 https://www.bankinfosecurity.com/cypriot-hacker-pleads-guilty-to-data-theft-extortion-a-158640

United StatesHIC North America 2020 November 25 https://www.autoevolution.com/news/how-hackers-managed-to-break-into-the-top-android-auto-and-carplay-music-service-152043.html0

Russia UMC Europe & Central Asia2020 December 11 https://www.bleepingcomputer.com/news/security/windows-kerberos-bronze-bit-attack-gets-public-exploit-patch-now/0



United KingdomHIC Europe & Central Asia2021 August 10 https://www.postonline.co.uk/technology/7843271/revealed-insurance-industry-averaging-three-data-breach-reports-a-week0

United KingdomHIC Europe & Central Asia2021 March 24 https://www.gov.uk/government/news/businesses-urged-to-act-as-two-in-five-uk-firms-experience-cyber-attacks-in-the-last-year0

United StatesHIC North America 2021 September 30 https://www.wraltechwire.com/2021/09/30/bandwidth-says-network-back-to-normal-after-cyber-attack-stock-hits-52-week-low/0

United StatesHIC North America 2021 February 25 https://www.sciencemag.org/news/2021/02/dutch-research-funding-agency-paralyzed-ransomware-attack-refuses-pay0

United StatesHIC North America 2021 November 5 https://www.darkreading.com/attacks-breaches/new-lure-impersonates-popular-amazon-brand-and-combines-email-phishing-with-a-voice-scam-0

United StatesHIC North America 2022 April 19 https://www.chron.com/news/article/Hackean-sistema-de-cobro-de-peajes-en-Puerto-Rico-17090261.php0

United StatesHIC North America 2022 April 20 https://www.larepublica.net/noticia/atencion-pensionados-hacienda-pagara-a-partir-de-hoy-pese-al-hackeo0

Spain HIC Europe & Central Asia2022 December 30 https://www.diariodenavarra.es/noticias/sucesos/2022/12/30/detenido-grupo-hackeo-3-000-ordenadores-responsable-300-estafas-553132-3204.html0

Spain HIC Europe & Central Asia2022 August 30 https://www.elprogreso.es/articulo/lugo/concello-lugo-alerta-intento-phishing-empleando-nombre/202208302004461597474.html0

France HIC Europe & Central Asia2022 January 27 https://larochesuryon.maville.com/actu/actudet_-infirmier-pirate-huit-hommes-arretes-des-milliers-d-euros-saisis-par-les-enqueteurs-d-angers-_fil-5054015_actu.Htm0

Colombia UMC Latin America & Caribbean2022 January 22 https://www.pulzo.com/nacion/facebook-denuncian-nueva-modalidad-hackeo-bogota-PP11568990

South KoreaHIC East Asia & Pacific2022 February 14 https://www.ytn.co.kr/_ln/0103_2022021504404317230

Ukraine LMC Europe & Central Asia2022 February 23 https://news.finance.ua/ru/kiberpoliciya-razoblachila-gruppu-lic-v-prisvoenii-deneg-70-tysyach-grazhdan-s-pomoshh-yu-fishinga0

Indonesia LMC East Asia & Pacific2021 October 25 https://www.inilah.com/news/3752/terungkap-data-anak-kpai-diretas-dan-dijual-seharga-rp70-ribu0

Brazil UMC Latin America & Caribbean2021 October 7 https://www.tecmundo.com.br/ciberseguranca-hp/226379-dois-homens-presos-hackear-100-empresas.htm0

Israel HIC Middle East & North Africa2021 December 30 https://www.9tv.co.il/item/38105 0

France HIC Europe & Central Asia2021 November 19 https://cyberguerre.numerama.com/13835-phishing-swile-que-sest-il-passe.html0

Mexico UMC Latin America & Caribbean2021 November 5 https://www.hoytamaulipas.net/notas/475064/Aumenta-el-hackeo-de-cuentas-de-WhatsApp-en-Tamaulipas.html0

Germany HIC Europe & Central Asia2021 November 5 https://www.tagesspiegel.de/wirtschaft/energieversorgung-in-den-usa-pipeline-liefert-nach-hackerangriff-wieder-benzin/27189938.html0

South KoreaHIC East Asia & Pacific2021 July 14 https://news.joins.com/article/24105756 0

Ukraine LMC Europe & Central Asia2020 June 3 http://internetua.com/shpionskaya-programma-kradet-dannye-iz-pk-nepodkluacsennyh-k-seti0

BangladeshLMC South Asia 2020 June 12 https://www.jagonews24.com/country/news/5894350

Mexico UMC Latin America & Caribbean2020 September 14 https://www.eleconomista.com.mx/sectorfinanciero/Despues-de-un-hackeo-a-un-banco-delincuentes-lavan-dinero-por-medio-de-mulas-20200914-0032.html0

BangladeshLMC South Asia 2020 November 21 https://www.jagonews24.com/national/news/6247210

United StatesHIC North America 2020 February 13 https://www.univision.com/local/puerto-rico-wlii/investigan-ataque-cibernetico-a-la-compania-de-turismo0

Spain HIC Europe & Central Asia2020 August 27 https://www.noticiasdenavarra.com/economia/2020/08/27/nueva-campana-phishing-suplantando-bbva/1073447.html0

Sweden HIC Europe & Central Asia2019 April 26 https://www.expressen.se/nyheter/moderaternas-hemsida-ligger-nere/0

Chile HIC Latin America & Caribbean2019 December 23 https://www.adnradio.cl/noticias/nacional/opnavidad-anonymous-se-adjudica-hackeo-a-paginas-web-estatales-y-partidos-politicos/20191223/nota/3994678.aspx0

Russia UMC Europe & Central Asia2019 April 30 https://lenta.ru/news/2019/04/30/hackers/0

Spain HIC Europe & Central Asia2019 June 19 http://canariasactual.com/2013/01/14/anonymous-hackeo-la-web-del-mit-tras-la-muerte-aaron-swartz/0

China UMC East Asia & Pacific2019 June 28 http://games.ifeng.com/a/20190628/45616371_0.shtml0

South KoreaHIC East Asia & Pacific2018 April 22 http://news.joins.com/article/22557231 0

Russia UMC Europe & Central Asia2018 November 17 https://www.playground.ru/blogs/shadow_of_the_tomb_raider/cpy_vzlomali_shadow_of_the_tomb_raider-325425/0

Ukraine LMC Europe & Central Asia2017 September 4 http://internetua.com/amerikanskie-siloviki-prospaliili-rossiiskuyu-hakerskuyu-ataku0

Belgium HIC Europe & Central Asia2017 October 13 http://www.sudinfo.be/1962402/article/2017-10-13/30000-mails-suspects-de-phishing-signales-en-deux-semaines-par-des-belges-au-cen0

Russia UMC Europe & Central Asia2017 October 10 http://www.vestifinance.ru/articles/92205 0

Mexico UMC Latin America & Caribbean2017 December 16 https://www.forbes.com.mx/hackean-a-la-secretaria-de-cultura-detienen-a-empleada/0

South AfricaUMC Sub-Saharan Africa2021 May 4 https://www.iol.co.za/dailynews/news/data-analyst-warns-other-companies-about-possible-cyber-attacks-after-virgin-active-falls-prey-to-hackers-b002594a-19e6-4d2e-81b1-b827a16405f60

United KingdomHIC Europe & Central Asia2022 August 24 https://www.localgov.co.uk/Ransomware-attacks-against-councils-quadruples/547360

Malawi LIC Sub-Saharan Africa2022 April 17 https://www.maravipost.com/malawi-police-snubs-misas-claim-on-pij-website-hacking/0

United StatesHIC North America 2019 January 31 https://gizmodo.com/a-huge-and-dangerously-convincing-google-docs-phishin-17948889730

PhilippinesLMC East Asia & Pacific2021 May 6 http://legacy.senate.gov.ph/press_release/2021/0506_delima1.asp0

United StatesHIC North America 2020 April 30 https://www.galvnews.com/news/free/article_9ce845b9-c9c4-57b3-803c-e747eb4df3f4.html0

United KingdomHIC Europe & Central Asia2019 January 29 https://www.scmagazineuk.com/new-jobcrypter-ransomware-variant-captures-screenshots-infected-devices/article/15241990

Kenya LMC Sub-Saharan Africa2019 August 13 https://www.businessdailyafrica.com/corporate/companies/Sasra--police-looking-into-Biashara-Sacco-data-systems-hack/4003102-5234402-8xhfkmz/0

United KingdomHIC Europe & Central Asia2019 October 17 https://www.infosecurity-magazine.com:443/news/graboid-terrorizing-docker-hosts/0

United StatesHIC North America 2019 September 10 https://www.azcentral.com/story/news/politics/arizona/2017/09/22/russia-tried-hack-arizona-voter-registration-system-federal-officials-say/695057001/0

United StatesHIC North America 2019 November 11 https://www.abc15.com/news/business/arizona-dental-insurance-company-warns-customers-of-potential-data-breach0

United StatesHIC North America 2018 March 20 http://www.darkreading.com/attacks-breaches/kaspersky-lab-finds-prilex-pos-malware-evolving-to-target-chip-and-pin-protected-cards/d/d-id/13313210

Japan HIC East Asia & Pacific2018 December 19 https://asia.nikkei.com/Spotlight/Bitcoin-evolution/Japan-s-Coincheck-to-gain-license-after-500m-hack0

Ireland HIC Europe & Central Asia2018 December 17 https://www.siliconrepublic.com/enterprise/phishing-scams-survey-ireland0

United StatesHIC North America 2017 February 4 http://www.eweek.com/security/secureworks-finds-most-cyber-threats-involve-phishing-network-scans.html0

United StatesHIC North America 2017 July 19 https://nakedsecurity.sophos.com/2017/07/19/moving-segway-hacked-google-glass-resurrected-308-oracle-fixes/0

Nigeria LMC Sub-Saharan Africa2017 July 21 http://www.premiumtimesng.com/news/top-news/237607-10-docked-allegedly-hacking-stealing-n150-million-customers-bank-accounts.html0

United StatesHIC North America 2017 December 12 http://www.newsweek.com/youporn-hacked-data-among-dark-web-database-sparking-cyber-crime-epidemic-7452230



United KingdomHIC Europe & Central Asia2017 December 18 https://www.scmagazineuk.com/hackers-use-nsa-exploits-to-mine-monero/article/719170/0

United StatesHIC North America 2017 September 7 http://www.zdnet.com/article/shadowbrokers-return-with-the-release-of-unitedrake-exploit/0

United KingdomHIC Europe & Central Asia2018 February 23 http://www.computerweekly.com/news/252435603/Avast-discovers-Tempting-Cedar-Android-spyware-campaign0

United StatesHIC North America 2018 April 2 http://www.dslreports.com/forum/r31900753-Windows-Defender-detected-Malware-in-Users-directory0

United StatesHIC North America 2018 April 11 https://www.law360.com/articles/10321050

United StatesHIC North America 2018 April 16 https://www.law360.com/articles/10335320

Israel HIC Middle East & North Africa2018 October 23 https://www.albawaba.com/loop/davos-desert-website-gets-hacked-badly-12035820

Israel HIC Middle East & North Africa2018 August 26 https://www.timesofisrael.com/hackers-send-hundreds-of-thousands-of-fake-texts-from-cellcom-mcdonalds/0

United StatesHIC North America 2018 November 2 https://www.pcmag.com/news/364734/microsoft-office-was-hackers-favorite-app-target-this-year0

United StatesHIC North America 2018 September 21 https://boxden.com/showthread.php?t=26592260

Canada HIC North America 2018 December 27 http://www.thewave.ca/news/1466634151/new-report-click2gov-data-breach0

China UMC East Asia & Pacific2020 July 22 https://cointelegraph.com/news/cryptojacking-and-ransomware-cases-grow-in-mexico0

United KingdomHIC Europe & Central Asia2020 September 10 https://www.crowdfundinsider.com/2020/09/166180-hackers-are-using-malicious-automated-scripts-to-attack-computer-systems-every-39-seconds-digital-asset-security-firm-ngrave-reveals/0

Latvia HIC Europe & Central Asia2020 September 11 http://www.baltic-course.com/eng/markets_and_companies/?doc=1590980

India LMC South Asia 2020 November 3 https://gadgets.ndtv.com/internet/news/google-discloses-targeted-exploit-windows-hackers-administrator-access-cve-2020-17087-patch-november-10-23198360

United StatesHIC North America 2020 November 3 https://www.feednavigator.com/Article/2020/11/03/IT-systems-at-UK-feed-manufacturer-NWF-Group-hacked0

Germany HIC Europe & Central Asia2018 March 12 https://www.netzwelt.de/betrugswarnungen/151746-phishing-verbraucherzentrale-warnt--paypal-konto-eingeschraenkt.html[1484484, 1497436, 1468199]['Phishing : Consumer Advice Center warns that your PayPal account is restricted !', 'PayPal : You received money is phishing', 'Attention PayPal users: Dangerous phishing mails in circulation']2

Australia HIC East Asia & Pacific2020 November 20 https://www.thesaturdaypaper.com.au/news/law-crime/2020/11/21/phishing-expeditions-the-cocos-islands/1605877200107380

New ZealandHIC East Asia & Pacific2021 January 22 https://www.stuff.co.nz/business/124033761/reserve-bank-statistics-go-dark-for-a-few-weeks-due-to-hack0

United StatesHIC North America 2021 September 7 https://www.komando.com/tv-streaming/fake-netflix-apps-spreading-malware/806129/0

United StatesHIC North America 2021 September 29 https://www.msn.com/en-us/news/technology/bandwidth-hit-by-cyber-attack-that-causes-disruptions-to-some-business-phone-calls/ar-AAOVCE20

Albania UMC Europe & Central Asia2022 August 12 https://sot.com.al/politike/paralajmerimi-i-homeland-justice-kemi-hakeruar-dokumente-sekrete-se-shp-i5306730

Czech RepublicHIC Europe & Central Asia2022 July 30 https://tn.nova.cz/zpravodajstvi/clanek/467959-systemy-rsd-jsou-castecne-obnovene-ministerstvo-resi-jak-utokum-hackeru-predejit0

United StatesHIC North America 2022 February 8 https://www.noticel.com/legislatura/ahora/top-stories/20220207/presidente-del-senado-actualiza-informe-sobre-el-incidente-de-ciberataque/0

Argentina UMC Latin America & Caribbean2022 September 14 https://www.iprofesional.com/actualidad/369400-la-seguridad-del-gobierno-y-empresas-en-peligro-ante-los-hackers0

France HIC Europe & Central Asia2022 May 9 https://www.zdnet.fr/actualites/le-mixer-blenderio-sanctionne-pour-son-implication-dans-le-piratage-de-la-blockchain-ronin-39941783.htm0

Ukraine LMC Europe & Central Asia2022 March 25 http://internetua.com/zasxitu-protiv-kvantovogo-kompuatera-vzlomali-s-pomosxua-noutbuka-bitkoin-pod-ugrozoi0

South KoreaHIC East Asia & Pacific2022 May 4 https://zdnet.co.kr/view/?no=202205032032030

Argentina UMC Latin America & Caribbean2022 January 20 https://www.perfil.com/noticias/politica/por-el-hackeo-en-el-senado-piden-no-encender-las-computadoras.phtml0

Russia UMC Europe & Central Asia2022 August 26 https://info.sibnet.ru/article/623689/ 0

Denmark HIC Europe & Central Asia2022 December 8 https://ekstrabladet.dk/nyheder/samfund/forsvarets-hjemmesider-udsat-for-hacker-angreb/95437780

India LMC South Asia 2022 May 19 https://www.jagran.com/technology/tech-news-google-warn-remove-3-malware-app-from-phone-22725383.html0

United StatesHIC North America 2022 January 21 https://es.investing.com/news/cryptocurrency-news/batacazo-cripto-rusia-quiere-prohibir-mineria-cryptocom-confirma-hackeo-22053590

Israel HIC Middle East & North Africa2022 July 5 https://www.pc.co.il/news/366357/ 0

Germany HIC Europe & Central Asia2022 November 6 https://www.zdnet.de/88404681/zahl-der-cyberangriffe-auf-den-handel-steigt/0

South KoreaHIC East Asia & Pacific2021 August 14 https://www.edaily.co.kr/news/read?newsId=01528486629147320&mediaCodeNo=2570

France HIC Europe & Central Asia2021 March 27 https://www.leparisien.fr/economie/des-hackers-s-attaquent-au-telethon-la-biotech-yposkesi-cible-d-un-ransomware-27-03-2021-8430046.php0

Belarus UMC Europe & Central Asia2021 March 26 https://euroradio.fm/ru/opasnost-kak-ot-krazhi-spravochnika-osnovatel-petitionsby-o-vzlome-platformy0

Turkey UMC Europe & Central Asia2021 February 27 https://www.finansgundem.com/haber/banka-hesaplarina-sizan-cete-cokertildi/15524730

Spain HIC Europe & Central Asia2021 May 19 http://gazetaslovo.com/%D0%BD%D0%BE%D0%B2%D0%BE%D1%81%D1%82%D0%B8/%D0%BF%D0%BE%D1%80%D1%82%D1%83%D0%B3%D0%B0%D0%BB%D0%B8%D1%8F/item/portugaliya-kiberataki-v-2020-godu-uvelichilis-na-79-procentov.html0

South KoreaHIC East Asia & Pacific2021 October 14 http://www.knnews.co.kr/news/articleView.php?idxno=13613510

Hungary HIC Europe & Central Asia2021 October 20 https://www.origo.hu/techbazis/20211019-justin-sean-johnson-adatlopas-hackeles-bortonbuntetes.html0

Russia UMC Europe & Central Asia2021 November 17 https://www.securitylab.ru/news/526614.php0

Spain HIC Europe & Central Asia2021 November 5 https://www.20minutos.es/noticia/4881102/0/el-telediario-sufre-un-fallo-tecnico-justo-antes-de-informar-del-hackeo-de-las-redes-sociales-y-el-propio-informativo/0

United StatesHIC North America 2022 December 5 https://gazette.com/news/us-world/twitter-warned-of-hack-and-leak-operation-involving-hunter-biden-ahead-of-2020-election-report/article_3ec952b3-f64b-5772-a01d-90db62b1c1ad.html[3909308, 3911772, 3909677, 3909490, 3909660, 3909618, 3909616, 3909614, 3909646]['FBI warned Twitter about a  hack - and - leak  operation that could target Hunter Biden in 2020 meetings', 'Fearing a hack - and - leak , Twitter blocked reports of Hunter Biden laptop in 2020', 'Editorial Daily Rundown : FBI Warned Twitter Of  Hack - And - Leak  Involving Hunter Biden', 'U . S . intel officials warned Twitter of  hack - and - leak operation  ahead of Hunter Biden laptop drop', 'FBI warned Twitter during  weekly  meetings of Hunter Biden  hack - and - leak operation  before censoring NY Post', 'Twitter warned of  hack - and - leak operation  involving Hunter Biden ahead of 2020 election : Report | U . S . & World', 'Twitter warned of  hack - and - leak operation  involving Hunter Biden ahead of 2020 election : Report', 'FBI warned Twitter of Hunter Biden  hack - and - leak operation  before 2020 expose was censored', 'FBI Warned Twitter of Hunter Biden  Hack - and - Leak Operation  Before 2020 Election']8

Norway HIC Europe & Central Asia2020 January 20 https://www.dn.no/jus/politiets-sikkerhetstjeneste/ntnu/pst/ntnu-slo-alarm-etter-datainnbrudd-na-er-to-ntnu-forskere-siktet-av-pst/2-1-7409940

South KoreaHIC East Asia & Pacific2020 December 3 http://www.newstomato.com/ReadNews.aspx?no=10106330

Mexico UMC Latin America & Caribbean2020 February 20 https://www.milenio.com/policia/desmantelan-red-hackers-operaba-penal-almoloya-juarez0

Ukraine LMC Europe & Central Asia2020 July 2 https://nbnews.com.ua/politika/2020/07/02/mid-dnr-terpit-porazhenie-nikonorova-zayavila-o-moshchnykh-kiberatakakh/0

Morocco LMC Middle East & North Africa2020 August 28 https://www.akhbarona.com/economy/307875.html0

Russia UMC Europe & Central Asia2020 January 27 https://sobesednik.ru/obshchestvo/20200127-na-redakciyu-eha-moskvy-uzhe-10-dnej-sovershayut-hakerskie-ataki0

Israel HIC Middle East & North Africa2020 December 3 https://www.pc.co.il/featured/327202/ 0

Ukraine LMC Europe & Central Asia2019 March 6 http://www.fixygen.ua/news/20190306/s-priblizheniem.html0

Sweden HIC Europe & Central Asia2019 September 6 https://www.svt.se/nyheter/lokalt/orebro/region-orebro-uppmanade-att-ladda-ner-utpekat-spionprogram0

South KoreaHIC East Asia & Pacific2019 February 19 http://m.metroseoul.co.kr/news/newsview?newscd=20190219002050



Bulgaria UMC Europe & Central Asia2019 April 1 https://money.bg/credits/bankoviyat-obir-za-usd20-miliona-pri-koyto-hakerite-ostanaha-nezaloveni.html0

Czech RepublicHIC Europe & Central Asia2019 April 28 https://www.lupa.cz/aktuality/hacker-z-ostravy-pres-platebni-terminaly-ukradl-1-4-milionu-u-soudu-priznal-vinu/0

Canada HIC North America 2019 October 8 https://www.journaldemontreal.com/2019/10/08/deux-arrestations-concernant-un-piratage-massif-chez-bell0

Denmark HIC Europe & Central Asia2019 January 2 https://www.computerworld.dk/art/245869/januar-er-hoejsaeson-for-danske-malware-angreb-saerligt-android-brugere-er-udsat0

Mexico UMC Latin America & Caribbean2018 October 27 https://www.horacero.com.mx/tecnologia/caida-del-sistema-en-consulta-de-aeropuerto-por-hackeo/0

Ukraine LMC Europe & Central Asia2018 June 10 http://internetua.com/vzlom-saita-linuxforums-org-privel-k-utecske-dannh-276-ts-polzovatelei0

Russia UMC Europe & Central Asia2018 May 2 http://runews24.ru/internet/02/05/2018/301030487da845ccc477fa78f27643540

Russia UMC Europe & Central Asia2018 June 17 http://echospb.ru/2018/06/17/hakeri-zagruzili-vredonosnoe-po-na-github-v-vide-klienta/0

Spain HIC Europe & Central Asia2018 September 27 https://as.com/betech/2018/09/26/portada/1537991284_013896.html0

United StatesHIC North America 2018 October 12 https://www.coincrispy.com/2018/10/12/spankchain-confirma-reembolso-fondos/0

United StatesHIC North America 2017 March 3 http://macbidouille.com/news/2017/03/03/les-tentatives-de-phishing-des-comptes-apple-continuent0

Germany HIC Europe & Central Asia2017 September 15 https://www.netzwelt.de/betrugswarnungen/161840-phishing-namen-dyson-deutsche-produkttester-gesucht-fake.html0

Mexico UMC Latin America & Caribbean2017 September 8 http://pcworld.com.mx/filtraciones-de-exploits-provocan-mas-de-5-millones-de-ataques-durante-q2/0

Russia UMC Europe & Central Asia2017 November 3 http://info.sibnet.ru/article/527967/ 0

Poland HIC Europe & Central Asia2017 September 26 https://www.pb.pl/knf-ostrzega-przed-wyludzajacymi-dane-8722190

Ukraine LMC Europe & Central Asia2017 October 12 http://talks.su/news/bolshie-kompanii-bili-vzlomani-hakerami-dlya-mayninga-20171013/0

France HIC Europe & Central Asia2017 December 21 https://www.zataz.com/cryptomonnaie-piratage-baisse-bitcoin-yobit/0

Indonesia LMC East Asia & Pacific2017 July 26 http://jateng.tribunnews.com/2017/07/26/peretas-sandera-laman-pemkab-sukabumi-minta-tebusan-jika-tidak0

United StatesHIC North America 2021 November 16 https://www.nbcnews.com/tech/security/british-news-website-was-hacked-control-readers-computers-report-says-rcna55810

United StatesHIC North America 2022 June 15 https://www.jdsupra.com/legalnews/goodman-campbell-brain-and-spine-9611110/0

United StatesHIC North America 2022 June 6 https://www.jdsupra.com/legalnews/texas-gulf-bank-confirms-data-breach-3357465/0

United StatesHIC North America 2021 May 11 https://www.wtae.com/article/fbi-investigating-hacking-threats-at-pennsylvania-water-systems/363865040

United StatesHIC North America 2021 June 15 https://www.northwestgeorgianews.com/tribune/business/amid-wave-of-private-sector-hacks-feds-face-pressure-to-aid-businesses-on-cybersecurity-response/article_5bd6929a-2a0b-5017-8dfe-4199d74adb13.html0

United KingdomHIC Europe & Central Asia2022 August 25 https://www.itpro.co.uk/security/phishing/368890/microsoft-365-business-users-targeted-with-docusign-phishing-scam0

United StatesHIC North America 2021 June 23 https://www.businesswire.com/news/home/20210623005062/en/Ermetic-Reports-Nearly-100-of-Companies-Experienced-a-Cloud-Data-Breach-in-Past-18-Months0

United StatesHIC North America 2022 January 6 https://www.poandpo.com/crime/france-fined-slimpay-180000-for-failing-to-inform-of-data-breach/0

Australia HIC East Asia & Pacific2022 January 27 https://www.itnews.com.au/news/byod-registration-abused-in-large-scale-phishing-campaign-5751360

Russia UMC Europe & Central Asia2022 February 7 https://sputniknews.com/20220207/berlin-admits-it-has-no-evidence-cyber-attack-on-marquard--bahls-linked-to-russia-1092824437.html0

United KingdomHIC Europe & Central Asia2022 February 14 https://www.ukauthority.com/articles/cost-of-cyber-attack-on-scottish-environment-protection-agency-still-not-clear/0

United StatesHIC North America 2022 September 9 https://www.wdrb.com/news/internet-access-restored-in-bardstown-after-ransomware-attack/article_78c7a244-2fdd-11ed-b8a5-c3d5ae555986.html0

United StatesHIC North America 2022 March 16 https://www.nbcsandiego.com/news/local/months-after-hack-scripps-health-covid-nurses-finally-being-paid-ot/2895746/0

Thailand UMC East Asia & Pacific2018 April 27 http://www.nationmultimedia.com/detail/asean-plus/303441480

United KingdomHIC Europe & Central Asia2022 April 4 https://www.kilburntimes.co.uk/news/brent-council-investigates-veolia-over-data-breach-88026800

United StatesHIC North America 2022 April 14 https://www.defenseone.com/threats/2022/04/the-d-brief-april-14-2022/365653/0

United StatesHIC North America 2022 May 7 https://www.techtimes.com/articles/275171/20220506/ferrari-website-fake-nft-collection-ferrari-website-hack-hack-ferrari-nft.htm0

United StatesHIC North America 2022 May 24 http://www.msn.com/en-nz/news/national/kiwis-still-losing-millions-to-phishing-scams-nft-attacks-also-on-the-rise-report/ar-AAXG84w0

United StatesHIC North America 2019 April 9 https://www.nhregister.com/news/article/New-Haven-man-sentenced-in-connection-with-13753819.php0

India LMC South Asia 2019 February 23 https://www.deccanchronicle.com/technology/in-other-news/230219/triout-android-spyware-affects-50-million-users-report.html0

United StatesHIC North America 2019 March 1 https://www.nbcconnecticut.com/news/local/Colchester-Town-Computers-Infected-with-Ransomware-506517691.html0

United StatesHIC North America 2022 May 13 https://www.tonyskansascity.com/2022/05/cyber-attack-impacts-dotte-one-month.html0

United StatesHIC North America 2019 May 23 https://gizmodo.com/equifax-is-finally-getting-kicked-in-the-money-bags-due-18349767470

United StatesHIC North America 2020 June 23 https://threatpost.com/hackbit-ransomware-attack-uses-guloader-malicious-microsoft-excel-attachments/156826/0

United StatesHIC North America 2019 July 2 http://www.spamfighter.com/News-22281-87400-patients-PHI-exposed-in-a-phishing-attack.htm0

United StatesHIC North America 2019 July 30 https://www.king5.com/article/news/seattle-man-arrested-on-firearms-charges-along-side-capital-one-hacking-suspect/281-9f92419f-e6ec-4c4a-a56a-c3ec7c4095660

United KingdomHIC Europe & Central Asia2019 March 7 https://www.thirdsector.co.uk/national-crime-agency-investigates-alleged-hacking-scottish-charity/digital/article/15783050

United StatesHIC North America 2019 August 27 http://www.spamfighter.com/News-22376-Ransom-paid-to-hackers-by-Truman-Medical-Centers-for-unlocking-the-system.htm0

Israel HIC Middle East & North Africa2019 September 10 https://www.jerusalemonline.com/likud-website-hacked/0

Australia HIC East Asia & Pacific2019 October 2 https://www.9news.com.au/national/sydney-data-breach-accused-to-face-court/c6007a3e-b637-4156-a38c-553a206786a40

Russia UMC Europe & Central Asia2019 December 11 https://sputniknews.com/science/201912121077547436-us-cybersecurity-firm-accuses-dprk-hackers-of-partnering-with-russian-botnet-operation/0

United StatesHIC North America 2019 December 11 http://www.baltimoresun.com/politics/bs-md-pol-it-audit-20191211-ivijv2zvxbaprl23zu3fjb6aba-story.html0

United StatesHIC North America 2019 January 10 https://www.govinfosecurity.com/lessons-from-report-on-massive-singapore-healthcare-hack-a-119250

United StatesHIC North America 2017 January 19 https://www.techworm.net/2017/01/facebook-hack-imagemagick-bug-earns-hacker-massive-40000-bug-bounty.html0

United StatesHIC North America 2017 February 1 http://www.riverfronttimes.com/newsblog/2017/02/01/hackers-broke-into-st-louis-public-library-though-voicemail-server0

United StatesHIC North America 2017 April 6 https://www.scmagazine.com/research-links-four-malware-programs-to-campaign-targeting-us-and-middle-eastern-users/article/648782/0

United StatesHIC North America 2017 May 8 http://www.healthcareitnews.com/news/feds-warn-new-highly-sophisticated-malware-campaign0



United StatesHIC North America 2017 May 26 http://www.kcra.com/article/malware-that-steals-pin-numbers-passwords-targets-android-users/99373050

Australia HIC East Asia & Pacific2017 July 13 http://www.radioaustralia.net.au/international/2017-07-13/immigration-departments-asylum-seeker-data-breach-costs-taxpayers-nearly-1m-in-legal-fees/16856920

India LMC South Asia 2017 July 13 http://www.hindustantimes.com/india-news/kashmiri-hacks-municipal-committee-s-website-in-up-demands-freedom/story-SO0kxFujJB5ONVnRReylzH.html0

United StatesHIC North America 2017 August 16 http://www.wallstreethedge.com/bitcoin-wallets-wannacry-attack/212657/0

United StatesHIC North America 2017 September 21 http://www.crn.com/news/security/300092521/sec-reveals-data-breach-caused-by-software-application-vulnerability.htm0

United StatesHIC North America 2017 November 10 http://kscj.com/2017/11/10/police-warn-new-credit-card-data-hacks-k-mart-sonic/0

United StatesHIC North America 2017 December 27 https://www.cardschat.com/news/bitcoins-hackers-and-ransom-oh-my-dark-forces-afflicted-poker-in-2017-546110

Pakistan LMC South Asia 2018 December 26 https://defence.pk/pdf/threads/scare-force-pakistan-military-airforce-hit-by-operation-shaheen-malware.593478/0

Canada HIC North America 2018 July 26 http://www.bayshorebroadcasting.ca/news_item.php?NewsID=1031660

United KingdomHIC Europe & Central Asia2018 October 4 https://www.cbronline.com/news/beautiful-people-hack0

Morocco LMC Middle East & North Africa2020 March 18 https://www.moroccoworldnews.com/2020/03/296623/moroccos-national-defense-administration-warns-of-coronavirus-malware/0

South AfricaUMC Sub-Saharan Africa2020 March 28 https://www.iol.co.za/ios/news/its-lockdown-but-scammers-are-phishing-and-using-the-virus-as-bait-456986310

United StatesHIC North America 2020 August 4 https://lufkindailynews.com/news/community/article_66ef2660-d683-11ea-a23e-6b6bbd618499.html0

United KingdomHIC Europe & Central Asia2020 April 24 https://www.accountancyage.com/2020/04/24/smes-face-increased-cybersecurity-risks-phishing-attempts/0

United StatesHIC North America 2020 April 27 https://www.govtech.com/security/Malware-Attacks-Slows-Local-Rental-Services-Initiative.html0

Ghana LMC Sub-Saharan Africa2021 December 20 https://www.ghanaweb.com/GhanaHomePage/NewsArchive/NSS-allegedly-hit-by-data-breach-as-700-000-people-s-documents-leak-online-14282020

Australia HIC East Asia & Pacific2020 August 20 https://www.itnews.com.au/news/semiconductor-giant-sk-hynix-silent-on-ransomware-attack-5520520

United KingdomHIC Europe & Central Asia2020 August 21 https://www.bedfordtoday.co.uk/business/consumer/no-action-taken-center-parcs-woburn-forest-apologises-employee-data-breach-29490710

China UMC East Asia & Pacific2020 November 9 https://www.fxstreet.com/cryptocurrencies/news/bitcoin-sv-multisig-mechanism-gets-hacked-a-user-loses-nearly-100-000-2020110910440

United StatesHIC North America 2021 September 16 https://www.mondaq.com/data-protection/1111934/kazakhstan-data-breach0

South AfricaUMC Sub-Saharan Africa2021 October 10 https://www.thesouthafrican.com/news/department-of-justice-hack/0

PhilippinesLMC East Asia & Pacific2021 October 15 https://mb.com.ph/2021/10/15/seventy-three-percent-philippines-smbs-that-suffered-a-cyber-attack-lost-customer-information-due-to-the-incident-cisco-report-finds/0

Spain HIC Europe & Central Asia2022 November 6 https://wwwhatsnew.com/2022/11/06/descubren-nuevamente-presencia-de-malware-en-aplicaciones-de-la-play-store/0

Bulgaria UMC Europe & Central Asia2022 October 4 https://www.dnes.bg/obshtestvo/2022/10/04/hakeri-izpolzvat-kampaniinite-promocii-i-puskat-falshivi-saitove.5459310

Chile HIC Latin America & Caribbean2022 September 23 https://www.emol.com/noticias/Nacional/2022/09/22/1073584/renuncia-paiva-parlamentarios-hackeo-responsabilidades.html0

Spain HIC Europe & Central Asia2022 December 4 https://www.vozpopuli.com/espana/del-rivero-juez-policia-hackeo-villarejo.html0

Belgium HIC Europe & Central Asia2021 October 20 https://www.informaticien.be/news_item-31934-Attaque_de_pirate_informatique_SIAE__60_gigaoctets_de_donnes_vols.html0

Mexico UMC Latin America & Caribbean2021 September 27 https://www.liberal.com.mx/hackearon-las-redes-sociales-del-teatro-mas-importante-de-uruguay/0

France HIC Europe & Central Asia2021 November 20 https://www.20minutes.fr/high-tech/3173571-20211116-arnaques-des-publicites-google-veulent-voler-vos-cryptomonnaies0

France HIC Europe & Central Asia2021 October 30 https://www.bfmtv.com/tech/haine-en-ligne-desinformation-piratage-fuites-panne-2021-l-annus-horribilis-de-facebook_AN-202110300049.html0

Hungary HIC Europe & Central Asia2021 January 12 https://24.hu/tech/2021/01/12/70-terabajtnyi-adatot-toltottek-le-a-hackerek-a-trumpistak-kedvelt-oldalarol/0

Lithuania HIC Europe & Central Asia2021 March 7 https://www.15min.lt/mokslasit/straipsnis/technologijos/jav-kaltina-tris-siaures-korejos-programisius-del-bandymo-pavogti-1-3-mlrd-doleriu-is-dalies-siems-vagims-pavyko-646-14666380

Venezuela Latin America & Caribbean2020 February 8 https://versionfinal.com.ve/sucesos/saab-anuncia-ordenes-de-aprehension-contra-43-hackers-del-estado-zulia/0

Mexico UMC Latin America & Caribbean2020 January 10 https://www.elsiglodedurango.com.mx/noticia/1097946.senal-de-transito-es-hackeada-y-pide-enviar-desnudos.html0

Hungary HIC Europe & Central Asia2020 March 30 https://hirado.hu/belfold/cikk/2020/03/30/adathalasz-levelekben-eltek-vissza-a-rendorseg-nevevel0

Denmark HIC Europe & Central Asia2020 July 3 https://www.computerworld.dk/art/252529/hackerangreb-koster-danish-agro-et-tocifiret-millionbeloeb-ramte-350-windows-servere0

Indonesia LMC East Asia & Pacific2020 June 22 https://teknologi.bisnis.com/read/20200622/101/1256047/5-terpopuler-teknologi-menkominfo-sebut-butuh-waktu-lama-selidiki-peretasan-data-covid-190

United StatesHIC North America 2020 May 26 https://www.crhoy.com/economia/confirman-que-datos-liberados-por-hackers-son-transacciones-del-bcr-que-insiste-en-negar-ataque/0

Spain HIC Europe & Central Asia2020 August 7 https://hipertextual.com/2020/08/hackean-reconocimiento-facial0

Italy HIC Europe & Central Asia2019 March 1 https://www.wired.it/internet/web/2019/03/01/miner-criptovalute-phishing-ransomware/0

Israel HIC Middle East & North Africa2019 January 5 http://www.karamapress.com/arabic/?Action=ShowNews&ID=3120500

KazakhstanUMC Europe & Central Asia2019 August 8 https://www.inform.kz/ru/vzlomal-dver-mecheti-i-ukral-pozhertvovaniya-sel-chanin-v-vko_a35548430

United StatesHIC North America 2021 June 15 https://www.businessinsider.com/chinese-breach-pulse-secure-network-targeted-verizon-water-supplier-2021-6[3347919, 3341356, 3341137, 3353286, 3348521, 3351538, 3340971]['Hackers Tried to Poison California Water Supply in Major Cyber Attack', 'Verizon , Southern California Water Supplier Among Those hit in Suspected Chinese Hack', 'Chinese Hack Targeted Verizon and Water Supplier : AP Report', 'Hacker attempted to taint San Francisco drinking water : report', 'Hacker  Tried to Poison  Water Treatment Plan That Serves San Francisco Bay Area in US : Report', 'Hacker tried to poison Ca . water supply by breaking into facility , manipulating water treatment', 'Chinese Hackers Attack Internet Security Program , Targeting South California Water Suppliers']6

Russia UMC Europe & Central Asia2018 October 18 https://www.securitylab.ru/news/496011.php0

Germany HIC Europe & Central Asia2018 February 15 https://www.netzwelt.de/betrugswarnungen/155347-ing-diba-phishing-verbraucherzentrale-warnt-gefaehrlichen-mails.html0

Japan HIC East Asia & Pacific2018 July 9 http://ascii.jp/elem/000/001/699/1699673/0

Russia UMC Europe & Central Asia2018 January 22 https://rustelegraph.ru/news/2018-01-22/Student-zayavil-o-vzlome-stranitcy-s-kotoroi-obvinili-kandidata-v-prezidenty-v-iznasilovanii-78435/0

Russia UMC Europe & Central Asia2018 November 29 https://www.fontanka.ru/2018/11/29/094/ 0

Czech RepublicHIC Europe & Central Asia2018 April 15 https://www.root.cz/clanky/derave-kardiostimulatory-i-ransomware-decimujici-nemocnice/0

Mexico UMC Latin America & Caribbean2017 October 4 http://yucatan.com.mx/tecnologia/kaspersky-detecta-mas-de-18-mil-variantes-de-malware-industrial0

Spain HIC Europe & Central Asia2017 June 12 https://hipertextual.com/2017/06/hackeo-cuentas-twitter-informacion-falsa-venezuela0

South KoreaHIC East Asia & Pacific2017 August 5 http://www.koreatimes.com/article/20170804/10694720

AzerbaijanUMC Europe & Central Asia2017 December 22 https://haqqin.az/news/119248 0

Belgium HIC Europe & Central Asia2017 March 21 http://www.dhnet.be/actu/faits/des-cameras-d-ascenseur-piratees-provoquaient-de-grosses-frayeurs-a-anderlecht-58d0008acd70a15c9a438b5b0

Germany HIC Europe & Central Asia2017 October 25 https://www.netzwelt.de/betrugswarnungen/161900-netflix-mail-update-your-account-to-get-back-to-watching-phishing.html0



South KoreaHIC East Asia & Pacific2017 December 16 http://news.joins.com/article/22209747 0

Russia UMC Europe & Central Asia2021 April 9 https://www.cybersecurityintelligence.com/blog/credential-phishing-attacks-5566.html0

United StatesHIC North America 2021 April 12 https://www.nbcnews.com/tech/security/parents-end-chain-ransomware-hit-kids-schools-rcna6460

United KingdomHIC Europe & Central Asia2021 April 26 https://www.infosecurity-magazine.com:443/news/us-drilling-giant-gyrodata/0

United StatesHIC North America 2022 June 29 https://www.politico.com/news/2022/06/29/canada-national-police-spyware-phones-000430920

Canada HIC North America 2022 July 10 https://www.ctvnews.ca/canada/rogers-warns-of-phishing-scams-offering-credits-after-service-outage-1.59816890

China UMC East Asia & Pacific2021 July 15 https://cointelegraph.com/news/bondly-finance-urges-users-to-stop-trading-following-alleged-exploit0

South AfricaUMC Sub-Saharan Africa2021 July 21 https://www.htxt.co.za/2021/07/beware-where-you-browse-phishing-ops-use-covid-19-as-a-lure/0

New ZealandHIC East Asia & Pacific2021 January 11 https://www.nzherald.co.nz/business/data-breach-rbnz-insider-warned-about-underinvestment-in-security/26E3FDQLRBOZFS5RSV365ODLGI/0

China UMC East Asia & Pacific2022 October 12 https://www.hellenicshippingnews.com/cyberattacks-surge-in-2022-as-hackers-target-commodities/0

Pakistan LMC South Asia 2022 February 27 https://www.dawn.com/news/1677288/man-arrested-for-hacking-ehsaas-project-account-in-muzaffargarh0

United StatesHIC North America 2022 November 30 https://www.jdsupra.com/legalnews/data-breach-class-actions-sdny-finds-8031148/[3899471, 3902781]['Class Action - Data Breach', 'Data breach class actions : SDNY finds standing based on sketchy injury - in - fact allegations | Kilpatrick Townsend & Stockton LLP']1

United StatesHIC North America 2022 April 30 https://www.dslreports.com/forum/r33392181-Onyx-ransomware-group-destroying-files-2MB-even-if-ransom-paid0

United StatesHIC North America 2022 May 6 https://lostcoastoutpost.com/2022/may/6/local-class-action-lawsuit-targets-partnership-hea/0

United StatesHIC North America 2022 November 8 http://www.itnewsonline.com/PRNewswire/Cobo-Halts-Hacking-Attempt-On-Deribits-Assets-in-Custody/8826950

United KingdomHIC Europe & Central Asia2022 December 19 https://www.techradar.com/news/hackers-are-now-targeting-food-supplies-in-bec-scams-fbi-warns0

United StatesHIC North America 2019 April 29 https://www.beckershospitalreview.com/cybersecurity/altamed-alerts-5-500-patients-of-data-breach.html0

India LMC South Asia 2019 May 2 https://www.thehansindia.com/news/cities/hyderabad/official-website-of-tsspdcl-hacked-5262250

India LMC South Asia 2022 August 21 https://tech.hindustantimes.com/tech/news/apple-pay-scam-iphone-users-targetted-by-this-scary-phishing-attack-that-steals-money-71661081304237.html0

United StatesHIC North America 2022 April 15 https://www.msn.com/en-us/money/careersandeducation/cyber-attack-otc-announces-it-was-a-victim-of-cyber-fraud/ar-AAWfch40

United KingdomHIC Europe & Central Asia2019 June 26 https://www.theregister.co.uk/2019/06/26/wipro_hack_crew_much_bigger_operation_riskiq/0

United StatesHIC North America 2020 May 18 https://www.komando.com/security-privacy/dangerous-new-malware-steals-your-banking-info/739020/0

United StatesHIC North America 2020 November 24 https://www.healthleadersmedia.com/technology/ransomware-attack-against-florida-provider-affects-nearly-60k0

United StatesHIC North America 2020 November 26 http://www.techtimes.com/articles/254511/20201126/cit0day-dump-leakedsource-fbi-takedown-data-breach-fake.htm0

United KingdomHIC Europe & Central Asia2019 February 8 https://www.bbc.co.uk/news/uk-wales-471719990

United KingdomHIC Europe & Central Asia2019 April 1 https://www.eveningnews24.co.uk/news/crime/norwich-talktalk-hacker-back-in-court-1-59710480

Kenya LMC Sub-Saharan Africa2019 April 3 https://www.businessdailyafrica.com/corporate/tech/4258474-5055282-89ehu1z/0

United StatesHIC North America 2019 October 31 https://www.wsj.com/articles/cyber-daily-uber-in-scooter-scuffle-over-data-in-los-angeles-india-nuclear-facility-hit-with-malware-115725302160

Ireland HIC Europe & Central Asia2019 December 4 https://www.irishexaminer.com/breakingnews/sport/live-stream-of-gaa-county-final-sabotaged-by-cyber-attack-968376.html0

United StatesHIC North America 2019 January 4 https://uk.reuters.com/article/uk-germany-politics-cyber-government/german-government-network-not-affected-by-hacking-incident-bild-idUKKCN1OY0QB0

United StatesHIC North America 2017 January 31 http://www.zdnet.com/article/these-hackers-set-a-trap-for-security-researchers-probing-their-malware/0

United StatesHIC North America 2017 February 18 http://www.komando.com/happening-now/390827/linkedin-sister-site-warning-customers-millions-of-accounts-hacked0

United StatesHIC North America 2017 February 27 http://boisestatepublicradio.org/post/hackers-hit-amalgamated-sugar-nampa0

India LMC South Asia 2017 March 21 http://www.deccanchronicle.com/nation/in-other-news/210317/mallu-cyber-soldiers-hack-200-pakistani-websites.html0

United StatesHIC North America 2017 April 8 http://www.mountainhomenews.com/story/2400430.html0

United KingdomHIC Europe & Central Asia2017 June 12 http://www.belfasttelegraph.co.uk/news/northern-ireland/man-accused-of-trying-to-hack-government-pensions-website-to-stand-trial-in-belfast-35817831.html0

New ZealandHIC East Asia & Pacific2017 July 8 http://www.nzherald.co.nz/business/news/article.cfm?c_id=3&objectid=118870210

United KingdomHIC Europe & Central Asia2017 November 6 http://www.telegraph.co.uk/technology/2017/11/06/british-cryptocurrencyelectroneum-hit-cyber-attack-raising-30m/0

India LMC South Asia 2017 September 17 http://www.firstpost.com/tech/news-analysis/after-swiss-defence-department-turla-malware-attacks-a-contractors-system-in-the-foreign-affairs-4052505.html0

United StatesHIC North America 2017 May 16 http://learnbonds.com/133737/symantec-symc-fireeye-feye-palo-alto-panw-ransomware-widespread/0

United StatesHIC North America 2017 October 12 http://www.zdnet.com/article/sec-spoofed-malware-hosted-on-us-govt-servers-in-new-dns-attack/0

United StatesHIC North America 2018 January 9 https://www.courthousenews.com/toy-maker-settles-suit-over-hack-of-kids-personal-data/0

United StatesHIC North America 2018 June 2 http://www.argus-press.com/news/community/shiawassee_area/article_5686eb1c-65f8-11e8-8322-9bcf311712db.html0

United KingdomHIC Europe & Central Asia2018 June 14 https://www.bbc.co.uk/news/uk-england-gloucestershire-444865350

United StatesHIC North America 2018 July 11 https://nakedsecurity.sophos.com/2018/07/11/another-linux-distro-poisoned-with-malware/0

Singapore HIC East Asia & Pacific2018 October 5 https://www.straitstimes.com/singapore/coi-on-singhealth-data-breach-hackers-tried-to-attack-network-again-on-july-19-amid0

Japan HIC East Asia & Pacific2018 August 7 https://www.zdnet.com/article/singapore-explores-virtual-browsers-following-singhealth-data-breach/0

United KingdomHIC Europe & Central Asia2018 August 2 https://www.theguardian.com/australia-news/2018/aug/03/morning-mail-apple-makes-history-russian-spies-police-hacking0

Russia UMC Europe & Central Asia2018 October 28 https://globalvoices.org/2018/10/27/brazilian-journalists-face-hacking-doxxing-and-other-threats-as-election-draws-near/0

United StatesHIC North America 2018 September 7 http://www.eweek.com/security/fin6-cyber-hacking-group-attacking-pos-systems-ibm-reveals0

United KingdomHIC Europe & Central Asia2020 May 20 https://www.herefordtimes.com/news/18462469.powys-council-apologises-resident-data-breach/0

United KingdomHIC Europe & Central Asia2020 January 29 https://news.sky.com/story/cyber-criminals-hacked-london-based-company-and-demanded-ransom-119109280

United StatesHIC North America 2020 March 21 https://www.forbes.com/sites/daveywinder/2020/03/21/work-from-home-hackers-make-130000-in-48-hours-from-windows-10-exploits/0

United KingdomHIC Europe & Central Asia2020 July 14 https://www.computerweekly.com/news/252486091/Australian-enterprises-facing-more-cyber-attacks0

United StatesHIC North America 2020 September 1 https://www.wgrz.com/article/news/local/buffalo-science-museum-vendor-hit-by-data-breach/71-905195fd-b834-4406-9f00-361b3345217e0



United StatesHIC North America 2020 September 18 https://crooksandliars.com/2020/09/us-admits-rohrabacher-offered-pardon0

United StatesHIC North America 2020 October 24 https://www.dailyrepublic.com/all-dr-news/wires/hennepin-county-sheriffs-office-is-responding-to-data-breach-star-tribune/0

United StatesHIC North America 2021 February 19 https://communityimpact.com/phoenix/chandler/government/2021/02/10/fraudulent-unemployment-claims-increase-as-arizona-department-of-economic-security-claims-no-data-breach/0

United StatesHIC North America 2021 February 19 https://www.jdsupra.com/legalnews/dfs-warning-of-widespread-data-breach-9197115/0

United StatesHIC North America 2021 October 10 https://www.govtech.com/blogs/lohrmann-on-cybersecurity/data-breach-numbers-costs-and-impacts-all-rise-in-20210

United StatesHIC North America 2021 November 9 https://www.dailydot.com/debug/alleged-turkish-hacker-defaces-wikileaks-online-store/0

Mexico UMC Latin America & Caribbean2022 November 17 https://www.eluniversal.com.mx/nacion/senado-ha-sufrido-300-mil-intentos-de-hackeo-revela-ricardo-monreal[3885539, 3885546, 3885543, 3885536, 3887103, 3887101, 3885544, 3887098]['Hackers have attacked the Senate 300,000 times in 2022: Monreal', 'Ricardo Monreal reveals that the Senate received 300 hacking attempts – Zócalo Newspaper | News from Saltillo, Torreón, Piedras Negras, Monclova, Acuña', 'Senate has suffered 300 thousand hacking attempts: Ricardo Monreal', 'Senate has suffered 300,000 hacking attempts on its computer systems: Monreal', 'After hacking the Sedena, they have tried to infiltrate the Senate on more than 300,000 occasions', 'Senate has suffered 300 thousand hacking attempts', 'Senate has suffered 300 thousand hacking attempts, reveals Ricardo Monreal', 'Ricardo Monreal reveals that the Senate has suffered 300,000 hacking attempts']7

Panama UMC Latin America & Caribbean2022 May 5 https://revistasumma.com/costa-rica-a-partir-del-hackeo-a-hacienda-tome-esto-en-cuenta-si-realiza-procesos-de-contratacion-publica/0

Mexico UMC Latin America & Caribbean2022 June 30 http://puentelibre.mx/noticia/cierra_jmas_servicios_en_linea_hackeo_ciudad_juarez_30_junio_2022/0

Russia UMC Europe & Central Asia2022 February 21 https://ryb.ru/2022/02/21/1876348 0

Finland HIC Europe & Central Asia2022 August 4 https://svenska.yle.fi/a/7-10019291 0

Indonesia LMC East Asia & Pacific2022 September 14 https://www.cnnindonesia.com/teknologi/20220914135942-384-847724/gaduh-bjorka-bobol-data-negara-mobil-listrik-juga-bisa-kena-hack0

Mexico UMC Latin America & Caribbean2022 September 8 https://tlaxcala.quadratin.com.mx/principal/hackean-cuentas-de-whatsapp-de-diputados-de-tlaxcala/0

France HIC Europe & Central Asia2022 July 25 https://www.lemondeinformatique.fr/actualites/lire-telex-intel-va-produire-des-puces-pour-mediatek-t-mobile-us-dans-le-tourbillon-de-la-violation-de-donnees-le-prix-de-la-fibre-optique-explose-87489.html0

France HIC Europe & Central Asia2022 August 23 https://securite.developpez.com/actu/335847/Les-cybercriminels-prennent-des-raccourcis-pour-attaquer-les-PC-des-entreprises-les-fichiers-d-archives-contenant-des-logiciels-malveillants-y-compris-des-fichiers-LNK-ont-augmente-de-11-pourcent/0

Germany HIC Europe & Central Asia2021 July 16 https://www.volksstimme.de/sachsen-anhalt/nach-cyberangriff-protokolle-im-netz-veroffentlicht-32062400

Spain HIC Europe & Central Asia2021 October 12 https://www.elmundo.es/comunidad-valenciana/2021/10/12/6165c381fdddff96868b45a7.html0

South KoreaHIC East Asia & Pacific2021 December 17 https://www.donga.com/news/Society/article/all/20211217/110833234/20

Denmark HIC Europe & Central Asia2021 April 14 https://www.idag.dk/article/view/786513/ny_afsloring_i_verdens_storste_hackersag_6_danske_energiselskaber_ramt0

Germany HIC Europe & Central Asia2021 September 3 https://www.zdnet.de/88396227/ransomware-angreifer-nehmen-printnightmare-schwachstellen-in-windows-ins-visier/0

Russia UMC Europe & Central Asia2021 June 11 https://tass.ru/mezhdunarodnaya-panorama/116289890

Niue 2021 April 16 https://mobil.nu/it-tele/netvaerk-hacket-og-database-stjaalet-via-termometer-i-akvarie-1216420

NetherlandsHIC Europe & Central Asia2021 March 16 https://www.rtlnieuws.nl/economie/artikel/5220170/hack-hof-van-twente-gemeente-welkom2020-ransomware0

Italy HIC Europe & Central Asia2021 August 4 https://www.ilsecoloxix.it/italia-mondo/cronaca/2021/08/04/news/attacco-hacker-regione-lazio-bimbo-tetraplegico-non-riesce-ad-alimentarsi-non-arriva-la-fornitura-1.405684690

Poland HIC Europe & Central Asia2021 January 3 https://www.dobreprogramy.pl/Rosyjska-akcja-hakerow-na-USA-ma-polski-watek-Mogla-byc-uwiklana-firma-z-Krakowa,News,112559.html0

Israel HIC Middle East & North Africa2020 December 13 https://www.calcalist.co.il/internet/articles/0,7340,L-3881293,00.html0

Russia UMC Europe & Central Asia2020 November 20 https://pda.ural.kp.ru/online/news/4088781/0

Denmark HIC Europe & Central Asia2020 June 1 https://www.dr.dk/nyheder/viden/teknologi/coronasmittedk-blokeret-danskere-i-udlandet-rigspolitiet-melder-om0

Poland HIC Europe & Central Asia2020 March 28 https://www.komputerswiat.pl/aktualnosci/bezpieczenstwo/oplata-za-dezynfekcje-paczki-oszusci-wykorzystuja-koronawirusa-do-wyludzania-danych/f5hcenh0

Argentina UMC Latin America & Caribbean2019 April 18 https://www.cronica.com.ar/tecnologia/Casi-la-mitad-de-las-empresas-de-la-region-fueron-hackeadas-en-los-ultimos-tres-anos-20190417-0057.html0

Russia UMC Europe & Central Asia2022 April 28 https://www.rbc.ru/crypto/news/626a54589a79475ef81fb8f3[3615434, 3613528]['Hackers Hacked Deus Finance and Stole $13.4 Million in Cryptocurrency', 'The Deus Finance project was hacked for the second time in two months. The hacker withdrew $13.4 million :: RBC. Crypto']1

Russia UMC Europe & Central Asia2019 August 16 https://www.securitylab.ru/news/500491.php0

Ukraine LMC Europe & Central Asia2019 January 29 https://itc.ua/news/poluchite-dotatsiyu-hakeryi-pod-vidom-minagropolitiki-rassyilayut-agrariyam-fishingovyie-pisma-s-vredonosnyimi-faylami/0

Argentina UMC Latin America & Caribbean2019 August 8 http://www.jujuyalmomento.com/post/104720/hackers-acusados-de-robar-2-mil-millones-de-dolares-a-bancos.html0

Ukraine LMC Europe & Central Asia2019 January 17 http://vchaspik.ua/kriminal/456828-v-mariupole-kiberpoliciya-zaderzhala-dvuh-hakerov-za-ataki-na-novostnye-internet0

Brazil UMC Latin America & Caribbean2019 August 20 https://forbes.uol.com.br/colunas/2019/08/relatorio-alerta-para-ataque-cibernetico-em-roteadores-domesticos/0

Indonesia LMC East Asia & Pacific2018 October 6 https://manadopostonline.com/read/2018/09/30/Situs-Dewan-Pers-Diretas-Hacker-Tulis-Aku-Cinta-Kamu-Sarah/465120

Russia UMC Europe & Central Asia2018 October 12 https://1prime.ru/finance/20181012/829327129.html0

SwitzerlandHIC Europe & Central Asia2017 March 10 https://www.letemps.ch/node/1037757 0

Japan HIC East Asia & Pacific2017 May 8 http://www.etnews.com/20170508000223?mc=em_005_000030

Denmark HIC Europe & Central Asia2017 January 24 http://www.tv2lorry.dk/artikel/virksomhed-afpresset-af-hackere-angreb-samtlige-computere0

SwitzerlandHIC Europe & Central Asia2017 November 16 https://www.lematin.ch/monde/La-Russie-cree-une-fake-news-avec-les-images-d-un-jeu/story/319622750

Pakistan LMC South Asia 2017 October 31 http://www.nawaiwaqt.com.pk/international/31-Oct-2017/6917860

Chile HIC Latin America & Caribbean2017 October 3 https://www.radiosantiago.cl/archivo/301880

Mexico UMC Latin America & Caribbean2017 June 22 https://www.am.com.mx/2017/06/21/mexico/tambien-panistas-acusan-intento-de-hackeo-3622750

Chile HIC Latin America & Caribbean2017 October 1 http://www.emol.com/noticias/Nacional/2017/09/30/877377/Mall-Plaza-atribuye-a-un-hackeo-incidente-ocurrido-con-pantalla-en-estacionamiento-de-Los-Dominicos.html0

United KingdomHIC Europe & Central Asia2021 November 19 https://www.dailyrecord.co.uk/news/science-technology/sky-router-security-flaw-hackers-254975310

United StatesHIC North America 2022 June 22 https://www.msn.com/en-us/news/technology/sc-dept-of-employment-and-workforce-warns-of-phishing-scam/ar-AAYJlCD0

United StatesHIC North America 2022 June 9 https://www.jdsupra.com/legalnews/aon-plc-announces-data-breach-after-6655695/0

United StatesHIC North America 2022 January 16 https://forums.appleinsider.com/discussion/2258300

Israel HIC Middle East & North Africa2022 September 30 https://www.israelherald.com/news/272812808/uk-intelligence-agency-hacked-media0

Canada HIC North America 2022 March 23 https://www.bnnbloomberg.ca/italy-rail-operator-detects-signs-of-hacking-in-system-1.17417880

United StatesHIC North America 2022 April 18 https://www.cbs8.com/article/news/health/scripps-data-breach-new-letters-sent-to-patients/509-4a3b29bd-f0e7-490d-9f0e-77f12cd4a9e90

United StatesHIC North America 2022 April 19 https://www.nextgov.com/cybersecurity/2022/04/federal-law-enforcement-warns-against-hackers-targeting-crypto-companies/365822/0

United StatesHIC North America 2022 December 15 http://www.msn.com/en-nz/news/national/march-15-families-contacted-over-cyber-attack/ar-AA15jGw10



United StatesHIC North America 2022 December 7 https://www.phoenixherald.com/news/273167686/consumer-alert-lowey-dannenberg-pc-investigates-connexin-software-inc-for-data-breach0

United StatesHIC North America 2022 December 21 https://www.examiner-enterprise.com/story/news/2022/12/21/wing-financial-data-breach-investigation-underway/69735325007/0

Japan HIC East Asia & Pacific2019 March 21 https://www.gamerevolution.com/news/513849-facebook-data-breach-employees-recieved-access-user-passwords0

United StatesHIC North America 2019 May 31 https://www.beloitdailynews.com/news/20190531/beloit_healthsystem_reportsdata_breach0

United StatesHIC North America 2020 January 27 https://www.bankinfosecurity.com/us-agency-hit-n-korean-themed-phishing-report-a-136490

United KingdomHIC Europe & Central Asia2019 July 11 https://www.thenational.scot/news/17765232.brexit-department-data-breach-not-reported-data-watchdog/0

Australia HIC East Asia & Pacific2020 August 21 https://www.itnews.com.au/news/asic-sues-financial-services-company-for-repeated-hacks-5521240

United StatesHIC North America 2019 January 17 http://www.fox13news.com/consumer/data-breach-targets-tampa-bay-federal-credit-union-members0

United StatesHIC North America 2019 January 28 https://statescoop.com/ransomware-attack-on-akron-ohio-takes-down-311-service-amid-major-snowstorm/0

New ZealandHIC East Asia & Pacific2019 August 5 https://www.nzherald.co.nz/business/news/article.cfm?c_id=3&objectid=122559590

United StatesHIC North America 2019 February 14 https://www.cadillacnews.com/news/phishing-emails-looking-to-infect-your-computer-with-emotet-virus/article_43a91320-5f71-55f7-893d-dff196c1fdef.html0

United StatesHIC North America 2019 March 2 https://www.parkrapidsenterprise.com/news/education/4579363-park-rapids-schools-hit-ransomware-attack0

United StatesHIC North America 2019 March 14 https://www.salon.com/2017/09/24/russian-hackers-exploited-a-google-flaw-and-google-wont-fix-it/0

India LMC South Asia 2019 August 15 https://www.daijiworld.com/news/newsDisplay.aspx?newsID=6151200

United StatesHIC North America 2019 September 24 https://www.grahamcluley.com/cafepress-finally-warns-customers-that-it-was-hacked/0

United KingdomHIC Europe & Central Asia2019 December 19 https://www.express.co.uk/finance/city/1219182/teenager-arrested-cryptocurrency-phone-hack-million-dollar-crime-news-crv0

Algeria LMC Middle East & North Africa2017 January 2 http://www.echoroukonline.com/ara/articles/509576.html0

United StatesHIC North America 2017 February 6 http://www.inquisitr.com/3956523/freedom-hosting-ii-hack-381k-emails-child-porn-messages-leaked-25k-for-baby/0

United StatesHIC North America 2017 May 26 http://integrated.processmyquote.com/data-breach-may-affect-more-than-430k-in-oklahoma-2/0

Germany HIC Europe & Central Asia2017 May 18 http://www.finanznachrichten.de/nachrichten-2017-05/40752017-all-sectra-customers-live-following-recent-ransomware-attack-008.htm0

United StatesHIC North America 2017 June 21 https://fcw.com/articles/2017/06/20/hhs-cio-cyber-attacks.aspx0

United StatesHIC North America 2017 August 31 https://www.govinfosecurity.com/mirai-malware-attacker-extradited-from-germany-to-uk-a-102470

United StatesHIC North America 2017 August 17 http://www.aarp.org/money/scams-fraud/info-2017/payroll-records-phishing-scam-fd.html0

United StatesHIC North America 2017 October 19 http://www.leadertelegram.com/News/Front-Page/2017/10/19/No-ID-theft-related-to-library-system-hack.html0

United StatesHIC North America 2017 October 25 http://www.businesswire.com/news/home/20171025005400/en/Cylance-Global-Research-Finds-46-Percent-Organizations0

United StatesHIC North America 2017 December 5 http://www.isssource.com/elite-nsa-hacker-guilty-in-theft/0

United KingdomHIC Europe & Central Asia2018 February 21 http://www.theregister.co.uk/2018/02/21/cisco_survey_severity_of_cyber_attacks_doubled_in_one_year/0

United KingdomHIC Europe & Central Asia2018 January 11 https://www.scmagazineuk.com/locky-ransomware-exploits-windows-dde-weakness/article/719386/0

United StatesHIC North America 2018 June 6 https://avn.com/business/articles/legal/report-fcc-lied-about-net-neutrality-cyber-attack-on-web-site-779679.html0

United StatesHIC North America 2018 March 22 http://www.rdrnews.com/2018/03/21/docusign-phishing-scams-arise-in-city/0

United StatesHIC North America 2018 March 29 https://www.longisland.com/news/03-29-18/ag-schneiderman-announces-record-number-of-data-breach-notices-for-2017.html0

United StatesHIC North America 2018 April 22 http://herald-zeitung.com/news/article_2c43cc52-45a1-11e8-9843-e73f534c9c3c.html0

United StatesHIC North America 2018 May 9 https://www.healthdatamanagement.com/news/the-oregon-clinic-notifies-patients-after-data-breach0

Australia HIC East Asia & Pacific2018 July 16 http://www.eglobaltravelmedia.com.au/virgin-australia-pilots-unions-concerned-over-data-breach/0

United StatesHIC North America 2018 October 15 https://www.scmagazine.com/home/security-news/octopus-malware-wraps-tentacles-around-former-telegram-users-in-central-asia/0

Russia UMC Europe & Central Asia2018 August 9 http://www.ehackingnews.com/2018/08/all-bbc-websites-blocked-in-china.html0

India LMC South Asia 2018 August 11 https://indianexpress.com/article/cities/mumbai/mumbai-customs-officials-email-account-hacked-case-registered-5302640/0

Australia HIC East Asia & Pacific2018 September 10 http://www.abc.net.au/news/2018-09-10/banks-data-breaches-revealed-under-freedom-of-information/102076780

United KingdomHIC Europe & Central Asia2018 December 3 https://www.southwalesargus.co.uk/news/17273305.caerphilly-council-concludes-data-breach-investigation-after-publication-of-traveller-familys-details/0

United StatesHIC North America 2018 January 5 http://www.mlive.com/news/kalamazoo/index.ssf/2018/01/phishing_scam_targets_bronson.html0

Canada HIC North America 2020 January 23 https://montreal.ctvnews.ca/no-criminal-charges-for-those-responsible-for-revenu-quebec-data-breach-1.47791540

United StatesHIC North America 2020 January 25 https://www.wpsdlocal6.com/news/hackers-mining-for-bitcoin-using-other-people-s-computers/article_69870eca-3f2e-11ea-9a8f-97f9c90dc773.html0

Ireland HIC Europe & Central Asia2020 February 6 https://www.independent.ie/business/technology/in-a-dusty-corner-of-israel-hackers-change-cancer-records-to-test-defences-38930354.html0

United StatesHIC North America 2020 July 30 https://www.10news.com/news/local-news/francis-parker-school-warns-parents-of-ransomware-attack0

United StatesHIC North America 2021 December 22 https://www.jdsupra.com/legalnews/pain-and-suffering-for-a-data-breach-8757090/0

China UMC East Asia & Pacific2020 September 6 https://cointelegraph.com/magazine/2020/09/06/bitcoins-plunge-twitter-hack-revelation-pornhub-accepts-crypto-hodlers-digest-aug-31-sept-60

United StatesHIC North America 2020 October 5 https://threatpost.com/tenda-router-zero-days-spyware-botnet/159834/0

India LMC South Asia 2021 January 22 https://timesofindia.indiatimes.com/india/data-breach-case-cbi-books-cambridge-analytica-global-science-research/articleshow/80400385.cms0

Zimbabwe LMC Sub-Saharan Africa2021 March 11 https://www.herald.co.zw/hackers-fleece-supermarket-of-22m/0

United KingdomHIC Europe & Central Asia2021 November 1 https://www.kmfm.co.uk/news/entertainment/graff-cyber-attack-tycoons-and-celebrities-on-leak-list-as-russian-gang-demands-ransom/0

Ukraine LMC Europe & Central Asia2019 October 18 https://itc.ua/blogs/hakery-vzlomali-informaczionnoe-tablo-odesskogo-aeroporta-i-otobrazili-na-nem-oskorbitelnoe-vyrazhenie-v-adres-shvedskoj-eko-aktivistki-grety-tunberg/[4812720, 4810609]['Hackers hacked into the information board of the Odessa airport and displayed on it an insulting expression against the Swedish eco-activist Greta Thunberg', 'Odessa airport became a victim of a hacker attack']1

France HIC Europe & Central Asia2022 February 4 https://www.lemondeinformatique.fr/actualites/lire-les-packages-npm-face-a-un-afflux-de-malware-85698.html0

Vietnam LMC East Asia & Pacific2022 October 10 https://cadn.com.vn/triet-pha-nhom-tin-tac-chiem-doat-cac-fanpage-mang-xa-hoi-post267840.html0

South KoreaHIC East Asia & Pacific2022 May 12 https://www.voakorea.com/a/6568025.html0

Vietnam LMC East Asia & Pacific2022 September 3 https://vnexpress.net/nen-tang-blockchain-viet-bi-hacker-tan-cong-4506948.html0



Serbia UMC Europe & Central Asia2022 January 22 http://pressonline.rs/svet/Svet/421822/hakovana-misteriozna-radio-stanica-ruske-vojske.html0

South KoreaHIC East Asia & Pacific2022 December 31 https://news.mt.co.kr/mtview.php?no=2022123017455934363&MS2_T0

Argentina UMC Latin America & Caribbean2022 October 23 https://www.mdzol.com/sociedad/2022/10/23/salud-confirmo-el-hackeo-de-sus-correos-advirtio-de-posibles-estafas-285087.html0

Brazil UMC Latin America & Caribbean2021 August 24 https://www.diariodepernambuco.com.br/noticia/viver/2021/08/rede-social-do-clube-metropole-e-hackeada-grupo-divulga-novo-perfil.html0

France HIC Europe & Central Asia2021 November 24 https://www.lemondeinformatique.fr/actualites/lire-telex-rachat-d-arm-par-nvidia-au-point-mort-ransomware-ciblant-un-cabinet-d-avocat-dans-l-affaire-charlie-hebdo-fin-de-support-firefox-lockwise-84907.html0

Indonesia LMC East Asia & Pacific2021 May 18 https://www.tribunnews.com/nasional/2021/05/18/amnesty-international-indonesia-kecam-peretasan-terhadap-8-anggota-icw-jokowi-harus-usut-kasus-ini0

Ukraine LMC Europe & Central Asia2021 August 30 http://internetua.com/hakery-vzlomali-koshelki-bitkoin-birji-bilaxy0

Russia UMC Europe & Central Asia2021 May 14 https://www.m24.ru/news/tehnologii/14052021/1653170

Argentina UMC Latin America & Caribbean2021 March 31 http://www.nuevodiarioweb.com.ar/noticias/2021/03/31/288888-un-estado-publico-en-su-cuenta-oficial-la-foto-explicita-de-una-mujer-y-luego-la-borraron-nos-hackearon0

France HIC Europe & Central Asia2020 October 15 https://www.android-mt.com/news/phishing-attention-a-ce-faux-mail-de-doctolib/107524/0

Russia UMC Europe & Central Asia2020 October 12 https://www.securitylab.ru/news/512952.php0

Bulgaria UMC Europe & Central Asia2020 December 23 https://computerworld.bg/zaplahi/2020/12/23/4156606_telenor_preduprejdava_za_opiti_za_izmama_chrez_fishing/0

AzerbaijanUMC Europe & Central Asia2020 January 31 http://www.turan.az/ext/news/2020/1/free/Social/ru/86934.htm0

Russia UMC Europe & Central Asia2020 September 7 https://ria.ru/20200907/khakery-1576866339.html0

Senegal LMC Sub-Saharan Africa2020 February 21 https://senego.com/gab-pirates-des-millions-voles-par-des-nigerians-a-la-bhs_1047763.html0

South KoreaHIC East Asia & Pacific2020 September 22 https://ilyo.co.kr/?ac=article_view&entry_id=3805960

Germany HIC Europe & Central Asia2020 March 16 https://www.com-magazin.de/news/hacker/gut-40-prozent-deutscher-unternehmen-erleben-cyberangriffe-2515171.html0

PhilippinesLMC East Asia & Pacific2019 April 3 http://cnnphilippines.com/news/2019/4/3/dict-npc-afp-investigation-data-breach-.html[4421672, 4007517]['Agencies step in to probe military data breach', 'Privacy body awaits military report on  data breach  ']1

Turkey UMC Europe & Central Asia2019 June 18 https://www.sabah.com.tr/ekonomi/2019/06/18/zararli-yazilim-sayisi-750-milyona-ulasti0

Bulgaria UMC Europe & Central Asia2019 November 22 https://news.bg/press/prodalzhavat-hakerskite-ataki-kam-nap-globalnata-platforma-cheren-petak-enp-izbra-mariya-gabriel.html0

South KoreaHIC East Asia & Pacific2019 August 9 http://www.diodeo.com/news/view/36035560

Ukraine LMC Europe & Central Asia2018 April 27 http://internetua.com/opublikovan-podrobnosti-deyatelnosti-hakerskoi-gruppirovki-energetic-bear0

Latvia HIC Europe & Central Asia2018 July 13 http://www.delfi.lv/news/arzemes/dienvidamerikas-hakeris-melnaja-tirgu-piedava-plesonas-b-dokumentaciju.d?id=502107970

Russia UMC Europe & Central Asia2018 January 29 https://regnum.ru/news/society/2373235.html0

United StatesHIC North America 2018 November 26 https://kbench.com/?q=node/193604 0

Ukraine LMC Europe & Central Asia2018 April 12 https://www.facenews.ua/news/2018/402210/0

Bulgaria UMC Europe & Central Asia2018 December 6 https://dnes.dir.bg/comments/haknaha-novite-super-kameri-na-kat0

Argentina UMC Latin America & Caribbean2018 September 8 http://www.tucumanoticias.com.ar/noticia/actualidad/acusan-a-programador-por-hackeo-de-sony-y-virus-wannacry-184726.html0

SwitzerlandHIC Europe & Central Asia2017 September 15 https://www.badenertagblatt.ch/wirtschaft/verteidigungsdepartement-wird-opfer-von-hacker-angriff-1317155470

South KoreaHIC East Asia & Pacific2017 April 26 http://world.kbs.co.kr/korean/news/news_Dm_detail.htm?No=2827400

KazakhstanUMC Europe & Central Asia2017 October 23 http://today.kz/news/kriminalnyie-novosti/2017-10-23/752888-predpolagaemyij-grabitel-kaspi-bank-v-shyimkente-prichasten-k-vzlomu-v-almatyi/0

Finland HIC Europe & Central Asia2017 February 7 https://tekniikanmaailma.fi/muu-tekniikka/viranomainen-varoittaa-haittaohjelmaa-jaettu-sahkopostin-liitteena-laajasti-viime-viikon-lopulla/0

Denmark HIC Europe & Central Asia2017 July 12 http://finans.dk/tech/ECE9716814/taber-millioner-paa-hacking-industrivirksomheder-har-alvorlige-brud-paa-itsikkerheden/0

Australia HIC East Asia & Pacific2021 November 17 https://www.itnews.com.au/news/chris-21-payroll-software-provider-hit-by-suspected-ransomware-attack-5728000

United StatesHIC North America 2021 April 30 https://www.inforum.com/news/7007965-5-things-to-know-today-NFL-Draft-Spending-bill-Data-breach-Education-bill-Sacred-relics0

United StatesHIC North America 2021 April 30 http://wajr.com/morgantown-parking-vendor-reports-data-breach/0

India LMC South Asia 2021 May 31 https://timesofindia.indiatimes.com/business/india-business/mumbai-lawyer-seeks-rs-15-lakh-damages-from-air-india-for-data-breach/articleshow/83112454.cms0

Japan HIC East Asia & Pacific2021 June 4 https://www.japantimes.co.jp/news/2021/06/04/national/tokyo-olympics-data-breach/0

United StatesHIC North America 2022 July 28 https://www.thedailynewsonline.com/top_story/state-officials-warn-of-text-phishing-scam/article_99647767-1676-5b17-8158-c9343526057a.html0

Kenya LMC Sub-Saharan Africa2021 July 1 https://www.businessdailyafrica.com/bd/economy/student-in-sh24-million-ncba-m-pesa-code-34568400

United StatesHIC North America 2022 February 9 https://www.techtimes.com/articles/271620/20220209/north-korea-based-lazarus-hackers-pretend-lockheed-martin-offering-employment.htm0

Canada HIC North America 2022 November 22 https://www.thesuburban.com/news/city_news/westmount-is-victim-of-cyber-attack/article_5636ac18-9202-5e05-9241-d0a62ff8c327.html0

United KingdomHIC Europe & Central Asia2022 October 25 https://www.crowdfundinsider.com/2022/10/197860-quickswap-lend-shuts-down-following-exploit/0

United StatesHIC North America 2022 November 23 https://www.jdsupra.com/legalnews/gate-petroleum-company-announces-data-4473464/0

United StatesHIC North America 2019 February 28 https://www.darkreading.com/attacks-breaches/turkish-group-using-phishing-emails-to-hijack-popular-instagram-profiles-/d/d-id/13340080

United KingdomHIC Europe & Central Asia2019 June 13 https://www.forexcrunch.com/gatehub-provides-update-on-the-10-million-xrp-hack/0

United StatesHIC North America 2019 May 19 https://newsblaze.com/business/technology/manufacturing-giant-aebi-schmidt-malware-attack_154843/0

PhilippinesLMC East Asia & Pacific2019 June 25 http://manilastandard.net/news/national/298231/boc-seeks-help-to-probe-hacking-of-own-website.html0

South AfricaUMC Sub-Saharan Africa2019 July 11 https://techcentral.co.za/civil-aviation-authority-rubbishes-ransomware-extortion-claim/90945/0

India LMC South Asia 2020 April 26 https://indianexpress.com/article/india/fir-against-unknown-person-who-hacked-into-zoom-online-class-of-nirma-varsity-6380457/0

Ireland HIC Europe & Central Asia2020 April 10 https://www.highlandradio.com/2020/04/10/netflix-customers-warned-of-phishing-scam/0

India LMC South Asia 2020 October 13 https://economictimes.indiatimes.com/news/politics-and-nation/hackers-using-fake-profiles-of-ips-officials-on-facebook-for-doing-financial-frauds/articleshow/78640455.cms0

China UMC East Asia & Pacific2019 July 17 https://technode.com/2019/07/17/google-bans-major-chinese-app-developer-cootek-over-ad-malware/0

United StatesHIC North America 2019 July 22 http://www.spamfighter.com/News-22316-Father-Bills-MainSpring-was-targeted-by-a-ransomware-attack.htm0

Canada HIC North America 2019 February 1 https://calgaryherald.com/pmn/news-pmn/canada-news-pmn/israeli-cyberexpert-detects-china-hack-in-ottawa-warns-against-using-huawei-5g/wcm/e830c263-610d-4bd8-acdc-bd5991478ec90



Ireland HIC Europe & Central Asia2019 February 4 https://www.todayfm.com/news/protesters-want-action-alleged-abortion-data-breach-4845790

United StatesHIC North America 2019 August 8 https://www.wsoctv.com/news/local/hackers-hit-lincoln-county-communications-site/9740041320

United KingdomHIC Europe & Central Asia2019 August 22 https://www.computing.co.uk/ctg/news/3080737/russia-hacking-silence-apt0

United StatesHIC North America 2019 October 11 http://unkantelope.com/wordpress_antelope/2019/10/10/unkpd-warns-of-phishing-email-scams/0

United KingdomHIC Europe & Central Asia2019 October 21 https://www.theregister.co.uk/2019/10/21/security_roundup_181019/0

United StatesHIC North America 2017 May 31 http://www.ktuu.com/content/news/University-of-Alaska-thousands-affected-by-data-breach-including-social-security-information-425538543.html[1185672, 1182136]['Phishing scam compromises data on 25 , 000 individuals at University of Alaska', 'University of Alaska : thousands affected by data breach , including names , social security numbers']1

United StatesHIC North America 2017 January 10 http://www.12news.com/news/local/valley/state-computers-hit-with-suspected-malware-attack/3848460450

Ireland HIC Europe & Central Asia2017 February 6 http://www.independent.ie/breaking-news/irish-news/national-treasury-management-agency-website-closed-over-suspected-hacking-35427387.html0

United StatesHIC North America 2017 March 7 http://www.messenger-index.com/news/hacked-must-pay-ransom/article_b70796f7-4dcb-551b-914a-d87ed37aef82.html0

United StatesHIC North America 2017 March 7 http://fortune.com/2017/03/07/sec-phishing/0

Hungary HIC Europe & Central Asia2017 April 15 https://hup.hu/node/153044 0

United StatesHIC North America 2017 June 14 https://www.scmagazine.com/cybercrimals-using-phishing-scams-to-steal-cryptocurrencies/article/668596/0

India LMC South Asia 2017 July 23 http://www.thehansindia.com/posts/index/Technology/2017-07-23/Reliance-Jio-data-hack-Suspect-motivated-by-lure-of-free-recharge/3141320

United StatesHIC North America 2017 August 8 http://www.bigcountryhomepage.com/news/main-news/abilene-bbb-issues-warning-on-nationwide-malware-scam/7849013820

Armenia UMC Europe & Central Asia2017 November 10 https://www.panorama.am/en/shortNews/2017/11/10/Kobe-data-breach/11557830

New ZealandHIC East Asia & Pacific2017 October 15 https://www.nbr.co.nz/article/crown-agency-cert-nz-warns-about-kovter-malware-being-distributed-adult-websites-ck-2087940

Tuvalu UMC East Asia & Pacific2017 May 17 http://www.carbonated.tv/news/man-who-stopped-global-cyber-attack-to-donate-10k-reward-to-charity0

United StatesHIC North America 2018 February 24 http://www.nbc-2.com/story/37579839/lee-county-tax-collectors-email-hacked0

Uganda LIC Sub-Saharan Africa2018 January 13 http://pctechmag.com/2013/04/twitter-accounts-hijacked-using-malware-that-injects-javascript-code-and-sends-malicious-tweets/0

India LMC South Asia 2018 June 13 https://www.news18.com/news/buzz/a-premiere-coaching-centre-for-engineering-entrance-exams-was-hacked-for-charging-exorbitant-fee-1777147.html0

China UMC East Asia & Pacific2018 May 4 https://www.asia-first.com/newsletter/despite-bangladesh-bank-heist,-philippines-still-exposed-to-cyber-attacks.html0

United StatesHIC North America 2018 July 26 https://www.law360.com/articles/10673380

United StatesHIC North America 2018 December 7 https://www.fbi.gov/news/stories/ransomware-abettor-sentenced-1206180

United StatesHIC North America 2018 December 22 https://www.americanbanker.com/news/texas-community-bank-falls-victim-to-phishing-scam0

Sri Lanka LMC South Asia 2020 May 29 https://www.newsfirst.lk/2020/05/29/researchers-warn-android-users-of-a-new-malware/0

United StatesHIC North America 2020 February 27 https://www.ctpost.com/news/article/Data-breach-at-logistics-company-exposes-customer-15089929.php0

Australia HIC East Asia & Pacific2020 July 15 https://www.tweeddailynews.com.au/news/thousands-of-email-addresses-leaked-in-mydarwin-da/4057834/0

United KingdomHIC Europe & Central Asia2020 April 23 https://www.computing.co.uk/news/4014312/hackers-target-robert-dyas-steal-customers-payment-card-details0

United KingdomHIC Europe & Central Asia2020 April 26 https://www.theregister.co.uk/2020/04/26/security_roundup_240420/0

United StatesHIC North America 2020 May 3 https://www.techtimes.com/articles/249312/20200503/remembering-iloveyou-virus-20-years-after-the-destructive-virus-caused-10b-losses.htm0

Australia HIC East Asia & Pacific2020 May 4 https://www.thechronicle.com.au/news/stark-warning-of-cyber-attacks-for-cq-workers-amid/4008291/0

United StatesHIC North America 2020 August 15 https://dailyprogress.com/news/local/crime-and-courts/cybercriminals-hack-montpelier-supporters-data/article_044661a7-9d2e-5f53-a0f2-a64bb18e9686.html0

United StatesHIC North America 2020 September 15 https://threatpost.com/hackers-gov-microsoft-exchange-f5-exploits/159226/0

United StatesHIC North America 2021 December 15 https://www.kitv.com/news/local/honolulus-transit-system-recovers-from-cyber-attack/article_2c9d8efe-5d62-11ec-ba1b-5b1c3255cb51.html0

Russia UMC Europe & Central Asia2021 June 25 https://neftegaz.ru/news/education/686110-khakerskaya-gruppirovka-proizvela-seriyu-atak-na-rossiyskiy-tek-v-khode-obuchayushchey-igry-a-vy-cht/0

United StatesHIC North America 2020 September 30 https://healthitsecurity.com/news/blackbaud-confirms-hackers-stole-some-ssns-as-lawsuits-increase0

United StatesHIC North America 2020 November 20 https://www.wdsu.com/article/lsu-health-says-thousands-may-have-had-personal-information-exposed-to-hackers/347419090

United StatesHIC North America 2020 December 4 https://www.courthousenews.com/judge-truncates-sentence-of-young-hacker-who-helped-islamic-state/0

United StatesHIC North America 2020 December 10 https://www.bankinfosecurity.com/blogs/following-fireeye-hack-ensure-these-16-bugs-are-patched-p-29770

United StatesHIC North America 2021 September 1 https://www.thesunchronicle.com/news/local_news/sturdy-hospital-in-attleboro-sued-over-data-breach/article_6a0531f3-cf0c-52cc-9184-6d213677ac74.html0

India LMC South Asia 2021 March 26 https://www.medianama.com/2021/03/223-china-power-india/0

Italy HIC Europe & Central Asia2022 May 2 https://www.punto-informatico.it/allarme-phishing-norton-antivirus-usato-esca/0

Italy HIC Europe & Central Asia2022 October 24 https://www.tecnoandroid.it/2022/10/24/banche-hacker-ancora-allattacco-risparmi-e-soldi-in-pericolo-11301120

Russia UMC Europe & Central Asia2022 May 17 https://www.cnews.ru/news/line/2022-05-17_group-ib_moshenniki_ispolzuyut0

Argentina UMC Latin America & Caribbean2022 September 23 https://www.cronista.com/infotechnology/actualidad/luego-del-hackeo-al-ministerio-de-economia-revelan-cuales-son-los-virus-mas-peligrosos-de-argentina/0

Russia UMC Europe & Central Asia2022 June 16 https://www.securitylab.ru/news/532315.php0

South KoreaHIC East Asia & Pacific2022 May 3 https://www.edaily.co.kr/news/read?newsId=03342326632325312&mediaCodeNo=2570

Thailand UMC East Asia & Pacific2021 September 5 https://pantip.com/topic/40957510 0

Indonesia LMC East Asia & Pacific2021 November 5 https://jogja.tribunnews.com/2021/11/05/rekening-warga-yogyakarta-diretas-uang-rp-509-juta-lenyap-waktu-singkat0

Belgium HIC Europe & Central Asia2021 May 5 https://brf.be/national/1483147/ 0

Hungary HIC Europe & Central Asia2021 January 20 https://www.origo.hu/gazdasag/20210120-a-regi-cegneven-tamadnak-a-csalok-az-uj-allami-kozmuceg-ugyfeleire.html0

Russia UMC Europe & Central Asia2021 January 22 https://www.geopolitica.ru/news/amerikanskie-specsluzhby-vzlomali-parler0

BangladeshLMC South Asia 2021 May 15 https://www.kalerkantho.com/online/entertainment/2021/05/15/10333270

Germany HIC Europe & Central Asia2021 October 20 https://www.finanznachrichten.de/nachrichten-2021-10/54255388-hacker-erbeutet-88-eth-aus-nft-projekt-kurz-darauf-ueberweist-er-den-betrag-zurueck-397.htm0

China UMC East Asia & Pacific2021 April 8 https://finance.sina.com.cn/tech/2021-04-08/doc-ikmxzfmk5530862.shtml0



Russia UMC Europe & Central Asia2021 May 19 https://www.securitylab.ru/blog/personal/aodugin/350744.php0

South KoreaHIC East Asia & Pacific2019 May 23 https://www.yna.co.kr/view/AKR20190523160700051[4498681, 4496568, 4503525]['Cheonho Ncare server hacked again... Leaked personal information of 33,000 members', 'Cheonho Encare, hacking damage from China... 33,000 customer information leaks', 'WIKITREE | Cheonho Encare (formerly Cheonho Foods) was hacked again and personal information of 460,000 people was leaked']2

KyrgyzstanLMC Europe & Central Asia2020 July 29 https://knews.kg/2020/07/29/akkaunty-kyrgyzstanskih-aktivistov-v-sotssetyah-podvergayutsya-vzlomu-i-atakam-azattyk/0

Russia UMC Europe & Central Asia2020 October 22 https://www.playground.ru/red_dead_redemption_2/news/empress_vzlomala_red_dead_redemption_2-10729010

Mexico UMC Latin America & Caribbean2019 November 16 https://www.zocalo.com.mx/new_site/articulo/cumple-semana-hackeo-a-pemex/0

Turkey UMC Europe & Central Asia2019 October 28 http://www.hurriyet.com.tr/teknoloji/son-dakika-siber-saldiri-haberi-iki-kurum-aciklama-yapti-413612400

Japan HIC East Asia & Pacific2019 January 17 https://www.alfabetajuega.com/noticia/sony-hack-george-clooney-arremete-contra-la-prensa-por-el-hackeo-de-sony-pictures-n-468300

Indonesia LMC East Asia & Pacific2019 July 16 https://www.antaranews.com/berita/958685/tjahjo-pastikan-data-dukcapil-aman-pasca-peretasan0

Russia UMC Europe & Central Asia2019 June 18 https://www.ridus.ru/news/301325 0

Italy HIC Europe & Central Asia2018 February 7 http://formiche.net/2018/02/07/hacker-rogue0-colpito-nuovo-m5s/0

Spain HIC Europe & Central Asia2018 April 1 https://www.elconfidencialdigital.com/seguridad/hackeo-consulta-equiparacion-salarial-intencionado_0_3119688011.html0

NetherlandsHIC Europe & Central Asia2018 January 30 https://www.limburger.nl/cnt/dmf20180130_00055072/weer-storing-bij-abn-amro-door-cyberaanval0

United StatesHIC North America 2018 July 18 http://macbidouille.com/news/2018/07/17/hameconnage-ovh0

Italy HIC Europe & Central Asia2018 October 9 https://www.giornaledibrescia.it/garda/attacco-hacker-anche-comuni-e-scuole-bresciani-nel-mirino-1.33064260

Finland HIC Europe & Central Asia2018 November 15 https://www.tekniikkatalous.fi/tekniikka/ict/hakkerit-korkkasivat-verkon-rayhahengen-vihasivuston-asensivat-ilkean-haittaohjelman-67492730

Spain HIC Europe & Central Asia2018 August 12 http://kaosenlared.net/chile-mapuche-abogado-de-la-defensoria-popular-en-causas-mapuche-denuncia-hackeo-de-comunicaciones-y-redes-sociales/0

South KoreaHIC East Asia & Pacific2018 June 10 http://www.etoday.co.kr/news/section/newsview.php?idxno=16305490

Italy HIC Europe & Central Asia2018 September 18 https://www.giornalettismo.com/archives/2676518/smeg-cyber-attacco-hacker0

NetherlandsHIC Europe & Central Asia2018 October 8 https://www.nu.nl/internet/5502704/hackers-verdienen-cryptovaluta-via-nederlandse-routers.html0

United StatesHIC North America 2022 May 10 https://www.today.ng/news/world/british-nigerian-man-charged-york-hacking-bank-computers-stealing-millions-423352[3632018, 3629938, 3635864, 3629937, 3629248]['British Man Charged in New York With Hacking Into Bank Computers , Stealing Millions', 'British man charged in New York with hacking into bank computers , stealing millions By Reuters', 'British man charged with hacking into bank , stealing millions', 'British man charged in New York with hacking into bank computers , stealing millions', 'British - Nigerian man charged in New York with hacking into bank computers , stealing millions']4

Colombia UMC Latin America & Caribbean2017 January 13 http://caracol.com.co/emisora/2017/01/13/pereira/1484307532_759742.html0

Germany HIC Europe & Central Asia2017 October 23 http://winfuture.de/news,100228.html 0

Russia UMC Europe & Central Asia2017 June 29 http://1prime.ru/telecommunications_and_technologies/20170629/827622257.html0

Belgium HIC Europe & Central Asia2017 June 15 http://datanews.levif.be/ict/actualite/des-pirates-russes-ont-cible-du-personnel-de-l-otan-en-belgique-et-des-utilisateurs-skynet-be/article-normal-656909.html0

Russia UMC Europe & Central Asia2022 June 23 https://www.bleepingcomputer.com/news/security/automotive-hose-maker-nichirin-hit-by-ransomware-attack/0

United StatesHIC North America 2021 May 7 https://www.natlawreview.com/article/breaking-news-capital-one-data-breach-litigation-federal-judge-grants-capital-one-s0

United KingdomHIC Europe & Central Asia2021 June 1 https://www.infosecurity-magazine.com/news/model-sues-law-firm-over-data/0

United StatesHIC North America 2022 July 19 https://www.jdsupra.com/legalnews/blue-shield-of-california-promise-4839030/0

United StatesHIC North America 2022 October 7 https://www.govtech.com/education/higher-ed/cyber-attack-suspected-in-hartnell-college-network-outage0

United StatesHIC North America 2022 February 22 https://www.coinspeaker.com/bored-ape-nft-owner-lawsuit-opensea/0

United StatesHIC North America 2022 March 8 https://gcaptain.com/hapag-lloyd-targeted-in-possible-spear-phishing-cyber-attack/0

Canada HIC North America 2022 October 14 https://ottawa.ctvnews.ca/city-of-ottawa-issues-warning-about-parking-ticket-phishing-scam-1.61091970

United StatesHIC North America 2022 November 3 https://krebsonsecurity.com/2022/11/hacker-charged-with-extorting-online-psychotherapy-service/0

United StatesHIC North America 2022 May 22 https://www.forbes.com/sites/daveywinder/2022/05/22/firefox-browser-hacked-in-8-seconds-using-2-critical-security-flaws/0

United StatesHIC North America 2022 December 1 https://www.eenews.net/articles/colonial-fights-charges-of-ad-hoc-response-to-pipeline-hack/0

South KoreaHIC East Asia & Pacific2022 December 15 http://www.koreatimes.co.kr/www/nation/2022/12/281_341786.html0

Israel HIC Middle East & North Africa2019 April 21 https://www.israellycool.com/2019/04/21/esteem-publications-tweets-antisemitism-then-claims-they-were-hacked/0

India LMC South Asia 2019 March 3 https://english.sakshi.com/andhrapradesh-politics/2019/03/03/chandrababu-mastermind-behind-data-breach-involving-ap-voters-mohd-iqbal0

United StatesHIC North America 2019 March 21 https://www.wcax.com/content/news/Rutland-Regional-74K-affected-by-data-breach-507447091.html0

United StatesHIC North America 2019 May 28 https://nakedsecurity.sophos.com/2019/05/28/hackers-breach-us-license-plate-scanning-company/0

United StatesHIC North America 2019 May 30 http://www.wboc.com/story/40556143/lewes-board-of-public-works-warns-of-possible-hacked-personal-information0

Estonia HIC Europe & Central Asia2021 July 31 https://news.err.ee/1608294000/ak-ria-unlikely-to-be-fined-over-mass-photo-hack-victims-not-compensated0

United KingdomHIC Europe & Central Asia2020 July 23 https://www.dailymail.co.uk/money/markets/article-8553777/RBS-data-breach-row-Whistleblower-raises-concern.html0

United StatesHIC North America 2019 July 8 https://www.11alive.com/article/news/gema-malware-discovered-within-its-computer-system/85-dc504b0c-a179-40fe-9c8b-d92c897887880

Finland HIC Europe & Central Asia2019 July 10 http://www.helsinkitimes.fi/finland/finland-news/domestic/16555-krp-at-least-1-000-devices-compromised-in-data-breach-in-lahti.html0

India LMC South Asia 2019 January 31 https://www.firstpost.com/india/kerala-cyber-warriors-hack-hindu-mahasabhas-website-ask-right-wing-groups-leader-to-lose-your-weight-before-losing-your-brain-5999131.html0

United StatesHIC North America 2019 August 6 https://news.yahoo.com/chicago-attorney-makes-history-equifax-120200424.html0

Japan HIC East Asia & Pacific2019 August 23 https://www.zdnet.com/article/police-to-sell-hackers-1-1-million-bitcoin-stash-to-compensate-victims/0

New ZealandHIC East Asia & Pacific2019 August 25 https://i.stuff.co.nz/national/115260180/serious-digital-privacy-breach-at-ministry-understood-to-relate-to-tuia-250-applicants0

Malaysia UMC East Asia & Pacific2019 September 19 https://www.thesundaily.my/local/ministry-probes-medical-data-breach-claims-FK13874120

United StatesHIC North America 2019 November 28 https://www.law360.com/articles/12237720

United StatesHIC North America 2019 December 23 https://mrtopstep.com/2000-ethereum-from-upbit-hack-on-the-move/0

United StatesHIC North America 2019 January 8 https://www.courthousenews.com/facebook-hack-gave-boss-unclean-hands-workers-tell-3rd-circuit/0

United StatesHIC North America 2017 March 8 http://www.networkworld.com/article/3178411/security/cisco-talos-warns-of-new-cryptolocker-ransomware-campaigns.html0

United StatesHIC North America 2017 July 3 http://azcapitoltimes.com/news/2017/07/03/abortion-remark-came-from-hacker-candidate-says/0



United StatesHIC North America 2017 June 23 http://www.chron.com/news/nation-world/article/Scam-alert-hackers-delta-airlines-identity-theft-11241745.php0

United KingdomHIC Europe & Central Asia2017 August 15 http://www.ibtimes.co.uk/fireeye-data-leak-mandiant-hackers-post-second-data-dump-taunting-cybersecurity-firm-16350240

United StatesHIC North America 2017 October 25 http://news.wsiu.org/post/crab-orchard-school-computers-hacked0

United StatesHIC North America 2017 November 30 http://www.nextgov.com/cybersecurity/2017/11/homeland-security-told-states-about-russian-hacking-attempts-phone-script/144178/0

Indonesia LMC East Asia & Pacific2017 June 10 http://www.thejakartapost.com/news/2017/06/10/man-arrested-for-allegedly-hacking-indonesian-press-council-website.html0

United StatesHIC North America 2017 December 20 http://www.enterprise-security-today.com/story.xhtml?story_id=11000CC2U7E80

Pakistan LMC South Asia 2017 March 3 http://dailymailnews.com/2017/03/03/nab-releases-new-security-policy-after-data-breach/0

Malaysia UMC East Asia & Pacific2018 January 24 http://www.thesundaily.my/news/2018/01/24/police-call-lowyatnet-admin-over-data-breach-report0

United StatesHIC North America 2018 March 2 http://kxan.com/2018/03/02/two-central-texas-employers-fall-for-w-2-email-phishing-scam/0

United KingdomHIC Europe & Central Asia2018 March 5 https://www.theinquirer.net/inquirer/news/3027823/nis-america-suffers-data-breach-offers-customers-er-usd5-as-compensation0

United StatesHIC North America 2018 March 23 http://www.healthcareitnews.com/news/email-hack-ati-physical-therapy-breaches-data-35000-patients0

United StatesHIC North America 2018 March 29 https://www.pv-magazine.com/2018/03/29/tuv-rheinland-exposes-inverter-battery-hacking-vulnerabilities/0

Canada HIC North America 2018 May 31 https://www.bnnbloomberg.ca/the-daily-chase-new-bmo-data-breach-details-emerge-metal-tariffs-loom-1.10855610

Canada HIC North America 2018 April 20 http://calgarysun.com/news/crime/expert-says-hes-never-heard-of-a-case-where-child-porn-was-remotely-put-on-a-computer0

United KingdomHIC Europe & Central Asia2018 July 6 http://www.itpro.co.uk/spyware/31458/attackers-targeting-world-cup-fans-with-golden-cup-android-app-loaded-with-spyware0

United Arab EmiratesHIC Middle East & North Africa2018 July 15 https://www.thenational.ae/uae/uae-suffers-disproportionate-number-of-cyber-attacks-especially-in-run-up-to-dubai-expo-2020-1.7504750

United StatesHIC North America 2018 July 25 https://kfor.com/2018/07/25/city-officials-hackers-targeted-more-than-4000-customers-utility-accounts/0

United StatesHIC North America 2018 September 11 https://www.wral.com/defense-contractor-sentenced-to-prison-for-installing-malware-on-bragg-computers/17835783/0

Australia HIC East Asia & Pacific2020 February 27 https://www.itnews.com.au/news/ransomware-crims-target-easily-exploitable-zyxel-vulnerability-5386260

Kenya LMC Sub-Saharan Africa2020 March 25 https://www.businessdailyafrica.com/economy/Kenya-cyber-attacks-up-by-half-to-37m-in-one-quarter/3946234-5504330-12txatk/0

United StatesHIC North America 2021 December 9 https://www.jdsupra.com/legalnews/data-breach-lessons-from-recent-8793237/0

Australia HIC East Asia & Pacific2021 December 11 https://www.gizmodo.com.au/2021/12/ransomware-jerks-helped-cause-the-cream-cheese-shortage/0

United StatesHIC North America 2020 November 18 https://www.nbclosangeles.com/news/business/money-report/criminals-launder-coronavirus-relief-money-exploit-victims-through-popular-apps/2465206/0

United KingdomHIC Europe & Central Asia2020 November 19 https://www.dailymail.co.uk/news/article-8966623/Russian-hacker-group-REvil-claims-massive-attack-televangelist-Kenneth-Copeland.html0

Canada HIC North America 2020 December 13 https://www.sudbury.com/local-news/laurentian-u-fends-off-cyber-attack-31793240

United StatesHIC North America 2021 February 11 https://www.miragenews.com/qimr-berghofer-investigates-suspected-accellion-512873/0

Japan HIC East Asia & Pacific2021 February 24 https://www.zdnet.com/article/us-and-bulgarian-authorities-dirsupt-netwalker-ransomware-operation/0

United StatesHIC North America 2021 October 20 https://slate.com/technology/2021/10/pottawatomie-county-kansas-ransomware-attack.html0

United StatesHIC North America 2021 March 5 https://www.reuters.com/article/dataprivacy-accellion-latham-idUSL2N2L31D50

Mexico UMC Latin America & Caribbean2022 June 7 http://gda.com/detalle-de-la-noticia/?article=47570020

Czech RepublicHIC Europe & Central Asia2022 November 8 https://www.irozhlas.cz/zpravy-domov/kyberneticke-utoky-rijen-nadprumerny-pocet-nukib_2211081546_gen0

United StatesHIC North America 2022 July 21 https://www.crhoy.com/nacionales/mep-restablece-sistemas-informaticos-tras-amenaza-de-hackeo/0

Chile HIC Latin America & Caribbean2022 August 30 https://www.emol.com/noticias/Economia/2022/08/30/1071435/sernac-hackeo-organismos-publicos.html0

Ukraine LMC Europe & Central Asia2022 March 24 http://internetua.com/na-ukrzaliznycua-sovershili-hakerskuua-ataku0

AzerbaijanUMC Europe & Central Asia2022 March 17 https://news.day.az/world/1445470.html 0

Ukraine LMC Europe & Central Asia2022 February 15 https://sud.ua/ru/news/ukraine/229447-banki-vosstanavlivayut-stabilnuyu-rabotu-sistem-posle-kiberataki0

Spain HIC Europe & Central Asia2022 October 9 https://www.republica.com/internacional/jamenei-iran-protestas-20221009-17091855304/0

Russia UMC Europe & Central Asia2022 April 26 https://www.securitylab.ru/news/531328.php0

Russia UMC Europe & Central Asia2022 December 13 https://www.securitylab.ru/news/535240.php0

Italy HIC Europe & Central Asia2022 January 10 http://www.primapress.it/primo-piano2/breaking-news/breaking-news/asl-napoli-3-sud-interrotto-il-servizio-di-prenotazioni-vaccini-per-un-probabile-hacheraggio-del-sistema.html0

India LMC South Asia 2021 January 17 HTTPS://hindi.news18.com/news/tech/whatsapp-users-phone-numbers-on-google-search-publically-leaked-could-be-hack-and-spam-aaaq-3420217.html0

France HIC Europe & Central Asia2021 December 21 https://www.zdnet.fr/actualites/le-butin-du-piratage-s-est-eleve-a-77-milliards-de-dollars-en-cryptomonnaies-en-2021-39934401.htm0

Russia UMC Europe & Central Asia2021 March 22 https://sntat.ru/news/lifehacks/22-03-2021/fishing-vishing-skimming-i-livanskaya-petlya-kak-voruyut-sberezheniya-s-bankovskih-kart-tatarstantsev-58136140

Israel HIC Middle East & North Africa2021 October 13 https://news.walla.co.il/item/3464929 0

South KoreaHIC East Asia & Pacific2021 January 7 http://www.koreatimes.com/article/20210106/13445160

Syria LIC Middle East & North Africa2020 August 20 http://www.hispantv.com/noticias/arabia-saudi/474876/hackeo-twitter-disidentes-saudi0

Russia UMC Europe & Central Asia2020 February 15 https://progorod76.ru/news/41081 0

India LMC South Asia 2020 August 2 https://www.mathrubhumi.com/news/kerala/kseb-hacking-major-evidence-of-got-cyber-security-lapses-1.49488310

NetherlandsHIC Europe & Central Asia2020 July 12 https://www.nu.nl/tech/6064004/trump-vs-heeft-in-2018-cyberaanval-op-russische-trollen-uitgevoerd.html0

Italy HIC Europe & Central Asia2020 April 1 https://corrierediragusa.it/sicilia/2020/04/01/bonus-covid-19-sito-inps-in-tilt-e-privacy-a-rischio-e-hackeraggio0

NetherlandsHIC Europe & Central Asia2020 October 24 https://www.crimesite.nl/politie-hackte-in-2019-al-encrochat-servers/0

Russia UMC Europe & Central Asia2020 September 26 https://www.m24.ru/news/medicina/26092020/1345780

Belgium HIC Europe & Central Asia2020 October 26 https://www.sudinfo.be/id270823/article/2020-10-26/coronavirus-lonss-met-en-garde-contre-des-tentatives-de-hameconnage-par0

Indonesia LMC East Asia & Pacific2020 August 24 https://nasional.kompas.com/read/2020/08/24/10042101/peretasan-aktivis-dan-media-langgar-uu-ite-icjr-nilai-polisi-tak-tanggap0

South KoreaHIC East Asia & Pacific2020 July 1 http://www.busan.com/view/busan/view.php?code=20200701164523452960



Germany HIC Europe & Central Asia2020 September 7 https://www.tagblatt.de/Nachrichten/Keine-sensiblen-Daten-erlangt-470664.html0

Norway HIC Europe & Central Asia2020 May 13 https://www.digi.no/artikler/statlig-institusjon-tappet-for-100-millioner-kroner-i-datainnbrudd/4918920

Indonesia LMC East Asia & Pacific2020 July 6 https://www.viva.co.id/digital/startup/1226739-91-juta-data-pribadi-pengguna-diretas-idea-bukan-salah-tokopedia0

Russia UMC Europe & Central Asia2019 June 13 https://www.securitylab.ru/blog/company/PandaSecurityRus/346515.php0

Lithuania HIC Europe & Central Asia2019 June 20 https://www.lrt.lt/naujienos/lietuvoje/2/1071148/viceministras-apie-programisiu-ataka-pries-portalus-nerima-kelia-kad-vis-dar-esame-pazeidziami0

Ukraine LMC Europe & Central Asia2019 September 12 http://itexpert.org.ua/component/k2/item/41529-ministerstvo-vnutrennej-bezopasnosti-ssha-vklyuchilos-v-rassledovanie-kiberataki-na-ukrainskuyu-energoset.html0

South KoreaHIC East Asia & Pacific2019 September 27 https://www.edaily.co.kr/news/read?newsId=01354646622624384&mediaCodeNo=2570

Russia UMC Europe & Central Asia2019 April 18 http://hitech.vesti.ru/article/1203312/ 0

South KoreaHIC East Asia & Pacific2019 July 21 https://www.asiae.co.kr/article/20190721104613316440

BangladeshLMC South Asia 2019 October 27 http://bartamankantho.com/2019/10/27/%E0%A6%AB%E0%A7%87%E0%A6%B8%E0%A6%AC%E0%A7%81%E0%A6%95-%E0%A6%B9%E0%A7%8D%E0%A6%AF%E0%A6%BE%E0%A6%95%E0%A6%BF%E0%A6%82-%E0%A6%A8%E0%A6%BF%E0%A7%9F%E0%A7%87-%E0%A6%AA%E0%A6%B0/0

Finland HIC Europe & Central Asia2018 January 31 http://www.iltalehti.fi/digiuutiset/201801312200709300_dx.shtml0

Spain HIC Europe & Central Asia2018 March 8 https://www.larazon.es/espana/jusapol-denuncia-el-hackeo-de-la-web-de-votacion-sobre-la-equiparacion-OL178519240

United Arab EmiratesHIC Middle East & North Africa2018 February 23 http://www.albayan.ae/economy/companies-businesses/2018-02-23-1.31935480

Indonesia LMC East Asia & Pacific2018 January 4 http://jateng.tribunnews.com/2018/01/04/diretas-tiga-kali-ini-yang-akan-dilakukan-diskominfo-untuk-lindungi-website-pemkot-solo0

Sweden HIC Europe & Central Asia2018 August 16 https://www.avestatidning.com/artikel/dalarna/leksand/myndighetsanstalld-ska-ha-gjort-otillatna-sokningar-atalas-for-dataintrang0

KazakhstanUMC Europe & Central Asia2017 February 7 http://www.inform.kz/ru/hakery-nazvali-novye-imena-poymannyh-na-dopinge-uchastnikov-olimpiady-2016_a29489680

France HIC Europe & Central Asia2017 June 26 http://www.silicon.fr/7000-malwares-objets-connectes-178723.html0

Sweden HIC Europe & Central Asia2017 September 18 https://www.svt.se/nyheter/lokalt/halland/gekas-drabbade-i-storskalig-it-harva0

Ukraine LMC Europe & Central Asia2017 August 27 http://vlasti.net/news/265993 0

Mexico UMC Latin America & Caribbean2017 December 13 http://www.record.com.mx/futbol-futbol-nacional-liga-mx-america/pagina-del-america-filtra-posibles-refuerzos0

BangladeshLMC South Asia 2017 August 26 http://www.arthosuchak.com/archives/366874/%E0%A6%8F%E0%A6%AC%E0%A6%BE%E0%A6%B0-%E0%A6%B0%E0%A6%BF%E0%A7%9F%E0%A6%BE%E0%A6%B2%E0%A7%87%E0%A6%B0-%E0%A6%AB%E0%A7%87%E0%A6%B8%E0%A6%AC%E0%A7%81%E0%A6%95-%E0%A6%8F%E0%A6%95%E0%A6%BE%E0%A6%89/0

Turkey UMC Europe & Central Asia2017 January 21 http://www.haberlermersin.com/dunya-sirketlerine-ders-veren-3-turk-hacker-siber-saldiri-makale,1108.html0

Argentina UMC Latin America & Caribbean2017 August 14 http://www.diarionorte.com/article/155863/confirman-procesamiento-por-amenazas-a-quien-hackeo-la-cuenta-del-ministerio-de-seguridad-0

Russia UMC Europe & Central Asia2021 April 5 https://globalvoices.org/2021/04/05/israeli-phone-hacking-firm-stops-sales-to-belarus-and-russia/0

United KingdomHIC Europe & Central Asia2021 November 24 https://www.bobsguide.com/resources/the-fbi-got-hacked-the-cyber-show-ep-10-by-threatadvice/0

United KingdomHIC Europe & Central Asia2021 May 11 https://www.infosecurity-magazine.com:443/news/kansas-identity-theft-spike/0

United StatesHIC North America 2021 July 8 https://www.freep.com/story/news/local/michigan/detroit/2021/07/08/feds-state-unemployment-fraud-hacked-accounts-autumn-mims/7904125002/0

United StatesHIC North America 2022 August 4 https://www.santafenewmexican.com/news/local_news/santa-fe-imaging-santa-fe-radiology-patients-victims-of-ransomware-attack/article_4a3a2608-1341-11ed-8097-d39b312f28b8.html0

United StatesHIC North America 2022 September 28 http://www.itechpost.com/articles/114045/20220927/lazarus-hacker-group-lures-targets-fake-job-offers.htm0

United StatesHIC North America 2022 February 22 https://www.wccbcharlotte.com/2022/02/22/what-the-tech-facebook-profile-hacks/0

United StatesHIC North America 2022 November 9 https://www.utilitydive.com/news/porn-and-putin-hacks-of-ev-charging-stations-cybersecurity-preparations/634547/0

India LMC South Asia 2022 December 8 https://zeenews.india.com/technology/are-samsung-smartphones-safe-samsung-s22-hacked-thrice-in-hacking-competition-details-here-2546083.html0

United StatesHIC North America 2019 April 29 https://patch.com/illinois/palos/phishing-scam-targeting-chase-bank-customers-surfaces-area0

United StatesHIC North America 2019 February 13 https://www.dallasnews.com/business/restaurants/2019/02/13/popular-business-hotspot-trulucks-reports-data-breach-8-restaurants0

South AfricaUMC Sub-Saharan Africa2019 May 15 https://www.biznews.com/global-investing/2019/05/15/bitcoin-whatsapp-discovery-vodacom0

United KingdomHIC Europe & Central Asia2019 May 15 https://www.dailymail.co.uk/news/article-7032861/Minister-admits-Government-does-not-know-Brits-affected-WhatsApp-spy-hack.html0

United StatesHIC North America 2019 June 12 https://www.wbaltv.com/article/american-medical-collection-agency-data-breach/279648100

Israel HIC Middle East & North Africa2020 July 8 https://www.al-monitor.com/pulse/originals/2020/06/egypt-cyber-attack-ethiopia-nile-dam-dispute.html0

United KingdomHIC Europe & Central Asia2020 July 23 https://www.itpro.co.uk/security/phishing/356548/premier-league-club-almost-lost-ps1m-in-spear-phishing-scam0

Russia UMC Europe & Central Asia2020 September 28 https://www.securityweek.com/hacker-uploads-documents-who-unesco-websites0

United StatesHIC North America 2019 January 30 http://www.mondaq.com/unitedstates/x/768276/Energy+Law/Seven+Russian+Agents+Face+Charges+For+Hacking+US+Nuclear+Power+Company0

United StatesHIC North America 2019 March 14 http://www.darkreading.com/cloud/threat-actors-use-credential-dumps-phishing-legacy-email-protocols-to-bypass-mfa-and-breach-cloud-accounts-worldwide/d/d-id/13341670

United StatesHIC North America 2019 October 22 https://siliconangle.com/2019/10/21/customer-data-best-western-hotels-exposed-massive-data-breach/0

United StatesHIC North America 2017 February 15 http://www.beckershospitalreview.com/healthcare-information-technology/january-averaged-1-data-breach-per-day.html0

India LMC South Asia 2017 March 22 http://www.newsnow.in/news/government-failed-to-protect-bhim-from-hackers-congress0

United StatesHIC North America 2017 July 8 http://kdhnews.com/news/education/data-breach-exposes-killeen-school-district-employees-online/article_e93fce7e-6383-11e7-86ef-f3cec28d505c.html0

United KingdomHIC Europe & Central Asia2017 June 7 https://www.theregister.co.uk/2017/06/07/nsa_leaker_bust_gets_weirder_senator_claims_hacking_is_wider_than_leak_revealed/0

United StatesHIC North America 2017 June 8 https://www.scmagazine.com/malvertising-redirecting-victims-to-exploit-kits/article/666581/0

United KingdomHIC Europe & Central Asia2017 June 21 https://www.professionalpensions.com/professional-pensions/news/3012389/tpr-suffers-security-breach-as-computer-infected-with-ransomware0

Pakistan LMC South Asia 2017 July 30 http://www.journalismpakistan.com/Phone-hacking-British-journalist-arrested0

United StatesHIC North America 2017 September 12 http://www.prnewswire.com/news-releases/abine-offers-free-month-of-deleteme-for-equifax-data-breach-victims-300517440.html0

United StatesHIC North America 2017 September 21 http://www.staradvertiser.com/2017/09/21/hawaii-news/kokua-line/equifax-to-refund-5-fee-to-data-breach-victims-who-paid-for-credit-freeze/0

Malaysia UMC East Asia & Pacific2017 November 27 https://www.nst.com.my/news/crime-courts/2017/11/308041/mystery-email-account-may-shed-light-data-breach-involving-46m0

India LMC South Asia 2017 October 24 http://english.sakshi.com/technology/2017/10/24/kaspersky-detects-lazarus-controlled-servers-in-india0

United StatesHIC North America 2017 December 17 https://wn.com/Hacking_into_NASA 0



United KingdomHIC Europe & Central Asia2017 January 1 http://www.mirror.co.uk/news/uk-news/brit-cyber-warriors-fight-two-95483680

Nigeria LMC Sub-Saharan Africa2017 March 3 http://www.informationng.com/2017/03/cybercriminals-launch-invincible-malware-attacks-atms-40-countries.html0

United StatesHIC North America 2017 February 23 http://healthitsecurity.com/news/appeals-court-dismisses-va-data-breach-lawsuit0

Australia HIC East Asia & Pacific2018 March 22 http://www.travelweekly.com.au/article/expedia-subsidiary-faces-major-hack/0

Venezuela Latin America & Caribbean2018 March 22 http://mundinews.com/culture-secretary-slams-facebook-for-data-breach-right-before-he-admits-his-own-app-did-the-same/0

United StatesHIC North America 2018 April 13 https://www.jdsupra.com/legalnews/no-celebration-for-yahoo-data-breach-30916/0

Australia HIC East Asia & Pacific2018 June 19 https://www.sunshinecoastdaily.com.au/news/thousands-of-people-potentially-exposed-in-mass-da/3445874/0

United StatesHIC North America 2018 April 16 https://patch.com/california/missionviejo/car-phishing-operation-mission-viejo0

United StatesHIC North America 2018 April 25 http://www.iphonehacks.com/2018/04/makers-iphone-unlocking-box-graykey-suffer-data-breach.html0

United StatesHIC North America 2018 July 31 http://www.spamfighter.com/News-21685-New-Malware-Attack-Abuses-Code-Authorizing-Certificates.htm0

United StatesHIC North America 2018 July 31 https://www.lmtonline.com/local/crime/article/TAMIU-student-arrested-for-alleged-data-breach-13120139.php0

United StatesHIC North America 2018 October 24 http://www.topix.com/tech/computer-security/2018/10/gamma-ransomware-guilty-for-california-hernia-institute-data-breach0

Germany HIC Europe & Central Asia2018 August 17 https://www.dw.com/en/fbi-pays-highest-ever-fee-to-hack-iphone-of-san-bernardino-shooter/a-192075710

Singapore HIC East Asia & Pacific2020 July 4 https://www.ibtimes.sg/fakespy-returns-targeting-us-china-uk-japan-expert-alerts-about-pre-installed-malware-threat-479250

Czech RepublicHIC Europe & Central Asia2020 April 22 https://www.radio.cz/en/section/news/lidovky-ministry-of-interior-also-victim-of-hackers-last-week0

United StatesHIC North America 2020 July 7 http://www.digitaljournal.com/tech-and-science/technology/frost-sullivan-suffers-from-global-data-breach/article/5744090

United StatesHIC North America 2020 September 17 https://insidebitcoins.com/news/u-s-feds-nab-cybercriminals-running-several-phishing-and-ransomware-attacks0

Singapore HIC East Asia & Pacific2021 December 18 https://mothership.sg/2021/12/phishing-scams-loss-november-2021/0

Russia UMC Europe & Central Asia2021 January 14 https://www.memri.org/cjlab/facebook-libyan-hacking-group-pledges-allegiance-isis-calls-groups-individuals-take-part0

United StatesHIC North America 2020 December 8 https://www.darkreading.com/threat-intelligence/phishing-campaign-targets-200m-microsoft-365-accounts/d/d-id/1339637?piddl_msgid=3424060

Israel HIC Middle East & North Africa2022 June 14 https://www.7kanal.co.il/News/News.aspx/240683[3675437, 3682244, 3675443, 3675108, 3682226, 3677702, 3682235, 3675439, 3682207, 3675432, 3679462, 3675433, 3675445, 3675438, 3675417, 3675454, 3675708, 3675441, 3675435, 3675457, 3682237, 3677110]['Iranian hackers attacked the email boxes of senior officials in Israel', 'Suspicion: An Iranian cyber attack triggered false alarms in Jerusalem and Eilat', 'Iranian Hackers Penetrate Emails , Impersonate Senior Israeli Officials | The Jewish Press - JewishPress . com | Hana Levi Julian | 15 Sivan 5782 – June 14 , 2022', 'Suspected Iranian Hackers Targeted Ex - Israeli Officials', 'Suspicion: A cyber attack by Iranian hackers led to false alarms in Jerusalem and Eilat', 'Spear - phishing campaign targets Israeli officials , former US ambassador', 'Worse than ever: Jerusalem rocket alert triggered by Iranian hackers infiltrating the computers of the metropolitan municipality', 'Iranians hacked into the emails of senior Israeli officials', 'Suspicion: A cyber attack caused false alarms in Jerusalem and Eilat', 'Iranian hackers hijacked emails of Israeli , US officials - Check Point', 'State - Sponsored Phishing Attack Targeted Israeli Military Officials', 'Iranian hackers tried to break into the computer of T21

Russia UMC Europe & Central Asia2021 February 23 https://www.memri.org/cjl/pro-isis-hackers-claim-dozens-hacking-operations0

NetherlandsHIC Europe & Central Asia2022 March 22 https://www.rtlnieuws.nl/tech/artikel/5296602/tankstations-vs-hacken-gearresteerd-verdachten-goedkopere-benzine0

Russia UMC Europe & Central Asia2022 August 23 https://www.securitylab.ru/news/533522.php0

South KoreaHIC East Asia & Pacific2022 October 5 https://www.news1.kr/articles/?4822852 0

Czech RepublicHIC Europe & Central Asia2022 November 3 https://www.novinky.cz/clanek/internet-a-pc-mobil-masivni-hackersky-utok-cilil-na-o2-operatora-ostrelovali-nekolik-dni-404135290

Canada HIC North America 2022 February 28 https://www.journaldemontreal.com/2022/02/28/piratage-de-chaines-de-tva-dans-des-hotels0

Sweden HIC Europe & Central Asia2021 May 27 https://www.dn.se/sverige/folkhalsomyndigheten-stanger-smittdatabas-efter-forsok-till-dataintrang/0

Poland HIC Europe & Central Asia2021 August 11 https://warszawa.naszemiasto.pl/warszawa-27-letni-haker-pokonal-wszystkie-zabezpieczenia/ar/c1-84053830

Finland HIC Europe & Central Asia2021 January 27 https://www.is.fi/digitoday/tietoturva/art-2000007764380.html0

Argentina UMC Latin America & Caribbean2020 January 14 https://urgente24.com/mundo/global/trump-calienta-motores-para-2020-imagen-islamofoba-y-el-presunto-retorno-de-los0

Russia UMC Europe & Central Asia2020 March 27 https://www.securitylab.ru/blog/company/PandaSecurityRus/348002.php0

Israel HIC Middle East & North Africa2020 December 20 https://mubasher.aljazeera.net/news/2020/12/20/%D9%87%D8%AC%D9%88%D9%85-%D8%A7%D9%84%D9%83%D8%AA%D8%B1%D9%88%D9%86%D9%8A-%D9%8A%D8%B3%D8%AA%D9%87%D8%AF%D9%81-200-%D8%AC%D9%87%D8%A9-%D8%AD%D9%88%D9%84-%D8%A7%D9%84%D8%B9%D8%A7%D9%84%D9%850

Sweden HIC Europe & Central Asia2020 February 26 https://www.ltz.se/artikel/vardanstalld-atalas-for-dataintrang-laste-patientjournaler-utan-lov0

Poland HIC Europe & Central Asia2019 July 2 https://tech.wp.pl/atak-hakerski-na-libijskiego-generala-kilkadziesiat-tysiecy-osob-ofiarami-6398193114302081a0

Finland HIC Europe & Central Asia2019 March 15 https://www.tivi.fi/Kaikki_uutiset/sama-haittaohjelma-piinasi-suomalaisia-pitkaan-nyt-siita-paastiin-67612020

Russia UMC Europe & Central Asia2019 January 6 https://www.playground.ru/blogs/world_of_warcraft/haker_osuschestvlyavshij_ddos_ataki_na_servera_world_of_warcraft_sel_v_tyurmu-332128/0

Vietnam LMC East Asia & Pacific2019 June 3 https://giaoducthoidai.vn/giao-duc/canh-bao-nha-truong-ve-hanh-vi-lua-dao-tan-cong-email-ten-mien-dongthapgovvn-4008008-v.html0

SwitzerlandHIC Europe & Central Asia2019 December 17 https://www.inside-it.ch/articles/56442 0

Indonesia LMC East Asia & Pacific2019 July 2 https://soloraya.solopos.com/read/20190702/491/1002661/server-sid-sragen-diretas-hanya-1-desa-yang-selamat0

Germany HIC Europe & Central Asia2019 July 31 https://www.heise.de/security/meldung/Bezahlen-ohne-PIN-und-Unterschrift-Forscher-hacken-VISAs-50-Euro-Limit-4484956.html0

South KoreaHIC East Asia & Pacific2018 June 12 http://it.chosun.com/site/data/html_dir/2018/06/12/2018061202227.html0

Ukraine LMC Europe & Central Asia2018 November 6 https://lb.ua/news/2018/11/06/411730_hakeri_vzlomali_sayt_minvot.html0

South KoreaHIC East Asia & Pacific2018 October 1 http://www.hankookilbo.com/News/Read/2018100110620367860

Spain HIC Europe & Central Asia2018 November 2 https://www.diariocordoba.com/noticias/cordobaprovincia/detenido-puente-genil-estafar-empresa-hackeo-correo_1261473.html0

Sweden HIC Europe & Central Asia2018 August 16 https://www.svt.se/nyheter/lokalt/dalarna/anstalld-pa-forsakringskassan-atalas-for-dataintrang0

Germany HIC Europe & Central Asia2018 January 3 https://www.netzwelt.de/betrugswarnungen/151869-sparkasse-mail-legitimation-kundenkonto-phishing.html0

Germany HIC Europe & Central Asia2018 May 8 http://www.rtf1.de/news_recht.php?id=194180

Vietnam LMC East Asia & Pacific2018 August 3 https://baomoi.com/nhom-hacker-trung-quoc-dung-sau-cuoc-tan-cong-co-chu-dich-vao-da-nang/c/27138919.epi0

BangladeshLMC South Asia 2018 April 18 http://bartamankantho.com/2018/04/18/4337/0

United StatesHIC North America 2017 November 7 http://www.elnuevodia.com/tecnologia/tecnologia/nota/hackersburlanlaseguridaddetwitter-2372381/0

India LMC South Asia 2017 December 25 https://aajtak.intoday.in/story/hackers-use-malware-infect-atm-delhi-steal-lakhs-rupees-ttec-1-973464.html0

India LMC South Asia 2017 November 2 http://abpmajha.abplive.in/mumbai/mumbai-cops-find-salary-accounts-with-axix-bank-hacked-4750210

Norway HIC Europe & Central Asia2017 January 13 http://www.digi.no/artikler/moss-tingrett-hacket/3675900

China UMC East Asia & Pacific2017 November 13 http://www.itbear.com.cn/html/2017-11/244636.html0



Spain HIC Europe & Central Asia2017 December 13 https://us.as.com/us/2017/12/13/futbol/1513173698_543528.html0

South KoreaHIC East Asia & Pacific2017 August 18 HTTP://www.yonhapnews.co.kr/economy/2017/08/18/0302000000AKR20170818153100003.HTML?template=55660

United KingdomHIC Europe & Central Asia2021 November 22 https://www.itpro.co.uk/security/hacking/361617/hackers-use-squirrelwaffle-malware-to-hack-exchange-servers-in-new-campaign0

United StatesHIC North America 2021 June 3 https://www.msn.com/en-us/news/technology/someone-hacked-the-mta/ar-AAKEdkM0

Ireland HIC Europe & Central Asia2021 June 4 https://www.thejournal.ie/cork-hospital-emergency-department-delays-5457682-Jun2021/0

United StatesHIC North America 2022 July 20 https://healthitsecurity.com/news/data-breach-settlement-bjc-healthcare-agrees-to-put-2.7m-into-email-security0

United StatesHIC North America 2022 July 20 https://www.defenseone.com/threats/2022/07/the-d-brief-july-20-2022/374696/0

United StatesHIC North America 2022 January 12 https://www.govtech.com/education/k-12/washington-district-recovers-website-after-finalsite-hack0

Russia UMC Europe & Central Asia2022 February 24 https://www.securityweek.com/nigerian-admits-us-court-hacking-payroll-company0

United StatesHIC North America 2022 March 31 https://healthitsecurity.com/news/law-enforcement-health-benefits-plan-ransomware-attack-impacts-85k0

United StatesHIC North America 2022 December 18 https://www.fox4news.com/news/dallas-central-appraisal-district-hack-new-website0

United StatesHIC North America 2019 February 22 https://nypost.com/2019/02/22/equifax-expects-fines-from-us-regulators-over-data-breach/0

United StatesHIC North America 2019 March 16 http://www.news-gazette.com/news/local/2019-03-15/data-breach-papa-dels-may-have-exposed-customers-card-info.html0

Russia UMC Europe & Central Asia2019 March 19 https://www.bleepingcomputer.com/news/security/fraud-cyber-attacks-and-phishing-follow-christchurch-attack/0

United KingdomHIC Europe & Central Asia2019 June 3 https://www.infosecurity-magazine.com:443/infosec/iot-four-year-router-flaw-1/0

India LMC South Asia 2019 June 15 https://www.dnaindia.com/india/report-software-in-rajasthan-s-kota-hacking-railways-tatkal-system-27609780

United StatesHIC North America 2022 March 15 https://www.fool.com/investing/2022/03/15/should-investors-worry-about-nvidias-latest-hack/?source=iedfolrf00000010

United StatesHIC North America 2021 April 5 https://www.wweek.com/technology/2021/04/04/wieden-kennedy-employees-exposed-to-a-data-breach/0

United StatesHIC North America 2020 June 16 https://www.fox8live.com/2020/06/16/watch-live-mayor-cantrell-updates-recovery-efforts-after-december-cyber-attack/0

United StatesHIC North America 2019 August 26 https://finance.yahoo.com/news/hacker-admits-she-stole-100-162301194.html0

Australia HIC East Asia & Pacific2019 October 8 https://www.news.com.au/lifestyle/relationships/marriage/men-who-engage-in-workplace-misconduct-significantly-more-likely-to-cheat-on-their-wives/news-story/8b5a4d1dfd4e92f9bc1075ef33b7445e0

United StatesHIC North America 2019 October 17 https://www.athensnews.com/news/local/athens-man-sues-local-health-agency-for-data-breach/article_0b9996b2-f045-11e9-8dc6-075ed4c3dfa8.html0

New ZealandHIC East Asia & Pacific2019 December 2 https://www.nzherald.co.nz/technology/news/article.cfm?c_id=5&objectid=122904320

United StatesHIC North America 2021 May 7 https://www.techtimes.com/articles/259991/20210507/hacked-whatsapp-accounts-used-by-scammers-to-leach-donations-pretending-to-buy-oxygen-machines-for-india.htm0

United StatesHIC North America 2017 April 13 http://news.wbfo.org/post/following-serious-cyber-attack-ecmc-restoring-online-systems0

United KingdomHIC Europe & Central Asia2017 July 5 http://www.gponline.com/nao-investigate-nhs-cyber-attack/article/14386630

United StatesHIC North America 2017 June 12 https://www.technologyreview.com/s/608084/a-hack-used-to-plunge-ukraine-into-darkness-could-still-do-way-more-damage/0

India LMC South Asia 2017 July 13 http://www.business-standard.com/article/current-affairs/50-sim-cards-recovered-from-hacker-accused-of-jio-data-breach-117071300021_1.html0

United KingdomHIC Europe & Central Asia2017 August 7 http://www.itproportal.com/features/what-you-need-to-know-about-the-petya-and-wannacry-cyber-attacks/0

United KingdomHIC Europe & Central Asia2017 November 2 http://www.ibtimes.co.uk/hetzner-hack-top-south-african-web-host-hit-mega-breach-every-client-may-be-exposed-16456580

United StatesHIC North America 2018 May 24 https://www.forbes.com/sites/thomasbrewster/2018/05/24/z-wave-hack-threatens-to-expose-100-million-smart-homes/0

United StatesHIC North America 2018 March 27 https://mrtopstep.com/bank-hackers-set-up-enormous-network-to-mine-bitcoin-for-laundering-money/0

United StatesHIC North America 2018 March 29 http://www.jcpost.com/2018/03/29/chamber-issues-statement-on-phishing-emails/0

United StatesHIC North America 2018 April 14 http://americanlivewire.com/2014-03-03-meetup-site-down/0

Kuwait HIC Middle East & North Africa2018 April 17 http://news.kuwaittimes.net/website/hackers-target-key-hardware-of-government-networks/0

United StatesHIC North America 2018 April 19 http://www.latimes.com/business/technology/la-fi-tn-uber-lyft-spying-20180419-story.html0

United StatesHIC North America 2018 June 27 https://www.nbcdfw.com/news/local/Fort-Worth-Battles-Barrage-of-Cyber-Attacks-486660561.html0

Australia HIC East Asia & Pacific2018 June 20 https://www.cso.com.au/vendor_blog/2/trendlabs-malware-blog/19909/fakespy-android-information-stealing-malware-targets-japanese-and-korean-speaking-users/0

United StatesHIC North America 2018 August 18 https://www.wired.com/story/devastating-report-cias-deadly-mistakes-china/0

China UMC East Asia & Pacific2018 September 14 https://www.scmp.com/news/hong-kong/hong-kong-economy/article/2164305/construction-company-accuses-west-kowloon-cultural0

United StatesHIC North America 2018 December 31 http://www.spamfighter.com/News-21953-Over-26m-malware-attacks-aimed-at-Indian-businesses-during-July-September.htm0

India LMC South Asia 2019 November 2 https://securite.developpez.com/actu/283092/C-est-confirme-les-logiciels-malveillants-nord-coreens-trouves-sur-le-reseau-d-une-centrale-nucleaire-indienne-suite-aux-rumeurs-d-infection-sur-Twitter/[4854792, 4863057, 4854793, 4843961, 4888993, 4828571, 4826854, 4873339, 4838899, 4828586, 4841233, 4852358, 4851920, 4838902, 4843394, 4842422, 4855038, 4852353, 4838930, 4838903, 4843936, 4843891, 4869992, 4846622, 4838937, 4841236, 4843728, 4837176, 4840065, 4848966, 4865249, 4888987, 4928556, 4863561, 4843333, 4839946, 4857687, 4865008, 4843059, 4839392, 4838920, 4889028, 4857290, 4884925, 4838938, 4840469, 4838908, 4860284, 4848883, 4836124, 4840082, 4846414, 4853180, 4863054, 4842419, 4838925, 4857677, 4888988, 4928557, 4835519, 4838895, 4841223, 4844325, 4863049, 4908470, 4930008, 4838905, 4828884, 4842421, 4825572, 4863997, 4888992, 4826850, 4852365, 4838904, 4838946, 4844010, 4841235, 4842412, 4838900, 4847348, 4913808, 4873352, 4838924, 4857689, 4873281, 4854791, 4838945, 4840981, 4844316, 4908472, 4828618, 4838923, 4838965, 4843506, 4869991, 4826105, 4908488, 4860953, 4846624, 4838901, 4857675, 4883011, 4839759, 4848973, 4842465, 4855459, 4842440, 4838942, 4843354, 4844076, 4848971, 4855349, 483888['North Korean hackers targeted Tamil Nadu Nuclear plant , top nuclear scientists : South Korean intel group', 'North Korean Hackers May have Targeted ISRO During Moon Mission : Report', "North Korea: Tamil Nadu: North Korean hackers eye India's nuclear plant, this is the reason - seoul based group claims north korean hackers targeted tamilnadu nuclear plant and experts", 'Cyber attack on India largest nuclear power plant confirmed', 'Cyber attack was in administrative block of Kudankulam not in nuclear', 'Hackers target UN humanitarian organisations', 'Hackers Target UN Humanitarian Organizations : Lookout', 'Kudankulam cyber attack : Russian diplomat says New Delhi assured Moscow that power plant is secure', 'NPC admits to malware attack on its systems | India News', 'Hackers Target UN Humanitarian Organizations Stealing Passwords', 'Indian nuclear power plant network was hacked , officials confirm', 'North Korean hackers targeted Tamil Nadu Nuclear plant , top nuclear scientists : South Korean intel group 192

Canada HIC North America 2020 January 14 https://www.cjme.com/2020/01/13/sask-polytechnic-moose-jaw-police-warn-of-phishing-scam/0

United StatesHIC North America 2020 February 13 https://www.scmagazine.com/home/security-news/cybercrime/phishing-campaign-targets-americas-with-new-variant-of-loda-rat/0

United KingdomHIC Europe & Central Asia2020 May 29 https://www.rollonfriday.com/news-content/exclusive-revil-hackers-hold-second-us-firm-ransom0

United StatesHIC North America 2020 July 27 https://news.yahoo.com/select-express-logistics-provides-notice-210000569.html0

United StatesHIC North America 2020 February 27 https://www.benzinga.com/news/20/02/15430912/breaking-carriers-notified-of-hacker-data-breach-of-tqls-it-systems0

India LMC South Asia 2020 July 3 https://www.hindustantimes.com/india-news/hackers-post-nhai-data-online-say-there-s-more/story-3UGZ79xViYGogEaolSt5PP.html0

United StatesHIC North America 2020 August 2 https://www.msn.com/en-us/news/technology/maine-cancer-foundation-announces-data-breach/ar-BB17sa580

United KingdomHIC Europe & Central Asia2020 September 15 https://www.infosecurity-magazine.com:443/news/new-jersey-keylogger-hacker-jailed/0

United StatesHIC North America 2021 August 12 https://www.msn.com/en-us/news/us/vsp-warns-of-phishing-scam/ar-AANfLc50

United StatesHIC North America 2021 February 20 https://www.wtma.com/news/georgetown-county-rebuilds-computer-network-after-hacking/0

PhilippinesLMC East Asia & Pacific2021 July 16 https://mb.com.ph/2021/07/16/cyberespionage-malware-threatens-ph/0

Indonesia LMC East Asia & Pacific2022 October 12 https://megapolitan.kompas.com/read/2022/10/12/20412611/situs-resmi-bpkad-kota-bekasi-diretas-hingga-kini-belum-dapat-diakses0

Russia UMC Europe & Central Asia2022 February 2 https://www.interfax.ru/moscow/819764 0



France HIC Europe & Central Asia2022 September 9 https://www.android-mt.com/news/alerte-malware-ces-antivirus-bidons-vident-votre-compte-en-banque/128828/0

AzerbaijanUMC Europe & Central Asia2022 February 19 https://news.day.az/hitech/1436928.html 0

South KoreaHIC East Asia & Pacific2022 October 19 https://www.newspim.com/news/view/202210190005000

Austria HIC Europe & Central Asia2022 January 26 https://www.noen.at/niederoesterreich/chronik-gericht/cyberkriminalitaet-schadsoftware-kostet-betriebe-millionen-niederoesterreich-print-cyberkriminalitaet-cyberattacke-3105422010

South KoreaHIC East Asia & Pacific2022 February 20 http://segye.com/newsView/202202205068150

Argentina UMC Latin America & Caribbean2022 January 26 https://elintransigente.com/2022/01/los-riesgos-de-que-hackeen-el-senado-los-servidores-siguen-sin-funcionar-luego-de-14-dias/0

Indonesia LMC East Asia & Pacific2022 September 16 https://www.republika.co.id/berita/riaof2366/aplikasi-sekolah-amerika-diretas-kirim-gambar-tidak-senonoh0

Denmark HIC Europe & Central Asia2022 May 2 https://www.bt.dk/krimi/herningenser-hackede-sig-til-tusindvis-af-intime-billeder0

France HIC Europe & Central Asia2022 June 21 https://www.notretemps.com/depeches/europol-des-pirates-de-comptes-bancaires-arretes-aux-pays-bas-534390

Indonesia LMC East Asia & Pacific2022 April 21 https://www.tribunnews.com/techno/2022/04/21/peretas-gagal-ambil-uang-curian-senilai-1-juta-dolar-as-pelaku-lupa-akan-hal-ini0

Germany HIC Europe & Central Asia2022 March 11 https://rp-online.de/wirtschaft/milliardenschaeden-durch-cyberattacken_aid-670595490

Ukraine LMC Europe & Central Asia2022 December 9 https://news.obozrevatel.com/society/v-genshtabe-predupredili-ob-opasnyih-elektronnyih-pismah-s-preduprezhdeniem-ob-iranskih-dronah-soderzhat-vredonosnuyu-programmu.htm0

Spain HIC Europe & Central Asia2022 May 17 https://www.20minutos.es/tecnologia/policia-nacional-alerta-phishing-suplanta-correos-5001284/0

South KoreaHIC East Asia & Pacific2021 August 11 http://www.nspna.com/report/?mode=view&cid=9007&newsid=5201720

India LMC South Asia 2021 August 16 https://tarunbharat.com/dailynews/10297770

Brazil UMC Latin America & Caribbean2021 February 14 https://www.uol.com.br/start/colunas/control-freak/2021/02/14/8-empresas-de-games-hackeadas-e-atingidas-de-forma-gravissima.htm0

Turkey UMC Europe & Central Asia2021 May 14 https://www.webtekno.com/msi-afterburner-kotu-amacli-yazilim-hakkinda-uyardi-h109885.html0

Mexico UMC Latin America & Caribbean2020 August 20 https://lasillarota.com/dinero/como-hackers-robaron-datos-a-investigadores-de-covid-hackers-covid-19-coronavirus-redes-sociales/4258460

United StatesHIC North America 2020 February 14 https://www.elnuevodia.com/noticias/locales/nota/separandesuspuestosatresempleadosdedesarrolloeconomicotrasataquecibernetico-2546883/0

United StatesHIC North America 2020 October 29 https://www.nacion.com/tecnologia/internet/el-caso-ashley-madison-el-hackeo-que-desnudo-a-39-millones-de-infieles/7QWUS3A4SNDQDLICN4YJANGGHU/story/0

Indonesia LMC East Asia & Pacific2020 April 14 https://jateng.sindonews.com/read/1336/707/website-resmi-pemkot-solo-diretas-oleh-kue-kering-clan-15868658480

Russia UMC Europe & Central Asia2020 March 6 https://www.cnews.ru/news/top/2020-03-06_ssha_obvinili_topmenedzhera0

United StatesHIC North America 2020 August 12 https://www.univision.com/local/dallas-kuvn/irs-alerta-sobre-correos-phishing-para-robar-informacion-de-los-contribuyentes0

Russia UMC Europe & Central Asia2019 August 23 https://tass.ru/ekonomika/6792683 0

Russia UMC Europe & Central Asia2019 May 17 https://actualidad.rt.com/actualidad/315132-equipo-futbol-objetivo-banda-hackers-mexico0

France HIC Europe & Central Asia2019 February 1 https://www.varmatin.com/faits-divers/ne-payez-pas-de-rancon-de-nombreux-varois-victimes-de-chantage-apres-le-piratage-de-plusieurs-millions-dadresses-e-mail-2959390

Denmark HIC Europe & Central Asia2019 February 11 https://www.version2.dk/artikel/kommunes-mail-system-kompromitteret-brugt-udsendelse-phishing-mails-10874570

Austria HIC Europe & Central Asia2019 June 23 https://www.tele.at/sendungsdetails/9799908/makro-cyberangriff-aufs-stromnetz.html0

Colombia UMC Latin America & Caribbean2018 November 2 http://www.radiosantafe.com/2018/11/02/hackers-aprovechan-el-auge-mundial-de-linkedin/0

Indonesia LMC East Asia & Pacific2018 March 7 https://autotekno.sindonews.com/read/1287561/133/nyamar-dibalik-konten-dewasa-malware-baru-intai-pengguna-internet-15203965470

Finland HIC Europe & Central Asia2018 July 30 https://www.mikrobitti.fi/2018/07/posti-toi-kirjeen-kiinasta-mukana-haittaohjelmilla-kyllastetty-cd-levy-jenkkivirastoissa-ihmetellaan-ilmiota/0

Russia UMC Europe & Central Asia2018 November 29 https://ura.news/news/1052361315 0

SwitzerlandHIC Europe & Central Asia2018 August 27 https://www.24heures.ch/suisse/Le-hacking-de-RUAG-plus-grave-qu-annonce/story/114869130

South KoreaHIC East Asia & Pacific2018 July 11 http://news1.kr/articles/?3369523 0

Germany HIC Europe & Central Asia2018 March 13 https://www.netzwelt.de/betrugswarnungen/151869-sparkasse-phishing-mail-wichtiger-sicherheitshinweis--gefaehrlich.html0

Russia UMC Europe & Central Asia2018 September 24 https://www.rbc.ru/crypto/news/5ba8cf349a794797280969a50

South KoreaHIC East Asia & Pacific2018 January 29 http://www.diodeo.com/news/view/22291010

India LMC South Asia 2017 May 19 http://naidunia.jagran.com/madhya-pradesh/sagar-pakistani-hacker-hacked-central-school-website-11620250

Czech RepublicHIC Europe & Central Asia2017 February 14 http://www.lupa.cz/aktuality/falesne-sms-od-dhl-siri-malware-utok-cili-na-klienty-csob/0

France HIC Europe & Central Asia2017 November 22 https://www.sciencesetavenir.fr/ultrabreves/piratage-d-uber-chiens-reclones-et-portes-d-arabie-l-actu-des-sciences-en-3-mn-et-en-ultrabreves_1185240

Czech RepublicHIC Europe & Central Asia2017 July 28 https://www.lupa.cz/aktuality/tak-naplno-uz-i-v-cesku-csirt-varuje-pred-vlnou-phishingu-na-socialnich-sitich/0

Thailand UMC East Asia & Pacific2017 June 15 https://pantip.com/topic/36569209 0

Spain HIC Europe & Central Asia2017 June 24 http://www.farodevigo.es/portada-deza-tabeiros-montes/2017/06/24/xunta-dara-asistencia-legal-gratis/1704681.html0

Israel HIC Middle East & North Africa2017 April 29 http://www.calcalist.co.il/internet/articles/0,7340,L-3712216,00.html0

United StatesHIC North America 2021 December 1 http://edition.cnn.com/2007/US/09/26/power.at.risk/0

United StatesHIC North America 2022 June 22 https://www.jdsupra.com/legalnews/ameriprise-financial-inc-announces-4068781/0

Australia HIC East Asia & Pacific2022 June 7 https://www.itnews.com.au/news/law-firm-mulls-class-action-over-ndis-software-provider-data-breach-5810170

United StatesHIC North America 2022 July 6 https://www.jdsupra.com/legalnews/benefit-plan-administrators-inc-3941545/0

United StatesHIC North America 2021 July 16 https://www.benzinga.com/markets/cryptocurrency/21/07/22018277/rune-coin-loses-11-after-hackers-drain-7-6m-from-thorchains-chaosnet-exploit0

Canada HIC North America 2022 January 14 https://torontosun.com/opinion/columnists/bonokoski-toronto-lab-tracked-down-critics-getting-hacked-in-poland0

United StatesHIC North America 2022 September 16 https://www.jdsupra.com/legalnews/the-physicians-spine-and-rehabilitation-3438609/0

United StatesHIC North America 2022 February 21 https://www.cnn.com/2022/02/21/politics/dc-transit-social-media-accounts-hacked/0

United StatesHIC North America 2022 October 11 https://popcrush.com/genius-tiktok-instagram-hack-viral/0

United StatesHIC North America 2022 May 18 https://healthitsecurity.com/news/avoslocker-claims-responsibility-for-christus-health-ransomware-attack0

United StatesHIC North America 2019 May 6 http://mondaq.com/uk/x/803254/data+protection/Privacy+Information+Security+Law+Blog+UK+Supreme+Court+Gives+Morrisons+Permission+To+Appeal+Data+Breach+Class+Action0



United KingdomHIC Europe & Central Asia2022 December 2 https://invezz.com/news/2022/12/02/hackers-get-away-with-20-million-in-twin-attacks-on-ankr-and-helio/0

United StatesHIC North America 2018 December 24 https://www.businessinsider.com/air-force-practiced-spear-phishing-attacks-on-airmen-in-europe-2018-12[2233606, 2233603, 2233604, 2246521, 2233602, 2233605]['AFCYBER evaluates Airmen with spear - phishing emails > Air Force Reserve Command > News', 'AFCYBER evaluates Airmen with spear - phishing emails > Schriever Air Force Base > Article Display', 'AFCYBER evaluates Airmen with spear - phishing emails > United States Air Force Academy > Air Force Academy News', 'Air Force practiced spear phishing attacks on airmen in Europe', 'AFCYBER evaluates Airmen with spear - phishing emails > U . S . Air Force > Article Display', 'AFCYBER evaluates Airmen with spear - phishing emails > Air Mobility Command > Article Display']5

United StatesHIC North America 2019 January 29 https://www.securitynewspaper.com/2019/01/29/systems-managers-and-ceo-are-dismissed-and-sued-after-massive-health-data-breach/0

United StatesHIC North America 2019 February 11 https://www.jdsupra.com/legalnews/supply-chain-pilots-advance-bitcoin-36889/0

United StatesHIC North America 2019 February 20 https://www.prnewswire.com/news-releases/sam-home-security-boosts-revenues-for-israels-largest-telco-prevents-thousands-of-cyber-attacks-per-week-300798753.html0

Canada HIC North America 2019 August 29 https://www.itworldcanada.com/article/hashtag-trending-apple-suspends-human-voice-analysis-android-app-infected-with-malware/4213760

United StatesHIC North America 2019 November 11 https://www.businessinsider.com/bitcoin-investor-loses-24-million-of-crypto-sim-swap-hackers-2019-110

Liberia LIC Sub-Saharan Africa2019 November 25 http://gnnliberia.com/2019/11/25/british-hacker-who-masterminded-cyber-attack-on-liberian-telecoms-firm-jailed-for-nearly-three-years/0

United StatesHIC North America 2019 November 25 https://www.nrn.com/quick-service/church-s-investigates-data-breach-checkers-expands-malware-probe0

United KingdomHIC Europe & Central Asia2019 December 2 https://drivesncontrols.com/news/fullstory.php/aid/6191/Pilz_is_recovering_from_a__91major_92_ransomware_attack.html0

United StatesHIC North America 2019 December 15 https://www.wdsu.com/article/city-leaders-provide-updates-on-cyber-attack-carrollton-water-plant-incidents/302301340

PhilippinesLMC East Asia & Pacific2018 November 12 https://www.manilatimes.net/ph-privacy-watchdog-probes-airlines-late-report-of-massive-data-breach/466547/0

United KingdomHIC Europe & Central Asia2018 November 14 https://www.bbc.co.uk/news/uk-scotland-glasgow-west-462087950

BangladeshLMC South Asia 2017 January 24 http://www.newstoday.com.bd/?option=details&news_id=2462651&date=2017-01-240

United StatesHIC North America 2017 March 19 http://www.darkreading.com/careers-and-people/american-hacker-arrested-for-2014-jp-morgan-chase-breach-/d/d-id/1327726?piddl_msgid=3260840

United StatesHIC North America 2017 March 14 http://www.wcpo.com/money/consumer/dont-waste-your-money/cincinnati-eye-institute-possible-data-breach0

United StatesHIC North America 2017 April 13 https://ultralightvehicles.wordpress.com/2017/04/13/hacked-home-routers-are-launching-brute-force-attacks-on-wordpress-sites/0

Taiwan 2017 June 28 https://international.thenewslens.com/article/719870

PhilippinesLMC East Asia & Pacific2017 June 9 http://technology.mb.com.ph/2017/06/09/the-witcher-3-developers-cd-projekt-red-blackmailed-by-hackers-holding-cyberpunk-2077-documents/0

United StatesHIC North America 2017 June 21 http://www.prnewswire.com/news-releases/wilshire-law-firm-files-lawsuit-against-brooks-brothers-for-retail-data-breach-300477274.html0

United StatesHIC North America 2017 September 19 http://www.techrepublic.com/article/report-average-enterprise-data-breach-cost-rises-to-1-3m/0

United StatesHIC North America 2017 November 1 https://www.longisland.com/news/11-01-17/ag-schneiderman-announces-700000-joint-settlement-with-hilton-after-data-breach-exposed-hundreds-of-thousands-of-credit-card-numbers.html0

United KingdomHIC Europe & Central Asia2017 October 10 http://www.manxradio.com/news/uk-news/shoppers-warned-after-major-supermarket-chain-hit-by-malware/0

China UMC East Asia & Pacific2017 October 13 http://www.ejinsight.com/20171013-hacker-steals-sensitive-data-on-us-weapons-in-four-month-attack/0

Malaysia UMC East Asia & Pacific2017 October 20 http://www.themalaymailonline.com/malaysia/article/telco-says-will-help-mcmc-probe-alleged-data-breach0

Tuvalu UMC East Asia & Pacific2017 December 5 http://dunyanews.tv/en/Crime/417508-Hackers-loot-millions-of-rupees-from-600-bank-accounts0

Canada HIC North America 2017 September 15 http://www.620ckrm.com/2017/09/15/conexus-warns-of-phishing-scam-in-saskatchewan/0

United KingdomHIC Europe & Central Asia2018 February 2 https://www.express.co.uk/finance/city/913523/Ethereum-price-LIVE-ETH-ripple-bitcoin-blockchain-BeeToken-hack-phising0

United StatesHIC North America 2018 April 19 https://healthitsecurity.com/news/blue-shield-of-california-reports-phi-data-breach0

United StatesHIC North America 2018 November 17 https://www.scmagazine.com/home/security-news/change-of-strategy-cybercrime-group-ta505-tests-new-trat-malware/0

United StatesHIC North America 2020 May 11 https://www.bankinfosecurity.com/botnet-watch-anubis-mobile-malware-gets-new-features-a-142560

India LMC South Asia 2020 January 21 https://www.indiatvnews.com/technology/news-android-beauty-apps-with-malware-delete-now-5816790

Russia UMC Europe & Central Asia2020 February 5 https://www.bleepingcomputer.com/news/security/charming-kitten-hackers-impersonate-journalist-in-phishing-attacks/0

United StatesHIC North America 2020 April 22 https://www.wired.com/story/amid-covid-19-crisis-china-hacking-uighur-iphones/0

United StatesHIC North America 2021 December 29 https://www.techdirt.com/articles/20211211/17220048103/former-us-intelligence-analysts-sued-hacking-saudi-activists-phone-behalf-united-arab-emirates.shtml0

United StatesHIC North America 2020 August 25 https://www.gainesvilletimes.com/news/politics/hall-county-democratic-party-virtual-meeting-filled-with-hackers-racist-comments-against-raphael-warnock/0

United StatesHIC North America 2020 August 31 https://www.kpvi.com/news/local_news/phishing-scam-targeting-nurses/article_782fd62a-ebb1-11ea-99da-9745f250f4c1.html0

United StatesHIC North America 2021 January 6 https://cacm.acm.org/news/249726-hackers-exploit-backdoor-built-into-zyxel-devices/fulltext0

Taiwan 2021 January 6 https://www.taipeitimes.com/News/taiwan/archives/2021/01/07/20037501040

United StatesHIC North America 2020 November 27 http://klpw.com/news/details.cfm?clientid=42&id=3148000

Canada HIC North America 2020 December 12 https://mobilesyrup.com/2020/12/12/hack-access-us-canada-emergency-alert-system/0

Israel HIC Middle East & North Africa2020 December 13 https://www.jewishpress.com/news/israel/report-hackers-possibly-iranians-derail-shipment-of-covid-19-vaccines-to-israel/2020/12/13/0

United StatesHIC North America 2020 December 19 https://www.dailyrepublic.com/all-dr-news/wires/hanford-reportedly-a-target-of-russian-hackers-in-nationwide-infiltration-of-federal-agencies-tri-city-herald-kennewick-wash/0

Hungary HIC Europe & Central Asia2021 September 9 https://hungarytoday.hu/direkt36-opposition-media-owner-surveilled-pegasus-spyware-pava/0

United KingdomHIC Europe & Central Asia2021 October 15 https://www.itpro.co.uk/security/phishing/361268/mirrorblast-phishing-campaign-targets-financial-companies0

Australia HIC East Asia & Pacific2021 October 18 https://www.itnews.com.au/news/service-nsw-deploys-secure-data-transfer-app-after-phishing-attack-5714170

Italy HIC Europe & Central Asia2021 April 17 https://corrieredellumbria.corr.it/news/umbria/26923960/terni-attacco-sistema-informatico-hacker-usl-umbria2-dati-personali-direttore-generale-massimo-defino.html0

Pakistan LMC South Asia 2022 February 9 https://www.express.pk/story/2282573/508/0

Germany HIC Europe & Central Asia2022 March 10 https://www.netzwelt.de/news/200701-vr-securego-phishing-mail-wollen-betrueger-daten.html0

Panama UMC Latin America & Caribbean2022 December 14 https://www.critica.com.pa/sucesos/confirman-detencion-provisional-primer-imputado-en-caso-phishing-6433620

Argentina UMC Latin America & Caribbean2022 February 15 https://www.iprofesional.com/legales/357487-phishing-condenan-al-banco-provincia-a-pagar-multa-de-600-0000

Indonesia LMC East Asia & Pacific2022 January 21 https://money.kompas.com/read/2022/01/21/203507226/bi-jadi-incaran-peretas-ini-langkah-kemenkominfo0

Russia UMC Europe & Central Asia2022 January 25 https://www.securitylab.ru/news/529128.php0

Thailand UMC East Asia & Pacific2022 February 23 https://www.ryt9.com/s/iq36/3300051 0

France HIC Europe & Central Asia2022 April 25 https://www.clubic.com/antivirus-securite-informatique/virus-hacker-piratage/piratage-informatique/actualite-419595-plus-de-34-millions-de-nouveaux-malwares-ont-ete-decouverts-en-2022.html0



United StatesHIC North America 2022 November 14 https://www.teletica.com/sucesos/fiscalia-trabaja-con-interpol-para-localizar-al-hacker-de-hacienda_3237100

France HIC Europe & Central Asia2022 April 23 https://jhm.fr/des-donnees-hospitalieres-en-vente-pour-13-millions-de-dollars/0

Russia UMC Europe & Central Asia2022 May 24 https://www.securitylab.ru/news/531839.php0

Russia UMC Europe & Central Asia2022 May 23 https://www.securitylab.ru/news/531824.php0

Mexico UMC Latin America & Caribbean2021 August 2 https://www.radioformula.com.mx/noticias/20210802/hackeo-masivo-a-funcionarios-zavala-monreal-y-sanchez-cordero-entre-los-afectados/0

Russia UMC Europe & Central Asia2021 July 5 https://www.securitylab.ru/news/521929.php0

Romania UMC Europe & Central Asia2021 March 5 https://itthon.transindex.ro/?hir=63335&egy_romaniai_hacker_620_ezer_dollarnak_megfelelo_kriptovalutat_lopott_a_kajmanszigetekrol0

France HIC Europe & Central Asia2021 November 17 https://cyberguerre.numerama.com/13826-swile-une-campagne-de-phishing-vise-les-utilisateurs-des-cartes-de-tickets-restaurants.html0

Norway HIC Europe & Central Asia2021 February 12 https://www.digi.no/artikler/vannverk-ble-hacket-skjermbilde-av-kontrollpanelet-var-brukt-som-reklame/5067190

South KoreaHIC East Asia & Pacific2021 May 28 https://www.fnnews.com/news/2021052815325075020

NetherlandsHIC Europe & Central Asia2021 February 13 https://www.telegraaf.nl/nieuws/1800267849/turkse-hackers-vallen-pvd-a-aan0

Hungary HIC Europe & Central Asia2021 January 5 https://www.blikk.hu/sztarvilag/sztarsztorik/kokeny-attila-csalas-aloldal-megtevesztes/vnrzelh0

Mexico UMC Latin America & Caribbean2021 June 16 https://www.zocalo.com.mx/loteria-nacional-opera-con-normalidad-tras-hackeo-en-mayo-dice-su-directora-general/0

France HIC Europe & Central Asia2021 June 16 https://www.zdnet.fr/actualites/microsoft-perturbe-une-vaste-campagne-de-phishing-utilisant-le-cloud-computing-39924575.htm0

Belgium HIC Europe & Central Asia2020 July 29 https://datanews.levif.be/ict/actualite/le-piratage-chez-blackbaud-impacte-aussi-plan-international-belgique/article-news-1314915.html0

Mexico UMC Latin America & Caribbean2020 July 9 https://www.debate.com.mx/cdmx/Hackean-el-portal-del-SAT-pero-ya-se-retomo-a-la-normalidad-su-operacion-20200709-0069.html0

Chile HIC Latin America & Caribbean2020 October 22 https://www.biobiochile.cl/noticias/nacional/region-metropolitana/2020/10/22/pdi-aseguro-tener-evidencia-concluyente-contra-detenido-por-hackeo-a-gobierno-digital.shtml0

India LMC South Asia 2020 October 18 https://www.haribhoomi.com/local/haryana/used-to-get-exams-from-someone-else-got-500-government-jobs-by-hacking-themselves-online-3508750

Bulgaria UMC Europe & Central Asia2020 July 11 https://www.novinite.bg/articles/190675/Informaciya-za-hakerski-udar-varhu-darjavni-institucii-podozirat-Bojkov0

Spain HIC Europe & Central Asia2020 July 21 https://www.economiadigital.es/politica-y-sociedad/el-ciberespionaje-un-mercado-oscuro-usado-para-espiar-a-torrent-y-politicos-del-proces_20083593_102.html0

Denmark HIC Europe & Central Asia2019 September 30 https://www.idag.dk/article/view/678953/demant_hackerangreb_sender_ambitios_vaekstplan_i_skraldespanden0

Czech RepublicHIC Europe & Central Asia2019 August 2 https://www.zive.cz/clanky/novy-spionazni-malware-lookback-se-maskuje-za-neuspesny-vysledek-zkousky-a-pouziva-makra/sc-3-a-199638/default.aspx0

India LMC South Asia 2019 March 31 https://naidunia.jagran.com/national-nhm-website-hack-data-missing-of-two-lakh-employees-28880300

Serbia UMC Europe & Central Asia2019 October 28 https://www.blic.rs/vesti/svet/masovni-hakerski-napad-na-meti-bilo-oko-2000-internet-stranica/s6v02e30

Saudi ArabiaHIC Middle East & North Africa2019 April 15 https://www.alweeam.com.sa/585445/%D8%A8%D8%B1%D9%86%D8%A7%D9%85%D8%AC-%D8%AE%D8%A8%D9%8A%D8%AB-%D9%8A%D8%AA%D8%B3%D9%84%D9%84-%D8%A5%D9%84%D9%89-%D8%A2%D9%8A%D9%81%D9%88%D9%86/0

Denmark HIC Europe & Central Asia2019 February 15 https://www.computerworld.dk/art/246466/kendt-dansk-webshop-aabner-igen-efter-to-maaneders-nedbrud-efter-hackerangreb-det-er-ikke-nogen-billig-beslutning0

South KoreaHIC East Asia & Pacific2018 September 20 HTTP://www.yonhapnews.co.kr/economy/2018/09/20/0301000000AKR20180920033500053.HTML?template=55670

NetherlandsHIC Europe & Central Asia2018 October 10 http://www.computeridee.nl/nieuws/nieuwe-phishing-mails-uit-naam-ing-in-omloop/0

Finland HIC Europe & Central Asia2018 November 30 https://www.tivi.fi/Kaikki_uutiset/it-konkarin-jarjestelmiin-murtauduttiin-kaikkien-kayttajien-salasanat-nollattiin-67512590

Israel HIC Middle East & North Africa2018 July 23 http://www.pc.co.il/featured/271426/ 0

Sweden HIC Europe & Central Asia2018 June 23 https://www.fz.se/forum/trad/430943-uplay-hackad0

Argentina UMC Latin America & Caribbean2018 August 16 http://www.iprofesional.com/tecnologia/275972-instagram-facebook-twitter-Denuncian-masivo-hackeo-de-cuentas-de-Instagram0

Russia UMC Europe & Central Asia2018 July 6 http://www.aif.ru/techno/apps/v_google_chrome_i_mozilla_firefox_obnaruzheno_shpionskoe_rasshirenie0

Mexico UMC Latin America & Caribbean2017 February 12 http://www.vanguardia.com.mx/articulo/promotores-del-impuesto-refrescos-victimas-de-un-spyware0

Colombia UMC Latin America & Caribbean2017 February 3 http://www.pulzo.com/nacion/director-agencia-inteligencia-exonerado-hackeo-campana-zuluaga/PP2039780

Hungary HIC Europe & Central Asia2017 July 24 http://www.hirmutato.hu:80/most/?2805750-feltorte_a_mav-ot_is_a_bkk-hacker_valaki_vagy_hazudik_vagy_teved0

Senegal LMC Sub-Saharan Africa2017 March 29 https://senepeople.com/2017/03/29/201467/0

United StatesHIC North America 2017 January 26 https://www.newsli.com/2017/01/26/a-g-schneiderman-announces-settlement-with-computer-manufacturer-after-data-breach-exposed-more-than-35000-credit-card-numbers/[125784, 137835]['A . G . Schneiderman Announces Settlement With Computer Manufacturer After Data Breach Exposed More Than 35 , 000 Credit Card Numbers', 'NY Attorney General Schneiderman Settles Data Breach Investigation']1

Russia UMC Europe & Central Asia2022 June 13 https://www.securitylab.ru/news/532252.php0

Russia UMC Europe & Central Asia2022 June 13 https://russian.rt.com/russia/news/1014418-izvestiya-haker-ataka0

United KingdomHIC Europe & Central Asia2021 April 15 https://www.infosecurity-magazine.com:443/news/arrest-made-over-californian-city/0

United StatesHIC North America 2022 June 15 https://www.forbes.com/sites/daveywinder/2022/06/15/microsoft-windows-users-should-act-now-to-fix-under-attack-0-day-hack/0

Ireland HIC Europe & Central Asia2021 May 21 https://www.shannonside.ie/news/ruh-issue-update-on-delays-to-services-next-week-due-to-cyber-attack-1823810

United KingdomHIC Europe & Central Asia2021 June 11 https://www.crowdfundinsider.com/2021/06/176490-eset-research-reveals-suspected-supply-chain-hackers/0

Japan HIC East Asia & Pacific2022 July 29 https://www.engadget.com/axie-infinity-ceo-moved-3-million-in-crypto-121534422.html0

United StatesHIC North America 2022 July 30 https://rrobserver.com/fbi-cyber-attacks-increasing-in-nm/0

United StatesHIC North America 2022 August 18 https://www.tomshardware.com/news/scammers-distribute-fake-microsoft-office-usb-sticks-with-malware0

United StatesHIC North America 2022 July 21 https://www.scmagazine.com/news/email-security/hackers-use-paypal-accounts-to-spoof-popular-brands-create-fake-invoices0

United StatesHIC North America 2022 September 22 http://uknow.uky.edu/student-news/nelnet-loan-service-data-breach-what-you-should-know0

United StatesHIC North America 2022 April 19 https://www.wthr.com/article/money/whats-the-deal/dont-toss-that-prepaid-debit-card-it-could-be-your-equifax-settlement-hack-indiana-attorney-general-social-security-number/531-ddc4762a-b143-403c-8fb8-8b67a6efe2b20

United StatesHIC North America 2022 October 24 https://www.jdsupra.com/legalnews/cybersecurity-awareness-month-fast-2929730/0

United StatesHIC North America 2022 May 24 https://www.wortfm.org/increase-of-ransomware-in-madison/0

United StatesHIC North America 2022 December 29 https://www.globenewswire.com/news-release/2022/12/29/2580873/0/en/MIDWEST-ORTHOPAEDIC-CONSULTANTS-DATA-BREACH-ALERT-Issued-by-Wolf-Haldenstein-Adler-Freeman-Herz-LLP.html0

Australia HIC East Asia & Pacific2019 February 8 https://www.afr.com/technology/foreign-nation-suspected-in-federal-mp-computer-hack-20190208-h1b0bn0

United StatesHIC North America 2019 May 16 https://www.natlawreview.com/article/privacy-awareness-week-health-information-health-sector-and-notifiable-data-breach0



United StatesHIC North America 2022 April 7 https://www.nextgov.com/cybersecurity/2022/04/doj-disrupts-botnet-run-russian-state-backed-hacking-group-sandworm/364237/0

Russia UMC Europe & Central Asia2019 May 22 https://sputniknews.com/asia/201905221075200551-indian-police-confirms-daesh-cyber-attack/0

Russia UMC Europe & Central Asia2020 April 17 https://www.securityweek.com/hackers-targeting-azerbaijan-show-interest-scada-systems0

United StatesHIC North America 2020 July 3 https://www.bankinfosecurity.com/operators-behind-valak-malware-expand-malicious-campaign-a-145580

Iran LMC Middle East & North Africa2020 September 21 https://english.alarabiya.net/en/variety/2020/09/21/Hackers-again-infiltrate-ISIS-channels-with-pornography-Expert0

United StatesHIC North America 2019 August 7 https://usatodayhss.com/2019/va-high-school-600-field-phishing-scheme0

United StatesHIC North America 2019 February 19 https://www.kwtx.com/content/news/Copperas-Cove--Police-warn-of-another-phishing-scam-506017121.html0

United StatesHIC North America 2019 February 24 https://torrentfreak.com/cracksnow-apologizes-for-ransomware-torrents-says-accounts-were-hacked-190224/0

Mexico UMC Latin America & Caribbean2019 August 19 https://mexiconewsdaily.com/news/cyberattacks-hack-government-accounts/0

United KingdomHIC Europe & Central Asia2019 August 27 https://www.itproportal.com/news/hackers-hit-popular-enterprise-security-tools/0

India LMC South Asia 2019 September 26 https://www.thehindubusinessline.com/info-tech/sonic-wall-labs-spots-lokibot-malware-attacks/article29517329.ece0

United StatesHIC North America 2019 December 16 https://threatpost.com/echobot-iot-botnet-exploit-additions/151154/0

United StatesHIC North America 2017 January 20 http://www.csoonline.com/article/3159667/security/rsync-errors-lead-to-data-breach-at-canadian-isp-kwic-internet.html0

United StatesHIC North America 2017 March 13 http://www.inquisitr.com/4055945/advice-for-coachella-users-after-massive-hack-lineup-changed/0

United StatesHIC North America 2017 July 6 http://www.deccanchronicle.com/technology/in-other-news/060717/apple-under-malware-fire-microsoft-improves-security-for-windows.html[646543, 1208797, 646566]['Apple Users Under Malware Fire as Microsoft Improves Windows Security', 'Apple under malware fire ; Microsoft improves security for Windows', 'Apple ’ s iPhone at 10 : Still no major malware – MacDailyNews']2

Australia HIC East Asia & Pacific2017 May 23 http://www.theaustralian.com.au/business/technology/cios-in-life-of-fire-as-cyber-attacks-hit-alltime-high/news-story/7f0a619c4e21dad9ecbd15174456b05b?nk=c25d242b862343eeed3c9c39a94244ad-14954987060

United StatesHIC North America 2017 May 4 https://federalnewsradio.com/cybersecurity/2017/05/irs-education-dept-delayed-reporting-major-data-breach-lawmakers-claim/0

United StatesHIC North America 2017 May 20 http://www.ourmidland.com/news/article/Daily-News-affected-by-malware-11160884.php0

United StatesHIC North America 2017 May 15 http://www.fresnobee.com/news/nation-world/article150679092.html0

South AfricaUMC Sub-Saharan Africa2017 May 31 http://www.itweb.co.za/index.php?option=com_content&view=article&id=162212:Old-Mutual-hacked-no-losses-incurred&catid=3590

United StatesHIC North America 2017 August 24 http://www.ketv.com/article/usps-phishing-scam-targets-customers-with-fake-delivery-emails/120900800

BangladeshLMC South Asia 2017 August 28 http://www.clickittefaq.com/db-detains-bkash-hackers-dhaka-comilla/0

United StatesHIC North America 2017 July 28 http://kscj.com/2017/07/28/plastic-surgery-associates-suffers-computer-hack/0

United StatesHIC North America 2017 September 13 http://wgnradio.com/2017/09/13/wintrust-business-lunch-91317-equifax-hacks-amazons-hq2-chicago-architecture-biennial/0

United StatesHIC North America 2017 October 16 http://www.zdnet.com/article/these-fake-tax-documents-spread-jrat-malware/0

India LMC South Asia 2017 May 10 http://timesofindia.indiatimes.com/city/bhubaneswar/aiff-website-hacked/articleshow/58600519.cms0

Canada HIC North America 2017 May 1 http://www.cbc.ca/news/canada/sudbury/cambrian-college-ransomware-hack-1.40936340

Jersey 2017 March 10 http://www.godlikeproductions.com/forum1/message3471599/pg10

Iran LMC Middle East & North Africa2018 April 7 https://en.radiofarda.com/a/29151701.html0

United StatesHIC North America 2018 April 16 https://www.newsbtc.com/2018/04/16/well-known-ico-investor-ian-ballina-hacked-millions-worth-cryptocurrency-lost/0

United StatesHIC North America 2018 October 26 https://threatpost.com/poc-attack-leverages-microsoft-office-and-youtube-to-deliver-malware/138585/0

United StatesHIC North America 2018 May 18 https://www.spamfighter.com/News-21554-California-Hacker-who-Defaced-Government-Online-Sites-to-be-Prosecuted.htm0

Jamaica UMC Latin America & Caribbean2018 September 4 http://www.jamaicaobserver.com/technology/hackers-target_SMARTPHONES_to_mine_CRYPTOCURRENCIES_143270?profile=14700

United KingdomHIC Europe & Central Asia2018 September 24 https://www.scmagazineuk.com/researchers-warn-itranslator-man-in-the-middle-malware/article/14938380

United StatesHIC North America 2020 May 11 https://threatpost.com/sphinx-riddle-us-targets-modifications/155621/0

Kuwait HIC Middle East & North Africa2020 February 19 https://news.kuwaittimes.net/website/kuna-website-hacking-suspect-in-custody/0

Australia HIC East Asia & Pacific2020 March 5 https://www.abc.net.au/news/rural/2020-03-05/bass-strait-freight-backlog-impacting-tasmanian-exporters/120285980

United StatesHIC North America 2020 March 29 https://www.heraldmailmedia.com/news/special/coronavirus/officials-warn-of-fake-covid--map-with-malware/article_1d54030a-f420-59f0-a2ab-252693737865.html0

Israel HIC Middle East & North Africa2020 April 2 https://www.middleeastmonitor.com/20200402-turkish-military-hacks-into-syria-regime-radio-to-broadcast-warning/0

United StatesHIC North America 2020 April 15 https://www.newstimes.com/policereports/article/New-Milford-email-hacking-case-pushed-to-July-15202169.php0

United StatesHIC North America 2021 December 15 http://itbusinessnet.com/2021/12/eris-john-shegerian-calls-morgan-stanley-data-breach-settlement-a-cautionary-tale-about-responsible-data-destruction/0

United StatesHIC North America 2020 October 28 https://www.abajournal.com/news/article/fragoman-reveals-data-breach-affecting-some-employees-of-its-client-google0

United StatesHIC North America 2021 August 13 https://statescoop.com/delaware-county-pa-plans-cybersecurity-upgrade-after-ransomware-attack/0

United StatesHIC North America 2021 August 27 https://www.tmcnet.com/usubmit/2021/08/27/9438702.htm0

United StatesHIC North America 2021 March 24 https://healthitsecurity.com/news/brute-force-campaign-on-windows-smbs-spreads-worming-malware0

India LMC South Asia 2021 September 4 https://www.freepressjournal.in/bhopal/madhya-pradesh-three-arrested-in-gwalior-for-bank-of-bahrain-and-kuwait-server-hacking-case0

United StatesHIC North America 2021 September 24 https://thehill.com/policy/technology/overnights/573885-hillicon-valley0

United StatesHIC North America 2021 October 18 https://www.consumeraffairs.com/news/new-excel-phishing-scam-targets-financial-service-sector-101821.html0

United StatesHIC North America 2021 November 2 https://statescoop.com/missouri-teachers-credit-monitoring-governor-hacking/0

Germany HIC Europe & Central Asia2022 July 27 https://www.netzwelt.de/news/206294-aktivieren-fps-psd2-plus-konto-phishing-masche-setzt-sparkassen-kundschaft-druck.html0

Russia UMC Europe & Central Asia2022 March 3 https://tass.ru/ekonomika/13953241 0

United StatesHIC North America 2022 April 21 https://www.larepublica.net/noticia/38-millones-en-perdidas-al-dia-generan-hackers-al-sector-exportador0

Poland HIC Europe & Central Asia2022 November 23 https://conowego.pl/artykuly/rosyjscy-hakerzy-wlamali-sie-do-bialego-domu-w-2014-roku-129390

Russia UMC Europe & Central Asia2021 March 28 https://iz.ru/1142858/roman-kildiushkin/ograblenie-koda-kolichestvo-khakerskikh-atak-v-torgovle-vyroslo-na-770

Spain HIC Europe & Central Asia2021 March 12 https://www.heraldo.es/noticias/economia/2021/03/12/hackeo-al-sepe-todo-lo-estan-haciendo-en-papel-como-antiguamente-y-tienen-que-usar-hasta-su-movil-particular-1476956.html0



Czech RepublicHIC Europe & Central Asia2021 February 9 https://channelworld.cz/analyzy/eset-cesi-se-potykaji-s-phishingem-jsou-vydirani-falesnymi-choulostivymi-nahravkami-259220

Russia UMC Europe & Central Asia2021 October 28 https://www.securitylab.ru/news/526049.php0

Poland HIC Europe & Central Asia2021 August 19 https://conowego.pl/artykuly/atak-na-uzytkownikow-ipko-cyberprzestepcy-wyludzaja-dane-97130

Poland HIC Europe & Central Asia2021 June 22 https://wiadomosci.gazeta.pl/wiadomosci/7,114884,27234137,ataki-na-skrzynki-mailowe-abw-o-zwiazkach-agresorow-z-dzialaniami.html0

Venezuela Latin America & Caribbean2021 January 15 https://altadensidad.com/suspension-de-cuenta-alerta-de-phishing-via-sms-a-clientes-bbva-espana/0

KazakhstanUMC Europe & Central Asia2021 October 17 https://zonakz.net/2021/10/17/fishingovoj-atakoj-obyasnili-nedostupnost-facebook-akkauntov-kabmina-kazaxstana/0

SwitzerlandHIC Europe & Central Asia2021 November 22 https://www.itmagazine.ch/artikel/75985/Exchange-Luecke_Malware_in_internen_E-Mail-Ketten_gefunden.html0

Spain HIC Europe & Central Asia2021 October 28 https://www.20minutos.es/noticia/4870742/0/el-supuesto-sorteo-de-la-aspiradora-dyson-y-otros-casos-de-phishing-que-acaban-en-suscripciones/0

Canada HIC North America 2018 July 11 https://www.bennettjones.com/en/Blogs-Section/CRTC-Issues-250000-in-Penalties-for-Malware-Distribution[1811061, 1811065]['CRTC imposes its first fines related to malware', 'CRTC Issues $250 , 000 in Penalties for Malware Distribution']1

SwitzerlandHIC Europe & Central Asia2020 November 18 https://www.onlinepc.ch/internet/sicherheit/homegate-warnt-phishing-mails-2606662.html0

Mexico UMC Latin America & Caribbean2020 May 27 https://www.elsoldemexico.com.mx/mexico/hackean-pagina-web-de-adquisiciones-de-la-ssa-secretaria-de-salud-5284879.html0

Russia UMC Europe & Central Asia2020 August 26 https://3dnews.ru/1019127 0

Czech RepublicHIC Europe & Central Asia2020 December 20 https://www.lupa.cz/clanky/facebook-vyhlasil-valku-applu-hackeri-utocili-pres-solarwinds-a-cyberpunk-2077-ma-problemy/0

El SalvadorLMC Latin America & Caribbean2020 July 12 https://www.lapagina.com.sv/nacionales/hackean-sitio-web-de-la-ues-y-cambian-las-notas-de-los-estudiantes/0

Russia UMC Europe & Central Asia2020 August 26 https://1prime.ru/business/20200826/831956164.html0

Brazil UMC Latin America & Caribbean2019 September 20 https://www.dm.com.br/brasil/2019/09/operacao-spoofing-prende-suspeitos-de-hackear-autoridades/0

Chile HIC Latin America & Caribbean2020 September 23 https://www.prensafutbol.cl/368395-la-serena-tras-el-hackeo-delincuentes-de-poca-monta/0

BangladeshLMC South Asia 2019 April 15 http://www.risingbd.com/law-crime-news/2949310

Indonesia LMC East Asia & Pacific2019 April 15 https://news.okezone.com/read/2019/04/15/606/2043556/tanggapan-tkn-soal-hacker-serang-kubu-prabowo-sandiaga0

United StatesHIC North America 2018 September 7 https://www.telemundo51.com/noticias/mundo/Acusan-a-hacker-norcoreano-por-ataques-que-crearon-caos-mundial-computadoras-Wanna-Cry-492677801.html0

Spain HIC Europe & Central Asia2018 September 3 https://www.lasexta.com/tecnologia-tecnoxplora/internet/basta-tapar-webcam-este-spyware-tambien-controla-micro-hace-capturas-pantalla_201808315b8931f80cf202bb7c1ceb06.html0

Ukraine LMC Europe & Central Asia2018 June 18 https://ubr.ua/ukraine-and-world/technology/kiberuhroza-jadernoho-masshtaba-pochemu-ssha-vveli-sanktsii-protiv-rossijskikh-it-kompanij-i-vodolazov-38716780

South KoreaHIC East Asia & Pacific2018 December 4 http://www.edaily.co.kr/news/read?newsId=01472726619435240&mediaCodeNo=2570

Italy HIC Europe & Central Asia2022 January 3 https://www.punto-informatico.it/redline-malware-ruba-password-google-drive/[3944696, 3438485]['RedLine Alert: The malware that steals passwords via Google Drive', 'Google Drive: Watch out for RedLine, the password-stealing malware']1

Sweden HIC Europe & Central Asia2017 September 26 http://www.sydostran.se/tt-ekonomi/chefsbyte-efter-stort-dataintrang/0

Russia UMC Europe & Central Asia2017 March 5 https://www.rzn.info/news/2017/3/5/v-korabline-vzlomali-bankomat.html0

Tunisia LMC Middle East & North Africa2017 January 23 http://www.afrik-foot.com/le-site-de-la-caf-victime-de-hackers0

Bolivia LMC Latin America & Caribbean2017 June 16 http://www.paginasiete.bo/opinion/en-la-mira/2017/6/16/peligroso-hackeo-cuenta-141258.html0

Egypt LMC Middle East & North Africa2017 May 11 http://24.com.eg/Mnwat/2666962.html 0

Croatia HIC Europe & Central Asia2017 July 26 https://www.tportal.hr/tehno/clanak/haker-upao-na-pametni-termostat-i-igrao-se-temperaturom-201707260

United KingdomHIC Europe & Central Asia2021 April 7 https://www.bdonline.co.uk/news/arup-staff-caught-up-in-ransomware-attack/5111285.article0

United StatesHIC North America 2022 June 22 https://www.kztv10.com/news/local-news/brooks-county-pays-off-hacker-with-tax-dollars-after-ransomware-attack0

United StatesHIC North America 2021 June 23 https://www.pbs.org/newshour/politics/watch-live-senate-armed-services-committee-holds-hearing-on-recent-cyber-attacks0

United StatesHIC North America 2022 August 11 https://www.jdsupra.com/legalnews/wecc-inc-d-b-a-watson-electrical-4363990/0

United StatesHIC North America 2021 July 16 https://www.newsweek.com/hackers-are-stealing-identities-people-killed-surfside-collapse-officials-say-16106160

United KingdomHIC Europe & Central Asia2022 July 18 https://www.techradar.com/news/opendocument-malware-scams-target-hotels-across-the-world0

China UMC East Asia & Pacific2021 July 22 https://citywireselector.com/news/private-equity-faces-ethical-reckoning-following-spyware-revelations/a15331200

India LMC South Asia 2022 March 17 https://zeenews.india.com/technology/statistics-ministry-s-twitter-account-hacked-name-changed-to-elon-musk-briefly-2446055.html0

United StatesHIC North America 2022 December 2 https://www.forbes.com/sites/mariagraciasantillanalinares/2022/12/02/ankr-hack-of-6-quadrillion-tokens-looks-like-inside-job/0

India LMC South Asia 2019 March 6 https://english.sakshi.com/andhrapradesh-politics/2019/03/06/ys-jagan-to-meet-governor-on-data-breach-case-today0

United StatesHIC North America 2019 January 31 http://www.eurasiareview.com/31012019-black-cube-targets-cyber-security-ngo-at-behest-of-leading-israeli-malware-maker-oped/0

United StatesHIC North America 2019 March 6 http://www.homelandsecuritynewswire.com/dr20190306-how-terrorism-undermines-democracy-chinese-hacks-pollutionspotting-plane-over-houston-and-more0

India LMC South Asia 2022 July 25 http://www.deccanchronicle.com/nation/crime/250722/cyber-frauds-hack-fd-details-cheat-account-holders.html0

Indonesia LMC East Asia & Pacific2022 January 21 https://en.antaranews.com/news/210933/electronic-system-operator-monitored-after-bis-hacking-incident0

United KingdomHIC Europe & Central Asia2020 May 2 https://www.gazettelive.co.uk/news/teesside-news/council-back-online-after-cyber-181878650

Australia HIC East Asia & Pacific2019 July 4 https://www.itwire.com/security/new-malware-downloader-spotted-on-windows-systems.html0

United StatesHIC North America 2019 February 14 https://healthitsecurity.com/news/united-hospital-district-reports-june-2018-breach-from-phishing-attack0

United StatesHIC North America 2019 February 21 https://thehill.com/policy/technology/overnights/430843-hillicon-valley-microsoft-reveals-new-russian-hacking-attempts0

India LMC South Asia 2019 March 11 https://timesofindia.indiatimes.com/city/ahmedabad/emails-ads-used-to-spread-malware/articleshow/68349812.cms0

United StatesHIC North America 2019 August 18 https://www.heraldguide.com/news/school-district-responds-to-rash-of-state-cyber-attacks/0

United StatesHIC North America 2019 September 26 https://www.spamfighter.com/News-22432-Digital-database-of-Hungarian-Development-Center-destroyed-by-hackers.htm0

United StatesHIC North America 2019 October 7 https://www.executivegov.com/2019/10/cisa-warns-of-new-cyber-attack-similar-to-wannacry/0

United StatesHIC North America 2019 December 26 https://www.newsreview.com/sacramento/small-town-big-hack/content?oid=294887110

Japan HIC East Asia & Pacific2019 May 4 https://www.zdnet.com/article/hackers-steal-card-data-from-201-online-campus-stores-from-canada-and-the-us/0

India LMC South Asia 2017 March 27 http://www.india.com/news/india/22-mumbai-residents-conned-bank-of-maharashtra-for-rs-1-42-crore-after-hacking-the-upi-app-1967492/0



United StatesHIC North America 2018 September 21 http://www.bostonherald.com/entertainment/movies/2018/09/in_assassination_nation_lives_ruined_as_town_s_dark_secrets_are_hacked0

Canada HIC North America 2017 February 10 http://www.delta-optimist.com/news/updated-delta-south-mla-the-whistleblower-in-liberal-hacking-allegation-1.97920560

United StatesHIC North America 2017 March 1 https://threatpost.com/cloudpets-notifies-california-ag-of-data-breach/124002/0

United StatesHIC North America 2017 May 8 http://wwlp.com/investigative-story/hackers-tap-into-security-cameras-and-broadcast-to-sites-on-the-web/0

Australia HIC East Asia & Pacific2017 September 8 http://www.abc.net.au/radio/programs/pm/massive-hack-prompts-warning-for-australia/88873820

Japan HIC East Asia & Pacific2017 November 4 http://n4g.com/news/2119286/users-of-d3sk1ng-gta-online-hack-struck-with-huge-ban-wave0

United StatesHIC North America 2017 June 30 http://www.motherjones.com/politics/2017/06/trump-administration-still-silent-on-this-weeks-major-malware-attack/0

United Arab EmiratesHIC Middle East & North Africa2017 May 16 http://www.zawya.com/mena/en/story/5_of_global_cyber_attacks_targeted_UAE_last_year-GN_15052017_160564/0

United StatesHIC North America 2017 November 15 http://www.businesswire.com/news/home/20171115005988/en/Ponemon-Institute-Study-Reveals-Organizations-Lose-50

Ireland HIC Europe & Central Asia2018 April 14 https://www.breakingnews.ie/ireland/independent-news-and-media-announces-protection-plan-following-data-breach-837357.html0

United StatesHIC North America 2018 October 10 https://www.mypalmbeachpost.com/news/lake-worth-zombie-alert-hacker-used-city-email-breach-system/DV1ugfLLxTuOOkMpckgfOJ/0

Russia UMC Europe & Central Asia2018 October 23 https://www.emptywheel.net/2018/10/23/the-universe-of-hacked-and-leaked-emails-from-2016-podesta-emails/0

United StatesHIC North America 2018 October 18 https://www.powermag.com/blackenergy-grid-disrupting-malware-has-a-successor-researchers-warn/0

United StatesHIC North America 2018 December 7 https://news.softpedia.com/news/cyptojacking-campaign-used-two-malware-strains-to-target-iot-and-linux-devices-524153.shtml0

Israel HIC Middle East & North Africa2020 June 11 https://www.timesofisrael.com/israeli-held-in-us-for-ties-to-massive-hacking-for-hire-operation/0

Australia HIC East Asia & Pacific2020 January 31 https://www.crn.com.au/news/phishing-emails-imitating-pm-scott-morrison-crop-up-5372680

United KingdomHIC Europe & Central Asia2020 February 28 https://www.ftadviser.com/your-industry/2020/02/28/ir35-pandemonium-and-fca-data-breach-week-in-news/0

United StatesHIC North America 2020 March 18 https://calvinayre.com/2020/03/18/business/australian-watchdog-warning-online-casino-phishing/0

South KoreaHIC East Asia & Pacific2020 March 19 http://www.donga.com/news/Main/article/all/20200320/100247156/1[2411319, 2399810, 4178605]['Concern mounts over security of military PCs amid hacking attacks', 'What we know about North Korean hackers and why not all of it is true', '[Exclusive] Military PC security program laxity … Concerns over defenseless exposure to North Korean hacking']2

Israel HIC Middle East & North Africa2020 April 1 http://www.jewishaz.com/community/local-rabbis-targeted-in-phishing-schemes/article_25d22096-73ab-11ea-aa94-03b57bf0c174.html0

Sri Lanka LMC South Asia 2020 April 10 https://www.newsfirst.lk/2020/04/10/cert-warns-against-malware-being-sent-through-email/0

United StatesHIC North America 2020 August 4 https://www.q13fox.com/news/tacoma-public-schools-warns-of-phishing-scam-asking-for-personal-information0

Australia HIC East Asia & Pacific2021 March 3 https://www.news.com.au/technology/online/hacking/hackers-access-personal-details-of-oxfam-australia-charity-supporters/news-story/577f658603500ac41086970649b13d8c0

Bulgaria UMC Europe & Central Asia2021 December 7 https://www.investor.bg/web/456/a/atakite-sys-zlovreden-softuer-sa-narasnali-sys-151-prez-pyrvoto-polugodie-341206/0

India LMC South Asia 2021 November 4 https://www.freepressjournal.in/mumbai/foreigner-held-for-hacking-bank-system-and-diverting-543-crore0

South KoreaHIC East Asia & Pacific2022 April 18 https://news.mt.co.kr/mtview.php?no=2022041814371426313&MS_P0

Russia UMC Europe & Central Asia2022 February 26 https://regnum.ru/news/3518267.html 0

Argentina UMC Latin America & Caribbean2021 March 22 http://www.laarena.com.ar/tecnologia-hackearon-a-un-gigante-de-la-informatica-y-pidieron-la-cifra-mas-alta-de-toda-la-historia-2164780-55.html0

Iran LMC Middle East & North Africa2021 October 5 https://www.balatarin.com/permlink/2021/10/4/56759570

Russia UMC Europe & Central Asia2021 March 5 https://www.championat.com/auto/news-4286091-uilyams-otmenil-prezentaciyu-novogo-bolida-v-prilozhenii-iz-za-ego-vzloma.html0

Austria HIC Europe & Central Asia2021 September 15 https://computerwelt.at/printausgabe/linux-im-visier-der-hacker/0

Tunisia LMC Middle East & North Africa2021 February 5 https://directinfo.webmanagercenter.com/2021/02/05/tunisie-lansi-met-en-garde-contre-des-attaques-phishing/0

South KoreaHIC East Asia & Pacific2021 November 15 https://www.voakorea.com/a/white-house-inflation/6313706.html0

India LMC South Asia 2020 April 7 https://www.dinamalar.com/news_detail.asp?id=25168860

United StatesHIC North America 2020 August 28 https://www.telemundolasvegas.com/noticias/local/ccsd-anuncia-a-padres-de-familia-sobre-hackeo-en-su-sistema/2095652/0

Russia UMC Europe & Central Asia2020 May 15 https://www.kommersant.ru/doc/4346990 0

Italy HIC Europe & Central Asia2020 May 21 https://www.notizie.it/cronaca/2020/05/21/hackerato-san-raffaele/0

Germany HIC Europe & Central Asia2020 May 11 https://www.heise.de/newsticker/meldung/Ruhr-Universitaet-Bochum-Ransomware-Befall-bestaetigt-Stoerungen-dauern-an-4718438.html0

Mexico UMC Latin America & Caribbean2020 April 4 https://www.xataka.com.mx/seguridad/primero-pemex-despues-secretaria-economia-ahora-intentan-hackear-al-instituto-nacional-migracion-mexico0

South KoreaHIC East Asia & Pacific2020 May 8 http://seoul.co.kr/news/newsView.php?id=202005085001680

Germany HIC Europe & Central Asia2020 July 3 https://www.t-online.de/region/erfurt/news/id_88168674/corona-bezug-cyberattacken-auf-thueringer-landesverwaltung.html0

Mexico UMC Latin America & Caribbean2020 February 27 https://www.elimparcial.com/tecnologia/El-ransomware-DoppelPaymer-que-afecto-a-PEMEX-esta-publicando-informacion-que-obtuvo-ya-que-no-se-pago-el-rescate.-20200226-0120.html0

Spain HIC Europe & Central Asia2020 March 10 https://www.laverdad.es/murcia/piratas-informaticos-piden-20200310184304-nt.html0

Greece HIC Europe & Central Asia2020 November 11 https://www.euro2day.gr/news/world/article/2051008/accenture-kratika-yposthrizomenoi-hakers-htypoyn-s.html0

Ukraine LMC Europe & Central Asia2019 May 26 http://talks.su/news/v-google-play-nashli-fishingovoe-prilozhenie-dlya-koshelkov-20190526/0

Italy HIC Europe & Central Asia2019 May 13 http://www.bellunopress.it/2019/05/13/attacchi-hacker-berton-alzare-la-soglia-di-protezione-confindustria-mette-a-disposizione-il-servizio-di-cybersecurity/0

United Arab EmiratesHIC Middle East & North Africa2019 October 24 https://aitnews.com/2019/10/24/%D8%B3%D9%8A%D9%83%D9%8A%D9%88%D8%B1%D9%88%D8%B1%D9%83%D8%B3-%D8%AA%D9%83%D8%AA%D8%B4%D9%81-%D8%A8%D8%B1%D9%85%D8%AC%D9%8A%D8%A9-%D8%B1%D9%8A%D9%81%D9%8A%D9%84-%D9%84%D8%B7%D9%84%D8%A8-%D8%A7%D9%84/0

South KoreaHIC East Asia & Pacific2019 November 27 https://www.yna.co.kr/view/AKR201911271669000020

Hungary HIC Europe & Central Asia2019 October 6 https://hup.hu/node/4092 0

Russia UMC Europe & Central Asia2019 February 18 https://www.rbc.ru/crypto/news/5c6aa9669a79470a43a7de7e0

Finland HIC Europe & Central Asia2018 May 30 https://www.mikrobitti.fi/2018/05/fbi-syyttaa-venajaa-massiivisesta-sahkopostitilien-murrosta/0

France HIC Europe & Central Asia2018 October 29 https://www.canardpc.com/redacteur/noel-malware0

Russia UMC Europe & Central Asia2018 March 1 http://noticia.ru/allnews/proisshestviya/v-katalonii-zaderzhan-podozrevaemyj-v-hakerskih-atakah-vo-vremya-vyborov.htm0

Mexico UMC Latin America & Caribbean2018 May 16 http://www.milenio.com/policia/explotan-departamentos-arcos-zapopan-bomberos-incendio-milenio-noticias-jalisco_0_1175882774.html0

Saudi ArabiaHIC Middle East & North Africa2018 December 9 https://twasul.info/1287331/%D9%85%D9%88%D9%82%D8%B9-%D8%A3%D9%85%D8%B1%D9%8A%D9%83%D9%8A-%D8%A7%D9%84%D8%AC%D9%8A%D8%B4-%D8%A7%D9%84%D8%A5%D9%84%D9%83%D8%AA%D8%B1%D9%88%D9%86%D9%8A-%D9%84%D9%84%D8%A3%D8%B3%D8%AF-%D8%A7%D8%AE/0



BangladeshLMC South Asia 2017 May 12 http://bangla.bdnews24.com/tech/article1333500.bdnews0

Turkey UMC Europe & Central Asia2017 February 13 https://www.donanimhaber.com/guvenlik/haberleri/Sony-Picturesi-hackleyen-Lazarus-simdi-de-finans-kurumlarini-hedef-aldi.htm0

Indonesia LMC East Asia & Pacific2017 July 2 https://autotekno.sindonews.com/read/1216567/133/email-ini-menjadi-sasaran-peretas-14984361630

Ukraine LMC Europe & Central Asia2017 September 10 http://svit24.net/world-news/300-world-news/91420-haker-vzlomaly-sajt-agentstva-nacbezopasnosty-ssha0

Ukraine LMC Europe & Central Asia2017 November 15 http://ua.racurs.ua/news-97135-kerivnyk-centru-kiberbezpeky-brytaniyi-zayavyv-pro-hakerski-ataky-rosiyi-na-ob-iekty-energetyky0

Ukraine LMC Europe & Central Asia2017 April 10 http://expres.ua/news/2017/04/10/237144-rosiyanyn-poplatyvsya-hakerski-ataky-vyborah-ssha0

Ukraine LMC Europe & Central Asia2017 April 23 https://news-front.info/2017/04/23/ukrainskie-spetssluzhby-i-hakery-postavili-pod-ugrozu-delovuyu-reputatsiyu-mts-operatora-mobilnoj-svyazi/0

France HIC Europe & Central Asia2017 May 4 http://www.nicematin.com/justice/un-mois-requis-contre-le-hacker-qui-avait-devoile-des-informations-confidentielles-sur-le-personnel-du-chpg-a-monaco-1341880

Russia UMC Europe & Central Asia2017 October 4 https://regnum.ru/news/polit/2330324.html0

Russia UMC Europe & Central Asia2017 November 13 http://rosinvest.com/novosti/1334839 0

United KingdomHIC Europe & Central Asia2021 April 11 https://www.itpro.co.uk/security/ransomware/359161/evidence-suggests-revil-behind-harris-federation-ransomware-attack0

Russia UMC Europe & Central Asia2022 June 14 https://www.securityweek.com/chinese-cyberespionage-group-starts-using-new-pingpull-malware0

United KingdomHIC Europe & Central Asia2021 June 20 https://www.iwradio.co.uk/news/isle-of-wight-news/scams-circulating-on-isle-of-wight-involve-email-hacking-and-doorstep-traders/0

United StatesHIC North America 2022 August 19 https://www.healthcareitnews.com/news/fbi-prevents-nebraska-hospital-cyber-attack0

United StatesHIC North America 2022 July 22 https://www.newportri.com/story/news/local/2022/07/22/newport-malware-attack-results-city-employee-data-being-accessed/10126738002/0

South AfricaUMC Sub-Saharan Africa2022 January 11 https://www.news24.com/news24/southafrica/news/govt-cannot-say-for-sure-what-happened-to-compromised-information-in-last-years-ransomware-attack-202201110

United StatesHIC North America 2022 August 28 https://boxden.com/showthread.php?t=31662010

NetherlandsHIC Europe & Central Asia2022 September 2 https://www.smn-news.com/index.php/st-maarten-st-martin-news/41183-gebe-recovered-data-not-usable-two-companies-hired-post-ransomware-attack.html0

United StatesHIC North America 2022 September 16 https://www.jdsupra.com/legalnews/the-springs-living-inc-files-notice-of-6836823/0

United KingdomHIC Europe & Central Asia2022 April 28 https://www.digit.in/news/general/coca-cola-data-breach-by-russian-hackers-details-63610.html[3611591, 3610778, 3614038, 3617755, 3609797, 3613687, 3611205, 3613125, 4088086, 3611951, 3611919, 3613812]['Coca-Cola investigates allegations of hackers and theft of its data', 'Coca Cola is investigating reports of data breach', 'Coca - Cola investigating data breach claims by Stormous group', 'Russian-associated hacker group Stormous reported a Coca-Cola hack and theft of 161 GB of data. But was there really a hack?', 'Russian - linked hackers says theyve hacked Coca - Cola', 'Russian hackers attack Coca-Cola asking for a ransom of 61 million euros in Bitcoins', 'Coca - Cola allegedly hacked by Russia - linked hacker group , stolen data now up for sale', 'A massive Coca - Cola data breach by Pro - Russian hackers is reportedly under investigation : Here are the details', 'Coca-Cola hacked', 'Coca - Cola Investigates Data - Theft Claims After Ransomware Attack', 'Coca - Cola investigating potential large - scale data breach', 'Stormous Claims Credit for Ransomware Attack on Coca - Cola']11

United StatesHIC North America 2022 March 24 https://sheridanmedia.com/news/100824/rawlins-hospital-hit-with-ransomware-attack-over-weekend/0

United KingdomHIC Europe & Central Asia2022 November 1 https://www.computing.co.uk/news/4059258/cranefly-hackers-microsoft-iis-logs-deliver-malware0

United StatesHIC North America 2022 November 16 https://www.jdsupra.com/legalnews/connexin-software-inc-office-practicum-8083170/0

Canada HIC North America 2022 August 16 https://kitchener.ctvnews.ca/parents-call-for-transparency-following-wrdsb-hack-that-saw-student-data-accessed-1.60283040

New ZealandHIC East Asia & Pacific2022 October 2 https://www.newstalkzb.co.nz/news/crime/they-treated-me-like-an-idiot-top-union-boss-fumes-with-bank-after-hackers-drain-accounts/0

United StatesHIC North America 2022 June 17 https://healthitsecurity.com/news/eye-care-leaders-emr-data-breach-tally-surpasses-2-million0

United StatesHIC North America 2022 July 4 https://www.investing.com/news/cryptocurrency-news/discord-disaster-107-nft-collections-hacked-in-the-past-month-28437200

United StatesHIC North America 2019 July 4 https://www.masslive.com/news/2019/07/a-constant-battle-with-some-us-cities-paying-high-ransoms-to-hackers-springfield-tries-to-help-city-workers-spot-phishing-emails.html0

Russia UMC Europe & Central Asia2019 February 22 https://sputniknews.com/news/201902221072660490-77th-brigade-twitter-hacked/0

United KingdomHIC Europe & Central Asia2019 August 2 https://www.northantstelegraph.co.uk/news/politics/cyber-attack-hits-east-northants-and-wellinborough-councils-just-weeks-after-audit-warning-1-90208760

Canada HIC North America 2019 August 31 https://www.itbusiness.ca/news/businesses-stand-to-lose-20-of-sales-revenue-forever-after-a-hack-says-study/1121240

United StatesHIC North America 2019 September 10 https://www.spamfighter.com/News-22401-Astro-customers-MyKad-data-got-compromised-due-to-a-data-breach.htm0

Syria LIC Middle East & North Africa2019 September 17 https://www.globalsecurity.org/intell/library/news/2019/intell-190917-sputnik01.htm0

United StatesHIC North America 2019 October 4 http://www.spamfighter.com/News-22447-Travis-Central-Appraisal-District-becomes-victim-of-a-ransomware-attack.htm0

Canada HIC North America 2019 September 27 https://lfpress.com/news/local-news/cyber-attack-on-strathroy-manufacturer-latest-in-string-in-southwestern-ontario0

United StatesHIC North America 2019 October 30 https://viconsortium.com/breaking-news/residents-debit-and-credit-cards-charged-hundreds-of-dollars-through-cyber-attack-on-wapa-payments-vendor-wapa-urging-customers-to-utilize-other-forms-of-payment/0

United StatesHIC North America 2019 December 3 https://blog.tmcnet.com/blog/rich-tehrani/security/truedialog-data-breach-due-to-negligence-will-the-company-be-sued-out-of-existence.html0

United StatesHIC North America 2019 December 12 http://www.wbrz.com/news/state-police-investigating-ransomware-attack-at-brcc0

United StatesHIC North America 2019 December 21 https://www.law360.com/banking/articles/1230211/contested-equifax-data-breach-deal-gets-final-nod0

United StatesHIC North America 2017 January 24 http://investmentwatchblog.com/dems-get-worst-news-imaginable-on-russian-hacking-gowdys-now-on-the-case/0

United StatesHIC North America 2017 February 11 http://www.nbcnews.com/news/us-news/data-breach-pip-printing-company-leaks-thousands-highly-sensitive-documents-n718886?cid=public-rss_201702110

Canada HIC North America 2017 April 21 http://www.sasklifestyles.com/sony-playstation-and-xbox-still-recovering-from-christmas-hack-1.16967750

United KingdomHIC Europe & Central Asia2017 May 19 http://www.nottinghampost.com/nottingham-doctors-thank-understanding-patients-after-nhs-hack/story-30342542-detail/story.html0

South KoreaHIC East Asia & Pacific2017 June 12 http://world.kbs.co.kr/english/news/news_Po_detail.htm?No=1279330

United StatesHIC North America 2017 June 12 http://www.pymnts.com/news/security-and-risk/2017/81-million-bangladesh-cyber-heist-cuts-into-swift-profits/0

Virgin IslandsHIC Latin America & Caribbean2017 July 13 http://www.virginislandsdailynews.com/news/police-reveal-data-breach-months-after-the-fact/article_ca273d4c-16b7-5f5f-9fd6-3ece44619607.html0

Ireland HIC Europe & Central Asia2017 July 29 http://www.irishtimes.com/news/consumer/parkbytext-investigating-potential-customer-data-breach-1.31705030

United KingdomHIC Europe & Central Asia2017 July 26 http://www.oxfordmail.co.uk/news/15434230._No_patient_data_compromised__in_NHS_trust_hacking/[710552, 695891, 1217090, 695888, 698612, 710553, 695889]['Yet another NHS data breach', 'Oxford Health NHS Foundation Trust says patient data safe after  Dark Cloud  hacking ( From The Oxford Times ) ', 'Data Breach at Tewksbury Hospital May Have Compromised Patient Confidential Information', 'Oxford Health NHS Foundation Trust says patient data safe after  Dark Cloud  hacking ( From Oxford Mail ) ', 'Tewksbury Hospital PHI Data Breach Threatens 1K Patients', 'NHS staff personal data leaked in latest data breach', 'Oxford Health NHS Foundation Trust says patient data safe after  Dark Cloud  hacking ( From thisisoxfordshire ) ']6

India LMC South Asia 2017 October 25 http://www.thehindu.com/news/cities/mumbai/cert-issues-cyber-attack-warning-for-india/article19920037.ece0

United StatesHIC North America 2017 May 3 https://www.forbes.com/sites/thomasbrewster/2017/05/03/researchers-hack-industrial-robot-making-a-drone-rotor/0

New ZealandHIC East Asia & Pacific2018 February 16 https://www.radionz.co.nz/news/world/350565/gcsb-condemns-major-cyber-attack0

India LMC South Asia 2018 January 30 http://www.ibtimes.co.in/lenovos-fingerprint-scanner-can-be-hacked-using-hardcoded-password-check-full-list-affected-7587650

India LMC South Asia 2018 February 8 http://www.freepressjournal.in/mumbai/mumbai-cuffe-parade-police-arrests-mastermind-of-phishing-racket/12174180

United KingdomHIC Europe & Central Asia2018 March 16 https://www.infosecurity-magazine.com:443/news/sofacy-targets-european-government/0

PhilippinesLMC East Asia & Pacific2018 May 8 http://cnnphilippines.com/business/2018/05/08/wendys-jollibee-website-hack-delivery.html0



United StatesHIC North America 2018 October 12 https://www.wnd.com/2018/10/iranian-terrorists-hacking-phones-worldwide/0

PhilippinesLMC East Asia & Pacific2018 October 18 https://www.bworldonline.com/over-750000-filipino-users-affected-in-facebook-breach-npc-demands-report/0

United KingdomHIC Europe & Central Asia2020 June 19 https://www.itpro.co.uk/security/vulnerability/356141/severe-cisco-webex-flaw-grants-hackers-access-to-meeting-data0

North KoreaLIC East Asia & Pacific2020 June 16 https://www.nknews.org/2020/06/researchers-identify-slew-of-new-malware-variants-linked-to-north-korea/0

United StatesHIC North America 2020 March 5 https://www.coindesk.com/crypto-investment-fund-suffers-hack-exposing-data-of-266000-users-report0

Canada HIC North America 2020 July 23 https://globalnews.ca/news/7210136/highway-407-etr-data-breach-charges/0

United StatesHIC North America 2020 April 13 http://www.techtimes.com/articles/248771/20200413/maroposts-data-breach-vs-the-biggest-data-breaches-of-2020.htm0

United StatesHIC North America 2020 August 19 https://marketrealist.com/p/bitfinex-hack-56-million-bitcoin-moved/0

United StatesHIC North America 2020 August 19 https://www.techtimes.com/articles/251912/20200819/iphone-spyware-found-secretly-used-by-one-city-in-california-for-15-000-heres-why-it-is-alarming.htm0

United StatesHIC North America 2021 January 4 http://www.digitaljournal.com/business/ransomware-forces-provider-netgain-to-take-down-data-centers/article/5832920

India LMC South Asia 2020 October 11 http://www.daijiworld.com/news/newsDisplay.aspx?newsID=7599020

United StatesHIC North America 2020 December 10 https://www.krgv.com/news/fbi-and-texas-attorney-general-s-office-investigate-data-breach-affecting-27-million-texas-drivers0

United StatesHIC North America 2021 October 22 https://forextv.com/top-news/44-of-healthcare-and-pharmaceutical-organizations-have-experienced-a-data-breach-caused-by-a-third-party-in-the-last-12-months/0

South KoreaHIC East Asia & Pacific2022 February 3 https://www.insight.co.kr/news/380646[3485862, 3482986, 3491701]['Police investigate voice phishing case that extorted 65 million won from a victim in her 20s: Bridge Economy, a companion in the age of 100', 'Voice phishing gang stealing 5 billion won from 300 people in the name of prostitution deposit', '9 million won voice phishing damage prevented by persistent persuasion of city police officers : Nate News']2

Mexico UMC Latin America & Caribbean2022 October 1 https://planoinformativo.com/875537/en-manos-de-quien-estamosg-prd-tras-hackeo-0

Belgium HIC Europe & Central Asia2022 November 17 https://www.rtbf.be/article/deux-russes-derriere-le-site-z-library-arretes-pour-piratage-par-la-justice-americaine-111058680

Russia UMC Europe & Central Asia2022 July 11 https://www.securitylab.ru/news/532740.php0

Russia UMC Europe & Central Asia2022 March 22 https://www.securitylab.ru/news/530713.php0

Russia UMC Europe & Central Asia2022 July 1 https://www.ferra.ru/news/techlife/khakery-vorovali-dannye-s-serverov-microsoft-exchange-celyi-god-podryad-01-07-2022.htm0

Spain HIC Europe & Central Asia2022 November 21 https://www.periodistadigital.com/politica/gobierno/20221121/nuevo-ataque-seguridad-nacional-hackean-ministerio-economia-nadia-calvino-noticia-689404811461/0

Germany HIC Europe & Central Asia2022 March 18 https://www.netzwelt.de/news/200459-visa-secure-verfahren-aktivieren-phishing-mail-dkb-kunden-visier-1803.html0

Israel HIC Middle East & North Africa2022 April 24 https://www.pc.co.il/news/361401/ 0

United StatesHIC North America 2022 April 26 https://www.crhoy.com/nacionales/hackeo-de-conti-a-hacienda-tambien-salpica-al-conavi/0

South KoreaHIC East Asia & Pacific2021 February 2 https://zdnet.co.kr/view/?no=202102021631190

Indonesia LMC East Asia & Pacific2021 September 13 https://tekno.kompas.com/read/2021/09/13/12070027/jaringan-kementerian-diduga-diretas-pengamat--perlu-dicek-kebenarannya0

Russia UMC Europe & Central Asia2021 February 26 https://3dnews.ru/1033629/arest-ne-izza-denuvo-politsiya-otpustila-hakera-empress-kotoraya-vzlomala-rdr-2-i-immortals-fenyx-rising0

South KoreaHIC East Asia & Pacific2021 June 16 https://www.khan.co.kr/national/national-general/article/2021061613460010

Israel HIC Middle East & North Africa2021 April 12 https://www.pc.co.il/news/335824/ 0

Mexico UMC Latin America & Caribbean2021 May 6 http://www.hidrocalidodigital.com/hackeo-al-registro-publico-ha-costado-100-millones/0

Norway HIC Europe & Central Asia2021 December 28 https://saltenposten.no/nyheter/nordland-fylkeskommune-rydder-etter-datainnbrudd/19.305320

France HIC Europe & Central Asia2020 March 13 https://www.ledauphine.com/edition-cluses-mont-blanc/2020/03/12/la-mairie-retrouve-peu-a-peu-ses-donnees0

Romania UMC Europe & Central Asia2020 June 16 https://www.wall-street.ro/articol/IT-C-Tehnologie/256610/cert-ro-avertizeaza-asupra-unor-campanii-de-malware-ce-folosesc-imaginea-postei-romane.html0

Venezuela Latin America & Caribbean2020 August 17 https://www.elchiguirebipolar.net/17-08-2020/mama-que-intentaba-entrar-a-concierto-online-de-franco-de-vita-hackea-el-pentagono-por-error/0

Russia UMC Europe & Central Asia2020 January 9 http://chechenews.com/%D1%80%D1%83%D1%81%D1%81%D0%BA%D0%B8%D0%B9-%D1%85%D0%B0%D0%BA%D0%B5%D1%80-%D0%BA%D0%BE%D0%B7%D0%BB%D0%BE%D0%B2%D1%81%D0%BA%D0%B8%D0%B9-%D0%B7%D0%B0-%D1%81%D0%BE%D0%B7%D0%B4%D0%B0%D0%BD%D0%B8%D0%B5/0

Ukraine LMC Europe & Central Asia2020 February 11 http://internetua.com/kiberpoliciya-blokirovala-fishingovuua-shemu-zavladeniya-kriptovaluatoi0

Spain HIC Europe & Central Asia2020 June 16 https://www.ultimahora.es/noticias/sociedad/2020/06/16/1173625/estafa-phishing-carrefour-esta-ofreciendo-tarjetas-regalo.html0

Spain HIC Europe & Central Asia2019 May 24 https://elpais.com/tecnologia/2019/05/23/actualidad/1558646983_883457.html0

Russia UMC Europe & Central Asia2019 September 9 https://aif.ru/society/law/policiya_predotvratila_vzlom_bankovskih_yacheek_v_omskoy_oblasti0

South KoreaHIC East Asia & Pacific2019 September 26 https://news.joins.com/article/23588264 0

Russia UMC Europe & Central Asia2019 February 12 https://gorod55.ru/news/society/12-02-2019/posle-hakerskoy-ataki-omskogo-it-banka-vozbuzhdeno-ugolovnoe-delo-o-kibermoshennicheste0

South KoreaHIC East Asia & Pacific2019 September 26 http://biz.chosun.com/site/data/html_dir/2019/09/26/2019092600184.html0

Italy HIC Europe & Central Asia2018 March 1 http://www.comunicati-stampa.net/com/add-on-piratato-di-wordpress-trasforma-siti-in-dispenser-di-malware.html0

Chile HIC Latin America & Caribbean2018 January 6 http://diariofutrono.cl/noticia/policia-y-bomberos/2018/01/hackeo-a-datos-de-la-pdi-constituye-un-alarmante-caso-de-vulneracion-de-informacion-reservada0

South KoreaHIC East Asia & Pacific2018 June 25 http://news.joins.com/article/22746281 0

Finland HIC Europe & Central Asia2017 June 20 https://www.mikrobitti.fi/2017/06/kayttajavirhe-massiivisen-tietovuodon-taustalla-kassakaappi-jonka-ovi-on-jatetty-auki/0

France HIC Europe & Central Asia2017 December 20 http://www.lefigaro.fr/secteur/high-tech/2017/12/20/32001-20171220ARTFIG00116-le-cours-du-bitcoin-tangue-apres-le-piratage-d-une-plateforme-d-echange.php0

Germany HIC Europe & Central Asia2017 January 12 http://www.golem.de/news/black-energy-wieder-malware-angriff-auf-stromnetz-in-der-ukraine-1701-125535.html0

France HIC Europe & Central Asia2017 September 18 https://www.lavieimmo.com/emissions-immobilieres/trackeet-un-logiciel-espion-repertorie-les-locations-non-declarees-40476.html0

United KingdomHIC Europe & Central Asia2021 May 19 https://www.doncasterfreepress.co.uk/news/pay-us-ps15-million-or-else-one-call-hackers-ransom-demand-as-police-investigate-32421550

United StatesHIC North America 2021 June 7 https://www.wral.com/federal-officials-discuss-gas-pipeline-hack/19714941/0

United StatesHIC North America 2021 July 2 https://www.reuters.com/legal/government/blackbaud-must-face-data-breach-claims-over-2020-ransomware-attack-2021-07-02/0

United StatesHIC North America 2022 July 14 https://www.darkreading.com/attacks-breaches/data-breaches-linked-to-ransomware-declined-in-q2-20220

Australia HIC East Asia & Pacific2022 August 2 https://ia.acs.org.au/article/2022/us-seizes--715-000-bitcoin-ransom-from-hackers.html0

United StatesHIC North America 2021 August 6 https://www.darkreading.com/attacks-breaches/ftc-phishing-campaign-targets-unemployment-benefits-pii0

Qatar HIC Middle East & North Africa2022 August 26 https://www.paddleyourownkanoo.com/2022/08/26/portuguese-airline-foils-cyber-attack-but-experts-warn-criminal-hackers-have-the-aviation-industry-in-their-sights/0



United StatesHIC North America 2022 January 12 https://www.healthcareitnews.com/news/ehr-vendor-hit-lawsuit-following-data-breach0

United StatesHIC North America 2022 October 20 https://www.chicagobusiness.com/health-care/google-facebook-parent-involved-advocate-aurora-data-breach0

United StatesHIC North America 2018 July 30 http://datanews.levif.be/ict/actualite/des-detenus-mettent-la-main-sur-225-000-dollars-en-piratant-un-logiciel-carceral/article-normal-872011.html[1869787, 1866460, 1867299, 1866512, 1867306, 1874700, 1872275, 1870985, 1869617, 1866466, 1871322, 1872997, 1866405, 5063521, 1871019, 1867262, 1868932, 1866467, 1869096, 1871321, 1865237, 1870591, 1867231, 1868027, 1870561, 1870552, 1896075, 1870554, 1869095, 1868864, 1876757, 1866664]['us idaho inmates hack prison system and steal 225000 dollars | 364 prisoners looted 1.5 crore rupees by hacking jail software; Transfer between mutual accounts', 'The Weekly Hack : Idaho inmates exploit prison tablets to hack money', 'Jail hacking, Idaho inmates stole 200,000 dollars - bdnews24. com', 'Idaho inmates hacked system to transfer money into their accounts : officials', 'Idaho Inmates Hacked Prison Tablets And Stole $225 , 000 | Brunei No . 1 News Website', 'USA: Prisoners hack tablets and shoot 225. 000 dollar credit', 'Inmates hack tablets to transfer credit to their accounts in Idaho', 'Inmates hacked tablets to transfer over $200 , 000 into accounts', 'US Prisoners Exploit Computer Flaw for Benefits', 'Idaho Inmates Hacked Prison Service for $225 , 000 in Credit', 'Prisoners steal $225,000 in prison software hack - News', 'Idaho Inmates Hack Tablets for Extra Credits - Infosecurity Magazine', 'Inmates from five prisons hacked email, physical and telephone service and stole tens of thousands o31

Canada HIC North America 2019 April 24 https://www.stratfordbeaconherald.com/news/local-news/stratford-still-working-to-resolve-cyber-attack0

United StatesHIC North America 2019 June 14 https://betanews.com/2019/06/14/symantec-hack/0

Finland HIC Europe & Central Asia2019 June 13 https://yle.fi/uutiset/osasto/news/thursdays_papers_no-confidence_vote_cyber_attack_fallout_hypermarket_fashion/108295950

United StatesHIC North America 2019 June 29 https://www.jdsupra.com/legalnews/massive-data-breach-underscores-84009/0

United StatesHIC North America 2020 August 3 https://www.governing.com/security/Kentucky-Officials-Slow-to-Respond-to-System-Data-Breach.html0

Japan HIC East Asia & Pacific2019 January 16 https://www.zdnet.com/article/hackers-breach-and-steal-data-from-south-koreas-defense-ministry/0

United StatesHIC North America 2019 January 27 https://www.abqjournal.com/1272831/phone-hack-distrupts-family-health-services.html0

United StatesHIC North America 2019 July 25 https://www.darkreading.com/endpoint/android-spyware-has-ties-to-election-interference/d/d-id/13353510

Uganda LIC Sub-Saharan Africa2019 February 4 https://pctechmag.com/2011/06/mobile-malware-alert-beware-of-fake-android-market/0

Gibraltar HIC Europe & Central Asia2019 March 8 http://chronicle.gi/2019/03/police-algeciras-arrest-sophisticated-phishing-gang/0

United StatesHIC North America 2019 September 6 https://www.ecommercetimes.com/story/security/86211.html0

United StatesHIC North America 2019 August 8 https://www.dothaneagle.com/townnews/crime/sewell-no-ransom-or-data-breach-in-cyber-attack/article_1de70db6-ba19-11e9-af4b-a34aad0d04de.html0

United StatesHIC North America 2019 October 1 http://www.wcjc.com/2019/10/01/ransomware-attack-hits-subaru-of-indiana/0

United StatesHIC North America 2019 October 31 http://www.spamfighter.com/News-22490-Weston-students-targeted-by-hackers-via-phishing-emails.htm0

United StatesHIC North America 2019 December 6 https://www.natlawreview.com/article/veterinary-network-hit-ransomware0

United StatesHIC North America 2019 December 6 https://www.natlawreview.com/article/border-restaurant-suffers-data-breach0

United StatesHIC North America 2019 January 3 https://www.hometownstations.com/news/irs-phishing-scams-on-the-rise/article_53097e1a-0ee4-11e9-9dac-a3c80fd588f4.html0

United StatesHIC North America 2018 December 19 https://hackaday.com/2018/12/19/rigol-mso5000-hacked-features-unlocked/0

India LMC South Asia 2017 March 31 http://punemirror.indiatimes.com/pune/civic/victims-take-up-group-effort-against-hackers/articleshow/57948539.cms0

United StatesHIC North America 2017 March 31 http://www.delmarvanow.com/story/news/education/2017/03/31/fears-hackers-shut-down-financial-aid-tool/99866898/0

United StatesHIC North America 2017 July 7 http://integrated.processmyquote.com/at-least-60-chipotles-in-minnesota-hit-by-malware/0

United StatesHIC North America 2017 July 11 https://www.scmagazine.com/android-leakerlocker-malware-locks-device-screens-does-little-else/article/674111/0

United StatesHIC North America 2017 July 18 https://www.grahamcluley.com/spyware-abuses-telegram-messaging-app-to-target-iranian-android-users/0

Australia HIC East Asia & Pacific2017 August 8 https://www.gizmodo.com.au/2017/08/senior-us-official-claimed-the-fcc-got-hacked-after-security-professionals-found-no-proof/0

United KingdomHIC Europe & Central Asia2017 October 17 http://www.plymouthherald.co.uk/news/police-issue-warning-over-amazon-6402840

United StatesHIC North America 2017 October 17 http://www.eweek.com/security/chinese-groups-attack-japanese-firms-resurrect-old-malware0

United StatesHIC North America 2017 February 22 http://www.wmcactionnews5.com/story/34576218/phishing-scam-nets-hundreds-of-viskase-employee-ids0

Czech RepublicHIC Europe & Central Asia2017 August 8 http://pctuning.tyden.cz/index.php?option=com_content&view=article&id=47833&catid=1&Itemid=57[732940, 1226528, 1226529]['Internet threats in the Czech Republic: Chromex caught up with the Danger malware in July - ITBIZ - Your number one among zeros', 'In July, Chromex caught up with the Danger malware', 'Internet threats in the Czech Republic: In July, Chromex caught up with the Danger malware']2

United StatesHIC North America 2018 April 11 https://dailynorthwestern.com/2018/04/10/city/durbin-questions-zuckerberg-on-right-to-privacy-facebook-data-breach/0

Australia HIC East Asia & Pacific2018 June 19 https://www.smh.com.au/national/queensland/hr-data-breach-affects-thousands-of-queensland-jobseekers-20180618-p4zm7b.html0

United StatesHIC North America 2018 July 9 http://www.4-traders.com/CYREN-LTD-8943/news/Cyren-Data-Breach-Report-Underscores-Phishing-Risk-for-Manufacturers-26898955/0

Australia HIC East Asia & Pacific2018 July 12 https://www.afr.com/news/policy/foreign-affairs/huawei-linked-to-major-data-breach-20180712-h12l840

United StatesHIC North America 2018 October 5 https://www.zerohedge.com/news/2018-10-04/mattis-says-russian-gru-caught-red-handed-hacking-opcw-vows-cyber-support-allies0

United KingdomHIC Europe & Central Asia2018 July 13 http://www.dailymail.co.uk/sciencetech/article-5951837/Warnings-new-Bitcoin-ransom-scam-claims-hackers-recorded-watching-PORN.html0

Australia HIC East Asia & Pacific2018 September 17 https://www.itwire.com/security/84514-nsa-s-eternalblue-exploit-still-being-used-to-target-windows.html0

United KingdomHIC Europe & Central Asia2018 December 3 http://www.thecommentator.com/article/6894/hack_attack_cyber_attacks_on_social_media_up_14_in_one_year0

United StatesHIC North America 2020 February 14 https://www.darkreading.com/perimeter/spirent-expands-cyberflood-data-breach-assessment-solution/d/d-id/13370580

United KingdomHIC Europe & Central Asia2020 March 17 https://www.pressandjournal.co.uk/fp/news/highlands/2076448/victim-of-nhs-highland-hiv-data-breach-calls-for-government-to-intervene-as-treatment-due-to-cease-this-week/0

United StatesHIC North America 2020 July 28 https://www.jdsupra.com/legalnews/blackbaud-data-breach-do-you-need-to-37544/0

South AfricaUMC Sub-Saharan Africa2020 September 26 https://www.iol.co.za/saturday-star/news/cyber-criminals-are-targeting-sites-like-netflix-and-zoom-to-harvest-users-personal-information-and-hack-their-accounts-experts-e8d063a3-11a7-4ecb-a6dc-a5b9065e9ba70

United StatesHIC North America 2020 October 27 https://www.wsj.com/articles/cyber-daily-u-s-has-authority-to-ban-tiktok-government-lawyers-say-hackers-extort-therapy-patients-in-finland-116038021930

Japan HIC East Asia & Pacific2021 February 9 https://www.zdnet.com/article/domestic-kitten-hacking-group-strikes-local-citizens-considered-a-threat-to-iranian-regime/0

United KingdomHIC Europe & Central Asia2021 February 15 https://www.pcr-online.biz/2021/02/15/credential-spill-incidents-double-as-hacker-sophistication-rise/0

United StatesHIC North America 2021 August 9 https://www.webpronews.com/university-of-kentucky-discloses-large-data-breach/0

United StatesHIC North America 2021 March 25 https://nbc-2.com/news/local/2021/03/24/saluscare-experiences-cyber-attack-on-patient-employee-data/0

United StatesHIC North America 2021 November 2 https://www.law360.com/articles/14364910

Venezuela Latin America & Caribbean2022 February 14 https://versionfinal.com.ve/sucesos/cicpc-alerta-de-hackeo-de-whatsapp-y-telegram-a-traves-de-envio-de-codigos/0

Chile HIC Latin America & Caribbean2022 September 23 https://www.cooperativa.cl/noticias/pais/ff-aa-y-de-orden/estado-mayor-conjunto/hackeo-al-emco-boric-garantiza-que-el-estado-trabaja-para-resguardar/2022-09-23/125516.html0

Russia UMC Europe & Central Asia2022 September 26 https://ria.ru/20220926/ombudsmen-1819650269.html0

Brazil UMC Latin America & Caribbean2022 October 7 https://portaldobitcoin.uol.com.br/bnb-smart-chain-destrava-rede-apos-hack-de-mais-de-us-100-milhoes-e-agora-caca-o-hacker/0

Russia UMC Europe & Central Asia2022 February 26 https://mundo.sputniknews.com/20220226/los-sitios-web-de-sputnik-en-ingles-y-checo-sufren-ataques-informaticos-1122340651.html0

Russia UMC Europe & Central Asia2022 July 22 https://www.cnews.ru/news/top/2022-07-22_hakerskaya_programma_atakuet0



Russia UMC Europe & Central Asia2022 September 11 https://www.mskagency.ru/materials/32423090

Mexico UMC Latin America & Caribbean2022 October 14 https://expansion.mx/empresas/2022/10/14/ley-federal-de-ciberseguridad-hackeos-a-empresas-secretarias0

Spain HIC Europe & Central Asia2022 May 4 https://www.lainformacion.com/espana/el-fiscal-jefe-de-la-audiencia-se-perfila-para-investigar-el-hackeo-a-sanchez/2865840/0

Indonesia LMC East Asia & Pacific2021 June 8 https://surabaya.liputan6.com/read/4576177/aksi-hacker-data-kartu-kredit-lintas-provinsi-berakhir-di-penjara0

Mexico UMC Latin America & Caribbean2021 October 27 https://www.ejecentral.com.mx/denuncia-cnh-intento-de-hackeo-a-sus-sistemas-de-informacion/0

Latvia HIC Europe & Central Asia2021 February 2 https://www.reitingi.lv/ru/news/zinatne/118752-v-prilozeniah-smartfonov-nasli-priznaki-spionskih-programm.html0

Spain HIC Europe & Central Asia2021 July 7 https://www.ideal.es/jaen/jaen/arrestado-estafar-traves-20210707133505-nt.html0

Brazil UMC Latin America & Caribbean2021 February 6 https://www.tecmundo.com.br/seguranca/210521-exclusivo-dados-223-milhoes-brasileiros-vem-acompanhados-de-malware.htm0

Russia UMC Europe & Central Asia2021 November 3 https://www.securitylab.ru/news/526201.php0

Finland HIC Europe & Central Asia2021 September 6 https://www.kauppalehti.fi/uutiset/adapteo-kertoo-joutuneensa-tietomurron-uhriksi-keskella-yritysjarjestelya/32778e62-03fa-4d68-9038-addc7629ea130

Russia UMC Europe & Central Asia2020 November 17 https://www.rbc.ru/crypto/news/5fb3add09a79477ca8f7672f0

LuxembourgHIC Europe & Central Asia2020 April 1 http://www.lessentiel.lu/fr/news/insolites/story/271058010

Germany HIC Europe & Central Asia2020 May 18 https://www.it-daily.net/it-sicherheit/cyber-defence/24261-hacker-group-kompromittiert-e-mail-konten-von-150-fuehrungskraeften0

Austria HIC Europe & Central Asia2020 April 3 https://www.krone.at/2129400 0

South KoreaHIC East Asia & Pacific2020 November 25 http://newspim.com/news/view/202011250007710

Argentina UMC Latin America & Caribbean2020 September 11 https://www.infobae.com/politica/2020/09/11/el-hackeo-a-migraciones-el-archivo-sobre-los-pedidos-de-asilo-de-cubanos-y-sirios/0

Belgium HIC Europe & Central Asia2019 May 23 http://www.informaticien.be/articles_item-25820-Malgre_les_arrestations__le_groupe_de_hackers_Fin7_dupe_a_nouveau_plus_de_.html0

KyrgyzstanLMC Europe & Central Asia2019 April 23 http://www.turmush.kg/ru/news:1542308 0

Hungary HIC Europe & Central Asia2019 December 7 https://www.napi.hu/magyar_vallalatok/adathalasz_tamadasra_figyelmeztetnek_uzletlancok_es_kozszolgaltatok_nevevel_eltek_vissza.696460.html0

Brazil UMC Latin America & Caribbean2019 October 22 https://www.techtudo.com.br/noticias/2019/10/brasil-e-principal-alvo-de-spywares-que-roubam-dados-bancarios.ghtml0

Russia UMC Europe & Central Asia2019 May 17 https://www.securitylab.ru/news/499133.php0

Russia UMC Europe & Central Asia2019 July 5 https://lenta.ru/news/2019/07/05/satellite/ 0

South KoreaHIC East Asia & Pacific2019 August 22 http://news1.kr/articles/?3701028 0

South KoreaHIC East Asia & Pacific2018 June 19 http://www.zdnet.co.kr/news/news_view.asp?artice_id=201806191100080

Ukraine LMC Europe & Central Asia2018 June 5 https://ain.ua/2018/06/05/kak-dvum-gollandskim-predprinimatelyam-udalos-vzlomat-100-kompanij-i-stat-vedushhej-xakerskoj-platformoj-v-mire0

Belgium HIC Europe & Central Asia2018 July 5 https://www.lavenir.net/cnt/dmf20180705_01193319/cette-camionnette-pirate-votre-smartphone-a-500-metres-de-distance0

Mexico UMC Latin America & Caribbean2018 October 10 http://tecnoempresa.mx/index.php/2018/10/09/samsam-ransomware-que-desarma-defensas-de-dispositivos-y-roba-credenciales/0

Brazil UMC Latin America & Caribbean2018 June 8 http://tribunahoje.com/noticias/tecnologia/2018/06/08/ministerio-publico-do-df-pede-que-brasileiros-reiniciem-roteadores-para-barrar-malware/0

France HIC Europe & Central Asia2018 February 10 http://www.leparisien.fr/val-de-marne-94/creteil-pour-faire-annuler-les-cours-il-pirate-le-compte-pronote-du-college-issaurat-09-02-2018-7550757.php0

Ukraine LMC Europe & Central Asia2017 July 18 https://news.online.ua/mykolayiv/291008767/nikolaevskoe-izdanie-zayavilo-o-vmeshatelstve-hakerov-iz-rf/0

Venezuela Latin America & Caribbean2017 July 29 http://www.el-nacional.com/noticias/sociedad/denunciaron-hackeo-pagina-mercado-libre-venezuela_1958990

India LMC South Asia 2017 August 11 http://www.jagran.com/uttarakhand/nainital-16530748.html0

United StatesHIC North America 2021 November 16 https://thehill.com/policy/cybersecurity/581800-house-oversight-panel-finds-that-small-lapses-in-security-led-to-recent0

United StatesHIC North America 2021 November 29 https://www.thetelegraph.com/news/article/Cyber-attack-closes-LCCC-RBGA-16660028.php0

Australia HIC East Asia & Pacific2021 May 6 https://www.pulseitmagazine.com.au/australian-ehealth/6043-unitingcare-queensland-victim-of-sodinokibi-ransomware-attack0

United StatesHIC North America 2021 May 15 https://www.kens5.com/article/news/local/cps-anti-hacker-strategies/273-2709f7f4-822b-4f9b-a1d3-8bc9455ee5640

United StatesHIC North America 2022 July 29 https://www.mycentraljersey.com/story/news/local/middlesex-county/2022/07/29/south-plainfield-nj-data-breach/65385519007/0

United StatesHIC North America 2022 July 30 https://www.desertsun.com/story/news/2022/07/29/college-deserts-online-services-restored-after-malware-attack/10190700002/0

United StatesHIC North America 2021 July 9 https://news.softpedia.com/news/bandidos-malware-targeting-networks-in-south-america-533485.shtml0

United StatesHIC North America 2022 August 4 https://www.jdsupra.com/legalnews/aria-retirement-solutions-inc-announces-4292827/0

United StatesHIC North America 2022 July 22 https://www.wishtv.com/news/local-news/data-breach-affects-patients-of-goodman-campbell-brain-and-spine/0

United StatesHIC North America 2022 July 23 https://www.techdirt.com/2022/07/22/phishing-attacks-on-wordpress-site-owners-disguised-as-copyright-infringement-warnings/0

United StatesHIC North America 2022 August 28 https://www.politico.com/news/2022/08/28/hackers-have-laid-siege-to-u-s-health-care-and-a-tiny-hhs-agency-is-buckling-under-the-pressure-000539410

Finland HIC Europe & Central Asia2022 September 27 https://yle.fi/news/3-12641083 0

United StatesHIC North America 2022 February 25 https://siliconangle.com/2022/02/24/us-uk-warn-attacks-iranian-muddywater-hacking-group/0

India LMC South Asia 2022 November 25 https://zeenews.india.com/india/dna-exclusive-analysis-investigative-report-of-cyber-attack-on-aiims-2540210.html0

South KoreaHIC East Asia & Pacific2022 April 27 http://www.koreatimes.com/article/20220427/1412941[3615548, 3611660]['A North Korean-linked hacker group attacked a military technology company in February.', 'North Korea-linked hacking group Stonefly attacked military-related companies in February']1

Turkey UMC Europe & Central Asia2019 January 31 https://ahvalnews.com/uae-turkey/emirati-cyber-weapon-hacked-turkeys-deputy-prime-minister0

Israel HIC Middle East & North Africa2019 February 25 http://www.thetower.org/7243-iranian-hackers-likely-behind-cyber-attacks-going-after-the-internet-infrastructure-itself/0

India LMC South Asia 2019 May 12 http://www.indiancooperative.com/co-op-news-snippets/hackers-attack-indian-cooperative/0

United StatesHIC North America 2019 May 28 http://www.msn.com/en-nz/news/national/email-phishing-scam-targeting-anz-customers/ar-AAC1l4K0

United KingdomHIC Europe & Central Asia2022 March 25 https://www.ftadviser.com/your-industry/2022/03/25/ifa-hit-with-email-hack-as-fca-warns-on-cyber-resilience/0

United StatesHIC North America 2019 June 20 https://www.politico.com/story/2019/06/20/roger-stone-russian-hackers-13740570

United StatesHIC North America 2019 June 21 https://www.wptv.com/news/region-c-palm-beach-county/village-of-palm-springs-confirms-cyber-attack0

Venezuela Latin America & Caribbean2020 January 13 https://www.curacaochronicle.com/post/opinion/curacao-govt-databases-hacked-a-reality-check/0



United StatesHIC North America 2019 June 19 https://www.insurancebusinessmag.com/au/news/cyber/prorisk-hit-by-cyber-attack-170270.aspx0

United StatesHIC North America 2020 June 25 http://whatsuppub.com/news/national/article_f9cd35c9-78f4-5924-9a75-cfc9496161d3.html0

United StatesHIC North America 2019 January 16 https://www.spamfighter.com/News-21983-Delaware-Department-of-Finance-says-phishing-scam-uptick-during-this-time-of-year.htm0

United KingdomHIC Europe & Central Asia2019 July 29 https://www.infosecurity-magazine.com:443/news/malware-cited-as-exploit-most-seen/0

United StatesHIC North America 2019 August 3 https://www.newschannel5.com/news/murfreesboro-water-departments-bill-pay-website-hacked0

United StatesHIC North America 2019 April 1 https://www.timesunion.com/news/article/Sheehan-No-personal-data-taken-in-cyber-attack-13732245.php0

United StatesHIC North America 2019 September 16 http://www.spamfighter.com/News-22410-114000-customers-alerted-by-Wisconsin-Diagnostic-Laboratories-about-data-breach.htm0

United KingdomHIC Europe & Central Asia2019 September 18 https://www.wigantoday.net/health/criminal-probe-after-data-breach-at-wigan-hospital-1-100013290

Canada HIC North America 2019 October 24 https://www.stthomastimesjournal.com/news/local-news/elgin-business-hit-by-cyber-attack0

United StatesHIC North America 2019 November 6 https://abc7news.com/society/watch-in-60-dmv-data-breach-possible-plan-for-pg-e-pittsburg-teacher-inspires-students/5676067/0

United KingdomHIC Europe & Central Asia2019 November 17 https://www.eurogamer.net/articles/2019-11-17-magic-the-gathering-and-mtg-arena-users-urged-to-change-passwords-following-data-breach0

United StatesHIC North America 2018 December 1 https://www.wdtn.com/news/five-on-2/dayton-bbb-talks-credit-protection-after-marriott-data-breach/16309138660

Japan HIC East Asia & Pacific2019 May 31 https://www.zdnet.com/article/one-of-new-yorks-largest-nonprofits-suffers-data-breach/0

United StatesHIC North America 2017 February 23 http://www.spamfighter.com/News-20767-Malware-Campaign-Operation-BugDrop-Steals-Data-and-Audio.htm0

Qatar HIC Middle East & North Africa2017 May 25 http://www.qatar-tribune.com/news-details/id/668620

United StatesHIC North America 2017 July 14 http://www.wiu.edu/news/newsrelease.php?release_id=146930

Norway HIC Europe & Central Asia2020 October 8 https://www.dn.no/arbeidsliv/it-angrepet-hackere-kan-ha-fatt-tilgang-til-privat-informasjon-om-stortingsrepresentanter/2-1-890003[2737266, 2737265]['Hackers may have gained access to private information about parliamentary representatives', 'The IT attack: Hackers may have gained access to private information about parliamentary representatives']1

United StatesHIC North America 2017 August 31 http://www.zdnet.com/article/dozens-of-online-file-converter-sites-are-unsafe-to-use-warns-researcher/0

United StatesHIC North America 2017 August 17 https://www.techdirt.com/articles/20170814/13504037994/north-carolina-election-agencies-first-learned-theyd-been-hacked-leaked-documents-published-intercept.shtml0

United StatesHIC North America 2017 November 7 https://www.msn.com/en-us/news/politics/hacker-group-targeting-governments-in-south-america-asia/ar-AAuyfvP0

United StatesHIC North America 2017 September 24 https://thecryptosphere.com/2014/10/14/team-system-dz-goes-on-hacking-spree/comment-page-1/0

South KoreaHIC East Asia & Pacific2017 November 14 http://koreabizwire.com/radware-survey-finds-nearly-half-of-companies-have-suffered-a-data-breach-in-the-past-year/1011700

United KingdomHIC Europe & Central Asia2017 October 21 http://www.belfasttelegraph.co.uk/news/northern-ireland/gchq-foils-northern-ireland-cyber-attack-36247205.html0

United StatesHIC North America 2017 June 1 https://www.digitalsignagetoday.com/blogs/porn-hack-raises-questions-regarding-os-and-digital-signage-security/0

United StatesHIC North America 2017 July 10 https://threatpost.com/micro-market-vendor-warns-of-bankcard-and-biometric-data-breach/126742/0

Malta HIC Middle East & North Africa2018 February 28 https://www.maltatoday.com.mt/news/court_and_police/84908/funeral_directors_hospital_employee_charged_with_corruption_data_breach0

United StatesHIC North America 2018 March 16 http://www.spamfighter.com/News-21444-CCleaner-Malware-that-Endangers-Enterprise-Networks.htm0

United StatesHIC North America 2018 March 21 http://fox5sandiego.com/2018/03/21/watch-live-city-sues-agency-accused-of-hiding-massive-data-breach-from-victims/0

United Arab EmiratesHIC Middle East & North Africa2018 May 30 https://www.thenational.ae/uae/wangiri-scam-hits-uae-foreign-gangs-target-residents-with-phone-calls-and-phishing-texts-1.7351890

United StatesHIC North America 2018 April 9 https://www.stripes.com/news/data-breach-at-military-resort-in-germany-leaves-soldiers-open-to-identity-theft-1.5210970

United StatesHIC North America 2018 April 19 https://www.theepochtimes.com/house-hacking-suspects-father-transferred-data-to-pakistani-government-ex-partner-claims_2498749.html0

United StatesHIC North America 2018 April 24 http://www.mortgagenewsdaily.com/channels/pipelinepress/04242018-cost-cutting-in-mortgages.aspx0

United StatesHIC North America 2018 April 26 https://www.wisconsinrapidstribune.com/story/news/2018/04/26/wisconsin-sheriff-hack-dropbox-fbi-investigation-taylor-county/552965002/0

Russia UMC Europe & Central Asia2018 June 12 https://www.cybersecurityintelligence.com/blog/ukraine-detects-a-cyber-attack-on-a-nato-member--3437.html0

United StatesHIC North America 2018 June 29 https://www.fifthdomain.com/critical-infrastructure/2018/06/29/north-korea-hacking-the-hell-out-of-latin-america/0

United StatesHIC North America 2018 October 7 https://insidebitcoins.com/news/hacked-bitcoin-exchange-zaif-discontinues-new-registrations/1804010

United StatesHIC North America 2018 October 24 https://www.mobilepaymentstoday.com/news/report-points-to-surge-in-mobile-phishing-fraud/0

United StatesHIC North America 2018 November 21 http://www.govtech.com/security/Hackers-Target-Defense-Community-Through-Impersonation.html0

United KingdomHIC Europe & Central Asia2020 January 9 https://www.dailymail.co.uk/money/markets/article-7868559/Tesco-suffers-double-whammy-meagre-Christmas-sales-growth-Travelex-cyber-hack.html0

China UMC East Asia & Pacific2020 June 5 https://splash247.com/number-of-shipping-cyber-attacks-leaps-400-since-february/0

United StatesHIC North America 2020 March 5 https://www.walls102.com/alleged-lasalle-county-government-computer-hackers-asking-for-over-400000/0

India LMC South Asia 2020 February 19 https://www.mid-day.com/articles/mumbai-registered-directors-of-phishing-centre-live-in-borivli-virar-chawls/226302100

United StatesHIC North America 2020 November 27 https://www.sandiegouniontribune.com/business/nation/story/2020-11-12/finland-fast-tracks-id-code-law-change-after-hacking-case0

United StatesHIC North America 2020 December 28 https://www.prnewswire.com:443/news-releases/privacy-alert-dynasplint-systems-inc-faces-investigation-for-data-breach-that-may-have-impacted-almost-103-000-individuals-301198475.html0

United StatesHIC North America 2021 August 14 https://edition.cnn.com/2008/TECH/11/06/campaign.computers.hacked/0

India LMC South Asia 2021 November 3 https://www.freepressjournal.in/mumbai/gone-phishing-maharashtra-cyber-cell-issues-advisory-for-netizens0

United StatesHIC North America 2021 March 5 https://threatpost.com/wordpress-injection-malware-campaign/164555/0

United StatesHIC North America 2021 November 9 https://www.theepochtimes.com/south-australian-leader-says-no-data-compromised-in-contact-tracing-hack_4091613.html0

United StatesHIC North America 2021 March 26 https://www.taku105.com/news/news-of-the-north/juneau-residents-receiving-phishing-calls-purporting-to-be-from-social-security-administration/0

United StatesHIC North America 2022 May 6 https://www.teletica.com/sucesos/jasec-espera-restablecer-servicios-de-pago-esta-semana-tras-hackeo_3107400

Israel HIC Middle East & North Africa2022 February 13 https://www.srugim.co.il/645990-%D7%94%D7%A4%D7%A8%D7%A7%D7%9C%D7%99%D7%98%D7%95%D7%AA-%D7%91%D7%93%D7%A7%D7%A0%D7%95-1500-%D7%98%D7%9C%D7%A4%D7%95%D7%A0%D7%99%D7%9D-%D7%9B%D7%95%D7%9C%D7%9D-%D7%A0%D7%A4%D7%A8%D7%A6%D7%95-%D7%A20

South KoreaHIC East Asia & Pacific2022 March 20 http://news.kmib.co.kr/article/view.asp?arcid=0016887097&code=61111111&sid1=pol0

South KoreaHIC East Asia & Pacific2022 October 2 https://ilyo.co.kr/?ac=article_view&entry_id=4378000

Spain HIC Europe & Central Asia2022 June 27 https://www.mallorcadiario.com/perla-negra-taxi-pirata-ibiza0

Indonesia LMC East Asia & Pacific2022 April 10 https://www.tribunnews.com/metropolitan/2022/04/10/jelang-demo-11-april-akun-sosmed-koordinator-bem-si-diretas-dan-digunakan-untuk-unggah-konten-hoax0



Serbia UMC Europe & Central Asia2021 October 6 https://www.telegraf.rs/vesti/jugosfera/3400858-popadali-hakeri-u-bih-preuzimali-mobilno-bankarstvo-klijenata-banaka0

France HIC Europe & Central Asia2021 October 31 https://www.20minutes.fr/high-tech/3154155-20211021-un-virus-s-attaque-aux-ordinateurs-sous-linux0

Ukraine LMC Europe & Central Asia2021 September 7 http://internetua.com/hakery-stali-rassylat-vredonosnye-faily-word-dlya-kraji-dannyh-s-kompuaterov0

Ukraine LMC Europe & Central Asia2021 October 17 http://internetua.com/kitaiskoyazycsnaya-programma-9-let-otkryvala-hakeram-dostup-k-pk-pod-windows0

United StatesHIC North America 2021 August 24 https://www.estrategiaynegocios.net/finanzas/1487693-330/el-salvador-bancoagr%C3%ADcola-alerta-sobre-estafas-y-phishing0

Mexico UMC Latin America & Caribbean2021 August 25 https://www.quadratin.com.mx/principal/destinara-morelia-100-mp-para-reparar-hackeo-de-base-de-datos/0

Russia UMC Europe & Central Asia2021 February 26 http://rosinvest.com/novosti/1433815 0

India LMC South Asia 2020 September 7 https://www.jagran.com/world/america-america-said-some-countries-are-unable-to-make-vaccines-so-they-put-their-hackers-on-stealing-research-jagran-special-20718335.html0

Spain HIC Europe & Central Asia2020 January 28 https://www.publico.es/sociedad/hospital-torrejon-diez-dias-hackeo-hospitales-privados-esperanza-aguirre.html0

Pitcairn Islands 2020 June 27 https://news.pn/ru/criminal/237637 0

Mexico UMC Latin America & Caribbean2020 August 15 http://www.zocalo.com.mx/new_site/articulo/le-roban-a-salltillense-86-mil-pesos-en-exclusivas-tiendas-de-san-pedro-cdm0

South KoreaHIC East Asia & Pacific2019 December 5 http://newspim.com/news/view/201912050004730

Bulgaria UMC Europe & Central Asia2019 July 25 https://www.segabg.com/hot/tomislav-donchev-i-ms-beshe-haknat0

Bulgaria UMC Europe & Central Asia2019 April 10 https://www.investor.bg/web/456/a/ekspert-edin-ot-vseki-130-imeila-sydyrja-fishing-ataka-280350/0

Ukraine LMC Europe & Central Asia2019 November 9 https://vgolos.com.ua/news/hakery-zlamaly-bitkoyin-zbankrutily-tysyachi-vkladnykiv_1102063.html0

Indonesia LMC East Asia & Pacific2019 August 3 https://www.tribunnews.com/regional/2019/08/03/seorang-pria-retas-mesin-atm-hingga-rp17-miliar-hanya-untuk-dirikan-perusahaan-larutan-pembersih0

Russia UMC Europe & Central Asia2019 May 13 http://www.cnews.ru/news/top/2019-05-13_hakery_napali_na_polzovatelej_chrome_v_iphone0

Germany HIC Europe & Central Asia2019 January 15 https://www.zdnet.de/88351787/malware-ave_maria-nutzt-unegepatchte-sicherheitsluecken-zur-rechteausweitung/0

France HIC Europe & Central Asia2019 August 28 https://www.numerama.com/politique/543854-les-gerants-presumes-de-deux-gros-netflix-du-piratage-sont-inculpes.html0

France HIC Europe & Central Asia2019 September 10 https://www.zdnet.fr/actualites/cybersecurite-une-ecole-sur-cinq-piratee-par-ses-propres-eleves-39890363.htm0

Israel HIC Middle East & North Africa2019 September 15 https://www.calcalist.co.il/internet/articles/0,7340,L-3770356,00.html0

Germany HIC Europe & Central Asia2019 March 28 https://www.main-echo.de/regional/blaulicht/art3917,66595580

Latvia HIC Europe & Central Asia2018 January 16 http://vesti.lv/news/barcha-proizoshel-vzlom-sistemy-e-zdorovyya-premyer-otricaet0

China UMC East Asia & Pacific2018 June 9 https://www.maxicep.com/lizard-squad-facebook-ve-instagrami-hackledik0

Iran LMC Middle East & North Africa2018 April 29 http://news.gooya.com/2018/04/post-14297.php0

Finland HIC Europe & Central Asia2018 February 5 https://www.mikrobitti.fi/2018/02/suoritinhaavoittuvuutta-hyodyntavien-haittaohjelmien-maara-rajahti-ainakin-130-naytetta-loydetty/0

Serbia UMC Europe & Central Asia2018 December 14 https://naslovi.net/2018-12-14/novi-magazin/komesarijat-za-izbeglice-krivicne-prijave-zbog-hakerskog-napada/226697590

Russia UMC Europe & Central Asia2017 April 20 https://actualidad.rt.com/actualidad/236382-cia-fbi-traidor-filtracion-hackeo-wikileaks0

France HIC Europe & Central Asia2017 August 1 http://www.phonandroid.com/malware-triada-trojan-preinstalle-sur-nombreuxs-smartphones-chinois.html0

Spain HIC Europe & Central Asia2017 April 20 http://computerhoy.com/noticias/software/detectan-spyware-app-que-ha-estado-tres-anos-google-play-612640

France HIC Europe & Central Asia2017 November 8 http://www.cnetfrance.fr/news/qakbot-et-emotet-des-malware-qui-tentent-de-voler-les-identifiants-bancaires-39859688.htm0

Sweden HIC Europe & Central Asia2017 September 18 https://www.svd.se/60-atalspunkter-i-dataintranget0

France HIC Europe & Central Asia2017 May 20 http://www.begeek.fr/puce-nfc-de-liphone-a-ete-piratee-2401140

United StatesHIC North America 2021 April 15 https://siliconangle.com/2021/04/15/audacious-hacks-nations-cybercriminals-grow-bolder-impact-solarwinds-ransomware-rolls/0

United StatesHIC North America 2022 June 30 https://www.govtech.com/security/cyber-attack-disrupts-local-library-service-in-washington0

United StatesHIC North America 2021 May 25 https://www.purdueexponent.org/campus/article_838c80f6-bd6e-11eb-8883-0b69e00c4f80.html0

United StatesHIC North America 2021 May 26 https://www.mondaq.com/unitedstates/fin-tech/1072062/reports-cover-pipeline-ransomware-crypto-schemes-and-defi-hacks0

United KingdomHIC Europe & Central Asia2021 May 27 https://www.infosecurity-magazine.com:443/news/hacker-who-targeted-cops-gets-jail/0

United KingdomHIC Europe & Central Asia2022 July 25 https://www.computerweekly.com/news/252523094/TMT-firms-among-top-targets-for-cyber-attacks-in-Singapore0

United StatesHIC North America 2022 July 25 https://www.jdsupra.com/legalnews/shi-international-corp-confirms-recent-1660690/0

United StatesHIC North America 2022 August 24 https://www.darkreading.com/vulnerabilities-threats/cisa-palo-alto-firewall-bug-active-exploit0

United StatesHIC North America 2022 January 20 https://www.modernhealthcare.com/cybersecurity/most-2021-breaches-stemmed-hacking-it-incidents0

Malaysia UMC East Asia & Pacific2022 November 5 https://www.thestar.com.my/tech/tech-news/2022/11/05/krisflyer-miles-returned-to-five-sia-customers-whose-accounts-were-hacked-compromised0

United StatesHIC North America 2022 May 27 https://www.theepochtimes.com/as-uk-criminals-jailed-mist-of-secrecy-remains-about-french-encrochat-data-hack_4469441.html0

China UMC East Asia & Pacific2019 April 15 https://www.fudzilla.com/news/48510-wikileaks-software-developer-jailed-for-hacking0

United StatesHIC North America 2019 January 7 http://www.mondaq.com/unitedstates/x/768732/Data+Protection+Privacy/Attorneys+General+Reach+148+Million+Settlement+With+RideSharing+Company+Over+Delay+In+Data+Breach+Notification0

United StatesHIC North America 2019 April 16 http://www.thedailybeast.com/moscow-server-hosted-wikileaks-and-irans-hackers-weeks-apart0

United StatesHIC North America 2022 February 25 https://www.businesswire.com/news/home/20220225005527/en/Federman-Sherwood-Announces-Investigation-of-the-Data-Breach-of-Bansley-Kiener-L.L.P.0

United StatesHIC North America 2019 May 31 https://www.orlandoweekly.com/Blogs/archives/2019/05/31/democratic-florida-house-candidate-ryan-morales-claims-russians-hacked-their-way-into-his-campaign-website0

United StatesHIC North America 2019 July 18 https://fox8.com/2019/07/17/i-team-reveals-untold-story-behind-computer-hacking-at-hopkins-airport/0

United StatesHIC North America 2020 June 29 https://www.govtech.com/security/Duncannon-Pa-Bolsters-Cybersecurity-After-Ransomware-Attack.html0

United StatesHIC North America 2019 January 29 https://www.roanoke.com/business/news/blacksburg/national-bank-of-blacksburg-settles-with-insurer-over-losses-from/article_acc2cff5-9ad1-57aa-bb20-d4c1f6d524b6.html0

Russia UMC Europe & Central Asia2019 February 25 https://www.bleepingcomputer.com/news/security/apex-legends-fans-targeted-with-malware-and-scam-campaigns/0

United StatesHIC North America 2019 August 16 http://chattooga1180.com/gsp-reports-data-breach/0

United KingdomHIC Europe & Central Asia2019 October 10 https://www.itpro.co.uk/cyber-crime/34602/sesame-street-store-hacked-with-java-cookie0



United StatesHIC North America 2019 October 21 https://www.ajmc.com/newsroom/what-were-reading-260-million-ohio-opioid-settlement-doctors-stress-flu-shots-among-pregnant-women-health-data-breach0

United StatesHIC North America 2019 November 20 http://www.homelandsecuritynewswire.com/dr20191120-cisos-spoiling-feds-cyber-response-textto911-service-iranian-hacking-and-more0

India LMC South Asia 2019 December 6 https://punemirror.indiatimes.com/pune/civic/pn-gadgil-and-sons-loses-rs-2-98-cr-in-hack-attack/articleshow/72390008.cms0

United StatesHIC North America 2018 November 6 https://www.thv11.com/article/news/politics/elections/two-democratic-candidates-claim-their-websites-were-hacked-out-of-eastern-europe/91-6117660480

United StatesHIC North America 2019 December 18 https://www.rgj.com/story/news/local/mason-valley/2019/12/18/yerington-paiute-tribe-hacked-cyber-attack/2686888001/0

United StatesHIC North America 2019 May 9 https://healthitsecurity.com/news/billing-vendor-phishing-attack-breaches-data-of-multiple-providers0

United StatesHIC North America 2017 January 9 http://www.jdsupra.com/legalnews/cyber-alert-2016-breach-roundup-part-ii-20342/0

United StatesHIC North America 2017 March 3 http://investmentwatchblog.com/nsa-caught-intercepting-online-purchases-to-install-spy-malware/0

United StatesHIC North America 2017 March 30 http://northernstar.info/news/campus/attackers-go-phishing-at-niu/article_1e15c398-151d-11e7-9374-27c014b3a4b7.html0

United StatesHIC North America 2017 April 1 http://www.hotrod.com/articles/russia-hacks-chevrolet-steals-camaro-design/0

United StatesHIC North America 2017 March 28 http://www.readingeagle.com/business-weekly/article/scam-report-dominoes-still-falling-3-years-after-yahoo-data-breach0

United StatesHIC North America 2017 April 27 http://www.1470wmbd.com/pekin-school-targeted-cyber-attack/0

United KingdomHIC Europe & Central Asia2017 August 16 https://www.channelweb.co.uk/crn-uk/news/3015717/misco-tests-nation-on-phishing-nation-fails0

Australia HIC East Asia & Pacific2017 September 3 https://www.gizmodo.com.au/2017/09/thousands-of-job-applicants-citing-top-secret-us-government-work-exposed-in-amazon-server-data-breach/0

United StatesHIC North America 2017 October 13 http://www.palestineherald.com/news/hackers-target-city-residents-in-email-scam/article_c0db1322-b058-11e7-8446-6b993d82bc3f.html0

United StatesHIC North America 2017 October 24 http://www.tonyskansascity.com/2017/10/tkc-breaking-news-hacking-airport.html0

Australia HIC East Asia & Pacific2017 December 13 http://www.abc.net.au/news/2017-12-14/act-government-inadvertently-exposes-prisoners-in-data-breach/92572880

United StatesHIC North America 2017 June 16 https://bigislandnow.com/2017/06/15/phishing-scam-uses-808-hilo-number/0

United KingdomHIC Europe & Central Asia2018 June 6 http://www.dailymail.co.uk/news/article-5810871/Company-used-Telstra-NAB-Australia-Post-hacked-possibly-leaking-details-thousands.html0

Tuvalu UMC East Asia & Pacific2018 March 22 https://www.carbonated.tv/news/cambridge-analytica-employee-thought-dnc-hack-could-be-useful-to-trump0

United StatesHIC North America 2018 April 3 https://au.news.yahoo.com/a/39709854/netflix-phishing-scam-email-hits-customers/0

New ZealandHIC East Asia & Pacific2018 May 15 http://home.nzcity.co.nz/news/article.aspx?id=269236&fm=psp,tsf0

United StatesHIC North America 2018 June 15 https://www.spamfighter.com/News-21603-Database-of-Minnesota-Government-got-Hacked-and-a-Teenager-is-Accused-of-it.htm0

United StatesHIC North America 2018 July 24 http://www.brooklynvegan.com/riot-fest-offering-ticket-deals-in-wake-of-ticketfly-hack/0

Australia HIC East Asia & Pacific2018 October 23 https://www.computerworld.com.au/article/648635/when-hackathon-gets-hacked/0

Australia HIC East Asia & Pacific2018 July 29 https://www.itwire.com/security/83811-new-iran-based-apt-uses-nsa-exploits-in-its-malware-arsenal.html0

United StatesHIC North America 2020 June 17 https://www.ibtimes.com/cybercrime-cryptocurrency-exchange-hacks-75-during-coronavirus-pandemic-fbi-reveals-29955270

United StatesHIC North America 2018 November 23 https://chicago.suntimes.com/entertainment/27-years-ago-saturday-chicago-tv-got-hacked-in-the-max-headroom-incident/0

United StatesHIC North America 2020 January 23 https://www.theeagle.com/news/crime/college-station-data-breach-probe-concludes/article_d39c372c-3d94-11ea-8b84-336ab5948b19.html0

United StatesHIC North America 2020 January 15 https://threatpost.com/oski-data-stealing-malware-north-america-china/151856/0

United StatesHIC North America 2020 September 25 https://www.tcpalm.com/story/news/2020/09/25/data-stolen-martin-county-website/3523346001/0

United StatesHIC North America 2020 September 22 https://forums.appleinsider.com/discussion/2178640

Japan HIC East Asia & Pacific2021 January 9 https://www.zdnet.com/article/this-new-phishing-attack-uses-an-odd-lure-to-deliver-windows-trojan-malware/0

United StatesHIC North America 2021 March 19 https://threatpost.com/office-365-phishing-attack-financial-execs/164925/0

United StatesHIC North America 2021 March 19 https://lawstreetmedia.com/health/class-action-against-kroger-accellion-alleges-negligence-in-personal-data-breach/0

United StatesHIC North America 2021 March 13 https://www.jdsupra.com/legalnews/finra-warns-on-compliance-phishing-3672653/0

United StatesHIC North America 2021 February 27 http://www.digitaljournal.com/tech-and-science/technology/hackers-have-california-s-driver-agency-user-data/article/5859630

Nigeria LMC Sub-Saharan Africa2021 March 24 https://punchng.com/email-hackers-bag-three-years-for-defrauding-klm-british-turkish-airlines/0

Mexico UMC Latin America & Caribbean2022 March 31 https://planoinformativo.com/841956/advierten-hackeo-de-proveedor-de-citibanamex-0

Ukraine LMC Europe & Central Asia2022 January 14 https://racurs.ua/n165718-na-fone-kiberataki-servis-diya-perenes-rabotu-na-zerkalo.html0

France HIC Europe & Central Asia2022 November 21 https://www.phonandroid.com/arnaque-au-phishing-ces-faux-conseillers-bancaires-vous-appellent-pour-vider-vos-comptes.html0

France HIC Europe & Central Asia2022 April 27 https://www.lesechos.fr/finance-marches/marches-financiers/un-detective-reconnait-avoir-pris-part-a-un-piratage-ciblant-les-detracteurs-de-wirecard-14032930

Argentina UMC Latin America & Caribbean2022 December 6 https://www.cronista.com/infotechnology/actualidad/hackearon-la-cadena-cetrogar-y-estarian-congeladas-varias-operaciones/0

Germany HIC Europe & Central Asia2022 November 3 https://www.netzwelt.de/news/209571-commerzbank-phishing-kontodiebstahl-datenaktualisierung.html0

Turkey UMC Europe & Central Asia2021 February 27 https://www.ensonhaber.com/3-sayfa/ankarada-zararli-yazilimla-atm-hirsizligi-yapanlar-yakalandi0

France HIC Europe & Central Asia2021 January 18 https://www.ouest-france.fr/pays-de-la-loire/angers-49000/cyberattaque-de-collectivites-avant-angers-d-autres-villes-ont-subi-des-piratages-massifs-71216720

Poland HIC Europe & Central Asia2021 January 8 https://www.dobreprogramy.pl/Cyberprzestepcy-w-rekach-policji-28-osob-w-areszcie-60-z-zarzutami.-Chodzi-m.in.-o-haking,News,112660.html0

Finland HIC Europe & Central Asia2021 February 8 https://www.tivi.fi/uutiset/tv/a7da0d07-24b1-411d-961c-b117985afcbd0

BangladeshLMC South Asia 2021 December 17 https://www.jagonews24.com/technology/news/7243670

SwitzerlandHIC Europe & Central Asia2021 March 19 https://www.nzz.ch/technologie/nach-fbi-ermittlungen-usa-klagen-schweizer-hackerin-aus-luzern-an-ld.16075580

Russia UMC Europe & Central Asia2020 October 15 https://www.securitylab.ru/news/513075.php0

Belgium HIC Europe & Central Asia2020 March 19 https://www.persinfo.org/nl/nieuws/artikel/hackers-viseren-maaltijdbezorger-takeaway-com/429620

Belarus UMC Europe & Central Asia2020 June 11 http://vgr.by/2020/06/11/vchera-ne-rabotal-internet-ot-garanta-okazalos-ih-servera-podverglis-hakerskoy-atake/0

France HIC Europe & Central Asia2020 December 10 https://www.letelegramme.fr/finistere/quimper/twitter-facebook-instagram-les-comptes-de-la-maire-de-quimper-pirates-10-12-2020-12671073.php0

Ukraine LMC Europe & Central Asia2020 October 10 https://gordonua.com/news/science/v-mincifry-rasskazali-o-millionnom-prize-za-vzlom-prilozheniya-dya-1522313.html0



Bulgaria UMC Europe & Central Asia2020 June 23 https://www.dnevnik.bg/sviat/2020/06/23/4082415_hakeri_s_bulgarski_adresi_blokiraha_centralniia/0

China UMC East Asia & Pacific2021 November 20 http://news.jschina.com.cn/scroll/szyw/202111/t20211120_2896395.shtml[2989414, 2996803, 2989245, 2984980, 2987175, 2996559, 2990323, 2987177, 2989249, 2989255, 2989244, 2989419, 2989253, 3000621]['Hackers from Delhi reportedly launching cyberattacks against China , Pak', 'Chinese Analyst Warns India of Revenge Cyber Attack , Accuses New Delhi of Dancing to U Tune', 'People from Chinese cyber security companies provide detailed first-hand information: Indian hackers frequently launch cyber attacks on important departments of our country _ Tencent News', 'Chinese cyber attacks targeted Indian ports , defence companies : US report – Indian Defence Research Wing', 'Exclusive : New hacker group from India exposed , targeting defense units in China , Pakistan', 'Chinese cyber security captures state - level Indian hackers launching attacks against Beijing , Islamabad', 'Baby elephant ? Chinese state media warns of threat from Indian hacker group – Indian Defence Research Wing', 'From the bottom ! People from Chinese Internet security companies provide detailed first-hand information: Indian hackers frequently launch cyber attacks on important departments of our country!', 'From the bottom ! People from Chi13

Ukraine LMC Europe & Central Asia2020 April 27 https://ukrainianwall.com/society/35983-vse-serezno-privatbank-vzlomali-dannye-polzovateley-slivayut-v-set0

Ukraine LMC Europe & Central Asia2019 March 13 http://internetua.com/eks-menedjer-tesla-soobsxil-o-nezakonnoi-slejke-i-vzlome-kompuaterov-sotrudnikov0

Brazil UMC Latin America & Caribbean2019 July 1 https://es.ccm.net/news/22813-dos-ciudades-de-ee-uu-ceden-al-chantaje-de-los-hackers0

Russia UMC Europe & Central Asia2019 January 21 https://www.securitylab.ru/news/497515.php0

KyrgyzstanLMC Europe & Central Asia2019 December 18 https://rus.azattyk.org/a/30331651.html 0

Indonesia LMC East Asia & Pacific2019 October 7 https://gadget.bisnis.com/read/20191007/280/1156076/berikut-daftar-ponsel-yang-terdampak-serangan-siber-zero-day0

Turkey UMC Europe & Central Asia2019 March 14 http://www.milliyet.com.tr/hackerlardan-3-25-milyar-dolarlik-internet-haber-2842180/0

Brazil UMC Latin America & Caribbean2019 August 12 https://www.oficinadanet.com.br/seguranca/27075-avast-identifica-malware-guildma-e-impede-mais-de-155-mil-tentativas-de-ataque0

South KoreaHIC East Asia & Pacific2019 March 11 http://www.ohmynews.com/NWS_Web/View/at_pg.aspx?CNTN_CD=A0002517802&PAGE_CD=N0002&CMPT_CD=M01170

Hong Kong 2019 April 23 http://www.etnet.com.hk/www/tc/lifestyle/internationalaffairs/news/596470

Russia UMC Europe & Central Asia2018 March 29 http://bankir.ru/novosti/20180329/solar-security-chislo-khakerskikh-atak-na-kompanii-s-2014-goda-uvelichilos-na-26-10137920/0

Norway HIC Europe & Central Asia2018 January 22 https://www.nrk.no/ostlandssendingen/pasientsystem-fremdeles-stengt-etter-datainnbrudd-pa-sykehus-1.138794940

SwitzerlandHIC Europe & Central Asia2018 October 11 https://www.inside-it.ch/articles/52514 0

Germany HIC Europe & Central Asia2018 May 22 http://taz.de/Hackerattacken-auf-vietnamesische-Journalisten/!5504389/0

United StatesHIC North America 2018 March 29 https://www.elvocero.com/gobierno/hackeo-dificult-la-entrega-de-informaci-n/article_08f8c6e6-32f3-11e8-943b-7b0197a453e7.html0

Ukraine LMC Europe & Central Asia2018 December 11 http://internetua.com/hakery-rassylauat-polzovatelyam-elektronnye-pisma-s-ugrozami0

South KoreaHIC East Asia & Pacific2017 August 30 http://news.sbs.co.kr/news/endPage.do?news_id=N10043707610

Slovak RepublicHIC Europe & Central Asia2017 May 25 https://www.etrend.sk/technologie/osem-z-desiatich-firiem-priznalo-ze-sa-stalo-obetou-hackerskeho-utoku-2.html0

Ecuador UMC Latin America & Caribbean2017 September 14 http://www.eltelegrafo.com.ec/noticias/politica/2/abogado-de-cedatos-reitero-que-hubo-hackeo-de-correos0

Sweden HIC Europe & Central Asia2017 June 20 http://sverigesradio.se/sida/artikel.aspx?programid=83&artikel=67211010

United StatesHIC North America 2017 December 6 https://japan.zdnet.com/article/35111546/0

South KoreaHIC East Asia & Pacific2017 October 19 http://news.joins.com/article/22031157 0

Russia UMC Europe & Central Asia2017 September 29 https://lenta.ru/news/2017/09/29/pornphishing/0

Russia UMC Europe & Central Asia2017 April 24 http://www.amur.info/news/2017/04/24/1236710

United StatesHIC North America 2022 July 27 https://www.msn.com/en-us/news/us/alabama-honda-worker-sues-saying-he-wasn-t-paid-overtime-following-ransomware-attack/ar-AA102koX0

United StatesHIC North America 2022 July 27 https://mooseradio.com/montana-twitter-users-may-be-affected-by-latest-data-breach/0

United StatesHIC North America 2021 July 1 https://siliconangle.com/2021/07/01/paypal-phishing-attack-uses-legitimate-services-bypass-google-workspace-security/0

United StatesHIC North America 2022 January 7 http://indepthnh.org/2022/01/07/n-h-facing-challenges-from-hackers/0

United StatesHIC North America 2022 September 19 https://www.jdsupra.com/legalnews/ameriprise-financial-inc-confirms-the-3334468/0

Russia UMC Europe & Central Asia2022 February 7 https://www.bleepingcomputer.com/news/security/roaming-mantis-android-malware-campaign-sets-sights-on-europe/0

United StatesHIC North America 2022 November 25 https://skift.com/blog/sonders-data-breach-exposes-guest-records/0

United StatesHIC North America 2022 April 20 https://www.scmagazine.com/analysis/incident-response/healthcare-vendor-accused-of-concealed-ransomware-lengthy-service-outages0

Israel HIC Middle East & North Africa2019 April 6 https://worldisraelnews.com/israeli-researchers-hack-mri-scans-fool-radiologists-in-demonstration-of-vulnerabilities/0

United KingdomHIC Europe & Central Asia2022 November 23 https://www.techradar.com/news/coinbase-crypto-accounts-targeted-in-phishing-fake-support-chat-attacks0

India LMC South Asia 2022 November 24 https://www.india.com/business/state-sponsored-hackers-attacking-critical-energy-infrastructure-in-india-tata-power-hit-microsoft-5762390/0

United StatesHIC North America 2022 December 28 https://www.techdirt.com/2014/01/09/yahoo-ad-malware-was-attempt-to-build-secret-bitcoin-mining-botnet/0

United StatesHIC North America 2022 December 21 https://www.jdsupra.com/legalnews/data-breach-class-actions-ninth-circuit-7983068/0

Cambodia LMC East Asia & Pacific2020 December 17 https://www.phnompenhpost.com/international/three-nabbed-thailand-over-alleged-phishing-scam0

Ireland HIC Europe & Central Asia2019 July 22 https://www.thejournal.ie/bank-of-ireland-text-sms-scam-phishing-4734101-Jul2019/0

United StatesHIC North America 2019 January 29 https://www.law360.com/articles/1122516/chipotle-slams-new-claims-in-data-breach-case0

Russia UMC Europe & Central Asia2019 March 15 https://www.securityweek.com/hackers-bypass-mfa-cloud-accounts-imap-protocol0

United StatesHIC North America 2019 September 18 https://www.govinfosecurity.com/victim-total-soars-in-county-health-data-breach-a-131210

United StatesHIC North America 2019 October 19 https://finance.yahoo.com/news/twitter-blamed-saudi-spy-hack-005419958.html0

Singapore HIC East Asia & Pacific2019 December 2 https://www.ibtimes.sg/revenge-hotels-malware-compromising-thailand-hotels-steal-credit-card-details-352970

United StatesHIC North America 2019 December 9 https://www.politico.eu/article/hackers-infect-diplomatic-websites-with-surveillance-malware/0

United StatesHIC North America 2019 December 16 https://patch.com/pennsylvania/across-pa/20k-pennsylvanians-targeted-travel-website-data-breach0

United StatesHIC North America 2017 January 2 http://www.wbaltv.com/article/bge-responds-to-news-of-russian-hacking-schemes/85549640

United StatesHIC North America 2017 January 3 http://www.esecurityplanet.com/network-security/topps-data-breach-exposes-months-of-credit-card-data.html0

United StatesHIC North America 2017 January 26 http://www.kfvs12.com/story/34346493/sikeston-dps-area-businesses-reporting-phishing-scam0

United StatesHIC North America 2020 May 20 https://www.chicagobusiness.com/technology/meal-kit-delivery-service-home-chef-announces-data-breach[2521459, 2523371, 2523412, 2521172, 2519257]['8M customer records stolen in hack of meal kit delivery service Home Chef', 'Home Chef involved in a significant data breach ( Includes interview ) ', 'Home Chef Serves Up Data Breach for 8 Million Records', 'Home Chef hacked , eight million users have data breached', 'Kroger - owned meal kit delivery service Home Chef announces data breach']4

United KingdomHIC Europe & Central Asia2017 April 4 http://www.iwcp.co.uk/news/news/sandown-bay-academy-cyber-attack-suspects-released-from-bail-98203.aspx0

United StatesHIC North America 2017 June 13 https://wonkette.com/618562/seems-russia-hacked-election-systems-in-39-states-is-hillary-clinton-sorry-yet0

United StatesHIC North America 2017 July 24 http://2paragraphs.com/2017/07/russia-hacking-sought-chaos-in-trump-or-clinton-win/0



United StatesHIC North America 2017 October 2 http://www.11alive.com/news/bbb-warns-of-phishing-scam-using-their-name/4799901010

Taiwan 2017 October 7 http://focustaiwan.tw/news/asoc/201710070007.aspx0

Pakistan LMC South Asia 2017 October 13 http://nation.com.pk/lahore/13-Oct-2017/chinese-firm-complains-email-account-hacked0

United StatesHIC North America 2017 October 19 https://www.bankinfosecurity.com/employees-sue-home-health-provider-after-phishing-breach-a-103910

Sri Lanka LMC South Asia 2017 October 20 http://www.hirunews.lk/173949/bank-hack-another-suspect-surrendered0

United StatesHIC North America 2017 November 17 http://www2.ljworld.com/news/2017/nov/16/da-offers-tips-residents-prevent-identity-theft-re/0

Australia HIC East Asia & Pacific2018 February 14 https://www.propertyobserver.com.au/forward-planning/investment-strategy/property-news-and-insights/80677-victorian-home-sellers-warned-of-deposit-hacking-scam.html0

United StatesHIC North America 2018 February 16 http://www.patentlyapple.com/patently-apple/2018/02/iranian-spyware-designed-to-follow-iranians-and-iranian-expats-in-the-west-is-available-on-apples-app-store.html0

Kenya LMC Sub-Saharan Africa2018 January 12 https://www.kachwanya.com/2016/12/02/gooligan-malware-campaign-has-breached-the-security-of-over-one-million-google-accounts/0

United KingdomHIC Europe & Central Asia2018 January 31 http://www.ibtimes.co.uk/hackers-infesting-google-play-booby-trapped-apps-so-what-being-done-16577170

United StatesHIC North America 2018 May 25 https://www.androidpolice.com/2013/05/25/sky-apps-hacked-by-syrian-electronic-army-bskyb-android-apps-were-hacked-and-replaced/0

India LMC South Asia 2018 March 22 https://www.hindustantimes.com/mumbai-news/cyber-fraudster-hacks-ceo-s-email-dupes-firm-of-rs13-22-lakh/story-EwsTfH6Nj4o2CYv9Z95gmI.html0

United StatesHIC North America 2018 April 13 http://mondaq.com/unitedstates/x/691928/Healthcare/Virtua+Medical+Group+To+Pay+418000+Data+Breach+Settlement0

United StatesHIC North America 2018 April 3 https://healthitsecurity.com/news/federal-lawsuit-filed-following-alleged-cvs-health-data-breach0

India LMC South Asia 2018 June 13 https://punemirror.indiatimes.com/pune/crime/cops-net-hacked-rs-3cr-in-three-days/articleshow/64566538.cms0

United StatesHIC North America 2018 May 16 https://healthitsecurity.com/news/ocr-to-share-hipaa-data-breach-settlements-with-victims0

United StatesHIC North America 2018 October 12 http://www.darkreading.com/vulnerabilities---threats/hacker-targeted-huawei-router-0-day-in-attempt-to-create-new-mirai-botnet/d/d-id/1330715?piddl_msgid=3327240

United KingdomHIC Europe & Central Asia2018 July 31 https://www.theregister.co.uk/2018/07/31/dixons_carphone_breach_10m_records/0

United StatesHIC North America 2018 September 10 https://www.spamfighter.com/News-21754-Missouri-State-Democratic-Party-Email-to-University-Of-Missouri-Leads-to-Phishing-Attempt.htm0

Germany HIC Europe & Central Asia2018 November 15 https://www.finanznachrichten.de/nachrichten-2018-11/45292026-opus-ponemon-institute-announce-results-of-2018-third-party-data-risk-study-59-of-companies-experienced-a-third-party-data-breach-yet-only-16-sa-004.htm0

United KingdomHIC Europe & Central Asia2018 September 17 http://www.irishnews.com/news/northernirelandnews/2018/09/16/news/police-officer-s-notebook-lost-in-latest-psni-data-breach-1434313/0

India LMC South Asia 2018 December 15 https://telecom.economictimes.indiatimes.com/news/facebooks-lead-eu-regulator-opens-probe-into-data-breach/671015950

Greece HIC Europe & Central Asia2020 June 1 https://325.nostate.net/2020/06/01/minnesota-state-hacked-ua/0

NetherlandsHIC Europe & Central Asia2020 February 6 https://www.telecompaper.com/news/data-breach-reports-grew-29-to-27000-in-netherlands-last-year--13255970

Greece HIC Europe & Central Asia2020 July 18 https://greekcitytimes.com/2020/07/18/greek-navy-personnel-doxxed-by-iranian-hackers/0

United StatesHIC North America 2020 February 21 https://www.wpsdlocal6.com/news/city-of-paducah-paid-approximately-to-get-control-back-from/article_bb8774e4-54d2-11ea-a68b-6b6fb7d18cae.html0

New ZealandHIC East Asia & Pacific2020 February 27 https://www.stuff.co.nz/national/politics/119880737/shoddy-treasury-website-led-to-budget-hack-in-2019-report-shows0

United StatesHIC North America 2020 March 5 https://lawstreetmedia.com/tech/nso-group-defaults-in-whatsapp-phone-hacking-case/0

United StatesHIC North America 2020 April 21 https://www.thenonprofittimes.com/npt_articles/mip-restoring-users-after-ransomware-attack/0

Australia HIC East Asia & Pacific2020 August 3 https://www.pulseitmagazine.com.au/aged-care/5636-aged-care-provider-regis-hit-by-ransomware-attack0

United StatesHIC North America 2020 May 1 https://www.techrepublic.com/article/microsoft-catches-cybercriminals-adding-malware-to-john-wick-3-contagion-torrents/0

United StatesHIC North America 2021 January 1 https://insidebitcoins.com/news/cover-protocol-announces-plans-to-compensate-hack-victims0

India LMC South Asia 2021 December 17 https://www.businessinsider.in/tech/news/meta-removes-400-facebook-accounts-linked-to-india-based-hack-for-hire-firm-belltrox/articleshow/88335384.cms0

United KingdomHIC Europe & Central Asia2021 February 16 https://www.thecourier.co.uk/fp/news/local/perth-kinross/1977754/tayside-fishing-industries-in-limbo-after-cyber-attack-on-sepa/0

United StatesHIC North America 2021 January 27 https://www.bankinfosecurity.com/phishing-campaign-features-fake-office-365-update-a-158690

United StatesHIC North America 2020 November 21 http://www.digitaljournal.com/tech-and-science/technology/looking-behind-the-vertafore-data-breach/article/5811780

United StatesHIC North America 2021 November 11 https://www.jdsupra.com/legalnews/certified-automotive-lease-corp-data-7190960/0

Denmark HIC Europe & Central Asia2022 August 9 https://www.seoghoer.dk/nyheder/hackere-stjal-data-fra-danske-bioanalytikere-og-svindlede-med-dem0

Lithuania HIC Europe & Central Asia2022 March 22 https://www.delfi.lt/ru/abroad/russia/kp-so-ssylkoj-na-minoborony-rf-soobschila-o-kolichestve-pogibshih-v-ukraine-a-zatem-udalila-dannye-i-zayavila-o-vzlome.d?id=897619730

United StatesHIC North America 2022 April 22 https://www.teletica.com/nacional/sector-productivo-teme-millones-de-dolares-en-perdidas-por-hackeo_3098310

Russia UMC Europe & Central Asia2022 March 1 https://ura.news/news/1052535860 0

Russia UMC Europe & Central Asia2022 August 5 https://lenta.ru/news/2022/08/05/marochko/0

Denmark HIC Europe & Central Asia2022 June 1 https://finans.dk/erhverv/ECE14082496/ascendic-blev-hacket-faa-timer-efter-harmloest-instagramopslag/0

South KoreaHIC East Asia & Pacific2022 May 3 https://www.donga.com/news/Society/article/all/20220503/113211544/20

India LMC South Asia 2022 May 29 https://navbharattimes.indiatimes.com/tech/gadgets-news/google-meet-scam-malware-download-without-permission-private-chat-may-leak/articleshow/91869915.cms0

Czech RepublicHIC Europe & Central Asia2022 December 31 https://www.denik.cz/krimi/utoky-hackeru-2022-20231230.html0

South KoreaHIC East Asia & Pacific2022 November 9 https://news.kmib.co.kr/article/view.asp?arcid=0017652828&code=61121111&sid1=soc0

Chile HIC Latin America & Caribbean2022 September 24 https://www.adnradio.cl/nacional/2022/09/23/presidente-de-comision-de-defensa-de-la-camara-y-hackeo-al-estado-mayor-conjunto-en-esto-no-pueden-haber-mezquindades-ni-pequeneces-estamos-hablando-de-la-seguridad-nacional.html0

Russia UMC Europe & Central Asia2022 February 9 http://moidagestan.ru/news/accidents/745430

Russia UMC Europe & Central Asia2022 May 25 https://www.securitylab.ru/news/531862.php0

Vietnam LMC East Asia & Pacific2021 November 9 https://vietgiaitri.com/hacker-khet-tieng-tung-tong-tien-apple-50-trieu-usd-vua-bi-bat-giu-co-the-phai-ngoi-100-nam-tu-20211109i6145115/0

Ukraine LMC Europe & Central Asia2021 January 4 http://internetua.com/hakery-prodauat-kradennye-bankovskie-karty-ukraincev-s-privyazannymi-sim-kartami0

Russia UMC Europe & Central Asia2019 September 16 https://www.securitylab.ru/blog/personal/tsarev/346996.php0

United StatesHIC North America 2021 September 5 https://kr.investing.com/news/economy/article-693049[2860157, 2860156]['Limit account useless?… Voice phishing surge, Hankyung from financial authorities behind the recommendation of improvement by the Anti-Corruption and Civil Rights Commission', 'Despite the introduction of limit accounts, voice phishing surges… Establishing a ghost corporation to avoid financial authorities’ surveillance network Hankyung']1

BangladeshLMC South Asia 2021 August 8 https://www.risingbd.com/law-crime/news/4197030



France HIC Europe & Central Asia2020 February 26 https://securite.developpez.com/actu/294987/Le-gouvernement-US-publie-les-nouveaux-logiciels-malveillants-utilises-par-les-pirates-nord-coreens-pour-mener-des-activites-illegales/0

Finland HIC Europe & Central Asia2020 August 18 https://www.is.fi/digitoday/tietoturva/art-2000006605860.html0

Croatia HIC Europe & Central Asia2020 September 23 https://www.vecernji.hr/techsci/hakeru-pet-godina-zatvora-krao-neobjavljenje-epizode-popularne-serije-i-prodavao-bolnicke-kartone-14332570

Mexico UMC Latin America & Caribbean2020 September 25 https://www.noroeste.com.mx/publicaciones/view/del-hackeo-a-medios-de-sinaloa-de-la-granizada-en-culiacan-y-del-cip-teacapan-las-noticias-esta-manana-12095260

Lithuania HIC Europe & Central Asia2020 December 10 https://www.alfa.lt/straipsnis/50433618/melagingu-naujienu-platinimas-buvo-kompleksine-kibernetine-ataka-teigia-urm0

Hungary HIC Europe & Central Asia2020 September 21 http://profitline.hu/Masodik-hullam:-soha-nem-latott-ostrom-alatt-a-vallalati-informatika-minden-oldalrol-ozonlenek-a-kibertamadasok-4124740

KyrgyzstanLMC Europe & Central Asia2020 May 19 https://www.kp.kg/online/news/3876560/ 0

South KoreaHIC East Asia & Pacific2019 June 27 http://www.knnews.co.kr/news/articleView.php?idxno=12929820

Romania UMC Europe & Central Asia2019 September 30 http://www.business24.ro/internet/internet-hacking/costin-raiu-kaspersky-majoritatea-infractorilor-cibernetici-sunt-autodidacti-dar-conteaza-si-norocul-16065840

Canada HIC North America 2019 April 12 https://ici.radio-canada.ca/nouvelle/1163221/hameconnage-ottawa-fraude-cybersecurite0

France HIC Europe & Central Asia2019 November 22 https://www.francetvinfo.fr/internet/securite-sur-internet/cybersecurite-un-piratage-paralyse-les-services-administratifs-d-un-village-de-cote-d-or_3715099.html0

Argentina UMC Latin America & Caribbean2019 April 25 http://www.redusers.com/noticias/hackers-australianos-alteran-monopatines-emitan-mensajes-subidos-tono/0

Ukraine LMC Europe & Central Asia2019 January 29 http://www.ostro.org/donetsk/criminal/news/562335/0

Colombia UMC Latin America & Caribbean2019 November 27 https://www.pulzo.com/tecnologia/cuidado-virus-accediendo-datos-personales-usuarios-facebook-PP8058970

Spain HIC Europe & Central Asia2019 November 6 https://computerhoy.com/noticias/tecnologia/descubren-ransomware-cambia-contrasena-windows-5244470

Czech RepublicHIC Europe & Central Asia2018 September 1 https://computerworld.cz/udalosti/doktori-pozor-jde-po-vas-malware-kwampirs-548700

Hungary HIC Europe & Central Asia2018 October 24 https://www.portfolio.hu/vallalatok/it/feltortek-egy-feltorhetetlennek-hitt-virtualis-penztarcat.302200.html0

Taiwan 2018 December 27 http://www.spamfighter.com/News-21947-Phishing-Attack-pretends-to-be-a-non-delivery-notifications-email-from-Office-365.htm[2250190, 5029558, 5031262]['Fake Office 365 non-delivery emails, new phishing exposed', 'Fake Office 365 undelivered emails, new phishing methods exposed | Hong Kong UNWIRE . HK Play Life ． Le Technology', 'Phishing Attack pretends to be a non - delivery notifications email from Office 365']2

India LMC South Asia 2018 October 12 https://maharashtratimes.indiatimes.com/maharashtra/mumbai-news/tab-bill-to-rs-20-lakh-hacking-suspects/articleshow/66166765.cms0

Mexico UMC Latin America & Caribbean2018 May 23 http://pulsoslp.com.mx/2018/05/23/alerta-de-zombis-en-florida-habria-sido-provocada-por-un-hackeo/0

United StatesHIC North America 2018 October 30 http://globedia.com/west-haven-paga-dolares-rescate-ataque-ransomware0

Denmark HIC Europe & Central Asia2018 June 14 https://www.computerworld.dk/art/243711/morgen-briefing-russisk-hackerangreb-blev-aldrig-efterforsket-topchef-traeder-ud-af-kmds-bestyrelse-it-toppen-samles-til-folkemoedet0

France HIC Europe & Central Asia2017 October 26 http://sosconso.blog.lemonde.fr/2017/10/26/elle-avoue-a-sa-banque-avoir-ete-victime-de-phishing/0

United Arab EmiratesHIC Middle East & North Africa2017 October 30 http://ar.itp.net/615529-%D9%81%D8%B6%D9%8A%D8%AD%D8%A9-%D8%AA%D9%87%D8%B2-%D8%A2%D8%A8%D9%84-%D8%A8%D8%B9%D8%AF-%D8%A7%D8%AE%D8%AA%D8%B1%D8%A7%D9%82-%D9%83%D8%A7%D9%85%D9%8A%D8%B1%D8%A7-%D9%87%D9%88%D8%A7%D8%AA%D9%810

South KoreaHIC East Asia & Pacific2017 May 2 http://www.diodeo.com/news/view/22064710

Russia UMC Europe & Central Asia2017 March 30 http://www.vsluh.ru/news/tech/317617 0

Mexico UMC Latin America & Caribbean2017 December 13 https://www.sintesis.mx/2017/12/13/hackean-sitio-del-america-ponen-al-chucky-lozano-jugador-azulcrema/0

Russia UMC Europe & Central Asia2021 November 21 https://www.bleepingcomputer.com/news/security/mediamarkt-hit-by-hive-ransomware-initial-240-million-ransom/0

United StatesHIC North America 2021 April 17 https://www.local10.com/news/local/2021/04/16/was-braman-motors-target-of-hackers-demanding-ransom-money-employee-says-its-true/0

United StatesHIC North America 2021 April 20 https://www.inman.com/2021/04/20/douglas-elliman-data-breach-impacts-thousands-of-new-yorkers/0

United StatesHIC North America 2021 May 25 https://abovethelaw.com/2021/05/law-firm-responds-to-data-breach-claim-by-leaking-data-checkmate/0

India LMC South Asia 2022 August 16 https://techstory.in/ausd-plummets-by-99-after-a-bug-in-the-configuration-helps-hacker-exploit-and-steal-1-3-billion-tokens-from-a-defi-platform/0

United KingdomHIC Europe & Central Asia2022 October 14 https://www.computerweekly.com/news/252526106/Annual-costs-of-Hackney-ransomware-attack-exceed-12m0

United StatesHIC North America 2022 November 1 https://www.investmentwatchblog.com/phone-hack-reveals-its-done-minutes-after-nord-sabotage/0

Malaysia UMC East Asia & Pacific2022 April 8 https://www.thestar.com.my/tech/tech-news/2022/04/08/hacking-of-namewees-youtube-account-follows-criticism-of-war-in-ukraine0

United StatesHIC North America 2022 October 19 https://www.nationalmortgagenews.com/news/borrowers-request-consolidation-of-keybank-data-breach-suits0

United StatesHIC North America 2022 April 20 https://www.darkreading.com/omdia/denonia-malware-shows-evolving-cloud-threats0

United StatesHIC North America 2022 April 25 https://www.jdsupra.com/legalnews/data-breach-at-burkhart-dental-supply-2924516/0

India LMC South Asia 2022 November 27 https://www.thehindubusinessline.com/news/national/paralysed-aiims-virtual-system-ready-to-be-restored-post-malware-attack/article66192104.ece0

United StatesHIC North America 2022 October 25 https://www.jdsupra.com/legalnews/vivendi-announces-data-breach-stemming-7180176/0

Japan HIC East Asia & Pacific2019 June 21 https://www.zdnet.com/article/free-proxy-service-found-running-on-top-of-2600-hacked-wordpress-sites/0

PhilippinesLMC East Asia & Pacific2019 June 25 https://newsinfo.inquirer.net/1133802/customs-website-hacked-dict-assistance-sought0

Russia UMC Europe & Central Asia2019 July 9 https://www.securityweek.com/iran-linked-malware-shared-uscybercom-first-seen-december-2016-kaspersky0

United StatesHIC North America 2019 February 12 https://www.defenseone.com/news/2019/02/the-d-brief-february-12-2019/154809/0

Trinidad and TobagoHIC Latin America & Caribbean2019 July 26 https://newsday.co.tt/2019/07/26/national-security-immigration-websites-hacked/0

United KingdomHIC Europe & Central Asia2019 April 1 https://www.theregister.co.uk/2019/04/01/quadsys_md_paul_cox_assault/0

United StatesHIC North America 2019 August 19 http://www.spamfighter.com/News-22360-Russian-hackers-leveraging-Internet-of-Things-appliances-for-infiltrating-corporate-networks.htm0

United StatesHIC North America 2019 August 31 http://www.iphonehacks.com/2019/08/ios-13-hacked-jailbreak-developer-iphone-x.html0

United StatesHIC North America 2019 October 22 https://homelandprepnews.com/stories/38366-massachusetts-congress-members-urge-dhs-to-help-municipalities-fight-cyber-attacks/0

United KingdomHIC Europe & Central Asia2019 December 4 https://www.itproportal.com/news/uk-parliament-email-hack-the-industry-reaction/0

United KingdomHIC Europe & Central Asia2019 February 25 https://www.theregister.co.uk/2019/02/25/infosec_roundup/0

United StatesHIC North America 2019 May 30 http://www.telegraphherald.com/news/tri-state/article_3cd46020-53a2-5189-b6b7-f7390cb14003.html0

Thailand UMC East Asia & Pacific2018 November 29 https://www.bangkokpost.com/tech/local-news/1584570/csd-warns-line-users-about-phishing-update-message0

Australia HIC East Asia & Pacific2017 January 19 http://www.theland.com.au/story/4414518/game-hunters-details-released-in-data-breach/?cs=49410

United StatesHIC North America 2017 February 6 http://www.bankinfosecurity.com/fbi-cybercrime-gang-stole-12-million-via-bank-malware-a-96700



United StatesHIC North America 2017 June 6 https://nakedsecurity.sophos.com/2017/06/06/news-in-brief-spy-chief-warns-on-blame-fbi-arrests-nsa-contractor-japan-holds-teen-on-ransomware/0

Nigeria LMC Sub-Saharan Africa2017 July 11 http://www.informationng.com/2017/07/men-land-hot-soup-hacking-waecs-website.html0

United StatesHIC North America 2017 July 25 http://www.wnd.com/2017/07/another-huge-government-data-breach/0

Pakistan LMC South Asia 2017 September 16 http://www.journalismpakistan.com/Three-US-media-groups-sue-FBI-over-hack-of-San-Bernardino-shooters-iPhone0

United KingdomHIC Europe & Central Asia2017 December 21 http://www.information-age.com/ransomware-iot-new-security-nightmare-123470151/0

Iran LMC Middle East & North Africa2017 October 6 http://www.iranfocus.com/en/index.php?option=com_content&view=article&id=32081:iranian-hackers-catfish-a-cybersecurity-employee&catid=4&Itemid=1090

United StatesHIC North America 2018 March 2 https://insidebitcoins.com/news/first-bitcoin-cash-ransomware-makes-it-impossible-to-decrypt-files/1096210

PhilippinesLMC East Asia & Pacific2018 January 27 http://www.philstar.com/metro/2018/01/28/1782062/nbi-nabs-facebook-hacker0

United KingdomHIC Europe & Central Asia2018 February 2 http://www.independent.co.uk/news/business/news/drivers-phishing-dvla-scam-fraud-text-messages-swansea-palau-micronesia-a8191556.html0

United StatesHIC North America 2018 March 15 https://www.cnbc.com/2018/03/15/pentagon-confirms-hack-attempt-against-defense-department-credit-card-holders.html0

Canada HIC North America 2018 March 23 http://www.cjme.com/2018/03/22/read-the-fine-print-u-of-r-professor-warns-of-data-breach/0

United StatesHIC North America 2018 March 31 http://blackholezoo.com/apple-attacked-by-hackers/0

United KingdomHIC Europe & Central Asia2018 April 11 http://www.gazetteseries.co.uk/news/16151029.Hospital_thwarts_cyber_attack_on_800_staff/0

Papua New GuineaLMC East Asia & Pacific2018 April 17 http://www.emtv.com.pg/insight-how-a-hacker-s-typo-helped-stop-a-billion-dollar-bank-heist/0

United StatesHIC North America 2018 May 21 http://fox17online.com/2018/05/21/kent-county-church-targeted-in-data-breach/0

Singapore HIC East Asia & Pacific2018 June 28 https://www.enterpriseinnovation.net/article/rancor-cyber-attacks-focus-singapore-and-cambodia-17499135200

Ireland HIC Europe & Central Asia2018 October 13 https://www.irishtimes.com/business/technology/this-week-we-re-talking-about-google-s-data-breach-1.36628570

Russia UMC Europe & Central Asia2018 August 27 https://www.rt.com/news/436911-idf-recruits-data-hacked/0

United StatesHIC North America 2018 November 9 https://securingtomorrow.mcafee.com/mcafee-labs/triton-malware-spearheads-latest-generation-of-attacks-on-industrial-systems/0

United KingdomHIC Europe & Central Asia2020 May 13 https://www.constructionnews.co.uk/contractors/bam-construct/bam-construct-hit-by-cyber-attack-13-05-2020/0

United KingdomHIC Europe & Central Asia2018 December 20 https://www.irvinetimes.com/news/17312324.man-faces-stalking-charge-after-crosshouse-data-breach/0

United StatesHIC North America 2020 May 24 https://news.bitcoin.com/hacker-attempts-to-sell-data-allegedly-tied-to-ledger-trezor-bnktothefuture-customers/0

United KingdomHIC Europe & Central Asia2020 January 24 http://channeleye.co.uk/msps-targeted-by-hackers/0

Canada HIC North America 2020 February 28 https://www.cbc.ca/news/canada/manitoba/sfnnc-cyberattack-update-feb-2020-1.54760830

United Arab EmiratesHIC Middle East & North Africa2020 March 9 http://tradearabia.com/news/IND_365034.html0

NetherlandsHIC Europe & Central Asia2020 March 17 https://www.smn-news.com/st-maarten-st-martin-news/34218-suspect-arrested-and-charged-in-szv-phishing-scam-of-2019.html0

United StatesHIC North America 2020 July 7 https://healthitsecurity.com/news/magellan-health-data-breach-victim-tally-reaches-365k-patients0

United StatesHIC North America 2021 January 28 https://www.walb.com/2021/01/28/crisp-regional-health-services-falls-victim-ransomware-attack/0

Canada HIC North America 2020 December 29 https://vancouversun.com/news/local-news/some-transit-employees-tighten-belts-after-payroll-hit-by-translink-ransomware-attack0

Fiji UMC East Asia & Pacific2021 August 28 https://www.fijitimes.com/massive-data-breach-cybersecurity-hacks-and-risk-management/0

United StatesHIC North America 2021 September 24 https://www.breitbart.com/politics/2021/09/24/port-houston-targeted-hackers-foreign/0

Israel HIC Middle East & North Africa2021 February 24 https://www.middleeastmonitor.com/20210224-african-governments-are-crushing-opposition-using-israeli-spyware/0

India LMC South Asia 2021 October 18 https://www.prokerala.com/news/articles/a1208033.html0

Ukraine LMC Europe & Central Asia2021 August 6 http://internetua.com/v-servise-prokata-elektrosamokatov-kiwi-proizoshel-sboi-klienty-polucsili-fishingovye-soobsxeniya0

Bulgaria UMC Europe & Central Asia2021 September 8 https://duma.bg/dve-hakerski-ataki-sreshtu-prebroyavaneto-za-den-n2445800

Ukraine LMC Europe & Central Asia2022 September 16 https://korrespondent.net/ukraine/4516847-v-ukrayne-zaderzhan-uchastnyk-khakerskoi-hruppy-nanesshyi-uscherb-na-120-mln0

Pakistan LMC South Asia 2017 December 6 https://en.dailypakistan.com.pk/business/sbp-swings-into-action-after-atm-hacking-incidents/[1296624, 1030101]['SBP swings into action after ATM hacking incidents – Daily Pakistan', 'Hundreds of Pakistanis lose millions in major ATM hacking fraud']1

Poland HIC Europe & Central Asia2022 February 7 https://www.komputerswiat.pl/aktualnosci/wydarzenia/nik-oficjalnie-potwierdza-73-tys-atakow-hakerskich-na-urzadzenia-pracownikow-mozliwe/19kzd0w0

Sweden HIC Europe & Central Asia2022 December 1 https://www.dn.se/varlden/okand-sudanesisk-milis-kopte-israeliskt-spionprogram/0

Colombia UMC Latin America & Caribbean2022 December 1 https://www.bluradio.com/nacion/mario-bros-un-conejo-blanco-y-secuestro-de-datos-el-lado-oscuro-del-hackeo-a-eps-sanitas-rg100

South KoreaHIC East Asia & Pacific2022 January 18 https://zdnet.co.kr/view/?no=202201181811560

Taiwan 2022 February 9 https://www.ithome.com.tw/news/149275 0

Russia UMC Europe & Central Asia2022 October 6 https://www.m24.ru/news/tehnologii/06102022/5088540

Spain HIC Europe & Central Asia2022 April 12 https://www.elmundo.es/comunidad-valenciana/castellon/2022/04/12/625543c0e4d4d899688b458b.html0

Latvia HIC Europe & Central Asia2022 December 14 https://rus.delfi.lv/news/daily/criminal/v-noch-na-vtornik-v-rige-vzlomali-i-obokrali-magazin-rimi-mini.d?id=550326420

Japan HIC East Asia & Pacific2021 May 10 https://www.nikkei.com/article/DGXZQOGN10DE90Q1A510C2000000/0

Slovak RepublicHIC Europe & Central Asia2021 April 16 https://parameter.sk/sulyos-kibertamadas-ert-egy-dunaszerdahely-kornyeki-internetszolgaltatot-nemzetbiztonsagi-hivatal0

Morocco LMC Middle East & North Africa2021 February 16 https://www.hespress.com/%D9%85%D8%BA%D8%A7%D8%B1%D8%A8%D8%A9-%D9%8A%D8%AE%D8%AA%D8%B1%D9%82%D9%88%D9%86-%D9%85%D9%88%D8%A7%D9%82%D8%B9-%D8%AC%D8%B2%D8%A7%D8%A6%D8%B1%D9%8A%D8%A9-%D8%A7%D9%84%D8%AC%D8%A7%D8%B1%D8%A9-%D8%AA-781834.html0

South KoreaHIC East Asia & Pacific2021 December 5 https://news.mt.co.kr/mtview.php?no=2021120516161094159&MTS_P0

Italy HIC Europe & Central Asia2021 March 15 https://www.corriereirpinia.it/emergenza-email-phishing/0

Brazil UMC Latin America & Caribbean2021 May 26 https://canaltech.com.br/seguranca/malware-usa-arquivos-em-pdf-para-roubar-senhas-das-vitimas-185795/0

Finland HIC Europe & Central Asia2021 November 13 https://www.kauppalehti.fi/uutiset/nama-ovat-suomen-yleisimmat-haittaohjelmat-vaarallisin-loytyy-yli-7-yritysverkoista/0101f742-9f3a-4a09-800a-aa5a71cc60890

Peru UMC Latin America & Caribbean2020 June 13 https://diariocorreo.pe/espectaculos/beba-army-hackea-pagina-de-especialista-que-fue-entrevistado-en-el-programa-de-magaly-medina-facebook-noticia/0

Poland HIC Europe & Central Asia2020 June 3 https://www.komputerswiat.pl/aktualnosci/bezpieczenstwo/decathlon-mial-wyciek-danych-hakerzy-uzyskali-dostep-do-numerow-telefonow-klientow/f9dgcl30

South KoreaHIC East Asia & Pacific2020 April 23 http://biz.heraldcorp.com/view.php?ud=202004230001310



Senegal LMC Sub-Saharan Africa2020 August 6 https://afriqueitnews.com/tech-media/logiciel-espion-pegasus-feu-projecteurs-togo/0

India LMC South Asia 2020 August 18 http://idrw.org/indian-hackers-give-befitting-reply-to-pakistans-agenda-on-ram-temple-kashmir-hack-over-80-pakistani-websites/[2661739, 2659534, 2661738]['Indian hackers give befitting reply to Pakistan agenda on Ram temple , Kashmir ; hack over 80 Pakistani websites – Indian Defence Research Wing', 'Hackers attacked PAK on Independence Day, Shri Ram started appearing on the website', 'Indian hackers give befitting reply to Pakistan agenda on Ram temple , Kashmir ; hack over 80 Pakistani websites']2

KazakhstanUMC Europe & Central Asia2019 June 15 http://today.kz/news/internet/2019-06-15/778948-fishingovyie-ataki-v-otnoshenii-vladeltsev-domenov-kz-uchastilis-v-kazahstane/0

France HIC Europe & Central Asia2019 December 18 https://www.rtl.fr/actu/justice-faits-divers/arnaque-a-la-webcam-deux-hackers-arretes-pour-sextorsion-77997373240

Chile HIC Latin America & Caribbean2019 March 22 http://lanacion.cl/2019/03/22/hackeo-a-cuprum-con-traspaso-de-fondos-a-otra-afp-devela-fragilidad-en-sistema-de-seguridad/0

Ukraine LMC Europe & Central Asia2019 January 30 http://pressorg24.com/news?id=436972 0

Russia UMC Europe & Central Asia2018 March 19 http://biz.cnews.ru/news/top/2018-03-19_rossijskij_haker_otdelalsya_minimalnym_shtrafom0

Ukraine LMC Europe & Central Asia2018 April 6 https://ubr.ua/ukraine-and-world/technology/na-hosudarstvennom-sajte-rabotaet-fishinhovaja-ssylka-38679700

Mexico UMC Latin America & Caribbean2018 October 24 http://www.24-horas.mx/2018/10/23/emiten-nueva-alerta-roja-por-intento-de-hackeo-al-spei/0

South KoreaHIC East Asia & Pacific2018 January 10 http://www.newdaily.co.kr/site/data/html/2018/01/10/2018011000037.html0

Russia UMC Europe & Central Asia2018 January 10 http://rusplt.ru/news/hakeryi-ulichili-komissiyu-668191.html0

Russia UMC Europe & Central Asia2018 May 30 http://jourdom.ru/news/102429 0

Latvia HIC Europe & Central Asia2018 December 19 https://rus.delfi.lv/news/daily/latvia/ohota-na-vedm-v-dume-daugavpilsa-vzlom-dippochty-es-i-kitajskij-zapret-rozhdestva.d?id=506849290

Peru UMC Latin America & Caribbean2017 November 23 http://agenciaorbita.org/mensaje-phishing-en-whatsapp-ofrece-s-500-para-starbucks-a-cambio-de-tu-informacion/0

Tuvalu UMC East Asia & Pacific2017 July 21 https://piter.tv/event/Peterburzhenku_sudili_za_vzlom_elektronnoj_pochti/0

Germany HIC Europe & Central Asia2017 October 8 https://www.welt.de/regionales/sachsen/article169415996/Rund-1000-Cyberangriffe-auf-Sachsens-Verwaltung-abgewehrt.html0

Spain HIC Europe & Central Asia2017 January 31 http://ccaa.elpais.com/ccaa/2017/01/31/catalunya/1485857756_658955.html0

Vietnam LMC East Asia & Pacific2017 March 4 http://dantri.com.vn/phap-luat/ha-noi-hai-thay-tro-hacker-phat-tan-ma-doc-chiem-doat-tai-san-20170304110640943.htm0

Poland HIC Europe & Central Asia2017 August 2 https://tech.wp.pl/rosyjscy-hakerzy-wlamania-na-konto-i-zadania-okupu-a-wszystko-dla-kilku-zdjec-6150908204099713a0

Sweden HIC Europe & Central Asia2017 October 10 https://www.expressen.se/kvallsposten/18-aring-atalas-for-intrang-mot-nordea-och-swedbank/0

Russia UMC Europe & Central Asia2017 June 14 http://bankir.ru/novosti/20170614/v-cherepovtse-neizvestnye-vzlomali-bankomat-10128039/0

United StatesHIC North America 2022 June 10 https://www.tomsguide.com/news/this-ransomware-makes-you-sign-up-for-roblox-to-get-your-files-back0

United StatesHIC North America 2021 June 10 https://www.law360.com/articles/13926860

United StatesHIC North America 2021 June 10 https://www.itechpost.com/articles/105940/20210610/rockyou-2021-data-breach-activate-two-factor-authentication-password-leaked.htm0

United StatesHIC North America 2022 February 17 https://www.techtimes.com/articles/271932/20220216/trickbot-malware-target-trickbot-amazon-microsoft-paypal-tech-giants.htm0

United StatesHIC North America 2022 October 12 https://www.jdsupra.com/legalnews/buffalo-mri-by-windsong-radiology-6929728/0

United StatesHIC North America 2022 November 21 https://www.jdsupra.com/legalnews/eagle-bank-reports-that-recent-data-1912935/0

Canada HIC North America 2022 October 25 https://www.itworldcanada.com/article/cyber-security-today-oct-21-2022-microsoft-storage-misconfiguation-data-tracker-leads-to-another-data-breach-and-more/5091950

United StatesHIC North America 2022 October 26 https://www.jdsupra.com/legalnews/urology-of-greater-atlanta-llc-8804615/0

Australia HIC East Asia & Pacific2022 November 10 https://www.itnews.com.au/news/nsw-agencies-face-mandatory-data-breach-notification-scheme-5876090

Nigeria LMC Sub-Saharan Africa2022 November 25 https://punchng.com/hackers-attack-39-nigerias-oil-sector-computers-report/0

United StatesHIC North America 2019 February 22 https://www.natlawreview.com/article/hipaa-data-breach-reports-due-to-ocr-228190

United StatesHIC North America 2022 December 6 https://www.jdsupra.com/legalnews/snap-finance-llc-files-notice-of-data-9536432/0

United StatesHIC North America 2022 December 23 https://www.scmagazine.com/analysis/ransomware/after-ransomware-hits-colombian-energy-firm-moodys-says-low-patch-rate-suggests-inadequacies-in-cyber-practices0

United StatesHIC North America 2019 April 27 https://www.theverge.com/2019/4/27/18518619/i-dress-up-virtual-website-ftc-data-breach0

United StatesHIC North America 2019 May 16 https://www.natlawreview.com/article/fbi-flash-ryuk-ransomware-continues-to-attack-us-businesses0

United StatesHIC North America 2020 January 8 https://www.dailyrepublic.com/all-dr-news/wires/east-bay-schools-hit-with-cyber-attack-during-break-mercury-news/0

New ZealandHIC East Asia & Pacific2019 June 28 https://www.nzherald.co.nz/nz/news/article.cfm?c_id=1&objectid=122449380

United KingdomHIC Europe & Central Asia2019 August 27 https://www.scmagazineuk.com/quasar-rat-installed-new-phishing-campaign/article/15948500

United StatesHIC North America 2019 August 26 http://www.msn.com/en-nz/news/national/government-forced-to-take-urgent-steps-over-digital-data-breach/ar-AAGliZB0

India LMC South Asia 2019 October 12 https://timesofindia.indiatimes.com/city/coimbatore/city-photo-studio-falls-victim-to-ransomware-attack/articleshow/71547639.cms0

United StatesHIC North America 2019 October 18 https://wvrecord.com/stories/514831741-attorney-launches-wv-investigation-into-credit-card-data-breach-urges-potential-victims-to-make-contact0

United StatesHIC North America 2019 October 24 https://www.natlawreview.com/article/privacist-volume-10

United KingdomHIC Europe & Central Asia2019 November 28 https://www.theregister.co.uk/2019/11/28/google_12000_warnings_phishing_sandworm/0

United StatesHIC North America 2019 December 20 https://www.theeagle.com/news/local/college-station-s-investigation-into-possible-utility-data-breach-likely/article_7ca00412-234a-11ea-8d12-cf9a796644ef.html0

United StatesHIC North America 2019 May 3 https://www.sunherald.com/news/local/crime/article230012394.html0

United KingdomHIC Europe & Central Asia2017 March 6 http://metro.co.uk/2017/03/06/man-dies-trying-to-switch-off-hacked-motorway-billboard-showing-porn-6492201/0

United KingdomHIC Europe & Central Asia2017 March 17 http://www.ibtimes.co.uk/us-police-dept-hit-data-leak-ransomware-exposing-over-100gb-worth-crime-victim-records-16121540

United StatesHIC North America 2017 April 12 http://www.sfgate.com/entertainment/the-wrap/article/UTA-Hack-Update-Agency-Hires-Experts-to-11069397.php0

United StatesHIC North America 2017 May 1 https://www.dnainfo.com/chicago/20170501/portage-park/city-newsstand-portage-park-russian-hacking-scam-roman-valeryevich-seleznev0

United StatesHIC North America 2017 August 16 http://www.thedenverchannel.com/news/local-news/data-breach-may-have-compromised-card-info-for-people-who-stayed-at-denver-winter-park-hotels0

India LMC South Asia 2017 September 29 https://www.nyoooz.com/news/nashik/927133/role-of-more-rto-staff-suspected-in-hacking-case/0

United StatesHIC North America 2017 September 24 http://www.salon.com/2017/09/24/russian-hackers-exploited-a-google-flaw-and-google-wont-fix-it/0

United KingdomHIC Europe & Central Asia2017 November 4 http://www.ibtimes.co.uk/chinese-hacker-group-keyboy-back-new-spy-malware-targeting-western-organisations-16458900

United StatesHIC North America 2017 November 28 http://www.carrollcountytimes.com/ac-cn-schools-hack-20171128-story.html0



United StatesHIC North America 2017 December 12 http://news.softpedia.com/news/banking-malware-bypasses-google-filters-infects-thousands-of-android-devices-518942.shtml0

United StatesHIC North America 2017 June 15 http://www.stardem.com/spotlight/article_8a948dd9-b821-5292-a047-58082e2f8628.html0

Nigeria LMC Sub-Saharan Africa2017 December 22 https://news2.onlinenigeria.com/news/general/690273-customer-allegedly-hacks-bank%E2%80%99s-accounts,-steals-64,822.html0

United StatesHIC North America 2018 February 10 https://www.lexology.com/library/detail.aspx?g=ca162b53-396a-497e-970a-6d99c162baeb0

India LMC South Asia 2018 January 27 http://www.thehindu.com/news/cities/bangalore/22-bank-accounts-hacked-53-lakh-stolen-in-48-hours/article22538891.ece0

India LMC South Asia 2018 March 20 http://www.business-standard.com/article/companies/facebook-data-breach-casts-a-doubtful-shadow-on-whatsapp-pay-118032100041_1.html0

Australia HIC East Asia & Pacific2018 March 20 http://www.news.com.au/technology/online/security/dont-fall-for-the-phishing-scam-attacking-apple-customers/news-story/d8704ba2781bbab9f9904e367e5db45d0

Canada HIC North America 2018 July 17 https://www.itbusiness.ca/news/hashtag-trending-12-russians-charged-with-hacking-us-election-jeff-bezos-is-richer-than-you-amazon-prime-day-worker-strikes/1030530

United StatesHIC North America 2018 October 2 https://www.politico.com/story/2018/10/02/mueller-investigation-emails-hack-8572880

United StatesHIC North America 2018 December 7 https://www.scmagazine.com/home/security-news/danabot-banking-trojan-adds-sly-spam-feature-distributes-gootkit-malware/0

United StatesHIC North America 2020 January 9 https://www.scmagazine.com/home/security-news/attackers-distill-essence-of-mirai-iot-botnet-into-liquorbot-malware/0

United StatesHIC North America 2020 July 17 https://www.wmur.com/article/nh-primary-source-nh-democratic-partys-twitter-account-locked-due-to-massive-hacking-scam/333407880

United StatesHIC North America 2020 June 19 https://www.govtech.com/security/University-of-Pittsburgh-Medical-Center-Hacker-Arrested.html0

United StatesHIC North America 2020 February 21 https://news.yahoo.com/top-las-vegas-news-mgm-174723827.html0

United KingdomHIC Europe & Central Asia2020 March 4 https://www.telegraph.co.uk/news/2020/03/04/huge-ransomware-attack-laid-bare-french-lingerie-firm-cost-millions/0

Japan HIC East Asia & Pacific2020 April 15 https://www.zdnet.com/article/new-tool-detects-aws-intrusions-where-hackers-abuse-self-replicating-tokens/0

United StatesHIC North America 2020 August 20 https://threatpost.com/ibm-ai-powered-data-management-software-subject-exploit/158497/0

United StatesHIC North America 2020 December 4 https://www.prweb.com/releases/moginrubin_represents_those_affected_by_dickeys_bbq_data_breach_of_sensitive_consumer_information/prweb17587335.htm0

United StatesHIC North America 2021 March 4 https://www.goskagit.com/news/local_news/skagit-public-utility-district-vendor-suffers-data-breach/article_71ac894c-abc4-5872-bb51-db2fc6aa82cd.html0

Italy HIC Europe & Central Asia2022 July 8 https://www.ilgazzettino.it/nordest/padova/attacco_hacker_dussmann_a_rischio_dati_utenti_mensa-6801590.html0

South KoreaHIC East Asia & Pacific2022 July 18 https://www.news1.kr/articles/?4745202 0

Russia UMC Europe & Central Asia2022 February 27 https://tass.ru/obschestvo/13883575 0

Italy HIC Europe & Central Asia2022 April 29 https://abruzzoweb.it/app-finanziarie-e-sicurezza-lultimo-caso-di-violazione-dei-dati/0

South KoreaHIC East Asia & Pacific2022 August 31 https://news.mt.co.kr/mtview.php?no=2022083119001031828&MTS_P0

Uruguay HIC Latin America & Caribbean2022 March 24 https://ladiaria.com.uy/cotidiana/articulo/2022/3/miles-de-usuarios-de-sitios-gubernamentales-uruguayos-fueron-afectados-en-hackeo-masivo/0

Indonesia LMC East Asia & Pacific2022 June 16 https://seputarcibubur.pikiran-rakyat.com/ekonomi-bisnis/pr-1784753508/ini-alasan-mafia-judi-slot-online-retas-situs-pemerintah0

Ukraine LMC Europe & Central Asia2022 April 28 https://24tv.ua/ru/rossii-objavili-ob-jekspropriacii-zerna-iz-hersonshhiny-pozzhe_n19649450

Slovenia HIC Europe & Central Asia2022 May 5 https://siol.net/digisvet/novice/hekerji-nad-siol-net-zato-nas-niste-mogli-brati-5787210

China UMC East Asia & Pacific2022 June 24 http://german.china.org.cn/txt/2022-06/24/content_78289133.htm0

Indonesia LMC East Asia & Pacific2022 November 21 https://www.cnnindonesia.com/teknologi/20221121062142-192-876261/hacker-gentayangan-saat-piala-dunia-simak-5-modus-tipu-tipunya0

Slovak RepublicHIC Europe & Central Asia2022 December 17 https://parameter.sk/jo-reggelt-ket-kiskoru-gyerek-torte-fel-koznevelesi-regisztracios-es-tanulmanyi-alaprendszert0

Germany HIC Europe & Central Asia2021 July 5 https://www.t-online.de/region/bonn/news/id_90391618/prozess-autodiebe-hacken-reihenweise-schliesssysteme.html0

India LMC South Asia 2021 January 28 https://www.mathrubhumi.com/crime-beat/crime-news/youth-arrested-in-up-for-hacking-400-girls-social-media-accounts-and-blackmailing-them-1.53926070

Ukraine LMC Europe & Central Asia2021 May 25 http://rusjev.net/2021/05/25/hakery-sovershili-krupnejshij-vzlom-android-ustrojstv/0

Italy HIC Europe & Central Asia2021 September 2 https://www.orizzontescuola.it/attacco-informatico-e-data-breach-a-scuola-valutazione-delle-violazioni-di-dati-o-sistemi-scarica-il-documento-da-utilizzare-per-la-procedura/0

Panama UMC Latin America & Caribbean2021 February 24 https://www.laestrella.com.pa/cafe-estrella/tecnologia/210224/52-empresas-panamenas-sufrieron0

China UMC East Asia & Pacific2021 November 1 https://www.chinaz.com/2021/1101/1323231.shtml0

South KoreaHIC East Asia & Pacific2020 March 11 http://newspim.com/news/view/202003110003830

Singapore HIC East Asia & Pacific2018 August 8 http://brudirect.com/news.php?id=51979[1901127, 1899933]['COI will conduct hearings on the Singhealth data breach from Aug 28', 'Singhealth Cyber Attack : First COI Hearing On Aug 28 , To Be Closed - Door']1

Turkey UMC Europe & Central Asia2020 November 21 https://www.yeniakit.com.tr/haber/casus-yazilimla-insanlari-dolandirip-bitcoine-yatirdilar-1453118.html0

NetherlandsHIC Europe & Central Asia2020 April 20 https://www.techzine.nl/nieuws/security/440082/security-onderzoeker-gericht-aangevallen-in-ransomware-campagne/0

France HIC Europe & Central Asia2020 August 4 https://www.distributique.com/actualites/lire-interpol-toujours-plus-de-phishing-et-de-scam-en-europe-pendant-le-confinement-30427.html0

Macedonia 2019 September 21 https://kurir.mk/makedonija/hronika/krivichna-protiv-skopjanec-za-hakiranje-na-centralniot-registar/0

Argentina UMC Latin America & Caribbean2019 November 6 https://www.eldestapeweb.com/nota/hackearon-a-la-empresa-a-cargo-del-sistema-de-expedientes-digitales-de-la-era-macri-2019115184800

Germany HIC Europe & Central Asia2019 October 14 https://www.netzwelt.de/betrugswarnungen/172417-amazon-phishing-so-sehen-betruegerische-mails-oktober.html0

Mexico UMC Latin America & Caribbean2019 February 26 http://www.e-consulta.com/nota/2019-02-26/seguridad/banorte-reembolsa-652-mp-de-cuentas-hackeadas-la-comuna0

Venezuela Latin America & Caribbean2019 May 1 https://www.noticias24.com/tecnologia/noticia/29773/usuarios-de-mcdonalds-denuncian-hackeo-de-sus-cuentas-detalles/0

Sweden HIC Europe & Central Asia2018 March 9 https://www.idg.se/2.1085/1.699059/vapenlobby-cyberangrepp0

South KoreaHIC East Asia & Pacific2018 November 5 http://news20.busan.com/controller/newsController.jsp?newsId=201811050000660

Jordan UMC Middle East & North Africa2018 April 18 http://www.ammonnews.net/article/3679410

Russia UMC Europe & Central Asia2018 January 21 http://fed.sibnovosti.ru/society/361029-haker-podrostok-v-britanii-pritvorilsya-glavoy-tsru-i-ukral-sekretnye-dannye0

Germany HIC Europe & Central Asia2018 December 15 https://www.krzbb.de/krz_163_111634595-13-_Herrenberger-Hacker-wandert-hinter-Gitter.html0

Macedonia 2018 July 17 https://www.novamakedonija.com.mk/svet/%d0%b1%d0%b5%d0%bb%d0%b3%d0%b8%d1%81%d0%ba%d0%b8-%d0%bf%d1%80%d0%be%d1%84%d0%b5%d1%81%d0%be%d1%80-%d1%80%d1%83%d1%81%d0%b8%d1%98%d0%b0-%d0%b3%d0%b8-%d1%85%d0%b0%d0%ba%d0%b8%d1%80%d0%b0%d0%bb%d0%b0/0

India LMC South Asia 2018 November 11 https://naidunia.jagran.com/chhattisgarh/raipur-indian-hacker-stolen-money-from-bank-throw-proxy-ip-26590450

India LMC South Asia 2018 January 28 http://www.kannadaprabha.com/nation/have-collected-data-about-isis-sympathizers-in-kashmir-claims-kerala-ethical-hacking-group/309168.html0



Bolivia LMC Latin America & Caribbean2018 March 31 http://elpotosi.net/local/20180331_hackers-ocasionan-una-millonaria-perdida-a-la-cooperativa-telefonica.html0

Argentina UMC Latin America & Caribbean2018 October 25 https://www.eleconomistaamerica.com.ar/nacional-eAm-mx/noticias/9478084/10/18/Admite-equipo-de-AMLO-falla-y-hackeo-en-aplicacion-de-la-Consulta-Ciudadana-para-el-Nuevo-Aeropuerto.html0

Russia UMC Europe & Central Asia2018 June 19 http://chechenews.com/%D1%83%D0%BA%D1%80%D0%B0%D0%B8%D0%BD%D1%81%D0%BA%D0%B8%D0%B5-%D1%85%D0%B0%D0%BA%D0%B5%D1%80%D1%8B-%D0%B2%D0%B7%D0%BB%D0%BE%D0%BC%D0%B0%D0%BB%D0%B8-%D1%81%D0%B0%D0%B9%D1%82-%D1%80%D0%BE%D1%81%D1%81/0

Vietnam LMC East Asia & Pacific2017 October 9 https://www.baomoi.com/vncert-phat-hien-gan-10-000-cuoc-tan-cong-mang-trong-9-thang/c/23494968.epi0

NetherlandsHIC Europe & Central Asia2017 January 19 http://www.bd.nl/regio/brabant/website-carnavalsoptocht-gehackt-wie-doet-nou-zoiets-1.68414310

Spain HIC Europe & Central Asia2017 March 3 http://www.20minutos.es/noticia/2974941/0/incibe-alerta-campana-phishing-que-suplanta-identidad-paypal/0

Russia UMC Europe & Central Asia2017 November 23 https://rg.ru/2017/11/23/reg-cfo/kostromich-vzlomal-scheta-polumilliona-rossiian.html0

Japan HIC East Asia & Pacific2017 October 17 http://www.etnews.com/20171017000186?mc=em_005_000020

France HIC Europe & Central Asia2017 February 13 http://www.phonandroid.com/pirate-prend-controle-total-universite-grace-ampoules-distributeurs.html0

Estonia HIC Europe & Central Asia2017 May 20 http://forte.delfi.ee/news/tarkvara/adylkuzz-pahavara-mis-kaitseb-wanacry-eest-aga-arvuti-ikkagi-orjaks-muudab?id=782741640

Mexico UMC Latin America & Caribbean2017 November 13 http://www.eldiariodecoahuila.com.mx/tecnologia/2017/11/13/hackers-acceden-todos-datos-mediante-apps-citas-690423.html0

Japan HIC East Asia & Pacific2017 January 11 http://www.etnews.com/201701110003540

Ukraine LMC Europe & Central Asia2017 June 30 http://rian.com.ua/society/20170630/1025422854.html0

Singapore HIC East Asia & Pacific2022 June 9 https://www.police.gov.sg/Media-Room/News/20220608_joint_statement_by_spf_and_dbs_on_dbs_bank_phishing_scams0

United StatesHIC North America 2022 August 16 https://www.jdsupra.com/legalnews/texas-meter-device-company-announces-1041400/0

United StatesHIC North America 2022 July 20 https://www.jdsupra.com/legalnews/allone-health-resources-inc-discovers-8173610/0

United StatesHIC North America 2021 August 6 https://www.defenseone.com/threats/2021/08/the-d-brief-august-06-2021/184342/0

United KingdomHIC Europe & Central Asia2022 September 1 https://www.computerweekly.com/news/252524477/Local-authorities-experience-10000-attempted-cyber-attacks-every-day0

United StatesHIC North America 2022 February 4 https://ca.news.yahoo.com/oil-price-closes-on-100-barrel-european-storage-sites-hit-by-cyber-attacks-095909085.html0

Ireland HIC Europe & Central Asia2022 February 15 https://www.rte.ie/news/2022/0215/1280931-rds-cyberattack/0

United StatesHIC North America 2022 September 12 https://njbiz.com/serv-behavioral-health-system-reports-data-breach/0

Malaysia UMC East Asia & Pacific2022 April 22 https://www.thestar.com.my/news/nation/2022/04/22/phishing-for-prey-cops-warn-of-bogus-lucky-draw-link-spread-via-chat-app0

United KingdomHIC Europe & Central Asia2017 May 18 http://www.theregister.co.uk/2017/05/18/but_macs_dont_get_malware/0

India LMC South Asia 2019 May 22 https://economictimes.indiatimes.com/tech/internet/instagram-data-breach-trail-leads-to-chtrbox/articleshow/69434958.cms0

Russia UMC Europe & Central Asia2022 January 7 https://www.securityweek.com/eight-new-macos-malware-families-emerged-20210

United KingdomHIC Europe & Central Asia2022 July 4 https://www.itv.com/news/2022-07-04/uk-councils-and-hospitals-at-risk-of-cyber-hackers-itv-news-reveals0

BangladeshLMC South Asia 2019 June 22 http://www.dhakatribune.com/business/banks/2019/06/22/hackers-steal-1-8m-from-2-private-banks0

United StatesHIC North America 2019 June 21 http://www.spamfighter.com/News-22257-Customers-of-Lewes-Public-Works-warned-about-possible-data-breach-of-customer-information-system.htm0

United StatesHIC North America 2019 July 11 https://www.spamfighter.com/News-22298-ADuie-Pyle-Pennsylvania-trucking-firm-impacted-by-ransomware-attack.htm0

New ZealandHIC East Asia & Pacific2020 June 9 https://www.nzherald.co.nz/technology/news/article.cfm?c_id=5&objectid=123385810

United StatesHIC North America 2020 July 9 https://www.law360.com/articles/1290244/chancery-wants-to-tackle-novel-marriott-data-breach-issues0

United StatesHIC North America 2020 July 11 https://www.crowrivermedia.com/national/news/personal-info-of-minn-law-enforcement-critical-infrastructure-personnel-published-online-after-massive-hack/article_aa36d8b7-50ca-542e-aed3-1f490409dc26.html0

Canada HIC North America 2019 July 15 https://www.hilltimes.com/2019/07/15/politics-this-morning-274/2082960

BangladeshLMC South Asia 2019 January 28 https://www.thedailystar.net/backpage/news/bb-cyber-heist-malware-sent-bb-network-thru-emails-16942990

United StatesHIC North America 2019 January 31 https://www.law360.com/articles/11238390

Japan HIC East Asia & Pacific2019 February 6 https://asia.nikkei.com/Spotlight/Bitcoin-evolution/Japan-s-crypto-exchanges-seek-redemption-after-hacking-scandals0

India LMC South Asia 2019 August 1 https://inc42.com/buzz/fintech-startups-data-breach-leak-closed-off-within-hours-says-chqbook/0

Canada HIC North America 2019 August 9 https://toronto.ctvnews.ca/cancer-patient-s-friends-scammed-after-email-account-hacked-1.45422080

Kuwait HIC Middle East & North Africa2019 September 8 https://www.mo4ch.com/2019/09/mo4chwikipedia-says-massive-hack-attack.html0

Australia HIC East Asia & Pacific2019 September 9 https://www.arnnet.com.au/article/666181/acsc-urges-windows-update-bluekeep-exploit-released/0

United StatesHIC North America 2019 September 12 https://www.jdsupra.com/legalnews/interactive-council-newsletter-privacy-16237/0

United StatesHIC North America 2019 December 12 https://finance.yahoo.com/news/romanian-cybergang-infects-over-400-100025512.html0

United StatesHIC North America 2019 July 17 https://www.digitalsignagetoday.com/whitepapers/criminals-target-specific-industries-in-data-breach-activity-i-retail-i-security-i-hacking-i-data-i-payments/0

Myanmar LMC East Asia & Pacific2017 January 11 http://www.mmtimes.com/index.php/national-news/24489-ministry-of-information-portal-taken-down-by-unknown-hackers.html0

China UMC East Asia & Pacific2017 January 7 http://www.scmp.com/news/china/diplomacy-defence/article/2060222/china-denies-us-claims-military-uses-two-beijing-hotels0

United StatesHIC North America 2017 April 7 http://mspmentor.net/managed-services/global-hacking-operation-targeting-msps-stealing-customer-data0

United StatesHIC North America 2017 June 17 http://www.darkreading.com/attacks-breaches/hacker-bypasses-microsoft-ata-for-admin-access/d/d-id/13291630

United KingdomHIC Europe & Central Asia2017 October 4 http://www.bankingtech.com/tag/data-breach/0

United StatesHIC North America 2017 October 17 https://9to5mac.com/2014/09/04/tim-cook-addresses-icloud-photos-hacking-says-major-security-improvements-coming-soon/0

United KingdomHIC Europe & Central Asia2017 October 19 https://www.theguardian.com/media/2017/oct/19/trinity-mirror-john-leslie-ralf-little-chantelle-houghton-phone-hacking0

Canada HIC North America 2017 October 25 https://www.plant.ca/technology/171583-171583/0

Australia HIC East Asia & Pacific2017 May 31 https://www.businessinsider.com.au/friendly-neighbourhood-hackers-polite-message-billboard-liverpool-one-shopping-mall-2017-50

United KingdomHIC Europe & Central Asia2017 November 28 http://www.telegraph.co.uk/technology/2017/11/28/hackers-target-victorias-secret-shoppers-run-up-christmas/0

United StatesHIC North America 2018 January 24 http://www.valuewalk.com/2018/01/stealing-ethereum-myetherwallet-apps/0

India LMC South Asia 2018 January 31 http://www.ibtimes.co.in/email-credentials-2-7-million-fortune-500-company-employees-leaked-dark-web-report-7589560



France HIC Europe & Central Asia2018 January 23 https://www.ladepeche.fr/article/2018/01/23/2727305-monde-cybersecurite-reunit-lille-apres-serie-piratages-massifs.html[1353257, 1353276, 1353185, 1355691, 1352817, 1353272, 1353280]['Cybersecurity world reunites in Lille after series of massive hacks', 'Lille: announcement of reinforced means for cybersecurity after a series of massive hacks', 'The world of cybersecurity meets in Lille after a series of massive hacks', 'Reinforced means for cybersecurity after a series of massive hacks', 'Cybersecurity world reunites in Lille after series of massive hacks', 'Cybersecurity world reunites in Lille after series of massive hacks - 01/23/2018', 'News from the world: Cybersecurity world reunites in Lille after series of massive hacks']6

United StatesHIC North America 2018 May 21 https://943wsc.iheart.com/featured/rush-limbaugh/content/2018-05-21-rush-limbaugh-blog-pakistan-hacked-the-dnc-server-and-maybe-hillarys-illegal-server-too/0

United KingdomHIC Europe & Central Asia2018 July 30 https://www.kitguru.net/gaming/ryan-burgess/indie-steam-game-found-to-contain-cryptocurrency-malware/0

Canada HIC North America 2018 August 30 http://www.castanet.net/edition/news-story-235255-3-.htm0

United StatesHIC North America 2018 September 14 https://nakedsecurity.sophos.com/2018/09/14/blockchain-hustler-beats-the-house-with-smart-contract-hack/0

Malaysia UMC East Asia & Pacific2018 November 11 http://www.thesundaily.my/news/2018/11/11/only-jpp-officers-have-access-%E2%80%98hacked%E2%80%99-tablets-says-zuraida0

United StatesHIC North America 2018 November 15 https://betanews.com/2018/11/15/com-phishing-targets-finance/0

United StatesHIC North America 2018 September 28 https://thenextweb.com/hardfork/2018/09/28/monero-denounce-cryptocurrency-malware/0

Israel HIC Middle East & North Africa2020 May 15 http://www.israelnationalnews.com/News/News.aspx/2803100

Russia UMC Europe & Central Asia2020 June 18 https://www.bleepingcomputer.com/news/security/invisimole-malware-delivered-by-gamaredon-hacker-group/0

United StatesHIC North America 2020 May 28 https://www.ksat.com/news/local/2020/05/27/hacker-displays-child-pornography-during-zoom-meeting-for-texas-school-fbi-says/0

Australia HIC East Asia & Pacific2020 June 19 https://www.crn.com.au/news/govt-discloses-cyber-attack-threat-from-state-based-actor-5494510

Australia HIC East Asia & Pacific2020 March 7 https://www.sen.com.au/news/2020/03/07/the-nigerian-phishing-scam-that-nearly-derailed/0

New ZealandHIC East Asia & Pacific2020 March 24 https://www.nzherald.co.nz/business/news/article.cfm?c_id=3&objectid=123196380

Nigeria LMC Sub-Saharan Africa2020 April 2 https://onlinenigeria.com/stories/56063-nigerian-charged-in-phishing-scam-targeting-us-agencies-details-of-investigation.html0

Canada HIC North America 2020 May 1 https://www.cbc.ca/news/canada/north/ntpc-apparent-ransomware-attack-1.55516030

United StatesHIC North America 2020 August 12 https://www.forbes.com/sites/forbestechcouncil/2020/08/12/twitter-hacked-through-slack-why-new-cloud-apps-must-be-secured/0

United StatesHIC North America 2021 December 21 https://www.law360.com/articles/1450395/ill-accounting-firm-sued-for-late-disclosure-of-data-breach0

United StatesHIC North America 2020 September 8 https://www.fox5vegas.com/news/local/ccsd-says-data-security-incident-on-aug-27-was-ransomware-attack/article_9921f7a6-e89a-11ea-86fb-77f549083656.html0

United StatesHIC North America 2021 December 24 https://www.providencejournal.com/story/news/crime/2021/12/23/rhode-island-public-transit-authority-cyberattack-hackers-employee-health-plan/9007949002/0

United StatesHIC North America 2020 November 12 https://www.forbes.com/sites/zakdoffman/2020/11/12/forget-russia-iranian-hackers-behind-malicuous-new-cyber-attacks-warns-new-report/0

United StatesHIC North America 2020 December 2 https://www.mlive.com/news/2020/12/russian-nationals-accused-of-running-hacking-service-that-targeted-us-banks-face-charges-in-detroit.html0

India LMC South Asia 2021 September 8 https://www.medianama.com/2021/09/223-phishing-attack-tax-financial-data/0

United StatesHIC North America 2021 September 13 https://www.law360.com/articles/1421058/airport-shops-operator-sued-over-employee-info-data-breach0

United StatesHIC North America 2021 February 25 https://www.forbes.com/sites/dereknewton/2021/02/25/cheating-companies-hacked-websites-at-mit-stanford-columbia--and-more-than-100-other-schools/0

United StatesHIC North America 2021 October 22 https://americanfreepress.net/owner-of-servers-implicated-in-dnc-hacks-says-no-one-is-interested-in-truth-behind-computer-crimes/0

United StatesHIC North America 2021 March 3 https://www.techtimes.com/articles/257604/20210303/solarwinds-hacking-damage-could-take-up-to-18-months-to-recover.htm0

South KoreaHIC East Asia & Pacific2022 February 3 https://www.metroseoul.co.kr:443/article/202202035004040

Poland HIC Europe & Central Asia2022 August 6 https://conowego.pl/artykuly/haker-skazany-na-rok-wiezienia-za-atak-na-sony-91820

Vietnam LMC East Asia & Pacific2022 September 26 https://cand.com.vn/Cong-nghe/tin-tac-loi-dung-hang-nghin-ip-may-tinh-tai-viet-nam-de-phat-tan-ma-doc-i668839/0

SwitzerlandHIC Europe & Central Asia2021 August 2 https://www.tagblatt.ch/ostschweiz/frauenfeld/phishing-attacke-betrueger-benuetzt-einen-mitarbeiter-der-gebaeudeversicherung-thurgau-ld.21687030

South KoreaHIC East Asia & Pacific2021 July 2 https://www.news1.kr/articles/?4358998 0

Indonesia LMC East Asia & Pacific2021 December 27 https://finansial.bisnis.com/read/20211227/563/1482368/kasus-phising-kredivo-potret-rendahnya-cybersecurity-awareness-di-indonesia0

Italy HIC Europe & Central Asia2021 November 23 https://news.fidelityhouse.eu/web/violazione-dati-a-godaddy-riavvistato-il-malware-emotet-531160.html0

South KoreaHIC East Asia & Pacific2021 April 15 https://news.joins.com/article/24035852 0

France HIC Europe & Central Asia2021 December 3 https://www.notretemps.com/depeches/cabinet-d-avocats-parisien-hacke-le-mis-en-cause-dit-etre-un-negociateur-infiltre-422550

India LMC South Asia 2021 December 8 https://divyamarathi.bhaskar.com/local/maharashtra/pune/news/complaints-of-brain-hacking-and-surveillance-in-the-virtual-world-increased-in-pune-129190925.html0

Ukraine LMC Europe & Central Asia2021 July 8 http://internetua.com/sotrudniki-gosspecsvyazi-otrazili-za-nedelua-svyshe-60000-kiberatak0

Indonesia LMC East Asia & Pacific2020 September 7 https://www.cnnindonesia.com/nasional/20200907150015-12-543645/peretas-raup-rp588-m-usai-bajak-email-perusahaan-ventilator0

Mexico UMC Latin America & Caribbean2020 May 12 https://www.24-horas.mx/2020/05/12/nosotros-somos-las-victimas-hemos-sufrido-hackeos-notimex-rechaza-acusaciones-de-articulo-19/0

Russia UMC Europe & Central Asia2020 May 6 https://tass.ru/ekonomika/8409567 0

United StatesHIC North America 2020 February 18 https://noticiassin.com/prm-denuncia-asedio-a-encargado-de-seguridad-de-luis-abinader-tras-denunciar-hackeos-a-la-jce/0

Chile HIC Latin America & Caribbean2020 September 23 https://www.radioagricultura.cl/deportes/2020/09/22/dirigencia-de-la-serena-condena-el-hackeo-a-sus-redes-sociales-es-un-hecho-inaceptable.html0

Russia UMC Europe & Central Asia2020 August 24 https://1prime.ru/telecommunications_and_technologies/20200824/831946261.html0

Mexico UMC Latin America & Caribbean2020 October 3 http://laopcion.com.mx/noticia/288805/pierde-millones-casino-en-linea-tras-hackeo0

United KingdomHIC Europe & Central Asia2022 December 1 https://www.thisislocallondon.co.uk/news/23162996.cyber-attack-hits-north-east-london-foundation-trust-finance-systems/[3904448, 3904449]['Cyber attack hits North East London Foundation Trust finance systems', 'Cyber attack hits North East London Foundation Trust finance systems | East London and West Essex Guardian Series']1

Russia UMC Europe & Central Asia2019 April 26 https://newsomsk.ru:443/news/86938-saratovchanina_osudili_za_vzlom_sayta_omskoy_kompa/0

Ukraine LMC Europe & Central Asia2019 February 2 http://pressorg24.com/news?id=437680 0

South KoreaHIC East Asia & Pacific2019 July 28 http://www.newstomato.com/ReadNews.aspx?no=9105040

Malaysia UMC East Asia & Pacific2019 July 18 http://www.bernama.com/bm/news.php?id=17478770

Poland HIC Europe & Central Asia2019 August 7 https://www.komputerswiat.pl/aktualnosci/wydarzenia/polski-sad-ponownie-nakazal-bankowi-zwrocic-pieniadze-ofierze-internetowego-phishingu/dep4lnx0

South KoreaHIC East Asia & Pacific2019 December 2 http://www.hani.co.kr/arti/society/society_general/919236.html0

MontenegroUMC Europe & Central Asia2019 May 11 http://rtcg.me/vijesti/svijet/240072/u-austriji-krenuli-hakerski-napadi.html0

Italy HIC Europe & Central Asia2019 April 11 http://www.comunicati-stampa.net/com/lookout-scopre-lo-spyware-di-stato.html0

South KoreaHIC East Asia & Pacific2018 February 23 http://www.newshankuk.com/news/content.asp?fs=1&ss=3&news_idx=2018022312310717700

https://www.techtimes.com/articles/257604/20210303/solarwinds-hacking-damage-could-take-up-to-18-months-to-recover.htm
https://www.metroseoul.co.kr/article/20220203500404
https://conowego.pl/artykuly/haker-skazany-na-rok-wiezienia-za-atak-na-sony-9182
https://cand.com.vn/Cong-nghe/tin-tac-loi-dung-hang-nghin-ip-may-tinh-tai-viet-nam-de-phat-tan-ma-doc-i668839/
https://www.tagblatt.ch/ostschweiz/frauenfeld/phishing-attacke-betrueger-benuetzt-einen-mitarbeiter-der-gebaeudeversicherung-thurgau-ld.2168703
https://www.news1.kr/articles/?4358998
https://finansial.bisnis.com/read/20211227/563/1482368/kasus-phising-kredivo-potret-rendahnya-cybersecurity-awareness-di-indonesia
https://news.fidelityhouse.eu/web/violazione-dati-a-godaddy-riavvistato-il-malware-emotet-531160.html
https://news.joins.com/article/24035852
https://www.notretemps.com/depeches/cabinet-d-avocats-parisien-hacke-le-mis-en-cause-dit-etre-un-negociateur-infiltre-42255
https://divyamarathi.bhaskar.com/local/maharashtra/pune/news/complaints-of-brain-hacking-and-surveillance-in-the-virtual-world-increased-in-pune-129190925.html
http://internetua.com/sotrudniki-gosspecsvyazi-otrazili-za-nedelua-svyshe-60000-kiberatak
https://www.cnnindonesia.com/nasional/20200907150015-12-543645/peretas-raup-rp588-m-usai-bajak-email-perusahaan-ventilator
https://www.24-horas.mx/2020/05/12/nosotros-somos-las-victimas-hemos-sufrido-hackeos-notimex-rechaza-acusaciones-de-articulo-19/
https://tass.ru/ekonomika/8409567
https://noticiassin.com/prm-denuncia-asedio-a-encargado-de-seguridad-de-luis-abinader-tras-denunciar-hackeos-a-la-jce/
https://www.radioagricultura.cl/deportes/2020/09/22/dirigencia-de-la-serena-condena-el-hackeo-a-sus-redes-sociales-es-un-hecho-inaceptable.html
https://1prime.ru/telecommunications_and_technologies/20200824/831946261.html
http://laopcion.com.mx/noticia/288805/pierde-millones-casino-en-linea-tras-hackeo
https://www.thisislocallondon.co.uk/news/23162996.cyber-attack-hits-north-east-london-foundation-trust-finance-systems/
https://newsomsk.ru/news/86938-saratovchanina_osudili_za_vzlom_sayta_omskoy_kompa/
http://pressorg24.com/news?id=437680
http://www.newstomato.com/ReadNews.aspx?no=910504
http://www.bernama.com/bm/news.php?id=1747877
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Russia UMC Europe & Central Asia2018 July 11 https://www.fxteam.ru/finance/190353.html0

Germany HIC Europe & Central Asia2018 May 24 https://www.harzkurier.de/region/article214377619/Task-Force-Cybercrime-warnt-vor-Phishing-Mails.html0

Denmark HIC Europe & Central Asia2017 March 17 http://www.business.dk/digital/3-strammer-sikkerhed-efter-hackerangreb0

France HIC Europe & Central Asia2017 August 12 http://www.silicon.fr/apt28-exploite-eternalblue-pour-pirater-le-wifi-des-hotels-182291.html0

Bulgaria UMC Europe & Central Asia2017 February 27 http://www.bta.bg/bg/c/BA/id/1526902 0

United KingdomHIC Europe & Central Asia2017 May 26 http://www.bbc.com/vietnamese/vietnam-400554480

Ukraine LMC Europe & Central Asia2017 April 3 http://www.aif.ua/politic/ukraine/reestr_vozmeshcheniya_nds_podvergsya_hakerskoy_atake_-_danilyuk0

Russia UMC Europe & Central Asia2021 November 29 https://www.bleepingcomputer.com/news/security/apt37-targets-journalists-with-chinotto-multi-platform-malware/0

United StatesHIC North America 2021 April 6 https://statenews.com/article/2021/04/michigan-state-title-ix-case-files-leaked-in-consulting-data-breach0

Ireland HIC Europe & Central Asia2021 May 31 https://galwaybayfm.ie/galway-bay-fm-news-desk/patient-administration-system-back-up-and-running-at-uhg-following-cyber-attack/0

United StatesHIC North America 2022 August 18 https://healthitsecurity.com/news/florida-orthopaedic-institute-reaches-4m-settlement-over-data-breach0

India LMC South Asia 2022 July 19 https://www.dealstreetasia.com/stories/rbi-crypto-ban-cleartrip-breach-3009290

Pakistan LMC South Asia 2022 August 3 https://dailytimes.com.pk/976703/pakistans-stormfiber-allegedly-hacked-by-indians/0

United StatesHIC North America 2022 January 14 https://www.msn.com/en-us/news/us/ransomware-attacks-hammer-some-of-oregon-s-best-known-brands-mcmenamins-yoshida-bob-s-red-mill/ar-AASKHhh0

United StatesHIC North America 2022 January 19 https://www.govtech.com/security/washington-city-loses-280-309-to-successful-phishing-scam0

United Arab EmiratesHIC Middle East & North Africa2022 January 24 https://gulfnews.com/world/asia/philippines/hackers-steal-500-to-2500-from-filipino-teachers-1.16430385180840

United StatesHIC North America 2022 September 7 https://www.jdsupra.com/legalnews/genesis-health-care-inc-reports-data-8441053/0

United StatesHIC North America 2022 April 18 https://www.scmagazine.com/analysis/breach/a-single-email-account-hack-spurs-breach-notice-for-503k-christie-clinic-patients0

United StatesHIC North America 2022 April 23 https://www.arkansasonline.com/news/2022/apr/23/costa-rica-refuses-to-pay-ransom-in-hack/0

India LMC South Asia 2022 November 5 https://www.equitybulls.com/category.php?id=3222400

United StatesHIC North America 2022 May 18 https://abovethelaw.com/2022/05/over-23k-people-compromised-by-data-breach-at-mid-sized-firm-in-case-youre-wondering-how-bad-these-can-get/0

Israel HIC Middle East & North Africa2019 March 21 https://www.jerusalemonline.com/pms-wife-sons-cellphones-allegedly-hacked/0

China UMC East Asia & Pacific2019 May 17 https://www.hellenicshippingnews.com/maersk-employees-impersonated-in-phishing-scam/0

United StatesHIC North America 2019 June 14 http://www.spamfighter.com/News-22241-Third-party-mailbox-used-by-the-Computacenter-got-hacked.htm0

United StatesHIC North America 2021 June 14 https://www.csoonline.com/article/3621735/us-congress-tees-up-ambitious-cybersecurity-agenda-in-the-wake-of-supply-chain-ransomware-attacks.html0

Canada HIC North America 2020 January 7 https://www.gx94radio.com/2020/01/07/hackers-strike-e-health-sask/0

United StatesHIC North America 2020 August 26 https://www.bankinfosecurity.com/luxury-real-estate-rivalry-involved-hired-hackers-a-148940

United KingdomHIC Europe & Central Asia2019 July 21 https://www.theregister.co.uk/2019/07/21/security_roundup_190719/0

United StatesHIC North America 2019 January 30 http://www.spamfighter.com/News-22005-Allerdale-Borough-Council-issues-warning-about-an-attempted-Email-Phishing-Scam.htm0

United KingdomHIC Europe & Central Asia2019 August 5 https://www.computing.co.uk/ctg/news/3080010/lord-exploit-kit-popcash-ransomware0

United StatesHIC North America 2019 July 25 https://www.crn.com/news/channel-programs/ninjarmm-partner-used-to-seed-ransomware0

United StatesHIC North America 2019 February 21 http://www.spamfighter.com/News-22047-Users-of-MEW-and-Electrum-Cryptocurrency-wallets-facing-Phishing-Attacks.htm0

United StatesHIC North America 2019 November 18 https://www.desmogblog.com/2019/11/18/how-climategate-laid-foundations-fake-news-era0

United StatesHIC North America 2019 November 26 http://patersontimes.com/2019/11/26/paterson-school-district-spent-13800-on-data-breach-investigation-but-wont-make-findings-public/0

United StatesHIC North America 2017 February 10 http://www.ksdk.com/news/crime/alton-steel-hacked-w-2s-compromised/4066289700

United StatesHIC North America 2017 February 7 https://www.bloomberg.com/news/articles/2017-02-07/russian-hackers-seen-behind-virus-attacking-u-s-police-acronis0

Cyprus HIC Europe & Central Asia2017 May 20 http://in-cyprus.com/third-arrest-made-in-cablenet-hacking-attacks/0
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http://www.etnews.com/20171023000332?mc=em_003_00001
https://www.radiozamaneh.com/351024
http://www.politicargentina.com/notas/201701/18785-hackearon-web-de-espacio-de-la-memoria-para-bancar-a-funcionaria-despedida-y-pedir-por-videla.html


India LMC South Asia 2021 November 27 https://www.livemint.com/companies/news/norsk-hydro-probe-shows-slow-pace-of-international-ransomware-cases-11637681718574.html0

United StatesHIC North America 2022 June 22 https://www.dailyamerican.com/story/news/2022/06/22/somerset-county-pa-treasurers-office-hit-with-phishing-scheme/65362642007/0

United StatesHIC North America 2021 June 8 https://www.hartfordbusiness.com/article/employer-data-breach-rules-clarified-in-new-bill-awaiting-governors-ok0

United KingdomHIC Europe & Central Asia2021 August 3 https://www.thirdsector.co.uk/loss-unencrypted-disks-behind-national-lottery-community-fund-data-breach/management/article/17239030

Hong Kong 2022 October 10 https://www.thestandard.com.hk/breaking-news/section/4/195697/Judiciary-warns-of-phishing-email0

United StatesHIC North America 2022 February 5 https://www.q13fox.com/news/dol-shuts-down-online-business-licensing-services-due-to-data-breach0

Armenia UMC Europe & Central Asia2022 November 12 https://news.am/eng/news/729933.html 0

United StatesHIC North America 2022 May 23 https://www.natlawreview.com:443/article/ftc-blog-ftc-act-creates-de-facto-breach-disclosure-requirement0

South AfricaUMC Sub-Saharan Africa2019 April 12 https://www.iol.co.za/capetimes/business/ccma-warns-public-about-phishing-email-210102030

Russia UMC Europe & Central Asia2019 April 23 https://www.securityweek.com/vietnam-linked-hackers-use-atypical-executables-avoid-detection0

United KingdomHIC Europe & Central Asia2019 June 25 https://www.techradar.com/news/following-sanctions-iran-bombards-us-with-phishing-emails0

United StatesHIC North America 2020 June 8 https://www.scmagazine.com/home/security-news/german-phishing-scheme-preyed-on-high-level-execs-needing-ppe/0

India LMC South Asia 2019 July 24 http://www.newindianexpress.com/states/telangana/2019/jul/24/hack-attempts-on-telangana-state-websites-originating-from-pakistan-russia-2008578.html0

United StatesHIC North America 2019 January 25 https://thehill.com/policy/cybersecurity/427028-irish-data-protection-authority-reveals-probe-into-twitter-data-breach0

United KingdomHIC Europe & Central Asia2019 July 22 https://www.computing.co.uk/ctg/news/3079297/met-police-hacked0

United StatesHIC North America 2019 August 26 https://www.insurancebusinessmag.com/us/news/breaking-news/lyons-companies-issues-warning-regarding-potential-data-breach-176194.aspx0

United StatesHIC North America 2019 September 16 http://www.chicagotribune.com/suburbs/post-tribune/ct-ptb-ransomware-attack-st-0915-20190913-5t76mqva7zg23hua5z5rl3u6rq-story.html0

Israel HIC Middle East & North Africa2017 August 23 http://www.pc.co.il/news/248052/ 0

United StatesHIC North America 2019 October 30 https://www.wesa.fm/post/fbi-pittsburgh-says-cyber-attacks-are-pa0

United KingdomHIC Europe & Central Asia2019 November 22 https://www.infosecurity-magazine.com/news/churchs-chicken-warns-of-possible/0

United KingdomHIC Europe & Central Asia2019 November 28 https://www.theregister.co.uk/2019/11/28/datrix_phishing_attack/0

United StatesHIC North America 2019 December 11 https://www.forbes.com/sites/leemathews/2019/12/11/hackers-infect-hundreds-of-counterfeit-sneaker-sites-to-steal-credit-cards/0

United StatesHIC North America 2019 January 9 https://www.natlawreview.com/article/marriot-hotel-reveals-further-details-about-records-impacted-data-breach-revises0

United StatesHIC North America 2017 March 17 http://www.4-traders.com/YAHOO-INC-4918/news/Yahoo-Alleged-Yahoo-Hacker-Has-Evaded-Previous-Arrest-24058323/0

United StatesHIC North America 2017 July 25 https://www.scmagazine.com/tick-threat-group-linked-to-multiple-malware-families/article/677249/0

Australia HIC East Asia & Pacific2017 August 3 http://www.edenmagnet.com.au/story/3540316/privacy-commissioner-seeks-answers-from-police-over-facebook-hacking-scandal/?cs=40900

United StatesHIC North America 2018 May 17 http://www.spamfighter.com/News-21552-A-Day-before-Voting-Day-Rafizi-Declared-Blog-Hacked.htm0

United StatesHIC North America 2018 May 18 https://www.scmagazine.com/mewkit-phishing-campaign-steals-myetherwallet-credentials-to-perform-automated-fund-transfers/article/766775/0

South AfricaUMC Sub-Saharan Africa2018 July 3 http://www.itnewsafrica.com/2018/07/data-breach-raises-popi-concerns/0

United KingdomHIC Europe & Central Asia2018 August 10 https://www.computing.co.uk/ctg/news/3060948/warning-over-keymarble-trojan-as-mcafee-reveals-how-north-korean-malware-is-linked0

New ZealandHIC East Asia & Pacific2018 September 17 http://gisborneherald.co.nz/localnews/3635153-135/vet-chain-in-cyber-attack0

United StatesHIC North America 2020 February 19 http://delrionewsherald.com/news/article_61f2bb10-52c4-11ea-a85e-cb8c065aa639.html0

United StatesHIC North America 2020 September 22 https://threatpost.com/fileless-malware-critical-ioc-threats-2020/159422/0

United KingdomHIC Europe & Central Asia2021 March 11 https://www.infosecurity-magazine.com:443/news/woodcreek-netgain-ransomware-attack/0

Russia UMC Europe & Central Asia2022 December 2 https://www.securitylab.ru/news/535101.php0

France HIC Europe & Central Asia2022 September 14 https://www.numerama.com/cyberguerre/1112220-les-hackers-de-lhopital-en-essonne-revendiquent-12-attaques-dorganismes-francais.html0

South KoreaHIC East Asia & Pacific2022 June 23 https://www.metroseoul.co.kr:443/article/202206235000150

Russia UMC Europe & Central Asia2022 September 11 https://www.pravda.ru/news/society/1746546-attrakcion_solnce_moskvy/0

Italy HIC Europe & Central Asia2022 July 22 https://www.zazoom.it/2022-07-22/attacchi-hacker-russi-giovanni-salvi-in-italia-nessuna-attribuzione-certa/11288224/0

Chile HIC Latin America & Caribbean2022 September 1 https://www.24horas.cl/programas/manana-informativa/ex-subsecretario-huichalaf-tras-hackeo-al-sernac0

Iran LMC Middle East & North Africa2022 February 24 https://www.balatarin.com/permlink/2022/2/23/57674740

Poland HIC Europe & Central Asia2021 September 21 https://www.wirtualnemedia.pl/artykul/cyberprzestepstwo-phishing0

Vietnam LMC East Asia & Pacific2021 March 18 http://vietq.vn/mot-chien-dich-tan-cong-mang-dang-nham-vao-cac-doanh-nghiep-vien-thong-d184794.html0

Indonesia LMC East Asia & Pacific2021 December 6 https://www.liputan6.com/regional/read/4729712/polisi-tangkap-buron-sindikat-pemalsu-kartu-prakerja-yang-retas-data-kependudukan0

Pakistan LMC South Asia 2021 November 18 https://www.dailyaaj.com.pk/news/52766 0

South KoreaHIC East Asia & Pacific2020 June 20 https://news.mt.co.kr/mtview.php?no=2020061916530049316&type=2&sec=tech&pDepth2=Ttotal&MNI_T0

Peru UMC Latin America & Caribbean2020 January 8 http://www.commondigital.commonperu.com/index.php/internacionales/33427-eset-descubre-servidor-internacional-que-aloja-campanas-de-phishing0

Thailand UMC East Asia & Pacific2020 September 3 http://www.newswit.com/it/2020-09-03/18a2c0f094e3c403939a09c96a4053be/0

Saudi ArabiaHIC Middle East & North Africa2018 September 12 http://www.bab.com/Node/309355 0

KyrgyzstanLMC Europe & Central Asia2020 October 19 http://kg.akipress.org/news:1654965 0

Bulgaria UMC Europe & Central Asia2019 July 25 http://focus-news.net/./news/2019/07/25/2683935/trima-dushi-sa-s-obvineniya-za-hakerskata-ataka-sreshtu-nap-parlamentarna-komisiya-shte-prouchva-sluchaya-obzor.html0

KazakhstanUMC Europe & Central Asia2019 May 4 https://zonakz.net/2019/05/04/vsplesk-aktivnosti-vredonosnyx-programm-zafiksirovan-v-kaznete/0

Russia UMC Europe & Central Asia2018 June 27 http://biz.cnews.ru/news/top/2018-06-27_arestovany_hakeryobokravshie_yulmart_i_paypal0

Germany HIC Europe & Central Asia2018 December 21 https://www.aachener-nachrichten.de/lokales/aachen/hacker-missbrauchen-staedtische-adressen_aid-352685510

NetherlandsHIC Europe & Central Asia2018 October 6 https://nos.nl/artikel/2253634-week-in-beeld-russische-hack-puin-op-sulawesi-en-sloop-bijlmerbajes.html0
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NetherlandsHIC Europe & Central Asia2018 August 25 http://www.winmagpro.nl/hacker-misbruikt-marktplaats-voor-phishing0

Russia UMC Europe & Central Asia2018 April 11 http://echospb.ru/2018/04/11/hakerskaya-ataka-na-kommutatori-vizvala-sboy-v-rabote/0

Serbia UMC Europe & Central Asia2017 January 25 http://www.blic.rs/vesti/vojvodina/hakovan-sajt-departmana-za-zastitu-zivotne-sredine-ftn/n75e6e00

Sweden HIC Europe & Central Asia2018 March 13 https://computersweden.idg.se/2.2683/1.699251/intrang-yahoo-verizon0

France HIC Europe & Central Asia2017 February 24 https://www.developpez.com/actu/119243/Les-pirates-commencent-a-exploiter-la-faille-de-l-API-REST-de-WordPress-pour-arnaquer-les-utilisateurs-plus-d-un-million-de-sites-sont-vulnerables/0

Lithuania HIC Europe & Central Asia2017 August 16 http://www.alfa.lt/straipsnis/50206000/programisiai-isilauze-i-panevezio-policijos-interneto-svetaine0

South KoreaHIC East Asia & Pacific2017 July 24 http://news.mtn.co.kr/v/20170724095943509070

Finland HIC Europe & Central Asia2017 August 2 http://www.hs.fi/teknologia/art-2000005311419.html0

BangladeshLMC South Asia 2019 February 20 https://www.jagonews24.com/national/news/482611[3970902, 3970897]['Four hackers arrested with fake SSC question papers – BanglaNews24. today – True news with time', 'Four hackers arrested for guaranteeing SSC result change']1

United StatesHIC North America 2022 June 16 https://www.insurancejournal.com/news/midwest/2022/06/16/672130.htm0

United StatesHIC North America 2022 August 24 https://www.darkreading.com/threat-intelligence/efficient-magicweb-malware-subverts-ad-fs-authentication-microsoft0

Greece HIC Europe & Central Asia2022 August 23 https://greekreporter.com/2022/08/23/ragnar-locker-cyber-attack-greece-gas-system-operator/0

United StatesHIC North America 2021 July 19 https://hotair.com/john-s-2/2021/07/19/four-hackers-indicted-for-chinese-rd-cheat-and-steal-instead-of-innovate-n4031030

United StatesHIC North America 2022 February 7 https://patch.com/massachusetts/andover/andover-mail-order-pharmacy-reports-data-breach-affecting-75k0

Italy HIC Europe & Central Asia2022 September 9 https://www.tecnoandroid.it/2022/09/09/play-store-invasione-malware-centinaia-di-app-infette-da-non-scaricare-11132430

United StatesHIC North America 2022 May 9 https://www.scmagazine.com/analysis/ransomware/us-proposes-1-million-fine-for-colonial-pipeline-ransomware-attack0

United StatesHIC North America 2019 June 4 https://www.paymentsjournal.com/thrilla-in-manila-credit-card-hacking-gets-tough-in-the-philippines/0

Russia UMC Europe & Central Asia2022 June 2 https://www.bleepingcomputer.com/news/security/chinese-luoyu-hackers-deploy-cyber-espionage-malware-via-app-updates/0

United StatesHIC North America 2020 May 18 http://www.hngn.com/articles/229461/20200518/authorities-investigate-cyber-attack-hackers-steal-millions-dollars-unemployment-benefits.htm0

SwitzerlandHIC Europe & Central Asia2019 February 14 https://www.swissinfo.ch/eng/cybercrime_charges-brought-in--voice-phishing--case/447560960

United StatesHIC North America 2019 March 20 https://www.nola.com/business/2019/03/hartwig-moss-insurance-agency-discloses-data-breach-affecting-1100-customers.html0

Japan HIC East Asia & Pacific2019 August 22 https://mainichi.jp/english/articles/20190822/p2g/00m/0bu/091000c0

Australia HIC East Asia & Pacific2019 August 27 https://www.crn.com.au/news/imperva-discloses-data-breach-affecting-some-firewall-users-5302320

Canada HIC North America 2019 September 24 https://www.investmentexecutive.com/news/from-the-regulators/massive-industry-hack-ends-in-guilty-plea/0

United StatesHIC North America 2019 September 25 https://www.healthdatamanagement.com/news/malware-attack-in-mn-county-puts-data-of-118k-patients-at-risk0

United StatesHIC North America 2019 October 10 https://www.thehour.com/news/article/Weston-students-victims-of-phishing-emails-14506804.php0

United StatesHIC North America 2019 October 7 https://www.law360.com/articles/1206875/tax-prep-co-gets-final-ok-for-3m-data-breach-settlement0

Malawi LIC Sub-Saharan Africa2019 November 28 https://www.nyasatimes.com/fdh-bank-confirms-engaging-criminal-group-shadow-kill-puts-spit-on-data-breach-by-hacktivists/0

Israel HIC Middle East & North Africa2017 June 29 http://www.timesofisrael.com/cyber-authority-says-hospital-hack-attack-much-smaller-than-believed/0

Kenya LMC Sub-Saharan Africa2017 December 19 https://www.kachwanya.com/2015/06/17/600-million-samsung-users-have-been-affected-by-swiftkey-hack/0

United KingdomHIC Europe & Central Asia2017 September 7 http://www.ibtimes.co.uk/codefork-hacking-team-spreading-fileless-malware-mine-monero-cryptocurrency-16384720

United StatesHIC North America 2018 February 12 http://menafn.com/1096456435/ICO-takes-down-website-over-hacking-threats0

Indonesia LMC East Asia & Pacific2018 April 11 http://www.thejakartapost.com/news/2018/04/11/house-postpones-hearing-with-facebook-over-alleged-data-breach.html0

Australia HIC East Asia & Pacific2018 June 19 https://www.arnnet.com.au/article/642626/no-evidence-identity-theft-after-pageup-data-breach/0

United KingdomHIC Europe & Central Asia2018 October 9 https://www.basingstokegazette.co.uk/news/16970871.councillors-the-subject-of-complaints-in-connection-with-data-breach/0

United StatesHIC North America 2018 December 5 https://www.crainsnewyork.com/health-care/long-island-disabilities-services-provider-reports-data-breach0

United KingdomHIC Europe & Central Asia2018 December 18 https://www.yorkpress.co.uk/news/17304128.city-of-york-council-to-examine-use-of-technology-after-app-hack/0

United StatesHIC North America 2020 January 30 https://www.wpbf.com/article/wpbf-25-news-to-go-ransomware-attack-school-coronavirus-scare-benjamin-school-renaissance-charter/307146960

United KingdomHIC Europe & Central Asia2020 June 19 https://www.infosecurity-magazine.com/news/fema-employee-indicted-for-hacking/0

United KingdomHIC Europe & Central Asia2020 March 19 https://www.techradar.com/news/fake-malware-apps-cause-some-password-managers-to-surrender-logins0

United StatesHIC North America 2020 March 27 https://www.gamersnexus.net/industry/3565-hw-news-amd-blackmailed0

Russia UMC Europe & Central Asia2020 April 30 https://www.securityweek.com/hackers-knew-how-target-plcs-israel-water-facility-attacks-sources0

Canada HIC North America 2020 March 30 https://www.advisor.ca/news/industry-news/iiroc-urges-firms-to-be-on-the-lookout-for-account-hackers/0

United StatesHIC North America 2021 January 7 https://froggyweb.com/2021/01/07/172261/0

Thailand UMC East Asia & Pacific2021 August 30 https://www.ttrweekly.com/site/2021/08/pg-suffers-cyber-attack/0

Mexico UMC Latin America & Caribbean2021 May 31 https://www.milenio.com/politica/declaranet-hackearon-datos-de-mas-de-un-millon-de-empleados0

Russia UMC Europe & Central Asia2022 September 6 https://www.securitylab.ru/news/533760.php0

Ecuador UMC Latin America & Caribbean2022 July 10 https://www.extra.ec/noticia/actualidad/quito/quito-amt-aduce-hackeo-sistemas-problemas-revision-vehicular-70065.html0

South KoreaHIC East Asia & Pacific2021 January 20 http://www.nspna.com/news/?mode=view&newsid=4786120

Slovenia HIC Europe & Central Asia2021 November 23 https://www.monitor.si/clanek/letos-rekordno-stevilo-hekerskih-napadov-zaradi-ranljivosti-nictega-dne/212127/0

South KoreaHIC East Asia & Pacific2021 November 9 https://www.newswire.co.kr/newsRead.php?no=9339560

Spain HIC Europe & Central Asia2021 July 1 https://www.elconfidencialdigital.com/articulo/seguridad/paralizada-hace-mes-unidad-grandes-empresas-ministerio-seguridad-social-hackeo-trabajo/20210701165403257630.html0

Turkey UMC Europe & Central Asia2021 August 27 https://www.timeturk.com/ekonomi/mng-kargo-dan-siber-saldiri-sonrasi-ilk-aciklama/haber-16992480

Italy HIC Europe & Central Asia2020 August 8 https://www.tecnoandroid.it/2020/08/08/ransomware-salvati-i-dati-di-milioni-di-utenti-ecco-laccaduto-7697770

Austria HIC Europe & Central Asia2020 October 5 https://www.boerse-express.com/news/articles/software-ag-opfer-eines-malware-angriffs-kunden-nicht-betroffen-2536730
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Mexico UMC Latin America & Caribbean2020 May 29 https://eldiariodecoahuila.com.mx/2020/05/29/denuncia-un-ataque-cibernetico-de-rusia/0

Ukraine LMC Europe & Central Asia2020 November 3 https://gazeta.ua/articles/kiev-life/_sahrayi-zavolodili-budivleyu-v-centri-kiyeva-nadislavshi-virusnogo-lista/9945140

Bulgaria UMC Europe & Central Asia2019 March 28 https://www.novinite.bg/articles/173179/Sistemata-na-NSI-padnala-zaradi-hakerska-ataka0

Belgium HIC Europe & Central Asia2019 March 11 https://geeko.lesoir.be/2019/03/11/letat-de-georgie-a-debourse-400-000-pour-recuperer-des-donnees-derobees-par-des-hackers/0

France HIC Europe & Central Asia2019 August 16 https://www.corsematin.com/article/poggio-mezzana/haute-corse-piratage-du-reseau-deau-potable-a-poggio-mezzana0

Mongolia LMC East Asia & Pacific2019 March 1 http://www.shuud.mn/a/506368 0

South KoreaHIC East Asia & Pacific2018 April 3 https://m.blog.naver.com/PostView.nhn?blogId=secustory&logNo=221242336025&navType=tl0

Finland HIC Europe & Central Asia2018 August 17 https://www.avaruus.fi/uutiset/maa-ja-lahiavaruus/hakkeroitu-minisatelliitti-voi-olla-vaarallinen-ase.html0

Japan HIC East Asia & Pacific2018 December 20 https://japan.zdnet.com/article/35130398/0

South KoreaHIC East Asia & Pacific2018 May 16 http://biz.heraldcorp.com/view.php?ud=201805160003640

South KoreaHIC East Asia & Pacific2017 September 17 http://www.diodeo.com/news/view/24351340

Sweden HIC Europe & Central Asia2017 March 31 http://www.dn.se/sthlm/polis-far-boter-for-dataintrang/0

Russia UMC Europe & Central Asia2017 January 13 https://lenta.ru/news/2017/01/13/mustbeikkuminati/0

France HIC Europe & Central Asia2017 December 21 https://www.frenchweb.fr/coinbase-se-met-au-bitcoin-cash-le-bitcoin-decroche/3122540

Spain HIC Europe & Central Asia2017 May 25 http://www.lavozdegalicia.es/noticia/deza/a-estrada/2017/05/25/hackeo-masivo-garcia-barros-data-mes-febrero/0003_201705D25C3991.htm0

Czech RepublicHIC Europe & Central Asia2017 June 12 https://archiv.ihned.cz/c1-65762000-malware-pronika-do-podnikovych-siti-pres-mobilni-zarizeni0

Czech RepublicHIC Europe & Central Asia2017 January 25 https://www.novinky.cz/internet-a-pc/427496-phishingove-podvody-cihaji-i-na-inzertnich-serverech.html0

Finland HIC Europe & Central Asia2017 October 5 http://www.ts.fi/uutiset/kotimaa/3679474/Valtionhallinnon+tietomurtojutun+kasittely+alkoi0

South KoreaHIC East Asia & Pacific2017 February 19 http://www.newsway.kr/view.php?tp=1&ud=20170220074815336930

Russia UMC Europe & Central Asia2017 April 19 http://www.piterburger.ru/100516.html 0

Saudi ArabiaHIC Middle East & North Africa2017 July 18 http://www.elnahar-news.com/world/514225.html0

Ukraine LMC Europe & Central Asia2017 December 22 https://vesti-ukr.com/donbass/270683-khakery-edva-ne-polozhili-sajt-dnr0

Portugal HIC Europe & Central Asia2017 August 15 https://pplware.sapo.pt/internet/wannacry-exploit-esta-roubar-dados-via-redes-wifi-dos-hoteis/0

Japan HIC East Asia & Pacific2017 December 14 http://www.etnews.com/20171214000245?mc=em_005_000020

South KoreaHIC East Asia & Pacific2017 November 15 http://www.zdnet.co.kr/news/news_view.asp?artice_id=201711151540570

United StatesHIC North America 2021 November 23 https://www.wypr.org/wypr-news/2021-11-22/bcps-ransomware-price-tag-nears-10-million0

Canada HIC North America 2022 June 2 https://www.bnnbloomberg.ca/russian-hacking-group-turla-targeted-entity-in-europe-last-month-1.17738520

United StatesHIC North America 2022 June 3 https://www.jdsupra.com/legalnews/shutterfly-inc-provides-notice-of-data-3750463/0

NetherlandsHIC Europe & Central Asia2022 June 26 https://www.smn-news.com/index.php/st-maarten-st-martin-news/40714-public-prosecutor-s-om-submits-gebe-hack-report-to-government.html0

United StatesHIC North America 2022 July 6 https://tech.co/news/raspberry-robin-worm-windows0

United StatesHIC North America 2022 August 9 https://securityboulevard.com/2022/08/phishing-attack-adds-pressure-with-countdown-clock/0

United StatesHIC North America 2022 July 20 https://www.jdsupra.com/legalnews/gas-south-llc-confirms-unauthorized-9513888/0

Israel HIC Middle East & North Africa2022 July 22 https://www.jpost.com/business-and-innovation/tech-and-start-ups/article-7127920

United KingdomHIC Europe & Central Asia2022 September 15 https://www.pressandjournal.co.uk/fp/news/aberdeen-aberdeenshire/4798504/aberdeen-factoring-firm-apologises-data-breach-homeowners-countesswells/0

United StatesHIC North America 2022 September 28 https://www.govtech.com/education/k-12/illinois-school-district-purges-old-tech-after-cyber-attack0

China UMC East Asia & Pacific2022 September 20 https://cointelegraph.com/news/well-known-vulnerability-in-private-keys-likely-exploited-in-160m-wintermute-hack0

Russia UMC Europe & Central Asia2022 May 3 https://www.securitylab.ru/news/531429.php0

United StatesHIC North America 2019 August 27 https://www.kbtx.com/content/news/Robertson-County-Jail-computers-also-impacted-in-cyber-attack-558445341.html0

United StatesHIC North America 2022 July 16 http://www.commondigital.commonperu.com/index.php/internacionales/42775-grupos-de-ransomware-usan-herramientas-de-red-teaming-en-contra-de-empresas-alerta-kaspersky[3722498, 4101089]['Scanning for red - team tools reveals likely campaign tied to MedusaLocker ransomware', 'Ransomware groups use Red Teaming tools against companies, Kaspersky alert']1

United StatesHIC North America 2022 October 4 http://www.itechpost.com/articles/114156/20221003/td-bank-confirms-data-breach-former-employee-leaks-customer-info.htm0

United StatesHIC North America 2022 November 11 https://www.crainsdetroit.com/banking-finance/2nd-lawsuit-filed-against-flagstar-over-data-breach0

India LMC South Asia 2022 November 16 https://mumbaimirror.indiatimes.com/mumbai/cover-story/hackers-clone-sim-bizman-loses-rs-2-cr/articleshow/78598056.cms0

Canada HIC North America 2019 April 23 https://www.saultstar.com/news/local-news/ransomware-targets-aph0

India LMC South Asia 2019 March 21 https://timesofindia.indiatimes.com/city/hyderabad/fraudsters-hack-city-firms-emails-swindle-1-25-m/articleshow/68514724.cms0

Canada HIC North America 2019 September 12 https://business.financialpost.com/pmn/press-releases-pmn/business-wire-news-releases-pmn/adaptivemobile-security-uncovers-sophisticated-hacking-attacks-on-mobile-phones-exposing-massive-network-vulnerability0

United StatesHIC North America 2019 October 25 https://www.centralmaine.com/2019/10/25/saco-mental-health-care-provider-says-hackers-may-have-stolen-sensitive-client-data/0

United StatesHIC North America 2017 January 4 http://legalnewsline.com/stories/511065482-adobe-settles-2013-data-breach-case-with-15-states0

United StatesHIC North America 2017 February 17 http://www.erienewsnow.com/story/34526002/students-hack-solutions-for-local-environment-issues0

United StatesHIC North America 2017 May 22 http://www.wtxl.com/news/florida-officials-offer-free-credit-protection-for-those-affected-by/article_c97423dc-3f35-11e7-9e11-ff67f69749f8.html0

United StatesHIC North America 2017 June 5 https://threatpost.com/40000-subdomains-tied-to-rig-exploit-kit-shut-down/126072/0

United StatesHIC North America 2017 July 7 https://www.scmagazine.com/county-commissioners-association-of-pennsylvania-data-breach-exposes-pii/article/673356/0

United StatesHIC North America 2017 November 16 https://www.scmagazine.com/tennessee-city-still-not-recovered-from-ransomware-attack/article/707847/0

United StatesHIC North America 2018 March 6 https://www.washingtonpost.com/opinions/russians-are-hacking-our-public-commenting-system-too/2018/03/06/fdfe3dae-1d6a-11e8-b2d9-08e748f892c0_story.html0

United StatesHIC North America 2018 February 6 http://journalstar.com/business/local/crete-workers-victims-of-data-breach/article_2f650ff1-5bf7-551e-b469-b2669bd6267c.html0

United StatesHIC North America 2018 October 12 http://mondaq.com/unitedstates/x/744790/Securities/Yahoos+80+Million+Securities+Class+Action+Settlement+Stemming+From+Data+Breach+An+Outlier+But+Reinforces+Potential+Viability+Of+Similar+Securities+Suits0
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United StatesHIC North America 2018 July 31 http://www.govtech.com/security/Alaska-Hacks-May-Have-Lurked-in-Network-for-Months.html0

United StatesHIC North America 2018 August 13 https://www.thedailybeast.com/russian-hackers-kept-dnc-backdoor-longer-than-anyone-knew0

United StatesHIC North America 2018 November 20 https://arstechnica.com/information-technology/2018/11/ukraine-detects-new-pterado-backdoor-malware-warns-of-russian-cyberattack/0

United StatesHIC North America 2020 May 11 http://www.altondailynews.com/news/details.cfm?clientid=17&id=3037330

United StatesHIC North America 2018 December 5 https://www.databreaches.net/california-based-professional-employer-organization-hacked-by-thedarkoverlord-thousands-of-employees-files-stolen/0

United StatesHIC North America 2020 August 20 https://insidebitcoins.com/news/fritzfrog-monero-cryptojacking-malware-attack-millions-of-addresses0

United StatesHIC North America 2020 October 1 https://wbckfm.com/cyber-attack-snares-oaklawn-hospital-patient-data/0

United KingdomHIC Europe & Central Asia2021 August 12 https://www.totaltele.com/510596/Singapores-StarHub-sniffs-out-14-year-old-data-breach0

PhilippinesLMC East Asia & Pacific2021 October 6 https://newsinfo.inquirer.net/1497774/cyber-attack-hits-gordons-official-website-goes-down-for-hours0

United StatesHIC North America 2021 November 2 https://www.nakedcapitalism.com/2021/11/some-big-banks-in-emerging-economies-are-suffering-crippling-cyber-attacks.html0

Canada HIC North America 2022 July 6 https://www.directioninformatique.com/des-cybercriminels-exploitent-un-autre-outil-de-simulation-de-menace/979070

Paraguay UMC Latin America & Caribbean2022 July 14 https://www.hoy.com.py/nacionales/expertos-en-piratear-internet-ofrecian-servicios-muy-baratos-detenidos-en-operativo0

Syria LIC Middle East & North Africa2022 July 26 https://www.al-akhbar.com/Lebanon/342007/%D9%82%D8%B1%D8%B5%D9%86%D8%A9-%D8%A5%D8%B3%D8%B1%D8%A7%D8%A6%D9%8A%D9%84%D9%8A-%D8%A9-%D8%AA%D8%B3%D8%AA%D9%87%D8%AF%D9%81-%D8%B5%D8%AD%D8%A7%D9%81%D9%8A-%D9%8A%D9%86-%D9%84%D8%A8%D9%86%D8%A7%D9%86%D9%8A-%D9%8A0

South KoreaHIC East Asia & Pacific2022 October 3 https://www.voakorea.com/a/6774237.html0

Argentina UMC Latin America & Caribbean2022 March 22 http://www.ebizlatam.com/ransomware-vice-society-publica-datos-robados-del-senado-argentino/0

Austria HIC Europe & Central Asia2022 January 8 https://orf.at/stories/3242941/ 0

South KoreaHIC East Asia & Pacific2021 February 15 http://segye.com/newsView/202102155043820

Russia UMC Europe & Central Asia2021 March 5 http://www.chagoda.ru/news/7321-v-mincifry-prokommentirovali-informaciyu-o-fishingovyh-rassylkah-moshennikov-ot-imeni-gosuslug.html0

Indonesia LMC East Asia & Pacific2021 August 31 https://nasional.okezone.com/read/2021/08/31/337/2463870/masih-di-bawah-umur-tersangka-peretasan-situs-setkab-dipulangkan0

Germany HIC Europe & Central Asia2021 March 10 https://www.pcwelt.de/news/Alter-Edge-Browser-ab-heute-wehrlos-gegen-Hackerangriffe-10991850.html0

Indonesia LMC East Asia & Pacific2021 August 10 https://www.jawapos.com/jpg-today/10/08/2021/polisi-dalami-dugaan-peretasan-lelang-elektronik-gedung-ibs-rsud-kudus/0

United StatesHIC North America 2021 June 15 http://www.msn.com/de-de/finanzen/top-stories/sicherheitsforschung-tesla-wurde-von-drohne-gehackt/ar-AAL2M1D0

Mexico UMC Latin America & Caribbean2020 August 26 https://noticieros.televisa.com/ultimas-noticias/sectur-relanza-plataforma-visitmexico-tras-hackeo/0

Italy HIC Europe & Central Asia2020 May 3 https://www.valigiablu.it/attacchi-online-contro-giornalisti/0

Germany HIC Europe & Central Asia2019 August 9 https://www.sueddeutsche.de/digital/apt41-china-hacker-blackhat-fireeye-1.45564630

Russia UMC Europe & Central Asia2018 April 11 https://habrahabr.ru/company/pt/blog/353282/0

France HIC Europe & Central Asia2018 December 11 https://www.francetvinfo.fr/faits-divers/police/les-donnees-personnelles-de-pres-de-500-policiers-du-syndicat-alliance-piratees-lors-d-une-cyberattaque_3095367.html0

Vietnam LMC East Asia & Pacific2018 November 15 https://baomoi.com/canh-bao-ma-doc-trong-tap-tin-duoc-hacker-tung-len-dien-dan-raidforums/c/28603002.epi0

Argentina UMC Latin America & Caribbean2017 April 18 http://losandes.com.ar/article/denuncian-que-hackearon-cuentas-de-un-municipio-bonaerense-y-robaron-3-millones0

Colombia UMC Latin America & Caribbean2017 May 11 https://nasional.tempo.co/read/news/2017/05/11/063874500/situs-negara-dan-tempo-diretas-ini-alasan-polisi-belum-melacak0

Brazil UMC Latin America & Caribbean2017 February 1 http://odia.ig.com.br/brasil/2017-01-31/hackers-mudam-opcao-de-curso-de-aluna-nota-mil-para-producao-de-cachaca.html0

Indonesia LMC East Asia & Pacific2017 August 12 https://www.cnnindonesia.com/teknologi/20170812091448-185-234190/kemendikbud-akui-subdomain-situsnya-diretas/0

Russia UMC Europe & Central Asia2017 February 9 http://rosregistr.ru/obshestvo-politika/55579.html0

Estonia HIC Europe & Central Asia2017 November 3 http://www.pealinn.ee/tagid/koik/pahavara-juba-olemas-valitsus-peatab-riskiga-id-kaartide-n2052500

South KoreaHIC East Asia & Pacific2017 November 2 http://www.ichannela.com/news/main/news_detailPage.do?publishId=000000063330&cateCode=0004&subCateCode=0004010

Spain HIC Europe & Central Asia2017 June 12 http://www.elconfidencial.com/tecnologia/2017-06-11/anonymous-idental-lanueve-hackeo_1397532/0

Russia UMC Europe & Central Asia2017 July 25 http://www.playground.ru/blogs/tom_clancys_ghost_recon_wildlands/steampunks_vzlomali_tom_clancys_ghost_recon_wildlands-260421/0

Thailand UMC East Asia & Pacific2021 November 14 https://www.chiangraitimes.com/crime/hacker-renames-constitutional-court-website-kangaroo-court/0

United StatesHIC North America 2021 April 15 https://www.lightreading.com/security/ubiquitis-latest-hack-highlights-troubled-security-path-for-operators/d/d-id/7687670

United StatesHIC North America 2022 June 7 https://investorplace.com/2022/06/stepn-network-falls-victim-to-cyber-attacks-after-anti-cheating-upgrade/0

United StatesHIC North America 2022 August 9 https://kingfm.com/fake-credit-bureau-phishing-scam-reported-in-wyoming/0

Ireland HIC Europe & Central Asia2021 June 25 https://galwaybayfm.ie/galway-bay-fm-news-desk/hse-chief-highlights-progress-at-hospitals-in-the-west-following-cyber-attack/0

Canada HIC North America 2022 July 22 https://www.castanet.net/edition/news-story-376724-4-.htm0

United StatesHIC North America 2022 January 18 https://www.msn.com/en-in/news/other/noida-it-company-s-cryptocurrency-account-hacked-case-filed/ar-AASScvY0

United StatesHIC North America 2022 May 10 https://ktvz.com/news/election/2022/05/09/cyber-attack-prompts-security-response-by-oregon-secretary-of-state/0

United StatesHIC North America 2022 May 19 https://www.jacksonville.com/story/news/2022/05/19/vystar-denies-cyber-attack-apologizes-continued-outage/9845145002/0

China UMC East Asia & Pacific2019 June 1 https://lifeboat.com/blog/2019/05/whatsapp-has-exposed-phones-to-israeli-spyware-update-your-apps-now0

United StatesHIC North America 2019 June 20 https://thenextweb.com/hardfork/2019/06/20/cryptocurrency-mining-malware-pirated-software/0

United StatesHIC North America 2022 April 14 https://lawstreetmedia.com/news/health/respiratory-care-company-sued-after-data-breach/0

United StatesHIC North America 2019 May 24 http://www.spamfighter.com/News-22209-American-Baptist-Homes-of-the-Midwest-became-victim-of-a-ransomware-attack.htm0

PhilippinesLMC East Asia & Pacific2020 April 25 https://tribune.net.ph/index.php/2020/04/25/companies-warned-of-data-breach/0

United KingdomHIC Europe & Central Asia2020 May 8 https://www.infosecurity-magazine.com/news/labcorp-shareholder-files-suit/0

Japan HIC East Asia & Pacific2019 February 14 https://www.zdnet.com/article/emotet-trojan-tweaks-tactics-in-fresh-attack-wave/0

United KingdomHIC Europe & Central Asia2019 February 21 https://www.peterboroughtoday.co.uk/news/peterborough-charity-apologises-after-data-breach-of-families-with-disabled-children-1-88204550

New ZealandHIC East Asia & Pacific2019 August 1 https://www.nzherald.co.nz/business/news/article.cfm?c_id=3&objectid=122548120
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United KingdomHIC Europe & Central Asia2019 November 13 https://www.theregister.co.uk/2019/11/13/ico_told_court_appeal_side_with_morrisons_data_breach/0

Pakistan LMC South Asia 2019 December 23 https://tribune.com.pk/story/2123251/8-malware-attack-pta-asks-whatsapp-users-pakistan-follow-advice/0

Sri Lanka LMC South Asia 2017 May 15 http://colombogazette.com/2017/05/15/hackers-offered-sri-lanka-as-carrot-to-indian-army/0

United StatesHIC North America 2017 December 16 https://www.postandcourier.com/news/mount-pleasant-hit-by-email-phishing-attack/article_fd034a20-e1d8-11e7-ba9a-2389bcfb1b91.html0

Cambodia LMC East Asia & Pacific2017 May 15 http://www.phnompenhpost.com/national/global-hack-spares-kingdom0

United StatesHIC North America 2017 May 16 http://www.wthr.com/article/muncies-little-red-door-still-recovering-from-ransomware-attack0

United StatesHIC North America 2018 June 25 https://www.scmagazine.com/hackers-get-into-pdqs-hen-house-swipe-credit-card-data/article/775798/0

India LMC South Asia 2018 May 16 https://www.firstpost.com/world/former-cia-engineer-joshua-shulte-accused-of-leaking-thousands-of-agencys-cyber-hacking-tools-4471645.html0

United StatesHIC North America 2018 October 6 http://www.thfire.com/science-technology/washington-post-website-hacked-191410

United StatesHIC North America 2018 October 26 http://www.wbal.com/article/343273/3/cyber-firm-claims-to-have-hacked-into-democratic-fundraising-files-in-maryland0

United StatesHIC North America 2018 August 21 https://collegian.com/2018/08/csu-students-targeted-in-phishing-scams-for-university-id-ramweb-information/0

United StatesHIC North America 2018 September 2 https://www.oaoa.com/news/business/geek_to_me/article_05681036-ae27-11e8-bb19-3f6e9ecd2e3f.html0

United StatesHIC North America 2018 September 10 https://www.scmagazine.com/home/news/apache-struts-exploit-found-in-mirai-variant-may-signify-shift-in-attack-strategy/0

India LMC South Asia 2020 June 26 http://www.asianage.com/technology/in-other-news/260620/not-just-the-us-election-even-critical-infrastructure-faces-rising-foreign-hacking-threat.html0

United StatesHIC North America 2020 August 4 https://www.thedenverchannel.com/news/local-news/the-city-of-lafayette-pays-45k-to-hackers-after-cyberattack0

United StatesHIC North America 2020 August 7 https://www.12news.com/article/news/education/legacy-traditional-schools-respond-to-hacking-incident/75-55397745-32d1-438e-8d25-b944c860771b0

United StatesHIC North America 2020 September 25 https://www.gillettenewsrecord.com/news/local/article_5bd79cd2-6fac-5789-bec5-5c1fb67259de.html0

PhilippinesLMC East Asia & Pacific2020 November 28 https://mb.com.ph/2020/11/28/dswd-warns-vs-phishing-scam-based-on-sap/0

United KingdomHIC Europe & Central Asia2021 March 10 https://www.telegraph.co.uk/technology/2021/03/10/nhs-waitrose-nandos-used-cameras-caught-major-hack/0

China UMC East Asia & Pacific2022 November 2 https://www.rfa.org/mandarin/yataibaodao/meiti/sc-11022022114611.html0

Panama UMC Latin America & Caribbean2022 November 22 https://radiopanama.com.pa/policia-nacional-y-el-ministerio-publico-realizan-operacion-phishing-en-panama-oeste-y-colon/0

Dominican RepublicUMC Latin America & Caribbean2022 December 30 https://acento.com.do/cripto247/un-grupo-de-piratas-informaticos-utiliza-500-sitios-web-para-hackear-nft-9147604.html0

United StatesHIC North America 2022 December 5 https://dunyanews.tv/en/Technology/678524-Chinese-hackers-stole-millions-worth-of-U.S.-COVID-relief-money,-Secret-[3930145, 3915056, 3931157, 3917489, 3898440, 3917611, 3933544, 3939620, 3915832, 3939763, 3940614, 3916114, 3937756, 3925071, 3909827, 3925073, 3909483, 3920915, 3934943, 3905396, 3897358, 3933067, 3912651, 3905490, 3945532, 3939780, 3936858, 3925702, 3905677, 3912705, 3913785, 3936426, 3913654, 3910453, 3935433, 3925508, 3936405, 3903721, 3924263, 3909477, 3913718, 3939768, 3909501, 3909544, 3914708, 3945412, 3907727, 3916517, 3932452, 3910343, 3936408, 3917155, 3908069, 3920589, 3925617, 3905158, 3939771, 3932251, 3933265, 3936414, 3904297, 3908252, 3921069, 3914431, 3944930, 3911241, 3914746, 3901480, 3936419, 3933086, 3905678, 3910648, 3911257, 3938420, 3909493, 3913882, 3915858, 3937759, 3916549, 3910639, 3916275, 3936401, 3933011, 3936407, 3909573, 3909643, 3933111, 3908431, 3910132, 3914760, 3938884, 3913404, 3944940, 3939776, 3909486, 3936418, 3925383, 3913442, 3931512, 3914427, 3925659, 3932453, 3937022, 3939766, 3909920, 3937112, 3914380, 3904637, 3924121, 3890195, 3912225, 3945203, 3925072, 391034['Ukrainian combat management system Delta targeted by phishing', 'Greek lawmakers set to approve plan to outlaw commercial spyware', 'Hackers affiliated with Russia targeted a refinery in a NATO member country', "North Korea's hacking group attempts disguised hacking attack on Itaewon disaster report", '"The phone knows more about us than we do: 85% of spyware companies are in Europe and the US', 'As wiretap claims rattle government , Greece bans spyware | News , Sports , Jobs', 'Seoul says £962m in digital assets stolen by North Korean hackers', 'RaHDit: hackers from Ukraine are led by "puppeteers" from NATO', 'spyware : How the global spyware industry spiralled out of control', 'The late Kim Jeong-ju, hacking of cryptocurrency account after death… 8.5 billion won stolen', 'Indian government sector top target for hackers in 2022', 'Almost legal spyware attacks Chrome, Firefox and Microsoft browsers', 'North Korean hackers attacked nearly 900 South Korean foreign policy experts', 'Pro-Russian hackers attacke393

Italy HIC Europe & Central Asia2022 October 10 https://www.tecnoandroid.it/2022/10/10/banche-hacker-allattacco-dei-correntisti-i-risparmi-sono-in-bilico-11245710

Turkey UMC Europe & Central Asia2022 May 1 https://www.bursadabugun.com/haber/emniyet-e-devlet-sistemini-hackleyen-17-yasindaki-kisi-yakalandi-1509823.html0

Sweden HIC Europe & Central Asia2022 May 3 https://www.sla.se/2022/05/03/mariestadspolis-domd-for-dataintrang-riskerar-avsked/0

Bulgaria UMC Europe & Central Asia2021 November 22 https://money.bg/business/na-vseki-chas-edna-ot-chetiri-kompanii-v-balgariya-stava-obekt-na-kiberataka.html0

Poland HIC Europe & Central Asia2021 October 29 https://www.purepc.pl/totolotek-padl-ofiara-hakerow-wyciekly-dane-takie-jak-pesel-numery-dowodow-osobistych-telefony-i-e-maile0

Spain HIC Europe & Central Asia2021 April 4 https://www.eldiario.es/tecnologia/hackean-web-oficial-semanas-gobierno-vender-zapatillas-deportivas_1_7361165.html0

Russia UMC Europe & Central Asia2021 July 1 https://ura.news/news/1052492209 0

Finland HIC Europe & Central Asia2020 November 9 https://www.tamperelainen.fi/paikalliset/31561330

Czech RepublicHIC Europe & Central Asia2020 April 8 https://www.lupa.cz/aktuality/za-utok-na-radnici-prahy-3-opet-muze-ransomware-nukib-varuje-pred-dalsi-vlnou/0

Mexico UMC Latin America & Caribbean2020 July 7 https://www.milenio.com/negocios/condusef-hackean-el-sitio-web0

Ukraine LMC Europe & Central Asia2020 June 2 https://vecherniy.kharkov.ua/news/170100/0

New ZealandHIC East Asia & Pacific2019 October 4 https://www.nzherald.co.nz/nz/news/article.cfm?c_id=1&objectid=12273866[4790707, 4785045, 4781465, 4784603, 4790708, 4790709]['Health data hack - Expert Q & A', 'Undetected cyber attack puts health details of millions at risk in New Zealand', 'Hack attack puts health details of one million New Zealanders at risk', 'New Zealanders Threatened by Medical Data Hacking', 'auckland . scoop . co . nz » Health data hack – Expert Q & A', 'Wellington . scoop . co . nz » Investigation into health data hack']5

South KoreaHIC East Asia & Pacific2019 January 21 http://www.diodeo.com/news/view/32655480

Czech RepublicHIC Europe & Central Asia2019 November 26 https://neviditelnypes.lidovky.cz/politika/bezpecnost-hacknuli-nam-viza.A191126_203338_p_politika_wag0
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Russia UMC Europe & Central Asia2022 September 2 http://internetua.com/ukrayinski-hakeri-atakuvali-rosiiski-servisi-elektronnogo-dokumentoobigu[3776619, 3777068, 3777320, 3775498, 3775501, 3776620]['Hackers brought down the electronic document management system in Russia', 'Pro-Ukrainian hackers attacked Russian document management systems to leave Russians without milk', 'Ukrainian hackers attacked Russian electronic document management services', 'Hackers took over the documents', 'Hackers attacked Russian electronic document management services', 'Hackers Collapse Electronic Document Management System In Russia']5
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Russia UMC Europe & Central Asia2017 October 25 http://www.banki.ru/news/lenta/?id=100784030

Russia UMC Europe & Central Asia2021 April 13 https://www.securityweek.com/cisa-details-malware-found-hacked-exchange-servers0
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Russia UMC Europe & Central Asia2020 February 10 https://www.cnews.ru/news/top/2020-02-10_servery_oon_vzlomali_cherez0

Mexico UMC Latin America & Caribbean2020 May 24 https://www.eleconomista.com.mx/tecnologia/Bitso-pide-tranquilidad-a-usuarios-tras-informe-de-hackeo-a-sus-bases-de-datos-20200524-0023.html0

Indonesia LMC East Asia & Pacific2020 March 9 https://palembang.tribunnews.com/2020/03/09/warga-jepang-sasaran-empuk-hacker-kartu-kredit0

France HIC Europe & Central Asia2020 December 31 https://www.usine-digitale.fr/article/l-agglomeration-du-grand-annecy-a-ete-prise-pour-cible-par-des-hackers-les-services-publics-restent-operationnels.N10447140
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Russia UMC Europe & Central Asia2019 July 13 https://servernews.ru/990679 0

KyrgyzstanLMC Europe & Central Asia2018 February 22 http://vb.kg/world/kazgidromet-i-uchet-kz-otritsayut-napadenie-hakerov-na-ih-sajty.html0

Israel HIC Middle East & North Africa2018 April 25 https://news.walla.co.il/item/3152903 0

Mexico UMC Latin America & Caribbean2017 January 26 http://eleconomista.com.mx/sociedad/2017/01/26/inai-podra-investigar-hackeos-gobierno-partidos-politicos0

Germany HIC Europe & Central Asia2017 April 12 http://hessenschau.de/politik/nsa-hackt-rechner-der-fh-giessen---empoerung-bleibt-aus,nsa-hackt-fh-giessen-100.html0

Spain HIC Europe & Central Asia2017 August 1 https://as.com/betech/2017/05/02/portada/1493726619_879906.html0

United StatesHIC North America 2022 June 30 https://www.jdsupra.com/legalnews/new-group-of-cybercriminals-claims-2892180/0
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United StatesHIC North America 2022 June 6 https://cool102.iheart.com/content/2022-06-06-fbi-joins-investigation-into-cape-cod-rta-ransomware-attack/0

Canada HIC North America 2022 April 5 https://regina.ctvnews.ca/sask-government-refusing-to-pay-ransom-for-slga-hack-1.58483010

Bahamas HIC Latin America & Caribbean2022 April 27 http://www.tribune242.com/news/2022/apr/27/just-6-clients-hit-data-breach-sebas-venture/0

United StatesHIC North America 2022 November 8 https://news.delaware.gov/2022/11/07/delaware-joins-combined-15-million-multistate-settlements-over-2015-experian-data-breach/0

Singapore HIC East Asia & Pacific2022 February 17 https://www.marketing-interactive.com/harbour-plaza-hotel-data-breach-sees-1-2m-customer-data-leaked-20

United StatesHIC North America 2019 October 19 https://www.forbes.com/sites/davidnikel/2019/10/19/norwegian-newspaper-website-taken-offline-after-content-hack/0

United KingdomHIC Europe & Central Asia2017 February 13 http://www.cityam.com/258948/three-mobiles-danish-arm-refuses-pay-ransom-after-being0

India LMC South Asia 2017 April 24 http://www.dailyexcelsior.com/turkish-hackers-onur-keyikci/0

United StatesHIC North America 2017 September 10 http://kmmsam.com/mt-ag-over-300000-montanans-may-have-been-hacked/0

Australia HIC East Asia & Pacific2018 January 22 https://www.dailymercury.com.au/news/held-to-ransom-engineering-business-hit-by-hacker/3316568/0

Ireland HIC Europe & Central Asia2018 October 5 https://www.irishmirror.ie/news/irish-news/crime/cork-blogger-chief-suspect-data-133687460

United StatesHIC North America 2018 November 19 https://www.oann.com/big-foreign-cyber-attack-targets-italian-certified-email-accounts/0

Nepal LMC South Asia 2020 February 1 https://thehimalayantimes.com/business/dotms-server-gets-partially-hacked/0

United StatesHIC North America 2020 July 13 https://healthitsecurity.com/news/274k-patients-impacted-by-benefit-recovery-specialists-credential-hack0

United StatesHIC North America 2021 February 20 https://www.wmbfnews.com/2021/02/19/email-back-up-about-half-georgetown-county-staff-following-ransomware-attack/0

India LMC South Asia 2021 October 23 https://www.thehindu.com/sci-tech/technology/indias-critical-infrastructure-like-gas-and-water-vulnerable-to-cyber-attacks-study/article37137665.ece0

Canada HIC North America 2021 October 26 https://www.cbc.ca/news/politics/afghan-data-breach-ircc-1.62248940

Sweden HIC Europe & Central Asia2022 April 3 https://www.aftonbladet.se/nyheter/a/KzAPVX/polis-i-ostergotland-domd-for-dataintrang0

Russia UMC Europe & Central Asia2021 July 15 https://www.securitylab.ru/blog/company/AngaraTech/351071.php0

Russia UMC Europe & Central Asia2021 August 12 https://www.gazeta.ru/business/2021/08/12/13871396.shtml0

Russia UMC Europe & Central Asia2021 July 22 https://www.securitylab.ru/news/522621.php0

Sweden HIC Europe & Central Asia2020 December 8 https://www.hd.se/2020-12-08/hackerattack-mot-angelholms-kommun0

Turkey UMC Europe & Central Asia2019 August 19 https://www.turizmguncel.com/haber/choice-hotelsin-700-bin-musterisine-ait-bilgiler-calindi0

Macedonia 2019 April 18 https://makfax.com.mk/izbori-2019/%D1%81%D0%B8%D1%99%D0%B0%D0%BD%D0%BE%D0%B2%D1%81%D0%BA%D0%B0-%D0%BC%D0%B2%D1%80-%D1%81%D0%B5-%D1%83%D1%88%D1%82%D0%B5-%D0%BD%D0%B5-%D1%83%D1%82%D0%B2%D1%80%D0%B4%D0%B8%D0%BB%D0%BE-%D0%BA%D0%B0%D0%BA/0

Argentina UMC Latin America & Caribbean2019 July 3 https://www.eldestapeweb.com/nota/hackearon-el-destape-radio-los-mensajes-de-los-oyentes-en-todo-el-pais-201973122500

Lithuania HIC Europe & Central Asia2017 March 1 http://kauno.diena.lt/naujienos/pasaulis/konfliktai-nelaimes/liuksemburgas-atreme-didziulio-masto-kibernetine-ataka-7996050

Belarus UMC Europe & Central Asia2017 June 29 http://www.belaruspartisan.org/life/385745/0

Sweden HIC Europe & Central Asia2017 October 10 https://www.expressen.se/kvallsposten/hackerattacken-mot-forsvaret-anses-ha-riskerat-rikets-sakerhet/0

United StatesHIC North America 2022 July 28 https://www.jdsupra.com/legalnews/gannon-associates-insurance-agency-7094390/0

India LMC South Asia 2021 July 9 https://www.medianama.com/2021/07/223-tamilnadu-makkal-number-privacy-legality/0

United StatesHIC North America 2022 August 25 https://www.jdsupra.com/legalnews/cici-enterprises-lp-announces-data-4301509/0

India LMC South Asia 2021 July 19 https://thewire.in/rights/sar-geelani-pegasus-spyware-phone-messages0

Australia HIC East Asia & Pacific2021 July 29 https://www.afr.com/politics/federal/china-crossed-line-with-email-cyber-attack-cyber-security-czar-says-20210729-p58e0x0

United KingdomHIC Europe & Central Asia2022 May 19 https://www.computing.co.uk/news/4049946/sql-server-vulnerability-hackers-legitimate-utility-fileless-persistence0

PhilippinesLMC East Asia & Pacific2022 November 29 https://www.philstar.com/business/2022/11/30/2227344/nearly-80-philippine-firms-hit-data-breach0

Japan HIC East Asia & Pacific2019 May 3 https://www.zdnet.com/article/hacker-takes-over-29-iot-botnets/0

Australia HIC East Asia & Pacific2019 September 2 https://itwire.com/security/australia-hit-by-9-2-million-malware-attacks-in-just-six-months.html0

Canada HIC North America 2019 September 28 https://shorelinetoday.ca/2019/09/28/confirmed-ransomware-causes-it-outage-for-lwha/0

South AfricaUMC Sub-Saharan Africa2019 November 6 https://www.dailymaverick.co.za/article/2019-11-06-mauritius-polls-marred-by-hacking-allegations/0

United KingdomHIC Europe & Central Asia2019 December 16 https://www.scmagazineuk.com/data-breach-reveals-customer-browsing-activity-south-african-teleco/article/16688820

Israel HIC Middle East & North Africa2019 December 19 https://www.middleeasteye.net/news/iraqi-government-and-militia-websites-hacked-order-people0

United StatesHIC North America 2017 October 26 https://www.scmagazine.com/swiss-phishing-scam-aims-to-download-retefe-banking-trojan/article/703111/0

United StatesHIC North America 2020 February 26 https://threatpost.com/iranian-apt-targets-govs-with-new-malware/153162/0

India LMC South Asia 2020 July 21 https://economictimes.indiatimes.com/magazines/panache/unaware-indians-privacy-at-risk-lockdown-gives-rise-to-online-spying-stalking-apps/articleshow/77078977.cms0

Canada HIC North America 2020 August 10 https://www.thechronicleherald.ca/news/local/information-on-qeii-foundation-donors-may-have-been-accessed-by-hacker-483613/0

United StatesHIC North America 2020 September 25 https://www.govinfosecurity.com/federal-agency-hacked-using-stolen-office-365-credentials-a-150680

Nigeria LMC Sub-Saharan Africa2020 October 16 http://nigerianpilot.com/endsars-nigerian-police-website-off-line-as-hackers-infiltrate-database/[2746728, 2746079, 2746596, 2745005, 2746138, 2746597, 2746595, 2746935, 2747958, 2746080, 2745003, 2746594, 2746601]['Nigerian broadcast regulator Twitter account hacked', ' # EndSARS : International hackers take over NBC Twitter account', ' # EndSARS : Nigerians react as Anonymous hack LASG , NNPC , INEC , EFCC , NCDC , others', 'Breaking News | Breaking News Confusion As Notorious Hacking Group , Anonymous , Hacks Numerous Websites Belonging To Nigerian Government', 'Twitter Hackers # Anonymous wey support # EndSARS claim hacking all Nigeria goment official Twitter account', 'Nigeria : # endsars - International Hackers Take Over NBC Twitter Account', 'Nigeria : # EndSARS - Nigerian Police Website Offline As International Hackers Infiltrate Database', ' # EndSARS : Anonymous Hacks Nigeria NBC Twitter Account , Threatens to Reveal Official Secrets', 'Alleged cyber attack on CBN causes stir in banks , others', ' # EndSARS : Nigerian Police website off - line , as hackers infiltrate database Nigerian Pilot News', ' # EndSARS : Nigerian Police website offline as international hackers infiltrate database', 'Welcome To Ladun Li12
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Malaysia UMC East Asia & Pacific2020 October 27 https://www.freemalaysiatoday.com/category/world/2020/10/27/bank-floor-plans-security-systems-leaked-after-swedish-firm-hacked/0

France HIC Europe & Central Asia2022 February 10 https://www.sudouest.fr/pyrenees-atlantiques/biarritz/biarritz-la-maire-piratee-la-mairie-aussi-8479185.php0

Vietnam LMC East Asia & Pacific2021 February 17 https://baomoi.com/129-cuoc-tan-cong-mang-dip-nghi-tet/c/37965578.epi0

Sweden HIC Europe & Central Asia2021 February 19 https://www.dagensmedia.se/medier/digitalt/mprt-misstanker-dataintrang-efter-lackta-uppgifter-om-redaktionsstodet/0

Finland HIC Europe & Central Asia2021 February 11 https://www.hs.fi/talous/art-2000007797024.html0

Brazil UMC Latin America & Caribbean2021 April 21 https://canaltech.com.br/seguranca/janeleiro-malware-bancario-vem-se-aprimorando-e-tem-o-brasil-como-maior-alvo-183220/0

Serbia UMC Europe & Central Asia2020 November 24 https://www.novosti.rs/planeta/svet/938818/podaci-226-miliona-korisnika-izvolte-hakeri-objavili-podatke-23-000-baza-lozinke-vidljive-tekstualnom-obliku0

Tunisia LMC Middle East & North Africa2020 December 28 https://ar.webmanagercenter.com/2020/12/28/307188/%D8%A8%D8%B9%D8%AF-%D9%85%D8%AD%D8%A7%D9%88%D9%84%D8%A9-%D9%82%D8%B1%D8%B5%D9%86%D8%A9-%D8%A7%D9%84%D8%A8%D8%B1%D9%8A%D8%AF-%D8%A7%D9%84%D8%AA%D9%88%D9%86%D8%B3%D9%8A-%D8%A7%D9%84%D9%88%D9%83%D8%A7/0

French PolynesiaHIC East Asia & Pacific2019 April 9 http://www.ladepeche.pf/alerte-phishing-clients-de-banque-de-polynesie/0

Indonesia LMC East Asia & Pacific2019 April 26 https://nasional.sindonews.com/read/1399118/12/dihantui-peretasan-pusat-real-count-internal-prabowo-sandi-dipindah-15562652980

Russia UMC Europe & Central Asia2018 June 5 https://rueconomics.ru/330396-chemezov-rasskazal-o-hakerskih-atakah-na-rosteh0

China UMC East Asia & Pacific2017 February 17 http://www.itbear.com.cn/html/2017-02/200222.html0

Italy HIC Europe & Central Asia2017 November 21 http://www.ilmessaggero.it/primopiano/esteri/giallo_in_arabia_saudita_riad_denuncia_attacco_cyber_spionaggio_colpiti_piu_paesi-3380857.html0

United StatesHIC North America 2021 July 2 https://www.reuters.com/legal/litigation/kroger-agrees-pay-5-million-over-accellion-data-breach-2021-07-01/0

Nigeria LMC Sub-Saharan Africa2022 January 31 https://ynaija.com/nigerian-news-across-36-states-9/0

United StatesHIC North America 2022 March 29 https://www.nbcconnecticut.com/news/local/bradley-airport-website-suffers-cyber-attack/2750473/0

United StatesHIC North America 2022 April 20 https://www.jdsupra.com/legalnews/bob-s-red-mill-natural-foods-reports-6295934/0

United StatesHIC North America 2019 August 20 https://www.defenseone.com/news/2019/08/the-d-brief-august-20-2019/159298/0

United StatesHIC North America 2019 December 10 https://apnews.com/1775b8e7cc2aaf1c8f28e32234320bfb0

Belgium HIC Europe & Central Asia2019 December 23 https://www.brusselstimes.com/belgium/85429/massive-police-data-breach-in-east-flanders-prompts-investigation-phishing-protection-security/0

Pakistan LMC South Asia 2021 August 25 https://tribune.com.pk/story/2315924/tarin-mulls-options-on-fbr-hack0

United StatesHIC North America 2017 April 11 http://wrbl.com/2017/04/11/hackers-break-into-troup-county-government-server/0

United StatesHIC North America 2017 November 4 http://whnt.com/2017/11/04/docusign-becomes-latest-target-in-phishing-scam/0

United KingdomHIC Europe & Central Asia2017 November 28 http://www.ibtimes.co.uk/bulletproof-coffee-hacked-customers-personal-credit-card-details-stolen-data-breach-16491620

United KingdomHIC Europe & Central Asia2018 March 13 https://www.theinquirer.net/inquirer/news/3028349/chinese-apt15-hacking-group-infiltrated-uk-gov-contractor-and-stole-military-secrets0

United StatesHIC North America 2018 March 24 https://www.law360.com/articles/10258800

United StatesHIC North America 2018 December 12 https://minnesota.cbslocal.com/2018/12/11/ramsey-county-officals-data-of-500-social-services-clients-hacked/0

United StatesHIC North America 2020 April 24 https://campustechnology.com/articles/2020/04/24/michigan-state-grapples-with-data-breach-in-third-party-software.aspx0

United KingdomHIC Europe & Central Asia2020 September 9 https://www.theguardian.com/australia-news/2020/sep/10/service-nsw-hack-could-have-been-prevented-with-simple-security-measures0

Canada HIC North America 2021 July 30 https://edmontonjournal.com/news/local-news/albertans-personal-information-exposed-after-national-health-care-provider-hacked-data-put-up-for-sale0

United StatesHIC North America 2020 December 23 https://www.wtsp.com/article/news/regional/florida/sabre-hospitality-solutions-2017-data-breach-investigation/67-aeff0f40-4799-4d1e-a714-06e2f3c45ba10

United StatesHIC North America 2021 March 13 http://www.digitaljournal.com/tech-and-science/technology/unsecured-server-triggers-ticketcounter-data-breach/article/5864470

Peru UMC Latin America & Caribbean2021 April 1 https://elbocon.pe/trends/debate-presidencial-america-tv-denuncia-hackeo-en-los-votos-de-la-ultima-contienda-elecciones-2021-noticia/0

Israel HIC Middle East & North Africa2020 December 23 https://www.pc.co.il/news/328549/ 0

United StatesHIC North America 2020 June 13 https://www.elfinancierocr.com/tecnologia/hackeo-en-ccss-enciende-alarmas-en-seguridad-de-datos-personales/KVYT2VYBONGTNPMCQHMGHU3L5E/story/0

Austria HIC Europe & Central Asia2019 June 21 https://computerwelt.at/news/kommentar/nach-hackerangriff-auf-telegram-unternehmen-muessen-anbietern-kritische-fragen-stellen/0

Ukraine LMC Europe & Central Asia2019 October 18 http://internetua.com/gruppa-hakerov-dukes-atakuet-pravitelstvennye-ucsrejdeniya0

Finland HIC Europe & Central Asia2018 October 10 https://www.tivi.fi/Kaikki_uutiset/haittaohjelmapommien-uusi-aalto-tata-hyokkaysta-harva-osaisi-edes-varoa-myydaan-jo-netissa-67444060

Venezuela Latin America & Caribbean2017 January 1 http://www.entornointeligente.com/articulo/9456169/VENEZUELA-Hackean-paacute0

Venezuela Latin America & Caribbean2017 July 31 http://elvenezolanonews.com/pagina-del-cne-fue-hackeada-luego-de-resultados-rojos-a-favor-de-la-constituyente/0

Chile HIC Latin America & Caribbean2017 May 15 http://www.latercera.com/noticia/autores-hackeo-masivo-solo-recibido-100-pagos/0

Bulgaria UMC Europe & Central Asia2017 July 6 http://dnes.dir.bg/news/hakeri-posolstvo-teroristi-azerbijan-260155660

United StatesHIC North America 2021 April 16 https://www.washingtonpost.com/dc-md-va/2021/04/16/data-breach-planned-parenthood-dc/0

United StatesHIC North America 2021 April 13 https://techcrunch.com/2021/04/13/logicgate-risk-cloud-data-breach/0

Bermuda HIC North America 2022 March 9 https://www.royalgazette.com/local-business/business/article/20220308/bma-reports-new-phishing-scheme-to-police/0

PhilippinesLMC East Asia & Pacific2022 November 23 https://business.inquirer.net/374444/ph-firms-succumbing-to-hackers-new-modus0

United StatesHIC North America 2019 March 19 https://medium.com/dfrlab/venezuelan-pro-regime-accounts-publish-personal-data-of-phishing-victims-1b41ffc256bd0

Sri Lanka LMC South Asia 2019 May 16 http://www.lankanewspapers.com/2019/05/16/investigation-confirms-hacking/0

Japan HIC East Asia & Pacific2020 June 19 https://www.zdnet.com/article/lion-faces-further-setbacks-as-it-recovers-from-ransomware-attack/0

China UMC East Asia & Pacific2020 December 23 https://thediplomat.com/2020/12/japanese-companies-fall-victim-to-unprecedented-wave-of-cyber-attacks/0

India LMC South Asia 2019 March 5 http://www.newindianexpress.com/states/tamil-nadu/2019/mar/06/phishing-gang-busted-in-kovai-1947334.html0
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Russia UMC Europe & Central Asia2020 November 12 https://pln-pskov.ru/society/396654.html 0

Indonesia LMC East Asia & Pacific2020 August 24 https://news.harianjogja.com/read/2020/08/25/500/1048015/beritakan-obat-covid-19-lima-media-online-diretas0

France HIC Europe & Central Asia2020 July 15 https://www.zdnet.fr/actualites/piratage-haro-sur-les-big-ip-de-f5-39906681.htm0

Russia UMC Europe & Central Asia2019 January 29 https://ura.news/news/1052369707 0

Puerto RicoHIC Latin America & Caribbean2019 March 18 https://www.metro.pr/pr/noticias/2019/03/17/intentan-hackear-pagina-de-internet-de-asg.html0

South KoreaHIC East Asia & Pacific2018 August 7 http://www.etnews.com/20180807000181?mc=em_103_000010

Czech RepublicHIC Europe & Central Asia2018 June 26 https://computerworld.cz/securityworld/vyderacsky-ransomware-po-pc-ovladl-i-mobily-547680

Colombia UMC Latin America & Caribbean2018 November 13 http://caracol.com.co/radio/2018/11/13/tecnologia/1542144621_974920.html0

Sweden HIC Europe & Central Asia2018 September 20 https://www.nyteknik.se/sakerhet/foretag-straffas-efter-att-ha-misslyckat-skydda-mot-hackerattack-69317690

Ukraine LMC Europe & Central Asia2017 May 5 http://internetua.com/kitaiskie-hakeri-postroili-mosxnii-botnet-dlya-maininga-kriptovaluati0

Ukraine LMC Europe & Central Asia2017 November 25 http://talks.su/news/v-kieve-skazali-o-rasprostranenii-novogo-virusa-20171125/0

Austria HIC Europe & Central Asia2017 February 24 https://www.tips.at/news/linz/blaulicht/385176-linz-unbekannter-beschaffte-sich-mit-phishing-mails-kreditkartendaten0

United KingdomHIC Europe & Central Asia2021 May 11 https://www.infosecurity-magazine.com:443/news/japanese-manufacturer-yamabiko/0

India LMC South Asia 2021 July 9 https://www.medianama.com/2021/07/223-bombay-high-court-data-privacy-breach-truecaller-app/0

New ZealandHIC East Asia & Pacific2022 October 10 https://www.newstalkzb.co.nz/news/business/pinnacle-health-hack-sensitive-files-posted-to-the-dark-web-include-confidential-report/0

China UMC East Asia & Pacific2022 February 4 https://cointelegraph.com/news/finance-redefined-wonderland-reveal-and-wormhole-hacked-jan-28-feb-40

United StatesHIC North America 2022 September 8 https://www.jdsupra.com/legalnews/cbc-group-inc-files-official-notice-of-7338136/0

United StatesHIC North America 2022 December 1 https://www.scmagazine.com/brief/threat-intelligence/ikeas-kuwait-morocco-franchises-hit-by-vice-society-ransomware-gang0

United KingdomHIC Europe & Central Asia2019 April 19 https://www.manchestereveningnews.co.uk/news/greater-manchester-news/bounty-data-breach-ico-fine-161519970

United KingdomHIC Europe & Central Asia2019 March 21 https://www.computerweekly.com/news/252459986/Spike-in-cyber-attacks-targeting-Cisco-Webex0

United StatesHIC North America 2019 June 13 https://www.11alive.com/article/tech/ukrainian-extradited-to-us-allegedly-hacked-atlanta-based-arbys-other-restaurants/85-f9ef2040-2487-46a5-8014-193ab5c79c090

United StatesHIC North America 2019 July 12 https://www.wndu.com/content/news/South-Bend-Clinic-fights-off-malware-attack-client-data-not-breached-512655781.html0

Botswana UMC Sub-Saharan Africa2019 July 2 http://www.weekendpost.co.bw/wp-news-details.php?nid=65380

New ZealandHIC East Asia & Pacific2019 January 30 https://www.reseller.co.nz/article/656849/malware-attack-drives-connexionz-deeper-into-the-red/0

United StatesHIC North America 2019 July 26 https://news.clearancejobs.com/2019/07/26/top-government-data-breaches/0

Ireland HIC Europe & Central Asia2019 April 4 https://galwaybayfm.ie/galway-bay-fm-news-desk/saolta-investigating-potential-data-breach-at-uhg/0

United StatesHIC North America 2019 February 25 https://www.odwyerpr.com/story/public/12095/2019-02-25/equifax-data-breach-crisis-vet-joins-fti.html0

United StatesHIC North America 2017 January 13 http://www.milfordbeacon.com/news/20170113/dept-of-insurance-reveals-highmark-hacking0

Singapore HIC East Asia & Pacific2017 February 15 http://news.asiaone.com/news/asia/hong-kong-police-struggle-stop-brokerage-hacking-spree0

United KingdomHIC Europe & Central Asia2017 March 22 http://www.v3.co.uk/v3-uk/news/3007032/millions-of-sap-users-at-risk-from-ransomware-due-to-gui-flaw0

China UMC East Asia & Pacific2017 June 26 http://www.thetibetpost.com/en/news/international/5588-tibet-post-international-website-was-hacked-found-suspicious-files0

Ireland HIC Europe & Central Asia2017 April 27 http://www.universitytimes.ie/2017/04/money-lost-from-trinitys-philanthropic-branch-after-cyber-attack/0

United StatesHIC North America 2018 February 1 https://healthitsecurity.com/news/retirement-community-reports-potential-phi-data-breach-for-5.2k0

India LMC South Asia 2018 November 22 http://idrw.org/pakistan-air-force-comes-under-cyber-attack/0

United StatesHIC North America 2020 February 12 https://www.necn.com/tag/malware-attack/0

Argentina UMC Latin America & Caribbean2022 April 30 http://www.ebizlatam.com/phishing-busca-robar-credenciales-de-clientes-de-banco-galicia/0

Sweden HIC Europe & Central Asia2022 March 30 https://www.dagensmedicin.se/alla-nyheter/kommunal-halsa/it-attack-mot-overtornea/0

Chile HIC Latin America & Caribbean2022 October 25 https://www.emol.com/noticias/Nacional/2022/10/24/1076530/hackean-cuenta-escuela-militar-anime.html0

Russia UMC Europe & Central Asia2021 September 20 https://www.securitylab.ru/news/524665.php0

South KoreaHIC East Asia & Pacific2021 November 3 https://news.jtbc.joins.com/html/893/NB12030893.html0

Germany HIC Europe & Central Asia2021 November 10 https://www.t-online.de/region/essen/news/id_91120698/hackerangriffe-von-essener-23-jaehriger-soll-1-4-millionen-euro-erbeutet-haben.html0

Spain HIC Europe & Central Asia2020 August 31 https://www.diariodesevilla.es/juzgado_de_guardia/actualidad/futbol-television-pirateo-partidos-Liga_0_1496850501.html0

NetherlandsHIC Europe & Central Asia2020 June 18 https://www.computable.nl/artikel/nieuws/carriere/6945128/250449/iters-krijgen-taakstraf-voor-hack-ov-chipkaart.html0

Argentina UMC Latin America & Caribbean2020 September 11 https://urgente24.com/medios/internet/vencio-el-plazo-y-hackers-filtraron-documentos-de-migraciones0

Japan HIC East Asia & Pacific2020 December 15 https://blogs.itmedia.co.jp/yoshimasa/2020/12/ratdoctorweb_pacific.html0

Russia UMC Europe & Central Asia2018 May 23 https://www.mskagency.ru/materials/27830830

Indonesia LMC East Asia & Pacific2018 June 7 https://www.liputan6.com/regional/read/3552071/situs-pupr-jawa-timur-diretas-sejumlah-rekanan-mengaku-dimintai-uang0

Poland HIC Europe & Central Asia2018 August 10 https://nt.interia.pl/news-hakerzy-wykradli-dane-1-5-miliona-pacjentow-w-tym-premiera,nId,26175050

Russia UMC Europe & Central Asia2018 December 13 https://ria.ru/20181213/1547953959.html 0

Denmark HIC Europe & Central Asia2018 September 21 https://www.computerworld.dk/art/244793/populaer-ad-blocker-ramt-af-hackerangreb-har-nulstillet-alle-brugeres-passwords0

Brazil UMC Latin America & Caribbean2017 February 1 http://www.em.com.br/app/noticia/especiais/educacao/2017/02/01/internas_educacao,843991/mec-diz-que-ataque-de-hackers-ao-sisu-sera-remetido-a-policia-federal.shtml0

Lithuania HIC Europe & Central Asia2017 January 27 http://www.silutesnaujienos.lt/index.php?option=com_content&view=article&id=16028:sukiai-silau-elektroninius-patus-ir-band-ivilioti-pinigus&catid=79:problema&Itemid=1340

Finland HIC Europe & Central Asia2017 April 18 https://www.uusisuomi.fi/ulkomaat/218804-erittain-merkittava-tietomurto-yhdysvaltain-vaitetaan-vakoilleen-pankkiliikennetta0

United StatesHIC North America 2021 December 1 https://www.montrosepress.com/news/dmea-confirms-cyber-attack-on-internal-network/article_7000f04e-5238-11ec-8e21-8f816d847a80.html0

United StatesHIC North America 2022 July 27 https://www.jdsupra.com/legalnews/boeing-employees-credit-union-announces-3892044/0
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United KingdomHIC Europe & Central Asia2022 March 10 https://www.leicestermercury.co.uk/whats-on/shopping/hula-hoops-fans-left-salty-67802450

United StatesHIC North America 2020 June 12 https://www.reuters.com/article/magellan-health-ransomware/update-1-magellan-health-says-targeted-by-ransomware-attack-idUSL4N2DP2FI0

United StatesHIC North America 2019 January 29 http://www.govtech.com/security/Some-Akron-City-Services-Unavailable-Following-Hack-Attempt.html0

United StatesHIC North America 2019 February 5 https://www.bignewsnetwork.com/news/259383922/georgia-tech-and-malaysia-police-join-fbi-to-take-down-hackers0

South AfricaUMC Sub-Saharan Africa2019 August 12 http://6000.co.za/tag/malware/ 0

Japan HIC East Asia & Pacific2019 March 9 http://moderntokyotimes.com/israel-and-nso-group-pegasus-spyware-found-in-over-40-nations-is-alarming-journalists/0

Canada HIC North America 2019 September 3 https://www.cjhk.ca/2019/09/03/tri-county-regional-centre-for-education-victim-of-cyber-attack/0

Canada HIC North America 2019 September 30 https://lfpress.com/news/local-news/fbi-called-in-as-strathroy-auto-parts-factory-suffers-cyber-attack0

United StatesHIC North America 2019 November 1 https://nakedsecurity.sophos.com/2019/11/01/s2-ep15-city-under-attack-vpn-hacked-floppies-nixed/0

Canada HIC North America 2019 November 2 https://globalnews.ca/news/6116444/canadians-affected-by-data-breach-privacy-commissioner/0

Uganda LIC Sub-Saharan Africa2018 November 6 http://pctechmag.com/2015/09/225000-apple-accounts-compromised-with-malware/0

China UMC East Asia & Pacific2017 January 8 http://chinadigitaltimes.net/2011/08/china-chief-suspect-in-major-cyber-attack/0

South AfricaUMC Sub-Saharan Africa2017 November 23 http://www.itweb.co.za/index.php?option=com_content&view=article&id=166693:South-Africa-s-data-breach-is-worse-than-you-think-so-why-is-no-one-is-panicking-0

United StatesHIC North America 2017 January 14 http://news.softpedia.com/news/government-of-venezuela-websites-hacked-511842.shtml0

Nigeria LMC Sub-Saharan Africa2018 January 30 https://www.abusidiqu.com/fg-raises-alarm-potential-cyber-attacks/0

PhilippinesLMC East Asia & Pacific2018 April 3 https://technology.mb.com.ph/2018/04/03/filipino-black-hat-hackers-attack-dozens-of-websites/0

United StatesHIC North America 2018 October 20 https://www.loudountimes.com/news/town-of-round-hill-suffers-data-breach-destruction-of-electronic/article_70de06da-d4b6-11e8-9016-f7920f3feb17.html0

United KingdomHIC Europe & Central Asia2018 September 7 https://www.thirdsector.co.uk/wellcome-trust-reports-email-data-breach/communications/article/14922160

United KingdomHIC Europe & Central Asia2018 September 9 https://www.dailymail.co.uk/sciencetech/article-6094683/More-two-million-T-Mobile-customers-hit-data-breach-exposed-names-addresses.html0

Nigeria LMC Sub-Saharan Africa2018 November 27 https://www.nairaland.com/4869268/efcc-arraigns-man-hacking-into0

United StatesHIC North America 2018 December 31 https://www.postandcourier.com/politics/sc-still-fixing-security-after-big-data-breach-but-ends/article_0c48d0ee-fa84-11e8-ba6f-9f937355756e.html0

Canada HIC North America 2020 June 4 https://www.stcatharinesstandard.ca/news-story/10014491-data-breach-affects-329-000-cpa-stakeholders/0

United StatesHIC North America 2020 July 29 https://www.wired.com/story/hackers-broke-into-real-news-sites-to-plant-fake-stories-anti-nato/0

United StatesHIC North America 2020 November 3 https://threatpost.com/home-depot-data-breach-order-confirmation/160728/0

United StatesHIC North America 2020 December 1 https://threatpost.com/misconfigured-docker-servers-xanthe-malware/161732/0

Israel HIC Middle East & North Africa2020 December 18 https://blogs.timesofisrael.com/deconstructing-the-shirbit-data-breach-now-what/0

Russia UMC Europe & Central Asia2022 July 29 https://russian.rt.com/ussr/news/1031393-hakery-vzlom-universitet0

Russia UMC Europe & Central Asia2022 November 1 https://inosmi.ru/20221101/khakery-257424756.html0

Mexico UMC Latin America & Caribbean2022 October 26 https://www.uniradioinforma.com/noticias/negocios/687680/finanzas-descentralizadas-son-blanco-de-hackeos-de-criptomonedas.html0

Lithuania HIC Europe & Central Asia2022 December 20 https://ve.lt/pasaulis/po-isilauzimo-i-kremliaus-interneto-svetaine-duomenu-bazeje-rasta-aiskiaregiu-telefonu0

France HIC Europe & Central Asia2021 September 13 https://www.zdnet.fr/actualites/le-groupe-conti-revendique-le-piratage-d-assu2000-39929025.htm0

Romania UMC Europe & Central Asia2022 May 3 https://www.zf.ro/eveniment/un-nou-atac-cibernetic-asupra-rompetrol-platforma-online-fill-go-207957510

Israel HIC Middle East & North Africa2021 April 4 https://www.pc.co.il/featured/335246/ 0

United StatesHIC North America 2020 April 19 https://insidebitcoins.com/news/chinese-defi-protocol-dforce-loses-25-million-in-a-hacking-attack/258003[2467455, 2467407]['Chinese DeFi Protocol dForce loses $25 million in a hacking attack', 'Multicoin Capital - backed DeFi protocol dForce loses ~$25M total locked value in an exploit']1

Norway HIC Europe & Central Asia2021 February 18 https://www.dn.no/magasinet/teknologi/oljefondet/hacking/nasjonal-sikkerhetsmyndighet/oljefondet-rammet-av-historiens-storste-hackingskandale/2-1-9628430

Russia UMC Europe & Central Asia2021 October 28 https://info.sibnet.ru/article/601513/ 0

Turkey UMC Europe & Central Asia2021 November 25 https://shiftdelete.net/blizzard-ddos-saldirisina-maruz-kaldi0

Serbia UMC Europe & Central Asia2020 March 4 https://www.slobodnaevropa.org/a/novi-sad-provera-ugro%C5%BEenosti-li%C4%8Dnih-podataka-posle-hakerskog-napada/30468409.html0

Russia UMC Europe & Central Asia2019 April 17 http://www.cnews.ru/news/top/2019-04-17_toyota_pod_moshchnoj_atakoj_tainstvennyh_hakerov0

Russia UMC Europe & Central Asia2018 January 14 http://monavista.ru/news/hakery_massovo_izmenili_hostname_routerov_mikrotik_i_ubiquiti/0

Russia UMC Europe & Central Asia2017 March 7 https://geektimes.ru/post/286676/ 0

Russia UMC Europe & Central Asia2017 December 21 http://www.banki.ru/news/lenta/?id=101843320

Argentina UMC Latin America & Caribbean2017 May 14 http://www.elliberal.com.ar/noticia/338853/mayoria-afectados-recuperan-normalidad-tras-ataque-cibernetico0

New ZealandHIC East Asia & Pacific2021 November 25 https://business.scoop.co.nz/2021/11/25/construction-and-manufacturing-top-industries-hit-by-ransomware/0

United StatesHIC North America 2022 August 9 https://securityboulevard.com/2022/08/aitm-phishing-attack-targeting-enterprise-users-of-gmail/0

United StatesHIC North America 2019 May 31 https://www.binghamtonhomepage.com/news/local-news/broome-county-notifies-the-public-of-a-recent-hack/20425906040

Australia HIC East Asia & Pacific2020 December 4 https://www.smh.com.au/national/queensland/queensland-maritime-museum-fights-for-survival-after-cyber-attacks-20201202-p56jxp.html0

South AfricaUMC Sub-Saharan Africa2019 October 25 https://www.dailymaverick.co.za/article/2019-10-25-attempted-hack-attack-triggers-system-shutdown-in-the-city-of-johannesburg/0

United StatesHIC North America 2018 January 2 https://www.fiercehealthcare.com/privacy-security/emory-healthcare-university-arizona-data-breach-onedrive-cloud-patient-records0

United StatesHIC North America 2017 April 10 http://www.mainebiz.biz/article/20170410/NEWS01/1704199970

India LMC South Asia 2017 July 19 http://www.thehindu.com/news/national/india-hit-by-34-ransomware-attacks-minister-tells-ls/article19309469.ece0
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Australia HIC East Asia & Pacific2020 September 1 https://www.news.com.au/finance/small-business/cyber-attack-cost-melbourne-company-2-million/news-story/a5a0074b91130a719ff97707608573240

United StatesHIC North America 2020 November 2 http://www.techtimes.com/articles/253797/20201101/cyber-command-discovers-8-new-russian-malware-targeting-embassies.htm0

United StatesHIC North America 2020 November 2 https://www.benzinga.com/news/20/11/18161252/alibabas-lazada-suffers-data-breach-involving-1-1m-users0

Russia UMC Europe & Central Asia2020 December 30 https://www.bleepingcomputer.com/news/security/emotet-malware-hits-lithuanias-national-public-health-center/0

United KingdomHIC Europe & Central Asia2021 October 27 https://www.heraldscotland.com/news/19674995.sepa-hackers-targeted-scottish-government-agency-second-time-21m-christmas-ransomeware-attack/0

Spain HIC Europe & Central Asia2022 October 13 https://www.elperiodico.com/es/sanidad/20221013/ciberataque-gold-dupont-consorci-sanitari-integral-771928590

Russia UMC Europe & Central Asia2022 April 4 http://trud-ost.ru/?p=804284 0

Argentina UMC Latin America & Caribbean2022 October 13 https://www.tiemposur.com.ar/info-general/judiciales-denuncio-en-la-justicia-federal-el-hackeo-al-poder-judicial-de-santa-cruz0

Indonesia LMC East Asia & Pacific2022 March 14 https://otomotif.antaranews.com/berita/2757993/denso-diretas-kelompok-pandora-ancam-jual-data-pesanan-di-situs-gelap0

Sweden HIC Europe & Central Asia2022 November 14 https://www.dagensmedicin.se/vardens-styrning/juridik/sjukhusanstalld-polisanmald-for-misstankt-dataintrang/0

Israel HIC Middle East & North Africa2021 September 14 https://www.calcalist.co.il/technology/article/h10su11cmf0

Latvia HIC Europe & Central Asia2021 September 26 https://www.delfi.lv/news/arzemes/niderlande-obligato-covid-19-sertifikatu-ieviesanu-aizkavejusi-hakeru-uzbrukumi.d?id=536189390

Italy HIC Europe & Central Asia2020 November 22 https://www.lasicilia.it/news/agrigento/373840/lampedusa-hackerato-il-sito-istituzionale.html0

France HIC Europe & Central Asia2019 January 23 http://www.rudebaguette.com/2019/01/23/piratage-de-bein-le-qatar-replique-a-larabie-saoudite/0

Estonia HIC Europe & Central Asia2018 August 24 http://www.ituudised.ee/uudised/2018/08/24/kuberrunde-all-feb-ei-kusinud-abi-cert-ee-kaest0

Sweden HIC Europe & Central Asia2018 March 30 http://www.norrteljetidning.se/stockholm/norrtalje-kommun/kvinna-atalad-for-dataintrang-pa-sjukhuset-laste-en-slaktings-journal0

Finland HIC Europe & Central Asia2017 September 1 http://www.keski-uusimaa.fi/artikkeli/555703-jokelan-kirjastossa-tietomurto-yleisokoneista-loytyi-vakoiluohjelma0

Greece HIC Europe & Central Asia2017 April 2 http://www.difernews.gr/articles/1/ellada/168540/panikos-sto-upourgeio-ethnikis-amunas-apo-kuvernoepithesi/0

South KoreaHIC East Asia & Pacific2017 April 4 http://www.zdnet.co.kr/news/news_view.asp?artice_id=201704041654430

Sweden HIC Europe & Central Asia2017 June 2 https://www.svt.se/nyheter/lokalt/blekinge/landstinget-polisanmaler-kapat-mejlkonto0

United StatesHIC North America 2021 May 12 https://www.msn.com/en-xl/news/other/phishing-site-posing-as-olympic-torch-relay-stream-confirmed-in-japan/ar-BB1gCVr20

United StatesHIC North America 2022 August 16 https://www.jdsupra.com/legalnews/the-country-club-at-woodfield-inc-8945070/0

United StatesHIC North America 2022 July 8 https://www.jdsupra.com/legalnews/chefs-toys-reports-data-breach-7128633/0

United StatesHIC North America 2021 July 10 https://www.casino.org/news/dottys-confirms-data-breach-gaming-company-latest-cyberattack-victim/0

United StatesHIC North America 2022 October 14 https://www.jdsupra.com/legalnews/gee-group-inc-reports-data-breach-1668545/0

United StatesHIC North America 2022 May 19 http://www.nydailynews.com/new-york/education/ny-doe-builds-own-grading-platform-after-hack-20220519-nacxssz77jeafnvuyehmkou46y-story.html0

United StatesHIC North America 2022 December 24 https://www.thestreet.com/technology/comcast-xfinity-data-breach-two-factor-auth-help-bypass0

United StatesHIC North America 2019 May 9 http://www.spamfighter.com/News-22183-India-based-outsourcing-giant-Wipro-was-hacked.htm0

Australia HIC East Asia & Pacific2017 February 13 http://www.cowraguardian.com.au/story/3879037/hackers-steal-gumtree-users-personal-details/?cs=40830

United StatesHIC North America 2017 May 1 https://www.americanbanker.com/morning-scan/behind-the-swift-hack-banks-look-for-risk-relief?feed=00000158-080c-dbde-abfc-3e7d1bf300000

China UMC East Asia & Pacific2017 July 6 http://news.xinhuanet.com/english/2017-07/07/c_136423388.htm0

United StatesHIC North America 2017 September 10 https://www.nakedcapitalism.com/2017/09/bill-black-equifax-data-breach-10-10-scandal.html0

India LMC South Asia 2017 June 8 https://www.nyoooz.com/news/nagpur/832907/sunflag-steel-co-duped-of-rs-18-lakh-through-phishing-fraud/0

Nigeria LMC Sub-Saharan Africa2018 March 12 https://www.dailytrust.com.ng/-security-flaw-allows-hackers-to-open-malicious-websites-on-windows-10.html0

United StatesHIC North America 2018 June 14 http://www.4-traders.com/ORICA-LTD-6491506/news/Orica-Data-breach-issue-26766504/0

United StatesHIC North America 2018 July 31 https://www.lexology.com/library/detail.aspx?g=22f6ca38-f82a-428a-85cc-d6561bdc18440

New ZealandHIC East Asia & Pacific2020 June 11 https://www.nzherald.co.nz/business/news/article.cfm?c_id=3&objectid=123393320

PhilippinesLMC East Asia & Pacific2020 June 18 https://www.interaksyon.com/politics-issues/2020/06/18/171079/feu-pup-community-told-to-protect-online-privacy-after-recent-portal-hacking/0

New ZealandHIC East Asia & Pacific2020 March 10 https://www.nzherald.co.nz/business/news/article.cfm?c_id=3&objectid=123156830

United KingdomHIC Europe & Central Asia2021 February 4 https://www.computerweekly.com/news/252495863/Woodland-Trust-hit-by-cyber-attack-in-December0

Germany HIC Europe & Central Asia2021 September 14 https://www.finanznachrichten.de/nachrichten-2021-09/53933564-automotive-industry-faces-severe-data-breaches-and-ransomware-threats-cybelangel-investigation-reveals-004.htm0

United StatesHIC North America 2021 March 8 https://www.the-scientist.com/news-opinion/hackers-bring-dutch-research-funding-agency-to-standstill-685210

Ukraine LMC Europe & Central Asia2022 October 3 https://zaxid.net/rosiyski_hakeri_atakuvali_sayt_prodazhu_kvitkiv_kontramarkaua_n15505970

Russia UMC Europe & Central Asia2022 April 4 https://www.securitylab.ru/news/530930.php0

Lithuania HIC Europe & Central Asia2022 May 9 https://www.lrt.lt/naujienos/mokslas-ir-it/11/1690552/estijos-uzsienio-reikalu-ministerija-tapo-kibernetines-atakos-taikiniu0

Czech RepublicHIC Europe & Central Asia2022 October 17 https://www.novinky.cz/clanek/internet-a-pc-bezpecnost-spionazni-virus-napadal-pocitace-od-applu-404118590

United StatesHIC North America 2022 August 23 https://www.telemundodallas.com/noticias/mansfield-isd-investiga-ataque-cibernetico/2270712/0

Spain HIC Europe & Central Asia2021 January 4 https://www.lainformacion.com/asuntos-sociales/estafa-cobran-factura-hackea-empresa/2825219/0

Spain HIC Europe & Central Asia2021 October 5 https://www.elconfidencialdigital.com/articulo/medios/mediaset-sufrio-hackeo-que-logro-suplantar-identidad-empleados/20211004180006282461.html0

Poland HIC Europe & Central Asia2020 August 12 https://interaktywnie.com/biznes/newsy/mobile/phishing-w-polsce-oszusci-podszywaja-sie-po-firme-inpost-2603310

Israel HIC Middle East & North Africa2020 July 29 https://www.ynet.co.il/digital/technews/article/SyDzPqTgD0

Chile HIC Latin America & Caribbean2020 October 14 https://www.emol.com/noticias/Nacional/2020/10/14/1000679/Gobierno-y-Clave-Unica.html0

Russia UMC Europe & Central Asia2020 December 11 https://www.securitylab.ru/news/514756.php0
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United StatesHIC North America 2019 January 30 https://bringmethenews.com/minnesota-news/minnesota-department-of-human-services-confirms-data-breach[4319984, 4329262, 4317830, 4317880, 4317840, 4320002, 4317898, 3965540, 4317842, 4317893, 4322635, 4317853, 4317831, 4317839, 4320000, 4317851]['Phishing scam hit Minn . agency ; data of 3K possibly exposed', 'Minnesota Department of Human Services hit with phishing scheme', 'Phishing scam hit MN agency ; data of 3K possibly exposed', 'Minnesota Department of Human Services reports data breach | News', 'Minnesota Dept . Of Human Services Reports Data Breach – WCCO', 'MN DNS announces data breach', 'Human Services Department Hit With Data Breach', 'Minnesota Department of Human Services confirms data breach', 'Minnesota Department of Human Services Reports Data Breach', 'Minnesota Department of Human Services reports data breach of exposed personal information of up to 3 , 000 people', 'Minnesota Department Reports Data Breach , up to 3K Exposed', 'MN Department of Human Services Reports Data Breach', '3 , 000 Minnesotan personal info compromised in phishing scheme , state says', 'Minnesota Department of Human Services reports data breach', 'DATA BREACH AT MN DEPARTMENT OF HUMAN SERVICES', 'Phishing scheme allowed for 3 , 000 Minnesotan personal info15
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https://www.securitylab.ru/news/514756.php
https://yle.fi/uutiset/3-11637719
https://bringmethenews.com/minnesota-news/minnesota-department-of-human-services-confirms-data-breach


Algeria LMC Middle East & North Africa2019 March 6 https://www.ennaharonline.com/%D9%87%D8%A7%D9%83%D8%B1-%D8%A8%D9%85%D8%B3%D8%AA%D9%88%D9%89-%D8%A7%D9%84%D8%AB%D8%A7%D9%85%D9%86%D8%A9-%D8%A3%D8%B3%D8%A7%D8%B3%D9%8A-%D9%8A%D8%AE%D8%AA%D8%B1%D9%82-%D8%A3%D9%86%D8%B8/0

Russia UMC Europe & Central Asia2019 April 23 http://www.cnews.ru/news/top/2019-04-23_messendzherkotorym_frantsuzskie_vlasti_hoteli0

Germany HIC Europe & Central Asia2019 June 14 https://www.zdnet.de/88362345/hacker-treten-massive-angriffswelle-gegen-exim-e-mail-server-los/0

Denmark HIC Europe & Central Asia2019 April 17 https://www.computerworld.dk/art/247203/jan-the-dinosaur-blev-den-store-helt-efter-norsk-hydros-gigantiske-hackerangreb-selv-om-han-er-staerkt-skeptisk-over-for-teknologi0

Russia UMC Europe & Central Asia2019 September 16 https://regnum.ru/news/society/2720304.html0

Austria HIC Europe & Central Asia2018 May 3 http://www.heute.at/oesterreich/wien/story/Wiener-leiden-taeglich-unter-8-000-Cyber-Attacken-458449430

Serbia UMC Europe & Central Asia2018 October 5 https://www.b92.net/tehnopolis/vesti.php?yyyy=2018&mm=10&nav_id=14521950

Italy HIC Europe & Central Asia2018 January 30 https://www.ilgazzettino.it/economia/coincheck_hacker_tokyo-3516605.html0

Iran LMC Middle East & North Africa2018 January 4 https://www.radiofarda.com/a/IRAN-CYBER-THREAT/28955350.html0

Spain HIC Europe & Central Asia2018 December 27 https://www.republica.com/2018/12/27/golpe-policial-al-pirateo-de-los-partidos-de-laliga-en-mas-de-2-000-establecimientos-publicos/0

Ukraine LMC Europe & Central Asia2018 April 7 http://internetua.com/usxerb-kriptovaluatnh-investorov-ot-hakerov-i-moshennikov-sostavil-1-7-mlrd0

Hungary HIC Europe & Central Asia2017 March 16 https://444.hu/2017/03/16/magyarorszag-ellen-is-kibertamadast-inteztek-az-amerikai-demokrata-partot-is-tamado-orosz-hackerek0

France HIC Europe & Central Asia2017 June 7 http://www.mag-securs.com/communiques/id/35027/apt28-auteur-des-cyber-attaques-contre-le-montenegro.aspx0

United StatesHIC North America 2021 March 17 https://www.techtimes.com/articles/258072/20210316/nifty-gateway-digital-art-marketplace-hacked-thousands-dollars-worth-artwork.htm0

United StatesHIC North America 2022 June 15 https://www.nationalmortgagenews.com/news/lower-reveals-data-breach-impacting-86-000-customers0

United StatesHIC North America 2022 July 11 https://www.jdsupra.com/legalnews/atc-healthcare-services-llc-announces-7750395/0

United StatesHIC North America 2022 July 14 https://kpel965.com/lafayette-hospital-data-breach/0

United StatesHIC North America 2022 November 28 https://healthitsecurity.com/news/community-health-network-notifies-1.5m-of-data-breach-stemming-from-tracking-tech0

Nigeria LMC Sub-Saharan Africa2019 July 25 https://allafrica.com/stories/201907250617.html0

Israel HIC Middle East & North Africa2020 June 23 https://www.timesofisrael.com/alongside-high-tech-systems-these-fish-stop-iran-hacking-israels-water-supply/[2572104, 2572105]['Alongside high - tech systems , these fish stop Iran hacking Israel water supply', 'Report : Israel turns to fish to prevent Iranian hacking']1

United StatesHIC North America 2019 November 4 https://www.msn.com/en-nz/news/other/kiwis-compromised-in-massive-data-breach/ar-AAJNEbG0

Canada HIC North America 2019 December 4 https://www.itbusiness.ca/news/phishing-campaign-continues-to-mimic-canadas-biggest-banks-online/1134080

United StatesHIC North America 2019 December 5 https://www.13wmaz.com/article/news/local/malware-hack-macon-water-authority-high-bills/93-4defcdb0-f245-4e6d-9d55-4dc5a3a765d10

United StatesHIC North America 2019 July 23 https://www.stgeorgeutah.com/news/archive/2019/07/23/cgb-utah-awarded-1-4-million-as-part-of-largest-data-breach-enforcement-action-in-history/0

Australia HIC East Asia & Pacific2017 February 13 http://www.barossaherald.com.au/story/4207854/96000-public-servants-in-new-data-breach/?cs=40560

PhilippinesLMC East Asia & Pacific2017 March 8 http://newsinfo.inquirer.net/878902/nbi-hacker-led-victims-to-fake-bank-web-site0

United StatesHIC North America 2017 April 14 http://www.groundreport.com/turkish-hackers-attacked-german-and-dutch-state-institutions-websites/0

United StatesHIC North America 2018 January 6 http://www.mychamplainvalley.com:80/news/ransomware-detected-at-dartmouth-college/9037762610

United StatesHIC North America 2018 January 31 http://www.hawaiitribune-herald.com/2018/01/30/hawaii-news/health-department-investigating-disease-outbreak-control-division-data-breach/0

India LMC South Asia 2018 June 6 http://www.sify.com/news/ex-us-lawmaker-shielded-pakistani-aide-from-hacking-probe-news-international-sggnGAghefbjf.html0

United KingdomHIC Europe & Central Asia2020 January 31 http://www.thecommentator.com/article/7579/brexit_brings_10_million_cyber_attacks_for_british_council0

United KingdomHIC Europe & Central Asia2020 July 28 https://www.computing.co.uk/news/4018299/major-hedge-fund-customers-personal-stolen-hackers0

United StatesHIC North America 2021 January 27 http://www.nydailynews.com/news/national/ny-bonobos-breach-20210127-7rr4jkqkj5cb3f6mfjmraj42tq-story.html0

South AfricaUMC Sub-Saharan Africa2021 September 22 https://www.timeslive.co.za/news/south-africa/2021-09-22-child-maintenance-prioritised-as-justice-department-probes-cyber-attack/0

Malaysia UMC East Asia & Pacific2021 March 10 https://www.thestar.com.my/tech/tech-news/2021/03/10/mail-delivery-phishing-scammers-cheat-hongkongers-out-of-hk22mil-as-demand-for-delivery-during-covid-19-pandemic-surges0

Russia UMC Europe & Central Asia2022 June 28 https://www.securitylab.ru/news/532539.php0

Bulgaria UMC Europe & Central Asia2022 June 10 https://www.standartnews.com/balgariya-krimi/uzhas-khaker-otkradna-lichnite-danni-na-26-mln-blgari-495057.html0

Germany HIC Europe & Central Asia2022 October 17 https://www.spiegel.de/netzwelt/deutsche-presse-agentur-offenbar-opfer-eines-hackerangriffs-a-1e64d0e5-4190-4b32-9ad7-d41eec0283640

GuatemalaUMC Latin America & Caribbean2021 April 24 https://elperiodico.com.gt/nacionales/2021/04/23/la-camara-guatemalteca-de-alimentos-y-bebidas-denuncia-hackeo-durante-foro/0

Finland HIC Europe & Central Asia2020 April 11 https://yle.fi/uutiset/3-11296321 0

Spain HIC Europe & Central Asia2020 June 6 https://www.elcorreo.com/economia/tu-economia/phishing-llega-agencia-20200607180114-nt.html0

Sweden HIC Europe & Central Asia2020 February 18 https://www.svt.se/nyheter/lokalt/smaland/region-kalmar-polisanmaler-dataintrang0

Mexico UMC Latin America & Caribbean2018 June 5 http://www.jornada.unam.mx/2018/06/05/politica/016n2pol0

Israel HIC Middle East & North Africa2017 March 26 http://news.israelinfo.co.il/events/66116 0

United StatesHIC North America 2017 April 9 http://www.telesurtv.net/news/No-hubo-apagon-informatico-sino-hackeo-a-web-de-CNE-de-Ecuador-20170408-0035.html0

United StatesHIC North America 2022 July 14 https://www.chicagobusiness.com/finance-banking/major-data-breach-hits-another-chicago-corporation-time-enova0

United StatesHIC North America 2022 March 2 https://ktok.iheart.com/featured/ktok-top-stories/content/2022-03-02-data-breach-impacts-thousands/0

PhilippinesLMC East Asia & Pacific2019 June 20 https://usa.inquirer.net/32790/hackers-receive-600000-in-ransom-for-stolen-computer-records0

United StatesHIC North America 2020 September 4 https://www.heraldpalladium.com/news/spectrum-health-lakeland-impacted-by-blackbaud-ransomware-attack/article_0e02f17e-b942-5e08-9bd6-3f9eb4668ca8.html0

Australia HIC East Asia & Pacific2019 August 26 https://www.itnews.com.au/news/nz-bans-unapproved-govt-it-suppliers-after-data-breach-5301800

United StatesHIC North America 2019 December 5 https://www.11alive.com/article/news/local/city-of-newnan-experiences-data-breach/85-a76aa042-9758-4403-aad9-beba3976f4010

United StatesHIC North America 2021 August 18 https://www.mondaq.com/unitedstates/privacy-protection/1102420/texas-amends-data-breach-notification-law-creates-public-listing-of-data-breaches-0

Kenya LMC Sub-Saharan Africa2017 June 27 http://www.businessdailyafrica.com/corporate/Slovakian-firm-cashes-in-on-Kenya-cyber-attacks/539550-3990046-qs9cihz/0

United StatesHIC North America 2017 July 13 http://www.denverpost.com/2017/07/13/colorado-medicaid-system-data-breach-exposed-private-information-822-people/0

India LMC South Asia 2017 September 9 http://thehitavada.com/Encyc/2017/9/9/Hackers-spoof-embassy-caller-ID-in-Netherlands-to-dupe-Nagpurian.aspx0
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United StatesHIC North America 2017 October 7 http://www.desmoinesregister.com/story/news/2017/10/06/iowa-governments-vulnerable-johnston-like-cyber-attacks/741025001/0

New ZealandHIC East Asia & Pacific2017 September 27 https://i.stuff.co.nz/national/97314072/cyber-attack-shuts-down-taxi-companies0

United StatesHIC North America 2020 February 14 https://abc11.com/finance/data-breach-affects-nearly-1900-wake-county-government-employees/5931683/[2356724, 2359538, 2347424, 2354000, 2359468, 2356658]['2020 Health Care Data Breach Incidents Affect Over 1M', 'Health Data Breach Tally Update : 2020 Trends', 'Interactive Medical Systems : Data breach affects nearly 1 , 900 Wake County government employees', 'Cyber security : Iowa patient information accessed in data breach', 'Data breach connected to Capital Region Community Care Physicians reported', 'Over 41 . 4M Patient Records Breached in 2019 , as Hacking Jumped 49 % ']5

Kenya LMC Sub-Saharan Africa2018 January 9 https://www.kachwanya.com/2015/06/08/the-us-cyber-security-under-threat-after-the-massive-data-breach/0

Australia HIC East Asia & Pacific2018 October 21 https://www.news.com.au/finance/small-business/university-ticketing-platform-qnect-brushes-off-bitcoin-hack-attack-to-raise-34m/news-story/cac4bb1a84414633114f828dbdc2d45f0

United KingdomHIC Europe & Central Asia2018 October 3 https://www.pressandjournal.co.uk/fp/news/highlands/1576609/uhi-data-breach-affects-132-email-addresses-in-evening-classes-email/0

United StatesHIC North America 2020 January 15 https://politicaldog101.com/2020/01/democrats-demanded-more-answers-on-russian-hacking-of-ukraine-oil-company/0

United StatesHIC North America 2020 June 14 https://www.theheraldtimes.com/rdh-suffers-ransomware-attack/rangely/0

United StatesHIC North America 2020 March 5 http://freerepublic.com/focus/f-chat/3822052/posts0

United StatesHIC North America 2021 December 10 https://www.kitv.com/news/crime/cyber-attack-shuts-down-servers-at-thehandi-van-thebus/article_5ed63970-5920-11ec-ab97-675ae372cdca.html0

Russia UMC Europe & Central Asia2020 September 1 https://www.securityweek.com/iranian-hackers-target-critical-vulnerability-f5s-big-ip0

United StatesHIC North America 2020 September 15 https://abc7ny.com/business/data-breach-of-memorial-sloan-kettering-fundraising-software/6423594/0

United StatesHIC North America 2020 October 1 https://mrtopstep.com/cisa-and-cnmf-identify-a-new-malware-variant/0

China UMC East Asia & Pacific2021 December 18 https://techgadgetcentral.com/2015/11/03/ios-9-1-hack-1-million/0

PhilippinesLMC East Asia & Pacific2021 October 5 https://www.bworldonline.com/privacy-commission-links-sms-based-phishing-attacks-to-leaks-of-contact-tracing-information/0

Indonesia LMC East Asia & Pacific2022 August 16 https://www.cnnindonesia.com/teknologi/20220816170540-192-835416/pakar-duga-peretas-situs-kostrad-anak-baru-yang-cari-popularitas0

United StatesHIC North America 2022 April 19 https://www.crhoy.com/nacionales/ante-amenazas-de-hackeo-mep-suspende-sistema-de-pagos-de-planilla-integra2/0

Russia UMC Europe & Central Asia2022 May 9 https://www.securitylab.ru/news/531527.php0

NetherlandsHIC Europe & Central Asia2022 December 6 https://www.rtlnieuws.nl/nieuws/politiek/artikel/5351459/forum-voor-democratie-doet-aangifte-van-hacken-computersystemen0

Sweden HIC Europe & Central Asia2022 December 5 https://www.nyteknik.se/sakerhet/utbetalning-av-a-kassa-skjuts-fram-antalet-cyberattacker-har-fullkomligt-exploderat-70416440

Finland HIC Europe & Central Asia2022 July 10 https://www.kauppalehti.fi/uutiset/suomessakin-toimiva-hotelliketju-joutui-tietomurron-uhriksi-aiemmin-vuotanut-jo-sadat-miljoonat-henkilotiedot/6cfdff1d-c93b-4c3f-a1ac-c72c12b915150

Spain HIC Europe & Central Asia2022 May 28 https://www.20minutos.es/tecnologia/ciberseguridad/estos-ciberdelincuentes-suplantan-a-dhl-a-traves-del-correo-electronico-mediante-phishing-5005114/0

South KoreaHIC East Asia & Pacific2019 November 27 http://news1.kr/articles/?3779910[4907565, 4906846, 4907232, 4906850, 4909220, 4906869, 4909953, 4909471, 4909952, 4907262, 4906851, 4906847, 4915691, 4909979, 4909221, 4909232, 4909251, 4915701, 4906872, 4906843, 4911367, 4906842, 4909987, 4909222, 4906845, 4907622, 4906849]["hacking ? inside work? Upbit's Disappeared Ethereum | Bloter. net", 'Upbit withdraws tens of billions of won to an anonymous account... Suspicion of hacking to stop deposits and withdrawals', 'Cryptocurrency exchange loses US$50 million in apparent hack', 'Dunamu Upbit, stolen 58 billion Ethereum by hacking', 'Upbit leaked 58 billion won due to hacking attack... backed by assets', 'Coin trading site Upbit leaked 58 billion won in cryptocurrency due to hacking', 'Ethereum 58 billion stolen … Was Upbit hacked?', 'Hackers stole $50 million from a cryptocurrency exchange', 'Suspicion of Upbit hacking broke through... Suspension of cryptocurrency deposit and withdrawal', 'Korean Exchange Upbit Suffers Hack and Theft of 342 , 000 ETH ( $50 Million ) ', '[Seoul Newspaper] Theft of 58 billion Ethereum... Was Upbit hacked?', 'Upbit withdraws 58 billion won from an anonymous account... Suspicion of hacking suspension of deposit and withdrawal', 'Upbit 58 billion leaked, weight on hacking.. Security institutionalizati26

Russia UMC Europe & Central Asia2021 November 29 https://www.kommersant.ru/doc/5099401 0

Germany HIC Europe & Central Asia2021 March 1 https://www.heise.de/news/Guerilla-Marketing-beim-BND-Hacken-fuer-Deutschland-mit-dem-Cyber-Karnickel-5067627.html0

Romania UMC Europe & Central Asia2021 August 6 https://www.stiripesurse.ro/hackerii-chinezi-ar-fi-atacat-cibernetic-institutul-de-cercetari-nucleare-de-la-pitesti_1931514.html0

Russia UMC Europe & Central Asia2020 December 14 https://www.securitylab.ru/news/514803.php0

Ukraine LMC Europe & Central Asia2020 May 25 http://internetua.com/dannye-200-tysyacs-polzovatelei-bitkoin-birj-i-kriptovaluatnyh-platform-pod-ugrozoi-posle-predpolojitelnogo-vzloma0

South KoreaHIC East Asia & Pacific2019 August 26 http://news1.kr/articles/?3704167 0
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United StatesHIC North America 2021 January 13 https://www.q13fox.com/news/puget-sound-educational-service-district-reports-data-breach[3083087, 3080202]['Puget Sound Educational District hit with data breach', 'Puget Sound Educational Service District reports data breach']1

United StatesHIC North America 2020 February 22 https://www.msn.com/en-us/news/us/jackson-public-schools-e2-80-99-network-hacked-teachers-and-staff-cannot-use-computers/ar-BB10g4ii0

United StatesHIC North America 2020 March 2 https://www.fifthdomain.com/2020/03/02/a-hacker-group-says-it-has-major-defense-companies-data/0

United Arab EmiratesHIC Middle East & North Africa2020 August 11 https://www.itp.net/news/93516-95-of-saudi-businesses-hit-by-cyber-attack-in-the-past-year0

Ukraine LMC Europe & Central Asia2022 December 26 http://pressorg24.com/news?id=643806 0

Norway HIC Europe & Central Asia2022 May 12 https://www.sagat.no/nyheter/datainnbrudd-hos-fefo-leverandor/19.324200

Serbia UMC Europe & Central Asia2022 October 12 http://www.b92.net/bbc/index.php?yyyy=2022&mm=10&dd=12&nav_id=22267810

Italy HIC Europe & Central Asia2022 January 5 https://www.punto-informatico.it/datpiff-hackerate-75-milioni-di-credenziali/0

Bulgaria UMC Europe & Central Asia2022 June 11 https://blitz.bg/prestplenie/shokirashchi-razkritiya-za-khakepite-udarili-zamunda_news891169.html0

Hungary HIC Europe & Central Asia2022 August 17 https://444.hu/2022/08/17/tobb-nagyvallalat-es-kormanyhivatal-belso-levelezeset-szivarogtatta-ki-egy-kornyezetvedelmi-hackercsoport0

https://www.smh.com.au/politics/queensland/hackers-target-the-queensland-government-with-online-attacks-20181008-p508gr.html
https://www.afr.com/technology/hackers-offer-stolen-nsw-government-data-for-sale-20210302-p576ym
https://svenska.yle.fi/artikel/2018/06/06/92-miljoner-anvandares-information-stulen-slaktforskningssidan-myheritage
https://www.thairath.co.th/news/local/central/1926639
https://www.mondaq.com/unitedstates/fin-tech/1229250/fbi-cites-defi-hacking-threats-as-hacks-continue-reports-identify-isis-nft
http://www.frognews.bg/news_134969/Antimafioti-udariha-hakerska-banda-manipulirala-sistemata-na-mitnitsite/
https://www.bleepingcomputer.com/news/security/indonesias-central-bank-confirms-ransomware-attack-conti-leaks-data/
https://www.stuff.co.nz/business/127715721/nz-uniforms-reports-possible-data-breach-as-precaution-after-ransomware-attack
https://bearingarms.com/tom-k/2018/07/09/nra-reports-data-breach-californias-assault-weapon-registry/
https://harbourtimes.com/2021/09/12/latest-data-breach-attacks-hong-kong-hospitals-what-happened-and-what-to-do/
https://iphonesoft.fr/2021/04/21/piratage-revil-confirme-ports-hdmi-magsafe-macbook-pro-2021
https://www.kommersant.ru/doc/4196751
https://www.medpagetoday.com/special-reports/exclusives/97092
https://www.msn.com/en-us/news/us/tue-apr-21-covid-19-updates-sba-reports-data-breach-senate-passes-small-business-aid-package/ar-BB12YOeC
https://lawstreetmedia.com/news/health/former-employee-brings-suit-against-hospital-and-hr-company-following-ransomware-attack/
http://www.itechpost.com/articles/113451/20220831/australian-government-agencies-are-targeted-by-chinese-hackers-using-scanbox-malware.htm
https://www.datacenterdynamics.com/en/analysis/rwandan-government-data-center-offline-after-cyber-attack/
http://www.voxy.co.nz/politics/5/360096
https://www.businesswire.com/news/home/20210721005798/en/Federman-Sherwood-Announces-an-Investigation-of-the-ClearBalance-Data-Breach
http://www.newsweek.com/papadopoulos-russia-clinton-campaign-email-hack-767462
https://www.lrytas.lt/it/ismanyk/2022/11/30/news/surengta-kibernetine-ataka-pries-elektroninius-valdzios-vartus-25340396
https://www.reseller.co.nz/article/666038/cert-nz-reports-record-quarterly-losses-from-cyber-attacks/
https://www.financialexpress.com/india-news/national-security-more-than-just-event-management-asaduddin-owaisi-slams-pm-modi-over-kudankulam-plant-malware-attack/1750947/
https://www.dailyprogress.com/news/local/ivy-rehab-reports-data-breach/article_499b8c91-6e23-5902-b3fa-40adbdf027b1.html
https://www.scoop.co.nz/stories/PO1912/S00015/police-firearm-data-breach-update-3-images-now-available.htm
https://www.zdnet.com/article/data-breach-exposes-data-of-34000-medical-marijuana-patients/
https://www.computerweekly.com/news/252458440/Chinese-cyber-attack-group-Bronze-Union-targeting-weapons-tech
http://www.gadget.co.za/malware-library-hits-billion/
https://www.simcoereformer.ca/news/yet-another-computer-hack
http://azcapitoltimes.com/news/2017/01/26/hacking-of-ukrainian-substation-was-probably-a-test-for-u-s/
http://mondaq.com/unitedstates/x/636026/Consumer+Credit/Massachusetts+AG+Announces+Data+Breach+Bill
http://www.irishexaminer.com/breakingnews/ireland/musgrave-advises-customers-to-check-bank-statements-after-cyber-attack-809389.html
https://www.scmagazine.com/attackers-exploit-old-wordpress-to-inject-sites-with-code-enabling-site-redirection-takeover/article/719049/
http://www.illinoishomepage.net/news/local-news/ides-data-breach/680206042
http://www.idgconnect.com/abstract/25679/cinema-chain-hack-security-centre-stage-south-africa
https://www.jdsupra.com/legalnews/doj-takes-action-against-sophisticated-80892/
http://www.bournemouthecho.co.uk/news/16315238.Resident_speaks_out_over_county_council__39_s_blue_badge___39_data_breach__39_/
https://www.theregister.co.uk/2018/10/10/russia_china_hacker_forum_comparison/
http://mondaq.com/canada/x/731384/Security/CRTC+Imposes+Penalties+On+Two+Companies+For+Distributing+Malware+Online
https://www.theepochtimes.com/secretive-chinese-military-hacker-group-now-attacking-india_2712691.html
http://www.idownloadblog.com/2018/09/27/apple-dep-issue/
https://www.zdnet.com/article/emotet-malware-runs-on-a-dual-infrastructure-to-avoid-downtime-and-takedowns/
https://www.tallahassee.com/story/news/2020/05/18/hackers-sheriffs-investigation-prompt-ft-braden-school-plea-parents-help/5216099002/
https://www.itnews.com.au/news/govt-frets-on-critical-infrastructure-hack-threat-548465
http://www.gdnonline.com/Details/621109
https://www.q13fox.com/news/puget-sound-educational-service-district-reports-data-breach
https://www.msn.com/en-us/news/us/jackson-public-schools-e2-80-99-network-hacked-teachers-and-staff-cannot-use-computers/ar-BB10g4ii
https://www.fifthdomain.com/2020/03/02/a-hacker-group-says-it-has-major-defense-companies-data/
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Belgium HIC Europe & Central Asia2020 March 20 https://www.standaard.be/cnt/dmf20200320_048968980

Czech RepublicHIC Europe & Central Asia2020 April 17 https://www.ceskenoviny.cz/zpravy/fno-se-v-noci-stala-tercem-kybernetickeho-utoku-odrazila-jej/18806560

Croatia HIC Europe & Central Asia2020 March 17 https://www.24sata.hr/news/nastava-nakon-napada-hakera-tece-bez-poteskoca-i-po-planu-6816170

Russia UMC Europe & Central Asia2019 March 20 https://www.securitylab.ru/news/498408.php0

China UMC East Asia & Pacific2019 February 15 http://www.citnews.com.cn/citnews/media/201902/93488.html0

Venezuela Latin America & Caribbean2019 December 13 http://www.analitica.com/emprendimiento/noti-tips/campana-phishing-suplanta-identidad-plataforma-pagos-online/0

Tunisia LMC Middle East & North Africa2019 February 26 https://www.leconomistemaghrebin.com/2019/02/26/une-cyber-attaque-mondiale-sur-les-noms-de-domaines/0

France HIC Europe & Central Asia2018 May 29 https://www.sudouest.fr/2018/05/28/landes-de-faux-mails-de-la-cci-envoyes-apres-le-piratage-d-un-prestataire-5094527-3452.php0

United StatesHIC North America 2022 June 6 http://www.washingtonpolicy.org/publications/detail/washingtons-labor-and-industries-has-had-a-data-breach-is-the-government-ever-going-to-protect-our-data0

PhilippinesLMC East Asia & Pacific2022 January 11 https://mb.com.ph/2022/01/11/aksyon-demokratiko-calls-for-immediate-comelec-investigation-into-reported-hacking-of-servers/0

United StatesHIC North America 2022 October 12 https://www.techtarget.com/searchsecurity/news/252525968/NPM-malware-attack-goes-unnoticed-for-a-year0

United KingdomHIC Europe & Central Asia2022 September 10 https://www.techradar.com/opinion/samsungs-data-breach-is-why-you-shouldnt-have-to-sign-in-to-smart-tvs0

United StatesHIC North America 2022 October 15 https://www.tdtnews.com/news/business/article_56ffef7d-2893-53d1-96bb-0a5c42a2d19d.html0

Pakistan LMC South Asia 2022 December 27 https://propakistani.pk/2022/12/27/pakistan-and-afghanistan-are-facing-cyber-attacks-by-indian-hacking-groups/0

United StatesHIC North America 2019 March 8 https://www.databreaches.net/aia-singapore-agents-personal-information-exposed-in-apparent-data-breach/0

Pakistan LMC South Asia 2022 September 5 https://propakistani.pk/2022/09/05/hacker-leaks-names-and-addresses-of-over-40000-karachi-citizens/0

United StatesHIC North America 2022 March 25 https://www.jdsupra.com/legalnews/insurance-technologies-corp-to-pay-11-4644891/0

United KingdomHIC Europe & Central Asia2021 May 27 https://www.irishnews.com/news/republicofirelandnews/2021/05/27/news/100-million-euro-would-be-small-figure-in-cost-of-hse-cyber-attack-paul-reid-says-2337426/0

United StatesHIC North America 2020 August 26 https://marketrealist.com/p/capital-one-bank-data-breach/0

Canada HIC North America 2019 October 10 https://www.exetertoday.ca/2019/10/10/wingham-and-listowel-hospital-ransomware-update/0

United StatesHIC North America 2017 January 4 https://www.scmagazine.com/arenas-entertainment-hit-with-ransomware-demand/article/629454/0

United StatesHIC North America 2017 March 29 https://www.law360.com/articles/906790 0

United StatesHIC North America 2017 April 3 http://www.nextgov.com/cybersecurity/2017/04/hackers-stockpile-university-emails-target-dentists-and-someone-snatched-37m-voters-information/136620/0

United StatesHIC North America 2017 July 11 http://www.wbaltv.com/article/workplace-food-kiosk-provider-hit-by-data-breach/102902010

Russia UMC Europe & Central Asia2021 May 5 http://ciudadccs.info/2021/05/05/anonymous-pone-contra-las-cuerdas-a-duque-con-hackeo-masivo-en-colombia/[3269239, 3268486, 3263394, 3268485, 3260553, 3262356, 3268479, 3264206, 3263862, 3260692, 3262799, 3262792, 3260693, 3266691, 3262349, 3272953, 3262803, 3268461, 4120584, 3265874, 3263397, 3264431, 3272941, 3262931, 3262204, 3265422, 3263008, 3262198, 3262355, 3262927, 3262794]['Massive hacker attacks were made on the Immortal Regiment website', 'How many times have hackers attacked the site of the Immortal Regiment on May 9', 'Anonymous takes responsibility for the hacking of the Colombian Army page', 'Massive hacker attacks were made on the Immortal Regiment website - Newspaper. Ru', 'Anonymous attributed hacking to the page of the National Army of Colombia', 'Anonymous hacks page of the Presidency, Army and Senate', 'Attacks by hackers on the website of the Immortal Regiment online march forced the organizers to temporarily limit the functionality of the website Ekho Moskvy News , 09 . 05 . 2021', 'Anonymous is attributed hacking to websites of Colombian Government institutions', 'Anonymous puts Duque on the ropes with massive hacking in Colombia', 'Anonymous takes credit for hacking the Senate website', 'Anonymous hacks the website of the Colombian army', 'Anonymous is attributed hacking to the website of the National Army of Colombia', 'Anonymous hacks Army website : Army webs30

Australia HIC East Asia & Pacific2018 January 25 https://www.cio.com.au/article/632576/asylum-seekers-invited-by-oaic-speak-about-data-breach/0

India LMC South Asia 2018 May 18 https://www.udayavani.com/english/news/state/294602/candidate-alleges-hacking-evms-mysuru%C2%A0%C2%A00

Bahrain HIC Middle East & North Africa2018 July 12 http://www.newsofbahrain.com/bahrain/45453.html0

United StatesHIC North America 2018 July 27 https://chicago.suntimes.com/entertainment/riot-fest-data-breach-ticketfly-ticket-sales-hack/0

United StatesHIC North America 2018 December 7 http://www.investmentwatchblog.com/cyber-attack-confirmed-by-gop/0

United StatesHIC North America 2021 September 29 https://www.justice.gov/opa/pr/department-justice-seizes-23-million-cryptocurrency-paid-ransomware-extortionists-darkside0

Ukraine LMC Europe & Central Asia2021 January 21 http://donbass.ua/news/region/2021/01/21/v-dnr-zajavili-o-vzlome-saita-doneckogo-agentstva-novostei.html0

France HIC Europe & Central Asia2021 March 2 https://www.lavoixdunord.fr/949584/article/2021-03-02/le-site-internet-de-la-ville-de-fretin-victime-d-un-piratage-depuis-la-semaine0

South AfricaUMC Sub-Saharan Africa2017 March 8 http://technology.iafrica.com/news/960589.html0

United StatesHIC North America 2017 May 22 http://www.nextgov.com/cybersecurity/2017/05/hackers-launch-hack-month-club-target-docusign-users-and-food-ordering-service/138010/0

United KingdomHIC Europe & Central Asia2017 July 25 http://www.wscountytimes.co.uk/news/crime/bookseller-lost-year-s-takings-in-days-after-hackers-took-over-amazon-account-1-80695760

Israel HIC Middle East & North Africa2017 August 20 http://nocamels.com/2017/08/unbotify-tracks-behavior-outsmart-hacker-bots/0

United StatesHIC North America 2017 November 7 http://www.odwyerpr.com/story/public/9692/2017-11-07/when-hackers-target-public-relations-firms.html0

United StatesHIC North America 2017 December 5 http://www.homelandsecuritynewswire.com/dr20171205-terrorist-interrogation-team-withers-phishing-schemes-fixing-fisa-and-more0

United StatesHIC North America 2017 December 9 http://www.capecodtimes.com/news/20171208/cape-students-affected-by-data-breach0

United StatesHIC North America 2018 February 9 https://www.utilitydive.com/news/malware-found-in-entergys-corporate-network-raises-miso-alert/516681/0

United StatesHIC North America 2018 March 10 https://www.coloradoan.com/story/money/2018/03/09/front-range-dermatology-alerts-patients-data-breach/412071002/0

Canada HIC North America 2018 May 29 https://www.theglobeandmail.com/business/streetwise/article-streetwise-newsletter-bmo-simplii-hit-with-data-breach-crypto/0

United StatesHIC North America 2018 April 2 https://thebusinessjournal.com/better-business-bureau-offers-advice-phishing-attack/0

United StatesHIC North America 2018 May 23 https://www.greentechmedia.com/articles/read/tuv-hack-inverter-security0
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This dataset contains disclosed cyber incidents collected by the team, scraping over 5m news articles and open sources in over 98 languages in around 180 countries from 2017-2022.  

duplicate_urlstitle affected_countries_by_gptaffected_countries_by_manual_check

The website of the city of Fretin victim of hacking since last week['France'] France

Blackmailed president from computer in Allerød: 21-year-old sentenced for hacker attack['Denmark']Denmark

Ryuk ransomware creators embezzled $61 million['Ukraine'] Ukraine

Scicli case , hacking on the site . Now there is evidence on the replaced article – Article21['Italy'] Italy

20,000 ID hacks with film stars, monthly income of lakhs of taka!['Bangladesh']Italy

Lazarus group hackers step up attacks on Windows, Linux and macOS devices['Ukraine'] Poland, Germany, Turkey, South Korea, Japan, India

Symrise: Hacker attack! Stock on the MDAX - end - the details['Germany']Germany

Hackers sell e-mails and passwords of politicians and high-ranking officials for a few crowns['Czech Republic']Czech Republic

Comments - The hacked KRASI folder with information on the entire political and administrative elite['Russia'] Bulgaria

The FBI warned Americans about the activation of hackers - extortionists['United States']United States

They hack the mobile of a businesswoman and steal 40 . 000 euros while she was connected to a public Wi-Fi network['Spain'] Spain

Warning: the billion-dollar cyber attack is here['Hungary'] United States

Car hacking triples in one year ['Argentina']Argentina

Data - Leak : Katarina Barley calls for quick response to hacker attacks['Germany']Germany

Police begin investigation of body phishing military personal report abroad - Diodeo['South Korea']South Korea

Hacker in Kostroma convicted of hacking special communications Russian newspaper['Russia'] Russia

Difficulty in opening website of three ministries, NIC said no hack['India'] India

New malware "Hicurdismos" masquerading as Microsoft "Security Essentials"['United States']United States

Unexpected attackers hack Australia's broadband['Australia']Australia

In Brest, they tried to hack an ATM ['France'] France

Police sound the alarm about new burglary technology: Thieves hack home via smart refrigerator['Belgium'] Belgium

Data breach at the county council ['Sweden'] Sweden

Singapore's Ministry of Defense reported the cyber attack['Singapore']Singapore

In Ufa, a hacker was convicted of hacking the server of the Tambov region['Russia'] Russia

Sverdlovsk hackers will go on trial for stealing a billion rubles from banks / Nasha Gazeta['Russia'] Russia

Hacked content appeared on Satakunta Kansa's website['Finland'] Finland

['https://www.smh.com.au/business/companies/130-000-telstra-customers-exposed-in-data-breach-20221210-p5c5ak.html', 'https://www.skynews.com.au/australia-news/telstra-blames-database-misalignment-not-hacking-on-data-breach-after-details-of-132000-customers-publicly-exposed/news-story/846648046bf5cdfa711d0f2093de8ed1', 'https://www.newidea.com.au/telstra-data-breach', 'https://www.9news.com.au/national/telstra-explains-how-internal-data-breach-exposed-more-than-130000-customers-details/105b4771-3776-46df-aae8-0079f9767c18', 'https://www.watoday.com.au/business/companies/130-000-telstra-customers-exposed-in-data-breach-20221210-p5c5ak.html']Telstra blames database misalignment – not hacking – on data breach after details of 130 , 000 customers publicly listed['Australia']Australia

['https://www.prnewswire.com:443/news-releases/genesis-biotechnology-group-statement-on-malware-attack-300996998.html', 'https://njbiz.com/genesis-biotechnology-group-responds-malware-attack/']Genesis Biotechnology Group responds to malware attack['United States']United States

DeKalb County Board Chairman Says County Has Recovered from Cyber Attack['United States']United States

Cyber Attacks on the Rise for Businesses , Pushing Many to the Brink : Hiscox['United States']United States

Gantz says Iran and Hezbollah attempted to hack UNIFIL , steal deployment infomation['Lebanon']Lebanon

PCH hit with data breach after refusing hacker ransom demands['Philippines']Ireland

Electronic Arts Shares Slide After Vice Reports Hacking Breach['United States']United States

Clark Patterson Lee Reports Data Breach Following Encryption Event | Console and Associates , P . C .['United States']United States

Statemind Reveals 2 - year - old Exploit in Keep3r Network And 6 Other Protocols['United States']United States

MuddyWater hacking group targets Turkey in new campaign['Turkey'] Turkey

Hackers Paralyze 911 Operations in Suffolk County , NY['United States']United States

Attorney General Todd Rokita investigates massive 2021 T - Mobile data breach , warns Hoosiers to take precautions['United States']United States

Morrison Products , Inc . Reports Data Breach , Leaking Victim Social Security Numbers | Console and Associates , P . C .['United States']United States

KY Hospital Forced Into EHR Downtime After Hacking Incident['United States']United States

B . C . Pension Corporation Data Breach Compromises Employee Information['Canada'] United States

Artifact Poisoning in GitHub Actions Imports Malware via Software Pipelines['United States']United States

Zero - day attackers deliver a double dose of ransomware no clicking required['United States']United States

Phishing email scam threatens utility shutoffs['United States']United States

Mystery of £50 , 000 transaction prevents hacker brother from flying out of India['India'] India

Hackers may have stolen bank details for John Delaney and Mick McCarthy from FAI['Ireland'] Ireland

Mainland malware infections down for fourth year['China'] China

Old Phantom Crypter supplants older Microsoft Office exploit builder tools['United States']United States

Attribution—For use of these data, please cite two sources: 1) Vergara Cobos, Estefania. 2024. Cybersecurity

Economics for Emerging Markets. Washington, DC: World Bank. doi:10.1596/978-1-4648-2120-2. License: Creative Commons Attribution CC BY 3.0 IGO 2) Vergara Cobos, E., S. 

Cakir, H. Mei-Zahav, and B. Barakcin. Forthcoming. “The Role of Cybersecurity in Economic Performance.” World Bank, Washington, DC.



Professional social media site target of Iranian - linked group phishing scam : police['Iran'] United States

Adani employee account used to send phishing scam emails['India'] India

New Crypto - Mining Malware Discovered In Audio Files - Fin Tech['United States']United States

Minor , unsuccessful attempts to hack Mass . elections website , officials say['United States']United States

Machete hacker group focusing on Venezuelan military -  Axios['Venezuela']Venezuela

Messaging App Malware Targets Indian Defense , Security Personnel['India'] India

False Friends : How Fake Accounts and Crude Malware Targeted Dissidents in Azerbaijan['Azerbaijan']Azerbaijan

Data breach possible after virus infects computer at Lane Community College health clinic['United States']United States

['https://menafn.com/1105139271/Major-Hacking-Operation-Allegedly-Targeted-Swiss-Government-Ministers', 'https://www.tdg.ch/accuse-despionnage-un-detective-suisse-denonce-une-manipulation-416566808317', 'https://www.swissinfo.ch/eng/business/major-hacking-operation-allegedly-targeted-swiss-government-ministers/48034816']Major Hacking Operation Allegedly Targeted Swiss Government ...['Switzerland']Switzerland

['https://www.thestar.com.my/business/business-news/2020/03/06/singapore-malaysia-credit-card-details-dumped-online-in-massive-data-breach', 'https://www.themalaysianinsight.com/s/226357']Hundreds of thousands of credit card compromised in data breach['Malaysia']Malaysia

EXTRA : Reckitt Benckiser Profit Up But Ransomware Hits Operations Hard['United Kingdom']United Kingdom

BREAKING NEWS : MedStar Health Hacked , EHR Down , FBI Investigating['United States']United States

Millions exposed to malware infected update['United States']United States

Detailed report on QNA website hacking to be published : FM['Qatar'] Qatar

Attackers Exploiting Microsoft DDE Protocol to Install Malware['United States']United States

Irish politicians at risk of email hacking ['Ireland'] Ireland

Malware spread via malicious Chrome extensions steal Facebook login details['Thailand']Thailand

DEA intercepting all internet traffic in Colombia : Hacked email['Colombia']Colombia

Data breach affects hundreds of Polk County Crisis Observation Center clients['United States']United States

BLACKHEART ransomware uses legit AnyDesk tool as an unwitting accomplice['United States']United States

The Daily : Robinhood Reaches 25th State , Fake Adobe Crypto Malware['United States']United States

Weekly report details growing number of shipping companies targeted by malware attacks -['China'] China

Woodward : Russian Malware Found in Florida Election Systems['United States']United States

Swatch Group Hit by Likely Ransomware Attack - Infosecurity Magazine['United Kingdom']United Kingdom

Names and details of thousands of victims of crime accidentally put online in Greater Manchester Police data breach['United Kingdom']United Kingdom

Malware Exploits Security Team Greatest Weakness : ...['United States']United States

Unusual Phishing Campaign Extracted Office 365 Credentials['United States']United States

NZ central bank served compliance notice after data breach['New Zealand']New Zealand

Fertility Testing Lab Says Ransomware Breach Affects 350 , 000['United States']United States

HSE cyber attack evidence being gathered['Ireland'] Ireland

Unidentified people hacked the LiveLib application on the iOS platform['Russia'] Russia

Hacker attack Canal+ online warning piracy suspicious mail what to do['Poland'] Poland

Digital threat situation in the town hall: Initial investigations into the cyber attack in Potsdam - currently no evidence of blackmail['Germany']Germany

Malware launcher at Gigaset smartphones: users report malicious apps['Germany']Germany

The FBI is investigating a hack into the software control company Kodakov['United States']United States

"Tesla" hits the value of "Bitcoin" and a hacker attack on a building manager in Latvia. Technology news['Latvia'] Latvia

RI's Important IT Systems Potentially Hacked, Experts Advise Be Alert['Indonesia']Indonesia

The highest amount ever recorded per person in voice phishing... Extortion of 2.6 billion won, 40 years in prison['South Korea']South Korea

L1mburg Centraal: Lessons from the computer hack at Maastricht University['Netherlands']Netherlands

A security vulnerability in the Firefox Internet browser.. Spyware is running['Iran'] Iran

North Korea's Lazarus Uses Bulletproof Hosting Company to Hack Cryptocurrency | Voice of America['United States']United States

['http://channellife.co.nz/story/treasury-deliberately-and-systematically-hacked', 'https://www.nzherald.co.nz/nz/news/article.cfm?c_id=1&objectid=12236470', 'https://www.grahamcluley.com/new-zealand-budget-details-leaked-due-to-website-sloppiness-not-hackers/', 'https://www.msn.com/en-us/finance/news/new-zealand-budget-in-disarray-as-treasury-systems-hacked/ar-AAC1YvB', 'https://www.stuff.co.nz/national/politics/113231645/ssc-to-investigate-treasury-gabriel-makhloufs-actions-and-statements-during-budget-hack-saga', 'https://www.nzherald.co.nz/nz/news/article.cfm?c_id=1&objectid=12235297', 'https://www.bbc.com/news/world-asia-48455579', 'https://www.reseller.co.nz/article/662201/breaking-treasury-claims-hacking-after-budget-leak/', 'https://www.nzherald.co.nz/politics/news/article.cfm?c_id=280&objectid=12235239', 'https://thespinoff.co.nz/politics/29-05-2019/budget-hacking-scandal-what-the-hell-just-happened/', 'https://www.nzherald.co.nz/nz/news/article.cfm?c_id=1&objectid=12235331', 'https://i.stuff.co.nz/nNew Zealand Budget in disarray as hackers raid Treasury systems['New Zealand']New Zealand

Police and Pertamina Reveal the Mystery of the Hacking of Gas Station Totem Boards in Medan['Indonesia']Indonesia

New malware targets the energy sector - similar to one of the most destructive viruses ever['Norway'] Norway

38,000 Germans stand in line due to cyber attack - reaching the gym in due course['Germany']Germany

OpenNews: Details on the second Matrix hack. Compromised GPG - project keys['Russia'] Russia

LINRS targeted by hackers ['Canada'] Canada

Hacker attack may increase CT radiation to reach patients['Brazil'] Brazil

Now it's really worth changing the password: the passwords of the massive data breach were exported in plain language['Finland'] Finland

Mailboxes invaded by requests for money from extortionist hackers: the Post Office invites you not to pay['Italy'] Italy

Facebook Sender Receives Hacking Emails Of Nigerian Grand Candidate['Nigeria'] Nigeria

Hackers destroyed the unique media of Yekaterinburg youth['Russia'] Russia

News of the day : Hacking personal data and entering into the Peacemaker database : Ukrainian radicals threaten taxi drivers and passengers of Yandex. Taxi['Ukraine'] Ukraine

Saudi News Today A warning about a phishing email that reaches government institutions, and these are its specifications['Saudi Arabia']Saudi Arabia

VKontakte accounts are hacked by cybercriminals : user , be vigilant['Russia'] Russia



['https://nikvesti.com/ua/news/incidents/261941', 'http://www.itechpost.com/articles/115671/20221222/two-new-yorkers-conspiring-russian-hackers-cheat-jfk-taxi-system.htm', 'https://www.stltoday.com/lifestyles/not-fare-feds-charge-2-in-russian-hackers-airport-cab-scam/article_bfdaaa51-399f-5f3c-80d5-c9f1d736ba18.html', 'https://www.wgowam.com/news/two-ny-men-arrested-for-conspiring-with-russians-to-hack-jfk-taxi-system/', 'https://www.techradar.com/news/jfk-airport-taxi-system-hacked-so-drivers-could-skip-the-queue', 'https://www.wired.com/story/russia-jfk-taxi-hack-security-roundup/', 'https://www.darkreading.com/attacks-breaches/two-indicted-for-hijacking-jfk-airport-taxi-dispatch-', 'https://www.securityweek.com/two-men-arrested-jfk-airport-taxi-hacking-scheme', 'https://www.engadget.com/doj-taxi-dispatch-hack-russian-nationals-202055971.html', 'https://www.clubic.com/cybercriminality/actualite-451290-ils-pirataient-avec-l-aide-de-russes-le-systeme-de-repartition-de-taxis-d-un-aeroport-new-yorkais.html', 'hTwo men allegedly hacked JFK taxi dispatch system with Russian help['United States']United States

Fort Walton Beach defense contractor HX5 hacked by REvil['United States']United States

Hackers Target Kubernetes Using Misconfigured Argo Workflows['United States']United States

Legacy Supply Chain Services , Inc . Confirms Recent Data Breach Resulting in More Than 11k Compromised Social Security Numbers | Console and Associates , P . C .['United States']United States

New Spectre - V2 security exploit targets Intel Alder Lake CPUs['United States']United States

iTWire - Singtel - owned IT services provider Dialog hit by Windows ransomware['Singapore', 'Australia']Singapore, Australia

Phishing / Spoofing campaigns targeting student financial aid['United States']United States

MCPS Among Those Affected by Data Breach on Exam Registration Website['United States']United States

Magellan Health says targeted by ransomware attack['United States']United States

Technology experts work to find source of malware attack['United States']United States

Wisconsin Ag Connection - Michigan News - Nessel Notifies Michiganders of Another Data Breach['United States']United States

Secret Service investigating ransomware attack at Maine school district['United States']United States

Kuwait : Kuwait Airways Facebook and Instagram accounts hacked['Kuwait'] Kuwait

Pennsylvania News : Moldovan , Andrey Ghinkul Sentenced for Distributing Multifunction Malware Package['United States']United States

iTWire - New group using Windows malware to attack Saudi targets : claim['Saudi Arabia']Saudi Arabia

GayNZ . com Sauna website hacked by Middle East activists['New Zealand']New Zealand

Phishing scheme targets Redington ['India'] United States

US regulator website hacked after TV host comments['United States']United States

HoeflerText Popups Target Browsers With RAT and Locky Ransomware['United States']United States

['https://www.osterbottenstidning.fi/Artikel/Visa/520304', 'https://www.hbl.fi/artikel/alandsbanken-utsatt-for-cyberattack-aterkallar-bank-och-kreditkort/']The Bank of Åland exposed to cyber attack - withdraws bank and credit cards['Finland', 'Åland Islands']Finland, Åland Islands

AdultFriendFinder user files suit over data breach that allegedly affected 339 million accounts['United States']United States

More exploits : the great PLC hack ['United States']United States

iTWire - Only one data breach in second quarter hit more than 1m : OAIC['Australia']Australia

Medical information leaked after hackers breach Israeli emergency responder website['Israel'] Israel

Website US Justice Department hacked by Anonymous['United States']United States

MacOS LPE Exploit Gives Attackers Root Access['United States']United States

Report : Chinese Hackers Targeted Corporate Cloud Storage['China'] China

The First Wave Of CCPA Allegations Makes Its Way Into A New Data Breach Class Action Against Salesforce And Hanna Andersson['United States']United States

Goa police issues advisory for account hacking via call forward feature['India'] India

Spruce Grove impacted by recent data breach['Canada'] Canada

SoftServe hit by ransomware , Windows customization tool exploited['Russia'] Russia

Holiday package phishing scam sent to thousands in SWFL['United States']United States

Norway says cyber attack on parliament carried out from China['Norway'] Norway

Howest - students hack the city of Leuven - News['Belgium'] Belgium

['https://www.lrytas.lt/lietuvosdiena/aktualijos/2021/11/25/news/programisiu-taikiklyje-lietuvos-teismai-nutekinta-daugybe-duomenu-21508034', 'https://www.merdeka.com/peristiwa/mabes-polri-klaim-data-aman-usai-viral-dibobol-hacker-brazil.html', 'https://nasional.kompas.com/read/2021/11/18/11111631/data-polri-diretas-oleh-hacker-yang-mengaku-dari-brasil-bareskrim-masih', 'https://www.liputan6.com/tekno/read/4714170/pakar-ungkap-tujuan-hacker-bobol-data-polri', 'https://kabar24.bisnis.com/read/20211120/16/1468361/ini-progres-kasus-hacker-bobol-data-anggota-polri', 'https://www.tribunnews.com/nasional/2021/11/18/bareskrim-usut-kasus-pembobolan-data-anggota-polri-oleh-hacker-brasil', 'https://www.beritasatu.com/nasional/856043/jaringan-basis-data-polri-diduga-diretas', 'https://harianterbit.com/nasional/read/154538/Polri-Usut-Peretasan-Data-Anggota-Polri-oleh-Hacker', 'https://www.dw.com/id/hacker-brasil-son1x-diburu-bareskrim-polri/a-59852253', 'https://nasional.kompas.com/read/2021/11/21/09432531/jaringan-interInternal Network Allegedly Hacked by Brazilian Citizens, Police Ensure Data - Security System is Safe['Brazil'] Brazil

Android malware disguises itself as a VPN to spy on users['Brazil'] Brazil

Man (24) arrested for phishing, police also find Pokémon cards and gold Kalashnikov['Netherlands']Netherlands

On the first spring night, hackers hacked a pharmacy mobile application['Russia'] Russia

John Deere : Root access on the tractor by hack['Germany']Germany

200 banking apps targeted by malware ['Belgium'] Belgium

Caritas in Schleiden is being blackmailed with a hacker attack['Germany']Germany

Fear of an Iranian cyber attack: Shirvit attackers broke into another company and began leaking documents['Iran'] Iran

South Korean hacker shows President Xi Jinping's face by hacking Chinese voice phishing website['China'] China

"Hadashot 13": Shin Bet Hacked Phones of Anti-Netanyahu Protesters['Israel'] Israel

The USA blames: Russia launched a cyber attack on the American government['USA'] USA

Hosting provider MskHost files for bankruptcy after being hacked by hacktivists['Russia'] Russia

Faced with alleged hacking, forensic audit of the Government of Morelia: Yankel['Mexico'] Mexico

20-year-old prisoner sentenced to 7 years for phishing site operation related to Room 2 n['South Korea']South Korea

A phishing site imitating Diya collected bank card data from Ukrainians['Ukraine'] Ukraine

The Castellón City Council continues to be paralyzed after the hack of['Spain'] Spain

Problems with access to the site of the capital's mayor's office this morning were associated with cyber attacks DIT Novosti Ekho Moskvy, 13. 04 . 2020['Russia'] Russia

The City of La Chaux-de-Fonds says it has been hacked by a fake troll, but not many people find it comical['Switzerland']Switzerland

Top 3 Techno: Ezviz C6N to Hackers Targeting Covid-19 Vaccine Research Lab['United Kingdom']United Kingdom

Many Messages Containing WhatsApp Reminders Are Hacked, Check The Explanation Here['Indonesia']Indonesia

North Korean hackers attack military equipment manufacturer['South Korea', 'United States']South Korea, United States



36C3 : iMessage hacked on iPhone and no one notices['United States']United States

Tata Power Company Email Hack | Tata Power Company Email Hack['India'] India

300 universities had their data stolen: SDU escaped a major hacker attack | Inland / Funen['Denmark']Denmark

5th already... Cryptocurrency exchange that became a bonanza of hackers : IT : Sir : News['South Korea']South Korea

BRK hit by several hacker attacks ['South Korea']South Korea

Israeli cyber security company Check Point has detected a malware that is stealing your personal data['Israel'] Israel

A hack disables the electronic cards of 20 . 000 citizens and 10. 000 Basque companies['Spain'] Spain

The sting of the bosses: hackers pretended to be criminals and collected millions of euros['Israel'] Israel

Games of Chance Commission : 3 . 200 hacking attempts per day!['Belgium'] Belgium

Trojan horse software of British youth system was arrested by FBI and once solved ransomware['United States']United States

Phelps County Regional Medical Center Announces Data Breach | Console and Associates , P . C .['United States']United States

Did an Image File Titled Mexico Did It Spread Malware ?['Mexico'] Mexico

Harris County Health Data Breach Exposes PHI of 26K['United States']United States

SMS phishing : how cloud migration has opened the door to a new cyber - foe['Saudi Arabia']Saudi Arabia

Terra Mirror Protocol Allegedly Suffers New Exploit['United States']United States

Trowbridge Town council website hacked with porn messages['United Kingdom']United Kingdom

9th Circ . Revives Crypto User Suit Over Shopify Data Breach['United States']United States

Global threat group Fin7 returns with new SQLRat malware['Japan'] Japan

Stack Overflow hacker went undetected for a week['Japan'] Japan

Madison County Spends Thousands On Cybersecurity , Citing Nearby Ransomware Attacks['United States']United States

Hacker claims having Shopify , 3 crypto wallets data ; companies deny['Canada'] Canada

PJ Lhuillier group admits data breach on its pawnshop email server['Philippines']Philippines

Power company still recovering from system hack – Stabroek News['Guyana'] Guyana

City of Woodstock suffered from a cyber attack['Canada'] Canada

130 Million Rupee hack foiled - suspects in custody['Sri Lanka']Sri Lanka

['https://www.crowdfundinsider.com/2020/07/163942-over-3-million-in-bitcoin-btc-stolen-from-crypto-exchange-cashaa-following-recent-hack/', 'https://cointelegraph.com/news/hacker-stole-336-btc-from-crypto-exchange-cashaa']Over $3 Million in Bitcoin ( BTC ) Stolen from Crypto Exchange Cashaa Following Recent Hack['United Kingdom']United Kingdom

Integrated Rehab Consultants Admits to 2016 Healthcare Data Breach['United States']United States

Tens of thousands of computers in San Diego infected with malware['United States']United States

Toys R Us Holiday Hacks Targeted Customer Rewards Points['United States']United States

Board members are main targets in a cyber attack['India'] India

Onondaga among 4 NY counties to use voting software targeted by Russian hackers['United States']United States

RouteX malware : Russian hacker infects Netgear routers to mount attacks against Fortune 500 firms['United States']United States

CERT / CC issues vulnerability advisory for Equation Group exploit targeting IBM Lotus Domino['United States']United States

Hacker warned he faces jail after admitting cyber crimes['United Kingdom']United Kingdom

Russian Sentenced to 27 Years in US Jail for Hacking Files Notice of Appeal['United States']United States

Equifax Data Breach Causing Issues With Obamacare Signups['United States']United States

Europol arrests six suspects accused of buying software to hide malware['United Kingdom']United Kingdom

Taxman , Google Kenya in court battle over mystery KRA hack['Kenya'] Kenya

Hong Kong IT sector legislator Charles Mok apologises after data of 15 , 000 people who signed his petition gets hacked['Hong Kong']Hong Kong

Air Canada mobile app data breach spurs class action for Privacy Act violations['Canada'] Canada

Financial Institutions Targeted by London Blue Hackers Group | Bradley Arant Boult Cummings LLP['United Kingdom']United Kingdom

['https://gadgets.ndtv.com/internet/news/hacking-insider-trading-russia-businessmen-million-us-vladislav-klyushin-kremlin-2662515', 'https://lawstreetmedia.com/news/tech/sec-charges-russians-in-80m-trading-scheme-involving-hack-of-not-yet-public-earnings-announcements/', 'https://www.finextra.com/pressarticle/90839/sec-charges-russians-in-80m-hacking-and-trading-scheme', 'https://mondovisione.com/media-and-resources/news/sec-charges-five-russians-in-80-million-hacking-and-trading-scheme/', 'https://www.bnnbloomberg.ca/russian-with-kremlin-ties-charged-with-hacking-for-inside-trades-1.1698521', 'https://www.interfax.ru/world/810503', 'https://www.nbcnews.com/investigations/us-charges-russian-businessman-hacking-insider-trading-rcna9379', 'https://tribune.com.pk/story/2334920/five-russians-made-millions-in-insider-trading-through-hacking', 'https://interfax.com.ua/news/general/787314.html', 'https://www.swissinfo.ch/eng/politics/us-charge-extradited-russian-businessman-with-hacking--insider-trading/47207874', 'Justice Department indicts Russian hacker for allegedly participating in trading scheme['United States']United States

['https://www.memri.org/cjlab/hacker-group-targets-indian-government-websites-protest-internet-ban-jammu-and-kashmir', 'https://www.newindianexpress.com/states/telangana/2020/may/14/group-hacks-telangana-govt-website-to-protest-jammu--kashmir-curbs-2143061.html', 'http://idrw.org/group-hacks-telangana-govt-website-to-protest-jammu-kashmir-curbs/']Group hacks Telangana govt website to protest Jammu & Kashmir curbs – Indian Defence Research Wing['India'] India

Bank domain ID used to send fraudulent mail , told to pay phishing victim Rs 20 lakh['India'] India

Ryuk ransomware shuts down New Mexico school district a second time['United States']United States

Reports of phishing emails appear to be coming from Better Business Bureau['United States']United States

Oceanscan Navigates Ransomware Event with iland Secure['United States']United States

Moffitt investigating data breach after doctor briefcase with patient information was stolen['United States']United States

Facebook User Data Breach Gets Company $6 . 1 Million Fine in South Korea , Around 3 . 3 Million Data Leaked['South Korea']South Korea

SA government entities hit by cyber attacks and services affected['South Africa']South Africa

Cyber experts dig into the Good Doctor ransomware episode['United States']United States

Hackers hit Oklahoma company , state agency in ransomware attack['United States']United States

Alert the SSP Puebla for malware for information theft['Mexico'] Mexico

Hacker attack on Unfallkasse Thüringen: Normal operation starts again['Germany']Germany

Data breach with connection to Allra - the tangle is not tried in HD['Sweden'] Sweden



Hacked YouTube accounts promoted Ethereum - among them Plejada and Przegląd Sportowy['Poland'] Poland

Domestic - foreigner 2500 ID hack, threat to make militants if money is not paid['Bangladesh']Bangladesh

Phishing: police officer scam - Centrum Prasowe['Poland'] Poland

Technical fault: cyber attack on ZVV – anyone who wanted a free ticket got nothing['Switzerland']Switzerland

Turkish somersaults on hacked IKEA page['Turkey', 'Sweden']Turkey, Sweden

American farm lost $9 million due to ransomware attack['United States']United States

Attorney General's Site Was Hacked, Cases Since 2009 Sold Rp 400 . 000['Indonesia']Indonesia

A hundred new criminal reports were made about the Vastaamo case - the data breach became public 4 months ago, and Sofia, 25, still doesn't know what is being said about her online['Finland'] Finland

Hackers attacked CKB MT "Rubin" ['Russia'] Russia

BCN hit by cyber attack – hacker steals email addresses['Spain'] Spain

Members of a gang that hacked 22 ATMs were sentenced in the Stavropol Territory['Russia'] Russia

['http://www.msn.com/en-nz/money/markets/nzx-down-for-fourth-day-in-row-after-repeat-cyber-attacks/ar-BB18rtZE', 'https://www.erienewsnow.com/story/42552049/new-zealand-stock-exchange-halts-trading-for-third-day-because-of-a-cyber-attack', 'https://www.stuff.co.nz/national/politics/122633282/national-security-crisis-apparatus-gathered-for-nzx-cyber-attacks', 'https://www.theguardian.com/technology/2020/aug/26/new-zealand-stock-exchange-hit-by-cyber-attack-for-second-day', 'https://www.business-standard.com/article/international/new-zealand-bourse-operator-nzx-hit-by-probable-second-cyber-attack-120082600302_1.html', 'http://business.scoop.co.nz/2020/08/26/nzx-affected-by-cyber-attack-expert-reaction/', 'https://www.news.com.au/finance/markets/world-markets/new-zealand-stock-exchange-down-24-hours-after-cyber-attack/news-story/fcaf5236692beb4f05d64e81465186d1', 'https://www.newshub.co.nz/home/new-zealand/2020/09/more-new-zealand-businesses-likely-to-be-targeted-by-new-complex-strain-of-cyber-attack-expert-predNew Zealand Stock Trading Halted For a Third Day After Cyber Attacks['New Zealand']New Zealand

Hackers spread SMB worm using EternalBlue exploit['Russia'] Russia

In addition to the coronavirus, Czech hospitals are also fighting the coviper virus. It is spread by hackers and makes it impossible to start PC | Home['Czech Republic']Czech Republic

Sada El Balad: They target the elderly in 48 countries... Hackers gain $3.5 billion in 2019['Egypt'] Egypt

Pedraza points out attacks on brigade members and hacking of the official website['Mexico'] Mexico

Hackers took 290 crore rupees ['Bangladesh']Bangladesh

Newsspim - [ Hacking alert ] Distributing malicious codes on game company bulletin boards... Stealing game money['South Korea']South Korea

Scammers hack Luxembourg bank accounts['Luxembourg']Luxembourg

Hacker attack paralyzes e-mail communication['Germany']Germany

['https://www.donga.com/news/Society/article/all/20211015/109727560/2', 'https://ilyo.co.kr/?ac=article_view&entry_id=413947', 'https://www.hani.co.kr/arti/economy/it/1015323.html']Top 1% dating apps robbed... Police launch Goldspoon hacking investigation['South Korea']South Korea

FK - employee in Gävle is reported for data breach['Sweden'] Sweden

Computer infected with Trojan malware via flash drive['Thailand']Thailand

Hacked login system for teachers and students - up to 35,000 affected['Norway'] Norway

Attachment opened: Malware Emotet completely shuts down the hospital's IT['Germany']Germany

80% of bank transactions are already operating normally after the latest hack: Banxico['Mexico'] Mexico

Hacker attack paralyzes iPhone factories in Taiwan['Taiwan'] Taiwan

"Sho, again?" or hacking Citycard transport cards (Nizhny Novgorod) / Habrahabr['Russia'] Russia

Audit in Cosett for possible hacking of the billing system['Bolivia'] Bolivia

AFP: “they stopped the production process in France after the cyber attack['France'] France

Goldberg Segalla Leaked Data Breach Plaintiff Info : Suit['United States']United States

NotPetya cyber attack on TNT Express cost FedEx $300m['Netherlands']Netherlands

Tusla online portal may not be back for four weeks or more following cyber attack , CEO says['Ireland'] Ireland

Montana Ag department details man - in - the - middle phishing scam | State['United States']United States

Pacific Living Properties , Inc . Announces Data Breach | Console and Associates , P . C .['United States']United States

Paul Davis On Crime : Gone Phishing : FBI Reports On Prison Sentence of Website Creator Who Stole ATM Card Numbers['United States']United States

AESDDoS Botnet Malware target Docker Containers['United States']United States

Independent News & Media ( INM ) launches High Court action against former chief executive Robert Pitt over alleged data breach['Ireland'] Ireland

Athens Russell Stover store hit by possible data breach['Greece'] Greece

Property transfers still not updated due to malware issues['United States']United States

Spokane Station is Hacked FTVLive ['United States']United States

Over 8 , 000 phishing emails sent out in a single day impersonating Belgian post office['Belgium'] Belgium

Warning after 184 email and social media accounts hacked in Essex['United Kingdom']United Kingdom

BIA Announces New Data Breach Discovery Service for Corporations and Law Firms['United States']United States

Cyren Ltd : Towpath Credit Union Selects Cyren Inbox Security to Defend Against Phishing and Fraud['United States']United States

3 . 8M Porn Users Compromised in Naughty America Hack['United Kingdom']United Kingdom

A huge batch of fake MYOB invoices is spreading malware['Australia', 'New Zealand']Australia, New Zealand

Parliamentary committee proposes unit to combat election hacking['United States']United States

Drone jailbreaking : Russian website sells DJI Phantom hack to remove vital safety features['Russia'] Russia

Apparent data breach leads to leak of City of Yellowknife staff emails['Canada'] Canada

Connected health accessory maker iHealthLabs suffers minor data breach['United States']United States

Hackers from KL targeting us , says SAPP['Malaysia']Malaysia

Inside the Takedown of Scan4You , a Notorious Malware Clearinghouse['United States']United States

Three - month - old Drupal vulnerability is being used to deploy cryptojacking malware['Japan'] Japan

Several D93 accounts compromised due to phishing scam , D91 computers attacked by virus['United States']United States



Data hacked at web provider Fashion Nexus['United Kingdom']United Kingdom

United Nations Data Breach Leaks Passwords and Other Data['United States']United States

Highland airports hit by phishing email scam['United Kingdom']United Kingdom

UTSA wins NSF grant to create machine - learning system to unmask malware attacks['United States']United States

Londonderry Town Council meeting ends abruptly after vulgar hack['United Kingdom']United Kingdom

BIG - IP Vulnerability Exploited to Deliver DDoS Malware['Russia'] Russia

6 , 170 malicious accounts hacked 1 lakh business emails : Report['India'] India

Amazon wont disclose identity of company linked to driver licence data breach , NSW Government says['Australia']Australia

Scareware pop - ups trick mobile users into clicking malware : Report['India'] India

Sophos Breaking News : Novel Ransomware Leverages ProxyShell['United States']United States

Hacker sells the data for millions of Moscow drivers for $800['Russia'] Russia

St . Martin News Network - Fraud by Hacking Emails .['Saint Martin']Saint Martin

ToddyCat: An advanced threat actor targeting high-profile entities with new malware ZDNet['China'] China

Hack software supplier, suspect arrested in Apeldoorn['Netherlands']Netherlands

BSSN Reveals Potential Hacker Attacks Against the KPU System['Indonesia']Indonesia

Intesa Sanpaolo, hackers hunt for account holders' savings['Italy'] Italy

The one who flies above the one who runs... Fake police, steal 7 million won in phishing collection book['South Korea']South Korea

Sentenced for data breach against eg during an ongoing custody dispute['Sweden'] Sweden

NEWSru. co. il :: Hackers claim they managed to hack the Elector mobile app['Israel'] Israel

Digital System Hack, 3 Hackers Arrested['Bangladesh']Bangladesh

Mom are you busy right now? Send me 6 million won... Oh Jeong-yeon, dazzling kakaotalk phishing['South Korea']South Korea

4 days on average to hack into a corporate network Computerworld['France'] France

10 Local Government Websites Hacked, Allegedly Following the Habib Rizieq Case['Indonesia']Indonesia

Hackers exploited the vulnerability in F5 and broke into the US government['United States']United States

Schibsted exposed to major data breach['Norway'] Norway

Personal information of more than 600 million people with photo and video sites stolen by hacking['South Korea']South Korea

Rampant Hacking Make Bitcoin Price Drop['Indonesia']Indonesia

Police Hacking: They arrest the person allegedly responsible for the data leak of 29,000 police officers['Chile'] Chile

['https://www.v3.co.uk/v3-uk/news/3011148/lazarus-hacking-group-linked-to-north-korean-military-intelligence-by-russian-cyber-forensics-firm-group-ib', 'https://www.computing.co.uk/ctg/news/3011102/new-evidence-linking-hacking-group-lazarus-to-north-korea-and-the-usd81m-bangladesh-bank-heist']Lazarus hacking group linked to North Korean military intelligence by Russian cyber forensics firm Group['Russia', 'North Korea']Russia, North Korea

Ukraine was hacked, - Yaroslav Hrytsak on Zelensky's leadership['Ukraine'] Ukraine

The 2019 CPNS Registration Portal Potentially Hacked - Kabar24 Bisnis . com['Indonesia']Indonesia

One of the world's most popular websites was hacked - user data and private messages were exposed - Lifestyle['Finland'] Finland

Voice phishing... 1 billion won damage in 3 months in Incheon area university['South Korea']South Korea

Russian hacker hacked Rosobrnadzor database['Russia'] Russia

Hackers use a common name Messenger for attacks on diplomatic bodies in Asia['Asia'] Asia

Hacker who robbed Azerbaijani banks for 3 million was brought to Baku['Azerbaijan']Azerbaijan

The ransomware fear... The hosting company also suffered.['South Korea']South Korea

DUHK, a new exploit is capable of exposing VPN networks and encrypted connections in 4 minutes['Spain'] Spain

Another day , another data breach . Here how to see if youve been exposed['New Zealand']New Zealand

New MacBook Pro port details leak after Apple supplier hack['United States']United States

Hackers exploit three - year - old Telerik flaws to deploy Cobalt Strike['Russia'] Russia

City Hall hacking update : Email system working again ; water service shutoffs , utility late fees on hold['United States']United States

['https://ifex.org/india/2018/01/15/police-complaint-journalist/', 'https://cpj.org/2018/01/police-file-complaint-against-journalist-and-newsp.php']India : Police file complaint against journalist and newspaper following data breach exposé['India'] India

Russian cyber attack on HSE destroyed Covid - 19 patient records['Ireland'] Ireland

ACTS Retirement Services Faces Class Action over Data Breach | Robinson+Cole Data Privacy + Security Insider['United States']United States

Hackers target PNC customers with fraudulent texts['United States']United States

Bunnings customers hit by security breach after global hack['Australia']Australia

MP Karti Chidambaram seeks urgent probe into alleged EPFO data breach['India'] India

iTWire - Data of 5000 Australian employees of security firm G4S leaked after ransomware attack['Australia']Australia

More Mexican Journalists And Activists Found To Be Targeted By NSO Group Malware['Mexico'] Mexico

Wyze Left Security Cameras Open to Hacking for Three Years['United States']United States

Morning mail : Rishi Sunak new united kingdom PM , budget to show boost to bottom line , Medibank hack details revealed['United Kingdom']United Kingdom

iTWire - Sec firm claims ASD agrees with Iran hack findings['Australia']Australia

Anonymous Comes to Town : hackers take on sexual assault in Ohio['United States']United States

Technion Hackers Expose Dangerous Vulnerabilities in Siemens PLC Firmware | The Jewish Press - JewishPress . com | Hana Levi Julian | 14 Av 5782 – August 10 , 2022['Israel'] Israel



Tell HN : Google returning Untitled results that redirect to malware / spam['United States']United States

Hackers Using In - Home Security Systems to Spy on Children['United States']United States

Hackers shut down local police department['United States']United States

Nemadji Research Corporation data breach exposed PHI['United States']United States

Teledildonics users sexually assaulted by hackers spying on people having sex['United Kingdom']United Kingdom

Govt spying allegations : DMK chief MK Stalin calls for inquiry into WhatsApp hack['India'] India

New Malware Campaign Targets US Petroleum Companies['United States']United States

Love online : 100 , 000 Grindr users exposed in hack attack['Australia']Australia

ISIS hacks Arkansas librarians ['United States']United States

Bank account details on sale for Rs 500 ; MP police unearth Pak links to hack['India'] India

Singapore Airlines investigating after woman loses 76 , 000 KrisFlyer miles in alleged hack['Singapore']Singapore

Demands for full investigation into shocking data breach['United Kingdom']United Kingdom

WATCH : Qatar hacking of U . S . officials exposed | One America News Network['United States']United States

Phishing Campaign Uses Fake SharePoint Alerts['United States']United States

Walmart Sued Under CCPA After Data Breach Incident - Infosecurity Magazine['United States']United States

German infectious disease agency hit again by hackers after arson attack['Germany']Germany

3 Named In Sony Hacks , WannaCry Attack , $1 . 3 Billion Conspiracy['Japan', 'United States', 'United Kingdom']United States

Fortnite , Steam and Epic gamers are being hacked with accounts and card details sold online['United Kingdom']United Kingdom

Nexus Mods confirms security exploit ['United Kingdom']United Kingdom

['https://haqqin.az/news/163496', 'https://malayalam.indianexpress.com/tech/android-apps-like-facebook-instagram-vulnerable-even-after-updates-check-point-318989/', 'https://www.elbalad.news/4072538']Sada El Balad: Millions of users are being hacked. Facebook and Twitter warn of Google Play Store applications['Azerbaijan']Azerbaijan

This fake Tor browser circulating massively on YouTube hides dangerous spyware['France'] France

Patras : Seven arrested for "hacking" subscription channels - Disruption of a criminal organization - Skai Patras | News | Patras['Greece'] Greece

UA - CERT reveals details of Russian hackers sabotaged Ukrainian organizations['Ukraine'] Ukraine

Russia's cyber attack begins on January 14 Behind the scenes of the hybrid battle [Ukrainian situation]: Asahi Shimbun Digital['Ukraine'] Ukraine

Phishing: in Portugal, hackers are taking advantage of the pandemic to gain ground['Portugal'] Portugal

Wiper-type malware and IoT botnets become mainstream threats due to Ukraine war -- Nozomi Networks['Ukraine'] Ukraine

New online fraud campaign in Romania: Hackers are f['Romania']Romania

Aveyron: more than 1,600 breeder files hacked at the Chamber of Agriculture['France'] France

Iranian President: The cyber attack was an attempt to harass citizens['Iran'] Iran

Postepay: sensational scam, phishing acts with this new message['Italy'] Italy

THE FAREVA LABORATORY BLOCKED, CYBER ATTACKS AGAINST HEALTHCARE ACTORS EXPLODE['France'] France

Northern Scania | Hypermodern hacking of Skåne's gold['Sweden'] Sweden

Hacking passwords and falling stocks: how the biggest social media crash ended['Ukraine'] Ukraine

Helsinki police probe €200k phishing scam in Posti name['Finland'] Finland

['https://www.keskipohjanmaa.fi/uutinen/642011', 'https://yle.fi/uutiset/3-12543688', 'https://www.aamuposti.fi/uutissuomalainen/4737903']The data breach at the reception desk is still actively being investigated at KRP, the line of investigation points outside of Europe - Progress has been made with it and work is still being done with it['Finland'] Finland

Police arrest hacker who stole and resold email accounts['Ukraine'] Ukraine

RosInvest 's Wi - Fi malware has been detected . Com - Venture, management, investments['Russia'] Russia

The police exposed a hacker who illegally gained access to users' personal information['Ukraine'] Ukraine

Finance Minister said that by hacking NBR's server, he will take action to discount products worth hundreds of crores of rupees['Bangladesh']Bangladesh

Marriott, accounts down: the hacker attack on the database is expensive['United States']United States

Arrested for opening hundreds of phones and handing them over to voice phishing organizations['South Korea']South Korea

Mac addresses from targeted malware attacks exposed : Unfair to the owners of these systems['Denmark']Denmark

Majority of cyber attacks in Colombia come from malicious websites['Colombia']Colombia

Bank warns: scammers hack Facebook and extort money. Watch out for messages from friends! [ 9 . 10]['Poland'] Poland

Hacked Hydro to postponement ['Norway'] Norway

Delete these 6 apps from your smartphone as they are malware affected['India'] India

The hacker who attacked the M5s site is from Portogruaro and studies in Padua['Italy'] Italy

They hack a casino through the aquarium and rob high rollers['Spain'] Spain

Multicooker bomb and plane hacking: the most unusual hacker attacks['Russia'] Russia

Hacking violates the finances of 10 thousand [ Saltillo ] - 06 / 04 / 2018['Mexico'] Mexico

Axa hacked, not surprising: AIG - Political Pulse Column['France'] France

Ahead of Australia Day, Popular Aboriginal FB Accounts Hacked['Australia']Australia

KM Group, the operating entity of Tianhua Institute's reorganized assets, was hacked - Peninsula.com['China'] China

ASCII.jp: Banking Malware "Emotet" Signs of Epidemic in Japan['Japan'] Japan

North Korea's Lazarus Bank of India hacked... Possibility of fake card inflow into Korea['India', 'Korea']India



Clients of PrivatBank began to receive letters with a virus. They threaten users' software and provide new opportunities for hackers to break into personal data.['Ukraine'] Ukraine

Quick service camouflage, 139 check cards reached voice phishing organization['South Korea']South Korea

Phishing: fraudsters pretend to be the Swiss tax authorities['Switzerland']Switzerland

Handysoft groupware code signing malware application['Japan'] Japan

Novorossiya today: fire on Kominternovo, AFU disrupted withdrawal of equipment, cyber attack on DN and LN['Ukraine'] Ukraine

Only 1,000 cannon bankbooks ... organized only cannon bankbooks for voice phishing['South Korea']South Korea

Hacker is back at work, the victim is a high school in Australia['Australia']Australia

Mayfield Heights - based Parker Hannifin facing class - action lawsuits over hack that exposed personal information of 119 , 000 employees['United States']United States

Malicious Code : Some UW Institutions raced to protect systems potentially compromised by Russian Hackers['United States']United States

US arm of Israeli defense giant Elbit Systems says it was hacked['United States', 'Israel']United States, Israel

Victims lose $237 , 000 amid resurgence in SingPost and Singtel phishing scams : Police['Singapore']Singapore

Hackers sneak code onto Oulu city website to mine cryptocurrency['Finland'] Finland

Python malware is using a devious new technique['United Kingdom']United Kingdom

Major spike in SA cyber attacks , over 10 000 attempts a day - security company['South Africa']South Africa

Police investigating email phishing campaign aimed at stealing UWM student refunds['United States']United States

Cheshire Police outsmart hackers ['United Kingdom']United States

New Jersey District Court Dismisses Claims Brought under the FCRA After Data Breach Incident | Troutman Pepper['United States']United States

Cyber attacks : How spy used Stuxnet standard thumb drive to knock out Iran nuclear facility US news['Iran'] Iran

Ubiquiti Possible Exploit - Losing access to SSH and HTTP / HTTPS on CPEs['Hungary'] Hungary

State Farm says hackers confirmed valid usernames and passwords in credentials stuffing attack['United States']United States

New Malware Miner Sneakily Hides When Task Manager Is Open['United States']United States

Cisco releases guides for incident responders handling hacked Cisco gear['Japan'] United States

Patient data breach reported by clinic looted after Durham gas explosion :: WRAL . com['United States']United States

Hackers target 4Cs in $800K heist - News - capecodtimes . com['United States']United States

CloudPet data breach underlines need for secure cloud apps['United Kingdom']United Kingdom

<b>Malware hits Wood Co . Park District servers< / b>['United States']United States

New Cyberattack Using NSA Exploit Spreads Across the World – News From Antiwar . com['United States']United States

Data breach reported at Rusty Scupper ['Libya'] Libya

Data Broker Giants Hacked by ID Theft Service — Krebs on Security['United States']United States

Computer hackers managed to hack into Dundee council IT system three times['United Kingdom']United Kingdom

Court orders investigations into claims of hacking Safaricom system :: Kenya['Kenya'] Kenya

Local phishing email asks victims to login with Apple ID , provid['United States']United States

Russian hackers used Pokemon Go as part of attempts to meddle in US election['United States']United States

Privacy Commissioner completes Amazing Rentals data breach investigation['Australia']Australia

More than 7 , 000 documents accessed after data breach of Nova Scotia government website['Canada'] Canada

EVM hacking : HC orders issuance of notices to all Mangaluru City South candidates | Mangaluru News['India'] India

Resolution1 ThreatScanner™ detects Regin and Sony hacks['Japan', 'United States']Japan, United States

Yarra Trams data breach : Commuter email addresses exposed['Australia']Australia

Nevada DETR warns employers about phishing email scam['United States']United States

Local News : Freedom banking vendor targeted in cyber attack ( 12 / 23 / 20 )['United States']United States

Walgreens security breach leaked millions of patient covid test data to hackers , including your birthday and home address['United States']United States

Cyber thieves don't have a day off!! Wake up spyware attacks the industry corporate data hunt['Thailand']Thailand

Hackers made a DDoS attack on the services of the government of the Novosibirsk region['Russia'] Russia

Globant, supplier of Citibanamex, is hacked – Zócalo Newspaper | News from Saltillo, Piedras Negras, Monclova, Acuña['Mexico'] Mexico

Belarusian is suspected of hacking T-Mobile's customer base['United States']United States

Wanting to Explore the World of the Internet, These Underage Children Are Allegedly Hacked at the Republic of Indonesia's Attorney General's website['Indonesia']Indonesia

Phishing sneaks into public cloud storage services['Spain'] Spain

18,000 customers are potential victims of a sophisticated cyber attack['Saudi Arabia']Saudi Arabia

Websites of colleges hacked - Anandabazar['India'] India

The founder of Nexus Mutual lost $8 million. due to a hacker attack['Russia'] United Kingdom

After hacking, Conapred rules out theft of sensitive information['Mexico'] Mexico

In Ufa, unknown people hacked the website of the city administration['Russia'] Russia

Fake police email in circulation: authorities warn of phishing risks['Mauritius']Mauritius

Hacker group targets users in Azerbaijan['Azerbaijan']Azerbaijan

The United States secretly expelled two Chinese officials … for hacking a military base – PNN['United States']United States



A teenager creates the Silexbot malware and destroys thousands of connected objects['France'] France

ÖVP speaks of a hacker attack, Falter had to stay outside['Austria'] Austria

U.S. Financial Institution Threat Security Forum Suffered by Phishing Attack['United States']United States

347 Nota Legal beneficiaries were victims of hackers , says government['Brazil'] Brazil

The computer network of the municipality with problems due to a cyber attack['Argentina']Argentina

Five residents of the Krasnoyarsk Territory will go on trial for hacking ATMs['Russia'] Russia

Former head of UK government agencies hacking North Korea, seeking financial money in London and other countries['United Kingdom']United Kingdom

Romania, affected by the cyber attack. Which versions of Windows are affected by hackers['Romania']Romania

Hackers, Rome the most affected city: a journey into the world of piracy['Italy'] Italy

Vulnerability in Apache Struts brought hackers $ 100 thousand.['Russia'] Russia

Hackers carried out a massive attack on Sweden['Sweden'] Sweden

Merseyrail likely hit by Lockbit ransomware attack['United Kingdom']United Kingdom

Weller Truck Parts Reports Data Breach Resulting in More than 6 , 500 Leaked Social Security Numbers | Console and Associates , P . C .['United States']United States

Cyber attack at Mercedes dealership as 100 staff begin legal action after personal data accessed['Germany']Germany

Tesco , Morrisons and Sainsbury fall victim to fake phishing scam['United Kingdom']United Kingdom

Industry super fund suffers major data breach['Australia']Australia

This server was online for under a minute before hackers were trying to crack it['Japan'] Japan

Council Memo Gives Clearer Timeline On When DCAD Hacked Website Will Be Back['United States']United States

Louth senator demands immediate investigation into patient data breach at Lourdes hospital['Ireland'] Ireland

India Second Most Affected Country Due To Cyber Attacks : Report['India'] India

Two Chinese contractors are charged with hacking British biotech firm['United Kingdom']United Kingdom

Hackers target Rutland Regional Medical Center['United States']United States

Nigeria loses N250b to cyber attacks - The Nation Newspaper['Nigeria'] Nigeria

Australian Federal Police admits to data breach with journalist phone records['Australia']Australia

BBB Phishing Scam ['United States']United States

Indiana AGs Office victim of spoofers phishing scam['United States']United States

Prineville woman charged in St . Charles Bend data breach['United States']United States

Satori Botnet Malware Now Can Infect Even More IoT ...['United States']United States

Fancy Bear likely behind malware found on Lojack C2 domains['Russia', 'United States']

Ransomware Misses Mark in Ohio Town['United States']United States

Updated AZORult info stealer / downloader used to spread ransomware shortly after appearing on dark web['United Kingdom']United Kingdom

First public hearing on SingHealth cyber attack kicks off['Singapore']Singapore

Kiwi online stores targeted by malware menace['New Zealand']New Zealand

Latvian State Police warn about encryption ransomware virus attacks['Latvia'] Latvia

UPDATED : Muni recreation bookings delayed due to ransomware attack['Canada'] Canada

Ransomware attack temporarily knocks out Olean city systems['United States']United States

Hackers threaten to leak Canpar Express data ; similar extortion costs $2 . 3 billion yearly , experts say['Canada'] Canada

McDonough County Housing Authority experiences ransomware data breach['United States']United States

La Jornada - More than 100 thousand cases of phishing with digital currencies : Kaspersky['Russia'] Russia

The Government refuses to give details of the hacking of the mobile phones of several ministers['Spain'] Spain

Cheating by hacking IMO, arrested 5 ['Bangladesh']Bangladesh

Hacker attack: Stadtwerke Potsdam also shut down internet services['Germany']Germany

Official Account of PKM Dikti Hacked by Foreigners['Indonesia']Indonesia

Criminals use Round 6 hype to install malware on 5,000 phones['Brazil'] Brazil

Messenger phishing warning for the Chuseok holiday … Do not click suspicious Internet addresses['South Korea']South Korea

How a hacker nearly compromised 80% of all websites['France'] France

Save the soap operas! Attempt to hack TVN's YouTube caused fans to collapse['Poland'] Poland

[Special Report] Hacking Ride... Threatened untact era corporate security['South Korea']South Korea

Hacker attacks have now shut down the Danish webshop for 20 days with no prospect of opening: It must take the time it takes['Denmark']Denmark

Hackers use Samsung's free firmware program to defraud money, with over 10 million installations['South Korea']South Korea

Emotet : CERT warns of dangerous malware in new invoice emails['Germany']Germany

Paper on Cambiemos' computer security: massive hacking of the City Police['Argentina']Argentina

170 lakh accounts of that company were hacked['India'] India

Bengaluru Software Engineer Arrest in Base Data Hacking Case , Bengaluru News in Hindi['India'] India

The Nemucod Trojan that spreads the ransomware appeared['Hungary'] Hungary



Cashless Parking Vendor ParkMobile Suffers Data Breach['United States']United States

Compromised Email Account Leads to Data Breach at Private Client Services , LLC | Console and Associates , P . C .['United States']United States

Linux Variant of HelloKitty Ransomware Targets VMware ESXi Servers['United States']United States

Capitol Fax . com - Your Illinois News Radar » IDES account hijacking , Raoul ransomware attack['United States']United States

Eye Care Leaders Data Breach Impacts 15K at Oklahoma Eye Care Practice['United States']United States

30M Phishing Online Attacks Target Saudi Arabia - Cybersecurity Expert['Saudi Arabia']Saudi Arabia

Bag Makers Suffers Malware Attack ['United States']United States

USYD embroiled in major university wide phishing scam['Australia']Australia

Cyber attack on Barts NHS trust exploited zero['United Kingdom']United Kingdom

Microsoft Bug : Users Exposed to Malware Through MS Word Files['United States']United States

Google ramps up G Suite security following Google Docs phishing attacks['United Kingdom']United States

Vystar Credit Union warns customers about banking malware['United States']United States

ANZ brand under attack again as scammers deploy phishing tactics['Australia', 'New Zealand']Australia, New Zealand

Ransomware infects narrowcast radio station['Australia']Australia

UTAS data breach concern ['Australia']Australia

Land bank announces data breach ['United States']United States

Domains of the OpenLedger got Hacked['United States']United States

['https://charter97.org/ru/news/2018/6/19/294436/', 'https://www.bbc.com/russian/news-44534937']Russian-speaking hackers infect computers with a Skripal file - Charter 97 :: News from Belarus - Belarusian News - Belarus News - Republic of Belarus['Belarus'] Belarus

['https://www.computerweekly.com/news/252483199/Questions-raised-after-UKs-electrical-grid-shrugs-off-cyber-attack', 'https://www.securityweek.com/uk-electricity-market-administrator-elexon-targeted-hackers', 'https://www.theregister.co.uk/2020/05/15/elexon_cyber_attack/', 'https://www.cbronline.com/news/elexon-hacked-web-server-down', 'https://inhomelandsecurity.com/cyber-attack-on-u-k-electricity-market-confirmed-national-grid-investigates/', 'https://www.computing.co.uk/news/4015282/uk-electricity-middleman-elexon-hit-cyber-attack']Cyber attack against united kingdom power grid middleman Elexon sparks in - house IT recovery efforts['United Kingdom']United Kingdom

Data Breach at Texas Benefits Recovery Firm - Infosecurity Magazine['United States']United States

SendGrid Amazon SES compromise leads to phishing email['United States']United States

GriftHorse Android malware tricks victims into subscribing to premium SMS services['United States']United States

Hacker - Attack banishes Aquila ['Switzerland']Switzerland

Kurdish support organization hacked : This is what Turkey wants['Turkey'] Turkey

They discover a serious phishing problem in Google Chrome: this is how they can steal your data['Argentina']Argentina

Hackers blame security firm Entrust for ddos attack['Sweden'] Sweden

They hack accounts and distribute intimate photos of UNAM students['Mexico'] Mexico

A student installed malware on 169 PCs at his university to mine cryptocurrencies['France'] France

They hacked the National Road Safety Agency and threaten to spread the information['Argentina']Argentina

Polytechnic University graduate charged with cyber attack on Tesla['United States']United States

Virus alert! Malware detected in 25 applications['France'] France

Hacker attack also hits politicians and MP Council group | National Newspaper['Brazil'] Brazil

This was the hacking in the SPEI case ['Mexico'] Mexico

System developer slaughters the Norwegian Public Roads Administration after a gigantic data breach: - They send out very strange signals['Norway'] Norway

Malware in applications: Police warn of these emails['Germany']Germany

The code of the tool for protecting Android applications from hacking was leaked to the network['Ukraine'] Ukraine

Norcorea hacked US military planes [ International ]['United States']United States

The SBU announced an increase in the number of cyber attacks on critical infrastructure['Ukraine'] Ukraine

Hacking in the CCSS: Totally detained Radiotherapy Service in Hospital México['Costa Rica']Costa Rica

Rainier Arms , LLC Reports Data Breach Impacting the Credit Card Numbers of More than 46 , 000 Customers | Console and Associates , P . C .['United States']United States

Gibson Overseas , Inc . Announces Data Breach | Console and Associates , P . C .['United States']United States

VCU Health Notifies Patients of Transplant Donor , Recipient PHI Data Breach['United States']United States

DeFi protocol shuts down months after the Rari Fuse hack['China'] China

FBI Warns of Hacker Attacks Conducted by Iranian Cyber Firm['United States']United States

Judge blocks public university laws , wildlife managers kill two grizzlies , Montana falls for phishing scam['United States']United States

DeFi Lender Rari Capital / Fei Loses $80M in Hack['United States']United States

Mumbai : 6 held in online exam for GMAT , JEE hacking fraud case ; 3 gang members arrested by Delhi cops['India'] India

Data Breach · TheJournal . ie ['Ireland'] Ireland

Over 700 veteran personal info exposed in data breach at Louis A . Johnson VA Medical Center['United States']United States

LI software maker targeted in ransomware attack['China'] China

Winnsboro utility billing system attacked by malware['United States']United States

Dark Overlord Hack Another Cautionary Tale For Law Firms['United States']United States

African bank foils suspected North Korean cyber attack['African bank']African bank

Cyber attacks on industry due to negligence , says DGP['India'] India

Iran Investigating Possible Cyber Attack in Ukraine Plane Crash['Iran', 'Ukraine']Ukraine



Financial services top cyber attack target['United Kingdom']United Kingdom

Hackers stole $1 . 66M from German bank OLB by cloning EVM cards['Germany']Germany

What the Tech ? Hackers stealing personal information through unused apps['United States']United States

Chinese State Hackers Suspected As Nasty New Cyberattack Hits U . S . Utilities : Report['United States']United States

Top Atlanta news : 2 face murder charges after deadly crash ; FBI investigates city data breach ; more['United States']United States

Eye on Gas Stations : Networks Reject Delay in EMV Liability Shift ; Visa Warns of Malware Attacks – Digital Transactions['United States']United States

Hackers breached health boards 117 times['United Kingdom']United Kingdom

Ransomware Hackers Have Started Leaking City Of Pensacola Data['United States']United States

Sneaky malware abuses CAPTCHA to bypass browser protections['United Kingdom']United Kingdom

TSB funds fraud police after phishing attacks | London Evening Standard['United Kingdom']United Kingdom

Gaming malware sees lockdown surge ['South Africa']South Africa

Report : Hackers targeting SMBs ['United Kingdom']United Kingdom

Cosmetic firm Tatcha warns customers of data breach , harvesting card details['United States']United States

Security Central : Anthem Reports New Data Breach , Prankster Foils White House['United States']United States

NIC Asia Bank seeks CIB help to track down SWIFT server hacker['Nepal'] Nepal

Scammers Impersonate Classifieds Website In Phishing Emails , Calls['United States']United States

Alert : Phishing Attempts Targeting CoinDesk['United States']United States

Saudi National Cyber Security Detects Unconventional Malware['Saudi Arabia']Saudi Arabia

MP HC site hacked , data | bhopal ['India'] India

Hackers reprogram Delco highway sign to flash vulgarity['United States']United States

Popular D - Link Router Falls for Routine Malware['United States']United States

Potential data breach at C - TEC in Licking County | WBNS - 10TV Columbus , Ohio['United States']United States

Unidentified Facebook hacker leaves Kailali cops perplexed['Nepal'] Nepal

Reports of FSIN Paying Hacker 20 - Thousand Dollars in Cryptocurrency After Data Breach['Russia'] Canada

A Malware Campaign Targeting the Tibetan Diaspora Resurfaces['Tibet'] Tibet

mobile app data breach - QR Code Press['United States']United States

Challenge to find bug in US military satellite a hit among hackers['United States']United States

NSA Report on Russia Spear - Phishing - Wikisource , the free online library['United States']United States

['https://pcworld.hu/pcwlite/a-felhasznalok-jelszavai-is-kiszivarogtak-amikor-hackertamadas-erte-a-lastpasst-320605.html', 'https://www.itworldcanada.com/article/lastpass-hacker-got-customer-information-and-their-encrypted-vault-data/519601', 'https://www.gamestar.de/artikel/lastpass-gehackt-alles-zum-hackerangriff,3388218.html', 'https://www.b92.net/tehnopolis/vesti/lastpass-priznao-hakeri-su-ukrali-podatke-korisnika-2263550', 'https://www.prokerala.com/news/articles/a1374729.html', 'https://runews24.ru:443/internet/23/12/2022/97bec4290a9aef1ed669e4c68cc105ad', 'https://www.20minutes.fr/high-tech/4016117-20221223-lastpass-reconnait-mots-passe-donnees-clients-pirates', 'https://www.punto-informatico.it/lastpass-hackerato-e-password-a-rischio-cosa-fare/', 'https://3dnews.ru/1079297/servis-lastpass-priznal-chto-hakeri-ukrali-polzovatelskie-dannie-i-zashifrovannie-paroli-no-vryad-li-smogut-ih-rasshifrovat', 'https://www.itworldcanada.com/post/lastpass-hackers-obtained-customer-data-vaults-in-recent-data-breach',LastPass: Your password vault info and data is now in the hands of hackers. CDM manager reveals breach he admitted in August is worse than expected['United States']United States

South Carolina Fire Department Servers Disabled by Hacker['United States']United States

Azerbaijani hackers access Armenian citizen passport data , IT security specialist warns['Armenia'] Armenia

Pennsylvania cloud - based storage company faces class action over 2019 data breach['United States']United States

GTA Online players are getting character wiped for using new money exploit['United States']United States

Report Finds Service Providers , Integrators In Hacker Crosshairs['United States']United States

TV Licence scam : Phishing email dupes unsuspecting licence fee payers | Personal Finance | Finance['United Kingdom']United States

Vancouver Island paper mill to resume operations after wood shortage , cyber attack['Canada'] Canada

Hackers target developers to break into Apple garden['United States']United States

Hackers target US taxpayers with NetWire and Remcos malware['United States']United States

Governments Accused Of Spying On Journalists And Activists With NSO Group Malware Are Now Suing Journalists And Activists['United States']United States

Russian retail chains have been hacked 28 . 01 . 2022['Russia'] Russia

Hacking center affected public officials from Valledupar['Colombia']Colombia

Russian hacker group abuses "OneDrive" for unauthorized access -- MS warns['United States']United States

The director of the Nikolaev Zoo announced the hacking of the official website['Ukraine'] Ukraine

Hackers attempted to infiltrate The police move to flush them out['Italy'] Italy

Hacked corporate email: a fraud worth billions['France'] France

Hackers bombarded employees of Russian companies with offers to sell data['Russia'] Russia

Isolated networks are not safe from attacks or data theft - ESET publishes analysis of malware targeting air gapped networks['Germany']Germany

Zero - day exploit allowed Russian hackers to extract information from iOS devices['Russia'] Russia

A group of highly professional hackers Karakurt extorts money from organizations['Russia'] Russia

Voice phishing text messages targeting self-employed individuals with special interest-free loans in Corona - Kookmin Daily['South Korea']South Korea

Microsoft's Patch Tuesday fixes 4 zero-day flaws, including one actively exploited by a Chinese hacker group['China', 'United States']United States

Charlie Hebdo attack: the instruction file leaked on the internet, a hacker indicted['France'] France

['https://www.securityweek.com/utah-medical-group-discloses-data-breach-affecting-over-580000-patients', 'https://www.bleepingcomputer.com/news/security/utah-medical-center-hit-by-data-breach-affecting-582k-patients/']Utah medical center hit by data breach affecting 582k patients['United States']United States

6 imo hackers arrested in Lalpur ['Bangladesh']Bangladesh

Attention phishing wave! – Fraudsters pretend to be Swisscom['Switzerland']Switzerland



The hacker attack on the ISS looks like a targeted attack: It is very similar to what hit Demant['Russia', 'United States']Denmark

Hackers stole the data of clients of the investment company Freedom Finance,['Russia', 'Kazakhstan', 'Ukraine']United States

In the middle of the corona crisis, hackers were seen in Maharashtra, such a large number of data was leaked Three Crore People Data Leaked On Dark Net In Maharashtra['India'] India

The Israeli software company Sapience paid the hackers a ransom of a quarter of a million dollars['Israel'] Israel

At Portland airport, a hacker hacked into the monitor to play a couple of rounds of Apex Legends['United States']United States

Hackers attack Russia , experts say | Armenian News Today['Armenia'] Russia

Phishing attempt: False broadcast contribution reminder contains Windows Trojans['Germany']Germany

New hack involving terabytes of stolen data affects government agencies['Spain'] Spain

Hacker attack against the School Association['Germany']Germany

Hackers record Internet users who consume pornography and then extort them['Colombia']Colombia

Balance 2019, threat to President Danilo Medina, hacking of INFOTEP account, collapse of tourism, attack against David Ortiz, – Digital Scoops['Dominican Republic']Dominican Republic

['https://gp24.pl/oszusci-wlamuja-sie-na-facebooka-i-wyludzaja-pieniadze-uwazaj-na-wiadomosci-od-znajomych-26032019/ar/13829722', 'https://menafn.com/1098355498/Hackers-sold-personal-financial-data-on-Facebook-groups-Heres-how', 'https://www.forbes.com/sites/thomasbrewster/2019/04/05/facebook-erases-74-cybercrime-groups-with-385000-members-selling-passwords-credit-cards-and-hacking-services/', 'https://www.phonandroid.com/facebook-pirates-15000e-essence-vendent-reseau-social.html', 'https://wiadomosci.onet.pl/swiat/cyberprzestepczosc-na-facebooku-wykryto-74-grupy-oferujace-uslugi-hakerskie/7lc8qkr', 'https://gp24.pl/oszusci-wlamuja-sie-na-facebooka-i-wyludzaja-pieniadze-uwazaj-na-wiadomosci-od-znajomych-28032019/ar/13829722', 'https://www.zdnet.com/article/facebook-closes-groups-that-offered-phishing-services-hacked-data-for-sale-to-thousands-of-members/', 'https://gp24.pl/oszusci-wlamuja-sie-na-facebooka-i-wyludzaja-pieniadze-uwazaj-na-wiadomosci-od-znajomych-23032019-r/ar/13829722', 'http://www.kalerkantho.Facebook closes groups that offered phishing services , hacked data for sale to thousands of members['Poland'] Poland

['http://www.gdnonline.com/Details/727196', 'http://www.arabtimesonline.com/news/3-people-suspected-in-kuna-hacking/', 'http://www.gdnonline.com/Details/726216']3 people suspected in KUNA hacking - ARAB TIMES['Kuwait'] Kuwait

Phishing and ransomware attacks on the rise in H1 2018 : Sonicwall['Mexico'] Mexico

PUERTO RICO: Attempt to hack PREPA's internal email['Puerto Rico']Puerto Rico

Bithumb, there was a hacking attempt from the fourth day, but it couldn't be stopped... Investor Advisory (Re-combination) - Chosunbiz['South Korea']South Korea

Barclaycard : Message from your online customer service is phishing['Germany']Germany

Hackers convicted in Krasnoyarsk for railway ticket fraud / Incidents of Krasnoyarsk and the Krasnoyarsk Territory / Newslab. Ru['Russia'] Russia

Aarhus University is exposed to hacker attacks on a daily basis['Denmark']Denmark

The Hacking of Taringa? naruto is one of the most common passwords['Argentina']Argentina

Email Phishing Key Logging Personal Information Leaks['South Korea']South Korea

Australian companies smashed by supplier cyber attacks['Australia']Australia

Applus inspection systems still down following malware attack['Spain'] Spain

Fraudsters pose as Princeton area clergy members in new phishing scams ⋆ Princeton , NJ local news %['United States']United States

Here how OpenSea NFT hacks hurt owners , buyers and even entire collections['China'] China

MultiCare employees at risk of identity theft after third - party data breach['United States']United States

[ LISTEN ]: Data Breach of Dental Mgmt Service Impacts 1M Texans['United States']United States

Veros Credit Files Notice of Data Breach Affecting Consumer Social Security Numbers | Console and Associates , P . C .['United States']United States

Phishing Scam Targets Ferris State University['United States']United States

Wipro hackers targeted gift card and rewards programs['India'] India

BlackCat / ALPHV ransomware asks $5 million to unlock Austrian state['Austria'] Austria

Chinese hackers rummage through email trash for corporate , military secrets['New Zealand']New Zealand

Phishing groups collecting user data via fake voter registration forms in US['United States']United States

Real estate group ALTA warns members of possible data breach['United States']United States

Database Cyber Security Guard Prevents Hacker Theft of MySQL Database Data['United States']United States

Continuum MSP Partner Hit , Credentials Stolen To Deploy Ransomware To Several End Customers['United States']United States

Malware attack aimed at Walla Walla County property - tax site['United States']United States

Idaho Health and Welfare Dept . reports client data breach['United States']United States

Capitalinstall malware targets healthcare sector , delivers payload via Microsoft Azure['United States']United States

PandaLabs : Attacking computers without running any malware['United Kingdom']United Kingdom

Targets of Massive Yahoo Accounts Hack Included Users Who Searched Online for Erectile Dysfunction Medication['United States']United States

Third Personal Data Breach Hits UHIP Customers['United States']United States

Check Point Alerts Google to Apps Infected With Ad Fraud Malware['United States']United States

Hackers obtain contact details of high ['Philippines']Philippines

Deloitte cyber attack may impact Fannie , Freddie['United States']United States

Luján And Schakowsky Push Data Analytics Company For Answers Following Significant Data Breach['Argentina', 'United States']United States

Jason Deli : Hackers Dine Out on 2 Million Payment Cards['United States']United States

Family Planning NSW Got Ransomware Attack and 8000 Users were Victimized['Australia']Australia

Amazon : Malware Spreading Domain Typo Registered In 1998 Lost In UDRP['United States']United States

Attackers Exploit ADB Ports to Spread Satori Variant of Mirai Botnet['United States']United States

New Spectre attack allows a network hack['China'] China

Fait du jour - MAP : Chômage technique pour cause de hacking sur Auvio['Belgium'] Belgium

Calcutta Municipal Corporation files FIR over site hack['India'] India

Poured your info out on a call to 118 118 Money ? Bad luck . Credit provider fesses up that hacker nabbed customer service phone recordings['United Kingdom']United Kingdom

Hackers Steal Customer Info from united kingdom FinTech Loqbox - Infosecurity Magazine['United Kingdom']United Kingdom



Emotet malware returns with better evasion capabilities['United Kingdom']United Kingdom

Hackers Have Been Using Dogecoin to Deploy Malware for 6 Months & No One Noticed['China'] China

Optus SIM swap warning : Sydney nurse loses savings in terrifying new phone hack | news . com . au Australia leading news site['Australia']Australia

Ransomware Group Claims Volvo Attack , Screenshots of the Stolen Files Released['Sweden'] Sweden

Online Fraud Rises, OJK Advises to Be Alert of Phishing Emails on behalf of Financial Services Institutions['Indonesia']Indonesia

Megaoperao targets group that profited BRL 10 million from phishing['Brazil'] Brazil

Dangers on the Internet: Meliá suffers a cyber attack unrelated to the fall of WhatsApp that leads to failures in its services['Spain'] Spain

World's largest meat company hit by cyber attack['Brazil', 'United States']United States

At least three US food distributors have been infected with ransomware.['United States']United States

La Jornada : Alleged hacking exposes data of 10,000 American Express customers['Mexico', 'United States']United States

Don't be tempted to install Flash or Silverlight - the BIOPASS malware can transmit screen content in real time['Czech Republic']Czech Republic

Hackers hacked the page of the occupation administration of Donetsk in the social network['Ukraine'] Ukraine

Initial findings from the Ministry of the Interior: Hackers did not intervene in the election results, they only created a wrong display of the numbers.['Macedonia']Macedonia

Avast: Coronavirus-themed malware affects Internet Explorer users['Italy'] Italy

The Command of the Civil Guard of Granada, key in the dismantling of a fraud network through phishing['Spain'] Spain

Exposing Hacking Crimes in South Kalimantan, South Kalimantan Police Cyber Team Arrests Two Hackers in Central Java['Indonesia']Indonesia

Security Week 49: hotel infrastructure hack['Russia'] Russia

Telex: Johannesburg hacked, With Bert Google beefing up its search algorithm, The NSA stops its paper encryption['South Africa']South Africa

Lured through a phishing site: Nigmatullin's brother about cheating with tickets for Loko - Juventus['Russia'] Russia

On wiretapping to save! Siloviki spent more than 50 million rubles on hacker software['Russia'] Russia

After a hacker attack, the leak is sought ['Austria'] Austria

Volksbank : account check is a phishing mail['Germany']Germany

Hackers hacked iOS 12 via Safari ['Russia'] Russia

Sparkasse and PayPal: Consumer advocates warn of new waves of phishing['Germany']Germany

B. J. PI T Cell Website Hacked; Threats to release black money • E News['India'] India

Spyware in an HP computer audio driver['France'] France

Use Microsoft Word File Bait Hackers Target Military Information['Russia'] Russia

The Triad malware replaced Hummingbad with leadership positions['Ukraine'] Ukraine

Official website of IEEPO and CORTV hacked['Mexico'] Mexico

Petya. A : The police confirm that the hacker attack was carried out only through one software / News / Finance . U.A.['Ukraine'] Ukraine

['https://news.yahoo.com/medicare-data-breach-letters-sent-144543018.html', 'https://healthitsecurity.com/news/cms-responds-to-third-party-data-breach-impacting-254k-medicare-beneficiaries', 'https://www.nbclosangeles.com/news/business/money-report/up-to-254000-medicare-beneficiaries-are-getting-new-id-cards-due-to-data-breach-at-subcontractor-what-they-need-to-know/3056728/']Up to 254 , 000 Medicare Beneficiaries Are Getting New ID Cards Due to Data Breach at Subcontractor . What They Need to Know['United States']United States

QuickBooks accounting software targeted for sophisticated phishing attacks['United States']United States

Instagram scams : Hackers target social media accounts of small businesses['Australia']Australia

Quincy Retirement Board lost $3 . 5 million in email phishing scam['United States']United States

Administrative Fund of the Detective Endowment Association , Inc ., Police Department of New York Confirms Recent Data Breach | Console and Associates , P . C .['United States']United States

Trend Micro Admits Limited Breach by Fxmsp Hackers['United Kingdom']United Kingdom

Search engine listings littered with dangerous malware['United Kingdom']United Kingdom

Researchers uncover new hacker group targeting India['India'] India

HIV Data Breach ; Havana Brain Attacks Solved ? Biohacker Under Investigation['Cuba'] Cuba

The Investigators : Unemployed Mid - Southerners report their benefits are going elsewhere after accounts hacked['United States']United States

UPDATE : Two Finablr Shareholders Sell 6 % Stake ; Cyber Attack Contained['United Arab Emirates']United Arab Emirates

Ransomware hit a Georgia county . That didnt stop its ballot counting .['United States']United States

Hackers Now Using Voice - Mimicking AI for Cyber Attacks['India'] India

Nevada school district recovering from system hack after paying ransom['United States']United States

Dangerous New Android Trojan Hides From Malware Researchers And Taunts Them On Twitter['United States']United States

Board learns of data breach , new initiative | News , Sports , Jobs['United States']United States

Disqus & Kickstarter hacker warns against password reuse['Japan'] Japan

Data Breach May Have Affected Thousands['Canada'] Canada

Victims lose money in phishing scams ['Singapore']Singapore

Worms deliver cryptomining malware to web servers['United States']United States

Phishing Attack Hits Kent County Community Mental Health['United States']United States

Canadian college student arrested for hacking school network['Canada'] Canada

ACMA warns of SMS malware scams ['Australia']Australia

Lexington Medical Center latest victim of data breach['United States']United States

Fake SEO Plugin Used In WordPress Malware Attacks['United States']United States



Malware forces Slovak internet ['Slovakia']Slovakia

JPMorgan Hack : One More Pleads Guilty For Operating ...['United States']United States

CBI files FIR against suspected Pakistani hackers for defacing DU college website['India'] India

East Texas schools affected by malware['United States']United States

58 govt websites hacked to test vulnerability['Nepal'] Nepal

Utilities warned on risk of cyber attacks from groomed employees['Australia']Australia

70K Notified in Tufts Health Plan Data Breach in Vendor Error['United States']United States

Hospital injects $60 , 000 into crim coffers to cure malware infection • The Register['United Kingdom']United Kingdom

Tax - Season Malware Campaign Delivers Trojan Via Email['United States']United States

HPE iLO 4 remote management interfaces targeted with ransomware['United States']United States

Man Pleads Guilty to Hacking Websites of New York City Comptroller and West Point['United States']United States

PSNI set to face court action over data breach['United Kingdom']United Kingdom

Both Spokane GOP and Spokane County Democrats hit with phishing cyberattack['United States']United States

Internet Solutions denies ransomware infection after hosting attack['South Africa']South Africa

Hacker group targets CFOs worldwide - Punch Newspapers['Nigeria'] Nigeria

Spirent Extends CyberFlood with Data Breach ...['United States']United States

West Nipissing Police issue ransomware warning - My West Nipissing Now['Canada'] Canada

If hit by data breach , UAE firms not compliant with GDPR could face fines of $23m['UAE'] UAE

BlueScope IT disruption feared to be ransomware attack['Australia']Australia

Hacked Law Firm May Have Had Unpatched Pulse Secure VPN['United States']United States

Canada Post silent on possible financial cyber attacks['Canada'] Canada

Live Event Manufacturer Reveals Employee Data Breach - Infosecurity Magazine['United Kingdom']United Kingdom

Number of phishing sites in Taiwan skyrockets['Taiwan'] Taiwan

Hackers Breached 6 Unpatched Cisco Internal Servers['United States']United States

Hackers also exploit fees to steal user data['Italy'] Italy

LimeRAT malware is being spread through VelvetSweatshop Excel encryption technique['Japan'] Japan

Oklahoma epic fail : 25 % of Okies hacked['United States']United States

Facebook closes ex - Palestinian minister account after hack attempt['Palestine']Palestine

Multiple Uninstallers Released for China - Linked GoldenSpy Malware['China'] China

Malicious Actors Impersonating Bitcoin Platform to Launch Malware Attacks['United Kingdom']United Kingdom

Trucker personal information exposed after Daseke ransomware attack['United States']United States

Suspected Russian hackers made failed attempt to breach CrowdStrike , company says['United States']United States

9 , 000 employees targeted in phishing attack against California agency %['United States']United States

Hackers tried to steal Sh2 billion , KCB reveals['Kenya'] Kenya

Hackers hit PNG financial hub , fail in bid to hold state officials to ransom['Papua New Guinea']Papua New Guinea

Major Update to Malware Targeting Linux Systems -- MS Warns['Japan'] Japan

Inbox. lv experiences another hacker attack['Latvia'] Latvia

Toll fraud and phishing through Microsoft Teams vulnerability['Germany']Germany

StrelaStealer : Malware steals Outlook and Thunderbird accounts['Germany']Germany

Not even with acquaintances are you safe: they detect a new wave of phishing that impersonates your closest contacts['Spain'] Spain

Romanian gas giant hacked ['Romania']Romania

Financial Services Digital Data Breach Costs Millions of Dollars['United States']United States

Pegasus phone hacking: India wants report by June 20 1147946 | The voice of time['India'] India

After hacking, the Treasury presents a new site without all the services available['United States']United States

Hacking and fraudulent emails: Cyber - attack: notaries and their targeted clients['France'] France

Scams, hacks and internal complicity: the justice system and the police have been seized of dozens of cases of trafficking in vaccine certificates['France'] France

Unidentified persons hacked the website of the Zaporozhye diocese of the UOC['Ukraine'] Ukraine

Vessel theft and hacking | Modis presents the ARGOS project['Italy'] Italy

Malware that steals card data was in official programming library['Brazil'] Brazil

Hackers steal customer data from a German utility['Germany']Germany

DF Federal Justice portals suffer hacker attack and are offline['Brazil'] Brazil

Two Malware Targeting Docker Servers Confirmed -- Trend Micro['Japan'] Japan

Pay attention to these “coupons” from Mediamarkt, Lidl or Colruyt circulating on social networks: it is a phishing attempt!['Belgium'] Belgium

PF investigates hackers against Moro and prosecutors for about a month['Brazil'] Brazil

GandCrab: after a two billion scam, the hackers withdraw['France'] France



Arrest after hacker attack - Internet expert: That was not a super hacker['Germany']Germany

30-year-old suspected of data breach at hospital['Sweden'] Sweden

Christian Vigenin, BSP: Minister Vladislav Goranov to bear responsibility after the hacker attack['Bulgaria'] Bulgaria

As Bitcoin rises, North Korea's presumed hackers are in full swing... Beware of Telegram Malware['North Korea']North Korea

Out loud. en : While you were sleeping : China besieges the USA , hackers stole 5 million bank cards , and Elon Musk declared bankruptcy['USA'] United States

Taringa was hacked, check if your password has been leaked['Argentina']Argentina

Hacker attack with a power hammer: Attack from the socket['Germany']Germany

Grand Crab Viru alert alert, computer hacked ransom - Grand Crab virus alert issued, computer hacked and ransom demanded - Divya Marai['India'] India

Check Point identifies return of Exploit Kits['Portugal'] Portugal

Arrested Chinese nationals who stole 200 million units due to SNS instructions of Chinese voice phishing organization['South Korea']South Korea

The dragon's money is intercepted and sent to China... Arrest voice phishing gang members['China'] China

Airline also suffered cyber terrorism and hacking defenselessness in Korea, an IT powerhouse['South Korea']South Korea

Android Devices Turned into Zombies Thanks to Ztorg Malware['Turkey'] Turkey

New Forza Horizon 5 Exploit Provides Free Money & XP While AFK['United States']United States

TriHealth patients , employees hit by Bricker & Eckler data breach - Cincinnati Business Courier['United States']United States

Mortgage servicer says prior data breach hit 100 , 000 more users['United States']United States

Fred Hutchinson Cancer Center Announces Data Breach | Console and Associates , P . C .['United States']United States

Reserve Bank says ransomware report identified failings['Australia']Australia

Globe - trotting Roaming Mantis malware is hitting Android and iOS users alike['United Kingdom']United Kingdom

Mailpac and Massy hacked - Jamaica Observer['Jamaica'] Jamaica

Temporary one - time password not enough , says Zerodha Nithin Kamath on demat hacking['India'] India

20k hacking tries recorded on Comelec site | The Manila Times['Philippines']Philippines

McDonald Vulnerability Allows Hackers to Steal User Passwords['United States']United States

Highland Council scammed after falling victim to supplier email hackers['United Kingdom']United Kingdom

Ohio school sends students home because of Trickbot malware infection['United States']United States

UF Health employees : Cyber attack now impacting patient care['United States']United States

INTRUSION Announces It Has Discovered a Popular Mobile Gaming Site Directing Traffic to a Search Site Known for Malware Distribution['United States']United States

Vigilante hackers are exploiting SMS to send millions of texts['United Kingdom']United Kingdom

CYBER 24 episode 53 : An entire country gets hacked['United States']United States

['https://www.cnnindonesia.com/teknologi/20220127111055-185-751903/waspada-malware-brata-serang-ponsel-android-dan-curi-data-penting', 'https://www.phonearena.com/news/android-malware-randomly-wipes-your-phone_id138053', 'https://tech.hindustantimes.com/mobile/news/beware-brata-malware-can-steal-money-via-bank-apps-reset-phone-delete-now-71643772674643.html', 'https://www.android-mt.com/news/brata-android-le-malware-qui-va-vous-faire-perdre-la-memoire/124957/', 'http://www.itechpost.com/articles/108850/20220125/brata-android-trojan-brata-android-trojan-malware.htm', 'https://www.sanook.com/hitech/1550545/', 'https://amanz.my/2022323322/', 'https://www.gizchina.com/2022/01/25/android-malware-brata-factor-resets-the-victim-phone-after-stealing-data/', 'https://www.connect.de/news/android-malware-vultur-2fa-authenticator-sicherheit-3202195.html', 'https://www.20minutes.fr/high-tech/3227915-20220202-un-virus-cible-les-apps-bancaires-europeennes', 'https://naslovi.net/2022-02-08/b92/brata-malver-krade-novac-i-vracAndroid users ALERT : Dangerous malware stealing bank details , then erasing phone data['India'] India

The Hidden Cost of a Third - Party Data Breach['United States']United States

Germany marks nearly 40 thousand e - banking phishing cases since 2008['Germany']Germany

Employees of several institutions and politicians have become targets of cyber attack['Latvia'] Latvia

Two Hacker Groups Carry out Major Phishing Attacks against the Russian Banks['Russia'] Russia

DXC Technology : Global critical infrastructure remains under significant cyber attack['United States']United States

IT worker charged with hacking Malaysian police Facebook account['Malaysia']Malaysia

Hacker who broke into US defence system from Birmingham home is spared jail['United States']United States

Russian hacking : NC not a target in 2016 elections['United States']United States

Container Ship Load Planning Systems Are Vulnerable Says Ethical Hackers['China'] China

S . Carolina joins cybercrime fight after massive data breach['United States']United States

REPORT : China was behind a cyber attack on the Australian Bureau of Meteorology['Australia']Australia

Two remanded over hacking Ugandan Minister SIM cards['Uganda'] Uganda

Dixon to be quizzed over alleged INM data breach['Ireland'] Ireland

Indonesia suspected of hacking pro - West Papua sites['Indonesia']Indonesia

WannaCry Hero Allegedly Admitted to Writing Kronos Malware Code['United States']United States

Innovative Phishing Tactic Makes Inroads Using Azure Blob['United States']United States

Australian malware detection rises 1 . 3M in a month['Australia']Australia

208 clients affected by hacking ['Philippines']Philippines

Researchers Find NSA Malware on Russian , Iranian Servers['Russia', 'Iran']Russia, Iran

Fraudsters Disguised as Priest Target Alberta Parishioners in Email Phishing Scam['Canada'] Canada

New malware alert in Oman : Bank Muscat['Oman'] Oman

Cyber attack knocks united kingdom research supercomputer ARCHER out of action indefinitely['United Kingdom']United Kingdom

Cybercriminals dupe 182 , 000 people with phishing scams['United Kingdom']United Kingdom

Phishing attack impersonates IT staff to target VPN users['United States']United States

['https://calgaryherald.com:443/news/crime/backwards-effort-to-protect-privacy-mla-thomas-dang-fined-7200-for-cyber-attack-on-alberta-covid-vaccine-site/wcm/7b007f29-44ba-478d-a59f-793984f7510f', 'https://www.theepochtimes.com/former-alberta-mla-ordered-to-pay-7200-after-hacking-covid-vaccine-portal-to-prove-flaws_4893578.html', 'https://www.cbc.ca/news/canada/edmonton/alta-dang-sentence-1.6668026', 'https://www.castanet.net/news/Canada/398861/Alberta-MLA-Thomas-Dang-sentenced-for-hacking-COVID-19-vaccine-records-portal', 'https://edmonton.ctvnews.ca/mla-dang-ordered-to-pay-7-200-for-breaching-alberta-vaccine-portal-1.6173255', 'https://www.timescolonist.com/coronavirus-covid-19-national-news/alberta-legislature-member-thomas-dang-sentenced-for-hacking-covid-19-vaccine-portal-6171722']Former Alberta NDP MLA Ordered to Pay $7 , 200 After Hacking COVID Vaccine Portal to Prove Flaws['Canada'] Canada



Boom in video chat apps brings out cybercriminals with fake sites , malware['Philippines']Philippines

LOROS joins DMU and Loughborough University on the list of victims of cyber attack['United Kingdom']United Kingdom

Carlow Nationalist Carlow man charged in connection with bank phishing scam['Ireland'] Ireland

CISA Warns of Accellion FTA Exploit ; Centene Among Breach Victims['United States']United States

Nine requests assistance from government after major cyber attack['Australia']Australia

Online fraud: Beware of a new phishing attempt that exploits the use of courier services['Romania']Romania

Eberspächer: Hackers paralyze the automotive supplier's IT systems['Germany']Germany

Cyberpunk 2077: beware, the alleged Android version hides malware!['France'] France

The Local Police of Palma identifies 120 people who hacked the water meters['Spain'] Spain

['http://www.alphr.com/security/1007688/cash-converters-hit-by-uk-data-breach-ransom-demand', 'https://www.itproportal.com/news/cash-converters-hit-by-data-breach/', 'https://www.theinquirer.net/inquirer/news/3021215/cash-converters-has-old-site-converted-into-cash-cow-for-hackers', 'http://www.bbc.co.uk/news/technology-42010140', 'http://ftnews.firetrench.com/2017/11/cash-converter-hit-by-data-breach/', 'https://www.theregister.co.uk/2017/11/16/cash_converters_breach/', 'https://www.which.co.uk/news/2017/11/cash-converters-receives-ransom-demand-over-uk-data-breach/', 'http://www.mirror.co.uk/money/cash-converters-data-breach-whos-11535997', 'http://www.ibtimes.co.uk/cash-converters-hacked-breach-uk-database-leaks-customer-passwords-addresses-1647586']Cash Converters hit by data breach ['United Kingdom']United Kingdom

Phishing targeting Free subscribers: don't trust the email address or promises, there is no reward['France'] France

An online scientific session as part of John Paul II Days ended with a hacker attack. Cybercriminals played a pornographic film['Poland'] Poland

The QakBot banking malware is on the rise: the number of attacked users increased by 65% in 2021['Romania']Romania

A hacker gained access to one of the agents of Microsoft :: Investor. bg['Bulgaria'] Bulgaria

Córdoba: They ask that the hacking of the virtual audience on the Punilla Highway be investigated['Argentina']Argentina

Hackers open the sales season ['Russia'] Russia

Holy Water , the innovative cyber attack campaign has just been discovered | Technology story['Vietnam'] Vietnam

WSJ : Chinese hackers gained access to Tieto's systems - the company denies the intrusion['Finland'] Finland

Caution: Pirated copies of Mulan are being used to spread malware['Brazil'] Brazil

Apple mistakenly authorized malware on macOS['Belgium'] Belgium

Solo City Government Website Hacked, Perpetrator Conveys Indecent Words['Indonesia']Indonesia

Real Madrid Becomes a Victim of Hacking['Spain'] Spain

They steal for 150 . 000€ of gasoline by hacking pumps['France'] France

Commercial operations and fraudulent transfers via hacked bank cards in Morocco['Morocco']Morocco

Whats App bug let attackers install spyware tell users to update app , Entertainment Marathi News['India'] India

Cyber attack: $32 million became the prey of hackers['Azerbaijan']Azerbaijan

['http://www.country94.ca/news/1437231721/data-breach-may-have-exposed-credit-card-info', 'http://www.country94.ca/news/1186512186/data-breach-may-have-affected-thousands', 'http://www.country94.ca/news/1466634151/new-report-click2gov-data-breach']UPDATED : Data Breach May Have Exposed Personal Info | Country 94 - Saint John , New Brunswick Best Country Music['Canada'] Canada

['http://www.macg.co/logiciels/2017/01/fruitfly-un-malware-vintage-97131', 'https://www.letemsvetemapplem.eu/2017/01/19/malwarebytes-odhalili-prvni-malware-mac-letosnim-roce/', 'https://thestack.com/security/2017/01/20/mac-compatible-fruitfly-malware-escapes-detection-for-years/', 'http://www.idownloadblog.com/2017/01/19/malwarebytes-reports-first-case-of-mac-malware-for-2017-points-out-antiquated-tactics/', 'http://arstechnica.com/security/2017/01/newly-discovered-mac-malware-may-have-circulated-in-the-wild-for-2-years/', 'http://www.darkreading.com/partner-perspectives/malwarebytes/meet-fruitfly--mac-malware-targeting-biomedical-research-centers/a/d-id/1327953', 'http://www.powerpage.org/apple-patches-fruitfly-malware-which-relied-on-pre-os-x-system-calls/', 'https://www.extremetech.com/computing/243060-new-mac-malware-discovered-using-antique-code-spy-users', 'http://www.zdnet.com/article/new-biomedical-mac-malware-uses-ancient-code/', 'http://www.arnnet.com.au/article/612923/mac-malware-found-targeting-biApple Mac malware strain uses truly antique methods to stealthily spy on biomedical facilities['United States']United States

Google removed 80% of hacked sites from search results in 2017['Russia'] Russia

Tax and Customs Administration also victim of cyber attack, perpetrators unknown['Netherlands']Netherlands

I will post naked pictures of my daughter... Body cam phishing that threatens elementary school students and parents['South Korea']South Korea

Hackers from Anonymous hacked the website of the US Department of Justice['United States']United States

Sony China’s official Weibo is suspected of being hacked: Seconds after a malicious attack – yqqlm['China'] China

Immigration Department announces the arrest of foreign gangs Ukrainian man releases malware to hack ATMs['Ukraine'] Ukraine

Clipminer Malware Actors Steal $1 . 7 Million Using Clipboard Hijacking['United States']United States

Hackers air stolen D . C . police files : Report['United States']United States

Centennial School District data posted to dark web after ransomware attack['United States']United States

Gateley suffers data breach following cyber security incident['United Kingdom']United Kingdom

Family Practice Center , P . C . Announces Data Breach Affecting Patient Protected Health Information | Console and Associates , P . C .['United States']United States

Six year worth of personal data at risk in National Lottery Community Fund data breach['United Kingdom']United Kingdom

Cyber Security Today , Dec . 29 , 2021 – How hackers stole data on 113 , 000 customers from a Canadian bank['Canada'] Canada

UBC Medicine reports serious cyber security attack after phishing incident['Canada'] Canada

Criminals are using QR codes to scam people in restaurants with QR phishing on the rise['United Kingdom']United Kingdom

Darktrace AI Stops Sophisticated Ransomware Attack At South African Financial Services Provider['South Africa']South Africa

Hacker linked to BOV €13 million cyber heist jailed for 11 years['Malta'] Malta

Gemini Crypto Exchange Gets Hacked Are Customers at Risk of Phishing Scams ?['United States']United States

Shoprite data breach in Namibia , Zambia and eSwatini['Namibia', 'Zambia', 'eSwatini']Namibia, Zambia, eSwatini

Clergy , professors denounce racist and anti - Semitic hacking incident['United States']United States

Hacker destroys Hungarian Development Center digital database['Hungary'] Hungary

Payment card thieves hack Click2Gov bill paying portals in 8 cities['United States']United States

LocalGov . co . uk - Your authority on united kingdom local government - Council investigates data breach['United Kingdom']United Kingdom

Nodersok , a new malware that undetectable by most antivirus programs['Brazil'] Brazil

Malware alert : New malware found , it can drop 6 variants in one shot['Singapore']Singapore

Updated timeline details communication behind $2 . 9 million lost in streetcar phishing scam['United States']United States

Patrick ODonovan website altered by Kurdish hacker['Ireland'] Ireland



Mumbai : Bank server hacked , Rs 1 . 42cr siphoned off['India'] India

Kazakh Central Election Commission website came under cyber attack amid Senate elections['Kazakhstan']Kazakhstan

Malware spreading fast through the merchant fleet['China'] China

Top 5 on Fin24 : Former Eskom CEO lured to meet Guptas and latest on huge SA data breach['South Africa']South Africa

Fraudsters hack email accounts of home movers for cash['United Kingdom']United Kingdom

CSO admits major data breach as thousands of people details leaked out['Ireland'] Ireland

['http://www.chronline.com/northwest_regional_news/lawmakers-frustrated-by-secrecy-surrounding-massive-data-hack-at-washington-state-auditors-office/article_55ca978e-7d5e-11eb-9abe-530362c26182.html', 'http://www.chronline.com/stories/washington-state-lawmakers-grill-auditor-aides-over-disclosure-of-massive-data-breach,261315']Washington State Lawmakers Grill Auditor Aides Over Disclosure of Massive Data Breach['United States']United States

Assange hacked embassy comms , set up own internet['Ecuador'] Ecuador

# ScamBusters : Hackers exploit small business owners in Colorado Springs['United States']United States

Baptist missionaries exposed to data breach['United States']United States

Cyberinsurance company refuses to pay out full amount to bank after hacking .['United States']United States

Hacking at Chichester city council sees servers down for fourth day['United Kingdom']United Kingdom

Four firms with links to Japan Defence Ministry hacked['Japan'] Japan

Telegram Channel Affiliated With Iran - Backed Factions Threatens To Reveal Classified Iraqi Security Information , Blames Russian Hackers['Iraq'] Iraq

Google Search Fails Again : Recent Black Hat SEO Attacks Lead To Malware And Porn['United States']United States

Files from TFI Canpar leak after ransomware attack['Canada'] Canada

IVCC hires consulting firm for data breach communication['United States']United States

Hacker Admits Targeting Major US Websites - Infosecurity Magazine['United States']United States

Relief at Old Trafford as Manchester United see off hackers after club was being held to RANSOM['United Kingdom']United Kingdom

Sonic Data Breach Lawsuit Continues After US Judge Finds Fast - Food Chain Guilty of Putting Credit Card Info at Risk['United States']United States

Hacker gets SSN of 3 Missouri teachers in data breach['United States']United States

President López Obrador admits to being sick after massive hacking['Mexico'] Mexico

HACKER ATTACK ON RUSSIA TUDEJ: Most of the ip addresses are from the USA['Russia'] Russia

Criminals apply scam with false promotion after hacking Instagram of inn in Guaruj['Brazil'] Brazil

CYBER ATTACKS: Dominican State does not pay rewards['Dominican Republic']Dominican Republic

Corona is not alone, Malware virus is raising its head again, what is the danger increasing? Hackers are using new emollet malware to hack target devices['India'] India

Persistent phones with photovoltaics. You're not talking to a human, it's bots that phishing data['Poland'] Poland

Sentenced to two years in prison the hacker who attacked the website of the Navarrese government – Alerta Digital['Spain'] Spain

Hackers hacked the account of the Kuzbass Ministry of Health | Kemerovo region['Russia'] Russia

Turkish hackers seized Armenian newspaper['Armenia'] Armenia

Hacking Personal Information Leakage KT Confirms Cancellation of 70 Million Won Penalty['South Korea']South Korea

The Ural Federal District ranked 5th in the country in terms of the number of cyber attacks - News['Russia'] Russia

whatsapp hijacked delhi police alert people and users in delhi know your one mistake may require heavy | Delhi Police alerted about WhatsApp hacking! Know how one mistake can cost you dearly['India'] India

North Korea's Kim Soo-ki organization attempts APT hacking by impersonating a resident registration copy file['North Korea']North Korea

The Government of Córdoba criminally denounced the hacking of its official press website['Argentina']Argentina

[Exclusive] Corona loan to self-employed? 7.5 million won voice phishing criminal dulmi['South Korea']South Korea

Windows XP: leaked source code, millions of PCs at the mercy of hackers['France'] France

Algerian sites hacked by Moroccan hackers['Algeria'] Algeria

In Krasnoyarsk, serial ATM hackers stole more than 15 million rubles['Russia'] Russia

Phishing victims go through hell ['Canada'] Canada

The website of the newspaper Politika is under hacker attack['Serbia'] Serbia

They dismantle a network that defrauded 4 million hacking companies['Spain'] Spain

Data breach : Icare sends private details of 193 , 000 workers to wrong employers['Australia']Australia

Ankara News - 200 thousand cyber attacks on the university in a year['Turkey'] Turkey

The authors of the WannaCry ransomware have a new pastime. They infect ATMs and steal money['Czech Republic']Czech Republic

Every day an average of two cyber attacks on Telenet - customers - Belgium['Belgium'] Belgium

Lublin. The gang hacked into bank accounts. The bosses heard the allegations['Poland'] Poland

A. DE warns of new malware cause damage to the data on the computer['Germany']Germany

Evo Morales: Hacking of the Electoral Court and violence threaten the democratic will in Venezuela['Venezuela']Venezuela

Hackers attack government servers ['Luxembourg']Luxembourg

Federal prosecutors are prosecuting 19 people for large-scale fraud involving hacked bank accounts['Belgium'] Belgium

Hackers attack 28 million users of this social network['Mexico'] Mexico

Hackers attacked the Osgvard website ['Ukraine'] Ukraine

US , stolen NSA cyber weapons for sale online . Good hackers raise money to buy them and thwart attacks['United States']United States

Malware Detected on Android Targeting Banking Applications in Turkey['Turkey'] Turkey



FBI investigating attempted hacking of Ohio election network : report['United States']United States

['http://www.mercurynews.com/2017/03/01/coachella-festival-website-hacked-users-personal-data-stolen/', 'https://www.heise.de/newsticker/meldung/Daten-von-950-000-Fans-und-Besuchern-des-Musikfestivals-Coachella-gehackt-3643980.html', 'http://www.hollywoodreporter.com/news/goldenvoice-confirms-hack-coachella-website-981955', 'http://sunny1031fm.cbslocal.com/2017/03/02/coachella-website-hacked-goldenvoice-issues-warning-to-account-holders/', 'http://lasillarota.com/hackean-sitio-oficial-de-coachella-y-roban-informacion-de-usuarios', 'http://www.avclub.com/article/coachellas-website-was-hacked-251280', 'http://www.jambands.com/news/2017/03/01/hackers-breach-coachella-s-website-and-obtain-user-data/', 'http://www.spin.com/2017/03/coachella-2017-ticketholders-hacked-deep-web/', 'http://www.hypebot.com/hypebot/2017/03/coachella-website-hacked-user-data-on-almost-1-million-attendees-for-sale-on-dark-web.html', 'http://www.itpro.co.uk/data-leakage/28259/1-million-coachella-festival-goers-hacked', 'http://www.pe.com/aCoachella Website Hacked , User Data On Almost 1 Million Attendees For Sale On Dark Web['United States']United States

CERT - In says Facebook users should secure accounts after 6 . 1 million Indian users affected in data breach['India'] India

NATO Cloud Platform has been Hacked ['United States', 'Canada', 'United Kingdom', 'Germany', 'France', 'Italy', 'Netherlands', 'Poland', 'Spain', 'Turkey']

More than 18 , 000 MultiCare customers potentially impacted by cyber attack['United States']United States

Hacked Shanghai police database didnt let users set a password['China'] China

State Bar of Georgia Confirms Data Breach Following Ransomware Attack['United States']United States

Gloucester City Council cyber attack disrupts university consultation['United Kingdom']United Kingdom

45 mil Malindo Air passenger records allegedly obtained from data breach appear on online forum['Malaysia']Malaysia

Optus breach followed by Medibank and now attempted hack of Defence IT contractor['Australia']Australia

Iranian Cyberspy Group Launching Ransomware Attacks Against US['United States']United States

Federal judge orders Marriott to release forensic report from Starwood data breach | Buzz travel | eTurboNews['United States']United States

Point and shoot BlueKeep exploit presages WannaCry - like malware outbreak - CSO | The Resource for Data Security Executives['Australia']Australia

Solara Medical Faces Lawsuit Over Data Breach Impacting 114K Patients['United States']United States

Brazil clothing company Renner suffers ransomware attack and systems are down['Brazil'] Brazil

Hackers , tech glitches biggest challenges for National Testing Agency['India'] India

FG hacking into citizen phones ['Israel'] Nigeria

Greens candidate charged over hacking Vic ALP database proud of breaking law for public good['Australia']Australia

Yahoo Retires ImageMagick After Exploit Leaks Email Content['United States']United States

Popular blog commenting service hit by massive data breach['United States']United States

Digital Government Is Unable to Retrieve Their Hacked Twitter Accounts['Kenya'] Kenya

Scenic Bluff Healthcare Data Breach Could Affect 2 , 889['United States']United States

Former IT Administrator Found Guilty of Federal Charges for Hacking into Computers of Employer['United States']United States

NLCB disables social media accounts after hacking incident - Trinidad and Tobago Newsday['Trinidad and Tobago']Trinidad and Tobago

Hackers Attack North Dakota Government 75 - Million Times a Year['United States']United States

Officials warn residents after Dyersville staffer email account compromised in phishing attack['United States']United States

Baystreet . ca - Desjardins Group Raises Cost Of Data Breach To $108 Million['Canada'] Canada

Knoxville Police regain computer system access after ransomware attack['United States']United States

Hacked : Best Australian financial data for sale on the dark web['Australia']Australia

25 - year - old techie hacking govt sites , helping peddlers procure drugs through darknet arrested['India'] India

Monterey Bay Air Resources District hit with ransomware attack .['United States']United States

Staff unable to access patient files after Eastern Health cyber attack['Canada'] Canada

Hackers auction stolen CD Projekt data with charity fundraiser['Poland'] Poland

Sarasota Florida Studio Theatre recovering from ransomware attack['United States']United States

Nottinghamshire shop owner loses 50 % of business after being hit by hacker['United Kingdom']United Kingdom

After hacking into systems, CCSS extends the deadline to submit May returns['Costa Rica']Costa Rica

Greens on the hacker attack: "The district was poorly prepared - Rhein - Pfalz - Kreis['Germany']Germany

Power supply has been hacked due to ancient software['Austria'] Austria

Hackers made the source code of KÉRTA public['Hungary'] Hungary

Intesa Sanpaolo, hackers increasingly attacking savers['Italy'] Italy

Hackers hack apps to advertise dark web store['Ukraine'] Ukraine

Beware of carpooling scams: users victims of phishing attempts on Blablacar['France'] France

Malware arriving via email steals credentials stored in browsers['Brazil'] Brazil

Hackers stole over $100 million from blockchain systems in the first quarter['Russia'] Russia

Ufal reports that student data was leaked in a hacker attack['Czech Republic']Czech Republic

Embraer | Employee data and confidential documents leak after hacker attack['Brazil'] Brazil

Failure in LATAM plane system lets hackers steal sensitive data['Chile', 'Brazil']Chile, Brazil

A hacker attack turned off the giants for two hours['Argentina']Argentina

Hackers' New Target Backed Up Data ['Turkey'] Turkey

They investigate possible hacking of Uruguayan banks that blocked some web operations['Uruguay'] Uruguay

Hacker Zahirul tampering with customs server['Bangladesh']Bangladesh

Bangkok Bank Thai AirAsia credit card hacked['Thailand']Thailand

Tencent Security: Illegal hackers pretend to be enthusiastic users and launch targeted attacks on virtual currency trading platforms - Webmaster's Home['China'] China

How hackers managed to hack accounts protected by double authentication - Tech['France'] France

Big Spider found malware in more than 40 mobile phones, targeting Shanghai software developers – yqqlm['China'] China



Hackers From Iran Threaten Lufya to Pay US$1,000['Germany']Germany

DPR hackers hack accounts of well-known bloggers in Ukraine, - BBC['Ukraine'] Ukraine

['https://www.noticiasdenavarra.com/vivir-on/ciencia-y-tecnologia/2022/03/25/alertan-nuevo-ataque-phishing-roba/1243126.html', 'https://www.biobiochile.cl/noticias/ciencia-y-tecnologia/moviles-y-apps/2022/03/25/alertan-de-ataque-de-phishing-en-iphones-que-roba-el-apple-id.shtml', 'https://www.que.es/2022/03/25/alertan-ataque-phishing-iphone-identidad-apple/']Alert of phishing attack on iPhones that steals the Apple ID | Technology['Spain'] Spain

After hacking Mexican banks, your fortnight would take longer['Mexico'] Mexico

Le Mans . Telephone switchboard hacked: a salty bill of 1300 euros['France'] France

Hackers attacked company accounts through websites for accountants - Russian newspaper['Russia'] Russia

I'll release it for 100,000 won... Beware of Evos ransomware infection that bypasses the UAC security function['Japan'] Japan

The league hacked the Correctional Service['Sweden'] Sweden

Prosecutor's Office Bithumb's 30,000 personal send-off case hacker investigation['South Korea']South Korea

CERT NZ warns of Microsoft 365 fake voicemail phishing campaign['New Zealand']New Zealand

Government seeks united kingdom victims of Kaseya ransomware attack['United Kingdom']United Kingdom

LVHN patient information among those stolen during the Accellion FTA hack['United States']United States

Worthing Homes housing association data breach['United Kingdom']United Kingdom

IBM to help tighten Saudi Arabia cybersecurity as hackers target supply chains : General manager['Saudi Arabia']Saudi Arabia

Ransomware attack halts circulation of some German newspapers['Germany']Germany

How a Rust Supply - Chain Attack Infected Cloud CI Pipelines with Go Malware['United States']United States

Scotland broadband builder linked to Israeli spyware['Scotland', 'Israel']United Kingdom

Two Nigerian Nationals On Expired Visa Arrested For Hacking ATMs In India['India'] India

Medical Records Hacked At North Shore Pain Management['United States']United States

Special squad busts huge phishing scammers who stole around QR10 million['Qatar'] Qatar

Radio station WMNF victim of ransomware cyberattack['United States']United States

One Million StreetEasy Accounts Have Been Hacked['United States']United States

N . W . T . faces lawsuit over health data breach that could affect all residents['Canada'] Canada

After Jack Hack , Government Starts Taking Wireless SIM Hijacking Seriously['United States']United States

Health Insurer Agrees To Largest Settlement Of A Health Data Breach - Food , Drugs , Healthcare , Life Sciences['United States']United States

Russia Tried to Hack U . K . Visa System Before Skripal Poisoning : Whistleblower['United Kingdom']United Kingdom

St Jude Releases Updates After FDA Confirms Its Cardiac Devices Can Be Hacked['United States']United States

Hacker publicly releases 900GB of data stolen from Cellebrite['Israel'] Israel

Email Phishing using TERP SCHOLARSHIP FUND['United States']United States

Alaska DHSS facing potential breach after two Trojan malware attacks['United States']United States

Malware attack on Roanoke schools resolved['United States']United States

DJO Global notifies patients of potential data breach at 3 Nevada hospitals['United States']United States

National Stores Discloses Data Breach ['United States']United States

SX OS Nintendo Switch Custom Firmware Bricks Consoles If Hacked['United Kingdom']United Kingdom

Phishing attack results in a breach and patient protection services at Texas anesthesia practice['United States']United States

['https://www.novinite.com/articles/193300/Russian+Hacker+Arrested+in+Bulgaria+for+Ad+Fraud+of+over+%247+Million', 'https://www.zdnet.com/article/russian-hacker-arrested-in-bulgaria-for-ad-fraud-of-over-7-million/']Russian hacker arrested in Bulgaria for ad fraud of over $7 million['Bulgaria'] Bulgaria

Quebec region pays $30 , 000 Bitcoin ransom after servers hacked['Canada'] Canada

Cyprus digital security authority meets amid Chinese data breach | News['Cyprus'] Cyprus

Ransomware Infects Main Server of Large Insurance Company in Oman['Oman'] Oman

Alberta government website domain hijacked by porn hacker['Canada'] Canada

Fraudulent Phishing Is Still Continuing Unabated Despite Telecoms Claiming The Contrary : Paytm Informs Delhi HC['India'] India

Paper mills extend closures into summer due to COVID - 19 , malware attack['Canada'] Canada

Businesses hit with 700m hacks in the last 30 days['South Africa']South Africa

NC among 5 states with 40 % spike in gasoline demand after pipeline hack :: WRAL . com['United States']United States

Wisconsinites complain of phishing , scams , fraud amid pandemic['United States']United States

Hacker attack on Steirer - community - ransom demanded['Austria'] Austria

Hackers with American IPs attacked FAN servers, the police will take care of the case['Russia'] Russia

Michoacán: under investigation, 4 municipalities for alleged hacking of bank accounts['Mexico'] Mexico

Hacker attacks on NIK. Three people from Banaś's entourage could have been eavesdropped on['Poland'] Poland

Incoming malware: danger in Italy for the fake DHL mail['Italy'] Italy

Hacker attack forces Salling Group to use excel sheets['Denmark']Denmark

Cologne retailer Mattresses Concord was the victim of a hacker attack['Germany']Germany

['https://www.jdsupra.com/legalnews/market-actors-integrate-cryptocurrency-5647265/', 'https://www.jdsupra.com/legalnews/reports-analyze-bitcoin-price-energy-4943051/']Market Actors Integrate Cryptocurrency into Payment and Investment Products , More NFTs Launched , SEC Staff Issues Crypto Statement , DeFi Hacked for $14M | BakerHostetler['United States']United States

Hacker attacks against Drammen municipality are being investigated by the police['Norway'] Norway

Foreign hackers do not leave alone the servers of the government of the Altai Territory['Russia'] Russia



Iranian hackers broke into the computers of an Israeli company again; stick a finger in the eye['Israel'] Israel

Hackers sent malicious emails on behalf of RBC['Canada'] Canada

Phishing through Linkedin seeks to steal access credentials['Venezuela']Venezuela

Ransomware attacks VPN and RDP ['Germany']Germany

The Norwegian School of Economics affected by a data breach['Norway'] Norway

North Korea, from exchange hacking to direct mining... All-out efforts to procure foreign currency['North Korea']North Korea

A scammer stole $870,000 from 2 American universities using phishing emails['United States']United States

Magento : Web server hacked via vulnerability in MySQL protocol['Germany']Germany

Willhaben Hacked : Phone numbers stolen from users['Austria'] Austria

iCloud phishing attack: court sends another perpetrator to prison › Macerkopf['Germany']Germany

Momo sows terror in WhatsApp: users alert cases of Phishing | technology['Peru'] Peru

Heads are falling because of the Yahoo data breach['United States']United States

Alert . Phishing: The hacking of T! began to show signs['Argentina']Argentina

Ziggy Ransomware Gang Offers Victims Ransom Refunds['United States']United States

State warns of GEICO data breach , potential unemployment fraud claims['United States']United States

Retirement Fund Group Wants Data Breach Suit Tossed['United States']United States

NYC subway system was secretly hacked by Chinese - backed hackers in April of this year['United States']United States

Gaedeke Group , LLC Confirms Compromised Email Account Led to Recent Data Breach | Console and Associates , P . C .['United States']United States

CISA warns orgs of WatchGuard bug exploited by Russian state hackers['United States']United States

Hackers leak FBI watchlist , demand release of Russian spammer['United States']United States

Auditor - General hacked into hospitals to expose online security flaws['Australia']Australia

FTC gives two companies a slap on the wrist after appalling hacks['United States']United States

Iowa Grocery Chain Investigating Possible Hack of Payment Processing Systems['United States']United States

Phishing Email Sent From Douglas Elliman Chair Howard Lorber['United States']United States

Tesco Bank hack wakeup call needed to make mobile security a priority['United Kingdom']United Kingdom

Protests in Belarus , Nuclear Hacking and Combatting Violence on a Global Scale['Belarus'] Belarus

ISP customer data breach could turn into supercharged tech support scams – Naked Security['United States']United States

Global cyber attack touches Cook County['United States']United States

Mobile App malware scam rips off a million customers in Spain['Spain'] Spain

Multiple cyber attacks on public sector not reported to the police['United Kingdom']United Kingdom

Sensitive information about Bristol children has been sent to a private company instead of the council in alleged data breach['United Kingdom']United Kingdom

Ordinypt Ransomware Destroys Data Instead of Encrypting It['United Kingdom']United Kingdom

New Dridex Phishing Campaign Delivers Fake Accounting Invoices['United States']United States

SUNY Broome Students Targeted in Email Phishing Scam['United States']United States

Data Breach Not Because of SIM Card Registration : Minister | Economy & Business['Colombia']Colombia

DE BLASIO politically risky safe injection site plan NIXON will release tax returns Hackers target city governments RUDY back['United States']United States

Hackers hit Currys in huge cyber attack ['United Kingdom']United Kingdom

New data breach tool hits the ether ['United Kingdom']United Kingdom

Panic as all Government websites are hacked['Nigeria'] Nigeria

TWTD Possible Data Breach Announcement - Ipswich Town News['United Kingdom']United Kingdom

Aussie Bank Says Server Upgrade Led to Data Breach['Australia']Australia

Silence : Russian hackers responsible for stealing $6 . 4M target Aussie banks['Australia']Australia

Nigerian online fraudsters attack US companies with malware Quartz Africa['United States']United States

ESET discovers spyware on chat app - Security Middle East['United Arab Emirates']United Arab Emirates

Life360 Selling Location Data , NSO Group Spyware Hacks Government Employees , Homecoming Queen Contest Hacked['United States']United States

Mass hack incident exposes Tasmanian patient medical data on public website['Australia']Australia

12 people arrested for pushing malware apps['China'] China

Hackers Breached Israeli Water Reservoir HMI System['Israel'] Israel

Six jailed for ATM hacking in Greenwich , Bromley and Kent['United Kingdom']United Kingdom

ESET identifies a phishing campaign seeking to steal Outlook access credentials['Peru'] Peru

Banyumas IDI Official Website Hacked? - Purbalingga lens['Indonesia']Indonesia

Hackers find security gaps in the Mebis learning platform['Germany']Germany

The Communications Commission repels 821,000 cyber attacks in 11 months['United Arab Emirates']

Hacking to mine cryptocurrencies using Wi-Fi['South Korea']South Korea

Ghimob - new malware attacking the banking industry targeting mobile users['Vietnam'] Vietnam



A phishing campaign against Carrefour on WhatsApp and Facebook['France'] France

Hackers TERRORISE the government! The authorities cannot recover the data, they went back to telephones and FAX['Poland'] Poland

2020, Beware of Increasing Malware Attacks and Spreading Hoaxes: Okezone techno['Indonesia']Indonesia

It will invest the Superior Court of Justice of QR 4 . 5 million pesos for the acquisition of a new server after hacking attempt['Mexico'] Mexico

Alert to a phishing campaign that impersonates the Tax Agency['Spain'] Spain

With more authorities among targets , PF will preserve hacked material until court decision['Brazil'] Brazil

Has put a lid on the data breach at Sykehuspartner['Norway'] Norway

Large telegram channels reported a hacker attack['Russia'] Russia

usia: Hackers relieved the banks of 17 million dollars['United States']United States

200,000 Estonian social media passwords hacked['Estonia'] Estonia

Municipal employee is suspected of illegal data breach['Sweden'] Sweden

['https://www.wired.com/story/ios-macos-hacks-hong-kong-watering-hole/', 'https://www.indiatoday.in/technology/news/story/govt-hired-hackers-are-targeting-iphone-and-macbook-users-says-google-1876004-2021-11-12', 'https://www.heise.de/news/Spyware-nutzte-ungepatchte-Apple-Luecke-ueber-Aktivisten-Websites-in-Hongkong-6265496.html', 'https://wired.jp/2021/11/15/ios-macos-hacks-hong-kong-watering-hole/', 'https://www.itnews.com.au/news/suspected-gov-hackers-behind-watering-hole-attacks-in-hong-kong-572634', 'https://www.computing.co.uk/news/4040218/watering-hole-attacks-enabled-hackers-target-iphone-mac-users-hong-kong', 'https://www.mis-asia.com/news/Hackers-launched-massive-attacks-on-Apple-devices-8611.html', 'https://www.finanznachrichten.de/nachrichten-2021-11/54477630-gezielte-spyware-kampagne-nutzte-sicherheitsluecke-in-macos-und-ios-aus-397.htm', 'https://www.wiredprnews.com/the-hackers-targeted-apple-devices-in-hong-kong-for-the-widespread-attack/', 'https://www.derstandard.at/consent/tcf/story/20001311Hundreds of people's iPhones and Macs are targeted by hackers in connection with Hong Kong's pro-democracy movement['Hong Kong']Hong Kong

['https://www.diariopopular.com.ar/tecnologia/ataque-hacker-cencosud-otras-grandes-empresas-que-cayeron-ciberdelincuentes-n516794', 'https://www.clarin.com/tecnologia/hackearon-cencosud-pedirian-millones-dolares-publicar-informacion-privada-clientes-disco-jumbo-vea_0_XDYHVMm9s.html', 'https://www.ambito.com/informacion-general/hackers/hackeron-cencosud-y-piden-millones-dolares-no-revelar-la-informacion-privada-n5148493']They hacked Cencosud: they ask for millions of dollars not to publish private information of clients of Disco, Jumbo and Vea['Argentina', 'Chile']Argentina, Chile

WellDyneRx , LLC Files Notice of Data Breach With Federal Government Confirming More Than 38 , 000 People Were Impacted | Console and Associates , P . C .['United States']United States

Hackers Access Data of 355K People at University of Kentucky['United States']United States

Phishing cases rise as cyber frauds offer Covid testing , booster doses['India'] India

One third of phishing pages live for just a day['South Africa']South Africa

Empress EMS Announces Data Breach Leaking the Sensitive Information of 318 , 558 People | Console and Associates , P . C .['United States']United States

GiveSendGo addresses malicious hacking attack on Sunday night['United States']United States

New computer scam in Clearfield area involves hackers posing as Microsoft personnel – Connect FM | Local News Radio['United States']United States

Authorities investigate ransomware attack in Fleetwood ASD['United States']United States

Converge app hit by data breach ['Philippines']Philippines

Celo Blockchain - Based Moola Market Loses $8 . 5 Million In Hacking Incident['United States']United States

Cyber Attack Delays Body Cam Program : SJ Police['United States']United States

Healthcare Data Breach in IL Exposes COVID - 19 Vaccination Status['United States']United States

Hacking attempts are affecting several Switch owners , enable 2FA['Japan'] Japan

BBB warns of phishing scam impersonating Tim Hortons employee['Canada'] Canada

Ransomware and rapid data recovery in City of Sparks['United States']United States

Sedgwick County DA warns of phishing scam targeting Cox customers['United States']United States

['https://www.business-standard.com/article/pti-stories/avast-detects-over-43-000-clipsa-malware-attacks-on-pcs-in-india-119080700733_1.html', 'https://www.prabhasakshi.com/business/avast-detects-over-43-000-clipsa-malware-attacks-on-pcs-in-india']Avast detects over 43,000 Clipsa malware attacks on personal computers in India['India'] India

ECMC computer hack under investigation['United States']United States

Signalling System No . 7 ( SS7 ) vulnerability exploited by hackers to drain accounts protected by 2FA – Tech2['India'] India

Fake toll tickets drive malware to Queensland inboxes['Australia']Australia

File Sharing Site Bolt Hacked , 995 , 000 Accounts Exposed['United States']United States

DLA Piper had planned for a cyberbreach before major malware attack in June['United States']United States

Three - quarters of Redis servers are infected with malware['United Kingdom']United Kingdom

Financial professionals targeted by sophisticated keylogger malware['United States']United States

INM data breach , betting on the Lotto , and house price data['Ireland'] Ireland

Japan defence firm Mitsubishi Heavy in cyber attack['Japan'] Japan

Hacked : Monzo Says Typeform Breach Impacted Some User Data['United Kingdom']United Kingdom

Woman Charged over Theft of $319 , 000 in Ripple Cryptocurrency , Email Hacking['United States']United States

Russia Charged With OPCW Hacking Attempt | Arms Control Association['Netherlands']Netherlands

TTG - News - BA had bad luck with data breach , says Emirates boss['United Kingdom']United Kingdom

11M Customers Information Exposed In Latest Data Breach At Premera Blue Cross['United States']United States

Scare Force : Pakistan military hit by Operation Shaheen malware['Pakistan']Pakistan

Hacker pleads guilty to costly cyber attacks on computer servers['United States']United States

University of Utah Health patient info was breached through phishing schemes['United States']United States

Android CamScanner PDF app sent malware to phones['United Kingdom']United Kingdom

['https://www.welivesecurity.com/2022/01/25/watering-hole-deploys-new-macos-malware-dazzlespy-asia/', 'https://www.phonandroid.com/macos-apple-est-impuissant-contre-ce-malware-qui-espionne-les-mac-depuis-plus-dun-an.html', 'https://www.itwire.com/security/eset-identifies-new-mac-malware.html', 'https://mac.iphoneitalia.com/116753/malware-dazzlespy-macos', 'https://www.bleepingcomputer.com/news/security/new-dazzlespy-malware-targets-macos-users-in-watering-hole-attack/', 'https://www.techshout.com/old-mac-malware-dubbed-updateagent-gets-smarter-with-every-new-version/', 'https://www.wired.com/story/mac-malware-growing-more-sophisticated/', 'https://www.clubic.com/pro/entreprises/apple/actualite-407991-update-agent-le-malware-qui-infecte-les-mac-depuis-plus-d-un-an.html', 'https://www.lemondeinformatique.fr/actualites/lire-dazzlespy-le-malware-espion-ciblant-les-mac-85599.html', 'https://pcworld.hu/pcwlite/sulyos-kartevo-jelent-meg-macos-en-305676.html', 'https://www.futura-sciences.com/tech/actualites/cybersecNew DazzleSpy malware targets macOS users in watering hole attack['France'] France

Experian says investigating if involved in Brazil data breach['Brazil'] Brazil

Phishing Attackers Now Have New Target : Medical Schools['United States']United States

Hacker gangs threaten to publish data if victims contact the government['United States']United States

Warning as Covid phishing sites impersonate police forces['United Kingdom']United Kingdom

Possible hacker shuts down French Settlement town hall['France'] France

Côte d'Ivoire: A network of grazers specializing in account hacking and scams dismantled["Côte d'Ivoire"]"Côte dIvoire"



Police Call the Bjorka Hacker Case Suspects Still Possible to Increase['Indonesia']Indonesia

Cash Aid Fraud: Phishing Scams ['Ukraine'] Ukraine

Slobodna Dalmacija - Attacks all over Ukraine, at least three people died in Kiev, among them a 17-year-old girl. Hackers crashed the website of the European Parliament['Ukraine'] Ukraine

Hackers Knocking on Doors: Vulnerabilities in HID Mercury Access Controllers Allow Attackers to Remotely Break into Doors['Russia'] Russia

Dominoes of hacker attacks. Which departments suffered['Bulgaria'] Bulgaria

Authorities detect new cyber attack on MEIC platforms['Costa Rica']Costa Rica

Phishing of patients' data by alleged controllers. The National Health Fund alerts and warns['Poland'] Poland

Bank account hacking syndicate via APK file download['Malaysia']Malaysia

Comments - Russian Hackers Hit Our Intelligence Site['Russia'] Russia

Huachicoleros wanted to assassinate AMLO for messing with the wrong person, reveals SEDENA hack['Mexico'] Mexico

They order a bank to refund $1. 000 . 000 to a client for a case of phishing['Argentina']Argentina

Ahok Calls BTPND Instagram Account Hacked, Used to Sell Iphone['Indonesia']Indonesia

When the server room becomes a cryptocurrency mine. The hacker used EPYC processors['Poland'] Poland

17 . 05 . 2021 : traffic jam after cyber attack ( daily newspaper Junge Welt )['Germany']Germany

The US authorities have no data on the hacking of federal agencies due to a vulnerability in Microsoft software['United States']United States

SBU reports on neutralization of 600 cyber attacks in 2020['Ukraine'] Ukraine

Anonymous hacks Myanmar police website after another bloody day – ANRed['Myanmar']Myanmar

Hackers hijack Google tool to steal credit card numbers['France'] France

['https://www.bhaskar.com/tech-auto/news/magniber-ransomware-vs-hackers-alert-update-on-edge-and-google-chrome-browser-manually-129302523.html', 'https://soyacincau.com/2022/01/17/microsoft-edge-users-beware-this-fake-edge-update-downloads-malware-onto-your-pc/', 'https://www.20minutes.fr/high-tech/3219543-20220119-chrome-une-fausse-mise-a-jour-dissimule-un-logiciel-malveillant', 'https://tech.co/news/fake-chrome-microsoft-edge-update-ransomware', 'https://www.notebookcheck.net/Magniber-ransomware-being-spread-in-the-guise-of-a-legit-Microsoft-Edge-and-Google-Chrome-update.592776.0.html', 'https://divyamarathi.bhaskar.com/tech-auto/auto/news/magniber-ransomware-vs-hackers-alert-update-on-edge-and-google-chrome-browser-manually-129302872.html', 'https://geeko.lesoir.be/2022/01/19/chrome-une-fausse-mise-a-jour-dissimule-un-logiciel-malveillant/', 'https://www.phonandroid.com/chrome-edge-cette-mise-a-jour-des-navigateurs-cache-un-malware-qui-chiffre-vos-donnees.html', 'https://www.linformaticien.com/magazine/cybMagniber ransomware being spread in the guise of a legit Microsoft Edge and Google Chrome update['France'] France

ASCII.jp: Rapidly increasing encrypted communication exploit attacks, thorough "do not trust" - Zscaler['Japan'] Japan

Chairman of the Bandar Lampung DPRD, Wiyadi Reluctant to Take Seriously the Hacking of the DPRD's Official Website['Indonesia']Indonesia

Google fixes flaw in Android that allowed hacking cell phones via USB['Brazil'] Brazil

They closed the group and offered cash prizes: several large communities of Izhevsk were hacked in one day['Russia'] Russia

They maintain cyber attacks on Sinaloa media for three consecutive days['Mexico'] Mexico

China-Russia's new weapon is hacking and fake news... Covert attack on global emergency['China', 'Russia']China, Russia

Malware distributor neutralized in Dagestan['Russia'] Russia

Mysterious hacking of the North Korean embassy in Spain['Spain'] Spain

Lazarus, a hacking organization linked to North Korean hackers, launched its first cyber attack this year['North Korea']North Korea

Technos # 210: Disney+ prices, peace between Amazon and Google, Outlook and Hotmail hacking,…['Belgium'] Belgium

Padangsidimpuan District Court Site Was Hacked, Actor Called Numpang Confused['Indonesia']Indonesia

Turkish media: Total and Eni operations in block 7 hacked['Cyprus'] Cyprus

Wanna Cry : BKA takes over investigations after global cyber attack panorama society['Germany']Germany

Alleged hacking causes a crash in the consultation system in Hidalgo['Mexico'] Mexico

Hacker attack on the Neo24 store. pl. Customers are asked to change their login password as soon as possible!['Poland'] Poland

Palo Alto Networks reveals cyber attacks targeting ministries of foreign affairs in many countries of the world['United States']United States

A way to hack corporate Apple Macs using MDM has been discovered['United States']United States

Hackers threaten police officers in WhatsApp groups['Mexico'] Mexico

Phishing: police warn of 500 euro voucher - profit['Germany']Germany

Cyber police investigate 700 bitcoin theft with spyware['Ukraine'] Ukraine

Anonymous hero hacks routers ['Hungary'] Hungary

``Resentment against refusal to hire staff'' Sewage facility targeted by Australian hackers | Threat of cyber attack | Mihoko Matsubara['Japan'] Japan

['https://laverdadnoticias.com/tecnologia/Microsoft-alerta-sobre-aumento-de-malware-que-ataca-billeteras-con-criptomonedas-20220518-0055.html', 'https://www.securitylab.ru/news/531730.php', 'https://www.zdnet.fr/actualites/microsoft-invente-une-nouvelle-typologie-de-malware-destine-au-vol-de-cryptomonnaies-39942333.htm']Microsoft warns about increase in malware that attacks cryptocurrency wallets['Mexico'] Mexico

Reactions to Russian hacking operation: Rutte and May strongly condemn the action['Netherlands', 'United Kingdom']Netherlands, United Kingdom

Our servers and the hacker attack on the US Democrats: continuation of the story / King Servers Blog / Habrahabr['United States']United States

Hackers first attacked a business through a refrigerator / Geektimes['Russia'] Russia

IBM Captures Global Expansion of Prevalent Financial Malware['Ukraine'] Ukraine

The head of Pskov's Instagram accounts were hacked three times in 3 days['Russia'] Russia

Anonymous group attacks again by hacking company accused of sexism['Brazil'] Brazil

Gov . Charlie Baker expects vendor to compensate dealers , service stations after malware attack suspended inspections stickers in Massachusetts['United States']United States

Centennial schools to close for 2 days after hackers breach school technology systems['United States']United States

DC police looking for suspect who allegedly re - posted hacked information['United States']United States

Colorado Data Breach Settlement with Impact MHC['United States']United States

StarHub still using default voicemail PINs exploitable by hackers['Singapore']Singapore

Altcoins Affected By Nomad Hack Collapsed As Much As 94 %['United States']United States

Hackers target partner of Grand Opera House['United States']United States



A New Restaurant in Logan Square Faces a Hacker Attack['United States']United States

Identity Theft Resource Center Q3 2022 Data Breach Report : Compromises & Victims Up from Q2 – Record High Year Unlikely['United States']United States

Germany arrests hacker for stealing €4 million via phishing attacks['Germany']Germany

Company helps law firms combat cyber attacks | cambrian - news . co . uk['United Kingdom']United Kingdom

Cybersecurity news : LokiLocker ransomware , Instagram phishing attack and new warnings from CISA['United States']United States

CHI Memorial Releases an Update on their Cyber Attack['United States']United States

DHS Says Not on my Watch ! to Hawaii Undersea Telecom Cable Hack['United States']United States

MultiCare employee information impacted in ransomware attack['United States']United States

Cyber attack on Massy Group – Tech expert : TT at mercy of cyber criminals['Trinidad and Tobago']Trinidad and Tobago

Infostealer Malware Market Booms , as MFA Fatigue Sets In['United States']United States

Knox College wireless connection down due to ransomware['United States']United States

Lesson for FBR : Pakistani Helps US Govt Avoid Massive Tax Data Breach['Pakistan']Pakistan

Cyber attacks scam students , take identities | The University Star['United States']United States

Google logins make JavaScript mandatory , Huawei China spy shock , Mac malware , Iran gets new Stuxnet , and more['China', 'Iran']China, Iran

Victorian public servant work details stolen in Data breach['Australia']Australia

Hacking group uses steganography to fly under security radar['South Africa']South Africa

Asteelflash electronics maker hit by REvil ransomware attack['France'] France

Federman & Sherwood Initiates an Investigation of the Data Breach at The Kroger Co .['United States']United States

Gift Card Website of Greene King compromised by the hackers['United Kingdom']United Kingdom

Pa . Convenience Store Must Fork Over Data Breach Report['United States']United States

MBIE admits being hacked twice in the last year and that it faces up to 330 , 000 attempts a month['New Zealand']New Zealand

Health center issues notice of possible data breach['United States']United States

CERT NZ : malware reports , financial losses surge in Q4 2018['New Zealand']New Zealand

Email security risk assessment : Spam and malware attachments undetected['United Kingdom']United Kingdom

Bitcoin - hungry hackers broke their own decryption tool , analysts warn['United States']United States

Pennsylvania ranks second worst in country for cyber attacks['United States']United States

Hackers Seize Internet ['United States']United States

Most Federal Agency Cyber Attacks Occur at the FDIC['United States']United States

Apple latest iOS update patches 911 DDoS attack exploit['India'] India

Feds : Russian gangs hacked Nev . slot machines['United States']United States

WIU UTech conducts internal review of phishing attacks['Jamaica'] Jamaica

Hermes Ransomware Employed by North Korean Hackers for a Recent Bank Theft['North Korea']North Korea

Chicago man charged with hacking company servers after termination['United States']United States

Hunt launched for hacker targeting state institutions - ARAB TIMES['Kuwait'] Kuwait

GCC holds presentation to address Equifax data breach['United States']United States

Phishing Trojan Campaign Morphs at Scale to Defeat Legacy Detection['United States']United States

Hacked smart cars , chocolate takeovers and airbrushing bans['United States']United States

2018 Data Breach Pace Slows ['United States']United States

Health Data Breach Tally Update : A Puzzling Omission['United States']United States

WEI Mortgage LLC ( WEI Mortgage ), Notice of Data Breach['United States']United States

New Phishing Scheme Affecting Social Security Disability Recipients['United States']United States

Google and Microsoft find a FOURTH chip flaw that could put billions at risk from hackers['United Kingdom']United Kingdom

Data hack at South Eastern Regional College could affect staff information - reports['United Kingdom']United Kingdom

Dating Scams Are Widely Used In Malware Attacks , Study Finds['United States']United States

IoT Malware Discovered Trying to Attack Satellite ...['United States']United States

Scammers phishing for whale in latest con | News['United States']United States

Eight States Enact Or Amend Data Breach Notification Laws - Data Protection['United States']United States

Malware on Nova Scotia Business Inc . website went unnoticed for up to 6 years - Halifax['Canada'] Canada

iTWire - Two - in - one : Windows malware doubles up as ransomware and botnet unit['Australia']Australia

Cosmetics company Avon offline after cyber attack['United States']United States

Hackers Compromise Cisco Servers Via SaltStack Flaws['United States']United States

Council website targeted by pro - Palestine hackers | Latest Norfolk and Suffolk News['United Kingdom']United Kingdom

Cyber Security Today – Wi - Fi vacuum cleaner a threat , more WordPress plugin hacks , the worst stores for unsafe Android apps['Canada'] Canada

Virtual chat ZOOM experiencing hacking problems['United States']United States

Polish Prosecutor First Beneficiary Of Apple Youve Been Hacked By NSO Spyware Notification Program['Poland'] Poland



Data breach ? Computer equipment sold by school district was not wiped clean['United States']United States

Police warn shared power banks could transmit malware , but the industry continues to thrive in China['China'] China

Revised 16nm Switch Tegra SoC hacked with modchip['United States']United States

US Biz Wins Court Case Against Ransomware Data Thieves - Infosecurity Magazine['United States']United States

Various Malware Lurks in Discord App to Target Gamers['United States']United States

Online ag auction network is victim of ransomware attack['United States']United States

Senate website hit by cyber attack amid ongoing probe['Philippines']Philippines

Security consultant hired by Foreign Office linked to string of hacking complaints['United Kingdom']United Kingdom

South Korean Shipbuilder DSME Confirms New Possible Cyber Attack['South Korea']South Korea

Spyware Agent Tesla is rampant in the Czech Republic. It steals users' passwords['Czech Republic']Czech Republic

A New Malware Discovered, Steals Access To Facebook Business Accounts['Malaysia']Malaysia

Hackers hacked emails from employees of the Casa de Nariño['Colombia']Colombia

Fraudsters send letters to residents of Yekaterinburg about hacking a router and demand bitcoins['Russia'] Russia

Sick but there is still strength to keep fighting: AMLO after hacking the Sedena['Mexico'] Mexico

Peru vs. Bolivia | Bolivian Football Federation was hacked after the victory and left a curious message: Oh what a pity you give me... | FBF | hack | virus NCZD | SPORT - OVERALL['Bolivia'] Bolivia

Accusation: A resident of Ramallah sent phishing messages to more than a million Israelis['Israel'] Israel

Hacker Attacks | alarm from the united states government | The threat now is killerware['United States']United States

Fear of blackout: electricity network operator pays millions for hackers['Switzerland']Switzerland

['https://lawstreetmedia.com/news/health/sea-mar-community-health-centers-hit-with-wave-of-class-actions-over-massive-data-breach/', 'https://healthitsecurity.com/news/sea-mar-community-health-centers-faces-lawsuit-over-data-breach']Sea Mar Community Health Centers Hit with Wave of Class Actions Over Massive Data Breach['United States']United States

['https://www.donga.com/news/Culture/article/all/20220719/114522916/1', 'https://www.insight.co.kr/news/404349']SBS YouTube channels were hacked and suddenly deleted... Cryptocurrency real-time broadcast right before deletion['South Korea']South Korea

Postal staff blocked 360 million won voice phishing['South Korea']South Korea

They manage to hack the Dark Web and leak data from thousands of its users['Spain'] Spain

Chinese hackers learned how to crack two-factor authentication and got upset when they were prevented['China'] China

Crimes :: Hackers cheat with emails about non-existent obligations :: Monitor. bg['Bulgaria'] Bulgaria

Domestic website hacking damage exceeded 4,500 cases in the last 5 years... Urgent countermeasures['South Korea']South Korea

Signs of HP Tapped By Hackers ['Indonesia']Indonesia

Hamas Malware for Android: Cyber attack targeted smartphones of Israeli Defense Force soldiers['Israel'] Israel

Vulnerability in KDE's Ark Tool Allows Linux Accounts to be Hacked['Russia'] Russia

A hacker succeeds in hacking judicial data['Luxembourg']Luxembourg

Ransomware operators claim 2 million credit cards stolen from E-Land['South Korea']South Korea

45% of companies were targeted by cyber attacks in 2019['Romania']Romania

Troll factory - hackers leak evidence from Special Counsel Mueller['United States']United States

Hacked TV5Monde can only broadcast pre-recorded programs Thursday morning['France'] France

Very close to the official tax website, this website hacks your personal data['France'] France

Believe it or not: NASA was once hacked with a Raspberry Pi['United States']United States

Hacked customer data from Telenor was used to recruit customers to Tre['Norway'] Norway

There were no test results, so there was malware - steals files and takes screenshots['Finland'] Finland

Now the Data Inspectorate is to review the hack against the state's salary system['Norway'] Norway

Unified State Examination in the Russian language passes regularly, despite the hacker attack - Rosobrnadzor : Pskovskaya Lenta Novosti / PLN['Russia'] Russia

Statement of the FAN regarding the hacker attack on the resource['Russia'] Russia

120 billion in hacking damage such as Upbit and Bithumb, protect investors['South Korea']South Korea

Secret information of 100 people including Angela Markle leaked by hacking ID 389492| Bangladesh Pratidin['Germany', 'Bangladesh']Germany, Bangladesh

['https://thehill.com/policy/technology/overnights/480170-hillicon-valley-social-media-accounts-of-nfl-teams-hacked', 'https://thehill.com/policy/technology/overnights/479648-hillicon-valley-amazon-asks-court-to-halt-microsofts-work-on', 'https://thehill.com/policy/technology/overnights/479458-hillicon-valley-un-raises-concerns-about-saudi-hacking-of-bezos']Hillicon Valley Presented by Philip Morris International NFL social media accounts hacked | Dem questions border chief over controversial Facebook group | Clinton says Zuckerberg has authoritarian views['United States']United States

Hestia in the crosshairs of hackers. The first such attack in Poland['Poland'] Poland

Scammers launched an attack on Israelis using PayPal: do not peck at phishing['Israel'] Israel

RosInvest paid $500,000 for Linux hacking. Com['Russia'] Russia

Palestine news and Azza Strip Now, hackers are taking advantage of Instagram to spy['Palestine']Palestine

Stop two attempts to hack elections in Catalonia['Spain'] Spain

Official government account hacked ['Mexico'] Mexico

Android hacking Trojan horse on WeChat threatens online banking to steal funds _ Bank Security _ Bank _ CICC Online['China'] China

They wrote a phishing request and received military equipment from the Pentagon['United States']United States

Hackers attack Monaco computers ['Monaco'] Monaco

Method allows hackers to recover IDs of iPhone owners['Belgium'] Belgium

Flash Warnings from Cyber Experts: Those Phones Have Malware['Turkey'] Turkey

Fillon too confident, kisses for Mélenchon, Macron hacked['France'] France



In Geneva, the mystery of the Mossack Fonseca hack remains intact['Switzerland']Switzerland

Buffalo schools still reeling from ransomware attack['United States']United States

Serious data breach at derelict Norfolk care home['United Kingdom']United Kingdom

Sophisticated malware of Chinese origin shows up again in the wild after 3 years['China'] China

South Korean public sector organisations targeted by Gwisin ransomware['South Korea']South Korea

Mid - Valley Scam Alert : Local email account hacked for Amazon scam['United States']United States

ABFRL faces data breach on its portal : Tech News['India'] India

How $12 Can Buy Hacked Social Media & Streaming Accounts from the Dark Web , 2022 Whizcase Study Reveals['United States']United States

Philippine bank customers offered $200 Valentine Day gift via SMS phishing scam['Philippines']Philippines

Beaufort County notifies 3K poll workers of data breach . SLED says it discovered the hack['United States']United States

['https://www.smh.com.au/national/nsw/data-of-186-000-customers-leaked-in-service-nsw-cyber-attack-20200907-p55t7g.html', 'https://www.startupdaily.net/2020/09/nsw-government-service-nsw-cyber-security-hack-attack/', 'https://siliconangle.com/2020/09/07/186000-customer-records-stolen-australian-state-government-phishing-attack/']186 , 000 customer records stolen from Australian state government in phishing attack['Australia']Australia

Spore police : S$22 , 000 lost so far to new unpaid ERP toll phishing scam['Singapore']Singapore

Apple PC and mobile chips suffer from world - first data theft exploit['United Kingdom']United Kingdom

Upper Peninsula Power Company Reports Recent Data Breach Compromising SSNs of More than 39k Customers | Console and Associates , P . C .['United States']United States

Police Investigating High School Students Hacking System , Charging Others For Better Grades « CBS Miami['United States']United States

Saint John council tight - lipped following data breach report['Canada'] Canada

Russian DNC Hackers Launch Fresh Wave of Cyberattacks on U . S .['United States']United States

Russia Spy Hack Case Rocked as Judge Stiff - Arms Feds['Russia', 'United States']Russia, United States

Hacker who targeted Furness Academy and Barrow election candidate sentenced['United Kingdom']United Kingdom

National Gallery blocked 2million cyber attacks last year['United Kingdom']United Kingdom

Breaking : EnerMech hit with cyber attack across global business - News for the Oil and Gas Sector['United Kingdom']United Kingdom

Healthcare Services and IT Provider Resolves Data Breach['United States']United States

PROPHECY UPDATE : 9 / 11 Hack By Dark Overlord - Russia Is Paying Close Attention['United States', 'Russia']United States, Russia

744 million accounts hacked , Reliance Jio tops in 4G availability and other top tech news of the week['India'] India

Three Romanians Plead Guilty In $21 Million Phishing Scheme['Romania']Romania

Ikea says sorry for customer data breach['Sweden'] Sweden

Wasabi Wallet Developer Raises Alarm over Malware Masquerading as Wallet Site – BTCMANAGER['Japan'] Japan

Fancy Bear Hacking Group Adds New Capabilities , Targets['United States']United States

Real gambler & hacker made a fortune by jackpotting Las Vegas casinos['United States']United States

Developer of HildaCrypt ransomware releases decryption keys for free['United States']United States

Indian education institutions hit hard by hackers : Report['India'] India

Wizard Spider Upgrades Ryuk Ransomware to Reach Deep into LANs['United States']United States

Apple admits being a victim to hackers - PC Tech Magazine['Uganda'] Uganda

Cleveland City Council got the silent treatment during Cleveland Hopkins International Airport computer hack['United States']United States

This Russian Cyber Mogul Planned To Take His Company Public . Then America Accused It Of Hacking For Putin Spies .['United States']United States

Pennsylvanians getting slice of settlement after data breach which affected 147 million nationwide['United States']United States

Anthony Murgio will plead guilty in bitcoin case tied to hacking ring['United States']United States

82 % of security operations centres of reviewed U . S . organizations vulnerable to cyber attack : HP['United States']United States

Former Lucchese employee pleads guilty in hacking case['Italy'] Italy

Talent Agency Hit with Malware Attack ['United States']United States

Researchers observe aggressive spam campaign selling Philadelphia ransomware['United States']United States

OneLogin hacker swiped AWS keys , can decrypt stolen data['United States']United States

Microsoft Battles Fancy Bear Hackers ['United States']United States

More than 4 , 000 RBC residents notified of data breach by state['Canada'] Canada

ME posts world highest rise in data breach costs['United Arab Emirates']United Arab Emirates

Hacker That Tried to Frame Krebs for Heroin Goes to Jail['United Kingdom']United Kingdom

A data breach cost $3 . 6M on average in 2017 : 6 things to know['United States']United States

Bad Dog ! Wag Labs Socked With Data Breach['United States']United States

County officials to discuss latest developments in ransomware attack['United States']United States

Atlanta employees now allowed to turn on computers after cyber attack['United States']United States

The Snark : The President Show Back , Dr . Izzy Disappearance , General Hospital is 55 and Panera Data Breach['United States']United States

Former Eastpointe DPW superintendent accused of hacking city computer['United States']United States

Hong Kong man arrested in international crackdown on Webstresser hacking syndicate['Hong Kong']Hong Kong

Yahoo $80M Data Breach Settlement Gets Preliminary OK ( 1 )['United States']United States

Hackers breach customer rating tool used on over 7 , 000 websites['Japan'] Japan



How a college meme group regained control after a hacker took it hostage['United States']United States

California Department of Consumer Affairs suffers malware attack['United States']United States

Phishing Scam Does Not Implicate Forgery Coverage , Court Requests Further Briefing for Computer Fraud Coverage | White and Williams LLP['United States']United States

Moose Jaw grocery store hacked ['Canada'] Canada

Inside job not likely in Mark Nagoyo hacking incident NBI exec['Philippines']Philippines

Maryland Uber drivers affected by data breach may receive $100['United States']United States

Belgium Energy Minister Twitter Account Hacked - Fake Ethereum Giveaway Advertised – News Bitcoin News['Belgium'] Belgium

Phishing Campaigns Mimic Microsoft Teams , HHS COVID - 19 Vaccine Tracker['United States']United States

Cybercriminals now using fake forums to trick victims into downloading malware['Malaysia']Malaysia

Malang City Police Got Hacked After Viral Mass Prostration Over the Kanjuruhan Tragedy['Indonesia']Indonesia

unocero - Cybersecurity: This is what a data breach costs companies in LATAM['Mexico', 'Colombia', 'Argentina', 'Peru', 'Chile', 'Ecuador', 'Bolivia', 'Paraguay', 'Uruguay', 'Venezuela', 'Brazil', 'Panama', 'Costa Rica', 'Dominican Republic', 'El Salvador', 'Honduras', 'Guatemala', 'Nicaragua']Mexico, Colombia, Argentina, Peru, Chile, Ecuador, Bolivia, Paraguay, Uruguay, Venezuela, Brazil, Panama, Costa Rica, Dominican Republic, El Salvador, Honduras, Guatemala, Nicaragua

The OpenSea Discord Server Was Affected by a Phishing Attack, A Number of NFTs Disappeared['Indonesia']Indonesia

Hacking of the voter register: Farouk Bouasker denies Kaïs Saïed['Tunisia'] Tunisia

A drastic increase in the number of cyberattacks. Hackers added gas over the Vistula['Poland'] Poland

['https://planoinformativo.com/744336/aclara-visitmexico-que-pagina-web-fue-hackeada-', 'https://www.xataka.com.mx/seguridad/sitio-visit-mexico-esta-caido-falta-pago-realidad-se-trata-hackeo', 'https://www.radioformula.com.mx/noticias/20200725/no-es-hackeo-es-falta-de-pago-pagina-de-visitmexico-es-suspendida/', 'http://tiempo.com.mx/noticia/visit_mexico_cayo_hackeo_julio_2020/', 'https://www.forbes.com.mx/visitmexico-pagina-web-hackeada-no-por-falta-de-pago/', 'https://elmercurio.com.mx/nacional/visit-mexico-cayo-por-hackeo-o-por-falta-de-pago', 'https://www.elsoldemexico.com.mx/finanzas/visitmexico-revela-hackeo-a-su-portal-5539379.html', 'http://cincoradio.com.mx/no-es-hackeo-es-falta-de-pago-pagina-de-visitmexico-es-suspendida/', 'https://sipse.com/mexico/visitmexico-plataforma-digital-sitio-fue-hackeado-promocion-turistica-empresa-secretaria-turismo-comunico-372940.html', 'https://www.milenio.com/negocios/visit-mexico-hackean-pagina-web-sectur', 'https://www.elsiglodedurango.com.mx/2020/07/1237753.hackeanVisitMexico points out that the website was hacked, not suspended for non-payment • Forbes México['Mexico'] Mexico

Security Insights: Malware Hidden in Pictures['Czech Republic']Czech Republic

Blümel's new employer Victim of cyber attack['Austria'] Austria

Data security in Leverkusen: Two hacker attacks on the city administration repelled['Germany']Germany

Check Point: Czech organizations are most often threatened by the theft malware FormBook['Czech Republic']Czech Republic

Diversion Completed, 2 Cabinet Secretariat Site Hackers Asked to Make an Agreement & Mandatory Report['Indonesia']Indonesia

OM wants cell and TBS for Zwollenaar for shooting, assault, violence and hacking['Netherlands']Netherlands

Android closed 4 "holes" that hackers are already using with might and main['Russia'] Russia

Phone and WhatsApp hacks in Eagle Pass – Zócalo Newspaper | News from Saltillo, Piedras Negras, Monclova, Acuña['Mexico'] Mexico

One of the main French alcohol groups hit by ransomware['France'] France

Case of hackers Lurk | Sverdlovsk region['Russia'] Russia

This malware hidden in pirated software is undetectable by Windows Defender['France'] France

These are the latest facts about the hacker attack on Rolle VD['Switzerland']Switzerland

The hacker group ChamelGang attacked Russian companies in the fuel, energy and aviation industries['Russia'] Russia

Hackers use GIFs to hack WhatsApp app['Samoa'] Samoa

US court banned three Russians from using malware in Bugat case | Russian Agency for Legal and Judicial Information['Russia', 'United States']Russia, United States

RTCG - Radio Television of Montenegro - National Public Service :: World :: Trump's election site was briefly targeted by hackers['United States']United States

The publication director of a site arrested for having hacked Free Mobile accounts and siphoned off 358 million CFA francs['France'] France

STEG warns against a phishing campaign['Tunisia'] Tunisia

The French training agency targets a giant hacking operation['France'] France

Vivab exposed to data breach ['Sweden'] Sweden

Hacked by your partner : thousands of Dutch people spied on via stalkerware['Netherlands']Netherlands

ThaiCERT warns! An SMS trick to download the Thai Chana app is actually a malware that steals financial information.['Thailand']Thailand

WHO employees' emails hacked ['Russia'] Russia

Hackers from Banten Defraud Italian Company of IDR 58.8 Billion, Conspiracy with Nigerian Men['Italy'] Italy

Ukrainian gas giant Naftogaz suffered a cyber attack['Ukraine'] Ukraine

The FBI has been hacked. Will the United States find the extreme in the face of Russia?['United States']United States

China hackers are attacking on database of our country according to IIT Kanpur professor report['India'] India

Kemerovo hacker tried 817 times to hack the systems of Volgograd power engineers['Russia'] Russia

New movement in Android malware, attention to BianLian variants (July 6, 2019)['Japan'] Japan

Voice phishing Multi-level damage amount, the state recovers['South Korea']South Korea

Hackers go so far as to modify Chrome and Firefox to track you even in HTTPS['France'] France

Germany . Phishing destroys data by masquerading as a cryptolocker['Germany']Germany

Malware attacks Apple computers ['United States']United States

Hackers use bot protection to steal user passwords['Ukraine'] Ukraine

Hackers hack a La Poste advertising agency, 14,000 bank cards compromised['France'] France

Students Hacking Thousands of Systems Get IDR 200 Million['Indonesia']Indonesia

4800 hacking attempts/blocks over 3 years in Gyeongbuk and Daegu['South Korea']South Korea

Hacking exposes the history of 6 million cards['Mexico'] Mexico

96 percent of companies have been victims of at least one serious exploit['Netherlands']Netherlands

For "Beauty surgery" affected by hackers['Lithuania']Lithuania



Species hacking scam, financial companies not responsible['United Kingdom']United Kingdom

Kaspersky warns of cyber attacks on IoT devices - Bankir. Ru['Russia'] Russia

['https://www.techradar.com/news/open-source-software-hijacked-by-north-korean-hackers', 'https://3dnews.ru/1075101/microsoft-severokoreyskie-hakeri-ispolzuyut-modifitsirovannoe-po-s-otkritim-ishodnim-kodom-dlya-provedeniya-atak', 'https://cacm.acm.org/news/265172-microsoft-hackers-are-using-open-source-software-fake-jobs-in-phishing-attacks/fulltext', 'https://www.standartnews.com/tekhnologii/microsoft-severnokoreyski-khakeri-izpolzvat-modifitsiran-softuer-s-otvoren-kod-za-da-atakuvat-nared-505192.html', 'https://japan.zdnet.com/article/35194033/']Microsoft: hackers use modified open source software to attack the IT sector, the media and even the military-industrial complex['United Kingdom']United Kingdom

Media: Hacked, France Bleu announces the death of Johnny Hallyday['France'] France

Controversy over the alleged hacking of opposition computers in Lugo, which the mayoress denies['Spain'] Spain

Strange hacking in the Jokela library ['Finland'] Finland

Cyber attack impacting county operations['United States']United States

Iraqi hackers target Israeli digital intelligence company site with cyberattack : Report['Israel'] Israel

QNAP confirms Qlocker ransomware used HBS backdoor account['Russia'] Russia

Marietta City Schools Email Hack ['United States']United States

The Vineyard Gazette - Martha Vineyard News | SSA Paid No Ransom After Cyber Attack['United States']United States

5 Things to Know in Alaska Politics : Cruise line hacked , Legislature stalls , an Alaska startup targets PFAs['United States']United States

Air India still in process of intimating passengers of cyber attack : MoCA['India'] India

Croatia data protection regulator fines telecom €285 , 000 for insufficient security that facilitated data breach['Croatia'] Croatia

Denver Suburb Says No Deal to $5M Ransomware Demands['United States']United States

Currency . com Evades Russian DDoS Cyber Attack['Russia'] Russia

Nation - State Hacker Attacks on Critical Infrastructure Soar : Microsoft['Russia'] Russia

Over 20 , 000 attempts to hack elections , but Esperon says govt warded it off['Philippines']Philippines

Twitter account of Pokemon Go creator hacked by OurMine : TechMoran['United States']United States

New GZipDe Malware Drops Metasploit Backdoor['United Kingdom']United Kingdom

Credit Card data compromised after installing malware on PoS systems['United States']United States

China - backed hackers RedFoxtrot targeted defence research , telecom in India , US firm finds['India'] India

Twitter suspends DDoSecrets account which shared hacked data from FBI['United States']United States

3 . 5 % of Israelis Were Hacked in 2018 , Report Says['Israel'] Israel

Click Fraud Risk as Smartphone Discovered with Pre - Installed Malware['United Kingdom']United Kingdom

Qatar - Govt may sue private firm over data breach['Qatar'] Qatar

Yankton School District Still Recovering from Network Data Breach['United States']United States

Confirmed : Google Android Suffers Sustained Attacks By Anti - Uighur Hackers['China'] China

Flagstaff school district to use two make - up days after ransomware attack['United States']United States

VSU community targeted by phishing attempts['United States']United States

SonicWall Sees Dramatic Jump In IoT Malware , Encrypted Threats , Web App Attacks Through Third Quarter['United States']United States

Digital attacks on banks not hacking , Sabric assures['South Africa']South Africa

Police play down data breach , minister hangs on['United States']United States

Cyber attack shuts down computers at San Antonio mental health provider['United States']United States

US charged Russian intelligence agent Igor Sushchin with hacking 500 million Yahoo email accounts['United States']United States

Texas DPS Cyber Security Team Warns of Bank of America Phishing Email['United States']United States

City of Chicago employee emails stolen in hack on outside law firm['United States']United States

Teen TalkTalk hacker denies flogging stolen personal data for Bitcoin['United Kingdom']United Kingdom

PM to get report on massive Yahoo data breach['United States']United States

Experts Warning of New Google Chrome Malware Scam['United States']United States

Potential PSN Hackers Arrested In Spain['Spain'] Spain

Bucks burglary probe leads to a Montco hacker and possible $40M bitcoin theft['United States']United States

Proponents of gay marriage amendment targeted by hackers – Minnesota Lawyer['United States']United States

Hackers Still Have OCC Off ['United States']United States

Check for your email address in massive data breach['South Africa']South Africa

Chilton Medical Center warns 4 , 600 patients of data breach linked to a stolen hard drive['United States']United States

Shadow Brokers have allegedly already made nearly $90 , 000 from their monthly hacking tool dumps['United Kingdom']United Kingdom

Google Drive Exploited to Download Malware Directly from URL['United Kingdom']United Kingdom

Saudi Arabian petrochemical site hacked using malicious computer software | World | News['Saudi Arabia']Saudi Arabia

Impeach McConnell , Boehner , and Cantor Today : Top US government hackers buy millions of dollars worth of malware on grey markets to spy on foreign governments - Washington Post , Aug . 2013['United States']United States

Hate hacking : Anti - Semitic message shows up on Pinal County mess['United States']United States

Education , Government , and Telecommunication Sectors in Saudi Arabia Among Most Affected by Malware in 2017['Saudi Arabia']Saudi Arabia

Manor Lakes P - 12 College confidential student documents appear on pupil iPad in data breach['Australia']Australia

PCs still infected with Andromeda botnet malware , despite takedown['Japan'] Japan

Russian election hacking hits a bump , but it still going on['United States']United States



2 men arrested in Oklahoma , suspected in $14 million cryptocurrency theft , hacking of California company['United States']United States

Backdoors Up 44 %, Ransomware Up 43 % from 2017['United States']United States

Chinese hackers are using backdoors to gain unrestricted access to companies and governments and it not about the money['China'] China

Memphi Titan customers may have been hit by data breach['United States']United States

Fake Singapore police site phishing for confidential info['Singapore']Singapore

Just Park : Belfast company flags data breach hitting thousands['United Kingdom']United Kingdom

Man held for hacking into IRCTC tatkal portal['India'] India

Facebook malware threat unmasked ['South Africa']South Africa

Bush Presidential Center , Boy Scouts , Texas Tech among hundreds hit in Blackbaud ransomware attack['United States']United States

Kiwi malware reports surge ['New Zealand']New Zealand

Nucleus warns clients of HMRC refund phishing email['United Kingdom']United Kingdom

Researchers say they found Rosetta Stone for mapping systems infected with old Equation Group malware['United States']United States

St . Joseph / Candler Faces Lawsuits in Wake of Ransomware Attack['United States']United States

Criminal charges filed against 22 - year - old suspect who hacked Chico State computers['United States']United States

Cryptocurrency Firm Tether Refuses to Pay Ransom to Hackers['United States']United States

Cybersecurity : Crypto - hacking raised USD 1 . 300 million in the first quarter of 2022['Argentina']Argentina

In front of Osijek's cathedral, a pornographic film was playing on the city transport screen: We have been hacked['Croatia'] Croatia

['http://rinf.com/alt-news/newswire/researchers-hack-popular-bluetooth-gun-safe/', 'https://www.prisonplanet.com/watch-researchers-hack-popular-bluetooth-gun-safe.html']Prison Planet . com » Watch : Researchers Hack Popular Bluetooth Gun Safe['United States']United States

Edenred hacked: IS still not back to normal['France'] France

Malware infostealer makes 13, 6 thousand victims in Brazil in February['Brazil'] Brazil

AridViper hackers attacked Israeli officials['Israel'] Israel

Cybersecurity firm confirms suspicions in two cases of alleged hacking['Israel'] Israel

They discover a malware that poses as a cryptocurrency wallet to steal Bitcoin['Spain'] Spain

Some systems for sequencing the genome have proven vulnerable to hackers, which threatens to falsify or steal genetic information.['Russia'] Russia

[Original] ``Hacker target'' information on 2 metropolitan hospitals … Named in chat used by attackers['Japan'] Japan

Microsoft blocks DevilsTongue malware ['United States']United States

Hackers Use SSH Brute Force Crackers to Invade Remote Devices for Mining and DDoS Attacks['China'] China

BugTraq . En : FireEye cybersecurity major robbed by "extremely sophisticated hackers"['United States']United States

PF fulfills warrants in Itumbiara in operation against investigated gang of cyber attacks on the STF['Brazil'] Brazil

Check Point: Czech phishing often exploits the Czech Post Office or banks['Czech Republic']Czech Republic

Cadena SER changes IT provider after hacking['Spain'] Spain

Three Belgorod residents face up to six years in prison for hacking ATMs['Russia'] Russia

Stop lending if voice phishing is suspected... Samsung Fire & Marine, detection system establishment['South Korea']South Korea

Unemployed students hack UNAM Political Science page to prevent online classes['Mexico'] Mexico

Hacker Meows - attacks reached Kazakhstan['Kazakhstan']Kazakhstan

Hacking and threatening phone calls to North Korean human rights activists who are about to run for office… 24-hour police protection['North Korea', 'South Korea']North Korea, South Korea

Federal Police indict accused of hacking cell phones of Moro and Deltan['Brazil'] Brazil

Matrix secure communication protocol infrastructure hacked, hacker talks and exposes bad security practices that helped him['France'] France

A company victim of computer hacking sees Rs 600,000 fly away['Mauritius']Mauritius

Fireworld spyware creator sentenced to eight-month suspended prison sentence['France'] France

Conducting voice phishing in a camp in the Philippines… forced repatriation['Philippines']Philippines

318 thousand cyber attacks prevented at HITU['Turkey'] Turkey

Ecuador: Swede Ola Bini rejects accusation of hacking the State['Ecuador'] Ecuador

Data Hack of Ratanlal C Bafna Jewellers, Hacker Demands 60 Lakhs Extortion['India'] India

Hackers prey on dating site users ['United Kingdom']United Kingdom

He stole thousands of accounts, who is the 20-year-old Albanian hacker?['Albania'] Albania

Gift card system fashion chain C & A hacked in Brazil['Brazil'] Brazil

noticias slp Three complaints in Condusef delegation for hacking in banks['Mexico'] Mexico

Česká spořitelna faces another wave of phishing. The fake e-mails reached hundreds of thousands of people['Czech Republic']Czech Republic

Hackers intervene official account of the Ministry of Health and retweet erotic video['Mexico'] Mexico

Western Digital's My Cloud can be hacked remotely['France'] France

Anonymous hacked the Community website on 1['Spain'] Spain

Gamers hacked in addition to killing in CS and Team Fortress['Russia'] Russia

Employment contract camouflage HWP malware['South Korea']South Korea

How hackers exploit pirated software to mine cryptocurrency['United States']United States



California School District Among 6 Getting Help from IBM Against Cyber Attacks['United States']United States

Former Tory party staffer of Alex Nuttall charged in alleged 2020 computer hack['Canada'] Canada

Goodwill claims it was hit by data breach['United States']United States

Decentralized Exchange GMX Suffers $565K Price Manipulation Exploit On AVAX / USD Trading Pair['United States']United States

Mental health trusts still unable to access patient records after cyber attack['United Kingdom']United Kingdom

Pa . Pepsi Workers Sue Over Lost Wages After Kronos Hack['USA'] USA

More info released on TRHS data breach['United States']United States

Nebraska will receive $139 , 000 out of $16 million in data breach settlements['United States']United States

Louisiana Corrections Department Suffers Third - Party Data Breach , 85K Impacted['United States']United States

APWG Q3 2022 REPORT : Phishing Reaches New Quarterly High in Late 2022['United States']United States

Welcome to the BPS website | Scam Alert : Phishing E - mail Claiming to be from Butterfield Bank['Bermuda']Bermuda

Major Irish company paid out over ransomware attack , High Court hears['Ireland'] Ireland

FBI Arrests NYPD Detective On Hacking Charges['United States']United States

Jamaica National hit by major cyber attack['Jamaica'] Jamaica

Cape Verde State IT technology network suffers malware attack['Cape Verde']Cape Verde

Experts working around the clock to restore services , Saint John says in cyber attack update['Canada'] Canada

Good Guy Malware : Linux Virus Removes Other Infections to Mine on Its Own['United States']United States

Stevens Institute computer system down following malware attack['United States']United States

The Silence hacking crew grows louder ['United States']United States

Bakersfield City officials confirm second Click2Gov portal data breach['United States']United States

Big Game Phishing - Security - United States['United States']United States

Athens clinic cyber attack ruling could set Ga . legal precedent['Greece'] Greece

KICKICO Reports that Hacking Victims Have ALL Received their Stolen Crypto Back but One Industry Insider Explains this Could have Been Easily Avoided['Russia'] Russia

LabMD Files Review Petition Against Data Breach Allegations['United States']United States

Malicious Android apps lead to phishing site that can steal your Instagram passwords['United Kingdom']United Kingdom

Police warn public to stay vigilant of HMRC phishing scam ( From Northwich Guardian )['United Kingdom']United Kingdom

Ransomware hoax on iPhone prompts update release['United States']United States

Hackers Target Travel Bookings System , Phish Google Users and Demand Ransom for Netflix Show['United States']United States

Butler County network hacked ['United States']United States

['http://business.iafrica.com/news/1059869.html', 'http://ewn.co.za/2018/06/22/information-regulator-satisfied-with-liberty-s-handling-of-data-breach', 'https://in.reuters.com/article/liberty-holdings-cyber/south-africas-liberty-holdings-suffers-cyber-attack-idINKBN1JD0V7', 'https://www.businesslive.co.za/bd/companies/financial-services/2018-06-23-information-regulator-happy-with-libertys-conduct-over-data-breach/', 'https://www.devdiscourse.com/Article/25465-south-africas-liberty-shares-fall-5-percent-after-cyber-attack', 'http://www.freemalaysiatoday.com/category/business/2018/06/18/liberty-refused-to-pay-ransom-after-computer-systems-hacked/', 'https://af.reuters.com/article/investingNews/idAFKBN1JE0UK-OZABS', 'https://af.reuters.com/article/southAfricaMarketNews/idAFL8N1TK3JU', 'http://www.asianage.com/technology/in-other-news/180618/south-africas-liberty-holdings-victim-of-cyber-attack.html', 'https://citizen.co.za/business/1957149/liberty-share-price-tumbles-4-after-data-breach-scandal/', 'https://www.uSouth Africa Liberty Holdings suffers cyber attack , ransom demanded - Business News['South Africa']South Africa

Spam Ticked Downward in 2017 , but Phishing Was Up['United Kingdom']United Kingdom

Ms Office hack attacks up 4X – Gadget ['South Africa']South Africa

Alaska public assistance agency discloses data breach from Trojan horse virus['United States']United States

DanaBot Trojan Targets Bank Customers In Phishing Scam['Australia']Australia

Decentralized Exchange Waves Scored a $6 Million Debut . Then It Got Hacked['United States']United States

Phishing scam alert : Longford people warned to be wary of hoax callers['Ireland'] Ireland

Missoula Internet Administrator Warns of Phishing Scam['United States']United States

How EventBot malware exploits shift to mobile payments during coronavirus crisis['United States']United States

Security Flaw , Possible Data Breach in Steam Platform Game['Qatar'] Qatar

Magecart customers pay twice due to hacking of website code['United Kingdom']United Kingdom

Android Malware for Mobile Ad Fraud Spiked Sharply ...['United States']United States

Switch eShop Exploit Encourages Fake Leak Of Wii U And 3DS Game Rereleases['Japan'] Japan

Exclusive : Ahead of Super Bowl , DHS acting secretary discusses hacking of NFL social media accounts['United States']United States

Google clamps down on apps spreading malware ; used ML to identify those violating its disruptive ad policy['India'] India

Pulse+IT - Ransomware goes big game hunting['Australia']Australia

Mortgage processor Filogix hacked amid surge in loan requests['Canada'] Canada

Russian state - sponsored hackers have been sniffing Middle East defence firms , warns Trend Micro['Middle East']Middle East

Hacked Washington Schools Platform Sends Phishing E - Mails['United States']United States

Free Fast Food and Coupons Latest Virus - Related Hacker Scam['United States']United States

Flaw In TeamViewer Can Allow Hackers To Steal System Password['United States']United States

Your medical devices are vulnerable to hackers , researches report['United States']United States

UCPB leadership revamped , crack probers sent in after hacking['Philippines']Philippines

Sunova Credit Union customers to pay $1K deductible after falling victim to Google ad phishing scam['Canada'] Canada

Phishing Campaign Tied to Trickbot Gang['United States']United States

EPCOR united states Telephone Service Vendor Impacted by Ransomware['United States']United States



Hacking network shut down ['Barbados']Barbados

Call of Duty community calls for Warzone anti - cheat after hacking allegations rock $250k Twitch tournament['United Kingdom']United Kingdom

Dozens of institutional abuse victims to sue over data breach['United Kingdom']United Kingdom

Nigerian Arrested For Duping People By Hacking Mobile Phones : Delhi Police['India'] India

Hackers and scammers target Murray State['United States']United States

Microsoft Exchange Servers are being used to distribute Qakbot malware['United Kingdom']United Kingdom

Missouri Admits It Fucked Up In Exposing Teacher Data , Offers Apology To Teachers -- But Not To Journalists It Falsely Accused Of Hacking['United States']United States

Security Insights: Malware in Fake Crypto Ads. com['Czech Republic']Czech Republic

Yemen news now The Houthi militia, after hacking the legitimate Telegram channels, resorts to this trick to deceive the followers['Yemen'] Yemen

['https://thehill.com/policy/technology/overnights/497204-hillicon-valley-fbi-dhs-to-accuse-china-of-hacking-virus', 'https://thehill.com/policy/cybersecurity/overnights/497664-hillicon-valley-experts-raise-security-concerns-about-online']Hillicon Valley : Experts raise security concerns about online voting | Musk finds supporter in Trump | Officials warn that Chinese hackers targeting COVID - 19 research groups['China', 'United States']China, United States

Bali Election Commission Social Media Account Hacked, Hackers Put Moroccan and Jordan Flags['Indonesia']Indonesia

Vaud computer system – The State fears the “rebounds” of hackers in its computers['Switzerland']Switzerland

[Information Security Daily] On September 16, 2022, the Canadian telecommunications company BTS was attacked by the ransomware Hive, and the computer version of the Teams application stored user authentication data in plain text['Canada'] Canada

The phishing company of the Bajnai Gordons is trying to influence voters by illegal means['Hungary'] Hungary

The company paid a ransom to hackers who broke into its systems['Poland'] Poland

Attention ! This malware in Microsoft Office can run code even without macros['France'] France

Hacker attack on Emil Frey - group central plus['Switzerland']Switzerland

TT exposed to cyber attack | The journalist['Sweden'] Sweden

How hackers cracked open a dozen cars in a single day['France'] France

Discovery of e-mail hacking attack impersonating the Ministry of Unification... North Korea-linked organization thallium['South Korea']South Korea

[Exclusive] The parking lot system that the National Intelligence Service fell behind, that was the entrance to hacking['South Korea']South Korea

Massive data breach – Up to 500,000 passwords leaked online['Finland'] Finland

Already on the first day: They tried to hack the platform for admission of first-graders in Sofia['Bulgaria'] Bulgaria

Fake emails account for more than 50% of cyber attacks['Vietnam'] Vietnam

Oil , meat , subway ... Threats to the US economy and security in successive supply chain hacks['United States']United States

About 35% of cyber attacks on industrial enterprises in 2019 were caused by the WannaCry virus['Russia'] Russia

Attention! Attacks that spread the EMOTET malware have intensified['Romania']Romania

They hack class registers to remove absences, 10 suspects['Italy'] Italy

Tesla targeted by hackers ['United States']United States

See what porn-related malware looks like. It infected twice as many mobile phones last year['Czech Republic']Czech Republic

Hackers have launched a DDoS attack against hospitals in Paris['France'] France

Ransomware hit Orange - Centrum PRasowe['France'] France

The site with the BesogonTV program archive has been hacked. Programs destroyed...['Russia'] Russia

The hacking attack on Time. mk had two stages, Trajkovski revealed how the server was taken over['North Macedonia']North Macedonia

KakaoTalk scam with personal information stolen... Interception of malicious app installation reports [Voice phishing evolving]['United States']United States

Cyber security | new Gestuff malware attacks via SMS['Italy'] Italy

Arminfo : Adam Schiff claims that the information that appeared on his website about Saudi Arabia's support for the resolution on the Armenian Genocide is the result of a hack['Armenia'] Armenia

iPhone: Hackers Use Fake Jailbreak to Install Malicious App['United States']United States

Politika Online - A hacker attack on a Canadian bank affected 4.2 million clients['Canada'] Canada

Tikkie data breach: IBAN was shown with a mobile number['Netherlands']Netherlands

Refugees fear being hacked by the regime they escaped from - NRK Norway['Norway'] Norway

Instagram Profiles on the Fly – Hackers Steal Accounts with Verification Emails | Today bg['Bulgaria'] Bulgaria

Furniture manufacturer Artopex taken hostage by hackers['Canada'] Canada

Two captured for theft through computer means and data breach['Colombia']Colombia

Hacker inserts malicious code, reads email content['Vietnam'] Vietnam

Used to book tickets by hacking IRCTC website, then...['India'] India

US authorities ask to sentence hacker - mercenary Baratov to almost 8 years | News['United States']United States

Hackers stole a billion dollars in the largest attack on banks['Armenia'] Armenia

Hacking Deutsche Telekom boxes: Liberia was actually targeted['Liberia'] Liberia

ING DiBa : Phishing with new message from your ING['Germany']Germany

[Chi][Exclusively] Break through the Joint Chiefs of Staff and Combined Forces Command... Hacking the start-up plan['South Korea', 'United States']South Korea, United States

New technology news A phishing email targeting government and private agencies in Saudi Arabia['Saudi Arabia']Saudi Arabia

The smart toy can even be hacked to spy['Finland'] Finland

Parents hack insulin pumps ['Sweden'] Sweden

The Mossos union victim of a hack: These arrests are a joy['Spain'] Spain



Scouting site temporary paradise for hackers['Netherlands']Netherlands

Arrested for making a company and selling 200 corporate bankbooks to a voice phishing organization['South Korea']South Korea

Police detain businessman linked to Trump hack['Spain'] Spain

Google warns against prepared hacker attacks['Denmark']Denmark

Hacker group takes social media ['Netherlands']Netherlands

Shishiga malware attacks Linux-based systems['Ukraine'] Ukraine

The hackers disconnect the bulk of the IBEX and take the colors of the CNI['Spain'] Spain

Ethereum, hacking worth 7.8 billion won worth of Tully also skyrocketed… up to 28 million['South Korea']South Korea

Amazon : Your user account has been restricted in phishing lures['Germany']Germany

FBI: Software maker complicit in hacking['Netherlands']Netherlands

Spyware planted in portable media devices perfect tool for data thieves , scammers : Cybersecurity expert['Malaysia']Malaysia

Black Basta Ransomware Teams Up with Malware Stalwart Qbot['United States']United States

Weekly Bytes | SpaceX floating spaceport , Ransomware attack on Fujifilm , and more['Japan'] Japan

Report : Oldsmar water hack came after city computer visited compromised website['United States']United States

RockYou2021 Data Breach : How to Know if Your Password has been Leaked : News : Gamenguide['United States']United States

Northwestern Memorial HealthCare Latest Victim of Elekta PHI Data Breach['United States']United States

Student details , photos exposed in University of WA data breach['Australia']Australia

What the Tech ? FBI Issues Warning about Cyber Attacks['United States']United States

North Port feeling the impact of a recent cyber attack['United States']United States

Radiology Ltd . Announces Data Breach Affecting Patient SSNs and PHI | Console and Associates , P . C .['United States']United States

Gloucester cyber attack : A year since hackers disrupted vital services for thousands of citizens['United Kingdom']United Kingdom

FIN8 Group Returns , Targeting POS Devices With Malware['United States']United States

U . S . cyber attacks raise oversight questions » Albuquerque Journal['United States']United States

Malware spotted doing unspeakable , filthy things to infected Macs – injecting Bing results into Google searches['United Kingdom']United Kingdom

Shubert Organization notified customers about data breach['United States']United States

Portrait of the week : Brexit party surges in polls , WhatsApp is hacked and Doris Day dies['United Kingdom']United Kingdom

Researchers Build App That Kills To Highlight Insulin Pump Exploit['United States']United States

Business email compromises - when hackers go for the biggest haul - Business Intelligence Middle East - bi - me . com['United Arab Emirates']United Arab Emirates

Pune - based Company falls prey to Phishing Scam loses INR 24 Lakh['India'] India

Customers of Zions Bank notified of data breach['United States']United States

Texas Man Convicted In Phishing Attack On LA Court['United States']United States

Fallout 76 February 14 Server Maintenance Addresses Exploit Abuse and Item Duplication['United States']United States

DVLA car tax phishing scam exposed - New scam could empty your bank account['United Kingdom']United Kingdom

Emergency declared by Louisiana Governor after ransomware attack['United States']United States

Over 430 , 000 attempted cyber attacks in 2018 : ITA['Oman'] Oman

Hit by data breach , Anthem warns Mainers to watch for identity theft['United States']United States

Trial set for Seattle software engineer charged in Capitol One data breach['United States']United States

The RCS Texting Protocol Is Way Too Easy to Hack['United States']United States

Fast food chain says payment malware hit dozens of US restaurants['United States']United States

Vertcoin Twitter Account Hacked , Promised Fake Bitcoin Giveaway['United States']United States

Pegasus Project : Rwandan authorities chose thousands of activists , journalists and politicians to target with NSO spyware['Rwanda'] Rwanda

['http://thehill.com/policy/technology/overnights/394731-hillicon-valley-new-equifax-insider-trading-charges-320-million-potentially', 'http://thehill.com/policy/technology/overnights/394267-hillicon-valley-scotus-upholds-travel-ban-accused-nsa-leaker-enters-guilty']Hillicon Valley : Justices uphold Trump travel ban | Tech response | Accused NSA leaker enters guilty plea | Dems press for more info on OPM breach | Senators press Trump to uphold ZTE ban | New hacking threat to satellites['United States']United States

Malware , Sir ? Jenkins ‘ software butler ’ tool gets many security fixes – Naked Security['United States']United States

New variant of Geodo / Emotet banking malware targets the united kingdom['United Kingdom']United Kingdom

Ashley Madison Data Breach Results In $11 . 2 Million Settlement['United States']United States

GAO to Investigate Fishy Claims FCC Comments Were Hacked['United States']United States

Malaysia blocks data breach checker site SayaKenaHack . com['Malaysia']Malaysia

Trojan malware campaign targets tax ['United States']United States

Hacken Helps Jibrel Network Neutralize Phishing Scam Websites in Less Than Three Hours['']

US Government Pays $10 , 650 Bug Bounty in Hack the ...['United States']United States

Hackers tricked British donors to send cash to Syrian migrant appeal['United Kingdom']United Kingdom

Kentucky to receive money in data breach settlement['United States']United States

12 years in prison for man who hacked Nasdaq , helped swipe 160M credit cards['United States']United States

RIG exploit kit strikes again , cryptocurrencies malvertising campaign['United States']United States

Guess who quit Facebook now ? Playboy deactivates after data breach scandal['India'] India



Hospital medical records risk data cyber attacks['United States']United States

This YouTube Hack Bypasses Country & Age Restrictions['United States']United States

Pioneer AVIC Infotainment Units Hacked to Load Custom ROMs['United States']United States

Construction sign hacked to read Abolish ICE['United States']United States

TrendLabs - Malware Blog - Blackgear Cyberespionage Campaign Resurfaces , Abuses Social Media for C & C Communication - CSO['Australia']Australia

Travelport offers agents new tool to tackle cyber hacking | World News['United States']United States

PoC Exploit Compromises Microsoft Live Accounts via Subdomain Hijacking['United States']United States

Hacker says USPS ignored serious security flaw for over a year['United States']United States

Data breach notification , BCFP guidance standardization bills advance['United States']United States

Blunkett warns of Olympic cyber attack ['United Kingdom']United Kingdom

Federman & Sherwood Investigates the Data Breach at PaperlessPay Corporation['United States']United States

Senators Respond to Attempted Attacks on U . S . IP by Chinese Hackers['United States']United States

Only on 3News : student who hacked Riverside school district portal speaks out['United States']United States

OUTBREAK UPDATE : Sag Harbor Village Board Shuts Down Zoom Meeting After It Is Hacked['United States']United States

Website of PH magazine hacked by unknown parties['Philippines']Philippines

SOS Forum • Rhythmic Robot Hacked ['United Kingdom']United Kingdom

Hackers are backdooring QNAP NAS devices with 3 - year old RCE bug['Russia'] Russia

Known Crypto Phishing Scam Still Plaguing Electrum BTC Wallets['United States']United States

Business malware attacks climbed 79 % in 2018['United Kingdom']United Kingdom

Six to face trial in Bahrain for hacking ePayment website , clearing dues using fake payments | THE DAILY TRIBUNE['Bahrain'] Bahrain

WVU Medicine switches to alternative time - tracking tool following Kronos cyber attack['United States']United States

DeathStalker APT Spices Things Up with PowerPepper Malware['United States']United States

Hacked therapy centre Vastaamo goes into liquidation['Finland'] Finland

After spyware scandal , Israeli NSO touts proud family of workers saving lives['Israel'] Israel

Owner of DDoS for hire sites found guilty of hacking offences['United Kingdom']United Kingdom

Microsoft probes if hackers saw e - mail to local partner['Taiwan'] Taiwan

PARSIQ Launches TRACKR to Provide Real - Time Wallet Hack and Fund Transfer Alerts['United States']United States

Jones Day Hacked Vendor Taps Latham For Breach Suits['United States']United States

macOS: malware alert, operating system at risk['Italy'] Italy

Wikileaks reveals the CNI botch: the contact to buy spyware was Sanz Roldán['Spain'] Spain

9 , 7 million customers hacked - the company refuses to pay['Norway'] Norway

Eye of the big BRATA: improved malware joins the ranks of APT threats['Russia'] Russia

Mytournai users. be victims of a phishing attempt (Tournai)['Belgium'] Belgium

Dark Web : New hacking tool in circulation that can steal data with ease['Germany']Germany

They will return 85% of the money lost in the hack to the IMUVI Celaya['Mexico'] Mexico

Specialists recorded 172 cyber attacks on the Internet portal of the CEC on the last day of voting['Russia'] Russia

Hackers began to deceive Russians using fake broadcasts from the Olympics['Russia'] Russia

García Vilchis minimizes hacking to the Sedena['Mexico'] Mexico

Everest Ransomware gang hacked data from the Argentinian Government and asks for US$200. 000 reward : : El Litoral - News - Santa Fe - Argentina['Argentina']Argentina

Microsoft Office found a loophole for hacking by hackers, which was not closed for 18 years by RosInvest. Com['Russia'] Russia

Stealing Foreigner Credit Card Data, Hacker Gang Arrested by the East Java Regional Police['Indonesia']Indonesia

Ghorba News in Arabic - The hacking of Hezbollah Bank reveals its funding.. Biden demands urgent action['Lebanon', 'United States']Lebanon, United States

Ukrainian hacker received 2 years probation for mining Bitcoin on other people's computers['Ukraine'] Ukraine

VZGLYAD / Before the May holidays, dozens of phishing sites with "RZD tickets" were revealed :: News of the day['Russia'] Russia

Google Play bans 8 dangerous malware Cryptocurrency apps from Play Store after Trend Micro complaint. Delete these dangerous 8 apps immediately, otherwise your bank account will be hacked['India'] India

[News zoom-in] Hacking, APT attack that relentlessly attacks like a spy['South Korea']South Korea

Hackers learned how to hack PCs using regular mail and teddy bears['Russia'] Russia

The death of the most dangerous lurker of the Moroccan monarch.. The official procession was hacked several times['Morocco']Morocco

FBI stepped in after hack allegations ['United States']United States

ASCII.jp: Smartphone-operated coffee maker hacked!? (1/2)['Japan'] Japan

In Russia, called a hacker who hacked the US government['United States']United States

['http://www.globenewswire.com/news-release/2019/05/22/1840567/0/en/Nearly-a-Fifth-of-U-K-Public-Sector-Organisations-Reported-Over-1-000-Cyberattacks-in-2018-Despite-Over-95-Percent-of-Respondents-Using-Firewalls-Antivirus-and-Malware-Protection.html', 'https://www.finanznachrichten.de/nachrichten-2019-05/46773874-solarwinds-worldwide-llc-nearly-a-fifth-of-u-k-public-sector-organisations-reported-over-1-000-cyberattacks-in-2018-despite-over-95-percent-of-re-399.htm']SolarWinds Worldwide , LLC .: Nearly a Fifth of U . K . Public Sector Organisations Reported Over 1 , 000 Cyberattacks in 2018 , Despite Over 95 Percent of Respondents Using Firewalls , Antivirus , and Malware Protection['United Kingdom']United Kingdom

I'll hide the route, so send me the money... New Corona Phishing Alert['South Korea']South Korea

Hackers Target Dating Apps to Compost User Data['Indonesia']Indonesia

Blocked his own journal - suspected of data breach['Sweden'] Sweden



Cryptopia will be returned to clients of the hacked Cryptopia exchange :: RBC. Crypto['New Zealand']New Zealand

Employee at the Swedish Tax Agency is suspected of data breach['Sweden'] Sweden

Bithumb hacking case stealing 7 billion won in cryptocurrency … admin, don't install antivirus['South Korea']South Korea

There was a Chinese hacking attack targeting a Korean energy company - Money Today News['South Korea']South Korea

Again, Hacked LED Running Text Invites Support Prabowo - Sandi['Indonesia']Indonesia

New Android Bug Lets Hackers Attack Your Phone Using PNG Image Files - Driver Talent['Japan'] Japan

cameroon :: Cameroon - Finance Huge losses at Cca bank due to computer hacking :: crtv Economy, Politics, Sports, Culture, Society, Sciences, Health, Women['Cameroon']Cameroon

"Kaspersky Lab" reported cyber attacks on Russian healthcare['Russia'] Russia

The prosecutor's office told about a connection between Bivolu and TAD Group regarding the hacking of the NRA['Bulgaria'] Bulgaria

Hundreds of thousands of cyber attacks targeting vital state organs['Vietnam'] Vietnam

Bitcoin Hacked, Who's Wrong? ['Indonesia']Indonesia

[Station] Sankei North Korea hacked 8,000 times, including South Korea until recently['South Korea']South Korea

Software bug at gas stations allows hackers to change prices, steal gas and delete tracks['Vietnam'] Vietnam

Newspim - North Korea hacks South Korean civil servants' union site... The goal is complaint application software['South Korea']South Korea

Credit card damage hits 14-year high -- phishing may have affected['United States']United States

Television: Hacked, the RTS postpones the broadcast of "Ten percent" - Culture['Switzerland']Switzerland

['https://apnews.com/article/technology-maine-hacking-anonymous-792e2a47fe3cff5275202dc7b62adcda', 'https://www.pressherald.com/2021/09/27/190-mainers-affected-by-massive-data-breach-of-web-company-affiliated-with-far-right-groups/', 'https://www.necn.com/news/local/data-breach-of-website-with-far-right-ties-affects-mainers/2563283/', 'https://wgan.com/news/074470-data-breach-of-web-company-reveals-personal-information-of-190-mainers/']190 Mainers affected by massive data breach of web company affiliated with far - right groups['United States']United States

They hacked the SAPA of Comondu ['Mexico'] Mexico

They hacked a bitcoin house, its value falls.['Argentina']Argentina

Data leak from a company specializing in phone hacking. A spying extension from Adobe in Chrome. Cybersecurity review['Poland'] Poland

Voting pointer flat for hours due to cyber attack['Netherlands']Netherlands

Qatar has asked the FBI for help: we have been victims of hacker attacks['Qatar'] Qatar

Midnight ghost phone calls to get money from a distance, beware of new ways for hackers to defraud _ Rule of Law China _ ChinaNet['China'] China

The customs officers from the hacking group remain in custody['Bulgaria'] Bulgaria

Hackers attacked the servers of the operator of the oil project in the Caspian Sea['Azerbaijan', 'Kazakhstan', 'Russia', 'Turkmenistan', 'Iran']Azerbaijan, Kazakhstan, Russia, Turkmenistan, Iran

Hacker of Mobistar and Brussels Airlines websites gets away with ... ( Mechelen )['Belgium'] Belgium

Data breach of police wiretapping experts['Sweden'] Sweden

West Java Attorney's Site Hacked, There are Children's Singing Sounds['Indonesia']Indonesia

FSS vacation voice phishing fraud surges … requires special attention['South Korea']South Korea

Hacking of Tempo & State PN Sites is Only Limited to Deface['Indonesia']Indonesia

Issues Attacked by Hackers, Police: Don't Be Affected by Hoaxes['Indonesia']Indonesia

Hackers hit Harris Federation in latest highly sophisticated cyber attack['United Kingdom']United Kingdom

China targeted US Federal Reserve with espionage and cyber hacks for more than a decade : report['United States']United States

Phishing Attack on Five Rivers Health Impacts Data of 156K Patients['United States']United States

Woman Arrested In 2019 Case of Fraud Involving Data Breach of Florida DCF['United States']United States

Hackers are exploiting Microsoft MFA to gain access to cloud services and networks['United States']United States

Friedrich Air Conditioning , LLC Announces Data Breach | Console and Associates , P . C .['United States']United States

MassHealth Members Impacted by Health Data Breach['United States']United States

US Government Contractors Targeted in Evolving Phishing Campaign['United States']United States

Targeted Cyber Attacks Raising Alarm Across the Country – NBC 5 Dallas - Fort Worth['United States']United States

What Forensic Accountants Should Consider When Analyzing a Business Interruption Insurance Claim Following a Ransomware Attack | J . S . Held['United States']United States

Security flaws leaves electric cars at risk of cyber hacks['United Kingdom']United Kingdom

NCC warns Nigerians of new hacking strategy on Windows , Routers['Nigeria'] Nigeria

Another Data Breach Lawsuit for Lakeview Loan Servicing | Robinson+Cole Data Privacy + Security Insider['United States']United States

Frosh warns of large medical data breach | Eye On Annapolis['United States']United States

Credential Stuffing Fifth Highest Data Breach Target in Australia['Australia']Australia

Hacker of GiveSendGo Brags – Ricochet['United States']United States

Cyber attack on several websites including Kuwait Embassy['Kuwait'] Kuwait

Actors exploit WebLogic bug to deliver miner , use . cer files for obfuscation['United States']United States

Fed . Circ . To Keep Sensitive Docs Offline After Data Breach['United States']United States

Roblox hacker enabled by insider threats ; expert offers tips to curb rogue employees['United States']United States

Essentia Added to Breach Victims of California Vendor Phishing Attack['United States']United States

AAP Cries Wolf on Twitter With a Secret Message Hours after Hacking of PM Modi Website Account['India'] India

Minnesota DPS turned away investigators over data breach , prompting subpoena['United States']United States

Pizza Hut enterprise agreements accidentally terminated by Fair Work ... Online retail sales up for August ... Yahoo reveals full scale of 2013 data breach['Australia']Australia



['https://3dnews.ru/1056929/hakeri-dvagdi-za-sutki-vzlomali-vserossiyskiy-sayt-so-shkolnimi-otsenkami-dnevnikru', 'https://www.securitylab.ru/news/528031.php', 'https://www.cnews.ru/news/top/2021-12-28_hakery_iz_glubinki_vzlomali']The hackers hacked the Diary. ru "and changed the grades of schoolchildren['Russia'] Russia

Willie Walsh faces uphill battle in fighting €205m data breach fine['Ireland'] Ireland

Lonestar Files Lawsuit In British Commercial Court Against Rival Company For Hiring Hacker['United Kingdom']United Kingdom

Another Crypto Exchange Hacked , Could it Hurt Reputation of the Market ?['United States']United States

Palisades Park NJ to get new town website after cyber attack['United States']United States

TalkTalk hacker Elliott Gunton took cryptocurrency for stolen data['United Kingdom']United Kingdom

Ransomware Attack Targets Marine Services Provider James Fisher['United Kingdom']United Kingdom

A mundane hospital hack ['United States']United States

Malware dubbed Nuke put up for sale on the dark web by an alleged Russian hacker Gosya['United Kingdom']United Kingdom

W2 Phishing Scam Hits Citizens Memorial Hospital['United States']United States

11 months later , insurance still reviewing BWL cyber attack['United States']United States

Hackers targeting Amazon third party sellers in account scam['United States']United States

Cloned cards from car wash data breach used at Upstate store , deputies say['United States']United States

Land registries in Gurgaon resumed after ransomware security upgrade['India'] India

Saudi Prince claims Twitter account was hacked – Middle East Monitor['Saudi Arabia']Saudi Arabia

Hertz France to Pay 40 , 000 Euros Fine for Data Breach['France'] France

Cyber attack : Internet connection down over a week at Kansas college['United States']United States

Mysterious cyber espionage campaign uses torpedo lure to trick you into downloading malware['United States']United States

MediaProjection : Android Service Allows Hackers To Record Audio , Screen Activity['United States']United States

Lebanon Intelligence Accused of Using WhatsApp Phishing to Spy['Lebanon']Lebanon

9th Circ . Revives Zappos User Data Hack Suit Over Risk['United States']United States

Hashtag Trending - Facebook under fire ; iOS 12 fights smartphone addiction ; DNA service hacked['United States']United States

Dec . data breach for Perry & Associates still under investigation['United States']United States

Indonesian Hacker Group Cashes In On Blockbuster Movie Titles['Indonesia']Indonesia

Up to Their Old Tricks : New DPRK Malware Release Detected['North Korea']North Korea

['https://www.itpro.co.uk/security/phishing/359465/covid-phishing-fuels-a-15-fold-increase-in-scam-takedowns', 'https://www.jawapos.com/oto-dan-tekno/10/05/2021/program-vaksinasi-covid-diincar-penjahat-siber-lewat-spam-dan-phising/']Cybercriminals Target Covid Vaccination Program Through Spam and Phishing['United Kingdom']United Kingdom

Childcare Centre is now all Set to Open in New Year Despite $54 , 000 Loss in Invoice Hacking Scam['United States']United States

Delhi Police files chargesheet against two Kashmiris arrested for hacking Indian websites['India'] India

Cybercriminals Using Innovative GrandCrab for Ransomware Attacks['United States']United States

Spies Warned Feds About OPM Mega - Hack Danger['United States']United States

Iran - Linked Hackers Use Just - in - Time Creation of Weaponized Attack Docs['Iran'] Iran

King & Spalding Fights DQ Bid In WhatsApp Hacking Suit['United States']United States

Enterprise - grade BazarBackdoor malware delivered via spear phishing emails['United States']United States

The More People Shop Online , The More Hackers Look to Swindle Them – Footwear News['United States']United States

French Firms Rocked by Kasbah Hacker ? Krebs on Security['France'] France

Texas Chose to Fight Ransomware and Not Pay . What ...['United States']United States

University of Utah Health says some patient data compromised in phishing security breach['United States']United States

Otago , Auckland universities caught up in cyber attack['New Zealand']New Zealand

NPC orders 2 banks to verify documents in hacking incidents['Philippines']Philippines

Allot NetworkSecure Automatically Detects and Blocks Amazon Black Friday Phishing Attack['United States']United States

Data breach at e - learning platform Edureka - The Hindu BusinessLine['India'] India

Investigation for US Bancorp and US Bank National Association data breach continues['United States']United States

Hackers Are Coming For Property Manager New IoT Systems['United States']United States

The Russian Hackers Playing Chekhov Gun with U . S . Infrastructure – Homeland Security Today['United States']United States

Novichok hacker is US poll suspect ['United States']United States

Bosnian hacked into EU Bank Systems and transferred Three Million Euros['European Union']European Union

2020 sees nearly 3M phishing attempts aimed at SMBs in SEA['Singapore', 'Malaysia', 'Indonesia', 'Thailand', 'Vietnam', 'Myanmar', 'Cambodia', 'Laos', 'Brunei', 'Philippines', 'Timor-Leste']Singapore, Malaysia, Indonesia, Thailand, Vietnam, Myanmar, Cambodia, Laos, Brunei, Philippines, Timor-Leste

Leader of cyber hacker gang held ['India'] India

Mac Malware XCSSET Adapted for Devices With M1 Chips['Russia'] Russia

TNI Denies Military Offices Attacked by Spyware Israel ForcedEntry['Indonesia']Indonesia

Lightning Framework Malware: Universal as a Swiss Army Knife['Russia'] Russia

They impersonate the identity of Santander from a Russian domain to carry out phishing attacks['Spain'] Spain

IS : A fast-spreading malware steals bank data['Finland'] Finland

MO* magazine targeted by hackers following publication in Russian - ICT news['Belgium'] Belgium

Malware written in Go language "Chaos", spreading on "Windows" and "Linux"['Japan'] Japan



Voice phishing tool repeaters everywhere… The news agency also stepped in: Nate News['South Korea']South Korea

Hackers attacked the Institute of Nuclear Research. 'What data was leaked, we do not know at the moment, says the spokesperson | iRADIO['Czech Republic']Czech Republic

600,000 credit cards were stolen in a dark web black market hack['France'] France

The Chancellor Orders USU's IT Team to Reveal Public Lecture Hacking Actions['Germany']Germany

Hackers hacked the website of a British fishing shop and redirected visitors to Pornhub['United Kingdom']United Kingdom

Liberan hackers a Lotenal ['Mexico'] Mexico

Spyware Finfisher after name change at new Holding Vilicius['Lithuania']Lithuania

Holland: hacking alarm, IT companies ask for government intervention['Netherlands']Netherlands

Up to 12 years in prison threatens three residents of Volgograd for hacking an ATM['Russia'] Russia

LG CNS ransomware damage surges … We will become the first security control service company in Korea['South Korea']South Korea

Chanel Korea hacked... Leakage of some membership information['South Korea']South Korea

Pegasus and Hacking Team return to the scene with journalistic investigation['Panama'] Panama

Wanda Vázquez says Puerto Rico is not the only site attacked by hackers['Puerto Rico']Puerto Rico

Inter-company transaction hacking, international group involvement or arrest of Hamamatsu woman Shizuoka Prefectural Police | Shizuoka Shimbun At-S['Japan'] Japan

Ancient hacker software has awakened and attacked VPN servers around the world['Russia'] Russia

Kyongnam Bank Prevents Trade Fraud Damages from Email Hacking of Importers['South Korea']South Korea

$600,000 paid to a hacker who is paralyzed when the computer network is breached['South Korea']South Korea

The Watermelon Duo Group Personnel's Social Media Account Was Hacked, More Than 250 People Got Deceived['Indonesia']Indonesia

El Estímulo, KonZapata and AlNavío denounce cyber attacks on their portals['Venezuela']Venezuela

Spanish police arrest cybercriminals involved in carding and phishing['Spain'] Spain

Government investigates UM e-pay portal hacked['Malaysia']Malaysia

gioacchino genchi nips the use of spyware that got palamara into trouble['Italy'] Italy

Hacker arrested for selling personal information of crores of people by swindling Rs 200 crores['India'] India

Android malware: these 2 apps from the Play Store spy on you via your smartphone's microphone['France'] France

WhatsApp hide hacking information zws 70 | WhatsApp hid the hacking information earlier['India'] India

Alert: Malware Adware Hiding on Android Devices['Panama'] Panama

['https://culturageek.com.ar/los-hackers-comienzan-a-publicar-la-info-robada-de-electronic-arts-luego-de-que-la-empresa-no-cedio-ante-las-amenazas/', 'https://www.tomsguide.fr/piratage-delectronic-arts-les-hackers-publient-des-donnees-pour-extorquer-une-rancon/', 'https://www.techtimes.com/articles/262969/20210716/electronic-arts-hack-stolen-data-now-being-leaked-vice-motherboard.htm']Electronic Arts Hack : Stolen Data Now Being Leaked , Vice and Motherboard Refuse to Help Extort['Argentina']Argentina

Phishing again: the NRA owes you 499 BGN!['United States']United States

Eight months in prison for hackers - Panorama - Badische Zeitung['Germany']Germany

Hackers stole data from a major dating site['Russia'] Russia

VZGLYAD / Programmers explained the hacking of the information system of the Moscow funicular['Russia'] Russia

ASCII.jp: Horrible ransomware that just asks you to play PUBG['Japan'] Japan

Phishing with fake online stores ['Switzerland']Switzerland

Sihong police traveled to 5 provinces, destroyed a hacking industrial chain, arrested 18 suspects, and involved more than 3 million yuan -- Yangzi Evening News['China'] China

Zakharova announced the involvement of The Bellingcat in Western intelligence services: The Russian Foreign Ministry commented on the statements about the hacking of the FMS base because of Petrov and Boshirov-15. 09 . 18['Russia'] Russia

Revolution 4. 0 turns Vietnamese businesses into a target of hackers['Vietnam'] Vietnam

140,000 smartphones and tablets were affected by cyber attacks['Mongolia']Mongolia

Hacked over 30 universities... sex manipulation, research content release['South Korea']South Korea

Indictment for installing spyware on a security computer['Turkey'] Turkey

Malware plagues industrial production ['Poland'] Poland

North Jakarta KPUD website hacked ['Indonesia']Indonesia

Hacking attacks cost this company 300 MILLION DOLLARS['Serbia'] Serbia

First decision to change resident registration number … 9 incidents including voice phishing and potential damage cited['South Korea']South Korea

Hackers write letters to banks on behalf of regulators and attack them through counterparties['Russia'] Russia

Keygen for hacking Dishonored 2 game with Denuvo protection system presented, but no one knows how it works / Geektimes['Russia'] Russia

Hackers Spread 360,000 New Evil Files in a Day['Indonesia']Indonesia

New Trojan Helps Cybercriminals Steal Malware From Their Colleagues['Ukraine'] Ukraine

WikiLeaks releases secret TSU reports analyzing how malware works['Russia'] Russia

Google flags sophisticated Gmail phishing attack against India and others['India'] India

Officials Say New York School District Hit by Cyber Attack['United States']United States

Milwaukee officials say city parking app hack is resolved['United States']United States

Williams : Hackers showcase America vulnerabilities['United States']United States

Hacker slammed for bringing down website of Labour MP hopeful Chris Altree['United Kingdom']United Kingdom

Filters - NOW , LLC Reports Data Breach Impacting Online Customer Credit and Debit Card Information | Console and Associates , P . C .['United States']United States

Pape - Dawson sued in data breach by former employee['United States']United States



Conservatives call for release of report on massive Afghan immigration data breach['Afghanistan']Afghanistan

Hackers Caused a Traffic Jam in Moscow | Robinson+Cole Data Privacy + Security Insider['Russia'] Russia

['https://www.zdnet.com/article/linksys-asks-users-to-reset-passwords-after-hackers-hijacked-home-routers-last-month/', 'https://www.theregister.co.uk/2020/04/15/linksys_wifi_password_reset_malware_app/']Linksys forces password reset for Smart Wi - Fi accounts after router DNS hack pointed users at COVID - 19 malware['Japan'] Japan

British hacker charged found guilty for allegedly running a botnet that took Liberia offline['Liberia'] Liberia

nimhans : Nimhans Sees Ransomware Attack ; It Cell Checks Spread | Bengaluru News['India'] India

Tag : Phishing Scam – NECN ['United States']United States

New variant of phishing scam involving ERP tolls emerges['Singapore']Singapore

Walmart Must Face Suit Over CaptureRx Data Breach For Now['United States']United States

The Math Prodigy Whose Hack Upended A Crypto Platform Wont Return Funds['India'] India

Destiny 2 patches out Xur hostage exploit - and kills a community of 1700 players in the process['United States']United States

The Virtual meeting App - Zoom Flaws Could Let Attackers Hack Victims Just by Sending a Message['Uganda'] Uganda

Destiny 2 Revision Zero holders unlock Sparrow with exploit['United States']United States

Wipro hack shows email weakness – Channel EYE['India'] India

Rotherham Council in hot water after extremely seriou data breach['United Kingdom']United Kingdom

This new malware is scanning the internet for systems info on valuable targets['Japan'] Japan

ANZ suspends Landmark White over second data breach['Australia', 'New Zealand']Australia, New Zealand

Rockwood School District targeted by malware attack['United States']United States

[ DOUBLE JEOPARDY 2 ] Shocking find : Fraudsters seek information to hack into parent , other victim bank accounts['Nigeria'] Nigeria

Stuck at home , united kingdom lockdown DIY fans slammed with Robert Dyas data breach['United Kingdom']United Kingdom

Hacked Sydney hedge fund part of $170m cyber crime spree['Australia']Australia

5 things to know on CTVNews . ca for Wednesday July 31 , 2019 : Data breach suspect , Manitoba manhunt , Arctic reindeer['Canada'] Canada

Hackers Steal $4 . 2 Million from Oklahoma Police Pension | Chief Investment Officer['United States']United States

Foreign malware makes cell phones a risk in SCIFs , says Republican congressman['United States']United States

Calderdale Council under cyber attack 1 , 000 times a day['United Kingdom']United Kingdom

Linux servers running Hadoop targeted by variation of Mirai malware['United Kingdom']United Kingdom

Police nab hacker gang which stole e ['India'] India

Nuance Communications Lowers FY17 Guidance On Malware Incident['United States']United States

Hackers target wireless networks – Gibraltar Chronicle['Gibraltar']Gibraltar

Moment of Silence Followed by Unsettling Hacker Demo at Continuum Navigate['United States']United States

IT system to be suspended by Office of Personal Management ( OPM ) after hack in the U . S .['United States']United States

34C3 : Hacking into a CPU ’ s Microcode['United States']United States

Action Fraud issues warning over phishing cyber criminals['United Kingdom']United Kingdom

Facebook data breach , Putin wins , and Puerto Rico catches March Madness['Puerto Rico']Puerto Rico

Secretive spyware : APD using tech to snag cell phone information['United States']United States

Rabobank hit by cyber attack after rivals targeted over the weekend['Netherlands']Netherlands

NDP MPs call for Digital Bill of Rights in response to Facebook data breach['Canada'] Canada

Qatar pushes back against Trump fundraiser hacking allegations['Qatar'] Qatar

Hashtag Trending – Concerns over Instagram , Facebook , Apple confirm malware attack , and California to ban weak passwords['United States']United States

Some Memphis police officer personal information could be in jeopardy after hacking attempt['United States']United States

NSA staffer takes top - secret hacking tools home to study , gets 66 months – Naked Security['United States']United States

Signal vulnerability could let hackers track your location['United States']United States

Financial malware still high in China , report says['China'] China

Sextortion Fallout Scam Tricks Users into Malware Download['United Kingdom']United Kingdom

Lawsuit Filed Against Warner Music Group Over Data Breach - Infosecurity Magazine['United Kingdom']United Kingdom

Zero - Day Hacking Attacks Set New Record In 2021 : MIT Technology Review['India'] India

India ranks 2nd in cloud ransomware incidents ; lack of security skills top concern for APJ orgs['India'] India

Master of High Court apologises for DoJ data breach as services impacted['South Africa']South Africa

2022 to see large scale data breaches , malware on mobile phone to grow['India'] India

Hackers Allegedly Broke Hundreds of Thousands of Emails Belonging to Palm Oil and Mining Companies in Indonesia['Indonesia']Indonesia

PressReader confirms server hack ; affects 7,000 posts['Mexico'] Mexico

Voice phishing number change repeater, blocked on the network['South Korea']South Korea

Lock Bit Malware Encrypted Windows 19 Server in Just 4 Minutes: Average Time Malware Encrypts Systems Now Under an Hour, Splunk Says['France'] France

70 percent of industrial companies affected by cyber attacks['Switzerland']Switzerland

The American publication reported on the hacking of Politkovskaya's mail by the FSB a year before the murder['Russia'] Russia

New phishing method combines fax and captchas['Germany']Germany



Gemini users lost $36 million due to IRA Financial Trust hack['United States']United States

Football World Cup 2014: a great celebration of football and ... hackers['Brazil'] Brazil

Your smart fridge is not so smart – hackers can use it for overload attacks['Finland'] Finland

Army refused to capture El Chapo in Mazatlán, according to documents hacked from SEDENA['Mexico'] Mexico

['https://www.providencejournal.com/news/20200728/ransomware-attack-hits-ric-foundation-providence-childrenrsquos-museum', 'https://www.msn.com/en-us/lifestyle/lifestyle-buzz/ransomware-attack-hits-ric-foundation-providence-children-e2-80-99s-museum/ar-BB17hpb5']Ransomware attack hits RIC Foundation , Providence Children Museum['United States']United States

Hacking and Selling Data on the AGO's Site, High School Students Released['Indonesia']Indonesia

Jan Marsalek appears in the case of a hacker attack on the Austrian Foreign Ministry, which was allegedly controlled from Russia['Austria'] Austria

They investigate whether Argentine drug traffickers hacked Uruguayan bank accounts['Uruguay'] Uruguay

A phishing program spreads via SMS, the police are also investigating the case['Hungary'] Hungary

New Troubles: First cyber attack of its kind against IoT devices through malicious advertising['Israel'] Israel

Journalists obtained instructions for hacking iPhone smartphones['Ukraine'] Ukraine

A torrent of Spider-Man 3 hides dangerous malware, the Xiaomi 12 are official, this is the recap['France'] France

The Escort Reviews database. com, an escort girl platform, is hacked, with more than 470,000 members' information exposed['France'] France

Hacker suspected of having created virus that infects cell phones is found['Brazil'] Brazil

Montpellier: France Digitale hacks the municipal elections['France'] France

With swastikas and obscenities, they hacked into a Zionist Organization Zoom['Israel'] Israel

Engelberg: Hacker uses anti-Semitic code['Austria'] Austria

North Korean hackers who stole modern cryptocurrency, also attacked electronic wallet users['North Korea']North Korea

The culprit of the Busan Seomyeon billboard hacking case was caught after a year. Its true identity...['South Korea']South Korea

Twitter Account Blue Check World Figures Hacked by Teenagers['Indonesia']Indonesia

Voice phishing of the century targeting only world giants - The Hankook Ilbo in America['United States']United States

Russian-speaking hacker sells hundreds of logins and passwords of top managers from around the world['Russia'] Russia

Hacker attack on USE resources did not interfere with the processing of exam results - media['Ukraine'] Ukraine

A headache for Microsoft: the file protection in the Windows 10 application store was hacked • HWzone['United States']United States

Holes in nuclear power plant security, found only after 4 years of malware infection['South Korea']South Korea

Demand after hacker attack: The situation is now normalized - but it will be expensive['Denmark']Denmark

Technologies | A1 reported phishing attacks on its subscribers['Austria'] Austria

000 inspection. 400 million stolen tissue discovered through voice phishing['South Korea']South Korea

It looks like a USB cable, but it's actually used to install malware and control other devices remotely.['Spain'] Spain

ASCII .jp : Distributed attacks using IQY files that target banking malware infection['Japan'] Japan

Because I kidnapped my daughter... 1 year in prison for foreign voice phishing gang member['South Korea']South Korea

General Data Protection Regulation : Cyber criminals exploit insecurity['Germany']Germany

Putin hacks US software ['United States']United States

Card data breach: How many customers are affected?['Chile'] Chile

Dacia plant in Umynia was hacked ['Romania']Romania

Garuda Bleeding on the Site of the Press Council and Hacking Becomes a Method of Protest['Indonesia']Indonesia

Young man charged with major data breach - Turku Intelligence['Finland'] Finland

CCleaner Hack: Aim Wide to Aim Right?['France'] France

Technology hot news: Korean smartphone is beautiful and shiny; Malware opens its mouth to wait['South Korea']South Korea

Hacker attack: the creators of the virus demand $ 250 thousand for unlocking.['Ukraine'] Ukraine

Omelyan announced the million-dollar losses from the Petya virus cyber attack. A / New Time['Ukraine'] Ukraine

UAE responds to cyber attacks from Iranian hackers['UAE'] UAE

Spyware and malware infections stealing user and business information on the rise['South Korea']South Korea

Sukabumi Regency Site Has Been Hacked Four Times['Indonesia']Indonesia

Hacking of Rousseau, Beppe Grillo takes it out on Pd and media['Italy'] Italy

Atlantic Dialysis Management Services , LLC Announces Data Breach Possibly Stemming from Ransomware Attack | Console and Associates , P . C .['United States']United States

Blackbaud Cant Dodge Class Action Over Data Breach['United States']United States

Phishing , scam articles on The Daily Californian website['United States']United States

Valley News - Malware on employee company computer led to cyber attack on UVM Medical Center['United States']United States

Russian accused of Klamath Falls hack arrives in court['United States']United States

Kings Plant Barn hit by click - and - collect data breach['New Zealand']New Zealand

California man hacked email of NJ Law Firm , laundered money['United States']United States

['https://www.mapleridgenews.com/news/lifelabs-unable-to-confirm-if-maple-ridge-clients-affected-by-data-breach/', 'https://www.aldergrovestar.com/news/lifelabs-unable-to-confirm-if-langley-clients-affected-by-data-breach/']LifeLabs unable to confirm if Langley clients affected by data breach – Aldergrove Star['Canada'] Canada

Apex Capital Corp . Reports Data Breach That Compromised Individual Social Security Numbers | Console and Associates , P . C .['United States']United States

Scammers send phishing texts claiming to be California EDD or Bank of America['United States']United States



It Pretty Easy to Hack the Program That Runs Our Power Grids , It Turns Out['United States']United States

Spyware turns phones into weapons ['Bangladesh']Bangladesh

Delhi Police arrests one from Mewat - based ATM hacking gang , recovers cash , cards['India'] India

Putative Class Action Lawsuit Alleges DAO Members Are Jointly and Severally Liable for a Cryptocurrency Hack | Skadden , Arps , Slate , Meagher & Flom LLP['United States']United States

Federman & Sherwood Investigates Norman Public School Massive Data Breach['United States']United States

Wyzant online tutoring platform suffers data breach['Japan'] Japan

Google Bans Iran - Made Apps That Contain Spyware['Iran'] Iran

GoI faced more cyber attacks in 2022 than any other govt , says report['India'] India

Fund dealers face more phishing | Investment Executive['Canada'] Canada

January 21 , 2022 | Daily News Brief | Bad Cop . Hospital Hack . COVID in Schools . Watermark Sold ! - Eye On Annapolis['United States']United States

Summa Health has potential data breach of more than 500 patient records , other sensitive information - News - Akron Beacon Journal['United States']United States

Airbnb Scam : Users Charged For Fake Bookings , Hacked Accounts Deleted['United States']United States

News - Phishing attempt from sun email accounts['South Africa']South Africa

APAC plagued by APT , ransomware attacks['APAC'] APAC

GoDaddy authentication vulnerability exploited for phishing campaigns['United Kingdom']United Kingdom

Formjacking soars as hackers hit consumers at checkout['United Arab Emirates']United Arab Emirates

New Zealand beefs up IT security after government data breach['New Zealand']New Zealand

Ontario Stratford City paid bitcoin worth more than $75 , 000 following cyber attack['Canada'] Canada

SBA official : Hacks cost small business average of $500 , 000['United States']United States

Downed systems from attempted ransomware attack affects child abuse reporting and SNAP applicants['United States']United States

Samsung Exynos 4 Exploit Discovered : Root And Full Access To RAM Possible In A Single App['South Korea']South Korea

One in five Spore computers faced malware attacks : Microsoft['Singapore']Singapore

CMU investigates data breach of online usernames and passwords['United States']United States

Here what you need to know about the massive Cloudbleed data breach['United States']United States

Hacker breach puts more than 500 , 000 Kansans potentially at risk['United States']United States

Springfield chamber warns members of email phishing scam['United States']United States

EternalBlue Exploit : Thousands of Machines Still Not Patched Against WannaCry , Petya Attacks['United States']United States

Rainbow Six Siege infinite healing exploit has finally been fixed['United States']United States

Nearly half of Hawaii could be affected by data breach['United States']United States

CyberSecurity Regulation Back on Center Stage After Data Breach['United States']United States

Trapping Hackers Via BEC Attacks , Email Spoofing['United States']United States

Researchers Hack Car Infotainment System and Find Sensitive User Data Inside['United States']United States

CarePlus Health Reports PHI Data Breach Impacting 11K['United States']United States

MD / DC league joins Equifax data breach lawsuit['United States']United States

OnePlus again accused of data breach allegations['China'] China

Academic Research Hacking Thwarted By South Carolina Startup['United States']United States

Netflix is warning customers about a phishing scam .['United States']United States

How hackers got away with SingHealth crown jewels['Singapore']Singapore

Oman thwarted over 880 million cyber attacks in 2017['Oman'] Oman

Phishing scam targets UO email addresses['United States']United States

New Phishing Scam Goes After W - 2 Forms['United States']United States

New , Stealthy , First - of - its - Kind Malware Used by Fancy Bear to Target Governments , ESET Discovers['Governments']Governments

UP Visayas Website Down After Getting Deface by Hackers['Philippines']Philippines

Louisiana officials help St . Landry Parish schools after cyber attack['United States']United States

Santa Barbara rental property service suffers from data breach - KEYT['United States']United States

ExamSoft Partner Suffered 440K User Data Breach … ExamSoft Still Says Everything Fine['United States']United States

Two Russians Charged in $17M Cryptocurrency Phishing Spree Krebs on Security['United States']United States

Comcast TV Remote Hack Opens Homes to Snooping['United States']United States

Virgin Media facing group action compensation claim over data breach['United Kingdom']United Kingdom

Bannock County provides update on 2020 hacking incident['United States']United States

Indian hackers have taken down University of Swabi official website['Pakistan']Pakistan

RBI Examines IPO - Bound MobiKwik 100 Mn Data Breach['India'] India

New World Disables Wealth Transfers Following Gold Exploit['United States']United States

Colorama in Varberg and Falkenberg affected by data breach['Sweden'] Sweden

Phishing mail: Your LBB credit card has been blocked for security reasons['Germany']Germany



Supermarket scam: beware of loyalty card hacking['France'] France

['https://www.unionleader.com/news/crime/hacker-targeted-auburn-police-farnum-center-after-drug-arrest/article_7187c8ca-3853-544b-bd4a-c81ad8a7c996.html', 'https://www.dailyrepublic.com/all-dr-news/wires/hacker-targeted-auburn-police-farnum-center-after-drug-arrest-the-new-hampshire-union-leader-manchester/']Hacker targeted Auburn Police , Farnum Center after drug arrest [ The New Hampshire Union Leader , Manchester ]['United States']United States

Price of the dollar rose ¢7 in the last 15 days due to hacking['United States']United States

After hacking attempts, the Coahuila Government page operates normally['Mexico'] Mexico

Telephone line hacking and threats to schools: in Nantes, a complex investigation is launched['France'] France

BazaCall operators trick users into downloading ransomware['Russia'] Russia

viral! Pertamina Gas Station in Cibinong Hacked by YNTKTS: Okezone Megapolitan['Indonesia']Indonesia

News Mini - cameras, earplugs or hacker attacks 2500 driver's license - scammers in theory test caught news of Ortenau['Germany']Germany

A serial hacker of terminals was detained in Kharkiv / NV['Ukraine'] Ukraine

Comparis pays the hacker group Grief a ransom after all['Switzerland']Switzerland

Heist on DeFi, part of the loot returned. A good hacker or a clumsy attempt?['Italy'] Italy

They broke one of the biggest hacker networks in the world - Technologies['Bulgaria'] Bulgaria

The Maze group claims to be behind the Bouygues Construction hack['France'] France

The network of parcel lockers presented in Pskov was hacked by hackers - thousands of cells were opened['Russia'] Russia

Contract hackers: Attacks around Wirecard and on environmentalists['Germany']Germany

jetblue account was hacked and suffered heavy losses - Weiming Space ( mitbbs . com )['United States']United States

An Example of E-mail Hacking Fraud Damage - Hankook Ilbo['South Korea']South Korea

Phishing - SMS around corona - app in circulation | Computer Idea['Netherlands']Netherlands

Connection for older car open for hacking['Sweden'] Sweden

Alert! Now stealing from your bank account in this new way, know how to keep your money safe. Beware : Punjab National Bank Alert to Their Customers about Spyware and Keep Your Banking Detail Safe , Here is the Detail['India'] India

Bad mess : Hackers break into payroll administration system['Italy'] Italy

Politics - data leak: BSI warns of malware in supposed data['Germany']Germany

Buy Valid and Hacked Credit Card Waivers: World Tour Forum['France'] France

Appearance of Power Ghost, a new mining malware targeting companies['South Korea']South Korea

Newspim - Bolton justifies US government's emphasis on cyber operations in response to Chinese hacking reports['United States', 'China']United States, China

Threatening students, housewives, and job seekers by using body phishing, etc. 8 people arrested for stealing 1 billion won['South Korea']South Korea

Detections of the DoublePulsar exploit increased in April, ESET claims['Czech Republic']Czech Republic

Sparkasse - Phishing : Sparkasse ['Germany']Germany

Resident registration card hacked... Resident card fingerprint + smartphone + proof of seal in a lump of clay['South Korea']South Korea

Experts note a significant increase in the number of hacker attacks on banks['Belarus'] Belarus

Almost 7 . 000 Vietnamese websites / portals hacked in 2016['Vietnam'] Vietnam

High school students involved in voice phishing crimes... think alba['South Korea']South Korea

Prosecutor files investigation against Óscar Iván Zuluaga for allegedly hacking the peace process['Colombia']Colombia

Brazil Rio Grande do Sul court system hit by REvil ransomware['Brazil'] Brazil

KFI Radio Tim Conway Jr , Producer of Meat Says It Paid $11M To Hackers['United States']United States

Cisco reveals it was target of phishing attack['United Kingdom']United Kingdom

EXCLUSIVE : Hacker Breaks Into NIMC Server , Steals Over Three Million National Identity Numbers Of Nigerians['Nigeria'] Nigeria

Chester Upland Schools Lost Millions to Email Hacking Scheme['United States']United States

Attackers use Adobe Cloud to host phishing documents['United States']United States

Vultur malware uses new technique to steal banking credentials['United States']United States

Donlen Corporation Reports Data Breach After Unauthorized Party Gain Access to the Company Computer Network | Console and Associates , P . C .['United States']United States

DepEd personnel warned vs phishing scams ; urged to report payroll issues immediately['Philippines']Philippines

Hackers are Manipulating Smart Contracts for Crypto Rug Pull Scams , Researchers Say['United States']United States

SHAMEFUL & DISGRACEFUL : Nigerian National , CHARLES ONU The Don Arrested in Bronx , New York for STEALING $800 , 000 Payroll Deposit , chained waist down - to - the - feet … hack into company 5 , 500 processing system user accounts and divert Amer...['United States']United States

DPC examines data breach at dairy processor Tirlán['Ireland'] Ireland

CHI Memorial Parent Company Engages Cybersecurity Experts , Works With Law Enforcement On Costly Hack['United States']United States

Dark Souls server - busting exploit published online['United States']United States

Salud Family Health Reports Data Breach Following Apparent Cyberattack | Console and Associates , P . C .['United States']United States

It about as unfake as you can possibly get : Comey slams Trump denials Russia hacked the US election['United States']United States

Data breach hits Seba Amazon ['Brazil'] Brazil

Louisiana DPS suffered data breach of third - party administrator exposing heath info of 80 , 000 inmates['United States']United States

ICO agrees to reduced fine for Cabinet Office data breach['United Kingdom']United Kingdom

Hackers Created a Fake Yuga Labs Website to Trick Collectors Into Handing Over $6 . 2 Million Worth of NFTs['United States']United States

Windows Subsystem For Linux Malware Feasts On Your Browser Auth Cookies['United States']United States

Gippsland Women Health condemns Medibank data breach['Australia']Australia



Microsoft Discovers Huawei Driver Allowing Backdoor Hack Into Laptops['China', 'United States']China, United States

Public works customers information compromised by hacking['United States']United States

Cyber Daily : Hackers Adapt Tactics to Exploit Hospitals Faster ; Amazon Sues Alleged Tech - Support Fraudsters['United States']United States

FUSD Classes Cancelled Friday Due To Malware Issues['United States']United States

TOMS hacker tells people to log off and enjoy a screenless day['United States']United States

FBI extends voting security push , LA court hacker goes down , and more D - Link failures['United States']United States

Maze Ransomware Attacks Italy in New Email Campaign['Italy'] Italy

Ransomware attack at Brooklyn Hospital Center results in permanent loss of some patient data['United States']United States

Inspector general report : Baltimore DPW cashier embezzled $455 during ransomware attack['United States']United States

Computer hackers now turning to general public ▷ OnlineNigeria . com['Nigeria'] Nigeria

Consumer News : Identity Theft Tricks , Robocalls and Ransomware Threats['United States']United States

Dangerous Airline Boarding Pass Hacking Trend Puts Travelers At Risk['United States']United States

Fake Origin Energy email scam orders up sneaky malware['Australia']Australia

Lawmaker Demands Trump Admin Hand Over Unredacted Report On Phishing Email Attacks['United States']United States

Augusta University announces limited data breach['United States']United States

Woman faces harassment charge after chasing ex on street , hacking accounts['Ireland'] Ireland

Thousands of Mainers affected by data breach['United States']United States

Newsweek magazine says hacking disrupts its Pakistan website['Pakistan']Pakistan

More questions than answers after a third data breach at the NSA is revealed['United States']United States

Toshiba smacks down down ransomware killed flash factory report • The Register['Japan'] Japan

Nashotah pays $2K ransom for resident personal info after hack['United States']United States

Big Data Hacks Expose Personal Information of North Carolinians['United States']United States

Die In TF2 , Get Hacked IRL ? Valve Patches Source SDK Vulnerability['United States']United States

Good Faith Beats Bad Warrant In Another Win For FBI World - Traversing NIT Malware['United States']United States

Coplin Health System warns 43K of data breach after laptop was stolen from employee car['United States']United States

University of Canberra data breach will not be investigated by OAIC['Australia']Australia

Cyber attacks push corporate fraud to all - time high['United States']United States

Researchers : Malware Surge Could Indicate Imminent Attack['United Kingdom']United Kingdom

Inside the Courthouse Break - In Spree That Landed Two White Hat Hackers in Jail['United States']United States

Al-Bilad Newspaper | Electronic warfare... Hackers penetrate dozens of Russian institutions['Russia'] Russia

['https://www.prweb.com/releases/yahoo_data_breach_settlement_identity_theft_resource_center_is_available_for_subject_matter_interviews/prweb16550899.htm', 'https://www.huewire.com/yahoo-data-breach-settlement-identity-theft-resource-center-is/', 'https://www.fox10phoenix.com/news/you-may-be-owed-money-under-yahoos-pending-data-breach-settlement-heres-what-you-need-to-know']Yahoo Data Breach Settlement – Identity Theft Resource Center is …['United States']United States

WannaCry Kill Switch Researcher Faces New Hacking Charges['United Kingdom']United Kingdom

TrendLabs - Malware Blog - New Phishing Scam uses AES Encryption and Goes After Apple IDs - CSO['United States']United States

Morning Press : Breast cancer ; Hockinson crash ; Union coach dies ; data breach['United States']United States

Soldier email hacking appeal allowed ['Australia']Australia

Michigan Medicine Reports 2nd Healthcare Data Breach This Year['United States']United States

Krung Thai Bank , KBank increase protective measures after data hack['Thailand']Thailand

Patched - up Adobe ColdFusion vulnerability exploited by hackers['United Kingdom']United Kingdom

Tencent Music US IPO ; Activist Investor Takes Stake In Pernod Ricard ; U . S . Claims China Hacked Marriott['United States', 'China']United States, China

Cryptocurrency Exchange Hacked , Crypto - Mining Malware Detected , Ethereum Developer Arrested - Fin Tech['United States']United States

Arkansas Unemployment Data Breach Releases Resident Info['United States']United States

Cyber attack : At least nine rights activists targeted['India'] India

IRS stimulus check phishing , fake PPE , fake charities among the most popular coronavirus scams and rip - offs , federal officials say['United States']United States

DOJ offering support for victims of hacking - for - hire site['United States']United States

Hackers are hiding virtual credit card skimmers in image file metadata['Japan'] Japan

Redcar school places on course despite website hack['United Kingdom']United Kingdom

Hacker smuts up CRUHSD online learning['United States']United States

Cyber Attackers hack the university donor system Blackbaud['United States']United States

Teen charged over alleged DDoS hack that took school district offline['Australia']Australia

Major Power Outage in India Possibly Caused by Hackers : Reports['India'] India

Fake Ad Blocker Delivers Hybrid Cryptominer / Ransomware Infection['United States']United States

Roaring Kitty , phishing expose cyber headaches for broker - dealers['United States']United States

Hackers began to spy on users in virtual reality['Russia'] Russia

Doctor robbed of 4.1 billion won by phishing via KakaoTalk['South Korea']South Korea

Scammers exploit advertisements in the Microsoft Edge browser['Netherlands']Netherlands



Hackers attacked Orange | What's new . pl['Poland'] Poland

Credit card fraud: hackers have found a new way to hack into ATMs['France'] France

Disney+ - Phishing : Your payment details are at risk['Germany']Germany

Please react: Santander customers are the target of a phishing scam['Spain'] Spain

The website of an organization that cares for war refugees has suffered a cyber attack['Lithuania']Lithuania

Experts have recorded a surge of phishing sites in Runet['Russia'] Russia

Hit by Hack, Ministry of Maritime Affairs and Fisheries Twitter Changed to NFT Sales Stalls['Indonesia']Indonesia

Possible members of The Infraud Organization hacker group arrested in Moscow['Russia'] Russia

Russian hackers posted the source code of the Diablo 3: Reaper of Souls test build online['Russia', 'United States']Russia, United States

The news came that the Benazir Income Support Program was hacked, Saira Bano['Pakistan']Pakistan

[Seoul Newspaper] My financial information is at the police station… Phishing scandal in the investigation of the body of the Arabaetgil['South Korea']South Korea

Hackers spied on 58 websites looking for Chinese dissidents['China'] China

A hacker who hacked about 500 accounts was exposed in Soligorsk['Belarus'] Belarus

Sparkling in a jar... It was a phishing repeater that changed 070→010['South Korea']South Korea

Novels and Other KPK Officials Hacked, Trawl UGM: Typical Pattern, Specific Target, Purpose to Spread Terror['Indonesia']Indonesia

Alleged theft of databases from the Argentine government | A group of hackers sells the information for 200 thousand dollars['Argentina']Argentina

Washington: Biden warns of “real war as a result of heavy cyber attacks['United States']United States

Fie was exposed to the IS hack and banned from Facebook and Instagram['Denmark']Denmark

They are looking for a Romanian mafia based in Cancun for hacking in Edomex['Mexico'] Mexico

Let's increase telecommuting... Hacking damage soared by 21% from last year['South Korea']South Korea

FIFA 20: the video game servers were hacked by the Lizard Squad | Hackers | playstation | sony | is | Photos | nesp | Video game['Peru'] Peru

A phishing email impersonating the police commissioner to reporters... police investigation begins['South Korea']South Korea

Computer hacking: the Lot - et - Garonne is not spared['France'] France

[Science and technology specialization security, is it okay ② ] KAIST hacking security hole … Ultimately from the basics['South Korea']South Korea

[The Economist] Concerns about personal information hacking due to mass sending of auction verification code text messages['South Korea']South Korea

Tracing: Hackers see corona data from restaurants['Germany']Germany

ConJur - DF judge orders the release of those accused of hacking authorities['Brazil'] Brazil

An Egyptian hacker... professionally hacking "Visa" clients of foreign banks['Kuwait'] Kuwait

Hacking and censorship of La García | All audio material...['Spain'] Spain

BPN Sites and Social Media Accounts Hacked Massively, Fadli Zon: That's Part of Power's Political Operation['Indonesia']Indonesia

Check your illegal transaction history... Phishing email impersonating an NH Nonghyup Bank employee was sent and cautioned (finance / securities) - NSP Communications['South Korea']South Korea

ST and Arilou collaborate to detect hacking of in-vehicle devices['Japan'] Japan

Alert, Android can be hacked when receiving PNG photos['Indonesia']Indonesia

The ANF Twitter account is blocked, a hack is suspected['Bolivia'] Bolivia

Shipping confirmation for porn DVDs: LKA warns of malware in the attachment['Germany']Germany

Another candidate for "hack" of the year: the hack of Tor servers['Spain'] Spain

['http://www.walb.com/story/38893341/fbi-says-serious-hacking-threat-could-result-in-millions-stolen-from-atms', 'http://www.cbs46.com/story/38893341/fbi-says-serious-hacking-threat-could-result-in-millions-stolen-from-atms', 'http://www.kfvs12.com/story/38893341/fbi-says-serious-hacking-threat-could-result-in-millions-stolen-from-atms', 'http://www.wdam.com/story/38893341/fbi-says-serious-hacking-threat-could-result-in-millions-stolen-from-atms']FBI says serious hacking threat could result in millions stolen - WDAM - TV 7 - News , Weather , Sports - Hattiesburg , MS['United States']United States

Alarm for hacking to different security forces['Argentina']Argentina

US financial institution crashed by Turkish hackers['United States']United States

They steal 300 million from banks in hack['Mexico'] Mexico

Hacker goes on trial for hacking Altai website for bitcoin mining['Russia'] Russia

Hackers targeting financial institutions again['Thailand']Thailand

A thousand Belgians hack the country ['Belgium'] Belgium

Streaming service accounts hacked by teenagers['France'] France

Italy: Two brothers, arrested for cyber attacks on email['Italy'] Italy

BugDrop : Hackers scout 70 international targets['Germany']Germany

Phishing: a scam targets La Banque Postale customers['France'] France

Sentenced for data breach against NWT['Canada'] Canada

Snapchat hacker sentenced to 6 months in prison['United States']United States

Mount Locker Ransomware Aggressively Changes Up Tactics['United States']United States

Facebook internal documents reveal Chinese hackers attacking Cambodian opposition party['Cambodia']Cambodia

Bank local clearing house suffers malware attack['Cayman Islands']Cayman Islands

TAFEP Was Fined $29 , 000 Over Data Breach - Privacy['Singapore']Singapore

N . J . Police Warn of Motor Vehicle Commission Phishing Scam['United States']United States

Cyber Attacks Involving Huawei Devices in Canada Spiked after Meng Wanzhou Arrest['Canada'] Canada



NAF , Inc . Reports Data Breach Following Unauthorized Access to the Organization Computer Systems | Console and Associates , P . C .['United States']United States

Biden Administration Warns Against Spyware Targeting Dissidents['United States']United States

State auditors report Caldwell Parish School Board lost $3K to phishing incident['United States']United States

NPC sets January 25 meeting with Comelec , Manila Bulletin on alleged hack['Philippines']Philippines

Man , 25 , charged for alleged involvement in Singpass phishing scam['Singapore']Singapore

['https://www.thestar.com.my/aseanplus/aseanplus-news/2021/10/26/at-least-s764000-lost-in-september-to-e-commerce-phishing-scams-in-singapore', 'https://www.thestar.com.my/tech/tech-news/2021/10/27/e-commerce-phishing-scams-in-spore-cost-victims-at-least-s764000-rm235mil']E - commerce phishing scams in Spore cost victims at least S$764 , 000 ( RM2 . 35mil )['Singapore']Singapore

Hackers pose as priests in messages to scam church members['United States']United States

UPDATE : DCAD still down following ransomware attack last week['United States']United States

Sage data breach : Industry reaction and analysis['United Kingdom']United Kingdom

Norman Schools Offer ID Theft Protection After Cyber Attack['United States']United States

UM students warned of phishing email pretending to be President Bodnar['United States']United States

Financial Industry Sees Spike in Cyber Attacks['China'] China

RBS forced to issue new debit cards after Ticketmaster cyber attacks put customers at risk['United Kingdom']United Kingdom

Cryptocurrency Miners Exploit Latest Drupal Flaw['United States']United States

CIA , Senate hackers gleefully promise more - PC Tech Magazine['United States']United States

OCR sees 500 percent increase in February data breach reporting from previous year['Canada'] Canada

Battle Creek Doctors Office Forced To Close After Computer Hack['United States']United States

Newham Council fined £145 , 000 by Information Commissioner Office for data breach after leaked gang matrix list ended up in hands of rival members | Politics['United Kingdom']United Kingdom

Samsung delays Galaxy Fold while WannaCry cyber expert guilty of bank malware['South Korea']South Korea

New Matryosh Malware Targets Millions of Android Devices ! If Your Gadget Heats Up , It Infected['United States']United States

Teen arrested after digital lock company van hacked and stolen in Yishun['Singapore']Singapore

Hillicon Valley : Barr asks Apple to unlock Pensacola shooter phone | Tech industry rallies behind Google in Supreme Court fight | Congress struggles to set rules for cyber warfare with Iran | Blog site Boing Boing hacked['United States']United States

Coffee Co . Jail target of ransomware attack['United States']United States

iTWire - Regin malware used in Western spying on Russian firm['Russia'] Russia

Zippy data breach : 4 people charged with identity theft and computer fraud['United States']United States

Microsoft Research Develops Invisible Cloud Malware Scanner['United Kingdom']United Kingdom

Health board apologies after data breach involving patients with diabetes['United Kingdom']United Kingdom

SunLive - Companies caught up in huge global data hack['New Zealand']New Zealand

Kawasaki Heavy hack may have targeted defense - linked information['Japan'] Japan

High school hacker story a lesson on student data security['United States']United States

Zappo chintzy proposal to compensate victims of its 2012 data breach .['United States']United States

HCBOE approves new cyber security program in response to malware attack['United States']United States

Royal Mail phishing scam warning ['United Kingdom']United Kingdom

WMC says it withstood malware attack in 2018 as hospitals across state grapple with hacking efforts['United States']United States

Phishing Attack on DePaul impacted emails of Health Program Clients['United States']United States

Beware of malware links bearing name of NDA , NIA being circulated on WhatsApp['India'] India

FTC Settles Data Breach Case with AshleyMadison for $1 . 6 Million['United States']United States

Pair of ad fraud campaigns linked to defacement attacks by Indonesian hackers['Indonesia']Indonesia

Warning over fake paedophile in your neighbourhood phishing email['United Kingdom']United Kingdom

U . S . Chamber of Commerce sides with CareFirst BlueCross BlueShield in data breach lawsuit['United States']United States

Beware Apple iCloud Users Phishing scam Hitting Area['United States']United States

Home Depot Hit By Same Malware as Target — Krebs on Security['United States']United States

Arizona job search website had data breach['United States']United States

New Bitcoin Malware Changes Destination Wallets['United States']United States

Hackers Breached More Than A Million Health Records Of Georgians Since 2016['Georgia'] Georgia

Namfisa was hacked ['Namibia'] Namibia

New Scam Impersonates VAT Form to Deliver Malware['United Kingdom']United Kingdom

Your Advisory Firm Has Been Hacked : Now What ?['United States']United States

['https://securite.developpez.com/actu/313767/Un-pirate-informatique-divulgue-la-base-de-donnees-de-Guns-com-avec-les-donnees-des-clients-et-des-administrateurs-il-aurait-vendu-les-donnees-sur-le-dark-Web/', 'https://www.gizmodo.com.au/2021/03/guns-com-gets-hacked-spilling-gun-owner-information-all-over-the-dark-web/', 'https://www.techtimes.com/articles/258407/20210325/dark-web-hackers-leak-gun-owners-sensitive-data%E2%80%94-ids-hashed.htm']Dark Web Hackers Leak Gun Owner Sensitive Data IDs , Hashed Passwords , and More['France'] France

['https://www.business-standard.com/article/news-ani/lapd-officers-personal-information-stolen-in-data-breach-119073001690_1.html', 'https://www.cnet.com/news/lapd-data-breach-reveals-personal-info-of-2500-officers-report-says/', 'https://www.engadget.com/2019/07/29/lapd-data-breach/', 'https://www.merdeka.com/teknologi/2500-data-pribadi-personel-kepolisian-los-angeles-diretas.html', 'https://www.liputan6.com/tekno/read/4025114/data-pribadi-milik-2500-personel-kepolisian-los-angeles-diretas', 'https://www.bankinfosecurity.com/report-lapd-data-breach-exposes-2500-officer-records-a-12856', 'https://www.asianage.com/technology/in-other-news/310719/police-officers-personal-information-stolen-in-data-breach.html', 'https://www.dailymail.co.uk/sciencetech/article-7306655/Thousands-LAPD-officers-caught-data-breach.html', 'https://www.zdnet.com/article/thousands-of-los-angeles-police-caught-up-in-data-breach-personal-records-stolen/', 'https://kfiam640.iheart.com/content/2019-07-29-some-lapd-personnel-officer-applicaThousands of Los Angeles police caught up in data breach , personal records stolen['United States']United States

Bitcoin exchange founder charged with covering up hack – Naked Security['United States']United States

Google removes billions of bad ads in 2017 to cut phishing , malware['United States']United States

How a Harmless - looking Website Can Hack Into Your Computer , Steal Data['India'] India

Nozelesn Ransomware Reportedly Using Spam to Target Poland['Poland'] Poland

New Siri hack discovered by French researchers['France'] France



Facebook sued over Brexit campaign data breach['United Kingdom']United Kingdom

Q2 Saw Firms Hit By New Malware Technology : Study['United States']United States

Roadrunner Transportation Systems ( Roadrunner ) Provides Notice Of Data Breach['United States']United States

Researcher detects malware designed to steal credit card information on more than 1 , 200 online shops['United Kingdom']United Kingdom

Report : Hackers target telecoms , defense contractors -- FCW['United States']United States

Hackers Use Facebook Messenger to Spread COVID - 19 Scams['United States']United States

Exclusive : Hackers Hit Virgin Mobile in Saudi Arabia['Saudi Arabia']Saudi Arabia

GBMC Health Care restoring electronic medical records after ransomware incident['United States']United States

Former Hospital CIO Finds 177 % Increase as Hackers Breached 21 . 3M Healthcare Records in 2H of 2020 -['United States']United States

Nintendo Asks Court to Put an End to Domain Hopping Piracy Hack Stores * TorrentFreak['Japan'] Japan

Frankfurt used as remote hacking base for the CIA : WikiLeaks | Germany| News and in - depth reporting from Berlin and beyond | DW['Germany']Germany

Kenya records 6 million cyber attacks ['Kenya'] Kenya

Private info of South Central , SCC staff , students and alum may have been hacked['United States']United States

The Hack Roundup : USDA Denies Data Breach at Payroll Facility['United States']United States

15 - Year - Old Malware Proxy Network VIP72 Goes Dark – Krebs on Security['United States']United States

Bank compensates for "phishing" scams['Argentina']Argentina

THE TRUTH IN THE HANDS OF THE POWERFUL Hackers' claws at the Kosovo Online newsroom: The site was taken down a little before 3 p.m.!['Kosovo'] Kosovo

Comments - In Plovdiv, they broke up a large-scale laundry scheme for 40 million. euro with phishing scams['Bulgaria'] Bulgaria

The Company That Paid Millions For A Ransomware Ransom, And Now The Hackers Are Back['Spain'] Spain

Hackers are mining Monero with phishing ad blockers['Russia'] Russia

Life: hackers gained access to British intelligence documents['United Kingdom']United Kingdom

Car builder VDL - group back in full operation after cyber attack | Financial['Netherlands']Netherlands

Android malware, a flaw identified allows hacking into bank accounts['France'] France

Convert low-interest loans over the phone? It is 100% voice phishing['South Korea']South Korea

Hackers have leaked 3 lakh information; K said no. S. E. B • Suprabhaatham['India'] India

The Serbian Military Union claims that their website is exposed to hacker attacks['Serbia'] Serbia

Corona in Germany: RKI reports record numbers after data breach - new high of new infections['Germany']Germany

An attempt to inject malware into the health institution's computers failed['Estonia'] Estonia

You made 200 million won, a new type of phishing targeting a hole in the law of 30 million won in withdrawal['South Korea']South Korea

The threatening hack to the website of the former Volkswagen dealer, Guido Guidi['Germany']Germany

Spyware in the Clean Master app ['Israel'] Israel

Libraries upgrade security after hacker attacks['Denmark']Denmark

PGR claims that 25 members of the MPF were targets of hackers['Brazil'] Brazil

['https://www.divyabhaskar.co.in/national/news/proceedings-of-both-the-houses-of-parliament-may-start-from-11-am-prime-minister-modi-will-have-an-all-party-meeting-in-the-evening-128720715.html', 'https://divyamarathi.bhaskar.com/national/news/proceedings-of-both-the-houses-of-parliament-can-start-from-11-am-prime-minister-modi-will-hold-an-all-party-meeting-late-in-the-evening-news-and-live-updates-128720856.html', 'https://www.bhaskar.com/national/news/proceedings-of-both-the-houses-of-parliament-can-start-from-11-am-prime-minister-modi-will-hold-an-all-party-meeting-late-in-the-evening-128720678.html']Proceedings Of Both The Houses Of Parliament Can Start From 11 Am, Prime Minister Modi Will Hold An All Party Meeting Late In The Evening; news and live updates | Uproar in Parliament over Pegasus spying case; This spyware was purchased from Israel...['India'] India

Credit information Companies pay at least 5, 4 billion after data breach['Sweden'] Sweden

Social Media Viral, Traffic Information Boards in Makassar Hacked, Ask Principal for Help to Accept His Love['Indonesia']Indonesia

The SAE works to recover its Twitter account after being hacked['United Arab Emirates']United Arab Emirates

Experts noted the spread of malware for mining['Russia'] Russia

Tried for hacking LinkedIn and Dropbox ['Luxembourg']Luxembourg

PKS Allows Its Site to Be Hacked by Hackers['Indonesia']Indonesia

ATM HACKING MosPravda ['Russia'] Russia

DDOS report 55 % downfall in cyber attack cases in 2017 second quarter['India'] India

Employees help hackers into IT ['Denmark']Denmark

O Warawut Jangpot . The company was hacked more than 100,000.['Thailand']Thailand

Three years on hold for the author of the BLP hack['Argentina']Argentina

AFF website hacked, hackers post anti-India messages on Kulbhushan Jadhav['India'] India

Ambulance, paramedics and stretchers. Detaining the hacker, the investigators played a whole performance['Belarus'] Belarus

Moscow demands from Washington to return the diplomatic dachas, closed after hacker attacks on the elections - akurs['Russia', 'United States']Russia, United States

Carelessness inside the internal network leads to infrastructure hacking['South Korea']South Korea

Ministry of Internal Affairs detained a group of hackers for stealing money using phishing en['Russia'] Russia

Police from Khakassia helped to detain suspects in ATM hacking['Russia'] Russia

Apple admitted that the iPhone was hacked, but claims that they have already removed all the flaws['United States']United States

['http://world.kbs.co.kr/service/news_view.htm?lang=v&Seq_Code=49750', 'https://www.nknews.org/pro/north-korean-hackers-use-new-method-to-dodge-security-programs/', 'https://www.securitylab.ru/news/519098.php', 'https://nv.ua/world/countries/kak-hakery-severnoy-korei-voruyut-milliardy-dollarov-dlya-kim-chen-yna-poslednie-novosti-50155254.html', 'http://news.kmib.co.kr/article/view.asp?arcid=0015753126&code=61111611&sid1=pol', 'https://www.nknews.org/pro/north-korean-hackers-stole-cryptocurrency-while-skimming-credit-cards-report/', 'https://www.newyorker.com/magazine/2021/04/26/the-incredible-rise-of-north-koreas-hacking-army']How North Korean hackers are stealing billions of dollars for Kim Jong-un Latest News / NV['North Korea']North Korea

51 % of Organizations Have Experienced a Data Breach Caused by a Third - party , New Report Finds['United States']United States

Many businesses still exposed to hacking vulnerability discovered last year , cyber firm finds['United States']United States



Chinese Hackers Target Building Management Systems['China'] China

Microsoft did door - to - door router replacements to stop Trickbot malware['United States']United States

Accusoft Corporation Announces Data Breach | Console and Associates , P . C .['United States']United States

Indian activist charged with terrorism was targeted by hackers linked to prominent cyber espionage attacks , new report finds['India'] India

Harmonious resolution after a phishing scam['United States']United States

Australia overheated property market has become a target for hackers and theyre scamming millions['Australia']Australia

Hacking the Mango DeFi Platform : A New Way In for Crypto Thieves['United States']United States

SA businesses susceptible to cyber attack : 3 . 6m Dis - Chem clients affected['South Africa']South Africa

Hacking The Feds ['United States']United States

Millions Stolen by Hackers Shows Vulnerability of Mexico Banks['Mexico'] Mexico

Secretary Raffensperger warns Georgians about a corporate registration phishing scam['United States']United States

Russian businessman pleads not guilty in U . S . to insider trading through hacking['United States']United States

GPs warned of delays as hack hits health systems['United Kingdom']United Kingdom

Renown Health Falls Victim to Elekta Data Breach , PHI Exposed['United States']United States

When Constitutional Law and Government Hacking Collide : A Landmark U . K . Ruling Is Relevant on Both Sides of the Pond['United Kingdom', 'United States']United Kingdom, United States

WHKY - TV & WHKY Talk Radio - Ransomware Attack Reported By Lenoir - Rhyne Officials['United States']United States

Mac Malware Pushed via Google Search Results , Masquerades as Flash Installer['United States']United States

Missouri Southern State University & Graceland University suffered data breach['United States']United States

Cyber Police Claim Double Win : Arrests In 50 , 000 - Victim Hacks , $48 Million In Credit Card Theft Prevented['United States']United States

Extensive Living Off the Land Hides Stealthy Malware Campaign['Russia'] Russia

New Threat Actor Fraudulently Buys Digital Certificates to Spread Malware['United States']United States

Ethical Hackers Breach Vermont Voting Machines , But Officials Say No Need To Panic['United States']United States

New malware uses existing programs to control PCs['South Africa']South Africa

Military Warns of Iranian Hackers Targeting American Troops with Fake Jobs Website['United States']United States

Vietnamese student uploads malware - containing apps to Google Play Store['Vietnam'] Vietnam

Illinois resident affected by CafePress data breach files suit['United States']United States

Microsoft Fixes Security Flaw Making Apple Users Vulnerable to Hackers['United States']United States

Amazon Dash Button Hacked To Created Raspberry Pi Silent Doorbell['United Kingdom']United Kingdom

Hackers Release White House Staff Phone Numbers as Part of Anti['United States']United States

Report on Yahoo data breach to be delivered in coming weeks['United States']United States

['http://www.lessentiel.lu/fr/hi_tech/story/brancher-une-souris-razer-suffit-a-pirater-un-ordinateur-30106000', 'http://digi.hsw.cn/system/2021/0825/148644.shtml', 'https://pcworld.hu/pcwpro/eleg-egy-razer-vagy-steelseries-egeret-bedugni-es-maris-fel-tudjak-torni-a-gepedet-298675.html', 'https://www.phonandroid.com/windows-10-une-faille-permet-de-pirater-votre-pc-en-utilsiant-une-simple-souris-razer.html', 'https://www.techtimes.com/articles/264444/20210822/windows-10-admin-privileges-exposed-hacker-using-plug-razer-mouse.htm', 'https://www.komputerswiat.pl/aktualnosci/bezpieczenstwo/nowy-exploit-uzywanie-myszki-razera-pozwala-na-przyznanie-uprawnien-administratora/ds92k4l', 'https://news.day.az/hitech/1372460.html']Windows 10: a flaw allows you to hack your PC using a simple Razer mouse['Luxembourg']Luxembourg

Tax time leads to 400 % increase in cyber attacks : Businesses warned to be vigilant in face of crime epidemic['Australia']Australia

Security firm says more routers at risk of hacking['United Kingdom']United Kingdom

CYBER CRIME : Hampshire farm hit by ransomware attack lost records['United Kingdom']United Kingdom

Retail Gift Cards Remain An Easy Hack ['United States']United States

What You Need to Know About the Latest Crypto Hacks['United States']United States

Fortinet warns on new ‘ BlueBorne ’ Bluetooth exploit['Philippines']Philippines

Two Nigerian hackers among four held for e['Nepal'] Nepal

Latvia court upholds sentence for hacking into tax authority files['Latvia'] Latvia

Charlotte Talks : Dena Diorio On Ransomware Attack ; U . S . Diplomacy , Truth Stranger Than Fiction ?['United States']United States

Journalists fight back against massive phishing attack – Poynter['United States']United States

Greenwood hacked in phishing attack ['United States']United States

Malware Spikes Coincide with Geopolitical Incidents['United Kingdom']United Kingdom

Hundreds left vulnerable to hackers after Johnson and Johnson data blunder | Ireland['Ireland'] Ireland

Hacking claims inquiry stepped up at Independent News & Media | Business['United Kingdom']United Kingdom

US and united kingdom accused of hacking Sim card firm to steal codes['United States', 'United Kingdom']United States, United Kingdom

$17M Target Data Breach Settlement Affirmed on Second Try – Big Law Business['United States']United States

Driver Attys In Axed Uber Data Hack Suit Ask For Fees['United States']United States

Online lender EarlySalary admits data breach of loan applicants['India'] India

Typing A key 29 times lets you hack HPE iLO 4 servers['United States']United States

Australia joins list of phishing hosting countries['Australia']Australia

Cobalt Hacking Group Tests Banks In Russia and Romania['Russia', 'Romania']Russia, Romania

Sony Pictures Computer Sytems Shut Down After Ransomware Hack['Japan', 'United States']Japan, United States

Zingbox Identifies New Trend in Cyber Attacks Targeting Connected Medical IoT Devices and the Patients That Use Them['United States']United States

Hackers target WA major daily newspaper , putting data of subscribers at risk['Australia']Australia



Hackers compromise UPI apps - The Hindu['India'] India

Deadline Detroit | Detroit data breach compromises information of up to 15K employees['United States']United States

Detroit Offers Credit Monitoring Following Small Data Breach['United States']United States

Likud party app hacked for second time in one week['Israel'] Israel

Lockheed Martin , SpaceX And Tesla Caught In Cyber Attack Crossfire['United States']United States

Malware attacks are becoming more common :: WRAL . com['United States']United States

Hack Attempt on the WHO - Infosecurity Magazine['Switzerland']Switzerland

Law enforcement and Microsoft come together to bust a major malware attack['United States']United States

Investors sue LabCorp over security failures in light of data breach , ransomware attack['United States']United States

Ransomware attack on third - party vendor may have contained UofSC constituent information , officials say['United States']United States

Georgia DFCS Data Breach in May Means Confidential Data of Adults , Children Accessed['United States']United States

# EdgeLive : Phishing Attacks Now Targeting Enterprise Specifics['United Kingdom']United Kingdom

Farm varsity website hacked , restored after 5 . 5hr suspension | Ludhiana News['India'] India

Hackers use open source tools to steal usernames and passwords['United Kingdom']United Kingdom

These Are the Games Malware Scammers Are Exploiting Most['United States']United States

CERT - In alert helps avert bid to hack TS power systems['India'] India

[ Phishing for unlisted stocks ] ① One after another appeal for investment fraud … collective complaint to the police['South Korea']South Korea

A year after the hacking of its servers: Fortnox raised 22 million dollars['Sweden'] Sweden

Allegedly the data belonging to the National Police and the DPR are sold by hackers['Indonesia']Indonesia

In Kaluga, the FSB neutralized a dangerous hacker hacking the websites of state institutions['Russia'] Russia

The Belarusian authorities recognized the hacking of the websites of the BelNPP and the Ministry of Justice['Belarus'] Belarus

Woman wanted to track covid - sentenced for data breach['Sweden'] Sweden

Continental continues to investigate hacker attack['Austria'] Austria

Global companies hacker emergency … Samsung Electronics and Toyota were also robbed['South Korea', 'Japan']South Korea, Japan

Activists in Guerrero demand an end to criminalization after it was revealed in a hack to the Sedena that they are classified as criminals['Mexico'] Mexico

Iranian hackers spread a phishing campaign in Israel using hacked email boxes['Israel'] Israel

Minimal hacking attacks using open source software have been minor, according to the US agency.['United States']United States

Call center phishing and fake trial subscription['Germany']Germany

After leaked information - the authority for press, radio and television suspects a data breach['Sweden'] Sweden

Cybercrime – phishing Diario Expreso ['Ecuador'] Ecuador

3 Hackers Arrested For Hacking Chain Supershop Sapna's System – Business24BD['Bangladesh']Bangladesh

Bangkok AirAsia credit card hacked Called to cancel but still have bills to collect the hacked balance['Thailand']Thailand

Warning : Innovative hackers are committing mass fraud on trading sites['Bulgaria'] Bulgaria

Amnesty struggled, spyware organization blacklisted['Turkey'] Turkey

SAT presented its dating application, but it was hacked slowing down everything['Mexico'] Mexico

Bug in Messenger for Windows allows hackers to break into PC['Brazil'] Brazil

Payment of 17 million won for advertising expenses... Facebook, only belatedly confirmed hacking['South Korea']South Korea

eHealth: Data Breach. The IBM report | politically correct. com['Italy'] Italy

Messenger phishing impersonating acquaintances soared by 25% this year['South Korea']South Korea

['https://blitz.bg/kriminalni/geshev-razkri-nov-khakerski-udar-na-tad-grup-pokoseni-sa-500-000-e-mail-adresi-na-populyaren_news687697.html', 'http://bradva.bg/bg/article/article-168324', 'https://blitz.bg/kriminalni/geshev-razkri-nov-khakerski-udar-pokoseni-sa-500-000-e-mail-adresi-na-populyaren_news687697.html']Geshev revealed a new hacking attack! 500,000 e-mail addresses of a popular ...['Bulgaria'] Bulgaria

Interpol's input, CBI sent alert to the whole country - threat of smartphone hacking from this message['India'] India

Remote to help hackers: hackers attack strategic companies['Russia'] Russia

Phishing: The email that tells you that you have won a Lottery draw to ask for your information['Spain'] Spain

Hackers Hit Library, Popular App Steals Passwords and Earns Millions, Hit TikTok and Falls - Media - People's Daily Online['China'] China

Istinomer suspends the choice for the lie of the decade due to a hacker attack on their site['Serbia'] Serbia

Google hacked Yandex and Kaspersky mobile apps['Russia'] Russia

LCP, Ouigo, Yves Rocher, Carrefour and other major French groups are currently hacked['France'] France

Egypt Economy - Report: New cyber attacks targeting government agencies in the Middle East['Egypt'] Egypt

Malware hidden in encrypted traffic and IoT botnets increase in activity in 2017['Spain'] Spain

Argentina : 4 out of 10 Windows computers are still vulnerable to WannaCry ransomware | Instant news from LAVOZ. com . ar['Argentina']Argentina

Chivas website hacked and sends hidden message['Mexico'] Mexico

It has not been possible to limit the spread of extremely dangerous malware['Estonia'] Estonia

Human rights activists in Minsk report hacking into the office of their own organization['Belarus'] Belarus

Hackers take advantage of flaws in third-party apps['Luxembourg']Luxembourg

Physical therapy network says data breach may have included patient information['United States']United States



['https://betanews.com/2020/08/24/botnet-exploit-increases/', 'https://www.prnewswire.com/news-releases/nuspire-reveals-a-shift-in-attack-methods-with-an-exponential-increase-of-botnet-and-exploit-activity-301116527.html']Nuspire Reveals a Shift in Attack Methods with an Exponential Increase of Botnet and Exploit Activity['United States']United States

Hacker creates more than 600 thousand dollars of the cryptocurrency Zcoin['Argentina']Argentina

Hackers leak supposed passwords of e-users['Brazil'] Brazil

Accommodation service How about sending out 4,000 guests … Chinese hacker suspicion['China'] China

Last year, 53,550 hacking attempts at central ministries tripled in 3 years['South Korea']South Korea

Facebook Data Breach 2021 Explanation , Leaked File Content : Creating Perfect Password Here How['United States']United States

Attention MA Residents : Scammers Are Phishing For New Bait !['United States']United States

Louisville Zoo was recently victim to a cyber attack['United States']United States

IDX Achieves Record , Managing Nearly 1 , 000 Data Breach Responses for Enterprises ; IDX Privacy Platform Recognized in Fast Company World Changing Ideas Award['United States']United States

Nearly 1Million People Learning Their Medical Records Were Hacked['United States']United States

Newly Discovered Malware Evades Detection by Hijacking Communications['United States']United States

Brunswick County loses $4 million in alleged phishing scam['United States']United States

A Hacker Gang Alleged Members Are in Jail . It Still Stealing Data .['United States']United States

Everyone favorite media player abused to launch malware attacks['United Kingdom']United Kingdom

iTWire - Public warned as scammers exploit Optus data breach['Australia']Australia

4th Circ . Wont Revive Investor Marriott Data Breach Suit['United States']United States

Hawaiʻi joins $16M data breach settlement against Experian and T - Mobile['United States']United States

Ransomware Gang Leaks Local Belgian Police Data , Exposes Personnel Identities['Belgium'] Belgium

NHS Highland patient in Thurso flabbergasted at claimed new data breach error['United Kingdom']United Kingdom

Amadeus data breach said to be confined to Israel : Travel Weekly['Israel'] Israel

IC3 Issues Alert on HTTPS Phishing ['United States']United States

Report flags GDPR impact on data breach notification['European Union']European Union

Man held for carrying weapon also wanted for hacking bank a / cs['India'] India

Cyber attack leaves holidaymakers unable to access currency funds['United Kingdom']United Kingdom

Class - Action Suit Filed Over Rady Children Hospital Data Breach – NBC 7 San Diego['United States']United States

Security Flaw in Balancer Pools Leads to Massive $450K Crypto Hack['United States']United States

South Australian Government under siege as hackers target public records['Australia']Australia

Apple Hacked : 10 Times Hackers Proved Apple Products arent Hack Proof Fan Boys . : ThyBlackMan . com['United States']United States

Microsoft uses AI to block LockerGoga ransomware tactic in Norsk Hydro attack['Norway'] Norway

Madras University comes under Ransomware attack['India'] India

Probe sought of passport data breach ['Philippines']Philippines

NDSU Students Legally Hack Into University Network['United States']United States

Family Bank Hacker Charged With Attempting to Steal , Released on Cash Bail['Kenya'] Kenya

Pakistan cyberspace at the mercy of hackers | The Express Tribune['Pakistan']Pakistan

UK train upgrade , Driverless car hack , McAI and more : best of the week news['UK'] UK

Newb admits he ran Satori botnet that turned thousands of hacked devices into a 100Gbps+ DDoS - for - hire cannon['United Kingdom']United Kingdom

Meet Candiru The Super Stealth Cyber Mercenaries Hacking Apple And Microsoft PCs For Profit['United States']United States

New phishing attacks impersonating the law departments ( Includes interview )['United States']United States

MWA Customers now able to access accounts after ransomware attack['Malawi'] Malawi

California Legislature Passes Benefit Reimbursement Law For Data Breach Victims - Data Protection['United States']United States

['https://nt.interia.pl/internet/news-rzeczpospolita-nasilaja-sie-ataki-hakerskie-na-polske,nId,5397725', 'https://forsal.pl/lifestyle/technologie/artykuly/8220004,eksperci-alarmuja-nasilaja-sie-ataki-hakerskie-na-polske.html', 'https://www.wnp.pl/tech/nasilaja-sie-ataki-hakerskie-na-polske,485199.html']Hacker attacks on Poland are increasing['Poland'] Poland

Phone hacking : Mirror newspaper settles four more claims['United Kingdom']United Kingdom

Appeals Court Vacates Horizon BCBS Data Breach Case['United States']United States

Linux nasty kicks weak , hacked gadgets when theyre already down • The Register['United Kingdom']United Kingdom

Acer agrees to $115 , 000 settlement after hackers took 35 , 000 unprotected credit card details['Taiwan'] Taiwan

Data not hit by ransomware attack , says AP DGP['India'] India

Feds : Conman posed as Anonymous hacker to threaten news orgs['United States']United States

The FBI Wants You to Answer a Few Questions … Not Really . It ’ s Ransomware !['United States']United States

The gadget that can hack any CAR : Terrifying £12 tool can remotely control headlights , locks , steering and even brakes['United States']United States

Uper paid hackers cover up data breach of 57 million users['Egypt'] Egypt

Dracut schools hacked ['United States']United States

Chinese Nationals Charged With ATM Hacking In Pakistan['Pakistan']Pakistan

DNA MONEY EXCLUSIVE : Centre to train 6 , 000 people in bid to thwart cyber attacks['India'] India

County reports significant progress in restoring hacked computer system['United States']United States

Russian hacking group leader move to replace rest of prison term with fine dismissed['Russia'] Russia



What the Tech ? Android malware - WRCBtv . com['United States']United States

Remotely hosted objects used to spread Formbook malware['United States']United States

Council leader resigns over alleged WhatsApp data breach - LocalGov . co . uk['United Kingdom']United Kingdom

SquirtDanger Swiss Army Knife malware steals cryptocurrency , takes screenshots['Switzerland']Switzerland

Comcast suffers another possible data breach['United States']United States

8th Circ . Backs $10M Target Data Breach Deal After Remand['United States']United States

Suspects face up to ten years for Brewton grade hacking charges['United States']United States

German prosecutors probing hack of energy firm last year['Germany']Germany

Former MLA T Raja Singh facebook page hacked by unknown sources['India'] India

Dasan and D - Link routers targeted by apparent botnet in new wave of exploit attacks['United States']United States

Yale University alleged to have failed to timely disclose 2008 data breach['United States']United States

Israeli Soldier Sensitive Data Hacked - Report['Israel'] Israel

Centre battles phishing emails on yet - to - begin health scheme['India'] India

Watertown Daily Times | Carthage police investigating a phishing incident['United States']United States

Committee of inquiry into the cyber attack on SingHealth invites written public submissions for recommendation on better cybersecurity measures['Singapore']Singapore

Italy Certified Email System has been Hacked | Armstrong Economics['Italy'] Italy

['https://www.digit.in/ta/news/general/almost-5000-indian-mobile-users-are-affecting-from-spyware-stalkerware-80613.html', 'https://www.livehindustan.com/gadgets/story-india-among-top-countries-that-fell-prey-to-stalkerware-a-malware-which-harm-your-mobile-3887755.html']5000 Virus risk in Indian mobiles Know how to have Stalkerware in your phone. - Almost 5000 Indian mobile users are affected by spyware stalkerware says report['India'] India

Hackers wipe out Wadiwa Wepa Moyo ['Zimbabwe']Zimbabwe

Zimbabwe : Climate Meeting Hacked ['Zimbabwe']Zimbabwe

Medical device repair startup Summit Imaging fires back at Philips over device hacking claims['Netherlands', 'United States']Netherlands, United States

BEML internal data , staff email IDs hacked , leaked on dark web['India'] India

China new hacking attempt : Mystery seeds ?['China'] China

IOTA Updates Trinity Desktop Wallet to Partly Address Recent Hack['China'] China

Ransomware Attack Shuts Down Illinois Valley Community College Servers['United States']United States

SFU ransomware attack exposed data from 250 , 000 accounts , documents show['Canada'] Canada

Iranian hackers phished researcher by posing as Israeli ex - intel chief - report['Israel'] Israel

Cyber Security Today – More allegations of hacked Supermicro motherboards , reports of ransomware group arrested and warning to tax professionals['Canada'] Canada

Assurances sought Moray ambulance staff hit by data breach are receiving support['United Kingdom']United Kingdom

Employees Reach Settlement in UPMC Data Breach Case['United States']United States

Chinook School Division student information exposed during accidental data breach['Canada'] Canada

National Insurance rise , ransomware and charity fraud['United Kingdom']United Kingdom

BT launches transformational new security platform , Eagle - i , to predict and prevent cyber attacks['United Kingdom']United Kingdom

Logo Software Company Announces Data Breach['Turkey'] Turkey

Free cheese only happens in a mousetrap: cybercriminals distribute malware via NFT drops['Russia'] Russia

WatchGuard Threat Lab reports a decrease in malware volume, an increase in encrypting malware, and actively exploited Office vulnerabilities['Peru'] Peru

PayPal and Mastercard, the most used payment brands in phishing attacks['Spain'] Spain

After multi-million dollar hack in Counter-Strike, protect your accounts from scammers and trolls['Argentina']Argentina

Emotet , SFX - archives , two malware : self - extracting RAR - archives became a weapon in the hands of Emotet operators['Russia'] Russia

PORNO CONTENT ON A PANEL IN THE CENTER OF THE CITY: Banjaluka tourist organization victim of a hacker attack['Bosnia and Herzegovina']Bosnia and Herzegovina

Svyatoslav Stelmashchuk The publication was subjected to a cyber attack after an investigation into the wedding of a deputy['Ukraine'] Ukraine

Apple patches iPhone and iPad exploited by hackers['Russia'] Russia

A Hungarian hacker exchanged the stolen cryptocurrency for millions['Hungary'] Hungary

A hacker enters the Más Madrid website and diverts money to a Podemos account['Spain'] Spain

Hacking of a wiretapping cell of a pre-trial detention center, in which, presumably, a PandaDoc employee was sitting, was published on the network['Belarus'] Belarus

Data of thousands of Armenians infected with coronavirus fell into the hands of Azerbaijani hackers['Armenia'] Armenia

Please note: Hackers broke in and infiltrated a million people['Israel'] Israel

['http://www.fin24.com/Tech/News/antivirus-firm-warns-of-cyber-attacks-on-home-appliances-20170519', 'http://news.abs-cbn.com/business/05/18/17/smart-appliances-under-threat-from-hackers-antivirus-firm']Antivirus firm warns of cyber attacks on home appliances['South Africa']South Africa

Akropolis offers bug bounty to hacker who stole $2 million from Akropolis['France'] France

NSM in dialogue with Schibsted after data breach['Norway', 'Sweden']Norway, Sweden

Eset: Hacker group goes undetected for nine years['Germany']Germany

Site hacked, the Carnival Foundation files a complaint with the police['Brazil'] Brazil

Coronavirus. PAN zoom hacked during virtual forum on economy['Panama'] Panama

DIGESETT recovers its Instagram account after hacking['Dominican Republic']Dominican Republic

The world's leading spyware manufacturer was hacked, which was linked to intelligence agencies['Hungary'] Hungary

News theft | Hackers Reported | They had subscribers all over Italy['Italy'] Italy



A website that implements "Apple Pay" is targeted? Hacking danger revealed | WIRED.jp['Japan'] Japan

WoW Classic: Blizzard has servers arrested - hackers - fans cheer['United States']United States

In Singapore, hackers stole about 50,000 passwords from mail of employees of state institutions['Singapore']Singapore

Police manage to identify three scammers who stole more than 4 . 000 euros by the phishing method - Lanza Digital['Spain'] Spain

Android spyware masquerading as Japanese security app found on Play Store, McAfee warns['Japan'] Japan

Tapplock's 'Smart Nanjing' turns out to be easy to hack['China'] China

In La Manche Libre Le Soir, the industry faces hackers['France'] France

Russian hackers attacked Dutch peace organization Pax['Netherlands']Netherlands

Has YouTube been hacked? Over an hour, all over the world['South Korea']South Korea

Hacker group Fancy Bear launched a new spy campaign['Ukraine'] Ukraine

Politician: the e-health system was attacked by unknown hackers['Latvia'] Latvia

Hackers from the Khabarovsk Territory earned cryptocurrency at the expense of the villagers['Russia'] Russia

Metro Bank hit by cyber attack used to empty customer accounts['United Kingdom']United Kingdom

Coinrail has resumed trading after the hack. The digital money market has grown :: RBC. Crypto['South Korea']South Korea

Body phishing money withdrawal book Chinese state Cao tribe sentenced to 3 people['China'] China

Hacker attack: Admeira is also from Cyber['Switzerland']Switzerland

Mexico fifth country affected by cyber attacks['Mexico'] Mexico

Twitter hacked by hackers ['Belarus'] Belarus

He embezzles 195,000 euros by hacking SFR boxes['France'] France

Case of December attempted hacking of ATMs solved: ITU employee arrested['Turkey'] Turkey

DOJ Official Warns of Escalating Cyber Attacks['United States']United States

Chase Wins $20M In Landry Data Breach Suit['United States']United States

OnDeck Announces Data Breach Impacting Social Security Numbers and Financial Account Information | Console and Associates , P . C .['United States']United States

Editorial cartoons for May 16 , 2021 : Cheney fall , pipeline hack , unemployment['United States']United States

E - commerce giant suffers major data breach in Codecov incident['Russia'] Russia

Mailing List Provider WordFly Scrambling to Recover Following Ransomware Attack['Russia'] Russia

Malware campaign hunts Discord messenger users['South Africa']South Africa

Confidential data held by a Derby legal firm copied in a cyber attack['United Kingdom']United Kingdom

India Supreme Court Opens Investigation Into Targeting Of Indian Citizen Phones By NSO Malware['India'] India

IA Eye Clinic Adds 543K to Eye Care Leaders Data Breach Tally['United States']United States

HomeTrust Mortgage Reports Data Breach in the Wake of Ransomware Attack | Console and Associates , P . C .['United States']United States

ICS Exploits Earn Hackers $400 , 000 at Pwn2Own Miami 2022['Russia'] Russia

Henry Company Data Breach Exposes Customer Social Security Numbers | Console and Associates , P . C .['United States']United States

Some students still experiencing issues after University of Guelph data breach['Canada'] Canada

SC Blackbaud Data Breach Corrective Notice Rejected by Courts['United States']United States

Hacker demands $250 , 000 for Verizon info exposed online media['United States']United States

Washington County , Md ., Hit With Thanksgiving Day Cyber Attack['United States']United States

Antwerp city services down after hackers attack digital partner['Belgium'] Belgium

Hackers steal source code from Microsoft and release it['United States']United States

Bulletproof host storing child porn , malware on Dutch servers['Netherlands']Netherlands

Flaw That Allows a Malware to Steal 2FA Codes from Google Authenticator Could Have Been Fixed Long Back['India'] India

Kill Chain : HBO Doc Reveals More Vulnerabilities of US Vote System , Hacker Who Intruded in 2016 : BradCast 4 / 3 / 2020['United States']United States

Phishing Attack Update : Conversation Hijacking Expands Threat Vector['United States']United States

Spear - Phishing Campaign Uses Military - Themed Documents['United States']United States

Cyber attack strikes two Winnipeg law firms['Canada'] Canada

Sofacy and GreyEnergy link confirmed by use of same servers for phishing and CnC['United Kingdom']United Kingdom

['https://www.scmagazine.com/macupdate-hacked-cryptocurrency-miner-apps-installed/article/742123/', 'http://tidbits.com/article/17791', 'http://www.ibtimes.co.uk/macupdate-hacked-hackers-infiltrate-popular-software-site-distribute-mac-cryptocurrency-miners-1659036']MacUpdate hacked : Hackers infiltrate popular software site to distribute Mac cryptocurrency miners['United States']United States

Ethics forms for Baltimore officials now back online after site freed from hack['United States']United States

Yahoo data breach : How you can get your $100['United States']United States

Data Breach Warning For 200 Million Android And iOS Gamers['United States']United States

Cyber attack hits Bonjour - Santé | Montreal Gazette['Canada'] Canada

Rutledge issues data breach advisories to Arkansas medical providers['United States']United States

Deputy minister : Probe to determine if 2018 massive telco data leak due to sabotage or hacking | Malaysia['Malaysia']Malaysia

FBI says hacker Virgil Griffith tried to help North Korea use cryptocurrency to evade sanctions .['North Korea']North Korea

Sneaky Crypto Malware Miners Are Targeting Ad Networks Next['United States']United States



Gift Card Phishing Scam Using Email Addresses of Bosse is Latest Trend Adopted by Scammers['Sweden'] Sweden

Virginia man sentenced in Ohio high school hacking case['United States']United States

Vawtrak malware spread via toxic Word documents is still a thing apparently['United States']United States

Va . attorney general to recoup money for Target data breach investigation['United States']United States

ROBLOX Gamers Ripped Off With Discord Exploit Used To Steal ROBUX['United States']United States

Chinese hacker arrested for stealing client data from software firm['South Korea']South Korea

IRS warns tax professionals about phishing emails['United States']United States

Traffic Court Is Back In Session , Nearly 4 Weeks After Ransomware Attack['United States']United States

Turkish hackers target Suzuki Greece webpage | News['Greece'] Greece

Strange and scary IoT hacks | Networks Asia['Singapore']Singapore

Hackers break into newswire services , trade on what they find – Naked Security['United States']United States

USyd emails fall into mass phishing scam['Australia']Australia

Recovery Has Not Come Cheap for the Alaskan Borough Targeted by Hackers['United States']United States

Symantec uncovers hacking group targeting ME government['Middle Eastern countries']Middle Eastern countries

Hacked high school hoping to be back online soon['New Zealand']New Zealand

Muscatine still recovering from ransomware attack['United States']United States

Healthcare company that serves Tri - State hacked , patient data stolen['United States']United States

SEC Fines Voya Over Data Breach ['United States']United States

Legal Review : SunTrust Data Breach 1 . 5 Million Customer Records Affected['United States']United States

Hacked emails pose growing concern for students['United States']United States

Hackers Breach 3 . 5 Million MobiFriends Dating App Credentials['United States']United States

News Wrap : Valentine Day Scams and Emotet Wi - Fi Hack['United States']United States

Des Moines - based EMC National Life discloses phishing incident involving email with personal information['United States']United States

IBM study says more than half of Indian companies report data breach in last two years['India'] India

Oracle VirtualBox , Adobe Reader , Windows Hacked at Pwn2Own 2020['Russia'] Russia

Porter County school records hacked ; Social Security and other employee data targeted , officials say['United States']United States

Apple Notifies More Victims Of NSO Malware Hacking Attempts['United States']United States

Taiwan urges blocking 11 China - linked phishing domains['Taiwan'] Taiwan

Data breach at company that sends utility bills for Monroe , Redmond['United States']United States

Hartlepool gang hacked Facebook accounts to scam 64 victims in £250 , 000 mobile phone scam['United Kingdom']United Kingdom

DearCry - új ransomware , ami az Exchange sebezhetőséget használja ki['Hungary'] Hungary

University of Pittsburgh Medical Center Hacker Sentenced to Prison['United States']United States

Volunteers of America Chesapeake & Carolinas hit with phishing scam['United States']United States

REPORT THE TSJ RANSOMWARE ATTACK TO YOUR SERVER: Ask workers not to open emails sent from your tjs domain. qroo['Mexico'] Mexico

Engineers self-made fake government phishing website to maliciously intercept SMS App involved in transnational fraud['Taiwan'] Taiwan

The official website of the Riau DPRD was hacked, Bjorka and Sambo were called['Indonesia']Indonesia

The problems continue in the Senate due to the hacking, 15 days before the preparatory session['Argentina']Argentina

New cross-platform Golang ransomware gives hacker endless possibilities['Russia'] Russia

[Information Security Daily] On September 6, 2022, the photo management software vulnerability of QNAP NAS was locked by the ransomware DeadBolt, and the Douyin and WeChat databases flowed into the hacker forum['China'] China

Savings bank phishing : Fake competition lures with 250 . 000 euros['Germany']Germany

Theft of data and money phishing with VTV: Alert for false site to take a turn['Argentina']Argentina

Hackers Send Resumes Embedded with More _ Eggs Malware to Recruiters['Russia'] Russia

Los Angeles Unified School District hacking computer network paralysis - America Hankook Ilbo['United States']United States

Hackers Hack NVIDIA's Official Twitter Account and Promote Dogecoin['United States']United States

THEY HACKED AMONG US: ACCESS TO THE SITE IS BLOCKED['Argentina']Argentina

Even if you read the text, you are hacked... Coin · Super App Emergency['South Korea']South Korea

Hackers hacked into a large Russian online drug store['Russia'] Russia

Clarification of the Issue of Hacking the Holy LPSE, Magelang Kadiskominfo Call Persons Using Public WiFi['Indonesia']Indonesia

Terminal emulator iTerm & Co : App - Fakes bring Mac - Malware['Germany']Germany

The Post Office scam is back: be careful not to listen to what this SMS asks of you, it could fill your mobile with malware['Spain'] Spain

They hack the Twitter account of the Solidarity Encounter Party (PES) and turn it into colors['Mexico'] Mexico

Telia and Elisa warn against malware masquerading as a service or notification['Finland'] Finland

Google discovers hackers attacking Mac users - the Arab portal for technical news['Arab countries']Arab countries

"Russian hacker" confirmed the resurrection of the most famous Russian group['Russia'] Russia

Millions of Dell computers in the world are vulnerable to hacking['United Kingdom']United Kingdom



The real estate industry has become a new target for cyber attacks. Tencent Cloud joins forces with real estate companies to stage a security offensive and defensive battle_China Net['China'] China

Gang dedicated to hacking WhatsApp accounts dismantled['Venezuela']Venezuela

Hackers steal customer data from 12 banks['Brazil'] Brazil

AJI Records Digital Media Cases 2020: Rampant Doxing to Hacking['Indonesia']Indonesia

Swiss online service warns companies against phishing | Tyrolean daily newspaper online['Switzerland', 'Austria']Switzerland, Austria

The Vitebsk police website is unavailable after the Ministry of Internal Affairs website was hacked['Belarus'] Belarus

Patna Law College Website Hacked Today By Pakistan Hacker | Patna Law College website hacked for hours, hackers wrote - Pakistan Zindabad['India'] India

Pargas exposed to a data breach – sensitive data may have been leaked['Finland'] Finland

Hackers hacked the page of the Kurgan depzdrav in VKontakte['Russia'] Russia

Police employee charged with serious data breach['Sweden'] Sweden

Unfortunately, our authority remains closed due to a cyber attack['Germany']Germany

Legislator denounced hacking attempt on Zoom for co-participation in Ciudad['Argentina']Argentina

No brake hack ; mega theft to account holders grows['Mexico'] Mexico

Hackers stole 800,000 euro from ATM using black box attack['Russia'] Russia

OpenNews: Hacking the matrix infrastructure. org['Russia'] Russia

Landesbank Berlin: Police warn LBB customers of this phishing mail['Germany']Germany

Yanolja Pension, 70,000 hacking attack customer information leaked['South Korea']South Korea

big cyber attacks in the country ['India'] India

Hacker attacks on companies increased by 15%['Bulgaria'] Bulgaria

House search in investigation into hacking politicians['Netherlands']Netherlands

NEWSru. co. il :: Deputy Minister of Communications of Ecuador : Israel helps us repel hacker attacks['Ecuador'] Ecuador

ahmednagar news News : idbi bank server hacked - idbi bank server hacked['India'] India

Vulnerability in Adminer tool used to hack online stores['Russia'] Russia

Employee at the social service is fired for data breach['Sweden'] Sweden

Banorte rejects economic damages due to hacking['Mexico'] Mexico

Tumblr spreads accounts involved in hacking the US presidential election. uh .['United States']United States

True red ginseng GC Bio hacked, 90,000 member reports['South Korea']South Korea

Hacking of 50 million Facebook accounts: Ireland opens... - Municipalities, regions, Belgium, world, sports - All the news 24 hours a day on Lavenir. net['Ireland', 'Belgium']Ireland, Belgium

ESET experts reported a virus - a spyware InvisiMole['Russia'] Russia

Report reveals vulnerability to cyber attacks on US ballistic missile sites['United States']United States

Telephone line hacked: a bill of 915 euros to be paid['France'] France

List of 75 Android apps containing malware['Vietnam'] Vietnam

The fired employee took revenge: hacked and damaged the equipment of five water utilities - Mikrobitti['Finland'] Finland

Project Souron , a silent malicious malware['Indonesia']Indonesia

Researchers with startling discovery: Millions of bots spread political propaganda and malware['Norway'] Norway

Scammers send ransomware To the police eight lines['Thailand']Thailand

[ Free pizza ] Pizza delivery site hack , mobidel hack . ru / Habrahabr['Russia'] Russia

They enlist worldwide in the face of a new cyber attack['Mexico'] Mexico

VNCERT warns of a new attack method of the Shadow Brokers hacker group['Vietnam'] Vietnam

Intel chip flaw could enable hackers to attack PCs , cars , and medical devices['United Kingdom']United Kingdom

At least 3 Quad - Cities municipalities have fallen victim to cyber attacks . Experts say they are common , but can be prevented .['United States']United States

WA Health sorry over monkeypox data breach['Australia']Australia

Union Benefits Administrator Says Data Deleted in Hack['United States']United States

Russian hackers breached Dutch police systems during MH17 probe['Netherlands']Netherlands

A wireless carrier was just hit by a data breach['United States']United States

MAGAcoin is Growing , Claims it Already Created 75 Million Coins But Users at Risk for Data Breach['United States']United States

BlackBerry Ltd . ( via Public ) / Threat Thursday : Hancitor Malware['United States']United States

Patchwork APT Indian hacker group targets Pakistani scientists in a new campaign – Indian Defence Research Wing['Pakistan']Pakistan

General Hacking Community Tops State , Local IT Security Fears['United States']United States

Capital One Reaches $190 Million Settlement In Connection with 2019 Data Breach | Moore & Van Allen PLLC['United States']United States

AG - AG Nessel Issues Information , Warning Related to Morley Companies Data Breach['United States']United States

Four cloud security lessons from the Wegmans data breach['United States']United States

Personal data of luxury organic farm shop A - list clients leaked after Russian ransomware attack['United Kingdom']United Kingdom

Rocked by ransomware attacks , Virginia makes cybersecurity a priority in budget['United States']United States

FBI says work - related cyber attacks were the most common last year :: WRAL . com['United States']United States



The hacking of Delta troop control programme proves that all - technology is not a panacea -- Puppet Masters -- Sott . net['United States']United States

This password - stealing phishing attack comes disguised as a fake meeting request from the boss['Japan'] Japan

Astaroth malware exploits Avast antivirus LOLBins to steal data['United Kingdom']United Kingdom

Grades changed in Orchard View Schools data breach['United States']United States

Hackers breach US most extensively used vehicle LPR Company['United States']United States

FinCEN Issues Guidance , SIM Hackers Charged , Bitcoin Ransomware Traced To Sanctioned Countries - Fin Tech['United States']United States

Hackers post porn on govt site ['Kenya'] Kenya

Phishing boom shows no sign of stopping as lockdown starts to lift['Australia']Australia

Bitpoint hacking details – 55 , 000 clients impacted and $28 million lost['Japan'] Japan

New Mozi malware family quietly amasses IoT bots['United Kingdom']United Kingdom

10 Times Hackers Hacked Live Television['United States']United States

Most City Power IT systems , networks restored following cyber attack['South Africa']South Africa

Crypto Exchange Linked To Mt . Gox Hack Faces $100M Suit['Japan'] Japan

Baldr Credential - Stealing Malware Targets Gamers['United States']United States

Ex - general challenging Israeli PM reels from hacking ...['Israel'] Israel

The Gluepta Malware Can Now Manipulate the Bitcoin Blockchain['United States']United States

Exclusive : Spotify Pays Hackers $120 , 000['United States']United States

FUSD cyber attack highlights risk for municipal governments['United States']United States

84 % of united kingdom businesses report increased cyber attack volume - study['United Kingdom']United Kingdom

Ransomware big game hunting takes toll on insurers['United States']United States

Three Pakistani Airport Websites Hacked By Indian Hackers['Pakistan']Pakistan

Secret Service probing potential Target data breach['United States']United States

Community Health says data stolen in cyber attack from China , Technology / Digital News['China'] China

Cyber attacks : Govt infosec is inconsistent and chaotic , MPs warn['United Kingdom']United Kingdom

Hackers cause shutdown of Jerusalem digital services['Israel'] Israel

Hackers Leveraged SWIFT Gaps To Pull Off Heists['United States']United States

Data Breach at AMP Trading Exposed Customer Credit Reports , SSNs , More['United States']United States

Hackers trying to exploit Heartbleed bug ['South Africa']South Africa

Turkish nationals hack into Navi Mumbai police website for fun['India'] India

NHS gets £21m to boost cyber defences after WannaCry ransomware['United Kingdom']United Kingdom

Akamai : PBot malware behind strongest DDoS attacks in Q2['United States']United States

Data breach at Mid ['United States']United States

Spyware Company That Said It Would Leave Spyware World Shows Up At Arms Fair['United States']United States

Metal Gear Online PC beta taken down over possible exploit['United States']United States

Google Hacking Causes Mass Legal Action['China'] China

Law enforcement investigates Village of Pinecrest data breach['United States']United States

Mecklenburg County Releases Email Sent By Hackers After Ransomware Attack['United States']United States

New California cybersecurity board tackles health industry hacks['United States']United States

Parents beware : warning over hacking threats for internet['United States']United States

$71 Million Restitution Owed for Hacking , Fraud Scheme['United States']United States

['https://tech.sina.com.cn/i/2018-07-08/doc-ihezpzwt2232668.shtml', 'http://finance.ifeng.com/a/20180709/16374702_0.shtml', 'https://tech.sina.com.cn/roll/2018-07-08/doc-ihezpzwt3061391.shtml']There are more than 47,000 counterfeit webpages on Internet finance, Ministry of Industry and Information Technology: Strong phishing website rectification|Phishing website|Internet finance|Fraud _ Sina Technology _ Sina.com['China'] China

HiWAAY Alerts Users of Recent Phishing Attempts['United States']United States

Security bugs in Dell storage platform allowed hackers to gain root access['United States']United States

Lawsuit Filed in Wake of Under Armour Data Breach['United States']United States

WellMess : This Go - based Malware Attacks Both Linux And Windows Machines['United States']United States

U . S . says defendant in Elliott Broidy hacking case has diplomatic immunity['United States']United States

APAC still hotbed for cyber attacks ['APAC'] APAC

Stopping Hackers in Their Tracks FBI ['United States']United States

Benton County loses over $740 , 000 in funds after falling victim to phishing scam['United States']United States

Cyber Attacks Strike Three Hawaii Government Systems['United States']United States

Hackers Exploit Websites to Give Them Excellent SEO Before Deploying Malware['United States']United States

AG Announces Settlement Over 2019 Data Breach['United States']United States

Hackers attacked Primorye deputies ['Russia'] Russia

Alert for data theft in Macaw hack ['Mexico'] Mexico

Jeju 20s voice phishing collection CCTV caught['South Korea']South Korea



This is the information that the Municipality of Belén would have been hacked['Costa Rica']Costa Rica

Boots, hackers and cloning 6 days before the election - Quadratin Quintana Roo['Mexico'] Mexico

Hackers steal Municipal data and demand ransoms['Italy'] Italy

Ministry of Public Security: Enterprise data becomes the target of hackers' attacks['Vietnam'] Vietnam

Smartphone bad signal reception? Your SIM card has been hacked by scammers['Russia'] Russia

The websites of the Perm authorities were subjected to a hacker attack['Russia'] Russia

Google advertised a phishing site that was used to clean crypto wallets['Ukraine'] Ukraine

Hackers steal money from Russian mobile phone accounts['Russia'] Russia

Free decryption tool for Darkside ransomware trojan released['Germany']Germany

Tolima Police spoke out against the alleged hacking of Anonymous to the web portal['Colombia']Colombia

List of more than 260 vulnerabilities in various malware published['Russia'] Russia

Thousands of Telia Inmics - Nebula e-mails are stuck - the reason is a cyber attack['Finland'] Finland

Eset: Cyber-attacks on passwords are prevalent in the Czech Republic, malware is most often spread by e-mail['Czech Republic']Czech Republic

It's a boom in computer scams in Gorizia. The exploit is worth the second place in Italy['Italy'] Italy

Detecting a cyber attack campaign targeting Asian users['Asia'] Asia

They denounce that the attack would be a funa: they accuse 20 people of the porn hacking of the San Felipe school['Chile'] Chile

Nepszava could cost the ethical hacker six hundred thousand for finding a hole in Telekom's shield['Hungary'] Hungary

Zielona Góra: hacked vending machines at the hospital['Poland'] Poland

folk gazette. dk - Lolland and Falster together in one place - Home - Abroad - 106 million affected by hacker attack against American bank['United States']United States

High-ranking official at the Swedish Customs Administration on trial for data breach['Sweden'] Sweden

PF opens investigation into wiretap in the cell of the suspect of hacking Moro['Brazil'] Brazil

Gulf News | Sheikh Salman bin Muhammad: Repelling attempts to hack government institutions data has been reduced from 230 days to only one day.['Bahrain'] Bahrain

Illegal Activities : Bitcoin Phishing : Darknet Black Markets | News['Germany']Germany

GDPR: over 630 data breach notifications in Italy['Italy'] Italy

Hackers sent warnings of nuclear attack ['Bulgaria'] Bulgaria

Kaliningrad JSC "Moloko" lost 2 million rubles due to a hacker attack['Russia'] Russia

[Exclusive] Suspected Bithumb hacking EOS worth 14.5 billion won evaporated['South Korea']South Korea

New attack areas of cyber hackers discovered['Turkey'] Turkey

Data siphoning, malware: cyberwar is declared ... and France is participating in it['France'] France

WeChat uncovered 45,000 public accounts of phishing scams this year['China'] China

Congress to spend $600 a year to recode website after hack['Mexico'] Mexico

Demand for quota reform by hacking the website['Bangladesh']Bangladesh

The "circumstances of hacking into the networks of the Ministry of Environment" became clear['Japan'] Japan

ostovsky hacker hacked paypal ['United States']United States

$55,000 an hour, the loss from a cyber attack on an airport['Mexico'] Mexico

“Fiery greetings from the Russian Federation”: The head of the Nikolaev Regional State Administration said that the notification of the accident at the South Ukraine NPP could have worked due to hacking['Ukraine'] Ukraine

Flaw: Orange Cameroon victim of hacking wants to take legal action['Cameroon']Cameroon

A ransomware attack blocked the... ['Argentina']Argentina

Fake email alert in Argentina: AFIP, credit cards and malware['Argentina']Argentina

Dissertation site DB Pia hacked members' private information['South Korea']South Korea

Internet, international gang of hackers defeated, searches also in Genoa['Italy'] Italy

Rozetka. ua certifies problems with filing tax returns due to cyber attack['Ukraine'] Ukraine

FROM azhenie. Voting on the five-story building renovation program. Prices for vital drugs. hacker attacks. Cold Spring['Russia'] Russia

Pulse of the Day: SEC Hacked, VAT Fraud Caught in the Philippines['Philippines']Philippines

Hackers are attacking the Czech Republic with a mobile bank. The target is mainly ČSOB clients['Czech Republic']Czech Republic

Hackers use the Nintendo Switch emulator to hack into personal computers.['Armenia'] Armenia

The website of the Party of Regions was hacked['Ukraine'] Ukraine

[Exclusive] Harim Mexican Chicken, Mobile Web Hacking Suspicion... leave errors for days['Mexico'] Mexico

Sockbot: the malware that goes through Minecraft to infect your Android smartphone['France'] France

The community of “white hat” hackers who hack VKontakte and Odnoklassniki received another $40 million investment → Roem. en['Russia'] Russia

From the Sony hack to Snapchat ['Japan', 'United States']Japan, United States

Digital Pharmacy Capsule Files Notice of Data Breach with Federal Government | Console and Associates , P . C .['United States']United States

FoxAcid Malware Storms Russia and China ! – Watching America['Russia', 'China']Russia, China

Sixt Rent - a - Car , LLC Reports Data Breach That Appears to Have Affected Employees , Their Dependents , and Possibly Customers | Console and Associates , P . C .['United States']United States

No prison for Seattle hacker behind Capital One $250M data breach['United States']United States



Hackers disrupt payroll for thousands of employers including hospitals['United States']United States

KeyBank mortgages hit by data breach : Names , social security numbers , and mortgage account information hacked['United States']United States

Ex - Uber GC Shocked She Wasnt Told Of Hack , Jury Hears['United States']United States

BRACU registrar email hacked to send email warning BCL['Bangladesh']Bangladesh

US Government Networks Breached by Chinese Hackers ; TikTok Child Safety Lawsuit gets the Go - Ahead['United States']United States

BitKeep Wallet Reports $1 Million Hack via BNB Chain Attack['United States']United States

FIVE at FIVE AU : ASX falls on job numbers ; Tesla earnings and lithium stocks ; Medibank back in trading halt after cyber hack['Australia']Australia

Hackers Expose U . S . False Flag to Frame Syria – American Free Press['United States', 'Syria']United States, Syria

Mozilla and Microsoft distrust TrustCor certificates due to suspicions over covert spyware operation['United States']United States

Open - source Linux utility is being hijacked to hack devices['United Kingdom']United Kingdom

2 members of hacking group held - Click Ittefaq['Bangladesh']Bangladesh

Google Adds New Warning to Curb Phishing Scams['United States']United States

City of Moline falls victim of cyber attack , now under federal investigation['United States']United States

Bengaluru Police nabs cybercrime mastermind wanted for hacking , Bitcoin trade and more['India'] India

Hacking the World Bank ( Ep . 197 Update ) - Freakonomics['United States']United States

Telstra brand spoofed in $500 gift card phishing scam['Australia']Australia

Ingredion to deduct wages from employee paychecks following ransomware attack['United States']United States

Sharon City School District listed in Russian hack scheme['United States']United States

Hackers held Kiwi ransom for $6500 ['New Zealand']New Zealand

Kaspersky Lab finds way to unlock files encrypted with CryptXXX Ransomware['India'] India

New Blockchain . info Phishing Email Threatens Bitcoin Users Around the World['United States']United States

Germany slaps ban on kid smartwatches for being secret spyware • The Register['Germany']Germany

WannaCry Hack Hit More Than 1M Systems , House Panel Told['United States']United States

Cyber criminal made thousands of pounds from product testing kit for hackers | News['United Kingdom']United Kingdom

A quarter of united kingdom councils have been hacked['United Kingdom']United Kingdom

Finance Ministry Asks Agencies To Submit Report On Debit Card Data Breach Within 10 Days['India'] India

Loose . zips sink chips : How poisoned archives can hack your computer • The Register['United Kingdom']United Kingdom

New Facebook data breach may include messages of 48 million users , House of Commons committee told['United Kingdom']United Kingdom

Thai regulator mulls penalties for True data breach['Thailand']Thailand

Tennessee online testing system was hacked . And it has happened in other states , too .['United States']United States

Brit Hacker Convicted ; $700 000 of Bitcoin Seized as Proceeds of Cybercrime['United States']United States

Google Flags Whole Internet As Malware['United States']United States

Non - Microsoft exploits on the rise as hackers turn to servers['United States']United States

Modular Malware Brings Stealthy Attacks to Former ...['United States']United States

Federal court data breach sees names of protection visa applicants made public - ABC News ( Australian Broadcasting Corporation )['Australia']Australia

MSU says data breach of third party vendor impacts hundreds['United States']United States

Kinomap data breach exposes 42 million records['United Kingdom']United Kingdom

Paralyzed probe into Pegasus hacking scandal blasted['India', 'Mexico', 'France']India, Mexico, France

Tusla suffered one data breach in Kerry over last year and a half['Ireland'] Ireland

Cable TV provider Cox Communications hit by data breach['United States']United States

Cuyahoga County mistakenly paid hackers instead of foster care provider , officials say['United States']United States

Olszewski Troubled By Contact Made WIth BCPS Hackers Without Consulting Police['United States']United States

U . S . Indicts Tillie Kottman Over Hacks of Disney , Nintendo , More['United States', 'Japan']United States, Japan

Island Police : Police investigate possible hacking attempt['United States']United States

Festive deals come with phishing scams['India'] India

DOLE cautions public vs . phishing attempts['Philippines']Philippines

Hackers encrypted the data of a state institution in Chile twice in a year['Chile'] Chile

At night, our site was temporarily brought down by Iraqi hackers['Israel'] Israel

The State Intelligence Service warns of a cyber attack on Ukrainians to steal bank data['Ukraine'] Ukraine

How hackers use Discord, YouTube and GitHub in a massive credential theft['Russia'] Russia

MEIC detected Conti on users' computers, while Micitt keeps an eye on recent hacker tips['Costa Rica']Costa Rica

Anies Volunteer Calls Someone Hacked WAG Mileanies24['Indonesia']Indonesia

More cyber attacks on workshops - nobody is safe from blackmailers['Switzerland']Switzerland

Half a billion affected by hack: Check if you are['Denmark']Denmark

Teenagers Hacking RI Attorney General's Database Not Proceeded by Law, Kapuspenkum Attorney General's Office Explains Reasons['Indonesia']Indonesia



ERÚ : The first energy scammers are trying to exploit the termination of Bohemia Energy supplies['Czech Republic']Czech Republic

A new phishing campaign was hiding behind the courier service UPS - the fake invoice was downloading malware['United States']United States

Not Only Fake Accounts, Malware Attacks Also Target Banking['Indonesia']Indonesia

Hacker attack completely paralyzes the city of Witten - numerous services are unavailable['Germany']Germany

['https://www.africa.com/exploit-kits-surge-worldwide-rig-makes-list-wanted-malware-africa/', 'http://www.bi-me.com/main.php?id=72782&t=1', 'http://www.bobsguide.com/guide/news/2017/May/4/exploit-kits-surge-worldwide-as-rig-makes-list-of-most-wanted-malware-in-africa/', 'http://it-online.co.za/2017/05/03/rig-makes-sas-most-wanted-malware-list/', 'http://allafrica.com/stories/201705040994.html', 'http://www.itnewsafrica.com/2017/05/rig-makes-list-of-most-wanted-malware-in-africa/']Exploit Kits Surge Worldwide As Rig Makes List of Most Wanted Malware in Africa['Africa'] Africa

FTS warned about sending phishing emails on its behalf['Russia'] Russia

Romanian company discovers 17 malware apps, damaging phone batteries['Romania']Romania

GDBOP warned of a phishing attack on behalf of the Traffic Police, they are sending slips with viruses['Bulgaria'] Bulgaria

ANONYMOUS HACKERS WITH A NEW THREAT: Executors - murderers - it's your turn, get ready!['Macedonia']Macedonia

Unknown attackers hacked NASA internal networks and stole data['United States']United States

Beware Emotet Malware Targeting Group Mail - MoneyToday News['South Korea']South Korea

I was aiming for the holiday season again... Hacking of financial companies such as Kabang and Kebang['South Korea']South Korea

Cybersecurity: Naturgy suffers blackmail from a hacker who stole ultra-confidential information['Spain'] Spain

Brodsky was involved in the activities of an international hacker group['Ukraine'] Ukraine

Smart factories targeted by hackers... Stop operation in one shot['South Korea']South Korea

He steals 4,000 euros by hacking a computer system: reported['Italy'] Italy

Developer puts hack for Nintendo Wii Mini online['Japan'] Japan

Rome, data theft from public administration: hacker arrested['Italy'] Italy

Mexico: In minutes they hacked a website where Anaya exposed AMLO; the IPs come from Russia['Mexico'] Mexico

Fürstenfeldbruck: Malware completely paralyzes the hospital IT['Germany']Germany

Ukrainian prosecutor helps Russian police find hacker['Ukraine'] Ukraine

RWE website paralyzed by hacker attack['Germany']Germany

The DN announced hacker attacks on the services of a telecom operator['Russia'] Russia

Hackers server with vulnerable credentials, hacked['Italy'] Italy

Attackers hacked into the website of the Prosecutor's Office of the Samara region['Russia'] Russia

Free Mobile subscribers, beware of phishing!['France'] France

['https://www.ukauthority.com/articles/public-sector-better-able-to-avoid-ransomware-pay-outs/', 'https://www.infosecurity-magazine.com:443/news/most-public-sector-victims-refuse/']Most Public Sector Victims Refuse to Pay Ransomware Groups['United Kingdom']United Kingdom

MOST POPULAR NEWS: CPNS Info Website Hacked to Errors During Fasting['Indonesia']Indonesia

Get rewarded by hacking into Metro , Airport and other digital networks dgtl['India'] India

Global cyber attack suspended, ['Ukraine'] Ukraine

Hollywood hospital hit by ransomware -- demanded more than $3 million['United States']United States

WikiLeaks: NSA involved in June 27 cyber attack['United States']United States

Hackers hack into US government servers to send malware['United States']United States

Shameful maneuvers: Tymoshenko deleted her missile post about the KND, and her party announced a hacker attack['Ukraine'] Ukraine

KBC Bank ordered to refund victims of online phishing fraud['Belgium'] Belgium

Microsoft Confirms Windows Users Targeted By 0Day Hack Attack['United States']United States

Apple rolls out iOS 15 . 3 and macOS 12 . 2 to fix a major Safari exploit['Japan'] Japan

iTWire - Twitter appears to turn blind eye to hacked materials being posted['Australia']Australia

Old Mac malware gets more dangerous in new avatar , warns Microsoft['India'] India

Cyber attack forces South Redford Schools closure for second straight day['United States']United States

Seven held in united kingdom over Okta , other hacks['United Kingdom']United Kingdom

U . S . Vision , Inc . Announces Data Breach Involving Patients of Nationwide Optometry , P . C ., SightCare , Inc ., and Nationwide Vision Center , LLC | Console and Associates , P . C .['United States']United States

Hackers for hire attempt to destroy hedge fund manager reputation['United Kingdom']United Kingdom

Phishing attempts in PH dropped in 21 , says Kaspersky['Philippines']Philippines

RomCom Malware Woos Victims With Wrapped SolarWinds , KeePass Software['United States']United States

A Hacked Newsroom Brings a Spyware Maker to U . S . Court['United States']United States

Invisible Malware Is Here and Your Security Software Cant Catch It['United States']United States

Students allegedly hacked into school computer system , delayed testing['United States']United States

Serious flaws leave WPA3 vulnerable to hacks that steal Wi - Fi passwords['United States']United States

LandmarkWhite knew of IT weakness in 2017 , a year before data breach['Australia']Australia

Trucking : Cyber attack hits US LTL trucker A . Duie Pyle['United States']United States

Remote school adds another wrinkle to data breach risk['United States']United States

Marquette Management Provides Notice Of Email Phishing Incident['United States']United States

Hong Kong Democracy Protests Show China State Media Hacking Twitter['China'] China

FUSD still fighting ransomware attack ['United States']United States



Bits of data taken when parliament hacked['United Kingdom']United Kingdom

Hackers cost these communities millions of dollars['United States']United States

Phishing alert : This fake email about a bank payment delivers trojan malware['Japan'] Japan

Yahoo data breach , newborn identity theft and more : 5 personal finance questions answered['United States']United States

Payment card - skimming malware targeting 4 sites found on Heroku cloud platform['United States']United States

['https://www.bbc.com/turkce/haberler-dunya-53100063', 'https://www.dailymail.co.uk/sciencetech/article-8436971/Amazon-spent-three-days-fighting-largest-denial-service-cyber-attack-recorded.html', 'https://www.letemsvetemapplem.eu/2020/06/19/amazon-se-stal-tercem-nejintenzivnejsiho-hackerskeho-utoku-na-svete/']Amazon has become the target of the most intense hacker attack in the world - Flight around the world by Apple['United States']United States

Verizon : Most Breaches Trace to Phishing , Social Engineering['United States']United States

Online Map Finder Malware ['Egypt'] Egypt

5 Biggest Credit Card Data Hacks in History['United States']United States

49 % of Orgs Report File Sharing Data Breach in Past 2 Years['United States']United States

Trojan malware steals contacts for targeted spear phishing attacks['United States']United States

Va . Data Breach Legislation Update Accounts for Payroll Data['United States']United States

Cyber attack : Australian businesses hit hard by Petya ransomware virus['Australia']Australia

Gang involved in hacking into iPhone accounts busted in Karachi['Pakistan']Pakistan

U . S . government stockpiled malware codes instead of reporting them : Microsoft['United States']United States

Ransomware removed from Georgia Department of Agriculture network['United States']United States

Dean Street sexual health services closed ‘ until further notice ’ after NHS cyber attack · PinkNews['United Kingdom']United Kingdom

No payoff for hackers , school district says['United States']United States

Health insurance company hit by data breach['United States']United States

Israeli company Ituran shuts user section of web page over hacking concerns - Israel News['Israel'] Israel

Bitcoin scammers posing as Elon Musk exploit Thai Cave rescue efforts['Thailand']Thailand

Hackers Disabled Campaign Website , Lawmaker Says['United States']United States

Ambulance staff contact details shared online in data breach['United Kingdom']United Kingdom

Cyber attacks on businesses surge by 55 %, warns Malwarebytes['United Kingdom']United Kingdom

Fired worker hacked into former employer emails and changed password['United Kingdom']United Kingdom

No details on hotel data hack impact ['Malta'] Malta

Revengeful hacker leaks database info after researcher threatens to reveal identities['United States']United States

Cincinnati Firm Faces $5m Data Breach Lawsuit - Infosecurity Magazine['United States']United States

Polygon Discloses Patched Exploit That Put 9B MATIC at Risk['India'] India

Apple patches nasty macOS exploit that bypasses security protections['United Kingdom']United Kingdom

Inside job ? Bangko Sentral , BDO still uncertain how much hackers got['Philippines']Philippines

Cryptocurrency platform dangles bug bounty carrot to hacker who stole $2 million['Japan'] Japan

Chatham County recovers from cyber attack['United States']United States

['http://www.alkhaleej.ae/economics/page/ad2b0e24-9cc8-455a-96cd-a69e7312a7fc', 'https://www.albayan.ae/economy/local-market/2020-05-06-1.3851268', 'https://wam.ae/ar/details/1395302841008']Emirates News Agency - Communications Authority: Preventing about 43,000 cyber attacks during the month of April['United Arab Emirates']United Arab Emirates

Wind River Systems Investigating Possible Data Breach['United States']United States

24 - year - old arrested after renting 300 bank accounts to the phishing capital of India['India'] India

Silver Sparrow Malware Hatched on 30 , 000 Macs | Hardware['United States']United States

Med . Billing Co . Ransomware Attack Coverage Suit Revived['United States']United States

Seoul Central District Prosecutor’s Office, from the prosecutor’s seal to the investigator’s signature… Advanced messenger phishing['South Korea']South Korea

The police searched the house of a 15-year-old boy and a 13-year-old boy due to the hacking of the KRETA system['Poland'] Poland

Taxpayers fear penalties and double charges after the hack in the Treasury['United States']United States

VTB revealed a fraudulent scheme for stealing money from bank cards through phishing sites['Russia'] Russia

Hackers Hacked the Largest Drug Site on the Russian Dark Web['Russia'] Russia

Eset : Spyware was behind half of the April attacks in the Czech Republic['Czech Republic']Czech Republic

Girón: Candidate for mayor denounces hacking of accounts - Santander - Colombia['Colombia']Colombia

Seven people arrested after thousands of health passes were hacked['Russia'] Russia

Careful ! this driver turns off your antivirus and installs ransomware on Windows['Chile'] Chile

Internet fraud / phishing rip-off with fake Luxtrust email : company warns customers | daily sheet . lu['Luxembourg']Luxembourg

Hacking at Enac ( GuidaViaggi . it ) ['Italy'] Italy

Android malware: urgently uninstall these 47 games from your smartphone!['France'] France

Hackers hacked one of the websites of the Armed Forces of Ukraine['Ukraine'] Ukraine

Hacker attack on National Highway: they threaten to publish information if a ransom is not paid['Argentina']Argentina

SK Hynix falls into the clutches of Maze ransomware Computerworld['South Korea']South Korea

['http://www.unn.com.ua/uk/news/1741904-u-braziliyi-zatrimali-khakeriv-yaki-zlamali-smartfoni-soratnikiv-prezidenta', 'http://pressorg24.com/news?id=405131', 'http://internetua.com/v-brazilii-zaderjali-hakerov-za-vzlom-smartfonov-soratnikov-prezidenta']Hackers arrested in Brazil for hacking smartphones of presidential associates['Brazil'] Brazil

ASCII.jp: Ransomware targeting Android is spreading again "Android / Filecoder.C"['Japan'] Japan



Hackers have begun spreading the dangerous banking trojan Banbra['Kazakhstan']Kazakhstan

Ransomware impersonating a designer in Korea… cryptocurrency demand['South Korea']South Korea

A hacker attacked the publisher of several spyware['United States']United States

Qatar: beIN claims a billion dollars for Saudi hacking['Qatar', 'Saudi Arabia']Qatar, Saudi Arabia

can't escape... App phishing that connects you to the voice phishing call center even if you press 112['South Korea']South Korea

Artificial intelligence already runs our daily lives and drives our cars - This is how easily Israeli security researchers hacked it['Israel'] Israel

Hackers boarding financial institutions ['Canada'] Canada

Hackers have learned to deprive people of work by hacking SAP['Russia'] Russia

At Boryspil airport, there are queues for the second day: sometimes a hacker attack, sometimes a bird in the plane's turbine['Ukraine'] Ukraine

Golden Week in May, hackers... Aiming for personal bo in the holiday gap['South Korea']South Korea

Arrested voice phishing gang who stole 200 million won by impersonating an investigative agency['South Korea']South Korea

New Mac Malware Can Remotely Access FaceTime Cameras _ Apple _ cnBeta . COM['China'] China

How about here, 990,000 guest reports confirmed through hacking['South Korea']South Korea

Plastic surgeons hit back at hackers ['Ukraine'] Ukraine

['https://www.usine-digitale.fr/article/rancongiciels-evasion-fiscale-blanchiment-tracfin-traque-les-fraudes-liees-aux-crypto-actifs.N2030562', 'https://www.jdsupra.com/legalnews/crypto-platforms-achieve-foreign-1027644/']Crypto Platforms Achieve Foreign Approvals ; DOJ Seizes Crypto Ransomware Funds ; CFTC Adds Crypto Firms to RED List ; Crypto Fraud and Threats Continue | BakerHostetler['France'] France

Voice phishing criminal, give me money, 120 million won damage in one day['South Korea']South Korea

InternetNayana hackers, how did they break in?['South Korea']South Korea

iTWire - Tenable researcher warns VMware product flaws can be chained for remote exploit['United States']United States

Fintech Company Lower LLC Issues Notice of Data Breach | Console and Associates , P . C .['United States']United States

Massachusetts Registry of Motor Vehicles Cautions Customers to be Aware of Text Phishing Scam['United States']United States

Hackers Using Brute Ratel C4 Red - Teaming Tool to Evade Detection['Russia'] Russia

Survey shows 63 % negatively impacted by Colonial Pipeline hack['United States']United States

Contract Debit & Credit Card Transactions – Data Breach – Merchant Agreement – North Carolina Lawyers Weekly['United States']United States

Oklahoma City Housing Authority Provides Notice of Data Breach['United States']United States

NCSC Raises Warning About Cell Phone - Infecting Spyware['United States']United States

Thousands of people volunteer to join Ukraine cyber army to hack Russia['Ukraine'] Ukraine

Hackers Use Anydesk To Log Into Computers And Steal Everythi ...['Qatar'] Qatar

Millions of APC Smart UPS Devices Can Be Remotely Hacked , Damaged['Russia'] Russia

Pot shop sales data breach could shift competition in market , alter confidence in OCS['Canada'] Canada

North Korea hackers weaponize holiday cheer in latest cyberattack against Russia['Russia'] Russia

Ransomware attack on Plainfield Town computer system was avoidable , consultant says['United States']United States

VHD Ransomware Linked to North Korea Lazarus Group['United States']United States

Researchers find new ProxyNotShell Exchange exploit['Australia']Australia

Consumers Are Getting Payments From Equifax Data Breach Settlement . Here What to Expect If You Filed a Claim['United States']United States

Malware Campaigns Attacking Asian Targets Using EternalBlue and Mimikatz['Asian'] Asian

Hacked Law Firms Left Holding The Bag - Security['United States']United States

Why a Furniture Maker Had to Report a Health Data Breach['United States']United States

US Hacker Strike on Russian Trolls Sends a Message but What Kind ?['Russia'] Russia

Jobless Chinese payphone hacker spends evenings pirating internet['China'] China

Another MacOS Bug Lets Hackers Invisibly Click Security Prompts['United States']United States

Crypto Developer Komodo Hack Wallet Users to Foil $13 Million Theft['United States']United States

Log4Shell Exploit Threatens Enterprise Data Lakes , AI Poisoning['United States']United States

State Republican Party Convention Stopped Due to Possible Hacking['United States']United States

ICCL claims Data Protection Commission failed to act on data breach['Ireland'] Ireland

PUBG Mobile hit by multiple DDoS attacks and hacking issues as players complain of sudden disconnection['India'] India

Bellingcat journalists encounter phishing attempt that proved unsuccessful['United States']United States

Hy - Vee Faces 2nd Lawsuit Over Data Breach['United States']United States

Tech Company Behind Russian Hacking Claims Forced to Roll Back Botched Reports['Russia'] Russia

This grab - bag hacking attack drops six different types of malware in one go['Japan'] Japan

Morning Break : Surgeon General Opioid Advice ; Hacked EEGs ; Physician Magician['United States']United States

Hackers siphon off funds from BoM to invest in Bitcoin['Mauritius']Mauritius

Wonga joins the growing list of 2017 hacks : what can businesses take away from this latest security breach ?['United Kingdom']United Kingdom

Patient records more valuable to hackers than credit card details , NHS boss reveals['United Kingdom']United Kingdom

FBI , DHS State Alleged Russian Hacking Changed Nothing in 2016 Election Outcome['United States']United States

Leviathan : Hackers targeting international governments to steal defence and military secrets['United Kingdom']United Kingdom



Data breach affects local school district ['United States']United States

Florida Settles with Nationwide over Data Breach['United States']United States

Mueller Zeroes In On Trump Personal Role In Email Hacking Scandal['United States']United States

ICO NEWS : Telegram scam , Phishing attack targets would - be investors['United Kingdom']United Kingdom

Mirror Group Admits Editors Condoned & Encouraged Hacking for Years['United Kingdom']United Kingdom

New Cryptomining Mac Malware Distributed Through Decoy Apps['United States']United States

In Post - Ransomware East Hartford , Conn ., Officials Want to Hire an IT Lead['United States']United States

BofA : Equifax ( NYSE : EFX ) Brand Is Impaired After Data Breach['United States']United States

Canadians Only Have Ourselves To Blame For Facebook ’ s Private Data Breach['Canada'] Canada

Windows 10 UWP Bug Lets Hackers Access All Your Files['United States']United States

Hacker uses fake invoice to steal $53 , 000 earmarked for child care centre['New Zealand']New Zealand

Blockchain Developments : NY AG Issues Report , Major Japanese Exchange Hacked , Global Attitudes Diverge and Use Cases for Social Good Emerge | BakerHostetler['United States', 'Japan']United States, Japan

Windows 10 Flaw Lets Malware Disguise Itself as Legit Software['United States']United States

GoLocalProv | Care New England Says Hackers Did Not Access Patient Records['United States']United States

Specialty insurance company falls for email phishing , customer data potentially affected['United States']United States

MIP Targeted By Hackers ['United States']United States

Crypto Crimes Rated : From the Twitter Hackers to Not Your Keyser , Not Your Coins – Cointelegraph Magazine['China'] China

Researchers Discover Rare Form of Malware that Targets VoIP Softswitches['United Kingdom']United Kingdom

A hacking slugfest between Iran and its foes sparks fears of a wider cyberwar['Iran'] Iran

MacBook Air , MacBook Pro assembler Compal attacked with ransomware['Taiwan'] Taiwan

Vermont unemployment recipients to get identity theft coverage due to data breach['United States']United States

Suncoast utility officials react to hacking of water treatment facility in Oldsmar['United States']United States

New AutoHotkey - Based Malware Targets US , Canadian Banks['US', 'Canada']US, Canada

School Creates Own Security Hole ; Tries To Have Concerned Parent Arrested For Hacking['United States']United States

['https://faktor.ba/vijest/novi-hakerski-napad-na-institucije-bih-na-udaru-sluzba-zajednickih-poslova/175615', 'https://www.slobodna-bosna.ba/vijest/267843/novi_hakerski_napad_na_institucije_bih_na_udaru_sluzba_zajednichkih_poslova.html']NEW HACKER ATTACK ON BIH INSTITUTIONS: Under attack by the Service of Joint Affairs['Bosnia and Herzegovina']Bosnia and Herzegovina

A new scheme for draining bank cards, a link via Viber and WhatsApp leads to a phishing site['Bulgaria'] Bulgaria

AFFAIR IN THE HEADQUARTERS OF THE NATO PACT: Hackers sold confidential documents on the Internet! The price of the document is 15 bitcoins or 21 . 326 euros['Belgium', 'United States', 'Canada', 'France', 'United Kingdom', 'Germany', 'Italy', 'Netherlands', 'Norway', 'Portugal', 'Greece', 'Turkey', 'Denmark', 'Iceland', 'Luxembourg', 'Spain', 'Czech Republic', 'Hungary', 'Poland', 'Bulgaria', 'Estonia', 'Latvia', 'Lithuania', 'Romania', 'Slovakia', 'Slovenia', 'Albania', 'Croatia', 'Montenegro', 'North Macedonia']Belgium, United States, Canada, France, United Kingdom, Germany, Italy, Netherlands, Norway, Portugal, Greece, Turkey, Denmark, Iceland, Luxembourg, Spain, Czech Republic, Hungary, Poland, Bulgaria, Estonia, Latvia, Lithuania, Romania, Slovakia, Slovenia, Albania, Croatia, Montenegro, North Macedonia

Hacker group UNC1151 / Ghostwriter attack email WP Interia Onet Gazeta . pl['Poland'] Poland

Jordan announced that it was exposed to 897 cyber attacks in 2021['Jordan'] Jordan

Phishing attack: Delete this WhatsApp, email or SMS immediately['Austria'] Austria

Google's Biggest Hacking Tragedy Covered in a Documentary Series['Indonesia']Indonesia

Doctors are charged with rape and data breach['Sweden'] Sweden

Arrest of a man suspected of having provided malware to attack 150 SMEs['France'] France

Hackers hack WordPress sites to carry out DDoS attacks on Ukrainian resources['Ukraine'] Ukraine

Phishing tramites the Chrome Mode Application['Italy'] Italy

Sedena hack reveals these new criminal groups and how they are scattered in CDMX | The Graph Stories and news in one place['Mexico'] Mexico

OPKO has completed a survey of Kirov residents about the method of electing the mayor due to bots and attempts to hack the site['Russia'] Russia

Eset : Hackers attack passwords in half of the cases['Czech Republic']Czech Republic

Cyber criminals exploit worries and a thirst for knowledge about Corona['Germany']Germany

New phishing campaign targets Office 365 users with fake spam alerts['Czech Republic']Czech Republic

What data was uncovered after the INE Electoral Roll was hacked?['Mexico'] Mexico

Phishing links spread through a popular e-subnet system['Hungary'] Hungary

The game with the worst malware infection is by far "Minecraft", with more than 220,000 people infected in the past year['Japan'] Japan

New Exchange attacks: Hackers exploit known vulnerabilities['Germany']Germany

Lockheed Martin technology may have been stolen during K-defense hacking: Weekly Donga['South Korea']South Korea

[ Hacker is back ① ] From the surge of Bitcoin to the corona gap … Hacking got worse['South Korea']South Korea

Al-Stag warns against repeated phishing campaigns to hack the accounts of users of social networks['Tunisia'] Tunisia

Playstation 2: a hack allows you to run engraved games without a chip['France'] France

Bitcoin wallet with $690 million is up for sale on a hacker forum['Ukraine'] Ukraine

Photo website hacked ['Bangladesh']Bangladesh

League of Legends: 3. 000 exploit exploit, Riot cracks down['United States']United States

Even when the flights are disabled, the hackers do not rest: an increase in attacks on aviation and tourism sites['Israel'] Israel

More than 360,000 malware were released per day['Brazil'] Brazil

Flood of "fake news" and "hacking" of PP, Vox and Cs from Catalonia accounts – Alerta Digital['Spain'] Spain

See people make an offer! The ransomware virus Maze (Maze) is spreading across the country, and the value of the victim's data determines the amount of extortion _ Industry Comprehensive _ Industry _ Zhongjin Online['China'] China



The complaint for the hack to Interapas has already been filed['Mexico'] Mexico

National Intelligence Service Public institution cyber attacks decreased, private sector attacks increased['South Korea']South Korea

Creator of Kate Mobile ended up in a pre-trial detention center in Moscow due to hacking of his server['Russia'] Russia

Hacking Blackwallet – Tech City ['Bangladesh']Bangladesh

STM down after the exploit on the eve ['Italy'] Italy

Hacker group DarkHotel exploited 0-day vulnerability in VBScript['Russia'] Russia

Laagendalsposten - - In Norway, we have reason to worry about hacking of, among other things, power grids, healthcare services, the internet and mobile networks['Norway'] Norway

Crypto mining malware slows down Windows servers['Germany']Germany

More than 15 . 000 iOS apps have programming bugs that can make iPhones hacked['Vietnam'] Vietnam

Unknown people tried to hack the website of the Orenburg Administration['Russia'] Russia

El Diario del Centro del País They paid a ransom to a hacker for their prepaid sales system['Argentina']Argentina

Hackers tried to get into the parking app Parkman's customer register['Finland'] Finland

Hacking the Democratic Party turned out to be indifferent to Silicon Valley funds → Roem. en['United States']United States

PF will investigate alleged hacker invasion['Brazil'] Brazil

The teenage hacker who tormented the Finnish state and thousands of home appliances was imprisoned['Finland'] Finland

['http://idrw.org/delhi-high-court-declines-to-interfere-with-arrest-of-suspected-pro-pak-kashmiri-hacker/', 'https://www.mid-day.com/articles/high-court-declines-to-interfere-with-arrest-of-suspected-propak-kashmiri-hacker/19405150']Delhi High Court declines to interfere with arrest of suspected ‘ pro - Pak Kashmiri hacker – Indian Defence Research Wing['India'] India

Russians Hacked a British TV Station for a Year and Nobody Noticed['United Kingdom']United Kingdom

Hacked inverters can compromise power supply['Netherlands']Netherlands

The fictitious beauty "Mia Ash" who appeared on SNS was a "honey trap" set by an Iranian hacker group | WIRED.jp['Iran'] Iran

Russian authorities today accused one of the largest American companies of hacker attacks on government agencies['Russia'] Russia

NSA : Russian Hackers Exploiting VPN Vulnerabilities - Patch Immediately['United States']United States

OSG did not tell privacy watchdog about recent data breach['Philippines']Philippines

Social media account hackers launching cryptocurrency scams['United States']United States

Business Associate Data Breach Impacts 32 Healthcare Organizations['United States']United States

Valex Corporation Announces Data Breach Following Malware Attack | Console and Associates , P . C .['United States']United States

SnatchCrypto Hacking Campaign Can Empty Your Crypto Wallet ! Targeting Blockchain , DeFi Companies['United States']United States

Mumbai : Cops on lookout for hacker who demanded bitcoin extortion from Worli company['India'] India

Valley Regional Transit says ransomware put personal info at risk['United States']United States

A group of hotels sues IHG for damages from cyber attack on booking system['United States']United States

Major e - cigarette store hacked to steal credit card details['United Kingdom']United Kingdom

Alabama Women Health Center Suffers Data Breach , 34K Impacted['United States']United States

A hacker bought a voting machine on eBay . Michigan officials are now investigating['United States']United States

Explicit ads can be sign of malware infection['United States']United States

Phishing email claims youve violated copyright laws on Instagram['United States']United States

Private Data Breach Litigation Comes of Age | Quinn Emanuel Urquhart & Sullivan , LLP['United States']United States

The Dotte Refuses To Answer Ransomware Attack Questions Amid Worsening Tech Trouble['United States']United States

Russian Suspect In Massive JPM Hack Is In Plea Talks In NY['United States']United States

Metropolitan Police email system is hacked in late night cyber attack['United Kingdom']United Kingdom

Pritzker Office Confirms PUA Unemployment Site Had Data Breach – WLDS['United States']United States

Marriott says fewer customers were affected by massive data breach than originally feared['United States']United States

Brooke County superintendent under fire for alleged data breach['United States']United States

Man charged in connection to Wright County data breach['United States']United States

FunkyBot Malware Intercepts Android Texts , 2FA Codes['United States']United States

Orange you happy to be a customer ? Spammy sextortion malware only targeted French ISP['France'] France

Bolton pupil personal details found after data breach fears['United Kingdom']United Kingdom

BBC data breach : Leak reveals names of 120 women in equal pay dispute['United Kingdom']United Kingdom

Marketing Agency Temporarily Halts Operations after Ransomware Attack['United States']United States

['https://www.gazette-news.co.uk/news/19040345.lawford-teenager-hacks-thousands-employees-computers/', 'https://www.harwichandmanningtreestandard.co.uk/news/north_essex_news/19040345.lawford-teenager-hacks-thousands-employees-computers/']Lawford teenager hacks into thousands of employee computers | Harwich and Manningtree Standard['United Kingdom']United Kingdom

Auto industry groups urge SCOTUS to toss Fiat hacking lawsuits['Italy', 'United States']Italy, United States

Today top tech news , March 20 : Burger King Indonesia website infected with crypto - mining malware['Indonesia']Indonesia

SEC probing First American data breach – report['United States']United States

US and Russia engaged in legal tug of war over LinkedIn hack suspect • The Register['United States', 'Russia']United States, Russia

Kildare Gardaí issue warning after spate of phishing incidents['Ireland'] Ireland

Hackers Target Municipal Emergency Services for Mischief , Money , and More['United States']United States

Malware virus detected at Illinois Dept . of Veteran Affairs['United States']United States



Briton admits to router hack that DDoSed Deutsche Telekom – To Inform is to Influence['Germany']Germany

Researchers Just Discovered a Bug That Has Made Fortune 100 Companies Vulnerable to Simple Hacks Since 2008['United States']United States

Islington Council fined for huge data breach ... costing taxpayer £56k['United Kingdom']United Kingdom

Insurers Face Monumental Cybersecurity Challenges : Hackers enticed by troves of highly sensitive personal info['United States']United States

EXCLUSIVE : Nielsen robbery sparks data breach scare['United States']United States

Cancer Center Patients Say Ch . 11 Cant Nix Data Breach Row['United States']United States

Delete Facebook Photos : Exploit Allowed Attacker To Delete Photos Uploaded By Others['United States']United States

Data Breach Risks for 401 ( k ) and Retirement Plans['United States']United States

Google Purges Malware ['United States']United States

WPP PLC WPP Statement re : Malware Attack['United States']United States

Hacker Makes $63 , 000 by Hijacking Computers to Mine Monero ( XMR )['United States']United States

US House Democrats Join Everyone Else In Letting Equifax Off Easy For Catastrophic Hack['United States']United States

Hackers Figured Out a Way to Demand Ransom Without Sending Email['United States']United States

Increased Hacker Attacks On Active Directory['United States']United States

State senator proposes Pennsylvania commission to defend against municipal cyber attacks['United States']United States

TEP phishing scam has near - victim warning others['United States']United States

This Week In Credit Card News : Some Kroger Stores Ban Visa Cards ; The Trust Lost After A Data Breach['United States']United States

Watertown Daily Times | After hack , back to click , clack['United States']United States

Hackers using police , fire chief emails to steal information['United States']United States

Father of Zeu Kronos malware exploits Office bug to hijack your bank account['Japan'] Japan

UCR researchers uncover new hacking methods to steal personal information['United States']United States

US Energy Utilities Targeted by FlowCloud Malware['United States']United States

['http://segye.com/newsView/20220721523131', 'https://news.mt.co.kr/mtview.php?no=2022071516223451741&MS2_T', 'https://news.kmib.co.kr/article/view.asp?arcid=0017284853&code=61121111&sid1=soc', 'https://www.donga.com/news/Society/article/all/20220717/114487986/1', 'https://www.edaily.co.kr/news/read?newsId=01518646632395504&mediaCodeNo=257']Voice phishing damage of 50 billion won per month … Rapid increase in 010 number masquerading methods - Kookmin Ilbo['South Korea']South Korea

Leaked through phishing sites , put for sale : Police confirms 2 . 91 crores Indian data leaked on dark web['India'] India

Capital One Need Not Turn Over PwC Data Breach Report['United States']United States

Hit by spyware , five more scribes move apex court : The Tribune India['India'] India

Trend Micro blocks a staggering 56 . 9 million cyber attacks in H1 2020['United Arab Emirates']United Arab Emirates

9th Circuit Allows Data Breach Claims to Proceed['United States']United States

9th Circ . OKs Dismissal Of PayPal Investor Data Breach Suit['United States']United States

SolarWinds Hackers Still Targeting Microsoft , Focus on Support Staff['United States']United States

Hackers behind Iranian wiper attacks linked to Syrian breaches['Iran', 'Syria']Iran, Syria

Brits fleeced out of £204 million by catfishing , hackers and scammers in the last year['United Kingdom']United Kingdom

Russian minister's computer hacked in a matter of seconds['Russia'] Russia

Hackers prey on businessmen at a watering hole['Russia'] Russia

Hacking of Sedena: AMLO relatives travel abroad with military escort['Mexico'] Mexico

Anonymous claimed to have hacked the Russian Orthodox Church and criticized Patriarch Kirill. Hackers also leaked millions of emails['Russia'] Russia

Malicious files disguised as health checkup results are found... Suspected hacking linked to North Korea['South Korea']South Korea

No cyber attack on website: FBR ['Pakistan']Pakistan

"Your package has been sent", this SMS is a trap designed by Chinese hackers['France'] France

My health space: beware of this phishing campaign that encourages you to create your account['France'] France

Attacker sells access to 50 hacked Atlassian Confluence networks['Russia'] Russia

Discord NFT servers have been hacked ['Lebanon']Lebanon

Despite the hack, the agents of the city of Liège have been paid['Belgium'] Belgium

Three quarters of detected malware attacks were delivered by e-mail in the first half of the year['Romania']Romania

CaixaBank warns that hackers are taking advantage of the merger to attack customers | companies['Spain'] Spain

Phishing: smartphone users particularly at risk['France'] France

Server Hacked, Disdukcapil Bogor City Switches Services to Manual: Okezone Megapolitan['Indonesia']Indonesia

Alert about a cyber attack through supposed Mercado Libre raffle - Tucumán News - News Agency - Diario de Tucumán['Argentina']Argentina

Phishing: Hackers try to impersonate the national police … with spelling mistakes['France'] France

Hacker 1 . 309 Government - Private Website Turns Out to be Men in Sleman['Indonesia']Indonesia

Supreme Court suffers cyber attacks ['Mexico'] Mexico

Hackers launch a new threat to the BCR and publish alleged confidential information['Romania']Romania

United States: images allowing travelers to be recognized have been hacked and then published on the Dark Web, the country is aware of this and admits it['United States']United States

A young Brest resident "hacked" almost 152,000 social media accounts in 17 months['France'] France

Spam and malware: 3 million spam emails are sent every second!['France'] France



Bitdefender and the discovery of the Scranos malware crashes operating systems['United States']United States

Authorities deny data hacking in the CSS['Panama'] Panama

The CCB blocked almost 1 . 500 phishing websites - ICT news['Belgium'] Belgium

A hacked Mossos union pays a fine and indemnifies several agents | Catalonia['Spain'] Spain

Sent pictures of the patient's record - data breach reported to the police['Sweden'] Sweden

Cyber cops are also hunting student hackers who change grades on e-Dnevnik['Croatia'] Croatia

Witch hunt! – 2000 hacker attacks and an embarrassing data leak['Finland'] Finland

There were problems with the Factcheck website. kg. Possibly hack or hacker attack['Kyrgyzstan']Kyrgyzstan

Malware found in two photo apps on Android['Turkey'] Turkey

Massive data breach in Colombia ['Colombia']Colombia

['http://bj.jjj.qq.com/a/20190430/000943.htm', 'http://www.bjd.com.cn/./zc/btt/201904/30/t20190430_11100614.html']Police arrested 1,200 hacking suspects last year['China'] China

Vulnerabilities allow hacking the Diqee 360 robot vacuum cleaner and spying on its owners['China'] China

Penis instead of portrait: Unknown hacks Trump's Wikipedia page['Russia'] Russia

Hackers attack Port of Barcelona ['Spain'] Spain

body phishing in military uniforms ['South Korea']South Korea

Maersk - competitor is affected by a hangover after hacker attack - Business['Denmark']Denmark

Virus Petya - Nikopol court starts consideration of the case on the distribution of malware['Ukraine'] Ukraine

Latvia Critical Penalty for Malware Developers['Latvia'] Latvia

WeChat Pay Ransomware Suspect Officially Arrested -- IT -- People's Daily Online['China'] China

Data breach at companies with authority missions - Norran, Skellefteå['Sweden'] Sweden

Password was visible to everyone - customer "hacks Rewe['Germany']Germany

[Chi][Exclusive] An employee of a suspicious security company ... after the hacking incident['South Korea']South Korea

Beware of fake SMS from Czech Post. They try to force malware on users['Czech Republic']Czech Republic

Hackers started making money on POS ['Ukraine'] Ukraine

Česká spořitelna also warns against phishing, attackers use a new trick with the address['Czech Republic']Czech Republic

Hackers cheat with a bank look-alike site['Bulgaria'] Bulgaria

Member of international hacker group Andromeda detained in Belarus['Belarus'] Belarus

Hackers imitated birthday reminder app ['Turkey'] Turkey

Saved from ransomware, got 7 days leave as a reward['India'] India

They hack giant screen, they write Macri gato and they show porn videos['Argentina']Argentina

Fans of the popular game Clash of Clans are the target of phishing attacks['Peru'] Peru

Coors Discloses Data Breach that Impacted Manufacturing['United States']United States

Homeland Security Orders Cyber Sprint as Part of U . S . Plan Against Hacks['United States']United States

Attorney General James Recovers $1 . 25 Million for Consumers Affected by Carnival Cruise Lines Data Breach['United States']United States

Facebook user quest to recover hacked business account highlights lack of customer service – GeekWire['United States']United States

Harmony Horizon Exploit Linked to North Korea ; $10M Bounty Offered in Global Manhunt['North Korea']North Korea

Fijilive - Our account was hacked : Goundar Shipping Gateway to Fiji , Fiji News , Fiji Rugby , Fiji Football , Fiji Sports , Fiji Picture Gallery , Fiji Business , etc['Fiji'] Fiji

HSE tests responses in simulated cyber attack['Ireland'] Ireland

US insurance giant AJG reports data breach after ransomware attack['United States']United States

Malicious Browser Notifications : The New Phishing Attack Not Blocked by Your Current Cyber Defense['United States']United States

Congress to examine ransomware threat as NERC , FERC call for continued vigilence to secure electric grid['United States']United States

Cyber attacks in Bahrain have sky - rocketed , say experts | THE DAILY TRIBUNE['Bahrain'] Bahrain

The Legend of Zelda : Breath of the Wild Hacked Saved Files Sell in Japan ; Hacker Arrested['Japan'] Japan

Afraid Youre Infected With Monero Malware From Pirated Spider - Man : No Way Home Movie ? Here How to Remove It['United States']United States

['https://www.edaily.co.kr/news/read?newsId=03102886622558128&mediaCodeNo=257', 'http://newspim.com/news/view/20190725000475', 'https://www.edaily.co.kr/news/read?newsId=02886406622558128&mediaCodeNo=257', 'http://biz.chosun.com/site/data/html_dir/2019/07/25/2019072502089.html']Distributing hacking emails impersonating e-tickets aimed at summer vacation - Chosunbiz > Tech > ICT / Media['South Korea']South Korea

High - impact DDoS attacks target zero - day exploit in Mitel systems['Australia']Australia

Hackers Hit IDF Work Permits Computer , Dispense Papers to Hundreds of PA Arabs | The Jewish Press - JewishPress . com | David Israel | 21 Adar II 5782 – March 24 , 2022['Israel'] Israel

Massive DeFi hack hits Axie Infinity Ethereum sidechain['Philippines']Philippines

Accounts deceivable : Email scam costliest type of cybercrime , worse than ransomware['India'] India

# ThisWeekOnITP : Whoosh Data Breach , Sci - Fi Movies to Anticipate in 2023 , and More !['United States']United States

Police Federation cancels conference to celebrate centenary after falling victim to cyber attacks['United Kingdom']United Kingdom

Malware Authors Inadvertently Take Down Own Botnet['United States']United States

When Software Updates Get Hacked ['United States']United States

Beloit Daily News - News , Mercyhealth experiences data breach['United States']United States

Leaked : The Fed Favorite iPhone Hackers Plan To Crack Android['United States']United States



Investigation in cyber attack stretches into second week , as students return to class['United States']United States

Air NZ faces data breach after staff accounts phished['New Zealand']New Zealand

CFTC Settlement Asserts Data Breach Disclosure Requirement for Future Commission Merchants | Akin Gump Strauss Hauer & Feld LLP['United States']United States

One or more Paterson students were allegedly responsible for district data breach['United States']United States

Cybercriminals Are Hacking Human Nature To Steal Billions From Us : NPR['United States']United States

HIV patient calls for NHS Highland to be transparent over inquiry into data breach scandal['United Kingdom']United Kingdom

Web Skimming Attacks Use Phishing Tactics to Steal Data - Infosecurity Magazine['United Kingdom']United Kingdom

On the Border Warns of Data Breach ['United States']United States

Cyber Attack Halts Cancer Radiation Treatment By Oahu Cancer Center['United States']United States

Morrisons More customer from Medway warns others to check loyalty cards after points stolen by hacker['United Kingdom']United Kingdom

Islamic Militants Urge Followers to Spread Malware for Ramadan and Spy on Enemies['United States']United States

NBV customers advised not to click on phishing email['Netherlands']Netherlands

Europe to be hit by cyber storm Malware['European countries']European countries

Malware campaign targets users in Latin America['Argentina', 'Bolivia', 'Brazil', 'Chile', 'Colombia', 'Costa Rica', 'Cuba', 'Dominican Republic', 'Ecuador', 'El Salvador', 'Guatemala', 'Honduras', 'Mexico', 'Nicaragua', 'Panama', 'Paraguay', 'Peru', 'Uruguay', 'Venezuela']Argentina, Bolivia, Brazil, Chile, Colombia, Costa Rica, Cuba, Dominican Republic, Ecuador, El Salvador, Guatemala, Honduras, Mexico, Nicaragua, Panama, Paraguay, Peru, Uruguay, Venezuela

Clothing Brand Bebe Reports Data Breach['United States']United States

APTs harness wipers and fileless malware in targeted attacks['United States']United States

Warning over return of Emotet banking Trojan that wreaked havoc in Europe and the US in 2014 now targeting the united kingdom and may have absorbed NSA exploits to spread via network security flaws and not just phishing['United Kingdom']United Kingdom

['https://www.mondaq.com/unitedstates/oil-gas-electricity/1091124/following-colonial-pipeline-ransomware-attack-oil-and-natural-gas-companies-must-prepare-for-new-regulations-and-added-scrutiny-of-cybersecurity-programs', 'https://www.natlawreview.com/article/second-colonial-pipeline-data-incident-litigation-filed-behalf-over-ten-thousand-gas']Following Colonial Pipeline Ransomware Attack , Oil And Natural Gas Companies Must Prepare For New Regulations And Added Scrutiny Of Cybersecurity Programs - Energy and Natural Resources['United States']United States

Global hacker botnet tops 6 million hijacked devices['United Kingdom']United Kingdom

Police not informed over data breach ['Bermuda']Bermuda

Australian broadcaster hit by data breach['Australia']Australia

Middle Tennessee Shoney Restaurants Hit With Data Breach['United States']United States

Man Indicted with Hacking Charges to help Russian Government Admits to Cyber['Russia'] Russia

VA inspector general finds no evidence of computer hacking in travel scandal['United States']United States

Ransomware Breach Strikes 700 Texas Students['United States']United States

1 in 5 RNs have experienced a data breach at their organization['United States']United States

Gas pump malware tricks customers into paying for more than they pump – Naked Security['United States']United States

When Hackers Strike , Companies in Colorado Now Have 30 Days to Notify Customers['United States']United States

MCMC Data breach ['Malaysia']Malaysia

Commission urges EU countries to publicly blame states behind cyber attacks – EURACTIV . com['European Union']European Union

Pastor Who Made Millions Claims He Didnt Know About Hacking Scam['United States']United States

BMW hackers rewarded for flagging security flaws['Germany']Germany

CPS Apologizes For Data Breach « CBS Chicago['United States']United States

[ H ] ardOCP : FCC Mistakes Angry Americans for Hacker DDoS Attack['United States']United States

Gun lobby accused of dirty tactic after anti - gun group Twitter account hacked['United Kingdom']United Kingdom

Hackers , COVID - 19 and foreign disinformation create challenges for Utah elections this year['United States']United States

Cyber attacks develop complexity , target Windows sysad tools - report['Australia']Australia

Aveanna Healthcare Faces Lawsuit Over Monthlong Data Breach['United States']United States

Data Breach at Indiana University : 100K IU Student GPAs Exposed['United States']United States

Rockdale water customers can pay online again after ransomware attack['United States']United States

Almost the same : Zero - day flaw enabled hackers to register fake domains['United Kingdom']United Kingdom

Months - long trial of alleged CIA Vault 7 exploit leaker ends with hung jury : Ex - sysadmin guilty of contempt , lying to FBI['United Kingdom']United Kingdom

Phishing attack spoofs Twitter to steal account credentials['United States']United States

War Hack Attacks Tit For Tat ['United States']United States

Hacked Tyler Technologies says impact limited » Borneo Bulletin Online['United States']United States

Hacked Voice Remote Becomes Listening Device - Infosecurity Magazine['United Kingdom']United Kingdom

Bristol City Council data breach sends names of children to livid and upset parents['United Kingdom']United Kingdom

Report : Chinese Hackers Eye US Cancer Research | Cybersecurity['United States']United States

Will the Recent Hacking Incident on an Israeli Insurer Raise Insurance Premiums ?['Israel'] Israel

Scott names adviser deputy labor commissioner as state ramps up data breach response['United States']United States

Mumbai : After Chinese hack on grid , Pak hand likely in phishing | Mumbai News['India'] India

Hackers hijack web hosting service to extort customers['United Kingdom']United Kingdom

WhatsApp Files Supplemental Authority in NSO Group Malware Appeal['Israel', 'United States']Israel, United States

Apart from being detained, Greenpeace also admits that the staff's WA account was hacked['Netherlands']Netherlands

They hack a page of the Government of Mexico in protest against the construction of an ammonia plant['Mexico'] Mexico



40 detainees of a criminal organization expert in bank scams through phishing and other methods['Spain'] Spain

I urgently need to make a medical payment; They hack Telegram to defraud, denounces Murayama['Mexico'] Mexico

Meta took action on more than 20 million Instagram and Facebook content, most complaint of account hacking['India'] India

Dutch hackers crack industrial ICS systems['Netherlands']Netherlands

OZ customer data leak after hack - ICT news['Belgium'] Belgium

When hackers create a fake streaming platform to spread their malware['France'] France

Novel Baswedan Reveals 19 of His Colleagues Become Hacking Victims when Students Siege the KPK Building['Indonesia']Indonesia

Famous hackers punished for the negligence of the US Department of Defense contractor['United States']United States

Hackers Hack Gmail in Seconds Due to a Stupid Mistake['Ukraine'] Ukraine

Top 1% dating app gold spoon hacking case … The story behind a massive lawsuit['South Korea']South Korea

The hackers asked ASAC for a million-dollar ransom to release their servers['United States']United States

After AHY's Statement on the Coup, Cadres Admit WhatsApp Hacking Efforts Increased['Indonesia']Indonesia

Scammers don't sleep. They pose as employees of the health department and phishing data['Poland'] Poland

Russian television Dozhd reported on two weeks of cyber attacks['Russia'] Russia

Dax company denies involvement: hackers attack Wirecard critics['Germany']Germany

Patrushev: The number of cyber attacks on information resources increased by 1.6 times['Russia'] Russia

Justice revokes arrest of accused of hacking Moro and other authorities['Brazil'] Brazil

Cerberus banking trojan source code offered for free on hacker forums['Russia'] Russia

Phishing targeting Free subscribers: when scammers strike hard in nullity['France'] France

Indonesian Representative Office in Australia Targeted by Hackers['Australia', 'Indonesia']Australia, Indonesia

Washington on high alert after sophisticated cyber attacks - L 1FO Tech par L'Informatique['United States']United States

['http://www.zocalo.com.mx/new_site/articulo/denuncian-hackeo-desde-rusia-a-pagina-que-exhibe-amlo/', 'http://www.xeu.com.mx/nota.cfm?id=972364']They denounce hacking from Russia to a page that displays millionaire contracts from AMLO to Rioboó - xeu News in Veracruz['Mexico'] Mexico

Hacker attacks did not affect the processing of USE results, Rosobrnadzor said['Russia'] Russia

ESET announces details of cyberattacks by hacker group Turla['Russia'] Russia

Process: gang hacks into bank - software - global damage in the millions['Global'] Global

The man was exposed on hacking the database of a popular online store['Ukraine'] Ukraine

Prince from Nigeria retired, hackers took over the job['Nigeria'] Nigeria

They hack into social networks and extort money. Police warn against scammers['Poland'] Poland

Hackers forced ATMs to "spit out" money['Ukraine'] Ukraine

India will give a befitting reply to PAK and China for cyber attack, government convenes high level meeting['India'] India

Youth reveal the disaster.. Schools and centers teach you fraud, spiritual medicine, herbs and hackers['Egypt'] Egypt

New phishing: a hacker pretends to be Le Bon Coin and offers a discount on Free Mobile plans['France'] France

Ad SDKs put millions of apps at risk, while Dardesh hides spyware['Italy'] Italy

Security flaw in Cortana allows your PC to be hacked['Russia'] Russia

Attackers exploit a software vulnerability on Cisco Appliances, no update currently resolves this issue['United States']United States

Hackers distributed a cryptocurrency miner using a remote GitHub account['Russia'] Russia

Cinema Hacker also flew around for free['Netherlands']Netherlands

They ask for respect for the disabled by hacking the Congress page['United States']United States

Canadian intelligence website hacked ['Canada'] Canada

Here's how hacking exposed 910,000 personal information... 3.23 million accommodation use reports['South Korea']South Korea

Spyware from NSO Group (Israel) sold to Mossad, Mexico, Emirates.['Mexico', 'United Arab Emirates']Mexico, United Arab Emirates

Fresher sent salary slip and pass book to Wannacry, hacker himself sent Rs 10,000['India'] India

Hackers attack more than 1 million mining devices['Argentina']Argentina

Malware attack has been dealt with sufficiently['Papua New Guinea']Papua New Guinea

Hackers Abuse Remote Access Tools to Steal Crypto Data['United States']United States

Utah Imaging Associates Notify Nearly 584 , 000 of PHI Hack['United States']United States

Sepa spends nearly £800 , 000 on cyber attack response['United Kingdom']United Kingdom

How the West broke the grip of Lamborghini - driving Russian hackers['Russia'] Russia

Services remain limited in wake of cyber attack['Ireland'] Ireland

Social Media Data Breach Prompts These GLESEC Warnings['United States']United States

This new custom macOS malware seizes control of your Google Drive account['United Kingdom']United Kingdom

Hackers Use QR Codes to Steal Your Money['United States']United States

Texas Man Hacks Gas Station and Steals 800 Gallons of Gasoline['United States']United States

Wipro Data Breach Attackers Were Active Since 2015 , Security Researchers Claim['India'] India

Zebrocy Multilanguage Malware Salad ['Russia'] Russia



Surrey children home closed after potential data breach and risk of harm to any child placed there['United Kingdom']United Kingdom

Armenia among countries that bought malware spyware['Armenia'] Armenia

Fertility clinic patients say failures led to 37 , 000 instances of data breach in class action lawsuit['United States']United States

Data breach class actions – Eighth Circuit affirms merits dismissal in the SuperValu data breach litigation | Kilpatrick Townsend & Stockton LLP['United States']United States

APT Hackers Turn On China ['China'] China

Eurovision cyber attack : How grim video was prevented from broadcasting globally Israel News['Israel'] Israel

Equifax Data Breach Victims , Your Free TrustedID Premier Has Expired : Here What To Do['United States']United States

Container Escape Hack Targets Vulnerable Linux Kernel['United States']United States

Navicent Health seriously delays reporting a data breach .['United States']United States

Espionage Group Aka Apt33 Targeting Various Organization in Saudi Arabia and US by Deploying A Variety of Malware In Their Network['Saudi Arabia', 'US']Saudi Arabia, US

Clever attack uses SQLite databases to hack other apps , malware servers['Japan'] Japan

How young IT gurus hack into banks and walk away with cash : The Standard['Kenya'] Kenya

City of New Iberia hacked , according to mayor['United States']United States

RRPS finds hacker ; students split reward['United States']United States

ElTest malware campaign changes tactics , scraps use of gates and obfuscation['United States']United States

OVMC , EORH Computers Attacked by Hackers | News , Sports , Jobs['United States']United States

Fortnite Battle Royale Rocket Exploit Lets Players Fly Through the Sky['United States']United States

News Group hacking admission relevant to Sky inquiry , says Tom Watson['United Kingdom']United Kingdom

Spirit One faces lawsuit over email service collapse , data breach['United States']United States

Email phishing scheme exposes 800 Iowan info['United States']United States

HACKED : Cr Arkan identity used in phishing scam['Australia']Australia

PUBG Players Discover Hack That Make the Blue Circle of Death Less Deadly['United States']United States

Data Breach Notification Rules Take Effect In Australia .['Australia']Australia

RISE Ransomware Attack Puts 3 , 731 Patients at Risk['United States']United States

Banking malware finds new life spreading data - stealing trojan['Japan'] Japan

Fine up to 4 % of erring firms turnover , jail term proposed for data breach['India'] India

Round Hill bringing in outside help to assist with data breach ; Potomac Nationals stadium on agenda for Fredericksburg hearing['United States']United States

Manufacturing sector seeing increased hacker snooping['United Arab Emirates']United Arab Emirates

Hackers broke into Sony Pictures using an unpatched security hole['Japan', 'United States']Japan, United States

Microsoft Trending Up , Apple Trending Down …? Plus , The Marriott Data Breach['United States']United States

The ruthless Russian hacking unit that attempted to crash Ukraine['Ukraine'] Ukraine

Israeli Cyber - surveillance Firm NSO Buys Drone Hacking Company Convexum['Israel'] Israel

Windows 7 Remote Code Execution Bugs Are Under Active Exploit['United States']United States

Fall in reported malicious attacks sees data breach notifications drop['Australia']Australia

Over 13 , 000 malware threats detected every hour in 2020 : Report['India'] India

Ubiquiti IoT device owners urged to enable 2FA after data breach['United States']United States

Illinois Valley Community College sends letter warning of data breach['United States']United States

Trump Twitter hack : Police accept attacker claim['United Kingdom']United Kingdom

Hackers encrypt virtual hard disks using two VMWare ESXi vulnerabilities['United Kingdom']United Kingdom

Humana Sued After Data Breach Exposes Personal Health Information['United States']United States

Klaytn DeFi Clay Swap, Abnormal Withdrawal Hacking Presumption['South Korea']South Korea

Apple patches holes in iOS and iPadOS that hackers have already rushed into['Russia'] Russia

Social catastrophes such as Itaewon and Sewol ferry hacking are on the rise['South Korea']South Korea

['http://beyazgazete.com/haber/2019/1/18/meb-in-sistemini-hackleyen-ogrenci-serbest-birakildi-4874847.html', 'https://www.yenisafak.com/gundem/mebin-sistemini-hackleyip-notlarini-degistirdi-3431874', 'https://www.haberler.com/meb-in-sistemini-hackleyen-ogrenci-serbest-11656389-haberi/', 'https://www.webtekno.com/meb-in-not-sistemini-hackleyen-lise-ogrencisi-gozaltina-alindi-h61364.html', 'http://www.hurriyetdailynews.com/turkish-high-school-student-detained-for-hacking-national-school-system-140611', 'https://www.tamindir.com/haber/meb-in-not-sistemini-hackleyen-ogrenci-gozaltina-alindi_41687/', 'http://www.haberdar.com/gundem/meb-in-sistemini-hackleyen-ogrenci-notlarini-degistirdi-h119496.html', 'https://www.ukrinform.ua/rubric-world/2623114-tureckij-skolar-zlamav-nacionalnu-sistemu-abi-pominati-sobi-ocinki.html', 'https://tr.sputniknews.com/turkiye/201901181037168122-diyarbakir-meb-sistem-hack-not-degisimi/', 'http://www.milliyet.com.tr/bakanligin-sistemine-girip-gundem-2813667/', 'https://www.ucankus.com/dThe student who hacked the system confused the school ... Flash detention decision['Turkey'] Turkey

Viacrucis of a scam through the hack of Patria['Venezuela']Venezuela

In the face of a hack in the Treasury, this will be the way to manage the tax exemption['United States']United States

WhatsApp Cracked GBWhatsApp Detected as Malware['Turkey'] Turkey

"Diary" system hacked ['Kazakhstan']Kazakhstan

Confusion of dependency: a hack shakes the IS of Microsoft, Apple or Netflix['France'] France

Privacy violation, the new Data Breach online service['Italy'] Italy

Discord: Hackers lured with Bitcoin gifts ['Israel'] Israel

️🎧 1.4 Million Medical Records Hacked (SDS#41) - Fil de Science['France'] France

Hackers improve: Extortion attacks up 767%['Romania']Romania

FBI releases death toll from Darkside hacker attack['United States']United States

Websites are Frequently Hacked, Commission II Suggests KPU Collaborating with BSSN['Indonesia']Indonesia



Corona Malware Capable of Stealing and Deleting Hard Drive Data: Okezone techno['Indonesia']Indonesia

Puebla Congress account hacked... it is suspended['Mexico'] Mexico

Claro alert in Ancash about phishing, virtual scam modality['Peru'] Peru

MacOS: malware hidden in an image ['Senegal'] Senegal

Hoy Digital - Advanced Chief Luis Abinader Arrested; they link it to hack JCE['Dominican Republic']Dominican Republic

Telex: Orange Business Solutions hacked, Google launches Shoploop, ARM raises its prices['France', 'United Kingdom']France, United Kingdom

RTL 5minutes - Piracy: Cases of phishing are multiplying in Luxembourg['Luxembourg']Luxembourg

Suspects of hacking the DMV system to resell cars are arrested in the DF and surroundings['Brazil'] Brazil

They hack the email of the City Council | Burgos newspaper news['Spain'] Spain

When a malware application is on the Google Play Store |['Thailand']Thailand

['https://kupang.tribunnews.com/2019/07/31/pelajar-smk-retas-dan-perjualbelikan-akun-facebook-dari-makassar-dan-jawa-begini-pengakuannya', 'https://regional.kompas.com/read/2019/07/31/07283911/pelajar-smk-retas-dan-perjualbelikan-akun-facebook-dari-makassar-dan-jawa', 'https://news.okezone.com/read/2019/07/30/609/2085481/pelajar-sma-retas-grup-facebook-dengan-ribuan-anggota-lalu-menjualnya', 'https://jateng.tribunnews.com/2019/07/31/siswa-smk-retas-akun-grup-facebook-berpengikut-ribuandari-jawa-dan-makassar']SMK Students Hack Facebook Group Accounts with Thousands of Followers from Java and Makassar['Indonesia']Indonesia

Hackers Break Two-Step Verification Security Systems in 10 Countries['Indonesia']Indonesia

Hacking attacks - now services :: Investor. bg['Bulgaria'] Bulgaria

Comments - They convicted a Bulgarian in the USA, who was a member of a hacker gang['USA'] USA

Network problem can be symptom of hacking , a racket busted by the cyber cell in Gujarat['India'] India

Hacking: From an Almaty company had to pay a ransom to recover its data['Kazakhstan']Kazakhstan

Phishing: no, the Carrefour group does not distribute 250 euro vouchers['France'] France

Real fiction: Hackers attack, rescue system collapses. And a hundred people died['Czech Republic']Czech Republic

Hidden mining is still popular among hackers['Kyrgyzstan']Kyrgyzstan

An application phishing for Polish bank login details has appeared on Google Play['Poland'] Poland

Private key for hot wall stolen by hacker ['South Korea']South Korea

Al Bawaba News: World news bulletin.. The Wall Street Journal: Russian hackers hacked the US National Security Agency.. Lavrov: Rumors about Trump's intention to withdraw from the nuclear deal['United States']United States

Fitbit: a massive hack exposes the data of several thousand accounts on the internet['France'] France

This malware attacked Swiss companies in September['Switzerland']Switzerland

The site of the Ufa university was hacked: the page "sends" visitors['Russia'] Russia

The hacker tried to hack the website of the government of the Kirov region 778 times['Russia'] Russia

ATM hacked Paris: €21,260 stolen ['France'] France

AhnLab, just looking at website ads can infect you... Beware of Sun Ransomware['South Korea']South Korea

US Cyber Command launches operation against Russian hackers['Russia'] Russia

The ransomware virus hits again just after the counterfeit financial e-commerce APP, 360 Mobile Assistant strictly controls the APP review_中国网['China'] China

Hackers pressure people to give colleagues and friends viruses['Niue'] Niue

They hack the database of the Mayor of Jarabacoa['Dominican Republic']Dominican Republic

China discloses 41 types of cyber weapons in university hacks['China'] China

ASCII.jp: "200 Million iCloud Accounts Hosted" Hackers Demand Ransom!?['Japan'] Japan

hacker hacks app and looted e vouchers['India'] India

The hacker stole HUF 2.27 billion in minutes['Hungary'] Hungary

Personal data breach: Orange ['France'] France

UPR urges academic community to be careful after global cyber attack['Puerto Rico']Puerto Rico

Man held for hacking court website ['Thailand']Thailand

COVID - 19 phishing test email criticized by Palm Coast council member['United States']United States

Online Music Marketplace Suffers Data Breach - Infosecurity Magazine['United Kingdom']United Kingdom

New phishing attack infects devices with Cobalt Strike['Russia'] Russia

IAB Tech Lab Accused of World Largest Data Breach - Infosecurity Magazine['United Kingdom']United Kingdom

51 phishing scam victims in Singapore lost more than $37 , 400 in July alone['Singapore']Singapore

Five Flags Center Recovers All Funds Targeted by Hong Kong Hacker['United States']United States

Health Care Is Gold Mine For Hackers ['China'] China

Third servicer entangled in massive data breach litigation['United States']United States

ATM Withdrawals Capped to Thwart Phishing Scams['South Korea']South Korea

Berry , Dunn , McNeil & Parker , LLC Reports Data Breach Following Compromised Employee Email Account | Console and Associates , P . C .['United States']United States

Computer hacker steals sensitive information from 20 , 000 Christchurch hot pools customers['New Zealand']New Zealand

Iranian hackers targeting Australian infrastructure['Australia']Australia

Mirror publisher loses appeal to protect confidential sources in phone - hacking litigation['United Kingdom']United Kingdom

Hedge funds besieged by hackers on a daily basis['United Kingdom']United Kingdom

AG Tong Seeks Update To Price Gouging , Data Breach Notifications['United States']United States

Malware found in popular barcode apps produces ads that instantly vanish['United States']United States



Amsterdam court orders IT supplier to compensate ransomware attack['Netherlands']Netherlands

Absa hit by data breach ['South Africa']South Africa

Manufacturing Targeted in Hack Attack « isssource . com['United States']United States

Meet Charming Kitten , the Iranian Hackers Linked to Air Force Defector – Foreign Policy['Iran'] Iran

Malware attacks dip globally , but India witnesses a spike - The Hindu BusinessLine['India'] India

More than 35K letters were sent out to patients after phishing attack on Roper St . Francis['United States']United States

Exodus spyware takes data on a different journey['United Kingdom']United Kingdom

Hackers target S . Pike network ['United States']United States

Penn - Harris - Madison discovers malware was not fully contained['United States']United States

Hacker held Long Beach motorsports company Hoonigan for ransom , helped make fake threats • Long Beach Post News['United States']United States

ICYMI : Intel CPU flaw ; HR Ransomware ; Schools ransomed ; Android tops CVE , Meters explode ?['United Kingdom']United Kingdom

Ransomware virus a difficult blow to Okotoks gallery['Canada'] Canada

Daniel Soares , Ferris Bueller wannabe hacks school computer system to change grades['Portugal'] Portugal

['https://www.jdsupra.com/legalnews/data-breach-at-east-tennessee-children-4052681/', 'https://www.jdsupra.com/legalnews/val-verde-regional-medical-center-2731435/', 'https://www.jdsupra.com/legalnews/jackson-county-hospital-district-4385461/', 'https://www.jdsupra.com/legalnews/alameda-health-system-files-notice-of-9816202/']Jackson County Hospital District Announces a Data Breach Affecting Patient and Employee Data | Console and Associates , P . C .['United States']United States

Data breach unmasks Bloomberg terminal chat room users['United States']United States

Tickle The WireUkrainian Hacker Cooperating with FBI in Investigation of Russia , Trump Campaign['Ukraine', 'United States']Ukraine, United States

Reckitt slashes sales outlook further after cyber attack hit['United Kingdom']United Kingdom

Fortinet report reveals botnet role in cyber attacks['South Africa']South Africa

New polymorphic malware evades three quarters of AV scanners['United Kingdom']United Kingdom

Canadian Police Charge Operator of Hacked Password Service Leakedsource . com Krebs on Security['Canada'] Canada

Business Interruption , Cyber Attacks at Top of 2018 Allianz Risk Barometer['Germany']Germany

Market In 5 Minutes : Border Wall , Allscripts Cyber Attack , Tesla New Pay Plan['United States']United States

Districts struggle with status as popular hacker targets['United States']United States

Nib job applicants also at risk of the Page Up data breach['Australia']Australia

Millions of Phones Hosting Bad Bot , Helping Hackers Commit Crime['United States']United States

New California law requires voter data breach reporting['United States']United States

Phishing scam targeting long - standing ToffeeWeb members['United Kingdom']United Kingdom

While the UN laughed at Trump , hackers chortled at the UN lousy web application security['United States']United States

Dozen states sue Fort Wayne medical software company over 2015 hack['United States']United States

Cryptojacking , coin - mining malware , new smaller dark web marketplaces rise in 2018['United States']United States

$185K Proposed Settlement Reached in Grays Harbor Data Breach Lawsuit['United States']United States

PowerShell malware increased by almost 700 % in Q1['United Kingdom']United Kingdom

ICE buys mortgage tech firm Ellie Mae ; Capital One fined $80 million for hack['United States']United States

Ransomware Hackers Post Data From 2 Providers , Device Manufacturer['United States']United States

It Took Upper Echelon of Russian Hackers to Break Into Podesta Emails['Russia', 'United States']Russia, United States

Hackers Breach U . S . Cellular Customer Database After Scamming Employees['United States']United States

Hacker monthslong head start hamstrings probe of US breach['United States']United States

Data on 3 . 2 million DriveSure clients exposed on hacking forum['United States']United States

Details of vulnerable kid uploaded to Birmingham City Council website in seriou data breach['United Kingdom']United Kingdom

Positive Technologies: Data Destruction Malware Attacks on the Rise['Russia'] Russia

A third of Spanish politicians and journalists have ever been hacked['Spain'] Spain

Activate Visa - Secure procedure: Phishing mail has DKB customers in its sights['Germany']Germany

Cybercrime: beware hackers are now attacking … other hackers['France'] France

Roskomnadzor: Telecom operators are quickly informed about hacker attacks on sites['Russia'] Russia

Sukoharjo Regency Government Employee Data Allegedly Leaked, Head of Information and Communications Office: Only this time it was hacked['Indonesia']Indonesia

Cryptocurrency scams are rampant, and the official account of the British military has been hacked! For the first time in 30 years! Europe's economic locomotive posts first trade deficit since 1991['United Kingdom', 'Germany']United Kingdom, Germany

Expert Contacts Hackers and Reveals Chronology of Alleged Leakage of PLN Customer Data['Indonesia']Indonesia

Did you receive a notification about a grant of NIS 500 for reservists? It's phishing['Israel'] Israel

Telex: Google disconnects Hangouts in November, RansomHouse claims AMD hack, TSMC stronger than Intel['United States']United States

Virtual Assets: Scam Fertile Ground for Hackers['Mauritius']Mauritius

Back after hacker attack ['Denmark']Denmark

Check Point estimates that cyber attacks against hospitals have increased strongly - Tietoturva['Finland'] Finland

Hackers attacked the Prague municipality. Because of the spread of panic?['Czech Republic']Czech Republic

Another victim of the giant hack: the American court system['United States']United States

Hackers paralyze servers at the Basel trade school['Switzerland']Switzerland



Toshiba TEC says it won't pay ransom to hackers['Japan'] Japan

Dedos attack - Ukraine recorded 16 cyber attacks on NABU and State Special Communications Service news UNIAN['Ukraine'] Ukraine

Cloudflare Finds Malware Hidden in Websites['South Korea']South Korea

THE MINISTER APOLOGIZED IN ADVANCE FOR THE STATEMENT, THEN SPOKE FIRMLY ABOUT THE HACKER ATTACK: It's idiotic behavior - Net. hr['Croatia'] Croatia

Chinese army did the world's biggest hacking news in hindi['India'] India

Grindr captures spike in phishing attempts['Russia'] Russia

Republic | A new cyber attack on Android phones['Lebanon']Lebanon

Preemptive blocking of Seongnam-si parking management information system hacking - The Herald Business['South Korea']South Korea

Tesla can detect aftermarket hacks to thwart vehicle performance paywall, but new device helps combat detection['France'] France

ThiefQuest ransomware targets Apple computers. It can capture passwords and credit card numbers['Czech Republic']Czech Republic

Google Chrome doesn't notice Google Drive hack files despite antivirus warnings['United States']United States

A new spyware campaign has been discovered with a rare type of malware called a bootloader. - Technologies, science['Latvia'] Latvia

The latest version of Denuvo was hacked by an unknown hacker - the next in line is Mortal Kombat 11['Russia'] Russia

['http://heraldk.com/2021/03/12/%ED%94%BC%EC%8B%B1-%EC%82%AC%EA%B8%B0%EC%97%90-%EC%9E%83%EC%97%88%EB%8D%98-%EB%8F%88-%EA%B0%80%EC%83%81%EC%9E%90%EC%82%B0%ED%88%AC%EC%9E%90%EB%8F%BC-9%EB%B0%B0-%ED%99%98%EA%B8%89/', 'http://segye.com/newsView/20210313503865', 'http://news.nate.com/view/20210313n02481']Fraudulent 30 million won, coin investment 2 . 7 billion refund... Beware Phishing['South Korea']South Korea

Check your illegal transaction history... Phishing email impersonating an NH Nonghyup Bank employee was sent, alert (report) - NSP Communications['South Korea']South Korea

Observer Suspects ABG Hacking of KPU Site Masterminded by Another Party['Indonesia']Indonesia

Photo: A hacker cracked open Tesla's new autopilot computer['United States']United States

Hackers have launched a new virus that steals banking data['Ukraine'] Ukraine

The mayor of the Kyrgyz city explained the swearing at the address of environmental defenders by account hacking['Kyrgyzstan']Kyrgyzstan

They publish the code of the tools that EE Intelligence . uh . used for his hacks['Russia'] Russia

Database where the world's richest people appear is hacked['United States']United States

North Korean Hacker, Malicious Code Posed by E-mail of 2018 Officials - Daily NK['North Korea', 'South Korea']North Korea, South Korea

Hackers target Iranian activists' Macs with revamped malware Global Voices Français['Iran'] Iran

F hackers suspected of hacking fireworks in Washington['United States']United States

Ukrainian portal lit up in the malware distribution scheme['Ukraine'] Ukraine

The ANPA of García Barros requests information about the hack from the center's management['Spain'] Spain

The websites of the Catalan National Assembly are blocked: hacking is not ruled out['Spain'] Spain

Hacker Manish Bhangale : dawood call logs : mumbai police arrested hacker manish bhangale['India'] India

LN News : Peacemaker hacked the mail of LN leaders , Obozrevatel December 19['Ukraine'] Ukraine

OSX/Dok, malware targeting Mac users that steals bank details['']

CISA Ties SUPERNOVA Malware to Pulse Secure , SolarWinds Exploits['United States']United States

['https://www.zazoom.it/2020-09-17/m5s-roma-dalle-fronde-dei-consiglieri-comunali-alle-accuse-di-hackeraggio-le-guerre-interne-che-complicano-la-corsa-della-raggi/7225467/', 'https://www.ilfattoquotidiano.it/2020/09/17/m5s-roma-dalle-fronde-dei-consiglieri-comunali-alle-accuse-di-hackeraggio-le-guerre-interne-che-complicano-la-corsa-della-raggi/5934229/']M5s Rome | from the fronds of city councilors to hacking charges | the internal wars that complicate the race of the Rays['Italy'] Italy

Hacker deadline for PN data leak lapses with no further updates['Malta'] Malta

Hacked Verified Twitter Accounts Are Spamming Musk Fans With Bitcoin Scams Ahead of SNL Debut['Australia']Australia

Macmillan Publishers hit by apparent cyber attack as systems are forced offline['United States', 'United Kingdom']United States, United Kingdom

Swedish Health Agency shuts down SmiNet after hacking attempts['Sweden'] Sweden

Valley Regional Transit notifying individuals of data breach['United States']United States

Morocco warns citizens of spyware infections via PowerPoint['Morocco']Morocco

Police lose hacked therapy centre criminal reports after spreadsheet error['Finland'] Finland

More than 5 , 000 phishing e - mails impersonating Case officers sent after cyber attack['Singapore']Singapore

Data Breach Alert : The Puerto Rican Organization to Motivate , Enlighten , and Serve Addicts , Inc . | Console and Associates , P . C .['Puerto Rico']Puerto Rico

Pegasus case : Kaczynski admits to buying spyware['Poland'] Poland

Manipulation Detected on DEXes , Regulations Develop , Industry Initiatives Advance , Hacks , Money Laundering and Enforcement Continue | BakerHostetler['United States']United States

2 Billion Unencrypted Records Leaked In Marketing Data Breach -- What Happened And What To Do Next['United States']United States

Facebook hacking allegations put married Pa . state troopers on trial , report says['United States']United States

Online Retailer Settles New York State Investigation Over Consumer Data Breach - Security['United States']United States

Vietnamese hacker detects 6 serious security holes in Microsoft , Adobe['United States']United States

Clive Police Investigating Phishing Fraud with Debit Cards['United States']United States

FBI joins Richmond Heights PD in ransomware investigation['United States']United States

Cyber Attacks On Municipalities Can Tank Your Bond Portfolio['United States']United States

Paralegal tied to $250k email phishing scheme has licence revoked by Law Society Tribunal['Canada'] Canada

WannaLocker ransomware found combined with RAT and banking trojan['United States']United States

Ransomware Attack hit Richmond Heights City Hall['United States']United States

Norfolk police officers hit by cyber attack | Tech['United Kingdom']United Kingdom

Lazarus Targets Mac Users With Malware - Infosecurity Magazine['North Korea']North Korea



After cyber attack , Genesee County could pay $1 . 8 million to avoid a repeat['United States']United States

Hackers Leaked Sensitive Government Data in Argentina and Nobody Cares['Argentina']Argentina

Stealthy Malware Flies Under AV Radar with Advanced Obfuscation['United States']United States

2 Phishing - Related Health Data Breaches Grow Even Bigger['United States']United States

Queensland police hacking accusations jumped in December['Australia']Australia

Nollywood thespians hit by wave of hacking , fake accounts['Nigeria'] Nigeria

Top Story : Major security flaw lets hackers read your messages in popular Facebook app['United States']United States

iPhone exploit that caused repeated 911 dialing reveals severe cybersecurity threat – MacDailyNews['United States']United States

U . S . Says Canadian Accused in Yahoo Hack Poses Flight Risk['Canada'] Canada

Nothing is certain except death , taxes – and tax scams , phishing and ransomware – Naked Security['United States']United States

Russian hackers hit more than Clinton plus Zuckerberg joins Bill Gates['United States']United States

Word vulnerability , Windows bug , and Trump s _ Attack _ on _ Syria document used in Sednit phishing attack['Syria'] Syria

Bon Homme County Struck By Ransomware Attack['United States']United States

User data from hacks of Kickstarter and Bitly in 2014 is now available online['United States']United States

37 million adulterous spouses risk exposure after a dating site Ashley Madison was hacked['Kenya'] Kenya

Services impacted by Mecklenburg County data breach['United States']United States

SEC online company registration suffers hacking attempts['Philippines']Philippines

Hackers linked to ransomware threaten wine of the month type leaks['United States']United States

Cyber War : Emails Were Leaked , Not Hacked – Sri Lanka Guardian['Sri Lanka']Sri Lanka

TeamSpy hackers get the crew back together after four['United Kingdom']United Kingdom

Hackers break into e ['Philippines']Philippines

Hacking hits on crypto ['United Arab Emirates']United Arab Emirates

Zimbabwe Stock Exchange ( ZSE ) site hacked['Zimbabwe']Zimbabwe

Hackers using porn as bait for online scams that steal your data and money by the second['United States']United States

Aurora Ransomware Circulating the Cyber Space['United States']United States

Hackers take hospital hostage on million dollar ransom - Kachwanya . com['Kenya'] Kenya

Employees May Seek Treble Damages From NC Employer In Class Action Over Phishing Scam['United States']United States

Medidata Win Buoys Policyholders In Phishing Coverage Rows['United States']United States

IMB data breach prompts comprehensive response['United States']United States

Virginia Adds Improper Tax Return Access to Data Breach Notification Laws | Williams Mullen['United States']United States

Data breach costs India $1 . 7 million in 2017['India'] India

Malware tag team targeting personal financial information['Singapore']Singapore

Reported phishing attacks up , but losses down , says CERT NZ['New Zealand']New Zealand

Crooks turn to Delphi packers to evade malware detection['United Kingdom']United Kingdom

Pinoys urged to use tougher authentication after Facebook data breach['Philippines']Philippines

Pied Piper phishing scheme infests victims with FlawedAmmyy , RMS RATs['United Kingdom']United Kingdom

Recent hacking attempts include posing as insurance company Canadian Underwriter['Canada'] Canada

State , federal officials address recent cyber attacks , prevention plans['United States']United States

SDR toolkit bends weather station to hackers whims | Southgate Amateur Radio News['United Kingdom']United Kingdom

IcedID Malware Revamped With Avoidance Capabilities['United States']United States

Vaccine news stories hosting malware disseminated across Spanish - language Twitter['Spain'] Spain

UVM Health Brings EHR Back Online , One Month After Ransomware Attack['United States']United States

Sky Lakes finds ransomware attack didnt compromise patient information['United States']United States

NetGalley Suffers Data Breach ['United States']United States

They used to hack the delivery system and take the customer's products['Bangladesh']Bangladesh

Who feeds 1500 coming out spies around the world?! Nemesis site exposed hacker INFO['Russia'] Russia

Atlas VPN: hackers stole 34 TB of personal data in the first half of the year['Russia'] Russia

They hack WhatsApp groups that journalists use as information channels['United States']United States

Old scores : All victims of OPM data breach will receive $700 payouts['United States']United States

Invima page hack : Be careful : Invima page suffered a cyber attack | 6AM Today for Today['Colombia']Colombia

Link between drug traffickers and officials in southeastern states and municipalities is viable, according to a Sedena report revealed by hackers['Mexico'] Mexico

Connected objects, open bar for hackers['France'] France

Micitt detects 35 . 000 connection requests via malware and 9. 900 phishing['United States']United States

The Roskosma website is down again due to a cyber attack['Lithuania']Lithuania

New variant of Mirai malware found infecting IoT devices['Ukraine'] Ukraine



Ante cyber attack , silence of Lotenal ['Mexico'] Mexico

Democrats: Since AHY's Press Conference, Hacking Attempts Against Us Increased Drastically['United States']United States

Hacker made a deposit of $1 million to buy zero-day vulnerabilities['Russia'] Russia

Briefly informed: vaccine, cyber attack, Samsung, rocket crash['South Korea']South Korea

The region reports the former employee to the police - suspected of data breach['Sweden'] Sweden

The first link of tools used by the hackers in the huge cyber breach has been identified['Israel'] Israel

Prosecutor asked the bank to report on clients harmed by the hacking of their accounts['Uruguay'] Uruguay

They detect a malware on Android that disguises itself as an extension of the video game Minecraft['Russia'] Russia

Telex: Spear phishing against Linkedin users, LG leaves the smartphone market, Okta free developer edition['South Korea']South Korea

SolarWinds hack catapults Spanish start-up Artica['Spain'] Spain

An article in the JoongAng Ilbo of America that referred to Josenjing was again... hacked['South Korea']South Korea

Bankruptcy also justified by a cyber attack: was Mörschwiler Swisswindows hacked into ruin?['Switzerland']Switzerland

Most digital country in the world Estonia hack pandemic solutions['Estonia'] Estonia

Increase in number of malware infections stealing bank data via Excel - ICT news['Belgium'] Belgium

Since the outbreak of the Corona virus: an increase in cyber attacks of most industrial companies['Israel'] Israel

To steal Corona's information... Iran is trying to hack employee mail accounts['Iran'] Iran

Experts hacked C&C - panels of ten IoT - botnets['Russia'] Russia

Malware is being distributed in the name of the University of Turku['Finland'] Finland

Xiaomi and Tencent apps have been labeled as spyware. Safety . News . DailyComm. en['China'] China

Hack mobile and steal money : Scammers have become more active in Ukraine['Ukraine'] Ukraine

They exploit ATM to rob it ['Mexico'] Mexico

News | LaGorraLeaks: how the security forces were hacked['Argentina']Argentina

Novosibirsk university security guard convicted of attempting to hack Tatarstan government website['Russia'] Russia

False offers for flights and travel, phishing alert['Italy'] Italy

Complaints about the hacking of accounts in Glovo proliferate | News of Society in Heraldo. is['Spain'] Spain

They resume the case of hacking the municipality['Mexico'] Mexico

City Hall Twitter Hack Political Parties Condemn Threats to Mayor['Spain'] Spain

VPNfilter, which hit Finland as well - malware turned out to be really scary - eavesdrops on https connections thought to be secret - Tietoturva['Finland'] Finland

SSP warns about malware that logs keystrokes – Nsintesis['Mexico'] Mexico

Hacker AI successfully impersonates you and fools interlocutors / News / Computers / Home page['Croatia'] Croatia

Hacker attack against the IOC in Switzerland['Switzerland']Switzerland

Three months for scamming 172 people for Phishing - Aragón['Spain'] Spain

Facebook hacking in ahmednagar latest updates['India'] India

Armenian hackers published thousands of secret data about Azerbaijanis['Azerbaijan']Azerbaijan

Russia accused of data breach ['Russia'] Russia

Hack the computer system to add praise, college in trouble['Italy'] Italy

Instagram hacked and data consumption by spy program : big package['Brazil'] Brazil

Chrome users are asked to change passwords: one of the applications was hacked / Ukrainian business resource UBR. ua['Ukraine'] Ukraine

Would it have been worth taking care of the updates? Even over 1.5 million websites hacked, victims in Finland as well['Finland'] Finland

Cyber coalition: NATO exercises against hacker attacks started in Estonia['Estonia'] Estonia

500 , 000+ Trinity Health patients affected in widespread Accellion data breach['United States']United States

A new malware is emptying bank accounts and reading OTPs['Pakistan']Pakistan

Over 5 lakh malware infections detected in 4 local telco operators['India'] India

Hackers Hijacked Investor Accounts to Buy Cannabis and Gaming Shares , Says SEC['United States']United States

Marvel Movie Malware Detected - Infosecurity Magazine['United Kingdom']United Kingdom

Biz Associations Warn Members Against pspcl Phishing Scam | Ludhiana News['India'] India

Seattle hacker who stole information on 100 million people gets time served and probation because she trans ( Update )['United States']United States

Bunny and Qubit turns to DAO following $80 million bug exploit['China'] China

Government - Backed Hackers Behind Doxxing Libs of Tik Tok - LewRockwell LewRockwell . com['United States']United States

Nvidia Taiwan Twitter account has been hacked and suspended['Taiwan'] Taiwan

Data breach at Toronto health network possibly exposed patient information , OHIP numbers['Canada'] Canada

Encrypted & Fileless Malware Sees Big Growth['United States']United States

New Hampshire to Receive $129K from Data Breach Settlements['United States']United States

Anomaly in pen - test tool made malware servers visible['United States']United States

Crime Shop Sells Hacked Logins to Other Crime Shops – Krebs on Security['United States']United States



Australian gov data breach numbers slip out of public view['Australia']Australia

Hi - tech heist : Masked men decamp with Rs 42 . 39 lakh from ATM using hacking device ; police suspect inside job['India'] India

New Zealand police called in after mass hacking attempt on wellbeing budget['New Zealand']New Zealand

Welsh entrepreneurs go bust after losing £18 , 000 on Chinese hacking scam['United Kingdom']United Kingdom

['https://www.oann.com/u-s-senate-panel-leaders-call-for-irs-briefing-following-hacking-campaign/', 'https://www.theepochtimes.com/senate-finance-committee-request-immediate-briefing-by-irs-on-if-the-solar-winds-hack-impacted-taxpayer-data_3623285.html', 'https://www.ksl.com/article/50069310/us-senators-ask-irs-if-hacking-campaign-compromised-taxpayer-data', 'https://isp.netscape.com/news/story/0002/20201217/KBN28R2SY_1']US senators ask IRS if hacking campaign compromised taxpayer data['United States']United States

The Lakewood Scoop » PSA : You May Be Entitled To Reimbursement For Equifax Data Breach » The heartbeat of the lakewood community['United States']United States

Fileless Phishing Attacks Surged In First Half Of 2019 , Study Says['United States']United States

FBI warns of growing cyber attacks in Pittsburgh['United States']United States

Fin7 behind DiBella data breach affecting 205 , 000 cards['United States']United States

Hospital Addresses Data Breach ['United States']United States

Anonymous claims responsibility for hacks of Hawaiian govt . website ; telescope['United States']United States

Hancock Regional Hospital CEO details ransomware attack['United States']United States

Hackers use tab nabbing scam to steal information['United States']United States

Hacking group nicknamed SparklingGoblin is accused of targeting computer retailer and schools['United Kingdom']United Kingdom

Phishing scam using fake Full House Lottery website['Canada'] Canada

WIU Office of Public Safety warns students of work from home phishing scams['United States']United States

Misconfigured firewall blamed for hospital ransomware infection['United States']United States

Hacked texts from family of former Trump campaign manager surface on the dark web['United States']United States

Groton police investigate phishing scam targeting town employees['United States']United States

Hackers Get Root Access on macOS ['United States']United States

Hackers behind global cyberattack emerge from Dark Web , demand victims pay up['United States']United States

Cracka sentenced for hacking top federal officials['United States']United States

Suspected Chinese hackers using spy mobile malware xRAT in new cyberespionage campaign['China'] China

Dridex , BEC attacks and brandjacking surge as phishing volumes pick up again after lull['Australia']Australia

Bug in Google bug tracker let hackers exploit unpatched issues['United States']United States

Unintended disclosure accounts for a big chunk of data breaches in 2017 , and spear phishing is on the rise['United States']United States

WSJ : Healthcare . Gov Hacked in July ; Networks Fail to Cover['United States']United States

Hackers try to deface NC election website with ISIS image['United States']United States

Be Very Careful : Conversation Cited to Link Qatar to Hack of G . O . P . Donor['Qatar', 'United States']Qatar, United States

June 6 , 2018 : Miss America Gets Rid of Swimsuit Competition , Trump Holds Celebration of America Event After Disinviting Eagles to White House , Ticketfly Data Breach Exposes 26 Million Email and Home Addresses['United States']United States

Hack compromises email addresses of 3 , 000 My Waste users in Waterloo Region['Canada'] Canada

When Malware Attacks Your IBM i , AIX , and Linux Servers['United Kingdom']United Kingdom

Hackers weaponised secure USB drives to target air - gapped networks['United States']United States

Phishing emails , tech support calls continue to be successful scams['United States']United States

The African Union headquarters hack and Australia 5G network['Australia']Australia

ThreatList : 6 - Year - Old Dorkbot Banking Malware Resurfaces as Big Threat | The first stop for security news['United States']United States

Healthcare Provider Cyber Attacks Are Up in Recent Months['United States']United States

['https://www.jdsupra.com/legalnews/peeling-away-the-privilege-another-4985345/', 'https://www.jdsupra.com/legalnews/court-orders-production-of-a-data-6344693/']Court Orders Production of a Data Breach Forensic Report , Rejecting Arguments That Attorney - Client Privilege and Work Product Protection Apply | Wilson Sonsini Goodrich & Rosati['United States']United States

SoftNAS no longer a soft touch for hackers ( for now )... Remote - hijacking vulnerability patched['United Kingdom']United Kingdom

NHS patient data at risk after hack exposed passwords of hospital staff['United Kingdom']United Kingdom

ETCOG : Phishing threat halted before potential financial loss['United States']United States

[ H ] ardOCP : Hackers Just Exposed Thousands of Gamer Passwords['United States']United States

ProtonVPN and NordVPN Bugs Left Windows Vulnerable to Hackers['United States']United States

Vietnam - born hacker sentenced to jail over Kaspersky leak - VnExpress International['Vietnam'] Vietnam

Guernsey Police issue hacking warning ['Guernsey']Guernsey

SingHealth COI : Communication problems hampered data breach response , says expert witness['Singapore']Singapore

16K patients affected in Redwood Eye Center data breach : 4 details['United States']United States

Vegas Cyber Attack Contained | Newsmax . com['United States']United States

Facebook fraudsters are hacking accounts in Worcestershire['United Kingdom']United Kingdom

NI weekly papers : House attack , drug death and data breach['United Kingdom']United Kingdom

Question bank hacking : Police to examine varsity server as Swiss service provider fails to respond to plaint['Switzerland']Switzerland

Over 35K Computers Infected with Crypto - Mining Malware in Latin America['Argentina', 'Bolivia', 'Brazil', 'Chile', 'Colombia', 'Costa Rica', 'Cuba', 'Dominican Republic', 'Ecuador', 'El Salvador', 'Guatemala', 'Honduras', 'Mexico', 'Nicaragua', 'Panama', 'Paraguay', 'Peru', 'Uruguay', 'Venezuela']Argentina, Bolivia, Brazil, Chile, Colombia, Costa Rica, Cuba, Dominican Republic, Ecuador, El Salvador, Guatemala, Honduras, Mexico, Nicaragua, Panama, Paraguay, Peru, Uruguay, Venezuela

Scripps Health cyber attack cost the company $113 million['United States']United States

Rampant Kitten spent six years hacking Iranian dissidents['Iran'] Iran

OPM Hacking Report Says Agency Missed One Set Of Attacks , Spent Little On Cybersecurity['United States']United States



NYDFS Seeks Answers from Crypto Firms in Wake Of Twitter Hack['United States']United States

Immunocore IPO filing reveals kickback scheme , Immatics row and phishing attacks['United States']United States

The Day - Otis Library donor information part of large cyber attack at fundraising company['United States']United States

Young hacker tricks gambling site to pay out €600k before being caught['Finland'] Finland

Hackers Amp Up COVID - 19 IP Theft Attacks['United States']United States

Hackers are trading in medical data relating to French citizens ( Includes interview )['France'] France

Fat Face hit by cyber hack ['United Kingdom']United Kingdom

Criminal Gang Blamed for Cyber Attack on Hospital['Israel'] Israel

Freedom Day Shoot" phishing newsletter with more deceiving URLs at the end of the article - Society['Taiwan'] Taiwan

Tencent: In 2022, the number of game hacking will increase by 300%, and DDoS attacks will be the highest in the industry | Internet Data Information Network - 199IT['China'] China

Supreme Court spokesperson assures that there was no data leak after hacking and rules out filing a complaint['Chile'] Chile

YSR Congress Twitter handle hacked, posts on cryptocurrency with Musk's photo['India'] India

The Iranian hackers come out with another message and put Rama in a fight with the citizens: Many of the data of the Albanians have been published by the government itself.['Albania'] Albania

Increase in special malware against industrial automation systems: Targeted cyber attacks on industrial companies are increasing['Germany']Germany

['https://www.phonearena.com/news/cook-says-that-android-has-47-times-more-malware-than-ios_id132904', 'https://soyacincau.com/2021/06/17/android-47-times-malware-than-ios-tim-cook/', 'https://regnum.ru/news/3299007.html', 'https://www.mensxp.com/technology/news/89401-apple-ceo-tim-cook-says-android-has-47-times-more-malware-than-iphones.html', 'https://actu.meilleurmobile.com/selon-tim-cook-android-integre-47-fois-plus-de-malwares-en-comparaison-a-ios_208870', 'https://www.itnewsafrica.com/2021/06/android-has-47-times-more-malware-than-ios-according-to-apple-ceo/', 'https://www.clubic.com/pro/entreprises/apple/actualite-375192-tim-cook-estime-qu-il-y-a-47-fois-plus-de-malware-sur-android-que-sur-ios-ce-qui-est-drolement-precis-.html', 'https://www.phonandroid.com/apple-affirme-android-compte-47-fois-malwares-ios.html', 'https://gizmodo.uol.com.br/tim-cook-apple-baixar-apps-fora-app-store/', 'https://www.ensonhaber.com/teknoloji/tim-cook-androiddeki-kotu-amacli-yazilim-sayisi-iostan-47-kat-fazla', 'https://wwiTWire - Avast warns of fake apps and banking trojans on Android as Apple Tim Cook warns of 47x more malware than iOS['United States']United States

Säpo - employee reported for data breach['Sweden'] Sweden

CNN BBC reports a new hack by Russian hackers. News Echo of Moscow , 06 . 08 . 2021['Russia'] Russia

Computer hacking robbery: no one is safe from digital pirates (The Spectator, UK)['Russia'] Russia

Forex trading fraud is on the rise... 137.9 billion won damage over 5 years due to trading company email hacking['South Korea']South Korea

The State Services Portal is being attacked by hackers from the USA, Germany, Russia, China and Ukraine['Russia'] Russia

Bi. zone found hundreds of Rosreestr phishing sites['Russia'] Russia

An arrestee for hacking the Porlamar airport screen and placing Maduro as a dictator['Venezuela']Venezuela

Accounts Chamber of Moldova attacked by hackers['Moldova']Moldova

Hackers most often impersonate Microsoft during fraud, Czech phishing abuses, for example, the Czech Post Office or banks['Czech Republic']Czech Republic

Hacker Discovers Breach In Polygon Crypto Network, Receives $2 Million Bounty['Brazil'] Brazil

Most Complaints about Verification Codes and E-commerce Phishing Throughout 2020['Indonesia']Indonesia

"Weapons of Mass Destruction": the Pentagon spoke about cyber attacks['United States']United States

WhatsApp spyware gave unwanted access to your phone Is the Central Government keeping an eye on you through WhatsApp? Check your mobile too['India'] India

A computer virus that hit the world was accidentally stopped, but the hackers will be back['Macedonia']Macedonia

Popular British band release unreleased music stolen by hackers, donate all sales['United Kingdom']United Kingdom

Account Hacked Of A Travel Company In Nagpur | Travels company account hacked in Nagpur; Consumer fraud['India'] India

Under the motel bed... Voice phishing method that robbed 50 million won from people in their 20s['South Korea']South Korea

Kyrgyz news agency announced a cyber attack on the site['Kyrgyzstan']Kyrgyzstan

Volynsky miner: a laboratory assistant stole data using malware['Ukraine'] Ukraine

Hyundai Coin Hdac mining server hacked... Coin unauthorized withdrawal['South Korea']South Korea

The battery optimization app on your phone is phishing and wiping your account['Poland'] Poland

Trump Administration Reviewing Sanctions on Chinese Companies for Hacking US Corporate Intellectual Property... Separate from Tariff Bomb['United States']United States

eKapija | Three quarters of successful corporate network hacking tests in 2017. accomplished through web application vulnerabilities['Serbia'] Serbia

Devastating results: hundreds of millions of dollars in damages were caused by cyber attacks['Hungary'] Hungary

Rennes: SMEs, a prime target for hackers['France'] France

Pay up or we'll delete the data of millions of users. Hackers threaten Apple - News. Czech['Czech Republic']Czech Republic

Swedish ambulances get system to hack car radios['Sweden'] Sweden

The Correctional Service writes off a suspected data breach['Sweden'] Sweden

UNAM registration site hacked ['Mexico'] Mexico

AFIP , scam , credit cards and malware ['Argentina']Argentina

News Economics ― Hackers steal cryptocurrency by phone number['Russia'] Russia

Pontcarre. Hacked, the city secedes and declares war on the States['France', 'United States']France, United States

Outdoor brand Eddie Bauer's POS system infected with malware['United States']United States

Metro TV Becomes a Victim of Web Phishing['Indonesia']Indonesia

Sixth Member of International Hacking Community Sentenced in SIM Card Scheme['United States']United States

UC System Information Compromised in Accellion Data Breach After Nation - wide Cybersecurity Attack['United States']United States

Apple Mac Security Flaws Let Hackers Control Your Computer : How to Download Big Sur 11 . 3 . 1 Update and Fix the Issue['United States']United States

Saskatchewan insurer target of cyber attack['Canada'] Canada

Tusla facing significant challenges after cyber attack['Ireland'] Ireland

Cyber attack : Leaking data of lakhs of Indians priority of DragonForce['India'] India



M . T . A . Hit by Massive Cyberattack , Chinese Hackers Suspected['United States']United States

Accused EHR hacker sentenced to 30 months in prison['United States']United States

Animoca Brands subsidiary loses $18 . 7M in hot wallet hack['Australia']Australia

Tech Tuesday : Malware Laced Software Updates In The Wild Since March 2020 ( Sunburst )['United States']United States

Avalanche flash loan exploit sees $371K in USDC stolen['United States']United States

Google Issues Warning to Chrome and Chrome - Based Users as Zero - Day Hacks Continue to Increase['United States']United States

Reckless malware operators squandered an undetectable Windows backdoor['United Kingdom']United Kingdom

South Staffs Water hacking victims have bank details published on dark web after cyber attack['United Kingdom']United Kingdom

Cybercriminals are using new episodes of GoT to distribute malware , PureVPN warns['United States']United States

['https://www.msn.com/en-in/news/other/facebook-accounts-of-border-area-residents-hacked-by-pakistan-hackers-say-cops/ar-BBMQBm9', 'https://www.theweek.in/news/india/2018/09/03/facebook-accounts-of-border-area-residents-in-rajasthan-hacked-say-police.html', 'https://timesofindia.indiatimes.com/india/fb-accounts-of-border-area-residents-hacked-cops/articleshow/65661542.cms', 'http://www.bd-pratidin.com/tech-world/2018/09/03/357502', 'https://www.business-standard.com/article/pti-stories/fb-accounts-of-border-area-residents-hacked-cops-118090301034_1.html', 'http://www.banglanews24.today/%E0%A6%AB%E0%A7%87%E0%A6%B8%E0%A6%AC%E0%A7%81%E0%A6%95-%E0%A6%86%E0%A6%87%E0%A6%A1%E0%A6%BF-%E0%A6%B9%E0%A7%8D%E0%A6%AF%E0%A6%BE%E0%A6%95%E0%A6%BF%E0%A6%82-%E0%A6%A5%E0%A7%87%E0%A6%95%E0%A7%87/', 'http://www.topix.com/tech/computer-security/2018/09/facebook-accounts-of-border-area-residents-hacked-by-pakistan-hackers-say-cops', 'https://www.mid-day.com/articles/facebook-accounts-of-border-area-residents-hacked-by-pakistan-hackeFacebook accounts of border area residents hacked by Pakistan hackers say cops - Mid - Day Mumbai['India'] India

Evangel University Notifies Alumni , Donors Of Data Breach['United States']United States

The PJ police force has warned of a mass phishing email['Portugal'] Portugal

Childcare worker sent to prison for hacking scam['Australia']Australia

State Could Face Class - Action Cases Over Data Breach['Ireland'] Ireland

Trakt tardily notifies users of data breach that took place over four years ago['United States']United States

CONSUMER CATCH - UP : Ford recalls 10 vehicle models for multiple issues , dental offices crippled by ransomware attack , and RH recalls chairs due to lead paint['United States']United States

Ramsey County increased victim count to 117 , 905 in the 2018 Phishing Attack['United States']United States

CenturyLink suffers data breach with cloud computing system ( Includes interview )['United States']United States

Hacking 20 high - profile dev accounts could compromise half of the npm ecosystem['Japan'] Japan

Man in hacker ring linked to webcam spying and stealing personal data['United Kingdom']United Kingdom

Judge says Chicago OK to use city ordinance to sue Marriott over data breach['United States']United States

Cloud Services and Cryptocurrency Mining Malware['United States']United States

Homegrown political hacking fails ['United States']United States

Virgin America warns workers about a personal data breach['United States']United States

Man pleads guilty to hack attempt on government pensions website['United Kingdom']United Kingdom

After Columbia Falls hack that closed schools , experts call for districts to be on alert['United States']United States

Kenyan Prime Bank , Development Bank and CFC Stanbic Bank Websites have been Hacked by Rwandan hacker['Kenya'] Kenya

Muslim Congress Staffers in Hacking Case Took $100K from Iran['United States']United States

City ongoing malware and virus issues cause further delay of court cases['United States']United States

Grey Anatomy Spoilers : Cyber Attack Plagues Hospital ; Power Supply and Computer Network Shut Down['United States']United States

United Nations , Embassies Have Been Notified Of Evidence Against Russia Hack – InvestmentWatch['Russia'] Russia

So - called Judy Android malware could affect over 36 . 5 million devices['United States']United States

Hackers exploit flaw in enterprise software to deploy Monero cryptominer['United Kingdom']United Kingdom

RCMP executes search warrant in international cyber attack investigation['Canada'] Canada

60 , 000 Android devices hit with ad - clicking bot malware['United Kingdom']United Kingdom

Daily Mirror owner boosts hacking provision as ad sales ...['United Kingdom']United Kingdom

Phishing fraudsters target holidaymakers , Turkish hotels['Turkey'] Turkey

Academic thieves love to try to hack the University of Washington -  Axios['United States']United States

Cryptocurrency Platform Suffers Data Breach - Infosecurity Magazine['United Kingdom']United Kingdom

Attackers using PowerShell obfuscation tools to smuggle malware past scan tools['United Kingdom']United Kingdom

Payment App Data Breach Exposes Millions of Indian Data - Infosecurity Magazine['India'] India

Instagram data breach : Thousands of user personal data leaked | Technology News – India TV['India'] India

Greenville Water cyberattack could be result of phishing email , CEO says['United States']United States

York Regional Police lay charges in relation to 407ETR data breach['Canada'] Canada

SoPo nonprofit says data breach may have affected unknown number of clients['United States']United States

Looking back at the NotPetya cyber attack anniversary ( Includes interview )['Ukraine'] Ukraine

Council wont say if it paid hackers a ransom after cyber - attack['United Kingdom']United Kingdom

Toll Group returns to normal after Mailto ransomware attack['Australia']Australia

GDPR data breach notifications on the rise across Europe , study finds['Europe'] Europe

Malware - Laden Fake Best Buy USB Drives Are Being Sent Out In The Mail['United States']United States

Ubisoft says Just Dance was hit by a data breach['United Kingdom']United Kingdom

FBI and NSA expose new Linux malware Drovorub , used by Russian state hackers['United States']United States

Cryptomining trojan malware discovered by ESET researchers['Australia']Australia

Millcreek Township Confirms Computer System Hacked ; Erie News Now Uncovers Township Hit by Ransomware Attack['United States']United States

Lawmaker on cash transfers : Phishing scam or security breach ?['Philippines']Philippines



RI treasurer sues Facebook , alleging investment losses from data breach['United States']United States

Some 0 . 7 % of users in Armenia attacked by financial computer malware in April - June 2021['Armenia'] Armenia

Chico State identifies source of vaccine exemption data breach['United States']United States

Telia Estonia : Volume of cyber attacks increased sixfold on year['Estonia'] Estonia

La Jornada: In nine months of this year, the Sedena suffered almost 3,000 cyber attacks['Mexico'] Mexico

Phishing: Orange customers are targeted by a new scam technique['France'] France

Russian hackers hacked Diablo II : Resurrected['Russia'] Russia

Hundreds of Android and iOS apps are phishing traps['Austria'] Austria

Body cam phishing intimidation surges - The Hankook Ilbo['South Korea']South Korea

Cyber attack shuts down top U . S . fuel pipeline network  | Peak Oil News and Message Boards['United States']United States

Face 1 . 000 Cyber Attacks Per Year, Israel Beware of Iranian Hackers['Israel'] Israel

Anonymous, Chinese company hacking … Retaliation against cyberattack against Taiwan['Taiwan'] Taiwan

Al-Bilad Newspaper | A strike against Russia in space... This is what hackers did with secret files['Russia'] Russia

Hijab protests intensify... Government institutions hacked, teachers strike['South Korea']South Korea

Composer Igor Nikolaev announced that his website was hacked by foreign hackers['Russia'] Russia

Another phishing campaign, watch out for fake e-mails from Poczta Polska['Poland'] Poland

District Prosecutor's Office - Varna is leading pre-trial proceedings for hacker attacks against an information site['Bulgaria'] Bulgaria

Hackers attempted lye terrorism ['South Korea']South Korea

ANSSI reviews its recommendations for authentication and passwords, as hackers increase attacks since 2020['France'] France

Moldova has warned of a cyber attack against government systems['Moldova']Moldova

Hackers began to exploit a vulnerability in Trend Micro products['Russia'] Russia

82 percent of healthcare systems report IoT - cyber attack in the last 18 months['Germany']Germany

Hackers have launched a new virus to steal cryptocurrencies['Ukraine'] Ukraine

FROM THE EDITORIAL OFFICE OF THE JOURNAL, THEY ANNOUNCE: Strong hacker attacks continue today['Bosnia and Herzegovina']Bosnia and Herzegovina

Malware alert : Instant delete Fixonline app from your phone['India'] India

They are looking at the report on the hacking of the NRA - Novinite. bg - News from Bulgaria and the world['Bulgaria'] Bulgaria

A well-known photo shop attacked by hackers. Some customer data has been leaked['Poland'] Poland

Hackers Successfully Break Down Dozens of PBB Servers['Belgium'] Belgium

Hackers blocked the computer of the accounting department of Glubokoe PMK, they demand 15,000 for unlocking['Belarus'] Belarus

Netflix: be careful, if you receive this email, it's phishing['France'] France

One of the leaders of the Charentais yellow vests in court for having hacked Charente Libre!['France'] France

['https://www.wgal.com/article/snap-recipients-potential-phishing-scam/38870882', 'https://www.msn.com/en-us/news/us/snap-recipients-warned-of-potential-phishing-scam/ar-AAT6asm', 'https://www.fox43.com/article/news/local/state-dept-of-human-services-warns-of-phishing-scam-targeting-snap-ebt-card-users/521-9a57b80b-284b-4f69-8769-0c48d1c4cfd3']Pa . officials warn SNAP recipients of potential phishing scam['United States']United States

Group - IB : criminal case of a member of a large hacker group TipTop completed with a verdict['Russia'] Russia

Milliardbutikk hacked - information on almost 7 million customers leaked - ITavisen['Norway'] Norway

Attack from the net: Anonymous hacks the website of CSU - politician Uhl - Digitization & AI['Germany']Germany

Taormina, Asm between liquidation and hacker attacks['Italy'] Italy

What remained to be seen: CAP payments are delayed... because their computer system has been hacked!['Spain'] Spain

Court KT, 9.81 million customer information leaked due to hacking, not liable for compensation['South Korea']South Korea

Put your money in the fridge... Impersonating a police officer and stealing 200 million won voice phishing arrest in Korea - The Herald['South Korea']South Korea

Marching! reports a massive hacking of internal documents. Navarre News Newspaper['Spain'] Spain

Austrian Post warns of phishing ['Austria'] Austria

Hackers attacked a Russian hospital during an operation on the brain of a child : Internet : Internet and media : Lenta . en['Russia'] Russia

Hackers "dropped" the website of the Chuvash Prosecutor's Office for almost a week['Russia'] Russia

Hackers have learned how to earn bitcoins on toasters and kettles : Internet : Internet and media : Lenta . en['Russia'] Russia

Hackers hijacked computers from five companies in the country['United States']United States

A Wenzhou government official Weibo posted multiple indecent content in response: It was a hacked account_Technology_Xinmin.com['China'] China

Hacking the information system of the customs of Kyrgyzstan caused damage to the entire EAEU['Kyrgyzstan']Kyrgyzstan

Hacked Sites, Telecommunication Operators Asked to Clean Up['Indonesia']Indonesia

In Chilito too!! Puertomontina company was victim of global hacking['Chile'] Chile

ASCII.jp: Android Banking Trojan Spreading via SMS Phishing['Japan'] Japan

30-year-old arrested for stealing cash from Chinese voice phishing organization['China'] China

ProxyShell leads to domain - wide ransomware attack['United States']United States

Hackers target phones of top Aussie diplomats , including Ambassador to US Arthur Sinodinos['Australia']Australia

Sophos Links Mount Locker to Astro Locker Ransomware - Infosecurity Magazine['United Kingdom']United Kingdom

10 Major Cyber Attacks Witnessed Globally in Q1 2021['United States']United States



Women allege that NSO spyware was used to steal and leak their private photos['Israel'] Israel

Mass spyware targets ICS computers ['South Africa']South Africa

DepEd validating report on hacked bank accounts of teachers – Manila Bulletin['Philippines']Philippines

Sophisticated Gimmick malware found , custom - made for macOS['United States']United States

The Works targeted by hackers – Financial News['United Kingdom']United Kingdom

ARCrypter ransomware strain detailed by BlackBerry | IT World Canada News['Canada'] Canada

Family Health Team records also compromised in Arnprior Regional Health data breach['Canada'] Canada

Brown Brothers Harriman & Co . Reports Leaked Client Information Resulting from Third - Party Data Breach | Console and Associates , P . C .['United States']United States

US charges hacker with producing , using malicious software['India'] India

LoJax Malware Continues to Operate 8 Months After Discovery['United States']United States

Sound Waves Can Be Hacked For Everything From Ad Targeting To Bioterrorism['United States']United States

Hackers cop a FILA thousands of united kingdom card deets after slinking onto clothing brand servers['United Kingdom']United Kingdom

New York Stock Exchange Twitter account allegedly hacked['United States']United States

Shade Ransomware Expands to U . S . Targets['United States']United States

Cyber security agencies suspect massive data breach in the last few days['India'] India

Google Own Android App With 5 Billion Installs Was Vulnerable To A Privacy Destroying Hack['United States']United States

Hackers Exploit Autodesk Flaw in Recent Cyberespionage Attack['United States']United States

How hackers wired billions from banks : The Standard['Kenya'] Kenya

Twitter verifies Osinbajo handle after hacking attempt – Punch Newspapers['Nigeria'] Nigeria

Exit Scams , State - Sponsored Hacks and a Very Expensive Valentines Day['United States']United States

Windows Users Warned To Update Now As Complete Control Hack Attack Confirmed['United States']United States

Hackers demand ransom in cyber attack on Barrie business['Canada'] Canada

iOS 13 . 1 . 1 , iPadOS 13 . 1 . 1 Debut to Fix Third - Party Keyboard Bug ; New Jailbreak Exploit Surfaces['India'] India

Argentinian security researcher arrested after tweeting about government hack['Argentina']Argentina

Nunavut government moves to pay vendors a month after ransomware attack['Canada'] Canada

LIVE : Rosenstein Efforts Against International Computer Hacking Announcement['United States']United States

['https://www.msn.com/en-us/news/technology/european-police-hacked-secret-phone-network-used-ai-for-major-bust/ar-BB16OtoB', 'https://www.sfgate.com/news/article/European-police-hacked-secret-phone-network-used-15412673.php']European Police Hacked Secret Phone Network , Used AI for Major Bust['Europe'] Europe

Central Indiana County Hacked Computer System Taking Weeks to Restore['United States']United States

More cyber attacks in north Wales than street crime['United Kingdom']United Kingdom

Despicable Antisemitic Cyber Attack at Tennessee Campus Outrages Jewish Student Community['United States']United States

Thousands of pacemakers and defibrillators at risk of hacking['Australia']Australia

Israelis Websites Successfully Hacked By PFLP Cyber Army['Israel'] Israel

Fertility patient data breach fine would have been much higher under GDPR – Sophos News['United States']United States

Google Hunting Down Android Malware With Peer Group Analysis['China'] China

Hacking Into …. A Wind Farm ? ['United States']United States

Cyberattackers hack website of Hong Kong pro['Hong Kong']Hong Kong

Australian police get new spy powers to hack smart['Australia']Australia

Trump campaign urges court to toss out WikiLeaks hack lawsuit['United States']United States

7 On Your Side : Malware , malware , everywhere['United States']United States

Wall Street regulator faces grilling over data breach['United States']United States

Millions of Kodi pirates could be unwittingly spreading child porn and malware['United Kingdom']United Kingdom

Phishing scam cost Spartanburg Co . taxpayers thousands['United States']United States

US Continues to Expose Iranian Efforts to Expand Hacking , Missile Activities['Iran'] Iran

Name Server Hacked ['United States']United States

Security firm sees more fake news , machine learning hackers in 2018['Philippines']Philippines

After the NHS cyber attack from North Korea , Donald Trump is our only hope of taming the rogue state['United Kingdom']United Kingdom

Bescom website hacked , restored ['India'] India

Wilshire Law Firm Files Lawsuit Against Sabre Corporation For Hotel Data Breach['United States']United States

Internet Hacking Group Anonymous Disables White Supremacist Websites['United States']United States

QBP warns customers of phishing scam ['Philippines']Philippines

County fully functional after cyber attack - News - The Dispatch['United States']United States

Kent and Medway NHS and Social Care Partnership apologises for data breach['United Kingdom']United Kingdom

Computer hacking : Spanish police arrest Valencia students accused of snooping on tutor | World | News['Spain'] Spain

Student hacker shows holes in K - 12 cybersecurity['United States']United States

′ Pro - Kremlin youth groups ′ could be behind DNC hack | Europe| News and current affairs from around the continent | DW['United States']United States



Prolific Hackers Infiltrated 100 U . S . Targets , Posed as Russian Front : DoJ['United States']United States

BA cyber attack down to malicious code exploited by hackers['United Kingdom']United Kingdom

Chainshot malware cracked by security researchers['United Kingdom']United Kingdom

Cant read my , cant read my ... broker face : Premium Credit back online a week after cyber attack['United Kingdom']United Kingdom

Muscatine coming back online after cyber attack left them in the dark['United States']United States

Moorestown VNA hit with ransomware attack['United States']United States

Data Breach Lawsuit Filed Against Pediatric Care Provider['United States']United States

New cryptojacking botnet uses SMB exploit to spread to Windows systems['Russia'] Russia

Hackers Targeting Turkey & Syria With Spyware['Turkey', 'Syria']Turkey, Syria

UK Parliament faces cyber attacks every minute of every day['United Kingdom']United Kingdom

Target Hackers Broke in Via HVAC Company Krebs on Security['United States']United States

['https://www.pnp.de/nachrichten/bayern/Hacker-Trojana-Angriffe-auf-zahlungskraeftige-Firmen-steigen-4203958.html', 'https://www.abendzeitung-muenchen.de/bayern/hacker-trojaner-angriffe-auf-zahlungskraeftige-firmen-steigen-art-782235', 'https://www.n-tv.de/regionales/bayern/Hacker-Trojana-Angriffe-auf-zahlungskraeftige-Firmen-steigen-article23030855.html']Bavaria : Hacker : Trojana - Attacks on financially strong companies are increasing['Germany']Germany

Log4shell : US demands Christmas Eve deadline for hack fix['United States']United States

Cybersecurity Stocks Rally as Market Mulls SolarWinds Hack Fallout['United States']United States

State joins Anthem data breach settlement['United States']United States

Data breach probe at Qld research institute['Australia']Australia

Hacked psychotherapy centre Vastaamo files for bankruptcy['Finland'] Finland

New Malware Uses Novel Fileless Technique to Evade Detection['United States']United States

Suit : Kroger didnt protect employee , customer info in data breach['United States']United States

Egypt : Hacker shares pornographic photos on government Instagram account['Egypt'] Egypt

Some services still not restored after justice department ransomware attack['United States']United States

What does AMLO do before and after in the morning? This is what the emails hacked by Guacamaya say['Mexico'] Mexico

Blackmail, loss of data and public exposure are the risks for companies due to hacking the Ministry of Finance['United States']United States

Hackers break into 18 banks in Nigeria and steal more than a million US dollars['Nigeria'] Nigeria

Clash between hackers caused serious damage to the Fund's systems['United States']United States

Anonymous hacked the servers of ZAO ROC['Russia'] Russia

Hackers sold 895,000 coins on a cybercrime forum. gift certificates['Russia'] Russia

Government agrees hacking and online selling of credit and debit card data reports. Was the data of more than 12 lakh Debit and Credit cards stolen? See what the government said in the Lok Sabha?['India'] India

State Special Communications Service recorded an increase in the number of cyber attacks during the holidays['Ukraine'] Ukraine

Telex: Atos acquires AppCentrica, Cyber attack against lagglo Grand Guéret, Dell EMC protects against ransomware in AWS['France', 'United States']France, United States

Justice will investigate possible hacking of Cned services['France'] France

Hackers are trying to steal payment card information from e-shops built on WordPress['Czech Republic']Czech Republic

Pemex data hack has been floating on the dark web for 2 years['Mexico'] Mexico

Hacking in North Korea, focused on extortion of medical institutions and money last year... will increase further['North Korea']North Korea

Pipeline hack: Washington relaxes pollution standards to avoid shortages['United States']United States

"Kaspersky": Spyware has been distributed "legally" through the official Android store for years['Russia'] Russia

Google sent 33,000 alerts to warn of phishing attacks | Arab portal for technical news['Arab'] Arab

Newsspim - [Hacking alert] APT attack aimed at interest in Corona 19 mask found['South Korea']South Korea

Cybersecurity warns of phishing attacks targeting travelers through attractive ads for airline and hotel reservations -['Saudi Arabia']Saudi Arabia

This campus has become a cash cow for hackers, with up to IDR 16 trillion of money drained['Indonesia']Indonesia

At 19, he developed a dozen frameworks to launch phishing attacks. Dutch police arrest him while his clients allegedly made millions in two years['Netherlands']Netherlands

Hacking targeting Bouygues Construction: there is no impact or negligence according to the group['France'] France

A pile of financial information was found in the confiscated items of the arrested hacker... Catch the circumstances of the leak : General : Society : News : The Hankyoreh['South Korea']South Korea

Hack page of the Ministry of Health in Querétaro['Mexico'] Mexico

covid 19 test and forgery: Cyber hackers doing strong lime in the name of free covid test - cyber hackers doing forgery on the name of free covid 19 test['India'] India

Hospital in the Netherlands targeted by hacker attack['Netherlands']Netherlands

Four out of ten emails about coronavirus are malware or spam['Peru'] Peru

Phishing - SMS in the name of parcel services in circulation['Switzerland']Switzerland

The commercial site of the Marseille - Provence airport victim of a computer hack['France'] France

Information security expert detained for "hacking" over tweet about government data leak['Russia'] Russia

Phishing Car: the scam in the sale of used cars online['Spain'] Spain

Electronic fraud: about Rs 1 billion diverted by hackers in one year['Pakistan']Pakistan

Even Italy threatened by a malware downloader - Data Manager Online['Italy'] Italy

Hackers infect workstations via two-year-old vulnerability['Netherlands']Netherlands

Bareskrim Arrest Hacker Victims of a Company in the US['United States']United States



FSS 1332 Report Center Impersonation Voice Phishing Alert['South Korea']South Korea

Voice phishing, cryptocurrency coinzest, meeting with police investigators['South Korea']South Korea

Taiwanese Semiconductor product knocked offline due to malware['Taiwan'] Taiwan

197 Chrome, Firefox and Opera extensions let hackers spy on you['France'] France

Hindi News: Hacked CA's computer and put virus in files, asked for 1.25 lakh rupees in bitcoin value['India'] India

London Blue hacker group lists 50,000 potential victims['United Kingdom']United Kingdom

Remote control : Danger from hackers - attacks on pacemakers['Germany']Germany

Cisco : New hacker attack ['Serbia'] Serbia

29 people buying and selling 26 voice phishing cannon cards under the guise of quick service['South Korea']South Korea

Security firm sued for failing to detect malware that hacked data of more than 650 company customers['France'] France

Hackers tried to break into the computers of members of the Seimas['Lithuania']Lithuania

Haikal, the hacker who graduated from junior high school made Citilink lose IDR 1.9 billion and ..['Indonesia']Indonesia

Malware targets Salesforce customers ['United States']United States

Malware: One in two Moroccans affected['Morocco']Morocco

Nezuela Hacking Terror Blocks 7 Million Mobile Phones['Venezuela']Venezuela

Ransomware hits regional dispatch system , damage limited['United States']United States

Pakistan database , registration authority biometric data hacked , compromised['Pakistan']Pakistan

Members of hacking group sentenced for stealing millions in cryptocurrency['United States']United States

Malware uses ICMP tunneling for backdoor communications['Canada'] Canada

Inside the Domain cyber attack and email scam['Australia']Australia

Pulse+IT - NSW Health confirms personal data has been accessed following Accellion hack['Australia']Australia

Ex - hospital worker arrested in SGMC data breach['Singapore']Singapore

Anti - LGBTQ Liberty Counsel hacked in major data breach['United States']United States

Chinese Hackers Target Financial Institutions in Taiwan With Custom Backdoor['Taiwan'] Taiwan

Novel phishing method deceives users with ubiquitous IT support tool['United Kingdom']United Kingdom

iTWire - Leading fruit , veg grower Costa Group leaks data after phishing attack['Australia']Australia

CZ Announces Recovery of $5 . 8M Worth Crypto after Hack on Axie Infinity['Philippines']Philippines

Most Canadian firms hit by ransomware tell StatsCan they didnt pay up . Experts are skeptical['Canada'] Canada

Conway Regional Medical Center Reaches $295K Settlement Over Healthcare Data Breach['United States']United States

LockBit ransomware claims attack on Port of Lisbon in Portugal['Portugal'] Portugal

NM health care company reports data breach['United States']United States

Phishing , impersonation attacks balloon in SA['South Africa']South Africa

Users of Crypto Wallets Electrum and MyEtherWallet Face Phishing Attacks['China'] China

ONWASA 99 percent back to normal after cyber attack - News - The Daily News['United States']United States

Scammers go phishing for Wisconsin hunters and anglers['United States']United States

Beaxy exchange likely lost $570 , 000 from XRP exploit , says analyst['United States']United States

Apple issues clarification on extent of iOS malware infection['United States']United States

Policy Limit Doesnt Bar Claim for Loss From $1 . 7M Phishing Scam['United States']United States

Cyber attacks - both domestic and foreign - threaten North Carolina government agencies['United States']United States

West Palm Beach car dealership hit by ransomware['United States']United States

FBI questions Rutgers student about massive cyber attack['United States']United States

GAO shock : Hacking by federal workers a top threat , 1 , 000 security fixes ignored['United States']United States

Hackers hit Forsyth schools server , cause disruptions['United States']United States

In Kabul with SecDef Mattis ; Unprecedented Taliban attack ; China hacked SKorea over THAAD ; A look into CINC thought process ; and just a bit more ...['Afghanistan', 'South Korea']Afghanistan, South Korea

Facebook hack stalls dog rescue work ['Canada'] Canada

Hackers Selling Access to Critical Infrastructure on Darknet['United States']United States

Data Breach at Italy No . 1 Bank Exposes 400 , 000 Accounts['Italy'] Italy

Govt . workers plan to appeal after judge tosses OPM data breach lawsuit['United States']United States

Hacker got details of 165 , 000 people from sites like Uber and Groupon['United Kingdom']United Kingdom

Qantas glitch hits travellers amid global cyber attack fears['Australia']Australia

Senate set to investigate data breach at Comelec['Philippines']Philippines

Credit monitoring offered after Idaho hack['United States']United States

Huge Spam and Malware Network Goes Offline['Uganda'] Uganda

Hacked Fortnite Players Say Epic Response Is Too Slow['Australia']Australia

Hackers target Christ College Guildford with ransomware attack['United Kingdom']United Kingdom



SirenJack Vulnerability Lets Hackers Hijack ...['United States']United States

Guilty Verdict Reached In Eerie Hack Attack On Palo Alto Company['United States']United States

The Man on the Train : Caught with his phishing loot – Naked Security['United States']United States

Hackers say flooded Trai chief mobile with plaints , placed CoD orders for him['India'] India

['https://divyamarathi.bhaskar.com/national/news/cyber-crimes-on-the-rise-during-coronavirus-outbreak-india-update-online-shopping-to-covid-vaccine-booking-128072045.html', 'https://www.liberation.fr/france/2020/12/27/piratages-arnaques-une-campagne-de-vaccination-a-haut-risque_1809644', 'https://izvestia.kiev.ua/item/show/130356', 'https://www.divyabhaskar.co.in/business/news/fraud-in-the-name-of-home-delivery-and-vaccine-booking-even-governments-involved-in-data-hacking-128072037.html', 'https://www.elplural.com/economia/coronavirus-mundo-digital-hackers-aprovechan-pandemia_255457102', 'https://www.bhaskar.com/business/news/cyber-crimes-on-the-rise-during-coronavirus-outbreak-india-update-online-shopping-to-covid-vaccine-booking-128071902.html']Cyber Crimes On The Rise During Coronavirus Outbreak India Update; Online Shopping To Covid Vaccine Booking | Cheating in the name of home delivery and vaccine booking, governments are also involved in data hacking['India'] India

Muscatine government cyber attack recovery a slow process['United States']United States

Spyware Posing as Anti Malware Mac Utility Sent Your Browsing History to China['China'] China

Following ransomware attack , Colorado CTO talks layers of defense['United States']United States

Tbaytel warns customers of phishing scam with texts claiming e - transfers['Canada'] Canada

WV MetroNews Recovery continues in Wood County schools after 2019 ransomware attack['United States']United States

Keller Grover LLP investigating PIH Health Data Breach['United States']United States

Hackers Target Massachusetts Police Department Website['United States']United States

Google warns some ABS - CBN employees of possible hacking attempts by govt - backed attackers['Philippines']Philippines

Malware activity found in 81 % of companies['United States']United States

Smart parking meter vendor had data stolen in ransomware attack['United States']United States

Phishing in Portugal ['Portugal'] Portugal

President Joe Biden & FBI Weigh in on Cyber Hacking Impacting New Jersey Energy Pipeline['United States']United States

Parent company to Mercy Health and St . Joe systems sends data breach letter to clients['United States']United States

Google Offers Fresh Details on China - Linked Hacking Group['China'] China

Russian Hacker Group Continues Stealing Money From Industrial Enterprises['Russia'] Russia

Workers finally paid after cyber attack ['Trinidad and Tobago']Trinidad and Tobago

Businesses told to guard against PowerPepper Windows exploit['United Kingdom']United Kingdom

Seven African governments employ surveillance spyware , says new study · Global Voices['African'] African

KBHB Radio - Ag cooperative hit by ransomware attack , multi - million ransom demand['United States']United States

Hacker collective gains access to 150 , 000 security camera feeds['United States']United States

Settlement Reached Over Data Breach Impacting 24 Million Americans['United States']United States

Teen gets probation but no jail for hacking Miami - Dade schools['United States']United States

MSU report : Hack sought personal data , but most safe['United States']United States

F5 Networks BIG - IP flaw is the latest to be exploited by hackers['United Kingdom']United Kingdom

Social networks, games or videos, hackers guide you to their malware['Belgium'] Belgium

RGC announces a hacker attack on the company's servers['Cambodia']Cambodia

Tussam's app and information panels hacked['Spain'] Spain

UGM Page Hacked Again with Writing Sorry Your Website is Not Fine Like Me['Indonesia']Indonesia

in the historic center of ariccia, hackers tamper with the information totem and appear as porn['Italy'] Italy

ESIM plus phishing: Hackers use a perfidious trick to attack Austrian bank accounts['Austria'] Austria

India : Fake Evidence and Hacker Attack - Police Link Found['India'] India

Kaspersky study: The number of attacks aimed at hacking connected devices doubled in 2021['Romania']Romania

Phishing steals Facebook credentials through a message requesting to like a photo - Central American and Caribbean Digital Newspaper['Central American countries', 'Caribbean countries']Central American countries, Caribbean countries

[Seoul Newspaper] The clubhouse where Prime Minister Chung disclosed his ID was hacked['South Korea']South Korea

An unknown hacker carried out a massive attack on Ethereum and several other cryptocurrencies['Russia'] Russia

Closes open source site that verified data breach Facebook - Tlc['United States']United States

Emsisoft reported a data breach ['Russia'] Russia

The police warn of a mail scam - malware is installed on the phone['Finland'] Finland

Data ombudsman: Vastaamo should have announced earlier that they were hacked - punished with a hefty penalty fee['Finland'] Finland

Behind the hacking of PiS politicians' accounts was a group of Ghostwriter hackers['Poland'] Poland

Searches of journalists and not only all over the country the list is growing rapidly. The Minsk office of Radio Svaboda was hacked, equipment is confiscated (to be completed)['Belarus'] Belarus

New vulnerability can exploit millions of printers and routers for DDoS attacks : See the list of insecure devices here['Denmark']Denmark

Eure - et - Loir: the prefecture targeted by a major cyber attack['France'] France

New Android malware steals login details['Poland'] Poland

Kremin Secretariat was attacked by hackers['Russia'] Russia

Experts: rescue coordination centers poorly protected against hackers['Germany']Germany

CERT Polska warns. Cybercriminals send emails with malware['Poland'] Poland

Kaspersky discovered the DarkUniverse hacker group that has been stealing our data for 8 years['Russia'] Russia

YouTube impersonating account password request hacking extreme, users beware['South Korea']South Korea

Security expert warns on forum of hackers - attacks on companies['Germany']Germany



Phishing: Providers fail in user protection['Austria'] Austria

The Syrian Ministry of Communications warns its users of hacking | Syria Local News | Syrian news['Syria'] Syria

Hackers try a new scam - this time with imitations of CEZ invoices['Czech Republic']Czech Republic

Suspicion: Bitcoin accounts hacked - 100 million dollars disappeared['Israel'] Israel

The Provincial Council, still on alert after the hack['Spain'] Spain

Facebook account of the VdA Region supports the Sardines, angry Northern League supporters. Technicians fear a hack['Italy'] Italy

Straight from the factory: Israeli malware in Lenovo laptops • HWzone['Israel'] Israel

The hacker posted evidence of the correspondence between the judge and the deputy Svyatash['Ukraine'] Ukraine

Sparkasse customers: beware of phishing mails['Germany']Germany

The highest: Khomeini and the malware that destroyed everything['Iran'] Iran

Hackers violate the Umbria Region database - Umbria['Italy'] Italy

This new malware disguised as a Flash installer attaches itself deep into macOS['USA'] USA

Hackers who stole 155 million tenge from Nurbank account sentenced['Kazakhstan']Kazakhstan

Tempo : Hacking the Tempo Website . co Target DNS Server['Indonesia']Indonesia

Big Ditcard Email Statement Phishing Ride['South Korea']South Korea

Hacker attacks. The loot of cybercriminals is counted in the billions['Poland'] Poland

Alert about phishing by alleged Bancomer employees['Mexico'] Mexico

BSI advises hush money in the event of hacker attacks['Germany']Germany

Man Arrested In Delhi For Hacking ATM Machine Servers Using Gadgets : Police['India'] India

In Bhima - Koregaon case , new forensic report shows how hacker planted key files on accused computer['India'] India

Dangerous Malware Disrupted From Operation Months After Uninstalling Delay['United States']United States

iTWire - Healthcare cyber attacks underline importance for tight control over data['Australia']Australia

Hackers Steal $7 . 2M From Another DeFi Protocol On Binance Smart Chain['Binance Smart Chain']Binance Smart Chain

Kamala Harris Describes Colonial Pipeline Hack As Warning Shot in Speech To Navy Graduates['United States']United States

Mobile advertising trojans top mobile malware threat in 2016 – new report – New Business Ethiopia['Ethiopia'] Ethiopia

OSU Data Breach Impacts Veterans , More Ransomware Attacks['United States']United States

Fremont County offices closed a second day due to cyber attack['United States']United States

NSO Group Hacking Prompts Apple To Add A Lockdown Mode To Its Devices['Israel', 'United States']Israel, United States

Data Breach Impacts Patients , Employees of South Carolina Dermatology Practice['United States']United States

Thousands lured with blue badges in Instagram phishing attack['Russia'] Russia

FTX partners with Visa , BNB Chain suffers exploit and Elon Musk returns to $44B Twitter deal : Hodler Digest , Oct . 2 - 8['China'] China

Bed Bath & Beyond Spyware Violates Pennsylvania Wiretap Act – Class Action Complaint :: HBW Insight['United States']United States

Yanluowang ransomware leaks suggest pseudo Chinese persona , REvil links['United Kingdom']United Kingdom

['https://www.jdsupra.com/legalnews/gateway-ambulatory-surgery-center-4078032/', 'https://dailyjournal.net/2022/11/20/community-health-warning-patients-of-data-breach/', 'https://healthitsecurity.com/news/healthcare-data-breach-at-pa-rehab-center-impacts-130k', 'https://www.jdsupra.com/legalnews/health-care-management-solutions-llc-2788603/', 'https://www.wthr.com/article/news/health/community-health-network-notifying-patients-about-data-breach-personal-information-indiana/531-c87ba09d-b24b-48a0-b179-1c1935a026e3', 'https://www.jdsupra.com/legalnews/doctors-center-hospital-announces-data-4833617/', 'https://www.ibj.com/articles/community-health-warning-patients-of-data-breach', 'https://www.qchron.com/editions/queenswide/hospital-info-hacked-at-ny-p-flushing/article_19160dba-5978-5a84-bd02-dd7d73954c10.html', 'https://www.abc10.com/article/news/local/sacramento/data-breach-impacts-thousands/103-c7908d50-9c91-4aec-a155-b2cedf4a4241', 'https://www.jdsupra.com/legalnews/commonwealth-care-alliance-of-5328755/', 'Commonwealth Care Alliance of California Reports Recent Data Breach Leaking Patient Protected Health Information | Console and Associates , P . C .['United States']United States

H1 2022 : Malware stealers , downloaders , droppers are most common mobile attacks in PH['Philippines']Philippines

Phishing scam convinces US government to pay $23 . 5 million to cyber criminals['United States']United States

FIN7 hackers create auto - attack platform to breach Exchange servers['Russia'] Russia

Scientists develop program to locate source of malware , spam attacks['Uganda'] Uganda

Hamilton Police close case against alleged data breach from Coun . Terry Whitehead office['Canada'] Canada

Further details on Wipro phishing attack revealed['India'] India

ATM hackers nabbed from Haryana in joint operations | Nagpur News['India'] India

Honda bug lets a hacker unlock and start your car via replay attack['Japan'] Japan

Whistleblower Edward Snowden exits Hong Kong for Ecuador , Getting help from Wikileaks , claims the US hacks Chinese operators['Hong Kong', 'China', 'Ecuador']Hong Kong, China, Ecuador

Hackers Steal Bitcoin From Global Cryptocurrency Exchange - Fin Tech['United States']United States

Pulse+IT - Scammers launch phishing attack on Northern Territory PHN['Australia']Australia

ModernGhana editors arrested for alleged hacking['Ghana'] Ghana

Pa . Convenience Store Chain Wants Data Breach Suit Tossed['United States']United States

Banking - related phishing scams spike more than 2 , 500 % in first half of 2020['United States']United States

Officials : Ransomware used in Strafford County cyber attack was likely sent from overseas['United States']United States

New phishing attack targets FIs , uses receipts to collect data['United States']United States

Five Men Arrested For N466m Fraud After Hacking Into Bank Application . P - Crime['Nigeria'] Nigeria

Independent Group MP Joan Ryan denies data breach as Labour report her to watchdog['United Kingdom']United Kingdom

How Simple Phishing Attacks Shred Network Defenses['United States']United States

Ukraine - Gate really all about the Russian hack . . . . that wasnt -- Puppet Masters -- Sott . net['Ukraine', 'Russia']Ukraine, Russia

Sharjah Police recover 434 hacked social media accounts['United Arab Emirates']United Arab Emirates



Federal Court Denies Government Appeal Seeking to Kill OPM Hack Lawsuit['United States']United States

Six Chinese hackers sent to judicial custody['China'] China

Sugar Land payment system data breach among a wave of Click2Gov attacks['United States']United States

Cyber attacks on major banks have DOUBLED in a year['United Kingdom']United Kingdom

Report cyber attacks in 6 hrs : RBI to banks['India'] India

317 , 822 online banking malware detected in APAC in 2016['APAC'] APAC

No Laws Broken In Kennesaw State Data Breach : FBI['United States']United States

Security Researches Discover Malware ['United States']United States

Hacking , obscene emails , card fraud : Maharashtra has ₹14 . 59['India'] India

Law Firm Survey Finds Majority Experienced A Data Breach['United States']United States

Gambia : Breaking News : State House Website Hacked ! – Freedom Newspaper['Gambia'] Gambia

Young man falls for mass hacking of social network['Mexico'] Mexico

Adware vendors buy Chrome Extensions to send ad - and malware - filled updates['United States']United States

More POS malware detected in the wild ['United Kingdom']United Kingdom

Phishing Scheme Targets Washington School Districts | Sirens['United States']United States

Aadhaar security and authentication flaw can give access to data without OTP : Ethical hacker['India'] India

Pornhub homepage displayed at Perth Yagan Square after hack attack['Australia']Australia

OAIC report reveals 63 data breach notifications in first six weeks of NDB scheme['Australia']Australia

Police : Lake Bluff resident reports malware on computer , money fradulently obtained['United States']United States

macOS Quick Look exploit could reveal all your encrypted data['United Kingdom']United Kingdom

Progressive Charlestown : Pell Center to help prevent tax hacking['United States']United States

Security Firm Investigating Malware Attack at Long Beach City College • Long Beach Post['United States']United States

Adult Website Hack Exposes 1 . 2M Wife Lover Fans['United States']United States

NPC to render decision on Facebook data breach['Philippines']Philippines

Cyber hackers make 111 , 000 attempts a day to break council IT systems['United Kingdom']United Kingdom

Mysterious data breach called db8151dd exposed email , physical address , job titles of 22M people['United Kingdom']United Kingdom

Cyber Daily : CIA Lax Security ; Ransomware at Australian Beer Maker ; Airport Dangles Top Dollar for Security Chief['Australia']Australia

Data breach at Herefordshire secondary school['United Kingdom']United Kingdom

Akamai research reveals increased cyber attacks on media industry['United States']United States

Paytm Mall slaps legal notice on intelligence firm over data breach claim['India'] India

Ransomware attack temporarily closes Northampton Area Public Library['United States']United States

SFU hit by cyberattack involving personal data breach['Canada'] Canada

Hacked Finnish therapy business collapses['Finland'] Finland

DNA Explainer : THIS fake app can hack your WhatsApp , FB , Twitter - know how to save your accounts['India'] India

French Government To Auction $34M Worth Of Bitcoin Seized From Hackers['France'] France

Hacker group is chasing Exchange Server in high-speed mode['Germany']Germany

Hacking that affected courts: It is specifically those who have Windows 7 | express - bio - bio - group - programs['Chile'] Chile

Data breach: France, 4th country most affected by intrusions in the first quarter['France'] France

Three Amur media outlets are again experiencing a massive attack by hackers from Ukraine['Russia'] Russia

4500 followers lost: hacked – Bern Hotel website now leads to an Asian beauty salon['Switzerland']Switzerland

NÚKIB drew attention to the threat of cyber attacks and a new type of malware['Czech Republic']Czech Republic

North Korean hacking group "Lazarus", early attacks, etc. -- NCC Group analysis['Japan'] Japan

BI Hacked By Hackers, Savings Data and Foreign Exchange Become Targets?['Italy'] Italy

Anonymous claims hack attack on Nestlé['Switzerland']Switzerland

At least 10 people in Poland had the Pegasus spyware on their phones. He also wrote news for the senator['Poland'] Poland

A unique experiment: they hacked a "smart" car using WiFi['Ukraine'] Ukraine

Inexperienced hackers actively attack OT systems['Russia'] Russia

Hacking victims targeting remote work solution vulnerabilities one after another['South Korea']South Korea

Millions of passwords and private data exposed by hack webshop Allekabels. NL['Netherlands']Netherlands

PF operation carried out in cities in ES and SP arrests one of the main hackers in Brazil['Brazil', 'Spain']Brazil, Spain

Malware slingshot: CERT warns of infected Exchange servers['Austria'] Austria

Remote working, vulnerabilities, malware attacks - Thailand hit hard, ranked 2nd['Thailand']Thailand

Emotet malware brought down the entire IT network in 8 days['Russia'] Russia

Card Cloning and Reader Hacking - Security News['Netherlands']Netherlands

A young 18-year-old hacker steals 50 million dollars in cryptocurrencies with the SIM swapping technique['Spain'] Spain



mediacongo. net - News - This malware installs on Android and clicks ads for you['Democratic Republic of the Congo']Democratic Republic of the Congo

Phishing alert: The DGT has not sent any notice of fine by email['Spain'] Spain

Computer Incident Control Center reveals new phishing threats['Azerbaijan']Azerbaijan

The Storting fears blackmail after a data breach['Norway'] Norway

Through hacking they were going to steal 235 million pesos from the Hospital de la Orinoquia['Colombia']Colombia

They take advantage of a vulnerability in WinRAR to distribute ransomware['Panama'] Panama

Doctor Web: over 3 years, the number of attempts to hack and infect IoT devices has increased by an impressive 13,497%['Russia'] Russia

A hacker stole sensitive information from the NNI server['United States']United States

Bee News | The hacker from Plovdiv, who hit the NRA, escaped from the scandalous Tad Group['Bulgaria'] Bulgaria

The official website of the DNR was attacked by hackers['Ukraine'] Ukraine

Stealing money, stealing phone numbers, feeding tricks... Voice phishing 2nd damage scary['South Korea']South Korea

The hacking of the Wiz Nitz seminar: the money was returned to its owner['Israel'] Israel

Central Bank F and the National Bank of Kazakhstan will exchange data on hackers Ossiyskaya Gazeta['Kazakhstan']Kazakhstan

OLAF report: Malware infiltrates the Bulgarian transit system['Bulgaria'] Bulgaria

In Volyn exposed a gang of hackers ['Ukraine'] Ukraine

Dildo - hacker cracks the code at the university['Denmark']Denmark

Hackers who stole 1.2 billion rubles were handed the materials of the accusation in the form of an e-book['Russia'] Russia

Haikal , Young Middle School Graduates Who Hacked 4 . 600 Sites Mentor 3 Friends['Indonesia']Indonesia

Remote house search or data breach? Preliminary investigation against the prosecutor must continue['Sweden'] Sweden

Player , stay alert ¶ æ ! Steam and Origin accounts hacked['Poland'] Poland

MTS saw risks in the introduction of criminal liability for cyber attacks :: Technology and media['Russia'] Russia

IS hacks radio stations and plays recruitment song['Austria'] Austria

Notorious Russian hacker group goes after Danish victims['Denmark']Denmark

2.12 million stolen from customers logging on to the "phishing website", and the bank bears 70% of the responsibility in the first instance of the court['Taiwan'] Taiwan

Hackers hacked mail press ['Tuvalu'] Tuvalu

They hack Evo's Twitter and he accuses the United States['Bolivia'] Bolivia

Data breach disclosures drop in 2020 , report says['United States']United States

Cyber attack had devastating impact on Republic health service['Republic']Republic

Quantum ransomware attack disrupts govt agency in Dominican Republic['Dominican Republic']Dominican Republic

More than 290 , 000 people at risk of data leaks after 3 Hong Kong hotels targeted by hackers , privacy watchdog warns['Hong Kong']Hong Kong

These fake US government job ads are spreading more malware['United States']United States

India turns happy hunting ground for hackers - The Hindu BusinessLine['India'] India

OMG , your money and financial data at risk ! Drinik malware stealing banking credentials ; details here['India'] India

Ontario secondary school teacher union notifies victims of ransomware attack['Canada'] Canada

Bulgarian hacker admits to Avalanche malware crimes in targeting local businesses['Bulgaria'] Bulgaria

Truebot malware linked to Evil Corp shifts tactics to exploit RCEs , USBs['United States']United States

Cops file FIR in fake notice on EVM hacking | Ludhiana News['India'] India

Tax themed phishing scams sneaking into inboxes['United States']United States

Judge Dismisses Class Action Over Ticketfly Data Breach['United States']United States

Phishing Attack on National Seating and Mobility['United States']United States

New Android Malware Strain Pretends to be Chrome Web Browser or a Crypto Mining App['United States']United States

Live : Another cyber attack sends websites crashing nationwide['New Zealand']New Zealand

Cetera latest to be hit with data breach of personal information['United States']United States

How Hackers Emptied Church Coffers with a Simple ...['United States']United States

Bitfinex hackers arrested after three years['Japan'] Japan

One in five phishing attacks caught by AI author analysis['South Africa']South Africa

Minneapolis Software Firm ResiDex Reports Data Breach['United States']United States

Auburn Food Bank become victim of a ransomware attack['United States']United States

Alcohol support group members left distraught after Zoom meeting was hacked and sick child abuse footage shown['United Kingdom']United Kingdom

SCVNews . com | CSUN , Others Possibly Affected by Massive Hack of Tech Provider Blackbaud['United States']United States

Millions of Wizz Air passengers told to change their passwords , amid fears of a cyber - hack['Hungary'] Hungary

Copycat Hacking Groups Launch DDoS Attacks['United States']United States

NNUH in Norwich launches investigation after data breach['United Kingdom']United Kingdom

School servers hacked and personal data possibly accessed | Isle of Wight News from OnTheWight['United Kingdom']United Kingdom

Hackers Take All : Manufacturing Firm Data Is Wide Open , Researchers Say['United States']United States



Cannabis giant Leafly informs customers of data breach['Canada'] Canada

State panel suspends Gwinnett judge at center of hacking case['United States']United States

Teacher warned of terror attack in Loreto College hack['Australia']Australia

Home of state chief technology officer catches fire as government deals with ransomware attack['United States']United States

Twitter denies it failed to warn Saudi dissident of account hack | Technology News , The Indian Express['Saudi Arabia']Saudi Arabia

El Paso Electric mobile payment system hacked['United States']United States

Yikes ! Data breach at Mass . tax agency allowed companies to peek in on competitor data['United States']United States

New Avecto Survey Finds Employees Easy Bait for Phishing Attacks['United States']United States

Return gift for New Year : Pakistan websites hacked : Mail Today , News['Pakistan']Pakistan

Dumb WhatsApp Scam Spreads Malware , Touting Free Internet Without Wi['United States']United States

Linux Shishiga malware using LUA scripts['United States']United States

Teacher data breach ['United States']United States

Red Alert banking malware steals credentials['United Kingdom']United Kingdom

Gadget ; Banking malware back in Play Store['South Africa']South Africa

Staff member has health information sent to 300 students in second UEA confidential data breach['United Kingdom']United Kingdom

‘ The Pro and ‘ The Shadow charged in phishing scheme targeting news outlets – 96 . 7 Merle FM – WMYL – Knoxville , TN['United States']United States

11 , 809 WiFi routers in India vulnerable to cyber attack : Here how you can be safe['India'] India

Cybersecurity firm claims to have found evidence of a Cyber attack against Pakistan['Pakistan']Pakistan

Watchdog queries INM chairman on data breach['Ireland'] Ireland

More Indian hackers to bring global financial institutions to knees in 19 - The New Indian Express['India'] India

DanaBot Malware Adds Spam to its Menu['United States']United States

Telcos Become Richer Hacking Targets ['United States']United States

Mysteries surround Burisma Holdings and a hack['Ukraine'] Ukraine

Mid college president : We were hacked ['United States']United States

Another data breach , this time Amazon - owned Ring app caught leaking user data to 3rd parties['India'] India

Cyber attack : L & G suspends ties with MorganAsh over medical data incident['United Kingdom']United Kingdom

After Illinois attack by Russian hackers in 2016 , feds spotlight state in 2020['United States']United States

Federman & Sherwood Initiates an Investigation of the Data Breach at cbdMD , Inc .['United States']United States

Foreign Cyber Attack on Southwest Airlines ? FAA grounded all WN flights in the United States['United States']United States

Fraudsters exploit new Bond film ['South Africa']South Africa

Dad wants Toledo Public Schools to do more after September hack['United States']United States

Work from home increases cyber attack risks for SMEs['South Africa']South Africa

Google warns of hacking Apple and Android phones - Lebanese Forces Official Website['Lebanon']Lebanon

585 Gold store chain claims to have been hacked after anti-war mailing list['Russia'] Russia

After the hack, they regulate the use of technologies in the Chaco judiciary['Argentina']Argentina

Savings banks warn of phishing - SMS for pushTAN['Germany']Germany

Court employee charged with data breach['Sweden'] Sweden

Fact Check Network Condemns Hacking and Disinformation Attacks to the Chairman of AJI Indonesia['Indonesia']Indonesia

In Spain, they announced the attack of Russian hackers on the scientific centers of the country['Spain'] Spain

Hacker attack: E-mails from Green bosses apparently captured['Germany']Germany

Paradise ransomware source code posted on hacker forum['Russia'] Russia

MediaNews | Government suffers hacker attack and sends information to police['Brazil'] Brazil

The notorious hacker raided and released a recording to eavesdrop on the conversation of a group specializing in stealing IDs to share 18+ links and cause trouble on Zoom - Netizen['Vietnam'] Vietnam

DIY Polda Exterminates International Syndicate Hacker Fraud['Indonesia']Indonesia

Twitter for neo-Nazis' hit by massive hacker attack['Russia'] Russia

They exploit anticovid vaccination personnel['Mexico'] Mexico

Hackers who hacked the Bithumb cryptocurrency exchange demanded $16 million from it['South Korea']South Korea

A data breach in Opetus' online service in Turku - IDs got into the wrong hands['Finland'] Finland

Pushilin closed the borders of the "DPR" for a strange reason: hackers showed previously inaccessible information['Ukraine'] Ukraine

The cyber attack on the Labor Inspectorate has bogged down dozens of cases['Spain'] Spain

Arresting an employee for hacking the accounts of customers with his company and the balances attached to them['Egypt'] Egypt

A Russian hacker detained in Spain confesses that he infected 100 . 000 computers with bots['Spain'] Spain

Hackers take advantage of the epidemic to rob, and an email may instantly capture the corporate intranet - ITBEAR Technology Information['China'] China

Hackers Target Credit Card Customer Personal Data Because It's Expensive['Indonesia']Indonesia

Servers attacked by hackers ['Azerbaijan']Azerbaijan



Ashley Madison case, three suicides after the hacking of the dating site – Il Giornale del Molise['Italy'] Italy

Box Correos site still does not operate after attack on service equipment with ransomware; losses are estimated at ¢50 million initially['Costa Rica']Costa Rica

['http://www.lemondeinformatique.fr/actualites/lire-couchdb-et-hadoop-nouvelles-cibles-des-ransomwares-67136.html', 'http://www.cbronline.com/news/cybersecurity/breaches/nearly-30000-mongodb-servers-held-captive-ransomware-attacks-elasticsearch-just-bad/', 'https://habrahabr.ru/company/inoventica/blog/320550/']Crypto ransomware sells a tool to attack systems using MongoDB, Hadoop and ElasticSearch / Inoventica Services Blog / Habrahabr['France'] France

Half of the companies have fallen victim to hackers and half do not have IT specialists['Poland'] Poland

Japan ranks second in the world for corporate cybercrime response costs -- Ransomware and internal threats are also on the rise['Japan'] Japan

Malware behind thousands of airline ticket deals['Greece'] Greece

Email Phishing Resume Impersonating Ransomware Beware Getting More Sophisticated['South Korea']South Korea

Correa denounces hacking and manipulation of his emails in the Arroz Verde case['Ecuador'] Ecuador

Twitter account of a national deputy hacked['Argentina']Argentina

The highest: 1. Iran's intelligence power prevents America's "sword dance" / Iranian hackers have the ability to penetrate American systems['Iran', 'United States']Iran, United States

Bitcoin once fell below $10,000 due to hacking controversy and rule strengthening bad news - Chosunbiz['South Korea']South Korea

Hackers C in A and B coins - 170 million D from crypto exchange['Israel'] Israel

Update immediately : Serious vulnerability found in Cisco - firewalls - hackers can bypass your firewall directly from the Internet['United States']United States

Taxi drivers denounce acts of hacking of Uber['United States']United States

LEquipe hacked, you have to change your password on the site and elsewhere['France'] France

Toluca International Airport page hacked['Mexico'] Mexico

Check Point: Top 10 Malware of October 2018 | Internet Data Information Center - 199IT | Chinese Internet Data Research Information Center - 199IT['China'] China

Eset has detected a phishing campaign against WhatsApp users['Russia'] Russia

Dr. Web found malware in Android firmware['Russia'] Russia

VNCERT requests urgent blocking of APT-attacking malware control server system['Vietnam'] Vietnam

['https://www.winknews.com/2019/08/02/city-of-naples-details-how-they-were-bilked-out-of-700k-in-spear-phishing-attack/', 'https://www.nbc-2.com/story/40883721/naples-dollar700k-spear-fishing-attack-no-data-breach-occured', 'https://www.winknews.com/2019/08/06/city-of-naples-setting-up-safeguards-working-with-fbi-after-loosing-700k-in-phishing-attack/', 'https://www.insurancejournal.com/news/southeast/2019/08/08/535184.htm', 'https://www.naplesnews.com/story/news/local/2019/08/02/scammers-trick-naples-out-700-000-spear-phishing-cyber-attack/1902321001/']Scammers trick Naples out of $700 , 000 in spear phishing cyber attack['Italy'] Italy

NSA employee hacks Microsoft Office and backfires['United States']United States

[Exclusive] There is a Chinese Yang hacking team behind the hacking of the Ministry of National Defense['South Korea']South Korea

Attention ! New phishing attempt on behalf of Test Achats['Belgium'] Belgium

Hacking of famous page worries millions of users in the world['Argentina']Argentina

Hillicon Valley Presented by Ericsson DOJ unveils new election hacking charges['United States']United States

Phishing and Enterprises : Kaspersky blocks 11M malicious mails in SEA 2021['SEA'] SEA

Court Certifies Rule 23b3 Damages Class in Data Breach Litigation['United States']United States

Data of 3 . 3M 20 / 20 Hearing Care Patients Hacked From Cloud Database['United States']United States

Waikato DHB still affected by cyber attack['New Zealand']New Zealand

Bad Bots , Malware Pose Threats to Health Care Websites CAPTCHA Verification No Longer Enough['United States']United States

Hong Kong Monetary Authority ( via Public ) / Instant Message Alert – Phishing instant messages related to Bank of China ( Hong Kong ) Limited['China'] China

Hackers claim they cracked Quebec vaccination QR codes ; government says theyre completely secure['Canada'] Canada

CNA Overcame Cyber Attack to Finish Strong in Q2['Singapore']Singapore

Cyber Attacks : Cryptocurrency traders lose $44 billion in 12 months['Nigeria'] Nigeria

Patient info possibly disclosed in Spokane Health District data breach['United States']United States

APT41 spear - phishing , supply chain campaigns target pharma , healthcare['United States']United States

Houston Health Department Suffers Healthcare Data Breach['United States']United States

News media owner loses access to 10 year work as hackers ramp up attacks['Australia']Australia

Uber Chief Security Officer Data Breach Lawsuit Risk for Execs['United States']United States

iOS 16 . 1 and iPadOS 16 contain fixes for a zero - day exploit already seen in the wild['United States']United States

Dept . of Financial Institutions : Cautions investors regarding FTX bankruptcy filings and allegations of hacks and scams['United States']United States

Razorpay , Cashfree in RBI crosshairs ; Meta takes down Indian firm spyware network['India'] India

How New Zealand company Cryptopia lost over $20 million from a hack['New Zealand']New Zealand

iTWire - Cyber attacks increase , costs blow out for Australia : report['Australia']Australia

iOS 12 . 4 Beta Gets Jailbroken , Hacker Teases Cydia Running['United States']United States

Hackers Silence APT tighten grip on APAC financial organisations['APAC'] APAC

Hackers Used Google To Evade Detection 128 , 000 Times With This Simple Trick['United States']United States

Locsin to autopsy data breach in DFA passport system » Manila Bulletin News['Philippines']Philippines

Heads up : Debian package manager is APT for root - level malware injection ... Fix out now to thwart MITM hijacks['United Kingdom']United Kingdom

Health IT Roundup Feds issue emergency hijacking directive ; North Carolina introduces strict data breach law['United States']United States

TAFE : NSW staff details stolen after computer systems allegedly hacked['Australia']Australia

Magecart hackers target popular poker software['United Kingdom']United Kingdom

Hacker targeted U . S . government workers in scam that stole $1M , feds say['United States']United States

InfoTrax Settles With FTC Over Data Breach['United States']United States



Marriott cuts size on estimate of scale of hack['United States']United States

Municipal police Facebook , email accounts hacked['Philippines']Philippines

Hyundai Blue Link Exploit Opening Closed and Updated : Update iPhone & Android Apps Now['South Korea']South Korea

Hikvision patches camera flaw that could allow hackers to execute code['United Kingdom']United Kingdom

More than 2 , 000 patient info hacked , UW Health says['United States']United States

Whitehall suffers a data breach every HOUR , report reveals['United Kingdom']United Kingdom

Hackers use leaked NSA exploit to stealthily spread cryptocurrency mining malware['United Kingdom']United Kingdom

Optionsbleed : Apache flaw causes server memory leaks that hackers could exploit to steal secrets['']

Leviathan group targets maritime industry with custom malware['United States']United States

Large email hack reported – Swiss agency tool lets you check if your account was compromised['Switzerland']Switzerland

Quorum Launches onQ Ransomware Edition to Quickly Recover Servers Infected with Ransomware['United States']United States

University College London and Ulster University attacked by hackers['United Kingdom']United Kingdom

Carbanak Group uses Google for malware command['Australia']Australia

CoreBot banking trojan malware returns after two['United States']United States

Black Friday , Cyber Monday : US Consumers Fear Credit Card Scams And Hacks['United States']United States

Hacking suspects in Guba fall ['Philippines']Philippines

Innovative Artists Suffers Data Breach , Offers Equifax to Clients['United States']United States

Canadian company linked to Facebook data breach defends its political work['Canada'] Canada

Halifax law firm looking into possible class action over N . S . data breach['Canada'] Canada

Investigation launched into parent mail data breach at Stowupland High School['United Kingdom']United Kingdom

European - made FinSpy malware is being used to target critics in Turkey['Turkey'] Turkey

Malware at nine B & B Hospitality Group restaurants in New York targeted payment info['United States']United States

FBI Investigate Man Claims He Hacked Plane Computer System['United States']United States

Microsoft products were targeted the most by hackers last year['United Kingdom']United Kingdom

Hackers find many Israeli facilities at risk of attack['Israel'] Israel

Legal Theory Blog : Verstraete & Zarsky on Optimizing Data Breach Notification['United States']United States

Saudi Activist With EFF Sues DarkMatter Group for Hacking iPhone['Saudi Arabia']Saudi Arabia

Cyber attacks on Australia blurring the lines between peace and war , Defence Minister says['Australia']Australia

Trump - Themed Phishing Campaign Spreads Trojan['United States']United States

MTN , Airtel , Stanbic Bank Hacking : Proactivity Crucial in Fighting Cyberattacks --- CyberGhana Boss['Ghana'] Ghana

Furniture Giant Steelcase Hit by Suspected Ransomware Attack['United States']United States

Suspended Sentence For IT Worker Who Hacked City Bank['United Kingdom']United Kingdom

Microsoft Teams warning about hacking flaw that targets chats['United Kingdom']United Kingdom

MIL - OSI Asia - Pac : Fraudulent website and phishing email related to Citibank ( Hong Kong ) Limited['Hong Kong']Hong Kong

Cream Finance DeFi platform loses $19M in a flash loan hack['Estonia'] Estonia

Wide - ranging Russian hacking operations investigation sparks fear in Corporate America['United States']United States

Researchers Uncover Widely Used Malware Crypter['United States']United States

Older software is at risk from Russian Sandworm hackers ( Includes interview )['United States']United States

White House Website Hacked { Feb } The latest Hacked News['United States']United States

UAE schools : Hackers target virtual classrooms , students get safety training['United Arab Emirates']United Arab Emirates

CCSS will finally pay the pension increase that was pending due to hacking['Costa Rica']Costa Rica

After Hackers Steal Government Data, BSSN Hopes that the PDP Bill is Approved Immediately['Indonesia']Indonesia

Cryptocurrency: $ 2 million offered to a hacker after the discovery of a bug['Benin'] Benin

RESEARCH - At least one in two companies found malware on their network['United States']United States

35% of Android phones at risk of hacking['France'] France

The public sector , IT , banks and industry around the world are groaning under cyberattacks . Hackers gave rest to other industries['Russia'] Russia

Firm Eset reports hacking of passwords from government agencies in nine countries, including Costa Rica['Costa Rica']Costa Rica

Hackers are stealing passwords to Linux computers by exploiting 'holes' in Amazon, Lyft and Slack apps['United States']United States

The concern of Tarjeta Naranja customers grows: 36 hours after the hack, the online account website is still down['Argentina']Argentina

Da Nang detected and prevented nearly 22 . 000 cyber attacks in 11 months - Digital World['Vietnam'] Vietnam

Decathlon makes you win a Vanmoof bike? Failed, it's a phishing['France'] France

Eset : In more than half of the detections in the Czech Republic, spyware targeted user passwords['Czech Republic']Czech Republic

Hackers attack YouTube channels to spread cryptocurrency scams['France'] France

The Ministry of Education and Culture's APB website was hacked, allegedly a vocational school student who missed going to school['Indonesia']Indonesia

Malware "Mozart" plays DNS hiding places['Switzerland']Switzerland



Shipping company - hit hard by crashes after hacker attacks['Denmark']Denmark

Daegu voice phishing damage 10 billion in 6 months, 3 things to keep in mind to protect my money['South Korea']South Korea

Hybrid war: Who allowed election day to be hacked - PORTALB['Macedonia']Macedonia

Three Israelis were arrested on suspicion of a cyber attack and the theft of hundreds of thousands of NIS['Israel'] Israel

Phishing attack "Happy New Year!" ['Russia'] Russia

Charged for hacking case - Judicial and Police['Paraguay']Paraguay

Accounts of journalists and professionals were hacked by Kraft and DT, Facebook alleges['United States', 'Germany']United States, Germany

Rule out Mexican Stock Exchange hack in suspension of operations['Mexico'] Mexico

Civil Information Hackers | Al-Anbaa Newspaper['Kuwait'] Kuwait

"Kaspersky" hacked a cyborg: people are in danger['Russia'] Russia

Unemployed Ukrainian convicted of reselling ATM hacking software['Ukraine'] Ukraine

Twitter admits unintentional data breach of iOS users['United States']United States

Face recognition in multiple smartphones easy to hack['Netherlands']Netherlands

Account - Hack at Revolut: Everything much worse - Inside Paradeplatz['Switzerland']Switzerland

Phishing attack: Mente lawyers cheat with money - Novinite. bg - News from Bulgaria and the world['Bulgaria'] Bulgaria

The government of Mexico in eight months has received 45 million hacking attempts at 36 agencies, according to El Universal['Mexico'] Mexico

New Guildma malware steals bank details and passwords of Brazilians['Brazil'] Brazil

To find Jo Eun-nuri, you have to pay a search fee... phishing message ? Concluding with Happening - Chosun.com['South Korea']South Korea

The world's largest spam network has learned to bypass malware scanners['Russia'] Russia

INFO LCI - The DGSI is investigating the hacking of personal data of police officers from the Alliance union['France'] France

Coin work hacking 40 billion damage expected … Initiation of KISA investigation - Sir Herald['South Korea']South Korea

Conviction for fraud through phishing to prison terms['Spain'] Spain

An Android version of the hit game Fortnite is offered - it's a spyware - Tietoturva['Finland'] Finland

Hackers steal 5.6 million sets of fingerprints in the US['United States']United States

KPU website hackers are different from Bawaslu['Indonesia']Indonesia

Apple shuts down hacker ['Denmark']Denmark

Illegal mining and phishing scams are on the rise -- Trend Micro['Japan'] Japan

Warning, hackers are exploiting a Chrome bug that crashes computers running Windows 10['United States']United States

Tron in trouble after yesterday's exploit (+10%)['Italy'] Italy

Cathay Seeks To Calm Hack Victims With Attractive Offers['Hong Kong']Hong Kong

UHBVN Cyber Attack Data Not Recovered And No Deal With Hackers['India'] India

Someone is hacking internet stations in New York to play ice cream truck music['United States']United States

Sparkasse : Mail message about the customer account is phishing['Germany']Germany

Media: Global hacker attack affected Gazprom['Russia'] Russia

Google employee travel agency hacked ['France'] France

Verdict announced in Tambov in case of hacking ministry website - Russian newspaper['Russia'] Russia

Hackers took over an LED screen in a Warsaw shopping center. What was their goal?['Poland'] Poland

In Q2, Thailand was attacked by malware for more than 6. 10,000 incidents.['Thailand']Thailand

Galician students launch a hacker attack at their institute and steal their exams['Spain'] Spain

Hacker attack paralyzes the municipality's transport office: Children are not picked up['Denmark']Denmark

COVID - 19 Vaccine Records Website of Alberta Canada Shuts Down for Potential Data Breach['Canada'] Canada

Windows PoC Exploit Released for Wormable RCE['United States']United States

Children hospitals ask patients not to attend at units unless invited as they deal with cyber attack['Ireland'] Ireland

Harmony and Nomad crypto bridge hacks show where blockchains are weak['India'] India

Possible white hat hacker exploits THORchain for $8M , proposes 10 % bounty['China'] China

Phishing scam uses Zoom invite to steal Microsoft Outlook credentials['United States']United States

Virus Malware Alert targets MetaMask Coinbase['United States']United States

Hackers spoof fintech apps as tax season approaches['United States']United States

CISA Shares Top Vulnerabilities Exploited By PRC - Sponsored Hackers['China'] China

Phishing Cited by SMBs as Top Attack Threat['United Kingdom']United Kingdom

Investigation complete in Sammamish ransomware attack['United States']United States

City of Edcouch suffered from a data breach['United States']United States

W5 investigates : Alleged phone hacking , possible factor in stayed murder charge['Canada'] Canada

The notorious hacker behind the Canva database theft bragged about it['Australia']Australia

340 Million Social Security Numbers Obtained By Federal Government In Massive Personal Data Breach['United States']United States



California reaches nearly $1M settlement with Aetna over HIV data breach['United States']United States

Gemalto says SIM hacking fiasco isnt a big deal - Tech Gadget Central['Netherlands']Netherlands

Phishing Emails Cost Many Brands At Least $100 , 000['United States']United States

The Brief : Political family feud , diplomatic defiance and hacking exposed['United States']United States

Israeli researchers expose vulnerabilities of industrial control systems by hacking - Xinhua['Israel'] Israel

Council staff caught out by fake phishing emails to test cyber security['United Kingdom']United Kingdom

Hackers transfered $19 million digital tokens from the hot wallet['United States']United States

Phishing emails claiming to be sent from MBIE['New Zealand']New Zealand

Trump Administration Seeks to Quash Lawsuit Over OPM Hack['United States']United States

A diamond heist : ANU hack a sophisticated , targeted operation , report finds['Australia']Australia

FBI : Phishing Can Defeat Two - Factor Authentication['United States']United States

Uber app exploit posed safety risk to passengers['United Kingdom']United Kingdom

Ransomware attack hits GPH ['Philippines']Philippines

Treasury probing possible hacking of Finance Minister Twitter account['South Africa']South Africa

Sabre , Travelport Hacker Sentenced to Prison['United States']United States

Phishing attacks rise 400 % in latest quarter['United Kingdom']United Kingdom

New fileless cryptocurrency miner abuses WMI , leverages EternalBlue Windows exploit['United States']United States

Cyber attacks block 911 calls in Tennessee , around the U . S .['United States']United States

Hackers Target Military Research ['United States']United States

National Lottery website brought down by cyber hack attack leaving thousands unable to buy tickets['United Kingdom']United Kingdom

BNN Daily Chase : Uber data breach clean up ; Feds to unveil national housing strategy['Canada'] Canada

Cyber attack disrupts veterans benefit program['United States']United States

Greenfield hospital falls victim to computer attack ; hacker demands Bitcoin['United States']United States

AG Says South Dakota Last In Country To Require Companies Disclose Personal Information Hack['United States']United States

SmartMetric Says 30 % of Consumers Notified of a Data Breach Last Year Up From 12 % Over the Previous Year is Impacting Trust Across the Payments Card Industry['United States']United States

State ponders legal position on possible PageUp data breach['Australia']Australia

VPNFilter Malware is More Dangerous than the Earlier One['United States']United States

Government snoopers deploy malware ['China'] China

Most Malware Arrives Via Email ['United States']United States

Teen social media site that exposed 2 . 2M users in hack shuts down , AG says['United States']United States

At Black Hat , hacks of voting machines , satellites , pacemakers - and more to come['United States']United States

Open source web hosting software compromised with DDoS malware['Japan'] Japan

Kamloops RCMP warn of ransomware scam after resident bilked out of $18 , 000['Canada'] Canada

RCMP and privacy commissioner probe alleged NCIX data breach['Canada'] Canada

Zoom bomber hacks St . Bonaventure online discussion['United States']United States

Venafi : The Three Major Cyber Attacks of 2020 | | Consumer Electronics Net['United States']United States

National Guard extends cyber , ransomware support amid pandemic -- Defense Systems['United States']United States

Hackers Threaten to Leak Files Stolen From Australian Beverage Firm Lion['Australia']Australia

NetNewsLedger - Spear Phishing Costs Business $21million annually['Canada'] Canada

Like a Virgin , hacked for the very first time ... united kingdom broadband ISP spills 900 , 000 punter records into wrong hands from insecure database['United Kingdom']United Kingdom

Canadian real - estate company Brookfield Residential suffers data breach by new ransomware group DarkSide['Canada'] Canada

SA government workers hit by cyber attack['South Africa']South Africa

The Fiji Times » Hacking elections ['Fiji'] Fiji

Tally of Those Affected by Blackbaud Hack Soars['United States']United States

Singapore worst - ever data breach prompted the nation to bolster its cyber defences['Singapore']Singapore

Outsourcing firm behind NHS Test and Trace hit by ransomware attack['United Kingdom']United Kingdom

Project Veritas scammed out of $165 , 000 by a phishing email['United States']United States

Ind . High Court Revives Oil Co . Ransomware Coverage Bid['India'] India

Russian hackers who stole DNC emails failed at social media . WikiLeaks helped .['United States']United States

Indiana Residents Warned IRS Scam Phishing Email['United States']United States

Brazil leads in phishing attacks ['Brazil'] Brazil

House leader , state police group point to state data breach over vaccine mandates['United States']United States

Cyberpion Reveals Research Showing How Magecart is Poised to Exploit Some of the World Biggest Brands['Germany']Germany

Ransomware gang plans to call victim business partners about attacks['Russia'] Russia

Court: Bank does not have to fully compensate damage after phishing attack['Germany']Germany



The police used spyware in the submarine case in violation of a court order -['Israel'] Israel

Another exchange disappears from the darknet. This time by a hacker['Poland'] Poland

Lapsus$ Hacker Breaks into Microsoft and the World's Big Companies, Turns Out He's Still 16 Years Old, Let's Find Out the Action['United States']United States

Hackers Exploit Vulnerability in Windows Print Spooler['Sweden'] Sweden

Next to FTX is Gate.io... Hacking damage manipulation Suspicion of reserve risk occurred['South Korea']South Korea

Pentester hacked a major Canadian telecom operator['Canada'] Canada

['https://charter97.org/ru/news/2021/6/23/427094/', 'https://charter97.org/en/news/2021/6/23/427094/']Hackers Pretended To Be Officials And Sent Newspaper With Babaryka On Front Page To Budget Workers['Belarus'] Belarus

IMAIP investigates alleged hacking in Morelia City Hall['Mexico'] Mexico

Global cyber attack: "The federal government knows about successful attacks in Switzerland"['Switzerland']Switzerland

Police warn of new phishing messages ['Belgium'] Belgium

Apple's huge hack is a boon for small repairers['France'] France

CIA considers Russian hackers involved in blackout in Ukraine['Ukraine'] Ukraine

Hackers attack business ['Russia'] Russia

The CoinMarketCap hack would have leaked 3. 1 million ... in Taringa!['Argentina']Argentina

Computer hacking – Of a Geneva medico-social establishment victim of a cyberattack['Switzerland']Switzerland

Hackers intensify attacks on online shop customers['Russia'] Russia

A $250 ransomware kit, a credit card number from $2…['France'] France

Data breach against Entso - e - Svenska kraftnät investigates['Sweden'] Sweden

Hacked plane continues to fly ['United States']United States

Tower was attacked - and paid a ransom to the hackers who disabled its servers['Israel'] Israel

Who will guard the guards? Cyber giant Pirai has been hacked['Brazil'] Brazil

Interpol finds Nigerian hackers with Russian help['Nigeria'] Nigeria

Coronavirus Outbreak is the new trick of Hackers to Steal Money From Bank Accounts by sending UPI Transfer Link['India'] India

Police Asked to Respond to Hacking Cases of Social Media and WhatsApp['Indonesia']Indonesia

They want to change the ordinance on cash registers because of the NRA hacking['United States']United States

A zero-day vulnerability in Flash Player has been added to the Fallout exploit kit['Russia'] Russia

Hackers distributed malware disguised as financial documents['Armenia'] Armenia

Sberbank: More than 30% of office workers open phishing emails with infected files['Russia'] Russia

Mobile networks: hackers exploit a flaw discovered in a 40-year-old code['United States']United States

Operation Hurricane: New edge joins alleged hacking of defendants['Chile'] Chile

Che Burashka and hacking ticketing systems for Moscow trains / Sudo Null IT News['Russia'] Russia

Antoni van Leeuwenhoek: Probably no patient data stolen in a hack['Netherlands']Netherlands

Hackers take advantage of remote technical support to steal bank accounts['Saudi Arabia']Saudi Arabia

Casa de cambio claims to have been hacked and that all its BTC have disappeared['United States']United States

Donostia, taken over by hackers ['Spain'] Spain

Hacker 'Tessa88' involved in 2016 mass data theft/sale revealed['Japan'] Japan

GrayKey, the box for unlocking iPhones, hacked?['United States']United States

Meiji Aroma claims that DSI has been hacked. Loss of credit card1 . 4 million.['Japan'] Japan

Have you received a WOŚP heart on Facebook? Don't share! It's phishing. We are breaking the record of hearts sent, this is not the action of the Great Orchestra of Christmas Charity['Poland'] Poland

Hacking a wind farm was too easy ─ Penetration test at US university found | WIRED.jp['United States']United States

Data phishing attacks ['United Kingdom']United Kingdom

【Vocational high school students set up hacking studio, fraud industry chain extends to the whole country】 >>>Welcome to you!!!['China'] China

Plays banned after hack against Macron - Norran, Skellefteå['France'] France

Hackers broadcast hardcore porn on the mall's scoreboard['Ukraine'] Ukraine

SECURITY THREAT : Google deleted 500 spyware['Estonia'] Estonia

Hacker attack: the Ministry of Foreign Affairs issues visas without the Internet['Ukraine'] Ukraine

Russian hackers have reached France. REN TV['France'] France

Juseo Indiscriminate voice phishing 30-year-old Chinese action plan execution['South Korea']South Korea

Police get more time to prosecute hacking offences in NSW['Australia']Australia

Hackers Inject Malware Into Widely - Used Password Management App['United States']United States

Target gig workers are getting their bank accounts drained by hackers['United States']United States

Click with Caution : La . AG Jeff Landry issues warning about phishing attacks['United States']United States

Limited resumption of services at LUH following cyber attack - Highland Radio['Ireland'] Ireland

Arhaus Confirms Data Breach Affecting Employee Information | Console and Associates , P . C .['United States']United States

Morrie Auto Group Confirms Data Breach Affecting Former Employees | Console and Associates , P . C .['United States']United States



North Korea Hackers Sometimes Leave K - Pop Clues in Code['North Korea']North Korea

Vietnamese lose VND24 . 4 trillion because of computer malware in 2021['Vietnam'] Vietnam

Russian hacker targets Purdue computer science project['United States']United States

FBR IT Systems are Under Cyber Attack['Pakistan']Pakistan

Kilkenny people to be told if their information was stolen in HSE cyber attack['Ireland'] Ireland

Investigation into data breach that affected Cameron County election workers continues['United States']United States

Ransomware attack disrupts Lancaster Labs['United States']United States

Famous Smoke Shop Back Online After Ransomware Attack['United States']United States

Hackers Infiltrate Moroccan Ministry of Education Website['Morocco']Morocco

Researchers Analyze Vietnamese Hacker Suite of RATs['Vietnam'] Vietnam

Viral communications hacking boosts Leishmania infections['United States']United States

Massive Voter Data Breach By AP Government['India'] India

PM Borissov Comments NRA Cyber Attack , New Prosecutor General Election - News['Bulgaria'] Bulgaria

Month - Long Email Hack on Ohio Dental Insurer Impacts Patient Data['United States']United States

Animates impacted by a data breach ['Australia', 'New Zealand']Australia, New Zealand

GLC , DU , JGLS - grad lawyer phones hacked in prohibitively expensive cyber attacks - Legally India['India'] India

Court blocks class action against bankrupt computer firm , citing unreliable proof of data breach['Canada'] Canada

Dem Senator Says Russian Hacking May Have Been Act Of War['United States']United States

NSA Was Concerned About Power Of Windows Exploit Long Before It Was Leaked['United States']United States

Kerala State IT Mission issues advisory on Petya ransomware attack['India'] India

Accidental hero finds kill switch to stop spread of ransomware cyber['Bangladesh']Bangladesh

Dark Overlord hackers target Johnston school vendor['United States']United States

Criminals hack their way to the top ['Germany']Germany

RI Attorney General files legislation on security freezes following Equifax data breach['United States']United States

Facebook fraud on the rise as online hackers access credit card details['New Zealand']New Zealand

Loos ransomware - alarm in Microsoft Defender causes panic['Netherlands']Netherlands

Bingham County , Idaho , Recovers from Ransomware Attack['United States']United States

IOC , PyeongChang contradict each other over hacking['South Korea']South Korea

Data breach at Toms River police headquarters['United States']United States

A Hacker Attacked Hardware Zone Forum , and 685 , 000 User Data were Stolen['Singapore']Singapore

OMG !: Mutating Malware Mirai Turns IoT Devices Into Proxy Servers['Russia'] Russia

GST , cyber attack hit Dettol growth in India , says Reckitt Benckiser['India'] India

US drops extradition case against British man for alleged hacking['United Kingdom']United Kingdom

UK NCSC catches Turla new in - memory Neuron malware for attacking Windows - CSO['United Kingdom']United Kingdom

Overwatch Hackers Arrested in South Korea Could Face Jail Time['South Korea']South Korea

Hackers focused on five agencies last year : official['Taiwan'] Taiwan

Modi vs Gandhi : Rival India leaders in social media row over accusations of data breach | New Straits Times['India'] India

WAS YOUR ACCOUNT AFFECTED BY THE MYFITNESS PAL HACK ?['United Kingdom']United Kingdom

Wendy , Customers Settle Data Breach Row['United States']United States

Hacker Targets Clinton Confidant In New Attack['United States']United States

Hackers Accessed System That Let Students Sign in to Wifi Network - Specialist['Russia'] Russia

Known Threat Actor Develops Malware Downloader['United Kingdom']United Kingdom

Survey : Msians most concerned about identity theft , fraud , hacking['Malaysia']Malaysia

ERS Online Coding Error Exposes 1 . 25M Users to Health Data Breach['United States']United States

French Company Data Breach Causes Sensitive Information Stolen to the Hackers['France'] France

Scott Morrison condemns Russia for cyber attacks['Australia']Australia

Critical Zoom Flaw Lets Hackers Hijack Conference Meetings['United States']United States

L . A . County Confirms Phishing Attack , No Services Disrupted['United States']United States

Hacks on Louisiana Parishes Hint at Nightmare Election Scenario['United States']United States

Russia , election interference , meddling , hacking , U . K . 2019 election['United Kingdom']United Kingdom

Data Breach Settlement Calls for Enhanced Security Measures['United States']United States

TODAY IN GAY : Hackers Take Over God Hates Fags Website['United Kingdom']United Kingdom

U . S . Sentences Russian For Malware Crypting Services['United States']United States

Ransomware hackers claim attack on Texas customs broker['United States']United States

Afternoon Coffee : Amazon AI cameras ; SolarWinds hack ; Peloton delivery['United States']United States



Ex - Cisco Engineer Sentenced to 2 Years in Prison for Hacking['United States']United States

TXKToday . com : TEXarkana extends computer hacking emergency['United States']United States

MMAC warns about phishing emails that appear to come from the group['United States']United States

West Midlands Police hit by 60 , 000 cyber attacks in just one year['United Kingdom']United Kingdom

Gab : hack gives unprecedented look into platform used by far right['United States']United States

Yaroblduma website blocked after being hacked by hackers "with Ukrainian theme"['Ukraine'] Ukraine

Hackers are massively attacking e-mails. Czechs are trying to catch up on vacation invoices['Czech Republic']Czech Republic

GhostSec hacktivists hacked 55 Berghof PLCs used by Israeli organizations['Israel'] Israel

['http://pressorg24.com/news?id=482178', 'https://www.depo.ua/rus/life/khaker-poshiryuvav-virus-iz-darknet-zamaskovaniy-pid-onovlennya-kompyuternikh-igor-201909231033477']The hacker spread a virus from DarkNet, disguised as an update of computer games - Life in Ukraine. Latest news and interesting events in Ukraine.['Ukraine'] Ukraine

Massive hacking attempt by Russian botnet in US blocked in advance['United States']United States

Oaxaca de Juárez city council website hacked['Mexico'] Mexico

For the second day, the payment of pensions is delayed due to hacker attacks against Bulgarian Post - From the day['Bulgaria'] Bulgaria

British Airways fined millions after data breach['United Kingdom']United Kingdom

Hackers attacked the website of the Ministry of Defense of Slovakia['Slovakia']Slovakia

Cybercriminal activity and ransomware in circulation down due to Ukraine-Russia conflict, but number of Emotet botnets up, Avast says['Ukraine', 'Russia']Ukraine, Russia

Hacked Google Search Results, Free Falling Cryptocurrency Market, Recap['France'] France

They detect more than 400 phishing campaigns a week that use Valentine's Day as a hook['Spain'] Spain

Porn hackers: violate Unique Key domain to promote sexual pages | National['Chile'] Chile

Security is too lax... The high school student who hacked the self-diagnosis app of the Ministry of Education - Naver News['South Korea']South Korea

A phishing email was received immediately after povo's fee was delinquent-Keitai Watch['Japan'] Japan

IP bank accounts hacked – Zócalo Newspaper | News from Saltillo, Piedras Negras, Monclova, Acuña['Mexico'] Mexico

Małopolskie After the hacker attack, the IT system is still not working …['Poland'] Poland

Denounces hacking of the PES – AM Querétaro match['Mexico'] Mexico

Play an adult game, lures malware. The attacker can then remotely control the computer['Czech Republic']Czech Republic

Educational establishments, target of hacking during classes['Ecuador'] Ecuador

New Malware Mode That Can Cause Damaged Cellphones, Through Images of Beautiful Natural Scenery['Indonesia']Indonesia

Stormy before the GO DS session, security prevents entry, website hacked['Serbia'] Serbia

google chrome hacking: Update Google Chrome browser immediately, fear of data theft - google chrome new vulnerability allows hacker to access sensitive data on pc and smartphones['India'] India

Motherboard: Police are increasingly buying access to data from hacked sites['Poland'] Poland

Simjacker: AdaptiveMobile Security Uncovers Sophisticated Hacking Attacks on Mobile Phones, Exposing Huge Network Vulnerability > Mag-Securs > Press Releases['Ireland'] Ireland

Police arrest suspect who sold kits to build phishing websites['Netherlands']Netherlands

Mitel zero - day used by hackers in suspected ransomware attack['Russia'] Russia

Hackers buy iPhone for 1.3 million rubles to hack iOS RosInvest. Com - Venture, management, investments['Russia'] Russia

Some of the detained CDRs believed they had the foxi (traitor) inside and that the CNI hacked them['Spain'] Spain

Increase phishing campaigns by exploiting official websites | Arab portal for technical news['Arab Countries']Arab Countries

Malware learned to use and disable antiviruses['Ukraine'] Ukraine

Ministry of Unification Ministry of Unification impersonating cyber attack … Northern New Years Malware - Diodeo['South Korea']South Korea

They dismantle a gang of hackers that robbed ATMs in Mexico using malware['Mexico'] Mexico

iOS Malware Findings Can Steal Photos to User GPS Locations: Okezone techno['Indonesia']Indonesia

They sanction the NRA because of the hacker attack, they will not change the basic health package, Pendarovski with new explanations on the historical disputes...['Bulgaria'] Bulgaria

Index - Science - The first online malware paralyzed 10 percent of the Internet['Hungary'] Hungary

Twitter Account Hacked, Angkasa Pura II Apologizes['Indonesia']Indonesia

A mysterious video posted on Hong Joon-pyo's Facebook...洪 who hacked['South Korea']South Korea

Hackers blasphemously distorted condolences to the victims of An - 148 on the website of the Yazani government['Yazani'] Yazani

Phishing emails in the name of Argent in circulation - ICT news['Argentina']Argentina

The Zona Franca information portal denounces cyber attacks['Spain'] Spain

Managers online . nl - Password check turns out to be the perfect phishing email['Netherlands']Netherlands

In Britain, Petrov and Boshirov were suspected of spying on a chemical laboratory and hacking WADA['United Kingdom']United Kingdom

$40 million investment to be made to the group that hacked the US military['United States']United States

Saratov payment terminal hacker caught in Ostovo region - Version['Russia'] Russia

Hacked the big banks' websites ['Sweden'] Sweden

Malware threatens hundreds of millions of Android mobile phone users, 360 focuses on building a three-dimensional protection system_TechWeb['China'] China

The Petya virus attack has much in common with the actions of pro-government hackers F['Ukraine'] Ukraine

ICO issued more than £40m in data breach fines in 2020['United Kingdom']United Kingdom

eCapital Corp . Announces June 2021 Data Breach in August 2022 | Console and Associates , P . C .['United States']United States



Destruction and integrity cyber attacks on the rise['United Kingdom']United Kingdom

MTI Bitcoins Sent to Privacy Mixers as New Data Breach Exposes the Ponzi Scheme Top Earners['United States']United States

Hamas Cyberspies Return With New Malware After Exposure of Operations['Israel'] Israel

Teachers , parents press for answers as investigation continues into school board hack['Canada'] Canada

Hackers gain access to staff bank account details at Derbyshire Eurocell['United Kingdom']United Kingdom

ParaSwap confirms it is investigating possible private key exploit['United Kingdom']United Kingdom

Iranian IRGC - affiliated Fars News hacked by Israeli group - report['Iran', 'Israel']Iran, Israel

Taxi plate change to beat hackers ['Bahamas']Bahamas

Iranian Hacking Group Among Those Exploiting Recently Disclosed VMWare RCE Flaw['United States']United States

World biggest data breach is just the tip of the iceberg – Dark Web dangers are growing['United Kingdom']United Kingdom

Hackers Exploit a DeFi Project to Mint 4 Quadrillion Crypto Tokens['United States']United States

Cyberwar in Ukraine , ransomware fears drive 2022 surge in demand for threat intelligence tools['Ukraine'] Ukraine

HSBC warned of BOV hackers last year ['Malta'] Malta

GoldBrute botnet targeting Windows RDP systems in brute force hacking spree['United Kingdom']United Kingdom

A Pegazus spyware által kihasznált sebezhetőséget foltozzák az Apple tegnap kiadott frissítései['Hungary'] Hungary

Banner Health Agrees to Pay $6 Million for Data Breach['United States']United States

A spree of hacks lead some to wonder how safe Amazon Ring really is['United States']United States

Data Breach Settlement Has an Unusual Provision['United States']United States

Data breach : CIBN asks bankers to protect customers['Nigeria'] Nigeria

Facebook says 29 million user personal information was stolen in recent hack['United States']United States

Malware infection disrupts production at defence contractor plants in three countries['defence contractor plants']defence contractor plants

Scheme to help private sector prevent and address cyber attacks launched['Malta'] Malta

Most Singapore firms experienced data breach , worried over 5G deployments['Singapore']Singapore

Orcus RAT Author Charged in Malware Scheme Krebs on Security['Canada'] Canada

The Web . com Data Breach : A Quick Investigation with Domain Reputation Lookup['United States']United States

Bithumb Assures Clients It Will Cover $32M Losses in Recent Hacking['South Korea']South Korea

Data Breach : A Wide Coverage Gap for Small Business['United States']United States

Michael McCormack website hacked as tech woes continue for government['Australia']Australia

Google had to disable 900 , 000 ads in 2016 for spreading malware , and that just the tip of the bad ad iceberg['United States']United States

Egypt Air 804 Was Exploded by Jihadi Hackers Who Infected The Copilots Iphone With Malware['Egypt'] Egypt

Beware ! 3 out of 5 ATMs in India use outdated technology , prone to hacking['India'] India

Mossack Fonseca unequivocally hacked['Panama'] Panama

KRACK Attack : 41 % Of Android Devices Are Easy To Hack['Nigeria'] Nigeria

Vermont data breach results in $264K settlement['United States']United States

PNP to deploy ethical hackers to catch web intruders['Philippines']Philippines

Bala Cynwyd man sentenced to prison for hacking water utilities['United States']United States

Officials announce data breach after more than 1 , 800 patient health documents found near dumpster['United States']United States

Cisco Cybersecurity Report : Exploit Kits Down , Email Malware Up['United States']United States

SPARK data breach points to non - compliance with digital signature system | Service and Payroll Repository of Kerala | government | data breach | vishing['India'] India

Google Home and Amazon Echo WARNING : Hackers could ransom your HOUSE | united kingdom | News['United Kingdom']United Kingdom

City of Oxnard data breach affects online utility payers['United States']United States

Steve Simon Gets ‘ Secret Clearance To Fight Election Hacking « WCCO['United States']United States

Exclusive : UAE company hacked US - Iranian magnate email | News['United States', 'Iran']United States, Iran

State looks to protect data from hackers | Western Colorado['United States']United States

Hacking Suspects Charged In $18M Computer Fraud Case['United States']United States

Taiwan News : China Cyber Attacks Intensify , Tsai Calls for Democratic Unity['Taiwan'] Taiwan

Patient data exposed for months after phishing attack on Sunspire['United States']United States

iTWire - PageUp silence shows why Australian data breach law is useless['Australia']Australia

Dogcall Rat links NOKKI malware with Reaper group - indicators provided['North Korea']North Korea

Cryptocurrency Wallet Hacks Spark Dustup['United States']United States

Multilingual malware attacks on industrial sector suppliers designed to thwart detection['United States']United States

Patching the Citrix ADC Bug Doesnt Mean You Werent Hacked | Maritime Security Review['']

Warning issued against phishing attack from Pakistan using fake Aarogya Setu app['India'] India

From disinformation to hackers , new cybernavigator racing to protect Minnesota 2020 elections['United States']United States

Remove Pirate Bay links from Facebook to save people from malware['United Kingdom']United Kingdom



Information Warfare : Hackers Hacked Big Time['China'] China

Hackers Spam Business Receipts With Pro - Union And Anti - Work Messages And Workers Are Loving It['United States']United States

Germany : Coronavirus contact data from restaurant visits vulnerable to hacking | News | DW['Germany']Germany

Cyber attacks surge in Africa amid pandemic | Business Insurance['Africa'] Africa

Coronavirus , ransomware prompt Somerset Hills to go virtual['United States']United States

Russian hackers hide Zebrocy malware in virtual disk images['Russia'] Russia

Centeron cyber attack Archives - Insurance Journal['United States']United States

Personal information of over 50 , 000 customers leaked after data breach in Lehi - based company['United States']United States

In American town where WiFi is banned , kids hack teacher computers to use the internet['United States']United States

St. Petersburg company collects money from Perm residents received after a hacker attack['Russia'] Russia

Hackers forced pharmacies to sell illegal substances['Russia'] Russia

Coinone AML Center 1st Anniversary … Five-fold increase in dedicated manpower Contributing to preventing damage from voice phishing worth KRW 300 million - The Herald Economy['South Korea']South Korea

OLX and FedEx targeted by hackers ['Romania']Romania

PAN goes by special commission to investigate hacking to Sedena['Mexico'] Mexico

Supreme Court classifies blocked hacking attempt as attempted crime['Russia'] Russia

In Rust, the crates repositories. io malware package rustdecimal detected['Russia'] Russia

Nara Co-op' system failure, found to be a cyber attack Bitcoin request: Asahi Shimbun Digital['Japan'] Japan

[Information Security Daily] On July 28, 2022, the cyber mercenary Knotweed used the CSRSS zero-day vulnerability to launch an attack, and the Alibaba Cloud OSS storage bucket was used to spread malware and mine['China'] China

Hacking a bus in Thessaloniki: Impressive demonstration by EKAM (vid)['Greece'] Greece

Fraudsters staged a phishing mailing list with a drawing of alcohol['Russia'] Russia

Kaspersky Lab repelled a cyber attack on the national bank in Latin America['Latin America']Latin America

APT - BlackTech group attacked Japanese companies with new malware Flagpro['Japan'] Japan

Hackers discover and break into vulnerable cloud services in 24 hours['Russia'] Russia

[Smishing that hits the loan cliff] 1.2 billion damage per day... Rise in financial phishing taking advantage of the loan cliff['South Korea']South Korea

Hacker Start Hacking Cybersecurity Specialists With Fake Hacking Blog['Russia'] Russia

Security alerts to the sending of emails that spread malware through . zip['Spain'] Spain

Microsoft preferred by cybercriminals in 39% of phishing attempts['United States']United States

cert in warns android users to stay alert from drink malware['India'] India

An urgent warning from “Petroleum” regarding fake pages that exploit employee data['Egypt'] Egypt

Phishing: beware of the new fraud against Cajamar Caja Rural customers['Spain'] Spain

Tech: No matter what browser you have on your machine, this malware attacks all of them['Hungary'] Hungary

Inducing call forwarding to mask companies... Voice phishing organization that took 300 million won['South Korea']South Korea

The hacker returned the stolen two and a half million dollars - bdnews24. com['Bangladesh']Bangladesh

Wave of cyberattacks in homes: children's connections are the main route of entry for hackers['Spain'] Spain

Hackers Found A Way To Clone Physical Keys['Turkey'] Turkey

Hackers unleash their attacks on Latin American banks['Argentina', 'Bolivia', 'Brazil', 'Chile', 'Colombia', 'Costa Rica', 'Cuba', 'Dominican Republic', 'Ecuador', 'El Salvador', 'Guatemala', 'Honduras', 'Mexico', 'Nicaragua', 'Panama', 'Paraguay', 'Peru', 'Uruguay', 'Venezuela']Argentina, Bolivia, Brazil, Chile, Colombia, Costa Rica, Cuba, Dominican Republic, Ecuador, El Salvador, Guatemala, Honduras, Mexico, Nicaragua, Panama, Paraguay, Peru, Uruguay, Venezuela

Highway traffic signal hacked to ask drivers for a pack['Mexico'] Mexico

Apple's Safari Security Flaw Revealed... Hackers Abuse Concerns['South Korea']South Korea

Google removes the Twitter carousel from search results after the hack suffered by the social network['Spain'] Spain

Voice phishing alert that sounds twice for victims of KT communication failure - The Herald Business['South Korea']South Korea

Data protection : The AEPD forgives a fine of more than 40 . 000 euros to an unemployed computer scientist after a hack of the largest police union['Spain'] Spain

Facebook lost money after hacking ['Lithuania']Lithuania

Phishing campaign steals your data with fake WeTransfer files['Argentina']Argentina

PF delivers to the Supreme External HD of possible hacker attack['Brazil'] Brazil

Hackers made trouble! 25 government websites were hacked in 5 months, the government itself admitted['India'] India

Condusef prohibits charging users interest for failures in electronic payments, after alleged hacking - xeu News in Veracruz['Mexico'] Mexico

Disobey - hacker event in January for the fourth time in Helsinki['Finland'] Finland

Tri Rismaharini was furious that the UNBK Question Paper was Hacked by School Personnel['Indonesia']Indonesia

Hacker received a suspended sentence for repeated hacking of Intertelecom['Ukraine'] Ukraine

Vesti Economy - Arrested hackers who robbed "Yulmart" and PayPal['United States', 'Russia']United States, Russia

Risk of phishing after the hacking of the Ariane database of the MAE['France'] France

They launch a phishing attack after supplanting the domain and image of the CNMV['Spain'] Spain

Banco de Chile presents intermittence on its website after more than a month of millionaire hacking | Economy['Chile'] Chile

CPV hackers attack Israel's largest energy company['Israel'] Israel

Victim of a computer hack, the company Clermont Pieces will close shop['France'] France



Unsupported Windows XP popular even after global hacker attack['Croatia'] Croatia

Attempted data breach at SVT ['Sweden'] Sweden

Shamoon 2 and the ransomware virus ['Colombia']Colombia

Election Commission website hacked? ['India'] India

[The guy, voice②] A voice phishing crime that is not rooted in… 190.9 billion in damage this year alone['South Korea']South Korea

Suspicion of illegal data breach ['Sweden'] Sweden

Hackers attack a restaurant website ['Italy'] Italy

Hackers, the site of the Municipality of Capalbio is under attack['Italy'] Italy

Not a thud, but a hack at ATMs in Brabant['Netherlands']Netherlands

PC malware, 4500 cases this year alone… 4 times growth in 4 years['South Korea']South Korea

Interisle study shows 663 % increase in malware reports , alar ...['Qatar'] Qatar

PNG delays budget as cyber attack woes continue['Papua New Guinea']Papua New Guinea

Nothing But A Phishing Investigation : SNC Lavalin Engineering India Moves Kerala High Court Against ED Summons['India'] India

Hacking attempts targeting sites defending Algeria interests['Algeria'] Algeria

Rensselaer Polytechnic Institute Network Hit by Malware['United States']United States

Hacker downloads files of 5 , 000 children from La Place 0 - 5 , including son of family minister['Canada'] Canada

Line 3 Pipeline Protests ; Ransomware Attacks ; The Racialized Economic Draft['Russia'] Russia

Hackers launched cyberattacks on more than 24 other companies['United Kingdom']United Kingdom

Alina Lodge notifies patients of data breach tied to 2020 Blackbaud incident['United States']United States

City of Detroit retirees data breach causes concern['United States']United States

Cyber attack warning to businesses - Barbados Today['Barbados']Barbados

Home Depot Data Breach Attys Get $11 . 7M In Fees After Fight['United States']United States

Hackers Begin Leaking Stolen EA Data , EA Says It Not Concerned['United States']United States

Identity Theft Resource Center 2021 Annual Data Breach Report Sets New Record for Number of Compromises['United States']United States

Uber CEO Dara Khosrowshahi says he no longer trusted security chief after 2016 data breach probe['United States']United States

Data Breach Alert : Farmers Telephone Cooperative , Inc . ( FTC ) | Console and Associates , P . C .['United States']United States

Spyware dealer who sold WhatsApp - hacking tech pleads guilty – TechCrunch['United States']United States

Data breach at La Fonda on Plaza ; no known customer data loss['United States']United States

Israel Predator spyware rivals NSO Pegasus['Israel'] Israel

Police warn of phishing scam involving SMS with link to fake Singpass website['Singapore']Singapore

Scam alert : STCU warns of phishing emails , texts['United States']United States

Hacking the Mango DeFi Platform : A New Way In for Crypto Thieves['Canada'] Canada

A DeFi hacker compromised a lesser - known protocol but forgot to take their winnings['India'] India

NETLIFY - FRADULENT APP PROMOTING MALWARE – BEWARE !!!['United States']United States

WhatsApp virus : malware steals its victim data['United States']United States

4 Nigerians Arrested in Europe Over US Charges Involving Hacking , Fraud['United States']United States

A hacker Is Selling Details On 88k Members Of The FBI InfraGard['United States']United States

WoW Dragonflight tailoring exploit suspensions reversed by Blizzard['United States']United States

Japanese Crypto Exchange Coincheck Granted a License , a Year after $530 Million Hack - Inside Bitcoins['Japan'] Japan

Georgia Tech suffered Data Breach leaving 1 . 3 Million Exposed['United States']United States

RIP : Bitcoin Exchange Cryptopia Begins Liquidation After $15 Million Hacking['New Zealand']New Zealand

People Inc . victim of data breach ['United States']United States

EA Games And Origin Login System Leaves 300M Accounts Open To Hack['United States']United States

GCC countries see huge spike in financial malware in H1 2020 : report['Bahrain', 'Kuwait', 'Oman', 'Qatar', 'Saudi Arabia', 'United Arab Emirates']Bahrain, Kuwait, Oman, Qatar, Saudi Arabia, United Arab Emirates

Records of 85 , 000 involved in hospital hack['United States']United States

No E & O Coverage for Title Agent Phishing Losses | Hinshaw & Culbertson - Insights for Insurers['United States']United States

ANU hackers built shadow ecosystem to stay hidden for six weeks['Australia']Australia

Tony Kansas City : More Deets On Kansas City Hy - Vee Hacked['United States']United States

Chubb finds alarming rise in ransomware attacks Canadian Underwriter['Canada'] Canada

Maine InterMed suffers data breach , 30 , 000 affected['United States']United States

Parliament House hack report reveals poor password practices['Australia']Australia

Hackers Breach Data of 4 , 300 Missouri Patients for 3 Months['United States']United States

Rep . Walz appeals to DOJ to investigate Veterans Affairs Secretary hacking claims['United States']United States

83 million IoT devices at risk of hacking ['United Kingdom']United Kingdom

Details of 300 prospective Tollbar students sent out over email in seriou data breach['United Kingdom']United Kingdom



Stocks rise with oil , cyber attack ; weak data knocks dollar['Malaysia']Malaysia

Justice Party leader website remains paralyzed after ransomware attack['South Korea']South Korea

First Playpen FBI Spyware Warrant Hits The Appeals Court Level ; Is Upheld On Good Faith['United States']United States

Tickle The WireFBI Raids Home of Hacker Who Launched Digital Protest Following Philando Castile Death['United States']United States

Mangaluru : Credit card hackers swindles Rs 70 , 000['India'] India

Namaste Health Care reports data breach , unsure if the attacker had access to files['United States']United States

Probe into NHS Lanarkshire ransomware cyberattack finds 100s of PCs running on 16['United Kingdom']United Kingdom

Jerome School District falls victim to ransomware['United States']United States

Brainstorm Health : Florida Medicaid Hack , Biotech Deals , Pfizer Ditches Alzheimer Research['United States']United States

SPF warns public of phishing website seeking to obtain sensitive personal data['Singapore']Singapore

CT machines can now be hacked to boost radiation and cause severe damage to patient['United States']United States

Facebook Hacker Breaks Into Zuckerberg Timeline to Report Bug['Uganda'] Uganda

MyFitnessPal User Slams Push To Arbitrate Data Breach Row['United States']United States

Teenager hacked into top US intelligence official accounts from his bedroom['United States']United States

Woman alleges credit card account was comprised in Saks data breach['United States']United States

Developer Convicted Of Running Malware Testing Service['United States']United States

King iPhone Hacker NSO Group Robbed By Employee['Israel'] Israel

Cyber Attacks Using Fileles Mode Rapidly Increasing During 2018 : Mcafee['United States']United States

Cyber attack response delayed bydisorganised interaction['Singapore']Singapore

Data breach left millions of car trips exposed['United Kingdom']United Kingdom

Another Data Breach , the Dark Side of Cryptocurrencies , and One Big Retirement Mistake -- The Motley Fool['United States']United States

School district fighting back against phishing scams['Canada'] Canada

After threatening me with legal action , Keepnet Labs finally issues statement over data breach - ████ me , could they have taken any longer ?['United States']United States

Feral Interactive Bringing DiRT 4 to Linux in 2019 , Chrome 71 Blocks Ads on Abusive Sites , New Linux Malware Families Discovered , The Linux Foundation Launches the Automated Compliance Tooling Project , and GNU Guix and GuixSD 0 . 16 . 0 Released['United States']United States

Small Arkansas towns facing increasing cyber attacks and forgery scams['United States']United States

Rashtriya Sikhshit Berozgaar Yojna : A Phishing Scam , Not A Govt Scheme['India'] India

A SonicWall cloud bug exposed corporate networks to hackers – TechCrunch['United States']United States

The Google / China Hacking Case : How Did the Story Flow Through Chinese - language Media ?['China'] China

New Cryptojacking Malware Variant Targeting Cloud Systems Discovered['United Kingdom']United Kingdom

Queen horror as Russia tries to hack information on visit to Porton Down laboratory['United Kingdom']United Kingdom

What is WhatsApp Spyware Row , Israeli Spyware Pegasus , WhatsApp Snooping News['Israel', 'India']Israel, India

Cisco Patches Critical Flaw After PoC Exploit Code Release['United States']United States

FireEye Hack : Sizing Up the Impact ['United States']United States

Kansas Department of Labor sees uptick in phishing scams after installing identity theft protection['United States']United States

White hat hacker paid DeFi largest reported bounty fee['China'] China

Ninth Circ . FabFitFun Consumer Data Breach Class Action Settlement['United States']United States

"Cyber partisans" announced the hacking of the BZD servers and issued an ultimatum to the regime['Belarus'] Belarus

Costa Rica: Food Industry asks to declare a National Emergency after hacking['Costa Rica']Costa Rica

Hacking and identity theft: Criminals grab even with wool loans['Mexico'] Mexico

After the hacker attack, the Federal Air Transport Agency switched to paper workflow and sending letters through the Russian Post['Russia'] Russia

Hacker attacks on South Tyrolean companies: "More often than you think['Italy'] Italy

Email-based hacking threats doubled in a year['South Korea']South Korea

[ Phishing for unlisted stocks ] ⑤ Fraud that evaded the law … Illegal DB and cannon phones must be stopped['South Korea']South Korea

Intesa Sanpaolo, hacker in attack: savings stolen from customers['Italy'] Italy

China as a hot topic in Wetstraat: cyber attack on Uighurs hearing day is a bit too much of a coincidence['Belgium'] Belgium

Bundeswehr supports Anhalt - Bitterfeld after cyber attack['Germany']Germany

Hacking after hacking at IDF bases: fighters fell asleep during training, Palestinians stole their weapons['Israel'] Israel

Police Investigate Hacking of Traffic Running Text Writing Lhokseumawe Mayor Ready - Ready to Be Picked Up by KPK['Indonesia']Indonesia

Caution: Phishing SMS in the name of DHL in circulation!['Switzerland']Switzerland

Galliera Veneta: The facebook page of the municipality of Galliera Veneta has been hacked.['Italy'] Italy

Hackers organized underfilling of fuel at gas stations in the Khabarovsk Territory['Russia'] Russia

Smart phone hacking... The App Store is not a safe zone['South Korea']South Korea

The beer that TikTok secretly collected... Important information used in hacking and forensics['South Korea']South Korea

Cyber attack against India; Kaspersky says that the notorious hacking group is behind it: Hacking under the guise of Arogya Sethu['India'] India

Fraudsters distribute phishing emails on behalf of WHO director['Russia'] Russia



NEC confirms attempt to hack military data['Japan'] Japan

Plan to arm Flemish municipalities against hackers takes shape - News['Belgium'] Belgium

Brazil raids over hacking of government networks['Brazil'] Brazil

Biggest vault maker hacked to steal 19GB of business data['Russia'] Russia

Electoral Tribunal received 90 million hacking attempts['Brazil'] Brazil

Ransomware: Anssi alert on CLOP ['France'] France

Fake news about the death of Munek Staszczyk is a new phishing campaign['Poland'] Poland

MyDoom: 15 years later, the malware remains active['France'] France

Social Media Accounts Hacked, General Chairperson of IPNU Asks Cadres Not to be Provocated['Indonesia']Indonesia

Unknown persons on behalf of Belpochta send emails with malware['Belarus'] Belarus

Two spy tank with camera on toy market easy to hack['Netherlands']Netherlands

In the case of hackers Lurk, the Yakut episode with the theft of 100 million from Taatta Bank was considered['Russia'] Russia

Telex: The cloud leaps at SAP, Huawei in difficulty without Android, Malware hidden in an iOS jailbreak tool['Germany', 'China']Germany, China

Hackers are releasing army, federal, and private passwords['Switzerland']Switzerland

Patna doctors on the target of hackers ['India'] India

hackers are using Ransomware D DOS for hacking disclosure of nabbed hackers by cyber cell['India'] India

PayPal: Customers again become victims of phishing attacks['Germany']Germany

Hackers exploit the name of the assistant to the French president's wife in search of privileges['France'] France

APT attack on state agencies in the Central region is used by hackers with high technology['Central region']Central region

Veto Gate: The Ministry of Interior strikes electronic hacking gangs on bank customers' accounts. The accused use the method of data phishing.. conducting fake sales and deducting their value from the victims' money['Egypt'] Egypt

Instagram hacks through fake Android apps['Argentina']Argentina

The most widespread malware family in February was the Kelihos botnet['Czech Republic']Czech Republic

narrow hackers raised US cyber secrets - Labor['United States']United States

Phone hacking site accesses SS7 networks customer service , tech news['Turkey'] Turkey

Microsoft fixes flaw in Windows NTLM network authentication protocol that allows hacker to steal passwords['France'] France

MalwareTech Researcher Stops Mass Hacking['Colombia']Colombia

School hacking profiteers arrested - Taipei Times['Taiwan'] Taiwan

Colonial Pipeline Data Breach Litigations : Where Are We Now ?['United States']United States

Notorious Maza cybercrime forum attacked by other hackers['Russia'] Russia

Waikato DHB cyber attack : Cancer hub out of action in chaotic aftermath['New Zealand']New Zealand

Arup staff details stolen in cyber attack - New Civil Engineer['United Kingdom']United Kingdom

Cyber Attack Interrupts Services in Anson County , N . C .['United States']United States

Ransomware attack compromises RCMP ability to issue pay stubs['Canada'] Canada

Turkey : Rights groups fly rainbow flag with billboard hack['Turkey'] Turkey

Petersen International Underwriters Reports Data Breach Following Unauthorized Access to the Company Computer Network | Console and Associates , P . C .['United States']United States

Chipotle , Arby Involved in $1 Billion Hacking Scheme['United States']United States

Jio warns users of a cyber fraud through which hackers get access to Aadhaar , bank details['India'] India

Hacked : Windows , Ubuntu , Exchange , Teams , Zoom , Chrome , Safari , and Edge['United States']United States

Microsoft Live Tile Service Hacked as the Company Forgot It Existed['United States']United States

UK charity set up to counter Russian disinformation targeted in cyber attack['UK'] UK

Feds Warn Of 1 , 100 % Rise In Real Estate Phishing Scams['United States']United States

SFWA Data Breach ['United States']United States

Edcouch server hit by ransomware - The Monitor['United States']United States

Windows 10 Flaw Lets Hackers Create Booby - Trapped Documents on Your PC | IT News Africa - Up to date technology news , IT news , Digital news , Telecom news , Mobile news , Gadgets news , Analysis and Reports['South Africa']South Africa

Pickens Co . Schools prepare for second day of eLearning following cyber attack['United States']United States

Western Technical College Victim of Phishing Scandal['United States']United States

Gatchalian urges DICT to probe hacking of govt websites['Philippines']Philippines

Twitter Saudi hack : Ripple effect from Silicon Valley to Riyadh to Main Street['Saudi Arabia', 'United States']Saudi Arabia, United States

Phishing Scam Victimizes Top 40 Distributors['United States']United States

Catch NYC , Catch Steak hit with payment card skimming malware['United States']United States

Wall cant take DOD funds ; Taliban kill at US airfield ; Saudi pilots grounded ; Hacker tools , for rent ; And a bit more .['United States']United States

Sci - Hub creator Alexandra Elbakyan accused of hacking systems at 39 British universities['United Kingdom']United Kingdom

SamSam ransomware estimated to cost up to $1 . 5 million so far as CDOT continues to recover['United States']United States

B & N Says Word Game Cant Save Data Breach Suit['United States']United States

Govt Official : 65 % Of Businesses Got Hit By Cyber Attack['United States']United States



IT Consultant offers security advice following data breach['United States']United States

FARK . com : ( 9533654 ) IBM says cybercriminals are just going farking crazy : spam has rebloomed 400 % and ransomware has just gone nuts['United States']United States

IDF Blames Ten Percent of Computer Glitches on Hacking['Israel'] Israel

Caribbean banks see rise in cyber attacks['Caribbean']Caribbean

4 . 6 Million SnapChat Users Exposed as Hacker Steals Phone Numbers and Usernames['United States']United States

3 Men Arrested Over Suspected Hacking Scheme Targeting 60 Million['United States']United States

US is Number One ! In sales register hacking attacks , at least • The Register['United States']United States

NASA wins first hurdle to prove IEBC system hacking , generation of fake forms :: Kenya['Kenya'] Kenya

Vietnam police bust criminal ring selling smartphone spyware | Tuoi Tre News['Vietnam'] Vietnam

Oil & Gas Industry Faces More Frequent & Sophisticated Cyber Attacks : Deloitte['']

FCA receives just two data breach reports from IFAs in four years['United Kingdom']United Kingdom

Fresh Vehicle Hack Disables Airbags , Anti['United States']United States

Home Depot Slams $18M Fee Request In Data Breach Deal['United States']United States

Reckitt Benckiser cyber attack : Household goods giant grappling with challenging markets['United Kingdom']United Kingdom

Matrix Banker malware and insider threats['United States']United States

AnonCoders Claim to Have Hacked More Than 23 , 000 Twitter Accounts – The Cryptosphere['United States']United States

Some General Motors employees victims of identity theft hack['United States']United States

Malware Attack Didnt Mute Nuance Auto['United States']United States

Mishcon and Pinsents to battle in landmark Google data breach case['United Kingdom']United Kingdom

Hack attack shuts crypto ['Ghana'] Ghana

Allscripts data breach reminds users to prepare for the inevitable['United States']United States

Data - Stealing Malware ‘ Traced To Lebanon['Lebanon']Lebanon

This new trojan malware uses leaked source code of legit software to snoop on you['United States']United States

County employees targets of malware attack | Cops & Courts['United States']United States

Hackers are now attacking Cisco ASA VPN bug['United States']United States

Accounting firm confirms its investigating possible malware incident['Tuvalu'] Tuvalu

Hacked Mikrotik routers ['New Zealand']New Zealand

4 held for hacking water park website ['India'] India

The number of job seekers exposed by the PageUp hack now runs into the hundreds of thousands['Australia']Australia

Damages sought from customer allegedly affected by [ 24 ] 7 . AI data breach['United States']United States

FIA arrests ATM hackers in Karachi ['Pakistan']Pakistan

Clarksons says single user account to blame for data breach['Japan'] Japan

Brexit News : Russia hacking EU referendum claims need Mueller style inquiry says Collins | united kingdom | News['United Kingdom']United Kingdom

Senate Intel Vice Chair Mark Warner on North Korea hacking indictment['United States']United States

Claire Magecart hit is a serious cyber attack ( Includes interview )['United States']United States

Extremely unfortunate data breach at Cambridge University clinical school affects over 300 students['United Kingdom']United Kingdom

Second defendant in Shinnecock hacking case expected to be sentenced['United States']United States

After over 5 , 600 NetID accounts hacked , UW - Madison moves to implement third factor of authentication['United States']United States

Google Says It Will Pay Android Pixel Hackers $1 . 5 Million['United States']United States

Malware volume drops , crytptojacking down 78 %, stealthy attacks on web apps double['United Kingdom']United Kingdom

Nacogdoches County judge discusses new state - mandated cyber training on same day NISD infected by ransomware['United States']United States

Experian data breach preparedness study reveals increased investments in security arent stopping breaches['United States']United States

How Azerbaijani hackers stir panic among people in Armenian social media groups['Armenia'] Armenia

Some Beaumont employees fall victim to phishing scam , potentially exposing patient information['United States']United States

Parler collapse opens door to phishing attacks['United Kingdom']United Kingdom

Nuspire Threat Report : Q3 Saw 128 % Increase in Malware over Q2['United States']United States

Bloodborne 60fps Patch Released By Hacker['United States']United States

The Great iPwn : Journalists hacked with suspected NSO Group iMessage zero - click exploit - Business & Human Rights Resource Centre['Israel'] Israel

PHL is top target of banking malware in Asia - Pacific , Kaspersky says['Philippines']Philippines

Delaware Court of Chancery Dismisses Marriott Data Breach Derivative Suit | Goodwin['United States']United States

DCPS close - call with internet malware attacks ; school district superintendent reacts['United States']United States

Denounced in Viveiro the hacking of a website with 257 . 000 users['Spain'] Spain

Latvia has experienced the largest cyber attacks in history['Latvia'] Latvia

The work of the media platform “Looking” has been restored after a hacker attack['Russia'] Russia

Russian hackers attacked embassies using GoogleDrive and DropBox['Israel'] Israel



Technological equipment and cash: Hacked serially - and arrested['Israel'] Israel

Phishing: beware of this scam of light bulbs offered by EDF['France'] France

Rama, in a coded message to the prosecution, accepts the release of state secrets from system hacking['Albania'] Albania

Press : Iran thwarts hacks against public services['Iran'] Iran

The country that went through a cyber attack, and returned to using phone books and typewriters['Israel'] Israel

The hackers stole $1. 34 million from the Multichain protocol['Russia'] Russia

Google searches are new weapon to spread malware['Brazil'] Brazil

A world watches them! Mazatlán City Hall suffers a cyber attack; they look for who they were['Mexico'] Mexico

Ultimatum to recipients – Fedpol warns of phishing emails that threaten investigations into pedophilia['Switzerland']Switzerland

Brescia, hacker attack on the Municipality: ransom demanded of 1, 3 million euros in Bitcoin['Italy'] Italy

Lotenal reserves for five years file on Avaddon hack['Mexico'] Mexico

White House, alleged Russian cyber attack President has multiple options : International : International : News : The Hankyoreh['United States']United States

Hackers attack our energy sources ['Italy'] Italy

"Russian hackers" have learned how to send spam bypassing protection. The program sells well on the dark web['Russia'] Russia

More Gmail accounts hacked – IT Mag ['Algeria'] Algeria

In Khakassia, the server of "People's vote" was hacked['Russia'] Russia

Disaster subsidy application screen that confused the government for donation phishing['South Korea']South Korea

Hacker breaks into scammer CCTV cameras and computer records['United States']United States

Hackers replaced QR codes on Astrakhan mansions with links to adult sites['Russia'] Russia

Security Threat for Air-Gap Systems: New malware turns power supplies into speakers['Germany']Germany

Company bank account hacked, RM727,000 transferred [METROTV]['Malaysia']Malaysia

Serious cyber attack on a law firm: pirates take 3 million from an operation['Spain'] Spain

Messenger phishing, which identified even family members in need of money, increased damage by 52%['South Korea']South Korea

El Salvador TSE denounces hacking and announces security system for elections['El Salvador']El Salvador

Report a data breach or new attacks await['Sweden'] Sweden

Minister Vladislav Goranov: I apologize to the Bulgarian citizens injured by the hacker attack against the NRA and assure them that their information continues to be protected['Bulgaria'] Bulgaria

Artificial fingerprints hack smartphones - Technology['Bulgaria'] Bulgaria

Defense hacks began in December ['Spain'] Spain

Chrome, Safari and Edge are riddled with 0-Day flaws and easy to hack['France'] France

All Android gadgets are vulnerable to hackers['Russia'] Russia

Blackmail ?: Hackers hijack the server at Greven Marketing - Greven['Germany']Germany

US accuses Russia of hacking from Mexico and 6 other countries['Mexico'] Mexico

[Exclusive] Cryptocurrency hacking, in-email malicious code technique['South Korea']South Korea

The hacker attack on the CEC took place at night and was successfully repelled['Russia'] Russia

Instagram | Leading Spanish riders suffer a wave of hacks['Spain'] Spain

They investigate the alleged hacking of a giant screen of an electrical appliance store with insults to the President['Argentina']Argentina

More than 8 million pieces of pornographic player malware have been captured. Purifying the network cultural environment requires multi-level coordination and linkage _ News Center _ Dahe.com['China'] China

The Irkutsk court returned the viruses to the convicted hacker and confiscated them again - Sib. fm['Russia'] Russia

ï»¿Argentine security suffers hack ['Argentina']Argentina

326K Aetna members involved in mailing vendor ransomware fallout['United States']United States

Feedly Hacked and Crashed ['Turkey'] Turkey

GP: Hacker who attacked a medical facility in St. Petersburg arrested in absentia['Russia'] Russia

Android malware 'Mazar' hijacking devices, details revealed['United States']United States

This is the Hacking of the Republic of Indonesia Attorney General's Office and the Press Council, The Reason is Unique!['Indonesia']Indonesia

Fire truck hacked in the Netherlands ['Netherlands']Netherlands

The science committee will discuss the hacking of the computers of the rabbis['Israel'] Israel

BGK warns against hackers ['Bangladesh']Bangladesh

Hackers infiltrated ERCA many months before $292K pfishing scam , impersonated staffer['Ethiopia'] Ethiopia

PRIVACY ALERT : Health Net of California , Inc . and Affiliated Companies Under Investigation for Data Breach Impacting More Than 1 . 3 Million Members['United States']United States

Hackers Breach Punjab Land Record Authority['India', 'Pakistan']India, Pakistan

Hackers use single bit change in Intel CPU register to evade detection['United Kingdom']United Kingdom

Mercenary Hacking Group Deploys Android Malware['United States']United States

Australia , united kingdom to jointly target state - based actors and ransomware groups['Australia', 'United Kingdom']Australia, United Kingdom

Salem NH Malware / Phishing Cybersecurity - Threat Management Services Updated['United States']United States

Uber Staff Believed the Alleged Juvenile Hacker Attack was a Prank .['India'] India



Weeks after a ransomware attack , some workers still worry about paychecks['United States']United States

Senegal : Hackers threaten to leak telecom regulator strategic data['Senegal'] Senegal

Phoenix Programs of Florida , Inc . Experienced Data Breach Following Compromised Email Accounts | Console and Associates , P . C .['United States']United States

Suffolk University Reports Data Breach Impacting Thousands of Current and Former Students | Console and Associates , P . C .['United States']United States

KentuckianaWorks notifying over 100 people of possible data breach['United States']United States

CZ Responds to Binance Hack ['Czech Republic']Czech Republic

Chipotle , Customers Seek Approval Of Data Breach Settlement['United States']United States

Federal government issues malware streaming warning['United States']United States

Adapt IT unit Conor hit by massive data breach['South Africa']South Africa

Hackers gain access to Vermont ACO email account , possibly exposing data of 25 , 000 patients['United States']United States

Atla Servers Hacked Again to Spawn Land Whales and a Subscribe to PewDiePie Message['United States']United States

Legal fees to push cost of police hacking kiosks past £700 , 000['United Kingdom']United Kingdom

Possible data breach being investigated at Galway hospital after patients receive scam letter['Ireland'] Ireland

Oklahoma Pension Fund Cyber Attack Shows Rising Risk for Munis['United States']United States

Political targets at risk as Fancy Bear returns with refreshed backdoor malware['Russia'] Russia

Social Shorts : Another Facebook data breach , LinkedIn translation settings and 2020 digital ad spend forecasts['United States']United States

Giving Season for Some , Hunting Season for Hackers['United States']United States

Apple ID lock email phishing scam ['United States']United States

Russians suspected of hacking Wisconsin Dems['United States']United States

ABTA takes more than a fortnight to alert customers of data breach['United Kingdom']United Kingdom

Sony Pictures & global banks among targets of N . Korean hackers , says Group['United States', 'Japan']United States, Japan

Probe team identifies hacking sources ['Qatar'] Qatar

Warning to UAE Snapchat users over hacks and privacy['United Arab Emirates']United Arab Emirates

Malware hampering ecommerce experience['United Kingdom']United Kingdom

ICYMI : Spyware ; US data law ; NSA tools hack ; Games DDoSd ; Skills gap['United States']United States

Stuttgart woman blames Arkansas DH data breach for outstanding hospital bills['United States']United States

Hackers target Amazon , Argos and Tesco shoppers ahead of Cyber Monday['United States', 'United Kingdom']United States, United Kingdom

Secretary of State Reagan : Feds cant confirm Russia hack of AZ voters['United States']United States

A Team : How much did the 2012 tax department data breach cost the SC ?['United States']United States

Federal authorities announce indictment in international computer hacking incident['United States']United States

Former Rutgers student pleads guilty in massive internet malware scheme['United States']United States

New Israeli method can hack security cameras to unlock doors['Israel'] Israel

Hacked medical devices could wreak havoc on health systems['United States']United States

Bangladeshi hackers attack Delhi University website['India'] India

Foreign Hackers Appear To Target Scudder Campaign['United States']United States

Andheri - based co - operative bank server hacked , Rs 97 lakh siphoned['India'] India

RSW 4th most vulnerable airport for cyber attacks in the country , study shows['United States']United States

Hartlepool pizza shop says sorry after drugs and sex acts appear as online menu items following cyber attack['United Kingdom']United Kingdom

Pharmacy chain warns hacker could have stolen data of 20 , 000 customers['Japan'] Japan

EWC issues phishing alert ['United States']United States

Coalition alleges plan to hack INEC servers['Nigeria'] Nigeria

Kraken Cryptor Ransomware Expands Its Presence on the Dark Web['United States']United States

Calls grow for government action after Lion receives US$800 , 000 ransomware demand['United States']United States

Data Breach at Bank of America - Infosecurity Magazine['United States']United States

Porter County tightening cybersecurity after LaPorte County hack['United States']United States

Bar Exams In The Time Of COVID : Crashes , Hacks , And ( A Few ) Masks['United States']United States

Airplane Hack Exposes Weaknesses of Alert and Avoidance Systems['United States']United States

Kogan delivery firm hit by cyber attack amid COVID - 19 sales surge['Australia']Australia

Chinese APT Debuts Sepulcher Malware in Spear - Phishing Attacks['China'] China

Dark web hackers say they hold keys to 10 , 000 Robinhood accounts['Canada'] Canada

Delta 6 Participates in first Satellite Hacking Exercise['United States']United States

Sepa cyber attack likely to be by international organised cyber - crime groups['United Kingdom']United Kingdom

OSG to press charges vs hackers of website['Philippines']Philippines

CDPR advises caution in using Cyberpunk 2077 PC mods after discovery of security exploit['United States']United States

US - Canadian gets 11 years for laundering money for a North Korean hacking group['Canada', 'North Korea']Canada, North Korea



IT Pro News in Review : Twitter hack sentencing , Infosecurity conference go - ahead and BT strike warning['United Kingdom']United Kingdom

Researchers uncover flaw that makes Wi - Fi vulnerable to hacks['Somalia'] Somalia

Hackers stole data from every second attacked Russian with a VPN['Russia'] Russia

Cyberattack on Audius for $6 million - experts recreated the hacker's actions['Ukraine'] Ukraine

3 million users have fallen victim to a new family of malware['Russia'] Russia

Another computer platform of the Strategic Intelligence Center was violated by hackers['Ecuador'] Ecuador

A cyber attack during the broadcast of a football match is an attempt to sow panic, the head of the State Intelligence Service['Ukraine'] Ukraine

Ends after more than 3 . 000 hacks and 300 direct victims of the scam uncovered by a resident of Benicàssim['Spain'] Spain

Roskachestvo urged to beware of phishing links for payment when buying used equipment['Russia'] Russia

Hackers forgot to protect the database of stolen accounts. It was available through a Google search.['Russia'] Russia

CISA reports new malware targeting Pulse Secure devices['United States']United States

Breach found in gaming PCs that gives hackers access to the OS kernel['Russia'] Russia

Malware distribution that exploits Google ads -- MS points out the shift from using email['Japan'] Japan

Beijer Alma's subsidiary Habia Cable exposed to data breach['Sweden'] Sweden

['http://macdailynews.com/2018/06/12/for-almost-11-years-hackers-could-easily-bypass-3rd-party-macos-signature-checks/', 'https://www.gizmodo.com.au/2018/06/a-mix-up-meant-malware-could-have-posed-as-apple-software-and-nobody-noticed-for-over-10-years/', 'https://www.blacklistednews.com/article/66421/bugs-allowed-hackers-to-make-malware-look-like-apple.html', 'http://www.gizmodo.co.uk/2018/06/a-mix-up-meant-malware-could-have-posed-as-apple-software-and-nobody-noticed-for-over-10-years/', 'https://nakedsecurity.sophos.com/2018/06/18/apple-code-signing-flaw-could-have-made-mac-malware-look-legit/', 'https://gizmodo.uol.com.br/malware-apple-decada-despercebido/', 'https://arstechnica.com/information-technology/2018/06/simple-technique-bypassed-macos-signature-checks-by-third-party-tools/', 'https://www.scmagazine.com/flawed-code-signing-process-could-have-let-attackers-pass-malware-off-as-apple-approved/article/772987/', 'https://www.macrumors.com/2018/06/12/macos-security-apps-malware-bypass/']Third - Party macOS Security Tools Vulnerable to Malware Code - Signing Bypasses for Years['United States']United States

FBI investigates more than 100 episodes of cyberattacks after Pipeline and JBS hack['United States']United States

How "Russian" hackers helped expose dark deals in US federal courts['United States']United States

Briefly informed: IoT, Amazon, Linux malware, Dax['Germany']Germany

[Exclusive] As the scammers say... Coin phishing ripped off 40 million won in an instant['South Korea']South Korea

CoWIN Hacked Reports Appear To Be Fake, But Will Investigate : Center || Reports that Ko's site was hacked and information leaked are false['India'] India

Report : Open Source Crypto Wallet Hacking Malware Found on Network['Ukraine'] Ukraine

Societe Generale tackles ransomware to defend its assets['France'] France

A series of cyber attacks targeting Southeast countries - Digital World['Southeast countries']Southeast countries

Employment | The cyber attack on the Labor Inspectorate in Granada keeps 40 officials without a computer['Spain'] Spain

Fear of WhatsApp hacking, advisory issued to ministries and divisions['Pakistan']Pakistan

Hackers hacked the service created for free by Czech IT specialists in exchange for a 16 million dollar tender['Czech Republic']Czech Republic

They warn of a wave of hacking attempts to cell phones of young people from Corrientes['Argentina']Argentina

Microsoft brand spoofed in 1 in 5 phishing attempts['France'] France

11 questions about the hack to the BCR - El Financiero['Costa Rica']Costa Rica

Remote class file download disguised ransomware attack advisory : IT : Economy : News : The Hankyoreh['South Korea']South Korea

Have you received an email from Finanssiala's Esko Kivisaari? Be careful, because the message may contain malware that steals your computer's data - Talous['Finland'] Finland

Caught 2 hackers, hacked lines, borrowed money, took people's card information, opened a SIM card, stole accumulated points to sell.['Thailand']Thailand

Increasing trend of phishing campaigns in Vietnam | CyRadar: Outbreak of phishing campaigns in Vietnam['Vietnam'] Vietnam

Blackmail and hacking would be behind the alleged harassment, rector Prasca denounces['Colombia']Colombia

Phishing - attack on government critics in Egypt - with apps from the Play Store['Egypt'] Egypt

Gulf News | Increased cyber attacks against 400 Bahraini financial institutions['Bahrain'] Bahrain

Detecting hackers launching APT attack campaign on banks['Vietnam'] Vietnam

TSE did not correct 40% of the company's observations Ethical Hacking | BOLIVIA - Newspaper of the Plurinational State['Bolivia'] Bolivia

Corruption Prevention Coordination Meeting in Tuba, KPK Touches on LPSE Auction Hacking['Indonesia']Indonesia

The organizers of the ZOI confirmed the hacker attack, but did not reveal the source['Slovenia']Slovenia

Extorted Medemblikse face to face with hacker in Haarlem court['Netherlands']Netherlands

['http://articles.economictimes.indiatimes.com/news/international/world-news/uk-mps-pressure-mark-zuckerberg-to-testify-on-facebook-data-breach/articleshow/63989813.cms', 'https://www.onenewspage.com/n/Front+Page/1zj7zercle/UK-MPs-Pressure-Mark-Zuckerberg-To-Testify-On.htm', 'http://www.gdnonline.com/Details/350151', 'https://www.thenews.com.pk/print/311651-zuckerberg-asked-to-testify-on-facebook-data-breach', 'http://www.france24.com/en/20180501-uk-mps-pressure-zuckerberg-testify-facebook-data-breach', 'https://timesofindia.indiatimes.com/world/uk/uk-mps-pressure-zuckerberg-to-testify-on-facebook-data-breach/articleshow/63989996.cms', 'https://www.thenews.com.pk/print/311570-uk-mps-pressure-zuckerberg-to-testify-on-facebook-data-breach', 'http://www.business-standard.com/article/pti-stories/uk-mps-pressure-zuckerberg-to-testify-on-facebook-data-breach-118050100895_1.html']UK MPs pressure Zuckerberg to testify on Facebook data breach | World | thenews . com . pk['United Kingdom']United Kingdom

Phishing scams target accountants ['South Korea']South Korea

Dozens of camera systems hacked: criminals peep into shops, houses and farms['Netherlands']Netherlands

Employees, Gap for Hackers to Carry Out Massive Cyber Attacks – VIVA['Indonesia']Indonesia

Postal Police | hacker alert | so they steal your bank account passwords['Italy'] Italy

In the hacker's den at Brno's FIT: united kingdom, we were attacked by attacks on Bluetooth and our own smart boxes['Czech Republic']Czech Republic

DeepApple • iPhone jailbreak tool maker hit by hackers['United States']United States

Gothenburg police are charged with data breach['Sweden'] Sweden

Sparkasse : Mail Entering the PIN incorrectly several times is phishing['Germany']Germany

73 Variations of Malware in Mainland Steal Mobile Data via SMS['China'] China

National Director of the PDI confirms first cases of cyber attack in the country['Chile'] Chile

ynet hacks and drugs: an undercover agent incriminated dozens in the south['Israel'] Israel

Hackers , new data leak threatens accounts and passwords . institutions at risk['Italy'] Italy

A hole has been discovered in Linux. It has been in the system for seven years and hackers are now actively using it['Czech Republic']Czech Republic



They hacked a disconnected computer with a drone, a laser and a printer['France'] France

Third hack that didn't even have to break passwords['Uruguay'] Uruguay

Hacker Sabotaging ISIS Scolds White House: You Have Lousy Security['Czech Republic']Czech Republic

Phishing attack abuses Credissimo's name['Bulgaria'] Bulgaria

These are the countries most affected by Crysis ransomware['United States']United States

Payment terminals for 20 thousand. Chinese gas stations were blocked as a result of a cyber attack['China'] China

More than 200 media representatives and publishers have been hacked worldwide['Latvia'] Latvia

There are no limits to audacity: Hackers are specifically targeting the disabled['Lithuania']Lithuania

Odisha : Crime Branch freezes accounts of suspected hackers | Bhubaneswar News['India'] India

193 , 510 , 152 cyber attacks on APIs in India between December 21 and April 22 : Akamai['India'] India

Australians targeted by fake myGov email phishing scam['Australia']Australia

Chelan - Douglas Health District targeted in cyber attack['United States']United States

Nephew of jailed Hotel Rwanda dissident hacked by NSO spyware['Rwanda'] Rwanda

SFERRA reveals April data breach ['United States']United States

Top U . S . Fuel Pipeline Hires Cyber Safety Boss Months After Hack['United States']United States

Crypto hacking event returns to Dubai ['United Arab Emirates']United Arab Emirates

TfNSW hit by second cyber attack in less than 18 months['Australia']Australia

Humana notifies members of provider portal data breach['United States']United States

Sri Lanka warned against foreign employment , import parcel phishing scams['Sri Lanka']Sri Lanka

Zendesk discloses 2016 data breach ['Japan'] Japan

Lenovo installed software making laptops vulnerable to hacking['China'] China

Puerto Rico GSA website running normally after hacking attempt['Puerto Rico']Puerto Rico

Firm seeks victims in data breach case ['United States']United States

HIV Scotland fined £10 , 000 for email data breach['Scotland']Scotland

Terrifying : Hack Shows Extent of Private Data US License - Plate Readers Collect['United States']United States

How Canberra hacker cracked WHO passwords in hours['Australia']Australia

Attackers Exploit Zero - Day in WordPress Plugin - Infosecurity Magazine['United Kingdom']United Kingdom

SOM - MI AG Nessel Demands Data Breach Information['United States']United States

New York Expands Scope Of Data Breach Notification And Cybersecurity Requirements And Enacts SHIELD Act - Security['United States']United States

Starwood hack details ; GM labor squabble ; Weather Channel gets sued['United States']United States

Kid hackers break XSS defences , find hack hole in 2 million websites • The Register['United Kingdom']United Kingdom

9 Investigates : International hacking group attacks Charlotte websites during riots['United States']United States

Apple iCloud : Beware Customer Support Phishing Scam['United States']United States

Dnc Email Hacking ['United States']United States

Analysts Reveal Link to Commercial Spyware for Surveillance of Journalists and Activists['United States']United States

Sudan Government Is Using A Shady Hacking Group To Hunt ISIS['Sudan'] Sudan

AAP Rejects MCD Results , Alleges EVM Hacking by BJP – THE DAYAFTER['India'] India

GameStop Currently Investigating Possible Data Breach['United States']United States

QNA suspends online services temporarily due to hacking['Qatar'] Qatar

Wiper Malware in Global Attack Actually Destroys Data['United States']United States

New apps claiming to solve GST maths may be malware['United Kingdom']United Kingdom

Incredible , Google Costa Rica Hacked ! ['Costa Rica']Costa Rica

AG Brnovich Announces $5 . 5 Million Settlement with Nationwide Insurance after Data Breach['United States']United States

An oil industry hacker facing jail , a $20m damages bill , and claims of counter['United Kingdom']United Kingdom

['https://gadgets.ndtv.com/internet/news/aditya-birla-fashion-retail-abfrl-data-leak-breach-vulnerable-hacker-shinyhunters-2715489', 'https://www.thehindubusinessline.com/companies/abfrl/article64895452.ece', 'https://techstory.in/aditya-birla-fashion-portal-faces-data-breach/', 'https://zeenews.india.com/companies/aditya-birla-fashion-faces-data-breach-over-5-4-million-email-ids-compromised-2428284.html', 'https://inc42.com/buzz/aditya-birla-fashion-retail-faces-major-700-gb-5-4-mn-user-data-breach/', 'https://www.medianama.com/2022/01/223-aditya-birla-fashion-and-retail-data-breach/', 'https://www.bhaskar.com/tech-auto/news/aditya-birla-fashion-abfrl-data-allegedly-leaked-online-over-5-million-email-addresses-breached-129303249.html']Aditya Birla Fashion (ABFRL) Data Allegedly Leaked Online, Over 5 Million Email Addresses Breached | Aditya Birla Fashion's stolen data includes credit card, hackers leak email online['India'] India

Call center to launch for labor department hack victims['United States']United States

China Tech Companies Power Ahead , Euro Too Strong and HBO Hacked['China'] China

What Is Emotet ? Allentown Hit by $1 Million Malware Attack['United States']United States

Russian Twitter Trolls Exploit Florida School Shooting | Hot Topics['United States']United States

Almost 100 people in Taiwan affected by malicious malware app['Taiwan'] Taiwan

Ransomware reach expands ['South Africa']South Africa

Vox Sentences : Another Russian hack ['Russia'] Russia

Eighth Circuit Approves $10 Million Settlement In 2013 Data Breach Case Against Retailer - Data Protection['United States']United States

Romania : Hackers hold City Hall in Romania to ransom['Romania']Romania

Data breach exposes critical health information on 2 million Mexicans['Mexico'] Mexico



[ H ] ardOCP : A Malware Strain Uses the Windows Installer and Self Destructs to Elude Detection['United States']United States

Volker neighbors concerned key fobs are being hacked['United States']United States

B . C . privacy officials look into data breach involving bankrupt computer retailer['Canada'] Canada

Latest Data Breach : SMS Text Database Exposed['United States']United States

Kaspersky foils 56 % more phishing attempts against SEA SMBs in Q1 2020['SEA'] SEA

Government websites down in possible new hacking case | News['Greece'] Greece

A security mishap left Remine wide open to hackers – TechCrunch['United States']United States

Library officials confident post ransomware attack['United States']United States

HSE chief says cost of cyber attack could reach €100m['Ireland'] Ireland

Today D Brief : Iranian warship sinks ; NATO defense chief agenda ; Ransomware hits meat industry ; No new Air Force Two ; And just a bit more .['Iran'] Iran

Florida shuts down three fradulent phishing COVID - 19 websites['United States']United States

MCH group targeted in latest Swiss cyber attack['Switzerland']Switzerland

Luxury hotel chain hit twice by hackers after reneging on ransomware payment['United Kingdom']United Kingdom

Maine comic book stores face delays after distributor hack['United States']United States

['https://forums.appleinsider.com/discussion/228508', 'https://economictimes.indiatimes.com/magazines/panache/zoom-rolls-out-key-security-update-on-mac-to-prevent-hackers-from-gaining-device-control/articleshow/93589961.cms', 'https://www.indiatvnews.com/technology/news/zoom-for-macos-no-hacker-can-now-overtake-your-account-know-how-2022-08-15-800103', 'https://appleinsider.com/articles/22/08/14/zoom-updates-macos-app-to-patch-root-access-exploit', 'https://tekno.kompas.com/read/2022/08/15/12390047/ada-celah-keamanan-hacker-rawan-bobol-macos-lewat-aplikasi-zoom', 'https://www.techradar.com/news/the-macos-installer-for-zoom-installer-could-let-hackers-hijack-your-device', 'https://www.sanook.com/hitech/1562969/', 'https://www.theverge.com/2022/8/12/23303411/zoom-defcon-root-access-privilege-escalation-hack-patrick-wardle']The Zoom installer let a researcher hack his way to root access on macOS['USA'] USA

Ransoms Paid for Hackers Reach Massive Sizes['China'] China

2 South Korean citizens arrested for helping North Korean hackers break into state data['South Korea']South Korea

Beware of email messages that use the ANAF logo! Hackers send documents about overdue tax payments that can infect electronic devices. Check the source of the received message['Romania']Romania

Netflix: a new phishing campaign targets subscribers['France'] France

They hacked CONICET and kidnapped data from the headquarters['Argentina']Argentina

Affectations due to hacking to the JMAS exceeded 900 thousand pesos['Mexico'] Mexico

Opposition with a super team to hack us: AMLO['Mexico'] Mexico

The porn site was indeed a fake site - spreading malware['Finland'] Finland

franceinfo conso . Bank hacking: customers grounded['France'] France

The hacker published the credentials of 500 thousand people. VPN - Fortinet devices['Russia'] Russia

Fraudsters came up with a new scheme of deception under the guise of hacking and obtaining a loan at the State Services['Russia'] Russia

The victims of the data breach in the office have made 25,000 criminal reports about extortion - the police still hope for more and will start hearings in the fall['Finland'] Finland

Cybersecurity | Security warns of sending emails that impersonate the Tax Agency and contain malware['Spain'] Spain

Worst cyber attack in US history. The virus does not affect Russian computers['United States']United States

Hackers Use Patched 0Day - Vulnerability in IE to Install RAT['Russia'] Russia

Two young men arrested for hacking a company's website to steal sums of money "online"['Egypt'] Egypt

Show me the hidden enemy... 2 arrested for first-person shooter game hacking program['South Korea']South Korea

Last year, one in three EU citizens was hit by a hacker attack['European Union']European Union

He revealed a campaign to “hack” financial and military institutions in Europe['Europe'] Europe

Pharmacy employee in northwestern Scania charged with data breach['Sweden'] Sweden

KKP's official website can't be accessed. Pontianak Journalist: Attacked by Malware['Indonesia']Indonesia

Malware - Urfa . com ['Turkey'] Turkey

Indian High Commission condemns website hacking['India'] India

Hacker identified for stealing 'Game of Thrones' from HBO['United States']United States

['http://www.the-daily-record.com/local%20news/2017/08/08/123000-people-affected-by-hack', 'http://www.times-gazette.com/local%20news/2017/08/10/123000-people-affected-by-hack-of-warcog']123 , 000 people affected by hack of WARCOG['United States']United States

Popular malware variant learns to extract passwords from browsers and VPNs['Russia'] Russia

Study : 39% of Russian SMB companies faced targeted cyber attacks['Russia'] Russia

An employee downloaded The Sims 4 and provoked an energy company hack['Russia'] Russia

Cell for hacker Russian secret service | Abroad['Russia'] Russia

Wolf is victim of cyber attack ['Austria'] Austria

Firefox add-on blocks Facebook phishing['Finland'] Finland

Driver arrested for data breach ['Sweden'] Sweden

[Exclusive] Chinese voice from IP … A series of suspected hacking cases['China'] China

Nuclear physicist accused of hacking 18,000 victims, including Vatican cardinals['Italy'] Italy

Russian "hacker" mafias extort thousands of companies and individuals in Madrid['Spain'] Spain

Fact: Hacker program steals files and creates chaos['Denmark']Denmark

['http://www.lockportjournal.com/news/credit-firms-skip-hearing-on-identity-theft-data-breach/article_0a078ebb-9be6-56a2-b452-60135a49272b.html', 'http://www.foxbusiness.com/markets/2017/09/28/credit-firms-skip-hearing-on-identity-theft-data-breach.html', 'http://www.foxbusiness.com/markets/2017/09/28/latest-credit-firms-skip-hearing-on-data-breach.html']The Latest : Credit firms skip hearing on data breach['United States']United States

Russians tried to hack the Turret ['Netherlands']Netherlands

Cerber Ransomware Has More Ability to Steal Cryptocurrency['Vietnam'] Vietnam

Hackers try to cheat on behalf of a credit company['Bulgaria'] Bulgaria



Highly sensitive medical documents leaked online as hacker £3million Bitcoin ransom is rejected['United Kingdom']United Kingdom

This Windows Malware Can Steal Your Financial Data['China'] China

Kol ATMs under sophisticated hacking attack | Kolkata News['India'] India

Amid big hacks , U . S . spy agency touts collaboration center with private industry['United States']United States

India Retail Industry Most Vulnerable to Ransomware['India'] India

Lubbock Heart & Surgical Hospital Reports Data Breach Affecting 23 , 379 Patients | Console and Associates , P . C .['United States']United States

Roblox hack returns , banning innocent players from the platform['United States']United States

ADATA denies RansomHouse hack , says leaked data is from 2021 attack['Russia'] Russia

MuddyWater APT Group Using New Malware , US and united kingdom Cybersecurity Agencies Warn['US', 'United Kingdom']US, United Kingdom

Concerns Over Fortinet Flaw Mount ; PoC Released , Exploit Activity Grows['United States']United States

The phones went berserk : Brisbane business besieged by pornographic content after Facebook hack['Australia']Australia

Chicago sues Marriott over data breach claiming hotel chain failed to protect personal information['United States']United States

Credit Card Compromise Up 212 % as Hackers Eye ...['United States']United States

Phone Malware Company Linked To Greek Domestic Surveillance Scandal Raided By Law Enforcement['Greece'] Greece

BTC - Alpha Is Back On Coinmarketcap After a Ransomware Attack['United States']United States

Chile bank regulator shares IOCs after Microsoft Exchange hack['Chile'] Chile

Redstor rescues vets hit by ransomware attack['South Africa']South Africa

Malware exploits streaming platforms ['South Africa']South Africa

Hacker sentenced to four years after cyber - attack on ...['United Kingdom']United Kingdom

Hacker arrested for stealing , selling PII of 65K hospital employees['Russia'] Russia

Scary Granny zombie game slurps credentials , spawns phishing attack['United States']United States

Seven & I Holdings resets all 7pay passwords after ¥38 . 6 million hack['Japan'] Japan

Iosif Florea sentenced in Alabama text messaging phishing scam['United States']United States

Data breach fixes could impact patient care : study['United States']United States

Geisinger : Health plan member information could have been exposed in data breach['United States']United States

Dead - tree fake news purveyors hit by weekend hack attack['United States']United States

Hackers attacked the municipal sites of the Altai Territory['Russia'] Russia

Splatoon 2 Hackers Are Forcing Unreleased Content Onto Other Players['Japan'] Japan

Uber And Lyft Drivers Protest ; GM Redeems Itself ; Another Major Crypto Hack['United States']United States

True Stories From the Field : When Malware Attacks your Linux Servers['United States']United States

Copycat Hackers Are Holding More Than 1 , 000 Databases for Ransom['United States']United States

Proton malware uses real Apple code ['United Kingdom']United Kingdom

Cyren : Point , Click and Hack — Phishers Try Wix['United States']United States

After blitzing FlexiSpy , hackers declare war on all stalkerware makers : Were coming for you • The Register['United Kingdom']United Kingdom

North Korean hacking cells of kids plucked from school['North Korea']North Korea

Council fined 100000 after hackers stole sensitive information['United Kingdom']United Kingdom

The Buckle latest retailer to suffer POS malware attack['United States']United States

The Autonomous Report : Researchers find two methods to hack LiDAR['Canada'] Canada

HHS updates OCR data breach reporting tool['United States']United States

Iranian Hackers Targeted Deloitte Via A Seriously Convincing Facebook Fake['United States']United States

Hackers target thousands of SuperValu customer details['Ireland'] Ireland

Money transfer hack : Threat is real and what to do about it['United States']United States

DarkHotel hackers are going after political targets instead of CEOs with new Inexsmar malware['North Korea', 'South Korea', 'Japan']North Korea, South Korea, Japan

China hack suspicion in US warship accident dismissed['United States']United States

HaoBao Malware Hitting Banks Scans for Bitcoin Activity['United States']United States

The strange case of the data breach that stayed online for a month • The Register['United Kingdom']United Kingdom

Former Canadian Pacific IT worker sentenced to 1 year in prison for hacking into company network['Canada'] Canada

Tax Preparation Firm Settles FTC Claims Flowing From Data Breach['United States']United States

Hackers stealing down payments and deposits from home buyers via fake emails and phone numbers['United States']United States

Beware , Cyber Thieves Target Mobile Phones with Aggressive Malware , Ransomware['United States']United States

Investigation launched following data breach at University of Limerick['Ireland'] Ireland

Cybereason Builds a Honeypot Masquerading as a Financial Services Company and Traps Hackers Looking to Steal Sensitive Information['United States']United States

Win 7 , Server 2008 Total Meltdown exploit lands , pops admin shells • The Register['United Kingdom']United Kingdom

iOS 9 . 1 Hack Brings Hacker Team $1 million['China'] China

Romanian Woman Pleads Guilty for Hacking MPD Surveillance Cameras['United States']United States



Under Attack : Israeli Cyber Experts Warn Of Large - Scale Healthcare Hacks['Israel'] Israel

Disturbing Smartphone Hacks Hit Saudi Activists Via WhatsApp['Saudi Arabia']Saudi Arabia

Dailymotion fined EUR 50 , 000 for 2016 data breach['France'] France

Data breach victims protected by new Arizona law['United States']United States

Ddos - for - hire : Teenager sold cyber attacks via website['United Kingdom']United Kingdom

Group behind corporate computer hacks planning further attacks : IB['India'] India

Phishing for clicks : Behind Penn State self - phishing campaign | News | Penn State | State College | Daily Collegian['United States']United States

ACT vulnerable to cyber attacks , says auditor - general['Australia']Australia

Brush sentenced to prison for sex crimes , computer hacking['United States']United States

Educational Enrichment Systems , Inc . - Notice Of Data Breach['United States']United States

Russia Hacked the Election , Trump Hacked Team Obama Brains['United States']United States

Golden Valley Health Centers Notifies Patients of Data Breach['United States']United States

Fraudsters Impersonate USPS in Phishing Campaign to Steal Your Credit Card Data['United States']United States

TWU systems recovering after Friday ransomware attack['United States']United States

Vietnamese State Hackers Deploy Coin Miners to Victims - Infosecurity Magazine['Vietnam'] Vietnam

U . K . Arrest in SMS Bandit Phishing Service – Krebs on Security['United Kingdom']United Kingdom

Researcher hacks 55 banking apps ['Australia']Australia

No less than 20,000 hacking sites blocked worldwide['France'] France

There was no concealment of Gate.io hacking damage… Reserve 100 in reserve['South Korea']South Korea

In the first half of this year, 894 complaints related to bank voice phishing increased['South Korea']South Korea

Russian hackers - US offers $15 million for Conti gang['United States']United States

Hacker groups Fancy Bear and Ghostwriter attack Ukraine -- Google warns['Ukraine'] Ukraine

Iranian hackers took responsibility for the BIM alarms['Iran'] Iran

Telex: Twitter tests a tweet editing function, Malware attacks Lambda from AWS, Boeing bets on multicloud['United States']United States

Millions of computers are infected with spyware, with which employers monitor your every move: They measure productivity by invading privacy['Croatia'] Croatia

Conti Hack: This is all that is known so far['United States']United States

Guerrero municipality hacked, and more than 8 million pesos are stolen['Mexico'] Mexico

IBM X - Force - Report : Europe the second most affected region by cyber attacks after Asia['Europe', 'Asia']Europe, Asia

NEWSru. co. il :: Israel Ministry of Justice report on hacker attacks during the corona crisis : in one case, the ransom ended up in Iran['Israel'] Israel

Fe y Alegría was hacked at the launch of the raffle['Venezuela']Venezuela

Monday : Ransomware Attack , Didi Retreat , Sweden Pension , Luca & Lego Apps['Sweden'] Sweden

Hackers turned the Gosuslug bot into a COVID dissident['Russia'] Russia

Six people arrested for defrauding 150. 000 euros with bank cards obtained through phishing['Spain'] Spain

Six people in the MyIMMs system hack were arrested['Malaysia']Malaysia

Alert for cyber attack at the University of Miami['United States']United States

Nothing is free in this world... 2Financial sector low interest loan phishing warning['South Korea']South Korea

[Exclusive] North Korea attempts to hack 10 domestic media outlets... Aimed at infiltrating the server['South Korea']South Korea

As a result of the cyber attack in the USA, the products of the company in Lithuania were not damaged['USA', 'Lithuania']USA, Lithuania

A possible hack by hackers has been reported on the cheap . lt and leakage of user data['Lithuania']Lithuania

Data breach at the European Parliament, over 16 thousand accounts violated['European Union']European Union

Pakistan human rights defenders victims of hacking campaign, says Amnesty International · Global Voices Français['Pakistan']Pakistan

Anonymous has been hacking US government websites for a year now['United States']United States

Maersk rival hit by major IT crash: Allegedly due to a hacker attack['Denmark']Denmark

Police Waiting for DKI Provincial Government Report Regarding Hacking Corona Virus Monitoring Site['Indonesia']Indonesia

AllianzRisiko Barometer: For the first time, companies evaluate cyber attacks, data leaks and other security incidents as the world's greatest risk to their business - Mittelstand Cafe['Germany']Germany

Hacking Team: Ex-CEO declares spy software company dead for good['Italy'] Italy

Russian man jailed for 4.5 years for 80 hacks of online stores['Russia'] Russia

Microsoft warns Dexphot malware has infected nearly 80 . 000 computers - Digital World['Vietnam'] Vietnam

Another City Hall account hacked in less than 24 hours['Spain'] Spain

CSS twitter hacked to threaten Nito ['Japan'] Japan

Chamber takes action after page hack ['Dominican Republic']Dominican Republic

Hacking the world's largest biometric database['India'] India

Harsh criticism of the Social Services Agency after a four-year hacker attack: It indicates to me that no one is looking at their log files, as they should otherwise['Denmark']Denmark

Mac malware CoinTicker installs backdoors on the computer - Tietoturva['Finland'] Finland

Copenhagen's 2,000 city bikes were hacked, the information about the location of the bikes disappeared - Is the perpetrator from within the organization?['Denmark']Denmark



More hackers - attacks on Saxon authorities['Germany']Germany

Hacking to SPEI by 300 mdp affects 7 thousand 500 users['Mexico'] Mexico

070 to 02 … Byeolsa in collusion with a Chinese voice phishing organization['China'] China

ynet Row and Yesan were hit by the cyber attack and stopped operations['South Korea']South Korea

Delhi : Police arrested hacker gang ['India'] India

About 13 million rubles. "osgosstrakh" paid the owners of the hacked in 2017. ATMs in the metropolitan area['Russia'] Russia

['http://www.express.co.uk/life-style/science-technology/839424/Windows-10-creators-update-download-hackers-Microsoft', 'http://www.ibtimes.co.uk/update-be-hacked-microsoft-releases-urgent-patches-critical-flaws-windows-os-1634297']Update or be hacked : Microsoft releases urgent patches for critical flaws in Windows OS['United States']United States

White House standing down emergency response groups to SolarWinds , Microsoft hacks['United States']United States

Credit card information stolen from seniors in cyber attack['United States']United States

DOJ charges security exec for hacking a Georgia healthcare company in 2018['United States']United States

China backed APT41 behind SITA and Air India cyber attacks – Indian Defence Research Wing['India'] India

Judge Orders Quincy Institute Fellow to Turn Over Documents in Alleged Hack - and - Leak Scheme['United States']United States

UK data breach exposes email addresses of 355K students , teachers['United Kingdom']United Kingdom

Pegasus scandal : Experts say 90 percent chance phones of ex - finance ministry officials hacked['India'] India

MVA main core system hacked | Sunday Standard['Botswana']Botswana

Move over , Joker : Harly malware infects millions of Android phones['United States']United States

From connoisseur to conned : How a Kalyani Group company got hacked['India'] India

Wanted Zeus malware leader arrested - IT World Canada['Canada'] Canada

Putin united kingdom cyber attacks face being shut down in under a second | Science['United Kingdom']United Kingdom

Mullum Meadows Medical Centre hacked['Australia']Australia

ZEC claims dozens of failed attempts to hack Voters Roll server ; denies allegations opposition group has copy['Zimbabwe']Zimbabwe

BMW Social Media Accounts Have Seemingly Been Hacked['Germany']Germany

Businesses lag on data breach response times['United Kingdom']United Kingdom

Election software hacks didnt hurt local results , officials say['United States']United States

Easier Than Robbing A Bank : City of Chicago Almost Lost More Than $1 Million In Phishing Scam – CBS Chicago['United States']United States

Apple Lands itself into Legal Trouble Over Potential Data Breach['United States']United States

Chinese Spy Group Mixes Up Its Malware Arsenal with Brand - New Loaders['China'] China

[ H ] ardOCP : 773 Million Records from Massive Data Breach Uploaded to Have I Been Pwned['United States']United States

Ransomware Attack on Connecticut Provider Impacts 24 , 000 Patients['United States']United States

Govt agency leaves website open to catastrophic hack attack['New Zealand']New Zealand

Cyberattack on banks brings focus to data breach disclosure norms['India'] India

New Lilu or Lilocked ransomware infected several web servers['United States']United States

A hacking group is hijacking Docker systems with exposed API endpoints['Japan'] Japan

Huge data breach claims necessitate cyber insurance rethink , warns Kennedys['United Kingdom']United Kingdom

Privacy Commissioner Expresses Concerns Over Potential Data Breach Of Online Survey Company - Data Protection['United States']United States

Irish home buyers stand to lose thousands in new hacking attacks['Ireland'] Ireland

['https://www.setn.com/News.aspx?NewsID=1179855', 'https://news.ltn.com.tw/news/society/breakingnews/4062231']Phishing website "Expedition" China, Thailand and Vietnam Fake police officers defrauded dozens of people and succeeded in over 10 million - Society['China', 'Thailand', 'Vietnam']China, Thailand, Vietnam

Russian hackers use OAuth , fake Google apps to phish users['Australia']Australia

Member of hacking group appeals prison sentence['Russia'] Russia

Council issues warning over email phishing scheme['United Kingdom']United Kingdom

Cybereason Researchers Discover Elaborate Hacking Operation Targeting Japanese Companies['Japan'] Japan

Amadeus airline booking system TITSUP and it not ransomware • The Register['']

Kenya : Hackers steal Sh 30billion from Kenya financial institutions['Kenya'] Kenya

Krebs on Security - IRS Scam Leverages Hacked Tax Preparers , Client Bank Accounts - CSO['United States']United States

Academic behind data breach says CA exaggerated its political influence['United Kingdom']United Kingdom

Power Company Data Breach Mistake Costs $2 . 7 Million['United States']United States

Hackers Who Disabled Police Cameras Prior to Trump ...['United States']United States

School shooting threats linked to international internet hackers | Calaveras County Most Trusted News Source['United States']United States

Agribank tackle account hack - Economy - Vietnam News['Vietnam'] Vietnam

Betabot trojan packed with anti - malware evasion tools['United States']United States

Iranian hackers break into Israeli cybersecurity site - Israel News['Israel'] Israel

Lost Devices on TfL Network Raise Data Breach Risk - Infosecurity Magazine['United Kingdom']United Kingdom

NorthStar Anesthesia suffers data breach 4 insights['United States']United States

Phishing attack compromises data at Massachusetts clinic['United States']United States

Lazarus Group hacker charged in Wannacry , Sony attacks['North Korea', 'United States']North Korea, United States



Bancroft OPP Warning About Computer Hacking['Canada'] Canada

Hackers , Mattresses , Sponges Top ECRI Health Tech Hazards List['United States']United States

Malware attack forces German state parliament offline | News | DW['Germany']Germany

Office 365 phishing kit counts on high - level execs not being security savvy['United States']United States

Golden 1 Credit Union announces phishing , security issues['United States']United States

Jalisco police took care of Mencho and the CJNG, reveals hacking to Sedena['Mexico'] Mexico

Category 1, fire test after hacking in AFAC['Australia']Australia

State Special Communications Service showed a fragment of a study of cyber attacks on government websites['Ukraine'] Ukraine

Disneyland: social media accounts were hacked['Peru'] Peru

Attackers Hack Exchange Servers Using Malicious OAuth Applications['Russia'] Russia

A hacker attack on government websites turned out to be more difficult than simply modifying the start page['Ukraine'] Ukraine

Hacker Claims Hacked CNBC Indonesia, Stole 25GB of Employee Personal Data['Indonesia']Indonesia

Prim news - Hackers caught e-mail scams['Hungary'] Hungary

News of Lviv: Hacker attack: LKP Lvivelectrotrans website is temporarily down['Ukraine'] Ukraine

Enovos warns against phishing attempts['Luxembourg']Luxembourg

“90% of our servers have been contaminated”: hacking, new fear of Yvelines town halls['France'] France

An alarming increase in cyber attacks on Israel['Israel'] Israel

The new PlayStation 4 hack allows you to run the latest RosInvest console exclusives. Com['Russia'] Russia

Kaspersky: 8 million cyber attacks on home workers in Israel since the beginning of the Corona virus['Israel'] Israel

Qbot financial malware is back in business Computerworld['France'] France

The Foreign Ministry said that Russia has identified 25 million cyber attacks from abroad in an attempt to disrupt the 2018 World Cup['Russia'] Russia

A hacker attack was made on the bankrupt Novosibirsk NSK Holdy['Russia'] Russia

Bokra site - Meta Corporation blocks the pages of 4 Israeli companies that produce spyware['Israel'] Israel

covid wale email can be used for cyber attack; Cyber attack threat from Kovid email['India'] India

Cybersecurity alert in Vigo: hackers control 170 computers a day['Spain'] Spain

NEWSru. co. il :: Hackers announced the hacking of the servers of a subsidiary of the Aviation Industry concern['Israel'] Israel

Unknown vulnerabilities enabled a cyber attack in South Korea['South Korea']South Korea

Vodafone delivered smartphones with malware['United Kingdom']United Kingdom

Just one missed call can hack your mobile phone['Pakistan']Pakistan

They investigate an alleged hacking of the digital division of the Government of Chile['Chile'] Chile

They are hacking smart devices to call the police and broadcast the actions['Spain'] Spain

Cybercasse of the century: YouTube, NASA … the impressive list of two French hackers['France', 'United States']France, United States

Cybercrime also surges in the untact economy... Hacking for unemployment benefits['South Korea']South Korea

Russian hackers learned how to steal password - protected telegram channels immediately after users asked Durov to protect them → Roem . en['Russia'] Russia

['https://www.zerohedge.com/political/dominion-voting-machines-16-states-vulnerable-hacks-cyber-agency', 'http://www.msn.com/en-us/news/us/voting-machines-susceptible-to-hacking-federal-cyber-agency-warns/ar-AAXWcVH', 'https://www.washingtonexaminer.com/news/voting-machines-susceptible-to-hacking-federal-cyber-agency-warns', 'https://www1.cbn.com/cbnnews/2022/june/top-us-cyber-agency-warns-voting-software-used-in-16-states-vulnerable-to-hacking-ga-vote-struck-by-new-drama']Top US Cyber Agency Warns Voting Software Used in 16 States Vulnerable to Hacking ; GA Vote Struck by New Drama['United States']United States

Privacy : Data breach at Foodora with 727 . 000 people affected['Germany']Germany

Microsoft 365 - new phishing attacks on people working remotely['Poland'] Poland

A San Francisco court will hear a hearing on the case of a Russian arrested on charges of hacker attacks News Echo of Moscow, 12. 03 . 2019['United States', 'Russia']United States, Russia

79 hackers attacked the municipality of The Hague for 6 hours['Netherlands']Netherlands

From Bithumb to Upbit... Bitcoin plummets after hacking shock['South Korea']South Korea

Voice phishing damage increased by 50% in the first half… Messenger phishing is up 383% ↑['South Korea']South Korea

Bouches-du-Rhône: Uber drivers victims of hacking, a complaint filed['France'] France

Rabobank also hit by cyber attack | Financial['Netherlands']Netherlands

In Mexico , 1 . 5 million people a day are victims of cyber attacks['Mexico'] Mexico

WhatsApp at risk of hacking: a link compromises the user's entire account['Italy'] Italy

ESET: Gate crypto exchange. io tried to storm by hacking the web service['Slovakia']Slovakia

Hackers use Googlebot in mining malware attacks - News['Argentina']Argentina

Hostage the data of 3400 companies... Hackers demand ransom['South Korea']South Korea

['https://www.marketwatch.com/story/montrose-environmental-group-says-ransomware-attack-took-place-over-weekend-271655238565', 'https://www.arkansasbusiness.com/article/140290/montrose-target-of-weekend-ransomware-attack', 'https://www.businesswire.com/news/home/20220614005999/en/Montrose-Environmental-Group-Issues-Statement-on-Ransomware-Attack']Montrose Target of Weekend Ransomware Attack['United States']United States

Opswat , Ransomware disguised as HWP Korean document file , Add data delivery ( CDR ) device that can respond to APT attacks , etc.['South Korea']South Korea

Voice assistants black again due to cyber attack['Netherlands']Netherlands

Counting down: WIFI banned to prevent EVM hacking, parties claim victory['India'] India

When I opened the employee application email, my PC crashed... Korean ransomware damage advisory['South Korea']South Korea

Cyber Security Today , Nov . 15 , 2021 – Cyberattack hits Ottawa medical clinic , FBI email server hacked , and a record DDoS attack['Canada', 'United States']Canada, United States

Experts Weigh in Fallout from HBS Data Breach | News['United States']United States



Pamplin Media Group - Hackers demand ransom from Portland area school district['United States']United States

Government did not pay ransom for decryption key after HSE hack , says Martin['Ireland'] Ireland

Wade Wilson wants double - murder case thrown out over court office hack['United States']United States

Blockchain bridges fall under fire after suffering multiple hacks recently['United States']United States

Hackers Target State - Run Voice of Vietnam After Reports Critical of Popular Livestreamer['Vietnam'] Vietnam

Jeweler Ransomware Dilemma - IDEX Memo['India'] India

Methodist McKinney Hospital Announces Data Breach | Console and Associates , P . C .['United States']United States

Prosecutor not pursuing charges against newspaper over DESE data breach['United States']United States

State - sponsored cyber attacks , combated by Nigeria and others['Nigeria'] Nigeria

CISA Issues Shields Up Warning About Russian Cyber Attacks['United States']United States

Electronic Security Service warns of phishing attacks spreading on behalf of IBA['Belarus'] Belarus

INKY Finds New Phishing Attack Technique Spoofing Netflix['United States']United States

SBI warns customers of phishing scam : Check details['India'] India

South Staffs Water reveals data hack ['United Kingdom']United Kingdom

AG Josh Stein Announces Legislation to Strengthen Protections Against Identity Theft After Millions Affected By Data Breach['United States']United States

Email accounts of several hundred Ethiopian INSA agents hacked['Ethiopia'] Ethiopia

UAE Public Prosecution : Jail , Dh300 , 000 fine for hacking website['UAE'] UAE

Daily Mirror - Swapped SIM used in phishing attempt['Sri Lanka']Sri Lanka

Phishing Attack on UMass Memorial Community Healthlink impacted 4 , 598 Patients['United States']United States

Bitter Sweet : Supporters of Mexico Soda Tax Targeted With NSO Exploit Links['Mexico'] Mexico

This malware uses debt to prey on banking victims['Japan'] Japan

Teenagers watching Fortnite streams targeted by hacking campaign['United Kingdom']United Kingdom

Paige Thompson Charged With Hacking 30 Organizations['United States']United States

Fake PayPal Website Distributes New Variant of Nemty Ransomware['United States']United States

Wisconsin Ag Connection - Illinois News - Continued Employment Phishing Scams Reported['United States']United States

Shane Reti : Questions remain about Tuia250 data breach['New Zealand']New Zealand

Bittrex becomes a target of crypto sim hack worth $1 million['United Kingdom']United Kingdom

Hackers demand ransom from Dublin tram system , after Luas website defaced['Ireland'] Ireland

[ H ] ardOCP : Malware Strains Fight over Access to Android Devices with USB Debugging Mode Open['United States']United States

PFD application is back online , one week after data breach['United States']United States

Some U . S . companies bend to demands of hacker extortionists['United States']United States

FAFSA Data Breach Hearing Produces Drama on Hill['United States']United States

Mysuru brush with ransomware earlier ['India'] India

Crysis ransomware master keys posted to Pastebin – Naked Security['United States']United States

New York Supreme Court Justice fell for $1M phishing attack['United States']United States

Fancy Bear football hack leaves unanswered questions['Russia'] Russia

Council to investigate email data breach ['United Kingdom']United Kingdom

MI Computer System Health Data Breach May Involve Data of 106K['United States']United States

Tickle The Wire FBI Raids Home of Hacker Who Launched Digital Protest Following Philando Castile Death['United States']United States

Local professor on DNC data breach after new information['United States']United States

Murdoch News Group admits benefiting from hacking of army officer emails['United Kingdom']United Kingdom

Jeanne Shaheen asks Senate committee to hold hearing on Russian NSA hack['United States']United States

State refuses to release report on Frederick County Public Schools data breach['United States']United States

Attorney General Data Breach Bill Passes House Judiciary Committee['United States']United States

New Deep Learning Hacking Technique Is 99 . 5 % Effective Cracking Into Android Smart Phones['United States']United States

Confucius hacker group targets singles in romance scam to steal data via backdoor chat apps['United Kingdom']United Kingdom

Gadget ; Crypto miners exposed to hackers['South Africa']South Africa

Uber cover - up of data breach is worse than the crime – Santa Clarita Valley Signal['United States']United States

Bot Hacked Over $3m Worth of Monero from 500m Computers['China'] China

DriveHer , ride - sharing app for women , suspends service after data breach exposes personal information['Canada'] Canada

Hospital CEO forced to pay hackers in bitcoin now teaches others['United States']United States

Schumer Fundraises Off Russia Attempt to Hack McCaskill Senate Office['United States']United States

Iranian Hackers Hit U . K . Cybersecurity Universities['United Kingdom']United Kingdom

Crypto - Locking Kraken Ransomware Looms Larger['United States']United States

GDPR : Data Breach Class Action Lawsuits Come to Europe['Europe'] Europe



One of Stoke - on - Trent biggest employers hit by massive cyber attack['United Kingdom']United Kingdom

Pamplin Media Group - Cyber attack halts training for thousands of Oregon state employees['United States']United States

['http://www.peruinforma.com/peru-registra-mas-de-123-ciberataques-de-malware-por-minuto/', 'https://www.expreso.ec:443/ciencia-y-tecnologia/minuto-region-recibe-2-300-ataques-programas-malignos-141353.html', 'https://canaltech.com.br/hacker/por-que-o-brasil-esta-infestado-de-malwares-e-exporta-trojans-bancarios-230473/', 'https://www.techtudo.com.br/noticias/2022/11/brasil-e-o-pais-com-mais-ataques-de-malwares-da-america-latina.ghtml', 'https://tecnologia.ig.com.br/2022-11-16/ataque-hacker-brasil-malware.html', 'https://www.meionorte.com/noticias/tecnologia/a-cada-minuto-1-5-mil-ataques-hacker-por-malware-acontecem-no-brasil-460075']Every minute 1.5 thousand malware hacker attacks happen in Brazil['Brazil'] Brazil

200 Police Department Fusion Centers Hacked in June['United States']United States

Cyber Daily : Google Helps Police With Geofence Warrants But Warns of Potential Privacy Problems | Blackbaud Hack['United States']United States

Android Patch Finally Lands for Widespread MediaTek - SU Exploit['United Kingdom']United Kingdom

Hamas - Linked Hackers Add Insurance and Retail to Target List['Israel'] Israel

Developing nations get in on cyber - espionage using commodity malware['United Kingdom']United Kingdom

Cyber Security Today – E - commerce sites get hacked , Microsoft details a cyber attack , CIRA offers free DNS service['E-commerce sites', 'Microsoft', 'CIRA']E-commerce sites, Microsoft, CIRA

Google Has Allowed Users To Bypass Phishing Filters By Accident['China'] China

Pennsylvania Transit Agency Disrupted by Malware Attack['United States']United States

Japan Defence Ministry finds security threat in Hack['Japan'] Japan

CISA claims Chinese hackers have infiltrated US systems | Society of Corporate Compliance and Ethics ( SCCE )['United States']United States

Egregor takes responsibility for the Barnes and Noble Ransomware attack['United States']United States

Scammers exploit Covid to steal from stressed bank customers['United Kingdom']United Kingdom

Sheriff warns about Snapchat account hacking , minors coerced into sending private information['United States']United States

Remote hack on Jeep demoed on highway , Senators react with SPY Car Act['United States']United States

CompuCom Hit By DarkSide Ransomware , Tells Customers : Report['United States']United States

South Africa under cyber attack : Interpol reveals top threats in South Africa['South Africa']South Africa

Hackers bring Sierra Wireless to a standstill['Canada'] Canada

IDADX : 32 . 296 Domain Attack Phishing Reports . ID , Majority of Financial Institutions['Indonesia']Indonesia

French hackers demand $10 million from regional authorities['France'] France

After hacker attack , report will be made to the police , informs Government['Brazil'] Brazil

Guacamaya Leaks: Sedena head is called to appear for hacking['Mexico'] Mexico

Invisible npm malware bypasses security checks with manipulated versions['Germany']Germany

Data Hacking Case, Government Forms Timsus['Indonesia']Indonesia

Windows antivirus labels Chrome, Edge and Spotify as ransomware['Russia'] Russia

Hackers leaked the hacked database of the Moscow Electronic School with data about the children of the Russian elite['Russia'] Russia

New malware worth over 5,000 euros a month puts everyone in serious danger['Italy'] Italy

In the Kuban, scammers hacked the page of the village administration and sent spam['Russia'] Russia

Kaspersky Lab: Attacks of mobile threats and banking Trojans on users in Armenia have weakened, ransomware Trojans have intensified['Armenia'] Armenia

The US Congress revealed details about the cyber attack on JBS['United States']United States

Instagram Deletes Hundreds of Stolen Accounts Due to Rampant Hacking['Indonesia']Indonesia

Colombian gang hacked bank accounts and scammed with bitcoins['Colombia']Colombia

DIRECT . Covid - 19: Cned services "restored" after hacking and bugs['France'] France

Behind a young woman, Marcella Flores, were hackers affiliated with Iran['France'] France

Huge damage from phishing trick ['Austria'] Austria

From jail they kept hacking ['Mexico'] Mexico

Service warns of phishing attacks on employees['Austria'] Austria

Boom requests for autonomous bonuses, Inps site in tilt. Conte : Problems also caused by hacking['Italy'] Italy

With a false job advertisement from Linkedin they almost managed to hack Redbanc['Chile'] Chile

20 minutes - Hackers attack servers of the Swiss army['Switzerland']Switzerland

About 4.7 million Vietnamese IP addresses are in large malware networks['Vietnam'] Vietnam

Regional Council does not rule out investigating hacking into Arequipa Regional Government accounts | Society['Peru'] Peru

From Venus 121 to Lazarus and Kim Soo-ki … North Korea's presumed hacker attacks on coin companies['North Korea']North Korea

Hackers are blackmailing the insurance giants Lloyd's and Hiscox['United Kingdom']United Kingdom

CIC and Crédit Mutuel victims of hacking['France'] France

Inside-IT: How the St. Gallen was hacked['Switzerland']Switzerland

They arrest and release a suspect of having hacked into the systems of the Federal Police['Brazil'] Brazil

Thai-French raids, captures cybercrime officer, hacks UK bank data and demands ransom['United Kingdom']United Kingdom

Portal Punto Medio Noticias and El Pitazo are hacked to denounce censorship['Venezuela']Venezuela

Abruzzo postal police, escalation of malware and e-commerce scams['Italy'] Italy

Email Scam : BVpta Chair Hacked ['Germany']Germany

['https://www.forbes.com/sites/leemathews/2017/12/12/hacker-ends-malware-mission-after-bricking-10-million-connected-devices/', 'https://www.digi.no/artikler/hackere-hevder-a-ha-odelagt-10-millioner-usikre-enheter-koblet-til-internett/414358']Hackers claim to have destroyed 10 million unsecured devices connected to the internet['United States']United States

The Youth Who Hacked the Organization by pretending to be the CIA Director!['Turkey'] Turkey



CPY Hacked Co-op Action A Way Out ['Russia'] Russia

I can't even trust the site that doesn't end... A series of phishing scams['South Korea']South Korea

The SSO hacker group posted the site from which the attack on Tyzhden was carried out. u.a['Ukraine'] Ukraine

Researchers find spy malware in Mexican government['Mexico'] Mexico

Six remain in custody for the customs hack['Bulgaria'] Bulgaria

Adil Ait Omar: Hackers target ill-informed corporate employees['Morocco']Morocco

Tom N Toms past operation homepage, part of member section has been released... Did you not even know you were hacked ?['South Korea']South Korea

The Treasury Department has Microsoft and the FBI investigating hacking['United States']United States

Xiaomi: hackers use its name to create malware['China'] China

Student denounces Sisu hacked in Bahia['Brazil'] Brazil

Dental clinics exposed to hacker attacks['Denmark']Denmark

Kaspersky Lab reveals nearly a million losses for financial firms When cyber attack only['Thailand']Thailand

The media found out that US intelligence agencies detained a record number of Russian hackers / News / F AZA['United States']United States

Suspected hackers have plagued both Austria, the Netherlands and Greece['Austria', 'Netherlands', 'Greece']Austria, Netherlands, Greece

Internet hackers target the Ajaccio region['France'] France

Wikileaks : C Y substitutes F and easily hacks iOS , Android and Telegram['Russia'] Russia

Detect unknown ransomware at the endpoint['United Kingdom']United Kingdom

New bogus Royal Mail text message being sent out by phishing fraudsters['United Kingdom']United Kingdom

Crypto Bear Market : How Cybercrime , North Korea Hack Fueled Downturn['North Korea']North Korea

Courts Look Unfavorably on Recent Class Actions Arising Out of Ransomware Attacks | Clark Hill PLC['United States']United States

PKR info chief calls for RCI inquiry after iPay88 data breach['Malaysia']Malaysia

Russia APT29 Still Actively Delivering Malware Used in COVID - 19 Vaccine Spying['Russia'] Russia

Bitcoin stealing malware : Bitter reminder for crypto users to stay vigilant['China'] China

Russia - Ukraine war suspends Racoon Stealer malware operations['Ukraine'] Ukraine

Court Dismisses AimJunkie Hacking Claims Against Bungie * TorrentFreak['United States']United States

Google Docs Adds Waring Labels for Dodgy Links and Files After a Wave of Phishing Attacks['United States']United States

Decentralized Exchange MM . Finance Suffers $2M Exploit['United States']United States

Texas Attorney General Ken Paxton concludes data breach investigations , collects settlements of over $1 . 5 million from Experian and T - Mobile['United States']United States

What You Should Know About the Equifax Data Breach Settlement – Krebs on Security['United States']United States

Digital nightmare : The Arab dissidents whose lives were torn apart by hacking['Arab countries']Arab countries

Did hackers chip Comelec server ? ['Philippines']Philippines

Two Zoom Bugs Exploit MMR , Client Servers | Inspired by Zero - Click Attack['United States']United States

C - Trade , The Share Trading Platform And Other Associated Sites Were Hacked['Zimbabwe']Zimbabwe

IRAS warns of tax discrepancy scam email with phishing link['Singapore']Singapore

Lake City , Florida , Caves to Hackers , Pays 500 , 000 Dollars['United States']United States

Blackbaud Ransomware Victim Count Climbing['United States', 'United Kingdom', 'Canada']United States, United Kingdom, Canada

Hashtag Trending – Sony hacker gets jail time ; social media strike ; growing tech salary in Toronto['Canada'] Canada

A Six Flags Fingerprints Ruling , Supply Chain Hacks , and More Security News This Week['United States']United States

BCPD warns of phishing texts reported in area['United States']United States

Hacker Liam Watts detained over police cyber - attacks['United Kingdom']United Kingdom

Not a Capital One customer ? Your personal information could still have been hacked['United States']United States

Malware breach at Furness academy ['United Kingdom']United Kingdom

Trump Notes Exposed , a Disney+ Hack , and More News['United States']United States

Shadow Kill Hackers cripple City of Jozi ; demand Bitcoin ransom['South Africa']South Africa

Surrounded : Unique malware up 13 . 7 %; AV threats up 523 %, backdoors 134 %; banking trojans 61 %['United Kingdom']United Kingdom

Russia - linked hacker group claims release of documents from International Luge Federation['Russia'] Russia

Data breach affects some El Paso Electric Customers['United States']United States

Bank official WhatsApp account hacked ['India'] India

Travis Central Appraisal District Target Of Hacking , Officials Confirm['United States']United States

Researchers sink scalpel into Lazarus crew . Yup . Autopsy shows distinct hacker tradecraft • The Register['North Korea']North Korea

IBM Warns Customers it Shipped Malware['United States']United States

Canadian firm pays $425 , 000 to recover from ransomware attack['Canada'] Canada

Online porn watchers hacked , filmed , and threatened into paying ransom -- Society Child['United States']United States

Graton Casino data breach potentially reveals some patron Social Security numbers['United States']United States

Exclusive : SEC forensics unit sought resources , cyber training ahead of 2016 hack['United States']United States



FireEye Warns of Expanding FormBook Malware Attacks['United States']United States

Malware attacks computers of Ingham County government workers['United States']United States

Alleged hacking mastermind ran dark web operation from caravan park['United Kingdom']United Kingdom

Google Slapped with Record Fine , Samsung to Become Largest Chipmaker , and More Cyber Attacks['China'] China

City of Slaton back online after ransomware attack['United States']United States

Malware Attacks : SEBI to Hire Agency to Strengthen IT Infrastructure['India'] India

Fresh spike in Emotet malware could leave your banking details exposed to hackers['United Kingdom']United Kingdom

Apple Shoots Itself In The Foot As Fix For Glaring macOS High Sierra Exploit Breaks File Sharing['United States']United States

Nagar in forgery , hacking storm ['Zimbabwe']Zimbabwe

UW students face concerns about phishing scam emails['United States']United States

Dumfries & Galloway Council forced to apologise over clearly unacceptable data breach['United Kingdom']United Kingdom

Agribank to increase service fees after account hacking['Vietnam'] Vietnam

['https://www.slashgear.com/razer-data-breach-indexed-by-search-engines-14637967/', 'https://www.thesouthafrican.com/technology/razer-data-breach-information-september-2020/', 'https://www.thestar.com.my/aseanplus/aseanplus-news/2020/09/16/data-breach-of-potentially-100000-razer-customers-worldwide', 'https://www.straitstimes.com/singapore/data-breach-of-potentially-100000-razer-customers-worldwide-discovered-by-cybersecurity', 'https://www.techshout.com/security/2020/15/razer-gaming-company-left-users-personal-data-exposed-to-hackers-for-a-month/']Razer Gaming Company Left User Personal Data Exposed To Hackers For A Month['']

Digid hackers strike again , hundreds fall for phishing trick['Netherlands']Netherlands

Lion ransomware raiders name their price['New Zealand']New Zealand

UAE hacking case involving US businessman heard in united kingdom court['United Arab Emirates', 'United States', 'United Kingdom']United Arab Emirates, United States, United Kingdom

Criminal investigation into cyber attack on council remains live['United Kingdom']United Kingdom

Marriott Says Fewer Affected in Hack , But 5M Passport Numbers Accessed['United States']United States

Despite coronavirus fears , suspended hacking trial to resume , San Francisco judge says['United States']United States

Manafort associate is Russian spy , may have helped coordinate e - mail hack - and - leak , says report['United States']United States

DOJ Files Civil Forfeiture Against Cryptocurrency Hackers['United States']United States

Millions Overpaid In COMP Rewards In Possible Exploit['United States']United States

Ex - NY Hospital Staffer Responsible for Data Breach of Patient PHI['United States']United States

Belgian fruit and vegetable wholesaler computers hacked['Belgium'] Belgium

Users of Nitro PDF asked to update passwords as thousands potentially affected by data breach['New Zealand']New Zealand

Beware of Resident Evil Village Spoilers as Capcom Hack Worsens['Japan'] Japan

Hashtag Trending August 10 – Telus health app regulation issue ; hacker leaks hacks ; China tech crackdown['Canada', 'China']Canada, China

Zoom warning as cyber experts say hackers will be watching over Christmas['United Kingdom']United Kingdom

Tunisia : Ansi Warns Against Hackers Stealing BCT Identity['Tunisia'] Tunisia

EasyJet hit with £18 billion lawsuit over customer data breach['United Kingdom']United Kingdom

Cyber Security Today , Sept . 22 , 2021 – Epik breach has epic ramifications , misconfigurations by EventBuilder users and phishing attacks on the aviation sector['Canada'] Canada

Colonial Pipeline And Accellion CEOs On Handling Huge Hacks['United States']United States

Dental support agency reports hack | Local | The Journal Gazette['United States']United States

Weir sees shares fall after cyber attack revealed['United Kingdom']United Kingdom

Diya suffered a cyber attack. The SBU general called the Kremlin guilty['Ukraine'] Ukraine

SNS login alerts such as Facebook and Instagram... hack app found['South Korea']South Korea

Impersonating the prosecution for manipulating the calling number... Arrested 72 voice phishing scammers who stole 6 billion won['South Korea']South Korea

Dystopian Technology: Startup hacks and manipulates surveillance cameras['Germany']Germany

WhatsApp hacking of politicians in Chihuahua continues; today there were 4['Mexico'] Mexico

NFT: hackers invaded OpenSea, investors launch chain lawsuits['France'] France

In the midst of China tension, such work has now been made mandatory for government employees, a big decision of the center. I Government of India declared to follow the SOP rules to prevent cyber hacking from china hackers.['India'] India

Russian hackers hacked and disabled the largest US bank['United States']United States

Meiji' confirming cyber attack damage to subsidiary in Singapore | NHK['Singapore']Singapore

Corrupting data rather than encrypting it, the latest martingale for hackers['France'] France

Reports of extortion and hacking of social networks increase in Coahuila['Mexico'] Mexico

A mysterious uninvited guest?... The entertainment industry in trouble with hacking damage [ Lee Ju's Entertainment Weather ]['South Korea']South Korea

Be careful ! There's Fake Google Translate Operated by Hackers to Steal User Data['Indonesia']Indonesia

['https://www.dailymail.co.uk/news/article-10761553/Google-says-Chrome-browser-successfully-targeted-hackers.html', 'https://www.skai.gr/news/technology/epithesi-xaker-sto-google-chrome-ti-na-kanete-gia-na-prostateytheite', 'https://www.168chasa.bg/article/11465488', 'https://www.wionews.com/technology/warning-to-billions-of-chrome-users-google-says-browser-successfully-targeted-by-hackers-474644', 'https://www.iefimerida.gr/kosmos/google-chrome-proeidopoiei-oti-hakaristike', 'https://hothardware.com/news/google-warns-billions-chrome-hacked-patch-asap', 'https://www.jagran.com/technology/tech-news-google-chrome-under-high-threat-due-to-multiple-flaws-22672606.html', 'https://www.newsbeast.gr/technology/arthro/8556798/3-google-epeigousa-proeidopoiisi-gia-disekatommyria-christes-tou-chrome-o-browser-epese-thyma-chaker', 'https://www.expert.bg/technology/it/haknaha-google-chrome-kak-da-se-predpazim-1745889.html', 'https://www.news.gr/tech/article/2903506/google-proidopiisi-pros-tous-christes-chakers-paraviasan-tGoogle : Warning to users – Hackers have breached Chrome['Greece'] Greece

Brazil and Mexico are champions in trojans and banking malware, says research['Brazil', 'Mexico']Brazil, Mexico

I am a recipient of emergency living expenses... Have you ever received a text message? Phishing : General society : Society : News : The Hankyoreh['South Korea']South Korea

DeFi Protocol Nirvana Hacked in Instant Credit Attack['Russia'] Russia

Hacker attacks - Court of Auditors : EU - Institutions not well protected against cyber attacks['European Union']European Union

He took money out of the petty cash box: They accuse hacking of Comptroller's account['Chile'] Chile

A new way to hack stolen bank cards has been discovered['Russia'] Russia

They detect dozens of phishing SMS related to the delivery of packages['Argentina']Argentina



Saint, the cyber protector - has been hacked -['Israel'] Israel

Computer hacking of the Wach pastry shop in Sélestat, a ransom in bitcoins requested['France'] France

Sneaky malware attacks WordPress sites - redirecting visitors to fraudulent pages['Czech Republic']Czech Republic

Hackers crippled Lahti Aluetaks for two weeks['Finland'] Finland

Clubhouse leaked 4 billion users to hackers['Ukraine'] Ukraine

Tico newspaper Libertad condemns cyber attack against Cuba['Cuba'] Cuba

Forum wants to report attempted hacking referendum['Netherlands']Netherlands

Hack ATMs to withdraw money in Chihuahua; stop him['Mexico'] Mexico

The comeback of the Fake Downloader, phishing that explores your desire to secure your devices['France'] France

Thirty. see hacked - Swedish user data has been leaked['Sweden'] Sweden

ASCII .jp : Variant of MalBus malware discovered at ONE Store, an Android app sales company in South Korea['South Korea']South Korea

Attackers hacked 3 hacker forums ['Russia'] Russia

BNF ATMs were hacked and G was taken. 489 million['France'] France

Tech: three hackers stole HUF 29.7 billion, the court has now sentenced them['Hungary'] Hungary

['https://www.thedailybeast.com/how-a-high-school-dropout-hacked-a-million-devices', 'https://www.dailymail.co.uk/news/article-7437445/How-Scottish-schoolboy-failed-computing-one-richest-ethical-hackers.html', 'https://www.elcorreogallego.es/tendencias/ecg/hacker-eticos-trabajando-beneficio-seguridad/idEdicion-2019-08-29/idNoticia-1200326/', 'http://www.thedailybeast.com/how-a-high-school-dropout-hacked-a-million-devices', 'https://www.creativebloq.com/features/ethical-hacking', 'https://www.nyteknik.se/digitalisering/stockholm-anlitar-hackare-for-att-sakra-skolplattformen-6969597', 'https://www.mirror.co.uk/news/uk-news/schoolboy-who-failed-level-computing-19741769', 'https://www.educationdive.com/news/hackers-target-smaller-less-protected-schools-as-school-year-begins/561922/', 'https://www.timesunion.com/news/article/Data-breach-in-Bethlehem-schools-impacts-2-68-14425217.php', 'https://www.avtora.com/na-17-i-18-oktomvri-za-shesti-pat-v-balgariia-shte-se-proved', 'https://www.kommersant.ru/doc/4080337', 'htYoung hacker finds flaw in schools that exposed millions of students['United States']United States

Major malware operation from the hacker group ShadowGate is underway['Denmark']Denmark

The prosecutor's office will request 72 hours of arrest for the employer on charges of the cyber attack at the National Narcotics Agency['Bulgaria'] Bulgaria

Data breach of the Wilma school system in Jalasjärvi - Police: All suspects were under 15 years old at the time of the crime['Finland'] Finland

Hacking a supermarket loyalty program brought 2 million hryvnia to scammers['Ukraine'] Ukraine

Rep. Shin Yong-hyun raises suspicion of concealment of nuclear safety foundation hacking['South Korea']South Korea

KSML : A record number of state administration systems were hacked last year['Finland'] Finland

Hackers attack the Atam system of the former Cadorna['Italy'] Italy

New Malware Detected Capable of Hacking Systems in Infrastructure – VIVA['Indonesia']Indonesia

Not only the laptop, the cell phone and the tablet, your TV can also be hacked['Panama'] Panama

Hackers who leaked Uber data are indicted for another cyber crime['Brazil'] Brazil

Personal data on the way after a data breach in Aller Media » ITavisen['Norway'] Norway

How to Detect DressCode Virus : GitHub Researchers Reported DressCode Malware Infecting Millions of Smartphones['Russia'] Russia

Mirai, a malware from DDoS, found in Korea['South Korea']South Korea

The official website of the Bengkulu Provincial Government was hacked, it turns out that this is the reason['Indonesia']Indonesia

The hacker who attacked the Islamic State in 60 seconds > TVI24['Portugal'] Portugal

Hacker hacked hacker forum .. Meta News . IT. Computer , note , novelty .['Ukraine'] Ukraine

How payment will be calculated at Lvivvodokanal after a hacker attack['Ukraine'] Ukraine

Cisco closes critical loophole exploited by CIA malware['United States']United States

Russia and the United States are fighting over a hacker who allegedly influenced the American elections. The Czech judiciary will decide his fate['United States', 'Czech Republic']United States, Czech Republic

New attack on Lexnet: the Telefónica service suffers five hacks in four hours['Spain'] Spain

Murder at the push of a button: cyber attacks that can kill['Israel'] Israel

30 , 000 users of NTUC e21 services lose personal data to malware attack['Singapore']Singapore

Diamond Looks To Returning Closer To Normal After Ransomware Attack['Australia']Australia

Royal Mail - related phishing scams surge by 645 %['United Kingdom']United Kingdom

UnionBank warns against phishing scheme through text messages['Philippines']Philippines

Albioma : Information on a cyber attack ['United States']United States

Zerodha Demat | Nithin Kamath : Zerodha demat accounts hacking case : Nithin Kamath to launch new safety tool['India'] India

Did You Sign Up for Free Credit Monitoring After Massive 2017 Equifax Data Breach ? Keep an Eye Out for an Email Or Letter['United States']United States

FBI warns of MFA flaw used by state hackers for lateral movement['Russia'] Russia

Perth mum and daughter win £2 , 500 pay out over council data breach['Australia']Australia

Deadline passes for R220m extortion demand in TransUnion cyber attack['South Africa']South Africa

Banks Expand Digital Asset Offerings ; Crypto Market Actors Critique SEC Proposal ; New OFAC Crypto Sanctions ; Agencies Issue Warnings ; DeFi Hacked | BakerHostetler['United States']United States

Hundreds of thousands may have had information stolen in AA website hack['United Kingdom']United Kingdom

PYSA Emerges as Top Ransomware Actor in November['United States']United States

POLICE MALWARE ATTACK : Local police records company hacked by malware['United States']United States

Crypto Hack – A New Type Emerges In South Africa – BlockTribune['South Africa']South Africa

SOU phishing email mistaken for scam ['United States']United States

Emergency sirens hacked in DeSoto , Lancaster Tuesday morning , officials say['United States']United States

OnePlus 7 Pro Launch , Flipkart Big Sale , Realme X and ZenFone 6 Unveiling , WhatsApp Hack , and More Tech News This Week['India'] India

Austrian Airlines reports website data breach['Austria'] Austria



Suit filed against Lurie Children Hospital over data breach['United States']United States

Gwinnett hacking saga : Judge recusal from DA cases ongoing['United States']United States

NCSC warns organisations to dump Python 2 or risk WannaCry - style cyber attack['United Kingdom']United Kingdom

Russian and Chinese Hackers Interfering in Indonesian Elections['Indonesia']Indonesia

Calgary police warn about email phishing scam['Canada'] Canada

Chinese Hackers Hit Technology Firms in Southeast Asia With PcShare Backdoor['China', 'Southeast Asia']China, Southeast Asia

Hospital had to find scrap of paper to confirm disabled boy surgery after cyber attack['Australia']Australia

Two Kuwaitis , Egyptian held for hacking telecom firm account , stealing money - ARAB TIMES['Kuwait', 'Egypt']Kuwait, Egypt

DePriMon downloader uses novel ways to infect your PC with ColoredLambert malware['Japan'] Japan

Raccoon Stealer Malware Scurries Past Microsoft Messaging Gateways['United States']United States

Hackers gain access to Charles River Laboratorie biotech , pharma clients['United States']United States

['http://www.ibtimes.co.uk/shocking-data-breach-exposes-more-220000-organ-donor-records-1656499', 'https://www.thestar.com.my/news/nation/2018/01/24/another-data-breach-now-its-organ-donor-info/', 'https://www.nst.com.my/news/nation/2018/01/328253/authorities-probing-data-breach-22000-malaysian-organ-donors', 'https://www.nst.com.my/news/nation/2018/01/328253/authorities-probing-data-breach-220000-malaysian-organ-donors', 'http://www.themalaymailonline.com/malaysia/article/yet-another-data-breach-personal-details-of-over-200000-local-organ-donors', 'http://www.theedgemarkets.com/article/personal-details-over-200000-malaysian-organ-donors-leaked-yet-another-data-breach']Personal details of over 200 , 000 Malaysian organ donors leaked in yet another data breach['Malaysia']Malaysia

Tesla fights back in car hacking war by CAR Magazine['United States']United States

Health care facility hacked by ex ['United States']United States

Breaking : Ministry of Justice Facebook page hacked , National , Phnom Penh Post['Cambodia']Cambodia

Malware secretly infecting phones through malicious ads['United States']United States

cyber : In wake of cyber attacks , city cops undergo training , Telecom News , ET Telecom['India'] India

Customer accuses Chipotle of failing to prevent data breach['United States']United States

Argentina : San Miguel lost $15 million due to cyber attack['Argentina']Argentina

Spyware that copies cellphone data a new tool for Miami police['United States']United States

Republican polling firm database was hacked , exposing donor records['United States']United States

Phishing and drive - by downloads lead infection methods['United States']United States

Liberty says Kenyan unit not affected by SA data breach['Kenya', 'South Africa']Kenya, South Africa

Massive cyber attack prompts Mat - Su to officially make disaster declaration['United States']United States

Email phishing scam links Foundation to climate change programe – Nelson Mandela Foundation['South Africa']South Africa

Hackers Hit Comic Site The Oatmeal , and It Wasnt Funny['United States']United States

FTC Approves Settlement Relating To Data Breach - Data Protection['United States']United States

Phone users open to two new cyber attacks , Checkpoint warns['Nigeria'] Nigeria

Sequoia says phishing scheme tried to get LP to wire money['United States']United States

Phishing Attack Impersonates Law Firm - Infosecurity Magazine['United Kingdom']United Kingdom

Business Attorney K . Todd Wallace publishes article on company data breach response plans['United States']United States

Clarification of circumstances surrounding hacking of OHCHR['Switzerland']Switzerland

Warner Bros . accuses Nanuet CPA of losing $1 . 3M to hacker['United States']United States

Exploit delivers Metro Pace stunner ['United States']United States

FBI watching for cyber - hacking involving Detroit automakers & autonomous vehicles['United States']United States

Bank Customers in India Targeted by Phishing Websites Hosted on ngrok Platform : CERT - In['India'] India

New FamousSparrow hacking group caught targeting hotels['United Kingdom']United Kingdom

Middletown Township Government Hit By Ransomware['United States']United States

Region 3 Behavioral Health tightens security efforts after cyber attack['United States']United States

Sitel blames legacy computer network for Okta hack['Russia'] Russia

Soleimani 2nd cycle ship capture and hacking attack … Middle East tensions again['Iran'] Iran

Mosel. Cyberattacks: SMBs in the sights of hackers['Mosel'] Mosel

malware reaching your smartphone through youtube this is the way to avoid it sbh | Malware reaching your smartphone through YouTube, this is the way to avoid it['India'] India

They hacked the Perrando medical records system, but they clarify that care is normal['Argentina']Argentina

Alleged hacker attack against SD - this is shown by MSB's documents['Sweden'] Sweden

Kaspersky discovers MysterySnail, daytime exploit for Windows OS['Argentina']Argentina

NEWSru. co. il :: Police warn of phishing attack masquerading as messages from Israel Post['Israel'] Israel

Hacking into the Trusted Profile. He did it 239 times['Poland'] Poland

Election 2018: TSE reopens production of evidence in AES on hacking['Brazil'] Brazil

Malware overheated all computers in the company['Norway'] Norway

Moon Jung-in Special Report ?… Malware found when opening emails - Money Today News['South Korea']South Korea

Members of the San Isidro Movement denounce the hacking of their Facebook page['Cuba'] Cuba

The Central Bank fixed a vulnerability in the Fast Payment System that hackers used to steal funds['Russia'] Russia

Malware without file - Accento - The most agile and modern electronic newspaper of the Dominican Republic['Dominican Republic']Dominican Republic

Belgium: the website of the daily Le Soir was hacked['Belgium'] Belgium



['https://japan.cnet.com/article/35195032/', 'https://winfuture.de/news,132574.html', 'https://www.liputan6.com/tekno/read/5104454/16-aplikasi-android-terinfeksi-malware-diunduh-lebih-dari-20-juta-kali']16 Malware Infected Android Apps Downloaded More Than 20 Million Times['Japan'] Japan

Unknown hackers robbed Omsk IT Bank['Russia'] Russia

US Department of Justice indicts American hacking expert for leaking cryptocurrency technology to North Korea['United States', 'North Korea']United States, North Korea

Hacker group attacks law firms ['United States']United States

Drug criminals called in three top IT professionals to hack large container companies in the port of Antwerp['Belgium'] Belgium

Five thousand requests per minute. Roll. cz faced a hacker attack['Czech Republic']Czech Republic

A Palma bank sentenced for failing to detect a customer hack['Spain'] Spain

The hacker blackmailing politicians got away cheaply['Hungary'] Hungary

ZATAZ Fuel Rise Draws Hackers to Gas Stations['France'] France

Tech hacks up 25 percent in 2017 ['Austria'] Austria

Pay attention, hackers have taken over millions of sites['Slovak Republic']Slovak Republic

Error in Facebook allowed hacking ['Mexico'] Mexico

Switcher malware targets Android to attack Wi networks['France'] France

For the second time in a month: Google removes malware['Denmark']Denmark

# HazteOir Hacked : Hazte Oír accounts are hacked and threaten to publish the files['Spain'] Spain

The united states are hunting the hacker who turned 100,000 PCs into zombies['United States']United States

Malware Targeting Smart Devices Doubled in 2017['China'] China

Flood of friend requests: StudiVz reports phishing['Germany']Germany

XL Faces 500 Hacker Attacks Every Day['Indonesia']Indonesia

Payroll firm ADP discloses data breach ['United States']United States

Police investigate Oban council hack - The Oban Times['United Kingdom']United Kingdom

iTWire - Healthcare provider UnitingCare Queensland hit by ransomware['Australia']Australia

US officials up pressure on firms , foreign adversaries over cyber attacks['United States']United States

Highly targeted exploit attacks against multiple companies discovered['India'] India

Bomb hoaxes and extortion - how a teen hacker from a Leicestershire village caused chaos in the US['United States']United States

Proposed FTC Order Targets Drizly and Its CEO for Allegedly Lax Information Security Standards Following Data Breach['United States']United States

Police in Europe Arrest Car Theft Gang That Tried to Hack Thousands of Vehicles['Europe'] Europe

3 Orgs Fall Victim to Separate Phishing , Email Security Incidents['United States']United States

China Abandons Pledge , Returns to Very Active Hacking of U . S ., Report Says['United States']United States

Expeditors shuts down global operations after likely ransomware attack['Russia'] Russia

How Facebook faced hacking , privacy , and discrimination scandals['United States']United States

Malware affects AdventHealth pulmonary practice in Tavares['United States']United States

First Multistate HIPAA Data Breach Lawsuit May Signal Increased State Interest in Data Security Enforcement['United States']United States

Onondaga County library computers restored after ransomware attack['United States']United States

Pwn20wnd drops unc0ver v3 . 5 . 2 to fix Sock Puppet exploit on certain iPads['United States']United States

Kudankulam malware an error confined to administrative block ; will have special storage facility for N - waste : Minister | India News['India'] India

Summit Bank reassures customers of enhanced security after major hack['Pakistan']Pakistan

Blueprint of a Heist : Cracking Taiwan US$2 . 5m ATM Hack['Taiwan'] Taiwan

Hackers Mess with Password Manager , Plastic Surgery Clinics and Burritos['United States']United States

Parliament summons 3 ministers over data breach row['Ghana'] Ghana

Ransomware disables copy and paste , huge impact for IT industry as productivity to come down by 99 %['India'] India

Data breach resulted in false bill ['United States']United States

Hackers create fake Bittrex cryptocurrency site to steal user login credentials and money['United Kingdom']United Kingdom

Hack attack : TV and cybersecurity » Digital TV Europe['United Kingdom']United Kingdom

Dunkin Donuts Facebook Coupon Is A Viral Hoax Triggering Malware Protection Alerts['United States']United States

Ransomware Attack Leads To Breach Affecting 700 Students In 39 Texas School Districts['United States']United States

Reno dental practice warns patients of potential data breach following ransomware attack['United States']United States

[ H ] ardOCP : Hacker Tool Author Sentenced to 3 Years['United States']United States

A security gaffe left Oman stock exchange vulnerable to hackers for months['Oman'] Oman

['https://www.mskagency.ru/materials/2865601', 'https://www.banki.ru/news/lenta/?id=10864331', 'https://ria.ru/20190220/1551153780.html', 'https://www.m24.ru/news/sudy/20022019/66571']The Moscow region court will consider the case of hackers about the theft of 6 million rubles['Russia'] Russia

Amid Opposition allegations of data breach , Maharashtra govt withdraws Mahamitra app['India'] India

Supplier denies police allegations that it placed malware in IT systems['South Africa']South Africa

Hackers May Be Behind Election Night Website Crash in Tennessee['United States']United States

Hackers With Ties to Security Agencies Launch Phishing Attacks on Well - known Iranians and Dual Nationals – Center for Human Rights in Iran['Iran'] Iran

Malware campaign expands to add cryptocurrency mining and iOS phishing attacks['Japan'] Japan



Critical infrastructure hit in active espionage , IP theft hack globally['United States']United States

Hackers made another intrusion attempt as probe was under way['Singapore']Singapore

Swann security cameras found vulnerable to creepy spying hack['Ireland'] Ireland

GreyEnergy : New malware campaign targets critical infrastructure companies['Japan'] Japan

Parties in Fiat hacking case spar over class notices['Italy'] Italy

Black History Month site back up after cyber - racism hack['United Kingdom']United Kingdom

Managed Service Providers Face Threats From Hackers and Clients['United States']United States

Vietnamese businesses among top targets for phishing in Southeast Asia['Vietnam'] Vietnam

Chandigarh : Hackers encrypt records of pharmaceutical company , demand ransom['India'] India

High - street banks face disruption three weeks after Travelex hack['United Kingdom']United Kingdom

Boing Boing hacked - iMediaEthics ['United States']United States

MVLA suffers ransomware attack ['United States']United States

Facebook Users Ink Data Breach Deal Seeking $16M In Fees['United States']United States

Judge orders JCPS administrator be reinstated 8 months after alleged data breach['United States']United States

Inspector General Report Confirms CBP Contractor Was Hacked , Resulting In Sensitive Info Making Its Way To The Dark Web['United States']United States

Mortgage loan servicing company discloses ransomware attack to multiple states['United States']United States

Data stolen from Scotland environmental regulator in cyber attack published['Scotland']Scotland

Australian hospitals are under constant cyber attack . The consequences could be deadly['Australia']Australia

Credit data breach reported ['United States']United States

Fake websites , UPI hacking Delhi saw 190 % rise in cyber frauds during lockdown , police say['India'] India

macOS Finder bug could reportedly let a hacker control your Mac['Australia']Australia

Cyber Security Today , March 3 , 2021 – Stolen password leads to loan company hack ; Subcontractor blamed for breach ; Why website code needs to be protected['Canada'] Canada

Attackers use CSS to fool anti - phishing systems['United Kingdom']United Kingdom

Due to a hack, SUBE cannot be loaded on the subway['Argentina']Argentina

Canadian will be tried in the United States for extortion in cyber attacks['United States']United States

Italian banking association complains about hacker attacks['Italy'] Italy

Ats, hacker attack. Services blocked and data alarm['Italy'] Italy

Hackers Hacked Watch Dogs Legion – FPS Comparison in Pirated and Licensed Version by DSOGaming['Russia'] Russia

The new version of Wi - Fi 6 , a serious security flaw in WordPress and hackers on Discord['Czech Republic']Czech Republic

Hearing test: Chelyabinsk residents are scared by Sberbank hacking and advised to connect purchase confirmation via SMS['Russia'] Russia

FSB page hacked? Hackers and ransomware - gangs go to virtual war['Germany']Germany

Phishing criminals fooling the world publishing world to send unpublished manuscripts['South Korea']South Korea

GitHub denies hacking but not source code leaks | Silicon['France'] France

Hacker who caused damage of R$ 1.3 million to the Detran is arrested['Brazil'] Brazil

Blender website is down due to hacking attempt['Netherlands']Netherlands

DeFi - Indexed Finance project lost $16 million due to hacker attack['Russia'] Russia

Over 100,000 UN documents hacked - L 1FO Tech par LInformatique['France'] France

The hackers attacked the website of the Cluj County Council. Details of the institution['Romania']Romania

Only 100 million pesos have been lost due to hacking of the Public Registry['Philippines']Philippines

Kaspersky Lab found spyware embedded in hard drives['Armenia'] Armenia

A year ago, the Iranians hacked the servers of Lee Enterprises Inc.['United States']United States

In the United States found guilty of a cyber attack on the New York subway['United States']United States

Pôle emploi hacked: the data of 1.2 million French people have been stolen['France'] France

[Seoul Newspaper] Gyeonggi-do disaster income search and malware installation … Pay attention to micropayments['South Korea']South Korea

Right-wing Mexican party denounces hacking['Mexico'] Mexico

Peskov was not protected by the amulet, Sechin asks for help, the shaman is in a psychiatric hospital, hackers are shaking "remote workers"['Russia'] Russia

State Trojans in practice: the police are more likely to hack dealers than terrorists['Germany']Germany

Not just banks: hackers are also targeting small businesses['Czech Republic']Czech Republic

Sleman Religious Court Website Hacked, Changed Aku vs Wong Tuamu and Ambyar Song Lyrics['Indonesia']Indonesia

Spyware developer identified in Donbas ['Ukraine'] Ukraine

Newsspim - Infringement of personal information, than companies 1. Five times more...Malware is the main cause['South Korea']South Korea

Hacking group Anonymous reveals hidden government data on COVID-19 cases in Nicaragua Global Voices Italiano['Nicaragua']Nicaragua

Norway's intelligence service suspects a foreign state of being behind hacker attacks on the Storting['Norway'] Norway

Armenia accuses Azerbaijani hackers of hacking 2,000 accounts['Armenia'] Armenia

SK linked the murder of investigator Shishkina with hackers['Russia'] Russia



ASCII.jp: Malware "Clipper" that rewrites the clipboard and steals virtual currency['Japan'] Japan

tRAT: malware hidden in prestigious brands['Mexico'] Mexico

New ransomware campaign targets adult website visitors['Russia'] Russia

The transitory Cpccs was hacked; false messages would have been sent to CNE applicants['Ecuador'] Ecuador

Websites of Buenos Aires municipalities detect hacking attempt on servers – Diario Digital Nuestro País['Argentina']Argentina

folk gazette. dk - Lolland and Falster gathered in one place - Home - Abroad - Microsoft has prevented Russian hacker attack against conservatives['Russia', 'Denmark']Russia, Denmark

The famous phone cleaning application hacked: Tens of millions of people are at risk, if you have it, delete it immediately!['Serbia'] Serbia

Warning Android malware steals user information['Vietnam'] Vietnam

Watch out ! Hackers Take Advantage of Personal Data to Access User Accounts['Indonesia']Indonesia

Hackers Sell Airline Tickets Online via Facebook['Indonesia']Indonesia

Credit card fraud and phishing ['France'] France

Telephone hacking on the Tigo and Orange networks: The Mbacké duo['Senegal'] Senegal

Europol neutralized a large hacker network involved in the theft of bank information['European Union']European Union

Big scene about WannaCry malware case['United Kingdom']United Kingdom

How the NRA got hacked and then attacked by Twitter bots['United States']United States

IT Minister : State under near constant cyber attack['Estonia'] Estonia

Comstar , LLC Provides Notice of Data Breach['United States']United States

PUSH Buffalo on the mend after being hacked['United States']United States

# COVID19 Researchers Lose a Week of Work to Ryuk Ransomware['']

Police raids around world after investigators crack An0m cryptophone app in major hacking operation['Australia', 'Europe', 'United States']Australia, Europe, United States

Vulnerability in IDEMIA Biometric Readers Allows Hackers to Unlock Doors['France'] France

Losing sleep over hotel data breach ['Hong Kong']Hong Kong

Minnesota School District Hacked Email Causes Concern['United States']United States

Government websites hacked in China , information likely to uncover['China'] China

Warning on phishing messages with fake links - ARAB TIMES['Kuwait'] Kuwait

Blue Earth County had data breach last year['United States']United States

Compound Finance to impose lending caps in light of failed Aave exploit['United States']United States

New Democracy Says Spyware Tested on Phones Under SYRIZA['Greece'] Greece

Georgia man sues Tampa - based Checkers & Rally parent over May data breach['United States']United States

Algeria accuses Morocco hackers of hacking Justice Ministry Twitter account['Algeria'] Algeria

Cyber insurers saw 10 percent losses due to Ransomware['United Kingdom']United Kingdom

Chinese pair in Australian business hack['Australia']Australia

Hackers Inject Skimmer Into Boom ! Mobile Website['Russia'] Russia

Report : Russian intel started the Seth Rich rumor to cover for DNC hack['United States']United States

Regular programming of KHSU interrupted due to ransomware attack['United States']United States

Phishing attack disguises itself as DocuSign document['United Kingdom']United Kingdom

New York Expands The Data Breach Umbrella : More Cybersecurity Incidents Will Require Breach Compliance From Businesses Who Possess Private Information For New York Residents - Employment and HR['United States']United States

Expert explains why Hy - Vee data breach cards are being sold at high rate on dark web['United States']United States

Floyd County courts are recovering after malware attack['United States']United States

OpenBSD bugs , Microsoft bad update , a new Nork hacking crew , and more['United Kingdom']United Kingdom

Cyber Attacks Through Apps Increased by 70 % in 2019 , Says PerimterX CEO['Israel'] Israel

Revamped cryptominer strikes Asia through EternalBlue exploit['Asia'] Asia

Phishing scheme could compromise your Amazon account['United States']United States

Virtual Case Notes : Hacker Interference Puts Physical Emergency Systems at Risk['United States']United States

Russian hackers can get to anyone -- including a big company like Sherwin['United States']United States

Uber Mishaps : From data breach to CEO Travis Kalanick leave of absence , here everything that went wrong['India'] India

['https://www.edaily.co.kr/news/read?newsId=02437046632556224&mediaCodeNo=257', 'https://www.hankyung.com/economy/article/202212160285i', 'https://www.busan.com/view/busan/view.php?code=2022121117510890616', 'https://moneys.mt.co.kr/news/mwView.php?no=2022121609495423447&code=w0202&MRN']Financial sector, AI automatic detection prevented voice phishing damage['South Korea']South Korea

AccessData Takes a Closer Look at JPMorgan Hack['United States']United States

Makati mayor : Operator of digital billboard that showed porn clip claimed its system hacked | News['Philippines']Philippines

Watch out for fake jury phishing email – LiveNews . co . nz['New Zealand']New Zealand

Chicago judge gives Maryland man 3 months in hacking case['United States']United States

1 , 100 Hamilton residents emails compromised following data breach - Hamilton['Canada'] Canada

Resetting router is just a start in protecting your computer against recent malware attack['United States']United States

Global University Provides Notice Of Data Breach['United States']United States

Cyber criminals try swiping email logins and bank data in single HRMC phishing scam['United Kingdom']United Kingdom



Privacy & Information Security Law Blog : Software Company Settles With New Jersey AG Over Data Breach - Security['United States']United States

New York Hacker Charged In $100 Million Dollar Bitcoin Case['United States']United States

Cyber attack group targets UAE and Lebanese government officials['UAE', 'Lebanon']UAE, Lebanon

Microsoft Windows Users Beware : Pentagon , DHS And FBI Just Issued This Maliciou New Malware Warning['United States']United States

FBI investigating after JPS computer system hacked['United States']United States

Five billion records exposed in open data breach database['United States']United States

Gun exchange site confirms data breach after database posted online['Russia'] Russia

Gatchalian to BSP : protect bank account holders amid online hacking incident['Philippines']Philippines

New Google Search Hacks Push Viruses & Porn['United States']United States

Microsoft Windows Zero - Day Hack Attack Warning Update Windows 10 Now['United States']United States

Audit finds no security shortcomings at hacked psychotherapy firm Helsinki branch['Finland'] Finland

Jeremy Hammond , Jefferson County Sheriff Office hacker , released from prison['United States']United States

TA416 APT Rebounds With New PlugX Malware Variant['United States']United States

Consultant Qatar Ties Fail To Nix Hacking Suit In DC Circ .['Qatar'] Qatar

Manhasset School District continues to recover from September ransomware attack - Featured['United States']United States

Huawei , Linked to China Hacking , Paid $500K to Brother of Top Dem Power Broker['China'] China

Caja recovers 100% of essential systems after four months of hacking['United States']United States

The ASF call that alerted Sedena of a hacker attack but which it ignored['Mexico'] Mexico

Russia, limits of cyber attacks NATO research institute with Japanese participation: current affairs dot com['Russia', 'Japan']Russia, Japan

Tech: A company that installs phishing software in dozens of apps for US national security['United States']United States

The National Police arrested 13 fraudsters who stole more than 400. 000 euros with phishing techniques['Spain'] Spain

[EXCLUSIVE] Hospitals and educational institutions, hacker prey 6 times new attacks in 10 years, there was a reason['South Korea']South Korea

Warning of phishing attacks on behalf of the Financial Administration | Parliamentary Papers. cz – politics from all sides['Czech Republic']Czech Republic

Friday : Looted Apple products , strike against malware botnet['Germany']Germany

VZGLYAD / Expert: VPN scammers hack children's phones and blackmail parents :: News of the day['Russia'] Russia

They identify a phishing campaign that notifies alleged non-payments in VAT returns['Colombia']Colombia

The case of the cyber attack on RUAG Holding in 2016['Switzerland']Switzerland

Siloscape malware attacks Kubernetes clusters Computerworld['France'] France

Overseas virtual asset exchange frequent hacking, all-out efforts to strengthen domestic flight security['South Korea']South Korea

Without a system, there was no attention in the Argentine Mail and they suspect a hack['Argentina']Argentina

Kaspersky : The number of hacker attacks on authorities has tripled['Czech Republic']Czech Republic

Buol regency government website, Central Sulawesi hacked, Eid message appears. Yes. . Corona . . .['Indonesia']Indonesia

Netease mailbox responds to Wanqian's hacking incident, and is actively contacting Wanqian's team['China'] China

Pwriting : The data breach at the reception desk set the pace for information security improvements['Finland'] Finland

Cryptojacking by computer hacking to mine cryptocurrency, 1,500 cases detected in the last 4 years['South Korea']South Korea

The Tone hack ['Spain'] Spain

Amazon Marketplace : Beware of hacked accounts and fake shops['Germany']Germany

Had Hacked, Tax Database Claimed Safe['Indonesia']Indonesia

Ukraine faces a new powerful cyber attack['Ukraine'] Ukraine

Busan District Court, 1 million follower Facebook hacking, 30 million won trading attempt, collection['South Korea']South Korea

Voice phishing impersonating the prosecution and the Financial Supervisory Service... The arrest of the trillion-dollar Joe tribe - Diodeo['South Korea']South Korea

China's hackers cause the European Union 60 billion euros in damage per year['European Union']European Union

The door lock slides at hacker intrusion... IoT hacking emergency light['South Korea']South Korea

NHS Denies Data Was Exposed in Stor - a - File Hack['United Kingdom']United Kingdom

Hackers target hundreds of OnlyFans accounts leaking pics online through Google Drive['United Kingdom']United Kingdom

China tried to wage undeclared war against India through cyber attacks , Indian military chief Bipin Rawat says - 547821['India'] India

EY Valued Israeli Spyware Company NSO At $2 . 3bn Months Before Emergency Bailout['Israel'] Israel

HSE hack : What services are available in Munster this week ?['Ireland'] Ireland

PACS vulnerabilities , data breach spur lawsuit against radiology specialists['United States']United States

Cardinal Contracting Data Breach Includes Medical Information['United States']United States

Ransomware attacks dropped 37 % in December , claims NCC['United Kingdom']United Kingdom

GTA Online hackers have targeted PC players with multiple exploits['United States']United States

Abu Dhabi state funds used to buy Israeli spyware group NSO['United Arab Emirates', 'Israel']United Arab Emirates, Israel

Cyber Attack Shuts Down Hoya Corp Thailand Plant for Three Days['Thailand']Thailand

Hackers raid Apple accounts via jail - broken iPhones['United States']United States



Gang hacks key fob with aerial and steals car in 30 seconds['United Kingdom']United Kingdom

iTWire - NSA EternalBlue exploit surfaces in bog standard mining attack['United States']United States

['https://pulsoslp.com.mx/cienciaytecnologia/que-hacer-para-recuperar-una-cuenta-de-whatsapp-hackeada-/1252097', 'https://www.unian.ua/science/nova-shkidliva-programa-dlya-android-poshiryuyetsya-cherez-povidomlennya-whatsapp-novini-11299805.html', 'https://www.01net.com/actualites/ce-malware-android-se-propage-automatiquement-par-whatsapp-2031036.html', 'https://gadgets.ndtv.com/apps/news/whatsapp-iphone-fake-version-hack-users-cy4gate-italian-spyware-motherboard-citizen-lab-report-2362841', 'https://www.bhaskar.com/tech-auto/news/whatsapp-fake-version-made-by-italy-hackers-128193800.html', 'https://www.rnd.de/digital/whatsapp-neue-schadsoftware-verbreitet-sich-auf-android-geraten-FSGC35FPV5FZDOO3N6DAF6ZRJE.html', 'https://www.techjuice.pk/beware-new-android-malware-found-circulating-as-links-sent-via-whatsapp/', 'https://www.techtimes.com/articles/256340/20210126/whatsapp-malware-users-warned-of-a-malicious-message-going-around-the-app.htm', 'https://www.areamobile.de/WhatsApp-Software-256418/News/warnung-bedangerous whatsapp virus spreading malware: Virus in WhatsApp, dangerous Android malware spreading, protect yourself like this - whatsapp worm message spreading malware by automatic reply know how to save yourself['India'] India

Boing Boing bounces back after hack attempted to infect users with fake Adobe Flash update['United States']United States

Phishing scheme seeks funds on behalf of Michigan State Firemen Association['United States']United States

Puccino coffee shops blame unknown hacker for politically incorrect coronavirus email | News['United States']United States

Massachusetts A . G . Healey : Health Insurer to Pay $10 Million in National Settlement Over Data Breach Affecting Sensitive Information of Millions['United States']United States

Michigan Department of Treasury : Business Taxpayers Be On Alert for W - 2 Phishing Scam['United States']United States

U . S . Maritime Agency Found Vulnerable To Cyber Hackers['United States']United States

The Great Brazilian Sat - Hack Crackdown['Brazil'] Brazil

This banking malware just returned with new sneaky tricks to steal you data['Japan'] Japan

DEF CON 2019 : Researchers Demo Hacking Google Home for RCE['United States']United States

Beaxy becomes latest exchange to suffer XRP exploit['United States']United States

Report : FBI ignored Intel IG repeated warnings that China firm had hacked Clinton server – The Tribune Papers - Breaking News & Top Local Stories['United States']United States

Marriott data breach FAQ : How did it happen and what was the impact ?['United States']United States

Russian hackers attacked me and other military spouses . Why cant we sue ?['United States']United States

Hundreds of Kiwi accounts involved in Yahoo hack['New Zealand']New Zealand

Vending Machine , IoT Figure In January Data Breach Digest From Verizon['United States']United States

Welsh ISIS hacker hid information on secret cufflink memory stick['United Kingdom']United Kingdom

Hackers claim early Switch success thanks to Apple loophole['United States']United States

UK Phone Hacking Scandal Fast Facts ['United Kingdom']United Kingdom

In North America , 20 % of All Data Breach Incidents Are in the F & B Industry['United States', 'Canada', 'Mexico']United States, Canada, Mexico

Cadbury owner bounces back after ransomware attack['United Kingdom']United Kingdom

Federal Court Permits Former Employee Data Breach Claims To Move Forward['United States']United States

Hackers target WordPress websites with cryptomining campaign['United Kingdom']United Kingdom

Two - year - old malware campaign plagues Ukrainians with Vermin , Quasar RATs['Ukraine'] Ukraine

iTWire - Australia fifth on global data breach list for HY2018['Australia']Australia

['https://www.arnnet.com.au/article/657190/report-over-59-000-gdpr-data-breach-notifications-only-91-fines/', 'http://mondaq.com/unitedstates/x/776678/data+protection/Racing+to+Meet+the+72hour+Deadline+to+Report+a+Personal+Data+Breach+in+the+EU+A+GDPR+Resource+Is+Available', 'https://www.law360.com/articles/1126318/dla-piper-says-gdpr-has-sparked-59k-data-breach-reports', 'https://www.techcentral.ie/nearly-60000-gdpr-data-breach-notifications-but-only-91-fines/', 'https://www.bankinfosecurity.com/data-breach-reports-in-europe-under-gdpr-exceed-59000-a-12006', 'http://www.diritto24.ilsole24ore.com/art/avvocatoAffari/newsStudiLegaliEOrdini/2019-02-06/il-report-dla-piper-oltre-59000-notifiche-data-breach-europa-introduzione-gdpr-153024.php', 'https://www.jdsupra.com/legalnews/racing-to-meet-the-72-hour-deadline-to-82051/', 'https://www.networksasia.net/article/report-over-59000-gdpr-data-breach-notifications-only-91-fines.1549867185', 'https://www.cio.com.au/campaign/371501?content=%2Fwhitepaper%2F374096%2F2018-Data breach stats highlight GDPR awareness['European Union']European Union

Chesapeake Public School computer network affected by malware from phishing emails['United States']United States

SEC subpoenas Snap amid probe into growth hacking and misleading investors['United States']United States

Book World : How creative foreign hackers crack into a vulnerable U . S .['United States']United States

Local hacking expert explains how water website got hacked['United States']United States

Mozilla 57 . 0 . 4 version addresses Spectre and Meltdown Malware flaws['India'] India

Stalker Online : Data breach exposes over 1 . 2 million user records for online game['United Kingdom']United Kingdom

Credit bureau data breach probed ['South Africa']South Africa

UK Fears Cybercriminals Will Use NHSX COVID - 19 Tracing App to Launch Cyber Attacks['UK'] UK

TA505 phishing campaign uses HTML redirectors to spread info stealer['United States']United States

Blockchain Developments : Food Supply Chain , Shipping , M & A , Trading Platforms , Regulator Actions , Private Lawsuits , Foreign Laws , Malware , Hacks and More | BakerHostetler['United States']United States

CAMH , Western donors affected by data breach['Canada'] Canada

Daily Mirror - Phishing , social orchestrated attacks targeting Govt ., Private sector on the rise : SLCERT['Sri Lanka']Sri Lanka

SNP forced to report councillor alleged data breach to Information Commissioner Office['United Kingdom']United Kingdom

Accellion Sued After Hack Exposes 1 . 6M Washington State Resident Data['United States']United States

Hacking of Dept of Justice systems causes disruption['United States']United States

Hackers boldly ransacked a $6 million Counter-Strike weaponry['Russia'] Russia

Investigation into the hack of the Judiciary: report reveals the magnitude of a virus that is difficult to combat['Argentina']Argentina

District of Groß - Gerau : Police warn of phishing mails and SMS / scammers book almost 20 . 000 euros via online banking['Germany']Germany

Issue dated 02 . eleven . 2022 US nuclear onslaught and hacking the Pentagon system['United States']United States

The site of the Yaroslavl government is unavailable due to a hacker attack['Russia'] Russia

Hacking Issues Color Towards the End of PPDB Re-Registration in Central Java['Indonesia']Indonesia

Twitter disclosed user's personal data to ransomware['Russia'] Russia

Russian hackers attacked the Warsaw Stock Exchange['Poland'] Poland

Washington accuses Tehran of hacking into its aerospace industry['United States']United States

Hundreds of Exploit Ads Discovered on the Dark Web['Ukraine'] Ukraine

['https://insidebitcoins.com/news/japanese-hacker-stole-130000-crypto-arrested/216338', 'https://amanz.my/2019197535/', 'https://btcmanager.com/japan-police-arrest-teenage-hacker-for-theft-134000-cryptocurrency/']Japan : Police Arrest Teenage Hacker for Theft of $134 , 000 in Cryptocurrency – BTCMANAGER['Japan'] Japan

Vaccine hackers target health sectors ['Saudi Arabia']Saudi Arabia



Obvious Fakes. The game of hackers around the Ministry of Foreign Affairs. We have the ministry's response to the secret memo leak['Poland'] Poland

Hacked flight information screen in Maiquetía['Venezuela']Venezuela

Age of Empires 3 : Definitive Edition Hacked['Russia'] Russia

Two hackers managed to hack the unhackable Google Titan 2FA key['France'] France

First comes the phishing mail, then accounts are hacked['Germany']Germany

Malware for Android instead of a bonus card for stores and brands popular in Russia : potential damage exceeds six million rubles RosInvest . Com['Russia'] Russia

Last minute … Flash statement from neighbor after Turkish hacker attack['Turkey'] Turkey

Federal police: hacking on behalf of the state with sources - TKÜ and state Trojans['Germany']Germany

Amnesty International Records 14 Cases of Hacking and Digital Intimidation Against Human Rights Activists['Indonesia']Indonesia

Vado Ligure, the messaging system of the Municipality hacked: false text messages to citizens['Italy'] Italy

Arrested for stealing 8 billion through voice phishing... Half of the 40 are Chinese - The Herald Business['China', 'South Korea']China, South Korea

LG Electronics blocks self-driving hacking with blockchain['South Korea']South Korea

A new phishing using the old visual identity of Free Mobile tries to trap you with several gifts['France'] France

East Security, a spear phishing warning disguised as a Naver login site['South Korea']South Korea

The cyber attack continues to slow down the services of the welfare corporation - information is entered manually and personnel have to jump from one workstation to another['Finland'] Finland

KASPERSKY LAB RESEARCH : The Platinum Group has spread a new malware['Russia'] Russia

TA505 organization hit domestically with Clop ransomware... activity radius, attack intensified['South Korea']South Korea

Remittance of 180 million to voice phishing pretending to be a prosecution employee in his 60s['South Korea']South Korea

['http://www.thestandard.com.hk/breaking-news.php?id=91111', 'http://www.startribune.com/latvian-man-charged-in-malware-scheme-that-targeted-star-tribune-website/428069753/', 'http://www.business-standard.com/article/pti-stories/latvian-man-extradited-to-us-in-alleged-hacking-scheme-117061300089_1.html', 'http://www.baltic-course.com/eng/legislation/?doc=130388', 'https://fcw.com/articles/2017/06/16/sagade-malware-extradite-rockwell.aspx', 'http://www.twincities.com/2017/06/12/accused-latvian-cybercriminal-charged-with-spreading-malware-through-star-tribune-website/', 'http://www.kare11.com/news/latvian-man-extradited-in-alleged-hacking-scheme-targeting-star-tribune/448186139', 'http://us.blastingnews.com/news/2017/06/latvian-cyber-criminal-in-court-for-hacking-crime-001771267.html', 'http://minnesota.cbslocal.com/2017/06/12/latvian-hacker-extradited/', 'http://www.ibtimes.co.uk/most-wanted-latvian-cybercriminal-extradited-us-minneapolis-star-tribune-hacking-scheme-1626033', 'https://patch.com/minnesota/southLatvian Cybercriminal Extradited For Scareware Hacking Scheme That Caused Millions of Dollars in Loss['Latvia'] Latvia

NAICM consultation failed: duplicate votes, hacking and illegalities | Tourism news REPORTUR['Mexico'] Mexico

Hackers hacked a biometric database in India for $8['India'] India

Hacker Group Targets Children, School's Role Needs to be Strengthened['Indonesia']Indonesia

A man is on trial for major fraud "phishing with BGN 29,150 withdrawn from a German bank." - Labor['Germany']Germany

Hacking Beware! Your Daum password has been retrieved.['South Korea']South Korea

Ad Scam : 41 malware ['Germany']Germany

C U Hacked Windows to Block Security Cameras['Ukraine'] Ukraine

US Investigates New Crypto Identifiers After Hacks['United States']United States

Beware of third party stores ! Security firm finds app store infected with malware['India'] India

Ohio workers say hackers stole their unemployment benefits . No one helping them get their money back['United States']United States

House Panel Passes RANSOMWARE Act to Get FTC Reports on Cross - Border Work['United States']United States

Ombudsman hands down nine recommendations after government data breach['Canada'] Canada

Hackers stole Social Security numbers in Flagstar data breach affecting 1 . 5 million customers['United States']United States

Even With Tweak , Workers Fight $12M Wawa Data Breach Deal['United States']United States

X - rated porn hackers infiltrate Scots museum website giving tourists nasty shock['Scotland']Scotland

iTWire - Malware authors increasingly bypassing scans by Microsoft tool['Australia']Australia

No ransom paid in Nine cyber attack ['Australia']Australia

Hackers Hack Titanfall ... To Stop Hackers From Hacking Titanfall['United States']United States

What the Tech : How malware can use your router to steal personal information['United States']United States

Many widely exploited hacks known to public for two years , cyber agencies warn['United Kingdom']United Kingdom

TeaBot Malware Spotted Stealing Android User Bank Information['China'] China

Oct 6 - $250 million capitaol one data breach ........ hacker wont do any time['United States']United States

Plainfield Town Computer System Hit by Ransomware Attack['United States']United States

Scientists create tool to kill cyber attacks in less than a second['United States']United States

Hackers Target New Online Servers in Under a Minute , Report Finds['United States']United States

Complex Flame malware faked its own death['United Kingdom']United Kingdom

['https://www.europapress.es/la-rioja/noticia-identificados-autores-estafa-cargo-1900-euros-hombre-robarle-datos-bancarios-phising-20220309093839.html', 'https://www.europapress.es/la-rioja/noticia-identificados-autores-estafa-11500-euros-logronesa-robarle-datos-bancarios-phising-20220314094052.html']Identified the authors of a scam of 11 . 500 euros to a woman from Logroño after stealing her bank details for phishing['Spain'] Spain

Federman & Sherwood Initiates an Investigation of the Data Breach of AeroGrow International , Inc .['United States']United States

South Western Railway RPF bust major cross border gang of hackers and touts involved in e - ticketing['India'] India

Advantech Hit by Ransomware ['Taiwan'] Taiwan

Legislation introduced to investigate UW Medicine data breach['United States']United States

State Farm hit by data breach ['United States']United States

Mirai Botnet Code Gets Exploit Refresh ['United States']United States

Police investigate attempted Sherman School data breach['United States']United States

Job seeker details exposed in Monster data breach['United States']United States

City of Lacey online payment system hacked['United States']United States



Electrical vehicle chargers vulnerable to hacking['United Arab Emirates']United Arab Emirates

Aurora warns water customers about data breach involving payment system['United States']United States

DePaul University Chicago data breach IDs hundreds of wellness program participants['United States']United States

102 . Deputy Noel Rock asked the Tánaiste and Minister for Justice and Equality the actions her Department is taking to strengthen against cyber attacks after the NTMA website was temporarily down for several hours after a suspected hacking attack ; ...['Ireland'] Ireland

New TorrentLocker Ransomware Variant Targets Denmark['Denmark']Denmark

PLC hack exposes vulnerable industrial controls['Australia']Australia

Data breach at finance firm with large Jersey presence['Jersey'] Jersey

The Ukrainian Power Grid Hack ['Ukraine'] Ukraine

Bitcoin traders beware : Hackers using fake Gunbot tool to deploy Orcus RAT in new phishing campaign['United Kingdom']United Kingdom

Data breach at Sentara Healthcare ['United States']United States

Infographic : Data Breach Disruptions : The Cost Of Cybercrime In Canada['Canada'] Canada

Another insider breach as employee opened an email containing malware['United States']United States

School data breach spooks students , Latest Singapore News['Singapore']Singapore

Forget Banks , ICOs Easier Prey For Hackers By Investing . com['Germany']Germany

Malware Developer Utilized Stolen Certificates to Dodge Malware Blockers['United States']United States

Sheppey holiday camp cyber - hacker Grant West jailed after police catch him on train['United Kingdom']United Kingdom

Tax department suspected of phishing ['Belgium'] Belgium

Camp fYrefly notifies former participants , volunteers of data breach['Canada'] Canada

AI - AP | Pro Photo Daily - Around the Net » State of the Art : Spyware Hijacks Cameras , Threatens Journalists['United States']United States

Harvard Email Hacked , University Warns['United States']United States

Incident Response : The Alaska Cyber Attack , a State of Emergency , and YouTube['United States']United States

Uber Hackers Also Reportedly Breached Linkedin Training Site | Brunei No . 1 News Website['Brunei'] Brunei

Neverwinter Implements Huge Ban Wave After Hunt Exploit Goes Crazy['United States']United States

Fresh Threads : Fake reviews , partnerships and email hacks['United Kingdom']United Kingdom

VON Canada Recovers from Devastating Ransomware Attack['Canada'] Canada

Pam Bondi Reaches $148 Million Settlement With Uber for Data Breach['United States']United States

Appalling emergency services data breach to be investigated['Australia']Australia

Cryptojacking Malware KingMiner Evades Detection to Mine Monero - Inside Bitcoins['United States']United States

FOX 11 Investigates : Reputation defense companies utilizing fraudulent lawsuits and illegal hacks to silence online consumer complaints['United States']United States

4 Worst IoT Security Hacks Of All Time ['United States']United States

Typosquatting RubyGems laced with Bitcoin - nabbing malware have been downloaded thousands of times['United Kingdom']United Kingdom

Case for Crypto Audits After Another Disastrous Million Dollar Hack in DeFi['United States']United States

Hackers access personal information from BU and Emerson['United States']United States

Jekyll Island Authority Targeted by Ransomware Attack['United States']United States

Aiken Regional struck by IT outage following cyber attack on hospital chain['United States']United States

Amey hit by cyber attack ['United Kingdom']United Kingdom

Investigation Complete : Malware Attack on City | News | Classic Rock 103 . 5 WIMZ['United States']United States

Check Point exposes Android malware vendor using dark net to rebrand products['New Zealand']New Zealand

Russian Hackers Have Been Inside Austin Network for Months['United States']United States

NZBgeek Has Been Hacked Leaving Private User Data Exposed * TorrentFreak['New Zealand']New Zealand

Court adds City firm and ex - partner to hacking conspiracy claim['United Kingdom']United Kingdom

T - Mobile customers , beware of a text phishing scam going on in Louisiana['United States']United States

Safety Certification Giant UL Has Been Hit By Ransomware['United States']United States

Coalition raises mega round to tackle spiking cyber attacks['China'] China

MS North, actively attempting to hack aerospace and cryptocurrency this year['United States']United States

Digital Pandemic: Hackers are increasingly targeting medium-sized companies['Germany']Germany

Malware united states Twitter direct messages to spread['United States']United States

Mauritius: sniffing spies, hacking, data capture in Baie-du-Jacotet['Mauritius']Mauritius

Zoom - hackers also crack industrial it ['Netherlands']Netherlands

CCSS after hack : No sensitive information was extracted['United States']United States

Kaspersky investigates IAmTheKing , the malware family also known [...] | CataniaOggi press releases['Italy'] Italy

Targeting PayPal users in a new SMS phishing campaign['Egypt'] Egypt

Data breach: the new telematic procedure is operational['Italy'] Italy

Part of the Data from Last Month's Hack Leaked on the Internet['Indonesia']Indonesia

rs 3600 malware on the dark web : cheap thief ! A malware of rs 3600 available on the dark web helps hackers to steal information of mac and w...['India'] India



Hacking of the Democratic Center: Paloma Valencia affirms that Anonymous Colombia leaked her data | Click | Technology at Caracol Radio['Colombia']Colombia

first . 822 websites with domain name . vn was attacked by hackers['Vietnam'] Vietnam

Record number of cyber attacks in Japan['Japan'] Japan

bhima koregaon case Surendra Gadling computer was hacked into a criminal e-mail | Surendra Gadling's computer was hacked and criminal e-mails were deleted['India'] India

I even tapped a fake bank app call... 40,000 phones hacked - Kookmin Ilbo['South Korea']South Korea

Police Reveal Hacking of Social Engineering Modus Banking Applications['Indonesia']Indonesia

Completed restoration of the hacked delivery agency superhero server['South Korea']South Korea

How was the phishing attack that nearly cost the government millions executed?['United States']United States

Cybersecurity: Phishing alert impersonating Vodafone['United Kingdom']United Kingdom

Automation has taken center stage in hacker attacks on companies. Safety . News . DailyComm. en['Russia'] Russia

Hackers send email with virus on behalf of lawyers['Bulgaria'] Bulgaria

News studio - Serious data breach at UiT['Norway'] Norway

Group - IB detected a phishing email with spyware['Russia'] Russia

Interpark members whose personal information was hacked by North Korea receive 100,000 won per person['South Korea']South Korea

Animal Político and Contralínea accuse cyber attacks against their portals['Mexico'] Mexico

Warning : dangerous browser extensions , mobile spyware steals personal data['Italy'] Italy

Newspim - [ Hacking alert ] Tokyo Paralympics impersonation malware ... Suspected by North Korea['Japan'] Japan

Inps, site down. Tridico : We suffered a hacker attack['United States']United States

ATTACK : Porto Velho City Hall websites are hacker targets and are offline['Brazil'] Brazil

Allra - critics had their mailboxes hacked['Sweden'] Sweden

Denant: IT infrastructure is now normalized after hacker attacks['Denmark']Denmark

['https://www.itnewsafrica.com/2022/07/is-hacking-humans-easier-than-machines/', 'https://www.itnewsafrica.com/2022/07/nigerian-organisations-amongst-those-targeted-by-malicious-hack/']Nigerian Organisations Among Those Targeted by Worldwide Spy Hack - IT News Africa - Up to date technology news , IT news , Digital news , Telecom news , Mobile news , Gadgets news , Analysis and Reports['Nigeria'] Nigeria

Cracked version of 16Shop malware contains a backdoor['Russia'] Russia

Cundinamarca , Hackers : Official accounts of Cundinamarca mayors were hacked | Bogota['Colombia']Colombia

They crucify a McDonald's clown in Israel and exploit the networks['Israel'] Israel

After the hack, the Police confirmed that the database is not compromised['Argentina']Argentina

Police Secure Hackers in Sleman ['Indonesia']Indonesia

10 criminal cases initiated in the Brest region since the beginning of the year on the facts of hacking pages in social networks['Belarus'] Belarus

Accomplice of hacker Drinkman sentenced to four years in US prison['United States']United States

HIDeous, the New Year's "gift" from an Apple hacker['United States']United States

Hackers attack broadband cables in Värmdö['Sweden'] Sweden

Warning: Criminals hack Email, Facebook, Line and chase people around to borrow money. There are victims who have lost their money and the culprits are still at large!!['Thailand']Thailand

Perm OFAS was subjected to a hacker attack['Russia'] Russia

The intelligence service revealed a malware testing service: it also offered good customer service to virus creators['Finland'] Finland

DIT revealed a group of schoolchildren hacking the "electronic journal" and "electronic diary" services['Russia'] Russia

New evidence links Líbero to the hacking of El Litoral. com : : The Coast['Argentina']Argentina

Work in! Center 191 was hit by malware demanding ransom to attack the people. Unable to report the incident.['Thailand']Thailand

Hackers as couriers. Fedex and DHL a tool of scammers['United States', 'Germany']United States, Germany

An unknown hacker confused the cards for ISIS terrorists['Ukraine'] Ukraine

Disguised Malware Warning for Netflix Players Targeting Bangkokians['Thailand']Thailand

Data Breach By Loan Apps : FG To Protect Nigerians - Business['Nigeria'] Nigeria

University Data Leaked in Accellion Hack['United States']United States

Warzone apparently drops silent update to fix level 1000 hack giving players everything['United States']United States

Consumer Alert : Lowey Dannenberg , P . C . Investigates KeyBank for Data Breach['United States']United States

Grant County Government Emails Compromised Through Phishing Email['United States']United States

Hilliard schools acknowledges data breach of student information['United States']United States

Ransomware posing as Windows antivirus update will just empty your wallet['United Kingdom']United Kingdom

Norton Phishing Scam Uses Personal Info to Steal Money from Victims['United States']United States

Mistaken Identity or Impersonation ? Interrogation of Liberia Hacker Unveils Key Suspect – FrontPageAfrica['Liberia'] Liberia

CEB GetGo server hacked » Manila Bulletin Business['Philippines']Philippines

Schneck facing class action lawsuit for data breach['United States']United States

MS - ISAC Highlights Verizon Data Breach Report Release['United States']United States

ResiDex Software becomes victim of a ransomware attack['United States']United States

Hashtag Trending – Russian intelligence agency hacked ; Oakland bans facial recognition ; Equifax fined $700 million['Russia', 'United States']Russia, United States

Tech . eu Podcast # 128 : Just Eat and Takeaway . com merge , Bulgaria has been hacked , interview with FiBAN Reetta Ilo , and more['Bulgaria'] Bulgaria



Hackers Vandalize Minnesota Government Websites['United States']United States

Prompt Notification Reduces Data Breach Fallout , Consumer Impact['United States']United States

Refund phishing scam hits nation mailboxes | The Express Tribune['Pakistan']Pakistan

UK High Court orders ISPs to block Switch hacking sites['United Kingdom']United Kingdom

Attorneys Seek $15M From Wendy Data Breach Settlement['United States']United States

First Nations child agency calls in RCMP after cyber attack['Canada'] Canada

Council Post : Financial Critical Assets Are Now A Prime Target For Hackers['United States']United States

Facebook fined with $1 . 6 million by Brazil over data breach | Technology News – India TV['Brazil'] Brazil

The Koobface malware gang – exposed !['United States']United States

DOJ Charges Hacker With Using BEC Scam to Steal $100M['United States']United States

Hackers working on a global ExplodingCan cyber attack['United Kingdom']United Kingdom

Heritage Valley satellite locations still hampered by Tuesday cyber attack['United States']United States

Malware attack affects Reckitt operation globally['Bangladesh']Bangladesh

Capitol News Service » Blog Archive » Congressmen to Fight Chinese Hacking['United States']United States

Hackers hit 116 , 000 NJ consumers in 2016['United States']United States

Retail partners targeted by email phishing attacks['United States']United States

Data breach at Bakersfield City School District exposes employee personal information['United States']United States

How hackers using RAT malware seized petrochemical site['United Kingdom']United Kingdom

['https://www.agensir.it/quotidiano/2021/2/2/social-network-trapani-violata-la-pagina-facebook-di-una-parrocchia-il-parroco-si-scusa-e-avvia-le-denunce/', 'https://www.tp24.it/2021/02/03/cronaca/trapani-hanno-hackerato-la-pagina-facebook-di-una-parrocchia-indagini-in-corso/159837']Trapani , they hacked the Facebook page of a parish . Investigations in progress['Italy'] Italy

Screens at Iran airport said hacked with anti - regime messages['Iran'] Iran

Israeli cyber firm reveals : Hamas planted spyware in Fatah phones['Palestine']Palestine

Apple fights iCloud hack reports , could be collateral damage of a massive cybersecurity push['China'] China

Q & A : RiskIQ Yonathan Klijnsma on the group that hacked the ABS - CBN store['Philippines']Philippines

Maharashtra was attacked the most with ransomware attacks in the month of June 2018 : eScan thread report['India'] India

Airport Wi - Fi a vulnerable target for hackers trying to steal your info['United States']United States

Counterpoint : Minneapolis is mandated to investigate possible data breach on ketamine research['United States']United States

Nashville data breach : Social Security numbers of private residents in court records['United States']United States

Mayfair club hit by phishing attack ['United Kingdom']United Kingdom

Allen Grubman client files hacked and held for ransom['United States']United States

Emotet Banking Trojan Uses Stolen Templates to Boost Phishing Campaign Numbers['United States']United States

Govt employee arrested for embezzling Rs71L by hacking website | Ludhiana News['India'] India

Brazil bested by hackers , Virgin plugs hub bugs , and France surrenders … records['Brazil', 'France']Brazil, France

Wintrust Business Lunch 12 / 26 / 18 : Terry Answers Listener Questions , CHA Settling Old Disputes , & Data Breach Stories from 2018['United States']United States

Two Michigan Teens Arrested In I - 75 Billboard Hacking Case['United States']United States

Malaysia warns of Chinese hacking campaign targeting government projects['Malaysia']Malaysia

Malwarebytes : Egyre nagyobb probléma Mac - en a malware['Hungary'] Hungary

Jewish Federation data breached in cyber attack['Israel', 'United States']Israel, United States

Ransomware gang demands $7 . 5 million from Argentinian ISP['Argentina']Argentina

New Windows 10 Remote Hacking Threat Confirmed Homeland Security Says Update Now['United States']United States

Prosecutors decide not to charge two in 2017 hack case['Taiwan'] Taiwan

US court orders deportation of Daesh hacker over COVID - 19 fears['United States']United States

Hackers are Using a Harmless Windows 10 Feature to Infect Computers['Pakistan']Pakistan

Hundreds of Networks Still Host Devices Infected With VPNFilter Malware['Russia'] Russia

Fin8 hacking gang return with Badhatch backdoor targeting US organizations['United States']United States

Hackers use WebSVN to deploy new Mirai variant malware['United Kingdom']United Kingdom

Warning over number of hacking incidents in Wiltshire['United Kingdom']United Kingdom

Province Health Care System Seriously Impacted by Cyber Attack['Canada'] Canada

Pan - American Life hit by cyber attack that has knocked out phones , email['United States']United States

Telekom Slovenije detects a record number of cyber attacks['Slovenia']Slovenia

Patient data may have been stolen in cyber attack – German police investigate['Germany']Germany

First WhatsApp, now the governor of Sinaloa Rubén Rocha reports that Telegram was hacked['Mexico'] Mexico

Holds Demo Action Rejecting TWK for KPK Employees, BEM SI Social Media Accounts Hacked['Pakistan']Pakistan

Qnap closes critical malware flaws in NAS models['France'] France

Hackers' sophisticated approach fooled even security experts['Slovenia']Slovenia

Cybercriminalists of Informzaschita investigated the hacking of the telephone network of a state-owned industrial company['Russia'] Russia



Researchers hacked Boeing 747's in-flight entertainment system['United States']United States

Netherlands : Hackers have stolen the personal information of 3.6 million Dutch people['Netherlands']Netherlands

Mass hacking of the corporate email accounts of the teachers of one of the Secondary Education institutes of A Estrada (Pontevedra). - Xornal Galicia['Spain'] Spain

Cicpc arrested four people for fraud and hacking['Venezuela']Venezuela

Hauri is freed from legal responsibility for hacking the national defense network['South Korea']South Korea

Incibe alert of malware campaigns that impersonate the Labor Inspectorate and Iberdrola['Spain'] Spain

New InPost scam. They encourage you to download malware['Poland'] Poland

NG : Two Kazakh educational platforms attacked by hackers['Kazakhstan']Kazakhstan

KDA, an architecture firm, pleads hacking after humiliating response to Syrian student['Syria'] Syria

Justice maintains arrest of suspect of hacking Moro and authorities['Brazil'] Brazil

(Blockchain Overseas Trends) Exchange hacking wave... Switzerland Lists Ripple-Based ETP['Switzerland']Switzerland

U.S. city hall, airport and 911 are also blocked, hackers targeting ransom money attack['United States']United States

Teknofest official website hacked - ShiftDelete. Net['Turkey'] Turkey

Hackers steal data through a printer, TV, washing machine...['Croatia'] Croatia

Croatia: premier Plenkovic, Madzarevic case could be hacking['Croatia'] Croatia

They discover an international server that hosts phishing campaigns['Argentina']Argentina

Chinese IoT devices targeted by malware['China'] China

Hackers, with access to emails, telephones and location of tra['Mexico'] Mexico

Microsoft : 80% Of Computers In Asia Bought With Pirated Windows Systems Contain Malware['Asia'] Asia

Fake accounts on Instagram: tuihoteltester gives phishing instead of vacation['Germany']Germany

Specialists of the Ombudsman Kuznetsova will join the case of hacking the electronic diary | News['Russia'] Russia

Malware stalking businesses ['Vietnam'] Vietnam

Sticky Attacks: When Sticky Keys Help Hackers / Panda Security Blog / Sudo Null IT News['Russia'] Russia

Altulz was hacked and 130,000 members received individual reports : IT : Kyung : News['South Korea']South Korea

The Treasury launches an alert: hackers have invented new tools to steal data from the Income Statement['Spain'] Spain

Experts discover malware that spies on the phone and steals messages['Syria'] Syria

Irdeto investigated the hack ['France'] France

Hospitals return to the physical file to avoid effects of hacking['United States']United States

During suspicious transactions at hotels, 18 credit card hackers were arrested['Indonesia']Indonesia

Spyware Vendors Hawking Zero - Day Flaws Uncovered by Google['Canada'] Canada

Yuma Regional Medical Center Reports Data Breach Impacting as Many as 700 , 000 Patients | Console and Associates , P . C .['United States']United States

90 Degree Benefits Wisconsin Confirms Recent Data Breach Leaked Consumer Personal Data | Console and Associates , P . C .['United States']United States

Indian Hackers Steal Personal Information of Pakistanis Through Fake Jobs Website['Pakistan']Pakistan

March sees daily malware rising across the UAE['United Arab Emirates']United Arab Emirates

Public Defender Office slams state for abuse of power in phone hacks['Brazil'] Brazil

Mortgage servicer sued by borrowers over data breach['United States']United States

Wake County leaders trying to get out in front of wave of ransomware attacks['United States']United States

Nearly All Digital Currency Exchanges Have Been Hacked : Report['United Kingdom']United Kingdom

MyPillow , AmeriSleep websites were hit with hacks stealing credit card data['United States']United States

London Blue evolves its tactics from phishing attacks to impersonation fraud['United Kingdom']United Kingdom

Philadelphia Court Admin Drops Russian Hacking Assertion['United States']United States

Another Phishing Attack - Related Breach reported by CTCA['United States']United States

Chinese drone maker denies U . S . accusations on data hacking - Xinhua['United States']United States

Fax machines make a comeback at Norsk Hydro following ransomware attack['Norway'] Norway

Genesee County , Mich ., Hires New CIO Following Hack['United States']United States

Decryption Tool Stops Gandcrab Ransomware['United States']United States

University of Chicago , Google Sued for Healthcare Data Breach['United States']United States

Malware makes an exhibition of itself ['United States']United States

New WannaHydra Malware a Triple Threat to Android['United States']United States

Fake Woolworths Facebook scam : Shoppers warned of phishing scam['Australia']Australia

US Attorney Announces Phishing Attack Verdict['United States']United States

Facebook Users Target Exec Docs In Data Breach Discovery['United States']United States

Hackers threaten to reveal secret data linked to 9 / 11 attacks['India'] India

Commonwealth Bank and NAB customers have been targeted in the latest email phishing scams['Australia']Australia

Malware operators abuse Windows Narrator software in Asian attack wave['China', 'Japan', 'South Korea', 'India', 'Indonesia', 'Pakistan', 'Bangladesh', 'Vietnam', 'Philippines', 'Thailand', 'Myanmar', 'South Korea', 'Kazakhstan', 'Uzbekistan', 'Kyrgyzstan', 'Tajikistan', 'Turkmenistan', 'Mongolia', 'Nepal', 'North Korea', 'Sri Lanka', 'Malaysia', 'Singapore', 'Laos', 'Cambodia', 'Bhutan', 'Maldives']China, Japan, South Korea, India, Indonesia, Pakistan, Bangladesh, Vietnam, Philippines, Thailand, Myanmar, South Korea, Kazakhstan, Uzbekistan, Kyrgyzstan, Tajikistan, Turkmenistan, Mongolia, Nepal, North Korea, Sri Lanka, Malaysia, Singapore, Laos, Cambodia, Bhutan, Maldives



Florida city conned out of $742K by hackers['United States']United States

Court Rules Events After Email Instruction Dont Erase Claim for Phishing Loss['United States']United States

Edinbarnet Primary School sorry for double data breach['United Kingdom']United Kingdom

Center Parcs Facebook scam could infect your computer with malicious malware['United Kingdom']United Kingdom

Hacker compromises 150 , 000 internet ['United States']United States

Middle East largely unscathed after WannaCry cyber attack['Middle East']Middle East

Pulling the plug on huge hacking ['United States']United States

IAAF confirms latest Fancy Bears release was hacked earlier this year['Russia'] Russia

Hackers target Delhi businesse Facebook pages to extort money : Mail Today , News['India'] India

When malware strikes : How Nuance avoided disaster after falling victim to Petya['United States']United States

Citrus , Manatee Co . property appraiser websites hacked['United States']United States

RIG EK used to spread Matrix ransomware via malvertising['United States']United States

Centra , Mace and Supervalu customer credit cards targeted in cyber attack['Ireland'] Ireland

Hackers only needed a phone number to track this MP cellphone['Canada'] Canada

Estate agent Aida admits it the source of SA largest data hack ever['South Africa']South Africa

AmosConnect 8 Hack : Popular Maritime Communication Platform Could Be Hacked['United States']United States

8K Louisianans Possibly Impacted by Reinsurance Broker Data Breach['United States']United States

Sen . Mark Warner Asks OMB , DHS on Security Patch Implementation Amid Ransomware Attack['United States']United States

[ TWC ] Spectrum data breach - Charter Spectrum['United States']United States

NonPetya ransomware forced Maersk to reinstall 4000 servers , 45000 PCs['Denmark']Denmark

Ghanaian Banks Are Exposed To Cyber Attacks['Ghana'] Ghana

Fire Tvs of Amazon Overrun with Extracting Malware['United States']United States

Email hoaxes and phishing scams prey off of school violence fears['United States']United States

The CFPB has received 20 , 000 Equifax complaints since the data breach['United States']United States

Manuel Delia Blog Cyber - Attacked By Ukrainian Hackers On A Scale Rarely Seen On Other Maltese Websites['Malta'] Malta

Seqrite battles ransomware , Cryptomining['India'] India

GFPS phishing scam - KFBB . com News , Sports and Weather['United States']United States

Political party election worker held over alleged Julau cyber attack – BorneoPost Online | Borneo , Malaysia , Sarawak Daily News['Malaysia']Malaysia

Hacker Defeats New Privacy Protections In macOS Mojave Update['United States']United States

BREC wants FBI probe of more than 50 Zoom - bombers involved in graphic hack of virtual meeting['United States']United States

Losing $450 , 000 in Three Days : Hackers Trick Victims Into Big Wire Transfers['United States']United States

Toll close to restoring key service three weeks after cyber attack['Australia']Australia

Hashtag Trending - Facebook accounts sold ; NASA targeted by hackers ; Sell free on Google['United States']United States

EmoCrash Exploit Stoppered Emotet For 6 Months['United States']United States

Leadership churn , ransomware attack hit Cognizant healthcare vertical['United States']United States

A Medal of Honor , a VA data breach , TikTok troops , and a jumping tank The Briefing , 9 . 17 . 20['United States']United States

['http://www.nationmultimedia.com/detail/breakingnews/30366678', 'http://www.nationmultimedia.com/detail/national/30366678']Big Joke tightlipped over election hacking but says fraud claim is fake news['Thailand']Thailand

CareFirst Policyholders Win Revival Of Data Breach Claims['United States']United States

Hackers purchase passwords to access apps like Venmo , CashApp & drain accounts['United States']United States

Advisories issued to key organisations , sectoral CERTs to check Chinese malware attack on critical infrastructure : Govt['India'] India

Pulse+IT - Seven privacy complaints and three data breach notifications for My Health Record['Australia']Australia

The number of hacker DDoS attacks in the Czech Republic has returned to pre-war values. Most of them are from Russia and Brazil['Czech Republic']Czech Republic

There Was Hacking Attempt, Immediately Check WhatsApp Update['Indonesia']Indonesia

gautam adani pm narendra modi jagan mohan reddy lokesh vuyurru pegasus spyware['India'] India

A hacker enters the Proximus API platform: the data of 15,000 customers has been revealed - ICT news['Belgium'] Belgium

Cyber attack on Apetito: Caterer from NRW was blackmailed by hackers['Germany']Germany

Bank databases hacked by Ukrainian hackers: are there any risks for clients?['Ukraine'] Ukraine

Minister does not know when Treasury systems will be rehabilitated after Conti hack['South Africa']South Africa

Voice phishing that leads to death on the World Dark Tour, starring Kim Bok-joon['South Korea']South Korea

The perpetrators of the Hacking of FCS UGM Pages Reveal Issues of Selling and Buying Sexual Content, Here's the Rector's Response['Indonesia']Indonesia

Pro-Russian hacker group Callisto fails in attempted attack on NATO countries['NATO countries']NATO countries

A ransom to hackers with bitcoins for a million dollars for the resumption of the network of gas stations in the United States managed to return Exclusive TSN tsn. ua['United States']United States

Just one click gives hackers access to data['Luxembourg']Luxembourg

Díaz urgently hires Fujitsu after suffering two hacks in just three months['Spain', 'Japan']Spain, Japan

BadgerDAO DeFi Team Reveals Details of $121M Hack['United States']United States



NIS Public Hacking Attempts Decreased Since 1st Quarter['South Korea']South Korea

Investigators: Blackmailers are behind cyber attacks in West Mecklenburg['Germany']Germany

Hacker attack started from Frosinone, the virus entered through the PC of a computer technician['Italy'] Italy

Europol and Kripos connected after Amedia - hacking - will not be able to publish all newspapers tomorrow['Norway'] Norway

Citizens in Shenyang inquired about courier and sent WeChat to be stolen, Sogou company offline, phishing website - Local News - Beiguo.com['China'] China

Secretary of Defense Twitter account hacked['Israel'] Israel

Gmail Users Alert, Thousands of Accounts Attacked by Hackers['Indonesia']Indonesia

The Christmas without Amazon petition hacked, a consultant of the American giant suspected['United States']United States

Hacker bypasses security T2 chip in recent Mac computers['Netherlands']Netherlands

Hackers create fake web portal of Ministry of Public Security['Vietnam'] Vietnam

['https://techstory.in/hackers-have-stolen-2-98b-via-exploits-in-the-crypto-industry-so-far/', 'https://kapital.mk/%D0%B1%D0%BB%D0%BE%D0%BA%D1%87%D0%B5%D1%98%D0%BD-%D1%85%D0%B0%D0%BA%D0%B5%D1%80%D0%B8%D1%82%D0%B5-%D1%83%D0%BA%D1%80%D0%B0%D0%BB%D0%B5-%D0%BF%D1%80%D0%B5%D0%BA%D1%83-25-%D0%BC%D0%B8%D0%BB%D0%B8%D1%98/']Blockchain hackers stole over $2.5 billion in the first nine months['India'] India

Indian Hackers Played Jai Shri Ram During Pakistan International Webinar On Kashmir['Pakistan']Pakistan

Criminals resume hacking accounts to steal and usurp identity['Dominican Republic']Dominican Republic

Zoom peeping by Chinese hackers... Online class recommendation app in Korea?['South Korea']South Korea

FBI Director China Hacked US Pharmaceutical Company... Trying to influence the presidential election['United States']United States

Hackers hack Chinese health app ['China'] China

Pope introduced smart rosaries, hackers quickly hacked them['Belarus'] Belarus

Hackers invade 160,000 Wordpress sites after site details flaws in plugins['Brazil'] Brazil

Apple's website hacked, the court did not punish['Bangladesh']Bangladesh

Hacking alert at Stock Exchange Commission - El Diario de Coahuila['Mexico'] Mexico

Malware Trouble on Google Play ['Turkey'] Turkey

Events in the Canary Islands | A neighbor from Telde hacks the accounts on social networks of more than 50 young people - La Provincia['Spain'] Spain

For hacking of the Civic they insure four former employees of the subway['Colombia']Colombia

Windows 10 at risk of malware: Microsoft intervenes with a patch['Italy'] Italy

North Korea, 17 countries' best secret works... Hacking infrastructure such as banks['North Korea']North Korea

Host Europe : British hosting provider warns of phishing mails['United Kingdom']United Kingdom

FSB special operation F : Hacking the FSB database F : Putin's special services were preparing to recruit important Ukrainian military officials['Ukraine'] Ukraine

Hackers entered the incubator - Breaking News['Turkey'] Turkey

SEGA got rid of Denuvo after its new game was hacked['Ukraine'] Ukraine

Windows - PCs can be hacked by simply forcing the victim to visit a website['Ukraine'] Ukraine

['https://www.eltiempo.com/economia/sectores/piramide-las-alertas-que-hay-detras-del-supuesto-hackeo-a-omegapro-722339', 'https://elpilon.com.co/se-cayo-otra-piramide-omegrapro-anuncia-que-hackearon-su-sistema/']Did another pyramid fall? OmegraPro announces that their system has been hacked['Colombia']Colombia

They denounced the hacking of a news portal['Argentina']Argentina

This is how the hacker gang collected 81 million dollars['Israel'] Israel

Students and many families knew about the hack according to the director of García Barros['Spain'] Spain

How about here, reservation customers, suffering from hacking damage['South Korea']South Korea

Hindi News: Four major government websites on hacked server, all in danger['India'] India

Children and Teens Vulnerable to Facebook Phishing - PNN['Israel'] Israel

Hackers crack home cameras Tencent security anti-virus labs to protect personal privacy['China'] China

Gigaset devices laced with malware after third - party server hack['Germany']Germany

POEA : Text blasts offering jobs are phishing scams['Philippines']Philippines

Cybercops Scrub Botnet Software from Millions of Computers | Malware['United States']United States

Black Basta Ransomware Targets ESXi Servers in Active Campaign['']

Reserve Bank hack : KPMG finds controls missing and system misuse['New Zealand']New Zealand

Clare County Council Confirms Data Breach Involving Release Of Personal Information Of Former Tenants['Ireland'] Ireland

SideCopy expands hacking ops to target Indian govt officials['India'] India

WordPress Websites Security Issues Expose Millions of Sites to Hackers['Pakistan']Pakistan

Mormon Church reveals data breach seven months after incident transpired['United States']United States

Cyber attacks on united kingdom businesses drop by 9 %, says DCMS survey['United Kingdom']United Kingdom

County cyber attack a warning to local governments['United States']United States

Broome County officials release more information on early 2019 data breach - 870 AM 97 . 7FM News Talk WHCU870 AM 97 . 7FM News Talk WHCU['United States']United States

Radical trans group reveals children personal details in data breach - The Christian InstituteThe Christian Institute['United Kingdom']United Kingdom

Spyware targets Big Tech cloud services['Australia']Australia

Carmel warns of phishing scam with emails appearing to be from mayor and council['United States']United States

BERNAMA . com - Secure - D new malware centre reports global suspicious Android apps['Malaysia']Malaysia

Hackers try to reroute payroll deposits at Texas health system['United States']United States



Redhack hacks AKP municipalitie websites['Turkey'] Turkey

Norsk Hydro cyber attack could cost up to $75m['Norway'] Norway

Medical Debt Collection Firm R1 RCM Hit in Ransomware Attack Krebs on Security['United States']United States

Press Release - De Lima seeks Senate probe on passport data breach['Philippines']Philippines

Customers affected by Sonic Drive - In data breach could receive ...['United States']United States

Business hack warning as honey pots of data targeted['Australia']Australia

Patients of Kent County Community Mental Health Authority impacted by Phishing Attack['United States']United States

Inside the 2014 hack of a Saudi embassy['Saudi Arabia']Saudi Arabia

Yisrael Beytenu says member data was stolen in alleged hack['Israel'] Israel

No action taken to improve cybersecurity after N . S . government data breach : MLAs['Canada'] Canada

Kanhaiya Kumar hints at conspiracy after his crowdsourcing website hacked['India'] India

Thailand warns 3 . 3m residents of online gambling data breach['Thailand']Thailand

Feds warn against Hidden Cobra Hoplight malware['United States']United States

TurboTax Hack : Intuit Says There Was No Data Breach , Users Are Not at Risk['United States']United States

Defence chief admits keeping British public in the dark about cyber attacks to safeguard national security['United Kingdom']United Kingdom

Malware has been found in fake Palo Alto cybersecurity conference invitations['Australia']Australia

Qld cop stood down over hacking database['Australia']Australia

Judge rules Kimpton Hotel may still be held legally responsible for data breach['United States']United States

Retailer Brooks Brothers discloses payment card data breach['United States']United States

Woman asked accountancy firm to pay her €1m to make data breach go away , court hears['Ireland'] Ireland

ALERT – OCR Issues Quick Response Cyber Attack Checklist And Graphic['United States']United States

Chidambaram cites Pentagon hacking , asks MHA about cyber security['India', 'United States']India, United States

Prime Minister : Transport Agency data breach is a train wreck['New Zealand']New Zealand

WORLD NEWS BRIEFS : Dramatic escape ; teen idol David Cassidy dead ; Uber data hack['Canada'] Canada

Fall Data Breach Roundup And 2018 Preview : Supreme Court , OPM , Equifax And More !['United States']United States

University of Calgary goes phishing to school staff on cyber security['Canada'] Canada

Nearly 7 , 700 cyber attack in Q1 : VNCERT['Vietnam'] Vietnam

‘ The Brave Episode Guide ( Jan . 22 ): A US Submarine is Hacked['United States']United States

Nordstrom Quick to Tell Employees of a Data Breach - Infosecurity Magazine['United Kingdom']United Kingdom

Scammers from hostile states and cyber criminals trying to hack united kingdom agencies['United Kingdom']United Kingdom

White hat hackers legally hack into companies like Uber , Atlassian['United States']United States

Objectors To Fight Equifax Data Breach Deal At 11th Circ .['United States']United States

Card data stolen in point - of - sale hack of Rutter stores and gas stations['United States']United States

ThemeGrill Demo Importer opens wordpress sites to hackers['Kenya'] Kenya

EXCLUSIVE Law firm hackers auction Springsteen and Usher files for $1 . 5m['United Kingdom']United Kingdom

Phishing Scam Promises £400 Council Tax Cut - Infosecurity Magazine['United Kingdom']United Kingdom

Cat - themed hackers trashed a shady VPN database of customer records['United States']United States

Trolls exploit Zoom privacy settings as app gains popularity during lockdown['United Kingdom']United Kingdom

Thousands of Brummies in line for £5k payout from Virgin Media data breach - which left porn users exposed['United Kingdom']United Kingdom

FireEye warned there was a new way to hack networks . The Russians put it to work .['Russia'] Russia

Service NSW told to urgently improve data handling after cyber attack['Australia']Australia

Casino Gets Hacked Through Its Internet - Connected Fish Tank Thermometer['United States']United States

Ex - defence personnel hit by phishing attack – Indian Defence Research Wing['India'] India

Cybereason and Sysware Partner to Protect Indonesian Companies from Sophisticated Cyber Attacks['Indonesia']Indonesia

NY Department of Financial Services Settles with Mortgage Lender over Data Breach | Weiner Brodsky Kider PC['United States']United States

Void Balaur hackers - for - hire sell stolen mailboxes and private data['Russia'] Russia

Kemenkominfo Monitors PSE After Bank Indonesia Data Was Hacked and Leaked['Indonesia']Indonesia

Attackers Exploit Critical Vulnerability in Oracle Fusion Middle['United States']United States

DKB: Phishing - Mail reports blocked card - this is how you protect yourself from the scam['Germany']Germany

World-class artist accounts hacked ['Mexico'] Mexico

Attack confirmed: hackers paralyze cash registers in the Metro wholesale trade['Germany']Germany

They hacked the audio guide of the ExEsma Memory Space | ...['Argentina']Argentina

The biggest hack in the history of e-mails was staged by three hackers['Armenia'] Armenia

Canal+ Subscriber Zone hacker attack warning message how to protect yourself['Poland'] Poland

Nuclear power, North Korea hacking I didn't know for 17 days... Not fast enough['North Korea']North Korea



In ASUS routers, TP-Link, etc. found holes for hacking by hackers['Russia'] Russia

[Society][Report Y] 600,000 won withdrawn in 3 minutes... Content payment hacking damage one after another['South Korea']South Korea

Hackers use vulnerability in Cisco ASA devices in real attacks['United States']United States

Tens of billions of Gangnam apartments were also robbed... On-site investigation of 3 suspected wall pad hacks['South Korea']South Korea

Man and woman are arrested for hacking YouTube page and channel['Dominican Republic']Dominican Republic

Resistance Committee: Activists in Al Watani hacked our accounts to promote the overthrow of the regime['Sudan'] Sudan

['https://www.phonandroid.com/windows-10-ce-dangereux-malware-se-cache-dans-des-publicites-sur-internet.html', 'https://www.donanimhaber.com/Yeni-bir-zararli-yazilim-ortaya-cikti--114594', 'https://mspoweruser.com/malware-that-cant-be-detected-by-windows-defender-is-spreading-by-the-thousands/', 'https://www.tomshardware.com/news/microsoft-cisco-talos-nodersok-divergent-malware,40505.html']New Windows Malware Hides in Plain Sight['United States']United States

L'Expression: De Quoi j'me Mêle - Soraka, the new malware that awaits your smartphone['Algeria'] Algeria

Data breach at the Storting: - Similar to the attack on the Bundestag['Norway', 'Germany']Norway, Germany

Hackers publish data after cyber attack on municipal IT in Austria['Austria'] Austria

Emotet malware is behind 45% of malicious sites['Russia'] Russia

The White Twins, the first stock price hackers['France'] France

Four hackers are captured for currency fraud in the country['Venezuela']Venezuela

Back to the past: hackers attack very old systems and weak points['Israel'] Israel

Buy 50 gift certificates... Voice phishing, increasingly sophisticated['South Korea']South Korea

I'm taken aback! Catch a hacker gang, steal ID card information from a mobile phone shop, seize a SIM card - a mobile phone » SpringNews['Thailand']Thailand

Pakistani hackers attack state institutions in Russia and the United States['Russia', 'United States']Russia, United States

[ Hacking ] Get 11 Million Password List | Techtunes['Bangladesh']Bangladesh

Energy - Hacking of power grid at G20 summit['China', 'Australia', 'Brazil', 'Canada', 'European Union', 'France', 'Germany', 'India', 'Indonesia', 'Italy', 'Japan', 'Mexico', 'Russia', 'Saudi Arabia', 'South Africa', 'South Korea', 'Turkey', 'United Kingdom', 'United States', 'Argentina']China, Australia, Brazil, Canada, European Union, France, Germany, India, Indonesia, Italy, Japan, Mexico, Russia, Saudi Arabia, South Africa, South Korea, Turkey, United Kingdom, United States, Argentina

What's behind it?: Canadian bitcoin exchange MapleChange loses all its bitcoins - hack or scam? | News['Canada'] Canada

attention! 'Dharma' malware hits those using Remote desktop Protocol - Bitcoin ransom['Cyprus'] Cyprus

T. Yehu, Kahlon and Flug agreed: hacking of 3. 4 billion shekels in the 2019 budget['Israel'] Israel

Fake software Source of malware in Asia Pacific['Asia Pacific']Asia Pacific

Red Alert 2 malware warned in Vietnam. 0 in banking applications['Vietnam'] Vietnam

States to Require Companies to Report Cyber Attacks['United States']United States

Scammers Hack Mazda united states Official Instagram Page On Thanksgiving['United States']United States

St . Anthony to upgrade city cybersecurity after hacking attempt['United States']United States

Hudson Headwaters reports vendor data breach['United States']United States

['https://www.zdnet.com/article/equifax-has-spent-242-7-million-on-its-data-breach-so-far/', 'https://www.scmagazine.com/equifax-data-breach-cost-hits-242-million/article/761330/']Equifax has spent $242 . 7 million on its data breach so far['United States']United States

Health Plan Email Phishing Attack Exposes Student PHI['United States']United States

Velodrome Recovers $350K Stolen in Hack by Team Member['United States']United States

Touch n Go eWallet accounts got hacked to buy Steam game credits['Malaysia']Malaysia

Payments to begin for UPMC employees who fell victim to data breach['United States']United States

Gladys Berejiklian shops up with a mate as she spotted for the first time since Optus cyber - hack['Australia']Australia

Camping World and Good Sam Announce Recent Data Breach That Leaked Sensitive Consumer Information | Console and Associates , P . C .['United States']United States

Gov . Ron DeSantis says Russian hacking didnt affect vote totals in 2016['United States']United States

Malware Makes Itself at Home in Set - Top Boxes['United States']United States

iTWire - Akamai study : Phishing kits Kr3pto and Ex - Roboto target united kingdom banks and corporate employees['United Kingdom']United Kingdom

Florida Highway Sign Hacked to Read Arrest Fauci , COVID Was a Hoax['United States']United States

IM to get new computers in wake of malware damage | News , Sports , Jobs['United States']United States

Hackers Take Station Off the Air FTVLive['United States']United States

Trend Micro urges Jordan enterprises to focus on hybrid - cloud security , following significant surge in ransomware attacks across the nation['Jordan'] Jordan

10 , 000 Israelis have used 119 cyberhotline to report hacks : Cyber Directorate['Israel'] Israel

Monero ( XMR ) caught up in cryptojacking malware which targets Linux servers['United Kingdom']United Kingdom

St . Martin News Network - EXCLUSIVE : SZV lost over $1M through Phishing Scam .['Sint Maarten']Sint Maarten

Batavia company defrauded of more than $27k in spear phishing scam['Netherlands']Netherlands

Sex toys are being supercharged by hackers['United Kingdom']United Kingdom

UAE says cyber attacks fall 27 % in first 8 months of 2019['UAE'] UAE

Cryptomining Malware Found In Study Materials , Other Malware Uses Bitcoin To Proliferate - Fin Tech['United States']United States

Hackers using hotel wi - fi to check into victim computers['Uganda'] Uganda

Concerns Remain After Hack of San Francisco Rail System['United States']United States

Auditors were able to hack Arizona DES during routine cybersecurity review['United States']United States

Hacker Tracker : Identity Fraud On The Rise['United States']United States

Yahoo ’ s Bob Lord said massive data breach felt like Vertigo['United States']United States

['http://www.economiaynegocios.cl/noticias/noticias.asp?id=515109', 'https://www.lexology.com/library/detail.aspx?g=8cef8f92-77ff-44c4-8c44-fc6aa198d4c1', 'http://www.investmentwatchblog.com/surviving-the-aftermath-of-the-equifax-data-breach/']Surviving the Aftermath of the Equifax Data Breach – Investment Watch Blog['United States']United States



Hackers hold Sydney start ['Australia']Australia

Zscaler Finds Hackers Using SSL Encryption in Malware to Hide Attacks['United States']United States

Web server vulnerability led to hack ['Philippines']Philippines

County Computer System Infected By Malware Attack['United States']United States

Minister : No comment on news report on source of massive data breach['Malaysia']Malaysia

$3 Million Worth of Cryptocurrency Stolen In Bitcoin Gold Phishing Scam['United States']United States

1 in 4 US consumers had experienced healthcare data breach['United States']United States

More than 746 , 000 NHS phishing emails blocked in a month['United Kingdom']United Kingdom

There is now an exploit for PS4 consoles running firmware 5 . 05['United Kingdom']United Kingdom

Fraudsters are phishing says OFT - Isle of Man News['Isle of Man']Isle of Man

Official website of KCBC hacked | KCBC site hacked | website hacked | Kerala site hacked | saints pictures['India'] India

Bypass Glitch Allows Malware to Masquerade as Legit Apple Files | Threatpost['United States']United States

How a Few People Took Equifax to Small Claims Court Over Its Data Breach and Won['United States']United States

BizTekMojo : Hackers attack Twitter : Announce World War III['United Kingdom']United Kingdom

Iranian Attackers Spoof Security Site for Phishing Lure['United Kingdom']United Kingdom

Southern Baptist Convention IMB suffers data breach['United States']United States

In this week Threat Report : Healthcare records in Singapore targeted , and Emotet dropper malware ...['Singapore']Singapore

DemonBot DDoS Malware | FIRE News ['United Kingdom']United Kingdom

Chemical attacks and election hacking : Russia military intelligence service | News['Russia'] Russia

Facebook earnings call : Even massive data breach didnt drive users away['United States']United States

Cobalt Group - Behind Global Bank Hacking Spree - Launched New Attacks['United States']United States

Court : Travelers Insurer Off the Hook in Florida Hotel Chain Data Breach Suit['United States']United States

La Salle County ransomware attack cost an estimated $500 , 000 ; insurance will cover almost all expenses['United States']United States

Galt nearly back from attack by ransomware['United States']United States

Another defendant to testify in Gwinnett courthouse hacking saga['United States']United States

Amid investigation , alleged San Beda hackers release 16gb database of San Beda['Philippines']Philippines

Fake Vietnamese ministry website found spreading spyware : Bkav | Tuoi Tre News['Vietnam'] Vietnam

Hackers impersonate top VPN to steal cryptocurrency['United Kingdom']United Kingdom

Advanced Russian Hackers Use New Malware in Watering Hole Operation['Russia'] Russia

Researches Claim New Way of Hacking into Virtual Assistants Using Ultrasonic Waves['India'] India

Newswrap , July 15 : Dil Bechara Taare Ginn song out , Bell Bottom Scotland schedule , Twitter accounts hacked['United Kingdom']United Kingdom

Hackers hit Chegg for the third time since 2018 – TechCrunch['United States']United States

Phishing Tactic Targets Verizon User Credentials - Infosecurity Magazine['United States']United States

PPP updates : Loan forgiveness portals now open ; government warns borrowers of PPP phishing scam['United States']United States

MP report : CRA data hacked ['Canada'] Canada

PM account hacked ['India'] India

Evolved QBot trojan debuts on top malware list['South Africa']South Africa

Card Stealer Malware Uses New Evasion Technique['United States']United States

Delco details cyber attack , admits paying ransom['United States']United States

NHS reports fewer phishing emails in 2020['United Kingdom']United Kingdom

SEPTA malware attack busted automatic rider counters['United States']United States

FROM FEAR | PHISHING FROM DEEPFAKE IS ALREADY A REALITY['Italy'] Italy

['https://www.hankyung.com/life/article/202112226423H', 'https://www.edaily.co.kr/news/read?newsId=01285766629281144&mediaCodeNo=258', 'http://news.kmib.co.kr/article/view.asp?arcid=0016597570&code=61121111&sid1=soc', 'https://www.etoday.co.kr/news/view/2089584']Yang Chi-seung, angered by fraudulent text messages... Phishing techniques becoming more sophisticated, even mimicking national policies['South Korea']South Korea

CD Projekt RED delays annual earnings report due to cybersecurity hack['Poland'] Poland

Gun owners reportedly targeted by animal rights activists following data breach['United Kingdom']United Kingdom

Spark suspects Flubot malware is behind scam text deluge['New Zealand']New Zealand

Spyware Security Issue Exposes Users to Major Data Breach : Be Careful of Stalkerware['United States']United States

National bank system still unrestored after cyber attack yesterday['Pakistan']Pakistan

AMD is investigating a 450Gb data breach['Greece'] Greece

The National Police warns of phishing scams in Huesca impersonating banks['Spain'] Spain

Data breach at a local business - a ransom was demanded['Norway'] Norway

Little ICT in party program hacked municipalities['Netherlands']Netherlands

B.B. lv : Estonians join cyber platoon to prevent Russian cyber attacks['Estonia'] Estonia

A ransomware based on the code of a terminally ill hacker pounces on victims right from the mailbox['Russia'] Russia

The goal - espionage: the most advanced malware against UEFI firmwares has been revealed -['Israel'] Israel



Password 1234 ? The failure that played into the hands of Iranian hackers['Iran'] Iran

Shopee clarifies cases where customers have been sucked money out of their accounts as a phishing scam, ready to cooperate with the investigation.['Singapore', 'Indonesia', 'Malaysia', 'Thailand', 'Taiwan', 'Philippines', 'Brazil']Singapore, Indonesia, Malaysia, Thailand, Taiwan, Philippines, Brazil

Alert for Instagram hacks in our province['Argentina']Argentina

They hacked Bitcoin again: how many millions were lost and what happened to the price['Argentina']Argentina

Postal hacking : Minister of Defense meets with the three commanders in chief of the FF . AA.['Chile'] Chile

Amazon account verification required : Phishing circulating on behalf of Amazon['Germany']Germany

Guerrero Electoral Institute website hacked; spread that candidate spread Covid['Mexico'] Mexico

In September, the SBU blocked more than 50 cyber attacks on Ukrainian authorities['Ukraine'] Ukraine

2.5 billion rubles for attempts to hack satellites of Roskosmos. Roskosmos pays for everything['Russia'] Russia

Ukrainians who suffered from hacking of bank cards in February and March were compensated for the damage['Ukraine'] Ukraine

Homeschooling - Platform Smartschool warns schools of increasing cyber attacks['Belgium'] Belgium

Hacker attacks: Seehofer doubles BSI staff['Germany']Germany

New version of Jupyter malware spreads via MSI installer['Russia'] Russia

Android spyware usage has increased over 40% in one year['Brazil'] Brazil

Another big hole in Windows. The vulnerability allows hackers to remotely execute malicious code['Czech Republic']Czech Republic

Cleaning giant makes up the bill after hacker attack: Costs up to DKK 800 million['Denmark']Denmark

US Democrats discover hacker attack and point to Russia - BBC News['United States']United States

Styles : Cybersecurity | ransomware | Computer hijackings: companies['Peru'] Peru

Bitfinex large-scale hacking case in 2016 bounty of 42 billion yen['Italy'] Italy

Hackers threaten Russian-speaking users with bank debts, forcing them to download a virus (PHOTO)['Russia'] Russia

[Exclusive] Tal-ing, 380,000 information stolen by hacking... 93% of all members['South Korea']South Korea

La Caixa customers are alerted to a case of phishing in Cartagena['Spain'] Spain

Top management targeted by hackers - Tlc['Italy'] Italy

Found the first clue in the hacker attack on Kurco's OVP['Austria'] Austria

Hacker spent 2 years undetected on the company's network['Ukraine'] Ukraine

Al-Bilad Newspaper | The latest Facebook hack feeds a list of hundreds of millions of privacy victims['Bahrain'] Bahrain

Busan voice phishing organization remittance books arrested one after another['South Korea']South Korea

Bloomberg warns of Iran launching cyber attacks on banks around the world['Iran'] Iran

Hacker attack: Security gap: Student hacks the University of Ulm['Germany']Germany

business news After hacking, learn about the new rule for cash withdrawals['Mexico'] Mexico

Wonogiri KPU Website Hacked, Spongebob Image Opened['Indonesia']Indonesia

The car rental site location - u . com hacked victim['France'] France

Latvia : A hacking attack was thwarted on election day['Latvia'] Latvia

Fake voice phishing, even the official seal of the Financial Services Commission… 20-year-old fraudster arrested['South Korea']South Korea

Two Funen libraries on the list: Hackers use spy equipment and empty bank accounts['Denmark']Denmark

PP demands guarantees that the data of the people of Huelva have not been affected in the hack of the City Council['Spain'] Spain

Government service reverts to paper due to ransomware['Netherlands']Netherlands

A hacker attack was carried out on the TK "Lux" media holding['Ukraine'] Ukraine

A surge in hacking from overseas targeting domestic cultivation… Need to strengthen security['South Korea']South Korea

Banking Malware on Android Activates Flashlight and Steals Passwords['France'] France

Spyware released to hack into Windows computers — TSA['Algeria'] Algeria

Bought cyber attack online, knocked out employer's network['Norway'] Norway

Global hacker attack, unrest in the Left and Republican trouble with Obamacare['Denmark']Denmark

Hackers completely removed DRM ['Ukraine'] Ukraine

Optimism Losses 20 Million OP Tokens to Hackers as Wintermute Gave Wrong Address['United States']United States

Criminal Case Linked To Mayo Clinic Data Breach Has Been Filed['United States']United States

What to know : Ransomware attack targeted Gulfshore Playhouse in Naples['United States']United States

Cyber attack : NSW Department of Education systems taken offline['Australia']Australia

In Singapore , man to be charged with aiding to launder over S$4m in criminal proceeds , including from OCBC phishing scam['Singapore']Singapore

Spanish research agency still recovering after ransomware attack['Spain'] Spain

Chemonics International , Inc . Files Official Notice of Data Breach | Console and Associates , P . C .['United States']United States

Molerats hackers deploy new malware in highly evasive campaign['Russia'] Russia

District Court grants final approval to class action data breach settlement against national convenience store chain['United States']United States

Mailchimp Breach Helped Hackers Steal Crypto , Victims Say['United States']United States

New Android Malware Adds Persistence , Targets ...['United States']United States



Polo Riyadh warns against phishing on bogus FB page['Saudi Arabia']Saudi Arabia

Illegal Call Centres , Phishing Gangs In India Duped Americans Of Over $10 Billion This Year , Report['United States']United States

Phishing Email Spoofing Audubon County Sheriff Office Address Reported … Again['United States']United States

Marriott Data Breach Baloney , Quora Hack , Aussie Encryption Law['Australia']Australia

Aging , disabilities agency hit by data breach , exposing info['United States']United States

A Hacking Spree , a Fight for Open Internet , and More News['United States']United States

CTCA Reports Second Phishing Attack - Related Breach in 6 Months['United States']United States

Insight Global Calls on Former Employees to Secure PII Data Breach['United States']United States

Over 2 , 000 Armenian Facebook accounts hacked in Azerbaijani cyberattack['Armenia'] Armenia

Door County reacts to recent Wisconsin ransomware attacks['United States']United States

Two suspects charged over bank systems hacking : The Standard['Kenya'] Kenya

Resurgence of the phishing scams targeting customers of DBS Bank via SMS , said Police['Singapore']Singapore

Google Maps page of a Private Coaching Institute in New Panvel hacked['India'] India

More than 1 , 650 Patients of the Carle Foundation Hospital got impacted by a phishing attack['United States']United States

MALWARE ALERT : Update These Android Phones ASAP['Australia']Australia

CFTC Settlement Asserts Data Breach Disclosure Requirement For Future Commission Merchants - Security['United States']United States

New Tarmac malware for macOS systems spreading through malicious ads['United States']United States

Authorities Break Up Imminent Monitor Spyware Organization['United States']United States

Amazon Fire TV Cube and 2017 Fire TV Stick rooted using HDMI exploit['United States']United States

Police warn of hackers using Bluetooth , WiFi to steal personal information['United States']United States

Nokia - Owned SAC Wireless Discloses Data Breach['United States']United States

Odd message in a bag of rocks will link you to malware , sheriff warns['United States']United States

FTC Issues Guide to Data Breach Response ; Collectors Should Take Note['United States']United States

Dettol maker Reckitt Benckiser warns revenue will be hit as it cleans up Petya cyber attack['United Kingdom']United Kingdom

News in brief : China forces spyware on minority group ; farewell to Paint ; drones to be regulated – Naked Security['China'] China

Internet Mob Descends Upon Facebook Page Of Company That Snitched On Innocent Hacker['Australia']Australia

Feds file fraud charge in Columbia Sportswear hacking case['United States']United States

Espionage malware snoops for passwords , mines bitcoin on the side['United States']United States

City of Portland issues Uber a $3 . 5 million ticket . Citing failure to report data breach .['United States']United States

Phishing still number one method for cyber - attacks['United Kingdom']United Kingdom

$50 Kardon beta malware allows customers to build own botnets['United States']United States

GameStop confirms buyout talks in wake of struggles and a data breach['United States']United States

Chat bot opens door to Ticketmaster payment card hack - CSO['United States']United States

Massachusetts state agency sends $94K in taxpayer funds to phishing scam | TheBlaze['United States']United States

CCB , Cyber Cell foil hacker bid to steal crores['India'] India

Malware - Infected ICS Thumb Drives Ship « isssource . com['United States']United States

Recipe Unlimited suffers malware outbreak['Canada'] Canada

New Cold War ? WikiLeaks Reveals US Embassies Stockpiling Spy Gear And Hacking Tools['United States']United States

['https://www.healthdatamanagement.com/news/hack-of-business-associate-of-providence-health-plan-exposes-data-of-122k', 'https://www.fiercehealthcare.com/tech/providence-health-plan-notifying-122k-members-third-party-data-breach']Providence Health Plan notifying 122K members of third - party data breach['United States']United States

Hacking collective Anonymous reportedly hacked U . N . website & added Taiwan back in['Taiwan'] Taiwan

Consumer Handbook : This Photo Sharing Message May Be Phishing For Your Google Password['United States']United States

BNP Says It Did All It Could In Biscuit Co . $2M Phishing Case['France'] France

Morning Press : ESD data breach ; vaccine appointment issues ; fireworks ban repealed['United States']United States

Techies who hacked Karnataka top cop email ID nabbed by Bengaluru Police['India'] India

App Malware Android , ecco la lista di quelle da eliminare immediatamente['Italy'] Italy

Hackers Waging Living Off the Land Attacks on Azure['United States']United States

Only after the change of government did Säpo report a data breach - protected S politicians?['Sweden'] Sweden

Invasion of teacher's office more than 10 times, hacking of teacher's laptop … Why is the tail not caught?['South Korea']South Korea

Bahrain elects parliament after hacker attack on government websites['Bahrain'] Bahrain

In Ukraine, during the holiday weekend in October, the number of cyber attacks increased by a quarter['Ukraine'] Ukraine

Hackers attack on Dworczyk. Ziobro comments['Poland'] Poland

How the hackers stole the reserve of Bangladesh Bank, the rest of the money was saved['Bangladesh']Bangladesh

Mirai - malware spread to millions of routers - Tietoturva['Finland'] Finland

The Conte era begins. The new M5 statute has been approved: 87% yes. Crimes report hacker attacks['Italy'] Italy

Cityscoot warns its customers against phishing['France'] France



Hackers use steganography to distribute malware['Poland'] Poland

Special operation to detain a major hacker took place in Almaty['Kazakhstan']Kazakhstan

Lidl kitchen robot scam: the message with which hackers will steal your money['Spain'] Spain

Use of messages obtained by hackers divides the STF['Brazil'] Brazil

BIS: Last year there were cyber attacks on political parties. Official emails are a problem['Czech Republic']Czech Republic

Police Arrest Two Credit Thief Hackers ['Indonesia']Indonesia

Bulgarian hacker behind a large number of attacks busted['Bulgaria'] Bulgaria

The cyber attacks were image-based, the damage could be more serious['Israel'] Israel

A wave of supercomputer hacks has swept across Europe['Europe'] Europe

Telex: MongoDB targeted by ransomware, Docaposte takes part in AR24, Facebook drops Lasso['France'] France

Unions worried about the baccalaureate hack['France'] France

AP Hogeschool has to close campuses due to cyber attack ( update ) - News['Belgium'] Belgium

Hacked by order electronic boxes and social networks. In Chisinau, a criminal case was opened against two men['Moldova']Moldova

Cruise line Hurtigruten scuttled by ransomware Computerworld['Norway'] Norway

Hackers attack Ceibal, usurp the identity of teachers and upload pornography['Uruguay'] Uruguay

Kaspersky reports 2 . 600 cases of detection of malware related to coronavirus['Costa Rica']Costa Rica

Traffic Signs in Makassar Suspected of Being Hacked['Indonesia']Indonesia

A cyber attack paralyzes the American factories of Rheinmetall Automotive['United States']United States

A wave of hacker attacks. Don't click on unknown links!['Poland'] Poland

A travel booking site victim of a data breach['France'] France

The Main Directorate of Traffic Safety of the Ministry of Internal Affairs of the Kyrgyz Republic conducts an inspection on the issue of hacking the site and posting false information - AKIpress summary['Kyrgyzstan']Kyrgyzstan

Fadli Zon: A number of BPN Web Assets Prabowo - Passwords Attacked by Hackers: Okezone News['Indonesia']Indonesia

Pd | Anonymous Hack Attack | Now follow the money['Italy'] Italy

Gaming company included password-stealing malware in update on purpose['Norway'] Norway

Hackers from Russia pretended to be residents of El Paso, TX['United States']United States

A hacker got fed up with a spy app - broke into the server and destroyed a terabyte of data from the developer['Finland'] Finland

Purgen virus was used in 4% of ransomware attacks worldwide['Russia'] Russia

High school students "hacked diary accounts and changed grades."['Lithuania']Lithuania

A major data breach on a sex site popular even among Finns - up to 92 million users' credentials were stolen - Lifestyle['Finland'] Finland

Peaceful Pilsneria faced the biggest cyber attack in history['Pilsneria']Pilsneria

They leaked massismo chat in the session for the expulsion of De Vido and denounced hacking['Argentina']Argentina

The threat has been realized: hackers have published the catalog of exploits of the['Israel'] Israel

Kominfo: Harapan Kita Hospital and Dharmais Mass Hacking Targets['Indonesia']Indonesia

[ Exclusive ] Relive the 3 · 20 Nightmare ? North Korea cyber attack on financial company table['South Korea']South Korea

Ticket Trick: Hacking Hundreds of Companies via Customer Support Services / RUVDS Company Blog. com / Habrahabr['Russia'] Russia

Safety is a small matter. The 5.12 global cyber attack could have been avoided _ Domestic News _ News Center _ Shenyang Net['China'] China

[Gukgamcho] Suspicion of hacking in Cyber Court Damage data request['South Korea']South Korea

PortDoor Espionage Malware Takes Aim at Russian Defense Sector['Russia'] Russia

Dept . of Health terminates contract with company responsible for contract tracing data breach['United States']United States

Cyber Police Expose Hacker Group ['Russia'] Russia

Hackers steal credentials by building phishing pages on AWS['United States']United States

Burger King Blank Receipts Spam Thousands of Customers Is There a Hacking Incident ?['United States']United States

Police and Information Commissioner probe hacking attack on Holdcroft Group['United Kingdom']United Kingdom

ACCC , ASIC trials website takedowns for phishing , crypto scams['Australia']Australia

9th Circ . Wont Reverse WhatsApp Hack Immunity Denial['United States']United States

Linux system service bug gives root on all major distros , exploit released['Russia'] Russia

Wilson Gun Shop , Inc . Announces Data Breach | Console and Associates , P . C .['United States']United States

Only in Quincy : from cyber attacks , to a wrongful death suit , to a Civil Service snafu['United States']United States

Scripps Health Faces Lawsuit Over Kronos Data Breach['United States']United States

India 9 / 11 Threat : From Airline Hacking to Airline Hijacking['India'] India

Q1 crypto losses spike 695 % on year following massive hacks – TechCrunch['United States']United States

The Rosewood Corporation Files Notice of Data Breach , Leaking Consumer Social Security Numbers | Console and Associates , P . C .['United States']United States

Vizag Police twitter hacked ; social engineering attack , say experts['India'] India

Cyber Attack Hits Agency That Oversees Illinois Insurance['United States']United States

After CommonSpirit ransomware attack : Why healthcare M & A is a huge cybersecurity risk['United States']United States



Bryan County Ambulance Authority in Oklahoma Faces Ransomware , 14K Impacted['United States']United States

Six out of 10 Irish SMEs have experienced a cyber attack - report['Ireland'] Ireland

Hackers are going after Cisco RV320 / RV325 routers using a new exploit['United States']United States

MPs warned of malicious hack that attempts to access private contacts['United Kingdom']United Kingdom

How BOV hackers got away with €13 million['Malta'] Malta

60 , 000 Records got exposed in a Phishing Attack on EmCare['United States']United States

Maui High grads put hacking hobby to good use | News , Sports , Jobs['United States']United States

A new rash of highly covert card - skimming malware infects ecommerce sites['United States']United States

Philly Courts shut down by unspecified malware['United States']United States

New Charges Derail COVID Release for Hacker Who Aided ISIS Krebs on Security['United States']United States

COVID - 19 : Kuwaiti man attempts to hack shopping system 20 , 000 times['Kuwait'] Kuwait

After cyber attack cripples Strafford County , Hassan joins fed push for more spending['United States']United States

Bad Guys Make Out : Hacking Victims Will Pay Big Bucks To Ransom Data['United States']United States

Ransomware attack delays opening of Pitt County liquor store['United States']United States

Phishing Attacks Spoof Google and Yahoo : Amnesty International['United States']United States

Long : CDPHE recognized by governor award for statewide phishing scam['United States']United States

Secret Service still searching for more suspects after DC security cameras hack['United States']United States

Data Dive : FedEx , Bank Of America & Hackers['United States']United States

What you missed in tech last week : Gmail phishing attack , Nokia 3310 pre['United Kingdom']United Kingdom

Chinese police arrest 96 suspects linked to hacking of over five billion citizen records['China'] China

Perils Of Free WiFi : Google & Railwire Users Most Hit By WannaCry RansomWare ; MP & Maharashtra Worst Hit States['India'] India

Dodgy emails with fake MYOB invoices containing malware are spreading again['Australia']Australia

ECMC confident in new computer security after cyber attack['United States']United States

CDU politician accuses Russia of hacking website – POLITICO['Germany']Germany

Russian election hacking was warfare , says US ambassador to the UN['United States']United States

Equifax hack hits united kingdom users ['United Kingdom']United Kingdom

Customs officers conniving with cyber cafe operators to hack payment accounts['Nigeria'] Nigeria

Criminals spoof scanners and printers by the millions to spread malware['United States']United States

Uber quits GitHub for in - house code after 2016 data breach • The Register['United States']United States

Windows 10 WARNING - Hackers could steal sensitive files from YOUR computer | Tech | Life & Style['United Kingdom']United Kingdom

Security firm : All it took was $35 and a laptop to hack SF emergency alert system['United States']United States

Massachusetts Man Pleads Guilty to ATM Hacking['United States']United States

Privacy commission orders Jollibee to suspend online delivery services over data breach | Money['Philippines']Philippines

Some Kanawha County , W . Va ., Employees Given Data Breach Notices['United States']United States

RamWeb banking information editing capability disabled due to phishing scam['United States']United States

['https://www.nytimes.com/aponline/2020/05/07/world/africa/ap-af-south-africa-zoom-bomb.html', 'https://www.elperiodico.cat/ca/societat/20200513/hacker-conferencia-ciberdelictes-projectar-pornografia-infantil-7961294', 'https://www.iol.co.za/news/politics/parliament-meeting-falls-victim-to-hacking-as-mps-greeted-by-pornographic-images-47657120', 'http://www.radioislam.org.za/a/index.php/latest-news/28619-parliamentary-virtual-meeting-on-zoom-app-hacked-with-porn-images.html', 'https://www.startribune.com/police-minneapolis-neighborhood-group-s-zoom-meeting-hacked-overrun-with-graphic-images/570282842/', 'https://www.business-standard.com/article/international/south-africa-parliament-zoom-call-hacked-with-pornography-racial-abuse-120050701259_1.html', 'https://www.wfaa.com/article/news/dallas-school-related-zoom-call-hacked-with-child-porn-images/287-054db8dc-2ad6-4a16-8a7d-24aed6d94cac', 'https://www.manchestereveningnews.co.uk/news/greater-manchester-news/zoom-hackers-hijacked-wine-tasting-18198478', 'https:They hack with images of child pornography a conference of police commanders on cybercrimes['Spain'] Spain

COI into SingHealth cyber attack to hold more hearings['Singapore']Singapore

Campus phishing for solution to email scams['Canada'] Canada

MACRON CRISIS : French president hit by ANOTHER blow as ministry website HACKED['France'] France

MPs very nervou about Canadian election meddling as final report on Facebook data breach released['Canada'] Canada

Human Rights Group Warns Phishing Can Steal Login Code['United States']United States

Largest ever united kingdom data breach goes unpunished['United Kingdom']United Kingdom

Vivin Nets Thousands of Dollars Using Cryptomining Malware['United States']United States

Hacker demonstrates Remote Code Execution exploit for Windows Remote Desktop Gateway['United States']United States

Android Vulnerability Exploit Returns , 90 - Percent Of Users Affected['China'] China

Data Breach Class Actions Eastern District of Virginia Finds Cybersecurity Firm Incident Report | Kilpatrick Townsend & Stockton LLP['United States']United States

Ex - employee held for hacking , meddling with data of pvt . firm['India'] India

Beshear administration officials admit error in not reporting data breach['United States']United States

Some Android Malware Can Break Your Phone When You Delete It | Mobile Tech['United States']United States

Houston - area health organization says patients targeted in phishing incident['United States']United States

Spotify Changes Passwords After Another Data Breach['United States']United States

Criminals vs Networked AI : A Hack at Wawa We Should All Pay Attention To['United States']United States

Overnight Hillicon Valley Hacking goes global['United States']United States

Mass health tracker data breach has united kingdom impact['United Kingdom']United Kingdom

SolarWinds faces an SEC inquiry following insider stock sales that took place before Russian hack['United States']United States



City of Gary Names UncommonX Cybersecurity Lead after Ransomware Attack Recovery['United States']United States

After the cyber attack - it will be a while before the Environmental Protection Agency gets its IT systems up and running['United States']United States

They carry out operations to dismantle a gang dedicated to fraud through phishing and sim swapping['Panama'] Panama

The DA platform and the Party of Change approached Sandu about the hacking of politicians' Telegram channels['Moldova']Moldova

Interpol arrested 975 hackers in one operation and took $130 million from them['Russia'] Russia

A voice phishing remittance book that put a bunch of cash on the ATM and sent money… Arrested by the police['South Korea']South Korea

I go to the confirmed patient and give him support… Phishing warning by the Korea Centers for Disease Control and Prevention['South Korea']South Korea

Hackers have found a new way to steal people's data['Ukraine'] Ukraine

Mexican army stands naked after hacker attack['Mexico'] Mexico

Hackers hacked the largest manufacturer of missiles and air defense systems in Europe, secret data was stolen['Europe'] Europe

Emotet Malware Returns ['Thailand']Thailand

They report fraud to clients: Citibanamex warns of phishing – Zócalo Newspaper | News from Saltillo, Piedras Negras, Monclova, Acuña['Mexico'] Mexico

Prosecutors indict arrest and indictment of telecommunications equipment provider to mask voice phishing organization['South Korea']South Korea

The hacking of the BCT, the subject of an investigation by the anti-terrorist pole['Tunisia'] Tunisia

Al-Bilad Newspaper | Head of the IT company: They calculated .. Internet hackers take advantage of working from home and video conferencing for theft['Bahrain'] Bahrain

La Jornada - PES Twitter account hacked['Mexico'] Mexico

eight android apps: Alert! Remove these 8 apps from your phone immediately, otherwise hackers will do shopping with your money - remove these eight fraud apps from your android devices immediately['India'] India

['https://lenta.ru/news/2017/02/03/perepiskahacker/', 'http://www.rbc.ru/rbcfreenews/589433e19a7947b8769d2609', 'http://polit.ru/news/2017/02/03/hackers/', 'https://otr-online.ru/news/hakeri-obnarodovali-pismo-77871.html', 'http://rosinvest.com/novosti/1296732']RosInvest News. Com : Hackers release IOC letter to McLaren about Russian officials['Russia'] Russia

Illegal private finance/voice phishing report 58% ↑ … Targeting COVID-19 Vulnerable People['South Korea']South Korea

Hackers use legitimate cloud providers to store malware. Nearly 90% of detected malware was delivered via email, an HP report shows['Romania']Romania

Popular password service hacked – may have leaked your passwords['Norway'] Norway

Circulating News of Hackers Attacking 10 Ministries and Institutions in RI['Indonesia']Indonesia

Settlement of scores and hacking in Rousies: messages hostile to the mayor on the city's billboard['France'] France

An email phishing attack using neither more nor less than Morse code['Spain'] Spain

Telegram: some stickers could hack your encrypted conversations['France'] France

The severity of the cyber attack on the Autonomous University of Barcelona: there are more than 650. 000 compromised files['Spain'] Spain

Cryptocurrency lovers began to be attacked by hackers in the Telegram messenger['Russia'] Russia

Facebook page of the President of the Landtag hacked['Germany']Germany

Check Point: 27% of organizations experienced cyber attacks on mobile devices['Russia'] Russia

Questions from investors: [Jimin Poison! Accounts of stockholders in many places were hacked and liquidated, taking over Zhejiang 6 times Zhuanggu 70 ...['China'] China

They rule out the theft of data after hacking the portal of the Benito Juárez City Council['Mexico'] Mexico

ABW covered the anti-crisis shield. Hackers failed to extort money from PFR['Poland'] Poland

A LinkedIn Phishing Attack ['France'] France

Hackers use Mulan to spread malicious code['Mexico'] Mexico

Vox crisis: A Cartagena judge investigates the hacking of the emails of the three deputies critical of Vox['Spain'] Spain

Virus instead of game: malware attacked almost a million gamers['Russia'] Russia

Hackers exposed the FSB project for monitoring sentiment in social networks['Russia'] Russia

A voice phishing gang stealing hundreds of millions of won by impersonating a prosecutor['South Korea']South Korea

They promised to decrypt the computer after the ransomware attack. They cheated the victims again['Poland'] Poland

On TV: Young Joni hacked bank websites - this was his motive['Finland'] Finland

OVER 40 MILLION ATTACKS PER DAY! CHINESE HACKERS Aim at Poland. Check Point Researchers['Poland'] Poland

Ameal denounced a hack to the club that caused a shortage of about 500 thousand euros['Portugal'] Portugal

Apple disable Walkie - Talkie app for hacking risk['Belgium'] Belgium

Complaints and problems reported by Condusef in QRoo after hacking['Mexico'] Mexico

50 settings survive fake ransomware attack['Netherlands']Netherlands

M5s | hacker publishes Di Maio phone numbers | Bonafede['Italy'] Italy

Apparent hack disables Bolivian Customs website['Bolivia'] Bolivia

In Romania, three out of ten users have already been affected by a cyber attack['Romania']Romania

Hacking cost 1.4 billion euros in France in 2016['France'] France

Website of Azerbaijani bank subjected to hacker attack for the second time['Azerbaijan']Azerbaijan

ynet global cyber attack, stabbing attack in Jerusalem. Shabbat news summary['Israel'] Israel

Alert: Fake Websites with Malware (Homographic Attacks) on the Rise['Mexico'] Mexico

Boryspil is updating the central scoreboard in manual mode in connection with the cyber attack, there are no problems with passenger service['Ukraine'] Ukraine

Bitcoin price boom is helping sustain ransomware hackers , FBI says['United States']United States

Faxton St . Luke Healthcare faces data breach ; potentially exposing information on thousands of patients['United States']United States



Weekly Data Breach Alert : June 1 – 7 | Console and Associates , P . C .['United States']United States

Fortnite Among Us Crossover Came With a Huge V - Bucks Exploit['Japan'] Japan

Some of Those Google Ads Are Actually Hackers['Australia']Australia

Cybersecurity professional arrested on charges of hacking Atlanta - area hospitals['United States']United States

Near Bridge Rainbow Repels Second Attempted Crypto Hack['United States']United States

China Likely Outed Soon For Exchange Hacks['China'] China

Chatroom used by hackers behind global Kaseya attack to talk to victims down['United States']United States

2 Nigerians , Filipina nabbed over alleged bank hacking['Philippines']Philippines

Albanian government services suffer massive cyber attack['Albania'] Albania

Education sector hounded by cyber attacks in 2021['Australia']Australia

Convincing Phishing Campaign Impersonates Govt . Agencies['United States']United States

Hillicon Valley Meta reveals Russian hacking attempts['Russia'] Russia

Phishing Message Potentially Sent to First Hawaiian Customers['United States']United States

['https://www.scmagazineuk.com/icepick-3pm-malware-compromises-third-party-tools-steal-android-ips/article/1522562', 'https://www.scmagazine.com/home/security-news/a-new-malware-dubbed-icepick-3pm-is-stealing-device-ip-addresses-en-masse-since-at-least-spring-2018/', 'https://www.infosecurity-magazine.com:443/news/icepick3pc-malware-strain-steals/', 'https://www.scmagazine.com/home/security-news/a-new-malware-dubbed-icepick-3pc-is-stealing-device-ip-addresses-en-masse-since-at-least-spring-2018/']ICEPick - 3PC malware steals Android IPs['United Kingdom']United Kingdom

Hackers Claims to Have California Department of Finance Data['United States']United States

Bank warns of reported third - party data breach['Australia']Australia

Pacers Sports & Entertainment Provides Notice Of Email Phishing Incident['United States']United States

Isle Of Wight School Data Breach Prompts Investigation['United Kingdom']United Kingdom

News Wrap : Cartoon Network Hack , the Catholic Church and Jason Statham Scams['United States']United States

Bengaluru civic body faces flak over data breach of Covid patients['India'] India

Bombas Settles With NYAG Over Credit Card Data Breach - Data Protection['United States']United States

Attacks on DNA services create phishing opportunities , stir privacy debate['United States']United States

Hack of Department of Homeland Security contractor exposes government surveillance of drivers on US roads and border crossings['United States']United States

IT firm executive asked to surrender over data breach['India'] India

Digital Trends Live : Google Chrome Exploit , CyberHat , and Panasonic S1['United States']United States

APIs are rich target for hackers , warn security researchers['United Kingdom']United Kingdom

Nessel warns victims of recent data breach['United States']United States

Property fraud in Spain : From the Airbnb scam to phishing : how to spot fraud when flat - hunting | In English['Spain'] Spain

Hackers Wreaking Havoc In The Crypto Space - Fin Tech['United States']United States

Hackers target job - hunting service members , veterans with sham employment website['United States']United States

Wood Ranch Medical will be permanently closed due to a ransomware attack['United States']United States

Youve Been Served … with Subpoena - Themed Phishing Emails['United States']United States

Jet2 hacker , a former contractor with axe to grind , jailed for 10 months['United Kingdom']United Kingdom

Rutgers students sent phishing emails claiming to be from associate vice president , University says['United States']United States

CSU working to find alternate vendor after data breach['Germany']Germany

Google Emails Users Over 2018 App Data Breach['United States']United States

2 - in - 1 Malware found skimming data from users['Philippines']Philippines

Pakistani Military Targeted by Confucius with Pegasus Spyware Lures['Pakistan']Pakistan

Lincolnshire Chamber of Commerce on ninth day of lockdown after malware attack['United Kingdom']United Kingdom

Police : Man gets away with thousands after hacking into gas station computer system['United States']United States

Yahoo shuts down weeks after confirming the hacking of a billion emails['United States']United States

March 2017 : The month in hacks and breaches['United States']United States

PF Chang Data Breach Suit Moves Forward['United States']United States

CareCentrix Cant Shift Blame For Data Breach , Court Told['United States']United States

BI Investigates Suspected Hacking at Mandiri Online['Indonesia']Indonesia

Ships ditch GPS for eLoran navigation system because of hacking['United States']United States

Parents Calm But Cautious After Johnston Directory Cyber Attack['United States']United States

Months after Equifax data breach , credit freeze bill still on ice['United States']United States

Fears ships could be capsized by drug smuggling hackers['United Kingdom']United Kingdom

And Oracle E - biz suite makes 3 : Package also vulnerable to exploit used by crytpo - currency miner • The Register['United Kingdom']United Kingdom

Keller Grover LLP Investigating TRUEbenefits Data Breach['United States']United States

National pharmacy company with office in Buffalo reports data breach['United States']United States

Advertising malware installed at an early stage of device production warns security expert - Mobile News Online['United Kingdom']United Kingdom

Two convicted in computer hacking scheme that led to $30 million in profits['United States']United States

Reach PLC expects in line trading for the year but ups provision for phone hacking pay outs['United Kingdom']United Kingdom



Foosackly customers report fraudulent charges after business hacked['United States']United States

Natural Disasters , Other Events Draw Cyberscams and Phishing Exploits['United States']United States

Hack the Air Force bug hunting challenge uncovers 120 flaws in websites and services['Japan'] Japan

Bouygues Telecom fined for personal data breach['France'] France

Havre schools deal with , warn about ransomware['United States']United States

Young radio hams hack FlexRadio Maestro | Southgate Amateur Radio News['United States']United States

Warning of HMRC phishing and text scam circulating in St Helens area['United Kingdom']United Kingdom

Zero - day malware , SQL injections rise in Q4 2019['United Kingdom']United Kingdom

Lazarus Group Surfaces with Advanced Malware Framework['United States']United States

RedCurl APT Group Hacks Global Companies for ...['United States']United States

Hackers have access to more than 15 billion stolen passwords['United States']United States

Outdated Accellion Software To Blame For Hack , Victims Say['United States']United States

Crain Headlines : CNA Hack Impacts 75 , 000 Individual Personal Info | Chicago News['United States']United States

Hide the money in the subway locker... Voice phishing gang ripped off 3.2 billion won['South Korea']South Korea

Spyware steals the data of a spyware installed ... in a spyware app - no joke['Italy'] Italy

Vidar malware spreads as fake Windows 11 updates - ICT News['Belgium'] Belgium

PSE Kominfo Site Hacked, Millions of Cyber Attacks Per Day['Indonesia']Indonesia

After hacker attack: IHKs switch off IT systems['Germany']Germany

Manufacturing and supply chain disruptions to cyber attacks make matters worse['South Korea']South Korea

In recent months, the number of DDoS - cyber attacks has increased several times['Estonia'] Estonia

Hacker was able to sabotage tens of thousands of solar panels by lying around password['Netherlands']Netherlands

Anonymous hacks PRI's Twitter account in Hidalgo['Mexico'] Mexico

West Sumatra Bawaslu page hacked by Banyumas Cyber Team, data at risk of being lost['Indonesia']Indonesia

On iPhone and Android, a new kind of malware. It steals money even if it is removed['Russia'] Russia

Controversy over direct purchase of vaccines in Daegu…與 antivirus phishing … Apologize - Kookmin Ilbo['South Korea']South Korea

Hackers Armed with EtterSilent Malicious Document Creator['Russia'] Russia

Polda DIY arrests banking application hackers['Indonesia']Indonesia

At least 70,000 francs were stolen - this is how the hackers emptied the ATMs['Switzerland']Switzerland

They detect the first attempt at a scam with a COVID-19 vaccine and email hacking['United States']United States

Czech authorities, hospitals and banks face the onslaught of hackers. "The hole in the mail system should disappear immediately['Czech Republic']Czech Republic

Zhang County deputy county magistrate reposted Chinese military posts on Facebook? Hayashi Tianfu: Hacked by Phishing Site - Politics['China'] China

Legislation Initiating Voice Phishing Scam Including Cash Withdrawal['South Korea']South Korea

Did the BROU notify you by text message of a deposit? Beware it's a phishing attempt['Uruguay'] Uruguay

Cybersecurity: Crisis in Prosegur: dismisses its cybersecurity leadership after the hacking of its accounts['Spain'] Spain

Russian hacker group collects antivirus logs with malware['Japan'] Japan

The Moscow City Court mitigated the punishment for hackers who hacked into the electronic systems of Russian Railways and S7['Russia'] Russia

Hacker group fake epidemic prevention and real phishing attack 2 companies to steal accounts and passwords – yqqlm['Taiwan'] Taiwan

Incidents of cyber attacks on information systems in Vietnam have decreased['Vietnam'] Vietnam

Fukushima Medical University Hospital, which interfered with CT imaging, announced past ransomware damage No information leak was confirmed (December 2, 2020)['Japan'] Japan

The entire Ryuk ransomware attack cycle lasts 29 hours['Russia'] Russia

Bitcoin - Phishing : Black Markets in the Darknet['Germany']Germany

They take HSBC bank clients in Cuauhtémoc for hacking accounts['Mexico'] Mexico

A large bank is attacked by super malware['Vietnam'] Vietnam

The Galaxy Note 10 Pro and its 4500 mAh battery, phishing attack on Chrome, rise in the price of mobile plans, the recap['France'] France

Dignity News | Secret documents reveal the involvement of Erdogan's ambassadors in phishing opponents['Turkey'] Turkey

Serious vulnerability allows criminals to spread malware via online stores['Norway'] Norway

The head of the NRA was at Machu Picchu when the agency was hacked['Peru'] Peru

The Capital | Phishing Technique of Cybercriminals to Clone Bank Cards['Brazil'] Brazil

['https://www.novinky.cz/internet-a-pc/bezpecnost/471727-hackery-kteri-utocili-na-ceske-volebni-weby-se-dopadnout-nepodarilo.html', 'http://www.ceskenoviny.cz/zpravy/policie-odlozila-vysetrovani-utoku-hackeru-na-volebni-weby-csu/1619762', 'http://m.radio.cz/en/section/news/czech-police-shelve-investigation-into-hacker-attack-on-election-site', 'https://www.blesk.cz/clanek/zpravy-udalosti/541768/pripad-odlozen-hackery-kteri-zautocili-na-ceske-volby-policie-nenasla.html']Case postponed: The police did not find the hackers who attacked the Czech elections['Czech Republic']Czech Republic

They hacked the website where Anaya exhibits AMLO['Mexico'] Mexico

Android malware: Cheaper smartphones get infected during factory assembly['France'] France

Ali meritorious service! The real culprit who stole 3 billion data is punished, and earns 30 million a year by hacking accounts!['China'] China

ČEZ Distribuce defended itself against a cyber attack | Parliamentary Papers. cz – politics from all sides['Czech Republic']Czech Republic

The first malware of 2018 has already been discovered, and it only infects Apple machines['United States']United States

They detect a malware that hijacks your browser and spies on you['Spain'] Spain



Schoolboy - hacker deceived Ts U and FB['Russia'] Russia

They have recovered part of the money from the hack to SPEI, reveals CNBV['Mexico'] Mexico

Spain, the third country in the world most affected by phishing in the third quarter of 2018['Spain'] Spain

Text editor plugins help hackers gain elevated privileges['United States']United States

Anonymous hacks a dental clinic and cancels its clients' debts['Uruguay'] Uruguay

Kaspersky: Hackers demand ransoms under penalty of DDoS['France'] France

City Hall Hacking ['France'] France

For hacking, they steal 5 million from the Ministry of Culture['Mexico'] Mexico

ANDROID PHOTO HACKING: A PHOTO SAYS MORE THAN A THOUSAND COMMANDS['Peru'] Peru

BATTLE OF TURKISH HACKERS AGAINST DUTCH WEBSITES ...!! THE MONGOLS HTY WERE ALSO THE STOCK EXCHANGE OF AMSTERDAM ... ~~['Netherlands']Netherlands

U . S . Department of the Interior statement on Office of Hearings and Appeals data breach['United States']United States

Facebook hack costing Chicago restaurant Bien Trucha thousands['United States']United States

Hackers Drain Life Savings From 2 Women Bank Account in SIM Swapping Scam['United States']United States

Sturm , Ruger & Co . Inc . Announces Third - Party Data Breach Stemming from Malware Attack Against Freestyle Solutions | Console and Associates , P . C .['United States']United States

Ex - Employee Says Texas Firm Failed To Prevent Data Breach['United States']United States

Lawsuit Over 2020 Mayo Clinic Data Breach Resolved['United States']United States

PwC Venezuela Twitter account hacked , attacker shills fake XRP giveaway['Venezuela']Venezuela

Liberia : Lonestar Cell MTN Rekindles Hacking Case['Liberia'] Liberia

Hackers Breach Data of California Healthcare Network['United States']United States

Phishing attacks exploit free calendar app to steal account credentials['United States']United States

Companies struggle with phishing , user - focused attacks as hackers turn focus to India['India'] India

Top Atlanta news : Hawk online store infiltrated by hackers ; man wanted for murder arrested ; more['United States']United States

New MuddyWater spear - phishing campaign hits several Asian countries['Asian countries']Asian countries

Colombian energy supplier EPM hit by BlackCat ransomware attack['Colombia']Colombia

IOXO Launches CityWRX™ to Address Ransomware for Municipalities with End to End Virtualization and CloudWRX['United States']United States

Ada County Highway District faces ransomware attack['United States']United States

Ministry of Health provides update on eHealth Saskatchewan malware attack from January['Canada'] Canada

RF Hacking Research Exposes Danger to Construction ...['United States']United States

WEX ( Formerly BTC - e ) Used to Clean Up to $6 Million From SamSam Ransomware['United States']United States

Cryptomining , hacking | Homeland Security Newswire['United States']United States

Cops hacked in Habiganj : Accused Musa mother , sisters arrested['Bangladesh']Bangladesh

Arrest warrant issued in united states for Norwich computer hacker | Crime['United States']United States

Chinese Hackers Use New Cryptojacking Tactics to Evade Detection['China'] China

Russian Spy Boss Says United States Now Cooperating On Cyber Security , Despite Russian Hack Of 2016 Election['United States']United States

Asian Insider Nov 1 : ISI new leader , WhatsApp hack , a snake last seen in 1847 , Asia News & Top Stories['Pakistan', 'India']Pakistan, India

Israeli phone - hacking firm Cellebrite says has chosen to halt sales to Bangladesh['Bangladesh']Bangladesh

Latest POS Security Breach : Hackers Hit Arby['United States']United States

Refugees , health care and hacking discussed at town hall['United States']United States

Computer Ransomware Knocks Out City Network['United States']United States

Mobile porting : Illegal hack happening more than we know['Australia']Australia

CUNA to host Equifax data breach webinar with FS['United States']United States

No , that $40 ALDI coupon isnt real and , yes , it probably has malware['United States']United States

Michigan man pleads guilty in Washtenaw County phishing scheme['United States']United States

IRS says new phishing scam targets Hotmail users['United States']United States

Unpatched security bug in SHAREit can let hackers inject malware['India'] India

['https://timesofindia.indiatimes.com/india/8-activists-of-elgar-parishad-targeted-by-spyware-amnesty/articleshow/76415564.cms', 'https://thewire.in/tech/spyware-rights-activists-lawyers-citizen-lab', 'https://indianexpress.com/article/india/bhima-koregaon-violence-nine-working-for-release-of-accused-were-targets-of-spyware-says-amnesty-report-6460795/']Bhima Koregaon violence : Nine working for release of accused were targets of spyware , says Amnesty report['India'] India

2 Arrested For Hacking Aadhaar Security , Stealing Subsidised Foodgrain['India'] India

57 Million Users Affected By Data Breach At Uber['United States']United States

NSA Exploit Use on Rise « isssource . com['United States']United States

Sears shares new information about March Kmart , Sears data breach['United States']United States

Liberty Financial Services , Victim of Hack , Insurance Company Confirms['United States']United States

Hapless US police department taken down for a second time in a month by ransomware['United States']United States

NPC receives 57 data breach notifications since January » Manila Bulletin Business['Philippines']Philippines

Malware cause of computer problem in city['United States']United States

Crypto - currency phishing attacks net millions['South Africa']South Africa



Iowa Health Group Data Breach Hits 1 . 4 Million Patients['United States']United States

IoT security warning : Your hacked devices are being used for cyber crime says FBI['Japan'] Japan

Adams County clerk under scrutiny for suspected data breach['United States']United States

The Mysterious Return of Years - Old APT1 Malware['United States']United States

C & A Brazil suffers a cyber attack ['Brazil'] Brazil

Hacking attempt troubles Lutheran | Local | The Journal Gazette['United States']United States

B2B Service Provider Hit By Data Breach['United States']United States

Scammers trying to hack into personal emails threatening ransomware['United States']United States

Samsung fixed a bug that could allow hackers to takeover user accounts['South Korea']South Korea

Electrum wallet hack spooks market , causing bitcoin price to plunge again['United States']United States

MyCert : Hackers targeting govt officials for data theft['Malaysia']Malaysia

No one sanctioned for Tusla data breach['Ireland'] Ireland

Microsoft OneNote Used To Sidestep Phishing Detection['United States']United States

U . S . Intelligence Sources Point to Russian Hacking Far Beyond DNC['United States']United States

Chicago hacker Jeremy Hammond asks for release from federal prison due to COVID - 19['United States']United States

Another Clearview AI Data Breach Adds to Ongoing Lawsuit['United States']United States

Centralized IT System Caused Pain For Danish Manufacturer Hit With Ransomware['Denmark']Denmark

ANGOLA : AFGC accuses Luanda of hacking servers in expropriation saga['Angola'] Angola

PMI reports itself to ICO after hacker attack leads to data breach['United Kingdom']United Kingdom

RDOS continues to work on getting systems up and running after attempted ransomware attack - Penticton News['Canada'] Canada

Missouri Health System Maps Damage from Phishing Attack['United States']United States

Legion Launches Rapid Recovery Program for Victims of UKG Private Cloud Ransomware Attack['United Kingdom']United Kingdom

ISD 2142 hit with phishing scheme ['United States']United States

Senate Armed Services leaders say massive hack bears hallmarks of a Russian intelligence operation['United States']United States

Former cybersecurity expert Chris Krebs accepts responsibility for massive hack['United States']United States

ISP Tries To Charge Users To Block File Sharing ... Ends Up Installing Malware That Exposes Private Info['United States']United States

Phishing puts SA companies under fire ['South Africa']South Africa

Hackers turn to silent stealing in bid to exploit home workers['United Kingdom']United Kingdom

National Lab Creates Technology to Detect Cryptocurrency Mining Malware['United States']United States

Oil Fund fends off hackers ['Norway'] Norway

"Infected with spyware" Fake warnings and voices from PCs ... "Support fraud" hijacked by remote control Kadena Police Station warns['Japan'] Japan

Petition Urges to Investigate Narrative Hacking Signed 16 Thousand People Given to KSP['Indonesia']Indonesia

It was phishing that left out thousands of Bad Bunny fans at the CDMX concert['Mexico'] Mexico

BlackByte hackers have added a new tool for effective exfiltration to their arsenal['Russia'] Russia

Latvia has experienced the most intense waves of cyber attacks in history due to the impact of the Russian war - BNN-NEWS . EN – UPDATED ABOUT THE BALTICS AND THE WORLD['Latvia'] Latvia

Rosenborg hacked: DKK 1.3 million lost ['Denmark']Denmark

Prosecutor confirms investigation for hacking on Treasury platforms['United States']United States

Two newly discovered vulnerabilities in Linux could give hackers root access['Sweden'] Sweden

Fake links are being sent out: SBU warned of a phishing attack['Ukraine'] Ukraine

Year-end bonus for employees? Beware of targeted phishing scams['Israel'] Israel

Hackers attacked the website of the head of the DPR after the announcement of the referendum['Ukraine'] Ukraine

Money stolen from checking accounts | after phishing smishing Scams['Italy'] Italy

Windows 11 already has several fake links with malware; see how to avoid them['Brazil'] Brazil

Taunussteiner are victims of a phishing mail['Germany']Germany

iPhone hacking: a network of cybercriminals is wreaking havoc in Dakar['Senegal'] Senegal

This app contains malware and was still recommended by Google.['Czech Republic']Czech Republic

The FIN8 hackers are back with a new version of BADHATCH['Poland'] Poland

Clubhouse , fake computer app hides a ransomware - Software and App['Italy'] Italy

The number of cyber attacks in Kazakhstan increased by 17% over the year['Kazakhstan']Kazakhstan

Korbit employee virtual asset voice phishing blocked['South Korea']South Korea

Cracow . Hacker attack on the Marshal's Office. The IT system still doesn't work['Poland'] Poland

EU police arrest 106 Italian mobsters for swapping SIM cards and hacking bank accounts['Italy'] Italy

Phishing at Banco Santander: how is the SMS of the scam?['Spain'] Spain

Charges are filed against a room involved in hacking the Camargo City Council['Brazil'] Brazil

House arrest confirmed for defendant in case of hacking the Police and Meduca['Panama'] Panama



The Central Bank noted a sharp increase in hacker attacks using spyware['Russia'] Russia

WhatsApp users hit again by phishing messages['Ukraine'] Ukraine

['https://www.developpez.com/actu/314599/Un-gestionnaire-de-mots-de-passe-a-permis-a-des-pirates-de-voler-potentiellement-les-donnees-de-29-000-entreprises-suite-a-un-piratage-du-mecanisme-de-mise-a-jour-de-Passwordstate/', 'https://www.lesnumeriques.com/informatique/piratage-le-gestionnaire-de-mots-de-passe-passwordstate-victime-d-une-grave-faille-de-securite-n163027.html', 'https://www.bleepingcomputer.com/news/security/passwordstate-password-manager-hacked-in-supply-chain-attack/', 'https://www.gizmodo.com.au/2021/04/enterprise-password-manager-passwordstate-hacked-exposing-users-passwords-for-28-hours/', 'https://datanews.levif.be/ict/actualite/le-gestionnaire-de-mots-de-passe-passwordstate-pirate/article-news-1418609.html', 'https://overclockers.ru/blog/anykey911/show/50376/menedzher-parolej-passwordstate-byl-vzloman', 'https://www.securitylab.ru/news/519253.php']Passwordstate password manager has been hacked['Russia'] Russia

Amsterdammer caught for hacking more than 1 million accounts['Netherlands']Netherlands

Naughty Dog became a victim of hacking['Hungary'] Hungary

Windows 10 random file can download malware on PC['Brazil'] Brazil

WIKITREE | People who checked this on Naver, all got caught in phishing['South Korea']South Korea

Hackers attacked the state system of veterinary documents for the second time in a week['Russia'] Russia

They discover ransomware that has been kidnapping data since 2016['Venezuela']Venezuela

HACKING THE ACCOUNTS OF STATESMEN['Turkey'] Turkey

NSO's spyware has been misused ['Israel', 'Mexico', 'India', 'Morocco', 'Saudi Arabia', 'Bahrain', 'United Arab Emirates', 'Hungary', 'Azerbaijan', 'Rwanda', 'Togo', 'France']Israel, Mexico, India, Morocco, Saudi Arabia, Bahrain, United Arab Emirates, Hungary, Azerbaijan, Rwanda, Togo, France

The media learned about the US cyber attack on Iran's database['Iran'] Iran

World hackers use to attack official sites['Mexico'] Mexico

Arrest of hacker gang in León was circumstantial, says security spokesperson['Spain'] Spain

Ukraine has been hacked, - Yaroslav Hrytsak on Zelensky's leadership['Ukraine'] Ukraine

Hackers help Pyongyang bypass sanctions / CAT BLANCHE / Nezavisimaya Gazeta['North Korea']North Korea

Avast identifies Facebook malware threat['Brazil'] Brazil

US accuses "Russian hackers" of hacking into OI computers['United States']United States

Forbes 100 tech giant's website has been taken down to fight phishing['Russia'] Russia

Phishers hack into email conversations ['Switzerland']Switzerland

More than 300 email addresses Breda in hack - database['Netherlands']Netherlands

NiceHash will start paying compensation to users who suffered from a hacker attack last year['Slovenia']Slovenia

World's first malware for ARC processors discovered['Ukraine'] Ukraine

Overview : Information and business security tools 2018 , Sergey Kuptsov - Hacker attacks on World Cup stadiums came from Europe['Russia'] Russia

['https://www.merdeka.com/peristiwa/sakit-hati-pemuda-di-bali-retas-akun-facebook-untuk-sebarkan-sara.html', 'https://www.tribunnews.com/regional/2021/05/25/pemuda-23-tahun-diciduk-polda-bali-retas-ratusan-akun-medsos-pelaku-peras-para-korban', 'https://bali.tribunnews.com/2021/05/24/pemuda-asal-jembrana-retas-ratusan-akun-medsos-selain-memeras-pelaku-lakukan-ujaran-kebencian', 'https://belitung.tribunnews.com/2021/05/26/retas-ratusan-akun-medsos-pemuda-bali-ini-sebar-ujaran-kebencian-dan-peras-korban']Hacking Hundreds of Social Media Accounts, This Balinese Youth Spreads Hate Speech and Squeezes Victims['Indonesia']Indonesia

Complaints of hacking of Uber information increase['United States']United States

WikiLeaks : Tzu used a sophisticated Windows hacking program['Bulgaria'] Bulgaria

Wall Street engineer accused of installing malware on employer's network to steal source code['United States']United States

Wow, Anonymous Hackers Attack the Official Website of Red Plate Operators['Philippines']Philippines

News of the Kherson region : Hackers got to Kherson notaries['Ukraine'] Ukraine

More than a quarter of charities faced cyber attacks last year , government figures show['United Kingdom']United Kingdom

Activist iPhones hacked ['Malaysia']Malaysia

Axie Infinity is back open for business following $625 million hack['Philippines']Philippines

Aon hack exposed personal data of 146 , 000 customers | Crain Chicago Business['United States']United States

Conifer Revenue Cycle Solutions , LLC Announces Healthcare Data Breach Impacting Multiple Providers | Console and Associates , P . C .['United States']United States

Boise Traffic Sign Reportedly Hacked ['United States']United States

Hungarian journalists , activist will sue NSO Group after alleged hacking['Hungary'] Hungary

Record Number Of North Carolina Businesses And Organizations Hacked In 2021['United States']United States

Hackers Target Homebuyer Life Savings in Real Estate Scam['United States']United States

Malspam Duet : Tax Season Phishing Campaigns Deliver LokiPWS and Emotet Malware['United States']United States

Prison time urged for Florida official Penalties pushed in data breach case['United States']United States

Murrietta man among 9 indicted in hacker attack tied to cryptocurrency['United States']United States

Silver Miller Investigating Hacked Coinbase Accounts['United States']United States

SECURITY : Documents reveal DOE struggles in hacking whodunits['United States']United States

Ethiopia foils mass cyber hacking attempt - Xinhua['Ethiopia'] Ethiopia

Kwik Fit in sh * t bit of click - based loss of face ( malware , in other words )['United Kingdom']United Kingdom

Has Sky been hit with a data breach ? ['United Kingdom']United Kingdom

Android UPDATE : Google Play Store boost for users hit by malware - filled apps['United States']United States

Apex Legends bans 355 , 000 players for using hacks and cheats on PC version['India'] India

Malvertising Campaigns Skirt Ad Blockers , Serve Up Mac Malware['United States']United States

Malware Experts : Google Invaded Privacy and Harmed Trust with Home Security Fiasco['United States']United States

U . S . indicts 3 for alleged phishing campaign targeting colleges , businesses['United States']United States

Fraudsters exploit new security checks – Which ? News['United Kingdom']United Kingdom

IBC : Small Businesses in Canada Vulnerable to Cyber Attacks['Canada'] Canada

US Demands Israel to Extradite Russian Accused of Hacking['Israel'] Israel



['https://larepublica.pe:443/economia', 'https://larepublica.pe:443/economia/']Economy News today | Bank hack | Sunat | Ransomware | Cyber attack | Stock Market | Telephony | AFP | Teleticket | dollar | dollar price | Sunarp | Osiptel | Jobs | Companies | Forbes | Exchange Rate | Actions | GDP | Phone...['Peru'] Peru

News in brief : Big Brother in India ; hacking warning to journalists ; WordPress sites hit – Naked Security['India'] India

Corsicana ISD responds to data breach incident['United States']United States

Swearing Trojan malware in China heralds things to come in the U . S .['China', 'United States']China, United States

Homograph Phishing Attack Emerges Again['United States']United States

Man sentenced for using hacked news releases to cheat market['United States']United States

Data breach exposes customer passwords and encrypted data['United States']United States

Malware scam zeroes in on ANZ customers['Australia', 'New Zealand']Australia, New Zealand

Russian National Nikulin Says FBI Urged to Lie About Hacking Democrat Servers['United States']United States

Law firms warned to ignore and delete phishing email purporting to be from Supreme Court office['Ireland'] Ireland

600+ samples of Spring Dragon APT malware spotted['United States']United States

PHL banks , business on many hacker crosshairs — Symantec['Philippines']Philippines

Svpeng Android banking Trojan now comes with keylogger to help hackers steal everything['United Kingdom']United Kingdom

Group claims credit for Johnston , Iowa school hack['United States']United States

Hacker Hijacked School Webcams to Produce Child Pornography , Indictment Alleges['United States']United States

Reported Kansas PHI Data Breach Could Involve Info of 11K['United States']United States

Toronto is freaking out after PC Optimum points hacked and stolen['Canada'] Canada

Data breach tsunami sweeps toward Liberals['Canada'] Canada

ICO investigates Waspi data breach ['United Kingdom']United Kingdom

Government urged to learn lessons from WannaCry cyber attack['United Kingdom']United Kingdom

Town manager email hacked ['United States']United States

Jury Convicts Anonymous Hacker Who DDoSed Children Hospital , Later Got Lost at Sea['United States']United States

Majority of Chinese face personal data breach through apps['China'] China

Xconomy : McAfee CTO On Election Hacking , Cryptojacking , Quantum Security['United States']United States

BEML , INDIAN DEFENCE CONTRACTOR , SUFFERS DATA BREACH . POLITICALLY MOTIVATED ?['India'] India

Risk spikes with increased hacking during holiday season | WMU News['United States']United States

SD220 holding cybersecurity training with teachers following previous ransomware attack at a downstate school district['United States']United States

Phishing: New scam at Paypal is deceptively real['Germany']Germany

['https://www.sfgate.com/crime/article/Richmond-man-faces-up-to-23-years-in-prison-for-12977017.php?t=af9293993a', 'https://www.eastbaytimes.com/2018/06/07/jury-richmond-man-guilty-of-hacking-bay-area-news-organization/', 'https://www.databreaches.net/california-man-convicted-of-hacking-embarcadero-media-in-2015/', 'https://www.eastbaytimes.com/2018/06/07/jury-convicts-richmond-man-of-hacking-news-websites/', 'https://www.mercurynews.com/2018/06/07/jury-convicts-richmond-man-of-hacking-news-websites/', 'https://www.sfgate.com/news/bayarea/article/Richmond-Man-Convicted-Of-Five-Counts-Related-To-12977242.php']Richmond Man Convicted Of Five Counts Related To 2015 Computer Hacking Of Embarcadero Media['United States']United States

Judge Allows Discovery Over Retrieval - Masters Data Breach['United States']United States

New Mozi Malware Family Found ['United States']United States

Phishing Emails Spoof Australia Cyber Security Center['Australia']Australia

HHS OCR Enforcement Actions on Hacking and Malware Attacks['United States']United States

Beware of trojan malware attack , MeitY warns customers of 27 major banks['India'] India

Cash - Starved North Korea Eyed in Brazen Bank Hack['North Korea']North Korea

Kaspersky detects new spyware series attacking industrial establishments['Turkey'] Turkey

Hacking Damage Dooribal · Jabi Call Inconvenience continues for the time being… Police investigation request under review['South Korea']South Korea

DHL - Phishing: A small amount of customs duty causes a lot of trouble['Germany']Germany

Contactless car keys can be easily hacked['France'] France

Peace and Reconciliation Foundation page was the object of a cyber attack['Colombia']Colombia

Microsoft warns that hacks grew by 74% in the last year['Argentina']Argentina

Hackers - mercenaries DeathStalker companies around the world have started to attack with a new virus['Latvia'] Latvia

Hackers began secretly mining cryptocurrency on other people's tape recorders['Ukraine'] Ukraine

Hackers hide malware in large chunks of junk code['Germany']Germany

700 apartments across the country have been robbed... Citizens stick post-it notes on cameras at the news of Wallpad hacking['South Korea']South Korea

KONNI - malicious malware returns - New technologies in INTERIA . EN['Poland'] Poland

Medusa's fundraising campaign has been hit by a hacker attack['Latvia'] Latvia

Lyon: Hacked Billboards Display Anti-Israel Messages['France'] France

Hacking of Pemex could be linked to organized crime and theft of a polyduct in Sinaloa['Mexico'] Mexico

SEPE's annus horribili in Malaga culminates with hacking, strike and 60 temporary workers in suspense['Spain'] Spain

Strike against Emotet - Malware : Police preserving evidence under fire['Germany']Germany

A hacker turned a popular tracking gadget into a powerful tracking and eavesdropping device['Serbia'] Serbia

Mails with hidden Trojans – scammers send malware with the sender from Kapo Bern['Switzerland']Switzerland

['https://timesofindia.indiatimes.com/india/facebook-data-breach-cbi-initiates-preliminary-enquiry-against-cambridge-analytica-gsr/articleshow/65324390.cms', 'https://indianexpress.com/article/india/cambridge-analytica-row-cbi-examining-govt-reference-to-probe-data-breach-5290632/', 'https://www.tribuneindia.com/news/nation/cbi-examining-govt-reference-to-probe-cambridge-analytica-data-breach-scandal/631538.html', 'https://www.tribuneindia.com/news/nation/facebook-data-breach-cbi-initiates-preliminary-enquiry-against-cambridge-analytica-gsr/634184.html', 'https://www.business-standard.com/article/news-ians/cbi-starts-examining-cambridge-analytica-data-breach-case-118080301152_1.html', 'https://www.outlookindia.com/website/story/cbi-examining-govt-reference-to-probe-cambridge-analytica-data-breach-scandal/314448', 'https://www.firstpost.com/india/cbi-begins-investigation-in-cambridge-analytica-data-breach-case-matter-being-examined-under-it-act-2000-4887841.html', 'https://www.tribuneindia.com/news/nation/cbi-CBI starts probe in Cambridge Analytica data breach case['India'] India

40-year-old voice phishing organization, 10 years in prison with increased sentence for second trial … 100 victims['South Korea']South Korea



Mysterious cyber attack on US company ahead of Independence Day['United States']United States

Amazon not affected by suspected e-commerce site hack in Saudi Arabia['Saudi Arabia']Saudi Arabia

The day the US and China ordered the consulate to be closed... Ministry of Justice indicts two Chinese nationals for corporate hacking['United States', 'China']United States, China

Federal. ba - Hacker intrusion through employees with access to internal servers['Bosnia and Herzegovina']Bosnia and Herzegovina

Japan Cybersecurity: Hacking Rises During Iran Polemic - USA['Japan'] Japan

Vote at the Federal University of Toulouse: the personal data of 105,000 students hacked['France'] France

Hacking of the Gaindé system: 6 freight forwarders sent to prison • Rewmi . com['Senegal'] Senegal

Germany successfully repelled two cyberattacks by Russian GRU hackers['Germany']Germany

ASCII.jp: January and February 2019 Malware Reports Released ~Observation of Attacks Aimed at Infecting Ransomware GandCrab Targeting Japan~['Japan'] Japan

1852 Cyber Attacks Hit India Each Minute in 2018 , Mumbai most affected city dgtl['India'] India

Aiga : Pec hacked , go to upload on Justice site['Italy'] Italy

China bombards Belgians on a trade mission with cyber attacks['Belgium'] Belgium

Teens stealing proceeds from voice phishing gang['South Korea']South Korea

Banxico and CNBV analyze extending operating hours after alleged hacking['Mexico'] Mexico

Hackers from Russia and China managed to disrupt Google's business services['United States']United States

He revealed details of a Qatari network of espionage and account hacking in America['United States']United States

Security firms demonstrate subdomain hijack exploit vs . EA / Origin['United States']United States

Bitcoin corrects in the face of a new hacking case, the point on the thresholds to watch['United States']United States

Hours of malfunction at Dutch bank ABN Amro after cyber attack ...['Netherlands']Netherlands

Teenager admits to carrying out cyber attacks['Malaysia']Malaysia

Numericable was also hacked ['France'] France

And tractors targeted by hackers Kun Technology Liberation . ba['China'] China

Hackers steal credit card details from Uber taxi users['United States']United States

HoloLens easy to hack over WiFi ['Belgium'] Belgium

17 Website hack: Bangladesh announces counter attack['Bangladesh']Bangladesh

Hackers stole passwords from 1.5 million Instagram users - Forbes Kazakhstan['Kazakhstan']Kazakhstan

Finance Redefined : Two DeFi hacks top $120M , and $500M Algo Fund launches , Nov . 26 – Dec . 3['China'] China

Waka Kotahi rego Phishing attack ['New Zealand']New Zealand

Hackers responsible for Brisbane hospital cyber attack identified['Australia']Australia

In a Post - Macro World , Container Files Emerge as Malware - Delivery Replacement['United States']United States

Atlas MedStaff LLC Confirms Recent Data Breach Following Sophisticated Cyberattack | Console and Associates , P . C .['United States']United States

Cyprus Seizes Spy Van After Gripes Over Greek Spyware Cases['Cyprus', 'Greece']Cyprus, Greece

Greising : The Bigger Cybersecurity Risks Exposed by the Kwame Raoul Office Hack['United States']United States

Hacker group launching sophisticated catfish operation against Israel officials , cybersecurity firm reports['Israel'] Israel

Microsoft Windows under attack from Hafnium group Tarrask malware['United States']United States

Researchers show techniques for malware persistence on F5 and Citrix load balancers['Australia']Australia

Optimism BitBTC Bridge Vulnerability Leads To Hacker Minting 200 Billion Tokens['United States']United States

PCM Finds No Sign Of Client Impact In Campaign Tied To Wipro Hack['India'] India

San Diego Family Care Settles Data Breach Class Action for $1 Million | Robinson+Cole Data Privacy + Security Insider['United States']United States

Star Tribune Data Breach ? - Twin Cities Business['United States']United States

New Loader Variant Behind Widespread Malware Attacks['United States']United States

New data reveals hackers are making huge sums from sexual blackmail['United Kingdom']United Kingdom

Top - selling cars in Ireland vulnerable to having keyless ignition hacked['Ireland'] Ireland

Can Clinic Data Breach Victims Sue if NO Financial Loss ?['United States']United States

State - Sponsored Chinese Group Hacks Enterprise VPN Servers['China'] China

Wolcott nears completion of school computer system rebuild after hack['United States']United States

Longtime radioman Buchanan : We were hacked['United States']United States

Network 10 servers hit by hackers ['Australia']Australia

HackerOne breach lets outside hacker read customer private bug reports['United States']United States

ONWASA : $277K spent on recovery , defense after cyber attack - News - The Daily News['United States']United States

Hackers targetting devices in the Middle East for crypto mining['Middle East']Middle East

ACORD , Aon and Beazley launch Data Breach Standard['United Kingdom']United Kingdom

The Connaught Telegraph - Mystery over hacked Mayo Facebook messenger accounts['Ireland'] Ireland

ID Theft or No , Data Breach Supports Class Action – Courthouse News Service['United States']United States

Military official : Malware to blame for site block['United States']United States



Hackers ’ scam email wipes every document held on council ’ s system dating back two years['United Kingdom']United Kingdom

Symantec finds fake AV being distributed using HSBC phishing emails['United Kingdom']United Kingdom

Code Bug Exploit Sends Bitcoin Unlimited Nodes Offline['']

Ironscales phishing for partners following united kingdom launch['United Kingdom']United Kingdom

CA phishing test manipulates SEIU , Golden 1['United States']United States

ACLU chastises government after WannaCry attacks for poor malware policies['United States']United States

French Officials Detail Fancy Bear Hack of TV5Monde['France'] France

Economical launches data breach coverage for Canadian businesses['Canada'] Canada

Vodafone Customers Targeted With Realistic Phishing Email Scam['United Kingdom']United Kingdom

Privacy commissioner commends Blood Service for handling of data breach['Australia']Australia

New malware OSXDok is targeting Macs['United States']United States

Dark Web markets selling remote access to corporate PCs for just $3 allowing hackers to spy on firms['United Kingdom']United Kingdom

1 . 1 Billion Identities Leaked Via Data Breaches in 2016 ; Email Is The Biggest Malware Carrier['India'] India

One in Four Computers in Pakistan are Attacked by Malware : Microsoft['Pakistan']Pakistan

Cyber attacks hitting supply chains in Asia Pacific , PH » Manila Bulletin Business['Philippines']Philippines

FSLabs deploys Chrome password malware to hack back against software pirates['United States']United States

US Government Agency Hacked ['United States']United States

Hackers targeted USC more than 100 million times last year['United States']United States

Hacking your brain ( scan ): security bugs in EEG software open hospitals to attack['United States']United States

Hacker with Russian intel ties pleads guilty to gmail hacks['United States']United States

Pub Notes : Flagpole Campaign Coverage Hacked | Flagpole Magazine['United States']United States

['https://tech.hindustantimes.com/tech/news/akasa-air-suffers-data-breach-warns-users-of-phishing-attack-71661744389071.html', 'https://timesofindia.indiatimes.com/business/india-business/akasa-data-hacked-airline-asks-customers-to-be-vigilant-against-possible-phishing-attempts/articleshow/93832095.cms', 'https://www.indiatoday.in/india/story/akasa-airlines-data-breach-passengers-personal-information-leaked-1993723-2022-08-29', 'https://www.prokerala.com/news/articles/a1339764.html', 'https://techstory.in/akasa-air-reports-data-breach-fliers-personal-information-leaked-report/', 'https://www.albawaba.com/business/india-akasa-air-victim-mega-data-breach-apologizes-passengers-1489011', 'https://www.ndtv.com/india-news/akasa-air-data-breach-akasa-air-suffers-data-breach-apologizes-to-customers-3294084', 'https://www.navhindtimes.in/2022/08/29/nationalnews/akasa-air-suffers-data-breach/', 'https://www.business-standard.com/article/companies/akasa-air-issues-apology-after-data-breach-says-no-intentional-attempt-12Akasa Air suffers data breach , warns affected users about possible phishing attacks['India'] India

Directorate of Roads and Highways paralyzed by ransomware , dying social audio and losing Spotify podcasts['Czech Republic']Czech Republic

WATCHING PORN ON A MOBILE PHONE CAN DESTROY YOUR LIFE: Disturbing information about hacker attacks has been leaked!['Croatia'] Croatia

[On the way to work] Current status of COVID-19, total of 5328 confirmed cases Lotte Chemical Explosion KFDA frozen dumpling company caught Government changed cotton mask okay government hacked Shincheonji website (society)['South Korea']South Korea

16 variants of fee-deducting malicious programs have been exposed, all of which are video and audio playback - Malicious program variant Alipay malware avi video - China News - Dongfangwang['China'] China

According to BAE Systems, hackers in Polish banking networks commented their code using Russian in order to create a diversion about their origin['Poland'] Poland

Wolf Haldenstein Adler Freeman & Herz LLP : California Pizza Kitchen DATA Breach Investigation Alert['United States']United States

Hillicon Valley : US , united kingdom authorities say Russian hackers exploited Microsoft vulnerabilities | Lawmakers push for more cyber funds in annual appropriations | Google child care workers ask for transportation stipend['United States', 'United Kingdom']United States, United Kingdom

Hillicon Valley Presented by NCTA Trump meets with Google CEO | Facebook bans white nationalist posts | Microsoft takes down websites used by Iranian hackers | Dems press voting vendors over security['United States']United States

Newly discovered FilesLocker ransomware targeting Chinese and English speaking victims['China'] China

Google Chrome Bug Let Hackers Grok Private Data['United States']United States

Hacking Syndicate TA505 Back with Focus on Info - Stealing Trojan['United States']United States

Cyberattackers mimic government websites in phishing emails using templates['United States']United States

Researchers unearth zero - day exploit in Windows OS['India'] India

Fargo Police warn college students of phishing scams['United States']United States

DPRK - attributed malware attack uses ROK government certificate to trick victims['South Korea']South Korea

Austrian foreign ministry : State actor hack on government IT systems is over['Austria'] Austria

Warning over increased cyber attacks and site break - ins['United Kingdom']United Kingdom

University Usernames , Passwords Used On Third - Party Sites Exposed , No University Data Breach['United States']United States

Tory MPs in China Research Group targeted by phishing attacks['United Kingdom']United Kingdom

Personal Details Of 337 , 384 Maltese Citizens Exposed After Massive Data Breach From IT Company , Cybercrime Researchers Warn['Malta'] Malta

New Flagpro malware linked to Chinese state - backed hackers['China'] China

A Saudi dissident suing Twitter over a massive 2016 hack says the platform incompetence got multiple whistleblowers killed['Saudi Arabia']Saudi Arabia

Bing mobile app database left open to hackers , millions of user data sets compromised['United States']United States

Visa Alert : POS Malware Attacks Persist['United States']United States

News From 4 Years Ago : Russian Hacking , Access Hollywood , John Podesta Emails['United States']United States

A Trickbot Assault Shows US Military Hacker Growing Reach['United States']United States

FBI Investigating After Cyber Attack on CPCC['United States']United States

Oddly specific cyber attack hits Alaskan airline RavnAir and one plane type['United States']United States

DeFi hacks accounted for 76 % of major hacks in 2021['India'] India

8 Biggest Crypto Hacks and Scams ['Israel'] Israel

Yes , a data breach notification letter from the Indiana Department of Health is real despite its out - of - state mailing address['United States']United States

U.S. Embassy attack hacker group, the attack claiming that the situation is under investigation ( summary )['United States']United States

Credit union phishing damage, not the cause of security problems ... Being hacked into a smartphone (Finance / Securities) - NSP Communications['South Korea']South Korea



Dieselgate the sequel, a ransomware paralyzes an American pipeline, UFC - Que Choisir vs RED by SFR... This is the ZD Brief!['United States', 'France']United States, France

Windows 10 Malware Used to Attack Activists and Journalists['Brazil'] Brazil

Some services of Prykarpattiaoblenergo are temporarily unavailable due to threats of a cyber attack['Ukraine'] Ukraine

Lionel Holdings , LLC Reports Data Breach After the Company Was Targeted in a Ransomware Attack | Console and Associates , P . C .['United States']United States

Massachusetts men arrested for sophisticated computer hacking scheme designed to steal cryptocurrency['United States']United States

One lousy click : the phishing blunder that sank an entire product – Naked Security['United States']United States

Saudi Arabia Davos In The Desert Website Hacked With A Picture Of Khashoggi Being Executed By The Crown Prince | Nigeria Entertainment News , Music , Video , Lifestyle['Saudi Arabia']Saudi Arabia

Hackers - For - Hire Group Develops PowerPepper In - Memory Malware['United States']United States

Valtor's three remote access servers hacked, CEO's first assessment: Seems professional - this is how the ministers commented['Finland'] Finland

The Ministry of Public Security deploys to crack down on network crimes and clean the network 2018 special action | hacker attacks | network crimes | network security _ Sina News['China'] China

Data Breach Class Action Against Radiology Companies Dismissed for Lack of Standing | Robinson+Cole Data Privacy + Security Insider['United States']United States

Fake browser updates infect systems with bank malware['United Kingdom']United Kingdom

Hillicon Valley : Amazon poised to escalate Pentagon war cloud fight | FCC move to target Huawei garners early praise | Facebook sues Israeli firm over alleged WhatsApp hack | Blue Dog Dems push election security funding['United States']United States

TLS exploit ROBOT capitalizes on 19 ['United States']United States

New phishing scam targets Microsoft user login details['Australia']Australia

"Do not enter wallet details": hackers attacked popular cryptocurrency platforms['Ukraine'] Ukraine

Minister Fernández and EMCO hack: Because it is a sensitive matter, a commission was made that is not public | National['Argentina']Argentina

Supreme Court voice phishing scammer Loan with public certificate .. The victim has to repay['South Korea']South Korea

Haikal Suspected Hacker Has Hacked the Go Site['Colombia']Colombia

Do not fill plastic bags with gasoline U . S . warns as shortages grow over ransomware attack['United States']United States

Chinese APT using PlugX malware on espionage targets['United Kingdom']United Kingdom

Russia drone attack : Britain at risk from catastrophic Putin hack that will end economy['Britain'] Britain

NVIDIA GeForce graphics cards subject to hacking['Poland'] Poland

Difficulty getting a job due to bank account crime… Voice phishing by selecting only job seekers : Korea : Society : News['South Korea']South Korea

Cyber attacks threaten natl security : state minister['Bangladesh']Bangladesh

Stack Overflow says hackers breached production systems['Japan'] Japan

Phishing Attack Aimed at Stealing Payroll Deposits['United States']United States

Pegasus WhatsApp Hack , Mi Note 10 Teasers , MIUI 11 Update , Jio vs COAI , and More Tech News This Week['India'] India

Corona 19, 14 online accounts per person increased... Expansion of hacking area['South Korea']South Korea

The perpetrators used the hacked WA Kapolsek number to borrow money and ask for credit['Indonesia']Indonesia

How to break SkyNet. Hacker - self-taught with the help of a router deprived the Internet of several thousand people in St. Petersburg['Russia'] Russia

Hong Kong lifts bank secrecy for Banco de Chile to recover money from hack['Chile'] Chile

Russian detained in Greece accused of hacking Japanese cryptocurrency exchange['Greece', 'Japan']Greece, Japan

Customers are warned by Tesco regarding the new and latest text message Phishing Scam['United Kingdom']United Kingdom

Facebook , WhatsApp , other social media sites face Rs 5 crore penalty for data breach['India'] India

$20M Worth of Ether Stolen After Hackers Exploit Poor App Configuration['United States']United States

New 4iQ Report Shows Uptick in Nation State Misinformation Campaigns , Cyber Attacks on Healthcare Sector Amid COVID - 19['Healthcare Sector']Healthcare Sector

Today D Brief : U . S . strikes militants in Syria ; Space - threat data , shared ; VCJC deterrence idea ; Hacking military vehicles ; And a bit more .['Syria'] Syria

Hillicon Valley : Facebook and Instagram both offline | Commerce adds to blacklist | Major DC insurance provider hacked | Over half turn out for Amazon union vote in Alabama['United States']United States

Tech Security Expert : MA Inspection Shutdown Cause Probably Some Form Of Ransomware['United States']United States

The Lawyer Duty When Client Confidential Information is Hacked From the Law Firm | Mitchell , Williams , Selig , Gates & Woodyard , P . L . L . C .['United States']United States

Despite French Election Setback , Russian Hackers Still Hungry For More Attacks['France'] France

Hackers set a record for attacks on “holes” in Microsoft, Apple and Google software, about which the vendors themselves knew nothing['United States']United States

Former CJI Ranjan Gogoi involved in 3 phone hacking lists of staff accused of sexual harassment; The phones of Rahul and Prashant Kishor were also targeted Former CJI Ranjan Gogoi accused of sexual harassment included in 3 phone hacking list of staffers;...['India'] India

Facebook goes into podcasts, attackers hacked EA Games and Interpol busted thousands of fake online pharmacies['United States', 'France']United States, France

Sony Music forgives artist debt , Americans prefer Pride statements over products , and McDonald responds to data breach['United States']United States

ABC7 News Evening Update : Capital One data breach , robocall data , Kevin Durant renovates basketball court['United States']United States

Alleged Hacker Who Targeted Silicon Valley Giants Extradited To The US « CBS San Francisco['United States']United States

Fooled by his voice... Voice phishing accounts for 1 out of 3 cases of illegal financial damage['South Korea']South Korea

The perpetrators of the hacking of US companies were immediately arrested by the Criminal Investigation Unit at the National Police Headquarters['United States']United States

Small number of BJC doctor email accounts hacked['United States']United States

Hillicon Valley : Intel chief calls cyber war greatest threat | Report details persistent voting system vulnerabilities | Cities struggle with scooter revolution | DoorDash data breach affected 4 . 9 million | NY sues Dunkin Donuts over hack['United States']United States

More than 20 , 000 client information compromised after Sweetser email hacking State Bangor Daily News BDN Maine['United States']United States

UK Lawmaker Joins Grilling Over Equifax Data Breach['United Kingdom']United Kingdom

Trend Micro - Security Intelligence - New Underminer Exploit Kit Delivers Bootkit and Cryptocurrency - mining Malware with Encrypted TCP Tunnel - CSO['Australia']Australia



RCMP investigating data breach at Big White Ski Resort | iNFOnews | Thompson - Okanagan News Source['Canada'] Canada

Coronavirus leads to surge in computer hacks , compromising your data :: WRAL . com['United States']United States

1.3 billion voice phishing by remote control app... Collaboration between ministries is poor despite the increase in new crimes['South Korea']South Korea

Hacked credit card details of Indians sold online for Rs 500 , says MP police['India'] India

After data breach , FCPS passes new policy to handle stolen information['United States']United States

FBI agent thanks Taiwan for help in indicting Chinese hackers['Taiwan', 'United States']Taiwan, United States

Single-minded sys company malware Emotet emergency contact['Germany']Germany

The Government has stopped receiving at least $21 million for the cyber attack on AutoExpreso['Puerto Rico']Puerto Rico

Morning briefing: JN Data rearranges the ownership circle / New Danish-started billion-dollar company in the pipeline is based on data analysis / Physical security and hacker attacks overshadow the threat from insiders, PET warns['Denmark']Denmark

T - Mobile $350 Million Data Breach Settlement : Find Out if You Qualify to File a Claim['United States']United States

Local News : PHONE HACKING ALERT : Hi - tech equipment being used to steal data['Bahrain'] Bahrain

Fauxpersky spyware impersonates Kaspersky AV software , abuses AutoHotKey tools['United States']United States

FSB stopped the activities of two hackers in Surgut['Russia'] Russia

Phishing website scams increased by 42% quarter-on-quarter, police dismantled fraud syndicate and arrested 5 people['China'] China

The links between Feijóo and Mar Sánchez Sierra with the corruption of Pemex investigated by the Mexican prosecutor's office have been hacked and made publicly available on the Internet. - Xornal Galicia['Mexico', 'Spain']Mexico, Spain

Shaanxi Yulin Grain Bureau's official microblog frequently sends purchasing information, and the director claims that his account has been hacked['China'] China

Pwn2Own 2017: Results of the Tenth Hacker Competition / King Servers Blog / Habrahabr['Russia'] Russia

Service By Medallion , Inc . Reports Data Breach Following Compromised Employee Email Account | Console and Associates , P . C .['United States']United States

Recent Developments On Personal Data Protection In Turkey ( April – May 2019 ): Microsoft Data Breach , Facebook Violation , And More - Data Protection['Turkey'] Turkey

IEC computer server hacked – Afghanistan Times['Afghanistan']Afghanistan

Montanans Warned to Protect Identities Online After Data Breach['United States']United States

Kenya Has Had to Deal with Nearly 33 - Million Cyber Attacks in the First Half of 2021 - IT News Africa - Up to date technology news , IT news , Digital news , Telecom news , Mobile news , Gadgets news , Analysis and Reports['Kenya'] Kenya

Phishing attempt: beware of false Telekom mails['Germany']Germany

TalkTalk hacker Coleg Sir Gar attack led to health service issues['United Kingdom']United Kingdom

DNC builds a tech team with deep bench in wake of 2016 hack | McClatchy Washington Bureau['United States']United States

Cyber thugs are extracting money from bank accounts by hacking the phones of mobile chargers in public places through juice jacking['India'] India

2 billion in 3 hours... Hacker's Black Hand for NFT Frenzy['South Korea']South Korea

Defense : Hacker attacks : Ironically, the Ruag armaments factory ignored warnings - and made a fool of itself['Switzerland']Switzerland

Victim of a cyberattack, Besançon warns its inhabitants about the risks of phishing['France'] France

Customer resources are not at risk, reiterates ABM after hack['']

Tardigrade Malware Poses Unprecedented Threat to Biomanufacturers['United States']United States

Indonesian govt says social security data breach much smaller than claimed['Indonesia']Indonesia

Potential Harm Enough For Class Action to Proceed in Data Breach Litigation | Genova Burns LLC['United States']United States

New iCloud phishing scam can steal credit card data and access device camera['United Kingdom']United Kingdom

The . fish website that caught visitors in a phishing net – Naked Security['United States']United States

Evening Update : Canada , allies rebuke Russia over alleged hacking ; Quebec Liberal leader Couillard retires from politics['Canada'] Canada

Nearly 69 , 000 affected in San Juan Regional data breach['Argentina']Argentina

Hillicon Valley : Salesforce to acquire Slack for $28 billion | Uber completes $2 . 65 billion Postmates acquisition | Federal agencies warn that hackers are targeting US think tanks['United States']United States

Warning! Phishing campaign fakes Postnord - Very nicely done['Sweden', 'Denmark']Sweden, Denmark

Hackers luring people into e-lures at festivals['India'] India

Russian hackers tried to get people's user account passwords, the FBI says['United States']United States

Cyber Attack Has Louisiana State Lawmakers Asking Questions['United States']United States

Hacker Steals $1M From Chinese VC Firm Meant For Israeli Startup , Check Point Reveals['Israel', 'China']Israel, China

FireEye CEO , CFO Discuss Hacking Attempt , Impact Of Equifax Breach , And Company First True Channel['United States']United States

RBNZ says partner Accellion kept it in the dark about data breach['New Zealand']New Zealand

The Civil Guard of Huesca detains 8 people for defrauding more than 60. 000 euros through telephone phishing['Spain'] Spain

A hardware store closed all stores due to a cyber attack['Estonia'] Estonia

Ransomware Attack Replacement Costs Are Covered Direct Physical Loss or Damage Under Standard Business Owner Policy , According to Maryland Federal Court | Carlton Fields['United States']United States

Singapore Phishing Websites Using Fake News to Get User Bank and Credit Card Details https :// t . co / R9Ve8xghmY['Singapore']Singapore

MyToll still down after ransomware attack['Australia']Australia

Australia Murdoch owned Nova Radio Network uses Christmas break to own up to Data Breach['Australia']Australia

The device used by the security forces to hack into smartphones has been hacked, it is very easy to deceive['Russia'] Russia

Russian hackers are back in business , inoculation of power , price fixing . The main thing by December 14['Russia'] Russia

OceanLotus adopts public exploit code to abuse Microsoft Office software['Japan'] Japan

DOJ : Top FBI agent leaked sealed information on Russian hacker['United States']United States



[ H ] ardOCP : Hackers Attempt to Extort Money from Law Firm['United States']United States

Homeland Security Unit Warns Of Malware Campaign Targeting Critical Systems In The Manufacturing , Energy Sectors['United States']United States

LATEST : Officials from FLH respond as data breach renders computer systems useless – FingerLakes1 . com['United States']United States

Paras Jha , Josiah White , Dalton Norman sentenced in nationwide hacking cybercrime | The Global Dispatch['United States']United States

Ukraine stands in solidarity with Georgia in condemning Russia cyber attacks - Ukraine shows solidarity with Georgia in condemning Russia cyber attacks['Georgia'] Georgia

[2020 National Audit] Ministry of Culture, Sports and Tourism - hacking attempts at affiliated organizations, 23,000 cases over 4 years['South Korea']South Korea

Newspim - N. Korea's cyber attack captured by UN impersonation... Distributing camouflage malware with missile data['South Korea', 'United States']South Korea, United States

Web hacker Alfabeto Virtual thrown in the clink for 3 months by US judge who wanted to send a message['United States']United States

DOJ Shuts Down Online Dark Market ’ Peddling Opioids , Guns , & Hacking Tools['United States']United States

Suffer a data breach ; lose up to one third of your customers['South Africa']South Africa

Backups The Latest Malware Target ['United States']United States

Battal hacks Mobilis and Algeria Telecom websites for not benefiting from the 4G in Oum El Bouaghi['Algeria'] Algeria

Hacked Contra Costa County Emails Could Have Contained Resident Personal Information [ Bay Area News Group ] – InsuranceNewsNet['United States']United States

New Blockchain Solutions Across Industries , Institutional Cryptocurrency Trading Announced , Major Cryptocurrency Exchange Is Hacked | BakerHostetler['United States']United States

Lawsuit for Investors in Shares of Wendys Co ( NASDAQ : WEN ) Against Certain Directors in Connection with Customer Data Breach Filed['United States']United States

Mecklenburg Co . leaders to receive server hacking update Tuesday['United States']United States

Cybereason Nocturnus Team Discovers the Source Behind Financial Malware Targeting Banks in South America and Europe['South America', 'Europe']South America, Europe

Website hack: Customer's products were stolen['Bangladesh']Bangladesh

Kaspersky Lab: The Platinum hacking group is back again - The Arab portal for technical news['Arab countries']Arab countries

Suspected North Korean hackers deploy corrupt Android app in attack on reporter['South Korea']South Korea

Data Breach Record Exposure Up 305 % from 2016['United States']United States

Cofense Report Reveals 10 Percent of User - Reported Emails Across Key Industries are Malicious , Over Half Tied to Credential Phishing['Germany']Germany

Hackers , bogus charities and phishing emails among Christmas scams reported in Warwickshire['United Kingdom']United Kingdom

Cyber Security Today - Default password hole almost drowns an irrigation app , Nitro PDF hack and more ransomware['Canada'] Canada

I ask you a favor like this, scammers hack the WhatsApp of Saltillenses – Zócalo Newspaper | News from Saltillo, Piedras Negras, Monclova, Acuña['Mexico'] Mexico

Medhelp reports the newspaper to the police for a suspected data breach['Sweden'] Sweden

Hillicon Valley : Progressives oppose funding bill over surveillance authority | Senators call for 5G security coordinator | Facebook gets questions over location tracking | Louisiana hit by ransomware attack['United States', 'Louisiana']United States, Louisiana

Phishing Ride in Cacao Meal… No need to install KakaoTalk again['South Korea']South Korea

Karnataka: CID's big disclosure, Shriki 11 from the government portal. The hotel's IP address was used to steal Rs 5 crore. Karnataka Hacking Case CID Probe reveals hacker used hotel IP address to steal Rs 11 . 5 cr from govt portal['India'] India

Twitter titles fall 4% due to massive hacking; the Dow falls 0 . 66% due to unemployment data in the US['United States']United States

Not just the mouse: warning against a distributed cyber attack against municipal water services['Israel'] Israel

Chinese Hacker Suspected of Breaking into the Australian Intelligence Office['Australia']Australia

Cyber attacks grow six - fold high in four years in India['India'] India

The Insider and Bellingcat: FSB may have been involved in the hacking of the UK visa application center['United Kingdom']United Kingdom

Global markets turn higher ... China denies involvement in Equifax hacking ... French wine industry puts itself on show :: WRAL . com['France', 'United States']France, United States

Walgreens Reports Data Breach from Personal Mobile Messaging App Error['United States']United States

Army warns officers of phishing emails after suspicious phone calls to helpline['India'] India

Nepal cautions Beijing as five Chinese men hack into ATMs['Nepal'] Nepal

Amazon promotes cameras with security flaws that leave shoppers exposed to hackers['United Kingdom']United Kingdom

Donbas conflict in Ukraine , Crimea , political prisoners , sanctions against Russia , cyber attack - HIGHLIGHTS OF THE WEEK : JULY 30 – AUG . 3['Ukraine'] Ukraine

New Aria - body backdoor gets advanced hackers  back in the spy game['Russia'] Russia

Kaspersky detects new spy malware infecting computers - All News - PRIME Business News Agency - All News Politics Economy Business Wire Financial Wire Oil Gas Chemical Industry Power Industry Metals Mining Pulp Paper Agro Commodities Transport Automo...['Russia'] Russia

S400 Powerful Air Defense System, China is trying to cyber attack on Indian Defense System. India is going to get dangerous air defense system, troubled China is trying cyber attack['India'] India

Mails from the Sparkasse: Controlling personal data is phishing['Germany']Germany

SF Fire Credit Union Reports Data Breach That Leaked Member Card Information | Console and Associates , P . C .['United States']United States

Man files complaint at Thane police station over NotPetya malware infection : Report['India'] India

Queensland police charge officer with hacking after domestic violence victim details leaked['Australia']Australia

Personal information is leaked with a robot vacuum cleaner? Whitehat hackers catch security loopholes['South Korea']South Korea

Veto Portal: "Mobile hero crimes".. Seizing lines used in sabotage operations.. Blackmailing 5 artists after their accounts were hacked because of their phones.. A distributor copies national ID cards without the knowledge of their owners.. Terrorist crimes top the danger list['Egypt'] Egypt

Privacy & Information Security Law Blog : Yahoo ! Agrees To Settle Data Breach Class Actions With $50 Million Fund And Credit Monitoring - Data Protection['United States']United States

Convincing Google Impersonation Opens Door to MiTM , Phishing['United States']United States

Hillicon Valley : Twitter says Greene account suspended in error | Justice Dept . indicts hacker connected to massive surveillance breach | Trump reference to Chinese viru linked to increase in anti - Asian hashtags['China'] China

Hacker Bjorka Deletes Chat Contents on the Telegram Channel['Indonesia']Indonesia

Saint - Omer - He discovers a system for hacking the bank card at the Esso station['France'] France

MA State Police Alerting Residents of a Dangerous Phishing Scam['United States']United States



Medibank hacking fine : Private health giant could face $2 . 2million penalty for each contravention['Australia']Australia

Province to decide soon on renewing IT contract linked to private - data breach['Canada'] Canada

Justice Department indicts hacker connected to massive surveillance camera breach['United States']United States

Now to the pennies... North Korea's Kim Soo-ki hacking case hidden one inch['North Korea']North Korea

RFA hacking attack on reporters from the Ministry of Unification, signals of infection in 20 units - Diodeo['South Korea']South Korea

Facebook begins to inform the websites that were affected by the hacking of more than 90 million accounts['Spain'] Spain

Hackers sell $38 million in gift cards on Russian marketplace['Russia'] Russia

Consumer News : Wells Fargo ends personal lines of credit , Morgan Stanley hit by data breach this year and more['United States']United States

Millions of ShopBack , RedDoorz user records put on sale in hacker forums ; Peatix another victim of breach['Singapore', 'Indonesia']Singapore, Indonesia

HSE cyber - attack : Irish health service still recovering months after hack['Ireland'] Ireland

Cybercrime : Russian National To Appear in a US Federal Court Over Developing Malware['United States']United States

The National Securities Commission commented on the shutdown of the stock market due to a cyber attack['Ukraine'] Ukraine

Lawsuit : Electronics giant Philips accuses Seattle - area company of hacking its medical devices['United States']United States

Facebook reports new data breach in which 100 partners got access to user information['India'] India

Tech wrap : Trade panel hits China solar panels ; malware targets tech firms ; Uber loses London license ; Facebook releasing Russian ads ( + video : What move means )['China', 'United Kingdom']China, United Kingdom

Chinese hackers are trying to get Android users to click on a missed delivery text – BGR['China'] China

Man Charged With Hacking Student Accounts , Interrupting High School Classes['United States']United States

China's cyber attack on India, 6.8 million documents stolen 450287|['India'] India

I Am North Korean … Jeon Hyeok-jin, a hacker leading the attack on South Korea['South Korea']South Korea

Flash memory can be hacked by ``direct wire connection'' and information can be extracted ── U.S. research group discovered | WIRED.jp['United States']United States

New Bedford : public release of info on cyber attack could put city at further risk - News - southcoasttoday . com['United States']United States

[Exclusive] This time, I'll see you at the Gwanghwamun Finance Promotion Center... Phishing has grown in size - Kookmin Ilbo['South Korea']South Korea

Before your next Google search , beware of these spam ads distributing malware['United States']United States

Iran media being targeted by American and British hackers['Iran'] Iran

Exploit for critical Windows flaw allows access to admin rights['United States']United States

The great hack of Spanish prostitution: data of escorts and clients, exposed['Spain'] Spain

PDF viewers for Windows, Mac and Linus are vulnerable to hacking and manipulation Vulnerabilities in PDF encryption - scinexx['Germany']Germany

Mumbai, Pune on hacker radar for cyber attack | Mumbai, Pune on hackers' radar for cyber attacks; The security of the smartphone is very high['India'] India

Kwon Mi-hyeok Medical institution hacking damage 13 cases in 5 years … no way['South Korea']South Korea

BUSINESS BEAT : New business opens ; Morrisey warns of T - Mobile data breach['United States']United States

Justice orders release of suspect of hacking cell phone of authorities['Brazil'] Brazil

Bilibili hacking incident: pay attention to Xiaomi company, suspected scalper operation _ TV game['China'] China

Destiny 2 Eliksni Quarter event exploit makes infinite donations['United States']United States

33 . 6M RECORDS HACKED FROM DUNN AND BRADSTREET ACCOUNTS INCLUDING THOSE OF U . S . MILITARY PERSONNEL['United States']United States

Already download 5 . 9 million times , this malware packs a punch ...['United Kingdom']United Kingdom

Tether , the troubled cryptocurrency hit by a $31 million hack , has split with its auditors['United States']United States

New Android Malware Lets Hackers Use Your Device Remotely , Steal Data : 9 Ways to Prevent TangleBot['United States']United States

MUD denounces new hacking of its website: know that this does not stop our fight['Venezuela']Venezuela

American Wholesale Furniture Company Announces Data Breach | Console and Associates , P . C .['United States']United States

CALL 6 : Accounting firm data breach latest in growing problem['United States']United States

Mission Secure remotely hacks connected car via key fob and also fights cyber attacks['United States']United States

Amazon is exposing THOUSANDS of children to hackers , Which ? claims['United Kingdom']United Kingdom

OIG investigation of phishing fraud in Senegal finds multiple control lapses within Ministry of Health and Social Action['Senegal'] Senegal

Incredibly Damaging : US Cyber Security Ranks Vacant After Massive Hacks['United States']United States

UP youth hacks into bank account to complete dare while playing online game , siphons off Rs 10 lakh['India'] India

Newsspim - North Korea's e-mail hacking attack extreme... Be careful reading HWP document files['North Korea']North Korea

Netflix : monthly fee could not be debited is a phishing mail['Germany']Germany

For domestic users, more than 40 applications such as QQ and WeChat have been monitored by this spyware['China'] China

OMNI Healthcare Announces Data Breach Potentially Impacting Patient Electronic Medical Records | Console and Associates , P . C .['United States']United States

Finfisher malware authors fire off legal threats to silence German journos['Germany']Germany

Russian hacking , 2016 U . S . elections , social media , fake Americans , Russian oligarch , Russian sanctions['United States']United States

LSU warns of phishing scam involving school email addresses['United States']United States

The highest: 13-year-old Araki boy hacked the bank accounts of 10,000 people!['Japan'] Japan

Arrested for hacking grant money from the Ourense Provincial Council['Spain'] Spain

QQ plans to re-launch the logout function, account hacking incidents deepen security concerns for netizens - Digital Channel - Great Wall Net['China'] China



Traders made a billion - sentenced for hacking['Sweden'] Sweden

The case of hacking high-ranking officials went to court['Russia'] Russia

Beware : Fake Pixelmon NFT Stuffs Malware to Victims Here How it Stealing Passwords , Cryptos['United States']United States

Data Breach Could Affect Escambia , Santa Rosa Health Department Clients : NorthEscambia . com['United States']United States

ATO says it not monitoring Australian phone activity , after hacking guide posted by staffer['Australia']Australia

Government issues high-risk warning for Google Chrome, Mozilla users in India: Alert! Google Chrome and Mozilla users may be at risk of hacking, do this work immediately to avoid['India'] India

Uber drivers warn of scam through phishing technique['Uruguay'] Uruguay

CYBER 'WEAPON' FOR 140KN: Hackers published a simple guide to creating a virus and published it on YouTube - Net. hr['Croatia'] Croatia

Enforcement Actions Target ICO Fraud And Ponzi Schemes , Assets Retrieved From Hacked Exchange - Fin Tech['United States']United States

7 On Your Side : Spear phishing scam targets employees with access to company finances['United States']United States

Hackers exploit Office 365 security flaw in malware and phishing campaigns['United Kingdom']United Kingdom

Multiple Ransomware Attacks Cut Off Police Access to Crime Database in Riverside , Ohio['United States']United States

IRS warns of hackers targeting tax professionals during coronavirus pandemic['United States']United States

Valley News - As details emerge about major Vermont data breach , governor office steps in['United States']United States

For Heber, the hacking of the DNIC was through very old computers; ex-director general of MI denies it and points out that the largest investment in technology in history was made | the daily['Uruguay'] Uruguay

How Ransomware Attacks Cheap Android Smartphones['Russia'] Russia

Tunisia: Interception of messages from Daesh and Al Qaeda to exploit the demonstrations, according to Lotfi Brahem['Tunisia'] Tunisia

Pwn2Own : Tesla Hack , Broken VMs , and Skewed Economics['United States']United States

Morgan Stanley Hit With $5 Million Data Breach Suit['United States']United States

Research reveals: an increase in the amount of cyber attacks on water infrastructure facilities -['Israel'] Israel

Nigerian hackers convicted after trying to break into Georgia Tech payroll system['United States']United States

Ransomware virus hits milk quality monitoring systems['United Kingdom']United Kingdom

Equifax Motion to Dismiss Denied : Data Breach Complaint Alleges Sufficient Facts about Ownership or Licensing of Personal Information['United States']United States

Cyber attack warning issued to charities by NCVO | Charity Digital News['United Kingdom']United Kingdom

GoLocalProv | RIPTA Under Fire for Failing to Answer Questions About Data Breach['United States']United States

Check Point: A group of hackers stole 1.1 million pounds in an attack on financial companies['United Kingdom']United Kingdom

25 countries bought a tool from a spyware vendor that exploits vulnerabilities in OKS-7['Russia'] Russia

Fangxiao targets reputable companies with phishing scams['Canada'] Canada

Illinois quick hits : Pritzker wants more federal funds , Chicago alderman meet about crime , Quincy government hacked['United States']United States

Data breach again : Salary bill of Supplyco staff leaked on WhatsApp | Data breach | WhatsApp | Supplyco Employee Information and Payroll System | SEIPS | Kerala news['India'] India

Russian hackers tricked people into giving t | WBAL Radio 1090 AM['United States']United States

Cybercriminals launched 9.75 million increasingly sophisticated DDoS attacks in 2021, thanks to ransomware gangs, DDoS-for-Hire services and armies of server-class botnets['France'] France

Hackers target millions of Mac computers.['United Kingdom']United Kingdom

Christus Spohn sends letter informing of data breach['United States']United States

Police warned to take notes on database access amid computer hacking crackdown['Australia']Australia

Police Seize Servers of Bulletproof Provider Known For Hosting Malware Ops['Russia'] Russia

Sim swapping and Phishing, two most common forms of scams used by cybercriminals » EntornoInteligente['Venezuela']Venezuela

Statistics Finland: Last year, significantly more homicides were reported in Finland than the previous year, also the Vastaamo data breach brought a spike to the crime statistics['Finland'] Finland

The new chairman of Vastaamo's board, Heini Pirttijärvi, in an extensive interview for the first time - Read here how he commented on the company's actions during the data breach crisis['Finland'] Finland

Montenegro hit by ransomware attack , hackers demand $10 million['Montenegro']Montenegro

PayPal Rewards Hacker Who Discovers Its Vulnerability['United States']United States

Wordpress Sites Face 3 . 5 Billion Cyber Attack Attempts A Day , New Data Shows['United States']United States

FalconsFlame hacker group stops its work as part of the Ukrainian Cyber Alliance['Ukraine'] Ukraine

Its North Korean Mind behind Wanakrai Cyber Attack['North Korea']North Korea

Hacker hacked servers with information from an IT company['Samoa'] Samoa

Class Action Filed Against Health Company Following Ransomware Attack['United States']United States

GitHub - jonathandata1 / verizon _ samsung _ auto _ enable _ adb : Auto Enable ADB Zero - Day Exploit , Samsung Verizon Devices['United States']United States

Lafayette says criminals might have had access to some personal information during ransomware attack['United States']United States

Hillicon Valley : House passes anti - robocall bill | Senators inch forward on privacy legislation | Trump escalates fight over tech tax | Illinois families sue TikTok | Senators get classified briefing on ransomware['United States']United States

Littleton Police Department Chief Matthew Pinard receives a phishing scam email - News - Littleton Independent['United States']United States

[Seoul Newspaper] Mom, I need money at the military base Messenger Phishing Alert['South Korea']South Korea

Facebook: a simple JPEG was enough to hack accounts['France'] France

Renowned survey portal hacked in Tijuana['Mexico'] Mexico

Central Bank blocks six phishing sites ['Russia'] Russia

Pokemon Auto-hunting Malware Prosecuted for Teenage School Students['South Korea']South Korea



Pro - Al - Qaeda Media Outlet Calls On Muslims To Attack Israeli Embassies , Citizens Around The World , Hack Israeli Websites , Revolt Against Arab Rulers Who Normalized Relations With Israel , Boycott Nestle , Nike , Coca Cola['Israel'] Israel

GPS System Vulnerable to Hacking Attack That Could Cripple Bay Area Economy « CBS San Francisco['USA'] USA

Malicious remote admin tool seemingly linked to KONNI malware , North Korea['North Korea']North Korea

A Russian Slot Machine Hack Is Costing Casinos Big Time['Russia'] Russia

Internet router hack scam targets united kingdom homes – Which ? News['United Kingdom']United Kingdom

Hackers Use Chipotle Ad To Spread Malware['United States']United States

EE Fixed a Bug That Could Have Let Hackers Gift an Unlimited Amount of Data['United Kingdom']United Kingdom

Iran Cyber Attacks Target Social Media ['Iran'] Iran

Shares in British Airways owner International Consolidated Airlines Group PLC fall as airline vows compensation for data breach['United Kingdom']United Kingdom

Conservatives kickstart party conference with a data breach['United Kingdom']United Kingdom

New pilot licensing set for early 2019 in hacker attack['Bahamas']Bahamas

No data stolen after Saudi , UAE servers of Saipem hacked | ConstructionWeekOnline . com['Saudi Arabia', 'United Arab Emirates']Saudi Arabia, United Arab Emirates

Midterm election hacking incidents lacking , typosquatting tops the list['United States']United States

Manila court acquits hacker over defaced Comelec website in 2016['Philippines']Philippines

Hidden Cobra adds to its malware arsenal : CISA['United States']United States

Spanish Railway Infrastructure Threatened by Ransomware['Spain'] Spain

Erie County Sheriff Office warns of coronavirus malware['United States']United States

Summit Medical Associates Provides Notice of a Data Breach['United States']United States

Feder : Two - year data breach hits employee email at WTTW , WFMT['United States']United States

Twitter Blames Major Hack on Human Vulnerabilities - IT News Africa - Up to date technology news , IT news , Digital news , Telecom news , Mobile news , Gadgets news , Analysis and Reports['South Africa']South Africa

Arthur J . Gallagher Co . Hit With Suit Over Data Breach['United States']United States

SonicWall hack not due to VPN vulnerability['Australia']Australia

GravityRAT strikes back : infamous spyware cunningly becomes multiplatform['United Arab Emirates']United Arab Emirates

Hacking Group Used Crypto Miners as Distraction Technique['United States']United States

Missouri Governor and F12 Hacking , Global Ransomware Meeting , Fake Government Websites['United States']United States

DSME admits hacking attempts last week | Hellenic Shipping News Worldwide['South Korea']South Korea

North Carolina Man Charged with 2016 Cyber Attack Affecting Internet Users in Plattsburgh['United States']United States

PS5 Exploit : Fail0verflow show decrypted PS5 firmware files and PS5 keys['Japan'] Japan

Withus Education, New G Stock, Changbi, member personal information leaked through hacking attack['South Korea']South Korea

Microsoft accuses DSIRF of spyware development['India'] India

The Parrot web service infected 16.5 thousand. malware distribution sites['Russia'] Russia

Phishing: fake emails try to trick customers of an energy manager['Belgium'] Belgium

Computer hacking: an nursing home victim of a cyberattack in Eure['France'] France

Government is the victim of a smear campaign such as the hacking of Sedena: AMLO['Mexico'] Mexico

They confirm that AutoExpreso hacker asks for money in exchange for releasing data['Puerto Rico']Puerto Rico

Hackers "dropped" a dozen and a half government sites in Estonia['Estonia'] Estonia

"Council of mothers and wives": hackers accused the organization of working for the West['Russia'] Russia

International institutions in Bosnia and Herzegovina called on the authorities to investigate cyber attacks on the media['Bosnia and Herzegovina']Bosnia and Herzegovina

Young man will remain arrested in his home in case of hacking the Police and Meduca['Panama'] Panama

PF tries to link Palocci – and PT – to hackers who captured Moro and Dallagnol conversations['Brazil'] Brazil

Ledger: victims of data breach take legal action['France'] France

Suspected Iranian hackers target airline via new backdoor['Iran'] Iran

Hacking threats rise due to increased telecommuting... Companies in trouble['South Korea']South Korea

Olomouc's official website is down and we know why. Ransomware is to blame again['Czech Republic']Czech Republic

Steam accounts: victim of 77,000 hacks in months -['France'] France

President Biden's 100th Anniversary of the Tulsa Massacre... Hacking the world's largest meat company['United States']United States

Hackers began injecting viruses into abandoned sites in the early 2000s['Russia'] Russia

Cyber thieves extort ransom data ASEAN nations are rampant, hacked 2. 7 million times['ASEAN'] ASEAN

Hacker arrested today by the PF lives in Uberlândia and is also suspected of invading the Senate, the Army and the TSE-Portal PARAIBA. WITH . BR['Brazil'] Brazil

Suspicious example · Installment savings account withdrawal Cash withdrawal … Contributed to the arrest of voice phishing by Shinhan Bank employees['South Korea']South Korea

Hacking the computers of the FXCM trading arena: conversations between customers and service representatives were copied['United States']United States

The Data Protection Inspectorate is launching an investigation into a possible hacking of the Transplantation Office['Estonia'] Estonia

Only 99 years of age or older can view Megabox that has been hacked on social media for 40 hours and posted strange posts['South Korea']South Korea

Whether it's hacking or identity theft, problems .. Toss incident, Korea Communications Commission and Financial Services Commission also touch['South Korea']South Korea

New Pay2Key ransomware can encrypt corporate networks in just an hour['Russia'] Russia



Capgemini World Payments Report 2020 : Hackers use pandemic to attack['Austria'] Austria

Belarusian CERT warns of attacks by government hackers XDSpy['Belarus'] Belarus

The Federation Council warned about hacker attacks when voting on the Constitution['Russia'] Russia

Russian Nikulin, convicted of hacking, appealed the verdict of the US court['United States']United States

Data breach at Skånetrafiken - customers are warned['Sweden'] Sweden

US and Germany accuse China of selling malware for spying['China', 'United States', 'Germany']China, United States, Germany

The website of the city of Niš is the target of a hacker attack['Serbia'] Serbia

Sada El Balad: After the recent hacking scandal, India is testing an alternative application to WhatsApp['India'] India

Hackers attacked the whole city and demanded 100 . 000 USD in Bitcoins['Slovenia']Slovenia

Google Warns Activist About State Hacking Group - RedUSERS['Argentina']Argentina

Hacker found a method that turns Samsung smartphones into a brick['South Korea']South Korea

A hacker blocks the computers of a company in Palma and asks for a ransom['Spain'] Spain

Beware of fake Allegro regulations. Hackers want to steal your data['Poland'] Poland

ASCII.jp: Malware targeting macOS adds functions with updates['Japan'] Japan

La scale - up Datacamp victime dun hacking['Belgium', 'France']Belgium, France

Russia arrests hacker who stole half a million daily['Russia'] Russia

APES denounces phone number hacking | News from El Salvador['El Salvador']El Salvador

money transfer from united kingdom to cyber criminal | A hacker broke into the system at 3 am while sitting in Britain, killed 4 crores in 10 minutes, saved the remaining amount['United Kingdom']United Kingdom

SK infosec virtual currency hacking, 40% level of cyber threat['South Korea']South Korea

American media linked hacker Bogachev punished by Obama to FSB['United States', 'Russia']United States, Russia

Advertising Trojans top malware threat in 2016['Greece'] Greece

American tractors are hacked with pirated software['United States']United States

Google's new Pixel smartphone hacked in just 60 seconds['Russia'] Russia

The €1 smartphone scam on Facebook: the scammers hacked this Tubizian's account to make it credible['Italy'] Italy

Hackers have asked for a record amount for decrypting the data of their victims['Russia'] Russia

In the middle of the month of Kiyot: hacking of the online trade center of the Israel Post['Israel'] Israel

The "hack" of A Estrada is the first to be detected in a Galician institute['Spain'] Spain

Saudi news today, Tuesday, January 3, 2017, the latest news in Saudi Arabia today. Government agencies warn of dangerous cyber attacks targeting employees['Saudi Arabia']Saudi Arabia

UC data breach leaks student personal information to dark web['United States']United States

Exchange Server admins advised to patch vulnerable machines after POC exploit released for high - severity bug['United Kingdom']United Kingdom

OpsPatuk : DragonForce starts ransomware attacks['India'] India

Wawa Cant Close Out Financial Institution Data Breach Suit['United States']United States

Defense contractor Rafael sets up consortium to tackle industrial hacks['Israel'] Israel

Mideast data breach cost rises 7 . 6 % to $7 . 45m['Middle East']Middle East

BAYC holders beware : Phishing scammers are defrauding NFT holders for millions of dollars['China'] China

Portland City Officials Accidentally Send Hacker $1 . 4 Million['United States']United States

175 , 000 Free Fire MAX Cheater and Hacker Accounts Banned by Garena in the Last 2 Weeks['India'] India

LockBit ransomware gang targets VMware ESXi servers['United States']United States

Crypto scammers are feeding off of the hype surrounding Moonbirds NFTs one appeared to even hack Bernie Sander son account['United States']United States

Most Plainfield police systems up again after cyber attack['United States']United States

Hackers claiming they can manipulate 2022 polls fall in Cavite , Laguna['Philippines']Philippines

Home Health Provider Reaches $425K Settlement After Healthcare Data Breach['United States']United States

Lakeside Software , LLC Files Notice of Data Breach After Incident Results in Leaked SSNs | Console and Associates , P . C .['United States']United States

Teenager Pleads Guilty To Hacking Several High - Profile Twitter Accounts : TechMoran['United States']United States

Check Point : new malware found in Windows Servers['Australia']Australia

Poland ruling party tries to block phone hack inquiry – POLITICO['Poland'] Poland

FIN7 hacking group member arrested by the U . S . ( Includes interview )['United States']United States

Seniors Warned Of Phishing Scam That Looks Like Official Government Business['United States']United States

PayPal Shareholder Data Breach Stock - Drop Suit Dismissed | Patterson Belknap Webb & Tyler LLP['United States']United States

Vulnerability exposes location of thousands of malware C & C servers['Japan'] Japan

18 - year - old hacker referred to prosecutors over cryptocurrency theft['Japan'] Japan

Proposed Settlement Reached in Premera Data Breach Lawsuit['United States']United States

British Amazon account is hacked by US - based fraudster['United Kingdom']United Kingdom

iTWire - Aust firm offering ransomware recovery at second domain as well['Australia']Australia

Windows 0 - day exploit CVE - 2019 - 1458 used in Operation WizardOpium['Russia'] Russia



N . Korean hackers mount phishing attack on NKHR groups['South Korea']South Korea

Facebook hacked : MP reminds people to stay safe online['Australia']Australia

MGT Act , FAFSA Data Breach on Congres Agenda['United States']United States

The DNC Hack : The DNC and FBI Take a Snooze['United States']United States

LBC calls out to the public to help fight phishing and other cybercrimes » Manila Bulletin Technology['Philippines']Philippines

California Real Estate Group Experiences Malware Attack['United States']United States

FBI gave county security help before Election Day cyber attacks['United States']United States

Russian hackers caught using hijacked PDF files to infiltrate G20 task force['Russia', 'G20 countries']Russia, G20 countries

Hackers steal paychecks from Atlanta school employees['United States']United States

Equifax chief executive Rick Smith disappointed , apologises for data breach['United States']United States

All production files back after ransomware attack on Montgomery['United States']United States

2015 Neiman Marcus data breach more damaging than first reported['United States']United States

Barclays banker jailed for helping cyber criminals launder over £2 . 5m stolen using malware['United Kingdom']United Kingdom

Insider threat faces $300K fine for hacking former employer['United States']United States

Valve patches exploit that allowed hackers to hijack computers by fragging opponents['United States']United States

No . 2 Cyber attack shuts down county government['United States']United States

Cryptojacking attack uses leaked EternalBlue NSA exploit to infect servers['United States']United States

Big Spike Seen In Person - To - Person Malware Attacks 02 / 08 / 2018['United States']United States

Free Experian for victims of Florida Virtual School hack['United States']United States

Hackers are using a Flash flaw in fake document in this new spying campaign['United States']United States

GhostMiner fileless cryptomining malware has code that kills itself and other strains['United States']United States

Pinoy LulzSec stages April Lulz hacking event » Manila Bulletin Technology['Philippines']Philippines

Cross - site scripting a top vulnerability , hackers find['United Kingdom']United Kingdom

Uganda ranks 7th in Malware attacks ['Uganda'] Uganda

Bahrain News : ATM ALERT ! Bahrain central bank warns of planned cyber attack['Bahrain'] Bahrain

MIIT interviews Sina Weblog for data breach issues['China'] China

Hackers use Android master key exploit in China['China'] China

U . S . Attorney : Man indicted for alleged 2014 UPMC server hack['United States']United States

UAE sees 24 % drop in smartphone cyber attacks in Q1 of 2020['UAE'] UAE

Parents say digital lessons are being hacked['United States']United States

Data breach class actions : Illinois federal court dismisses negligence claims for lack of common law duty and based on the economic loss doctrine ( among other rulings ) | Kilpatrick Townsend & Stockton LLP['United States']United States

Fall Guys Has A Hacker Problem , But Developers Are Starting To Issue Bans['Australia']Australia

Staples Inc . Data Breach Didnt Affect Promo Side['United States']United States

Market close : SkyCity among biggest decliners as cyber attacks return['New Zealand']New Zealand

Woman dies after hackers cause IT failure['United Kingdom']United Kingdom

U . S . Gov Warning on Water Supply Hack : Get Rid of Windows 7['United States']United States

Hacking attacks on government growing more sophisticated , intelligence agency warns['Canada'] Canada

Blackbaud Faces Class Suit Over Ransomware Attack['United States']United States

Double blow : new data breach hits stranded Australians as Emirates suspends flights out of united kingdom['Australia']Australia

Post - Ida cyber attack hits Jefferson Parish courts ; closures to last until at least Sept . 20['United States']United States

Reserve Bank hit with compliance notice after 2020 cyber attack['South Africa']South Africa

The Hot 100 | 2020 Most Popular Passwords and Other Data Breach Exposure Trends['United States']United States

Clever new phishing scam targets unemployed New Yorkers['United States']United States

US, behind 750 billion won virtual currency hacking... Lazarus branch under the Northern Reconnaissance General Bureau['United States']United States

There is a degree of amateurism: parliamentarians criticize the hacking of EMCO and summon Minister Fernández | National['Argentina']Argentina

Hackers recruit bank employees with tempting offers['Russia'] Russia

The airline Transavia would have been hacked thousands of private data of its employees['Netherlands', 'France']Netherlands, France

White House on Hank's cyber attack: on Russia taking responsibility['United States']United States

Inai faces 10 million cyberattacks; hack attempts in just 4 days['Japan'] Japan

Hacker arrested for megaleak says data was not from Serasa['Brazil'] Brazil

Criminal hackers blackmail nuclear company in the united states['United States']United States

Hacker is arrested for stealing FGTS, emergency aid and for creating Corn Snake['Brazil'] Brazil

Dozens of government websites vulnerable to hacking attacks['Netherlands']Netherlands

Lyons. HCL caregiver data sold by web hacker['France'] France

Good for pornography... Chinese Ambassador Joo Young's Twitter hacked['China'] China



"Most often, the malware attacked the Russians." New virus intercepts management of Google and Facebook accounts['Russia'] Russia

JIM. fr - Anaphylactic reactions, new authorizations, hacking: excitement on the vaccine planet['France'] France

Security company Gunnebo hacked - secret documents leaked['Sweden'] Sweden

Lam Dong Department of Industry and Trade Scans and Detects 9 Types of Malware in the System['Vietnam'] Vietnam

Ministry of Justice denounces that its Twitter account was hacked['Bolivia'] Bolivia

Hacker to be tried for spreading a virus that siphons money from electronic wallets['Ukraine'] Ukraine

Problem with hackers: Cybercrime: These US corporations have had the most data stolen in the past | News['United States']United States

Index - Domestic - Phishing fraudsters are also abusing the image of Magyar Posta['Hungary'] Hungary

Security alert: your banking data may have been hacked on e-commerce sites['France'] France

Revelation of the Stuxnet malware that hit Iran's nuclear program: One man at the center of everything - Tietoturva['Iran'] Iran

Firefox has blocked four extensions from the Czech Avast, which are said to be spyware['Czech Republic']Czech Republic

WeTransfer on files sent to the wrong people : We have been hacked['Denmark']Denmark

Palestinian hackers confused Israel badly!['Israel'] Israel

Aviation Magnate Hits UAE Fund With Hacking Countersuit['UAE'] UAE

Hackers launch massive cyberattack against companies and pages['Mexico'] Mexico

The websites of the Prosecutor's Office and Vox are hacked after the accusations against the leaders of the process are presented['Spain'] Spain

PNC reports hacking of PNC Tránsito on Twitter['Colombia']Colombia

Exploit for Facebook vulnerability published['Russia'] Russia

[Cryptocurrency issue] Bit coin in the U.S. withdrawal binance phishing['United States']United States

They thwarted a Russian hacker attack on the Organization for the Prohibition of Chemical Weapons['Netherlands']Netherlands

Veto Gate: Twitter hack and 35,000-character blog post['Egypt'] Egypt

Cryptocurrency malware that uses NSA outflow attack method-mining in Japan's infected destination?['Japan'] Japan

Research: hackers launch Trojan rental services - Bankir. Ru['Russia'] Russia

Customs employee is suspected of illegal data breach['Sweden'] Sweden

Chairman of the Joint Chiefs of Staff Operation 5015 Hyo … Take Hacking Exodus Seriously['South Korea']South Korea

Improbable, hacking of a screen that broadcasted a porn video: specialist['Mexico'] Mexico

Drug trafficking and phishing emails: Man charged['Germany']Germany

Consumer Negligence Claims Survive in Data Breach Class Action Against Cloud Provider | Weiner Brodsky Kider PC['United States']United States

DeFi hacks on Binance Smart Chain rise as TVL and volumes increase['China'] China

Bahamut threat group shifts gears , launches phishing campaigns targeting mobile devices['United States']United States

City College Norwich to probe data breach email blunder['United Kingdom']United Kingdom

NHS Highland patient anger over alleged triple data breach['United Kingdom']United Kingdom

Reefer exports prioritised after cyber attack on South Africa container terminals['South Africa']South Africa

Oxford Health : Cyber attack continues to hit NHS trust services['United Kingdom']United Kingdom

Federal Police Launch Special Ops to Protect Victims of Largest Cyber Hack in Australian History['Australia']Australia

German Court grants non - material GDPR damages following data breach | Hogan Lovells['Germany']Germany

BSP to finalize probe on BDO hacking soon['Philippines']Philippines

Cyber attack continues to raise havoc with medical systems | Bainbridge Island Review['United States']United States

Lifespire Services , Inc . Reports Data Breach with HHS - OCR Affecting 15 , 375 Individuals | Console and Associates , P . C .['United States']United States

Marshalls internet service hit by cyber attack['Marshall Islands']Marshall Islands

Tracking The Hackers Who Hit DNC , Clinton['United States']United States

Data Breach at South African Pharmacy Retail Giant Affects 3 . 6 Million Customers['South Africa']South Africa

YRMC returning to normal after ransomware attack['United States']United States

Hartmann Financial Advisors Announces Data Breach | Console and Associates , P . C .['United States']United States

Delete These Malware Apps From Your Android ASAP['Australia']Australia

India Pakistan stand - off : Govt asks NIC to take precautions against cyber attacks['India'] India

iTWire - Intezer team finds unknown malware that attacks Linux systems['Linux systems']Linux systems

Hackers breach StackOverflow but steal no user data['United Kingdom']United Kingdom

CIA traitor spy thrown in the clink for selling secrets to China . Stack Overflow , TeamViewer admit : We were hacked ...['China'] China

InvestKL warns of phishing scams using its brand name['Malaysia']Malaysia

Oklahoma City Public Schools : Systems fully operational after ransomware attack['United States']United States

Law Firm Domain Names Purchased For Phishing Scams['United States']United States

Excel vulnerability aids delivery of malware['United States']United States

Rising Trend Of Extortion After Device Hacked Via Pornography Sites : Maharashtra Police['India'] India

Hacker Heaven : Huawei Hidden Back Doors Found – To Inform is to Influence['China'] China



Once hacked , twice shy : How auto supplier Harman learned to fight cyber carjackers['United States']United States

Stock brokerages here hit by cyber attacks['Singapore']Singapore

GCHQ foils cyberattack plots to imitate fire brigade and hack airlines['United Kingdom']United Kingdom

Cyber Daily : Finland Hosts 5G Hacking Test ; Pensacola Cyberattack is Ransomware ; U . K . Charities Warned on Fraudsters['Finland', 'United States', 'United Kingdom']Finland, United States, United Kingdom

Spammer scum hack 100 , 000 home routers via UPnP vulns to craft email - flinging botnet['United Kingdom']United Kingdom

BlackBerry Admits Cars , Medical Devices at Risk of Being Hacked['United States']United States

Hacking the American Express Big Data System for Your Advantage .['United States']United States

When Malware Attacks Your IBM i , AIX , and Linux Servers ; True Stories From the Field['United States']United States

Headphone Hack : Lawsuit Claims Bose Devices Secretly Collect Data['United States']United States

KSKAS Malware Spreads Through Drive['China'] China

Microsoft patches HoloLens AR headset from remote hack['Australia']Australia

Mecklenburg County , N . C ., Still Struggling After Hack['United States']United States

FlightSimLabs has updated the installer for A320 - X v232 , removing its malware / DRM tool['Japan'] Japan

At least one document hacked by Guccifer 2 . 0 was edited to draw reporter attention : Report['United States']United States

Studio apologises for password - stealing malware in DRM['New Zealand']New Zealand

They thought they were downloading Skype . Instead they got spyware - Technology & Science['Canada'] Canada

OAIC received 31 notifications in the first three weeks of data breach scheme['Australia']Australia

4 Cyber - Security Stocks in Focus Post Expedia - Orbitz Hack['United States']United States

Africa : Malware that could cut 500 , 000 users off from internet['various African countries']various African countries

Hacking group spoofed North Texas company to send school threats - Story['United States']United States

Hackers and scammers arent just hitting big businesses , but small ones too['United States']United States

Sensitive client data may have been exposed in cyber attack on Hetzner['South Africa']South Africa

Mitch McConnell Admits He Knew About 2016 Hacking And Did Nothing['United States']United States

ONWASA victim of cyber attack ; utility refuses to pay ransom['United States']United States

Equifax Acknowledges IT Shortcomings in GAO Audit Report on 2017 Data Breach['United States']United States

ClearSky CEO Explains How it Foiled Iranian Hack of Gilead['United States']United States

La Playa hit by phishing scam - Insurance Age['United Kingdom']United Kingdom

Exploit Code Prompts CISA Alert to Microsoft Netlogon Vulnerability['United States']United States

Highland Village shares advice following well - coordinated phishing attack['United States']United States

Organizations Targeted With Babuk - Based Rook Ransomware['Russia'] Russia

Logistics giant warns of BEC emails following ransomware attack['Russia'] Russia

Professor Jordan Fischer Discusses Einstein Health Data Breach on NBC10['United States']United States

Big Russian hack used a technique experts had warned about for years . Why wasnt the U . S . government ready ?['United States']United States

Newly - launched Kansas unemployment website stops 240K attempts at hacks and fraud , agency says['United States']United States

Carnegie Clean Energy , Segafredo Zanetti hit by ransomware attacks['Australia', 'Italy']Australia, Italy

Cyber Attack Knocks Ohio County Library Computers Offline['United States']United States

Chinese espionage group APT27 moves into ransomware['China'] China

Due to a hacker attack, the electronic auto-civilian disappeared from the Diya base['Ukraine'] Ukraine

130 Crore SIM Users Data Sold, Hacker Wanted | 1184807 | The voice of time['India'] India

Thousands of businesses on alert due to hacker attack['Serbia'] Serbia

In Louannec, hackers hack the ticket machine - Lannion['France'] France

Hacking of Sedena reveals that the SLP governor had pacts with the CJNG['Mexico'] Mexico

Mr. Pelosi's visit to Taiwan What was the cyber attack that occurred at that time | NHK['Taiwan'] Taiwan

Research: Every fifth victim from the giant cyber attack - from the manufacturing industries['Israel'] Israel

DF Justice removes anklet from hackers accused of invading Moro's cell phones['Brazil'] Brazil

PROJECT LAZARUS The Story of an Insane Hack: A Billion Dollar Theft That Started With a BROKEN PRINTER['Serbia'] Serbia

iPhone hacked using a program that is distributed freely « Russian Jew['Russia'] Russia

One of three domestic small businesses hacked within a year['South Korea']South Korea

Mayor: We have been exposed to a violent hacker attack['Denmark']Denmark

Call of Duty: WWII kicks out cheaters who used an exploit['United States']United States

Pupil hacked into computer and changed grades as GCHQ begins cyber security training for teachers['United Kingdom']United Kingdom

GoldenSpy tax software attackers try to erase evidence of malware['China'] China

Hashtag Trending – Ransomware cripples hospitals ; new Amazon tablets ; Sonos Speaker subscription ?['']

Operation of embroidery period due to increasing voice phishing damage['South Korea']South Korea

CSIRT KNF warns against fraudsters phishing for electronic banking credentials['Poland'] Poland



Big warning if you use Snapchat and Instagram: several Belgian cases of hacking and theft of intimate photos['Belgium'] Belgium

A dangerous link spread on Snapchat, popular with young people - police : Likely to install malware['Finland'] Finland

Mohali Police Website Hacked By Pakistani Hackers['India'] India

Midwest Radio - Gardaí warn the public of new phishing scam['Ireland'] Ireland

Hackers target Boris Johnson government with 100 , 000 malicious emails every month['United Kingdom']United Kingdom

Records request to Frederick County Public Schools returns few documents on data breach['United States']United States

Banks sue Landry to recover $20 million for data breach['United States']United States

Florida musters resources to combat ransomware and protect data , elections['United States']United States

FBI announces attempts to hack election data ; what are Minnesota election officials doing to protect your vote ?['United States']United States

Hackers sought government data on nuclear plants , Olympics | The Asahi Shimbun : Breaking News , Japan News and Analysis['Japan'] Japan

Explosions , hacks and assassinations : the rush of diplomatic efforts and attempts to sabotage the Iranian nuclear program['Iran'] Iran

Rostelecom-Solar reflects 1,100 attempts to hack web applications per week using PT Application Firewall['Russia'] Russia

Employees Move SDNY Court for Initial Settlement Approval in Altice Data Breach Class Action['United States']United States

Two months after data breach , Lands Authority website remains offline['Malta'] Malta

Unholy trinity of AKBuilder , Dyzap and Betabot used in new malware campaigns – Naked Security['United States']United States

EXCLUSIVE : Department of Education employee infected his government computer with a virus that can help hackers by searching for ‘ naked toddlers , ‘ little boys and references to child rape['United States']United States

How many Russians fought on Hitler's side - hackers hacked the website of the State Archives of the Russian Federation and told the truth - photo['Russia'] Russia

New method of atm hacking: Indore News: ATM Fraud ka new tareeka, Cash Deposit Machine mein finger fan kar nikale 2. 10 lakh rupaye : Indore News : New method of ATM Fraud , get out by trapping finger in cash deposit machine 2 . 10 lakh rupees['India'] India

Hackers collect personal data of Bankir football fans. Ru['Russia'] Russia

Israeli light rail company hit in cyberattack amid Iranian reports of metro hack['Israel', 'Iran']Israel, Iran

Android Malware Forces To Give 5 Stars!['Turkey'] Turkey

They assure that a virus that caused worldwide hacking affected a Puerto Montt company['Chile'] Chile

Michigan School District Cancels Classes After Cyber Attack['United States']United States

Data breach of AEC , Finance Department staffer credit cards , salaries prompts investigations['Australia']Australia

Data Breach and Cyber - Attack in Self - Storage : Risk , Prevention and Re['United States']United States

Redcar and Cleveland Council issue statement on school places allocation following cyber attack['United Kingdom']United Kingdom

Somerset Berkley Regional High School a victim of ransomware attack - News - The Taunton Daily Gazette , Taunton , MA['United States']United States

Concern among hunters after data breach - information about hunting weapons may have been leaked to criminals['Sweden'] Sweden

Kolkata NPR : NPR form on Kolkata Municipal website? Allegation of hacking uproar! - npr form available in kolkata municipality hacked website['India'] India

Xbox Scarlett arrives at the end of 2020, Donald Trump ready to reduce sanctions against Huawei, malware targets Microsoft Office, the recap['France'] France

The Internet's time machine brought down the hacker who spread the malware - evidence remains in storage despite attempts to destroy it['Finland'] Finland

Back - 2 - school hacking : Kaspersky blames pesky script kiddies for rash of DDoS cyber hooliganism['United Kingdom']United Kingdom

Mortgage banker sues insurer over cyber attack coverage['United States']United States

openSUSE Tumbleweed Snapshots Update , Nominations Now Open for 2019 Red Hat Women in Open Source Awards , OpenSSH 7 . 9 Released , Some VestaCP Servers Compromised by New Linux / ChachaDDOS Malware and Kraft 0 . 82 Now Available['United States']United States

The vaccination registration system was attacked by a hacker, the appointment request was problematic on Monday evening['Slovak Republic']Slovak Republic

Maharashtra Higher and Technical Education Minister Uday Samant on Exams after cyber attack sgy 87 | Will make a new schedule of exams; Information by Uday Samant['India'] India

Tourisme Montréal confirms being hit by a cyber attack['Canada'] Canada

Black , Gould & Associates , Inc . Notifies Over 42 , 000 Consumers of Recent Data Breach | Console and Associates , P . C .['United States']United States

Disbanding of this committee has left Guyana vulnerable to cyber attacks – Stabroek News['Guyana'] Guyana

Top Security Firms at Black Hat united states Left Vulnerable to Phishing Attacks , GCA Research Finds['United States']United States

Computer hackers slice chunk out of Sophos['United Kingdom']United Kingdom

Health IT Roundup ONC info blocking rule pushed to September ; Wisconsin hospital sued for data breach['United States']United States

Østre Toten receives compensation after data breach • Municipal Report['Norway'] Norway

Scam related to IT - failure after cyber attack['Germany']Germany

Hacking the infrastructure of the Pale Moon project with the introduction of malware into the archive of old releases['Russia'] Russia

Apple , Microsoft Top Orgs Used in Spear Phishing - Infosecurity Magazine['United Kingdom']United Kingdom

Orange Pi 3 SBC Now Available , New Malware Targeting Linux Servers to Mine Cryptocurrency , Chrome OS 73 for the Dev Channel Released , Inkscape Nearing Version 1 . 0 Milestone and Linux 5 . 0 - rc3 Is Out['United States']United States

LG Electronics Attacked with WannaCry Ransomware , Company Halts System Working['South Korea']South Korea

Justice Department Announces Charges And Guilty Pleas In Three Computer Crime Cases Involving Significant Cyber Attacks['United States']United States

Two hacking incidents occurred in Austria , where hackers siphoined money off personal bank accounts and sent several thousands of Euros to Ukraine - Hackers get access to bank accounts in Austria , send several thousands of Euros to Ukraine['Austria'] Austria

Spain: The court approved investigating the hacking of politicians' phones using NSO's Pegasus['Spain'] Spain

Last week hackers attacked Zelensky's website almost 20 times['Ukraine'] Ukraine

Three in 10 employees fall for test - phishing done by their bosses['New Zealand']New Zealand

BitMEX Crypto Traders Targeted by Phishing Scams : What the Attacks Look Like['United States']United States

Comelec to appeal NPC ruling on hacking of poll body ’ s website » Manila Bulletin News['Philippines']Philippines



MID - DAY : US Rate hike fears and Facebook data breach weighing markets ; G20 summit underway in Buenos Aires['Argentina']Argentina

Dept . of Homeland Security warns of hacking into Covid - 19 research['United States']United States

[ Phishing for unlisted stocks ] ③ As if you are overseas by bypassing your IP… Police stop investigation['South Korea']South Korea

Watching a James Bond movie... Road paralysis in Russia after hacked taxi app['Russia'] Russia

The Great Police Hacking that allowed access to the secrets of European crime networks['European countries']European countries

The e-mail of an employee of the city of Lappeenranta is subject to a data breach - The city is investigating whether any information has fallen into vri's hands['Finland'] Finland

OnePlus Data Breach| OnePlus accidentally exposes customer data for the second time in less than a year, exposing the email IDs. After OnePlus Nord, now company in news for data breach, leaked data of hundreds of consumers['India'] India

Security Week 08: VFEMail hack live ['Russia'] Russia

Centerspace , LP Files Notice of Data Breach Following Unauthorized Access to Consumer Data | Console and Associates , P . C .['United States']United States

Malware and Malicious Insiders Accounted for One - Third of All Cybercrime Costs Last Year , According to Report from Accenture and Ponemon Institute['United States']United States

Windows 10 security : Google exposes how malicious sites can exploit Microsoft Edge['United States']United States

Windows 10 WARNING : How one feature could infect your PC with MALWARE | Tech | Life & Style['United Kingdom']United Kingdom

Putin Proposes Non - Interference Pact With US Amid Rising Number of Russian - Linked Hackers['United States']United States

We trusted the university : Students affected by SU data breach express frustration['United States']United States

The data breach at the front desk can be seen as a huge increase in last year's crime statistics - more than 21,000 reports of the dissemination of information that violates privacy['Finland'] Finland

Hackers sell users personal data in just Rs 3500 | Research / Hacker Internet, Social Media User's Personal Data Rs. 3500 Selling: Kaspersky Lab['Russia'] Russia

Texas Tech University Health Science Center Reports Third - Party Data Breach Affecting 1 . 3 Million Patients | Console and Associates , P . C .['United States']United States

Pair arrested in $3 million email hacking scam targeting Manhattan investment company['United States']United States

Steam security exploit allows you to see email addresses and change preferences of other users['United States']United States

Barclays boss under investigation , Bank of England and Libor , Wonga data breach['United Kingdom']United Kingdom

Hackers Attack When Communities Are Most Vulnerable['United States']United States

PLD denounces hacking to phones of the Political Committee and says PRM takes the lead['Dominican Republic']Dominican Republic

Automobile - Sector in the focus of hacker attacks - Mittelstand Cafe['Germany']Germany

The PRM criticizes the hacking of Infotep and actions in Villa Vásquez['Dominican Republic']Dominican Republic

Last year hackers targeted mobile online banking['Czech Republic']Czech Republic

Sparkasse : Phishing - Mail security alert is in circulation['Germany']Germany

Play Store: Anubis malware is back to steal your bank details['Belgium'] Belgium

After media hacks: demand for cybersecurity experts in banking increases | Economy['Chile'] Chile

One of the world's largest websites reported a data breach['Russia'] Russia

Ossian hackers spied on the German SWP think tank['Germany']Germany

starbug hacker : the united kingdom blood vessel health scanner can be fooled['United Kingdom']United Kingdom

Deutsche Bahn : Mail Win an annual ticket 1 . Class is phishing['Germany']Germany

Travel Bureau Website Was Hacked, Business Owners Reported Perpetrators To Police['Indonesia']Indonesia

KevDroid malware can secretly record victims' phone calls['Ukraine'] Ukraine

Insurance company hacked | Valais (VS)['Switzerland']Switzerland

Air transport: Airline tickets are easily hacked - Switzerland['Switzerland']Switzerland

Chinese hackers stole US military's Sea Dragon project data['United States']United States

Apple has managed to stop the machine that managed to hack its phones and nobody is clear how['United States']United States

Hackers destroyed 85% of the sites in Tor['Ukraine'] Ukraine

slp news Entrepreneurs from San Luis Potosí, victims of bank account hacking['Mexico'] Mexico

Dailymotion hacked, 85 million accounts exposed['France'] France

Dawn Gate: International warnings about a famous selfie application that collects your data to intentionally exploit it!['Egypt'] Egypt

They hack America and put Chucky as reinforcement['United States']United States

Links hacker attacks against Norway to possible production of weapons of mass destruction['Norway'] Norway

The Crédit Municipal website hacked ['France'] France

Samsung Galaxy S8 and S8 Plus hacked photos leaked online['South Korea']South Korea

Hacking victims 1 million won per person class action lawsuit : IT : Kyung : News['South Korea']South Korea

Israel Post sorting center hacked, hundreds of parcels opened :: Israel News['Israel'] Israel

New malware dispenses RAT droppings ['United States']United States

CISA Alerts to New Ransomware , Trojan Using Public Pen Testing Tools['United States']United States

Flagstar Bank sued over its latest massive data breach['United States']United States

Binance Helps Recover $450K from Siphoned Curve . Finance Hack['China'] China

Did Gateway Pundit just get Koched up ? Bill Gertz – White House Military Office hacked by China['China'] China

CSGO skins worth $6 million hacked , cs . money reveals compensation plans['United States']United States

Hackers impersonating banks misuse Zoho Forms to steal user information['India'] India



JSC launches full scale investigation into alleged hacking['Zimbabwe']Zimbabwe

Fremont County , Colo ., Nears Full Capacity After Cyber Attack['United States']United States

Community Health Network reports online tracking data breach affecting 1 . 5 million['United States']United States

New Malware Campaign Targets Job Seekers['United States']United States

Some 8 . 2 % of users in Armenia were subjected to phishing attacks , according to Kaspersky lab['Armenia'] Armenia

Wheelie bad end to 2019 for Canyon Bicycles as hackers puncture IT systems['Germany']Germany

Jack Dorsey Says Twitter Feels Terrible After Massive Bitcoin Hacking Scandal['United States']United States

Phishing Email Uses Falmouthmass . us Address['United States']United States

Alleged Instigator of Revenue Agency Hack Sent Back into Custody - News['Bulgaria'] Bulgaria

St . Francis Physician Services alerts 32 , 000 patients of data breach at former hospital['United States']United States

HSA reveals greater security lapse in centralised blood bank database than originally found ; data breach issue to be raised in Parliament on Monday['Singapore']Singapore

Cyber criminals hacking remote - controlled medical devices could kill patients , conference hears['South Africa']South Africa

Dutch regulator receives 2 , 000 data breach reports per month in H1['Netherlands']Netherlands

Capital One Discloses Massive Data Breach , Hacker Arrested | Data Management['United States']United States

Fraudsters hacked bank server , stole Flour Mill N752m – Punch Newspapers['Nigeria'] Nigeria

Communications and Multimedia Ministry views seriously hacking of UM website['Malaysia']Malaysia

Dark Matter , Leading UAE Hacking Firm , Entices IDF Cyberwar Veterans With Million - Dollar Salaries['Israel', 'United Arab Emirates']Israel, United Arab Emirates

Google Details Its Responses to Cyber Attacks , ...['United States']United States

Wichita State reports phishing scam to FBI after 3 employees lose paychecks['United States']United States

Shamoon returns with malware in hand to wipe hard drives , nuke virtual machines['United States']United States

Wellington museum trust website hacked by pro['New Zealand']New Zealand

Software bug makes Nest Cams vulnerable to hacks['United States']United States

# INFOSEC17 WannaCry Amateur Attackers Used Sophisticated Exploit['United Kingdom']United Kingdom

Ransomware 2 . 0 : Spora now steals your credentials and logs what you type['United States']United States

Florida teen , leader of online hacking group arrested for making threats to Elyria High School['United States']United States

Qihoo 360 sees 102 . 6 % rise in phishing attacks['China'] China

Data breach at Ulster ShopRite may expose customer personal data['Ireland'] Ireland

Apple to audit development processes after bug is found in Mac OS that opens door to hackers['USA'] USA

Hackers hijacked and defaced McAfee LinkedIn page['United Kingdom']United Kingdom

Uganda Ranks 7th in Malware Attacks ['Uganda'] Uganda

Hacking of Connecticut Utility Company Exposes As Many As 52 , 000 Customer Information['United States']United States

A £12m Series B , a massive Google Drive phishing scam , Apple $1bn fund and more in The Week in Tech['United Kingdom']United Kingdom

N6bn fraud : EFCC absence stalls alleged bank hacker trial – Punch Newspapers['Nigeria'] Nigeria

Office DDE feature used by hackers in new targeted phishing campaign['United Kingdom']United Kingdom

Hack suspect caught after bitcoin - blackmail bid['Hong Kong']Hong Kong

Finnish police starts investigations over forest company hacking['Finland'] Finland

Apple fixes Safari exploit that let attackers create tracking supercookies['United States']United States

QNA hacking carried out from Saudi , reveals probe['Qatar'] Qatar

Police investigating bogus 911 call from possible computer hack | CBS 4 - Indianapolis News , Weather , Traffic and Sports['United States']United States

Lenovo and ZTE shares hit by spyware row['China'] China

Hackers snatch records of 4 , 058 locals['United States']United States

McCaskill Says Senate Office Was Target of Phishing Scam['United States']United States

Sly malware author hides cryptomining botnet behind ever - shifting proxy service['Japan'] Japan

Delaware Attorney General Matt Denn Announces Settlement With Uber Over Data Breach['United States']United States

Equifax Hack Lasted for 76 Days , Government Report Says['United States']United States

The Day - Man pleads guilty to charge from phishing scheme against Groton Schools - News from southeastern Connecticut['United States']United States

Hospitality Industry Targeted by Global Fake Login Phishing Attack['United States']United States

Report : Single data breach costs over $1M for businesses in SE Asia – Newsbytes Philippines['Philippines']Philippines

General Electric employees hit by Canon data breach['United States']United States

UPDATED : Messages of support follow grotesque act of hacking of Zoom call for community event['Canada'] Canada

Hashtag Trending – Ticketmaster hacks rival ; Apple shuts down stores in united kingdom ; More 5G conspiracy nonsense['United Kingdom']United Kingdom

Baltimore County school leaders : First - quarter grades , transcripts , special ed records recovered after ransomware attack['United States']United States

Florida based child welfare organization suffers data breach ( Includes interview )['United States']United States

NSC invokes 2016 directive to respond to SolarWinds hack -- FCW['United States']United States

The Gray Market : Why a Colossal Hack of US Interests Should Wake Up the Art Industry to Cybersecurity Threats ( and Other Insights )['United States']United States



Data breach exposes millions of senior data['United Kingdom']United Kingdom

FTC Warns : SMS Phishing Scam Impersonates State Agencies['United States']United States

A Dutch defense company was attacked by hackers['Netherlands']Netherlands

Exposed: The price charged by Israeli cyber companies for hacking smartphones['Israel'] Israel

The Governor of Stavropol announced the hacking of his website['Russia'] Russia

The hackers gave an ultimatum to the operator of KRÉTA['Hungary'] Hungary

More than 140,000 Lyonnais have been hacked, their personal data is on sale for 250 euros['France'] France

An anonymous hack continues to affect the Conicet['Argentina']Argentina

13 thousand MEP officials have problems with the payment of their salary due to hacking of the Treasury['European Union']European Union

Hackers buy personal data and passwords from bots for a handful of euros['France'] France

A complaint in Pamplona ends with an arrest for hacking and fraud 42 . €000 to 130 people in Europe['Spain'] Spain

Joker the return : the famous malware is also back in Italy['Italy'] Italy

La Jornada: Guerrero IEPC denies information after hacking its website['Mexico'] Mexico

The third eye is not safe! CCTV cameras can also be hacked and footage can be leaked['India'] India

Prosecutor's Office rules out prosecuting alleged hacking of CCSS contributors['Costa Rica']Costa Rica

Older Windows devices at risk of classic hacks['United Kingdom']United Kingdom

B.B. lv : Hackers began to replace bills for paying for vaccines, air tickets and medicines['Latvia'] Latvia

Platform " Golos " denied information about hacking | Belarus Power Propaganda | AFN | Belarusian news | Republic of Belarus['Belarus'] Belarus

Hacking - Sensitive data of the inhabitants of Rolle is available on the darknet['Switzerland']Switzerland

Hackers massively attacked Ukrainian sites - DPR Joker boasts of success -['Ukraine'] Ukraine

Malware united states check fake Captcha to install itself on victim's machine['United States']United States

Amazon - Phishing : Beware of PDF attachments and call to update data['Germany']Germany

Unlimited Hacking: St. Petersburg restaurateurs shocked by night raid['Russia'] Russia

Ubartas about information about cyber hacking of Lithuanian companies: this is a warning to be concerned about digital security['Lithuania']Lithuania

hack Rajapur bank account and withdraw money abn 97 | Hacking Rajapur Bank account and withdrawing amount['India'] India

Message to Magistrate Sayema by hacking the website['Bangladesh']Bangladesh

US - Hacker sentenced to 20 years - IT Magazine['United States']United States

Register cyber attacks on government entities in the US['United States']United States

Husni: Foreigners from Vietnam Dominate NOT Illegal Phishing Cases in West Kalimantan['Indonesia']Indonesia

The fact that the Internet PC of the Radiation Administration was hacked... No data leakage['South Korea']South Korea

In Vologda, a group of monsters was hacked into the social network and all participants were removed from it['Russia'] Russia

Malware spreading that disables security systems in industrial facilities['Turkey'] Turkey

They hack the data of the ministries of Finance and Justice to denounce their lack of security['Spain'] Spain

IT recap: Orange promises 5G in 2020, Green light for Dell's return to the stock market, Ariane base hacked['France'] France

PracticeMax Ransomware Attack Impacts 258K at FL Urgent Care Center['United States']United States

Japanese Police Claim Chinese Military Behind Cyber Attacks['Japan'] Japan

True Stories From the Field : When Malware Attacks your IBM i , AIX , and Linux Servers['United States']United States

Hacking Attack : Latest News , Photos , Videos , Live updates and Top Headlines on Hacking Attack['India'] India

Biz Interruption , Recovery Costs Drive Financial Losses From Cyber Attacks : Report['United States']United States

SEO Poisoning Used to Distribute Ransomware['United States']United States

Data Hacked at Altice: Reflets Cannot Publish Further Articles['France'] France

Hackers stole about 5 million rubles from Ak Bars ATMs in Kazan['Russia'] Russia

Bank Workers Help Us Steal Money From Customer Accounts , Hacker Reveals – Face of Malawi['Malawi'] Malawi

Experts say same virus used in November state hack may be culprit of NOLA cyberattack['United States']United States

Why cellphones infected with porn and malware sold for more on this Caribbean island , this company says['Caribbean']Caribbean

Malware Operator Employs New Trick to Upload Its ...['United States']United States

National Guard supports City of Kingman following ransomware attack['United States']United States

NVSC suffered a cyber attack, the central post office is not working['Norway'] Norway

An-Nahar Newspaper :: Business and Finance :: «Microsoft»: 30% of computers have been hacked ::['Kuwait'] Kuwait

That Hacked Electronic Roadside Display In Brooklyn Said Cars Are Bad , Which Startlingly Brings Up Questions About The Advent Of AI Self - Driving Cars['United States']United States

Russian hackers exploit key vulnerability to go after secret U . S . defense technology['United States']United States

IT manager hacked St John School Leatherhead CCTV and computer systems to hide fraud['United Kingdom']United Kingdom

Hacked : How the F - 15 Fighter Can Be Taken Own by a Cyber Attack['United States']United States

So It Turns Out Hackers Can Steal Yr Data Using An App That Pre - Installed On All iPhones['United States']United States

Pacemakers and patient monitors can be hacked in seconds , San Diego experts discuss threat['United States']United States



An employee of an information security company is conducting a phishing campaign against its customers['Russia'] Russia

Google details recent malware attacks -- more zero-days, state-sponsored attacks too['Japan'] Japan

Morning briefing : DSB shut down by hacker attack on Sunday evening / 329 TDC employees to share DKK 525 million / Many televisions will go black in 2020 / Bitcoin is approaching a dead end['Denmark']Denmark

More than 180 Hongkongers scammed by phishing syndicate out of HK$2 . 7 million through fake messages about failed parcel delivery['Hong Kong']Hong Kong

Small number of NHS Lothian patients affected by staff medical records data breach['United Kingdom']United Kingdom

Fraudsters distribute malware by e-mail under the guise of government institutions: experts advise how to avoid such cases['Lithuania']Lithuania

Botnet Emotet active again with Microsoft Office - phishing campaign['Netherlands']Netherlands

Technology - Public Transparency Information Site of Pandeglang Regency Hacked by Raja Hantu | Trusted online news radio media['Indonesia']Indonesia

Online scams on companies with director scams, proxy attacks and ransomware viruses['Slovenia']Slovenia

Woodbury Facebook hacker sentenced on 13 identity theft counts['United States']United States

CAGOP reacts to Mueller : Trump 100 percent clear PELOSI , Dems demand full report BERNIE draws 16 , 000 in SF FEMA data breach KAMALA launches big teacher pay proposal['United States']United States

FAQ about Cyber Attack on VTech Learning Lodge ( last updated : 19 : 30 , January 9 , 2018 , HKT )['Hong Kong']Hong Kong

New York Oncology Hematology Reports Data Breach | News Radio 810 & 103 . 1 WGY['United States']United States

Hillicon Valley : House approves almost $2 billion in cyber , tech funds as part of relief package | Officials warn of widespread exploit of Microsoft vulnerabilities | Facebook files to dismiss antitrust lawsuits['United States']United States

Anonymous hacking group declares war on NFT project over Nazi symbols['United States']United States

Major Berry Producer , Reiter Affiliated Companies , LLC , Confirms Leaked SSNs in the Wake of Recent Data Breach | Console and Associates , P . C .['United States']United States

Georgia Home Health and Hospice Provider to Pay $425 , 000 to Resolve Allegations of Inadequate Computer Security in Connection with Data Breach | King & Spalding['United States']United States

Jurors data breach notices coming to 15 , 000 Puebloans['United States']United States

Cyber Saturday North Korea Hacker , JPMorgan Robber Cuffed , Equifax['United States']United States

Indian airline hacked , vulnerability exposed by ethical hacker['India'] India

Hackers make Rs 600 crore from crypto platform Lampas, biggest hacking of 2022 | Marathi News | Hackers make 600 crore currency from crypto platform Lumpas, the biggest hack of 2022['India'] India

Hackers tried to hack the mail of the Central Election Commission of the LPR - Chairman of the Central Election Commission['Ukraine'] Ukraine

Commonwealth Bank customers warned over red flag scam phishing email stealing their Netbank details | news . com . au Australia leading news site['Australia']Australia

Hackers leak Cowboys Casino documents online one year after 2016 data breach['Canada'] Canada

Digital carjacking .... These guys show that hacking a cars ECUs can be done , allowing you to control it . RIP Michael Hastings['Jersey'] Jersey

2020 is on Track to Set a New Data Breach Record['United Kingdom']United Kingdom

To Tell The Cyber - Truth : DHS OIG Report Reveals Details On Government Contractor Suspension After Cyberattack And Data Breach | Vinson & Elkins LLP['United States']United States

Check the Sophisticated Mode of German Hackers Breaking Banks, Starting from Email['Germany']Germany

Hackers Release New Jailbreak that Unlocks Every iPhone | IT News Africa - Up to date technology news , IT news , Digital news , Telecom news , Mobile news , Gadgets news , Analysis and Reports['South Africa']South Africa

Juice Jacking : SBI warns of deadly mobile malware['India'] India

SD Times news digest : Amazon adds memory to Alexa , Oath pays $400 , 000 to hackers , Google launches new credits program for researchers , Linux Foundation welcomes 41 new members['United States']United States

Dark Web Sale : Hacker Steals Over $1 . 7 Million Tax Refunds From 65 , 000 People['United States']United States

Pretending to be an advertiser, phishing fraud over one million, Harbin Nangang police arrested 7 thieves - China Police Net['China'] China

Sada El Balad: An intelligence report detonates an amazing surprise... Russia hacked the Scottish referendum... Demands for an investigation to expose Moscow's rigging of Britain's exit vote... and London failed to fight Putin's army and its electronic agents['United Kingdom']United Kingdom

Entercom Radio Network Hit By Second Cyber Attack This Year['Russia'] Russia

White House NSC deputy adviser North Korea steals large amounts of money through hacking... Looking for a way to block['United States']United States

Israel: Hearing against NSO Group for alleged use of spyware will be held behind closed doors['Israel'] Israel

VTB Bank reports an increase in cases of sending phishing messages in order to obtain payment card details['Russia'] Russia

Health Network Notifies Patients Months After Hackers Steal Medical Info['United States']United States

FireEye spot spook Microsoft Office hack['United States']United States

Steps taken to ensure security of patient information after data breach in Lethbridge['Canada'] Canada

After hacker attack: FBI investigates attack against Conti['United States']United States

Cyber Security Today , Wednesday April 13 , 2022 – Updated malware attacks a Ukraine power company , the RaidForums darkweb site is seized , a new Hafnium attack and more patches issued['Ukraine'] Ukraine

That malware with its own backdoor into Android framework ? Dont worry ; Google on it . ( Gulp !)['United States']United States

State Highlights : N . H . Officials Offer More Facts About DHHS Data Breach ; Conn . Home Care Workers Adopt New Electronic System['USA'] USA

Hacked Spotify subscriptions selling on the dark web for $0 . 21 - report['United Kingdom']United Kingdom

Sweden Reports Major Hack Attack Against Large Corporations , Space Company['Sweden'] Sweden

UK Weir Group hit by attempted cyber attack at end of Q3['UK'] UK

[Exclusive] North Korea's Reconnaissance General Bureau hacked the UN Security Council and India's nuclear power plant['India'] India

Hacker attack on Iris ceramics: the company reports everything to the postal police - Reggionline['Italy'] Italy

N . Korea to intensify cyber attacks against Seoul , US - report['South Korea', 'United States']South Korea, United States

The New Insider Trading : 3 Men Made Millions by Hacking Merger Lawyers['United States']United States

UAE denies hacking Qatar news agency - William P . J . Lynch Jr . com['Qatar'] Qatar

Ransomware Attacks ! SEC Creates New Hoops for Advisers with Automated Proxy Voting ; and Private Fund Conflicts Still Under the Microscope : Regulatory Update for August 2020 | Hardin Compliance Consulting LLC['United States']United States

maharashtra times top 10 news , Bommai's Twitter hack , Shinde's claims bowed before Sambhaji , Mata Online Top 10 News - political news amit shah eknath shinde basavraj bommai karnataka maharashtra border issue meet maharashtra times online web.['India'] India



DroidScript: Accused of Ad Fraud and Violating Google's Malware Policy, Pocket Javascript IDE Banned from Google Play['France'] France

Municipal Sports Institute filed 3 complaints with the Prosecutor's Office; one for hacking bank accounts of City Hall officials['Mexico'] Mexico

The police announced the restoration of the hacked account of the Department of Internal Affairs of the Mogilev Regional Executive Committee['Belarus'] Belarus

Bank - hacking victims urged to file complaints with BSP | Jovee Marie de la Cruz['Philippines']Philippines

Former U . S . Contractor Accused of Stealing Hacking Documents from Government Archives['United States']United States

Neustar : 2017 sees Increasing DDoS Cyber Attacks in Organizations and Businesses['South Africa']South Africa

Facebook data breach prompts new courses at Winnipeg college about cyber smarts['Canada'] Canada

DNC builds a tech team with deep bench in wake of 2016 hack | Belleville News - Democrat['United States']United States

Positive Technologies study: hackers are increasingly renting Trojans['Russia'] Russia

A phishing letter disguised as a Telia prize game is spreading. What danger does it pose?['Estonia', 'Sweden']Estonia, Sweden

Cabinet Warns Hackers Are Using Fake Govt Websites to Steal Sensitive Data['Pakistan']Pakistan

Nebulon time jumps ransomware recovery through smart - infra hack['United States']United States

🇮🇱 Director General of the Israeli National Cyber Directorate reveals a cyber attack prevented literacy the very last minute['Israel'] Israel

Your credit data is at risk as hackers seek to bully startups['India'] India

Photographer finds way to hack CCTV to create No Man Land photo portfolio - Security['United States']United States

Chinese hacker group APT41 targeting Indian citizens with phishing attacks , credential stealers['India'] India

Expansion of remote work due to corona... Ransomware pandemic is also extreme [Global Plus]['South Korea']South Korea

Data leak case: Hackers keep an eye on CSR accounts of five conglomerates Hackers had their eyes on the CSR accounts of five industrial groups, Angha Modak and his accomplices hatched a conspiracy['India'] India

NTU students hack Kopitiam card, spend more than $80,000, including Singtel prepaid SIM card top-up, Berita Setempat['Singapore']Singapore

Android malware - laced rogue apps thrust adverts incessantly['United States']United States

CONSUMER ALERT : State agency reports phishing incident , data breach['United States']United States

ATO accused of taking belligerent stance towards SMEs ... ACCC tells businesses to prepare for surcharge change ... Cyber attack knocks out TNT deliveries['Australia']Australia

The police notified DIICOT after the cyber attack on Friday morning. What other targets did the Killnet hackers have?['Romania']Romania

WannaCry – Kaspersky films another malware story['Germany']Germany

A Chinese hacker group attacked government institutions. She was exploiting a 2-year-old security hole['China'] China

AT & T Data Breach ? - AT & T U - verse | DSLReports Forums['United States']United States

Global Manufacturing Giant Signs Multi - million - dollar Deal With Darktrace Amidst Rise In Spear Phishing Attacks['Germany']Germany

Sextortion on the rise as scammers demand cash for hacked webcam videos['United Kingdom']United Kingdom

Hillicon Valley : Officials pressed on Russian interference at security forum | FCC accuses Sinclair of deception | Microsoft reveals Russia tried to hack three 2018 candidates | Trump backs Google in fight with EU | Comcast gives up on Fox bid['Russia', 'United States', 'EU']Russia, United States, EU

6 malware apps stealing users bank details and passwords remove from google play store by google. Google has identified these 6 dangerous apps, delete them immediately['India'] India

[Exclusive] An accomplice even if you didn't know... That ATM still has a phishing collection plan['South Korea']South Korea

Fraudsters got access to Wellcome Trust with phishing scam['United Kingdom']United Kingdom

Ransomware rising , but where are all the breach reports ?['United States']United States

Millions Possibly Impacted by Data Breach at Fast['United States']United States

Use of Windows 7 computers not the sole reason for HSE cyber attack , committee hears['Ireland'] Ireland

The Civil Guard resolves a case of hacking and theft of a cryptocurrency custody company worth €6 million['Spain'] Spain

Playing ag platform was hacked, playing ag platform requires both material wealth - Sports Yishengbo Mobile Official Website['Saudi Arabia']Saudi Arabia

White House forms public - private task force to tackle Microsoft hack['United States']United States

Aon , PLC Revises the Number of Parties Affected by Recent Data Breach | Console and Associates , P . C .['United Kingdom', 'United States']United Kingdom, United States

Virginia District Court Finds No Common Law Duty to Safeguard Confidential Information on Behalf of Third Party In Wake of Data Breach | Traub Lieberman Straus & Shrewsberry LLP['United States']United States

Malware Causes Longest Cybersecurity Incidents for EU Telecoms , Agency Reports['EU'] EU

Google alert: Millions of users at the mercy of hackers['Greece'] Greece

Young cybercriminal : A 19 - year - old hacker from Kryvyi Rih was detained ( 09 . 09 . 18 02 : 02 ) « Incidents['Ukraine'] Ukraine

Telstra service provider hit by cyber attack as hackers claim SIM card information stolen['Australia']Australia

As city computers held hostage , FBI warns of increase in ransomware attacks['United States']United States

FM said the State of Qatar will address the media campaign targeting it , against a backdrop of the hacking of QNA website .['Qatar'] Qatar

Dozens of top companies vulnerable to Equifax hack , software president warns['United States']United States

Fijilive - FRCS warns against phishing email Gateway to Fiji , Fiji News , Fiji Rugby , Fiji Football , Fiji Sports , Fiji Picture Gallery , Fiji Business , etc['Fiji'] Fiji

Details of Xigong University’s cyber attack exposed['China'] China

Hackers exploit a vulnerability in the Chrome browser and steal user information['Israel'] Israel

Entire IT infrastructure paralyzed by hackers. Forced leave for everyone.['Austria'] Austria

Hackers stung the treasury with over 20 million. BGN from fuels - Labor['Bulgaria'] Bulgaria

Hacking of the Joni Joni network and theft of 260 million: Five years in prison required against a group of Senegalese hackers['Senegal'] Senegal

congress : Adhir tweet on Rajiv draws flak , Congress neta says account was hacked | India News['India'] India

Cyber - criminals with COVID - 19 - phishing - attacks against German companies['Germany']Germany



This ransomware asks victims to name their own price to get their files back['United States']United States

WatchGuard survey indicates Linux , Web servers becoming hot targets for cyber attacks['United States']United States

A hacker hacked into the computer system of a Tyumen company and stole more than 10 million rubles['Russia'] Russia

Morning briefing: Atea enters into partnership with Kontormøbler. dk / Twitter's IT security had flaws prior to the hacker attack / Bitdefender finds signs that the botnet is being rented out as a legal anonymization service['Denmark']Denmark

Voice phishing 10s and 20s stealing black money … Illegal eggs also participated['South Korea']South Korea

New NFT Initiatives Launch Across Industries ; Banking Agencies Publish Crypto Guidance ; Enforcement Agencies Bring Crypto Actions ; Crypto Hacks Reported | BakerHostetler['United States']United States

Indian Parliament issues notice to NSO Group seeking details about its malware & impact | Business & Human Rights Resource Centre['India'] India

Fortnite fans have accounts hacked by virtual thieves costing them thousands of pounds['United Kingdom']United Kingdom

Confidential documents are mostly delivered by mail, and more than half of enterprises or mailboxes have been damaged by hacking _ Eastmoney. com )['China'] China

Parents of teenage convicted computer hacker get suspended jail sentences for transferring £200 , 000['United Kingdom']United Kingdom

2017 Updated State Data Breach Laws Account for Medical Information['United States']United States

Dad, it's me, my phone screen is broken... A new phishing organization that stole 2.1 billion won['South Korea']South Korea

Fake Aarogya Setu Apps Steal User Data, Add To Privacy Fears: Trap of contact tracing apps, hackers recording users' calls['India'] India

Opportunistic Data Breach Claims Strike Out More Often['United States']United States

Slippery RansomExx Malware Moves to Rust , Evading VirusTotal['United States']United States

Hackers Sell Access to Bait - and - Switch Empire Krebs on Security['United States']United States

El Machete hackers cut through the globe stealing over 100GB data from governments['United Kingdom']United Kingdom

Fox variant of Matrix ransomware installed on computers running Remote Desktop Services['United States']United States

Data in public hands – Small municipalities raise awareness of the risk of hacking['Switzerland']Switzerland

Hackers unauthorized access to accounts of 49,000 Homeplus customers['South Korea']South Korea

Portugal parliament investigating possible website hack on election day['Portugal'] Portugal

Hashtag Trending – Executive leaves Snap ; Fake job interview leads to hack ; Roku pulls InfoWars['United States']United States

Nintendo Switch 3 . 0 Version Hacked for Homebrew['Japan'] Japan

Settlement approved in data breach lawsuit against Home Depot['United States']United States

Travel giants accused of failing to secure websites against hackers after previous cyber attacks['United Kingdom']United Kingdom

SHARPEXT: A group of hackers have found a way to bypass multi-factor authentication protections on Gmail, to access emails without compromising credentials['France'] France

The cyber attack on Nordea was exceptionally well executed, says an expert - no information about the background of the attacker['Sweden'] Sweden

Voice phishing that raises your credit rating, prevented by coping with police['South Korea']South Korea

Clare ONeil slams hackers behind Medibank cyber attack declaring it a dog act to steal Australians health information['Australia']Australia

A review of things you need to know before you go home Friday ; mortgage rate changes ; manufacturing survey ; Labour climate action ; National transport plan ; APRA to investigate CBA ; data breach ; local rates lower ; NZD up['New Zealand']New Zealand

75K Email Inboxes Hit in New Credential Phishing Campaign['United States']United States

Website visitors have their "personal information" stolen: A new hacking technique that exploits browser behavior is making waves['Japan'] Japan

Beware From Fake online shopping website duped thousands of Indian buyers amid festive seasons Check How to save yourself - Tech news hindi - सवधान! Don't be poor because of the cheap, hackers are waiting by making fake shopping sites; avoid like this['India'] India

They couldn't help themselves, so they were imprisoned: They saved themselves from the chastity lock due to a hacker attack with sheet metal cutters and grinders['Croatia'] Croatia

France Not Ruling Out Response to Cyber Attack on Hospital['France'] France

Macro - enabled documents used for malware delivery['South Africa']South Africa

Guitar Tuition Website Suffers Six - Month Data Breach - Infosecurity Magazine['United Kingdom']United Kingdom

FGR, under cyber attacks but without affectations['Germany']Germany

Gmail service worldwide down, suspected of being hacked Suspects that Gmail has been hacked, the service of sending mails has been disrupted, the services of Google Drive and YouTube have also been disrupted.['worldwide']worldwide

Cloud infrastructure exposed by multivector , multi - platform malware attacks prevalent , mass scale['United Kingdom']United Kingdom

Fake texts from Halifax and Lloyds banks have been circulating - how to spot the phishing scam['United Kingdom']United Kingdom

Cyber Security Today , Dec . 10 , 2021 – E - commerce websites infected through a Google utility , poor OAuth implementation leads to hacks , and more['Canada'] Canada

10 big cyber fraud cases of india: Cyber Fraud cases: 10 cases of cyber fraud in UP, Mumbai and Haryana, Former CJI is also in Victim list: From fraud of millions with former CJI to malware attack on ATM, know cyber fraud 10 big cases of['India'] India

Höganäs Företag had its email hacked - all customers were informed that there had been a change of bank['Sweden'] Sweden

ynet Security experiment in the USA: passenger plane systems hacked remotely['USA'] USA

US Justice Department praises Georgian law enforcers for help in conviction of GozNym malware cybercriminals['Georgia', 'United States']Georgia, United States

Columbus City Schools investigating possible data breach inside payroll['United States']United States

NPC starts probe of alleged data breach after website attacks['Philippines']Philippines

Turkish News Outlet : Turkish Hacker Hacked Website Of Massachusetts Institute Of Technology , Seized Database , Posted Message Of Solidarity With Floyd George To Make The Events [ In The U . S .] Get Bigger['United States']United States

Emotet Preps for Tax Season with New Phishing Campaign['United States']United States

Did you hear about the giant computer hack of 200 U . S . police departments ? It called BlueLeaks['United States']United States

Jal Shakti Ministry Twitter Hacked Again , Posts Crypto Sc ...['India'] India

MACC nabs 5 including Datuk for alleged hacking into Immigration work pass database | Daily Express Online['Malaysia']Malaysia

New Malware Attacks Hold ASIC Miners to Ransom['United States']United States

Notpetya : the incredible story of an escaped US cyberweapon , Russian state hackers , and Ukraine cyberwar['Ukraine'] Ukraine



Redcar and Cleveland council hack damages exceed £10 . 4m['United Kingdom']United Kingdom

SBU detains a Lviv resident selling alarm hacking devices - photo News of Lvov UNIAN['Ukraine'] Ukraine

El Destape Radio was hacked from servers located in the US. uh .['Argentina']Argentina

GRU allegedly also hacks the Bundestag['Germany']Germany

WOLF HALDENSTEIN ADLER FREEMAN & HERZ LLP : united states WASTE - MANAGEMENT RESOURCES , LLC DATA BREACH INVESTIGATION ALERT['United States']United States

Data Breach Nederlander Theatrical Corp . Compromises Over 14 , 000 Names and Social Security Numbers | Console and Associates , P . C .['United States']United States

Chase Bank sues Landry for $20M over data breach['United States']United States

Personal Information of Memphis Police Association Could be in Jeopardy after Hacking Attempt['United States']United States

New Chinese malware suspected of being at the heart of a cyber espionage campaign['China'] China

It's not over: Sonic Wall admits that hackers are exploiting her vulnerability['Israel'] Israel

sbi fraud alert: SBI gave warning to account holders, banking virus has come - state bank of india gives warning to account holders about this banking virus and malware['India'] India

The damage count of the worst cyber attack in history['Mexico'] Mexico

Cisco, Meraki and Arbua affected: Vulnerabilities in TI Bluetooth chips enabling hacker attacks['Germany']Germany

Norway public warned over ID card phishing scam['Norway'] Norway

Up to old tricks : Hackers compromise Stanford University Biology of Aging website for months['United States']United States

Possible data breach at Harrisburg Gastroenterology['United States']United States

Hackers Paralyse NCBA Bank Operations - Taarifa Rwanda['Rwanda'] Rwanda

Are hackers holding the data of Ontario 200 , 000 nurses hostage on the dark web ?['Canada'] Canada

The internet of that country has been hacked. whole system kt['Turkey'] Turkey

Friends are arrested suspected of being part of a group that hacked bank accounts and stole R$ 126,000 from GO and SP customers['Brazil'] Brazil

Security Alert : Software Vulnerabilities Expose Medical Devices , ATMs to Hackers['United States']United States

Grenfell Tower council in data breach probe after revealing huge hoard of empty luxury homes by accident['United Kingdom']United Kingdom

Los Angeles County Email Hack Exposes Data of 750K people['United States']United States

Hackers have created a fake video game with a developed ecosystem to gut crypto wallets['Russia'] Russia

Deputies to the prosecutor will be questioned about hacking accounts and secret payroll in the ASE['Argentina', 'Brazil']Argentina, Brazil

Adtech data breach GDPR complaint is headed to court in EU – TechCrunch['European Union']European Union

Car dealerships unable to register temporary tags due to statewide computer hack['United States']United States

Benešov hospital returning to normal after cyber attack | Radio Prague International['Czech Republic']Czech Republic

The US Military Just Publicly Dumped Russian Government Malware Online['United States']United States

Veterans Corner : CBD hygiene products banned ; VA data breach['United States']United States

The New York Times article: Darkside hackers raised millions of dollars a month – the group's secret messaging reveals what a startup-like criminal group is like['United States']United States

Hacker attack on Siae, the latest in a long series: the precedents of Tuscany, Lazio and Twitch. That's why they are not all the same['Italy'] Italy

Hackers shut down several American gas pipelines, using suppliers' computers for this - News. Czech['United States']United States

Wizards of the Coast acknowledge data breach that compromised MTG player personal information – MCV / Develop['United Kingdom']United Kingdom

War on child pornography : Kerala ethical hackers pull down 59 Facebook pages sharing explicit content involving minors['India'] India

Those who sold and those who bought were all deceived... Scam hundreds of millions of dollars with voice phishing used cars['South Korea']South Korea

DIB Take Note : SolarWinds Hack and DHS CISA Emergency Directive on Cyber Vulnerabilities Point to the Need to be Prepared for APTs | Stinson - Government Contracting Matters['United States']United States

Hackers are seeking patient and financial data in cyberattack on disability services charity['Ireland'] Ireland

Hagens Berman Investigating Washington - Based Debt Collection Company for Data Breach Affecting 3 . 7 Million People['United States']United States

Activist phones targeted by one of the world most advanced spyware apps['United States']United States

Sons of IoT : Bikers hack Jeeps in auto theft spree • The Register['United Kingdom']United Kingdom

Award - Winning WEISRadio . com | The Voice of Cherokee County | Local & Area News , Sports , & Weather At DEF CON 18 kids challenged to hack election results websites , voting machines['United States']United States

The head of the Android world with the spyware Triout...['China'] China

In 2017, there were 475 cyber attacks per day in Turkey.['Turkey'] Turkey

Instead of a ransom, the hacker requires the victims to complete the Japanese game Undefined Fantastic Object['Japan'] Japan

Carlow Nationalist Carlow meeting hears criminals are buying software for phishing scams['Ireland'] Ireland

ITA foils more than 900mn cyber attacks in one year['Pakistan']Pakistan

UPDATE : Customers of Watertown bank ATM machines asked to monitor accounts for signs of hacking ( Audio )['United States']United States

Microsoft 365 Hackers Hit Private Equity In New Million Dollar Heist : Here How It Works['United States']United States

Ledger one of small number of additional Shopify merchants found to have been affected by 2020 data breach['Canada', 'United States']Canada, United States

Jacob created spyware with access to webcams, sold to thousands of people in 128 countries. Spyware maker arrested in Australia Jacob created spyware with access to web cameras, sold to thousands of people in 128 countries['Australia']Australia

More details of the hacking of the Mexican bank: it was planned for six months and the PGR has already found the malware used['Mexico'] Mexico

Orange warns its customers of any hackers asking for banking information['France'] France

Put your money in your cognition... Voice phishing criminal who stole 100 million won from an empty house['South Korea']South Korea

Email scam targets Black Lives Matter efforts , hacks computers['United States']United States



Superpowers fight it out over Russian hacker in Colombo['Sri Lanka']Sri Lanka

Data breach at Mid - Michigan College endangers personal data of up to 16 , 000['United States']United States

AMLO's team admits mistakes and also reveals hacking attempts in the # ConsultaNAIM['Mexico'] Mexico

Cloudflare cut off this phishing - as - a - service platform , so it moved to Russia['Russia'] Russia

Two teenagers charged with hacking Met website['United Kingdom']United Kingdom

Equifax Data Breach Suit Gets Discovery Stay Modification – Big Law Business['United States']United States

First dynamite phishing wave of the year: Trojan GandCrab is back['Germany']Germany

The United States files a complaint against the defunct BTC - e platform which made it possible to launder 95% of payments linked to ransomware attacks until 2017['United States']United States

Phishing Scammer Has Drained $1M in Crypto and NFTs in Past 24 Hours , Says On - Chain Sleuth['United States']United States

State obtains judgment in data breach affecting Plainville , Norfolk and Foxboro students['United States']United States

From post-it notes to bandages... What is the government's response to the wall pad hacking that exposes privacy?['South Korea']South Korea

The main thing for April 27: Zelensky surrendered to the protests, PrivatBank was hacked, Ukrainians will be deprived of housing, kindergartens will be opened, Ukraine will be covered by tornadoes['Ukraine'] Ukraine

Hackers claim they can break the fingerprint lock of any smartphone | The Dominican Nation, Your entire country, in a single click...!['Dominican Republic']Dominican Republic

Attack on Berlin foundation : Russian hackers are said to be behind “ Christmas bonus payments . xls stuck['Germany']Germany

PDA progresses compensation claim for those affected by Well Pharmacy data breach['United Kingdom']United Kingdom

Rapid spreading Windows attack drops mining malware over ransomware - CSO['Australia']Australia

Phishing Scam Hits Close to Home for Reedy Creek Improvement District['United States']United States

Said - make the payment in cryptocurrency; Hospital's server is hacked since 6 days. AIIMS Delhi Server Hacking Update; Hackers Demand Cryptocurrency | delhi news['India'] India

Phishing , hacking , sextortion or romance scams : Basel bidders are intensely concerned with cybercrime['Switzerland']Switzerland

Oklahoma - based Law Firm Federman & Sherwood Files First Data Breach Class Action Lawsuit Against Avem Health Partners , Inc .['United States']United States

Lawmakers ask Merck , HHS for more information about NotPetya malware attack['United States']United States

US prosecutors seek 135-month sentence for Nigerian money launderer who hacked North Korea['United States', 'Nigeria', 'North Korea']United States, Nigeria, North Korea

The Van Der Valk Selys hotels in Liège and Hotel Verviers hacked: the hackers demanded a ransom in Bitcoin of nearly 40. 000 euros!['Belgium'] Belgium

Counterfeit smartphones! Anyone who uses it can become a victim of phishing['Hungary'] Hungary

Mason Tender District Council Confirms Data Breach Affecting More than 20 , 000 Union Members and Dependents | Console and Associates , P . C .['United States']United States

DAILY POST : Here are the identities of the hackers who tried to hack IEBC system to steal data ahead of poll .['Kenya'] Kenya

Business + Coffee : Trump and the Fed , Microsoft thwarts Russian hackers , Netflix testing promo spots['United States']United States

Today D Brief : China growing power ; Russia Facebook infowar ; Fort Hood shakeup ; New Zealand under cyber attack ; And a bit more .['New Zealand']New Zealand

CERT - SE urges victims of phishing to get in touch − www . cert. see['Sweden'] Sweden

Butler County Community College Honest About Cyber Attack['United States']United States

Russian Killnet cyber attacks begin on Italian - linked businesses['Italy'] Italy

EPR Retail News | Target Corporation entered into Settlement Agreement with MasterCard International relative to the data breach Target experienced during Q4 2013['United States']United States

Emotet Tactic May Presage More Rapid Ransomware Infections['United States']United States

Interior IG Team Used Evil Twins and $200 Tech to Hack Department Wi - Fi Networks['United States']United States

The hacker organization Patchwork infected the malicious program developed by itself, leading to the exposure of the internal system - Security['China'] China

Instagram phishing: a new email that is very difficult to recognize is in circulation['Italy'] Italy

Dungeon hackers: how user data can be stolen via Wi-Fi in the subway['Russia'] Russia

The Ministry of Industry and Information Technology said that nearly 100,000 mailboxes were suspected to be controlled by hackers. Experts suggested double verification_Internet_China Information Industry Network['China'] China

VTU not amused as student hacks its website to expose poor security['India'] India

Vast Majority Of Android Devices Are Vulnerable To Stagefright Exploit That Can Be Executed Via Text Message , According To Researchers['United States']United States

New malware targeting sensitive information['Thailand']Thailand

Award - Winning WEISRadio . com | The Voice of Cherokee County | Local & Area News , Sports , & Weather » Cyber firm claims to have hacked into Democratic fundraising files in Maryland['United States']United States

Hashtag Trending , March 22 , 2021 – Oscars ban Zoom ; Amazon driver quits after camera tracks his every move ; Acer hit with $50M ransomware attack['United States']United States

EPM advances in recovering digital platform after hacking['Colombia']Colombia

Kuaishou assists the police in cracking the case of account hacking and spreading pornography_Business information_Ningxia Radio and Television Official Website['China'] China

Due to the hacker attack, there are still problems in two banks and the stock market is not working at all['Ukraine'] Ukraine

Russian Hackers Threaten DNC Website as Election Gift to GOP['United States']United States

Xiaomi Mi Browser , Mint Browser affected by security flaw ; lets hackers steal passwords , bank detail : Report['China'] China

Were You Affected by The Equifax Hack ? Here How to File a Claim for Compensation - Los Angeles Sentinel | Los Angeles Sentinel['United States']United States

Ransomware Assault Strikes Toronto Company , which Sells Data Belonging to Ontario Residents['Canada'] Canada

Tizimín City Hall is the victim of a hacker; take control of your Facebook and WhatsApp['Mexico'] Mexico

Probation not recommended for first youth to plead guilty to role in $12 . 8m OCBC phishing scams['Singapore']Singapore

Waterford cyber security firm reports phones hopping since HSE ransomware attack['Ireland'] Ireland

Foreign crime group cyber attack shuts down networks at libraries , Syracuse schools['United States']United States

Seventh Circuit lets data breach suit proceed for credit monitoring and lost use of credit card damages['United States']United States



GPD website hacked , other GovGuam sites defaced['Guam'] Guam

Yahoo spin - off settles for $47m for 2013 data breach['United States']United States

In the first half of this year, attacks on stealing virtual assets increase… In the second half of the year, the reopening industry, ransomware, and virtual asset target attacks will be concentrated (IT / science) - NSP Communications['South Korea']South Korea

Platinum Performance Reports Data Breach Following Successful Phishing Attack | Console and Associates , P . C .['United States']United States

Canada broadcasting agency fines company behind the Orcus malware['Canada'] Canada

With financial losses of HK$2 . 2 billion and more than 9 , 000 cyberattacks so far this year , Hong Kong finds itself a top target of hackers['Hong Kong']Hong Kong

Commissioner for information of public importance about the hacker attack: No personal data was breached['Serbia'] Serbia

Fed keeps interest rates near zero, outlook for next year optimistic... US government confirms hacking facts | Voice of America['United States']United States

Three state government websites hacked['India'] India

A HACKER GANG THAT SOLD PROGRAMS TO INFECT COMPUTERS FALLS IN SPAIN AND GREAT BRITAIN['Spain', 'Great Britain']Spain, Great Britain

HP Study Exposes a Different Kind of Hacker : The Creeping Peeker['United States']United States

Idaho Joins $39 . 5 Million Multistate Settlement over 2014 Anthem Data Breach['United States']United States

Cyberexpert: Khanty-Mansi Autonomous Okrug government is attacked daily by hackers['Russia'] Russia

Peach's reservation system restored for the first time in 6 days, ZIP AIR continues to have problems Is the cause due to malware infection? (April 27, 2021)['Japan'] Japan

Consumer Alert : Microsoft warns of dangerous malware released last week['United States']United States

Accidental data breach at Las Cruces Public Schools discloses vendor social security numbers['United States']United States

New Cold War ? Iran have SHOCK proof secretive NUCLEAR talks were HACKED by spy agencies | World | News['Iran'] Iran

Cyber attacks surging ; Hoosiers need to be extra vigilant['United States']United States

Teleoperator A1 received a million fine; even after the hacker attack, they did not improve the protection of their users' data['Croatia'] Croatia

Digital usurpation of Mayor Jatón | They hacked...['Argentina']Argentina

Brazil Pulitzer Prize Winner Accused of Hacking Officials' Phones['Brazil'] Brazil

New Android malware shuts down Google Play Protect and gives good reviews to other malicious apps['Denmark']Denmark

Russian hackers hacked Hillary Clinton's email['United States']United States

Official US Army App Has Russian Pushwoosh Code , Did We Get Hacked ?['United States']United States

W . W . Wallwork , Inc . Reports Data Breach That Leaked an Unknown Number of Consumer Social Security Numbers | Console and Associates , P . C .['United States']United States

Costs of malware attack on DLA Piper could be in the millions ; does insurance cover it ?['United States']United States

IDADX : Facebook and Amazon the Most Favorite Phishing Attack Targets in the Second Quarter of 2022['Indonesia']Indonesia

Hundreds of Popular Open Source Clones Injected with Malware Found['South Korea']South Korea

Gachon University Gil Hospital, seizure and search due to personal information leakage… Confederation of Trade Unions Hacking Situation (Trend) - NSP News['South Korea']South Korea

Sumaltara Facebook Page Hack | Welcome to the evening['India'] India

7M Adobe Creative Cloud Users Exposed to Hackers['United States']United States

Answerphone hackers rack up £5 , 000 in calls['United Kingdom']United Kingdom

Notorious Russian Hacker Of DNC Just Uncovered In Extensive Activity['United States']United States

U . S . to Seize N . Korean Hacker Bitcoin Accounts['United States', 'North Korea']United States, North Korea

Prominent CalPERS Retiree Group Warns California Secretary of State About Illegal , Hacking - Friendly Voting Methods['United States']United States

Florida health system hit with proposed class - action lawsuit over data breach['United States']United States

Phishing campaign uses Google's cloud services to steal Office 365 credentials['Germany']Germany

Small businesses targeted by hackers: the Walloon region wants to act to counter these attacks['Belgium'] Belgium

[ Exclusive ] 2 Internet Nayana Incident ? Korea IDC Server Ransomware Girl['South Korea']South Korea

The Hack Attempt Against Voatz Not Close , Officials Say['United States']United States

Sainsbury worker jailed after hacking ring cost Hollywood producers more than £200m['United States']United States

Egyptian who hacked KUNA site to stay in jail - ARAB TIMES['Kuwait'] Kuwait

Youtube channel that broadcasts the Oye País program is hacked['Dominican Republic']Dominican Republic

Data-copying malware: Researchers share email addresses with Have I Been Pwned['Germany']Germany

OFF-OFFICIAL: They report hacking of the database of the Carnet de la Patria, PSUV, Clap and Misión Vivienda['Venezuela']Venezuela

A 14-year-old hacker discovered a critical vulnerability in a WordPress plugin with more than 2 million users['Vietnam'] Vietnam

European Parliament probe unearths more hacking evidence | DW News - latest news and breaking stories | DW['European Union']European Union

iTWire - FireEye says investigating second attack by Triton ICS malware['United States']United States

Ticketmaster data breach victims make bid for Swift justice['United States']United States

Energy Suffers Most ICS Malware Attacks : Report « isssource . com['United States']United States

Gachon University Gil Hospital, seizure and search due to personal information leakage… Korea Confederation of Trade Unions Hacking Circumstances (Incheon) - NSP News['South Korea']South Korea

Receive alert of a malware distribution campaign through a burofax['Spain'] Spain

The health crisis has boosted hacking and Atsen's activity in Gouesnou - Brest['France'] France

LAirTag already hacked - Belgium - iPhone['Belgium'] Belgium

Cybersecurity firm detects Chinese - speaking malware attacking Philippine govt entities , users['Philippines']Philippines



Russia Sandworm hacking group heralds new era of cyber warfare['Russia'] Russia

TV hacking network busted in Salmiya ['Kuwait'] Kuwait

Chinese hackers launch new attacks to hit targets in India and Hong Kong , say researchers['India', 'Hong Kong']India, Hong Kong

As a result of the hacker attack on the mass media, no personal data or information was affected - the State Intelligence Service['Ukraine'] Ukraine

Everything we know about the alleged cyber attack on SPEI in Mexico['Mexico'] Mexico

Overstate Your Cybersecurity At Your Peril – Lessons From The Equifax Data Breach - Security['United States']United States

Critical infrastructure , hacking , cybersecurity | Homeland Security Newswire['United States']United States

Michele Reagan recounts being told of FBI phone call about possible Russian hacking – Arizona Capitol Times['United States']United States

Naive exploit attempt from employee of large NZ telecoms company .['New Zealand']New Zealand

Data Breach Class Actions – Florida District Court Rules Threat of Future Injury Too Speculative to Support Standing | Kilpatrick Townsend & Stockton LLP['United States']United States

Denso announces cyber attack damage Whether or not there is a demand for ransom ``Cannot answer'': Asahi Shimbun Digital['Japan'] Japan

The municipality of Caen targeted by a hacking attempt['France'] France

Raids on various call centers in Srinagar in cyber fraud and hacking case, 23 people arrested['India'] India

Douyin’s tens of millions of accounts were attacked by credential storage, and the hacker who made millions of profits was arrested by the police['China'] China

Police are investigating 11 cryptocurrency hacking and withdrawal cases['South Korea']South Korea

Whoosh Confirms 7 . 2 Million User Data Was Stolen , Being Sold By Hackers['United States']United States

RK MNE account hacked - Новости Казахстана - свежие , актуальные , последние новости об о всем['Казахстан']Казахстан

Credit monitoring is being offered to anyone possibly affected by WSU data breach['United States']United States

Hackers from ORLO launched an electronic mailing list with a virus to Ukrainian government agencies['Ukraine'] Ukraine

Malware that steals bank data has an exclusive focus on Brazil['Brazil'] Brazil

Equifax Hackers Charged With Crime ['United States']United States

Exploits for 0day in IE and Excel are sold on hacker forums['Russia'] Russia

Malware attacks are also kept quiet - Openly shared information about the Lahti crisis helped others stop WannaMine | Yle news['Finland'] Finland

They hack smart toys and expose children's information['Argentina']Argentina

The Spin : U . S . Rep . Cheri Bustos to retire | Following report , Pritzker says he fell short in hiring ex - VA boss | Illinois AG office hit by ransomware attack['United States']United States

Bill Would Provide Lifetime Identity Protection to Feds Affected By OPM Data Breach - Pay & Benefits['United States']United States

Delhi court pulls up police over probe into hacking by 2 J & K students['India'] India

North Korean Hackers Recognize Corona as an Opportunity... Cashing out the stolen amount is the key['North Korea']North Korea

Warning of being hacked, SCB My Travel credit card in Japan lost almost 300,000 yen['Japan'] Japan

The Latest Big Data Breach Should Make You Rethink How You Pay For Everything['United States']United States

Select Restaurant chain hit with POS data breach['United States']United States

Hacker group sends out e - mails disguised as S . Korean govt .['South Korea']South Korea

DNA - targeting Malware Can Trick Scientists into Making Toxins , Researchers Say['United States']United States

Coinone Darkcoin, hacking, embezzlement scam free exchange['South Korea']South Korea

In the Buenos Aires PJ they link the complaint against Santa María and the hacking of Filmus with the start of the campaign['Argentina']Argentina

Legal ombudsman faces claim over data breach['United Kingdom']United Kingdom

Daystarter : Mueller report reveals Russian hackers penetrated one Florida county ; the curious case of the Jonchuck jurors ; and the NFL admits whoops that the Bucs got hosed by the 2019 schedule .['United States']United States

Sonatype 2020 State of the Software Supply Chain Report finds 430 % Increase in Next Generation Open Source Cyber Attacks['United States']United States

Major Facebook Hack Targets Mauritius Oil Spill Environmental Protesters['Mauritius']Mauritius

Under Express Reserve. Unstoppable hacking of politicians' cell phones['Mexico'] Mexico

US company paid the biggest cyber ransom to hackers? Know what is ransomware and the story of its major attacks in India. American company paid biggest cyber ransom to hackers? Know what is ransomware and the story of its major attacks in India['India', 'United States']India, United States

Take advantage of the fire! The cyber attack of the epidemic as bait is coming_Technology Cloud Report - CSDN Blog['China'] China

In the case of the theft of financial data of American companies by hackers, the brothers of the ex-People's Deputy Dubovoy appear - media['United States']United States

Al Bawaba News: The mission is eavesdropping.. America is spying on mobile phones via Apple.. The company has received thousands of requests from US security agencies to eavesdrop on 30,000 iPhones.. Expert: All devices connected to the Internet can be hacked['United States']United States

One out of four employees fall for phishing attacks['United Arab Emirates']United Arab Emirates

Hackers mass - scan for Docker vulnerability to mine Monero cryptocurrency['United States']United States

Kraken Security Labs Warns Cryptocurrency Investors About Recent Phishing Attacks related to Ledger Hardware Wallet['United Kingdom']United Kingdom

AIS notifies computers and staff hacked, confirms 100,000 customers, no damage Accelerate the pursuit of offenders['Thailand']Thailand

COVID - 19 data leaked online , government denies data breach from Cowin portal['India'] India

Kaspersky finds spyware reading chats in secured messengers - PRIME Business News Agency - All News Politics Economy Business Wire Financial Wire Oil Gas Chemical Industry Power Industry Metals Mining Pulp Paper Agro Commodities Transport Automobile ...['Russia'] Russia

Bulgaria arrests 23 in operation against hackers involved in international customs evasion group['Bulgaria'] Bulgaria

Cyber attack victims face one - two punch as SEC ramps up enforcement actions['United States']United States

A report confirmed the dangerousness of the virus that attacked the Chaco judiciary and the hackers are still being searched for['Argentina']Argentina

Tokushima / Handa Hospital, which received a cyber attack, resumed normal medical care for the first time in about two months: Asahi Shimbun Digital['Japan'] Japan

"Trojan - as - a service" from Russian-speaking hackers infected hundreds of thousands of devices['Russia'] Russia



Recruitment of money collection employees Arrested voice phishing gang members through optical text messages['United Kingdom']United Kingdom

iTWire - Australia sixth most targeted for ransomware in November : Flashpoint report['Australia']Australia

FBI Sting Hits N Korea Software That Secretly Links Vulnerable PCs for Hacking['United States']United States

China Hacking Taiwanese Military Hospital Websites to Obtain Military Intelligence | Chinese Communist Party | cyberattacks | Tsai Ing - wen['Taiwan'] Taiwan

Account hacking, data theft, child pornography… The operational section of the Cher gendarmerie group fights against cyber threats['France'] France

The car of the hacker of the Russian Federation caught in the Netherlands is registered in GRU 04. 10. 18 Straight['Netherlands']Netherlands

Nvidia ransomware attack is about its decision to make it harder to use its GPUs to mine crypto .['United States']United States

Reward Risks : Hackers are Targeting Your Loyalty Points['United States']United States

Hacker walks out with $12 quintillion worth of COVER due to DeFi bug['United Kingdom']United Kingdom

Ethereum heist : New phishing scam sees hackers rake in over $15 , 000 in just two hours['United Kingdom']United Kingdom

Welcome to the BPS website | Phishing Scams['Bermuda']Bermuda

Another Court Says Data Breach Investigation Report Is Fair Game | Patterson Belknap Webb & Tyler LLP['United States']United States

The new version of the Agent Tesla malware steals wifi passwords, pretends to be a corona email - Tietoturva['Finland'] Finland

"Unprecedented extent": Europol warns of a sharp increase in cyber attacks['European Union']European Union

Bithumb hacking victim secondary damage one after another... Mobile phone service and KakaoTalk are also robbed['South Korea']South Korea

Cryptojacking Malware Devs Sentenced to 20 Years in Prison['United States']United States

WordPress users warned of malware impersonating ionCube files['South Africa']South Africa

New Blockchain Solutions , Crypto Products , Regulations and Licenses ; 51 % Attack Hits , Insurer Traces Ransomware Payment , Crypto Crimes Report Published | BakerHostetler['United States']United States

Hillicon Valley : GOP lawmaker says no place in Congres for QAnon after supporter primary win | Uber CEO says app could temporarily shutdown in California if ruling upheld | Federal agency warns hackers targeting small business loan program['United States']United States

youth hacked finance company website and online buy cycle - Finance company's website was hacked and a cycle worth 85 thousand was bought, even the experts were confused by the technique - Divya Marai['India'] India

French Senator Vows Legal Action After Claims that Critics of Qatar Hosting of World Cup Were Hacked['France', 'Qatar']France, Qatar

Hackers demand bitcoin ransom in cyberattack on big Canadian restaurants['Canada'] Canada

NSA hacked Huawei routers - Washington Times['China'] China

Australia to introduce new cyber laws with companies forced to report cyber attacks['Australia']Australia

PLRA will release Fabián Martí from TEI, after hacking scandal['Paraguay']Paraguay

Porn on TV channel of the Chamber of Deputies: VTR rules out internal failure and ensures hacking['Chile'] Chile

UP Police Sub Inspector Online Paper Leaked by Server Hacking stf arrested seven persons Patrika Hindi['India'] India

Leiters , Inc . Recently Learns of Data Breach Affecting Mail - Order Pharmacy Orders | Console and Associates , P . C .['United States']United States

Donda: anticipation for Kanye West's tenth album gives rise to malware campaigns and cyber-scams['Chile'] Chile

They dismantle a gang dedicated to hacking ATMs in Guanajuato['Mexico'] Mexico

Spam is sent from the hacked mail of the Ministry of Economic Development - do not open['Ukraine'] Ukraine

Cyber ?? attack , IT expert : Patronageists , publication of numbers gave hackers a golden opportunity , the government did not check the system for 14 months['Albania'] Albania

Half - billion dollar DeFi hack goes unnoticed for almost a week['United States']United States

Ransomware Knocks Out North Carolina Health System['United States']United States

A Deloitte security breach may have granted hackers access to government and corporate emails .['Deloitte'] Deloitte

Fraud, phishing, emails, pirate SMS... online scam cases are exploding in Belgium: here are four ways to recognize scammers['Belgium'] Belgium

I want to get a job... Appearance of ransomware targeting recruitment season['South Korea']South Korea

EU approves protocol for emergency response to cyber attacks like WannaCry and NotPetya['European Union']European Union

60 Congress members hacked , locked out of databases for weeks['United States']United States

Single Password Hacking: Opposition and ruling party call on the Government to guarantee higher cybersecurity standards['Chile'] Chile

Cybercriminals hack bank SMS to empty accounts['Brazil'] Brazil

Texas Hospital Email Hack Exposes PHI of over 8K Patients['United States']United States

Intel Announces Spectre Patch Release Schedule For Newly Discovered Side - Channel Exploit['United States']United States

Hackers Threaten to Leak Sensitive Data After K - Electric Fails to Pay $7 Million['Pakistan']Pakistan

Data breach leads to lawsuit against Claire['United States']United States

21 months in prison for the two UPV students accused of hacking 40 professors and changing their grades['Spain'] Spain

news website hacking may produce fake news to rattle country with viral news['India'] India

EFCC witness : How four Fidelity Bank staff hacked five accounts to steal N874m['Nigeria'] Nigeria

Federal judge releases Capital One hacking suspect pending trial , but orders her to stay away from computers['United States']United States

Trend Micro - Security Intelligence - Maikspy Spyware Poses as Adult Game , Targets Windows and Android Users - CSO['Australia']Australia

Small business owners applying for coronavirus aid may have had personal info exposed in data breach , Bank of America says['United States']United States

FluBot Global Malware Campaign. Hackers are also attacking Poland['Poland'] Poland

Hacker attack on Bildungscloud Online - School Saarland - State Criminal Police Office switched on['Germany']Germany

Cybercriminals actively use the Google Play catalog to distribute malware['Ukraine'] Ukraine

Hacking of thousands of works of crypto art is false['Chile'] Chile



Researchers hacked Oracle servers to demo serious vulnerability['United States']United States

RIGHT SPEAK : Ukrainians Use Drones , Facial - Recognition Software as They Investigate Alleged War Crimes ; Ukraine says potent Russian hack against power grid thwarted ; Ukraine strikes Russian ammunition depot ; Zelensky Calls for More Military Ai...['Ukraine'] Ukraine

Wisconsin man charged in Kohl cash hack['United States']United States

Data Breach Victims Talk of Initial Terror , Then Vigilance['United States']United States

3 Must Read Stories : Uber Hack Clouds Valuation , Bitcoin Soars Above $9 , 000 , Hong Kong Property Can Climb 10 % Higher['Hong Kong']Hong Kong

National Police Agency computer hacked 46 times through VPN : The Asahi Shimbun['Japan'] Japan

Powerful malware that has been raging for two years is wreaking havoc across Europe - According to researchers, the methods point to a state actor['Europe'] Europe

Vulnerabilities allow hackers to block or take over telephone systems Security gaps in VoIP telephones - scinexx['Germany']Germany

Thriller in Ozolniekos: hackers break into a utility computer and demand a ransom in bitcoins in English['Latvia'] Latvia

Nanchang University’s campus network was hacked and blackmailed, students may not be able to graduate on schedule['China'] China

Sysadmin from "Photo studio named after Klara Zetkin" engaged in hacking['Russia'] Russia

PRIVACY ALERT : Kroger Companies Including Ralphs , Foods Co , and Food 4 Less Under Investigation for Data Breach Impacting Nearly 1 . 5 Million Individuals['United States']United States

City officials warn customers after data breach involving utilities payment website['United States']United States

Medical Software Co . Looks To Toss Data Breach MDL['United States']United States

Hacking attempts originating in Iran nearly triple following Soleimani strike , researchers say['United States']United States

Tesla Motors , Inc . ( NASDAQ : TSLA ), Facebook , Inc . ( NASDAQ : FB ) - Tesla Is The Unnamed Company Targeted By Indicted Russian Hacker , Musk Attests['United States']United States

25-year-old confesses to cyber attack with animal activist motive['Denmark']Denmark

MoleRAT...a hacking group focused on the Middle East | Arab portal for technical news['Middle East']Middle East

The Ministry of Energy and Coal Industry failed to restore the work of the new site for three weeks after the hack :: News of Donbass :::: Online publication about what is happening in the region. Latest news of the day in Donetsk and Luhansk, main news of Ukraine['Ukraine'] Ukraine

Kaspersky : Number of spyware attacks rises by third globally - All News - PRIME Business News Agency - All News Politics Economy Business Wire Financial Wire Oil Gas Chemical Industry Power Industry Metals Mining Pulp Paper Agro Commodities Transpor...['Russia'] Russia

Stanley Street Treatment and Resources , Inc . Discloses Recent Data Breach Impacting More than 45k Patients | Console and Associates , P . C .['United States']United States

Tennessee to get nearly $62K after 2017 data breach of hotel booking system['United States']United States

Cyber attacks aimed at school websites surge['New Zealand']New Zealand

A hacker hacked last year's game about the Guardians of the Galaxy - Marvel Guardians of the Galaxy['Ukraine'] Ukraine

Hackers attack the site of a paper company involved in collusion [ PHOTO ]['Chile'] Chile

Hongseong voice phishing damage 35 cases, 400 million won … doubled from last year['South Korea']South Korea

Credential phishing attack spoofs cryptocurrency app MetaMask , targets financial industry['United States']United States

Bank account hacking on rise in France - and you may not be reimbursed['France'] France

50 % of Filipino Internet users hacked , infected with malware in 2nd half of 2016['Philippines']Philippines

We Spent N20m To Hack Into JAMB Registration Portal['Nigeria'] Nigeria

Hillicon Valley : Hackers eye students returning to virtual classes as easy targets | Postmaster General testifies ballots will be prioritized | Shipt acknowledges tipping error , will begin quarterly reviews['United States']United States

Hazard pay for Prince George County government workers delayed due to Kronos hack['United States']United States

Connected Car CAN Bus Cant Handle DoS Hacks / Attacks Researchers Report – CAN Standard Can Be Changed['United States']United States

Pirates manipulated group of workers to hack : Twitter['Colombia']Colombia

Cyber danger : Ukrtransgaz defended itself against hackers for UAH 88 million['Ukraine'] Ukraine

POS system, massively infected with malware... Use of older OS such as Windows XP is an excuse['South Korea']South Korea

Pay your taxes... Kakao is also wary of messenger phishing impersonating the National Tax Service’s Hometax['South Korea']South Korea

Gamasutra - Press Releases - PUBG MOBILE ADDRESSES AND ELIMINATES UNFAIR HACKS WITH NEW ANTI - PLUG - IN MEASURES['United States']United States

IT News Online - Japan Corporate News - Trillium Secure Holds the Line Against DEF CON Hackers['Japan'] Japan

Honda Motors hack may foreshadow future infrastructure attacks['Japan'] Japan

Hacker made millions stealing Russian passwords and escaped prison['Russia'] Russia

Inside - IT : How much does it cost Atlanta to clean up after a cyber attack['United States']United States

Greek Intelligence Service Boss Resigns After Journalist , Opposition Party Member Targeted With Phone Malware['Greece'] Greece

State - backed Iranian hackers spread malware through links to fake VPN apps['Iran'] Iran

Suncoast Skin Solutions Announces Data Breach Following Apparent Ransomware Attack | Console and Associates , P . C .['United States']United States

Emails Lead To Data Breach At Healthy Kids['United States']United States

A group of hackers that the FBI is concerned about may be behind the attack on the Chaco judicial system['Argentina']Argentina

Discovery of ransomware targeting remote classes in online school... Blue Crab Advisory: Bridge Economy, a companion in the 100-year-old era['South Korea']South Korea

KPU Admits There Was an Attempt to Hack Situng['Indonesia']Indonesia

Phishing targets Free Mobile subscribers with a business address abroad['France'] France

Hackers capture service - credentials : Outlook accounts compromised['Germany']Germany

Texas Uber Drivers Victimized by Data Breach Receive $4 . 2M['United States']United States

Midwest Radio - Public to be informed from today if their data was compromised in HSE ransomware attack in May 2021['Ireland'] Ireland

Syndicate collects N600 , 000 to hack JAMB network – Punch Newspapers['Nigeria'] Nigeria

Police in Spain issue guidelines on how to avoid phishing scams as they bust massive network of cybercriminals['Spain'] Spain



Sapristic - Biion , a company in the pharmaceutical sector victim of hacking in Louvain - la - Neuve : searches in progress['Belgium'] Belgium

Online Fraud And Social Media Connection; Five Ways Hackers Steal Information, Know How To Avoid It In Simple Words | 29 in the country. 9% of transactions are done with digital cards, hackers are hacking by installing fraud skimming devices and stealing online data,…['India'] India

Tech News 23 January 2018 whatsapp security hole plastore found malware drone camera cover | Techtunes['Bangladesh']Bangladesh

Hackers convicted of embezzlement of millions are again brought to trial in Almaty['Kazakhstan']Kazakhstan

ATTK of the Pwns : Trend Micro antivirus tools will run malware – if its filename is cmd . exe['Japan'] Japan

Ben Television | Sky channel 175 | Breaking – Nigeria and World Top News . Arik Air Passenger Data Breach : Paradigm Initiative Tell NASS To Enact Data Protection Law - Ben Television | Sky channel 175 | Breaking['Nigeria'] Nigeria

Gachon University Gil Hospital, seizure and search due to personal information leakage… Confederation of Trade Unions Hacking Circumstances of the Federation of Korean Trade Unions (Medicine/Health) - NSP News['South Korea']South Korea

Midtjysk hacker is prosecuted for 354 cyber attacks: In my opinion, this is the biggest case we have had in Denmark in terms of DDoS attacks['Denmark']Denmark

Data breach put thousands of Florida Blue member personal information at risk - News - The St . Augustine Record['United States']United States

Montana Medical Center Faces Hacking Incident Impacting 214K['United States']United States

Education Company Chegg Acknowledges Data Breach , Puts 40 Million Users on Notice['United States']United States

US Samsung Pay users cant send money internationally after Travelex hack['United States']United States

LinkedIn Job Offer Targeted Aerospace , Military Firms With Malware['']

Dover Mid - Delaware Imaging Hit By Ransomware Attack , Warns Of Possible Data Breach – First State Update['United States']United States

The network will involve fake websites of government agencies and the media, hacked accounts of social networks and instant messengers, as well as a Telegram bot['Russia'] Russia

Jičín: The discussion on the city's website was the target of hacker attacks, so it was suspended['Czech Republic']Czech Republic

Crypto Adoption and AML Reports Published , NFT Market Growth Continues , Blockchain Cobalt Pilot Progresses , Crypto Exchange and DeFi Market Hacked | BakerHostetler['United States']United States

Ina started to recover from the hacker attack, work is being done to restore the services that did not work['Indonesia']Indonesia

Steele Dossier - related murder ?; Russia full spectrum propaganda ; voting machines in hacker hands , and more['Russia'] Russia

Windows 10 UAC Loophole Can Be Used to Infect Systems with Malware['United States']United States

New Mexico gets $113K after insurance company data breach['United States']United States

Man jailed for using data breach info leaks to claim over $12 million in IRS tax refunds['United States']United States

Experts warn of mobile malware campaign targeted at Android and iOS users['Romania']Romania

Ransomware group blurs lines between crime , state - sponsored activities , HHS alert warns['United States']United States

City not seeing any negative effect from last year cyber attack ; director looking to upgrade security systems['United States']United States

Three different hacking groups found exploiting Microsoft Office EPS processing vulnerabilities['United Kingdom']United Kingdom

Hackers Can Exploit Medical Device to Access Patient Information , Feds Advise['United States']United States

Analysts at Positive Technologies observe increasing use of malware to hide the aftermath of cyber attacks and motives of perpetrators Company and Product Info from SecurityInfoWatch . com['United States']United States

Attorney General Nessel reminds consumers to watch for phishing scams following Blackbaud security breach | News , Sports , Jobs['United States']United States

Investor data breach fatigue reduces Wall Street punishment for cybersecurity failures['United States']United States

Several people exposed to hacking and extortion - Trelleborgs Allehanda['Sweden'] Sweden

Close to 200K Phishing Domains Discovered in a 5 - Month Span , 66 % Targetted Consumers , Akamai Reports['United States']United States

Thousands of customers may have had their credit card data stolen in a hack on 6 , 500 online stores['United Kingdom']United Kingdom

Macau hacker Hong Iat , who Hong Kong refused to hand over to the US , threw US$9 million behind insider trading job , SEC court documents allege['United States']United States

Coronavirus : united kingdom vaccine programmes face ongoing threat of cyber attacks by hostile states['United Kingdom']United Kingdom

Patch now! Zero-day exploit for NAS products by Zyxel in circulation['Taiwan'] Taiwan

Niantic sues 20 people in modified Pokemon GO development group. Harry Potter: Wizards Unite is also hacked['Japan'] Japan

Saudi news today, Wednesday, July 26, 2017, the latest news in Saudi Arabia today, in targeted countries, including the Kingdom. How Iranian hackers infiltrate users' devices via Twitter and YouTube['Saudi Arabia']Saudi Arabia

Malware targeting ARM-equipped Linux devices, infection with surveillance cameras, etc.['United States']United States

OCC Highlights Risks Associated with Compliance Staffing Concerns , Russia Sanctions , Environmental Crimes , Cyber Attacks and Digital Assets | Ballard Spahr LLP['Russia'] Russia

Fidelis Targeted By SolarWinds Hackers After Installing Orion['United States']United States

Smishing : Cyber attackers use names you trust to hack your phone - www . indianweekender . co . nz['India'] India

Defense network hacking company responsible? 5 billion damages lawsuit filed by the Ministry of National Defense['Japan'] Japan

CommonSpirit Health Provides Cyberattack Update and Notification of Data Breach Involving Virginia Mason Franciscan Health in Washington state['United States']United States

Poor Web Hosting and Maintenance Leads to Hacking['United States']United States

Quebec to hold commission on Desjardins data breach['Canada'] Canada

Japanese Aerospace Firm Kawasaki Warns of Data Breach['Japan'] Japan

There was malware in the Google Play store again, which adds purchases to the mobile phone owner's bill - This is how you protect yourself from malicious programs['Finland'] Finland

Scammers phishing passwords on Facebook. Don't click on this link['Poland'] Poland

Hillicon Valley : Trump takes flak for not joining anti - extremism pact | Phone carriers largely end sharing of location data | Huawei pushes back on ban | Florida lawmakers demand to learn counties hacked by Russians | Feds bust $100M cybercrime gr...['United States', 'Russia']United States, Russia

U of L joins dozens of schools hacked in 2017['United States']United States

Illinois Credit Union League joins Equifax data breach lawsuit['United States']United States

FARK . com : ( 9871097 ) Russia didnt just meddle in the U . S . election : it actively trying to hack our critical infrastructure - and Trump is keeping Americans in the dark about it['United States']United States

Dairy Giant Lactalis Targeted by Hackers | SecurityWeek . Com['France'] France

Cats - Hackers are destroying thousands of data storage devices worldwide with meowing['Switzerland']Switzerland



A new phishing attempt to lure Free subscribers with a reward['France'] France

It was revealed that the host for the 2018 World Cup should have been England, which failed due to hacked computers['England'] England

Adelaide couple jailed for $1m hacking scheme['Australia']Australia

Russia fighting blind as all military satellites have been hacked and taken offline['Russia'] Russia

Emergency exit map email unleashed Gandcrab malware['United Kingdom']United Kingdom

I thought it was a bank representative number... Voice phishing to change caller ID['South Korea']South Korea

Terror funding: Terror funding racket exposed in the investigation of hacking in Nepal['Nepal'] Nepal

Cross - Chain DEX Rubic Loses Over $1 . 4M Due To Exploit ; $1 . 3M Already In Crypto Mixer['United States']United States

Hillicon Valley : Dems used fake online campaign in Alabama Senate race | Huawei hits back with suit against US tech firm | Study finds people want $1 , 000 to quit Facebook for a year | Fed new program helps companies counter cyber attacks['United States']United States

Dixons Carphone boss Alex Baldock ducks blame game in data hack fallout['United Kingdom']United Kingdom

Hackers infiltrate computer systems at B . C . paper mills['Canada'] Canada

Minister Georgi Todorov: The hacker attack against BNR was very serious - Politics['Bulgaria'] Bulgaria

Hackers are exploiting a vulnerability in a popular WordPress plugin['United Arab Emirates']United Arab Emirates

The website of the government of Khakassia was attacked by hackers from Sweden['Russia'] Russia

Phishing with fake Trend Micro messages['Switzerland']Switzerland

AT & T Networking Device Old Flaw Now Exploited by New Malware to Conduct DoS Attacks ! Thousands of US Customers Affected['United States']United States

US says in contact with Russia over JBS ransomware attack - All News - PRIME Business News Agency - All News Politics Economy Business Wire Financial Wire Oil Gas Chemical Industry Power Industry Metals Mining Pulp Paper Agro Commodities Transport Au...['United States']United States

BOMBSHELL : Indiana joins Idaho in claiming Obama ’ s DHS tried to hack their election systems['United States']United States

NBI make significant progress in Vastaamo data breach , blackmail probe['Finland'] Finland

Cyberattack on the Polish government website eInvoice. Hackers posted links to erotic websites['Poland'] Poland

My mom's phone is broken and I need money... KakaoTalk phishing alert - Kookmin Daily['South Korea']South Korea

I was involved in the cannon account fraud… Financial Supervisory Service, voice phishing consumer alert['South Korea']South Korea

In Germany, 2 million cyber attacks on government agencies were counted per year | Germany Cyber Threats Cyber Attack | AFN | Belarusian news | Republic of Belarus['Germany']Germany

Russian Invasion of Ukraine , Cyber Attacks and War Exclusions in P / C Policies['Ukraine'] Ukraine

Razy Malware Attacks Browser Extensions Steal Cryptocurrency['United States']United States

Federman & Sherwood Files First Data Breach Case Against MedNax , Inc . and Pediatrix Medical Group , a MedNax Company - Press Release['United States']United States

Scammers Exploit Government Shutdown In Emails , Police Say['United States']United States

Hacker holds Namaste Health Care computer system for ransom['India'] India

Voters list was hacked , was the election real ?['Philippines']Philippines

UH - OH : Unpatched routers being used to build vast proxy army , spy on networks . Multiple malware campaigns are spreading hacks of MikroTik gear , including failed Monero miners . – Investment Watch Blog['United States']United States

Telegram - based phishing service Classiscam hits European marketplaces['European countries']European countries

Netskope Research Finds Majority of Malware Now ...['United States']United States

"Fontanka" linked the hacker attack with an article about the "PMC Wagner" in Syria :: Society['Russia', 'Syria']Russia, Syria

More Choppies tellers arrested . . . Shop system hacked , $2 300 stolen – Nehanda Radio['Zimbabwe']Zimbabwe

Free Wi - Fi : 12yo hacker Reuben Pauto reveals scary data threat['Australia']Australia

Christopher Wylie hearing : Cambridge Analytica whistleblower to give evidence to US Congress over Facebook data breach['United States']United States

Puma Australia shoppers hit with credit card hack , researcher says['Australia']Australia

Alpes-Maritimes: Hackers, ransom, published files… The cyberattack on the departmental council is now signed['France'] France

Hackers Had Attacked the West Kalimantan Provincial Government Website: Covered by Anime Half-Naked Women['Indonesia']Indonesia

PLD denounces purchase of identity cards, pre-marked ballots and hacking['United States']United States

US may regard cyberattacks on pharmaceutical companies as aggression | USA Hacker Attack Healthcare | AFN | Belarusian news | Republic of Belarus['United States']United States

Mayor's office of occupied Lugansk complains about hacker attacks and heroically continues to work in social networks — OstroV['Ukraine'] Ukraine

Rosobrnadzor recorded hacker attacks on the Internet related to the Unified State Examination['Russia'] Russia

Aberdeen Federal Credit Union patrons deal with possible retailer data breach['United States']United States

A Youthful Hack Goes Awry , and Costs Malta Casino Customers Plenty - Blog['Malta'] Malta

UP : Man learns cloning fingerprint online , hack 500 bank accounts | Bareilly News['India'] India

How was the Supreme Court judge dismissed without evidence? Hackers extract the e-mails of the former head of SHISH, the document reveals['Albania'] Albania

TV 2 was hacked at the same time as the Storting['Norway'] Norway

Found a new way to hack VISA credit cards bypassing the PIN - code['']

Hackers attack Confluence Servers , hijack power for cryptocurrency mining['Japan'] Japan

With Unprecedented Generosity , Hackers Release A Million Credit Cards For Free['United States']United States

WhatsApp Data Breach 2021 Could Expose 2 Billion Users : Update Now on Android , iOS to Fix Security Risk['United States']United States

Carriel Sur Airport affirms that porn content on one of its screens was caused by hacking | National['Chile'] Chile

Attack of hackers on the mass media of Kyrgyzstan: Parliament demands to open a case['Kyrgyzstan']Kyrgyzstan

Last year, almost 10 million people were affected by cyber attacks. population['Lithuania']Lithuania



The information infrastructure of the World Cup - 2018 was subjected to more than 25 million cyber attacks['Russia'] Russia

Now this Android spyware poses as a privacy tool to trick you into downloading['Japan'] Japan

New Crypto - Mining Malware Attacks , Phone SIM Attacks And Disappearing Exchanges - Fin Tech['United States']United States

Baltimore email archive still not accessible after cyber attack . What does that mean for records requests ?['United States']United States

Report : Cyber Attacks to Federal Systems Decreased by 12 Percent in FY 2018['United States']United States

Punjab Covid survey app for ASHAs suffers outage , health dept suspects Chinese ransomware attack , then finds tech glitch['India'] India

▷🥇 Organization that supervises Tafep fined with 29. 000 dollars after 20 data was hacked. 000 people['Singapore']Singapore

Because of the hacking of the impeachment petition in Gwacheon… SNS person in charge has recently changed['South Korea']South Korea

Hacking of social networks of the capital government reaches the director of the DIF['Mexico'] Mexico

Banco de México enters red alert for hacking Axa['Mexico'] Mexico

Malware targeting cash machines fetches top dollar on dark web['United Kingdom']United Kingdom

Como Zoo donors warned of potential data breach['United States']United States

The website of the State Inspectorate for Nuclear Regulation was also hacked['Ukraine'] Ukraine

Dozens of Selfie Apps Contain Malware ['Vietnam'] Vietnam

Russia has been swept by a wave of cybercrime. Thousands of hackers steal billions of money['Russia'] Russia

Courier scam: Tracking couriers may be costly, hackers stealing money from fake emails and SMS - hackers using popular courier service companies name for stealing money from bank account of users in a new kind of scam['India'] India

Al-Dustour Newspaper: "Analytica's Story"... Details of the Hacking of 50 Million Americans in favor of "Trump"['United States']United States

Belarusian law enforcement officers, together with the FB, detained a member of an international group of hackers - "Interfax" - latest news from Azerbaijan, Georgia and Armenia['Belarus'] Belarus

Interpol Nabs Nigerian Man Behind Massive Email Phishing Campaigns['Nigeria'] Nigeria

Bolton Hits Chinese for Hack of OPM Records['United States']United States

For 3 months $837 thousand. The Ministry of Internal Affairs, in cooperation with the Investigative Committee, stopped the activities of an international hacker group['Belarus'] Belarus

Hackers roamed the US traffic authority systems for about six months['United States']United States

MIDC hacking : IT systems will start functioning normally from April 1['India'] India

Iran is Hacking Our Systems and Our Elections['United States']United States

SSS warns public vs phishing scam | ABS - CBN News['Philippines']Philippines

Data breach or data scraping ? With over 38 million records up for grabs , IndiaMART has some answering to do['India'] India

Bloomington School District Offering Credit Monitoring Services after Hacking['United States']United States

Android spyware spreading as antivirus software in Japan['Japan'] Japan

St Petersburg University announced the second week of hacker attacks on university resources['Russia'] Russia

The police warn of a wave of fraud - hacking messenger accounts and asking for BankID['Sweden'] Sweden

Practice Resources , LLC Announces Data Breach Impacting the Information of 924 , 138 Patients | Console and Associates , P . C .['United States']United States

Inside story of cyber attacks on India banks , airlines , railways … and the fightback – Indian Defence Research Wing['India'] India

Okta CEO Says Lapsus$ Hack is Big Deal , Aims to Restore Trust['United States']United States

Hackers sabotaged Army recruitment website – official['Philippines']Philippines

Czech counter - intelligence disrupted Russian hacker spies and Hezbollah network , warns ultra - right targeting of Muslims could contribute to radicalization['Czech Republic']Czech Republic

9 Teslas were reportedly stolen after hackers got around the anti['United States']United States

U . S . tech company devices used to inject malware into computers in Middle East : report['Middle East']Middle East

Donald Bart - Williams sentenced after hacking into St John School systems['United States']United States

Hackers Target Police Departments Nationwide as Left Demands Doxing of Law Enforcement['United States']United States

Hacker - attack on medicine - service provider Medatixx['Germany']Germany

Hacker attack in the United States : How cyber attacks work - and paralyze supermarket checkouts - Economy['United States']United States

Actual / Hackers used the SWIFT / Radiorus system to withdraw money from F abroad. en['F'] F

FBI Director is trying to make a point , a hacker hacks the Hermit Kingdom , an AI is matching human coders | American Enterprise Institute['United States', 'North Korea']United States, North Korea

SMB malware attacks jumped 81 % in Q3 , and the holidays could make it much worse['United States']United States

Apex Legend Exploit Can Take Servers Down and Respawn Is Working On It['United States']United States

Hacking the correspondence of the leader of the Islamists helped prevent terrorist attacks in St. Petersburg['Russia'] Russia

Distributor hacking for everyone: skimming between friends on trial in Bordeaux['France'] France

Youngstown news , US officials paint sinister portrait of Russia hacking['United States']United States

PSA : No , This Is Not MSN 2012 , Angry Birds 2 , Or Modern Warfare 3 For Android - What You Can Do If You See Malware In The Market['United States']United States

Pelosi demands Trump officials brief Congress on reported Russian hack of Burisma['Ukraine'] Ukraine

Alarming New Windows 10 Security Threat As App - Killing Malware Evolves['United States']United States

MYOB phishing campaign wants to mind your business['Australia', 'New Zealand']Australia, New Zealand

United Talent Agency Hacked : Work Disrupted , Ripples Throughout Hollywood ( Exclusive )['United States']United States

Malware Disguised as Google Play Store App Targets Clients of Brazil Itaú Unibanco['Brazil'] Brazil

Journalists In St . Louis Discover State Agency Is Revealing Teacher Social Security Numbers ; Governors Vows To Prosecute Journalists As Hackers['United States']United States



After the problem of fake news hacking accounts, Facebook is flooded with spam comments, fake links to the dark web, sex clips to cheat - Netizen['Vietnam'] Vietnam

GRU hackers attack the military sector ['Ukraine'] Ukraine

Send your resume... Thousands of virtual currency malware distributed to thousands of PCs['South Korea']South Korea

Sheriff : Glenn County School District ransomware attack referred to FBI['United States']United States

FTSE LIVE : BA shares tumble 4 per cent after data breach['United Kingdom']United Kingdom

Nearly 1 In 4 Browsers Have Malware Injecting Ads For Rivals , Other Commerce Sites['United States']United States

Chinese Intelligence Hacks Resumes of U . S . Military Men to Spy , Admits Singaporean Suspect['United States']United States

Cleveland City Hall affected by worldwide ransomware attack['United States']United States

Vives University of Applied Sciences victim of cyber attack , entire system is down : Matter of minutes before hackers could take over everything ( Binnenland )['Netherlands']Netherlands

Patch Tuesday: Microsoft fixes 115 vulnerabilities including 26 critical and provides a solution to mitigate an SMBv3 flaw reminiscent of the EternalBlue exploit used in WannaCry['United States']United States

Illinois man hacking conspiracy tied to 2016 Franklin Regional cyberattack['United States']United States

France : Data breach - feedback and good practices['France'] France

In Wake of Siren Hack , Cybersecurity Expert Calls For Vigilance['United States']United States

3 Phoenix hospitals working to recover after cyber attack['United States']United States

More than half of the 1,000 hacked websites are exposed to hacks from third-party attacks['Israel'] Israel

White hackers in Ukraine: breaking bank websites, blocking militant accounts and fighting propaganda online['Ukraine'] Ukraine

FBI alerts schools to ransomware threat ['United States']United States

UPnP protocol exploit makes it harder for IT to shut down DDoS attacks['United States']United States

2 Reasons Why Ethereum DeFi Hacker Returned $25 Million in Hacked Funds['United States']United States

dhl phone text scam: Have you also received this text message? Do not believe even by mistake, hackers will loot your pie - pie - dhl phone text scam know how your data is under threat delete this malware right now['India'] India

Propaganda, hacking and undermining of trust: the US Senate confirmed F's interference in the presidential election - World['United States']United States

Experts : Hackers Targeting Smaller Businesses That Have Lack Of Security , Awareness['United States']United States

Nintendo Switch Homebrew Hack Is A Gate Opener For Pirates['Japan'] Japan

The Dutch Watched Cozy Bear Hack The Democrats – Balloon Juice['United States']United States

Chinese Android OEM Leagoo Says Pre - Installed Malware Is False Virus Alert['China'] China

I almost fell for a $2.7 million phishing scam... Edmunds School District Issues Checks to Contractor Impersonation Fraudsters['United States']United States

Congressional Committee Seeks Lessons Learned From Ransomware Attack['United States']United States

Lessons from Justdial data breach ['India'] India

Montgomery County falls victim to cyber attack['United States']United States

Hackers can freeze the camera that lets you know whether your Amazon Key equipped door is locked and who is using it / Boing Boing['United States']United States

GOS class action lawsuit Source code hacking Share price collapse of 70,000... Samsung Electronics overlaps three times ahead of shareholders' meeting['South Korea']South Korea

ASCII.jp: American virtual currency exchange publishes the whole story of attempted hacking | Hiroaki Kojima's "Regulation and Technology"['United States']United States

Des Moines diocese recovers most of $45K given in phishing scam['United States']United States

Oh Smeg ! Hacked white goods maker resurfaces after system shutdown['United Kingdom']United Kingdom

"Rostelecom" explained the hacking of the "smart" stop in Nizhny Novgorod as a failure['Russia'] Russia

Who Hacked the KPK Discussion? From taking over the WA of KPK employees, microphone sabotage, to hijacking Ojol accounts['Indonesia']Indonesia

Hacking Twitch, Facebook scandals, Switch OLED... La Quotidienne des Nums [ 07 / 10 / 2021 ]['France'] France

Volgogradets traded hacked access cards to satellite TV » Volgograd news : All for you['Russia'] Russia

Phishing scams in Singapore rose to 5 , 020 cases in 2021 from 16 in 2017 : Desmond Tan['Singapore']Singapore

Google Displaying CMC Phishing Sites Could Put Crypto Investors At Grave Risk , CZ Says['United States']United States

Hackers Add Security Software Removal to Banload Banking Malware['Russia'] Russia

Governments , schools under cyber attack - News - Rockford Register Star['United States']United States

Bitcoin Crash : BTC price drops after hacker attacks . Here what you need to know .['United States']United States

Today D Brief : POTUS in Rome ; SOUTHCOM big day ; SIGAR new report ; Russian hacker charged in Ohio ; And a bit more .['Italy', 'United States']Italy, United States

Blackcat, the group that claimed responsibility for the cyber attack on EPM - Medellín - Colombia['Colombia']Colombia

CERT - UA specialists recaptured more than 48 thousand people during the week . cyber attacks['Ukraine'] Ukraine

Hackers circled the FSB around the finger: the websites of Russian government agencies were used for cryptocurrency mining['Russia'] Russia

CSE used its new cyber attack powers to disrupt foreign extremists and cyber threat actors targeting Canadians : report['Canada'] Canada

Northcentral University Announces Data Breach Affecting Sensitive Student Information | Console and Associates , P . C .['United States']United States

FARK . com : ( 9664954 ) Lithuanian phishing scammer scammed over $100 million from two big US tech firms . How big are they ? Let just say that he being extradited to the US despite the President not knowing where Lithuania is['United States', 'Lithuania']United States, Lithuania

iOS 10 . 3 . 3 Patches Broadpwn Exploit That Could Provide Hackers with Complete Control over Your iPhone or iPad['United States']United States

Dubai Police arrest 86 people for phishing in 2020['United Arab Emirates']United Arab Emirates

BPJS Kesehatan Claims Hacking Doesn't Affect Participant Services['Indonesia']Indonesia

Pierce America, the source of malware, being hacked and messing with the world, Big Tu brushed off being attacked['United States']United States

Hackers attack Sugar - Salem School District internet servers['United States']United States



LuminosityLink spyware giving attackers total control of your PC is taken out by cops['United States']United States

A collection of stolen money... A phishing gang retaliated by reporting it to the police['South Korea']South Korea

Concepción: they launch a campaign for a 30% increase in fraud through card cloning and phishing | National['Chile'] Chile

In wake of phishing attack , BOC considers additional cybersecurity staff['Philippines']Philippines

Data breach at DealerBuilt DMS serves as reminder of risks to united kingdom dealers['United Kingdom']United Kingdom

Only one fine issued for every 395 data breach investigations['United Kingdom']United Kingdom

Republicans introduce bill to defend universities conducting coronavirus research against hackers['United States']United States

Aftonbladet Direkt - Chief of police charged with data breach - was the plaintiff['Sweden'] Sweden

Slobodna Dalmacija - As many as seven people were arrested in Bosnia and Herzegovina: they hacked bank accounts and sent money, the police confiscated their equipment['Bosnia and Herzegovina']Bosnia and Herzegovina

Spain arrests gang of cybercriminals using malware created in Brazil['Spain', 'Brazil']Spain, Brazil

Web of Tecnológico Nacional de México, victim of hacking by Anonymous?['Mexico'] Mexico

Frenzied hackers terrorize motorists in Russia['Russia'] Russia

Today D Brief : Guard called in for historic flooding in Appalachia ; USAF grounds some F - 35s ; LA hit with 40 million cyber attacks monthly ; Possible breakthrough in expedition medicine ; And a bit more .['United States']United States

Fake digital certificates circulated in Europe after a hacker attack['Europe'] Europe

Events | New phishing on vehicle sales pages: «Give me the bank details, I'll make the transfer and someone will pick up the motorcycle»['Spain'] Spain

[Seoul Newspaper] Liberty Korea Party lawmaker Baek Seung-ju attempts to hack military information by impersonating email['South Korea']South Korea

Somerset student details posted on dark web after cyber attack['United Kingdom']United Kingdom

Cincinnati restaurants hit by Facebook , Instagram social media hackers['United States']United States

AnonymousMY Claims They Hacked Into 5 Government Websites To Prove How Vulnerable The Websites Are['Malaysia']Malaysia

Panama Papers Law Firm Announces Its Closure Due to Fallout from Massive Data Breach['Panama'] Panama

Retail sector top cyber attack target ['United Kingdom']United Kingdom

Almost half of united kingdom businesses suffered a cyber attack in past year['United Kingdom']United Kingdom

Class action lawsuit targets UPMC , law firm for data breach['United States']United States

Hackers Strike With 51 Percent Attack And Crypto - Mining Malware - Fin Tech['United States']United States

Bible app WatchWORD creators claim Erie Insurance did not cover damages related to hacking['United States']United States

Baltimore water department waits for revenue as customers wait for large bills after ransomware freezes system['United States']United States

Someone is phishing for your Wells Fargo account information | News['United States']United States

Grimes releases statement regarding Kentucky and Russian Hackers in 2016 presidential election['United States', 'Russia']United States, Russia

Russian bots push fake pro - gun tweets ; Trump : MIA on Russian hacking ; Trojan Horse of Russian gas , and more['United States']United States

SBU prevented a series of cyber attacks on the authorities and critical infrastructure of Ukraine['Ukraine'] Ukraine

Stendal: A district is chasing after the hacker['Germany']Germany

Germany under attack by dangerous malware: The big city of Frankfurt had to shut down its entire IT network['Germany']Germany

FO says @ PakinSerbia hacked after it slams PM['Serbia'] Serbia

Data hacked from federal government dates back to 1985 : US official - Reuters - William P . J . Lynch Jr . com['United States']United States

One Medical , Inc . Reports Data Breach that Leaked Social Security Numbers and Health Information | Console and Associates , P . C .['United States']United States

Comelec to limit information in web page after hacking incident » Manila Bulletin News['Philippines']Philippines

Phishing scams : Dont get reeled in > Schriever Air Force Base > Article Display['United States']United States

Revamped Zacinlo Malware Poses More Serious Threat to Windows 10 PCs , antivirus , anti - malware , Malwarebytes , Symantec['United States']United States

Seattle DJC . com local business news and data - Technology - united kingdom man gets prison for hacking US companies['United States']United States

Silk Road hack: the IRS completes an astronomical seizure of 51,351 bitcoins['France'] France

EasyGov hack – Hackers steal list of 130,000 companies['Switzerland']Switzerland

China is targeting Uighur Muslims abroad as well with help of hackers['China'] China

Android apps promise to upgrade your phone 3 , but it's spyware that steals your data['Italy'] Italy

WordPress Incident Response : How to Recover from a Hack Before Anyone Else Knows['United Kingdom']United Kingdom

XM Cyber Research Finds That Hackers Can Claim Checkmate on 94 % of Critical Assets in Just Four Moves['United States']United States

Malware Family Goes Undetected for Three Years['United States']United States

House repeals Marcos era Public Assembly Act , imposes stiffer penalties for hacking of banking system » Manila Bulletin News['Philippines']Philippines

Wappalyzer discloses security breach after hacker starts emailing users['Japan'] Japan

Annapolis eTrakit system could be back online this week ; replacement company hit with ransomware attack in September['United States']United States

Police Arrest International Hacking Syndicate : Okezone News['Indonesia']Indonesia

Fraudsters pretend to be the Czech Post and want a payment card number. The Financial Administration warns against phishing['Czech Republic']Czech Republic

They hack account and empty funds for a girl with cancer | e-consultation. with Veracruz2019['Mexico'] Mexico

HSE cyber attack : Vaccine registration for people at high risk of Covid - 19 delayed['Ireland'] Ireland

IE under fire , Triton goes under the microscope , and Norsk still reeling from ransomware attack['Norway'] Norway

Facebook scandals arent enough for people to stop using it . Here how the company has held up through data hacks , lawsuits , and massive security threats .['Australia']Australia



7 things to know about SamSam , the ransomware hitting hospitals , city governments & businesses['United States']United States

Surge in cryptocurrency mining hacks blamed on risky smartphone apps['United Kingdom']United Kingdom

The media reported a data breach of 5 million students and employees of Skyeng['Russia'] Russia

Had Been Hacked Twice, The DKI Transportation Agency Site Has Now Recovered['Indonesia']Indonesia

1 , 100 patients of Spectrum Health Lakeland impacted by a Phishing Attack['United States']United States

Proofpoint : More scam phishing emails sent on Monday than any other['Australia']Australia

Up to 30 terabytes of data under review in case of Capital One hacker['United States']United States

Listen to Thousands of voter files exposed -- Samsung leads Android manufacturers by failure rate -- Amazon Prime Day phishing scams spreading -- and more | Komando Tech News This Week | Podcasts['United States']United States

The Government asks users of the Health system to take extreme precautions after a cyber attack['Spain'] Spain

A global hacker attack, coronavirus and bandwidth problems at home workplaces are now affecting the settlement of the court settlement after the dividends scandal['Denmark']Denmark

Hong Kong Monetary Authority ( via Public ) / Website and Email Alert – Fraudulent website and phishing email related to The Hongkong and Shanghai Banking Corporation Limited['Hong Kong']Hong Kong

Bahrain Latest Country To Be Hit By Legal Action Over Cell Phone Spyware In united kingdom['Bahrain', 'United Kingdom']Bahrain, United Kingdom

Futures Firm Fined After Losing $1M To Phishing Email['United States']United States

235M TikTok , Instagram , and YouTube profiles caught up in data breach['China'] China

Covid : PHW data breach could affect public confidence['Wales'] Wales

Abuse in the withdrawal of medicines forces CCSS to implement a new contingency plan in the middle of a hack['Costa Rica']Costa Rica

Fraudsters with phishing mail successful at Wiesbaden couple['Germany']Germany

Big trouble for the Receipt website. cz, it was attacked by hackers on the first day of the draw['Czech Republic']Czech Republic

Brits Urged To Change Their Passwords Following Worrying Data Breach['United Kingdom']United Kingdom

CSE responded to more than 2 , 200 cyber attacks last year amid heightened concern over Chinese , Russian hacks['Canada'] Canada

Glitch in car parking app causes serious data breach['United Kingdom']United Kingdom

Artificial intelligence destroyed malware in less than a second['Russia'] Russia

New malware variant steals bank details in South America['South America']South America

Check Point discovers mobile malware disguised as Google related app |IT News Africa – Up to date technology news , IT news , Digital news , Telecom news , Mobile news , Gadgets news , Analysis and Reports['South Africa']South Africa

Get the Email : Trump Asked Campaign Staffers to Track Down Hacked DNC Emails , Gates Said['United States']United States

NIXI calls massive data breach hitting 6 , 000 enterprises as bluff ; says no threat to info['India'] India

Cobalt Gang phishing campaign targets Eastern Europeans with CobInt backdoor - downloader['Eastern European countries']Eastern European countries

Federman & Sherwood Initiates an Investigation of the Data Breach of Long & Foster Companies['United States']United States

Hackers learned how to get into user files through TP routers - Link['Ukraine'] Ukraine

MySpace: old accounts could be hacked by knowing the date of birth['Italy'] Italy

Comstar Ambulance Billing Service Confirms Unauthorized Access Resulted in Data Breach Impacting Over 69 , 000 People | Console and Associates , P . C .['United States']United States

Splatoon 2 Hackers Are Disconnecting Opponents To Claim Victory In League Battles['Japan'] Japan

WannaComply ? OCR Application Of HIPAA Breach Notification Rule To Ransomware Attacks['United States']United States

Gaining Visibility on Malware Attacks « isssource . com['United States']United States

A hacker group claims to have stolen AMD's data because someone used the code 123456['Serbia'] Serbia

Večer - They want to try the Maribor hacker in the USA as well['Slovenia', 'USA']Slovenia, USA

UK pushes for revision of security law in response to hacking ... Targeting Russia, North Korea, etc.['UK'] UK

Malware That Hijacks SMS , Makes Unauthorized Purchases Found Hidden In 8 Google Play Apps['United States']United States

Attorney General Becerra : In wake of Equifax data breach , all Californians should sign up for free credit monitoring by Wednesday deadline['United States']United States

Instagram - Phishing: Account gone instead of blue tick['Germany']Germany

Charming Kitten's paws got a new malware['Russia'] Russia

Voter , Youve Been Hacked | Council on Foreign Relations['United States']United States

Customers affected by CityBee data theft notice attempts to hack into Spotify, PlayStation accounts | Business['Lithuania']Lithuania

“I was left without hands, I need money!”: How the pages of Krasnoyarsk residents are hacked in social networks / News of the Society of Krasnoyarsk and the Krasnoyarsk Territory / Newslab. Ru['Russia'] Russia

Comfort Systems united states Announces First Quarter 2019 Conference Call and Webcast ; Discloses Ransomware Attack['United States']United States

Malware in PyPI Code Shows Supply Chain Risks['United States']United States

Expert : Hackers send malware disguised under Belarusian protests - All News - PRIME Business News Agency - All News Politics Economy Business Wire Financial Wire Oil Gas Chemical Industry Power Industry Metals Mining Pulp Paper Agro Commodities Tran...['Belarus'] Belarus

Hackers take to UT to find Answers for Lake Erie Problems['United States']United States

U . K . Arrest in SMS Bandit Phishing Service Krebs on Security['United Kingdom']United Kingdom

Exposure to hacking for 12 days in nuclear power… Up to Daewoo Shipbuilding & Marine Engineering’s cryptocurrency blackmail['South Korea']South Korea

Blow away my son's wedding funds... Voice phishing at the investigative agency['South Korea']South Korea

How highly advanced hackers ( ab ) used satellites to stay under the radar['United States']United States

New Phishing Attack Targets SWIFT Users , Comodo Analysts Say 02 / 21 / 2018['United States']United States

Get Your Apps for Nothing , Your Malware for Free['United Kingdom']United Kingdom

Android warning : 400 vulnerabilities discovered that could let hackers spy on you['Kenya'] Kenya



Phishing Campaign Used Fake Office 365 Update Messages['United States']United States

KPU Sukoharjo Ensures Update and Preserves Data, Concerning KPU RI Policy Hackers['Indonesia']Indonesia

Hacker attacks on large companies | Italy takes the field with highly specialized cybersecurity study courses['Italy'] Italy

Your iPhone Restarts Itself? It Could Be a Hacker's Action['Indonesia']Indonesia

Hackers staged a DDoS attack on the NBU website ua. Politics of Ukraine and the world.['Ukraine'] Ukraine

66 malicious programs for stealing personal information such as account hacking artifact exposed - News Center - China Ningbo Net['China'] China

BlueVoyant Report Reveals US Supply Chain is Under Siege as Ransomware Attacks on Shipping and Logistics Firms Triple['United States']United States

The Follina Vulnerability : Microsoft Support Diagnostic Tool Alert For Zero Day Exploit CVE - 2022 - 30190 - Security['United States']United States

NSO Group , Maker of Pegasus Spyware That Infected iPhones , Now Faces Financial Struggle['Israel'] Israel

MOQ Skoolbag platform accessed in data breach['Australia']Australia

Portland children clothing retailer Hanna Andersson says hackers stole customer credit card info['United States']United States

5 Most Popular Technologies, Bukalapak Talks About User Data for Sale by Hackers and Airbnb Lay Off 25 Percent of Their Employees['Indonesia', 'United States']Indonesia, United States

The cloud service platform was hacked and the mobile phone number was bound, causing tens of thousands of yuan in losses -- Yangtze Evening News['China'] China

Kaspersky warns about e - mailed malware disguised as draft notices - All News - PRIME Business News Agency - All News Politics Economy Business Wire Financial Wire Oil Gas Chemical Industry Power Industry Metals Mining Pulp Paper Agro Commodities Tr...['Russia'] Russia

What do you get when you allegedly mix Wireshark , a gumshoe child molester , and a court PC ? A judge facing hacking charges['United Kingdom']United Kingdom

Prosecutor John Durham examining interagency turf war over Obama emails hacked by Russia : Report['United States', 'Russia']United States, Russia

Hong Moon-pyo, Nonghyup account voice phishing damage of 75.8 billion won... Concentration on rural areas and the elderly (Daejeon/Chungnam) - NSP Communications['South Korea']South Korea

The highest: Theft of Mimecast company's credentials by hackers['United Kingdom', 'United States']United Kingdom, United States

Portals of Kaunas. day lt, klaipeda. day lt and day. lt suffered a hacker attack['Lithuania']Lithuania

Bitcoin goldmine for hackers trying to steal £100bn of lost and forgotten crypto dosh['United Kingdom']United Kingdom

High - tech drug infusion pumps in hospitals vulnerable to damage , hackers['United States']United States

Microsoft changes DHCP to Dammit ! Hacked ! Compromised ! Pwned ! Big bunch of security fixes land for Windows['United States']United States

Opyn DeFi Options Protocol Hack Causes $371 , 000 In Losses['United States']United States

The hacker Líbero is tried in Santa Fe for the sabotage of the El Litoral website['Argentina']Argentina

Cumbersome procedures, improper charges and legal uncertainty affect taxpayers due to hacking in the Treasury['United States']United States

Suspected computer attack against important witnesses in Allra - the mess - so their phones were hacked['Sweden'] Sweden

New Targeted Malware Variant Discovered – CIO East Africa['Kenya'] Kenya

Crypto Wallet Data Breach Leads to Class Action Litigation | Robinson+Cole Data Privacy + Security Insider['United States']United States

The Papers : Foreign spies hack No 10 and Ronaldo['United Kingdom']United Kingdom

Vanderburgh Co . Listed in Attempted Russian Hacking['United States']United States

Cyber attacks : Unity of govt , military , private sector stressed to secure country | Pakistan | thenews . com . pk['Pakistan']Pakistan

Planned coup in Belarus announced the hacking of the servers of the Ministry of Internal Affairs and the KGB['Belarus'] Belarus

Hacker hacked accounts of Poltavavodokanal clients and changed meter readings - Ukraine['Ukraine'] Ukraine

West Hartford officials warn parents of test registration platform data breach['United States']United States

IT services pro hacked former client email – Naked Security['United States']United States

Taiwan government websites hit with over 20 million cyber attacks a month , mostly from China['Taiwan'] Taiwan

1 , 000+ Schools Were Potentially Impacted by Ransomware in the Past 15 Months ; Covid - 19 Distance Learning Makes Them Bigger Targets['United States']United States

Chile in emergency: public entity website hacked and call for president's resignation | Sebastian Pinera | crises | protests | mdga | | World['Chile'] Chile

It turns out that the official website of North Sumatra Diskominfo has been hacked by hackers twice['Indonesia']Indonesia

Study Of Ethereum Vulnerabilities And Defenses Released , While Dusting And Mining Malware Attacks And Cryptojacking Continue - Fin Tech['United States']United States

Healthcare providers , colleges , tax accountants … have your crown jewels . When they get hacked , it might not make the news . Here are the numbers . – InvestmentWatch['United States']United States

WhatsApp Spam Hack : How Spammers Are Allegedly Tricking WhatsApp Anti - Spam Filter['India'] India

Pro - ISIS Telegram Users Warn Against Telegram Channel Spreading Malware To ISIS Supporters['Russia'] Russia

ConJur - TRF - 3 receives complaint against hacker who invaded the court system['Brazil'] Brazil

US court rejects Kazakhstan's lawsuit against Ilyas Khrapunov in case of hacking officials' emails['Kazakhstan']Kazakhstan

FBI Arrests Hacker Who Created Virus Linked To Largest Hacking Of U . S . Govt Agency['United States']United States

Malware Attack , Hiden Virus , Troubleshoot The Software by hobartmickey ( hobartmickey ) on Mobypicture['United States']United States

Markets gain ... US says China hacking ticks up ... 10 more days for Ghosn['China', 'Japan']China, Japan

Emotet malware hinges on updated Wi - Fi spreader to infect more devices['United Kingdom']United Kingdom

sbi users alert hackers sending phishing message how to be safe sbh | Hackers keep an eye on SBI users, emptying accounts like this, you should also be ALERT['India'] India

Faces of massage parlor users are broadcast live all over the world... Hacking 2,600 Korean IP cams['South Korea']South Korea

International and interstate connections in shankar nagari sahakari bank hack case | International and interstate connections in Shankar Nagari Bank fourteen crore hack case; A woman was caught with herdsmen from Kenya, Uganda['India', 'Kenya', 'Uganda']India

Hacker attack in Santa Giustina, Unifarco stops for two days['Italy'] Italy

Cannabis Delivery Company Unrivaled Brands dba Silver Streak , Inc . Confirms Data Breach Stemming from Internal Error | Console and Associates , P . C .['United States']United States

0 Cannabis Delivery Company Unrivaled Brands dba Silver Streak , Inc . Confirms Data Breach Stemming from Internal Error | Console and Associates , P . C . ['United States']United States



0 At committee today : Electronic surveillance , Facebook data breach and pot legalization['Canada'] Canada

0 Youku and other video member passwords were stolen, the truth behind the hacking is amazing_TechWeb['China'] China

0 The head of the Ministry of National Affairs of Chechnya said that Western intelligence services were behind the hacker attack on the agency's website['Russia'] Russia

0 Unocero - They steal more than 500 million dollars in video game cryptocurrencies with an ingenious phishing technique['Mexico'] Mexico

0 Intelligints Publishes Research on Advanced Cyber Attack Footprint['United States']United States

0 Okta executives share new insights on phishing attacks in PH['Philippines']Philippines

0 Cyber Attacks : SEBI Questions NSDL Speed of Reporting 10th October Attack['India'] India

0 Hackensack Meridian Faces Breach Lawsuit After Ransomware Attack['United States']United States

0 70 % of companies storing data with cloud companies hacked or breached['United States']Survey across 26 countries

0 They steal more than $13 million dollars after hacking the NFT platform – Zócalo Newspaper | News from Saltillo, Torreón, Piedras Negras, Monclova, Acuña['Mexico'] Mexico

0 Have e - State , e - Pulse , EBA and ÖSYM been hacked ? Statement was made !['Turkey'] Turkey

0 Hackers have been attacking European government structures for nine years at the five-day meeting, but they were not noticed['European countries']Eastern Europe

0 Diaspora Minister demands govt probe of police hacking allegations['Israel'] Israel

0 DOJ : Former NSA Operatives Worked as Cyber - Mercenaries , Helping Hack U . S . Systems['United States']United States

0 Los Angeles authorities warn travelers of charging - station hackers['United States']United States

0 Data Breach Suits Find Easier Path With DC Circ . Ruling['United States']United States

0 World News Roundup : Iran atomic energy organization says e - mail was hacked ; Uganda says two more Ebola cases confirmed in Kampala hospital and more['Iran', 'Uganda']Iran

0 WI - FI HACKING : A GROWING PROBLEM IN ZIM newsdzeZimbabweNewsdzeZimbabwe['Zimbabwe']Zimbabwe

0 North Korea, when I asked where the nuclear development funds came from... By illegal hacking 2 . earned 7 trillion['North Korea']North Korea

0 Expert weighs in on cyber attack on Unified Government['United States']United States

0 After months of refusal , Legault agrees to inquiry on Desjardins data hack['Canada'] Canada

0 Nizhny Novgorod media Newsroom24 will appeal to the Investigative Committee and Roskomnadzor because of a hacker attack['Russia'] Russia

0 Hashtag Trending – Nude photo hacker sentenced ; Apple buys AR startup ; Google calls BS on Trump conspiracy theory['United States']United States

0 west bengal police arrested three more cyber criminals over charge of hacking kolkata atms and withdrawal of lakhs of rupees abk | Three more arrests in ATM hacking case, cyber criminals had withdrawn huge amount in Vidhan Nagar as well['India'] India

0 School at home: Cned services restored after hacking and serial bugs['France'] France

0 AFFAIR. BG | AUTHORITY HACKER ASSEMBLY WEBSITE " AFFAIR !" THEY SEND CONGRATULATIONS TO RASHKOV TOO, APPARENTLY THEY ARE THEIR OWN! FOR YEARS, "THE AFFAIR WAS HACKED BY BOKO AND GERB, NOW THE GREEN SOCKS STARTED US!"['Bulgaria'] Bulgaria

0 DoorDash Hacker Incident Illustrates Third - Party Vendor Risks and Potential Vulnerabilities | Genova Burns LLC['United States']United States

0 Northern Trust Corporation Reports Data Breach Affecting Client Financial Account Numbers | Console and Associates , P . C . ['United States']United States

0 Data breach at cosmetics firm Avon compromises 19 million customer records | Society of Corporate Compliance and Ethics ( SCCE )['United States']United States

0 Newspim - Beware of the fake KakaoTalk website... AhnLab, Beware of Phishing Sites['South Korea']South Korea

0 Bitdefender experts warn : Hackers steal passwords and data from Apple computers . Polish Banks are also at risk!['Poland'] Poland

0 Hack Quick : An Adult Cam Web Web Web Site Exposed 10 . 88 Billion Reports – Hindi Samachar : Latest News in Hindi , Breaking News in Hindi['India'] India

0 Regarding the Alleged Network of 10 Ministries/Institutions Hacked, DPR Members Consider Kemenkominfo Like a Toothless Tiger['Indonesia']Indonesia

0 Interpol warns: inactive criminal groups exploit economic and social fear and attack 50 countries electronically['Saudi Arabia']International - Multi countries

0 Scammers target UAE with phishing emails['UAE'] UAE

0 Revealed : Middle East , Africa businesses most targeted by hackers['Middle East', 'Africa']Middle East, Africa

0 Trend Micro - Security Intelligence - FakeSpy Android Information - Stealing Malware Targets Japanese and Korean - Speaking Users - CSO['Japan', 'South Korea']Japan, South Korea

0 Infibeam terminates Ernst & Young affiliated auditor for unpublished price sensitive data breach['India'] India

0 Abedin Forwarded State Passwords To Yahoo Before It Was Hacked By Foreign Agents – The Libertarian Republic['United States']United States

0 Hacking stock exchanges · Buying employees of telecommunications companies … 390,000 people were robbed by an information agency['South Korea']South Korea

0 Bauhaus shut down by infamous hacker group: It was water to be through corona compared to this['Germany']Germany

0 Remember the Democratic National Committee email leak ? Same hackers now targeting EU countries , say malware boffins['EU countries']EU countries

0 [ HACKER ] Privacy Flaws In Connected Security And Doorbell Cameras Discovered By Florida Tech Student : User Accounts Cannot Be Removed Allowing Malicious Attacks['United States']United States

0 Fraud at the Detran: Civil Police investigate the hacker['Brazil'] Brazil

0 First American Corporation ( The ) ( NYSE : FAF ) - SEC Fines First American Financial $487K For  Deficient Disclosure Control Over Data Breach['United States']United States

0 Napolitano urges successor to prepare for cyber attack , China reportedly subjected to major computer hacking attack and more['China'] China

0 Crooks posed as building firm to steal £30 , 000 from home owner in sophisticated hacking fraud['United Kingdom']United Kingdom

0 In the Russian Federation, the number of cases on a hacker "article against workers at critical facilities has increased - Gazeta.ru. Ru['Russia'] Russia

0 Suspicion of a data breach at the electric scooter company VOI - more than a million users' information may have been leaked['Sweden'] Sweden

0 The deputies asked the Investigative Committee to interrogate billionaire Prigozhin in connection with the hacker attack on the Fontanka['Russia'] Russia

0 ATO heavyweight responds to hacking fears['Australia']Australia

0 AG Curtis Hill announces $39 . 5M multistate settlement with Anthem after massive data breach | WTCA FM 106 . 1 and AM 1050 The Best , Music , News and Sports['United States']United States

0 APA , Viterra caught up in Frontier ransomware attack['Australia', 'Canada']Canada

0 BSI contradicts BILD - report of the cyber attack['Germany']Germany

0 Abinader affirms that they are investigating the hacking of state entities, but the government denies accusing China['Dominican Republic']Dominican Republic



0 Oschadbank discovered a phishing copy of its website / Ukrainian business resource UBR. ua['Ukraine'] Ukraine

0 Slog AM : Damning Internal Documents from Boeing , Hacking U . S . Election Will Still Be a Thing in 2020 , Trump Birthday Wish to Kim Jong Un['United States']United States

0 Gumisie - the first Polish hacker group, they broke into m. others to TP S. A. They were never caught['Poland'] Poland

0 Several Belgian notarial offices affected by a cyberattack: hackers demand a ransom in bitcoin['Belgium'] Belgium

0 Naver Whale blocks hacking attempts targeting South Korea['South Korea']South Korea

0 Phishing reports warn of personalized job lures , voice manipulation['United States']

0 Suspected Pakistani spies use catfishing , stealthy hacking tools to target Indian defense sector – Indian Defence Research Wing['India'] India

0 Massachusetts City Dodges Eastern European Hack Attempt['United States']United States

0 Hacker attack: Ukrposhta has not yet managed to restore the work of all branches['Ukraine'] Ukraine

0 Insider Trading / Selling Escalating , IRS Awards Equifax $7 . 232 million Contract and Yahoo Data Breach – InvestmentWatch['United States']United States

0 Malware now targets Google operating system more than any other['United Kingdom']United States

0 Trading Standards issue warning over  scam Netflix  emails as scammers exploit the popularity of streaming services['United Kingdom']United States

0 President Wen's movement was also stolen during KAI hacking['China', 'South Korea']South Korea

0 A Czech computer firm claims to be updating systems. In fact, it was totally ripped off by the Avaddon Ransomware['Czech Republic']Czech Republic

0 Afternoon Briefs : Teen vandal gets paint - with - a - toothbrush sentence ; Equifax settles data breach claims['United States']United States

0 Guy Fawkes makes cameo appearance on hacked Trinidad and Tobago government websites · Global Voices['Trinidad and Tobago']Trinidad and Tobago

0 Personal data hack sees  a billion IDs at risk for less than £6 on WhatsApp  | World | News['United Kingdom']United Kingdom

0 Patchday Microsoft : Attackers could exploit a kernel vulnerability in Windows['United States']United States

0 Thousands of hacking attempts had consultation on the presidential candidacies['Nicaragua']Nicaragua

0 Babysitting app suffers  temporary data breach  of 93 , 000 users – Naked Security['United States']United States

0 Malware united states bot to bypass Windows defenses['United States']United States

0 The e-mail of Finnish employees was hacked, millions were transferred to the wrong account - the police are investigating two cases['Finland'] Finland

0 Microsoft releases security report According to the latest cybersecurity report, the number of malware threats detected in Thailand is twice as high as the global average.['Thailand']Thailand

0 Market Leader : News :: Bitcoin Gets Cheaper on News about Hacking Swiss Cryptocurrency Exchange Bancor['Switzerland']Switzerland

0 Victim Count in Magellan Ransomware Incident Soars['Philippines']Philippines

0 Temporary Millionaire : Teenaged SIM - Swap Cryptocurrency Hacker Indicted in New York['United States']United States

0 Fee - starved SABC says it solved hack on its payment site['South Africa']South Africa

0 Nigerian govt fines lender , Sokoloan , N10m for data breach – Igbere TV['Nigeria'] Nigeria

0 B . C . incoming privacy commissioner heading up Britain data hacking investigation['United Kingdom']United Kingdom

0 Hackers pose as Newcastle charity Bright Red and try to get cash in its name['United Kingdom']United Kingdom

0 Shanghai data breach exposes suppression of  white - hat  security research in China Radio Free Asia['China'] China

0 Elance data breach : Hacker leaks 1 . 3 million accounts from staffing platform['United Kingdom']United Kingdom

0 Major universities hit by data breach affecting thousands of job applicants at top firms['Australia']Australia

0 USA residents trapped in fraud of mobile software hacking call center in kanpur['India', 'USA']United States

0 Hacker who Infiltrated American Military Systems gets Sentenced['United States']United States

0 Wisconsin Ag Connection - National / World News - Hackers Targeted Online Equipment Auction Sites['United States']United States

0 Nearly 4 . 200 incidents of cyber attacks in Vietnam are supported to be handled in 10 months['Vietnam'] Vietnam

0 I clicked sell Dongsup, and the information is stolen... Hacking evolves amid COVID-19['South Korea']United States

0 [Exclusive] Lotte Mobile Payment begins investigation into hacking ... Credit card theft at Hi-Mart and department stores['South Korea']South Korea

0 Hacked , Shut Down , But Still Seeing Patients : U . of Vermont Medical Center Shares Strategies | Health Care Compliance Association ( HCCA ) ['United States']United States

0 Caribbean Airlines hit by phishing attack ['Trinidad and Tobago']Trinidad and Tobago

0 UK police get insight into Kinahan cartel Liam Byrne following encrypted server hack['United Kingdom']United Kingdom

0 A third of companies targeted by cyber attacks['Finland'] Finland

0 Hackers exploiting new Microsoft , Oracle , Apple bugs : US ag ... ['United States']United States

0 Hacking suspicions of ID . Secretary of State website around time of Presidential elect['United States']United States

0 Sky TV customers warned about online phishing scam['New Zealand']New Zealand

0 Canal de Isabel II and Vodafone, affected by a cyber attack on their contact center providers['Spain'] Spain

0 Telex: Soitec's FD-SOI technology in Google Pixel 6, $150 million stolen in BitMart hack, WhatsApp automates chat deletion['France'] United States

0 New Hampshire Democrat latest to be targeted by possible hackers in  bizarre impersonation attempt['United States']United States

0 I - SS reports December data breach of employee benefit plan['United States']United States

0 Companies increasingly victims of industrial espionage after hacker attacks['Germany']Germany

0 Use QQ to complain that someone steals a beautiful account and sells it at a high price | Tencent | QQ account | hacking account _ Sina Technology _ Sina['China'] China

0 South African asset manager denies stealing billions from users , claims $5M was lost in hack['South Africa']South Africa

0 Edinburgh Locogen and Denmark European Energy to develop Scottish onshore wind pipeline | Ticketmaster fined over data breach | First  blue energy island['United Kingdom']United Kingdom

0 Nigerian accused of North Korea hacking money laundering ahead of sentencing in September … accomplice sentenced to heavy sentence['Nigeria', 'North Korea']Nigeria



0 How did data breach that claimed 23 , 000 passwords occur ? Paterson school district has almost no answers . ['United States']United States

0 Data breach local effects outlined - News - The Examiner of East Jackson County - Independence , Blue Springs , Grain Valley , Oak Grove , Sugar Creek and Lee Summit , MO['United States']United States

0 Phishing attack releases data of 2 , 500 at College of Southern Idaho – Idaho Business Review['United States']United States

0 MATR News : The Billion - Dollar Hacking Group Behind a String of Big Breaches['United States']United States

0 SBU unveils names of Russian hackers attacking Ukraine since 2014 - KyivPost['Ukraine'] Ukraine

0 Phishing targeting open banking instead of transferring ID while my phone is being repaired : Finance / Securities : Business : News : The Hankyoreh['South Korea']South Korea

0 Sberbank recorded more than 40 major hacker attacks on its systems in Q1['Russia'] Russia

0 FinCERT succeeded in blocking 1,668 phishing domains in a year['Russia'] Russia

0 After Censoring Hunter Biden Bombshell , Twitter Silent On Hacked Tax Info['United States']United States

0 Legal Perspective - Phishing Scam Steals $100 Million - WiredPRNews . com['United States']United States

0 Julau PKR election results suspended after  cyber attack['Malaysia']Malaysia

0 Gävle police charged with data breach: People should not know about such information['Sweden'] Sweden

0 Tax fraud in server hacking 453661|| Bangladesh Pratidin['Bangladesh']Bangladesh

0 They steal the virtual identity of Carrefour to carry out phishing campaigns['France'] France

0 Indian enterprises targeted daily by cryptojacking malware['India'] India

0 November cyber attack left foreign ministry intranet unmolested['Estonia'] Estonia

0 Michigan cancer center notifies 22 , 000 patients of breach 5 months after hack['United States']United States

0 Human rights activists reported hackers attacking the website of the Federal Penitentiary Service | News from Germany about Russia | DW['Germany', 'Russia']Russia

0 Cry of the soul - “hacking” of the LiteManager infrastructure / Habrahabr['Russia'] Russia

0 NGCP airs concern to ERC over involvement in computer hacking['Philippines']Philippines

0 Pentagon Pushes Counterintel For Industry As China Hacks Away['United States']United States

0 Report : Online Payment Fraud Surged More Than 70 Percent in 2019 as Cybercriminals Exploit New Payment and Business Types['United States']United States

0 [Exclusive] Military high-tech weapon threatened by hacking... Over 22,000 attempts since 2018['South Korea']South Korea

0 Belgacom's hacking investigation points to services - Municipalities, regions, Belgium, world, sports - All news 24 hours a day on Lavenir. net['Belgium'] Belgium

0 Cincinnati State Technical Community College Announces Data Breach Affecting Confidential Student Information | Console and Associates , P . C . ['United States']United States

0 Depot. ua will appeal to the SBU and the Ministry of Internal Affairs because of a hacker attack – Politics News, latest political news from Ukraine on Depo. ua. Politics of Ukraine and the world.['Ukraine'] Ukraine

0 Hack targeting Fred Meyer parent , Washington state auditor was part of coordinated strike on 3rd - party software['United States']United States

0 In the Czech Republic, a hacker attack stopped the work of several mines['Czech Republic']Czech Republic

0 Facebook use of Onavo spyware faces questions in EU antitrust probe report – TechCrunch['European Union']European Union

0 Hackney council data breach could have  cost lives['United Kingdom']United Kingdom

0 PayPal data breach impacts 1 . 6M users | Police['United States']United States

0 1.47 trillion won in damages such as voice phishing... The nation's largest cannon account transaction organization caught['South Korea']South Korea

0 Malware is used to extort money from hundreds - the Vintikki flea market in Rovaniemi, which has become the target of an extortion attempt, is closed for the second day | Yle news['Finland'] Finland

0 Ludlow officials report ransomware attack to town IT infrastructure systems['United States']United States

0 Officials say NASA facing increased targeting by foreign and domestic hackers['United States']United States

0 Pakistani Man Involved in AT & T Hacking Scheme Sentenced to Prison in U . S .['United States']United States

0 Dutch suspect of international child porn - network hacked by detectives['Netherlands']Netherlands

0 I stole everything in the bedroom, dressing room, and nude… Hacking thousands of IP cameras['South Korea']South Korea

0 US government sanctions crypto exchange SUEX over ransomware attacks['United States']United States

0 50 New Phone Hacking Lawsuits , News Corp united kingdom Branch sued again['United Kingdom']United Kingdom

0 University cybersecurity breaches doubled in past two years with hackers targeting research['United States']United States

0 County reports Nigeria - based data breach | News['Nigeria'] Nigeria

0 Kaspersky detects increased spread of the Ad - Fraudsters ,  SilentFade  malware in Southeast Asia['Indonesia', 'Malaysia', 'Philippines', 'Singapore', 'Thailand', 'Vietnam']Southeast Asia

0 Phone - hacking pot grows by £12 . 5m at Mirror , Express and Star publisher Reach + full 2018 accounts['United Kingdom']United Kingdom

0 Policy to racy photos ? Pittsford Town Board candidate site hacked['United States']United States

0 Govt sends notices to Xiaomi , Apple , 19 others over hacking fears['China', 'United States']China, United States

0 In the Treasury they work manually after hacking and with minimal information['United States']United States

0 Iran's nuclear facilities experience 50,000 cyber attacks a day['Iran'] Iran

0 Netizen Report : Cyber Attacks Sideline Independent Media in Azerbaijan , Philippines['Azerbaijan', 'Philippines']Azerbaijan, Philippines

0 Government of SLP, apart from hacking the Sedena: Ricardo Gallardo['Mexico'] Mexico

0 The hack to the Provincial Council diverted 1 million and 840 . 000 euros recovered in Germany['Germany']Germany

0 FARK . com : ( 9500493 ) Yahoo reveals massive data breach . This is not a repeat['United States']United States

0 Sexual harassment, malware or misuse of a payment card - More than half of Finns have fallen victim to a crime online - Hämeen Sanomat['Finland'] Finland

0 Social services minister wants to see  disciplinary action  for ODSP data breach['Canada'] Canada

0 Uber data breach aided by lack of multi - factor authentication – Naked Security['United States']United States



0 State Computers Infected By Malware Fixed['United States']United States

0 More than 110 Belarusians lost their money through phishing Internet banking pages['Belarus'] Belarus

0 Skype accounts of Belarusians are hacked['Belarus'] Belarus

0 BERNAMA . com - Widely - used EMR - systems open wider entry points for hackers targeting hospitals['Malaysia']Malaysia

0 Banco Nación lost millions of pesos due to an error in its app after users organized to exploit it['Argentina']Argentina

0 Damages due to theft, hacking and cryptocurrency fraud exceed 100 billion dollars - English Version - Central American and Caribbean Digital Newspaper['Central American countries', 'Caribbean countries']Central America, Caribbean area

0 ISIS claims to have hacked Facebook and threatens to behead Mark Zuckerberg in vile new poster['United States']United States

0 Hackers in the Czech Republic attacked about 500 mail servers, reported Eset['Czech Republic']Czech Republic

0 FTC Acts on Website Hack Exposing Under - Age Information['United States']United States

0 Uttarakhand : Man Stole Rs 5 Crore By Hacking Nepalese Bank Account , Arrested : Cops['Nepal'] Nepal

0 Feds Warn of TrickBot Spear - Phishing Attacks Delivering Malware Payload['United States']United States

0 Hackers attack the heart of social security and force appointments to be canceled and operations to be rescheduled['United States']United States

0 Cybersecurity firm detects that 13 government sites were hacked['Mexico'] Mexico

0 In the south of Russia, a hacker helped gas station workers steal gasoline['Russia'] Russia

0 Venezuelan Designer Of Ransomware Used By Iranian , Russian Hackers Faces Charges In The U . S ., Reports User On Pro - ISIS Rocket . Chat Server['United States']United States

0 Hackers steal 26m logins for Facebook , Amazon , Apple & other sites using virus that takes your pic if device has a cam['United Kingdom']United Kingdom

0 Parliamentary expenses watchdog being sued by MP staffers over  serious data breach['United Kingdom']United Kingdom

0 FDA panel approved ( and showed their working ); EMA had a hack of a day in their security measures['United States', 'European Union']United States, EU

0 Hackers gained access to one and a half thousand Moscow barriers['Russia'] Russia

0 Up To $1 . 6M Deal Over Chipotle Data Breach Gets Judge OK['United States']United States

0 Tesla faces lawsuit in Germany over data breach , advertising['Germany']Germany

0 TIC International Corporation Reports Data Breach Following Conti Ransomware Attack | Console and Associates , P . C . ['United States']United States

0 Bitcoin operators - LockBit ransomware published stolen data of US residents['United States']United States

0 facebook qr code url account takeover bug hack indian researcher ttec['India'] India

0 SearchCap : AdSense exploit , Google local links and united kingdom boots fake Google company['United Kingdom']United Kingdom

0 University warns students , faculty of phishing emails['United States']

0 British Airways data breach : Singapore Airlines has performed checks , says Janil Puthucheary['Singapore']Singapore

0 The National Security and Defense Council assessed the consequences of a new cyber attack['Ukraine'] Ukraine

0 The Personal Data Agency will check the hacker attack on the Ministry of Education and Culture['Macedonia']Macedonia

0 Hacker attack services: Listed over 4,000 addresses['Poland'] Poland

0 SBU suspects Moscow IT specialists of trading in hacker programs (photo)['Ukraine'] Ukraine

0 Hackers from Russia have already profited from 500 million email addresses and can crack credit cards['Russia'] Russia

0 Users of secretly hacked app lost hundreds of thousands of dollars['Russia'] Russia

0 New Phishing scam combines FedEx and Google Drive to lure victims['United States']United States

0 Data breach in Sarastia - municipal company - bank information leaked['Sarastia'] Sarastia

0 Dialogue . UA hacker attack appeal : Dialogue . UA was subjected to a hacker attack from the SpectStressTeam group - Editorial Appeal - 20 . 01 . 19['Ukraine'] Ukraine

0 Israelis located a hacked database that contained the details of two-thirds of the parental homes in the US['United States']United States

['http://tv.aftonbladet.se/abtv/articles/218414', 'http://www.di.se/nyheter/misstankt-dataintrang-vid-berga-orlogsbas/', 'http://www.dn.se/nyheter/sverige/dataintrang-vid-svensk-militarbas/', 'http://www.expressen.se/nyheter/krim/misstankt-dataintrang-i-forsvarsmaktenomrade/', 'http://www.sydostran.se/tt-inrikes/misstankt-dataintrang-vid-berga-orlogsbas/']Data breach at the defense military base['Sweden']

0 He Hacked the "Epidemic Prevention Subsidy" Scam Website! Deletion of more than 3,000 people's personal information, the whole network praises heroes | Life | Sanli News Network SETN . COM['Taiwan'] Taiwan

0 Transition mistrust : Roadblocks on troops , cyber hack and budgets['Philippines']Philippines

0 This is how the day was at Broggi Hospital after the cyber attack on Catalan health centers['Spain'] Spain

0 Seattle DJC . com local business news and data - Business - Premera pays $10M over data breach['United States']United States

0 The hackers got caught. Europol arrested in the mind of bitcoin extortionists['European Union']European Union

0 Thales : 34 % of U . S . Federal Government Agencies Experienced Data Breach in Last Year['United States']United States

0 Kaspersky uncovers attacks targeting Albanian government with ransomware and wipers signed with stolen certificates['Albania'] Albanian

['https://navbharattimes.indiatimes.com/world/pakistan/india-friendly-hackers-hacked-information-related-to-pakistan-air-force-and-china-security-establishments/articleshow/93107440.cms', 'https://www.freepressjournal.in/mumbai/pakistan-backed-hacker-outfit-targets-indian-students-educational-institutions-report', 'http://idrw.org/indian-hackers-launch-fresh-attack-at-pakistan-under-china-related-code-name-ccp-mouthpiece/', 'https://tech.hindustantimes.com/tech/news/pakistani-hackers-target-students-in-india-with-this-malware-see-how-to-avoid-it-71657956667650.html', 'https://www.prabhasakshi.com/international/india-friendly-hackers-blew-up-15000-files-from-china-and-pakistan', 'http://idrw.org/pakistan-targeting-indian-army-officers-through-whatsapp-malware/', 'http://idrw.org/pakistan-backed-hacker-outfit-targets-indian-students-educational-institutions-report%EF%BF%BC/', 'https://news.sina.com.tw/article/20220712/42190672.html', 'https://www.lokmat.com:443/international/indian-hackers-attack-as-many-as-150Pakistan Hacking: Pro-India hackers launched a major attack on China and Pakistan, took away 15000 army files['Pakistan', 'China']China, Pakistan

['http://www.laprensalibre.cr/Noticias/detalle/158775/ejercito-de-chile-sufrio-hackeo-correos-electronicos', 'https://www.radioagricultura.cl/nacional/2019/12/14/ejercito-reconoce-hackeo-a-cuentas-de-correo-no-relacionadas-a-datos-sensibles.html', 'https://rpp.pe/mundo/chile/ejercito-de-chile-confirmo-el-hackeo-de-su-plataforma-de-correo-electronico-noticia-1235120', 'https://www.adnradio.cl/noticias/nacional/ejercito-de-chile-reconocio-filtracion-de-miles-de-correos-electronicos-tras-sufrir-un-hackeo/20191214/nota/3991375.aspx', 'https://www.ntn24.com/america-latina/chile/ejercito-de-chile-sufrio-hackeo-de-sus-correos-electronicos-113956', 'https://www.biobiochile.cl/noticias/nacional/chile/2019/12/14/ejercito-admite-hackeo-a-cuentas-de-correo-e-inicia-peritaje-informatico-para-detectar-responsables.shtml', 'https://www.elmostrador.cl/dia/2019/12/14/ejercito-confirma-hackeo-a-cuentas-de-correo-e-inicia-peritaje-para-encontrar-a-los-responsables/', 'https://www.soychile.cl/Santiago/Policial/2019/12/14/630146/Chilean Army suffered email hacking ['Chile'] Chile

['http://manado.tribunnews.com/2017/09/14/situs-federasi-beras-myanmar-diretas-simpatisanrohingya', 'http://manado.tribunnews.com/2017/09/14/pendukung-rohingya-meretas-situs-federasi-beras-myanmar', 'https://www.priyo.com/articles/myanmar-websites-hack-by-cyber-71-20170906', 'http://www.dhakatribune.com/bangladesh/2017/09/09/myanmar-hackers-attack-bangladesh-govt-site/', 'http://www.alokitobangladesh.com/online/details/34897', 'http://www.dhakatribune.com/around-the-web/2017/09/08/bangladeshi-hackers-attack-myanmar-govt-sites/', 'http://jateng.tribunnews.com/2017/09/13/dukung-rohingya-hacker-retas-situs-federasi-beras-myanmar', 'http://internasional.kompas.com/read/2017/09/13/21264931/simpatisan-rohingya-retas-situs-federasi-beras-myanmar', 'http://www.clickittefaq.com/myanmar-hackers-hack-bangladesh-govt-site/', 'http://www.techtunes.com.bd/hacking/tune-id/513861']Myanmar Rice Federation website hacked by Rohingya sympathizers['Myanmar']France

['http://noticiaaldia.com/2017/07/hackean-pagina-web-del-cne/', 'http://www.entornointeligente.com/articulo/10392684/Restablecida-pagina-del-CNE-tras-hackeo']CNE website hacked ['Venezuela']Venezuela

['https://tech.co/news/hackers-are-selling-us-university-credentials-online-fbi-says', 'https://www.forbes.com/sites/emmawoollacott/2022/05/30/hackers-found-selling-stolen-university-credentials/']Hackers are Selling US University Credentials Online , FBI Says['United States']United States

['https://www.rt.com/viral/394481-shadow-brokers-nsa-hacker/', 'http://www.ibtimes.com/shadow-brokers-exploits-hacker-group-releases-new-vulnerabilities-2559546', 'http://www.piterburger.ru/125105.html', 'https://www.theinquirer.net/inquirer/news/3012864/shadow-brokers-group-gloats-about-global-malware-and-threatens-equation-group', 'http://www.ibtimes.co.uk/shadow-brokers-new-message-gloats-about-petya-threat-dox-former-nsa-equationgroup-hacker-1628239', 'http://www.npr.org/2017/06/29/534916031/shadow-brokers-group-leaks-stolen-national-security-agency-hacking-tools', 'http://www.miragenews.com/shadow-brokers-threatens-to-expose-nsa-hacker-s-covert-operations-against-china/', 'https://www.computing.co.uk/ctg/news/3012892/shadow-brokers-publishes-new-note-in-the-wake-of-the-notpetya-malware-attack']Shadow Brokers threatens to expose NSA hacker covert operations against China — RT Viral['China'] China

['http://www.koreaherald.com/view.php?ud=20170301000278', 'http://www.ibtimes.co.uk/south-korea-blames-chinese-hackers-ddos-attack-that-brought-down-lotte-duty-free-website-1609343', 'http://www.etnews.com/20170302000373', 'http://www.yonhapnews.co.kr/bulletin/2017/03/03/0200000000AKR20170303195100004.HTML', 'http://news.donga.com/Main/3/all/20170302/83138002/1', 'http://www.newsway.co.kr/view.php?tp=1&ud=2017030116225989703', 'http://news1.kr/articles/?2929267', 'http://world.kbs.co.kr/korean/news/news_Ec_detail.htm?No=279019', 'http://world.kbs.co.kr/korean/news/news_In_detail.htm?No=279405', 'http://heraldk.com/2017/03/01/%EB%A1%AF%EB%8D%B0-%EC%A4%91%EA%B5%AD-%ED%99%88%ED%8E%98%EC%9D%B4%EC%A7%80-%EB%A7%88%EB%B9%84%EC%99%B8%EB%B6%80-%ED%95%B4%ED%82%B9%EA%B3%B5%EA%B2%A9-%EC%B6%94%EC%A0%95/', 'http://www.metroseoul.co.kr/news/newsview?newscd=2017030200146', 'http://heraldk.com/2017/03/02/%EB%A1%AF%EB%8D%B0-%EB%A9%B4%EC%84%B8%EC%A0%90-%ED%99%88%ED%94%BC-%ED%95%B4%ED%82%B9-%EC%88%98%EC%82%AC-%EC%98%A4%EB%9E%98-Lotte Chinese website hacked in protest of US missile defense system['China', 'South Korea']South Korea

['http://www.pressgazette.co.uk/russian-hackers-try-to-connect-to-suns-computer-network-in-cyber-security-threat/', 'https://www.buzzfeed.com/markdistefano/the-sun-is-being-targeted-by-russian-hackers']Russian hackers try to connect to Sun computer network in cyber security threat – Press Gazette['United Kingdom']United Kingdom

['https://www.financialexpress.com/aadhar-card/aadhaar-data-breach-delhi-hc-seeks-centres-response/1287558/', 'https://timesofindia.indiatimes.com/india/gujarat-aadhaar-centre-employees-quizzed-in-data-breach-case/articleshow/65432179.cms', 'https://www.outlookindia.com/website/story/aadhaar-centre-employees-quizzed-in-data-breach-case/315134', 'http://www.mangalorean.com/aadhaar-data-breach-hc-seeks-centres-response/', 'http://www.theshillongtimes.com/2018/08/21/aadhaar-data-breach-hc-seeks-centres-response/', 'http://www.ianslive.in/index.php?param=news/Aadhaar_data_breach_HC_seeks_Centres_response-597643/TopStory/', 'https://www.tribuneindia.com/news/nation/aadhaar-centre-employees-quizzed-in-data-breach-case/637891.html', 'http://www.canindia.com/aadhaar-data-breach-hc-seeks-centres-response/', 'http://www.newindianexpress.com/nation/2018/aug/16/aadhaar-centre-employees-in-gujarat-quizzed-by-delhi-police-in-data-breach-case-1858660.html', 'https://www.heraldgoa.in/India/Aadhaar-centre-employees-quizzed-inAadhaar data breach : Delhi HC seeks Centre response - The Financial Express['India'] India

['http://english.alarabiya.net/en/News/2018/09/24/-Hundreds-of-targets-in-Qatar-linked-hack-say-lawyers-for-US-lobbyist-Broidy.html', 'https://www.thenational.ae/world/gcc/targets-of-qatar-hack-threaten-new-wave-of-legal-action-1.775303', 'https://www.thenational.ae/world/hundreds-may-have-been-targets-of-qatar-linked-hackers-say-lawyers-of-us-lobbyist-elliott-broidy-1.773174', 'https://www.msn.com/en-us/news/local/qatar-declares-war-on-hackers-but-it-leads-the-pack-in-state-sponsored-hacking/ar-BBNXAlW']  Hundreds of target in Qatar - linked hack , say lawyers for US lobbyist Broidy['Qatar', 'United States']Qatar



['https://www.firstpost.com/tech/news-analysis/bigbasket-data-breach-exposes-data-of-2-crore-users-in-dark-web-cybersecurity-firm-cyble-reveals-8998991.html', 'https://www.thehindu.com/business/Industry/bigbasket-faces-potential-data-breach-details-of-2-crore-users-put-on-sale-on-dark-web/article33056301.ece', 'https://www.outlookindia.com/website/story/india-news-bigbasket-faces-potential-data-breach-details-of-2-crore-users-feared-to-be-on-dark-web/363873', 'https://www.livemint.com/companies/news/bigbasket-faces-data-breach-details-of-2-crore-users-put-on-sale-on-dark-web-11604794339735.html', 'https://www.rediff.com/business/report/details-of-2-cr-bigbasket-users-on-sale-on-dark-web/20201108.htm', 'https://scroll.in/latest/978022/data-breach-details-of-2-crore-users-of-bigbasket-leaked-company-files-complaint-in-bengaluru', 'https://www.sentinelassam.com/national-news/bigbasket-data-breach-details-of-2-cr-users-exposed-510598', 'https://www.indiatoday.in/technology/features/story/bigbasket-confirms-data-bBigBasket data breach exposes data of 2 crore users in dark web , cybersecurity firm Cyble reveals - Technology News , Firstpost['India'] India

['https://www.upi.com/Top_News/World-News/2020/12/03/North-Korea-hackers-created-spoof-Hyundai-sites-report-says/4851607010644/', 'https://www.donga.com/news/Politics/article/all/20201203/104279009/1', 'https://news.joins.com/article/23936939']North Korea hackers created spoof Hyundai sites , report says['South Korea']South Korea

['http://www.palpalindia.com/2019/07/09/New-delhi-mobile-hackers-digital-account-payment-app-users-40-million-news-in-hindi-282829.html', 'https://hindi.oneindia.com/news/business/beware-mobile-payment-app-shut-down-after-hackers-nab-rs-342-crore-from-customers-bank-account-514769.html']Hackers extorted Rs 4 crore from users from payment app['India'] India

['http://www.sueddeutsche.de/news/wissen/technik-apple-id-phishing-ueber-falsche-itunes-bestaetigungen-dpa.urn-newsml-dpa-com-20090101-180207-99-976620', 'https://www.mymotherlode.com/news/local/350163/apple-phishing-scam-hitting-the-mother-lode.html', 'https://www.heise.de/mac-and-i/meldung/LKA-warnt-Apple-ID-Phishing-mit-vermeintlicher-Abo-Rechnung-3962318.html', 'https://www.rheinpfalz.de/ratgeber/computer-technik/artikel/apple-id-phishing-ueber-falsche-itunes-bestaetigungen/', 'https://www.morgenpost.de/web-wissen/web-technik/article213410783/Apple-ID-Phishing-ueber-falsche-iTunes-Bestaetigungen.html', 'http://www.giga.de/unternehmen/apple/news/phishing-von-apple-ids-vor-dieser-betrugsmasche-warnt-das-lka/', 'https://www.abendblatt.de/region/article213410783/Apple-ID-Phishing-ueber-falsche-iTunes-Bestaetigungen.html', 'http://www.volksstimme.de/digitales/apple-id-phishing-ueber-falsche-itunes-bestaetigungen/1518440470000', 'http://www.general-anzeiger-bonn.de/news/digitale-welt/Apple-ID-Phishing-%C3%BCberApple - ID - Phishing via Fake iTunes - Confirmations - Knowledge - News['United States']United States

['https://www2.staffingindustry.com/Editorial/Daily-News/Rhode-Island-based-staffing-firm-paying-230-000-in-wake-of-data-breach-62403', 'https://www.wbjournal.com/article/ri-staffing-firm-with-natick-branch-to-pay-230k-over-data-breach']Rhode Island - based staffing firm paying $230 , 000 in wake of data breach['United States']United States

['https://www.nbcsandiego.com/news/local/data-breach-at-uc-san-diego-health-some-employee-email-accounts-impacted/2670302/', 'https://www.healthcareitnews.com/news/uc-san-diego-health-phishing-attack-exposes-ssns-financial-info', 'https://www.delmartimes.net/news/story/2021-07-28/uc-san-diego-health-announces-data-breach', 'https://www.nbcconnecticut.com/news/local/your-information-may-have-been-compromised-in-yale-new-haven-healths-data-breach/2536460/', 'https://www.fox61.com/article/news/local/names-addresses-emails-social-security-numbers-part-elektra-data-breach-yale-new-haven/520-c4715c86-5480-4e6f-b253-74c7c7fface5', 'https://www.cbs8.com/article/news/local/sd-health-addresses-security-data-breach/509-ff9a4b7d-5c93-48bd-ba17-9ed2fb3fdeb0', 'https://www.tmcnet.com/usubmit/2021/07/27/9418107.htm', 'https://www.businesswire.com/news/home/20210728005747/en/Federman-Sherwood-Announces-an-Investigation-of-the-UC-San-Diego-Health-Data-Breach', 'https://www.kusi.com/uc-san-diego-health-announces-data-breach-ofData Breach at UC San Diego Health : What We Know – NBC 7 San Diego['United States']United States

['https://www.govtech.com/education/k-12/illinois-schools-sound-alarm-after-cyber-attack-on-messaging-app', 'https://lancasteronline.com/news/local/school-software-app-turns-messaging-back-on-after-hack-that-impacted-6-lancaster-county-districts/article_c1025b2e-3534-11ed-9db5-736d2469501c.html']Illinois Schools Sound Alarm After Cyber Attack on Messaging App['United States']United States

['https://www.glamsham.com/world/technology/ethiopia-records-5856-cyber-attacks-in-nine-months', 'https://www.bignewsnetwork.com/news/272543133/ethiopia-says-records-5856-cyber-attacks-in-nine-months']Ethiopia Records 5 , 856 Cyber Attacks In Nine Months['Ethiopia'] Ethiopia

['https://www.gaystarnews.com/article/shock-despair-and-helplessness-in-singapore-after-hiv-data-breach/', 'https://www.gaystarnews.com/article/amid-data-breach-singapore-politician-speaks-out-for-people-living-with-hiv/']  Shock , despair , and helplessnes in Singapore after HIV data breach['Singapore']Singapore

['https://www.law360.com/articles/903573', 'http://www.cio-today.com/article/index.php?story_id=11300AFTS69H', 'http://keyetv.com/news/nation-world/neiman-marcus-agrees-to-pay-16-million-in-2013-data-breach-lawsuit', 'http://www.dallasnews.com/business/retail/2017/03/20/neiman-marcus-pay-16-million-shopper-data-breach-lawsuit', 'http://wwd.com/business-news/legal/neimans-agrees-to-pay-1-million-to-end-data-breach-lawsuit-10847824/']Neiman Marcus To Pay $1 . 6M In Shopper Data Breach Suit['United States']United States

['https://betanews.com/2017/10/10/formbook-malware-spreading/', 'http://www.ibtimes.com/formbook-malware-attack-targets-defense-contractors-us-south-korea-2599139', 'https://threatpost.com/formbook-malware-targets-us-defense-contractors-aerospace-and-manufacturing-sectors/128334/', 'http://www.ibtimes.co.uk/what-formbook-new-malware-hits-defense-aerospace-manufacturing-firms-us-south-korea-1642533', 'https://www.itproportal.com/news/new-formbook-malware-sweeps-us-korea/']FormBook malware attacks target US and South Korea['United States', 'South Korea']United States and South Korea

['http://www.newsworks.org/index.php/local/delaware/100475-data-breach-impacts-19000-delaware-insurance-customers', 'http://www.insurancejournal.com/news/east/2017/01/13/438821.htm', 'http://www.nbcphiladelphia.com/news/local/Health-Insurance-Data-Breach-Affects-Thousands-in-Delaware-410699255.html', 'http://www.trinidadtimes.com/index.php/sid/250909993', 'http://delawarepublic.org/post/data-breach-affects-19000-first-state-insurance-customers', 'http://www.milfordbeacon.com/news/20170113/department-of-insurance-reveals-highmark-hacking', 'http://philadelphia.cbslocal.com/2017/01/13/about-19k-del-residents-affected-by-insurance-data-breach/', 'http://www.wdel.com/news/thousands-of-delawareans-personal-medical-records-could-be-compromised-in/article_6035a276-d9bc-11e6-b017-df53b09d4275.html', 'http://www.bradenton.com/news/business/technology/article126364079.html', 'http://www.heraldcourier.com/news/health-insurance-data-breach-affects-thousands-in-delaware/article_bc9f5040-9747-5c67-8709-218b4b636baa.html', Data breach impacts 19 , 000 Delaware insurance customers — NewsWorks['United States']United States

['http://www.4-traders.com/news/Report-Finds-Top-Chinese-Brands-Fail-to-Protect-Worldwide-Consumers-From-Phishing-Attacks--26467797/', 'https://www.pr-inside.com/report-finds-top-chinese-brands-fail-r4690961.htm']Report Finds Top Chinese Brands Fail to Protect Worldwide Consumers From Phishing Attacks['China'] China

['https://www.kcci.com/article/dhs-data-breach-in-dallas-county-affects-more-than-4000-peoples-information/30657725', 'https://600wmtradio.iheart.com/content/2020-01-24-nearly-5000-people-exposed-in-dallas-county-data-breach/', 'https://kfab.iheart.com/content/2020-01-24-nearly-5000-people-exposed-in-dallas-county-data-breach/', 'https://www.desmoinesregister.com/story/news/2020/01/24/iowa-dhs-data-breach-dallas-county-residents-personal-information-department-of-human-services/4568004002/']DHS : Data breach in Dallas County affects more than 4 , 000 people['United States']United States

['https://www.hindustantimes.com/tech/india-is-likely-to-get-more-affected-by-hacking-in-apac-region/story-rQZYo87kO8hCUvovdeMdXN.html', 'https://www.oneindia.com/india/india-faced-three-times-the-cyber-attack-than-the-global-average-3022518.html', 'https://www.sify.com/finance/india-faces-high-impact-of-hacking-in-apac-region-report-news-international-ubvmGshhciefg.html']India faced three times the cyber attack than the global average['India'] India

['https://www.infosecurity-magazine.com:443/news/aircraftmaker-bombardier-breached/', 'https://www.securityweek.com/hackers-leak-data-stolen-jet-maker-bombardier', 'https://www.itpro.co.uk/security/cyber-attacks/358692/hackers-publish-bombardier-data-in-wide-reaching-fta-cyber-attack', 'https://www.dailymail.co.uk/news/article-9293153/Bombardier-latest-company-hacked-group-using-ransomware-called-Clop.html', 'https://www.bleepingcomputer.com/news/security/ransomware-gang-extorts-jet-maker-bombardier-after-accellion-breach/', 'https://www.zdnet.com/article/airplane-maker-bombardier-data-posted-on-ransomware-leak-site-following-fta-hack/', 'https://www.silicon.de/41682900/flugzeughersteller-bombardier-meldet-hackerangriff']Aircraft - Maker Bombardier Breached by Accellion FTA Hackers['Canada'] Canada

['https://dnes.dir.bg/krimi/haker-s-imeto-emil-kyulev-iztochi-hilyadi-egn-ta-s-nomerata-na-bankovi-smetki', 'https://novini.bg/bylgariya/kriminalno/631326', 'https://btvnovinite.bg/bulgaria/kiberataka-lichnite-danni-na-klienti-na-firma-za-krediti-v-balgarija-sa-haknati.html', 'https://news.bg/crime/haker-s-imeto-emil-kyulev-e-iztochil-danni-na-klienti-na-firma-za-razplashtatelni-uslugi.html', 'https://blitz.bg/kriminalni/khaker-vilnee-pod-imeto-emil-kyulev-iztochva-danni-na_news783613.html', 'https://www.actualno.com/crime/gdbop-proverjava-hakera-emil-kulev-iztochil-dannite-na-2000-dlyjnici-na-kreditna-firma-news_1524208.html', 'https://www.actualno.com/bulgaria/haker-iznese-danni-na-klienti-na-firma-za-krediti-news_1524150.html']A hacker by the name of Emil Külev leaked thousands of EGNs with bank account numbers['Bulgaria'] Bulgaria

['https://kopalniawiedzy.pl/hakerzy-VPN-szpiegowanie-kamery,32841,1', 'https://runews24.ru/technology/29/10/2020/56f1be8b716b553c01f5436a205d84bc', 'https://3dnews.ru/1024203']Hackers have access to over 50,000 home cameras['Russia'] Russia

['http://navbharattimes.indiatimes.com/business/business-news/hitachi-hackers-cashed-in-on-security-gaps-in-indias-worst-ever-cybersecurity-breach/articleshow/57306976.cms', 'http://telecom.economictimes.indiatimes.com/news/hitachi-hackers-cashed-in-on-security-gaps-in-indias-worst-ever-cybersecurity-breach/57307686', 'http://economictimes.indiatimes.com/industry/banking/finance/banking/hitachi-hackers-cashed-in-on-security-gaps-in-indias-worst-ever-cybersecurity-breach/articleshow/57300779.cms', 'http://www.newsnow.in/news/hitachi-hackers-cashed-in-on-security-gaps-in-india-s-worst-ever-cybersecurity-breach']Cyber breach : hitachi hackers cashed in on security gaps in india worst ever cybersecurity breach['India'] India

['http://www.itp.net/618138-middleeast-focused-hacking-group-expands-attack-footprint', 'http://www.itp.net/618138-middle-east-focused-hacking-group-expands-attack-footprint']MiddleEast - focused hacking group expands attack footprint['United Arab Emirates']United Arab Emirates

['https://www.diariodemorelos.com/noticias/denuncian-hacker-que-rob-datos-de-microsfot-en-62-paises', 'https://www.diariodemorelos.com/noticias/denuncian-hacker-que-rob-datos-de-microsfot-en-62-pa-ses']They denounce a Hacker who steals Microsoft data in 62 countries['Mexico'] Mexico

['http://hitech.vesti.ru/news/view/id/10880', 'http://today.kz/news/internet/2017-02-02/735289-hakeryi-zapisali-brazilskih-abiturientov-na-kurs-proizvodstva-vodki/', 'https://lenta.ru/news/2017/02/01/brazil_hackers_rom/', 'http://ren.tv/novosti/2017-02-01/hakery-vzlomali-sayt-minobrazovaniya-brazilii-i-zapisali-luchshih-abiturientov']Brazilian hackers disrupted the plans of graduates['Brazil'] Brazil

['http://lasillarota.com/eu-gasta-22-mdd-en-hackeo-de-moviles-y-laptops', 'http://www.elexpres.com/2015/nota.php?story_id=134641', 'https://www.forbes.com.mx/eu-gasta-2-2-mdd-hackeo-moviles-desde-veto-migratorio/']EU spends 2. 2 million dollars in hacking of mobile phones and laptops['European Union']European Union

['https://guardian.ng/news/nigerians-alerted-to-new-phishing-attacks-whatsapp-compromise/', 'https://www.thecable.ng/be-wary-of-unsolicited-calls-messages-nitda-warns-nigerians-over-alleged-whatsapp-data-breach', 'https://www.vanguardngr.com/2022/12/cyber-alert-ncc-csirt-warns-nigerians-on-latest-phishing-attack/', 'https://dailypost.ng/2022/12/03/ncc-warns-of-phishing-attack-exploit/', 'https://www.nigerianeye.com/2022/12/be-wary-of-unsolicited-calls-messages.html', 'https://www.nationalaccordnewspaper.com/ncc-csirt-warns-of-phishing-attack-exploit/']Nigerians alerted to new phishing attacks , WhatsApp compromise['Nigeria'] Nigeria

['https://www.theregister.co.uk/2017/06/08/busted_russian_casino_hackers_had_an_appetite_for_drugs_and_chocolate/', 'https://www.casino.org/news/fbi-nabs-russian-mob-hacked-casino-slots-stole-five-tons-chocolate']Busted Russian casino hackers had an appetite for drugs and chocolate • The Register['Russia'] Russia

['http://www.deccanchronicle.com/nation/current-affairs/300717/malware-attacks-bsnl-broadband-services-nationwide.html', 'https://www.themobileindian.com/news/after-bsnl-malware-attack-hits-10000-mtnl-broadband-modems-18639', 'http://www.jansatta.com/business/bsnl-asks-broadband-users-to-change-passwords-after-malware-attack/388417/', 'http://www.bgr.in/news/mtnl-broadband-services-disrupted-after-malware-attack-10000-users-affected/', 'https://www.nyoooz.com/news/bengaluru/880409/malware-affects-60000-bsnl-broadband-modems-in-karnataka/', 'https://www.themobileindian.com/news/new-malware-hits-2000-bsnl-broadband-modems-heres-what-you-need-to-know-18591', 'http://gadgets.ndtv.com/telecom/news/bsnl-malware-attack-broadband-user-password-reset-1730213', 'http://www.haribhoomi.com/automobiles_and_gadget/malware-attack-on-mtnl-broadband-service', 'http://www.sakshi.com/news/technology/bsnl-asks-net-users-to-change-password-after-malware-attack-495563', 'http://gadgets.ndtv.com/telecom/news/bsnl-says-contained-malMalware attacks BSNL broadband services nationwide for 3 days['India'] India

['https://www.hastingsobserver.co.uk/news/politics/council-sorry-for-data-breach-1-8518565', 'https://www.falkirkherald.co.uk/news/crime/apology-after-data-breach-by-falkirk-council-1-4751196']Council  sorry  for data breach ['United Kingdom']United Kingdom

['https://www.daytondailynews.com/news/local/ohio-cities-face-increasing-ransomware-cyber-attacks/nqYsF8djH8TtIpPx1nH5MJ/', 'http://www.securityinfowatch.com/news/12415411/ohio-cities-face-increasing-ransomware-cyber-attacks']Ohio cities face increasing ransomware , cyber attacks['United States']United States

['https://kplr11.com/2018/11/13/missouri-among-the-worst-american-cities-for-malware-attacks/', 'https://fox2now.com/2018/11/13/missouri-among-the-worst-american-cities-for-malware-attacks/']Missouri among the worst American cities for malware attacks['United States']United States

['https://www.theepochtimes.com/man-tied-to-former-rep-katie-hills-campaign-arrested-for-hacking-her-opponents-website_3247756.html', 'https://article.wn.com/view/2020/02/21/FBI_Arrests_Hacker_Linked_to_Katie_Hill_Campaign/', 'https://www.stripes.com/news/us/man-tied-to-former-rep-katie-hill-s-campaign-arrested-for-hacking-website-of-opponent-in-2018-1.619808', 'https://theintercept.com/2020/02/21/fbi-arrests-hacker-linked-to-katie-hill-campaign/', 'https://news.yahoo.com/fbi-arrests-man-linked-katie-230325523.html', 'https://www.oann.com/fmr-dem-rep-katie-hill-campaign-staffer-arrested-on-charges-of-hacking-opponents-websites-in-2018-primary/', 'https://www.washingtonexaminer.com/news/fbi-arrests-hacker-tied-to-katie-hill-campaign-after-primary-opponents-were-hacked']Man Tied to Former Rep . Katie Hill Campaign Arrested for Hacking Her Opponent Website['United States']United States

['http://internetua.com/hakerskaya-gruppa-opublikovala-kadry-i-faily-iz-iranskih-tuarem', 'http://www.isra.com/news/264272']Hacker group published footage and files from Iranian prisons['Iran'] Iran

['https://kazanfirst.ru/news/599336', 'https://www.vesti.ru/hitech/article/3057092', 'https://www.ferra.ru/news/computers/v-centrobanke-napomnili-chto-khakery-vsyo-vremya-atakuyut-rossiiskie-banki-23-11-2022.htm', 'https://ria.ru/20221123/ataki-1833620430.html', 'https://riafan.ru/23768455-v_banke_rossii_otsenili_ob_em_hakerskih_atak_na_scheta_vkladchikov']The Central Bank noted the high intensity of hacker attacks on Russian banks 24 . eleven . 2022['Russia'] Russia

['https://www.dnes.bg/technology/2021/12/07/151-uvelichenie-na-atakite-sys-zlonameren-softuer-prez-2021-g.513197', 'https://www.finanznachrichten.de/nachrichten-2021-12/54633457-picus-security-red-report-2021-malware-variants-are-more-sophisticated-more-evasive-and-more-likely-to-encrypt-data-008.htm']151% increase in malware attacks in 2021 - Latest News from DNES. BG['Bulgaria'] Bulgaria

['https://planoinformativo.com/824699/cuatro-diputados-y-personal-del-congreso-sufrieron-hackeos-', 'https://planoinformativo.com/824661/diputados-y-personal-del-congreso-victimas-de-hackeos-', 'https://planoinformativo.com/824768/hackeos-en-el-congreso-local']Four deputies and congressional staff suffered hacking['Mexico'] Mexico

['https://regional.kompas.com/read/2020/06/05/14442871/webinar-yang-dihadiri-wapres-diduga-diretas-uin-malang-minta-penjelasan-zoom', 'https://regional.kompas.com/read/2020/06/05/16303231/dugaan-peretasan-webinar-uin-malang-tampilan-wapres-maruf-amin-dipenuhi']Webinar Attended by Vice President Allegedly Hacked, UIN Malang Requests Zoom Explanation['Indonesia']Indonesia

['https://glavnoe.ua/news/n357035843-komitet-senata-ssha-vzlom-pochty-hillari-klinton-zakazal-putin', 'https://www.newsru.com/world/18aug2020/putinuselect.html', 'https://www.razon.com.mx/mundo/putin-ordeno-hackear-y-filtrar-informacion-para-danar-campana-de-hillary-clinton-eu-401911', 'https://www.cnet.com/news/senate-committee-finds-trump-campaign-welcomed-russian-hacking-help/', 'https://fr.sputniknews.com/international/202008181044277043-des-senateurs-americains-accusent-poutine-davoir-fait-pirater-un-serveur-democrate/', 'https://www.9tv.co.il/item/17211', 'http://www.tvc.ru/news/show/id/190413', 'https://vz.ru/news/2020/8/18/1055732.html', 'https://www.kv.com.ua/politics/511315', 'https://focus.ua/world/461395-v_senate_ssha_zaiavili_ob_ukazanii_putina_vzlomat_servery_demokratov__rassledovanie', 'https://www.elheraldodesaltillo.mx/2020/08/18/putin-ordeno-hackeo-y-publicacion-de-correos-para-danar-la-campana-de-hillary/', 'https://www.dn.no/marked/vladimir-putin/det-demokratiske-partiet/hillary-clinton/seUS Senate Committee: Hacking Hillary Clinton's mail was ordered by Putin['United States']United States

['http://www.zocalo.com.mx/new_site/articulo/scjn-informa-que-sufrio-una-serie-de-ataques-ciberneticos/', 'https://www.sinembargo.mx/10-06-2020/3802065']SCJN reports that it suffered a series of cyber attacks['Mexico'] Mexico

['http://inforos.ru/?module=news&action=view&id=115313', 'https://www.securitylab.ru/news/512595.php']Hackers expose UK campaign to change power in Syria['UK', 'Syria']Syria

['http://talks.su/news/v-niderlandah-posle-vzloma-zashifrovannogo-messendzhera-20200708/', 'https://bb.lv/statja/chp-i-kriminal/2020/07/08/v-niderlandah-posle-vzloma-telefonov-narkotorgovcev-nashli-kamery-pytok', 'https://news.tut.by/world/691877.html', 'https://korrespondent.net/world/4249671-vzlom-prestupnoho-chata-v-nyderlandakh-nashly-pytochnye-v-morskykh-konteinerakh', 'https://ua.korrespondent.net/world/4249671-zlom-zlochynnoho-chatu-v-niderlandakh-znaishly-torturni-v-morskykh-konteinerakh', 'https://news.pn/ru/criminal/238192', 'https://www.newsru.com/world/08jul2020/contain_torture.html']In the Netherlands, after hacking an encrypted messenger, they found containers equipped with torture chambers['Netherlands']Netherlands

['https://www.tripwire.com/state-of-security/security-data-protection/georgia-tech-data-breach/', 'https://www.scmagazine.com/home/security-news/data-breach/georgia-tech-stung-with-1-3-million-person-data-breach/', 'https://iapp.org/news/a/georgia-tech-data-breach-involves-1-3m-people/', 'https://patch.com/georgia/midtown/more-1-million-people-exposed-georgia-tech-data-breach', 'https://www.ajc.com/news/local-education/georgia-tech-data-breach-began-december-officials-say/BE1fU1AQPMLvapigZbjRXJ/', 'http://www.digitaljournal.com/tech-and-science/technology/georgia-tech-s-data-breach-exposes-1-3-million-records/article/546769', 'https://www.11alive.com/article/news/education/georgia-tech-data-breach-exposes-information-of-13m-people-school-says/85-aa810516-3c5c-4b12-8681-4aea64d8bdbd', 'https://www.cbs46.com/news/data-breach-at-georgia-tech-affects-nearly-million/article_b2cf971c-5557-11e9-86a2-a3ee4d4e2892.html', 'https://www.zdnet.com/article/georgia-tech-reveals-data-breach-1-3-million-records-exposed/']Georgia Tech Data Breach Potentially Exposed 1 . 3M User Personal Data['United States']United States

['https://www.msn.com/en-in/news/newsindia/48-government-websites-hacked-until-october-2019/ar-BBXL1B0', 'https://www.entrepreneur.com/article/343580', 'https://www.businesstoday.in/top-story/48-government-websites-hacked-until-october-2019/story/391524.html', 'https://www.amarujala.com/technology/tech-diary/over-21467-indian-websites-hacked-in-2019-till-october-says-sanjay-dhotre-in-parliament']48 government websites hacked until October 2019['United States']United States

['https://www.globalsecurity.org/intell/library/news/2019/intell-191220-presstv01.htm', 'https://www.middleeastmonitor.com/20191220-pakistan-officials-phones-hacked-by-israel-spyware/', 'https://www.pakistantelegraph.com/news/263465773/whatsapp-told-to-share-details-of-targeted-users-of-israeli-hacking', 'https://www.aljazeera.net/news/politics/2019/12/21/%D8%A8%D8%A7%D9%83%D8%B3%D8%AA%D8%A7%D9%86-%D8%AA%D8%AC%D8%B3%D8%B3-%D8%A5%D8%B3%D8%B1%D8%A7%D8%A6%D9%8A%D9%84-%D8%A8%D8%B1%D9%86%D8%A7%D9%85%D8%AC-%D9%87%D8%A7%D8%AA%D9%81-%D9%85%D8%B3%D8%A4%D9%88%D9%84', 'https://www.samaa.tv/technology/2019/12/pakistan-contacts-whatsapp-over-reports-of-cellphone-hack/', 'http://dailypakistan.pk/%D9%88%D8%A7%D9%B9%D8%B3-%D8%A7%DB%8C%D9%BE-%D8%B3%DB%92-%D8%A7%D8%B3%D8%B1%D8%A7%D8%A6%DB%8C%D9%84%DB%8C-%DB%81%DB%8C%DA%A9%D9%86%DA%AF-%DA%A9%D8%A7-%D9%86%D8%B4%D8%A7%D9%86%DB%81-%D8%A8%D9%86%D9%86/', 'https://www.theguardian.com/world/2019/dec/19/israeli-spyware-allegedly-used-to-target-pakistani-officials-phones', 'https://dailPhones of Pakistani officials hacked by Israeli spyware : Guardian['Pakistan']Pakistan

['https://luxtimes.lu/european-union/35175-hackers-behind-clinton-leak-now-spying-on-europeans-study-says', 'https://www.itprotoday.com/network-security/hackers-behind-clinton-leak-now-spying-europeans-study-says']Luxembourg Times - European Union - Hackers behind Clinton leak now spying on Europeans , study says['Luxembourg', 'European Union']European Union

['https://www.thedailystar.net/business/banking/bangladesh-bank-cyber-hacking-billion-dollar-hit-job-1863310', 'https://www.thedailystar.net/frontpage/bangladesh-bank-hacking-no-solution-biggest-cyber-heist-in-history-1863118']Bangladesh Bank cyber hacking : The billion - dollar hit job['Bangladesh']Bangladesh

['http://www.scmp.com/news/asia/southeast-asia/article/2151426/singapore-was-top-cyber-attack-target-during-trump-kim', 'http://sglinks.com/pages/115434006-details-emerge-of-russian-cyber-attacks-on-singapore-summit', 'http://aitmag.ahram.org.eg/News/95667.aspx', 'https://www.computerweekly.com/news/252443299/Singapore-faced-cyber-attacks-during-Trump-Kim-summit']Singapore was the top cyber attack target during Trump - Kim talks , says report['Singapore']Singapore

['http://www.maravipost.com/security-breach-at-zimbabwe-electoral-commission-database-hacked/', 'http://www.thezimbabwemail.com/main/security-breach-at-zec-database-hacked-report/', 'https://www.thezimbabwedaily.com/news/243797-security-breach-at-zec-database-hacked.html', 'https://www.thezimbabwedaily.com/news/243888-security-breach-at-zec-database-hacked-report.html', 'https://www.newsday.co.zw/2018/07/security-breach-at-zec-database-hacked/', 'https://bulawayo24.com/index-id-news-sc-national-byo-140841.html', 'http://www.thezimbabwenewslive.com/business-48793-zimbabwe-electoral-commission-database-hacked-by-uk-based-host.html']Security breach at Zimbabwe Electoral Commission ; Database hacked['Zimbabwe']Zimbabwe

['https://www.cbronline.com/cybersecurity/breaches/conduent-ransomware-maze/', 'https://www.infosecurity-magazine.com:443/news/it-services-firm-conduent-felled/']IT Services Giant Conduent Suffers Ransomware Attack , Data Breach['United States']United States

['https://betanews.com/2020/06/03/companies-cloud-data-breach/', 'https://www.itproportal.com/news/nearly-four-in-five-businesses-suffered-a-cloud-data-breach-in-past-year-and-a-half/', 'https://www.businesswire.com/news/home/20200603005175/en/Ermetic-Reports-80-Companies-Experienced-Cloud-Data/']Almost 80 percent of companies have had a cloud data breach in the past 18 months['United States']United States

['https://www.mid-day.com/articles/hackers-lure-indians-with-microsoft-letter-promising-rs-3-3-crore/23146301', 'https://www.prokerala.com/news/articles/a1112312.html', 'https://www.indiawest.com/news/global_indian/hackers-lure-indians-with-microsoft-letter-promising-450k/article_aa5389f2-409e-11eb-be07-df7dc530e2b2.html']Hackers lure Indians with Microsoft letter promising Rs 3 . 3 crore['India'] India

['https://www.securitylab.ru/news/533849.php', 'http://internetua.com/sait-kolesa-oglyadu-sonce-moskvi-zlomali-hakeri-povya-zani-z-fsb']The site of Europe's highest Ferris wheel The Sun of Moscow has been hacked['Russia'] Russia

['https://www.theeastafrican.co.ke/tea/business/hackers-skim-4m-off-banks-in-uganda-3593390', 'https://observer.ug/news/headlines/71555-11bn-lost-as-hackers-wreak-havoc-across-ugandan-banks']Hackers skim $4m off banks in Uganda ['Uganda'] Uganda

['https://internetua.com/hakery-massovo-atakovali-polzovatelei-windows-7', 'http://techno.bigmir.net/technology/1613592-Hakery-nachali-atakovat--komp-jutery-s-Windows-7']Hackers massively attacked users of the Windows 7 operating system['Ukraine'] Ukraine

['https://www.wnp.pl/tech/zhakowany-system-sadu-w-los-angeles-posluzyl-do-phishingu,355805.html', 'https://www.techradar.com/news/us-court-system-hacked-to-send-phishing-emails']Hacked Los Angeles court system used for phishing['United States']United States

['http://www.expansion.com/agencia/europa_press/2018/03/19/20180319155912.html', 'https://www.diariolasamericas.com/tecnologia/un-malware-trata-robar-formulas-medicamentos-varias-companias-farmaceuticas-n4146215', 'http://www.periodistadigital.com/tecnologia/internet/2018/03/20/sabias-que-un-conocido-malware-trata-de-robar-formulas-de-medicamentos-de-varias-companias-farmaceuticas-vietnamitas.shtml']A well-known malware tries to steal drug formulas from various Vietnamese pharmaceutical companies['Vietnam'] Vietnam

['https://japan.zdnet.com/article/35111144/', 'https://www3.nhk.or.jp/nhkworld/nhknewsline/backstories/malwarespreadsinjapan/', 'https://japan.zdnet.com/article/35110980/', 'https://threatpost.com/newly-published-exploit-code-used-to-spread-marai-variant/128998/', 'https://www.scmagazineuk.com/new-mirai-variant-back-on-radar-after-new-exploit-code-published/article/709500/']Cyberattacks targeting South Korea and the game industry -- Japan also for malware distribution['South Korea', 'Japan']South Korea, Japan



['https://www.b.dk/nationalt/medie-tyrkiske-hackere-haevder-at-de-lagde-statsministeriets-hjemmeside-ned', 'http://sn.dk/Danmark/Hackere-har-lagt-statsministeriets-hjemmeside-ned/artikel/687177']Hackers have taken down the Prime Minister's website['Denmark']Denmark

['https://www.in.gr/2022/08/05/english-edition/pm-sacks-chief-staff-eyp-spy-chief-hacking-pasok-leaders-phone/', 'https://www.tovima.gr/2022/08/05/international/pm-sacks-chief-of-staff-eyp-spy-chief-resigns-after-hacking-of-pasok-leaders-phone/']PM sacks Chief of Staff , EYP spy chief resigns after hacking of PASOK leader phone['Greece'] Greece
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['https://tvzvezda.ru/news/vstrane_i_mire/content/201901290158-belu.htm', 'https://life.ru/t/%D0%BD%D0%BE%D0%B2%D0%BE%D1%81%D1%82%D0%B8/1189251/dvukh_ukraintsiev_obviniaiut_vo_vzlomie_bazy_dannykh_komissii_po_tsiennym_bumagham_ssha']In the United States, two citizens of Ukraine were accused of hacking a database of the Securities Commission['United States']United States

['https://www.computing.co.uk/news/4048741/uk-army-recruitment-portal-closed-breach', 'https://www.theguardian.com/uk-news/2022/apr/26/uks-army-recruitment-system-closed-since-march-after-data-breach']UK army recruitment portal still closed one month after data breach['United Kingdom']United Kingdom

['https://gulfnews.com/world/asia/philippines/5-arrested-over-hacking-of-700-bank-accounts-in-the-philippines-1.1642788386447', 'https://mb.com.ph/2022/01/28/criminal-cases-vs-nigerian-national-2-filipinos-in-bdo-accounts-hacking-now-filed-in-courts/', 'https://mb.com.ph/2022/01/26/prosecutors-set-to-file-in-court-criminal-cases-vs-3-more-persons-in-bdo-accounts-hacking/', 'https://mb.com.ph/2022/01/21/2-nigerians-3-filipinos-arrested-in-hacking-of-over-700-bdo-accounts-last-december/']5 arrested over hacking of 700 bank accounts in the Philippines['Philippines']Phiippines

['https://in.mashable.com/tech/7790/over-15-indian-states-have-been-infected-by-the-dtrack-malware-kaspersky-report', 'https://gadgets.ndtv.com/internet/news/dtrack-malware-detected-in-financial-institutions-in-india-kaspersky-2119559', 'https://www.prokerala.com/news/articles/a971036.html', 'http://www.newindianexpress.com/lifestyle/tech/2019/oct/18/dtrack-malware-detected-in-18-states-maharashtra-tops-kaspersky-2049605.html', 'https://www.orissapost.com/dtrack-malware-detected-in-18-indian-states-maharashtra-tops-security-firm-kaspersky/', 'https://www.business-standard.com/article/pti-stories/kaspersky-finds-samples-of-dtrack-spyware-tools-in-many-indian-states-119101800982_1.html']Over 15 Indian States Have Been Infected By The Dtrack Malware : Kaspersky Report['India'] India

['http://www.wjhg.com/content/news/477156033.html', 'https://en.tempo.co/read/news/2018/03/14/057916626/Police-Reveal-Hacker-Syndicate-Consist-of-College-Students', 'http://www.kwtx.com/content/news/477179033.html']College students hack for American security['United States']United States

['http://ictnews.vn/cntt/bao-mat/gan-7-700-su-co-tan-cong-mang-vao-cac-website-tai-viet-nam-trong-quy-i-2017-150636.ict', 'http://en.cand.com.vn/Law-Society/Almost-7-700-cyber-attacks-on-Vietnamese-websites-since-January-report-433878/']Almost 7 , 700 cyber attacks on Vietnamese websites since January : report['Vietnam'] Vietnam

['https://www.rte.ie/news/business/2018/0518/964321-independent-news-and-media-agm/', 'https://www.breakingnews.ie/ireland/latest-inm-chairman-horrified-by-alleged-data-breach-843670.html']INM chairman says company  horrified  by data breach['Ireland'] Ireland

['https://brica.de/alerts/alert/public/1227139/iran-linked-cobalt-dickens-group-targets-universities-in-new-phishing-campaign/', 'https://www.theregister.co.uk/2018/08/31/cobalt_bank_hackers_phishing_campaign/']Iran - linked COBALT DICKENS group targets universities in new phishing campaign['Iran'] Iran



['http://www.4-traders.com/BOC-HONG-KONG-HOLDINGS-1412625/news/BOC-Hong-Kong-Statement-on-phishing-email-and-fraudulent-website-26923084/', 'http://7thspace.com/headlines/542517/phishing_emails_related_to_the_hongkong_and_shanghai_banking_corporation_limited.html', 'http://7thspace.com/headlines/542470/phishing_email_related_to_industrial_and_commercial_bank_of_china_asia_limited__.html']Phishing emails related to The Hongkong and Shanghai Banking Corporation Limited['China', 'Hong Kong']Hong Kong

['https://www.zdnet.com/article/health-share-of-oregon-discloses-data-breach-theft-of-member-pii/', 'https://www.tmcnet.com/usubmit/2020/02/05/9092926.htm', 'https://kbnd.com/kbnd-news/regional-news/490998']Health Share of Oregon discloses data breach , theft of member PII['United States']United States

['https://riafan.ru/23799129-hakeri_vzlomali_arhiv_nachal_nika_genshtaba_vsu_i_obnarodovali_poteri_ukrainskoi_armii', 'https://ura.news/news/1052610654']Hackers hacked into the archive of the Chief of the General Staff of the Armed Forces of Ukraine and made public the losses of the Ukrainian army['Ukraine'] Ukraine

['https://www.bleepingcomputer.com/news/security/lockbit-claims-ransomware-attack-on-italian-tax-agency/', 'https://article.wn.com/view/2022/07/26/LockBit_ransomware_gang_claims_it_ransacked_Italy_s_tax_agen/']LockBit claims ransomware attack on Italian tax agency['Italy'] Italy

['https://www.bitdefender.com/blog/hotforsecurity/1-8-million-texans-caught-in-tdi-data-breach/', 'https://www.kxxv.com/news/data-breach-at-department-of-insurance-exposed-personal-information-of-1-8-million-texans-audit-says']1 . 8 Million Texans Caught in TDI Data Breach['United States']United States

['https://www.inquisitr.com/5373559/2016-trump-russian-troll-venezuela-malware/', 'https://www.mcclatchydc.com/latest-news/article227331194.html', 'https://www.mcclatchydc.com/news/policy/technology/cyber-security/article227331194.html', 'https://www.miamiherald.com/latest-news/article227331194.html']Some 2016 Trump - Supporting Russian Troll Accounts Were Based In Venezuela , Also Spread Malware , Report Reveals['United States']United States

['http://www.chroniclelive.co.uk/news/north-east-news/teenage-hackers-wreaked-havoc-gateshead-13446630', 'http://www.kikar.co.il/241787.html']Teenage hackers wreaked havoc on Gateshead College computer systems['United Kingdom']United Kingdom

['http://www.chinesepress.com/Domestic/146434.html', 'http://society.huanqiu.com/article/2018-07/12488208.html']Write hacking software to steal accounts and steal hundreds of millions of personal information _ Overseas Chinese Times['China'] Philippines

['https://www.lexology.com/library/detail.aspx?g=90802022-b717-4f08-ae0c-c66d4a084cc7', 'http://www.insidearm.com/news/00048632-third-circuit-risk-future-harm-data-breac/', 'https://www.jdsupra.com/legalnews/data-breach-class-actions-third-circuit-9842347/', 'https://masslawyersweekly.com/2022/10/26/consumer-protection-standing-data-breach/', 'https://www.jdsupra.com/legalnews/data-breach-class-actions-district-of-1908179/']Data breach class actions : Third Circuit sets out parameters for Article III injury - in - fact['United States']United States

['http://idrw.org/china-pakistan-lead-cyber-attacks-against-india-over-1-lakh-websites-hacked-since-2015/', 'https://www.mathrubhumi.com/technology/news/pakistan-china-lead-cyber-attacks-more-than-one-lack-indian-websites-hacked-1.4591993', 'https://zeenews.india.com/india/more-than-1-lakh-indian-websites-hacked-in-last-five-years-led-by-china-and-pakistan-2268180.html']China , Pakistan lead cyber attacks against India , over 1 lakh websites hacked since 2015 – Indian Defence Research Wing['India'] India

['http://healthitsecurity.com/news/2016-record-data-breach-year-attackers-less-healthcare-focused', 'https://www.healthcare-informatics.com/news-item/cybersecurity/ibm-security-healthcare-cyber-attacks-still-prevalent-number-records']2016 Record Data Breach Year , Attackers Less Healthcare['United States']United States

['http://www.dailyitem.com/opinion/today-s-editorial-umpc-reacts-swiftly-to-data-breach/article_96c92327-7d4c-583f-9766-69f86458a1fc.html', 'http://www.dailyitem.com/opinion/umpc-reacts-swiftly-to-data-breach/article_96c92327-7d4c-583f-9766-69f86458a1fc.html']Today Editorial : UMPC reacts swiftly to data breach['United States']United States

['https://archiv.ihned.cz/c1-65925310-volebni-weby-ochromili-hackeri', 'https://www.cnbc.com/2017/10/23/czech-election-websites-hacked-vote-unaffected-statistics-office.html', 'http://www.origo.hu/nagyvilag/20171023-cseh-valasztas-tamadas-erte-a-valasztasi-weblapokat-de-a-szavazatszamlalast-nem-erintette.html', 'https://www.bloomberg.com/news/articles/2017-10-24/russian-fancy-bear-hackers-seen-very-active-in-prague-in-2016', 'http://tn.nova.cz/clanek/scitani-hlasu-ve-volbach-narusil-hackersky-utok-pripad-resi-policie.html', 'http://parameter.sk/hackerek-tamadtak-meg-cseh-valasztasi-weblapokat', 'http://www.blesk.cz/clanek/volby-volby-2017/501536/utok-hackeru-na-ceske-volby-zahltili-volebni-web-pripad-resi-policie.html', 'https://www.vg.hu/kozelet/cseh-valasztast-sem-kimeltek-hackerek-656651/', 'https://rueconomics.ru/284089-hakery-atakovali-saity-po-vyboram-v-parlament-chehii', 'http://www.parlamentnilisty.cz/arena/monitor/Cesky-statisticky-urad-obvinil-z-vypadku-webu-o-volbach-hackery-509268', 'https://www.aCzech election websites hacked , vote unaffected : Statistics Office['Czech Republic']Czech Republic

['https://www.gizmodo.com.au/2018/09/hackers-behind-the-botnet-that-broke-the-internet-are-basically-cops-now/', 'http://www.gizmodo.co.uk/2018/09/hackers-behind-the-botnet-that-broke-the-internet-are-basically-cops-now/']Hackers Behind The Botnet That Broke The Internet Are Basically Cops Now['Australia']Australia

['https://news.israelinfo.co.il/107124', 'http://www.7kanal.co.il/news/245522']Hackers release CCTV footage of Jerusalem attack['Israel'] Isreal

['https://www.021.rs/story/Info/Nauka-i-tehnologija/321959/Hakeri-zaustavili-rad-teleskopa-Alma-u-Cileu.html', 'https://wwwhatsnew.com/2022/11/04/ataque-hacker-al-observatorio-de-atacama/']Hackers stopped the work of the Alma telescope in Chile['Chile'] Chile

['https://regional.kompas.com/read/2020/01/11/06300691/situs-skpd-se-kalsel-kerap-diretas-pernah-tembus-200000-kali-setahun', 'https://banjarmasin.tribunnews.com/2020/01/11/situs-skpd-se-kalsel-pernah-diretes-200000-kali-dalam-setahun-yanuar-rivai-malah-sebut-beruntung']SKPD sites throughout South Kalimantan are frequently hacked , once exceeding 200 . 000 Times a Year['Indonesia']Indonesia

['https://fr.allafrica.com/stories/202102150075.html', 'https://www.leconomistemaghrebin.com/2021/02/14/lansi-met-en-garde-contre-le-botnet-un-piratage-qui-prend-le-controle-dune-machine/', 'https://fr.allafrica.com/stories/202102150035.html']LANSI warns of Botnet, a hack that is taking over['Nigeria'] Nigeria

['https://www.securitylab.ru/news/510766.php', 'https://www.delfi.lt/news/daily/world/baltarusija-isarde-daugiau-per-700-tukst-euru-is-banku-pavogusiu-programisiu-grupe.d?id=84899553', 'https://interfax.by/news/obshchestvo/skandaly_i_proisshestviya/1279939/']Hackers who stole over $837,000 have been arrested. at 8 Belarusian banks['Belarus'] Belarus

['https://3dnews.ru/996666', 'https://www.finansgundem.com/haber/iki-buyuk-kurum-siber-saldiriya-ugradi/1446530', 'https://www.engadget.com/2019/10/31/hackers-breached-some-of-the-webs-most-popular-domain-registrar/', 'https://betanews.com/2019/10/31/web-com-network-solutions-register-com-security-breach/', 'https://www.forbes.com/sites/daveywinder/2019/10/31/the-worlds-first-internet-domain-name-provider-confirms-data-breach/', 'http://www.digitaljournal.com/tech-and-science/technology/world-s-first-domain-registrar-network-solutions-in-data-breach/article/560934']The data leak occurred as a result of hacking the servers of major domain name registrars['United States']United States

['https://www.delfi.lt/news/daily/lithuania/nacionalinis-kibernetinio-saugumo-centras-pradejo-tyrima-del-isilauzimo-i-naujienu-portala.d?id=76941519', 'https://www.delfi.lt/news/daily/lithuania/nacionalinis-kibernetinio-saugumo-centras-pradejo-tyrima-del-isilauzimo-i-naujienu-portala.d?id=76941519&com=1&no=0&s=2']The National Cyber Security Center has launched an investigation into the hacking of the news portal['Lithuania']Lithuania

['http://m.tech.china.com/kuai/2017/0126/13510.html', 'http://it.gmw.cn/2017-01/26/content_23592942.htm']Scammers fake New Year's Eve dinner booking website to hack accounts, 360 security guards fully intercepted _ China.com.cn['China'] China

['https://www.agassizharrisonobserver.com/news/alberta-mla-says-he-felt-obligated-to-hack-government-website-used-premiers-info/', 'https://www.winnipegfreepress.com/arts-and-life/life/health/alberta-mla-says-he-felt-obligated-to-hack-government-website-used-premiers-info-576320272.html', 'https://www.missioncityrecord.com/news/alberta-mla-says-he-felt-obligated-to-hack-government-website-used-premiers-info/', 'https://www.hopestandard.com/news/alberta-mla-says-he-felt-obligated-to-hack-government-website-used-premiers-info/']Alberta MLA says he felt obligated to hack government website , used premier info – Agassiz Harrison Observer['Canada'] Canada

['https://nationalpost.com/news/national/defence-watch/defence-construction-canada-hit-by-cyber-attack-corporations-team-trying-to-restore-full-it-capability/wcm/3b50637a-e9e9-486c-9df8-a601a7d004c4', 'https://ottawacitizen.com/news/national/defence-watch/defence-construction-canada-hit-by-cyber-attack-corporations-team-trying-to-restore-full-it-capability', 'https://ottawasun.com/news/national/defence-watch/defence-construction-canada-hit-by-cyber-attack-corporations-team-trying-to-restore-full-it-capability/wcm/d013437a-04bd-4d97-8edd-45cc70a6fe5b']Defence Construction Canada hit by cyber attack corporation team trying to restore full IT capability['Canada'] Canada

['http://dnaberita.com/2020/07/06/peretas-berhasil-peras-universitas-amerika-rp-16-miliar/', 'https://24.hu/kulfold/2020/10/04/hacker-fizetes-ellopas-svajc-egyetem/', 'https://www.universityworldnews.com/post.php?story=20201010213456542', 'https://demokrata.hu/vilag/penzt-loptak-a-hackerek-svajcban-298857/', 'http://eduline.hu/felsooktatas/20201004_hekkertamadas', 'https://www.taipeitimes.com/News/front/archives/2020/10/05/2003744614', 'https://timesofmalta.com/articles/view/hackers-steal-swiss-university-salaries.822211', 'https://www.securityweek.com/hackers-steal-swiss-university-salaries', 'https://www.bfmtv.com/tech/des-pirates-informatiques-detournent-les-salaires-d-universites-suisses_AD-202010040080.html', 'http://www.laliberte.ch/info-regionale/criminalite/l-universite-de-fribourg-victime-de-piratage-579405', 'https://kuruc.info/r/4/218846/', 'https://france3-regions.francetvinfo.fr/auvergne-rhone-alpes/pirates-informatiques-detournent-salaires-plusieurs-hautes-ecoles-suisse-1880672.html', 'https://jHackers blew the salaries of university employees['Hungary'] Hungary

['http://www.time.kz/news/society/2017/08/21/hakeri-atakovali-sajt-ekspo', 'http://www.kazpravda.kz/news/tehnologii/hakeri-atakovali-sait-ekspo-2017/']Hackers attacked EXPO website ['Kazakhstan']Kazakhstan

['https://www.jdsupra.com/legalnews/baton-rouge-general-posts-notice-of-7552063/', 'https://healthitsecurity.com/news/baton-rouge-general-confirms-healthcare-data-breach']Baton Rouge General Posts Notice of Data Breach , Raising Additional Questions for Many Patients | Console and Associates , P . C . ['United States']United States

['https://www.jdsupra.com/legalnews/washington-federal-bank-reports-data-3067258/', 'https://www.jdsupra.com/legalnews/financial-dimensions-group-inc-3919344/']Washington Federal Bank Reports Data Breach Impacting Client Financial Information | Console and Associates , P . C . ['United States']United States

['https://kfbk.iheart.com/content/2022-02-28-data-breach-exposes-confidential-details-of-260000-california-lawsuits/', 'https://tdn.com/news/local/crime-and-courts/california-bar-data-breach-shuts-down-washington-courts-online-public-records/article_704eadc0-5f4e-5ae9-a31f-ce6767f1798e.html', 'https://www.kcra.com/article/california-bar-investigates-records-published-online/39253072']Data Breach Exposes Confidential Details of 260 , 000 California Lawsuits['United States']United States

['https://geektimes.ru/post/287364/', 'http://www.v3.co.uk/v3-uk/news/3007249/over-14-000-ssl-certificates-issued-to-paypal-phishing-sites-by-lets-encrypt', 'https://www.developpez.com/actu/126791/Plus-de-14-000-certificats-SSL-contenant-le-mot-PayPal-ont-ete-delivres-par-Let-s-Encrypt-a-des-sites-de-phishing-en-l-espace-d-un-an/', 'https://www.digi.no/artikler/let-s-encrypt-har-utstedt-tusenvis-av-sertifikater-til-rene-phishingsider/378741', 'https://nakedsecurity.sophos.com/2017/03/30/lets-encrypt-issues-certs-to-paypal-phishing-sites-how-to-protect-yourself/', 'http://www.theinquirer.net/inquirer/news/3007326/lets-encrypt-has-issued-15-000-ssl-certificates-to-paypal-phishing-sites']Over 14 , 000 SSL certificates issued to PayPal phishing sites by Let Encrypt['United Kingdom']United Kingdom

['http://www.sun-sentinel.com/local/miami-dade/fl-ne-university-of-miami-data-breach-patient-information-20210326-vj2uw7bnqzfapoufshfurpzome-story.html', 'https://chicago.suntimes.com/2021/3/31/22361214/med-data-university-chicago-medical-center', 'https://www.nbcchicago.com/news/local/data-breach-impacts-900-university-of-chicago-medical-center-patients/2476256/', 'https://www.govtech.com/security/Hackers-Target-University-of-Miami-Health-System-Patients.html', 'https://www.local10.com/news/local/2021/03/26/university-of-miami-suffers-data-breach-in-connection-with-cloud-provider-accellion/']University of Miami investigating  data security incident ; reports say cyber attack could compromise information on UHealth patients['United States']United States

['https://www.tagesspiegel.de/politik/commerzbank-kunden-betroffen-betrueger-hacken-tausende-deutsche-kreditkarten/26017074.html', 'https://www.tt.com/artikel/30742511/betrueger-hacken-tausende-deutsche-kreditkarten', 'http://www.msn.com/de-de/finanzen/top-stories/commerzbank-kunden-betroffen-betr%C3%BCger-hacken-tausende-deutsche-kreditkarten/ar-BB16TP5u', 'https://www.mdr.de/nachrichten/wirtschaft/geld/kreditkarten-hacker-100.html', 'https://www.dw.com/bn/%E0%A6%9C%E0%A6%BE%E0%A6%B0%E0%A7%8D%E0%A6%AE%E0%A6%BE%E0%A6%A8-%E0%A6%95%E0%A7%8D%E0%A6%B0%E0%A7%87%E0%A6%A1%E0%A6%BF%E0%A6%9F-%E0%A6%95%E0%A6%BE%E0%A6%B0%E0%A7%8D%E0%A6%A1-%E0%A6%B9%E0%A7%8D%E0%A6%AF%E0%A6%BE%E0%A6%95/a-54242432', 'http://www.msn.com/de-de/finanzen/top-stories/hunderte-commerzbank-kunden-betroffen-betr%C3%BCger-hacken-tausende-deutsche-kreditkarten/ar-BB16TP5u']Commerzbank customers affected: fraudsters hack thousands of German credit card policies['Germany']Germany

['https://zik.ua/news/2018/11/06/hakery_v_odniy_z_afrykanskyh_krain_pochaly_masshtabnu_ataku_proty_dyktatury_1442487', 'https://news.liga.net/world/news/protiv-diktatury-hakery-polojili-okolo-sotni-gossaytov-gabona', 'http://www.fredzone.org/gabon-anonymous-pirate-les-sites-officiels-du-gouvernement-pour-contester-la-dictature-996', 'https://charter97.org/ru/news/2018/11/6/311830/', 'https://nbnews.com.ua/za-rubezhom/2018/11/07/hakery-nachali-masshtabnyu-ataky-protiv-diktatyry-v-odnoi-iz-stran-afriki/', 'http://en.brinkwire.com/news/anonymous-hacked-70-gabon-government-websites-to-protest-dictatorship/', 'https://zik.ua/ru/news/2018/11/06/hakeri_v_odnoy_yz_afrykanskyh_stran_nachaly_masshtabnuyu_ataku_protyv_1442525', 'https://www.depo.ua/ukr/svit/ukr/svit/kiberataka-proti-diktaturi-hakeri-zlamali-70-saytiv-afrikanskoyi-krayini-20181106865421']Against dictatorship: hackers took down about a hundred of Gabon's state sites['Gabon'] Gabon

['http://www.the-village.ru/village/city/news-city/280368-troyka', 'http://echo.msk.ru/news/2046806-echo.html', 'http://echo.msk.ru/news/2043434-echo.html', 'http://www.banki.ru/news/lenta/?id=9958882', 'http://www.comnews.ru/content/109253/2017-08-25/v-moskve-raskryli-hakerskiy-vzlom-karty-troyka', 'https://meduza.io/news/2017/08/25/hakery-vzlomali-kartu-troyka-uscherb-sostavil-dva-milliona-rubley']In Moscow, hackers are on trial for hacking the Troika card – The Village['Russia'] Russia

['https://www.koat.com/article/new-mexico-licensing-department-subject-of-cyber-attack/41614939', 'https://www.insurancejournal.com/news/west/2022/10/17/690544.htm']New Mexico Licensing Department subject of cyber attack['United States']United States

['https://drudge.com/news/235429/new-clues-show-russias-hackers-attacked', 'https://inosmi.ru/politic/20190913/245821827.html', 'https://www.securityweek.com/russian-hackers-behind-ukraine-power-outage-may-have-sought-more-damage', 'https://arstechnica.com/information-technology/2019/09/new-clues-show-how-russias-grid-hackers-aimed-for-physical-destruction/', 'http://www.homelandsecuritynewswire.com/dr20190916-new-clues-show-how-russia-s-grid-hackers-aimed-for-physical-destruction', 'https://www.computing.co.uk/ctg/news/3081581/russia-ukraine-cyber-attack-power-grid']New Clues Show Russia Hackers Attacked Ukrainian Power Grid['Ukraine'] Ukraine

['https://www.newscentermaine.com/article/news/local/as-seen-on-tv/payroll-system-hacked-at-one-of-maines-largest-school-districts-personal-information-possibly-stolen/97-d52f0526-57a1-4e47-9ea8-b69d732aa088', 'https://www.msn.com/en-us/news/us/payroll-system-hacked-at-one-of-maine-e2-80-99s-largest-school-districts-personal-information-possibly-stolen/ar-BBXOghQ']Payroll system hacked at Maine school district , Bonny Eagle['United States']United States

['http://www.positivelynaperville.com/2018/01/04/bbb-reports-phishing-scams-topped-list-2017-northern-illinois/81661', 'http://www.ktvz.com/news/bbb-phishing-investment-scams-top-oregon-2017-list/683725073']BBB reports  phishing  scams topped the list for 2017 in northern Illinois['United States']United States

['http://mondaq.com/australia/x/637288/Security/Defence+contractor+hacked+cyberattack+risk', 'https://www.computerworld.com.au/article/628566/labor-real-action-needed-after-defence-contractor-hack/', 'http://www.sbs.com.au/news/article/2017/10/10/defence-contractor-had-it-systems-hacked-government-reveals-cyber-attacks-jumped']Defence contractor hacked – # cyberattack risk['Australia']Australia

['https://www.zdnet.com/article/emotet-malware-gang-is-mass-harvesting-millions-of-emails-in-mysterious-campaign/', 'https://japan.zdnet.com/article/35128040/']Emotet malware gang is mass - harvesting millions of emails in mysterious campaign['Japan'] Japan

['https://www.kmov.com/news/phishing-attack-exposes-data-for-over-people-at-st-louis/article_4902989e-4772-11ea-a141-e720a9018fd5.html', 'http://www.stlamerican.com/news/local_news/st-louis-community-college-reports-phishing-attack-that-exposed-individuals/article_1f1ef0aa-4776-11ea-a154-13af42e506da.html']Phishing attack exposes data for over 5 , 000 people at St . Louis Community College['United States']United States

['https://www.bleepingcomputer.com/news/security/netwalker-ransomware-hits-pakistans-largest-private-power-utility/', 'https://www.tripwire.com/state-of-security/security-data-protection/pakistani-electric-supply-company-struck-by-netwalker-ransomware/']Netwalker ransomware hits Pakistan largest private power utility['Pakistan']Pakistan

['https://www.techrepublic.com/article/us-court-system-demands-massive-changes-to-court-documents-after-solarwinds-hack/', 'https://www.bankinfosecurity.com/blogs/after-solarwinds-hack-courts-revert-to-paper-for-secrets-p-2991']US Court system demands massive changes to court documents after SolarWinds hack['United States']United States

['http://www.hani.co.kr/arti/economy/finance/949413.html', 'http://it.chosun.com/site/data/html_dir/2020/06/16/2020061602923.html']Financial authorities cooperate with police in hacking external hard drive analysis : Finance & securities : Economy : News : The Hankyoreh['South Korea']South Korea

['https://vchaspik.ua/ukraina/479789-hakery-rassylali-pisma-s-troyanami-cherez-pochtovye-yashchiki-ukroboronproma', 'https://ua.korrespondent.net/business/companies/4247965-ukroboronprom-piddavsia-atatsi-khakeriv']Hackers sent letters with trojans through the mailboxes of Ukroboronprom['Ukraine'] Ukraine

['https://www.jdsupra.com/legalnews/massachusetts-mutual-life-insurance-3237410/', 'https://www.jdsupra.com/legalnews/amerigroup-insurance-company-files-6069196/']Massachusetts Mutual Life Insurance Company Reports Data Breach Compromising Consumer SSNs and Financial Information | Console and Associates , P . C . ['United States']United States

['https://www.marketwatch.com/story/copper-mountain-mining-reports-ransomware-attack-271672350777', 'https://www.itworldcanada.com/article/canadian-copper-mine-hit-by-ransomware/519819', 'https://www.prnewswire.com/news-releases/copper-mountain-mining-subject-to-ransomware-attack-and-implements-risk-management-systems-and-protocols-301711194.html', 'https://www.bleepingcomputer.com/news/security/canadian-mining-firm-shuts-down-mill-after-ransomware-attack/']Canadian copper mine hit by ransomware | IT World Canada News['Canada'] Canada

['https://www.vozpopuli.com/economia_y_finanzas/ciberataque-clientes-caixabank.html', 'https://www.telecinco.es/informativos/economia/clientes-fusion-caixabank-bankia-ciberataques-phishing_18_3236374166.html']The Cybersecurity Institute investigates the phishing attack on CaixaBank customers['Spain'] Spain

['https://www.rtbf.be/info/belgique/detail_le-reseau-informatique-des-affaires-etrangeres-coupe-du-monde-apres-une-tentative-de-piratage?id=10197609', 'https://www.rtl.be/info/belgique/societe/des-hackers-ont-tente-de-pirater-le-reseau-informatique-des-affaires-etrangeres-tout-a-ete-deconnecte-1116876.aspx']Foreign Affairs computer network cut off after hacking attempt['Belgium'] Belgium

['https://www.computing.co.uk/ctg/news/3078846/magecart-hackers-17000', 'https://www.securitylab.ru/news/499821.php', 'https://www.wired.com/story/magecart-amazon-cloud-hacks/']Magecart hackers infect over 17 , 000 web domains['United Kingdom']United Kingdom

['https://www.scmagazine.com/home/security-news/ransomware/ryuk-like-malware-targeting-law-military-and-finance-groups/', 'https://www.darkreading.com/threat-intelligence/malware-linked-to-ryuk-targets-financial-and-military-data/d/d-id/1335808']Ryuk - like malware targeting law , military and finance groups['United States']United States

['http://allafrica.com/stories/201701060215.html', 'https://www.standardmedia.co.ke/business/article/2000228978/shame-as-kenya-s-internet-regulator-website-hacked']Kenya : Communications Authority of Kenya Website Hacked['Kenya'] Kenya

['http://www.ibtimes.co.uk/red-cross-blood-service-data-breach-that-affected-550000-donors-caused-by-one-off-human-error-1633977', 'http://www.zdnet.com/article/australian-information-commissioner-commends-red-cross-for-data-breach-response/', 'https://www.arnnet.com.au/article/625715/red-cross-blood-service-partner-owns-up-data-breach-blunder/', 'http://www.spamfighter.com/News-21061-Red-Cross-Blood-Services-Website-Partner-Inadvertently-Leak-Database-Following-Data-Hack.htm', 'https://www.scmagazine.com/australian-red-cross-data-breach-caused-by-third-party-error/article/680149/', 'https://computerworld.com.sg/tech/security/australian-red-cross-blood-service-partner-owns-up-to-data-breach-blunder/', 'https://www.infosecurity-magazine.com/news/aussie-blood-data-breach-third/']Red Cross Blood Service data breach that affected 550 , 000 donors caused by  one['Australia']Australia

['http://www.darkreading.com/vulnerabilities---threats/oracle-weblogic-exploit-used-in-cryptocurrency-mining-campaign/d/d-id/1330791', 'http://www.ibtimes.co.uk/hackers-exploit-critical-oracle-weblogic-flaw-secretly-mine-cryptocurrency-worldwide-1654514', 'http://www.computerweekly.com/news/450432936/Cyber-criminals-exploit-Oracle-WebLogic-flaw', 'https://www.cso.com.au/article/632086/oracle-weblogic-hackers-pick-monero-mining-over-ransomware/']Hackers exploit critical Oracle WebLogic flaw to secretly mine cryptocurrency worldwide['United Kingdom']Worldwide

['https://www.pulzo.com/tecnologia/ciberataques-presidencia-colombia-intentan-hackear-sistema-segurid-PP1025223', 'https://www.diaadia.com.pa/el-pais/hackean-sistemas-de-ministerio-que-otorga-ayuda-los-mas-pobres-en-panama-374348', 'https://panampost.com/alvaro-grajales/2021/01/21/palacio-presidencial-colombia-intentos-hackeo/', 'https://www.diariosigloxxi.com/texto-ep/mostrar/20210121185938/gobierno-colombia-denuncia-ataque-cibernetico-contra-paginas-web-parte-rusia-ucrania', 'https://www.prensa-latina.cu/index.php?o=rn&id=423547&SEO=pirateria-informatica-contra-instalaciones-oficiales-en-panama']Cyber attacks on the Presidency of Colombia: they try to hack the security system['Colombia']Colombia



['https://express-k.kz/news/proisshestviya_lenta/khakery_vzlomali_akkaunt_akimata_stolitsy_kazakhstana_v_instagram-153547', 'https://www.kazpravda.kz/news/obshchestvo/vzloman-ofitsialnii-akkaunt-administratsii-stolitsi-kazahstana']Hackers hacked the account of the akimat of the capital of Kazakhstan in Instagram['Kazakhstan']Kazakhstan

['https://www.computerworld.dk/art/245682/hackere-har-i-al-hemmelighed-haft-adgang-til-databaser-i-socialstyrelsen-gennem-fire-aar', 'https://www.dr.dk/nyheder/indland/hackere-havde-i-knap-fire-aar-adgang-til-socialstyrelsens-databaser']Hackers have secretly had access to databases in the National Board of Health and Welfare for four years['Sweden'] Denmark

['http://metro.news.viva.co.id/news/read/910825-website-diretas-dinsos-dki-tak-lapor-polisi', 'http://megapolitan.kompas.com/read/2017/04/30/22522951/situs.dinsos.dki.diretas.hacker.singgung.dp.0.rupiah.anies-sandi', 'http://tekno.liputan6.com/read/2938208/situs-web-dinsos-dki-diretas-hacker-tagih-dp-rumah-0-persen', 'http://medan.tribunnews.com/2017/04/30/hacker-yang-retas-situs-dinsos-dki-tagih-janji-dp-0-rupiah-anies-sandi', 'http://jambi.tribunnews.com/2017/04/30/situs-dinsos-dki-jakarta-diretas-hacker-singgung-dp-0-rupiah-anies-sandi']Website Hacked, DKI Social Service Does Not Report Police['Indonesia']Indonesia

['https://www.jamaicaobserver.com/latest-news/hackers-accessed-data-on-some-american-airlines-customers/', 'https://www.foxbusiness.com/lifestyle/american-airlines-customers-employees-personal-information-exposed-data-breach', 'https://www.insurancejournal.com/news/southcentral/2022/09/21/685991.htm', 'https://www.lemondeinformatique.fr/actualites/lire-american-airlines-frappe-par-une-violation-de-donnees-88051.html', 'https://www.securityweek.com/american-airlines-says-personal-data-exposed-after-email-phishing-attack', 'https://www.latestly.com/technology/american-airlines-confirms-data-breach-some-customers-data-exposed-4230160.html', 'https://www.nbcdfw.com/news/local/hackers-access-data-on-some-american-airlines-customers/3076257/', 'https://www.insurancejournal.com/news/national/2022/09/21/686027.htm', 'https://www.theepochtimes.com/hackers-targeting-american-airlines-accessed-sensitive-customer-data_4745471.html', 'https://finance.yahoo.com/news/american-airlines-says-data-breach-165535243.html', 'httpAmerican Airlines Says Hackers Accessed Some Data on Customers['United States']United States

['https://minnesota.cbslocal.com/2019/01/17/legislative-auditor-reports-major-failure-by-minn-dps-to-cooperate-with-data-breach-investigation/', 'https://www.valleynewslive.com/content/news/Legislative-Auditor-Reports-Major-Failure-By-Minn-DPS-To-Cooperate-With-Data-Breach-Investigation-504520931.html', 'https://kstp.com/news/minnesota-legislative-auditor-subpoena-mnlars/5213844/']Legislative Auditor Reports  Major Failure  By Minn . DPS To Cooperate With Data Breach Investigation – WCCO['United States']United States

['https://www.itproportal.com/news/over-1052-billion-malware-attacks-detected-in-2018/', 'https://www.techradar.com/news/over-10-billion-malware-attacks-detected-in-2018']Over 10 . 5 billion malware attacks detected in 2018['United Kingdom']United Kingdom

['https://www.manager.bg/obshchestvo/nova-fishing-akata-ot-imeto-na-ministerstvoto-na-turizma', 'https://www.dnes.bg/crime/2021/02/18/hakeri-prashtat-falshivi-meili-ot-ministerstvoto-na-turizma.480503']New phishing attack on behalf of the Ministry of Tourism['Bulgaria'] Bulgaria

['https://www.computerworld.dk/art/248526/tivoli-i-koebenhavn-ramt-af-hackerangreb-hackere-fik-fat-i-gaesters-persondata', 'https://www.bt.dk/samfund/tivoli-ramt-af-hackerangreb-fik-adgang-til-flere-hundrede-gaesters', 'https://www.computerworld.dk/art/248526/tivoli-i-koebenhavn-ramt-af-hackerangreb-hackere-har-faaet-fingrene-i-hundredevis-af-gaesters-persondata']Tivoli in Copenhagen hit by a hacker attack: Hackers got hold of guests' personal data['Denmark']Copenhagen

['https://ria.ru/20181219/1548238867.html', 'http://www.rosbalt.ru/russia/2018/12/19/1754028.html', 'http://www.ehackingnews.com/2018/12/hackers-stole-1-billion-rubles-from.html', 'https://life.ru/t/%D0%BD%D0%BE%D0%B2%D0%BE%D1%81%D1%82%D0%B8/1179718/banda_khakierov_ukrala_u_rossiian_18_millionov_rubliei_s_pomoshchiu_sms', 'https://www.dp.ru/a/2018/12/19/Policija_zaderzhala_hakerov?hash=706711']Hackers stole 18 million rubles by sending viral messages to Russians['Russia'] Russia

['https://abnews.ru/2017/06/25/grecheskie-xakery-prigrozili-obrushit-sajty-tureckix-bankov-i-birzhi/', 'http://www.star.gr/ellada/375930/polemos-xwris-telos-ellhnwn-kai-toyrkwn-xakers', 'https://russian.rt.com/world/news/402764-kibervoina-greciya-turciya-hakery', 'https://ria.ru/world/20170625/1497244714.html', 'http://33live.ru/novosti/25-06-2017-grecheskie-xakery-obrushili-bolee-300-tureckix-sajtov.html', 'https://news-front.info/2017/06/24/novosti-mira-hakery-iz-gretsii-obyavili-vojnu-turetskim-kollegam/', 'http://sevastopol.su/world.php?id=98621']Greek hackers threaten to crash Turkish bank and exchange websites['Turkey'] Turkey

['https://www.bankinfosecurity.com/wiper-malware-used-in-attack-against-irans-train-system-a-17179', 'https://www.msn.com/en-us/money/other/hackers-used-never-before-seen-wiper-in-recent-attack-on-iranian-train-system/ar-AAMHB9D', 'https://www.bleepingcomputer.com/news/security/new-destructive-meteor-wiper-malware-used-in-iranian-railway-attack/']Hackers used never - before - seen wiper in recent attack on Iranian train system['Iran'] Iran

['https://www.insurancejournal.com/news/midwest/2019/09/16/540081.htm', 'https://www.nytimes.com/reuters/2019/09/13/business/13reuters-usa-cftc-cyber.html', 'https://o.canada.com/pmn/business-pmn/chicago-brokerage-to-pay-1-5-million-for-cyber-attack-lapses-u-s-cftc/wcm/134b1aae-35cf-4d82-8303-5bea07d2a3e8', 'https://www.reuters.com/article/us-usa-cftc-cyber/chicago-brokerage-to-pay-1-5-million-for-cyber-attack-lapses-u-s-cftc-idUSKCN1VY25X', 'https://wsau.com/news/articles/2019/sep/13/chicago-brokerage-to-pay-15-million-for-cyber-attack-lapses-us-cftc/937168/']Chicago Brokerage , Phillip Capital , to Pay $1 . 5M for Cyber Attack Lapses['United States']United States

['https://threatpost.com/phishing-campaign-saudi-gov/142998/', 'https://www.tripwire.com/state-of-security/security-data-protection/bad-tidings-phishing-campaign-targeting-saudi-government-agencies/']Years - Long Phishing Campaign Targets Saudi Gov Agencies['Saudi Arabia']Saudi Arabia

['http://www.themalaymailonline.com/travel/article/singapore-airlines-warns-against-email-phone-scams-and-phishing-sites', 'http://sglinks.com/pages/95605849-singapore-airlines-warns-of-phishing-scam-offering-free-air', 'http://www.todayonline.com/singapore/singapore-airlines-warns-against-email-phone-scams-and-phishing-sites', 'http://www.ttgasia.com/article.php?article_id=29555', 'http://www.travelmole.com/news_feature.php?news_id=2027292', 'http://www.zawya.com/mena/en/story/Phishing_Scam_Emirates_airline_probes_fake_online_survey-ZAWYA20170529154329/']Singapore Airlines warns of phishing scam offering free air tickets['Singapore']Singapore

['http://www.zdnet.com/article/chinese-backdoor-malware-resurfaces-after-more-than-a-decade/', 'http://bizlive.vn/noi-dung-so/ma-doc-trung-quoc-tro-lai-sau-hon-mot-thap-ky-ngu-yen-3302082.html', 'https://www.baomoi.com/ma-doc-trung-quoc-tro-lai-sau-hon-mot-thap-ky-ngu-yen/c/23611895.epi', 'http://www.ibtimes.co.uk/what-hackers-door-old-sophisticated-chinese-trojan-resurfaces-after-more-decade-1643608', 'http://vnreview.vn/tin-tuc-an-ninh-mang/-/view_content/content/2303232/ma-doc-backdoor-cua-trung-quoc-tai-xuat-sau-hon-1-thap-ky-bien-mat']Chinese backdoor malware resurfaces after more than a decade['Vietnam'] Vietnam

['http://www.securityinfowatch.com/news/12308305/data-breach-may-have-exposed-personal-info-of-8k-members-of-failed-louisiana-health-cooperative', 'http://www.theadvocate.com/baton_rouge/news/business/article_ea98fa62-f889-11e6-9b6a-d3ce2aa327f7.html']Data breach may have exposed personal info of 8K members of failed Louisiana Health Cooperative['United States']United States

['http://sunnewsonline.com/china-hacked-african-union-computers-report/', 'http://news.donga.com/List/3/all/20180130/88435075/1', 'http://sp.beritasatu.com/home/tiongkok-bantah-retas-markas-uni-afrika/122589', 'http://www.etnews.com/20180130000425', 'http://www.taipeitimes.com/News/world/archives/2018/01/31/2003686767']China hacked African Union computers – report['African Union']African Union

['https://www.greenvilleonline.com/story/news/crime/2018/08/17/greenville-hacker-bbt-bank-travelers-rest/1017740002/', 'https://www.wltx.com/article/news/local/hacker-in-south-carolina-wired-350k-from-company-into-his-bank-account-feds-say/101-585380203']Greenville email hacker wired $350K into his bank account , feds say['United States']United States

['https://www.ibtimes.co.in/hackers-hit-state-bank-india-customers-text-phishing-scam-833729', 'https://www.sentinelassam.com/topheadlines/state-bank-of-india-users-targeted-with-text-phishing-scam-526607', 'https://www.businesstoday.in/sectors/banks/hackers-target-sbi-customers-with-text-phishing-scam/story/432730.html', 'https://www.divyabhaskar.co.in/utility/gadgets/news/hackers-hit-sbi-users-hackers-hit-sbi-users-with-text-phishing-scam-request-them-to-redeem-credit-points-worth-rs-9870-128282148.html', 'https://www.indiatvnews.com/business/news-sbi-bank-fraud-state-bank-customers-phising-scam-text-alert-all-you-need-to-know-688093', 'https://www.siasat.com/hackers-hit-sbi-users-with-text-phishing-scam-2100476/', 'https://zeenews.india.com/marathi/india/hackers-target-state-bank-of-india-customers-with-text-phishing-scam/555069', 'https://www.moneylife.in/article/sbi-customers-hit-with-redeem-credit-point-phishing-scam-by-hackers/63094.html']Hackers hit State Bank of India users with text phishing scam['India'] India

['https://www.blic.rs/vesti/republika-srpska/ojadio-banke-u-eu-za-tri-miliona-evra-tuzilastvo-bih-trazi-produzenje-pritvora-za/9nn3mp9', 'http://www.sarajevotimes.com/bosnian-prosecution-requesting-new-custody-for-hacker-who-robbed-6-million-bam-from-eu-banks/']ROBBERED BANKS IN EU FOR THREE MILLION EUROS The Prosecutor's Office of Bosnia and Herzegovina requests an extension of detention for the hacker['Bosnia and Herzegovina']Bosnia and Herzegovina

['https://www.popmech.ru/weapon/news-463352-kto-to-vzlomal-amerikanskie-bronemashiny-stryker/', 'https://vz.ru/news/2019/2/13/963953.html', 'https://www.unian.net/weapons/10444605-hakery-smogli-vzlomat-sistemy-amerikanskih-bronemashin-stryker.html', 'http://rosinvest.com/novosti/1373922', 'https://life.ru/t/%D0%B0%D1%80%D0%BC%D0%B8%D1%8F/1193494/ia_kuda-to_nazhala_i_vsio_propalo_kak_khakiery_zakhvatili_bronieviki_armii_ssha']VZGLYAD / Hackers hacked American armored personnel carriers['United States']United States

['http://1news.az/news/v-baku-zaderzhan-haker-snyavshiy-desyatki-tysyach-manatov-so-schetov-svyshe-100-grazhdan', 'https://azertag.az/ru/xeber/V_Baku_zaderzhano_lico_kotoroe_nezakonno_vzlamyvaya_bankovskie_karty_perevelo_na_lichnyi_schet_85_tysyach_manatov-1220664']A hacker who withdrew tens of thousands of manats from the accounts of over 100 citizens was detained in Baku['Azerbaijan']Azerbaijian

['https://www.crn.com.au/news/hackers-use-old-fortinet-flaws-to-hit-govt-tech-networks-562976', 'https://www.crn.com/news/security/hackers-use-old-fortinet-flaws-to-hit-gov-t-tech-networks-fbi', 'https://fcw.com/articles/2021/04/02/cisa-fbi-warn-fortinet-exploit-old.aspx', 'https://siliconangle.com/2021/04/04/hackers-actively-targeting-fortios-vulnerabilities-warn-fbi-cisa/', 'https://www.bleepingcomputer.com/news/security/fbi-and-cisa-warn-of-state-hackers-attacking-fortinet-fortios-servers/']Hackers use old Fortinet flaws to hit govt , tech networks['United States']United States

['https://www.infosecurity-magazine.com:443/news/consulting-firm-data-breach/', 'https://www.lansingstatejournal.com/story/news/local/2021/04/07/msu-title-ix-data-breach-consulting-firm-incompliance-michigan-state/7117046002/']Consulting Firm Data Breach Impacts MSU - Infosecurity Magazine['United States']United States

['https://95wxtk.iheart.com/content/2020-10-14-cyber-attack-disrupts-remote-learning-for-sandwich-students/', 'https://www.themountaineer.com/news/education/school-cyber-attack-nearly-in-the-rearview-mirror/article_bec101b4-0cf3-11eb-8847-cb4683128e31.html', 'https://www.providencejournal.com/news/20201014/cyber-attack-disrupts-remote-learning-in-cape-cod-schools']Cyber Attack Disrupts Remote Learning For Sandwich Students['United States']United States

['https://www.univision.com/local/nueva-york-wxtv/hackean-datos-personales-de-miles-estudiantes-nueva-york', 'https://lopezdoriga.com/internacional/hackeo-estudiantes-exalumnos-escuelas-nueva-york/', 'http://www.msn.com/en-us/news/us/data-of-820-000-nyc-students-compromised-in-hack-of-online-grading-system-officials-say/ar-AAVx1Fb', 'http://www.nydailynews.com/new-york/education/ny-hack-illuminate-online-gradebook-compromised-personal-data-20220325-ahy3b3b3t5cjzajau63muqcniq-story.html', 'https://hoy.com.do/hackean-datos-de-miles-de-estudiantes-y-exalumnos-de-escuelas-en-ny/', 'https://proceso.hn/hackean-datos-de-miles-de-estudiantes-y-exalumnos-de-escuelas-nueva-york/', 'https://www.city-journal.org:443/nyc-public-schools-student-data-breach', 'https://elnacional.com.do/hackean-datos-miles-de-estudiantes-en-escuelas-nueva-york/', 'https://www.govtech.com/education/k-12/personal-data-of-820-000-students-exposed-in-nyc-hack']Personal data of thousands of New York students hacked | Univision 41 New York WXTV['United States']United States

['https://news.joins.com/article/24105347', 'https://www.donga.com/news/Society/article/all/20210715/107977579/1', 'https://www.donga.com/news/Society/article/all/20210714/107955012/1', 'http://www.ohmynews.com/NWS_Web/View/at_pg.aspx?CNTN_CD=A0002759103&PAGE_CD=N0002&CMPT_CD=M0112', 'https://www.hani.co.kr/arti/society/schooling/1003465.html']Let's go to self-diagnosis ~ Hacking of self-diagnosis app used by 9 million people?['South Korea']South Korea

['https://www.pcweek.ua/themes/detail.php?ID=161079', 'https://www.itp.net/security/92558-726-million-cyber-attacks-confirmed-so-far-in-2020']Targeted cyber attacks in the first half of 2020['Ukraine'] Ukraine

['http://bigpara.hurriyet.com.tr/haberler/ekonomi-haberleri/son-yillarin-en-buyuk-siber-saldirisi-puskurtuldu_ID1458234/', 'http://www.haberinadresi.com/son-yillarin-en-buyuk-siber-saldirisi-puskurtuldu-h290234.html', 'https://www.hurriyet.com.tr/ekonomi/siber-saldiri-puskurtuldu-son-yillarin-en-buyuk-trafik-hucumu-yuzde-90-oraninda-bertaraf-edildi-41361568']Biggest cyber attack in years repelled ['Turkey'] Turkey

['http://rus.postimees.ee/4247861/hakery-vzlomali-ispolzuemuyu-millionami-polzovateley-programmu', 'http://www.hirmutato.hu:80/most/?2882387-feltortek_egy_nepszeru_programot__ha_ilyened_van_surgosen_torold', 'http://www.hirmutato.hu:80/most/?2882977-feltortek_egy_nepszeru_programot_-_jobb_torolni_a_geprol']Hackers hacked a program used by millions of users['Hungary'] Hungary

['https://www.scmagazine.com/home/security-news/data-breach/eatstreet-data-breach-affecting-diners-restaurants-and-delivery-firms/', 'https://www.dailymail.co.uk/sciencetech/article-7159143/EatStreet-food-ordering-service-confirms-database-users-credit-card-billing-info-hacked.html', 'https://www.infosecurity-magazine.com:443/news/hackers-gobble-data-eatstreet-1/', 'https://threatpost.com/eatstreet-hackers-diner-data/145820/']EatStreet data breach affecting diners , restaurants and delivery firms['United States']United States

['http://hetq.am/eng/news/75680/hackers-infiltrate-computer-system-of-bank-in-armenia-steal-$273000.html', 'http://www.nv.am/news/56073-2017-02-14-06-17-20']Hackers Infiltrate Computer System of Bank in Armenia ; Steal $273 , 000['Armenia'] Armenia

['http://world.kbs.co.kr/english/news/news_Po_detail.htm?No=126107', 'http://world.kbs.co.kr/special/northkorea/contents/news/news_view.htm?No=35943&lang=e', 'HTTP://www.yonhapnews.co.kr/politics/2017/03/21/0505000000AKR20170321077700014.HTML?template=5566']Defense Ministry : Surge in Cyber Attacks Against Military Computer Network['South Korea']South Korea

['http://www.natlawreview.com/article/new-australian-mandatory-data-breach-notification-legislation', 'http://www.lexology.com/library/detail.aspx?g=164d24a6-4d25-4fa6-aa88-f761096ad44b', 'http://www.dynamicbusiness.com.au/small-business-resources/legal/how-will-the-new-mandatory-data-breach-notification-laws-impact-your-business.html']New Australian Mandatory Data Breach Notification Legislation['Australia']Australia

['http://www.theregister.co.uk/2017/06/21/cyber_essentials_scheme_breach/', 'http://ftnews.firetrench.com/2017/06/breach-at-uk-governments-cyber-essentials-scheme-exposes-users-to-phishing-attacks/', 'https://www.computing.co.uk/ctg/news/3012446/government-cyber-essentials-scheme-breached-in-cyber-attack', 'http://www.ibtimes.co.uk/data-breach-hits-uk-governments-cyber-protection-scheme-likely-exposing-victims-hackers-1627336', 'http://www.mirror.co.uk/news/politics/mps-warned-over-imposters-phishing-10712409']Breach at united kingdom government ’ s Cyber Essentials scheme exposes users to phishing attacks['United Kingdom']United Kingdom

['https://www.thestar.com/business/2017/12/21/nissan-canada-finance-reveals-possible-data-breach-of-customer-info.html', 'https://www.chrisd.ca/2017/12/21/nissan-canada-finance-reveals-possible-data-breach-customer-information/', 'https://globalnews.ca/news/3929426/nissan-canada-data-breach-customer-information/', 'https://www.infosecurity-magazine.com/news/nissan-canada-data-breach-11/', 'http://www.theguardian.pe.ca/news/regional/nissan-canada-finance-reveals-possible-data-breach-of-customer-information--172138/', 'http://www.carscoops.com/2017/12/nissan-canadas-finance-services-suffer.html', 'http://www.theregister.co.uk/2017/12/22/nissan_canada_hacked/', 'https://www.theglobeandmail.com/report-on-business/nissan-canada-says-customer-data-may-have-been-compromised-in-data-breach/article37404400/', 'http://www.huffingtonpost.ca/2017/12/21/nissan-canada-finance-reveals-possible-customer-data-breach_a_23314466/', 'https://www.govinfosecurity.com/nissan-canada-finance-issues-data-breach-alert-a-10552', 'https:Nissan Canada Finance Reveals Possible Data Breach of Customer Information['Canada'] Canada

['https://www.reuters.com/article/us-usa-cyber-atlanta-budget/atlanta-officials-reveal-worsening-effects-of-cyber-attack-idUSKCN1J231M', 'http://wtaq.com/news/articles/2018/jun/06/atlanta-officials-reveal-worsening-effects-of-cyber-attack/', 'http://www.wtvm.com/story/38319989/atlanta-officials-deny-requests-for-records-amid-cyber-attack']Atlanta officials reveal worsening effects of cyber attack['United States']United States

['http://articles.economictimes.indiatimes.com/magazines/panache/after-facebook-data-breach-over-3000-apps-on-google-play-found-improperly-tracking-children/articleshow/63802532.cms', 'https://economictimes.indiatimes.com/magazines/panache/after-facebook-data-breach-over-3000-apps-on-google-play-found-improperly-tracking-children/articleshow/63802532.cms', 'https://telecom.economictimes.indiatimes.com/news/after-facebook-data-breach-over-3000-apps-on-google-play-found-improperly-tracking-children/63808662']After Facebook data breach , over 3000 apps on Google Play found improperly tracking children['United States']United States

['http://www.washingtonblade.com/2018/08/01/lgbt-employees-among-d-c-workers-targeted-by-hackers/', 'http://www.watermarkonline.com/2018/08/01/lgbt-employees-among-d-c-workers-targeted-by-hackers/']LGBT employees amongD . C . workers targeted by hackers['United States']United States

['https://www.zdnet.com/article/medical-records-of-high-school-students-leaked-in-appealing-data-breach/', 'https://www.scmagazine.com/data-breach-exposes-medical-histories-of-300-high-school-students/article/791001/']Medical records of high school students leaked in  appalling  data breach['Japan'] Japan

['https://www.nzherald.co.nz/world/news/article.cfm?c_id=2&objectid=12301246', 'https://www.hindustantimes.com/tech/esurv-the-crime-fighting-app-that-caused-a-phone-hacking-scandal-in-italy/story-DVjqYeSUnU6FufvMv0bhGN.html', 'http://www.taipeitimes.com/News/editorials/archives/2020/01/21/2003729601', 'https://www.bnnbloomberg.ca/the-crime-fighting-app-that-caused-a-phone-hacking-scandal-in-italy-1.1374771']The crime - fighting app that caused a phone - hacking scandal in Italy['Italy'] Italy

['http://www.homelandsecuritynewswire.com/dr20200206-senate-intel-obama-admin-frozen-by-paralysis-of-analysis-in-its-response-to-russian-election-interference', 'http://www.homelandsecuritynewswire.com/dr20200206-russia-unleashes-new-weapons-in-its-cyber-attack-testing-ground-report']Russia , election interference , meddling , hacking , 2016 election | Homeland Security Newswire['United States']United States

['http://www.thecommentator.com/article/7803/bbc_hit_with_over_250_000_cyber_attacks_every_day', 'https://www.itpro.co.uk/security/phishing/357614/bbc-receives-over-250000-email-attacks-every-day-foi-finds']BBC hit with over 250 , 000 cyber attacks every day['United Kingdom']United Kingdom

['https://www.radiofarda.com/a/iran-accounts-targeted-by-state-backed-hackers/32003061.html', 'https://3dnews.ru/1073016/iranskie-hakeri-vzlamivayut-pochtovie-yashchiki-gmail-i-microsoft-dlya-kragi-dannih', 'https://www.bleepingcomputer.com/review/gaming/google-iranian-hackers-use-new-tool-to-steal-email-from-victims/', 'https://www.pc.co.il/news/369693/', 'https://www.balatarin.com/permlink/2022/8/25/5852083', 'https://mybroadband.co.za/news/security/457683-iranian-malware-steals-user-data-from-gmail-yahoo-and-microsoft-outlook.html']Google confirmed; "Corpse-affiliated" hackers are stealing the email content of users in Iran['Iran'] Iran

['https://veracruz.lasillarota.com/estados/hackean-sistema-informativo-de-secretaria-de-salud-de-veracruz/656746', 'https://diariodelistmo.com/estatal/hackearon-pagina-de-la-secretaria-de-salud-de-veracruz-confirma-gobernador/50192420']Information system of the Veracruz Ministry of Health is hacked['Mexico'] Mexico

['https://www.clarin.com/sociedad/sociedad-interamericana-prensa-sip-denuncio-hackearon-servidor_0_B1BVzpplM.html', 'http://larepublica.pe/sociedad/1152116-hackers-atacaron-servidor-de-la-sociedad-interamericana-de-prensa', 'https://www.elnuevodiario.com.ni/suplementos/tecnologia/448094-hackean-servidor-sip-virus-informatico/', 'https://www.elespectador.com/entretenimiento/medios/hackers-secuestraron-archivos-e-informacion-historica-de-la-sip-articulo-725960', 'https://www.laprensagrafica.com/techlife/Hackean-pagina-web-de-la-SIP-con-virus-informatico-20171130-0054.html', 'http://www.eldiariodecoahuila.com.mx/internacional/2017/11/30/hackean-pagina-sip-piden-rescate-bitcoin-694786.html', 'http://www.eldia.com/nota/2017-11-30-18-58-24-hackearon-el-servidor-de-la-sociedad-interamericana-de-prensa--informacion-general', 'http://www.elnuevoherald.com/noticias/sur-de-la-florida/article187325973.html', 'https://www.prensa.com/mundo/SIP-denuncia-servidores-hackeados_0_4906759298.html']The Inter-American Press Association (SIP) denounced that a server was hacked['United States', 'Mexico', 'Canada', 'Belize', 'Costa Rica', 'El Salvador', 'Guatemala', 'Honduras', 'Nicaragua', 'Panama', 'Antigua and Barbuda', 'Bahamas', 'Barbados', 'Cuba', 'Dominica', 'Dominican Republic', 'Grenada', 'Haiti', 'Jamaica', 'Saint Kitts and Nevis', 'Saint Lucia', 'Saint Vincent and the Grenadines', 'Trinidad and Tobago']United States, Canada, Mexico

['https://pakobserver.net/modis-govt-uses-pegasus-spyware-to-snoop-on-political-adversaries-journalists/', 'https://tribune.com.pk/story/2377589/modi-govt-uses-pegasus-spyware-to-snoop-on-political-rivals-journalists', 'https://www.voicetv.co.th/read/ZVMcS-ZuZ']Modi govt uses Pegasus spyware to snoop on political adversaries , journalists['India'] India

['http://www.businesstimes.com.sg/companies-markets/corporate-profits-to-take-more-hits-from-ukraine-cyber-attack', 'http://www.insurancejournal.com/news/international/2017/08/03/460031.htm', 'http://www.dailymail.co.uk/wires/reuters/article-4754818/Corporate-profits-hits-Ukraine-cyber-attack.html', 'http://www.express.co.uk/finance/city/840270/Cyber-attack-business-risk-impact-threat-ransomware', 'http://www.ibtimes.com/are-organizations-safe-cyber-attacks-experts-say-most-still-vulnerable-2577714', 'https://www.nytimes.com/reuters/2017/08/02/business/02reuters-cyber-results.html', 'http://wsbt.com/news/business/cyber-security-experts-warn-companies-against-hackers', 'http://omanobserver.om/companies-can-reduce-damage-global-cyber-attack/', 'http://www.firstpost.com/tech/news-analysis/cyber-attack-on-ukraine-takes-a-toll-on-us-european-companies-in-the-latest-quarter-3889757.html', 'http://en.prothom-alo.com/corporate/news/155351/Corporate-profits-exposed-to-cyber-attacks', 'http://www.techrepublic.com/articCorporate profits to take more hits from Ukraine cyber attack , Companies & Markets['Ukraine'] Ukraine

['http://business.financialpost.com/news/identity-theft-alert-beware-fake-cra-phishing-scams-that-have-already-ensnared-thousands-of-canadians', 'http://business.financialpost.com/news/identity-theft-alert-how-770000-canadians-lost-99-million-last-year-in-extortion-phishing-and-romance-scams']Identity theft alert : Beware fake CRA phishing scams that have already ensnared thousands of Canadians['Canada'] Canada

['https://pbn.com/kilmartin-data-breach-settlement-reached-nationwide/', 'http://www.newspressnow.com/news/national/nebraska-other-states-settle-with-nationwide-insurance-over-data-breach/article_cd30abe1-e419-566a-a7c3-637f4793dd0f.html', 'http://www.sharonherald.com/news/state/nationwide-settles-data-breach-probe-for-m/article_84be75b0-9940-5c49-a76f-303c46a1e986.html', 'http://www.dispatch.com/news/20170809/nationwide-agrees-to-55-million-settlement-over-2012-data-breach', 'http://www.nj.com/news/index.ssf/2017/08/major_insurer_will_pay_55m_over_massive_data_breac.html', 'https://enewspf.com/2017/08/11/attorney-general-madigan-32-attorneys-general-reach-settlement-nationwide-data-breach/', 'http://www.vermontbiz.com/news/2017/august/09/attorney-general-announces-nationwide-data-breach-settlement', 'http://protectingyourpocket.blog.mypalmbeachpost.com/2017/08/09/nationwide-settles-with-fla-states-on-data-breach-of-1-27m-customers/', 'http://www.businessrecord.com/Content/Default/-All-Latest-News/Article/NatNebraska , 31 other states settle with Nationwide Insurance over data breach ['United States']United States

['https://www.mpamag.com/news/massive-data-breach-exposes-identifying-info-for-123-million-households-88401.aspx', 'https://www.huffingtonpost.com/entry/alteryx-data-breach-123-million-households_us_5a39316ae4b0860bf4ab4e24?ncid=inblnkushpmg00000009', 'https://business.newsfactor.com/story.xhtml?story_id=11100CG46IUI', 'http://slinkingtowardretirement.com/?p=279169', 'https://www.courthousenews.com/marketers-data-breach-exposes-120-million-people/', 'https://www.upi.com/Top_News/US/2017/12/20/Report-Nearly-every-American-household-affected-by-massive-data-breach/2341513746646/']Massive data breach exposes identifying info for 123 million households['United States']United States

['https://statescoop.com/tennessee-health-data-breach-exposes-information-about-thousands-of-hiv-patients', 'http://fox17.com/news/local/major-data-breach-exposes-hiv-patients-in-tennessee']Tennessee health data breach exposes information on thousands of HIV patients['United States']United States

['https://thegrio.com/2018/12/26/howard-county-md-executives-email-list-hacked-in-phishing-scam/', 'https://www.nbcwashington.com/news/local/Maryland-county-executives-email-list-used-in-phishing-scam-503440821.html', 'https://baltimore.cbslocal.com/2018/12/24/maryland-county-executives-email-list-used-in-phishing-scam/', 'http://www.carrollcountytimes.com/bs-md-calvin-ball-email-hacked-20181224-story.html', 'https://www.miamiherald.com/news/business/technology/article223513810.html', 'https://www.wbaltv.com/article/county-executives-email-contacts-list-used-in-phishing-attempt/25672303', 'http://www.baltimoresun.com/news/maryland/howard/bs-md-calvin-ball-email-hacked-20181224-story.html', 'http://www.wfmd.com/2018/12/24/county-executives-email-used-in-phishing-scam/']Howard County , Md ., executive email list hacked in phishing scam['United States']United States

['http://elsiglo.com.pa/cronica-roja/5-personas-aprehendidas-operacion/24201713', 'https://www.critica.com.pa/sucesos/aprehenden-5-individuos-por-estafar-mediante-modalidad-phishing-630038']5 people are apprehended for fraud under the modality of phishing['Panama'] Panama

['https://sot.com.al/aktualitet/e-albania-rikthehet-ne-funksion-per-1118-sherbime-mediat-hedhin-ie-al-i527165', 'https://www.sot.com.al/politike/skenar-hollivudian-e-albania-jashte-sherbimit-pd-del-me-paralajmerimin--i526591', 'https://www.balkanweb.com/e-albania-jashte-sherbimit-hakerimi-si-skenar-hollivudian-pd-qeveria-po-mundohet-te-fshehe-me-shume-se-te-zbuloje/']E-Albania is back in operation for 1118 services, the media throws the idea that the hackers demand 30 million dollars as a fine, the head of the government denies the news['Albania'] Albania



['https://www.elpais.com.uy/informacion/policiales/hacker-pide-us-informacion-robada-armada-ciberataque.html', 'https://www.republica.com.uy/defensa-identifica-al-hacker-ruso-que-hurto-archivos-a-la-armada-y-pide-us-500-mil-id808866/']Hacker asks for $500. 000 for information stolen from the Navy after cyberattack['Uruguay'] Uruguay

['https://www.merdeka.com/peristiwa/belajar-dari-grup-fb-mister-cakil-retas-situs-bawaslu-buat-tes-ilmu.html', 'http://www.tribunnews.com/nasional/2018/07/06/mr-cakil-sempat-warning-kelemahan-sistem-sebelum-retas-situs-bawaslu', 'https://www.liputan6.com/news/read/3580762/situs-dprd-banten-sempat-diretas-hacker-web-bawaslu', 'https://www.merdeka.com/peristiwa/tak-hanya-bawaslu-mister-cakil-pernah-retas-situs-dprd-banten.html']Mr. Cakil Had Warning of System Weakness Before Hacking Bawaslu Site['Indonesia']Indonesia

['https://nt.se/nyheter/polis-doms-for-dataintrang-om5566166.aspx', 'http://www.sydostran.se/tt-inrikes/polis-doms-for-dataintrang/', 'https://www.pt.se/nyheter/polis-doms-for-dataintrang-11041268.aspx', 'https://www.svt.se/nyheter/lokalt/vast/goteborgspolis-doms-for-dataintrang-efter-3000-olagliga-sokningar', 'https://www.folkbladet.se/nyheter/polis-doms-for-dataintrang-om5566166.aspx', 'https://eposten.se/nyheter/omvarld/polis-doms-for-dataintrang-unt5140465.aspx', 'https://www.corren.se/nyheter/polis-doms-for-dataintrang-om5566166.aspx', 'http://www.smp.se/tt-inrikes/polis-doms-for-dataintrang-3/', 'https://vt.se/nyheter/polis-doms-for-dataintrang-om5566166.aspx', 'http://www.blt.se/tt-inrikes/polis-doms-for-dataintrang/', 'http://www.bt.se/tt-inrikes/polis-doms-for-dataintrang-2/', 'https://www.kuriren.nu/nyheter/polis-doms-for-dataintrang-nm4966431.aspx']Police are sentenced for data breach - Sydöstran['Sweden'] Sweden

['http://volgainform.ru/article/273328.html', 'http://www.cnews.ru/news/top/2017-12-26_v_rossii_arestovany_hakeryuspevshie_zarazit']FSB in Chuvashia caught hackers ['Russia'] Russia

['https://www.moneylife.in/article/upstox-hackers-expose-contact-and-kyc-details-of-25-lakh-customers-after-breaching-security-systems/63498.html', 'https://www.thehindubusinessline.com/markets/stock-markets/upstox-data-breach-a-wake-up-call-for-market-intermediaries/article34337829.ece', 'https://www.prokerala.com/news/articles/a1149754.html', 'http://www.ianslive.in/index.php?param=news/Brokerage_firm_Upstox_hacked_25_30_cr_users_data_at_risk_Ld-776488/NATION/1', 'https://www.prokerala.com/news/articles/a1149869.html', 'http://ianslive.in/index.php?param=news/Brokerage_firm_Upstox_suffers_data_breach_says_users_data_safe-776430/SCIENCE%20&%20TECHNOLOGY/36', 'http://www.ianslive.in/index.php?param=news/Brokerage_firm_Upstox_hacked_25_30_cr_users_data_at_risk_Ld-776488/SCIENCE%20&%20TECHNOLOGY/36', 'http://www.smetimes.in/smetimes/news/industry/2021/Apr/12/upstox-hacked63288.html', 'https://timesofindia.indiatimes.com/business/india-business/upstox-face-data-breach-co-says-ramped-up-security/articleshow/82021Upstox data breach : A wake up call for market intermediaries['India'] India

['https://www.haaretz.com/us-news/israeli-charged-in-global-hacker-for-hire-scheme-seeks-plea-deal-1.9958465', 'https://www.itnews.com.au/news/israeli-charged-in-global-hacker-for-hire-scheme-wants-plea-deal-566787', 'https://www.swissinfo.ch/eng/israeli-charged-in-global-hacker-for-hire-scheme-wants-plea-deal--court-filing/46750002']Israeli charged in global hacker - for - hire scheme seeks plea deal['Israel'] India

['https://www.govtech.com/security/employee-data-exposed-after-north-dakota-phishing-attack', 'https://www.grandforksherald.com/news/north-dakota/cyber-attack-targets-north-dakota-workforce-safety-insurance-data']Employee Data Exposed After North Dakota Phishing Attack['United States']United States

['https://it-online.co.za/2022/05/30/smes-under-cyber-attack/', 'https://www.postonline.co.uk/market-access/technology/7947481/spotlight-cyber-sme-cyber-size-does-not-matter-in-cyber-attacks']SMEs under cyber attack - IT - Online ['South Africa']South Africa
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['http://www.enidnews.com/region/oklahoma-commission-s-website-partially-restored-after-hack/article_bb55a9a7-0bed-5e6c-ba78-987ef56f7684.html', 'http://newsok.com/oklahoma-corporation-commission-computer-system-hacked/article/5569503', 'http://www.kswo.com/story/36727500/oklahoma-commissions-website-partially-restored-after-hack', 'http://publicradiotulsa.org/post/corporation-commission-hacked-over-computer-hack', 'https://www.seattletimes.com/nation-world/oklahoma-commissions-website-partially-restored-after-hack/', 'http://kfor.com/2017/10/27/officials-shut-down-oklahoma-corporation-commission-website-after-cyber-attack/', 'http://newsok.com/corporation-commission-website-remains-offline-after-hacking-attack/article/5570169', 'http://kfor.com/2017/10/31/officials-active-investigation-into-cyber-attack-on-oklahoma-corporation-commission-network/', 'https://www.utilitydive.com/news/oklahoma-corporation-commission-website-remains-down-following-cyber-attack/508425/']Oklahoma Corporation Commission computer system hacked['United States']United States

['http://www.wrcbtv.com/story/37367102/2018-taxes-how-the-equifax-data-breach-could-impact-your-return', 'http://katu.com/news/local/how-criminals-could-prey-on-equifax-data-breach-victims-during-tax-season', 'https://www.marketwatch.com/story/how-the-equifax-breach-could-impact-you-during-tax-season-2017-09-08']2018 TAXES : How the Equifax data breach could impact your return - WRCBtv . com['United States']United States

['https://www.prokerala.com/news/articles/a1132226.html', 'https://www.straitstimes.com/singapore/singtel-data-breached-through-hack-on-third-party-file-sharing-vendor', 'https://www.thestar.com.my/business/business-news/2021/02/12/singtel-data-breached-through-hack', 'https://www.viva.co.id/digital/digilife/1349261-hacker-bobol-pemegang-saham-telkomsel-129-ribu-data-pribadi-raib', 'https://www.viva.co.id/digital/digilife/1349261-hacker-bobol-singtel-129-ribu-data-pribadi-raib', 'https://www.marketing-interactive.com/personal-info-of-about-129k-singtel-customers-leaked-in-data-breach', 'https://www.viva.co.id/digital/digilife/1349280-vendor-pihak-ketiga-pemegang-saham-telkomsel-sudah-jadi-target-hacker', 'https://sbr.com.sg/information-technology/news/singtel-data-breach-compromises-privacy-nearly-130000-customers', 'https://borneobulletin.com.bn/130000-singtel-customers-information-stolen-in-data-breach-2/', 'https://www.asiaone.com/digital/singtels-data-breach-what-happened-and-how-can-you-protect-yourself'Singtel Broke Hackers, 129 Thousand Personal Data Disappeared['Singapore']Singapore

['https://elmanana.com.mx/global/2021/10/1/robo-virtual-hacker-roban-criptomonedas-saquean-las-cuentas-de-mil-clientes-60479.html', 'http://www.msn.com/de-de/finanzen/top-stories/schwachstelle-ausgenutzt-hacker-stehlen-tausende-kryptos-von-coinbase-kunden/ar-AAPfWsK', 'https://www.engadget.com/coinbase-hack-mfa-exploit-102924471.html', 'https://culturageek.com.ar/coinbase-notifico-a-mas-de-6000-usuarios-sobre-un-posible-hackeo-de-sus-criptomonedas-durante-meses/', 'https://3dnews.ru/1050411/na-kriptobirge-coinbase-hakeri-ograbili-polzovateley-oboydya-dvuhfaktornuyu-avtorizatsiyu', 'https://ekonomi.bisnis.com/read/20211002/620/1449528/coinbase-dibobol-hacker-curi-uang-kripto-dari-6000-pelanggan', 'https://www.jugantor.com/todays-paper/it-world/472109/%E0%A6%95%E0%A7%9F%E0%A7%87%E0%A6%A8%E0%A6%AC%E0%A7%87%E0%A6%87%E0%A6%9C%E0%A7%87-%E0%A6%B9%E0%A7%8D%E0%A6%AF%E0%A6%BE%E0%A6%95%E0%A6%BE%E0%A6%B0%E0%A7%87%E0%A6%B0-%E0%A6%B9%E0%A6%BE%E0%A6%A8%E0%A6%BE', 'https://www.tweaktown.com/news/81964/thousands-of-coinbase-aCoinbase Hacked , Hackers Steal Crypto Money from 6 . 000 Subscribers['United States']United States

['https://diario.mx/economia/paraliza-a-empresas-hackeo-a-se-20200304-1635796.html', 'https://www.reforma.com/afecta-a-empresas-hackeo-a-se/ar1886671']Paralyzes companies hack SE ['Mexico'] Mexico

['https://noticias.uol.com.br/ultimas-noticias/agencia-estado/2019/09/19/pf-prende-chiclete-e-mais-um-por-esquema-de-hackers-de-moro-e-deltan.htm', 'https://jconline.ne10.uol.com.br/canal/politica/nacional/noticia/2019/09/23/pf-acredita-que-suspeito-de-hackear-moro-e-deltan-conversou-com-editor-de-site-388849.php', 'https://congressoemfoco.uol.com.br/especial/noticias/pf-prende-mais-dois-suspeitos-de-hackear-o-ministro-sergio-moro-e-dallagnol/', 'https://www.acidadeon.com/ribeiraopreto/cotidiano/policia/NOT,0,0,1447609,pf+deflagra+2+fase+da+operacao+contra+suspeitos+de+hackear+autoridades.aspx', 'https://www.bahianoticias.com.br/noticia/239731-pf-faz-nova-operacao-e-prende-mais-dois-suspeitos-de-hackear-autoridades.html', 'https://www.dgabc.com.br/Noticia/3134882/pf-acredita-que-suspeito-de-hackear-moro-e-deltan-conversou-com-editor-de-site', 'https://noticias.uol.com.br/cotidiano/ultimas-noticias/2019/09/19/pf-cumpre-mais-dois-mandados-em-caso-de-autoridades-hackeadas.htm', 'https://www.midianews.com.br/poliPF arrests two more suspects of hacking Minister Sergio Moro and Dallagnol['Brazil'] Brazil

['https://www.francetvinfo.fr/internet/securite-sur-internet/cyberattaques/piratage-informatique-trois-hommes-mis-en-examen-pour-avoir-escroque-8-000-personnes_3170865.html', 'https://laseyne.maville.com/actu/actudet_-piratage-informatique.-trois-hommes-mis-en-examen-pour-escroquerie_fil-3638086_actu.Htm', 'https://www.sudouest.fr/2019/02/01/piratage-informatique-trois-hommes-mis-en-examen-pour-un-prejudice-de-1-9-million-d-euros-5784798-7.php']Computer hacking: three men indicted for suspicion of fraud on 8,000 people['France'] France

['https://cagdasses.com/turkiyeye-yogun-siber-saldiri-iki-buyuk-kurum-etkilendi-59894.html', 'https://www.posta.com.tr/siber-saldiri-altindaki-turk-telekomdan-aciklama-2214923', 'https://www.sabah.com.tr/yasam/2019/10/28/turkiyeye-siber-saldiri-mi-var-iki-buyuk-kurumdan-siber-saldiri-aciklamasi-siber-saldiri-nedir', 'http://www.habervitrini.com/turkiyeye-yogun-siber-saldirilar/987239', 'https://www.haberler.com/siber-saldirida-coken-turk-telekom-dan-aciklama-12565168-haberi/', 'http://www.hurriyet.com.tr/teknoloji/turkiyede-buyuk-kurumlari-hedef-alan-siber-saldiri-nasil-yapildi-41362377', 'https://www.superhaber.tv/turk-telekomdan-aciklama-geldi-siber-saldiri-durduruldu-haber-235448', 'https://www.haberler.com/turkiye-siber-korsanlarin-hedefinde-ddos-12565001-haberi/', 'https://www.a24.com.tr/siber-saldiriya-ugrayan-turk-telekomdan-aciklama-haberi-40162123h.html', 'http://www.gazetevatan.com/turkiye-ye-siber-saldiri-internet-sitelerine-erisim-koptu-1282029-gundem/', 'https://www.takvim.com.tr/teknoloji/2019/1Intense cyber attack on Turkey: Two big institutions were affected!['Turkey'] Turkey

['http://lratvakan.com/news/629623.html', 'https://rs.sputniknews.com/rusija/201904121119446590-Ruski-hakeri-Spanija-optuzba/', 'http://www.rosbalt.ru/world/2019/04/12/1775543.html', 'https://regnum.ru/news/polit/2610985.html', 'https://vesti-online.com/Vesti/Svet/733268/Spanija-sumnjici-ruske-hakere-za-sajber-napad-na-Ministarstvo-odbrane']Spain Suspects Russian Hackers for Cyber-Attack on Ministry of Defense['Spain'] Spain



['http://profitline.hu/Penzbuntetesre-itelte-a-birosag-a-Telekomot-feltoro-hackert-395444', 'https://webradio.hu/hirek/kek-hirek/penzbuntetesre-itelte-a-birosag-a-telekom-rendszeret-feltoro-hackert-elso-fokon', 'https://www.origo.hu/itthon/20190711-penzbuntetesre-iteltek-elso-fokon-a-fiatal-heckert.html', 'https://www.hirado.hu/belfold/cikk/2019/07/11/penzbuntetesre-itelt-a-birosag-egy-hackert-elso-fokon', 'https://www.szoljon.hu/kozelet/helyi-kozelet/elso-fokon-bunosnek-talaltak-a-hackert-1798772/', 'https://www.szoljon.hu/kozelet/helyi-kozelet/a-telekom-is-megszolalt-a-hacker-uggyel-kapcsolatban-1802030/', 'https://hvg.hu/tudomany/20190711_magyar_telekom_hacker_penzbuntetes_etikus_hacker', 'https://www.kisalfold.hu/belfold_hirek/dontott_a_birosag_erre_iteltek_elso_fokon_a_telekom_rendszeret_feltoro_hackert/2602824/', 'https://www.portfolio.hu/vallalatok/telekom/penzbuntetest-kapott-a-magyar-telekomot-feltoro-hacker.330839.html', 'https://www.napi.hu/magyar_vallalatok/magyar-telekom-etikus-hacker-tasz.687746The court sentenced the hacker who hacked Telekom's system to a fine in the first instance['Germany']Hungary

['https://www.bgonair.bg/a/36-sutreshen-blok/170965-sled-probiva-v-nap-smenete-parolite-i-se-pazete-ot-fishing-ataki', 'https://www.investor.bg/ikonomika-i-politika/332/a/eksperti-preduprejdavat-za-zasilvane-na-fishing-atakite-sled-probiva-v-nap-286558/']After the NRA breach: Change passwords and protect yourself from phishing attacks['Bulgaria'] Bulgaria

['http://internetua.com/haker-vymogal-kriptovaluatu-u-posetitelei-pornosaitov', 'https://minfin.com.ua/2018/08/12/34531701/']Hacker extorted cryptocurrency from visitors to porn sites['Ukraine'] Ukraine

['https://www.paginasiete.bo/planeta/2018/11/16/anonymous-hackea-web-de-la-cumbre-iberoamericana-en-protesta-daniel-ortega-200361.html', 'https://elcomercio.pe/mundo/latinoamerica/anonymous-hackea-webs-nicaragueenses-protesta-ortega-jimmy-morales-noticia-578081', 'https://www.eleconomistaamerica.com.ar/politica-eAm/noticias/9523188/11/18/Anonymous-hackea-la-web-de-la-Cumbre-Iberoamericana-en-protesta-a-Daniel-Ortega.html', 'https://www.elnuevodiario.com.ni/nacionales/479543-anonymous-cumbre-iberoamericana-nicaragua-guatemal/', 'https://www.elcomercio.com/actualidad/anonymous-hackea-cumbreiberoamericana-daniel-ortega.html', 'https://www.efe.com/efe/espana/portada/anonymous-hackea-la-web-de-cumbre-iberoamericana-en-protesta-a-daniel-ortega/10010-3814723', 'https://www.efe.com/efe/america/portada/anonymous-hackea-la-web-de-cumbre-iberoamericana-en-protesta-a-daniel-ortega/20000064-3814723', 'http://www.trincheraonline.com/2018/11/16/anonymous-hackeo-web-de-cumbre-iberoamericana/', 'https://almomento.net/anonymouAnonymous hacks Nicaraguan websites in protest against Daniel Ortega and Jimmy Morales | World | Latin America['Nicaragua']Nicaragua

['https://www.lasexta.com/noticias/nacional/vox-podria-ser-multado-500000-euros-hackeo-anonymous-web_201812145c1381450cf279ef2348fec4.html', 'https://www.eldiario.es/tecnologia/Anonymous-hackea-Vox-extrae-personas_0_845865528.html', 'https://www.infolibre.es/noticias/politica/2018/12/13/anonymous_hackea_web_vox_accede_los_datos_000_usuarios_89836_1012.html', 'https://www.ideal.es/nacional/nueve-hackers-vinculados-ciberactivismo-web-vox-20181213121217-ntrc.html', 'https://www.bolsamania.com/noticias/politica/anonymous-hackea-web-vox-accede-datos-30000-usuarios--3647925.html', 'https://www.lasexta.com/noticias/nacional/anonymous-hackea-web-vox-accede-datos-30000-usuarios-estabamos-vuestras-alcantarillas-hace-tiempo_201812135c122a490cf230083a718312.html', 'https://www.elcorreo.com/politica/anonymous-golpea-vox-20181213084615-ntrc.html']Anonymous hacks the Vox website and extracts the data of more than 30 . 000 people['Spain'] Spain

['http://computerhoy.com/noticias/life/anonymous-consigue-hackear-cedro-sgae-libros-61558', 'http://www.elconfidencial.com/tecnologia/2017-04-26/anonymous-cedro-hackers-hackero-canon-aede_1373711/']Anonymous manages to hack Cedro the SGAE of books['Spain'] Spain

['http://www.bab.com/Node/312073', 'https://twasul.info/1285670/%D8%AA%D8%AD%D8%B0%D9%8A%D8%B1-%D9%85%D9%86-%D9%85%D8%B1%D9%88%D8%AC%D9%8A-%D8%AA%D8%B0%D8%A7%D9%83%D8%B1-%D8%A7%D9%84%D8%B7%D9%8A%D8%B1%D8%A7%D9%86-%D8%A7%D9%84%D8%B1%D8%AE%D9%8A%D8%B5%D8%A9/']A warning against promoters of “cheap airline tickets.” Hacked accounts and stolen cards['Saudi Arabia']Saudi Arabia

['https://www.expert.bg/technology/it/izraelski-i-amerikanski-medicinski-centrove-atakuvani-ot-iranski-hakeri-1577636.html', 'https://sputniknews.com/world/202103311082498085-hacker-group-with-alleged-ties-to-iran-targeted-25-medical-researchers-in-us-israel-watchdog-says/', 'https://news.israelinfo.co.il/events/93891', 'https://www.securityweek.com/iranian-hackers-target-medical-personnel-us-israel', 'https://www.arabnews.com/node/1835601/middle-east', 'https://www.pc.co.il/featured/335126/', 'https://www.algemeiner.com/2021/04/01/iranian-hackers-target-us-and-israeli-senior-medical-personnel-according-to-cybersecurity-firm-report/', 'https://www.govinfosecurity.com/iran-linked-phishing-campaign-targeted-medical-researchers-a-16305', 'https://thehill.com/policy/cybersecurity/545654-iranian-hackers-targeting-us-israeli-medical-researchers-analysis']Hacker Group With Alleged Ties to Iran , Targeted 25 Medical Researchers in US , Israel , Watchdog Says['US', 'Israel']US, Israel

['https://www.grandforksherald.com/business/technology/7048769-Small-business-owner-warns-others-after-falling-victim-to-cyber-attack', 'https://www.inforum.com/business/technology/7045996-Local-business-urges-caution-after-falling-victim-to-cyber-attack']Small business owner warns others after falling victim to cyber attack['United States']United States

['https://www.bleepingcomputer.com/news/security/new-chaos-malware-infects-windows-linux-devices-for-ddos-attacks/', 'https://www.securitylab.ru/news/534115.php', 'https://www.techspot.com/news/96149-chaos-powerful-malware-infecting-multiple-systems-architectures.html', 'https://www.darkreading.com/attacks-breaches/chaos-malware-resurfaces-go-based-ddos-cryptomining-threat', 'https://www.techradar.com/news/a-dangerous-new-malware-strain-has-already-compromised-hundreds-of-servers', 'https://www.techradar.com/news/a-new-dangerous-malware-is-turning-windows-and-linux-devices-into-ddos-tools']New Chaos malware infects Windows , Linux devices for DDoS attacks['Russia'] Europe, Italy, China, US

['https://www.geo.tv/latest/408285-official-data-hacked-3-months-ago-confirms-finance-ministry', 'https://www.thenews.com.pk/print/945811-finance-ministry-data-hacked-three-months-ago', 'https://www.securitylab.ru/news/530842.php', 'https://www.cubanet.org/noticias/anonymous-cuba-hackea-la-pagina-web-del-ministerio-de-finanzas-y-precios/', 'https://dailytimes.com.pk/910388/pakistan-finance-ministrys-data-hacked-three-months-ago/']Finance ministry data hacked three months ago['Pakistan']Pakistan

['https://www.natlawreview.com/article/tourists-aren-t-only-thing-visiting-london-s-hotspots', 'https://www.standard.co.uk/news/crime/millions-of-cyber-attacks-on-kew-gardens-and-museums-as-hackers-target-people-s-financial-data-a4092871.html', 'https://www.itpro.co.uk/security/33243/londons-top-attractions-besieged-by-more-than-100-million-cyber-attacks']Millions of cyber attacks on Kew Gardens and museums['United Kingdom']United Kingdom

['https://www.standardmedia.co.ke/article/2001331266/safaricom-sued-for-sh115tr-for-alleged-data-breach', 'https://www.sde.co.ke/article/2001331468/safaricom-sued-for-sh115trillion-for-alleged-data-breach-affecting-millions/', 'https://hapakenya.com/2019/06/25/safaricom-sued-by-customer-for-ksh-115-trillion-for-an-alleged-data-breach/', 'https://hapakenya.com/2019/06/25/safaricom-sued-by-a-subscriber-for-ksh-115-trillion-due-to-an-alleged-data-breach/', 'https://www.standardmedia.co.ke/business/article/2001331266/safaricom-sued-for-sh115-trillion-for-alleged-data-breach']Safaricom sued for Sh115tr for alleged data breach : The Standard['Kenya'] Kenya

['https://www.albawaba.com/business/over-700-bank-accounts-hacked-dubai-1268098', 'https://www.khaleejtimes.com/news/crime-and-courts/711-bank-accounts-hacked-in-dubai']Over 700 Bank Accounts Hacked in Dubai['United Arab Emirates']United Arab Emirates

['http://www.telegraph.co.uk/technology/2017/12/04/cryptojacking-hijackers-mining-digital-currencies-computer/', 'https://www.businessinsider.com.au/cryptocurrency-miners-hacking-computer-how-to-stop-2017-11']Cryptojacking : The hackers mining digital currencies from your computer['United Kingdom']United Kingdom

['https://www.cnbc.com/2018/02/12/coincheck-to-report-to-regulators-on-530-million-cryptocurrency-hack.html', 'http://www.newsnow.in/news/coincheck-users-pull-373-million-in-first-chance-since-hack', 'https://www.iol.co.za/business-report/technology/coincheck-files-hacking-report-with-regulators-13280384']Coincheck to report to regulators on $530 million cryptocurrency hack['Japan'] Japan

['https://www.wral.com/phishing-scam-targets-thousands-of-paypal-users/18927973/', 'https://www.wcpo.com/money/consumer/dont-waste-your-money/paypal-phishing-scam-victim-wants-to-warn-others', 'https://www.wxyz.com/money/consumer/dont-waste-your-money/paypal-phishing-scam-victim-warns-others-after-she-lost-700', 'https://www.kristv.com/money/dont-waste-your-money/paypal-users-should-beware-of-new-phishing-scam']Phishing scam targets thousands of PayPal users :: WRAL . com['United States']United States

['https://www.dailymail.co.uk/news/article-8066867/Tesco-issues-600-000-new-Clubcards-account-holders-discovering-potential-data-breach.html', 'https://www.mirror.co.uk/money/tesco-issue-600000-new-clubcards-21617280']Tesco issues 600 , 000 new Clubcards to account holders after discovering a potential data breach['United Kingdom']United Kingdom

['https://www.bear104.com/2020/04/15/wfpd-warns-of-new-phone-phishing-scam/', 'https://www.newschannel6now.com/2020/04/15/wfpd-warns-new-phone-phishing-scam/']WFPD Warns Of New Phone Phishing Scam['United States']United States

['https://gcn.com/articles/2021/02/25/pandemic-cyberattacks-states.aspx', 'https://www.heraldmailmedia.com/news/nation/hackers-seized-on-the-pandemic-some-states-are-fighting-back/article_54813910-0f42-5e7d-98f0-2a92940a1568.html', 'https://www.thestar.com.my/tech/tech-news/2021/03/01/hackers-seized-on-the-pandemic-but-some-us-states-are-fighting-back', 'https://www.govtech.com/security/Hackers-Seized-on-the-Pandemic-Some-States-Are-Fighting-Back.html', 'https://www.pewtrusts.org/en/research-and-analysis/blogs/stateline/2021/02/25/hackers-seized-on-the-pandemic-some-states-are-fighting-back', 'https://www.gctelegram.com/story/news/2021/03/01/hackers-seized-pandemic-states-fighting-back/6873652002/', 'https://www.governing.com/security/States-Increase-Cybersecurity-After-Hackers-Exploit-Pandemic.html']Hackers seized on the pandemic . Some states are fighting back . -- GCN['United States']United States

['http://sana.sy/?p=1635188', 'https://www.dostor.org/4067797', 'http://bwabtk.com/952207.html']Iran foils a cyber attack - S A N A ['Iran'] Iran

['https://russian.rt.com/russia/news/1065629-sberbank-kiberataka-bank', 'https://tass.ru/ekonomika/16146055', 'https://www.ng.ru/news/751577.html', 'https://www.plenglish.com/news/2022/10/26/russias-sberbank-repels-largest-cyber-attack-in-its-history/']Sberbank spoke about the largest cyber attack on the bank that took place on October 7['Russia'] Russia

['http://www.atv.hu/kulfold/20200519-nagyszabasu-hekkertamadas-kilencmillio-easyjet-ugyfel-adatait-loptak-el', 'https://www.t-online.de/digital/sicherheit/id_87908262/hackerangriff-auf-easyjet-neun-millionen-kunden-betroffen.html', 'https://www.mundodeportivo.com/elotromundo/actualidad/20200519/481286456801/un-ciberataque-a-easyjet-expone-los-datos-de-9-millones-de-clientes.html', 'https://www.theregister.co.uk/2020/05/19/easyjet_hack_9million_2000_credit_cards/', 'https://www.thelancasterandmorecambecitizen.co.uk/news/18475071.easyjet-customers-targeted-cyber-attack-may-get-2-000/', 'https://www.svoboda.org/a/30620820.html', 'https://betanews.com/2020/05/11/thunderspy-security-vulnerability/', 'https://www.businesstraveller.com/business-travel/2020/05/19/easyjet-gives-notice-of-massive-data-breach/', 'https://www.newsweek.com/easyjet-hackers-details-credit-card-1505047', 'https://www.panorama.am/am/news/2020/05/20/%D5%80%D5%A1%D5%AF%D5%A5%D6%80%D5%B6%D5%A5%D6%80/2294407', 'https://www.taiwansun.com/news/2651EasyJet may have been attacked by hackers from the CCP, 9 million customer information leaked | easyJet hacker attack['United Kingdom']United Kingdom

['https://gadgets.ndtv.com/apps/news/ghimob-banking-malware-discovered-remote-access-fraud-financial-transactions-kaspersky-2323180', 'https://www.thehindubusinessline.com/info-tech/a-new-banking-malware-can-spy-on-users-phone-perform-banking-transactions-report/article33083086.ece', 'https://www.sggp.org.vn/ghimob-ma-doc-tan-cong-nganh-ngan-hang-nham-vao-nguoi-dung-di-dong-tren-toan-the-gioi-697390.html', 'https://directinfo.webmanagercenter.com/2020/11/17/ghimob-le-nouveau-malware-bancaire-de-la-famille-de-tetrade-cible-les-utilisateurs-mobiles/', 'https://www.mediafax.ro/stirile-zilei/ghimob-un-spion-in-buzunarul-victimei-un-nou-virus-le-permite-hackerilor-sa-comita-fraude-bancare-prin-intermediul-telefoanelor-infectate-19738245', 'http://technuter.com/security/ghimob-new-banking-malware-from-tetrade-threat-actor-targets-mobile-users-worldwide.html', 'https://www.zdnet.com/article/new-ghimob-malware-can-spy-on-153-android-mobile-applications/', 'https://www.bursa.ro/kaspersky-un-nou-malware-bancar-vizeaza-Ghimob, banking malware targeting mobile users worldwide | Market - policy['India'] Worldwide

['https://www.razon.com.mx/negocios/hackean-centros-de-datos-de-amazon/', 'http://adnsureste.info/hackean-centros-de-datos-de-amazon-0830-h/']Hacking Amazon Data Centers (8:30 am)['United States']United States

['https://www.computerworld.dk/art/249775/smaa-virksomheder-er-nemme-ofre-for-hackerangreb-51-procent-har-vaeret-ramt-i-aar', 'https://finans.dk/erhverv/ECE11762329/demant-hackerangreb-sender-samlet-vaekst-ned-paa-niveau-med-markedet/', 'https://www.bumm.sk/turmix/2019/11/18/naponta-tobb-szazezerszer-csapnak-le-a-hackerek', 'https://hvg.hu/gazdasag/20191118_Mar_napi_300400_ezer_hackertamadast_regisztralnak']Denmant: Hacker attacks send overall growth down to the level of the market['Denmark']Denmark

['https://indianexpress.com/article/technology/tech-news-technology/internet-explorer-vulnerability-hack-user-files-5678671/', 'https://philadelphia.cbslocal.com/2019/04/16/internet-explorer-microsoft/', 'https://in.mashable.com/tech/2960/hackers-can-access-your-data-via-internet-explorer-even-if-y', 'https://futurezone.at/digital-life/hacker-klauen-daten-per-internet-explorer-auch-wenn-man-diesen-nicht-nutzt/400467271', 'https://www.thenewsminute.com/article/hackers-can-use-unpatched-exploit-internet-explorer-steal-user-data-researcher-100097', 'https://www.digit.in/news/general/internet-explorer-flaw-can-let-hackers-steal-your-files-even-if-youre-not-using-it-report-47487.html', 'https://windows.developpez.com/actu/256135/Une-faille-zero-day-dans-Internet-Explorer-pourrait-permettre-a-un-hacker-de-subtiliser-vos-donnees-meme-si-vous-ne-vous-servez-pas-d-IE/', 'https://finance.yahoo.com/news/internet-explorer-exploit-lets-hackers-155235638.html', 'https://www.slashgear.com/internet-explorer-continues-to-threHackers steal data via Internet Explorer, even if you don't use it['India'] India

['https://www.segodnya.ua/world/europe/minoborony-ispanii-zayavilo-o-hakerskoy-atake-inostrannoy-derzhavy-na-svoyu-set-1242144.html', 'https://nbnews.com.ua/za-rubezhom/2019/03/26/minoborony-ispanii-zaiavilo-o-hakerskoi-atake-inostrannoi-derjavy-na-svou-set/', 'https://www.eurointegration.com.ua/rus/news/2019/03/26/7094384/', 'https://graniru.org/Politics/World/Europe/m.275702.html', 'https://www.eurointegration.com.ua/news/2019/03/26/7094384/', 'https://telegraf.com.ua/mir/europa/4933000-minoboronyi-ispanii-zayavilo-o-kiberatake-so-storonyi-drugogo-gosudarstva.html']Hacker attack on the Spanish Ministry of Defense - details['Spain'] Spain

['http://hitech.vesti.ru/article/799644/', 'https://riasv.ru/news/130446/']News. net : hackers created a virus with a built-in antivirus['Russia'] Russia

['http://www.aleqtisady.com/world/tw-161926', 'http://www.news24.com.eg/Al-Wtn-Al-Rby/491244.html']Saudi government agencies warn of serious cyber attacks['Saudi Arabia']Saudi Arabia

['http://www.entornointeligente.com/articulo/10369589/VENEZUELA-ESET-identifica-un-malware-oculto-que-afecta-a-medio-milloacute', 'http://pcworld.com.mx/stantinko-nuevo-malware-oculto-afecta-a-medio-millon-usuarios/', 'http://www.itbiz.cz/zpravicky/malware-stantinko-napadl-vice-nez-pul-milionu-uzivatelu-ve-vychodni-evrope', 'http://www.pulzo.com/tecnologia/stantinko-nuevo-malware-afecta-medio-millon-usuarios/PP311817', 'http://idgnow.com.br/internet/2017/07/25/malware-que-visa-brasileiros-continua-se-espalhando-por-e-mails/', 'http://tradearabia.com/news/IT_328019.html', 'http://www.informaticien.be/articles_item-22358-ESET_sonne_lrsquoalarme_un_malware_dissimule_touche_500_000_utilisateurs.html', 'http://www.mynet.com/teknoloji/statinko--bes-yildir-tespitlerden-kacmayi-basaran-zararli-yazilim-3165958-1', 'http://www.pressreleasepoint.com/eset-waves-red-flag-insight-hidden-malware-affecting-500000-users']Stantinko malware has attacked more than half a million users in Eastern Europe - ITBIZ - Your number one among zeros['Eastern Europe']Eastern Europe

['https://ukranews.com/news/509922-vredonosnoe-po-uzhe-zarazylo-bolee-100-tysyach-ustroystv-v-ukrayne', 'https://www.unian.info/economics/2047574-new-dangerous-malware-spreading-across-ukraine.html']Malware has already infected more than 100,000 devices in Ukraine['Ukraine'] Ukraine

['http://www.primorski.eu/stories/STA/302125/', 'https://itc.ua/news/nicehash-vozobnovil-rabotu-posle-vzloma-no-dengi-polzovatelyam-poka-ne-vernul/']NiceHash started working again two weeks after the hacker attack (completed)['Slovenia']Slovenia

['http://www.itechpost.com/articles/111302/20220614/kaiser-permanente-hack-health-data-69-000-people-exposed-%E2%80%94.htm', 'https://techcrunch.com/2022/06/14/hacked-email-kaiser-permanente-breach/', 'https://www.newscentermaine.com/article/news/health/as-many-as-2m-may-be-affected-by-data-breach-at-massachusetts-based-shields-health-care-group-with-maine-locations/97-32f614e9-b4e9-4ffd-97e1-0e2a98af600e', 'https://hot1047.com/data-breach-at-avera-health-could-impact-hundreds-of-patients/', 'https://www.msn.com/en-us/news/us/shields-health-care-group-investigating-large-data-breach/ar-AAYdC5y', 'https://threatpost.com/kaiser-permanente-breach/179949/', 'https://www.liputan6.com/tekno/read/4982060/peretasan-layanan-kesehatan-shields-health-care-mengekspos-data-2-juta-orang', 'https://techxplore.com/news/2022-06-breach-health-affect-million.html', 'https://www.prnewswire.com:443/news-releases/wolf-haldenstein-adler-freeman--herz-llp-shields-health-care-group-inc-data-breach-alert-301568120.html', 'https://www.Kaiser Permanente Hack : Health Data of 69 , 000 People Exposed How Did It Happen['United States']United States

['https://www.punto-informatico.it/opensea-data-breach/', 'https://www.eprice.com.hk/tech/talk/1141/28786/1', 'http://www.businessghana.com/site/news/technology/266009/NFT-giant-OpenSea-reports-major-email-data-breach', 'https://www.jdsupra.com/legalnews/nft-marketplace-opensea-announces-data-8927174/', 'https://cointelegraph.com/news/opensea-data-breach-causes-massive-leak-of-users-email-addresses', 'https://www.bhol.co.il/news/1407797', 'https://nextbigwhat.com/nft-marketplace-opensea-faces-data-breach-users-data-leaked-through-emails/', 'https://www.thestreet.com/crypto/ethereum/nft-marketplace-opensea-warns-users-of-possible-phishing-attacks-after-email-data-breach', 'https://www.engadget.com/opensea-user-emails-i-ds-leaked-in-email-vendor-data-breach-225522267.html', 'https://www.theguardian.com/technology/2022/jun/30/users-opensea-nft-marketplace-warned-over-phishing-after-data-leak', 'https://www.msn.com/en-us/news/technology/nft-marketplace-opensea-leaks-user-email-addresses-in-data-breach/ar-AAZ25FK'OpenSea data breach causes massive leak of user email addresses['United States']United States

['https://www.theepochtimes.com/obama-approved-accusing-russia-of-dnc-hack-before-fbi-received-dnc-server-images_4514033.html', 'https://www.sott.net/article/468672-Obama-approved-accusing-Russia-of-DNC-hack-before-FBI-received-DNC-server-images', 'https://www.zerohedge.com/political/obama-approved-us-intel-statement-russia-dnc-hack-fbi-received-server-images']Obama Approved Accusing Russia of DNC Hack Before FBI Received DNC Server Images['United States']United States

['https://www.streetinsider.com/Globe+Newswire/Consumer+Alert:+Lowey+Dannenberg,+P.C.+Investigates+Avem+Health+Partners+for+Data+Breach/20994764.html', 'https://www.tmcnet.com/usubmit/2022/12/19/9732913.htm', 'https://www.streetinsider.com/Globe+Newswire/Consumer+Alert:+Lowey+Dannenberg,+P.C.+Investigates+Acuity+Brands,+Inc.+for+Data+Breach/20974633.html', 'https://www.jdsupra.com/legalnews/avem-health-partners-files-notice-of-3638798/', 'https://www.jdsupra.com/legalnews/acuity-brands-reports-data-breach-6582003/', 'https://www.streetinsider.com/Globe+Newswire/Consumer+Alert:+Lowey+Dannenberg,+P.C.+Investigates+Sequoia+Benefits+and+Insurance+Services+LLC+and+Sequoia+One+PEO,+LLC+for+Data+Breach/20995339.html', 'https://www.streetinsider.com/Globe+Newswire/Consumer+Alert:+Lowey+Dannenberg,+P.C.+Investigates+Suffolk+University+for+Data+Breach/20974683.html']Federman & Sherwood Investigates Avem Health Partners for Data Breach['United States']United States

['https://www.thehindu.com/news/cities/Delhi/haryana-gang-involved-in-hacking-iafs-online-exam-busted-8-held/article29503410.ece', 'https://indianexpress.com/article/cities/delhi/seven-held-for-hacking-into-iaf-recruitment-exam-taking-test-from-remote-location-6025819/', 'https://www.thehindu.com/news/cities/Delhi/seven-arrested-for-hacking-iaf-online-exam/article29497732.ece']Haryana gang involved in hacking IAF online exam busted , 8 held['India'] India

['https://www.alternet.org/2019/12/russian-owned-company-caught-trying-to-hack-ohio-voting-systems-on-election-day/', 'https://www.nbcnews.com/tech/security/russian-owned-company-attempted-ohio-election-hack-official-says-n1094441?cid=public-rss_20191202', 'https://woub.org/2019/11/27/larose-russian-owned-company-attempted-ohio-election-hack/', 'https://www.10tv.com/article/official-russian-owned-company-attempted-ohio-election-hack-2019-nov', 'https://www.journalgazette.net/news/local/ohio/20191128/russian-firm-tried-to-hack-ohio-voting', 'https://www.securityweek.com/official-russian-owned-company-attempted-ohio-election-hack']Russian - owned company caught trying to hack Ohio voting systems on Election Day['United States']United States

['https://globalnews.ca/news/6295160/algonquin-lakeshore-school-board-malware-attack/', 'https://www.quintenews.com/2019/12/13/cyber-attack-against-catholic-school-board/']Algonquin and Lakeshore Catholic District School Board victim of malware attack['Canada'] Canada

['http://www.wrdw.com/content/news/IRS-warns-of-new-email-phishing-scam-targeting-tax-professionals-410524455.html', 'http://www.jdsupra.com/legalnews/tax-season-becomes-spear-phishing-78181/', 'http://www.wlox.com/story/34239987/email-phishing-scam-targets-tax-professionals', 'http://www.businessrecord.com/Content/Default/-All-Latest-News/Article/Phishing-scam-targets-tax-professionals-/-3/248/76140']Tax Season Becomes  Spear Phishing  Season for Cybercriminals['United States']United States

['https://www.welivesecurity.com/2018/01/12/taiwan-rewards-winners-malware-usb-sticks/', 'http://www.theregister.co.uk/2018/01/10/taiwanese_police_malware/', 'https://www.scmagazine.com/taiwanese-cops-give-out-malware-laced-usb-prizes-at-cybersecurity-event/article/736108/', 'https://www.scmagazineuk.com/taiwan-police-award-malware-laced-usbs-as-prizes-for-cyber-security-quiz/article/736406/']USB sticks infected with malware handed out at contest in Taiwan['Taiwan'] Taiwan 

['https://www.fyens.dk/article/3255496', 'https://sputniknews.com/europe/201805151064460139-norway-iran-hacking/', 'https://nordjyske.dk/nyheder/iranske-hackere-har-cyberangrebet-43-norske-topforskere/612055fb-3f27-44af-a200-b8676ba88187', 'https://www.nrk.no/norge/pst_-_-iran-bak-hacking-av-norske-universiteter-1.14044442']Norway Claims Iranian Hackers Target Research Top Brass['Norway'] Norway

['https://www.irishtimes.com/business/technology/intel-reveals-flaw-in-chips-that-makes-them-vulnerable-to-hackers-1.3892955', 'http://fortune.com/2019/05/15/zombieload-flaw-lets-hackers-crack-almost-every-intel-chip-back-to-2011-why-is-it-being-downplayed/', 'https://news.yahoo.com/new-intel-chip-flaw-let-hackers-steal-secrets-millions-pcs-183447879.html', 'https://www.slashgear.com/zombieload-intel-chip-flaw-security-hackers-14576652/', 'https://news.yahoo.com/intel-chip-vulnerability-hackers-access-085515366.html', 'https://www.onenewspage.com/n/Technology/1zkhxcsh3k/ZombieLoad-attack-lets-hackers-steal-data-from-Intel.htm', 'https://www.foxnews.com/tech/intel-chip-zombieload-flaw-hackers-steal-data', 'https://cacm.acm.org/news/236963-intel-flaw-lets-hackers-siphon-secrets-from-millions-of-pcs/fulltext', 'https://news.yahoo.com/apos-zombieload-apos-flaw-lets-234502143.html']Intel  Zombieload  Chip Flaw Lets Hackers Steal Secrets['United States']United States

['https://www.computerworld.dk/art/251605/dansk-landbrugsgigant-stadig-paa-bar-bund-tre-dage-efter-hackerangreb-der-paagaar-et-stoerre-analysearbejde', 'https://www.feednavigator.com/Article/2020/04/23/Danish-Agro-s-computer-systems-hacked', 'https://www.computerworld.dk/art/251605/dansk-landbrugsgigant-stadig-lagt-ned-tre-dage-efter-hackerangreb-der-paagaar-stadig-et-stoerre-analysearbejde', 'https://sn.dk/Faxe/Danish-Agro-er-blevet-hacket/artikel/936041']Danish Agro computer systems hacked ['Denmark']Denmark

['https://www.prnewswire.com:443/news-releases/wolf-haldenstein-adler-freeman--herz-llp-dna-diagnostics-center-data-breach-investigation-alert-301439440.html', 'https://www.govinfosecurity.com/dna-test-firm-21-million-affected-by-legacy-database-hack-a-18023', 'https://www.bleepingcomputer.com/news/security/dna-testing-firm-discloses-data-breach-affecting-21-million-people/', 'https://www.msn.com/en-us/news/technology/dna-test-data-breach-affects-millions-of-people-see-if-you-re-one-of-them/ar-AARoUA9', 'https://finance.yahoo.com/news/wolf-haldenstein-adler-freeman-herz-193500045.html']WOLF HALDENSTEIN ADLER FREEMAN & HERZ LLP : DNA DIAGNOSTICS CENTER DATA BREACH INVESTIGATION ALERT['United States']United States

['https://www.msn.com/en-us/news/world/china-backs-new-vatican-hacking-cyber-firm-recorded-future-says/ar-BB194f3B', 'https://www.catholicworldreport.com/2020/09/17/china-linked-hackers-accused-of-targeting-vatican-network-weeks-before-deal-renewal/', 'https://www.thestandard.com.hk/breaking-news/section/4/155611/Chinese-hackers-RedDelta-suspected-in-targeting-HK-Diocese-and-Vatican', 'https://www.taipeitimes.com/News/world/archives/2020/09/17/2003743586', 'https://threatpost.com/hackers-continue-cyberattacks-against-vatican-catholic-orgs/159306/', 'https://www.breitbart.com/asia/2020/09/18/report-beijing-continues-cyber-hacking-vatican-computer-network/', 'https://www.thehindubusinessline.com/info-tech/china-gives-hackers-its-blessing-to-break-into-vatican-e-mails/article32617750.ece']China Backs New Vatican Hacking , Cyber Firm Recorded Future Says['Vatican City', 'China']Vatican

['https://roscommonherald.ie/2021/09/05/garda-operation-targets-gang-behind-hse-cyber-attack/', 'https://www.irishtimes.com/news/crime-and-law/garda%C3%AD-seize-infrastructure-from-hse-cyber-attack-gang-1.4665454', 'https://www.thejournal.ie/garda-operation-hse-cyber-attack-5541044-Sep2021/', 'https://waterford-news.ie/2021/09/05/garda-operation-targets-gang-behind-hse-cyber-attack/', 'https://www.itpro.co.uk/security/ransomware/360786/irish-police-seize-conti-domains-used-in-hse-ransomware-attack', 'https://www.newstalk.com/news/gardai-seize-several-websites-used-in-ransomware-attacks-1247696', 'https://carlow-nationalist.ie/2021/09/05/garda-operation-targets-gang-behind-hse-cyber-attack/', 'https://kildare-nationalist.ie/2021/09/05/garda-operation-targets-gang-behind-hse-cyber-attack/', 'https://www.irishmirror.ie/news/irish-news/crime/gardai-seize-infrastructure-gang-behind-24914555']Roscommon Herald Garda operation targets gang behind HSE cyber attack['Ireland'] Ireland

['https://www.thenational.scot/news/19593638.mod-data-breach-details-250-afghan-interpreters-leaked/', 'https://localnews8.com/news/ap-national/2021/09/21/uk-minister-sorry-over-afghan-interpreters-data-breach/', 'https://www.computing.co.uk/news/4037570/afghanistan-details-mod-breach-emerge', 'https://www.mirror.co.uk/news/politics/second-mod-data-breach-uncovered-25052220', 'https://www.independent.co.uk/news/uk/home-news/afghan-interpreters-data-breach-mod-b1923716.html', 'https://gazette.com/news/uk-data-breach-jeopardizes-contact-information-of-afghan-interpreters/article_7ff4f20f-baaa-52db-88c9-acff268a3bd6.html', 'https://sputniknews.com/20210924/uk-ministry-of-defence-confirms-second-afghan-data-breach-vows-to-prevent-new-ones-again-1089364980.html', 'https://www.bbc.co.uk/news/uk-58654630', 'https://www.itv.com/news/2021-09-20/investigation-launched-over-data-breach-of-afghan-interpreter-details', 'https://www.dailymail.co.uk/news/article-10019093/Fury-dozens-Afghans-helped-Britain-danger-SECOND-dataAfghanistan : Details of another MoD data breach emerge['Afghanistan']Afghanistan

['https://www.glamsham.com/world/technology/nepal-telecom-call-details-stolen-by-chinese-hackers', 'https://www.prokerala.com/news/articles/a1177994.html', 'https://cio.economictimes.indiatimes.com/news/digital-security/nepal-telecom-call-details-stolen-by-chinese-hackers/84366457']Nepal Telecom call details stolen by Chinese hackers['Nepal'] Nepal

['https://www.onlinepc.ch/mobile/schweiz/hacker-angriff-ibasis-schweizer-telkos-entwarnung-2742922.html', 'https://www.srf.ch/news/wirtschaft/ibasis-wurde-gehackt-swisscom-und-sunrise-sind-von-cyberattacke-auf-us-firma-betroffen', 'https://www.srf.ch/news/wirtschaft/ibasis-wurde-gehackt-schweizer-telekomfirmen-von-cyberattacke-auf-us-firma-betroffen', 'https://www.watson.ch/digital/schweiz/603956901-us-unternehmen-gehackt-swisscom-sunrise-und-salt-betroffen', 'https://www.bernerzeitung.ch/hack-bei-us-firma-trifft-swisscom-sunrise-und-salt-685178055346', 'http://www.arcinfo.ch/suisse/une-societe-americaine-piratee-operateurs-suisses-concernes-1155181', 'https://www.rts.ch/info/monde/12863553-un-fournisseur-americain-de-telecommunication-pirate-swisscom-et-sunrise-concernes.html', 'https://www.persoenlich.com/digital/swisscom-sunrise-und-salt-betroffen']iBasis was hacked - Swisscom and Sunrise are affected by cyber attacks on US companies['Switzerland', 'United States']United States

['https://gazetalubuska.pl/w-polsce-trwa-zmasowany-atak-spoofingowy-i-phishingowy-oszusci-podszywaja-sie-pod-znane-instytucje-i-domagaja-sie-oplaty/ar/c1-16006795', 'https://www.komputerswiat.pl/aktualnosci/bezpieczenstwo/poczta-polska-ostrzega-klientow-przed-oszustwami-plaga-phishingu/31gj3t4']A massive spoofing and phishing attack is underway in Poland. Scammers impersonate well-known institutions and demand payment of arrears['Poland'] Poland

['https://www.computerra.ru/281052/hakery-odyssey-team-vpervye-vzlomali-ios-15/', 'https://news.day.az/hitech/1480297.html', 'http://internetua.com/ios-15-vpershe-zlamali', 'https://www.gazeta.ru/tech/news/2022/07/19/18158342.shtml']iOS 15 hacked a year after release ['Russia'] Russia

['https://vn.sputniknews.com/20220306/so-cuoc-tan-cong-mang-o-viet-nam-da-tang-hon-gap-ruoi-sau-mot-nam-14082815.html', 'https://ndh.vn/cong-nghe/hon-2-600-cuoc-tan-cong-mang-tai-viet-nam-trong-2-thang-1311053.html', 'https://vnmedia.vn/cong-nghe/202203/hai-thang-dau-nam-2022-co-2643-cuoc-tan-cong-mang-vao-cac-he-thong-tai-viet-nam-10b3dcf/', 'https://vietq.vn/moi-ngay-co-gan-45-su-co-tan-cong-mang-vao-cac-he-thong-tai-viet-nam-d197823.html', 'https://vietgiaitri.com/moi-ngay-co-gan-45-su-co-tan-cong-mang-vao-cac-he-thong-tai-viet-nam-20220304i6340300/', 'https://vneconomy.vn/hon-2-600-cuoc-tan-cong-mang-tai-viet-nam-trong-2-thang-dau-nam.htm', 'https://nld.com.vn/cong-nghe/gan-45-cuoc-tan-cong-mang-tai-viet-nam-moi-ngay-20220305202209124.htm']More than 2 . 600 cyber attacks in Vietnam in 2 months['Vietnam'] Vietnam

['https://www.bnnbloomberg.ca/when-a-hacker-calls-how-robinhood-fell-victim-to-a-vishing-raid-1.1687752', 'https://www.ndtv.com/world-news/when-a-hacker-calls-how-robinhood-fell-victim-to-a-vishing-raid-2628895', 'https://centrumpr.pl/artykul/hakerzy-ukradli-dane-milionow-klientow-robinhood,152494.html', 'https://www.investmentnews.com/when-a-hacker-calls-how-robinhood-fell-victim-to-a-vishing-scam-214615']Hackers have stolen the data of millions of Robinhood customers['United States']United States



['https://php.developpez.com/actu/313836/Des-hackers-detournent-le-code-source-de-PHP-apres-s-etre-infiltres-dans-le-serveur-git-interne-Quiconque-connaissait-le-mot-de-passe-secret-zerodium-pouvait-executer-du-code-sur-un-site-en-PHP/', 'https://www.phonandroid.com/des-pirates-ont-hacke-le-code-source-de-php-des-millions-de-sites-ont-evite-la-catastrophe.html', 'https://www.techspot.com/news/89116-hackers-pushed-malware-php-repositories-open-backdoor-websites.html', 'https://www.zdnet.com/article/official-php-git-server-targeted-in-attempt-to-bury-malware-in-code-base/', 'https://threatpost.com/php-infiltrated-backdoor-malware/165061/', 'https://japan.cnet.com/article/35168549/', 'https://www.securitylab.ru/news/517859.php']Hackers Hacked PHP Source Code, Millions of Sites Averted Disaster['France'] France

['https://www.agenzianova.com/a/5fddac0a81dda4.66396222/3241588/2020-12-19/usa-microsoft-chiede-aiuto-a-biden-contro-spyware-israeliano', 'https://www.theguardian.com/technology/2020/dec/18/nso-group-microsoft-biden-whatsapp-cyber-attack']Usa : Microsoft asks Biden for help against Israeli spyware['USA'] United States

['https://www.lepopulaire.fr/limoges-87000/actualites/piratage-nos-cartes-bancaires-sous-le-feu-des-attaques_13680395/', 'https://www.forbes.com/sites/billhardekopf/2019/11/15/this-week-in-credit-card-news-hackers-trying-to-steal-your-miles-and-points-google-as-your-banker/']Hacking: our bank cards under attack ['France'] France

['http://www.telam.com.ar/notas/201910/398367-detenido-experto-informatica-hackeo-policia-federal.html', 'https://www.lacapital.com.ar/informacion-gral/demoran-un-experto-informatica-un-hackeo-n2533861.html', 'https://www.ellitoral.com/index.php/id_um/210539-demoraron-a-un-experto-en-informatica-por-el-hackeo-a-los-sistemas-de-la-policia-federal-hubo-allanamientos-en-santa-fe-sucesos.html', 'https://www.ambito.com/detuvieron-unas-horas-experto-informatico-hackeo-policia-federal-n5058871', 'https://www.eldia.com/nota/2019-10-8-18-4-0-demoraron-a-un-experto-en-informatica-por-el-hackeo-a-los-sistemas-de-la-policia-federal-policiales']They delayed a computer expert for hacking Federal Police systems - Télam['Argentina']Argentina

['http://m.metroseoul.co.kr/news/newsview?newscd=2017111900011', 'HTTP://www.yonhapnews.co.kr/society/2017/11/17/0702000000AKR20171117058200004.HTML?template=5566']Ministry of National Defense, Cyber Science Court Hacking Official Materials Appeared in the Supreme Court this week['South Korea']South Korea

['https://menafn.com/1103574133/Crypto-hackers-using-fake-Amazon-digital-token-as-bait-to-lure-victims&source=19', 'https://www.glamsham.com/world/technology/crypto-hackers-using-fake-amazon-digital-token-as-bait-to-lure-victims', 'https://www.prokerala.com/news/articles/a1239680.html']Crypto hackers using fake Amazon digital token as bait to l ...['India'] India

['https://www.techspot.com/news/96239-2k-games-confirms-user-details-stolen-data-breach.html', 'https://es.ign.com/nba-2k23-next-gen-version/184839/news/se-obtuvieron-datos-personales-de-los-jugadores-en-el-hackeo-de-2k-pero-no-hay-indicios-de-datos-fin', 'https://www.notimerica.com/ciencia-tecnologia/noticia-portaltic-2k-confirma-robo-datos-usuarios-hackeo-septiembre-20221007174522.html', 'https://www.pushsquare.com/news/2022/10/2k-confirms-user-data-was-stolen-in-september-hack-some-of-which-is-now-up-for-sale', 'https://www.unocero.com/unocerogaming/2k-xbox-ps5/', 'https://www.liputan6.com/tekno/read/5094381/2k-games-benarkan-data-pelanggan-dicuri-hacker-bakal-dijual-online']2K Games confirms user details were stolen in data breach last month['United States']United States

['https://www.bbc.co.uk/news/uk-england-essex-61312383', 'https://www.essexlive.news/news/essex-news/university-essex-data-breach-spreadsheet-7031071', 'https://www.echo-news.co.uk/news/20111741.university-essex-data-breach-exposes-400-students-info/']University of Essex data breach being taken  very seriously['United Kingdom']United Kingdom

['https://www.techrepublic.com/article/scanos-rootkit-malware-poses-threat-to-organizations/', 'https://www.scmagazineuk.com/scranos-malware-expands-china-goes-global/article/1582196', 'http://www.affaritaliani.it/mediatech/spyware-rootkit-scranos-allarme-nel-mondo-occhio-ai-virus-informatici-599904.html', 'http://www.fredzone.org/le-malware-scranos-menace-les-utilisateurs-youtube-et-dautres-plateformes-877', 'https://www.bitcity.it/news/36297/bitdefender-scopre-lo-spyware-rootkit-scranos-.html', 'https://securityboulevard.com/2019/04/inside-scranos-a-cross-platform-rootkit-enabled-spyware-operation/', 'http://www.securityweek.com/cross-platform-rootkit-and-spyware-hits-targets-worldwide', 'https://www.silicon.co.uk/workspace/rootkit-malware-hijacks-systems-to-drive-advertising-traffic-245129', 'https://www.darkreading.com/vulnerabilities---threats/meet-scranos-new-rootkit-based-malware-gains-confidence/d/d-id/1334436', 'https://www.digi.no/artikler/ny-skadevare-stjeler-passord-og-gjor-enheter-om-til-youtube-Scranos malware expands from China , goes global['China'] Worldwide

['https://www.stuff.co.nz/business/114432524/inland-revenue-phishing-attack-just-the-peak-scam-of-the-moment-says-netsafe', 'https://www.scmagazineuk.com/new-type-phishing-attack-targets-uk-finance-sector/article/1591310', 'https://www.techradar.com/news/phishing-scam-targeted-uk-airport-users']Inland Revenue phishing attack just the  peak scam  of the moment says Netsafe['New Zealand']New Zealand

['https://www.taiwannews.com.tw/en/news/3738975', 'https://www.businessinsider.com/7-eleven-japan-7pay-hackers-passwords-2019-7', 'https://www.pulse.com.gh/bi/tech/7-eleven-japan-shut-down-a-mobile-payments-app-after-only-two-days-because-hackers/q3lhws3', 'https://www.20minutes.fr/high-tech/2562875-20190712-japon-hackers-piratent-application-paiement-chaine-supermarches-900-clients-perdent-argent', 'http://seoul.co.kr/news/newsView.php?id=20190705500137&wlog_sub=svt_023', 'https://insideretail.asia/2019/07/09/7-eleven-hack-loots-us510-million-from-mobile-payment-accounts/', 'https://asia.nikkei.com/Business/Companies/Seven-Eleven-mobile-pay-hack-hits-Japan-s-drive-to-go-cashless', 'https://www.mobilepaymentstoday.com/news/7-eleven-japan-suspends-mobile-app-after-data-breach/', 'https://www.nu.nl/internet/5961780/nieuw-betaalsysteem-japanse-7-eleven-na-paar-dagen-weer-offline-door-hack.html']7 - Eleven Japan customers lost $500 , 000 in 7pay password exploit['Japan'] Japan

['https://www.crowdfundinsider.com/2020/09/166256-evilnum-hackers-are-now-using-malicious-malware-scripts-written-in-python-to-target-fintech-service-providers/', 'https://www.bankinfosecurity.com/evilnum-hackers-change-tactics-for-targeting-fintech-firms-a-14940', 'https://www.arnnet.com.au/article/682674/evilnum-hacking-group-targets-fintech-firms-new-python-based-rat/', 'https://www.zdnet.com/article/new-python-scripted-trojan-malware-targets-finance-sector/']Evilnum Hackers are Now Using Malicious Malware Scripts Written in Python to Target Fintech Service Providers['United Kingdom']Europe, UK

['http://www.philstar.com/headlines/2017/07/08/1717514/bangladesh-bank-hackers-had-local-contacts', 'http://www.ibn7.com/bollywood-photos/item/136441-sizzling']Bangladesh bank hackers had local contact['Bangladesh']Bangladesh

['https://www.tomshardware.com/news/cortana-browser-lock-screen-bypass,37621.html', 'https://www.scmagazineuk.com/new-cortana-flaws-let-hackers-access-locked-systems/article/1490504']Cortana Flaw Gave Hackers Web Access on Locked Windows 10 Devices['USA'] United States

['https://www.computing.co.uk/news/4015005/lazarus-hacking-group-hiding-variant-dacls-rat-security-app-target-macos-users', 'https://threatpost.com/lazarus-macos-spyware-2fa-application/155532/']Lazarus hacking group hiding a new variant of Dacls RAT in security app to target macOS users['United Kingdom']United Kingdom

['https://www.crowdfundinsider.com/2020/07/164174-twitter-hack-security-researcher-points-to-notorious-sim-swap-fraudsters/', 'http://www.newsnowgr.com/article/1350335/prosoxi-xakers-adeiazoun-trapeizikous-logiariasmous-me-tis-kartes-SIM-me-tin-methodo-SIM-Swap.html', 'https://www.businesstoday.in/technology/a-21-year-old-sim-swapper-could-be-behind-the-massive-twitter-hack-says-security-researcher/story/410239.html', 'https://www.pronews.gr/epistimes/tehnologia/895573_prosohi-hakers-adeiazoyn-logariasmoys-me-kartes-sim', 'https://www.crowdfundinsider.com/2020/07/164241-cybersecurity-firm-unit-221b-comments-on-twitter-breach-perps-used-same-techniques-as-sim-swap-hacks/', 'https://www.newsit.gr/ellada/posoxi-xakers-adeiazoun-logariasmous-me-kartes-sim/3067360/', 'https://www.newsit.gr/ellada/prosoxi-xakers-adeiazoun-logariasmous-me-kartes-sim/3067360/']A 21 - year - old SIM swapper could be behind the massive Twitter - hack , says security researcher['Greece'] Greece

['https://www.geekwire.com/2021/data-breach-exposes-1-6-million-washington-state-residents-filed-unemployment-claims-2020/', 'https://www.kxly.com/data-breach-compromised-info-of-1-6m-who-sought-unemployment/', 'https://www.dailymail.co.uk/news/article-9211801/Data-breach-compromises-personal-information-1-6-MILLION-Americans-sought-unemployment.html', 'https://www.natlawreview.com/article/ransomware-incident-compromises-unemployment-claim-information-16m-wa', 'https://www.columbian.com/news/2021/feb/10/washington-lawmakers-want-to-strengthen-cybersecurity-in-olympia-after-massive-data-breach/', 'https://www.king5.com/article/news/local/washington-state-auditor-accellion-security-breach/281-874c1a9c-e61c-4ca5-bec8-b27e621d676f', 'https://www.king5.com/article/news/local/washington-office-cybersecurity-unemployment-data-breach/281-f67665f3-411c-4e5d-8c7f-64bf643c57dc', 'https://www.union-bulletin.com/ap/business/personal-data-of-1-4-million-washington-unemployment-claimants-exposed-in-hack-of-state-auditor/artData breach compromises personal information of 1 . 6 MILLION Americans['United States']United States

['https://www.thehindu.com/sci-tech/technology/government-agency-warns-bank-customers-of-malware-that-steals-money/article36644380.ece', 'https://gadgets.ndtv.com/apps/news/android-malware-drinik-indian-banking-users-income-tax-refund-cert-in-advisory-2551112']Government agency warns bank customers of malware that steals money['India'] India

['https://siliconangle.com/2021/03/18/xcodespy-malware-targets-developers-using-apples-xcode-development-software/', 'https://threatpost.com/xcode-macos-malware-apple-developers/164897/', 'https://www.securityweek.com/new-xcodespy-mac-malware-targets-software-developers', 'https://japan.cnet.com/article/35168070/', 'https://www.ubergizmo.com/2021/03/xcode-malware-target-developers/', 'https://forums.appleinsider.com/discussion/220687', 'https://www.techtimes.com/articles/258163/20210318/new-xcode-malware-targets-apple-mac-developers-experts-warn.htm', 'https://belgium-iphone.lesoir.be/2021/03/19/mac-les-hackers-ciblent-desormais-les-developpeurs/', 'https://www.macrumors.com/2021/03/18/xcodespy-malware-targeting-apple-developers/', 'https://www.macg.co/logiciels/2021/03/xcodespy-ce-malware-pour-xcode-installe-une-porte-derobee-sur-le-mac-des-developpeurs-120295', 'https://www.begeek.fr/xcode-un-malware-cible-les-developpeurs-apple-354337', 'https://canaltech.com.br/seguranca/campanha-com-spyware-mira-desenvolTrojanized Xcode Project Slips MacOS Malware to Apple Developers['United States']United States

['https://www.amarujala.com/technology/tech-diary/provident-fund-data-of-28-crore-indians-leaked-by-hackers-details-here', 'https://www.freepressjournal.in/mumbai/provident-fund-data-of-28-crore-indians-leaked-by-hackers-says-ukraine-based-cybersecurity-researcher']Pf Data Leaked 28 Crore Of Provident Fund Indian Data Leaked Cyber Security Research Read Details Here - Cyber Attack: Big cyber attack on Pf's website, personal information of 28 crore account holders reached hacker['India'] India

['https://www.nwab.ru/banks/allnews/83220', 'https://www.securitylab.ru/news/532908.php', 'https://volga.news/article/627850.html']Fraudsters infect customers' smartphones through phishing apps['Russia'] Russia

['https://www.larepublica.net/noticia/ministerio-de-salud-confirma-intento-de-hackeo', 'https://www.crhoy.com/nacionales/ministerio-de-salud-confirma-intento-de-hackeo-en-sus-sistemas/']Ministry of Health confirms hacking attempt['United States']United States

['https://www.lindependant.fr/2020/06/10/300-000-comptes-clients-de-nintendo-ont-ete-pirates-depuis-debut-avril,8925579.php', 'https://www.vedomosti.ru/technology/news/2020/06/10/832286-nintendo-postradali-pri-hakerskoi-atake', 'https://datanews.levif.be/ict/actualite/nintendo-300-000-comptes-clients-pirates-depuis-debut-avril/article-news-1298045.html', 'https://sipse.com/tecnologia/nintendo-acepta-que-300-mil-cuentas-pudieron-ser-hackeadas-368157.html', 'https://tekno.kompas.com/read/2020/06/11/18050007/sebanyak-300.000-akun-nintendo-dibobol-hacker', 'https://www.levante-emv.com/vida-y-estilo/tecnologia/2020/06/10/hackeo-nintendo-habria-afectado-300000/2019665.html', 'https://elmanana.com.mx/nintendo-hackeo-masivo-300-mil-cuentas-afectadas-compras-fraudulentas-comunicado/', 'https://www.lematin.ch/high-tech/Plus-de-300-000-comptes-clients-pirates-chez-Nintendo/story/25431494', 'https://polit.ru/news/2020/06/10/nintendo/', 'https://www.infobae.com/america/agencias/2020/06/10/hackeo-a-nintendo-podria-haber-coVideo games: Over 300,000 customer accounts hacked at Nintendo - High - Tech['Japan'] Worldwide

['https://www.trend.az/world/other/3184788.html', 'https://www.securitylab.ru/news/504604.php', 'https://tass.ru/mezhdunarodnaya-panorama/7651281']Hackers stole defense files from Japanese NEC['Japan'] Japan

['https://www.scmagazine.com/home/security-news/apts-cyberespionage/mitsubishi-electric-discloses-june-2019-breach-tick-hacking-group-reportedly-blamed/', 'https://www.scmagazineuk.com/mitsubishi-concedes-data-breach-news-reports-blame-chinese-threat-group/article/1671400', 'https://www.trend.az/world/other/3179475.html', 'https://www.bankinfosecurity.com/mitsubishi-electric-blames-anti-virus-bug-for-data-breach-a-13628', 'http://www.digitaljournal.com/tech-and-science/technology/mitsubishi-electric-confirms-major-data-breach/article/565615', 'https://podrobnosti.ua/2334820-kompanija-mitsubishi-podverglas-hakerskoj-atake.html', 'https://www.zdnet.com/article/trend-micro-antivirus-zero-day-used-in-mitsubishi-electric-hack/', 'https://tass.ru/obschestvo/7556457', 'https://www.securityweek.com/trend-micro-officescan-flaw-apparently-exploited-mitsubishi-electric-hack', 'https://www.yna.co.kr/view/AKR20200121023700073', 'https://www.zdnet.fr/actualites/une-faille-0day-de-l-antivirus-trend-micro-utilisee-dans-le-piMitsubishi Electric has been hacked ['Japan'] Japan

['https://www.contextotucuman.com/nota/212998/whatsapp-como-evitar-que-tu-cuenta-sea-hackeada.html', 'https://www.express.co.uk/life-style/science-technology/1378169/WhatsApp-warning-new-hacking-scam-New-Years-Eve', 'https://www.bd-pratidin.com/tech-world/2020/12/19/599002', 'https://www.elliberal.com.ar/noticia/550486/como-evitar-tu-cuenta-whatsapp-sea-hackeada', 'https://www.digit.in/ta/news/general/whatsapp-otp-scamt-to-be-safe-from-hacking-78638.html', 'https://www.larazon.es/tecnologia/20201225/huwu4fts2rfcvnbp4cnjfh4x6e.html', 'https://www.diariopopular.com.ar/tecnologia/whatsapp-consejos-que-no-te-roben-la-cuenta-n524897', 'https://cianjurpedia.pikiran-rakyat.com/iptek/pr-1031100527/cara-memulihkan-akun-whatsapp-yang-diretas', 'https://techshohor.com/181522/%E0%A6%B9%E0%A7%8B%E0%A6%AF%E0%A6%BC%E0%A6%BE%E0%A6%9F%E0%A6%B8%E0%A6%85%E0%A7%8D%E0%A6%AF%E0%A6%BE%E0%A6%AA-%E0%A6%B9%E0%A7%8D%E0%A6%AF%E0%A6%BE%E0%A6%95%E0%A6%BF%E0%A6%82-%E0%A6%A5%E0%A7%87%E0%A6%95/', 'https://www.bgr.in/apps/whatsapp-security-hoWhatsApp hacking panic! What to do 599002|| Bangladesh Pratidin['Bangladesh']Bangladesh

['https://wsau.com/2020/12/11/leonardo-hack-targeted-commercial-military-component-unit-police-officer/', 'https://www.lastampa.it/topnews/primo-piano/2020/12/05/news/hackeraggio-in-stile-apt-contro-leonardo-l-azienda-aerospaziale-chiave-per-la-difesa-italiana-1.39623914', 'https://www.lastampa.it/topnews/primo-piano/2020/12/06/news/cyber-attacco-al-gigante-dell-aerospazio-hackerati-i-segreti-militari-a-leonardo-1.39626640', 'https://www.dagospia.com/rubrica-29/cronache/hack-attack-ndash-arrestati-dirigente-dipendente-254735.htm', 'https://www.zazoom.it/2020-12-08/dinamica-e-interrogativi-sullhackeraggio-subito-da-leonardo/7719086/']Cyber - attack on the aerospace giant . Leonardo's military secrets hacked['Italy'] Italy

['https://www.ilfoglio.it/hacker-news/2019/04/19/news/assange-e-la-vox-populi-degli-hacker-250383/', 'https://actualidad.rt.com/actualidad/311357-eeuu-acusar-julian-assange-conspiracion-hackeo', 'https://www.weeklytimesnow.com.au/news/breaking-news/assange-ran-hacking-from-embassy-moreno/news-story/20da3dc2b841a68c9028d24bcd9d8375?nk=5f706bdf9a2aeb95d2227d6c9877451f-1555463884', 'https://www.actualno.com/world/sasht-asandj-shte-byde-obvinen-v-hakerstvo-news_738723.html', 'https://www.sandiegouniontribune.com/news/nation-world/la-fg-britain-julian-assange-arrested-20190411-story.html', 'https://www.version2.dk/artikel/ecuador-efter-anholdelse-julian-assange-vi-udsaettes-40-millioner-cyberangreb-dagligt', 'http://www.china.org.cn/world/2019-04/12/content_74672530.htm', 'https://kanal5.com.mk/articles/373080/foto-asanzh-uapsen-poradi-hakiranje-na-telefonot-na-pretsedatelot-na-ekvador', 'https://www.elsiglodedurango.com.mx/noticia/1039003.presidente-de-ecuador-denuncia-hackeo-a-equipos-celulares.html', 'https://dSince the imprisonment of Julian Assange: tens of millions of hacker attacks on Ecuador['Ecuador'] Ecuador

['http://contraparte.mx/index.php/partidos-politicos/27328-pri-y-pan-culpables-de-hackeo-a-cuentas-de-twitter-david-m%C3%A9ndez.html', 'https://lasillarota.com/estados/twitter-baja-cuentas-de-morena-acusan-ataque-cibernetico-eleccion-puebla-twitter-cuentas/282708', 'http://www.lajornadadeoriente.com.mx/puebla/ayuntamiento-condena-ataque/', 'http://www.e-consulta.com/nota/2019-04-30/politica/baja-twitter-cuentas-de-morenistas-poblanos-ven-ataque-cibernetico', 'http://contraparte.mx/index.php/gobierno/27320-comuna-denunciar%C3%A1-hackeo-de-cuentas-de-twitter-ante-la-polic%C3%ADa-cibern%C3%A9tica.html']PRI and PAN guilty of hacking Twitter accounts: David Méndez - Noticias de Hoy Puebla | Counterpart | Journalism in Balance['Mexico'] Mexico

['http://nt.interia.pl/internet/news-syryjscy-hakerzy-oskarzeni-o-kradziez-danych-i-konspiracje,nId,2585852', 'http://centrumpr.pl/artykul/hakerzy-syryjskiej-armii-elektronicznej-oskarzeni-o-kradziez-danych-i-konspiracje,113778.html']Syrian hackers charged with data theft and conspiracy['Syria'] Syria

['http://news.jtbc.joins.com/html/848/NB11826848.html', 'http://www.diodeo.com/news/view/3485804', 'http://biz.heraldcorp.com/view.php?ud=20190531000395', 'http://newspim.com/news/view/20190531000689', 'https://www.yna.co.kr/view/AKR20190531074200004']All 46 Chinese-based voice phishing organizations arrested... Use of virtual account['China'] South Korea

['https://ura.news/news/1052370771', 'https://regnum.ru/news/accidents/2566937.html']Trial of hackers who stole 1.7 billion from Russian accounts began in Yekaterinburg['Russia'] Russia

['http://www.centrometeoitaliano.it/scienza-e-tecnologia/whatsapp-gli-hacker-colpiscono-ancora-occhio-alla-nuova-truffa-54473/', 'http://www.tecnoandroid.it/2017/08/27/whatsapp-messenger-nel-mirino-degli-hacker-243229']WhatsApp, hackers strike again, watch out for the new scam['Italy'] Italy

['https://economics.unian.ua/finance/2002874-natsbank-proviv-interventsiyu-dlya-stabilizatsiji-valyutnogo-rinku-pislya-kiberataki.html', 'https://economics.unian.net/finance/2002869-natsbank-provel-interventsiyu-dlya-stabilizatsii-valyutnogo-ryinka-posle-kiberataki.html']The National Bank intervened to stabilize the foreign exchange market after the cyber attack['Ukraine'] Ukraine

['http://news.eizvestia.com/news-finance/full/2208-v-seti-zapushhen-fishingovyj-klon-privat24', 'http://dnepr.info/news/klon-sajta-privat24-prochie-fishingovye-sajty-sovety-po-zashhite-svoih-dannyh']Phishing clone "Privat24" launched on the Web['Ukraine'] Ukraine

['http://www.2001.com.ve/con-la-gente/154387/la-pagina-de-la-conferencia-episcopal-venezolana-fue-hackeada-.html', 'http://www.talcualdigital.com/Nota/138365/hackeadas-paginas-web-de-la-conferencia-episcopal-venezolana-y-del-correo-del-caroni', 'http://www.entornointeligente.com/articulo/9714838/Hackeadas-p']The page of the Venezuelan Episcopal Conference was hacked['Venezuela']Venezuela

['https://lancasteronline.com/news/local/parking-app-data-breach-exposes-license-plate-numbers-phone-numbers-for-50-000-users-in/article_acfadb02-a088-11eb-a8af-13d56beaa01c.html', 'https://www.fox43.com/article/news/local/morning-show/parkmobile-data-breach-lancaster-tech/521-a35fa501-3d1e-4b96-9461-e6f1cd93ccd5', 'https://www.idsnews.com/article/2021/04/parkmobile-app-data-breach', 'https://www.pennlive.com/news/2021/04/pittsburgh-parking-authority-app-affected-by-massive-data-breach-today-in-pa.html', 'http://www.mcall.com/news/local/bethlehem/mc-nws-park-mobile-data-breach-20210415-3tsu7nna5zhf7a7nf5uczhlxcy-story.html', 'https://www.wtsp.com/article/money/park-mobile-app-breach/67-084d349b-6d27-4822-a6b6-ac375e25f32c', 'https://mix106radio.com/downtown-boise-parking-app-experiences-data-breach/']ParkMobile app experiences data breach , license plate numbers and phone numbers accessed['United States']United States

['https://www.businessinsider.com/geico-data-breach-drivers-license-numbers-potential-unemployment-benefits-fraud-2021-4', 'https://www.itpro.co.uk/security/data-breaches/359290/geico-data-breach-leads-to-stolen-drivers-license-numbers', 'https://www.law360.com/articles/1377677', 'https://www.engadget.com/hackers-drivers-license-geico-063030989.html', 'https://www.theverge.com/2021/4/19/22392566/geico-data-breach-exposed-customer-drivers-license-numbers-security', 'https://www.ibtimes.com/geico-data-breach-exposed-drivers-license-numbers-customers-heres-how-stay-protected-3184216', 'https://www.gizmodo.com.au/2021/04/a-geico-data-breach-let-cyber-fraudsters-steal-customers-drivers-licence-numbers/', 'https://threatpost.com/geico-alerts-hackers-stole-driver-license-data/165493/', 'https://www.insurancejournal.com/news/national/2021/04/22/610750.htm', 'https://www.forbes.com/sites/leemathews/2021/04/20/hackers-stole-customers-license-numbers-from-geico-in-months-long-breach/', 'https://www.techtimes.com/articleGeico data breach leads to stolen driver license numbers['United States']United States

['https://www.longfordleader.ie/news/local-news/931182/people-affected-by-2021-hse-cyber-attack-to-be-contacted-in-coming-months.html', 'https://carlow-nationalist.ie/2022/10/06/people-affected-by-2021-hse-cyber-attack-to-be-contacted-in-coming-months/', 'https://www.irishmirror.ie/news/irish-news/patients-affected-hse-cyber-attack-28178942', 'https://waterford-news.ie/2022/10/06/people-affected-by-2021-hse-cyber-attack-to-be-contacted-in-coming-months/']People affected by 2021 HSE cyber attack to be contacted in coming months['Ireland'] Ireland

['https://ianslive.in/news/hackers_selling_fake_permit_documents_digital_coins_for_fifa_world_cup-925339/SCIENCE-AND-TECHNOLOGY/36', 'https://www.bgr.in/news/fifa-2022-hackers-selling-fake-permit-documents-digital-coins-for-fifa-world-cup-1344403/', 'https://ianslive.in/news/hackers_selling_fake_permit_documents_digital_coins_for_fifa_world_cup-925339/LatestNews/0', 'https://www.prokerala.com/news/articles/a1366931.html', 'https://ianslive.in/news/hackers_selling_fake_permit_documents_digital_coins_for_fifa_world_cup-925339/NATION/1']FIFA 2022 : Hackers selling fake permit documents , digital coins for FIFA World Cup['Qatar'] Qatar

['https://tribuneonlineng.com/ncc-alerts-on-latest-trick-by-hackers-to-unlock-steal-vehicles/', 'https://www.liputan6.com/otomotif/read/4961668/waduh-tempat-pengisian-baterai-mobil-listrik-jadi-sasaran-peretasan', 'https://www.theepochtimes.com/tesla-vehicles-can-be-hacked-via-bluetooth-vulnerabilities-research-paper_4477225.html', 'https://www.investor.bg/novini/444/a/haker-pokazva-kak-se-otkliuchvat-distancionno-elektromobilite-na-tesla-352284/', 'https://www.nigerianeye.com/2022/05/ncc-alerts-nigerians-on-new-ways.html', 'https://www.thestar.com.my/tech/tech-news/2022/05/17/hacker-shows-off-a-way-to-unlock-tesla-models-start-cars', 'https://news.yahoo.com/worlds-top-hackers-competing-break-152317916.html', 'https://www.insurancejournal.com/news/national/2022/05/17/667901.htm', 'https://www.autoevolution.com/news/hackers-are-targeting-ev-chargers-for-fun-and-profits-prove-it-s-the-weakest-link-188326.html', 'https://vtc.vn/tram-sac-xe-dien-thanh-muc-tieu-hap-dan-cua-tin-tac-ar675263.html', 'https://www.b92.Hacker shows off a way to unlock Tesla models , start cars['United States']United States

['https://indianexpress.com/article/world/how-chinese-spies-got-the-nsas-hacking-tools-and-used-them-for-attacks-5714084/', 'https://www.sj-r.com/zz/news/20190516/us-european-officials-bring-charges-in-global-malware-case/1', 'https://www.chieftain.com/zz/news/20190516/us-european-officials-bring-charges-in-global-malware-case/1', 'https://www.stripes.com/news/europe/us-european-officials-bring-charges-in-global-malware-case-1.581253/malware-suspects-1.581366', 'https://www.itpro.co.uk/cyber-crime/33663/police-hunt-the-goznym-malware-gang', 'https://www.beauregarddailynews.net/zz/news/20190516/us-european-officials-bring-charges-in-global-malware-case/1', 'https://www.pc.co.il/news/290946/', 'https://news.sky.com/story/chinese-spies-used-us-hacking-tools-a-year-before-russians-leaked-them-online-11713921', 'https://www.svoboda.org/a/29944473.html', 'https://accesswdun.com/article/2019/5/793428', 'https://www.theledger.com/zz/news/20190516/us-european-officials-bring-charges-in-global-malware-case/1', 'https:/US , European officials bring charges in global malware case - News - News Chief['United States', 'European countries']Worldwide

['http://www.bt.se/okategoriserade/dataintrang-i-italiensk-storbank/', 'https://money.bg/companies/hakerska-ataka-sreshtu-unicredit-e-zasegnala-3-miliona-klienti-na-bankata-v-italiya.html', 'https://ekuriren.se/nyheter/dataintrang-i-italiensk-storbank-sm5263202.aspx', 'https://www.complianceweek.com/data-privacy/data-protection-compliance-lessons-from-unicredit-data-breach/27959.article', 'https://www.lagazzettadelmezzogiorno.it/news/english/1182861/unicredit-says-3-million-clients-hit-by-data-breach.html', 'http://news.trust.org/item/20191028124417-jjnnx', 'https://kfgo.com/news/articles/2019/oct/28/unicredit-identifies-data-breach-in-italian-client-records/951442/', 'https://www.helagotland.se/ekonomi/dataintrang-i-italiensk-storbank-15677188.aspx', 'https://www.zdnet.com/article/unicredit-reveals-data-breach-exposing-3-million-customer-records/', 'https://www.euractiv.com/section/cybersecurity/news/unicredit-unveils-2015-data-breach-involving-3-million-italian-clients/', 'https://www.thechronicleherald.ca/UniCredit reveals data breach exposing 3 million customer records['Italy'] Italy

['https://www.dallasnews.com/business/retail/2019/01/08/neiman-marcus-pays-15-million-texas-42-states-2013-data-breach', 'http://www.hartfordbusiness.com/article/20190109/NEWS01/190109912', 'https://www.680news.com/2019/01/08/neiman-marcus-reaches-1-5-million-data-breach-settlement/', 'http://www.wshu.org/post/neiman-marcus-reaches-settlement-over-data-breach', 'http://www.wbiw.com/state/archive/2019/01/ag-curtis-hill-joins-15m-settlement-with-retailer-neiman-marcus-over-2013-data-breach.php', 'https://nebraskaradionetwork.com/2019/01/14/nearly-300-nebraska-customers-of-neiman-marcus-to-receive-18000-in-data-breach-settlement/', 'https://www.retaildive.com/news/neiman-marcus-to-pay-15m-settlement-over-2013-data-breach/545641/', 'https://www.localnews8.com/news/idaho-receives-settlement-with-retailer-neiman-marcus-over-2013-data-breach/970931534', 'https://www.crainsnewyork.com/retail-apparel/neiman-marcus-pay-15m-data-breach-settlement', 'http://www.wmcactionnews5.com/2019/01/09/tennessee-receiving-part-milliCT settles over Neiman Marcus data breach['United States']United States

['http://www.whitsundaytimes.com.au/news/hackers-are-using-open-digital-doors-to-access-per/3133740/', 'http://www.noosanews.com.au/news/hackers-are-using-open-digital-doors-to-access-per/3133740/']  Ethical hacker  says Telstra , Optus customers exposed['Australia']Australia

['http://www.scmp.com/news/china/diplomacy-defence/article/2140423/chinese-hackers-targeting-us-firms-financial-data', 'http://www.breitbart.com/national-security/2018/04/06/chinese-hackers-steal-financial-data-u-s-corporations-gain-competitive-advantage/', 'https://www.thestar.com.my/tech/tech-news/2018/04/05/china-hacks-us-firms-for-financial-information-fireeye-says/', 'https://www.bloomberg.com/news/articles/2018-04-04/china-hacks-u-s-firms-for-financial-information-fireeye-says', 'http://www.afr.com/technology/china-hacking-us-firms-for-financial-information-fireeye-says-20180405-h0yddw']Chinese hackers targeting US firm financial data , report says['United States']United States

['https://www.infosecurity-magazine.com:443/news/consumers-targeted-tesco-scam/', 'http://www.thecommentator.com/article/7725/tesco_shoppers_hit_with_free_4k_tv_email_phishing_scam']UK Consumers Targeted by Tesco 4K TV Phishing Scam - Infosecurity Magazine['United Kingdom']United Kingdom

['https://www.govinfosecurity.com/iranian-hackers-using-linkedin-whatsapp-to-target-victims-a-14914', 'https://www.securityweek.com/iranian-hackers-target-academic-researcher-whatsapp-linkedin', 'https://www.newsbytesapp.com/timeline/science/65239/307471/hackers-used-whatsapp-to-target-human-rights-activists']Iranian Hackers Using LinkedIn , WhatsApp to Target Victims['Iran'] United States

['https://www.arnnet.com.au/article/685068/russian-state-sponsored-hackers-exploit-vulnerability-vmware-workspace-one/', 'https://www.securitylab.ru/news/514623.php', 'https://www.nextgov.com/cybersecurity/2020/12/nsa-warns-russian-hackers-are-targeting-virtual-workspaces/170544/', 'https://www.businessinsider.com/us-national-security-agency-warns-of-russian-hacking-against-vmware-products-2020-12', 'https://japan.zdnet.com/article/35163511/', 'https://defensesystems.com/articles/2020/12/09/russian-hackers-vmware-vulnerability.aspx', 'https://www.computing.co.uk/news/4024628/nsa-russian-hackers-vmware', 'https://gcn.com/articles/2020/12/07/russian-hackers-vmware-vulnerability.aspx', 'https://aitnews.com/2020/12/08/%D8%A7%D9%84%D9%82%D8%B1%D8%B5%D9%86%D8%A9-%D8%A7%D9%84%D8%B1%D9%88%D8%B3%D9%8A%D8%A9-%D8%AA%D8%B3%D8%AA%D9%87%D8%AF%D9%81-%D9%85%D9%86%D8%AA%D8%AC%D8%A7%D8%AA-vmware/', 'https://www.bankinfosecurity.com/nsa-russian-hackers-exploiting-vmware-vulnerability-a-15538', 'https://www.zdnet.de/88390332/nsaNSA Warns That Russian Hackers Are Targeting Virtual Workspaces['United States']United States

['https://www.straitstimes.com/tech/tech-news/hackers-pose-as-bank-customers-to-make-500k-in-fake-credit-card-payments-by-stealing', 'https://www.thestar.com.my/tech/tech-news/2021/09/17/hackers-pose-as-spore-bank-customers-by-stealing-otps-making-s500k-in-fake-credit-card-payments']Hackers pose as bank customers by stealing OTPs , making $500k in fake credit card payments['Singapore']Singapore

['https://www.amnesty.org.uk/press-releases/vietnam-activists-targeted-notorious-hacking-group-new-investigation', 'https://www.tolerance.ca/ArticleExt.aspx?ID=485333&L=fr', 'https://www.channelnewsasia.com/news/asia/hackers-attacking-vietnam-dissidents-amnesty-international-14270512', 'https://accesswdun.com/article/2021/2/982230', 'https://www.courthousenews.com/amnesty-international-hackers-attacking-vietnam-dissidents/', 'https://www.voaindonesia.com/a/amnesty-international-peretas-kembali-serang-aktivis-ham-vietnam/5790798.html', 'https://www.680news.com/2021/02/24/amnesty-international-hackers-attacking-vietnam-dissidents/', 'https://www.newdelhitimes.com/vietnam-tapping-hackers-to-silence-critics-experts-warn/', 'https://www.businessinsider.com/amnesty-hackers-attacking-vietnamese-dissidents-2021-2', 'https://www.newindianexpress.com/world/2021/feb/24/hackers-from-ocean-lotus-attacking-vietnam-dissidents-saysamnesty-international-2268344.html', 'https://www.verdict.co.uk/human-rights-activists-in-vietnHackers attacking Vietnam dissidents : Amnesty International['Vietnam'] Vietnam

['https://www.mk.ru/incident/2022/06/09/sayt-rospotrebnadzora-podvergsya-atake-khakerov.html', 'https://aif.ru/society/web/sayt_rospotrebnadzora_podvergsya_hakerskoy_atake']The website of Rospotrebnadzor was attacked by hackers['Russia'] Russia

['https://www.facenews.ua/news/2021/506434/', 'https://news.finance.ua/ru/news/-/494814/kiberpolitsejskie-razoblachili-zhitelej-krivogo-roga-na-vzlome-bazy-dannyh-klientov-banka', 'https://www.nur.kz/society/1916471-hakery-ukrali-2-mlrd-tenge-iz-bankov-kazahstana-raskryta-shema-hischeniy/', 'http://internetua.com/krivorojskie-hakery-trebovali-vykup-za-dannye-100-tysyacs-klientov-banka']They stole the data of 100 thousand bank customers and demanded a ransom: hackers were detained in Krivoy Rog['Ukraine'] Ukraine

['https://expressilustrowany.pl/cyberatak-na-szpital-pirogowa-jeden-ze-sprawcow-cyberataku-na-szpital-w-lodzi-na-lawie-oskarzonych-hakerzy-zrabowali-fortune/ar/c1-15348983', 'https://dzienniklodzki.pl/cyberatak-na-szpital-pirogowa-hakerzy-zrabowali-fortune-jeden-ze-sprawcow-cyberataku-na-szpital-w-lodzi-na-lawie-oskarzonych/ar/c1-15348983']Cyberattack on Pirogov Hospital. One of the perpetrators of the cyberattack on the hospital in Łódź in the dock. Hackers have stolen a fortune! 17. 12. 2020['Poland'] Poland

['https://beveiligingnieuws.nl/nieuws/aivd-verdenkt-chinese-geheime-dienst-van-hacken-in-nederland', 'https://www.nu.nl/internet/5693630/chinese-hackers-vallen-nederlandse-overheidsinstanties-aan.html', 'https://www.dagelijksestandaard.nl/2019/01/chinezen-blijven-nederlandse-overheid-en-bedrijven-hacken/', 'https://www.limburger.nl/cnt/dmf20190119_00088894/aivd-chinese-geheime-dienst-hackt-gevoelige-info-in-nederland', 'https://www.rtlz.nl/algemeen/binnenland/artikel/4580046/aivd-chinese-geheime-dienst-betrokken-bij-hacken-nederland', 'https://tweakers.net/nieuws/148164/aivd-beschuldigt-china-van-hacken-nederlandse-organisaties-via-hackergroep-apt10.html']Chinese hackers attack Dutch government agencies['Netherlands']Netherlands



['https://g1.globo.com/politica/blog/cristiana-lobo/post/2019/07/24/grupo-de-hackers-pode-ter-feito-mais-de-mil-vitimas-aponta-apuracao-da-pf.ghtml', 'https://noticias.band.uol.com.br/cidades/noticias/100000965486/autoridades-e-jornalistas-estao-entre-as-quase-mil-vitimas-de-hackers.html', 'https://noticias.r7.com/sao-paulo/policia-estima-que-hackers-tenham-feito-mais-de-mil-vitimas-28072019']Group of hackers may have claimed more than a thousand victims, points out investigation by the Federal Police['Brazil'] Brazil

['http://www.mk.ru/social/2018/05/24/glava-roskomnadzora-zayavil-o-prodolzhayushhikhsya-khakerskikh-atakakh-na-sayt-vedomstva.html', 'https://riasv.ru/news/150816/']The head of the Okomnadzor announced the ongoing hacker attacks on the agency's website - Society['Russia'] Russia

['https://www.middleeastmonitor.com/20220704-israel-army-hamas-hacked-soldiers-phones/', 'https://www.jns.org/hamas-attempts-to-hack-idf-soldiers-phones/', 'https://www.tasnimnews.com/en/news/2022/07/07/2740004/hamas-comes-close-to-hacking-israeli-regime-soldiers-phones', 'https://www.presstv.ir/Detail/2022/07/06/685151/Hamas-attempts-to-hack-Israeli-soldiers--phones-using-fake-social-media-accounts,-puzzle-games', 'https://www.algemeiner.com/2022/07/05/hamas-attempts-to-hack-idf-soldiers-phones/', 'https://unitedwithisrael.org/israel-thwarts-hamas-attempts-to-hack-idf-soldiers-phones/', 'https://www.clevelandjewishnews.com/jns/hamas-attempts-to-hack-idf-soldiers-phones/article_08083549-e7eb-5186-addd-1598159d2760.html']Israel army : Hamas hacked soldier phones['Israel'] Israel

['https://newsinfo.inquirer.net/1584843/comelec-withholds-p90-m-payment-to-smartmatic-over-data-breach', 'https://www.cnnphilippines.com/news/2022/4/19/Comelec-withholds-payment-to-Smartmatic-over-data-breach--keeps-it-as-tech-provider.html', 'https://mb.com.ph/2022/04/19/p90-m-payment-for-smartmatics-services-withheld-until-data-breach-issue-is-resolved-comelec-chair/', 'https://www.gmanetwork.com/news/topstories/nation/828960/p90-m-payment-to-smartmatic-withheld-until-data-breach-is-resolved-comelec-chair/story/', 'https://www.philstar.com/headlines/2022/04/19/2175247/comelec-holds-back-p90-million-payment-smartmatic-over-alleged-data-breach']Comelec withholds P90 - M payment to Smartmatic over data breach['Philippines']Philippines

['https://www.technologyreview.com/f/613660/hackers-have-stolen-photos-of-travelers-taken-by-the-us-border-agency/', 'https://ktvq.com/cnn-us-politics/2019/06/17/over-50000-license-plates-leaked-in-hack-of-border-contractor-not-authorized-to-retain-them/', 'https://fox40.com/2019/06/10/feds-say-photos-of-travelers-compromised-in-data-breach/', 'https://arstechnica.com/tech-policy/2019/06/hackers-stole-thousands-of-border-crossing-photos-from-border-agency/', 'https://www.chron.com/espanol/news/article/EEUU-Hackeo-a-Oficina-de-Aduanas-expone-datos-de-13967038.php', 'http://www.news-gazette.com/news/2019-06-11/customs-says-hack-exposed-images-travelers-license-plates.html', 'http://globedia.com/hackean-base-datos-agencias-fronterizas', 'https://kdvr.com/2019/06/10/customs-and-border-protection-says-photos-of-travelers-stolen-in-data-breach/', 'https://boingboing.net/2019/06/11/facial-decognition.html', 'https://www.weirtondailytimes.com/news/national-news-apwire/2019/06/customs-hack-exposed-traveler-plate-imageCBP says hackers stole license plate and traveler photos['United States']United States

['https://www.theverge.com/2020/6/10/21286486/dark-basin-hackers-for-hire-phishing-emails-environmental-nonprofit-groups-exxon-mobil', 'https://www.liberation.fr/terre/2020/06/11/des-activistes-hackes-pour-avoir-cible-un-geant-petrolier_1790937', 'http://www.sej.org/headlines/environmentalists-targeted-exxon-mobil-then-hackers-targeted-them', 'https://www.theguardian.com/technology/2020/jun/11/exxon-hack-for-hire-climate-activists-campaign', 'https://www.nytimes.com/2020/06/09/nyregion/exxon-mobil-hackers-greenpeace.html', 'https://www.scoop.co.nz/stories/HL2006/S00087/researchers-show-hack-for-hire-op-targeted-groups-fighting-for-climate-action-net-neutrality.htm', 'https://www.cbronline.com/news/nefilim-hackers-publish-oil-firm']Researchers detail huge hack - for - hire campaigns against environmentalists['United States']United States

['https://allafrica.com/stories/201907170206.html', 'http://foroyaa.gm/malick-mboob-explains-torture-by-junglers-in-the-freedom-newspaper-hacking/', 'https://foroyaa.gm/malick-mboob-explains-torture-by-junglers-in-the-freedom-newspaper-hacking/']Gambia : Malick Mboob Explains Torture by  Jungler in the Freedom Newspaper Hacking['Gambia'] Gambia

['https://www.amestrib.com/news/20181130/data-breach-found-in-city8217s-parking-ticket-payment-system', 'https://whotv.com/2018/12/03/data-breach-affects-4000-recipients-of-ames-parking-tickets/', 'http://www.iowastatedaily.com/news/ames-parking-ticket-data-breach-could-have-compromised-motorists-payment/article_d16c52ec-f67e-11e8-bced-432f56367454.html', 'https://businessrecord.com/Content/Tech-Innovation/Technology/Article/Data-breach-hits-drivers-who-paid-Ames-city-parking-tickets/172/834/84850', 'https://businessrecord.com/Content/Default/All-Latest-News/Article/City-of-Ames-data-breach-hits-drivers-who-paid-city-parking-tickets/-3/248/84820', 'https://www.desmoinesregister.com/story/news/2018/11/30/ames-information-data-breach-parking-ticket-online-payment-system-central-iowa-hacking-crime/2168241002/']Data breach found in city parking ticket payment system - News - The Ames Tribune['United States']United States

['http://investmentwatchblog.com/cia-hacking-revelations-and-the-murder-of-michael-hastings/', 'http://www.blacklistednews.com/New_Wikileaks_Dump_About_CIA_Hacking_Sheds_Light_On_the_Mysterious_Death_of_Michael_Hastings/57263/0/38/38/Y/M.html']CIA Hacking Revelations and the Murder of Michael Hastings – InvestmentWatch['United States']United States

['https://www.businessinsider.com/blueleaks-hackers-publish-sensitive-files-from-200-police-departments-2020-6', 'https://fr.sputniknews.com/international/202006241043999690-des-hackers-rendent-publics-les-documents-internes-de-plus-de-200-services-americains-dont-le-fbi/', 'https://www.businessinsider.in/tech/news/hackers-just-leaked-sensitive-files-from-over-200-police-departments-that-are-searchable-by-badge-number/articleshow/76515717.cms', 'https://www.dailydot.com/debug/blueleaks-hacked-documents/', 'https://www.breitbart.com/border/2020/06/21/200-law-enforcement-agencies-across-u-s-hacked-sensitive-intel-exposed/']BlueLeaks : Hackers publish sensitive files from 200 police departments['United States']United States

['https://www.680news.com/2021/02/20/kroger-is-latest-victim-of-third-party-software-data-breach/', 'https://borneobulletin.com.bn/kroger-is-latest-victim-of-third-party-software-data-breach/', 'https://www.king5.com/article/news/nation-world/kroger-latest-victim-of-software-data-breach/507-a6348ad4-ae3f-4d3a-8240-1b6e7b96caf5', 'https://www.washingtonexaminer.com/news/kroger-announces-some-pharmacy-customer-data-compromised-in-hack', 'https://www.dslreports.com/forum/r33039502-Kroger-Accellion-systems-Little-Clinic-pharmacy-data-breach', 'https://progressivegrocer.com/kroger-data-breach-now-includes-sensitive-consumer-info', 'https://www.ibj.com/articles/kroger-is-latest-victim-of-third-party-software-data-breach', 'https://www.supermarketnews.com/retail-financial/kroger-reports-data-breach-third-party-file-transfer-service', 'https://www.foxbusiness.com/technology/kroger-becomes-latest-victim-of-third-party-software-data-breach', 'https://techxplore.com/news/2021-02-kroger-latest-victim-third-party-softwareKroger investigating pharmacy customer data compromised in hack , including social security information['United States']United States

['https://www.itpro.co.uk/security/malware/361190/fontonlake-sophisticated-malware-targets-linux-systems', 'https://www.darkreading.com/threat-intelligence/-fontonlake-malware-family-targets-linux-systems', 'https://www.unian.net/science/novoe-semeystvo-vredonosnyh-programm-atakuet-polzovateley-linux-issledovanie-novosti-11569594.html', 'https://www.lemondeinformatique.fr/actualites/lire-fontonlake-des-malwares-discrets-pour-les-systemes-linux-84445.html', 'https://menafn.com/1102941961/ESET-Research-uncovers-FontOnLake-Targeted-malware-attacking-Linux-in-Southeast-Asia&source=28', 'https://www.welivesecurity.com/2021/10/07/fontonlake-previously-unknown-malware-family-targeting-linux/', 'https://www.chip.com.tr/haber/linux-kullananlara-kotu-haber-yeni-zararli-yazilim-linux-hedef-aliyor_96778.html']FontOnLake :  Sophisticated  malware targets Linux systems['United States']United States

['https://kbench.com/?q=node/236809', 'https://tech.co/news/lastpass-hacked-lost-source-code', 'https://www.bhaskar.com/tech-auto/news/password-manager-used-by-millions-across-the-world-says-it-was-hacked-130234676.html', 'https://hothardware.com/news/hackers-steal-portions-lastpass-source-code-dont-panic', 'https://www.vedomosti.ru/technology/news/2022/08/26/937754-lastpass-soobschil-o-vzlome', 'https://ria.ru/20220826/khaker-1812251019.html', 'https://www.zdnet.fr/actualites/le-gestionnaire-de-mots-de-passe-lastpass-pirate-une-nouvelle-fois-39946452.htm', 'https://www.webpronews.com/lastpass-source-code-stolen-in-data-breach/', 'https://lenta.ru/news/2022/08/26/last_pass/', 'https://3dnews.ru/1072991/hakeri-vzlomali-menedger-paroley-lastpass-no-ne-dobralis-do-polzovatelskih-kodov-dostupa', 'https://healthitsecurity.com/news/proprietary-info-source-code-stolen-in-lastpass-password-manager-data-breach', 'http://www.itechpost.com/articles/113308/20220825/lastpass-password-manager-data-breach.htm', 'https://wwwThe largest password manager LastPass reported a hack['United States']United States

['https://www.punto-informatico.it/app-causando-quasi-50-malware-macos/', 'https://www.foxnews.com/tech/surprisingly-app-causing-nearly-50-macos-malware-delete-now', 'https://www.ibtimes.com/this-app-causes-50-malware-viruses-macbooks-3651148']An app is causing nearly 50% of malware on macOS['United States']United States

['https://www.etoday.co.kr/news/view/2047394', 'https://www.news1.kr/articles/?4381814', 'https://www.hankyung.com/it/article/202107234068Y', 'https://www.hankyung.com/society/article/2021072340727', 'https://www.ajunews.com/view/20210724082156960', 'https://news.kbs.co.kr/news/view.do?ncd=5240889', 'http://it.chosun.com/site/data/html_dir/2021/07/23/2021072301670.html', 'https://m.asiae.co.kr/article/2021072317514246814', 'https://moneys.mt.co.kr/news/mwView.php?no=2021072316498066545&code=w0206&MRN', 'https://www.etoday.co.kr/news/view/2047420']Chat Consulting Solution Happy Talk Hacking … Leaked over 10,000 personal information['South Korea']South Korea

['https://www.t-online.de/region/leipzig/news/id_90896478/hacker-legen-uni-leipzig-mit-erpresser-software-lahm.html', 'https://www.t-online.de/region/leipzig/news/id_90896478/leipzig-hacker-legen-uni-system-lahm.html']Hackers paralyze Uni Leipzig with blackmail software['Germany']Germany

['https://3dnews.ru/1055719/volvo-soobshchila-o-vzlome-sistemi-i-krage-dannih-ob-issledovaniyah-i-razrabotkah', 'https://www.di.se/nyheter/intranget-visar-riskerna-kan-bli-en-framtida-mardrom/', 'https://www.securitylab.ru/news/527410.php', 'https://www.lepoint.fr/automobile/volvo-cars-victime-d-un-piratage-informatique-11-12-2021-2456255_646.php', 'https://www.gizchina.com/2021/12/12/volvo-cars-servers-were-hacked-a-lot-of-rd-data-stolen/', 'https://www.di.se/nyheter/volvo-cars-information-om-attacken-tidigast-pa-mandag/', 'https://www.svethardware.cz/volvo-napadeno-hackery-ti-ukradli-data-z-r-d/56610', 'https://www.carscoops.com/2021/12/volvo-suffers-cyber-attack-says-rd-data-stolen/', 'https://economictimes.indiatimes.com/news/international/business/hackers-steal-research-data-from-swedens-volvo-cars/articleshow/88213451.cms', 'https://www.securityweek.com/hackers-steal-research-data-swedens-volvo-cars', 'https://www.privataaffarer.se/volvo-cars-drabbat-av-dataintrang/', 'https://carbuzz.com/news/someone-hThe data breach at Volvo Cars shows the risk with connected cars['Sweden'] Sweden, US, China

['https://tvzvezda.ru/news/2021491358-MtRKc.html', 'https://govoritmoskva.ru/news/269691/', 'https://1prime.ru/telecommunications_and_technologies/20210409/833426589.html', 'https://ria.ru/20210409/proisshestviya-1727535628.html']The source reported the connection of the "Eyes of God" case with an attempt to hack the databases of Sberbank['Russia'] Russia

['https://www.trend.az/world/usa/3046228.html', 'http://pressorg24.com/news?id=451934', 'https://zik.ua/news/2019/04/15/u_microsoft_povidomyly_pro_masshtabne_zlomi_z_boku_hakeriv_1551827', 'https://www.journaldugeek.com/2019/04/15/microsoft-outlook-hotmail-msn-victimes-de-piratage/', 'https://www.haaretz.co.il/captain/software/1.7124218', 'https://www.hindustantimes.com/tech/microsoft-reveals-some-outlook-com-user-accounts-were-hacked-for-months/story-6GSr2gra35CzVq5bcbcHCO.html', 'https://lexpansion.lexpress.fr/high-tech/outlook-hotmail-et-msn-les-messageries-de-microsoft-victimes-d-un-piratage_2073139.html', 'https://gadgets.ndtv.com/internet/news/outlook-com-microsoft-hack-access-january-1-march-28-2023137', 'https://es.ccm.net/news/22651-outlook-y-hotmail-hackeados', 'https://news.day.az/hitech/1110969.html', 'https://echo.msk.ru/news/2407579-echo.html', 'https://tekno.kompas.com/read/2019/04/15/18130517/microsoft-outlook-diretas-hacker-bisa-intip-isi-e-mail', 'https://techcentral.co.za/microsoft-users-e-Microsoft reported hacking Outlook mail | Moscow['Russia'] Russia

['https://www.jawapos.com/teknologi/18/03/2019/akui-ada-peretasan-bos-bukalapak-pastikan-data-pengguna-masih-aman', 'https://www.antaranews.com/berita/811748/dikabarkan-kena-retas-youthmanual-lakukan-penelusuran', 'https://www.merdeka.com/teknologi/bukalapak-pastikan-tidak-ada-data-pribadi-pengguna-yang-berhasil-diretas.html', 'https://techno.okezone.com/read/2019/03/18/207/2031528/lemahnya-keamanan-bikin-hacker-retas-bukalapak', 'https://www.jawapos.com/teknologi/18/03/2019/13-juta-data-pengguna-bobol-bos-bukalapak-bantah-situsnya-diretas', 'https://www.cnnindonesia.com/teknologi/20190318141346-185-378360/identitas-peretas-yang-klaim-bobol-bukalapak', 'https://www.thejakartapost.com/news/2019/03/18/bukalapak-says-hackers-failed-to-steal-users-personal-data.html', 'http://jogja.tribunnews.com/2019/03/18/bukalapak-pastikan-tak-ada-data-pengguna-yang-berhasil-dicuri-peretas-pakistan', 'http://www.tribunnews.com/techno/2019/03/18/bukalapak-bantah-jutaan-akun-penggunanya-dicuri-hacker', 'http://www.tribunnews.com13 million user data breached, Bukalapak boss denies his site was hacked['Indonesia']Indonesia

['http://www.wakionline.com/technology/11024.html', 'https://www.securitylab.ru/news/495679.php']Hacked thousands of WordPress websites['Egypt'] Russia

['http://www.lacerca.com/noticias/guadalajara/web-ayuntamiento-guadalajara-cobrar-mendieta-avisamos-hicieron-caso-375019-1.html', 'http://www.lacerca.com/noticias/guadalajara/anonymous-hackea-web-ayuntamiento-guadalajara-cobrar-exhumacion-mendieta-375045-1.html', 'http://eldiadigital.es/not/224515/anonymous-hackea-la-web-de-ayuntamiento-guadalajara-por-cobrar-la-exhumacion-de-mendieta/', 'http://www.lacerca.com/noticias/guadalajara/hackean-web-ayuntamiento-guadajara-374989-1.html', 'http://www.thinkspain.com/news-spain/29287/anonymous-hacks-guadalajara-councils-website-after-it-charges-civil-war-victims-family-for-exhuming-his-body', 'http://www.20minutos.es/noticia/3091945/0/anonymous-hackea-web-ayuntamiento-guadalajara/']Anonymous hacks the website of the Guadalajara City Council for collecting the exhumation of Mendieta: We warned, they did not pay attention['Mexico'] Mexico

['https://www.scmagazine.com/home/security-news/phishing-attack-targets-docusign-and-sharepoint-users/', 'http://internetua.com/fishingovaya-ataka-nacelena-na-polzovatelei-docusign-i-sharepoint']Phishing attack targets DocuSign and SharePoint users['United States']United States

['https://www.pcworld.idg.com.au/article/660993/mystery-data-breach-reportedly-exposes-80-million-names-addresses-income-info/', 'http://www.inlandnewstoday.com/story.php?s=54599', 'https://www.digitaltrends.com/computing/data-breach-exposes-data-of-80-million-us-households/']Mystery data breach reportedly exposes 80 million names , addresses , and income info['United States']United States

['https://economictimes.indiatimes.com/news/india/russian-hacker-who-manipulated-jee-last-year-gets-bail/articleshow/95249802.cms', 'https://www.business-standard.com/article/current-affairs/special-court-grants-bail-to-russian-hacker-who-manipulated-jee-last-year-122110200634_1.html', 'https://www.telegraphindia.com/india/russian-hacker-who-manipulated-jee-last-year-gets-bail/cid/1895705', 'https://zeenews.india.com/india/jee-mains-exam-russian-hacker-who-manipulated-jee-exam-last-year-gets-bail-2530020.html']jee : Russian  hacker  who manipulated JEE last year gets bail['India'] India

['http://www.hotelnewsnow.com/articles/294646/Starwood-data-breach-Lessons-for-the-hotel-industry', 'https://www.hospitalitynet.org/news/4092903.html']Starwood data breach : Lessons for the hotel industry['United States']United States

['https://www.msn.com/en-gb/news/newslondon/hacker-uncovers-chinese-database-that-lists-child-bearing-status-of-18m-women/ar-BBUDFqE', 'http://www.standaard.be/cnt/dmf20190311_04245607', 'https://www.forbes.com/sites/zakdoffman/2019/03/11/exposed-chinese-database-includes-breed-ready-status-of-almost-2-million-women/']Hacker  uncovers Chinese database that lists child - bearing status of 1 . 8m women['China'] China

['https://www.walesonline.co.uk/news/uk-news/people-stitches-over-new-email-16676730', 'https://www.somersetlive.co.uk/news/uk-world-news/new-phishing-email-con-warning-3158838', 'https://www.plymouthherald.co.uk/news/uk-world-news/hilarious-assassination-email-phishing-scam-3156376']People are in stitches over new email phishing scam which warns of assassination['United Kingdom']United Kingdom

['http://www.arabianbusiness.com/uae-says-unaffected-by-new-global-cyber-attacks-673836.html', 'http://www.arabianbusiness.com/uae-updates-computer-users-after-news-of-global-cyber-attacks-673836.html']UAE updates computer users after news of global cyber attacks['UAE'] Worldwide

['https://www.theepochtimes.com/anthem-to-pay-a-16m-settlement-to-hhs-for-data-breach_2691381.html', 'https://www.newsradioklbj.com/news/politics/top-political-news/insurer-anthem-will-pay-record-16m-massive-data-breach', 'http://www.air1.com/news/2018/10/16/Insurer-Anthem-Will-Pay-Record-16M-Fine-For-Massive-Data-Breach.aspx', 'http://www.modernhealthcare.com/article/20181016/NEWS/181019927/anthem-to-pay-16m-in-record-data-breach-settlement', 'https://www.healthcare-informatics.com/news-item/cybersecurity/anthem-agrees-record-payment-16m-largest-us-health-data-breach', 'http://ftnews.firetrench.com/2018/10/anthem-hit-with-record-16-million-fine-after-data-breach/', 'https://sacramento.cbslocal.com/2018/10/15/anthem-data-breach-settlement/', 'https://www.healthcarefinancenews.com/news/anthem-pays-16-million-record-hipaa-settlement-data-breach', 'https://www.financialexpress.com/industry/insurer-anthem-will-pay-record-16-million-for-massive-data-breach/1350820/', 'https://www.nzherald.co.nz/world/news/article.Anthem to pay $16M in record data breach settlement['United States']United States

['https://www.straitstimes.com/singapore/st-engineering-aerospaces-us-subsidiary-suffers-massive-data-breach', 'https://www.channelnewsasia.com/news/singapore/st-engineering-vt-san-antonio-aerospace-data-breach-review-12813138', 'https://www.channelnewsasia.com/news/business/vt-san-antonio-aerospace-st-engineering-aerospace-data-breach-12810492']ST Engineering Aerospace US subsidiary suffers massive data breach['United States']United States

['http://idrw.org/rattled-by-indias-power-china-tried-to-hack-into-defence-systems-ib-report/', 'https://www.dnaindia.com/india/report-rattled-by-india-s-power-china-tried-to-hack-into-defence-systems-ib-report-2924842', 'https://zeenews.india.com/hindi/india/china-pakistan-linked-hackers-attack-indian-targets-reveals-in-ib-report/1051612']Rattled by India power , China tried to hack into defence systems : IB report – Indian Defence Research Wing['India'] India

['https://www.msn.com/en-xl/news/other/iran-hides-spyware-in-wallpaper-and-food-apps/ar-BB1duITu', 'https://www.bbc.co.uk/news/technology-55977537', 'https://www.washingtonpost.com/politics/2021/02/08/cybersecurity-202-new-research-highlights-an-expanding-pool-victims-iranian-hackers/', 'https://www.itpro.co.uk/security/cyber-security/358557/two-new-hacking-campaigns-reveal-iranian-attacks-on-dissidents', 'https://www.washingtonpost.com/nation/2021/02/08/researchers-find-more-victims-one-irans-oldest-hacking-groups/', 'https://canaltech.com.br/seguranca/ira-contratou-hackers-de-elite-para-infectar-celulares-e-espionar-dissidentes-178823/', 'https://www.alwatanvoice.com/arabic/news/bbc/2021/02/08/55982244.html', 'https://www.radiofarda.com/a/iran-hides-spyware-apps-restaurant-games/31092338.html']Iran  hides spyware in wallpaper and food apps['Iran'] Iran, UK, US, and 12 other countries

['https://www.usine-digitale.fr/article/la-poste-mobile-victime-d-un-ransomware-des-donnees-personnelles-potentiellement-derobees.N2024557', 'https://www.generation-nt.com/poste-mobile-piratage-rancongiciel-actualite-2003070.html', 'https://www.capital.fr/entreprises-marches/la-poste-mobile-les-donnees-de-clients-volees-par-des-hackers-russes-1441101', 'https://www.igen.fr/telecoms/2022/07/la-poste-mobile-bloquee-par-un-rancongiciel-131127', 'https://www.clubic.com/antivirus-securite-informatique/virus-hacker-piratage/piratage-informatique/actualite-429867-la-poste-mobile-piratee-par-des-hackers-etes-vous-concerne.html']La Poste Mobile victim of ransomware, personal data potentially stolen['France'] France

['http://www.nspna.com/news/?mode=view&newsid=552544', 'https://www.insight.co.kr/news/379624', 'https://news.mt.co.kr/mtview.php?no=2022012611294486206&MRH_P', 'https://news.mt.co.kr/mtview.php?no=2022012611294486206&MS2_T', 'https://imnews.imbc.com/news/2022/society/article/6336255_35673.html', 'http://news.kmib.co.kr/article/view.asp?arcid=0016708282&code=61121111&sid1=soc']Arrested Chinese voice phishing organization that stole 8.3 billion won from Koreans through fake payment text messages['South Korea']South Korea

['https://www.emol.com/noticias/Nacional/2022/09/30/1074312/ciberataque-filtracion-archivos-cna.html', 'https://www.biobiochile.cl/biobiotv/programas/radiograma-biobiotv/2022/09/30/exclusivo-biobio-grupo-de-hackers-extrajo-y-libero-archivos-de-comision-nacional-de-acreditacion.shtml', 'https://www.adnradio.cl/nacional/2022/09/30/hackean-la-comision-nacional-de-acreditacion.html']National Accreditation Commission reports leak of data and files after hacking['Chile'] Chile

['https://www.securitylab.ru/news/532948.php', 'https://www.vesti.ru/hitech/article/2863726', 'https://www.phonandroid.com/phishing-un-dangereux-virus-se-cache-dans-la-calculatrice-windows.html', 'https://lenta.ru/news/2022/07/26/calculator/', 'https://www.howtogeek.com/820691/phishing-attacks-are-now-using-the-windows-calculator/', 'http://internetua.com/hakeri-znaishli-sposib-zlomu-windows-7-za-dopomogoua-kalkulyatora', 'https://runews24.ru:443/internet/26/07/2022/46b63a02bcfb61383e8b0f9a6f9b5788']Hackers armed with calculators and attack Windows 7['Russia'] Russia

['https://rs.sputniknews.com/20220624/rgz-objavio-koji-servisi-pocinju-da-rade-posle-hakerskog-napada-1139040650.html', 'https://naslovi.net/2022-06-17/politika/hakerski-napad-na-katastar/30855227', 'https://naslovi.net/2022-06-15/biznis/republicki-katastar-meta-hakerskog-napada/30841126', 'https://www.krstarica.com/vesti/srbija/obustavljeni-svi-poslovi-koji-se-ticu-nepokretnosti-rgz-zakljucan-zbog-hakerskog-napada/', 'https://naslovi.net/2022-06-15/euronews/geodetski-zavod-hakerski-napad-na-it-infrastrukturu-katastra-servisi-nedostupni-korisnicima/30841357', 'https://naslovi.net/2022-06-15/n1-info/katastar-na-meti-hakera-rgz-zakljucao-ceo-informacioni-sistem/30840984', 'https://naslovi.net/tema/1782726', 'https://www.alo.rs/vesti/drustvo/641970/katastar-hakeri-napad-rad-pocetak-ponedeljak/vest', 'https://www.krstarica.com/vesti/ekonomija/servisi-rgz-a-nedostupni-zbog-hakerskih-napada/', 'https://naslovi.net/2022-06-16/pressek/obustavljeni-svi-poslovi-rgz-zakljucan-zbog-hakerskog-napada/30845491', 'https://naGeodetic Office: Hacker attack on IT infrastructure of cadastre, services unavailable to users['Serbia'] Serbia

['https://finans.dk/erhverv/ECE14554793/dsb-hackerangreb-og-fejl-gav-totalnedbrud-i-togdriften/', 'https://tass.ru/ekonomika/16241925', 'https://www.24sata.hr/news/danski-vlakovi-u-subotu-nisu-vozili-zbog-hakerskog-napada-871261', 'https://tidende.dk/ind-og-udland/indland-kriminal/hackerangreb-og-fejl-gav-nedbrud-i-togdrift-loerdag/315815', 'https://www.index.hr/vijesti/clanak/zbog-hakerskog-napada-u-subotu-nisu-vozili-danski-vlakovi/2408842.aspx', 'https://www.krstarica.com/vesti/svet/danska-kvar-na-zeleznickoj-mrezi-rezultat-hakerskog-napada/']DSB: Hacker attacks and errors resulted in a total breakdown in train operations['Denmark']Denmark

['https://www.zdnet.fr/actualites/le-malware-purple-fox-evolue-pour-se-propager-sur-les-machines-windows-39920001.htm', 'https://threatpost.com/purple-fox-malware-windows-worm/164993/', 'https://www.dobreprogramy.pl/Malware-Purple-Fox-jest-teraz-jeszcze-bardziej-zlosliwy,News,114068.html']Purple Fox malware evolves to spread on Windows machines['France'] France

['https://365info.kz/2021/02/mon-oproverg-vzlom-kyndelik', 'http://today.kz/news/proisshestviya/2021-02-16/814201-na-vzlom-portala-kundelik-pozhalovalis-polzovateli/']Ministry of Education and Culture opposed hacking of "Kundelik"['Kazakhstan']Kazakhstan

['https://megapolitan.kompas.com/read/2021/08/18/17040091/kpu-jakarta-timur-periksa-data-pemilu-pascaperetasan-situs-resmi-mereka', 'https://www.prokerala.com/news/articles/a1187775.html', 'https://zeenews.india.com/marathi/india/up-saharanpur-accused-hacked-website-election-commission-made-fake-voter-id/578741', 'https://www.antaranews.com/berita/2334726/kpu-jakarta-timur-benahi-keamanan-siber-sikapi-peretasan-situs', 'https://thewire.in/government/up-police-arrest-man-for-hacking-into-ec-account-creating-over-10000-fake-ids', 'https://jakarta.bisnis.com/read/20210818/77/1431059/clan_x7-retas-situs-resmi-kpu-jakarta-timur', 'https://megapolitan.okezone.com/read/2021/08/18/338/2457429/retas-website-kpu-jaktim-pelaku-protes-pandemi-dan-nilai-kepahlawanan', 'https://megapolitan.okezone.com/read/2021/08/18/338/2457395/website-kpu-jakarta-timur-diretas-aktivitas-kerja-pegawai-terganggu', 'https://www.liputan6.com/news/read/4634839/situs-resmi-kpu-jakarta-timur-diretas-selasa-17-agustus-malam', 'https://www.busineEast Jakarta Election Commission Checks Election Data After Hacking Their Official Website['Indonesia']Indonesia

['https://www.techtimes.com/articles/261669/20210618/weird-malware-called-oddball-blocks-accessing-piracy-sites-instead-hacking.htm', 'https://www.edexlive.com/news/2021/jun/22/researchers-find-malware-that-blocks-access-to-pirated-websites-21879.html', 'https://www.pcguia.pt/2021/06/descoberto-novo-malware-chamado-vigilante-que-so-ataca-computadores-usados-em-downloads-de-software-pirateado/', 'https://www.heise.de/news/l-f-Malware-kaempft-gegen-Software-Piraterie-6114450.html', 'https://www.infosecurity-magazine.com:443/news/puzzling-new-malware-blocks-access/', 'https://www.gizmodo.com.au/2021/06/vigilante-malware-is-preventing-people-from-visiting-their-favourite-pirate-sites/', 'https://www.prokerala.com/news/articles/a1171480.html', 'https://www.techtimes.com/articles/261637/20210618/malware-discovered-stop-victims-pirating-software.htm', 'https://www.zdnet.fr/actualites/cet-etrange-malware-vous-empeche-de-visiter-des-sites-pirates-39924767.htm', 'https://www.cio.co.ke/new-vigilante-malware-blocks-usersNew malware called Vigilante discovered, which only attacks computers used to download pirated software['United States']United States

['https://fedpress.ru/news/ukraine/society/2672880', 'https://hronika.info/kurjozy/746839-instagram-akkaunt-ikea-v-ukraine-vzlomali-drugim-ukrainskim-kompaniyam-prishlos-opravdyvatsya/', 'https://news.online.ua/ofitsialnyy-akkaunt-ukrainskoy-ikea-v-instagram-vzlomali-odinokie-hakery_n829759/', 'https://www.unian.net/curiosities/ukrainskuyu-stranicu-ikea-v-instagram-vzlomali-podrobnosti-poslednie-novosti-11313785.html', 'https://nikvesti.com/news/public/211426', 'https://www.unian.ua/curiosities/ukrajinsku-storinku-ikea-v-instagram-zlamali-podrobici-ostanni-novini-11313782.html']Turkish hackers hacked Ukrainian IKEA account | Ukraine['Ukraine'] Ukrainian

['https://naslovi.net/2021-02-02/pcpress/trickbot-se-vratio-sa-svezim-phishing-i-malver-napadima/27205042', 'https://www.zdnet.com/article/trickbot-is-back-again-with-fresh-phishing-and-malware-attacks/', 'https://www.itworldcanada.com/article/cyber-security-today-trickbot-malware-may-be-back-who-stole-this-database-uscelluar-hacked-and-beware-of-ads-on-search-engines/441569']Trickbot is back with fresh phishing and malware attacks['Serbia'] Serbia

['https://www.francetvinfo.fr/sante/sante-les-dossiers-medicaux-de-pres-de500-000-francais-pirates-et-publies-sur-internet_4309477.html', 'https://www.france24.com/fr/france/20210225-france-ouverture-d-une-enqu%C3%AAte-apr%C3%A8s-un-piratage-massif-de-donn%C3%A9es-m%C3%A9dicales', 'https://www.letelegramme.fr/bretagne/piratage-de-donnees-medicales-350-000-bretons-concernes-dont-des-personnalites-24-02-2021-12710083.php', 'https://www.contrepoints.org/2021/02/24/391835-donnees-medicales-piratees-la-france-prete-face-au-data-capitalism', 'https://www.larep.fr/orleans-45000/actualites/les-dossiers-medicaux-de-108-000-loiretains-pirates-comment-savoir-si-je-fais-partie-des-victimes_13920231/', 'https://www.femmeactuelle.fr:443/sante/news-sante/piratage-des-donnees-medicales-comment-savoir-si-lon-fait-partie-des-500000-francais-concernes-2109113', 'https://www.ouest-france.fr/bretagne/rennes-35000/piratage-de-donnees-medicales-un-site-pour-savoir-si-vous-faites-partie-des-patients-concernes-7167415', 'https://www.Hacking of medical data: 350,000 Bretons concerned, including personalities['France'] France

['https://www.diario26.com/289579--vence-el-plazo-del-hackeo-a-migraciones-y-los-ciberdelincuentes-reclaman-los-4-millones-de-dolares', 'https://www.diariouno.com.ar/hackeo/migraciones-el-gobierno-no-pagara-el-rescate-n576698', 'https://elintransigente.com/2020/09/juntos-por-el-cambio-presento-en-el-senado-un-pedido-de-informe-sobre-el-hackeo-a-migraciones/', 'https://www.eldiariodelarepublica.com/nota/2020-9-5-19-25-0-hackearon-archivos-de-la-direccion-de-migraciones-y-piden-millones-para-devolverlos', 'https://www.elliberal.com.ar/noticia/540499/hackers-atacaron-sistema-migraciones-nacion-piden-us-76-millones-rescate', 'https://www.infobae.com/tecno/2020/09/05/quienes-estan-detras-del-hackeo-a-migraciones-y-como-funciona-netwalker-el-software-malicioso-utilizado/', 'https://www.iprofesional.com/economia/322954-migraciones-hackeo-robo-y-un-pedido-extorsivo-de-us76-millones', 'https://www.biobiochile.cl/noticias/internacional/america-latina/2020/09/10/hackers-publican-datos-secuestrados-a-migraciones-de-argenTogether for Change presented in the Senate a request for a report on the hacking of Migrations['Argentina']Argentina

['https://www.vedomosti.ru/business/news/2019/06/14/804209-rosneft-reuters', 'https://www.kommersant.ru/doc/4002813', 'http://lratvakan.com/news/675511.html', 'https://www.dp.ru/a/2019/06/14/Rosneft_obvinila_Reute?hash=720152', 'https://iz.ru/889130/2019-06-14/rosneft-obvinila-reuters-v-slezhke-i-vzlome-sotcsetei-sechina', 'https://www.forbes.ru/biznes/377903-rosneft-obvinila-reuters-v-totalnoy-slezhke-i-vzlome-socsetey']Rosneft accuses Reuters of spying and hacking social media accounts['Russia'] Russia

['https://www.svt.se/nyheter/lokalt/smaland/dataintrang-i-vasterviks-kommun', 'https://www.vt.se/nyheter/vastervik/kommunen-utsatt-for-dataintrang-om6253817.aspx']Data breach in Västervik municipality - get hold of account and password['Sweden'] Sweden

['http://internetua.com/opublikovan-eksploit-dlya-kriticseskoi-uyazvimosti-v-microsoft-edge', 'https://www.securitylab.ru/news/495905.php']An exploit for a critical vulnerability in the Microsoft Edge browser has been published['Ukraine'] Ukraine

['https://www.jdsupra.com/legalnews/the-ian-martin-group-announces-data-9689162/', 'https://www.jdsupra.com/legalnews/pyramid-consulting-group-llc-6140817/']Pyramid Consulting Group , LLC Experienced Data Breach Leaking Social Security Numbers of More Than 3 , 000 People | Console and Associates , P . C . ['United States']United States

['https://www.radioseoul1650.com/international/%EC%9D%B4%EB%9E%80-%EC%97%B0%EA%B3%84-%ED%95%B4%EC%BB%A4%EB%93%A4-%EB%AF%B8-%EC%A0%95%EB%B6%80%EB%A7%9D-%EC%B9%A8%EC%9E%85%ED%95%B4-%EC%95%94%ED%98%B8%ED%99%94%ED%8F%90-%EC%83%9D%EC%84%B1-sw/', 'https://www.techradar.com/news/iranian-hackers-breached-us-govt-agency-deploy-crypto-miner', 'https://fakti.bg/biznes/731188-iranski-hakeri-sa-vlezli-v-rezervite-na-kriptovaluta-v-sasht', 'https://www.nextgov.com/cybersecurity/2022/11/iranian-hackers-compromised-federal-agencys-network-cisa-and-fbi-say/379832/', 'https://www.wishtv.com/news/national/iranian-hackers-compromise-us-government-network-in-cryptocurrency-generating-scheme-officials-say/', 'https://nikvesti.com/ua/news/incidents/260177', 'http://internetua.com/iranski-hakeri-zlamali-uryadovu-mereju-ssha-sxob-mainuti-kriptovaluatu', 'https://www.washingtonpost.com/politics/2022/11/17/iranian-hackers-breached-agency-that-hears-federal-worker-grievances/', 'https://marketbusinessnews.com/iranian-hackers-hit-us-goveIranian Hackers Compromised a Federal Agency Network , CISA and FBI Say['United States']United States

['https://www.prokerala.com/news/articles/a966489.html', 'http://vestnikkavkaza.net/material/127058', 'https://www.today.ng/news/world/turkey-fines-facebook-data-breach-280000-users-254850', 'https://hronika.info/tehnologii/631939-facebook-oshtrafovali-za-krupnuyu-utechku-dannyh/', 'https://www.albawaba.com/node/1312685', 'https://in.news.yahoo.com/turkey-fines-facebook-over-data-182137966.html', 'https://www.journaltranscript.com/2019/10/facebook-inc-nasdaqfb-could-face-a-fine-of-over-2-billion-on-data-breach-violations-in-ireland/', 'http://famagusta-gazette.com/2019/10/03/turkey-fines-facebook-over-data-breach-of-over-280000-users/', 'https://www.iol.co.za/business-report/international/facebook-fined-for-yet-another-data-breach-this-time-in-turkey-34035274', 'https://punchng.com/turkey-fines-facebook-281k-for-data-breach/', 'https://thefrontierpost.com/turkey-fines-facebook-over-data-breach/', 'http://www.xinhuanet.com/english/2019-10/03/c_138446509.htm', 'https://www.poandpo.com/crime/facebook-fined-28200Turkey fines Facebook over data breach of over 280 , 000 users['Turkey'] Turkey

['https://www.forbes.com/sites/leemathews/2019/12/11/google-chrome-adds-real-time-warnings-for-phishing-attacks/', 'https://www.terra.com.br/noticias/dino/falha-no-chrome-permite-acesso-de-hackers-aos-computadores,bef30044ea100ce856c84b1c8505ca0bd3v6frov.html', 'https://japan.cnet.com/article/35146670/', 'https://www.securitylab.ru/news/503315.php', 'https://www.businessinsider.in/tech/news/googles-chrome-browser-will-now-alert-you-if-you-enter-a-password-that-hackers-have-already-stolen/articleshow/72479704.cms', 'https://www.pcmag.com/news/372480/chrome-password-and-phishing-protection-gets-much-stronger', 'https://www.ridus.ru/news/315130', 'https://www.dailymail.co.uk/sciencetech/article-7778617/Google-warning-users-real-time-sites-visit-phishing-personal-data.html', 'https://www.xataka.com/basics/novedades-chrome-79-revision-tiempo-real-contrasenas-phising-pestanas-suspendidas-para-ahorrar-cpu', 'https://www.bankier.pl/wiadomosc/Google-Chrome-ostrzeze-przed-kradzieza-hasla-i-wyludzeniem-danych-7787943.htGoogle warning users in real - time if sites they visit  phishing  for personal data['United States']United States

['https://www.neowin.net/news/suspected-hacker-in-chinese-hotel-groups-data-theft-is-taken-into-custody', 'http://www.china.org.cn/china/Off_the_Wire/2018-09/20/content_63686265.htm', 'http://www.xinhuanet.com/english/2018-09/20/c_137481923.htm', 'https://www.zdnet.com/article/chinese-police-arrest-hacker-who-sold-data-of-millions-of-hotel-guests-on-the-dark-web/']Suspected hacker in Chinese hotel group data theft is taken into custody['China'] China



['https://www.healthcareitnews.com/news/3-phishing-hacks-breach-20000-catawba-valley-patient-records', 'http://www.spamfighter.com/News-21847-Phishing-Attacks-Breach-20000-Patient-Records-of-Catawba-Valley-Medical-Center.htm']3 phishing hacks breach 20 , 000 Catawba Valley patient records['United States']United States

['https://www.abc.net.au/news/2020-05-15/bluescope-steel-cyber-attack-shut-down-kembla-ransomware/12251316', 'https://www.afr.com/technology/port-kembla-steelworks-hit-as-bluescope-cyber-attack-bites-20200515-p54tb9']BlueScope Steel hit by cyber attack causing worldwide system shutdown of operations['Australia']Australia

['https://www.computerweekly.com/news/252495806/Crypto-malware-targets-Kubernetes-clusters-say-researchers', 'https://threatpost.com/new-malware-hijacks-kubernetes-clusters-to-mine-monero/163629/', 'https://www.computing.co.uk/news/4026716/hildegard-malware-kubernetes-cryptocurrency']Crypto malware targets Kubernetes clusters , say researchers['United Kingdom']United Kingdom

['https://www.ynet.co.il/digital/technews/article/hj5v0sm7j', 'https://regnum.ru/news/3719786.html', 'https://www.eremnews.com/arab-world/hklpv25xdd', 'https://www.ynet.co.il/news/article/syt56fixo']A year of espionage: Lebanese hackers attacked Israeli organizations['Israel'] Israel

['https://techcrunch.com/2022/08/01/wiseasy-android-payment-passwords/', 'https://finance.yahoo.com/news/hackers-stole-passwords-accessing-140-160021418.html', 'https://www.kompas.com/global/read/2022/08/02/130000170/140.000-terminal-pembayaran-berbasis-android-diretas-kata-sandi-ikut', 'https://pcworld.hu/pcwlite/meghackeltek-az-egyik-fizetesi-szolgaltatot-140-ezer-terminalhoz-fertek-hozza-az-elkovetok-314562.html', 'https://computersweden.idg.se/2.2683/1.768787/hackare-har-kommit-at-140-000-kortterminaler']140 . 000 Android-Based Payment Terminals Hacked, Passwords Stolen['United States']United States

['https://www.heise.de/security/meldung/Hacker-knacken-smarte-Tueroeffnungssysteme-fuer-DDoS-Attacken-4651888.html', 'http://internetua.com/hakery-vzlamyvauat-sistemy-kontrolya-dostupa-v-zdaniyah-i-ispolzuuat-dlya-ddos-atak', 'https://www.zdnet.com/article/hackers-are-hijacking-smart-building-access-systems-to-launch-ddos-attacks/', 'https://www.techzine.nl/nieuws/security/437285/hackers-gebruiken-smart-control-van-gebouwen-voor-ddos-aanvallen/']Hackers break into access control systems in buildings and use them for DDoS attacks['Germany']Germany

['https://mediaindonesia.com/read/detail/329118-situs-kpu-diretas-data-pemilih-tetap-aman', 'https://www.antaranews.com/berita/1619846/kpu-minta-peretas-laman-lindungihakpilihmu-ditangkap', 'https://www.viva.co.id/berita/nasional/1285210-laman-lindungi-pemilih-diretas-kpu-diminta-terapkan-keamanan-berlapis', 'https://www.pikiran-rakyat.com/nasional/pr-01621657/sempat-diretas-beberapa-kali-kpu-pastikan-data-pemilih-aman', 'https://www.tribunnews.com/nasional/2020/07/19/kpu-bakal-lapor-polisi-usai-situs-pengecekan-data-pemilih-diretas', 'https://nasional.kompas.com/read/2020/07/15/13422281/laman-pengecekan-pemilih-pilkada-diretas-kpu-pastikan-data-aman', 'https://www.cnnindonesia.com/nasional/20200715133741-32-524947/situs-lindungihakpilihmukpugoid-diretas-data-diklaim-aman', 'https://nasional.kompas.com/read/2020/07/19/21304901/kpu-berencana-laporkan-peretasan-laman-pengecekan-pemilih-pilkada-ke', 'https://nasional.sindonews.com/read/104946/12/laman-lindungi-pemilih-diretas-kpu-akan-terbitkan-peraturan-1595005KPU Site Hacked, Voter Data Remains Safe['Indonesia']Indonesia

['https://www.cnnphilippines.com:443/news/2022/4/27/CICC-Smartmatic-data-breach-suspects-scam.html', 'https://newsinfo.inquirer.net/1589696/smartmatic-data-breach-part-of-scam-on-politicians-probers-bare']Anti - cybercrime body : Smartmatic data breach suspects are  scammers['Philippines']Philippines

['https://www.upi.com/Top_News/World-News/2019/05/23/Security-firm-North-Korean-hackers-shifted-focus-from-causing-chaos-to-acquiring-money/6131558595343/', 'https://btcmanager.com/north-korean-hackers-target-upbit-users-bitcoin-scam/', 'http://www.viva100.com/main/view.php?key=20190529010009512', 'http://world.kbs.co.kr/service/news_view.htm?lang=k&Seq_Code=328936', 'https://nz.finance.yahoo.com/news/north-korean-hackers-attack-upbit-215420031.html', 'http://news.chosun.com/site/data/html_dir/2019/05/20/2019052001634.html', 'http://biz.heraldcorp.com/view.php?ud=20190528000795', 'https://www.forexcrunch.com/north-korean-hackers-attempted-to-steal-upbit-user-information/', 'https://thenextweb.com/hardfork/2019/05/31/north-korean-hackers-caught-phishing-for-south-koreans-cryptocurrency/', 'https://news.yahoo.com/north-korean-hackers-target-crypto-022134465.html', 'http://news1.kr/articles/?3632136', 'https://www.fxstreet.com/cryptocurrencies/news/south-korean-users-of-crypto-exchange-upbit-fell-victim-to-a-phiNorth Korean Hackers Target UpBit Users in Bitcoin Scam['South Korea']South Korea

['https://www.rappler.com/nation/after-sony-hack-north-korea-internet-hit', 'https://www.rappler.com/technology/north-korea-internet-collapse-sony-hack']After Sony hack , North Korea Internet hit['North Korea']North Korea

['https://www.dawn.com/news/1519273/israeli-spyware-invasion-forces-govt-to-discard-whatsapp', 'https://www.pakistantelegraph.com/news/263229192/israeli-spyware-invasion-forces-govt-to-discard-whatsapp']Israeli  spyware  invasion forces govt to discard WhatsApp - Newspaper['Israel'] Pakistan

['https://mybroadband.co.za/news/security/323160-apple-software-flaw-enables-ransomware-exploit-in-windows.html', 'https://www.business-standard.com/article/news-ani/apple-itunes-zero-day-bug-allowed-ransomware-attack-119101200880_1.html', 'https://www.genbeta.com/seguridad/apple-parchea-vulnerabilidad-zero-day-itunes-para-windows-que-estaba-siendo-explotada-ransomware', 'https://www.windowscentral.com/itunes-and-icloud-vulnerability-allowed-windows-ransomware-be-installed-undetected', 'https://www.begeek.fr/une-faille-dans-itunes-permet-dinstaller-un-ransomware-sur-votre-pc-329105', 'https://www.lifehacker.com.au/2019/10/update-icloud-for-windows-right-now-to-protect-against-ransomware/', 'https://www.pcmag.com/news/371261/flaw-in-itunes-for-windows-abused-for-ransomware-attacks', 'https://lifehacker.com/update-icloud-for-windows-right-now-to-protect-against-1838970211', 'https://japan.cnet.com/article/35143857/', 'http://globedia.com/vulnerabilidad-critica-itunes-explotada-ransomware', 'https://www.scmagaziFlaw in iTunes for Windows Abused for Ransomware Attacks['United States']United States
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['http://www.comnews.ru/content/205018/2020-03-13/2020-w11/khakery-ispolzovali-brend-adobe-dlya-ataki-pravitelstvennye-veb-sayty', 'http://www.akm.ru/rus/news/2020/march/13/ns_6514338.htm', 'https://www.cnews.ru/news/line/2020-03-13_eset_hakery_ispolzovali_brend']Hackers used the Adobe brand to attack government websites['Russia'] Russia

['http://www.newsnowgr.com/article/1320323/Reuters-i-tourkiki-kyvernisi-epistratevei-xakers-gia-tis-kyvernoepitheseis-stin-ellada---ellinotourkika.html', 'https://www.delfi.lt/news/daily/world/graikija-vyriausybes-tinklapius-atakavo-programisiai.d?id=83363003', 'https://neoskosmos.com/en/156987/turkish-hackers-launch-fresh-wave-of-attacks-on-greek-government-targets/', 'https://www.newsit.gr/kosmos/reuters-xakers-valtoi-tis-tourkikis-kyvernisis-piso-apo-tis-kyvernoepitheseis-stin-ellada/2963447/', 'https://www.onalert.gr/ellinotourkika/reuters-i-toyrkiki-kyvernisi-epistrateyei-chakers-gia-tis-kyvernoepitheseis-stin-ellada/376147/', 'https://www.breitbart.com/national-security/2020/01/27/report-turkish-hackers-blamed-state-backed-cyber-espionage-europe-mideast/', 'http://www.dnesplus.bg/News.aspx?n=919548', 'https://www.f5haber.com/posta/turkiye-dunyada-pos-cihazlarina-en-fazla-siber-saldiri-yapilan-ulke-oldu-5354291', 'http://www.dnesplus.bg/News.aspx?n=919645', 'https://www.alaraby.co.uk/english/news/2020/1/Reuters : Turkish government's bogus hackers behind cyberattacks in Greece['Greece'] Cyprus, Greece

['https://www.vesti-online.com/hakovani-mejlovi-beckog-odbora-spo/', 'https://www.krstarica.com/vesti/svet/hakovani-mejlovi-beckog-odbora-spo/']Hacked emails of the Vienna SPO board - News online['Austria'] Austria

['http://www.dailycomm.ru/m/46441/', 'http://www.cnews.ru/news/line/2019-02-13_eset_zafiksirovala_ataku_programmyvymogatelya', 'https://www.ixbt.com/news/2019/02/14/rossijskie-kompanii-podverglis-atake-vymogatelja-shade.html', 'http://www.comnews.ru/content/117821/2019-02-13/eset-zafiksirovala-ataku-programmy-vymogatelya-shade-na-rossiyskie-kompanii', 'http://www.channelbuzz.ca/2019/02/russia-hit-by-new-wave-of-ransomware-spam-29397/', 'https://servernews.ru/982733']Eset has detected a Shade ransomware attack on Russian companies['Russia'] Russia

['https://blitz.bg/kriminalni/nakazanie/goreshcho-vizhte-rezyumeta-ot-razpiti-po-aferata-tad-grup-kak-se-e-gotvelo-khakvaneto-na-nap_news690580.html', 'https://blitz.bg/kriminalni/nakazanie/vizhte-rezyumeta-ot-razpiti-po-aferata-tad-grup-kak-se-e-gotvelo-khakvaneto-na-nap_news690580.html']Hot: See summaries of interrogations on the TAD Group affair, how the NRA hacking was prepared['Bulgaria'] Bulgaria

['https://threatpost.com/hackers-exploit-covid-office/166550/', 'https://www.theaustralian.com.au/news/latest-news/as-covid-cases-rose-so-did-hospital-hacks-in-france/news-story/fa950b42d69b7b3fbef8e77dfbf2db85?nk=6082e0e1279b11130b212736c241d061-1622005289', 'https://www.ibtimes.com/covid-cases-rose-so-did-hospital-hacks-france-3208715', 'https://www.politico.com/newsletters/future-pulse/2021/05/26/the-pipeline-hack-hospitals-saw-coming-795551', 'https://www.etc.se/inrikes/svensk-sjukvard-ar-daligt-rustad-mot-cyberattacker', 'https://noticias.uol.com.br/ultimas-noticias/rfi/2021/06/08/epidemia-faz-crescer-ataques-ciberneticos-e-roubo-de-dados-nos-hospitais.htm', 'https://sn.dk/Verden/Hackere-laegger-franske-hospitaler-ned/artikel/1440904', 'https://techxplore.com/news/2021-05-covid-cases-rose-hospital-hacks.html', 'https://www.globaltimes.cn/page/202106/1225182.shtml', 'https://borneobulletin.com.bn/as-covid-cases-rose-so-did-hospital-hacks-in-france/', 'https://techcrunch.com/2021/06/01/hackers-phishing-posAs Covid cases rose , so did hospital hacks in France['France'] France

['http://www.itechpost.com/articles/113666/20220907/the-north-face-hacking-data-breach.htm', 'https://www.tomsguide.com/news/200000-north-face-user-accounts-hacked-what-you-need-to-know', 'https://www.techradar.com/news/thousands-of-north-face-customers-accounts-hacked-personal-data-stolen', 'https://www.bleepingcomputer.com/news/security/200-000-north-face-accounts-hacked-in-credential-stuffing-attack/']Hackers Attack North Face Website ; 200 , 000 User Accounts Compromised['United States']United States

['http://www.itechpost.com/articles/115738/20221226/data-400-million-twitter-users-sale-hacker-claims.htm', 'https://www.finanznachrichten.de/nachrichten-2022-12/57939306-400-millionen-twitter-nutzer-von-datenleck-betroffen-hacker-raet-twitter-boss-elon-musk-zum-kauf-der-datensaetze-007.htm', 'https://siliconangle.com/2022/12/29/ireland-examine-twitter-data-breach-said-affect-400m-users/', 'https://propakistani.pk/lens/twitter-hacker-puts-salman-khans-personal-data-up-for-sale-on-dark-web/', 'https://www.digit.in/bn/news/apps/twitter-data-breach-of-400-million-users-including-salman-khan-sundar-pichai-106994.html', 'https://www.washingtonexaminer.com/policy/technology/hacker-claims-to-steal-personal-data-of-400-million-twitter-users', 'https://www.techtimes.com/articles/285489/20221227/hacker-400-million-twitter-user-data-sale-cybersecurity-groups-probing.htm', 'https://geeko.lesoir.be/2022/12/27/twitter-les-donnees-de-400-millions-dutilisateurs-piratees/', 'https://techstory.in/twitter-data-breach-400-millioHacker claims to steal personal data of 400 million Twitter users['United States']United States

['https://www.techtimes.com/articles/272987/20220314/ireland-watchdog-sued-for-years-of-inaction-over-complaints-regarding-googles-largest-data-breach-ever.htm', 'https://techcrunch.com/2022/03/14/dpc-sued-google-rtb-complaint/', 'https://www.daijiworld.com/news/newsDisplay?newsID=937023']Ireland Watchdog Sued for Years of  Inaction  Over Complaints Regarding Google Largest Data Breach Ever['Ireland'] Ireland

['https://www.cio.co.ke/communications-authority-warns-organizations-against-a-data-stealing-malware/', 'http://www.kbc.co.ke/ca-warns-of-new-malware-targeting-financial-institutions/', 'https://techweez.com/2019/01/01/ca-kenya-emotet-virus-advisory/', 'https://allafrica.com/stories/201901030424.html', 'https://citizentv.co.ke/business/kenyans-warned-of-malware-targeting-bank-systems-225362/']Communications Authority warns of new malware targeting financial institutions['Kenya'] Kenya



['http://www.bbc.com/urdu/world-38745837', 'http://www.shanghaidaily.com/nation/3-jailed-over-US26m-heist-after-Taiwan-ATMs-hacked/shdaily.shtml', 'http://www.bbc.co.uk/news/world-asia-38741339', 'http://www.bug.hr/vijesti/tajvan-osudio-troje-europljana-koji-praznili-ba/158350.aspx', 'https://www.scmagazineuk.com/three-men-convicted-of-atm-hacking-in-taiwan-another-19-at-large/article/633681/', 'http://www.ibtimes.co.uk/three-eastern-european-men-sentenced-5-years-over-2-6m-taiwan-atm-cyberheist-1603390', 'http://citifmonline.com/2017/01/25/three-jailed-over-taiwan-atm-hack/', 'http://arileht.delfi.ee/news/uudised/idaeurooplased-hakkisid-taiwanis-sularahaautomaate-ja-varastasid-2-6-miljonit-dollarit?id=77020620', 'http://www.taiwansun.com/index.php/sid/251214073']3 jailed over US$2 . 6m heist after Taiwan ATMs hacked['Taiwan'] Taiwan

['http://timesofoman.com/article/123742', 'http://whbl.com/news/articles/2017/dec/06/researchers-say-ethiopia-used-elbit-products-to-spy-on-dissidents/', 'https://www.nazret.com/2017/12/07/ethiopian-dissidents-targeted-with-new-commercial-spyware-report/', 'http://www.ethiopianreview.com/index/61810', 'https://sg.news.yahoo.com/researchers-ethiopia-used-elbit-products-spy-dissidents-142710085--finance.html', 'https://www.tesfanews.net/ethiopia-target-dissidents-journalists-international-spyware-attacks/', 'http://unpo.org/article/20511', 'https://arstechnica.com/tech-policy/2017/12/exposed-ethiopias-nefarious-comically-bungled-spyware-campaign/', 'https://www.infowars.com/spyware-campaign-targeted-ethiopian-dissidents-in-us-other-countries/', 'http://news.trust.org/item/20171206162905-c5i90/', 'https://qz.com/1156436/ethiopia-is-spying-on-oromo-opposition-members-using-israeli-commercial-spyware/', 'http://www.zegabi.com/articles/16225', 'https://www.wired.com/story/evidence-that-ethiopia-is-spying-on-journalEthiopia ’ s regime targeted journalists with spyware attacks – VOA['Ethiopia'] 20 countries

['https://www.freepressjournal.in/business/hackers-access-personal-data-of-79400-customers-of-singaporean-communications-services-provider', 'https://www.marketing-interactive.com/myrepublic-experiences-data-breach-of-nearly-80k-customers', 'https://www.bleepingcomputer.com/news/security/myrepublic-discloses-data-breach-exposing-government-id-cards/', 'https://www.techgoondu.com/2021/09/11/myrepublic-data-breach-the-latest-to-hit-a-singapore-internet-service-provider-should-raise-alarms/', 'https://www.business-standard.com/article/international/hackers-access-data-of-79-400-customers-of-singaporean-mobile-operator-121091000390_1.html', 'https://www.straitstimes.com/tech/tech-news/hackers-stole-personal-data-of-79400-myrepublic-customers-including-copies-of-nrics', 'https://www.thestar.com.my/tech/tech-news/2021/09/10/hackers-stole-personal-data-of-79400-myrepublic-customers-in-singapore-including-copies-of-nrics']MyRepublic experiences data breach of nearly 80k customers['Singapore']Singapore

['https://www.bankinfosecurity.com/multinational-police-force-arrests-12-suspected-hackers-a-17828', 'https://geeko.lesoir.be/2021/11/02/12-hackers-interpelles-dans-une-operation-coup-de-poing-deuropol/']Multinational Police Force Arrests 12 Suspected Hackers['United States']Worldwide

['https://www.danas.rs/vesti/drustvo/evropski-pokret-u-srbiji-vebsajt-portala-okruzenje-pod-konstantnim-hakerskim-napadima/', 'https://autonomija.info/evropski-pokret-u-srbiji-portal-okruzenje-pod-konstantnim-hakerskim-napadima/']The European movement in Serbia: Website of the portal Environment under constant hacker attacks - Society['Serbia'] Serbia

['https://riasv.ru/news_id/46191/', 'http://www.rbc.ru/rbcfreenews/5916f68d9a79472a3cef0bbb']News : MTS attacked by hackers ['Russia'] Russia

['http://www.itproportal.com/news/new-version-of-mac-malware-fruitfly-spotted/', 'https://www.grahamcluley.com/fbi-investigating-infections-tied-to-fruitful-fruitfly-malware/', 'http://tampa.cbslocal.com/2017/07/24/mac-computers-hacked-malware-fruitfly-surveillance/', 'http://pittsburgh.cbslocal.com/2017/07/24/mac-computers-hacked-malware-fruitfly-surveillance/', 'https://www.it.mk/macos-e-bezbeden-ili-nikoj-ne-go-pronaoga-malitsiozniot-softver/', 'https://arabic.cnn.com/tech/2017/07/25/mac-fruitfly-malware-spying', 'http://www.localsyr.com/news/local-news/researchers-malware-has-been-infecting-some-mac-computers-for-years/773812382', 'http://money.cnn.com/2017/07/24/technology/mac-fruitfly-malware-spying/', 'http://m.news9.com/Story.aspx?story=35962156&catId=112032', 'http://ktla.com/2017/07/25/mac-malware-caught-silently-spying-on-computer-users/', 'http://www.dailymail.co.uk/sciencetech/article-4735564/Creepy-Apple-Mac-malware-called-FruitFly-spying-years.html', 'http://bizlive.vn/noi-dung-so/ma-doc-mac-amMac malware silently spying on users ['United States']United States

['https://www.kilkennypeople.ie/news/national-news/975904/patients-in-kilkenny-to-be-told-their-information-was-stolen-in-cyber-attack.html', 'https://www.limerickleader.ie/news/national-news/975835/thousands-of-patients-will-be-told-their-information-was-stolen-in-cyber-attack.html']Patients in Kilkenny to be told their information was stolen in cyber attack['Ireland'] Ireland

['https://ottawacitizen.com/news/local-news/parking-was-temporarily-free-after-lansdowne-park-lot-hit-by-ransom-seeking-malware', 'https://www.itworldcanada.com/article/ottawa-parking-garage-system-hit-by-ransomware-entry-system-crippled/416389', 'https://www.tripwire.com/state-of-security/security-data-protection/ransomware-garage-canadian-internet-registration-authority/', 'https://ottawasun.com/news/local-news/parking-was-temporarily-free-after-lansdowne-park-lot-hit-by-ransom-seeking-malware/wcm/8b027085-21e8-4430-bac9-19918718ddc7']Ottawa parking garage system hit by ransomware , entry system crippled['Canada'] Canada

['https://ura.news/news/1052542142', 'https://pda.ural.kp.ru/online/news/4686423/']Hackers staged a massive attack on Yekaterinburg sites['Russia'] Russia

['https://www.dagospia.com/rubrica-29/cronache/ldquo-spyware-pegasus-stato-usato-come-braccio-armato-007-336200.htm', 'https://bioprepwatch.com/spyware-attacks-israel-has-set-up-a-special-team-in-the-pegasus-case/']Pegasus spyware was used as an armed wing of Moroccan 007 to blackmail Europe['Morocco', 'Europe']Europe

['https://www.newsmax.com/finance/streettalk/former-uber-security-chief-hacking/2020/08/20/id/983148/', 'https://regnum.ru/news/it/3043368.html', 'https://bangla.bdnews24.com/tech/article1793523.bdnews', 'https://www.courthousenews.com/ex-uber-security-chief-charged-with-obstruction-in-data-breach-cover-up/', 'https://www.manilatimes.net/2020/08/22/business/foreign-business/ex-uber-exec-charged-for-hacking/758300/', 'http://easternontarionetwork.com/index.php/2020/08/20/u-s-charges-former-uber-security-chief-with-covering-up-massive-2016-hacking-national-post/', 'https://www.marketwatch.com/story/former-top-security-executive-at-uber-charged-in-2016-hack-2020-08-20', 'https://www.chron.com/news/article/Prosecutors-Former-Uber-exec-charged-in-hacking-15500883.php', 'https://www.nation.co.ke/kenya/news/world/us-charges-former-uber-security-chief-in-hack-cover-up-1922862', 'https://www.manufacturing.net:443/technology/news/21172436/prosecutors-former-uber-exec-charged-in-hacking-coverup', 'http://www.msn.com/en-The former head of the Security Council of Uber is accused of concealing a hack and data leakage of 57 million people['United States']United States

['https://www.walesonline.co.uk/news/uk-news/nhscyber-attack-still-believed-affecting-25441689', 'https://www.hulldailymail.co.uk/news/uk-world-news/nhscyber-attack-reported-still-affecting-7787369']NHS cyber attack still believed to be affecting patient records three months on['United Kingdom']United Kingdom

['http://www.spamfighter.com/News-22151-RatVermin-info-gathering-malware-hits-Ukraine-government-military.htm', 'https://threatpost.com/ratvermin-spyware-targets-ukraine-gov-agencies/143827/', 'https://www.bleepingcomputer.com/news/security/hacker-group-uses-ratvermin-backdoor-to-target-ukrainian-military/']RatVermin info - gathering malware hits Ukraine government , military['Ukraine'] Ukraine

['http://dunyanews.tv/en/Crime/464200-Hackers-steal-$5-mln-from-SBP', 'https://www.samaa.tv/news/2018/10/hackers-steal-rs2-6m-via-debit-cards-issued-by-bank-islami/']Hackers steal $6 mln from BankIslami Pakistan['Pakistan']Pakistan

['https://news.yahoo.com/fbi-says-foreign-hackers-penetrated-000000175.html', 'https://news.yahoo.com/new-clues-link-election-hacks-in-u-s-to-russian-intelligence-145144016.html']FBI says foreign hackers penetrated state election systems['United States']United States

['https://www.iol.co.za/personal-finance/my-money/data-breach-affecting-14-million-south-africans-highlights-importance-of-id-protection-7c52c7c4-0498-4efc-b7f5-192bbf63f7d3', 'https://africabusiness.com/2021/09/27/another-data-breach-rocks-south-africa-as-details-of-1-4-million-south-africans-gets-leaked/']Data breach affecting 1 . 4 million South Africans highlights importance of ID protection['South Africa']South Africa 

['https://www.ndtv.com/world-news/hacked-data-of-48-5-million-users-of-shanghai-covid-19-app-suishenma-may-be-sold-3248228', 'https://www.ibtimes.com/hacker-offers-sell-data-485-million-users-shanghais-covid-app-3601170', 'https://hirado.hu/kulfold/cikk/2022/08/12/egy-hacker-a-sanghaji-koronavirus-applikacio-kozel-50-millio-felhasznalojanak-adatait-arulja', 'https://www.computerworld.pl/news/Haker-oferuje-sprzedaz-danych-48-5-mln-uzytkownikow-szanghajskiej-aplikacji-COVID,440532.html', 'https://www.indiatoday.in/world/story/hacker-offers-sell-data-chinese-national-shanghai-covid-app-1987258-2022-08-12', 'https://dunyanews.tv/en/Technology/663342-Hacker-offers-to-sell-data-of-48.5-million-users-of-Shanghai%5C', 'https://www.ndtv.com/business/hacker-offers-to-sell-data-of-48-5-million-users-of-shanghais-covid-app-3248300', 'https://wkzo.com/2022/08/12/hacker-offers-to-sell-data-of-48-5-million-users-of-shanghais-covid-app/', 'https://parameter.sk/egy-koronavirus-applikacio-kozel-50-millio-felhasznalojanak-adataA hacker sells the data of nearly 50 million users of the Shanghai coronavirus application['China'] China

['https://www.securitylab.ru/news/530725.php', 'https://cacm.acm.org/news/259638-greeces-national-postal-service-restoring-systems-after-ransomware-attack/fulltext', 'https://www.bleepingcomputer.com/news/security/greeces-public-postal-service-offline-due-to-ransomware-attack/']Greece's national postal service was attacked by ransomware['Greece'] Greece

['http://internetua.com/moshenniki-pod-vidom-novoi-pocsty-vzlamyvauat-smartfony-ukraincev-i-zarajauat-virusom', 'https://allkharkov.ua/news/pro/moshenniki-pod-vidom-novoi-pochty-vzlamyvaut-smartfony-ykraincev-i-zarajaut-virysom.html']Fraudsters under the guise of Nova Poshta hack smartphones of Ukrainians and infect with a virus['Ukraine'] Ukraine

['https://vz.ru/news/2019/11/28/1010757.html', 'http://sia.ru/./?section=484&action=show_news&id=383757', 'https://hitech.vesti.ru/article/1244856/']VZGLYAD / Hackers published a database of a portal about employment['Russia'] Russia

['http://www.nu.nl/internet/4540848/stemwijzer-wederom-offline-aanhoudende-problemen-met-cyberaanval.html', 'http://nos.nl/artikel/2163146-stemwijzer-weer-offline-door-vermoedelijke-cyberaanval.html', 'https://technieuws.com/59005/stemwijzer-en-kieskompas-uren-offline-vanwege-cyberaanvallen', 'http://nos.nl/artikel/2163146-stemwijzer-en-kieskompas-uren-offline-door-cyberaanvallen.html', 'http://www.nu.nl/internet/4540848/site-stemwijzer-kampte-met-problemen-cyberaanval.html', 'http://www.telegraaf.nl/binnenland/27803585/__StemWijzer_weer_online__.html']Stemwijzer again offline due to persistent problems with cyber attack['Netherlands']Netherlands

['https://www.police.gov.sg/Media-Room/News/20220220_13_arrested_and_7_charged_for_suspected_involvement_in_ocbc_bank_phishing_scams', 'https://www.thestar.com.my/tech/tech-news/2022/02/21/spore-cops-arrest-13-people-over-ocbc-phishing-scams-seven-have-been-charged', 'https://www.straitstimes.com/singapore/13-people-arrested-for-suspected-involvement-in-ocbc-scams', 'https://mothership.sg/2022/02/ocbc-scam-arrested/', 'https://tnp.straitstimes.com/news/singapore/13-arrested-over-phishing-scams-targeting-ocbc-customers', 'https://tnp.straitstimes.com/news/singapore/4-7-youths-allegedly-linked-ocbc-phishing-scams-accused-other-offences', 'https://www.malaymail.com/news/singapore/2022/02/21/seven-youths-aged-19-to-22-charged-over-recent-singapore-ocbc-phishing-scam/2042834', 'https://www.asiaone.com/singapore/ocbc-phishing-scams-13-people-aged-19-22-arrested']13 people arrested over OCBC phishing scams ; 7 have been charged['Singapore']Singapore

['https://healthitsecurity.com/news/premera-reaches-10m-settlement-with-30-states-over-2014-data-breach', 'https://www.thestar.com/news/world/us/2019/07/11/premera-blue-cross-pays-states-10-million-over-data-breach.html', 'https://www.eastidahonews.com/2019/07/settlement-reached-with-premera-blue-cross-after-data-breach-affected-more-than-270000-idahoans/', 'https://njbiz.com/premera-blue-cross-blue-shield-settles-multi-state-data-breach-suit-10m/', 'https://insurancenewsnet.com/oarticle/premera-blue-cross-to-pay-10-million-to-30-states-including-new-jersey-after-data-breach', 'https://www.yumanewsnow.com/index.php/news/6324-10-million-settlement-with-premera-blue-cross-in-data-breach-investigation.html', 'https://insurancenewsnet.com/oarticle/montana-a-g-fox-attorney-general-fox-obtains-data-breach-settlement-from-premera-blue-cross', 'https://blog.seattlepi.com/boomerconsumer/2019/07/19/premera-to-pay-10-million-for-data-breach-that-failed-to-protect-sensitive-patient-data/', 'https://insurancenewsnet.com/oPremera Blue Cross to pay $10 million to 30 states , including New Jersey , after data breach['United States']United States
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['http://seoul.co.kr/news/newsView.php?id=20200105500075&wlog_sub=svt_023', 'http://www.tradearabia.com/news/OGN_362679.html', 'https://tvzvezda.ru/news/vstrane_i_mire/content/202015637-T6q78.html', 'https://aawsat.com/english/home/article/2067751/us-warns-iranian-cyber-attacks', 'https://www.timesrecordnews.com/story/news/local/texas/state-bureau/2020/01/08/state-alert-after-uptick-cyber-attacks-iran-abbott-says/2824816001/', 'https://www.tagesanzeiger.ch/digital/daten/Warum-die-USA-hyperaktive-iranische-Hacker-fuerchten/story/21507597', 'https://techno.okezone.com/read/2020/01/06/207/2149775/hacker-iran-diduga-retas-situs-milik-pemerintah-as', 'https://meaww.com/iranian-hackers-attack-us-federal-website-response-to-airstrike-post-picture-bloodied-donald-trum', 'https://www.chron.com/espanol/news/article/Ministerio-de-Exteriores-de-Austria-reporta-14950936.php', 'https://www.ouest-france.fr/high-tech/faux-sites-piratage-profilage-le-risque-de-cyberattaques-venues-de-l-iran-est-eleve-6683817', 'https://pjmediIranian Hackers Attack the US ['United States']United States

['https://www.blic.rs/biznis/vesti/odbranili-smo-se-od-hakerskog-napada-iz-4-zemlje-direktor-rgz-otkriva-sve-detalje/glpsq8k', 'https://www.alo.rs/vesti/drustvo/650427/rgz-direktor-katastar-hakeri-odbrana/vest']WE DEFENDED AGAINST A HACKER ATTACK FROM 4 COUNTRIES Director of RGZ reveals all the details of computer sabotage: We were also defended by a special Kaspersky team['Serbia'] Serbia

['https://www.lrt.lt/naujienos/pasaulyje/6/1191005/kinija-pandemijos-ikarstyje-surenge-kibernetines-atakas-pries-europos-ligonines', 'https://www.epochtimes.de/politik/europa/eu-wirft-china-cyber-angriffe-auf-gesundheitseinrichtungen-in-corona-krise-vor-a3280044.html', 'https://www.alfa.lt/straipsnis/50421747/u-von-der-leyen-kinu-kibernetines-atakos-pries-es-ligonines-negali-buti-toleruojamos']China launched cyber attacks on European hospitals at the height of the pandemic['European countries']European countries

['https://japan.zdnet.com/article/35135809/', 'https://www.zdnet.com/article/a-hacker-has-dumped-nearly-one-billion-user-records-over-the-past-two-months/', 'https://www.dawnnews.tv/news/1101880/', 'https://abpnews.abplive.in/gadgets/120-crore-accounts-were-tried-to-hack-in-the-year-2018-here-are-the-details-1114564', 'https://www.business-standard.com/article/news-ians/hacker-dumps-1bn-user-records-in-2-months-119041600861_1.html', 'https://www.timesnownews.com/technology-science/article/india-saw-120-crore-account-hacking-attempts-in/406416', 'https://www.businessinsider.in/india-witnesses-the-second-highest-number-of-hacking-attempts-in-2018/articleshow/69035359.cms', 'http://dailypakistan.pk/%DB%81%DB%8C%DA%A9%D8%B1%D8%B2-%DA%A9%D9%88-36-%D9%84%D8%A7%DA%A9%DA%BE-%D8%A7%D9%86%D9%B9%D8%B1%D9%86%DB%8C%D9%B9-%D8%B5%D8%A7%D8%B1%D9%81%DB%8C%D9%86-%DA%A9%DB%92-%D8%A7%DA%A9%D8%A7%D8%A4/', 'https://www.timesnownews.com/technology-science/article/hacker-dumps-1billion-user-records-in-2-months/401400', 'https://teleHackers Access Accounts of 3.6 Million Internet Users - Tech['India'] India

['http://internetua.com/the-verge-gollivudskie-restorany-podelilis-dannymi-kart-klientov-s-hakerami', 'https://www.pc.co.il/news/288179/', 'https://www.cnet.com/news/malware-may-have-stolen-2-million-us-restaurant-diners-credit-card-details/', 'https://www.digitaltrends.com/news/two-million-diners-hit-by-malware-attack-at-restaurants-across-us/']USA: Hackers stole credit card information of millions of restaurant customers['USA'] United States

['http://www.newsbtc.com/2017/05/08/south-korean-yapizon-bitcoin-exchange-confirms-hack-loses-5-mil-bitcoin/', 'http://internetua.com/koreiskaya-kriptovaluatnaya-birja-Yapizon-zayavila-o-vzlome-i-hisxenii-5-5-mln-dollarov']Korean cryptocurrency exchange Yapizon claims $5.5 million hack and theft['South Korea']South Korea

['https://www.daijiworld.com/news/newsDisplay?newsID=851488', 'https://www.indiatvnews.com/news/india/pakistan-based-hackers-targeting-critical-infrastructure-psus-india-latest-news-updates-717993', 'https://www.glamsham.com/world/technology/pak-based-hackers-targeting-critical-infrastructure-psus-in-india', 'http://www.catchnews.com/world/pakistan-group-targets-india-s-critical-infrastructure-cybersecurity-firm-warns-of-phishing-attack-219546.html', 'https://www.freepressjournal.in/business/pak-based-hackers-targeting-critical-infrastructure-psus-in-india-reveals-cyber-security-firm', 'https://www.msn.com/en-in/news/other/pakistan-based-hackers-targeted-power-sector-govt-organisation-in-india-this-year-exclusive/ar-AAM5PSt', 'https://www.indiatoday.in/india/story/pakistan-hackers-power-sector-government-organisation-india-1827527-2021-07-13', 'http://idrw.org/pakistan-based-hackers-targeting-critical-infrastructure-psus-in-india/', 'https://www.indiagazette.com/news/270250722/pak-hackers-to-target-india-it-iPak - based Hackers Targeting Critical Infrastructure PSUs In India['India'] India

['https://techcrunch.com/2022/09/08/north-korea-lazarus-united-states-energy/', 'https://www.techradar.com/news/lazarus-hackers-are-using-log4j-to-hack-us-energy-companies']North Korea Lazarus hackers are exploiting Log4j flaw to hack US energy companies['United States']United States

['https://www.jdsupra.com/legalnews/crane-worldwide-logistics-reports-8160329/', 'https://www.jdsupra.com/legalnews/teleperformance-usa-notifies-consumers-3944531/', 'https://www.jdsupra.com/legalnews/macmillan-reports-data-breach-leaking-4086648/']Crane Worldwide Logistics Reports Leaked Social Security Numbers Following Recent Data Breach | Console and Associates , P . C . ['United States']United States

['https://www.eluniversal.com.mx/nacion/hackers-acechan-informacion-del-estado-van-45-millones-de-intentos', 'https://www.elimparcial.com/mexico/Hackers-intentan-robar-informacion-del-Estado-van-45-millones-de-intentos-20190916-0003.html']Hackers stalk information from the State; 45 million attempts['Mexico'] Mexico

['https://www.presstv.ir/Detail/2022/09/13/689135/US-Spyware-cybersecurity-China-TOA-Drinking-Tea', 'https://www.securitylab.ru/news/533923.php']China detects  concealed and adaptable  US spyware['China', 'United States']China

['http://www.ianslive.in/index.php?param=news/BuyUcoin_hack_Key_data_of_over_325_lakh_Indian_users_leaked_Ld-754597/SCIENCE%20&%20TECHNOLOGY/36', 'https://www.prokerala.com/news/articles/a1123297.html', 'https://www.prokerala.com/news/articles/a1123291.html', 'http://ianslive.in/index.php?param=news/Key_data_of_over_325_lakh_Indian_users_leaked_in_BuyUCoin_hack-754581/TopStory/', 'http://ianslive.in/index.php?param=news/Key_data_of_over_325_lakh_Indian_users_leaked_in_BuyUCoin_hack-754581/SCIENCE%20&%20TECHNOLOGY/36', 'https://www.business-standard.com/article/current-affairs/sensitive-data-of-over-325-000-indian-users-leaked-in-buyucoin-hack-121012101115_1.html', 'https://www.ummid.com/news/2021/january/21.01.2021/buyucoin-hacked-data-of-over-3-25-lakh-indian-users-leaked.html', 'http://ianslive.in/index.php?param=news/Key_data_of_over_325_lakh_Indian_users_leaked_in_BuyUCoin_hack-754581/SCIENCE%20AND%20TECHNOLOGY/36', 'https://news.bitcoin.com/indian-cryptocurrency-exchange-buyucoin-hacked-data-users-leakedSensitive data of over 325 , 000 Indian users leaked in BuyUCoin hack['India'] India

['https://www.techspot.com/news/82914-t-mobile-suffers-data-breach-exposing-personal-information.html', 'https://www.techradar.com/news/over-a-million-t-mobile-customers-hit-in-data-breach', 'https://androidcommunity.com/t-mobile-data-breach-affects-more-than-a-million-users-20191124/', 'https://www.businessinsider.com/t-mobile-data-breach-am-i-affected-2019-11', 'https://www.businessinsider.in/tech/news/t-mobile-just-told-some-customers-that-there-was-a-data-breach-of-their-personal-information-heres-how-to-check-if-youre-affected-/articleshow/72192031.cms', 'https://www.usatoday.com/story/tech/2019/11/22/hack-t-mobile-customers-accessed-account-data-but-not-credit-cards/4269332002/', 'https://www.itproportal.com/news/t-mobile-suffers-data-breach-over-a-million-customers-affected/', 'https://www.fiercewireless.com/operators/t-mobile-prepaid-customers-hit-by-data-breach', 'https://www.pcmag.com/news/372142/t-mobile-data-breach-exposed-prepaid-accounts-personal-inf', 'https://lifehacker.com/how-to-protect-yourT - Mobile suffers data breach exposing personal information of over 1 million customers['United States']United States

['http://www.cbc.ca/news/technology/canoe-hack-1.4285991', 'http://www.timescolonist.com/news-and-entertainment-website-canoe-ca-says-data-for-one-million-users-hacked-1.22647185', 'http://www.kelownadailycourier.ca/news/national_news/article_cbaf5562-1ed3-58e7-94f2-6c766258b3a5.html', 'http://www.tmcnet.com/usubmit/2017/09/12/8610527.htm']Canoe . ca says data for one million users hacked['Canada'] Canada

['https://www.dawn.com/news/1403533/over-14m-users-data-compromised-in-careem-cyber-attack', 'https://www.cairo360.com/article/city-life/cyber-attack-breaches-data-of-14-million-careem-users-worldwide/', 'https://propakistani.pk/2018/04/23/careem-loses-customer-and-captain-data-in-a-major-hack/', 'https://www.samaa.tv/pakistan/2018/04/careem-data-breach-personal-info-of-14million-customers-compromised/', 'https://dailytimes.com.pk/232777/careems-data-breach-is-a-threat-to-consumer-rights-how-can-we-protect-ourselves/', 'http://tacstrat.com/index.php/2018/04/26/careem-app-in-pakistan-falls-victim-to-data-hacking/', 'http://www.arabianbusiness.com/technology/394870-dubais-careem-admits-to-data-breach-affects-14-million-customers', 'https://www.dawnnews.tv/news/1077385/', 'https://www.dawn.com/news/1403401', 'https://www.tomshardware.com/news/careem-data-breach-14-million,36937.html', 'https://www.dawn.com/news/1404802', 'http://gulfbusiness.com/dubais-careem-reports-data-breach-affecting-millions-customers/']Cyber Attack Breaches Data of 14 Million Careem Users Worldwide – Cairo 360 Guide to Cairo , Egypt['Egypt'] Egypt

['https://www.iol.co.za/personal-finance/tax/be-warned-fraudsters-are-hacking-into-taxpayers-efiling-profiles-sars-253a5e67-1fec-43c1-87e5-746898fd53f6', 'https://www.thesouthafrican.com/news/warning-fraudsters-are-hacking-into-taxpayers-efiling-profiles-sars-latest/']Be warned : fraudsters are hacking into taxpayer eFiling profiles – SARS['South Africa']South Africa 

['https://www.governing.com/security/fresno-lost-613-737-in-nationwide-phishing-scam-in-2020', 'https://www.latimes.com/california/story/2022-03-16/fresno-swindled-out-of-600000-in-wire-fraud-case', 'https://www.kvpr.org/local-news/2022-03-10/information-leak-reveals-fresno-was-victim-of-national-phishing-scam-that-cost-the-city-600-000', 'https://www.govtech.com/security/fresno-calif-mayor-says-600k-lost-in-2020-phishing-attack']Fresno Lost $613 , 737 in Nationwide Phishing Scam in 2020['United States']United States

['https://www.aarp.org/money/scams-fraud/info-2019/irs-phishing-scams.html', 'http://www.spamfighter.com/News-22077-IRS-cautions-about-ongoing-tax-related-phishing-frauds.htm', 'https://www.klfy.com/top-stories/irs-warns-taxpayers-of-pervasive-phishing-schemes-in-its-dirty-dozen-campaign/1825994983', 'https://wjla.com/features/7-on-your-side/7-on-your-side-irs-phishing', 'http://www.orlandosentinel.com/features/shop-o-matic/fl-bz-doreen-christensen-2019-tax-scams-identity-theft-20190315-story.html', 'https://star883.com/2019/03/08/tax-season-phishing-scams/', 'http://www.bainbridgereview.com/news/dirty-dozen-part-1-irs-issues-warning-of-phishing-schemes-used-to-fool-taxpayers/', 'https://www.cpapracticeadvisor.com/tax-compliance/news/21070727/irs-warns-of-new-phishing-tax-scams', 'http://www.newsbug.info/kankakee_valley_post_news/news/local/don-t-take-the-bait-phishing-schemes-ramp-up-during/article_eff6fca2-34a4-5b87-a504-692822d906ed.html', 'http://www.szon.hu/adathalasz-csalok-elnek-vissza-az-adohivatal-neIRS cautions about ongoing tax - related phishing frauds['United States']United States

['http://www.yorkshirepost.co.uk/news/health/security-failings-exposed-by-hackers-cyber-attack-on-hospitals-1-8450872', 'http://www.scunthorpetelegraph.co.uk/hackers-expose-security-failings-at-scunthorpe-hospital/story-30219236-detail/story.html', 'http://www.manilatimes.net/medical-systems-biggest-target-hackers/318347/', 'http://www.grimsbytelegraph.co.uk/vulnerable-passwords-open-accounts-and-a-wrongly-calibrated-firewall-led-to-hospital-cyber-attack/story-30219048-detail/story.html']Medical systems biggest target for hackers['United Kingdom']United Kingdom

['http://devang.com/?p=335830', 'https://www.theinquirer.net/inquirer/news/3026819/thousands-of-fedex-customers-private-information-exposed-in-legacy-server-data-breach', 'http://ftnews.firetrench.com/2018/02/fedex-customer-documents-exposed-in-mass-data-breach/']FedEx customer information exposed in data breach['United States']United States

['http://netafull.net/cryptocurrency/058806.html', 'http://www.tribunnews.com/bisnis/2018/09/20/maling-gasak-uang-kripto-senilai-rp-8912-miliar-dalam-aksi-peretasan-di-lantai-bursa-jepang', 'https://ex-press.by/rubrics/texnologii/2018/09/20/v-yaponii-vzlomali-birzhu-kriptovalyut-i-poxitili-60-mln-dollarov-v-osnovnom-depozity-klientov', 'http://www.omanobserver.om/60m-in-virtual-currency-hacked-in-japan/', 'https://zik.ua/news/2018/09/21/hakery_vykraly_na_yaponskiy_kryptovalyutniy_birzhi_mayzhe_60_mln_dolariv_1410949', 'https://www.eleconomista.com.mx/empresas/Hackers-roban-60-millones-de-dolares-en-criptomonedas-a-empresa-japonesa--20180920-0032.html', 'https://www.business-standard.com/article/pti-stories/usd-60-million-in-virtual-currency-hacked-in-japan-118092000132_1.html', 'http://news1.kr/articles/?3432539', 'http://newspim.com/news/view/20180920000158', 'https://www.zakon.kz/4937962-hakery-pohitili-kriptovalyutu-na-60-mln.html', 'https://finance.yahoo.com/news/japan-gov-t-outraged-60m-114951830.html', Japan digital currency exchange hacked , losing USD 60 million['Japan'] Japan

['https://www.techtimes.com/articles/269090/20211208/omicron-strain-now-a-topic-hackers-are-using-to-send-malicious-files-to-us-universities.htm', 'https://www.pcmag.com/news/covid-19-omicron-variant-phishing-emails-target-us-universities', 'https://www.bitdefender.com/blog/hotforsecurity/cybercrooks-push-formbook-info-stealer-in-new-omicron-themed-phishing-campaign/', 'https://www.radiopanama.com.pa/noticias/tecnologia/estafadores-aprovechan-la-preocupacion-por-la-variante-omicron-en-una-nueva-campana-de-phishing/20211209/nota/4180593.aspx', 'https://www.msn.com/en-us/news/politics/hackers-using-omicron-covid-19-phishing-emails-to-target-universities/ar-AARyy8k', 'https://www.welivesecurity.com/2021/12/03/scammers-exploit-omicron-fears-new-covid19-phishing-campaign/', 'https://www.diariolosandes.com.ec/estafadores-aprovechan-la-preocupacion-por-la-variante-omicron-en-una-nueva-campana-de-phishing/', 'https://newsinamerica.com/pdcc/tecnologia/2021/estafadores-aprovechan-la-preocupacion-por-la-variante-omicronCOVID - 19 Omicron Variant Phishing Emails Target US Universities['United States']United States

['https://deita.ru/article/503482', 'https://www.securitylab.ru/news/525228.php']In Primorye neutralized a gang of hackers['Russia'] Russia

['https://press24.mk/sajtot-na-dik-hakiran-konechni-neoficijalni-rezultati-od-izborite-soopshteni-po-24-chasa', 'https://24.mk/details/sajtot-na-dik-khakiran-konechni-neoficijalni-rezultati-po-rechisi-24-chasa']SEC website hacked, final unofficial election results announced after 24 hours['Philippines']Philippines

['https://elmanana.com.mx/anonymous-hackea-pagina-web-vaticano-expone-miles-de-casos-pederastia/', 'https://www.elimparcial.com/mundo/Anonymous-Que-se-sabe-del-supuesto-hackeo-del-que-habria-sido-objeto-el-Vaticano-por-los-hacktivistas-20200601-0111.html', 'https://www.publimetro.com.mx/mx/noticias/2020/06/01/anonymous-hackea-pagina-del-vaticano-expone-mas-6000-casos-pederastia.html', 'https://www.clarin.com/internacional/anonymous-vaticano-teorias-supuesto-hackeo-filtracion-archivos-pedofilia_0_7x9BCOBnu.html']Anonymous hacks the Vatican and exposes thousands of cases of pedophilia['Vatican City']Vatican City

['HTTP://english.yonhapnews.co.kr/business/2018/07/05/0501000000AEN20180705004200320.html', 'https://www.zaobao.com.sg/realtime/world/story20180705-872758']N . Korean hackers suspected of continuing attacks amid friendly inter - Korean relations['South Korea']South Korea

['https://www.wbrz.com/news/robinhood-says-millions-of-customer-names-email-addresses-taken-in-data-breach', 'http://www.fixygen.ua/news/20211109/haker-vzlomal.html', 'https://www.msn.com/en-us/money/companies/robinhood-revealed-that-a-data-breach-last-week-exposed-millions-of-customers-emails-and-other-personal-information/ar-AAQt2RM', 'https://3dnews.ru/1053302', 'https://www.edaily.co.kr/news/read?newsId=02935606629244080&mediaCodeNo=257', 'https://www.gobankingrates.com/money/business/robinhood-data-breach-impacted-millions-users-how-extortion-attempt-affects-you/', 'https://thehill.com/policy/cybersecurity/580706-robinhood-says-information-on-millions-of-customers-stolen-in-data', 'http://www.econotimes.com/Robinhood-hackers-reportedly-gained-access-to-an-internal-tool-that-can-alter-accounts-and-remove-security-settings-1621161', 'https://www.glamsham.com/world/technology/hackers-access-7-mn-customers-data-on-trading-app-robinhood', 'https://www.computing.co.uk/news/4039984/robinhood-suffers-breach-expoTrading app Robinhood announces data breach of 7 million customers['United States']United States

['https://www.aachener-nachrichten.de/nrw-region/phishing-attacke-in-nrw-auch-gegen-ehemalige-politiker_aid-57310177', 'https://www.n-tv.de/regionales/nordrhein-westfalen/Ministerium-Phishing-Attacke-auch-gegen-ehemalige-Politiker-article22486315.html', 'https://www.sueddeutsche.de/service/internet-koeln-ministerium-phishing-attacke-auch-gegen-ehemalige-politiker-dpa.urn-newsml-dpa-com-20090101-210413-99-183196', 'https://www.welt.de/regionales/nrw/article230236729/Ministerium-Phishing-Attacke-auch-gegen-ehemalige-Politiker.html']North Rhine-Westphalia: Ministry: Phishing attack also against former politicians['Germany']Germany

['https://www.zdnet.com/article/north-korea-has-tried-to-hack-11-officials-of-the-un-security-council/', 'https://www.mk.ru/incident/2020/10/19/severokoreyskie-khakery-atakovali-rossiyskie-oboronnye-predpriyatiya.html', 'https://gordonua.com/news/worldnews/hakery-iz-severnoy-korei-kimsuky-atakovali-voennye-organizacii-v-rossii-ukraine-i-turcii-1523568.html', 'http://pressorg24.com/news?id=545455', 'https://jp.sputniknews.com/russia/202010197860459/', 'https://meduza.io/en/news/2020/10/19/north-korean-hacker-group-attacked-targets-inside-russia', 'https://echo.msk.ru/news/2727562-echo.html', 'https://ria.ru/20201019/khakery-1580447992.html', 'https://aif.ru/society/safety/chto_za_hakerskaya_gruppirovka_iz_kndr_kimsuky_atakuet_voennye_obekty_rf', 'https://www.fontanka.ru/2020/10/19/69509049/', 'https://telegraf.by/world-news/severokorejskie-hakery-atakovali-oboronnye-zavody-ukrainy-smi/', 'https://ria.ru/20201019/khakery-1580455239.html', 'https://from-ua.com/news/570797-ukrainskaya-oboronka-podverglas-atake-seNorth Korean hackers Kimsuky attacked military organizations in Russia, Ukraine and Turkey - cyber experts['Russia', 'Ukraine', 'Turkey']Russia, Ukeraine, Turkey

['https://www.msn.com/en-us/news/us/uber-settles-data-breach-lawsuit-with-ohio-other-states/ar-AAAFP1h', 'https://www.12news.com/article/news/local/arizona/arizona-to-get-27m-under-50-state-settlement-with-uber-over-data-breach/75-598341353', 'https://regionaldailynews.com/local-news/382982', 'https://www.newsobserver.com/news/technology/article219055930.html', 'https://gadgets.ndtv.com/apps/news/uber-data-breach-cover-up-settlement-usd-148-million-settlement-1923278', 'http://www.baltimoresun.com/business/bs-bz-maryland-uber-settlement-20180926-story.html', 'https://www.kxan.com/news/texas/uber-agrees-to-148m-settlement-with-all-50-states-over-data-breach/1479796907', 'http://www.kfvs12.com/2018/09/26/ag-hawley-reaches-m-settlement-with-uber-over-data-breach/', 'https://www.samaa.tv/global/2018/09/uber-settles-for-148-million-with-50-us-states-over-2016-data-breach/', 'https://www.wbtw.com/news/state-regional/uber-will-pay-sc-big-bucks-for-2016-data-breach/1489380294', 'http://dailycaller.com/2018/09/26/uberUber fined billions after data breach - Economy['United States']United States



['https://news.joins.com/article/23086163', 'http://www.yonhapnews.co.kr/it/2018/11/06/2408000000AKR20181106152300017.HTML', 'https://www.ytn.co.kr/_ln/0103_201811011824321046', 'http://news.kmib.co.kr/article/view.asp?arcid=0924027805&code=11131200&sid1=soc', 'http://www.vop.co.kr/A00001348392.html', 'http://news.mt.co.kr/mtview.php?no=2018110108340165896&MTS_P', 'http://biz.heraldcorp.com/view.php?ud=20181101000420', 'https://www.ytn.co.kr/_ln/0103_201811011208573120', 'https://news.joins.com/article/23085725', 'http://news.donga.com/Main/3/all/20181101/92695713/1', 'http://news1.kr/articles/?3465992', 'http://www.etoday.co.kr/news/section/newsview.php?idxno=1682373'][Society] Targeting single women... Hacking 5,000 IP cameras['South Korea']South Korea

['http://radiovesti.ru/news/653351/', 'http://radiovesti.ru/news/653482/', 'http://radiovesti.ru/news/653665/']Snowden named the alleged culprit of a large-scale cyber attack / radio station Vesti FM Live / Listen online['Russia'] Russia

['http://tecnoautos.com/actualidad/residencia-oficial-de-la-corrupcion-google-maps-bajo-supuesto-hackeo-renombran-los-pinos-como/', 'http://www.sinembargo.mx/08-01-2017/3133909', 'http://www.elpopular.pe/actualidad-y-policiales/2017-01-08-google-maps-cae-en-manos-de-los-hackers-foto', 'http://elmanana.com.mx/noticia/123647/Google-Maps-sufre-supuesto-hackeo-y-cambia-el-nombre-de-Los-Pinos-a-%E2%80%9CResidencia-Oficial-de-la-Corrupcion%E2%80%9D.html', 'http://www.eluniversal.com.mx/articulo/techbit/2017/01/10/como-hackearon-google-maps', 'http://www.elmundo.es/internacional/2017/01/08/5872b59d46163f0c188b4579.html', 'http://www.proceso.com.mx/469202/hackean-google-maps-renombran-los-pinos-residencia-oficial-la-corrupcion', 'https://noticias.terra.com.ar/mundo/latinoamerica/google-maps-sufre-nuevos-hackeos-para-renombrar-legislativo-mexicano,f9cfa30318d668abe4310b272e8b88a2p21fxx30.html', 'http://elcomercio.pe/mundo/latinoamerica/mexico-hackeo-renombra-casa-presidencial-corrupcion-noticia-1959130', 'http://www.oThey hack Google Maps and rename Los Pinos as the official residence of corruption['Mexico'] Mexico

['https://mybroadband.co.za/news/security/365838-experian-data-breach-personal-data-of-millions-of-south-africans-found-online.html', 'https://businesstech.co.za/news/technology/431484/personal-information-of-south-africans-posted-on-dark-web-after-major-data-breach-heres-what-leaked/', 'https://www.morningstar.co.uk/uk/news/AN_1599046959027633300/hacked-data-posted-online-says-experian-south-africa.aspx']Personal information of South Africans posted online after major data breach – here what leaked['South Africa']South Africa 

['http://www.theprovince.com/business/spain+arrested+over+hacking+claimed+phineas+fisher/12821848/story.html', 'http://www.ibtimes.co.uk/phineas-fisher-who-took-down-hacking-team-reportedly-behind-bars-1604245', 'http://internetua.com/v-ispanii-arestovan-podozrevaemii-vo-vzlome-Hacking-Team', 'http://www.salon.com/2017/01/31/3-arrests-over-breach-claimed-by-phineas-fisher-hacker/', 'http://news.mb.com.ph/2017/02/03/spain-4-engineers-investigated-over-phineas-fisher-hack/', 'http://www.nzherald.co.nz/business/news/article.cfm?c_id=3&objectid=11792296', 'http://wspa.com/ap/spain-man-arrested-over-hacking-claimed-by-phineas-fisher/', 'https://www.nytimes.com/aponline/2017/01/31/world/europe/ap-eu-spain-hacking-arrest.html', 'https://noticias.terra.com.ar/mundo/europa/espana-arresta-a-tres-presuntos-hackers,f09acac0213fad02f3f82d20ddee1950l8g0gwbe.html', 'https://www.theregister.co.uk/2017/02/01/spanish_cop_cuff_phineas_fisher_suspect/', 'http://motherboard.vice.com/read/phineas-fisher-raids', 'http://santamariatSpain : Man arrested over hacking claimed by  Phineas Fisher['Spain'] Spain

['http://www.businessinsider.in/Major-data-breach-puts-6000-Indian-businesses-at-risk-could-affect-internet-services-in-India/articleshow/60926658.cms', 'http://www.ibtimes.co.in/over-6000-indian-companies-data-leaked-online-put-sale-15-bitcoins-744242', 'http://articles.economictimes.indiatimes.com/tech/internet/hacker-puts-info-of-over-6000-indian-businesses-up-for-sale-in-massive-data-breach/articleshow/60925964.cms', 'http://economictimes.indiatimes.com/tech/internet/hacker-puts-info-of-over-6000-indian-businesses-up-for-sale-in-massive-data-breach/articleshow/60925964.cms', 'http://telecom.economictimes.indiatimes.com/news/hacker-puts-info-of-over-6000-indian-businesses-up-for-sale-in-massive-data-breach/60933808', 'http://hindi.economictimes.indiatimes.com/business/business-news/hacker-puts-information-of-over-6000-indian-businesses-up-for-sale-in-massive-data-breach/articleshow/60929072.cms', 'http://www.businesstoday.in/current/economy-politics/data-breach-hacker-data-of-6000-indian-businesses-for-salMajor data breach puts 6000 Indian businesses at risk , could affect internet services in India['India'] India

['https://healthitsecurity.com/news/kromtech-security-discovers-health-data-breach-of-150k-patients', 'https://www.healthcare-informatics.com/news-item/cybersecurity/data-breach-home-monitoring-company-exposes-150k-patients-files', 'https://www.gizmodo.com.au/2017/10/data-breach-exposed-medical-records-including-blood-test-results-of-over-100-thousand-patients/', 'http://www.gizmodo.in/news/data-breach-exposed-medical-records-including-blood-test-results-of-over-100-thousand-patients/articleshow/61027747.cms']Data Breach at Home Monitoring Company Exposes 150K Patient Files['United States']United States

['http://minnesota.cbslocal.com/2018/04/27/student-loan-data-breach/', 'http://www.nzherald.co.nz/world/news/article.cfm?c_id=2&objectid=12041205', 'https://talkingpointsmemo.com/news/student-loan-services-company-data-breach', 'http://tucson.com/news/national/student-loan-processor-tells-borrowers-of-data-breach/article_914f5c93-d850-5f71-8192-ef730162f185.html', 'http://www.decaturdaily.com/news/other_news/national/student-loan-company-tells-borrowers-of-data-breach/article_ac32c36a-269d-5115-877e-fad986bca37d.html', 'http://www.statesville.com/news/us/ap/student-loan-company-tells-borrowers-of-data-breach/article_819f8cfe-f7fb-59d6-9711-f7aac4746358.html', 'http://www.thecourierexpress.com/news/state/student-loan-processor-tells-borrowers-of-data-breach/article_46f7703c-75d6-5742-b202-e3d8497a1ab8.html', 'http://www.standard-journal.com/news/news_ap/article_f88966bf-a9a6-5f35-b28a-45e59fe5d954.html', 'http://www.bradfordera.com/news/nation/student-loan-processor-tells-borrowers-of-data-breach/article_a965aStudent loan company tells 16 , 500 borrowers of data breach | National['United States']United States

['https://regnum.ru/news/accidents/3108118.html', 'https://apnews.com/article/technology-virus-outbreak-brazil-courts-hacking-2e37d1fbb60d911ab310962b29dcfb79']In Brazil, the electronic database of the Supreme Court was attacked by hackers['Brazil'] Brazil

['https://www.bankinfosecurity.com/6-suspects-arrested-in-maltese-bank-hacking-heist-a-13674', 'https://www.securitylab.ru/news/504611.php']Suspects arrested in hacking systems of a major Maltese bank['Malta'] Malta

['https://www.elmanana.com/ataques-historicos-hackers-al-ine-ifes-ine-iidh/4533725', 'http://pulsoslp.com.mx/2018/08/23/ataques-de-hackers-al-ine-historicos-afirma-cordova/', 'http://www.eluniversal.com.mx/nacion/politica/ataques-de-hackers-al-ine-historicos', 'https://www.elsiglodetorreon.com.mx/noticia/1492390.historicos-ataques-ciberneticos-al-ine-cordova.html', 'http://www.el-mexicano.com.mx/informacion/noticias/1/2/nacional/2018/08/23/1054124/ataques-de-hackers-al-ine-historicos-afirma-cordova', 'http://www.eldiariodecoahuila.com.mx/nacional/2018/8/23/ataques-hackers-ine-historicos-afirma-cordova-754619.html']Hacker attacks on INE, historic, says Córdova - Pulso Diario de San Luis['Mexico'] Mexico

['https://www.engadget.com/doj-charges-latvian-national-trickbot-malware-101126943.html', 'https://www.msn.com/en-us/news/crime/feds-charge-latvian-national-in-trickbot-malware-attack-that-hit-millions-of-computer-users-including-two-northeast-ohio-school-districts/ar-AAKIyy1', 'https://www.itnews.com.au/news/alleged-trickbot-malware-coder-charged-in-us-court-565529', 'https://www.msn.com/en-us/news/technology/justice-department-has-charged-a-latvian-woman-it-says-helped-develop-trickbot-malware/ar-AAKK0Lj', 'https://www.msn.com/en-us/news/crime/feds-charge-russian-national-in-trickbot-malware-attack-against-two-northeast-ohio-school-districts-other-victims-across-us/ar-AAKIyy1', 'http://www.msn.com/en-us/news/crime/latvian-woman-charged-for-alleged-role-in-transnational-ransomware-scheme-targeting-11-countries/ar-AAKK2xX', 'https://www.lsm.lv/raksts/zinas/arzemes/asv-izvirzitas-apsudzibas-latvijas-pilsonei-par-launprogrammaturas-izstradasanu.a407651/', 'https://news.softpedia.com/news/latvian-woman-charged-fFeds charge Latvian national in TrickBot malware attack that hit millions of computer users , including two Northeast Ohio school districts['United States']United States

['https://sputniknews.com/middleeast/201812071070486916-lebanon-un-complaint-israel-telephone-hacking/', 'https://www.sott.net/article/402345-UN-complaint-Lebanon-accuses-Israel-of-telephone-network-hacking', 'https://www.hispantv.com/noticias/el-libano/395469/israel-hezbollah-hackear-telefonos-frontera-tuneles', 'https://www.timesofisrael.com/claiming-hacking-of-network-lebanon-condemns-idf-warnings-to-its-civilians/', 'https://www.i24news.tv/en/news/international/middle-east/190420-181207-lebanon-accuses-israel-of-hack-as-residents-receive-messages-warning-of-attack', 'https://www.presstv.com/Detail/2018/12/07/582270/Lebanon-files-complaint-with-UN-over-Israels-hacking-of-its-telephone-network']UN complaint : Lebanon accuses Israel of telephone network hacking -- Puppet Masters -- Sott . net['Lebanon']Lebanon

['https://www.latimes.com/business/technology/story/2021-10-06/amazons-twitch-hack-gamers-payouts', 'https://www.lv12.com.ar/twitch/hackearon-twitch-y-salio-la-luz-cuanto-ganan-los-streamers-n103747', 'https://www.ghanaiantimes.com.gh/twitch-confirms-massive-data-breach/', 'https://naslovi.net/2021-10-16/benchmark/twitch-je-potvrdio-da-tokom-nedavnog-haka-nisu-kompromitovani-korisnicki-podaci/29133337', 'https://www.marketwatch.com/story/reported-twitch-hacker-leaks-entire-source-code-and-streamers-incomes-for-the-past-three-years-11633533597', 'https://www.computerweekly.com/news/252507856/Twitch-data-breach-investigations-continue', 'https://www.ubergizmo.com/2021/10/twitchs-source-code-user-payout-information-and-more-stolen-in-massive-data-breach/', 'https://www.nbcnews.com/news/us-news/video-game-streaming-service-twitch-suffers-major-data-breach-rcna2651', 'https://www.news-daily.com/news/business/twitch-confirms-major-data-breach/article_1adbd487-e94e-5835-99a3-ee2b05045198.html', 'http://www.msn.com/eTwitch says passwords werent exposed in massive data breach['United States']United States

['https://www.securitylab.ru/news/523169.php', 'https://www.lemondeinformatique.fr/actualites/lire-bruxelles-enquete-sur-un-piratage-de-son-annuaire-atlas-83839.html']EU authorities investigate cybersecurity Atlas hack['European Union']European Union

['http://www.newsway.co.kr/view.php?tp=1&ud=2017101211245872505', 'HTTP://www.yonhapnews.co.kr/politics/2017/10/12/0505000000AKR20171012050400014.HTML?template=2087', 'http://world.kbs.co.kr/korean/news/news_Po_detail.htm?No=292689', 'http://mbn.mk.co.kr/pages/news/newsView.php?news_seq_no=3359294', 'http://news1.kr/articles/?3121220']Minister Song Young-moo ordered countermeasures for hacking the national defense network['South Korea']South Korea

['https://www.itpro.co.uk/security/hacking/360415/colonial-pipeline-hack-spurred-copycat-attacks-on-other-oil-and-gas', 'https://www.upstreamonline.com/opinion/wake-up-call-us-pipeline-hack-reveals-blind-spot/2-1-1045246']Colonial Pipeline hack spurred copycat attacks on other oil and gas companies['United States']United States

['http://wjla.com/news/nation-world/syrians-assad-hacking-white-house-usmc-harvard-ap', 'http://www.kbzk.com/story/38219139/2-alleged-syrian-hackers-indicted-on-more-charges', 'http://tucson.com/news/national/syrian-nationals-indicted-in-pro-assad-hacking-scheme/article_cdbb10e5-547e-5b02-ac37-f3dcf4ec371a.html', 'http://business.financialpost.com/pmn/business-pmn/2-syrian-nationals-indicted-in-pro-assad-hacking-scheme', 'http://www.marklevinshow.com/news/2-alleged-syrian-hackers-indicted-on-more-charges/', 'https://www.news-journal.com/ap/business/syrian-nationals-indicted-in-pro-assad-hacking-scheme/article_72007b3e-855e-5269-96e1-571c481a09bb.html', 'https://www.wvnews.com/statejournal/newsfeed/us/syrian-nationals-indicted-in-pro-assad-hacking-scheme/article_149c651d-2e8d-5778-be30-e2466d6a00a1.html', 'http://kdhnews.com/business/technology/syrian-nationals-indicted-in-pro-assad-hacking-scheme/article_12b460d5-94f5-5130-b2fd-19a93806dff2.html', 'http://www.kitv.com/story/38219139/2-alleged-syrian-hackers-i2 Syrian nationals indicted in pro - Assad hacking scheme['Syria'] United States

['https://japantoday.com/category/crime/record-2.9-million-people-led-to-fake-websites-through-phishing', 'https://english.kyodonews.net/news/2018/09/1c2b20ba11a4-record-29-million-people-led-to-fake-websites-through-phishing.html', 'https://news.sina.com.tw/article/20180904/28076198.html', 'https://www.japantimes.co.jp/news/2018/09/04/business/record-2-9-million-people-japan-led-fake-websites-first-half-2018-phishing-attacks-spike-report/']Record 2 . 9 million people in Japan led to fake websites through phishing['Japan'] Japan

['https://www.mortgagebrokernews.ca/news/cra-resumes-access-to-online-services-after-major-cyber-attacks-332575.aspx', 'https://www.plant.ca/general/cra-resumes-online-services-with-new-security-features-after-cyber-attacks-196082/', 'https://www.cbc.ca/news/politics/cra-cyber-attack-privacy-1.5689928']CRA resumes access to online services after major cyber attacks['Canada'] Canada

['https://forums.appleinsider.com/discussion/219039', 'https://appleinsider.com/articles/20/12/01/updated-backdoor-malware-again-targeting-macos-users-in-vietnam', 'https://www.bankinfosecurity.com/fresh-macos-backdoor-variant-linked-to-vietnamese-hackers-a-15482']Updated backdoor malware again targeting macOS users in Vietnam['Vietnam'] Vietnam

['https://blitz.bg/prestplenie/khakerski-udar-po-vss-i-drugi-institutsii_news878169.html', 'https://dnes.dir.bg/comments/po-vreme-na-zasedanieto-na-vss-e-imalo-hakerska-ataka']Hacker attack on SJC and other institutions['Bulgaria'] Bulgaria

['https://www.lanacion.com.ar/sociedad/tras-un-confuso-episodio-desmienten-que-se-haya-hackeado-la-web-con-los-datos-de-todos-los-dni-del-nid13102021/', 'https://www.ellitoral.com/index.php/id_um/323397-confuso-episodio-desmienten-que-hayan-hackeado-al-renaper-pero-investigan-a-ocho-empleados-registro-nacional-de-las-personas-sucesos.html']Renaper: after a confusing episode, they deny that the DNI website has been hacked and investigate eight employees['Argentina']Argentina

['https://www.calcalist.co.il/calcalistech/article/r1nruxrtk', 'https://www.ynet.co.il/economy/article/hksvv7ctk']The National Insurance website was down for a short time due to a cyber attack['United Kingdom']Israel

['http://anna-news.info/izrail-obvinil-hamas-vo-vzlome-telefonov-soldat/', 'http://alrai.com/article/10442814', 'http://www.tribunnews.com/internasional/2018/07/04/israel-tuding-hamas-coba-retas-ponsel-tentara-pakai-aplikasi-kencan-online', 'https://noticias.r7.com/internacional/israel-afirma-que-hamas-tentou-hackear-celulares-de-soldados-03072018', 'http://www.stljewishlight.com/news/world/article_0834c80d-a488-5440-aecc-7a63b5c8fe10.html', 'https://iz.ru/762808/2018-07-03/izrail-obvinil-khamas-vo-vzlome-telefonov-voennykh-cherez-prilozhenie', 'https://www.timesofisrael.com/idf-warns-soldiers-hamas-trying-to-spy-on-them-with-fake-dating-world-cup-apps/', 'https://www.liputan6.com/global/read/3580618/israel-hamas-coba-retas-ponsel-serdadu-kami-dengan-aplikasi-piala-dunia', 'https://www.brasil247.com/pt/digiclub/digiclub/360630/Israel-diz-que-Hamas-tentou-hackear-celulares-de-soldados-com-aplicativo-da-Copa-do-Mundo.htm', 'https://www.maghrebemergent.info/israel-accuse-le-hamas-davoir-tente-de-pirater-des-teleIsrael accuses Hamas of trying to hack into soldiers' phones['Israel'] Israel

['http://pekanbaru.tribunnews.com/2018/10/10/website-kpu-kampar-diretas-inikah-pelakunya', 'http://pekanbaru.tribunnews.com/2018/10/10/kapolres-tak-tahu-website-kpu-kampar-diretas-ini-alasannya']KPU Kampar website hacked, is this the culprit?['Indonesia']Indonesia

['https://gorodfinansov.ru/vzlomana-bitkoin-birzha-maplechange-ee-komandu-podozrevayut-v-ekzit-skame.html', 'https://www.securitylab.ru/news/496200.php', 'https://gorodfinansov.ru/kanadskaya-kriptobirzha-maplechange-vzlomannaya-vchera-ne-kompensiruet-ubytki-klientam.html', 'https://www.bignewsnetwork.com/news/258211586/bug-blamed-for-canadian-crypto-exchange-maplechange-hack', 'http://news1.kr/articles/?3462594', 'https://gorodfinansov.ru/kanadskaya-kriptobirzha-maplechange-vzlomannaya-v-aprele-ne-kompensiruet-ubytki-klientam.html', 'https://www.forbes.com/sites/rogerhuang/2018/10/29/maplechange-hack-is-a-reminder-to-get-your-cryptocurrencies-off-exchanges/', 'https://www.afghanistannews.net/news/258211586/canada-maplechange-hacked-users-accounts-turned-off', 'https://investorplace.com/2018/10/maplechange-hacked-and-closes/', 'https://www.afghanistansun.com/news/258211586/canadian-cryptocurrency-exchange-maplechange-hacked', 'https://www.forexcrunch.com/another-devastating-crypto-hack-canadas-maplechange-becoBitcoin exchange MapleChange hacked: its team is suspected of exit scam['Russia'] Russia

['https://economics.unian.net/finance/2267726-v-sentyabre-byili-vzlomanyi-serveryi-odnogo-iz-ukrainskih-bankov-smi.html', 'http://ubr.ua/finances/banking-sector/khakery-slili-v-rossiju-dannye-klientov-privatbanka-3859416']The data of PrivatBank clients were in the hands of hackers / Ukrainian business resource UBR. ua['Ukraine'] Ukraine

['http://www.kbench.com/?q=node/182593', 'http://bizn.donga.com/home/3/all/20171018/86815759/2', 'http://news1.kr/articles/?3127733', 'http://heraldk.com/2017/10/17/%ED%95%B4%EC%BB%A4%EC%A7%91%EB%8B%A8-%ED%95%98%EB%82%98%ED%88%AC%EC%96%B4-100%EB%A7%8C%EB%AA%85-%EA%B0%9C%EC%9D%B8%EC%A0%95%EB%B3%B4-%EB%B9%BC%EB%82%B4-%EB%B9%84%ED%8A%B8%EC%BD%94%EC%9D%B8/', 'http://m.metroseoul.co.kr/news/newsview?newscd=2017101800010']Hacking Hana Tour, sending 1 million personal reports.. Hackers demand bitcoin['South Korea']South Korea

['http://www.bbc.co.uk/news/uk-wales-39249975', 'http://www.theregister.co.uk/2017/03/16/abta_breach_data/', 'http://www.computerweekly.com/news/450415005/UK-holidaymakers-data-breach-highlights-need-to-be-proactive', 'https://www.businessinsider.com.au/travel-trade-body-abta-hacked-up-to-43000-british-holiday-makers-affected-2017-3', 'https://thestack.com/security/2017/03/13/thousands-of-nhs-workers-personal-data-stolen-in-hack/', 'http://caracol.com.co/radio/2017/03/16/economia/1489665893_817284.html', 'https://www.siliconrepublic.com/enterprise/abta-hack-data-breach', 'http://www.theinquirer.net/inquirer/news/3006328/hack-exposes-details-of-thousands-of-welsh-nhs-staffers', 'http://www.irishsun.com/index.php/sid/252444796', 'http://www.ibtimes.co.uk/welsh-nhs-staff-data-hacked-cyberattackers-steal-thousands-personal-records-1611254', 'https://arstechnica.co.uk/tech-policy/2017/03/hackers-steal-nhs-staff-data-landauer-server-breached/', 'http://www.mirror.co.uk/news/uk-news/hackers-steal-personal-details-thThousands of NHS worker personal data stolen in hack['United Kingdom']United Kingdom

['https://www.ghanaweb.com/GhanaHomePage/NewsArchive/Court-grants-UMB-hackers-GHC4-8billion-bail-676856', 'https://www.ghanaweb.com/GhanaHomePage/NewsArchive/Court-grants-UMB-hackers-GH-4-8billion-bail-676854', 'https://www.graphic.com.gh/news/general-news/court-grants-umb-hackers-gh-4-8billion-bail.html']Court grants UMB  hacker GHC4 . 8billion bail | General News 2018 - 08 - 15['Ghana'] Ghana

['https://www.hcamag.com/hr-news/fbi-hackers-target-hr-payroll-in-phishing-scam-255359.aspx', 'https://937now.iheart.com/featured/steve/content/2018-09-25-fbi-alert-hackers-are-trying-to-reroute-your-direct-deposit/', 'https://www.wtnh.com/news/technology/fbi-warns-of-hackers-targeting-direct-deposit-paychecks/1473382968', 'https://wkdwam.iheart.com/featured/steve/content/2018-09-25-fbi-alert-hackers-are-trying-to-reroute-your-direct-deposit/', 'https://houston.cbslocal.com/2018/09/24/fbi-hackers-payroll-direct-deposits/', 'http://clarksvillenow.com/local/fbi-warns-of-hackers-rerouting-direct-deposit-checks/', 'https://98rockme.iheart.com/featured/steve/content/2018-09-25-fbi-alert-hackers-are-trying-to-reroute-your-direct-deposit/', 'https://star941fm.iheart.com/featured/shelley-wade/content/2018-09-26-fbi-warns-hackers-target-direct-deposit-paychecks/', 'http://www.darkreading.com/threat-intelligence/fbi-phishing-attacks-aim-to-swap-payroll-information/d/d-id/1332845', 'https://www.kron4.com/news/national/fFBI Alert : Hackers Are Trying To Reroute Your Direct Deposit | Steve | 98 Rock['United States']United States

['https://www.digi.no/artikler/msc-bekrefter-at-nedetiden-skyldtes-skadevare/490023', 'https://gcaptain.com/msc-reports-network-outage-cyber-attack-cannot-be-ruled-out/', 'https://www.seatrade-maritime.com/containers/msc-confirms-malware-attack-caused-website-outage', 'http://npinvestor.dk/nyheder/msc-muligvis-ramt-af-malware-angreb-hjemmeside-lukket', 'https://splash247.com/msc-website-down-carrier-admits-it-might-have-been-hit-by-malware/', 'https://container-mag.com/2020/04/16/msc-network-outage-resolved-after-confirmed-malware-attack/', 'https://splash247.com/msc-admits-malware-attack/', 'https://gcaptain.com/msc-says-network-outage-has-been-resolved/', 'https://www.seatrade-maritime.com/technology/msc-websites-remain-down-malware-not-ruled-out']MSC Reports Network Outage ; Cyber Attack Cannot Be Ruled Out – gCaptain['China'] Switzerland

['https://threatpost.com/hotel-robot-hacks-ftc-stalkerware-crackdown/149547/', 'https://www.ferra.ru/news/techlife/uyazvimost-pozvolyala-khakeram-podsmatrivat-za-postoyalcami-otelei-cherez-robotov-23-10-2019.htm', 'https://www.securitylab.ru/news/501983.php', 'https://www.gizmodo.com.au/2019/10/how-to-ethically-hack-the-hotel-bedside-robots/', 'https://www.gizmodo.co.uk/2019/10/how-to-ethically-hack-hotel-bedside-robots/', 'https://knews.kg/2019/10/24/hakery-vzlomali-robotov-v-yaponskoj-gostinitse-tak-oni-mogli-sledit-za-posetitelyami/']Hacking robots in a network of Japanese hotels allowed to track customers['Japan'] Japan

['http://www.ansa.it/sito/notizie/tecnologia/tlc/2018/02/23/hacker-sfruttano-anche-sistemi-fiscali_f0c56014-a5f9-4143-8083-03bb78da8d18.html', 'http://www.msn.com/it-it/notizie/tecnologiaescienza/hacker-sfruttano-anche-sistemi-fiscali/ar-BBJuBAc']Hackers also exploit payment of taxes to steal data - Tlc['Italy'] Italy

['http://www.belaruspartisan.org/economic/384619/', 'http://www.cnews.ru/news/top/2017-06-19_prosrochennyj_domen_samsung_sozdal_potentsialnuyu', 'http://www.webtekno.com/samsung-milyonlarca-kullanicisini-hacklenmeye-maruz-birakti-h30188.html', 'http://indianexpress.com/article/technology/tech-news-technology/samsung-devices-are-vulnerable-to-hacking-thanks-one-domain-issue/', 'http://www.yenisafak.com/teknoloji/milyonlarca-samsung-kullanicisi-her-an-hacklenebilir-2724788', 'http://citizen.co.za/your-life/1540457/hackers-topple-samsungs-latest-security-feature/', 'http://www.ibtimes.co.uk/millions-samsung-users-were-risk-being-hacked-after-firm-forgot-renew-domain-1626339', 'http://www.milliyet.com.tr/samsung-milyonlarca-kullanicisini-teknoloji-haber-2469500/', 'http://www.androidguys.com/2017/06/16/how-samsung-exposed-your-old-galaxy-phone-to-hacking/', 'http://www.spamfighter.com/News-20965-Samsung-Devices-are-Exposed-to-Hacking-Due-to-One-Domain-Issue.htm']Samsung Exposes Millions of Users to Hacking['South Korea']South Korea

['http://cphpost.dk/news/business-round-up-majority-of-danish-companies-have-endured-a-cyber-attack.html', 'http://www.dtoday.de/startseite/wirtschaft_artikel,-Studie-Fast-alle-Unternehmen-sehen-steigende-Gefahr-durch-Hackerangriffe-_arid,700032.html', 'http://unternehmen-heute.de/news.php?newsid=612255', 'https://www.stern.de/digital/spionage-und-hackerangriffe-unternehmer-rechnen-mit-mehr-datenklau-9040578.html']Business Round - Up : Majority of Danish companies have endured a cyber attack['Denmark']Denmark

['http://newspim.com/news/view/20191114002069', 'https://www.aljazeera.com/ajimpact/chinese-hackers-broke-manufacturing-group-systems-report-191114085905428.html', 'https://www.carriermanagement.com/news/2019/11/14/200465.htm', 'https://www.hellenicshippingnews.com/u-s-manufacturing-group-hacked-by-china-as-trade-talks-intensified-sources/', 'https://thehill.com/policy/cybersecurity/470209-china-hacked-us-manufacturing-group-amid-trade-talks-report', 'https://www.vestifinance.ru/articles/128160', 'https://www.freemalaysiatoday.com/category/business/2019/11/13/china-hacked-us-manufacturing-group-as-trade-talks-intensified/', 'https://gulfnews.com/business/us-manufacturing-group-hacked-by-china-as-trade-talks-intensified-sources-1.67823167', 'https://tass.ru/ekonomika/7109613', 'https://www.channelnewsasia.com/news/business/us-manufacturing-group-hacked-by-china-as-trade-talks-12090634', 'https://regnum.ru/news/accidents/2776889.html', 'https://www.oann.com/exclusive-u-s-manufacturing-group-hacked-by-china-as-tChina hacked US manufacturing group amid trade talks : report['United States']United States

['http://www.dailynk.com/english/read.php?cataId=nk00100&num=14319', 'http://codigofonte.uol.com.br/noticias/noticias-falsas-e-ataques-phishing-aumentam-ameacas-as-organizacoes-politicas', 'http://www.itforum365.com.br/seguranca/noticias-falsas-e-ataques-phishing-ameacam-organizacoes-politicas']Spear phishing attacks target defectors , analysts , and NGOs['Brazil'] North Korea

['http://www.daijiworld.com/news/newsDisplay.aspx?newsID=715259', 'https://www.androidcentral.com/bhim-data-breach-exposes-financial-details-7-million-indians', 'https://www.deccanherald.com/specials/csc-bhim-app-data-breach-exposed-payment-personal-details-of-over-7-million-indians-844278.html', 'https://www.business-standard.com/article/current-affairs/no-data-breach-with-bhim-app-national-payments-corporation-of-india-120060300030_1.html', 'https://navbharattimes.indiatimes.com/business/business-news/npci-dismisses-claims-of-hackers-of-burglary-in-bhima-apps-data/articleshow/76139462.cms', 'https://in.mashable.com/tech/14428/personal-data-of-over-7-million-bhim-users-exposed-in-data-breach-report', 'https://gadgets.ndtv.com/apps/news/bhim-site-data-breach-exposes-70-lakh-indian-aadhaar-bank-pan-information-vpnmentor-report-2238851', 'http://www.digitaljournal.com/tech-and-science/technology/bharat-interface-for-money-hit-by-major-data-breach/article/572628', 'http://www.equitybulls.com/admin/news2006/news_CSC Bhim app data breach exposed payment , personal details of over 7 million Indians['India'] India

['https://www.scoop.co.nz/stories/BU2102/S00090/rbnz-supports-stakeholders-affected-by-illegal-data-breach.htm', 'http://business.scoop.co.nz/2021/02/09/rbnz-supports-stakeholders-affected-by-illegal-data-breach/', 'http://www.voxy.co.nz/national/5/381437']Business Scoop » RBNZ Supports Stakeholders Affected By Illegal Data Breach['New Zealand']New Zealand

['https://vestikavkaza.ru/news/hakery-atakovali-sajt-centrizbirkoma-kirgizii.html', 'https://tass.ru/mezhdunarodnaya-panorama/13051557']Hackers attacked the website of the Central Election Commission of Kyrgyzstan['Kyrgyzstan']Kyrgzstan

['https://conseils.radins.com/service/telephone-internet/actualites/netflix-les-clients-francais-cibles-par-une-campagne-de-phishing/24681', 'https://www.20minutes.fr/high-tech/2958371-20210121-netflix-attention-campagnes-phishing-70000-abonnes-francais-deja-cibles', 'https://www.leparisien.fr/high-tech/des-milliers-de-mails-de-phishing-envoyes-a-des-abonnes-netflix-21-01-2021-8420420.php', 'https://www.ouest-france.fr/medias/netflix/netflix-des-tentatives-d-hameconnage-auraient-cible-70-000-abonnes-francais-7127342', 'https://www.silicon.fr/netflix-phishing-356982.html', 'https://www.generation-nt.com/phishing-gare-faux-email-netflix-actualite-1984488.html', 'https://www.egospodarka.pl/168430,Uzytkownicy-Netflixa-znow-zagrozeni-phishingiem,1,12,1.html', 'https://www.wirtualnemedia.pl/artykul/wzrost-atakow-phishingowych-na-uzytkownikow-netflixa-oszusci-wyludzaja-dane', 'https://www.clubic.com/video-streaming/netflix-svod/actualite-350280-netflix-70-000-abonnes-francais-cibles-par-une-campagne-de-phishing-aux-Netflix: French customers targeted by a phishing campaign['France'] France

['https://www.mtv.fi/lifestyle/digi/artikkeli/ticketmaster-vakavan-tietomurron-kohteena-asiakkaiden-maksutiedot-voivat-olla-vuotaneet-rikollisille/6966254', 'https://www.diariopopular.com.ar/tecnologia/malware-vulnero-la-seguridad-ticketmaster-y-filtro-datos-clientes-n357435', 'https://www.tekniikkatalous.fi/tekniikka/ict/ticketmasterin-palveluissa-jattimainen-tietoturvaskandaali-haittaohjelma-vaikutti-jarjestelmassa-vuoden-saattoi-valittaa-maksutiedot-rikollisille-6731572', 'https://www.computerweekly.com/news/252443857/Ticketmaster-warns-of-third-party-data-breach', 'https://www.theguardian.com/money/2018/jun/27/identity-theft-warning-after-major-data-breach-at-ticketmaster', 'https://www.irishexaminer.com/breakingnews/ireland/ticketmaster-warned-in-april-of-cyber-attack-851782.html', 'http://www.theregister.co.uk/2018/06/27/ticketmaster_support_bot_hack/', 'https://www.perthnow.com.au/technology/thousands-hacked-from-malicious-software-discovered-on-a-ticketmaster-product-ng-c836db13e8e5ed9e1728504ca54ee11Ticketmaster acknowledges a massive hack['United States', 'Canada']United Kingdom

['https://ibsintelligence.com/ibs-journal/banco-de-chile-suffers-massive-cyber-attack/', 'http://www.economiaynegocios.cl/noticias/noticias.asp?id=477571', 'http://www.lacuarta.com/noticia/hackeo-banco-chile-termino-robo-us-10-millones/', 'http://www.economiaynegocios.cl/noticias/noticias.asp?id=478257', 'http://www.cooperativa.cl/noticias/pais/consumidores/banco-de-chile-mando-carta-a-sus-clientes-explicando-el-hackeo/2018-06-12/181814.html', 'https://securityboulevard.com/2018/06/banco-de-chile-admits-losing-10-million-in-disk-wiping-malware-attack/', 'http://www.america-retail.com/chile/chile-se-pedira-asesoria-internacional-sobre-ciberseguridad-tras-hackeo-banco-de-chile/', 'https://www.computing.co.uk/ctg/news/3033932/banco-de-chile-falls-victim-for-swift-money-transfer-hack-that-crashed-9-000-computers-and-500-servers', 'https://www.onlinenigeria.com/site/stories/549186-busted-hackers-explain-how-they-make-money-disappear-in-your-bank-accounts.html', 'https://hotforsecurity.bitdefender.com/blog/banco-deHacking of Banco de Chile ended with theft of US$ 10 million['Chile'] Chile

['https://abcnews.go.com/International/wireStory/hacking-attack-idles-polish-governments-investment-website-92798627', 'https://www.breitbart.com:443/europe/2022/11/07/polish-government-website-taken-down-by-hacking-attack/', 'https://www.lrytas.lt/it/ismanyk/2022/11/08/news/lenkijoje-del-programisiu-atakos-sutriko-viesuju-pirkimu-tarnybos-svetaines-darbas-25100681', 'https://www.novinky.cz/clanek/internet-a-pc-bezpecnost-web-ceske-vlady-celi-masivnim-hackerskym-utokum-40413640', 'https://www.actualno.com/society/sajtyt-na-pravitelstvoto-se-srina-zaradi-hakerska-ataka-news_1842671.html']Hacking attack idles Polish government investment website['Poland'] Poland

['https://www.mpamag.com/news/massive-mortgage-data-breach-gets-worse-123160.aspx', 'https://www.whio.com/business/personal-finance/new-data-breach-affects-million-big-bank-loan-customers/DufpKHYDUwrxmAGqn29o7H/']Massive mortgage data breach gets worse['United States']United States

['http://www.islamicinvitationturkey.com/2017/05/14/israel-hacked-lebanese-phones-during-nasrallah-speech-lebanon-2/', 'http://www.islamicinvitationturkey.com/2017/05/14/israel-hacked-lebanese-phones-during-nasrallah-speech-lebanon/', 'http://english.aawsat.com/theaawsat/news-middle-east/lebanons-telecom-agency-suspects-israel-recent-hacking-hezbollah-phones', 'http://9tv.co.il/news/2017/05/13/242784.html', 'http://yalibnan.com/2017/05/12/israel-accused-of-hacking-lebanon-phone-networks-during-nasrallahs-speech/']Israel hacked Lebanese phones during Nasrallah speech : Lebanon['Lebanon']Lebanon

['https://www.facenews.ua/news/2021/517546/', 'https://www.rupor.info/news/183207/v-kieve-gruppa-hakerov-ukrala-u-byudzhetnikov-bolee-2-millionov/', 'https://korrespondent.net/city/kiev/4425936-v-kyeve-khakery-ukraly-u-buidzhetnykov-bolee-2-mln-hryven']In Kyiv, a group of hackers stole more than 2 million from state employees['Ukraine'] Ukraine

['https://hipertextual.com/2019/02/gobierno-venezuela-paginas-phishing', 'http://www.noticierodigital.com/forum/viewtopic.php?t=120593', 'http://www.tuxmachines.org/node/120974']The Government of Venezuela steals data through phishing pages['Venezuela']Venezuela

['http://kulturegeek.fr/news-125013/piratage-pertes-financieres-entreprises-francaises-nette-hausse/', 'http://www.distributique.com/actualites/lire-piratage-de-nombreuses-victimes-parmi-les-entreprises-francaises-26976.html']Hacking: many victims among French companies['France'] France

['https://www.smh.com.au/business/companies/domain-hit-by-cyber-attack-warns-users-to-be-careful-with-rental-inquiries-20210520-p57ti4.html', 'https://www.realestatebusiness.com.au/tech/21528-phishing-attack-hits-domain', 'https://www.sunshinecoastdaily.com.au/news/real-estate-site-domain-attacked-by-hackers/4261951/', 'https://www.itwire.com/security/nine-s-real-estate-site-domain-hit-by-phishing-attack.html', 'https://www.afr.com/companies/media-and-marketing/domain-hit-by-cyber-attack-warns-of-rental-scam-email-20210520-p57tj4']Phishing attack hits Domain ['Australia']Australia

['https://thenewdaily.com.au/news/state/vic/2019/01/01/data-breach-victorian-government-employees-details-stolen/', 'https://www.scmagazineuk.com/australian-government-worker-data-hacked/article/1521991', 'https://www.abc.net.au/news/2019-01-01/victorian-government-employee-directory-data-breach/10676932', 'https://www.scmagazine.com/home/security-news/australian-government-worker-info-hacked/']Data breach : Victorian Government employee details stolen['Australia']Australia

['https://www.techrepublic.com/article/nearly-everyone-in-uk-has-been-hacked-lottery-determines-investigation-police-lead-says/', 'http://www.dailymail.co.uk/news/article-5094817/Nearly-person-UK-hacked-police-say.html', 'https://www.thetimes.co.uk/edition/news/everyone-has-been-hacked-say-police-vdkndz3s0', 'https://www.express.co.uk/life-style/science-technology/882412/Police-Hack-UK-Cybercrime-Details-Stolen', 'http://ftnews.firetrench.com/2017/11/nearly-everyone-in-uk-has-been-hacked-lottery-determines-investigation-police-lead-says/']Everyone has been hacked , say police ['United Kingdom']United Kingdom

['http://www.cantonrep.com/news/20180525/update-42600-patients-affected-by-data-breach-at-aultman', 'http://www.indeonline.com/news/20180525/update-42600-patients-affected-by-data-breach-at-aultman', 'http://www.the-review.com/news/20180525/aultman-data-breach-may-have-accessed-patient-information', 'http://www.mix941.com/aultman-mails-letters-to-patients-impacted-by-data-breach/', 'http://baltimore.cbslocal.com/2018/05/22/lifebridge-data-breach/', 'http://www.cantonrep.com/news/20180525/aultman-data-breach-may-have-accessed-patient-information', 'http://fox8.com/2018/05/25/data-breach-at-aultman-hospital-may-have-compromised-some-patients-personal-information/', 'https://thedailyrecord.com/2018/05/22/lifebridge-reports-data-breach-affecting-hundreds-of-thousands/', 'https://www.wmar2news.com/news/state/lifebridge-admits-data-hack-offers-protective-services', 'http://www.daily-jeff.com/article/20180525/NEWS/305259888', 'https://www.beckershospitalreview.com/healthcare-information-technology/data-breach-may-haUPDATE : 42 , 600 patients affected by data breach at Aultman - News - The Independent['United States']United States



['http://www.darkreading.com/endpoint/rail-europe-notifies-riders-of-three-month-data-breach/d/d-id/1331800', 'https://www.scmagazineuk.com/massive-data-breach-of-rail-europes-servers-lasted-nearly-three-months/article/765914/', 'http://ftnews.firetrench.com/2018/05/rail-europe-suffers-three-month-long-data-breach-credit-card-details-stolen/', 'https://news.get.com/rail-europe-hit-data-breach/']Rail Europe suffers three month long data breach , credit card details stolen['France'] Europe

['https://www.thehindu.com/sci-tech/technology/internet/brazils-health-ministry-website-hit-by-hacker-attack-systems-down/article37930481.ece', 'https://winfuture.de/news,126958.html', 'http://fenix951.com.ar/nuevo_2013/noticia.php?id=211962', 'https://elintransigente.com/2021/12/alerta-en-brasil-hackean-la-pagina-del-ministerio-salud-y-afecta-la-emision-de-certificados-de-vacunacion/', 'https://chronicle.lu/category/international/38698-brazil-health-ministry-website-hit-by-hackers-vaccination-data-targeted', 'https://www.americanthinker.com/blog/2021/12/hackers_attack_the_brazilian_health_ministry_website.html', 'https://www.argentinastar.com/news/271916106/brazils-health-portals-hit-by-hackers', 'https://vnmedia.vn/cong-nghe/202112/trang-web-cua-bo-y-te-brazil-bi-tin-tac-tan-cong-nham-vao-du-lieu-tiem-chung-74a6d3c/', 'https://regnum.ru/news/3450293.html', 'https://www.rte.ie/news/world/2021/1211/1266156-brazil-hacker-attack/', 'https://blogdacidadania.com.br/2021/12/hackers-tem-preferencia-por-atacar-o-braBrazil: a hacker attack on the Ministry of Health blocked the vaccination certificates against COVID - 19['Brazil'] Brazil

['https://www.techgear.gr/instagram-blocks-hyp3r-for-data-scrapping-163030/', 'https://www.news247.gr/technologia/instagram-mplokarei-diafimistiki-chakare-dedomena-ekatommyrion-christon.7484290.html']Instagram: Blocks ad that hacked millions of users' data['Greece'] Greece

['https://www.leighjournal.co.uk/news/17534025.liam-watts-charged-in-greater-manchester-police-website-cyber-attack/', 'https://www.lep.co.uk/news/crime/chorley-teenager-charged-over-cyber-attacks-on-greater-manchester-and-cheshire-police-force-websites-1-9678438', 'https://www.northwichguardian.co.uk/news/17533887.liam-watts-charged-in-cheshire-police-website-cyber-attack/', 'https://www.chesterstandard.co.uk/news/17534504.suspected-hacker-charged-over-cyber-attack-on-cheshire-police-website/', 'https://www.runcornandwidnesworld.co.uk/news/17533887.liam-watts-charged-in-cheshire-police-website-cyber-attack/']Chorley teenager charged over cyber attacks on Greater Manchester and Cheshire police force websites['United Kingdom']United Kingdom

['https://asia.nikkei.com/Politics/Universities-the-weak-link-when-hackers-strike-Japan', 'http://newsonjapan.com/html/newsdesk/article/123750.php', 'http://www.universityworldnews.com/article.php?story=20180922060900104']Universities the weak link when hackers strike Japan['Japan'] Japan
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['https://www.crawleyobserver.co.uk/news/hundreds-of-address-revealed-in-huge-data-breach-1-8530069', 'https://www.midsussextimes.co.uk/news/hundreds-of-addresses-revealed-in-huge-data-breach-1-8530069']Hundreds of address revealed in huge data breach['United Kingdom']United Kingdom

['https://en.radiofarda.com/a/iran-government-hacking-attacks-social-civic-activists/29198040.html', 'http://eaworldview.com/2018/04/iran-daily-regime-suspected-of-hacking-attacks-on-activists/']Iranian Government Suspected Of Hacking Attacks Against Activists['Iran'] Iran

['https://gcn.com/articles/2020/05/19/phishing-spoofed-federal-sites.aspx', 'https://fcw.com/articles/2020/05/18/cyber-federal-agencies-pandemic.aspx']Fraudsters spoof CDC , IRS and other gov sites in phishing scams -- GCN['United States']United States

['https://gadgets.ndtv.com/internet/news/mgm-resorts-guests-142-million-data-breach-sold-on-dark-web-report-2262421', 'http://www.digitaljournal.com/life/travel/hacker-sells-details-of-142-million-mgm-guests-on-the-dark-web/article/574859', 'https://www.tweaktown.com/news/73776/hacker-selling-details-of-142-million-mgm-hotel-guests-on-dark-web/', 'https://www.slashgear.com/mgm-resorts-hacker-is-selling-142-million-guests-data-14628861/', 'https://www.dailymail.co.uk/sciencetech/article-8522481/Hack-MGM-hotels-exposed-personal-data-142-MILLION-guests.html', 'https://www.forbes.com/sites/leemathews/2020/07/14/mgm-142-million-guests-hacked/', 'https://hospitalitytech.com/mgm-data-breach-14x-higher-initially-thought', 'https://www.komando.com/security-privacy/140-million-hotel-guest-records-for-sale-on-dark-web/746091/', 'https://www.cuinsight.com/142-million-mgm-guests-exposed-in-data-breach.html', 'https://www.financialexpress.com/industry/technology/hacker-puts-up-personal-data-of-142-million-mgm-hotel-guests-For Sale : Hacked Data On 142 Million MGM Hotel Guests['United States']United States

['https://www.techradar.com/news/hackers-siphon-millions-in-cryptocurrency-from-dforce-exchange', 'https://www.zdnet.com/article/hackers-steal-25-million-worth-of-cryptocurrency-from-uniswap-and-lendf-me/', 'https://siliconangle.com/2020/04/19/25m-cryptocurrency-stolen-hack-lendf-uniswap/', 'https://www.crowdfundinsider.com/2020/04/160443-huh-dforce-hacker-pilfers-25-million-in-crypto-then-returns-the-funds/', 'https://www.techspot.com/news/84921-dforce-hacker-returns-nearly-25-million-stolen-cryptocurrency.html']Hackers siphon millions in cryptocurrency from dForce exchange['China'] China

['http://www.editorandpublisher.com/news/spyware-hijacks-smartphones-threatens-journalists-around-the-world/', 'https://www.cjr.org/watchdog/pegasus-israeli-spyware.php', 'https://techweez.com/2018/10/04/pegasus-spyware-traced-kenya/', 'https://www.thespec.com/news-story/8938568-spyware-found-on-dissident-s-phone-report/', 'https://hapakenya.com/2018/10/04/smartphone-spyware-pegasus-may-have-targeted-kenyan-phones/', 'https://ici.radio-canada.ca/nouvelle/1127394/etudiant-universite-bishops-espion-logiciel-peagasus-regime-saoudien-omar-abdulaziz', 'https://mybroadband.co.za/news/security/278361-smartphones-in-south-africa-infected-with-spyware-only-sold-to-governments.html', 'https://www.jornada.com.mx/2018/10/04/politica/020n1pol']Spyware Hijacks Smartphones , Threatens Journalists Around the World – Editor & Publisher['United States']Worldwide

['https://www.tagesanzeiger.ch/so-pressen-hacker-millionen-aus-schweizer-firmen-626215325368', 'https://www.20min.ch/fr/story/des-entreprises-genevoises-ont-paye-1-million-de-rancon-a-des-hackers-115038313457']Cyber crime – How hackers squeeze millions out of Swiss companies['Switzerland']Switzerland

['https://news.softpedia.com/news/fbi-issues-warning-of-hackers-spoofing-its-internet-domain-531599.shtml', 'https://www.itpro.co.uk/security/cyber-security/357887/fbi-warns-of-hackers-spoofing-its-domain']FBI warns of hackers spoofing its domain['United States']United States

['https://wpolityce.pl/polityka/416690-naczelna-rada-lekarska-ofiara-ataku-hakerskiego', 'https://www.pulshr.pl/zarzadzanie/prezes-naczelnej-rady-lekarskiej-padl-ofiara-ataku-hakerskiego,58139.html', 'http://niezalezna.pl/240688-lekarze-ofiarami-ataku-hakerskiego', 'https://www.bankier.pl/wiadomosc/Prezes-Naczelnej-Rady-Lekarskiej-Padlismy-ofiara-ataku-hakerskiego-4167120.html']The Supreme Medical Council victim of a hacker attack. Is this revenge for promoting mandatory vaccinations? President: We see a correlation['Poland'] Poland

['https://www.forbes.com/sites/daveywinder/2019/08/05/cafepress-hacked-23m-accounts-compromised-is-yours-one-of-them/', 'https://www.techspot.com/news/81295-cafepress-hacked-23-million-accounts-compromised.html', 'https://brudirect.com/news.php?id=73599', 'https://www.securitylab.ru/news/500303.php', 'http://www.engadget.com/2019/08/05/cafepress-data-breach/']CafePress was hacked and 23 million accounts were compromised['United States']United States

['https://www.ktvb.com/article/news/local/icourt-idaho-parks-hacked-cyber-attack-idaho-websites/277-e97154b8-c998-46da-9d90-0155094242a8', 'https://www.govtech.com/public-safety/Three-Idaho-State-Websites-are-Vandalized-by-Hackers.html']Several state websites fall victim to hacking breach['United States']United States

['https://www.computerworld.cz/clanky/izraelske-organizace-pod-utokem-specialniho-malwaru/', 'http://www.ebizlatam.com/grupo-de-ciberespionaje-ataca-a-organizaciones-de-israel-con-malware-personalizado/']Israeli organizations under attack by special malware['Israel'] Israel

['https://www.helmstedter-nachrichten.de/niedersachsen/article232336991/Hacker-greift-auf-Personendaten-von-Niedersachsens-Impfportal-zu.html', 'https://www.t-online.de/region/hannover/news/id_90071166/hacker-verschafft-sich-personendaten-von-impfportal.html']Lower Saxony's vaccination portal: hackers obtain personal data['Germany']Germany

['http://www.albiladpress.com/news/2019/4001/arab-and-world/599413.html', 'http://www.ammonnews.net/article/487089', 'https://www.kurdistan24.net/en/news/018ebfb3-1c36-4f5a-81d8-798da19ed435', 'https://www.sotaliraq.com/2019/09/27/%D8%AA%D8%B9%D8%B1%D8%B6-%D8%B9%D8%B4%D8%B1%D8%A7%D8%AA-%D8%A7%D9%84%D9%85%D9%88%D8%A7%D9%82%D8%B9-%D8%A7%D9%84%D8%A7%D9%84%D9%83%D8%AA%D8%B1%D9%88%D9%86%D9%8A%D8%A9-%D8%A7%D9%84%D8%AD%D9%83%D9%88/', 'https://www.youm7.com/story/2019/9/27/%D8%A7%D8%AE%D8%AA%D8%B1%D8%A7%D9%82-%D9%85%D9%88%D9%82%D8%B9-%D8%AC%D9%87%D8%A7%D8%B2-%D8%A7%D9%84%D8%A3%D9%85%D9%86-%D8%A7%D9%84%D9%88%D8%B7%D9%86%D9%89-%D8%A7%D9%84%D8%B9%D8%B1%D8%A7%D9%82%D9%89/4434657']Al-Bilad Newspaper | The website of the Iraqi National Security Agency was hacked... and a warning message['Iraq'] Iraq

['https://www.zdnet.com/article/hackers-breach-fsb-contractor-and-leak-details-about-iot-hacking-project/', 'https://boingboing.net/2020/03/21/hackers-say-they-breached-russ.html']Hackers breach FSB contractor and leak details about IoT hacking project['Russia'] Russia

['https://autonomija.info/sabic-vlast-javnosti-duguje-potpunije-informacije-o-hakerskom-napadu-na-rgz/', 'https://www.danas.rs/vesti/drustvo/sabic-vlast-dugujuje-javnosti-potpunije-informacije-o-hakerskom-napadu-na-rgz/']Šabić: The government owes the public more complete information about the hacker attack on RGZ['Serbia'] Serbia

['https://www.680news.com/2020/11/25/danish-news-agency-rejects-ransom-demand-after-hacker-attack/', 'https://www.oslobodjenje.ba/vijesti/svijet/najveca-danska-novinska-agencija-odbila-da-isplati-novac-hakerima-607535', 'https://www.osterbottenstidning.fi/Artikel/Visa/420110', 'https://www.version2.dk/artikel/danmarks-stoerste-nyhedsbureau-lagt-ned-hackerangreb-1091672', 'https://www.aftonbladet.se/nyheter/a/we3aX1/dansk-nyhetsbyra-tillbaka-efter-hackerattack', 'https://www.krstarica.com/vesti/svet/najveca-danska-novinska-agencija-odbila-ucenu-hakera-i-privremeno-obustavila-rad/', 'https://www.680news.com/2020/11/24/main-danish-news-agency-offline-following-hacking-attack/', 'https://www.courthousenews.com/danish-news-agency-rejects-ransom-demand-after-hacker-attack/', 'https://www.krstarica.com/vesti/svet/hakerski-napad-na-dansku-novinsku-agenciju-ritzau/', 'https://www.infosecurity-magazine.com/news/denmark-news-agency-refuses-to-pay/', 'http://novimagazin.rs/svet/najveca-danska-novinska-agencija-odbila-uceDenmark's largest news agency refused to pay the hackers['Denmark']Denmark



['https://knews.kg/2020/05/08/hakery-ustroili-massovuyu-ataku-na-sajty-rabotayushhie-na-wordpress/', 'https://www.computerra.ru/265519/neizvestnaya-hakerskaya-gruppirovka-atakovala-okolo-milliona-sajtov-na-wordpress/', 'https://www.bleepingcomputer.com/news/security/wordpress-plugin-bugs-can-let-hackers-take-over-almost-1m-sites/', 'https://www.heise.de/ix/meldung/Hacker-unternahm-Grossangriff-auf-900-000-WordPress-Seiten-4715840.html', 'https://www.kommersant.ru/doc/4340425', 'https://www.zdnet.com/article/a-hacker-group-tried-to-hijack-900000-wordpress-sites-over-the-last-week/', 'https://1prime.ru/telecommunications_and_technologies/20200508/831409912.html', 'https://www.infosecurity-magazine.com/news/wordpress-hacker-attacks-one/']An unknown hacker group attacked about a million sites on WordPress['Russia'] Russia

['https://www.bnnbloomberg.ca/iranian-hackers-behind-proud-boys-ruse-pose-wider-threat-fbi-says-1.1714432', 'https://www.zerohedge.com/political/iranian-hackers-posed-proud-boys-during-2020-election-disinformation-campaign-fbi-says']Iranian Hackers Behind Proud Boys Ruse Pose Wider Threat , FBI Says['United States']United States

['http://www.ibtimes.co.uk/dridex-banking-malware-back-hackers-going-after-targets-uk-france-australia-1655882', 'https://www.govinfosecurity.com/dridex-banking-trojan-phishing-campaign-ties-to-necurs-a-10601']Dridex banking malware is back with hackers going after targets in the united kingdom , France and Australia['United Kingdom', 'France', 'Australia']United Kingdom, France, Australia

['https://www.tribunnews.com/corona/2021/08/07/badan-intelijen-as-dilaporkan-meretas-server-cloud-terkait-sampel-virus-laboratorium-wuhan', 'http://internetua.com/amerikanskaya-razvedka-vzlomala-servery-uhanskoi-laboratorii-i-polucsila-dostup-k-dannym-o-koronaviruse', 'http://en.people.cn/n3/2021/0810/c90000-9882369.html', 'https://news.day.az/world/1367985.html', 'https://www.developpez.com/actu/317455/Les-donnees-provenant-de-virus-sont-generalement-connectees-a-des-serveurs-externes-bases-sur-le-cloud-celui-du-laboratoire-de-Wuhan-aurait-ete-pirate/', 'https://www.insight.co.kr/news/352322', 'https://newizv.ru/news/politics/06-08-2021/tsru-vzlomalo-servery-uhanskogo-instituta-rabotavshego-nad-koronavirusom', 'https://azh.kz/ru/news/view/78332', 'https://www.zazoom.it/2021-08-06/covid-uscito-dal-laboratorio-gli-usa-hanno-le-prove-dati-ottenuti-da-hacker-il-server-di-wuhan-non-e-sicuro/9240944/']US intelligence hacked Wuhan lab servers and gained access to coronavirus data['China'] China

['https://www.securitylab.ru/news/527773.php', 'https://hvg.hu/tudomany/20211222_nisz_log4shell_serulekenyseg_tamadas_apache_naplozo_biztonsagi_res_hiba']Hackers injected a backdoor into the US federal agency's network['United States']United States

['https://www.radioformula.com.mx/noticias/mexico/20200807/hackeo-a-visit-mexico-secretario-de-turismo-aclara-que-paso-y-por-que-aparecieron-las-traducciones-falsas/', 'https://www.unotv.com/opinion/pamela-cerdeira/secretaria-de-turismo-entre-hackeos-y-malas-traducciones/', 'https://imparcialoaxaca.mx/nacional/456168/hackeo-a-visit-mexico-aclaran-que-paso/', 'https://vanguardia.com.mx/articulo/denuncian-hackeo-pagina-visitmexico-sectur-controla-sitio-senala-proveedor', 'https://www.elmanana.com/sectur-denuncia-hackeo-al-portal-visitmexico-hackeo-ataque-cibernetico-visita-mexico/5139887']Visit México hacked: Secretary of Tourism clarifies what happened and why the false translations appeared['Mexico'] Mexico

['https://www.samaa.tv/news/2019/01/board-of-secondary-education-karachis-website-hacked/', 'http://javedch.com/science-and-technology/2019/01/28/545814']Karachi: The websites of many educational institutions, including the Board of Secondary, were hacked['Pakistan']Pakistan

['https://www.lecho.be/economie-politique/belgique/federal/un-hacking-britannique-de-proximus-sur-la-table-du-gouvernement/10051207.html', 'https://www.bbc.com/russian/news-45605548', 'https://trends.levif.be/economie/politique-economique/la-grande-bretagne-pointee-du-doigt-dans-le-piratage-proximus/article-normal-986953.html', 'http://www.brusselstimes.com/belgium/politics/12600/new-evidence-that-hacking-of-proximus-was-work-of-british-intelligence', 'https://www.lecho.be/economie-politique/belgique-federal/Un-hacking-britannique-sur-la-table-du-gouvernement/10051207', 'https://www.t-online.de/digital/sicherheit/id_84490716/bericht-der-times-britische-regierung-plant-offenbar-aufbau-einer-eigenen-hacker-truppe.html']A British Proximus hack on the government table['United Kingdom']Belgium

['https://sfist.com/2022/09/02/49ers-forced-to-notify-nearly-21-000-people-that-they-had-their-personal-data-obtained-by-hackers/', 'https://www.jdsupra.com/legalnews/san-francisco-49ers-reports-data-breach-2154154/']San Francisco 49ers Reports Data Breach Involving More than 20k Social Security Numbers | Console and Associates , P . C . ['United States']United States

['https://www.stroudnewsandjournal.co.uk/news/20594716.gloucestershire-bromford-housing-association-hit-cyber-attack/', 'https://www.wiltsglosstandard.co.uk/news/20594716.gloucestershire-bromford-housing-association-hit-cyber-attack/', 'https://www.bbc.co.uk/news/uk-england-gloucestershire-62351508']Gloucestershire Bromford housing association hit by cyber attack['United Kingdom']United Kingdom

['https://www.team-bhp.com/forum/shifting-gears/222736-zoomcars-database-hacked-data-3-5-million-users-up-sale.html', 'https://www.team-bhp.com/news/zoomcar-hacked-data-35-million-users-sale']Zoomcar hacked ; data of 3 . 5 million users is up for sale['India'] India

['https://www.itpro.co.uk/security/cyber-attacks/359003/university-of-northampton-hit-by-cyber-attack', 'https://www.teiss.co.uk/university-of-northampton-cyber-attack/', 'https://www.cambstimes.co.uk/news/education/cambridgeshire-college-and-university-affected-by-cyber-attack-7861150']Major cyber attack crippled Northampton University IT network for days['United Kingdom']United Kingdom

['https://www.emol.com/noticias/Economia/2022/08/30/1071369/hackeo-sernac-comision-economia-senado.html', 'https://www.elmostrador.cl/dia/2022/08/30/senadores-oficiaran-a-ministerio-de-economia-para-que-explique-alcances-del-hackeo-al-sernac/']Senators will officiate at the Ministry of Economy to explain the scope of the Sernac hack['Chile'] Chile

['https://baomoi.com/hon-4-000-website-ten-mien-quoc-gia-bi-tan-cong/c/30390861.epi', 'https://www.tienphong.vn/cong-nghe/hon-4000-website-ten-mien-quoc-gia-bi-tan-cong-1403772.tpo', 'http://www.thedailybeast.com/team-of-cyberspies-hacked-entire-countries-internet-domains']More than 4 . 000 country domain websites hacked['Vietnam'] Vietnam

['https://propakistani.pk/2017/08/14/dozens-pakistani-ministries-including-moit-mod-hacked/', 'http://www.panorama.com.ve/politicayeconomia/-Reuters-Segundo-ataque-cibernetico-afecta-a-40-portales-estatales-de-Venezuela-20170807-0064.html', 'https://www.dawn.com/news/1351623/govt-websites-defaced-by-indian-hackers', 'http://www.lagaceta.com.ar/nota/740045/actualidad/hackean-decenas-sitios-estatales-llaman-rebelarse-contra-maduro.html', 'http://aajtak.intoday.in/story/pakistani-govt-websites-hack-ttec-1-946728.html', 'https://laopinion.com/2017/08/08/un-ciberataque-en-protesta-contra-el-gobierno-de-maduro-afecta-al-menos-a-40-instituciones-de-venezuela/', 'http://www.amarujala.com/india-news/lulzsec-india-group-hacked-pak-thirty-govt-websites', 'http://www.infobae.com/america/vice/2017/08/08/buscamos-sacudir-al-regimen-dijeron-los-hackers-que-atacaron-al-gobierno-venezolano/', 'https://article.wn.com/view/2017/08/08/Hacking_Group_Brings_Down_Venezuela_Government_Websites_As_U/', 'https://www.dawn.com/news/1351Cyber attack in Venezuela: hackers hacked government websites['Venezuela']Venezuela

['http://www.thetower.org/4911oc-israel-thwarts-major-cyber-attack-believed-to-have-been-launched-by-foreign-government/', 'http://www.naharnet.com/stories/en/229098-israel-says-it-uncovered-planned-mass-cyber-attacks', 'http://www.blic.rs/vesti/svet/izrael-osujetio-veliki-sajber-napad/jj3frj8', 'http://www.piterburger.ru/104897.html', 'http://www.israeldefense.co.il/he/node/29378', 'https://www.bloomberg.com/news/articles/2017-04-26/israeli-official-says-first-wave-of-cyber-hack-was-thwarted', 'http://rusjev.net/2017/04/27/predotvrashhena-hakerskaya-ataka-protiv-izrailya/', 'http://www.al-monitor.com/pulse/afp/2017/04/israel-hacking.html', 'http://www.jpost.com/Israel-News/Israel-thwarts-cyber-attacks-aimed-at-over-120-targets-489010', 'http://www.breitbart.com/jerusalem/2017/04/26/israel-says-uncovered-planned-mass-cyber-attacks/', 'http://www.darkreading.com/endpoint/iranian-hackers-believed-behind-massive-attacks-on-israeli-targets/d/d-id/1328753']Israel thwarted a major cyber attack ['Israel'] Israel

['https://www.clarin.com/tecnologia/ciberdelincuentes-hackearon-artear-investigan-origen-sabotaje_0_E9B5S4L9yV.html', 'https://www.elpatagonico.com/artear-denuncio-que-hackearon-sus-sistemas-n5452876', 'https://www.cadena3.com/noticia/sociedad/el-grupo-clarin-denuncio-que-sufrio-un-hackeo-a-sus-sistemas_326632', 'https://urgente24.com/medios/atacado-artear-sufre-hackeos-y-extorsiones-un-grupo-ruso-n538520', 'https://infocielo.com/grupo-clarin/que-se-sabe-del-hackeo-ruso-la-red-artear-del-grupo-clarin-n738855', 'https://elintransigente.com/2022/06/el-comunicado-de-artear-tras-el-ataque-hacker-que-sufrio-el-trece/', 'https://www.minutouno.com/sociedad/comunicado/artear-denuncio-que-hackearon-sus-sistemas-el-n5452810', 'https://www.lv12.com.ar/artear/hackearon-los-sistemas-artear-del-grupo-clarin-n117852']Cybercriminals hacked Artear: they investigate the origin of the sabotage['Argentina']Argentina

['https://www.abc.net.au/news/2019-01-31/global-hacking-scare-nets-queensland-mp-surf-lifesaving/10762738', 'https://www.msn.com/en-au/news/australia/global-hacking-scare-nets-queensland-mp-surf-life-saving-as-millions-of-passwords-breached/ar-BBSY27B']Global hacking scare nets Queensland MP , Surf Life Saving as millions of passwords breached - ABC News ( Australian Broadcasting Corporation ) ['Australia']Australia

['https://winnipeg.ctvnews.ca/child-welfare-agency-says-it-s-victim-of-sophisticated-cyber-attack-1.4700103', 'https://www.winnipegfreepress.com/local/cyber-attack-compromises-child-welfare-agency-565405642.html']Child welfare agency says it victim of sophisticated cyber attack['Canada'] Canada

['https://www.foxbusiness.com/technology/solarwinds-hack-one-year-later-cybersecurity-experts-say-were-no-better-off', 'https://www.securityweek.com/solarwinds-hackers-use-new-malware-attacks-serve-russian-interests', 'https://computersweden.idg.se/2.2683/1.759933/ryska-hackare-misstanks-anvanda-nytt-skadeprogram', 'https://thehill.com/policy/cybersecurity/584577-russian-hackers-behind-solarwinds-incident-continuing-hacking-efforts', 'https://www.techzine.nl/nieuws/security/472001/solarwinds-hackers-hebben-nieuwe-methodes-voor-massale-aanvallen/']SolarWinds Hackers Use New Malware in Attacks That Serve Russian Interests['Russia'] France

['https://www.securitylab.ru/news/535251.php', 'https://riasv.ru/obshhestvo/2022/12/20/cb-rf-za-god-chislo-fishingovyh-saitov-bankov-vyroslo-na-25/', 'https://www.m24.ru/news/tehnologii/19122022/533175']Another wave of phishing attacks covered Ukrainian government offices and railways['Ukraine'] Ukraine

['https://www.hankookilbo.com/News/Read/A2021101416440004588', 'https://www.news1.kr/articles/?4458147'][Exclusive] Military hacking attempts are exploding... 93% of cyber warfare experts are leaving['South Korea']South korea

['http://www.blesk.cz/clanek/regiony-brno-brno-krimi/512235/hackeri-utoci-na-ucetni-v-roli-reditelu-narizuji-proplaceni-faktur-vytahli-uz-30-milionu.html', 'http://www.blesk.cz/clanek/regiony-brno-brno-krimi/512235/hackeri-utoci-na-ucetni-firem-tvari-se-jako-reditele-a-narizuji-proplaceni-faktur-vytahli-uz-30-milionu.html']Hackers are attacking accountants! In the role of directors, they order the reimbursement of invoices: They have already withdrawn 30 million!['Czech Republic']Czech Republic

['https://www.wtva.com/news/mississippi-trying-to-find-source-of-election-day-cyber-attack/article_6b8a5618-5fd9-11ed-9065-9f4b4c47402d.html', 'https://www.theepochtimes.com/mississippi-officials-confirm-cyber-attack-on-state-election-websites-on-election-day_4856207.html', 'https://www.nbcnews.com/politics/2022-election/live-blog/elections-2022-live-updates-rcna55757?post=rcrd6785', 'https://www.newsweek.com/mississippi-hit-cyberattack-after-russian-hackers-call-strike-1758094']Mississippi Officials Confirm Cyber Attack on State Election Websites on Election Day['United States']United States

['https://www.taiwannews.com.tw/en/news/4742821', 'https://www.taiwannews.com.tw/en/news/4744030']Latest data breach shows updated details about Taiwan VP , top national security chief : hacker | Taiwan News['Taiwan'] Taiwan

['http://www.politicsweb.co.za/news-and-analysis/treasury-the-latest-victim-in-spate-of-government-', 'https://allafrica.com/stories/201810100750.html', 'https://www.news24.com/SouthAfrica/News/treasury-the-latest-victim-in-spate-of-government-website-hacking-attacks-20181010']South Africa : Treasury the Latest Victim in Spate of Government Website Hacking Attacks['South Africa']South Africa

['https://sia.ru/?section=484&action=show_news&id=437417', 'https://runews24.ru/technology/28/07/2022/4abb8c70b3cba78b5466b8ed7fd323b3']Hackers attack the corporate sector through applications['Russia'] Russia

['https://ua.korrespondent.net/ukraine/4371318-petytsiia-z-pidpysom-baidena-u-derzhspetszviazku-zaiavyly-pro-khakersku-ataku', 'https://news.liga.net/politics/news/podpis-baydena-gosspetssvyazi-zayavlyaet-o-splanirovannoy-hakerskoy-atake-na-sayte-petitsiy', 'https://www.pravda.com.ua/news/2021/06/25/7298445/', 'https://24tv.ua/petitsiyu-pro-vidstavku-tatarova-pidpisav-bayden-ukrayina-novini_n1667629', 'https://ua.interfax.com.ua/news/telecom/752229.html']Biden's signature. State Special Communications Service announces hacker attack on petition site - Ukrainian news , Politics['Ukraine'] Ukraine

['https://www.krstarica.com/vesti/svet/hakeri-oborili-internet-u-austriji/', 'https://www.vesti-online.com/hakeri-oborili-internet-u-austriji/']Hackers took down the Internet in Austria['Austria'] Austria

['https://www.amarujala.com/india-news/pakistani-hackers-are-targeting-indian-and-afghan-establishments', 'https://www.livehindustan.com/national/story-pakistani-hackers-targeting-indian-and-afghan-government-military-officials-claims-new-report-5249765.html', 'https://www.daily-sun.com/post/592167/Pak-Hackers-Targeting-Indian-Afghan-Government-Military-Officials:-Report', 'https://www.ndtv.com/india-news/pakistani-hackers-targeting-indian-afghan-government-military-officials-report-2637197', 'https://www.medianama.com/2021/12/223-pakistani-hackers-indian-army-malware-report/', 'https://www.ibtimes.co.in/pakistan-hacker-attacked-afghan-govt-ministries-shared-data-843406', 'https://www.afghanistansun.com/news/271866183/pakistani-hackers-targeting-indian-afghan-government-military-officials-report']Pakistani Hackers Targeting Indian , Afghan Government , Military Officials : Report['India', 'Afghanistan']India, Afghanistan

['https://www.premiumtimesng.com/health/health-news/355108-nhis-reacts-to-alleged-hacked-account-n60m-theft.html', 'https://allafrica.com/stories/201909300153.html', 'https://www.thebreakingtimes.com/nhis-account-hacked-n60-million-moved-by-two-lovers-police/', 'https://www.informationng.com/2019/09/two-lovers-nab-into-nhis-account-steal-60m.html']Nigeria : NHIs Reacts to Alleged Hacked Account , N60m Theft['Nigeria'] Nigeria

['https://www.rferl.org/a/monitor-says-millions-of-georgians-private-data-shared-on-hacker-forum/30518613.html', 'https://www.vesti.bg/tehnologii/haknaha-lichnite-danni-na-pochti-vsichki-gruzinci-6107613', 'https://sputnik-georgia.ru/incidents/20200330/248110549/Na-khakerskom-forume-poyavilis-lichnye-dannye-49-milliona-grazhdan-Gruzii--kommentariy-MVD.html']Monitor Says  5 Million  Georgian Private Data Shared On Hacker Forum['Georgia'] Georgia

['https://www.thestar.com.my/news/world/2020/10/07/039mercenary039-hacker-group-runs-rampant-in-middle-east-cybersecurity-research-shows', 'https://www.insurancejournal.com/news/international/2020/10/07/585719.htm', 'http://english.ahram.org.eg/NewsContent/2/8/387841/World/Region/Mercenary-hacker-group-runs-rampant-in-Middle-East.aspx', 'https://www.businesstimes.com.sg/technology/mercenary-hacker-group-runs-rampant-in-middle-east-cybersecurity-research-shows', 'https://www.aljazeera.com/news/2020/10/7/mercenary-hacker-group-widespread-in-mideast-research-finds', 'https://www.itnews.com.au/news/mercenary-hacker-group-runs-rampant-in-middle-east-554419']  Mercenary  hacker group runs rampant in Middle East , cybersecurity research shows - Region - World['Middle East']Middle East

['https://techstory.in/police-confirm-gta-6-hacker-violated-bail/', 'https://www.prabhatkhabar.com/tech-and-auto/how-uber-network-hacked-know-full-details-18-year-old-boy-hack-amh', 'https://www.nbcchicago.com/news/national-international/hacker-breach-uber-security/2941792/', 'https://www.foxbusiness.com/technology/uber-looking-into-computer-system-hack', 'https://www.thewrap.com/grand-theft-auto-vi-footage-leaks-blamed-on-massive-rockstar-games-hack/', 'https://siliconangle.com/2022/09/21/game-developer-2k-hacked-days-rockstar-hack-gta6-leak/', 'https://mashable.com/article/gta-6-hacker-arrested', 'https://br.ign.com/grand-theft-auto-vi/102589/news/gta-6-fbi-investiga-suposto-hacker-da-rockstar', 'https://www.kommersant.ru/doc/5561130', 'https://www.lemondeinformatique.fr/actualites/lire-piratage-de-gta-6-et-uber-un-adolescent-arrete-au-royaume-uni-88127.html', 'https://600wmtradio.iheart.com/content/2022-09-16-uber-investigates-after-teen-hacker-claims-he-accessed-companys-systems/', 'https://zeenews.india.Uber reports hacker ['United States']United States

['https://www.galioninquirer.com/opinion/70094/hackers-target-americans-drinking-water-supply', 'https://nevadanewsandviews.com/op-ed-hackers-target-americans-drinking-water-supply/']Hackers target American drinking water supply['United States']United States

['http://news1.kr/articles/?3670721', 'https://www.zdnet.com/article/bitpoint-cryptocurrency-exchange-hacked-for-32-million/', 'http://www.lequotidien.lu/faits-divers/cryptomonnaies-un-piratage-a-32-millions-de-dollars/', 'https://medium.com/@trustinvestment2019/singaporean-exchange-bitrue-gets-hacked-losing-5-million-in-xrp-cardano-becd7f2a15d1', 'https://www.diena.lv/raksts/pasaule/cits/japana-kriptovalutas-birza-hakeru-uzbrukuma-zaudejusi-29-miljonus-eiro-14222997', 'https://regnum.ru/news/economy/2664869.html', 'https://www.cfo.com/cyber-security-technology/2019/07/hackers-steal-32-million-in-cryptocurrency/', 'https://asia.nikkei.com/Spotlight/Bitcoin-evolution/Hackers-snatch-32m-from-Japan-cryptocurrency-exchange-Bitpoint', 'https://www.liputan6.com/tekno/read/4011125/bursa-bitcoin-di-jepang-dibobol-hacker-rp-450-miliar-melayang', 'https://www.svethardware.cz/kryptoburza-bitpoint-hacknuta-prisla-o-3-5-mld-jenu/49746', 'https://mrtopstep.com/bitpoint-hack-japan-still-most-affected-by-crypto-heists/', 'htCrypto exchange BitPoint hacked, lost 3.5 billion. yen['Japan'] Japan

['https://www.diariodejerez.es/jerez/cni-confirma-fuga-datos-ciberataque-ayuntamietno_0_1397860388.html', 'https://www.diariodejerez.es/jerez/PP-alerta-descartar-fuga-datos-ciberataque_0_1399360302.html']Computer hacking The CNI confirms that there has been no data leak due to the cyber attack on the City Council['Spain'] Spain

['https://www.business-standard.com/article/news-ani/enhanced-trickbot-malware-harvests-more-than-250-million-email-addresses-119071300832_1.html', 'https://www.lemondeinformatique.fr/actualites/lire-250-millions-de-comptes-e-mail-infectes-par-le-malware-trickbot-75925.html', 'https://www.techtudo.com.br/noticias/2019/07/250-milhoes-de-e-mails-podem-ter-sido-hackeadas-pelo-malware-trickbot.ghtml', 'https://www.itwire.com/security/trickbooster-malware-is-compromising-millions-of-email-accounts.html', 'https://3dnews.ru/990706', 'https://itavisen.no/2019/07/13/250-millioner-e-postkontoer-hacket/', 'http://brudirect.com/news.php?id=72183', 'https://www.forbes.com/sites/leemathews/2019/07/14/stealthy-trickbot-malware-has-compromised-250-million-email-accounts-and-is-still-going-strong/', 'https://www.macitynet.it/malware-trickbot-250-milioni-email/', 'https://thanhnien.vn/cong-nghe/day-la-cach-ma-doc-trickbot-tien-hoa-va-lay-nhiem-250-trieu-email-1103428.html', 'https://www.engadget.com/2019/07/12/trickbot-malwariTWire - TrickBooster malware compromising millions of email accounts['India'] United States, United Kingdom, Canada

['http://ftnews.firetrench.com/2018/04/broadband-router-flaw-left-400-000-british-homes-open-to-hacking/', 'https://www.telegraph.co.uk/technology/2018/04/24/broadband-flaw-left-400000-brits-open-hacking/']Broadband router flaw left 400 , 000 British homes open to hacking['United Kingdom']United Kingdom

['https://www.newsmax.com/us/cyber-hackers-attacking-municipalities/2018/06/24/id/867970/', 'https://rueconomics.ru/334288-wsj-hakery-atakuyut-municipalnye-sistemy-v-ssha']WSJ : Public Sector Increasingly Targeted by Cyber Hackers['United States']United States

['https://www.laliberte.ch/news-agence/detail/ordinateurs-pirates-en-suisse-a-travers-des-mails-malveillants/590314', 'https://www.tdg.ch/des-ordinateurs-infectes-en-suisse-par-des-mails-malveillants-670957551332', 'https://www.swissinfo.ch/ita/pc-in-svizzera-hackerati-da-software-malevoli/46264622', 'https://www.swissinfo.ch/eng/business/switzerland-hit-by-widespread-malware-campaign/46264952']Computers hacked in Switzerland through malicious emails['Switzerland']Switzerland

['https://abcnews.go.com/International/wireStory/ukrainian-extradited-us-face-hacking-attack-charges-63464012', 'https://www.nytimes.com/aponline/2019/06/03/us/ap-us-hacking-attacks.html', 'https://echo.msk.ru/news/2437101-echo.html', 'https://www.krstarica.com/vesti/svet/ukrajinski-haker-optuzen-za-kradju-15-miliona-izrucen-sad/', 'http://pressorg24.com/news?id=462581', 'http://infoline.ua/news/main/world/v-ssha-ukrainca-sudyat-za-hakerstvo_346726.html', 'https://ua.korrespondent.net/world/4103569-u-ssha-ukraintsia-sudiat-za-khakerstvo', 'https://www.depo.ua/ukr/life/ssha-sudyat-ukraintsya-za-khakerstvo-20190604973601', 'https://ain.ua/2019/06/05/v-ssha-sudyat-ukrainskogo-xakera-on-voroval-kreditki-v-sostave-fin7/', 'http://news.bigmir.net/world/1915472-V-SShA-ykrainca-sydyat-za-hakerstvo', 'http://www.rts.rs/page/stories/sr/story/10/svet/3545155/ukrajinski-haker-optuzen-za-kradju-15-miliona-dolara-izrucen-sad.html', 'http://www.rts.rs/page/stories/ci/story/2/svet/3545152/ukrajinski-haker-optuzen-za-kradju-1Ukrainian appeared in court in the United States for hacking - Latest news today['United States']United States

['https://www.nyoooz.com/news/pune/1210953/malware-attack-on-cosmos-bank-two-more-held-cops-probe-how-they-were-used-in-the-crime/', 'https://divyamarathi.bhaskar.com/news/cosmos-bank-cyber-attack-case-another-34-crore-scam-in-city-union-bank-5959006.html', 'https://www.loksatta.com/pune-news/cosmos-bank-server-cyber-attack-two-arrested-from-pune-police-1748685/', 'http://www.navshakti.co.in/%E0%A4%9A%E0%A5%87%E0%A4%A8%E0%A5%8D%E0%A4%A8%E0%A4%88%E0%A4%A4%E0%A5%80%E0%A4%B2-%E0%A4%B8%E0%A4%BF%E0%A4%9F%E0%A5%80-%E0%A4%AF%E0%A5%82%E0%A4%A8%E0%A4%BF%E0%A4%AF%E0%A4%A8-%E0%A4%AC%E0%A4%81/', 'https://divyamarathi.bhaskar.com/news/cosmos-bank-cyber-attack-arrested-two-more-people-from-mumbai-5957475.html', 'https://indianexpress.com/article/india/cosmos-malware-attack-sit-arrests-2-who-withdrew-money-with-cloned-cards-search-on-for-others-5351613/', 'https://www.loksatta.com/pune-news/cosmos-bank-cyber-attack-suspect-involved-in-chennai-based-city-union-bank-cyber-attack-1754409/', 'https://maharashtratimes.indiatimesCosmos Bank cyber attack: Arrested two more people from Mumbai Two more people arrested from Mumbai in connection with Cosmos Bank cyber attack['India'] India

['https://www.wral.com/british-man-pleads-not-guilty-in-alleged-hacking-scheme/18840973/', 'https://www.columbiabasinherald.com/article/20191218/AP/312189863', 'https://www.therolladailynews.com/news/20191218/british-man-accused-of-hacking-us-health-care-companies/1', 'https://www.theuknews.com/news/263443343/british-man-accused-of-hacking-us-health-care-companies', 'https://www.ynetnews.com/article/B1ng11Z00AB', 'https://www.kctv5.com/news/local_news/british-man-accused-of-hacking-missouri-health-care-companies/article_38ed1411-4145-54a9-afc4-17fb04b01d4f.html', 'https://www.thetelegraph.com/news/article/British-man-accused-of-hacking-St-Louis-health-14916916.php', 'https://www.columbiatribune.com/news/20191218/british-man-accused-of-hacking-us-health-care-companies', 'https://www.ktts.com/2019/12/18/alleged-british-hacker-appears-in-missouri-court/']British man accused of hacking US health care companies - News - The Rolla Daily News - Rolla , MO['United States']United States

['http://www.dailytelegraph.com.au/technology/hackers-break-deep-into-australias-vital-cyber-networks/news-story/19861746c65423b22d2539cfbc3776a7?nk=e46df1916da86f7e8b00e76c89852738-1495536582', 'http://www.ibtimes.com.au/hackers-are-targeting-australias-critical-infrastructure-atms-1553876']Australia critical infrastructure under hacker cyber attack daily['Australia']Australia

['https://www.terracestandard.com/news/trudeau-cabinet-ministers-get-special-hacker-hotline-to-report-suspected-breaches/', 'https://www.campbellrivermirror.com/news/trudeau-cabinet-ministers-get-special-hacker-hotline-to-report-suspected-breaches/', 'https://www.infosecurity-magazine.com/news/canadian-cabinet-ministers-get/', 'https://www.cowichanvalleycitizen.com/news/conservatives-press-trudeau-on-alleged-chinese-role-in-hack-of-canadian-data/', 'https://www.hopestandard.com/news/conservatives-press-trudeau-on-alleged-chinese-role-in-hack-of-canadian-data/', 'https://www.agassizharrisonobserver.com/news/trudeau-cabinet-ministers-get-special-hacker-hotline-to-report-suspected-breaches/', 'https://www.northislandgazette.com/news/conservatives-press-trudeau-on-alleged-chinese-role-in-hack-of-canadian-data/', 'https://www.vernonmorningstar.com/news/trudeau-cabinet-ministers-get-special-hacker-hotline-to-report-suspected-breaches/', 'https://www.nanaimobulletin.com/news/conservatives-press-trudeau-on-alleged-chConservatives press Trudeau on China alleged role in data hack['Canada'] United States, United Kingdom

['https://eldia.com.do/hackers-rusos-y-chinos-atacan-gobierno-dominicano-y-ponen-en-peligro-informacion-estatal/', 'https://eldia.com.do/hackers-rusos-y-chinos-atacan-gobierno-dominicano-ponen-en-peligro-informacion-estatal/']Russian and Chinese hackers attack the Dominican government and endanger state information['Dominican Republic']Dominican Republic

['http://www.spamfighter.com/News-20788-Hack-into-Kennesaws-Voter-Database-under-Investigation.htm', 'http://thehill.com/policy/cybersecurity/322235-voter-records-may-be-compromised-in-kennesaw-state-university-hack', 'http://www.washingtontimes.com/news/2017/mar/4/fbi-investigating-reports-data-breach-affecting-ge/', 'http://www.wsbtv.com/news/local/breaking-fbi-investigating-hack-of-ksu-server/499353979', 'http://www.cbs46.com/story/34659599/kennesaw-st-feds-looking-into-election-systems-data-breach', 'http://www.myajc.com/news/state--regional-govt--politics/many-million-voter-records-involved-georgia-data-breach/rU2bMMc3tzGkuPvmbjlkgJ/', 'http://www.myajc.com/news/state--regional-govt--politics/georgia-democratic-leader-demands-details-voter-data-breach/syAe6Hw5TGKAqfohOqEItM/', 'http://www.securityinfowatch.com/news/12312685/as-many-as-75m-voter-records-involved-in-georgia-data-breach', 'http://www.11alive.com/news/federal-officials-investigating-possible-data-breach-at-ksus-elections-systems/419557413']FBI investigating reported data breach affecting Georgia election system['United States']United States

['http://www.twincities.com/2017/10/16/data-breach-at-twin-cities-credit-union-may-have-affected-nearly-130k-accounts/', 'http://www.grandforksherald.com/news/business/4344518-data-breach-twin-cities-based-catholic-financial-services-provider-affects']Data breach at Twin Cities credit union may have affected 130K accounts['United States']United States

['https://www.golem.de/news/burning-umbrella-china-hackt-global-ziele-seit-fast-10-jahren-1805-134265.html', 'https://www.engadget.com/2018/05/06/china-linked-to-winnti-umbrella-hacks/', 'https://sputniknews.com/asia/201805081064233263-Chinese-Linked-Decade-Political-Hack/', 'http://www.clubic.com/antivirus-securite-informatique/virus-hacker-piratage/piratage-informatique/actualite-843496-rapport-10-ans-piratage-gouvernement-chinois.html', 'https://www.fudzilla.com/news/46231-chinese-spooks-behind-a-decade-of-important-hacks', 'https://www.cso.com.au/article/640987/0-day-ie-attacks-part-decade-long-hacks-chinese-government-say-chinese-researchers/', 'https://arstechnica.com/information-technology/2018/05/researchers-link-a-decade-of-potent-hacks-to-chinese-intelligence-group/', 'https://www.cnet.com/news/china-linked-to-cyberattacks-dating-from-2009-report-says/', 'https://siliconangle.com/blog/2018/05/06/winnti-umbrella-groups-linked-chinese-state-sponsored-hacking/', 'https://boainformacao.com.br/2018/05/chChinese Government Linked to Decade of Political , Tech Hack Attacks - Report['China'] China

['http://internetua.com/ukrainskii-issledovatel-kiberbezopasnosti-obnarujil-v-telegram-shpionskuua-sistemu-irana', 'https://www.hindustantimes.com/tech/data-breach-shows-iranians-use-telegram-and-other-chat-apps-to-spy-researchers-say/story-CIQoaG1uig6gQiWT82BltI.html', 'https://www.bnnbloomberg.ca/data-breach-shows-iranians-use-chat-apps-to-spy-researchers-say-1.1423016', 'https://www.thestar.com.my/tech/tech-news/2020/04/18/data-breach-shows-iranians-use-chat-apps-to-spy-researchers-say']Data breach shows Iranians use Telegram and other chat apps to spy , researchers say['Iran'] Iran

['https://cursorinfo.co.il/hi-tech/hakery-vzlomali-servery-samsung-i-ukrali-dannye-polzovatelej/', 'https://zeenews.india.com/technology/samsung-users-personal-data-leaked-in-a-massive-data-breach-company-says-this-2505495.html', 'http://www.itechpost.com/articles/113550/20220902/samsung-data-breach.htm', 'https://www.itpro.co.uk/security/data-breaches/368985/samsung-confirms-it-was-hit-by-a-data-breach', 'https://www.actualno.com/europe/hakeri-sa-otkradnali-dannite-na-hiljadi-potrebiteli-na-samsung-news_1806979.html', 'https://www.androidcentral.com/phones/samsung/samsung-2022-data-breach', 'https://www.howtogeek.com/830364/samsung-just-had-a-data-breach/', 'https://www.newsweek.com/samsung-second-data-breach-what-was-exposed-1739568', 'https://fakti.bg/world/710096-hakeri-sa-otkradnali-dannite-na-hiladi-potrebiteli-na-samsung', 'http://www.msn.com/en-us/news/technology/samsung-suffers-another-massive-data-breach-should-you-be-worried/ar-AA11qPcj', 'https://www.lemondeinformatique.fr/actualites/lire-samsung-Samsung has been hacked: the personal data of users of its products are stolen['South Korea']South Korea

['https://newsbreak.dk/presse/prm-to-spear-phishing-kampagner-angreb-olie-og-gasindustrien-inden-opec-moede/', 'https://www.bleepingcomputer.com/news/security/spearphishing-campaigns-target-oil-gas-companies-with-spyware/', 'https://www.theregister.co.uk/2020/04/21/bitdefender_opec_attacks/']PRM / Two spear phishing campaigns attacked the oil and gas industry before the OPEC meeting[''] United States

['http://www.tnp.sg/news/singapore/details-850-personnel-stolen-mindef-data-breach', 'https://www.tempo.co/read/bbc/magazine/2017/02/28/39114371/data-pribadi-karyawan-dan-tentara-singapura-diretas', 'http://poskotanews.com/2017/03/01/data-pribadi-karyawan-dan-tentara-singapura-diretas/', 'http://www.tribunnews.com/internasional/2017/03/01/data-pribadi-karyawan-dan-tentara-singapura-diretas', 'http://computerworld.com.sg/tech/industries/data-breach-affects-850-national-servicemen-and-mindef-staff-in-singapore/', 'http://www.zdnet.com/article/singapore-defense-ministry-suffers-data-breach-affecting-850-users/', 'http://www.ibtimes.co.uk/hackers-steal-singapore-ministry-defence-records-well-planned-cyberattack-1608976']The personal data of Singaporean employees and soldiers was hacked['Singapore']Singapore

['https://www.tribunnews.com/nasional/2020/05/09/ada-ancaman-kelompok-peretas-naikon-bin-koordinasi-dengan-seluruh-kementerian-terkait-keamanan-data', 'https://bali.tribunnews.com/2020/05/09/bin-deteksi-peretas-asal-china-begini-nasib-dokumen-penting-indonesia', 'https://manado.tribunnews.com/2020/05/09/keamanan-data-seluruh-kementerian-dikoordinasikan-bin-ada-ancaman-kelompok-peretas-naikon', 'https://aceh.tribunnews.com/2020/05/09/bin-deteksi-naikon-kelompok-hacker-asal-cina-yang-meretas-data-data-negara', 'https://www.tribunnews.com/nasional/2020/05/09/bin-sudah-deteksi-kelompok-peretas-naikon-data-penting-pemerintah-ri-dipastikan-aman', 'https://www.tribunnews.com/nasional/2020/05/09/ada-kelompok-peretas-naikon-bin-koordinasi-dengan-seluruh-kementerian-terkait-keamanan-data']BIN Detects Hackers from China, Here's the Fate of Important Indonesian Documents['Indonesia']Indonesia



['http://www.multi-news.gr/reader-kipros-thima-sovaris-epithesis-apo-chaker/', 'http://www.philenews.com/eidiseis/politiki/article/689278/i-kypros-thyma-sobaris-epithesis-apo-neoys-chaker'][ Reader ]: Cyprus is the victim of a serious hacker attack['Cyprus'] Cyprus

['https://www.star.com.tr/guncel/bae-kuzgun-projesi-ile-mehmet-simseki-hedef-aldi-haber-1430256/', 'http://www.hurriyet.com.tr/dunya/reuterstan-bae-iddiasi-mehmet-simsek-de-hacklenen-isimler-arasinda-yer-aliyor-41100227']Mehmet Şimşek is targeted with spyware by former US intelligence stealers who stole on behalf of the UAE - Breaking News - News['Turkey'] Turkey

['https://rueconomics.ru/348770-rostelekom-rasskazal-o-khakerskikh-atakakh-v-edinyi-den-golosovaniya', 'https://rg.ru/2018/09/10/rostelekom-soobshchil-ob-atakah-hakerov-v-den-vyborov.html']Rostelecom spoke about hacker attacks on the Single Voting Day['Russia'] Russia

['https://www.championat.com/bets/news-3378719-britanskij-loterejnyj-operator-prizval-klientov-pomenjat-paroli-posle-vzloma.html', 'https://www.telegraph.co.uk/news/2018/03/16/national-lottery-hacked-millions-customers-warned-change-passwords/', 'https://www.express.co.uk/news/uk/934069/national-lottery-change-password-hacked-password-change-lotto-customers-warned', 'https://www.theinquirer.net/inquirer/news/3028812/national-lottery-out-of-luck-as-it-suffers-another-data-breach']British lottery operator urges customers to change passwords after hack['United Kingdom']United Kingdom

['http://talks.su/news/za-schet-russkih-kompaniy-hakeri-obogatilis-na-200-mln-rub-20170220/', 'http://www.cnews.ru/news/top/2017-02-16_hakerskaya_pravka_tekstovyh_fajlov_lishila_rossijskie']Hacker editing of text files deprived Russian companies of 200 million['Russia'] Russia

['http://news.okezone.com/read/2017/01/29/510/1603994/ngeri-akun-facebook-panwas-pilwalkot-yogyakarta-kena-retas', 'http://www.solopos.com/2017/01/29/pilkada-jogja-akun-fb-diretas-panwas-lapor-polisi-788524']JOGJA ELECTIONS: Hacked FB account, Panwas reports to police['Indonesia']Indonesia

['https://www.prokerala.com/news/articles/a1047164.html', 'https://www.liputan6.com/tekno/read/4267971/hacker-bobol-situs-penyedia-hosting-dark-web-ribuan-email-dan-password-bocor']Database of key Dark Web hosting provider hacked['India'] United States

['http://www.asahi.com/articles/ASK1Z3RKNK1ZUUPI001.html', 'http://www.asahi.com/ajw/articles/AJ201701310058.html']Hackers alter 32 university websites across Japan ： The Asahi Shimbun['Japan'] Japan

['https://www.seattletimes.com/nation-world/man-charged-with-hacking-atms-to-dispense-cash-without-card/', 'http://pix11.com/2018/03/14/queens-man-hacks-atms-steals-nearly-a-quarter-of-a-million-dollars-prosecutors/', 'http://www.wacotrib.com/news/ap_nation/man-accused-of-hacking-atms-to-dispense-cash-without-card/article_621848c1-43a8-581b-8089-ee93387b069a.html', 'http://www.bdtonline.com/news/man-accused-of-hacking-atms-to-dispense-cash-without-card/article_50bf86a8-420d-5eef-b102-0dfc4f9b9c58.html', 'http://www.thedailystar.com/news/state/man-charged-with-hacking-atms-to-dispense-cash-without-card/article_9ee00b3a-91b7-595f-ace2-1c5a2a402025.html', 'https://www.reviewjournal.com/news/nation-and-world/man-hacks-new-york-atms-and-steals-nearly-250000/', 'http://www.statesville.com/news/us/ap/man-accused-of-hacking-atms-to-dispense-cash-without-card/article_b92c7190-c310-5497-a82a-7d06cca875d2.html', 'http://www.elpasoinc.com/news/ap_wire/us/man-accused-of-hacking-atms-to-dispense-cash-without-card/article_5Man hacks New York ATMs and steals nearly $250 , 000 – Las Vegas Review - Journal['United States']United States

['https://www.zazoom.it/2020-08-26/transparent-tribe-e-il-nuovo-spyware-per-android-distribuito-sfruttando-app-conosciute-2/7110149/', 'https://www.cataniaoggi.it/comunicati-stampa/transparent-tribe-e-il-nuovo-spyware-per-android-distribuito-sfruttando-app-conosciute_55876', 'https://www.timesnownews.com/technology-science/article/transparent-tribe-apt-group-targeting-30-countries-with-android-spyware-india-among-most-hit-kaspersky/644363', 'https://volga.news/article/555080.html', 'https://it-online.co.za/2020/08/28/transparent-tribe-malware-disguised-as-popular-apps/', 'https://www.securitylab.ru/news/511512.php', 'https://www.itnewsafrica.com/2020/08/spyware-is-distributed-under-the-guise-of-android-apps/']Transparent Tribe APT group targeting 30 countries with Android spyware , India among most hit : Kaspersky['India'] India

['https://threatpost.com/hackers-breach-un-access-records/162944/', 'http://www.digitaljournal.com/tech-and-science/technology/united-nations-discloses-new-data-breach/article/583846', 'https://siliconangle.com/2021/01/11/united-nations-data-breach-exposes-details-100000-employees/', 'https://www.bleepingcomputer.com/news/security/united-nations-data-breach-exposed-over-100k-unep-staff-records/']Ethical Hackers Breach U . N ., Access 100 , 000 Private Records['United Nations']United Nations

['https://www.usine-digitale.fr/article/crypto-wintermute-un-piratage-a-160-millions-de-dollars-dans-la-finance-decentralisee.N2045727', 'https://www.fxstreet.com/cryptocurrencies/news/160-million-wintermute-exploit-and-400-eth-payout-hacks-in-the-defi-ecosystem-202209210727']Crypto: Wintermute, a $160 million decentralized finance hack['France'] France

['https://www.efe.com/efe/america/sociedad/el-gobierno-de-puerto-rico-no-pagara-rescate-a-los-hackers-del-sistema-peajes/20000013-4792264', 'https://acento.com.do/internacional/gobierno-de-puerto-rico-no-pagara-rescate-a-hackers-que-mantiene-controlado-el-sistema-de-peajes-9057067.html', 'https://www.univision.com/local/puerto-rico-wlii/hackers-exigen-recompensa-para-liberar-el-sistema-de-autoexpreso-y-peajes', 'https://www.telemundopr.com/noticias/puerto-rico/act-confirma-que-hackers-del-autoexpreso-exigen-dinero-1/2330432/']Government of Puerto Rico will not pay a ransom to hackers who control the toll system['Puerto Rico']Puerto Rico

['http://www.ianslive.in/index.php?param=news/North_Korean_hackers_set_up_fake_firm_to_target_researchers-773578/SCIENCE%20&%20TECHNOLOGY/36', 'https://www.pc.co.il/news/335260/', 'https://www.foxnews.com/tech/google-sees-renewed-north-korea-cyber-attack', 'https://www.infosecurity-magazine.com:443/news/north-korean-hackers-target/', 'http://ianslive.in/index.php?param=news/North_Korean_hackers_set_up_fake_firm_to_target_researchers-773578/SCIENCE%20AND%20TECHNOLOGY/36', 'https://www.itpro.co.uk/security/hacking/359106/n-korean-hackers-targeting-security-researchers-with-fake-social-media', 'https://www.prokerala.com/news/articles/a1146336.html', 'http://www.ohmynews.com/NWS_Web/View/at_pg.aspx?CNTN_CD=A0002731864&PAGE_CD=N0002&CMPT_CD=M0112', 'https://www.cnews.ru/news/top/2021-02-02_severokorejskaya_hakerskaya', 'http://newsway.co.kr/news/view?ud=2021040118080737803', 'http://newspim.com/news/view/20210402000142', 'https://www.law360.com/articles/1370994/google-says-n-korea-backed-hackers-targeted-security-North Korea demands 20 billion won from Bithumb, which hacked 357.5 billion virtual currency['South Korea']South Korea

['https://www.facua.org/es/noticia.php?Id=16139', 'https://www.xataka.com/streaming/pluto-tv-hackeada-datos-3-2-millones-sus-cuentas-gratuitas-han-sido-expuestos']They share the data of 3.2 million Pluto TV accounts in a hacker forum['Spain'] Spain

['https://news.joins.com/article/23946890', 'https://www.voakorea.com/korea/korea-politics/north-korean-hackers-identity-theft-cases']Thallium, a hacking organization implicated in North Korea, Japanese identity theft['Japan'] North Korea

['http://rosinvest.com/novosti/1319948', 'http://news.softpedia.com/news/hackers-posing-as-microsoft-employees-try-to-steal-uk-parliament-passwords-516855.shtml']RosInvest News. Com: Posing as Microsoft employees, hackers swindled passwords from British officials['United Kingdom']United Kingdom

['https://www.bleepingcomputer.com/news/security/hacker-uses-new-rat-malware-in-cuba-ransomware-attacks/', 'https://www.scmagazine.com/brief/ransomware/new-cuba-ransomware-affiliate-detailed']Hacker uses new RAT malware in Cuba Ransomware attacks['Cuba'] Cuba

['https://www.theolivepress.es/spain-news/2022/05/19/phishing-gang-steal-at-least-e443600-from-hacked-online-bank-accounts-in-spain/', 'https://www.lavozdegalicia.es/noticia/galicia/2022/05/18/cae-organizacion-estafo-medio-millon-euros-robando-datos-privados-suplantando-bancos/00031652871660428126442.htm', 'https://www.ladige.it/cronaca/2022/05/13/truffa-da-600mila-euro-patteggia-10-mesi-per-il-cyber-attacco-caduta-l-accusa-di-riciclaggio-1.3210640']  Phishing  gang steal at least €443 , 600 from hacked online bank accounts in Spain['Spain'] Spain

['https://www.arabianbusiness.com/technology/428500-dubai-company-loses-53000-in-targeted-cyber-attack', 'https://www.scmagazineuk.com/dubai-firm-loses-42000-phishing-attack/article/1660563', 'https://gulfnews.com/uae/crime/dubai-firm-loses-53000-to-email-hacker-1.66525915']Dubai company loses $53 , 000 in targeted cyber attack['United Arab Emirates']United Arab Emirates

['http://www.bobfm.co.uk/news/quirkies/google-mistakes-high-nhs-web-traffic-for-cyber-attack/', 'http://www.skynews.com.au/culture/offbeat/2017/02/03/google-blocks-nhs-network-for-cyber-attack.html', 'http://www.eldiario.es/cultura/tecnologia/privacidad/Google-Internet-hospitales-britanicos-hackeados_0_608239485.html', 'http://www.4-traders.com/ALPHABET-INC-24203373/news/Alphabet-Google-mistakes-high-NHS-web-traffic-for-cyber-attack-23795356/']Google blocks NHS network for cyber attack['United Kingdom']United Kingdom

['https://ia-centr.ru/publications/kazakhstan-podvergsya-masshtabnoy-kiberatake/', 'https://regnum.ru/news/3710861.html', 'https://vestikavkaza.ru/news/hakery-atakuut-kazahstan.html']Kazakhstan was subjected to a large-scale cyber attack['Kazakhstan']Kazakhstan

['http://www.diodeo.com/news/view/3411979', 'http://news.chosun.com/site/data/html_dir/2019/04/18/2019041800894.html']High-ranking FBI official carried out cyber attack on North Korea's financial sanctions - Chosun.com['North Korea']North Korea

['https://www.freepressjournal.in/india/investigation-launched-after-malaysian-hacking-group-launches-series-of-cyber-attacks-on-india', 'http://idrw.org/investigation-launched-after-malaysian-hacking-group-launches-series-of-cyber-attacks-on-india%EF%BF%BC/']Investigation launched after Malaysian hacking group launches series of cyber attacks on India['India'] India

['https://ahtribune.com/world/north-africa-south-west-asia/2875-election-meddled-israeli-spies.html', 'https://www.alaraby.co.uk/english/news/2019/2/11/the-new-arab-targeted-by-spies-following-israel-investigation', 'http://lunaticoutpost.com/thread-108029.html']How Israeli Spies Meddle in Elections and Hack Activists with Impunity['Israel'] Israel

['https://news.wgcu.org/post/scott-demands-fbi-turn-over-evidence-russian-hacking', 'https://www.politico.com/states/florida/story/2019/04/19/floridas-scott-asks-fbi-hand-over-information-on-russian-hacking-979915']Scott Demands FBI Turn Over Evidence Of Russian Hacking['United States']

['https://www.eadt.co.uk/news/poulter-s-office-in-data-breach-1-6698228', 'https://www.ipswichstar.co.uk/news/poulter-s-office-in-data-breach-1-6698228']Data breach reported by Suffolk MP Poulter | East Anglian Daily Times['United Kingdom']

['https://www.governing.com/security/Florida-Raids-Home-of-Suspected-Hacker-COVID-Whistleblower.html', 'https://hotair.com/archives/ed-morrissey/2020/12/08/whistleblower-hacker-police-raid-former-florida-covid-19-researcher-guns-drawn/']Florida Raids Home of Suspected Hacker , COVID Whistleblower['United States']

['https://www.thetimes.co.uk/edition/scotland/police-scotland-suspends-use-of-eurofins-scientific-forensics-lab-that-paid-off-ransomware-cybergang-09lzkxwfl', 'https://www.thetimes.co.uk/edition/scotland/scottish-police-authority-suspends-use-of-eurofins-scientific-forensics-lab-that-paid-off-ransomware-cybergang-09lzkxwfl']Scottish Police Authority suspends use of Eurofins Scientific forensics lab that paid off ransomware cybergang['United Kingdom']

['https://www.databreaches.net/navicent-health-announces-cyber-attack-targeting-its-email-system/', 'https://healthitsecurity.com/news/navicent-health-reports-data-breach-from-july-2018-cyberattack']Navicent Health announces cyber attack targeting its email system['United States']

['https://ca.finance.yahoo.com/news/finland-investigate-nokia-branded-phones-121725451.html', 'https://indianexpress.com/article/technology/tech-news-technology/finland-to-investigate-nokia-7-plus-data-breach-report-5637522/', 'https://gadgets.ndtv.com/mobiles/news/nokia-7-plus-data-breach-security-fix-data-privacy-hmd-global-2011726', 'http://www.sabcnews.com/sabcnews/finland-to-investigate-nokia-branded-phones-after-data-breach-report/', 'https://www.techradar.com/news/nokia-phones-investigated-over-rumored-data-breach', 'https://www.reuters.com/article/finland-telecoms/update-1-finland-to-investigate-nokia-branded-phones-after-data-breach-report-idUSL8N2182TM', 'https://www.theepochtimes.com/finland-to-investigate-nokia-branded-phones-after-data-breach-involving-china_2847528.html', 'http://www.taipeitimes.com/News/biz/archives/2019/03/22/2003711919', 'https://www.bgr.in/news/hmd-global-says-nokia-7-plus-data-breach-issue-was-fixed-in-february-no-sensitive-data-shared/', 'https://aitnews.com/2019/03/22/%D9Finland to investigate Nokia 7 Plus data breach report | Technology News , The Indian Express['Finland'] Finland

['http://www.kamcity.com/namnews/international/manufacturers-international/us-mondelez-issues-revenue-warning-cyber-attack/', 'http://www.foodbev.com/news/mondelez-says-cyber-attack-will-impact-second-quarter-revenue/']US : Mondelez Issues Revenue Warning Over Cyber Attack['United States']United States

['https://www.news18.com/news/tech/pakistan-hackers-helping-china-in-suspected-operation-sidecopy-cyber-attacks-on-india-2916023.html', 'https://hindi.moneycontrol.com/news/country/pakistani-hackers-helping-china-in-operation-sidecopy-cyber-attack-against-india_243417.html', 'http://idrw.org/pakistan-hackers-helping-china-in-suspected-operation-sidecopy-cyber-attacks-on-india/']Pakistan Hackers Helping China in Suspected Operation Sidecopy Cyber Attacks on India['India'] India

['https://ura.news/news/1052612518', 'https://aif.ru/society/ukrainskiy_ministr_priznal_namerennuyu_ataku_hakerov_na_rutube_9_maya', 'https://news.mail.ru/incident/54383629/']The Ukrainian minister admitted the intentional hacker attack on RuTube on May 9['Ukraine', 'Russia']Ukraine

['https://ukrainian.voanews.com/a/andriy-kolpakov-sud/5942624.html', 'https://www.ostro.org/general/world/news/614381/', 'https://www.bagnet.org/news/world/1313565/u-ssha-ukrayinskogo-hakera-zasudili-do-semi-rokiv-uvyaznennya', 'https://www.columbian.com/news/2021/jun/28/ukrainian-man-sentenced-to-7-years-in-burgerville-hacking/', 'https://donpress.com/news/26-06-2021-tyuremnyy-srok-i-shtraf-v-milliony-dollarov-poluchil-ukrainec-za-khakerskuyu', 'https://ua.korrespondent.net/world/4371504-khaker-z-ukrainy-otrymav-tuiremnyi-termin-u-ssha', 'https://tsn.ua/svit/ukrayinskogo-hakera-v-ssha-zasudili-do-7-rokiv-v-yaznici-1812823.html', 'https://news.meta.ua/cluster:74416757-V-SShA-ukrainskogo-khakera-prigovorili-k-semi-godam-zakliucheniia/', 'https://lb.ua/world/2021/06/25/487947_ssha_ukrainskogo_hakera_zasudili.html', 'https://kp.ua/incidents/699104-v-ssha-pryhovoryly-k-7-hodam-tuirmy-ukraynskoho-khakera', 'https://telegraf.by/world-news/haker-iz-ukrainy-poluchil-tjuremnyj-srok-v-ssha/', 'https://news.pn/ru/criminA Ukrainian received a prison term and a fine of millions of dollars for hacking in the United States['United States']United States

['https://news.day.az/politics/1206494.html', 'https://www.ahaber.com.tr/gundem/2020/02/28/turk-hackerlar-rusya-savunma-bakanliginin-sitesini-hackledi']Turkish hackers hacked the website of the Russian Ministry of Defense['Russia'] Russia

['https://www.actualno.com/bulgaria/ima-li-veche-sluchaj-na-izteglen-na-chujdo-ime-kredit-zaradi-hakvaneto-na-nap-news_774675.html', 'http://kanal3.bg/news/bulgaria/society/102023-Sled-hakvaneto-na-NAP%3A-Veche-ima-sluchay-na-izteglen-kredit-s-chudzda-samolichnost']After the hacking of the NRA: There is already a case of a credit being withdrawn with a foreign identity['Bulgaria'] Bulgaria

['http://www.mediaindonesia.com/news/read/97416/fbi-dan-nasa-siap-ungkap-peretasan/2017-03-21', 'https://onedio.com/haber/nasa-yi-hackleyen-gary-mckinnon-in-ortaya-cikardigi-urkutucu-gercekler-763063', 'http://www.webtekno.com/nasa-yi-hackleyen-adamin-ulastigi-birbirinden-urkutucu-bilgiler-h26979.html']Frightening Information Reached by the Man Who Hacked NASA!['Turkey'] Turkey

['http://www.dailymail.co.uk/sciencetech/article-5201669/Hackers-defraud-private-school-parents-THOUSANDS.html', 'https://www.calcalist.co.il/internet/articles/0,7340,L-3728127,00.html', 'https://www.thetimes.co.uk/edition/news/hackers-con-parents-with-fake-school-bills-nhzb6qf0k', 'https://www.scmagazine.com/hackers-target-private-schools-in-uk/article/718744/']Hackers defraud private school parents out of THOUSANDS['United Kingdom']United Kingdom

['https://www.khaleejtimes.com/mena/israel-says-its-government-websites-were-hit-by-cyber-attack', 'https://mediaindonesia.com/internasional/478152/israel-nyatakan-situs-web-pemerintah-alami-peretasan-besar', 'https://www.watson.ch/digital/international/353836990-regierungswebseiten-in-israel-nach-cyberangriff-nicht-erreichbar', 'https://www.arabnews.com/node/2042691/middle-east', 'http://today.az/news/regions/217148.html', 'https://english.ahram.org.eg/NewsContent/2/8/462849/World/Region/Israel-says-government-sites-targeted-by-hack.aspx', 'https://www.rtlnieuws.nl/tech/artikel/5294863/israel-overheid-hack-hackers', 'https://www.securityweek.com/israel-says-government-sites-targeted-hack', 'https://www.jewishpress.com/news/israel/israeli-government-sites-hit-by-cyber-attack/2022/03/14/']Government websites in Israel unavailable after cyber attack['Israel'] Israel

['https://www.tdg.ch/tentatives-de-phishing-dentreprises-plainte-du-canton-687720753375', 'http://www.agefi.com/home/entreprises/detail/edition/online/article/des-entreprises-ont-recu-des-demandes-de-renseignements-par-courriel-qui-nemanent-pas-de-ladministration-fiscale-cantonale-genevoise-500018.html', 'https://www.ictjournal.ch/news/2020-12-02/le-fisc-genevois-alerte-contre-des-tentatives-de-phishing-ciblant-les-entreprises', 'https://www.netzwoche.ch/news/2020-12-03/genfer-steuerbehoerde-warnt-vor-phishing-attacken', 'https://www.lematin.ch/story/tentatives-de-phishing-dentreprises-plainte-du-canton-687720753375', 'https://www.globalbankingandfinance.com/accountants-urge-business-owners-to-be-vigilant-about-hmrc-phishing-scams/']Business phishing attempts in Geneva ['Switzerland']Switzerland

['https://www.actualno.com/politics/za-hakerskata-ataka-bsp-iska-borisov-da-objasni-pred-parlamenta-dbg-pita-ima-li-kradeni-bankovi-smetki-news_768930.html', 'https://news.bg/politics/dbg-pita-mladen-marinov-dali-sa-otkradnati-bankovi-smetki-sled-hakerskata-ataka.html']About the hacker attack - BSP wants Borissov to explain before the parliament, DBG asks if there are stolen bank accounts['Bulgaria'] Bulgaria

['http://www.spamfighter.com/News-22373-Website-of-the-Randolph-County-in-North-Carolina-got-hacked.htm', 'https://nv.ua/ukraine/events/sayt-nv-byl-vzloman-50039622.html']NV website has been hacked ['United States']Ukraine

['http://www.expansion.com/agencia/europa_press/2017/02/24/20170224171652.html', 'http://news.softpedia.com/news/adwind-targets-1-500-organizations-from-100-countries-513290.shtml', 'http://www.20minutos.es/noticia/2968794/0/paises-atacados-incluida-espana-oleada-malware-adwind/']More than 100 countries attacked , including Spain , in a new wave of Adwind malware['Spain'] Spain

['https://mix979fm.com/betenbough-homes-latest-victim-of-cyber-attack-from-russia/', 'https://www.newswest9.com/article/news/crime/betenbough-homes-russian-cyber-attack/513-70df1853-ebd7-477a-ad8d-26f95f6a3fdf']Betenbough Homes target of Russian cyber attack['Russia'] Russia

['https://www.jagonews24.com/national/news/689979', 'https://www.jagonews24.com/law-courts/news/690029']18 lakh taka embezzled by hacking Swapna's system, arrested 3['Bangladesh']Bangladesh

['http://www.bta.bg/bg/c/BO/id/1954168', 'https://www.dnes.bg/notifikacii/2019/02/08/burgaski-haker-blokiral-dostypa-do-internet-platformi.401548', 'https://dnes.dir.bg/obshtestvo/razkriha-burgaski-haker-spryal-dostapa-do-reditsa-saytove', 'http://www.dnesplus.bg/News.aspx?n=871604', 'https://novini.bg/bylgariya/kriminalno/523315', 'https://www.frognews.bg/obshtestvo/kriminalno/zadarjaha-42-godishen-haker-burgas-blokirane-mrejata-mvr.html', 'https://trud.bg/%D0%BC%D0%B2%D1%80-%D1%85%D0%B2%D0%B0%D0%BD%D0%B0-%D0%B1%D1%83%D1%80%D0%B3%D0%B0%D1%81%D0%BA%D0%B8-%D1%85%D0%B0%D0%BA%D0%B5%D1%80-%D0%B1%D0%BB%D0%BE%D0%BA%D0%B8%D1%80%D0%B0%D0%BB-%D1%81%D0%B0%D0%B9/', 'https://www.burgasinfo.com/news/view/5/86766', 'https://www.segabg.com/hot/burgas-zadurzhaha-haker-za-nezakonen-trafik-na-danni', 'http://www.focus-news.net/news/2019/02/08/2621168/burgas-42-godishen-mazh-e-zadarzhan-za-hakerski-ataki-i-nezakonno-prenasyane-na-kompyutarni-danni.html', 'https://www.burgasnews.com/2019/02/08/%D0%B7%D0%B0%D0%B4%D1%8A%D1%80%D0%BThey detained a 42-year-old hacker in Burgas for blocking the network of the Ministry of the Interior['Bulgaria'] Bulgaria

['http://news.china.com.cn/2018-09/27/content_64160363.htm', 'https://tech.sina.com.cn/i/2018-09-27/doc-ifxeuwwr8689948.shtml']The police destroyed a phishing platform criminal black industry chain involving more than 80,000 groups of QQ data['China'] China

['http://www.dnaindia.com/technology/report-kaspersky-highlights-connect-between-cyber-attacks-on-south-korean-military-atm-theft-2498534', 'http://www.bgr.in/news/cyber-attacks-on-south-korean-military-atms-connected-kaspersky-lab/', 'http://www.mangalorean.com/cyber-attacks-s-korean-military-atms-connected-kaspersky-lab/', 'http://www.financialexpress.com/industry/technology/kaspersky-highlights-connection-between-cyber-attacks-on-south-korean-military-atm-theft/758588/']Kaspersky highlights connect between cyber attacks on South Korean military , ATM theft['South Korea']South Korea

['http://www.ibtimes.co.uk/elasticsearch-malware-botnet-over-4000-servers-found-hosting-two-popular-stains-pos-malware-1639167', 'https://threatpost.com/thousands-of-elasticsearch-servers-hijacked-to-host-pos-malware/127965/']ElasticSearch malware botnet : Over 4 , 000 servers found hosting two popular strains of PoS malware['United Kingdom']United Kingdom

['http://www.ibtimes.co.uk/fake-wifi-network-used-by-hackers-steal-more-100000-worth-bitcoin-1648424', 'http://www.etnews.com/20171122000390?mc=em_011_00001']Fake WiFi network used by hackers to steal more than €100 , 000 worth of bitcoin['United Kingdom']United Kingdom

['https://nypost.com/2018/07/29/senator-says-staff-is-being-targeted-by-hackers/', 'https://www.newsmax.com/politics/jeanne-shaheen-hackers-staff-phishing/2018/07/29/id/874402/', 'https://www.rollcall.com/news/politics/hackers-target-senators-political-parties-frequently-shaheen-says', 'http://www.nhpr.org/post/shaheen-office-hearing-widespread-hacker-attempts', 'http://www.seacoastonline.com/news/20180730/sen-shaheen-office-hearing-of-widespread-hacker-attempts', 'http://www.ktep.org/post/sen-jeanne-shaheen-says-she-was-target-hacking-attempt', 'https://www.wmur.com/article/shaheen-says-office-has-been-targeted-by-hackers/22596138', 'http://www.wcax.com/content/news/Shaheen-Office-hearing-of-widespread-hacking-attempts-489533861.html', 'http://www.fosters.com/news/20180730/sen-shaheen-office-hearing-of-widespread-hacker-attempts', 'https://www.sfgate.com/news/crime/article/Shaheen-office-hearing-of-widespread-hacker-13117214.php', 'https://5newsonline.com/2018/07/29/sen-shaheen-says-senators-targeted-in-wideHackers Target Senators , Political Parties Frequently , Shaheen Says['United States']United States

['https://www.siasat.com/google-stops-biggest-ever-ddos-cyber-attack-to-date-2000826/', 'https://economictimes.indiatimes.com/tech/technology/google-stops-biggest-ever-ddos-cyber-attack-to-date/articleshow/78744934.cms', 'https://www.news18.com/news/tech/google-faced-the-largest-ddos-attack-seen-yet-from-chinese-state-backed-hackers-in-2017-2974937.html', 'https://www.business-standard.com/article/technology/google-stops-biggest-ever-distributed-denial-of-service-cyber-attack-120101700292_1.html']DDoS Cyber Attack : Google stops biggest - ever DDoS cyber attack to date['India'] India

['https://www.techtimes.com/articles/256503/20210129/uscellular-data-breach-hackers-gained-access-users-personal-pin-code.htm', 'https://siliconangle.com/2021/01/31/customer-data-stolen-hack-targeting-uscellular/', 'https://www.bankinfosecurity.com/uscellular-hackers-accessed-customer-data-a-15889']Customer data stolen in hack targeting UScellular['United States']United States

['http://www.cnnindonesia.com/teknologi/20170331154009-185-204093/pembobol-situs-tiketcom-lulusan-sma-pernah-retas-400-situs/', 'http://www.tribunnews.com/nasional/2017/03/30/hacker-remaja-ini-sukses-bobol-situs-tiketcom-di-server-citilink-kerugian-ditaksir-rp-41-miliar', 'http://www.beritasatu.com/hukum/422709-peretas-situs-tiketcom-juga-bobol-situs-polri-dan-gojek.html', 'http://www.tribunnews.com/nasional/2017/03/30/hacker-remaja-di-balikpapan-retas-situs-jual-beli-tiket-online-rp-41-miliar', 'http://medan.tribunnews.com/2017/03/30/sindikat-hacker-remaja-bobol-situs-tiketcom-di-server-citilink-kerugian-rp-61-miliar', 'http://www.rumahberita.com/teknologi/hacker-19-tahun-berhasil-retas-tiket-com-kerugian-mencapai-rp4-miliar.html', 'http://techno.okezone.com/read/2017/03/31/207/1655564/peretas-tiket-online-rugikan-perusahaan-rp1-9-miliar', 'http://nasional.republika.co.id/berita/nasional/hukum/17/04/06/onzcwk361-diretas-haikal-hingga-rugi-rp-4-miliar-ini-kata-tiketcom']Teen Hackers Syndicate Breaks Ticket Sites . com on the Citilink Server, a loss of IDR 6.1 billion['Indonesia']Indonesia



['https://www.scoop.co.nz/stories/BU2105/S00542/reserve-bank-taking-action-to-respond-to-data-breach-reports.htm', 'https://news.softpedia.com/news/new-zeeland-s-reserve-bank-taking-action-to-respond-to-data-breach-reports-533074.shtml', 'http://business.scoop.co.nz/2021/05/31/reserve-bank-taking-action-to-respond-to-data-breach-reports/', 'http://www.voxy.co.nz/business/5/388005']Reserve Bank Taking Action To Respond To Data Breach Reports['Australia']New Zealand

['https://naslovi.net/2020-01-30/novi-magazin/sajt-n1-bio-meta-jos-jednog-hakerskog-napada/24840805', 'https://naslovi.net/2020-01-30/insajder/cosic-u-toku-postupak-prijavljivanja-hakerskih-napada-na-portal-n1/24842810', 'https://naslovi.net/2020-01-28/glas-amerike/sajt-i-mobilna-aplikacija-n1-pod-sajber-napadom-iz-kine/24829924', 'https://naslovi.net/2020-01-30/cenzolovka/sajt-n1-ponovo-meta-sajber-napada-cetvrti-put-u-poslednja-tri-dana/24841262', 'https://www.danas.rs/drustvo/portal-televizije-n1-ponovo-oboren-posle-sajber-napada/', 'https://www.danas.rs/drustvo/sajt-n1-meta-sajber-napada/', 'https://www.krstarica.com/vesti/srbija/portal-televizije-n1-meta-sajber-napada/']The N1 website was the target of another hacker attack['Serbia'] Serbia

['https://www.carasycaretas.com.uy/hackearon-base-de-datos-de-la-direccion-de-identificacion-civil/', 'https://ladiaria.com.uy/politica/articulo/2021/2/la-direccion-de-identificacion-civil-fue-hackeada/']The Civil Identification Directorate was hacked['Uruguay'] Uruguary

['http://economictimes.indiatimes.com/tech/internet/india-ill-prepared-to-handle-chinese-cyber-attacks-says-expert/articleshow/59991962.cms', 'http://telecom.economictimes.indiatimes.com/news/cyberattacks-why-indian-entertainment-firms-are-vulnerable-and-easy-prey-for-hackers/60052285', 'http://www.dnaindia.com/technology/report-cyber-attacks-on-india-minimum-but-government-alert-it-minister-ravi-shankar-prasad-2520318', 'http://www.asianage.com/technology/in-other-news/030817/cyber-attacks-on-india-minimum-but-govt-alert-prasad.html', 'http://asianetindia.com/cyber-attacks-on-india-minimum-but-govt-alert-it-minister-ravi-shankar-prasad/', 'http://timesofindia.indiatimes.com/business/india-business/chinese-hackers-step-up-attacks-on-indian-shores/articleshow/59966858.cms', 'http://timesofoman.com/article/114118/World/India/Cyber-attacks-on-India-minimum-but-government-is-alert-says-Law-and-IT-minister', 'http://morungexpress.com/cyber-attacks-india-minimum-government-alert/', 'http://articles.economictimes.incyber attacks : Chinese hackers step up attacks on Indian shores['India'] India

['https://www.grahamcluley.com/hackers-warplanes-syrian-hospital-after-targeting-british-surgeon-computer/', 'https://www.stuff.co.nz/world/middle-east/102483027/Surgeon-says-hackers-led-warplanes-to-Syrian-hospital-after-his-story-was-show-on-the-BBC', 'https://www.thetimes.co.uk/article/hack-led-jets-to-syria-hospital-says-doctor-david-nott-29308w985', 'https://sputniknews.com/middleeast/201803211062752897-syria-aleppo-hospital-british-surgeon/', 'http://malaysiandigest.com/frontpage/29-4-tile/729368-british-surgeon-says-aleppo-hospital-was-bombed-due-to-his-laptop-being-hacked.html', 'https://www.smh.com.au/world/middle-east/hackers-led-warplanes-to-syrian-hospital-claims-british-surgeon-20180321-p4z5fd.html', 'https://www.theregister.co.uk/2018/03/21/syria_hospital_bombing_hack_theory/', 'http://www.nzherald.co.nz/world/news/article.cfm?c_id=2&objectid=12017222', 'http://www.bbc.co.uk/news/technology-43486131', 'https://www.independent.ie/world-news/middle-east/british-surgeon-fears-hacking-of-computer-leHack led jets to Syria hospital , says doctor David Nott | News['Syria'] Syria

['https://atlantic.ctvnews.ca/personal-information-possibly-compromised-in-p-e-i-government-s-data-breach-1.4836612', 'https://www.theguardian.pe.ca/news/local/over-300-individuals-200-businesses-affected-by-pei-government-data-breach-420617/', 'https://www.cbc.ca/news/canada/prince-edward-island/pei-data-breach-documents-leaked-malware-2020-1.5484389', 'https://www.thechronicleherald.ca/news/canada/over-300-individuals-200-businesses-affected-by-pei-government-data-breach-420617/']Over 300 individuals , 200 businesses affected by P . E . I . government data breach | Local | News['Canada'] Canada

['http://www.israelnationalnews.com/News/News.aspx/278277', 'http://www.israelnationalnews.com/News/Flash.aspx/494317']Phishing attack targets Israelis - Inside Israel['Israel'] Israel

['https://www.stuff.co.nz/business/300402182/anz-kiwibank-battle-to-keep-websites-online-after-cyber-attack', 'https://www.newstalkzb.co.nz/news/business/cyber-attack-anz-online-access-down-for-third-day/', 'https://www.indianweekender.co.nz/Pages/ArticleDetails/7/16789/New-Zealand/IRD-NZ-Post-ANZ-Kiwibank-battle-to-keep-websites-online-after-cyber-attack', 'https://www.ndtv.com/world-news/new-zealand-banks-post-office-hit-by-outages-in-apparent-cyber-attack-2533482', 'https://www.newstalkzb.co.nz/news/national/widespread-internet-outages-across-nz-vocus-hit-by-cyber-attack/', 'https://www.stuff.co.nz/business/300403064/nz-post-plans-outage-and-anz-faces-ongoing-disruption-amid-cyber-attacks', 'https://www.laprensalatina.com/new-zealands-largest-bank-experiences-outages-due-to-cyber-attack/', 'https://www.defenceweb.co.za/cyber-defence/new-zealand-banks-post-office-hit-by-outages-in-apparent-cyber-attack/', 'https://www.tvnz.co.nz/one-news/new-zealand/internet-outages-caused-cyber-attack-provider']Cyber attack : ANZ online access down for third day['Australia', 'New Zealand']New Zealand

['https://www.ixbt.com/news/2022/03/29/unichtozhenie-65-tb-dannyh-pod-voprosom-izza-hakerskoj-ataki-rosaviacija-pereshla-na-bumazhnyj-dokumentooborot.html', 'https://www.pnp.ru/politics/smi-rosaviaciya-pereshla-na-bumazhnyy-dokumentooborot-iz-za-vozmozhnoy-kiberataki.html', 'https://3dnews.ru/1062968/izza-hakerskogo-vzloma-rosaviatsiya-vremenno-pereshla-na-bumagniy-dokumentooborot', 'http://rkm.kiev.ua/kalejdoskop-sobytij/208659/']The destruction of 65 TB of data is questionable: due to a hacker attack, Rosaviatsia switched to paper workflow['Russia'] Russia

['https://www.dp.ru/a/2020/01/21/CHislo_hakerskih_atak_na_S?hash=737466', 'https://dni.ru/economy/2020/1/21/441290.html', 'https://www.lrt.lt/naujienos/pasaulyje/6/1135548/didziausias-rusijos-bankas-skelbia-atremes-galingiausia-per-savo-istorija-kibernetine-ataka', 'https://vestikavkaza.ru/news/Sberbank-vyderzhal-moshchneyshuyu-kiberataku.html', 'https://russian.rt.com/russia/news/710173-sberbank-uscherb-kiberataki', 'https://tass.ru/ekonomika/7567713']Hackers carried out the most powerful attack on Sberbank in history['Russia'] Russia

['https://www.svt.se/nyheter/inrikes/matappen-foodora-hackad-tusentals-svenskar-drabbade', 'https://www.sydsvenskan.se/2020-07-14/foodora-hackat-kunddata-lackt', 'https://www.nyteknik.se/sakerhet/dataintrang-hos-foodora-25000-svenskar-drabbade-6998480', 'https://www.dn.se/nyheter/sverige/foodora-hackat-halv-miljon-kunders-data-lackte/', 'https://www.aftonbladet.se/nyheter/a/e8A2OK/foodora-hackat--kunddata-lackt', 'https://www.vlt.se/artikel/dataintrang-mot-foodora-tusentals-kunduppgifter-lackta-3', 'https://www.realtid.se/foodora-utsatt-dataintrang']Food app Foodora hacked - thousands of Swedes affected['Sweden'] Sweden

['http://news.sanook.com/2233602/', 'http://news.sanook.com/2233610/']The police admitted that 191 sites had been attacked by malware. but does not affect stability['Thailand']Thailand

['https://www.castanet.net/news/BC/383247/Hackers-stole-CERB-benefits-of-at-least-12-700-Canadians-alleges-class-action-lawsuit', 'https://windsorstar.com:443/news/politics/nearly-13000-canadians-potentially-victims-of-cerb-fraud-after-hackers-accessed-their-mycra-account-in-2020']Hackers stole CERB benefits of at least 12 , 700 Canadians , alleges class - action lawsuit - BC News['Canada'] Canada

['https://www.pcmag.com/news/man-hacked-t-mobile-employees-to-unlock-cell-phones-rake-in-25-million', 'http://www.itechpost.com/articles/112679/20220803/former-t-mobile-retail-store-owner-allegedly-hacked-mobiles-internal.htm']Man Hacked T - Mobile Employees to Unlock Cell Phones , Rake in $25 Million['United States']United States

['https://www.newshub.co.nz/home/new-zealand/2019/06/fianz-investigating-possible-hack-after-eid-signalled-early.html', 'https://www.indianweekender.co.nz/Pages/ArticleDetails/7/10752/New-Zealand/FIANZ-website-hacked-creating-nationwide-confusion-on-Eid-date', 'https://www.indianweekender.co.nz/Pages/ArticleDetails/7/10752/New-Zealand/FIANZ-website-hacked-creating-nationwide-havoc-on-Eid-date']FIANZ website hacked creating nationwide  confusion  on Eid date - www . indianweekender . co . nz['New Zealand']New Zealand

['https://ria.ru/20220830/vzlom-1813155611.html', 'https://lenta.ru/news/2022/08/30/radio/']Radio Krym reported hacking of Internet broadcast - RIA Novosti, 30. 08 . 2022['Ukraine'] Ukraine

['https://gestion.pe/mundo/mexico/delincuentes-explotan-la-angustia-de-familiares-de-enfermos-de-covid-19-en-mexico-noticia/', 'http://www.lanacion.cl/indignacion-en-mexico-por-delincuentes-que-explotan-angustia-de-familiares-de-enfermos-de-covid-19/']Criminals exploit the anguish of relatives of covid-19 patients in Mexico['Mexico'] Mexico

['https://www.thehindu.com/news/national/telangana/aimim-twitter-targeted-by-hackers/article35391913.ece', 'https://www.businesstoday.in/trending/story/aimims-twitter-handle-hacked-name-changed-to-elon-musk-301689-2021-07-18', 'https://www.thehindu.com/news/national/telangana/aimim-twitter-account-targeted-by-hackers/article35391913.ece', 'https://tarunbharat.com/dailynews/1015225', 'https://divyamarathi.bhaskar.com/national/news/hacked-aimims-twitter-account-and-named-it-alan-musk-then-smooth-128716980.html']AIMIM's Twitter account hacked ['India'] India

['http://www.spamfighter.com/News-21098-Five-Suspected-of-Hacking-Qatar-News-Agency-Arrested-Inside-Turkey-says-Qatar.htm', 'http://nripress.com/turkey-arrests-five-over-qatar-hacking-for-sparking-gulf-crisis/', 'https://dohanews.co/five-people-arrested-for-hacking-qatars-news-agency/', 'http://www.khaskhabar.com/news/world-news/news-turkey-arrests-five-over-qatar-hacking-for-sparking-gulf-crisis-news-hindi-1-250521-KKN.html', 'http://news.xinhuanet.com/english/2017-08/26/c_136557740.htm', 'http://timesofindia.indiatimes.com/business/international-business/qatar-says-five-suspects-in-news-agency-hacking-detained-in-turkey/articleshow/60232601.cms', 'https://www.demorgen.be/plus/qatarese-hackers-opgepakt-in-turkije-b-1503877803930/', 'http://www.expansion.com/agencia/europa_press/2017/08/25/20170825201229.html', 'https://www.dailysabah.com/investigations/2017/08/25/5-detained-in-turkey-in-connection-with-qatar-hacking-prosecutor', 'https://nos.nl/artikel/2189895-hackers-persbureau-qatar-opgepakt.html', 'http:/Turkey arrests 5 over Qatar news agency hacking['Qatar'] Qatar

['https://www.nytimes.com/2018/05/10/nyregion/hacker-west-point-nyc-comptroller.html', 'https://www.yahoo.com/news/california-man-charged-hacking-defacing-government-websites-212026676.html', 'https://www.amny.com/news/manhattan-u-s-attorney-charges-california-man-with-hacking-defacing-government-websites-1.18495828', 'https://www.thedailybeast.com/california-man-arrested-for-hacking-defacing-government-websites', 'http://sanfrancisco.cbslocal.com/2018/05/10/california-man-charged-with-hacking-into-defacing-government-websites/', 'http://wtaq.com/news/articles/2018/may/10/california-man-charged-with-hacking-defacing-government-websites/']Man Charged With Hacking Into and Defacing Military and Government Websites['United States']United States

['https://arynews.tv/nbp-system-restored-cyber-attack/', 'https://tribune.com.pk/story/2327086/national-bank-suffers-cyber-attack']NBP suffers cyber attack ['Pakistan']Pakistan

['https://www.rochesterfirst.com/news/facebook-said-some-online-quizzes-were-a-guise-to-hack-your-account/1842295225', 'https://www.tivi.fi/Kaikki_uutiset/vastasitko-facebook-visaan-tekijat-asensivat-haittaohjelman-ja-varastivat-tietoja-6760692', 'https://cnnespanol.cnn.com/2019/03/14/facebook-dice-que-resolvio-los-problemas-de-interrupcion-de-sus-redes-y-niega-ciberataque/', 'http://www.canindia.com/ukrainian-hackers-used-quizzes-to-leak-over-60k-facebook-users-data/', 'http://articles.economictimes.indiatimes.com/tech/internet/ukrainian-hackers-used-quizzes-to-leak-over-60k-facebook-users-data/articleshow/68342536.cms', 'https://www.dailymail.co.uk/sciencetech/article-6808105/Facebook-denies-hacked-14-hour-Instagram-WhatsApp-outage.html', 'http://internetua.com/facebook-podal-v-sud-na-dvuh-ukrainskih-hakerov', 'https://www.gva.be/cnt/dmf20190314_04254884/panne-facebook-applicaties-geen-gevolg-cyberaanval', 'https://www.thesun.co.uk/tech/8634055/facebook-hacked-ddos-cyber-attack-down-not-working/', 'https://Hackers from Kyiv hacked 63 thousand Facebook accounts['Ukraine'] Ukraine

['https://www.version2.dk/artikel/650-succesfulde-hackerangreb-mod-kommuner-paa-tre-aar-1086255', 'http://www.cnews.ru/news/line/2018-09-24_dit_moskvy_okolo_162_tysyach_hakerskih_atak_na', 'https://ria.ru/defense_safety/20180924/1529205748.html']DIT Moscow: about 162 thousand hacker attacks on the resources of the Moscow Government reflected on the day of the mayoral elections['Russia'] Russia

['http://www.sacbee.com/news/politics-government/capitol-alert/article199008579.html', 'https://www.scmagazine.com/ransomware-attack-on-sacramento-bee-database-exposes-voter-records-of-195m-californians/article/743302/', 'http://freerepublic.com/focus/f-news/3630563/posts', 'http://www.darkreading.com/attacks-breaches/sacramento-bee-databases-hit-with-ransomware-attack/d/d-id/1331023', 'https://www.scmagazineuk.com/ransomware-attack-on-us-newspaper-database-exposes-195m-voter-records/article/743616/']Ransomware attack on Sacramento Bee database exposes voter records of 19 . 5M Californians['United States']United States

['http://news.trust.org/item/20171212200712-awfce', 'http://www.timesdaily.com/news/nation/italian-prosecutors-seek-to-shelve-hacking-team-breach-case/article_2c9b87ea-8d5c-515a-88b6-cb2648f9799d.html', 'https://motherboard.vice.com/en_us/article/j5d53b/prosecutor-closes-hacking-team-investigation', 'https://in.reuters.com/article/us-italy-cybercrime/italian-magistrates-look-to-drop-hacking-team-probe-blame-us-idINKBN1E62QD', 'http://www.dailymail.co.uk/wires/ap/article-5171267/Italian-prosecutors-seek-shelve-Hacking-Team-breach-case.html', 'https://www.direktbroker.de/news/international-italian-prosecutors-seek-to-shelve-hacking-team-breach-case-55638545', 'https://www.newsmax.com/world/europe/apfn-eu-italy-hacking-team/2017/12/12/id/831242/', 'http://internetua.com/italyanskaya-prokuratura-namerena-zakrt-rassledovanie-po-delu-hacking-team']Italian magistrates look to drop Hacking Team probe , blame U . S . ['Italy'] Italy

['http://www.bandt.com.au/media/channel-7-falls-victim-weird-facebook-hack-targeting-news-outlets', 'https://tvtonight.com.au/2018/02/seven-hit-in-facebook-hack.html']Seven & Nine Fall Victim To Weird Facebook Hack Targeting News Outlets['Australia']

['https://www.techrepublic.com/article/how-one-hacker-stole-226k-worth-of-cryptocurrency-from-oracle-servers/', 'https://arstechnica.com/information-technology/2018/01/hackers-turn-weblogic-peoplesoft-servers-into-cryptocoin-miners/']How one hacker stole $226K worth of cryptocurrency from Oracle servers['United States']United States

['https://www.msn.com/en-xl/news/other/n-korea-linked-hackers-attempt-to-break-into-emails-of-seouls-defense-panel-members/ar-AAOlR5J', 'https://www.hankookilbo.com/News/Read/A2021091214180002122', 'http://koreabizwire.com/n-korea-linked-hackers-attempt-to-break-into-emails-of-seouls-defense-panel-members/199039', 'http://www.koreatimes.co.kr/www/nation/2021/09/103_315408.html']N . Korea - linked Hackers Attempt to Break into Emails of Seoul Defense Panel Members['South Korea']South Korea

['https://threatpost.com/apple-mac-malware-unacceptable/166340/', 'https://japanese.engadget.com/federighi-admits-macs-have-malware-problems-060030863.html', 'https://www.lesnumeriques.com/informatique/en-defendant-un-ios-ferme-apple-reconnait-qu-il-y-a-trop-de-malwares-sur-mac-n163981.html', 'https://www.welivesecurity.com/2021/05/25/apple-macos-zero-day-malware-screenshots/', 'https://www.techradar.com/uk/news/this-creepy-macos-malware-secretly-takes-screenshots-of-your-device', 'https://www.bgr.in/news/apples-craig-federighi-admits-the-level-of-mac-malware-is-not-acceptable-ios-fairs-better-960650/', 'https://iphonesoft.fr/2021/05/19/apple-pas-satisfait-protection-mac-face-malwares', 'https://www.wired.com/story/apple-macos-malware-ireland-ransomware-security-news/', 'https://www.wiredprnews.com/apple-exec-supports-mac-malware-levels-under-oath/', 'https://www.businesstoday.in/technology/mac-has-malware-problem-and-that-is-unacceptable-says-apples-software-chief/story/439583.html', 'https://www.20minutes.fApple admits there is a problem with malware for macOS['United States']United States

['https://news.imaeil.com/SocietyAll/2021030622233250425', 'http://segye.com/newsView/20210306505495', 'http://www.ohmynews.com/NWS_Web/View/at_pg.aspx?CNTN_CD=A0002724670&PAGE_CD=N0002&BLCK_NO=&CMPT_CD=M0147', 'https://www.nocutnews.co.kr/news/5511360', 'http://seoul.co.kr/news/newsView.php?id=20210306500059', 'https://www.news1.kr/articles/?4232444', 'http://www.viva100.com/main/view.php?key=20210306010001587', 'https://koran-jakarta.com/sekitar-40-ribu-ponsel-pintar-di-korsel-ditemukan-diretas']National Intelligence Service hacked 40,000 domestic phones in fake phone banking, call records, and text wiretapping['South Korea']United States

['https://oglobo.globo.com/cultura/site-da-biblioteca-nacional-volta-ao-ar-15-dias-depois-de-ataque-hacker-24989055', 'https://oglobo.globo.com/cultura/site-da-biblioteca-nacional-segue-fora-do-ar-mais-de-uma-semana-apos-ataque-hacker-24980195']National Library website remains offline for more than a week after hacker attack['unknown']Portugal

['https://www.lemonde.fr/pixels/article/2019/01/21/piratage-des-donnees-de-cartes-bancaires-volees-en-france-a-travers-des-publicites-en-ligne_5412273_4408996.html', 'https://www.cbanque.com/carte-bancaire/actualites/72048/fraude-a-la-carte-bancaire-des-sites-e-commerce-francais-pirates', 'https://www.sudouest.fr/2019/01/21/des-donnees-de-cartes-bancaires-piratees-sur-des-sites-de-e-commerce-francais-5750733-4725.php']Credit card fraud: hacked French commerce sites['France'] France

['https://www.cubanet.org/noticias/hackean-sitio-web-del-diario-oficialista-granma/', 'https://www.cubanet.org/noticias/hackean-sitio-web-del-diario-granma/']Website of the official newspaper Granma hacked['Cuba'] Cuba

['http://www.diariosur.es/nacional/201701/16/detienen-barajas-empresario-vinculado-20170116135153-rc.html', 'http://www.larazon.es/espana/detiene-en-barajas-a-un-empresario-vinculado-con-el-hackeo-en-ee-uu-GH14318394']A businessman linked to the case of the Russian hacking of the US is arrested in Barajas['United States']United States

['http://talks.su/news/hakeri-nauchilis-obhodit-sistemu-proverki-prilozheniy-v-20170917/', 'http://echospb.ru/2017/09/19/hakeri-nauchilis-obhodit-sistemu-proverki-v-play-store/', 'http://nevainfo.ru/2017/09/558490-hakeram-udaetsya-obhodit-sistemu-proverki-programm-v-play/']Hackers have learned to bypass the verification system in the Play Store['Russia']

['https://www.jagran.com/business/biz-policybazaar-says-its-it-system-was-hacked-22922136.html', 'https://www.businesstoday.in/technology/story/policybazaar-it-system-hacked-says-no-significant-customer-data-exposed-342639-2022-07-25']Policybazaar IT system hacked , says no significant customer data exposed['India'] India

['https://it-online.co.za/2022/07/14/amazon-related-phishing-sites-approach-900-on-amazon-prime-day/', 'https://www.investors.com/news/technology/amazon-prime-day-spurs-phishing-attacks/', 'https://www.nbcchicago.com/news/local/as-amazon-prime-day-approaches-watch-out-for-phishing-scams-phony-websites-and-more/2878319/', 'https://www.siliconrepublic.com/enterprise/phishing-scams-amazon-prime-day', 'https://www.netzwelt.de/news/205593-phishing-fake-deals-amazon-prime-day.html', 'https://www.wfmynews2.com/article/news/local/2-wants-to-know/we-call-it-amazon-crime-day-not-prime-day-cyber-security-expert-phishing-emails-fake-texts-click-a-link-log-in-information-credentials-steal/83-9a72532d-2d86-4704-9f96-626e6314c934', 'https://www.nbcnewyork.com/better-get-baquero/amazon-warns-of-scam-emails-and-phishing-attempts-ahead-of-prime-day/3765792/', 'https://tynmagazine.com/amazon-prime-day-el-elegido-por-los-hackers/', 'https://zonanortevision.com.ar/271250/dia-de-amazon-prime-o-dia-del-cibercrimen-que-hacer-para-noPhishing spike detected in lead - up to Amazon Prime Day['United States']United States

['https://www.crowdfundinsider.com/2022/05/191712-singapores-ocbc-hit-with-sgd-330m-additional-cap-requirement-following-phishing-scams/', 'https://www.finextra.com/newsarticle/40335/ocbc-capital-limits-raised-over-flawed-response-to-sms-phishing-scams', 'https://sbr.com.sg/news/mas-slaps-s330m-addl-capital-requirement-ocbc-after-phishing-fiasco', 'https://www.asiaone.com/money/ocbc-hit-330m-extra-capital-requirement-phishing-scam', 'https://mothership.sg/2022/05/ocbc-phishing-scams-mas-requirement/', 'https://fintechnews.sg/61497/fintech/ocbc-hit-with-s330-million-additional-cap-requirement-after-phishing-scam/']MAS slaps S$330m addl capital requirement at OCBC after phishing fiasco['Singapore']Singapore

['https://www.usatoday.com/story/money/2019/04/01/credit-card-data-breach-hits-buca-di-beppo-planet-hollywood/3335523002/', 'https://minnesota.cbslocal.com/2019/04/01/twin-cities-buca-di-beppo-locations-payment-card-data-breach/', 'https://www.lemondeinformatique.fr/actualites/lire-la-maison-mere-du-planet-hollywood-confirme-un-piratage-massif-74838.html', 'https://minnesota.cbslocal.com/2019/04/01/twin-cities-buca-di-beppo-locations-data-breach/', 'https://www.khon2.com/news/local-news/buca-di-beppo-earl-of-sandwich-among-mainland-restaurants-impacted-by-data-breach/1894201151', 'https://www.businessinsider.com/buca-di-beppo-data-breach-2019-4', 'https://www.businessinsider.in/buca-di-beppo-diners-may-have-had-their-credit-card-details-stolen-after-the-restaurant-chains-parent-company-was-hit-with-a-major-data-breach/articleshow/68676900.cms', 'https://www.calcalist.co.il/internet/articles/0,7340,L-3759497,00.html', 'https://981thebreeze.iheart.com/featured/the-morning-breeze/content/2019-04-02-big-data-breaBIG Data Breach Hits Three Bay Area Buca di Beppo Restaurants ! | The Morning Breeze['United States']United States

['https://menafn.com/1098771362/Egyptian-hacker-sentenced-to-5-years-for-hacking-Kuwait-National-Assembly-network', 'http://www.arabtimesonline.com/news/egyptian-hacker-sentenced-to-5-years-for-hacking-kuwait-national-assembly-network/']Egyptian hacker sentenced to 5 years for hacking Kuwait National Assembly network['Kuwait'] Kuwait

['https://www.scmagazine.com/land-of-the-rising-trojan-ursnif-banking-malware-surges-in-japan/article/703312/', 'https://www.scmagazineuk.com/ursnif-banking-malware-surges-in-japan-banks-and-payment-card-cos-hit/article/703612/', 'http://www.ibtimes.co.uk/what-ursnif-hackers-ramp-banking-trojan-campaigns-japan-new-targets-techniques-1644935']Land of the rising trojan : Ursnif banking malware surges in Japan['Japan'] Japan

['https://www.computerweekly.com/news/252506219/China-accused-of-cyber-attacks-on-Norwegian-IT-systems', 'https://www.securitylab.ru/news/524041.php']China accused of cyber attacks on Norwegian IT systems['Norway'] Norway

['https://www.ithome.com.tw/pr/142578', 'https://www.ithome.com.tw/news/142711']The scale of fake bank phishing SMS scams has expanded. After Cathay United and Taishin Bank, China Trust has also been impersonated today. Financial industry and the public should pay attention['Taiwan'] Taiwan

['https://www.marketwatch.com/story/two-hackers-charged-with-hacking-a-missouri-tech-firms-cloud-computing-account-and-racking-up-760k-in-server-charges-11638564811', 'https://www.msn.com/en-us/money/other/two-hackers-charged-with-hacking-a-missouri-tech-firm-s-cloud-computing-account-and-racking-up-760k-in-server-charges/ar-AARru5c', 'https://www.morningstar.com/news/marketwatch/20211204330/two-crypto-miners-charged-with-hacking-a-missouri-tech-firms-cloud-computing-account-and-racking-up-760k-in-server-charges']Two crypto miners charged with hacking a Missouri tech firm cloud - computing account and racking up $760K in server charges['United States']United States

['http://www.meetingstoday.com/NewsEvents/IndustryNews/IndustryNewsDetails/tabid/138/RegionID/0/ArticleID/29952/Default.aspx', 'https://www.yahoo.com/news/intercontinental-confirms-hotels-affected-malware-183500084.html', 'http://fox17.com/news/local/nashville-hotel-restaurant-among-those-affected-in-payment-card-data-breach', 'http://www.alayam.com/online/international/630929/News.html', 'http://www.fox5ny.com/news/234489985-story', 'http://www.welivesecurity.com/2017/02/09/intercontinental-hotels-group-confirms-suspected-data-breach/', 'http://www.digitaltrends.com/computing/intercontinental-payment-card-malware/', 'https://business-reporter.co.uk/2017/02/08/intercontinental-hotels-hit-pos-malware-attack/', 'http://www.kjrh.com/news/national/data-breach-affects-a-dozen-hotel-restaurants-bars', 'https://skift.com/2017/02/07/intercontinental-hotels-group-suffers-data-breach-at-12-u-s-properties/', 'http://www.ibtimes.co.uk/hackers-target-intercontinental-payment-card-data-12-us-hotels-massive-data-breach-1604Hackers target InterContinental payment card data of 12 US hotels in massive data breach['United States']United States

['http://www.jdsupra.com/legalnews/hackers-target-u-s-power-plants-98554/', 'http://www.thedenverchannel.com/newsy/hackers-are-targeting-nuclear-plants-and-critical-infrastructure', 'http://www.jdsupra.com/legalnews/russian-cyber-attack-on-us-nuclear-58184/']Hackers Target U . S . Power Plants , Including Kansas Nuclear Facility['United States']United States

['http://www.businessinsider.com/digital-health-briefing-consumer-digital-health-adoption-goes-mainstream-new-york-hospital-suffers-biggest-data-breach-since-2016-23andme-cancer-test-gets-fda-approval-2018-3', 'https://www.businessinsider.com.au/digital-health-briefing-consumer-digital-health-adoption-goes-mainstream-new-york-hospital-suffers-biggest-data-breach-since-2016-23andme-cancer-test-gets-fda-approval-2018-3']DIGITAL HEALTH BRIEFING : Consumer digital health adoption goes mainstream -- New York hospital suffers biggest data breach since 2016 -- 23andMe cancer test gets FDA approval['United States']United States

['https://www.radiofarda.com/a/us-firm-likely-iranian-threat-actor-in-albania-cyberattack/31974089.html', 'https://www.timesofisrael.com/pro-iranian-hackers-likely-behind-cyberattack-on-albania-say-us-analysts/']American company: The cyber attack on Albania was most likely from Iran['Albania'] Albania

['https://www.ceskenoviny.cz/zpravy/weby-vnitra-maji-vypadek-kvuli-kybernetickemu-utoku/2197946', 'https://www.ceskenoviny.cz/zpravy/weby-vnitra-mely-vypadek-kvuli-kybernetickemu-utoku/2197946']Interior websites were down due to a cyber attack['Czech Republic']Czech Republic

['http://kauno.diena.lt/naujienos/pasaulis/konfliktai-nelaimes/ispanija-tiria-isilauzimo-i-siaures-korejos-ambasada-incidenta-903183', 'https://www.lrt.lt/naujienos/pasaulyje/3/247539/ispanija-tiria-isilauzimo-i-siaures-korejos-ambasada-incidenta']Spain is investigating the hacking incident at the North Korean embassy['Spain', 'North Korea']North Korea

['http://www.bradfordera.com/news/local/cyber-attacks-cripple-olean-medical-group-seneca-nation-health-system/article_28cf529a-dfc0-515f-b004-12d2be801c2b.html', 'http://www.oleantimesherald.com/olean/cyber-attacks-cripple-olean-medical-group-possibly-seneca-nation-health/article_0b54ee88-e184-517f-aee9-5a387fa04e05.html']Cyber attacks cripple Olean Medical Group , possibly Seneca Nation Health System['United States']United States

['https://mashable.com/article/instacart-account-data-hacked-sold/', 'https://www.foxbusiness.com/technology/instacart-customers-data-sold-online-hackers', 'https://www.usatoday.com/story/tech/2020/07/23/instacart-denies-widespread-data-breach-more-people-use-service/5493290002/', 'https://www.itpro.co.uk/security/phishing/356556/hundreds-of-thousands-of-instacart-customers-impacted-by-data-breach']Instacart customer data being sold online by hackers : Report['United States']United States

['https://www.brisbanetimes.com.au/national/fears-over-patient-data-breach-after-cyber-attack-on-monash-ivf-20191203-p53gj0.html', 'https://www.smh.com.au/national/fears-over-patient-data-breach-after-cyber-attack-on-monash-ivf-20191203-p53gj0.html']Phishing attack : Fears over Monash IVF Group patient data breach['Australia']Australia

['https://www.41nbc.com/2017/06/23/anthem-to-pay-record-115m-to-settle-lawsuits-over-hack/', 'https://www.gizmodo.com.au/2017/06/health-insurance-giant-agrees-to-record-115-million-payout-over-data-breach/', 'http://www.healthcaredive.com/news/anthem-to-pay-record-115m-to-settle-data-breach-lawsuit/445827/', 'https://www.healthcare-informatics.com/news-item/cybersecurity/anthem-agrees-115-million-settlement-data-breach-litigation', 'http://www.freemalaysiatoday.com/category/business/2017/06/25/anthem-to-pay-record-115-million-to-settle-u-s-lawsuits-over-data-breach/', 'http://www.beckershospitalreview.com/healthcare-information-technology/anthem-may-pay-115m-class-action-settlement-for-2015-data-breach.html', 'https://www.law360.com/articles/938080/anthem-inks-record-115m-deal-over-massive-data-breach', 'https://www.cnet.com/news/anthem-would-pay-record-115m-to-settle-data-breach-suit/', 'http://www.nasdaq.com/article/anthem-to-pay-record-115-mln-to-settle-us-lawsuits-over-data-breach-20170623-00791', 'https:$115M Settlement Proposed In Huge Anthem Data Breach Lawsuit['United States']United States

['http://www.chicagotribune.com/business/ct-biz-equifax-hack-data-20180508-story.html', 'http://www.unionleader.com/article/20180509/NEWS02/180509300', 'https://www.siliconvalley.com/2018/05/08/heres-your-personal-info-that-hackers-got-in-equifax-breach/', 'https://www.ocregister.com/2018/05/08/stole-in-the-equifax-hack-145-million-social-security-numbers-99-million-addresses-photos-and-more/', 'https://www.publicopiniononline.com/story/news/2018/05/09/equifax-reveals-full-data-breach-see-how-much-personal-info-stolen/593916002/', 'https://www.moneytalksnews.com/equifax-reveals-full-extent-of-data-breach-damage/', 'https://www.mercurynews.com/2018/05/08/heres-your-personal-info-that-hackers-got-in-equifax-breach/', 'https://www.pe.com/2018/05/08/stole-in-the-equifax-hack-145-million-social-security-numbers-99-million-addresses-photos-and-more/', 'https://www.cnet.com/news/equifaxs-data-breach-by-the-numbers-the-full-breakdown/', 'https://www.nbcnews.com/news/us-news/equifax-breaks-down-just-how-bad-last-year-Equifax filing reveals hack was somehow even worse than previous['United States']United States



['https://www.bignewsnetwork.com/news/258057213/phishing-attack-at-aspire-health-compromises-patient-data', 'https://www.afghanistannews.net/news/258057213/patient-data-leaked-after-aspire-health-suffered-hack', 'https://www.tennessean.com/story/news/health/2018/09/25/nashville-based-aspire-health-hacked-phishing-scheme-lost-health-information/1420135002/', 'https://www.afghanistansun.com/news/258057213/aspire-health-targeted-in-massive-phishing-attack', 'https://www.khou.com/article/news/nation-now/aspire-health-hacked-by-phishing-scheme-loses-some-patients-protected-health-information/465-ba19d417-cc3f-4b36-82aa-d80ab79ad33c', 'https://www.usatoday.com/story/money/nation-now/2018/09/26/aspire-health-hacked-phishing-scheme-patient-health-data/1430262002/', 'https://www.beckershospitalreview.com/cybersecurity/aspire-health-hacked-in-phishing-scheme-seeks-to-subpoena-google-for-more-details.html']Aspire Health targeted in massive phishing attack['United States']United States

['https://zn.ua/UKRAINE/sbu-otchitalas-o-blokirovanii-prodazhi-rossijskoho-shpionskoho-softa.html', 'http://news.bigmir.net/ukraine/2028765-Ykrainskaya-kompaniya-prodavala-rossiiskoe-shpionskoe-PO']Spyware of the Russian Federation was sold in Ukraine - the SBU is looking for affected buyers['Ukraine'] Ukraine

['https://www.jagonews24.com/economy/news/490037', 'http://www.risingbd.com/law-crime-news/293128', 'https://bangla.bdnews24.com/economy/article1606969.bdnews']The gang involved in hacking NBR's servers is identified['Bangladesh']Bangladesh

['http://www.cnews.ru/news/line/2018-04-25_eset_hakery_lazarus_pereklyuchilis_na_tsentralnuyu', 'http://internetua.com/hakerskaya-gruppa-lazarus-atakuet-stran-centralnoi-ameriki']ESET: Lazarus hackers switched to Central America['Central America']United States

['https://wek.ru/posolstvo-rf-v-ssha-prodemonstrirovalo-vzlom-zakrytogo-genkonsulstva', 'http://info.sibnet.ru/article/526348/', 'https://rg.ru/2017/10/04/posolstvo-rf-opublikovalo-foto-vzloma-genkonsulstva-specsluzhbami-ssha.html', 'http://www.rosbalt.ru/russia/2017/10/04/1650535.html', 'https://lenta.ru/news/2017/10/04/prove/', 'https://telegraf.by/2017/10/367052-posolstvo-rf-otvetilo-na-obyasneniya-gosdepa-o-vzlome-dipsobstvennosti', 'http://www.5-tv.ru/news/157020/', 'http://ua.korrespondent.net/world/3892777-posolstvo-rf-vidpovilo-na-poiasnennia-derzhdepu-pro-zlom-dypvlasnosti']Embassy F published a photo of the hacking of the Consulate General by US intelligence agencies - Russian newspaper['Russia'] Russia

['http://www.dostor.org/1607850', 'http://www.expansion.com/agencia/europa_press/2017/11/02/20171102155958.html', 'http://www.albawabhnews.com/2780135', 'http://www.liberoquotidiano.it/news/comunicati/13269990/la-famigerata-gaza-team-cybergang-migliora-il-proprio-toolset-nocivo-con-exploit-e-un-possibile-spyware-per-android.html', 'https://www.hirado.hu/2017/10/30/szintet-lepett-a-gazai-kiberbanda-exploitokkal-es-androidos-kemprogramokkal-tamadnak/', 'http://www.deccanchronicle.com/technology/in-other-news/311017/beware-this-cybergang-upgraded-its-malicious-toolset-with-android-spyware.html', 'http://www.asianage.com/technology/in-other-news/311017/beware-this-cybergang-upgraded-its-malicious-toolset-with-android-spyware.html']Gaza Cybergang group increases its cybercriminal activity with exploits and spyware for Android['Israel', 'Palestine']Egypt, Saudi Arabia, United Arab Emirates

['https://www.bleepingcomputer.com/news/security/iranian-hackers-target-energy-sector-with-new-dns-backdoor/', 'https://www.securitylab.ru/news/532245.php']Iranian hackers target energy sector with new DNS backdoor['Iran'] Iran

['https://tech.hindustantimes.com/tech/news/intuit-sued-over-hack-that-led-to-theft-of-cryptocurrencies-71650710623102.html', 'https://www.bnnbloomberg.ca/intuit-sued-for-failing-to-stop-hack-that-led-to-theft-of-crypto-1.1755770']Intuit Sued Over Hack That Led to Theft of Cryptocurrencies['India'] India

['https://www.timesofisrael.com/hackers-scrawl-jerusalem-is-capital-of-palestine-across-many-israeli-web-pages/', 'https://www.breitbart.com/middle-east/2019/03/05/cyberattack-sees-hackers-post-jerusalem-is-capital-of-palestine-on-israeli-sites/']Hackers scrawl  Jerusalem is capital of Palestine  across many Israeli web pages['Israel'] Israel

['https://www.reuters.com/article/us-usa-cyber-biden/white-house-cyber-adviser-says-it-will-take-several-months-to-investigate-hack-idUSKBN2AH2J3', 'https://thepeninsulaqatar.com/article/17/02/2021/White-House-cyber-adviser-says-it-will-take-months-to-investigate-Russian-hack']White House cyber adviser says it will take months to investigate Russian hack['United States']United States

['https://www.kauppalehti.fi/uutiset/wordpress-sivuille-syotetty-koodi-kaapannut-tuhansia-verkkosivuja-voidaan-kayttaa-mainosten-kalastelusivujen-haittaohjelmien-tai-uusien-uudelleenohjausten-lataamiseen/07e1f27b-1dd6-4009-99a0-a975071b00e9', 'https://computersweden.idg.se/2.2683/1.766085/tusentals-wordpress-sajter-hackade', 'https://it.slashdot.org/story/22/05/14/1838213/hackers-are-exploiting-wordpress-tools-to-hawk-scams', 'http://internetua.com/tysyacsi-saitov-na-wordpress-vzlomany-i-perenapravlyauat-posetitelei-na-moshennicseskie-stranicy', 'https://thanhnien.vn/hang-ngan-website-wordpress-trong-tam-ngam-cua-tin-tac-post1459354.html']Thousands of Wordpress sites hacked ['Finland'] Finland

['https://www.ceskenoviny.cz/zpravy/weby-rsd-jsou-po-kyberutoku-pres-30-hodin-nedostupne-funguje-asistencni-linka/2207789', 'https://www.ceskenoviny.cz/zpravy/web-rsd-dnes-obnovil-po-uternim-kybernetickem-utoku-castecne-provoz/2207789', 'https://www.ceskenoviny.cz/zpravy/rsd-celi-kyberutoku-nedostupny-je-web-zabyva-se-tim-i-kyberneticky-urad/2207246']Websites of the ŘSD are unavailable for more than 30 hours after the cyber attack, the assistance line is working['Czech Republic']Czech Republic

['https://interfax.by/news/biznes/businesses/1266315/', 'http://ren.tv/novosti/2019-10-24/hakery-atakovali-belorusskie-kompanii']Hackers attacked Belarusian companies['Belarus'] Belarus

['http://www.radiosantafe.com/2019/09/27/desmantelan-banda-que-hackeo-y-desocupo-cuentas-bancarias-en-meta-y-cundinamarca/', 'https://www.wradio.com.co/noticias/judicial/desmantelan-banda-que-hackeo-y-desocupo-cuentas-bancarias-en-meta-y-cundinamarca/20190927/nota/3958696.aspx', 'http://www.radiosantafe.com/2019/09/26/desmantelada-banda-en-la-costa-que-hackeo-y-desocupo-cuentas-bancarias-en-meta-y-cundinamarca/']Gang dedicated to hacking bank accounts in Colombia dismantled: Gang that hacked and vacated bank accounts in Meta and Cundinamarca dismantled | judicial['Colombia']Colombia

['http://world.kbs.co.kr/english/./news/news_In_detail.htm?No=126961&id=In', 'http://news.joins.com/article/21518424', 'https://www.cryptocoinsnews.com/south-korea-yapizon-bitcoin-exchange-hack/', 'http://news.donga.com/Inter/3/02/20170427/84094564/1']Hacking group behind security company Symantec North Korea steals 100 billion won from each country['South Korea']South Korea

['https://zeenews.india.com/technology/domino-s-india-suffers-massive-data-breach-10-lakh-credit-card-details-names-leaked-on-dark-web-2355945.html', 'https://indianewengland.com/2021/04/dominos-india-hacked-credit-data-of-10-lakhs-users-on-sale-for-rs-4-crore/', 'https://economictimes.indiatimes.com/industry/banking/finance/dominos-data-breach-credit-card-details-of-over-10-lakh-indians-allegedly-leaked/articleshow/82156263.cms', 'https://www.tribuneindia.com/news/nation/dominos-india-hacked-credit-card-data-of-10-lakh-users-on-sale-for-rs-4-crore-241206', 'https://www.wionews.com/india-news/dominos-pizza-hack-in-india-what-details-were-stolen-and-what-happens-next-378882', 'https://www.prokerala.com/news/articles/a1151768.html', 'https://www.businessinsider.in/tech/news/dominos-india-data-breach-allegedly-exposes-1-million-credit-card-details-180-million-order-details/articleshow/82144019.cms', 'https://www.ibtimes.co.in/dominos-india-hacked-credit-card-data-10l-users-sale-rs-4-cr-835385', 'https://ummid.coDomino Pizza hack in India : What details were stolen and what happens next['India'] India

['https://www.techradar.com/news/energy-firms-hacked-via-flaws-in-discontinued-server', 'https://www.bleepingcomputer.com/news/security/hackers-breach-energy-orgs-via-bugs-in-discontinued-web-server/', 'https://menafn.com/1105226587/Hackers-Exploited-Discontinued-Web-Server-At-Tata-Power-Microsoft']Energy firms hacked via flaws in discontinued server['United Kingdom']India

['https://www.eurointegration.com.ua/news/2019/08/14/7099653/', 'https://www.securitylab.ru/news/500473.php', 'http://www.ng.ru/news/655520.html', 'https://www.bfm.ru/news/422452', 'https://ria.ru/20190813/1557461123.html', 'https://companion.ua/opiat-russkye-khakery-v-chekhyy-obvynyly-razvedku-rf-v-kyber-atake-na-mynysterstvo/', 'https://vz.ru/news/2019/8/14/992386.html', 'https://www.kommersant.ru/doc/4066881', 'https://www.idnes.cz/zpravy/domaci/kyberutok-ceska-diplomacie.A190813_141319_domaci_vlc', 'https://www.pc.co.il/news/297455/', 'https://www.inopressa.ru/article/15Aug2019/nytimes/bulgaria.html', 'https://24tv.ua/znovu_rosiyski_hakeri_u_chehiyi_zvinuvatili_rozvidku_rf_v_kiber_atatsi_na_ministerstvo_n1191827', 'https://www.teraz.sk/zahranicie/hackersky-utok-vyradil-web-ruskeho-ve/413878-clanok.html', 'http://www.bagnet.org/news/world/404240/cheshskie-diplomaty-zayavili-o-hakerskih-atakah-na-nih', 'https://1prime.ru/telecommunications_and_technologies/20190813/830235036.html', 'https://www.kommersant.rGiant Hacking Attack in Bulgaria Raises Suspicion of Russian Meddling['Bulgaria'] Bulgaria

['http://www.marketwatch.com/story/top-intelligence-officials-accept-conclusion-russia-hacked-election-2017-05-11', 'https://www.wsj.com/articles/top-intel-officials-accept-findings-of-russian-election-hacking-1494522952']Top Intel Officials Accept Findings of Russian Election Hacking['United States']United States

['https://www.securitylab.ru/news/494501.php', 'https://www.bleepingcomputer.com/news/security/samsung-service-centers-in-italy-targeted-in-malware-campaign/']Samsung Service Centers in Italy Targeted in Malware Campaign['Italy'] Italy

['https://peru21.pe/economia/tres-paises-multan-uber-ciberataque-443140', 'https://www.firstpost.com/tech/news-analysis/uber-fined-nearly-1-2-million-by-dutch-britain-over-cyber-attack-from-2016-5629831.html', 'http://www.timesleaderonline.com/news/business/2018/11/uber-fined-nearly-1-2-million-by-dutch-uk-over-data-breach/', 'https://www.france24.com/en/20181127-uber-hit-with-uk-dutch-fines-data-breach', 'https://www.theinquirer.net/inquirer/news/3067075/ico-fines-uber', 'https://www.businessinsider.com/uber-fined-for-2016-data-hack-2018-11', 'https://es.finance.yahoo.com/noticias/holanda-multa-uber-con-600-000-euros-por-123900244--spt.html', 'https://www.businessinsider.in/Uber-was-just-fined-more-than-1-2-million-over-the-giant-2016-data-hack/articleshow/66826096.cms', 'https://www.irishexaminer.com/breakingnews/business/uber-fined-385000-over-cyber-attack-888186.html', 'http://www.naharnet.com/stories/en/253598-uber-hit-with-uk-dutch-fines-for-data-breach', 'https://www.dhakatribune.com/business/2018/11/2Uber fined R16 . 5million over data breach['South Africa']United Kingdom, Netherland

['https://www.businessinsider.sg/waterhole-attacks-and-phishing-identified-as-singapores-top-cyber-threat-vectors-in-2019-contributing-to-84-of-cyberattacks-ensign-infosecurity-report', 'https://livenews.co.nz/2020/05/19/waterhole-attacks-and-phishing-identified-as-singapores-top-cyber-threat-vectors-in-2019-contributing-to-84-of-cyberattacks-ensign-infosecurity-report/']Waterhole Attacks and Phishing Identified as Singapore Top Cyber Threat Vectors in 2019 , Contributing to 84 % of Cyberattacks : Ensign InfoSecurity Report , Business Insider['Singapore']Singapore

['https://www.merdeka.com/uang/hacker-bjorka-diduga-bobol-44-juta-data-mypertamina-begini-respons-perusahaan.html', 'https://www.inilah.com/hacker-bjorka-klaim-bobol-data-mypertamina-datanya-asli']Bjorka Hacker Allegedly Broke 44 Million MyPertamina Data, Here's the Company's Response['Indonesia']Indonesia

['https://www.kazpravda.kz/news/obshchestvo/kiberataka-na-klientov-narodnogo-banka-massovie-fishingovie-ssilki-prodolzhaut-poyavlyatsya', 'https://regnum.ru/news/accidents/2666298.html', 'http://today.kz/news/finansyi/2019-07-15/780346-hakeryi-zavladeli-parolyami-210-klientov-halyk-bank/', 'https://azh.kz/ru/news/view/60436', 'https://azh.kz/ru/news/view/60489', 'https://www.kp.kz/online/news/3537031/']"Halyk Bank of Kazakhstan" again subjected to a hacker attack['Kazakhstan']Kazakhstan

['http://censor.net.ua/photo_news/436939/vzlom_kremlevskogo_agenta_zatulina_2_mln_v_god_ot_gazproma_na_podryvnuyu_deyatelnost_v_ukraine_fotoreportajdokumenty', 'http://glavred.info/politika/vzlom-odioznogo-zatulina-kak-gazprom-finansiruet-podryvnuyu-deyatelnost-v-ukraine-431058.html']Gazprom finances subversive activities in Ukraine: Hacking the Kremlin agent Zatulin: $2 million per year from Gazprom for subversive activities in Ukraine. PHOTO-report + DOCUMENTS['Ukraine'] Ukraine

['https://www.rte.ie/news/2022/1107/1333781-hse-data-breach/', 'https://www.irishamerica.com/2022/11/hse-to-begin-contacting-over-11000-people-affected-by-cyber-attack/', 'https://www.limerickleader.ie/news/national-news/959632/latest-hse-to-start-notifying-people-affected-by-last-year-s-data-breach.html', 'https://www.irishmirror.ie/news/irish-news/thousands-notified-hse-data-accessed-28433447']HSE to begin contacting over 110 , 00 people affected by cyber attack['Ireland'] Ireland

['https://sbr.com.sg/information-technology/news/daily-briefing-singapore-home-3598-ultra-high-net-worth-individuals-syma', 'https://www.zdnet.com/article/hacker-group-behind-singhealth-data-breach-identified-targeted-mainly-singapore-firms/', 'http://www.etnews.com/20190308000079?mc=em_011_00002', 'https://www.msn.com/en-gb/news/world/singapore-health-hackers-identified-by-symantec/ar-BBUrYVC']Daily Briefing : Singapore is home to 3 , 598 ultra - high net worth individuals ; Symantec identifies hacking group behind SingHealth cyberattack['Singapore']Singapore

['http://www.nola.com/business/index.ssf/2017/02/michigan_data_breach_personal.html', 'http://www.fox2detroit.com/news/local-news/234445653-story']Data breach in Michigan unemployment benefits system may affect 1 . 9M['United States']United States

['http://www.ktvz.com/news/oregon-dmv-warns-of-phishing-scam/458106978', 'http://www.wmur.com/article/warning-dmv-phishing-scams-phonecalls-demand-money-for-unpaid-fines/9565556', 'http://registerguard.com/rg/news/local/35523351-75/eugene-police-warn-of-parking-ticket-phishing-scam.html.csp', 'http://www.bluemountaineagle.com/Local_News/20170421/dmv-warns-of-phishing-scam']WARNING : DMV phishing scams , phone calls targeting drivers['United States']United States

['https://www.washingtonpost.com/local/public-safety/attack-on-dc-police-security-cameras-had-broad-implications/2018/07/24/7ff01d78-8440-11e8-9e80-403a221946a7_story.html', 'https://www.sfgate.com/news/article/Hack-of-police-cameras-was-part-of-ransomware-13115353.php']Hack of D . C . police security cameras was part of bigger ransomware scheme , prosecutors say['United States']United States

['https://www.fool.ca/2020/09/24/canada-revenue-agency-your-cra-account-might-be-hacked/', 'https://www.fool.ca/2020/09/30/48000-cra-accounts-might-have-been-hacked/']Canada Revenue Agency : Your CRA Account Might be Hacked['Canada'] Canada

['https://www.annaharkw.com/annahar/Article.aspx?id=932831', 'https://www.aljarida.com/articles/1651414848538601200/']Al-Jarida Al-Kuwaiti Newspaper | Crypto hacker steals $77 million from a financing platform['Kuwait'] Kuwait

['https://www.karjalainen.fi/kotimaa/hakkerit-iskivat-hotellivarausjarjestelmaan-tietovuodon-piirissa-yli-20-000-helsinkilaishotellien-asiakasta', 'https://yle.fi/news/3-12417602']Hackers attacked the hotel reservation system - more than 20,000 customers of Helsinki hotels in the scope of the data leak['Finland'] Finland

['https://www.novinite.bg/articles/208352/Radev-Predi-dni-imahme-naj-svirepite-hakerski-ataki-sreshtu-Balgariya-izobshto', 'https://www.bgonair.bg/a/2-bulgaria/243359-informatsionno-obsluzhvane-otblasnahme-edna-ot-nay-golemite-hakerski-ataki-kam-balgariya']Information service: We repelled one of the biggest hacker attacks on Bulgaria['Bulgaria'] Bulgaria

['https://www.bloomberg.com/news/articles/2022-12-09/spyware-hacks-of-us-workers-could-run-to-hundreds-lawmaker-says', 'https://www.bnnbloomberg.ca/spyware-hacks-of-federal-workers-could-run-into-hundreds-lawmaker-says-1.1857240', 'https://www.insurancejournal.com/news/national/2022/12/13/699180.htm']Spyware Hacks of Federal Workers Could Run Into Hundreds , Lawmaker Says['United States']United States

['http://www.rapsinews.com/legislation_news/20190805/302491925.html', 'https://www.thepaypers.com/digital-identity-security-online-fraud/russia-s-regulator-demands-info-on-alleged-data-breach-at-otkritie-bank/780141-26']Russia regulator demands info on alleged data breach at Otkritie bank['Russia'] Russia

['http://www.theasianconnectionsnewspaper.com/rcmp-arrest-two-montrealers-over-bell-canada-cyber-attack/', 'https://montreal.ctvnews.ca/rcmp-arrest-two-montrealers-over-bell-canada-cyber-attack-1.4629791', 'https://globalnews.ca/news/6008541/montrealers-charged-bell-cyber-attack/']RCMP arrest two Montrealers over Bell Canada cyber attack['Canada'] Canada

['http://www.rigzone.com/news/wire/oil_industry_networking_site_creator_gets_one_year_in_us_hack_case-09-oct-2017-152030-article', 'http://kdal610.com/news/articles/2017/oct/06/oil-industry-networking-site-creator-gets-one-year-in-us-hack-case/', 'http://www.reuters.com/article/us-internet-oil-crime/oil-industry-networking-site-creator-gets-one-year-in-u-s-hack-case-idUSKBN1CB2VE']Oil industry networking site creator gets one year in U . S . hack case['United States']United States

['http://www.straitstimes.com/asia/se-asia/massive-malaysia-data-breach-traced-to-oman-police-chief-says', 'http://www.straitstimes.com/asia/se-asia/malaysian-telco-data-breach-traced-to-oman', 'https://www.malaysiakini.com/news/402425', 'http://www.ibtimes.co.uk/malaysian-police-identify-suspected-hackers-behind-breach-that-exposed-data-millions-dark-web-1647728']Massive Malaysia data breach traced to Oman , police chief says , SE Asia News & Top Stories['Malaysia', 'Oman']Malaysia

['http://nehandaradio.com/2018/08/03/electoral-commission-website-hacked/', 'https://www.dailynews.co.zw/articles/2018/08/03/electoral-commission-website-hacked']Electoral commission website hacked - DailyNews Live['Zimbabwe']Zimbabwe

['https://english.newstracklive.com/news/cyber-attack-on-uganda39s-mobile-digital-payment-sc57-nu309-ta272-1122781-1.html', 'https://qz.com/africa/1915884/uganda-banks-mtn-airtel-hacked-by-mobile-money-fraudsters/', 'https://www.itnewsafrica.com/2020/10/airtel-mtn-and-stanbic-bank-fall-victim-to-major-data-breach-in-uganda/', 'https://allafrica.com/stories/202010080846.html', 'http://www.angop.ao/angola/en_us/noticias/africa/2020/9/41/Millions-feared-lost-Uganda-mobile-money-hacking,df4fe9da-8f1a-4df3-bfe5-52900e704584.html', 'https://www.monitor.co.ug/uganda/news/national/thugs-used-registered-sim-cards-to-hack-into-banks-says-source--2460454', 'https://www.msn.com/en-us/news/world/uganda-police-probe-hacking-of-mobile-money-processing-firm/ar-BB19NkUs', 'https://www.msn.com/en-us/money/other/uganda-banks-mtn-airtel-hacked-by-mobile-money-fraudsters/ar-BB19TU0r']Uganda banks , MTN , Airtel hacked by mobile money fraudsters Quartz Africa['Uganda'] Uganda

['http://www.homelandsecuritynewswire.com/dr20180824-bots-russian-trolls-influenced-vaccine-discussion-on-twitter', 'https://www.info.cz/magazin/rusti-trollove-siri-dezinformace-o-ockovani-podle-studie-maji-za-cil-rozdelit-spolecnost-a-sirit-malware-35717.html', 'https://www.washingtonpost.com/science/2018/08/23/russian-trolls-twitter-bots-exploit-vaccine-controversy/', 'https://www.express.co.uk/news/uk/1007744/Russia-hackers-bots-MMR-vaccine-social-media-Twitter', 'https://www.smh.com.au/world/north-america/russian-trolls-twitter-bots-exploit-vaccine-controversy-20180824-p4zzgf.html', 'https://www.rt.com/news/436776-russophobia-digest-part-six/']Bots , Russian hacking , vaccine debate , social media | Homeland Security Newswire['United States']United States

['https://news.err.ee/1140977/police-apprehend-suspects-in-cyber-attacks-against-estonia', 'https://lounaeestlane.ee/politsei-pidas-rumeenias-kinni-eesti-vastu-suunatud-kuberrunnakutes-kahtlustatavad/', 'https://www.ohtuleht.ee/1013424/keskkriminaalpolitsei-pidas-kinni-eesti-kuberrunnakutes-kahtlustatavad', 'http://www.pealinn.ee/newset/politsei-pidas-kinni-eesti-vastu-suunatud-kuberrunnakutes-n258446']The Central Criminal Police arrested suspects in Estonian cyber attacks['Estonia'] Estonia

['http://comandir.com/2019/06/22/295830-baza-dannyx-sekvenirovaniya-dnk-podverglas-atake-iranskix-xakerov.html', 'https://www.zdnet.fr/actualites/un-mysterieux-groupe-de-hacker-iranien-pirate-des-sequenceurs-d-adn-39886075.htm', 'https://www.zdnet.com/article/mysterious-iranian-group-is-hacking-into-dna-sequencers/']Mysterious Iranian hacker group hacks DNA sequencers['Iran'] France

['https://sn.dk/Erhverv/Maersk-rederi-ramt-af-omfattende-hackerangreb/artikel/732533', 'http://borsen.dk/nyheder/virksomheder/artikel/1/360103/maersk-rederi_udsat_for_nyt_hackerangreb_personfoelsomme_oplysninger_er_gaaet_tabt.html', 'https://www.jv.dk/business/Maersk-rederi-ramt-af-omfattende-hackerangreb/artikel/2595182', 'https://www.fyens.dk/erhverv/Maersk-rederi-ramt-af-omfattende-hackerangreb/artikel/3240135', 'https://www.bt.dk/erhverv/maersk-rederi-ramt-af-omfattende-hackerangreb', 'https://shippingwatch.dk/secure/Rederier/article10425198.ece']Maersk - shipping company affected by extensive hacker attack | Business['Denmark']Denmark

['https://mb.com.ph/2022/07/06/makati-lgu-no-proud-makatizen-data-breach/', 'https://www.philstar.com/business/technology/2022/07/07/2193763/300k-residents-data-makatizen-portal-left-exposed-lgu-assures-no-data-breach']300k resident data from Makatizen portal left exposed ; LGU assures no data breach['Philippines']Philippines

['https://propakistani.pk/2022/10/24/alleged-indian-hackers-targeted-nadra-fia-sngpl-and-other-govt-entities-once-again/', 'https://dailythepatriot.com/nadra-fia-sngpl-and-government-entities-were-once-again-targets-of-indian-hackers/']Alleged Indian Hackers Targeted NADRA , FIA , SNGPL , and Other Govt Entities Once Again['Pakistan']Pakistan

['https://www.doncasterfreepress.co.uk/news/doncaster-customers-could-be-among-10-million-affected-by-data-breach-1-9297813', 'https://www.southyorkshiretimes.co.uk/news/sheffield-customers-could-be-among-10-million-affected-by-data-breach-1-9297806']Doncaster customers could be among 10 million affected by data breach['United Kingdom']United States

['https://www.computerworld.dk/art/249364/dansk-virksomhed-lagt-ned-af-omfattende-hackerangreb-fortsat-ingen-adgang-til-netvaerk-syv-dage-efter-angreb', 'https://www.computerworld.dk/art/249364/dansk-virksomhed-lagt-ned-af-omfattende-hackerangreb-ingen-adgang-til-virksomhedsnetvaerket-efter-syv-dage']Danish company shut down by extensive hacker attack: No access to the company network after seven days['Denmark']Denmark

['http://www.antaranews.com/berita/632380/ketua-dewan-pers-sesalkan-laman-lembaganya-diretas-tapi-sependapat-dengan-pesannya', 'http://www.jpnn.com/news/10-situs-pemerintah-jadi-sasaran-hacker-setiap-hari', 'https://nasional.tempo.co/read/news/2017/05/31/063880161/pagi-ini-situs-dewan-pers-dan-kejaksaan-jadi-sasaran-hacker', 'http://www.antaranews.com/berita/632326/laman-dewan-pers-diretas', 'http://www.harianjogja.com/baca/2017/05/31/situs-resmi-kejaksaan-agung-diretas-ini-pesan-yang-ditulis-hacker-821043', 'http://medan.tribunnews.com/2017/05/31/situs-kejaksaan-agung-dibajak-hacker-singgung-perpecahan-di-indonesia', 'http://nasional.kompas.com/read/2017/05/31/11084941/menkominfo.segera.cek.situs.kejagung.dan.dewan.pers.yang.diretas', 'http://bali.tribunnews.com/2017/05/31/duh-situs-dewan-pers-dan-kejaksaan-agung-diretas-pesannya-seperti-ini', 'http://jateng.tribunnews.com/2017/05/31/situs-dewan-pers-dan-kejaksaan-agung-diretas-pesan-yang-ditulis-pelaku-bikin-merinding', 'http://techno.okezone.com/read/2017/The Press Council is still trying to recover the page from the hack['Indonesia']Indonesia

['https://www.calcalistech.com/ctech/articles/0,7340,L-3881510,00.html', 'https://www.veteranstoday.com/2021/01/02/major-israeli-cyber-security-provider-targeted-in-sophisticated-hack/', 'https://www.haaretz.com/israel-news/business/.premium.MAGAZINE-even-israel-s-secret-service-can-be-hacked-and-this-expert-knows-why-1.9410000', 'https://www.haaretz.com/israel-news/tech-news/.premium-israeli-firms-thwart-100m-cyberattack-by-chinese-hackers-1.9421595']Major Israeli Cyber security provider targeted in sophisticated hack – Veterans Today | Military Foreign Affairs Policy Journal for Clandestine Services['Israel'] Israel

['https://soyacincau.com/2022/12/30/tm-confirms-data-breach-involving-250000-unifi-mobile-customers/', 'https://www.thestar.com.my/tech/tech-news/2022/12/30/over-200000-customers-affected-by-unifi-mobile-data-breach']TM confirms data breach involving 250 , 000 Unifi Mobile customers['Malaysia']Malaysia

['https://siliconangle.com/2022/08/01/blackcat-ransomware-gang-claims-responsibility-attack-luxembourg-power-company/', 'https://www.itpro.co.uk/security/ransomware/368699/european-energy-company-and-gas-pipeline-hacked-by-alphv-ransomware', 'https://www.utilitydive.com/news/encevo-creos-envovos-ransomware/628644/', 'https://www.bleepingcomputer.com/news/security/blackcat-ransomware-claims-attack-on-european-gas-pipeline/', 'https://www.computing.co.uk/news/4054192/blackcat-ransomware-gang-hits-luxembourg-energy-supplier-creos', 'https://www.tageblatt.lu/headlines/energiekonzern-encevo-wird-von-der-hackergruppe-blackcat-erpresst/', 'https://www.cnews.ru/news/top/2022-08-08_troyan-shifrovalshchik_atakoval', 'https://www.silicon.de/41699546/luxemburger-energieunternehmen-von-ransomware-betroffen', 'https://www.businessinsurance.com/article/20220805/STORY/912351612/Luxembourg%E2%80%99s-energy-conglomerate-hit-by-ransomware-attack', 'https://www.darkreading.com/risk/european-energy-supplier-encevo-breached-in-attBlackCat ransomware gang hits Luxembourg energy supplier Creos['Luxembourg']Luxembourg

['https://www.afr.com/technology/pageup-data-breach-forces-coles-aus-post-and-more-to-close-careers-websites-20180606-h110rs', 'https://www.straitstimes.com/tech/vendor-of-careersgov-jobs-portal-hit-by-malware', 'https://www.scmagazine.com/human-resources-firm-pageup-suffers-data-breach-clients-affected/article/771427/', 'https://www.smh.com.au/business/companies/pageup-data-breach-abc-asahi-myer-macquarie-pull-jobs-pages-20180611-p4zktj.html', 'https://www.techradar.com/news/over-2-million-jobseekers-potentially-exposed-in-global-pageup-data-breach', 'https://www.thestar.com.my/news/regional/2018/06/12/malware-hits-spore-public-service-job-portal-vendor/', 'https://threatpost.com/pageup-malware-scare-sheds-light-on-third-party-risks/132571/', 'http://www.abc.net.au/news/2018-06-06/hr-software-company-pageup-hacked-with-client-data-compromised/9840048', 'http://www.scoop.co.nz/stories/WO1806/S00039/pageup-data-breach-calls-for-zero-trust-security.htm', 'https://www.theregister.co.uk/2018/06/06/pageup_people_dJob application tool PageUp suspects data breach['Australia']Australia

['https://www.adnradio.cl/nacional/2022/09/26/reportan-nuevo-hackeo-detectan-virus-en-matriz-informatica-del-poder-judicial-y-afecta-a-140-computadores.html', 'https://www.infinita.cl/noticias/2022/09/26/poder-judicial-hackeo-jueces.html', 'https://www.24horas.cl/actualidad/nacional/denuncian-hackeo-al-poder-judicial-jueces-deben-hacer-audiencias-celulares', 'https://www.biobiochile.cl/biobiotv/programas/podria-ser-peor/2022/09/26/hackeo-en-el-poder-judicial-los-equipos-estan-con-un-sistema-operativo-antiguo-y-hay-mas-riesgo.shtml']Hacking of the Judiciary: They infect the computer matrix and judges must hold hearings with their cell phones['Chile'] Chile



['https://www.nzz.ch/international/russische-hacker-dringen-in-amerikanische-stromversorgung-ein-ld.1450918', 'http://heraldk.com/2019/01/12/%EB%9F%AC%EC%8B%9C%EC%95%84-%ED%95%B4%EC%BB%A4-%EB%AF%B8-%EC%A0%84%EB%A0%A5%EB%A7%9D-%ED%95%B4%ED%82%B9-%EC%9C%84%ED%95%B4-24%EA%B0%9C%EC%A3%BC-%EA%B3%84%EC%95%BD%EC%97%85%EC%B2%B4-%EC%B9%A8/', 'http://www.koreatimes.com/article/20190111/1225109', 'http://baijiahao.baidu.com/s?id=1622333759654814607', 'https://www.redstate.com/elizabeth-vaughn/2019/01/14/us-electric-grid-hacked-targeting-hundreds-small-government-contractors-subcontractors/', 'https://dailycaller.com/2019/01/11/russia-cyber-attack-utility/', 'https://tass.ru/mezhdunarodnaya-panorama/5987316', 'https://www.newsru.com/world/10jan2019/rushackersusa.html', 'http://www.koreatimes.com/article/20190111/1225024', 'http://www.homelandsecuritynewswire.com/dr20190111-how-russia-hacked-u-s-power-grid']Russian Hackers Hacking Widespread U.S. Power Grids['United States']United States

['http://elorbe.com/portada/2017/05/10/hackean-cuenta-del-iepc-chiapas.html', 'http://www.cuartopoder.mx/hackeodecuentadeliepcdebeserinvestigado-201671.html']IEPC account hack must be investigated['Mexico'] Mexico

['https://www.apparata.nl/nieuws/apple-en-android-slachtoffer-van-italiaanse-spyware-aldus-google-189200', 'https://threatpost.com/google-hermit-spyware-android-ios/180062/', 'https://www.antaranews.com/berita/2958489/spyware-italia-tembus-perangkat-android-dan-iphone', 'https://www.luxtimes.lu/en/business-finance/us-defence-group-in-talks-to-buy-nso-group-s-pegasus-spyware-62a99512de135b9236db8e42', 'https://www.generation-nt.com/pegasus-spyware-utilise-moins-5-pays-union-europeenne-actualite-2002607.html', 'https://techcrunch.com/2022/06/23/hermit-zero-day-android-spyware/', 'https://www.thelocal.es/20220607/spanish-judge-seeks-to-quiz-israeli-ceo-over-spyware-scandal/', 'https://techcrunch.com/2022/06/17/hermit-spyware-government/', 'http://internetua.com/shpionskii-soft-hermit-popadaet-na-android-ustroistva-cserez-provaiderov-google', 'https://www.itnews.com.au/news/threat-actors-worked-with-isps-to-plant-malware-from-italian-spyware-vendor-581770', 'https://www.middleeasteye.net/news/us-defence-contractoApple and Android phones hacked by Italian spyware , Google says['Italy'] Italy, Kazakhstan

['https://www.kitco.com/news/2019-11-04/Cyber-attack-hits-Spanish-companies-including-radio-network.html', 'https://www.insurancejournal.com/news/international/2019/11/05/547542.htm', 'https://www.oann.com/cyber-attack-hits-spanish-companies-including-radio-network/']Cyber attack hits Spanish companies including radio network['Spain'] Spain

['http://www.sify.com/finance/data-breach-hits-10000-pnb-credit-debit-card-customers-cvv-numbers-pin-were-sold-on-dark-web-news-crime-scwuucjbffedb.html', 'http://www.moneycontrol.com/news/india/pnb-fraud-live-10000-bank-customers-may-be-hit-by-debit-and-credit-card-data-breach-2514181.html', 'https://www.ndtv.com/business/punjab-national-bank-pnb-already-reeling-under-nirav-modi-fraud-hit-by-data-breach-1816043', 'http://www.news18.com/news/business/data-breach-hits-10000-punjab-national-bank-credit-debit-card-customers-report-1669747.html', 'http://www.newsnow.in/news/10000-punjab-national-bank-credit-debit-card-customers-said-to-be-affected-by-data-breach-ndtv', 'https://www.indiatvnews.com/business/news-data-breach-hits-10-000-pnb-credit-debit-card-customers-says-report-429408', 'http://origin-businesstoday.intoday.in/sectors/banks/pnb-data-breach-bank-details-10000-credit-debit-card-leaked/story/271322.html', 'http://www.newindianexpress.com/nation/2018/feb/23/data-breach-hits-10000-punjab-national-bank-Data Breach Hits 10 , 000 Punjab National Bank Credit , Debit Card Customers : Report['India'] India

['https://www.dallasnews.com/news/public-health/2021/08/30/12-million-public-health-vaccination-records-exposed-in-denton-county-data-breach-officials-say/', 'https://www.wbap.com/2021/08/31/denton-county-data-breach-exposes-health-records-including-covid-vaccination-details/', 'https://www.msn.com/en-us/money/other/public-health-vaccination-records-exposed-in-denton-county-data-breach-officials-say/ar-AANUQWt']1 . 2 million public health , vaccination records exposed in Denton County data breach , officials say['United States']United States

['https://www.mundodeportivo.com/actualidad/20210505/493635966500/hackeo-ataque-glovo-datos-clientes-repartidores-act-pau.html', 'https://www.elmundo.es/tecnologia/2021/05/04/60917803fdddffd49c8b45f3.html', 'https://www.diariosur.es/tecnologia/internet/glovo-hackeo-datos-20210504201213-nt.html', 'https://24tv.ua/servis-dostavki-glovo-zaznav-kiberataki-zmi-novini-dnya_n1616953', 'https://www.elperiodico.cat/ca/economia/20210504/glovo-pateix-atac-cibernetic-hackers-venen-11701215', 'https://www.larazon.es/tecnologia/20210504/x2rmbuj6ljg5hnwj3ygklar7au.html', 'https://www.lasprovincias.es/economia/glovo-sufre-hackeo-20210504183046-nt.html', 'https://www.notimerica.com/ciencia-tecnologia/noticia-portaltic-glovo-sufre-hackeo-espana-expone-credenciales-repartidores-clientes-20210504170757.html', 'https://www.heraldo.es/noticias/economia/2021/05/04/glovo-sufre-un-hackeo-en-espana-que-expone-las-credenciales-de-repartidores-y-clientes-1489601.html', 'https://www.lainformacion.com/empresas/glovo-sufre-hackeo-espana-exballoon | Glovo suffers a hack in Spain that leaks the data of distributors and customers['Spain'] Spain

['https://www.asahi.com/ajw/articles/14713185', 'https://japantoday.com/category/crime/japan-metro-websites-hit-apparently-by-pro-russia-hacker-group', 'http://internetua.com/rosiiska-hakerska-grupa-atakuvala-yaponski-uryadovi-saiti-cserez-pidtrimku-ukrayini', 'https://english.kyodonews.net/news/2022/09/128099d42f4b-japan-metro-websites-hit-apparently-by-pro-russia-hacker-group.html', 'https://www.theepochtimes.com/japans-government-websites-targeted-by-suspected-pro-russian-hackers_4715407.html', 'https://mig.com.ua/khakery-z-rf-atakuvaly-iaponiiu-za-pidtrymku-ukrainy/', 'https://tsn.ua/svit/uryadovi-sayti-yaponiyi-atakuvali-rosiyski-hakeri-2152255.html', 'http://biz.heraldcorp.com/view.php?ud=20220907000011', 'https://news.kbs.co.kr/news/view.do?ncd=5550553', 'https://www.ukrinform.ua/rubric-world/3566124-rosijski-hakeri-atakuvali-uradovi-sajti-aponii.html', 'https://www.laprensalatina.com/japan-govt-websites-hit-by-suspected-pro-russia-hackers/', 'https://www.laprensalatina.com/pro-russian-hackers-declare-Japanese government websites were attacked by Russian hackers['Japan'] Japan

['http://world.kbs.co.kr/service/news_view.htm?lang=k&Seq_Code=328682', 'https://www.thesun.co.uk/news/9101293/jeremy-hunt-russia-north-korea-sanctions/']U.K., North Korea, Russia, etc. to be sanctioned for cyber attacks l KBS WORLD Radio['South Korea']South Korea

['https://www.mediacongo.net/article-actualite-48267_une_agence_de_l_onu_a_dissimule_un_piratage_informatique.html', 'https://menafn.com/1098183525/UN-aviation-agency-concealed-serious-hack-media', 'https://menafn.com/1098183253/UN-aviation-agency-conceals-serious-hack-media', 'https://www.atlantico.fr/node/3567049', 'https://www.lapresse.ca/international/201902/27/01-5216405-une-agence-de-lonu-a-dissimule-un-grave-piratage-informatique.php', 'https://www.japantimes.co.jp/?post_type=news&p=1791311', 'http://www.taipeitimes.com/News/world/archives/2019/03/01/2003710649', 'https://www.sudouest.fr/2019/02/28/une-agence-de-l-onu-a-dissimule-un-grave-piratage-informatique-5858629-4803.php', 'http://www.lefigaro.fr/flash-actu/2019/02/27/97001-20190227FILWWW00230-une-agence-de-l-onu-a-dissimule-un-piratage-informatique.php', 'https://www.ecnmag.com/news/2019/03/un-aviation-agency-concealed-serious-hack-media', 'https://www.scmp.com/news/world/united-states-canada/article/2188034/un-aviation-agency-icao-was-hacked-chA UN agency covered up a serious hack['France'] Canada

['https://www.indiatoday.in/technology/news/story/mobikwik-data-breach-said-to-be-largest-kyc-leak-personal-data-of-3-5-million-users-up-for-sale-on-dark-web-1784957-2021-03-30', 'https://www.ibtimes.co.in/mobikwik-says-user-data-safe-secure-denies-breach-3-5mn-users-amid-ipo-plans-834723', 'https://www.indiatimes.com/technology/news/mobikwik-data-breach-hack-credit-card-pan-card-database-dark-web-537273.html', 'https://www.thehindubusinessline.com/info-tech/claims-of-data-breach-being-investigated-mobikwik-ceo/article34198240.ece', 'https://www.business-standard.com/article/finance/data-breach-allegations-mobikwik-forensic-audit-gets-moving-on-rbi-order-121033101420_1.html', 'https://www.outlookindia.com/website/story/business-news-hackers-leak-data-of-99-cr-indians-allegedly-from-mobikwik-database-company-rejects-claim/378779', 'https://www.gadgetsnow.com/tech-news/a-hacker-10-crore-mobikwik-users-over-1-month-timeline-of-the-largest-kyc-data-breach/articleshow/81811357.cms', 'https://www.mysmartprice.com/gHackers allege data of 3 . 5 million MobiKwik users up for sale on dark web ; company junks claims['India'] India

['https://www.business-standard.com/article/news-ians/hacked-last-month-bjp-website-back-with-a-bang-119040101076_1.html', 'https://www.abplive.in/gadgets/weeks-after-getting-hacked-bjps-official-website-back-online-955415', 'http://www.orissapost.com/hacked-last-month-bjp-website-back-with-a-bang/']Hacked last month , BJP website back with a bang['India'] India

['http://globedia.com/datos-poblacion-ecuador-hackeados', 'https://www.computing.co.uk/ctg/news/3081689/ecuador-arrest-data-breach', 'https://www3.nhk.or.jp/nhkworld/en/news/20190918_09/', 'https://www.lexology.com/library/detail.aspx?g=dfea1306-9012-4f3a-82ac-38301c17f841', 'https://www.nytimes.com/2019/09/17/world/americas/ecuador-data-leak.html', 'https://www.computerweekly.com/news/252470787/Ecuador-citizens-data-breach-holds-lessons-for-enterprises', 'http://quickworldnews.com/security-firm-data-breach-exposes-millions-of-ecuadorians/', 'https://www.engadget.com/2019/09/17/ecuador-data-breach-20-million-citizens/', 'https://www.wlrn.org/post/data-breach-miami-server-exposes-personal-information-virtually-every-ecuadorean', 'https://www.15min.lt/naujiena/aktualu/pasaulis/programisiai-nutekino-beveik-visu-ekvadoro-gyventoju-asmeniniu-duomenu-57-1203816', 'http://www.talniri.co.il/marketnews/article.asp?id=96049', 'https://uk.news.yahoo.com/data-breach-exposes-private-information-of-entire-country-includingEcuador Investigates Data Breach of Some 20 Million People['Ecuador'] Ecuador

['http://businessnews-bd.com/bangladesh-bank-heist/', 'http://www.philstar.com:8080/headlines/2017/01/06/1660122/year-hackers-bangladesh-bank-heist-comeleak']Year of hackers : Bangladesh Bank heist , Comeleak['Bangladesh', 'Philippines']Bangladesh, Philippines

['https://www.coindesk.com/30-of-uk-firms-hit-by-crypto-mining-malware-in-a-month-survey/', 'https://www.kp.ru/online/news/3191325/', 'https://www.zdnet.com/article/cryptojacking-attacks-one-in-three-organisations-say-theyve-been-hit-with-mining-malware/', 'https://glavnoe.ua/news/n350190-hakery-ustroili-ataku-na-milliony-routerov-po-vsemu-miru', 'http://www.spamfighter.com/News-21706-Multiple-Cves-are-Exploited-by-the-New-Cryptomining-Malware-Zombieboy.htm', 'https://www.rbc.ru/crypto/news/5b61caa39a7947064a645cc8', 'https://www.moneycontrol.com/news/business/cryptocurrency/cryptocurrency-mining-malware-installed-on-over-170000-devices-in-brazil-2828911.html', 'https://amurmedia.ru/news/719417/', 'http://bankir.ru/novosti/20180801/group-ib-rossia-vosla-v-top-trojku-stran-po-cislu-postradavsih-ot-kiberatak-na-kriptobirzi-10144492/', 'https://regnum.ru/news/economy/2457533.html', 'http://www.labolsa.com/cbrokers/1224192116/', 'https://150sec.com/coinhive-malware/', 'http://www.marketoracle.co.uk/Article62767.hCryptocurrency mining malware installed on over 170 , 000 devices in Brazil['Brazil'] Brazil

['https://zeenews.india.com/world/indonesia-slams-china-after-dead-indonesian-crew-thrown-in-sea-state-intel-website-hacked-2283462.html', 'https://www.dnaindia.com/india/report-china-becomes-a-worry-for-indonesia-after-dead-indonesian-crew-thrown-into-sea-state-website-hacked-2824737', 'https://www.wionews.com/world/china-becomes-a-worry-in-indonesia-after-dead-indonesian-crew-thrown-in-sea-state-intel-website-hacked-298629']Indonesia slams China after dead Indonesian crew thrown in sea , state intel website hacked['Indonesia']Indonesia

['https://www.oann.com/italys-social-security-website-hit-by-hacker-attack/', 'http://morungexpress.com/italys-social-security-website-hit-hacker-attack']Italy social security website hit by hacker attack | One America News Network['Italy'] Italy

['https://www.bhaskar.com/tech-auto/news/chinese-hackers-targeted-shoppers-during-flipkart-festive-sales-128025583.html', 'https://www.prokerala.com/news/articles/a1112912.html', 'https://www.orissapost.com/chinese-hackers-targeted-indian-shoppers-during-online-festive-sales-report/', 'https://www.sanjeevnitoday.com/technology/chinese-hackers-target-indians-in-flipkarts-festival-sale/20201219/423913', 'https://www.patrika.com/latest-technology/chinese-hackers-targeted-indian-shoppers-during-flipkart-festive-sales-6582226/', 'https://www.livehindustan.com/gadgets/story-hackers-set-target-in-flipkarts-festival-sale-by-spin-the-lucky-wheel-learn-details-here-3690734.html', 'https://www.divyabhaskar.co.in/utility/gadgets/news/chinese-hackers-targeted-shoppers-during-flipkart-festive-sales-128025632.html']Chinese hackers targeted shoppers during Flipkart festive sales['India'] India

['https://www.cadena3.com/noticia/siempre-juntos/hackeo-al-poder-judicial-de-cordoba-inhabilitaran-el-sistema-hasta-el-viernes_333460', 'https://urgente24.com/actualidad/hackers-mandan-la-justicia-cordoba-la-edad-piedra-n542108', 'https://www.expreso.com.mx/noticias/sonora/hackeo-de-whatsapp-en-sonora/157994', 'https://www.netzwelt.de/news/206945-signal-fast-1900-accounts-whatsapp-konkurrenten-gehackt.html', 'https://diariodelistmo.com/estatal/estos-son-los-funcionarios-de-veracruz-a-los-que-les-han-hackeado-su-whatsapp/50223661', 'https://comercioyjusticia.info/justicia/hackeo-la-justicia-de-cordoba-presto-servicio-aunque-con-mucha-dificultad/', 'https://www.cadena3.com/noticia/siempre-juntos/hackeo-al-poder-judicial-de-cordoba-inhabilitaron-el-sistema-por-cuatro-dias_333460', 'https://www.cadena3.com/noticia/siempre-juntos/continua-hackeada-la-pagina-del-poder-judicial-de-cordoba_333460', 'https://www.cadena3.com/noticia/siempre-juntos/por-el-hackeo-la-justicia-de-cordoba-queda-resentida-hasta-el-miercoles_Hacking of the Judiciary of Córdoba: they disabled the system for four days['Argentina']Spain

['https://bandung.kompas.com/read/2022/08/04/205706778/usai-diretas-dengan-tampilan-kasus-brigadir-j-situs-kejari-garut', 'https://www.cnnindonesia.com/nasional/20220803201351-12-829977/website-kejari-garut-diretas-tampilkan-kasus-brigadir-j', 'https://www.pikiran-rakyat.com/jawa-barat/pr-015190883/website-kejari-garut-diretas-tampilkan-kasus-terbunuhnya-brigadir-j-polisi-turun-tangan', 'https://www.merdeka.com/peristiwa/website-kejari-garut-kena-hack-isinya-jadi-informasi-kasus-kematian-brigadir-j.html', 'https://www.tribunnews.com/regional/2022/08/04/website-kejari-garut-diretas-tampilkan-soal-kasus-brigadir-j-hingga-saat-ini-tak-bisa-diakses', 'https://jurnalgarut.pikiran-rakyat.com/berita-garut/pr-335179670/opposite6890-retas-website-kejari-garut-pelayanan-publik-terganggu-diisi-berita-brigadir-yosua', 'https://www.cnnindonesia.com/nasional/20220804123605-20-830229/situs-kejari-garut-masih-diretas-tampilkan-info-satgassus-ferdy-sambo', 'https://bandung.kompas.com/read/2022/08/03/185453678/website-kejari-gGarut State Prosecutor's Office Hacked Website, Garut Police Coordinate with Criminal Investigation Unit['Indonesia']Indonesia

['https://fedpress.ru/news/35/incidents/3077778', 'https://runews24.ru/vologda/19/08/2022/9100681b1f06c6ae3492d95b597b42a9']Mail servers of the Vologda legislature again attacked by hackers | Vologda Region['Russia'] Russia

['https://www.aftenposten.no/norge/i/GMM6y4/datainnbrudd-hos-domeneshop-flere-hundre-tusen-passord-paa-avveie', 'https://www.dagbladet.no/studio/nyhetsstudio/5?post=110373', 'https://www.aftenposten.no/norge/i/GMM6y4/datainnbrudd-hos-domeneshop-titusenvis-av-passord-paa-avveie', 'https://www.aftenposten.no/norge/i/mBKed4/nyhetsstudio-siste-nytt?pinnedEntry=62682', 'https://www.bt.no/nyheter/okonomi/i/766jdB/datainnbrudd-hos-domeneshop-300000-passord-paa-avveie']Data breach at Domaineshop - hundreds of thousands of passwords lost['Norway'] Norway

['https://www.tribunnews.com/techno/2021/09/12/thanos-diduga-retas-kementerian-dan-lembaga-negara-ini-pernyataan-pakar', 'https://www.liputan6.com/news/read/4657035/hacker-china-bobol-jaringan-bin-dan-kementerian-pks-kominfo-seperti-macan-ompong', 'https://www.bhaskar.com/international/news/taking-the-help-of-private-sector-talent-for-espionage-providing-them-official-security-hackers-are-taking-economic-benefits-from-it-128859616.html', 'https://www.pikiran-rakyat.com/nasional/pr-012594706/bin-bantah-servernya-diretas-hacker-china-isu-hoaks', 'https://gazeta.ua/ru/articles/world-life/_hakery-proveli-odno-iz-krupnejshih-kiberprestuplenij/1050566', 'https://www.liputan6.com/news/read/4658203/5-pernyataan-bin-soal-kabar-sistem-jaringannya-diretas-hacker-china', 'https://www.viva.co.id/berita/dunia/1403850-hacker-china-diduga-bobol-10-kementerian-termasuk-bin', 'https://techno.okezone.com/read/2021/09/13/54/2470372/dugaan-hacker-china-bobol-keamanan-siber-ri-bssn-sudah-jadi-pantauan-kami', 'https://www.liputan6.Chinese Hackers Suspected of Breaking the Security of Ministries & Institutions in Indonesia['Indonesia']Indonesia

['https://lenta.ru/news/2021/07/14/zel_web/', 'https://riafan.ru/1485314-ukrainskie-hakery-poddelali-sait-zelenskogo-radi-hishcheniya-cennoi-informacii']Ukrainian hackers forged Zelensky's website to steal valuable information['Ukraine'] Ukraine

['https://www.dnevnik.bg/bulgaria/2019/11/21/3995527_opitite_za_hakerski_ataki_sreshtu_prihodnata_agenciia/', 'https://dnes.dir.bg/comments/probivat-v-nap-privlyakal-vnimanieto-na-hakerite-ot-tsyal-svyat', 'https://www.frognews.bg/novini/trideset-hakerski-ataki-sreshtu-balgarski-kompanii-zavarshili-uspeshno.html', 'https://www.dnes.bg/index/2019/11/21/nap-prodyljava-da-e-atakuvana-ot-hakeri-tozi-pyt-neuspeshno.430408', 'https://www.novinite.bg/articles/182736/Direktorat-na-NAP-Opiti-za-hakerski-ataki-kam-bazata-danni-prodaljavat-i-do-dnes', 'https://www.actualno.com/bulgaria/nap-opitite-za-hakerski-ataki-prodyljavat-news_1408500.html', 'https://www.bgonair.bg/a/2-bulgaria/180970-opitite-za-hakerski-ataki-sreshtu-nap-prodalzhavat-tozi-pat-obache-sa-neuspeshni', 'https://www.novinite.com/articles/201807/Expert:+The+NRA+Data+Leak+Have+Attracted+the+Attention+of+Hackers+from+around+the+World', 'http://www.bnews.bg/article/264453-techat_na_danni_v_nap_privlyakal_vnimanieto_na_hakerite_ot_tsyal_svyat', 'https://dneNRA: Attempted hacker attacks continue['Bulgaria'] Bulgaria

['https://www.cnnindonesia.com/teknologi/20191016082049-185-439857/bmkg-sebut-tidak-diretas-tapi-pemeliharaan-server', 'https://news.harianjogja.com/read/2019/10/16/500/1022098/bmkg-tampik-servernya-diretas', 'https://www.antaranews.com/berita/1115298/informasi-situs-bmkg-diretas-ini-penjelasannya', 'https://www.elshinta.com/news/190180/2019/10/16/bmkg-server-dan-website-bmkg-normal-tidak-terjadi-peretasan', 'https://www.antaranews.com/berita/1114954/server-bmkg-bukan-diretas-melainkan-sedang-maintenance', 'https://www.cnnindonesia.com/teknologi/20191015121126-213-439595/server-bmkg-diretas']BMKG Appears Server Hacked - Harianjogja . com['Indonesia']Indonesia

['http://news1.kr/articles/?3079444', 'http://www.diodeo.com/news/view/2388400']Hackers targeting cryptocurrency after the Bithumb incident... camouflage hack['South Korea']South Korea

['http://www.lavenir.net/cnt/dmf20170227_00966592', 'http://www.lameuse.be/1797341/article/2017-02-27/bruxelles-debut-du-proces-des-hackers-de-downsec-ce-mardi']Brussels: start of the trial of Downsec hackers this Tuesday['Belgium'] Belgium

['https://www.medianama.com/2022/06/223-bhima-koregaon-pune-police-hacking/', 'https://www.thejasnews.com/sublead/new-report-claims-pune-police-linked-with-hacking-campaign-against-bhima-koregaon-accused-210086', 'http://twocircles.net/2022jun23/446154.html', 'https://www.wired.com/story/modified-elephant-planted-evidence-hacking-police/', 'https://www.telegraphindia.com/india/elgaar-parishad-case-police-linked-to-hacking-campaign-to-frame-indian-activists/cid/1870573', 'https://www.freepressjournal.in/india/activity-aligns-sharply-with-indian-state-interests-report-alleges-indian-cops-routinely-hack-activists', 'https://thewire.in/tech/security-researchers-claim-link-between-pune-police-and-hacking-campaign-against-bhima-koreagon-accused']Police Linked to Hacking Campaign to Frame Indian Activists['India'] India

['https://www.freepressjournal.in/india/tata-power-servers-hacked-data-leaked-on-dark-web', 'https://finance.yahoo.com/news/hive-ransomware-gang-leaks-data-131149412.html', 'https://www.itwire.com/business-it-news/security/tata-power-data-leaked-on-dark-web-after-hive-ransomware-attack.html', 'http://www.itechpost.com/articles/114648/20221025/hive-ransomware-group-leaks-data-tata-power-cyberattack.htm', 'https://www.bleepingcomputer.com/news/security/hive-claims-ransomware-attack-on-tata-power-begins-leaking-data/', 'https://www.techtimes.com/articles/282463/20221025/hacker-group-hive-claims-ransomware-attack-tata-power-leaks-stolen.htm', 'https://www.itpro.co.uk/security/ransomware/369378/hive-ransomware-group-claims-cyber-attack-on-indias-tata-power', 'https://www.medianama.com/2022/10/223-tata-power-data-breach-ransomware-cyber-attack/']Hive ransomware gang leaks data stolen during Tata Power cyberattack['India'] India

['https://ummid.com/news/2022/january/05.01.2022/indians-among-2170-hacked-via-microsoft-signature-verification.html', 'https://www.glamsham.com/world/technology/over-2k-victims-hacked-via-microsoft-signature-verification-including-in-india', 'https://www.techshout.com/2-thousand-users-hacked-via-microsoft-signature-verification/', 'https://www.prokerala.com/news/articles/a1234079.html']Indians among 2 , 170 hacked via Microsoft signature verification['India'] India

['https://gephardtdaily.com/national-international/netherlands-expels-russians-for-hacking-lab-investigating-skripal-case/', 'https://www.aoh.dk/ritzau/holland-udviser-russere-efter-forsog-paa-at-hacke-laboratorium', 'https://www.bfm.ru/news/394764', 'https://www.nrc.nl/nieuws/2018/09/14/russen-ook-verdacht-van-cyberaanval-dopingbureau-a1616609', 'https://www.vecernji.hr/vijesti/dvojica-rusa-uhicena-u-nizozemskoj-pod-sumnjom-u-planiranje-hakerskog-napada-1269914', 'https://boingboing.net/2018/09/18/russian-agents-allegedly-tried.html', 'https://www.dailymail.co.uk/news/article-6173171/Two-Russian-nerve-agent-suspects-alleged-hacked-World-Anti-Doping-Agency.html', 'https://www.businessinsider.com.au/russian-hack-serena-venus-williams-simone-biles-exemptions-banned-drugs-2016-9', 'https://www.deccanchronicle.com/technology/in-other-news/170918/swiss-probe-alleged-russian-cyber-attack-on-world-anti-doping-agency.html', 'https://www.svoboda.org/a/29491390.html', 'https://echo.msk.ru/news/2278538-echo.html', 'httpThe Prosecutor office of Switzerland accuses the Russians to the cyber attacks['Switzerland']Switzerland

['https://www.poughkeepsiejournal.com/story/news/local/2020/01/17/health-quest-data-breach-2018-revealed-social-security-numbers/4499503002/', 'https://www.ctnewsjunkie.com/archives/entry/20200128_access_health_reports_data_breach/', 'https://www.poughkeepsiejournal.com/story/news/local/2020/01/23/data-breach-health-quest-nuvance-federal-lawsuit-email/4546165002/', 'https://www.dailyfreeman.com/news/local-news/health-quest-data-breach-apparently-wider-than-first-reported/article_701de7da-3bce-11ea-bc37-67e678818e56.html', 'https://fox61.com/2020/01/30/access-health-reports-over-1000-consumers-information-compromised-in-data-breach/', 'https://www.govinfosecurity.com/health-data-breach-reported-for-seven-months-a-13652', 'https://www.live5news.com/2020/01/24/lawsuit-claims-thousands-patients-information-compromised-tidelands-health-ransomware-attack/', 'https://healthitsecurity.com/news/lawsuits-filed-against-health-quest-tidelands-after-data-breach-reports', 'https://www.nbcconnecticut.com/tag/data-breach/']Data breach : Health Quest , Nuvance target of federal lawsuit['United States']United States

['https://www.castanet.net/news/Kelowna/303512/RCMP-warn-of-ransomware-scams-making-the-rounds-in-Valley', 'https://infotel.ca/newsitem/kelowna-rcmp-warn-of-malware-attacks-targeting-businesses/it74466']RCMP warn of ransomware scams making the rounds in Valley - Kelowna News['Canada'] Canada

['https://diario.mx/juarez/paga-jmas-a-usuarios-afectados-por-hackeo-20220715-1951373.html', 'https://diario.mx/juarez/se-reune-director-de-la-jmas-a-victimas-de-hackeo-20220704-1947613.html', 'https://juarezhoy.com.mx/atiende-la-jmas-a-victimas-de-hackeo/', 'http://puentelibre.mx/noticia/asumiremos_responsabilidad_en_lo_que_corresponda_jmas_por_hackeo_bbva_ciudad_juarez/', 'https://juarezhoy.com.mx/jmas-juarez-realiza-pago-a-afectados-por-hackeo/', 'http://puentelibre.mx/noticia/pagara_jmas_a_afectados_por_hackeo_el_lunes/', 'https://juarezhoy.com.mx/la-jmas-paga-a-usuarios-afectados-por-hackeo/', 'http://puentelibre.mx/noticia/reembolsara_jmas_dinero_perdido_victimas_hackeo_bbva_banco_juarez_julio_2022/', 'https://diario.mx/juarez/se-reune-director-de-la-jmas-con-victimas-de-hackeo-20220704-1947613.html', 'http://puentelibre.mx/noticia/jmas_hackeo_reunion_solucion_1_julio_2022/', 'http://puentelibre.mx/noticia/entrego_jmas_3_cheques_a_victimas_de_hackeo_ciudad_juarez/', 'http://puentelibre.mx/noticia/pago_jJMAS will reimburse lost money to hacking victims['Japan'] Mexico

['https://www.biobiochile.cl/noticias/nacional/chile/2022/08/30/csirt-emite-alerta-de-seguridad-cibernetica-para-todo-el-estado-tras-hackeo-al-sernac.shtml', 'https://www.duna.cl/noticias/2022/08/30/tras-hackeo-al-sernac-csirt-emite-alerta-de-seguridad-cibernetica-para-todo-el-estado/', 'https://www.infinita.cl/noticias/2022/08/29/hackean-base-de-datos-de-sernac-ente-informatico-del-gobierno-emite-alerta-de-seguridad-al-estado.html', 'https://www.adnradio.cl/nacional/2022/08/25/sernac-advierte-de-hackeo-a-sus-sistemas-informaticos.html', 'https://www.cnnchile.com/pais/sernac-ataque-cibernetico-sitio-web-5-dias-hackeados_20220829/', 'https://www.biobiochile.cl/noticias/economia/actualidad-economica/2022/08/29/el-sitio-web-y-las-bases-de-datos-del-sernac-ya-llevan-5-dias-secuestradas-por-hackers.shtml', 'https://www.elmostrador.cl/dia/2022/08/29/sitio-web-del-sernac-lleva-cinco-dias-hackeado/']After Sernac hack: CSIRT issues cyber security alert for the entire State['Chile'] Chile

['https://www.elmanana.com/noticias/nacional/tras-hackeo-sict-restablece-servicios/5636195', 'https://imparcialoaxaca.mx/nacional/721868/4t-supera-hackeo-sict-reanuda-tramites-de-licencias/', 'https://www.am.com.mx/nacional/2022/12/2/hackeo-en-sict-tras-hackeo-sict-restablece-servicios-tramites-digitales-636609.html']Hacking in SICT: After hacking, SICT restores digital services and procedures['Mexico'] Mexico

['https://www.hankookilbo.com/News/Read/A2022122114150004331', 'https://www.donga.com/news/Society/article/all/20221220/117089464/1', 'https://www.news1.kr/articles/?4899830', 'https://www.donga.com/news/Society/article/all/20221220/117090841/1', 'https://www.hankookilbo.com/News/Read/A2022122012150003213', 'https://www.edaily.co.kr/news/read?newsId=02312406632560488&mediaCodeNo=257', 'https://www.donga.com/news/Society/article/all/20221220/117086644/2', 'https://www.hankyung.com/society/article/2022122082097', 'https://www.edaily.co.kr/News/Read?newsId=01200486632561800&mediaCodeNo=257', 'https://news.kmib.co.kr/article/view.asp?arcid=0017787864&code=61121211&sid1=soc', 'https://moneys.mt.co.kr/news/mwView.php?no=2022122013473657396&code=w1602&MRN', 'http://biz.heraldcorp.com/view.php?ud=20221220000475', 'https://www.etoday.co.kr/news/view/2204579', 'https://www.hani.co.kr/arti/society/society_general/1072351.html', 'http://segye.com/newsView/20221220507924', 'https://news.kmib.co.kr/article/view.asp?arcid=0Wallpad hacker spying on 400,000 households... By the way, IT security expert['South Korea']South Korea

['https://cursdeguvernare.ro/institutii-publice-si-private-din-romania-atacate-de-malware-de-tip-bancar-emotet.html', 'http://stiri.tvr.ro/alerta-cert-ro-institutii-publice-si-private-din-romania-atacate-de-malware-ul-de-tip-bancar-emotet_872593.html', 'http://vremeanoua.ro/alerta-institutii-publice-si-private-din-romania-atacate-de-malware-ul-de-tip-bancar-emotet-este-greu-de-identificat-si-interceptat/', 'https://www.ziarulprofit.ro/index.php/mai-multe-institutii-publice-si-private-din-romania-atacate-de-malware-ul-de-tip-bancar-emotet/', 'https://www.b1.ro/stiri/high-tech/atac-cibernetic-in-romania-mai-multe-institutii-afectate-de-malware-ul-de-tip-bancar-emotet-348930.html', 'https://www.ziuanews.ro/stiri/mai-multe-institu-ii-publice-i-private-din-rom-nia-atacate-cu-un-malware-care-fur-date-financiare-1542979', 'https://ziare.com/stiri/atac/mai-multe-institutii-publice-si-private-din-romania-atacate-cu-un-malware-care-fura-date-financiare-cum-este-livrat-virusul-1640551', 'https://www.stiripesurse.ro/alerCyber attack in Romania. Several institutions affected by the Emotet banking malware['Romania']Romania

['https://golos.ua/i/688676', 'https://vgolos.com.ua/news/sajt-natsbanku-perezhyvaye-hakerski-ataky_1004242.html', 'http://uaport.net/news/ua/t/1906/19/22804414', 'http://uaport.net/news/ua/t/1906/18/22804414', 'https://www.unian.net/economics/finance/10589391-sayt-nacbanka-podvergsya-hakerskoy-atake-i-rabotaet-v-ogranichennom-rezhime.html', 'https://www.fontanka.ru/2019/06/18/107/', 'https://www.priyo.com/articles/20190622356923', 'https://www.unian.ua/economics/finance/10589388-sayt-nacbanku-zaznav-hakerskoji-ataki-ta-pracyuye-v-obmezhenomu-rezhimi.html', 'https://www.rbc.ru/rbcfreenews/5d0909d29a7947d7b53cf3c9', 'http://www.rosbalt.ru/world/2019/06/18/1787527.html']National Bank of Ukraine attacked by hackers['Ukraine'] Ukraine

['https://www.gizchina.com/2022/07/24/uber-agreed-to-cooperate-with-feds-over-data-breach-deal-in-2016/', 'https://economictimes.indiatimes.com/tech/startups/uber-admits-covering-up-2016-hacking-avoids-prosecution-in-u-s-settlement/articleshow/93071755.cms', 'https://www.washingtontimes.com/news/2022/jul/25/uber-admits-hiding-2016-data-breach-exposing-rider/', 'https://www.khaleejtimes.com/americas/uber-admits-covering-up-2016-hacking-avoids-prosecution-in-us-settlement', 'https://www.thehindu.com/sci-tech/technology/uber-admits-covering-up-2016-hacking-avoids-prosecution-in-us-settlement/article65673730.ece', 'https://www.oc-breeze.com/2022/07/28/216067_uber-enters-non-prosecution-agreement-related-to-2016-data-breach/', 'https://lawstreetmedia.com/news/tech/uber-settles-2016-data-breach-coverup-allegations-with-feds-for-148m/', 'https://ummid.com/news/2022/july/26.07.2022/uber-admits-covering-up-data-breach-involving-57-mn-users.html', 'https://quote.rbc.ru/news/short_article/62dd28e59a794788e4cfea87', 'httUber confesses it covered up a huge data breach['United States']United States

['https://3dnews.ru/994437', 'https://viralfeels.com/facebook-says-tens-of-thousands-of-apps-suspended-over-malware-data-misuse-concerns/', 'https://donpress.com/news/21-09-2019-posle-skandala-s-utechkoy-dannyh-facebook-zablokiroval-neskolkih-tysyach', 'https://donpress.com/news/21-09-2019-posle-skandala-s-utechkoy-dannyh-facebook-zablokiroval-neskolko-tysyach-prilozheniy']Facebook Says  Tens of Thousand of Apps Suspended Over Malware , Data Misuse Concerns – Viral Feels['Ukraine'] Ukraine

['https://www.lifehacker.com.au/2019/10/malware-alert-aus-gov-warns-of-dangerous-email-trojan/', 'https://www.arnnet.com.au/article/667916/warnings-issued-emotet-malware-hits-australian-inboxes/', 'https://mrtopstep.com/acsc-releases-advisory-on-emotet-malware-campaign/', 'https://www.crn.com.au/news/govt-warns-of-new-emotet-malware-campaign-532967', 'https://www.insurancebusinessmag.com/au/news/cyber/alert-level-raised-in-australia-over-malware-campaign-189808.aspx', 'https://www.itwire.com/security/acsc-warns-of-windows-malware-emotet-spreading-in-australia.html']Warnings issued as  Emotet  malware hits Australian inboxes['Australia']Australia

['https://www.nbc29.com/2019/11/25/medicare-data-breach-impacts-about-beneficiaries/', 'https://www.whsv.com/content/news/Data-breach-compromises-about-220000-Medicare-card-numbers-565437381.html', 'https://mix931online.iheart.com/featured/steve/content/2019-11-25-according-to-vpas-about-220000-people-affected-by-medicare-data-breach/']Data breach compromises about 220 , 000 Medicare card numbers['Australia']United States

['https://invezz.com/news/2020/12/25/livecoin-exchange-lost-control-of-its-servers-in-a-hacking-attack/', 'https://gulfnews.com/business/banking/russian-crypto-exchange-livecoin-hacked-1.1608966121634']Russian crypto exchange Livecoin hacked['Russia'] Russia

['https://www.pulzo.com/nacion/eps-sanitas-colsanitas-medisanitas-sufren-hackeo-responde-grupo-keralty-PP2327311', 'https://www.pulzo.com/nacion/supersalud-sanitas-lanza-advertencia-por-hackeo-todo-su-sistema-PP2376387', 'https://www.laopinion.com.co/colombia/eps-sanitas-es-victima-de-ataque-cibernetico', 'https://www.eltiempo.com/tecnosfera/novedades-tecnologia/hackeo-a-eps-sanitas-afecta-a-casi-5-5-millones-de-usuarios-721790', 'https://noticias.caracoltv.com/salud/hackeo-afecto-a-5-millones-de-usuarios-de-sanitas-rg10', 'https://www.pulzo.com/tecnologia/sanitas-hoy-presenta-hackeo-caso-es-grave-dicen-expertos-PP2340303']EPS Sanitas, Colsanitas and Medisanitas suffer hacking; Keralty group responds['Colombia']Colombia

['https://www.cnnindonesia.com/nasional/20210808140757-12-677901/peretas-situs-setkab-ditangkap-di-sumbar-abg-17-18-tahun', 'https://www.jpnn.com/news/situs-sekretariat-kabinet-diretas-christina-dpr-ri-bssn-harus-bekerja-optimal', 'https://www.kompas.com/global/read/2021/08/01/062326170/27-akun-email-jaksa-as-diretas-berisi-informasi-penting', 'https://mediaindonesia.com/politik-dan-hukum/424001/cuma-kepentingan-pribadi-seorang-remaja-retas-situs-sekretaris-kabinet-ri', 'https://news.okezone.com/read/2021/08/01/18/2449126/akun-30-jaksa-as-diretas-rusia-bisa-bongkar-penyamaran', 'https://lancasteronline.com/lavoz/estados-unidos/hackers-rusos-se-infiltraron-en-emails-de-fiscales-de-eeuu/article_5fed8283-4ddb-554b-acd7-046db5d2100e.html', 'https://www.bignewsnetwork.com/news/270600018/us-justice-department-russians-hacked-federal-prosecutors', 'https://www.jpnn.com/news/pelaku-peretasan-situs-setkab-masih-berusia-belasan-tahun-sudah-diciduk-bareskrim-polri', 'https://www.breitbart.com/tech/2021/08/11/report-chinUS: Russian Hackers Infiltrated Emails of Federal Prosecutors – NBC Denver['United States']United States

['https://www.burgas24.bg/novini/Bylgaria/Prokuraturata-i-GDBOP-proveryavat-za-hakerski-ataki-sreshtu-PIK-i-Trud-1139274', 'https://www.plovdiv24.bg/novini/Bylgaria/Prokuraturata-i-GDBOP-proveryavat-za-hakerski-ataki-sreshtu-saitovete-PIK-i-Trud-1139272']The Prosecutor's Office and the GDBOP are checking for hacker attacks against the PIK and Trud websites['Bulgaria'] Bulgaria

['https://www.securityweek.com/polish-state-websites-hacked-and-used-spread-false-info', 'https://www.delfi.lt/news/daily/world/isilauzus-i-lenku-vyriausybes-svetaines-jose-patalpinta-melaginga-zinia-apie-branduoliniu-atlieku-nuoteki-is-lietuvos.d?id=86722443', 'https://www.lrt.lt/naujienos/pasaulyje/6/1367279/isilauzus-i-lenku-vyriausybes-svetaines-isplatinta-melaginga-informacija-apie-tariama-branduoliniu-atlieku-nuoteki-is-lietuvos', 'https://abcnews.go.com/International/wireStory/polish-state-websites-hacked-spread-false-info-76513103']After hacking into the Polish government websites, false news about the leakage of nuclear waste from Lithuania was placed on them.['Poland', 'Lithuania']Poland

['https://3dnews.ru/1038938/issledovateli-udalyonno-vzlomali-elektromobil-tesla-s-pomoshchyu-drona', 'https://www.lrytas.lt/auto/technika/2021/05/16/news/hakeriai-ismoko-isilauzti-i-tesla-automobilius-naudodami-dronus-ar-elektromobiliu-savininkams-jau-sunerimti--19315541/', 'https://www.torquenews.com/1/tesla-hacked-drone-company-informed-and-fixed-loophole', 'https://www.foxbusiness.com/technology/tesla-computer-how-it-got-hacked', 'https://www.dobreprogramy.pl/tesla-zhakowana-zdalnie-przez-drona-atak-nie-wymagal-interakcji-ofiary,6636396676991776a', 'https://securite.developpez.com/actu/314825/Des-chercheurs-piratent-une-voiture-Tesla-a-distance-a-partir-d-un-drone-en-utilisant-un-exploit-Zero-Clic-plusieurs-vehicules-electriques-pourraient-etre-touches-par-ces-vulnerabilites/', 'http://internetua.com/elektrokar-tesla-vzlomali-bespilotnikom-s-pomosxua-wi-fi', 'http://rosinvest.com/novosti/1440787', 'https://actualidad.rt.com/actualidad/390907-tesla-hackers-dron-robo', 'http://rosinvest.com/novosti/1440761',They manage to hack a Tesla remotely using a drone['United States']United States

['https://www.dobreprogramy.pl/Serwis-GEDmatch-zostal-zhackowany.-Ujawniono-ponad-milion-profili-DNA,News,109158.html', 'https://news.day.az/world/1255966.html', 'https://www.itpro.co.uk/security/phishing/356554/hackers-target-dna-profiles-on-major-genealogy-databases']One of the largest DNA databases was hacked by hackers['Poland'] Poland

['https://www.amnesty.ch/de/laender/europa-zentralasien/aserbaidschan/dok/2017/cyberangriff-der-regierung-auf-oppositionelle', 'https://www.amnesty.org.uk/press-releases/azerbaijan-activists-targeted-government-sponsored-cyber-attack']Azerbaijan: Government cyber attack on opposition figures — Amnesty International Switzerland['Azerbaijan']Azerbajian

['https://www.livehindustan.com/national/story-assam-news-channel-hacked-pakistani-flag-appeared-prophet-hymn-ticker-6629512.html', 'http://www.journalismpakistan.com/pakistani-hackers-deface-indian-tv-live-broadcast', 'https://www.andhrajyothy.com/telugunews/assam-channel-hacked-live-feed-replaced-with-pak-flag-mrgs-national-1822061209580588', 'http://www.busan.com/view/busan/view.php?code=2022061319203048944', 'https://www.freepressjournal.in/india/watch-assamese-news-channel-hacked-by-pakistani-hackers-respect-holy-prophet-tickers-screened', 'https://www.yna.co.kr/view/AKR20220613147751005', 'https://zeenews.india.com/hindi/pakistan-china/pakistani-hackers-hacked-assam-digital-news-channel-and-flash-prophet-song/1216772', 'https://www.sentinelassam.com/north-east-india-news/assam-news/assam-based-online-news-channel-hacked-by-pakistani-hackers-596799', 'http://www.pakistanpressfoundation.org/indian-news-channel-hacked-by-pakistani-group-over-bjp-leaders-blasphemous-remarks/', 'https://www.hankookilbo.com/NAssam - Based Online News Channel Hacked By Pakistani Hackers['India'] India

['https://economictimes.indiatimes.com/markets/cryptocurrency/deja-vu-for-stablecoins-this-token-tanks-99-post-hacker-attack/articleshow/93594763.cms', 'https://www.ibtimes.com/stablecoin-depegs-acala-hacker-mints-12-billion-ausd-out-thin-air-3601750']acala dollar : Deja vu for stablecoins ? This token tanks 99 % post hacker attack['India'] India

['https://www.bleepingcomputer.com/news/security/twilio-hackers-hit-over-130-orgs-in-massive-okta-phishing-attack/', 'https://techcrunch.com/2022/08/25/twilio-hackers-group-ib/', 'https://www.business-standard.com/article/companies/doordash-confirms-data-breach-through-phishing-customers-data-exposed-122082600454_1.html', 'https://www.theverge.com/2022/8/26/23323036/phishing-scam-campaign-twilio-hack-companies', 'https://www.computerweekly.com/news/252524209/Criminal-0ktapus-spoofed-IAM-firm-in-massive-phishing-attack', 'https://techcrunch.com/2022/08/25/doordash-customer-data-breach-twilio/', 'https://betanews.com/2022/08/29/twilio-hack-led-to-compromise-of-2fa-app-authy/', 'https://www.unocero.com/internet/phishing-alert-130-empresas/', 'https://dailyhive.com/vancouver/doordash-phishing-scam', 'https://my1035.com/montanans-likely-affected-by-latest-doordash-data-breach/', 'https://www.marketwatch.com/story/doordash-data-breach-some-customers-and-drivers-information-accessed-11661476240', 'https://www.pcmag.Personal Details of DoorDash Customers Accessed in Phishing Attack['United States']United States



['https://www.dailyrepublic.com/all-dr-news/wires/massive-dhs-data-breach-raises-questions-about-oregons-cybersecurity-protocols-the-oregonian-portland-ore/', 'https://www.ktvz.com/news/oregon-dhs-sending-645-000-notices-of-data-breach/1087357753', 'https://www.kgw.com/article/news/data-breach-could-impact-645000-dhs-clients/283-81b4bcf5-eafc-48cc-86cd-c7401d8d0f02', 'http://www.lowellsun.com/editorials/ci_32689434/dhs-data-breach-should-be-taken-seriously', 'https://www.kezi.com/content/news/Hundreds-at-risk-in-OSU-data-breach-511312612.html', 'https://www.statesmanjournal.com/story/news/politics/2019/06/18/oregon-department-human-services-notifies-645-000-people-data-breach-from-phishing-scam/1492742001/', 'https://1190kex.iheart.com/content/2019-06-18-645000-dhs-clients-affected-by-data-breach/', 'https://www.chron.com/news/article/645-000-clients-affected-in-state-Human-Services-14015965.php', 'https://www.foxnews.com/tech/falling-for-phishing-email-can-be-catastrophic-heres-why', 'http://mybasin.com/2019More than 645 , 000 Oregonians impacted by DHS data breach['United States']United States

['https://www.sfgate.com/business/article/Facebook-must-face-lawsuit-over-29-million-user-14035149.php', 'https://www.zdnet.com/article/facebooks-bid-to-quash-data-breach-lawsuit-dismissed-by-judge/', 'https://www.bendbulletin.com/home/7255156-151/judge-facebook-must-face-lawsuit-over-data-breach', 'https://www.law360.com/articles/1171950', 'https://www.thenewsminute.com/article/facebook-faces-trial-over-data-breach-affecting-30-million-users-104231', 'https://www.columbian.com/news/2019/jun/24/facebook-must-face-suit-over-data-breach/', 'https://www.moneyweb.co.za/news/tech/facebook-must-face-lawsuit-over-29m-user-data-breach/', 'https://www.insurancejournal.com/news/national/2019/06/24/530247.htm', 'https://threatpost.com/facebook-faces-lawsuit-over-massive-2018-data-breach/145971/', 'https://www.ohio.com/news/20190624/facebook-must-face-lawsuit-over-29-million-user-data-breach', 'https://www.law360.com/articles/1174853/facebook-s-discovery-bid-in-500m-data-breach-suit-nixed', 'https://www.mediapost.com/pubFacebook faces trial over data breach affecting 30 million users['United States']United States

['https://www.news18.com/news/india/key-accused-in-nepal-bank-account-hacking-held-in-uttarakhand-2947633.html', 'https://in.news.yahoo.com/key-accused-nepal-bank-account-151514523.html']Key Accused In Nepal Bank Account Hacking Held In Uttarakhand['Nepal'] Nepal

['https://e.vnexpress.net/news/news/data-stealing-spyware-rears-head-in-vietnam-4119828.html', 'https://www.tin247.com/phat-hien-ma-doc-lay-cap-thong-tin-tren-smartphone-nguoi-dung-tai-viet-nam-4-27312269.html', 'https://vietnamnet.vn/en/sci-tech-environment/data-stealing-spyware-vn84app-attacks-mobile-users-in-vietnam-652660.html']Data stealing spyware rears head in Vietnam - VnExpress International['Vietnam'] Vietnam

['https://www.thenational.ae/uae/ride-sharing-platform-careem-says-hit-by-cyber-attack-with-data-of-up-to-14-million-users-stolen-1.723927', 'http://javedch.com/science-and-technology/2018/04/24/440514']Ride sharing platform Careem says hit by cyber attack with data of up to 14 million users stolen['Pakistan', 'United Arab Emirates', 'Qatar', 'Bahrain', 'Egypt', 'Morocco', 'Lebanon', 'Jordan', 'Kuwait', 'Oman', 'Saudi Arabia', 'Turkey']Pakistan, Middle East, Turkey, North Africa

['https://www.business-standard.com/article/finance/cbi-takes-over-probe-on-rs-12-bn-heist-by-hackers-that-rocked-ubi-in-2006-118091700978_1.html', 'https://www.dnaindia.com/india/report-cbi-files-case-in-union-bank-of-india-hacking-2664386', 'http://www.sify.com/finance/cbi-to-investigate-two-year-old-case-of-1200-crores-hacked-from-nostro-accounts-of-union-bank-news-crime-sjsnDAgfhegjb.html', 'https://mumbaimirror.indiatimes.com/mumbai/crime/cbi-to-probe-rs-1200-crore-stolen-from-ubi-by-hackers/articleshow/65849523.cms']CBI files case in Union Bank of India hacking['India'] India

['https://www.estrategiaynegocios.net/centroamericaymundo/canciller-de-guatemala-reconoce-hackeo-de-red-consular-OE10416800', 'https://elperiodico.com.gt/politica/ejecutivo/2022/10/08/canciller-guatemalteco-reconoce-hackeo-de-red-consular/', 'https://noticieros.televisa.com/ultimas-noticias/hackean-sistema-informatico-de-cancilleria-en-guatemala/']Guatemalan Foreign Minister acknowledges hacking of consular network['Guatemala']Guatemala

['https://ria.ru/20220725/khakery-1804806534.html', 'https://www.ansa.it/english/news/general_news/2022/07/25/probe-into-possible-cyber-attack-on-italys-tax-agency_dcbe47fc-b826-40a7-bab2-2f14fe7e66be.html']In Italy, hackers stole 78 gigabytes of tax administration data['Italy'] Italy

['https://bali.jpnn.com/bali-terkini/14903/pesan-peretas-sangar-hanya-orang-gila-anggap-negara-ini-baik-baik-saja', 'https://surabaya.liputan6.com/read/4939516/puluhan-website-pemkab-trenggalek-diretas-layanan-informasi-terganggu', 'https://koran-jakarta.com/gawat-bagaimana-ini-bisa-terjadi-puluhan-laman-daring-resmi-pemkab-trenggalek-diretas', 'https://sultra.jpnn.com/sultra-terkini/1014/pesan-peretas-website-pemerintah-hanya-orang-gila-yang-menganggap-negara-ini-baik-baik-saja', 'https://www.antaranews.com/berita/2822785/puluhan-laman-daring-resmi-pemkab-trenggalek-diretas', 'https://sumut.jpnn.com/sumut-terkini/800/website-pemerintah-di-hack-pesannya-menohok-singgung-negara-dan-gila', 'https://tulungagung.pikiran-rakyat.com/regional/pr-2104259076/lebih-40-laman-resmi-pemkab-trenggalek-diretas-hacker-pemkab-ungkap-tampilan-poster-dengan-pesan-khusus']It's bad how this could happen, dozens of official online pages of the Trenggalek Regency Government were hacked['Indonesia']Indonesia

['https://taz.de/Trojaner-hackt-Kammergericht-Berlin/!5657177/', 'https://www.tagesspiegel.de/berlin/cyberangriff-auf-berliner-kammergericht-russische-hacker-koennten-justizdaten-gestohlen-haben/25477570.html']Cyber attack on Berlin Superior Court: Russian hackers may have stolen judicial data - Berlin['Germany']Germany

['https://aajtak.intoday.in/story/whatsapp-safety-and-security-tips-ttec-1-1103681.html', 'https://www.mediacongo.net/article-actualite-54025_malware_l_agent_smith_s_invite_sur_25_millions_d_appareils_android.html', 'http://zerkalo.az/kaspersky-lab-obnaruzhila-programmu-shpion-sposobnuyu-chitat-chaty-v-telegram/', 'https://www.techz.vn/25-trieu-thiet-bi-android-nhiem-ma-doc-nguy-hiem-mang-ten-agent-smith-ylt75788.html', 'https://cyberguerre.numerama.com/1589-pegasus-2-0-un-onereux-malware-pour-voler-les-donnees-des-utilisateurs-stockees-dans-le-cloud.html', 'https://finance.yahoo.com/news/25-million-infected-devices-check-130000770.html', 'https://aajtak.intoday.in/story/agent-smith-malware-affected-15-million-android-devices-worldwide-checkpoint-claims-ttec-1-1100553.html', 'https://www.independent.co.uk/life-style/gadgets-and-tech/news/apple-facebook-google-hack-privacy-nso-whatsapp-privacy-spyware-a9012281.html', 'https://www.itbusiness.ca/news/hashtag-trending-25-million-androids-infected-with-malware-detnews News: Agent Smith Malware: Agent Smith's attack! 1 of the affected countries. 5 crore WhatsApp users - over 1. 5 crore whatsapp users affected in India affected by this malware['India'] India

['http://www.comnews.ru/content/118706/2019-03-26/hakery-podklyuchilis-k-obnovleniyam', 'https://www.journaldugeek.com/2019/03/26/asus-suite-a-piratage-fabricant-diffuse-malware-malgre-lui/', 'https://www.thestar.com.my/tech/tech-news/2019/03/26/hackers-attack-hundreds-of-thousands-of-asus-users-through-backdoor-software-update/', 'https://www.computerworld.com.au/article/659260/hackers-attacked-1m-asus-users-through-malicious-update/', 'https://www.indiatimes.com/technology/news/hackers-have-access-to-500-000-asus-computers-by-hijacking-their-software-update-system-364344.html', 'https://www.zive.cz/clanky/hackeri-napadli-server-asusu-sirili-pres-nej-malware-firma-uz-problem-vyresila/sc-3-a-197811/default.aspx', 'https://www.engadget.com/2019/03/26/asus-releases-fix-for-update-tool-malware-attack/', 'https://www.go4it.ro/internet/serviciul-live-update-responsabil-cu-aplicarea-de-actualizari-pe-pc-uri-asus-deturnat-pentru-instalarea-de-malware-17978979/', 'https://www.cnet.com/news/asus-pushes-patch-after-hacShadowHammer : Update - Malware distributed by Asus servers['Asus'] Russia, Germany, France

['https://www.reuters.com/article/safrica-cyber-idUSL8N2GR2EQ', 'https://www.moneyweb.co.za/news-fast-news/hackers-hit-sa-government-fund-for-children-and-missing-people/', 'https://www.iol.co.za/news/politics/hackers-target-sas-guardians-fund-for-children-and-missing-people-25cec9f7-4533-5054-9fc4-99da85877a3b']Hackers hit SA government fund for children and missing people['South Africa']South Africa

['http://www.newsbtc.com/2017/04/25/xpan-based-ransomware-brazil/', 'https://threatpost.com/original-xpan-ransomware-returns-targets-brazilian-smbs/125173/']Repackaged XPan Ransomware Makes a Comeback in Brazil['Brazil'] Brazil

['http://www.dnaindia.com/mumbai/report-phishing-scam-hits-mumbai-s-snapchat-instagram-users-2619786', 'http://www.newsnow.in/news/phishing-scam-hits-mumbai-s-snapchat-instagram-users']Phishing scam hits Mumbai Snapchat & Instagram users['India'] India

['http://theindianawaaz.com/upsc-website-hacked-restored-later/', 'https://www.newsworldindia.in/exclusive/upsc-website-hacked-shows-cartoon-character-doraemon-/308701/', 'https://timesofindia.indiatimes.com/india/upsc-website-hacked-displayed-photo-of-cartoon-character/articleshow/65772435.cms', 'https://www.amarujala.com/india-news/upsc-website-hack-doraemon-photos-put-on-the-homepage', 'http://www.pradeshtoday.com/post.php?id=199855', 'https://www.livemint.com/Politics/SeDWUEAfvZNv6uDW4YhMTL/UPSC-website-hacked-restored-later.html', 'http://www.spamfighter.com/News-21769-Website-of-UPSC-Hacked-and-Restored-Later.htm', 'https://www.mathrubhumi.com/careers/news/upsc-website-hacked-and-shows-cartoon-character-doraemon-1.3131103', 'http://zeenews.india.com/bengali/nation/upsc-website-hacked-with-doraemon-image_215140.html', 'https://www.indiatvnews.com/news/india-upsc-website-hacked-doraemon-title-song-latest-updates-462506', 'http://www.newsnation.in/india-news/upsc-website-hacked-hackers-play-doraemon-title-UPSC Website Hacked , Shows Cartoon Character Doraemon['India'] India

['https://af.reuters.com/article/commoditiesNews/idAFL4N2DM19R', 'https://gadget.co.za/life-healthcare-data-breach-highlights-threat-to-sa/', 'https://www.reuters.com/article/life-healthcare-cyber-idUSL4N2DM19R', 'https://ca.finance.yahoo.com/news/hackers-stepping-attacks-health-care-200535951.html', 'https://www.businessinsider.co.za/life-hospitals-hit-by-hackers-2020-6', 'https://kfgo.com/2020/06/09/south-africas-life-healthcare-hit-by-cyber-attack/', 'https://www.sabcnews.com/sabcnews/life-healthcare-hit-by-cyber-attack/', 'https://www.investing.com/news/technology-news/south-africas-life-healthcare-hit-by-cyber-attack-2196104', 'https://wincountry.com/news/articles/2020/jun/09/south-africas-life-healthcare-hit-by-cyber-attack/1027156/', 'https://citizen.co.za/business/business-news/2299260/exposure-of-sensitive-data-possible-after-life-healthcare-is-hacked/', 'http://www.africanexaminer.com/south-africas-life-healthcare-hit-by-cyber-attack/', 'https://www.moneyweb.co.za/news/companies-and-deals/life-healtHackers hit Life hospitals ['South Africa']South Africa

['https://www.lrytas.lt/pasaulis/konfliktai-ir-saugumas/2022/04/26/news/jk-tiria-pranesimus-apie-rusijos-isilauzima-i-britu-kariuomenes-sistemas-23173931', 'https://www.rtbf.be/article/le-royaume-uni-ouvre-une-enquete-apres-un-piratage-visant-l-armee-10981640', 'https://www.lematin.ch/story/larmee-est-piratee-londres-ouvre-une-enquete-244141685252', 'https://www.securitylab.ru/news/531343.php']The UK is investigating reports of Russian hacking into British military systems['UK'] United Kingdom

['https://www.pctipp.ch/news/sicherheit/gemeinde-montreux-faellt-hackerangriff-opfer-2703889.html', 'https://www.swissinfo.ch/eng/politics/hackers-target-the-swiss-town-of-montreux/47017914', 'https://www.watson.ch/schweiz/digital/885855486-cyber-attacke-hackerangriff-auf-die-gemeinde-montreux', 'https://www.24heures.ch/la-commune-de-montreux-victime-dune-cyberattaque-257699560990', 'https://www.tdg.ch/la-commune-de-montreux-victime-dune-cyberattaque-257699560990']Computer hacking – The municipality of Montreux is the victim of a cyberattack['Switzerland']Switzerland

['https://sputnik-georgia.ru/russia/20210205/250801945/Massirovannaya-DDoS-ataka-sayt-Rosgvardii-vzlomali-srazu-iz-16-stran.html', 'https://lenta.ru/news/2021/02/05/rosgvardia_ddos/', 'https://rg.ru/2021/02/05/oficialnyj-sajt-rosgvardii-atakovali-zarubezhnye-hakery.html']Massive DDoS attack: National Guard website hacked from 16 countries at once['Russia'] Russia

['https://vietgiaitri.com/hacker-khai-thac-lo-hong-tan-cong-he-thong-cntt-trong-yeu-tai-viet-nam-20210327i5662205/', 'https://www.tin247.com/hacker-khai-thac-lo-hong-tan-cong-he-thong-cntt-trong-yeu-tai-viet-nam-4-28510070.html', 'https://vtv.vn/xa-hoi/3-thang-dau-nam-2021-viet-nam-ghi-nhan-gan-1300-cuoc-tan-cong-mang-20210402150229718.htm', 'https://www.tin247.com/hacker-khai-thac-lo-hong-tan-cong-he-thong-cntt-trong-yeu-tai-viet-nam-4-28511124.html']Hackers Exploit Vulnerabilities Attacking Critical IT Systems In Vietnam['Vietnam'] Vietnam

['https://www.zdnet.com/article/microsoft-russian-state-hackers-are-using-iot-devices-to-breach-enterprise-networks/', 'https://www.unian.info/world/10642938-russian-state-sponsored-hackers-behind-iot-cyberattacks-microsoft-says.html', 'https://www.technologyreview.com/f/614062/russian-hackers-fancy-bear-strontium-infiltrate-iot-networks-microsoft-report/', 'https://www.pcmag.com/news/369970/russian-hackers-spy-on-companies-with-insecure-office-device', 'https://www.computing.co.uk/ctg/news/3080096/russian-hackers-fancy-bear-iot', 'https://www.techradar.com/news/fancy-bear-hackers-used-iot-devices-to-hack-corporate-networks', 'https://arstechnica.com/information-technology/2019/08/microsoft-catches-russian-state-hackers-using-iot-devices-to-breach-networks/', 'https://www.forbes.com/sites/zakdoffman/2019/08/05/microsoft-warns-russian-hackers-can-breach-companies-through-millions-of-simple-iot-devices/', 'http://www.homelandsecuritynewswire.com/dr20190813-new-vulnerability-found-in-internetconnected-building-aMicrosoft warns users about the work of Russian hackers['Russia'] United States

['http://www.bagnet.org/news/world/377704/bitkoin-hakery-pohitivshie-14-mln-u-birzhi-byli-arestovany-v-ssha', 'https://1k.com.ua/v-ssha-arestovali-hakerov-kotorye-ukrali-tokenov-na-14-mln-dollarov.html', 'https://www.segodnya.ua/economics/kriptovalyuta/v-ssha-arestovali-hakerov-kotorye-ukrali-tokenov-na-14-mln-dollarov-1175788.html']US arrests hackers who stole $14 million worth of tokens['United States']United States

['https://www.moneylife.in/article/bigbasket-data-breach-hacker-leaks-records-of-20-million-users-records-on-the-dark-web-for-free/63654.html', 'https://www.bgr.in/news/bigbasket-data-breach-phone-number-email-id-more-personal-details-of-over-2-crore-indians-leak-dark-web-956564/', 'https://sputniknews.com/india/202104261082729648-indian-groceries-app-bigbasket-hacked-20-mn-users-data-leaked-on-dark-web/', 'https://www.businessinsider.in/tech/news/big-basket-data-breach-email-ids-phone-numbers-home-addresses-of-two-crore-indians-allegedly-leaked-on-the-web/articleshow/82255857.cms', 'https://zeenews.india.com/technology/alert-bigbasket-suffers-massive-data-breach-personal-details-of-2-crore-users-sold-on-dark-web-2357762.html', 'https://thetechportal.in/2021/04/26/hacker-publish-2-crore-bigbasket-users-data-online/']Indian Groceries App BigBasket Hacked , 20 Mn User Data Leaked on Dark Web['India'] India

['http://www.ibtimes.com/dhs-confirms-data-breach-240000-current-former-employee-information-leaked-2637016', 'https://www.scmagazine.com/dhs-data-breach-affects-250000-staffers-investigation-subjects-and-witnesses/article/734755/', 'http://revolutionradio.org/2018/01/04/homeland-security-data-breach-exposed-over-240000-dhs-employees-in-unauthorized-exfiltration/', 'http://www.ibtimes.co.uk/homeland-security-data-breach-sensitive-information-over-240000-employees-case-witnesses-exposed-1653680', 'http://www.nextgov.com/cybersecurity/2018/01/data-breach-affects-more-240000-homeland-security-workers/144929/', 'https://federalnewsradio.com/cybersecurity/2018/01/what-dhs-employees-need-to-know-about-oig-data-breach/', 'http://www.executivegov.com/2018/01/dhs-to-offer-identity-protection-credit-monitoring-services-to-oig-data-breach-victims/', 'http://www.isssource.com/data-breach-hits-dhs-workers/', 'http://ftnews.firetrench.com/2018/01/dhs-admits-to-data-breach-of-almost-a-quarter-of-a-million-people/', 'https:/Homeland Security data breach : Sensitive information of over 240 , 000 employees and case witnesses exposed['USA'] United States

['https://iafrica.com/experian-data-breach-fnb-advises-customers-to-be-vigilant/', 'https://www.computerweekly.com/news/252487343/Capital-One-hit-with-80m-fine-by-US-regulators-over-2019-data-breach', 'https://businesstech.co.za/news/technology/427652/experian-data-breach-new-law-to-clamp-down-on-future-hacks-in-south-africa/', 'https://www.iol.co.za/dailynews/news/experian-sa-data-breach-may-set-a-worrying-trend-210ec821-307e-4f7b-b8b8-45163fbe8c26', 'https://ewn.co.za/2020/08/20/experian-no-consumer-credit-info-obtained-after-major-data-breach', 'https://www.iol.co.za/business-report/companies/experian-data-breach-suspect-identified-hardware-impounded-personal-info-secured-def57291-6245-4e97-99c6-d47447fcb201', 'https://www.americanbanker.com/news/capital-one-to-pay-80m-in-connection-with-massive-data-breach', 'https://www.enca.com/news/police-probe-experian-data-breach', 'https://www.businessinsider.co.za/the-personal-details-of-millions-of-south-africans-have-just-been-hacked-2020-8', 'https://www.enca.coExperian offers mea culpa after massive data breach blu ...['United States']South Africa

['https://www.forbes.com/sites/leemathews/2020/12/05/same-ransomware-that-hit-k-mart-disrupts-mass-transit-service-in-vancouver/', 'https://www.theglobeandmail.com/canada/british-columbia/article-metro-vancouver-transit-system-confirms-ransomware-attack-says/', 'https://www.castanet.net/news/BC/318263/Metro-Vancouver-transit-system-confirms-ransomware-attack-says-payment-data-secure', 'https://medicinehatnews.com/news/national-news/2020/12/03/metro-vancouver-transit-system-confirms-ransomware-attack-says-payment-data-secure/', 'https://threatpost.com/vancouver-metro-egregor-ransomware/161892/', 'https://infotel.ca/newsitem/translink-ransomware/cp171263621']Metro Vancouver transit system confirms ransomware attack , says payment data secure - Medicine Hat NewsMedicine Hat News['Canada'] Canada

['https://www.itnews.com.au/news/italian-defence-group-hack-targeted-military-plane-details-559350', 'https://www.thestar.com.my/news/world/2020/12/23/exclusive-leonardo-hack-targeted-military-plane-details-arrest-warrant-shows', 'https://www.channelnewsasia.com/news/business/leonardo-hack-targeted-military-plane-details-arrest-warrant-13826750']Leonardo hack targeted military plane details , arrest warrant shows['Italy'] Italy

['https://www.slashgear.com/star-alliance-data-breach-impacts-huge-number-of-airline-passengers-05662463/', 'https://www.zdnet.com/index.php/category/2381/index.php/article/airlines-warn-passengers-of-data-breach-after-aviation-tech-supplier-is-hit-by-cyberattack/', 'https://datanews.levif.be/ict/actualite/un-piratage-chez-un-fournisseur-it-touche-brussels-airlines-et-d-autres-compagnies/article-news-1401927.html', 'https://www.nzherald.co.nz/business/air-new-zealand-warns-frequent-flyers-of-data-breach/T6JIENFJYTW6G5HS74CPBOKVVU/', 'https://www.travelweekly.com/Travel-News/Airline-News/American-Airlines-is-hit-in-global-aviation-data-breach', 'https://techcrunch.com/2021/03/04/sita-airline-passenger-breach/', 'https://www.lavenir.net/cnt/dmf20210305_01560841/les-donnees-clients-de-plus-d-un-million-de-passagers-aeriens-piratees', 'https://www.aamulehti.fi/uutiset/art-2000007839802.html', 'https://www.bleepingcomputer.com/news/security/malaysia-airlines-discloses-a-nine-year-long-data-breach/', 'https://threaMultiple Airlines Impacted by Data Breach at Aviation IT Firm SITA['Switzerland', 'United States']Switzerland, United States

['https://www.tamindir.com/haber/veri-ihlali-sonrasi-ptt-verileri-calindi_75793/', 'https://www.yenicaggazetesi.com.tr/pttde-veri-ihlali-nedeniyle-38-bin-vatandasin-tum-bilgileri-sizdirildi-575008h.htm', 'https://www.ogunhaber.com/genel/ptt-de-veri-ihlali-38-bin-kisinin-kimlik-verileri-ele-gecirildi-2350555h.html']Scandalous data breach at PTT. All information of 38 thousand citizens was leaked['Turkey'] Turkey

['https://almomento.net/hackean-en-masa-14-portales-deorganismos-del-gobierno-de-rd/', 'https://noticiassin.com/pais/especialista-en-tecnologia-alerta-sobre-hackeo-a-varios-portales-del-gobierno-1227359']14 portals of DR Government agencies are hacked en masse['Dominican Republic']Dominican Republic

['https://www.radins.com/service/telephone-internet/actualites/piratage-donnees-sante-risque-internet-france/35895', 'https://www.numerama.com/cyberguerre/890259-piratage-de-lassurance-maladie-comment-les-donnees-de-510-000-personnes-ont-fuite.html', 'https://www.francesoir.fr/societe-sante/piratage-de-la-securite-sociale', 'https://www.pravda.ru/news/interesting_news/1692227-google_chrome/', 'https://www.sudouest.fr/sante/destination-sante/assurance-maladie-les-donnees-de-500-000-assures-piratees-10244536.php', 'https://www.futura-sciences.com/tech/actualites/cybersecurite-assurance-maladie-piratage-donnees-plus-500000-assures-97453/', 'https://www.rtl.fr/actu/sciences-tech/piratage-a-l-assurance-maladie-les-donnees-de-510-000-francais-dans-la-nature-7900135435', 'https://www.midilibre.fr/2022/03/21/arnaque-a-lassurance-maladie-les-donnees-de-500-000-assures-piratees-soyez-prudents-10184818.php', 'https://www.bfmtv.com/tech/assurance-maladie-les-donnees-de-500-000-francais-derobees-par-des-hackers_AD-2022031Health insurance hacking: data from 510. 000 French in nature['France'] France

['https://www.tecmundo.com.br/seguranca/123615-exclusivo-malwares-atacam-brasil.htm', 'http://www.elnuevodiario.com.ni/suplementos/tecnologia/445563-malware-mayor-amenaza-ciberseguridad/']Malware, the biggest threat to cybersecurity • El Nuevo Diario['Nicaragua']Nicaragua

['https://www.irishtimes.com/news/ireland/irish-news/warning-over-flubot-phone-malware-affecting-irish-residents-1.4582013', 'https://www.irishtimes.com/news/ireland/irish-news/warning-over-vicious-flubot-phone-malware-affecting-irish-residents-1.4582013', 'https://www.is.fi/digitoday/tietoturva/art-2000008034177.html']Warning over vicious FluBot phone malware affecting Irish residents['Ireland'] Ireland

['https://www.scmagazine.com/news/email-security/email-phishing-scams-prey-on-tax-season-crisis-in-ukraine%EF%BF%BC', 'https://www.lavanguardia.com/tecnologia/20220405/8178463/policia-nacional-estafa-multa-pishing.html', 'https://www.stimme.de/ueberregional/deutschland-welt/technik/digitales/phishing-mails-was-will-denn-die-finanzaufsicht-von-mir-art-4610925', 'https://www.periodistadigital.com/gente/sucesos/ladrones/20220331/nuevos-ataques-phishing-ciberdelincuentes-pasar-agencia-tributaria-robarte-datos-noticia-689404638456/', 'https://www.antena3.com/noticias/sociedad/alertan-estafa-phishing-que-hace-pasar-agencia-tributaria-robar-datos-ciudadanos_2022033062443995b436ab000172fe0a.html', 'https://www.netzwelt.de/news/201597-phishing-mail-finanzaufsicht-fordert-angeblich-zahlung.html', 'https://www.shz.de/deutschland-welt/wirtschaft/phishing-mails-was-will-denn-die-finanzaufsicht-von-mir-id36895397.html']Email phishing scams prey on tax season , crisis in Ukraine￼['Ukraine'] Ukraine

['https://www.cp24.com/news/ikea-canada-confirms-data-breach-involving-personal-information-of-approximately-95-000-customers-1.5891551', 'https://toronto.ctvnews.ca/ikea-canada-confirms-data-breach-involving-personal-information-of-approximately-95-000-customers-1.5892457', 'https://dailyhive.com/vancouver/ikea-data-breach', 'https://www.mtlblog.com/montreal/an-ikea-canada-data-breach-exposed-the-personal-information-of-95k-customers']Data breach at IKEA involves personal info of 95 , 000 Canadians['Canada'] Canada

['https://www.cso.com.au/article/659864/cisco-alert-gustuff-android-banking-malware-aggressively-targeting-australia/', 'https://www.begeek.fr/attention-le-malware-gustuff-sattaque-aux-crypto-monnaies-et-aux-applications-bancaires-311209', 'https://siliconangle.com/2019/03/28/gustuff-android-malware-targets-125-different-banking-cryptocurrency-apps/', 'https://www.natlawreview.com/article/new-malware-targets-big-banks-and-cryptocurrency-apps', 'https://news.yahoo.com/group-ib-uncovers-malware-targets-070010602.html', 'https://bitcoinexchangeguide.com/android-malware-gustuff-found-by-group-ib-targeting-phones-crypto-apps-and-international-banks/', 'http://www.banker.bg/pari-i-pazari/read/nov-zlovreden-softuer-zaplashva-klientite-na-poveche-ot-100-banki']Gustuff Malware Targets Major Banks and Crypto Apps['United States']United States

['https://www.komando.com/tech-tips/protecting-your-financial-accounts/496332/', 'https://www.antaranews.com/berita/1815051/cermaticom-diretas-data-pengguna-dipastikan-aman', 'https://www.antaranews.com/berita/1816428/cermaticom-perketat-keamanan-setelah-diretas', 'https://lifestyle.kontan.co.id/news/cermaticom-perketat-keamanan-usai-dibobol-hacker', 'https://www.prachachat.net/ict/news-549423', 'https://keuangan.kontan.co.id/news/pasca-diretas-cermaticom-perketat-keamanan', 'https://teknologi.bisnis.com/read/20201102/84/1312362/cermaticom-akui-dibobol-hacker-ceo-siapkan-5-jurus', 'https://evz.ro/alerta-de-la-cert-ro-hackerii-au-pus-tunurile-pe-institutiile-statului-date-alarmante.html']Pay close attention. com hacked, user data is ensured safe['Indonesia']Indonesia

['http://javedch.com/pakistan/2019/09/08/615569', 'https://www.dawnnews.tv/news/1110327/']What message was written on the website of Radio Pakistan by hackers? know['Pakistan']Pakistan

['http://hvg.hu/tudomany/20180713_amerikai_hadsereg_nevada_rosszul_konfiguralt_netgear_router_hacker_mg_9_reaper_dron', 'https://www.buzzfeed.com/kevincollier/a-hacker-was-able-to-take-sensitive-documents-from-the', 'https://www.hirmutato.hu/novini/?3281956-titkos_katonai_dokumentumokhoz_fert_hozza_egy_hacker_mert_a_rout', 'https://www.digitaltrends.com/computing/router-exploit-hacker-steal-military/']A hacker gained access to secret military documents because the router's password was password['Hungary'] Hungary

['http://www.newstomato.com/ReadNews.aspx?no=739990', 'http://www.nbnnews.co.kr/news/view.php?idx=99492', 'HTTP://www.yonhapnews.co.kr/society/2017/03/31/0701000000AKR20170331168500051.HTML?template=5567', 'http://www.newstomato.com/ReadNews.aspx?no=744028', 'http://www.headlinejeju.co.kr/?mod=news&act=articleView&idxno=303593', 'http://biz.heraldcorp.com/view.php?ud=20170330000008', 'HTTP://www.yonhapnews.co.kr/economy/2017/03/21/0301000000AKR20170321082200002.HTML?template=5566', 'http://heraldk.com/2017/03/28/%EC%9C%A0%ED%95%99%EC%83%9D-%EC%9E%90%EB%85%80-%EB%82%A9%EC%B9%98-%EA%B0%80%EC%9E%A5-%EB%B3%B4%EC%9D%B4%EC%8A%A4%ED%94%BC%EC%8B%B1-%EC%9E%87%EB%94%B0%EB%9D%BC-%EB%B0%9C%EC%83%9D/', 'http://www.segye.com/newsView/20170329002310', 'http://news.donga.com/Main/3/all/20170322/83448604/1', 'http://www.headlinejeju.co.kr/?mod=news&act=articleView&idxno=302080', 'http://www.viva100.com/main/view.php?key=20170405010001572', 'HTTP://www.yonhapnews.co.kr/international/2017/03/29/0601110000AKR20170329062900075.HTVoice phishing finds family members in China and pays 21.61 million won['China'] China

['http://www.finobzor.com.ua/novosti/nid/29957', 'http://talks.su/news/hakeri-opyat-pitalis-shturmovat-polzovateley-seti-bitcoin-20171129/', 'http://internetua.com/set-bitcoin-gold-snova-okazalas-pod-pricelom-hakerov']Hackers again tried to storm users of the Bitcoin Gold network['Ukraine'] Ukraine

['https://sputniknews.com/20211116/sharkbot-attack-cyber-researchers-discover-new-malware-targetting-banking-apps-on-android-phones-1090776046.html', 'https://www.securityweek.com/new-%E2%80%98sharkbot%E2%80%99-android-banking-malware-hitting-us-uk-and-italy-targets', 'https://www.jagran.com/technology/tech-news-phone-banking-users-should-be-careful-there-is-important-news-for-you-22214140.html', 'https://www.techtimes.com/articles/268055/20211116/new-malware-specializes-android-handsets-trojan-sharkbot-attacks-waves-europe.htm', 'https://zeenews.india.com/technology/omg-your-money-and-financial-data-at-risk-new-malware-sharkbot-attacking-banking-apps-on-android-phones-2411064.html', 'https://www.moneylife.in/article/new-malware-sharkbot-attacking-banking-apps-on-android-phones/65606.html', 'https://www.dnaindia.com/technology/report-beware-you-may-lose-your-money-as-new-malware-sharkbot-wreaks-havoc-attacks-banking-apps-on-smartphones-2919974']New  SharkBot  Android Banking Malware Hitting U . S ., united kingdom and Italy Targets['U.S.', 'United Kingdom', 'Italy']US, UK, Italy

['https://www.haaretz.com/israel-news/tech-news/.premium.HIGHLIGHT-two-uae-princes-each-got-their-own-personal-nso-spyware-1.10391909', 'https://www.techdirt.com/articles/20211120/15480847977/nso-made-millions-selling-phone-hacking-tools-to-princes-kings-united-arab-emirates.shtml']NSO Made Millions Selling Phone Hacking Tools To The Princes And Kings Of The United Arab Emirates['United Arab Emirates']United Arab Emirates

['https://www.indiatvnews.com/technology/news-this-sms-claims-to-give-covid-19-vaccine-registration-link-injects-malware-instead-702708', 'https://www.businesstoday.in/technology/sms-malware-acts-like-covid-19-vaccine-registration-app-targets-users-in-india-and-spreads-via-text-messages/story/438214.html', 'https://news.softpedia.com/news/sms-malware-that-imitates-the-covid-registration-app-is-targeting-indian-users-532803.shtml', 'https://www.thehindu.com/sci-tech/technology/hackers-target-indian-users-with-fake-covid-19-vaccine-registration-message/article34487933.ece', 'https://www.bgr.in/news/fake-covid-19-vaccine-registration-smses-are-circulating-malware-in-india-957769/', 'https://www.24matins.fr/android-un-malware-virulent-se-cache-dans-un-simple-sms-1292972', 'https://www.businessinsider.in/tech/apps/news/a-covid-19-sms-malware-is-targeting-users-in-india-as-they-look-for-alternatives-to-cowin-for-vaccine-registration/articleshow/82388898.cms', 'https://punjabkesari.com/india-news/suspicious-sms-sentFake COVID - 19 vaccine registration SMSes circulating malware in India['India'] India

['https://www.standaard.be/cnt/dmf20210504_94459813', 'https://www.euronews.com/2021/05/05/belgium-s-parliament-and-universities-hit-by-cyber-attack', 'https://euractiv.cz/section/politika/news/the-capitals-belgie-se-vzpamatovava-z-masivniho-kybernetickeho-utoku/', 'https://www.mk.ru/politics/2021/05/06/v-belgii-vyyavili-fakt-krupneyshey-kiberataki-v-istorii-strany.html', 'https://www.haber3.com/dunya/belcikada-siber-saldiri-sonrasi-kurumlar-kilitlendi-haberi-6013587', 'https://www.rtlnieuws.nl/tech/artikel/5228981/netwerk-belgische-overheid-getroffen-door-grote-ddos-aanval', 'https://www.actualno.com/europe/kiberataka-v-belgija-haknaha-parlamenta-universiteti-i-dyrjavni-institucii-news_1590533.html']Belgium parliament and universities hit by cyber attack['Belgium'] Belgium

['https://menafn.com/1104472100/Swiss-Foreign-Ministry-Allegedly-Attacked-By-Computer-Hackers', 'https://www.swissinfo.ch/eng/politics/swiss-foreign-ministry-allegedly-attacked-by-computer-hackers/47723144']Swiss foreign ministry allegedly attacked by computer hackers['Switzerland']Switzerland

['http://www.gadget.co.za/hidden-malware-targets-enterprises/', 'http://www.ilonggotechblog.com/2017/03/invisible-attacks-cybercriminals-breach-enterprises.html', 'http://aujourdhui.ma/high-tech/kaspersky-lab-decouverte-dattaques-invisibles-dans-40-pays-a-laide-dun-malware-cache']Invisible  Attacks : Cybercriminals Breach Enterprises in 40 Countries Using Hidden Malware['40 Countries']40 countries

['https://www.nj.com/business/2021/02/wawa-would-hand-out-8m-in-gift-cards-under-proposed-settlement-following-data-breach.html', 'https://literock969.com/wawa-to-pay-customers-9m-in-hacking-settlement-see-your-share/', 'https://patch.com/pennsylvania/marplenewtown/9m-settlement-proposed-wawa-customer-data-breach', 'https://csnews.com/wawa-agrees-pay-customers-9-million-over-data-breach', 'https://www.msn.com/en-us/travel/news/wawa-might-owe-you-money-or-gift-card-according-to-proposed-data-breach-settlement/ar-BB1e4zHy', 'https://patch.com/virginia/across-va/wawa-data-breach-payout-va-dc-customers-could-receive', 'https://www.delmarvanow.com/story/news/2021/02/27/wawa-might-owe-you-money-according-proposed-data-breach-settlement-delaware-online-wawa-gift-card/6850206002/', 'http://www.mcall.com/news/pennsylvania/mc-nws-pa-wawa-settlement-20210225-tefuurl7snfobf3arsq6ukzpn4-story.html', 'https://www.phillyvoice.com/wawa-data-breach-gift-cards-class-action-lawsuit/', 'https://www.law360.com/articles/1357059/waWawa Agrees to Pay Customers Up to $9 Million Over Data Breach['United States']United States

['https://www.radioagricultura.cl/politica/2021/11/13/eso-le-da-mas-razon-a-lo-que-estamos-haciendo-sichel-denuncia-que-adherentes-de-kast-le-hackearon-reunion-por-zoom.html', 'https://www.cnnchile.com/elecciones2021/ejercito-patria-y-libertad-comando-sichel-hackeo_20211112/', 'https://www.elmostrador.cl/dia/2021/11/12/todo-vale-en-la-derecha-martorell-denuncia-que-seguidores-de-kast-hackearon-reunion-por-zoom-entre-adherentes-de-sichel/', 'https://www.eldinamo.cl/politica/2021/11/12/martorell-acusa-hackeo-de-adherentes-de-kast-en-evento-de-sebastian-sichel/', 'https://www.biobiochile.cl/noticias/nacional/chile/2021/11/12/denuncian-que-seguidores-de-kast-hackearon-reunion-por-zoom-del-comando-de-sichel.shtml']That gives more reason to what we are doing: Sichel denounces that Kast adherents hacked his Zoom meeting['Chile'] Chile

['https://vietgiaitri.com/lo-hong-bao-mat-cho-phep-tin-tac-xam-nhap-vao-hang-trieu-thiet-bi-20211212i6206302/', 'https://news.online.ua/spetsialisty-obnaruzhili-sereznye-uyazvimosti-elektronnyh-gadzhetov-cherez-wi-fi-i-bluetooth_n839870/', 'https://thanhnien.vn/lo-hong-bao-mat-cho-phep-tin-tac-xam-nhap-vao-hang-trieu-thiet-bi-post1410466.html', 'http://internetua.com/hakery-nashli-sposob-vzlomat-milliony-ustroistv']Vulnerability allows hackers to break into millions of devices['Vietnam'] Vietnam

['http://www.ibtimes.co.uk/russian-hackers-are-stealing-uk-air-miles-go-luxury-holidays-1648241', 'http://www.fudzilla.com/news/44967-russian-hackers-attack-major-uk-sectors', 'http://www.gizmodo.co.uk/2017/11/hackers-are-dtealing-our-air-miles-now/', 'https://www.kyivpost.com/world/wall-street-journal-uk-agency-reports-russian-hacking-across-industries.html', 'http://www.theolivepress.es/spain-news/2017/11/21/russian-hackers-stealing-brits-air-miles-to-fund-black-market-luxury-holidays/', 'http://news.liga.net/news/world/14855296-britaniya_obvinyaet_rossiyu_v_khakerskikh_atakakh_smi.htm', 'https://www.wsj.com/articles/u-k-agency-reports-russian-hacking-across-industries-1510761855', 'http://www.dailymail.co.uk/news/article-5083655/Russia-hacked-Britain-s-national-grid.html', 'http://www.ibtimes.co.uk/russia-hacked-uks-energy-grid-bid-see-blackout-britain-says-security-chief-1647347', 'https://article.wn.com/view/2017/11/15/British_Cybersecurity_Chief_Warns_of_Russian_Hacking/', 'http://www.euractiv.pl/sectioBritain accuses Russia of hacker attacks['United Kingdom']United Kingdom

['http://bankir.ru/novosti/20171009/eset-khakery-zarabotali-63-tys-dollarov-na-vredonosnom-mainere-kriptovalyuty-10131361/', 'http://bankir.ru/novosti/20171005/khakery-napali-na-russian-mining-center-10131245/', 'http://www.banki.ru/news/lenta/?id=10047392']Hackers attacked the Russian Mining Center - Bankir. Ru['Russia'] Russia

['https://isp.netscape.com/pf/story/0001/20220204/400eb96ef1aff4167df6d65c1da93ffe', 'https://eurozpravy.cz/veda-a-technika/internet/ceska-televize-celi-masivnimu-hackerskemu-utoku.2e935377/', 'https://www.diariodenavarra.es/noticias/magazine/sociedad/2022/02/05/piratas-informaticos-vinculados-china-atacan-diario-wall-street-journal-516325-1035.html', 'https://www.nbcnews.com/tech/security/news-corp-says-wall-street-journal-new-york-post-targeted-hackers-rcna14880', 'https://www.rferl.org/a/iran-hackers-state-tv-rajani/31674417.html', 'https://www.radioseoul1650.com/international/%E4%B8%AD%EC%97%90-%E5%8F%8D%E4%B8%AD%EC%97%AC%EB%A1%A0%EC%A4%91%EC%8B%AC-%EC%A7%80%EB%AA%A9%EB%90%9C-%EB%89%B4%EC%8A%A4%EC%BD%94%ED%94%84-%ED%95%B4%ED%82%B9-%EB%8B%B9%ED%95%B4/', 'http://rtcg.me/vijesti/svijet/350747/njuz-korp-prijavila-da-je-hakovana-iza-upada-stoji-kina.html', 'https://www.dairynewsaustralia.com.au/world/iran-broadcaster-hacked-for-10-seconds/', 'https://www.stuff.co.nz/world/300511460/media-giant-news-corp-says-iNews Corp says it was hacked , journalists targeted , attack could have come from China['China'] United States

['http://www.journal-news.com/business/data-breach-kmart-says-customer-credit-card-information-hacked/x3W4ItPrFbF4OglPyjq5dM/', 'https://consumerist.com/2017/06/01/kmart-victim-of-second-hack-attack-in-three-years/', 'http://www.wdel.com/news/nearly-delaware-child-services-cards-compromised-in-kmart-data-breach/article_4223b97a-4bc3-11e7-bc28-f74f8ffd1b18.html', 'http://investorplace.com/2017/06/kmart-data-breach-2017-retailer-hit-by-another-credit-card-hack/', 'https://paymentweek.com/2017-6-6-blue-light-calamity-kmart-hit-in-new-data-breach/', 'https://patch.com/us/across-america/kmart-confirms-credit-card-data-breach', 'http://www.post-journal.com/news/page-one/2017/06/kmart-data-breach-impacts-hundreds-of-local-cardholders/', 'http://www.local8now.com/content/news/Hackers-stole-credit-card-data-from-Kmart-customers-426595541.html', 'http://www.esecurityplanet.com/news/hackers-return-to-kmart.html', 'http://www.heraldmailmedia.com/news/local/credit-cards-hacked-at-kmart-stores/article_47c1e904-2ac7-5758-83Hackers Return to Kmart ['United States']United States



['https://www.direktbroker.de/news/international-virgin-media-tells-800-000-users-to-change-passwords-over-hub-hacking-risk-54169773', 'http://www.scunthorpetelegraph.co.uk/news/uk-world-news/virgin-media-customers-hacking-fears-131323', 'http://www.cityam.com/267205/your-virgin-media-hub-vulnerable-hackers-800000-customers', 'http://worldne.ws/2017/06/virgin-media-urges-password-change-over-hacking-risk/', 'http://news.softpedia.com/news/virgin-media-warns-of-hacking-risk-800-000-users-asked-to-change-passwords-516634.shtml', 'http://www.inquisitr.com/4319158/virgin-media-router-hacking-compromises-800000-customers-heres-how-to-stay-safe/', 'http://www.independent.co.uk/news/uk/home-news/virgin-media-customers-advised-hacking-risk-a7803906.html', 'http://www.onenewspage.com/n/Front+Page/75eae1pq4/Virgin-Media-tells-800-000-users-to-change.htm', 'https://betanews.com/2017/06/23/virgin-media-super-hub-hack/', 'http://www.mirror.co.uk/news/uk-news/virgin-media-customers-urged-change-10669959', 'https://www.usatVirgin Media customers urged to change their router passwords as 800 , 000 are left prone to hackers['United Kingdom']United Kingdom

['https://www.cultofmac.com/523085/undetectable-osx-mami-malware-discovered-targeting-macs/', 'http://tidbits.com/article/17746', 'https://www.computing.co.uk/ctg/news/3024578/security-researcher-finds-new-mac-malware', 'http://www.01net.com/actualites/un-nouveau-malware-espionne-les-utilisateurs-sous-macos-1348748.html', 'http://iphoneaddict.fr/post/news-225164-osx-mami-nouveau-malware-mac-degats', 'http://bgr.com/2018/01/16/mac-malware-threat-osx-mami/', 'http://news.softpedia.com/news/mac-malware-called-osx-mami-bypasses-antivirus-protection-519374.shtml', 'http://www.techradar.com/news/new-mac-malware-hijacks-dns-and-compromises-internet-traffic', 'https://www.imore.com/how-rescue-your-mac-malware-corruption', 'https://www.macg.co/os-x/2018/01/osxmami-un-malware-tout-faire-qui-vise-les-mac-101076', 'http://macdailynews.com/2018/01/12/new-mac-malware-hijacks-web-connections/', 'http://tech.sina.com.cn/it/2018-01-11/doc-ifyqqieu5673709.shtml', 'https://www.faq-mac.com/2018/01/osx-mami-un-nuevo-malware-que-sNew Mac malware hijacks web connections – MacDailyNews['United States']United States

['https://scroll.in/latest/870154/french-researcher-uses-simple-hack-to-access-telangana-government-site-with-lakhs-of-aadhaar-details', 'https://economictimes.indiatimes.com/news/politics-and-nation/french-security-researcher-baptiste-robert-hacks-aadhaar-telangana-portal/articleshow/63091639.cms']French security researcher Baptiste Robert hacks Aadhaar & Telangana portal['India'] India

['https://www.itbusiness.ca/news/cyber-security-today-dec-17-2021-canadian-propane-distributor-hit-by-ransomware-and-more/120258', 'https://www.forbes.com/sites/leemathews/2021/12/16/one-of-north-americas-largest-propane-distributors-reports-ransomware-attack/']Cyber Security Today , Dec . 17 , 2021 – Canadian propane distributor hit by ransomware , and more['Canada'] Canada

['https://www.lasprovincias.es/castellon/ayuntamiento-castellon-sufre-20210401202943-nt.html', 'https://www.elperiodic.com/castellon/ciberataque-ayuntamiento-castellon-obliga-suspender-tramitacion-ayudas-plan-resistir_738337']The Castellón City Council suffers a cyberattack and refuses to pay the ransom requested by the hackers['Spain'] Spain

['https://hipertextual.com/2019/05/canva-sufre-hackeo-mas-139-millones-cuentas-han-sido-vulneradas', 'https://vanguardia.com.mx/articulo/canva-es-blanco-de-un-hackeo', 'https://laverdadnoticias.com/teconologia/Canva-victima-de-un-hackeo-mas-de-139-millones-de-cuentas-han-sido-vulneradas-20190525-0024.html']Canva victim of a hack: more than 139 million accounts have been compromised['Australia']Australia

['https://www.elpais.com.uy/vida-actual/pese-tiktok-nego-hackeo-datos-usuarios-cambiaron-contrasenas-hacerlo.html', 'https://www.vesti.ru/hitech/article/2925539', 'https://www.lrytas.lt/it/ismanyk/2022/09/06/news/programisiai-skelbia-pagrobe-tiktok-ir-wechat-programinius-kodus-ir-vartotoju-duomenis-24475137', 'https://www.unocero.com/redes-sociales/tiktok-brecha-seguridad-gravedad-alta/', 'https://www.ibtimes.co.uk/cybersecurity-slip-tiktok-keeps-dancing-spotlight-yet-another-possible-data-breach-1705301', 'https://wwwhatsnew.com/2022/09/06/againstthewest-afirma-haber-hackeado-tiktok-aunque-de-momento-no-hay-evidencias/', 'https://www.howtogeek.com/830693/hackers-claim-they-breached-tiktok/', 'https://www.eltiempo.com/tecnosfera/apps/hackean-tiktok-y-roban-datos-de-mil-millones-de-usuarios-en-todo-el-mundo-700069', 'https://www.tweaktown.com/news/88315/rumor-tiktok-suffers-major-hack-1-billion-account-details-stolen/', 'https://m3.idg.se/2.1022/1.770065/tiktok-inga-tecken-pa-dataintrang', 'https://www.prokeraTikTok Denies Data Breach Despite Hackers Leaking User Data , Source Code['United States']United States

['https://www.axios.com/iranian-hacking-tools-dumped-online-4ac66dda-902d-44b0-9438-16372d067443.html', 'https://www.watanserb.com/2019/04/19/%D8%B5%D8%AF%D9%85%D8%A9-%D8%A7%D8%AE%D8%AA%D8%B1%D8%A7%D9%82-%D8%A5%D9%8A%D8%B1%D8%A7%D9%86%D9%8A-%D9%83%D8%A8%D9%8A%D8%B1-%D9%84%D9%85%D8%A4%D8%B3%D8%B3%D8%A7%D8%AA-%D8%B3%D9%8A%D8%A7%D8%AF%D9%8A/', 'https://www.wired.com/story/iran-hackers-oilrig-read-my-lips/', 'https://makkahnewspaper.com/article/1101775', 'https://www.ncr-iran.org/en/news/iran-world/26094-iran-regime-hacking-secrets-exposed-on-telegram', 'https://www.zerohedge.com/news/2019-04-22/iranian-intelligence-targeted-shadow-brokers-style-hack-and-doxing', 'https://www.securityweek.com/source-code-iran-linked-hacking-tools-posted-online', 'https://www.tomshardware.com/news/iran-espionage-group-apt34-oilrig-helixkitten-telegram-leak,39110.html', 'https://toinformistoinfluence.com/2019/04/22/a-mystery-agent-is-doxing-irans-hackers-and-dumping-their-code/', 'https://www.bleepingcomputer.com/news/security/hackMystery Hackers Leak Iranian Intelligence Cyber - Arsenal Online['Iran'] Iran

['https://www.thestar.com.my/tech/tech-news/2019/05/16/red-cross-website-hacked-in-latest-singapore-cyberattack/', 'https://www.securityweek.com/red-cross-website-hacked-latest-singapore-cyber-attack', 'https://www.marketing-interactive.com/singapore-red-cross-faces-data-breach-after-website-hack/', 'https://www.techgoondu.com/2019/05/17/more-than-4300-have-data-stolen-after-singapore-red-cross-website-gets-hacked/', 'https://www.thesundaily.my/world/red-cross-website-hacked-in-latest-singapore-cyber-attack-MC884961', 'https://www.channelstv.com/2019/05/16/singapore-red-cross-website-hacked-details-of-4000-potential-blood-donors-leaked/', 'http://internetua.com/hakery-vzlomali-sait-krasnogo-kresta-i-slili-dannye-v-set', 'https://www.straitstimes.com/singapore/spore-red-cross-website-hacked-over-4200-affected', 'http://www.orissapost.com/spore-red-cross-website-hacked/', 'https://www.straitstimes.com/singapore/singapore-red-cross-website-hacked-details-of-4297-potential-blood-donors-compromised']Singapore Red Cross Website Hacked , Details Of 4 , 000 Potential Blood Donors Leaked['Singapore']Singapore

['http://revolutionradio.org/?p=159869', 'http://investmentwatchblog.com/federal-officials-launch-investigation-into-obamas-department-of-homeland-securitys-hack-of-the-state-of-georgia/', 'http://www.freerepublic.com/focus/f-news/3521274/posts', 'http://www.charismanews.com/politics/elections/62638-report-the-obama-administration-is-being-investigated-for-hacking-an-election']Federal Officials Launch Investigation Into OBAMA ’ S DEPARTMENT OF HOMELAND SECURITY ’ S HACK Of The State of GEORGIA ! – InvestmentWatch['United States']United States

['https://www.elpais.com.co/judicial/asi-operaba-el-hacker-que-intervino-correos-de-funcionarios-de-la-presidencia.html', 'https://www.elcolombiano.com/colombia/el-hacker-que-intervenia-los-correos-de-funcionarios-de-la-presidencia-NB17348454', 'https://www.pulzo.com/nacion/2000-funcionarios-presidencia-otras-entidades-fueron-hackeados-PP1375041A']2 . 000 officials of the Presidency and other entities were hacked['Colombia']Colombia

['https://www.terra.com.mx/nacionales/2021/9/7/sat-revela-intento-de-hackeo-de-citasat-app-que-lanzo-para-que-contribuyentes-saquen-citas-19295.html', 'https://www.terra.com.mx/nacionales/2021/9/7/sat-revela-que-intentaron-hackear-citasat-app-que-lanzo-para-que-contribuyentes-saquen-citas-19295.html']SAT REVEALS attempted HACKING of CitaSat, an app that was launched for taxpayers to make appointments['Indonesia']Mexico

['https://www.20minutos.es/noticia/4762838/0/hackean-varias-cuentas-de-twitter-de-la-sexta-y-publican-mensajes-groseros/', 'https://www.elcorreo.com/culturas/tv/la-sexta-vuelve-sufrir-hackeo-pirateado-20210714180644-nt.html', 'https://www.lavanguardia.com/television/20210714/7601005/cuentas-twitter-lasexta-vuelven-sufrir-nuevo-hackeo.html', 'https://www.huffingtonpost.es/entry/hackean-las-cuentas-de-redes-sociales-de-los-programas-de-lasexta_es_60ed85f4e4b01ba8eecf7049', 'https://www.lavanguardia.com/television/20210713/7597736/cuentas-twitter-lasexta-sufren-hackeo-esta-siendo-investigado.html', 'https://www.libertaddigital.com/chic/entretenimiento/2021-07-13/hackean-varias-cuentas-de-twitter-de-la-sexta-viva-espana-viva-el-rey-6800540/', 'https://www.periodistadigital.com/television/3-segundos/20210713/sido-hackeo-ridiculizado-sexta-viva-espana-viva-rey-noticia-689404491817/', 'https://www.elcomercio.es/sociedad/sexta-hackeo-twitter-redes-sociales-20210714232730-nt.html']La Sexta suffers another massive hack on all its Twitter accounts['Spain'] Spain

['http://www.techradar.com/news/thousands-of-printers-hacked-across-the-globe-after-critical-flaw-exposed', 'http://www.cnews.ru/news/top/2017-02-09_yunyj_haker_vzlomal_160_tysprinterov_po_vsemu', 'http://forums.asiaone.com/showthread.php?s=888e77a7265f6c0a169e87c5e8addfc0&t=91695', 'http://techno.okezone.com/read/2017/02/07/207/1611431/hacker-retas-150-000-printer-untuk-berikan-pelajaran', 'http://www.theinquirer.net/inquirer/news/3004088/hacker-hijacks-160-000-insecure-printers-to-teach-a-lesson-about-security', 'http://www.clubic.com/antivirus-securite-informatique/virus-hacker-piratage/piratage-informatique/actualite-825098-hacker-pirate-150-000-imprimantes-internet.html', 'http://www.networkworld.com/article/3165419/security/hacker-stackoverflowin-pwning-printers-forcing-rogue-botnet-warning-print-jobs.html', 'http://www.theregister.co.uk/2017/02/06/hacker_160000_printers/', 'http://www.indiatimes.com/lifestyle/technology/a-noble-hacker-took-over-150-000-connected-printers-to-print-cute-art-a-warning-271He hacks 150,000 printers to incite protection['France'] France

['http://www.lavenir.net/cnt/dmf20170601_01012986', 'http://www.sudinfo.be/1853988/article/2017-05-30/apres-ecolo-cumuleo-et-anticor-victimes-d-une-tentative-de-piratage', 'http://www.lavenir.net/cnt/dmf20170529_01011474/le-debrief-du-jour-gilkinet-vise-par-un-piratage-informatique-fuite-mortelle-d-un-car-jacker-proces-dhenin-tuer-ne-m-a-fait-ni-chaud-ni-froid', 'http://www.lalibre.be/actu/belgique/les-avocats-de-chodiev-nient-etre-a-l-origine-du-piratage-informatique-d-ecolo-59302566cd700225432b1c6e', 'http://www.sudinfo.be/1853545/article/2017-05-29/kazakhgate-le-depute-ecolo-georges-gilkinet-vise-par-des-pirates-informatiques', 'https://www.rtbf.be/info/belgique/detail_ecolo-victime-d-un-piratage-informatique-des-represailles-a-l-enquete-sur-le-kazakhgate?id=9619975', 'http://www.levif.be/actualite/belgique/chodiev-dement-tout-piratage-visant-gilkinet/article-normal-671321.html', 'http://www.levif.be/actualite/belgique/kazakhgate-gilkinet-vise-par-des-pirates-informatiques/article-normal-669255.html', 'httEcolo victim of computer hacking: retaliation for the Kazakhgate investigation?['Belgium'] Belgium

['http://www.ibtimes.com/dc-cell-network-may-have-been-hacked-used-monitor-calls-2510554', 'http://hotair.com/archives/2017/03/16/washington-d-c-cell-network-may-have-been-hacked/', 'http://freebeacon.com/national-security/hack-attack-cell-phone-data-dc/', 'http://www.dailymail.co.uk/news/article-4324026/Suspicious-cellphone-activity-DC-raises-hacking-fears.html', 'http://revolutionradio.org/?p=165859', 'http://rinf.com/alt-news/newswire/could-it-be-russians-mysterious-spike-in-cell-phone-hacks-hits-dc/']A Washington , D . C . cell network has been hacked « Hot Air['United States']United States

['http://www.tribuneindia.com/news/jammu-kashmir/panic-at-nit-as-pak-group-hacks-institute-website/417982.html', 'http://english.sakshi.com/news/2017/06/06/nit-srinagar-website-hacked-after-india-defeated-pakistan', 'http://dailykashmirimages.com/Details/141533/nit-sringar-website-hacked', 'http://www.newindianexpress.com/world/2017/jun/06/nit-srinagar-website-hacked-by-pak-cyber-skullz-1613529.html', 'http://www.amarujala.com/india-news/nit-srinagar-s-website-hacked-after-india-pakistan-match-message-of-azaad-kashmir-posted', 'http://aajtak.intoday.in/story/hacking-srinagar-nit-website-go-modi-go-1-933817.html', 'http://tech.firstpost.com/news-analysis/hackers-post-hate-message-on-nit-webiste-380693.html']NIT Sringar website hacked ['India'] India

['https://www.byronnews.com.au/news/origin-energy-malware-scam-hits-australia/3202240/', 'http://www.heraldsun.com.au/technology/origin-energy-scam-emails-new-malware-attack-hits-australians/news-story/9d5bd312efa909a548fb9e9e3ac00e23?nk=68316f10ccb05b6b672c24ee740c895b-1500440604', 'http://www.spamfighter.com/News-21030-Origin-Energy-Malware-Scam-Strikes-Australia.htm', 'https://au.news.yahoo.com/a/36429894/fake-origin-energy-bills-contain-malware/', 'https://www.arnnet.com.au/article/625232/energyaustralia-brand-hijacked-again-fresh-malware-wave/']Origin Energy malware scam hits Australia['Australia']Australia

['https://maritime-executive.com/article/vestas-says-ransomware-attack-failed-in-extortion-but-leaked-data', 'https://www.msn.com/en-ca/money/technology/hackers-make-some-vestas-data-public-after-ransomware-attack/ar-AARDEes', 'https://www.itpro.co.uk/security/cyber-attacks/361800/hackers-publish-vestas-data', 'https://www.rechargenews.com/wind/cybercriminals-leaked-stolen-vestas-data-in-ransomware-extortion-bid-against-wind-giant-ceo/2-1-1115862', 'https://www.rechargenews.com/wind/vestas-warns-staff-and-business-partners-be-vigilant-as-hackers-put-stolen-data-online/2-1-1119503', 'https://renews.biz/74235/vestas-reveals-employee-personal-data-breach/', 'https://www.finanznachrichten.de/nachrichten-2021-12/54702372-vestas-says-cyber-attack-compromised-personal-data-436.htm', 'https://www.boersennews.de/nachrichten/artikel/vestas-personenbezogene-daten-bei-hackerangriff-abgerufen/3364381/', 'https://www.finanznachrichten.de/nachrichten-2021-12/54707492-vestas-personenbezogene-daten-bei-hackerangriff-abgerufenVestas Says Cyber Attack Compromised Personal Data['Denmark']Germany

['https://insidebitcoins.com/news/indian-police-seize-1-2-million-worth-of-bitcoin-from-hacker', 'https://www.europesun.com/news/267539953/bitcoins-worth-rs-9-cr-seized-from-25-year-old-hacker', 'https://www.kannadaprabha.com/karnataka/2021/jan/15/bitcoins-worth-rs-9-cr-seized-from-25-year-old-hacker-in-bengaluru-437271.html', 'https://news.bitcoin.com/india-seizes-bitcoins-1-2-million-hacker-government-website-crypto-exchanges/', 'https://timesofindia.indiatimes.com/business/india-business/bitcoins-worth-rs-9-crore-seized-from-25-year-old-bengaluru-hacker/articleshow/80283295.cms', 'https://www.indiatoday.in/cities/bengaluru/story/bitcoins-worth-rs-9-crore-seize-from-arrested-bengaluru-hacker-1759338-2021-01-15', 'https://www.livemint.com/news/india/bitcoins-worth-rs-9-crore-seized-from-25-year-old-bengaluru-hacker-11610689885676.html', 'https://www.businesstoday.in/current/economy-politics/bitcoins-worth-rs-9-crore-seized-from-arrested-bengaluru-hacker-websites/story/428055.html', 'http://www.coastaldigest.Bitcoins worth Rs 9 crore seized from 25 - year - old Bengaluru hacker['India'] India

['https://economictimes.indiatimes.com/industry/energy/power/power-ministry-says-no-impact-on-any-functionalities-of-posoco-due-to-malware-attack/articleshow/81274907.cms', 'https://www.ndtv.com/india-news/no-impact-on-power-grid-operations-due-to-malware-attack-centre-2381256', 'https://www.oneindia.com/india/no-impact-on-power-grid-operations-due-to-malware-attack-centre-3223791.html']No Impact On Power Grid Operations Due To Malware Attack : Centre['India'] India

['https://www.conjur.com.br/2022-abr-06/ataque-hacker-sistemas-trf-continuam-fora-ar', 'https://www.tecmundo.com.br/seguranca/236287-trf-3-sofre-ataque-cibernetico-servicos-indisponiveis.htm', 'https://www.conjur.com.br/2022-mar-30/trf-sofre-ataque-hacker-fica-fora-ar-nesta-quarta-feira', 'https://www.brasil247.com/regionais/sudeste/trf-3-sofre-ataque-hacker-e-fica-fora-do-ar']TRF 3 suffers cyber attack and services are unavailable['Brazil'] Brazil

['https://www.pulzo.com/nacion/hackeo-fiscalia-caso-odebretch-revelan-tratos-debajo-cuerda--PP2191411A', 'https://www.elpais.com.co/colombia/hackeo-a-la-fiscalia-revelan-negociaciones-con-implicados-en-escandalo-de-odebrecht.html']Hacking of the Prosecutor's Office: negotiations with those involved in the Odebrecht scandal are revealed['Brazil'] Colombia

['https://news.softpedia.com/news/north-korea-hackers-spreading-malware-via-browser-exploits-533797.shtml', 'http://www.koreatimes.com/article/20210902/1378895', 'https://www.nknews.org/2021/08/hackers-infect-dailynk-website-with-malware-to-spy-on-readers/', 'https://nikvesti.com/news/politics/227523', 'https://www.edaily.co.kr/news/read?newsId=03076646629151256&mediaCodeNo=257', 'https://www.nknews.org/2021/08/hacked-dailynk-website-infected-broad-range-of-organizations/']Hackers infect North Korea news site with spyware to spy on readers['North Korea']North Korea

['https://www.depo.ua/ukr/svit/finski-derzhsluzhbi-postrazhdali-vnaslidok-kiberataki-201908221016536', 'http://afn.by/news/i/263968', 'http://internetua.com/hakeri-atakuvali-saiti-derjslujb-finlyandiyi', 'https://www.computerweekly.com/news/252469691/Finlands-security-agencies-collaborate-after-cyber-attacks']Finnish public services suffered as a result of a cyber attack - the latest news of the world Depo. u.a['Finland'] Finland

['http://www.economiahoy.mx/nacional-eAm-mx/noticias/8863421/01/18/La-PGR-investiga-el-intento-de-hackeo-contra-Bancomext.html', 'http://www.eluniversal.com.mx/cartera/finanzas/bancomext-confirma-hackeo', 'http://www.notisistema.com/noticias/confirman-hackeo-a-bancomext-pretendian-sustraer-monto-millonario/', 'http://www.radioformula.com.mx/notas.asp?Idn=726748&idFC=2018', 'http://www.milenio.com/negocios/bancomext-pgr-ciberataque-hackean-hackeo-noticias_0_1102089965.html', 'http://www.expreso.com.mx/seccion/negocios/economia/29775-bancomext-confirma-hackeo-en-su-plataforma-de-pagos-internacionales.html', 'https://www.eleconomista.com.mx/sectorfinanciero/La-FGR-investiga-el-intento-de-hackeo-a-Bancomext-20180111-0074.html', 'http://www.zocalo.com.mx/new_site/articulo/opera-bancomext-a-medias-tras-hackeo', 'http://www.eldiariodecoahuila.com.mx/nacional/2018/1/12/hackers-intentaron-robo-bancomext-abre-investigacion-705112.html']A hacking attempt was registered at Bancomext; PF and PGR investigate['Mexico'] Mexico

['http://www.enterpriseinnovation.net/article/philippines-commission-election-found-liable-data-breach-1021473785', 'http://www.planetbiometrics.com/article-details/i/5404/desc/philippines-election-commission-found-liable-for-data-breach/']Philippine Commission on Election found liable for data breach['Philippines']Philippine

['http://www.cnews.ru/news/line/2017-02-10_check_point_hummingbad_v_yanvare_poteryal_liderstvo', 'http://www.tmcnet.com/usubmit/2017/02/08/8492465.htm', 'https://www.scmagazineuk.com/hummingbad-overtaken-as-leading-mobile-malware-in-threat-index/article/637102/']Hummingbad Overtaken as Leading Mobile Malware in January Global Threat Impact Index['Russia'] Russia

['https://www.crhoy.com/nacionales/mas-de-78-mil-personas-se-quedaron-sin-atencion-medica-en-primer-mes-de-hackeo-en-la-ccss/', 'https://www.crhoy.com/nacionales/ocupacion-hospitalaria-se-mantiene-elevada-en-medio-de-limitaciones-por-hackeo-en-la-ccss/', 'http://gda.com/detalle-de-la-noticia/?article=4787584']More than 78,000 people were left without medical care in the first month of hacking in the CCSS['Costa Rica']Costa Rica

['https://vn.sputniknews.com/vietnam/201706233509501-facebook-gmail-viet-nam-hacker/', 'http://thanhnien.vn/cong-nghe/phat-hien-so-luong-lon-tai-khoan-facebook-gmail-tai-viet-nam-bi-tin-tac-tan-cong-848273.html']Detecting a large number of Facebook and Gmail accounts in Vietnam being attacked by hackers['Vietnam'] VIetnam

['https://nordvpn.com/blog/australia-webcam-hack/', 'http://www.krdo.com/news/colorado-springs/scambusters-hackers-exploit-victims-with-webcam-devices-1/750579637']Hackers target Australian user webcams and hack them['Australia']Australia

['https://www.indiatvnews.com/technology/news-new-malware-infects-android-tvs-iot-devices-in-84-nations-653571', 'https://www.pcr-online.biz/2020/10/01/new-malware-variant-threatens-smart-devices-in-84-different-countries/', 'https://eisamay.indiatimes.com/tech/news/new-malware-infecting-android-tv-and-iot-devices-in-84-countries-how-to-avoid-this-attack/articleshow/78497799.cms', 'https://www.ibtimes.sg/new-strain-ipstorm-malware-infects-thousands-smart-devices-84-countries-52164', 'https://www.orissapost.com/beware-new-malware-on-rampage-infects-android-tvs-iot-devices-across-84-nations/', 'https://www.themobileindian.com/news/android-tvs-iot-devices-getting-infected-by-malware-in-84-countries-33452', 'https://www.thehindubusinessline.com/info-tech/now-cyber-criminals-target-iot-devices-with-a-new-malware/article32764719.ece']Android TVs , IoT devices getting infected by malware in 84 countries['India'] 84 countries

['https://www.securitylab.ru/news/523439.php', 'https://lenta.ru/news/2021/08/17/vzlomrosteh/', 'https://www.rbc.ru/technology_and_media/17/08/2021/611a95059a7947e9bf954a8f', 'https://www.kommersant.ru/doc/4947130']The FSB opened a criminal case over an attempt to hack into the Rostec network['Russia'] Russia

['https://ukranews.com/ua/news/720010-try-kiberataky-zdijsnyly-hakery-na-sajt-ofisu-prezydenta', 'https://ukranews.com/news/720007-tri-kiberataki-sovershili-hakery-na-sajt-ofisa-prezidenta-s-5-po-11-avgusta']Hackers carried out three cyberattacks on the website of the Office of the President['Ukraine'] Ukraine

['https://news.mthai.com/general-news/743167.html', 'https://www.springnews.co.th/crime/523200']TCSD announces the arrest of 2 husband and wife hackers Millions of bank accounts hacked['Thailand']Thailand

['https://www.quesnelobserver.com/news/lifelabs-facing-proposed-class-action-over-data-breach-affecting-up-to-15m-clients/', 'https://www.nanaimobulletin.com/news/hackers-target-lifelabs-medical-database-in-b-c-ontario/', 'https://www.chch.com/lifelabs-data-breach/', 'https://www.insurancejournal.com/news/international/2019/12/20/552609.htm', 'https://www.comoxvalleyrecord.com/news/hackers-target-lifelabs-medical-database-in-b-c-ontario/', 'https://www.reddeeradvocate.com/news/lifelabs-facing-proposed-class-action-over-data-breach-affecting-up-to-15m-clients/', 'https://www.ominecaexpress.com/news/hackers-target-lifelabs-medical-database-in-b-c-ontario/', 'https://ria.ru/20191218/1562514650.html', 'https://www.abbynews.com/news/hackers-target-lifelabs-medical-database-in-b-c-ontario/', 'https://www.canadianunderwriter.ca/insurance/lifelabs-facing-proposed-class-action-lawsuit-over-data-breach-1004172297/', 'https://www.vancourier.com/news/vancouver-lawyer-launching-potential-class-action-suit-over-lifelabs-daHackers target LifeLabs medical database in B . C ., Ontario – Parksville Qualicum Beach News['Canada'] Canada

['https://aawsat.com/english/home/article/1393221/muslim-brotherhood-hackers-attack-egypt%E2%80%99s-official-news-agency', 'https://www.alaraby.co.uk/english/news/2018/9/11/suspected-turkish-hackers-take-over-egypt-state-media-website']Muslim Brotherhood Hackers Attack Egypt Official News Agency['Egypt'] Egypt

['https://threatpost.com/attackers-publish-private-scottish-gov-files/163254/', 'https://insidebitcoins.com/news/scottish-agency-network-remains-inaccessible-weeks-after-ransomware-attack', 'https://article.wn.com/view/2021/01/18/Scottish_Environment_Protection_Agency_refuses_to_pay_ransom/', 'https://www.bleepingcomputer.com/news/security/scotland-environmental-regulator-hit-by-ongoing-ransomware-attack/', 'https://www.bankinfosecurity.com/ransomware-disrupts-scottish-environment-protection-agency-a-15768', 'https://www.computing.co.uk/news/4025963/sepa-ongoing-ransomware-attack', 'https://www.infosecurity-magazine.com/news/environmental-regulator-suffers/', 'https://www.heraldscotland.com/business_hq/19012788.scottish-ransomware-attack-likely-aimed-extorting-public-funds/']Ransomware Disrupts Scottish Environment Protection Agency['Scotland']Scotland

['https://www.huffingtonpost.ca/entry/canada-desjardins-data-breach_ca_5fd78761c5b6218b42eb090d', 'https://infotel.ca/newsitem/desjardins-breach/cp649273047', 'https://montrealgazette.com/business/quebec-financial-watchdog-orders-desjardins-to-overhaul-practices', 'https://www.theglobeandmail.com/business/article-desjardins-knew-it-had-vulnerabilities-before-massive-2019-data-breach/', 'https://www.finextra.com/newsarticle/37192/privacy-watchdog-releases-damning-report-into-massive-desjardins-data-breach', 'https://www.theglobeandmail.com/business/article-desjardins-data-breach-preceded-by-several-administrative-gaps-privacy/', 'https://panow.com/2020/12/14/series-of-gaps-allowed-massive-desjardins-data-breach-privacy-watchdog-says/', 'https://www.bnnbloomberg.ca/series-of-gaps-at-desjardins-allowed-massive-data-breach-watchdog-1.1536195', 'https://www.theepochtimes.com/data-breach-at-desjardins-largest-ever-in-canadas-financial-services-sector-privacy-watchdog-says_3620258.html', 'https://ipolitics.ca/2020/1Data Breach at Desjardins Largest Ever in Canada Financial Services Sector , Privacy Watchdog Says['Canada'] Canada

['https://www.indiatoday.in/technology/news/story/google-drive-bug-may-allow-hackers-to-fool-users-into-downloading-malware-1714901-2020-08-25', 'https://www.journaldugeek.com/2020/08/24/google-drive-victime-faille-vulnerable-malwares/', 'https://www.komputerswiat.pl/aktualnosci/bezpieczenstwo/drive-ma-blad-ktory-pozwoli-na-kampanie-phishingowe/2m2myky', 'https://economictimes.indiatimes.com/magazines/panache/phishing-alert-this-google-drive-feature-has-a-security-flaw-can-fool-you-into-installing-malware/articleshow/77739337.cms', 'https://mobilesyrup.com/2020/08/23/google-drive-flaw-allow-hackers-trick-users-downloading-malware/', 'https://indianexpress.com/article/technology/tech-news-technology/google-drive-bug-allows-hackers-to-distribute-malware-6570470/', 'https://www.pcwelt.de/news/Google-Drive-Fiese-Luecke-erlaubt-Malware-Angriffe-10870597.html', 'https://www.phonandroid.com/google-drive-faille-non-patchee-met-votre-pc-danger.html', 'https://www.diarioinformacion.com/vida-y-estilo/tecnologia/2020/08/google drive hack: major flaw in Google's service, you will install malware yourself - any file in your google drive can be replaced with a malware and you will install that, new security flaw spotted['India'] India

['https://finans.dk/erhverv/ECE11593981/derfor-kan-nye-hackerangreb-blive-vaerre-end-foer-nu-gaar-hackerne-efter-at-oedelaegge/', 'https://www.todayfm.com/podcasts/the-last-word-with-matt-cooper/former-hacker-gives-advice-preventing-cyber-attacks', 'https://www.upi.com/Top_News/World-News/2019/08/28/Cyber-team-busts-global-malware-unit-that-hijacked-850K-computers/2251567005884/', 'https://www.forbes.com/sites/forbestechcouncil/2019/09/19/demystifying-criminal-hackers/', 'https://www.darkreading.com/attacks-breaches/hackers-and-artificial-intelligence-a-dynamic-duo/d/d-id/1335741?cid=smartbox_techweb_whitepaper_14.500003661', 'https://www.dnn.de/Nachrichten/Digital/Security-Expo-IT-Experte-gibt-Tipps-zum-Schutz-vor-Cyberangriffen', 'https://www.irishexaminer.com/breakingnews/business/columnists/john-daly/familiarity-is-the-enemy-on-the-war-on-hackers-and-cyber-crime-950890.html', 'https://www.linfo.re/france/faits-divers/france-des-cybergendarmes-neutralisent-un-reseau-informatique-de-piratage', 'https://baomThey neutralized a virus that hacked over 850,000 computers in France['France'] France

['https://www.atmmarketplace.com/news/west-african-banks-experience-wave-of-malware-attacks/', 'http://www.ehackingnews.com/2019/01/west-african-financial-institutions.html', 'https://www.axios.com/hackers-target-african-banks-using-north-korean-tactics--8fbdf8d3-2db2-4768-9391-d6c5bc1aaca1.html', 'http://www.scoop.co.nz/stories/WO1901/S00074/west-african-financial-institutions-hit-by-cyber-attacks.htm', 'https://www.zdnet.com/article/west-african-banks-hit-by-multiple-hacking-waves-last-year/', 'https://www.bankinfosecurity.com/hackers-wield-commoditized-tools-to-pop-west-african-banks-a-11957', 'https://www.bleepingcomputer.com/news/security/banks-in-west-africa-hit-with-off-the-shelf-malware-free-tools/']Hackers target African banks using North Korean tactics['African countries']African countries

['https://www.cadena3.com/noticia/siempre-juntos/suspenden-la-audiencia-de-la-autovia-punilla-por-un-hackeo_288601', 'https://www.lavoz.com.ar/ciudadanos/audiencia-publica-por-autovia-punilla-hackeo-corte-de-luz-y-cuarto-intermedio']Public hearing on the Punilla Highway: hacking, power outage and intermediate room['Argentina']Argentina

['https://www.nur.kz/1781610-sajt-aeroporta-astany-atakovali-hakery.html', 'http://today.kz/news/zhizn/2019-03-03/775678-sajt-aeroporta-astanyi-podvergsya-hakerskoj-atake/', 'https://www.inform.kz/ru/hakery-atakovali-sayt-aeroporta-astany_a3503860', 'http://vestikavkaza.ru/news/Podrobnosti-khakerskoy-ataki-ozvuchili-v-aeroportu-Astany.html', 'https://bnews.kz/ru/news/sait_aeroporta_astani_podvergsya_atake_hakerov', 'https://zonakz.net/2019/03/03/vzlom-sajta-na-rabotu-aeroporta-astany-ne-povliyal/', 'https://ca-news.org/news:1498665', 'https://www.nur.kz/1781975-glava-carka-hakerskaa-ataka-podorvala-doverie-k-sajtu-aeroporta-astany.html', 'https://express-k.kz/news/svodka/chto_izvestno_o_khakerakh_vzlomavshikh_sayt_astaninskogo_aeroporta-137685', 'https://365info.kz/2019/03/hakery-slomali-sajt-aeroporta-astany/', 'https://www.kazpravda.kz/news/obshchestvo/hakeri-na-10-chasov-otkluchili-sait-aeroporta-astani', 'https://egemen.kz/article/184304-astana-auezhayynynh-saytyna-khakerlik-shabuyl-zhasaldy']CA - NEWS : In Kazakhstan, the website of the capital's airport was subjected to hacker attacks['Kazakhstan']Kazakhstan

['https://exame.abril.com.br/brasil/conversas-vazadas-por-hackers-podem-ser-crime-contra-a-seguranca-nacional/', 'https://noticias.uol.com.br/ultimas-noticias/agencia-estado/2019/09/28/inquerito-dos-hackers-aponta-crime-contra-a-seguranca-nacional.htm', 'https://www.dgabc.com.br/Noticia/3137611/inquerito-dos-hackers-aponta-crime-contra-a-seguranca-nacional', 'https://www.otempo.com.br/brasil/espionagem-inquerito-dos-hackers-aponta-crime-contra-a-seguranca-nacional-1.2242842']Hacker inquiry points to crime against national security['Brazil'] Brazil

['https://economictimes.indiatimes.com/industry/energy/power/chinese-hackers-target-indian-power-grid-assets-in-ladakh/articleshow/90950986.cms', 'https://www.business-standard.com/article/current-affairs/chinese-state-sponsored-hackers-target-indian-power-grid-assets-in-ladakh-122042000251_1.html', 'https://www.latestly.com/agency-news/world-news-chinese-hackers-target-indian-power-grid-assets-in-ladakh-3610829.html', 'https://www.hongkongherald.com/news/272497665/chinese-hackers-target-indian-power-grid-assets-in-ladakh']World News | Chinese Hackers Target Indian Power Grid Assets in Ladakh['India'] India

['https://www.nu.nl/internet/5888811/hackers-kunnen-wachtwoorden-op-duizenden-websites-stelen.html', 'https://www.zdnet.com/article/hackers-are-collecting-payment-details-user-passwords-from-4600-sites/']Hackers are collecting payment details , user passwords from 4 , 600 sites['Netherlands']Netherlands

['https://www.nporadio1.nl/binnenland/29725-argos-iraanse-spyware-draait-in-nederland', 'https://www.nporadio1.nl/podcasts/argos/882551-de-spyware-van-teheran-draait-in-holland']Argos : Iranian spyware runs in the Netherlands['Netherlands']Netherlands

['https://www.aftonbladet.se/nyheter/a/5697o6/covidtester-pausas-efter-misstankt-dataintrang', 'https://www.di.se/nyheter/bokning-av-covid-tester-stoppas-i-sormland-misstankt-dataintrang/', 'https://www.dagensmedicin.se/vardens-styrning/patientsakerhet/covidtester-pausas-efter-misstankt-dataintrang/', 'https://www.nsk.se/2021/06/19/covidtester-pausas-efter-misstankt-dataintrang/']Covid tests are paused after a suspected data breach['Sweden'] Sweden

['https://www.zdnet.fr/actualites/un-hacker-divulgue-les-identifiants-de-plus-de-900-vpn-d-entreprise-39907769.htm', 'https://www.business-standard.com/article/companies/sensitive-credentials-of-900-enterprises-leaked-on-hacking-forum-120080501129_1.html', 'http://www.techtimes.com/articles/251578/20200805/russian-speaking-threat-actor-leaked-1-800-pulse-vpn-servers.htm', 'https://www.20minutes.fr/high-tech/2837535-20200810-des-hackers-publient-les-identifiants-vpn-de-900-entreprises', 'https://geeko.lesoir.be/2020/08/07/des-hackers-publient-les-identifiants-vpn-de-900-entreprises/', 'https://www.computing.co.uk/news/4018640/passwords-900-pulse-secure-vpn-enterprise-servers-revealed-hacker-forum', 'https://healthitsecurity.com/news/hacker-leaks-900-enterprise-vpn-server-passwords-on-dark-web']Hackers publish VPN credentials of 900 companies['France'] France

['https://www.unian.net/society/10665252-v-neskolkih-ukrainskih-smi-zayavili-o-vzlome-saytov-hakery-razmestili-feykovuyu-novost.html', 'https://censor.net.ua/news/3145148/vzlomany_sayity_izdaniyi_novoe_vremya_i_depo_dlya_razmeschenii_feyikovoyi_informatsii_diskreditiruyuscheyi', 'https://telekritika.ua/news/hakery-atakovali-sajty-depo-ua-nv-i-112-ukraina/', 'https://gordonua.com/news/politics/ukrainskie-smi-opublikovavshie-blog-amerikanskogo-oficera-o-pyanstve-i-vorovstve-v-vsu-zayavili-o-hakerskom-vzlome-1228877.html', 'https://www.depo.ua/ukr/politics/okrim-depoua-khakeri-zlamali-shche-odin-sayt-201908281019324', 'http://internetua.com/vzlomany-saity-izdanii-novoe-vremya-i-depo-dlya-razmesxenii-feikovoi-informacii-diskreditiruuasxei-vsu', 'https://www.depo.ua/ukr/politics/khakeri-namagalisya-diskredituvati-depoua-feykovoyu-novinoyu-pro-zsu-201908281019160', 'https://www.depo.ua/ukr/politics/depoua-zvernetsya-v-sbu-ta-mvs-cherez-khakersku-ataku-201908281019222', 'https://focus.ua/ukraine/438567-khakery_vzlomWebsites of Novoye Vremya and Depo publications were hacked to post fake information discrediting the Armed Forces of Ukraine['Ukraine'] Ukraine

['http://www.kurier.lt/v-velikobritanii-xakerov-iz-rf-obvinili-v-atakax-na-smi-i-energeticheskij-sektor/', 'http://nowyny.eu/news/u_khakerskikh_atakakh_na_energosektor_ta_zmi_britanija_zvinuvachue_rosiju/2017-11-15-24620']In the UK, F hackers were accused of attacks on the media and the energy sector['UK'] United Kingdom

['https://tribuneonlineng.com/ncc-csirt-advises-nigerians-to-factory-reset-devices-to-beat-xenomorph-malware/', 'https://www.nationalaccordnewspaper.com/ncc-csirt-advises-factory-resetting-infected-devices-to-beat-xenomorph-malware/', 'https://thenationonlineng.net/ncc-urges-factory-resetting-of-devices-against-malware/']NCC - CSIRT advises Nigerians to factory - reset devices to beat xenomorph malware['Nigeria'] Nigeria

['http://allafrica.com/stories/201801270020.html', 'http://humanitariannews.org/20180127/nigeriacustoms-licensed-agents-meet-over-hacking-allegation', 'https://www.premiumtimesng.com/news/more-news/256819-nigerian-customs-licensed-agents-meet-hacking-allegation.html']Nigeria : Customs , Licensed Agents Meet Over Hacking Allegation['Nigeria'] Nigeria

['https://www.moneycontrol.com/news/business/news-live-national-cyber-security-chief-says-defence-and-home-ministries-websites-were-not-hacked-2543545.html', 'http://english.sakshi.com/news/2018/04/06/official-website-of-defence-ministry-hacked', 'http://www.middleeasteye.net/news/hackers-broadcast-jerusalem-capital-palestine-homepages-israeli-websites-1105602639', 'https://www.channelstv.com/2018/04/06/india-defence-website-hacked-three-other-govt-websites-down/', 'http://www.canindia.com/defence-ministry-website-hacked-nine-more-sites-affected/', 'https://www.moneycontrol.com/news/india/ministry-of-defence-website-hacked-chinese-character-seen-on-error-page-2544133.html', 'http://www.haribhoomi.com/news/govt-sites-not-hacked-was-inaccessible-due-to-technical-problem', 'https://www.jagonews24.com/en/education/news/38499', 'http://articles.economictimes.indiatimes.com/news/politics-and-nation/defence-ministry-website-not-hacked-says-nic/articleshow/63645965.cms', 'http://www.dailypioneer.com/todays-newspaper/India defence website  hacked , 3 other govt websites down['India'] India



['https://www.wfla.com/8-on-your-side/better-call-behnken/hacking-scheme-bilks-bay-area-home-buyers-out-of-millions/1546817128', 'https://www.ksl.com/article/46414717/homebuyers-targeted-by-sophisticated-billion-dollar-hacking-scheme', 'https://www.wfla.com/8-on-your-side/better-call-behnken/crooks-use-email-hacking-scheme-to-steal-millions-from-home-buyers/1546821962']Hacking scheme bilks Bay area homebuyers out of millions['United States']United States

['https://www.freiepresse.de/nachrichten/sachsen/ein-drittel-der-unternehmen-bereits-ziel-eines-cyberangriffs-artikel12522408', 'https://www.morgenpost.de/web-wissen/web-technik/article236819977/Viele-Unternehmen-wurden-bereits-Ziel-eines-Cyberangriffs.html']A third of companies are already the target of a cyber attack | free press['Germany']Germany

['https://www.niedziela.pl/artykul/86763/Watykan-ambasador-Ukrainy-oskarza-Rosje-o', 'https://dorzeczy.pl/religia/376102/watykan-ambasador-ukrainy-oskarza-rosje-o-ataki-hakerskie-na-stolice-apostolska.html', 'https://www.la-croix.com/Religion/LUkraine-accuse-Russie-davoir-pirate-site-Vatican-2022-12-01-1201244596']Vatican: Ukraine's ambassador accuses Russia of hacking the Holy See['Ukraine', 'Vatican']Ukraine

['https://www.clubic.com/antivirus-securite-informatique/cryptage-cryptographie/crypto-monnaie/actualite-451773-crypto-le-pool-minier-btc-com-attaque-et-pille-par-les-pirates-qui-ont-recupere-un-joli-butin.html', 'https://news.finance.ua/ua/mayninhovyy-pul-btc-com-zaznav-hakers-koi-ataky-na-3-mln']BTC Mining Pool. com was hacked for $3 million Finance. u.a['Ukraine'] Ukraine

['https://www.ostlendingen.no/kriminalitet-og-rettsvesen/statens-vegvesen/nyheter/mann-domt-for-omfattende-datainnbrudd-hos-statens-vegvesen/s/5-69-896357', 'https://www.digi.no/artikler/mann-domt-for-omfattende-datainnbrudd-hos-statens-vegvesen/485960']Man sentenced for extensive data breach at the Norwegian Public Roads Administration['Norway'] Norway

['https://navbharattimes.indiatimes.com/metro/lucknow/crime/how-a-pakistani-spy-used-bots-to-lure-98-targets/articleshow/69868189.cms', 'https://www.loksatta.com/desh-videsh-news/pakistan-isi-spy-sejal-kapoor-hack-indian-official-computer-dmp-82-1915902/', 'https://hindi.moneycontrol.com/news/news/pakistani-hacker-nicknamed-sejal-kapoor-hacked-98-indian-defence-officials_208653.html']Hacking: Know how Pakistani hacker targeted 98 departments including army - how a Pakistani spy used bots to lure 98 targets['India'] India

['https://www.techzine.nl/nieuws/403462/kritieke-drupal-bug-geeft-hackers-toegang-tot-je-website.html', 'http://globedia.com/150-000-sitios-drupal-hackeados-vulnerabilidad']150,000 Drupal websites were hacked by this new vulnerability['Netherlands']Netherlands

['http://www.webtekno.com/malware-saldirilarinda-turkiye-de-zirvede-h28483.html', 'http://www.cnnturk.com/teknoloji/malware-ataklari-konusunda-turkiye-basi-cekiyor']Turkey takes the lead in malware attacks['Turkey'] Turkey

['https://menafn.com/1098394083/Egyptian-sentenced-for-5-yrs-for-hacking-into-Kuwait-Parliaments-intranet', 'http://www.arabtimesonline.com/news/egyptian-sentenced-for-5-yrs-for-hacking-into-kuwait-parliaments-intranet/']Egyptian sentenced for 5 yrs for hacking into Kuwait Parliaments intranet['Kuwait'] Kuwait

['https://kfyr.iheart.com/content/2020-02-13-puerto-rico-government-loses-26-million-in-phishing-scam/', 'https://www.wfmz.com/news/puerto-rico-government-loses-million-in-phishing-scam/article_beabdf64-4e9e-11ea-ba05-1351fad230ee.html', 'https://www.telemetro.com/internacionales/2020/02/13/gobierno-de-puerto-rico-pierde-2-6-mdd-por-phishing/2557257.html', 'http://www.latinpost.com/articles/143596/20200214/puerto-rico-loses-millions-after-e-mail-phishing-attack.htm', 'https://www.courthousenews.com/puerto-rico-loses-2-6-million-in-phishing-scam/', 'https://www.pbs.org/newshour/nation/official-says-puerto-rico-government-lost-2-6m-in-phishing-scam', 'https://www.usine-digitale.fr/article/victime-de-phishing-porto-rico-perd-la-trace-de-2-6-millions-de-dollars.N930154', 'https://newsradiori.iheart.com/content/2020-02-13-puerto-rico-government-loses-26-million-in-phishing-scam/', 'https://www.manilatimes.net/2020/02/13/news/latest-stories/official-puerto-rico-govt-loses-2-6m-in-phishing-scam/685677/', 'https://60Puerto Rico government loses $2 . 6 million after falling for email phishing scam['Puerto Rico']Puerto Rico

['https://healthitsecurity.com/news/484k-aetna-ace-plan-members-impacted-by-eyemed-email-hack', 'https://www.modernhealthcare.com/cybersecurity/eyemed-email-hack-exposes-484k-aetna-members-data', 'https://medcitynews.com/2020/12/information-of-nearly-half-a-million-aetna-members-exposed-in-email-hack/']EyeMed email hack exposes 484K Aetna member data['United States']United States

['http://internetua.com/hakery-ukrali-svyshe-15-mln-v-rezultate-ataki-na-lendingovyi-proekt-inverse-finance', 'https://www.securitylab.ru/news/530929.php']Hackers stole over $15 million in an attack on the landing project Inverse Finance['Ukraine'] Ukraine

['https://www.laverdad.es/murcia/investigaciones-sobre-ciberataque-20210308185001-nt.html', 'https://www.laverdad.es/murcia/portal-educacion-sufre-20210306210631-nt.html', 'https://vtc.vn/hoc-sinh-bi-tan-cong-mang-khi-hoc-truc-tuyen-ar598270.html', 'https://www.laverdad.es/murcia/anpe-exige-hacienda-20210307172244-nt.html', 'https://www.laverdad.es/murcia/temor-docentes-hackers-20210307124633-nt.html', 'https://www.tin247.com/hoc-sinh-bi-tan-cong-mang-khi-hoc-truc-tuyen-4-28385183.html', 'https://vietgiaitri.com/hoc-sinh-bi-tan-cong-mang-khi-hoc-truc-tuyen-20210228i5604925/']Educarm Murcia | The Education portal suffers an attack by hackers['Spain'] Spain

['https://newsomsk.ru:443/news/106998/slovatskaya_birja_eterbase_podverglas_atake_xakero/', 'https://insidebitcoins.com/news/hackers-steal-5-4-million-from-slovak-crypto-exchange-eterbase']Slovak stock exchange Eterbase hit by hackers['Slovakia']Slovakia

['https://www.straitstimes.com/singapore/server-accessed-by-hackers-missed-security-updates-for-over-a-year', 'https://www.zdnet.com/article/singhealth-data-breach-reveals-several-inadequate-security-measures/', 'https://www.straitstimes.com/singapore/singhealth-data-breach-server-missed-crucial-updates', 'https://www.straitstimes.com/singapore/hacked-singhealth-server-had-not-had-security-update-for-14-months-cyber-attack-coi-finds', 'https://www.tnp.sg/news/singapore/exploited-server-singhealth-hack-had-no-security-updates-year', 'https://www.straitstimes.com/singapore/coi-on-singhealth-cyber-attack-alarm-bells-did-not-ring-for-key-cyber-security-employee', 'http://brudirect.com/news.php?id=54796', 'http://theindependent.sg/coi-unearths-severe-management-inaction-and-ineptitude-that-could-have-led-to-how-easily-singhealth-was-hacked/', 'https://www.techgoondu.com/2018/09/21/hackers-got-to-singhealth-through-a-series-of-slip-ups-vulnerabilities-coi-told/']Exploited server in SingHealth cyber attack had not had security update for 14 months , COI finds['Singapore']Singapore

['https://securityboulevard.com/2021/07/estonian-hacker-steals-300000-government-id-photos/', 'https://news.err.ee/1608291072/hacker-downloads-close-to-300-000-personal-id-photos']Estonian Hacker Steals 300 , 000 Government ID Photos['Estonia'] Estonia

['https://www.dnaindia.com/india/report-bihar-assembly-election-result-2020-live-updates-pushpam-priya-of-plurals-party-alleges-bjp-of-hacking-evm-2855543', 'https://hindi.webdunia.com/bihar-assembly-election-2020/pushpam-priya-choudhary-blames-bjp-on-evm-hacking-120111000063_1.html', 'https://www.indiatoday.in/elections/bihar-assembly-polls-2020/story/karti-chidambaram-bihar-election-result-counting-evm-hacking-tweet-1739749-2020-11-10']Bihar Assembly Election Result 2020 : Plurals party chief Pushpam Priya accuses BJP of hacking EVM['India'] India

['https://ria.ru/20190314/1551774789.html', 'https://www.baikal-daily.ru/news/20/359611/', 'http://trud-ost.ru/?p=645678', 'http://www.rosbalt.ru/russia/2019/03/14/1769315.html', 'http://komiinform.ru/news/177466', 'https://www.banki.ru/news/lenta/?id=10891193', 'https://regnum.ru/news/accidents/2590736.html', 'https://www.gazeta.ru/tech/news/2019/03/14/n_12745471.shtml', 'https://tass.ru/proisshestviya/6214765', 'https://www.bnkomi.ru/data/news/91469/']More than a million rubles were stolen by hackers in Transbaikalia | DV - ROSS news of the Far East['Russia'] Russia

['https://sn.dk/Danmark/KL-politianmelder-hackerangreb-40000-navne-er-laekket/artikel/752307', 'https://www.aoh.dk/ritzau/kl-politianmelder-hackerangreb--40.000-navne-er-laekket', 'https://jyllands-posten.dk/indland/politiretsvaesen/ECE10673672/kl-har-politianmeldt-hackerangreb-40000-navne-er-laekket/', 'https://www.dr.dk/nyheder/indland/oplysninger-om-kl-brugere-er-hacket-og-til-salg-pa-internettet', 'https://www.b.dk/nationalt/kl-politianmelder-hackerangreb-efter-laek-af-40.000-navne-det-er-meget-alvorligt', 'https://www.computerworld.dk/art/243673/kl-ramt-af-kaempehack-40-000-danskeres-data-laekket', 'https://www.dr.dk/nyheder/viden/teknologi/sikkerhedsekspert-40000-danskeres-hackede-data-har-hoej-vaerdi-kriminelle']KL has reported hacker attacks to the police: 40. 000 names have been leaked - Police and judiciary['Malaysia']Denmark

['http://24tv.ua/sayt_fondu_derzhmayna_postrazhdav_vid_hakerskih_atak_n798790', 'http://tyzhden.ua/News/188643', 'https://focus.ua/country/369225/', 'http://zik.ua/news/2017/03/27/sayt_fondu_derzhmayna_zaznav_hakerskoi_ataky_1068691', 'http://dt.ua/ECONOMICS/hakeri-atakuvali-sayt-fondu-derzhmayna-237757_.html']The website of the State Property Fund was attacked by hackers['Ukraine'] Ukraine

['https://www.20minutos.es/tecnologia/ciberseguridad/opensubtitles-sufre-un-hackeo-y-filtran-los-datos-de-millones-de-usuarios-como-saber-si-te-ha-afectado-4944504/', 'https://www.informaticien.be/news_item-32462-Open_Subtitles_a_t_pirat__noms_d_utilisateur_et_mots_de_passe_compromis.html', 'https://torrentfreak.com/opensubtitles-hacked-7-million-subscribers-details-leaked-online-220119/', 'https://pcworld.hu/pcwlite/feltortek-az-opensubtitles-oldalt-felhasznalok-millioinak-adatai-kerultek-nyilvanossagra-305166.html']OpenSubtitles Hacked , 7 Million Subscriber Details Leaked Online * TorrentFreak['Spain'] Spain

['https://eisamay.indiatimes.com/nation/supreme-courts-website-hacked-by-brazil-hackteam/articleshow/63829872.cms', 'https://telugu.oneindia.com/news/india/supreme-court-website-hacked-brazil-hack-team-226074.html', 'https://365info.kz/2018/04/hakery-vzlomali-pyat-gosudarstvennyh-sajtov/', 'http://www.bgr.in/news/supreme-court-india-website-hacked-brazil-hacteam/', 'http://www.spamfighter.com/News-21517-Website-of-Supreme-Court-of-India-is-Allegedly-Hacked.htm', 'http://www.dailyexcelsior.com/jk-bjp-website-hacked/', 'http://www.thenorthlines.com/bjps-jk-unit-website-hacked-restored/', 'http://www.kt.kz/rus/society/hakeri_vzlomali_sajt_visshego_sudebnogo_soveta_rk_1153655702.html', 'https://www.hindustantimes.com/india-news/supreme-court-website-inaccessible-reportedly-hacked/story-dFJFx9r34UKDKyNj9JAeLK.html', 'https://inc42.com/buzz/hacked-after-114-governments-portals-in-the-last-12-months-its-now-the-website-of-supreme-court-of-india/', 'http://tamil.thehindu.com/india/article23603517.ece', 'http://indianSupreme Court Website Hacked , Brazil Team Suspected to be Behind Attack['Brazil'] Brazil

['https://siliconangle.com/2022/03/21/hubspot-hack-results-data-breach-leading-cryptocurrency-companies/', 'https://www.securitylab.ru/news/530780.php', 'https://www.siliconrepublic.com/enterprise/hubspot-data-breach-crypto-web3-bitcoin', 'https://www.cmswire.com/digital-marketing/hackers-target-cryptocurrency-companies-in-hubspot-data-breach/']HubSpot Hack Affected Large Cryptocurrency Companies['United States']United States

['https://gazeta.ua/ru/articles/life/_ukrainskie-smi-soobschayut-o-kiberataki/963303', 'https://gazeta.ua/articles/life/_ukrayinski-zmi-povidomlyayut-pro-kiberataki/963303']Ukrainian media report on cyber attacks ['Ukraine'] Ukraine

['https://www.arnnet.com.au/article/666448/australia-concluded-china-behind-hack-parliament-political-parties/', 'http://www.mvariety.com/regional-news/115538-sources-australia-concluded-china-was-behind-hack-on-parliament-political-parties', 'https://www.defenceweb.co.za/cyber-defence/china-behind-australia-parliament-hack/', 'https://vz.ru/news/2019/9/16/997918.html', 'https://www.businessinsider.com/australian-intelligence-china-behind-parliament-election-hack-report-2019-9', 'https://www.crn.com.au/news/asd-concludes-china-was-behind-parliament-hack-sources-531029', 'http://worldnews24x7.tv/index.php?option=com_k2&view=item&id=17858:australia-says-china-behind-cyber-attack-on-parliament-report&Itemid=673', 'https://www.businessinsider.in/australian-intelligence-reportedly-concluded-that-china-was-responsible-for-a-major-hack-on-australias-parliament-in-the-lead-up-to-its-most-recent-elections/articleshow/71144307.cms', 'https://www.channelnewsasia.com/news/world/china-behind-hack-on-parliament-political-pReuters: Australian intelligence thinks China is behind Parliament hack['Australia']Australia

['https://nuclear-news.net/2019/12/16/how-indias-kudankulam-nuclear-power-plant-knpp-got-hacked/', 'https://www.csoonline.com/article/3488816/how-a-nuclear-plant-got-hacked.html', 'https://www.computerwoche.de/a/so-hackt-man-ein-atomkraftwerk,3548216', 'https://www.techcentral.ie/how-a-nuclear-plant-got-hacked/']How a nuclear plant got hacked ['Japan'] India

['https://www.lavoixdunord.fr/884346/article/2020-10-26/des-dizaines-de-sites-francais-victimes-d-un-piratage-islamiste', 'https://www.lexpress.fr/actualites/1/societe/des-dizaines-de-sites-francais-affichent-des-messages-de-propagande-islamiste-apres-un-piratage-informatique_2137258.html', 'https://www.laprovence.com/actu/en-direct/6160537/des-dizaines-de-sites-francais-affichent-des-messages-de-propagande-islamiste-apres-un-piratage-informati', 'https://www.lemonde.fr/pixels/article/2020/10/27/propagande-islamiste-une-enquete-ouverte-apres-le-piratage-de-dizaines-de-sites-internet-en-france_6057562_4408996.html', 'https://www.ouest-france.fr/societe/religions/des-sites-francais-affichent-des-messages-de-propagande-islamiste-apres-un-piratage-informatique-7029834', 'https://www.banglanews24.com/information-technology/news/bd/820097.details', 'https://www.ledauphine.com/science-et-technologie/2020/10/26/des-messages-de-propagande-islamiste-sur-des-sites-francais-victimes-de-piratage', 'https://cyberguerre.numInternet . Islamist propaganda messages on French sites victims of hacking['France'] France

['https://www.yucatan.com.mx/mexico/anoymous-mexico-cumple-y-hackea-a-banxico-sigue-hacienda', 'https://www.launion.com.mx/morelos/nacional/noticias/163592-sat-reporta-intento-de-hackeo-a-su-sitio.html', 'https://www.elsoldemexico.com.mx/finanzas/reportan-caida-de-pagina-de-banxico-hackean-condusef-5462412.html', 'https://www.economiahoy.mx/www.economiahoy.mx/nacional-eAm-mx/noticias/10653106/07/20/Banxico-confirma-que-sufrio-un-intento-de-hackeo-en-su-pagina-oficial-grupo-Anonymous-seria-responsable.html', 'https://lopezdoriga.com/economia-y-finanzas/sat-denuncia-intento-de-hackeo-informacion-de-contribuyentes-nunca-estuvo-expuesta-asegura/', 'https://www.kioscomayor.com/vernoticias.php?artid=101297&cat=12', 'https://panamericana.pe/internacionales/297734-mexico-anonymous-hackeo-sitio-condusef-amenaza-banxico', 'https://www.informador.mx/economia/Intentan-hackear-pagina-del-SAT--20200709-0043.html', 'https://www.unocero.com/seguridad/anonymous-ataque-sat/', 'https://lineadirectaportal.com/mexico/mandan-mensaAnonymous Mexico hacks the website of the Condusef['Mexico'] Mexico

['http://kpunews.com/ru/news/20190330/70035.html', 'http://www.ehackingnews.com/2019/04/hackers-in-ukraine-are-attacking.html', 'https://inosmi.ru/politic/20190405/244890150.html', 'http://xn--j1aidcn.org/terminovo-hakerska-ataka-na-ukrayinski-informatsijno-telekomunikatsijni-ob-yekti/']URGENTLY. Hacker attack on Ukrainian information and telecommunications facilities of UKROP['Ukraine'] Ukraine

['https://www.miragenews.com/sa-government-issues-breach-notice-to-hacked-711284/', 'https://www.itnews.com.au/news/south-australian-gov-issues-breach-notice-to-hacked-payroll-provider-574782']SA Government issues breach notice to hacked payroll provider['South Africa']South Africa

['https://www.timesnownews.com/technology-science/article/gemalto-apologises-for-inaccurate-aadhaar-data-breach-report/306050', 'https://www.firstpost.com/tech/news-analysis/gemalto-apologises-and-withdraws-data-breach-claim-of-aadhaar-data-from-report-5457281.html', 'https://www.business-standard.com/article/pti-stories/gemalto-issues-public-apology-for-aadhaar-data-breach-report-118102700539_1.html', 'https://www.business-standard.com/article/current-affairs/gemalto-issues-public-apology-for-a-report-claiming-aadhaar-data-breach-118102700539_1.html', 'https://www.moneylife.in/article/aadhaar-data-breach-gemalto-publishes-abject-apology-was-it-to-protect-business/55646.html', 'http://articles.economictimes.indiatimes.com/news/politics-and-nation/gemalto-apologises-for-wrong-aadhaar-data-breach-report/articleshow/66390996.cms', 'https://www.thehindubusinessline.com/info-tech/aadhaar-data-breach-report-digital-security-firm-gemalto-issues-public-apology/article25347670.ece', 'https://www.biometricupdate.com/20Gemalto issues public apology for a report claiming Aadhaar data breach['India'] India

['https://www.timesofisrael.com/jihadist-wallpaper-app-used-to-hack-iranians-phones-says-israeli-security-firm/', 'https://en.radiofarda.com/a/iran-hacking-smartphone-disinformation/29485704.html', 'https://www.jawapos.com/internasional/14/09/2018/perusahaan-keamanan-israel-tuding-iran-dalang-peretas-ponsel']Iran Hacking Smartphones , Boosting Disinformation , Say Israeli Cyber Security Firms['Israel'] Israel

['https://hirtv.hu/ahirtvhirei/kibervedelmi-intezet-jelentosen-nott-az-iskolak-es-a-korhazak-elleni-kibertamadasok-szama-2494962', 'https://www.xpatloop.com/channels/2020/2/cyber-attacks-against-schools-hospitals-up-last-year-in-hungary.html', 'https://demokrata.hu/magyarorszag/iskolakat-es-korhazakat-tamadnak-a-hekkerek-204464/', 'https://www.lokmat.com/tech/hacking-has-increased-globally-due-internet-insecurity/', 'http://profitline.hu/Egyre-tobb-kibertamadas-eri-az-iskolakat-es-a-korhazakat-403614', 'https://www.deccanherald.com/national/national-politics/increase-in-cyber-attack-incidents-in-the-country-govt-802849.html']Cyber Attacks Against Schools & Hospitals Up Last Year In Hungary['Hungary'] Hungary

['https://www.lemonde.fr/international/article/2018/12/03/l-ambassade-de-russie-a-la-haye-accusee-d-avoir-tente-de-pirater-l-oiac_5391880_3210.html', 'https://nos.nl/artikel/2261551-russische-ambassade-was-betrokken-bij-opcw-hack.html', 'https://nos.nl/artikel/2261551-russische-ambassade-zenuwcentrum-spionage-speelde-rol-in-opcw-hack.html', 'https://www.repubblica.it/esteri/2018/12/04/news/l_olanda_dice_che_l_ambasciata_russa_e_direttamente_coinvolta_nel_tentativo_di_hackeraggio_dell_opcw-213387079/', 'https://www.omroepwest.nl/nieuws/3731250/Russische-ambassade-Den-Haag-is-spionagecentrum-betrokken-bij-OPCW-hack', 'https://www.nu.nl/binnenland/5604761/russische-ambassade-actief-betrokken-bij-hackoperatie-opcw.html']The Netherlands says the Russian embassy is involved in the OPCW hack attempt['Netherlands']Netherlands

['https://www.actualno.com/politics/globjavat-bylgarski-poshti-s-1-mln-lv-zaradi-kiber-atakata-news_1788880.html', 'https://www.novinite.bg/articles/220499/Zaradi-kiber-atkata-Globyavat-Balgarski-poshti-s-krupna-suma', 'https://www.dnevnik.bg/bulgaria/2022/07/27/4373971_bulgarski_poshti_e_globena_s_1_mln_leva_zaradi/', 'https://www.168chasa.bg/article/12137321', 'https://dnes.dir.bg/obshtestvo/1-mln-lv-globa-za-balgarski-poshti-zaradi-lipsata-na-merki-predi-kiberatakata']Because of the cyber attack: "Bulgarian Post" is fined a large sum - Novinite. bg['Bulgaria'] Bulgaria

['https://www.stern.de/digital/online/digitaler-bankraub--so-raeumten-hacker-20-millionen-euro-ab-8628870.html', 'https://arstechnica.com/information-technology/2019/03/how-hackers-pulled-of-a-20-million-bank-heist/', 'https://www.wired.com/story/mexico-bank-hack/', 'https://www.computing.co.uk/ctg/news/3072684/how-hackers-stole-usd20m-from-bank-of-mexico']How hackers pulled off a $20 million bank heist['United States']Mexico

['https://www.vesti.ru/hitech/article/2616644', 'https://news.mail.ru/incident/48031819/']Russian hackers were accused of attacking Iowa farmers. The US is facing food problems['United States']United States

['https://www.tio.ch/dal-mondo/cronaca/1516921/incendio-blackout-porto-rico-luma-attacco', 'https://www.lrytas.lt/it/ismanyk/2021/06/11/news/puerto-riko-elektros-firma-skelbia-patyrusi-kibernetine-ataka-ir-gaisra-19704369/', 'https://www.delfi.lt/news/daily/world/puerto-rike-tukstanciai-liko-be-elektros-po-kibernetines-atakos-pries-elektros-firma-ir-gaisro.d?id=87441151']Puerto Rico's power firm says it suffered a cyber attack and fire['Puerto Rico']Puerto Rico

['http://news1.kr/articles/?3610430', 'https://news.joins.com/article/23455887', 'https://www.upi.com/Top_News/World-News/2019/05/01/North-Korea-hackers-Venus-121-behind-attack-on-activists-firm-says/1991556717976/']North Korea's presumed hacker organization, Goldstar 121, detected an attempt to attack North Korean officials['North Korea']North Korea

['http://www.middleeasteye.net/news/iraq-arrests-hacker-sparking-hacking-campaign-against-government-1929928407', 'http://www.dnaindia.com/world/report-iraqi-hacker-arrested-for-targeting-security-agency-2459832']Iraq arrests hacker , sparking deluge of attacks on websites['Iraq'] Iraq

['https://www.patrika.com/indore-news/indore-police-website-hacked-latest-news-indore-police-website-6948108/', 'https://hindi.webdunia.com/national-hindi-news/cyber-attack-indore-police-website-hack-121071300055_1.html', 'https://navbharattimes.indiatimes.com/state/madhya-pradesh/indore/indore-police-website-hack-news-indore-police-website-hacked-slogan-given-for-free-kashmir-comment-on-pm-modi-also/articleshow/84374821.cms', 'https://www.bhaskar.com/local/mp/indore/news/on-monday-itself-the-home-minister-has-stirred-up-the-officials-and-issued-a-red-alert-in-the-state-128696164.html', 'https://www.newstracklive.com/news/madhya-pradesh-indore-police-website-hacked-by-pakistani-hacker-mohammad-bilal-mc23-nu764-ta764-1452812-1.html']indore police website hack news: indore police website hacked news: indore police website hacked, slogan given for free kashmir, comment on pm modi also['India'] India

['https://oglobo.globo.com/economia/pf-detectou-pagamentos-no-exterior-hacker-que-vazou-dados-de-223-milhoes-de-brasileiros-24935696', 'https://www.jornalopcao.com.br/ultimas-noticias/policia-prende-hacker-suspeito-de-vazar-dados-de-223-milhoes-de-brasileiros-318153/', 'https://www.tecmundo.com.br/seguranca/214078-pf-prende-hacker-suspeito-vazar-dados-223-milhoes-de-brasileiros.htm', 'https://oglobo.globo.com/economia/pf-prende-hacker-suspeito-de-vazar-dados-de-223-milhoes-de-brasileiros-maior-ja-registrado-no-pais-24932206', 'https://www.miseria.com.br/ultimas-noticias/vc-viu/policia-federal-prende-hacker-suspeito-de-vazar-dados-de-223-milhoes-de-brasileiros/']PF arrests hacker suspected of leaking data of 223 million Brazilians, the largest ever registered in the country['Brazil'] Brazil

['https://www.futura-sciences.com/tech/actualites/tech-formation-hacking-ethique-89-profitez-offre-interessante-86067/', 'https://www.sott.net/article/448760-Researcher-hacks-over-35-tech-firms-in-novel-supply-chain-attack', 'https://iphonesoft.fr/2021/02/10/alex-brisan-pirate-35-entreprises-apple-microsoft', 'https://ndh.vn/cong-nghe/hacker-kiem-130-000-usd-nho-phat-hien-lo-hong-bao-mat-1285593.html', 'https://blogs.diariovasco.com/apartirdelos50/2021/02/05/pirateo-intelectual/', 'https://www.01net.com/actualites/il-a-pirate-35-entreprises-high-tech-dont-apple-et-microsoft-et-gagne-plus-de-130-000-dollars-2034228.html', 'https://threatpost.com/supply-chain-hack-paypal-microsoft-apple/163814/', 'https://thanhnien.vn/cong-nghe/hacker-kiem-130000-usd-nho-phat-hien-lo-hong-bao-mat-1341458.html', 'https://www.geeky-gadgets.com/reminder-save-98-on-the-all-in-one-2021-super-sized-ethical-hacking-bundle-12-02-2021/', 'https://tekno.kompas.com/read/2021/02/15/19310097/hacker-bobol-35-perusahaan-teknologi-besar-dapat-Apple , Microsoft , Tesla , PayPal : security researcher hacks internal systems of over 35 companies | News['United States']United States

['https://www.cnews.fr/vie-numerique/2021-03-26/haute-garonne-les-donnees-personnelles-de-plus-de-360000-habitants-piratees', 'https://www.midilibre.fr/2021/03/26/occitanie-les-donnees-personnelles-de-plus-de-300-000-habitants-de-haute-garonne-piratees-9451643.php', 'https://www.ladepeche.fr/2021/03/26/info-la-depeche-un-fichier-avec-les-donnees-de-363-000-toulousains-a-ete-pirate-9451547.php']INFO LA DEPECHE . Haute - Garonne: a file with the personal data of 363,000 inhabitants of the department has been hacked['France'] France

['http://internetua.com/hakerskaya-gruppirovka-OceanLotus-vzlomala-sait-prezidenta-filippin', 'http://news.abs-cbn.com/focus/11/08/17/hackers-target-philippine-military-presidential-websites']Hacker group OceanLotus hacked the website of the President of the Philippines['Philippines']Philippines

['https://svodka.akipress.org/news:1682914', 'https://www.vb.kg/doc/397479_sayt_gknb_pytalis_vzlomat.html']Hacker tried to hack SCNS website – AKIpress summary['Kyrgyzstan']Kyrgyzstan

['https://www.lexology.com/library/detail.aspx?g=d173ae91-42ca-4b3b-a642-defe26b116c9', 'https://www.jdsupra.com/legalnews/new-for-summer-upcoming-amendments-to-33309/', 'https://www.lowcards.com/strict-data-breach-law-moves-forward-in-california-55379', 'http://seclists.org/dataloss/2018/q2/258', 'https://www.databreaches.net/changes-to-louisianas-data-breach-notification-law-go-into-effect-august-1/', 'https://www.natlawreview.com/article/colorado-louisiana-and-vermont-add-to-recent-trend-changes-to-state-data-breach', 'https://www.jdsupra.com/legalnews/cybersecurity-legal-compliance-update-54576/', 'https://www.jdsupra.com/legalnews/privacy-and-security-round-up-colorado-62131/', 'http://www.pewtrusts.org/research-and-analysis/blogs/stateline/2018/05/31/colorado-governor-signs-data-breach-notification-law', 'https://www.jdsupra.com/legalnews/colorado-enacts-sweeping-changes-to-44227/', 'https://www.jdsupra.com/legalnews/colorado-enacts-expanded-data-breach-92936/', 'http://mondaq.com/unitedstates/x/712910/States Update Data Breach Notification Laws with Stricter Definit ...['United States']United States

['http://newspim.com/news/view/20210311000113', 'http://world.kbs.co.kr/service/news_view.htm?lang=s&Seq_Code=74934', 'https://www.tripwire.com/state-of-security/featured/us-charges-north-korean-hackers-wannacry-sony-pictures-attack/', 'http://www.ohmynews.com/NWS_Web/View/at_pg.aspx?CNTN_CD=A0002725576&PAGE_CD=N0002&CMPT_CD=M0112', 'https://www.yna.co.kr/view/AKR20210309153800017', 'http://news.kmib.co.kr/article/view.asp?arcid=0015614908&code=61151311&sid1=eco', 'http://world.kbs.co.kr/service/news_view.htm?lang=f&Seq_Code=72999']North Korean hackers charged by US in relation to attacks['United States']United States

['https://www.liputan6.com/news/read/4519675/data-diduga-bocor-diretas-hacker-pakar-it-sayangkan-sistem-keamanan-pertamina', 'https://www.pikiran-rakyat.com/teknologi/pr-011694622/rawan-peretasan-pakar-it-ungkap-perkiraan-penyebab-bobolnya-data-internal-pertamina', 'https://www.antaranews.com/berita/2070998/pakar-peretasan-pertamina-akibat-keamanan-sistem-ti-tak-memadai']Expert: Hacking Pertamina due to inadequate IT system security['Indonesia']Indonesia

['https://lasentinella.gelocal.it/ivrea/cronaca/2020/09/06/news/mail-manipolate-a-salerano-hacker-russo-attacca-il-comune-1.39265841', 'https://www.pnp.ru/in-world/elektronnuyu-pochtu-posolstva-rossii-v-avstrii-atakovali-khakery.html', 'https://rg.ru/2020/09/01/posolstvo-rf-v-avstrii-podverglas-hakerskoj-atake.html', 'https://iz.ru/1055509/2020-09-01/elektronnaia-pochta-rossiiskogo-posolstva-v-avstrii-podverglas-vzlomu']Russian embassy email in Austria hacked['Austria'] Russia

['https://surabaya.tribunnews.com/2020/09/07/edan-geng-indonesia-bobol-perusahaan-italia-rp-58-m-modus-retas-email-dan-baypass-transaksi', 'https://jabar.tribunnews.com/2020/09/07/peretas-indonesia-dapat-puluhan-miliar-rupiah-perusahaan-asal-italia-dan-cina-jadi-korban']Indonesian Hackers Get Tens of Billions of Rupiah, Companies from Italy and China Become Victims['Italy', 'China']China, Italy

['https://www.calcalist.co.il/internet/articles/0,7340,L-3775593,00.html', 'https://www.richardsilverstein.com/2019/12/14/major-israeli-cyber-attacks-on-iranian-banks/', 'http://www.isra.com/news/238755', 'https://www.timesofisrael.com/irans-banks-were-hacked-minister-admits-but-experts-doubt-his-claimed-culprit/', 'https://unitedwithisrael.org/israeli-experts-uncover-hacking-operation-that-could-have-been-disastrous/']Iranian banks hacked ['Iran'] Iran

['https://novini.bg/bylgariya/obshtestvo/549656', 'https://btvnovinite.bg/predavania/120-minuti/chernijat-otmastitel-v-zorata-na-hakerstvoto-i-starite-balgarski-kompjutri.html']IT specialists: Hacking of NRA systems is due to poorly written software - Society['Bulgaria'] Bulgaria

['http://www.kt.kz/rus/society/hakerskoj_atake_podvergsja_operator_kashaganskogo_proekta_1153639267.html', 'https://zonakz.net/2017/05/13/xakery-atakovali-operatora-kashaganskogo-proekta/', 'http://www.kazpravda.kz/news/tehnologii/hakerskoi-atake-podverglis-serveri-operatora-kashaganskogo-proekta/']Hackers attacked the operator of the Kashagan project['Kazakhstan']Kazakhstan

['https://securite.developpez.com/actu/310220/Campari-Group-victime-du-ransomware-Ragnar-Locker-Les-cybercriminels-ont-vole-2-To-de-donnees-sensibles-et-demandent-15-Ms-pour-deverrouiller-les-fichiers-et-supprimer-les-donnees-volees/', 'https://www.20min.ch/story/hacker-verlangen-von-der-campari-gruppe-15-millionen-dollar-loesegeld-997933345902', 'https://www.ictjournal.ch/news/2020-11-10/campari-attaque-par-le-ransomware-ragnar-locker']After cyber attack: hackers demand $15 million ransom from the Campari group['Italy'] Italy



['http://lefaso.net/spip.php?article77331', 'http://lefaso.net/spip.php?article77343']Burkina: Several government websites hacked['Burkina Faso']Burkina Faso

['https://inc42.com/buzz/central-depository-reports-malware-intrusion-says-data-safe/', 'https://economictimes.indiatimes.com/markets/stocks/news/securities-depository-cdsl-detects-malware-in-few-internal-machines/articleshow/95609192.cms', 'https://news.yahoo.com/indias-securities-depository-cdsl-says-172918073.html', 'https://economictimes.indiatimes.com/markets/stocks/news/cdsl-services-down-due-to-cyber-attacks/articleshow/95616703.cms', 'https://www.ndtv.com/business/central-depository-services-detects-malware-in-few-internal-machines-3533583', 'https://www.thehindubusinessline.com/news/settlement-at-cdsl-delayed-due-to-malware-detection/article66154113.ece', 'https://timesofindia.indiatimes.com/business/india-business/cdsl-detects-malware-puts-off-settlements/articleshow/95614526.cms', 'https://timesofindia.indiatimes.com/business/india-business/securities-depository-cdsl-detects-malware-in-few-internal-machines/articleshow/95609424.cms', 'https://www.thehindu.com/business/markets/cdsl-detects-malware-iSecurities depository CDSL detects malware in few internal machines['India'] India

['https://www.turnto23.com/news/political/national/russian-group-suspected-in-dnc-hack-targeted-washington-think-tank', 'https://www.newsweek.com/russian-military-intelligence-hackers-dnc-washington-1313036', 'https://www.wral.com/russian-group-suspected-in-dnc-hack-targeted-washington-think-tank/18159151/', 'https://www.clickondetroit.com/news/politics/russian-group-suspected-in-dnc-hack-targeted-washington-think-tank', 'https://www.cnn.com/2019/01/30/politics/fancy-bear-microsoft-csis-think-tank/']Russian Military Intelligence Hackers Who Allegedly Broke Into DNC Recently Targeted Washington D . C . Security Think Tank['United States']United States

['https://www.cybersecurityintelligence.com/blog/big-cyber-attack-hits-iran-4781.html', 'http://www.xinhuanet.com/english/2020-02/14/c_138784281.htm', 'https://www.poandpo.com/news/iran-aborts-powerful-cyber-attack-on-telecom-network-922020531/', 'http://www.xinhuanet.com/english/2020-02/09/c_138766754.htm', 'https://www.prokerala.com/news/articles/a1005925.html', 'http://www.china.org.cn/world/Off_the_Wire/2020-02/09/content_75686101.htm', 'https://telecom.economictimes.indiatimes.com/news/iran-aborts-cyber-attack-on-telecom-network/74040271', 'https://news.am/eng/news/560341.html', 'https://www.thenational.ae/world/mena/largest-cyber-attack-in-iran-s-history-occurs-on-eve-of-failed-satellite-launch-1.977119', 'http://www.angop.ao/angola/en_us/noticias/internacional/2020/1/7/Iran-says-probably-behind-cyber-attack-telecom-network,c5a96db7-ef19-4cb4-9775-1b47c16d2b74.html', 'https://www.plenglish.com/index.php?o=rn&id=51991&SEO=iran-guarantees-communications-despite-cyber-attacks']Iran aborts  powerful  cyber attack on telecom network['Iran'] Iran

['https://www.cuartopoder.mx/nacional/tras-27-millones-de-intentos-de-hackeo-pnt--estable/381398/', 'https://www.cuartopoder.mx/nacional/tras-intentos-de-hackeo-pnt-se-encuentra-estable/381417/']After 27 million hack attempts, PNT, stable['Mexico'] Mexico

['https://www.elconfidencial.com/tecnologia/2017-10-09/annonymous-sup-policia-hackeos_1457858/', 'https://elmercurio.com.mx/internacional/hackean-la-web-del-mayor-sindicato-policial']They hack the website of the largest police union['Spain'] Spain

['https://eltipografo.cl/2022/10/plataformas-de-la-defensoria-penal-publica-intentaron-ser-hackeadas', 'https://www.elmostrador.cl/destacado/2022/10/14/nuevo-intento-de-hackeo-afecto-a-la-defensoria-penal-publica-ordenaron-apagar-todos-los-computadores-que-funcionen-con-windows/', 'https://www.biobiochile.cl/noticias/nacional/chile/2022/10/14/defensoria-penal-publica-sufre-intento-de-hackeo-y-apago-todos-sus-equipos-con-windows.shtml']Platforms of the Public Criminal Defender's Office tried to be hacked['Argentina']Chile

['http://news1.kr/articles/?3586496', 'http://news.kmib.co.kr/article/view.asp?arcid=0924069949&code=11131200&sid1=soc']Voice phishing for government-supported low-interest loan repayment … Arrested 15 people who stole 2 billion won['South Korea']South Korea

['https://www.tivi.fi/Kaikki_uutiset/tietomurto-suomalaisessa-bitcoin-palvelussa-paljastaja-saa-500-euron-palkkion-6729699', 'https://www.tivi.fi/Kaikki_uutiset/tietomurto-suomalaisessa-bitcoin-palvelussa-paljastaja-saa-palkkion-euroina-6729699']Data breach in the Finnish Bitcoin service - the revealer receives a reward in euros['Finland'] Finland

['http://www.e-consulta.com/medios-externos/2018-05-01/presunto-hackeo-bancos-retrasa-pago-de-empresas-empleados', 'https://www.alcalorpolitico.com/informacion/atraso-en-el-pago-a-jubilados-se-debio-a-un-supuesto-intento-de-hackeo-a-bancos-261575.html']Delay in payment to retirees was due to an alleged attempt to hack banks['Mexico'] Mexico

['http://www.news18.com/news/tech/north-korean-hackers-behind-bangladesh-bank-heist-russian-expert-1417279.html', 'http://tech.firstpost.com/news-analysis/russian-cyber-security-firm-claim-that-bangladesh-heist-was-conducted-by-north-korean-hackers-379167.html', 'http://www.business-standard.com/article/news-ians/north-korean-hackers-behind-bangladesh-bank-heist-russian-expert-117053001744_1.html', 'http://www.vishwagujarat.com/international/north-korean-hackers-behind-bangladesh-bank-heist-russian-expert/']North Korean hackers behind Bangladesh bank heist : Russian expert['Bangladesh']Bangladesh

['http://securitymiddleeast.com/2014/12/24/etisalat-website-hacked/', 'http://securitymiddleeast.com/2015/01/05/comments-hack-attack-etisalat-website/']Etisalat Website Hacked ['United Arab Emirates']United Arab Emirates

['https://www.ukrinform.net/rubric-defense/2870873-russia-using-ukraine-as-test-site-for-cyber-attacks-experts.html', 'https://gazeta.ua/articles/life/_rosijski-hakeri-atakuvali-bezpekovi-obyekti-v-ukrayini/950235']Russia using Ukraine as test site for cyber attacks – experts['Ukraine'] Ukraine

['https://yle.fi/uutiset/3-11446945', 'https://www.eldiario.es/tecnologia/pegasus-programa-hackeado-politicos-catalanes-espio-periodistas-activistas-mundo_1_6106611.html', 'https://www.elconfidencial.com/tecnologia/2020-07-17/shalev-hulio-espionaje-nso-group-torrent-cni-jeff-bezos_2685316/', 'http://english.ahram.org.eg/NewsContent/2/8/374356/World/Region/Israeli-court-rejects-petition-to-curb-spyware-com.aspx', 'https://www.aljazeera.net/news/scienceandtechnology/2020/7/17/%D9%85%D8%AD%D9%83%D9%85%D8%A9-%D8%A3%D9%85%D9%8A%D8%B1%D9%83%D9%8A%D8%A9-%D8%AA%D8%B1%D9%81%D8%B6-%D8%A7%D9%84%D8%AA%D9%85%D8%A7%D8%B3-%D8%A7%D9%84%D8%B4%D8%B1%D9%83%D8%A9', 'https://www.theolivepress.es/spain-news/2020/07/14/catalan-separatist-leader-demands-investigation-into-spanish-phone-hacking-scandal/', 'https://www.jurist.org/news/2020/07/israel-court-dismisses-amnesty-bid-to-stop-nso-group-exporting-spyware/', 'https://sputniknews.com/middleeast/202007131079874745-israeli-court-blocks-amnesty-international-attempt-to-curb-spywareSpain allegedly used spyware against Catalan separatist elected officials['Spain'] Spain

['https://1prime.ru/telecommunications_and_technologies/20200915/832027176.html', 'https://www.infox.ru/news/283/242750-hakery-vzalis-za-neftegazovye-kompanii', 'https://www.securitylab.ru/news/512133.php']Hackers take over oil and gas companies['Russia'] Russia

['http://www.diodeo.com/news/view/3254530', 'http://english.donga.com/Home/3/all/26/1610238/1']Suspected hacking of 30 computers of the Defense Acquisition Program Administration … Government cyber security concerns['South Korea']South Korea

['http://www.otempo.com.br/capa/mundo/americano-admite-ataque-hacker-a-aeroporto-de-bruxelas-ap%C3%B3s-atentados-1.1433542', 'http://wiadomosci.wp.pl/kat,1027139,title,Za-atakiem-hakerskim-po-zamachu-w-Brukseli-stalo-dziecko,wid,18699949,wiadomosc.html', 'http://usa.onlinenigeria.com/news/169641-us-teen-14-admits-hacking-attack-on-brussels-airport.html', 'http://www.em.com.br/app/noticia/internacional/2017/02/09/interna_internacional,846190/americano-de-14-anos-reconhece-ataque-hacker-a-aeroporto-de-bruxelas-a.shtml', 'http://www.correiobraziliense.com.br/app/noticia/mundo/2017/02/09/interna_mundo,572282/americano-de-14-anos-reconhece-ataque-hacker-a-aeroporto-apos-atentado.shtml', 'http://www.dailysabah.com/americas/2017/02/09/us-teen-admits-hacking-brussels-airport-after-suicide-bombings', 'https://rueconomics.ru/226013-amerikanskii-podrostok-priznalsya-v-hakerskoi-atake-na-aeroport-bryusselya-v-den-terakta', 'http://www.dailymail.co.uk/news/article-4207734/US-teen-14-admits-hacking-attack-Brussels-airport.14-year-old American recognizes hacker attack at Brussels airport after attacks['Belgium'] Belgium

['http://focustaiwan.tw/news/asoc/201710090016.aspx', 'http://www.lankaweb.com/news/items/2017/10/09/home-society-back-to-list-cib-confirms-suspect-nabbed-for-hacking-us500000-unaccountable/', 'http://www.eyeontaiwan.com/cib-confirms-suspect-nabbed-for-hacking-us500000-unaccountable']LankaWeb – The Criminal Investigation Bureau CIB confirms suspect nabbed for hacking ; US$500 , 000 unaccountable['Sri Lanka']Taiwan

['https://www.qatarliving.com/forum/news/posts/qatar-add-%e2%80%98qna-website-hacking%e2%80%99-case-others-against-uae-icj', 'http://www.qatar-tribune.com/Latest-News/ArtMID/423/ArticleID/19218', 'https://www.juancole.com/2018/09/arabia-hacking-spoofing.html', 'https://www.thepeninsulaqatar.com/article/15/09/2018/Qatar-to-take-UAE-to-ICJ-over-QNA-website-hacking']QNA hacking to be added to the case against UAE in ICJ : Marri['United Arab Emirates']United Arab Emirates

['https://www.clevelandjewishnews.com/jta/hackers-steal-7-5-million-from-washington-jewish-endowment/article_e952c3a8-b933-5636-bc79-0765574838f1.html', 'https://forward.com/fast-forward/453788/hackers-steal-75m-from-washington-jewish-endowment/', 'https://www.jta.org/2020/09/03/united-states/hackers-steal-7-5-million-from-washington-jewish-endowment', 'https://news.artnet.com/art-world/hackers-hit-smithsonian-parrish-corning-1905256', 'https://www.artsjournal.com/2020/09/hackers-steal-donor-info-from-smithsonian-uk-national-trust-other-nonprofits.html', 'https://www.theartnewspaper.com/news/smithsonian-confirms-that-its-donor-data-was-potentially-breached-in-ransomware-attack', 'http://www.jewishledger.com/2020/09/hackers-steal-millions-from-wa-jewish-endowment/', 'http://www.5tjt.com/hackers-steal-7-5-million-from-washington-federation-endowment/', 'https://dailyprogress.com/news/local/hackers-may-have-accessed-donor-data-from-several-local-nonprofits/article_5f68e560-cb35-58c6-aa55-59c62fa73773.html', 'httHackers Steal $7 . 5 Million From Washington Federation Endowment['United States']United States

['https://www.diariosigloxxi.com/texto-s/mostrar/466598/ciberataque-ruso-julio-sufrido-csic-maniobra-extorsion', 'https://www.lavozdeasturias.es/noticia/actualidad/2022/08/03/defensaacusa-rusia-estar-detras-ciberataque-csic/00031659528342412902944.htm', 'https://www.huffingtonpost.es/entry/que-se-sabe-del-ciberataque-csic_es_62e9570ae4b09d14dc4705eb']The Russian cyber attack suffered by the CSIC in July was an extortion maneuver['Spain'] Spain

['https://www.yucatan.com.mx/mexico/hackeo-a-gobernadores-chiapas-y-guerrero-nuevas-victimas', 'https://noticieros.televisa.com/ultimas-noticias/gobernadores-de-guerrero-y-chiapas-denuncian-hackeo-de-sus-cuentas-de-whatsapp/']Governors of Guerrero and Chiapas denounce hacking – Noticieros Televisa['Mexico'] Mexico

['https://www.unian.net/science/hakery-rossiyu-podozrevayut-v-kiberatake-na-gossluzhbu-zanyatosti-ispanii-novosti-11361382.html', 'https://www.ondacero.es/noticias/espana/inteligencia-espanola-apunta-rusia-como-causante-ciberataque-sepe_2021032260585407f992530001f82f17.html', 'https://www.esdiario.com/espana/399851298/El-CNI-senala-a-hackers-rusos-por-el-ataque-al-SEPE-en-venganza-contra-Laya.html']Spanish Intelligence points to Russia as the cause of the cyber attack on SEPE['Spain'] Spain

['https://www.crhoy.com/economia/en-medio-de-crisis-institucional-por-hackeos-hacienda-cambia-a-director-de-tributacion/', 'https://www.crhoy.com/economia/en-medio-de-hackeo-hacienda-habilita-formulario-en-papel-para-contribuyentes/']In the midst of hacking, the Treasury enables paper form for taxpayers['United States']Costa Rica

['https://www.newsru.com/world/17apr2019/zelenskysurkov.html', 'https://nv.ua/ukraine/politics/vzlomannaya-perepiska-lyudi-surkova-finansirovali-shtab-zelenskogo-the-insider-50017215.html', 'https://rus.delfi.lv/news/daily/abroad/the-insider-vzlomannaya-perepiska-ukazyvaet-na-finansirovanie-zelenskogo-iz-rossii.d?id=51006845', 'https://ru.delfi.lt/abroad/global/the-insider-vzlomannaya-perepiska-ukazyvaet-na-finansirovanie-zelenskogo-lyudmi-surkova.d?id=80940599', 'http://www.tabula.ge/ge/story/147522-finansdeba-tu-ara-vladimir-zelenskikremlis-fulit-ra-tseria-hakerebis-mopovebul']The Insider: Hacked emails point to Russian funding for Zelensky['Ukraine'] Ukraine

['http://www.cooperativa.cl/noticias/economia/servicios-financieros/bancos/gobierno-pidio-al-fmi-asistencia-tecnica-en-ciberseguridad-tras-hackeo/2018-06-28/195018.html', 'http://www.cooperativa.cl/noticias/economia/servicios-financieros/bancos/sbif-llamo-a-mejorar-la-legislacion-para-aumentar-la-ciberseguridad-tras/2018-06-25/225835.html', 'https://www.eleconomista.com.mx/sectorfinanciero/Chile-pide-al-FMI-asistencia-en-ciberseguridad-tras-hackeo-al-Banco-de-Chile-20180628-0090.html', 'https://actualidad.rt.com/actualidad/278753-chile-pida-ayuda-fmi-ciberseguridad', 'http://www.america-retail.com/chile/chile-hong-kong-indaga-lavado-de-dinero-tras-hackeo-banco-de-chile/', 'https://www.publimetro.cl/cl/noticias/2018/06/22/hackeo-banco-chile-reportan-posible-lavado-dinero-hong-kong.html', 'https://www.fayerwayer.com/2018/06/hackeo-banco-chile-hong-kong/', 'http://www.elmostrador.cl/mercados/2018/06/22/platas-robadas-en-hackeo-al-banco-de-chile-llegan-hasta-hong-kong-policia-investiga-lavado-de-dinero/', 'http:/Chile : Hong Kong probes money laundering after Banco de Chile hack['Chile'] Chile

['https://www.voakorea.com/a/3944079.html', 'HTTP://www.yonhapnews.co.kr/economy/2017/07/14/0319000000AKR20170714168200017.HTML?template=5567']Anonymous Choo hacker, hacking of shopping malls operated by local governments in Korea['South Korea']South Korea

['https://www.ghanaweb.com/GhanaHomePage/politics/Election-2020-Ghana-s-electoral-data-secured-from-cyber-attacks-NCSC-1084501', 'https://www.ghanaweb.com/GhanaHomePage/politics/2020-Polls-Ghana-s-electoral-data-secured-from-cyber-attacks-NCSC-1084501']2020 Polls : Ghana electoral data secured from cyber attacks['Ghana'] Ghana

['https://tass.ru/mezhdunarodnaya-panorama/12482255', 'https://www.telesurtv.net/news/venezuela-banco-restablece-servicios-ataque-cibernetico-20210920-0024.html', 'https://primicia.com.ve/nacion/gobierno-venezolano-asegura-que-banco-de-venezuela-sufrio-un-hackeo-masivo/', 'https://tvzvezda.ru/news/2021918421-7dO5R.html']Venezuela says the hacker attack on the country's largest bank came from the US['Venezuela']Venezuela

['https://tn.com.ar/sociedad/hackearon-el-whatsapp-del-intendente-de-olavarria-para-estafarlo_1099221', 'https://www.lt10.com.ar/noticia/275588--hackearon-la-pagina-web-y-el-twitter-de-la-municipalidad&seccion=politica', 'https://sinmordaza.com/noticia/114939-hackearon-las-redes-sociales-de-la-municipalidad-de-santa-fe.html', 'https://www.elciudadanoweb.com/hackearon-la-cuenta-de-twitter-y-la-pagina-web-de-la-municipalidad-de-santa-fe-para-criticar-a-jaton/']They hacked the social networks of the Municipality of Santa Fe['Argentina']Argentina

['https://www.devdiscourse.com/article/law-order/2075469-germanys-hawkish-greens-report-computer-system-hack', 'https://russian.rt.com/world/news/1016178-hakery-ataka-frg']Hackers attacked the internal network of the Green Party in Germany['Germany']Germany

['https://climatecrocks.com/2018/01/15/us-energy-infrastructure-vulnerable-to-hack-attack/', 'https://www.bloomberg.com/news/articles/2018-01-19/better-thermostat-passwords-may-deter-cyber-attacks-on-grid', 'http://www.handelsblatt.com/technik/it-internet/kritische-infrastruktur-schuetzen-im-fadenkreuz-der-hacker/20877220.html', 'http://www.circleid.com/posts/20180119_industrial_plant_malware_attack_generates_renewed_concerns/', 'http://www.finanznachrichten.de/nachrichten-2018-01/42808872-im-fadenkreuz-der-hacker-ein-grossangelegter-hackerangriff-auf-verkehrssysteme-oder-kraftwerke-diese-198.htm', 'https://www.insurancejournal.com/news/national/2018/01/22/477993.htm']Critical infrastructure targeted by hackers['United States']United States

['https://www.mk.co.kr/news/society/view/2021/04/344953/', 'http://www.busan.com/view/busan/view.php?code=2021041020240104263', 'http://news.kmib.co.kr/article/view.asp?arcid=0015729143&code=61121111&sid1=soc', 'http://www.hani.co.kr/arti/society/society_general/990467.html', 'http://dongascience.donga.com/news.php?idx=45548']The joker picture plastered on the KAIST billboard... Hacking again after November['South Korea']South Korea

['https://www.tribunnews.com/nasional/2020/07/07/polisi-ungkap-motif-peretas-situs-lembaga-negara-peretas-gunakan-uang-tebusan-untuk-mabuk-mabukan', 'https://www.tribunnews.com/nasional/2020/07/07/retas-situs-lembaga-negara-pelaku-gunakan-uang-hasil-kejahatannya-untuk-mabuk-mabukan', 'https://www.cnnindonesia.com/nasional/20200707163046-12-521902/pelaku-retas-1309-akun-pemerintah-swasta-untuk-mabuk-mabukan']Hacking State Institution Sites, Perpetrators Use the Money from their Crimes for Drunkenness['Indonesia']Indonesia

['https://www.indiatoday.in/technology/news/story/personal-data-of-millions-of-truecaller-users-available-on-dark-web-1531969-2019-05-22', 'https://inc42.com/buzz/truecaller-denies-data-breach-reports/']Truecaller Denies Reports Of Data Breach Affecting 15 Mn Users In India['India'] India

['https://www.securitylab.ru/news/526733.php', 'https://www1.cbn.com/cbnnews/israel/2021/november/cleaner-for-israeli-defense-minister-charged-with-spying-for-iran-backed-hackers', 'https://www.algemeiner.com/2021/11/18/israeli-defense-ministers-house-cleaner-charged-with-espionage-for-iran-linked-hacker-group/', 'https://www.haaretz.com/israel-news/.premium-israeli-employed-in-gantz-s-home-suspected-of-offering-info-to-iran-linked-individua-1.10397054', 'https://www.msn.com/en-us/news/world/a-house-cleaner-working-for-israel-s-defense-minister-offered-to-spy-for-hackers-linked-to-iran-says-indictment/ar-AAQXr4O']Cleaner for Israeli Defense Minister Charged With Spying for Iran - Backed Hackers['Israel'] Israel

['https://www.wsj.com/articles/orbitz-discloses-possible-data-breach-affecting-880-000-payment-cards-1521555385', 'https://nakedsecurity.sophos.com/2018/03/22/880000-payment-cards-affected-in-travel-company-data-breach/', 'http://www.4-traders.com/AIR-CANADA-18464295/news/Air-Canada-says-some-hotel-bookings-caught-up-in-Orbitz-data-breach-26254154/', 'https://www.theverge.com/2018/3/20/17144482/orbitz-data-breach-credit-cards', 'http://medicinehatnews.com/business/2018/03/29/air-canada-says-some-hotel-bookings-caught-up-in-orbitz-data-breach/', 'http://whnt.com/2018/03/31/over-half-a-million-payment-cards-vulnerable-in-orbitz-data-breach/', 'https://www.thestar.com/business/2018/03/29/air-canada-warns-customers-some-hotel-bookings-caught-up-in-orbitz-data-breach.html', 'https://nypost.com/2018/03/20/orbitz-data-hack-may-have-compromised-880k-credit-cards/', 'http://www.travelweekly.com/Travel-News/Travel-Agent-Issues/Orbitz-booking-platform-hacked', 'https://www.foxbusiness.com/markets/orbitz-hack-hits-credit880 , 000 Payment Cards Hit in Orbitz Data Breach['United States']United States

['https://ladiaria.com.uy/politica/articulo/2022/12/filtracion-de-datos-reservados-del-inau-se-deberia-a-hackeo-de-correos-de-funcionarios-segun-abdala/', 'https://www.carasycaretas.com.uy/sociedad/abdala-hackeo-al-inau-es-un-llamado-atencion-al-estado-n58164']Leaking of INAU's reserved data is due to hacking of officials' emails, according to Abdala['Uruguay'] Uruguary

['https://www.securitylab.ru/news/525662.php', 'https://ura.news/news/1052511143']Kurgan hacker sentenced for attacking government websites['Russia'] Russia

['https://www.burgasinfo.com/news/view/3/91068', 'https://blitz.bg/ikonomika/zatyagat-rezhima-za-otpuskane-na-brzi-krediti-zaradi-khakvaneto-na-nap_news689020.html', 'https://www.dnes.bg/obshtestvo/2019/08/01/zatiagat-izdavaneto-na-byrzi-krediti-zaradi-haknatata-nap.418263']They tighten the issuance of fast loans because of the hacked NRA['Bulgaria'] Bulgaria

['https://www.panorama.am/en/news/2019/10/18/Azerbaijani-hacking-group-behind-attacks-on-PM%E2%80%99s-official-website/2183692', 'http://www.turan.az/ext/news/2019/10/free/Social/ru/84572.htm']Azerbaijani hackers hacked the website of the Prime Minister of Armenia['Armenia'] Armenia

['https://www.romandie.com/news/Symantec-pointe-du-doigt-l-activite-d-un-groupe-de-pirates-informatiques-iraniens/894525.rom', 'http://almoslim.net/news/286189', 'http://www.ammonnews.net/article/358635', 'https://www.iraqakhbar.com/856996', 'https://www.alraimedia.com/Home/Details?id=072845bc-d6cf-4601-8fce-7477ac5ae96b', 'http://www.ibtimes.co.uk/chafer-iranian-hacking-group-expands-attacks-spying-operations-airline-firms-middle-east-1664568', 'https://www.eremnews.com/news/arab-world/gcc/1217888', 'http://www.kolakhbark.net/world-news/article-1031725', 'http://www.aljoumhouria.com/news/index/405262', 'http://menafn.com/1096541229/Iranian-hacker-sparks-intl-concerns', 'http://elaph.com/Web/News/2018/2/1192544.html', 'http://www.albawabhnews.com/2968771', 'http://www.middle-east-online.com/?id=268250', 'http://www.zdnet.com/article/australian-universities-and-ngos-targeted-by-iranian-and-chinese-hackers/', 'http://www.bawabatii.com/news182431.html', 'http://www.itp.net/616710-iranian-hacking-group-widens-reaIranian hackers spying on Middle Eastern institutions['Iran'] Middle East

['https://www.etrend.sk/technologie/slovensko-sk-pod-utokom-hackerov-vladny-urad-avizuje-nutne-nakupy-hardveru.html', 'https://spravy.pravda.sk/ekonomika/clanok/473027-slovensko-celi-masivnym-ddos-utokom-hackerov/', 'https://www.aktuality.sk/clanok/598437/na-slovensko-sk-utocia-hekeri-treti-den/', 'https://www.zive.sk/clanok/132888/na-slovensko-sk-utocia-hackeri-treti-den/', 'https://www.noviny.sk/slovensko/344991-hackeri-utocia-na-slovensko', 'https://dennikn.sk/minuta/1151307/', 'https://www.cas.sk/clanok/705241/slovensko-celi-hekerom-z-celeho-sveta-masivne-utoky-na-dve-popularne-stranky/', 'https://ekonomika.sme.sk/c/20848194/slovensko-celi-masivnym-hekerskym-utokom-z-celeho-sveta.html', 'https://spravy.pravda.sk/ekonomika/clanok/473211-utoky-hackerov-na-slovensko-sk-pokracuju/', 'https://www.zivotpo.sk/clanky/clanok/119314/Slovensko%20v%20posledn%C3%BDch%20d%C5%88och%20%C4%8Del%C3%AD%20%C3%BAtokom%20hekerov/', 'https://dennikn.sk/minuta/1149973/', 'https://www.zive.sk/clanok/132916/sef-slovensko-sk-zvazimSlovakia faces massive hacker attacks from all over the world['Slovakia']Slovakia

['http://english.vietnamnet.vn/fms/science-it/191930/vietnamese-businesses-exposed-to-more-ransomware-cyberattacks.html', 'http://mondaq.com/china/x/656820/Security/Ransomware+Attack+The+Corporate+Liability+Of+Reporting+In+Mainland+China']Vietnamese businesses exposed to more ransomware cyberattacks['Vietnam'] Vietnam

['https://www.thehindubusinessline.com/news/world/uks-intelligence-agencies-are-working-to-prevent-hacking-attempts-to-steal-covid-19-vaccine-secrets-report/article31755785.ece', 'https://www.engadget.com/hackers-target-uk-nhs-research-centers-190009137.html', 'https://www.cbc.ca/radio/frontburner/state-sponsored-hackers-target-vaccine-research-1.5597631']Hackers targeted the united kingdom coronavirus vaccine research['United Kingdom']United Kingdom

['https://www.zdnet.fr/actualites/lockbit-revendique-le-piratage-des-services-departementaux-de-l-ardeche-39940427.htm', 'https://www.techtarget.com/searchsecurity/news/252515932/Sophos-LockBit-affiliates-hacked-regional-government-agency']Lockbit claims the hacking of the Ardèche departmental services['France'] France

['https://abnews.ru/2018/06/27/xakery-2/', 'https://ria.ru/incidents/20180627/1523493010.html']Police detain suspects in hacking 500,000 accounts['Russia'] Russia

['http://www.newsdzezimbabwe.co.uk/2022/11/hacking-zec-reports-pachedu-to-cops.html', 'https://www.herald.co.zw/zec-reports-pachedu-over-bullying-hacking/']HACKING : ZEC REPORTS PACHEDU TO COPS newsdzeZimbabweNewsdzeZimbabwe['Zimbabwe']Zimbabwe

['https://www.scmagazineuk.com/update-wind-river-denies-two-billion-critical-infrastructure-devices-risk-hacking/article/1595904', 'https://www.scmagazineuk.com/two-billion-critical-infrastructure-devices-risk-hacking/article/1595904']Two billion critical infrastructure devices at risk of hacking['United Kingdom']United Kingdom

['https://gadgets.ndtv.com/internet/news/decathlon-data-breach-123-million-users-employees-2186626', 'https://www.techradar.com/news/over-120-million-decathlon-user-accounts-hacked', 'https://www.themobileindian.com/news/decathlon-data-breach-exposes-over-123-million-users-personal-information-30024']Over 120 million Decathlon accounts hacked['France'] France

['https://hvg.hu/itthon/20191112_Feltortek_Erzsebetvaros_honlapjat_Niedermullert_gyalaztak_a_hackerek', 'http://www.ma.hu/belfold/337085/Feltortek_Erzsebetvaros_honlapjat']At home: The website of Erzsébetváros was hacked, Niedermüller was defamed by the hackers['Hungary'] Hungary

['https://www.elnuevodia.com/noticias/locales/nota/eldepartamentodelafamiliaserecuperadelataquecibernetico-2472153/', 'https://www.eleconomistaamerica.pe/cultura-eAm/noticias/9648695/01/19/Departamento-Familia-Puerto-Rico-anuncia-total-recuperacion-por-ataque-cibernetico.html']Family Department Puerto Rico announces full recovery from cyber attack['Puerto Rico']Puerto Rico

['https://www.dailysabah.com/economy/2017/12/11/anonymous-hacks-worlds-biggest-whaling-industry-in-norway', 'http://www.newsinenglish.no/2017/12/08/hackers-hit-norway-over-whale-hunts/']Hackers hit Norway over whale hunts ['Norway'] Norway

['https://www.dnevnik.si/1042975440/slovenija/telekom-slovenije-zaznava-vedno-vec-kibernetskih-napadov', 'https://siol.net/novice/slovenija/telekom-slovenije-zaznava-vedno-vecje-stevilo-kibernetskih-napadov-564035']Telekom Slovenije detects an increasing number of cyber attacks['Slovenia']Slovenia

['https://www.wnp.pl/tech/w-ataku-hakerskim-na-senat-wykryto-rosyjskie-slady,638653.html', 'https://www.fakt.pl/polityka/ataku-hakerow-na-polski-senat-byly-oficer-wywiadu-z-waznym-apelem/qe27mxv', 'https://www.wnp.pl/tech/zaryn-o-ataku-hakerskim-wyglada-to-na-dzialania-ktore-mialy-na-celu-sparalizowanie-witryny-senackiej,638780.html', 'https://www.fakt.pl/polityka/atak-rosyjskich-hakerow-na-polski-senat-byly-oficer-wywiadu-mowi-czego-mogli-szukac/qe27mxv', 'https://tv7.bg/hakerski-ataki-nad-slovakiya-i-polsha/', 'https://tass.ru/proisshestviya/16171977', 'https://www.radiopik.pl/3,104712,zaryn-o-ataku-hakerskim-wyglada-to-na-dzialania-', 'https://www.wprost.pl/polityka/10925728/to-wywolalo-poruszenie-senatorzy-o-ataku-hakerskim-na-serwery-izby-wyzszej.html']Hacker attack on the Polish Senate. Former intelligence officer with an important appeal['Poland'] Poland



['https://www.thetimes.co.uk/article/turkish-hackers-threaten-to-attack-greek-foreign-ministry-2prqjqpml', 'https://www.stoxos.gr/2018/05/channel-24tv-isp-turk-12987-router.html', 'https://www.taringa.net/posts/info/20181930/Guerra-entre-hackers-griegos-y-turcos.html', 'http://www.newsnowgr.com/article/1137177/antipoina-apo-ellines-xakers-paraviasan-13000-tourkikous-servers---isopedosan-tourkiko-kanali.html', 'http://globedia.com/guerra-hackers-griegos-turcos', 'http://www.newsnowgr.com/article/1136997/ellines-xaker-katevasan-ta-rola-stous-tourkous-isopedosan-to-diktyo-Channel-24TV-kai-tin-ISP-Turk-Telecom--trelathikan-13000-router-kai-server.html', 'http://tvxs.gr/news/ellada/toyrkoi-xaker-ksanaxtypisan-stin-ellada-me-soyleiman-megaloprepi', 'https://www.madata.gr/epikairotita/social/617894-oi-Anonymous-Greece-apanthsan-stis-kyvernoepitheseis-toyrkon-chaker.html']GREEK ANTE ATTITUDE ...!!! cyber attack on Turkish Channel 24TV and ISP Turk - Out of service 12 . 987 Turkish routers and servers['Turkey'] Turkey

['https://www.perfil.com/noticias/economia/investigan-un-posible-hackeo-al-ministerio-de-economia.phtml', 'https://www.ambito.com/economia/ministerio-economia/el-pidio-investigar-un-hackeo-interno-n5541639', 'https://www.continental.com.ar/economia/el-ministerio-de-economia-denuncio-el-hackeo-de-sus-sistemas-informaticos_a632bc7ff8fbbf071f2ae9dbe']The Ministry of Economy asked to investigate an internal hack['Argentina']Argentina

['https://gordonua.com/news/society/v-iyune-sbu-zablokirovala-76-kiberatak-na-ukrainskie-organy-vlasti-1561937.html', 'https://glavnoe.ua/news/n357063391-v-ijune-sbu-zablokirovala-bolee-70-kiberatak-na-ukrainskie-organy-vlasti']In June, the SBU blocked more than 70 cyber attacks on Ukrainian authorities['Ukraine'] Ukraine

['http://rosinvest.com/novosti/1379542', 'https://www.ferra.ru/news/techlife/amerikanskii-istrebitel-vzlomali-vo-vremya-obnovleniya-proshivki-25-04-2019.htm']US fighter jet hacked during firmware update['United States']United States

['https://lenta.ru/news/2018/11/13/gps_nato/', 'https://www.depo.ua/ukr/svit/ukr/svit/rosiyu-zapidozrili-u-zlomi-gps-pid-chas-navchan-nato-zmi-20181109867187', 'https://glavred.info/world/10026680-rossiyu-obvinili-vo-vzlome-sistemy-gps-na-ucheniyah-nato-v-norvegii.html', 'https://www.thesun.ie/news/3386901/russia-hacked-nato-war-games-in-norway-by-jamming-the-gps-signal-guiding-ships-planes-and-tanks/', 'https://newizv.ru/news/tech/11-11-2018/rossiyu-podozrevayut-vo-vzlome-gps-vo-vremya-ucheniy-nato', 'https://www.nakanune.ru/news/2018/11/14/22524615/']Russia accused of hacking GPS during NATO exercises in Norway['Norway'] Norway

['http://zakarpattya.net.ua/News/171753-Cherez-khakersku-ataku-uzhhorodtsi-mozhut-otrymaty-nekorektni-rakhunky-za-vodopostachannia', 'http://goloskarpat.info/society/595b99274023b/']Uzhgorod residents may receive incorrect bills for water supply due to a hacker attack['Ukraine'] Ukraine

['https://xakep.ru/2018/08/27/atlas-quantum-hack/', 'https://cointelegraph.com/news/brazilian-crypto-platform-atlas-quantum-reveals-data-breach-affecting-260k-customers', 'http://echospb.ru/2018/08/28/hakeri-pohitili-dannie-polzovateley-atlas-quantum/', 'https://insidebitcoins.com/news/brazilian-crypto-trading-platform-atlas-suffers-hack-261000-users-personal-data-stolen/167018', 'https://news.finance.ua/ru/news/-/433312/hakery-vzlomali-kriptovalyutnuyu-investplatformu-atlas-quantum']Brazilian Crypto Platform Atlas Quantum Reveals Data Breach Affecting 260K Customers['Brazil'] Brazil

['https://nld.com.vn/thoi-su-quoc-te/nga-to-tin-tac-trung-quoc-tan-cong-ma-doc-vao-mang-cua-chinh-quyen-20210817101433037.htm', 'https://lenta.ru/news/2021/08/24/fbi_wanted/', 'https://vietbao.vn/nga-to-tin-tac-nuoc-ngoai-tan-cong-mang-vao-co-quan-hanh-phap-lien-bang-254469.html', 'https://www.defenseone.com/technology/2021/08/report-china-hacking-russia-too/184426/']Russia accuses foreign hackers of hacking federal law enforcement agencies['Russia'] Russia

['https://jalisco.quadratin.com.mx/principal/hackean-al-congreso-de-jalisco-es-la-segunda-dependencia-en-ser-atacada/', 'https://www.proceso.com.mx/nacional/estados/2022/12/6/hackean-al-instituto-de-informacion-estadistica-al-congreso-de-jalisco-298232.html', 'https://www.ejecentral.com.mx/hackean-a-cinco-dependencias-y-al-congreso-de-jalisco/']They hack the Institute of Information and Statistics, and the Congress of Jalisco['Mexico'] Mexico

['https://www.loksatta.com/desh-videsh-news/gujarat-election-2017-atms-can-be-hacked-then-why-cant-evms-asks-patidar-leader-hardik-patel-wont-wish-bjp-for-victory-1602695/', 'https://navbharattimes.indiatimes.com/state/gujarat/ahmedabad/hardik-patel-alleges-140-engineers-will-hack-evms/articleshow/62102678.cms', 'http://www.pradeshtoday.com/newsdetails.php?news=Hardik-Patel-raises-questions-on-ECM-hacking,-EC-says&nid=183839', 'http://www.moneycontrol.com/news/politics/gujarat-election-result-2017-counting-live-bjp-narendra-modi-congress-rahul-gandhi-hardik-patel-evm-2463215.html', 'https://www.oneindia.com/india/evm-hacking-what-former-cecs-had-to-say-2604234.html', 'https://hindi.oneindia.com/news/india/evm-hacking-reality-of-hardik-patels-claims-436846.html', 'http://www.newsnow.in/news/hardik-alleges-evms-can-be-hacked', 'https://hindi.oneindia.com/news/india/gujarat-election-an-ahmedabad-based-company-planning-to-hack-evm-machines-says-hardik-patel-436648.html', 'http://www.anandabazar.com/national/team-Gujarat Elections 2017: Complaint of hacking, Wi-Fi near EVM in Surat['India'] India

['http://idrw.org/cyber-chiefs-warning-as-hackers-target-pms-covid-fund/', 'https://economictimes.indiatimes.com/tech/internet/cyber-chiefs-warning-as-hackers-target-pms-covid-fund/articleshow/74877953.cms']Cyber chief warning as hackers target PM Covid fund – Indian Defence Research Wing['India'] India

['https://www.cbc.ca/news/canada/windsor/windsor-council-erca-scam-votes-against-1.5968727', 'https://windsorstar.com/news/local-news/erca-officials-to-explain-292k-phishing-scam-to-city-council']Windsor council grills ERCA on $300K+ phishing scam , yet turns down seeing investigative reports['Canada'] Canada

['http://www.ibtimes.co.uk/scotland-yard-detectives-used-hackers-india-illegally-read-campaigners-emails-1612935', 'http://www.standard.co.uk/news/crime/probe-into-claims-met-police-hacked-into-campaigners-emails-a3495706.html', 'http://tech.firstpost.com/news-analysis/indian-police-have-allegedly-been-hacking-the-accounts-of-journalists-and-activists-for-scotland-yard-368120.html', 'https://arstechnica.co.uk/tech-policy/2017/03/met-police-accused-of-using-hackers-in-india-to-target-greenpeace-campaigners/', 'https://thewire.in/118023/indian-police-helped-scotland-yard-hack-emails-greenpeace/', 'http://www.pressgazette.co.uk/met-police-faces-its-own-hacking-scandal-over-claims-force-spyed-on-emails-of-journalists/', 'http://www.mangalam.com/news/detail/92540-latest-news-scotland-yard-using-indian-hackers.html', 'http://www.bbc.co.uk/news/uk-39341020']Indian Police Helped Scotland Yard Hack Into Activist Email Accounts['India', 'United Kingdom']United Kingdom

['https://www.nextgov.com/cybersecurity/2020/09/cisa-fbi-warns-iran-based-threat-actor-may-be-planning-ransomware-attacks/168520/', 'https://www.cybersecurityintelligence.com/blog/new-iranian-ransomware-groups-detected-5211.html']New Iranian Ransomware Groups Detected['Iran'] United States

['http://www.hispantv.com/noticias/rusia/493026/colombia-ciberataque-embajador', 'https://www.elnuevosiglo.com.co/articulos/05-24-2021-rusia-llamo-al-embajador-colombiano-explicar-versiones-de-ciberataques']Russia summoned Colombian ambassador for version of cyber attacks['Colombia']Russia

['https://www.oslobodjenje.ba/vijesti/region/turski-hakeri-napali-jedan-od-sajtova-srbijanske-vlade-na-pocetnu-stranicu-stavili-sliku-tabuta-iz-srebrenice-a-napisali-su-i-simbolicnu-poruku-674110', 'http://internetua.com/turecki-hakeri-atakuvali-uryadovii-sait-serbiyi-i-rozmistili-foto-iz-trunami']Oslobođenje - Turkish hackers attacked one of the Serbian government's websites: They put a picture of the tabut from Srebrenica on the home page, and wrote a symbolic message.['Serbia'] Serbia

['https://tvn24.pl/premium/cyberbezpieczenstwo-jak-hakerzy-przejmuja-konta-politykow-i-po-co-to-robia-5058485', 'https://pch24.pl/watykan-na-celowniku-hakerow-ataki-finansowane-sa-m-in-przez-rzad-w-pekinie/', 'https://reporter.si/clanek/slovenija/ministra-tonin-in-koritnik-v-krempljih-hekerjev-objavili-so-njune-osebne-podatke-863574', 'https://www.tvp.info/53237043/cyberbezpieczenstwo-ataki-hakerow-na-watykan']Cybersecurity. Hacker attacks on the Vatican['Italy'] Vatican City

['https://datanews.knack.be/ict/nieuws/hackers-stelen-persoonsgegevens-via-website-federaal-planbureau/article-news-1609731.html', 'https://datanews.knack.be/ict/nieuws/hackers-stelen-persoonsgegevens-website-federaal-planbureau/article-news-1609731.html', 'https://datanews.levif.be/ict/actualite/des-pirates-volent-des-donnees-personnelles-sur-le-site-web-du-bureau-federal-du-plan/article-news-1299951.html']Hackers steal personal data from the Federal Planning Bureau website - News['Belgium'] Belgium

['https://www.finansgundem.com/haber/siber-saldiri-sonrasi-o-banka-operasyonlarini-durdurdu/1392883', 'http://www.hurriyet.com.tr/teknoloji/siber-saldiri-sonrasi-banka-operasyonlarini-durdurdu-41139558']Bank ceased operations after cyber attack['Turkey'] Malta

['http://internetua.com/plohaya-tradiciya-s-nacsala-goda-vzlomali-uje-vtoroi-sait-minuasta', 'http://www.tvnet.lv/zinas/latvija/770878-de_facto_kiberuzbrukumu_piedzivojusi_ari_vid_informacijas_sistema_un_valdibas_majaslapa', 'http://www.reporter.gr/Eidhseis/344522-Epithesh-apo-chakers-sto-site-toy-ypoyrgeioy-Politismoy']Attack by hackers on the website of the Ministry of Holism['Ukraine'] Greece

['https://www.newsweek.com/us-posts-traces-ukraine-hacks-part-cyber-alliance-against-russia-1726429', 'https://www.securitylab.ru/news/532870.php', 'https://haqqin.az/news/254041']The United States admitted that they are carrying out cyber attacks on Russia in support of Ukraine['Russia', 'Ukraine']Russia

['https://www.dp.ru/a/2019/01/29/Hakeri_vnov_sovershili_at?hash=709535', 'https://www.fontanka.ru/2019/01/24/092/']Rosselkhoznadzor was attacked by hackers. "Argus" and "Mercury" withstood almost 1.5 hour onslaught['Russia'] Russia

['https://www.watfordobserver.co.uk/news/17637903.data-reveals-extent-of-cyber-attacks-on-hertfordshire-county-council/', 'https://www.stalbansreview.co.uk/news/17637905.data-reveals-extent-of-cyber-attacks-on-hertfordshire-county-council/']Data reveals extent of cyber attacks on Hertfordshire County Council['United Kingdom']United Kingdom

['https://novini.bg/biznes/biznes_tehnologii/726981', 'https://www.bgonair.bg/a/5-science/271347-polsha-obvinyava-rusiya-che-e-haknala-i-razprostranyavala-imeyli-ot-imeto-na-pravitelstvoto', 'https://www.latestly.com/agency-news/world-news-polish-pm-claims-russia-hacked-tweaked-leaked-govt-emails-3917187.html', 'https://fakti.bg/world/694102-polsha-obvini-ruskite-i-belaruskite-taini-slujbi-v-hakerski-ataki', 'https://article.wn.com/view/2022/07/06/Polish_PM_claims_Russia_hacked_tweaked_leaked_govt_emails_6s/', 'https://www.standartnews.com/svyat-evropa/premiert-na-polsha-ss-skandalni-razkritiya-za-ruskite-khakeri-497460.html']Poland accused the Russian and Belarusian secret services of hacking attacks['Poland', 'Belarus', 'Russia']Poland

['https://frognews.bg/novini/blizo-3-mln-hakerski-ataki-imalo-3-obshtini-sedmitsata-vota.html', 'https://www.novinite.bg/articles/204238/Blizo-3-mln-hakerski-ataki-e-imalo-v-3-obshtini-v-sedmicata-na-vota']Nearly 3 million there were hacker attacks in 3 municipalities during the week of the vote['Bulgaria'] Bulgaria

['https://www.sn.at/politik/innenpolitik/task-force-tagt-am-montag-zu-oevp-hackerangriff-75914560', 'https://www.telegraaf.nl/nieuws/2116924030/ovp-ze-hebben-ons-gehackt-en-documenten-vervalst', 'https://orf.at/stories/3136423/', 'https://www.welingelichtekringen.nl/anp/oostenrijkse-ovp-slachtoffer-hackers', 'https://www.vol.at/oevp-hackerangriff-task-force-tagt-am-montag/6343030', 'https://www.krstarica.com/vesti/svet/obavestajne-sluzbe-danas-o-hakerskom-napadu-na-ovp/', 'https://www.krstarica.com/vesti/svet/austrija-obavestajne-sluzbe-danas-o-hakerskom-napadu-na-ovp/', 'https://www.dvhn.nl/buitenland/Oostenrijkse-%C3%96VP-slachtoffer-hackers-24798259.html']Intelligence services today about the hacker attack on OVP['Austria'] Austria

['http://www.futbolsapiens.com/actualidad-irrelevante/hackearon-pagina-del-america/', 'http://tiempo.com.mx/noticia/109316-club_america_sitio_web_hackers/1']They hacked the America page; this they did['United States']United States

['http://elsiglo.com.pa/cronica-roja/unos-40-aprehendidos-operacion-phishing/24214094', 'https://newsroompanama.com/news/operation-phishing-nets-20-in-simultaneous-raids-1']Operation Phishing nets 20 in simultaneous raids['Panama'] Panama

['http://occupyilluminati.com/dnc-staffers-faced-death-and-bomb-threats-after-russia-hack/', 'http://thehill.com/blogs/blog-briefing-room/news/321166-brazile-dnc-staffers-recieved-death-threats-after-email-hack', 'http://www.politico.com/story/2017/02/donna-brazile-dnc-russia-hacking-threats-235368']DNC staffers faced death and bomb threats after Russia hack['United States']United States

['https://www.nbcnews.com/tech/security/dod-communications-hub-reports-likely-data-breach-n1140071?cid=public-rss_20200221', 'https://www.reuters.com/article/us-usa-defense-breach/u-s-agency-responsible-for-trumps-secure-communication-suffered-data-breach-letter-idUSKBN20E27A', 'https://www.breitbart.com/national-security/2020/02/21/military-data-breach-compromised-personal-info-200000-service-members/', 'https://www.dailymail.co.uk/sciencetech/article-8030237/US-Department-Defense-HACKED-exposing-private-information-200-000-people.html', 'https://www.newsy.com/stories/dod-agency-that-oversees-governement-it-reports-data-breach/', 'https://bangla.bdnews24.com/tech/article1726038.bdnews', 'https://www.techradar.com/news/us-defence-agency-reports-data-breach', 'https://siliconangle.com/2020/02/20/agency-tasked-securing-us-government-military-comms-suffers-data-breach/', 'https://www.oann.com/watch-dod-agency-may-have-suffered-potential-data-breach/', 'https://wnmtradio.com/news/articles/2020/feb/20/us-defense-aUS Defence Agency That Provides IT Support for Trump Compromised in  Data Breach  – Report['United States']United States

['https://nra.lv/pasaule/398570-hakeri-australija-tumsaja-timekli-nopludinajusi-9-7-miljonu-cilveku-datus.htm', 'https://ia.acs.org.au/article/2022/govt--australia--unnecessarily-vulnerable--to-cyber-attacks.html', 'http://www.newsweekjapan.jp/headlines/world/2022/12/420919.php', 'https://www.thestar.com.my/tech/tech-news/2022/12/05/australians-fear-for-privacy-as-hackers-steal-personal-data', 'https://www.theguardian.com/australia-news/live/2022/dec/08/australia-news-live-updates-politics-tanya-plibersek-environment-protection-agency-energy-anthony-albanese-chris-bowen-penny-wong-china-us-diplomacy-covid?page=with:block-6391405b8f08d2809ffd0ad3']Australians fear for privacy as hackers steal personal data['Australia']Australia

['https://www.radiofarda.com/a/u-s-cyber-security-firm-reports-iran-linked-hacking-group-targeting-israeli-shipping/31994442.html', 'https://www.timesofisrael.com/iran-linked-hacking-group-targeting-israeli-shipping-us-cybersecurity-firm-says/']Hackers "linked to Iran" have targeted Israel's shipping sector for the past two years['Israel'] Israel

['https://www.securitylab.ru/news/507989.php', 'https://www.zdnet.com/article/estonia-foreign-hackers-breached-local-email-provider-for-targeted-attacks/']"Government" hackers hacked into the mail of high-ranking persons in Estonia['Estonia'] Estonia

['http://www.donews.com/news/detail/4/2978390.html', 'http://tech.sina.com.cn/roll/2017-12-10/doc-ifypnyqi1884377.shtml']Phishing email APT attacks against enterprises broke out, nearly 30,000 Chinese enterprises were victimized['China'] China

['http://world.kbs.co.kr/french/./news/news_In_detail.htm?No=64132&id=In', 'https://www.zdnet.com/article/north-korean-hackers-continue-attacks-on-cryptocurrency-businesses/', 'https://www.eleconomistaamerica.com.ar/mercados-eAm-mexico/noticias/9799997/04/19/Hackeo-a-criptomoneda-coreana-genero-perdidas-por-13-millones-de-dolares.html', 'https://www.wired.co.uk/article/north-korea-hackers-apt38-cryptocurrency', 'http://www.koreaherald.com/view.php?ud=20190326000616', 'http://world.kbs.co.kr/service/news_view.htm?lang=i&Seq_Code=53986', 'https://maharashtratimes.indiatimes.com/business/business-news/behind-cyber-attack-korea/articleshow/68618032.cms', 'http://www.diodeo.com/news/view/3391298', 'https://nz.finance.yahoo.com/news/north-korean-hackers-don-t-233046620.html', 'https://www.securityweek.com/north-korea-linked-hackers-target-macos-users', 'http://news.chosun.com/site/data/html_dir/2019/04/05/2019040501068.html', 'http://www.saamana.com/north-korean-hackers-behind-cosmos-bank-cyber-attack-says-un-securNorth Korea connection behind Cosmos Bank cyber attack!['India'] India

['https://www.siliconrepublic.com/enterprise/greek-gas-operator-data-ransomware-cyberattack', 'https://www.bleepingcomputer.com/news/security/greek-natural-gas-operator-suffers-ransomware-related-data-breach/', 'https://www.securityweek.com/ransomware-gang-leaks-data-allegedly-stolen-greek-gas-supplier', 'https://www.bleepingcomputer.com/news/security/new-donut-leaks-extortion-gang-linked-to-recent-ransomware-attacks/']Ransomware Gang Leaks Data Allegedly Stolen From Greek Gas Supplier['Greece'] Greece

['https://www.newsru.co.il/mideast/31jul2020/iran_hacker_120.html', 'https://www.securitylab.ru/news/510723.php']Iranian hackers claim Israeli railway hacked['Israel'] Israel

['https://finance.sina.com.cn/roll/2020-04-12/doc-iircuyvh7369474.shtml', 'https://tech.sina.com.cn/roll/2020-04-12/doc-iirczymi5877089.shtml']The hacking incident re-fermented over the weekend: Brokers warned of risks, and the industry called for regulatory intervention['China'] China

['https://allafrica.com/stories/201901280344.html', 'https://regnum.ru/news/it/2560760.html', 'https://www.monitor.co.ug/News/National/Hacker-steals-sensitive-data-govt-website/688334-4954262-ylmdad/']Hacker attacks Ugandan government website['Uganda'] Uganda

['https://www.jagran.com/world/other-north-korea-looted-rupees-1300-crore-by-cyber-attack-on-indian-bank-19084672.html', 'http://morungexpress.com/nkorean-cyber-attack-looted-13-5mn-from-indian-bank-un/']North Korea looted Rupees 1300 crore by cyber attack on Indian bank['India'] India

['https://www.lawyersweekly.com.au/biglaw/28109-optus-hit-with-class-action-over-data-breach-impacting-50-000-aussies%20class=category', 'https://www.lawyersweekly.com.au/biglaw/28109-optus-hit-with-class-action-over-data-breach-impacting-50-000-aussies%20class=categ']Optus hit with class action over data breach impacting 50k Aussies['Australia']Australia

['https://www.securitylab.ru/news/533301.php', 'https://siliconangle.com/2022/08/16/argentina-judiciary-targeted-new-play-ransomware-group/', 'https://www.bleepingcomputer.com/news/security/argentinas-judiciary-of-c-rdoba-hit-by-play-ransomware-attack/']Argentina judiciary targeted by new  Play  ransomware group['Argentina']Argentina

['https://www.mirror.co.uk/news/politics/labour-party-hit-second-cyber-20867729', 'https://www.standardmedia.co.ke/article/2001349118/uk-labour-party-hit-by-cyber-attack-ahead-of-election', 'https://www.channelnewsasia.com/news/business/cyber-attack-on-uk-labour-was-short-lived-attempt-to-take-down-websites--source-12086816', 'https://www.braintreeandwithamtimes.co.uk/news/national/18030408.hackers-mount-large-scale-cyber-attack-labour-party-systems/', 'https://www.wired.co.uk/article/labour-party-cyber-attack-ddos', 'https://www.itnews.com.au/news/hackers-hit-uk-labour-party-with-back-to-back-cyberattacks-533860', 'https://www.independent.co.uk/news/uk/politics/labour-cyber-attack-lizard-squad-ddos-corbyn-general-election-a9202006.html', 'https://www.wiwo.de/politik/ausland/grossbritannien-britische-labour-partei-berichtet-ueber-grossangelegten-cyber-angriff/25220292.html', 'https://www.kingdomfm.co.uk/news/headlines/general-election-labour-party-says-it-has-been-hit-by-large-scale-cyber-attack/', 'http://wwUK Labour suffers  major cyber attack  ahead of election - Expat Guide to the United Kingdom['United Kingdom']United Kingdom

['https://tvrain.ru/news/v_ssha-459390/', 'https://www.myjoyonline.com/world/2018/March-14th/russian-pleads-guilty-to-aiding-massive-hacks-in-us.php']Russian pleads guilty to aiding massive hacks in U . S .['United States']United States

['http://www.nguoiduatin.vn/nhieu-website-viet-nam-tro-thanh-muc-tieu-tan-cong-cua-hacker-a368989.html', 'https://baomoi.com/hacker-tan-cong-nhieu-website-viet-de-gay-mat-an-toan-thong-tin/c/25913490.epi', 'http://vietbao.vn/Cong-nghe/Nhieu-website-Viet-Nam-dang-tro-thanh-muc-tieu-tan-cong-cua-Hacker/165368989/217/', 'https://www.tienphong.vn/cong-nghe/hacker-tan-cong-hang-tram-website-viet-de-gay-mat-an-toan-thong-tin-1269462.tpo']Many Vietnamese websites are becoming the target of hacker attacks['Vietnam'] Vietnam

['https://pulse.ncpolicywatch.org/2022/01/20/federal-pipeline-standards-backed-by-top-energy-regulator-after-colonial-pipeline-hack/', 'https://patch.com/colorado/denver/federal-pipeline-standards-backed-top-energy-regulator-after-colonial-pipeline-hack']Federal Pipeline Standards Backed By Top Energy Regulator After Colonial Pipeline Hack['United States']United States

['http://www.630wpro.com/2018/07/20/governor-says-hacker-tried-to-access-government-servers/', 'http://www.thewesterlysun.com/News/State/Governor-says-hacker-tried-to-access-R-I-government-servers.html']Governor says hacker tried to access government servers['United States']United States

['http://www.china.org.cn/world/2022-09/13/content_78417687.htm', 'http://www.ecns.cn/news/2022-09-13/detail-ihceauqk3914030.shtml', 'https://www.prensalatina.com.br/2022/09/13/china-revela-novos-detalhes-do-ataque-cibernetico-dos-eua/']Chinese reports uncover details of cyber attacks by U . S . security agency['China'] China

['https://www.techworld.com.au/mediareleases/33006/email-based-cyber-attacks-continue-to-target/', 'https://www.cso.com.au/mediareleases/33006/email-based-cyber-attacks-continue-to-target/', 'https://www.cmo.com.au/mediareleases/33006/email-based-cyber-attacks-continue-to-target/']Media Release : Email - based Cyber Attacks Continue to Target Users in Australia['Australia']Australia

['https://www.seafoodsource.com/news/business-finance/northwest-atlantic-fisheries-organization-hit-by-ransomware-attack', 'https://www.bleepingcomputer.com/news/security/ransomware-locks-down-the-nipissing-first-nation/', 'https://www.cbc.ca/news/canada/nova-scotia/ransomware-attack-at-fisheries-organization-in-halifax-1.5585701', 'https://www.nugget.ca/news/local-news/ransomware-attack-targets-nipissing-first-nation']Ransomware attack targets Nipissing First Nation['Canada'] Canada

['https://www.anandabazar.com/india/mumbai-polices-email-account-hacked-in-a-malware-attack-from-pakistan-dgtl/cid/1308424', 'https://www.freepressjournal.in/mumbai/mumbai-cyber-police-stations-email-id-hacked-phishing-mail-sent-to-all-govt-departments']Mumbai : Cyber police station email ID hacked , phishing mail sent to all govt departments['India'] India

['https://tass.ru/mezhdunarodnaya-panorama/11014339', 'https://echo.msk.ru/news/2812548-echo.html']Australian Cybersecurity Agency Investigates Parliamentary Mail System Hack['Australia']Australia

['http://pressorg24.com/news?id=561655', 'https://ukranews.com/ua/news/755702-hakery-atakuvaly-sajt-kmda', 'http://moygrad.kiev.ua/2021/02/11/na-portal-kgga-byla-sovershena-hakerskaya-ataka/']Hackers attacked the KMDA website ['India'] Ukraine

['https://ria.ru/20190814/1557504386.html', 'https://www.rbc.ru/rbcfreenews/5d5435ad9a794743250960cf']Hackers attacked state portals of Crimea['Ukraine', 'Russia']Ukraine, Russia

['https://www.zdnet.com/article/hackers-breach-62-us-colleges-by-exploiting-erp-vulnerability/', 'https://www.zdnet.com/article/hackers-target-62-us-colleges-by-exploiting-erp-vulnerability/', 'https://www.infosecurity-magazine.com:443/news/over-60-us-colleges-compromised-by/']Hackers target 62 US colleges by exploiting ERP vulnerability['United States']United States



['http://www.defenseworld.net/news/23916/Russian_Cyber_Attack_against_Ukrainian_MoD_During_Kerch_Strait_Incident', 'https://www.cybersecurityintelligence.com/blog/russia-launched-cyber-attacks-against-ukraine-before-ship-seizures-4002.html']Russia Launched Cyber Attacks Against Ukraine Before Ship Seizures['Ukraine'] Ukraine

['https://www.iol.co.za/capeargus/news/south-africans-losing-r22-billion-a-year-to-cyber-attacks-15601682', 'https://www.technologydecisions.com.au/content/security/article/cyber-attacks-can-cost-aussie-economy-29bn-per-year-1125068494']South Africans losing R2 . 2 billion a year to cyber attacks['South Africa']South Africa

['https://timesofindia.indiatimes.com/blogs/ChanakyaCode/growing-activities-of-the-chinese-cyber-attack-unit-69010-targeting-indias-government-organisations-and-critical-infrastructures/', 'http://idrw.org/suspected-chinese-backed-hackers-targeted-bsnl-indian-defence-sector-players-says-recorded-future/', 'https://www.msn.com/en-in/money/topstories/suspected-chinese-backed-hackers-targeted-bsnl-indian-defence-sector-players-says-recorded-future/ar-AAL86aN']Suspected Chinese - backed hackers targeted BSNL , Indian defence sector players , says Recorded Future – Indian Defence Research Wing['India'] India

['http://the-japan-news.com/news/article/0005392930', 'http://news.trust.org/item/20181204200209-9k6hm/', 'https://www.bt.no/nyheter/utenriks/i/a2nmBO/Datainnbrudd-hos-Republikanernes-valgkampkomit', 'https://lasvegassun.com/news/2018/dec/05/gop-committee-suffers-midterm-election-email-hack/', 'https://www.bankinfosecurity.com/interviews/gop-hacking-incident-what-happened-i-4188', 'https://www.npr.org/2018/12/04/673287352/house-gop-campaign-arm-says-it-was-hacked-during-the-2018-election-cycle', 'https://www.engadget.com/2018/12/04/republican-house-campaign-committee-emails-stolen-hack/', 'https://japan.cnet.com/article/35129741/', 'https://iz.ru/820110/2018-12-05/khakery-v-ssha-vzlomali-pochtu-chlenov-natcionalnogo-komiteta-respublikantcev', 'https://www.clickondetroit.com/news/politics/house-republican-campaign-arm-hacked-during-2018-midterms', 'https://fox59.com/2018/12/04/national-republican-congressional-committee-hacked-during-midterm-elections/', 'http://www.cronicaviva.com.pe/eeuu-comite-nacional-repuGOP Email Hack Shows How Bad Midterm Election Meddling Got['United States']United States

['https://www.eltiempo.com/tecnosfera/novedades-tecnologia/dane-asi-fue-el-hackeo-a-la-plataforma-digital-de-la-entidad-631818', 'https://www.portafolio.co/economia/gobierno/dane-fue-blanco-de-hackeo-o-ataque-cibernetico-558379', 'https://caracol.com.co/radio/2021/11/10/economia/1636583270_096092.html', 'https://www.pulzo.com/tecnologia/sitio-web-dane-sigue-caido-luego-hackeo-martes-PP1087698', 'https://www.eltiempo.com/economia/sectores/dane-anuncia-que-su-pagina-vuelve-a-funcionar-luego-del-ataque-cibernetico-632534', 'https://www.eltiempo.com/economia/sectores/dane-esto-es-lo-que-se-sabe-tras-el-ataque-cibernetico-a-la-entidad-631545', 'https://www.colombia.com/actualidad/economia/dane-sufrio-hackeo-a-sus-sistemas-327409', 'https://www.elcolombiano.com/negocios/dane-reporta-que-su-sistema-fue-hackeado-CH16004633', 'https://www.radiosantafe.com/2021/11/10/hackers-dejaron-fuera-de-linea-los-sistemas-con-los-que-opera-el-dane/', 'https://www.hoydiariodelmagdalena.com.co/archivos/593169']Dane, victim of hacking: they take down entity systems['Denmark']Denmark

['https://www.liberal.com.mx/como-hackearon-la-loteria-nacional-experto-explica/', 'https://diario.mx/nacional/amenazan-hackers-con-revelar-acoso-sexual-en-la-loteria-nacional-20210529-1800826.html', 'https://www.ejecentral.com.mx/hackers-amenazan-con-revelar-casos-de-acoso-sexual-en-la-lotenal/', 'https://suracapulco.mx/amenazan-hackers-con-revelar-acoso-sexual-en-lotenal/', 'https://elmananadevalles.com.mx/primera/hackearon-la-loteria-nacional-------/40763', 'https://planoinformativo.com/796872/hackers-liberan-a-la-loteria-nacional', 'https://www.reporteindigo.com/reporte/hackers-cumplen-amenaza-y-liberan-informacion-supuestamente-robada-a-loteria-nacional/', 'https://intoleranciadiario.com/articles/2021/05/29/979445-hackean-loteria-nacional-y-amenazar-con-difundir-informacion-sobre-acoso-sexual.html', 'https://www.unotv.com/ciencia-y-tecnologia/asi-opera-avaddon-hackers-que-atacaron-a-la-loteria-nacional/', 'https://www.milenio.com/politica/loteria-nacional-sufre-ciberataque-ransomware-secuestran-datos', 'National Lottery detects hacking and data theft['United Kingdom']United Kingdom

['http://www.teinteresa.es/tecno/bancario-BackSwap-capacidad-mantenerse-Espana_0_2161584014.html', 'https://www.larazon.es/tecnologia/llega-a-espana-el-malware-que-roba-y-se-esconde-NB21468050']The malware that steals and hides arrives in Spain['Spain'] Spain

['https://www.citizensjournal.us/19-states-urge-biden-to-reinstate-keystone-after-colonial-pipeline-hack-caused-mass-gas-shortages/', 'https://www.dailysignal.com/2021/05/18/19-states-ags-urge-biden-to-reinstate-keystone-after-colonial-pipeline-hack-caused-mass-gas-shortages/', 'https://www.wjr.com/news/19-ags-urge-biden-to-reinstate-keystone-xl-after-colonial-hack/', 'https://www.theepochtimes.com/19-states-urge-biden-to-reinstate-keystone-xl-pipeline-after-colonial-pipeline-hack_3820137.html']19 States Urge Biden to Reinstate Keystone XL Pipeline After Colonial Pipeline Hack['United States']United States

['https://www.pc.co.il/news/366784/', 'https://www.calcalist.co.il/calcalistech/article/bygge0b29', 'https://www.clevelandjewishnews.com/jns/pro-iran-hackers-target-israeli-health-ministry-website/article_fbf10860-bc57-521c-8ea0-6fa2f441f8e9.html', 'https://www.israelnationalnews.com/flashes/582031']Hackers attack Israel department of health['Israel'] Israel

['https://www.marinecorpstimes.com/news/your-marine-corps/2018/02/28/major-data-breach-at-marine-forces-reserve-impacts-thousands/', 'http://mobile.wnd.com/2018/02/major-marines-data-breach-affects-21000/', 'http://ftnews.firetrench.com/2018/03/over-20000-suffer-as-u-s-marine-corps-hit-by-data-breach/', 'https://www.upi.com/Marine-Forces-Reserve-data-breach-affects-20000/8771519937620/', 'https://www.jdsupra.com/legalnews/semper-fi-learning-from-the-marines-55261/', 'https://www.newsmax.com/newsfront/data-breach-marines-personal-info/2018/02/28/id/846010/']Marine Forces Reserve data breach affects 20 , 000['United States']United States

['https://www.bgonair.bg/a/4-world/290330-hakeri-atakuvaha-banki-v-albaniya-iztekoha-danni-na-sluzhiteli-v-ministerstva-i-institutsii', 'https://blitz.bg/svyat/banki-v-albaniya-zhertva-na-khakerska-ataka_news928383.html']Hackers attacked banks in Albania, leaked data of employees in ministries and institutions['Albania'] Albania

['https://www.scmp.com/news/china/science/article/3183902/china-accuses-nsa-foxacid-hack-attack-science-research-groups', 'http://tech.hexun.com/2022-06-30/206258593.html', 'https://finance.sina.com.cn/tech/2022-06-30/doc-imizirav1231606.shtml?finpagefr=p_114', 'https://finance.sina.com.cn/tech/2022-06-29/doc-imizmscu9274619.shtml', 'http://www.cbinews.com/net/news/2022-06-29/286680.htm', 'https://world.huanqiu.com/article/48cM7eskK8Z', 'https://www.163.com/dy/article/HB19REPR0514R9OJ.html']Heavy disclosure: The United States uses the Acid Fox platform to launch cyber attacks on China and Russia! |United States|Russia['China', 'Russia']China, Russia

['https://news.finance.ua/ru/hakery-anonymous-vzlomali-rossiyskuyu-sistemu-qiwi-i-pohitili-dannye-12-5-milliona-kart-klientov', 'https://www.bfm.ru/news/499069', 'https://www.wirtualnemedia.pl/artykul/hakerzy-zaatakowali-rosyjski-bank-qiwi', 'https://sud.ua/ru/news/abroad/236662-khakery-zayavili-o-vzlome-rossiyskoy-platezhnoy-sistemy-qiwi', 'https://www.securitylab.ru/news/531410.php', 'https://www.ixbt.com/news/2022/05/02/qiwi-12-5.html']Anonymous hackers hacked the Russian Qiwi system and stole data from 12.5 million Finance customer cards. ua['Russia'] Russia

['https://interfax.com.ua/news/general/606818.html', 'https://www.pravda.com.ua/rus/news/2019/08/13/7223432/', 'https://nbnews.com.ua/obshchestvo/2019/08/13/efirnyi-server-trk-chernomorka-atakovali-hakery/', 'https://censor.net.ua/news/3142595/na_efirnyyi_server_trk_chernomorka_sovershena_kiberataka_rabota_teleradiokompanii_vosstanovlena_sbu', 'https://www.rupor.info/news/150993/sbu-likvidirovala-posledstviya-rossiyskoy-kiberataki-na-ukrainskiy-telekanal/', 'http://pressorg24.com/news?id=475183', 'https://nbnews.com.ua/politika/2019/08/13/sbu-predotvratila-kiberataku-na-efirnom-servere/', 'http://www.bagnet.org/news/accidents/404214/na-trk-chernomorskaya-ustroili-kiberataku-sbu', 'https://investigator.org.ua/news-2/218886/', 'https://focus.ua/ukraine/437174-sbu_ustranila_posledstviia_kiberataki_na_chernomorskuiu_trk']SBU: a cyber attack was staged on the Black Sea Broadcasting Company - Latest news today['Ukraine'] Ukraine

['https://www.kursiv.kz/news/finansy/knb-banki-kazahstana-ot-hakerskih-atak-poka-spasaet-rossia/', 'http://www.kazpravda.kz/articles/view/hakeri-prodolzhat-atakovat-banki-kazahstana--knb/', 'http://www.inform.kz/ru/rost-hakerskih-atak-na-banki-kazahstana-prognoziruyut-eksperty-knb_a3216806', 'http://today.kz/news/banki/2018-04-09/763715-obschie-chernyie-spiski-hakerov-i-bankirov-poyavyatsya-u-kazahstana-i-rossii/']KNB: Banks of Kazakhstan from hacker attacks are still being saved by Russia['Kazakhstan', 'Russia']Kazakhstan

['https://www.wired.it/internet/web/2018/12/24/anonymous-italia-database-sanita/', 'https://www.notizie.it/cronaca/2018/12/26/anonymous-italia-hacker-sanita/']Anonymous , Christmas hacking of healthcare databases in Italy['Italy'] Italy

['https://www.winnipegfreepress.com/business/canada-post-says-950000-customers-potentially-exposed-to-supplier-data-breach-574516992.html', 'https://www.680news.com/2021/05/26/canada-post-data-breach/', 'https://www.ctvnews.ca/canada/canada-post-informs-44-large-business-customers-of-data-breach-affecting-950k-customers-1.5443296', 'https://www.bnnbloomberg.ca/canada-post-reports-data-breach-following-cyberattack-on-supplier-1.1608779', 'https://www.infosecurity-magazine.com:443/news/data-breach-at-canada-post/', 'https://infotel.ca/newsitem/canada-post-data-breach/cp1289013008', 'https://www.castanet.net/edition/news-story-335315-6-.htm', 'https://www.benzinga.com/news/21/05/21305826/data-breach-hits-44-big-canada-post-shippers-exposing-nearly-1m-customers', 'https://www.freightwaves.com/news/data-breach-hits-44-big-canada-post-shippers-exposing-nearly-1m-customers', 'https://www.cbc.ca/news/business/canada-post-breach-1.6042602', 'https://www.justicenewsflash.com/2021/05/27/canada-post-says-950000-customersData breach hits 44 big Canada Post shippers , exposing nearly 1M customers['Canada'] Canada

['https://waxe1370.iheart.com/featured/local-news-wire/content/2018-12-18-town-of-jupiter-suffers-malware-attack/', 'https://www.wpbf.com/article/town-of-jupiters-computer-system-hacked/25604549']Town of Jupiter computer system hacked['United States']United States

['http://www.ibtimes.com/mirai-botnet-hacker-admits-ddos-attack-against-deutsche-telekom-2569995', 'http://www.bankinfosecurity.com/mirai-malware-hacker-pleads-guilty-in-german-court-a-10140', 'https://threatpost.com/hacker-admits-to-mirai-attack-against-deutsche-telekom/127001/', 'http://www.dw.com/en/deutsche-telekom-hacker-very-sorry-for-botnet-attack-on-a-million-internet-users/a-39877386', 'http://www.nu.nl/internet/4853772/hacker-bekent-schuld-grote-internetstoring-bij-deutsche-telekom.html', 'http://wccftech.com/british-hijacking-german-routers-mirai/']Hacker Admits to Mirai Attack Against Deutsche Telekom['Germany']Germany

['https://www.bleepingcomputer.com/news/security/republican-governors-association-email-server-breached-by-state-hackers/', 'https://www.forbes.com/sites/leemathews/2021/09/20/republican-governors-association-hit-by-exchange-server-hack/', 'https://www.cnn.com/2021/09/16/politics/republican-governors-association-hacked/']Republican Governors Association Hit By Exchange Server Hack['United States']United States

['https://gazetakrakowska.pl/ataku-hakerskiego-na-urzad-marszalkowski-w-krakowie-dokonala-zagraniczna-grupa-sprawe-wyjasnia-policja-i-prokuratura/ar/c1-15457880', 'https://gazetakrakowska.pl/krakow-ataku-hakerskiego-na-urzad-marszalkowski-w-krakowie-dokonala-zagraniczna-grupa-sprawe-wyjasnia-policja-i-prokuratura/ar/c1-15457880']A hacker attack on the Marshal's office in Krakow was made by a foreign group ? The case is being investigated by the police and the prosecutor's office['Poland'] Poland

['https://vgolos.com.ua/news/na-dnipropetrovshhyni-sbu-nakryla-hakerske-ugrupovannya-yake-pidporyadkovuvalos-fsb-rf_1121870.html', 'https://www.spiegel.de/netzwelt/web/fbi-schreibt-russische-hackergruppe-evil-corp-zur-fahndung-aus-a-1299951.html', 'https://ua.korrespondent.net/ukraine/4166278-sbu-povidomliaie-pro-zatrymannia-khakeriv-scho-kraly-hroshi-hromadian-ssha-i-yevropy', 'https://www.fontanka.ru/2019/12/05/128/', 'https://www.merdeka.com/teknologi/hacker-rusia-retas-rekening-dan-curi-100-juta-dolar.html', 'http://internetua.com/le-monde-napisala-o-vzlome-rossiyanami-perepiski-shtaba-makrona', 'https://www.washingtonpost.com/local/public-safety/israel-extradites-accused-russian-computer-hacker-to-united-states/2019/11/12/e40f84ca-057b-11ea-8292-c46ee8cb3dce_story.html', 'https://www.wsj.com/articles/cyber-daily-eus-tech-inferiority-complex-macys-reports-data-breach-vietnam-and-pakistan-emerge-as-hacker-hotbeds-11574259131', 'https://www.diena.lt/naujienos/pasaulis/ekonomika-ir-politika/jav-pateike-kaltiThe US accuses the Russian of the worst hacking attacks in decades['United States']United States

['https://www.freepressjournal.in/world/fb-shuts-pakistan-hacker-accounts-targeting-indian-users', 'http://idrw.org/fb-shuts-pakistan-hacker-accounts-targeting-indian-users/']FB shuts Pakistan hacker accounts targeting Indian users['India'] India

['https://www.abplive.in/india-news/hackers-attack-indian-healthcare-website-steal-68-lakh-records-1059224', 'http://www.cnews.ru/news/line/2019-08-23_kitajskie_hakery_pohitili', 'http://www.daijiworld.com/news/newsDisplay.aspx?newsID=617162', 'https://www.siasat.com/hackers-attack-indian-healthcare-website-steal-68-lakh-records-1591726/', 'https://www.tribuneindia.com/news/nation/hackers-attack-indian-health-care-website-steal-68-lakh-records-says-us-firm/821071.html', 'https://www.tribuneindia.com/news/nation/hackers-attack-indian-health-care-website-steal-68-lakh-records-us-firm/821071.html', 'https://www.tribuneindia.com/news/nation/hackers-attack-indian-health-care-website-steal-68-lakh-records/821071.html', 'https://timesofindia.indiatimes.com/india/hackers-attack-indian-healthcare-website-steal-68-lakh-records/articleshow/70781730.cms', 'https://www.businessinsider.in/Chinese-hackers-steal-6-8-million-patient-records-from-an-Indian-healthcare-portal/articleshow/70786963.cms', 'https://www.sentinelassamHackers attack Indian health care website , steal 68 lakh records['India'] India

['https://www.riadagestan.ru/news/economy/onlayn_banki_v_rossii_nedostatochno_zashchishcheny_ot_vzlomov/', 'http://www.cnews.ru/news/top/2019-04-09_idet_masshtabnaya_ataka_na_rossijskih_polzovatelej']There is a large - scale attack on Russian users . Hackers try to open their bank accounts['Russia'] Russia

['https://andaluciainformacion.es/andalucia/836249/roban-700000-euros-de-ayuntamiento-de-roquetas-tras-hackear-su-cuenta/', 'https://www.diariodealmeria.es/almeria/Hackean-Ayuntamiento-Roquetas-Mar-nominas_0_1369363274.html', 'https://www.20minutos.es/noticia/3690303/0/sucesos-recuperan-700-000-euros-cuenta-hackeada-al-ayuntamiento-roquetas-mar/', 'http://www.canalsur.es/noticias/andalucia/un-hacker-roba-medio-millon-de-euros-del-ayuntamiento-de-roquetas-de-mar/1453633.html', 'https://www.ideal.es/nacional/sustraen-700000-euros-20190702163155-ntrc.html']A hacker steals half a million euros from the Roquetas de Mar City Council['Spain'] Spain

['http://globedia.com/hackers-atacan-academicos-japoneses-phishing-robar-datos-investigacion', 'https://www.taringa.net/posts/info/20145491/Hackers-atacan-a-academicos-japoneses-con-phishing.html', 'https://www.techrepublic.com/article/hackers-target-japanese-academics-with-phishing-campaign-to-steal-research-data/']Hackers attack Japanese academics with phishing to steal data from...['Japan'] Japan

['https://www.business-standard.com/article/current-affairs/those-who-don-t-want-to-see-india-safe-attempt-cyber-attacks-amit-shah-122062001028_1.html', 'https://www.dailyaaj.com.pk/news/60795', 'https://english.newstracklive.com/news/cyber-attack-on-india-500-websites-hacked-ta303-1234316-1.html', 'https://www.lokmat.com:443/tech/cyber-attack-on-india-in-prophet-case-government-website-targeted-by-hackers-a629/', 'https://securityboulevard.com/2022/06/government-institutions-in-india-a-popular-target-for-hackers/', 'https://timesofindia.indiatimes.com/india/70-indian-government-private-websites-face-international-cyber-attacks-over-prophet-row/articleshow/92167143.cms', 'https://www.indiatoday.in/india/story/prophet-row-international-hackers-cyber-attacks-india-nupur-sharma-remark-1961941-2022-06-13', 'https://www.freepressjournal.in/india/cyber-attack-continues-on-india-as-hackers-leak-data-of-lakhs-of-citizens-on-dark-web', 'https://in.mashable.com/tech/33221/amid-prophet-row-70-indian-government-and-privaProphet row : International hackers launch series of cyber attacks on India against Nupur Sharma statement['India'] India

['https://www.spamfighter.com/News-22075-Innumerable-Israeli-websites-compromised-in-ransomware-assault.htm', 'https://www.zdnet.com/article/ransomware-attack-on-israeli-users-fails-miserably-due-to-coding-error/', 'https://www.jpost.com/Jpost-Tech/Hacker-attacks-major-Israeli-websites-temporarily-shutting-them-down-582479', 'https://www.jns.org/million-plus-israeli-websites-target-of-ransomware-hack/', 'https://www.jewishpress.com/news/israel/million-plus-israeli-websites-target-of-ransomware-hack/2019/03/04/', 'https://www.algemeiner.com/2019/03/05/million-plus-israeli-websites-target-of-ransomware-hack/', 'http://www.5tjt.com/million-plus-israeli-websites-target-of-ransomware-hack/']Million - Plus Israeli Websites Target of Ransomware Attack - The 5 Towns Jewish Times['Israel'] Million

['https://www.repubblica.it/cronaca/2020/12/24/news/l_hackeraggio_di_solarwinds_ci_riguarda_da_vicino-279767994/', 'https://www.zazoom.it/2020-12-24/lhackeraggio-di-solarwinds-riguarda-anche-litalia/7819457/']The #SolarWinds hack also affects Italy ['Italy'] Italy

['https://www.journalinquirer.com/connecticut_and_region/johnson-memorial-warns-patients-of-data-breach/article_1440fbb4-3f4f-11ed-b621-336929b2572f.html', 'https://www.jdsupra.com/legalnews/physician-s-business-office-files-7457651/', 'https://www.lohud.com/story/news/local/2022/10/04/empress-ems-data-breach-affects-hudson-valley-patients/69538158007/', 'https://www.clevelandstar.com/news/272804151/consumer-alert-lowey-dannenberg-pc-investigates-empress-emergency-medical-services-for-data-breach-of-over-318000-patients', 'https://www.jdsupra.com/legalnews/country-doctor-community-clinic-files-6704625/', 'https://healthitsecurity.com/news/primary-care-clinic-network-suffers-healthcare-data-breach-233k-impacted']Consumer Alert : Lowey Dannenberg , P . C . Investigates Empress Emergency Medical Services for Data Breach of Over 318 , 000 Patients['United States']Untied States

['http://www.alyaoum24.com/1307502.html', 'https://www.amnesty.org/en/latest/research/2019/10/morocco-human-rights-defenders-targeted-with-nso-groups-spyware/', 'https://www.middleeastmonitor.com/20191010-researchers-spies-hacked-morocco-activists-amid-crackdown-on-protests/', 'https://allafrica.com/stories/201910100391.html', 'https://www.securityweek.com/morocco-rights-advocates-targeted-spyware-amnesty', 'https://www.timesofisrael.com/amnesty-says-morocco-rights-advocates-targeted-by-israeli-developed-spyware/', 'https://www.amnestyusa.org/reports/human-rights-defenders-in-morocco-targeted-using-malicious-nso-israeli-spyware/', 'https://www.bokra.net/Article-1421502', 'https://www.albawaba.com/editors-choice/two-moroccan-rights-activists-targeted-israeli-spyware-1314085', 'https://www.amnestyalgerie.org/2019/10/10/maroc-des-defenseurs-des-droits-humains-cibles-par-un-logiciel-espion-israelien/', 'https://www.nytimes.com/reuters/2019/10/10/technology/09reuters-morocco-cyber-spy.html', 'https://www.bladi.netSpies hacked Moroccan activists amid crackdown on protests – researchers['Morocco']Morocco

['https://insidebitcoins.com/news/new-phishing-scheme-claims-the-queen-elizabeth-ii-needs-funds-sent-via-snailmail/238583', 'https://www.itpro.co.uk/phishing/34512/royal-brexit-bitcoin-phishing-hoax-hits-british-mailboxes']Royal Brexit bitcoin phishing hoax hits British mailboxes['United Kingdom']United Kingdom

['https://timesofindia.indiatimes.com/india/hackers-posed-as-staffers-of-indian-outfits/articleshow/71931493.cms', 'https://www.bhaskar.com/national/news/credit-debit-card-data-of-1-2-million-indians-stolen-01675895.html', 'https://thenortheasttoday.com/chinese-group-behind-cyber-attacks-on-india-identified/', 'https://www.pragativadi.com/chinese-hacking-group-behind-cyber-attacks-in-india-research-group/', 'https://globalpunjabtv.com/credit-and-devit-card-information', 'https://www.businessinsider.in/tech/news/an-asian-group-has-been-hacking-indian-government-organisations-says-report/articleshow/71898042.cms']Chinese hacking group behind cyber attacks in India : Research Group - Pragativadi : Leading Odia Dailly['India'] India

['http://internetua.com/hakery-naucsilis-perehvatyvat-zvonki-polzovatelei-v-banki', 'http://www.ebizlatam.com/reconocido-banco-de-chile-se-encontro-en-la-mira-de-ciberdelincuentes-buscaban-robar-datos-a-traves-de-phishing/']Renowned Chilean bank found itself in the crosshairs of cybercriminals: they sought to steal data through phishing['Chile'] Chile

['https://www.hankyung.com/life/article/202209038878Y', 'https://www.hankyung.com/it/article/2022090386007', 'https://www.etoday.co.kr/news/view/2169635', 'https://news.mt.co.kr/mtview.php?no=2022090311374125357&MTS_P', 'https://news.mt.co.kr/mtview.php?no=2022090508570081070&MTS_P', 'https://www.donga.com/news/Culture/article/all/20220905/115301622/1', 'https://news.kbs.co.kr/news/view.do?ncd=5548552', 'https://www.hankookilbo.com/News/Read/A2022090316400005018', 'https://www.donga.com/news/Culture/article/all/20220903/115289730/1', 'https://news.kbs.co.kr/news/view.do?ncd=5548926', 'https://www.rbc.ru/crypto/news/6315a3f69a794724f3c6a74a', 'https://www.yna.co.kr/view/AKR20220904028300003', 'https://www.news1.kr/articles/?4792531', 'https://www.news1.kr/articles/?4792578', 'https://news.kmib.co.kr/article/view.asp?arcid=0017439531&code=61121211&sid1=soc', 'https://www.edaily.co.kr/news/read?newsId=01525206632456512&mediaCodeNo=257', 'http://www.koreatimes.co.kr/www/nation/2022/09/251_335518.html', 'https://nKorean government YouTube channel hacked to broadcast crypto video['South Korea']South Korea

['http://www.ibtimes.com.au/bupa-global-data-breach-private-information-almost-20000-australians-risk-1557054', 'http://www.bbc.co.uk/news/technology-40595581', 'http://ftnews.firetrench.com/2017/07/bupa-warns-of-data-breach-by-employee/', 'http://www.sbs.com.au/news/article/2017/07/17/thousands-australians-hit-private-health-insurance-data-breach', 'http://www.telegraph.co.uk/technology/2017/07/13/bupa-loses-personal-details-108000-people-data-breach/', 'http://www.cbronline.com/news/cybersecurity/breaches/bupa-major-data-breach-disgruntled-employee-steals-data/', 'http://www.mirror.co.uk/tech/bupa-suffers-massive-data-breach-10793166', 'http://www.ibtimes.com/bupa-data-breach-angry-employee-deletes-records-more-500000-insurance-customers-2565556', 'https://www.businessinsider.com.au/20000-australians-are-caught-up-in-bupa-globals-massive-international-data-breach-2017-7', 'http://www.smartcompany.com.au/technology/data-breach-at-health-insurer-bupa-affects-500000-customer-records-in-deliberate-act-by-rogue-Bupa suffers massive data breach exposing personal details of over 100 , 000 health insurance customers['United Kingdom']United Kingdom

['https://www.computerweekly.com/news/252495664/UKRI-suspends-services-after-ransomware-attack', 'https://www.zdnet.com/article/uk-research-and-innovation-suffers-ransomware-attack/', 'https://www.bleepingcomputer.com/news/security/uk-research-and-innovation-ukri-suffers-ransomware-attack/', 'https://www.itpro.co.uk/security/ransomware/358480/ukri-services-hit-by-ransomware']UK Research and Innovation ( UKRI ) suffers ransomware attack['United Kingdom']United Kingdom

['https://images.dawn.com/news/1182762', 'https://cyprus-mail.com/2019/05/15/israels-eurovision-webcast-hacked-with-animated-blast-images/', 'https://www.haaretz.com/israel-news/eurovision/tel-aviv-eurovision-webcast-hacked-as-calls-for-boycott-continue-1.7243570', 'https://riafan.ru/1178811-khakery-atakovali-izrailskii-sait-s-translyaciei-polufinala-evrovideniya', 'http://www.isra.com/news/229942', 'https://www.globes.co.il/news/article.aspx?did=1001285681', 'https://www.theguardian.com/world/2019/may/15/israeli-tv-eurovision-webcast-hacked-with-fake-missile-alert', 'https://internasional.kompas.com/read/2019/05/15/20211031/siaran-online-diretas-peringatan-palsu-serangan-roket-tersiar-di-israel', 'https://article.wn.com/view/2019/05/15/Israeli_TV_Eurovision_Webcast_Hacked_With_Fake_Missile_Alert_n/', 'https://comments.ua/world/659662-hakeri-atakovali-sayt-izrailskogo.html', 'http://24sata.info/vijesti/svijet/342821-hakeri-napali-izraelski-javni-servis-tokom-prenosa-eurosonga.html', 'https://www.news.com.au/wEurovision webcast hacked with images of explosions in Tel Aviv['Israel'] Israel

['http://news.donga.com/Main/3/all/20190115/93701672/1', 'https://news.joins.com/article/23290282'][Exclusive] Military weapon procurement general Radiation Administration PC also hacked … Internal data stolen['South Korea']South Korea

['https://japan.cnet.com/article/35135035/', 'https://www.zdnet.com/article/bithumb-cryptocurrency-exchange-hacked-a-third-time-in-two-years/', 'http://globedia.com/hackean-plataforma-criptomoneda-singapur', 'https://www.zdnet.fr/actualites/les-plateformes-de-cryptomonnaie-dragonex-et-coinbene-piratees-39882707.htm', 'https://www.securitynewspaper.com/2019/03/29/cryptocurrency-exchange-platform-in-singapore-gets-hacked/', 'https://www.leaprate.com/cryptocurrency/exchange/crypto-hackers-strike-again-bithumb-succumbs-to-19-million-heist/']Cryptocurrency platform hacked in Singapore['Singapore']Singapore

['https://threatpost.com/iran-mideast-oil-zerocleare-wiper-malware/150814/', 'https://www.elbalad.news/4084656', 'https://aitnews.com/2019/12/05/%D9%82%D8%B1%D8%A7%D8%B5%D9%86%D8%A9-%D8%A5%D9%8A%D8%B1%D8%A7%D9%86%D9%8A%D9%88%D9%86-%D9%8A%D8%B3%D8%AA%D9%87%D8%AF%D9%81%D9%88%D9%86-%D8%AD%D9%88%D8%A7%D8%B3%D9%8A%D8%A8-%D9%88%D9%8A%D9%86%D8%AF/', 'https://www.inverse.com/article/61660-iranian-malware-wiper-middle-east', 'https://www.version2.dk/artikel/ibm-iranske-hackere-angriber-mellemoestlig-energisektor-1089568', 'https://www.zdnet.com/article/iranian-hackers-deploy-new-zerocleare-data-wiping-malware/', 'https://www.msn.com/ar-eg/news/other/iranian-backed-hackers-launched-malicious-malware-targeting-middle-east-energy-companies/ar-BBXNn3K', 'https://www.theregister.co.uk/2019/12/05/iran_zerocleare_attack/', 'https://www.forbes.com/sites/zakdoffman/2019/12/04/iranian-hackers-launch-malicious-new-wiper-malware-ibm-warns-of-destructive-attacks/', 'https://securityboulevard.com/2019/12/zerocleare-malware-targetinIranian - backed hackers launched  maliciou malware targeting Middle East energy companies['Iran'] Middle East countries

['http://topyaps.com/cyber-attack-army', 'http://idrw.org/suspected-pakistani-chinese-hackers-target-indian-army-officers-computers/', 'http://indiatoday.intoday.in/story/pakistani-chinese-hackers-target-indian-army-officers/1/953352.html', 'http://www.indiatimes.com/news/india/suspected-chinese-and-pakistani-hackers-try-to-lure-indian-army-officers-with-offers-of-foreign-postings-321574.html']Suspected Pakistani , Chinese hackers target Indian Army officer computers['India'] India

['https://www.theregister.co.uk/2018/07/16/apt28_italian_job/', 'https://www.scmagazine.com/researchers-roman-holiday-malware-campaign-appears-to-be-russia-targeting-italian-navy/article/781201/', 'https://www.securitylab.ru/news/494494.php']Researchers :  Roman Holiday  malware campaign appears to be Russia targeting Italian navy['Italy'] Italy

['https://www.bleepingcomputer.com/news/security/pro-india-hackers-use-android-spyware-to-spy-on-pakistani-military/', 'https://www.middleeastmonitor.com/20210211-israel-spyware-used-to-plant-evidence-on-jailed-india-activists/', 'https://www.prnewswire.com/news-releases/lookout-unmasks-state-sponsored-android-spyware-tied-to-india-pakistan-conflict-301226624.html', 'https://www.bankinfosecurity.com/pro-india-apt-group-deploys-android-spyware-a-15974', 'https://www.trtworld.com/magazine/pro-india-malware-used-to-spy-on-pakistani-military-nuclear-agencies-44217', 'https://www.therakyatpost.com/2021/02/16/use-of-israeli-spyware-by-the-malaysian-government/', 'https://www.aa.com.tr/en/americas/us-pro-india-malware-spying-on-pakistan-military/2145536', 'https://www.albawaba.com/news/plot-kill-modi-indian-activists-arrested-israeli-spyware-1411024', 'https://dunyanews.tv/en/Pakistan/588215-Hackers-backed-by-Indian-govt-spying-on-Pakistan-reveals-US-company', 'https://www.zdnet.fr/actualites/android-le-gouvernementHackers backed by Indian govt spying on Pakistan , reveals US company['Pakistan']Pakistan

['http://www.scmp.com/tech/article/2084360/cyber-attack-singaporean-defence-ministry-occurred-weeks-being-detected', 'http://www.themalaymailonline.com/world/article/cyber-attack-on-singapores-mindef-system-occurred-weeks-before-detection-on', 'http://www.todayonline.com/singapore/cyber-attack-mindefs-i-net-system-occurred-weeks-detection-feb-1', 'http://news.asiaone.com/news/singapore/hacking-mindef-system-covert-attack']Cyber attack on Singapore Mindef system occurred weeks before detection on Feb 1['Singapore']Singapore

['https://www.kwqc.com/content/news/City-of-Muscatine-responds-to-cyber-attack-498364541.html', 'https://muscatinejournal.com/muscatine/news/local/muscatine-cyber-attack-affects-more-than-city/article_91f81f8c-e5db-56bc-a082-44c5a698ada9.html', 'https://wqad.com/2018/10/24/fbi-and-muscatine-police-fight-against-cyber-attack-against-city-public-buildings/']Muscatine cyber attack affects more than city['United States']United States

['https://economictimes.indiatimes.com/news/india/bulli-bai-accused-bishnoi-tells-police-he-hacked-websites-was-in-touch-with-sulli-deals-maker/articleshow/88780087.cms', 'https://www.livehindustan.com/national/story-bulli-bai-app-case-neeraj-bishnoi-claims-he-hacked-various-websites-of-schools-and-universities-of-pakistan-5525589.html', 'https://www.telegraphindia.com/india/bulli-bai-accused-bishnoi-tells-police-he-hacked-websites-was-in-touch-with-sulli-deals-maker/cid/1846754']bulli bai app case neeraj bishnoi claims he hacked various websites of schools and universities of Pakistan['Pakistan']Pakistan

['http://internetua.com/hakerskaya-gruppa-obnarodovala-bazu-dannyh-belorusskih-pravoohranitelnyh-organov', 'https://charter97.org/en/news/2021/9/2/435503/', 'https://www.liputan6.com/tekno/read/4644792/hacker-belarusia-menyusup-ke-situs-pemerintah-demi-gulingkan-alexander-lukashenko', 'https://news.yahoo.com/hackers-release-data-trove-belarus-123737772.html', 'https://www.securitylab.ru/news/523628.php', 'https://securityboulevard.com/2021/09/exposing-bulgarian-cyber-army-hacking-group-an-osint-analysis/', 'https://interestingengineering.com/hackers-versus-the-lukashenko-regime-in-belarus', 'https://www.independent.co.uk/news/world/europe/hackers-data-overthrow-belarus-lukashenko-b1909073.html', 'https://www.15min.lt/mokslasit/straipsnis/technologijos/baltarusijoje-programisiu-paviesintose-duomenu-bazese-snipu-pavardes-ir-nuslepta-covid-19-statistika-646-1554706', 'https://www.engadget.com/belarusian-hackers-overthrow-lukashenko-government-200457163.html', 'https://www.iol.co.za/technology/software-and-internHackers promise to overthrow the regime of Oleksandr Lukashenka: state resources have already been hacked['Belarus'] Belarus

['https://tsargrad.tv/news/v-ssha-obvinili-zhitelja-barnaula-za-vzlom-super-kompjutera_171549', 'https://www.alt.kp.ru/online/news/3312592/']Barnaul resident accused of hacking 'supercomputer' in US['United States']United States

['https://peacemaker.seoul.co.kr/news/newsView.php?id=20220127500022', 'http://english.chosun.com/site/data/html_dir/2022/01/24/2022012401130.html', 'https://www.zawya.com/mena/en/story/North_Korean_internet_downed_by_suspected_cyber_attacks_researchers-TR20220126nL4N2U628HX1/', 'https://www.i24news.tv/en/news/international/asia-pacific/1643225287-north-korea-s-internet-goes-dark-cyber-attack-suspected', 'https://www.msn.com/en-us/news/world/north-korean-internet-downed-by-suspected-cyber-attacks-research/ar-AAT9U9O', 'https://www.donga.com/news/Inter/article/all/20220126/111457135/1', 'https://www.asiaone.com/asia/north-korean-internet-downed-suspected-cyber-attacks-researchers', 'http://www.koreaherald.com/view.php?ud=20220127000319', 'https://www.fxempire.com/news/article/n-korean-internet-downed-by-suspected-cyber-attacks-researchers-878002', 'https://www.hani.co.kr/arti/international/asiapacific/1028968.html', 'https://www.japantimes.co.jp/news/2022/01/26/asia-pacific/north-korea-internet-down/', 'https:N . Korean internet hit by suspected cyber attack['North Korea']North Korea

['https://www.vesti-online.com/hakeri-napali-telekom-austrije/', 'https://www.securitylab.ru/news/509181.php']Hackers hacked the systems of the largest Austrian provider A1 Telekom['Austria'] Austria

['https://www.dn.no/utenriks/new-zealand/datakriminalitet/hackere-forlanger-losepenger-etter-massivt-trafikkangrep-mot-bors/2-1-865501', 'https://www.haberturk.com/hackerlar-saldirdi-135-milyar-dolarlik-borsada-islemler-durdu-2792031-teknoloji']Hackers demand ransom after massive traffic attack on stock exchange[''] New Zealand

['https://www.business-standard.com/article/international/hackers-hit-fortune-500-service-provider-data-of-over-500k-people-leaked-122020600340_1.html', 'https://www.glamsham.com/world/technology/hackers-hit-fortune-500-service-provider-data-of-over-500k-people-leaked', 'https://menafn.com/1103647467/Hackers-hit-Fortune-500-service-provider-data-of-over-500k-people-leaked&source=27']Hackers Hit Fortune 500 Service Provider , Data Of Over 500k People Leaked['India'] United States

['https://www.business-standard.com/article/pti-stories/hackers-demand-6-bitcoins-ransom-for-telangana-ap-power-websites-restoration-119050300284_1.html', 'https://thewire.in/government/hackers-demand-six-bitcoins-as-ransom-for-restoring-ap-telangana-power-utilities-websites', 'https://www.thehansindia.com/telangana/ransomware-hits-ts-ap-power-utilities-526249', 'https://english.sakshi.com/crime/2019/05/02/power-companies-websites-in-ap-telangana-hacked', 'https://www.thehindubusinessline.com/info-tech/ransomware-attack-on-ap-telangana-power-utility-sites/article27027361.ece', 'https://www.thehindu.com/news/national/telangana/websites-of-ap-ts-power-utilities-hacked/article27016675.ece', 'https://www.ndtv.com/andhra-pradesh-news/telangana-andhra-pradesh-websites-hacked-6-bitcoins-demanded-as-ransom-2032352', 'https://www.thehansindia.com/telangana/hackers-demand-six-bitcoins-for-restoration-of-ap-ts-power-portals--526546', 'https://www.moneycontrol.com/news/india/hackers-demand-6-bitcoins-ransom-for-telanganaRansomware attack on AP , Telangana power utility sites - The Hindu BusinessLine['India'] India



['http://www.shtfplan.com/headline-news/total-chaos-cyber-attack-fears-as-multiple-cities-hit-with-simultaneous-power-grid-failures-shockwave-of-delays-in-san-francisco-los-angeles-new-york_04212017', 'http://www.neonnettle.com/news/2099-cyber-attack-massive-blackout-as-multiple-us-city-power-grids-go-down', 'http://peakoil.com/generalideas/total-chaos-cyber-attack-feared-as-multiple-cities-hit-with-simultaneous-power-grid-failures/comment-page-1']Total Chaos : Cyber Attack Fears As MULTIPLE CITIES HIT With Simultaneous Power Grid Failures : Shockwave Of Delays In San Francisco , Los Angeles , New York['United States']United States

['http://www.calgaryherald.com/news/alberta-politics/cyber+attack+left+alberta+energy+regulator+offline/13374169/story.html', 'http://www.edmontonsun.com/2017/05/16/cyber-attack-left-alberta-energy-regulator-offline']Cyber attack left Alberta Energy Regulator offline['Canada'] Canada

['http://www.birminghammail.co.uk/news/midlands-news/how-birmingham-hacker-went-kicking-13202474', 'https://www.theinquirer.net/inquirer/news/3012112/birmingham-hacker-fesses-up-to-dod-satellite-network-attack']Birmingham hacker fesses up to DoD satellite network attack['United Kingdom', 'United States']United Kingdom

['https://www.securitylab.ru/news/494640.php', 'https://www.redstate.com/alexparker/2018/07/26/symantec-leafminer-hacking-iran/', 'https://brica.de/alerts/alert/public/1222894/newly-uncovered-leafminer-hacking-group-hitting-wide-array-of-middle-eastern-targets-cyberscoop-comments/', 'http://musavat.com/ru/news/hakery-iz-leafminer-atakuyut-kriticheskuyu-infrastrukturu-azerbajdzhana_544044.html']Newly uncovered  Leafminer  hacking group hitting wide array of Middle Eastern targets ( Cyberscoop comments )['Middle Eastern countries']Middle Eastern countries

['https://www.gry-online.pl/hardware/hakerzy-zaatakowali-lpr-lotnicze-pogotowie-ratunkowe-zadaja-15-mi/zf2156a', 'https://www.dobreprogramy.pl/atak-hakerski-na-lotnicze-pogotowie-ratunkowe-systemy-leza,6739705530432416a']Hack attack on the Polish Medical Air Rescue. The systems are down['Poland'] Poland

['https://www.inn.co.il/news/584773', 'http://www.7kanal.co.il/news/245789', 'https://www.israelnationalnews.com/news/363841', 'https://www.israelnationalnews.com/flashes/593307']Arabs hack phones of IDF soldiers , publish footage from military service['Israel'] Israel

['http://internetua.com/sbu-razoblacsila-hakerov-kotorye-obvorovali-scseta-na-12-mln-griven', 'https://kp.ua/incidents/670561-sbu-zaderzhala-khakerov-kotorye-pokhyschaly-denhy-ukrayntsev-amerykantsev-y-evropeitsev']SBU employees exposed hackers who robbed accounts for 12 million hryvnias['Ukraine'] Ukraine

['https://tass.ru/proisshestviya/9221551', 'https://www.lapresse.ca/actualites/2020-08-15/des-milliers-de-comptes-de-services-gouvernementaux-pirates.php', 'https://www.wirtualnemedia.pl/artykul/cyberatak-na-urzad-skarbowy-w-kanadzie-zhakowane-konta-podatnikow', 'https://www.lemonde.fr/pixels/article/2020/08/16/au-canada-des-milliers-de-comptes-d-utilisateurs-de-services-gouvernementaux-en-ligne-pirates_6049048_4408996.html', 'https://www.euro2day.gr/news/world/article/2037532/kanadas-hakingk-se-hiliades-logariasmoys-diadiktya.html', 'https://www.wnp.pl/tech/cyberatak-na-urzad-skarbowy-w-kanadzie-zhakowane-konta-podatnikow,413088.html', 'https://republika.co.id/berita/qf9ikg1556091271/ribuan-akun-layanan-pemerintah-kanada-diretas', 'https://www.cbc.ca/news/canada/north/yukon-government-websites-possible-hack-1.5686060', 'https://www.vanguardngr.com/2020/08/thousands-of-canadian-government-accounts-hacked/', 'https://www.latribune.fr/technos-medias/internet/au-canada-un-piratage-massif-de-comptes-de-services-gCanada: Thousands of Online Government Service Accounts Hacked['Canada'] Canada

['http://www.enca.com/technology/advanced-cyber-attack-targets-saudi-arab', 'http://www.dhakatribune.com/world/middle-east/2017/11/21/advanced-cyber-attack-targets-saudi-arabia%EF%BB%BF/', 'http://tradearabia.com/news/IT_333256.html', 'https://www.siasat.com/news/saudi-arabia-advanced-cyber-attacks-authorities-1262492/', 'http://www.business-standard.com/article/pti-stories/advanced-cyber-attack-targets-saudi-arabia-117112100107_1.html', 'http://www.naharnet.com/stories/en/238517-advanced-cyber-attack-targets-saudi-arabia', 'https://www.ndtv.com/world-news/advanced-cyber-attack-targets-saudi-arabia-1777969', 'http://www.arabtimesonline.com/news/cyber-attack-targets-saudi/', 'https://www.oneindia.com/international/saudi-arabia-detects-advanced-cyber-attack-targeting-government-computers-2587043.html', 'https://www.nst.com.my/world/2017/11/305533/advanced-cyber-attack-targets-saudi-arabia', 'https://www.thenews.com.pk/latest/247073-advanced-cyber-attack-targets-saudi-arabia', 'https://baomoi.com/saudi-arabia-doAdvanced  Cyber Attack Targets Saudi Arabia['Saudi Arabia']Saudi Arabia

['https://www.indiatoday.in/india/story/cid-website-hacked-message-warning-modi-govt-shows-up-1653275-2020-03-07', 'https://timesofindia.indiatimes.com/india/cid-website-hacked-message-warning-modi-govt-shows-up/articleshow/74517838.cms', 'https://punjabkesari.com/india-news/cid-s-website-hack-broadcasts-warning-message-to-modi-government/', 'https://www.siasat.com/maharashtra-cid-website-hacked-modi-government-warned-1850831/', 'https://www.thehindu.com/news/cities/mumbai/maharashtra-cid-website-hacked-defaced/article31005341.ece', 'https://www.navshakti.co.in/maharashtra-cid-webside-hack-legion-delhi-violence/', 'https://navbharattimes.indiatimes.com/metro/mumbai/other-news/maharashtra-cid-website-hacked-hackers-wrote-families-of-muslims-killed-by-hindu-mob/articleshow/74518124.cms', 'https://www.business-standard.com/article/news-ani/website-not-hacked-says-maharashtra-cid-chief-120030600822_1.html', 'https://www.loksatta.com/maharashtra-news/maharashtra-cid-website-hacked-by-legion-dmp-82-2101444/', 'httpcid website hacked: maharashtra cid website hacked, posted message of warning to modi government['India'] India

['https://tass.ru/obschestvo/8675033', 'https://vestikavkaza.ru/news/hakeram-za-vzlom-sistemy-onlajn-golosovania-v-moskve-v-hode-ee-testirovania-zaplatat-2-mln-rublej.html', 'https://tass.ru/obschestvo/8694431']Hackers for hacking the online voting system in Moscow during its testing will be paid 2 million rubles['Russia'] Russia

['https://www.nrc.nl/nieuws/2017/04/25/geheime-diensten-wissen-via-hacken-verkregen-gegevens-structureel-niet-a1555933', 'http://www.joop.nl/nieuws/geheime-diensten-data-wissen']Secret services fail to delete data obtained after hacks['Netherlands']Netherlands

['https://www.timesofisrael.com/liveblog_entry/pew-survey-62-of-israelis-fear-possibility-of-election-being-hacked/', 'https://www.inopressa.ru/article/10Jan2019/lefigaro/israel.html', 'https://www.haaretz.com/israel-news/business/as-election-campaign-gets-underway-israel-faces-threats-by-hackers-1.6822455']As election campaign gets underway , Israel faces threats by hackers['Israel'] Israel

['https://boxun.com/archives/95930', 'https://www.dw.com/zh/%E5%BE%B7%E5%9B%BD%E6%83%85%E6%8A%A5%E6%9C%BA%E6%9E%84%E4%B8%AD%E5%9B%BD%E9%BB%91%E5%AE%A2%E8%A2%AD%E5%87%BB%E5%BE%B7%E5%9B%BD%E4%BC%81%E4%B8%9A/a-60573411', 'https://tass.ru/mezhdunarodnaya-panorama/13531369', 'https://www.dw.com/en/chinese-apt-27-hackers-targeting-companies-says-germany/a-60564091']German intelligence agency: Chinese hackers attack German companies | Deutsche Welle From Germany Introducing Germany | DW['Germany']Germany

['https://www.tagesschau.de/inland/bundesfinanzhof-hackerangriff-101.html', 'https://www.boyens-medien.de/artikel/computer/bundesfinanzhof-schaltet-webseite-nach-hackerangriff-ab-411701.html', 'https://www.nwzonline.de/digitale-meldungen/cyberkriminalitaet-bundesfinanzhof-schaltet-webseite-nach-hackerangriff-ab_a_51,5,629979339.html', 'https://www.t-online.de/digital/sicherheit/id_100003976/hackerangriff-auf-bundesfinanzhof-gericht-schaltet-webseite-ab-log4j.html', 'https://www.morgenpost.de/web-wissen/web-technik/article234119587/Bundesfinanzhof-schaltet-Webseite-nach-Hackerangriff-ab.html', 'https://www.faz.net/aktuell/wirtschaft/digitec/log4j-bundesfinanzhof-schaltet-website-nach-hackerangriff-ab-17689399.html', 'https://www.faz.net/aktuell/wirtschaft/digitec/log4j-nach-hackerangriff-schaltet-bundesfinanzhof-website-ab-17689399.html']Federal Fiscal Court shuts down website after hacker attack['Germany']Germany

['https://www.prnewswire.com:443/news-releases/cornerstone-national-insurance-data-breach-investigation-alert-issued-by-wolf-haldenstein-adler-freeman--herz-llp-301622989.html', 'https://www.globenewswire.com/news-release/2022/09/08/2512994/0/en/Cornerstone-National-Insurance-Data-Breach-Investigation-Alert-Issued-by-Wolf-Haldenstein-Adler-Freeman-Herz-LLP.html']Cornerstone National Insurance Data Breach Investigation['United States']United States

['https://www.gp.se/nyheter/sverige/fhm-om-f%C3%B6rtroendet-efter-misst%C3%A4nkta-dataintr%C3%A5nget-1.77000431', 'https://www.nyteknik.se/sakerhet/misstankt-dataintrang-pa-fhm-vaccinuppgifter-har-spridits-7035568', 'https://www.aftonbladet.se/nyheter/a/Rr77qd/aftonbladet-direkt?pinnedEntry=922952', 'https://www.gp.se/nyheter/sverige/misst%C3%A4nkt-dataintr%C3%A5ng-i-fhm-s-vaccinregister-1.76894999', 'https://www.dn.se/sverige/fhm-anmaler-misstankt-dataintrang-i-vaccinregister/', 'https://www.aftonbladet.se/nyheter/a/66LGEz/folkhalsomyndigheten-anmaler-dataintrang', 'https://computersweden.idg.se/2.2683/1.768369/folkalsomyndigheten-hackad--vaccininformation-om-barn-har-lackt', 'https://www.expressen.se/nyheter/misstankt-dataintrang-hos-folkhalsomyndigheten/', 'https://www.dagensjuridik.se/nyheter/folkhalsomyndigheten-polisanmaler-misstankt-dataintrang/', 'https://www.aftonbladet.se/nyheter/a/G3pEk9/misstankt-dataintrang-pa-folkhalsomyndigheten']The Public Health Agency hacked - vaccine information about children has been leaked['Sweden'] Sweden

['http://today.kz/news/kazahstan/2020-05-12/797679-sroki-provedeniya-goszakupok-v-kazahstane-perenesli-iz-za-ataki-hakerov-na-portal/', 'https://365info.kz/2020/05/iz-za-hakerskoj-ataki-v-kazahstane-perenesli-sroki-goszakupok', 'https://time.kz/news/economics/2020/05/13/pereneseny-sroki-zakupok-i-podpisaniya-dogovorov-iz-za-kiberataki-na-portal-goszakupok-v-rk', 'https://zonakz.net/2020/05/12/pereneseny-sroki-zakupok-i-podpisaniya-dogovorov-iz-za-kiberataki-portala-goszakupok-v-rk/']The terms of purchases and signing of contracts have been postponed due to a cyber attack on the public procurement portal in the Republic of Kazakhstan['Kazakhstan']Kazakhstan

['https://www.theguardian.com/technology/2020/may/03/home-affairs-data-breach-may-have-exposed-personal-details-of-700000-migrants', 'https://www.theguardian.com/australia-news/2020/may/05/government-investigates-data-breach-revealing-details-of-774000-migrants']Government investigates data breach revealing details of 774 , 000 migrants['United Kingdom']Australia

['https://arstechnica.com/tech-policy/2019/08/us-hack-attack-hobbles-irans-ability-to-target-oil-tankers-nyt-says/', 'https://www.iefimerida.gr/kosmos/ipa-kybernoepithesi-iran-gia-na-empodisoyn-epitheseis-tanker', 'https://finance.yahoo.com/news/york-times-u-hacked-iran-160000100.html']New York Times : U . S . Hacked Iran To Prevent Oil Tanker Attacks['United States', 'Iran']Iran

['https://insidebitcoins.com/news/spanish-city-attacked-by-ransomware-hacker-asks-for-bitcoin/239181', 'https://thenextweb.com/hardfork/2019/10/04/ransomware-spain-jerez-frontera-bitcoin-cryptocurrency-attack/']Ransomware attack hits Spanish city demanding undisclosed amount of Bitcoin['Spain'] Sapin

['http://www.smh.com.au/national/centrelink-hacking-into-fraudsters-phones-20170627-gwzgqc.html', 'http://www.dailymail.co.uk/news/article-4656272/Centrelink-hacks-Australian-s-smartphones.html']Centrelink hacks into Australian smartphones['Australia']Australia

['http://www.gdnonline.com/Details/836971', 'https://english.alarabiya.net/en/News/gulf/2020/07/01/Qatar-hired-former-CIA-US-military-officials-to-hack-Republican-activist-Reports', 'https://freebeacon.com/national-security/qatar-hired-former-cia-agents-to-hack-prominent-gop-official-lawsuit-alleges/', 'https://townhall.com/columnists/ejkimball/2020/07/02/qatar-hired-former-cia-hackers-to-carry-out-global-criminal-activities-lawsuit-alleges-n2571735']Qatar Hired Former CIA Agents to Hack Prominent GOP Official['Qatar', 'United States']United States

['https://planoinformativo.com/716429/secretaria-de-economia-sufre-hackeo', 'http://www.hidrocalidodigital.com/nacional/articulo.php?idnota=169832', 'https://sipse.com/mexico/ataque-cibernetico-hackers-secretaria-economia-rescate-357127.html', 'https://www.forbes.com.mx/secretaria-de-economia-sufre-hackeo-suspende-tramites/', 'https://aristeguinoticias.com/2402/mexico/hackeo-al-sistema-de-la-secretaria-de-economia-provoca-suspension-de-tramites/', 'https://laopinion.com/2020/02/25/gobierno-de-amlo-confirma-hackeo-a-la-secretaria-de-economia/', 'https://www.economiahoy.mx/www.economiahoy.mx/nacional-eAm-mx/noticias/10376577/02/20/Hackean-la-Secretaria-de-Economia-suspende-tramites.html', 'https://www.eleconomista.com.mx/tecnologia/Secretaria-de-Economia-suspende-tramites-por-ataque-cibernetico-20200224-0085.html', 'https://www.jornada.com.mx/2020/02/27/economia/018n2eco', 'http://t21.com.mx/logistica/2020/02/26/secretaria-economia-emite-medidas-comercio-exterior-tras-hackeo', 'https://www.eldiariodechihuahua.mMinistry of Economy reports hacking attempt['Mexico'] Mexico

['https://ukranews.com/news/705185-izrail-predotvratil-kiberataku-gde-hakery-hoteli-otravit-pitevuyu-vodu', 'https://www.pc.co.il/news/315672/', 'https://nocamels.com/2020/05/israeli-sites-hacked-cyber-attack/', 'https://www.elbalad.news/4333582', 'https://news.walla.co.il/item/3361744', 'https://www.timesofisrael.com/israeli-websites-hacked-in-cyberattack-be-ready-for-a-big-surprise/', 'https://aitnews.com/2020/05/23/nso-group-%D8%AA%D9%86%D8%AA%D8%AD%D9%84-%D8%B4%D8%AE%D8%B5%D9%8A%D8%A9-%D9%81%D9%8A%D8%B3%D8%A8%D9%88%D9%83-%D9%84%D9%86%D8%B4%D8%B1-%D8%A8%D8%B1%D8%A7%D9%85%D8%AC-%D8%A7%D9%84%D8%AA%D8%AC%D8%B3/', 'https://www.bbc.co.uk/news/technology-52758784', 'https://www.maariv.co.il/business/tech/Article-766975', 'https://eurozpravy.cz/zahranicni/blizky-vychod/izrael-odrazil-hackersky-utok-na-vodovodni-sit-nastala-nova-era-skryte-valky-rika-expert.38c89a9f/', 'https://elpinguino.com/noticia/2020/05/22/los-piratas-informaticos-iranies-apuntan-a-docenas-de-sitios-web-israelies', 'https://www.timesofisrael.The cyber attack on the port in Iran - a step up['Iran'] Iran

['https://www.nu.nl/internet/5457086/sidn-phishingsites-proberen-zorgdata-nederlanders-buit-maken.html', 'https://www.zwartewaterkrant.nl/59525.html', 'https://www.nu.nl/internet/5457086/honderden-phishingsites-proberen-zorgdata-nederlanders-buit-maken.html', 'https://www.nu.nl/internet/5457086/sidn-honderden-phishingsites-proberen-zorgdata-nederlanders-buit-maken.html', 'https://tweakers.net/nieuws/143237/sidn-vindt-phishingsites-die-zich-via-typosquatting-op-zorgverzekeraars-richten.html']Hundreds of phishing sites are trying to steal healthcare data from the Dutch['Netherlands']Netherlands

['https://www.elimparcial.com/economianegocios/Hackeo-de-SE-afecta-exportacion-de-tomate-a-Estados-Unidos-20200227-0015.html', 'https://diario.mx/economia/afecta-hackeo-a-se-exportacion-de-tomate-20200227-1633010.html']SE hack affects tomato exports to the United States['United States']United States

['http://www.navshakti.co.in/%E0%A4%AD%E0%A4%BE%E0%A4%9C%E0%A4%AA-%E0%A4%86%E0%A4%AF%E0%A4%9F%E0%A5%80-%E0%A4%B8%E0%A5%87%E0%A4%B2%E0%A4%9A%E0%A5%80-%E0%A4%B5%E0%A5%87%E0%A4%AC%E0%A4%B8%E0%A4%BE%E0%A4%88%E0%A4%9F-%E0%A4%B9/', 'https://www.manoramanews.com/news/india/2018/12/23/bjp-it-cell-website-hacked.html', 'http://www.lokmat.com/maharashtra/bjp-it-cells-website-hacked-right-privacy-message-hacker/', 'https://www.loksatta.com/desh-videsh-news/bjp-it-cell-web-site-hacked-1810712/']BJP IT cell website hacked | BJP leaders threaten to release black money, BJP IT Cell website hacked['India'] India

['https://www.pcmag.com/news/google-russian-hackers-used-linkedin-to-deliver-iphone-based-attack', 'https://www.washingtontimes.com:443/news/2021/jul/15/google-discovers-russian-hackers-using-linkedin-ta/', 'https://news.softpedia.com/news/russian-hackers-disguised-as-linkedin-networkers-spreading-malware-533518.shtml']Google discovers Russian hackers using LinkedIn to target government officials['Russia'] Denmark

['http://www.focus-news.net/./news/2018/03/07/2496895/darzhavnata-informatsionna-agentsiya-na-sarbiya-e-podlozhena-na-seriya-hakerski-ataki.html', 'https://trud.bg/%D1%85%D0%B0%D0%BA%D0%B5%D1%80%D0%B8-%D0%B0%D1%82%D0%B0%D0%BA%D1%83%D0%B2%D0%B0%D1%82-%D1%81%D1%80%D1%8A%D0%B1%D1%81%D0%BA%D0%B0%D1%82%D0%B0-%D0%B0%D0%B3%D0%B5%D0%BD%D1%86%D0%B8%D1%8F-%D1%82%D0%B0/', 'https://www.actualno.com/balkani/srybskata-dyrjavna-agencija-e-podlojena-na-serija-ot-hakerski-ataki-news_663316.html']Hackers attack the Serbian agency TANYUG - Labor['Serbia'] Serbia

['http://www.elnuevodia.com/negocios/economia/nota/hackeoahaciendaretrasalaradicaciondeplanillas-2301476/', 'https://notiuno.com/hackeo-en-hacienda-causa-retraso-para-someter-las-planillas/', 'http://www.elnuevodia.com/negocios/economia/nota/hackeoahaciendaretrasaradicaciondeplanillas-2301476/', 'http://www.elnuevodia.com/negocios/economia/nota/elhackeoahaciendaretrasalaradicaciondelasplanillas-2301476/']Hacking in the Treasury causes a delay in submitting the forms['United States']United States

['https://www.defenceweb.co.za/cyber-defence/probe-into-indonesian-police-hack-underway/', 'https://www.thestar.com.my/news/world/2021/11/19/indonesia-probe-police-hack-in-latest-cyber-breach']Probe into Indonesian police hack underway['Indonesia']Indonesia

['https://www.thedailystar.net/toggle/news/hackers-launch-targeted-malware-campaign-the-guise-bangladeshi-critical-service-websites-2046413', 'https://bdnews24.com/technology/2021/02/19/hackers-target-bangladeshis-by-creating-fake-covid-information-website', 'http://banglamirrornews.com/2021/02/17/bangladeshi-critical-service-websites-at-risk-of-massive-cyber-attack/', 'https://www.daily-sun.com/post/536388/Bangladeshi-critical-service-websites-at-risk-of-massive-cyber-attack-']Bangladeshi critical service websites at risk of massive cyber attack['Bangladesh']Bangladesh

['https://www.prnewswire.com/news-releases/british-businesses-sacking-employees-for-data-breach-negligence-in-spite-of-inadequate-training-practices-shred-it-study-685999101.html', 'https://www.infosecurity-magazine.com:443/news/third-orgs-sacked-employees/', 'https://www.tmcnet.com/usubmit/2018/06/20/8774869.htm']A Third of united kingdom Orgs Have Sacked Employees for Data Breach Negligence['United Kingdom']United Kingdom

['https://www.telemetro.com/nacionales/2021/01/11/presentan-denuncia-hackeo-sistema-informatico/3628456.html', 'https://www.tvn-2.com/nacionales/Mides-interpone-denuncia-sistema-informatico_0_5760173957.html', 'https://www.laestrella.com.pa/nacional/210111/mide-interpone-denuncia-penal-ataque-cibernetico-plataforma-subsidios-afectaran-pagos', 'https://www.prensa.com/impresa/panorama/abren-investigacion-por-denuncia-de-hackeo-en-el-mides/', 'https://www.laestrella.com.pa/nacional/210112/mides-interpone-denuncia-penal-ataque', 'https://www.prensa.com/judiciales/mides-presenta-denuncia-por-hackeo-a-su-sistema-informatico/', 'https://www.telemetro.com/nacionales/2021/01/09/mides-denuncia-sistema-informatico-hackeado/3623508.html', 'https://www.diaadia.com.pa/el-pais/presentan-denuncia-penal-por-hackeo-sistema-informatico-del-mides-374343', 'https://www.laestrella.com.pa/nacional/210110/mides-interpondra-lunes-denuncia-jaqueo-sistema-informatico', 'https://www.prensa.com/sociedad/mides-denuncia-que-su-sistema-infoMides files a complaint for hacking its computer system['Panama'] Panama

['https://lenta.ru/news/2021/08/22/cyberattack/', 'https://www.ferra.ru/news/techlife/gosdep-ssha-atakovali-khakery-22-08-2021.htm', 'http://www.koreatimes.com/article/20210821/1377016', 'https://www.antaranews.com/berita/2342930/departemen-luar-negeri-as-kena-serangan-siber', 'https://echo.msk.ru/news/2890982-echo.html', 'https://www.mk.ru/politics/2021/08/22/fox-news-gosdep-ssha-podvergsya-khakerskoy-atake.html', 'https://www.presstv.ir/Detail/2021/08/23/664994/US-State-Department-cyber-attack', 'https://echo.msk.ru/news/2891082-echo.html', 'https://www.kommersant.ru/doc/4955584', 'https://riafan.ru/1507976-fox-news-soobshchil-o-hakerskoi-atake-na-gosdepartament-ssha', 'https://regnum.ru/news/3350124.html']Fox News: US State Department hacked['United States']United States

['http://www.dhakatribune.com/bangladesh/dhaka/2019/04/08/petrobangla-website-hacked-again', 'https://www.bangla.24livenewspaper.com/bangladesh/40721-petrobangla-website-hacked', 'http://www.dhakatribune.com/bangladesh/dhaka/2019/04/07/petrobangla-website-hacked']Petrobangla website hacked ['Bangladesh']Bangladesh

['https://www.enterprisetimes.co.uk/2019/06/26/russian-banking-malware-riltok-hits-uk-france-and-italy/', 'https://www.dcnews.ro/utilizatori-de-smartphone-din-rusia-franta-italia-si-marea-britanie-afectati-de-malware-ul-pentru-mobil-riltok_667270.html']Russian banking malware Riltok hits united kingdom , France and Italy - ['United Kingdom', 'France', 'Italy']United Kingdom, France, Italy

['https://www.kcci.com/article/malware-found-on-city-of-west-des-moines-computer-network/30176373', 'https://www.kcci.com/article/fbi-investigating-west-des-moines-malware-attack/30224618']West Des Moines working with FBI on malware attack['United States']United States

['https://www.theweek.co.uk/96327/british-airways-data-breach-how-to-check-if-you-re-affected', 'http://inforos.ru/?module=news&action=view&id=79745', 'https://www.dailymail.co.uk/news/article-6387001/Russian-hackers-9-4m-British-Airways-data-breach.html', 'https://tass.ru/proisshestviya/5792786', 'https://www.theinquirer.net/inquirer/news/3066336/russian-hackers-are-flogging-british-airways-customers-credit-card-details', 'http://internetua.com/hakery-vystavili-na-prodaju-dannye-kreditok-klientov-british-airways', 'https://www.albawaba.com/editorchoice/mass-card-stealing-hackers-uk-linked-bountiful-russian-criminals-1213304']Russian hackers are flogging British Airways customer credit card details['United Kingdom']United Kingdom

['http://www.pealinn.ee/newset/pahavara-kolmas-laine-tabas-eestit-enne-klikkimist-kontrolli-saatja-n259046', 'https://www.aripaev.ee/uudised/2020/10/16/eestit-tabas-pahavara-kolmas-laine']Estonia was hit by the third wave of malware['Estonia'] Estonia

['https://www.kalerkantho.com/print-edition/tech-everyday/2022/09/20/1185218', 'https://www.freepressjournal.in/viral/new-trojan-virus-hacking-mobile-banking-apps-in-india']New  Trojan  virus hacking mobile banking apps in India['India'] India

['https://www.the-star.co.ke/business/2019-05-02-revealed-here-are-hacker-groups-looting-banks-in-kenya/', 'https://www.modernghana.com/news/930041/focus-on-africa-kenya-home-grown-hackers-have-looted-milli.html', 'https://allafrica.com/stories/201905030608.html']Focus on Africa : Kenya : Home - grown hackers have looted millions from banks['Kenya'] Kenya

['https://www.ship-technology.com/news/newsmaersk-working-to-restore-shipping-business-after-cyber-attack-5856324/', 'http://www.marsecreview.com/2019/07/protect-and-survive-how-maersk-learned-from-the-notpetya-cyber-attack/']Maersk working to restore shipping business operations after cyber attack['Denmark']Denmark

['https://www.cnet.com/uk/news/dixons-carphone-reveals-data-breach-affecting-5-9-million-customers/', 'http://www.dailymail.co.uk/wires/pa/article-5839191/Where-does-Dixons-Carphone-cyber-attack-rank-UK-data-breaches.html', 'https://www.insurancejournal.com/news/international/2018/06/15/492376.htm', 'https://www.independent.ie/world-news/customers-fears-over-dixons-carphone-data-breach-37006028.html', 'https://news.sky.com/story/hacking-targets-customers-of-currys-pc-world-11403182', 'http://www.pocket-lint.com/laptops/news/144818-currys-pc-world-admits-massive-data-breach-involving-millions-of-cards-and-personal-records', 'https://www.independent.ie/world-news/dixons-carphone-profits-expected-to-tumble-amid-data-breach-woes-37013521.html', 'http://www.bournemouthecho.co.uk/news/national/16287557.Hackers_target_Dixons_Carphone_customer_data_in_major_breach/', 'http://www.sharenet.co.za/news/Britains_Dixons_Carphone_suffers_cyber_attack_on_customer_data/6ef407a4b8cc6eb398706a78ef2f5841', 'https://www.channel4.Dixons Carphone reveals data breach affecting 5 . 9 million payment cards['United Kingdom']United Kingdom

['https://www.thestar.com.my/news/regional/2020/05/07/netizens-mock-indonesian-communications-ministry-for-shrugging-off-data-breach', 'https://www.thejakartapost.com/news/2020/05/07/morality-ministry-communications-ministry-mocked-for-shrugging-off-data-breach.html', 'https://www.asiaone.com/asia/morality-ministry-indonesia-communications-ministry-mocked-shrugging-data-breach']Morality ministry : Indonesia Communications ministry mocked for shrugging off data breach['Indonesia']Indonesia

['https://www.teletica.com/sucesos/sin-hablar-de-hackeo-hacienda-admite-exposicion-de-datos-de-aduanas_309576', 'https://www.crhoy.com/tecnologia/hacienda-admite-hackeo-de-datos-de-direccion-general-de-aduanas/', 'https://www.crhoy.com/economia/hackeo-a-hacienda-incluyo-documentos-confidenciales-para-fiscalizar-riesgos-en-aduanas/']Hacking of the Treasury included confidential documents to control risks in customs['United States']United States

['https://www.persoenlich.com/digital/hacker-finden-22-schwachstellen-bei-der-post', 'https://www.fuw.ch/newsticker/202206300678/post-lasst-sich-von-150-hackern-angreifen', 'https://www.pctipp.ch/news/post/post-liess-150-hackern-angreifen-2779011.html']Swiss Post allowed itself to be attacked by around 150 hackers['Switzerland']Switzerland

['https://www.shz.de/regionales/schleswig-holstein/Datenschuetzer-registrieren-immer-mehr-Hacking-Angriffe-in-SH-id35534327.html', 'https://www.savonsanomat.fi/paakirjoitus-mielipide/4482261']Significantly more data breaches in 2021: data protection officers are registering more and more hacking attacks in SH['Germany']Germany

['https://rp-online.de/panorama/coronavirus/corona-test-daten-von-hackern-in-paris-gestohlen-1-4-millionen-betroffen_aid-62788125', 'http://www.msn.com/de-de/nachrichten/panorama/hacker-stehlen-corona-test-daten-in-paris/ar-AAOuAnm', 'https://www.n-tv.de/panorama/00-16-Hacker-erbeuten-Test-Daten-von-1-4-Millionen-Menschen-in-Paris--article21626512.html', 'https://www.vol.at/hacker-erbeuten-corona-testdaten-von-14-millionen-menschen/7125763', 'https://www.tt.com/artikel/18363040/hacker-erbeuten-corona-testdaten-von-1-4-millionen-menschen', 'https://www.midilibre.fr/2021/09/16/tests-covid-piratage-des-donnees-de-plus-dun-million-de-personnes-le-parquet-de-paris-ouvre-une-enquete-9794152.php', 'https://www.finanznachrichten.de/nachrichten-2021-09/53952267-hacker-erbeuten-corona-test-daten-von-1-4-millionen-menschen-in-paris-016.htm', 'https://www.srf.ch/news/schweiz/das-neueste-zur-coronakrise-hacker-erbeuten-corona-test-daten-von-1-4-millionen-menschen', 'https://www.rfi.fr/en/france/20210916-hackers-steal-coviCovid tests: hacking of the data of more than a million people, the Paris prosecutor's office opens an investigation['France'] France

['https://www.elnuevodia.com/noticias/eeuu/nota/denuncianhackeodesistemasdelacomisiondebolsadeestadosunidos-2471041/', 'https://peru21.pe/economia/denuncian-hackeo-sistemas-robo-us-4-millones-sec-estados-unidos-nndc-453365', 'https://elcomercio.pe/economia/mundo/denuncian-hackeo-sistemas-robo-us-4-millones-sec-estados-unidos-noticia-nndc-597820', 'https://www.wsoctv.com/news/telemundo/denuncian-hackeo-de-sistemas-de-comisin-de-bolsa-de-eeuu/904938943']They denounce hacking of systems and theft of US$ 4 million from the SEC of the United States | Economy['United States']United States

['https://www.theguardian.com/world/2020/dec/07/mexico-cartels-drugs-spying-corruption', 'https://www.haaretz.com/israel-news/tech-news/.premium-leading-mexican-journalist-targeted-by-israeli-nso-s-spyware-1.9353534', 'https://laverdadnoticias.com/mexico/Descubren-software-espia-en-Mexico-vinculado-a-la-Semar-y-el-gobierno-de-Durango-20201202-0306.html', 'https://www.trtworld.com/magazine/tech-savvy-mexican-drug-cartels-find-a-new-partner-israeli-spyware-42174']They discover spyware in Mexico linked to Semar and the government of Durango['Mexico'] Mexico

['http://kauno.diena.lt/naujienos/kriminalai/nusikaltimai/stabdomas-tyrimas-del-isilauzimo-i-bns-sistema-815833', 'http://www.kurier.lt/pravooxranitelnye-organy-ostanovili-rassledovanie-vzloma-sistemy-bns/']The investigation into the hacking of the BNS system is suspended['Belgium'] Belgium

['http://www.itechpost.com/articles/111469/20220620/flagstar-bank-reveals-1-5-million-customers-affected-data-breach.htm', 'https://www.pcmag.com/news/flagstar-bank-was-hacked-but-didnt-realize-for-months', 'https://techcrunch.com/2022/06/21/flagstar-bank-social-security-numbers/', 'https://www.securityweek.com/flagstar-bank-data-breach-affects-15-million-customers', 'https://www.americanbanker.com/news/flagstar-bank-says-hack-impacted-1-5-million-customers', 'https://www.jdsupra.com/legalnews/more-than-81-000-social-security-6807521/', 'https://www.jdsupra.com/legalnews/flagstar-bank-announces-data-breach-8927913/', 'https://www.digitaljournal.com/business/flagstar-bank-data-breach-where-next-for-financial-cybersecurity/article', 'https://www.techtimes.com/articles/276989/20220621/flagstar-data-breach-social-security-numbers-over-1-5-million.htm', 'https://www.housingwire.com/articles/flagstar-reports-data-breach-affecting-1-5-million-clients/', 'https://www.scmagazine.com/analysis/breach/flagstar-bank-breacFlagstar Data Breach : Social Security Numbers From Over 1 . 5 Million Customers Reportedly Stolen['United States']United States

['https://www.thesouthafrican.com/news/breaking-cyril-ramaphosa-and-the-government-get-hacked-r18-billion-shortfall-exposed/', 'https://mybroadband.co.za/news/security/446282-cyril-ramaphosas-private-data-hacked.html', 'https://www.ecr.co.za/shows/stacey-jsbu/hacked-cyril-ramaphosa-and-sa-government-have-been-breached-cyber-hackers/']HACKED ! Cyril Ramaphosa and the SA government have been breached by cyber hackers['South Africa']South Africa



['https://ktvz.com/news/oregon-northwest/2020/03/20/oregon-dhs-notifies-public-of-data-breach/', 'http://mybasin.com/2020/03/20/oregon-department-of-human-services-notifies-public-of-data-breach/', 'https://www.kptv.com/news/oregon-department-of-human-services-reports-data-breach-from-phishing/article_5050f5fe-6af5-11ea-a394-479da0be43e6.html', 'https://www.kezi.com/content/news/Phishing-email-leads-to-data-breach-at-Oregon-Department-of-Human-Services-568973681.html']Oregon DHS notifies public of data breach['United States']United States

['https://english.aawsat.com/home/article/2711696/hezbollah%E2%80%99s-banking-institution-hacked-clients-confused', 'http://www.bursahakimiyet.com.tr/haber/hizbullah-in-finans-kurulusu-siber-saldiriya-ugradi-467635.html', 'https://yalibnan.com/2020/12/31/hezbollahs-qard-al-hasan-hacked-account-information-leaked/', 'http://www.naharnet.com/stories/en/278134-report-hizbullah-s-financial-institution-hacked-party-perplexed', 'https://www.9tv.co.il/item/23022', 'https://www.yenisafak.com/dunya/lubnanda-binlerce-kisiye-kredi-saglayan-hizbullahin-finans-kurulusu-hacklendi-3591930']Confused Customers: Hezbollah Bank Hacked['Lebanon']Lebanon

['http://suprabhaatham.com/%E0%B4%B8%E0%B4%82%E0%B4%AD%E0%B4%B5%E0%B4%A4%E0%B5%8D%E0%B4%A4%E0%B4%BF%E0%B4%B2%E0%B5%8D%E2%80%8D-%E0%B4%B0%E0%B4%BE%E0%B4%B7%E0%B5%8D%E0%B4%9F%E0%B5%8D%E0%B4%B0%E0%B5%80%E0%B4%AF-%E0%B4%87%E0%B4%9F/', 'http://suprabhaatham.com/%E0%B4%8F%E0%B4%B4%E0%B5%81%E0%B4%B5%E0%B4%AF%E0%B4%B8%E0%B5%81%E0%B4%95%E0%B4%BE%E0%B4%B0%E0%B4%A8%E0%B5%8D%E0%B4%B1%E0%B5%86-%E0%B4%95%E0%B5%8A%E0%B4%B2%E0%B4%AA%E0%B4%BE%E0%B4%A4%E0%B4%95-2/']Allegation of political interference in the incident; Cyber Warriors Hack Government Websites • Suprabhaatham['India'] India

['http://cbs12.com/news/local/possible-data-breach-puts-wellington-utility-customers-at-risk', 'https://www.mypalmbeachpost.com/news/local/wellington-narrows-data-breach-timeline-hit-credit-card-numbers/M33rCuQHrwSY0hNBgS0yeK/', 'https://www.scmagazine.com/wellington-fla-almost-faces-data-breach-waterloo/article/772418/', 'https://www.mypalmbeachpost.com/news/local/update-wellington-data-breach-hit-more-customers-than-first-reported/0HS8cpVZwv1GHz2YpPQTHN/', 'https://wjno.iheart.com/featured/local-news-wire/content/2018-06-08-wellington-utilities-customers-may-have-been-victimized-by-data-breach/', 'https://www.wptv.com/news/region-c-palm-beach-county/wellington/possible-data-breach-of-wellington-water-billing-payment-system', 'https://www.mypalmbeachpost.com/news/local/wellington-potential-data-breach-may-have-exposed-information/3A03rMfDrPnjMd90OJXgKN/']Wellington Utilities Customers May Have Been Victimized By Data Breach | Local News Wire['New Zealand']New Zealand

['https://infotel.ca/newsitem/virus-outbreak-france/cp319894473', 'https://www.lematin.ch/story/le-systeme-francais-denseignement-a-distance-pirate-643158269314', 'https://allkharkov.ua/news/pro/hakery-iz-rf-i-knr-atakovali-sistemy-distancionnogo-obycheniia-vo-francii-smi.html', 'https://www.newdelhitimes.com/hackers-glitches-mar-frances-mass-return-to-online-school/', 'https://www.680news.com/2021/04/07/hackers-glitches-mar-frances-mass-return-to-online-school/', 'https://www.beijingbulletin.com/news/268672251/french-homeschooling-platform-hit-by-hackers-from-russia-china']Hackers from Russia and China attacked a distance learning system in France , media | News of incidents in Kharkov, Ukraine. All Kharkiv['France', 'Ukraine']France

['https://www.voakorea.com/a/6261742.html', 'https://www.donga.com/news/Politics/article/all/20211005/109560505/1'][Exclusive] North Korea's cyber attacks surge... Cyber Command cannot increase manpower due to lack of offices['South Korea']South Korea

['https://www.haaretz.co.il/captain/net/1.8636658', 'https://www.yenisafak.com/dunya/hackerlar-dersini-verdi-israilli-bakandan-filistine-ozgurluk-mesaji-3528584', 'https://www.9tv.co.il/item/11250', 'http://www.israelnationalnews.com/News/News.aspx/276964', 'https://www.yenisafak.com/tarih/israilli-bakandan-filistine-ozgurluk-mesaji-hacker-kurbani-oldu-3528584', 'https://www.maariv.co.il/news/military/Article-752463', 'https://www.haaretz.com/israel-news/israeli-defense-minister-s-twitter-account-hacked-feed-features-palestinian-flag-1.8636793', 'https://www.jewishpress.com/news/science-and-tech/friday-night-naftali-bennetts-twitter-account-was-hacked/2020/03/07/', 'https://news.okezone.com/read/2020/03/07/18/2179767/diretas-akun-twitter-menteri-pertahanan-israel-serukan-kemerdekaan-untuk-palestina', 'https://www.israelvalley.com/2020/03/le-compte-twitter-du-ministre-de-la-defense-naftali-bennett-a-ete-pirate/', 'https://www.sott.net/article/430319-Israeli-defense-ministers-Twitter-hacked-Freedom-for-PalestinHacked , Israeli Minister of Defense Twitter Account Calls for Independence for Palestine : Okezone News['Israel'] Israel

['https://www.midilibre.fr/2022/01/21/cybercriminalite-plus-de-1-000-faux-pass-sanitaire-generes-apres-le-piratage-du-compte-dune-infirmiere-10060172.php', 'https://fr.sputniknews.com/20220121/plus-de-1000-faux-pass-sanitaire-edites-apres-le-piratage-du-compte-dune-infirmiere-1054536943.html', 'https://www.newsweek.com/over-62k-fake-covid-passes-created-france-after-criminal-network-hacks-nurses-account-1673658']Over 62k Fake COVID Passes Created in France After Criminal Network Hacks Nurse Account['France'] France

['https://www.virginislandsnewsonline.com/en/news/uk-foreign-office-reports-serious-cyber-attack-on-fcdo-website', 'https://www.dailymail.co.uk/news/article-10490909/Foreign-Office-hit-hacking-attempt-document-reveals.html']UK Foreign Office reports  seriou cyber attack on FCDO website | Virgin Islands News Online['United Kingdom', 'Virgin Islands']United Kingdom

['https://www.dailymail.co.uk/news/article-8095899/Russian-meddling-casts-dark-shadow-MH17-trial-prosecutors.html', 'https://thenewdaily.com.au/news/world/2020/03/11/russians-hacked-australian-mh17-files-trial/', 'https://www.airlineratings.com/news/mh17-trial-gets-underway-russian-hacking-claim/', 'https://www.9news.com.au/world/aust-mh17-cops-likely-hacked-by-russians/8af2eccc-6c31-4b78-ac13-32439e0e0bff']Australian MH17 cops  likely hacked  by Russians , court hears['Australia']Australia

['http://www.thedailysheeple.com/dnc-hack-involved-russian-agents-within-the-democratic-party-unreleased-steele-memo_032018', 'http://revolutionradio.org/2018/03/05/the-plot-thickens-christopher-steele-says-dnc-hack-involved-agents-within-the-democratic-party/', 'https://freedomoutpost.com/unreleased-steele-memo-alleges-dnc-hack-involved-russian-agents-within-democratic-party-structure/']Unreleased Steele Memo Alleges DNC Hack Involved Russian Agents  Within the Democratic Party Structure Itself['United States']United States

['https://www.scmagazine.com/rat-campaign-targets-koreans-with-phishing-lures-featuring-us-north-korea-summit/article/770529/', 'https://www.scmagazineuk.com/rat-campaign-targets-koreans-with-phishing-lures-ft-us-north-korea-summit/article/770694/']RAT campaign targets Koreans with phishing lures featuring U . S .- North Korea summit['South Korea']South Korea

['https://600wmtradio.iheart.com/content/2020-10-08-iowa-to-get-38k-in-national-data-breach-settlement/', 'https://whoradio.iheart.com/content/2020-10-08-iowa-to-get-38k-in-national-data-breach-settlement/']Iowa to get $38K in national data breach settlement['United States']United States

['https://www.securitylab.ru/news/496214.php', 'https://nsk.rbc.ru/nsk/31/10/2018/5bd82a199a7947a1fde2d9ae', 'https://www.rbc.ru/society/30/10/2018/5bd6d82d9a79474c88b20431']The court revealed the scheme of hackers to hack the ticket systems of Russian Railways and S7['Russia'] Russia

['http://www.diodeo.com/news/view/2487957', 'http://www.womannews.net/detail.php?number=129011&thread=22r03r03', 'http://news.joins.com/article/22033748']Seoul Metropolitan Government, Seoul City Hall 38 Tax Collection Division Impersonating Hacking Email Alert['South Korea']South Korea

['https://www.zdnet.fr/actualites/les-meilleurs-espions-piratent-d-autres-espions-apt-russe-versus-apt-iranienne-39886349.htm', 'https://www.zdnet.com/article/russian-apt-hacked-iranian-apts-infrastructure-back-in-2017/']Russian APT hacked Iranian APT infrastructure back in 2017['Iran'] Iran

['https://www.securitylab.ru/news/532320.php', 'https://lenta.ru/news/2022/06/15/arestttt/']Hacker placed under house arrest for hacking Russian customs system['Russia'] Russia

['http://globedia.com/brecha-datos-banco-westpac-100k-usuarios-afectados', 'https://www.townsvillebulletin.com.au/business/companies/westpacs-payid-breach-sees-almost-100000-users-personal-details-exposed/news-story/737d71b8a39dfb9f71799947dd852c9e?nk=235d21c4142803f8459f63f868c45e83-1559705582']Westpac bank data breach; 100k users affected['Australia']Australia

['https://www.devdiscourse.com/Article/technology/251266-probe-on-austal-defence-hack-could-take-years-australia-cybersecurity-chief', 'https://www.nytimes.com/reuters/2018/11/12/world/middleeast/12reuters-australia-iran-cybercrime.html', 'https://ia.acs.org.au/article/2018/iranian-hackers-suspected-in-austal-breach.html', 'http://www.rosbalt.ru/world/2018/11/13/1745892.html', 'https://www.trend.az/iran/society/2978827.html', 'https://mobile.abc.net.au/news/2018-11-13/iranian-hackers-suspected-in-austal-cyber-breach/10489310', 'https://www.arnnet.com.au/article/649508/cyber-chief-austal-defence-hack-investigation-may-take-years/', 'https://defence.pk/pdf/threads/iranian-hackers-suspected-in-cyber-breach-and-extortion-attempt-on-navy-shipbuilder-austal.586610/', 'https://tass.ru/mezhdunarodnaya-panorama/5785081', 'https://rueconomics.ru/360875-smi-otvetstvennost-za-vzlom-avstraliiskogo-oboronnogo-predpriyatiya-nesut-iranskie-khakery', 'https://life.ru/t/%D0%BD%D0%BE%D0%B2%D0%BE%D1%81%D1%82%D0%B8/1169036/smi_irABC: Iranian hackers hacked Australian defense company's security systems['Australia']Australia

['http://oane.ws/2017/07/19/v-belgii-haker-pohitil-dannye-500-tysyach-bolnyh.html', 'https://vademec.ru/news/2017/07/19/kiberprestupnik-ukral-personalnye-dannye-500-tysyach-patsientov-v-belgii/']In Belgium, a hacker stole the data of 500 thousand patients['Belgium'] Belgium

['https://www.hindustantimes.com/tech/indian-property-site-hack-leads-to-2-million-users-data-exposed/story-kcegLy2maaQYM0uvSU5gcJ.html', 'https://www.andhrajyothy.com/telugunews/indian-property-site-hack-leads-to-data-expose-of-two-million-users-2020032407161715']Indian property site hack leads to 2 million user data exposed - tech['India'] India

['https://www.graphic.com.gh/news/general-news/bank-software-hacked-gh-46million-stolen.html', 'https://www.pulse.com.gh/news/business/bank-software-hacked-with-ghcent46-million-stolen/0hdvfrv', 'https://xbitgh.com/bank-software-hacked-gh%c2%a246million-stolen/']Bank software hacked : GH¢46million stolen - Exhibit Ghana Media['Ghana'] Ghana

['https://www.lepoint.fr/high-tech-internet/des-hackers-russophones-attaquent-une-mairie-des-hauts-de-seine-20-10-2022-2494553_47.php', 'https://www.numerama.com/cyberguerre/1150046-des-hackers-russes-piratent-la-mairie-de-chaville-ile-de-france-et-font-fuiter-tous-les-contrats-et-budgets.html']Russian hackers hack the town hall of Chaville (Île-de-France)['France'] France

['https://urgente24.com/actualidad/politica/hackeo-y-amenaza-la-informacion-que-tiene-argentinagobar-y-la-suma-que-no', 'https://www.noticiasnet.com.ar/nota/2020-11-27-6-21-0--hackearon-argentina-gob-ar-amenazan-con-publicar-informacion', 'https://www.lavoz.com.ar/tecnologia/ciberdelincuentes-dijeron-que-hackearon-argentinagobar-y-secuestraron-50-gb-de-informacio']Cybercriminals said they hacked Argentina. gov . ar and seized 50 GB of information['Argentina']Argentina

['https://www.version2.dk/artikel/europaeisk-organisation-el-operatoerer-ramt-cyberangreb-1090193', 'https://www.computerworld.dk/art/251071/danske-energinet-ser-med-alvor-paa-stort-cyberangreb-mod-europaeisk-elnet-organisation', 'https://www.computing.co.uk/news/4012131/hackers-breached-administrative-systems-european-power-grid-organisation']Danske Energinet looks seriously at a major cyber attack against the European electricity network organization['Denmark']Denmark

['https://www.prokerala.com/news/articles/a1074404.html', 'http://technuter.com/security/66-indian-organisations-have-had-least-one-data-breach-since-shifting-to-a-remote-working-model.html', 'https://www.businessinsider.in/tech/enterprise/news/more-than-half-the-companies-in-india-have-faced-at-least-one-data-breach-since-going-remote/articleshow/77653222.cms', 'https://www.news18.com/news/tech/over-half-of-indian-companies-in-india-faced-data-breach-since-implementing-remote-working-report-2804631.html']Over Half of Indian Companies in India Faced Data Breach Since Implementing Remote Working : Report['India'] India

['https://www.securitylab.ru/news/498161.php', 'https://www.priyo.com/articles/20190228350604', 'http://www.mzamin.com/article.php?mzamin=161519', 'https://www.infosecurity-magazine.com/news/hackers-exploit-bangladesh-embassy-1/']Hackers Exploit Bangladesh Embassy in Cairo Site - Infosecurity Magazine['Bangladesh', 'Egypt']Banfladesh, Egypt

['https://beyazgazete.com/haber/2021/7/7/bankacilik-tarihinde-bir-ilk-akbank-26-saattir-calismiyor-unlu-hacker-grubu-anonymous-akbank-i-hackledi-mi-akbank-hacklendi-mi-akbank-son-dakika-6130226.html', 'https://beyazgazete.com/haber/2021/7/7/bankacilik-tarihinde-bir-ilk-akbank-26-saattir-calismiyor-akbank-hacklendi-mi-akbank-kullanicilari-dikkat-6130226.html']A First in Banking History Akbank Hasn't Worked for 26 Hours ! Did the Famous Hacker Group Hack Anonymous Akbank? Has Akbank been hacked? Akbank Last Minute['Turkey'] Turkey

['https://www.radiofarda.com/a/irans-claim-israels-czberattak/29583076.html', 'http://www.thetower.org/6821-experts-in-wake-of-renewed-sanctions-u-s-must-prepare-for-escalation-of-iranian-cyber-attacks/', 'https://www.10.tv/news/175502', 'https://www.lemondeinformatique.fr/actualites/lire-l-iran-frappe-par-un-malware-plus-violent-que-stuxnet-73312.html', 'https://ir.sputniknews.com/world/201811014123890-%D8%AD%D9%85%D9%84%D9%87-%D8%B3%D8%A7%DB%8C%D8%A8%D8%B1%DB%8C-%D8%A7%D8%B3%D8%B1%D8%A7%D8%A6%DB%8C%D9%84-%D8%A7%DB%8C%D8%B1%D8%A7%D9%86/', 'https://siliconangle.com/2018/11/01/new-stuxnet-variant-believed-behind-cyberattack-iran/', 'https://www.jns.org/u-s-must-prepare-for-escalation-of-iranian-cyber-attacks-experts-say/', 'https://www.mako.co.il/news-world/international-q4_2018/Article-27d58866a4bc661004.htm', 'https://arstechnica.com/information-technology/2018/11/iran-accuses-israel-of-cyber-attacks-including-new-stuxnet/', 'https://www.balatarin.com/permlink/2018/11/1/4960229', 'https://www.israelhayom.co.The news - Iran: Experiencing an aggressive cyber attack['Iran'] Iran

['http://kp.ua/incidents/580604-s-hodovschynoi-mraz-na-saite-mynobrazovanyia-khakery-vylozhyly-erotycheskye-foto', 'https://24smi.org/news/53100-khakery-razmestili-na-saite-minobrnauki-ukrainy-er.html', 'http://vgolos.com.ua/news/erotychnyy_hakerskyy_napad_sayt_ministerstva_osvity_poklaly_vidvertymy_foto_nevidomoi_bilyavky_foto_273472.html', 'https://www.unian.net/society/2022241-hakeryi-polojili-sayt-minobrazovaniya.html', 'https://ru.tsn.ua/ukrayina/hakery-paralizovali-rabotu-sayta-ministerstva-obrazovaniya-i-nauki-eroticheskimi-fotografiyami-893687.html', 'https://tsn.ua/ukrayina/hakeri-paralizuvali-robotu-saytu-ministerstva-osviti-ta-nauki-ekotichnimi-svitlinami-959485.html', 'https://rg.ru/2017/07/11/hakery-razmestili-na-sajte-minobrazovaniia-ukrainy-eroticheskie-foto.html', 'http://tyzhden.ua/News/196246', 'http://rian.com.ua/society/20170711/1025734961.html', 'http://www.segodnya.ua/ukraine/hakery-vzlomali-sayt-minobrazovaniya-1037152.html', 'http://nv.ua/ukraine/events/minobrazovanija-soobshchilo-o-vzHackers hacked the website of the Ministry of Education['Ministry of Education']Ukraine

['https://www.bettergov.org/news/no-ransom-paid-but-illinois-ag-office-is-spending-more-than-25-million-on-hacker-attack/', 'http://www.chicagotribune.com/investigations/ct-ransomware-attack-illinois-attorney-general-kwame-raoul-20210729-diukhbzjanhgzlcntft3nakbfy-story.html', 'https://patch.com/illinois/chicago/illinois-ag-raoul-invests-2-5m-after-ransomware-hack-report']Ransomware attack costs Illinois attorney general office more than $2 . 5M['United States']United States

['https://www.messengernewspapers.co.uk/news/17600877.regional-bomb-hoaxer-admits-hacking-police-force-websites-in-revenge-cyber-attack/', 'https://www.lancashiretelegraph.co.uk/news/17599768.bomb-hoaxer-admits-hacking-police-force-websites-in-revenge-cyber-attack/']Bomb hoaxer admits hacking police force websites in revenge cyber attack['United Kingdom']United Kingdom

['http://yalibnan.com/2018/07/07/lebanon-hit-by-largest-hack-in-its-history/', 'https://www.bleepingcomputer.com/news/security/three-arrests-made-in-largest-hack-in-lebanons-history/', 'https://www.timesofisrael.com/lebanon-said-hit-by-largest-hack-in-its-history/', 'http://internetua.com/v-livane-haker-proveli-krupneishuua-v-istorii-stran-kiberataku']Lebanon said hit by largest hack in its history['Lebanon']Lebanon

['https://www.whitsundaytimes.com.au/news/30k-aussies-dont-know-they-were-hacked/4190609/', 'https://www.miragenews.com/human-factor-dominates-latest-data-breach-statistics/', 'https://www.zdnet.com/article/519-data-breach-notifications-include-33-from-australian-government-entities/', 'https://www.dailymail.co.uk/news/article-9221075/30-000-Australians-not-told-intimate-details-HACKED-information-safe.html', 'https://www.byronnews.com.au/news/30k-aussies-dont-know-they-were-hacked/4190609/', 'https://www.computerweekly.com/news/252495566/Human-factor-dominates-Australias-latest-data-breach-numbers', 'https://www.noosanews.com.au/news/30k-aussies-dont-know-they-were-hacked/4190609/', 'https://www.news.com.au/technology/online/hacking/up-to-30000-australians-dont-know-they-were-affected-by-service-nsw-hack/news-story/1fa1155a9e594b6ba01f5f745433dcc0', 'https://www.ballinaadvocate.com.au/news/30k-aussies-dont-know-they-were-hacked/4190609/']Service NSW hack : Up to 30 , 000 Australians dont know they were affected by data breach['Australia']Australia

['https://www.aninews.in/news/world/others/website-of-global-parliamentary-alliance-on-china-suffers-cyber-attack20210401113102/', 'https://www.smh.com.au/world/europe/inter-parliamentary-alliance-on-china-s-website-suffers-cyber-attack-20210331-p57ffd.html']Inter - Parliamentary Alliance on China website suffers cyber attack['China'] China

['https://www.insurancejournal.com/news/southcentral/2020/05/19/569233.htm', 'https://www.nbcdfw.com/news/local/txdot-hacked-in-2nd-attack-on-texas-government-systems/2371545/', 'https://www.klif.com/2020/05/19/2nd-texas-agencys-website-hacked/', 'https://radionb.com/regional/texas-government-agencies-hacked-2nd-time-week', 'http://thefacts.com/ap_news/texas/article_eb478279-8a8d-595c-a40b-eab96791588f.html']Texas Government Agencies Hacked For 2nd Time In Week['United States']United States

['http://wyandottedaily.com/kansas-election-officials-say-theyre-on-guard-for-hackers-messing-with-your-2020-vote/', 'https://www.hppr.org/post/kansas-election-officials-say-theyre-guard-hackers-messing-your-2020-vote']Kansas Election Officials Say Theyre On Guard For Hackers Messing With Your 2020 Vote['United States']United States

['https://www.iraqakhbar.com/801809', 'https://www.iraqakhbar.com/801603']Parliamentary Security: Our cell phones have been hacked, and the Ministry of Interior and Defense must discuss their plans via landline phones['Iraq'] Iraq

['https://www.eluniverso.com/noticias/2018/03/27/nota/6686833/senain-compro-paquetes-espionaje-ht-3-anos', 'http://www.ecuadortimes.net/ecuadorian-signature-served-as-a-link-between-the-senain-and-hacking-team/', 'http://www.ecuadorenvivo.com/sociedad/190-sociedad/74329-firma-ecuatoriana-sirvio-de-lazo-entre-la-senain-y-hacking-team.html', 'https://www.eluniverso.com/noticias/2018/03/26/nota/6685120/firma-ecuatoriana-sirvio-lazo-senain-hacking-team', 'http://www.ecuadortimes.net/senain-bought-spy-packages-from-hacking-team-for-3-years/', 'https://www.eluniverso.com/noticias/2013/12/11/nota/1901271/firma-hacking-team-fue-contactada-estado-ecuatoriano']Firm Hacking Team was contacted by the Ecuadorian State | Politics | News['Ecuador'] Ecuador

['https://www.oann.com/report-china-russia-hacking-u-s-vaccine-supply-chain/', 'https://www.corriere.it/podcast/daily/21_gennaio_11/guerra-nascosta-vaccini-anti-covid-cosi-russia-cina-sfruttano-l-egoismo-paesi-ricchi-poi-sfida-musk-bezos-all-ultimo-miliardo-a866f4cc-5353-11eb-b612-933264f5acaf.shtml']Report : China , Russia hacking U . S . vaccine supply chain | One America News Network['United States']United States

['http://www.investopedia.com/news/are-your-stocks-danger-getting-hacked/', 'http://www.businessinsider.com/pentagon-stock-market-crash-darpa-2017-10', 'http://revolutionradio.org/2017/10/16/pentagon-worried-about-hackers-causing-stock-market-crash/']Pentagon Worried about Hackers Causing Stock Market Crash['United States']United States

['https://www.dallasnews.com/news/education/2017/12/08/data-breach-exposes-social-security-numbers-birth-dates-ofhundreds-texas-students', 'https://www.scmagazine.com/data-breach-exposes-pii-of-700-texas-school-children/article/713226/']Data breach exposes PII of 700 Texas school children['United States']United States

['http://www.my9nj.com/news/hackers-blast-team-of-black-dc-teens-with-racist-comments-after-reaching-finals-in-nasa-competition', 'http://www.newser.com/story/258773/black-female-teens-in-nasa-challenge-targeted-by-hackers.html', 'https://www.thestarpress.com/story/news/nation-now/2018/05/03/teen-finalists-nasa-competition-targeted-hackers/577969002/', 'https://www.newsmax.com/thewire/black-teens-nasa-competition/2018/05/03/id/858240/', 'https://www.firstpost.com/tech/news-analysis/nasa-suspends-teen-challenge-results-after-it-emerged-that-hackers-tried-to-manipulate-public-voting-on-social-media-on-racial-grounds-4456461.html', 'http://atlantablackstar.com/2018/05/03/racists-allegedly-hack-voting-system-3-black-teens-lead-semi-finals-nasa-tech-competition/']Racism , Hackers Target 3 Black Teens in NASA Competition['United States']United States

['https://www.larepublica.net/noticia/hospitales-y-ebais-semiparalizados-por-hackeco-de-la-caja-todo-lo-que-debe-saber', 'https://www.crhoy.com/nacionales/poder-ejecutivo-deja-sola-a-la-caja-en-medio-caos-por-hackeo/', 'https://www.larepublica.net/noticia/libre-transferencia-entre-operadoras-de-pensiones-es-suspendida-de-manera-temporal', 'https://www.larepublica.net/noticia/hackeo-a-la-caja-se-convierte-en-emergencia-institucional', 'https://www.teletica.com/nacional/hackeo-en-la-ccss-afecta-traslado-de-afiliados-entre-operadoras-de-pensiones_312805']Hacking of the Fund becomes an institutional emergency['United States']United States

['https://www.newsru.com/hitech/28oct2020/fishing.html', 'https://ren.tv/news/v-rossii/765529-rossiiskie-banki-zaiavili-o-roste-kiberatak', 'https://vm.ru/news/837278-rossijskie-banki-pozhalovalis-na-rost-kiberatak', 'https://3dnews.ru/1023977', 'https://ria.ru/20201028/kiberataki-1581861731.html']Hackers stepped up pressure on Russian banks['Russia'] Russia

['https://www.publimetro.co/co/noticias/2019/11/26/hackeada-cuenta-la-rama-judicial-amenaza-asesinar-ivan-duque.html', 'https://www.panamaamerica.com.pa/mundo/amenazan-de-muerte-ivan-duque-hackers-atacan-cuentas-oficiales-en-colombia-1150339', 'https://hsbnoticias.com/noticias/nacional/hackean-cuenta-de-la-rama-judicial-y-amenazan-de-muerte-al-p-577082', 'https://es.panampost.com/felipe-fernandez/2019/11/27/hackers-amenazan-ivan-duque/', 'https://colombiareports.com/hackers-join-colombias-anti-government-protests-duque-family-threatened/']Institutional accounts are hacked and President Duque is threatened with death['Colombia']Colombia

['http://www.turkiyegazetesi.com.tr/teknoloji/620623.aspx', 'https://www.teknolojioku.com/guncel/cani-sikilinca-nasayi-hackledi-5cc4955b5fe8295bd536ab42', 'https://www.star.com.tr/dunya/canim-sikildi-nasayi-hackledim-haber-1449555/', 'https://www.haksozhaber.net/cani-sikildi-nasayi-hackledi-113844h.htm', 'https://www.yenisafak.com/teknoloji/canim-sikildi-nasayi-hackledim-3468270', 'http://jambi.tribunnews.com/2019/05/03/mampu-bobol-situs-resmi-kpu-dengan-mudah-hacker-putra-aji-website-kpu-masih-kurang-aman', 'https://www.ntv.com.tr/teknoloji/canim-sikildi-nasayi-hackledim,wjqE45AzxUm-YvBqWzmurA', 'https://www.tamindir.com/haber/guvenlik-uzmani-roberts-nasa-yi-canim-sikildigi-icin-hackledim_44049/', 'https://www.posta.com.tr/canim-sikildi-nasayi-hackledim-2146459', 'https://www.ensonhaber.com/nasayi-ekleyen-hacker-canim-sikildi.html', 'http://medan.tribunnews.com/2019/05/02/putra-aji-si-pembobol-situs-nasa-uraikan-tingkat-keamanan-sistem-kpu-saat-diretas-hacker', 'https://www.tgrthaber.com.tr/teknoloji/cani-siBored, hacked NASA ['United States']United States

['https://www.rts.ch/info/suisse/9986072-250-000-francs-pour-pirater-le-vote-electronique-suisse.html', 'https://www.netzwoche.ch/news/2018-11-13/wer-das-schweizer-e-voting-system-hackt-wird-reich-belohnt']250,000 francs to hack Swiss electronic voting['Switzerland']Switzerland

['https://www.biobiochile.cl/noticias/nacional/chile/2018/12/03/suspenden-eleccion-de-directiva-de-la-udi-por-falla-tecnica-y-posible-hackeo-de-sistema.shtml', 'http://www.elobservatodo.cl/noticia/sociedad/suspendidas-elecciones-internas-en-la-udi-por-hackeo-del-sistema']Suspended internal elections in the UDI due to hacking of the system['Chile'] Chile

['https://www.lexology.com/library/detail.aspx?g=44cd7f97-0d23-4c88-995b-00e496ff1888', 'http://www.abc.net.au/news/2018-05-14/family-planning-nsw-targeted-by-hackers/9758618', 'http://junkee.com/family-planning-nsw-hacked/158238', 'http://www.afr.com/technology/ransomware-attack-hits-8000-clients-of-family-planning-nsw-20180514-h10127', 'https://www.natlawreview.com/article/family-planning-nsw-latest-victim-cyber-attacks', 'http://www.ibtimes.com.au/ransomware-hits-family-planning-nsw-details-8000-clients-may-be-compromised-1568182', 'https://www.computerworld.com.au/article/641139/family-planning-databases-compromised-after-ransomware-attack/', 'http://www.cairnspost.com.au/lifestyle/health/cyber-attack-may-have-exposed-the-personal-information-of-8000-family-planning-nsw-clients/news-story/4f55984fe8b46855f5dacd7506eca01e?nk=7b1750fbf8d11451c3e6e9c7d94f5b3c-1526278597']Cyber Attacks on Family Planning NSW Affects up to 8000['Australia']Australia

['http://www.techtimes.com/articles/253104/20201005/microsoft-muddywater-iranian-hackers-attacking-2-weeks-now-exploit-zerologon.htm', 'https://www.bankinfosecurity.com/hackers-chaining-zerologon-other-vulnerabilities-a-15152', 'https://www.zive.cz/clanky/hackeri-utoci-na-servery-s-windows-skrze-vaznou-bezpecnostni-chybu-zerologon/sc-3-a-206518/default.aspx', 'https://www.bankinfosecurity.com/us-warns-hackers-chaining-zerologon-other-vulnerabilities-a-15152', 'https://www.securityweek.com/microsoft-says-iranian-hackers-exploiting-zerologon-vulnerability', 'https://www.bankinfosecurity.com/iranian-hackers-exploiting-zerologon-flaw-a-15128', 'https://www.securitylab.ru/news/512767.php']Iranian Hackers Exploiting  Zerologon  Flaw['Iran'] United States

['https://eurozpravy.cz/veda-a-technika/internet/hackeri-z-gazy-ci-egypta-utocili-v-cr-a-dalsich-zemich-vydelali-statisice-dolaru.5aef0de6/', 'https://www.ceskenoviny.cz/zpravy/hackeri-z-gazy-napadali-pc-firem-v-cesku-a-dalsich-zemich/1954906']Hackers from Gaza or Egypt attacked in the Czech Republic and other countries, earning hundreds of thousands of dollars['Czech Republic']Czech Republic

['https://www.gazetaonline.com.br/noticias/politica/2019/06/pais-tem-de-agir-para-evitar-industria-de-hackers--diz-ministro-1014185355.html', 'http://www.ejecentral.com.mx/podria-banxico-investiga-a-18-instituciones-por-caso-de-hackeo/', 'http://www.jornaldepiracicaba.com.br/pais-tem-de-agir-para-evitar-industria-de-hackers-diz-ministro/', 'https://www.istoedinheiro.com.br/pais-tem-de-agir-para-evitar-industria-de-hackers-diz-ministro/', 'http://www.pulsopolitico.com.mx/2019/06/indaga-banxico-18-instituciones-hackeo/', 'https://www.publimetro.com.mx/mx/noticias/2019/06/12/banxico-investiga-podria-sancionar-18-instituciones-hackeo.html', 'https://g1.globo.com/politica/noticia/2019/06/13/gilmar-mendes-diz-que-hackeamento-de-autoridades-e-muito-grave-e-defende-providencias.ghtml', 'https://almomento.mx/banxico-investiga-a-18-instituciones-financieras-por-caso-de-hackeo/', 'http://www.pulsopolitico.com.mx/2019/06/castigarian-hackeo-18-instituciones/', 'https://www.midianews.com.br/policia/pais-tem-de-agir-para-evBanxico investigates 18 institutions for hacking case['Mexico'] Mexico

['http://www.itbear.com.cn/html/2019-08/356316.html', 'http://hy.stock.cnfol.com/hangyezonghe/20190830/27663576.shtml']Tencent Security: Illegal Hackers Pretending to Be Enthusiastic Users and Launching Targeted Attacks on Virtual Currency Trading Platforms['China'] China

['https://tn.com.ar/policiales/el-hacker-que-envio-un-mensaje-intimidante-bullrich-amenaza-con-filtrar-datos-del-ministerio-de_986781', 'https://www.clarin.com/policiales/hacker-vuelve-pegar-amenaza-difundir-documentos-ministerio-defensa_0_z_7oMOIx0.html']The hacker who sent an intimidating message to Bullrich threatens to leak data from the Ministry of Defense['Argentina']Argentina



['https://www.itpro.co.uk/security/data-breaches/360338/gun-owners-urged-to-be-vigilant-following-data-breach', 'https://www.bbc.co.uk/news/technology-57932823']UK gun owners urged to be  vigilant  after Guntrader data breach['United Kingdom']United Kingdom

['https://www.businessinsider.com/hackers-have-us-navy-admirals-in-their-crosshairs-2019-3', 'https://www.businessinsider.in/chinese-hackers-have-been-hammering-the-us-navy-and-admirals-are-in-the-crosshairs/articleshow/68417300.cms']Chinese hackers have been hammering the US Navy , and admirals are in the crosshairs['United States']United States

['https://www.express.co.uk/news/world/1108993/Iran-latest-news-cyber-attack-National-Cyber-Security-Centre-data-breach-uk-post-office', 'https://www.thesun.co.uk/news/8776125/iran-cyber-attack-uk-mobile-numbers-stolen/', 'https://www.silicon.co.uk/security/cyberwar/iran-cyber-attacks-uk-infrastructure-243481', 'https://www.infosecurity-magazine.com/news/iranian-hackers-target-uk-1/', 'https://www.mirror.co.uk/news/uk-news/major-cyber-attack-uk-infrastructure-14226055']Iran Conducted Cyber Attacks On united kingdom Infrastructure - Report | Silicon united kingdom Tech News['United Kingdom']United Kingdom

['https://www.onlinenigeria.com/site/stories/516550-how-nigerian-hackers-allegedly-use-buccaneer-passwords-to-wreck-shipping-companies.html', 'https://nationalaccordnewspaper.com/nigerian-hackers-steal-thousands-of-dollars-from-shipping-firms/', 'https://maritime-executive.com/article/nigerian-hacking-group-targets-shipping-firms', 'https://www.computerworlduk.com/security/criminal-campus-cult-splinter-faction-nigeria-gold-galleon-secureworks-3675724/', 'https://www.hellenicshippingnews.com/nigerian-hackers-steal-thousands-of-dollars-from-shipping-firms/', 'https://www.computerworld.com.au/article/640332/pirate-obsessed-nigerian-hacking-group-attacking-maritime-industry/']A pirate - obsessed Nigerian hacking group is attacking the maritime industry['Nigeria'] Nigeria

['http://genk.vn/kaspersky-antivirus-bi-cuu-hacker-cua-nsa-kiem-soat-va-bien-thanh-cong-cu-tim-kiem-cac-tai-lieu-tuyet-mat-20180103200016248.chn', 'http://vnreview.vn/tin-tuc-an-ninh-mang/-/view_content/content/2369454/phan-mem-diet-virus-kaspersky-bi-cuu-hacker-nsa-ho-bien-thanh-cong-cu-gian-diep', 'http://www.ibtimes.com/russia-based-kaspersky-labs-had-access-stolen-nsa-documents-leaked-hackers-2637712']Russia - Based Kaspersky Labs Had Access To Stolen NSA Documents Leaked By Hackers['United States']United States

['https://www.kp.kg/daily/26949.5/4001361/', 'https://www.ural.kp.ru/daily/26949.5/4001361/']"They lived luxuriously": in the Urals, a gang of hackers robbed banks and hunted down millionaires['Russia'] Russia

['https://life.ru/t/%D1%82%D0%B5%D1%85%D0%BD%D0%BE%D0%BB%D0%BE%D0%B3%D0%B8%D0%B8/1139579/kitaiskiie_khakiery_rassylaiut_virusy_na_diskakh_po_pochtie', 'https://tecnoblog.net/253706/hackers-chineses-malware-cds/', 'https://www.securitylab.ru/news/494679.php', 'https://www.svethardware.cz/cinsti-hackeri-chteli-napadnout-americke-urady-pomoci-cd/47160', 'http://monavista.ru/news/v_ssha_hakery_ispolzovali_dlya_ataki_kompakt-diski/', 'https://www.vladtime.ru/internet/683353']In the US, hackers launched an attack using CDs['United States']United States

['https://www.scmagazineuk.com/cyber-criminal-phishing-campaign-spoofs-russian-critical-infrastructure-domains/article/1521001', 'http://www.topix.com/tech/computer-security/2018/12/phishing-at-centre-of-cyber-attack-on-ukraine-infrastructure', 'https://www.securityweek.com/russia-linked-phishing-attacks-hit-government-agencies-four-continents', 'https://www.computerweekly.com/news/252453892/Phishing-at-centre-of-cyber-attack-on-Ukraine-infrastructure', 'https://www.scmagazine.com/home/security-news/cybercriminal-phishing-campaign-spoofs-russian-critical-infrastructure-domains/']Phishing at centre of cyber attack on Ukraine infrastructure['Ukraine'] Ukraine

['https://beritajatim.com/politik-pemerintahan/masa-tenang-website-pemkab-malang-kena-retas/', 'https://inilah.com/news/2585401/memasuki-masa-tenang-website-pemkab-malang-diretas']Entering the Quiet Period Malang Regency Government Website Hacked['Indonesia']Indonesia

['https://www.israelnationalnews.com/flashes/578567', 'https://www.algemeiner.com/2022/06/02/tehran-linked-hackers-in-lebanon-exposed-after-targeting-israeli-defense-it-companies/', 'https://www.slobodna-bosna.ba/vijest/253507/internet_sistemi_gradske_uprave_peti_dan_blokirani_teheran_na_udaru_cyber_napada.html', 'https://techcrunch.com/2022/06/03/microsoft-disrupts-iran-linked-hackers-targeting-organizations-in-israel/', 'https://english.alaraby.co.uk/news/tehran-municipality-websites-hit-possible-hacking', 'https://www.cbsnews.com/news/childrens-hospital-targeted-by-iran-linked-hackers-fbi-reveals/', 'http://pressorg24.com/news?id=616429', 'https://www.unionleader.com/news/crime/iranian-backed-hackers-tried-to-attack-boston-children-s-hospital-according-to-fbi-director-wray/article_55a69524-ce0a-55cc-ae05-9b7b8cd33f0f.html', 'https://www.darkreading.com/vulnerabilities-threats/microsoft-disables-iran-linked-lebanese-hacking-group-polonium', 'https://www.bbc.com/persian/iran-61668922', 'https://www.7kanal.coTehran municipality websites disrupted , possibly due to hacking , news agency says['Iran'] Iran

['https://wfpl.org/hackers-are-holding-hostage-patient-records-from-louisvilles-park-duvalle-clinic/', 'https://www.beckershospitalreview.com/cybersecurity/hackers-gain-access-to-3-700-patient-records-at-texas-hospital.html']Hackers Are Holding Louisville Patient Information Hostage['United States']United States

['https://sputniknews.com/science/201708121056399642-hackers-find-thousands-vulnerabilities-airforce/', 'http://www.darkreading.com/vulnerabilities---threats/white-hats-take-aim-in-hack-the-air-force-bug-bounty-program/d/d-id/1329614']White Hat Hackers Find More Than 200 Vulnerabilities in Air Force Systems['United States']United States

['https://yle.fi/uutiset/osasto/news/cyber_attack_shut_down_many_government_websites_in_finland/10350316', 'https://yle.fi/uutiset/osasto/news/cyber_attack_shuts_down_many_government_websites_in_finland/10350316']Cyber attack shuts down many government websites in Finland['Finland'] Finland

['https://www.mk.ru/economics/2022/10/19/cb-chislo-kiberatak-na-banki-rossii-vyroslo-v-2-raza.html', 'https://russian.rt.com/business/news/1063097-cb-kiberataki-banki-rossiya', 'https://bnr.bg/post/101721554/ministar-pulev-dve-valni-hakerski-ataki-vchera-zasegnali-sa-i-banki', 'https://www.marica.bg/balgariq/vlast/ministar-pulev-ruskite-hakeri-atakuvat-i-bankite-ni']Minister Pulev: There were two waves of hacker attacks yesterday, banks were also affected['Bulgaria'] Bulgaria

['https://tass.ru/moskva/7896579', 'https://www.mskagency.ru/materials/2978851']Venediktov offered at least 1 million rubles. for hacking the electronic voting system before April 22['Russia'] Russia

['http://www.smp.se/tt-utrikes/kansligt-dataintrang-i-danmark/', 'https://www.sydsvenskan.se/2018-12-06/kansligt-dataintrang-i-danmark', 'http://www.blt.se/tt-utrikes/kansligt-dataintrang-i-danmark/', 'https://corren.se/nyheter/kansligt-dataintrang-i-danmark-om5598227.aspx', 'http://www.ostrasmaland.se/tt-utrikes/kansligt-dataintrang-i-danmark/', 'http://www.bt.se/tt-utrikes/kansligt-dataintrang-i-danmark/']Sensitive data breach in Denmark - Borås Tidning['Denmark']Denmark

['https://yourstory.com/2019/01/amazon-india-sellers-data-leak-breach/', 'https://www.rediff.com/business/report/tech-amazon-once-again-in-data-breach-controversy/20190110.htm', 'https://www.thenewsminute.com/article/data-breach-amazon-india-exposes-financial-data-nearly-400k-sellers-94844', 'https://www.afaqs.com/news/story/54220_Another-data-breach-Amazon-India-leaks-sellers-information-in-tech-error']Another data breach ? Amazon India leaks sellers information in tech error['India'] India

['https://www.phonandroid.com/cryptomonnaies-des-pirates-attaquent-les-serveurs-dalibaba-pour-miner-du-monero.html', 'https://3dnews.ru/1053869/publikatsiya-1053869', 'https://www.techradar.com/news/alibaba-cloud-servers-hacked-to-mine-monero-cryptocurrency', 'https://www.securitylab.ru/news/526617.php']Alibaba Cloud servers hacked to mine Monero cryptocurrency['China'] China

['https://www.imperialvalleynews.com/index.php/news/california-news/14648-attorney-general-becerra-alerts-california-companies-of-malware-attack-impacting-thousands-of-computer-users.html', 'https://yubanet.com/california/ag-becerra-alerts-california-companies-of-malware-attack-impacting-thousands-of-computer-users/']AG Becerra Alerts California Companies of Malware Attack Impacting Thousands of Computer Users['United States']United States

['https://www.express.co.uk/news/politics/1015290/Russia-hackers-security-phishing-impersonate-defence-secretary-Gavin-Williamson-Tory-donor', 'https://www.thesun.co.uk/news/7215545/russia-uk-hackers-mod-impersonating/']Russian hackers  IMPERSONATED  Defence Secretary Gavin Williamson to con Tory party donors | Politics | News['United Kingdom']United Kingdom

['http://www.generation-nt.com/piratage-570-sites-vente-ligne-25-sites-francais-donnees-bancaires-volees-actualite-1978019.html', 'https://www.securitylab.ru/news/509814.php', 'https://www.phonandroid.com/piratage-de-coordonnees-bancaires-voici-la-liste-des-25-sites-francais-concernes.html', 'https://sputniknews.com/india/202007081079828679-570-e-commerce-stores-from-55-countries-hacked-credit-card-data-worth-over-7-mln-sold-online/', 'https://www.zdnet.fr/actualites/le-gang-keeper-un-groupe-a-l-origine-du-piratage-de-570-magasins-en-ligne-39906359.htm']570 E - Commerce Stores From 55 Countries Hacked , Credit Card Data Worth Over $7 Mln Sold Online['55 Countries']Multi contries

['https://newsinfo.inquirer.net/1481412/indonesia-probes-suspected-data-breach-on-covid-19-app', 'https://www.bnnbloomberg.ca/indonesia-probes-million-data-breach-at-old-covid-tracking-app-1.1646075', 'https://www.taiwannews.com.tw/en/news/4280042', 'https://www.marketing-interactive.com/indonesian-health-ministry-probes-alleged-data-breach-of-1-3m-users-on-covid-19-app', 'https://www.naturalnews.com/2021-09-02-data-breach-indonesia-covid-tracking-app.html', 'https://www.fijitimes.com/indonesia-probes-suspected-data-breach-on-covid-19-app/', 'https://www.thesundaily.my/world/indonesia-probes-suspected-data-breach-on-covid-19-app-LF8272782']Indonesian health ministry probes alleged data breach of 1 . 3m users on COVID - 19 app['Indonesia']Indonesia

['https://www.irs.gov/compliance/criminal-investigation/nigerian-hacker-and-a-repeat-offender-sentenced-to-federal-prison-for-unemployment-fraud-and-tax-fraud-scheme', 'http://saharareporters.com/2021/09/03/nigerian-hacker-jailed-us-multi-million-dollar-unemployment-and-tax-fraud', 'https://www.channelstv.com/2021/09/03/nigerian-hacker-who-stole-covid-benefits-jailed-in-us/']Nigerian Hacker Jailed In US For Multi - million Dollar Unemployment And Tax Fraud['United States']United States

['https://www.dnes.bg/obshtestvo/2021/10/23/hakerski-ataki-sreshtu-saita-za-zeleni-sertifikati.507939', 'https://frognews.bg/novini/hakerski-ataki-srinali-saita-izdavasht-zelenite-sertifikati.html']Hacker attacks brought down the site issuing the green certificates['Bulgaria'] Bulgaria

['https://www.donga.com/news/Society/article/all/20220221/111951369/1', 'https://www.huffingtonpost.kr/entry/voice-phishing_kr_621243dfe4b060c5c1edb00c', 'https://www.donga.com/news/Society/article/all/20220220/111945181/1']A voice phishing crime occurred that robbed millions of won by impersonating an epidemiological investigator at the Korea Centers for Disease Control and Prevention.['South Korea']South Korea

['https://www.carasycaretas.com.uy/hackers-se-hacen-presentes-con-amenazas-en-asamblea-virtual-de-la-lista-106-del-frente-amplio/', 'https://www.carasycaretas.com.uy/hackers-amenazas-frente-amplio/']Hackers threaten the Broad Front assembly['Uruguay'] Uruguay

['http://dongascience.donga.com/news.php?idx=31563', 'http://moneys.mt.co.kr/news/mwView.php?no=2019100717188067122&code=&MGTIN', 'https://www.yna.co.kr/view/AKR20191006050800017', 'http://daily.hankooki.com/lpage/economy/201910/dh20191007164244147770.htm']489 KHNP hacking attempts over 5 years… Nuclear power plant cyber security manpower needs to be expanded['South Korea']South Korea

['https://russian.rt.com/inotv/2018-03-23/Daily-Beast-nashyol-zagadochnogo-hakera', 'https://www.businessinsider.com.au/dnc-hacker-guccifer-confirmed-as-russian-agent-after-forgetting-to-conceal-identity-2018-3', 'http://www.ilsecoloxix.it/p/mondo/2018/03/23/ACRrimKC-guccifer_ufficiale_militari.shtml', 'https://www.lesinrocks.com/2018/03/26/actualite/qui-est-vraiment-guccifer-2-0-suspecte-du-piratage-russe-du-parti-democrate-americain-111063530/', 'https://www.mirror.co.uk/news/world-news/dnc-hacker-guccifer-20-revealed-12236982', 'http://www.ibtimes.co.in/who-guccifer-2-0-dnc-hacking-handiwork-russian-intelligence-team-764720']Spy story - Guccifer 2 . 0 , who hacked Clinton 's e - mails , is an official agent of the Russian military services | world['United States']United States

['https://www.latestly.com/agency-news/world-news-social-media-accounts-of-embassy-of-pakistan-in-algeria-hacked-3425495.html', 'https://www.brazilsun.com/news/272351067/social-media-accounts-of-embassy-of-pakistan-in-algeria-hacked']Social media accounts of Embassy of Pakistan in Algeria hacked['Pakistan', 'Algeria']Pakistan

['http://www.dnaindia.com/india/report-gujarat-elections-2017-ec-disposes-congress-leader-s-bluetooth-evm-hacking-complaint-after-investigation-2566289', 'https://mumbaimirror.indiatimes.com/news/india/gujarat-assembly-elections-2017-congress-fears-evm-hacking-in-first-phase-bjp-says-rivals-fear-losing/articleshow/62003720.cms']Gujarat Elections 2017 : EC disposes Congress leader  Bluetooth EVM  hacking complaint after investigation['India'] India

['http://www.cleveland.com/court-justice/index.ssf/2018/01/north_royalton_hacker_stole_po.html', 'http://www.spamfighter.com/News-21339-Sensitive-Data-were-Stolen-from-the-Computers-by-the-Hackers-of-North-Royalton.htm']North Royalton hacker stole potentially embarrassing information from computers , feds say['United States']United States

['https://www.scmagazine.com/worst-of-both-words-gorgon-hackers-practice-both-general-cybercrime-and-targeted-government-attacks/article/785655/', 'https://www.scmagazineuk.com/worst-worlds-gorgon-hackers-practice-general-cybercrime-targeted-government-attacks/article/1489560', 'https://www.computerweekly.com/news/252446161/Gorgon-Group-shows-simple-cyber-attacks-remain-effective']Worst of both worlds :  Gorgon  hackers practice both general cybercrime and targeted government attacks['United Kingdom']United Kingdom

['https://www.novosti.rs/planeta/svet/1179889/kina-hakeri-amerika-tajna-sluzba', 'https://informer.rs/planeta/vesti/754579/hakeri-napad-kina-amerika-sluzbe']WHAT A SHAME OF THE AMERICAN SERVICES! Chinese hackers emptied US GOVERNMENT ACCOUNTS, Washington's cyber defense is ABSOLUTELY POWERLESS!['United States']United States

['http://www.la.lv/br-5-10-energetikas-nozares-lielakie-draudi-tarpi-spiegprogrammaturas-un-kriptonaudas-raceji', 'https://channelworld.cz/analyzy/kaspersky-hackeri-se-zamerili-na-energeticky-prumysl-utocili-na-dve-petiny-pc-v-sektoru-23383', 'https://www.scmagazineuk.com/energy-sector-attack-malware-combo-attacks/article/1661394', 'https://www.trend.az/business/it/3131617.html']Kaspersky: Hackers targeted the energy industry, attacking two-fifths of PCs in the sector['Latvia'] Latvia

['https://ictnews.vn/cntt/bao-mat/bkav-hang-tram-co-quan-to-chuc-tai-viet-nam-bi-dinh-ma-doc-tong-tien-w32-weakpass-178883.ict', 'https://vn.sputniknews.com/business/201902157073344-Bkav-hang-tram-co-quan-to-chuc-tai-viet-nam-bi-dinh-ma-doc-tong-ien-W32-WeakPass/', 'https://www.vietgiaitri.com/2-tek/the-gioi-so/201902/hang-tram-co-quan-to-chuc-tai-viet-nam-bi-dinh-ma-doc-tong-tien-w32weakpass-3775334/', 'https://nld.com.vn/cong-nghe/hang-tram-co-quan-to-chuc-tai-viet-nam-bi-dinh-ma-doc-tong-tien-20190215085250988.htm']Bkav : Hundreds of agencies and organizations in Vietnam were infected with W32 ransomware . WeakPass['Vietnam'] Vietnam

['https://zhasalash.kz/3852/', 'http://www.kt.kz/rus/science/hakeri_vistavili_na_prodazhu_dannie_10_000_kazahstanskih_buhgalterov_i_dostup_v_setj_kazgidrometa_1153650987.html']Hackers put up for sale the data of 10,000 Kazakh accountants and access to the network of Kazhydromet['Kazakhstan']Kazakhstan

['https://focus.ua/world/371104/', 'http://ukrainian.voanews.com/a/ataky-rosiiskykh-khakeriv-na-dnc/3821474.html', 'http://ru.delfi.lt/abroad/global/nyt-v-2016-godu-fbr-ne-pridalo-znacheniya-rossijskim-kiberatakam.d?id=74438394']Attacks by Russian hackers on the servers of the Democrats did not immediately cause alarm in FB['United States']United States

['http://www.defenseworld.net/news/18410/Cyber_Attack_Threat_To_Five_Taiwanese_Stock_Brokerages', 'http://www.defenseworld.net/news/18410/Cyber_Attack_Threat_To_Five_Taiwanese_Stock_Brockerages', 'https://www.investing.com/news/technology-news/taiwan-says-some-securities-firms-get-blackmail-messages,-cyber-attacks-458409', 'https://www.investing.com/news/technology-news/five-taiwan-brokerages-report-cyber-attack-threats,-regulator-says-458111', 'http://news.trust.org/item/20170206104036-wn92y/', 'http://www.thehansindia.com/posts/index/Technology/2017-02-06/Five-Taiwan-brokerages-report-cyber-attack-threats-regulator-says/278804']Taiwan says some securities firms get blackmail messages , cyber attacks By Reuters['Taiwan'] Taiwan

['http://www.tahlequahdailypress.com/cnhi_network/new-york-police-department-hack-temporarily-cripples-system/article_583f0343-8fe9-5142-99f1-8cea86a65634.html', 'http://www.lockportjournal.com/news/upstate-system-crippled-by-hacking/article_fe34ba8c-7113-5c94-a114-616bdc38386c.html']Upstate 911 system crippled by hacking ['United States']United States

['http://magicvalley.com/news/local/govt-and-politics/hackers-take-over-idaho-legislature-s-website-with-italian-manifesto/article_e102feaf-070e-58b3-89a9-4e4044815e53.html', 'https://www.kpvi.com/news/political/hackers-take-over-idaho-legislature-s-website-with-italian-manifesto/article_98d15f69-ff8c-5166-8fd3-503ad59a09da.html', 'http://boisestatepublicradio.org/post/idaho-legislatures-network-hacked', 'http://www.idahostatesman.com/news/politics-government/state-politics/article210946194.html', 'https://idahobusinessreview.com/2018/05/22/state-government-hacked-twice-in-three-days/', 'http://kval.com/politics/nation-and-world/idaho-legislature-website-hacked']Idaho legislative website taken down after apparent hacking['United States']United States

['https://www.chron.com/news/crime/article/Utah-investigating-hacking-of-candidate-s-virtual-15162347.php', 'http://midutahradio.com/news/local-news/utah-investigating-hacking-of-candidates-virtual-event/', 'https://www.securityweek.com/utah-investigating-hacking-candidates-virtual-event']Utah Investigating Hacking of Candidate Virtual Event['United States']United States

['http://www.koreatimes.com/article/20191223/1286887', 'http://news1.kr/articles/?3800550', 'https://news.chosun.com/site/data/html_dir/2019/12/24/2019122401257.html', 'https://www.voakorea.com/a/5217420.html']North Korea attempts to hack South Dakota national network 142 times['United States']United States

['https://www.msn.com/en-us/money/news/scammers-are-impersonating-nearly-every-illinois-state-department-in-phishing-schemes-and-people-are-falling-for-it/ar-AALWCmb', 'https://www.pantagraph.com/news/state-and-regional/illinois-secretary-of-states-office-warns-against-text-phishing-scams/article_4d0e72da-f974-546c-b955-919c9053f78d.html', 'http://www.chicagotribune.com/politics/ct-illinois-drivers-license-texting-scam-20210702-7x4yhapo3ve4vmy3tpqsd7gk5e-story.html', 'https://www.sj-r.com/story/news/2021/07/04/illinois-secretary-state-warning-against-phishing-scam/7858149002/']The Illinois Secretary of State is warning against a phishing scam['United States']United States

['https://news.yahoo.com/okc-forensic-testing-company-data-222143856.html', 'https://www.oklahoman.com/story/news/2022/02/21/hack-oklahoma-city-forensic-testing-firm-compromised-personal-information/6880950001/']Hack of OKC forensic testing firm compromised personal information['United States']United States

['http://www.talniri.co.il/marketnews/article.asp?id=94163', 'https://www.beckershospitalreview.com/cybersecurity/centura-health-phishing-attack-exposes-7-500-patients.html', 'https://www.networkworld.com/article/3398925/cisco-security-spotlights-microsoft-office-365-e-mail-phishing-increase.html', 'https://www.spamfighter.com/News-22217-Several-Email-Accounts-breached-in-a-Phishing-Attack-on-the-Hematology-Oncology-Associates.htm', 'https://www.beckershospitalreview.com/cybersecurity/cancer-treatment-centers-of-america-notifies-16-800-patients-of-another-phishing-attack.html', 'http://www.talniri.co.il/marketnews/article.asp?id=94046', 'https://www.techworld.com.au/article/662280/cisco-security-spotlights-microsoft-office-365-e-mail-phishing-increase/']Several Email Accounts breached in a Phishing Attack on the Hematology Oncology Associates['United States']United States

['http://www.orlandosentinel.com/politics/fl-ne-roger-stone-trial-opens-20191106-ip7klgrjz5bjfmyrn4svdzuzv4-story.html', 'https://www.marketwatch.com/story/roger-stone-goes-to-trial-over-alleged-efforts-to-exploit-russian-hacked-clinton-emails-for-trumps-political-gain-2019-11-05', 'https://www.inforum.com/news/nation/4757587-Trial-opens-for-Roger-Stone-accused-of-lying-about-WikiLeaks-Trump-campaigns-interest-in-hacked-emails', 'https://www.dailymail.co.uk/news/article-7677165/Roger-Stone-told-Donald-Trump-hacked-emails-coming-WikiLeaks-trial-told.html']Trial opens for Roger Stone , accused of lying about WikiLeaks , Trump campaign interest in hacked emails['United States']United States

['http://dfw.cbslocal.com/2017/02/02/childrens-medical-center-pays-federal-fine-over-data-breach/', 'https://www.abqjournal.com/941599/childrens-health-pays-3m-fine-over-patient-data-breach.html']Children Medical Center Pays Federal Fine Over Data Breach « CBS Dallas / Fort Worth['United States']United States

['https://niyitabiti.net/2017/07/hackers-target-nigerian-banks/', 'http://www.express.co.uk/news/uk/837785/hackers-target-one-bank-every-week-89-attacks-last-year-online-cyber-crime', 'http://www.vanguardngr.com/2017/07/hackers-target-nigerian-banks/']Hackers target Nigerian banks ['Nigeria'] Nigeria

['https://www.redstate.com/diary/davenj1/2020/09/22/the-dnc-hack-part-3-what-was-pilfered/', 'https://www.redstate.com/diary/davenj1/2020/09/21/the-dnc-hack-part-1-background-and-discovery/', 'https://www.redstate.com/diary/davenj1/2020/09/21/the-dnc-hack-part-2-more-on-crowdstrike/', 'https://www.redstate.com/diary/davenj1/2020/09/23/the-dnc-hack-part-4-hack-inside-job-and-why-blame-russia/']The DNC  Hack , Part 4 : Hack , Inside Job , and Why Blame Russia ? ['United States']United States

['https://www.thenews.com.pk/print/888254-cyberattacks-data-hacking-ministries-divisions-asked-to-get-services-of-ntc-centre', 'https://www.thenews.com.pk/print/888136-cyber-attacks-data-hacking-ministries-divisions-asked-to-get-services-of-ntc-centre']Cyber attacks , data hacking : Ministries , divisions asked to get services of NTC centre['Pakistan']Pakistan

['https://sipse.com/mexico/janeleiro-un-malware-brasileno-ataca-a-clientes-de-bancos-en-mexico-404583.html', 'https://www.elsiglodedurango.com.mx/2021/07/1329600.malware-brasileno-ataca-a-clientes-de-bancos-en-mexico-alertan.html', 'https://www.20minutos.es/tecnologia/ciberseguridad/conoce-a-tetrade-la-nueva-familia-de-malware-bancario-que-crece-a-nivel-internacional-4779023/']Brazilian malware attacks bank clients in Mexico, alert['Mexico'] Mexico

['https://www.blic.rs/vesti/drustvo/ukrali-podatke-hakeri-u-napadu-na-nemacku-firmu-obelodanili-informacije-srpskih/vxhn6gg', 'https://naslovi.net/2020-05-22/b92/privatnost-srpskih-pacijenata-ugrozena-hakeri-objavili-podatke/25474104', 'https://rs.sputniknews.com/vesti/202005221122623175-pacijenti-iz-srbije-na-udaru-ugrozena-privatnost-ljudi-na-dijalizi-hakeri-objavili-licne-podatke/', 'https://forte.delfi.ee/news/tarkvara/eriolukorra-pahupool-hakkerid-said-ligi-eesti-raviasutuste-serveritele?id=89917969', 'http://www.politika.rs/scc/clanak/454694/Hakeri-ukrali-podatke-bubreznih-bolesnika', 'https://www.glas-javnosti.rs/svet/hakeri-upali-u-farmaceutsku-kucu-i-objavili-podaci-o-pacijentima-iz-srbije-3970', 'https://www.blic.rs/vesti/drustvo/kompromitovani-podaci-srba-posle-hakerskog-napada-na-nemacku-kompaniju-objavljene/8qn2vf0']Hackers broke into a pharmaceutical company in Germany and published information about patients from SERBIA The voice of the public['Germany', 'Serbia']Germany Serbia

['https://www.ostlendingen.no/statens-vegvesen/kriminalitet-og-rettsvesen/nyheter/mann-tiltalt-for-datainnbrudd-hos-vegvesenet/s/5-69-844923', 'https://www.bt.no/nyheter/okonomi/i/9veG9w/Mann-tiltalt-for-datainnbrudd-hos-Vegvesenet']Man indicted for data breach at the Swedish Road Administration['Sweden'] Sweden

['http://vietq.vn/nhung-rui-ro-co-the-xay-ra-khi-website-ngan-hang-hop-tac-xa-viet-nam-bi-tan-cong-d149836.html', 'https://baomoi.com/gan-1-200-trang-mang-tai-viet-nam-bi-tin-tac-tan-cong/c/28181621.epi', 'http://baohatinh.vn/thiet-bi-so/gan-1-200-website-viet-nam-bi-tin-tac-tan-cong-trong-quy-3/162606.htm', 'https://www.tienphong.vn/cong-nghe/website-ngan-hang-hop-tac-xa-viet-nam-bi-hack-khach-hang-can-lam-gi-1334031.tpo', 'http://antt.vn/website-mot-ngan-hang-viet-bi-tan-cong-hacker-ra-gia-100000-usd-257302.htm', 'https://baomoi.com/website-ngan-hang-hop-tac-xa-viet-nam-bi-hack-khach-hang-cua-ngan-hang-nay-can-lam-gi/c/28153416.epi', 'http://ndh.vn/website-ngan-hang-hop-tac-xa-viet-nam-bi-hack-khach-hang-cua-ngan-hang-nay-can-lam-gi--20181014072536961p4c149.news', 'http://www.antv.gov.vn/tin-tuc/xa-hoi/gan-1200-website-viet-nam-bi-tin-tac-tan-cong-trong-quy-iii-248044.html']Website of a Vietnamese bank was hacked, hackers bid 100. 000 USD['Vietnam'] Vietnam

['https://www.theepochtimes.com/election-software-firm-ceo-accused-of-massive-data-breach-involving-thousands-of-victims-prosecutors_4797576.html', 'https://www.zerohedge.com/political/election-software-ceo-surrenders-la-authorities-prosecutors-allege-massive-data-breach']Election Software CEO Surrenders To LA Authorities ; Prosecutors Allege  Massive Data Breach['United States']United States



['https://menafn.com/1098722799/Silence-hackers-hit-banks-in-Sri-Lanka-Bangladesh-India-and-Kyrgyzstan', 'http://www.adaderana.lk/news/56179/silence-hackers-hit-banks-in-sri-lanka-bangladesh-india-and-kyrgyzstan-report', 'https://www.zdnet.com/article/silence-hackers-hit-banks-in-bangladesh-india-sri-lanka-and-kyrgyzstan/', 'https://www.risingbd.com/english/Silence-hackers-hit-banks-in-Bangladesh-India-Sri-Lanka/62493']Hackers hit banks in Bangladesh , India , Sri Lanka['Bangladesh', 'India', 'Sri Lanka']Banfladesh, India, Sri Lanka

['https://www.securityweek.com/cyberattack-alaska-health-department-linked-state-sponsored-hackers', 'https://www.governing.com/security/health-dept-cyber-attack-exposes-most-alaskans-personal-data', 'https://www.govtech.com/security/any-alaskan-could-have-been-impacted-by-health-data-breach']Any Alaskan  Could Have Been Impacted by Health Data Breach['United States']United States

['https://www.harianhaluan.com/news/detail/96818/beredar-kabar-wa-panitia-diskusi-pemberhentian-presiden-diretas', 'https://www.merdeka.com/peristiwa/whatsapp-dan-media-sosial-panitia-diskusi-pemecatan-presiden-diduga-diretas.html']Circulating news WA The discussion committee for dismissing the president was hacked['Indonesia']Indonesia

['http://bradva.bg/bg/article/article-169319', 'https://www.segabg.com/category-first-page/predstoyat-oshte-aresti-zaradi-hakvaneto-na-nap']More arrests to come due to NRA hacking['Russia'] Russia

['http://www.msn.com/en-us/news/politics/pro-trump-colorado-election-clerk-tina-peters-and-her-aide-indicted-by-grand-jury-related-to-election-data-breach/ar-AAUREZb', 'https://lawandcrime.com/high-profile/colorado-gop-election-official-and-deputy-face-13-count-indictment-in-alleged-dominion-voting-machine-data-breach/']Pro - Trump Colorado election clerk Tina Peters and her aide indicted by grand jury related to election data breach['United States']United States

['https://www.al.com/news/2020/07/chilton-county-tag-probate-offices-to-reopen-next-week-after-ransomware-attack.html', 'https://www.dailyrepublic.com/all-dr-news/wires/chilton-county-tag-probate-offices-to-reopen-next-week-after-ransomware-attack-al-com/', 'https://www.govtech.com/security/Alabama-County-Offices-to-Reopen-After-Ransomware-Attack.html']Alabama County Offices to Reopen After Ransomware Attack['United States']United States

['https://www.mdzol.com/politica/2022/9/12/hackearon-el-sistema-informatico-de-la-legislatura-portena-274008.html', 'https://www.diarioelnorte.com.ar/hackearon-la-legislatura-portena-y-solicitaron-que-no-se-utilicen-las-computadoras-ni-el-wifi-del-lugar/', 'https://elintransigente.com/2022/09/hackeo-a-la-legislatura-portena-recomendaron-no-usar-computadoras-ni-el-wifi-del-lugar/', 'https://www.minutouno.com/politica/legislatura/hackeo-la-el-sistema-interno-sigue-riesgo-y-hay-areas-paralizadas-n5534245', 'https://elintransigente.com/2022/09/ciberataque-a-la-legislatura-portena-el-gobierno-prepara-un-proyecto-de-ley-contra-hackeos/']Hacking in the Legislature: the internal system is still at risk and there are paralyzed areas['Argentina']Argentina

['https://www.tecmundo.com.br/seguranca/257023-f-dam-bancos-brasileiros-novo-malware-roubou-milhares-reais.htm', 'https://canaltech.com.br/seguranca/novo-malware-bancario-mira-o-brasil-para-roubar-pix-233636/']New banking malware targets Brazil to steal Pix['Brazil'] Brazil

['https://tekno.kompas.com/read/2019/07/16/09450037/situs-dukcapil-kemendagri-diretas-hacker-pasang-tulisan-bahasa-jepang', 'https://nasional.kompas.com/read/2019/07/16/12184101/mendagri-sebut-peretasan-situs-ditjen-dukcapil-ulah-orang-iseng', 'https://lampung.tribunnews.com/2019/07/16/situs-dukcapil-kemendagri-diretas-inilah-laman-resmi-pemerintah-yang-pernah-di-hack', 'https://manado.tribunnews.com/2019/07/16/situs-dukcapil-kemendagri-jadi-korban-peretasan-dengan-menggunakan-tulisan-bahasa-jepang', 'https://www.tribunnews.com/techno/2019/07/16/situs-dukcapil-kemendagri-pulih-usai-diretas-pakai-tulisan-bahasa-jepang']The Ministry of Home Affairs' Dukcapil Site Becomes a Hacked Victim Using Japanese Writing['Indonesia']Indonesia

['http://globedia.com/compania-corretaje-coinmama-hackeada-afecto-emails-450-000-usuarios', 'https://insidebitcoins.com/news/coinmama-hack/212382', 'https://cointelegraph.com/news/major-crypto-brokerage-coinmama-reports-450-000-users-affected-by-data-breach', 'https://finance.yahoo.com/news/breaking-major-crypto-brokerage-coinmama-102115878.html', 'https://www.globes.co.il/news/article.aspx?did=1001273414', 'https://www.ynet.co.il/articles/0,7340,L-5464463,00.html']Hacking of the CoinMama website: details of 450,000 customers were stolen['United States']United States

['https://www.agerpres.ro/agerpres/2018/02/13/a-washingtoni-rend-rs-g-informatikai-rendszer-t-felt-r-k-t-rom-niai-hacker-kiadat-s-r-l-d-nt-tt-a-bukaresti-t-l-t-bla--54518', 'http://www.maszol.ro/index.php/kulfold/92253-kiadjak-az-amerikai-hatosagoknak-a-ket-romaniai-hackert', 'https://www.szatmar.ro/Ket_romaniai_hacker_feltorte_a_washingtoni_rendorseg_rendszeret/hirek/90076', 'http://www.securityinfowatch.com/news/12397641/romania-agrees-to-extradite-two-suspects-accused-of-hacking-washington-dcs-camera-network', 'http://vilag.transindex.ro/?hir=32917']Romania extradites the two hackers who broke into the IT system of the Washington police['United States']United States

['https://finance.yahoo.com/news/columbia-river-mental-health-services-210000330.html', 'https://www.jdsupra.com/legalnews/columbia-river-mental-health-services-6496473/']Columbia River Mental Health Services Reports Data Breach Following Year - Long Period of Unauthorized Access | Console and Associates , P . C . ['United States']United States

['https://www.ajc.com/news/local/report-georgia-has-had-the-fifth-most-data-breaches-america-since-2008/1UFBEn5UllMrCt0SnTYZLI/', 'https://www.jdsupra.com/legalnews/data-breach-class-actions-georgia-51244/']Data Breach Class Actions - Georgia Supreme Court Rejects Duty to Safeguard Personal Information | Kilpatrick Townsend & Stockton LLP['Georgia'] United States

['https://www.newsweek.com/oklahoma-data-breach-may-expose-years-fbi-investigations-report-1293862', 'https://www.businessinsider.in/millions-of-files-from-the-oklahoma-government-including-details-of-fbi-investigations-were-left-exposed-in-a-massive-data-breach/articleshow/67577140.cms', 'https://www.businessinsider.com/oklahoma-government-data-breach-fbi-documents-exposed-2019-1']Millions of files from the Oklahoma government , including details of FBI investigations , were left exposed in a massive data breach['United States']United States

['https://www.theinquirer.net/inquirer/news/3080305/oyster-hack-tfl-compromise', 'https://www.wired.co.uk/article/tfl-oyster-hack-customer-service']TfL kills the Oyster website as customers are hit by a dumb hack['United Kingdom']United Kingdom

['http://www.voaindonesia.com/a/korea-utara-peretasan-rusia-arahan-terakhir-menhan-as/3671628.html', 'http://www.cambodiantimes.com/index.php/sid/250818883', 'http://www.newdelhitimes.com/north-korea-russia-hacking-top-carters-final-press-briefing123/']North Korea , Russia Hacking Top Carter Final Press Briefing['United States']United States

['http://navbharattimes.indiatimes.com/state/maharashtra/pune/cops-trace-hacker-to-pak-but-cannot-make-any-arrests/articleshow/58729938.cms', 'http://punemirror.indiatimes.com/pune/crime/cops-trace-hacker-to-pak-but-cannot-make-any-arrests/articleshow/58724511.cms']Cops trace hacker to Pak , but cannot make any arrests['Pakistan']Pakistan

['http://www.businessinsider.com/digital-health-briefing-googles-expanding-digital-health-efforts-net-neutrality-rollback-could-affect-telemedicine-data-breach-hits-18k-patients-2017-12', 'https://www.onenewspage.com/n/Technology/75ekdx92a/DIGITAL-HEALTH-BRIEFING-Google-expanding-digital-health.htm']DIGITAL HEALTH BRIEFING : Google expanding digital health efforts — Net neutrality rollback could affect telemedicine — Data breach hits['United States']United States

['https://www.nu.nl/internet/5778129/man-uit-diemen-aangehouden-voor-phishing-gericht-op-banken.html', 'https://www.blikopnieuws.nl/digitaal/271643/diemenaar-aangehouden-voor-phishing.html', 'https://www.nu.nl/internet/5778129/man-aangehouden-voor-op-banken-en-telecomproviders-gericht-phishing.html', 'https://www.nu.nl/internet/5778129/diemenaar-aangehouden-voor-op-banken-en-telecomproviders-gericht-phishing.html']Diemenaar arrested for phishing aimed at banks and telecom providers['South Africa']South Africa

['https://www.bursa.ro/bitdefender-numarul-atacurilor-cibernetice-va-atinge-pragul-de-un-miliard-61236833', 'http://www.business24.ro/internet/internet-hacking/bitdefender-un-miliard-de-atacuri-cibernetice-in-2019-1608242']Bitdefender announces a new record: One billion cyber attacks in 2019['Romania']Romania

['https://www.an.no/krim/samferdsel/bergen/mann-siktet-for-datainnbrudd-hos-vegvesenet-veldig-mange-brukere-kan-vare-berort/s/5-4-674254', 'http://www.itromso.no/ntb/iriks/2018/01/11/Mann-siktet-for-omfattende-datainnbrudd-hos-Vegvesenet-15887427.ece', 'https://www.digi.no/artikler/digert-datainnbrudd-avdekket-hos-statens-vegvesen/416030']Massive data breach uncovered at the Norwegian Public Roads Administration['Norway'] Norway

['https://www.quadratin.com.mx/opinion/hackeo-bancario-desnuda-blindaje-del-ine-victor-sanchez-banos/', 'http://www.ejecentral.com.mx/poderdinero-hackeo-bancario-desnuda-blindaje-del-ine/']Bank hacking, strips INE shielding » Central axis['Mexico'] Mexico

['http://forte.delfi.ee/news/digi/eesti-suurimat-sanitaartehnikafirmat-tabas-kuberrunnak?id=83435647', 'http://forte.delfi.ee/news/digi/eesti-suurimat-sanitaartehnikafirmat-tabas-kuberrunnak-tegemist-on-lunavaraga?id=83435647']Estonia's largest sanitary engineering company was hit by a cyber attack['Estonia'] Estonia

['http://www.telix.pl/artykul/lotniczy-atak-phishingowy-nowy-sposob-na-wyludzanie-okupu-w-cyberprzestrzeni-3,79132.html', 'http://di.com.pl/uwaga-na-lotniczy-atak-phishingowy-na-firmy-57176']Aerial phishing attack ['Poland'] Poland

['https://dunyanews.tv/en/World/629663-Iran-second-largest-airline-Mahan-Air-hit-cyber-attack', 'https://pakobserver.net/irans-airline-mahan-air-says-hit-by-cyber-attack/', 'https://vestnikkavkaza.net/news/Iran%E2%80%99s-Mahan-Air-foils-cyber-attack-on-systems.html', 'https://www.bnnbloomberg.ca/iran-s-mahan-air-says-it-foiled-cyber-attack-on-systems-1.1685202', 'https://www.bleepingcomputer.com/news/security/hackers-hit-irans-mahan-airline-claim-confidential-data-theft/', 'https://www.macaubusiness.com/irans-mahan-air-says-hit-by-cyber-attack/', 'https://english.ahram.org.eg/News/442004.aspx']Iran Mahan Air says hit by cyber attack ['Iran'] Iran

['https://www.presstv.ir/Detail/2022/07/31/686572/Israel-Sapir-College-cyberattack-Arutz-Sheva-', 'https://www.israelnationalnews.com/flashes/583008']Israeli college recieves messages of cyber attack['Israel'] Israel

['http://www.4-traders.com/news/Hackers-Ran-Through-Holes-in-Swift-s-Network--24298810/', 'http://www.thefinancialexpress-bd.com/2017/05/01/68722/Hackers-ran-through-holes-in-SWIFT']Hackers ran through holes in SWIFT network['United States']United States

['https://www.registerguard.com/news/20181101/phishing-attempts-on-oregon-election-officials-increase', 'https://www.kezi.com/content/news/Oregon-elections-officials-targeted-by-phishing-attempts-499224321.html', 'https://www.star-telegram.com/news/politics-government/national-politics/article220915635.html', 'https://katu.com/news/local/oregon-elections-director-says-government-seeing-huge-increase-in-phishing-attempts', 'https://www.kansascity.com/news/business/technology/article220915635.html', 'https://www.oregonlive.com/politics/index.ssf/2018/10/phishing_attempts_targeting_or.html']Phishing attempts on Oregon election officials increase['United States']United States

['https://es.cointelegraph.com/news/mining-giant-bitmain-sues-unknown-hacker-for-alleged-theft-of-55-million-in-crypto', 'https://www.ibtimes.com/bitmain-sues-unknown-hacker-alleged-theft-55-million-2732067']Bitmain Sues Unknown Hacker For Alleged Theft Of $5 . 5 Million['China'] China

['https://www.wibwnewsnow.com/data-breach-could-affect-topeka-water-bill-payers/', 'https://fox4kc.com/2018/12/10/10000-people-potentially-impacted-by-cyber-attack-on-topeka-utility-website/', 'https://www.scmagazine.com/home/security-news/topeka-billing-system-data-breach-10000-potentially-affected/', 'https://salinapost.com/2018/12/10/10000-affected-by-reported-data-breach-attack-in-topeka/', 'https://www.kmbc.com/article/up-to-10000-impacted-by-potential-topeka-kansas-utility-billing-data-breach/25459099', 'https://www.wibw.com/content/news/Up-to-10000-City-of-Topeka-customers-possibly-affected-by-potential-data-breach-502362031.html']Up to 10 , 000 impacted by potential Topeka , Kansas , utility billing data breach['United States']United States

['http://seoul.co.kr/news/newsView.php?id=20200611020019&wlog_sub=svt_023', 'http://world.kbs.co.kr/service/news_view.htm?lang=f&Seq_Code=70111']Hacking: 900,000 South Korean bank cards affected['South Korea']South Korea

['https://kp.ua/incidents/667435-hosspetssviazy-khakery-provely-DDoS-ataky-na-saity-ofysa-prezydenta', 'https://lb.ua/news/2020/05/13/457470_gosspetssvyazi_soobshchilo_hakerskih.html', 'https://news.meta.ua/cluster:70311150-Sait-Ofisa-prezidenta-atakuiut-khakery/']Website of the Office of the President attacked by hackers['Ukraine'] Ukraine

['https://www.mathrubhumi.com/technology/news/-narendra-modi-website-compromised-claims-french-hacker-1.3480179', 'http://www.evartha.in/2019/01/14/modi-website-hacked.html', 'http://www.bd-pratidin.com/international-news/2019/01/15/392074']Modi's website was hacked and the hacker said in a tweet! | 392074| Bangladesh Pratidin['India'] India

['http://news1.kr/articles/?3489144', 'http://news.donga.com/MainTop/3/all/20181129/93085490/1']Kimsuky Venus 121 … Hacking involving Blue, likely related to North Korea's cyber troops['North Korea']South Korea

['https://www.govtech.com/security/justice-hacked-when-cyber-criminals-come-for-the-courts', 'https://www.governing.com/security/when-cyber-criminals-come-for-the-courts-and-hack-justice']When Cyber Criminals Come for the Courts and Hack Justice['United States']United States

['http://www.israelnationalnews.com/News/Flash.aspx/380100', 'http://www.jpost.com/Israel-News/Islamic-Jihad-member-convicted-in-plea-bargain-for-hacking-IDF-drones-480092', 'http://www.jpost.com/Israel-News/Islamic-Jihad-master-drone-hacker-convicted-in-plea-bargain-480006']Islamic Jihad member convicted in plea bargain for hacking IDF drones['Israel'] Israel

['https://www.sott.net/article/371139-Anonymous-hack-finds-plans-for-US-attacks-and-bomb-making-by-ISIS', 'https://www.kachwanya.com/2015/11/17/hackers-have-declared-war-on-isis-opparis/', 'http://revolutionradio.org/2017/12/12/breaking-anonymous-hacks-isis-accounts-finds-attacks-planned-for-us-bomb-making-plans/', 'http://www.thedailysheeple.com/anonymous-hacks-isis-accounts-finds-attacks-planned-for-us-bomb-making-plans_122017', 'https://www.obozrevatel.com/abroad/vas-zhdut-chernyie-dni-hakeryi-igil-obyavili-vojnu-ssha.htm']BREAKING : Anonymous Hacks ISIS Accounts Finds Attacks Planned for US , Bomb['United States']United States

['http://www.kenyan-post.com/2018/01/is-your-money-safe-national-bank-of.html', 'http://www.mwakilishi.com/article/business-news/2018-01-20/hackers-steal-sh29-million-from-national-bank-of-kenya']Hackers Steal Sh29 Million from National Bank of Kenya['Kenya'] Kenya

['https://healthitsecurity.com/news/new-mexico-hospital-finds-malware-infection-on-digital-imaging-server', 'https://securityboulevard.com/2019/12/new-mexico-hospital-tells-patients-to-monitor-bank-statements-after-malware-infection/']New Mexico Hospital Finds Malware Infection on Digital Imaging Server['United States']

['https://www.elliberal.com.ar/noticia/pais/589245/2021-se-multiplicaron-ataques-hackers-argentina', 'https://www.pagina12.com.ar/400235-en-2021-se-duplicaron-los-ciberataques-en-argentina']In 2021, hacker attacks multiplied in Argentina['Argentina']United States

['https://www.blic.rs/vesti/republika-srpska/na-vreme-smo-reagovali-sipa-odbila-hakerski-napad-na-ovu-policijsku-agenciju/gmkw3rt', 'https://avaz.ba/vijesti/bih/771977/sipa-odbila-hakerski-napad-na-ovu-policijsku-agenciju', 'https://hayat.ba/sipa-odbila-hakerski-napad-na-ovu-policijsku-agenciju/758168/']SIPA REFUSED HACKER ATTACK ON THIS POLICE AGENCY!['Bosnia and Herzegovina']United States

['https://punjabkesari.com/india-news/website-of-maneka-gandhi-ngo-hacked-for-comment-about-malappuram/', 'https://www.livehindustan.com/national/story-maneka-gandhi-ngo-website-hacked-over-her-remarks-on-malappuram-district-referring-death-of-pregnant-elephant-in-kerala-3261190.html', 'https://hindi.webdunia.com/regional-hindi-news/maneka-s-ngo-website-hacked-120060500108_1.html']Maneka Gandhi NGO website hacked over her remarks on Malappuram district referring death of pregnant elephant in Kerala['India'] India

['https://www.securitylab.ru/news/506609.php', 'https://www.zdnet.de/88378713/italienischer-e-mail-provider-gehackt-taeter-erbeuten-nachrichten-und-dateien/']Italian e-mail provider hacked – perpetrators steal messages and files['Italy'] Italy

['https://www.zdnet.com/article/citizen-data-compromised-as-service-nsw-falls-victim-to-phishing-attack/', 'https://ia.acs.org.au/article/2020/service-nsw-suffers-cyber-attack.html', 'http://www.digitaljournal.com/tech-and-science/technology/australia-nsw-hit-by-data-breach-via-phishing-attack/article/571714', 'https://www.geelongadvertiser.com.au/technology/service-nsw-emails-hacked-in-cyber-attack/news-story/8c10641e8720fa353748bb7afc28f461?nk=56b5ab89faa2ef231b447941f6db6dd4-1589441587', 'https://www.cairnspost.com.au/technology/service-nsw-emails-hacked-in-cyber-attack/news-story/8c10641e8720fa353748bb7afc28f461?nk=afe81bac74cd80461b86810ef6abf906-1589438944', 'https://www.arnnet.com.au/article/679705/service-nsw-falls-victim-phishing-attack/', 'https://www.sunshinecoastdaily.com.au/news/service-nsw-hacked-in-major-data-breach/4015761/']Australia : NSW hit by data breach via phishing attack ( Includes interview )['Australia']Australia

['https://www.computerweekly.com/news/252439164/Targeted-cyber-attacks-doubled-in-past-year-study-shows', 'https://www.firstpost.com/tech/news-analysis/cyber-attacks-have-doubled-in-2018-but-87-percent-are-detected-and-blocked-by-businesses-4435031.html']Targeted cyber attacks doubled in past year , study shows['United Kingdom']United Kingdom

['https://elintransigente.com/2021/10/confirman-hackeo-en-el-registro-nacional-de-las-personas/', 'https://elintransigente.com/2021/10/escandalo-nivel-pais-expertos-en-programacion-denuncian-un-hackeo-en-el-registro-nacional-de-las-personas/', 'https://elintransigente.com/2021/10/urgente-confirman-hackeo-en-el-registro-nacional-de-las-personas/']Urgent: confirm hacking in the National Registry of Persons['Argentina']Argentina

['https://naslovi.net/2017-09-28/vecernje-novosti/na-aerodromima-haos-zbog-hakera/20524222', 'http://www.kurir.rs/planeta/2915969/potpuni-haos-na-aerodromima-sirom-sveta-putnici-satima-cekaju-da-vide-svoje-ime-na-ekranu', 'https://naslovi.net/2017-09-28/kurir/foto-potpuni-haos-na-aerodromima-sirom-sveta-zbog-hakerskog-napada-pao-sistem-u-londonu-parizu-cirihu-singapuru-zavladala-panika/20524050']( PHOTO ) COMPLETE CHAOS AT AIRPORTS AROUND THE WORLD DUE TO A HACKER ATTACK ?! The system has failed in London, Paris, Zurich, Singapore... PANIC REIGNED['United Kingdom', 'France', 'Switzerland', 'Singapore']International

['https://www.securitylab.ru/news/521859.php', 'https://www.securityweek.com/hackers-compromise-mongolian-certificate-authority-spread-malware']Hackers Compromise Mongolian Certificate Authority to Spread Malware['Mongolia']Mongolia

['https://www.thetowntalk.com/story/news/2019/12/16/rapides-sheriffs-office-says-no-data-compromised-after-hacking-attempts/2662627001/', 'https://www.katc.com/news/covering-louisiana/rapides-sheriffs-office-target-of-hackers']Rapides Sheriff Office target of hackers ['United States']Israel

['http://www.ibtimes.co.uk/clinton-foundation-hacker-gets-prison-term-after-400000-failed-cyberattacks-1626045', 'http://www.courthousenews.com/man-hacked-clinton-foundation-gets-18-months/', 'http://www.nydailynews.com/new-york/nyc-crime/man-hacking-clinton-foundation-18-months-prison-article-1.3242088', 'https://www.washingtonpost.com/news/morning-mix/wp/2017/06/13/florida-man-who-tried-to-hack-into-clinton-foundation-sentenced-to-18-months-in-prison/', 'http://www.dnaindia.com/world/report-florida-man-avoids-more-prison-time-for-clinton-foundation-hack-attempt-2470481', 'http://www.spamfighter.com/News-20959-Man-Gets-18-Months-Sentence-for-Hacking-Clinton-Foundation.htm', 'http://www.dailymail.co.uk/news/article-4598732/Clinton-Foundation-hacker-avoids-additional-prison-time.html', 'http://wibqam.com/news/articles/2017/jun/12/florida-man-avoids-more-prison-time-for-clinton-foundation-hack-attempt/', 'http://matzav.com/florida-man-who-tried-hacking-into-clinton-foundation-sentenced-to-18-months-in-prison/',Florida man avoids more prison time for Clinton Foundation hack attempt['United States']United States

['https://www.tribuneindia.com/news/punjab/punjab-police-issues-alert-on-phishing-attack-linked-to-covid-19-117859', 'https://www.timesnownews.com/mirror-now/in-focus/article/punjab-police-issues-alert-over-covid-19-phishing-attacks-promising-rs-2000-as-relief-package/627159', 'https://www.livemint.com/news/india/punjab-police-issues-alert-on-phishing-attack-claiming-to-offer-money-11595692643758.html', 'https://www.deccanherald.com/national/north-and-central/punjab-police-issues-alert-on-phishing-attack-linked-to-covid-19-865671.html']Punjab Police issues alert on phishing attack claiming to offer money['India'] India

['https://www.boyens-medien.de/artikel/computer/bundesregierung-bestaetigt-cyberattacken-auf-mehrere-behoerden.html', 'https://www.morgenpost.de/web-wissen/web-technik/article235298153/Bundesregierung-bestaetigt-Cyberattacken-auf-mehrere-Behoerden.html']Boyens Medien: Federal government confirms cyber attacks on several authorities['Germany']Germany

['https://www.carriermanagement.com/news/2020/06/09/207703.htm', 'https://shippingwatch.dk/Virksomheder/article12212495.ece']Norwegian shipyard group exposed to cyber attack['Norway'] Norway

['https://lenta.ru/news/2020/09/03/lugar/', 'https://inosmi.ru/politic/20200904/248061577.html', 'https://haqqin.az/news/188228']Hacker attack by a foreign intelligence service on the Lugar laboratory in Georgia['Georgia'] United States

['https://www.14ymedio.com/nacional/Hackeada-AECID-pagina-digitalCuba-mensajes-Castro_0_2825717401.html', 'https://www.telemundo51.com/noticias/cuba/hackean-pagina-web-de-la-embajada-de-espana-en-cuba/2049174/']Website of the Spanish embassy in Cuba hacked['Spain', 'Cuba']Spain



['http://rrnews.ru/news/2018/11/08/pensiya-pod-ugrozoy-hakerov-kak-ne-popast-v-ruki-moshennikov-v-internete-u15434-155392', 'http://rrnews.ru/news/2018/11/07/hakery-ispolzovali-pensionnuyu-reformu-dlya-otema-deneg-u-naseleniya-u15434-155390']Hackers used the pension reform to take money from the population['Russia'] Russia

['https://www.tudno.co.uk/saudi-arabia-not-immune-from-legal-challenge-over-spyware-against-british-resident-high-court-rules/', 'https://www.theguardian.com/world/2022/aug/19/british-judge-rules-dissident-ghanem-almasarir-can-sue-saudi-arabia-for-pegasus-hacking', 'https://www.calcalist.co.il/world_news/article/skewula0c', 'https://www.techdirt.com/2022/08/24/uk-court-says-dissident-can-sue-saudi-arabian-government-for-hacking-his-phone-with-nso-malware/']UK Court Says Dissident Can Sue Saudi Arabian Government For Hacking His Phone With NSO Malware['United Kingdom', 'Saudi Arabia']United Kingdom

['http://www.india.com/news/agencies/palestinian-gets-9-years-for-hacking-israeli-drones-1807066/', 'http://www.breitbart.com/jerusalem/2017/02/03/palestinian-sentenced-hacking-israeli-drones/', 'http://news.okezone.com/read/2017/02/04/18/1609470/retas-drone-israel-pria-palestina-dipenjara-sembilan-tahun', 'http://arynews.tv/en/palestine-youth-gets-9-years-for-hacking-israel-drones/', 'http://www.timesofisrael.com/palestinian-jailed-9-years-for-hacking-israeli-drones/', 'http://www.israelnationalnews.com/News/Flash.aspx/380083', 'https://www.sott.net/article/341469-Palestinian-jailed-for-9-years-for-hacking-Israeli-drones-CCTV-live-feeds', 'http://www.qatar-tribune.com/news-details/id/47115', 'https://www.scmagazine.com/gaza-resident-pleads-guilty-to-hacking-idf-drones/article/634984/']Palestinian jailed for 9 years over hacking of Israeli drones['Israel'] Israel

['https://www.theguardian.com/media/2020/feb/23/the-sun-records-huge-loss-amid-falling-print-sales-phone-hacking-damages', 'https://www.campaignlive.co.uk/article/sun-posts-68m-loss-pays-27m-legal-costs-phone-hacking-scandal/1674899']The Sun records £68m loss amid falling sales and hacking damages['United Kingdom']United Kingdom

['https://aajtak.intoday.in/story/pakistan-news-channel-dawn-hacked-screen-shows-indian-tricolour-happy-independence-day-message-1-1216197.html', 'http://prahaar.in/pakistani-news-channel-hacked-flashing-indian-tricolor/', 'https://www.loktej.com/world/when-pakistani-news-channel-was-hacked-and-hoisted-the-tricolor-on-screen-86526', 'https://www.loksatta.com/desh-videsh-news/pakistan-news-channel-dawn-hacked-screen-shows-indian-tricolour-sgy-87-2235070/', 'https://www.oneindia.com/india/pakistan-news-channel-dawn-hacked-shows-indian-tricolour-happy-independence-day-message-3129058.html', 'https://www.siasat.com/pakistans-dawn-channel-hacked-indian-flag-superimposed-1936946/', 'https://www.haribhoomi.com/automobiles-and-gadget/hackers-hacked-pakistani-news-channel-and-shows-indian-tricolor-flag-on-screen-nnsd-339011']Pakistan Dawn channel hacked , Indian flag superimposed['Pakistan']Pakistan

['https://www.yumasun.com/opinion/editorial-yrmc-not-only-medical-group-to-be-hit-by-hackers/article_b688f3e6-c668-11ec-9143-4b88f8367af8.html', 'https://milano.corriere.it/notizie/cronaca/22_maggio_03/ospedali-asl-undici-obiettivi-lombardia-gia-colpiti-hacker-sanita-sotto-assedio-ecco-perche-d53da3e0-caa0-11ec-84d1-341c28840c78.shtml', 'https://www.secoloditalia.it/2022/05/gli-hacker-colpiscono-ancora-sotto-attacco-la-sanita-lombarda-ma-guai-a-evocare-la-cyberguerra/']Hackers strike again: Lombard healthcare is under attack, but woe to evoking cyberwar['Italy'] Italy

['https://threatpost.com/new-variant-of-keypass-ransomware-discovered/135018/', 'https://www.trustedreviews.com/news/keypass-ransomware-3531142', 'https://japan.zdnet.com/article/35124049/']New ransomware 'KeyPass' campaign hits more than 20 countries -- Kaspersky['United States']International

['http://kiev.segodnya.ua/kaccidents/v-kieve-bankomat-posle-neudachnogo-vzloma-dva-chasa-vydaval-kupyury-po-200-griven-1031619.html', 'http://rueconomics.ru/255412-posle-vzloma-kievskii-bankomat-dva-chasa-vydaval-dengi']Kiev ATM dispensed money for two hours after hacking['Ukraine'] Ukraine

['http://www.wbiw.com/state/archive/2019/05/ag-curtis-hill-obtains-consent-judgment-in-multistate-hipaa-related-data-breach-lawsuit.php', 'http://city-countyobserver.com/ag-curtis-hill-obtains-consent-judgment-in-first-ever-multistate-hipaa-related-data-breach-lawsuit/']AG Curtis Hill Obtains Consent Judgment In First - Ever Multi - State HIPAA - Related Data Breach Lawsuit['United States']United States

['https://www.fiercehealthcare.com/tech/unitypoint-health-agrees-to-2-8m-settlement-2018-data-breach-case', 'https://healthitsecurity.com/news/unitypoint-health-reaches-2.8m-settlement-over-2018-data-breach', 'https://www.modernhealthcare.com/cybersecurity/unitypoint-agrees-28-million-data-breach-settlement', 'https://www.msn.com/en-us/news/us/unitypoint-health-reaches-proposed-2428-million-settlement-in-2018-data-breach-case/ar-BB16akc6']UnityPoint Health reaches proposed $2 . 8 million settlement in 2018 data breach case['United States']United States

['http://news.joins.com/article/22021558', 'http://news.donga.com/Main/3/all/20171017/86797666/1']HanaTour, personal sending of members due to PC malware infection ··· Including social security number, damage is unavoidable['South Korea']South Korea

['http://www.kxdlhotrodradio.com/announcements/data-breach-at-alomere-health', 'http://www.chicagotribune.com/business/ct-biz-sinai-data-breach-20191231-pmliiui3g5da7chxubhlwkv3g4-story.html', 'https://healthitsecurity.com/news/data-of-50k-alomere-health-patients-exposed-by-employee-email-hack', 'https://www.businesswire.com/news/home/20191231005165/en/Federman-Sherwood-Initiates-Investigation-Data-Breach-Sinai', 'https://chicago.suntimes.com/2019/12/31/21044739/data-breach-sinai-health-system-chicago', 'https://www.morningjournal.com/news/lorain-county/data-breach-investigated-at-mercy-health-lorain/article_5d82e9b4-30c9-11ea-8b00-ff4d2c5c3bff.html']Data breach at Sinai Health System put personal info of nearly 13 , 000 people at risk['United States']United States

['https://www.winknews.com/2021/09/02/wawa-customers-affected-data-breach-now-eligible-for-compensation/', 'https://www.digitaltransactions.net/convenience-chain-wawa-settles-a-class-action-suit-stemming-from-a-malware-attack/', 'https://www.msn.com/en-us/money/companies/affected-by-wawa-s-data-breach-here-s-how-you-can-request-a-gift-card-or-cash/ar-AANTMwU', 'https://www.wfmz.com/news/area/pennsylvania/wawa-to-pay-9m-in-cash-gift-cards-to-settle-data-breach-lawsuit/article_1d76b85e-0b2f-11ec-868a-b701e1106511.html', 'https://www.phillyvoice.com/wawa-data-breach-settlement-how-to-file-claim/', 'https://sojo1049.com/wawa-data-breach-settlement-will-cost-company-9-million-in-cash-and-gift-cards-are-you-eligible/', 'https://pressofatlanticcity.com/news/local/affected-by-wawas-data-breach-heres-how-to-get-a-gift-card-or-cash/article_15e776ee-09c9-11ec-901c-17cf30078c22.html', 'https://www.nbcphiladelphia.com/news/local/how-to-file-a-claim-if-you-were-affected-by-wawas-2019-data-breach/2944943/', 'http://www.mcalWawa Data Breach Will Cost $9 Million in Cash and Gift Cards['United States']United States

['https://www.heise.de/news/Mustang-Panda-Indonesischer-Geheimdienst-gehackt-Spuren-fuehren-nach-China-6189955.html', 'https://www.lemedia05.com/mustang-panda-les-services-secrets-indonesiens-pirates-les-traces-menent-a-la-chine/']Mustang Panda: Indonesian Secret Service Hacked, Traces Lead to China['Indonesia']Indonesia

['https://www.cbronline.com/news/aebi-schmidt-ransomware-attack', 'https://www.isssource.com/another-manufacturer-hit-by-ransomware/', 'https://www.ictjournal.ch/news/2019-04-24/un-ransomware-aurait-paralyse-aebi-schmidt-geant-suisse-des-vehicules-de-deblayage', 'https://www.itproportal.com/news/aebi-schmidt-hit-by-ransomware/', 'https://www.plantservices.com/industrynews/2019/european-manufacturing-giant-with-u-s-operations-hit-by-ransomware/']Industrial giant Aebi Schmidt hit by ransomware['United Kingdom']United Kingdom

['https://www.smh.com.au/national/queensland/cyber-defences-no-match-for-hackers-of-queensland-government-entities-20191001-p52wpk.html', 'https://au.news.yahoo.com/qld-vulnerable-cyber-attack-audit-024149592--spt.html', 'https://www.itnews.com.au/news/qld-govt-cyber-defences-fail-ethical-hack-test-531772']Qld govt cyber defences fail ethical hack test['Australia']Australia

['https://www.infosecurity-magazine.com:443/news/banner-health-6m-data-breach/', 'https://healthitsecurity.com/news/another-provider-hit-with-lawsuit-over-patient-data-breach-of-140k']Another Provider Hit with Lawsuit Over Patient Data Breach of 140K['United Kingdom']United Kingdom

['http://allafrica.com/stories/201710030082.html', 'http://leadership.ng/2017/10/03/cyber-attacks-nigeria-jumps-9-spot-banking-trojans-wreck-havoc/']Cyber Attacks : Nigeria Jumps To 9 Spot As Banking Trojans Wreck Havoc['Nigeria'] Nigeria

['http://mondaq.com/australia/x/699306/Data+Protection+Privacy/COMMONWEALTH+BANK+DATA+SECURITY+BREACH', 'http://www.china.org.cn/world/Off_the_Wire/2018-05/04/content_51115445.htm', 'http://www.afr.com/technology/web/security/commonwealth-bank-admits-customer-data-breach-affecting-19-million-accounts-20180502-h0zkh7', 'http://www.afr.com/business/banking-and-finance/commonwealth-bank-admits-customer-data-breach-affecting-19-million-accounts-20180502-h0zkh7', 'http://www.afr.com/technology/web/security/commonwealth-bank-secrecy-over-data-breach-a-concern-for-customers-20180503-h0zkqb', 'http://www.xinhuanet.com/english/2018-05/04/c_137155624.htm', 'http://www.abc.net.au/news/2018-05-03/what-cba-customers-need-to-know-about-the-data-breach/9722614']Major Australian bank data breach  very serious : attorney - general - Xinhua['Australia']Australia

['https://www.sfchronicle.com/business/article/SF-pension-data-breach-may-have-exposed-city-15315343.php', 'https://www.ai-cio.com/news/san-francisco-pension-plan-reports-data-breach/', 'https://www.govtech.com/public-safety/San-Francisco-Pension-Data-Breach-May-Have-Exposed-Bank-Info.html']San Francisco Pension Data Breach May Have Exposed Bank Info['United States']United States

['https://www.clevelandjewishnews.com/jns/israeli-cyber-unit-action-removes-black-shadow-iran-affiliated-hacking-website/article_8a219db3-6806-5107-b1db-0c06b51ad5b7.html', 'https://www.algemeiner.com/2021/11/12/israeli-cyber-unit-action-removes-black-shadow-iran-affiliated-hacking-website/']Israeli Cyber Unit Action Removes Black Shadow Iran - Affiliated Hacking Website['Israel'] Israel

['https://securityboulevard.com/2021/05/fresh-spree-of-cyber-attacks-targets-israeli-companies/', 'https://tech.walla.co.il/item/3435845']Pro-Palestinian hackers attack Israeli sites['Israel'] Israel

['https://www.itworldcanada.com/article/defence-department-still-assessing-cyber-attack-on-leading-canadian-military-college/432778', 'https://www.wnp.pl/rynki-zagraniczne/kanada-hakerzy-zaatakowali-szkoly-wojskowe,405613.html', 'https://www.wnp.pl/tech/kanada-hakerzy-zaatakowali-szkoly-wojskowe,405645.html']Canada : Hackers attacked military schools['Canada'] Canada

['https://www.salon.com/2019/06/08/safety-agency-probes-data-breach-amid-complaints-about-muzzling-of-hazard-information_partner/', 'http://www.tucsonsentinel.com/nationworld/report/060619_data_breach/safety-agency-probes-data-breach-amid-complaints-muzzling-disclosure-hazards/']Safety agency probes data breach amid complaints about muzzling disclosure of hazards['United States']United States

['https://www.goupstate.com/opinion/20190620/editorial-did-russia-hack-durham', 'https://www.dukechronicle.com/article/2019/06/durham-russian-hacking-election-homeland-security-machines-2016']Russian hacking in Durham ? DHS looking into machines used in 2016 election['United States']United States

['https://www.delmarvapublicradio.net/post/salisbury-police-department-computers-hacked', 'https://www.wmdt.com/2019/01/salisbury-police-experience-major-data-breach-working-with-fbi/']Salisbury police experience major data breach , working with FBI['United States', 'United Kingdom']United Kingdom

['https://www.malaymail.com/s/1704713/facebook-sued-by-washington-over-data-breach-accusations', 'https://www.ndtv.com/world-news/us-top-prosecutor-sues-facebook-over-data-breach-accusations-1965326', 'http://zeenews.india.com/international-business/cambridge-analytica-scandal-facebook-sued-over-data-breach-accusations-2164591.html', 'http://news.trust.org/item/20181219215013-6xrow', 'https://www.business-standard.com/article/reuters/facebook-sued-by-washington-d-c-over-data-breach-accusations-118122000075_1.html', 'https://www.rtbf.be/info/medias/dossier/tout-sur-facebook-et-les-reseaux-sociaux/detail_scandales-facebook-a-repetition-lesquelles-de-vos-donnees-ont-fuite-ou-ete-piratees?id=10103194', 'https://inc42.com/buzz/facebook-reports-third-major-data-breach-this-year-says-bug-leaked-pics-of-6-8-mn-users/', 'https://www.afghanistansun.com/news/258602542/another-software-bug-another-data-breach-hits-facebook', 'https://www.afghanistannews.net/news/258602542/facebook-suffers-another-data-breach-millions-of-PressTV - Facebook sued by Washington DC over data breach['United States']United States

['http://www.kfvs12.com/story/34221617/malware-suspected-on-some-arizona-legislators-computers', 'http://www.miamiherald.com/news/business/technology/article125639999.html', 'https://www.scmagazine.com/malware-found-on-some-arizona-government-computers/article/631045/', 'https://www.abqjournal.com/924766/some-arizona-lawmakers-computers-may-have-malware.html', 'http://azcapitoltimes.com/news/2017/01/10/some-arizona-lawmakers-computers-may-have-malware/']Malware found on some Arizona government computers['United States']United States

['http://wiadomosci.wp.pl/new-york-post-zaatakowany-przez-hakerow-6107627838294145a', 'https://www.debate.com.mx/mundo/Sufre-hackeo-el-app-de-New-York-Post-20170402-0089.html', 'https://contacto-latino.com/en/news/201403/106626267/new-york-posts-mobile-news-alerts-fall-victim-to-a-hack-engadget/', 'http://www.allmediany.com/news/84541-new-york-post-app-hacked-with-nirvana-lyrics-and-039heil-president039-alert', 'http://korrespondent.net/world/3834866-khakery-rady-trampa-vzlomaly-prylozhenye-New-York-Post', 'http://www.thedrum.com/news/2017/04/02/new-york-post-apologises-after-app-sends-heil-president-trump-alerts-hacking-gaffe', 'http://bangla.bdnews24.com/tech/article1313970.bdnews', 'http://www.inquisitr.com/4111167/new-york-post-app-hacked-sends-heil-president-donald-trump-selah-photos/']‘ New York Post ’ App Hacked : Sends ‘ Heil President Donald Trump … Selah ’ [ Photos ]['United States']United States

['https://ukrainian.voanews.com/a/bellimgcat-kazhe-sho-znajshly-rosijsku-shpyhunku-v-italiji/6719266.html', 'https://www.unian.ua/world/dani-biloruskih-hakeriv-dopomogli-viyaviti-shpigunku-rf-v-italiji-de-vona-tovarishuvala-z-oficerami-nato-bellingcat-11957940.html']The data of Belarusian hackers helped to identify a Russian spy in Italy, where she was friends with NATO officers - Bellingcat['Italy'] Italy

['https://www.nbcnews.com/tech/security/hackers-post-detailed-patient-medical-records-two-hospitals-dark-web-n1256887', 'https://www.theverge.com/2021/2/5/22268778/hospital-hack-patient-data-colonoscopy', 'https://www.liputan6.com/tekno/read/4476552/hacker-sebar-puluhan-ribu-data-pasien-rumah-sakit-as-di-dark-web']Hackers Spread Tens of Thousands of US Hospital Patient Data on the Dark Web['United States']United States

['https://www.unosantafe.com.ar/informacion-general/se-cayo-la-pagina-del-acto-oficial-el-dia-la-lealtad-y-los-organizadores-denuncian-un-hackeo-n2617264.html', 'https://www.eldiarionuevodia.com.ar/nacionales/politica/2020/10/17/se-cayo-la-pagina-del-acto-oficial-por-el-dia-de-la-lealtad-los-organizadores-denuncian-un-hackeo-127225.html', 'https://www.cadena3.com/noticia/politica-y-economia/denuncian-hackeo-al-sitio-web-del-acto-del-dia-de-la-lealtad_273193']They denounce hacking to the website of the Loyalty Day act['Argentina']Argentina

['https://m.malaysiakini.com/news/451339', 'https://www.freemalaysiatoday.com/category/bahasa/2018/11/11/pkr-ahli-parti-pegawai-jpp-mungkin-terbabit-serangan-siber-di-julau/']PKR : Party members, JPP officials may be involved in a cyber attack in Julau['Malaysia']South Korea

['http://www.tvnet.lv/zinas/kriminalzinas/657945-pern_arvalstu_specdienesti_versusi_apjomigu_kiberuzbrukumu_pret_latvijas_valsts_institucijam', 'http://nra.lv/latvija/kriminalzinas/208210-pret-latvijas-institucijam-versts-apjomigs-kiberuzbrukums.htm', 'http://www.la.lv/specdienesti-versusi-apjomigu-kiberuzbrukumu-pret-latvijas-valsts-institucijam/', 'http://apollo.tvnet.lv/zinas/arvalstu-specdienesti-versusi-apjomigu-kiberuzbrukumu-pret-latvijas-valsts-institucijam/793120', 'http://www.leta.lv/home/important/FFF68B2C-CBD1-4977-A08F-99E88464EEEC/']Last year, foreign special services launched a large-scale cyber attack against Latvian state institutions['Latvia'] Latvia

['https://www.manufacturing.net:443/home/news/21615022/rural-sewage-plants-hit-by-ransomware-attacks', 'https://www.mdislander.com/maine-news/sewage-plant-was-ransomware-target-no-money-paid', 'https://q1065.fm/ransomware-attacks-on-treatment-plants/', 'https://apnews.com/article/technology-business-maine-ae56182edb8fd072a885e562f10b24a0']Two Maine Sewage Treatment Plants Targeted In Ransomware Attacks['United States']United States

['https://www.techrepublic.com/article/email-malware-targets-u-s-senator-and-military/', 'https://www.voakorea.com/a/5259467.html', 'https://threatpost.com/u-s-gov-agency-malware-laced-emails/152141/']U . S . Gov Agency Targeted With Malware - Laced Emails['United States']United States

['https://www.abc.net.au/news/2020-09-02/sydney-man-finds-own-driver-licence-in-nsw-data-breach/12616606', 'https://www.zdnet.com/article/unknown-commercial-entity-blamed-for-nsw-drivers-licence-data-breach/', 'https://www.abc.net.au/news/2020-09-01/nsw-drivers-licence-data-breach-under-investigation/12611918', 'https://www.dailymail.co.uk/news/article-8704919/Fears-186-000-Australian-drivers-licences-hands-hackers.html']Fears over 186 , 000 Australian driver licences could be in the hands of hackers['Australia']Australia

['https://www.dr.dk/nyheder/penge/ramt-af-cyberangreb-iss-blev-35-milliarder-kroner-mindre-vaerd-under-pressemoede', 'https://www.dr.dk/nyheder/penge/ramt-af-cyberangreb-iss-blev-35-milliarder-kroner-mindre-vaerd-under-et-pressemoede']Affected by cyber attacks: ISS was worth DKK 3.5 billion less during the press conference['Denmark']Denmark

['https://www.yna.co.kr/view/AKR20190425102400017', 'http://www.zdnet.co.kr/view/?no=20190425170030', 'http://www.etnews.com/20190425000233?mc=em_005_00001']Chinese Hacker Group Targets Korean Infrastructure with Vulnerable Cyber Security['South Korea']South Korea

['https://www.20minutos.es/noticia/3715353/0/alerta-hackeo-bombas-insulina-diabetes/', 'https://www.tu.no/artikler/insulinpumpe-kan-hackes-sykehus-ber-brukere-om-a-vaere-pa-vakt/470102', 'https://www.20minutos.es/noticia/3715353/0/sanidad-alerta-bombas-insulina/']Health warns of the risk of hacking insulin pumps due to a cybersecurity problem['Spain'] Spain

['http://www.dailymail.co.uk/wires/ap/article-5059631/Book-Hackers-pursued-Democrats-days-election.html', 'http://www.the-messenger.com/news/national/article_229c1115-5bc0-5960-9e92-0df5df288bd2.html']Book : Hackers pursued Democrats into last days of election['United States']United States

['https://www.rt.com/usa/442785-cia-coder-prison-torture/', 'https://www.sott.net/article/399610-CIA-coder-in-prison-for-leaking-hacking-secrets-to-WikiLeaks-claims-hes-being-tortured', 'https://neonnettle.com/news/5506-coder-who-leaked-cia-hacking-secrets-to-wikileaks-being-tortured-in-prison', 'https://www.techdirt.com/articles/20181101/15362840965/govt-says-accused-cia-hacking-tools-leaker-leaking-even-more-classified-info-behind-bars.shtml', 'https://www.sott.net/article/399589-Former-CIA-coder-charged-with-leaked-hacking-secrets-to-Wikileaks-says-hes-being-tortured-in-prison']Govt Says Accused CIA Hacking Tools Leaker Leaking Even More Classified Info From Behind Bars['United States']United States

['http://www.msn.com/en-nz/news/world/hackers-and-spies-are-scrambling-to-steal-information-on-vaccine-programs-sources-say/ar-BB1djXE5', 'https://www.liputan6.com/tekno/read/4470206/aksi-bahaya-hacker-targetkan-perusahaan-farmasi-vaksin-covid-19', 'https://www.businessinsider.com/coronavirus-vaccine-programs-hackers-spies-stealing-info-2021-2']Hackers , spies scramble to steal info on COVID - 19 vaccine programs['United States']United States

['https://www.timesnownews.com/india/article/army-probing-alleged-data-breach-in-northern-command-after-soldier-caught-passing-info-to-pak-operatives/724844', 'https://www.indiatoday.in/india/story/army-northern-command-espionage-case-data-breach-details-1773365-2021-02-26', 'https://www.shanghainews.net/news/267936269/army-probing-data-breach-in-northern-command', 'http://idrw.org/army-probes-data-breach-as-massive-northern-command-espionage-case-could-see-heads-roll-soon/', 'https://economictimes.indiatimes.com/news/defence/soldier-in-nagrota-accused-of-passing-secrets-to-pak/articleshow/81196620.cms', 'https://www.aninews.in/news/national/general-news/army-probing-alleged-data-breach-in-northern-command20210225112309/', 'https://www.telegraphindia.com/india/data-breach-investigation-in-indian-army/cid/1807934', 'https://kashmirlife.net/army-orders-probe-in-alleged-data-breach-in-northern-command-260745/', 'https://www.business-standard.com/article/current-affairs/indian-army-orders-probe-in-alleged-data-brData breach investigation in Indian Army['India'] India

['https://www.bleepingcomputer.com/news/security/man-gets-7-years-in-prison-for-hacking-65k-health-care-employees/', 'https://patch.com/pennsylvania/pittsburgh/upmc-database-hacker-gets-lengthy-prison-term', 'https://triblive.com/local/hacker-who-sold-upmc-employee-data-on-the-dark-web-sentenced-to-prison/', 'https://www.fox10phoenix.com/news/hacker-who-sold-data-of-65k-medical-employees-on-dark-web-gets-7-years', 'https://www.govinfosecurity.com/hacker-in-upmc-data-theft-fraud-case-gets-maximum-sentences-a-17770']Hacker who sold data of 65K medical employees on dark web gets 7 years['United States']United States

['https://www.err.ee/1608559372/soome-kaitse-ja-valisministeeriumi-veebilehekulgi-tabas-kuberrunnak', 'http://www.cubadebate.cu/noticias/2022/04/03/ministerio-de-finanzas-y-precios-denuncia-ataque-cibernetico-contra-su-pagina-web/', 'https://gate.ahram.org.eg/News/3478523.aspx']The websites of the Ministry of Foreign Affairs and Defense of this country were subjected to a cyber attack['Estonia'] Estonia

['https://www.larepublica.net/noticia/hacienda-reestablecera-sistemas-de-declaraciones-tributarias-atv-a-partir-del-lunes-tras-hackeo', 'https://www.larepublica.net/noticia/despues-de-ocho-semanas-del-hackeo-a-hacienda-plataforma-tributaria-de-autogestion-atv-seria-restablecida']Eight weeks after the Treasury hack, ATV self-management tax platform would be reestablished['United States']United States

['http://www.24-horas.mx/2018/07/11/finaliza-alerta-amarilla-por-ciberataque-a-bitso-reporta-la-condusef/', 'http://pulsoslp.com.mx/2018/07/11/finalizo-alerta-amarilla-por-ciberataque-a-bitso-reporta-la-condusef/', 'http://www.pulsopolitico.com.mx/2018/07/alertan-ciberataque-sistema-financiero/', 'http://www.milenio.com/negocios/autoridades-piden-fortalecer-seguridad-instituciones-financieras', 'http://calibre800.com/index.php/2018/07/07/banca-digital-opera-bajo-alertareportan-nuevo-ciberataque/', 'https://noticieros.televisa.com/ultimas-noticias/ciberataque-empresa-opera-bitcoins-origino-alerta-bancos/', 'http://www.elfinanciero.com.mx/economia/sector-financiero-en-alerta-tras-ciberataque-a-bitso']Financial sector, on alert after cyber attack on Bitso['Mexico'] Mexico

['https://life.ru/t/%D0%BD%D0%B0%D1%83%D0%BA%D0%B0/1207952/khakiery_chut_nie_vzorvali_zavod_po_pierierabotkie_niefti_v_saudovskoi_aravii', 'https://wired.jp/2019/04/18/sea-turtle-dns-hijacking/', 'https://www.onenewspage.com/n/Computer+Industry/1zkhgt3bxs/Insane-in-the-domain-Sea-Turtle-hackers-pwn.htm', 'https://www.securityweek.com/iranian-hackers-heavily-reliant-dns-tunneling', 'https://www.securitylab.ru/news/498912.php', 'http://www.darkreading.com/attacks-breaches/nation-state-hacker-group-hijacking-dns-to-redirect-email-web-traffic/d/d-id/1334462', 'https://techxplore.com/news/2019-04-talos-sophisticated-hacking-group-dns.html', 'http://internetua.com/hakery-zamahnulis-na-infrastrukturu-interneta', 'http://www.arabnews.com/node/1483661/saudi-arabia', 'https://securite.developpez.com/actu/256638/Des-pirates-supportes-par-certains-Etats-attaquent-le-DNS-pour-acceder-aux-reseaux-et-systemes-sensibles-selon-un-rapport-de-Cisco-Talos/', 'https://www.ibtimes.com/new-karkoff-malware-released-hackers-involved-State - Sponsored Hackers Use Sophisticated DNS Hijacking in Ongoing Attacks['Russia'] Russia

['https://www.alaraby.co.uk/english/news/2018/6/4/saudi-based-agents-hacked-qatar-state-news-website-documentary-reveals', 'https://thepeninsulaqatar.com/article/04/06/2018/Qatar-News-Agency-hacking-linked-to-Saudi-piracy-cell-Al-Jazeera', 'https://www.qatarliving.com/forum/news/posts/qatar-news-agency-hack-which-started-illegal-blockade-traced-riyadh', 'http://mwcnews.net/news/middle-east/72371-qatar-state-news-agencys-hacking.html', 'https://www.aljazeera.com/news/2018/06/qatar-state-news-agency-hacking-linked-riyadh-180604065614055.html']Qatar state news agency hacking linked to Riyadh['Qatar', 'Saudi Arabia']Qatar

['https://www.journalinquirer.com/business/malware-accesses-data-for-some-echn-patients/article_15e6c03c-e161-11ea-a90c-ff7f225d47a6.html', 'https://www.govtech.com/security/Malware-May-Have-Breached-Connecticut-Patient-Data.html']Malware May Have Breached Connecticut Patient Data['United States']United States

['https://www.actualno.com/crime/zaloviha-trima-bankovi-izmamnici-vyv-varna-podlygvali-litovski-grajdani-chrez-fishing-news_1769493.html', 'https://novini.bg/bylgariya/kriminalno/724045']Bank fraudsters were caught in Varna, defrauding Lithuanian citizens through phishing - Criminal['Lithuania']Lithuania

['https://baodautu.vn/bien-the-ma-doc-gandcrab-tai-xuat-d97310.html', 'https://www.vietgiaitri.com/2-tek/the-gioi-so/201903/ma-doc-gandcrab-52-tiep-tuc-xuat-hien-khong-buong-tha-nguoi-dung-viet-nam-3832885/']GandCrab 5 malware. 2 continues to appear, not letting go of Vietnamese users['Vietnam'] Vietnam

['https://www.lexpress.fr/actualite/societe/fait-divers/nucleaire-des-documents-lies-au-site-de-bure-pirates_2045951.html', 'https://www.lemonde.fr/pixels/article/2018/11/01/l-etrange-piratage-de-documents-lies-au-site-d-enfouissement-de-dechets-nucleaires-de-bure_5377717_4408996.html', 'https://www.usinenouvelle.com/article/des-documents-pirates-pour-contrer-cigeo-le-projet-d-enfouissement-de-dechets-nucleaires-de-bure.N764184', 'http://www.ehackingnews.com/2018/11/hackers-accessed-sensitive-data-about.html', 'https://france3-regions.francetvinfo.fr/grand-est/meuse/bure/nucleaire-societe-francaise-se-fait-pirater-documents-confidentiels-lies-au-site-bure-1568022.html', 'https://www.netzwelt.de/betrugswarnungen/168187-hackerangriff-frankreich-bauplaene-atomanlagen-gestohlen.html']Nuclear: a French company has confidential documents linked to the Bure site hacked['France'] France

['https://www.aktuality.sk/clanok/530053/stranku-rakuskych-ludovcov-napadli-hackeri/', 'https://www.zive.sk/clanok/128174/stranka-rakuskych-ludovcov-z-ovp-sa-stala-tercom-hackerskeho-utoku/']The page of the Austrian People's Party of the ÖVP became the target of a hacker attack['Austria'] Austria



['https://www.gloucestershirelive.co.uk/news/gloucester-news/gloucester-city-council-cyber-attack-6511668', 'https://www.bbc.co.uk/news/uk-england-gloucestershire-60045060']Gloucester Council cyber attack linked to Russian hackers['United Kingdom']United Kingdom

['http://theconversation.com/aerial-threat-why-drone-hacking-could-be-bad-news-for-the-military-124588', 'http://www.australasianscience.com.au/article/science-and-technology/aerial-threat-why-drone-hacking-could-be-bad-news-military.html']Aerial threat : why drone hacking could be bad news for the military | Australasian Science Magazine['Australia', 'New Zealand']Australia

['https://sputniknews.com/science/201708121056415618-hacker-bug-bounty-air-force/', 'http://www.bizpacreview.com/2017/08/10/teen-hacks-air-force-rewarded-handsomely-524008']Teen hacks the Air Force and is rewarded handsomely['United States']United States

['https://www.dailyrepublic.com/all-dr-news/wires/nigerian-hacking-group-targets-state-unemployment-systems-government-technology-2/', 'https://www.govtech.com/security/Nigerian-Hacking-Group-Targets-State-Unemployment-Systems.html']Nigerian Hacking Group Targets State Unemployment Systems['United States']United States

['http://www.mansethaber.com/venezuela-kamu-kurumlari-siber-saldiri-altinda/39297/', 'https://donanimgunlugu.com/venezuela-kamu-kurumlari-siber-saldiri-altinda-218606']Venezuelan public institutions under cyber attack['Venezuela']Venezuela

['https://www.bleepingcomputer.com/news/security/largest-cyber-attack-against-iceland-driven-by-complex-phishing-scheme/', 'https://brica.de/alerts/alert/public/1232861/thousands-of-icelandic-people-hit-by-massive-cyber-attack-heres-how-it-worked/', 'https://brica.de/alerts/alert/public/1232921/icelands-largest-phishing-campaign-imitated-police/', 'https://www.securitylab.ru/news/495915.php', 'http://ftnews.firetrench.com/2018/10/iceland-hit-by-large-cyber-attack/', 'https://www.bleepingcomputer.com/news/security/largest-cyber-attack-against-iceland-driven-by-fareit-remcos-combo/', 'https://www.mirror.co.uk/tech/thousands-icelandic-people-hit-massive-13407327', 'http://www.topix.com/tech/computer-security/2018/10/numerous-people-in-iceland-under-the-danger-of-cyber-attack', 'https://www.scmagazine.com/home/security-news/icelands-largest-phishing-campaign-imitated-police/', 'https://www.digi.no/artikler/politiet-misbrukt-i-et-av-islands-verste-phishingangrep/448816']Police misused in one of Iceland's worst phishing attacks['Iceland'] Iceland

['https://www.newsmax.com/newsfront/graham-russia-ukraine-dnc/2019/12/03/id/944355/', 'https://thehill.com/homenews/senate/472879-graham-says-hes-1000-percent-confident-russia-hacked-dnc-it-wasnt-ukraine', 'http://www.homelandsecuritynewswire.com/dr20191204-graham-says-hes-1-000-percent-confident-russia-not-ukraine-hacked-dnc', 'https://www.axios.com/lindsey-graham-russia-ukraine-election-interference-db0ef98d-f5a9-4f2d-9211-b77d31a57f90.html']Graham Says He  1 , 000 Percent Confident  Russia , not Ukraine , Hacked DNC['United States']United States

['http://www.tnp.sg/news/singapore/singapore-leads-world-cyber-attacks', 'http://www.tnp.sg/news/singapore/1750-websites-here-hit-hackers-last-year']1 , 750 websites here hit by hackers last year , Latest Singapore News['Singapore']Singapore

['https://www.viva100.com/main/view.php?key=20220914010003361', 'https://www.yna.co.kr/view/AKR20220908157400001', 'http://biz.heraldcorp.com/view.php?ud=20220911000015']Last year, messenger phishing damage amounted to 120 billion won... Body cam phishing is also on the rise - The Herald Business['South Korea']South Korea

['https://www.ilfattoquotidiano.it/2019/09/12/italia-presa-di-mira-da-malware-e-ransomware-attenzione-alle-mail-e-ai-programmi-non-aggiornati/5448084/', 'https://www.corrierecomunicazioni.it/cyber-security/libri-online-veicolo-di-malware-in-italia-scoperti-oltre-53mila-file-dannosi/']Books online vehicle of malware, over 53,000 malicious files discovered in Italy['Italy'] Italy

['http://news.joins.com/article/22072534', 'http://news.donga.com/Main/3/all/20171101/87059295/1']Hack personal information to get a loan and buy a gold bar … 1 billion pharming scam['South Korea']South Korea

['https://www.gloucestershirelive.co.uk/news/gloucester-news/gloucester-cyber-attack-six-months-7221280', 'https://www.bbc.com/news/uk-england-gloucestershire-61863394']Cyber attack : Gloucester council services still not back to normal['United Kingdom']United Kingdom

['https://www.pc.co.il/featured/306464/', 'https://www.insidethegames.biz/articles/1088465/cyber-attacks-big-fear-for-tokyo-2020']Public Security Intelligence Agency warn of cyber attack threat at Tokyo 2020['Japan'] Japan

['https://www.freepressjournal.in/business/national-bank-of-pakistan-comes-under-cyberattack-no-data-breach-reported', 'https://arynews.tv/national-bank-of-pakistan-cyber-attack-sbp/', 'https://www.wionews.com/south-asia/national-bank-of-pakistan-gets-hit-by-cyberattack-reports-no-financial-loss-or-data-breach-425446']National Bank of Pakistan suffers cyber attack['Pakistan']Pakistan

['http://news.kmib.co.kr/article/view.asp?arcid=0015777959&code=61121111&sid1=soc', 'https://www.edaily.co.kr/news/read?newsId=01233286629019728&mediaCodeNo=257', 'http://seoul.co.kr/news/newsView.php?id=20210425500066', 'https://www.etoday.co.kr/news/view/2019009'][Seoul Newspaper] Vaccine company that caused damage to national defense network hacking ... Political party sanctioned by court['South Korea']South Korea

['http://www.entornointeligente.com/articulo/3981612/VENEZUELA-Denuncian-supuesto-hackeo-de-pagina-de-organismo-electoral-de-Colombia-desde-Venezuela-09032018', 'http://larepublica.pe/mundo/1208889-denuncian-ataques-ciberneticos-a-registraduria-de-colombia-y-uno-de-ellos-es-de-venezuela']They denounce alleged hacking of the electoral page of Colombia from Venezuela['Colombia']Colombia

['https://gulfnews.com/uae/uae-public-prosecution-warns-against-hacking-electronic-crimes-1.89202848', 'https://www.arabianbusiness.com/industries/technology/uae-cybersecurity-council-issues-warning-on-electronic-fraud-phishing-attacks']UAE Cybersecurity Council issues warning on electronic fraud , phishing attacks['UAE'] UAE

['https://www.zdnet.com/article/over-10-million-people-hit-in-single-australian-data-breach-oaic/', 'https://www.9news.com.au/technology/news-privacy-over-10-million-people-hit-in-single-australian-data-breach-oaic/08b673ec-1562-4107-b33e-02aac8f81bd6']Privacy news : Over 10 million people hit in single Australian data breach , OAIC private health['Australia']Australia

['https://eandt.theiet.org/content/articles/2017/08/chinese-hackers-target-vietnam-as-south-china-sea-dispute-ramps-up/', 'https://www.infosecurity-magazine.com/news/vietnam-lands-in-chinese-hackers/', 'http://www.firstpost.com/tech/news-analysis/as-tension-over-south-china-sea-strengthens-state-sponsored-chinese-cyberattacks-on-vietnam-increase-fireeye-3992689.html']Amidst heightened tension in South China sea , China broadens cyber attacks on Vietnam : FireEye['Vietnam'] Vietnam

['https://www.unian.info/society/2333862-ibt-hackers-target-ukrainian-software-company-to-spread-zeus-banking-trojan.html', 'http://www.ibtimes.co.uk/hackers-target-ukrainian-software-company-spread-notorious-zeus-banking-trojan-1654005']IBT : Hackers target Ukrainian software company to spread Zeus banking trojan['Ukraine'] Ukraine

['http://www.computerweekly.com/news/252434667/Swisscom-downplays-data-breach', 'http://www.zdnet.com/article/swisscom-data-breach-800000-customers-affected/', 'https://www.itweb.co.za/content/P3gQ2MGXnLaqnRD1']Swisscom data breach : 800 , 000 customers affected['Switzerland']Switzerland

['http://www.ukauthority.com/news/8215/ico-fines-university-of-greenwich-for-data-breach', 'http://www.businessghana.com/site/news/technology/165375/Greenwich-University-fined-%C2%A3120,000-for-data-breach', 'https://www.zdnet.com/article/ahead-of-gdpr-uk-fines-university-of-greenwich-120000-over-data-breach/', 'http://www.bbc.co.uk/news/technology-44197118', 'https://www.governmentcomputing.com/data-protection-ethics/news/ico-lands-university-greenwich-120k-fine-serious-data-breach']Greenwich University fined £120 , 000 for data breach['United Kingdom']United Kingdom

['https://www.spiegel.de/netzwelt/web/gazprom-neft-kritik-an-putins-krieg-auf-offenbar-gehackter-website-a-c2fb25dd-af27-4fde-890a-a2295737a6f9', 'https://www.vol.at/ukraine-gazprom-website-kurz-von-hackern-gekapert/7360648', 'https://www.wienerzeitung.at/nachrichten/politik/welt/2138549-Website-von-Gazprom-Neft-von-Hackern-gekapert.html', 'http://internetua.com/ukrainskie-hakery-vzlomali-sait-jeleznoi-dorogi-dnr-i-ostavili-poslanie-dlya-russkogo-voennogo-poezda-foto', 'https://news.obozrevatel.com/society/ukrainskie-hakeryi-vzlomali-sajt-zheleznoj-dorogi-dnr-i-ostavili-poslanie-dlya-russkogo-voennogo-poezda-foto.htm', 'https://nikvesti.com/news/politics/245811']Ukrainian hackers hacked the website of the DPR railway and left a message for a Russian military train. Photo['Russia'] Russia

['https://www.govtech.com/security/hackers-search-for-new-ways-to-divert-colorado-ui-checks', 'https://www.news5cleveland.com/news/local-news/investigations/hackers-are-stealing-unemployed-workers-benefits-ohio-still-wont-say-if-theyll-pay-them-back', 'https://www.governing.com/security/hackers-find-new-ways-to-steal-colorado-unemployment-checks']Hackers Find New Ways to Steal Colorado Unemployment Checks['United States']United States

['https://www.scmagazine.com/iowa-veterans-warned-of-possible-data-breach/article/652340/', 'http://whotv.com/2017/04/21/nearly-3000-potentially-affected-in-iowa-veterans-home-data-breach/', 'http://www.kcci.com/article/iowa-veterans-home-warns-nearly-3000-of-data-breach/9542583']Nearly 3 , 000 Potentially Affected in Iowa Veterans Home Data Breach['United States']United States

['http://www.fiercehealthcare.com/privacy-security/pennsylvania-supreme-court-to-hear-upmc-data-breach-case', 'http://www.beckershospitalreview.com/legal-regulatory-issues/upmc-workers-data-breach-lawsuit-goes-to-pennsylvania-supreme-court.html']UPMC worker data breach lawsuit goes to Pennsylvania Supreme Court['United States']United States

['http://world.kbs.co.kr/korean/news/news_Po_detail.htm?No=281232', 'http://world.kbs.co.kr/korean/./news/news_Po_detail.htm?No=281254&id=Po']Ministry of National Defense, Strict Punishment for Persons Responsible for Investigation in Defense Network Hacking Case['South Korea']South Korea

['https://nieuws.nl/algemeen/20201203/fvd-pogingen-om-referendum-over-baudet-te-hacken/', 'https://www.nu.nl/politiek/6094520/fvd-verwerpt-kritiek-stemming-over-baudet-niet-gehackt-en-wel-anoniem.html', 'https://www.welingelichtekringen.nl/samenleving/2316361/fvd-pogingen-om-referendum-over-baudet-te-hacken.html']FVD : attempts to hack referendum on Baudet – Well . NL['Netherlands']Netherlands

['https://telegraf.by/2018/03/387855-v-germanii-pitalis-vzlomat-pravitelstvennuyu-set', 'https://ua.korrespondent.net/world/3952074-u-nimechchyni-namahalysia-vzlamaty-uriadovu-merezhu']In Germany, they tried to hack the government network['Germany']Germany

['https://www.breakingnews.ie/ireland/data-commissioner-gets-orders-to-use-files-for-probe-into-alleged-data-breach-at-inm-853474.html', 'https://www.irishtimes.com/business/media-and-marketing/four-in-inm-data-breach-case-to-get-access-to-documents-1.3555198', 'https://www.irishtimes.com/business/media-and-marketing/four-people-in-inm-data-breach-case-to-get-access-to-documents-1.3555198', 'https://www.independent.ie/irish-news/courts/court-allows-data-protection-commissioner-to-use-odce-papers-in-inm-data-breach-inquiry-37087622.html', 'https://www.irishtimes.com/business/media-and-marketing/dpc-gains-access-to-documents-relating-to-alleged-data-breach-at-inm-1.3556370']Four people in INM data breach case to get access to documents['Ireland'] Ireland

['https://gordonua.com/news/worldnews/parlament-norvegii-podvergsya-masshtabnoy-hakerskoy-atake-1516232.html', 'http://www.federalna.ba/bhs/vijest/332269/vec-nekoliko-dana-traje-odbijanje-napada', 'https://www.newsinenglish.no/2020/09/01/hackers-attack-the-parliaments-email/', 'https://sputniknews.com/europe/202009011080339402-e-mail-accounts-of-several-norwegian-mps-hacked-as-parliament-targeted-by-cyberattack/', 'https://korrespondent.net/world/4269516-khakery-atakovaly-parlament-norvehyy', 'https://izvestia.kiev.ua/item/show/127637', 'https://www.govinfosecurity.com/norways-parliament-investigates-email-hacks-a-14936', 'https://www.securitylab.ru/news/511642.php']Norwegian parliament computer system hacked['Norway'] Norway

['http://www.radiosantafe.com/2019/11/26/alerta-por-hackeo-en-aeropuerto-y-otras-entidades-del-estado/', 'https://www.elespectador.com/noticias/judicial/judicatura-denuncia-hackeo-de-su-cuenta-de-twitter-articulo-893030']Judiciary and Airport denounce hacking of their Twitter account['Colombia']Colombia

['https://www.insurancejournal.com/news/international/2022/12/22/700516.htm', 'https://www.computing.co.uk/news/4061942/hackers-breach-chinese-automaker-nio']Hackers breach Chinese automaker Nio ['China'] China

['https://www.techzine.nl/nieuws/425216/hackers-breken-in-bij-beheerder-van-grote-griekse-domeinnamen.html', 'https://www.zdnet.com/article/hackers-breached-greeces-top-level-domain-registrar/']Hackers breached Greece top - level domain registrar['Greece'] Greece

['https://www.govtech.com/security/US-Secret-Service-Investigates-School-Data-Breach.html', 'https://www.centralmaine.com/2019/12/05/u-s-secret-service-investigates-data-hack-at-bonny-eagle-schools/']U . S . Secret Service investigates data hack at Bonny Eagle schools['United States']United States

['http://odishasamaya.com/odisha/attempt-to-hack-bp-das-commission-website-crime-branch-initiates-probe/88646/', 'http://pragativadi.com/official-portal-justice-b-p-das-commission-hacked/']Official portal of Justice B P Das commission hacked['India'] India

['https://cointelegraph.com/news/altcoin-verge-hacked-for-second-time-in-two-months-around-14-mln-stolen', 'https://www.focus.de/finanzen/boerse/kryptowaehrungen/verge-xvg-faellt-hacker-zum-opfer-schon-wieder_id_8972999.html', 'http://www.econotimes.com/Hackers-Attack-Verge-17-Million-Taken-1329795']Hackers Attack Verge ; $1 . 7 Million Taken['Netherlands']Netherlands

['https://healthitsecurity.com/news/banner-health-data-breach-part-of-ocr-investigation', 'https://www.fiercehealthcare.com/tech/banner-health-ocr-investigation-data-breach']OCR investigating Banner Health 2016 data breach['United States']United States

['https://threatpost.com/15-billion-credentials-currently-up-for-grabs-on-hacker-forums/157247/', 'https://www.grahamcluley.com/liveauctioneers-passwords-for-sale/', 'https://healthitsecurity.com/news/15k-billion-compromised-credentials-available-for-sale-on-hacker-forums']Millions of LiveAuctioneers passwords offered for sale following data breach['United States']United States

['http://www.ma.hu/uzlet/375382/Adathalaszat_tamadasi_kiserletek_indultak_az_egyesult_MKB_Bank_ugyfelei_ellen', 'https://adozona.hu/altalanos/Adathalasz_tamadasi_kiserletek_indultak_az__8RVBAD']Phishing attack attempts have been launched against the customers of the merged MKB Bank['Hungary'] Hungary

['https://www.aargauerzeitung.ch/wirtschaft/schweizer-provider-fuer-cyberangriff-auf-journalisten-missbraucht-135322601', 'https://www.tagesanzeiger.ch/digital/computer/Schweizer-EMailDienst-fuer-Cyberangriff-missbraucht/story/24631580']Swiss e-mail service abused for cyber attack['Switzerland']Switzerland

['http://www.technokrata.hu/egazdasag/adatvedelem/2017/04/03/a-penzugyi-vallalkozasok-akar-300-millios-veszteseggel-is-szembesulhetnek-egy-kibertamadas-soran/', 'http://www.cwi.it/sicurezza/cybercrimine-hacking/aziende-finanziarie-attacchi-cyber-103648']Financial firms lose millions of dollars to cyber attacks['Hungary'] Hungary

['http://www.abc.net.au/news/2017-01-03/victorian-human-rights-commission-website-hacked/8159546', 'http://www.mailtimes.com.au/story/4384842/anonymous-linked-group-hacks-victorian-human-rights-commissions-website/', 'http://www.scmp.com/news/asia/australasia/article/2058897/anonymous-hackers-hijack-australian-states-human-rights', 'http://www.9news.com.au/sitecore/content/news/news/national/2017/01/03/14/12/vic-human-rights-commission-hacked', 'https://www.theguardian.com/technology/2017/jan/03/anonymous-hackers-take-over-victorias-human-rights-commission-website', 'http://www.perthnow.com.au/news/breaking-news/vic-human-rights-commission-hacked/news-story/42a1c332e2a450e3262076260bf71f6f', 'http://thenewdaily.com.au/news/state/vic/2017/01/03/victorian-human-rights-commissions-site-hacked/']Vic Human Rights Commission hacked ['Australia']Australia

['https://japantoday.com/category/crime/update1-servers-in-u.s.-europe-accessed-from-coincheck-intranet-before-hack', 'https://www.japantimes.co.jp/news/2018/02/27/business/financial-markets/u-s-european-servers-accessed-coincheck-intranet-hack/']U . S . and European servers were accessed from Coincheck intranet before hack['United States', 'European countries']US and European contries

['https://www.alquds.co.uk/%D9%81%D8%A7%D9%8A%D9%86%D9%86%D8%B4%D8%A7%D9%84-%D8%AA%D8%A7%D9%8A%D9%85%D8%B2-%D8%A3%D9%85%D9%88%D8%A7%D9%84-%D8%A7%D9%84%D8%AA%D9%82%D8%A7%D8%B9%D8%AF-%D9%81%D9%8A-%D8%B4%D8%B1%D9%83%D8%A9-%D8%A7/', 'https://www.luxtimes.lu/en/business-finance/british-gas-pension-cash-used-to-buy-israeli-spyware-group-nso-61e598e3de135b9236f83b68', 'https://www.middleeastmonitor.com/20220118-british-gas-pension-money-used-for-buying-israeli-spyware-nso-group/', 'https://bokra.net/Article-1481415']Bokra.com - Report: British Gas Company's pension funds were used to buy Israeli spyware['United Kingdom']United Kingdom

['https://paperjam.lu/article/bgl-bnp-paribas-victime-phishi', 'https://5minutes.rtl.lu/actu/luxembourg/a/1478416.html']RTL Today - Scam: BGL BNP Paribas customers victims of phishing['Luxembourg']Luxembourg

['https://www.is.fi/digitoday/tietoturva/art-2000007675634.html', 'https://www.iltalehti.fi/talous/a/105b27b5-97ef-4342-9a1f-affda375c13f']The data breach cost Vastaamo hundreds of thousands of euros['Finland'] Finland

['http://podrobnosti.ua/2198702-hakery-atakovali-zhuljany-rabota-aeroporta-paralizovana.html', 'http://anninhthudo.vn/chinh-tri-xa-hoi/tin-tac-tan-cong-san-bay-he-thong-da-bi-xam-nhap-tu-giua-nam-2014/694839.antd']Airport hackers: The system has been compromised since mid-2014['Ukraine'] Ukraine

['https://amanz.my/2019220650/', 'https://www.thestar.com.my/tech/tech-news/2019/10/23/pos-malaysia-confirms-attempted-malware-attack-lodges-police-report', 'https://www.marketing-interactive.com/pos-malaysia-takes-proactive-measures-to-secure-systems-following-malware-attack/']Pos Malaysia takes proactive measures to secure systems following malware attack['Malaysia']Malaysia

['https://www.grahamcluley.com/new-zealand-shooters-manifesto-used-to-spread-disk-wiping-malware/', 'https://www.pcmag.com/news/367504/hacker-rigs-new-zealand-shooters-manifesto-with-malware', 'https://www.infosecurity-magazine.com/infosec/malware-author-nz-manifesto-1-1/']Malware Author Infects NZ Shooter Manifesto to Stop its Spread['New Zealand']New Zealand

['http://www.samaylive.com/international-news-in-hindi/393207/maldives-un-mission-s-website-hacked.html', 'http://www.business-standard.com/article/news-ians/maldives-un-mission-s-website-hacked-118022300187_1.html', 'http://www.tarunmitra.in/archives/57281', 'http://nripress.com/maldives-un-missions-website-hacked/', 'http://www.canindia.com/maldives-un-missions-website-hacked/']Maldives UN Mission s website hacked – Canindia News['Maldives']Maldives

['https://www.securityweek.com/us-uk-warn-malware-targeting-qnap-nas-devices', 'https://www.cbronline.com/cybersecurity/threats/qsnatch-malware/', 'https://www.infosecurity-magazine.com:443/news/ukus-governments-warn-of-qnap-nas/', 'https://www.zdnet.com/article/cisa-says-62000-qnap-nas-devices-have-been-infected-with-the-qsnatch-malware/', 'https://www.bleepingcomputer.com/news/security/uk-and-us-warn-qnap-owners-to-upgrade-firmware-to-block-malware/', 'https://servernews.ru/1016760']CISA says 62 , 000 QNAP NAS devices have been infected with the QSnatch malware['Russia'] Russia

['https://www.jpnn.com/news/nomor-whatsapp-ketua-umum-pb-pmii-diretas-jelang-demo-mahasiswa-11-april', 'https://www.merdeka.com/peristiwa/ketum-pb-pmii-mengaku-nomor-hp-dan-wa-diretas-diduga-terkait-rencana-demo-11-april.html', 'https://www.jawapos.com/nasional/10/04/2022/akun-whatsapp-ketum-pb-pmii-diretas-jelang-demonstrasi-mahasiswa/']PB PMII's chairman admits that cellphone and WA numbers were hacked, allegedly related to plans for the April 11 demonstration['Indonesia']Indonesia

['https://www.ladepeche.fr/2021/08/04/un-pirate-divulgue-les-donnees-bancaires-de-plus-dun-million-de-personnes-9713121.php', 'https://www.midilibre.fr/2021/08/03/les-donnees-bancaires-de-40-000-francais-divulguees-sur-internet-par-un-hacker-9711888.php', 'https://www.android-mt.com/news/piratage-bancaire-faites-vous-partie-des-45-000-victimes-francaises/121710/']Bank hacking: are you one of the 45,000 French victims?['France'] France

['https://censor.net.ua/photo_news/3207457/zaderjan_organizator_hakerskoyi_gruppirovki_pohischavsheyi_dengi_s_bankovskih_schetov_ukraintsev_mvd', 'https://tsn.ua/ru/ukrayina/v-ivano-frankovskoy-oblasti-zaderzhali-organizatora-hakerskoy-gruppirovki-kotoryy-nahodilsya-v-rozyske-1583623.html', 'http://internetua.com/kiberpoliciya-zaderjala-organizatora-krupnoi-hakerskoi-gruppirovki']Cyber police detained the organizer of a large hacker group['Ukraine'] Ukraine



['http://www.alhadathnews.net/archives/374138', 'http://www.alankabout.com/lebanon_news/122412.html', 'http://arabic.arabianbusiness.com/content/334105']The prosecution against an officer and a hacker who fabricated evidence to accuse a Lebanese representative of being collaborators for Israel - Society , Ziad Itani['Lebanon']Lebanon

['https://healthitsecurity.com/news/intermountain-says-patients-phi-exposed-in-elekta-health-data-breach', 'https://healthitsecurity.com/news/elekta-data-breach-impacting-over-64k-mclaren-patients-phi', 'https://healthitsecurity.com/news/west-virginia-centers-health-data-breach-includes-patients-phi', 'https://healthitsecurity.com/news/over-68k-advocate-aurora-patients-impacted-by-elekta-health-data-breach', 'https://healthitsecurity.com/news/mscancer-centerjoins-listaffectedbyelekta-data-breach', 'https://healthitsecurity.com/news/elekta-health-data-breach-strikes-jefferson-health-disclosing-phi']Over 68K Advocate Aurora Patients Impacted by Elekta Health Data Breach['United States']United States

['https://www.thegazette.com/state-government/capitol-notebook-150k-to-iowa-from-data-breach-settlement/', 'https://globegazette.com/news/state-and-regional/govt-and-politics/capitol-notebook-150k-to-iowa-from-data-breach-settlement/article_73312b24-6d26-5fdc-aa56-5969657a5723.html']CAPITOL NOTEBOOK : $150K to Iowa from data breach settlement['United States']United States

['https://www.azernews.az/business/121919.html', 'https://en.trend.az/business/it/2818554.html']Kaspersky Lab reveals number of corporate users subjected to cyber attacks in Azerbaijan['Azerbaijan']Azerbaijian

['http://allafrica.com/stories/201804100277.html', 'https://www.news24.com/SouthAfrica/News/media-watchdog-goes-after-information-regulator-over-data-breach-20180409']Media watchdog goes after Information Regulator over data breach['Nigeria'] Nigeria

['http://www.aif.ru/politics/world/sayt_glavy_pravitelstva_armenii_atakovali_hakery', 'https://armenpress.am/eng/news/931774/']Cyber attacks attempted against official website of Armenian Prime Minister['Armenia'] Armenia

['https://www.natlawreview.com/article/fifth-circuit-orders-coverage-under-cgl-policies-data-incident-litigation', 'https://www.jdsupra.com/legalnews/ruling-breaks-new-ground-for-cgl-policy-7564614/']Ruling Breaks New Ground For CGL Policy Data Breach Coverage Hackings | Ervin Cohen & Jessup LLP['United States']United States

['https://chicago.suntimes.com/business/2021/8/30/22649201/dupage-medical-group-notifying-patients-data-breach', 'https://healthitsecurity.com/news/more-than-600k-patients-impacted-by-unm-health-data-breach', 'https://healthitsecurity.com/news/ga-provider-sends-notice-of-healthcare-data-breach-to-9800-patients', 'https://healthitsecurity.com/news/98k-patients-employees-impacted-by-oklahoma-provider-data-breach', 'https://www.prnewswire.com/news-releases/keller-lenkner-llc-files-first-class-action-against-dupage-medical-group-for-massive-data-breach-301368737.html', 'https://healthitsecurity.com/news/il-provider-faces-healthcare-data-breach-171k-patients-exposed', 'http://www.chicagotribune.com/business/ct-cb-what-to-do-in-a-data-breach-dupage-medical-20210830-dr5wxkwl3fbb3hl2mmqvkwihvy-story.html', 'https://www.healthcareitnews.com/news/more-600k-patients-affected-unm-health-hack', 'https://patch.com/illinois/downersgrove/data-breach-under-investigation-dupage-medical-group', 'https://www.dailyherald.com/newsData Breach May Have Exposed Patient Information : DuPage Medical['United States']United States

['https://finance.yahoo.com/news/hack-leaves-fertility-clinic-medical-151807684.html', 'https://www.wbjournal.com/article/marlborough-fertility-center-hacked-impacting-350k-patients']Marlborough fertility center hacked , impacting 350K patients['United States']United States

['https://www.tvazteca.com/aztecanoticias/congreso-jalisco-hackean-vcp', 'https://www.tvazteca.com/aztecanoticias/pagina-congreso-jalisco-victima-hackeo-cll', 'https://planoinformativo.com/890103/hackean-portales-de-gobierno-de-jalisco']Jalisco congress website victim of hacking['Mexico'] Mexico

['https://www.thestar.com.my/tech/tech-news/2021/02/18/hackers-attack-myanmar-government-websites-to-protest-coup', 'https://www.jawapos.com/internasional/19/02/2021/hacker-myanmar-tolak-kudeta-retas-laman-propaganda-junta-militer/', 'https://www.delfi.lv/news/arzemes/mjanma-hakeri-versusies-pret-armijas-kontroletajam-interneta-vietnem.d?id=52946625', 'https://www.republika.co.id/berita/qopgwb382/peretas-incar-situs-pemerintah-militer-myanmar', 'https://www.securityweek.com/hackers-target-myanmar-government-websites-coup-protest', 'http://www.msn.com/it-it/notizie/mondo/colpo-di-stato-in-myanmar-gli-hacker-colpiscono-i-siti-governativi-combattiamo-per-la-libert%C3%A0/ar-BB1dNeWS', 'https://wartakota.tribunnews.com/2021/02/18/hacker-meretas-situs-web-propaganda-yang-dikelola-pemerintah-militer-myanmar', 'https://www.malaymail.com/news/world/2021/02/18/hackers-target-myanmar-government-websites-in-coup-protest/1950707', 'https://www.thedailystar.net/myanmar-coup/news/hackers-target-myanmar-government-websites-cHackers attack government websites in Myanmar['Myanmar']Myanmar

['https://www.siliconera.com/capcom-confirms-more-personal-details-compromised-by-ransomware/', 'https://gizmodo.com/the-capcom-hack-affected-way-more-people-than-originall-1846046670', 'https://www.tomsguide.fr/capcom-pirate-la-fuite-de-donnees-est-encore-pire-que-prevu/', 'https://www.kotaku.com.au/2021/01/the-capcom-hack-affected-way-more-people-than-originally-reported/', 'https://www.cdaction.pl/news-62810/capcom-16-tysiecy-osob-dotknietych-atakiem-hakerskim-lacznie-moze-byc-ich-nawet-390-tysiecy.html', 'https://attackofthefanboy.com/news/the-capcom-data-breach-from-last-year-has-gotten-worse/', 'https://www.itpro.co.uk/security/data-breaches/358308/capcom-adds-another-40000-users-to-its-estimated-data-leak', 'https://www.techspot.com/news/88259-capcom-data-breach-may-have-exposed-personal-details.html', 'https://comicbook.com/gaming/news/capcom-new-update-ransomware-attack/', 'https://www.pcgamesn.com/capcom-hack', 'https://www.techtimes.com/articles/255892/20210112/capcom-hack-allegedly-affected-more-pCapcom data hack turned out to be more extensive than previously thought, instead of 9 people, 16 thousand were affected['Japan'] Japan

['https://www.gazettelive.co.uk/news/teesside-news/government-pay-council-36m-after-20341367', 'https://www.darlingtonandstocktontimes.co.uk/news/19217629.government-pay-3-6m-towards-council-cyber-attack/', 'https://www.gazettelive.co.uk/news/teesside-news/councils-government-cyber-attack-cash-20386069', 'https://www.sundaypost.com/fp/cyber-attack-costs-taxpayer-800000/']Cyber attack on Scottish Environment Protection Agency costs taxpayer £800 , 000['Scotland', 'United Kingdom']United Kingdom, Scotland

['https://www.thestar.com.my/news/nation/2022/08/13/potential-data-breach-at-ipay88-still-under-probe-says-bank-negara', 'https://www.malaymail.com/news/malaysia/2022/08/12/ipay88-data-breach-communications-and-multimedia-ministry-to-take-immediate-action-says-annuar-musa/22530', 'https://www.malaymail.com/news/malaysia/2022/08/12/ipay88-data-breach-ministry-to-take-immediate-action-says-annuar-musa/22530']Potential data breach at iPay88 still under probe , says Bank Negara['Malaysia']Malaysia

['https://zeenews.india.com/india/govts-swachh-city-platform-hacked-data-of-1-6-cr-people-at-risk-report-2515575.html', 'https://zeenews.india.com/technology/govts-swachh-city-platform-hacked-data-of-1-6-crore-people-at-risk-researchers-2515655.html', 'https://www.prokerala.com/news/articles/a1349406.html', 'https://www.moneylife.in/article/govts-swachh-city-platform-hacked-data-of-16-million-people-at-risk-researchers/68483.html']Govt Swachh City Platform Hacked , Data of 16 Million People at Risk : Researchers['India'] India

['http://www.independent.ie/business/irish/ryanair-survived-cyber-attack-thanks-to-system-says-oleary-35775781.html', 'http://www.newstalk.com/reader/47.301.343/100186/0/']Ryanair survives series of cyber attacks ['Ireland'] Ireland

['https://business.newsfactor.com/business.newsfactor.com/news/More-Bad-News-on-the-Equifax-Hack/story.xhtml?story_id=00200082O51C', 'https://www.nbcnews.com/business/business-news/equifax-identifies-additional-2-4-million-customers-hit-data-breach-n852226', 'http://www.latimes.com/business/la-fi-equifax-20180301-story.html', 'http://heraldk.com/2018/03/04/%EC%97%90%ED%80%B4%ED%8C%A9%EC%8A%A4-%ED%95%B4%ED%82%B9-%ED%94%BC%ED%95%B4%EC%9E%90-240%EB%A7%8C%EB%AA%85-%EC%B6%94%EA%B0%80%EB%A1%9C-%EB%B0%9D%ED%98%80%EC%A0%B8/', 'https://www.direktbroker.de/news/international-equifax-reveals-millions-more-of-its-clients-hit-by-data-breach-56189488', 'http://www.richmond.com/washingtonpost/business/equifax-s-massive-data-breach-keeps-getting-worse--/article_90d30082-69ea-59e9-814d-2ba0aa2599a8.html', 'https://www.thestar.com/business/economy/2018/03/01/equifax-finds-additional-24-million-in-us-impacted-by-2017-data-breach.html', 'https://www.cnbc.com/2018/03/10/in-the-wake-of-the-equifax-data-breach-consumers-more-at-risEquifax Hack : 2 . 4 Million Americans Impacted By Data Breach['United States']United States

['https://www.alaraby.co.uk/medianews/2019/12/15/%D8%A5%D9%8A%D8%B1%D8%A7%D9%86-%D8%AA%D8%B9%D9%84%D9%86-%D8%AA%D8%B5%D8%AF%D9%8A%D9%87%D8%A7-%D9%84%D9%87%D8%AC%D9%88%D9%85-%D8%A5%D9%84%D9%83%D8%AA%D8%B1%D9%88%D9%86%D9%8A-%D8%AC%D8%AF%D9%8A%D8%AF', 'https://www.livehindustan.com/international/story-iran-thwarted-second-cyber-attack-within-a-week-2902437.html', 'https://bangla.bdnews24.com/tech/article1701237.bdnews', 'https://www.theregister.co.uk/2019/12/12/iran_cyberattacked_no_attribution/', 'http://www.albiladpress.com/news/2019/4080/arab-and-world/614562.html', 'https://www.radiosvoboda.org/a/news-iran-kiberataky/30326522.html', 'https://www.securityweek.com/iran-says-repelled-highly-organized-cyber-attack', 'https://www.pc.co.il/featured/305723/']Iran: We foiled a second cyber attack within a week['Iran'] Iran

['https://www.listindiario.com/la-republica/2018/01/09/497990/maldonado-califica-como-un-acto-delictivo-hackeo-a-pagina-web-camara-de-diputados', 'http://www.elcaribe.com.do/2018/01/09/maldonado-hackeo-de-pagina-fue-para-tratar-de-entrar-al-sistema-informatico-de-camara-de-diputados/', 'https://noticiassin.com/2018/01/policia-investiga-hackeo-a-pagina-de-la-camara-de-diputados/', 'http://caracol.com.co/radio/2018/01/09/internacional/1515529840_667213.html', 'http://proceso.com.do/2018/01/09/legisladores-llaman-investigar-nuevo-hackeo-la-pagina-camara-diputados/', 'https://www.tvn-2.com/mundo/Piratas-informaticos-Camara-Diputados-dominicana_0_4936756339.html', 'http://www.dominicanoshoy.com/2018/01/09/hackean-pagina-a-web-de-la-camara-de-diputados/']They hack the website of the Chamber of Deputies – DominicanosHOY['Dominican Republic']Dominican Republic

['https://www.itworldcanada.com/article/ontario-transit-agency-extremely-confident-cyber-attack-came-from-north-korea/401047', 'http://www.diodeo.com/news/view/2646661']North Korean cyber attack in Canada earlier this month - Diodeo['Canada'] Canada

['https://techcabal.com:443/2022/08/15/techcabal-daily-200-hacking-kenya/', 'https://newsghana.com.gh/200-hacking-attempts-made-on-kenyas-elections-results/']200 hacking attempts made on Kenya elections results['Kenya'] Kenya

['https://investir.lesechos.fr/actions/actualites/airbus-victime-d-un-piratage-informatique-dans-sa-branche-d-aviation-civile-1823380.php', 'https://www.business-standard.com/article/reuters/airbus-reports-breach-into-its-systems-after-cyber-attack-119013100064_1.html', 'https://www.pc.co.il/featured/283859/', 'https://www.zdnet.fr/actualites/airbus-victime-d-un-piratage-informatique-39879999.htm', 'https://www.mirror.co.uk/travel/news/breaking-airbus-cyber-attack-believed-13955680', 'https://wsau.com/news/articles/2019/jan/30/airbus-reports-breach-into-its-systems-after-cyber-attack/', 'https://korrespondent.net/business/companies/4059724-khakery-vzlomaly-korporatyvnuui-set-Airbus', 'https://www.theinquirer.net/inquirer/news/3070225/airbus-hack-breach-employee-data', 'https://actualidad.rt.com/actualidad/304054-hackers-robar-datos-personales-empleados-airbus', 'https://www.computerweekly.com/news/252456799/Airbus-investigates-personnel-data-breach', 'https://www.lemondeinformatique.fr/actualites/lire-altran-Airbus data breach impacts employees in Europe['European countries']European countries

['http://www.nyoooz.com/bengaluru/708247/karnataka-cyber-crime-police-trace-hackers-from-pakistan-china', 'http://timesofindia.indiatimes.com/city/bengaluru/karnataka-cyber-crime-police-trace-hackers-from-pakistan-china/articleshow/56533892.cms']cyber crime : Karnataka cyber crime police trace hackers from Pakistan , China['India'] India

['http://fuelfix.com/blog/2017/03/23/industrial-facilities-infected-with-malware-3000-times-a-year-researchers-say/', 'http://www.darkreading.com/threat-intelligence/3000-industrial-plants-per-year-infected-with-malware-/d/d-id/1328444']3 , 000 Industrial Plants Per Year Infected with Malware['United States']United States

['https://betanews.com/2018/06/16/kaspersky-luckymouse-hackers/', 'https://www.zdnet.com/article/luckymouse-campaign-strikes-national-data-center-to-snag-government-targets/']LuckyMouse threat group strikes national data center to exploit government websites['United States']United States

['https://www.bleepingcomputer.com/news/security/brazilian-government-discloses-national-treasury-ransomware-attack/', 'https://riotimesonline.com/brazil-news/miscellaneous/brazilian-government-investigates-hacker-attack-on-federal-treasury-network/']Brazilian government investigates hacker attack on Federal Treasury network['Brazil'] Brzail

['https://www.ridus.ru/news/369116', 'https://riafan.ru/1574172-daily-mail-rossiiskie-hakery-opublikovali-sekretnye-dannye-britanskoi-policii', 'https://haqqin.az/news/229310', 'https://vz.ru/news/2021/12/19/1135007.html', 'https://www.russiaherald.com/news/271980044/sensitive-uk-police-data-leaked-by-russian-hackers-media', 'https://lenta.ru/news/2021/12/19/khakery/', 'https://ria.ru/20211219/khakery-1764447144.html', 'https://www.dailymail.co.uk/news/article-10325189/Russian-hackers-leak-confidential-UK-police-data-dark-web-ransom-rejected.html', 'http://rkm.kiev.ua/kalejdoskop-sobytij/200408/', 'https://www.securitylab.ru/news/527820.php', 'http://internetua.com/hakery-iz-rossii-podelilis-ukradennymi-u-policii-britanii-sekretnymi-dannymi', 'https://www.bgonair.bg/a/5-science/249662-ruski-hakeri-razprostranyavat-poveritelni-danni-na-britanskata-politsiya-v-darknet']Russian hackers are spreading confidential British police data on the darknet['United Kingdom']United Kingdom

['https://deita.ru/article/507381', 'https://www.heise.de/news/Hackerangriff-auf-Krankenhausgesellschaft-in-Bayern-6281905.html']Hacker attack on the hospital company in Bavaria['Germany']Germany

['https://www.winmagpro.nl/banking-trojan-dridex-grootste-malwarebedreiging-in-januari-in-nederland', 'https://www.managersonline.nl/nieuws/21727/banking-trojan-dridex-grootste-malwarebedreiging-in-januari-.html']Managers online . nl - Banking Trojan Dridex biggest malware threat in January['Netherlands']Netherlands

['https://krdo.com/news/2022/01/04/hackers-breached-florida-health-care-system-potentially-exposing-data-on-1-3-million-people/', 'https://www.msn.com/en-us/news/politics/florida-hospital-system-suffers-data-breach-including-medical-information/ar-AASmFt8', 'https://www.govtech.com/security/fla-hospital-admits-patient-employee-data-was-hacked', 'https://www.nbcmiami.com/news/local/broward-health-network-breached-hacker-gains-access-to-private-patient-information/2652823/', 'http://www.orlandosentinel.com/news/florida/os-ne-broward-health-hit-with-data-breach-20220102-r7jyxoeluzhddbhirw4dr6uiyy-story.html', 'https://www.bitdefender.com/blog/hotforsecurity/data-breach-1-3-million-broward-health-patients-and-staff-at-risk-of-medical-identity-theft/', 'https://www.cnn.com/2022/01/04/politics/hackers-florida-health-care/', 'https://www.securityweek.com/broward-health-data-breach-impacts-13-million-people', 'https://www.insurancejournal.com/news/southeast/2022/01/04/647855.htm', 'https://lawstreetmedia.com/news/heaPatient Info Exposed After Data Breach at South Florida Hospital System['United States']United States

['https://www.fiercehealthcare.com/tech/ransomware-phishing-attacks-top-hhs-list-cyberthreats-for-healthcare', 'https://www.scmagazine.com/home/security-news/hacking-for-the-holidays-healthcare-ransomware-edition/', 'https://healthitsecurity.com/news/ransomware-corrupts-24000-patient-records-of-california-specialist', 'http://www.spamfighter.com/News-21957-16000-Patients-of-Mind-Motion-were-impacted-by-a-Ransomware-Attack.htm']Ransomware Corrupts 24 , 000 Patient Records of California Specialist['United States']United States

['https://www.newsweekjapan.jp/stories/world/2019/02/post-11656.php', 'https://unt.se/nyheter/larm-om-kinesiskt-dataintrang-mot-visma-5208643.aspx', 'http://newspim.com/news/view/20190207000019', 'http://www.angop.ao/angola/en_us/noticias/internacional/2019/1/6/China-hacked-Norway-Visma-steal-client-secrets-investigators,8f6b0965-1ec5-4af1-bbeb-7e0e766ee318.html', 'http://www.smp.se/tt-ekonomi/larm-om-kinesiskt-dataintrang-mot-visma/', 'https://www.15min.lt/verslas/naujiena/bendroves/su-kinijos-valdzia-siejamus-isilauzelius-aptiko-vilniaus-it-imones-specialistai-663-1099924', 'https://e24.no/naeringsliv/kina-anklages-for-aa-hacke-visma-i-norge/24555598', 'https://www.straitstimes.com/asia/east-asia/china-hacked-norway-software-firm-visma-to-steal-client-secrets-cybersecurity-company', 'https://www.upi.com/Top_News/World-News/2019/02/06/Report-Chinese-group-APT10-hacked-US-Norwegian-companies/1221549471498/', 'https://www.nettavisen.no/nyheter/innenriks/kina-slar-tilbake-etter-anklager-om-visma-hacking/3423590China  hacked  Norway Visma to steal client secrets['Norway'] Norway

['https://www.redandblack.com/athensnews/georgia-supreme-court-hears-athens-orthopedic-clinic-data-breach-lawsuit/article_e45b5d8a-c469-11e9-9bd4-e7233fe8eb61.html', 'https://www.heraldmailmedia.com/news/nation/georgia-supreme-court-are-data-breach-victims-entitled-to-damages/article_cb4507fd-fe50-50f5-8ab2-cdb586fd01d6.html', 'https://www.govtech.com/security/Georgia-Supreme-Court-Considers-Data-Breach-Damages-Case.html', 'https://www.natlawreview.com/article/georgia-supreme-court-may-weigh-standing-data-breach-litigation']Georgia Supreme Court and Data Breach Litigation['United States']United States

['https://statescoop.com/cuba-ransomware-attack-state-local-government/', 'https://www.bankinfosecurity.in/cuba-ransomware-gang-hits-payment-processor-steals-data-a-16027', 'https://www.scmagazine.com/home/security-news/payment-processor-used-by-state-municipal-agencies-hit-by-cuba-ransomware-gang/']Payment processor used by state , municipal agencies hit by  Cuba  ransomware gang['United States']United States

['https://www.freenet.de/digitalewelt/news/bsi-sechs-bundesbehoerden-von-cyberattacke-betroffen_8230534_4735998.html', 'https://www.boerse-express.com/news/articles/bsi-sechs-bundesbehoerden-von-cyber-attacke-auf-exchange-betroffen-303097', 'https://www.finanznachrichten.de/nachrichten-2021-03/52236405-bsi-sechs-bundesbehoerden-von-cyber-attacke-auf-exchange-betroffen-016.htm']BSI : Six federal agencies affected by cyber attack on Exchange['United States']United States

['https://gazeta.ua/articles/world-life/_kiberpartizani-zlamali-sajt-nacpoliciyi/992825', 'https://www.kommersant.ru/doc/4548661', 'https://www.ukrinform.ua/rubric-world/3124158-kiberpartizani-zlamali-sajt-nacbanku-bilorusi.html', 'https://uralpolit.ru/news/sverdl/27-10-2020/221020', 'https://regnum.ru/news/accidents/3099935.html', 'https://tsn.ua/svit/biloruski-kiberpartizani-zlamali-sayt-nacbanku-krayini-1653776.html']Belarusian cyber guerrillas hacked the website of the country's National Bank['Belarus'] Belarus

['https://www.kommersant.ru/doc/4156791', 'https://www.mskagency.ru/materials/2944975']Study : Russian online retailers most often faced DDoS attacks and hacks in a year['Russia'] Russia

['https://lenta.ru/news/2022/09/30/hackers/', 'https://www.echo-news.co.uk/news/national/22987141.mi5-website-briefly-knocked-offline-possible-cyber-attack/', 'https://www.walesonline.co.uk/news/uk-news/mi5-hit-cyber-attack-briefly-25151383']MI5 hit by  cyber attack  that briefly knocked website offline['United Kingdom']United Kingdom
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['https://www.breitbart.com/tech/2021/09/01/coinbase-sparks-hacking-scare-with-security-false-alarm/', 'https://www.bbc.co.uk/news/technology-58384458', 'https://www.nbcconnecticut.com/news/business/money-report/coinbase-slammed-for-what-users-say-is-terrible-customer-service-after-hackers-drain-their-accounts/2567897/', 'https://www.gizmodo.com.au/2021/09/coinbase-accidentally-scared-125000-users-into-thinking-their-accounts-had-been-hacked/']Coinbase Accidentally Scared 125 , 000 Users Into Thinking Their Accounts Had Been Hacked['United States']United States

['https://healthitsecurity.com/news/patient-sues-rady-childrens-hospital-over-blackbaud-data-breach', 'https://www.law360.com/articles/1347415']Calif . Children Hospital Sued Over Blackbaud Data Breach['United States']United States

['https://www.bleepingcomputer.com/news/security/ukraine-supporters-in-germany-targeted-with-powershell-rat-malware/', 'https://www.securitylab.ru/news/531690.php']Ukrainian supporters in Germany attacked by PowerShell RAT malware['Germany']Germany

['https://www.notimerica.com/ciencia-tecnologia/noticia-portaltic-espana-paises-afectados-campana-malware-revengehotel-dirigida-sector-hotelero-20191205163449.html', 'http://www.diariosigloxxi.com/texto-ep/mostrar/20191205163419/espana-entre-paises-afectados-campana-malware-revengehotel-dirigida-sector-hotelero']Portaltic.- Spain, among the countries affected by the RevengeHotel malware campaign aimed at the hotel sector['Spain'] Spain

['https://www.newsru.com/russia/05aug2019/vzlom.html', 'https://www.veteranstoday.com/2019/08/06/israeli-spyware-can-steal-private-data-from-apple-google-facebook/', 'http://9tv.co.il/news/2019/08/05/273468.html', 'http://www.newsru.co.il/world/05aug2019/cellebrite_0015.html']NEWSru. co. il :: Media : Israeli technology used to hack phones of protesters in Moscow['Russia'] Russia

['http://www.theregister.co.uk/2017/07/28/virgin_america_hacked/', 'http://www.zdnet.com/article/virgin-america-hacked-network-forced-employees-change-passwords/', 'https://www.dialog.ua/news/126051_1501245202']Virgin America says a hacker broke into its network , forced staff to change passwords['United States']United States

['https://spectator.sme.sk/c/20651242/slovak-firms-fail-to-defend-against-modern-cyber-attacks.html', 'http://www.delmagyar.hu/kulfold_hirek/kemprogrammal_tamadtak_meg_a_svajci_vedelmi_miniszteriumot/2532818/', 'http://www.theedgemarkets.com/article/swiss-defence-ministry-foils-cyber-attack', 'http://www.atv.hu/kulfold/20170915-kibertamadasrol-szamolt-be-a-svajci-vedelmi-miniszterium/hirkereso', 'http://www.origo.hu/nagyvilag/20170915-kibertamadasrol-szamolt-be-a-svajci-vedelmi-miniszterium.html', 'http://www.firstpost.com/tech/news-analysis/swiss-defence-ministry-foils-cyber-attack-attempt-by-malware-seen-in-other-global-hacks-4048165.html', 'http://www.kleinezeitung.at/wirtschaft/5284684/Oesterreich_Jedes-dritte-Unternehmen-von-Cyberangriffen-betroffen', 'http://telecom.economictimes.indiatimes.com/news/swiss-defence-ministry-foils-cyber-attack/60710069', 'http://derstandard.at/2000063997323/Cyberattacken-gegen-Unternehmen-stark-im-Anstieg', 'https://www.thenews.com.pk/print/230276-Swiss-defence-ministry-foSwiss defence ministry foils cyber attack['Switzerland']Switzerland

['https://www.cleveland19.com/2020/12/22/kent-state-affected-by-russian-cyber-hack/', 'https://www.wksu.org/2020-12-24/kent-state-among-thousands-potentially-hit-by-russian-hack']Kent State affected by Russian cyber hack['United States']United States

['https://www.delfi.lt/news/daily/world/erdoganas-pranese-apie-nepavykusi-kibernetini-isilauzima-i-ginkluotuju-pajegu-vadaviete.d?id=79960941', 'https://www.15min.lt/naujiena/aktualu/pasaulis/r-t-erdoganas-pranese-apie-nepavykusi-kibernetini-isilauzima-i-ginkluotuju-pajegu-vadaviete-57-1080172', 'https://www.lrt.lt/naujienos/pasaulyje/3/239035/r-t-erdoganas-pranese-apie-nepavykusi-kibernetini-isilauzima-i-ginkluotuju-pajegu-vadaviete']R. T. Erdogan reported a failed cyber attack on the headquarters of the armed forces - World - News['Turkey'] Turkey

['https://www.dailymail.co.uk/news/article-11008173/Deakin-University-students-sent-scam-text-messages-hacker-steals-personal-details.html', 'https://www.smh.com.au/national/victoria/hackers-get-details-of-47-000-current-former-students-in-deakin-uni-cyberattack-20220713-p5b16v.html', 'https://www.theepochtimes.com/cyber-hackers-sent-scam-texts-to-nearly-10000-deakin-university-students_4597355.html', 'https://www.itpro.co.uk/security/data-breaches/368529/australian-university-suffers-data-breach-of-47000-students', 'https://www.9news.com.au/national/deakin-university-almost-47000-students-details-stolen-after-scammer-hacks-victorian-universitys-system/2460dd79-174d-4626-a904-2055e992f4ef']Deakin University : Almost 47 , 000 student details stolen after scammer hacks Victorian university system['Australia']Australia

['https://hamodia.com/2021/07/06/israeli-security-researchers-expose-hackers/', 'https://news.okezone.com/read/2021/06/28/18/2432031/dukung-palestina-kelompok-hacker-malaysia-bocorkan-data-ratusan-ribu-pelajar-israel', 'https://www.liputan6.com/global/read/4594157/kelompok-peretas-pro-palestina-asal-malaysia-bocorkan-informasi-200-ribu-pelajar-israel', 'http://www.kolhazman.co.il/453327', 'https://www.freemalaysiatoday.com/category/bahasa/tempatan/2021/06/28/laporan-israel-dakwa-hacker-malaysia-bocor-maklumat-pelajar/', 'https://www.jewishpress.com/news/police-news/mammoth-cyber-attack-on-israels-banking-system-fails/2021/06/27/', 'https://news.softpedia.com/news/israeli-security-researches-reveals-a-global-hacking-operation-533457.shtml', 'https://www.pikiran-rakyat.com/teknologi/pr-012128662/hacker-malaysia-pro-palestina-bobol-ratusan-ribu-data-siswa-israel', 'https://www.timesofisrael.com/pro-palestinian-hackers-steal-info-on-hundreds-of-thousands-of-israeli-students/']Pro - Palestinian hackers steal info on hundreds of thousands of Israeli students['Israel'] Israel

['https://www.securitylab.ru/news/534112.php', 'https://www.bignewsnetwork.com/news/272804803/israeli-military-drone-maker-hacked']Israeli military drone maker hacked ['Israel'] Israel

['https://www.natlawreview.com/article/chinese-state-hackers-exploit-zero-day-vulnerabilities-citrix-networking-equipment', 'https://www.cnews.ru/news/top/2022-12-16_kitajskie_hakery_nashli_bresh', 'https://www.jdsupra.com/legalnews/chinese-state-hackers-exploit-zero-day-4840903/']Chinese State Hackers Exploit Zero - Day Vulnerabilities in Citrix Networking Equipment | Robinson+Cole Data Privacy + Security Insider['United States']United States

['https://www.ibtimes.co.uk/biometric-data-breach-exposes-facial-id-fingerprints-millions-1667951', 'http://www.planetbiometrics.com/article-details/i/10409/desc/firm-claims-data-breach-in-biometric-security-platform/', 'https://www.technewsworld.com/story/28M-Records-Exposed-in-Biometric-Security-Data-Breach-86186.html', 'https://www.telegraph.co.uk/technology/2019/08/14/biometric-data-uk-businesses-left-vulnerable-hackers/', 'https://www.corrierecomunicazioni.it/digital-economy/attacco-hacker-ad-adecco-suprema-smentisce-i-dati-biometrici-non-sono-a-rischio/', 'https://www.itpro.co.uk/biometrics/34242/hacked-for-life-why-you-should-be-terrified-by-biometric-technology', 'https://www.forbes.com/sites/zakdoffman/2019/08/14/new-data-breach-has-exposed-millions-of-fingerprint-and-facial-recognition-records-report/', 'https://www.financialexpress.com/industry/technology/biometric-data-breach-could-link-your-face-to-illegal-activities/1678141/', 'https://www.corrierecomunicazioni.it/cyber-security/adecco-sotto-attWhite Hats Hack Biostar 2 Biometrics Database , Expose 27 . 8M Records['United States']United States

['https://betanews.com/2017/02/27/cyber-attack-cost-uk-economy-2016/', 'http://www.telegraph.co.uk/technology/2017/02/27/cyber-attacks-against-financial-services-cost-consumers-8bn/', 'http://www.itproportal.com/news/last-years-cyber-attacks-had-cost-the-uk-economy-2-billion/']Last year cyber attacks had cost the united kingdom economy £2 billion['United Kingdom']United Kingdom

['https://foreignaffairs.co.nz/2018/07/03/mil-osi-asia-pacific-fraudulent-websites-and-phishing-email-related-to-bank-of-china-hong-kong-limited/', 'http://7thspace.com/headlines/542250/fraudulent_websites_and_phishing_email_related_to_bank_of_china_hong_kong_limited.html']Fraudulent websites and phishing email related to Bank of China ( Hong Kong ) Limited['China', 'Hong Kong']China, Hong Kong

['https://lenta.ru/news/2022/09/02/shoigu_oborona/', 'https://riasv.ru/rossiya/2022/09/02/shojgu-zayavil-o-vzlome-oborony-vsu-v-peskah/', 'https://aif.ru/politics/shoygu_soobshchil_o_vzlome_eshelonirovannoy_oborony_nacionalistov_v_donbasse', 'https://lenta.ru/news/2022/09/02/oborona/', 'https://russian.rt.com/ussr/article/1044015-shoigu-zayavlenie-svo-vsu-donbass', 'https://www.bfm.ru/news/507952', 'https://regnum.ru/news/3686271.html']Shoigu announced a hack in the Donbass of the defense in depth of the Armed Forces of Ukraine['Ukraine'] Ukraine

['https://www.news1.kr/articles/?4140475', 'http://www.busan.com/view/busan/view.php?code=2020120410554948125', 'https://www.news1.kr/articles/?4139893', 'https://www.news1.kr/articles/?4140485', 'https://www.news1.kr/articles/?4139736', 'http://segye.com/newsView/20201204512931', 'http://news.kmib.co.kr/article/view.asp?arcid=0015288626&code=61122015&sid1=all', 'http://www.busan.com/view/busan/view.php?code=2020120414401954556', 'https://www.etoday.co.kr/news/view/1970304', 'https://www.huffingtonpost.kr/entry/kaist-hacker-personal-information_kr_5fc99f39c5b619bc4c31b1fa', 'https://www.donga.com/news/It/article/all/20201206/104304487/1', 'https://news.joins.com/article/23937771']KAIST was hacked... Leakage of personal information of faculty and students['South Korea']South Korea

['https://www.insurancejournal.com/news/international/2019/07/24/533825.htm', 'https://www.dw.com/bs/kineski-hakeri-napali-njema%C4%8Dke-koncerne/a-49731763', 'http://www.dnesplus.bg/News.aspx?n=893331', 'https://www.computerworld.dk/art/248299/siemens-og-flere-store-virksomheder-ramt-af-hackerangreb', 'http://www.general-anzeiger-bonn.de/news/wirtschaft/ueberregional/Mehrere-Dax-Konzerne-waren-%C3%BCber-Jahre-Ziel-von-Hackern-article4152405.html', 'https://www.freiepresse.de/nachrichten/wirtschaft/mehrere-dax-konzerne-waren-ueber-jahre-ziel-von-hackern-artikel10571320', 'https://www.tlz.de/wirtschaft/mehrere-dax-konzerne-von-hackerangriff-betroffen-id226572857.html', 'https://www.computerworld.dk/art/248299/simens-og-flere-store-virksomheder-ramt-af-hackerangreb', 'https://www.oann.com/basf-siemens-henkel-roche-target-of-cyber-attacks/', 'https://www.nwzonline.de/wirtschaft/berlin-industriespionage-hackerangriff-auf-dax-konzerne_a_50,5,1587503439.html', 'https://www.elektroniknet.de/international/several-gerChinese hackers hit major German companies['Germany']Germany

['http://www.inform.kz/en/about-40-kazakh-websites-hacked-caica_a3159304', 'http://azh.kz/ru/news/view/50788', 'http://www.kazpravda.kz/en/news/society/about-40-kazakhstan-sites-hacked-in-2-days/', 'https://365info.kz/2018/02/hakery-vzlomali-40-kazahstanskih-sajtov/', 'https://www.nur.kz/1717680-bolee-40-kazahstanskih-sajtov-vzlomali-hakery-na-vyhodnyh.html', 'https://forbes.kz/news/2018/02/19/newsid_166456', 'http://www.kt.kz/rus/science/okolo_40_kazahstanskih_sajtov_vzlomani_hakerami_za_vihodnie_1153653052.html', 'http://www.kazpravda.kz/articles/view/za-2-dnya-bilo-vzlomano-okolo-40-kazahstanskih-saitov/']About 40 Kazakhstani websites were hacked in 2 days - News of Kazakhstan['Kazakhstan']Kazakhstan

['http://cajnewsafrica.com/2018/08/02/cyber-crooks-hack-zimbabwes-official-poll-site/', 'https://allafrica.com/stories/201808020675.html']Cyber crooks hack Zimbabwe official poll site['Zimbabwe']Zimbabwe

['https://www.computing.co.uk/news/4027058/hackers-exploited-shared-passwords-obsolete-windows-infiltrate-florida-water-treatment-plant', 'https://www.circleofblue.org/2021/federal-water-tap/federal-water-tap-february-15-after-florida-hacking-cybersecurity-officials-warn-utilities-about-vulnerabilities/', 'https://www.humanite.fr/un-hacker-pris-le-controle-du-reseau-de-distribution-deau-dune-ville-700809', 'http://www.koreatimes.com/article/20210208/1349189', 'https://magic107.iheart.com/content/2021-02-08-hacker-elevates-chemical-in-oldsmar-water-supply/', 'https://wflanews.iheart.com/featured/florida-news/content/2021-02-08-hacker-tried-to-make-oldsmar-water-toxic/', 'https://security.srad.jp:443/story/21/02/09/1550202/', 'https://www.keranews.org/news/2021-02-10/hack-exposes-vulnerability-of-cash-strapped-u-s-water-plants', 'https://www.wiltsglosstandard.co.uk/news/national/19075363.hacker-tried-taint-florida-citys-water-caustic-chemical-says-sheriff/', 'https://www.msn.com/en-us/news/us/florida-water-treaHacker attempted to change chemical levels at Florida water treatment plant , sheriff office says['United States']United States

['https://www.wbjournal.com/article/umass-memorial-health-hacked-up-to-210k-patients-impacted', 'https://www.govinfosecurity.com/healthcare-system-phishing-breach-affects-209000-a-17824', 'https://www.techradar.com/news/millions-of-healthcare-records-exposed-in-mega-data-breach', 'https://apnews.com/press-release/globe-newswire/technology-business-health-f85e617f8d1742790fc87f16349fc591', 'https://www.telegram.com/story/business/information-technology/2021/10/28/hacker-accessed-medical-info-thousands-email-breach-umass-memorial-health-worcester/8580074002/', 'https://www.newsweek.com/massachusetts-hospital-victimized-hack-leaves-thousands-patients-info-exposed-1643607', 'https://www.govtech.com/security/mass-health-system-data-breach-affects-about-200k-patients', 'https://www.leominsterchamp.com/story/business/information-technology/2021/10/30/hacker-accessed-medical-info-thousands-email-breach-umass-memorial-health-worcester/6214516001/']Mass . Health System Data Breach Affects About 200K Patients['United States']United States

['https://www.zamanalwsl.net/news/article/108505/', 'https://www.tech-wd.com/wd/2019/07/11/%D9%83%D8%A7%D8%B3%D8%A8%D8%B1%D8%B3%D9%83%D9%8A-%D8%A3%D9%84%D8%B9%D8%A7%D8%A8-%D9%81%D9%8A%D8%AF%D9%8A%D9%88-%D8%A8%D8%B1%D9%85%D8%AC%D9%8A%D8%A7%D8%AA-%D8%AE%D8%A8%D9%8A%D8%AB%D8%A9/']Kaspersky: More than 900,000 people fall victim to video games that spread malware['Syria'] Syria

['https://news.joins.com/article/23542612', 'http://news1.kr/articles/?3686131', 'http://segye.com/newsView/20190802504670', 'http://news.chosun.com/site/data/html_dir/2019/08/02/2019080201371.html', 'http://news.kmib.co.kr/article/view.asp?arcid=0013565175&code=61121311&sid1=soc']NIS Civilian Hacking Suspicion Concludes All Including Won Sae-Hoon Acquitted - Kookmin Daily['South Korea']South Korea

['http://www.elsol.com.ar/nota/305555/provincia/hackearon-de-nuevo-el-facebook-de-cornejo-y-en-el-gobierno-creen-que-fue-un-bromista.html', 'http://www.elintransigente.com/politica/2017/6/1/tras-hackeo-bullrich-filtran-informacion-sensible-ministerio-seguridad-439060.html', 'http://www.miamidiario.com/politica/venezuela/pdvsa/corrupcion/maibort-petit/sobornos/tarek-william-saab/hackeos/375549', 'http://www.milenio.com/politica/elecciones_coahuila_2017-secretaria_gobierno-guadiana-hacker-milenio-noticias-laguna_0_967103761.html', 'http://www.minutouno.com/notas/1554161-hackearon-el-mail-una-diputada-que-investiga-al-jefe-la-afi', 'http://www.diariouno.com.ar/mendoza/hackearon-la-cuenta-facebook-del-gobernador-alfredo-cornejo-20170608-n1412263.html', 'http://www.eldestapeweb.com/bullrich-mintio-el-hackeo-que-sufrio-filtraron-documentos-sensibles-seguridad-n29399', 'http://www.argnoticias.com/politica/Hackearon-el-mail-de-la-diputada-que-investiga-a-Arribas-por-coimas-20170530-0040.html', 'https://www.taringa.neThey hack accounts of the Secretary of Government of Coahuila['Mexico'] Mexico

['https://www.presstv.ir/Detail/2022/11/02/692050/Saudi-Arabia-targeting-dissidents-United-States', 'https://www.tasnimnews.com/en/news/2022/11/03/2798222/using-israeli-spyware-riyadh-intensifies-targeting-dissidents-in-us']Using Israeli Spyware Riyadh Intensifies Targeting Dissidents in US - World news['United States', 'Saudi Arabia']United States

['https://threatpost.com/malware-targets-qnap-hardware/149796/', 'https://www.securitylab.ru/news/502394.php', 'https://www.lifehacker.com.au/2019/11/update-your-qnap-nas-box-right-now-to-block-qsnatch-malware/', 'https://lifehacker.com/update-your-qnap-nas-box-right-now-to-block-qsnatch-mal-1839615325', 'https://www.cso.com.au/article/668125/thousands-qnap-nas-devices-infected-by-qsnatch-credential-stealing-malware/', 'https://www.computing.co.uk/ctg/news/3083305/qsnatch-malware-qnap', 'https://www.digi.no/artikler/skadevare-tar-full-kontroll-over-tusenvis-av-nas-enheter/477984', 'https://www.zdnet.com/article/thousands-of-qnap-nas-devices-have-been-infected-with-the-qsnatch-malware/']Thousands of QNAP NAS devices have been infected with the QSnatch malware['Taiwan'] Taiwan

['http://navbharattimes.indiatimes.com/india/nsg-website-hacked-defaced-with-derogatory-message-against-pm-modi/articleshow/56280380.cms', 'http://www.bhaskar.com/news/NAT-NAN-nsg-website-hacked-defaced-with-abusive-message-against-modi-news-hindi-5494908-PHO.html', 'http://www.amarujala.com/india-news/nsg-website-hacked-defaced-with-derogatory-message-against-pm-modi', 'http://naidunia.jagran.com/national-suspected-pak-hackers-deface-nsgwebsite-with-derogatory-message-against-pm-modi-924695', 'http://www.newsnow.in/news/nsg-website-hacked-defaced-with-abusive-message-against-pm', 'http://www.outlookindia.com/newswire/story/nsg-website-defaced-by-pakistani-hackers-profanity-ridden-message-for-pm-modi/963559', 'http://www.newindianexpress.com/nation/2017/jan/01/hackers-deface-nsg-website-with-anti-modi-bile-1555050.html', 'http://www.financialexpress.com/india-news/national-security-guards-website-hacked-pm-modi-called-for-free-kashmir/493101/', 'http://www.business-standard.com/article/current-affairs/nsg-webIndia National Security Guard website hacked['India'] India

['http://gulfbusiness.com/uaes-telecoms-regulator-says-1054-cyber-attacks-foiled-2016/', 'http://www.arabianbusiness.com/uae-says-more-than-1-000-cyber-attacks-foiled--667188.html']UAE says more than 1 , 000 cyber attacks foiled['UAE'] UAE

['https://www.bignewsnetwork.com/news/258103569/ico-punishes-heathrow-airport-over-serious-data-breach', 'https://www.afghanistannews.net/news/258103569/serious-data-breach-at-heathrow-airport-leads-to-huge-fine', 'https://www.afghanistansun.com/news/258103569/heathrow-airport-slapped-with-huge-fine-over-data-breach', 'https://www.computerweekly.com/news/252450178/ICO-hits-Heathrow-Airport-with-120000-data-breach-fine-over-lost-USB-stick', 'https://www.zdnet.com/article/heathrow-airport-fined-120000-over-usb-data-breach-debacle/']Heathrow Airport fined £120 , 000 over USB data breach debacle['United Kingdom']United Kingdom

['https://www.plansponsor.com/transamerica-hit-lawsuit-data-breach/', 'https://www.investmentnews.com/transamerica-401k-data-lawsuit-215153']Transamerica sued by 401 ( k ) participant over data breach['United States']United States

['https://www.arnnet.com.au/article/687490/vietnamese-hack-signals-major-leap-apac-cyber-espionage-campaigns/', 'https://vietgiaitri.com/nhom-hacker-nguy-hiem-tan-cong-mang-chinh-phu-viet-nam-20210410i5694461/', 'https://www.voatiengviet.com/a/v%C3%AC-sao-tin-t%E1%BA%B7c-trung-qu%E1%BB%91c-nh%E1%BA%AFm-t%E1%BA%A5n-c%C3%B4ng-ch%C3%ADnh-ph%E1%BB%A7-qu%C3%A2n-%C4%91%E1%BB%99i-vi%E1%BB%87t-nam-/5843898.html', 'https://tech.hindustantimes.com/tech/news/hackers-are-targeting-govt-military-sectors-in-vietnam-and-taking-control-over-remote-devices-71618383663275.html', 'https://www.securityweek.com/china-linked-cycldek-hackers-target-vietnamese-government-military', 'https://www.tin247.com/nhom-hacker-nguy-hiem-tan-cong-mang-chinh-phu-viet-nam-4-28586151.html']Dangerous Hacker Group Attacks the Government of Vietnam['Vietnam'] Vietnam

['https://www.taku105.com/news/news-of-the-north/alaska-health-department-impacted-by-malware-attack/', 'https://fm.kuac.org/post/malware-hack-forces-state-health-and-social-services-agency-reduce-online-services', 'https://www.govinfosecurity.com/alaska-health-department-services-affected-by-malware-attack-a-16708', 'https://www.insurancejournal.com/news/west/2021/05/21/615367.htm', 'https://www.680news.com/2021/05/19/alaska-health-department-website-targeted-in-malware-attack/', 'https://www.newsminer.com/news/alaska_news/another-alaska-state-website-hacked-multiple-programs-offline/article_f0fc431a-b8dc-11eb-b56a-5b1af604260b.html', 'https://www.securityweek.com/alaska-health-department-website-targeted-malware-attack']Alaska Health Department Website Targeted in Malware Attack['United States']United States

['https://www.bleepingcomputer.com/news/security/us-seizes-domains-used-by-apt29-in-recent-usaid-phishing-attacks/', 'https://www.darkreading.com/threat-intelligence/us-seizes-attacker-domains-used-in-usaid-phishing-campaign/d/d-id/1341183', 'https://www.justice.gov/opa/pr/justice-department-announces-court-authorized-seizure-domain-names-used-furtherance-spear', 'https://www.imperialvalleynews.com/index.php/8-news/22326-justice-department-announces-court-authorized-seizure-of-domain-names-used-in-furtherance-of-spear-phishing-campaign.html', 'https://www.bankinfosecurity.com/doj-seizes-2-domains-linked-to-usaid-phishing-campaign-a-16782', 'https://www.itpro.co.uk/security/cyber-security/359749/us-seizes-domains-used-in-recent-usaid-spear-phishing-attacks']Justice Department seizes domains used in USAID spear - phishing attacks['United States']United States

['https://www.theepochtimes.com/suspected-chinese-army-linked-hacking-group-targeted-neighboring-countries-report_3890450.html', 'https://www.newdelhitimes.com/chinese-hackers-attacked-afghan-council-network-cybersecurity-firm-says/', 'https://www.washingtontimes.com:443/news/2021/jul/1/hackers-breach-afghan-government-in-china-related-/', 'https://thehill.com/policy/cybersecurity/560998-researchers-uncover-effort-by-chinese-speaking-hackers-to-target-afghan', 'https://www.msn.com/en-xl/news/other/chinese-hackers-impersonated-afghanistan-s-presidential-office-to-steal-documents-using-dropbox-research-group-says/ar-AALH5Ag', 'https://www.breitbart.com/national-security/2021/07/02/report-chinese-hackers-attack-afghanistan-national-security-council/']Researchers uncover effort by Chinese - speaking hackers to target Afghan government['Afghanistan']Afghanistan

['https://africajournalismtheworld.com/tag/kenya-tax-hacked/', 'https://africajournalismtheworld.com/2017/03/23/kenya-hacker-stole-nearly-40m-from-tax-authorities/', 'http://www.aitonline.tv/post-kenyan_police_detains_man_for__hacking__tax_system__siphoning_millions_of_dollars', 'https://www.standardmedia.co.ke/article/2001233552/man-charged-with-hacking-kra-and-causing-sh4b-loss', 'http://www.dailytrust.com.ng/news/international/kenya-revenue-authority-lost-39m-to-hacker/190389.html', 'http://bangla.bdnews24.com/tech/article1307878.bdnews', 'http://nairobinews.nation.co.ke/news/hacker-kra-appeals-bail/', 'http://www.the-star.co.ke/news/2017/03/21/man-charged-with-hacking-kra-system-causing-sh4-billion-loss_c1528985', 'http://www.nation.co.ke/news/Police-link-Chinese-firm-to-hacking-racket/1056-3856194-9xkoh5/', 'https://africajournalismtheworld.com/tag/kenya-hacker/', 'http://www.aljazeera.com/news/2017/03/kenyan-accused-hacking-tax-agency-stealing-40m-170323052953839.html', 'http://citifmonline.com/2017/03/Kenya Revenue Authority  lost $39m to hacker  – Nehanda Radio['Kenya'] Kenya



['http://www.nzherald.co.nz/nz/news/article.cfm?c_id=1&objectid=11993463', 'http://www.nzherald.co.nz/technology/news/article.cfm?c_id=5&objectid=11993463']Porirua City Council and Whangarei District Council websites cryptojacked in international cyber attack['New Zealand']New Zealand

['https://www.zdnet.com/article/phishing-spikes-as-private-health-continues-to-be-most-breached-sector-in-australia/', 'https://www.computerworld.com.au/article/648901/phishing-key-source-australian-data-breaches-report-confirms/']Phishing a key source of Australian data breaches , report confirms['Australia']Australia

['http://www.itpro.co.uk/cyber-security/31895/tv-licensing-urges-thousands-of-viewers-to-check-bank-statements-after-data', 'http://www.itpro.co.uk/cyber-security/31895/tv-licencing-urges-thousands-of-viewers-to-check-bank-statements-after-data', 'http://www.alphr.com/security/1009897/tv-licensing-data-breach']TV Licensing suffers data breach exposing over 40 , 000 viewer bank details['United Kingdom']United kingdom

['https://www.t-online.de/digital/sicherheit/id_87205258/datenpanne-bei-microsoft-millionen-kundendaten-lagen-offen-im-netz.html', 'https://nakedsecurity.sophos.com/2020/01/22/big-microsoft-data-breach-250-million-records-exposed/', 'https://lifehacker.com/how-to-protect-yourself-in-microsofts-recent-data-breac-1841185226', 'https://www.lifehacker.com.au/2020/01/how-to-protect-yourself-in-microsofts-recent-data-breach/', 'https://gadgets.ndtv.com/internet/news/microsoft-data-breach-250-million-customer-service-records-exposed-online-2168687', 'https://www.grahamcluley.com/microsoft-data-breach/']Microsoft Data Breach : 250 Million Customer Service Records Exposed Online['United States']United States

['https://threatpost.com/nypd-fingerprint-database-ransomware/150592/', 'https://www.americancityandcounty.com/2019/12/02/nypd-pulls-fingerprint-database-offline-due-to-ransomware-scare/', 'https://www.scmagazine.com/home/security-news/ransomware/nypd-fingerprint-database-touched-by-ransomware/']NYPD fingerprint database touched by ransomware['United States']United States

['https://livenews.co.nz/2019/10/14/cyber-attacks-costing-nz-millions-of-dollars-annually/', 'http://business.scoop.co.nz/2019/10/14/cyber-attacks-costing-nz-millions-of-dollars-annually/', 'http://www.voxy.co.nz/technology/5/350033']Cyber attacks costing NZ millions of dollars annually - NZTech['New Zealand']New Zealand

['http://www.dailymail.co.uk/wires/pa/article-5544343/Hacker-tools-caused-chaos-repay-70-000-face-jail-time.html', 'https://www.computing.co.uk/ctg/news/3029318/cyber-crook-must-pay-gbp69-000-or-face-another-2-year-prison-sentence-after-selling-hacking-tool', 'https://www.hertfordshiremercury.co.uk/news/hertfordshire-news/hertfordshire-computer-hacker-who-created-1399159', 'http://www.theboltonnews.co.uk/news/national/16116093.Hacker_whose_tools_caused_chaos_must_repay___70_000_or_face_further_jail_time/', 'http://www.watfordobserver.co.uk/news/16116165.computer-hacker-who-caused-chaos-all-over-the-world-must-pay-70k/']Computer hacker who caused chaos all over the world must pay £70k['United Kingdom']United Kingdom

['http://www.abc.net.au/news/2018-09-08/perth-mint-data-breach/10217258', 'https://www.9news.com.au/national/2018/09/08/14/18/hackers-target-perth-mint-trading-platform', 'https://www.perthnow.com.au/technology/security/perth-mint-data-breach-investigation-after-customer-information-hacked-ng-b88954399z']Perth Mint data breach : Investigation after customer information hacked['Australia']Australia

['http://heraldk.com/2018/09/13/%EA%B5%AD%EB%AF%BC%EC%97%B0%EA%B8%88%EA%B3%B5%EB%8B%A8-%ED%95%B4%ED%82%B9-%EA%B3%B5%EA%B2%A9-6%EB%85%84%EC%83%88-374%EA%B1%B4%EA%B0%9C%EC%9D%B8%EC%A0%95%EB%B3%B4-2200%EB%A7%8C%EA%B1%B4/', 'HTTP://www.yonhapnews.co.kr/society/2018/09/14/0706000000AKR20180914076200017.HTML?template=5567', 'http://news.hankyung.com/article/201809145278Y']22 million pieces of personal information National Pension Service Hacking Attack Steady['South Korea']South Korea

['https://kitchener.ctvnews.ca/cyber-security-expert-weighs-in-on-data-breach-at-waterloo-public-school-board-1.5998805', 'https://www.cbc.ca/news/canada/kitchener-waterloo/waterloo-region-district-school-board-cyber-attack-1.6526731']Waterloo Region District School Board hit by cyber attack['Canada'] Canada

['https://www.journaldemontreal.com/2019/07/01/le-site-dun-journal-etudiant-de-luniversite-dottawa-efface-par-un-pirate', 'https://ottawacitizen.com/news/local-news/hacker-shuts-down-uottawa-student-newspaper-website', 'https://ottawasun.com/news/local-news/hacker-shuts-down-uottawa-student-newspaper-website/wcm/8d37a22f-80ee-4f57-a1d7-94373d57186f']HACKED : uOttawa student newspaper website disabled['Canada'] Canada

['https://www.mediapost.com/publications/article/331362/ana-suffers-phishing-attack-possible-theft-of-dat.html', 'https://tvnewscheck.com/article/more-news/229563/ana-suffers-phishing-attack-possible-data-theft/']ANA Suffers Phishing Attack , Possible Data Theft['Japan'] Japan

['https://www.gazettelive.co.uk/news/teesside-news/whitby-wildlife-sanctuary-owner-devastated-17124427', 'https://www.yorkshirepost.co.uk/news/crime/whitby-wildlife-sanctuary-scammed-out-of-13k-in-cruel-email-hack-1-10068842']Whitby Wildlife Sanctuary scammed out of £13k in cruel email hack['United Kingdom']United Kingdom

['http://www.newsnow.in/news/darknet-hackers-are-now-making-it-big-in-bitcoins-through-illegal-assignments', 'http://articles.economictimes.indiatimes.com/tech/internet/indias-darknet-hackers-mint-bitcoins-from-illegal-assignments/articleshow/60786896.cms', 'http://economictimes.indiatimes.com/tech/internet/indias-darknet-hackers-mint-bitcoins-from-illegal-assignments/articleshow/60786896.cms', 'http://telecom.economictimes.indiatimes.com/news/indias-darknet-hackers-mint-bitcoins-from-illegal-assignments/60789008']Bitcoin : India darknet hackers mint bitcoins from illegal assignments , Telecom News , ET Telecom['India'] India

['https://www.bbc.com/news/world-asia-44250769', 'https://www.msn.com/en-gb/news/world/state-hackers-target-afghan-diplomats/ar-AAxOT5N', 'https://www.businessinsider.com.au/pakistani-military-allegedly-hacked-us-uk-and-australian-phones-officials-2018-5', 'https://www.theaustralian.com.au/national-affairs/national-security/pakistan-military-accused-of-hacking-australian-diplomats/news-story/f6938254fa998caf663decc09ad8365e?nk=3c676198d27f88aee1573dfe41c77974-1527087789', 'https://dailypost.in/news/us-uk-australian-officials-phones-hacked-pak-military/', 'https://www.bbc.com/urdu/pakistan-44263715', 'https://nation.com.pk/27-May-2018/-hackers-target-afghan-diplomats-in-pakistan', 'http://www.businessinsider.com/pakistani-military-allegedly-hacked-us-uk-and-australian-phones-officials-2018-5', 'https://www.databreaches.net/afghan-diplomats-in-pakistan-targeted-by-state-backed-hackers/', 'http://www.ehackingnews.com/2018/05/afghan-diplomats-in-pakistan-targeted.html', 'https://www.wearethemighty.com/pakistani-mAfghan diplomats in Pakistan targeted by ‘ state - backed hackers['Pakistan']Afghanistan

['https://www.thestar.com/news/canada/2018/10/01/report-says-spyware-used-to-track-canadian-based-activist.html', 'http://www.canadianinquirer.net/2018/10/01/controversial-spyware-used-track-canadian-based-activist-report/', 'https://globalnews.ca/tag/saudi-arabia-spyware/', 'https://www.businessinsider.com/saudi-agents-install-smartphone-spyware-to-track-critics-abroad-citizen-lab-2018-10', 'https://www.techdirt.com/articles/20181004/09334340780/israeli-tech-companys-spyware-still-being-used-to-target-journalists-activists.shtml', 'https://www.timesofisrael.com/israeli-spyware-used-against-saudi-arabian-dissident-in-canada-report/', 'https://www.business-humanrights.org/en/citizen-lab-report-finds-nso-groups-spyware-used-against-activists-is-spreading-into-us-canada-france-43-other-countries', 'https://www.iphoneincanada.ca/news/omar-abdulaziz-finds-saudi-planted-spyware/', 'https://ipolitics.ca/2018/10/01/spyware-used-to-track-canadian-based-activist-report/', 'https://www.alaraby.co.uk/english/news/2018/10Saudis used controversial spyware to track political activist in Canada : report['Canada'] Canada

['https://jogja.tribunnews.com/2021/09/04/wni-bersekongkol-dengan-warga-nigeria-meretas-email-perusahaan-ekspor-bawa-lari-uang-rp-14-m', 'https://www.viva.co.id/berita/kriminal/1401616-retas-email-perusahaan-sindikat-penipu-jaringan-afrika-raup-rp1-4-m', 'https://www.pikiran-rakyat.com/nasional/pr-012531520/modus-operandi-bajak-email-sindikat-hacker-internasional-gasak-uang-rp14-m-milik-perusahaan-di-diy', 'https://www.solopos.com/perusahan-di-jogja-jadi-korban-peretasan-e-mail-rugi-rp14-miliar-1151729']Companies in Jogja Become Victims of Hacking E-Mail, Losing IDR 1.4 Billion['Indonesia']Indonesia

['https://newsbreak.dk/danske-energiselskaber-ramt-af-hackerangreb/', 'https://sn.dk/Danmark/Store-danske-energiselskaber-blev-ramt-af-hackerangreb/artikel/1406616']Large Danish energy companies were hit by hacker attacks['Denmark']Denmark

['https://www.mskagency.ru/materials/3120855', 'https://rg.ru/2021/06/11/reg-cfo/za-vzlom-sistemy-onlajn-golosovaniia-v-moskve-poobeshchali-nagradu.html', 'http://mospravda.ru/2021/06/10/204553/']2 MILLION RUBLES WILL BE PAYED FOR HACKING THE MOSCOW ONLINE VOTING SYSTEM - MosPravda - info['Russia'] Russia

['https://www.rtl.fr/actu/futur/tchap-la-nouvelle-messagerie-securisee-de-l-etat-francais-deja-piratee-7797458809', 'https://securite.developpez.com/actu/257395/Tchap-la-messagerie-securisee-du-gouvernement-francais-a-deja-ete-victime-d-un-piratage-alors-qu-elle-n-est-disponible-que-depuis-quelques-jours/', 'https://www.planet.fr/politique-la-messagerie-securisee-du-gouvernement-deja-piratee.1757421.29334.html']Government secure messaging already hacked!['France'] France

['http://arabic.news.cn/2018-08/06/c_137371603.htm', 'http://www.vetogate.com/3264843']Veto Gate: China eliminated 644 cyber attack networks in 2017['China'] China

['http://www.scmp.com/news/china/diplomacy-defence/article/2142863/china-hackers-accused-attacking-japanese-defence-firms', 'http://news1.kr/articles/?3297726', 'http://www.diodeo.com/news/view/2808292']Chinese hackers, cyber attacks on Japanese defense companies in the second half of last year - Diodeo['Japan'] Japan

['https://www.afr.com/politics/federal/police-called-as-nsw-labor-hit-by-cyber-attack-20210505-p57p1k', 'https://www.sunshinecoastdaily.com.au/news/labor-targeted-in-cyber-attack/4252036/', 'https://www.smh.com.au/national/nsw/police-investigate-cyber-attack-on-nsw-labor-party-20210505-p57p4y.html']NSW Labor hit by a major cyber attack ['Australia']Australia

['https://www.fox29.com/news/latest-russian-hack-attempt-largely-fended-off-by-us-agencies-white-house-says', 'https://www.handelsblatt.com/politik/international/it-sicherheit-us-regierungsbehoerden-wehren-cyberangriff-ab/27238532.html', 'http://www.sun-sentinel.com/news/nationworld/ct-aud-nw-us-white-house-agencies-fended-russia-20210528-svapncye6fd4bnrg3ljwcue7cq-story.html', 'https://www.wiwo.de/politik/ausland/it-sicherheit-us-regierungsbehoerden-wehren-cyberangriff-ab/27238586.html', 'https://www.startribune.com/us-says-agencies-largely-fended-off-latest-russian-hack/600062279/', 'https://kstp.com/national/us-says-agencies-largely-fended-off-latest-russian-hack/6125112/?cat=12678', 'https://www.nbcnewyork.com/news/local/us-says-agencies-largely-fended-off-latest-russian-hack/3081156/']US says agencies largely fended off latest Russian hack['United States']United States

['https://hindi.webdunia.com/latest-deutsche-welle-news/war-again-exposed-fundamental-flaws-in-power-plants-122032100006_1.html', 'http://www.msn.com/en-nz/news/australia/electricity-grid-increasingly-vulnerable-to-hackers-via-solar-panels-smart-devices/ar-AAV2ZCz']Electricity grid increasingly vulnerable to hackers via solar panels , smart devices['India'] India

['https://globalnews.ca/news/6373514/ehealth-saskatchewan-offline-while-dealing-with-ransomware-attack/', 'https://www.itbusiness.ca/news/personal-health-data-remains-secure-after-ransomware-attack-says-saskatchewans-ehealth-ceo/113724', 'https://thestarphoenix.com/news/local-news/ehealth-saskatchewan-hit-by-ransomware-attack-but-private-records-not-compromised/wcm/7cabe1b5-18a0-412d-89af-9ec89998a79d', 'https://leaderpost.com/news/local-news/ehealth-saskatchewan-hit-by-ransomware-attack-but-private-records-not-compromised', 'https://www.my921.ca/2020/01/06/ehealth-saskatchewan-targeted-by-ransomware-attack/']eHealth Saskatchewan targeted by ransomware attack['Canada'] Canada

['https://districtadministration.com/data-breach-may-have-occurred-on-tenn-college-planning-site/', 'https://www.newschannel5.com/news/college-planning-website-suffers-data-breach-leaving-tennessee-students-at-risk']College planning website suffers data breach , leaving Tennessee students at risk['United States']United States

['http://www.12newsnow.com/news/local/beaumont-water-utilities-warn-customers-of-data-breach/467040044', 'http://www.beaumontenterprise.com/news/article/Beaumont-suspends-online-water-payment-system-11956425.php', 'http://fox4beaumont.com/news/local/potential-data-breach-in-beaumonts-online-water-billing-payment-system']Beaumont suspends online water payment system following data breach['United States']United States

['https://www.businessinsider.in/investment/news/hackers-steal-120-million-from-defi-protocol-badgerdao-platform-hits-indefinite-pause-on-all-smart-contract-activity/articleshow/88068762.cms', 'https://www.elboletin.com/el-bitcoin-cae-por-debajo-de-los-50-000-dolares-tras-el-hackeo-de-bitmart/', 'https://www.expansion.com/mercados/bitcoin/2021/12/06/61adf1b6e5fdea7f758b4698.html', 'https://www.phonandroid.com/ethereum-shiba-inu-des-pirates-volent-150-millions-de-dollars-en-cryptomonnaies.html', 'https://money.bg/finance/porednata-krazhba-hakeri-iztochiha-blizo-usd200-miliona-ot-golyama-kriptoborsa.html', 'https://www.bhaskar.com/tech-auto/news/cryptocurrency-hacking-rs-905-crore-crypto-stolen-from-badgerdao-defi-platform-129179808.html', 'https://www.naturalnews.com/2021-12-08-hackers-steal-196-million-from-bitmart.html', 'https://www.gobankingrates.com/investing/crypto/hacked-crypto-exchange-bitmart-promises-compensate-users/', 'https://news.mt.co.kr/mtview.php?no=2021120114525740140&type=2&sec=politics&pDepHackers Steal IDR 2.8 Trillion of Crypto from BitMart['Indonesia']Indonesia

['http://www.itbear.com.cn/html/2020-07/382190.html', 'https://tech.china.com/article/20200701/072020_551387.html']Internet hackers pretend to be Soul App to deceive people. Malicious behavior is disgusting_中国网['China'] China

['https://tsn.ua/ukrayina/hakerska-ataka-paralizuvala-robotu-merezhi-zapravok-klo-952405.html', 'https://ru.tsn.ua/ukrayina/hakerskaya-ataka-paralizovala-rabotu-seti-zapravok-klo-885728.html']Hacker attack paralyzed the operation of the KLO gas station network['Ukraine'] Ukraine

['https://www.beckershospitalreview.com/healthcare-information-technology/the-cost-of-a-malware-attack-nuance-attributes-98m-in-lost-revenue-to-notpetya-6-things-to-know.html', 'http://www.healthcareitnews.com/news/hackers-hit-nuance-again-2017-while-notpetya-cost-98-million-lost-revenue']Hackers hit Nuance again in 2017 , while NotPetya cost $98 million in lost revenue['United States']United States

['https://www.azernews.az/business/134894.html', 'http://today.az/news/society/171987.html']Today . Az - Over 9 pct of Android users in Azerbaijan affected by malware in 1H2018['Azerbaijan']Azerbaijan

['https://www.infosecurity-magazine.com:443/news/new-hmrc-phishing-scam/', 'https://www.techradar.com/news/hackers-target-the-self-employed-with-new-hmrc-sms-phishing-scam', 'http://www.thecommentator.com/article/7698/cyber_criminals_bombard_self_employed_workers_with_hmrc_sms_phishing_scam']Cyber criminals bombard self - employed workers with HMRC SMS phishing scam['United Kingdom']United Kingdom

['https://www.lesoir.be/344389/article/2020-12-17/bruxelles-des-panneaux-publicitaires-hackes-diffusent-des-messages-complotistes', 'https://www.rtbf.be/info/belgique/detail_des-panneaux-publiciaires-hackes-ont-diffuse-des-messages-complotistes-a-bruxelles?id=10656687', 'https://www.capital.fr/economie-politique/covid-19-des-panneaux-publicitaires-belges-pirates-par-des-complotistes-1389129']Covid - 19: Belgian billboards hacked by conspirators['Belgium'] Belgium

['https://www.crowdfundinsider.com/2021/07/178342-us-senator-gary-peters-investigates-crypto-and-ransomware-introduces-legislation/', 'https://thehill.com/policy/cybersecurity/563882-peters-launches-bipartisan-investigation-into-increasing-ransomware', 'https://www.cnn.com/2021/07/20/politics/cryptocurrency-ransomware-investigation-gary-peters/']Gary Peters , a key senator , launches investigation into cryptocurrency role in ransomware attacks['United States']United States

['https://www.nytimes.com/2022/08/27/us/georgia-trump-coffee-county-election.html', 'https://m.lasvegassun.com/news/2022/aug/28/election-data-breach-attracts-georgia-investigator/']Election data breach attracts Georgia investigators['Georgia'] United States

['https://www.southwalesargus.co.uk/news/17680431.man-arrested-by-south-wales-police-in-connection-with-university-of-south-wales-data-breach/', 'https://www.itpro.co.uk/data-breaches/33745/police-investigate-university-of-south-wales-data-breach', 'https://www.southwalesargus.co.uk/news/17677511.south-wales-police-investigating-data-breach-at-university-of-south-wales/', 'https://www.bbc.co.uk/news/uk-wales-48486155', 'https://www.walesonline.co.uk/news/education/university-south-wales-data-breach-16356171']Police investigate data breach at University of South Wales['United Kingdom']United Kingdom

['https://www.salon.com/2018/01/29/after-sean-hannitys-twitter-is-hacked-fans-blame-deep-state-conspiracy/', 'http://www.bostonherald.com/news/national/2018/01/hannity_s_twitter_hacking_sparks_deep_state_rumors', 'http://www.dailymail.co.uk/news/article-5320175/Sean-Hannitys-Twitter-disappears-conspiracy-theories-ensue.html']Hannity Twitter hacking sparks  deep state  rumors['United States']United States

['https://gazeta.ua/ru/articles/np/_sbu-nejtralizovala-pochti-35-tys-kiberatak-na-gosorgany-i-ob-ekty-infrastruktury/1114067', 'https://gazeta.ua/articles/np/_sbu-zneshkodila-tisyachi-kiberatak-podrobici/1114067', 'https://wz.lviv.ua/news/473889-z-pochatku-viiny-sbu-neitralizuvala-maizhe-3-5-tys-kiberatak-na-orhany-vlady-ta-obiekty-infrastruktury']Since the beginning of the war, the SBU has neutralized almost 3,500 cyber attack on government bodies and infrastructure facilities['Ukraine'] Ukraine

['https://www.techtimes.com/articles/270198/20220107/hackers-steal-bored-ape-mutant-nft-bored-ape-nft-hack.htm', 'https://tekno.kompas.com/read/2022/01/11/18410037/koleksi-nft-kera-senilai-rp-31-miliar-dicuri-hacker']Monkey NFT Collection Worth IDR 31 Billion Stolen by Hackers['Indonesia']Indonesia

['https://dnes.dir.bg/intsidenti/imalo-dve-hakerski-ataki-kam-prebroyavaneto-ekspert-po-it-sigurnost-obyasni-falstarta', 'https://sofiaglobe.com/2021/09/07/hacking-attack-on-website-as-bulgarias-2021-census-gets-underway/', 'https://dnes.dir.bg/comments/hakerska-ataka-oshte-v-parvite-chasove-na-natsionalnoto-prebroyavane', 'https://money.bg/politics/prebroyavyane-2021-zapochna-s-hakerska-ataka.html', 'https://dnes.dir.bg/obshtestvo/nsi-obmislya-da-udalzhi-elektronnoto-prebroyavane-zaradi-hakerskite-ataki', 'https://novini.bg/bylgariya/obshtestvo/680124', 'https://novini.bg/bylgariya/obshtestvo/679985', 'https://dnes.dir.bg/comments/nsi-obmislya-da-udalzhi-elektronnoto-prebroyavane-zaradi-hakerskite-ataki', 'https://www.dnevnik.bg/bulgaria/2021/09/08/4250870_dve_hakerski_ataki_e_imalo_v_purviia_den_ot/', 'https://dnes.dir.bg/comments/imalo-dve-hakerski-ataki-kam-prebroyavaneto-ekspert-po-it-sigurnost-obyasni-falstarta', 'https://news.bg/bulgaria/hakeri-atakuvaha-prebroyavyane-2021-g-na-starta-mu.html', 'https:Hackers attacked Census 2021. at its launch['United Kingdom']United Kingdom

['https://tweakers.net/nieuws/169786/cia-gebruikte-sinds-2018-nieuwe-bevoegdheden-om-offensieve-hacks-uit-te-voeren.html', 'https://www.bbc.com/persian/iran-53425338', 'https://www.forbes.com/sites/siladityaray/2020/07/15/report-cia-conducted-cyber-attacks-against-iran-russia-after-secret-trump-order-in-2018/', 'https://www.zdnet.com/article/report-cia-received-more-offensive-hacking-powers-in-2018/', 'http://calibre800.com/reportan-que-trump-amplio-los-poderes-de-la-cia-para-realizar-ciberataques-es-ofensivos/', 'https://rs.sputniknews.com/svet/202007201123045492-tramp-omogucio-sajber-napade-cia-na-rusiju-i-iran/', 'http://www.nspm.rs/hronika/sputnjik-cia-je-od-2018.-izvrsila-niz-sajber-napada-na-rusiju-i-iran-operaciju-licno-odobrio-tramp.html']Sputnik: Since 2018, the CIA carried out a series of cyber attacks on Russia and Iran, the operation was personally approved by Trump['Russia', 'Iran']Russia, Iran

['https://mobil.nu/it-tele/23-af-danske-virksomheder-har-vaeret-udsat-hackerangreb-89359', 'https://sn.dk/Danmark/Efterretningstjeneste-haandplukker-dansk-hackerlandshold/artikel/745064', 'https://jyllands-posten.dk/indland/ECE10591156/efterretningstjeneste-haandplukker-dansk-hackerlandshold/', 'http://ftnews.firetrench.com/2018/05/hackers-target-danish-train-service-over-the-weekend/', 'https://www.tv2lorry.dk/artikel/hackerangreb-koster-pressede-bycykler-stort-oekonomisk-tab', 'https://www.thelocal.dk/20180514/cyber-attack-hits-danish-rail-network', 'https://www.fyens.dk/article/3255534', 'https://sn.dk/Danmark/Hvert-ottende-cyberangreb-paa-danske-virksomheder-lykkes/artikel/745798', 'http://internetua.com/v-kopengagene-haker-paralizovali-rabotu-gorodskoi-sistem-veloprokata-na-neskolko-dnei', 'http://biznes.interia.pl/firma/news/ataki-hakerow-moga-doprowadzic-do-upadku-firmy,2567733,1852', 'https://www.modernreaders.com/disgruntled-hacker-takes-out-entire-bike-hire-network/244674/admin', 'http://cphpost.dk/Every eighth cyber attack on Danish companies succeeds - Tech['Denmark']Denmark

['https://www.cnn.com/2018/11/01/politics/joe-manchin-social-media-hacked/', 'https://www.huffingtonpost.com/entry/joe-manchin-social-media-hacked_us_5bdb9b8ce4b09d43e31d57fb', 'https://www.thedailybeast.com/sen-joe-manchins-social-media-accounts-hacked-2', 'https://ktvq.com/cnn-us-politics/2018/11/01/sen-joe-manchin-says-his-social-media-accounts-were-hacked/', 'https://www.reuters.com/article/us-usa-election-manchin/u-s-senator-manchins-social-media-accounts-hacked-statement-idUSKCN1N6691', 'https://www.cbsnews.com/news/joe-manchins-social-media-accounts-hacked-his-office-says/', 'https://www.wsaz.com/content/news/Senator-Manchin-says-someone-hacked-his-social-media-accounts-499339251.html', 'https://www.wdtv.com/content/news/Senator-Manchin-says-someone-hacked-his-social-media-accounts-499340041.html', 'http://news.trust.org/item/20181101225907-p9vfw', 'http://www.msn.com/en-us/news/politics/manchin-says-social-media-accounts-were-hacked/ar-BBPeuJa', 'https://dailycaller.com/2018/11/01/joe-manchin-social-mJoe Manchin Campaign Says His Official Social Media Accounts Were Hacked['United States']United States

['https://www.levif.be/actualite/belgique/les-britanniques-ont-sabote-l-enquete-sur-le-hacking-de-belgacom/article-normal-1045253.html', 'https://www.lavenir.net/cnt/dmf20181025_01247720/les-britanniques-ont-sabote-l-enquete-sur-le-hacking-de-belgacom', 'https://tass.ru/mezhdunarodnaya-panorama/5717440', 'https://www.securitylab.ru/news/496151.php', 'https://www.rtbf.be/info/belgique/detail_les-britanniques-ont-sabote-l-enquete-sur-le-hacking-de-belgacom?id=10055831', 'https://www.theguardian.com/uk-news/2018/oct/25/uk-refusal-cooperate-belgian-hacking-inquiry-condemned-gchq-belgacom', 'https://www.cybersecurityintelligence.com/blog/british-refuse-to-co-operate-with-belgian-hacking-inquiry-3849.html', 'https://www.theinquirer.net/inquirer/news/3065199/the-uk-is-refusing-to-cooperate-with-belgium-over-alleged-hacking-claims', 'https://www.scmp.com/news/world/europe/article/2170250/belgium-condemns-uk-over-refusal-cooperate-inquiry-alleged-british', 'https://www.capital.ua/ru/news/120094-britanskie-spetssluzhbyThe Brussels Times - British intelligence hacked Belgacom then sabotaged investigation['Belgium'] Belgium

['https://techxplore.com/news/2020-12-florida-hacking-servers.html', 'https://runews24.ru/world/20/12/2020/621ed1ea251cf0d16ca913c8e3d06716']The US state of Florida launched an investigation after a hacker attack on servers['United States']United States

['https://echo.msk.ru/news/2302434-echo.html', 'http://novosti.ua/politics/169175', 'https://www.fontanka.ru/2018/10/24/101/', 'https://www.rbc.ru/rbcfreenews/5bd06df79a79475906d8b31b']The media learned about the cyber attack on the Ministry of Defense of Japan['Japan'] Japan

['http://andaluciainformacion.es/andalucia/670588/incibe-alerta-de-una-campana-de-phishing-para-robar-datos-de-apple/', 'http://andaluciainformacion.es/cadiz/670588/incibe-alerta-de-una-campana-de-phishing-para-robar-datos-de-apple/']Incibe alert of a phishing campaign to steal data from Apple · Cádiz · Andalucía Information['Spain'] Spain

['https://www.tdg.ch/suisse/Un-parlementaire-sur-huit-a-ete-pirate/story/12086957', 'https://www.tagesanzeiger.ch/schweiz/standard/internetkonten-von-37-parlamentariern-gehackt/story/17368119']Every eighth parliamentarian hacked ['Switzerland']Switzerland

['https://www.azernews.az/business/133207.html', 'https://www.trend.az/business/it/2914671.html', 'https://en.trend.az/business/it/2914686.html']Azerbaijan faces frequent hacking incidents['Azerbaijan']Azerbaijan

['https://www.scmagazineuk.com/ai-startup-clarifai-hacked-by-russian-operatives-in-pentagon-maven-project/article/773779/', 'https://www.wired.com/story/startup-working-on-contentious-pentagon-ai-project-was-hacked/', 'https://www.developpez.com/actu/209627/Clarifai-une-startup-d-IA-impliquee-dans-le-projet-Maven-soupconnee-d-avoir-ete-piratee-par-des-Russes-le-code-source-a-t-il-ete-expose/', 'https://venturebeat.com/2018/06/13/ai-startup-clarifai-hacked-by-russian-source-while-allegedly-part-of-pentagons-project-maven/', 'https://www.scmagazine.com/ai-startup-clarifai-hacked-by-russian-operatives-during-pentagon-maven-project-lawsuit-claims/article/773687/']AI startup Clarifai hacked by Russian operatives during Pentagon Maven project , lawsuit claims['United States']United States

['https://www.datacenterknowledge.com:443/business/ibm-settles-pentagon-long-disputed-hacking-allegation', 'https://www.datacenterdynamics.com/en/news/ibm-settles-2006-national-defense-university-hacking-case-900k/']IBM settles 2006 National Defense University hacking case for $900k['United States']United States

['https://sputniknews.com/20220422/hack-dhs-bug-bounty-program-identifies-122-cybersecurity-vulnerabilities-1094981501.html', 'https://www.securitylab.ru/news/531303.php']Hack DHS Program Participants Find 122 Vulnerabilities in US DHS Systems['United States']United States

['http://www.zocalo.com.mx/reforma/detail/detuvo-eu-hackeo-de-rusia-en-2018', 'https://www.elmanana.com/estados-unidos-detuvo-hackeo-de-rusia-en-2018-estados-unidos-ira-rusia-hackeo/4762841']US halted hacking of Russia in 2018 ['Russia'] Russia



['https://24tv.ua/ru/ru/vzlomat__roskomnadzor_russkij_portal_ignoriruet_ujazvimost_kotoraja_otkryvaet_dostup_k_dannym_14_millionov_polzovatelej_n919877', 'http://www.the-village.ru/village/city/news-city/300149-important-news']"Kremlin report", hacking of the Rosobrnadzor website and new requirements for The Village online stores['Russia'] Russia

['https://nt.se/nyheter/misstankt-betygsmanipulation-vid-dataintrang-om5524689.aspx', 'http://www.corren.se/nyheter/misstankt-betygsmanipulation-vid-dataintrang-om5524689.aspx', 'http://www.unt.se/nyheter/omvarld/misstankt-betygsmanipulation-vid-dataintrang-5114547.aspx', 'http://eposten.se/nyheter/omvarld/misstankt-betygsmanipulation-vid-dataintrang-unt5114547.aspx', 'http://www.blt.se/tt-inrikes/misstankt-betygsmanipulation-vid-dataintrang/', 'http://kuriren.nu/nyheter/misstankt-betygsmanipulation-vid-dataintrang-nm4945427.aspx', 'https://www.dn.se/nyheter/sverige/misstankt-betygsmanipulation-vid-dataintrang/', 'http://vt.se/nyheter/misstankt-betygsmanipulation-vid-dataintrang-om5524689.aspx', 'http://www.pt.se/nyheter/misstankt-betygsmanipulation-vid-dataintrang-11013942.aspx', 'https://www.aftonbladet.se/nyheter/a/Qlz9rP/misstankt-betygsmanipulation-vid-dataintrang', 'http://www.kristianstadsbladet.se/tt-inrikes/misstankt-betygsmanipulation-vid-dataintrang/', 'http://www.ystadsallehanda.se/tt-inrikes/missSuspected grade manipulation during data breach - News - News Västervik Gamleby Ankarsrum['Sweden'] Sweden

['https://www.wgrz.com/article/news/local/catholic-health-patients-from-mount-saint-marys-sisters-of-charity-hospitals-impacted-by-data-breach/71-5aa750ff-b1ea-40d6-a889-2d4ec538eec7', 'https://www.natlawreview.com/article/fertility-clinic-georgia-notifies-patients-data-breach', 'https://www.bleepingcomputer.com/news/security/fertility-clinic-discloses-data-breach-exposing-patient-info/', 'https://www.govinfosecurity.com/medicaid-contractor-data-breach-affected-334000-providers-a-16929', 'https://www.wkbw.com/news/local-news/catholic-health-notified-of-data-breach-at-mount-st-marys-and-sisters-of-charity-hospitals', 'https://www.bendbulletin.com/localstate/patient-records-released-in-data-breach-at-st-charles/article_21b44910-ce1a-11eb-ac34-73cc98af7b72.html', 'https://www.bendbulletin.com/localstate/st-charles-patient-records-released-in-data-breach/article_21b44910-ce1a-11eb-ac34-73cc98af7b72.html', 'https://www.natlawreview.com/article/ohio-medicaid-providers-personal-information-exposed-vendor', 'https://Miss . healthcare organization announces data breach affecting patient information['United States']United States

['https://www.dailydot.com/debug/house-republicans-doj-letter-anonymous-hacks-givesend-go/', 'https://www.christianpost.com:443/news/republicans-urge-doj-to-investigate-hacking-of-pro-life-websites.html']Republicans urge DOJ to investigate hacking of pro - life websites['United States']United States

['https://www.bristolpost.co.uk/news/uk-world-news/hackers-access-high-value-data-2719661', 'https://www.dostor.org/2583037', 'http://www.dumbartonreporter.co.uk/news/17549810.universities-cyber-defences-overcome-by-hackers-in-just-two-hours-test-finds/', 'https://www.zdnet.com/article/hackers-broke-into-university-networks-in-just-two-hours/', 'https://www.wiltsglosstandard.co.uk/news/national/17549810.universities-cyber-defences-overcome-by-hackers-in-just-two-hours-test-finds/', 'https://eandt.theiet.org/content/articles/2019/04/university-cyber-defences-at-risk-from-hackers-report-claims/', 'https://www.theguardian.com/transforming-the-student-experience/2019/mar/27/lessons-in-cybersecurity-helping-universities-stay-ahead-of-the-hackers', 'https://www.bbc.com/news/education-47805451', 'https://www.theargus.co.uk/news/national/17549810.universities-cyber-defences-overcome-by-hackers-in-just-two-hours-test-finds/', 'https://pplware.sapo.pt/informacao/universidades-2-horas/', 'https://www.jisc.ac.uk/news/uniHackers crack united kingdom universitie online defences in just two hours['United Kingdom']United Kingdom

['https://www.fox13now.com/news/local-news/university-of-utah-health-investigating-data-breach-that-affects-10-000-patients', 'https://www.cbc.ca/news/canada/calgary/data-breach-university-health-centre-spreadsheet-medical-personal-information-lethbridge-1.5667741']U of L health data breach affects more than 1 , 200 patients['United States']United States

['https://www.theinquirer.net/inquirer/news/3036958/reddit-data-breach-2018', 'https://www.breakingnews.ie/world/online-forum-reddit-confirms-data-breach-859560.html', 'http://vietnamnet.vn/vn/cong-nghe/bao-mat/reddit-dien-dan-cong-nghe-lon-nhat-the-gioi-vua-bi-hack-467765.html', 'https://www.csoonline.com/article/3293904/cloud-security/reddit-discloses-hack-says-sms-intercept-allowed-attackers-to-skirt-2fa-protections.html', 'https://www.silive.com/news/2018/08/reddit_suffers_security_breach.html', 'https://www.washingtonpost.com/technology/2018/08/01/reddit-was-hacked-heres-how-learn-if-you-were-affected/', 'https://www.scmagazineuk.com/security-incident-reddit-exposed-user-data-hackers/article/1489466', 'https://www.indiatimes.com/technology/news/hackers-got-into-an-old-reddit-database-and-snagged-the-account-passwords-of-early-users-350508.html', 'https://www.racunalniske-novice.com/novice/dogodki-in-obvestila/druzbeno-omrezje-reddit-so-napadli-hekerji.html', 'https://www.tomshardware.com/news/reddit-2fa-Reddit hack : attackers steal user data in major breach['United Kingdom']United Kingdom

['https://www.thenational.ae/world/mena/iran-hackers-ramping-up-attacks-on-gulf-energy-firms-1.771550', 'https://www.voanews.com/a/cybersecurity-firm-iran-stepped-up-hacks-as-us-sanctions-loomed/4576433.html', 'https://www.timesofisrael.com/cybersecurity-firm-warns-of-more-iranian-hacking-as-us-sanctions-loom/', 'https://www.512tech.com/business/cybersecurity-firm-more-iran-hacks-sanctions-loomed/ZMjC8SAcZani1k8WjRsBiJ/', 'http://www.newsofbahrain.com/bahrain/47253.html', 'https://www.radiofarda.com/a/iran-hackers-cyber-security-attack-sanctions-oil-gas-energy/29497005.html', 'https://www.eremnews.com/news/world/1501102', 'http://www.kurv.com/cybersecurity-firm-more-iran-hacks-as-us-sanctions-loomed/', 'https://www.radiozamaneh.com/412514', 'https://nationalpost.com/pmn/news-pmn/cybersecurity-firm-more-iran-hacks-as-us-sanctions-loomed', 'https://www.wral.com/cybersecurity-firm-more-iran-hacks-as-us-sanctions-loomed/17852585/', 'https://www.japantimes.co.jp/?post_type=news&p=1489568', 'http://www.wbal.com/artIran Cyber Attacks on Own Citizens ['Iran'] Iran

['http://zeenews.india.com/marathi/technology/know-about-sim-swap-fraud-all-you-need-to-know-about-this-banking-fraud/451257', 'https://www.ibtimes.com/new-york-man-hacked-silicon-valley-executives-phones-stole-1-million-cryptocurrency-2734626', 'https://www.coincrispy.com/2018/11/21/hombre-hackear-sim-criptomonedas/', 'http://www.cnews.ru/news/top/2018-11-26_yunyj_haker_sumel_obchistit_kriptokoshelki_itbossov', 'https://www.dailymail.co.uk/news/article-6412455/Man-allegedly-hacked-Silicon-Valley-executives-phone-stole-1-million.html', 'https://www.sfgate.com/bayarea/article/nicholas-truglia-crypto-silicon-valley-hack-sim-13412182.php', 'https://english.sakshi.com/technology/2018/11/10/is-your-mobile-hacked-sim-swap-fraud-stealing-bank-information-with-a-phone-call', 'https://news.softpedia.com/news/silicon-valley-hacker-swipes-millions-worth-of-cryptocurrency-using-sim-swapping-523933.shtml', 'https://www.newsbtc.com/2018/11/22/silicon-valley-execs-targeted-in-sim-swap-hacking-1-million-in-crypto-stolen/', 'Silicon Valley Execs Targeted in  SIM Swap  Hacking , $1 Million in Crypto Stolen['United States']United States

['https://rs.sputniknews.com/20211221/belgijska-vojska-na-meti-hakerskog-napada-sistem-jos-nije-stabilizovan-1132652755.html', 'https://www.kurir.rs/planeta/3834381/opasan-bezbednosni-propust-u-belgijskoj-vojsci-hakeri-pronasli-rupu-i-paralisali-sistem-ministarstva-odbrane', 'https://www.straitstimes.com/tech/tech-news/belgian-military-in-battle-against-cyber-attack-believed-to-have-targeted-log4j-flaw', 'https://www.computing.co.uk/news/4042336/belgian-defence-ministry-suffers-cyber-attack-log4j-exploitation', 'https://www.expert.bg/technology/it/belgijskoto-ministerstvo-na-otbranata-jertva-na-kiberataka-1686898.html', 'https://www.msn.com/en-ae/news/world/belgian-military-battles-to-restore-systems-after-cyber-attack/ar-AAS3rLk']Belgian military battles to restore systems after cyber attack['Belgium'] Belgium

['https://www.eluniversal.com.mx/nacion/hackean-plataforma-nacional-de-transparencia-reporta-inai', 'https://www.elsoldemexico.com.mx/mexico/sociedad/hackeo-a-plataforma-nacional-de-transparencia-provino-del-extranjero-inai-7246396.html', 'https://www.24-horas.mx/2021/09/20/hackean-plataforma-nacional-de-transparencia-del-inai/', 'https://diario.mx/nacional/denuncia-inai-hackeo-de-plataforma-de-transparencia-20210920-1843388.html', 'https://www.reporteindigo.com/reporte/y-los-datos-hackean-al-inai-tras-ataque-a-plataforma-nacional-de-transparencia/', 'https://noticieros.televisa.com/ultimas-noticias/inai-hackeo-plataforma-nacional-de-transparencia/', 'https://www.radioformula.com.mx/noticias/20210920/reporta-inai-hackeo-en-plataforma-nacional-de-transparencia/', 'https://www.proceso.com.mx/nacional/2021/9/20/hackean-la-plataforma-nacional-de-transparencia-272325.html', 'https://www.ejecentral.com.mx/plataforma-nacional-de-transparencia-del-inai-sufre-hackeo/', 'https://www.sinembargo.mx/20-09-2021/4030757', 'National Transparency Platform was hacked from abroad; information was not at risk: INAI['Mexico'] Mexico

['http://news.hsw.cn/system/2020/0807/1220880.shtml', 'https://tech.sina.com.cn/roll/2020-08-08/doc-iivhuipn7583827.shtml', 'https://www.cnbeta.com/articles/tech/1013285.htm', 'http://tech.caijing.com.cn/20200807/4688091.shtml', 'https://tech.sina.com.cn/digi/2020-08-08/doc-iivhvpwx9952299.shtml']PUBG super hacking case solved, more than 3 million eating chicken account stolen_Sina Technology_Sina.com['China'] China

['https://www.5.ua/polityka/sait-mintot-znovu-atakuvaly-khakery-shcho-vidomo-181238.html', 'https://nbnews.com.ua/obshchestvo/2018/11/15/sait-minvot-snova-atakovali-hakery/', 'https://ua.korrespondent.net/ukraine/4033148-u-mintot-zaiavyly-pro-novu-khakersku-ataku-na-sait', 'https://www.depo.ua/ukr/politics/rus/politics/u-mintot-znovu-zayavili-pro-kiberataku-na-sayt-20181115870318', 'https://korrespondent.net/ukraine/4033148-v-mynvot-zaiavyly-o-novoi-khakerskoi-atake-na-sait', 'http://pressorg24.com/news?id=423809', 'https://www.ukrinform.ua/rubric-society/2580480-sajt-mintot-znovu-atakuvali-hakeri.html']Hackers attacked the website of the Ministry of Education and Culture again['Ukraine'] Ukraine

['http://www.akm.ru/rus/news/2018/august/27/ns_6093305.htm', 'http://internetua.com/hakery-atakuuat-polzovatelei-microsoft-outlook-', 'http://www.pc.co.il/news/273820/', 'http://hronika.info/tehnologii/346569-polzovateli-microsoft-outlook-stali-zhertvami-hakerov.html', 'http://www.cnews.ru/news/line/2018-08-27_eset_hakery_turla_atakuyut_polzovatelej_microsoft', 'https://www.pc.co.il/news/273820/', 'https://www.kommersant.ru/doc/3725592']Hackers used Microsoft Outlook to break into government institutions in Europe['European countries']European

['https://www.svt.se/nyheter/lokalt/skane/hackerattack-fick-danska-dsb-att-krascha', 'http://nfo.nu/?p=151262', 'https://www.tv2lorry.dk/artikel/derfor-kunne-du-ikke-koebe-billetter-i-gaar-dsb-blev-hacket', 'https://www.dr.dk/nyheder/indland/dsb-hackerangreb-var-skyld-i-teknisk-nedbrud', 'https://politiken.dk/indland/art6509996/Hackerangreb-var-skyld-i-teknisk-nedbrud', 'https://sn.dk/Danmark/DSB-Hackerangreb-var-skyld-i-teknisk-nedbrud/artikel/745752', 'https://nordjyske.dk/nyheder/dsb-ramt-af-hackerangreb/98e557c7-a036-4912-985d-6b81ed8fbd61', 'https://newz.dk/hackere-foraarsager-it-nedbrud-hos-dsb-med-ddos-angreb', 'https://www.bt.dk/danmark/dsb-ramt-af-massivt-hackerangreb']DSB hit by massive hacker attack ['Netherlands']Netherlands

['https://ria.ru/world/20171030/1507820873.html', 'https://rg.ru/2017/11/02/cik-kirgizii-soobshchil-o-popytkah-vzloma-servera-vo-vremia-vyborov.html']Central Election Commission of Kyrgyzstan reported attempts to hack the server during the elections - Russian newspaper['Kyrgyzstan']Kyrgyzstan

['https://www.wtsp.com/article/news/local/deo-data-breach-florida-2021/67-ff7ccf3d-f472-4725-82c9-b7093227c5c9', 'http://www.orlandosentinel.com/news/os-ne-florida-deo-info-breach-20210723-hfjady6ndrbxxeydwenscztfhe-story.html', 'https://www.wesh.com/article/connect-website-data-breach-florida/37117426', 'https://www.fox13news.com/news/officials-information-from-people-claiming-unemployment-benefits-could-have-been-hacked', 'https://nbc-2.com/news/state/2021/07/23/nearly-58000-unemployment-accounts-impacted-by-deo-data-breach/', 'https://www.mynews13.com/fl/orlando/news/2021/07/23/deo-data-breach', 'https://www.tampabay.com/news/florida-politics/2021/07/23/floridas-unemployment-site-hacked-exposing-personal-data-on-58000-claimants/', 'https://www.darkreading.com/attacks-breaches/florida-deo-discloses-data-breach-affecting-58-000-accounts']Florida DEO Discloses Data Breach Affecting 58 , 000 Accounts['United States']United States

['http://www.pennenergy.com/articles/pennenergy/2017/03/oil-and-gas-hackers-drawn-to-energy-sector-s-lack-of-sensors-controls.html', 'http://business.newsfactor.com/story.xhtml?story_id=020000OUB20S', 'http://www.newsweek.com/lets-act-now-prevent-hacking-power-grid-563609', 'http://www.dailymail.co.uk/sciencetech/article-4264862/US-power-grid-hacked-needs-better-cybersecurity.html', 'https://tribune.com.pk/story/1280121/russian-hackers-penetrated-us-electricity-grid-report/']Russian hackers penetrated US electricity grid : report['United States']United States

['http://www.philstar.com/headlines/2017/01/10/1661379/nujp-website-hacked-enemies-press-freedom-free-expression', 'http://www.philstar.com/metro/2017/01/11/1661503/hackers-shut-down-nujp-website', 'http://davaotoday.com/main/human-rights/media/hacking-downs-nujp-website/']Hacking downs NUJP website ['Philippines']Philippines

['https://www.computing.co.uk/ctg/news/3011815/hackers-are-selling-data-from-uae-and-qatar-banks-on-the-dark-web', 'http://www.ibtimes.co.uk/dark-web-hackers-selling-stolen-data-qatar-national-bank-uae-investbank-1625984']Hackers  are selling data  from UAE and Qatar banks on the dark web['UAE', 'Qatar']UAE, Qatar

['https://www.pressandjournal.co.uk/fp/news/aberdeen/1511269/additional-checks-for-health-workers-after-nhs-data-breach/', 'http://www.digitaljournal.com/life/health/nhs-data-breach-affects-150-000-patients/article/526145', 'https://www.bbc.co.uk/news/technology-44682369', 'https://www.birminghammail.co.uk/news/midlands-news/nhs-data-breach-scandal-details-14880637', 'https://www.derbytelegraph.co.uk/news/uk-world-news/nhs-data-breach-opt-out-1742658', 'https://article.wn.com/view/2018/07/03/National_Health_Service_Data_Breach_Affects_150000_Patients_/']Data breach by NHS could affect thousands of patients['United Kingdom']United Kingdom

['https://gizmodo.com/hackers-can-turn-body-cameras-into-malware-spewing-mach-1828306760', 'https://www.newsweek.com/footage-police-body-cameras-can-be-altered-hackers-researcher-says-1070088', 'https://hi-news.ru/technology/natelnye-kamery-policii-mogut-ispolzovatsya-xakerami-i-prestupnikami.html', 'https://www.svethardware.cz/policejni-kamery-jsou-temer-nezabezpecene-proti-utokum-hackeru/47324', 'https://www.zdnet.com/article/hackers-can-infiltrate-police-body-cameras-to-tamper-with-evidence/', 'https://www.wired.com/story/police-body-camera-vulnerabilities/', 'https://www.engadget.com/2018/08/13/security-flaw-body-cameras-hacks/', 'https://www.zdnet.fr/actualites/les-cameras-corporelles-de-la-police-ouvertes-aux-pirates-39872403.htm', 'http://www.dailymail.co.uk/news/article-6068839/Police-body-cameras-hacked-criminals-warns-expert.html', 'https://www.digitaltrends.com/cool-tech/hack-into-police-body-cams/', 'https://siliconangle.com/2018/08/13/researcher-finds-leading-police-body-cameras-easily-hackable/'Researcher finds leading police body cameras can be easily hacked['United States']United States

['https://www.rfi.fr/en/africa/20200803-togo-church-leaders-in-crosshairs-of-israeli-spyware-and-whatsapp-exploit', 'https://www.catholicworldreport.com/2020/08/05/togolese-bishop-supportive-of-political-reform-targeted-by-spyware/', 'https://thestreetjournal.org/2020/08/togo-togo-church-leaders-in-crosshairs-of-israeli-spyware-and-whatsapp-exploit-2/', 'https://www.ibtimes.com/anger-togo-after-government-accused-using-spyware-critics-3023179', 'https://www.vanguardngr.com/2020/08/anger-in-togo-after-government-accused-of-using-spyware-on-critics/', 'http://mali-web.org/afrique/togo-un-eveque-catholique-vise-par-des-logiciels-espions-via-whatsapp', 'http://humanitariannews.org/20200803/togo-togo-church-leaders-crosshairs-israeli-spyware-whatsapp-exploit', 'https://www.business-humanrights.org/en/togo-senior-clergymen-and-civil-society-actors-among-whatsapp-users-targeted-by-nso-spyware', 'https://allafrica.com/stories/202008031039.html', 'https://www.timesofisrael.com/senior-clergy-among-togo-activists-said-tTogo Church Leaders in Crosshairs of Israeli Spyware and WhatsApp Exploit['Togo', 'Israel']Togo

['https://news.bitcoin.com/argentina-government-refuses-to-pay-4m-bitcoin-ransom-to-hackers-who-paralyzed-borders/', 'https://www.newsweek.com/argentina-ransom-hackers-bitcoin-1530889']Argentina Refuses to Pay Ransom After Hackers Force Border Shutdown , Demand Millions in Bitcoin['Argentina']Argentina

['https://www.jornada.com.mx/notas/2021/09/15/economia/aumentan-ataques-ciberneticos-contra-el-sector-financiero-alerta-el-bdem/', 'https://www.jornada.com.mx/2021/09/15/economia/022n1eco']La Jornada : Increased cyber attacks against the financial sector , warns the BdeM['Mexico'] Mexico

['https://www.usatoday.com/story/news/nation/2021/12/02/planned-parenthood-data-breach-affects-400-000-patients-la/8835199002/', 'https://dailycaller.com/2021/12/02/planned-parenthood-patients-data-breach/', 'https://www.latimes.com/california/story/2021-12-01/data-breach-planned-parenthood-los-angeles-patients', 'https://hot96.com/2021/12/01/planned-parenthoods-los-angeles-clinics-hit-by-ransomware-patient-data-stolen/', 'https://www.healthcareitnews.com/news/planned-parenthood-los-angeles-hit-ransomware-attack', 'https://www.sandiegosun.com/news/271854873/400k-patients-info-leaked-in-planned-parenthood-ransomware-hack', 'https://www.washingtonpost.com/nation/2021/12/01/los-angeles-planned-parenthood-hack/', 'https://whtc.com/2021/12/01/planned-parenthoods-los-angeles-clinics-hit-by-ransomware-patient-data-stolen/', 'https://www.nytimes.com/2021/12/01/us/planned-parenthood-data-breach-los-angeles.html', 'https://wsau.com/2021/12/01/planned-parenthoods-los-angeles-clinics-hit-by-ransomware-patient-data-stolenPlanned Parenthood Hack Exposed 400K Patient Data['United States']United States

['https://www.ibtimes.com/scam-alert-irs-warns-tax-refund-phishing-email-scheme-3173306', 'https://www.infosecurity-magazine.com:443/news/irs-warns-of-higher-education/', 'https://www.680news.com/2021/03/30/irs-warns-of-phishing-scam-targeting-colleges-universities/', 'https://www.nbcconnecticut.com/news/business/money-report/tax-refund-phishing-scam-targets-college-students-and-staff-irs-warns/2456103/', 'https://www.nbcdfw.com/news/national-international/irs-warns-of-phishing-scam-targeting-colleges-universities/2592979/', 'https://www.columbiamissourian.com/news/state_news/irs-warns-of-phishing-scam-targeting-colleges-universities-with-edu-addresses/article_c6107668-55aa-5017-981d-cfbfb9c890ca.html']IRS warns of phishing scam targeting colleges , universities with . edu addresses['United States']United States

['https://www.healthleadersmedia.com/finance/data-breach-lawsuit-costs-salinas-valley-memorial-healthcare-system-340k', 'https://healthitsecurity.com/news/ca-health-system-reaches-340k-settlement-over-healthcare-data-breach']CA Health System Reaches $340K Settlement Over Healthcare Data Breach['United States']United States

['https://www.cleveland19.com/2019/05/03/cleveland-hopkins-international-airport-addresses-issues-malware-computer-systems/', 'http://www.morningjournalnews.com/wire/?category=5020&ID=93580', 'https://www.wkyc.com/article/travel/the-investigator-technical-outages-at-cleveland-hopkins-airport-apparently-caused-by-hack/95-31460777-25fe-4ba0-b345-ea998254723b', 'https://www.wkyc.com/article/news/local/cleveland/flight-screens-still-out-at-cleveland-hopkins-airport-one-week-after-malware-discovery/95-fc790fdb-c3d7-4592-95e2-042c77b6dd26', 'https://www.whiznews.com/2019/04/cleveland-says-airport-info-screen-woes-werent-from-hacking/', 'http://www.cleveland19.com/2019/04/26/ransomware-demand-is-behind-cyber-attack-cleveland-hopkins-airport/', 'http://www.cleveland19.com/2019/04/26/live-ransomware-demand-is-behind-cyber-attack-cleveland-hopkins-airport/', 'http://www.journalgazette.net/news/local/ohio/20190430/fbi-ransomware-behind-cleveland-airport-info-screen-woes', 'https://www.wkyc.com/article/news/local/clevelaFBI : Ransomware behind Cleveland airport info screen woes - News - The Daily Jeffersonian['United States']United States

['https://www.wbrz.com/news/post-cyber-attack-recovery-certain-taxes-due-nov-20-now-due-nov-27', 'https://www.wafb.com/2019/11/19/filing-deadline-state-taxes-payments-extended-due-ransomware-attack/']Filing deadline for state taxes , payments extended due to ransomware attack['United States']United States

['https://www.wkyt.com/content/news/Rallys-announces-data-breach-affecting-Lexington-Winchester-restaurant-510620331.html', 'https://www.wtvq.com/2019/05/30/ky-among-state-affected-rallys-data-breach/', 'https://lex18.com/news/covering-kentucky/2019/05/30/3-rallys-in-kentucky-affected-by-data-breach/']3 Rally Restaurants In Kentucky Affected By Data Breach['United States']United States

['http://www.dailymail.co.uk/wires/afp/article-4705108/Two-Iranians-charged-US-hacking-defense-materials.html', 'https://article.wn.com/view/2017/07/19/Two_Iranians_Charged_For_Hacking_Defense_Contractor_And_Stea/', 'http://gulfnews.com/news/americas/usa/iranians-charged-with-hacking-us-defence-software-1.2060500', 'http://www.mychamplainvalley.com/news/two-iranian-men-charged-with-hacking-vermont-tech-company/767813826', 'http://medicinehatnews.com/business/2017/07/17/2-iranian-men-charged-with-hacking-vermont-software-company/', 'http://www.washingtontimes.com/news/2017/jul/18/iranian-hackers-breached-vermont-tech-company-bypa/', 'https://wdef.com/2017/07/17/u-s-charges-iranian-nationals-for-hacking-reselling-weapon-software/', 'http://www.india.com/news/agencies/two-iranians-charged-in-us-over-hacking-defence-materials-2328352/', 'https://www.cnnindonesia.com/internasional/20170718095424-134-228521/dua-warga-iran-dituntut-atas-peretasan-industri-pertahanan-as/', 'http://www.dailyprogress.com/iranian-men-chUS defence material hacked : Two Iranians charged for stealing sensitive software used to design bullets , warheads['United States']United States

['http://hamodia.com/2018/03/13/researchers-spot-baby-hacking-threat/', 'https://www.haaretz.com/israel-news/data-breach-left-millions-of-israeli-kids-pics-vulnerable-to-hacking-1.5889251']Data breach left millions of Israeli kid pictures vulnerable to hacking - Israel News['Israel'] Israel

['https://www.santafenewmexican.com/news/local_news/rio-arriba-county-hit-in-ransomware-cyberattack/article_225861d0-a06c-11ea-b10f-9329a7451c3d.html', 'https://www.dailyrepublic.com/all-dr-news/wires/rio-arriba-county-hit-in-ransomware-cyberattack-the-santa-fe-new-mexican/', 'https://www.govtech.com/security/New-Mexico-County-Government-Falls-Victim-to-Ransomware.html']New Mexico County Government Falls Victim to Ransomware['United States']United States

['https://securite.developpez.com/actu/338259/Des-pirates-francophones-ont-derobe-30-millions-de-dollars-dans-des-campagnes-de-harponnage-de-banques-et-de-telecoms-dans-15-pays-en-Afrique-en-Amerique-latine-et-en-Asie/', 'https://computersweden.idg.se/2.2683/1.772422/fransktalande-hackargrupp-ska-stulit-flera-hundra-miljoner-fran-banker']French-speaking hackers have stolen 30 million dollars in spear-phishing campaigns of banks and telecoms in 15 countries, in Africa, Latin America and Asia['Africa', 'Latin America', 'Asia']Africa. Latin America, Asia

['https://www.milenio.com/negocios/secretaria-economia-reestablece-tramites-ataque-cibernetico', 'https://www.forbes.com.mx/secretaria-de-economia-reanuda-tramites-este-martes-tras-hackeo/', 'https://www.sinembargo.mx/09-03-2020/3745046', 'https://mexico.quadratin.com.mx/reanuda-este-martes-tramites-en-economia-tras-hackeo/', 'https://vanguardia.com.mx/articulo/secretaria-de-economia-reestablece-tramites-tras-hackeo', 'https://www.unotv.com/noticias/portal/nacional/detalle/tras-hackeo-la-secretaria-deeconomia-anuncia-reanudacion-de-tramites-332103/', 'https://www.economiahoy.mx/www.economiahoy.mx/economia-eAm-mexico/noticias/10405911/03/20/Secretaria-de-Economia-reanuda-tramites-tras-hackeo-a-sus-sistemas-.html', 'https://aristeguinoticias.com/0903/mexico/tras-dos-semana-del-hackeo-secretaria-de-economia-reanudara-tramites-este-martes/', 'https://www.eldiariodechihuahua.mx/nacional/reanudan-manana-tramites-en-se-tras-hackeo-20200309-1637832.html', 'https://lopezdoriga.com/economia-y-finanzas/secretaria-de-ecoMinistry of Economy resumes procedures after hacking['Mexico'] Mexico

['https://news.joins.com/article/23053830', 'https://news.joins.com/article/23074217', 'http://news.mk.co.kr/newsRead.php?year=2018&no=656165', 'http://news.hankyung.com/article/2018102184361', 'http://m.nocutnews.co.kr/news/5048728', 'HTTP://www.yonhapnews.co.kr/society/2018/10/29/0701000000AKR20181029079800004.HTML?template=2087', 'http://biz.heraldcorp.com/view.php?ud=20181021000158', 'http://www.edaily.co.kr/news/read?newsId=01751526619375216&mediaCodeNo=257', 'http://www.vop.co.kr/A00001344895.html', 'http://www.hani.co.kr/arti/society/area/866860.html', 'http://news.mk.co.kr/newsRead.php?sc=30000001&year=2018&no=655754', 'http://www.radioseoul1650.com/korean/%EC%9D%B4%EC%9E%AC%EB%AA%85-%EC%9D%B4%EB%A9%94%EC%9D%BC-%EA%B3%84%EC%A0%95-%ED%95%B4%ED%82%B9%EB%8B%B9%ED%95%B4%EA%B2%BD%EC%B0%B0%EC%97%90-%EC%88%98%EC%82%AC%EC%9D%98%EB%A2%B0-%EA%B2%80/', 'http://biz.heraldcorp.com/view.php?ud=20181021000186', 'https://news.joins.com/article/23053188', 'http://www.asiae.co.kr/news/view.htm?idxno=2018102119432247632Daily Korea: Lee Jae-myeong, email hacking investigation commissioned... Received at Seoul Metropolitan Police Agency, not Gyeonggi-do['South Korea']South Korea

['http://www.diariomedico.com/2014/12/01/area-profesional/gestion/datos-medicos-botin-cada-vez-mas-atractivo-hackers', 'http://www.information-age.com/hacking-nhs-leaders-fear-loss-patient-data-123468732/', 'http://www.elobservador.com.uy/datos-los-usuarios-la-salud-estan-expuestos-las-manos-hackers-n1123065']Data of health users are exposed to the hands of hackers['Spain'] Spain

['https://lactualite.com/actualites/un-comite-parlementaire-examinera-lusage-de-logiciels-espions-par-la-grc/', 'https://www.theepochtimes.com/privacy-committee-to-conduct-study-of-spyware-tools-used-by-rcmp_4623624.html', 'https://infotel.ca/newsitem/rcmp-spyware-committee/cp627945750', 'https://ici.radio-canada.ca/nouvelle/1901122/grc-logiciels-espions-comite-parlementaire-vie-privee', 'https://panow.com/2022/07/26/privacy-committee-to-conduct-study-of-spyware-tools-used-by-rcmp/', 'https://www.ctvnews.ca/politics/privacy-committee-to-study-rcmp-use-of-spyware-tools-1.6003077', 'https://www.castanet.net/edition/news-story-377241-4-.htm', 'https://www.politico.com/news/2022/07/26/canadian-parliamentarians-police-use-spyware-00048044']Canadian Parliament to probe police use of spyware['Canada'] Canada

['https://www.fxempire.com/news/article/philippines-election-body-probes-hacking-report-says-no-breach-863395', 'https://www.thestar.com.my/aseanplus/aseanplus-news/2022/01/13/philippines-polls-panel-probes-hacking-report-says-no-breach', 'https://www.breitbart.com/asia/2022/01/11/philippines-election-commission-investigates-claim-server-hacked/']Philippines Election Commission Investigates Claim  Server Hacked['Philippines']Philippines

['https://www.ominecaexpress.com/news/freedom-mobile-hit-by-data-breach-company-says-up-to-15000-customers-affected/', 'https://www.zdnet.com/article/freedom-mobile-data-breach-impacts-thousands-of-customers/', 'https://www.reddeeradvocate.com/business/freedom-mobile-hit-by-data-breach-company-says-up-to-15000-customers-affected/', 'https://www.saobserver.net/news/freedom-mobile-hit-by-data-breach-company-says-up-to-15000-customers-affected/', 'https://www.terracestandard.com/news/freedom-mobile-hit-by-data-breach-company-says-up-to-15000-customers-affected/', 'https://www.mapleridgenews.com/news/freedom-mobile-hit-by-data-breach-company-says-up-to-15000-customers-affected/', 'https://www.campbellrivermirror.com/news/freedom-mobile-hit-by-data-breach-company-says-up-to-15000-customers-affected/', 'https://www.theprogress.com/news/freedom-mobile-hit-by-data-breach-company-says-up-to-15000-customers-affected/', 'https://www.kimberleybulletin.com/news/freedom-mobile-hit-by-data-breach-company-says-up-to-15000-cuFreedom Mobile hit by data breach , company says up to 15 , 000 customers affected – Cowichan Valley Citizen['Canada'] Canada

['http://canadafreepress.com/article/plas-hacking-hotel', 'http://m.washingtontimes.com/news/2017/jan/4/inside-the-ring-plas-hacking-hotel/', 'http://www.1913intel.com/2017/01/05/inside-the-ring-plas-hacking-hotel-washington-times/']Inside the Ring : PLA ’ s hacking hotel – Washington Times['China', 'United States']United States

['http://www.4-traders.com/CAPL-ONE-31763201/news/CAPL-ONE-Disney-s-Reedy-Creek-loses-94-000-in-email-hack-26824338/', 'http://www.nydailynews.com/news/national/ny-news-disney-reedy-creek-phishing-20180626-story.html', 'http://www.orlandosentinel.com/business/tourism/os-bz-disney-reedy-creek-phishing-20180625-story.html']Disney Reedy Creek loses $94 , 000 in email hack['United States']United States

['http://www.fox29.com/news/local-news/independence-blue-cross-discloses-data-breach-by-employee-17-000-affected', 'https://www.courierpostonline.com/story/news/local/south-jersey/2018/09/18/independence-blue-cross-health-insurance-data-breach-affects-members/1343978002/', 'http://www2.philly.com/philly/business/consumer_news/independence-blue-cross-data-breach-website-20180917.html', 'http://www.lvb.com/article/20180918/LVB01/180919851/business-independence-blue-cross-discloses-data-breach', 'https://www.fiercehealthcare.com/payer/independence-blue-cross-data-breach-cybersecurity-privacy', 'https://healthitsecurity.com/news/independence-blue-cross-admits-to-healthcare-data-breach']Independence Blue Cross Admits to Healthcare Data Breach['United States']United States

['https://www.jpost.com/Middle-East/Iran-admits-to-using-hacking-to-avoid-US-sanctions-on-news-website-615362', 'https://www.blacklistednews.com/article/76120/iranian-news-agency-targeted-by-us-sanction-resorts-to-hacking-to-get-domain.html']Iranian News Agency Targeted By US Sanction Resorts To Hacking To Get Domain Back['Iran', 'United States']Iran

['https://www.govtech.com/security/Hacker-Campaign-Targets-Govs-VPN-Windows-Vulnerabilities.html', 'https://www.zdnet.com/article/hacker-groups-chain-vpn-and-windows-bugs-to-attack-us-government-networks/']Hacker groups chain VPN and Windows bugs to attack US government networks['United States']United States

['http://news.ifeng.com/a/20180610/58650911_0.shtml', 'http://hb.ifeng.com/a/20180608/6638970_0.shtml']Hubei has investigated 1,289 cyber-related crimes this year, and hackers defrauded 8 million gold jewelry from 100 yuan _ Hubei Channel _ Phoenix.com['China'] China

['http://news.liga.net/incidents/news/hakery-cherez-minzdrav-pytalis-atakovat-dipmissiyu-strany-nato', 'https://lb.ua/news/2018/06/05/399508_hakeri_pitalis_atakovat.html']Hackers tried to attack the diplomatic mission of a NATO country through an enterprise of the Ministry of Health['NATO country']NATO country

['https://rueconomics.ru/224377-eto-vam-ne-igrushki-hakery-napali-na-detskii-magazin-v-ssha', 'http://oane.ws/2017/02/03/hakery-atakovali-set-detskih-magazinov-toysrus.html', 'http://www.arklatexhomepage.com/news/local-news/after-toys-r-us-online-hack-attempt-youd-better-change-your-password/652873598', 'https://ria.ru/world/20170202/1487058627.html']In the US, the largest chain of children's stores reported a cyber attack['United States']United States

['https://www.jpost.com/Middle-East/Wall-Street-Journal-reports-Bahrain-targeted-by-Iranian-cyber-attacks-598190', 'https://www.radiofarda.com/a/wall-et-journal-iran-attck-bahrian/30098348.html', 'https://siliconangle.com/2019/08/07/bahrain-targeted-iranian-hackers-tensions-rise-persian-gulf/']Bahrain targeted by Iranian hackers as tensions rise in the Persian Gulf['Bahrain'] Bahrain

['http://thepeninsulaqatar.com/article/31/07/2017/Qatari-newspaper-Lusail-s-website-hacked-by-UAE-hackers', 'http://www.gulf-times.com/story/558496/Lusail-newspaper-site-hacked-by-Emiratis', 'https://www.thenational.ae/uae/hackers-target-uae-government-websites-and-banks-1.615558', 'http://www.qatar-tribune.com/news-details/id/78485']UAE at it again ! Emiratis hack Lusail newspaper website['Qatar'] Qatar

['http://www.fox9.com/news/teen-charged-for-alleged-hack-of-minnesota-government-databases', 'http://www.theregister.co.uk/2018/06/07/vigilance_hacker_charged/', 'http://seclists.org/dataloss/2018/q2/250']Vigilance  hacker charged over Minnesota government attacks • The Register['United States']United States

['https://www.techzine.nl/nieuws/security/439179/zuid-korea-hackte-noord-koreanen-via-5-zero-days/', 'https://www.wired.com/story/north-korea-hacking-zero-days-google/']An Elite Spy Group Used 5 Zero - Days to Hack North Koreans['North Korea']North Korea

['https://www.union-bulletin.com/news/cyber-attack-that-took-out-phones-determined-and-deliberate-according-to-walla-wallas-pocketinet-president/article_aa43d820-22f9-11ec-b3dd-b74d08563123.html', 'https://www.union-bulletin.com/news/large-cyber-attack-leads-to-local-phone-outages-in-walla-walla/article_1c955f2e-20a3-11ec-a4f0-438a9eefaf38.html']Large cyber attack leads to local phone outages in Walla Walla['United States']United States

['https://www.wired.co.uk/article/wired-awake-100419', 'https://gizmodo.com/notorious-trisis-hackers-caught-targeting-another-criti-1833953878', 'https://www.zdnet.com/article/triton-hackers-return-with-new-industrial-attack/', 'https://threatpost.com/triton-ics-malware-second-victim/143658/', 'https://www.thenews.com.pk/print/457820-warning-issued-on-industrial-plants-as-triton-hack-resurfaces', 'https://www.axios.com/triton-malware-hit-second-target-1fc10674-0875-4e2c-b110-540771513c9c.html', 'https://www.computing.co.uk/ctg/news/3074009/triton-malware-group-found-in-second-compromised-facility', 'https://www.securityweek.com/triton-hackers-focus-maintaining-access-compromised-systems-fireeye', 'https://www.dailymail.co.uk/sciencetech/article-6913775/Experts-warn-hackers-murderous-malware-Triton-targeting-critical-infrastructure.html', 'https://www.computerweekly.com/news/252461467/Triton-industrial-malware-group-still-active-researchers-warn', 'https://datanews.levif.be/ict/actualite/la-maliciel-industrielMalware "Triton" targeting critical infrastructure, new attack confirmed: current affairs dot com['United Kingdom']United Kingdom



['https://ura.news/news/1052362629', 'https://rg.ru/2018/12/07/reg-urfo/v-ekaterinburge-21-hakera-budut-sudit-za-vzlom-dannyh-aeroporta.html', 'http://www.rosbalt.ru/russia/2018/12/07/1751737.html']The case of hacking the database of the Yekaterinburg airport "Koltsovo" was sent to the court['Russia'] Russia

['https://ua.korrespondent.net/ukraine/3971685-minenerhovuhillia-ne-mozhe-vidnovyty-robotu-saitu-pislia-zlomu', 'https://zik.ua/news/2018/05/17/minenergo_za_try_tyzhni_pislya_ataky_hakeriv_ne_zmig_vidnovyty_robotu_saytu_1326237', 'https://ua.interfax.com.ua/news/economic/505836.html', 'https://fraza.ua/news/269004-posle-vzloma-hakerami-novyj-sajt-minenergo-ne-tolko-ne-zarabotal-no-i-lishilsja-hostinga', 'https://lb.ua/news/2018/05/17/397846_minenergouglya_smoglo.html', 'https://www.capital.ua/ru/news/113594-minenergo-za-tri-nedeli-posle-ataki-khakerov-ne-vosstanovilo-rabotu-sayta', 'http://timeua.com/news/3/60756.html', 'https://korrespondent.net/ukraine/3971685-mynenerhouhlia-ne-mozhet-vosstanovyt-rabotu-saita-posle-vzloma', 'http://internetua.com/minenergo-za-tri-nedeli-posle-ataki-hakerov-ne-vosstanovilo-rabotu-saita', 'https://news.finance.ua/ru/news/-/426448/minenergouglya-za-tri-nedeli-posle-vzloma-novogo-sajta-ne-smoglo-vosstanovit-ego-rabotu', 'https://zaxid.net/minenergo_tri_tizhni_ne_mozhe_vidnovitiThe Ministry of Energy has been unable to restore its new website hacked by hackers for three weeks['Ukraine'] Ukraine

['https://www.indiatoday.in/india/story/hackers-bangladesh-target-indian-government-websites-servers-2003541-2022-09-22', 'https://www.dnaindia.com/india/report-nupur-sharma-fallout-hackers-from-bangladesh-targeted-500-govt-websites-across-india-2987212', 'https://zeenews.india.com/india/nupur-sharma-fallout-hackers-from-bangladesh-targeted-500-indian-govt-websites-2513145.html']Nupur Sharma fallout : Hackers from Bangladesh targeted 500 Indian govt websites['India'] India

['https://www.darkreading.com/threat-intelligence/former-conti-ransomware-members-join-initial-access-broker-ukraine', 'https://www.bleepingcomputer.com/news/security/google-says-former-conti-ransomware-members-now-attack-ukraine/', 'https://www.securitylab.ru/news/533809.php', 'https://www.theverge.com/2022/9/7/23341045/former-conti-ransomware-gang-target-ukraine-google']Former Conti ransomware gang members helped target Ukraine , Google says['Ukraine'] Ukraine

['https://www.kalerkantho.com/print-edition/tech-everyday/2022/10/25/1196568', 'https://www.dailythanthi.com:443/News/World/continued-struggle-in-iran-hacked-atomic-energy-corporation-server-821665', 'https://www.securityweek.com/fbi-warns-iranian-cyber-firms-hack-and-leak-operations', 'https://www.boyens-medien.de/artikel/politik-ausland/iran-bestaetigt-hackerangriff-auf-atomkraftwerk.html', 'https://www.israelnationalnews.com/news/361583', 'https://www.standardmedia.co.ke/asia/article/2001458905/hackers-breach-irans-atomic-energy-subsidiary-network', 'https://www.theepochtimes.com/irans-atomic-energy-organization-says-e-mail-was-hacked_4816243.html', 'https://www.rferl.org/a/iran-nuclear-agency-hacked-e-mail/32096955.html', 'https://www.badische-zeitung.de/iran-bestaetigt-hackerangriff-auf-atomkraftwerk', 'https://www.wiwo.de/politik/ausland/demonstrationen-im-iran-irans-atombehoerde-meldet-cyberangriff-hacker-solidarisch-mit-protesten/28763100.html', 'https://www.business-standard.com/article/internationalHackers Break Into Iran Atomic Energy Organization['Iran'] Iran

['https://www.law360.com/consumerprotection/articles/1541732/law-firm-says-nevada-s-wrong-place-for-data-breach-row', 'https://www.law360.com/legalethics/articles/1541732/law-firm-says-nevada-is-wrong-place-for-data-breach-row']Law Firm Says Nevada Is Wrong Place For Data Breach Row['United States']United States

['https://www.technomag.co.zw/2019/04/01/kenyas-mobile-malware-attacks-intensify/', 'http://www.itwebafrica.com/security/515-kenya/245709-spike-in-mobile-malware-attacks-in-kenya']Spike in mobile malware attacks in Kenya['Kenya'] Kenya

['http://www.kwwl.com/story/35860051/2017/07/Tuesday/university-of-iowa-investigates-potential-data-breach', 'https://www.businessinsider.com.au/the-australian-federal-police-are-investigating-the-medicare-data-breach-2017-7', 'http://www.thegazette.com/subject/news/education/higher-education/university-of-iowa-health-care-warns-thousands-of-patient-data-breach-20170711', 'https://www.theregister.co.uk/2017/07/10/canberra_reviewing_online_medicare_lookup_after_data_breach/', 'http://www.sbs.com.au/news/article/2017/07/05/ama-wants-answers-over-deeply-concerning-medicare-data-breach', 'http://cbs2iowa.com/news/local/university-of-iowa-hospitals-and-clinics-investigating-data-breach', 'http://www.theindychannel.com/news/local-news/indiana-medicaid-patients-warned-of-possible-data-breach', 'http://whotv.com/2017/07/11/university-of-iowa-health-care-investigating-data-breach/', 'http://www.healthcareitnews.com/news/indiana-medicaid-warns-patients-health-data-breach', 'http://www.smh.com.au/federal-politics/politiIndiana Medicaid warns patients of health data breach['United States']United States

['http://www.asianage.com/technology/in-other-news/140618/mexican-opposition-party-website-hit-by-cyber-attack.html', 'https://www.deccanchronicle.com/technology/in-other-news/140618/website-of-a-mexican-political-opposition-party-hit-by-cyber-attack.html', 'http://www.presstv.com/Detail/2018/06/14/564933/Mexico-presidential-campaigns-cyber-attack', 'https://www.msn.com/en-us/news/world/cyber-attack-on-mexico-campaign-site-triggers-election-nerves/ar-AAyBGtw', 'https://www.theage.com.au/world/north-america/cyber-attack-on-mexico-campaign-during-final-presidential-debate-20180614-p4zldb.html']Cyber attack on Mexico campaign during final presidential debate['Mexico'] Mexico

['https://www.beckersspine.com/orthopedic-spine-practices-improving-profits/item/42960-rebound-orthopedics-neurosurgery-data-breach-may-have-affected-2-8k-patients-employees-7-details.html', 'https://www.healthcareitnews.com/news/phishing-attack-breaches-insurance-data-37000-patients-1-month', 'http://www.inforum.com/news/government-and-politics/4516152-phishing-scam-hits-minnesota-state-agency-21000-accounts', 'https://danbury.dailyvoice.com/police-fire/surge-in-phishing-email-scams-reported-by-state-police-cyber-crime-investigations-unit/743101/', 'http://www.southernminn.com/northfield_news/news/state/article_f102a832-b9c6-5bb7-b599-558d40e55043.html', 'https://www.beckershospitalreview.com/cybersecurity/minnesota-human-services-department-struck-by-2-separate-phishing-attacks.html', 'https://www.scmagazine.com/home/news/rebound-orthopedics-neurosurgery-phishing-attack-results-in-data-breach/', 'https://www.databreaches.net/minnesota-dhs-notifies-residents-after-discovering-two-successful-phishing-attacks/Minnesota DHS Acknowledges Increase in Targeted Phishing Attacks['United States']United States

['https://www.dispatch.com/business/20200123/ohio-medical-marijuana-patients-exposed-in-data-breach', 'https://www.10tv.com/article/internet-watchdog-website-ohio-medical-marijuana-patients-information-may-have-been-exposed', 'https://www.bizjournals.com/baltimore/news/2020/01/23/halethorpe-cannabis-dispensary-affected-by-data.html', 'https://www.breitbart.com/tech/2020/01/23/personal-data-of-cannabis-customers-leaked-in-data-breach/', 'https://merryjane.com/news/at-least-30000-weed-customers-had-personal-info-leaked-in-software-data-breach', 'https://www.cleveland.com/open/2020/01/bloom-medicinals-investigating-reported-ohio-medical-marijuana-patient-data-breach.html', 'https://www.cleveland19.com/2020/01/23/oh-medical-marijuana-patients-among-data-breach-that-exposed-personal-details-thousands/', 'https://www.law360.com/health/articles/1237048', 'https://www.dispatch.com/news/20200123/ohio-medical-marijuana-patients-among-more-than-30000-exposed-in-data-breach', 'https://www.journal-news.com/news/local/compOhio medical marijuana patients among thousands exposed in data breach['United States']United States

['https://www.dn.se/sverige/myndigheten-lamslagen-efter-cyberattack-stora-mangder-data-stulna/', 'https://www.ttela.se/%C3%A5sikt/ledare/cyberattacker-mot-myndigheter-f%C3%A5r-inte-spelas-ner-1.82717273']Extensive data breach at the Swedish Environmental Protection Agency['Sweden'] Sweden

['https://www.news.de/wirtschaft/855906982/sparkassen-betrug-im-maerz-2021-aktuell-phishing-mails-im-umlauf-kriminelle-wollen-kontodaten-geld-stehlen-auch-bei-ing-diba-kunden/1/', 'https://news.sina.com.tw/article/20210310/37848446.html', 'https://news.ltn.com.tw/news/society/breakingnews/3456051', 'https://www.chinatimes.com/realtimenews/20210304002192-260405', 'https://www.cardu.com.tw/news/detail.php?42771', 'https://www.t-online.de/digital/internet/id_89612608/vorsicht-vor-phishing-sparkassen-fake-mails-wollen-an-banking-daten.html']Bank phishing SMS scams are common, Consumers' Foundation proposes 4 ways to prevent fraud｜Kayou News Network['Taiwan'] Taiwan

['https://www.itnewsafrica.com/2021/11/targeted-malware-is-raging-across-south-africa-kenya-nigeria/', 'http://www.itnewsonline.com/news/South-Africa-Kenya-and-Nigeria-see-a-decrease-of-ordinary-threats-yet-experience-a-massive-increase-of-targeted-malware-schemes/7184', 'https://guardian.ng/apo-press-releases/south-africa-kenya-and-nigeria-see-a-decrease-of-ordinary-threats-yet-experience-a-massive-increase-of-targeted-malware-schemes/']South Africa , Kenya and Nigeria see a decrease of ordinary threats , yet experience a massive increase of targeted malware schemes['South Africa', 'Kenya', 'Nigeria']South Africa, Kenya, Nigeria

['http://idrw.org/hacker-group-that-targets-indian-military-government-found-using-new-android-trojan-to-hack-cameras-and-mic/', 'https://www.indiatoday.in/technology/news/story/hacker-group-that-targets-indian-military-government-found-using-new-android-trojan-to-hack-cameras-and-mic-1910223-2022-02-08']Hacker group that targets Indian military , government found using new Android trojan to hack cameras and mic['India'] India

['https://www.washingtonpost.com/national-security/2022/12/22/cybercom-russia-iran-attacks/', 'https://www.unionleader.com/news/politics/voters/cybercom-disrupted-russian-and-iranian-hackers-throughout-the-midterms/article_02f9ba7d-3ab4-5935-aacd-40252fc40e48.html']Cybercom disrupted Russian and Iranian hackers throughout the midterms['United States']United States

['http://indianexpress.com/article/india/pti-twitter-account-hacked-4502840/', 'http://hindi.oneindia.com/news/india/twitter-account-pti-hacked-restore-20-minutes-396590.html', 'http://www.newsx.com/tech/54610-ptis-twitter-account-hacked-for-nearly-20-minutes-restored-later', 'http://timesofindia.indiatimes.com/india/pti-twitter-account-hacked-restored-after-20-minutes/articleshow/56919386.cms', 'http://www.financialexpress.com/india-news/iran_crack-outfit-hacks-pti-twitter-handle-account-restored-within-minutes/533614/', 'http://www.newindianexpress.com/nation/2017/feb/01/press-trust-of-indias-twitter-account-hacked-1565928.html']Press Trust of India twitter account hacked['India'] India

['http://english.alarabiya.net/en/News/middle-east/2018/05/25/Iraq-orders-probe-after-voting-machines-fail-hacking-test.html', 'https://www.actualno.com/asia/hakerska-namesa-pri-izborite-v-irak-news_676324.html', 'https://www.middle-east-online.com/en/iraq-orders-election-probe-amid-hacking-allegations']Iraq orders election probe amid hacking allegations |['Iraq'] Iraq

['https://cafef.vn/hon-5400-su-co-tan-cong-mang-vao-cac-he-thong-viet-nam-trong-5-thang-dau-nam-2022060815205127.chn', 'https://dantri.com.vn/suc-manh-so/hon-5400-cuoc-tan-cong-mang-vao-cac-he-thong-thong-tin-cua-viet-nam-20220609092244894.htm', 'https://vietgiaitri.com/hon-5400-su-co-tan-cong-mang-vao-cac-he-thong-viet-nam-trong-5-thang-dau-nam-20220608i6482522/']More than 5 . 400 incidents of cyber attacks on Vietnamese systems in the first 5 months of the year - Digital World['Vietnam'] Vietnam

['https://www.elektroniknet.de/markt-technik/automation/hacker-legen-maschinenbauer-lahm-172583.html', 'https://www.frankenpost.de/deutschlandwelt/netzwelt/art662029,7086047', 'https://www.volksstimme.de/deutschland-welt/vermischtes/cyberangriff-hacker-legen-maschinenbauer-lahm', 'https://www.finanzen.net/nachricht/aktien/hacker-legen-belgischen-maschinenbauer-lahm-und-fordern-loesegeld-8392878']Hackers paralyze Belgian mechanical engineering company and demand ransom['Belgium'] Belgium

['http://www.bashinform.ru/news/1228482-student-iz-ufy-osuzhden-za-vzlom-saytov-tatarstana-i-permskogo-kraya/', 'https://kazanfirst.ru/news/476601', 'https://www.securitylab.ru/news/496109.php']Ufimets received a sentence for hacking the state sites of Tatarstan and the Perm Territory['Russia'] Russia

['http://www.etikhaber.com/bilim-teknoloji/sanal-korsanlar-fidye-icin-17-tbps-lik-rekor-hizla-saldirdi-h237784.html', 'http://www.diyarinsesi.org/haber/sanal-korsanlar-rekor-kirdi-120443.htm', 'http://www.bursadabugun.com/haber/istanbul-da-sanal-korsanlar-fidye-icin-1-7-tbps-lik-rekor-hizla-saldirdi-936966.html']Hackers in Istanbul for ransom 1 . Attacked at a record speed of 7 Tbps - Economy News['Turkey'] Turkey

['https://www.bfmtv.com/tech/des-hackers-s-attaquent-a-une-pompe-a-essence-des-centaines-de-litres-de-carburant-derobes-1552619.html', 'https://www.lalsace.fr/actualite/2018/10/26/un-hacker-pirate-une-pompe-a-essence-des-milliers-de-litres-voles', 'https://www.caradisiac.com/carburant-un-vol-dans-une-station-par-piratage-electronique-172071.htm', 'https://www.leprogres.fr/faits-divers/2018/10/26/un-hacker-pirate-une-pompe-a-essence-des-milliers-de-litres-voles', 'https://www.ledauphine.com/france-monde/2018/10/26/un-hacker-pirate-une-pompe-a-essence-des-milliers-de-litres-voles']France / World | Hacker hacks fuel pump: Thousands of liters stolen['France'] France

['http://uk.reuters.com/article/uk-telecoms-cybercrime-denmark-idUKKBN15S0QZ', 'http://telecom.economictimes.indiatimes.com/news/danish-telecoms-group-3-gets-blackmail-threat-over-data-breach/57124762', 'http://www.reuters.com/article/telecoms-cybercrime-denmark-idUSL8N1FY14X', 'https://www.digi.no/artikler/dansk-teleselskap-hacket-na-krever-den-kriminelle-gruppen-millionbelop-for-de-sensitive-opplysningene/376584']Danish telecommunications company hacked: Now the criminal group is demanding millions for the sensitive information['Denmark']Denmark

['http://www.vestifinance.ru/articles/94732', 'http://www.kasparov.ru/material.php?id=5A26815477232', 'https://www.rusdialog.ru/news/128773_1512473214', 'http://www.newsweek.com/russia-accuses-pepsi-espionage-and-hacking-state-agencys-files-735316', 'https://roem.ru/05-12-2017/264710/nadzor-nad-pepsi/']Russia Accuses Pepsi of Espionage and Hacking State Agency Files['Russia'] Russia

['http://www.chroniclelive.co.uk/news/north-east-news/computer-geek-boasted-twitter-after-13410820', 'http://www.thenorthernecho.co.uk/news/15444123._Computer_geek__bragged_about_hacking_Durham_Police_and_British_Airways__costing_airline___100_000/']Seaham  computer geek  bragged about hacking Durham Police and British Airways , costing airline £100 , 000 ( From The Northern Echo ) ['United Kingdom']United Kingdom

['http://ps4france.com/2018/08/19/chinese-hackers-targeted-u-s-firms-govt-after-trade-mission.html', 'http://www.customstoday.com.pk/china-hacking-likely-as-malaysia-reviews-projects-security-firm-says/', 'https://www.cnet.com/uk/news/chinese-hackers-targeted-us-agencies-during-trade-talks/', 'http://arabic.euronews.com/2018/08/15/hackers-sponsered-by-china-may-be-targeting-companies-in-malaysia', 'http://www.asahi.com/ajw/articles/AJ201808160046.html', 'http://www.kitco.com/news/2018-08-16/Chinese-hackers-targeted-U-S-firms-government-after-trade-mission-researchers.html', 'https://jp.reuters.com/article/usa-china-cyber-idJPL4N1V8272', 'https://allindiaroundup.com/news/u-s-cybersecurity-firm-accuses-chinese-hackers-of-targeting-us-firms-government-installations-after-trade-mission/', 'https://www.japantimes.co.jp/?post_type=news&p=1468478', 'https://www.ndtv.com/world-news/chinese-hackers-targeted-u-s-firms-government-after-trade-mission-researchers-1901610', 'https://www.excite.co.jp/News/world_g/20180817/RChinese hackers targeted US companies after Alaska trade mission , report says['United States']United States

['https://www.darkreading.com/vulnerabilities-threats/source-code-for-malware-targeting-millions-of-routers-iot-devices-uploaded-to-github', 'http://internetua.com/ishodnyi-kod-vredonosnogo-po-delauasxego-uyazvimymi-milliony-ustroistv-iot-popal-v-obsxii-dostup']The source code of malware that makes millions of IoT devices vulnerable is in the public domain['United States']United States

['https://fixpalembang.pikiran-rakyat.com/hiburan/pr-471012489/waduh-ratusan-halaman-phising-pubg-mobile-ditemukan-berikut-cara-menghindari-pencurian-akun', 'https://www.antaranews.com/berita/1858260/pakar-keamanan-siber-temukan-ratusan-phising-curi-akun-pubg-mobile', 'https://republika.co.id/berita/qkc1qq368/kaspersky-temukan-ratusan-phising-curi-akun-pubg-mobile', 'https://computerworld.hu/ceginfo/tobb-mint-250-adathalasz-oldal-probalja-megszerezni-a-pubg-mobile-felhasznalok-adatait-287427.html']More than 250 phishing sites are trying to get the data of PUBG Mobile users['Indonesia']Indonesia

['http://pressorg24.com/news?id=589799', 'https://lenta.ru/news/2021/10/14/otvet/', 'https://glavnoe.ua/news/n357071218-mid-rf-prosit-ukrainu-rassledovat-vzlom-stranicy-genkonsulstva-rossii-v-harkove', 'http://pressorg24.com/news?id=589826', 'https://tass.ru/politika/12667155', 'https://delo.ua/econonomyandpoliticsinukraine/vzlomana-stranica-v-instargam-konsulstva-rf-v-h-387408/', 'https://www.kommersant.ru/doc/5030850', 'https://iz.ru/1235681/2021-10-14/genkonsulstvo-rossii-v-kharkove-nazvalo-provokatciei-vzlom-svoikh-akkauntov', 'https://donpress.com/news/14-10-2021-genkonsulstvo-rf-pozdravilo-ukraincev-slovami-slava-ukraine-vzlom-ili', 'https://nikvesti.com/news/politics/231812', 'https://tass.ru/obschestvo/12662427', 'https://iz.ru/1235475/2021-10-14/akkaunt-genkonsulstva-rossii-v-kharkove-v-instagram-vzlomali', 'https://www.gazeta.ru/politics/news/2021/10/14/n_16689529.shtml', 'https://anna-news.info/hakery-vzlomali-instagram-akkaunt-genkonsulstva-rossii-v-harkove/', 'https://tass.ru/obschestvo/12668249'Unidentified people hacked the account of the Consulate General of Russia in Kharkov in Instagram['Ukraine'] Ukraine

['https://www.rtvoost.nl/nieuws/1484862/Ethisch-hacker-doet-boekje-open-zo-eenvoudig-hack-je-een-gemeentewebsite', 'https://www.rtvoost.nl/nieuws/1484862/Ethisch-hacker-doet-boekje-open-zo-eenvoudig-hack-je-een-computersysteem', 'https://www.liputan6.com/tekno/read/4434523/top-3-tekno-peretasan-10-situs-web-pemda-tuai-perhatian']Top 3 Tekno: Hacking 10 Local Government Websites Gains Attention['Netherlands']Netherlands

['https://www.ictjournal.ch/news/2020-06-02/piratage-de-stadler-rail-les-hackers-publient-les-premieres-donnees-update', 'https://www.landbote.ch/hacker-machen-daten-von-stadler-rail-publik-636003677241']Railway builders are being blackmailed – hackers are making data from Stadler Rail public['Switzerland']Switzerland

['http://kicks1055.com/labcorp-health-testing-service-reveals-theyve-been-hacked/', 'http://www.isssource.com/network-hack-shuts-down-labcorp/', 'https://www.developpez.com/actu/215512/USA-des-hackers-s-introduisent-dans-le-reseau-de-LabCorp-l-un-des-plus-grands-laboratoires-americains-de-tests-sanguins/', 'https://www.beckershospitalreview.com/cybersecurity/blood-testing-lab-labcorp-grapples-with-data-breach-5-things-to-know.html', 'http://globedia.com/ataque-informatico-labcorp-impacta-procesos-prueba', 'https://www.healthcaredive.com/news/labcorp-shuts-down-it-system-after-possible-hack-attack/528169/', 'http://www.dailymail.co.uk/news/article-5959021/LabCorp-blood-testing-labs-hacked-sparking-fears-exposing-MILLIONS-patients-records.html', 'https://investorplace.com/2018/07/labcorp-data-breach-2018-facts/', 'https://www.forbes.com/sites/leemathews/2018/07/19/biggest-blood-testing-lab-in-the-u-s-breached-by-hackers/', 'https://www.albawaba.com/editorchoice/hackers-breach-largest-clinical-labs-america-sparkHackers Breach Largest Clinical Labs in America Sparking Shut Down['United States']United States

['https://www.thenews.com.pk/latest/781357-aminul-haque-says-over-900000-hacking-incidents-take-place-everyday', 'https://jang.com.pk/news/878136', 'https://www.geo.tv/latest/332210-900000-hacking-incidents-occur-daily-in-pakistan-it-minister']900 , 000 hacking incidents occur daily in Pakistan : IT minister['Pakistan']Pakistan

['https://www.phonandroid.com/xavier-niel-a-travaille-pour-les-services-secrets-et-pirate-le-portable-du-president-francois-mitterand.html', 'https://www.novinite.bg/articles/189222/Frenski-medien-magnat-bil-shpionin-hakval-telefona-na-Miteran', 'https://nypost.com/2020/05/23/tycoon-xavier-niel-says-he-was-spy-who-hacked-ex-french-president/', 'https://www.capital.fr/entreprises-marches/quand-xavier-niel-piratait-renault-pour-le-compte-des-services-secrets-1370476', 'https://www.huffingtonpost.fr/entry/xavier-niel-a-pirate-le-telephone-de-mitterand-pour-les-services-secretsla-base-de-donnees-du-telephone-portable-de-francois-mitterand-en-1986_fr_5ebd2d97c5b6078ff41ceda5', 'https://fr.sputniknews.com/france/202005201043812694-xavier-niel-piratait-renault-et-le-telephone-de-mitterrand-pour-le-compte-des-services-secrets--/']Xavier Niel hacked Renault and Mitterrand's phone on behalf of the secret services - video['France'] France

['http://world.kbs.co.kr/korean/news/news_Dm_detail.htm?No=275539', 'http://www.diodeo.com/news/view/2004116']Chinese hackers who hacked 400,000 personal and financial information and made 1.2 billion won['South Korea']South Korea

['https://www.radiofarda.com/a/hackers-targeting-and-stealing-billions-from-iranian-citizens-in-texting-scheme/31589133.html', 'https://www.pc.co.il/news/351215/', 'https://www.wired.com/story/hacking-iran-critical-infrastructure-israel/', 'https://www.bleepingcomputer.com/news/security/stealthy-wirte-hackers-target-governments-in-the-middle-east/', 'https://thehill.com/policy/cybersecurity/583697-hackers-targeting-and-stealing-billions-from-iranian-citizens-in-texting']Hackers targeting and stealing billions from Iranian citizens in texting scheme['Iran'] Iran

['https://www.goldstreamgazette.com/news/canada-post-aware-of-ongoing-email-text-phishing-scams/', 'https://www.oakbaynews.com/news/canada-post-aware-of-ongoing-email-text-phishing-scams/', 'https://973thedawg.com/scam-alert-hacker-emails-reported-in-acadiana/', 'https://www.sookenewsmirror.com/news/canada-post-aware-of-ongoing-email-text-phishing-scams/', 'https://www.vicnews.com/news/canada-post-aware-of-ongoing-email-text-phishing-scams/']Canada Post aware of ongoing email , text phishing scams – Victoria News['Canada'] Canada

['https://regnum.ru/news/3752778.html', 'https://tvzvezda.ru/news/20221123750-UIbRl.html', 'https://aif.ru/politics/world/hakery_vylozhili_v_set_dannye_kursantov_i_prepodavateley_akademii_sbu', 'https://riafan.ru/23764464-hakeri_rahdit_opublikovali_informatsiyu_o_kursantah_i_prepodavatelyah_akademii_sbu', 'https://vz.ru/news/2022/11/23/1187889.html']RaHDit hackers published information about cadets and teachers of the SBU Academy['Ukraine'] Ukraine

['https://chennaionline.com/tamil/%E0%AE%85%E0%AE%AE%E0%AF%86%E0%AE%B0%E0%AE%BF%E0%AE%95%E0%AF%8D%E0%AE%95-%E0%AE%85%E0%AE%B0%E0%AE%9A%E0%AF%81-%E0%AE%A4%E0%AF%81%E0%AE%B1%E0%AF%88%E0%AE%95%E0%AE%B3%E0%AE%BF%E0%AE%B2%E0%AF%8D/', 'https://knews.kg/2021/02/03/hakery-iz-rossii-ili-kitaya-mogli-poluchit-dannye-chinovnikov-ssha-smi/', 'https://www.forbes.ru/newsroom/tehnologii/420187-reuters-hakery-iz-rossii-ili-kitaya-mogli-poluchit-dannye-chinovnikov']Reuters: Hackers from Russia or China may have obtained data from US officials['United States']United States

['https://korrespondent.net/world/4278305-azerbaidzhanskye-khakery-atakovaly-krupneishye-smy-armenyy', 'https://ua.korrespondent.net/world/4278305-azerbaidzhanski-khakery-atakuvaly-naibilshi-zmi-virmenii']Azerbaijani hackers attacked the largest mass media of Armenia['Armenia'] Armenia

['http://bk55.ru/news/article/105533/', 'http://news.ngs.ru/more/50668841/']Hackers hacked into the site of the Novosibirsk factory "Sinar" - NGS. NEWS Novosibirsk['Russia'] Russia

['https://www.abc.net.au/news/2021-01-11/ransomware-attack-nt-government-phishing-attempts/13036472', 'http://english.sina.com/world/as/2021-01-11/detail-iiznctkf1503253.shtml', 'http://www.xinhuanet.com/english/2021-01/11/c_139658277.htm']Ransomware attack forces IT shutdown for Australian territory govt - Xinhua['Australia']Australia

['http://www.cbc.ca/news/canada/british-columbia/appology-vicki-huntington-hacking-christy-clark-ndp-1.3976108', 'http://www.cheknews.ca/premier-christy-clark-alleges-ndp-hacked-bc-liberal-party-website-274156/', 'http://www.timescolonist.com/news/local/ndp-threatens-to-sue-clark-for-alleging-it-hacked-b-c-liberal-website-1.9748682', 'http://ipolitics.ca/2017/02/11/b-c-premier-clark-apologizes-over-claims-ndp-hacked-her-partys-website/', 'http://www.cknw.com/2017/02/08/premier-walks-back-hacking-allegations-against-rival-ndp/', 'http://www.timescolonist.com/news/local/premier-backs-away-from-allegation-that-ndp-hacked-b-c-liberal-website-1.9772780', 'http://www.theglobeandmail.com/news/british-columbia/independent-bc-politician-says-clarks-hacking-claims-are-laughable/article33980947/', 'http://www.cheknews.ca/investigation-launched-alleged-hacking-bc-liberal-party-website-274665/', 'http://globalnews.ca/news/3237551/b-c-ndp-demands-apology-from-christy-clark-over-hacking-claims/', 'http://www.900chml.com/synBC Liberal Party Premier Charges NDP with Hacking into Formers Website['Canada'] Canada

['https://edge.ca/news/4255411/canadas-2019-election-russian-hacking-comey/', 'http://www.homelandsecuritynewswire.com/dr20180607-russian-intelligence-pawns-ryan-no-fbi-spying-hacking-canada-s-2019-election-and-more']Russian intelligence pawns ; Ryan : no FBI  spying ; hacking Canada 2019 election , and more['Canada'] Canada

['https://allafrica.com/stories/202106030596.html', 'https://www.premiumtimesng.com/news/headlines/465390-another-nigerian-busted-in-u-s-for-stealing-800000-in-payroll-hacking.html', 'https://www.channelstv.com/2021/06/03/nigerian-arrested-for-800000-diversion-in-payroll-hacking/']Nigerian Arrested For $800 , 000 Diversion In Payroll Hacking['Nigeria'] Nigeria

['https://www.information-age.com/160-rise-in-data-breach-complaints-following-gdpr-123474439/', 'https://www.information-age.com/data-breach-reports-increase-last-two-years-123474521/', 'http://www.globallegalpost.com/big-stories/3-months-after-gdpr-data-breach-complaints-already-more-than-doubled-33719982/', 'https://www.computing.co.uk/ctg/news/3061697/data-breach-complaints-have-more-than-doubled-since-gdpr', 'http://www.netimperative.com/2018/08/gdpr-data-breach-complaints-up-160-since-new-digital-privacy-rules/']GDPR : Data breach complaints up 160 % since new digital privacy rules | Netimperative['European Union']European Union

['http://www.lessentiel.lu/fr/news/europe/story/14733082', 'https://www.computable.nl/artikel/nieuws/security/6459726/250449/meer-aanwijzingen-dat-britten-belgacom-hackte.html', 'https://www.scmp.com/news/world/europe/article/2165311/british-spies-hacked-belgian-telecoms-firm-minister', 'http://www.dhnet.be/actu/faits/enquete-sur-le-piratage-de-belgacom-les-services-secrets-britanniques-mis-en-cause-5ba3308acd7076ce3b470be7', 'https://www.theguardian.com/uk-news/2018/sep/21/british-spies-hacked-into-belgacom-on-ministers-orders-claims-report', 'https://www.dn.se/nyheter/varlden/uppgifter-brittiska-spioner-hackade-belgiens-storsta-telekomforetag/', 'https://www.rtbf.be/info/medias/detail_l-enquete-sur-le-piratage-de-belgacom-pointe-vers-les-services-secrets-britanniques?id=10023789', 'https://defence.pk/pdf/threads/snowdens-decryption-confirmed-us-british-government-hacked-belgian-communications-company-to-obtain.578235/', 'https://france3-regions.francetvinfo.fr/hauts-de-france/justice-belge-accuse-royaume-unBritish Spies Hacked Belgian Telecom Firm on united kingdom Government Orders - Reports['Belgium'] Belgium

['https://www.news1.kr/articles/?4809025', 'https://www.fnnews.com/news/202209202333468166']War Memorial of Korea, internet network paralyzed for a week due to unknown hacking attack (Comprehensive)['South Korea']South Korea

['https://baophapluat.vn/ket-noi/loi-chinh-ta-giup-ngan-hang-bangladesh-gianh-lai-gan-1-ti-usd-tu-tay-tin-tac-501712.html', 'https://baophapluat.vn/ket-noi/loi-chinh-ta-giup-ngan-hang-bangladesh-giu-duoc-gan-1-ti-usd-tu-tay-tin-tac-501712.html']Spelling error helped Bangladesh bank keep nearly 1 billion USD from hackers | Law Highway['Bangladesh']Bangladesh

['https://www.lagazzettadelmezzogiorno.it/news/english/1292899/umbria-health-authority-under-hacker-attack.html', 'https://www.ansa.it/english/news/2021/04/12/umbria-health-authority-under-hacker-attack_c1491c42-14b7-465c-9de9-268bc70611f0.html']Umbria health authority under hacker attack - English['Italy'] Italy

['https://www.scmagazineuk.com/ransomware-attack-hits-lower-house-of-the-dutch-parliament/article/646993/', 'https://www.scmagazine.com/dutch-parliament-hit-with-ransomware-attack/article/646812/', 'http://nltimes.nl/2017/03/28/ransomware-found-dutch-parliament', 'http://news.softpedia.com/news/dutch-parliament-website-hit-by-ransomware-attack-514399.shtml', 'https://www.nytimes.com/reuters/2017/03/28/world/europe/28reuters-netherlands-cyber-parliament.html', 'https://www.rtbf.be/info/medias/detail_la-chambre-neerlandaise-victime-d-un-chantage-au-virus-informatique-ou-ransomware?id=9567412', 'http://www.darkreading.com/attacks-breaches/dutch-parliament-website-suffers-ransomware-attack/d/d-id/1328508', 'http://www.dnaindia.com/world/report-dutch-parliament-hit-by-ransomware-attack-anp-news-2372168', 'http://www.theglobeandmail.com/feeds/thomson-reuters/canada-top/dutch-parliament-hit-by-ransomware-attack-anp-news/article34442528/']Dutch parliament hit by  ransomware  attack : ANP news['Netherlands']Netherlands

['https://www.trend.az/business/it/3229471.html', 'https://www.thestar.com.my/tech/tech-news/2020/04/20/statistics-of-hacker-attacks-on-internet-users-in-azerbaijan-revealed']Statistics of hacker attacks on Internet users in Azerbaijan revealed['Azerbaijan']Azerbaijan

['https://www.komando.com/security-privacy/nitro-pdf-data-leak/775028/', 'https://www.techtimes.com/articles/256163/20210120/nitro-pdf-data-breach-77-million-sensitive-infos-including-names.htm']Nitro PDF Data Breach : 77 Million Sensitive Infos Including Names , Passwords , IP Addresses , and More Leaked Online['United States']United States

['https://www.wired.com/story/navy-facebook-page-hack-russia-phishing-syniverse-hack-security-news/', 'https://www.webtekno.com/abd-donanmasi-facebook-sayfasi-hacklendi-age-of-empires-h115936.html', 'https://overclockers.ru/blog/TEXHAPb/show/57317/hakery-vzlomali-akkaunt-boevogo-esminca-uss-kidd-i-strimili-cherez-nego-age-of-empires-v-facebook']Hackers Hacked the USS Kidd Combat Destroyer Account and Streamed Age of Empires on Facebook['United States']United States



['http://ftnews.firetrench.com/2017/07/wwe-data-breach/', 'https://www.theinquirer.net/inquirer/news/3013377/wwe-data-breach-stings-over-three-million-wrestling-fans']WWE data breach stings over three million wrestling fans['United States']United States

['http://articles.economictimes.indiatimes.com/tech/internet/critical-infrastructure-on-target-a-cyber-attack-that-could-be-worse-than-war/articleshow/61508816.cms', 'https://economictimes.indiatimes.com/tech/internet/critical-infrastructure-on-target-a-cyber-attack-that-could-be-worse-than-war/articleshow/61508816.cms']Cybersecurity : Critical infrastructure on target : A cyber attack that could be worse than war['India'] India

['https://missoulian.com/news/local/kalispell-hospital-faces-second-lawsuit-over-data-breach/article_f47979cb-acad-5657-87c3-d8a54e9b5298.html', 'https://www.mtpr.org/post/kalispell-regional-healthcare-faces-second-lawsuit-over-2019-data-breach']Kalispell Regional Healthcare Faces Second Lawsuit Over 2019 Data Breach['United States']United States

['https://www.radins.com/service/telephone-internet/actualites/telephonie-mobile-une-vague-de-piratage-de-numeros-en-france/35328', 'https://www.phonandroid.com/milliers-numeros-telephone-pirates-france.html', 'https://www.20minutes.fr/high-tech/3240983-20220223-attention-milliers-numeros-telephone-pirates-france', 'https://www.linformaticien.com/magazine/cybersecurite/59391-des-milliers-de-telephone-pirates-en-france.html']Thousands of telephones hacked in France - INFORMATICIEN & LINFO CYBER - RISKS - L 1FO Tech by LInformaticien - INFORMATICIEN['France'] France

['http://www.nationmultimedia.com/detail/Economy/30348046', 'https://borneobulletin.com.bn/thailand-heading-for-bt286b-hit-from-cyber-attacks-study-finds/']Thailand heading for Bt286B hit from cyber attacks , study finds['Thailand']Thailand

['https://www.bbc.co.uk/news/technology-59730010', 'https://japan.zdnet.com/article/35181229/']British police find 225 million leaked passwords -- in investigation of hacked cloud server['United Kingdom']United Kingdom

['https://www.is.fi/digitoday/tietoturva/art-2000007708188.html', 'https://www.hs.fi/politiikka/art-2000007707392.html', 'https://www.aamuposti.fi/uutissuomalainen/3202905', 'https://www.kaleva.fi/suojelupoliisi-eduskuntaan-kohdistuneesta-verkkohy/3221580', 'https://www.bleepingcomputer.com/news/security/finnish-parliament-attackers-hack-lawmakers-email-accounts/', 'https://www.euronews.com/2020/12/28/cyber-attack-in-finland-hits-email-accounts-of-mps-and-parliament', 'https://www.govinfosecurity.com/finnish-officials-investigate-hack-lawmakers-email-a-15672', 'https://www.teraz.sk/zahranicie/finska-policia-vysetruje-kybernetick/516906-clanok.html', 'https://www.securitylab.ru/news/515145.php', 'https://www.zdnet.com/article/finland-says-hackers-accessed-mps-emails-accounts/', 'https://www.lapinkansa.fi/eduskuntaan-kohdistunut-kyberhyokkays-kertoo-suoja/3225956', 'https://www.maaseuduntulevaisuus.fi/kotimaa/artikkeli-1.1277065', 'https://yle.fi/uutiset/osasto/news/emails_compromised_in_cyber_attack_on_finlandPresident Niinistö: The cyber attack on the Parliament is a serious offense against Finnish democracy - Tietoturva['Finland'] Finland

['https://ca-news.org/news:1551056', 'https://forbes.kz/news/2019/06/10/newsid_201152', 'https://www.kazpravda.kz/news/tehnologii/hakeri-atakovali-sistemu-po-raspredeleniu-mest-v-detsadi-stolitsi', 'https://azh.kz/ru/news/view/59767', 'https://365info.kz/2019/06/sistemu-raspredeleniya-mest-v-detsadah-vzlomali-hakery']The system of allocation of places in kindergartens was hacked by hackers['Kazakhstan']Kazakhstan

['https://lloydslist.maritimeintelligence.informa.com/LL1129724/Cyber-attack-on-Asia-Pacific-ports-could-cost-$110bn', 'https://www.zdnet.com/article/one-cyber-attack-can-cost-major-apac-ports-110b/']One cyber attack can cost major APAC ports $110B['APAC'] China, Japan

['https://gulfnews.com/world/asia/india/india-cyber-criminals-hack-hospital-server-issue-birth-and-death-certificates-1.1629649743134', 'https://www.prokerala.com/news/articles/a1190367.html']Cyber criminals hack hospital server , issue birth / death certificates['United Arab Emirates']UAE

['https://www.trthaber.com/haber/bilim-teknoloji/turkiyenin-siber-kalesi-siber-saldirilara-karsi-724-nobette-461145.html', 'https://www.memleket.com.tr/2019da-turkiyeye-yonelik-136-bin-411-siber-saldiri-raporlandi-2021952h.htm']136,411 cyber attacks against Turkey were reported in 2019['Turkey'] Turkey

['http://www.standartnews.com/biznes-finansi/alarma_nap_predupredi_za_hakerski_izmami-350182.html', 'http://btvnovinite.bg/article/bulgaria/hakeri-razprostraniha-opasen-virus-ot-imeto-na-nap.html', 'http://www.frognews.bg/news_129733/Hakeri-puskat-virusi-ot-imeto-na-NAP/']Hackers release viruses on behalf of the NRA['Bulgaria'] Bulgaria

['https://montreal.ctvnews.ca/major-data-breach-personal-information-of-360-000-teachers-and-former-teachers-in-quebec-exposed-1.4822449', 'https://globalnews.ca/news/6582061/personal-information-quebec-teachers-data-breach/']Personal information of nearly 360 , 000 Quebec teachers exposed in data breach['Canada'] Canada

['https://www.benzinga.com/government/20/03/15504768/australia-sues-facebook-for-data-breach-of-300k-citizens-in-cambridge-analytica-case', 'https://www.journaltranscript.com/2020/03/angelene-falk-sues-facebook-inc-nasdaqfb-over-data-breach-of-over-300000-australians/', 'https://finance.yahoo.com/news/australia-sues-facebook-data-breach-093013671.html']Australia Sues Facebook For Data Breach Of 300K Citizens In Cambridge Analytica Case['Australia']Australia

['https://www.24-horas.mx/2020/06/12/hacker-ruso-roba-datos-fiscales-de-14-mil-mexicanos-descubre-firma-de-seguridad-informatica/', 'https://www.scmagazine.com/home/security-news/apts-cyberespionage/russian-hacker-releases-at-least-14000-mexican-taxpayer-ids/']Russian hacker releases at least 14 , 000 Mexican taxpayer IDs['Mexico'] Mexico

['http://www.americanthinker.com/blog/2017/04/comey_dnc_never_allowed_fbi_access_to_hacked_server.html', 'http://freerepublic.com/focus/f-news/3541893/posts']Comey : DNC never allowed FBI access to hacked server['United States']United States

['https://www.natlawreview.com/article/us-organizations-doing-business-china-warned-malware-tax-software', 'https://www.infosecurity-magazine.com:443/news/fbicisa-warn-us-firms/', 'https://www.jdsupra.com/legalnews/u-s-organizations-doing-business-in-20600/']U . S . Organizations Doing Business in China Warned of Malware in Tax Software | Robinson+Cole Data Privacy + Security Insider['China'] China

['https://news.kbs.co.kr/news/view.do?ncd=5616084', 'https://www.yna.co.kr/view/AKR20221202139500504']About 3,000 times a year of hacking attempts at the Radiation Administration... Establishment of a new e-mail system exclusively for the defense industry['South Korea']South Korea

['https://miamidiario.com/hackers-filtraron-mas-de-5-mil-documentos-confidenciales-del-regimen-venezolano/', 'https://miamidiario.com/hackers-venezolanos-hacen-temblar-al-regimen-de-maduro/', 'https://www.pulzo.com/mundo/hackers-exponen-documentos-regimen-nicolas-maduro-PP1578304A', 'https://eju.tv/2022/06/un-grupo-de-hackers-venezolanos-obtuvo-mas-de-5-mil-archivos-confidenciales-del-regimen-de-maduro/']A group of Venezuelan hackers obtained more than 5,000 confidential files from the Maduro regime['Venezuela']Venezuela

['https://www.elimparcial.com/Nacional/2018/10/25/1382997-Vocero-de-AMLO-reporta-intentos-de-hackeo-en-consulta-por-aeropuerto.html', 'https://www.xataka.com.mx/vehiculos/hubo-intentos-hackeo-app-consulta-aeropuerto-mexico-acuerdo-al-vocero-amlo']There were hacking attempts against the airport consultation app in Mexico according to AMLO spokesman['Mexico'] Mexico

['https://www.bfmtv.com/economie/en-quatre-mois-33-millions-de-cas-de-violation-de-donnees-personnelles-constatees-par-la-cnil-1545571.html', 'https://www.journaldunet.com/economie/services/1208625-rgpd-la-cnil-a-deja-recu-742-notifications-de-violations-de-donnees/']GDPR: the CNIL received 742 data breach notifications['France'] France

['http://www.baomoi.com/chuyen-gia-cntt-phan-tich-ve-vu-haker-tan-cong-san-bay-vietnam-airline/c/21800972.epi', 'http://giaoducthoidai.vn/khoa-hoc/chuyen-gia-cntt-phan-tich-ve-vu-hacker-tan-cong-san-bay-vna-3056286-l.html']IT experts analyze the hacker attack on VNA airport['Vietnam'] Vietnam

['https://www.thecomet.net/news/local-council/cyber-attacks-on-herts-county-council-8027330', 'https://www.hertfordshiremercury.co.uk/news/hertfordshire-news/hertfordshire-county-council-hit-180-5485270']Hertfordshire County Council hit with 181 cyber attacks a day and 16 , 000 in three months['United Kingdom']United Kingdom

['http://www.7kanal.co.il/news/246341', 'https://www.kan.org.il/item/?itemid=140760', 'https://www.israelnationalnews.com/news/364735']Disturbing report : Iranian hackers control security cameras around Israel['Israel'] Israel

['http://www.scoop.co.nz/stories/PA1906/S00238/no-accountability-at-treasury-over-budget-hack.htm', 'https://www.itnews.com.au/news/outgoing-nz-treasury-secretary-slammed-for-clumsy-hacker-response-to-budget-data-leak-527363', 'https://livenews.co.nz/2019/06/27/no-accountability-at-treasury-over-budget-hack/']No accountability at Treasury over Budget  hack  – LiveNews . co . nz['New Zealand']New Zealand

['https://www.vcstar.com/story/news/2018/04/07/california-disability-clients-state-employees-hit-data-breach/496934002/', 'http://www.sacbee.com/news/politics-government/the-state-worker/article208185014.html']CA disability clients , state workers hit by DDS data breach['United States']United States

['https://www.cajnewsafrica.com/2021/12/21/ghana-government-agency-suffers-massive-data-breach/', 'https://www.modernghana.com/news/1127205/report-ghana-government-agency-exposes-100000s.html']Report : Ghana Government Agency Exposes 100 , 000s of Citizens in Massive Data Breach['Ghana'] Ghana

At least 30 million deuros: what the hackers of the hospital of Corbeil intend to (really) pull - Essonnes['France'] France

The hackers stole information from the encryption systems.['Israel'] Israel

They hack WhatsApp accounts to extort Baja Californians.['Mexico'] Mexico

( not ) Safe Digest : leak lawsuit , sly phishing , and record personal data leak['Russia'] Russia

Phishing: Be careful, fake URSSAF emails are circulating to steal your bank details['France'] France

Your Apple ID service is being checked: Phishing mail claims external access['United States']United States

Hackers put SkyEng customer database up for sale['Russia'] Russia

What is Black Byte 2 . 0, the virus that hacked the Municipality?['Mexico'] Mexico

Sova Trojan : SBI Bank warning about new malware - Sova Trojan virus target android banking apps['India'] India

Anonymous hacked one of the largest mining companies in the world in support of Chubut['Argentina']Argentina

Europol hacked the messages of the underworld, several tons of cocaine were seized['European Union']European Union

Three residents of Altai Territory detained on suspicion of hacking ATMs - Siberia |['Russia'] Russia

Pemex rules out delays in payroll and bonus payments after hacking its system['Mexico'] Mexico

Russian hackers use steganography to get past antivirus['Argentina']Argentina

Unknown and dangerous vulnerability detected in Windows gives hackers PC privileges['Portugal'] Portugal

Russian substitute for US app stores hacked before launch['Russia'] Russia

The organization Sami exposed to a data breach['Sweden'] Sweden

"Gosuslugi" caught hacking ['Russia'] Russia

Russian hackers attacked the USA again, - mass media['USA'] United States

The Tribunnews website was hacked, all pages were inaccessible['Indonesia']Indonesia

SIM cards: hackers exploit a flaw to infiltrate 1 billion phones['Canada'] Canada

Phishing: He bought through third-party accounts - 26-year-old in court for cyber rip-off['Germany']Germany

Russian hackers seem to be using Swiss internet domain['Switzerland']Switzerland

Analysis of the New Year's speech, disguised files, North Korea's cyber attack confirmed - Diodeo['North Korea']North Korea

Payment terminals are threatened by inconspicuous malware. They only discovered him after three years['Czech Republic']Czech Republic

Thousands of young people fall for hack - trap of police['Netherlands']Netherlands

US accuses China of hacking its Navy, NASA and Department of Energy['United States']United States

Cyber Attack Losses Worldwide Rs 3 , 222 Billion , The hacker first pick bank['India'] Worldwide



Using hacking technology to tamper with TikTok’s famous accounts, profiteers have been arrested['China', 'United States']China, United States

2 Romanian thieves who hacked ATMs in Goa arrested in Kolhapur['India'] India

Miss Teen Nicaragua website, directed by Xiomara Blandino, hacked • El Nuevo Diario['Nicaragua']Nicaragua

The gas pump was hacked to give fuel for free - it was only possible to close it with the emergency switch - Lifestyle['Finland'] Finland

Kommersant 's website was hacked . He didn't work for several hours Meduza['Russia'] Russia

Several Danish websites hacked ['Denmark']Denmark

Hackers create remote access malware to infect ATMs['Brazil'] Brazil

Hacking a chain store in Saratov: the thief's only prey was a barcode reader['Russia'] Russia

4,800 e-commerce sites hacked every month - Korea Daily['South Korea']South Korea

Hacked companion animal IP camera site PetsView will be shut down at the end of next month['South Korea']South Korea

Massively destructive cyber attack, Microsoft, Fees['United States']United States

Hackers have learned to steal cars through Wi - Fi['Ukraine'] Ukraine

They spread the hoax of a comic hack to the page of the University of Oviedo['Spain'] Spain

Rosobrnadzor announced a cyber attack on the online portal['Russia'] Russia

ShadowPad : Malware in NetSarang's Server Management Products - ITBIZ - Your number one among zeros['Czech Republic']Czech Republic

Albanians hacked the page of the City of Dubrovnik > Dubrovnik['Croatia'] Croatia

Now in the USA uh . They assure that Russia hacked the fireworks of the inauguration of Trump El Mundo['USA', 'Russia']USA, Russia

Speaking of provocations by North Korea... Bank hacking alert Postponed soccer match A['North Korea', 'South Korea']North Korea, South Korea

Microsoft Teams And Zoom Hacked In $1 Million Competition['United States']United States

200K Veteran Med Records Likely Stolen by Ransomware Gang['United States']United States

Ukraine Ukrtelecom goes down nationwide for 40m , ISP Triolan outage caused by cyber attack['Ukraine'] Ukraine

NOTICE OF DATA BREACH INCIDENT['United States']United States

The website of the Orbán government was hit by a foreign cyber attack['Hungary'] Hungary

Facebook: suffered a new hacker attack, revelations on the use of Onavo VPN spyware['Italy'] Italy

Li Finance DeFi Protocol Loses More than Half a Million in Latest Exploit['United States']United States

Cybereason Researchers Discover a  Triple Threat  Attack Utilizing Emotet to Deploy TrickBot Which Steals Data and Spreads Ryuk Ransomware['United States']United States

Iran accused of Tirana hack ahead of new talks['Albania'] Albania

Talley Medical Surgical Eyecare impacted by a ransomware attack['United States']United States

Labour reports data breach to the ICO after MPs join The Independent Group['United Kingdom']United Kingdom

Report : Financial firms still losing customer data to malware and hackers['United States']United States

TBWA  Hunt Lascaris Hacks Waze to Create Zulu - Language Audio Commands for Nissan['South Africa']South Africa

Russians  hacking into  RAF crews over Syria['United Kingdom', 'Syria']United Kingdom, Syria

Pentagon Was Hacked Too : Piyush Goyal On Security For Digital Payments['India'] United States

Have you been affected by RingGo parking app data breach ?['United Kingdom']United Kingdom

Fraudsters exploit UPI App : Complaints first emerged in Aurangabad['India'] India

USD / JPY loses 110 amid new reports of Russian hacking['Japan'] Japan

Ongoing Holyrood cyber attack fails to breach security['United Kingdom']United Kingdom

Hacking vessel satcoms ['Somalia'] Somalia

2018 Data Breach Pace Slows , but Still High['United States']United States

Turkish Hackers Attack Athens News Agency Webpage :  Well Throw you into the Sea['Greece'] Greece

Black Rose Lucy Android malware mimics user on - screen click['United Kingdom']United Kingdom

Hackers Target U . S . Restaurants Using Clever Phishing Emails['United States']United States

China says it not behind Google email hacking['China'] China

Hackers spoil the day for Harapan leaders['Malaysia']Malaysia

Savannah Police also hit by malware , records remain offline['United States']United States

['http://today.kz/news/proisshestviya/2017-01-24/734646-zavladevshim-53-millionami-tenge-hakeram-vyinesen-prigovor-v-almatyi/', 'http://www.inform.kz/ru/ukravshim-53-mln-tenge-hakeram-oglasili-prigovor-v-almaty_a2992294', 'http://bnews.kz/ru/redesign/news/v_almati_osudili_20_hakerov_za_ukradennie_58_mln_tenge', 'https://www.nur.kz/1386268-v-almaty-khakery-ograbili-scheta-60-firm.html', 'http://today.kz/news/proisshestviya/2017-01-24/734616-v-almatyi-hakeryi-pri-pomoschi-kiberatak-zavladeli-58-millionami-tenge/', 'https://365info.kz/2017/01/banda-almatinskih-hakerov-pohitila-58-mln-tenge/', 'http://www.kt.kz/rus/crime/v_almati_osuzhdena_gruppa_hakerov_pohitivshih_u_60_kompanij_bolee_53_mln_tenge_1153633568.html', 'https://forbes.kz/news/2017/01/24/newsid_133424']Hackers who stole 53 million tenge were sentenced in Almaty - Forbes Kazakhstan['Kazakhstan']Kazakhstan

NEWS . am was hacked ['Armenia'] Armenia

Insiders blamed for data breach at Fifth Third Bank - Business - Sarasota Herald - Tribune['United States']United States

Hackers start selling and distributing Sodinokibi data leaks on hacking forums['United Kingdom']United Kingdom

Cyber attack at LSUE cost $2M ['United States']United States

OCC fines Morgan Stanley $60 million for 2016 data breach['United States']United States

CCMH avoids public disclosure of data breach['United States']United States

CPS , Like Many School Districts , Does Battle With Hackers During Remote Learning Period['United States']United States

Growing outrage , calls for accountability after state auditor hack puts 1 . 4 million people at risk['United States']United States

Port Authority still investigating data breach['United States']United States



Ransomware gang hacks Ecuador largest private bank , Ministry of Finance['Ecuador'] Ecuador

Hackers , nation - states , target US black community['United States']United States

MPs blacklisted by China brace themselves for cyber attacks['China', 'United Kingdom']China, United Kingdom

In Bulgaria prevented a hacker attack on the site of mining['Bulgaria'] Bulgaria

Unsecured security: Entrust was hacked -['Israel'] United States

Attention phishing: ING - Mail with the subject customer number threatens with account blocking['Netherlands']Netherlands

Hackers uncovered a scheme for the supply of weapons by Sweden to Ukraine['Ukraine'] Ukraine

On the portal of the Ministry of Emergency Situations of Media as a result of hacking, recommendations appeared in the event of a nuclear strike['Russia'] Russia

Android Alert: Malware steals WhatsApp, Facebook Messenger and Telegram messages['Portugal'] Portugal

Over 500 suspects after hacking mobile service['Sweden'] Sweden

Daegu Police, Ministry of Education Student Health Status Self-Diagnosis App Hacking Suspicion Initiated Internal Investigation['South Korea']South Korea

EVIDENCE LOST : Hackers compromise drug cases['United States']United States

Anglicare cyber attack sees sensitive child data stolen['Australia']Australia

Judge sentences Michigan man to seven years in prison for hacking UPMC HR databases and stealing employee personal information['United States']United States

REvil Ransomware Attacks MSP Standley Systems , Leaks SSNs['United States']United States

The Aftermath of the Brigadier J Case, Kejari's Account Was Hacked , : Welcome to the Land of Wakanda['Indonesia']Indonesia

Hacker attacks, customer data leaks. The office imposed severe penalties['Poland'] Poland

TikTok acknowledges that its employees in China exploit the data of Europeans['China', 'European countries']China, European countries

Facebook unmasked a group of hackers['Luxembourg']Luxembourg

Fraudsters hack into Steam accounts under the pretext of distributing Discord Nitro['Russia'] Russia

Radosław Fogiel from PiS talks about a hacker attack. Machine attempts to crack passwords['Poland'] Poland

Telex: Bureau Veritas victim of a cyberattack, ServiceNow acquires Dot Walk, Samsung foundry in Texas, Hacking fingerprint sensors['United States']United States

"Kaspersky Lab": In Armenia, banking malware attacks have weakened by almost three times['Armenia'] Armenia

HMM temporarily paralyzes the in-house mail server due to hacking['South Korea']South Korea

Arrested, banking application hacker who drained IDR 500 million from citizens['Indonesia']Indonesia

NBR's server hacked, e-teen in the name of a 7-year-old child Latest BD News['Bangladesh']Bangladesh

Japan Medical Association Announces Infection of Malware "Emotet" -- Alerts to E-mails Spreading Infection['Japan'] Japan

Truly Ridiculous Phishing Targets Free Subscribers['France'] France

Have hackers stolen the registration data of 25,000 members of the WHO, NIH and CDC?['United States']United States

OpenDev shuts down Gerrit tool after news of it being hacked['Russia'] Russia

Hacking Chinese criminal organizations... 7.4 billion turns of personal information per day['China'] China

Hackers launched global offensive to attack state websites['Ecuador'] Ecuador

After the NRA attack, a new scam: Hackers pull passwords for online banking | Today bg['Bulgaria'] Bulgaria

The Belgian Foreign Ministry reported an attempt to hack its network by hackers['Belgium'] Belgium

Internet banking: Czech banks are facing a cyber attack from India['Czech Republic']Czech Republic

TU Berlin attacked by hackers ['Germany']Germany

SMS from Rossmann with the prize in the contest? It's a hacker attack. They want to extort money. Don't be fooled [4]. 10. 2019]['Germany']Germany

Kuwait embassy website in Sri Lanka hacked - ARAB TIMES['Sri Lanka']Kuwait

Malware "TRITON" targeting industrial systems -- exploits zero-day vulnerabilities['Japan'] Japan

HACKS OF THE OVAL MASK AN UNREMOVABLE VIRUS UNDER THE ORIGINAL SOFTWARE['United States']United States

Streaming company affected by data breach['Sweden'] Sweden

Daily Korea: [Exclusive] Apple iTunes hacking incident in China... In progress in Korea['China', 'South Korea']China, South Korea

Hacker who created software to steal internet banking passwords exposed['Ukraine'] Ukraine

Experts find spyware update targeted Umbrella Movement protesters['China', 'Hong Kong']China, Hong Kong

La Granja municipality suffers computer attack: hackers demand payment of 4 thousand dollars['Chile'] Chile

Large Swedish web hosting hacked ['Sweden'] Sweden

A news portal is the object of a cyber attack['Venezuela']Venezuela

Hacking Attempts Happened at Bitcoin Transaction Places['South Korea']South Korea

Pharma: A cyber attack weighs on Merck's figures['United States']United States

Criminals spread phishing emails impersonating Banco Falabella['Chile'] Chile

Top managers have been attacked by hackers['Denmark']Denmark

Hackers attempting to steal N3 . 4bn from company account busted['Nigeria'] Nigeria

Governor of US State of Georgia Suspends Gas Taxes After Colonial Pipeline Cyber Attack['United States']United States

NITDA alerts Nigerians of cyberattacks by  USAID  hackers , Nobelium['Nigeria'] Nigeria

Burger bar hacked : IT ['Denmark']Denmark



Oscar Health discloses data breach after mailing error['United States']United States

Lake Charles Memorial Health System Reports Unauthorized Access , Possibly Ransomware Attack | Console and Associates , P . C . ['United States']United States

Cyber attacks on businesses rising says NCSC['United Kingdom']United Kingdom

Identity fraud skyrockets as hackers stick to pre - pandemic techniques['United States']United States

Researchers raise alarms over Indonesian phishing - as - a - service group['Indonesia']Indonesia

  Hi , how can we scam you today ? -- Office 365 phishing site comes with live chat support['United States']United States

Critical infrastructure under relentless cyber attack['United Kingdom']United Kingdom

Capital One Hit With Chancery Suit Over Data Breach['United States']United States

IT rebuilds 26 Fayette Co . servers ; fallout from Malware infiltration continues['United States']United States

CorVel problem may be ransomware ['United States']United States

GitHub hit with denial - of - service cyber attack['Uganda'] Uganda

Hundreds of employees affected by Sure data breach['United Kingdom']United Kingdom

Canning Town man part of gang that stole more than £10m through hacking emails | Crime & Court['United Kingdom']United Kingdom

Norwich teenager Elliott Gunton sentenced for computer hacking | Crime['United Kingdom']United Kingdom

Gaming , photo apps in Google Play infect Android handsets with malware['Japan'] Japan

Eight days to defuse parlt cyber attack ['Australia']Australia

Complexity of cyber attack delayed disclosure : Cathay['China', 'Hong Kong']China, Hong Kong

Hacker steals client data , tries to extort Kamloops firm['Canada'] Canada

Russian Hacker Admits Committing PC Fraud with Citadel Malware Kit['Russia'] Russia

Ethereum under siege : Scammers make $700 , 000 in 6 days from Slack and Reddit phishing attacks['United Kingdom']United Kingdom

Napier Port reports smooth sailing despite cyber attack['New Zealand']New Zealand

White Supremacists Gather in Virginia ; Global Malware Attack['United States']United States

Iran thwarts hacker attack on Imam Khomeini Airport City['Iran'] Iran

Malware equipped with data stealing capabilities reported targeting Android mobile devices : Dhotre['India'] India

Hacking attack against Lancaster University results in theft of student personal data['United Kingdom']United Kingdom

PoS payment system of two restaurants in Deer Valley Resort got hacked['United States']United States

Hackers steal $500 , 000 in Ethereum from would['United States']United States

Hack the Air Force ['United States']United States

A Hacker Has Wiped a Spyware Company Servers Again['United States']United States

AdultFriendFinder network hack exposes 412 million accounts['United States']United States

130 , 000 login credentials compromised in large - scale hacking['Finland'] Finland

Phishing scam costs Shiawassee County $50 , 000 | Shiawassee Area['United States']United States

CX passenger info hacked | TTR Weekly['Hong Kong']Hong Kong

GVR , Town of Sahuarita deal with email hacks['United States']United States

Hacker Steals 124 PHI - Laden Emails in Aspire Phishing Attack['Philippines']Philippines

Hackers stole 1 million emails after hitting Ledger['United Kingdom']United Kingdom

Big White issues data breach alert ['Canada'] Canada

Internet Faces Immense Risk As 2nd Serious Exploit Found , Patch Released['India'] India

Epicor Software hit by cyber attack ['Australia']Australia

Hackers Exploited Parity Node Bug to Attack Ethereum Network December 30th['Ethereum Network']Ethereum Network

U . S . says ransomware attack on meatpacker JBS likely from Russia['United States']United States

Total of 7 Crypto Exchanges and 158 Wallets Hacked in South Korea , Police Find['South Korea']South Korea

Wigan council data breach shock ['United Kingdom']United Kingdom

Sberbank and its subsidiaries withstood 800 hacker attacks in the last quarter['Russia'] Russia

Baydöner Data from Hackers Hacking Vanspor['Turkey'] Turkey

Hackers attacked the websites of the Central Election Commission 24 thousand people. times since the beginning of June['Russia'] Russia

GRAPHICS ⟩ Crooks don't let the war bother them: fraudulent calls are used to hack Estonian people's accounts even today - Investigative - Postimees: Latest news from Estonia and abroad['Estonia'] Estonia

Powerful hacker attacks are carried out on the capital dispatching service Master['Ukraine'] Ukraine

[Politics] North Korea's presumed virtual currency targeted hacking rampant... Public institutions also warned['North Korea']North Korea

Five Kaliningraders caught on phishing sites['Russia'] Russia

Army of E. OR . managed to hack ISIS years ago['United States']United States

Mysterious SandBoxEscaper releases Microsoft exploit code again['United States']United States

Warning: Facebook has been hacked and used to resell the ID.['Thailand']Thailand

"Kaspersky Lab" spoke about cyber attacks on the automated control systems of Russian companies['Russia'] Russia

"Unfortunate IT people" infected the New York Police Department with malware['United States']United States



Fallout exploit kit pops up in Belgium and the Netherlands['Belgium', 'Netherlands']Belgium, Netherlands

Beware: Phishing attack on cellular company customers['Israel'] Israel

Backdoor in Royal Road malware targets Russian nuclear submarines['Russia'] Russia

Demand Of Cash In Bitcoin Via Computer Hacking['India'] India

Hackers targeted the website of the Baltic American Clinic | Business['United States', 'Estonia', 'Latvia', 'Lithuania']United States, Estonia, Latvia, Lithuania

Giant cyber attack in the world affected 200 thousand people if ( detectmob ()) { top . location . href = http://m. news showcase . com + window . location . pathname;; } ( function ( i , s , o , g , r , a , m ) { i [ GoogleAnalyticsObject ] = r ; i [ r ...['Turkey'] Turkey

Possibility of missile provocation in the near future... Hacking attempts at dozens of domestic financial institutions (2 reports total)['South Korea']South Korea

Frozen - food firm Apetito hit by cyber attack['Germany']Germany

Two B . C . student - aid websites shut down after possible hacking : ministry | iNFOnews['Canada'] Canada

Malaysia experienced 57 . 8 million virus cyber attacks in Q1 , says US cybersecurity firm Fortinet['Malaysia']Malaysia

Valley News - Gifford says vendor had data breach['United States']United States

Kaspersky warns of more Trojan , ransomware attacks on smartphones['Philippines']Philippines

It's the Financial Supervisory Service... Hacking attempts targeting virtual currency on the rise['South Korea']South Korea

Hackers tried DDoS ['Russia'] Russia

Revenge of a fired employee : hacked and shut down ex['Finland'] Finland

Data breach shares user profiles on WestJet app['Canada'] Canada

['https://kazanfirst.ru/news/558221', 'https://ko.ru/news/novaya-masshtabnaya-kiberataka-privela-k-sboyu-v-krupneyshikh-bankakh-rossii/']A new large-scale cyber attack led to a failure in the largest banks in Russia['Russia'] Russia

Quantum Imaging & Therapeutic Associates , Inc . Announces Data Breach | Console and Associates , P . C . ['United States']United States

Spam Trends of the Week : Netflix , HBO Max and DHL Phishing Campaigns Target Users Worldwide['United States']worldwide

Nagle Catholic College suffered from a cyber attack['Australia']Australia

Over 300 victims lose $760 , 000 to phishing scams related to delivery firms['Singapore']Singapore

City of Burlington become victim to $503 , 000 phishing scheme['Canada'] United States

Hackers use Drupalgeddon 2 and Dirty COW exploits to take over web servers['Japan'] Japan

Hackers blackmail Brazil broker XP over client data breach['Brazil'] Brazil

Officials : Atlanta Public Schools data breach could impact all employees['United States']United States

Louise W . Eggleston Center , Inc . Reports Data Breach Following Ransomware Attack | Console and Associates , P . C . ['United States']United States

Web . com discloses major data breach ['United Kingdom']United Kingdom

Malware attack threathens national security['Indonesia']Indonesia

Temple website hacked again ['India'] India

Gardai issue nationwide alert following rise of tech - savvy car thieves hacking keyless vehicles['Ireland'] Ireland

SA second most targeted by hackers in the world['South Africa']South Africa

Hackers Fight Wildlife Trafficking at San Diego Zoo Safari Park['United States']United States

Cyber Fraud Ring Used Phishing to Steal $4 Million , Alleged Leader Faces Charges['United States']United States

Timehop Data Breach : 21 Million Users Affected By July 4 Hack['United States']United States

Vietnam Struck by a Ransomware Attack infecting around 4000 Computers['Vietnam'] Vietnam

Report : Mobile Phishing to Steal Government Credentials Increased 67 % in 2020['United States']United States

Udelar ruled out hacking after leak notice of 6 million records['Uruguay'] Uruguay

Cyber attacks on Israeli banks rose in last six months - regulator['Israel'] Israel

In latest scam , hackers are attempting to get data through fake password reset pages['United States']United States

Pakistan - linked hackers target Indian diplomats in cyberattack under CRIMSON RAT program['India'] India

Phone phishing scams now targeting Social Insurance Numbers['Canada'] Canada

COVID - 19 escalates data breach cases – NITDA Director - General['Nigeria'] Nigeria

Pottawatomie County cyberattack shows security risks from hackers['United States']United States

(# 4317904 ) | Ransomware attack on Sensis in Chiba Minami Boso City, Grade table disclosure and threatening to pay ransom['Japan'] Japan

Heart clinic held ransom by hackers as Toyota targeted['Japan'] Japan

Upgraded: A group of hackers was exposed that sold infection and accessibility as a service['Israel'] Israel

Nurse read medical records - charged with data breach['Sweden'] Sweden

Several Israeli websites were hacked: Jerusalem is the Palestinian capital['Israel'] Israel

As soon as Shanda University was selected as a first-class network security demonstration university, the official Weibo was hacked _ NetEase Education['China'] China

adult website cyber attack: big threat to millions of internet users, apple and microsoft alert - adult website users desktop and laptop are at risk warns microsoft and apple['India'] India

Don't fall for it: phishing e-mails promising favorable financial loans have appeared in Hungary!['Hungary'] Hungary

Hackers Take Control of US School Systems['United States']United States

Beat your own so that strangers are afraid: CloudSEK claims that its systems were hacked by another information security company['India'] India

Attempted hacking of the Georgian Dream website - Ministry of Internal Affairs launched an investigation - 03 . 10 . 2021, Sputnik Georgia['Georgia'] Georgia

The number of cyber attacks against smartphones increased in Turkey['Turkey'] Turkey



Attempted hacking to Help : Pretended to rob 7 . 000 beneficiaries['Paraguay']Paraguay

Hackers massively hack devices to support a popular blogger['Ukraine'] Ukraine

We were bombarded with phishing emails from Bulbank and DHL Express['Bulgaria'] Bulgaria

Odesit hacked user accounts in social networks and demanded money for their return['Ukraine'] Ukraine

Bitcoins Norway - customers report email - notice of data breach['Norway'] Norway

The data of thousands of children fell into the hands of hackers because of the parental control service | News | News['Russia'] Russia

The number of hidden mining hacks increased 40 times in 2018['Russia'] Russia

Amazon : Customers continue to be hit by phishing emails['Germany']Germany

Sauna apologizes : We couldn't keep hacker out['Netherlands']Finland

With hacks 85% of Mexican firms: analysts['Mexico'] Mexico

Ivory Coast: Hacking and embezzlement, Nsia bank loses several hundred million['Ivory Coast']Ivory Coast

Running a malware test bench backfired: 14 years in prison['Finland'] Finland

Hacker managed to hack the latest version of PS4['Ukraine'] Ukraine

Hacked emails and asked for money ['Sweden'] Sweden

Official Twitter of the Government of Durango hacked['Mexico'] Mexico

Hackney still reeling from cyber attack six months on['United Kingdom']United Kingdom

Many Russian cyber attacks failed in first months of Ukraine war , study says['Ukraine'] Ukraine

Stillwater Medical confirms malware attack in computer system failure['United States']United States

Russia - linked cyber attack could cost Gloucester City Council £1m['United Kingdom']United Kingdom

Report : Texas Dept . of Insurance Data Breach Affected 1 . 8M People['United States']United States

Binance , Coinbase and FTX users hacked by false trading bot platforms , CZ says delete API keys['China'] Worldwide

Researcher hacks macOS using plugins for secretly whitelisted apps['Nigeria'] Nigeria

PoW avoids EU ban , two DeFi protocols suffer a combined $11M hack and BAYC does an ApeCoin airdrop : Hodler Digest , March 13 - 19['EU'] EU

FeedMore WNY vendor hit by ransomware attack['United States']United States

Madison County parents concerned after social media post about school district hack['United States']United States

MikroTik router compromise exploit detailed['United Kingdom']United Kingdom

News Wrap : Voice Assistant Laser Hack , Twitter Insider Threats , Data Breach Fine Fails['United States']United States

Major US Postal Service data breach exposes 60m users['United States']United States

Hacking of Health Ministry website : Experts launch probe['Sri Lanka']Sri Lanka

Chicago Man Admits Role In BU Data Breach['United States']United States

Saint John cyber attack : Credit cards sold on  dark web  for over a year['Canada'] Canada

Loads of Hacked Account Credentials Now Available on Dark Web['United States']United States

Stealthy Mac Malware Out of Closet « isssource . com['United States']United States

Phishing scam disguised as DATCP emails , officials say['United States']United States

Hackers Put Cryptocurrency Mining Code on End['United States']United States

Spam and phishing in Q3 2017 ['United States']United States

Details of 4 . 9 million students may have been hacked - Nation['Malaysia']Malaysia

Texas Health Says 3 , 808 Affected by Healthcare Data Breach['United States']United States

City reports water billing - software data breach['United States']United States

iCloud Mail Phishing Scam Wants to Steal Apple Accounts , Banking Data , Identity['United States']United States

American Hacker Arrested For 2014 JP Morgan Chase ...['United States']United States

Qatar accuses a Gulf State of hacking QNA['Qatar'] Qatar

Data breach : LowYat and JobStreet admins were called in probe['Malaysia']Malaysia

Odisha : Women college website hacked , homepage replaced with porn site['India'] India

['https://www.yna.co.kr/view/AKR20191007170900002', 'http://world.kbs.co.kr/service/news_view.htm?lang=k&Seq_Code=338276']Hackers targeting public finance... Cyber attacks targeting the Bank of Korea surge 20-fold in 3 years l KBS WORLD Radio['South Korea']South Korea

Hackers target Southwick police website ; Chief Kevin Bishop opts to pull the plug and start over['United States']United Kingdom

Rotorua Lakes Council warn of phishing emails being spread in the city['New Zealand']New Zealand

Voice Phishing Attacks Target Company VPNs['United States']United States

Email malware targets personal information : officials['United States']United States

Names , social security numbers of SU students exposed in data breach['United States']United States

SG employment agency that suffered data breach says most stolen data is from fake profiles['Singapore']Singapore

Waikato DHB cyber attack : Old software susceptible to malware was being used by some staff['New Zealand']New Zealand

Anonymous claims the "hack" of the official VK account['Italy'] Italy

Go ahead! The prosecutor's office announced that it is investigating the hacking of['Bulgaria'] Bulgaria

Nurse charged with data breach - read and printed medical records['Sweden'] Sweden



Is Hitler vaccinated against covid-19?: They investigate possible hacking of green passes with QR code in the Netherlands['Netherlands']Netherlands

WEAPONS AGAINST HACKERS Older workers switched to manual controls after a cyber attack and SAVED THE COMPANY['Serbia'] Serbia

Chinese hackers attack. They wanted to take over government computers['Poland'] Poland

Diario La Verdad - Hackers violate security cameras in prisons, banks and hospitals in the US['United States']United States

Streamers recommend other careers, after Twitch hack['Mexico'] Mexico

Garena Free Fire bans over 1 . 3 million accounts in 2 weeks for hacking['India'] India

Computer hacking in Geneva – Tens of thousands of sensitive documents published on the darknet['Switzerland']Switzerland

Around one-third of global companies, targeted by a cyber attack in 2021, have paid hacker buybacks (report)['Romania']Worldwide

Transparency urges Díaz to reveal the authorship and the consequences of the SEPE hack['Spain'] Spain

['http://www.dsnews.ua/society/hakery-atakovali-sayt-odioznoy-zaporozhskoy-eparhii-upts-09012018130200', 'https://ua.korrespondent.net/city/odessa/3925894-khakery-atakuvaly-sait-odeskoho-upravlinnia-yustytsii', 'https://vesti-ua.net/novosti/proisshestviya/57035-hakery-atakovali-sayt-odesskogo-upravleniya-yusticii.html', 'http://fakty.ua/254316-sajt-odesskogo-upravleniya-yusticii-byl-vzloman-hakerami', 'https://gazeta.ua/ru/articles/life/_hakery-vzlomali-sajt-odesskogo-upravleniya-yusticii/813427', 'https://korrespondent.net/city/odessa/3925894-khakery-atakovaly-sait-odesskoho-upravlenyia-yustytsyy', 'http://sud.ua/ru/news/obshchestvo/113223-khakery-atakovali-upravlenie-yustitsii-odesskoy-oblasti', 'http://hronika.info/ukraina/287524-sayt-odesskogo-upravleniya-yusticii-vzlomali-hakery.html']Hackers attacked the department of justice of the Odessa region / Society / Forensic legal newspaper['Ukraine'] Ukraine

Hacker vulnerability in popular software library causes havoc['Russia'] Russia

Mario Zamora asks Alfonso Durazo to investigate hacks to the media['Mexico'] Mexico

Phishing: Hackers pretend to be EDF to extract personal data via SMS['France'] France

Death threats to Casado SAE account hacked['Spain'] Spain

Hacker attack leaves officials without fortnight['Mexico'] Mexico

Hackers attacked the giant, prices jumped['Serbia'] Serbia

Conrad Electronic customer database hack['Germany']Germany

Android Alert: dangerous bug to camera apps, Ginp spyware steals data['Italy'] Italy

['http://www.newstalk.com/reader/47.301/96880/0/', 'http://www.independent.ie/business/data-including-pps-numbers-hacked-from-irish-primary-school-and-held-for-ransom-35612786.html', 'http://www.irishtimes.com/news/ireland/irish-news/primary-school-pupils-data-held-to-ransom-by-hackers-1.3044951']Primary school pupil data held to ransom by hackers['Ireland'] Ireland

Yahoo Releases Results of Hacking Case Investigation['Indonesia']Indonesia

WikiLeaks hacker attack ['Russia'] Sweden

[Mr. Minseok Kim. Military ] The largest hacking damage in the military … The barn must be hit['South Korea']South Korea

Kast and Evópoli website hack : Some people clearly do not believe in the debate of ideas['Chile'] Chile

Imagine the scale of the disaster! It became known about the hacking of the database of Ukrainian passports['Ukraine'] Ukraine

Warangal : Cyber Criminals Hack Damera Police Station Facebook Account , Seek Money['India'] India

Google warns MILLIONS of Gmail users about Russian hack attack['Russia'] Worldvide

Associated Eye Care Discloses Impact From 2020 Netgain Ransomware Attack['Russia'] United States

DOJ Seized 63 . 7 Bitcoin from Colonial Pipeline Hackers['United States']United States

Spyware ? Google draws fire for  force - installing  sneaky Covid - tracking app on Android devices in Massachusetts without consent RT united states News['United States']United States

2 , 000 Indian websites hacked in June - July , highest threat from Far East['India'] India

30 persons tagged in BDO hacking ['Philippines']Philippines

Hackers Hit the Federal Government Hard['United States']United States

Huge data breach in Bengaluru : NGO acquires voter data with govt order , BBMP , EC involved['India'] India

Banking malware for Android also targets the Czech Republic - ITBIZ - Your number one among zeros['Czech Republic']Czech Republic

A hacker hacked into the IDF's system to demonstrate its vulnerability['Israel'] Israel

Allaire Health Services Announces Data Breach | Console and Associates , P . C . ['United States']United States

The new wave of business cyber attacks['United States']United States

Saolta CEO warns of continuing significant impact of cyber attack['Ireland'] Ireland

Officials warn church goers of phishing scam['United States']United States

Phishing attacks posing as missed voicemails nab credentials['United States']United States

Property valuation firm suffers data breach['Australia']Australia

Hackers have started attacks on Cisco RV110 , RV130 , and RV215 routers['Japan'] United States

NetNewsLedger - Red Lake OPP Warn about Online Phishing Scammers['Canada'] Canada

Ransomware Attack Hits Milwaukee Station FTVLive['United States']United States

Over 60 students emails hacked since December – The Bowdoin Orient['United States']United States

Hack may cost Memphis practice $70k — 5 takeaways['United States']United States

Port Angeles investigates possible data breach['United States']United States

HBO $250 , 000 Bitcoin Parlay Fails as Hackers Continue Thefts['United States']United States

Hackers Stole Restricted F ['United States']United States

City Providing Services Despite Malware Attack['United States']United States

Hackers hit Atlanta Hawks with malware that steals credit card information['United States']United States

Bengaluru suffered highest instances of cyber attacks last year : Study['India'] India

Android Marshmallow And Nougat Permissions Flaw Enable Malware , Adware And Ransomware : No Fix Until Android O : TECH['United States']United States

Luján And Schakowsky Urge FTC To Scrutinize Uber Handling Of Data Breach Involving 57 Million Customers['United States']United States

Airport hackers make your smartphone a target['Australia']Australia



New Malware Adds RAT to a Persistent Loader['United States']United States

NUS warns students of phishing scam emails from compromised NUS email accounts['Singapore']Singapore

Car Hacking Village People Hack Infotainment , Control Cars by SMS & Exploit Vulnerabilities in QNX['United States']Canada

How did the TimeHop data breach happen ?['United States']United States

May party app suffers data breach , probe launched['United States']United States

North Wales insurance firm warning as cyber attacks sky - rocket['United Kingdom']United Kingdom

Apple apps contain malware : the bots have breached the wall['United Kingdom']United Kingdom

Man accused of hacking , selling login credentials of Tampa Bay residents , others['United States']United States

Phishing scam seeking personal information targets Texas Department of Licensing and Regulation licensees['United States']United States

Investigation on Cyber Attack on AutoExpress['United States']United States

[ FIC 2022 ] In 2021, Cnil received an average of 20 data breach notifications per day['France'] France

Hacker attacks on Google Chrome again['Bangladesh']Bangladesh

Hacker Curi 23 Million Data Users Mangatoon['Indonesia']Indonesia

News Cabinet Ziegler and associates | Phishing: scams at URSAFF and CPF['France'] France

More than 2000 industrial organizations have been subordinated and used by hackers to propagate new attacks['Romania']Romania

North Korea cyber attacks on the South have continued despite warmer ties , says expert , East Asia News & Top Stories['South Korea']South Korea

Attorney General Josh Shapiro announces $5 . 7 million settlement of lawsuit against Uber for 2016 data breach['United States']United States

Nintendo accepts data breach ['Japan'] Japan

ESET Threat Report: Attempts to exploit MS Exchange and massive attacks to guess passwords , the most common vectors of surprise - Press Releases['Belgium'] Belgium

Councillors of the cadastre convicted for the hacker attack['Serbia'] Serbia

New Hacker Mode, Attacking Citizens Waiting for Online Packages['Indonesia']Indonesia

[Note B] 3.2 billion won for remittance of 160,000 won?... Hacking or mistake?['South Korea']South Korea

First arrests made in Tokyo over $530 million Coincheck hack['Japan'] Japan

Bergensavisen - NHH affected by data breach['Norway'] Norway

Game of Thrones will break records, a price of €400 for the PS5, phishing attack at Free Mobile, the recap['France'] France

They hacked over 9 million of devices that had access to wifi['Cyprus'] Cyprus

Miyoung jointly condemns Russian cyber attack['South Korea']South Korea

The Civil Guard warns about a new case of phishing that impersonates Endesa['Spain'] Spain

Hacking of Millénium, Harry Potter or the Goncourts: twelve people facing the big publishing houses['France'] France

Hackers have put thousands of emails from Lega and Salvini online['Italy'] Italy

Krimi :: They broke a gang of hackers that siphoned off over 100 mln. BGN ( OVERVIEW ) :: Monitor . bg['Bulgaria'] Bulgaria

Turkish hackers hacked Mossad's page on the first day of Ramadan - Breaking News['Israel'] Israel

Phishing sites allowed scammers to get rich on ICO['Russia'] United Kingdom

Three men created a malware that brought major services to their knees and slowed down the entire internet['Finland'] Finland

Two hospitals in Region South exposed to hackers['Denmark']Denmark

Hackers hacked the website of the "People's Tribune" LN['Philippines']Philippines

WSJ Reports Russian Organization That Hacked Hillaryph, This Time Attempting To Hack Macronph['France'] United States

Feds Shut Down Fake COVID - 19 Vaccine Phishing Website['United States']United States

Brasseler united states Announces Data Breach | Console and Associates , P . C . ['United States']United States

Steuben officials warn of phishing ad encountered by users of DSS website['United States']United States

Sandworm rolls out Industroyer2 malware against Ukraine['Ukraine'] Ukraine

Pirate Bay - Targeting Malware Hijacks Websites to Steal Cryptocurrency['United States']United States

Cyber attack on City Hall , an ongoing trend['United States']United States

Example of cyber attack from China, fire in the foot of domestic companies['China'] China

UB issues security alert following phishing attack['United States']United States

Major DC insurance provider hacked by  foreign cybercriminals['United States']United States

Scammers accused of  hacking fuel pumps to drive down price  as petrol costs soar['United Kingdom']United Kingdom

A dastardly new phishing scam is targeting tax software users['United Kingdom']United Kingdom

data breach : Indian investors concerned about data , confidentiality breach by investment adviser : Survey['India'] India

KHSU Hit by Cyber Attack ['North Korea']North Korea

Brookside ENT and Hearing Center closes after hack deletes all files 7 insights['United States']United States

Most united kingdom financial firms hit by cyber attack in the past year['United Kingdom']United Kingdom

T - Mobile US hacked , Monero wallet app infected , public info records on 1 . 2bn people leak from database ... ['United States']United States

MN man sentenced for hacking to obtain Trump tax returns['United States']United States

Iranian hackers targeting American oil companies['United States']United States



NOVA Entertainment reveals listener data breach['Australia']Australia

TV licence scam : Norfolk Trading Standards issue warning over phishing emails | Business['United Kingdom']United Kingdom

While Celebs Joined The Women March , Sundance Was Cyber Hacked['United States']United States

UK and Spanish police hack off cyber gang['Spain', 'United Kingdom']Spain, United Kingdom

Malware Steals Data From Air ['United States']United States

Foreign Power Hacking a Democracy ’ s Media – The US State Department Vs . Hungary['Hungary'] Hungary

Israel  cyber mercenarie are hacking into smart phones around the world – Middle East Monitor['Israel'] Israel

Hackers targeting cell phone numbers to get personal information['United States']United States

Anonymous launched a hacking campaign against Israel['Israel'] Israel

U . S . State and Local Governments Mailed Malware - Containing CDs From China : SoylentNews Submission['United States']United States

Phishing scam on 2020 Tokyo Olympics tickets detected['Japan'] Japan

Rafizi claims Julau tablets compromised with  malware['Malaysia']Malaysia

Egg Producer Data Poached by Ransomware , Will They Shell Out Bitcoin ? ['China'] China

Hackers target the newly unemployed , and everything else you missed in business news : CNBC After Hours['United States']United States

Chinese hackers now target website of DPIIT that curtailed Chinese FDI['India'] India

Hackers target Columbine High School Zoom call with threats of shooting  remake['United States']United States

Large Pennsylvania health care company hit by malware attack['United States']United States

Attackers Exploit Critical Adobe Bug , Target Windows['United States']United States

U.S., North American hacker group Lazarus has stolen 415 million yuan in cryptocurrency.['China'] China

Hackers attacked the site "Rafael" ['Israel'] Israel

DUE TO HACKER ATTACK ON SERVERS: Thousands of employees in state institutions have been sitting in offices for two weeks and doing nothing['Bosnia and Herzegovina']Bosnia and Herzegovina

Director of La Nación confirms cyber attack on a server['Argentina']Argentina

Turin: hacker attack in district, report ready['Italy'] Italy

Croatian website hack led Limerick gardai to find child porn during Operation Bonfire['Ireland'] Ireland

Malware attack recovery nearly complete in Duplin County['United States']United States

A hacker group stole the data of teachers, schoolchildren and parents from the MES portal['Russia'] Russia

"Fast men": Help, we are hacked ['Norway'] Norway

Jutarnji list - They are swimming in oil, but the rest are without gasoline: The pumps in Iran have dried up due to a comprehensive hacker attack.['Iran'] Iran

The Latvian-based Russian media Meduza has experienced a hacker attack['Latvia'] Latvia

science technology News : mobile also hacking - Mobile is also in the net of hacking['India'] India

Global report: Egypt is the fifth Arab country targeted by “hackers” in 2021['Egypt'] Egypt

Proximus customers targeted by a phishing campaign['Belgium'] Belgium

Unveiled VIPs on the web due to a hacker attack['Italy'] Italy

The Communications Authority prevented 120,000 cyber attacks in July['United Arab Emirates']United Arab Emirates

They report hacking to the Marriott hotel chain in the US['United States']United States

Fadli Zon: Prabowo's Website - Sandi Hacked['Indonesia']Indonesia

New version of Pegasus spyware steals authorization keys to Facebook, Google and other services['Czech Republic']Czech Republic

"Leaky" space: most of the satellites were easily vulnerable to hacking['Russia'] Russia

An extensive cyber attack was detected in Mazat, possibly of Iranian origin['Mazat'] Mazat

Cryptocurrency exchange blocked 100 million won voice phishing['South Korea']South Korea

Hackers hacked the site of the publication "My friend, yes you are a transformer"['Russia'] Russia

Comments - Hacking attack - ANARCHISTS hit the sites of institutions['Bulgaria'] Bulgaria

The Bandung Zoo Account Was Hacked, Here's the Manager's Explanation['Indonesia']Indonesia

Telex: StopCovid cost €6.5m, Pigment raises €24m, The cold chain of Covid vaccines can be hacked['France'] France

Treasury F reported hacker attacks on its systems from the United States['United States']United States

Picture of the day: more than 3 million tons of grain, financial aid for school, hacking of the Komarovsky market account and a sensational find['Belarus'] Belarus

Exposed to hacker attack : Kitchen center lost all data['Denmark']Denmark

Be careful what messages you open! Massive hacker attacks on mailboxes.['Poland'] Poland

Al Bawaba News: In the video .. 5 children hackers raised terror in America['United States']United States

Hacked , 6 . 500 Japanese Pia Ticket Credit Card Data Leaked to the Public['Japan'] Japan

CAMEROON :: Cybercrime: The Minesup website hacked['Cameroon']Cameroon

Just before Christmas: Danish parcel company exposed to hacker attacks['Denmark']Denmark

Mattituck School District targeted in ransomware attack Wednesday , superintendent says['United States']United States

Revolut hack exposes data of 50 , 000 users , fuels new phishing wave['Russia'] Russia

Cybercriminals are targeting outdated WordPress sites to run phishing ads['United Kingdom']United Kingdom



New Russian wiper malware , 7th associated with invasion of Ukraine['Ukraine'] Ukraine

Unfortunate and regrettable incident : Inside the Otago University data breach['New Zealand']New Zealand

Rackspace identifies hacking group responsible for early December ransomware attack['United States']United States

Algeria : Ruling party website hacked – Middle East Monitor['Algeria'] Algeria

They investigate hacking of the TSJE website['Czech Republic']Czech Republic

The scope of the hack into the HBO calculator: 7 times more than the information that C.B['Israel'] Israel

Mirror of the Week reported that its Twitter page had been hacked['Ukraine'] Ukraine

Korean Embassy in China issues voice phishing alert impersonating a courier company['China'] China

Hacker attack in Randers ['Denmark']Denmark

Turkish hacker group seized 300 million i Cloud accounts['Turkey'] Turkey

New Orleans key fob hacking car thefts ['United States']United States

E - Wallet payment platforms now a target for online hackers : KPMG reports reveals['Somalia'] Somalia

FBI briefs Congress , Michael Waltz on Russian hacking['United States']United States

TOWNSHIP COINS HACK ['United States']United States

Victoria News Accused hacker Dean Poot arrested after police storm Bendigo properties['Australia']Australia

French police warning over email  phishing  scam['France'] France

Expert says big name Irish firms hacked up to seven times a week['Ireland'] Ireland

2 , 200 Aetna customers in Ohio and Texas suffer data breach['United States']United States

Son of Russian Parliament member gets 27 years in US jail in hacking case['United States']United States

Russian hacking of Illinois voter registration system did not compromise election results , experts say['United States']United States

Phishing scam targets Amazon users with fake order emails['United States']United States

Hackers target nonprofit charitable donors in South Florida['United States']United States

Federal Unions Pursuing Legal Case Against Personnel Management After Data Breach['United States']United States

West Allis - West Milwaukee schools : Hackers steal more than $800 , 000['United States']United States

thebahamasweekly . com - Attorney General Office on Hack of RGD database['Bahamas']Bahamas

Nearly a month after cyber attack , portal resumes operations | Bengaluru News['India'] India

Daily  cyber attacks to steal resident data from councils['United Kingdom']United Kingdom

Southwark Council has reported itself for a data breach['United Kingdom']United Kingdom

Kim hackers blamed for $81m bank heist['Bangladesh']Bangladesh

More Than 10 , 000 People Join Lawsuit Against EasyJet for Massive Data Breach['United Kingdom']United Kingdom

['https://www.prajavani.net/india-news/sansad-tv-says-its-youtube-channel-was-compromised-by-scamsters-911164.html', 'https://zeenews.india.com/hindi/india/sansad-tv-hacked-by-hackers-youtube-stop-services/1098732', 'https://divyamarathi.bhaskar.com/national/news/youtube-terminates-sansad-tv-account-reason-not-clear-129404896.html', 'https://www.indiantelevision.com/television/tv-channels/viewership/sansad-tv-s-youtube-channel-restored-after-alleged-hacking-attempt-220216', 'https://navbharattimes.indiatimes.com/india/sansad-tv-youtube-account-terminated-for-violating-community-guidelines-users-reported-hacking/articleshow/89582869.cms', 'https://maharashtratimes.com/india-news/sansad-tv-youtube-channel-terminated-government-reported-hacking/articleshow/89588430.cms', 'https://www.divyabhaskar.co.in/utility/gadgets/news/hackers-rename-sansad-tv-ethereum-break-unauthorized-streaming-guideline-at-1pm-129405154.html']Hackers rename sansad TV Ethereum, break unauthorized streaming guideline at 1pm | Parliament TV hacked, changed name to Ethereum and aired mixed content, now channel shut down['India'] India

Most united kingdom businesses have suffered cyber attacks due to employee error['United Kingdom']United Kingdom

State Actors Are Increasingly Targeting Journalists With Surveillance Malware['United States']United States

New phishing scam targets college communities['United States']United States

Illinois College Suffers Data Breach - Infosecurity Magazine['United States']United States

Hamas hackers targeting Arabic speakers , Israeli security firm says['Israel'] Israel

Large Companies in Kazakhstan Suffer from Hackers['Kazakhstan']Kazakhstan

Civil Service Commission data breach , thousands of user details exposed['Philippines']Philippines

Hackers paralyzed the work of a large hospital in Yekaterinburg['Russia'] Russia

Hackers hijack real estate deposits ['France'] France

First time convicted in China to hack Beijing 2022 mascots['China'] China

Government Site Hacking Rises, Padang City Government Forms CSIRT['Indonesia']Indonesia

IEE Website Hacked, But Candidate Registration Information Is Safeguarded['United States']United States

They hack the Guerrero government portal and leave a message to Evelyn Salgado['Mexico'] Mexico

Data leaks , hacks and attacks [ Updated ]['United States']United States

Rep. Ha Tae-kyung SLBM and nuclear-powered submarine technology all hacked by North Korea['South Korea']South Korea

Scientists Hack A Computer Using Dna - Jang Magazine - Daily Jang['Pakistan']Pakistan

Identification of 412 million malware attacks in Iran['Iran'] Iran

Newspim - Let's increase the number of telecommuters in Corona 19... North Korea hacking organization cyberattacks in full swing['North Korea']North Korea

A spy app hacked the data of thousands of users: here's how['Italy'] Italy

Hackers affiliated with the IRGC have targeted the Google account of Iranian activists['Iran'] Iran

Fed up of delay in salary , computer engineer hacks companys website['India'] India

Arrested 24 cyberthieves who made a million euros a year hacking bank card codes['Spain'] Spain

NotiGAPE - GobTam announces legal action against hacking of its website['Mexico'] Mexico

Hacker attacks in Norway can take a toll on cold Britons - Great Britain - Energy['Norway', 'Great Britain']Norway, Great Britain



Tens of millions of hacking attempts per month: Israel Railways made a plan['Israel'] Israel

CFE data, under ransomware cyberattacks['Mexico'] Mexico

Hackers siphon bank cards by impersonating classifieds sites['Bulgaria'] Bulgaria

CCBC targeted in phishing attack ['Canada'] Canada

CPV denies involvement in hacking UN Security Council committee database['']

Crocom companies were hacked ['Sweden'] Sweden

Unusual attack: Hackers first hacked the emergency warning system of a metropolis['Russia'] Russia

Hacker attacks continue: all Nova Poshta branches have stopped working['Ukraine'] Ukraine

Get a job Cannon bankbook scammer?... Voice phishing that sounds like a job seeker['South Korea']South Korea

Sent a million routers to count with malware['Denmark']Denmark

Hackers  Zoom bombed  synagogues and Jewish schools with hate messages almost 200 times last year['Israel', 'United States']Israel, United States

  EvilNum  malware targets European financial exchanges , crypto with backdoor attacks['European countries']European countries

RansomEXX claims ransomware attack on Sea - Doo , Ski - Doo maker['Canada'] Canada

Court documents detail RCMP investigation into Edmonton MLA hacking of Alberta vaccine system['Canada'] Canada

Bank Fraud : Hackers Using Both Gozi , Cerberus Malware['United States']United States

Justice Department Charges the Alleged Creator and Distributor of the  Thanos  Ransomware Kit['United States']United States

Colonial Life & Accident Insurance Company Confirms Recent Data Breach in Official Filing | Console and Associates , P . C . ['United States']United States

Public warned of suspicious email link attachments amid  formidable  ransomware group['Philippines']Philippines

APT37 Uses Internet Explorer Zero - Day to Spread Malware['United States']United States

Two Romanians arrested for trying to hack a Couvin ATM['Belgium'] Belgium

Fast Company is Online Again After 8 - Day Shutdown Due to Hacking['United States']United States

Linux malware reaches an all time high ['United States']United States

Cape customers possibly affected by laboratory data breach - News - capecodtimes . com['United States']United States

Telecom Sector Increasingly Targeted by Chinese Hackers : CrowdStrike['China'] China

Secure64 Is Fighting Back Against A Wave Of COVID - 19 Hacking['United States']United States

Looks Like Russian Hackers Are on an Email Scam Spree['United States']United States

City falls victim of  phishing ; Hamilton staffer allegedly swiped funds['Canada'] Canada

Atlas rolls back NA servers after exploit results in whales and drakes spawning into the game['United States']United States

Microsoft Confirms Windows  Great Duke Of Hell  Malware Attack['United States']United States

IDPC Fines Lands Authority For Data Breach - Data Protection['United States']United States

Adwind Spyware - as - a - Service Attacks Utility Grid Operators['United States']United States

Pinoy LulzSec stages new April Lulz hack['Philippines']Philippines

Hillicon Valley : Barr targets Facebook encryption plans | Social media platforms dragged into 2020 fight | EU court says Facebook can be ordered to remove content | FBI warns of  high - impact  ransomware attacks['European Union']European Union

U . S . phone company discloses illegal hacking of user data - Xinhua['United States']United States

Police : Albion Central School Threat Was a Malware Attack['United States']United States

Surveillance cameras , webcams , smart thermostats infected with malware helped carry out yesterday DDoS attack ! ['Jersey'] Jersey

Cyber attack cost Ingham County $86 , 000 and could cost $2M to prevent in future['United States']United States

Trust declares major incident as neighbour is crippled by cyber attack['United Kingdom']United Kingdom

Opening Bell : Cyber attack Monday , Irish construction ... ['Ireland'] Ireland

Two Vermonters sue Equifax over data breach['United States']United States

Vietnamese hacker breaks into airport system , finds his way to prison['Vietnam'] Vietnam

Absence of HTTPS from URL helped Aadhaar hacker['India'] India

Man , 30 , held over hacking attack on two Hong Kong travel agencies['Hong Kong']Hong Kong

Asacub - a new malware that targets Android users for financial gain - Kachwanya . com['Kenya'] Kenya

Strategic Malware Attacks Grow : Report « isssource . com['United States']United States

Cambridge Analytica row : KC Tyagi in trouble ? JDU seeks explanation over data breach['India'] India

Hard - up Bristol students on  alert  after convincing phishing email attack uses callous lie about huge grant['United Kingdom']United Kingdom

This new dual - platform malware targets both Windows and Linux systems['United States']United States

Malware disguised as documents with pertinent nCoV information found['Philippines']Philippines

41 % of Irish businesses suffer cyber attack['Ireland'] Ireland

Phishing scam targets doctors with emails from the College of Family Physicians of Canada['Canada'] Canada

Criminal comms system hacked and 746 people arrested in police sting['United Kingdom']United Kingdom

2 . 27 . 20 Apartments with no lease ; MGM data breach ; Saving['United States']United States

The Worst Hacks and Breaches of 2020 So Far['United States']United States

Cyber attack forces closure of FD schools | News , Sports , Jobs['United States']United States



Suffolk officials probe possible impact of ransomware attack on county vendor['United States']United States

Bitcoin SV multisig mechanism gets hacked , a user loses nearly $100 , 000['United Kingdom']United Kingdom

What scammers know about us: services that were hacked in 2022 | Moscow['Russia'] Russia

Airlift and Cho Hee-yeon stolen investigation, political phishing['South Korea']South Korea

Telstra tells cloud customers theyre at risk of malware or worse • The Register['Australia']Australia

Blue Mockingbird Malware Gang Infect Thousands of Enterprise Systems['United States']United States

Indies Pharma rebuilds database after ransomware attack['Jamaica'] Jamaica

HB website attacked by hackers again latest news / HB['Ukraine'] Ukraine

['https://www.defenseone.com/news/2019/01/the-d-brief-january-31-2019/154552/', 'https://www.defenseone.com/news/2019/01/the-d-brief-january-30-2019/154518/']Intel chiefs , POTUS diverge on threats ; More troops to border ; UAE hackers target US ; Inside Stratcom new HQ ; And a bit more . ['United States', 'United Arab Emirates']United States, United Arab Emirates

Government does not know when the AutoExpreso system will be recovered after hacking['Puerto Rico']Puerto Rico

New active speculative execution attack targets Intel and AMD processors, exploit can leak passwords and other sensitive data['France'] France

DKB - Phishing : Beware of this unusual message['Germany']Germany

Many Hacking Actions, Members of Commission II Ask Bawaslu to Protect Election Data['Indonesia']Indonesia

In a week state cabinet suffers two hacks Treasury News Javier Corral César Duarte - El Heraldo de Chihuahua | Local News, Police, Mexico, Chihuahua and the World['Mexico'] Mexico

Mysterious AgainstTheWest claims Chinese TV station has been hacked['China'] China

Hacker - attack on medicine - service provider from Eltville['Germany']Germany

Hackers demand millions - e110 - The security portal['Germany']Germany

A year ago, Finland's most arresting data breach was revealed, the victims of which the police will soon begin to hear - Vastaamo shows the timeline - I collected the calls['Finland'] Finland

Hive ransomware attacks Europe's largest electronics retailer['European countries']European countries

North Korean Hackers Gait in Cybercrime['North Korea']North Korea

ThaiCERT warns of SMS messages impersonating the Thai government attaching malware links to steal financial data['Thailand']Thailand

Porn advertising on Facebook? Zuckerberg investigates an alleged hack['Argentina']Argentina

Phishing attack Please print ['Russia'] Russia

US presidential election: Joe Biden all fired up, a strange TV debate and a hacking prevented['United States']United States

Like from a movie! They hack accounts of the municipality of Aguililla and steal 3 million pesos['Mexico'] Mexico

Hacking to the Municipality seems to be that it was through a USB: Bonilla['Mexico'] Mexico

Blocked Ukrainian publication accuses SBU of hacker attack on its website['Ukraine'] Ukraine

Chinese hackers attack Indian citizens ['India'] India

Has the identity of the hackers who broke into Pirai revealed?['Israel'] Israel

Today Tamaulipas - Tamaulipas The hacking of bank cards in Matamoros grows['Mexico'] Mexico

Republic hacked ['Brazil'] Brazil

The Dispatch - Random - Fullones: drugs in the heart of Reggio Calabria and the hacking of the current accounts of almost 200 victims['Italy'] Italy

Junaeb filed a complaint for database hacking['Chile'] Chile

Employee within the Correctional Service is suspected of data breach['Sweden'] Sweden

Asia tried to hack hundreds of organizations in the US,['United States']United States

Bialystok. 36-year-old suspected of phishing payment codes in the paysafecard system and fraud on over 4.5 thousand. zloty['Poland'] Poland

Russian-speaking hackers tried to withdraw money from companies in Eastern Europe['Russia', 'Ukraine', 'Belarus', 'Moldova', 'Romania', 'Bulgaria', 'Slovakia', 'Hungary', 'Poland']Russia, Ukraine, Belarus, Moldova, Romania, Bulgaria, Slovakia, Hungary, Poland

Railway booking of 90 thousand by hacking bank account['India'] India

['https://www.insurancejournal.com/news/international/2020/05/06/567656.htm', 'https://www.channelnewsasia.com/news/business/sap-discloses-security-lapses--says-there-was-no-data-breach-12704558', 'https://www.claimsjournal.com/news/international/2020/05/05/296905.htm']SAP Discloses Security Lapses ; Says There Was No Data Breach['United States']United States

Hackers attack Zero ['Germany']Germany

FBI investigating DNC email hack as Trump pushes back['United States']United States

Android : scoperte app malware da eliminare immediatamente['Italy'] Italy

Genesis GV60 Interior Revealed , VW - Audi Data Breach , Facelifted AMG GT 4 , Tesla Model S Plaid Tested : Your Morning Brief['United States']United States

Molecular Pathology Laboratory Network , Inc . Reports Healthcare Data Breach Impacting Patient PHI | Console and Associates , P . C . ['United States']United States

The Malware Pandemic | Twin Cities Business['United States']United States

Growing Scrutiny of Medicare Advantage ; Psych Bed Profit Motive ; Rural Ransomware['United States']United States

Call of Duty Modern Warfare 2 sees return of Superman exploit['United Kingdom']United Kingdom

Bahrain police arrest foreign national for hacking ATM | THE DAILY TRIBUNE['Bahrain'] Bahrain

Johannesburg Guarantees Its Residents After Hacking : TechMoran['South Africa']South Africa

Malware attachments , impersonation attacks , and more : Quarterly findings['United Kingdom']United Kingdom

BabyShark is Back – Malware Targeting National Security Think Tanks – MeriTalk['United States']United States

A new Equation Editor exploit goes commercial , as maldoc attacks using it spike['United States']United States

Inova Suffers Third - Party Data Breach ['United States']United States

Getting tax refund processing message from I - T Department ? Beware ! This could be phishing['India'] India

Hollywood Presbyterian Ransom : Hacked Hospital Paid In Bitcoin['United States']United States



New Fileless Malware Infecting Numerous Windows Computers In US , Europe['United States', 'Europe']United States, Europe

Beware , Malware - India Legal ['India'] India

As the US Govt warns telecom firms about hacking breaches , SecurityGen urges mobile operators to revise their approach to security and upgrade their network defences['United States']United States

UAE denounced by victims of hacking scandal as Israel seeks to save - face['UAE', 'Israel']UAE, Israel

RedCurl corporate espionage hackers resume attacks with updated tools['Russia'] Russia

NSA foreign spying , biotech snooping , Hamas hackers bombed , airline cams , and much more from infosec land['United Kingdom']United Kingdom

Decrypted : Police hack criminal phone network ; Randori raises $20M Series A – TechCrunch['United States']United States

Utilities discuss cybersecurity after water website hack['United States']United States

Hacking group wipes content from over 12 , 000 open MongoDB databases['United States']United States

LookBack malware targeting utility sector['United States']United States

Level 4 exploit discovered , Chrome and Edge users advised to update browsers['Pakistan']Pakistan

Scammer was phishing for card information['United States']United States

Federal Fox Investigation Reportedly Includes Allegations Of Phone Hacking And Illegal Surveillance['United States']United States

APAC topped the world in number of cyber attacks in 2016['APAC'] APAC

The Google Docs Phishing Scam ['France'] France

34 % of data breach class action lawsuits targeted health industry in 2016['United States']United States

SafeBrowse Chrome Extension Allegedly Hacked to Covertly Mine Cryptocurrency on User PCs['India'] India

Data Breach Digest : Cybersecurity in the wake of disaster['United States']United States

Ticketmaster exec accused of hacking trade secrets['United States']United States

Washington pot industry faces major setback after delivery routes , vehicle data hacked['United States']United States

Business Associate Dismissal Denied in HIPAA Data Breach Case['United States']United States

Hackers break into Naukri . com , steal over 1 L resumes['India'] India

Your smart speaker could be at risk of  voice squatting  hackers trying to steal your private data['United Kingdom']United Kingdom

UP site hacked over Scarborough Shoal ['Philippines']Philippines

Carbon Black threat report reveals destructive cyber attacks increasing ahead of 2018 US mid - term elections - Media Releases - CSO['United States']United States

Cork Gardaí warn public after attempted €50k phone phishing scam['Ireland'] Ireland

Bitglass Security Spotlight : Cyber Attack Results in Defense Contractor Paying $500 , 000 Ransom['United States']United States

NTPC reports cyber attack Thursday morning , some systems shutdown['India'] India

Russia united kingdom threat : Security chief warns of new Kremlin cyber attack plots to shut down united kingdom | united kingdom | News['United Kingdom']United Kingdom

Anti - fraud analyst Evina detects Venus malware on Google Play app store['South Africa']South Africa

Maryland Social Services Agency Says Facebook Was Hacked – CBS Baltimore['United States']United States

Scammers Make Money with Malware Masquerading as BSOD['United States']United States

Consumer Catch - up : FTC sues robocallers , Medicare in trouble , MyHeritage data breach['United States']United States

samsung smart tv hack 2016 ['South Korea']South Korea

Chinese Police Arrested Suspected Hackers over Cryptocurrency Theft['China'] China

Ransomware : Klinikum Lippe decrypts data after intensive negotiations['Germany']Germany

Feds bring hacking , wire fraud charges in scheme that targeted NFL , NBA athletes['United States']United States

A third of Kenyan corporates report financial hack bids['Kenya'] Kenya

IOWA D - O - T WEBSITE HACKED - KSCJ 1360['United States']United States

Forex Today : Greenback comeback amid US hack , profit - taking , focus remains on stimulus , Brexit['United States']United States

Hackers on Prowl : Cybercriminals Target Indonesia Govt Coronavirus Database , 200 US Police Agencies['Indonesia', 'United States']Indonesia, United States

JIPMER suspends tele - consultation following ransomware attack['India'] India

Hacking of undirected PAN deputies; Happens to all of us: Estrada['Mexico'] Mexico

Source: hacker attacks were made on the broadcast of the 1st stage of the Kyrgyz Republic in cross-country skiing['Kyrgyzstan']Kyrgyzstan

Sanctions are ignored: Russia renews extensive cyber attacks -['Russia'] Russia

South Korea handed Interpol a warrant for the arrest of a Ukrainian suspected of cyber attacks['South Korea']South Korea

Mayors of Miguel Hidalgo and Cuajimalpa, in CdMx, and Ricardo Monreal denounce hacking['Mexico'] Mexico

Security warns citizens against falling into the trap of fraud by hacking the e-wallets of National Aid and Social Security beneficiaries['Egypt'] Egypt

Bank employee exposes "phishing scam".['Austria'] Austria

Hacker group Rapsus Horror … Coin exchanges are also targeted['South Korea']South Korea

Police emails that went wrong led to convictions for data breach['Sweden'] Sweden

Indian opposition parties claim they are under attack by hackers['India'] India

Expensive hacker attack: The Funke blackmail was the “ideal crime['Germany']Germany

Tunisia - Social networks: Hackers announce a fake contest at STEG['Tunisia'] Tunisia

Hackers against lawyers: violate the pecs['Italy'] Italy



Cage pumping warning … Speculative forces run rampant in Upbit hacking['South Korea']South Korea

They Hacked 13 Million But Couldn't Transfer It!['Turkey'] Turkey

Government department's software hack: Many people's property records stolen!['India'] India

The engineer did not get the salary, so the company's websites were hacked['India'] India

Error or hack: The Presidency shared a note with Villar and is now investigating what happened['Argentina']Argentina

Levi, a scam message about corona, contains malware['Finland'] Finland

Better than expected from Mekonomen - data breach lowered sales['Sweden'] Sweden

Portal Košev announced that it was under a strong hacker attack['Bosnia and Herzegovina']Bosnia and Herzegovina

Parcel rerouting stopped after hacks ['Switzerland']Switzerland

No free smartphone from Free, it's a phishing campaign!['France'] France

Pilsen high school was attacked by hackers, who also threatened graduation exams. They wanted six bitcoins to unlock the system['Czech Republic']Czech Republic

Rabobank again hit by cyber attack ['Netherlands']Netherlands

PayPal - Phishing : Beware of verifying your customer account REF['Germany']Germany

TMP was hacked and blackmailed ['United States']United States

FGE alert for Phishing attempt on behalf of Netflix – Chihuahua News – Entrelíneas['Mexico'] Mexico

Hackers attacked Rustavi2 TV website ['Georgia'] Georgia

Hackers who support Jews attack hackers who criticize Jews['Russia'] Russia

They hack ABC News Twitter accounts and post obscene messages['Mexico'] Mexico

The Dixie Group Has Ransomware Attack - Chattanoogan . com['United States']United States

Indonesian govt blocks access to RaidForums hacking forum after data leak['Indonesia']Indonesia

Azerbaijani special services continue hacking Armenian accounts of Facebook – NSS Artsakh['Armenia'] Armenia

Aruba Notified Customers Regarding a Data Breach After Two Months['Aruba'] Aruba

Tech Tuesday : Phishing Emails By Hackers Cost Americans Over $675 Million Dollars & It Only Getting Worse['United States']United States

Hacked , PANDI Will Trace BBC Site Ownership . co. id['United Kingdom']United Kingdom

Hackers deceived the Omsk company for 170 thousand rubles. rubles['Russia'] Russia

The SEC Charged Several Individuals and Entities in a Fraudulent Hacking Scheme['United States']United States

Two Men Arrested For Their Suspected Involvement In Phishing Scam Involving Singpass['Singapore']Singapore

113 , 500 New Phishing Wildcards Added every Month by Kaspersky Lab['Russia'] Russia

MH370 news : Missing Malaysia Airlines plane could have been hacked says NASA | Weird | News['Malaysia']Malaysia

Cork City Council report data breach after councillor claimed parking offence warning letters found['Ireland'] Ireland

Phishing attack on People Inc . affected around 1 , 000 persons['United States']United States

Talk - Talk hacker sentenced : teen hacking rising , as are counter moves['United Kingdom']United Kingdom

iTWire - ESET says new Linux malware found , but infection vector unknown['Australia']Australia

Sophos Patch for Critical VPN Bug Was Fresh Manna for Hackers['United Kingdom']United Kingdom

Danish Agro  almost back to normal  after April ransomware attack['Denmark']Denmark

Ex - aide pleads guilty in Senate hacking case['United States']United States

The Marriot hack - Newspaper ['Pakistan']Pakistan

UNICEF Launches Crypto Fund Class Action Alleges Price Manipulation US Enforcement Continues More Ransomware and Hacks['United States']United States

Only 2 % of the Equifax data breach victims have signed up for free credit monitoring so far['United States']United States

Linux , Windows Users Targeted With New ACBackdoor Malware['United States']United States

Top Long Beach news : 4 charged in  Latin Lotto Scam ; cyberattacker pleads guilty to hacking ; more['United States']United States

Malware Does Affect Chrome OS & It Because Of Android : Report['China'] China

Hackers Slickly Spoof URLs , Use NSA Tools and Steal Credit Cards Numbers from Hotels['United States']United States

Anonymous Hacker Releases Hillary Clinton  Missing Email to the Public['United States']United States

Even homeowner associations are targets of hackers looking to profit off cybercrime['United States']United States

St . Clair County , Ill ., Ransomware Attack Compromises Data['United States']United States

Hacker Whose Tools Were Used in DNC Hack Steps Forward['United States']United States

['https://ictnews.vn/cntt/bao-mat/xuat-hien-bien-the-moi-ma-doc-facebook-coinminer-tai-bung-phat-de-doa-nguoi-dung-viet-nam-181684.ict', 'https://vnreview.vn/tin-tuc-an-ninh-mang/-/view_content/content/2805622/nguoi-dung-facebook-viet-nam-tiep-tuc-bi-de-doa-boi-ma-doc-dao-tien-ao', 'http://www.antv.gov.vn/tin-tuc/xa-hoi/hon-45000-may-tinh-tai-viet-nam-nhiem-ma-doc-dao-tien-ao-269357.html', 'https://thenextweb.com/hardfork/2019/04/25/beapy-cryptocurrency-malware-monero/', 'https://cointelegraph.com/news/new-crypto-mining-malware-beapy-uses-leaked-nsa-hacking-tools-symantec-research', 'https://siliconangle.com/2019/04/28/rapidly-spreading-cryptomining-malware-uses-nsa-hacking-code/', 'https://cacm.acm.org/news/236477-cryptocurrency-mining-malware-uses-leaked-nsa-exploits-to-spread-across-enterprise-networks/fulltext', 'http://nhandan.com.vn/khoahoc-congnghe/thong-tin-so/item/39965002-bien-the-moi-ma-doc-dao-tien-ao-tiep-tuc-de-doa-nguoi-dung-viet-nam.html', 'https://www.coindesk.com/new-crypto-mining-malware-taW32 virus. FbCoinMiner continues to threaten users in Vietnam | New variant of Facebook Coinminer malware continues to threaten users in Vietnam | There were 45 . 000 computers in Vietnam infected with Facebook Coinminer malware['Vietnam'] Vietnam

Hacked ! ISU intensifies fight against cyber theft['United States']United States

IoT Botnet Hacks Websites « isssource . com['United States']United States

Letter : Wanderers ’ Rest victim of malicious hackers['United States']United States

Data Hack SHOCK : Is your data safe ? New report reveals HUGE 5 . 4 billion accounts affected['United Kingdom']United Kingdom

The photographer who hacked the world CCTV cameras['United Kingdom']United Kingdom

Stephen McNeil rejects N . S . Opposition ’ s call for minister ’ s resignation over data breach - Halifax['Canada'] Canada

Saks Hit With Class Action Over  Notoriou Hacker Breach['United States']United States



ALEX BRUMMER : Digital crisis for Dixons as new boss faces a hacking scandal and a share price slide['United Kingdom']United Kingdom

Data of Over 200 Million Japanese Sold on Underground Hacking Forum['Japan'] Japan

SMEs increasingly hit by phishing cyber crime['United Kingdom']United Kingdom

Hackers are opening SMB ports on routers so they can infect PCs with NSA malware['Japan'] Japan

GhostDNS exploit kit source code leaked to antivirus company['Russia'] Russia

Tripura : ATM hacking bid foiled ; thanks to alert youth & prompt police action['India'] India

BBB warns of phishing and clickbait scams following death of Kobe Bryant['United States']United States

Ukrainian Hacker Caught Selling Government Databases for Crypto['Ukraine'] Ukraine

7 Hong Kong VPN Providers Accused of Massive User Private Data Breach['Hong Kong']Hong Kong

Raids and Hacks : North Korea and Bangladesh - 569673['Bangladesh']Bangladesh

OCR Imposes $6 . 85M Penalty Over Data Breach - Infosecurity Magazine['United States']United States

Defence tech service provider firm data hacked , company claims Rs 50 - cr loss['India'] India

Cyber attack : Hundreds of residents still facing disruption with benefits payments['United Kingdom']United Kingdom

Top: Goods smugglers have turned to "hacking" customs servers['Iran'] Iran

Ministries suffer web pages crash and the Government investigates possible hacking['Chile'] Chile

Tarte Cosmetics data leak : Hackers get hold of nearly 2 million customer personal information left exposed['United States']United States

Keller Grover LLP Investigates Bronson Laboratories Data Breach['United States']United States

Snowden Documents Confirm The NSA Hack Is Real['United States']United States

Authorities in Delaware seized more than 200K in bitcoin from hacker['United States']United States

British Airways , Ticketmaster and Newegg hacks part of massive Magecart formjacking campaign['United Kingdom', 'United States']United Kingdom, United States

Hacker extorts online shops , sells databases if ransom not paid['Russia'] Russia

Customer complaint phishing campaign targets corporate networks['United Kingdom']United Kingdom

Georgia MLS Struck By Cyber Attack ['United States']United States

Briefly informed: fine dust pollution, cyber attack, internet connection, ADAC['Germany']Germany

A phishing campaign imitating large groups is rampant in France['France'] France

After cyber attack at Continental: Supervisory board convenes special meeting['Germany']Germany

Hacker attacks on cryptocurrency miners - Biznes w INTERIA . EN['Poland'] Poland

Again Belgian Pegasus - victim : iPhone of human rights activist hacked - Belgium['Belgium'] Belgium

Telex: The former CEO of Nutanix launches DevRev, Xiaomi, n°2 supplier of smartphones, Ransomware: China accused by the United States,['China', 'United States']China, United States

EP, together with the Ministry of Digital Development, will study hacking of profiles on electronic voting['Russia'] Russia

Hackers under the guise of large corporations steal money from companies through dummy details['Russia'] Russia

SMS targeted by hackers - TyN Magazine['United States']United States

On the deserted capital Khreshchatyk, a communication salon was hacked and flagship smartphones were taken out['Ukraine'] Ukraine

Number of cyber attacks on technology sector increases by 70 percent['Austria'] Austria

Soon . VisitMexico and its hacking: there are already complaints['Mexico'] Mexico

Phishing with a message that asks to pay 1.40 euros for disinfecting packages['Spain'] Spain

Hacking, the Tunisian post warns against phishing['Tunisia'] Tunisia

Judged Trying to Hack KPU Site, MAA Arrested by Police['Indonesia']Indonesia

Cyber Police conducts inspection on hacking to Notimex['Mexico'] Mexico

['https://www.techtimes.com/articles/260628/20210525/apple-resolves-three-zero-day-vulnerabilities-mainly-xcsset-malware-two.htm', 'https://securityboulevard.com/2021/05/apple-patches-zero-day-xcsset-exploit/', 'https://www.techtimes.com/articles/260859/20210530/apple-zero-day-experts-advise-upgrade-macos-big-sur-11-4-xcsset-malware.htm']Apple Resolves Three Zero - Day Vulnerabilities Mainly From XCSSET Malware -- Two of Them Are From Apple TV 4K , HD Devices['United States']United States

Private Educational Institute's Google Maps Hack - Navshakti['India'] India

Cyber tazza in PC cafes across the country… 330,000 malware['South Korea']South Korea

[Exclusive] North Korean hackers capture the situation targeting the Blue House['South Korea']South Korea

An institute suffers a hacker attack that demands bitcoin to release data['Spain'] Spain

Senate rules out having been a victim of hacking and leaking: data would be untimely | National['Chile'] Chile

Government would be unable to face elections due to the hacking of Datacenter['Venezuela']Venezuela

"Kaspersky Lab": traps for malware were attacked by 33 dishwashers['Russia'] Russia

Hackers hacked the correspondence of the commander of the 74th IPSO Center of the SBU['Ukraine'] Ukraine

Hacking occurs targeting domestic ICO... Hacker demands 500 ether['South Korea']Ukraine

Association news update e-mail phishing target['South Korea']South Korea

Attention dynamite phishing: Dangerous Trojans - wave paralyzes entire companies['Germany']Germany

The first blackout in the country , hackers made target['India'] India

Hackers Hijack Radio Stations to Broadcast Anti Song['United States']United States

Warning hackers attack via YouTube ['Vietnam'] Vietnam

The number of cyber attacks on information resources F has tripled['Russia'] Russia



PARENTS, BEWARE! Toys bought by Croats are easy to hack and use to talk to children['Croatia'] Croatia

Federal Police alert an increase in cyber attacks in Mexico['Mexico'] Mexico

Hacking Xiao Zha and hacking Real Madrid, how did this hacker organization known as the king of account hacking succeed every time? - Titanium Media Official Website['China', 'Spain']China, Spain

NASA computers hacked, creepy. ['United States']United States

Hillicon Valley : DHS chief lays out actions to boost cybersecurity after major hacks | Facebook removes video of Trump citing suspension from platform | Battle rages over vaccine passports['United States']United States

Bugcrowd Reports Ethical Hackers Prevented $27B in Cybercrime['United States']United States

Avast uncovers  thieve kitchen  of malware - writing teens['United Kingdom']United Kingdom

QR Code Malware Threat as Lockdown Ends - Infosecurity Magazine['United Kingdom']United Kingdom

IoT - Specific Malware Infections Jumped 700 % Amid Pandemic['United States']United States

CSOC Meetup 2019 in Bonn: Attacks by cryptomining and phishing mails are increasing, ransomware is on the retreat - Mittelstand Cafe['Germany']Germany

NetSpectre , the Specter-like exploit that allows you to remotely steal data from your CPU['United States']United States

Apple patches iOS 12 after hackers exploit WebKit Engine flaws['United States']United States

['http://www.wxii12.com/article/rockingham-county-schools-malware-attack/14534747', 'http://www.wfmynews2.com/news/local/2-wants-to-know/getting-answers-after-rockingham-county-schools-malware-attack/504154393', 'http://www.greensboro.com/rockingham_now/news/eden_reidsville/rockingham-county-schools-problem-solves-after-malware-takedown/article_d1b516b6-f013-11e7-9f05-431b2df70a62.html', 'http://www.wfmynews2.com/news/local/after-malware-attack-rockingham-county-schools-rebuilding-servers/503105147', 'http://www.wxii12.com/article/malware-attack-targets-rockingham-county-school-district/14532427']Rockingham County Schools malware attack['United States']United States

Splatoon 3 exploit is letting players get kills through walls['United States']United States

One in eight charities had a cyber attack last year , data shows['United Kingdom']United Kingdom

Rental car company Sixt confirms cyber attack , leaves scores of united kingdom customers in the dark['United Kingdom']United Kingdom

Bristol City Council apologises for data breach in response to Clean Air Zone applications['United Kingdom']United Kingdom

A North Carolina high school intercom system was allegedly hacked by a person making antisemitic remarks['United States']United States

Enterprise cryptojacking attacks continue , despite overall decline in popularity among hackers['United States']United States

Hacker gets correctional supervision sentence for R350 , 000 fraud['South Africa']South Africa

Student health insurance carrier Guard . me suffers a data breach['Russia'] Russia

South Africa Cyberattack : Pipeline Company Transnet Stops Operations Following Data Breach['South Africa']South Africa

INM data breach was not for cost - cutting exercise – report['Ireland'] Ireland

Study :  Fivefold  Increase In Phishing Attacks On State And Local Governments In Past Three Years['United States']United States

Vox Sentences : Hackers are holding cities hostage['United States']United States

Fake Android apps uploaded to Play store by notorious Sandworm hackers['United States']United States

Safari Malware on Mac and PC | infonews . co . nz New Zealand News['New Zealand']New Zealand

Top Story : Delete these PayPal and Amazon emails immediately ! Theyre phishing scams['United States']United States

This Android malware downloads on its own and is targeting users in the US and Europe['United States', 'Europe']United States, Europe

Yogi Adityanath orders STF probe into police recruitment exam paper leak , hacking['India'] India

Inmarsat Shipboard Communication Platform Found Vulnerable to Hacking – gCaptain['United States']United States

Phishing attack reported at state government offices['United States']United States

Macon County official website of Circuit Clerk was hacked by the Iranian Hackers['United States']United States

Dayton pushes for cybersecurity upgrades , warns of hacker havoc['United States']United States

Phishing attack hits another huge company['United States']United States

Cuban telecom flooded with hacking complaints['Cuba'] Cuba

UK Warns Campus of Phishing Email ['United Kingdom']United Kingdom

Severe Internet connectivity problems in North Korea in wake of Sony hacking attack over['North Korea']North Korea

Keokuk City leaders take immediate action on data breach['United States']United States

Snapchat hackers targeting North Wales children , police tell parents['United Kingdom']United Kingdom

134K Possibly Affected in St . Peter Server Data Breach['Vatican City']Vatican City

Judge Compels Discovery in Suit Alleging Qatar Hacking , Despite Sovereignty Questions['Qatar'] Qatar

The John Williams Show Full Podcast 03 . 21 . 18 : Andrea Raila , food with a view , Facebook data breach , pedestrians abuse their right of way['United States']United States

Word Attachment Delivers FormBook Malware , No Macros Required | Threatpost['United States']United States

Brazil prosecutors open investigation into Banco Inter data hack['Brazil'] Brazil

1 . 7 Million Phishing Emails Blocked in June : ...['United States']United States

Phoenix man convicted of hacking computers of tribal consultants['United States']United States

Phishing attacks continue to plague SU ['Singapore']Singapore

Trenton sues for $982K after insurer falls prey to hack , U . S . Secret Service probes theft['USA'] USA

Connected cars moving targets for hackers | Drive['United States']United States

Turla malware siphons antivirus logs to determine whether it has been detected['United Kingdom']United Kingdom

Hackers Attacking Retirement Savings With Increasing Frequency – Investment Watch['United States']United States

Potential data breach reported at CMHIP - News - The Pueblo Chieftain['United States']United States

Chinese Hackers Targeted Pearson , Accessing Millions of Student Records['United States']United States

Old malware makes a comeback as new players enter cyber warfare['India'] India



Facebook Hacked : Data Breach Impacts Half - Billion Users['United States']United States

SA : Cyber attack disrupts discussion on GBV & media['South Africa']South Africa

Hackers Smell Blood as Schools Grapple With Virtual Instruction['United States']United States

Camera hack at AU headquarters - defenceWeb['Ethiopia'] South Africa

PNPA database hacked , website defaced['Philippines']South Africa

Autodesk reveals it was targeted by Russian SolarWinds hackers['United States']South Africa

MND : MND statement on cyber attack ['South Korea']South Korea

Pegasus : Journalist , Wife Targeted by NSO Spyware , Finds Belgium Military Intelligence['Belgium'] Belgium

Hackers spoof Zix in credential phishing attack['United Kingdom']United Kingdom

North Korean hackers behind $81m cyber theft from Bangladesh Bank['Bangladesh']Bangladesh

Hacking the ONT - AT & T U - verse ['United States']United States

Phishing attacks impersonate UH administrators to lure would - be victims['United States']United States

FBI  Drive - By  Hacking Warning Just Got Real : Here How This Malicious New Threat Works['United States']United States

Attorneys to net $30 million in Yahoo data breach settlement ; Small amounts to millions of class members possible['United States']United States

Police convicted of 19 cases of data breach['Sweden'] Sweden

They exploit Europol and the name of Catherine De Bolle to steal money by mail after an accusation of child pornography['European Union']European Union

The enemy sleeps at home: hackers hide up to 5 months on a server to attack['Argentina']Argentina

Magyar Posta warns of phishing ['Hungary'] Hungary

Microsoft warns of new malware used by Nobelium['United States']United States

Trump: they hack the State Department page and announce that their government ends today['United States']United States

EXX Ransom Hacker Claims PT Pertamina System Broke, Internal Data Leaked to Dark Web Site['Indonesia']Indonesia

Hackers attack the website of the Israel Insurance Institute['Israel'] Israel

This young man hacked hundreds of Facebook accounts, some were blackmailed, some were used as SARA provocations['Indonesia']Indonesia

Norbert Kaczmarczyk informs about a hacker attack['Poland'] Poland

[Qin Peng Live] The website of the Chinese Communist Party was attacked on the 11th, Xi warned of biosecurity | Xi Jinping | China's biosecurity risks | Hackers['China'] China

Spyware storing personal data was found on school machines in Espoo : Our control failed - City['Finland'] Finland

Residents of Chelyabinsk hacked ATMs in two regions of Russia['Russia'] Russia

More than 20 hacking attempts to pages of the Coatzacoalcos City Council['Mexico'] Mexico

The Security Council announced cyber attacks on nuclear facilities of the Russian Federation['Russia'] Russia

['http://www.bbc.com/news/technology-38496474', 'http://www.govtech.com/security/Researcher-Finds-Data-Breach-of-US-Special-Operations-Employees.html', 'http://www.lowcards.com/information-on-u-s-military-medical-professionals-exposed-in-data-breach-46869']Information on U . S . Military Medical Professionals Exposed in Data Breach['United States']United States

['https://www.timesnownews.com/technology-science/article/symantec-identifies-group-behind-cyber-attacks-in-pakistan-turkey/329970', 'https://newsd.in/symantec-identifies-group-behind-cyber-attacks-in-pakistan-turkey/']Symantec identifies group behind cyber attacks in Pakistan , Turkey | News and Analysis from India . A Refreshing approach to news . ['Pakistan', 'Turkey']Pakistan, Turkey

UN penetrated by hacking attack ... OHCHR also suffered['Switzerland']Switzerland

RedCurl hacker group attacks companies for corporate espionage['Russia'] Russia

Surveillance camera hack ['United States']United States

Blue and white report: an unprecedented cyber attack['Israel'] Israel

Cyber police exposed hackers who stole information using a virus['Ukraine'] Ukraine

How the Coincheck Hackers Laundered $550 Million from NEM – Korben['Japan'] Japan

CT News - 09/04/2018 (Hyperloop in Brazil; Flaw allows hacking Netflix) - Podcasts['Brazil'] Brazil

Cryptocurrency worth 500 million was hacked... police investigation['South Korea']South Korea

More than 6 . 500 incidents of cyber attacks in the first 8 months of 2018['Vietnam'] Vietnam

LogicLocker , un malware capable d'empoisonner l'eau potable d'une ville['France'] France

This is the message from the group that hacked the CNE in Venezuela['Venezuela']Venezuela

The municipal administration of Colfontaine victim of computer hacking: all the data is encrypted and the hackers demand a ransom!['Belgium'] Belgium

news slp Agrarian Prosecutor's Office loses 995 thousand pesos in hacking['Mexico'] Mexico

Voice phishing with high paid part-time job for teenagers['South Korea']South Korea

40% of Japanese have been hacked, LINE is the hardest hit area['Japan'] Japan

Spam is back, it's the most in 7 years, every tenth one contains malware['Czech Republic']Czech Republic

UNR , NV Air National Guard prepare for cyber attacks['United States']United States

Someone is hacking receipt printers with  antiwork  messages['United States']United States

Crypto anonymity has regulators circling after the Colonial pipeline hack['United States']United States

Prothena Corporation , PLC Confirms Recent Data Breach Following Compromised Employee Email Account | Console and Associates , P . C . ['United States']United States

Iraqi hacker group  ALtahrea Team  targets Israeli IT , e - commerce companies in major cyber attack : Reports['Israel'] Israel

A 2020 data breach that continues to remain an unsolved mystery['India'] India

Albertan personal information exposed after national health - care data provider hacked , data put up for sale['Canada'] Canada

Minnesota trucking company hit in 2nd ransomware attack['United States']United States



Bitcoin hacker targets Meghan Markle friend fashion company['United Kingdom']United Kingdom

Scammers Went Phishing in L . A . County , But Got No Bites['United States']United States

OAG reports health records company to pay state thousands over data breach lawsuit in federal court['United States']United States

REvil Ransomware Gang Adds Auction Feature for Stolen Data['United States']United States

Lawsuit :  Alarming  data breach at Coastal Prep Academy exposed sensitive personal data['United States']United States

Some Easton Hospital patients may get compensated for data breach - Lehigh Valley Business Cycle['United States']United States

JR's YouTube channel is hacked • El Nuevo Diario['Dominican Republic']Dominican Republic

McDonald Australia free burger kiosk hack up to 1 . 6M+ views['Australia']Australia

Sweden a - kassa unemployment system offline after cyber attack['Sweden'] Sweden

Cyber Attack on Red Cross Data Stings Family Reunification Push , Feds Say['']

Phishing shifts from e - mail to social media | Business['Philippines']Philippines

Cleveland Police apologise over phone hacking scandal['United States']United States

Target Plans Apple Pay Rival Despite Recent Data Breach['United States']United States

Revenge Hacking : Former Employee Charged $1 . 1 Million For Hacking Company['United States']United States

Nearly undetectable Microsoft Office exploit installs malware without an email attachment['United States']United States

Q3 Sees a Whopping 400M Malware Infections['United Kingdom']United Kingdom

Ministry of Foreign Affairs Kenya hacked['Kenya'] Kenya

BJ & Jamie : New Malware hacks ATM for free money 4 / 10['United States']United States

Fileless , zero - footprint cyber attacks on the rise['South Africa']South Africa

PAC to investigate cyber fraud following TCD hacking['Ireland'] Ireland

Cyber attack batters Christie Digital ['Canada'] Canada

ICO urges advertisers to consider their role in RTB data breach['United Kingdom']United Kingdom

Email . it data breach exposes 600 , 000 users ( Includes interview ) ['United States']United States

Suspect arrested for cyber attacks on Dutch tax service ; Bunq['Netherlands']Netherlands

['http://www.elhadas-news.com/saudi-news/28293.html', 'http://www.elfagr.org/2411314', 'http://www.elmonzar.net/ksa/enviar-178923']Today's news Government agencies warn of dangerous cyber attacks targeting employees['Egypt'] Egypt

Hackers target social media ['United Kingdom']United Kingdom

China critic email hacked and stolen ['China'] China

ZLoader Malware Hidden in Encrypted Excel File['United States']United States

The number of hacker attacks on companies in Poland increased by 40 percent.['Poland'] Poland

Ministry of Education and Science warns universities about phishing mailings from the Ministry of Defense['Russia'] Russia

Hacker attack in Carinthia: data protection authority discontinues proceedings | Tyrolean daily newspaper online['Austria'] Austria

INFOGRAPHICS: Beware of Phishing Hoaxes Claiming to Check Social Assistance on the Ministry of Social Affairs' Website['Indonesia']Indonesia

Public Defender's Office issues alert to officials for hacking the Judiciary and warns of possible interconnection problems » EntornoInteligente['Brazil'] Brazil

I used a Chinese system... Taiwan government hospital hacked - The Herald Business['Taiwan'] Taiwan

Hive ransomware for VMware ESXi ported from Golang to Rust['Russia'] Russia

Fake Finder applied Lotte Card Digirocar 1436 phishing crimes blocked['South Korea']South Korea

Hacker attacks discussed behind closed doors: - Elderly and child welfare children affected['Norway'] Norway

Red alert: Warning of hacker attack | Economy | DW['Germany']Germany

A hacker sells login passwords on the dark web['Hungary'] Hungary

It's the biggest data leak ever seen online... Nearly 3.2 billion emails and passwords hacked['France'] France

The Kedah Exco Facebook account was hacked['Malaysia']Malaysia

The municipality exposed to a data breach - shared sensitive data with companies in the United States['United States']United States

Former KPK Investigators Novel Baswedan and Febri Suddenly Join Bitcoin Group, Allegedly Hacked['Indonesia']Indonesia

Fake phishing sites 15,000 . addresses ['Poland'] Poland

IEE Sonora files a complaint with FGR for hacking the signal of the debate between candidates['Mexico'] Mexico

From diagnostic kits to new drug substances, hackers aim for K-Bio know-how['South Korea']South Korea

Hackers published thousands of email addresses and passwords of Israeli civil servants['Israel'] Israel

Hacking of Ministry of Justice emails exposes sensitive data of Sename minors and family cases['Chile'] Chile

Established 800 million AI learning data related to government, malware and intrusion accidents['South Korea']South Korea

['https://navbharattimes.indiatimes.com/tech/gadgets-news/kanpur-hackers-gets-3-78-lakh-rupees-as-reward-for-tracking-bugs-in-google-products/articleshow/76254779.cms', 'https://timesofindia.indiatimes.com/city/lucknow/kanpur-hacker-earns-rs-3-78-lakh-for-tracking-google-bugs/articleshow/76240828.cms']Hackers Earns: Bug found in Google products, Kanpur's hacker found 3. 78 lakh rupees - kanpur hackers gets 3 . 78 lakh rupees as reward for tracking bugs in google products['India'] India

Tax refunds and Covid premium: police warn of phishing scams['Belgium'] Belgium

The Constitutional Court alleges fear of hacking and decides to paralyze the plenary sessions | Spain['Spain'] Spain

Euromayor cause: key research computer hacked['Argentina']Argentina

Dutch hacker faces 15 months in prison for stealing Mobile Vikings customer data - ICT News['Netherlands', 'Belgium']Netherlands, Belgium

An American cyber unit was sent to Estonia to hunt down Russian hackers.['Estonia'] Estonia



An e-mail telephone and phishing campaign directed at the institutions of the Republic of Croatia is underway['Croatia'] Croatia

Phishing mails: Savings banks - customers again in the focus of scammers['Germany']Germany

Hacker attacks against electrical networks['Serbia'] Serbia

Free Web Phishing | 456810|| Bangladesh Pratidin['Bangladesh']Bangladesh

Shots are fired at US soldiers – a hacker attack follows shortly thereafter['United States']United States

Suspects of hacking Celpa's operating system are arrested in Pará['Brazil'] Brazil

Young "hackers" from Luhansk were stopped by the SBU in time['Ukraine'] Ukraine

WhatsApp Plus scam is back in circulation and can install malware on your device['Brazil'] Brazil

Hackers tried to disable the servers of the exam['Russia'] Russia

靑, upgraded to Windows 10. 500 hacking attempts per month['South Korea']South Korea

11-year-old child hacks US electronic voting system['United States']United States

Computer hacking in Chambéry metropolis is causing a stir in Savoie['France'] France

Korean custom-made ransomware disguised as a questionnaire... Be careful when reading Hauri emails['South Korea']South Korea

The world's largest child pornography phishing website is behind the Australian police['Australia']Australia

nagpur imd website hacked from iran ['India'] India

Another attack on Kerala from Pakistan! Websites are hacked; Will Mallus fight back?['India'] India

Frederiksberg's location reference hacked : Gained access to CPR['Denmark']Denmark

Hospital seeks dismissal of patient lawsuit over ransomware attack['United States']United States

Health Data Breach Tally 2021 Surge Continues['United States']United States

Greek parliament to probe phone - hacking scandal['Greece'] Greece

As VMFH network outage hits Day 4 , concerns of ransomware attack on health giant grow['Australia']Australia

73 websites hacked every day in India , 2021 saw highest cyber breaches in four years['India'] India

Old Point National Bank Announces Data Breach Compromising Customer Social Security Numbers and Bank Account Numbers | Console and Associates , P . C . ['United States']United States

FBI beat security cluster in identifying cyber hack of the SA Reserve Bank , says Godongwana['South Africa']South Africa

From spear phishing to hacked printers ,  brokers have to stay sharp  on emerging risks['United States']United States

Ingenious imitation , fake GDPR notices , phishing found in 120 million malicious emails targeting business | Networks Asia['']

Patients of Health Quest notified about July 2018 Phishing Breach['United States']United States

NFT Phishing Scam $2 . 2m Lost - Banksy Vandal Given Prison Sentence  -  Protected Status Granted For £1500 Caravaggio['United Kingdom']United Kingdom

Apple and Tesla supplier Delta Electronics struck by Conti ransomware attack['Taiwan'] Taiwan

50 , 000 companies running SAP software face hacking : Onapsis['Germany']Germany

Zhuxian's largest account hacking, those who intend to buy Dian 5 Dingsheng account pay attention['China'] China

Rosgosstrakh reimbursed 13 million rubles to capital banks for hacked ATMs['Russia'] Russia

MRIoA Discloses Data Breach Affecting 134 , 000 People['Argentina']Argentina

['http://tech.gmw.cn/2018-06/15/content_29290482.htm', 'http://news.dayoo.com/society/201806/14/140000_52203358.htm', 'https://news.dahe.cn/2018/06-14/325579.html', 'https://tech.sina.com.cn/it/2018-06-14/doc-ihcwpcmq5867377.shtml', 'http://china.zjol.com.cn/gnxw/201806/t20180614_7540964.shtml', 'http://china.huanqiu.com/article/2018-06/12252200.html', 'https://news.dahe.cn/2018/06-14/325572.html', 'http://it.21cn.com/itnews/a/2018/0614/12/32940409.shtml', 'http://finance.gscn.com.cn/system/2018/06/14/011968790.shtml', 'http://news.sznews.com/content/2018-06/14/content_19308895.htm', 'http://news.china.com.cn/2018-06/14/content_52183182.htm', 'http://www.xinhuanet.com/yuqing/2018-06/14/c_129893687.htm']Printers and cameras will also be hacked, IoT devices may become the hardest hit area of network security_Guangzhou DailyDayang网['China'] China

Hacker targets District of Squamish IT systems again['Canada'] Canada

FKCC handles data breach with help of security firm – Keys News['USA'] USA

SD BBB Recommends Freezing Your Credit After Latest Data Breach['United States']United States

Facebook scam : Phishing email scam hitting Aussie inboxes['Australia']Australia

USS Nimitz UFOs  were always there  and  secret spyware upgrade  exposed them['United Kingdom']United Kingdom

Hackers infect Pascagoula data systems , demand ransom['United States']United States

PTS investigates Tele2 Sweden voicemail hacking['Sweden'] Sweden

Uber Data Breach Exposed Personal Information of 20 Million Users['United States']United States

Tech Blurbs : Blue Cross Data Breach , Army IT Develops Tactical Network , White - Hat Hacks + more['Qatar'] Qatar

Bogus Email Sent to La Jolla Podiatrist Patients in Hacking['United States']United States

Twitter Verify Account Phishing Scam Steals Credentials , Credit Card Data['United States']United States

Three charged with hacking Dubai bank account , stealing $270 , 000['United Arab Emirates']United Arab Emirates

Walk for Israel website hacked with anti ['Israel'] Israel

Ransom note in Licking Co . cyber attack demanded over $30 , 000['United States']United States

Construction sign hacked on N . Virginia Street near university campus['United States']United States

Atlantic Digestive Specialists , Notice of Data Breach['United States']United States

Telkom hit in global cyber attack ['South Africa']South Africa

SWO institutions escape global cyber attack['Canada'] Canada

Odisha Crime Branch to probe cyber attack['India'] India

Email scam tricking drivers ! Malware hiding behind traffic violation threats['United States']United States

Cisco Cybersecurity Team Cracks $50 Million Ukrainian Hacker Ring['Ukraine'] Ukraine



Sassa website down for days following hack['South Africa']South Africa

Mobile parking service hit by potential data breach['Ireland'] Ireland

Facebook shares nosedive , loses $130 billion over data breach scandal['United States']United States

WordPress Targeted with Clever SEO Injection Malware['United States']United States

UMMS ( University of Maryland Medical System ) investigating Malware attack on their Computer system['United States']United States

Bag Makers Fully Operational After Malware Attack['United States']United States

UN didnt patch SharePoint , got mega - hacked , covered it up , kept most staff in the dark , finally forced to admit it['United Kingdom']United Kingdom

After malware attack , Samaritan restores main computer system['United States']United States

Hacker Gains Rp. 1.48 T from a US Crypto Company, What's the Mode?['United States']United States

Raid in around 60 bars in Bizkaia against the hacking of football matches['Spain'] Spain

Hacker attack: the state administration of Carinthia was completely paralyzed['Austria'] Austria

Iran's nuclear data is hacked and Argentina is mentioned['Iran', 'Argentina']Iran, Argentina

230,000 cases of voice phishing by Congressman Yoo Dong-soo over 10 years, amounting to KRW 3.23 trillion in damages['South Korea']South Korea

Voice phishing damage for 10 years 3 . 2 trillion .. 71 people get hit every day['South Korea']South Korea

Pakistani hackers. Indian and Afghan governments. Google, Twitter and Facebook credentials. Malwarebytes. Microsoft | MS Office and PDF files being stolen with new tools, social media accounts also in target['India', 'Afghanistan']India, Afghanistan

Voice phishing to lure with low interest rates... Financial Supervisory Service Notice['South Korea']South Korea

The UGR denounces before the CNI a massive cyber attack in full online exams['Spain'] Spain

LAfnor under fire from Ryuk ransomware (MAJ) Computerworld['Norway'] Norway

Lee Jae-myeong boy phishing, the most vicious of the vicious crimes… I will definitely root it out['South Korea']South Korea

Hacker attack on the marshal's office. Investigators still do not know who is behind it. The expert comments['Poland'] Poland

Provider Volya reported intensive cyber attacks on servers['Ukraine'] Ukraine

Student distributed malware: A 20-year-old student from Odessa distributed a virus for hidden cryptocurrency mining, - National Police (23.01.20 16:42) « Incidents['Ukraine'] Ukraine

The ransomware Trojan attacked the public sector and medical institutions. Even if you pay the ransom, the data will not be restored['Russia'] Russia

E-Land ransomware hacker demanded money but refused... no negotiation['South Korea']South Korea

A group of hackers successfully stole data from computer and smartphone users['Ukraine'] Ukraine

Fraudsters wanted to make money as hackers. They used a common computer lock app to do this['Czech Republic']Czech Republic

The United States has accused hackers of creating a new RosInvest trojan. Com - Venture, management, investments['United States']United States

From the UNAM laboratory they hacked students and stole packs['Mexico'] Mexico

North Korea's Reconnaissance General Bureau attempted to hack the Korea Oil Pipeline in March['South Korea']South Korea

Detected 3 hacking attempts on Pusan National University online lecture platform['South Korea']South Korea

ID phishing, where everything is stolen, Naver and Daum users’ attention is the most important['South Korea']South Korea

Hacking and piracy: The BDK robbed • Rewmi . com - news in senegal['Senegal'] Senegal

Computer Files Hostage, Hackers Take Revenge to Perpetrators in This Way['Indonesia']Indonesia

Krasnodar hacker leaked information about the management of Russian Railways['Russia'] Russia

Not only the hacking of the corporation's website: the cyber activity from Gaza against Israel['Israel'] Israel

Icann: Mounir Mahjoubi confirms the hacking of the central internet directory['France'] France

5G malware is hyper-connected... Stealing information with a casino aquarium thermometer['South Korea']South Korea

Company is victim of hacker and blames bank for loss of R $ 100,000['Brazil'] Brazil

Bitcoin vanishes (again) due to a hack: 3 are stolen...['Spain'] Spain

They hack Pordede and steal all the data of its users['Spain'] Spain

Spain battles bots and hackers ahead of Catalonia elections['Spain'] Spain

La Jornada : The PGJ investigates the cyber attack on the payroll of the Ministry of Culture['Mexico'] Mexico

FatFace cyber attack : Firm was warned by police nine months earlier['United Kingdom']United Kingdom

PSG hacked broadcast of the match against Manchester United – Prensa Libre['France', 'United Kingdom']France, United Kingdom

The extortionist from Nigeria and the infected fax : Hackers in Israel['Israel'] Israel

['http://vnreview.vn/tin-tuc-an-ninh-mang/-/view_content/content/2454074/xuat-hien-ma-doc-android-moi-co-the-danh-cap-noi-dung-tin-nhan-messenger-skype-telegram', 'https://baomoi.com/xuat-hien-ma-doc-android-moi-co-the-danh-cap-noi-dung-tin-nhan-messenger-skype-telegram/c/25553777.epi']Appears new Android malware that can steal the content of Messenger, Skype, Telegram messages['Vietnam'] Vietnam

Gage Brothers Concrete Products , Inc . Confirms Unauthorized Activity Resulted in Data Breach | Console and Associates , P . C . ['United States']United States

Airdrop Phishing Is Scamming Crypto Investors - Cyber - Forensi ...['Qatar'] Qatar

Central Maine Medical Center Files Notice of Recent Data Breach with the Federal Government | Console and Associates , P . C . ['United States']United States

Gardner Resources Consulting , LLC Recently Files Notice of September 2021 Data Breach | Console and Associates , P . C . ['United States']United States

Privacy commission sets meeting to clarify details on alleged Comelec hack['Philippines']Philippines

Murky Hacking Group Transparent Tribe Targeting India Govt And Military , Says Report ? – Indian Defence Research Wing['India'] India

Criminals researched hacking TTPs post - breach in  messy  cyber attack['United Kingdom']United Kingdom

McCarter & English experiences data breach['United States']United States

Malware in Flappy Birr App Flies Away with Data - Infosecurity Magazine['United Kingdom']United Kingdom



Mirai malware family variants rack up exploit totals['United States']United States

Investigation launched into Adult Social Services data breach['United Kingdom']United Kingdom

Northwood suffered from data breach ['United States']United States

Reitspoof mysterious multistage malware makes its rounds['United Kingdom']United Kingdom

Supt . informs Wilmington parents of data breach['United States']United States

NAB sheds new light on data breach incident , outages['Australia']Australia

Cyber - insurance shock : Zurich refuses to foot NotPetya ransomware clean - up bill – and claims it  an act of war['United States', 'Ukraine']United States, Ukraine

Qld policeman charged for computer hacking['Australia']Australia

Centerstone Announces Data Breach | Console and Associates , P . C . ['United States']United States

RedLine Malware Steals Passwords With Omicron Scam ; How to Check If Youve Been Attacked['United States']United States

Recent Hacks in Ukraine Meant to  Spread Chaos , Minister Says['Ukraine'] Ukraine

Attackers Hack PCM Inc . to Access to Client Files - Infosecurity Magazine['United States']United States

Gillingham murder trial delayed for 8 months after Eurofins Scientific cyber attack['United Kingdom']United Kingdom

... none of our computers would work . Prosecutor office struggles with malware attack as judge declares a mistrial in Cunningham case['United States']United States

SMB , IoT Attacks Rapidly Increasing , while Mirai Malware Dominates['United States']United States

Adviser support service hit by cyber attack['United Kingdom']United Kingdom

Investigation launched into RedHack after ministry hacking['Turkey'] Turkey

PAUSD student data exposed in data breach['United States']United States

['https://navbharattimes.indiatimes.com/tech/gadgets-news/new-malware-targeting-online-banking-users-for-stealing-username-and-password/articleshow/74001704.cms', 'https://www.zdnet.com/article/this-crafty-malware-makes-you-retype-your-passwords-so-it-can-steal-them/', 'https://www.scmagazine.com/home/security-news/malware/metamofo-banking-malware-spreads-around-the-world/', 'https://www.insurancebusinessmag.com/us/news/cyber/new-malware-impacting-online-banking-tricks-users-212953.aspx', 'https://www.techradar.com/news/banks-being-targeted-with-major-malware-campaign', 'https://timesofindia.indiatimes.com/gadgets-news/this-malware-makes-you-retype-your-online-banking-password-to-steal-it/articleshow/74000865.cms']Malware attack: Username-password of online banking being stolen, new malware spread across the world - new malware targeting online banking users for stealing username and password['India'] India

Schuyler County latest victim to cyber hack['United States']United States

Millions unaware their personal details were hacked in recent cyber attacks , study says['United Kingdom']United Kingdom

Wikileaks Offered Don Jr . Decryption Key And Address For Hacked Docs['United States']United States

Colchester MP Will Quince and other Essex MPs unable to respond to emails after hack attack ( From Gazette )['United Kingdom']United Kingdom

Cardinals face stiff penalties after hacking Astros['United States']United States

Hacking attacks on web platforms used by Italy 5['Italy'] Italy

Dubai credit cards hacked : What to do ?['United Arab Emirates']United Arab Emirates

Singapore sentences Twitter hacker over NFL breach : Report['Singapore']Singapore

Minted Data Breach [ June ] What caused the breaching ?['United States']United States

Ransomware Attack Every 14 Seconds - Prilock Announces $3 . 99 For 1 - Click Protection['United States']United States

Phishing campaign leads to UPS Store data breach['United States']United States

This malware fakes incoming SMS to steal banking details['India'] India

Tens of thousands locked out of ATO Online accounts after payroll hack['Australia']Australia

Unreleased Yearn Finance Project Sees Hacker Stealing $15 Million['United States']United States

Racist comments made during university Zoom lecture hack['Canada'] Canada

A Ransomware Attack Temporarily Shut Down Steel Production At Stelco['Canada'] Canada

2 , 400 were exposed to phishing scheme , UH tells lawmakers['United States']United States

Bennett Twitter page posts Palestinian flag , Turkish anthem in apparent hack['Israel'] Israel

Hotels . com , Booking . com , Expedia Fall Victim to Latest Data Breach Exposing Millions of Sensitive Guest Infos['United States']United States

['http://www.origo.hu/itthon/20170925-csalokra-figyelmezteti-ugyfeleit-az-erste-bank.html', 'http://www.infogyor.hu/hirek/olvas/adathalaszatra-figyelmezteti-ugyfeleit-az-erste-bank-2017-09-26-073033', 'http://www.hirmutato.hu:80/most/?2893217-adathalaszokra_figyelmezteti_ugyfeleit_az_erste_bank', 'http://24.hu/fn/uzleti-tippek/2017/09/25/adathalaszokra-figyelmeztet-az-erste/']Erste Bank warns its customers about phishing activities['Austria'] Austria

Police receive 25 , 000 crime reports over Vastaamo hacking['Finland'] Finland

Attacks on Russian Government Orgs Exploit Recent Microsoft Office Zero - Day['Russia'] Russia

Warwick . Town Democratic Committee chair says hackers targeted local businesses in political stunt['United States']United States

Kenyan accused of  hacking tax agency , stealing $40m  – Mareeg . com somalia , World News and Opinion . ['Kenya'] Kenya

According to ESET, the hacker group Donot Team is attacking military and government targets.['Portugal'] Portugal

Phishing attempt: Many Belgians receive fraudulent text messages regarding their Itsme account['Belgium'] Belgium

Noticias Caracol and Blu Radio were hacked this Sunday in Colombia['Colombia']Colombia

Thousands of sensitive documents: what is known about the FF hack. AA.['Chile'] Chile

Hackers sent a message to Rodrigo Chaves and his new government['Costa Rica']Costa Rica

Lago Escondido chats: It was hacked by the inmate of Together for Change['Argentina']Argentina

Tizimín City Council page was the victim of a hack['Mexico'] Mexico

They arrest a person linked to alleged hacking of Police servers['Panama'] Panama

Unknown people hacked Telegram - accounts of a number of activists and politicians of Kyrgyzstan K - News['Kyrgyzstan']Kyrgyzstan

Insurance company Shirbit lost all of its annual income due to cyber attack['Israel'] Israel

The official website of the Ufa mayor's office was hacked['Russia'] Russia

Malware campaigns targeting Spanish users grow['Spain'] Spain



Lotenal reserves hacking data for 5 years['Mexico'] Mexico

21-year-old claimed responsibility for hacking German mobile phone operator['Germany']Germany

In the north of Russia, unknown people hacked the accounts of the United Russia party in social networks['Russia'] Russia

The mask scam... Manufacturer hacking, damage amount 1.2 billion cases['South Korea']South Korea

[Heaven] South Korea, helpless in global hacking... If Twitter hacking breaks out in Korea - The Herald Business['South Korea']South Korea

ESET warns of an increase in phishing attacks on Spanish banks. Santander, Bankia or Bankinter, among the most affected['Spain'] Spain

Two men who hacked ATMs indicted in Paris['France'] France

Encrochat - Hack : Concern for IT security of all citizens['Germany']Germany

Learning From The Internet This Man Hacks 1 . 309 Sites, Open Hacking Services With RP 5 Million Rewards['Indonesia']Indonesia

Health Center Running Text Was Hacked, Where did the billions of security budget go?['Indonesia']Indonesia

Hackers make the municipality of The Hague sweat['Netherlands']Netherlands

Maybe my computer?... Hackers created zombie PCs and stole 7.4 billion personal information['South Korea']South Korea

In Perm, two natives of the North Caucasus were sentenced for hacking an ATM['Russia'] Russia

Reform of the SNCF, strikes in Syria, Russian hacking … The information to remember at 8 a.m.['France', 'Syria']France, Syria

CICP warns of financial hacking in Social Networks['Venezuela']Venezuela

British convicted of major hacking attack on English internet provider['United Kingdom']United Kingdom

ESET warns of HeroRat : mobile malware turns Android smartphones into digital bugs['Germany']Germany

The hackers targeted Eastern European diplomats['Eastern European countries']Eastern European countries

There is no negotiation with terrorists: whiteboards and posters replaced the information screens at the airport plagued by malware['Finland'] Finland

International criminals exploit vulnerabilities in Uruguay, according to Police director['Uruguay'] Uruguay

Harassment of journalists and pollsters with threats and hacks increases['Argentina']Argentina

The Central Bank is concerned about the massive hacking of social media accounts['Russia'] Russia

Hacker attack on the police website? ['Ukraine'] Ukraine

A wave of phishing attacks is targeting Czech banks, using homoglyphs['Czech Republic']Czech Republic

They exploit an ATM in Avellaneda – La Unión['Argentina']Argentina

['https://www.dailymail.co.uk/news/article-7602753/UK-targeted-hundreds-cyber-attacks-million-credit-card-fraud-bids.html', 'https://www.insurancejournal.com/news/international/2019/10/23/546318.htm', 'https://www.itpro.co.uk/cyber-attacks/34677/ncsc-blocked-over-600-cyber-attacks-against-uk-businesses-in-2019', 'https://eandt.theiet.org/content/articles/2019/10/uk-government-saw-600-cyber-attacks-in-the-last-year-alone/', 'https://www.theargus.co.uk/news/national/17986373.uk-targeted-hundreds-cyber-attacks-million-credit-card-fraud-bids/', 'https://www.mirror.co.uk/news/politics/hundreds-cyber-attacks-tacked-uk-20671884']UK targeted by more than 650 cyber attacks last year['UK'] UK

['http://www.minutouno.com/notas/1546905-detuvieron-al-marido-laura-miller-el-millonario-hackeo-al-municipio-25-mayo', 'http://www.diarioveloz.com/notas/172253-el-descargo-laura-miller-la-detencion-su-marido-nicolas-traut-acusado-hackear-las-cuentas-bancarias-la-municipalidad-bonaerense-25-mayo-', 'http://www.unosanrafael.com.ar/cholunotas/el-marido-laura-miller-detenido-el-millonario-hackeo-un-municipio-n1378999.html', 'http://lv12.com.ar/nota/24015/detienen-al-marido-de-la-cantante-laura-miller-por-hackear-cuentas-y-robar-36-millones', 'http://www.lagaceta.com.ar/nota/726297/deportes/piloto-tc-2000-marido-laura-miller-fue-detenido-hackear-cuentas-bancarias.html', 'http://www.diarioveloz.com/notas/172237-detuvieron-al-marido-laura-miller-hackeo-millonario-las-cuentas-del-municipio-25-mayo', 'http://www.andigital.com.ar/policiales-y-judiciales/item/60314-detuvieron-al-esposo-de-laura-miller-por-el-hackeo-y-millonario-robo-al-municipio-de-25-de-mayo', 'http://www.contextotucuman.com/nota/76901/detienen-al-mariLaura Miller's husband was arrested for the hacking and millionaire robbery of the municipality of 25 de Mayo['Argentina']Argentina

Linköping company exposed to data breach['Sweden'] Sweden

19 year old boy allegedly hacked 4 . 600 sites, losses reached USD 1, 9 billion['Philippines']Philippines

Hackers hack in Emmen for thirty hours ['Netherlands']Netherlands

Hooksett hacker gets year and a day in prison for targeting Auburn police , Farnum Center['United States']United States

New York City 1 , 000 - Lawyer Law Department Targeted by Cyber Attack['United States']United States

Country biggest double glazing installer Safestyle united kingdom is hit by a cyber attack['United Kingdom']United Kingdom

Full cost of 2020 cyber attack on Sepa still not known['United Kingdom']United Kingdom

CO Urology Practice Resolves Healthcare Data Breach Lawsuit With Settlement['United States']United States

Cyber attack on Indianapolis Housing Agency causing concern['United States']United States

Desjardins Will Give Up To $1 , 000 To Victims Of A Data Breach Here How To File A Claim['Canada'] Canada

Third Circuit Issues Order In WaWa Data Breach - Data Protection['United States']United States

WhatsApp clone apps are being hacked Quartz Africa Weekly Quartz['South Africa']South Africa

Ukraine Documenting Russian Hacks , Eyeing International Charges['Ukraine'] Ukraine

Hackers stole data from multiple electric utilities in recent ransomware attack['United States']United States

Yahoo head lawyer is taking the fall for its hacking , while CEO Marissa Mayer is getting her pay docked['United States']United States

Georgia hospital alerts 10 , 970 patients of data breach['United States']United States

US , united kingdom and Estonia call out Russia over cyber attacks against Georgia in UN Security Council first['Georgia'] Georgia

Deep Instinct Warns that FormBook Malware has Reemerged and Is Targeting the Hospitality Industry['United States']United States

Japanese drug firm Shionogi hit by cyberattack and data breach['Japan'] Japan

Love Letter Malspam Serves Cocktail of Malware , Heavily Targets Japan['Japan'] Japan

JT recovers from malware attack | Times News Online['United States']United States

Gitex Technology Week : Iran - backed cyber attacks put security in focus['Iran'] Iran

Cash - moving giant Prosegur knocked offline by Ryuk ransomware['Spain'] Spain

[Government Inspection Briefing] Sent after being hacked into Korea Meteorological Institute’s website['South Korea']South Korea

Allied Urological Services , LLC Announces Data Breach Impacting Patient Financial Data | Console and Associates , P . C . ['United States']United States

Microsoft Confirms It Has Paid $4 . 4M To Hackers['United States']United States

Santa Clarita Valley Sheriff Station Warn Residents Of Netflix Phishing Scam Hometown Station['United States']United States

Lazarus APT Spinoff Linked to Banking Hacks['United States']United States



Staff salaries leaked in serious Plymouth University data breach['United Kingdom']United Kingdom

Galle District Secretariat website under cyber attack['Sri Lanka']Sri Lanka

Web guardians to repel Oman cyber attacks['Oman'] Oman

Lethal Dosage of Cybercrime : Hacking the IV Pump['United States']United States

France Says  No  To Company Hack - Backs Following Online Attacks -- But Wants To Keep The Option Open For Itself['France'] France

BEFORE THE BELL : US and Canada jobs reports coming this week ; HBC customers hit by major data breach['Canada'] Canada

Hacker gathers bank details of Pharma firm , steals Rs 5 . 27 L['India'] India

Russian Intelligence Officers Indicted For Hacking In 2016 - NewsOn6 . com - Tulsa , OK - News , Weather , Video and Sports - KOTV . com['United States']United States

URSNIF Phishing Campaign Spreads Malware by Replying to Existing E - mail Threads['United States']United States

Voucher Redemption Exploit Leads To A Recent Small PSN Ban Wave['Japan'] Japan

Canon confirms ransomware attack in internal memo['Japan'] Japan

Gang that hacked into 2 , 000 a / cs busted['India'] India

Hackers Taint Votes for NASA Youth Competition |['United States']United States

US - Another Click2Gov data breach hits Indio , California['United States']United States

Cobalt Ulster Strikes Again With New ForeLord Malware['Ireland'] Ireland

Rise of a new breed of hackers : Initial access brokers break into company networks for other crooks['Singapore']Singapore

['http://www.lanueva.com/el-pais/900384/detuvieron-al-corredor-nicolas-traut--lo-acusan-de-hackeos-a-cuentas-bancarias.html', 'http://www.laopinionpergamino.com.ar/pais/detuvieron-al-piloto-de-carreras-nicolas-traut-por-un-hackeo-y-robo-millonario', 'https://www.terra.com.ar/noticias/sociedad/detuvieron-al-piloto-de-carreras-nicolas-traut-por-el-hackeo-y-robo-millonario-al-municipio-de-25-de-mayo,97612f0b756703ada8853e898d8b001ak44j5a7y.html', 'http://www.d24ar.com/nota/argentina/397661/nicolas-traut-fue-detenido-millonario-hackeo-al-municipio-25-mayo.html', 'http://www.laarena.com.ar/avances/detuvieron-al-piloto-del-tc-2000-nicolas-traut-por-un-hackeo-millonario', 'https://www.terra.com.ar/noticias/sociedad/detuvieron-al-corredor-nicolas-traut-por-el-hackeo-y-robo-millonario,d918cebb7fec515c8ba77857506fa5d2r6ujf7og.html', 'http://www.lt10.com.ar/noticia/187361--quien-es-nicolas-traut-acusado-del-hackeo-y-robo-millonario-al-municipio-25-de-mayo&seccion=automovilismo', 'http://tn.com.ar/deportes/esencial/quienThey arrested the racing driver Nicolás Traut for the hacking and millionaire robbery of the municipality of 25 de Mayo['Argentina']Argentina

Cryptocurrency User Funds are Being Stolen via Malicious Chrome Browser Extension Phishing Attack : Report['United Kingdom']United Kingdom

Gab Social Network Briefly Shuts Down After Hacker Strikes Again['United States']United States

SCUF Gaming store hacked to steal credit card info of 32 , 000 customers['Russia'] Russia

Hackers have taken control of the Russian metro['Russia'] Russia

Telegram spreads mailing list about "gift" from hacked accounts['Russia'] Russia

KPU Site Hacked, Must Be Safe ['Indonesia']Indonesia

Hackers hacked into Microsoft services ['United States']United States

Chamber / New petition site hacked | daily sheet . lu['Luxembourg']Luxembourg

Hackers multiply bank phishing campaigns in France['France'] France

Hackers sent the police on a raid ['Bangladesh']Bangladesh

CISA Releases Breach Detection Tool -- Following SolarWinds Hack['United States']United States

Experts announced loans taken through hacked profiles on public services['Russia'] Russia

Sangam Servers Hacked : IT Wing ['United States']United States

America's spies are in danger.. 4 countries have hacked CIA communications and are liquidating their agents['United States']United States

Telegram hacked - channel of Belarusian doctors White coats['Belarus'] Belarus

THEY TRY TO HACK REDBANC SIMULATING A JOB INTERVIEW ON SKYPE['Chile'] Chile

Hacker attack on BCI clients: $124 million reaches 217 BancoEstado accounts['Chile'] Chile

Data breach in Truecaller ['Sweden'] Sweden

Inside-IT: How did Aebi Schmidt's hack work?['Switzerland']Switzerland

"Hackers" penetrate "WhatsApp" through fake accounts in the names of famous people['United Arab Emirates']United Arab Emirates

The consequences of the hacker attack still hinder the work of Imedi and Maestro TV companies['Georgia'] Georgia

niconico Account Hacking Damage Management Calls for Consideration of Changing Reused Passwords (May 10, 2018)['Japan'] Japan

Former CIA engineer leaked to WikiLeaks hacking tools...['United States']United States

Malware spread to four million computers: The proceeds were laundered in Danish banks['Denmark']Denmark

NAPC warns of a phishing attack / Ukrainian business resource UBR. ua['Ukraine'] Ukraine

Mysterious Russian hacker completely hacked Denuvo['Russia'] Russia

Managers online . nl - Enormous increase in the number of malware attacks['Netherlands']Netherlands

Hacker attack on e-mail communication from Stuttgart companies['Germany']Germany

The authorities are trying to "hobble the EP trade union": mass interrogations, hacking of the site, what's next? - Solidarity['European Union']European Union

['http://www.globenewswire.com/news-release/2020/05/19/2035340/0/en/Money-still-makes-the-cyber-crime-world-go-round-Verizon-Business-2020-Data-Breach-Investigations-Report-is-live.html', 'https://threatpost.com/verizon-data-breach-report-dos-skyrockets-espionage-dips/155843/', 'https://www.punto-informatico.it/data-breach-investigations-report-2020-verizon-business/', 'http://www.itnewsonline.com/globenewswire/Money-still-makes-the-cyber-crime-world-go-round---Verizon-Business-2020-Data-Breach-Investigations-Report-is-live/2086']IT News Online - Globe Newswire - Money still makes the cyber - crime world go round - Verizon Business 2020 Data Breach Investigations Report is live['United States']United States

Spectacular hack in Peripheral ['Mexico'] Mexico

82 hacker sites for stealing money from plastic cards discovered in Ukraine['Ukraine'] Ukraine

Hacking: a hacker managed to obtain the personal data of more than half a['Belgium'] Belgium

Doug Ford government says Ontario vaccine booking portal  remains secure  despite data breach['Canada'] Canada

Iran Seeking Vengeance For Alleged Cyber Attack By Israel , Could Have Been Catastrophic['Iran'] Iran

Tairawhiti affected by cyber attack fallout['New Zealand']New Zealand

After Hack and Scandal , Scranton , Pa ., Focuses on Cloud ERP['United States']United States

Spain arrests two suspected hackers of its radiation alert network['Spain'] Spain



Police warning to businesses after Doncaster firms hit by cyber crime hackers['United Kingdom']United Kingdom

Password Manager Click Studios Hacked , Exposing User Passwords['Australia']Australia

Info Regulator Gives TransUnion Till Tuesday To Give Details Of Hacking['South Africa']South Africa

A Hack Has Revealed What Many Long Suspected : The Owners Of ...['Qatar'] Qatar

['http://ntn24.com/noticia/hackeada-pagina-oficial-de-la-oposicion-venezolana-148144', 'http://aristeguinoticias.com/3107/mundo/hackean-el-sitio-del-consejo-nacional-electoral-de-venezuela/', 'http://www.prensa.com/mundo/Unidad-Venezuela-denuncia-sitio-hackeado_0_4814518516.html', 'http://caracol.com.co/radio/2017/07/31/internacional/1501507205_299028.html']Hacked official website of the Venezuelan opposition['Venezuela']Venezuela

Phishing scam targeting SNAP , TANF recipients['United States']United States

North korea use malware to attack indian nuclear power plant . Whats on your thought ?['India'] India

Sneaky  fileles malware flung at Israeli targets • The Register['Israel'] Israel

Destiny 2 Faction Rally : New PS4 , Xbox One and PC loot exploit discovered ['United Kingdom']United Kingdom

SIM cards have been hacked , Apple development site hacked and more['United States']United States

After Huge Hack , OPM Still Hasnt Learned Its Lesson['United States']United States

RCS malware attack prompts FBI investigation , double down on network defenses | Eden & Reidsville['United States']United States

Gobind will look into the massive telco data breach['India'] India

SSC exam fraud : UP STF , Delhi Police arrest 4 hackers['India'] India

Bitcoin Gold Hack Shows 51 % Attack Is Real['United States']United States

Bitcoin Price Rebounds to $6 , 700 , Market Adds $8 Billion in Recovery Bithumb Hack['South Korea']South Korea

Why a seemingly insignificant financial merger triggered huge wave of Canadian phishing attacks['Canada'] Canada

Young hackers accused of stealing , selling food discount codes['Thailand']Thailand

Military warns of Iranian hackers targeting American troops with fake jobs website['United States']United States

DHS : Stingray slurper and SS7 hacking found near the White House • The Register['United States']United States

['https://www.jdsupra.com/legalnews/aeropost-com-asks-customers-to-delete-4835917/', 'https://www.jamaicaobserver.com/news/data-breach-results-in-aeropost-customers-cards-compromised/']Aeropost . com Asks Customers to Delete Credit Card Information Following Recent Data Breach | Console and Associates , P . C . ['United States']United States

 # COVID19 HMRC Phishing Scams Persist , Begin Targeting Passport Details['United Kingdom']United Kingdom

Over - 75s warned of rise in TV Licence  phishing  fraud['United Kingdom']United Kingdom

Mental Health Partners reports client , employee data breach – BizWest['United States']United States

Credential Harvesting Attacks Take Aim at Video Meeting Apps | Hacking['United States']United States

Businesswoman who lost $2million after company servers hacked reveals top tips for staying safe['United Kingdom']United Kingdom

Former united kingdom Cabinet Secretary Claims London Staging  Discreet  Cyber Attacks on Russia['United Kingdom', 'Russia']United Kingdom, Russia

Nefilim Ransomware Gang Hits Jackpot with Ghost Account['United States']United States

Cyber crime cell on the hunt of UPCL hackers['India'] India

Congressman compares Russian hack of US government to Pearl Harbor['United States']United States

GSIS warns against phishing attacks ['Philippines']Philippines

Heart of Maurienne Arvan. Computer hacking: how 3CMA got rid of Black cat['France'] France

The other data revealed by the Macaw hack['Mexico'] Mexico

Ariccia | hard images on the municipal totem | service hacked['Italy'] Italy

Government system invested in 6.1 billion in taxes, hacked and digging for coins for 4 years['South Korea']South Korea

There is a risk of personal data being leaked after the post office cyber attack['United Kingdom']United Kingdom

Ukrainian wiper malware surges -- Trellix threat report['Ukraine'] Ukraine

Notorious Russian hacking group targets German election['Germany']Germany

Ten state deputies suffered cyber attacks['Mexico'] Mexico

Netflix Latin America account hacked ['Latin America']Latin America

About 66 billion yen of crypto assets leaked, hacked into "decentralized finance" blockchain (August 11, 2021)['Japan'] Japan

Asfi: Theft of Banco Unión customers is due to the hacking of their mobile devices - La Razón['Bolivia'] Bolivia

Mathway app suffers massive data breach exposing 25 million passwords['United States']United States

Hackers steal $8 million worth of cryptocurrencies from DeFi Protocol bZx['United Kingdom']United Kingdom

MUT files data breach with Office of the Information and Data Protection Commissioner['Malta'] Malta

Hackers launched a cyber attack on a cryptocurrency exchange in the US['United States']United States

Hacker attack on the Polish Mother's Memorial Hospital in Łódź['Poland'] Poland

Hacker attacks do not stop: the Ministry of Digital Development spoke about the situation on the cyber front['Ukraine'] Ukraine

The Nicaragua Decide platform registers more than 24,000 hacking attempts in 60 minutes['Nicaragua']Nicaragua

USA: 3 NORTH KORANS CHARGED WITH MASSIVE COMPUTER HACKS OVER SEVERAL YEARS['USA'] USA

Daiwa House subsidiary ransomware attack, 150,000 personal information encrypted (June 16, 2021)['Japan'] Japan

DHL phishing: consumer advice center warns of spam mails['Germany']Germany

They stole 70 million dollars: Niš hackers face 10 years in prison['Serbia'] Serbia

Chronicle / FOOTBALL PLAYERS HACKED: Cecilio was robbed and other accounts were attacked['Paraguay']Paraguay

At the ATM, I suddenly vomited over 1 million won in bills... Investigation of malfunctions and hacking['South Korea']South Korea



IT specialists have discovered new cyber attacks on military and diplomatic organizations['Ukraine'] Ukraine

Transactions by alleged hackers shown by Coaf would be crimes of credit card fraud['Brazil'] Brazil

Five government LPSEs in Lampung were hacked, the KPK became more suspicious['Indonesia']Indonesia

After the crash: Norwegian newspaper reports to the police a possible hacker attack['Norway'] Norway

Executive who listed travel led to the hacking of a local bank in 2018['Chile'] Chile

Poste: the new phishing via SMS passes through PSD2 and scares users['Italy'] Italy

TV and radio company TERRA | Hackers with IP addresses from Samara hacked the accounts of several Telegram users['Russia'] Russia

Your privacy is at risk... Dozens of webcam and IP camera hacking videos['United States']United States

Murmanchan hacked 20 garages using the Internet['Russia'] Russia

Woman arrested for hacking more than Bs. 800 million in bank accounts['Venezuela']Venezuela

Hacked mail management for capital construction of the Astrakhan region['Russia'] Russia

Lobos BUAP reveals that its transmission suffered hacking attempts['Mexico'] Mexico

The website of the dance group was hacked['Hungary'] Hungary

Cisco Talos Spots Malware KONNI (Trojan Horse in Remote) Activity['South Korea']South Korea

Hacking the server and demanding ransom from the company['India'] India

Alert in Eagle Pass for hacking to customers of the drinking water system [ Texas ]['United States']United States

Pape - Dawson Engineers , Inc . Announces Data Breach | Console and Associates , P . C . ['United States']United States

Retirement Invest Company IRA Financial Sues Crypto Exchange Gemini Over $36 Million Hack['United States']United States

UCSC Students Petition for More Protection After Data Breach['United States']United States

Fourth quarter numbers being rechecked post - ransomware , says SpiceJet['India'] India

Online Education Provider Hit by Data Breach['United Kingdom']United Kingdom

Nearly 6 , 000 impacted by Franklin College hack['United States']United States

Report : Half of all DeFi exploits are cross - bridge hacks['China'] China

CA Health Plan Faces Lawsuit After Cybersecurity Incident Linked to Hive Ransomware['United States']United States

Former cop allegedly hacked Rowan College at Burlington County emails['United States']United States

Superfinanciera : more than 540 . 000 cyber attacks occur every day in the country['Colombia']Colombia

Global Dwell Time Drops as Ransomware Attacks ...['United States']United States

Cyber attack in Auckland ? HealthAlliance sees  unusual activity['New Zealand']New Zealand

Government Contractors Targeted in Ongoing  Fake Bid  Credential Phishing Campaign['United States']United States

December blues : Three major data breach events rock leading firms['United States']United States

iTWire - Union seeks Uber probe over spyware use to knock off rivals['Australia']Australia

Cyber attack  on major scientific testing firm puts court trials at risk['United Kingdom']United Kingdom

Multiple local government websites attacked by hackers['United States']United States

State warns employers about W - 2 phishing scams - Delaware Business Now['United States']United States

INTERNET SCAMMERS SEND PHISHING E - MAIL TO NBVI CLIENTS['Netherlands']Netherlands

Website of Peshawar civic body hacked - Newspaper['Pakistan']Pakistan

Romanian hackers tried in Ohio to appeal long sentences after swindling millions through malware['United States']United States

AnonSec Hackers Tangodown Turkish e['Turkey'] Turkey

Hackers Target Japan Mobile Gamers to Access Their Employer Data['Japan'] Japan

House Democrats adopt encrypted messaging after last year hack['United States']United States

British man arrested in online bank hacking['United Kingdom']United Kingdom

Healthcare tops united kingdom data breach chart['United Kingdom']United Kingdom

Cyber attacks : Powys general election vote applications hit['United Kingdom']United Kingdom

Wisconsin schools data limited after hacking risk found['United States']United States

86 asylum seekers affected by data breach granted last chance for protection['Australia']Australia

Twitter hacking saga continues , Cyber Crime spends sleepless nights ! ['India'] India

Altus Baytown systems hacked ['United States']United States

Mariott hotel hack : What should you do ?['India'] India

Has your Chrysler been hacked ? Consortium announces Israel recalls amid concern of cyberattacks['Israel'] Israel

IoT Malware Campaign Infects Global Manufacturing Sites['United States']United States

Westpac - Suspected data breach on a merchant network['Australia']Australia

Among those pardoned by Trump this week : Software maker ex - CEO who admitted hacking into rival systems['United Kingdom']United Kingdom

CISA Says Hackers Exploited BIG - IP Vulnerability in Attacks on U . S . Government['United States']United States

HACK ATTACKS : Local law enforcement , cities targeted by cyber crooks['United States']United States

Website data breach : No user data compromised['India'] India



Bayan Muna party - list website under  hacking attack from trolls since June['Philippines']Philippines

Man Arrested for Malware Attacks on Govt Websites['Indonesia']Indonesia

Bengal CID warns of phishing attacks through fake oximeter apps['India'] India

Stack Overflow : Here what happened when we were hacked back in 2019['Japan'] Japan

Major US port target of attempted cyber attack['United States']United States

A Russian malware on the Play Store! It steals your Facebook data...['Russia'] Russia

Innsbruck Meduni continues to hold back on hacker attack['Austria'] Austria

Prohibition of clicking on the internet address of the Corona support text… Impersonation smishing, voice phishing warning['United States']United States

Cyberattack: two men sentenced for hacking dune ...['France'] France

Public Defender's Office issues alert to officials for hacking the Judiciary and warns of possible interconnection problems['Chile'] Chile

Love is love: PES MEMES hacked by its own CM before losing registration – Radio Fórmula['Mexico'] Mexico

Mysterious hacker program attacks Windows and blocks access to pirate sites['Russia'] Russia

In the US, they said that the Russian Polyanin received $ 13 million with the help of malware['United States']United States

The Ministry of Health named the alleged citizenship of hackers who blocked the work of computers in an Israeli hospital['Israel'] Israel

UN North Korea continues to develop nuclear weapons and missiles amid economic difficulties... Hacking attempts by antivirus companies, etc.['North Korea']North Korea

Phishing emails on behalf of customs authorities in the canton of Schaffhausen['Switzerland']Switzerland

Cyberattack in Iran: attackers used data-destroying malware['Iran'] Iran

Telex: Malware targets M1 Macs, Databricks on Google Cloud, Matillion raises $100M in ETL['France'] France

Avoids virus scanners and removal attempts - An aggressive spam campaign made the updated Trojan the most common malware in Finland['Finland'] Finland

Beware of US BOA spoof emails… Distribution of remote control malware['United States']United States

Police Asked to Follow Up Mass Media Hacking['Indonesia']Indonesia

Nearly 5,000 cyber attacks were detected in Estonia this year in six months['Estonia'] Estonia

Data breaches and hacks put on the map online['Netherlands']Netherlands

Law enforcement officers exposed hackers who attacked foreign companies['Ukraine'] Ukraine

VZGLYAD / The United States accused a Russian programmer of hacking a social network['United States']United States

Seven African Governments Use Surveillance Spyware, New Study Finds Global Voices Français['African countries']African countries

['https://updatesnews.com/tui-travel-warning-british-tourists-targeted-by-holiday-phishing-scam-travel-news-travel/', 'https://www.mirror.co.uk/travel/news/tui-issues-warning-brits-phishing-26536372']TUI travel warning : British tourists targeted by holiday phishing scam | Travel News['United Kingdom']United Kingdom

Indian Hackers Accused of Attacking Pakistan['Pakistan']Pakistan

Operator sentenced to 3 years in prison for stealing 900 million won through cryptocurrency phishing site['South Korea']South Korea

Over a million Macs have been hacked! Here are the details...['Turkey'] Turkey

One after another Kimsuki hacking damage... Hangul update required['South Korea']South Korea

Tuya : New update process hacked ['Germany']Germany

Students in Kharkiv received sentences for hacking['Ukraine'] Ukraine

Mega strike against DDoS hackers ['Austria'] Austria

Banxico affirms that the hacks to the insurer Axa have not damaged its system['Mexico'] Mexico

Cryptocurrency exchange coin work, hacked attack … Progress homepage update example['South Korea']South Korea

Malware again - gap in Windows plugged['Germany']Germany

Hackers Target New Cryptocurrency Investors['United States']United States

[ Keyword & Issue ] Brave attack of fake smartphone bags ! Bo-mining hidden malware KevDroid['South Korea']South Korea

Man (29) arrested after hacking and shutting down company website['Netherlands']Netherlands

Piracy in Aragon: 27 bars in Zaragoza and Teruel convicted of hacking football matches['Spain'] Spain

Yashin's confidant, co-chairman of the Voice, announced that social media accounts had been hacked['Russia'] Russia

Orchestra plagued by ransomware, employees forced to telework['France'] France

Hacker breaks into Belgian website ZDnet['Belgium'] Belgium

Young hacker in the district court after attacks on banks['Sweden'] Sweden

Attack tool Metasploit now also hacks cars['Germany']Germany

International communication – Calls from a hacked operator['Madagascar']Madagascar

Attack on Hacking Team, a Spanish trail emerges['Spain'] Spain

A Hacker Gang Has Been Trying to Extort D . C . Police for $5 Million['United States']United States

River Cats Opener + SCUSD Halts $6M Order + Ransomware Attack['United States']United States

Shields Health Care Group Sued Over Data Breach['United States']United States

Credit union in Great Falls reports increase in phishing attempts['United States']United States

RO joins intl . condemnation of Microsoft hack['Romania']Romania

NACC warns of hacked info ['Thailand']Thailand

North Dakota company hit by cyber attack , more than 500 , 000 affected['United States']United States



Corporate email hacking case filed ['India'] India

ICO fines Newham Council for Gangs Matrix data breach['United Kingdom']United Kingdom

Top IT companies in India at peril from cyber attacks['India'] India

Fife Council customers affected by US data breach['United States']United States

Senators question FBI on Russian hack of voti ...['United States']United States

Phishing for victims | Canadian Lawyer ['Canada'] Canada

Teleworkers face increased hacking in Japan during Covid - 19['Japan'] Japan

Personal information of students exposed in Stanford data breach['United States']United States

ICBA sues Equifax over data breach ['United States']United States

An Irish gang achieves a million views in a week by hacking Facebook Live['Ireland'] Ireland

Washington County , Minn ., Thwarts $3M Phishing Scam['United States']United States

Mary Stevens Hospice suffers data breach after hacking['United Kingdom']United Kingdom

['https://www.cbc.ca/news/canada/newfoundland-labrador/mun-data-breach-1.6492697', 'https://www.jdsupra.com/legalnews/simpson-university-confirms-data-breach-7498820/']Personal details of 15 , 000 MUN students leaked in accidental data breach['Canada'] Canada

Malicious hackers target Singapore - based company via phishing e - mails['Singapore']Singapore

Mobile carriers assessing risk of new malware on phones['Ireland'] Ireland

Data Breach Exposed Nearly 6 , 000 MCPS Student Personal Data['United States']United States

M & T Bank issues warning about account  phishing  - Delaware Business Now['United States']United States

Vanderbilt UMC hit with data breach during Epic EHR implementation['United States']United States

Two charged with laundering proceeds of malware crime – ForeignAffairs . co . nz['New Zealand']New Zealand

A week dominated by cyber attacks and the housing crisis['Ireland'] Ireland

Hackers dupe Facebook users with Easyjet boarding pass['United Kingdom']United Kingdom

Medicare data breach : government response  contemptible , says former AFP officer ['Australia']Australia

North Alabama bank joins lawsuit against Arby over hacked customer data['United States']United States

5 Venezuelans charged for hacking Sandy ATM | Utah['United States']United States

Hackers using fake Swift emails to deploy Adwind RAT , steal bank credentials in new phishing scam['United Kingdom']United Kingdom

Hacking group claims responsibility for united kingdom schools bomb hoax with Matrix - style tweet['United Kingdom']United Kingdom

Indian defence minister trolled online after cyber attack targets ministry s website – Daily Pakistan['India'] India

State Highlights : NYC Health System Aims To Recoup $11 . 5M In Denied Claims From UnitedHealthcare ; Health System In Md . Warns 500 , 000 Patients Of Data Breach['United States']United States

DNC and Obama Watched the Russians Hack in Real Time but Did Nothing['United States']United States

EXCLUSIVE :  Lone DNC Hacker  Guccifer 2 . 0 Slipped Up and Revealed He Was a Russian Intelligence Officer['United States']United States

Bad news : Hackers Are Remotely Locking Apple Devices['Uganda'] Uganda

Irish news publisher loses High Court battle to halt inspectors probing affairs after suspected data breach – Press Gazette['Ireland'] Ireland

Hackers are selling babies personal data on the dark web['United States']United States

How Friendly Hackers Took Down America F - 15 Jet Fighter['United States']United States

Indian firms pay hackers nearly Rs 6 crore per DNS attack : Report['India'] India

How Cellcom hacked Liberia to win over Lonestar Customers – FrontPageAfrica['Liberia'] Liberia

In the Twitter Hack , Bitcoin Was Stolen , but at BTC Transactions are Traceable['United Kingdom']United Kingdom

Defense and aerospace workforce targeted in latest phishing scheme['United States']United States

Microsoft Warns That Critical Windows Server  Perfect 10  Exploit Attack Is Underway['United States']United States

Cyber Attack Strikes Iran Government Ministries , Port City - The Jewish Press - JewishPress . com | Hana Levi Julian | 27 Tishri 5781 – October 14 , 2020['Iran'] Iran

36 billion personal records exposed by hacks in 2020 so far['United Kingdom']United Kingdom

Operation Spalax : Targeted malware attacks in Colombia['Colombia']Colombia

BCPS stonewalls County Council members at meeting over ransomware attack['United States']United States

Scam known as "The escape" mutated into hack codes – El Aragueño['Venezuela']Venezuela

Hackers attacked about 1 billion IoT devices in a year['Russia'] Russia

North Korea missile launch, US aircraft take-off order... Miscalculation or Hacking?['United States']United States

Military sold grenades for 26,000 pesos, reveals hacking['Mexico'] Mexico

Examination of car exhaust gases became inaccessible in 8 states due to a cyber attack['Russia'] Russia

British Jihadist orchestrated cyber attacks on US Government for  revenge  on Western Society['United States']United States

Officials of East Tennessee State University investigating the phishing attack['United States']United States

“I just wanted to make money”: behind the scenes of the incredible hack of the startup Spliiit['France'] France

['https://www.dailyrepublic.com/all-dr-news/wires/anonymous-highlights-minnesota-senate-computer-hacking-passwords-file-accessed-web-pages-down-pioneer-press-st-paul-minn/', 'https://www.startribune.com/hackers-force-minnesota-senate-website-offline/570969032/']  Anonymou highlights Minnesota Senate computer hacking ; passwords file accessed , web pages down [ Pioneer Press , St . Paul , Minn .] ['United States']United States

West Java Regional Police Reveals Phishing Mode Cyber Crimes to Phone Sex['Indonesia']Indonesia

They stole two million euros by hacking several European companies['European countries']European countries

Dutch ddos - targets received extortion mail in the name of state hackers['Netherlands']Netherlands



Bee News | WARNING: Hackers send fake emails on behalf of the National Revenue Agency['Bulgaria'] Bulgaria

Internet security researchers: half a billion attempts to hack US websites every day since the killing of Soleimani['United States']United States

The number of cyber attacks on Russian strategic enterprises doubled | Moscow['Russia'] Russia

43,000 cyber attacks detected in Lima 2019 Games – JC Magazine['Peru'] Peru

Hackers hacked the system of Belarusian bailiffs and left a message from "Santa"['Belarus'] Belarus

After being hacked by hackers, the United States stopped using this program['United States']United States

Attackers started hacking accounts via SMS - confirmation['Russia'] Russia

Crealogix is also the victim of a hacker attack - and other economic reports of the day['Switzerland']Switzerland

Postmortem of Reserve Hacking ['Bangladesh']Bangladesh

Trump Camp knew about Hillary's hacking emails several months ago['United States']United States

Newspim - It's true that Homeplus was hacked, but it's not a customer information leak['South Korea']South Korea

Employees at the home office in danger! Hackers are attacking them['Czech Republic']Czech Republic

Yisrael Beitenu filed a complaint about hacking into the party's computer system - crimes - law and crimes['Israel'] Israel

['https://www.prokerala.com/news/articles/a1028803.html', 'https://www.dawn.com/news/1548536/fia-asked-to-probe-data-breach-of-115m-mobile-users']Pak FIA asked to probe mobile data breach['Pakistan']Pakistan

Boom. sk | Google was also attacked by Iranian and Russian hackers['United States']United States

HRW accuses the US government. uh . to distribute hacked phones to spy on['United States']United States

More than 10 percent of Danish companies are still infected by Chinese malware['Denmark']Denmark

Hackers stole social network accounts and demanded ransom['Ukraine'] Ukraine

Indian did cyber attack on American University, fined $8.6 million['United States']United States

Spy car from Russian hackers turns up at a car dealer in IJmond['Netherlands']Netherlands

The Foreign Office was attacked by Russian intelligence hackers, BIS confirmed['United Kingdom']United Kingdom

The director who took a loan to buy a car and made a film.. Hacking scam in Velachery SBI Bank!['India'] India

Eavesdropping on users' codes: Two Odense libraries were exposed to hacking | Odense['Denmark']Denmark

Total lack of protection: the hacking of the communications of the Buenos Aires airport alarms days after the start of the G20['Argentina']Argentina

Kerml's cashier allocated money for anti-Ukrainian actions in Eastern Europe - hacking by hackers['Ukraine'] Ukraine

The mailbox of the Ministry of Foreign Affairs of Taiwan was hacked, and about 15,000 people's data were leaked_News Channel_中国网['Taiwan'] Taiwan

Attack the Immigration Website, This is a Hacker's Message for Ridwan Kamil['Indonesia']Indonesia

Riverhead School District targeted in cyber attack - Riverhead News Review['United States']United States

Ransomware attack exposed personal info of Hancock unit owners['United States']United States

Lethbridge police suspend another officer for alleged data breach['Canada'] Canada

Hackers launched massive attacks on Apple devices['United States']United States

QNAP warns of eCh0raix ransomware attacks , Roon Server zero - day['Russia'] Russia

WYDOT Warns of REAL ID Phishing Scam['United States']United States

Arnoff Moving & Storage data breach exposed customer information['United States']United States

RIDOT Warns Rhode Islanders of Text Message Phishing Scam['United States']United States

Like Rona , Gadling computer too attacked with malware : US lab report | India News['India'] India

Vi Data Leak : Report Alleges Data Breach ; Telco Denies['India'] India

Massive surge in hacking over public wi - fi - The Clare Herald['Ireland'] Ireland

Cybercriminals Launch Malware Attack On Hellenic Post['Greece'] Greece

They recover part of the money stolen in the SPEI hack['Mexico'] Mexico

Cameroon: Mincommerce website hacked['Cameroon']Cameroon

REA investors urged to give Optus CEO the boot after hack attack['Australia']Australia

['https://www.ostro.org/donetsk/criminal/news/576632/', 'https://dnews.dn.ua/news/729012']ATM hacked in Liman: Police are looking for witnesses['Ukraine'] Ukraine

Todd Woodbridge : TV presenter reveals he was targeted by Russian hackers from massive Medibank hack['Australia']Australia

MUELLER REPORT NC VOTING COMPANY : Mueller Report : NCSBE asking if NC voting software company was hacked in 2016['United States']United States

Hackers have disrupted key services in Baltimore , demand $ 76 , 280 as a ransom . ['United States']United States

Five Eyes intelligence partners contacted NZ over Budget  hack['New Zealand']New Zealand

Borough of Westwood suffered from malware attack['United States']United States

New DMSniff POS malware targets SMBs['United States']United States

Police comment on Swindon College data breach['United Kingdom']United Kingdom

Central Bank warns of phishing attempt ['Malta'] Malta

Uber fall from grace , Equifax hacked , # MeToo : Tech scandals 2017 - 18['United States']United States

Hackers Demand Bitcoin After Taking Down Dublin Tram System Website['Ireland'] Ireland

CIA director AOL email hacker coughs to crime • The Register['United States']United States

Mum the word after alleged KSU hack ['United States']United States



Ibec calls for more funding to protect businesses following cyber attack['Ireland'] Ireland

Gadget ; 300 000 IoT devices await hacker masters['South Africa']South Africa

An Augusta resident , Reality Winner , arrested for data breach had top secret clearance ['United States']United States

Chipotle data breach leads to illegal ATM withdrawal['United States']United States

Class action suit certified in case of computer hack at trust company['Canada'] Canada

Some Neopets players are locked out after data breach['United States']United States

IHG Data Breach Settlement Reached ['United States']United States

AHN donors may have been exposed to data breach , officials say['United States']United States

Hundreds of Banks , Financial Insitutions Lost Millions of Dollars Due to Malware - Treasury['Russia'] Russia

What you missed in tech last week : EDF smart meter borkage , Hotmail outage , CIA hacking['France', 'United States']France, United States

Yahoo Info On 2B Hacked Accounts Doesnt Satisfy Judge['United States']United States

Bitcoin Gold : Cyber attack mars launch of rival cryptocurrency['United Kingdom']United Kingdom

Study : 60 % of Saudi institutions hit by virus attacks , malware['Saudi Arabia']Saudi Arabia

Affluent Seattle Suburb Repeatedly Fell For Nigerian Prince - Style Phishing Scam['United States']United States

53 , 000 patient records breached after phishing hack on Onco360 , CareMed['United States']United States

Zappos Must Face Class Action Over Data Breach , Appeals Court Rules 03 / 09 / 2018['United States']United States

New Malware from Attack Group « isssource . com['United States']United States

Researchers Find Mysterious Russia - Linked Malware That Hijacks Anti - Theft Software Lojack['Russia'] Russia

Cryptocurrency Miners Exploit Widespread Drupal Flaw['United States']United States

Clipboard Hijacking Malware Monitors 2 . 3m Crypto Wallet Addresses['United States']United States

No data breach after hacking said Chichester City Council['United Kingdom']United Kingdom

Scotts Bluff County technology firm defeats malware attack on network['United States']United States

Malware campaign targeting U . S . government likely linked to North Korea : report['United States']United States

Beaumont reports 6 , 000 patient records may have been compromised by hackers['United States']United States

Hackers Update Age - Old Excel 4 . 0 Macro Attack['United States']United States

Hackers Break Into FCPS Network , Hold Info for Ransom['United States']United States

Jersey City utilities agency investigating ransomware attack that blocked access to  vital  data['United States']United States

New phishing scheme for Labor Department to battle as massive fraud effort continues despite redesigned website['United States']United States

Amid spike in cyber attacks , Mass . officials debate how to protect state networks['United States']United States

Email Still Trumps Slack That Why Hackers Are Targeting Microsoft Exchange Servers['United States']United States

CERT - UA warns of a hacker mailing on behalf of the alleged State Security Service['Ukraine'] Ukraine

F Secure Oyj : Leaked HackingTeam Spyware used by Attack Group to Collect Intelligence['United States']United States

3 big insurance brands fined by PDPC for customer data breach['Singapore']Singapore

DSWD Facebook account hacked ? ['Philippines']Philippines

['https://www.thestar.com.my/aseanplus/aseanplus-news/2022/08/20/four-people-arrested-for-alleged-involvement-in-phishing-scams-targeting-bank-customers', 'https://www.straitstimes.com/singapore/4-people-arrested-for-alleged-involvement-in-phishing-scams-targeting-bank-customers', 'https://www.police.gov.sg/Media-Room/News/20220820_three_men_and_one_woman_arrested_for_a_series_of_bank_phishing_scams']Four people arrested for alleged involvement in phishing scams targeting bank customers['Singapore']Singapore

['https://timesofindia.indiatimes.com/city/bengaluru/aadhaar-dare-has-hackers-in-a-bind/articleshow/65206295.cms', 'http://www.newindianexpress.com/nation/2018/jul/29/aadhaar-dare-hackers-post-trai-chiefs-personal-information-1850070.html', 'https://www.loksatta.com/desh-videsh-news/french-researchers-gave-pm-modi-aadhar-card-share-challenge-1722202/', 'http://www.newindianexpress.com/business/2018/jul/31/aadhaar-row-hacker-deposits-rs-1-in-trai-chairman-rs-sharmas-bank-account-1850893.html', 'https://www.loksatta.com/desh-videsh-news/aadhar-detail-leak-hackers-deposit-rupee-1-in-trai-chiefs-account-1722207/', 'https://www.dailythanthi.com/News/TopNews/2018/07/29103155/TRAI-chief-shares-Aadhaar-number-on-Twitter-with-a.vpf', 'https://punjabkesari.com/delhi-ncr/threatening-threat-to-meet-tray-chiefs-daughter-challenging-hackers/', 'https://www.digit.in/internet/trai-chief-shares-aadhar-number-on-twitter-hackers-post-personal-info-in-reply-42485.html', 'http://articles.economictimes.indiatimes.com/news/politicsUIDAI denies TRAI chief info hacked via his Aadhaar number | India News['India'] India

Two are suspected of data breach after vaccine leak about children['Sweden'] Sweden

Muddy Waters Iranian hacks applications of Israeli organizations - Lebanese Forces Official Website['Israel'] Israel

Spam and phishing that came in from the cold['Spain'] Spain

Inai website suffers hack attempt ['Mexico'] Mexico

[ Exclusive ] 260 million won in severance pay for 30 years … Sim Swapping Hack Lost Everything['South Korea']South Korea

America survived a hacker attack on Monday['United States']United States

Hackers stole six million in cryptocurrencies from investors on a Spanish platform['Spain'] Spain

Company blackmailed by hackers ['Austria'] Austria

A hacker from Podkarpacie obtained the data of users of the Trusted Profile. He posted them on his online platform['Poland'] Poland

The SEPE hack drags the SAE, which has not been able to process new job applications for two weeks['Spain'] Spain

McDonald's: How hackers managed to eat without paying['Benin'] Benin

Moroccan-based hackers allegedly hacked into French critical infrastructure['France'] France

No "dear customer". Local app users are targeted by a phishing attack that confuses them in excellent Czech - MobilMania. Czech['Czech Republic']Czech Republic

Hacking of BancoEstado: CPLT suggests not closing investigations until completely ruling out violation of personal data['Chile'] Chile

Deputies suffer hacking of video call by Zoom; they broadcast porn['Mexico'] Mexico

They hacked Zoom live broadcasts to make Nazi-fascist propaganda, there is also a Trapani native['Italy'] Italy

An unusual hacking attempt into the real estate transaction database of the Tax Authority['Israel'] Israel

Experts stole credentials for 1.3 million RDP servers from a hacker trading platform['Russia'] Russia

They denounce cyber attacks at the International Conference on Peace in Colombia['Colombia']Colombia



['https://www.scmagazine.com/analysis/breach/after-hack-bioplus-faces-class-action-lawsuit-allegations-into-security-measures', 'https://healthitsecurity.com/news/bioplus-specialty-pharmacy-faces-lawsuit-over-healthcare-data-breach']After hack , BioPlus faces class - action lawsuit , allegations into security measures['United States']United States

Blamed for NRA hack: Officials download pirated software and porn['Bulgaria'] Bulgaria

Digital traces began to disappear from the Web after the publication of a report on the Triton malware['Russia', 'Iran']Russia, Iran

New malware attacking Discord's personal information, security must be strengthened['United States']United States

The British Sun: The Russians hacked AstraZeneca to make Sputnik V['United Kingdom']United Kingdom

More than 1 . 500 incidents of cyber attacks in Vietnam['Vietnam'] Vietnam

Dainik Tribune » News » E-shopping hackers stealing account details['India'] India

Malware tricked Windows 10 with "zero" » ITavisen['Norway'] Norway

In the first half of 2018, the number of cyber attacks on industrial control systems increased by 3.5%['Russia'] Russia

Apple user data is safe after hack ['Spain'] Spain

Russian hackers allegedly used Italian code for their attacks['Italy'] Italy

Bitsum, robbed of 30,000 guests... Hacked since May?['South Korea']South Korea

Check Point Uncovers Ad Fraud Malware Attack 'Judy' Infiltrates Google Play['South Korea']South Korea

Hacked, Surabaya City Government Public Relations Twitter Account Sindir East Java Provincial Government['Indonesia']Indonesia

New Modus for Hacking Money Through Phishing Emails, Perpetrators Earn IDR 8.5 Billion['Indonesia']Indonesia

The SBU announced about hacker attacks on objects of state structures['Ukraine'] Ukraine

Como, hacker attack on a company: 200 thousand euro scam thwarted - Chronicle['Italy'] Italy

Porn and drugs: Inmates build two computers with waste and hack the network of their prison['Russia'] Russia

Ohio health system forced to cancel appointments following  targeted cyber attack['United States']United States

Hempfield taking aim at cyber attacks ['United States']United States

China Rise , Russian Hacking Cited as U . S . Spy Chiefs Speak['United States']United States

Cyberattacks via Unpatched Systems Cost Orgs More Than Phishing['United States']United States

RNC E - Mail Was , In Fact , Hacked By Russians['United States']United States

Cyber attacks by Iran and Israel now target critical infrastructure .['Iran', 'Israel']Iran, Israel

The medical data breach letter you received is not a scam['United States']United States

Marymount Manhattan College Reports Data Breach Following Unauthorized Access to the School Network | Console and Associates , P . C . ['United States']United States

Cookware Distribution Giant Meyer Discloses Data Breach['']

Hackers interrupt Catholic charity online press conference on Ukraine – Catholic World Report['Ukraine'] Ukraine

Rehab Group falls victim to cyber attack ['Ireland'] Ireland

Life Sciences students facing mass data breach['Canada'] Canada

Fake Windows 11 Downloads Spread Vidar Malware['United States']United States

Uber IPO : company warns cyber attacks could cripple its business['United States']United States

Urgent court order issued to stop  unknown  people viewing hacked health files['New Zealand']New Zealand

More than 7 , 000 patients got notified about the Malware Attack on PCMH['United States']United States

Minnesota DHS reported another breach of 2018 from a phishing attack['United States']United States

Hackers Distribute Malware Disguised as Govt E - Mails['South Korea']South Korea

LankaWeb – An interesting Ranjangate scandle from the united kingdom - The Murdoch Phone Hacking Scandle : Lessons on how to investigate crimes !['United Kingdom']United Kingdom

Cryptocurrency Investor Gets Second Chance to Show AT & T Liability in $24M Hack['United States']United States

Fortnite Hack Warning Issued For 250 Million Players['United States']United States

Macon Water Authority hit by ransomware attack['United States']United States

Consumers seek Capital One data from Amazon servers in lawsuit over data breach['United States']United States

Underpass cleaned up in Blackburn after data breach['United Kingdom']United Kingdom

High school reports hacked email account['United States']United States

MCMC says it has blocked more than 10 , 000 phishing sites since 2008 ['Malaysia']Malaysia

Addenbrooke Hospital has been hit by a number of cyber attacks in the past year['United Kingdom']United Kingdom

Cedar Rapids School District Pays Ransom for Cyber Attack['United States']United States

Vulgar hackers hijacked two Baton Rouge online public meetings . What can be done to prevent that ?['United States']United States

UM hacked again and 5 news from yesterday['Malaysia']Malaysia

Macy Data Breach Will Have Aftershocks As Well['United States']United States

St Lawrence College in Ramsgate parents tricked into handing over cash in  sophisticated  email hack['United Kingdom']United Kingdom

Mazda Hacking Code Now Available to Anyone['Japan'] Japan

Feds Bust Reputed Bitcoin Baron In $4 Billion Scheme To Launder Drug Money , Ransomware , Bribes And Identity Theft Scams['United States']United States

MuddyWater : Hackers target Middle Eastern nations using fake NSA , Kaspersky documents['Middle Eastern nations']Middle Eastern nations

Malware affects medical transcription products used in Capital Region['United States']United States

CDOT reports hackers continue malicious activity on computers['United States']United States



Garba Shehu to PDP : Explain your role in Cambridge Analytica hacking scandal['Nigeria'] Nigeria

Uber Data Breach Actions Land In California['United States']United States

Hawaii government gets 40+ million cyber attacks each month - Honolulu , Hawaii news , sports & weather['USA'] USA

The Hindu Explains : From Facebook data breach to Sabarimala verdict implementation['India'] India

MNIT Commissioner Faces Legislative Scrutiny Over Phishing Attacks['United States']United States

iTWire - Danish researchers poke fun at German spyware outfit after data leak['Germany']Germany

Hackers tamper with exploit chain to drop Agent Tesla , circumvent antivirus solutions['Japan'] Japan

Hackers Went after Disgraced GOP Fundraiser . Now He Is After Them .['United States']United States

Cyber criminals eye huge windfalls via small government agency hacks['United States']United States

Regis University paid scammers after ransomware attack['United States']United States

Smart camera startup Wyze sued following data breach that exposed customer information['United States']United States

OceanLotus hacker group launches malicious MacOS backdoor['United Kingdom']United Kingdom

PHI on 20K Children Exposed in WellCare Healthcare Data Breach['United States']United States

Ransomware Attack on EMR Hosting Vendor Compromises Data of Over 16 , 000 Patients of Redwood Eye Care Center['United States']United States

['https://www.itweb.co.za/content/LPp6VMr4K1nvDKQz', 'https://www.curierulnational.ro/grupul-luckymouse-a-revenit-si-foloseste-un-certificat-legitim-pentru-a-semna-malware-ul/', 'http://tempo.com.ph/2018/09/15/luckymouse-group-is-back-causing-more-malware-problems/', 'https://www.amosnews.ro/kaspersky-grupul-luckymouse-revenit-si-foloseste-un-certificat-legitim-pentru-semna-malware-ul-2018']The LuckyMouse group is back and using a legitimate certificate to sign the malware['Romania']Romania

Sham trials in Egypt , water protests in Iran , and Pegasus spyware targets Palestinian activists['Egypt', 'Iran', 'Palestine']Egypt, Iran, Palestine

Electrum Bitcoin wallet still plagued by known crypto phishing attack['China'] China

Ransomware attack on restaurant chain Mithaas , Noida police launches probe['India'] India

Absa Confirms Client Data Breach - IT News Africa - Up to date technology news , IT news , Digital news , Telecom news , Mobile news , Gadgets news , Analysis and Reports['South Africa']South Africa

Chinese hacking group  Chimera  targets Taiwanese chip and airline companies['Taiwan'] Taiwan

The big SEPE hack is the work of Ryuk : how the cyberattack could have come about , what went wrong and why it is now one of the biggest threats on the internet['Spain'] Spain

Severe Cyber Attacks on Financial Institutions Will Cause Economic Dislocation , Business Disruption , CBN Warns['Nigeria'] Nigeria

  Be careful, hacker attack! Criminals send malicious emails['Ukraine'] Ukraine

Demand thorough countermeasures against cyber attacks from METI company tops | NHK['Japan'] Japan

Modification of malware for well-known sandboxes: Positive Technologies discovered malware tailored to bypass PT Sandbox['Russia'] Russia

FriesDAO lost $2.3 million due to Profanity exploit['Russia'] Russia

An invitation to carry out cyber attacks on Latvia has been spread in Russia - BNN['Latvia'] Latvia

Undip Confirms Server Hacking Attempts from a Number of Countries , 73 . 000 Student Data Allegedly Leaked['Indonesia']Indonesia

In the USA, two men from Estonia were sentenced to death for, among other things, contributing to ransomware attacks['USA', 'Estonia']USA, Estonia

SAPAM recovers money stolen after a hack in bank accounts['Philippines']Philippines

Hacking puts University of Houston students at risk['United States']United States

Operation "Inferno": cyber guerrillas hacked into the internal network of the Academy of Management under Lukashenka['Belarus'] Belarus

South Korean defense advisory group receives phishing emails['South Korea']South Korea

The Ballad of Jeanue - or how one determined hacker ruined the first Titanfall['Hungary'] Hungary

Cyber-scam: Detected numerous phishing attempts at companies impersonating Social Security['Spain'] Spain

Bukalapak: Phishing is a mainstay of fraudsters amid the current high demand for alkes['Indonesia']Indonesia

Georgetown County ransomware attack impacts license plate decals for residents['United States']United States

Criminal Investigation Police Arrest Zyy ft Lutfifake Padang Blackhat Hacker Setkab Site['Indonesia']Indonesia

BTRC has prevented hackers from trying to steal information in the name of the Supreme Court['Bangladesh']Bangladesh

Key REvil members change jobs after REvil servers are hacked['Russia'] Russia

Hacker withdrew more than $20 million from DeFi - Popsicle Finance protocol['Ukraine'] Ukraine

['https://finansial.bisnis.com/read/20211224/89/1481554/debt-collector-masih-menagih-puluhan-korban-phising-kembali-geruduk-kantor-kredivo', 'https://ekbis.harianjogja.com/read/2021/12/25/502/1091713/puluhan-korban-phising-kembali-geruduk-kantor-kredivo-karena-masih-ditagih-debt-collector']Debt Collector Still Collecting, Dozens of Phishing Victims Return to Kredivo's Office['Indonesia']Indonesia

The town hall of Montdidier forced to change its computer equipment after a double hack['France'] France

A Number of Regional Heads Became Victims of Hacking, Asked for Covid - 19 Financial Assistance and Contacted Candidates for Head of Village['Indonesia']Indonesia

This Man Made A Small Fortune Hacking ATMs['United States']United States

The Supreme Court of Justice of the Nation, victim of spies, hackers and trolls['Mexico'] Mexico

Software hacks cars remotely ['Italy'] Italy

Combine. A scammer hacked the emails of a patient association['France'] France

A hacker attacked the hospital: demanded a ransom in bitcoins - It was definitely not a teenager living in a mother's basement - Mikrobitti['Finland'] Finland

New hacking trick with 06 numbers: hundreds of victims due to sim swapping['Netherlands']Netherlands

Hindi News: Brokers have access to railway headquarters for Tatkal tickets, cyber cafes are hacking with fake IDs['India'] India

Hacking car thieves strike again: at least ten cars emptied['Netherlands']Netherlands

Communist website targeted by hackers ['Cuba'] Cuba

Goldman Sachs CEO tricked by hacker (close source)['United States']United States

Pipes stopped at Tula refinery after hacking Pemex['Mexico'] Mexico



Spain delivers to the US. uh . to a Russian hacker who owns a network of 100. 000 "bots"['Spain', 'US']Spain, US

WOLF HALDENSTEIN ADLER FREEMAN & HERZ LLP : ALBANY BANK & TRUST OF CHICAGO DATA BREACH ALERT['United States']United States

['https://khabar.ndtv.com/news/crime/international-credit-card-hackers-arrested-in-indore-1763681', 'https://divyamarathi.bhaskar.com/news/BUS-PERS-infog-mp-police-arrested-two-credit-card-hackers-in-mumbai-5723262-NOR.html']MP police arrested two credit card hackers in mumbai['India'] India

['http://www.egospodarka.pl/159467,Ataki-hakerskie-we-IX-2019,1,12,1.html', 'https://www.it-business.de/105-millionen-cyber-angriffe-im-ersten-halbjahr-2019-a-874361/']105 million cyber attacks in the first half of 2019['Poland'] Poland

Hackers hacked the channel's pages ['Tuvalu'] Tuvalu

A hacker from Tver organized a gang to break into Bryansk ATMs['Russia'] Russia

Elisa had to close hundreds of connections because of the malware['Finland'] Finland

EnemyBot Malware Targets Web Servers , CMS Tools and Android OS['United States']United States

Data breach affects hundreds of employees at Ralph Engelstad Arena['United States']United States

Herff Jones notifies customers of data breach['United States']United States

Class action lawsuits filed over data breach at Muncie business['United States']United States

BIN , Police already identified hacker of some government sites['BIN'] BIN

Omnicell , Inc . Announces Data Breach | Console and Associates , P . C . ['United States']United States

Russian Hacker Tied to 2016 Election In U . S . Custody['United States']United States

WakeMed Health & Hospitals Announces Data Breach Affecting 495 , 808 Patients | Console and Associates , P . C . ['United States']United States

EPR Retail News | Tag | data breach Target['United States']United States

Data breach attempts on Canadian organizations intensify['Canada'] Canada

Illinois Coronavirus Updates : Record Hospitalizations , Ransomware Attack ,  Flurona  – NBC Chicago['United States']United States

Data Breach Settlement - Newstalk KGVO['United States']United States

Local sheriff office target of hackers [ Gaston Gazette ]['United States']United States

An Unprecedented iPhone Hack , a Wi - Fi Leg Implant , and More News['United States']United States

eGobbler Malvertising Attack Infects More Than a Billion Ads | Malware['United States']United States

Postbank: consumer center warns customers against phishing['Germany']Germany

Hackers steal Mysuru hospital data , want ransom in bitcoin | Mysuru News['India'] India

Cyber Attacks Against Critical Infrastructure Quietly Increase['United States']United States

Optu  opaque  Singapore owner faces scrutiny over hacking attack['Singapore']Singapore

Hackers have found a clever new way to steal your Microsoft 365 credentials['United Kingdom']United Kingdom

China link alleged in hacking ['China'] China

Hackers can steal , impersonate IDF soldier identities - comptroller - Israel News['Israel'] Israel

Lessons learned  after council investigation into alleged child data breach['United Kingdom']United Kingdom

Perth Airport hack : Vietnamese hacker steals significant amount of security details , building plans['Australia']Australia

No ‘ moving on ’ until election hacking probed['United States']United States

Data breach and platform problems : the week in news['United Kingdom']United Kingdom

European Hotel Group Suffers Data Breach Impacting 600 , 000 Hotels Worldwide['United States']United States

How White House veterans helped Gulf autocrats build a secret global hacking empire['United States']United States

What Old Is New Again : FTC Takes Rare Step of Withdrawing and Reissuing Expanded Data Security Settlement with Uber in Light of 2016 Data Breach['United States']United States

Apple Mac , iPad dodge an ugly new NSA hacker bomb targeting majority of Windows PCs globally['United States']United States

Taiwanese PC users report malware attacks['Taiwan'] Taiwan

Sophos responds to website criticism in wake of ransomware attack['United Kingdom']United Kingdom

Hollywood Studio Hit By Cyber Extortion Says :  Dont Trust Hackers['United States']United States

Teen hacker sentenced for serious disruption of Phoenix 911 system – Naked Security['United States']United States

How do Mecklenburg property owners pay taxes after hacking ?['United States']United States

Saint Thomas Health Data Breach from Misplaced Documents['United States']United States

2 coop banks lose Rs 21 lakh deposited in SBI to hackers['India'] India

Albertans not affected by Babylon Health data breach company says['Canada'] Canada

Global fight against hackers - attacks ['Germany']Germany

UniSA cyber attack hits staff email ['Australia']Australia

Hacking in BB again , no damage done ['Bangladesh']Bangladesh

Antiquated computers led Maine labor department to contractor that got hacked['United States']United States

2 Teens Busted in September I - 75 Billboard Porn Hacking Case['United States']United States

['https://tnp.straitstimes.com/news/singapore/iras-warns-new-variants-phishing-scams-offering-tax-refunds-and-involving-tax-evasion', 'https://www.thestar.com.my/aseanplus/aseanplus-news/2022/10/04/singapore-warns-of-new-variants-of-phishing-scams-offering-tax-refunds-and-involving-tax-evasion', 'https://www.netzwelt.de/news/208382-phishing-namen-regierung-bundeszentralamt-steuern-warnt-mail.html', 'https://www.straitstimes.com/singapore/iras-warns-of-new-variants-of-phishing-scams-offering-tax-refunds-and-involving-tax-evasion', 'https://tech.co/news/irs-text-phishing-scams']Iras warns of new variants of phishing scams offering tax refunds and involving tax evasion['Singapore']Singapore

North Carolina Health System Notifies Patients of Data Breach['United States']United States

C - U Public Health District website held hostage by ransomware attack['United States']United States

CRA Was Hacked : Are You 1 of 5 , 600 Canadians Affected ? ['Canada'] Canada

WhatsApp fined $235 , 000 by Turkey over alleged data breach['Turkey'] Turkey



Hackers access Angus Council email system in bid to dupe service users['United Kingdom']United Kingdom

T - Mobile discloses data breach after SIM swapping attacks['United States']United States

Philippines top target of financial - system hackers['Philippines']Philippines

North Korea's foreign currency extortion surges through ransomware attacks... Increasing use of non-fungible tokens for money laundering['North Korea']North Korea

KillNet hackers declare cyberwar on Britain over missile supplies to Ukraine['United Kingdom', 'Ukraine']United Kingdom, Ukraine

Accused caught from Delhi airport; Software was hacked during the exam. Accused caught from Delhi airport; The software was hacked during the exam['India'] India

The security forces defeated a gang of hackers who extorted money from fans of Internet porn['Russia'] Russia

Was the data of Dutch MPs stolen or not during a hack? - ICT news['Netherlands']Netherlands

New banking trojan hacks websites through Google Chrome extensions['Ukraine'] Ukraine

Ministry of Health: The cost of rebuilding the Hillel Yaffe school after the cyber attack - NIS 36 million['Israel'] Israel

Iranian hackers gave the media photos and personal data of those who arrested Mahsu Amini['Iran'] Iran

Cyber partisans hacked Belaruskali network: thousands of computers were infected['Belarus'] Belarus

Hackers attacked the system of Mexico to mine crypto... in Taringa!['Mexico'] Mexico

Immigration data hacking syndicate, print fake PLKS busted['Malaysia']Malaysia

Check Point Research discovers new Rogue remote access trojan from Android malware developer['Russia'] Russia

Hackers seek to attack the INE one year after the elections['Mexico'] Mexico

Chinese tax software contains malware | Society of Corporate Compliance and Ethics ( SCCE )['China'] China

Microsoft Warns Threat Actors Continue to Exploit Zerologon Bug['United States']United States

They report to the INE hacking of the name Unid @ s['Spain'] Spain

Websites of state bodies stopped working all over the country , who are hackers , how do they hack websites , latest news June 8 | NHS['United Kingdom']United Kingdom

['http://www.banki.ru/news/lenta/?id=10188103', 'http://bankir.ru/novosti/20171223/smi-zertvoj-hakerov-cobalt-naradu-s-globeksom-stal-sevastopolskij-morskoj-bank-10133738/']Media: Sevastopol Maritime Bank - Bankir became a victim of Cobalt hackers along with Globex. Ru['Russia'] Russia

Report by teleconference of the Minister of Finance is interrupted by hacking - National['Paraguay']Paraguay

The FBI captures the 21-year-old hacker who is accused of stealing secrets from Nintendo since 2016['United States', 'Japan']United States, Japan

A gang targets Android devices with spyware under official applications['United Arab Emirates']United Arab Emirates

Brazilian and Portuguese hackers publish addresses and names of 100 pedophile sites['Brazil', 'Portugal']Brazil, Portugal

NEWSru. co. il :: Maariv : Ukrainian hackers are involved in the attacks against the PA , preventing Israel .['Israel'] Israel

Hacked Help system to divert some G 350 million - National['Paraguay']Paraguay

On the hacking of the website of the Spanish Ministry of Health['Spain'] Spain

Gang hacking ATMs traced, involvement of government employees revealed['Pakistan']Pakistan

June had malware, cryptominers and attacks on Android['Brazil'] Brazil

Cyber fraud on steroids: Rossi admitted involvement in a huge hacker attack['Italy'] Italy

WannaHydra | Avast finds new mobile banking malware['Brazil'] Brazil

Hackers hacked cars and bank cards in Baku - Photo['Azerbaijan']Azerbaijan

China is responsible for the cyber attack, the BBC claims['United Kingdom']United Kingdom

With unsophisticated malware, criminals steal data from 2.3 million cards['Brazil'] Brazil

A gang hacks bank customers' accounts in collusion with a banker['United Arab Emirates']United Arab Emirates

Iranian cyber attacks continue to spread around the world - also against Israel['Israel'] Israel

Hacking the Ariane file from the Quai d'Orsay: beware of scams by email and SMS['France'] France

The cnmv warns of a phishing attempt via email['Spain'] Spain

Nintendo Switch jailbreak: hackers have already cracked update 6. 2 . 0['France'] France

Reggio Emilia , school websites hacked . Islamic hackers in action?['Italy'] Italy

Result change guarantee, 4 hackers in DB network['Bangladesh']Bangladesh

Demant on the way with downward adjustment after hacker attack: May end up costing the company half a billion kroner['Denmark']Denmark

Credit company shares go downhill after hacker attack.['Brazil'] Brazil

['https://www.independent.ie/irish-news/crime/scammers-hack-into-lawyers-email-to-rob-client-of-180000-as-she-tried-to-buy-a-house-39958911.html', 'https://www.independent.ie/irish-news/crime/scammers-hack-into-lawyers-email-to-rob-client-of-180000-in-invoice-redirect-con-39958911.html', 'https://www.sundayworld.com/news/irish-news/fraudsters-hack-into-solicitors-email-to-scam-woman-buying-house-out-of-180k-39959456.html']Scammers hack into lawyer email to rob client of €180 , 000 as she tried to buy a house['Ireland'] Ireland

Hacker who hacked oil and gas companies turned out to be a fan of 50 Cent from Nigeria en['Nigeria'] Nigeria

1.5 billion website passwords leak on the web; see if you've been hacked['Brazil'] Brazil

【Buddha Heart】The online hacker replies "overestimating Taiwan's income" and is willing to unlock it for free['Taiwan'] Taiwan

CA KA reported a massive hacking of state sites['Canada'] Canada

Hillsborough , Bernards NJ school districts report cyber attacks['United States']United States

Paul Davis On Crime : My Counterterrorism Magazine Piece On SolarWinds , The Largest And Most Sophisticated Cyber Attack Ever['United States']United States

Beware Of Phishing Attacks In Name Of Unpaid Eb Bills | Chennai News['India'] India

Seattle DJC . com local business news and data - Business - $10M rewards bolster anti - ransomware effort['United States']United States

MPs criticise cyber agency for not aiding China rights group after it was hacked['China'] China

SIM Swappers Sentenced to Prison for Hacking Accounts , Stealing Cryptocurrency['Russia'] Russia



Asia Pacific response to cyber attacks take 262 days FireEye finds['Asia Pacific']Asia Pacific

Book : WikiLeaks asked hackers to spy on Iceland government | IceNews['Iceland'] Iceland

Education sector not taking costly cyber attacks seriously['India'] India

Click2Mail Suffers Data Breach ['United States']United States

New Report Reveals PayPal is a Top Target for Phishing['United States']United States

Questions loom after Dothan online payment processor hacked['United States']United States

Ardagh Glass , Inc . Confirms Ransomware Attack Resulted in Leaked Employee Data | Console and Associates , P . C . ['United States']United States

With Gas Prices at an All - Time High , Hackers Find Gas Pumps Are Easy Targets['United States']United States

Neverquest Malware author pled guilty in US Court['United States']United States

Los Angeles County DHS impacted by data breach['United States']United States

The CIA created malware for computers disconnected from the Internet. The infection took place via USB['Slovak Republic']Slovak Republic

No Class Conflict in Data Breach Settlement Involving Class Members With and Without Economic Injury['United States']United States

FireEye : Iranian Hacking Group APT34 Targeted Middle Eastern Governments['Iran'] Iran

Dutch Cops Warn 20 , 000 of Email Account Hack['Netherlands']Netherlands

James Brown of CBS , Talked about the Porn Tweet Happened on Twitter Hack['United States']United States

Business Wire sees persistent cyber attack on website['United States']United States

SuperValu Data Breach Claim Nixed , Court Sees No Consumer Harm['Ireland'] Ireland

Phishing Scammer Victimizes  Just Eat  Food Delivery Company , Gets Jail['United Kingdom']United Kingdom

IBRC data breach case is third to involve businessman Denis OBrien | Ireland['Ireland'] Ireland

Fornite data hackers are selling children info to the dark web , warn experts['United Kingdom']United Kingdom

Bad Actors Sizing Up Systems Via Lightweight Recon Malware['United States']United States

Satan Ransomware Variant Exploits 10 Server - Side Flaws['United States']United States

Chinese hacking : 5 major cases of Beijing - linked cyber intrusion['China'] China

MGM data breach affects 10 . 6M , L Brands chief to resign with Victoria Secret sale , and Twitter tests fake - news warnings - PR Daily['United States']United States

Number of phishing attacks on Azerbaijani web sites down['Azerbaijan']Azerbaijan

FTO summons officials in cyber attack probe['Pakistan']Pakistan

Missouri Health Care System Sued Over Data Breach['United States']United States

cybercrime Worcester cybersecurity data breach UMass Memorial Health['United States']United States

Fairmont NASA facility enlisted in war on cyber hacks['United States']United States

Aussie hacker ordered to give up $1 . 7M after international investigation['Australia']Australia

Officials : SC General Assembly the target of cyber attacks over the last week , no sensitive data compromised['United States']United States

Wow ! Director General of Taxes Reveals PPS Site Was Attacked by Hackers['Indonesia']Indonesia

3 members of IMO hacking gang arrested in Lalpur['India'] India

NUNS protest due to the hacker attack on the KoSSeva portal: It is urgent to find the attackers['Serbia'] Serbia

The registers of the Ministry of Justice were not affected during the recent hacker attack,['Ukraine'] Ukraine

New cyber attack in Switzerland – hackers capture 30,000 passwords['Switzerland']Switzerland

Bitcoin case: 20 punters chatting - Worldwide hacking['India'] India

The Pixel 6 and 6 Pro available from October 28, 39 million French people hacked, the recap['France'] France

Numerous cases: Whatsapp users lose access to all their chats after a hack['Switzerland']Switzerland

Suspected hackers are demanding money from Spittal an der Drau['Austria'] Austria

Former employee hacks Luminus computer system and writes money ... ( Mechelen )['Belgium'] Belgium

['http://uploads.maltatoday.com.mt/news/national/87012/government_denies_involvement_in_manuel_delia_website_cyber_attack', 'http://www.independent.com.mt/articles/2018-05-21/local-news/Blogger-Manuel-Delia-claims-government-behind-cyber-attack-government-denies-6736190245']Government denies involvement in Manuel Delia website cyber attack['Malta'] Malta

Hackers are trying to poison search engines with over 100,000 malicious web pages['Sweden'] Sweden

Ghostwrite hackers have taken over MPs' mailboxes['United Kingdom']United Kingdom

Unique mobile hacking trick adopted on united states Residents for fraud by kanpur call center master mind Jagran Special['United States']United States

Covid - 19 Vaccine Making Site Hacked - Smart Indonesia['Indonesia']Indonesia

Be careful, phishing activity on the mail service!['Belarus'] Belarus

This is how Norway's largest health organization was hacked['Norway'] Norway

Emotet : CISA warns of phishing attacks on US government facilities['United States']United States

71% of ransomware attacks target SMBs['Russia'] Russia

Modified malware from the Turla group surfaced['Russia'] Russia

ETH Zurich hacks Visa's contactless payment function['Switzerland', 'United States']Switzerland, United States

Bulgaria :: From the chats of Todorov and Boykov it is clear: The hackers tried several attacks against state systems :: Monitor. bg['Bulgaria'] Bulgaria

Old malware returns in new version to steal logins and passwords['Brazil'] Brazil

"Hackers for hire" attack the state ['Russia'] Russia



Hackers used Tesla's cloud for mining ['United States']United States

Financier Browder, associate of Navalny: Hackers have declassified those who are financed by the British Foreign Office and intelligence['United Kingdom']United Kingdom

ESET warns of a new phishing scam in Google ads['Venezuela']Venezuela

The Finnish hacker's promise to the police about denial of service attacks on his factories was not kept['Finland'] Finland

Claims to open an investigation after US and German intelligence hacked a Swiss data encryption company - S A N A['Switzerland']Switzerland

AIVD illegally collected large amounts of data through hacks['Netherlands']Netherlands

They suspect hacking of a Santander ATM in Plaza Escorial['Spain'] Spain

CEC mail was repeatedly hacked on election day, Lugansk said['Ukraine'] Ukraine

Hacker exploits security hole in Microsoft Edge and wins $70,000 at event['Brazil'] Brazil

Hackers hacked a giant database of financial information / Ukrainian business resource UBR. ua['Ukraine'] Ukraine

Scientists Hack Tinder and Other Apps to Reveal Exploit['Argentina']Argentina

Hackers manage to crack master key for all Wi-Fi networks with WPA2['Mexico'] Mexico

TridentCare Confirms Data Breach After Criminal Breaks into Office and Steals Hard Drives | Console and Associates , P . C . ['United States']United States

Rishi Sunak allies say delay to leadership vote amid  ballot hacking  fears could HELP campaign['United Kingdom']United Kingdom

Overtime pay approved to address backlogs at Masters of the Supreme Court office hit by ransomware attack['United Kingdom']United Kingdom

Spyware - hacked MEPs still seeking answers['United Kingdom']United Kingdom

Germany Mabanaft Says First Test After Hack Wasnt Successful['Germany']Germany

OPPO Malaysia Twitter account is allegedly hacked and all its tweeted posts are unavailable['Malaysia']Malaysia

Attackers Exploit Log4j Flaws in Hands - on - Keyboard Attacks to Drop Reverse Shells['United States']United States

What happened in ransomware attack on Port of San Diego['United States']United States

Dallas Central Appraisal District hack still causing issues , tax bills may be delayed for thousands['United States']United States

Cyber attack cripples Fire Rescue Victoria['Australia']Australia

Pro - Palestinian hackers breach 120 Israeli websites['Israel'] Israel

Hackers Inject Magecart Card Skimmer in Forbe Subscription Site['United States']United States

Yearn Finance price at risk of sell - off after suffering severe exploit['United Kingdom']United Kingdom

Alarm as hackers take down crucial State websites : The Standard['Kenya'] Kenya

Keizer , Ore ., Pays $48 , 000 to Hackers After Ransomware Attack['United States']United States

Disney Government Almost Lost $700K in Giant Phishing Scam['United States']United States

Ironically , Phishing Kit Hosted on Nigerian Government Site['Nigeria'] Nigeria

Privacy & Information Security Law Blog : Reported Cyber Attacks On U . S . Electric Utilities And Government Agencies - Data Protection['United States']United States

New Instance of Monero Malware Sees Cryptojackers Target Linux Users['China'] China

['https://pontianak.tribunnews.com/2021/05/19/hacker-malaysia-bobol-situs-israel-malaysia-jadi-target-israel-israel-siapkan-serangan', 'https://pontianak.tribunnews.com/2021/05/19/120-situs-keamanan-israel-diretas-malaysia-israel-meradang-dan-umumkan-malaysia-sebagai-next-target', 'https://wartakota.tribunnews.com/2021/05/19/120-situs-pentingnya-diserang-hacker-malaysia-israel-disebut-targetkan-serangan-ke-negeri-jiran', 'https://pontianak.tribunnews.com/2021/05/18/malaysia-jadi-target-israel-data-base-dan-sistem-keamanan-siber-israel-diretas', 'https://www.cnnindonesia.com/teknologi/20210521190716-185-645479/hacker-malaysia-klaim-retas-5-ribu-cctv-di-israel', 'https://www.republika.co.id/berita/qtdwx1463/kelompok-emhackerem-malaysia-klaim-sudah-retas-5000-cctv-israel', 'https://makassar.tribunnews.com/2021/05/19/malaysia-jadi-target-serangan-idf-setelah-retas-120-situs-israel-dan-mendukung-palestina']Malaysian Hackers Crack Israeli Sites, Malaysia Becomes Israel's Target and Israel Prepares Attacks['Malaysia', 'Israel']Malaysia, Israel

US DoD suffers massive data breach ['United States']United States

UAWire - Prague : Russia continues cyber attacks on Czech Republic['Czech Republic']Czech Republic

DOUBLE JEOPARDY : Sad tales of Nigerians who lost phones , bank savings to hackers['Nigeria'] Nigeria

Milwaukee firm falls victim to hackers ; 100 - plus nursing homes affected['United States']United States

Researchers Discover Malware Dropper that Secretly Mines Crypto['United States']United States

Cyber attacks probing deeper into computers['Canada'] Canada

Growing incidence of cyber attacks on Irish organisations Technology , news for Ireland , Ireland , Technology , ['Ireland'] Ireland

Arby says customer card data hacked over 3['United States']United States

Victim real details helping hackers trick victims into installing banking malware['United States']United States

Mike and Nicole Week in Tech : United Troubles and Burger King  Hack['United States']United States

Deloitte hacking report underscores cybersecurity threat to oil and gas companies['United States']United States

Xero stands by Equifax partnership as Senate investigates data breach in US['United States']United States

Invoice scams on the rise , but ransomware down , says CERT NZ['New Zealand']New Zealand

Newspaper publisher warns workers of possible data breach['United States']United States

Fife vet hit by cyber attack ['United Kingdom']United Kingdom

T - Mobile website data breach exposed customer addresses , PINs['United States']United States

State says swift action taken in response to massive hacking by['United States']United States

GOP Donor Wants State Dept . Input In Qatar Hacking Case['Qatar'] Qatar

NIB warns customers about phishing scam - The Nassau Guardian['Bahamas']Bahamas

Airlines  abandon  routes to hackers ['Bahamas']Bahamas

A Malware Dubbed  Roaming Manti Attacks Smart - Phones Worldwide['United States']United States

Hacking group combines spear - phishing with mass malware campaign['Japan'] Japan

Google removes 145 apps that hackers may have used to access bank details of Windows users : Report['India'] India



Key details from hacking complaint against N | WBAL Radio 1090 AM['United States']United States

Spotted : Miscreants use pilfered NSA hacking tools to pwn boxes in nuke , aerospace worlds['United Kingdom']United Kingdom

Cyber attack limits parental access to Oklahoma City schools site['United States']United States

['https://www.coindesk.com/mystery-hacker-tries-to-steal-crypto-through-fake-google-chrome-wallet-extensions', 'https://threatpost.com/overlay-malware-exploits-chrome-browser-targets-banks-and-heads-to-spain/154713/', 'https://www.securitylab.ru/news/506622.php']Mystery Hacker Tries to Steal Crypto Through Fake Google Chrome Wallet Extensions['United States']United States

Dave Moore :  <span>Iran hacks the united states ; how do you stay safe ? < / span>['United States']United States

Tracker SA systems hacked ['South Africa']South Africa

Charming Kittens : Phishing Emails From Iran['Russia'] Russia

Pharmacist busted for hacking business ['Australia']Australia

Waterloo insurance firm reveals data breach , offers to cover credit monitoring for affected clients['Canada'] Canada

China - linked  Electric Panda  hackers seek U . S . targets , intel agency warns['United States']United States

Publicly Available Exploit Code Gives Attackers 47 - Day Head Start['United Kingdom']United Kingdom

High - secuity registration plate : Bookmyhsrp hacked , no data breach reported['India'] India

Spanish police warn of new fake  Amazon  email and website phishing scam['Spain'] Spain

Victorian Kombi hire business targeted by Bitcoin hackers | news . com . au Australia leading news site['Australia']Australia

Luxembourg - linked firm NSO used zero - click hacking , study claims['Luxembourg']Luxembourg

The Cloud Atlas hacker group attacked the Russian public sector in the third quarter of the year['Russia'] Russia

Hackers stole the data of almost 6 million users of one of the largest crypto exchanges in the world['Ukraine'] Ukraine

America #1, Vietnam top 3: Hackers want to steal intelligence from Vietnam['Vietnam'] Vietnam

Registration for athletes resumed after hacking the municipality['Mexico'] Mexico

Al-Bilad Newspaper | Hardware hacking ['Bahrain'] Bahrain

After cyber attack: Bizerba continues to struggle with problems['Germany']Germany

Female alumni ID hacking arrest of 20-year-olds who canceled teacher appointment application (Comprehensive)['South Korea']South Korea

Detroit gas station hit by hackers. Thousands of liters of gasoline were stolen['United States']United States

Bamberg: Online accounts hacked – 23-year-old causes damage in the millions['Germany']Germany

Attention, a dangerous malware seeks to plunder the bank account of the French['France'] France

Coca-Cola is not giving anything away: the police warn of a new case of phishing['Spain'] Spain

Cyber Pizza: Hackers have also entered the field of missions['Israel'] Israel

They denounce a hacking of a seminar on the Armenian Genocide at the University of Córdoba – Diario Armenia['Armenia', 'Argentina']Armenia, Argentina

More details about the Android malware spreading via SMS['Hungary'] Hungary

Targeted cyber attack: Then Vienna is dead for a year['Austria'] Austria

Secret chat messages of serious criminals lead the police to a large drug lab in Eext ( hack cryptophone provider EncroChat )['Netherlands']Netherlands

Phishing: French students were targeted by a fake scholarship['France'] France

Hacker attack on the site of the Municipality of Naples, user data violated['Italy'] Italy

Federal. ba - With working from home, company hacking has doubled['Bosnia and Herzegovina']Bosnia and Herzegovina

[International] If you send a thousand dollars in Bitcoin, it will be doubled in 30 minutes ... Twitter hacking scandal['South Korea']South Korea

Mumbai Samachar: 200% increase in cyber attacks, PMO officials said - no evidence to blame China['India'] India

Disappointed by Low Salary, Lecturer at UIN SMH Banten Hacks Campus Servers['Indonesia']Indonesia

ThaiCERT Warns Cyber Thieves Using Dropbox and OneDrive to Spread Malware['Thailand']Thailand

Turkey at the target of cyber attacks ['Turkey'] Turkey

An Israeli hacker revealed a serious security breach in Instagram['Israel', 'United States']Israel, United States

Hacked network role-playing game hacker will stand trial in the Khabarovsk Territory['Russia'] Russia

30 warrants for voice phishing theft by withdrawing cash and storing it in the refrigerator['South Korea']South Korea

Email hacking allegations in French presidential election['France'] France

Detecting old spy malware NanoCore in the guise of a new attack campaign| CyRadar warns of old spyware in the guise of a new attack campaign['Vietnam'] Vietnam

Consumption peaks reveal embedded malware['Austria'] Austria

['https://www.nzz.ch/briefing/was-heute-wichtig-ist-ld.1425851', 'https://www.nzz.ch/briefing/untersuchung-gegen-kavanaugh-abgeschlossen-niederlande-vereiteln-russischen-hacker-angriff-usa-kuendigen-freundschaftsvertrag-mit-iran-auf-der-donnerstag-kompakt-ld.1425532', 'https://www.usatoday.com/story/nletter/short-list/2018/10/04/kavanaugh-supreme-court-metoo-anniversary-russia-hacking-short-list/1520306002/']Investigation into Kavanaugh closed / Netherlands thwart Russian hacker attack / united states terminate treaty of friendship with Iran – Thursday compact['Netherlands', 'United States']Netherlands, United States

Data Breach Warning to E-Exporters to Europe['European countries']European countries

CWT and the Away Data Breach : ['United States']United States

Vice Minister Woo Tae-hee Hacking and other cyber threats Woo … Strengthen infrastructure security['South Korea']South Korea

Televisions, refrigerators and heaters, infected by computer hacking['Spain'] Spain

Kanza Cooperative Association Files Notice of Data Breach After Cybersecurity Incident | Console and Associates , P . C . ['United States']United States

Tong announces settlement with cruise line over data breach['United States']United States

Hashtag Trending , May 3 , 2021 – Big Tech  bonker dominance ; Another Amazon fulfillment centre in Peel Region closes ; Ransomware cases spike['Canada'] Canada

IRS warns tax pros of identity theft phishing scams['United States']United States

Afternoon Coffee : US blames China for hacking ; united kingdom may alter Brexit deal on EU border ; more Covid vaccines sent to Asia['China', 'United Kingdom', 'Asia']China, United Kingdom, Asia



Polish leader under fire over Pegasus hack scandal['Poland'] Poland

OAIC statement on MyDeal data breach ['Australia']Australia

Salusive Health Shuts Doors , Provides Data Breach Notification['United States']United States

Coinsquare Hackers Admit Theyll Use 5 , 000 Stolen User Data For SIM Swapping['United States']United States

Georgia Defends Use of Hack - Prone Voting Machines at 11th Circuit['United States']United States

Android Spyware  Triout  Back With Spying Abilities And New Malicious Schemes['Russia'] Russia

Who funding lawsuit over hacked Utah Republican leadership meeting ?['United States']United States

RNLI takes down its website after suspected hacking attempt['United Kingdom']United Kingdom

OCR Settles with Touchstone Medical for $3M After Health Data Breach['United States']United States

Equifax Is Finally Getting Kicked in the Money Bags Due to Its Disastrous 2017 Hack['United States']United States

Spear - phishing assaults infect United States utility sector with RAT['United States']United States

['https://www.lexology.com/library/detail.aspx?g=bc593a0f-0be4-4d71-a8e9-8ed7065df31b', 'http://www.mondaq.com/unitedstates/x/836704/Trade+Secrets/Trade+Secret+Claims+Related+to+Hacking+of+DNCs+Computers+Dismissed+With+Prejudice']Trade Secret Claims Related to Hacking of DNC Computers Dismissed With Prejudice['United States']United States

Emotet Malware Gets More Aggressive ['United States']United States

Philly - based Entercom reportedly hacked for $500 , 000 ransom['United States']United States

N . J . counties prepping to combat tampering , hacks on Election Day['United States']United States

Hackers target Minneapolis Mayor Jacob Frey , send out phishing attempts['United States']United States

Android Circuit : Galaxy S11 Features Leak , Google Pixel 4 Exposed , Android Latest Malware Problem['South Korea', 'United States']South Korea, United States

October has seen most ghoulish cyber attacks ever , says McAfee['India'] India

Parents of teen Instagram hacker spared jail for transferring stolen Bitcoin['United Kingdom']United Kingdom

Northeast Ohio checking account fraud ramped - up due to phishing scams['United States']United States

GhostAdmin botnet malware discovered ['United States']United States

Anomali Publishes Comprehensive Analysis of Evidence in 2016 Election Hacks['United States']United States

FIN7 linked to fileless malware attacks ['United States']United States

Congress addresses cyberwar on small business : 14 million hacked['United States']United States

ACCC takes Ultra Tune to court ... Craft brewers association ditches big players ... 17 million users affected by Zomato data breach['Australia', 'India']Australia, India

Ukrposhta officially announces force majeure over cyber attack['Ukraine'] Ukraine

Cybersecurity firm finds Russian hacking targets during 2016 campaign also targeted in 2008 .['United States']United States

NBI probing cyber attack on PNA website — Andanar » Manila Bulletin News['Philippines']Philippines

What is BlackTech ? Hacker group using leaked Hacking Team tools to steal Asian target tech['Asian target tech']Asian target tech

IGP : Police suspicious about latest data breach - Nation['Malaysia']Malaysia

For the purpose of Downloading Ransomware , Criminals Created SpriteCoin Cryptocurrency['United States']United States

MP Sues MTN Over Phone Hack ['Uganda'] Uganda

Lion bone trade : Presidency website hacked in alleged protest['South Africa']South Africa

Boston Man Accused of Stealing $5 Million in Cryptocurrency , Hacking Tech Exec Phones['United States']United States

Phishing scam claims recall on exploding Barclays credit cards['United Kingdom']United Kingdom

Hackers Increase Attacks Using Banking Trojans - Infosecurity Magazine['United Kingdom']United Kingdom

Action Fraud sees 1 , 700 HMRC phishing reports in two weeks['United Kingdom']United Kingdom

Oh No ! Pickens County School Board Zoom Meeting Hacked['United States']United States

Phishing campaign targets finance employees with RATs downloaded from Google Cloud Storage['United Kingdom']United Kingdom

Privnotes . com Is Phishing Bitcoin from Users of Private Messaging Service Privnote . com Krebs on Security['United States']United States

Supreme court rules young hacker should be extradited to US['United States']United States

Shropshire councillors targeted in email phishing scam['United Kingdom']United Kingdom

Norton LifeLock phishing scam infects victims with remote access trojan['United Kingdom']United Kingdom

Security consultant and others to get court documents concerning probe into alleged INM data breach['Ireland'] Ireland

Hackers Publish Voter Records for Georgia['Georgia'] Georgia

US stocks open lower , Twitter falls after hacking episode['United States']United States

WooCommerce Falls to Fresh Card - Skimmer Malware['United States']United States

UW - EC Foundation reports data breach['United States']United States

Palmerton reacts to Zoom hack – Times News Online['United States']United States

Texas Children Hospital data breach : Blackbaud host pays ransom after attack['United States']United States

Facebook critic webpage removed over false phishing allegations['United Kingdom']United Kingdom

Trickbot malware targeted Virginia computers before election['United States']United States

Sutter Buttes Imaging Vulnerability Hack Causes 18 Month Data Breach['United States']United States

Dominican Agrarian Institute warns that it will not pay the US$ 600,000 requested by hackers to return documents after a cyberattack['Dominican Republic']Dominican Republic

Hacker attack: Proceedings against country closed['Austria'] Austria



Shocking! The server of the bank was hacked, the hackers disappeared 1. 5 crores['India'] India

Official Site Hacked, Directorate General of Immigration Ensures Data Remains Safe['Indonesia']Indonesia

Crypto CEO. com says regulators didn't communicate after hack | international['Paraguay']Paraguay

Weekly . PJ follows Russian hacker trail in the Vodafone cyberattack case. And he has a code in his hand: Citrix + Local Admin['Portugal'] Portugal

CNBC Indonesia's Chief Red Edge of the News Site Was Hacked by Hackers['Indonesia']Indonesia

Lampung DPRD Official Website Hacked, Hackers Ask for Some Money['Indonesia']Indonesia

The cyber attack: the Lahat B dating site was hacked; Leaking personal details is a danger of mental harm['Israel'] Israel

Hacker - Attack on Volksbanken also affects customers in southern Baden - no damage known - economy['Germany']Germany

FuW : Siegfried half-year results will show traces of hacker attack | news ticker['Switzerland']Switzerland

US accuses crypto exchange of hacking links['United States']United States

Hackers claim to have hacked the major communications company VOICENTER['Israel'] Israel

Plot twist: Chinese hackers took advantage of the giant Russian attack and broke into the US['United States']United States

[Video] Phishing spreading like an infectious disease in an infectious disease situation... cybercrime explosion['South Korea']South Korea

Val de Marne . A hacker hacks a kitty intended for caregivers and tries to hijack more['France'] France

One of the major hacked crypto platforms - Capital. Fr['France'] France

Experts found about 30 phishing sites selling fake tickets['Russia'] Russia

PSA - website was hacked ['Suriname']Suriname

I'll release you, give me some bitcoin... Rise in ransomware targeting governments and corporations['South Korea']South Korea

Hacking profiles on State Services ... Voting on amendments to the Constitution is coming soon!['Russia'] Russia

Phishing scam to spread sex trafficking videos by giving family names['South Korea']South Korea

Hacking the Government's Security System, This Youth Is Even Praised['Indonesia']Indonesia

Turla - Hackers attacked two other EU states in addition to the Federal Network['Germany', 'European Union']Germany, European Union

Zaif hacking damage! "Double damage" report tweet with Coincheck['Japan'] Japan

Data breach at the municipality. Fears that personal information about 35 . 000 is spread for all winds['Norway'] Norway

Hackers switched from bank cards to cryptocurrency['Russia'] Russia

Millions in damages and irretrievably lost data. How the cyber attack on Atlanta is going - News . Czech['United States']United States

interest rate loan... Voice phishing gang member who stole 100 million was arrested - Diodeo['South Korea']South Korea

Municipal employee sentenced for data breach['Sweden'] Sweden

With the update of Google Chrome, hackers are sprouting a terrible "download bomb"['Russia'] Russia

[ General ] SMS Phishing Scam using Class 0 Message - T - Mobile['United States']United States

Hacking of a radio site: Ait Melloul arrests['Morocco']Morocco

Ecuador News - Ecuador live - Hackers issued 15 . 970 fraudulent licenses['Ecuador'] Ecuador

Hacker exploits Zing Mp3 vulnerability, turning regular account into vip['Vietnam'] Vietnam

The website of the newspaper Tal Cual is offline due to a hacking attempt['Venezuela']Venezuela

Naftogaz website was hacked ['Ukraine'] Ukraine

EXAT Prevents Malware Attacking EC Pass whole toll gate['Thailand']Thailand

Audio Government filter of Guadiana; argue hacking [ Elections 2017 ]['Mexico'] Mexico

Hacker attacks grow and go after new targets['United States']United States

The rescue of the Venetian banks , Russian electoral hacking , The soft Brexit , Cristina Kirchner candidate in Argentina , Schulz vs Merkel['Italy', 'United States', 'United Kingdom', 'Argentina', 'Germany']Italy, United States, United Kingdom, Argentina, Germany

Atyrau refinery warned of hacker attacks - Forbes Kazakhstan['Kazakhstan']Kazakhstan

Doctor suspected of data breach in Ilizarov['Russia'] Russia

Biden team completes intel review of Russia in the wake of hacking , election interference['United States']United States

Thieves Hacked Into Patient Info at Hudson Valley Medical Offices['United States']United States

New Outseer Fraud & Payments Report Confirms Massive Increase in Brand Abuse Cyber Attacks , Jumping 158 % From Q1 2020['Germany']Germany

Major Indonesia tollroad operator hacked by DESORDEN['Indonesia']Indonesia

Espionage Campaign Using Updated Variant of Bandook Spyware['United States']United States

Look out for fake invoice phishing scam ['United States']United States

$13m bounty on Russian officials over power hacks in 135 countries['Russia'] Russia

Rutland Regional data breach affected more than 72 , 000['United States']United States

Lazarus Hacker Group Continues to Target Crypto Using Faked Trading Software['United States']United States

Dubai Police get 9 , 000 cybercrime , hacking reports via website['United Arab Emirates']United Arab Emirates

Attempted cyberattacks using EternalBlue exploit soar in recent months['United States']United States

Tousley Brain Stephens : Proposed Settlement Reached in Premera Data Breach Lawsuit['United States']United States

Anubis Malware Upgrade Logs When Victims Look at Their Screens['United States']United States

Hackers stole Microsoft user data ['United States']United States



Baltimore State Attorney Office Twitter account hacked , recovered['United States']United States

Hackers target PACI , MOI , PAM systems - ARAB TIMES['Kuwait'] Kuwait

The Coeur dAlene Press - Terri Dickerson , Hackers accessing security systems['United States']United States

Cyber attack targets Norwich - based Flagship Group['United Kingdom']United Kingdom

Gift card scammer hacked into elderly Richmond couple computer , BBB warns['United States']United States

Data Breach Sparks Action against Natural Health Services['Canada'] Canada

SOME SIOUX CITY UTILITY CUSTOMERS MAY HAVE HAD DATA HACKED['United States']United States

FARK . com : ( 9442104 ) Those responsible for hacking the hackers , have been hacked['United States']United States

Hackers launch  invisible  memory ['United Kingdom']United Kingdom

Charges dismissed against Vancouver man accused in FBI child pornography hack['Canada'] Canada

Accounts locked in Delhi ransomware attack['India'] India

Malware strikes back hitting Facebook , healthcare and education hard['United Kingdom']United Kingdom

Mac OS X users increasingly targeted by crypto - mining malware['United States']United States

Hackers hit over 15 million users with new XMRig Monero cryptocurrency mining campaign['United Kingdom']United Kingdom

Crypto Investor Reportedly Hacked For $2 Mln On Live Stream , Internet Calls Foul['United States']United States

Commbank admits data breach :  15 years of statements missing['Australia']Australia

Inside Dropbox and Microsoft Office phishing attacks | Salted Hash , Ep . SC03['United States']United States

Hamilton police investigating alleged data breach from Coun . Terry Whitehead office['Canada'] Canada

Hacker Publishes Millions of Telegram User Data on the Dark Web['United States']United States

The Investigators : Collierville ransomware attack cost over $100 , 000 ; town now considering legal action['United States']United States

Scammers exploit California COVID - 19 contact tracing program['United States']United States

UPDATE : Hack attempt in Ingham County affects 1 , 600 workstations['United States']United States

A quick and dirty guide to the 2018 session Palm Beach vs . POTUS SONIC BOOM : Rubio , Flake and Cuba Data breach could affect 30k Medicaid recipients How many Puerto Ricans have come to Fla .? ['United States', 'Cuba']United States, Cuba

['https://listindiario.com/las-mundiales/2020/02/10/603780/facebook-yahoo-y-netflix-son-las-marcas-mas-imitadas-en-los-ataques-de-phishing', 'https://finance.yahoo.com/news/facebook-most-imitated-brand-phishing-110010841.html', 'https://www.foxbusiness.com/technology/facebook-yahoo-top-phishing-brands', 'https://zeenews.india.com/facebook-most-affected-brand-for-phishing-attempts-report-2262077.html', 'https://www.komando.com/security-privacy/phishing-scams-facebook-netflix-yahoo-spoofs/706026/', 'https://www.hindustantimes.com/tech/cybercriminals-imitated-facebook-the-most-for-phishing-attempts-report/story-IlonusNwYn2gBohkFQK3qL.html', 'http://www.globenewswire.com/news-release/2020/02/06/1980889/0/en/Facebook-is-Most-Imitated-Brand-for-Phishing-Attempts-Check-Point-Research-s-Q4-2019-Brand-Phishing-report.html', 'https://indianexpress.com/article/technology/social/facebook-was-the-most-imitated-brand-for-phishing-attempts-checkpoint-6262319/', 'https://datanews.levif.be/ict/actualite/la-marque-facebook-en-Facebook is Most Imitated Brand for Phishing Attempts :  Check Point Research Q4 2019 Brand Phishing report Nasdaq : CHKP['United States']United States

President Niinistö condemns data breach , thousands of victims file criminal complaints['Finland'] Finland

The US Sanctions Russians for Potentially  Fatal  Triton Malware['Russia'] Russia

Hackers "hijack" the bank transfer with a trap email, the company fooled twice: it has to pay again - Corriere. en['Italy'] Italy

Consumer News : Pizza chain closing stores , cruise line hacked and electric bills surging['United States']United States

ADHA sees  inconsequential  My Health Record data breach notices eroding trust['Australia']Australia

Telstra to block Services Australia SMS phishing scams['Australia']Australia

Sheriff office warns of uptick in targeted phishing attacks in Gallatin County['United States']United States

The JobKeeper scam Australians need to be aware of - with young most at risk from phishing scams['Australia']Australia

Leonardo hack targeted commercial , military component unit - police officer['United States']United States

Website in LTO data breach report still accessible['Philippines']Philippines

Mexico : $300 million in spyware spending included kickbacks['Mexico'] Mexico

Jailing truth : Cyber attacks target dissent , anti - Duterte reports['Philippines']Philippines

United Nations computers were breached by hackers earlier this year['United States']United States

Garda probe launched into HSE contractor hack['Ireland'] Ireland

Volksbank and Postbank phishing: data theft with fake security checks['Germany']Germany

Hackers hacked Tutu's ticket booking service. RU['Russia'] Russia

Hacker attack on the Revenue Agency? On social media, the photos of the alleged piracy['Italy'] Italy

Closing your account: phishing mail has Sparkasse customers in its sights['Germany']Germany

2 years after the data hack of a million federal employees there are no sanctions['United States']United States

Covid hackers attack email accounts ['Germany']Germany

Hacker attacks: Significant increase in hacker activities in MV['Germany']Germany

Hydra Market forced to close its doors, watch out for Octo malware on Android, this is the recap of the week['France'] France

Virtual assets that have undergone massive hacking events... Community more united and security strengthened [Korea Blockchain Week KBW 2022]['South Korea']South Korea

Sedena hack: Luxury glasses and ties, expensive gifts from Luis Cresencio Sandoval['Mexico'] Mexico

An alert was issued due to another phishing attempt['Hungary'] Hungary

North Korean hackers stole almost $400 million in cryptocurrency['North Korea']North Korea

The transport service exposed to a data breach in Espoo['Finland'] Finland

Check Point: In October, hackers attacked educational and research organizations most often['Czech Republic']Czech Republic

Return of Emotet lights alert for new ransomware attacks['Brazil'] Brazil

['https://tech.co/hola-vpn-hack-myetherwallet-crypto-2018-07', 'http://talks.su/news/vzlom-vpn-plagina-hola-postavil-pod-ugrozu-polzovateley-20180710/', 'https://www.genbeta.com/actualidad/roban-criptomonedas-myetherwallet-hackeo-hola-vpn', 'https://www.ithome.com.tw/news/124464', 'http://club.cnews.ru/blogs/entry/vzlom_hola_vpn_napravlen_protiv_polzovatelej_myetherwallet', 'https://minfin.com.ua/2018/07/15/34292773/', 'https://www.finanznachrichten.de/nachrichten-2018-07/44254407-myetherwallet-unterliegt-erneut-hacking-angriff-643.htm']Hola VPN Hacked in MyEtherWallet Cryptocurrency Heist['Israel'] Israel

['https://zeenews.india.com/technology/cdsl-data-breach-44-million-investors-personal-data-like-pan-demat-details-leaked-2408818.html', 'https://www.businesstoday.in/markets/market-commentary/story/cdsl-data-breach-indian-depositories-and-the-data-mine-they-sit-on-311619-2021-11-08', 'https://www.medianama.com/2021/11/223-cdsl-security-vulnerability-%E2%80%8Aexposed-investor-data/', 'https://www.intelligencer.ca/news/local-news/human-error-caused-weekend-cdsbeo-data-breach']CDSL data breach : Indian depositories and the data mine they sit on['India'] India



Phishing operators use Colonial Pipeline-themed emails to deceive victims['United States']United States

Telex: €100 billion for tech start-ups in Europe, The Solarwinds hack impacts the DHS, Quantum certification at IBM['United States']United States

Concerns about damage to Tokyo Olympics in ransomware attack['Japan'] Japan

Alot's solution is barrier 1. 7 million hacking attempts; The stock goes up 4%['Israel'] Israel

They confirm hacking of defense systems in the United States['United States']United States

After Facebook, Twitter, now What App is getting hacked, a big fraud for many people['India'] India

Leon Big victim of Maze ransomware Computerworld['Portugal'] Portugal

Hacking epidemic: Russian WhatsApp accounts under threat['Russia'] Russia

Sectur files complaint with FGR for hacking Visit México['Mexico'] Mexico

Hackers steal Android users' money unnoticed['Hungary'] Hungary

ES File Manager App Removed From Play Store – Found to Contain Malware['Malaysia']Malaysia

phishing. Fraudsters impersonate OTOMOTO. Never click on this link['Poland'] Poland

Hacker attack: Internet policy spokeswoman for the Left Group demands IT product liability for companies['Germany']Germany

Philadelphia suffers massive hack ['United States']United States

Couple of hackers moved BRL 2 million in 1 year['Brazil'] Brazil

A hacker attacks a company in the Orcq zoning['Belgium'] Belgium

Marriott Hack: The Ins and Outs Computerworld['France'] France

Reuters: Labor website hacked ['Russia'] Russia

Hundreds of millions of PCs under attack: They can be hacked with software that is designed to "cure" them['Russia'] Russia

Franche-Comté: a public body paralyzed by a computer hack['France'] France

Christmas in the service of hackers. Android smartphones under threat['Ukraine'] Ukraine

From Emotet malware to ransomware damage -- IBM warns Japanese companies['Japan'] Japan

['https://www.indiatoday.in/india/story/karnataka-bitcoin-scam-accused-hacked-jan-dhan-accounts-kumaraswamy-1875877-2021-11-12', 'https://www.haribhoomi.com/news/india/hd-kumaraswamy-said-accused-of-bitcoin-scam-hacked-jan-dhan-accounts-and-transferred-6-thousand-crores-mhyd-401543']Bitcoin scam accused hacked Jan Dhan accounts , transferred Rs 6 , 000 crore : Kumaraswamy['India'] India

Hackers have learned to replace the addresses of Bitcoin wallets when copy-pasting['Russia'] Russia

Jenius, the Surabaya Hacker Group is Increasingly Respected for Being Able to Break into the US Security System['United States']United States

The Prosecutor's Office and Vox denounce the hacking of their web pages['Spain'] Spain

In B, changes were made to the Tax Code in connection with a cyber attack - Channel 5['Ukraine'] Ukraine

Millionaire hack in the Municipal Chamber of Mariño – El Aragüeño['Venezuela']Venezuela

Due to the hacking of the BNS system ['Belgium'] Belgium

Juheng.com urgent statement: The phishing website "Juheng.com" is not the company's official website, reminding users to be careful['China'] China

The cyber attack does not stop at the computer. The number of mobile phones affected s['Romania']Romania

The official website of the city of ¯agania has been hacked['Poland'] Poland

[Society] Fear of IP camera hacking... even spy on every scene['South Korea']South Korea

Cergy . The Cible95 network ... targeted by hacking « Article « La Gazette du Val dOise['France'] France

Attackers Target ProxyLogon Exploit to Install Cryptojacker['United States']United States

Facebook users left in the dark by Meta after accounts hacked['New Zealand']New Zealand

BabyChakra Exposed Data of Indian Parents , Children to Hacking , Say Researchers['India'] India

ProMedica notifies over 1 , 000 patients of data breach['United States']United States

Crypto . com Data Breach Confirmed ; Marfeel Violate Privacy Policies['Brazil'] Brazil

More than two in five charities hit by cyber attacks last year , research finds['United Kingdom']United Kingdom

Exclusive CBC Harassing Canadians Doxed in GiveSendGo Hack['Canada'] Canada

['https://lb.ua/news/2020/07/29/462865_derzhspetszvyazku_pochala.html', 'https://espreso.tv/news/2020/07/29/u_derzhspeczvyazku_pochaly_rozsliduvaty_khakerski_ataky_na_sayt_prezydenta']The State Intelligence Service began investigating hacker attacks on the website of the Office of the President['Ukraine'] Ukraine

ZEC reports US - based hackers to police['Zimbabwe']Zimbabwe

Cryptominers still most prevalent malware aimed at organisations especially on Cloud environments['India'] India

Data Breach Case : Who Is AP Police Trying To Protect ?['India'] India

Phishing warning issued by county and Central Elgin['Canada'] Canada

Augusta Arby Suffers Data Breach ['United States']United States

Australian web hosts hit with a Manic Menagerie of malware['Australia']Australia

Cover Your NAS Against Nasty Cr1ptT0r Ransomware['United States']United States

US Hardens GPS Satellites After String of Hacking Attacks['United States']United States

DATA BREACH : Subscribers of Vodafone , AirtelTigo , Glo at risk ? ['Ghana'] Ghana

North Van teen savings lost in cyber attack['Canada'] Canada

Bookstore owners hacked off after cyberattack | The Royal Gazette : Bermuda Crime['Bermuda']Bermuda

Data breach : What to do if you think youve been affected['United States']United States

City of Robstown still working to recover evidence lost in ransomware attack['United States']United States



Over 18 , 000 Websites Infested With Magecart Card Skimming Malware['United States']United States

Russian intelligence services allegedly used PC games as delivery method for spying malware['Russia'] Russia

FBI Arrests Trio For Microsoft Xbox Hacking['United States']United States

One in Two Organizations Have Had a SharePoint Data Breach , According to New Study['United States']United States

Charges over cyber attack ['Canada'] Canada

Brookhaven website remains disabled after ISIS group hack['United States']United States

Barnes & Noble Customers Take Data Breach Case To 7th Circ .['United States']United States

Not just Somali pirates , Cyber attacks too hit ships['Somalia'] Somalia

Bitcoin Phishing Scheme Perpetrator Pleads Guilty in Connecticut Court['United States']United States

Gray Eagle drones to Korea ; DPRK hacking on the rise ; US strikes in Somalia ; Border Patrol checkpoints , deep inside the US ; and just a bit more ... ['Korea', 'DPRK', 'Somalia', 'US']Korea, DPRK, Somalia, US

Russia - Linked Accounts Exploit Parkland Shooting On Twitter , Analysts Say['United States']United States

Jaipur Metro alerted of a possible cyberattack by Pakistani hackers['India'] India

Tyler ISD leaks employee data after phishing attack['United States']United States

California Health System Pays $2M to Settle State Data Breach Lawsuit['United States']United States

['https://mybigplunge.com/business/personal-info-of-nearly-5-9-mn-customers-of-hotel-booking-site-reddoorz-leaked-in-singapores-largest-data-breach/', 'https://www.straitstimes.com/tech/tech-news/59m-customers-of-reddoorz-hotel-booking-site-leaked-in-spores-largest-data-breach']Personal info of nearly 5 . 9 mn customers of hotel booking site RedDoorz leaked in Singapore largest data breach['Singapore']Singapore

HHS PHI Data Breach Settlement ['United States']United States

ONWASA : Hackers targeted water utility - News - The Daily News['United States']United States

HKPC warns of more financially - motivated cyber attacks in 2018 | Networks Asia['Hong Kong']Hong Kong

Hastings Borough Council data breach on eve of new rules['United Kingdom']United Kingdom

Company Pays Hackers $3 Million for Windows , iPhone Zero - Day Exploits['United States']United States

Reach increases phone - hacking money pot by further £7 . 5m bringing total provisions to £70 . 5m – Press Gazette['United Kingdom']United Kingdom

Mac Malware Affects Encrypted Traffic « isssource . com['United States']United States

Report Claims Misconfigured AWS S3 Bucket Leads to Payment App BHIM Data Leak , Company Denies Any Data Breach['India'] India

Sask . privacy commissioner critical of LifeLabs , SHA over ransomware attack['Canada'] Canada

Sony Fixes PS Store Back Door Exploit In China['China'] China

New JhoneRAT Malware Targets Middle East['Middle East']Middle East

Police urge Hampshire businesses to beef up cyber security as hackers target the region['United Kingdom']United Kingdom

Robotics team recovering from malware attack , preps for competition['United States']United States

Data breach hits Hawaii insurance company['United States']United States

Roundup : Flood control / Blues foundation / Marriott data breach['United States', 'United Kingdom']United States, United Kingdom

Sodinokibi Hackers Monero Payment Mech Switch['United States']United States

Smithsonian ransomware attack reveals information museum donors['United States']United States

Major Gaming Companies Hit with Ransomware Linked to APT27['United States']United States

Sangoma says ransomware attack did not cause service interruptions , outages['Netherlands']Netherlands

Nine Entertainment warns ransomware recovery  will take time['Australia']Australia

A Telegram Bot Told Iranian Hackers When They Got a Hit['Iran'] Iran

Domestic portal cloud service impersonation attack … Hacking by North Korea one after another: Bridge Economy, a companion in the era of 100 years old['South Korea']South Korea

Good thing he's a fan of Julian Assange; This is how the opposition reacted to the hacking suffered by the AMLO government['Mexico'] Mexico

Ulyanovsk residents indicated their bank card details by following phishing links and lost their money['Russia'] Russia

The number of cyber attacks directed at Vietnam increased by more than 44%['Vietnam'] Vietnam

A Dordogne nurse hacked, dozens of fake passes published['France'] France

Tech Wrap : Twitter data breach , new Acer laptops and more['India'] India

Former GOP Bundler , Eliot Broidy , and Convicted Mexican Billionaire , Brokered First Foreign Sale of NSO Group Malware to Mexico['Mexico'] Mexico

Records reveal City of Cartersville paid ransomware attackers $380K['United States']United States

Dead System Admin Credentials Used for Ransomware Attack['United States']United States

Concern in Chaco for the hacking of the judicial system of the province['Argentina']Argentina

Ex - Worker Slams Airport Shop Bid To Toss Data Breach Row['United States']United States

This cryptocurrency - stealing malware just got a significant upgrade and new tactics['Japan'] Japan

More than 100,000 Android users fall victim to new malware - ICT news['Belgium'] Belgium

PKP failure. Hacker attack on PKP - Biznes['Poland'] Poland

The Tyumen authorities named the countries from where their site was attacked by hackers['Russia'] Russia

Ukrposhta online store was hacked ['Ukraine'] Ukraine

Argentina registers ten times more cyber attacks than IP assigned['Argentina']Argentina

Doopla is hacked; access fintech user data['Mexico'] Mexico

Criminals exploit the urgency of compliance with the LGPD to extort companies['Brazil'] Brazil



Puy - de - Dôme: Royatonic victim of a cyberattack by a Russian hacker['France'] France

Phishing : If you have received this message related to Correos , be careful : it is a scam to get hold of your card | Society['Spain'] Spain

Intel and Cisco were also pierced... Russian mastermind pointed out hacking damage one wave – Radio Seoul['South Korea']South Korea

nation News : without otp, malware suspected to be secret experts - without otp, malware suspected to be secret experts['India'] India

Fake banking app: Volksbank warns of VROnline phishing danger['Germany']Germany

Hackers have created Malware capable of surviving formatting!['Portugal'] Portugal

Hacker Srikrishna who hacked websites ['India'] India

Bitdefender : Hackers can steal data from computers with Intel processors['Italy'] Italy

Sernac files a class action lawsuit against Correos de Chile for data hacking['Chile'] Chile

The Holodomor Museum announced a hacker attack on its website - Latest news today['Ukraine'] Ukraine

Newspim - [Hacking alert] Information on e-tax invoice issued by the National Tax Service... Beware of malicious emails['South Korea']South Korea

Sberbank spoke about the problem of hacking Black Box['Russia'] Russia

Hussain Dalwai E-Mail Hack | eat Email Hack of Hussain Dalwai['India'] India

Malware detected to interfere with the encryption process['Ukraine'] Ukraine

New trend: employees being cheated by hacking boss email ID['India'] India

Facebook Identity Theft : Spare Phishing['Colombia']Colombia

HACKING - Dominican Republic among countries most vulnerable to SIM card hijacking attacks['Dominican Republic']Dominican Republic

MWC 2019 : In industry 4 . 0 , hackers target employees | Technology['Spain'] Spain

Redbanc admits it registered a hack threat last December['Chile'] Chile

He ran out of mobile data, so he hacked Telekom's system['Germany']Germany

According to Kaspersky, malware forced PCs to mine crypto['Germany']Germany

Bitcoin targeted by bears: under $7k after hacker attack['Italy'] Italy

La Verdad de Vargas web portal was hacked['Venezuela']Venezuela

Norma Demonstrates Bluetooth Hacking at Busan Motor Show['South Korea']South Korea

CID reports hacking reserve theft in Philippines['Philippines']Philippines

Phishing targeting B2B is increasing rapidly, domestic companies raise awareness -- US BEC damage amount exceeds 1 trillion yen['United States']United States

FireEye observes Russian cyber attack group "Sandworm Team" targeting Japanese logistics companies['Japan'] Japan

Maersk is still feeling the effects of hacker attacks['Denmark']Denmark

Doctors are reported to the police for forgery and data breach['Sweden'] Sweden

Hacking: Hackers steal banking data through Google Play apps['Ukraine'] Ukraine

Hackers  skimming  bank details from small businesse online customers , GCHQ warns['United Kingdom']United Kingdom

TikTok faces united kingdom lawsuit over alleged kid data breach['United Kingdom']United Kingdom

Napa Valley College Recovering After June Ransomware Attack['United States']United States

DHSS website targeted in malware attack['United States']United States

THAAD countermeasure order Hacking e-mail such as commission fees['South Korea']South Korea

A major cyber attack on the entire world. In Britain, hospitals even stopped accepting patients because of him['Britain'] Britain

Hacker attack on the Wide Area website 1 Service charter deactivated['Italy'] Italy

Iowa Ag Secretary concerned about hacking impact on livestock industry['United States']United States

North Carolina gas prices still high after Colonial Pipeline hack['United States']United States

ParkMobile Cant Escape Data Breach Class Action | Robinson+Cole Data Privacy + Security Insider['United States']United States

Hacked German Fuel Firm Is Restarting Deliveries From Hamburg['Germany']Germany

OCBC rolls out account kill switch following spate of phishing scams['Singapore']Singapore

App That Delivers Alcohol to Your Apartment Because Youre Too Damn Lazy to Go to the Corner Store Suffers Crackdown Over Data Breach['United States']United States

$7 Billion Lost In Criminal Cyber Attacks : FBI['United States']United States

FoundCare , Inc . Files Notice of Data Breach Affecting Over 14k Patients | Console and Associates , P . C . ['United States']United States

Zambia : Hackers claims attack on Shoprite , demands ransom['Zambia'] Zambia

COP26 threatened by cyber hackers who may sabotage Glasgow train network['United Kingdom']United Kingdom

Health Data Breach Update : What Are the Causes ?['United States']United States

Hackers impersonate electronics retail giants['Singapore']Singapore

Alphabroder Suffers Ransomware Attack['United States']United States

Australia news : Facebook accounts hacked in Middle East['Australia']Australia

Ministry of Civil Service of Taiwan suffered from data breach['Taiwan'] Taiwan

Global Hackers Launch Malware Subscription Service['United States']United States

Security of online gambling platform SuperCasino reportedly breached by hackers['United Kingdom']United Kingdom

Microsoft Cloud Thwarts 1 . 5 Million Hack Attempts Each Day['United States']United States



Criminals Exploit Pandemic with Brute - Force RDP Attacks - Infosecurity Magazine['United Kingdom']United Kingdom

['https://www.yumanewsnow.com/index.php/news/yuma-news/4367-email-phishing-campaign-referencing-an-invoice-and-payment-due-to-the-city-of-yuma.html', 'https://www.kyma.com/news/scam-alert-city-of-yuma-warns-community-of-phishing-scam/772611692']Email Phishing Campaign referencing an invoice and payment due to the City of Yuma['United States']United States

International Ports Back on Track after Global Cyber Attack['China'] China

Hackers Who Locked Down Mecklenburg County Servers , Have Not Gotten Access to Anyone Personal Information['United States']United States

BSNL Malware Attack , WhatsApp Android Beta Launcher , Lenovo K8 Note India Launch , and More : Your 360 Daily['India'] India

Fauxpersky  malware steals and sends passwords to an attacker inbox['United States']United States

WannaCry Ransomware Attack Underscores Cyber Risks to the Construction Industry['United States']United States

Qatar ups safety measures against cyber attacks : PM['Qatar'] Qatar

Many Local Governments Have Paid Ransom To Hackers['United States']United States

WATCH : Hackers launch ransomware attack on Portsmouth theatre['United Kingdom']United Kingdom

Mastermind of global cybercrime gang  which uses phishing to target vulnerable people worldwide is arrested after police sting['United Kingdom']United Kingdom

Conmen Hack Rivers SSG Facebook Account ... Defraud Victims Through Fake Contracts , Employment Slots['Nigeria'] Nigeria

Ransom Demands and Frozen Computers : Hackers Hit Towns Across the U . S .['United States']United States

Horizon Must Cough Up Docs , Data Breach Plaintiffs Say['United States']United States

Aeroplan members targeted in phishing scam['Canada'] Canada

Another Container Shipping Giant Falls Foul of Cyber Attack - Latest industry shipping news from the Handy Shipping Guide['United Kingdom']United Kingdom

New Jersey Synagogue Suffers Sodinokibi Ransomware Attack['United States']United States

Cano Health Reports 2 - Year Email Hack Impacting Patient Data['United States']United States

Businesses assaulted by hundreds of new malware strains['United Kingdom']United Kingdom

KELA Reports Car Customer Records for sale by Hackers['United States']United States

BC3 cooperating with FBI on ransomware attack['United States']United States

Fired US Cybersecurity Chief Admits Massive Hacking Attack  Happened on My Watch['United States']United States

Nintendo Switch Internal Trinket Hardmod Is Another Switch Hack That Allows Users To Run  Homebew  Code['United States']United States

Phishing Attacks – BizWest ['United States']United States

Makerere Site Hacked , redirects to Adult Content site['Uganda'] Uganda

  Enemy cyber threat growing , warn security experts amid Hamas cyber attacks['Israel'] Israel

MEDIA STATEMENT – SABC RESOLVING HACKING OF ITS TV LICENCE WEBSITE AND APOLOGISES TO THE PUBLIC – SABC – Official Website['South Africa']South Africa

Rapipago was hacked and payments and deposits were frozen: how they got in and what was stolen['Argentina']Argentina

New ChaChi malware variant designed to target Linux systems['United States']United States

Security risk : Minister private email accounts in historical data breach['Australia']Australia

Government Data Hacked, BSSN: People Don't Easily Believe Hackers' Claims['Indonesia']Indonesia

General who is part of the TSE commission bought a device to hack cell phones['Brazil'] Brazil

Hackers hacked social networks of the Ministry of Health['Kazakhstan']Kazakhstan

Hacking. Data from the Ardèche department leaked on the dark web['France'] France

INAI platform has suffered two hacking attempts['India'] India

Cryptocurrency: beware, these exchange sites are the target of a vast phishing campaign!['France'] France

US arrests Ukrainian suspected of Kaseya - hack['United States']United States

Hacking of Polri's Internal Data is Allegedly a Form of Political Messages['Indonesia']Indonesia

Dutch court issues one of the toughest sentences for hacking scientists' records['Netherlands']Netherlands

Educarm Murcia | The interim union denounces Education for the hacking of data of thousands of teachers and students['Spain'] Spain

Messages about Golos were sent through Euromail: the company announced a hack['Russia'] Russia

Two Papuan Discussions Terrorized by Telephone and Hacking['Indonesia']Indonesia

[Exclusive] Voice phishing that cuts through the weak link in corona unemployment loans['South Korea']South Korea

Information security warns students of hacking their accounts with the university scholarship trap['Tunisia'] Tunisia

We got hacked : Polynesians faced problems on YouTube['Polynesia']Polynesia

Staff at Försäkringskassan are reported for prosecution - suspected of data breach['Sweden'] Sweden

Activated racket to get vaccine certificate without taking dose by hacking Covin app; Dosage to 55 people at DKMM center, registration of 71 | Hacking Kovin App to Get Vaccination Certificates Without Dosing Racket Active; 55 people at DKMM center...['India'] India

Ryuk ransomware is now capable of waking up a shutdown computer and hijacking its hard drive['Spain'] Spain

The suspicion: hackers attacked bank customers and stole hundreds of thousands of shekels['Israel'] Israel

Cash registers infected with malware ['France'] France

FBI documents: Bulgarian hackers in investigation of Russian meddling in US elections['United States']United States

Hackers are attacking Bulgarians by email on behalf of the NRA['Bulgaria'] Bulgaria

Hacker attack : When hospitals are paralyzed['Germany']Germany

Dismantled in Madrid a television hacking center that broadcast on Facebook and WhatsApp['Spain'] Spain

Comments - The entire state administration is shut down due to the danger of a cyber attack['Bulgaria'] Bulgaria



DE Jang Yip hacker seizes 3 computers in hopes of intercepting data['South Korea']South Korea

Hackers attempted to disrupt electronic trading more than 70 times['Russia'] Russia

Do you have a DJI drone? Your data is in danger after a hack['Argentina']Argentina

Many Facebook accounts of SLNA players were hacked by Hackers['Vietnam'] Vietnam

Fedpol destroys Voice - Phishing - Gang['Switzerland']Switzerland

Cardano phishing crypto wallet found on Google Play['Ukraine'] Ukraine

Hankook Ilbo: Society: Special overtime work, response to hacking of portal companies, but no major repairs to petrochemical companies['South Korea']South Korea

Kaspersky: the ost of attacks on SWIFT is associated with free access to malware['Russia'] Russia

Selling Tickets on Facebook . It Turns Out That's How the Teenage Hacker Gang Market Citilink Tickets['Indonesia']Indonesia

Who is really behind the hacker attack on the Federal Police Administration and why Lukač has reason to fear['Germany']Germany

Hacker Hacked Cg Cm Office Website ['India'] India

Personal Data Exposed in Achievement Center Data Breach['United States']United States

No Leitrim Covid figures published as disruption continues from HSE ransomware attack['Ireland'] Ireland

BBB issues warning about Apple devices , iCloud phishing scam['United States']United States

County cyber attack concerned local realtors - Shelter Island Reporter['United States']United States

Delhi cops nab 3 Nagpur hackers for stealing Rs 10 lakh from payment gateway firm['India'] India

Cyber attacks move from big targets to SMEs , Government warns['Ireland'] Ireland

Kronos attack fallout continues with data breach disclosures['United States']United States

DSS Arrest Eight Suspected Hackers , Fraudsters In Katsina['Nigeria'] Nigeria

Sinclair Broadcast Group Files Notice of Recent Data Breach | Console and Associates , P . C . ['United States']United States

Flambeau , Inc . Reports Data Breach Impacting 10 , 447 Individuals | Console and Associates , P . C . ['United States']United States

Spain used Pegasus to hack Aamer Anwar during Clara Ponsati trial['Spain'] Spain

Optus hack : Telstra chairman John Mullen says big fines wont solve cyber problems['Australia']Australia

Doctor Faces Child Sex Trafficking Charges ; Pfizer COVID Cash ; Ransomware Harm['United States']United States

Crosby ISD IT system hacked by ransomware virus['United States']United States

Investigation underway into cyber attack using purported MOU document : Seoul | NK News['South Korea']South Korea

Hackers Abuse Google Cloud Platform to Attack D - Link Routers['United States']United States

Pegasus scandal : Bennett is told police tried hacking only 3 of 26 reported targets['Israel'] Israel

Dark _ nexus botnet outstrips other malware with new , potent features['Japan'] Japan

PGP SKS key network poisoned by unknown hackers['Japan'] Japan

Florida City Pays Hackers dollar 600 , 000 after Scam['United States']United States

Fake Ransomware Attacks Rise , IoT Assaults Triple : SonicWall['United Kingdom']United Kingdom

Despite computer hack , Albany employees expected at work['United States']United States

Universiti Malaya : No data compromised in E - Pay portal hack['Malaysia']Malaysia

Mandan student personal information exposed in data breach['United States']United States

New Campaign Targets Drupalgeddon2 Flaw to Install Malware['Russia'] Russia

['https://www.cnetfrance.fr/news/cyberespionnage-des-hackers-chinois-utilisent-google-drive-et-dropbox-pour-distribuer-des-virus-39950164.htm', 'http://www.itechpost.com/articles/115144/20221118/chinese-hackers-disguise-malware-using-google-drive-target-organizations.htm', 'https://www.techradar.com/news/google-drive-malware-is-targeting-governments-around-the-world']Chinese Hackers Disguise Malware using Google Drive to Target Organizations['France'] France

7 Scary Internet of Things Hacks and Exploits That Really Happened['United States']United States

Hacks add to crimes vs companies ['Mexico'] Mexico

E - mails hacked , academic says - Taipei Times['Taiwan'] Taiwan

Kaspersky finds zero - day exploit in Windows OS used in targeted attack['United Arab Emirates']United Arab Emirates

Reports Detail Crypto Hacks , Ransomware , Dark Markets And Crypto Fraud Schemes - Fin Tech['United States']United States

How the Vizio TV Data Breach Affects You — Even if You Dont Own a Vizio['United States']United States

Morton , Illinois , school district hit by CEO fraud , may be linked to Russian hackers['United States']United States

Northland power company Top Energy hit by Egyptian hacker['New Zealand']New Zealand

ShadowBrokers Dump More Equation Group Hacks , Auction File Password ['United States']United States

Avanti Breach Emphasizes POS Malware Unrelenting Threat['United States']United States

Bitcoin forum goes offline after hack ['United States']United States

Hacking takes over RIT for two weekends['United States']United States

Civil partnership conversion , a data breach and more['United Kingdom']United Kingdom

After spurt in phishing cases , police issue advisory on social media['India'] India

Prison term given in UNI data breach case['United States']United States

WannaCry cyber attack lost the East and North Herts NHS Trust £700 , 000['United Kingdom']United Kingdom

IRGC Hackers Target Iranian Journalists Based Abroad With Malware Campaign – Center for Human Rights in Iran['Iran'] Iran

2 , 000 individuals affected by government data breach : privacy body['Philippines']Philippines



EU regulator investigating Facebook hack will get 40 new staff['Ireland'] Ireland

DNC builds a tech team with deep bench in wake of 2016 hack | Fort Worth Star - Telegram['United States']United States

Met Police : Names on  gang matrix  leaked in data breach | Latest Newham News['United Kingdom']United Kingdom

PKR Julau results postponed due to potential spyware['Malaysia']Malaysia

Hacker behind largest breach in US history appears in court['United States']United States

McAfee Finds Hackers Targeting Remote Desktop Protocol during COVID - 19['United Kingdom']United Kingdom

WannaCry - linked cyber attacks target US government & defence['United States']United States

A teenager sentenced over the world biggest cyber attack['Kenya'] Kenya

Microsoft Sues Hackers who Stole Sensitive User Info['United States']United States

NFA Phishing Emails Warning Issued ['United States']United States

I - Team : Cities and towns work to protect data from cyber attacks['United States']United States

root9B Releases Technical Analysis on Active Malware Campaign After Briefing Law Enforcement['United States']United States

Novi Sad cyber attack highlights need to take data security seriously - Emerging Europe['Serbia'] Serbia

Target Says Chubb Cant Weasel Out Of Data Hack Coverage['United States']United States

Hackers hit Jack Daniel owner , Ritz London['United Kingdom', 'United States']United Kingdom, United States

Group of unskilled Iranian hackers behind recent attacks with Dharma ransomware['Iran'] Iran

DoD , DHS Warn of Attacks Involving SLOTHFULMEDIA Malware['Russia'] Russia

Chinese and Russian hack attacks put ASX cybersecurity shares in spotlight['Australia']Australia

Wawa customers could get gift cards , not cash , in settlement following 2019 data breach['United States']United States

Meeting  Invasion and Rise in Malware Characterize K – 12 Cybersecurity in 2020 -- THE Journal['United States']United States

Georgia man arraigned on international email phishing scam charges['United States']United States

Financial Firms Integrate Crypto Offerings ; Congressmen Address Bitcoin ETFs ; NFT Boom Continues ; Agencies Seek Crypto Oversight ; Crypto Hacker Indicted | BakerHostetler['United States']United States

New hacker attack: they send a virus under the pretext of free legal aid['Ukraine'] Ukraine

Hard drive from Russian hacker group taken into custody['Russia'] Russia

After the Nabd app was hacked.. “Cybersecurity” is a problem facing the world and 6 tips for protection['Egypt'] Egypt

Netherlands: Europe could be left without gas due to Russian hackers['Netherlands']Netherlands

The Finnish man suspected of hacking the data center has been added to Europol's most wanted list['Finland'] Finland

Corporate phishing and spam in 2022: HR professionals and accountants are increasingly being attacked['Russia'] Russia

Play Store: new malware discovered forged service subscriptions for commissions['Brazil'] Brazil

A phishing campaign has been launched against gamer YouTubers['Hungary'] Hungary

Elections in Ecuador : Yaku Pérez denounces alleged hacking from China and the US . Ugh!['Ecuador'] Ecuador

China accuses foreign intelligence of hacking its airlines['China'] China

The Russian hacked into the morgue for the night and damaged four bodies['Russia'] Russia

Net . Instagram hacker attack ['Poland'] Poland

Hackers say they stole millions of credit cards from Banco BCR['Costa Rica']Costa Rica

Number of cyber attacks grows in the Rio Preto region with at least one new victim per day['Brazil'] Brazil

1.7 trillion voice phishing damages over 5 years... The money returned is 30% | Seoul Media Foundation TBS['South Korea']South Korea

UN servers hacked - El Diario de Coahuila['Mexico'] Mexico

Wallpaper as a hacker - playground for password theft['Germany']Germany

The mayor from Cáceres denies the message that he wishes for the death of Sánchez and points to a hack['Spain'] Spain

After the Twitter hack, the balance sheet became clear['Turkey'] Turkey

Russian spies hacked the Olympics and tried to show that North Korea did it['South Korea']South Korea

MDH hit by a data breach - suspected of having a Russian connection['India'] India

US hacking ``Ongoing'' FBI statement, serious damage: Nihon Keizai Shimbun['Japan', 'United States']Japan, United States

Wiesbaden: TÜV Hessen warns: patient data hacked in five minutes - Frankfurt - picture. en['Germany']Germany

Alert about hacking of bank accounts - El Mercurio de Tamaulipas['Mexico'] Mexico

35 Lakh Cheating With Bank Account Hacking | 35 lakh fraud by hacking bank account['India'] India

China arrests hacker group that ran largest botnet['China'] China

Cryptocurrency Mining Malware, Nothing New, but Targeting Smartphone-Companies['South Korea']South Korea

Brazilian Police detain two other suspects of hacking cell phones of authorities['Brazil'] Brazil

Megaland Solo Running Text Hacker Charged with 1.5 Years in Prison['Indonesia']Indonesia

Nova Poshta announces powerful cyber attacks / Novoe Vremya['Ukraine'] Ukraine

LUe is terrified of Trump. Hackers reveal messages from diplomats['United States']United States

WoW - Battle for Azeroth: Phishing mails promise alpha keys - Blizzard warns['Germany']Germany

1 , 000s of Phishing Attacks Blast Off From InterPlanetary File System['United States']United States



They hack IEEPO portal, leave a message to section 22['Mexico'] Mexico

Hacking gas stations. Heavy penalties for Bulgarian scammers['Bulgaria'] Bulgaria

Europol and FB hacked the network of pedophiles, 900 perverts were arrested['Tuvalu'] Tuvalu

“Wanna Cry: The Frankenstein” hack ['Germany']Germany

OTP Bank phishing internet fraud OTP ['Hungary'] Hungary

They warn of fraud by phishing in fake Apple portal['Mexico'] Mexico

A female-voiced ransomware extorts money from Android users['Hungary'] Hungary

PSSI page hacked post-sanction Save Rohingya for Persib['Indonesia']Indonesia

The MIK commented on the massive hacking of sites in the gov zone. kz — news on Ak Zhaiyk website['Kazakhstan']Kazakhstan

Hackers steal patients ['Switzerland']Switzerland

Kaspersky Lab reveals nearly a million losses for financial firms Only 1 cyber attack['Russia'] Russia

Celsius email system breach leads to phishing attack on customers['Russia'] Russia

This devious new Chinese malware uses a never before seen trojan['China'] China

Cyber attacks : Share of  critical incident up sharply , says Kaspersky['Russia'] Russia

Kingston police warning of the red flags involving phishing emails['Canada'] Canada

Emsisoft releases free decryptors for AstraLocker and Yashma ransomware['United States']United States

DeFi Protocol Curve . Finance Hacked ; $570K Stolen['United States']United States

» Iowa Based Vision Care Provider Victim of Cyber Attack['United States']United States

BazarCall  Malware Uses Call Centers to Target Small Businesses : CFC['United States']United States

Umbrella company Brookson self - refers to NCSC following cyber attack on its network['United Kingdom']United Kingdom

pharma : Pharma Company Cheated Of ₹1 . 9 Crore Via Phishing Attack | Pune News['India'] India

Miami Street Gangs See No Hope In Dope . Theyve Switched To Identity Fraud Fueled By Russian Hackers['United States', 'Russia']United States, Russia

Nikki Fried frames phishing attack as example of larger cybersecurity problem['United States']United States

Somnia Pain Management of Kentucky Announces Data Breach Stemming from Incident at Unnamed Management Services Organization | Console and Associates , P . C . ['United States']United States

Sophisticated  Ransomware Attack Hits Westchester Libraries['United States']United States

Kamla : Government hacked info on protest plans['Trinidad and Tobago']Trinidad and Tobago

State Bar Warns of Data Breach in Attorney Discipline Records['United States']United States

Council apologises to thousands of  Bristol Citizen after massive email data breach['United Kingdom']United Kingdom

Tomball experiences ransomware attack ; council authorizes city manager to spend money for recovery of city systems , data['United States']United States

BI blocks entry of suspected Aussie hacker at Naia T3['Philippines']Philippines

CIA Used to Hack Factory ['United States']United States

['http://biz.heraldcorp.com/view.php?ud=20171121001001', 'http://www.hani.co.kr/arti/politics/bluehouse/820105.html', 'http://koreabizwire.com/500-to-600-hacking-attempts-made-on-blue-house-every-month-says-presidential-aide/102165', 'HTTP://www.yonhapnews.co.kr/politics/2017/11/21/0502000000AKR20171121172900001.HTML?template=5566']500 to 600 Hacking Attempts Made on Blue House Every Month , Says Presidential Aide['South Korea']South Korea

INR 33 lakh hacked from State Bank of Mauritius['Mauritius']Mauritius

Hospital hackers based in US : Police ['Thailand']Thailand

Trafford bin collection firm suffers major cyber attack with contracts , passports , financial details leaked publicly['United Kingdom']United Kingdom

EBS being sued by 14 mortgage holders  denied credit by data breach  | Ireland['Ireland'] Ireland

Cyber attack threatens security , finances of Torrington City Hall['United States']United States

Data breach cases hit record high last year , says privacy chief['China'] China

Indicted hackers continue to target universities – Report['United States']United States

TOMS Hacked : Culprit to Victims -  Get Outside More , Enjoy Life  ['United Kingdom']United Kingdom

First Hispanic White House personnel chief , Katherine Archuleta , resigns over data breach['United States']United States

Statement details Bogg involvement in hacking case['United States']United States

Uk Financial Compensation Scheme Issues Phishing Email Alert['United Kingdom']United Kingdom

Old Mutual impersonator still at it with phishing scam['South Africa']South Africa

Comey confirmed Russia hacked the Republicans too . Why dont they seem to care ?['United States']United States

Top News Of The Week : Rue 21 Closing 400 Stores , Neonatal Kitten Nursery , Cyber Attack['United States']United States

INVESTIGATIVE REPORTER TO SHARE EVIDENCE OF RUSSIAN ELECTION HACKING MAY 3 IN LA MESA['United States']United States

Man accused of hacking Washtenaw County computer system['United States']United States

Data breach at Philly ['United States']United States

Chinese Bitcoin exchange denies hacking rumors after theft of $2 . 5M['China'] China

Cops : Basalt roofing company hacked competitor , sabotaged bids['United States']United States

Hackers hijack MEDHOST site , redirecting users to threat['United States']United States

Spying on a Budget , Inside a Phishing Operation with Targets in the Tibetan Community['China', 'India']China, India

Microsoft : and Facebook disrupt ZINC malware attack to protect customers and the internet from ongoing cyberthreats['United States']United States

['http://www.afr.com/technology/hackers-catch-government-mps-in-yahoo-breach-net-20170117-gtsv20', 'http://www.androidheadlines.com/2017/01/us-sec-investigating-yahoo-hiding-hacking-attacks.html', 'http://www.foxbusiness.com/markets/2017/01/23/yahoo-faces-sec-probe-over-hack-disclosure.html', 'http://www.macrumors.com/2017/01/23/yahoo-under-sec-investigation-data-breach/', 'http://techno.okezone.com/read/2017/01/18/207/1594747/kenali-tanda-bahwa-akun-anda-telah-diretas', 'http://www.ibtimes.co.uk/yahoo-being-investigated-by-sec-over-previously-disclosed-data-breaches-report-1602498', 'http://izvestia.ru/news/659301', 'http://www.tribunnews.com/australia-plus/2017/01/17/pejabat-australia-jadi-korban-peretasan-yahoo', 'http://fortune.com/2017/01/23/yahoo-cover-up/', 'http://www.cio-today.com/article/index.php?story_id=0320013QVMWW', 'http://www.irishtimes.com/business/technology/us-watchdog-opens-inquiry-into-yahoo-hacking-disclosure-1.2948187', 'http://www.digitaltrends.com/web/sec-investigates-yahoo/', 'http:Yahoo Under SEC Investigation for Not Disclosing Massive Data Breach Sooner['United States']United States



['https://wccftech.com/facebook-compromised-malware-stress-relieving-paint/', 'https://www.dailydot.com/debug/facebook-stresspaint-malware/', 'http://www.spamfighter.com/News-21515-Several-Facebook-Accounts-got-Infected-by-Malware-App.htm', 'https://www.zdnet.com/article/this-malware-targets-facebook-log-in-details-infects-over-45000-in-just-days/', 'https://www.newsmax.com/newsfront/malware-facebook-social-media-privacy/2018/04/19/id/855533/', 'https://www.computerbase.de/2018-04/malware-malprogramm-facebook-login/', 'https://www.haberler.com/facebook-turkiye-deki-kullanicilarini-uyardi-10782737-haberi/', 'https://www.tudocelular.com/seguranca/noticias/n123575/malware-facebook-cookies-chrome.html', 'http://www.digitaljournal.com/internet/relieve-stress-paint-malware-has-hit-facebook-accounts/article/520179', 'https://www.androidheadlines.com/2018/04/new-malware-steals-facebook-info-through-chrome-cookies.html', 'https://www.golem.de/news/relieve-stress-paint-tool-mal-malware-kopiert-facebook-zugangsdaten-180Relieve Stress Paint  malware has hit Facebook accounts['United States']United States

The Morning After : A dating app data breach['Japan'] Japan

Google Firebase hosts Microsoft Office phishing attack['United States']United States

Bank Account of AMTRON Hacked in Assam , Rs 2 . 50 Cr Looted ; Accounts Officer Detained['India'] India

BRI Customers in Pontianak Allegedly Become Victims of Hacking, Rp. 144 Million in Accounts Drained['Indonesia']Indonesia

NVIDIA Tegra X1 Gets Hacked -- Should Investors Worry ?['United States']United States

Lawsuits target Delta and vendor for malware attack['United States']United States

Hundreds of websites , including Stuff , copied in possible prelude to malware attack['New Zealand']New Zealand

Crack Shack warns of possible data breach['United States']United States

Patch now ! Microsoft releases fixes for 99 security flaws , some being actively exploited by hackers['United States']United States

Chatham officials didnt pay ransom but still face hefty price from hack :: WRAL . com['United States']United States

Cyber attack that led to pause in worldwide operations was ransomware , investigation continues : Dr Reddy ['India'] India

Ransomware attempt on British Columbia realtor raises question of supply chain attack['Canada'] Canada

Local News : Freedom banking vendor targeted in cyber attack ( 12 / 15 / 20 )['United States']United States

cyber attacks – AfricaBusiness . com ['Africa'] Africa

Dridex Banking Malware Turns Up in Mexico['Mexico'] Mexico

Irish Health Care System Still Recovering From Similar Cyber Attack['Ireland'] Ireland

Land surveyor hit by Russian hacker attack['Russia'] Russia

Arrested messenger phishing gang who hijacked more than 400 million by impersonating children['South Korea']South Korea

Interfisa Banco establishes new limits for operations from the Web and App due to the increase in phishing cases | local['Argentina']Argentina

Website of the state information agency of the LPR attacked by hackers['Ukraine'] Ukraine

Peeked at colleagues' salaries - sentenced for data breach['Sweden'] Sweden

Roskosmos will transfer to the investigating authorities materials on attempts of hacker attacks['Russia'] Russia

Domestic banks, daily average of 600 cyber attacks... Most Invasion Attacks['South Korea']South Korea

The app that was told to be installed as a scan is a malicious voice phishing app... Almost over 200 million won['South Korea']South Korea

Poczta Polska warns against phishing campaign cybersecurity pit 37['Poland'] Poland

Computer hacking in Rolle – A destitute Muni reveals the digital shortcomings of communities['Switzerland']Switzerland

SSI Inetum targeted by ransomware ['France'] France

A site on the ancient but enduring worldwide web has fallen victim to a hack['Russia'] Russia

OTP Bank warns of phishing fraudsters ['Hungary'] Hungary

Norwegian security police investigate data breach['Norway'] Norway

EBA cyber attack statement from MEB! - ShiftDelete . Net['Turkey'] Turkey

RIA warns against dangerous and insidious malware. There are infections in transport and healthcare['Estonia'] Estonia

Newspim - [SNS talk talk] NIS request for disclosure of North Korean hacking … Yun Geon-young Information Committee, not a window to satisfy curiosity['South Korea']South Korea

Researchers have uncovered a new type of dangerous Chinese espionage malware['China'] China

Turkish Hacker Delivers Anti-Racist Message By Hacking MIT['United States']United States

Has Been Hacked Twice, The IT Team Calls the Muratara Regency Government Website Very Easy to Break into Hackers['Indonesia']Indonesia

Florida court ruled that Carlos Pareja Cordero's emails were hacked['United States']United States

She was acquitted by the district court - now Skövdekvinna is being sentenced for data breach in the Court of Appeal['Sweden'] Sweden

Arrest and indictment over unprecedented cyber attack (OVERVIEW)['Bulgaria'] Bulgaria

New variant Mirai - malware exploits weak passwords IoT devices['Netherlands']Netherlands

Rep. Lee Hoon 7 electric power institutions including KEPCO, 1,000 attempts at cyber attacks over 5 years['South Korea']South Korea

Key IT networks of Party and State agencies become the target of cyber attacks['Vietnam'] Vietnam

Startup Taling, leaking member information through hacking... Even residents and account numbers are stolen['South Korea']South Korea

A new scam is circulating on the Polish network. Hackers use ... presidential elections['Poland'] Poland

[Society] Malicious code and ransomware sneaked into guest's computer... reported to the prosecution['South Korea']South Korea

Criminal Minds Reaper, NCI hacking attempt Kim Won-hae is suspicious['South Korea']South Korea

Hacker attack against Demant required new organization in four hours['Denmark']Denmark

Netflix :  Your Netflix Membership is on hold  ist Phishing['Germany']Germany

At security school, two Russian hackers target ATMs['Italy'] Italy

Malware Infected ATM Private Guarantee['Japan'] Japan

Afara, victim of cyber attack ['Paraguay']Paraguay

They denounce that Moreno Ocampo has offshore accounts and the ex-prosecutor talks about a hack['Argentina']Argentina

In Inner Mongolia, a local government affairs Weibo account was hacked and posted advertisements in two months, and even rushed to the top ten of the rankings.['China'] China

New phishing attempt for Banelco users ['Argentina']Argentina



New Malware discovered : Malicious all-round talent rampages on Android['Germany']Germany

HACKED AND PUBLISHED THE DOCUMENTS OF MAC ON'S ST ANKA['France'] France

Alachua County school officials investigate whether student personal information was released in data breach['United States']United States

Landowners in distress after software  hacking  in Punjab - Pakistan['Pakistan']Pakistan

iTWire - Android malware Flubot takes control of entire device : ESET['Australia']Australia

Toshiba unit hacked by DarkSide ['Japan', 'United States']Japan, United States

Cox Media Group Still Dealing With Digital Issues In Wake Of Reported Ransomware Attack['United States']United States

Charlotte Radiology Urges Patients to Watch for Healthcare Identity Theft Following Data Breach | Console and Associates , P . C . ['United States']United States

Phishing attacks biggest cybersecurity threat['Australia']Australia

Cyberterrorist Saquib - Tito nexus hacks Somoy TV sites['Bangladesh']Bangladesh

CISA Adds New Russian Malware to Cyber Advisory['United States']United States

SG fashion brand fined S$24 , 000 over 2019 data breach involving over 5 , 500 customers['Singapore']Singapore

Third - Party Health Data Breach Hits Pennsylvania Health Network['United States']United States

Threat Actor  Claims Responsibility For Suffolk Hack On Dark Web['United Kingdom']United Kingdom

Hackers tried to attack Nobel prizes ['Norway'] Norway

How Russian intelligence hacked the encrypted emails of former MI6 boss Richard Dearlove['United Kingdom']United Kingdom

NCC warns Nigerians over new ways hackers attack messaging app , Telegram['Nigeria'] Nigeria

Microsoft sinkholes GRU phishing sites targeting Ukraine , US['Ukraine', 'US']Ukraine, US

Hack attack at major B . C . booze distributor leaves customers struggling with backlog['Canada'] Canada

Chinese hackers attack Australia using  invisible  tool['Australia']Australia

Blackbaud stays mum about ransomware attack that exposed personal information of Canadians['Canada'] Canada

SALINE COMMISSIONER SAYS COMPUTERS ARE MOSTLY BACK TO NORMAL AFTER RANSOMWARE ATTACK ON MIDWEST COMPUTECH['United States']United States

Bulgarian Man Sentenced for Massive Phishing Scheme['Bulgaria'] Bulgaria

Media Advisory - WestJet warns public of phishing email scam['Canada'] Canada

Spyware on Indian smart phones gives the game away['India'] India

Southern California Water District Grapples With Data Breach['United States']United States

Eastern Iowans experience tax fraud after data breach['United States']United States

Department of Commerce : Assistance for data breach victims exceeds state legal requirements['United States']United States

CoinDash crowdfunding hack further dents trust in crypto['United Kingdom']United Kingdom

December 2016 hacking : Doctors refusing to talk , police to seek court nod for lie detector test['India'] India

Genesee County clerk says he was hacked by Russians['United States']United States

New details on Inuvik hospital data breach revealed in Privacy Commissioner annual report['Canada'] Canada

Bitcoin Big Crash , North Korean Ransomware , Experian Data Leak['United States']United States

Hacker of HIT website responds to demands not being met['Zimbabwe']Zimbabwe

Vancouver firm offers aid for malware attack['Canada'] Canada

Leaders ordered hacking on Google ['United States']United States

FBI joins inquiry into massive data hack at Independence School district['United States']United States

['https://businessrecord.com/Content/HR-Education/HR-Education/Article/Leaked-image-shows-ransomware-attack-hit-Linn-Mar-School-District/165/799/98215', 'https://www.msn.com/en-us/news/us/leaked-image-shows-ransomware-attack-hit-iowa-school-district/ar-AA10iPNn', 'https://www.kcci.com/article/leaked-image-shows-ransomware-attack-hit-iowa-school-district-linn-mar-computers/40806416']Leaked image shows ransomware attack hit Linn - Mar School District['United States']United States

['https://www.suedtirolnews.it/wirtschaft/phishing-mails-gaukeln-abo-ende-bei-whatsapp-vor', 'https://www.heise.de/newsticker/meldung/Phishing-Mails-gaukeln-Ende-von-WhatsApp-Abonnement-vor-4447165.html', 'https://www.morgenpost.de/web-wissen/web-technik/article226169377/WhatsApp-Betrug-Bundesamt-warnt-vor-Mails-von-Kriminellen.html', 'https://www.netzwelt.de/betrugswarnungen/161850-whatsapp-phishing-warnung-gefaehrlichen-spam-mails.html']WhatsApp - Phishing: Warning of dangerous spam - e-mails['Germany']Germany

Screen repair scam could invite hackers into your phone['United States']United States

Conservative MP Kent Instagram , Facebook accounts recently hacked , says more needs to be done to protect politicians , political parties from cyber threats['United Kingdom']United Kingdom

National News Agency - Accusatory Authority endorses arrest of hacker of governmental websites['Lebanon']Lebanon

BA Apologizes After 380 , 000 Customers Hit in Cyber Attack['United Kingdom']United Kingdom

LokiBot trojan malware campaign comes disguised as a popular game launcher['Japan'] Japan

TurboTax phishing scam with Excel attachment makes the rounds['United States']United States

Judicial protest filed over massive data breach['Malta'] Malta

North Korean hacking group weaponized MS Word document in spear phishing attack['North Korea']North Korea

Ransomware - stricken Travelex up for sale['United Kingdom']United Kingdom

SHOCKER : Nigerian man , BAMIDELE MURAINA , other accomplice Sentenced for hacking into Washington Employment Security Department , received $2 . 6million unlawfully from IRS within two years … charged for Unemployment and Tax Fraud using stolen pers...['United States']United States

Parliamentary panel seeks info from app companies on data breach check protocols['India'] India

ED attaches bank accounts of Nagpur , U . P . firms which received fund transfers from hacker['India'] India

FirstEnergy temporarily disables millions of accounts after hack['United States']United States

Iranian hackers abusing Dropbox in cyberespionage campaign['Iran'] Iran

Proposed Class Asks Ga . Biz Court To Take Data Breach Suit['United States']United States

Colonial Pipeline Hack Shows Peril Of Ignoring Military Cyber Vulnerabilities : Kendall['United States']United States



Play Store  : 151 applications contiennent un malware qui abonne les utilisateurs à des services payants['France'] France

Phishing campaign uses Google Cloud to impersonate a global retailer['Russia'] Russia

( not ) Secure Digest : Personal Data Messaging , Hacked Government Services and Farmers Under Threat['Russia'] Russia

The hack that leaves the Ministry of Defense half-naked['United Kingdom']United Kingdom

The big bank merger is approaching: several days of downtime and phishing attacks await millions of customers['Hungary'] Hungary

Hackers hacked three Russian radio stations['Russia'] Russia

Peskov spoke about the "closed system" of surveillance cameras in the Kremlin in response to a message about a hack['Russia'] Russia

Indec : they hacked the servers and the page fell['Argentina']Argentina

Found a phishing email impersonating a coin exchange targeting KakaoTalk account information['South Korea']South Korea

['http://www.prurgent.com/2017-03-30/pressrelease424893.htm', 'http://www.panamaon.com/noticias/tecnologia/22853-las-polizas-ciberriesgos-en-auge-contra-ciberataques.html', 'http://www.dailymail.co.uk/money/markets/article-4380580/MARKET-REPORT-Hacker-threats-boost-cyber-security-firm.html', 'http://ictnews.vn/cntt/bao-mat/bo-cong-an-de-xuat-cac-bien-phap-phong-chong-hacker-xam-pham-khong-gian-mang-quoc-gia-151350.ict']In Wake of Hacking Attacks , Cyber Security Keynote Speaker to Share Risk Management Best Practices with CEOs , Directors and Investors in Singapore , London and New York City['Singapore', 'United Kingdom', 'United States']Singapore, United Kingdom, United States

Open Message from an Unknown Account Social Media Commission Bali Hacked['Indonesia']Indonesia

Kep1er official Twitter announced that hacking was attempted ``Login information is being reorganized''-Sponichi Annex Entertainment['Japan'] Japan

Swore. Fraudulent SMS and calls about Netflix: phishing scam almost worked for a Progrès journalist in Lons - le - Saunier['France'] France

Police arrested 148 phishing scammers in 2 months... 75 embroidery - Kookmin Ilbo['South Korea']South Korea

Low-interest refinancing loans with government subsidies? Advanced voice phishing techniques['South Korea']South Korea

Security alert for a phishing attempt to steal email access codes['Spain'] Spain

Associated Press: Qatar used hacking to arrest the Kenyan guard['Kenya'] Kenya

In the US, the FBI was allowed to clean mail servers from hacker viruses['United States']United States

In the first half of the year, the number of cyber attacks increased by 1.5 times['Ukraine'] Ukraine

Phishing: cybercriminals misuse the name of Magyar Posta['Hungary'] Hungary

75% of voice phishing Chinese compatriots, 98% of the people arrested are Koreans['South Korea']South Korea

Malware IceRat is targeting user passwords and illegal coin mining['Austria'] Austria

StyleShare with 6.2 million members was hacked and customer names, birthdays and addresses were stolen['South Korea']South Korea

Due to WFH, Hacking Rates Increase Up to 4x['Indonesia']Indonesia

Customers of two Polish banks targeted by a new attack. Hackers want to rob you of your money['Poland'] Poland

Hackers exploit mobile devices and computers to launch electronic attacks['Egypt'] Egypt

Steam has been hacked, how can I find my ip?['Thailand']Thailand

AK warns of phishing emails from fake Amazon senders['Austria'] Austria

2 members of hero-heroine Facebook ID hack gang arrested['Bangladesh']Bangladesh

With image and likeness: 44% of large businesses allow phishing mailings['Russia'] Russia

FBI Arrests Nigerian Citizen Hacker Syndicate Often Shows Off on Social Media['United States']United States

They detect a phishing campaign that asks for pandemic donations['United States']United States

Hackers have been mining data from the Czech president's office for months['Czech Republic']Czech Republic

['https://www.krstarica.com/vesti/svet/kina-optuzuje-sad-za-sajber-napad-na-kineski-univerzitet/', 'https://military.china.com/news/13004177/20220927/43514874.html', 'https://www.scmagazine.com/brief/threat-intelligence/new-lowzero-backdoor-deployed-by-chinese-apt-hackers', 'https://www.washingtonexaminer.com/news/chinese-hacking-group-targets-government-officials-in-several-countries', 'https://www.bloomberg.com/news/articles/2022-09-22/suspected-chinese-hackers-target-tibet-media-politicians', 'https://www.kommersant.ru/doc/5572473', 'http://www.ecns.cn/news/2022-09-29/detail-ihcepfvq8469734.shtml', 'http://www.francesoir.fr/politique-monde/la-chine-accuse-les-etats-unis-d-avoir-pirate-son-universite-de-recherche-spatiale', 'https://menafn.com/1104948865/China-Blasts-US-For-Cyber-Attacks-On-Chinese-University', 'http://guba.eastmoney.com/news,cjpl,1229819319.html', 'https://www.newsweek.com/china-us-hackers-university-malware-trojan-drinking-tea-nsa-1747065', 'https://www.bnnbloomberg.ca/suspected-chinese-hAnother plot of US cyber attack on Xigong University exposed, sending user information of sensitive Chinese personnel back to the US – yqqlm['China'] China

Half a billion Marriott customers were affected by a cyber attack? The CEO is not excited['United States']United States

National Police has hacker profiles threatened Medina – El Nacional['Dominican Republic']Dominican Republic

Also hacked in Ticino - RSI Swiss Radio and Television['Switzerland']Switzerland

Hidden miners became leaders among the malware that attacked companies in September['Ukraine'] Ukraine

From a security guard to a hacker: an employee of a private security company hacked into game accounts and accidentally got into the authorities' website['Russia'] Russia

A dangerous phishing campaign sweeps Hungarian netizens['Hungary'] Hungary

Raytheon is developing an alarm about a hacker attack on a plane | Magazine Popular Mechanics['United States']United States

The Official Website of the Jogja City Council Was Hacked, Here's How It Looks['Indonesia']Indonesia

Hacking reported to hotel chain - Columna Pulso Político['Mexico'] Mexico

Computer systems of Israeli airports reflect up to 3 million hacking attempts per day['Israel'] Israel

MES suspended access to "Student Practices" due to a hacker breach - News['Azerbaijan']Azerbaijan

The Chosun Ilbo electronic display board hacked by a middle school student (?), citizens did not report it even after reporting it['South Korea']South Korea

House searched for data breach case ['Ecuador'] Ecuador

Phishing scam in the middle of Yom Kippur: Your cell phone package has run out['Israel'] Israel

The price of virtual currency rebounded on the announcement of compensation for damages caused by hacking in Japan ... Nem 26 . 27% surge - Chosunbiz['Japan'] Japan

Russia recorded cyber attacks from another country during 2018 elections['Russia'] Russia

Chairman after hacker attack on Bycyklen: Security is good enough['Denmark']Denmark

Cryptocurrency phishing netted fraud $10 million in 2017['Slovenia']Slovenia

A hack into a secret intelligence base was foiled['Israel'] Israel

Des hackers sattaquent  Pernod Ricard ['France'] France

The capital anticipates chaos, the 18-year-old hacker was just the beginning['Hungary'] Hungary



Hacker uncovers iOS backdoor joins PL security team['South Korea']South Korea

A copy of Eternal Blue hacks into mobile phones, and the next big test of information security _ Eastmoney. com )['China'] China

# CeroDay Hacking a la criptodivisa del BTC 24052017['Argentina']Argentina

The Ministry of Communications: Mobile communications are hacked and it is not possible to control the content of the Internet['Iraq'] Iraq

World Media Review: U.S. F-Missile Hack, Madonna Misunderstood['United States']United States

Payment company fined four billion kroner: Has left payment channels open to hackers['Denmark']Denmark

Attackers Target Medical Research Staff with Credential Phishing Attacks['United States']United States

Ransomware Cleanup Costs Scottish Agency $1 . 1 Million['Scotland']Scotland

FBI Leads Probe as Cyber Attack Cripples University Computers['United States']United States

Data breach class actions : M . D . Fla . threads the Rule 23 needle in certifying the first consumer payment card class action | Kilpatrick Townsend & Stockton LLP['United States']United States

Book of evidence served on Corkman accused of hacking into computer parking system['Ireland'] Ireland

MGA sounds alarm on  BazarCall  ransomware attack['United States']United States

Phishing fraudsters used SIM box to fleece hundreds of victims , police allege['Australia']Australia

Lawson Products , Inc . Reports Data Breach Affecting a Large Number of Data Types | Console and Associates , P . C . ['United States']United States

Pro - Trump MAGACOIN crypto launch marred by website data breach['China'] China

Staffing firm target of cyber attack ['Finland'] Finland

CORRECTING and REPLACING GRAPHIC New Outseer Fraud & Payments Report Shows Giant Increase in Brand Abuse Cyber Attacks , Jumping 274 % Year - over - Year['Germany']Germany

Experts Say Viasat Cyber Attack Exposed Ground Terminal , Satellite Supply Chain Vulnerabilities['United States']United States

Cyber criminals exploit Twitter new verification subscription service['South Africa']South Africa

Work Health Solutions Reports Data Breach Following Unauthorized Access to Employee Email Account | Console and Associates , P . C . ['United States']United States

CommonSpirit confirms network accessed a week before ransomware attack['United States']United States

Alarming email gap exploited by state sponsored hackers['Philippines']Philippines

408K DITO subscribers successfully register despite hacking attempts['Philippines']Philippines

MaliBot Android malware spreading fast , says Check Point['Mali'] Mali

UW leaders : IT system needs upgrade after campus research targeted by hackers['United States']United States

Capital One Investors Fight To Save Suit Over Data Breach['United States']United States

BST sued by Community Care customers over cyber attack['United Kingdom']United Kingdom

Following hacking , Midland County OKs new website hosting contract['United States']United States

Hackers Feast on Exotic DDoS Threat Vectors , as Botnet  Buffet  Grows['United Kingdom']United Kingdom

Critical VxWorks flaws expose millions of devices to hacking['Australia']Australia

Unbiased investigates  adviser phishing  scam['United Kingdom']United Kingdom

This person didnt follow the rule : How Kansas City largest anesthesia group is handling a data breach['United States']United States

Senheng and Senq sites possibly hacked , infected with information stealing malware['Malaysia']Malaysia

Hackers selling stolen personal details for less than Dh200['United Arab Emirates']United Arab Emirates

E - mail hack leaks relief fund names ['Hong Kong']Hong Kong

Third - Party Vendor Phishing Attack Breaches 31 , 000 Patient Records['United States']United States

5G , Fastest Carrier in the US Award Goes to T - Mobile this 2021 , But Its Data Breach Is Not Yet Over['United States']United States

NCSC stop two hacks a day as Russia , North Korea and Iran target our computer systems ['United Kingdom']United Kingdom

Tech support  scams persist in area as hackers trick users with dire warnings['United States']United States

Hacking attack in Canada bears signs of Chinese army unit['Canada'] Canada

Hackers Steal Over ₹40 Lakh From ATMs In Odisha['India'] India

WV MetroNews – No new reports of identity theft following WVU Medicine University Healthcare data breach['United States']United States

Eddie Bauer spokesman says company will fight data breach suit filed by credit company['United States']United States

Cyber attack targets Ramsdens 34 , 000 click['United Kingdom']United Kingdom

Telecom Hacking Scheme ['United States']United States

CareFirst Data Breach Case Moves to US Supreme Court['United States']United States

Hampered By Cyber Attack , Electroneum is Hit By Snark Following $40 Million ICO['United States']United States

Hackers Exploit WordPress Zero ['United States']United States

Security firm Mandiant said to be helping Equifax in hack aftermath['United States']United States

Japanese cryptocurrency exchanges to form new body after Coincheck hack['Japan'] Japan

Phishing attacks reduce but more companies are targeted['United States']United States

['https://www.business-standard.com/article/technology/143-million-windows-malware-hit-consumer-smart-devices-in-q2-report-120090800272_1.html', 'https://www.thehindu.com/sci-tech/technology/143-million-malware-detected-in-the-april-june-quarter-report-says/article32577949.ece', 'https://www.prokerala.com/news/articles/a1080180.html', 'https://economictimes.indiatimes.com/tech/internet/over-143-million-windows-malware-detected-in-q2-quick-heal-technologies/articleshow/77992568.cms']143 million Windows malware hit consumer smart devices in Q2 : Report['India'] India

Mississippi health officials warn of possible data breach['United States']United States

Ninth Level Ireland » Blog Archive » Online hacker continues to punish Trinity['Ireland'] Ireland

Cloud Storage The New Favorite Target Of Phishing ...['United States']United States



MINNESOTA NEWS ROUNDUP : First step in Target data breach lawsuit['United States']United States

Suspected Chinese TEMP . Periscope phishing campaign adopts Russian APT techniques['China', 'Russia']China, Russia

UK company emails being hijacked for phishing['United Kingdom']United Kingdom

Jobseeking  hackers sent emails to BB officials before $81m heist['Bangladesh']Bangladesh

Norway Wealth Fund Loses $10m in Data Breach - Infosecurity Magazine['Norway'] Norway

KBOT Malware Shows Viruses Are Not Extinct['Russia'] Russia

Chennai , Hyderabad record most malware infections among Tier - 1 cities in Q1 : Report['India'] India

These 2 malware has contaminated 12 Android applications , uninstall them now ! ['China'] China

Texas County Sheriff Office Suffers Ransomware Attack['United States']United States

Be wary of suspicious messages , Heart and Stroke Foundation warns following data breach['Canada'] Canada

Hackers behind illegal bank transfers face charges of economic sabotage – lawmaker['Philippines']Philippines

Saint John officials confirms cyber attack was ransomware['Canada'] Canada

How gangland suspects exposed by the hacking of  mafia WhatsApp  are trying desperately to keep their EncroChat secrets hidden['United Kingdom']United Kingdom

Personal Data Protection Board Rendered A Decision Numbered 2020 / 787 On The Data Breach Notification Of A Company Operating In The Healthcare Sector - Privacy['United States']United States

Foreign national held for running phone hacking syndicate['India'] India

Costa Rica : CCSS Hospitals Use Paper Medical Records After Hacking['Costa Rica']Costa Rica

State spy agency says it has foiled 14 hacking attempts from abroad this year['South Korea']South Korea

Topic: Meatpacking Hack – NBC Denver['United States']United States

Spyware hacks passwords stored in the browser - Threatens the information security of companies in particular['Finland'] Finland

Mintsifra: hackers attack the State Services portal['Russia'] Russia

Hackers reveal student and faculty information - The Hankook Ilbo of America['United States', 'South Korea']United States, South Korea

Belgian consulting agency Finalyse resists a ransomware attack - ICT news['Belgium'] Belgium

5 Sub-domains Hacked BPPT Site , Hacker Announces on Twitter['Indonesia']Indonesia

Lawsuit against Turkish hacker group begins in US['United States']United States

Inaccessible several sites and international media | suspected hacking['Italy'] Italy

The hack makes SEPE's cracks visible ['Spain'] Spain

The Information Safety Agency warns students of a link designed to hack their personal data['Tunisia'] Tunisia

[Seoul Newspaper] Uncontrollable at the moment of hacking... Smart cars, fears of bombs on the road['South Korea']South Korea

mumbai news News : Reservation of railway tickets through hacking? - Reservation of train tickets by hacking?['India'] India

Many Accounts Hacked, Police Raid Homes of 19-Year-Old Teenagers['Indonesia']Indonesia

LaGorraLeaks: how the security forces were hacked['Argentina']Argentina

How the hackers removed Bangladesh Bank's money['Bangladesh']Bangladesh

A new way to steal cryptocurrencies. Hackers began to crack SIM - cards :: RBC . Crypto['Russia'] Russia

Tax refund: a fake website hacks your personal data['France'] France

Savoy | Savoie: the Grand Lac website hacked['France'] France

Activated the FBI for hacking into the PREPA system | Agencies['United States', 'Puerto Rico']United States, Puerto Rico

IT - Extreme - Ransomware, phishing, crypto fraud: everything in one place['Hungary'] Hungary

In Chernivtsi, two illegal immigrants hacked into ATMs['Ukraine'] Ukraine

Apple thwarted sophisticated form of phishing in July['Netherlands']Netherlands

Danske Bank blocks millions of phishing scams['Denmark']Denmark

Body phishing threats … The Chinese who extorted 32 million won from 8 people['South Korea']South Korea

They arrested a fugitive for hacking the 3.5 million pesos on May 25['Argentina']Argentina

Illegal money transfer malware DreamBot, new infection behavior -- also uses bootkits['United States']United States

PKO BP customers beware of phishing of confidential data by Facebook['Poland'] Poland

[On site] Refrigerators and toilets are hacked... Small and medium-sized enterprises with serious security insensitivity['South Korea']South Korea

" osneft " restored the functionality of gas stations after a cyber attack , 03 . 07 . 2017['Russia'] Russia

Leaked secret evidence of Russian hacking, the source is threatened with prison['Russia'] Russia

The 2nd Greatest in History. Data Breach Occurred !['Turkey'] Turkey

Opened bank accounts in the names of 122 corporations and sold them to voice phishing organizations['South Korea']South Korea

Paris: computer "hackers" of ticket machines arrested['France'] France

The website of the Bryansk city administration turned out to be very timely pro-Ukrainian hacked['Ukraine'] Ukraine

Data Breach Notice Research by the Identity Theft Resource Center Shows Consumers Dont Act After a Data Theft['United States']United States

Salvadoran journalists , activists report spyware alerts['El Salvador']El Salvador

High - Level Organizer of Notorious Hacking Group Sentenced to Prison for Scheme that Compromised Tens of Millions of Debit and Credit Cards['United States']United States

Second man charged over SMS phishing scam['United States']United States



Orlando Family Physicians Experiences Email Phishing Incident['United States']United States

Hillicon Valley Iranians indicted in hacking scheme['United States']United States

Meta Sues Firm For Data Scraping ; Claims That Signing Up For New Accounts After Being Banned Is Equivalent Of Hacking['United States']United States

Microsoft Defender causes  mass confusion  after legitimate apps trigger ransomware alerts['United Kingdom']United Kingdom

N . Korean Hackers  Work out of Chinese Hotels['China'] China

Australian central bank computers hacked - Newspaper['Australia']Australia

Hamzah : Alleged data breach of 22 . 5 mil Malaysians didnt come from National Registration Department['Malaysia']Malaysia

Mikhail Vasiliev fights extradition after arrest for global ransomware attacks['Canada'] Canada

Malware Update : IRS Grants Tax Filing Extensions to Wolters Kluwer CCH Users['United States']United States

GandCrab attackers exploit recently patched Confluence vulnerability['Australia']Australia

Maryland Health Department data breach still causing issues for healthcare workers['United States']United States

Healthcare sector saw largest increase in IoT malware attacks in 2021['United States']United States

Checkers Drive - In Slammed With Payment Data Breach Suit['United States']United States

Reports of COVID - 19 malware threats heavier in states with more testing['United States']United States

NTPC website and customer service restored after ransomware attack['India'] India

As Paytm Continues To Complain Phishing , Delhi HC Grants 6 Weeks To TRAI To Show Action Taken Against Non Implementation Of TCCCPR Regulations['India'] India

Manchester United Risk £15m Fine if They Pay Ransom to Cyber Hackers['United Kingdom']United Kingdom

Egham man jailed for large scale cyber attack that turned devices into  zombies['United Kingdom']United Kingdom

Hackers utterly bork VFMail US service for no clear reason['United States']United States

Editorial cartoons for Aug . 4 , 2019 : Democratic debates , Baltimore rats , credit card hack['United States']United States

National Guard Called in to Help After SLG Cyber Attacks – MeriTalk['United States']United States

2 Turks Admit Involvement In ATM Hacking['Turkey'] Turkey

Phone users warned by An Post of fake  phishing  text scam['Ireland'] Ireland

How One Alaskan Borough Stood Up to A Cyber Attack['United States']United States

Cracked PAC hack lets hackers drain your bank account['United Kingdom']United Kingdom

Palomar College reports data breach involving W['United States']United States

Here How A Global Cyber Attack Affected The World ’ s Snack Stash['United States']United States

UNPO : UNPO Condemns China Cyber Attack on City of Weimar , Germany , for Supporting Ilham Tohti['Germany']Germany

Websites hacked to mint crypto ['Ghana'] Ghana

FBI arrests former IT technician on charges of hacking Lake Forest['United States']United States

Hacker from contra Netflix ['Mexico'] Mexico

BPI hacked ? Phishing attack , fake BPI website spotted['Philippines']Philippines

Former MSU student a suspect in data breach | News['United States']United States

Businessman  seeking revenge  turned to computer hacking against company['United Kingdom']United Kingdom

Svitzer employee details stolen in data breach affecting almost half of its Australian employees['Australia']Australia

Facebook could see record fines after data breach revealed['United States']United States

Ministry websites hacked : GK Pillai says porn surfing by staff compromised systems every two months['India'] India

This week in games : PUBG ransomware , Splinter Cell infiltrates Ghost Recon , SteamSpy ends['United States']United States

Singapore Airlines on phishing threat ['Singapore']Singapore

Phishing Scam Takes Over Browser , Shows Fake Login['United States']United States

TrendLabs - Malware Blog - Maikspy Spyware Poses as Adult Game , Targets Windows and Android Users - CSO['Australia']Australia

Exploiting People : Phishing a Manufacturing Target « isssource . com['United States']United States

Spyware Sleuths Discover Criminal ID Theft Ring['United States']United States

APT28 turns away from election hacking and back to cyberespionage['Russia'] Russia

Employee allegedly stole government spyware and hid it under his bed – Naked Security['United States']United States

Campaign group hits out at data breach ['United Kingdom']United Kingdom

iTWire - New Windows malware campaign escapes detection by A - V software['Australia']Australia

Was Twitter hacked ? Thousands confused by strange iPhone alerts['United Kingdom']United Kingdom

Kim Jong - un hackers targeted Poldark production company with fake LinkedIn invitations['United Kingdom']United Kingdom

Kooyman hit by hackers ['Netherlands']Netherlands

All the US infrastructure hacks of 2018 Quartz['United States']United States

IFAs sound alarm over FCA phishing email - Money Marketing['United Kingdom']United Kingdom

Hackers tried to extort $1 million from St . Lucie County Sheriff Office['United States']United States

Congress Fears US Is Losing Battle to Malware and Darkweb Cyberweapons['United States']United States

Tallapoosa County recovers from ransomware attack['United States']United States



Shipbuilder Austal was hacked with stolen creds sold on dark web['Australia']Australia

Malware Merchant NSO Group Caught Leaving Harvested Location Data Exposed['United States']United States

K12 , Online Curriculum Provider , Pays Ransom to Hackers['United States']United States

Wal Mart Data Breach Litigation : Undisclosed Data Breach['United States']United States

Travel - themed phishing lures spiked this summer['United Kingdom']United Kingdom

Molson Coors Suffers Suspected Ransomware Attack - Infosecurity Magazine['United States', 'Canada']United States, Canada

Mangadex Has Been Hacked , Users Should Assume Data Has Been Breached * TorrentFreak['United States']United States

Isuzu India website hacked ? ['India'] India

NTT October Threat Report sees hackers infiltrating systems through email – Manila Bulletin['Philippines']Philippines

Castelfranci: phishing scam, three complaints['Italy'] Italy

Ransomware threatens Kubernetes -- Veritas study['Japan'] Japan

Fraunhofer Institute hacked – Criminals demand 2 million on the dark web['Germany']Germany

['https://www.itwire.com/security/unknown-dev-posts-zero-day-exploit-for-vbulletin-forum-software.html', 'https://www.computing.co.uk/ctg/news/3081922/vbulletin-forum-security-flaw']iTWire - Unknown dev posts zero - day exploit for vBulletin forum software['Australia']Australia

New cyber attack technique steals data from air - gapped systems['Germany']Germany

MacronLeaks: four questions about the hacking suffered by the En Marche team! just before the second round['France'] France

[ Phishing for unlisted stocks ] ② Contact unknown persons → Disappear after sale … common technique['South Korea']South Korea

More than 71% of factory systems have been hacked, risking their lives.['Thailand']Thailand

1500 hacking attempts over 10 years... Security Personnel Expansion Ha Se-wol['South Korea']South Korea

Incibe alert of a malware that impersonates the AEAT to steal data at the beginning of the IRPF campaign['Spain'] Spain

200 videos were deleted after being hacked, leaving 1.47 million YouTubers with only cryptocurrency videos left['South Korea']South Korea

Calgary property developer hit by ransomware attack['Canada'] Canada

VZGLYAD / New Apple M1 chips were vulnerable to hacker attacks :: News of the day['Russia'] Russia

Nearly 30 Nizhny Novgorod residents lost their money when ordering pizza on a phishing site | IA "NTA Privolzhye" News of Nizhny Novgorod['Russia'] Russia

Forgot to change the test version of the malware - warns its victims by mistake['Norway'] Norway

Residents of the Minsk region lost money by ordering goods on phishing sites['Belarus'] Belarus

Media : Delaware County authorities paid hackers $ 500,000 in Bitcoin['United States']United States

Privacy, INPS: Guarantor initiates an investigation following a data breach['Italy'] Italy

Computer security: ANSI warns of a new wave of hacking['Tunisia'] Tunisia

Russia's Rostelcom has hacked the data of 200 companies!['Russia'] Russia

New malware campaign against the electricity sector discovered['Russia'] Russia

Another data breach - The Russian bear does not hibernate, Puri hunter['Russia'] Russia

Owners of websites with Facebook 'Like' button found complicit in data breach according to European court['European Union']European Union

Bitcoin recovers after weekend cyber attack['France'] France

ATO news : Operation asplata : a hacker reported a powerful cyber attack on Ukraine['Ukraine'] Ukraine

They arrest the person responsible for hacking the Chilean banking system['Chile'] Chile

Prosecutor initiated ex officio investigation for the hacking of credit cards['Chile'] Chile

Drug criminals called in three top IT professionals to hack large container companies in the port of Antwerp['Belgium'] Belgium

Hackers disrupt lottery draw in Czech Republic['Czech Republic']Czech Republic

Mobile security: malware steals banking data on Android['Morocco']Morocco

Hacker managed to hack PS 4 :: Global News ::['Russia'] Russia

INC website hacked ['Paraguay']Paraguay

SEEbiz. eu / RS / Hackers cost A . P. Moller['Denmark']Denmark

The Xunta studies reinforcing security in the centers after the hack in A Estrada['Spain'] Spain

Defense Giant Elbit Confirms Data Breach After Ransomware Gang Claims Hack['Israel'] Israel

NFT Marketplace OpenSea Refunds Users $1 . 8 Million After Buyers Exploit Loophole for Massive Profit['United States']United States

Suffolk County officials warned of cyber threats before ransomware attack['United States']United States

Microsoft spots malware that turns PCs into zombie proxies – Chennaionline['India'] India

Retail Co . Workers Seek Cert . Over W - 2 Phishing Scam['United States']United States

MyPrepaidCenter . com Data Breach Leads To Class Action['United States']United States

Parsing LastPas data breach notice ['United States']United States

Fraudsters swindle Rs 68 lakh after hacking into co - operative bank server in Maharashtra['India'] India

Plymouth Town Computers Infected with Ransomware['United Kingdom']United Kingdom

Ethereum layer 2 solution Optimism crashes following 20 million OP tokens hack['China'] China

System used by hackers to conceal their location taken down in global raids['United Kingdom']United Kingdom

Researchers Discover Sophisticated Cloud - Based Mining Malware['United States']United States



Slovak Experts : Cyber Attacks Target Aerospace , Military Firms['Slovakia']Slovakia

Malware main culprit for mobile ad fraud and airtime theft in South Africa according to Secure - D['South Africa']South Africa

UW - IT issues warning for phishing emails targeting UW employees['United States']United States

Blackburn accuses Huawei of embedding spyware in equipment , praises Trump tough trade approach to China [ Chattanooga Times Free Press , Tenn .] ['China', 'United States']China, United States

Ukrainian cyber police again caught Russian hackers['Ukraine'] Ukraine

Malware attacks push Unified to tighten cybersecurity['United States']United States

Fileless Malware Detections Soar 265 % - Infosecurity Magazine['United Kingdom']United Kingdom

Drastic increase in cyber attacks on united kingdom businesses['United Kingdom']United Kingdom

528K Patients Impacted by Months - Long Woman Care Florida Hack['United States']United States

After computer outage , district warns staff against phishing emails['United States']United States

Adversary harboring DopplePaymer ransomware targets industrial sector['United States']United States

Quest Settlement Of Data Breach Suit Gets Waved Through['United States']United States

The Worst Data Breach Ever That No One Is Talking About -['United States']United States

$20 Gadget Allows Hackers to Control Your Car['United States']United States

Data Breach Class Action Reinstated Against Horizon Healthcare Services Inc .['United States']United States

Revealed : Malware that skulks in memory , invisibly collecting sysadmin passwords • The Register['United Kingdom']United Kingdom

Email Compromises , Phishing Top Insider Threats['United Kingdom']United Kingdom

Wells Fargo phishing scam continues to target customers['United States']United States

Cops hacked in arson rage ['Cambodia']Cambodia

['https://www.wcjc.com/2020/12/10/time-is-running-out-to-receive-a-restitution-payment-after-the-2017-equifax-data-breach/', 'http://www.wbiw.com/2020/12/09/one-week-remains-to-file-claim-for-restitution-payment-after-equifax-data-breach/']Time is running out to receive a restitution payment after the 2017 Equifax data breach['United States']United States

British hacker arrested for launching DDoS attacks on Google , Skype and selling malware['United Kingdom']United Kingdom

Cappasity Says Ethereum Parity Wallet Hack is a Deliberate Act of Fraud['United States']United States

Del Mar professor discusses Wanacry ransomware attack['United States']United States

Flaw in Windows DNS client exposed millions of users to hacking['United Kingdom']United Kingdom

Bernardi exposes Coalition divisions as Pyne plays down hack['Australia']Australia

Checked Your Credit Since the Equifax Hack ? Krebs on Security['United States']United States

Records : NXIVM hacked billionaire emails with Hillary Clinton , world leaders['United States']United States

Hackers attack portal users with phishing emails for passwords , personal info : source['South Korea']South Korea

Hacker details how he could rick - roll all of San Francisco['United States']United States

Wave of cyber attacks coming , Nacsa warns Malaysian organisations – Malaysia Today['Malaysia']Malaysia

Cyber security is being tightened at Australian airports after an identity card data hack['Australia']Australia

Suspected DNC & German Parliament Hacker Used His Name As His Email Password['United States', 'Germany']United States, Germany

Words with Friends Developer , Zynga , Sued Over User Data Breach , Law Firm FeganScott Announces['United States']United States

GDPR Scams and Phishing Letters in France['France'] France

ASP social media account hacked | Noida News['India'] India

MyBudget hackers threaten on dark web to release data stolen during cyberattack['Australia']Australia

Hospital hacker spared prison after plod find almost 9 , 000 cardiac images at his home['United Kingdom']United Kingdom

New Phishing Scam Targets People Expecting Deliveries With Fake Tracking Code['United States']United States

Fonterra targeted by hackers ['New Zealand']New Zealand

Covid - 19 wrap : Vietnam , Fiji report first deaths as China rejects vaccine hacking attempt accusations['Vietnam', 'Fiji', 'China']Vietnam, Fiji, China

Anarchist hackers now targeting police with doxing campaigns aimed at exposing them to violent mobs['United States']United States

Android Malware , BRATA Steals Banking Information From Myriads Of Users['China'] China

Hackers spam Pa . online kindergarten orientation with porn , hate speech : report['United States']United States

Cybercriminals Batter Automakers With Ransomware , IP Theft Cyberattacks['United States']United States

PS5 users are getting their accounts banned following new exploit['United Kingdom']United Kingdom

CopyCatz Malware Apps With 10M Downloads Removed From The Play Store['China'] China

Student data breached during cyber attack on Simon Fraser University['Canada'] 2

Juniper Breach Mystery Starts to Clear With New Details on Hackers and U . S . Role['United States']United States

Labour Relations Agency apologises for data breach['United Kingdom']United Kingdom

UCF Police warn of phishing scam texts targeting students , staff['United States']United States

Investigation . €49.85 deducted per month: hundreds of temporary workers victims of hacking['France'] France

La Poste Mobile hacked: the data of 533,000 customers exposed, what risks?['France'] France

A hacker claims to have stolen as many as one billion files of Chinese citizens from the police['China'] China

La Jornada: Hacking of the SICT did not affect government works: AMLO['Mexico'] Mexico

Borat is not a Kazakh journalist, but malware['Kazakhstan']Kazakhstan



A criminal case was initiated against the real hacker of the website of the Senate of the Oliy Majlis - News of Uzbekistan today: nuz. uz['Uzbekistan']Uzbekistan

Lawyer files a complaint against the Public Prosecution Service for hacking Sky ECC['Netherlands']Netherlands

Hackers attacked the US Census Bureau using a vulnerability in Citrix['United States']United States

Dialogue . UA got hacked: fake news was published on behalf of our project - details -['Ukraine'] Ukraine

Attackers cashed in on creating malware in Moscow['Russia'] Russia

REPUBLIC OF INDONESIA SITE HACKING: Police Investigate Profile of Perpetrators['Indonesia']Indonesia

Two senators and governor-elect accused of hacking['Mexico'] Mexico

Bpost reactivates 89 ATMs after hack attempt - News['Belgium'] Belgium

Hackers unleashed, after Salerano violated e-mails in Borgofranco['Italy'] Italy

Controversy over a government hack that makes a tweet against Juanma Moreno go viral['Spain'] Spain

Seine - et - Marne: three ticket machines attacked by hackers['France'] France

Hackers targeting Indian manufacturers and exporters, sending personal emails of users by sending infected emails. Hackers targeting Indian manufacturers and exporters, stealing personal data by sending infected emails['India'] India

Malware from the arsenal of Magecart accidentally revealed a list of hacked sites['Russia'] Russia

Danish companies continue to be hit by several hacker attacks: Here is the biggest cyber threat to Danish companies['Denmark']Denmark

BPN accuses the government of being behind the hoax and hacking supporting accounts['Indonesia']Indonesia

FIN7 criminals upload RDFSNIFFER malware to ATM manufacturer's software['United States']United States

McAfee finds dropper malware in South Korean transit app['South Korea']South Korea

Cell phones of state officials hacked ['Mexico'] Mexico

Gang that hacked municipal websites arrested['Peru'] Peru

Phishing warning: false advertising mail from Samsung leads to the subscription trap['South Korea']South Korea

Vote for a friend - lose your account : a new wave of hacks in Fb['Ukraine'] Ukraine

Concern over hacking of national telecommunications network in the 5G era vs. no impact on military operations - The Herald Business['The Herald Business']The Herald Business

Free restores the signal of the Altice Group channels by hacking them['France'] France

A third of large Russian companies faced a data breach in 2019['Russia'] Russia

A hacker from St. Petersburg developed a virus and withdrew money from bank cards of Siberians['Russia'] Russia

They caught a 22-year-old man who was embezzling bank cards through a phishing site['Bulgaria'] Bulgaria

Thwarting massive cyber attacks launched by Iranian intelligence['Iran'] Iran

Android - smartphones managed to be hacked using a fake head['Russia'] Russia

Fraudsters hacked TNV's VKontakte page by posting a post about helping an allegedly injured person['Russia'] Russia

Hackers changed the results of the beauty contest and "disfigured" the contestants['Russia'] Russia

Accidental missile launch: media accused Krasukha of "hacking" Israel's missile defense system['Israel'] Israel

Immigration busts MYIMMS system hacking syndicate['Malaysia']Malaysia

Associated Press investigation: F-linked hackers tried to hack into thousands of accounts['Ukraine'] Ukraine

Ukrainian hackers hacked an American restaurant chain['United States']United States

Finnish hackers broke into computer systems['Finland'] Finland

Hackers who blinded Washington caught['United States']United States

Incibe alert of a wave of fraudulent emails that threaten to hack companies['Spain'] Spain

The Xavier malware that attacks 800 Google Play applications is so strong that it is not?['Vietnam'] Vietnam

Middle East organizations take 106 days to deal with cyber attacks['Middle East']Middle East

Belfast Trust investigates potential data breach after selling desk['United Kingdom']United Kingdom

FakeUpdates malware delivered via Raspberry Robin has possible ties to EvilCorp['United States']United States

Top Homeland Security Committee GOP Rep . says REvil ransomware attack is a  moment of reckoning['United States']United States

How the 2B2T Minecraft server was almost toppled by an exploit['United States']United States

Patient data stolen ahead of Memorial Health ransomware attack , EHR downtime['United States']United States

Parañaque BPLO to use one email address to avoid phishing['Philippines']Philippines

Bug on OpenSea allows a hacker to sell old listings for 332 ETH['United Kingdom']United Kingdom

How Hackers May Have Gotten an Early Look at Tesla and Other Earnings Releases['United States']United States

iTWire - New ransomware adds data wiping to its armoury , claims Blackberry['Australia']Australia

Israeli private detective pleads guilty in U . S . hacking case['United States']United States

An in - depth look at the Target decision finding that loss - of - use damages included costs of replacing payment cards compromised in data breach | Kennedys['United States']United States

Genocide : Police Hack Shows Xi Jinping Ordered China to  Break the Lineage of Uyghurs['China'] China

Emotet hijacks email conversation threads to insert links to malware['Japan'] Japan

Data : E - Retail Hacks More Lucrative Than Ever Krebs on Security['United States']United States

New Cyber Report : 25 % Of All Malware Hits Financial Services , Card Fraud Up 200 % ['United States']United States

iTWire - Cohesity adds ransomware protection to secondary storage['Australia']Australia



Tweet may contain login credentials taken in Baltimore ransomware attack['United States']United States

IMD twitter account gets hacked ; hackers posted more than 10 , 000 tweets['India'] India

Following Equifax hack attack , more federal power to punish needed['United States']United States

Businessman Charged with Inciting Revenue Agency Hacking Remanded Indefinitely - News['Bulgaria'] Bulgaria

US satellite constellation hacked ['United States']United States

['https://www.shropshirestar.com/news/crime/2017/12/20/shropshire-cyber-attack-teenage-student-who-targeted-county-firm-avoids-jail/', 'http://www.manchestereveningnews.co.uk/news/greater-manchester-news/jack-chappell-sentencing-cyber-attacks-14055709', 'http://metro.co.uk/2017/12/19/student-spared-jail-massive-cyber-attacks-amazon-vodafone-bbc-7170213/']Stockport teenager facing jail for cyber attacks on National Crime Agency and a string of multinational companies['United Kingdom']United Kingdom

North Korea Hackers Breached Indian Nuke Reactor In Search For Advanced Thorium Technology['India'] India

Tulare high schools , admin hit by hackers targeting student , financial data['United States']United States

WWU fights cyber attack ['United States']United States

Cambridge International University website hacked after University came under scrutiny['United Kingdom']United Kingdom

New ransomware spotted using DiskCryptor['United Kingdom']United Kingdom

City permits appear to be on hold during ransomware attack['United States']United States

Treasury Inspector General Slams IRS for Lack of Strategy Following 2015 Data Breach['United States']United States

Researchers Use Intel Software Guard Extensions to Conceal Malware['United States']United States

Hackers responsible for $80m bank heist show  no signs of stopping['Bangladesh']Bangladesh

Shadow Brokers move bitcoins after hacking tool auction['Samoa'] Samoa

Medicare details available on dark web is just tip of data breach iceberg['Australia']Australia

2 in 5 fall victim to online phishing attacks['United States']United States

Morehead Hospital adds data breach issues to bankruptcy process['United States']United States

Janus Android exploit allows attacker to issue their own  update to legitimate apps['United States']United States

DAP man to file report with MCMC on data breach['Malaysia']Malaysia

City of Clovis not accepting credit card payments after 3rd party data breach['United States']United States

Iranian  OilRig  expands attacks , works with Russian hackers['Iran'] Iran

Navi Mumbai police website hacked , again['India'] India

Scammers Attempt to Extort Funds After Hacking O . C . Real Estate Agent Email['United States']United States

Google X goes after cybercrime ,  overlooked  hacking threats['United States']United States

FOX43 Finds Out : Router Hackers ['United States']United States

OpenSSL Says Dec 29 Hack Was Not Due To Faulty Hypervisor['United States']United States

Council apologises for data breach after sending details of children to strangers['United Kingdom']United Kingdom

Hackers Have Already Found A Way To Cheat In The  Fallout 76  Beta['United States']United States

Investigation underway after online hacker attack on hospital system['Ireland'] Ireland

Amnesty International phishing attack may have bypassed 2FA['United States']United States

RideLondon organisers apologise after data breach['United Kingdom']United Kingdom

Orange confirms ransomware attack exposing business customer data['France'] France

New phishing attack tries to steal Office 365 credentials via Box['United States']United States

Hackers breach Philippine government website anew['Philippines']Philippines

Indian Companies Paid Upto $2 . 5 Mn To Get Back Data From Hackers['India'] India

DPD scam warning as fake hack targets Scots waiting for Christmas parcels['Scotland']Scotland

Possible ransomware pop - up reported by Eskimo Cold Storage in Hall['United States']United States

Online shoppers being sent phishing emails , texts disguised as delivery updates['United States']United States

Jefferson Parish online records portal at center of ransomware attack['United States']United States

Hospital hack prompts call for cooperation['Thailand']Thailand

Accenture Mum On LockBit Ransomware Breach In Earnings Call['']

AMBER ALERT - JAMCOVID under more scrutiny as second data breach flagged['Jamaica'] Jamaica

Call of Duty Richocet anti - cheat is reportedly in the hands of hackers['United States']United States

Russian-speaking hacker group Conti leaked data from 156 companies since the beginning of the year Ru['Russia'] Russia

Give money and get anyone's phone hacked, this company's offer created panic['India'] India

Gooligan malware has more than a million Google accounts – IT Mag['Algeria'] Algeria

Malware: Poisoned emails show a 48.3% increase in the first quarter['France'] France

Data breach on the school's server - personal data was published on the website['Sweden'] Sweden

Caution: The phishing scam managed to swindle tens of thousands of NIS['Israel'] Israel

X Files Infostealer : Malware exploits Microsoft vulnerability['Germany']Germany

Minister minimized hacking despite the fact that the Treasury received an alert since early Monday morning['United States']United States

Hackers from Killnet congratulated Russian spies with an attack on the Baltic sites['Estonia', 'Latvia', 'Lithuania']Estonia, Latvia, Lithuania

Easy password: the default that allowed hacking into the cameras at the scene of the attack['Israel'] Israel



Fake version of Zoom used in malware campaign against corporations['Brazil'] Brazil

Speed cameras in Belarus blocked by hackers : confirmation received['Belarus'] Belarus

Data Breach, $223 Billion Impact - Tlc ['Liberia'] Liberia

Chaiwut accepts hacking of the court's website is difficult to recover Confirm that there is no corrupted data. Investigate the culprit['Thailand']Thailand

Carrying a bag of money and going back and forth... Suspicious phishing criminals caught everywhere['South Korea']South Korea

China's Hacking Operation Digs Data for Political and Economic Purposes['China'] China

Security forces of Belarus fell under the New Year's attack of protest hackers['Belarus'] Belarus

Cryptocurrency hacking damage of 120 billion in 3 years … Strengthening user protection laws like Japan - The Herald Business['Japan'] Japan

A new malware disguises itself as a messenger and steals data from RosInvest users. Com['Russia'] Russia

Hackers messed up elections in the united states. IBM crashed them, stole their training materials['United States']United States

Top 5 hacked crypto exchange for 2019-20['Russia'] Russia

Nirma University NCW writes to Gujarat Police Seeks Probe Against Man Who Hacked Gujarat Online Class and Masturbated sas 89['India'] India

Riyadh Newspaper | Germany: A young man is accused of hacking the data of about a thousand politicians and public figures['Germany']Germany

Arrested members of the hacker group: Confiscated equipment worth about 100. 000 euros['Serbia'] Serbia

Amazon - Phishing : Beware of fake invoices via PDF['Germany']Germany

Talent sharing platform taling, personal information leaked through hacking['South Korea']South Korea

Hacked to eight million kroner on library computers: Now two brothers are going to prison['Norway'] Norway

Our hacker spun a scam that stung the British with 41.6 million...['United Kingdom']United Kingdom

How the Xbox Was Hacked ['United States']United States

Smart houses turn out to be hacked - NOS Radio 1 Journaal['Netherlands']Netherlands

Police roll up major provider of cyber attacks['Netherlands']Netherlands

The creators of GrayKey threatened by hackers['France'] France

Football :: Hackers sabotage CSKA - Real (M) :: Monitor. bg['Bulgaria', 'Spain']Bulgaria, Spain

The US Congress is preparing to impeach the country 's deputy prosecutor general , who accused 12 Russians of hacking the Interfax Democrats ' servers latest news from Azerbaijan , Georgia and Armenia['United States']United States

Hackers Hack Oracle WebLogic Servers for Mining['Ukraine'] Ukraine

Ossian cybercriminals Fancy Bears hacked WADA archives['Russia'] Russia

The Lithuanian police suffered from computer hackers['Lithuania']Lithuania

They hack the website of the Buena Mesa de la Mar Brotherhood['Spain'] Spain

Not Just 1 Or 2, Dozens Of Malaysian Websites Hacked The Reverse Red And White Effect. Here's the List['Malaysia']Malaysia

VIP Gold chat : SCOTUS reach , CA data breach , midterm teach , and more ! ['United States']United States

ISPs in Malaysia are being targeted by Hackers - Palo Alto Networks['Malaysia']Malaysia

Bitcoin dips 11 % in a day after DOJ seize millions in BTC from hackers['United States']United States

HanesBrands , Inc . Reports Data Breach Following Ransomware Attack | Console and Associates , P . C . ['United States']United States

COD systems still down one week after malware attack['Democratic Republic of the Congo']Democratic Republic of the Congo

iTWire - Maurice Blackburn files OAIC complaint over Optus data breach['Australia']Australia

[ Internet ] Bell Technical Solutions hacked - Bell Canada['Canada'] Canada

Hackers steal $820 / banking app transaction in South Africa Quartz Africa['South Africa']South Africa

Fulton data breach compromised personal data of thousands['United States']United States

Hackers Post Images Showing Possible Microsoft Breach['United States']United States

Kalispell hospital sued for patient data breach['United States']United States

Ransomware gang owns ADA cyberattack , leaks member data['United States']United States

Illinois Gastroenterology Group Data Breach Impacts 228K['United States']United States

GOP Websites Hit by a Massive Cyber Attack['Pakistan']Pakistan

Here Yahoo saying it was hacked much earlier than previously reported — and it is being sued 23 times so far for the breach['United States']United States

GDPR bites : Marriot fined $99m for data breach | Netimperative - latest digital marketing news['United Kingdom', 'European Union']United Kingdom, European Union

Some  key service of Mediaportal still down following cyber attack which cost Isentia around $8 . 5m['Australia']Australia

Hackers Caught Selling Remote Access Security Systems to Airport on the Dark Web for Only $10['United States']United States

New LookBack phishing campaign targets utility companies with malicious attachments['United States']United States

Instagram says growth hackers are behind spate of fake Stories views['Ghana'] Ghana

FBI watched Malta for hacking attempts months before BOV attack['Malta'] Malta

Hacking group FIN6 changes tactics and aims at e - commerce websites['United Kingdom']United Kingdom

Silence hackers target banks across 30 countries['30 countries']30 countries

Hacker changes Seattle road sign to say  Impeach the bastard['United States']United States

InterMed reports email hack exposing information on 30 , 000 patients['United States']United States

Genuine Parts Company ( NYSE : GPC ), Gap , Inc . ( The ) ( NYSE : GPS ) - Macy Reports Same - Store Sales Decline And Data Breach['United States']United States



Walsall property raided as part of global move to block sale of hacking tool['United Kingdom']United Kingdom

Hackers bugged e - banking facility , broke security code | Pune News['India'] India

Gangnam Industrial Style  campaign targets industrial firms with phishing emails and Separ malware['South Korea']South Korea

Spyware targets OAS ['United States', 'Canada', 'Mexico', 'Brazil', 'Argentina', 'Colombia', 'Venezuela', 'Ecuador', 'Bolivia', 'Peru', 'Chile', 'Costa Rica', 'Cuba', 'Dominican Republic', 'El Salvador', 'Guatemala', 'Haiti', 'Honduras', 'Nicaragua', 'Panama', 'Paraguay', 'Uruguay']United States, Canada, Mexico, Brazil, Argentina, Colombia, Venezuela, Ecuador, Bolivia, Peru, Chile, Costa Rica, Cuba, Dominican Republic, El Salvador, Guatemala, Haiti, Honduras, Nicaragua, Panama, Paraguay, Uruguay

US Army Website Hacked - Kachwanya . com['United States']United States

Startup company  : Working like an unofficial startup , Iranian hackers are carrying out cyber - espionage['Iran'] Iran

Small businesses are big target for hackers['United States']United States

ISRO computer had malware , couldve been hacked , say researchers – Indian Defence Research Wing['India'] India

Firefighting hack attack ['India'] India

China Boosting Phishing Attacks ['China'] China

Lazarus dives into big - game hunting , now operates its own ransomware , Kaspersky['Thailand']Thailand

Police will not charge 19 - year - old involved in Nova Scotia data breach , close investigation['Canada'] Canada

Nigerian Man Charged In Groton School Employee Phishing Scam : DOJ['United States']United States

Penalty notice  scam : Dont fall for malware - infested email['Australia']Australia

Local police get software to hack into newer iphones['United States']United States

The Latest : OPCW says it has taken action to mitigate hacks['United States']United States

Geodo Botnet Lures Victims with Fourth of July Phishing Campaign['United States']United States

RCS officials push password changes following data breach['United States']United States

iTWire - Israeli link suspected after Iran networks hit by malware['Iran'] Iran

Hackers post sensitive F & P Appliances files to the dark web['New Zealand']New Zealand

Maritime industry now a major target for computer cyber attacks['United Kingdom']United Kingdom

Phishing scam targets STLCC ; private information exposed['United States']United States

Hackers target Australian trucking giant ['Australia']Australia

Cyber attacks costing businesses billions['Australia']Australia

Front Rush , LLC - Notice of Data Breach['United States']United States

New York Regulator Charges First American Unit Over 2019 Data Breach['United States']United States

Hackers attack ride hailing app SWVL , gain user information['Egypt'] Egypt

What you need to know about the massive hack that hit the British health - care system and elsewhere - Washington Post - William P . J . Lynch Jr . com['United Kingdom']United Kingdom

Suspect in Philly - area hospital cyber attack arrested['United States']United States

Silver Sparrow Malware Hatched on 30 , 000 Macs | Computing['United States']United States

Notion hours - long outage was caused by phishing complaints – TechCrunch['United States']United States

Trump news – live : Biden calls FBI probe of son Hunter  foul play , as US nuclear agency breached in hack['United States']United States

MUN Issues Advisory on Phishing Attack Targeting Students , Employees['Canada'] Canada

Apple blocked RCS Labs' Hermint spyware['United States']United States

Spain : Hacker attacks on state infrastructure have increased by 77% since the war in Ukraine began.['Spain'] Spain

Bad, Nearly 900 Servers Hacked by Hackers in the Last 1.5 Months['Indonesia']Indonesia

Hacker attack on Tanjug from 100 countries of the world, dominated by China and the USA['Serbia'] Serbia

US Hawks investigate SABC hack ['South Africa']South Africa

Major hacker attack on Pakistani websites of famous companies['Pakistan']Pakistan

All data was hacked and copied to my servers : Blackmailers demand 1 . 000 euros in bitcoins['Germany']Germany

Mamcafe contact information obtained by the phishing gang... 678 people were killed['South Korea']South Korea

Hackers penetrated Media Markt and Saturn networks['Germany']Germany

The hospital was apparently attacked by hackers - extortionists. A doctor could also have introduced the virus into the network['Czech Republic']Czech Republic

Swedish companies exposed in global phishing campaign['Sweden'] Sweden

Invasion, fake news, hacking and cryptocurrency scams['Argentina']Argentina

Hackers auction off 1 GB of Puma data on the dark web['Germany']Germany

Operation against gang fraud with malware: 8 detentions['Turkey'] Turkey

Hackers use bots to steal banking data ['Belgium'] Belgium

If you believe me, you will earn 10 times... Voice phishing gang created by stock site['South Korea']South Korea

The City of Terrebonne affected by a vast Russian hack['Canada'] Canada

[Catch up with security] Secretly and elaborate North Korea hacking attacks, beware of PCs and smartphones['North Korea']North Korea

Chinese Government Website Hacked, Posted in Taiwan Flag['China', 'Taiwan']China, Taiwan

Gref called Sberbank the number one target of hackers['Russia'] Russia

Russian Post was digitized by hackers ['Russia'] Russia

AK warns of phishing e-mails from banks - hands off!['Austria'] Austria



Napasta phishing has survived 120 companies with us['United States']United States

Alert of a phishing campaign that impersonates Caixabank to steal user bank details['Spain'] Spain

The hacker group "Beregini" posted data about the air base of the Armed Forces of Ukraine on the Web['Ukraine'] Ukraine

Eset: Passwords of Czech users are still the target of malware, which is most often spread by e-mail['Czech Republic']Czech Republic

Cryptocurrency 900 million fraud … Phishing site operator appeal depth['South Korea']South Korea

Comments Off on Novosibirsk security guard jailed for attacking gamer accounts with malware October 10, 2019 | NHS['Russia'] Russia

Russian hackers stole and altered evidence in U.S. election interference case - Special Counsel Mueller['United States']United States

Experts announced an increase in the number of cyber attacks on credit institutions in 2018['Russia'] Russia

Disclosed the details of the first US cyber attack on Russia['Russia'] Russia

Bareskrim Polri's Response to the Hacking of a Site Displaying Novel Baswedan's Face['Indonesia']Indonesia

Amazon - Phishing : Consumer center reports new fraud attempts['Germany']Germany

Qatari Arab: Beware .. 5 Google applications are exploited by "hackers"['Qatar'] Qatar

Cyber criminals hacking connected prosthetics['Spain'] Spain

A huge hacker database was revealed: thousands of passwords for banks, health insurance funds and porn sites['Israel'] Israel

PIR succeeded by hackers ['Russia'] Russia

Alert for freelancers: the Treasury campaign also brings phishing scams | self employed['Spain'] Spain

Drupal websites including government sites, hacked to extract...['United States']United States

Ogero and several other entities targeted by hackers['Lebanon']Lebanon

Iranian police condemn the terrorist cyber attacks against the country['Iran'] Iran

Kharkiv hackers traded access to other people's mobile phones['Ukraine'] Ukraine

Hackers demanded a ransom from Domodedovo in bitcoins under the threat of disruption of flights['Russia'] Russia

New type of DDoS attacks exploit IoT devices again['Netherlands']Netherlands

About 1,000 hacking attempts at the Korea Meteorological Agency every year... Weak security levely['South Korea']South Korea

How I Hacked Cryptocurrency Companies and Made $60,000 from It / Habrahabr['Russia'] Russia

Stock text message phishing ridiculed by financial authorities... Long-term investment damage['South Korea']South Korea

Trio is arrested suspected of hacking and embezzling money from Banco do Brasil accounts in Santa Catarina['Brazil'] Brazil

Data breach at Digitec ['Switzerland']Switzerland

Arab hackers hacked Ukrainian intelligence website. According to a volunteer of the Ukrainian Cyber Troops organization, the SBU and the Cyber Police did not conduct any investigations['Ukraine'] Ukraine

Amazing! Wireless mice hacked by clickbait!['Italy'] Italy

FRANCE :: Hacking, credit card fraud ['France'] France

Really stupid  smart contract  bug let hackers steal $31 million in digital coin['India'] India

FCC Claims Wireless Co . Slowed Data Breach Investigation['United States']United States

Prophet Spider Exploits WebLogic CVEs to Enable Ransomware Attacks['United States']United States

DepEd confirms hacking of website ; says addl  security feature already in place – Manila Bulletin['Philippines']Philippines

No , the IRS is not texting you - it a phishing scam['United States']United States

OakBend hit by ransomware attack ['United States']United States

This devious new malware targets your DVR['United Kingdom']United Kingdom

Combatting a BlackCat Ransomware Active Directory Attack['United States']United States

NY Fines Health Insurance Company $4 . 5M for Consumer Data Breach | Weiner Brodsky Kider PC['United States']United States

Verizon employee database retrieved by hackers['United States']United States

Wright & Filippis Files Notice of Data Breach Affecting More than 877k Individuals | Console and Associates , P . C . ['United States']United States

Mayo alert issued over Christmas phishing scam | Connaught Telegraph['Ireland'] Ireland

Unit 42 highlights threat intelligence importance as Russia , Ukraine ransomware attacks fly under the radar['Russia', 'Ukraine']Russia, Ukraine

All Woollim Entertainment artist Twitter accounts get hacked by DRIPPIN as they gear up for  Villain  comeback['South Korea']South Korea

Crypto Hacking And Power Outages : Buyers Beware On AWS Cloud['United States']United States

Cyber Attack Against Tour Operator Exposes 300 , 000 Profiles Reports['United States']United States

Rutledge announces judgment for first - ever HIPAA - related data breach['United States']United States

Las Vegas Hacked : Sin City Hit ['United States']United States

Zoll reveals data breach during email server migration['United States']United States

The City Of Baltimore Blew Off A $76 , 000 Ransomware Demand Only To Find Out A Bunch Of Its Data Had Never Been Backed Up['United States']United States

FUSD Deals With Hack As Ransomware Attacks Become More Common['United States']United States

Rensselaer County cyber - phishing scheme settled for $2 . 7 million['United States']United States

7 - Eleven fuel app data breach exposes user personal details['United Kingdom']United Kingdom

Liquidators File Second Report Regarding Hacked Cryptocurrency Exchange Cryptopia['New Zealand']New Zealand

$7 , 500 Steam Weakness Let Hackers Take Remote Control Of Gamer PCs['United States']United States



Bitcoin Wallet Hacked ['United States']United States

Evite confirmed the data breach ['United States']United States

Phishing hack on Ohio provider breaches data of 42 , 000 patients for a month['United States']United States

DFM hit by cyber attack ['Russia'] Russia

Hacker sells access to databases at UCLA , other universities['United States']United States

Weekends Only reports credit card data breach['United States']United States

IDG Connect – After MongoDB , ransomware groups hit exposed Elasticsearch clusters['United States']United States

Hacker Warns  Serious Vulnerability  Plaguing Online Voter Lists['Cambodia']Cambodia

Class action alleges spyware intercepted personal data['United States']United States

Report : Data Breach Incidents in March Affected 1 . 5 Million Patient Records['United States']United States

Canadian cyber attack led to new mining industry threat sharing centre['Canada'] Canada

Winker song played by hackers on Mansfield radio['United Kingdom']United Kingdom

Hacking of WeChat accounts worry users – KuenselOnline['China'] China

SMS Phishing Campaign Targets Brazilian Bank Customers['Brazil'] Brazil

Here to stay : JP back up after fourth hacking in six years['Japan'] Japan

Fraud agency warning over massive data breach['South Africa']South Africa

Three Senior Security Managers Exit Uber Following Data Breach Cover['United States']United States

Phishing scams shoot up after cyber attack on mortgage tech vendor['United States']United States

NC Proposal Takes Aim At Recent Cyber Attacks['United States']United States

Russian hackers target European agency with updated DealersChoice Adobe Flash exploit tool['European countries']European countries

GoldCrypto Guarantees Replacement Of AuX Tokens On Hacking Theft['United States']United States

Uber Goes 0 - 2 in Data Breach Notifications['United States']United States

PAL warns against  phishing site  luring public  to win plane tickets['Philippines']Philippines

Iranian cyber group  Pioneer Kitten  sold access to hacked networks['Iran'] Iran

DPRK hackers used unknown Internet Explorer bug in attack on security analysts['South Korea']South Korea

Salesforce Email Service Used for Phishing Campaign['United States']United States

Perrysburg Township computers hacked['United States']United States

HACKER ATTACKS IN THE METAVERSE, 7 POSSIBLE RISKS FOR USERS AND COMPANIES - CorriereQuotidiano . en['Italy'] Italy

Since the beginning of the Russian invasion, the SBU has neutralized more than 250 powerful cyber attacks['Ukraine'] Ukraine

Eulji University Hospital in Daejeon was also attacked by ransomware['South Korea']South Korea

Facebook: 500 thousand victims fell victim to a phishing scam['Russia'] Russia

Netflix: New phishing campaign targets subscribers' bank details['France'] France

The National Agency for Information Safety warns of a phishing campaign to obtain fake grants worth 200 dinars['Tunisia'] Tunisia

AVM customers affected: phishing e-mail attracts a new call['Germany']Germany

Camera apps for Android smartphones turned out to be spyware['Russia'] Russia

SAAB employee was investigated by Säpo for data breach['Sweden'] Sweden

ASCII.jp: Exposure type ransomware "Avaddon" Attacking Japan since June, Canon MJ publishes report['Japan'] Japan

Unicredit, Sanpaolo and BPM, customers under hacker attack['Italy'] Italy

Clients gave information; Banorte disclaims hacking['Mexico'] Mexico

The nation's computers were hacked, human lives may have been put in danger as a result The Um tried to hide it['Israel'] Israel

Hackers attacked Cayman Bank: explosive leak['Cayman Islands']Cayman Islands

Turkish hacker shock to Armenia! They made such a note that ...['Armenia'] Armenia

Xiaomi, Samsung, Google Pixel Smartphones Can Be Hacked Via Remote Access: Your Smartphone Can Be Hacked Without Touching, Threat To All Android Users['India'] India

Hackers hack the Bandung City Manpower Office site, the display is replaced by an image of a mouse in a suit['Indonesia']Indonesia

Mixed coin Yanggang … Upbit tied to hacking vs Bithumb growing public board['South Korea']South Korea

French hacked secret criminal network - no help for prosecutors from Basel['Switzerland', 'France']Switzerland, France

The hacker struck: The sports store's ad ran for hours on the K18 film!['Finland'] Finland

Lidl - Thermomix hacked and hidden microphone activated['Germany']Germany

After the lawsuit , Justice releases suspect of hacking authorities['Brazil'] Brazil

Sparkasse phishing: Beware of [first name, last name] - Urgent message!['Germany']Germany

Apple kills iPhone hack tools : Cybercrime : Internet and media : Lenta . en['Russia'] Russia

Rikemansklubben's membership register exposed to data breach['Sweden'] Sweden

Internet accounts hacked with anti-tank message • El Nuevo Diario['Nicaragua']Nicaragua

Mitchell van der K. hacked 30 . 000 private images of women['Netherlands']Netherlands

Passwords of people from the Trump administration were leaked in hacking attacks['United States']United States



Google Chrome OS was hacked ['Ukraine'] Ukraine

Criminal hackers empty accounts ['Germany']Germany

Hacked billboards ['Bangladesh']Bangladesh

Amazon Marketplace : Phishing scam ['Germany']Germany

Hacker shut down the theater ['Denmark']Denmark

['https://www.dailynews.co.th/crime/646812', 'http://www.thairath.co.th/content/1297079']4 hackers snatch SIM card numbers Selling game items online['Thailand']Thailand

['https://www.securitylab.ru/news/511283.php', 'https://tass.ru/proisshestviya/9228093']Hackers who sold passwords from YouTube channels were detained in Penza['Russia'] Russia

Peruvian hackers attack Minam and Police website['Peru'] Peru

Youth group hacks TVN website: This was the result['Chile'] Chile

Nearly 10 . 000 Vietnamese cyber attacks in 2017['Vietnam'] Vietnam

Malware 'Delilah' gathers personal information for blackmail -- also visits webcam['United States']United States

Tokushima town still reeling from ransomware attack at hospital | The Asahi Shimbun : Breaking News , Japan News and Analysis['Japan'] Japan

Consumer Suit Says Pipeline Lax Security Led To Hack['United States']United States

Hackers bring meat giant to its knees ['Brazil', 'United States', 'Australia', 'Canada']Brazil, United States, Australia, Canada

Huawei German Branch Website Used as Malware Platform['Germany']Germany

Hackers now train sights on educational institutions['Kenya'] Kenya

Calcium Products , Inc . Confirms Recent Data Breach | Console and Associates , P . C . ['United States']United States

Kyber Network offers bounty following $265K hack of decentralized exchange['China'] China

iTWire - Telstra chair refuses to criticise Optus over data breach['Australia']Australia

Data breach exposes Georgia voter registration information['United States']United States

Kaspersky warns of spyware - loaded VPN  SandStrike  campaign to attack Baháʼí community['Iran'] Iran

Voters cry data breach after calls , WhatsApp messages from campaigners['Malaysia']Malaysia

Online class hacked , porn clips uploaded in Goa['India'] India

SPF warns of phishing website posing as police site['Singapore']Singapore

Hackers disrupt Utah internet provider with attack , demand ransom['United States']United States

Okemah , FBI Investigating City Hall Hack , Ransom Demands['United States']United States

DNA Testing Service Vendor Reports Years - Long Consumer Data Breach['United States']United States

Instagram phishing scam uses seemingly legit account to get user passwords['United States']United States

Data breach : Mississippi , Questar reach agreement['United States']United States

Data breach suffered by online service used by SASS , SciSoc , St John College['United Kingdom']United Kingdom

Hong Kong cyber attack briefly disrupts key protester forum['Hong Kong']Hong Kong

['https://www.itpro.co.uk/security/cyber-attacks/369629/netherlands-prepare-survival-kits-hackers-critical-infrastructure', 'https://www.techcentral.ie/netherlands-urges-citizens-to-prepare-survival-kits-in-case-hackers-target-critical-infrastructure/']Netherlands promotes survival kits for  blackout  cyber attacks['Netherlands']Netherlands

Meetup site down after hacker sought to extort $300 from CEO['United Kingdom']United Kingdom

Assemblyman Evan Low campaign website hacked['United States']United States

Ministries lose Shs180b to hackers ['Uganda'] Uganda

St . Paul Says No Duty To Cover $2 . 4M Loss After Data Breach['United States']United States

G20 event invite decoy for new malware dropper['Australia']Australia

Daily Briefing : SingPost pays dividends this week ; Uber exposed for hiding data breach['Singapore']Singapore

Govt , opposition MPs not spared in country largest data breach['Malaysia']Malaysia

Rajasthan hacking : WhatsApp group with BJP MP , MLA as members hail killer Latest News['India'] India

Freeze your credit after the Equifax hack ? Get ready to face Healthcare . gov hurdles['United States']United States

Data breach at local property management firm leaves unknown number at risk['United States']United States

Son Of Russian Lawmaker Pleads Guilty For Role In $50 Million Hacking Fraud['Russia'] Russia

People Decide to # DeleteFacebook Following Data Breach['United States']United States

Russia launched hack attack on Skripal email years ago : united kingdom['United Kingdom']United Kingdom

Hackers targeting hospitals , medical devices['United States']United States

This cryptocurrency phishing attack uses new trick to drain wallets['Japan'] Japan

Investigation into data breach opened ['India'] India

iTWire - Windows servers still infected by DarkPulsar NSA exploit['Australia']Australia

British Airways Data Breach , Oman Visa , Google Pixel 3 , Death Diving['United Kingdom', 'Oman']United Kingdom, Oman

Westin Dragonara  exposed  by data hack['Malta'] Malta

GTA Online Hackers are Back After GTA 5 was Offered Free on Epic Games Store ; Plus Storefront Offers Partial Refunds Now ?['United States']United States

Hacked Off : Patients Sue Ransom - Paying Hospital Group['United States']United States

Exchange rate service customer details hacked via AWS – Naked Security['United States']United States

Hackers Actively Exploit 0 - Day in CCTV Camera Hardware['United States']United States



Namibia : EFT Phishing Fraud Skyrockets['Namibia'] Namibia

['http://medan.tribunnews.com/2018/11/27/situs-kpu-diserang-hacker-bssn-sebut-polanya-di-pilpres-as-ini-dampaknya-pada-perhitungan-suara', 'http://manado.tribunnews.com/2018/11/27/bssn-sebut-polanya-kayak-di-pilpres-as-situs-kpu-diserang-hacker-dampaknya-pada-perhitungan-suara']BSSN Calls the Pattern Like in the US Presidential Election, KPU Sites Attacked by Hackers, Impact on Vote Count['Indonesia']Indonesia

Weekly Bytes | Microsoft Teams phishing attack , Chrome abusive notification detection , and more['India'] India

Hacker Breached 540 , 000 Referees , League Officials , and School Representatives for Ransom and Won['United States']United States

Middle East phishing attack aims malware variants at political figures['Middle East']Middle East

New Malware Adrozek Is Attacking Google Chrome , Firefox , Other Browsers : Report['India'] India

Beaumont Health Latest Victim of Accellion Data Breach['United States']United States

Pro - China misinformation operation attempting to exploit US Covid divisions , report says['United States']United States

The Americans helped to eliminate the hacker attack on the website of the Ministry of Defense of Ukraine['Ukraine'] Ukraine

Google warns businesses against government-backed phishing['United States']United States

Phishing - scammers on rampage via Paypal['Germany']Germany

Almost 2 days later, the Government forms a commission that will analyze the hacking of Conti['United States']United States

Hack solved , Bitcoins worth 3 billion . $ secured in can['Germany']Germany

Racing in cyberspace: hackers break into the system in a few minutes['Russia'] Russia

Invima restores two points after hacking - News Technology - Technology['Colombia']Colombia

IT-Extreme-Financial Threats in 2021: Cryptocurrency Transit, Server-Side Web Hackers, and Blackmail Invasion['Hungary'] Hungary

Free Mobile: subscribers targeted by a new phishing surfing on the redesign of the online store['France'] France

They hack 21,000 Exchange servers and play the game of a journalist['France'] France

Shufersal is a phishing scam - voila! business['Israel'] Israel

Pyrénées - Orientales / Database hacked: you must change your passwords['France'] France

Politicians from San Luis Potosí have also been victims of the massive hacking of instant messaging at the national level['Mexico'] Mexico

Hacked by a hacker: KIWI apologized to residents of Odessa for spam with malicious links and Russian language['Ukraine'] Ukraine

Paribu Made a Statement Regarding the Alleged Hacking['Turkey'] Turkey

BladeHawk hackers spread Android backdoors under the guise of official applications['Russia'] Russia

Israel's latest data breach, a monumental oversight – isranews. com['Israel'] Israel

['https://fox5sandiego.com/2018/10/25/data-breach-may-have-exposed-personal-info-of-3000-socal-girl-scouts/', 'https://threatpost.com/girl-scouts-issues-data-breach-warning-to-2800-members/138640/', 'https://ktla.com/2018/10/25/personal-info-for-thousands-of-o-c-girl-scouts-may-have-been-exposed-in-data-breach/', 'https://www.infosecurity-magazine.com:443/news/girl-scouts-alerted-to-possible/', 'http://www.latimes.com/local/lanow/la-me-ln-girl-scouts-data-breach-20181025-story.html', 'https://abc30.com/society/girl-scouts-personal-information-affected-by-recent-data-breach/4561129/']Data breach may have exposed personal info of 3 , 000 SoCal Girl Scouts['United States']United States

Disclosure of hacking cases of state institution websites['Indonesia']Indonesia

Share of banking malware attacked in Armenia more than doubled - Kaspersky Lab['Armenia'] Armenia

Hackers Used the Image of the Romanian Post Office for Phishing Attacks['Romania']Romania

ESET : 48% of companies in the Volga Federal District were affected by malware['Russia'] Russia

Immune App pretends to block pc: # ransomware non-stop['Italy'] Italy

Hacking the French airline Dassault Falcon and encrypting data with ransomware['France'] France

Visma Group, which has withstood the attack of hackers, has become a global example in the IT market - Respublika. lt['Lithuania']Lithuania

19 Months Later Enthusiasts Hack Denuvo In Star Wars: Battlefront II['Russia'] Russia

Comments - New accusation against the head of TAD Group because of the hacker attack['Bulgaria'] Bulgaria

Hackers hacked the New Time website and posted a fake['Ukraine'] Ukraine

Ukrainian hackers arrested in Spain accused of stealing $1.24 billion['Spain'] Spain

They warn of massive hacks on Facebook with the uncle's story modality – El Eco['Argentina']Argentina

Biggest bitcoin hack ever happened ['Ukraine'] Ukraine

Hacking attempts/blocking targeting Jeju 2668 cases in the last 3 years['South Korea']South Korea

Authority employee made 23 unauthorized searches in the computer system - sentenced for data breach['Sweden'] Sweden

Russia again requests the extradition of Vinnik who confessed to hacking['Russia'] Russia

Banks receive the highest number of complaints in May after payment service hack['Mexico'] Mexico

WeChat's new scam: even voice can be cloned! Many people have been recruited...- voice, forwarding, account hacking, unnecessary, cheating, Trojan horse, privacy, unofficial, acquisition, stolen,- Social News - Dongfangwang['China'] China

Felt threatened - appeals data breach verdict['Sweden'] Sweden

The program of the Stavropol hacker helped gas station owners to deceive customers['Russia'] Russia

['http://www.darkreading.com/endpoint/whatsapp-mobile-phishings-newest-attack-target/a/d-id/1332652', 'https://www.themarker.com/technation/1.6449366']WhatsApp : Mobile Phishing Newest Attack Target['United States']United States

['http://maharashtratimes.indiatimes.com/india-news/indian-hackers-release-details-of-1-7-million-snapchat-users/articleshow/58236507.cms', 'http://www.newstracklive.com/news/Indian-hackers-have-strongest-revert-to-snapchat-1133390-1.html', 'http://www.vishwagujarat.com/india/snapchat-users-beware-indian-hackers-leak-data-1-7-million-app-users/', 'https://www.forbes.com/sites/leemathews/2017/04/19/hack-of-1-7m-snapchat-accounts-didnt-actually-happen/', 'http://hindi.economictimes.indiatimes.com/tech/computer-mobile/indian-hackers-release-details-of-1-7-million-snapchat-users/articleshow/58233132.cms', 'http://www.newsweek.com/hackers-target-snapchat-ceo-india-poor-country-585584', 'http://aajtak.intoday.in/story/indian-hackers-snapchat-ceo-1-924120.html', 'http://www.bgr.in/news/indian-hacker-group-leaks-data-of-1-7-million-snapchat-users-after-ceos-poor-country-comments-report/', 'http://trak.in/tags/business/2017/04/17/snapchat-ceo-angry-poor-india-remark/', 'http://malaysiandigest.com/world/670271-indian-hIndian hacker group leaks data of 1 . 7 million Snapchat users after CEO  poor country  comments : Report['India'] India

Morocco is the third country attacked by the “Malware” virus – Day 24['Morocco']Morocco

Merry Christmas or how ransomware encrypted the data of companies from Prague before the accounting deadline['Czech Republic']Czech Republic

More than 7,000 malware were found on IoT devices in 2017['Brazil'] Brazil

They transferred the hacker accused of the attack to a local media outlet. WITHOUT CLAMP['Argentina']Argentina

Dating Service Suffers Data Breach - Infosecurity Magazine['United Kingdom']United Kingdom

Ontario coronavirus vaccine booking centre employee charged in recent data breach : OPP['Canada'] Canada

News of Note for the Internet - Minded ( 5 / 27 / 22 ) – Ransomware Attacks , Crypto Crashes and Genetic NFTs | Pillsbury - Internet & Social Media Law Blog['United States']United States



Herff Jones data breach triggers lawsuits from graduation - gear customers - Indianapolis Business Journal['United States']United States

Record number of  never - before - seen  malware variants discovered['United Arab Emirates']United Arab Emirates

Franciscan billing employees to recoup overpayment after Kronos ransomware attack targeting payroll['United States']United States

Raspberry Robin Malware Connected to Russian Evil Corp Gang['Russia'] Russia

The Sun records £51m loss as publisher fights costly phone - hacking cases['United Kingdom']United Kingdom

Most Governments Were Hacked in the Past Year , Reports Reveal['United States']United States

Alleging security failures caused data breach , patients sue Montana Logan Health['United States']United States

Danish health portal issues warning over phishing scam['Denmark']Denmark

Belton PD computer systems target of malware attack['United States']United States

Mysterious safety - tampering malware infects a second critical infrastructure site['United States']United States

Personal data leaked in St . Michael ransomware attack | Bainbridge Island Review['United States']United States

Banking on the internet ? Beware of Asacub Malware['India'] India

Air India knew of compromised passenger list from cyber attack only by March - April['India'] India

Hackers Maze release four files of alleged Chubb data['United States']United States

Sammamish cancels all city credit cards as FBI investigates ransomware attack['United States']United States

Users of older Microsoft Windows systems warned of hacking risk['Australia']Australia

Broadcasters address DRM , CAS hacking , fingerprinting concerns in TRAI draft addressable system regulations['India'] India

Malware Found on Payment System Used by On The Border Restaurants['United States']United States

Amnesty : hackers spent months building personas used to phish Qatari labor activists / Boing Boing['Qatar'] Qatar

Lazarus hacking group likely behind Ratankba ransomware attacks['North Korea']North Korea

Columbia says it was hacked for 2 years in lawsuit against ex['Colombia']Colombia

Spyware : mobile agents compromise user privacy including out['United Kingdom']United Kingdom

5 things to know on Wed ., April 5 , 2017 : Mulroney talks NAFTA , Syria chemical attack , Yahoo hacker in court['Syria', 'Canada']Syria, Canada

Cleveland area restaurant company hit with data breach ; warning issued to Pier W patrons['United States']United States

Triad Man Sentenced For Hack Targeting CIA['United States']United States

AutoIt Scripting Used By Overlay Malware to Bypass AV Detection['United States']United States

Hackers may have accessed 10 months of guest data at B . C . Best Western['Canada'] Canada

Trump Cover Story Crumbles As Prosecutors Look To Charge Russian Officials For DNC Hack['United States']United States

Evil  software that allowed hackers to watch you through webcam discovered in Bristol['United Kingdom']United Kingdom

Air New Zealand warns customers about anniversary phishing scam['New Zealand']New Zealand

First Public Demo of Data Breach via IoT Hack Comes ...['United States']United States

Firm denies wrongdoing over alleged data breach at INM['Ireland'] Ireland

Canada - Based Restaurant Chain Hit with Malware Attack['Canada'] Canada

Infamous Belarusian Hacker  Ar3s  behind Massive Andromeda Botnet Released['Belarus'] Belarus

Your state tax info was hacked . Now SC has stopped paying for your protection['United States']United States

Hackers post Elexon executive passports on dark web['United Kingdom']United Kingdom

Railway Police bust illegal e - ticket racket ; arrest touts , hackers and recover tickets worth Rs 6 . 36 lakh['India'] India

Bundestag Hack Redux : More Smoke Than Mirrors['Germany']Germany

Hackers begin publishing stolen MSU documents['United States']United States

SolarWinds RMM Tool Has Open Zero - Day Exploit : Huntress Labs['United States']United States

Zero - day credential phishing attack aimed at C - suite execs impersonates U . S . Supreme Court['United States']United States

Hacker made $1 . 5M by selling backdoor access of 135 top firms | Technology News – India TV['India'] India

Ransomware Reportedly Hits Ventilator Maker['United States']United States

As Hacks Hit A Nerve , Admin . Pushed Reporting Of Breaches['United States']United States

MosaicRegressor APT campaign using rare malware variant['United Kingdom']United Kingdom

Fraudsters exploit employee social networks['South Africa']South Africa

AT & T Phishing Scam Hits Region ['United States']United States

Italian hacking of US 2020 election revelations began with DNI Ratcliffe CBS Herridge stated Dec 3 2020['United States']United States

Company That Listed  Camp Auschwitz  Shirts Has User Records Leaked by Prolific Hacker Group['Australia']Australia

FBI says Chinese authorities are hacking US - based Uyghurs – TechCrunch['United States']United States

SolarWinds Profit Forecast Trails Estimates After Hack['United States']United States

Company blocked by the United States government: it was buying malware to spy on smartphones['United States']United States

Unknown hackers carry out aimless attacks on Western countries['Western countries']Western countries

Bumblebee - Malware opens new backdoor to PCs worldwide for attackers['Germany']Germany

Ukrainian hacker attacked Shkulev's network of portals['Ukraine', 'Russia']Ukraine, Russia



Financial Supervisory Service, card company information leakage, hacking payment investigation results coming soon['South Korea']South Korea

CISA added 15 vulnerabilities to the list of vulnerabilities exploited by hackers['Russia'] Russia

Android vulnerability fixed in January exploited by hackers['Russia'] Russia

Homepage hacking accident KT, final victory in lawsuit against penalty surcharge['South Korea']South Korea

LEGO DADDY cyber hack - 1 details revealed. 2 million customers -['Israel'] Israel

Grief Ransomware Gang Claims 41 New Victims['United Kingdom']United Kingdom

['https://www.nbcdfw.com/news/local/ransomware-attack-at-dallas-central-appraisal-district-enters-third-week/3133229/', 'https://www.govtech.com/security/ransomware-knocks-out-dallas-appraisal-district-website']Dallas Central Appraisal District Ransomware Attack Continues – NBC 5 Dallas - Fort Worth['United States']United States

Cinematic chaos caused by hacking... Oil hoarding war in the southeast of the US - The Kukmin Daily['United States']United States

Israel and MS were also robbed by Chinese and Indian hackers.['Israel'] Israel

Hacking museums in Haarlem from the couch, brains and bags of chi ...['Netherlands']Netherlands

Bitcoin Cash: Hacker attack and dispute unsettles investors['China'] China

Newsspim - [ Hacking alert ] Massive distribution of malware impersonating government agencies, hotels, and telecommunications companies['South Korea']South Korea

Bank account hack: To keep bank account safe, SBI told what to do and what not['India'] India

ahmednagar news News : City co-operative bank account hack - city co-operative bank account hack['India'] India

In Bishkek, they find out who hacked the website of the traffic police and deprived Atambaev of his driver's license['Kyrgyzstan']Kyrgyzstan

Two websites were hacked to take revenge on the previous company['India'] India

Hackers tried to turn off the lights at the Olympic during the Champions League final['Brazil'] Brazil

Smartphones are being hacked in record numbers - bank information at risk['Finland'] Finland

Ikea's subsidiary back in business after cyber attack['Sweden'] Sweden

Hacking the university's website and offering love!['Bangladesh']Bangladesh

They denounce hacking to more than 14 thousand credit cards['Chile'] Chile

Authority pages are hacked - lures to sex-dates - scam['Sweden'] Sweden

Alert , Juice Jacking Hacks Recharged Cellphones['Indonesia']Indonesia

US suspects Russian hackers in incident with warships['United States']United States

He trained his students to direct biological missiles.. 8 years imprisonment for an ISIS hacker in Britain['Britain'] Britain

EyN : A hack to a courier company diverted seven Chilean diplomatic bags , one of them containing 12 . 675 km away['Chile'] Chile

Beware ! Phishing attacks in the name of non - payment of Bescom bills['India'] India

Filters Fast LLC to Pay Settlement to NY for Data Breach['United States']United States

REVEALED : How hackers tried to change Osun guber election result['Nigeria'] Nigeria

Vital Info Hacked over Last 30 Days : Pol | The Forum Newsgroup['Poland'] Poland

Cyber attack in Port of Antwerpen terminal brings fruit import to a virtual standstill['Belgium'] Belgium

WARNING : 2K hacked , malicious email sent to users['United States']United States

Taxpayer Union society wrongly listed as  dissolved  after alleged hack['New Zealand']New Zealand

BlueForce , Inc . Data Breach Exposes Customer Social Security Numbers | Console and Associates , P . C . ['United States']United States

How the Colonial pipeline hack galvanized a nation at risk['United States']United States

Windows Mark of the Web Zero - Days Remain Patchless , Under Exploit['United States']United States

48forty Solutions , LLC Announces Data Breach | Console and Associates , P . C . ['United States']United States

Junior lawyers and PAs targeted in mass phishing scam['United Kingdom']United Kingdom

Meet the young South African looking into the Cajee bro Africrypt hack['South Africa']South Africa

Animal Crossing : New Horizon Nook Miles Ticket Economy Crashes as Yet Another Exploit Surfaces['United States']United States

Australian cyber spies thwart suspected Chinese hack targeting small businesses['Australia']Australia

Bulgaria tax agency chief vows to stay on after data breach , sacks IT heads['Bulgaria'] Bulgaria

Hack to elcordillerano. com . ar ['Argentina']Argentina

Farmington recovering after SamSam ransomware attack['United States']United States

Hullinger Shares Details of Alphabroder Cyber Attack['United States']United States

Australia releases advice to counter  foreign interference  after university cyber attacks - CSO | The Resource for Data Security Executives['Australia']Australia

New data breach may have impacted millions of Americans['United States']United States

Exploit that caused iPhones to repeatedly dial 911 reveals grave cybersecurity threat , say experts['United States']United States

TN Comptroller web site hacked ['United States']United States

Stopping a 3rd party IT supplier data breach taking down a government['United Kingdom']United Kingdom

Pa . Department of Revenue issues warning on new phishing email attack['United States']United States

Bilawal House media cell website defaced by Indians hackers : Pakistani Media['Pakistan']Pakistan

Malicious  zombie  cyber attacks disrupt US internet['United States']United States

Some IHG Rewards Accounts Hacked , Points Stolen['United States']United States

160K affected by Med Center data breach['United States']United States



Seriou data breach at borough council referred to the regulator['United Kingdom']United Kingdom

Hashtag Trending - IBM discusses Phoenix problems ; Boeing hit by ransomware ; Microsoft shakes things up['United States']United States

Data breach at SF Institute on Aging may affect 3 , 900 patients , workers['United States']United States

After Ransomware Attack , Texas County Sheriff Says it Has No Records of Incident['United States']United States

Schoolboy Hacked Mock Florida Election Site In 10 Minutes['United States']United States

Northern Regional College in  data breach  row over confidential survey['United Kingdom']United Kingdom

Nadine Dorries website hacked by prankster claiming Boris Johnson will use solar - powered drones to secure Irish border just hours after Tory app data breach['United Kingdom', 'Ireland']United Kingdom, Ireland

Toll services to remain offline all week after second hack['Australia']Australia

Brazilian Financial Malware Spreads Beyond National Boundaries['Brazil'] Brazil

Hackers have earned $1 . 7 million so far from trading data stolen from US gov payment portals['United States']United States

Council computer hacked ['United Kingdom']United Kingdom

Data Breach Cybersecurity Threats ['United States']United States

OC , SI hacked in Habiganj ['Bangladesh']Bangladesh

Identity Theft Resource Center® 2020 Annual Data Breach Report Reveals 19 Percent Decrease in Breaches['United States']United States

['https://www.pr-inside.com/german-law-enforcement-officials-receive-2017-m3aa-r4639740.htm', 'http://inpublic.globenewswire.com/2017/10/05/Deutsche+Strafverfolger+erhalten+im+Jahr+2017+den+M3AAWG+J+D+Falk+Award+f%C3%BCr+die+weltweite+Abschaltung+der+Avalanche+Malware+HUG2139763.html', 'http://www.tmcnet.com/usubmit/2017/10/04/8624180.htm', 'http://inpublic.globenewswire.com/2017/10/04/German+Law+Enforcement+Officials+Receive+2017+M3AAWG+J+D+Falk+Award+for+Initiating+Global+Takedown+of+Avalanche+Malware+HUG2139279.html', 'http://inpublic.globenewswire.com/2017/10/04/Les+responsables+allemands+de+l+application+de+la+loi+re%C3%A7oivent+le+Prix+M3AAWG+J+D+Falk+2017+pour+le+d%C3%A9mant%C3%A8lement+de+la+plateforme+mondiale+de+logiciels+malveillants+Avalanche+HUG2139563.html', 'http://www.zonebourse.com/actualite-bourse/Les-responsables-allemands-de-l-application-de-la-loi-recoivent-le-Prix-M3AAWG-J-D-Falk-2017-pour-l--25226798/']German Law Enforcement Officials Receive 2017 M3AAWG J . D . Falk Award for Initiating Global Takedown of Avalanche Malware 2017['Germany']Germany

Data breach potentially exposes EVMS employee bank accounts['United States']United States

More Malware Found Preinstalled on Government ...['United States']United States

Data breach involving medical records feared | The Daily Gazette['United States']United States

Loonie FB accounts retrieved from hackers | Inquirer Entertainment['Philippines']Philippines

Hacker behind 2012 attacks on LinkedIn and Dropbox was in regular contact with alleged SEC hacker , according to DOJ filing['United Kingdom']United Kingdom

Aviation Database Struck By Unknown Ransomware Gang['China'] China

Rhythmic Robot Hacked ['United Kingdom']United Kingdom

Pokemon Brilliant Diamond and Shining Pearl duplication exploit uncovered['United States']United States

Expert : Armenia listed among countries using spyware against people for first time['Armenia'] Armenia

We are being hacked : PNP seeks P300M budget to counter cybercrime['Philippines']Philippines

Ransomware attack derails UVM Epic implementation timeline['United States']United States

Indian news agency hit by massive ransomware attack servers were down for hours but no payment was made['India'] India

UPDATE : Second man in SMS phishing scheme charged in Sydney['Australia']Australia

AG Curtis Hill Settles With Sabre Inc . After Data Breach That Impacted 1 . 3M Credit Cards – WBIW['United States']United States

Popular Chrome and Edge browser extensions hid sneaky spyware['United States']United States

WATCH NOW : Platte County warns of potential phishing scam coming from courthouse['United States']United States

SA in the spotlight as top malware target['South Africa']South Africa

Deloitte helps RMIT over hack , KPMG wins $26m in Defence contracts['Australia']Australia

Kent County Council computers targeted by  million of Chinese and Russian hackers['United Kingdom']United Kingdom

Alert ! They hacked the site of the City of Mendoza['Argentina']Argentina

Real estate scams continue... Internet hacking methods are increasingly sophisticated['South Korea']South Korea

Conti ransomware releases data stolen from hydraulic giant Parker Hannifin['United States']United States

Hacker attack on CGM: pharmacies are in trouble['Germany']Germany

Paiva's explanation after hacking FF. AA: I don't have any further background, but there was a failure['Chile'] Chile

ANC hacks MultiChoice over removal of Russian channel['South Africa']South Africa

Security & Threats: Thousands of hacked iTunes accounts are for sale on a Chinese site – IT Mag['China'] China

Attacks targeting AhnLab coin wallet … hacking warning light['South Korea']South Korea

Excel is being the gateway for millions of cyber attacks in Mexico['Mexico'] Mexico

They leaked thousands of data from OSDE customers and employees after a hack: there would be politicians and celebrities['Argentina']Argentina

[Exclusive] North Korean Hacker Habit DB... When hacking, pick it up['North Korea']North Korea

Tech: There is an error threatening half the world, the hackers have already launched an attack['Hungary'] Hungary

Even with KF-21, nuclear power plant hacking... Domestic institutional security personnel? vaccine ? be not interested in['South Korea']South Korea

Execution of withdrawal book for making billions in criminal proceeds through meeting conditions and body cam phishing['South Korea']South Korea

['https://www.news-journalonline.com/news/20181129/fbi-arrests-student-employee-for-hacking-erau-computers', 'https://www.news-journalonline.com/news/20181129/fbi-investigation-leads-to-arrests-of-erau-student-employee-for-hacking-computers', 'http://www.govtech.com/security/FBI-Arrests-Student-Employee-in-University-Hacking-Case.html']FBI investigation leads to arrests of ERAU student , employee for hacking computers - News - Daytona Beach News - Journal Online['United States']United States

Android malware FluBot storms top ten ['Austria'] Austria

Hackers attack German fintech Raisin DS['Germany']Germany

Luxtrust targeted by a phishing campaign['Luxembourg']Luxembourg

The hacking of an Asturian company leaves key organizations throughout the country without service['Spain'] Spain

Hackers opposed to the government are suspected of having obtained the passport data of the entire population of Belarus and police data - Foreign countries['Belarus'] Belarus

Hacker attack on the city of Hanover disguised as an application['Germany']Germany



South Kalimantan Police Public Relations Facebook Account Hacked, Police Pursue the Perpetrators['Indonesia']Indonesia

Atal Depari: PWI Regrets Site Hacking Uses Hackers to Break Media Websites['Indonesia']Indonesia

Hackers comply with threat and release card numbers but BCR denies attacks['Romania']Romania

Deceptikons hackers for hire attack law firms in Europe['Europe'] Europe

The malware spread through children's apps['Finland'] Finland

Spyware operation: 5 detainees ['Turkey'] Turkey

Warning Dangerous Malware Hidden Shadows Email End of Year Gifts : So Sophisticated That Anyone Can Be Fooled['Vietnam'] Vietnam

Now it hit hard - a bill of nearly 70 million to a giant company from the malware['Finland'] Finland

Kaspersky : Alert Two Malware Mods on Android - Business Technology . com['Indonesia']Indonesia

It's like an army knife! Unidentified multi-purpose spyware discovered after 5 years｜WIRED.jp['Japan'] Japan

GitHub , Bitbucket and GitLab victims of hacker attack['Serbia'] Serbia

Bangalore News Today Live Updates: Bangalore Weather Forecast, Bangalore Latest News Updates - Bangalore News Today Live Updates: Cybercriminal hacked government site and looted more than 1 crore['India'] India

Unpleasant discovery. Clients accused employees of the State Bank of hacking their accounts at the State Services | Saint Petersburg['Russia'] Russia

The deceased banking botnet came to life and became a distributor of third-party malware['Russia'] Russia

Asahi hacked Japan's virtual currency exchange last year, presumed to be Russian, not North Korean - Chosun.com['Japan'] Japan

Cryptocurrency exchanges, troubled by phishing and transaction agency part-time scams['South Korea']South Korea

['http://vlasti.net/news/333128', 'https://gordonua.com/news/politics/posle-publikacii-kazhdyh-reytingov-my-poluchaem-pisma-s-ugrozami-sayt-kmis-vosstanovil-rabotu-posle-hakerskoy-ataki-1577868.html', 'https://gordonua.com/news/politics/s-sajta-kmis-propali-vse-materialy-v-nedavno-opublikovannom-rejtinge-sluga-naroda-vpervye-poterjala-pervoe-mesto-v-rejtinge-partij-1577758.html', 'https://nikvesti.com/news/politics/232417']After the publication of each rating, we receive threatening letters. KIIS website restored after a hacker attack['Ukraine'] Ukraine

Police arrested blackmailer of Eastsoft Alttools hacking['Eastsoft Alttools']Eastsoft Alttools

Unemployed hacker hacked government websites for cryptocurrency['Russia'] Russia

Beware of scams: an expensive order trap is offered with Textar, malware can be added to the store - Mikrobitti['Finland'] Finland

Hackers brought down the work of well-known media and Twitter Russian newspaper['Russia'] Russia

The Big Hack: Supermicro Server Ethernet Ports Are Leaking['France'] France

Student to stand trial in hacking case ['Russia'] Russia

RI Ombudsman Site Turns Hacked Without Message['Indonesia']Indonesia

Anonymous hacked isid sites ['Turkey'] Turkey

Live hacking in Munich at the IHK ['Germany']Germany

DeltaCredit detected phishing attacks on behalf of government agencies['Russia'] Russia

U.S. Yongbo Company Equifax hacker attack exposes Yongbo... Shares plummet 13%['United States']United States

First-class secret plan 5027 hacked, Han Min-goo said it wasn't serious['South Korea']South Korea

Cordovan accounting firm, victim of a hack['Spain'] Spain

V exempted from fines taxpayers who did not submit invoices due to a cyber attack['Ukraine'] Ukraine

Slog AM : Shooter Kills 8 People in Atlanta , Seattle Drawbridges Need Help , Homecoming Hackers Arrested['United States']United States

Data breach hits retailer S & R ['Philippines']Philippines

SeaFlower Hackers Steal Crypto With Secret Backdoors In Your Android And iOS Wallets['United States']United States

HopeHealth announces third - party data breach['United States']United States

Vista Bank Reports Data Breach Affecting Social Security Numbers | Console and Associates , P . C . ['United States']United States

SEC charges 18 in scheme to manipulate stocks using hacked brokerage accounts['United States']United States

Colorado Springs Utilities customers instructed to stay alert after data breach['United States']United States

Iran - Linked Hackers Expand Arsenal With New Android Backdoor['Iran'] Iran

Mativ Holdings , Inc . Confirms Recent Data breach Affected Employee Information | Console and Associates , P . C . ['United States']United States

['https://www.infosecurity-magazine.com:443/news/cobalt-group-uses-new-version-of/', 'https://threatpost.com/cobalt-threadkit-malware/139800/']Cobalt Group Pushes Revamped ThreadKit Malware['United Kingdom']United Kingdom

ICE Contractor Trust Stamp Exposed Dozens in  Demo App  Data Breach['United States']United States

Cyber attacks  crippled Scots NHS system with patient records stored on pieces of paper['United Kingdom']United Kingdom

Personalized phishing assaults target government agency , embassy officials of several nations['United States']United States

Daily Mirror - Investigation confirms hacking['Sri Lanka']Sri Lanka

Greek transparency agency removes migration report over data breach['Greece'] Greece

Stein : Scammers already phishing for NC resident federal checks['United States']United States

San Francisco data breach could affect 74 , 000 participants['United States']United States

New Malware Makes Air - Gapped Data Center Networks Less Bulletproof['United States']United States

Hacker Gang takes down Microsoft and Sony Gaming Networks . But why ?['Uganda'] Uganda

Phishing : Watch out for this new version of trojan malware that spreads through malicious Word documents['Japan'] Japan

See the raid where the 33 - year - old woman accused of hacking Capital One was apprehended by camouflaged , armed FBI agents['United States']United States

Phishing scams cost Calgarians over $1 . 2 M since beginning of year['Canada'] Canada

Visa warns credit cards at risk of gaspump hacks – Florida Courier['United States']United States

China is trolling and hacking Uighur exiles across the world['China'] China



Russian Interference Went Far Beyond DNC Hack , Senate Panel Hears['United States']United States

Hearing Wednesday : EFF Argues Against Massive Government Hacking in  Playpen  Case['United States']United States

Hackers Gain Access to Vol Magic Wash Customer Payment Information['United States']United States

Deep Root Analytics sued after data breach['United States']United States

Secret deal behind Russian email hacking['United States']United States

CoinDash ICO Hacker Returns 10 , 000 Ether following Investigation Rumors['United States']United States

SEC data breach reveals fear and loathing in the mainframe['United States']United States

PH probing North Korean  hacking  ahead of Asean summit['Philippines']Philippines

Top real estate company admits to being unwitting source of country largest personal data breach['South Africa']South Africa

Sonic data breach hits close to home ['United States']United States

Breakfast Briefing : Hammond Unveils Budget , Uber Hacked and Mladic Jailed['United Kingdom']United Kingdom

FBI , DHS Warn of Hacker Mercenaries Funded by Nation['United States']United States

Millions caught in virtual keyboard app data breach['United Kingdom']United Kingdom

Malware attack on GWI … Board wants to do its own investigation['Guyana'] Guyana

Guaranteed Rate a target of phishing - Finance News['United States']United States

FIR in Aadhaar data breach not against journalist , says Minister['India'] India

U . S . Seeks Long Jail Term For Yahoo Hacker , Sending  Message Of Deterrence  To FSB['United States']United States

Scammers phishing Lowell State Police post phone number['United States']United States

['https://slobodnadalmacija.hr/vijesti/hrvatska/mup-istrazuje-tko-je-prekinuo-online-nastavu-hakeri-bi-mogli-zavrsiti-iza-resetaka-ministarica-divjak-to-su-pojedinci-s-devijantnim-ponasanjem-1009399', 'https://sn.dk/Halsnaes-Avis/Elevernes-online-undervisning-udsat-for-hackerangreb/artikel/925778', 'https://www.index.hr/vijesti/clanak/hakeri-napali-carnet-otezana-online-nastava/2165529.aspx', 'https://net.hr/danas/hrvatska/hakeri-napali-sustav-za-online-nastavu-otezan-pristup-ucenicima-mup-se-ukljucuje-u-istragu/', 'http://www.novilist.hr/Vijesti/Hrvatska/Cim-je-danas-krenula-online-nastava-hakeri-napali-CARNET.-Divjak-razocarana-To-su-idioti', 'https://www.poslovni.hr/hrvatska/carnet-pod-napadom-hakera-otezana-online-nastava-4219122', 'https://www.danas.rs/svet/problem-sa-onlajn-nastavom-u-hrvatskoj-zbog-hakerskih-napada/', 'https://www.jutarnji.hr/vijesti/hrvatska/video-veliki-problem-vec-prvog-dana-online-nastava-u-hrvatskoj-pod-hakerskim-napadom-divjak-to-je-idiotsko-ponasanje/10096822/', 'https://sn.dk/HSlobodna Dalmacija - Online classes in Croatia under hacker attack! The attack was reported to the Ministry of Internal Affairs, experts are doing everything to eliminate the difficulties as soon as possible['Croatia'] Croatia

  Nearly all companies have faced mobile cyber attacks , but dont know it  ['India'] India

Nigerian Citizen Facing Charges over Phishing Attacks against U . S Higher Educational Institutions['United States']United States

Faxploit : How Hackers Turned Old - School Printers into Getaway Cars['United States']United States

Wielding EternalBlue , Hackers Hit Major US Business['United States']United States

Marriott sets up call centres to answer questions on data breach['United States']United States

The Amazon Prime phishing attack that wasnt … – Naked Security['Brazil'] Brazil

South Dakotans Included in Massive Las Vegas Hotel Data Breach['United States']United States

U . S . pharma giant suffers data breach , exposes private data of drug users['United States']United States

Investigation finds travel agent  design jam  the cause of big Flight Centre data breach – Travel Weekly['Australia']Australia

Sudbury hacking case still before the courts['Canada'] Canada

Eskenazi Health says patient , employee info taken in data breach['United States']United States

Zug: 15-year-old student hacks software for Matura exams['Switzerland']Switzerland

North Korea, No. 1 in the world in financial hacking... 14th in overall cyber capabilities['North Korea']North Korea

Kaspersky identifies OT threats in 2022 | Spyware on the rise and problematic building automation['Italy'] Italy

Check Point: In January, the average Czech organization faced 800 cyber attacks per week['Czech Republic']Czech Republic

Thousands of won in my account that I don't even know... A new type of phishing targeting non-face-to-face['South Korea']South Korea

A criminal case was initiated due to the hacking of the e-mail of employees of the Dairy World enterprise['Belarus'] Belarus

How the Shlayer malware bypassed Mac protections for 2 months['France'] France

Sada El Balad: Change the password .. Google reveals that billions of passwords have been hacked .. Here is the solution['Egypt'] Egypt

How the victims of the medical data leak organize themselves - Hacking the medical data of thousands of Bretons['France'] France

Hackers on the dark web are offering data from a Czech company that makes systems for defense and the Castle['Czech Republic']Czech Republic

How the Red Army hacked the "Mannerheim Line"['Finland'] Finland

BTC - e : Russian national sentenced to prison in France , but released for Locky ransomware['France'] France

Close Sparkasse branches: BSI warns of sophisticated phishing mails['Germany']Germany

Self-clicking malware in the Google store['Finland'] Finland

Wave of Omnibus Law Rejection Impacts Building Sales, Hacking of DPR Sites to #Jokowi Escape['Indonesia']Indonesia

Moravian-Silesian news - Home - the United States hacked into the Russian energy network, Trump denies it, but...['Russia'] Russia

LOACI concealed a serious hacking in Montreal['Canada'] Canada

Police chief convicted of data breach and drug offences['Sweden'] Sweden

North Kayong website hacked, Syabansyah: No data stolen['Indonesia']Indonesia

Ransomware started using DDoS attacks using Memcached['Russia'] Russia

After router hack: High bill does not have to be paid['Germany']Germany

Broadcast: The cyber attack on e-health was part of a wider attack / Day['Latvia'] Latvia

Dominio Noticias Detect accounts used in bank hacking['Mexico'] Mexico

Search Engine Optimization Complete [ Episode - 15 ] :: Content Hacked [ Advanced SEO ] | Techtunes['Bangladesh']Bangladesh

INE accepts that it did not have a company against hacking; attack on PREP was neutralized on the night of July 1: Jorge Torres['Mexico'] Mexico



['https://www.verkkouutiset.fi/a/menetykset-jopa-satojatuhansia-euroja-phishing-ruuhkauttaa-pankkineuvontaa/', 'https://www.netzwelt.de/news/207568-polizei-warnt-phishing-kampagne-betrueger-stehlen-ueber-10000-euro.html']Losses of up to hundreds of thousands of euros - phishing congests banking advice['European Union']European Union

['http://www.newswest9.com/story/38504451/city-of-midland-billing-data-breach-to-have-potentially-affected-customers', 'https://www.yourbasin.com/news/city-of-midland-notifies-residents-of-potential-software-data-breach/1263206107']City of Midland billing data breach to have potentially affected - KWES NewsWest 9 / Midland , Odessa , Big Spring , TX : newswest9 . com['United States']United States

Money withdrawn from the Indonesian after ATM Card Hack | Fraud by hacking ATM card['Indonesia']Indonesia

Red Chilly hacking software creates trouble in Tatkal booking of IRCTC['India'] India

Hackers withdraw rupees from a Union Minister account['India'] India

Hackers stole the "memories" of 21 million users['Russia'] Russia

Large-scale cyberwar in Azerbaijan: social media hacking and identity theft have become commonplace for dissidents['Azerbaijan']Azerbaijan

Websites of state institutions increasingly targeted by hackers — News. hr['Croatia'] Croatia

After the hacker attack: Maersk is now using old fax machines['Denmark']Denmark

Malware "Irongate" Targeting Industrial Systems -- FireEye['United States']United States

QU hacked Telegram and Signal? No . It just hacked all operating systems['Ukraine'] Ukraine

Municipal employee convicted of data breach on 70 occasions['Sweden'] Sweden

Facebook and Twitter go to US Congress over Russian hacking['United States']United States

Kast announces investigation into hacking of Evópoli website['Chile'] Chile

Hacking and blackmail: When Mbeubeuss becomes the eldorado of hackers in Senegal['Senegal'] Senegal

Google slams the door on dozens of hack - for - hire groups['United Kingdom']United Kingdom

French MVNO left crippled by ransomware attack['France'] France

Kaseya Hacked via Authentication Bypass['United States']United States

IEBC servers were hacked 5 - months before the General Elections : DCI forensics analysis shows['Kenya'] Kenya

Moncler says key data on customers safe despite hacking incident['United States']United States

Cancer Testing , Diagnostics Lab Suffers Phishing Attack , 244K Impacted['United States']United States

Russian state hackers target Dutch routers : Volkskrant['Netherlands']Netherlands

Constella Intelligence Launches Phishing and Botnet Protection With Real - Time Breach Alerting['United States']United States

Newry police issue WhatsApp  phishing message  warning | Newry Times | Latest Newry News , Newry Sport and Newry Business for Newry City['United Kingdom', 'Ireland']United Kingdom, Ireland

Singapore police warn investors against FTX phishing scams : Report['Singapore']Singapore

800 Services Of Greece Gov . gr Taken Down By Hackers['Greece'] Greece

Steam phishing attacks offer free movies['United States']United States

TODAY headlines : Russia tests new missile , Under Armour app hacked['United States']United States

['https://www.knoxnews.com/story/news/2020/07/02/ransomware-attackers-pressure-knoxville-posting-city-data-online/5363018002/', 'https://www.knoxnews.com/story/news/local/2020/07/09/ransomware-hackers-demanded-390-000-release-knoxville-data/5405931002/']Ransomware attackers pressure Knoxville by posting city data online['United States']United States

CDs  containing malware  delivered to resident homes['United Kingdom']United Kingdom

Dangerous malware discovered that could bring down the power grid['United States']United States

Attackers Used Red - Team , Pen - Testing Tools to Hack ... ['United States']United States

Kansas labor officials warn of phishing scam['United States']United States

Ouachita library mitigates malware attack ; no data was lost['United States']United States

IT Pro News in Review : JBS Foods hacked , BT tests new fibre optic cable and Zoom massive growth['Brazil', 'United States']Brazil, United States

FBI arrests second Apophis Squad hacker in the US['United States']United States

Forum thread : NRG hacking ['United States']United States

LETTERS : Disloyal Jews , hacked aircraft , puppets with guns['United States']United States

KZ - CERT uncovers spoof Kazakhstan Alfa Bank website , warns of phishing scams in kz . domain['Kazakhstan']Kazakhstan

Checkers locations in Osceola involved in data breach['United States']United States

Las Vegas Captures Ransomware Crown['United States']United States

Trojan Malware Utilizes Android Smart ['United States']United States

JPMorgan Hack : One More Pleads Guilty For Operating Bitcoin Exchange['United States']United States

DCSO issues data breach investigation update['Germany']Germany

Data Breach Being Investigated « CBS Connecticut['United States']United States

Andy Tarnoff Blogs : Donovan ExecPC email hacked by Russian fax machine['Russia'] Russia

Over 3 , 000 Mobile Devices Beat FBI Hackers In 2017['China'] China

News Of The World Closed Six Years Ago Amid Phone Hacking Scandal['United Kingdom']United Kingdom

Hacking of school district Twitter account is cautionary tale['United States']United States

Another Day Another Hack ['United States']United States

Police Arrest Engineer For Hacking Indian Identity Platform['India'] India

WhatsApp Supermarket Phishing Scam ['United States']United States

Blockchain Data Links Tether  Attack  to 2015 Exchange Hack['United States']United States

New phishing scam targets ed in search of W['United States']United States

Cyber attacks in 2017 drive Nordic security efforts['Finland', 'Sweden', 'Norway', 'Denmark', 'Iceland']Finland, Sweden, Norway, Denmark, Iceland



FTSE 100 credit checking firm Experian got a boost from the massive Equifax hack['United Kingdom']United Kingdom

telco data breach ['Malaysia']Malaysia

Months after school server hacked , IT security remains an issue['United States']United States

Data Breach Apparently Affects EPFO Registered Employees['India'] India

C - TEC : Student information may be impacted by data breach['United States']United States

HR Services Firm ComplyRight Suffers Major Data Breach['United States']United States

The Humane Society of the United States responds to PayPal phishing e - mail scam : The Humane Society of the United States['United States']United States

Uptick in malware designed to size up targets before launching full payload['United Kingdom']United Kingdom

Access to over 3 , 000 backdoored sites sold on Russian hacking forum['Russia'] Russia

Phishing campaign spreading CARROTBAT dropper focuses on cryptocurrency , Korean interests['South Korea']South Korea

Email hackers target ex - DGP of state ['India'] India

Oregon AG warns : Hackers targeting mobile banking apps['United States']United States

January report identified BST as hacking victim [ Times Union , Albany , N . Y .] ['United States']United States

Cosmos Bank malware attack :  Interpol issues red corner notice against prime suspect traced in foreign country['India'] India

Oxfam Australia creates CDO role after data breach['Australia']Australia

Hollywood studios , US banks affected in $1 . 3 billion cryptocurrency hacking spree['United States']United States

Communication Issues Plague County after Ransomware Attack['United States']United States

Three Hackers Arrested In Assam Golaghat For Fraudulent Money Transactions['India'] India

Revenge Hacker Deletes Ex - Employer 1 , 200 Microsoft User Accounts ; Convicted['United States']United States

Ishim court blocked hackers' ads for hacking social media pages['Russia'] Russia

2 persons involved in Prime Minister's house phone hacking arrested['United Kingdom']United Kingdom

Phishing Attack Targets Universities, Targets Student Information['Indonesia']Indonesia

4 million euros stolen from bank customers: BKA arrests hackers['Germany']Germany

Electronic phishing in Kuwait is 9 million messages['Kuwait'] Kuwait

The highest: Hekri Madiwater; First phishing, then ransomware operation['Iran'] Iran

Lawyer leaves defense of hacker after meeting with Bolsonaro campaign - 08/11/2022['Brazil'] Brazil

Money laundering with gold... How did the new messenger phishing crime happen?['South Korea']South Korea

ATM machine hacked, neosoldiers empty several accounts of citizens['Pakistan']Pakistan

Online fraud and phishing take over the court Who is responsible for fraud?['Spain'] Spain

The mafia is said to be behind the cyber attacks on French hospitals['France'] France

Civil Protection of Puebla retweets messages in favor of Meade; accused of hacking['Mexico'] Mexico

['https://www.bt.dk/samfund/danske-virksomheder-rammes-af-hackerangreb-som-aldrig-foer', 'https://www.berliner-zeitung.de/mensch-metropole/hacker-und-diebe-verursachen-mehr-als-200-milliarden-euro-schaden-li.262172']Danish companies are hit by hacker attacks like never before['Denmark']Denmark

The cyber attack on Hillel Yaffe was unusual - and must turn on a red light['Israel'] Israel

Angers: thousands of health passes stolen after the hacking of a pharmacy['France'] France

Tuscany: Ars servers hacked, epidemiological-statistical data lost['Italy'] Italy

Modify phone number to induce installation of malicious apps... Voice phishing involving 16 people['South Korea']South Korea

International action against cybercrime - hackers from the Basel region are said to have attacked companies halfway around the world['Switzerland']Switzerland

[Seoul Newspaper] Nature Republic, 140,000 customer information hacked... Tesla Korea also leaked information['South Korea']South Korea

He hacks 2000 passwords a week but gets arrested because of his Gmail address['France'] France

Hackers - mercenaries have been tormenting the financial sector for six years['Russia'] Russia

Hacking 210,000 computers in PC rooms nationwide... Arrested and indicted for manipulating portal search terms['South Korea']South Korea

Ongoing phishing campaign - municipalities are affected − www . cert. see['Sweden'] Sweden

30-year-old jailed for participating in COVID-19 loan fraud voice phishing['South Korea']South Korea

The Tunisian Electricity and Gas Company warns of a phishing campaign and fake pages announcing the opening of debates['Tunisia'] Tunisia

The hacker attack on the SEC website has raised serious doubts about the accuracy of the figures['United States']United States

Antivirus supplier hit by hacker attack: Employee had his login details stolen['Denmark']Denmark

Hacker who stole 10 million euros from IOTA wallets arrested by Europol['European Union']European Union

The Polish energy supplier warns against phishing attempts['Poland'] Poland

Shvid: Almost half of the organizations were hacked; Penetration of national infrastructures - one of the critical threats['Israel'] Israel

Arrest and indictment of a hacking offender who illegally obtained and sold 7.4 billion pieces of personal information by planting malicious code - The Herald Business['South Korea']South Korea

['https://ngs.ru/text/gorod/2021/01/13/69694821/', 'https://www.svoboda.org/a/31045378.html', 'https://sibdepo.ru/news/set-v-resheto-haker-nashyol-uyazvimosti-v-sisteme-rzhd.html', 'https://www.cnews.ru/news/top/2021-01-13_rzhd_vzlomali_pokrupnomu']A hacker from Novosibirsk hacked Russian Railways networks and announced a possible threat of terrorist attacks due to the insecurity of services['Russia'] Russia

Atypical goals. Hackers got to the Ukrainian food['Ukraine'] Ukraine

About 68 million accounts leaked in Dropbox hack in 2012['Japan'] Japan

Canadian university closes networks after discovering mining malware['Canada'] Canada

Hackers broke Dishonored 2 for at least six months and only 4 days - Tekken 7['Russia'] Russia



Ethereum: a new hack to end the summer['France'] France

Phishing sites began to actively "offer" loans. List - Ministry of Finance['Ukraine'] Ukraine

Chrome users hit by Digminer malware this week['Ukraine'] Ukraine

MyWot, the spyware disguised as a security app['Italy'] Italy

In Tatarstan, hackers hunted for the data of users of VKontakte['Russia'] Russia

Malware targets industry ['Poland'] Poland

[News search] Bitcoin more expensive than gold… 5.5 billion exchange hacked, police investigation['South Korea']South Korea

The BTC - Alpha trade was attacked by hackers . Person funds are secure .['United States']United States

Kemper Hit With Auto Consumer Class Suit Over Data Breach['United States']United States

Brown University Recovering from Cyber Attack['United States']United States

Gov . DeSantis calls on feds to do more about gas shortage , pipeline hack['United States']United States

Hackers jeopardise crowdfunding campaign of prominent Russian news outlet['Russia'] Russia

BEWARE : Hackers are targeting Spotify , YouTube['United States']United States

Hacking Attack Likely Hit Thousands of New Targets['United States']United States

MB Daily News Update March 17 : Data breach confirmed by Senate['Philippines']Philippines

Another Toronto business Instagram has been hacked and was totally deleted['Canada'] Canada

Corrupt Police Officers Implicated in PIJ Website Hacking['Malawi'] Malawi

Solara Medical Supplies Faces $5M Proposed Settlement After Data Breach['United States']United States

Greenland hit by cyber attack , finds its health service crippled['Greenland']Greenland

Burgeoning Cranefly hacking group has a new intel - gathering tool['United States']United States

Riviera Beach computer shut down due to hacking ; fix may cost $1 million['United States']United States

Financially motivated cyber attacks against manufacturers rising['Canada'] Canada

['https://www.msn.com/en-us/news/technology/china-hacking-us-firms-linked-to-sea-dispute-fireeye-says/ar-BBKipFE', 'http://www.straitstimes.com/world/united-states/china-hacking-us-firms-linked-to-south-china-sea-dispute-fireeye', 'http://www.scmp.com/news/china/diplomacy-defence/article/2137496/chinese-hackers-accused-targeting-us-defence-firms', 'https://www.japantimes.co.jp/?post_type=news&p=1376260', 'http://www.taipeitimes.com/News/front/archives/2018/03/17/2003689451', 'https://www.bloomberg.com/news/articles/2018-03-16/china-hackers-hit-u-s-firms-linked-to-sea-dispute-fireeye-says', 'https://chinadigitaltimes.net/2018/03/chinese-hackers-hit-u-s-firms-linked-to-south-china-sea/', 'https://www.thestar.com.my/tech/tech-news/2018/03/16/china-hackers-hit-us-firms-linked-to-sea-dispute-fireeye-says/']China hackers hit US firms linked to sea dispute , FireEye says - Tech News['United States']United States

Turning prank calls into internet hacks : How LA Susy Thunder did it['United States']United States

A deeper look into the WhatsApp hack and the complex cyber weapons industry['Australia']Australia

NSHA suffers data breach of around 3 , 000 people['Canada'] Canada

Kanna Lakshmi Narayana Flays Chandrababu For Data Breach['India'] India

FUSD community notified about data breach['United States']United States

A Manitoba Indigenous Organization Was A Hacking Victim['Canada'] Canada

Hackers hit Cheyenne Regional in attack for payroll data['United States']United States

Diversion for man accused of Vector storm hack after customer information leaked to media['New Zealand']New Zealand

Police investigate claims of patient data breach at Scottish hospital['Scotland']Scotland

Bingham County Website Hacked , Held for Ransom ['United States']United States

Court Cases Continue Over the  Overwatch  Hack['United States']United States

Bank : Bank customers lose Rs 4 lakh , number portability turns tool for phishing['India'] India

Sir Martin Sorrell on the WPP cyber attack :  Ive had worse weeks['United Kingdom']United Kingdom

NORK spy agency blamed for Bangladesh cyberheist , Sony Pictures hack • The Register['Bangladesh']Bangladesh

Mecklenburg County manager : Thank you for response to ransomware hack['United States']United States

Hacking victims to receive up to £6 , 000 for distress['United Kingdom']United Kingdom

Once the police made public the details of the hacking of the universi['United States']United States

Cyberattacks by hackers increase in U . S ., Texas['United States']United States

Chinese advanced persistent threat actor found attacking pharma companies using the PlugX malware - Technology News , Firstpost['China'] China

Hack the Defense Travel System : DoD Extends its ...['United States']United States

Xbox Hacking , LinkedIn Bugs , and More Security News This Week['United States']United States

Exploit emerges for Microsoft problematic Meltdown patch for Windows 7 and Server 2008['United States']United States

INM and ODCE in court row over late disclosure of data breach document['Ireland'] Ireland

INM board wants answers from ex - chairman Leslie Buckley over  data breach  | Ireland['Ireland'] Ireland

Officials say data breach with links to Russia exposed Alaskan public assistance users to identity theft['United States']United States

Warning issued weeks late :  Newcrest job applicants notified of data breach['Australia']Australia

Kenya : Two Kenyan Banks Lose $0 . 86 Million to Hackers in a Month['Kenya'] Kenya

Qatar accused of hacking U . S . political officials emails | One America News Network['United States']United States

Hopebridge Autism Therapy Center Mailing Letters to Patients Regarding a Recent Phishing Incident['United States']United States

RUSSIA NEWS :  Putin spooks HACKED united kingdom think tank 2 , 400 times | united kingdom | News['united kingdom']united kingdom

Phishing alert : North Korea hacking attacks shows your email is still the weakest link['North Korea']North Korea

Phishing Scam Sending A Virus To Computers in Dyersville['United States']United States



['http://kmph.com/news/local/email-threat-to-mariposa-county-unified-may-be-from-known-hacker-group-sheriff-says', 'http://www.kmjnow.com/2018/04/10/email-threat-to-mariposa-countys-school-district-may-have-been-from-swiss-hacker-group/']Email threat to Mariposa County Unified may be from known hacker group , Sheriff says['United States']United States

['https://www.bakersfield.com/news/dmv-warns-of-alleged-phishing-scam-that-asks-for-customers-personal-information/article_8cfdbdd0-7af2-11eb-97fb-d7c218375fee.html', 'https://www.govtech.com/security/California-DMV-Issues-REAL-ID-Phishing-Scam-Alert.html', 'https://el-observador.com/2021/03/05/dmv-warns-customers-of-phishing-scam-2/', 'https://www.hometownstation.com/santa-clarita-news/community-news/dmv-warns-santa-clarita-residents-of-real-id-phishing-scam-368473', 'https://www.msn.com/en-us/news/us/california-dmv-warns-of-text-message-phishing-scam-asking-for-real-id-information-update/ar-BB1ecGDD', 'https://www.thenewportbuzz.com/ri-department-of-labor-and-training-warns-about-phishing-scams/28344', 'https://www.golocalprov.com/business/ri-department-of-labor-and-training-warns-about-phishing-scams']RI Department of Labor and Training Warns about Phishing Scams['United States']United States

Wolfteam Cold Hack ['Argentina']Argentina

DHS CISA Warns Hackers Exploiting Unpatched Citrix Servers['United States']United States

iiNet spoofed in phishing email scam ['Australia']Australia

TFI just latest trucking victim in cyber attacks['France'] France

Australia says cyber attacks rise , cites 4 500 hacking attempts in one day['Australia']Australia

Hackers Exploit Chopper Maker Kopter Data on Dark Web , Leaking Internal Projects and Docs['Switzerland']Switzerland

City ups cyber cover after ransomware attack['United States']United States

Attorney General office reaches settlement with Sabre Corp . over data breach['United States']United States

Student Information Compromised by Data Breach at Harvard Business School | News['United States']United States

In the DPR, the website of the Ministry of Construction was hacked and false information was published['North Korea']North Korea

40 detainees, several of them in Galicia, for a state plot for phishing['Spain'] Spain

After hacking, Sefin restores procedures['Mexico'] Mexico

Microsoft in Lithuania notices a massive increase in cyber attacks: Russia is targeting critical infrastructure['Lithuania']Lithuania

Another cyber attack on the foreign office through a phishing attempt | Tyrolean daily newspaper online['Austria'] Austria

Vologda Department of Health suffered from hackers['Russia'] Russia

Online scheduling will be reviewed after problems with hackers and non-priority, says secretary['Brazil'] Brazil

They even steal our page, say users for hacking the Colombian Olympic Committee['Colombia']Colombia

The agglomeration of Grand Guéret victim of ransomware, public services stopped['France'] France

"We had targets in Russia" Hackers from Iran leaked the data of hundreds of thousands of Russians. Who are they and why does the US hate them?['Russia'] Russia

The Twitter Hack: A Case of Insider Threat['Spain'] Spain

Criminals Exploit ATM in Santiago – El Nacional['Chile'] Chile

Hacker attack - hackers send a virus under the guise of a letter from the police and other government agencies['Ukraine'] Ukraine

[Exclusive] Seoul St. Mary's Hospital was also hacked... Hackers, 5 major hospital medical information Norina['South Korea']South Korea

Nuclear Weapon Technology Stolen by Chinese Hackers, America is in Danger['United States']United States

New malware infiltrating Mac systems: Bundlore['Turkey'] Turkey

The main hacks are due to the massive theft of passwords – Mundo en Línea['Chile'] Chile

The educational system, in the crosshairs of hackers » MuyPymes['Spain'] Spain

National bank attacked by hackers? Instead of a website, visitors see an ad['Czech Republic']Czech Republic

Warning LightSpy malware is attacking mobile users['Vietnam'] Vietnam

Cicpc detains four subjects for the crime of hacking in Zulia['Venezuela']Venezuela

Phishing campaign hits Sparkasse customers['Germany']Germany

Belgian traffic information hacked : Air raid on the E40['Belgium'] Belgium

Deputy director of school No. 57 will be responsible for hacking the server of the Ulyanovsk Department of Education['Russia'] Russia

A network of hackers falls after defrauding some 25 million euros['Spain'] Spain

The police began checking on the fact of hacking and theft in RSC Energia['Russia'] Russia

Phishing alert: this is the scam through an alleged Telefónica survey['Spain'] Spain

The German Information Security Office knew about the hacking attack for several weeks['Germany']Germany

Investigation for Interapas hacking will take up to six months['Mexico'] Mexico

Hackers tried to kill the water supplies of a European city by attacking a chlorine plant['Europe'] Europe

The bank will return the money stolen by the hacker to the client. There is a judgment of the Supreme Court['Poland'] Poland

FGE page 2. 7 million pesos to Hacking Team | The Chihuahuan Journal['Mexico'] Mexico

['https://www.finanzen.ch/nachrichten/aktien/fifth-third-bank-data-breach-kehoe-law-firm-p-c-investigating-potential-claims-on-behalf-of-victims-of-fifth-third-banks-data-breach-by-former-employees-1028904638', 'https://www.prnewswire.com/news-releases/fifth-third-bank-data-breach--kehoe-law-firm-pc-investigating-potential-claims-on-behalf-of-victims-of-fifth-third-banks-data-breach-by-former-employees-301004862.html']Fifth Third Bank Data Breach - Kehoe Law Firm , P . C . Investigating Potential Claims on Behalf of Victims of Fifth Third Bank Data Breach by Former Employees | 13 . 02 . 20['United States']United States

['https://www.donga.com/news/Society/article/all/20210415/106422619/1', 'http://news.kmib.co.kr/article/view.asp?arcid=0015742569&code=61121211&sid1=soc']Pretend to be your son... Chinese couple caught 18 million won in messenger phishing - Kookmin Daily['South Korea']South Korea

Researchers link $81 million cyber heist to Sony hackers['Bangladesh', 'South Korea']Bangladesh, South Korea

Afreeca TV, BJ Video Hacking Controversy Found Security Vulnerability['South Korea']South Korea

They reveal how PGR bought spyware ['Mexico'] Mexico

The computer system of the courts suffers four hacking attempts['Spain'] Spain

After the hacker attack, the cyber police in Kharkiv received 87 appeals['Ukraine'] Ukraine

A gang that secretly installed ransomware claiming to repair PCs['South Korea']South Korea

New cyber attacks are behind an Iranian group called Cobalt Gipsy['Iran'] Iran

Montreal Grande Bibliothèque Has Shut Down Some Services After A Data Breach['Canada'] Canada

North Korea army of hackers rival the CIA & are  world biggest bank robber who steal billions to fund Kim nukes['North Korea']North Korea

Hackers update phishing lures with COVID - 19 misinformation - Verizon DBIR report['United States']United States



QBot Malware Takes Advantage of Windows Calculator to Infect Devices['United States']United States

Clinivate , LLC Announces Data Breach | Console and Associates , P . C . ['United States']United States

Southern Environmental , Inc . Reports Data Breach Affecting Current and Former Employees | Console and Associates , P . C . ['United States']United States

Fifa 21 HACKED and released online after EA refuses to pay ransom on game['United States']United States

Former U . S . Employees Debarred for Hacking in UAE['UAE'] UAE

Albuquerque School Systems Restored After Cyber Attack['United States']United States

Google Blocks Chinese Phishing Campaign Targeting U . S . Government['United States']United States

Researchers Discover Malicious Campaign That Spreads Malware Via YouTube['India'] India

Marriott suffered a massive hack last year , but its CEO still made $13 million['United States']United States

OCBC phishing scams : Youth committed crimes linked to money - laundering while out on bail['Singapore']Singapore

Exclusive : Hackers Take Control Of Giant Construction Cranes['United States']United States

Paterson : 23 , 000 school district passwords stolen in data breach['United States']United States

Magecart POS malware found on Forbes subscription page['United States']United States

Bored at home , hackers look at new ways to spread malware : CyberProof['India'] India

The Cashaa Hack : Investigators Stay Silent as Inside Job Rumors Emerge['China'] China

Norwegian cruise line involved in data breach ( Includes interview )['Norway'] Norway

Gladstone police staffer stood down for  computer hacking['Australia']Australia

RogueRobin Malware Uses Google Drive as C2 Channel['United States']United States

Fortnite  Honor Guard Skin Promotion Pulled Following Massive Exploit['United States']United States

SIM Swapping Hackers Convicted , Philippines Introduces New Token Offering Regulations - Fin Tech['Philippines']Philippines

Windows malware strain records users on adult sites['Japan'] Japan

Apple releases emergency software to avoid private photo hack['New Zealand']New Zealand

New Malware Swaps Out Crypto Wallet Addresses as You Type Them['United States']United States

Hacking Gmail with 92 Percent Success ['United States']United States

Phishing scam purports to come from area pastor['United States']United States

3ve Offline : Countless Windows PCs using 1 . 7m IP addresses hacked to  view  up to 12 billion adverts a day['United Kingdom']United Kingdom

New York Manufacturing Firm Discloses Data Breach['United States']United States

Phishing Attack Blamed For Data Breach['United States']United States

Cybercriminals deploy malware for half of successful cyberattacks , IBM study finds['United States']United States

Hacking Factory Robot Arms for Sabotage , Fun & Profit['United States']United States

Immunity Shields Government on Massive OPM Data Breach['United States']United States

Please be advised that there is a fake ACHPR phishing email going around / News / ACHPR['African countries']African countries

UK Court Says Company Is Innocent In Massive Data Breach Caused By Vindictive Employee , But Must Nonetheless Pay Compensation['UK'] UK

Overseas hackers forget smiley face , miss out on $90 , 000 pay day['New Zealand']New Zealand

Email The Leading Factor In Malware Attacks : Report 02 / 23 / 2018['United States']United States

FBI gave heads - up to fraction of Russian hacker US targets['United States']United States

Australia : Final Report Issued On Redflex Speed Camera Hack['Australia']Australia

Update : Wasaga Beach Ransomware Attack['Canada'] Canada

DSU Students Defend Against Cyber Attacks['United States']United States

INM data breach  significant threat  to press freedom['Ireland'] Ireland

Hawaii Gets $3 . 2 Million To Thwart Election Hacking['United States']United States

Manitowoc County data breach affected individual health information['United States']United States

Teen website i - Dressup shuttered after data breach , NJ says['United States']United States

Charges are charged to 9 for the crime of cyber attack['Panama'] Panama

Data hacking : SBP asks banks to protect customers['Pakistan']Pakistan

Ticketmaster tells customer it not at fault for site Magecart malware pwnage['United States']United States

Tree of Life congregation warns of phishing email circulating in community['United States']United States

Hack - for - Hire  Groups Spoof WHO Emails to Steal Data['World Health Organization']World Health Organization

College campuses in Dundee and Angus to close for a day following Friday cyber attack['United Kingdom']United Kingdom

Emerson Firm , PLLC Announces Ongoing Investigation For the Data Breach Of MGM Resorts International Customer Information['United States']United States

Boone Chamber Warns Of Phishing Attempts In Emails['United States']United States

Successful Malware Incidents Rise as Attackers ...['United States']United States

US Fertility Sued Over Ransomware Attack , Health Data Exfiltration['United States']United States

New Cyber Attack Group Cripples Another Major Logistics Player - Latest industry shipping news from the Handy Shipping Guide['United Kingdom']United Kingdom

AOL users are the target of a new phishing campaign['United Kingdom']United Kingdom



Hackers target Seven News and Yahoo Twitter accounts['Australia']Australia

GoDaddy Sued for Unauthorized Domain Name Transfer Following Data Breach['United States']United States

They identify a malware for Android active in Google Play that hides['Mexico'] Mexico

23 thousand hacking attempts: The attacks that the Servel repelled on the day of the referendum['Chile'] Chile

Here's how hackers are using simple PNG images to hack into your PC['France'] France

Data of Groningen healthcare institution captured by hack software company['Netherlands']Netherlands

Hacker attack, Fatebenefratelli Sacco restored perhaps within today['Italy'] Italy

The voice phishing group that quietly disappeared years ago is back... The Rise and Fall of the Past Sudan['Sudan'] Sudan

Bank security guard stops another customer phishing scam['South Korea']South Korea

Social Media Coordinator BEM SI Demo 11 April 2022 Hacked, Menkominfo: No Internet Access Hacking['Indonesia']Indonesia

Alagoas Government websites are offline after being hacked - Alagoas 24 Horas : Leader in Online News in Alagoas['Brazil'] Brazil

True Money wallet hacked since September, please help … what should we do?['Thailand']Thailand

A cyber attack stopped the work of a global supplier of clear products['Ukraine'] Ukraine

Phishing attack is ongoing ['Germany']Germany

Swedish internet activist indicted for data breach in Ecuador['Ecuador'] Ecuador

Encrypted systems - hackers blackmail small companies with malicious software['Austria'] Austria

Fewer attacks, but more insidious: last year, banking malware did more damage on mobile phones['Czech Republic']Czech Republic

IT expert: Tyrol's companies are threatened with expensive cyber attacks | Tyrolean daily newspaper online['Austria'] Austria

Conflans and Charlie Hebdo attacks: elements of the instruction files hacked and put up for sale['France'] France

Central North Prosecutor's Office and PDI will investigate a complaint for hacking the Digital Division of the Government['Chile'] Chile

Roaming Helped Hackers Hack Smartphones of 20 Crypto CEOs['Russia'] Russia

Attackers add the names of popular shows to ads and malware['Russia'] Russia

MacOS malware surge... 515% ↑ over the previous year['South Korea']South Korea

Hacker attack: Erfurt company X - Fab stops production['Germany']Germany

Police Deny Website Server Hacked ['Indonesia']Indonesia

Seremi de Salud del Maule reported hacking of the institutional account['Chile'] Chile

Hackers stole the accounts of users of the Japanese segment of Facebook['Japan'] Japan

The hacker who hacked Shincheonji's homepage, even threatening messages? Give the list to the government by the 5th['South Korea']South Korea

A judge is already investigating the hacking of the emails of the procés court['Spain'] Spain

Companies are primarily struggling with data loss, DDoS attacks and ransomware['Austria'] Austria

Yuriy Lutsenko accused the investigators of the defense scandal of hacking the disk with case materials['Ukraine'] Ukraine

CFCS warns against high risk of hacker attacks in the maritime sector: Foreign states are interested in spying on Danish companies['Denmark']Denmark

['https://www.the7eye.org.il/360688', 'https://www.clevelandjewishnews.com/jns/israel-suffers-major-data-breach-likud-accused-of-breaking-privacy/article_251a1626-a434-54d8-a75a-ff1ec924409f.html', 'http://internetua.com/v-rezultate-vzloma-prilojeniya-elector-proizoshla-utecska-dannyh-6-5-milliona-izrailtyan', 'http://www.newsru.co.il/israel/09feb2020/elector_0017.html']Israel suffers major data breach , Likud accused of breaking privacy laws['Israel'] Israel

['https://www.dobreprogramy.pl/Hakerzy-wlamali-sie-na-portal-randkowy.-Ujawnili-dane-228-mln-uzytkownikow,News,112983.html', 'https://www.dnaindia.com/technology/report-hackers-leak-details-of-2-million-users-of-porn-website-myfreecam-scom-adult-site-bitcoin-2870732', 'http://www.saharasamay.com/technology-news/676630274/dating-site-meetmindful-hacked-2-28m-user-data-leaked.html', 'https://www.gizmodo.com.au/2021/01/hacker-group-reportedly-leaks-sensitive-data-of-2-28-million-people-registered-on-dating-site-meetmindful/', 'https://siliconangle.com/2021/01/24/2-28m-user-records-dating-site-meetmindful-published-hacking-forum/', 'https://96krock.com/2021/01/22/adult-webcam-site-hack-has-millions-of-porn-viewers-at-risk/', 'https://www.computing.co.uk/news/4026218/hacker-dating-site-users', 'https://threatpost.com/meetmindful-daters-compromised-data-breach/163313/', 'https://www.dailymail.co.uk/news/article-9186143/Dating-app-MeetMindful-warned-users-details-hacked-leaked-online.html', 'https://www.ouest-franceDating site: Hacker leaks data of 2.28 million users['United States']United States

A phishing extension has been found in the Chrome browser['Hungary'] Hungary

Tefcova Elementary School became the target of a cyber attack['Czech Republic']Czech Republic

HACKING OF THE CBAO COMPUTER NETWORK: The Public Prosecutor's Office requires 5 years in prison and 1.5 million CFA francs fine against the defendants['Senegal'] Senegal

Avalanche-like increase in cyber attacks in Sweden['Sweden'] Sweden

After a hacker attack, the website of the Stavropol police stopped opening['Russia'] Russia

For the first time in Ukraine, hackers who hacked ATMs with a virus were put on trial['Ukraine'] Ukraine

BTK Chairman Sayan: 3 thousand 753 malicious links used for cyber attack were detected['Turkey'] Turkey

[N] Netalist (2017/03/09 13:30) CIA hacking, IT giants rush to put out the fire['United States']United States

Meet the hive of hackers that left thousands of Caja patients without appointments['Spain'] Spain

Suspected China hack of Microsoft shows signs of prior reconnaissance['United States']United States

Friday papers : Train standstill , phishing and drug - resistant fungus['Finland'] Finland

Snake Keylogger climbing malware charts , says Check Point['United Kingdom']United Kingdom

Alicante Russian hacker who scammed 5 million euro from banks['Spain'] Spain

Iranian state - sponsored hacking group exploiting Apache Log4j vulnerabilities['Iran'] Iran

OCBC ups security measures following spate of SMS phishing scams['Singapore']Singapore

Class action on Canada Revenue Agency data breach certified by Federal Court of Canada['Canada'] Canada

Police step up investigation into Mahesh Bank server hack['India'] India

Hacktivist Attacks Show Ease of Hacking Industrial Control Systems['Russia'] Russia

Cybersafety , Australia : Victorian families exposed in cyber attack targeting school students['Australia']Australia

Hackers Infiltrated Multiple U . S . Law Enforcement Data Systems , Report Shows['United States']United States

Authority warns of fraudulent website and phishing email related to HSBC['United Kingdom']United Kingdom



Cyber attack leaves 6 NC counties locked out of their online records['United States']United States

McAfee : Oops , our bad . Sharpshooter malware was the Nork Lazarus Group the whole time['North Korea']North Korea

Approximately 1 , 300 Catholic Health patients impacted by data breach['United States']United States

Hacked surveillance firm pitches NYC with invasive camera tech to track driver journeys['United States']United States

Arkansas unemployment system shut down due to data breach ; state passes 4 , 500 cases['United States']United States

North Dakota government fiber provider hit by ransomware['United States']United States

Online stores for governments and multinationals hacked via new security flaw['Japan'] Japan

Email scam , sextortion : Police issue warning on fake webcam hack footage['Australia']Australia

Iran Hackers May Target US Energy , Defense Firms , FBI Warns['United States']United States

RSAC 2019 : Joomla ! Mail Flaw Exploited to Create Mass Phishing Infrastructure['United States']United States

Malware targeting PC gamers disappears , but re - emergence expected soon – Newsbytes . PH['Philippines']Philippines

Lafayette Auto Plants Shutdown For Now Over Ransomware Attack['United States']United States

Pune Cosmos Bank cyber attack : Supplementary chargesheet filed against five from Thane['India'] India

Google RCS Messaging let Hackers to Take Full Control of User Accounts['India'] India

Iran detects foreign spying malware on Govt servers['Iran'] Iran

 CRYSIS ransomware distributed by brute force attacks['United States']United States

Snowden : US govt aggressively hacks Chinese civilian infrastructure['China'] China

Hackers using Android OmniRAT malware to attack Isis supporters on Telegram['United Kingdom']United Kingdom

Half Moon Dynasty makes positive progress after horrific hacking accident['Half Moon Dynasty']Half Moon Dynasty

Play Hosts Malware ['United States']United States

Data breach cases surge 164pc in H1 : report['United Arab Emirates']United Arab Emirates

Saugus Police issue warning about worldwide malware outbreaks['United States']United States

Hackers Spy on Mac Users , Get Italian Bank Info and Swedish State Secrets['Italy', 'Sweden']Italy, Sweden

['http://www.theprovince.com/business/hackers+access+millions+social+security+numbers/13808699/story.html', 'http://www.tomshardware.com/news/kansas-database-hack-social-security,35066.html', 'http://idahobusinessreview.com/2017/07/22/hackers-had-access-to-millions-of-social-security-numbers/', 'http://www.enewscourier.com/news/local_news/hackers-had-access-to-millions-of-social-security-numbers-in/article_21dc55dc-6e37-11e7-a238-fb7bee4f3406.html', 'http://kansaspublicradio.org/kpr-news/data-breach-kansas-agency-exposes-personal-information-millions', 'http://www.orlandosentinel.com/news/nationworld/ct-social-security-numbers-hack-20170721-story.html', 'https://www.digitaltrends.com/computing/hackers/', 'https://www.dailysabah.com/technology/2017/07/21/hackers-had-access-to-55-millions-of-us-social-security-numbers', 'http://www.decaturdaily.com/news/other_news/state/alabamians-social-security-numbers-exposed-in-hack-of-kansas-system/article_d9cc2931-26d3-5067-8333-975f808f1ffe.html', 'http://tekno.liputan6.Social Security numbers of millions of people from ten US states revealed in massive data breach['United States']United States

Hashtag Trending - Zuckerberg testifies ; Instagram scores low on mental health ; YouTube gets hacked['United States']United States

Former student charged In cyber attack ['United States']United States

['https://healthitsecurity.com/news/correcthealth-suffers-email-account-data-breach-54k-impacted', 'https://www.jdsupra.com/legalnews/correcthealth-announces-data-breach-1289445/', 'https://www.jdsupra.com/legalnews/northeast-rehabilitation-hospital-5142469/']CorrectHealth Announces Data Breach Affecting the Personal Information of More than 54k Individuals | Console and Associates , P . C . ['United States']United States

['https://www.pressherald.com/2020/07/10/hack-of-maine-police-data-means-hundreds-including-suspects-must-be-notified-about-leaked-personal-data/', 'https://www.centralmaine.com/2020/07/10/hack-of-maine-police-data-means-hundreds-including-suspects-must-be-notified-about-leaked-personal-data/']Hack of Maine police data means hundreds , including suspects , must be notified about leak['United States']United States

Morning - briefing : Danish technology must be used in New York's subway / Teenagers score millions for Fortnite - World Cup / Big hack causes American bank shares to fall / Electric cars can cost European jobs en masse['Denmark', 'United States', 'United States', 'Europe']Denmark, United States, United States, Europe

['https://www.securityweek.com/houdini-malware-returns-and-amazons-sidewalk-enter-corporate-networks', 'https://www.finanznachrichten.de/nachrichten-2021-08/53703220-cato-networks-sase-report-finds-enterprise-risk-assessment-undermined-by-amazon-sidewalk-device-id-at-risk-by-novel-use-of-houdini-malware-008.htm']Cato Networks SASE Report Finds Enterprise Risk Assessment Undermined by Amazon Sidewalk ; Device ID at Risk by Novel Use of Houdini Malware['United States']United States

['http://www.pressonline.rs/info/hronika/413877/mirko-i-vule-kako-su-dvojica-mladica-iz-srbije-postala-deo-medjunarodne-hakerske-bande-koja-je-srusila-4-miliona-sajtova.html', 'https://www.blic.rs/vesti/hronika/mirko-i-vule-kako-su-dvojica-mladica-iz-srbije-postala-deo-medjunarodne-hakerske/p7glsgk']MIRKO AND VULE How two young men from Serbia became part of an INTERNATIONAL HACKER GANG that brought down 4 MILLION WEBSITES['Serbia'] Serbia

bank , hacker , online , theft , ['Hungary'] Hungary

Malware found in BB server , again ['Pakistan']Pakistan

['https://healthitsecurity.com/news/2.3m-ocr-settlement-reached-for-21st-century-oncology-data-breach', 'https://www.fiercehealthcare.com/privacy-security/21st-century-oncology-data-breach-ocr-settlement-class-action-cybersecuirty']$2 . 3M OCR Settlement Reached for 21st Century Oncology Data Breach['United States']United States

['https://finance.yahoo.com/news/truckstop-com-says-ransomware-knocked-140431332.html', 'http://www.dcvelocity.com/articles/20191231-hackers-used-ransomware-in-truckstop-com-virus/', 'https://www.dcvelocity.com/articles/20191224-truckstop-com-crippled-by-malware-virus-in-final-stretch-of-peak-season/', 'https://www.dcvelocity.com/articles/20191227-truckstop-com-restores-desktop-service-after-christmas-malware-attack/', 'https://www.benzinga.com/news/19/12/15034842/malware-hits-truckstop-com-sites-services-shut-days-before-christmas']Malware Hits Truckstop . com Sites , Services Shut Days Before Christmas['United States']United States

['https://shiftdelete.net/unlu-restoran-zincirine-siber-saldiri-yarim-milyon-kisinin-verisi-calindi', 'https://www.haberankara.com/gundem/baydoner-e-siber-saldiri-h197495.html', 'http://www.haberdar.com/genel/baydoner-e-siber-saldiri-yuz-binlerce-kisinin-verileri-ele-gecirildi-h226412.html', 'https://www.haberler.com/haberler/baydoner-hacklandi-mi-baydoner-ne-oldu-14973831-haberi/', 'https://www.tamindir.com/haber/baydoner-500000-kisinin-verilerini-caldirdi_74232/', 'https://tr.sputniknews.com/20220527/baydonere-siber-saldiri-505-bin-kisinin-bilgisi-calindi-1056735748.html']Baydöner was hacked: The data of more than 500 thousand people was stolen['Turkey'] Turkey

['http://www.subaonet.com/2018/0806/2281382.shtml', 'http://www.xinhuanet.com/yuqing/2018-08/06/c_129927318.htm', 'http://www.legaldaily.com.cn/index_article/content/2018-08/05/content_7610837.htm?node=5955', 'http://news.sznews.com/content/2018-08/05/content_19757658.htm', 'http://news.hangzhou.com.cn/jjxw/content/2018-08/05/content_7047219.htm', 'http://china.zjol.com.cn/gnxw/201808/t20180805_7944520.shtml', 'https://tech.sina.com.cn/it/2018-08-05/doc-ihhhczfa6422456.shtml', 'http://legal.china.com.cn/2018-08/05/content_58090015.html', 'http://www.gndaily.com/news/2018-08/05/content_1933470.htm', 'http://www.ce.cn/cysc/tech/gd2012/201808/05/t20180805_29941054.shtml', 'http://news.voc.com.cn/article/201808/201808050923157999.html', 'http://economy.southcn.com/e/2018-08/05/content_182826939.htm', 'http://it.people.com.cn/n1/2018/0805/c1009-30209818.html', 'http://news.nxtv.com.cn/shehui/2018-08-05/435403.html']Hackers attack online shopping platform, place an order of 1 yuan and defraud 8 million yuan of gold and diamonds - Current News - Zhejiang Online['China'] China

['https://forward.com/fast-forward/397509/top-trump-donor-elliott-broidy-sues-qatar-for-hacking-his-emails/', 'https://www.investing.com/news/world-news/trump-fundraiser-sues-qatar-over-hacked-emails-1363298', 'https://www.middleeastmonitor.com/20180327-trump-fundraiser-sues-qatar-over-hacked-emails/', 'https://www.msn.com/en-us/news/world/elliott-broidy-a-trump-fundraiser-files-a-hacking-lawsuit-against-qatar/ar-BBKKgSC', 'https://www.aikenstandard.com/news/trump-fundraiser-sues-qatar-lobbyists-over-email-hack/article_36801577-34cd-51c8-a45a-28353e8fcfe4.html', 'https://www.law360.com/articles/1026321', 'https://www.bloomberg.com/news/articles/2018-03-26/trump-fund-raiser-broidy-sues-qatar-over-cyber-attacks-leaks', 'http://gulfnews.com/news/gulf/qatar/fundraiser-for-trump-sues-qatar-over-hacking-1.2195732', 'https://www.thenational.ae/world/the-americas/top-trump-ally-sues-qatar-over-hacked-emails-1.716374', 'http://www.nydailynews.com/news/politics/trump-donor-sues-qatar-lobbyists-hacking-emails-article-1.Trump fundraiser sues Qatar , lobbyists over email hack['Qatar'] Qatar

['https://www.securityweek.com/hackers-target-german-firm-tasked-procuring-covid-19-medical-equipment', 'https://www.securitylab.ru/news/509101.php']Hackers attack German manufacturers of personal protective equipment['Germany']Germany

['http://www.ibtimes.co.uk/hackers-are-selling-healthcare-details-any-australian-citizen-dark-web-17-each-1628932', 'http://www.sbs.com.au/news/article/2017/07/04/medicare-data-breach-tip-iceberg-world-australian-dark-web-fraud']Hackers are selling healthcare details of  any Australian citizen  on dark web for £17 each['Australia']Australia

['https://lenta.ru/news/2020/04/27/xiaomi_attack/', 'https://www.ferra.ru/news/mobile/khakery-vzyalis-za-vladelcev-smartfonov-xiaomi-zhelayushikh-ustanovit-miui-12-27-04-2020.htm', 'http://gazetaslovo.com/%D0%BD%D0%BE%D0%B2%D0%BE%D1%81%D1%82%D0%B8/%D0%BC%D0%B8%D1%80/item/hakery-atakovali-vladelcev-xiaomi.html']Xiaomi owners attacked by hackers - Slovo newspaper - News from Portugal, Spain and Italy['Portugal', 'Spain', 'Italy']Portugal, Spain, Italy

['https://zeenews.india.com/technology/breaking-another-big-data-breach-in-india-over-3-crore-rail-passengers-details-put-on-sale-2555077.html', 'https://www.ibtimes.co.in/indian-railways-data-hacked-being-sold-dark-web-details-855337', 'https://www.dnaindia.com/india/report-indian-railways-data-leak-of-30-million-irctc-passengers-railways-denies-data-breach-from-irctc-servers-3013684', 'https://www.bgr.in/news/data-breach-indian-railways-data-being-sold-dark-web-1352961/', 'https://www.digit.in/news/general/indian-railways-hack-3-crore-passengers-data-leaked-and-is-up-for-sale-on-the-dark-web-66601.html', 'https://timesofindia.indiatimes.com/india/hackers-say-data-of-3-crore-people-on-sale-railways-denies-breach/articleshow/96580561.cms', 'https://www.cambodiantimes.com/news/273280711/railway-ministry-denies-irctc-server-data-breach', 'https://www.businessworld.in/article/Data-Breach-Not-Happened-From-IRCTC-Server-Railway-Ministry/29-12-2022-459785/', 'https://www.business-standard.com/article/current-affairBREAKING : Another BIG DATA BREACH in India , over 3 crore rail passenger details put on sale['India'] India

SEPTA suffered from a malware attack ['United States']United States

E-mail hacking gang arrested ['United States']United States

Hacker threatens the state: photos from ID-cards will go to the dark web['Estonia'] Estonia

RCMP police data hacked ['Canada'] Canada

(Repo) Voice phishing blocked government loans... The road ahead is bleak['South Korea']South Korea

Phishing targeting Free subscribers: the scammer has not knocked on the right door['France'] France

Database is paralyzed after hack: Shooting star Iota threatens turbulent restart['Germany']Germany

Only 1% have internet, yet North Korea steals 5000 crores from hacking in a year, read 10 shocking facts['North Korea']North Korea

In St. Petersburg, the hacker duo stole fuel for more than 2 million rubles['Russia'] Russia

Schemes for the export of oil from Venezuela, hacked by the US Department of the Treasury. Top RBC news['Venezuela']Venezuela

Anonymous hack reveals confidential data on Nicaragua's COVID-19 case count Global Voices Français['Nicaragua']Nicaragua

Telex: Teradata changes hands, GitHub accounts hacked, MemSQL secures $50M in debt['France'] France

Secure Enclave: Hacker team claims to have found unfixable attack vector | News['Germany']Germany



The new target of hackers was buildings!['Turkey'] Turkey

This is how the dome of Brazilian justice was hacked – eju. TV['Brazil'] Brazil

ESET laboratory detected a new WhatsApp phishing campaign['Venezuela']Venezuela

Hackers seized control of the disabled SpamCannibal service['Ukraine'] Ukraine

ASCII.jp: McAfee Threats Report, Mobile Malware Surges Following Ransaware['Japan'] Japan

SK Infosec last year, cryptocurrency mining malware was on the rise['South Korea']South Korea

Hackers hack into Duke Photography's network and order 4. 000 dollars - The Province['Canada'] Canada

Hackers came across municipal employees' emails['Sweden'] Sweden

Police react to WhatsApp malware campaign['Romania']Romania

Pakistani media cyber attack notice ['Pakistan']Pakistan

Assembly blackmail from hacker gang ['Turkey'] Turkey

DE minister warns against BlueBorne, new malware['Germany']Germany

USA: Hacked Printers at 3 Universities Print Anti-Semitic Materials['USA'] USA

['https://www.tv2.no/a/14906444/', 'https://kampanje.com/medier/2022/06/nrk-utsatt-for-hackerangrep/']NRK confirms: Was subjected to a hacker attack['Norway'] Norway

Wow, the Kominfo site was hacked after blocking Telegram['Indonesia']Indonesia

Malware worries Hydro ['Norway'] Norway

[Exclusive] Toss even after being attacked by DDoS... Financial sector cyber attack advisory['South Korea']South Korea

Twilio gets hacked , teens ditch Facebook , and SpaceX takes South Korea to the moon – TechCrunch['South Korea']South Korea

  LofyGang  hacking group targets Discord , Disney+ and Minecraft accounts['United States']United States

Data breach at ICRC - defenceWeb ['Switzerland']Switzerland

Radiant Logistics , Inc . Announces Data Breach That May Have Stemmed from Ransomware Incident | Console and Associates , P . C . ['United States']United States

CPR flags new malware targeting gaming['South Africa']South Africa

Enterprise hits and misses -  Quiet Quitting  gets a debate , DataOps gets scrutinized , and Microsoft Exchange gets hacked ( again ) ['United States']United States

Phishing Attacks for Initial Access Surged 54 % in Q1['United States']United States

Des Plaines - based Lutheran Social Services of Illinois reports data breach['United States']United States

Rs 33L hacked from SoBo bank sent to pharma co in city via Hong Kong | Mumbai News['India'] India

Mena Regional Health System Reports Leaked SSNs and PHI Following Data Breach | Console and Associates , P . C . ['United States']United States

Mango Markets hacker allegedly feigns Curve short attack to exploit Aave['China'] China

China tech is risky business – Pinduoduo hack and DJI corruption scandal['China'] China

Murdoch hack - a - thon : phone - hacking scandal costs billions as court decision shines light on The Sun['United Kingdom']United Kingdom

Phishing scam targets cargo ship operations['United States']United States

This new cryptojacking malware uses a sneaky trick to remain hidden['Japan'] Japan

Southwark Council says  foreign government  could be behind cyber attack['United Kingdom']United Kingdom

Green Mountain Coffee targeted with malware['United States']United States

Digital sign systems allowed hacker access through default passwords['Japan'] Japan

Teton School District 401 of Driggs city recovers $484 , 000 of funding lost in a phishing scheme['United States']United States

Duluth HDC experiences data breach ['United States']United States

State - sponsored hackers from Iran aim attack on U . S LinkedIn users['United States']United States

Ulster warns of text message phishing scam targeting churchgoers['United Kingdom']United Kingdom

Data of the students applying for the admission hacked in 3 U . S . Colleges['United States']United States

Security agencies feared state and territory electoral commissions were targeted in cyber attack - ABC News ( Australian Broadcasting Corporation )['Australia']Australia

Baltimore IT director who went on leave after ransomware attack is no longer employed with the city['United States']United States

FBI raids Chinese POS business following cyber attack claims['United States']United States

['https://www.bankinfosecurity.com/hackers-use-mobile-emulators-to-steal-millions-a-15623', 'https://www.securitylab.ru/news/514912.php', 'https://canaltech.com.br/seguranca/hackers-clonam-celulares-para-roubar-milhoes-de-bancos-dos-eua-e-europa-176563/']Hackers are stealing millions of dollars by spoofing thousands of mobile devices['United States']United States

CBQ customers urged to take caution against phishing['Qatar'] Qatar

Cellphones get hacked thru public charging stations | Lifestyle['Philippines']Philippines

Hackers steal Rs 1 crore using ATM cards : Card skimming , ATM Hacks , safety and more['India'] India

Sweaty Betty suffers eCommerce data breach ( Includes interview )['United States']United States

Scammers Target County Vendors with Email Spoofing , Phishing['United States']United States

COVID - 19 Contact Tracing Surveys Subject of Health Data Breach['United States']United States

State and firms hit for €22m in cyber attacks['Ireland'] Ireland

Sony probing claim hackers stole user information['Japan'] Japan

ForMin : No confidential information leaked in hacker attack['Czech Republic']Czech Republic

Tunisian gay magazine hacked · PinkNews['Tunisia'] Tunisia

Select Restaurants Takes Hacking at the Point of Sale['United States']United States



Tony Kansas City : TKC BREAKING AND EXCLUSIVE NEWS !!! STREETCAR EXTENSION BALLOT HACKED !!! KANSAS CITY VOTERS FEAR ONLINE PHISHING SCAM AMID CURRENT ELECTION !!!['United States']United States

TeleBots hacking group keeps busy under NonPetya , WannaCry smokescreen['United States']United States

Pizza Hut data breach shows need for board control['United Kingdom']United Kingdom

Charity Commission issues phishing scam warning['United Kingdom']United Kingdom

County Servers Hacked ['United States']United States

Security Central : New Crash Override Malware Poses Threat , Verizon Closes on Yahoo['United States']United States

Hackers pursue factorie paralysis ['United States']United States

New York Times story on Russian election hacking peeves North Carolina officials['United States']United States

Facebook hack targets New Zealanders and changes passwords , users warned['New Zealand']New Zealand

Mac Malware First Detected in 2016 Continues to Bypass AV Engines['United States']United States

Mnuchin to discuss Equifax data breach with FSOC['United States']United States

1 . 4 million online fashion shoppers exposed after data breach at united kingdom ecommerce provider['United Kingdom']United Kingdom

Mobile Phishing Campaign Offered Free Flights - Infosecurity Magazine['United Kingdom']United Kingdom

Zambia : Zambian mobile phones allegedly targeted by notorious  governments only  spyware['Zambia'] Zambia

Nigerian man sentenced to prison for phishing scam that impacted Glastonbury school employees['United States']United States

WiFi issues only remnant of ransomware['United States']United States

LifeLabs fights bid for report on cyberattack in wake of data breach['Canada'] Canada

Third - party app store hit with major data breach exposing personal data['United States']United States

Hackers have been stealing data of Indian users for the last five years['India'] India

Law enforcement warn of Big Sky  Spear Phishing  cyber - attacks['United States']United States

Asylum seekers , families allegedly threatened after Australian immigration data breach['Australia']Australia

Probe after private details made public in Stormont data breach['United Kingdom']United Kingdom

GoDaddy employees fall prey to phishing attack , report says['India'] India

Franklin Collector - Treasurer suspended for wiring money in phishing attack['United States']United States

['https://batam.tribunnews.com/2020/10/08/ribuan-virus-serang-website-dpr-percobaan-peretasan-sejak-empat-hari-lalu', 'https://batam.tribunnews.com/2020/10/08/ribuan-virus-serang-website-dpr-percobaan-peremeretas-sejak-empat-hari-lalu']Thousands of Viruses Attack the DPR's Website, Hacking Experiments Since Four Days Ago['North Korea']North Korea

Covid-19 situation blindly until Caja recovers hacked systems['Costa Rica']Costa Rica

INFO THE POINT . The newspaper L'Équipe victim of a computer hack['France'] France

Stortinget hacked - now they are targeting Windows['Norway'] Norway

Play Store: more than 200 applications contained spyware['France'] France

The Treasury will announce after three months of hacking the restoration of the Tica customs system['Costa Rica']Costa Rica

García spoke of the cyberattack on the Navy and said that it was a phishing maneuver | the daily['Spain'] Spain

Hackers attacked, they did not threaten graduation['Poland'] Poland

Police Hunt for Hackers to Retweet Porn Images on Banyumas Traffic Police's Twitter['Indonesia']Indonesia

Country of Sarrebourg. The comcom hacked but not ransomed['France'] France

"Daughter" of "Sberbank" warned about the threat of hacking computers in 70% of companies['Russia'] Russia

The Dutchman has been convicted in Belgium for hacking into Mobile Vikings systems['Belgium'] Belgium

Sarreguemines. Telecommuting and computer hacking: for ID Réseau, companies have brought the wolf into the fold['France'] France

Mass hack: personal information of ap... ['Argentina']Argentina

Hackers have published stolen data ['Bulgaria'] Bulgaria

Google down: remote school goes haywire in Italy too. Rumors about the action of a hacker['Italy'] Italy

Egregor - blackmailers hack employment agency Randstad['Netherlands']Netherlands

Bonus 600 euros, Inps in chaos on the first day of requests. Site blocked and access failures. Conte and Tridico : We have been suffering violent hacker attacks for days['Italy'] Italy

Sign up to porn websites with your work email and spread information further: 10 cyber attacks['Israel'] Israel

School, hacker attack on Minister Azzolina's social networks. These attacks don't scare us['Italy'] Italy

Another hacker attack in Greifswald: Again it hits a left-wing politician['Germany']Germany

Hackers reap the harvest. Even 11.4 million dollars in a minute['Poland'] Poland

Ransomware Hakbit attacks German users['Germany']Germany

infoline | News : Hacking GateHub , Exodus and Jaxx , hackers steal cryptocurrency from Ukrainian wallets['Ukraine'] Ukraine

Kaspersky : The malware used Google Docs as a communication channel['Denmark']Denmark

Arrested Malaysians for voice phishing crimes nationwide, including Iksan and Daegu['South Korea']South Korea

FSB arrested in Russia "international" hacker who wrote software to hack PayPal, QIWI, Vkontakte and Yandex['Russia'] Russia

I'll refund you at the interest rate... 1 billion won voice phishing gang arrested['South Korea']South Korea

Turkey arrests 11 crypto wallet hack suspects['Turkey'] Turkey

Hackers steal biometric data this time! ['Turkey'] Turkey

ING - DiBa: Consumer advice center warns of phishing emails['Germany']Germany



Hackers who attacked Ukraine switched to other countries['Ukraine'] Ukraine

INE resists thousands of hacking attempts per month: Córdova['Mexico'] Mexico

Body phishing using chat, be careful ['South Korea']South Korea

Hackers hacked the Transportation Agency's site, the message was sarcastic Dikit Baper['Indonesia']Indonesia

Malware present on some newly purchased Android devices in the United States['United States']United States

RFA North Korea Hacks German Companies to Steal Information on US Military Bases['Germany', 'United States']Germany, United States

Stiftung Wissenschaft und Politik hacked: APT 28 is suspected['Germany']Germany

Yahoo Hack of the Century! Israelis compensated.['Israel'] Israel

Every tenth Swedish company is exposed to a data breach['Sweden'] Sweden

Hernán Porras: Venezuela hacked by a virus['Venezuela']Venezuela

SVT Nyheter reveals: Prosecutors decided on information to hacked authorities already a year ago['Sweden'] Sweden

Rialp, City Hall "hacked" ['Spain'] Spain

Saudi Arabia Today, government agencies warn their employees of various cyber attacks['Saudi Arabia']Saudi Arabia

Hacking email attack alert targeting virtual currency trading system['Japan'] Japan

Google to face legal action on data breach allegations['United States']United States

Allergy Partners : Data Stolen During Ransomware Attack , EHR Outage['United States']United States

COVID Contact Tracing Information Data Breach Lawsuit Filed['United States']United States

Hackers Upping the Stakes As Administration Mulls Retaliation – PJ Media['United States']United States

Iowa School District Data Exposed in Cyber Attack['United States']United States

ParkMobile Hit With Proposed Class Action Over Data Breach['United States']United States

iTWire - IoT malware is accessing corporate networks : Zscaler['Australia']Australia

21 - Year - Old Woman Pleads Guilty to Sending Phishing Emails to Political Candidates['Russia'] Russia

EU Commission Sued Over Alleged Transatlantic Data Breach to the US['European Union', 'United States']European Union, United States

Report shows how cyber attacks pose  significant  risk to CT utilities['United States']United States

Sheffield data breach : Yorkshire Council reprimanded after 8 . 6 million vehicle number plates shared on the internet['United Kingdom']United Kingdom

Hockley : Data breach at Greensward Academy['United Kingdom']United Kingdom

Data breach at Ohlone College compromises student , staff personal information['United States']United States

Apparent cyber attack impacts CHI St . Vincent['United States']United States

Darktrace AI Stops Sophisticated Phishing Attacks at Brazilian Manufacturing Giant['Brazil'] Brazil

BRF Superintendent : No records accessed in hacking['Brazil'] Brazil

Hackers stole $21m from cryptocurrency Wallet of coinbase['United States']United States

Graham and Brown targeted in  brutal  cyber attack | Lancashire Telegraph['United Kingdom']United Kingdom

Crypto Hacker Groups Get More Sophisticated , Exchanges and Authorities Fight Back['United States']United States

Leicester City FC breach sees hackers score financial data['United Kingdom']United Kingdom

Pirate IPTV Providers  Exploit PayPal , Mastercard & Visa Branding  * TorrentFreak['United States']United States

Supreme Court Grants Morrisons Permission To Appeal Employee Data Breach - Data Protection['United Kingdom']United Kingdom

Credit card fraud , phishing scams , on the rise , warns Sabric['South Africa']South Africa

Hitchin Chicken George restaurant says it was hacked in  disgusting  cyber attack about Black Lives Matter['United Kingdom']United Kingdom

Scammers target churches with phishing emails['United States']United States

Crooks Continue to Exploit GoDaddy Hole Krebs on Security['United States']United States

Africa growing Fintech and rising cyber attacks | The Guardian Nigeria News - Nigeria and World NewsBusiness The Guardian Nigeria News – Nigeria and World News['Nigeria'] Nigeria

Did half of New Zealand businesses really get hit by ransomware this year ?['New Zealand']New Zealand

['http://focus-news.net/news/2021/04/06/2859573/bloomberg-ek-i-drugi-institutsii-na-es-sa-stanali-obekti-na-kiberataka.html', 'https://www.itpro.co.uk/security/359125/eu-commission-cyber-attack', 'https://www.bloomberg.com/news/articles/2021-04-06/european-institutions-were-targeted-in-a-cyber-attack-last-week', 'https://www.insurancejournal.com/news/international/2021/04/07/608854.htm']European Union Institutions Were Targeted in a Cyber Attack Last Week['European Union']European Union

China Telecom Hack Highlights Lack of Respect for Accords , Reciprocity['China'] China

Boom in bitcoin mining cyber attacks on NZ['New Zealand']New Zealand

Industrial Malware Focuses on Linux « isssource . com['United States']United States

Hacker Tracker : Cyberattack Cost , Malware Drone['United States']United States

Hong Kong watchdog to tighten cybersecurity at brokers after hackers steal HK$110m over 18 months['Hong Kong']Hong Kong

School Systems Email Accounts Sending Out Malware['United States']United States

NotPetya Malware Attack Strikes Vendor Providing Voice Transcription Service for Health Care Providers['United States']United States

Authorities halted hack against NUPI ['Norway'] Norway

Sydney startup Qnect hit by cyber attack as government commits $15 million in cyber security grants for SMEs['Australia']Australia

Was BadRabbit a distraction ? Malware  used to cover up smaller phishing attacks['United Kingdom']United Kingdom

IoT malware , machine learning attacks and a strong uptick on public['United Kingdom']United Kingdom

House passes bill to help victims of Equifax , credit data hacks - News - Brookline TAB['United States']United States



French vigilante hacker reveals NaMo app shares its data with third party illegally['India'] India

Mr . Mueller : Was the DNC Server Actually Hacked by the Russians ?['United States']United States

Dont panic , but your baby monitor can be hacked into a spycam • The Register['United Kingdom']United Kingdom

China - Linked APT15 Develops New  MirageFox  Malware['China'] China

Loki Bot Malware stealing corporate passwords , Air Canada warns users['Canada'] Canada

Trump and Peekaboo : Hackers Target Political Malware , Surveillanc['United States']United States

US DoD first malware submissions to Google - bought VirusTotal is Russia - linked LoJack - CSO | The Resource for Data Security Executives['Russia'] Russia

Sunny Cali goes ballistic , this ransomware is atrocious . Even our IT bill will be something quite ferocious['United States']United States

Common Firmware LoJack Can Give Hackers Access to Your Laptop ( Updated )['United States']United States

Seqrite blocks 35 , 000 RDP cyber attacks targeting Indian Enterprises['India'] India

No classified military information was compromised in 2019 malware infection incidents : Ng Eng Hen['Singapore']Singapore

DfE in  serious data breach  after naming whistleblowers['United Kingdom']United Kingdom

Beware : Miskin Law Impersonated in  Phishing  Attempt['United States']United States

Academies face cyber attacks , hacks and legal threats['United Kingdom']United Kingdom

Hackers are using DNC volunteer pitch to deliver malware , researchers warn['United States']United States

Knoxville pays $236 , 718 to clean up ransomware attack , less than attacker demanded['United States']United States

Hackers use malicious PDFs on inter - Korean issues as lure['South Korea', 'North Korea']South Korea, North Korea

NPC finds data breach in cash - loaning app['Philippines']Philippines

North Korean hackers likely behind barrage of cyberattacks against journalists['North Korea']North Korea

Ransomware Attacks On Drinking Water , Wastewater Utilities Are Increasing['United States']United States

Bournemouth residents advised to look out for Bluetooth malware['United Kingdom']United Kingdom

Check Point: Malware exploiting Microsoft technology has already claimed more than 2,000 victims['Czech Republic']Czech Republic

Hackers carried out a DDos attack on the BMP Exchange['']

Spain : Judicial infrastructure attacked by hackers, possible leak of citizens' data['Spain'] Spain

Post-launch of BTS Meal, McDonald's Hacked: Okezone techno['South Korea', 'United States']South Korea, United States

14 million pesos disappear of course hacking the Huajuapan City Hall['Mexico'] Mexico

Chaos in Misiones and Corrientes: they hacked the page...['Argentina']Argentina

Education Murcia | The interims reveal that Data Protection is investigating "possible irregularities" in Education after the Educarm hack['Spain'] Spain

Police charged with five cases of data breach - gets to keep his job['Sweden'] Sweden

Investigators found hackers who posted Nazi photos on the Immortal Regiment website, May 23, 2020 | NHS['United Kingdom']United Kingdom

Hackers around the world have driven up prices for DDoS attacks, stolen data and server hacks['Russia'] Russia

1 & 1 Ionos : Dangerous emails in circulation - new product is actually phishing['Germany']Germany

Millions of home cameras turned out to be vulnerable to hacking from iOS and Android devices['Russia'] Russia

Eset: A tenth of cyber attacks in the Czech Republic target user passwords['Czech Republic']Czech Republic

Domestic financial institution hacking prey … Cabin, Kevin, Exchange robbed['South Korea']South Korea

Toll reintegrates with customer IT systems after ransomware attack['Australia']Australia

HACKEAN - Desktop version of Listín Diario website hacked['Dominican Republic']Dominican Republic

Home delivery . nl is struggling with a cyber attack['Netherlands']Netherlands

European Union Says No to Hackers' IP and Email Disclosure - Hacking['European Union']European Union

Gironde: hacked, a boss assigns his bank to court['France'] France

20% of Uruguayan companies were victims of cyber attacks['Uruguay'] Uruguay

The police arrest the alleged perpetrator of the kidnappings and the hacking of Playz['Spain'] Spain

“Smartphone hacked on call”: Hackers massively hack phones of children and teenagers in Russia – Network['Russia'] Russia

Citizens in Egypt have been spied on by the government using mobile apps and phishing['Egypt'] Egypt

Tokme phishing damage surges … Financial Supervisory Service Consumer Controversy['South Korea']South Korea

ATM card hacking? Be careful 366276| Bangladesh Pratidin['Bangladesh']Bangladesh

2nd quarter DDoS hacking attack ranked 4th in Korea['South Korea']South Korea

They denounce in Germany attack by Russian hackers – Chihuahua News – Entrelíneas['Germany']Germany

Hackers have learned how to easily bypass Google protection | North America['United States', 'Canada', 'Mexico']United States, Canada, Mexico

Hackers found an easy way to re-infect Magento sites['Ukraine'] Ukraine

Apple confirms biggest data breach in history['Ukraine'] Ukraine

Hackers claim to spread pictures of users masturbating - and are successful['Germany']Germany

['http://www.tanjug.rs/full-view.aspx?izb=631331', 'https://www.krstarica.com/vesti/svet/nojberg-o-istrazi-u-slucaju-solarvinds-hakovanja/']TANJUG | Neuberg on the investigation into the SolarVinds hacking case['Germany']Germany

['https://www.securitylab.ru/news/531724.php', 'https://www.indiatoday.in/technology/news/story/over-200-apps-carrying-facestealer-spyware-are-stealing-your-personal-data-facebook-password-1951124-2022-05-18']Over 200 apps carrying Facestealer spyware are stealing your personal data , Facebook password['Russia'] Russia

Phishing Suspected, Apple Macbook Remains Vulnerable to Ransomware['Indonesia']Indonesia



Hacking exposure document `` Vault 7 '' in US uproar! Apple ``mostly solved''['United States']United States

Joker Malware Targets More Android Devices['United States']United States

MPR chairman urges government to probe alleged population data breach['Indonesia']Indonesia

European Law Enforcement Helps More Than 1 . 5 Million People Decrypt Ransomware['European countries']European countries

Malware sneaking into iOS through legitimate ways Apple provides for testing unvetted apps['United States']United States

Warning over energy price rebate scam looking to exploit you['United Kingdom']United Kingdom

iTWire - Ransomware attack on Dialog also took down defence app ForceNet['Australia']Australia

This fake job offer scam will just infect your device with deadly malware['United Kingdom']United Kingdom

WikiLeaks Drops CIA Information - Hacking Bomb['United States']United States

Many students of the Central Michigan University were hacked after opening phishing scam emails['United States']United States

BenefitMall announces data breach ['United States']United States

Norway warns shipping is being targeted by hackers -['Norway'] Norway

Microsoft helps Vietnam fight hackers amid US - China cloud rivalry - Nikkei Asian Review['Vietnam'] Vietnam

Sichuan hackers linked to spying on HK activists['China', 'Hong Kong']China, Hong Kong

Bose Added to List of High - Profile Companies Who Have Suffered Ransomware Attack | Arent Fox['United States']United States

500 Million Android Users Downloaded 4 VPN Apps Found With Awful Malware . You May Need To Remove Them['Zimbabwe']Zimbabwe

Hackers struck before CoJ could close loopholes , says IT official['South Africa']South Africa

UI Cautions about Phishing Electronic Mail from President['United States']United States

Even bakeries get hit by hackers , top insurer warns['United Kingdom']United Kingdom

US in battle to extradite playboy Yahoo  hacker['United States']United States

Michigan Researcher Helps Stop Cyber Attack['United States']United States

Insurers Want $6M Gift Card Hack Coverage Case Split Up['United States']United States

Fans bond after failed hacking attempt of Netflix hit['United States']United States

Hack Attack May Have Compromised Biometric Data of Smart Vending Machine Users['United States']United States

Speed cameras OK after viral hack ['Australia']Australia

Cyren : Email Malware without Macros or Attachments — Beware Rogue Outlook Meeting Invites['United States']United States

Man charged over malware attacks on Skype and Google['United Kingdom']United Kingdom

Singletary : Data breach fears inspire more of us to freeze credit['United States']United States

Twitter Exploit Allowed Anyone To Tweet From Any Account Without Having To Know The Password['India'] India

ISIS hackers take down local council website['United Kingdom']United Kingdom

Hacker put details of Just Eat customers up for sale['United Kingdom']United Kingdom

Irish TV show among Twitter accounts hacked with Nazi slogans['Ireland'] Ireland

Global spy malware traced back to Lebanese security['Lebanon']Lebanon

No Requirement For Banks To Tell Customers Their Info Was Hacked In New Breach Notification Bill['United States']United States

Ireland on the front line in Russia new hacking war['Ireland'] Ireland

Spies Make Push Into Phone - Hacking ['France'] France

SunTrust Offers Free ID Protection Following Data Breach['United States']United States

Malware attack at Florida Hospital may have compromised patient data['United States']United States

Hackers target players of popular game Fortnite Battle Royale['United States']United States

Bitcoin Returns to Circulation Even after It Crashed Since Exchange Hack['United States']United States

ISUPD warn students to lookout for phishing scams['United States']United States

Medford and other cities left hacked customers in the dark['United States']United States

LuminosityLink spyware mastermind gets 30 months in the clink , forfeits $725k in Bitcoin['United States']United States

After Equifax hack , credit freezes now free starting Sept . 21['United States']United States

Drivers warned on  key hacking  after thefts from cars['United Kingdom']United Kingdom

JKPDD scaning servers at Data Centre to assess , arrest malware intrusion['India'] India

Trezor Takes a Shot at Ledger After the Hack['China'] China

Msians charged for international hacking are online game store directors['Malaysia']Malaysia

Chattanooga Chamber of Commerce investigating data breach , up to 2 , 000 members possibly affected['United States']United States

Data breach at Booster SuperScheme ['New Zealand']New Zealand

2018 , an 11 - year - old hacked a mock government site , changed election results['United States']United States

Class - Action Lawsuit Filed in Dickey Data Breach['United States']United States

Senate Intelligence Leader Seeks Answers From Probe of Florida Water Supply Hack['United States']United States

Samsung Galaxy S21 Hack , $1 Million Hackers , Pwn2Own , 61 Security Bugs['South Korea']South Korea

35 NFTs worth 800,000 euros were stolen by hackers['France'] France



Hackers publish the confidential information of thousands of employees to blackmail their employer['France'] France

Wildberries attacked by a ransomware virus['Russia'] Russia

Gotham Knights - hacking and disabling cameras, turrets, electrical panels['Poland'] Poland

Such is Julius Kivimäki, who is suspected of the Vastaamo data breach['Finland'] Finland

"Attack what has surrendered?" Network about cyber attacks on the energy system of Ukraine['Ukraine'] Ukraine

The masterstroke of the French cyber - gendarmes who hacked into the "dealers' WhatsApp"['France'] France

A retired doctor hacked, a hundred fake health passes generated['France'] France

Hundreds of thousands of MikroTik routers do not have updates installed, hackers abuse them to join botnets['Czech Republic']Czech Republic

Police seized 19 million euros in crypto-assets from ransomware['France'] France

The cyber attack on the UAB still distorts university day-to-day life['United States']United States

Voters in Mexico must be careful due to cyber attacks – Noticieros Televisa['Mexico'] Mexico

Data breach at staffing company - possible that personal data was leaked['Finland'] Finland

Online Media Hacking Becomes a New Attack Pattern Against the Indonesian Press['Indonesia']Indonesia

US reservation system service company hacked...Jeju Air and Air Seoul customer information leaked['South Korea']South Korea

Hoy Tamaulipas - Tamaulipas On the rise hacking of bank accounts in Matamoros['Mexico'] Mexico

Malware and coin mining attacks increased by 21% in Egypt['Egypt'] Egypt

Chancellor Merkel 'Honestly, it hurts' ... EU sanctions after a series of Russian cyber attacks['Germany']Germany

Russian Railways has been hacked. The data of hundreds of thousands of passengers of the company leaked to the Internet['Russia'] Russia

The media reported the details of the hacking of the website of the Ukrainian gas company Burisma['Ukraine'] Ukraine

['http://www.opennet.ru/opennews/art.shtml?num=56279', 'https://www.bitdefender.com/blog/hotforsecurity/man-charged-with-ubiquiti-data-breach-and-extortion-was-employee-assigned-to-investigate-hack/', 'https://thenextweb.com/news/ubiquiti-ex-employee-hacker-whistlblower-ransom', 'https://www.securityweek.com/former-employee-accused-being-behind-ubiquiti-hack', 'https://www.pcmag.com/news/former-ubiquiti-dev-arrested-for-orchestrating-data-breach-trying-to-extort']Former Ubiquiti employee arrested on hacking charges['United States']United States

Police identify suspect in sale of hacked TV tuner Lezgi Gazet['Russia'] Russia

A student tried to hack the website of the government of the Omsk region | Omsk region['Russia'] Russia

Vollgar has been hacking Microsoft SQL servers for years['United States']United States

Bank accounts hacked and money stolen - cybercriminals detained in Georgia['Russia'] Russia

Russian Hackers Exploit a Bug Controlling US Servers['United States']United States

FireEye warns of state-sponsored cyber attacks on targets in Germany['Germany']Germany

If you install the app, the phone is intercepted... The government sends voice phishing prevention texts to the public['South Korea']South Korea

6200 mediocrity on officer rations: a failed cyber attack on the Russian Federation cost the United States millions of dollars['United States']United States

Presentation of the Hacking of the Hôtel de Ville – Paris . Fr['France'] France

Attackers send phishing emails from the gov domain address. ua - technology news of Ukraine and the world['Ukraine'] Ukraine

DSB systems are up again after a major DDoS attack at the weekend - also CIO Michael Moesgaard hacked['Denmark']Denmark

After the hacker attack, the Slobodna Subotica website is working again['Serbia'] Serbia

Hackers are targeting corporate and fleet cars['Switzerland']Switzerland

The Diputación de Ourense, after the hack: It's going well and we've already improved['Spain'] Spain

Phishing in the name of well-known brands : 500 euro voucher - profit is a fake['Germany']Germany

MyLoBot , malware dun nouveau genre ['France'] France

North Korea attempts to hack virtual currency exchange several times by impersonating the Financial Supervisory Service['South Korea']South Korea

Hack Facebook to cheat money, victims cry because they lost billions of dong['Vietnam'] Vietnam

Hackers invade an accounting company's system in Boa Vista and demand a thousand dollars in bitcoin to decrypt data['Brazil'] Brazil

4 out of 7 virtual currency exchange apps are hacked defenseless['South Korea']South Korea

Major hacker attack. London and Washington warn | Germany - Current German Politics. DW News in Polish | DW['United Kingdom', 'United States', 'Germany']United Kingdom, United States, Germany

Le Forum Distributique / A phishing campaign promises free Air France plane tickets['France'] France

Del: Hackers tried to steal customer information['Israel'] Israel

Magyar Hírlap • Doubling cyber attacks ['Hungary'] Hungary

Unknown people hack Twitter ['Germany']Germany

Four Months Fugitive, Ticket Site Hacking Brain. com on Citilink Server Arrested in Ciputat['Indonesia']Indonesia

Apple is blackmailed with hacked user accounts['Hungary'] Hungary

Chinese voice phishing additional arrest due to long-term shipments['China'] China

Hacker, calling for the liberation of Palestine, hacked the website of the Baikal Reserve : Society : Inform Polis['Russia'] Russia

WikiLeaks : Publishes documents from much-hyped Sony hack['Japan', 'United States']Japan, United States

EA Warns of Phishing Scams Involving Fake Customer Support['United States']United States

Iras warns of tax reimbursement phishing scam website['Singapore']Singapore

Balloon Juice - Hacking the exchanges in Alabama['United States']United States

People in one area of Offaly being sucked into phishing scams['Ireland'] Ireland

Middletown Valley Bank Reports Data Breach Following Unauthorized Access to Computer Network | Console and Associates , P . C . ['United States']United States



NHS vendor Advanced wont say if patient data was stolen during ransomware attack['United Kingdom']United Kingdom

Alberta government backs off call for committee investigation into Dang hacking of vaccine records['Canada'] Canada

The Fiji Times » FIU warns against hacking , spoofing['Fiji'] Fiji

Hijacking of Popular Minecraft Launcher by Rogue Developer Raises Malware Fears['United States']United States

Malware attack delays delivery of Florida newspapers['United States']United States

Optus CEO Kelly Bayer Rosmarin reveals how she and Gladys Berejiklian handled the cyber attack hack['Australia']Australia

Oman : Oman foils over 900 million cyber attacks in 2018['Oman'] Oman

Hackers that stole hundreds of millions of pesos taken down in Guanajuato['Mexico'] Mexico

FBI docs : Study found Clinton email server hacked , info found on dark web['United States']United States

Gatto , Pope & Walrick , LLP Files Notice of Data Breach Following Reports of Potential Tax Return Fraud | Console and Associates , P . C . ['United States']United States

This phishing campaign uses an odd tactic to infect Windows PCs with two forms of trojan malware['Japan'] Japan

Koh Rips Yahoo For Hiding Data Breach History In $117M Deal['United States']United States

3 men arrested in connection with data hack involving 360 , 000 Quebec teachers['Canada'] Canada

Massive data breach : SBI leaks details of millions of customers['India'] India

€36 , 000 stolen from County Council in phishing scam['Ireland'] Ireland

Backdoored cryptocurrency software found serving AZORult malware['Japan'] Japan

['https://www.liputan6.com/tekno/read/4143891/situs-bareskrim-polri-kena-retas', 'https://www.liputan6.com/news/read/4143941/situs-bareskrim-diretas-polri-itu-web-lama-sudah-tidak-digunakan']Bareskrim website hacked, Polri: It's an old website that isn't used anymore['Indonesia']Indonesia

Hamden Town Hall computers hit with malware['United States']United States

It will take weeks for the Mat - Su Borough to restore all of its services after cyber attack['United States']United States

FBI Dismisses Child Porn Prosecution After Refusing To Hand Over Details On Its Hacking Tool['United States']United States

NEC says website hacked , National , Phnom Penh Post['Cambodia']Cambodia

6 major law firm hacks in recent history ['United States']United States

Holland not affected in Hotel Chain Hack['United States']United States

Android Apps Tainted With Click Fraud Malware Cut From Google Play['United States']United States

Coakley addresses hacking , cloud concerns['United States']United States

Hackers hit two CNRP Facebook pages , National , Phnom Penh Post['Cambodia']Cambodia

CD Projekt Red Cyberpunk 2077 files have been hacked['Poland'] Poland

Trump Hotel Hack May Have Had Symbolic Value['United States']United States

Three suspects detained in probe into hacking of Lithuanian beauty clinic :: The Baltic Course['Lithuania']Lithuania

McCain , Fitzgerald Collisions Prompt Naval Investigators to Probe Cyber Attacks['United States']United States

Morning News Brief : Health Care Vote Delayed , New Ransomware Attack Spreads['Ukraine', 'United States', 'United Kingdom', 'Russia', 'India', 'Denmark', 'Netherlands', 'Spain', 'Norway']Ukraine, United States, United Kingdom, Russia, India, Denmark, Netherlands, Spain, Norway

Top News Of The Week : Hackers Strike , Missing Mother['United States']United States

Year in Review : Malware Attacks Impact Operations and the Bottom Line['United States']United States

Another bizarre turn in Wasserman Schultz ’ s latest hacking scandal['United States']United States

Police issue warning after cameras at women apparel shop hacked - Israel News['Israel'] Israel

Data System of Four Gas Pipeline Companies were Hacked['United States']United States

Ky . Man Arrested After Allegedly Hacking Indiana Hospital Network['United States']United States

Cisco hunts for Apache Struts 2 FileUpload bug and finds DIRTY CoW exploit['Australia']Australia

TRA issues new WhatsApp warning in UAE : Fake verification text could hack your account['UAE'] UAE

Malware infects North Babylon School District computer network['United States']United States

Pomona mayor , clerk tell FBI village computers were hacked['United States']United States

['https://telegraf.by/2018/06/397634-yunii-haker-iz-lvovskii-oblasti-rasprostranyal-virus-vimogatel', 'https://ubr.ua/ukraine-and-world/incidents/-khaker-iz-lvova-zarazhal-kompjutery-virusom-shifrovalshchikom-3870995', 'https://ru.tsn.ua/ukrayina/na-lvovschine-yunyy-haker-sozdal-i-rasprostranil-virus-kotoryy-treboval-dengi-1165002.html', 'https://www.unian.net/incidents/10138748-reshil-podzarabotat-na-lvovshchine-podrostok-rasprostranyal-kompyuternyy-virus-shifrovalshchik.html', 'http://www.unn.com.ua/ru/news/1733897-yuniy-khaker-zi-lvivschini-stvoriv-i-rozpovsyudiv-virus-shifruvalnik', 'https://www.facenews.ua/news/2018/408623/']Yesil to earn extra money: in the Lviv region, a teenager distributed a computer virus - ransomware['Ukraine'] Ukraine

Hashtag Trending July 30 – Chipotle phishing scam ; Big tech make vaccines mandatory ; Media and vaccine rates['Canada'] Canada

Hacked therapy centre emailed client ID numbers on invoices['Finland'] Finland

Canada cybersecurity agency warns of online threats that exploit COVID - 19 fears['Canada'] Canada

Police pay out £7 , 000 after hate crime data breach['United Kingdom']United Kingdom

Lightbasin Cyber Attack : 13 telcos targetted according to CrowdStrike['Lightbasin Cyber Attack : 13 telcos targetted according to CrowdStrike']Lightbasin Cyber Attack : 13 telcos targetted according to CrowdStrike

Joshua Polloso Epifaniou sentenced for hacking websites , extortion['United States']United States

Coin-buying officer handed over plan for decapitation unit operation to North Korean hacker['South Korea']South Korea

EU imposes independent sanctions on North Korea's missiles... Voice phishing agencies are also included : International : International : News : The Hankyoreh['North Korea']North Korea

Tyrolean company Eglo wants to start up again quickly after a cyber attack | Tyrolean daily newspaper online['Austria'] Austria

Hackers target agriculture ['Spain'] Spain

On the eve of February 24, hackers attacked major gas companies in the United States['United States']United States

The hack to the National Registry of Persons that shakes Peru | They altered the data and Pedro Castillo appears as beheaded['Peru'] Peru

Government, hacker case: the silence of the social media guru and that M5S post in the anti-Renzi group['Italy'] Italy



NY Times: Russians Hack Ukrainian Company Linked to Trump Trial['Ukraine'] Ukraine

The enterprise "Tsar-bread" in Sevastopol was attacked by hackers['Russia'] Russia

Hackers attacked a popular online game to save another project from the same developers['Russia'] Russia

Instagram is full of new features, malware erases Western Digital hard drives, the recap['France'] France

Don't be messy! Received "package delivery query website" in SMS text messages, hidden phishing scams, personal information may be leaked['Taiwan'] Taiwan

When an amateur hacker attacks a cybersecurity company['France'] France

Hacking and bugs: homeschooling disrupted in several regions['France'] France

['https://patch.com/oregon/portland/centennial-school-district-hacked-officials-say', 'http://www.kptv.com/story/37203360/centennial-hs-students-hacked-into-district-systems-info-accessed-on-current-former-students']Centennial HS students hacked into district systems ; info access - KPTV['United States']United States

['https://www.scmagazine.com/home/news/adams-county-clerk-resigns-over-role-in-data-breach/', 'https://www.wisconsinrapidstribune.com/story/news/2018/09/19/adams-county-clerk-resigns-after-data-breach-affected-up-250-k/1360107002/']Adams County clerk resigns after data breach that affected up to 250K['United States']United States

Hacker chats that attacked oil pipeline in the US are leaked['United States']United States

TJ - RS says that the court's computer system was the target of a hacker attack: It is very serious['Brazil'] Brazil

Employee at Falu hospital acquitted of suspicion of data breach['Sweden'] Sweden

Android , the malware that steals credit from TIM , Vodafone , WindTre users['Italy'] Italy

Ardagh Group, a manufacturer of glass and metal containers, was the victim of a cyber attack['Ireland'] Ireland

Love and phishing scams cost victims 100. 000 euros['Germany']Germany

Mom busy? A phishing text message manager who was said to have experienced it once was arrested in China and forcibly repatriated['China'] China

IS website up again - but still no life in internal IT systems five days after hacker attack['Denmark']Denmark

Coronavirus, VAT match bonus: Inps site suspended. Even hacker attacks['Italy'] Italy

A cyber attack locked the cash registers of the auto parts store, encrypted the information and closed the doors - Do you know how to prepare yourself, because you could be the next target of a criminal?['Finland'] Finland

Hackers hacked the website of the Parliament of Kyrgyzstan and demanded 10 thousand dollars['Kyrgyzstan']Kyrgyzstan

What happened to the 58 billion Won stolen by Upbit hackers?['South Korea']South Korea

The US government got hold of a server used by a group of North Korean hackers['United States']United States

BKD Madiun Regency Website Hacked, There Are Images of One Piece Characters and Rejection of the Criminal Code Bill['Indonesia']Indonesia

Roskomnadzor spoke about hacker attacks on department systems['Russia'] Russia

['https://www.dispatch.com/news/20200204/hackers-hit-ohio-state-treasurerrsquos-website-but-apparently-didnrsquot-penetrate', 'https://www.cantonrep.com/news/20200204/hackers-hit-ohio-state-treasurerrsquos-website-but-apparently-didnrsquot-penetrate/1', 'https://www.the-daily-record.com/news/20200204/hackers-hit-ohio-state-treasurerrsquos-website-but-apparently-didnrsquot-penetrate/1', 'https://www.the-review.com/news/20200204/hackers-hit-ohio-state-treasurerrsquos-website-but-apparently-didnrsquot-penetrate/1', 'https://www.daily-jeff.com/news/20200204/hackers-hit-ohio-state-treasurerrsquos-website-but-apparently-didnrsquot-penetrate/1', 'https://www.msn.com/en-us/news/us/hackers-hit-ohio-state-treasurers-website-but-apparently-didnt-penetrate/ar-BBZE6QK']Hackers hit Ohio state treasurer website but apparently didnt penetrate - News - The Columbus Dispatch['United States']United States

Hacking attempt impersonating the Institute for Unification Education was caught.['South Korea']South Korea

Espionage: the “Big Hack”, from the Chinese “great piracy” the “ghost hunt”['France'] France

Criminals hack digital reading aid for the visually impaired to mine crypto coins | technology['Belgium'] Belgium

Fired employee hacks into ex-company's computer system['Luxembourg']Luxembourg

Regions - Aceh Provincial Government Website Hacked by 33 Thousand Hackers | RRI News Portal with National and International Networking Radio['Indonesia']Indonesia

The electricity giant - owner hit by hacker attack: The stock falls on the stock exchange['Denmark']Denmark

Moldovan hacker hacked over 3600 computers of ordinary users['Moldova']Moldova

Hackers hacked the website of bailiffs in the Urals['Russia'] Russia

Hacking: the stock market policeman warns of a fake site in his name['Belgium'] Belgium

Programmer arrested for stealing and selling spyware tool['Brazil'] Brazil

ING DiBa - Phishing: Beware of ING - Account blocked['Germany']Germany

Google: The number of hacked sites in 2016 increased by 32%['Russia'] Russia

Truck driver suspected of data breach ['Sweden'] Sweden

Portal KoSSev under strong hacker attack['Serbia'] Serbia

national news Hackers steal 7 million pesos from the Hidalgo city council['Mexico'] Mexico

Eesti Ehitus ABC closed all its stores due to a cyber attack Kantar Emor has shut down its computer systems in fear of the attack!['Estonia'] Estonia

Hacking the website of the Trump Administration Super PAC 45 Committee['United States']United States

Ex - officer helped hack immigration database to print visit passes['United States']United States

Chicago Public Schools reports data breach five months after incident['United States']United States

DOE : Lawmakers to question Granholm about pipeline hack['United States']United States

Gmail Hacked : Google Says New HYPERSCRAPE Attack Can Read All Messages['United States']United States

Department of Social Services warns of EBT phishing scheme['United States']United States

Fund balance is up , and so are cyber attacks , city auditor says['United States']United States

Hell Freezes Over : Ilhan Omar Defended Donors to Canada Freedom Convoy After Names Revealed in Reported Hack['Canada'] Canada

Seattle DJC . com local business news and data - Technology - Hacker gets 5 years for $1B theft ring['United States']United States

Expert reacts to Unified Government of KCK cyber attack['United States']United States

Bluetooth harvester signals hacking group growing interest in mobile['United States']United States

Phishing : Rs 1 . 5 lakh looted from account in 3 days['India'] India

Imperial County Government Website Down After Ryuk Malware Hacking , Ransom Demands['United States']United States

CBA turns Landmark White tap back on , but financial hit from data breach unclear['Australia']Australia



State sites hacked by Indonesian cyber team['Indonesia']Indonesia

Summa Health employees fall victim to phishing attacks['United States']United States

Xbox Live Bug Leaks Private Information to Hackers['United States']United States

Manufacturer mounts full ransomware recovery in >4 hours['United Kingdom']United Kingdom

EatStreet CEO releases statement on data breach['United States']United States

Cyber Attack Shuts Down Email System Used by San Marcos City Employees['United States']United States

Third - Party Vendor Magellan Data Breach Impacts McLaren Health['United States']United States

Popular Danish Torrent Tracker Shuts Down After Hack['Denmark']Denmark

Army accounts controller foils hacker bid for key info['India'] India

Indian Hacker Defaces Pakistani University Website to Show Love for Girlfriend['Pakistan']Pakistan

Healthcare Company CoPilot Settles Data Breach with $130K Payment['United States']United States

Alleged Netflix , Disney Hacker May Have Struck Another Company['United States']United States

MS responded quietly to secret database hack['South Africa']South Africa

Researchers find multiple malware families leveraging InPage exploit['United States']United States

Swift codes targeted in few Nepali banks cyber attack['Nepal'] Nepal

Malvertising Campaign Redirects Browsers To Terror Exploit Kit['United States']United States

Police investigate phishing messages ['Malta'] Malta

Qantas systems restored , Amadeus outage not related to Petya ransomware['Australia']Australia

Android Forums confirm that its servers were compromised , leading to a data breach » TechWorm['United States']United States

Three years after data breach , OPM still struggling to modernize IT['United States']United States

News Corp united kingdom pays over computer hacking['United Kingdom']United Kingdom

Ransomware attack leaves CDOT contract workers without jobs['United States']United States

Latest News : Zuckerberg on FB Data Breach ;  Modicare  Gets Cabinet Nod['India'] India

Las Vegas attorneys sue Equifax to make them pay for the largest data breach in history['United States']United States

Apan Jewellers website hacked , again ['Bangladesh']Bangladesh

Four Singapore varsities hacked - ASEAN / East Asia['Singapore']Singapore

FL Senator Calls For Investigation Into Sunpass Data Breach['United States']United States

MPs file 19 questions on SingHealth cyber attack['Singapore']Singapore

Banking malware attacks go up in three months['Kenya'] Kenya

Evansville law firm Woods and Woods victim of ransomware cyber attack['United States']United States

Court denies bail for KUNA website hacker - ARAB TIMES['Kuwait'] Kuwait

How a hacker broke Telkom ADSL routers to make it fix security flaws['South Africa']South Africa

MSM : the Chinese government has been hacking Americans at unprecendented rate ! – Investment Watch['United States']United States

Daily Mirror - Ten domain names modified following cyber attack : LK Domain Registrar['Sri Lanka']Sri Lanka

Damage from Albany , N . Y ., Cyber Attack Dates Back to 2017['United States']United States

Andium Homes admits major data breach | ITV News['United Kingdom']United Kingdom

Postbank - Phishing: Fraudsters threaten with permanent account blocking['Germany']Germany

There was a vulnerable system - The cyber attack on Lotenal in 2021 was for not updating its security patches : ASF['Mexico'] Mexico

Hackers went to e-school ['Russia'] Russia

Iraqi hackers attack IRGC and Iranian intelligence ministry['Iran'] Iran

['https://www.pbs.org/newshour/nation/judge-denies-north-carolinas-request-to-drop-election-software-from-company-targeted-by-russian-hackers', 'http://sacramento.cbslocal.com/2017/11/06/north-carolina-election-russian-hackers/', 'http://www.journalnow.com/news/state_region/nc-judge-hints-he-won-t-stop-use-of-polling/article_fbf45b83-39da-58ec-9a25-30bcc0166abb.html']Judge denies North Carolina ’ s request to drop election software from company targeted by Russian hackers['United States']United States

['https://www.jornada.com.mx/notas/2021/09/19/politica/el-sitio-web-de-la-agencia-notimex-sufrio-12-intentos-de-hackeo/', 'https://www.jornada.com.mx/2021/09/20/politica/021n2pol', 'https://www.jornada.com.mx/notas/2021/09/20/politica/sufre-notimex-al-menos-12-nuevos-intentos-de-ataques-ciberneticos/']La Jornada - Notimex suffers at least 12 new attempts at cyber attacks['Mexico'] Mexico

Researchers Reveal Worok Hacking Operation Concealed Malware in PNG Files['Thailand']Thailand

Resident of Bashkiria convicted of spreading malware online['Russia'] Russia

Governments and military organizations hit by new malware targeting Microsoft Exchange['France'] France

Hackers violate ENAP systems and access secret information in an international fraud attempt | bbcl _ investigates['Chile'] Chile

In Romania, unknown hackers blocked the work of the tax office['Romania']Romania

Hackers take over Zalo , send fraudulent messages of half a billion dong of many people['Vietnam'] Vietnam

Central Bank: hacker attacks slow down Russia's fast payment system['Russia'] Russia

DoS and phishing bugs in MS Teams temporarily unresolved - ICT news['Belgium'] Belgium

Comments - Katsarov admitted to an extremely powerful hacker attack against the certificate system['Bulgaria'] Bulgaria

Hackers re-robbed the bZx platform for 645 thousand dollars['Ukraine'] Ukraine

Website hacker arrested from Pallavi 862478 | The voice of time['Bangladesh']Bangladesh

Montauban: An apprentice hacker disarmed by the National Gendarmerie['France'] France

The ransomware virus took the route of "few but beautiful", and the new crown epidemic spread to the virtual world['China'] China



Cyber security at BMW: hackers from Vietnam in Germany['Germany']Germany

Telex: A tablet watch for IBM, Facial recognition on permits, Canonical's GitHub hacked['United States']United States

Report: Dutch mole helped the American-Israeli cyber attack in Iran['Iran'] Iran

Bolivia suffered a hacking attempt to the final scrutiny site and blocked its viewing from abroad['Bolivia'] Bolivia

['https://www.kvrr.com/2020/01/20/north-dakota-cyber-attacks-on-the-rise/', 'https://www.grandforksherald.com/news/government-and-politics/4868213-Cyber-attacks-against-North-Dakota-increased-300-last-year']North Dakota Cyber Attacks on the Rise - KVRR Local News['United States']United States

Comments Off on Data Leak at Sberbank, Surveillance of Employees in Novosibirsk Offices, and What is Phishing | NHS['Russia', 'United Kingdom']Russia, United Kingdom

Heerlenaar hacked private data on a large scale['Netherlands']Netherlands

Hackers hacked the collaboration site due to blocking Telegram :: Technology and media['Russia'] Russia

Google alerts to hacks in Gmail accounts['El Salvador']El Salvador

SBIF confirms new hack: 13 national banks would be affected['Chile'] Chile

Gmail users suspect account hacking due to cunning spam['Ukraine'] Ukraine

For nearly nine months, the hackers forwarded 60 . 000 e-mail: - Unusual and strange form of attack, says expert['Norway'] Norway

Hackers Targeting Top Managers Facilitated $12.5 Billion in Business['Russia'] Russia

The scandalous hacking of Kickstarter projects['France'] France

How about here, 4,000 guest reports hacked... 12:00 announcement, 3:00 admission announcement['South Korea']South Korea

GLONASS system hacked in Primorye ['Russia'] Russia

Hackers have been exploiting a vulnerability in Chinese IoT for over a year['China'] China

APT Group Using Voice Changing Software in Spear - Phishing Campaign['Russia'] Russia

Office Depot parent expects over $20M loss due to malware attack['United States']United States

SCDEW phishing ['United States']United States

Where Are We One Month On From The HSE Hack ?['Ireland'] Ireland

Kaseya hack : Number of schools affected lower than expected , government says['New Zealand']New Zealand

Ottumwa dental office experiences data breach['United States']United States

Singapore central bank considers action against OCBC for phishing scam['Singapore']Singapore

Iran hacks CCTV at Israel Haifa , Ashdod ports['Israel'] Israel

Phishing attack costs Tewksbury ['United States']United States

Smartphone : il pericolo è in agguato , centinaia di malware svuotano i conti in banca['Italy'] Italy

Emotet malware launches new email campaign['United States']United States

Leak Reveals Activity of Iranian Hacking Group['Iran'] Iran

Consumer Reporting Agency Agrees To $22 Million Settlement Of Data Breach Class Action - Data Protection['United States']United States

Neopets Provides Notice of Data Breach['United States']United States

FBI , DHS Investigate Malware Attack in Ada County , Idaho['United States']United States

Solons alarmed over increasing attempts to hack bank deposits['Philippines']Philippines

Over 20 , 000 people data potentially compromised in phishing scam targeting Valley View Hospital['United States']United States

South Korean Police Arrest Computer Repairmen who Made and Distributed Ransomware['South Korea']South Korea

Backups , Quick Response Stops Malware Attack on Ohio City['United States']United States

In 27 days , there had been 250 million hacking attempts on Blitz site['Bangladesh']Bangladesh

Three Charged with Revenue Agency Hack - News - BULGARIAN NEWS AGENCY['Bulgaria'] Bulgaria

Fishery management council warns of phishing scam['United States']United States

Bersih website under cyber attack ['Malaysia']Malaysia

Hy - Vee declares card data hack after malware infected POS devices['United States']United States

N Korean Hackers Are Targeting India ['India'] India

Hacker says ,  pay bitcoin ransom or get terminated , through couple Ring security cameras['United States']United States

Phishing e - mail related to BNP Paribas['France'] France

Hackers Target European Security Watchdog and Law Firms ; Medical Marijuana Database Breached['European']European

Florida School District Hit by Data Breach Affecting 7K Employees Has Cyber Insurance['United States']United States

Hackers Take Aim At The Arizona Cyber Warfare Range['United States']United States

VDOL updates Joblink data breach ['United States']United States

UTA LA Office Sidelined by Malware Attack['United States']United States

Kaleida Health reports 2nd phishing attack in 2 months['United States']United States

MEDIA WATCH : FORMER FCC SECURITY EMPLOYEE : FCC LIED ABOUT WEBSITE HACK TAKING DOWN NET NEUTRALITY COMMENTS['United States']United States

How the Mimikatz Hacker Tool Stole the World Passwords['United States']United States

Children Hospital Sues Insurer For Data Breach Coverage['United States']United States

['http://brudirect.com/news.php?id=49913', 'https://www.techradar.com/news/players-cheating-in-fortnite-are-flooding-internet-with-malware', 'http://www.trustedreviews.com/news/fortnite-cheat-malware-3500503', 'https://www.tivi.fi/Kaikki_uutiset/karma-iski-suositussa-nettipelissa-huijanneet-asensivat-samalla-ikavan-haittaohjelman-6732141', 'https://www.netzwelt.de/betrugswarnungen/164212-fortnite-scam-statt-cheat-hack-tools-gibt-trojaner-viren.html', 'http://devang.com/?p=358572', 'http://www.businessinsider.com/fortnite-android-fake-2018-6', 'https://futurezone.at/games/malware-lockt-mit-fortnite-cheats/400060664', 'https://www.techspot.com/news/75349-fortnite-cheaters-got-pwned-malware-posing-aimbot.html', 'https://www.huffingtonpost.co.uk/entry/fake-fortnite-android-apps-are-appearing-filled-with-malware_uk_5b2cb3f5e4b0321a01cfd47c', 'https://ccm.net/news/28709-fortnite-hacks-infect-players-pcs', 'https://nakedsecurity.sophos.com/2018/06/21/dont-download-it-fake-fortnite-app-ends-in-malware/', 'https://wwwKarma struck: cheaters in a popular online game also installed nasty malware['United States']United States

Hard Time for Hacking into GA Pacific « isssource . com['United States']United States



Student hacks into school computer system | Utah['United States']United States

New Hack Weaponizes the Web Cache ['United States']United States

Spy Hack Incident of Russia Rocked Because Judge Firm - Arms Feds['Russia'] Russia

Travelodge customers hit by hack ['United Kingdom']United Kingdom

DHHS warns of phishing scam targeting Humboldt County EBT cardholders['United States']United States

Hackers Accused of Forcing Call of Duty Players to Steal $3 . 3M in Cryptocurrency['United States']United States

Report reveals extent of cyber attacks on Hertfordshire County Council['United Kingdom']United Kingdom

Cyber attacks hitting computers and webcams every five minutes['United Kingdom']United Kingdom

Hackers are crashing Zoom meetings with child porn , attorney general says['United States']United States

Seminole tax collector accused of soliciting hacker for attack['United States']United States

Nuclear Missile Contractor Hacked ['Russia'] Russia

Anonymous claims US hit by cyber  attack  as T - Mobile , Facebook , Fortnite down['United States']United States

Ozark Orthopaedics Data Breach Exposes Over 15 , 000 Patients['United States']United States

Linkury adware caught distributing full - blown malware['Japan'] Japan

30 - year - old file format behind MacOS hack['United States']United States

Kaseya Ransomware Attack Has Led To A Windfall For ThreatLocker : CEO Danny Jenkins['United States']United States

TM Supermarkets loses $22 million to e - mail hackers['Zimbabwe']Zimbabwe

Ransomware attack forces Manitoba clinic to close - CHVNRadio : Southern Manitoba hub for local and Christian news , and adult contemporary Christian programming . ['Canada'] Canada

NY Regulator Fines Mortgage Lender $1 . 5M Over Data Breach['United States']United States

Hackers want tens of millions after RSD for unblocking access to data['Serbia'] Serbia

Industrial cybersecurity: Attacks via mining, spyware and malicious scripts on the rise in 2021['Tunisia'] Tunisia

Malware attacks have increased by 358% compared to 2019 – LaFlecha['Spain'] Spain

Phishing : Crooked shopping tours with credit cards - clones['Germany']Germany

Parents of children with diabetes hack medical equipment['Sweden'] Sweden

Phishing mail: Fake customs message takes money out of your pocket['Germany']Germany

Hacking of software provider Right Line Kyrgyzstan requested information about the leakage of personal data of its citizens Tazabek['Kyrgyzstan']Kyrgyzstan

Finnish government websites hacked before Zelensky's speech['Finland', 'Ukraine']Finland, Ukraine

Hackers spy on Iranian company for six months via infected HPE server['Iran'] Iran

Because of body cam phishing... Male victims of digital sex crimes doubled - Kookmin Ilbo['South Korea']South Korea

Durazo and terror hacks ['Mexico'] Mexico

Immigration officer conspired to hack system remanded['Malaysia']Malaysia

Jutarnji list - SAD confirmed a hacker attack on a company whose clients are the richest companies, the president's office...['United States']United States

New Brazilian banking malware spreads across Asia and Europe['Brazil', 'Asia', 'Europe']Brazil, Asia, Europe

Two notorious drug smugglers arrested after hacking cryptophone provider['Netherlands']Netherlands

Study: every third Russian calls himself or his friends a victim of hacking['Russia'] Russia

JAPAC loses 700 thousand pesos for hacking['Philippines']Philippines

The criminals hacked the Algolia search service using a vulnerability in Salt['France'] France

Voice phishing organization hijacked 700 million with smartphone malware['South Korea']South Korea

Jeju, 200 million won damage from a new voice phishing remotely controlled smartphone['South Korea']South Korea

Kaspersky Lab blocked 843 million cyber attacks in the first quarter. Safety . News . DailyComm. en['Russia'] Russia

['http://www.atlantico.net/articulo/espanha/detenidos-piratear-canales-difundir-contenidos-web-tv/20180309110748635970.html', 'https://www.heraldo.es/noticias/nacional/2018/03/09/seis-detenidos-por-piratear-canales-difundir-sus-contenidos-web-1229112-305.html', 'https://elpais.com/cultura/2018/03/09/actualidad/1520597951_786799.html', 'http://www.laregion.es/articulo/galicia/detenidos-piratear-canales-difundir-contenidos-web-tv/20180309142726776798.html', 'https://www.efe.com/efe/espana/sociedad/seis-detenidos-por-piratear-canales-y-difundir-sus-contenidos-en-web-tv/10004-3547463']Six arrested for hacking channels and spreading their content on Web TV | Society['Spain'] Spain

Peace, labor, spam? Festive WhatsApp pictures massively hack bank cards['Russia'] Russia

Hackers Successfully Drain IDR 14 Billion Crypto Money Through Sim Card Duplication – VIVA['Indonesia']Indonesia

Wi-Fi targeted by hackers ['Italy'] Italy

Authority hacked to win cryptocurrency ['Austria'] Austria

Volksbank - Phishing : Warning about e-mails data backup['Germany']Germany

WP Names Suspect in Massive 2017 Data Breach['Ukraine'] Ukraine

Have I Been Pwned's Troy Hunt : Funny Games website has been hacked - Tietoturva['Finland'] Finland

Fraudsters Use Phishing to Unlock Stolen iPhones['Russia'] Russia

Ivory Coast: 554 million data stolen by hacking according to Microsoft Africa['Ivory Coast']Ivory Coast

Cyber attacks, even printers targeted by hackers['United States']United States

Alert again hacking through Telmex calls – Chihuahua News – Entrelíneas['Mexico'] Mexico

Hackers from India attack a Latvian tile shop and delete its data twice / Lsm. lv['Latvia'] Latvia

ATM hacked money was withdrawn from the account Caught by car number 1172816['India'] India

MB Department Defense Security Command Civilian Daily Hacking Hwang … document disclosure['South Korea']South Korea



Perm banks did not complain about hacker attacks :: Society['Russia'] Russia

Phishing Campaign Targets Gamers Impersonating Razer['France'] France

4 News Now investigation : Data breach that impacted WA unemployed also hit cities , schools and hospitals['United States']United States

Canadian Dollar Higher As Oil Prices Rise On Fuel Pipeline Cyber Attack['Canada'] Canada

Hashtag Trending , May 17 , 2021 – Twitter subscription service ; Remote worker engagement ; Ireland Health Services ransomware attack['Ireland'] Canada

['https://www.novinite.com/articles/199370/The+NRA+Hack+Defendants+Will+Bring+a+Suit+against+Bulgaria+in+Strasbourg', 'https://www.capital.bg/politika_i_ikonomika/bulgaria/2019/08/21/3953701_vecherni_novini_ideia_za_15_godini_zatvor_za_hakerstvo/']The NRA Hack Defendants Will Bring a Suit against Bulgaria in Strasbourg - Novinite . com['Bulgaria'] Bulgaria

['https://canaltech.com.br/seguranca/windows-e-linux-sao-atacados-por-malware-egoista-que-expulsa-concorrentes-190739/', 'https://news.softpedia.com/news/microsoft-reveals-enhanced-lemonduck-malware-targeting-windows-and-linux-533571.shtml', 'https://www.esecurityplanet.com/threats/lemonduck-malware-linux-microsoft/', 'https://www.timesnownews.com/technology-science/article/new-crypto-malware-targeting-windows-linux-systems-microsoft/789988', 'https://www.windowscentral.com/lemon-duck-isnt-done-harassing-windows-and-linux', 'https://www.segs.com.br/info-ti/302131-check-point-software-alerta-para-acoes-basicas-contra-o-malware-lemonduck', 'https://www.msn.com/en-in/money/technology/crypto-mining-malware-lemonduck-targets-windows-pcs-india-on-hitlist-too/ar-AAMvbhA', 'https://www.digi.no/artikler/microsoft-advarer-mot-farlig-skadevare-som-rammer-bade-windows-og-linux/512149', 'https://www.computing.co.uk/news/4034962/microsoft-warns-evolved-lemonduck-malware-targeting-windows-linux-machines', 'https://www.indiaMicrosoft Windows users warned of LemonDuck malware threat ; here how to stop attack['India'] India

MCX data breach : No charges against former MD - The Hindu BusinessLine['India'] India

Researchers discover new malware campaign that is harder to detect['United States']United States

FBI warns hackers are stealing healthcare payments['United Kingdom']United Kingdom

Apple warning : Devastating iPhone attack that hacks you without a single click uncovered by cyber - experts['United States']United States

Nearly 5 , 505 Ether , or $10M of the $625M Ronin Exploit , Are on the Move['United States']United States

Cyber attacks against business on the rise –– Malwarebytes cybercrime report['United Kingdom']United Kingdom

FBI Investigating 3Commas Data Breach['United States']United States

Bitcoin malware : An Italian bank server was hijacked to mine bitcoin , says Darktrace — Quartz['Italy'] Italy

Russian hackers foiled as FBI disrupts botnet ; Schumer reveals timeline for Ketanji Brown Jackson SCOTUS vote['United States']United States

Waterbug APT group hacked another APT to carry out attacks['United Kingdom']United Kingdom

OnePlus 7 Pro Smartphones Get Sent String of Strange Push Messages , Sparking Hack Fears['United States']United States

Around 14 million customers impacted by Hostinger data breach['Lithuania']Lithuania

APT 41 using MessageTap malware to gather SMS traffic['United States']United States

EfficientIP Report Reveals : Financial services organizations suffer $1 . 3M cyber attacks['United States']United States

Thinkful Resets Passwords After Data Breach Exposes Coders['United Kingdom']United Kingdom

DiscountMugs . com Acknowledges Data Breach['United States']United States

Phishing scam targets LGBT people generosity['United Kingdom']United Kingdom

Hackers target outdated versions of Linux in the cloud['United Kingdom']United Kingdom

Adobe Acrobat Reader DC security update installs Chrome spyware['United States']United States

Millville investigating email hacking ['United States']United States

Hong Kong police struggle to stop brokerage hacking spree['China'] China

['https://www.jewishpress.com/news/science-and-tech/israeli-expert-exposes-massive-cyber-attack-on-us-european-targets/2020/08/20/', 'https://unitedwithisrael.org/israeli-expert-exposes-massive-cyber-attack-on-us-european-targets/', 'https://www.cybersecurityintelligence.com/blog/hackers-attack-israels-defence-sector-5150.html']Israeli Expert Exposes Massive Cyber Attack on US , European Targets['United States', 'European countries']United States, European countries

Data breach reported at Atlantis , Paradise Island resort['Bahamas']Bahamas

Hackers breach New York largest provider with phishing attacks['United States']United States

Crypto wallets remain at risk from phone hacks » Brave New Coin['United States']United States

Hackers mining data from hundreds of thousands of Albertans every year : privacy['Canada'] Canada

Keokuk Data Breach Results in Stolen City Employee Information['United States']United States

FireEye : Hackers Deliver NetSupport Manager RAT via Fake Software Updates['United States']United States

Hackers Exploit WordPress Security Flaws to Carry out Cyber - attacks['United States']United States

Facebook s Data Breach Affects 310000 Australians['Australia']Australia

Apple hacker outfit hacked ['United States']United States

Hope for Hutchins , Navy sinks contractor , there another Russian hacking scandal , and more • The Register['United Kingdom', 'United States']United Kingdom, United States

Son of couple murdered by the UVF hits out at latest data breach['United Kingdom']United Kingdom

Crowd Machine Hacking Case – Two Suspects Arrested in Oklahoma • Live Bitcoin News['United States']United States

No personal info lost in ransomware attack , says VON Canada['Canada'] Canada

Trojans targeting crypto exchanges and cryptomining malware among top cyber threats in Switzerland['Switzerland']Switzerland

Christiansburg offers free credit monitoring after data breach['United States']United States

Hackers target Redcar children charity in attempted cyber attack['United Kingdom']United Kingdom

International Education Institute involved in major data breach ( Includes interview )['United States']United States

KHS back to normal , but more secure , after hacking blamed on Russians['Russia'] Russia

BREAKING : Trump Germany pullout revealed ; Disinfo and DJT , Jr ; 3 - day ceasefire in Afghanistan ; Iran shows force ; The Pope gets hacked ; And a bit more . ['Germany', 'Afghanistan']Germany, Afghanistan

UAE federal entities witness 11 % jump in cyber attack attempts in March['United Arab Emirates']United Arab Emirates

Notorious HelloKitty hackers tracked to unexpected country['United States']United States

Cyber Daily : Former Head of Fraud - Detection Startup NS8 Arrested on Fraud Charges | Iranian Hackers Subvert WhatsApp , Telegram Security['Iran'] Iran

Cybersecurity - Ukraine wants more pressure on Russia for cyber attacks UNIAN['Ukraine'] Ukraine

Australian Financial Regulator Hit by Data Breach['Australia']Australia

WeMade, Cleva Protocol accident hacking, not update test error (IT / science) - NSP Communications['South Korea']South Korea

Robbers of "Davr Bank" hacked the electronic system and transferred 15 billion soums to themselves['Uzbekistan']Uzbekistan



Hacking steals billions of bitcoins in their 20s... 1 year commutation of appeal['South Korea']South Korea

['http://www.knnews.co.kr/news/articleView.php?idxno=1324827', 'http://news.kmib.co.kr/article/view.asp?arcid=0014584321&code=61181111&sid1=ent', 'https://www.donga.com/news/Entertainment/article/all/20200515/101056444/2', 'http://seoul.co.kr/news/newsView.php?id=20200511500098', 'https://www.news1.kr/articles/?3930576', 'https://www.news1.kr/articles/?3935323', 'https://news.chosun.com/site/data/html_dir/2020/05/14/2020051403300.html']Receiving donations from grandmothers through Yoon Mi-hyang's account... A new type of voice phishing['South Korea']South Korea

Health alerts of calls posing as Citizen Service with a fraud similar to phishing['Spain'] Spain

Hackers - Attack on Aurubis Copper Smelter['Germany']Germany

Dozens of providers of cyber attacks taken out of the air['Netherlands']Netherlands

The "Facebook" page of Artsakh National Assembly was hacked by the enemy['Armenia'] Armenia

Information system Education of the Amur region was attacked by hackers['Russia'] Russia

Conducted private searches of medical records - sued for data breach['Sweden'] Sweden

Voronezh hacker convicted of developing malware['Russia'] Russia

NCSC Warns Against Classifieds Phishing Attempts['United Kingdom']United Kingdom

Dad, it's me... Voice phishing mastermind caught in China - Kookmin Daily['China', 'South Korea']China, South Korea

THEY IDENTIFIED A MALWARE IN THE BROWSER'S PASSWORD MANAGER['Argentina']Argentina

Apple, Pfizer, Mercedes: hackers stole the confidential data of major brands via their lawyers['France'] France

Hackers hacked several government websites of Sri Lanka['Sri Lanka']Sri Lanka

Latest Snowden Revelation NSA Planted Malware On 50,000 Networks['United States']United States

Briefly informed: exhaust gas scandal, GCHQ hacking, startups, iOS 14['United Kingdom']United Kingdom

1 arrested for website hacking ['Bangladesh']Bangladesh

Real estate purchases, a new target for hackers > Mag-Securs['France'] France

A Nigerian hacker scammed over $100,000['Finland'] Finland

TODAY / Parents of Dante Alighieri hope to find those responsible for hacking a virtual educational platform['Italy'] Italy

Employee of controversial hacking company NSO used espionage software privately['Israel'] Israel

12 West Flemish municipalities allow themselves to be hacked by students - Crime['Belgium'] Belgium

North Korean hacking warning lights fired by Thae Yong-ho from key figures to civilians['South Korea']South Korea

Digital Fraudsters Use Famous Media for Phishing['Indonesia']Indonesia

The hacker was selling restricted information['Ukraine'] Ukraine

The police are preparing materials regarding the hacking of the Voice of Armenia website['Armenia'] Armenia

An unknown hacker attacked services around the world on the air['Ukraine'] Ukraine

The court in the Urals will reconsider the case of embezzlement of 1.2 billion rubles by the hacker group Lurk['Russia'] Russia

The website of the Voronezh regional government is constantly under attack by hackers['Russia'] Russia

The cause of the highest voice phishing damage ever... Kidnapping, intimidation, trading even the perfect DB['South Korea']South Korea

More than 1500 incidents of cyber attacks in Vietnam['Vietnam'] Vietnam

Pirates on the warpath: data breach, accusations of embezzlement['Finland'] Finland

WikiLeaks: The US National Security Agency hacked the Ministry of Defense and the Interior['United States']United States

Israeli soldiers via WM - Apps hacked from Play Store['Israel'] Israel

Hackers invade and take down the UOL website['Brazil'] Brazil

Popular hotel pays ransom to hackers ['Russia'] Russia

Malware on the CAN ['Germany']Germany

Russian attempted hack of OVV ['Netherlands']Netherlands

British hacker should be extradited to US for alleged role in £35m crypto - wallet heist , court hears['United States']United States

Every fifth corporate network faced a cryptomining malware attack in 2020['United States']United States

Qld gov proposes mandatory data breach reporting for agencies['Australia']Australia

Leaked memo shows Facebook expects more scraping incidents even as it tries to downplay data breach['United States']United States

Job Cuts Hit Cybersecurity Industry Despite Surging Growth From Ransomware Attacks['United States']United States

Government developer leaves database credentials on an old blog post potentially causing the largest data hack in history['United States']United States

OG department store customer personal details leaked in data breach['Singapore']Singapore

PowerShell used by Iran Cobalt Mirage in June ransomware attack['Iran'] Iran

Gateway Diagnostic Imaging Reports Data Breach Impacting Security of Patient SSNs and Protected Health information | Console and Associates , P . C . ['United States']United States

SRHD reports another data breach ['Switzerland']Switzerland

NBI suspects 3 of gross negligence in therapy firm data breach['Philippines']Philippines

SNAP scam alerts : EBT card skimming and phishing scams['United States']United States

Hong Kong regulator issues investigative report on 2021 Fotomax ransomware incident['Hong Kong']Hong Kong

Researchers uncover Cloud9 , a new botnet for phishing on Google Chrome['Canada'] Canada

5G migration : Police warn of possible phishing , cyber attacks['Nigeria'] Nigeria

WVU Medical employees sue after ransomware attack caused improper payroll payments['United States']United States

Hacking Attempts Continue To Impact Local Economy - PembinaValleyOnline . com['Canada'] Canada



Chinese spies stole NSA hacking tools , report finds['United States']United States

Employees , Dependents and Beneficiaries affected by Data Breach on Bodybuilding['United States']United States

Data breach claimants lose bid for anonymity in court['United Kingdom']United Kingdom

Attorney General Ferguson investigation into Premera data breach results in Premera paying $10 million over failure to protect sensitive patient data['United States']United States

U . S . Virgin Islands hit with ransomware and B . E . C . attack['U.S. Virgin Islands']U.S. Virgin Islands

City of Reno involved in $5 , 000  phishing  scam['United States']United States

Israeli spyware used by foreign states to target dissidents , LGBTQ citizens : Report['Israel'] Israel

['http://www.newsis.com/view/?id=NISX20180904_0000408771', 'http://www.yonhapnews.co.kr/bulletin/2018/09/04/0200000000AKR20180904043400054.HTML', 'http://biz.heraldcorp.com/view.php?ud=20180904000248']Voice phishing caught even high school students involved in earning big money during vacation['South Korea']South Korea

Hacktivist skids nip at Mountie ankles , Emotet ransomware rides again , and more['Canada'] Canada

Russell Stover Chocolates hit by data breach - what customers need to know['United States']United States

Hackers who cloned thousands of mobile phones to steal £457 , 000 jailed for 14 years['United Kingdom']United Kingdom

Diners Slam Buca Di Beppo Claim Data Breach Did No Harm['United States']United States

BBB warning consumers of fake calendar invite phishing scam['United States']United States

Chegg data breach causes uptick in Student Admin attacks The Daily Campus['United States']United States

69 % Indian companies at risk of data breach - The Economic Times['India'] India

Bio - Rad Shares Dip Following Cyber Attack['United States']United States

Cloud hosting facilitator Data Resolution struggling to regain after ransomware attack['United States']United States

New QuickBooks phishing scam targets Idaho small businesses['United States']United States

Danes targeted by malware spread through Dropbox['Denmark']Denmark

Cybercriminal Lazarus group hacked Bangladesh Bank['Bangladesh']Bangladesh

Massive data breach hits popular national retailer['United States']United States

Malware targeting developing countries ['United States']United States

Meetkumar Desai sentenced for cyber attack on Phoenix['United States']United States

Social engineering hacks scam Qld law firms out of millions['Australia']Australia

Corrupt Barclays banker jailed for helping launder £16m for Eastern European hackers['United Kingdom']United Kingdom

Mark Zuckerberg Facebook Page Hacked['Uganda'] Uganda

Supply chain cyber attacks up 200 % in 2017 | Technology['United Kingdom']United Kingdom

This malware checks your system temperature to sidestep sandboxing['United States']United States

Hackers steal $5 mln from SBP ['Pakistan']Pakistan

AFP probes cyber attack on Aviation ID Australia amid concerns for airport security['Australia']Australia

Alleged Hacker Behind Massive  Collection 1  Data Dump Arrested['United States']United States

Fxmsp hackers made $1 . 5M selling access to corporate networks['Russia'] Russia

Crazy story ! Associates of Dem Katie Hill Hacked Dem Rivals to help her win['United States']United States

Railworks reports data breach ['United States']United States

Police claim  violent extremist exploit coronavirus to defeat facial recognition , leaked files show['United States']United States

Defensor says BDO hackers to face economic sabotage charge['Philippines']Philippines

Cyber authority warns Israelis of widely distributed WhatsApp message hack['Israel'] Israel

Ear hack accused kept in custody ['Australia']Australia

Warning as names of councillors used for  spear phishing  email scam['United Kingdom']United Kingdom

New York issues cyber insurance framework as ransomware , SolarWinds costs mount['United States']0United States

Mental Health Clinic Notifies Patients 6 Months After Hack['United States']United States

Dickey BBQ Blasts Atty Pan Of $2 . 35M Data Breach Deal['United States']United States

Fed Breach Disclosure Rule Planned After SolarWinds Hack : Report['United States']United States

I'll give you a quarantine subsidy, so please take a picture of your ID and send it... New Phishing Alert['South Korea']South Korea

Phishing attempts have doubled - simply because it works great for hackers -['Israel'] Israel

Hackers sent anti-war notices to Petersburgers on behalf of the Ozerki pharmacy app['Russia'] Russia

LCL and Ameli hacked, Google closes Android Auto, the recap of the week['France'] France

The Daily Mail explained the meaning of the cyberattack of hackers on the SPIEF-Gazeta forum. Ru['Russia'] Russia

In Ukraine blocked the service for hackers. He helped them carry out cyberattacks['Ukraine'] Ukraine

The Merge: a first hack took place on Ethereum Pow['France'] France

Phishing email alert targeting Microsoft 365 account hijacking['South Korea']South Korea

Hackers sent phishing emails with Cobalt Strike among Ukrainian users['Ukraine'] Ukraine

Hackers published the data of the Institute of Nuclear Research, according to the company, it is unavailable. The expert says the opposite['Hungary'] Hungary

The OSI warns of a phishing campaign that impersonates the DGT to install malware['Spain'] Spain

1,500 French identity cards and passports are for sale on hacker forums['France'] France



This new ransomware threatens to wipe the entire Windows from the computer if its victim does not pay the demanded amount['Serbia'] Serbia

$610 million hack, Coinbase financial report and US legal regulations['United States']United States

Personality identity theft | More than 500 people have been hacked by a Quebec computer specialist['Canada'] Canada

BBVA investigates a new phishing attack that arrives by SMS and warns of the alleged suspension of the bank account['Spain'] Spain

Russian man in custody in Switzerland is allegedly a friend of the hacker who hacked into the Clinton computer network['Switzerland', 'United States']Switzerland, United States

Cases of hacking Telegram accounts have become more frequent['Russia'] Russia

3% of residents of the North-West became victims of hackers on a work computer['United States']United States

Overseas remittance of virtual currency due to court hacking... It's not the exchange's fault['South Korea']South Korea

Malware Variations Online Scam , By Phone Increases Tet Holiday['Vietnam'] Vietnam

Costa Rican telecommunications company attacked by Avaddon ransomware['Costa Rica']Costa Rica

Spyware Alarm | World ['Vietnam'] Vietnam

The Office for the Protection of the Constitution warns of cyber attacks on MPs['Germany']Germany

Mass hacker attacks are carried out on the services of the KMDA - Espresso TV news['Ukraine'] Ukraine

Privacy watchdog: more serious data breaches reported, also more ransomware['Netherlands']Netherlands

They hack accounts and steal workers' salaries in Saltillo['Mexico'] Mexico

The newly published documents of the hacker group DCLeaks reveal how the infamous George Soros destroyed Janšev's government!['Slovenia']Slovenia

They impersonate the website of the Ministry of Health to do phishing['Spain'] Spain

CCC hacks digital corona list with 87. 000 entries['Germany']Germany

Two months in prison demanded against hacker who asked for money to close data breach['Netherlands']Netherlands

Increase in communications targeting Zeroshell vulnerabilities, fear of IoT malware infection['Japan'] Japan

Messi , farewell to Barcelona . Cruzeiro's website is hacked and announces the purchase of Pulga['Spain', 'Brazil']Spain, Brazil

Notepad: Windows editor apparently hacked, shell access possible['Germany']Germany

The highest: the arrest of the hacker of more than 1,200 Instagram accounts['Iran'] Iran

Virus Maze pretends to be the Revenue Agency but is Ransomware['Russia'] Russia

Privacy: Hacked, the TV spy on the living room - News High - Tech: Hard -/ Software['Switzerland']Switzerland

Account transfer by remote control Riding a new voice phishing app['South Korea']South Korea

Apple , Google , Facebook and Microsoft are awash with spyware !['Turkey'] Turkey

Russian hackers sent fake emails about Avakov['Ukraine'] Ukraine

Pre-installed malware on cheap devices ['Austria'] Austria

Cyber Scam: Hackers Impersonate PayPal to Scam Internet Users['France'] France

['https://healthitsecurity.com/news/patients-sue-uconn-health-over-data-breach-caused-by-phishing-attack', 'https://www.journalinquirer.com/connecticut_and_region/new-london-woman-brings-lawsuit-against-uconn-health-for-data/article_d936cc82-515f-11e9-9a85-3f01a72f0bdc.html', 'https://www.healthdatamanagement.com/news/oregon-dhs-staff-fall-for-phishing-scheme-affecting-data-of-350-000', 'https://thehill.com/homenews/state-watch/435218-oregon-state-agency-suffers-breach-potentially-exposing-personal-data', 'https://www.ktvz.com/news/oregon-dept-of-human-services-confirms-data-breach/1061408539', 'https://www.koin.com/news/oregon/email-phishing-scheme-snags-dhs-accounts/1871613693', 'https://www.beckershospitalreview.com/cybersecurity/phishing-attack-exposes-350-000-oregon-residents-medical-information.html', 'https://www.kezi.com/content/news/Oregon-DHS-reveals-data-breach-of-more-than-350000-clients-data-507481961.html', 'https://www.thedalleschronicle.com/news/phishing-scheme-sent-to-more-than-state-workers/Oregon state agency suffers data breach , potentially exposing personal information['United States']United States

The incident of NBR server hack is sad: Finance Minister['Bangladesh']Bangladesh

Six weeks after WannaCry: New cyber attack paralyzes dozens of companies - German companies affected - world['Germany']Germany

Cryptocurrencies May Slow Growth on News of Japanese Crypto Exchange Hack['Japan'] Japan

USER DATA BREACH SCANDAL CONTINUES['Italy'] Italy

3 million hacker attacks were attempted on Armenian state websites['Armenia'] Armenia

The police accept the case of thieves seizing social media, hacking Facebook-Line['Thailand']Thailand

Hackers wiped MongoDB database and left ransom demand in just 13 seconds['Ukraine'] Ukraine

CrowdStrike - Study on hacker attacks : Software updates as an underestimated danger['Germany']Germany

Conatel alerts Hondurans for phishing or cyber identity theft['Honduras']Honduras

Hackers in 56% of cases steal cryptocurrencies through phishing sites['Russia'] Russia

Computer hacking in a Bernese company: 1.2 million francs misappropriated['Switzerland']Switzerland

Phishing by the CEO method in Polish companies. They order excavation...['Poland'] Poland

A Tech Data effigy phishing attack! ['France'] France

Bari Digitale, the Municipality's app out of use due to a hacker attack: User data is safe['Italy'] Italy

They hack the CNE website and leave a message against the fraud of the Constituent Assembly['Venezuela']Venezuela

Hack: US$143 million ['Austria'] Austria

Alert about new case of phishing, this time from Banamex['Mexico'] Mexico

After the hacker attack: Children are picked up as usual on Tuesday['Denmark']Denmark

A Russian structure is behind the large-scale BadRabbit cyber attack['Russia'] Russia

Made in America, BuzzFeed and hackers focus Trump's first conference['United States']United States

Russian military exploit Ukrzaliznytsia ['Ukraine'] Ukraine

Ransomware attack hits public safety network for Saratoga , Albany , Rensselaer counties['United States']United States

UF Health : No patient records compromised after cyber attack['United States']United States

Patch Now : Atlassian Confluence Bug Under Active Exploit['United States']United States



IoT Malware Attack Volume Up 123 % in Healthcare['United States']United States

MSCBA Fighting Against Hackers For Cybersecurity Of Cooperative Banks['India'] India

['https://www.news1.kr/articles/?4834720', 'http://biz.heraldcorp.com/view.php?ud=20221017000687']KakaoTalk installation file text mail … Malware distribution warning['South Korea']South Korea

Phishing campaign preying on hotels and travel firms['United Kingdom']United Kingdom

Hackers breach FishPig servers to add backdoors['United Kingdom']United Kingdom

Credential phishing attack targeted 16 , 000 emails at nonprofit agency['United States']United States

Additional Orgs Report Aftermath of OneTouchPoint Data Breach['United States']United States

iTWire - Uber hack draws attention from security firm['United States']United States

Post Office new shipping service back online after it was hacked by fraudsters - The Royal Gazette | Bermuda News , Business , Sports , Events , & Community['Bermuda']Bermuda

Somoy TV YouTube channel hacked ['Bangladesh']Bangladesh

The inside story of the infamous SolarWinds hack['United States', 'United Kingdom']United States, United Kingdom

Medical Device Co . Says Insurer Must Cover $6M Hack Losses['United States']United States

Morning mail : debate over Medibank hack ransom , fresh climate crisis warning , Dutton attacks budget['Australia']Australia

Man Charged for Participation in LockBit Global Ransomware Campaign['Hong Kong']Hong Kong

Hackers Just Stole $6 . 9 Million From This DeFi Protocol – Here the Story['United States']United States

Integrity Commissioner Reviews Data Breach['Canada'] Canada

Data hackers coming to a farm near you | Manitoba Co - operator['Canada'] Canada

British Hacker Jailed For Crashing Liberia Internet Following Cyber Attack['Liberia'] Liberia

Tukwila School District remains quiet about apparent phishing scam['United States']United States

Cyber Daily : Hackers Threaten to Leak Documents ; Senate Considers School Cyber Probe ; Coalfire Bought by Private - Equity Funds['United States']United States

The Latest Data Breach : A Popular Gas Chain In Tampa Bay['United States']United States

Van Hollen And UMBC Expert Talk About Next Steps After Cyber Attack On Baltimore City['United States']United States

2015 Anthem Data Breach Has Been Tied To Foreign Government['United States']United States

Hack , leak set sour tone for legislature ['Canada'] Canada

TxDOT : Data breach resulted in release of some employee info['United States']United States

74 Percent of Companies that Suffer a Data Breach Dont Know How It Happened['United States']United States

Security Central : Chicago Voter Info Leaked , Fortune 500 Fails at Phishing Fight['United States']United States

French watchdog fines Hertz for data breach['France'] France

Websites hacked to generate crypto ['Belgium'] Belgium

US jail inmates  processed by hand  following massive ransomware attack['United States']United States

D . C . government data breach exposed nurse Social Security numbers['United States']United States

Data breach controversy : Has Congress party deleted its app ?['India'] India

Cambridge Analytica : Spain initiates probe into data breach case['Spain'] Spain

Susan Pawlak - Seaman : Facing another hack attack - News - southcoasttoday . com['United States']United States

Connolly requests OPM update on 2015 data breach['United States']United States

4th Circ . Revives Optometrist Data Breach Suit['United States']United States

Phishing Spy Campaign Targets Top Mideast Officials | Threatpost['Top Mideast Officials']Top Mideast Officials

OPM Should Face Revived Data Breach Suit , DC Circ . Told['United States']United States

Russian Hackers Are Causing Chaos With Foreign Power Grids['Russia'] Russia

Malware - Laced App Stayed on Google Play For a Year | Threatpost | The first stop for security news['United States']United States

Herald : Hacking bids threaten Goamiles['India'] India

Phishing emails target faculty and staff ['United States']United States

Dunwoody becomes latest metro Atlanta government hit by cyber attack['United States']United States

GitHub Supply Chain Attack Uses Octopus Scanner Malware['United States']United States

Wake - up call : Secretive CIA report to Obama revealed 2016 Russia hacks['United States']United States

Lion Believes the Beers Are Back on After Ransomware Attack['Australia']Australia

Hong Kong police arrest five from phishing gang that stole data of 2 billion people['Hong Kong']Hong Kong

Taiwan CPC suffers malware attack , expe ... ['Taiwan'] Taiwan

NSA Foreign Hackers Are Targeting Water Infrastructure['United States']United States

A cyber attack may have exposed information of thousands of Suffolk County first responders['United States']United States

Return to Office  Phishing Emails Aim to Steal Credentials['United States']United States

UK teams with Gulf countries to deter Iranian cyber attacks['UK', 'Gulf countries']UK, Gulf countries

Dozens cry foul after falling victim to phishing scam['Thailand']Thailand

Zero - click hack : all you need to know about Israeli firm P ...['Israel'] Israel

WordPress , Linux Users in Danger of New Malware : Major Warning Signs of Capoae Attack['United States']United States



RIA : September 190 cyber attacks highest monthly total this year so far['Estonia'] Estonia

Data of 580 , 000 SIA customers compromised in cyber attack['Singapore']Singapore

Al-Takhi Newspaper - Hacking the messaging application Siknal['Iraq'] Iraq

Pharmaceutical companies in Mexico, with hacking attempts; seek to steal formula against covid-19['Mexico'] Mexico

Hackers in BiH attack individuals and institutions, delete their pages, steal data and money['Bosnia and Herzegovina']Bosnia and Herzegovina

There's no day off even at the office! China-linked hackers exploit Microsoft Office['China', 'United States']China, United States

Hacker attack against Posten: - Use a carrier pigeon next time!['Norway'] Norway

Hackers and spies cost companies $203 billion['Germany']Germany

Websites and YouTube Accounts Hacked, Malang City Government Loses Subscribers and Content['Indonesia']Indonesia

[Information Security Daily] On October 14, 2022, information security practitioners discovered the C2 attack framework Alchimist in the brief interface, and hackers used the new phishing attack kit rental service Caffeine['Taiwan'] Taiwan

Hacker attacks on the networks of IDGC of Urals on the night of October 25: details['Russia'] Russia

Looks like a lot of people MISSED THE FLIGHT today: While they were waiting for their plane, they were SHOCKED by the video on the screen, they didn't know it was part of a HACKER ATTACK['Serbia'] Serbia

Russian hackers pose as diplomats to hack embassies['']

Britain hits Russia and Belarus with a new wave of sanctions... Among the reasons are cyber attacks against Saudi Arabia['Saudi Arabia']Saudi Arabia

4 Bandar Lampung OPD Websites Attacked by Hackers['Indonesia']Indonesia

Conti, the pro-Russian hacker group that looks like a company: hundreds of employees, salaries of $10,000 - Corriere. en['Russia'] Russia

Vivalia hackers threaten to release patient data on May 26 at 5:13 p.m.: “We will have to pay the ransom”['Italy'] Italy

Chrome: hackers are still attacking the browser, update it quickly['France'] France

Anonymous claims to have hacked Chinese educational website to commemorate Tiananmen Massacre, group urges Beijing to do more to end war in Ukraine['China'] China

More than 60% of organizations have increased cyber attacks, about half have actual damage -- Splunk survey['Japan'] Japan

A cyber attack via SMS is taking place in Luxembourg['Luxembourg']Luxembourg

Data breach in university of applied sciences in Kuopio – Savonia - student data out on Tor - the network after extortion['Finland'] Finland

Spy campaign with Android malware discovered['Italy'] Italy

Ombudsman Surprised There Was a Hacking of the 2021 CPNS Test System with Remote Access Mode['Indonesia']Indonesia

Head of Public Relations Apologizes for Hacking the Twitter Account of North Sumatra Police['Indonesia']Indonesia

Hacker attack in Stuttgart: LKA identifies suspects - SWR Aktuell['Germany']Germany

BPKN RI asked Facebook to explain the hacking to the public['Indonesia']Indonesia

IRGC's "Melos kittens" hacking attack through a British college['United Kingdom']United Kingdom

Ransomware damage, 23 cases last year National Police Agency `` Clever tricks '': Asahi Shimbun Digital['Japan'] Japan

Moroccan hackers cause chaos in Spain['Spain'] Spain

Preinstalled malware steals user data ['Brazil'] Brazil

The coronavirus panic played into the hands of the RosInvest hackers. Com - Venture, management, investments['Russia'] Russia

Tech: Hackers are trying to hack a bitcoin wallet worth HUF 210 billion['Hungary'] Hungary

WHO appeals for spike in hacking attempts... 2000 cases a day - The Herald Business['South Korea']South Korea

Beware of malicious emails masquerading as pay stubs in October… Russian hacking organization suspected['Russia'] Russia

Internet users in Serbia are increasingly the target of hacker attacks['Serbia'] Serbia

Apple computer users under spyware attack['United States']United States

Hacking email attack targeting virtual currency exchange members... Suspicion of Lazarus['South Korea']South Korea

Malware, fake apps to trick iOS users ['Italy'] Italy

Phishing emails of Qatar University students['Qatar'] Qatar

And your cell phone? Five Million Androids Were Sold With Malware - News['']

In cooperation, they learned about the hacking of their site from the media['Russia'] Russia

Hackers ransacked the casino for $500,000 twice in a month['Russia'] Russia

BSSN : Happened 143 , 6 million cyber attacks['Indonesia']Indonesia

Bithumb hacking even rumors behind North Korea... weight on spearfishing['South Korea']South Korea

Android phone use, hidden mine malware['South Korea']South Korea

FB investigates cyber attacks on Sundance Film Festival['United States']United States

They hack a gigantic advertising screen in Mexico and show pornographic videos. The Provinces['Mexico'] Mexico

Worst hacking incident ever... Half of the U.S. population sent privately due to the hacking of the Yong Evaluator['United States']United States

['https://www.securitylab.ru/news/520488.php', 'https://www.techtimes.com/articles/260574/20210523/cheap-smart-plug-vulnerable-hacking.htm']Vulnerabilities in smart sockets allow home network to be hacked['Russia'] Russia

McDonald made a global data breach in India['India'] India

Snowden sees Mexico as a target of electoral hacking » Eje Central['Mexico'] Mexico

Sberbank warned about the phishing application "Sberbank Online"['Russia'] Russia

Records show some UW institutions used software UW officials say was compromised by Russian hackers['United States']United States

French telco giant Altice reportedly hit by Hive ransomware attack['France'] France



Officials say they wont pay the perpetrators of a ransomware attack on the state health agency['United States']United States

GAO : Communication Breakdowns Hurt Otherwise Positive View of Federal Ransomware Support['United States']United States

Puerto Rico District Court Finds No Standing for  Pure Ransomware Attack  Suit['Puerto Rico']Puerto Rico

Gloucester Council planning site still disrupted from cyber attack['United Kingdom']United Kingdom

Exclusive : Special Counsel Office Is Investigating The DNC Server Hack['United States']United States

Apple Releases Patch for CVE - 2022 - 32917 Exploit Affecting iPhones , Macs['United States']United States

NBI to file raps against Smartmatic employee linked to data breach['Philippines']Philippines

Private Eye Pleads Guilty in Probe of Vast Hedge Fund Hack['Canada'] Canada

Connecticut to receive $886K from 2012 Experian data breach settlement['United States']United States

St . Martin News Network - EXCLUSIVE : Cyber attack attempted on GEBE server . ( UPDATED )['St. Martin']St. Martin

1100  seriou cyber attacks involving government networks over three years['Australia']Australia

FBI assists Prime Care in investigating April data breach['United States']United States

Penn Foundation says ransom not paid in ransomware attack ; no indication that patient / client information misused['United States']United States

US House Democrats to Look Into Reports of Russia Hacking Burisma - Congressman['Ukraine', 'United States']Ukraine, United States

Florida Tax Office Blames Data Breach on Virus - Infosecurity Magazine['United States']United States

This 20 year - old man confessed that he was the man behind the massive cyber attack that hit people in Germany['Germany']Germany

Cloud Atla Cyberspies Use Polymorphic Malware in Government Attacks['United States', 'Canada']United States, Canada

Memorial University students are target of phishing , possible job scam | Local | News['Canada'] Canada

Compensation pledge as funds tighten security after data hack claims['Australia']Australia

Supervalu customers warned to look out for  phishing  scam text message['Ireland'] Ireland

Extradited hacker pleads guilty to scamming Delmont company , Sharon schools['United States']United States

Brewer school system still dealing with effects of recent cyber hack['United States']United States

Hack affects city emergency services ['United States']United States

Police bras downplaying of  data breach  raises suspicion and fear of risk['Virgin Islands']Virgin Islands

Hackers target government and business leaders on holidays['United Arab Emirates']United Arab Emirates

Malware is lurking in Outlook invites ; DragonFly set to attack['United States']United States

Bogalusa hospital patients notified of patient data breach['United States']United States

Google Phishing Scam Hits Staples – Inklings['United States']United States

EOHU Gets Hacked Under Dr Paul Roumeliotis Watch 121817['Canada'] Canada

What Madison Avenue Should Know About The WPP Ransom Hack['United States']United States

Zazzle breach :  Thousand of user accounts possibly compromised after hackers brute['United Kingdom']United Kingdom

Cyber attacks increasing against civil society in Azerbaijan ahead of election['Azerbaijan']Azerbaijan

Elmcroft Senior Living suffers data breach , patient PII exposed['United States']United States

Police taking data breach allegations  extremely seriously['United Kingdom']United Kingdom

Google Yanked MetaMask From the Chrome Store , Left a Phishing Scam Up['United States']United States

DCN hacked by national ransomware gang , customers not affected['United States']United States

Walla Walla University restoring network after December cyber attack['United States']United States

Airport enlists cyber security experts in ransomware attack wake['United States']United States

Face Masks & Facial Recognition | National Cyber Director | Hacking COVID - 19 Researchers , and more['United States']United States

Bank identifies 6 people behind fictitious account in hacking incident['Philippines']Philippines

EU cybersecurity agency says hackers target supplier code['European Union']European Union

Crytek confirms Egregor ransomware attack , customer data theft['Russia'] Russia

Rail News - STM wraps up cyber attack investigation . For Railroad Career Professionals['United States']United States

ive staffer charged over police hack ['Hong Kong']Hong Kong

Security researchers link new malware to Chinese government hackers['China'] China

Hackers accessed corporate networks via hijacked cloud accounts['United States']United States

King Kullen says its computer system hacked , affecting electronic payments['United States']United States

102yo grandmother scammed out of aged care bond in $375 , 000 email hack['Australia']Australia

Cyprus man extradited , sentenced for computer fraud , including hacking Arizona - based website['United States']United States

The US evaluates relieving its military in El Salvador and Mexico after the cyber attack on these countries['El Salvador', 'Mexico']El Salvador, Mexico

Free decryptor for Diavol - ransomware released['Germany']Germany

Microsoft Security Blocks Over 9.6 Billion Malware Threats in 2021['Indonesia']Indonesia

Hackers have learned to de-energize the whole city['Azerbaijan']Azerbaijan

Hackers began to massively find jobs for their victims with the help of face and voice substitution in online interviews['Russia'] Russia

Nintendo of Japan warns against phishing fake Nintendo websites - ZDNet Korea['Japan'] Japan



COUP TRIAL POSTPONED IN MONTENEGRO DUE TO HACKER ATTACK['Montenegro']Montenegro

Hacker attack on Carinthia: captured data was apparently sold['Austria'] Austria

An employee of a crypto exchange downloaded a movie with malware, allowing a hacker to steal $7 million['Russia'] Russia

PRD deputies denounce hacking of their Twitter account['Mexico'] Mexico

Ukraine 30 2007: preparation for Euro-2012, cyber attack in Estonia['Estonia'] Estonia

Lithuanian risks three years in prison for theft of Land Rovers without having to break in: Key signal is hacked remotely (Westerlo)['Belgium'] Belgium

A hacker reported a vulnerability in iOS 15 that exposed information about contacts['United States']United States

Iranian hackers threaten to release hundreds of GB of data from Israeli companies['Israel'] Israel

Mobile malware attacks users in Armenia more often - Kaspersky Lab['Armenia'] Armenia

Data breach in a Nordic hotel chain: reservation systems steal customer data['Sweden', 'Norway', 'Denmark', 'Finland', 'Iceland']Sweden, Norway, Denmark, Finland, Iceland

['https://www.bleepingcomputer.com/news/security/gamaredon-hackers-use-outlook-macros-to-spread-malware-to-contacts/', 'https://www.lemondeinformatique.fr/actualites/lire-des-macros-outlook-utilisees-pour-repandre-un-malware-79422.html']Gamaredon hackers use Outlook macros to spread malware to contacts['Russia'] Russia

More than 1 . 000 incidents of cyber attacks in September['Vietnam'] Vietnam

['https://www.dispatchnewsdesk.com/%D1%81%D0%BF%D0%B5%D1%86%D1%81%D0%BB%D1%83%D0%B6%D0%B1%D1%8B-%D0%BF%D0%B0%D0%BA%D0%B8%D1%81%D1%82%D0%B0%D0%BD%D0%B0-%D0%BE%D1%82%D1%80%D0%B0%D0%B7%D0%B8%D0%BB%D0%B8-%D0%BA%D1%80%D1%83%D0%BF%D0%BD/', 'http://idrw.org/pakistan-army-claims-major-cyber-attack-by-indian-intel/', 'https://www.thenews.com.pk/latest/699597-pakistan-army-identifies-major-cyber-attack-by-india-targeting-mobile-phones-of-govt-military-officials', 'https://dailythepatriot.com/indian-cyber-attacks-against-govt-defence-officials-foiled-ispr/', 'https://propakistani.pk/2020/08/13/pakistani-intelligence-foils-indian-cyber-attacks-on-govt-militarys-phones/', 'https://tribune.com.pk/story/2259193/major-cyber-attack-by-indian-intelligence-identified-ispr', 'https://www.thenews.com.pk/print/699975-indian-major-cyber-attack-foiled', 'https://timesofindia.indiatimes.com/world/pakistan/pakistan-army-claims-major-cyber-attack-by-indian-intel/articleshow/77515250.cms', 'https://www.geo.tv/latest/302479-major-cyber-aPakistan Army identifies major cyber attack by India targeting mobile phones of govt , military officials['Pakistan']Pakistan

Hackers hit Aberdeen City Council computer system 15 million times in last year['United Kingdom']United Kingdom

['https://www.samacharjagat.com/news/lifestyle/big-news-officers-used-to-hack-phones-of-people-older-than-prisoners-earned-crores-272058', 'https://www.newstracklive.com/news/madhya-pradesh-convict-says-he-was-asked-to-hack-mobiles-of-various-vips-by-jail-dept-fir-lodged-mc23-nu612-ta612-1472211-1.html']Big news : Officers used to hack phones of people older than prisoners, earned crores. Lifestyle News in Hindi | OMG, the officers used to hack the phones of people bigger than the prisoner, earned crores['India'] India

['https://windsorite.ca/2022/05/local-expert-blog-how-a-data-breach-can-affect-your-business/', 'https://www.jdsupra.com/legalnews/weekly-data-breach-alert-may-24-may-31-6804164/', 'https://www.techdirt.com/tag/data-breach/', 'https://www.jdsupra.com/legalnews/weekly-data-breach-alert-may-14-may-21-7298697/', 'https://www.housingwire.com/podcast/the-servicing-data-breach-thats-spawned-12-lawsuits-so-far/']Weekly Data Breach Alert : May 24 – May 31 | Console and Associates , P . C . ['United States']United States

['https://tass.ru/obschestvo/11399865', 'https://www.korabel.ru/news/comments/dannye_ob_atake_kitayskih_hakerov_na_ckb_rubin_ne_podtverzhdayutsya.html', 'https://ria.ru/20210518/khakery-1732780891.html']The Cybersecurity Center spoke about a hacker attack on the Rubin Central Design Bureau['Russia'] Russia

['https://www.etftrends.com/thematic-investing-channel/colonial-pipeline-hack-global-xs-bug/', 'https://www.etftrends.com/nasdaq-portfolio-solutions-channel/pipeline-hack-puts-cibr-in-spotlight/']Colonial Pipeline Hack Puts the CIBR ETF Back in the Spotlight['United States']United States

Phishing : Fraudsters want to rip off anibis customers with this SMS['Switzerland']Switzerland

Georgia is investigating a case of an attempted hacker attack on the country's largest bank _ Russian . news. cn['Georgia'] Georgia

7 years in prison for this hacker who hacked into the registers of a prison['France'] France

['https://www.fox4now.com/news/local-news/public-defenders-office-dealing-with-malware-attack', 'https://nbc-2.com/news/local/2021/04/07/southwest-floridas-public-defenders-office-suffers-malware-attack/', 'https://www.winknews.com/2021/04/09/20th-judicial-circuit-public-defender-office-website-hit-by-malware-intrusion/', 'https://www.winknews.com/2021/04/07/public-defenders-office-in-southwest-florida-hit-by-malware-intrusion/']Public defender office worried client info compromised after  malware intrusion['United States']United States

Exchanging some coins from Japan... break through the hacker siege['Japan'] Japan

Bank employees collaborated with hackers: PGR['Mexico'] Mexico

Daebeop Cyworld Hacking … No responsibility for alimony sent by SK Communications - Diodeo['South Korea']South Korea

US spy agency NSA suffers apparent hacking News , breaking news , videos and photos of Politics['United States']United States

Hacked ATM hard drive detected ['Armenia'] Armenia

Credit cards hacked at petrol stations, prison and nearly €300,000 reimbursed['France'] France

Hacking the financial systems of "DN": there are more than 100 million rubles on the accounts of the Zakharchenko fund['Russia'] Russia

the register of declarations is attacked by hackers, — State Special Communications['Ukraine'] Ukraine

Hacking: A virus nearly derailed the introductory campaign['Ukraine'] Ukraine

Hacking of the TV5 Monde channel: The communication war reaches its climax['France'] France

Small - town Japanese hospital struggling with  disaster  after ransomware attack['Japan'] Japan

Russian Group Responsible for IL AG Data Breach['United States']United States

EMC National Life Company Announces Data Breach | Console and Associates , P . C . ['United States']United States

House Science panel requests briefing with Energy Dept over Colonial hack['United States']United States

Butler County Prison inmate pleads guilty in UPMC HR hack['United States']United States

10 thousand appointments cancelled across Saolta Hospital Group this week due to cyber attack['Ireland'] Ireland

The Hackers Behind Ryuk ; $50K Trauma  Activation  Fee ; Conspiracy to Defraud FDA['United States']United States

David Haigh , activist and Dubai princess ally , hacked by NSO Group spyware['United Arab Emirates']United Arab Emirates

Teen Hacker That Accessed Telsas Through Flaw , Is Now Emailing Owners Of The Defect['United States']United States

Frustrated parents lash out at Los Angeles school district after massive cyber attack['United States']United States

NPC to probe hacking of Cebu Pacific app server['Philippines']Philippines

BAYC Discord Channel Hacked | Coinspeaker['United States']United States

AFP urge victims to report cybercrime following ransomware disruption['Australia']Australia

Sonic Signs $5 . 7M Deal With Banks To Settle Data Breach Suit['United States']United States

Hackers Turn Computer Fans Into Snitches['United States']United States

Hackers Threaten Release Of Stolen  9 / 11 Conspiracy  Documents['United States']United States

INM seeking exploratory talks over legal claims following data breach['Ireland'] Ireland

Major Exchange Hacked , Security Flaws Reported , Arrests By Department Of Justice And Europol - Fin Tech['United States']United States

Researchers Uncover Cyber Attack That Could Have Been Life Threatening['Pakistan']Pakistan

Houston County Schools Superintendent says there was no data breach in malware attack['United States']United States

Monterey County Transit Phishing 10 / 18 / 19 16 : 45 J . S['United States']United States

Data Breach At State Department of Revenue['United States']United States

Care Inquiry website suspended over potential data breach['United Kingdom']United Kingdom



Isle of Wight school cyber attack suspects bailed['United Kingdom']United Kingdom

Kaspersky Finds New Malware Designed to Stay Invisible in Memory['United States']United States

Lexington Medical Center hit with employee data breach['United States']United States

Suspect charged in Almanac online hacking case['United States']United States

Charlottesville , HBO Hacks , and More Security News This Week['United States']United States

Better Business Bureau leader says don ’ t take data breach lightly['United States']United States

Hackers thwarted attempting to access New Hampshire retiree accounts['United States']United States

Hezbollah likely behind malware that attacked Israeli servers – The Cryptosphere['Israel'] Israel

Global Malware Attacks Hit Nuance Results['United States']United States

As many as 113 , 000 Alaskans impacted by hack on voter registration system['United States']United States

Michigan to get $91 , 000 data breach settlement['United States']United States

['http://www.etoday.co.kr/news/section/newsview.php?idxno=1559760', 'https://www.theregister.co.uk/2017/11/10/parity_280m_ethereum_wallet_lockdown_hack/', 'http://www.ibtimes.co.uk/was-parity-hacked-nearly-300m-ethereum-wallet-freeze-may-not-have-been-caused-by-bug-1646884', 'https://www.coindesk.com/ether-frozon-parity-ethereum-launches-support-website/']Parity $280m Ethereum wallet freeze was no accident : It was a HACK , claims angry upstart • The Register['United Kingdom']United Kingdom

['https://www.1045wjjk.com/2020/10/06/millions-of-hoosiers-eligible-for-settlement-money-from-equifax-data-breach/', 'http://www.wbiw.com/2020/10/05/ag-curtis-hill-launches-website-where-hoosiers-impacted-by-equifax-data-breach-may-claim-money/', 'https://www.wthr.com/article/news/crime/hoosiers-can-claim-equifax-data-breach-money-using-new-website/531-f1434454-488f-4eaa-92c5-564f68605782', 'https://www.kpcnews.com/heraldrepublican/article_2e7abaae-26f5-5766-bcef-a2e66cb0af56.html']New website for Hoosiers impacted by Equifax data breach to claim money['United States']United States

Emotet Malware Evolves Beyond Banking to Threat Delivery Service['United States']United States

Inception hackers target European organisations with old Office flaw['European countries']European countries

Smashing Security podcast :  British Airways hack , Mac apps steal browser history , and one person has 285 , 000 texts leaked  ['United Kingdom']United Kingdom

Picture - in - Picture Phishing Campaign Goes After Steam Credentials['United States']United States

Cyber attack strikes county computer systems['United States']United States

GDPR Has Levied $126 Million In Fines , Data Breach Notifications On The Rise['European Union']European Union

Password changes needed after data breach , says SFU['Canada'] Canada

This latest phishing scam is spreading fake invoices loaded with malware['Japan'] Japan

 # WeeklyRecap : OnePlus 8 , iPhone SE launched , Cognizant hacked , and more['India'] India

Gatonet : Anatel found spyware on a popular device in Brazil['Brazil'] Brazil

Iranian Hackers Exploiting Unpatched Vulnerabilities['Iran'] Iran

A new phishing attack lurking to scam banking customers : CERT - In['India'] India

The Social Media Account of BEM UI Management Was Hacked Before Today's Demo at the Horse Statue['Indonesia']Indonesia

Hackers hijack Comptroller's data ['Peru'] Peru

Trojanized versions of the PuTTY utility are used to spread backdoors, by cybercriminals with ties to North Korean government-backed hackers['North Korea']North Korea

Hackers ask EPM for money to return stolen information['Colombia']Colombia

Prosecutor's Office and Police investigate cyber attack on Caracol Television['Colombia']Colombia

Desorden Hackers Spread 1, 6GB of Pertamina Subsidiary Data, Lazy Claims Too Much Data Transfer['Indonesia']Indonesia

New phishing tactic called clone phishing on the rise['Germany']Germany

Complex botnet - Malware with forgotten space paralyzed['Germany']Germany

Insurance Superintendency warns about new scams with phishing emails and phone calls['United States']United States

Biden extended the state of emergency in the US due to hacker attacks['United States']United States

S. Macedonia: Two hacker attacks on the census process were repelled['North Macedonia']North Macedonia

Schools in Bavaria: hackers - attacks on homeschooling['Germany']Germany

Covid credits targeted by hackers - RSI Swiss Radio and Television['Switzerland']Switzerland

Ghaziabad Police Atm Hacking Gang Caught 250 Atms Were Hacked And 30 Crores Stolen In 12 Years['India'] India

Accelion's TFA hacks are on the rise Computerworld['France'] France

Digital. These cybercrime SMEs that hack en masse['France'] France

Install the app, mom, phishing scam... The moment I pressed it, I caught 400 million.['South Korea']South Korea

This company, hit by ransomware, did not pay. Here's how they did it['France'] France

Hackers learned how to hack the iPhone through real estate search applications['Russia'] Russia

LinkedIn victime du malware Zeus – IT Mag['LinkedIn']LinkedIn

In the United States, a Russian citizen was sentenced for attempting a cyber attack on Tesla['United States']United States

The hacking of the Government of Colombia to opposition citizens['Colombia']Colombia

iPhone takeover via iMessage : Exploit released['Germany']Germany

Phishing Fraud Costs SMEs 100 Thousand Dollars['Turkey'] Turkey

Top: Russian hacker's attempt to blackmail Tesla['United States']United States

They exploit the coronavirus to steal money and data['Switzerland']Switzerland

They hack a virtual walk through Burgos with pedophile images | Burgos newspaper news['Spain'] Spain

Avito has lost hundreds of thousands of people's data. How scammers use hacked accounts['Russia'] Russia

Mask discount 30 minutes left... Corona-related hacking email surge - Kookmin Ilbo['South Korea']South Korea

Be careful: this malware has infected hundreds of thousands of users. computers - you won't even notice that the file is harmful['Lithuania']Lithuania



Saudi Crown Prince Sued over Hacking of Al Jazeera Broadcaster['Qatar'] Qatar

Data trade on the rise, hackers demand payment in cryptocurrencies['Serbia'] Serbia

The creator of what I see today. com faces six years in prison for hacking movies and series['Spain'] Spain

Content of Young Lions Instagram account deleted after being hacked, Berita Setempat['Singapore']Singapore

Former U.S. military cyber threat intelligence officer North Korea, cyber attack China, Russia level - Chosunbiz > Tech > ICT / Media['China', 'Russia']China, Russia

The Education Sector Began to Be the Target of Hacking Actions['Indonesia']Indonesia

Outrageous! Hackers actually attacked the POS machine of the burger shop! Are you crazy hungry?['China'] China

['https://www.eagletribune.com/news/north_of_boston/tewksbury-loses-100-000-in-phishing-scam/article_3992c949-54d7-58f4-8abe-5d6b869499db.html', 'https://www.chron.com/news/article/Massachusetts-town-loses-100-000-in-phishing-scam-16941395.php', 'https://www.insurancejournal.com/news/east/2022/02/25/655683.htm', 'https://patch.com/massachusetts/tewksbury/tewksbury-loses-102k-phishing-attack']Tewksbury loses $100 , 000 in phishing scam['United States']United States

Hackers display data in the internet ['Malaysia']Malaysia

Hackers showed how the British authorities were preparing to poison the Skripals['United Kingdom']United Kingdom

finance minister piyush goyal told hackers debited money from his ICICI bank account later bank repay the amount['India'] India

The Ministry of Foreign Affairs of the Russian Federation accused Bellingcat of hacking the database, the answer was not long in coming['Russia'] Russia

ASCII.jp: The bank was hacked twice and the damage was 268 million yen.['Japan'] Japan

Router hack threatens Android and iOS users['Russia'] Russia

Turla's spies exploit Adobe to spread their malware['Italy'] Italy

Hackers captured only a few documents ['Switzerland']Switzerland

Hackers taught Mirai malware to mine bitcoins - Ministry of Finance['Russia'] Russia

[Breaking news] How about lodging apps, hacking damage snowball … Only 3.23 million cases revealed: IT: Sir: News['South Korea']South Korea

Baku announces detention of members of hacker group involved in stealing money['Azerbaijan']Azerbaijan

Hackers hacked the account of the largest market in Belarus and demand a ransom['Belarus'] Belarus

Hackers exploit Office to collect information about future victims['Egypt'] Egypt

Hacker attacks continue: all Nova Poshta branches have stopped working['Ukraine'] Ukraine

Teenager sentenced for data breach ['Sweden'] Sweden

McCain: Putin wanted to overthrow the government of beautiful, small Montenegro; Russians hacked nuclear companies['Montenegro']Montenegro

New malware steals usernames and passwords from social media users['Russia'] Russia

To adulterate amounts of advertising orders, they hacked the GORESAM portal['Peru'] Peru

Experts announced an increase in the number of hacker attacks on Russian companies['Russia'] Russia

Hackers hit nine countries , expose 623 , 036 payment card records['United States']United States

Hackers leak PN data of more than 21 , 000 people['Malta'] Malta

Email Marketing Firm Klaviyo Has Been Hacked ; Crypto - Related Mailing Lists Stolen['United States']United States

OceanLotus hackers turn to web archive files to deploy backdoors['Russia'] Russia

Examining phones of 2 alleged police targets , cyber firm finds evidence of hacking['Israel'] Israel

Hackers Take Over Reality Winner Twitter Account to Phish Journalists['United States']United States

Logan Health Faces Lawsuit in Wake of Hacking Incident['United States']United States

Sunwing data breach not yet resolved ['Canada'] Canada

Three ATM Hackers Nabbed In Assam Karimganj['India'] India

This is sinister : New sea - level risk website hit by cyber attack['United States']United States

Microsoft Patches MotW Zero - Day Exploited for Malware Delivery['Russia'] Russia

Iranian APT Targets US With Drokbk Spyware via GitHub['United States']United States

Norfolk : Scam warning amid phishing scheme in county['United Kingdom']United Kingdom

14 , 305 Patients impacted as a result of a phishing attack on the Main Line Endoscopy Centers['United States']United States

No Sale : Bears Werent Sold But Twitter Was Hacked['United States']United States

Banks , Telcoms , IT Companies , 86 Others Login Passwords Sold Out To Hackers CID['Ghana'] Ghana

Socialists Urge Government to Waive Fee on ID Card Replacement after Data Breach - News['Bulgaria'] Bulgaria

Malware Steals Clipboard Info « isssource . com['United States']United States

Man Involved In Phishing Scheme Targeting CT Schools Sentenced['United States']United States

CYBER24 podcast : Cyber hacks on schools lead to a state of emergency['United States']United States

Sophisticated cyber attacks targeting US state computers , says Maine official['United States']United States

Platte County schools target of malware attack ; tech team honored for response['United States']United States

Office 365 phishing campaign uses multiple validated domains['United Kingdom']United Kingdom

Anonymous Hacks Italian Speed Camera Database['Italy'] Italy

Phishing scam targeting PNC customers['United States']United States

['https://www.whas11.com/article/news/investigations/focus/its-not-good-enough-patient-speaks-out-after-clinic-cyber-attack/417-68159f3e-bf6e-4382-93f9-db7720f0f26a', 'https://www.handelsblatt.com/finanzen/banken-versicherungen/phishing-angriff-apobank-aerzte-und-apotheker-wurden-opfer-einer-cyberattacke/24869480.html']It not good enough : Patient speaks out after clinic cyber attack['United States']United States

['https://www.businessinsider.in/tech/news/twitter-has-permanently-banned-the-group-that-published-the-blueleaks-police-files-obtained-by-hackers/articleshow/76570979.cms', 'https://www.washingtontimes.com/news/2020/jun/24/twitter-permanently-bans-account-of-website-that-p/']Twitter has permanently banned the group that published the  BlueLeak police files obtained by hackers['United States']United States

Singtel subscribers hit by phishing e ['Singapore']Singapore



Cyber attack and digital disaster ['Bangladesh']Bangladesh

HK escapes worst of cyber attack ['Hong Kong']Hong Kong

Philippines records over 3 million malware incidents in Q2 2017['Philippines']Philippines

El Paso dentistry office falls victim to cyber ransom hack['United States']United States

Romanian jailed for sophisticated cyber phishing operation['Romania']Romania

Broker confirms data breach ['Philippines']Philippines

3 Top Cybersecurity Stocks to Watch Now After Critical Power Plant Hack['United States']United States

Data breach at Bank of Ireland , five ['Ireland'] Ireland

Md . Officials On Guard For 2018 Election In Wake Of Russian Hacking « CBS Baltimore['United States']United States

Some victims  not surprised  after yet another data breach affec - NBC12 - WWBT['United States']United States

INM Data Breach : Main players brace for what next in crisis['Ireland'] Ireland

Nova Scotia s auditor general to perform audit after province s data breach['Canada'] Canada

Phishing theft of $93G at clean energy agency went unreported for months['United States']United States

Cyber criminals in Afghanistan distributed GZipDe malware ahead of peace summit['Afghanistan']Afghanistan

A hacker has claimed responsibility for attack on Environmental Affairs website['South Africa']South Africa

Cyberwatch : Firms , beware of data thefts , malware attacks['India'] India

Bharat Vikas Group streamlines administrative control and combats malware attacks with Seqrite EPS['India'] India

South Dakota Gets $500K+ in Uber Data Breach Settlement['United States']United States

Hospitals to Pay for Data Breach Affecting Patient Privacy['United States']United States

CSUB warns students of Financial Aid phishing scam['United States']United States

3 affiliated health care companies to pay $425K in patient data breach settlement['United States']United States

Campari sees temporary hit to finances after hackers attack['Italy'] Italy

Scam alert : phishing emails exploiting Google Forms – Which ? Conversation['United Kingdom']United Kingdom

CSX suffers data exposure by hackers - Railway Track and Structures['United States']United States

The online edition of the TerrorMolins film festival has been suspended due to the hacking of some premieres['Spain'] Spain

ZOOM Meeting of the Italian Senate Hacked: 3D Porn Played['Italy'] Italy

It was revealed who hacked the KRETA system['Hungary'] Hungary

Hackers hit Denmark: Shut down websites['Denmark']Denmark

CCSS and Micitt clash over number of computers protected prior to hack['Costa Rica']Costa Rica

Abi: hacker attack, confidential bank data published on the dark web['Italy'] Italy

Hackers wanted one million dollars to stop the information leak['Bangladesh']Bangladesh

Cyberattacks and phishing break the connection between Health Insurance and FranceConnect['France'] France

Five out of ten public institutions have suffered some type of cyber attack in the last four years['Ecuador'] Ecuador

[National inspection site] North Korean hacking occurred on Saturday, but I found out on Monday... management hole['North Korea', 'South Korea']North Korea, South Korea

Maru's virtual meeting with 500 women hacked | The Chihuahua Option['Mexico'] Mexico

Automotive: the electronic keys of hacked vehicles['France'] France

UOKiK warns against phishing for electronic banking data['Poland'] Poland

Bots gain ground in hacking ['Mexico'] Mexico

We hacked your website Sextortion becomes Breachstortion['Germany']Germany

Fancy Bear uses hacked email in new campaign['Russia'] Russia

Discounts, fakes, phishing: St. Petersburg residents are massively deceived when buying gadgets['Russia'] Russia

Belgian companies hacked via old Citrix breach - ICT news['Belgium'] Belgium

Iranian hackers exploited VPN vulnerabilities['Iran'] Iran

Hacking damage at a virtual currency exchange. (Hiropi)['Japan'] Japan

Grezzi denies the hack to the EMT but does not say who entered the fraud account['Spain'] Spain

Dynamite - Phishing : Emotet continues to perfect its attacks['Germany']Germany

930,000 victims of game camouflage malware per year... Minecraft is 33%['South Korea']South Korea

L'Expression: L'Écran libre - Canal+ takes African television to court for hacking CAN['Algeria'] Algeria

Dukcapil Must Report Hacking, New Police Can Follow Up['Indonesia']Indonesia

North Korea changes system paralysis hacking strategy... Impersonating a graduate student and aiming for a smartphone['North Korea']North Korea

Swiss electoral system tested for strength by Russian hackers - Vedomosti['Switzerland']Switzerland

A scam with sneakers goes viral through WhatsApp: how to protect yourself so as not to fall victim to phishing['Argentina']Argentina

Eric and Bentz are stressed: Sesame Street's online store has been hacked['United States']United States

Hacker reveals third gaping hole in Steam in a month['Denmark']Denmark

Waze hacked? Hackers demonstrated how they control the faction['Israel'] Israel



The unmissable news of the day: Indomitable "yellow vests", Facebook hacking and American weariness in Syria['United States', 'France']United States, France

[ Evolving Ransomware ] NPCore Zombie Lo, Zombie PC Blockade['Japan'] Japan

Brazilian hackers stole data from 1.5 million credit and debit cards['Brazil'] Brazil

Hacked Danish company through the receptionist: She was friendly and tried to entertain us. We took advantage of that.['Denmark']Denmark

They hack a Nazi website for an article about the young woman who died in Charlottesville['United States']United States

The FBI accuses a Russian hacker of defrauding five million dollars['United States']United States

Got hit with the latest Malware . ['Thailand']Thailand

['https://dziennikbaltycki.pl/telefonicznie-wyludzaja-dane-udajac-pracownikow-banku-telefonii-a-nawet-urzedu-chroniacego-dane/ar/c1-15714878', 'https://dziennikbaltycki.pl/telefonicznie-wyludzaja-dane-udajac-bank-telefonie-a-nawet-urzad-chroniacy-dane/ar/c1-15714878']They phishing data by phone, pretending to be employees of a bank, telephony, and even ... the data protection office['Poland'] Poland

['https://www.orfonline.org/research/pakistan-emerges-as-chinas-proxy-against-india/', 'http://idrw.org/cyber-attacks-pakistan-emerges-as-chinas-proxy-against-india/']Cyber Attacks | Pakistan emerges as China proxy against India – Indian Defence Research Wing['India'] India

The case of hackers appropriating information: impersonated people upload malware scanning software['Vietnam'] Vietnam

The American College paid $28,000. hackers['United States']United States

A gang of hackers was detained in Nizhny Novgorod for hacking the computers of officials and businessmen (VIDEO)['Russia'] Russia

Examples of Chinese hacker raids Horrified ooPay customers['China'] China

A New Type of Malware Targeting Android Devices Has Been Discovered!['Turkey'] Turkey

Hackers asked TransLink for $7 . 5 million in December ransomware attack['Canada'] Canada

Hackers in $620m crypto heist desperate to cash out['South Africa']South Africa

First American penalized by SEC over data breach disclosures['United States']United States

Hackers going after small and medium businesses , Gardaí warn['Ireland'] Ireland

Georgia - based Overby - Seawell hack exposes KeyBank personal info['United States']United States

QNAP Extends Security Updates for End - of - Life Products As Ransomware Threat Grows['United States']United States

Hackers Leak Russian Pipeline Company Emails , Sarcastically Dedicate Hack To Hillary Clinton['Russia'] Russia

WYDOT Alerts Residents to Potential Phishing Scam['United States']United States

Over 67 , 000 DraftKings Betting Accounts Hit by Hackers['United States']United States

Malware detections in APAC on the rise – report['APAC'] APAC

Olds RCMP Warn Public Of Phishing & Spear Phishing Frauds['Canada'] Canada

Aussie fashion e - tailer Princess Polly suffers data breach['Australia']Australia

Fury as customers receive  we have scammed you  message from  hacked  Bristol firm['United Kingdom']United Kingdom

Feds : Hurriyet Arslan had role in phishing scheme that diverted $23 . 5M['United States']United States

Federal court launches snap investigation of its asylum seeker data breach['Australia']Australia

Iran seizes united kingdom tanker ; Russian spies , hacked ; Immigrant - terror connection ; China next overseas base ; And a bit more . ['United Kingdom']United Kingdom

Data breach in Homecare Service ['United Kingdom']United Kingdom

Italian beverage vendor Campari knocked offline after ransomware attack['Italy'] Italy

MH370 SHOCK : Plane missing due to  CYBER HACKING attack , defence expert claims | World | News['Malaysia']Malaysia

['https://t24.com.tr/haber/teias-vurgunu-yazilimlari-hackleyen-sirket-uretmedigi-elektrigi-satmis-gibi-gosterdi-210-milyon-lira-haksiz-kazanc-sagladi,991584', 'http://www.haberdar.com/genel/teias-vurgunu-yazilimlari-hackleyen-sirket-uretmedigi-elektrigi-satmis-gibi-gosterdi-210-milyon-lira-haksiz-kazanc-sagladi-h215179.html']TEIAS profiteering : The company that hacked the software made an unfair profit of 210 million liras by pretending to sell the electricity it did not produce !['Turkey'] Turkey

Cyber attack on forensics firm caused backlog of 20 , 000 samples['United Kingdom']United Kingdom

City of Tyler website back up after hack ; some features still unusable['United States']United States

OTP Bulgarian unit fined for data breach affecting over 33 , 000 clients['Bulgaria'] Bulgaria

SEC Brings Charges For ICO Fraud , DOJ Indicts Hackers , Regulatory Reports Published - Fin Tech['United States']United States

NUS discovered global phishing attack to steal its academic research and data in October['Singapore']Singapore

Squatters including man who  hacked FBI and NASA  take over Russian oligarch £15m mansion in exclusive London street['United Kingdom']United Kingdom

Hacking of President official website : Schoolboy discharged from case['Russia'] Russia

Digital 9 / 11 : Terrorists and hackers strike targets by Internet['United States']United States

Hacking of upstate police shows need for strong cyber security['United States']United States

Twitter Phishing Account Steals Ethereum by Pretending To Do OmiseGo Airdrop['Japan'] Japan

Parity Multisig Wallet Hacked , or How Come ? ['United States']United States

Lazarus may be responsible for Bangladesh Central Bank hack['Bangladesh']Bangladesh

DBE Web site hacked , pro ['South Africa']South Africa

SPH - owned HardwareZone Forum hacked ; 685 , 000 users affected in Singapore largest data breach['Singapore']Singapore

Recent Aetna Data Breach Leads to Class Action Lawsuit['United States']United States

Lubbock Restaurant Hit by Data Breach ['United States']United States

Yahoo To Pay $80M To End Securities Suit Over Data Breach['United States']United States

Malware attack wipes off data of private company['India'] India

Clare Firms Warned Of Increase In Hacking Attempts['Ireland'] Ireland

State official : 2016 Russian cyber attack was an act of cyber warfare['United States']United States

Police are warning the public about a  mailbox phishing  scam['United States']United States



Bahrain News : Alert over Iran cyber attacks , hackers target key sectors in the region['Bahrain'] Bahrain

Vietnam top mobile retailer denies data breach exposing private info of 5 . 4mn consumers['Vietnam'] Vietnam

cyber attacks : F - Secure finds firmware weakness in laptops['India'] India

Russian hacking , 2016 U . S . elections , social media , fake Americans , Russia cyberattacks . Muller probe['United States']United States

PRESS : Kaspersky says N Korean hackers highly active in Russia - All News - PRIME Business News Agency - All News Politics Economy Business Wire Financial Wire Oil Gas Chemical Industry Power Industry Metals Mining Pulp Paper Agro Commodities Transp...['Russia'] Russia

Texas Bicycle Sharing Company Breached by Malware['United States']United States

Warning after hackers attempt to sabotage transfer['Ireland'] Ireland

Hackers combine two unpatched Microsoft zero - days in attack on South Korean firm['South Korea']South Korea

Hackers hit Momentum Metropolitan ['South Africa']South Africa

How Hackers Leverage COVID - 19 to Disrupt Supply Chain Operations['United States']United States

Jersey City Defending Against Cyber Attacks['United States']United States

U . S . House intel chair wants briefing on recent hacking campaign['United States']United States

Central Bank Of Malta Latest To Be Hit In Phishing Scam['Malta'] Malta

China hackers targeted NTPC infrastructure just days back : US outfit | India News['India'] India

As a teen , he hacked into website own by Turner Broadcasting System ; as an adult , he is now in fed . prison['United States']United States

Hackers Strike Fresno , Calif ., Health - Care Network['United States']United States

Ransomware Trojan hits US police, voluntarily surrenders decryptor['United States']United States

Dirty Pipe: Find out how this Linux flaw allows hackers to steal data from your Android smartphone['France'] France

Postbank - Phishing : Direct access to your account['Germany']Germany

La Jornada: The Secretary of Defense is summoned to appear in San Lázaro for the hacking['Mexico'] Mexico

Gas, hacker attack on the Sarzana plant['Italy'] Italy

The number of cyber attacks is in the billions, criminals use the topic of vaccination - ESET cybersecurity expert Ondrej Kubovich UNIAN['Ukraine'] Ukraine

[Nationwide] Phishing organized second-hand transaction fraud site... What is the damage scale and countermeasures?['South Korea']South Korea

Jutarnji list - Anonymous launched a hacker offensive against Russian media: Don't send your sons and husbands to certain death['Russia'] Russia

Chinese hacked NYT computers , says paper['United States']United States

Japan issues arrest warrant for Chinese trainee in connection with hacking attacks['Japan'] Japan

More than 140,000 hacker attacks on companies were detected in the regions of the Central Federal District in a year['Russia'] Russia

Duarte and Lozoya accounts hacked ['Mexico'] Mexico

Suffer new hack civil registration system; foreigners the beneficiaries['Mexico'] Mexico

Chechen opposition movement 1ADAT announced a hacker attack on their website['Russia'] Russia

Cyber Police Still Carrying Out Investigation Regarding Hacking of the Official Website of the Republic of Indonesia DPR['Indonesia']Indonesia

A Vox councilor charged for an Internet scam that hacked emails['Spain'] Spain

100,000 people in 3 years at the end of the loan, I was voice phishing - The Herald Economy['South Korea']South Korea

Containment and telework: beware, hackers take advantage of greater user weakness['Belgium'] Belgium

The Official Website of the Moscow City Government Suspected of Being Hacked['Russia'] Russia

Google Fined for Data Breach ['Turkey'] Turkey

Fired from job, hacked website and blew up data, arrested by Delhi Police['India'] India

Customers don't get food: hackers blackmail Lieferando['Germany']Germany

Warn the school about phishing attack email domain dongthap . gov . VN . | Education['Vietnam'] Vietnam

Vulnerability in abandoned plugin used to hack WordPress sites['Russia'] Russia

The Hyenas discover that the PD Hackers were from the M5S (and worked in the Chamber)['Italy'] Italy

Traffic Lights at Garut Proclamation Intersection Hacked, Unpleasant Writing Appears['Indonesia']Indonesia

['https://www.globenewswire.com/news-release/2022/09/25/2522127/0/en/Cash-Express-LLC-Data-Breach-Alert-Issued-by-Wolf-Haldenstein-Adler-Freeman-Herz-LLP.html', 'https://www.americanbanker.com/news/payday-lender-cash-express-reports-data-breach-affecting-100-000-customers', 'https://forextv.com/top-news/cash-express-llc-data-breach-alert-issued-by-wolf-haldenstein-adler-freeman-herz-llp/', 'https://www.jdsupra.com/legalnews/cash-express-llc-files-notice-of-data-9828084/']Cash Express , LLC Data Breach Alert Issued by Wolf['United States']United States

The large-scale cyber attack that took down the state's websites came from abroad - Digitoday['Finland'] Finland

Cybercrime in Satara | Hacked the government website and faked seven-twelve excerpts['India'] India

Industrial cattle farmers suffer telephone hacking for ¢18.9 million and Sutel shares blame with Movistar['Costa Rica']Costa Rica

Fraud "phishing with money from a German bank - Labor['Germany']Germany

Associated Ophthalmologists of Kansas City , P . C . Announces Data Breach Caused by Cybersecurity Incident at a Third - Party Vendor | Console and Associates , P . C . ['United States']United States

Owner of Dodge Southern Stores , D & H Company , Reports Data Breach Impacting Over 35k Consumers | Console and Associates , P . C . ['United States']United States

Presque Isle Police Department Hacked ['United States']United States

Nearly one in five employees clicked a malicious link in Kaspersky phishing simulation['United Arab Emirates']United Arab Emirates

Website that lets you send poop through the post gets hacked['United Kingdom']United Kingdom

Russian hackers behind SolarWinds breach continue to scour US and European organizations for intelligence , researchers say['United States', 'European countries']United States, European countries

Fremont County Health Department reopens following cyber attack['United States']United States

Privacy Commission to Comelec , Manila Bulletin : Explain alleged data breach['Philippines']Philippines



KP Snacks on Teesside hit by cyber attack | Darlington and Stockton Times['United Kingdom']United Kingdom

TDP Twitter account targetted by hackers['India'] India

['https://www.mediotiempo.com/otros-mundos/cine/dragon-ball-super-super-hero-retrasa-forma-indefinida-hackeo', 'https://www.colombia.com/cine/noticias/dragon-ball-super-super-hero-aplazan-fecha-de-estreno-hackeo-toei-animation-344090', 'https://diariodelistmo.com/sociales/dragon-ball-super-cancela-estreno-tras-hackeo-a-toei-animation/50168559', 'https://www.cheatsheet.com/entertainment/dragon-ball-super-super-hero-delayed-after-toei-animation-hack.html', 'https://www.notigape.com/por-hackeo-nueva-pelicula-de-dragon-ball-se-retrasa-indefinidamente-/246862']NotiGAPE - Due to hacking, new Dragon Ball movie is delayed indefinitely['Mexico'] Mexico

Wilshire Advisors Hit by Cyber Attack | Chief Investment Officer['United States']United States

Real estate sector data breach could be worse than Optus hack , digital rights advocates say['Australia']Australia

Xavier University Might Have Lost Personal Data in Hack['United States']United States

Cartoon Network Website Gets Hacked Male Stripper Videos Run On Site['India'] India

The Bluefrog Connection To Data Breach Scam['India'] India

Malvertising scheme abuses Yandex . Direct , targets Russian accountants with assorted malware['Russia'] Russia

Cyber Attack Hit Govt - Critical Sites - Hungary Today['Hungary'] Hungary

IBM Dives Into TrickBot Gang Malware Crypting Operation['Russia'] Russia

Update your AMD Radeon drivers ASAP : there an exploit afoot['United Kingdom']United Kingdom

FBI Works to Counter the Effects of Virgin Island PD Hack['United States Virgin Islands']United States Virgin Islands

New ransomware suit against BST , Community Care filed in federal court['United States']United States

Quora user affected by data breach alleges he faces a risk of fraud and identity theft['United States']United States

UnityPoint Health Data Breach Lawsuit Partially Dismissed by Judge['United States']United States

Gwinnett judge , DragonCon co - founder indicted in hacking case['United States']United States

Bank of Hawaii warns customers of phishing scam['United States']United States

Yahoo hack : What do you do if your account was hacked ?['United States']United States

Trump Hotels website appears to be under DDoS attack by hackers['United States']United States

SFT greeted with Facebook account hack on Tibetan New Year['China'] China

Phishing scammers exploit Wix web hosting['United States']United States

New Trojan malware attack targets restaurant chains['United States']United States

Greater Noida centre supervisor among 2 arrested for hacking NEET server['India'] India

Mastercard dives into the dark web to predict hacked card fraud['United States']United States

Tyler police warn residents about phishing email['United States']United States

One million people affected by WSU data breach , stolen safe['United States']United States

North Korea Official Flickr Account Gets Hacked and Defaced by Anonymous['North Korea']North Korea

Meridian Health Services in Muncie latest company to fall victim to data breach['United States']United States

  Unskilled group  is responsible for multiple , crappy ransomware attacks / Boing Boing['United States']United States

Tampa Surgery Center suffers data breach : 5 things to know['USA'] USA

NC voter information goes to Trump fraud commission , along with letter on hacking , illegal voting['United States']United States

How an HIE Aided in Recovery from a Ransomware Attack['United States']United States

EmblemHealth Data Breach Leads to $575K NY State Settlement['United States']United States

Radio pirate who hacked police communications during car chase sentenced to 21 months in jail['Australia']Australia

Petya ransomware attack : NATO think - tank says  state actor  to blame['Ukraine'] Ukraine

Hacking charge dropped against Nova Scotia teen who slurped public records from the web • The Register['Canada'] Canada

PPE acquisition used as bait in global phishing scheme -- FCW['United States']United States

IG : Fed Employee Downloaded 9 , 000 Pages of Pornography , Infecting Network with Russian Malware['United States']United States

Warnings As Destructive  Shamoon  Cyber Attacks Hit Middle East Energy Industry['Middle East']Middle East

Phone Hacking · TheJournal . ie ['Ireland'] Ireland

InQuest Discovers Exploit Targeting Decades - Old Microsoft Office Feature to Bypass Detection['United States']United States

Brexit campaigner Arron Banks among 1 , 600 hit by FCA data breach['United Kingdom']United Kingdom

Aurora Health : Hackers may have accessed patient personal information['United States']United States

Suspected data breach at online bookstore leads to 230 scams['Taiwan'] Taiwan

Northumbria University suffers major disruption after cyber attack['United Kingdom']United Kingdom

Bogus Basin says phishing scam offering fake tickets['United States']United States

Floyd family considers legal action after alleged hospital data breach['United States']United States

Toy maker Mattel discloses ransomware attack['United States']United States

HIMSSCast : The GetHealth data breach and what it means for consumer health apps and devices['Ireland'] Ireland

Métropole de Lyon: interim bank accounts deducted after an Adecco hack['France'] France

The back of the head that sided with Russia… Attempts to hack defense data['Russia'] Russia

phishing. Fraudsters clean bank accounts - NBP report. In Q3 2021 7,709 credit transfer frauds were recorded['Poland'] Poland

17-year-old hacker hacked the university! YUBA sent this message: It will harm my state ...['Yuba'] Yuba

Emil Frey Group hacked: Darknet - Leak affects customers['Switzerland']Switzerland



Canacar alert hit economy and supply chains for hacking SICT['Mexico'] Mexico

Leaked documents reveal the cost of hacking Android and iOS services['Russia'] Russia

Police Data Hacking: Police Database Uploader Account Suspended['Indonesia']Indonesia

Arrested, in Imperatriz, suspected of leading a gang of hackers that embezzled BRL 13 million from a virtual bank['Brazil'] Brazil

Anne Neuberger: The investigation of the huge cyber attack will take months['United States']United States

sirar fends off 71,000 electronic attacks and 14 million phishing emails since the beginning of 2020 -['Saudi Arabia']Saudi Arabia

Black Friday scam: no, Lidl is not selling kitchen robots at 1.99 euros, it is a phishing campaign['Spain'] Spain

Hackers Use Windows Finger Command to Download Malware['Russia'] Russia

Hackers access data at the Cantonal Bank of Neuchâtel['Switzerland']Switzerland

The company - the manufacturer of elite alcohol suffered from a hacker attack['Ukraine'] Ukraine

Tricky cyber attacks focus more on SMEs['Germany']Germany

After being hacked, now the Dairi Regency Government Website is Totally Dead['Indonesia']Indonesia

Alberto Fernández denounced hacking and again targeted the digital system['Argentina']Argentina

Polish companies versus hackers: attacks 310 times a week, mostly from United States IP numbers['Poland'] Poland

Saturday, doing all it can to solve the official Instagram channel hacking situation - Chosun.com['South Korea']South Korea

Malware Hosted on Bitbucket by Hackers Downloaded Over 500,000 Times, Cybereason Survey Finds['France'] France

Israel Forces Palestinians to Download Spyware['Palestine']Palestine

From Bithumb to Upbit... ISMS authentication futility theory that comes to mind after successive hacking['South Korea']South Korea

Arrested 54 voice phishing gangsters who extorted 700 million from a Chinese call center['China'] China

Roskachestvo warned of massive cyber attacks['Russia'] Russia

['https://www.phonandroid.com/powerpoint-des-pirates-utilisent-le-logiciel-de-microsoft-pour-diffuser-des-malwares.html', 'https://www.techradar.com/news/powerpoint-is-being-used-as-a-lure-to-spread-malware']Powerpoint: hackers use Microsoft software to spread malware['France'] France

Demant still has no offer for the bill after the hacker attack['Denmark']Denmark

Millionaire macro-scam of hackers to Canarian companies impersonating their managers - News['Spain'] Spain

Bounty suspended for clues to bitcoin hacker after hacker attack | 14 . 03 . 18['Switzerland']Switzerland

spyware in whatsapp message ['India'] India

Hacking: EPFL victim of a vast computer attack - Vaud & Régions['Switzerland']Switzerland

Morning briefing : MobilePay becomes an independent company in Finland / Odico went public with a bang / Adida American website hacked['Finland', 'United States']Finland, United States

Company system is hacked in Roraima and hackers demand payment in Bitcoin or Dash['Brazil'] Brazil

They alert against a new form of cyber fraud and extortion, they hack phones from Chihuahuan['Mexico'] Mexico

Korea Communications Commission issues messenger phishing alert['South Korea']South Korea

Smart doll in the crime scene - hacker in the children's room['Germany']Germany

Despite being attacked by hackers, PPDB Online Sulsel turns out to be the most successful in Indonesia['Indonesia']Indonesia

Municipality was hacked - allegedly by students: Citizen service had to close['Denmark']Denmark

They detect a malware that is transmitted by Facebook Messenger and coins cryptocurrencies['Venezuela']Venezuela

slp ASE news, still unrecovered financial hacking['Philippines']Philippines

They denounce hacking of accounts and usurpation of identity['Peru'] Peru

Trustwave SpiderLabs warnt vor Phishing['Deutschland']Deutschland

Digital: It's surprisingly easy to steal personal information! Recent ``Horror Hacking Cases'' and Countermeasures (GetNavi web)['Japan'] Japan

Turkish Bank Attacked by Hackers ['Turkey'] Turkey

Recent Data Breach at Twitch Exposes Danger for All Businesses | Fisher Phillips['United States']United States

US hacker jailed for role in multimillion - dollar SIM swapping campaign – TechCrunch['United States']United States

DigitalOcean user emails allegedly leaked in a recent Mailchimp hack['United States']United States

Hacked Utrecht computers are a national problem['Netherlands']Netherlands

Roger Wood on Cyber Attack in Sunapee Schools and Hampstead Security Firm['United States']United States

Ubuntu and other Linux distros at risk from Oh Snap ! More Lemmings security exploit['United States']United States

Russian military using criminal hackers to attack Ukraine , warns Kyiv['Ukraine'] Ukraine

Information leaked in data breach was  dated , says Yukon health minister['Canada'] Canada

A nasty new infostealer malware is landing in email inboxes['United Kingdom']United Kingdom

Over 20 , 000 attempts to hack poll system bared['Philippines']Philippines

PM Twp . supervisor email hacked ['United States']United States

Ransomware Attack on Florida FABEN OB - GYN Results in Data Loss['United States']United States

Health care company Capital City Paincare victim of data breach - Business - The Columbus Dispatch['United States']United States

Coronavirus - linked cyber attack targets Lithuanian defence minister['Lithuania']Lithuania

Firefox Owner Blocks U . A . E . Spy Firm After State - Sponsored Hacking Claims['United Arab Emirates']United Arab Emirates

Margaret Dale Explores Ways To Protect Privilege After Data Breach - Litigation , Mediation & Arbitration['United States']United States



Iranian - Linked Android Spyware Sneaks Into Private Chats['Iran'] Iran

Teton School District recovers portion of funding lost in phishing scheme['United States']United States

TV3 and 3New Tilapia Da Cartoonist Facebook page hacked['Ghana'] Ghana

Japanese Consumer IoT Under Attack by Hackers & Government['Japan'] Japan

State says phishing is Hawaii biggest cyber security issue['United States']United States

iTWire - Aust firm promises data decryption after Dharma ransomware attack['Australia']Australia

PSMC hit by Russian hacking No patient data compromised['United States']United States

Baylor emails undergo phishing attacks ['United States']United States

UPDATE : Ingham County malware attack['United States']United States

Cyber firms warn of power malware threat['Australia']Australia

Cyber hack near miss prompts task force['Australia']Australia

Researchers Find Cyberattacks On The Epoch Times Part of Larger Hacking Campaign['China', 'United States']China, United States

Hackers trade 100 , 000 items of online ID from Edinburgh['United Kingdom']United Kingdom

Russian hacking , 2016 U . S . elections , social media , fake Americans['United States']United States

Former Gov . Roy Barnes , others file Equifax data breach class action['United States']United States

TransUnion Says Consumer Fear From Equifax Hack Costing It Money['United States']United States

Jeremy Hunt breaks silence on NHS cyber attack , three days after hospitals plunged into chaos['United Kingdom']United Kingdom

Princeton hospital hacked ['United States']United States

Mailgun Takes Action To Plug Email Data Breach 01 / 05 / 2018['United States']United States

Forget Aadhaar , your phone can reveal all your private details to hackers['India'] India

Exclusive : Crooks trying to cash in on Charlotte Housing Authority data breach - Story['United States']United States

What the Tech ? Hackers using computers to mine for bitcoin - WRCBtv . com['United States']United States

Several Government Websites in Costa Rica Were Hacked['Costa Rica']Costa Rica

Fraudsters duped SBM by hacking SWIFT system : Cops['Mauritius']Mauritius

Hacking airliners : Cybersecurity expert says he found a satellite  back door  into aircraft['Australia']Australia

Hackers target federal government networks an average of 474 million times per day , memo shows['United States']United States

WhatsApp Warns Users of Hack Threat to Filter Their Phones['Israel'] Israel

Hackers Charged for Creating 6K Strong Cryptojacking Network['United States']United States

Cyber attacks against energy and utilities firms occur in enterprise not critical infrastructure['United Kingdom']United Kingdom

There More to the Debit Card Hack Than Just a Data Breach [ Analysis ]['Pakistan']Pakistan

Police probe after database hacked ['Bahamas']Bahamas

More than 1 , 100 patients affected by Beaumont Health data breach['United States']United States

Another university Zoom call hacked with racial slurs['United States']United States

Accounting firm MNP cyber hacked in early April['Canada'] Canada

How a recent VCU data breach impacts alumni['United States']United States

MCLA Foundation Vendor Targeted in Ransomware Hit['United States']United States

Iran hack targets Kuwait , UAE units - ARAB TIMES['Kuwait', 'UAE']Kuwait, UAE

Conti Ransomware Gang Posts Advantech Data['Taiwan'] Taiwan

With data presumed unrecoverable , Baltimore County Schools scramble to recover from cyber attack['United States']United States

Forward Air reveals ransomware attack , warns of revenue hit['United States']United States

Microsoft Warned CrowdStrike of Possible Hacking Attempt['United States']United States

6M customers in Cleveland Ohio get electricity accounts hacked – Investment Watch['United States']United States

Programmed cyber attacks target small providers in Brazil['Brazil'] Brazil

The hackers who hacked into the information security company returned again after five years['Russia'] Russia

Daedong Station catches voice phishing as a base for taxi drivers in Daejeon['South Korea']South Korea

They rule out theft; hackers encrypted files : Municipality['Mexico'] Mexico

Since the beginning of the year, hackers have stolen more than 30 TB of data['Bulgaria'] Bulgaria

Ukrainian hackers attacked Russian analogs of Zoom['Russia'] Russia

They denounce hacking of the official mail of the Mortgage Bank['Panama'] Panama

Elon Musk's Starlink was hacked ['Finland'] Finland

LKA Lower Saxony: Warning of phishing mail from the federal government['Germany']Germany

IKEA explained the problems with hacker attacks['Sweden'] Sweden

Sedena suffers the biggest hack in history['Mexico'] Mexico

LAUSD Hack Damage Will Continue - The Hankook Ilbo of the Americas['United States']United States

Alvarado appears in the middle of an emergency due to hacking: they seek to destabilize the country['Costa Rica']Costa Rica



The town hall of Château - Thierry hacked: no personal data stolen according to the mayor['France'] France

After a hacker attack: Eberspächer is back['Germany']Germany

REvil / Sodinokibi ransomware gains access to MásMóvil servers['Spain'] Spain

Thallium, a North Korea-linked hacking organization that aimed at university information, avoids tracking through multiple servers: Weekly Donga['South Korea']South Korea

Exploit - Kits on xHamster ['Germany']Germany

During the week, Ukraine repulsed almost 11 thousand cyber attacks - Politics News, latest political news from Ukraine on Depo. ua. Politics of Ukraine and the world.['Ukraine'] Ukraine

In Marles - les - Mines, Flex - N - Gate victim of a computer hack and a ransom demand['France'] France

['https://www.indiatoday.in/india/story/elgar-parishad-lawyer-phone-hacked-pegasus-device-supreme-court-panel-1898019-2022-01-10', 'https://thewire.in/rights/elgar-parishad-accused-their-lawyers-write-to-scs-committee-on-pegasus-spyware-targeting', 'https://www.medianama.com/2022/01/223-bhima-koregaon-lawyer-sc-committee-pegasus-letter/']Elgar Parishad case lawyer claims phone hacked using Pegasus , offers device to SC - appointed panel for probe['India'] India

Hacking: Hackers pump 681.7 million FCFA from Ecobank coffers['Cameroon']Cameroon

Hackers abuse Citrix devices for DDoS attacks['United States']United States

Half a million accounts hacked: If you use this application, be sure to change your access information!['Serbia'] Serbia

They hacked into bank accounts and laundered money. Among the detained are inhabitants of Warmia and Mazury['Poland'] Poland

Three people are formalized for hacking Carabineros during a social outbreak['Chile'] Chile

Teachers charge for mass sending of QR codes at home and school. Parents are told that the class teacher’s account has been hacked after paying the fee _ Information['China'] China

Hackers attack users with a link of 1,000 links. signs['Ukraine'] Ukraine

Hack BIRD ECB ['Germany']Germany

Cybersecurity: Emails of BCV employees were hacked - Switzerland['Switzerland']Switzerland

Bordeaux: six years in prison for the hacking of vending machines in the South - West['France'] France

New hacker scandal erupts in Europe ['Europe'] Europe

[2018 State Audit] Vulnerable to hacking of major railroad facilities['South Korea']South Korea

Cuiabá City Hall website is hacked and goes offline['Brazil'] Brazil

I tried to summarize the ransomware damage of the Tama urban monorail['Japan'] Japan

Malware and data theft marked the second half of 2017['Switzerland']Switzerland

Malware Registered to Miner Cryptocurrency “Monero” by Exploiting Samba Bug['Japan'] Japan

Brazilian hacker profits from renting bank trojans; know how the attack is['Brazil'] Brazil

['http://www.alanbatnews.net/article/index/279130', 'https://gazeta.ua/ru/articles/np/_hakery-ukrali-neskolko-millionov-griven/957276', 'https://podrobnosti.ua/2344035-kiber-zaderzhanie-sbu-vychislila-hakerov-kotorye-ukrali-20-mln-griven.html', 'https://www.afrik.com/un-groupe-de-pirates-informatique-denomme-silence-s-attaque-a-des-banques-d-afrique-subsaharienne', 'https://www.facenews.ua/news/2020/476465/', 'https://news.finance.ua/ru/news/-/467794/hakerskaya-gruppirovka-nanesla-ushherb-klientam-bankovskih-sistem-na-20-mln-grn-foto', 'https://galinfo.com.ua/news/hakerske_ugrupovannya_zavdalo_bankivskym_kliientam_zbytkiv_na_20_mln_grn_340742.html', 'https://interfax.com.ua/news/general/650156.html', 'https://aif.ua/incidents/nezakonno_pereveli_bolee_20_mln_griven_sbu_presekla_deyatelnost_hakerov', 'http://www.bagnet.org/news/accidents/421709/sbu-vychislila-hakerov-kotorye-ukrali-20-mln-griven', 'http://pressorg24.com/news?id=514405', 'https://korrespondent.net/ukraine/4209437-sbu-zaiavyla-o-zaderzhanyy-khakeHackers stole several million hryvnia ['Ukraine'] Ukraine

A young man is fined four tons for hacking hundreds of thousands of passwords['Finland'] Finland

Plusdede: the fake website that emerged from the Pordede hack['Spain'] Spain

Program for hacking PlayStation 4 appeared on the Web - Russian newspaper['Russia'] Russia

A simple music player put millions of computers at risk of being hacked['Russia'] Russia

Hackers hacked the website of the Svetlogorsk hospital and demanded money['Russia'] Russia

Many companies may have been affected by extensive cyber attacks['Sweden'] Sweden

The UAE warns of hacking bank cards via Wi-Fi['United Arab Emirates']United Arab Emirates

Canterbury health board gets 1 . 5 million attempted hacks every week['New Zealand']New Zealand

Bandai Namco attacked by hacker group['United Kingdom']United Kingdom

2 foreign nationals arrested in Udaipur for hacking ATM | Jaipur News['India'] India

Justice for Syria , surviving Egypt republic of fear , and spyware targets women rights defenders['Syria', 'Egypt']Syria, Egypt

A Recent Chinese Hack Is a Wake - up Call for the Security of the World Software Supply Chain – The Diplomat['China'] China

NaviSec Discovers Critical Zero - Day Exploit for Cacti Services['United States']United States

ATM / PoS malware activity back to pre - Covid levels['South Africa']South Africa

New malware attack causes real - world damage['United States']United States

Timeline : San Diego Unified Waited 5 Weeks to Notify Employees and Families of Data Breach['United States']United States

What The Hack : This Sporean Was One Of 400 Who  Hacked  Govt Websites For Bounty['Singapore']Singapore

Croatian phone carrier data breach impacts 200 , 000 clients['Croatia'] Croatia

RTE on high alert for cyber attack after delivery of two suspicious packages['Ireland'] Ireland

Universities Affected by IT Security Company Data Breach['United States']United States

Police joined global ransomware investigation after Saskatoon firm hit['Canada'] Canada

PFW warns of college student phishing scam['United States']United States

News 1130 Traffic apologizes after hackers seize Twitter account['Canada'] Canada

Olympia Financial Group Inc . Announces Ransomware Cyber Attack['United States']United States

In the Midst of Hardware Hacking Wave , ERI Offers to Help New Yorkers Breathe Easier['United States']United States

Marriott Keeps Data Breach Suit In Federal Court['United States']United States

Isil terrorists hack ordinary people dormant Twitter accounts to promote jihad['United Kingdom']United Kingdom

German government network not affected by hacking incident : Bild['Germany']Germany

City : more phishing scam money could have been recovered if CRRMA director had acted sooner['United States']United States



Hacked NSG portal did not carry sensitive information : Government['India'] India

Avon left more than 620 , 000 Brazil customer details exposed to hackers  for months  ['Brazil'] Brazil

Jack Posobiec , Rebel Media Washington Bureau Chief , Linked To French Election Hacking Scandal['France'] France

WikiLeaks releases documents provided to the CIA by Raytheon for developing malware['United States']United States

AFGE responds to ruling in OPM data breach lawsuit['United States']United States

Police investigate hack of guns database['Australia']Australia

Clerk offices remain closed after malware attack['United States']United States

Hackers dish out expensive lesson for SC county['United States']United States

Hacking gang held over £31m raid on taxman['United Kingdom']United Kingdom

LimeLight Issue No . 17 : Data breach ['United States']United States

First time homebuyer out more than $36 , 000 in spear phishing scam['United States']United States

County cyber attack makes Newark , LACA more vigilant['USA'] USA

Anti - anti - virus service provider tied to huge hacks cops plea – Naked Security['United States']United States

NZ pensioners swindled out of $1M in March quarter as phishing remains prevalent : Cert NZ['New Zealand']New Zealand

Melbourne - based Microsoft partner mops up after ransomware hit['Australia']Australia

( URGENT ) Totally locked out folder ( Malware ) - Cryptocurrency['United States']United States

Nova Scotia premier wont apologise for libeling teen who discovered massive data breach / Boing Boing['Canada'] Canada

Court Rejects Evidentiary and CFAA Vagueness Challenges to Conviction for Botnet Hacking Scheme['United States']United States

Experts warn of a new  snail mail  malware attack that actually working['United States']United States

  No evidence  data compromised in malware attack , Recipe Unlimited CEO says['Canada'] Canada

This malware disguises itself as bank security to raid your account['Japan'] Japan

WannaCry virus still infecting thousands of Australian computers : Experts warn of another devastating cyber attack this year['Australia']Australia

Ports on alert as cyber attacks proliferate -['China'] China

Hacker ransom plot exploits Omaha hospital and others , costs victims $30+ million , feds say['United States']United States

Cyber attacks threaten security , peace , stability : Qatar['Qatar'] Qatar

Pitney Bowes revenues clipped by recent cyber attack['United States']United States

Mumbai Crime : After hacking , loan recovery agents now resort to text - bombing customers['India'] India

GoldenSpy  Malware Hidden in Tax Software Spies on ...['United States']United States

SAQ computers hacked , personal data of employees consulted['Saudi Arabia']Saudi Arabia

Oklahoma Accused of Negligence in Massive Data Breach['United States']United States

East Suburban clinic reports data breach affecting 500 patients['United States']United States

SEPTA Says No Rider , Employee Data Compromised During Malware Attack['United States']United States

Congratulations ! Pellissippi students graduate and walk the stage despite ransomware attack['United States']United States

VMFA notifies patrons of data breach ['United States']United States

Capcom hacked . Resident Evil game developer discloses cyber attack['Japan'] Japan

Hackers breached computer network at key US port but did not disrupt operations['United States']United States

Criminal money laundering cannon account distribution daily arrested during voice phishing tracking['South Korea']South Korea

More than 900 SIM cards were issued by scammers in Nizhny Novgorod after being hacked at State Services['Russia'] Russia

Ministry of Science and ICT Cloud Security Accident Hacking Organization Attack↑['South Korea']South Korea

VZGLYAD / Hackers have revealed the connection of the “Council of Mothers and Wives” with Navalny's supporters :: News of the day['Russia'] Russia

FSB opened a case after hacker attacks on state institutions in Kurgan['Russia'] Russia

The Norwegian Data Protection Authority fines the Storting's administration after a data breach in 2020['Norway'] Norway

Hacker group BlackCat admits to hacking Italian energy company The government believes it is a Russian plan.['Italy'] Italy

Neuchâtel – Hacking of the Uni: published data is increasingly sensitive['Switzerland']Switzerland

Hackers disrupted the championship, where Kurgan pensioners participated['Russia'] Russia

Viasat satellite operator hack impacts France's critical infrastructure['France'] France

A student hacked the website of a Novosibirsk university['Russia'] Russia

The National Court supports an ERTE due to force majeure after a cyber attack['Spain'] Spain

Server Hacked, Disdukcapil Bogor City Returns to Manual Services['Indonesia']Indonesia

Crypto platform was tapped for 5.4 billion. kroner - and is impressed: Will employ the hacker as a security advisor['Denmark']Denmark

Among them is Ayman Nour.. Mita closes 1,500 accounts on Facebook and Instagram, spying on activists | hacking news['Egypt'] Egypt

Malware Hides in Windows Registry for Digital Spying['Brazil'] Brazil

They hacked the SYRIZA Facebook page - They changed its name!['Greece'] Greece

The creators of the NFT became the focus of a major phishing campaign['Russia'] Russia

Morelia has not generated licenses for distributors' works due to hacking['Mexico'] Mexico



President of the Online News Producers Association advise how to cope After the big media hacked YouTube channel['Thailand']Thailand

Hot Android Hacked by Hackers, Google Raids All Mobile Software ...['United States']United States

Source code of AMD Navi cards stolen. The hacker wants $100 million['Poland'] Poland

Massive data leak from sex dating sites. Hackers even have photos and messages - sex , sites , dating you know more['Poland'] Poland

Cyber - attack without the use of malware['Russia'] Russia

Ucom and Viva - MTS announced that the system was hacked by Azerbaijani hackers['Armenia'] Armenia

Black Shadow Hackers Release Thousands of Confidential Documents from Sharbit Clients['Israel'] Israel

Hacking to steal confidential information of Corona, the state is cooperating! | 917078 | The voice of time['Bangladesh']Bangladesh

Nintendo victim of the biggest hack in its history['Japan'] Japan

Denuvo 6 anti-piracy protection has been hacked. 0 - News - gaming news, gaming news site, latest and latest gaming news['Russia'] Russia

China cyber attack, Japan target = Defense secret / Aiming for advanced technology-National intention background: current affairs dot com['Japan'] Japan

ACM Neto determines expulsion from DEM of hacker accused of invading Moro's cell phone['Brazil'] Brazil

NRA: 5 mln. The EGNs were leaked during the hacking, we are developing a verification application['Bulgaria'] Bulgaria

Another blow: They also hacked a payment system in Italy Today bg['Italy'] Italy

Porn photo of Sarti hacker attack started from PC of the Chamber of Deputies['Italy'] Italy

['https://techcrunch.com/2022/09/28/hacker-breaches-fast-company-systems-to-send-offensive-apple-news-notifications/', 'https://www.prokerala.com/news/articles/a1349222.html', 'https://3dnews.ru/1074939/neizvestnie-vzlomali-akkaunt-gurnala-fast-company-v-apple-news-izdanie-vremenno-otklyuchilo-sayt', 'https://www.techshout.com/fast-company-shuts-down-website-after-apple-news-feed-hacked/', 'https://www.republika.co.id/berita/riz382366/peretas-gunakan-akun-apple-news-fast-company-kirim-pesan-ofensif', 'http://www.itechpost.com/articles/114053/20220928/apple-news-users-receive-obscene-push-notification-due-hacking-fast.htm', 'https://www.naturalnews.com/2022-10-06-hacker-sends-racist-vulgar-notifications-apple-users.html', 'https://economictimes.indiatimes.com/tech/technology/fast-company-shuts-website-after-apple-news-feed-hacked/articleshow/94498799.cms', 'https://techstory.in/media-company-falls-prey-to-hackers-sending-obscene-racist-notifications-across-apple-news/', 'https://menafn.com/1104935985/Fast-CompHacker breaches Fast Company systems to send offensive Apple News notifications['United States']United States

['https://kabar24.bisnis.com/read/20210219/16/1358481/jaksa-agung-maafkan-peretas-website-kejaksaan-ri-ini-alasannya', 'https://www.tribunnews.com/nasional/2021/02/19/jaksa-agung-maafkan-pelajar-sma-di-sumsel-yang-retas-database-kejaksaan-ri', 'https://manado.tribunnews.com/2021/02/19/ini-kronologi-penangkapan-hacker-sma-yang-retas-database-kejaksaan-agung-kejagung-maafkan-pelaku']This is the Chronology of Arresting High School Hackers Who Hacked the Attorney General's Database, the Attorney General's Office Forgives the Perpetrators['Indonesia']Indonesia

The little twist that made a simple hacker attack extremely dangerous['Israel'] Israel

The police postponed the investigation of the hacker attack on the websites of the CZSO['Czech Republic']Czech Republic

Hacker attack on Telekom: what happened, who is behind it, what customers can do - politics['Germany']Germany

Hackers coded multiple times into Roblox['Sweden'] Sweden

In Crimea, a foreigner hacked into four terminals and stole more than 300,000 coins. rubles - information site of the newspaper "Kafa" latest news of Feodosia, Crimea['Russia'] Russia

Daily Korea: Bithumb kept 1.8 billion won of customer money... Voice phishing prevention KRW 1.8 billion refund['South Korea']South Korea

Windows 10 Zero - Day - Exploit : Microsoft Data Sharing macht Probleme['Germany']Germany

Hackers put football portal kicker. de lame['Germany']Germany

I'm an investigator at the Central District Prosecutor's Office, and the voice phishing gang took hundreds of millions of won.['South Korea']South Korea

Ukrainian cyber police discovered a malware that steals banking data from smartphones['Ukraine'] Ukraine

Ukrainian police announce prosecution of patient zero after cyber attack['Ukraine'] Ukraine

PDI disrupts bank hacking in Arica and arrests in Santiago a subject who charged for cash['Chile'] Chile

A vendor that helps government offices with sensitive network infrastructure has suffered a serious data breach['Sweden'] Sweden

In Bryansk, two intruders were detained while hacking an ATM - GorodBryansk. En : Bryansk news['Russia'] Russia

Karachi Police website hacked, Vande Mataram starts playing on opening['Pakistan']Pakistan

Substation hacked in Sverdlovsk region ['Russia'] Russia

A cyber attack foiled ['Algeria'] Algeria

US expels Russian diplomats and issues sanctions over SolarWinds hacking attack | News | DW['United States']United States

After a tough 2 years , Hamilton Bar Sazerac is dealt another blow with crypto phishing scam['Canada'] Canada

U . S . Government Asks Victims of 2017 EtherDelta Hack to Come Forward['United States']United States

Hacker group RansomHouse threatens to sell Shoprite data['South Africa']South Africa

51 phishing scam victims in Singapore lose more than S$37 , 400 in July alone['Singapore']Singapore

Hackers claim to release stolen data from Clover Park School District ; district investigation continues['United States']United States

Phishing attacks hit record high ['United States']United States

Morning Mail : help for Optus data breach victims , pesticide regulation maze , path to republic debate['Australia']Australia

Feds : Russian Hackers Obtained Inside Information on Companie Electronic Filings to Profit on Stock Trades['United States']United States

Italy Energy Agency Website Back Online After Malware Attack['Italy'] Italy

Pro - Russia Killnet hacker gang targets JPMorgan Chase with DDoS attack['United States']United States

How Nokia enabled Russian hacking and made millions doing it : New York Times['Finland', 'Russia']Finland, Russia

Criminals hijack antivirus software to deliver malware['United Kingdom']United Kingdom

iTWire - Microsoft feedback product being exploited to send phishing links['Australia']Australia

BUSTED : EFCC Arrests Nigeria Hacker King , ISMAILA ATUMEYI contesting Kogi Assembly , Recovers $470 , 000 USD Cash inside Morgan Estate Ojodu Lagos Mansion … Suspect hides fund in a locked underground room * Others in the net in a sting operation : ...['Nigeria'] Nigeria

Google Pays Chrome Hackers $45 , 000 , Releases High - Severity Update['United States']United States

Experian settles for over $16 million with multiple states for 2015 data breach['United States']United States

Law firm investigating data breach | The Journal Record['United States']United States

Russian Hackers Use RATs to Target Financial Entities['Russia'] Russia

A single hacking group is  poisoning  legitimate software updates with malware['United States']United States

Cyber hacking : customized for Canada Canadian Underwriter['Canada'] Canada



Phishing | Accounting Today ['United States']United States

MP warns public about Facebook phishing scam | Columbia Valley , Cranbrook , East Kootenay , Elk Valley , Kimberley , Ktunaxa Nation['Canada'] Canada

Attorney General Ellison Reaches Settlement In Data Breach Affecting 38 , 000 Minnesotans['United States']United States

Iranian Hackers Use New Malware in Recent Attacks['Iran'] Iran

Norway Hurtigruten Hit By Major IT Hack['Norway'] Norway

America Will Reportedly Blame Iran for Cyber Attack On Water - Holding Infrastructure['United States']United States

Man charged with hacking into Family Bank system : The Standard['Kenya'] Kenya

Irish beauty chain probes  possible patient data breach['Ireland'] Ireland

College student sentenced to probation for Android malware['United States']United States

APAC Was Most Targeted Region for Ransomware Attacks['Asia-Pacific']Asia-Pacific

Patients ’ personal data hacked from Bangor mental health practice['United States']United States

TTD official website hacked by ransomware['India'] India

Police warn of hacking threat via fridges and kettles['United Kingdom']United Kingdom

Sen . Corker concerned about scams following Equifax hack['United States']United States

Regina Police Service site subject to occasional hacking attempts['Canada'] Canada

Paper to pay damages in hack case ['United States']United States

The  strong message US is claiming they have sent to Pakistan are still there in Trump draft folder as found by a hacker['Pakistan']Pakistan

Fulton School employees impacted by data breach can now file for protection['United States']United States

Wale biggest car dealership held to ransom by hackers['United Kingdom']United Kingdom

Intel security exploit affects Nehalem through Kaby Lake['United States']United States

['http://www.cgchannel.com/2020/08/hackers-for-hire-targeted-3ds-max-bitdefender-warns/', 'https://www.bleepingcomputer.com/news/security/hackers-for-hire-attack-architecture-firm-via-3ds-max-exploit/', 'https://www.zdnet.com/article/mercenary-hacker-group-targets-companies-with-3ds-max-malware/', 'http://www.techtimes.com/articles/252059/20200826/warning-new-hacker-group-uses-3ds-max-malware-to-steal-companies-proprietary-information.htm']Hackers for hire targeted 3ds Max , Bitdefender warns['United States']United States

['https://www.msn.com/en-us/news/crime/two-virginia-men-accused-of-hacking-gas-station-selling-discounted-fuel/ar-AAYAxib', 'https://www.msn.com/en-us/news/finance-top-stocks/2-men-accused-of-hacking-into-virginia-gas-station-selling-gas-at-discounted-rate/vi-AAYzdzb']2 men accused of hacking into Virginia gas station , selling gas at discounted rate['United States']United States

How Cyber Criminals Used Stolen SIM Cards To Hack Bank Accounts['Nigeria'] Nigeria

Hackers attack several BBC Twitter accounts['United Kingdom']United Kingdom

Bitcoin hack rumours denied after thieves target major exchange['United Kingdom']United Kingdom

Toolkit Generates Malicious Office Macro Malware['United States']United States

Oh , great , now there a SECOND remote Rowhammer exploit • The Register['United Kingdom']United Kingdom

North Korean Hackers Exploit HWP Docs in Recent Cyber Heists['South Korea']South Korea

Phishing Attack Dupes Hennepin County , Minn ., Employees['United States']United States

Italy Man Charged In Federal Court For Hack Of Bay Area Video - Game Company['United States']United States

FBI fingers the Norks it wants to pinch for Sony hack , WannaCry attacks['United States']United States

Newdex Decentralized Crypto Exchange Robbed in New Hacking Attack['United States']United States

Hackers attack energy companie IT systems rather than ICS , says report['United Kingdom']United Kingdom

Morrisons data breach sounds warning on vicarious liability['United Kingdom']United Kingdom

Tusla fined again for data breach ['Ireland'] Ireland

Plenty of Phishing in the Sea | Entertainment News , The Indian Express['India'] India

Genetic Testing Lab Hack Affects 233 , 000['United States']United States

School District Not Backing Down On Felony Charges Against Harmless Hackers['United States']United States

Hackers hijack design platform to go phishing['United States']United States

Hacker Pleads Guilty to Holding Stolen Data for Ransom['United States']United States

  Pak - based hackers targeting Indian defence units , official – Indian Defence Research Wing['India'] India

Most Assam internet users faced cyber attacks in last one year : Survey | Guwahati News['India'] India

Phone hacking complaints on rise ['Pakistan']Pakistan

UC Refuses To Disclose Information Regarding Accellion Data Hack['United States']United States

Seattle DJC . com local business news and data - Business - Health system hack exposes 200 , 000['United States']United States

He does not know anything about national security, accuses former Cisen director of AMLO, after hacking the Sedena['Mexico'] Mexico

['https://www.vietnamplus.vn/hon-4700-su-co-tan-cong-mang-vao-cac-trang-web-cua-viet-nam/566070.vnp', 'http://vietq.vn/quy-i2019-viet-nam-hung-chiu-4770-su-co-tan-cong-mang-vao-cac-trang-web-d157818.html', 'https://menafn.com/1098450183/Vietnam-gets-low-rating-as-cyber-attacks-rise', 'https://www.vietgiaitri.com/2-tek/the-gioi-so/201904/hon-4700-su-co-tan-cong-mang-vao-cac-trang-web-cua-viet-nam-3917335/', 'https://vnexpress.net/so-hoa/tan-cong-mang-co-chu-dich-tang-manh-tai-viet-nam-3915930.html']In the first quarter of 2019, Vietnam suffered 4. 770 incidents of cyber attacks on websites['Vietnam'] Vietnam

U.S. accuses daring hacker of hacking into brokerage accounts['United States']United States

Educational service FinalSite subjected to a massive attack by hackers K - News['Kyrgyzstan']Kyrgyzstan

Finance stopped providing 5 thousand services, due to hacking['Mexico'] Mexico

Eglo lights affected by cyber attack ['Austria'] Austria

His Julio: The Russians are on a rampage, Europe in hysteria from cyber attacks['Russia', 'European countries']Russia, European countries

Hackers from Russia hacked the Japanese social network Mixi['Japan'] Japan

Insidious Android malware hit Finland – Did you download any of these applications?['Finland'] Finland

North Korean defector hacks : Nearly 1 . 000 Personal Data Leaked['South Korea']South Korea



Phishing attacks on Central Ministry officials intensifies, sending emails from government domain phishing cyber attack on central ministry officials['India'] India

Phishing - high season: LKA warns of fraud and shows spam campaigns['Austria'] Austria

OPKO interrupted the poll on the election of the head of Kirov due to hacking of the site and bots['Russia'] Russia

Passwordstate developer warns of phishing attacks to spread Moserpass malware['Australia']Australia

Solo City Government Instagram Account Hacked Again, Gibran Reports Facebook['Indonesia']Indonesia

Rosobrnadzor: The service for familiarizing with the results of the ESE has resisted a hacker attack['Russia'] Russia

Connected car is hacked to accelerate beyond the allowed limit['Brazil'] Brazil

The DGT warns of a phishing scam using your image['Spain'] Spain

Corporate emails hacked by a gang of hackers A bank transfer of 600 thousand euros was hijacked from the account Police and Finance arrest 7 people - Video['Italy'] Italy

Phishing - mails in the name of Swisscom['Switzerland']Switzerland

Allegedly Related to Cases of Hunger and Ban on Homecoming, the Serang Regency Website Was Hacked['Indonesia']Indonesia

Two arrested in Malaga for defrauding more than 67. 000 euros to a British company using the phishing technique['United Kingdom']United Kingdom

Hoy Digital - PN about to find the culprits hacking Infotep['Dominican Republic']Dominican Republic

The ruthless Haggan hacks the system ['Sweden'] Sweden

Hacker attack on Gießen University: Ryuk is often used for blackmail['Germany']Germany

Data breach : Hundreds of millions of credentials surfaced again['Germany']Germany

The PP urges Cruz to face the hacking of the computer system['Spain'] Spain

Today, researchers have discovered 89 Chrome extensions that exploit users' devices to mine bitcoins['Egypt'] Egypt

Malware - Explosion due to cryptominers['Switzerland']Switzerland

Trend Micro Found Malware Contained In Images Displayed On Twitter['Malaysia']Malaysia

Norwegian biometric solution for Mastercard hacked: It's so banal and stupid['Norway'] Norway

Hit by phishing : Suddenly 9 . 750 euros gone['Netherlands']Netherlands

Lazy hackers, server hacking is already happening without the participation of a RosInvest person. Com['Russia'] Russia

April 30, 2021: Google's algorithm has been hacked!['France'] France

Female hacker makes America restless ['United States']United States

About 4,000 customers were sent after being hacked['South Korea']South Korea

Iraqna News Network » Report: American electronic operations hacked into ISIS accounts through glowing passion['Iraq'] Iraq

Bareskrim Sucks Hackers on the Press Council and AGO's Website, The motive?['Indonesia']Indonesia

KAIST, the cradle of IT talent, got hacked... can't find the culprit['South Korea']South Korea

Attempts to hack the military 's Internet homepage increased this month ( total )['South Korea']South Korea

Massive DDoS Attack Targets Belnet : Hackers Constantly Change Tactics to Disrupt More Than 200 Organizations['Belgium'] Belgium

Realme Twitter Support account briefly hacked , used for crypto scam under Tesla name['United States']United States

Union fury at  shocking Covid bonu phishing test['Australia']Australia

Toronto Symphony Orchestra ransomware attack['Canada'] Canada

Mastercard Wants To Trim $10 . 7M Wawa Data Breach Fee Suit['United States']United States

Weekly podcast : grain prices , Tirlán data breach and egg producer protests['Ireland'] Ireland

Michigan firm linked to election worker data breach ; Detroit ends contract['United States']United States

Hacker causes chaos by wiping familie computers during revenge attack on school['United Kingdom']United Kingdom

Data breach at Morley Companies affects 521 , 000 people['United States']United States

Chinese hacking group targeting US agencies and companies has surged its activity , analysis finds['United States']United States

Nigerian hackers robbed a Hyderabad bank of Rs 12 crores , here how['India'] India

Multi - Color Corporation Reports Data Breach Affecting Sensitive Employee and Dependent Information | Console and Associates , P . C . ['United States']United States

Post Courier It a ransomware attack not a cyber heist : Sua['Papua New Guinea']Papua New Guinea

Researcher publishes Google Chrome exploit['Japan'] Japan

Court Sentences Man Who Stole $700K in City Phishing Scam['United States']United States

China Hacked Clinton Email Server , Congressman Confirms['United States']United States

Spyware Used on Phones at Xinjiang Border | China Digital Times ( CDT )['China'] China

Media Production Giant Banijay Hit by Ransomware['France'] France

Report : Swiss drugmaker Roche among several large firms targeted by hackers['Switzerland']Switzerland

Bitpoint Restarts Trading After $32 Million Hack['Japan'] Japan

Atlanta Archdiocese warns of phishing scam['United States']United States

Report : Chinese Hackers Eye US Cancer Research | Science['United States']United States

Facebook data breach continues more than a year after Cambridge Analytica['United States', 'United Kingdom']United States, United Kingdom

RCMP warn of phishing scam in Swift Current | The Southwest Booster['Canada'] Canada

Cyber attack targets computer systems at PRIDE , the Florida outfit that uses prison labor['United States']United States



Lloyd of London Denies  Dark Overlord  9 / 11 Hack Claims['United Kingdom', 'United States']United Kingdom, United States

Manager Says County Needs To Improve Cybersecurity After Hack['United States']United States

FBI investigating Mercer County Schools data breach['United States']United States

FARK . com : ( 9478095 ) FBI has now hacked 8 , 700 computers in 120 countries off a single warrant . Yet they couldnt figure out how to get into the San Bernardino shooter iPhone without having to pay $1 million to a ten year old['United States']United States

Hackers hit Amazon . com ! Beware of fake deals['United States']United States

Pictured : Cambridge graduate jailed for hedge fund hacking['United Kingdom']United Kingdom

Data breach affects Irish users of global hotel website['Ireland'] Ireland

EDF nuclear plant passwords sold by hackers['France'] France

Computer hacker held four Edmonton companies ransom , police say - Edmonton['Canada'] Canada

Nearly 6 Weeks Later , City Still Dealing With Ransomware Attack['United States']United States

Phishing Threats Move to Mobile Devices['United States']United States

No harm no foul in data breach action against employees['United States']United States

  Consumer News  talks data breach , job hopping , and tainted veggies['United States']United States

Raley Pharmacy Suffers Data Breach After Laptop Stolen « CBS Sacramento['United States']United States

Monero is at the crosshairs for another hacking scandal , but XMR / USD is unaffected so far['United Kingdom']United Kingdom

DC Police Cameras Hacked Before Trump Inauguration . Defendants Plead Guilty['United States']United States

Sydney trains : Services busier , Opal card hack costing millions report finds['Australia']Australia

RMLD targeted by ransomware , Hacker may have obtained limited access to customer records['United States']United States

HMRC fraudsters hit taxpayers with 1 . 5 MILLION phishing scams['United Kingdom']United Kingdom

Chili Gets Claims Trimmed In Data Breach Case['Chile'] Chile

WhatsApp went down , and Gmail faced a phishing email scandal today['United States']United States

Inside job a probability in recent hacking of bank accounts , says BSP['Philippines']Philippines

Idaho County Experiences Network Outages Due to Malware['United States']United States

Churchgoers are horrified when pranksters hacked their Zoom meeting['United Kingdom']United Kingdom

Sophos says Myanmar firms attacked with  KilllSomeOne  malware | Business['Myanmar']Myanmar

IR35 : Giant Group cyber attack prompts renewed calls for statutory regulation of umbrella companies['United Kingdom']United Kingdom

Transport NSW targeted in global hacking attack['Australia']Australia

Recent Health Data Breaches Cause EHR Downtime , Deploy Malware['United States']United States

The university paid a ransom to hackers, and will eventually make money from it - Cryptocurrencies @ Bug. hr['Croatia'] Croatia

The Qbot banking malware is back, and some of its victims are French['France'] France

Denies Hacking, Personal Data of Kemenkumham Employees Even Hackers Share for Free['Indonesia']Indonesia

Hackers hide damage in PNG files ['Israel'] Israel

Hacker group Killnet claimed responsibility for the Friday morning cyber attack['Romania']Romania

Former Block employee hacked data on millions of customers['Italy'] Italy

Hackers exploit the Log4Shell weakness to break into virtual servers -['Israel'] Israel

Controversy over safety due to large-scale P2E game hacking['South Korea']South Korea

Chainalysis DeFi Tracks NFT hacking to the end['South Korea']South Korea

The key to the health pass hacked: the whole system collapses!['France'] France

A judge blocks a web page for hacking more than 36 . 000 books['Spain'] Spain

All 39 . hackers find a new target in seconds['Hungary'] Hungary

Municipales Toulouse: controversy around a controversial tweet, the CHU has filed a complaint for hacking its account['France'] France

2 € to receive a package? We bit into a phishing SMS to explain this scam to you['France'] France

The police receive a report in the case of a hacker attack at Aalborg University['Denmark']Denmark

PUBG Player Accounts Targeted by Hackers['Indonesia']Indonesia

Hackers target aircraft maintenance firm['Canada'] Canada

Security Week 11: malware in search results['Russia'] Russia

Correspondence with the informant Dossier confirmed the fact of hacking messengers['Russia'] Russia

No more explosives but hacking: hit a postamat of Trecate['Italy'] Italy

Phishing, Ransomware and Coinminer Attack Trends on the Rise -- BlackBerry Reports['Japan'] Japan

They send false links to hack network accounts, Prosecutor's Office alert['Mexico'] Mexico

Research: The giant cyber attacks resulted in a median damage of 47 million dollars['Israel'] Israel

['http://www.thepolypost.com/news/students-experience-phishing-scam/article_253b610e-fa24-11e7-b01f-4789410b5df3.html', 'http://runews24.ru/internet/16/01/2018/6e3d74a89b3bcd402491f298536b7e95', 'http://www.kazpravda.kz/news/obshchestvo/vladeltsi-ustroistv-apple-podverglis-dvoinoi-fishingovoi-atake/', 'http://knsiradio.com/news/local-news/businesses-warned-phishing-scam', 'http://beta.philstar.com/the-freeman/cebu-business/2018/01/18/1778877/bsp-warns-public-anew-phishing-and-spoofing', 'http://www.deepapple.com/news/51116.html', 'https://www.trend.az/business/it/2848358.html', 'https://1prime.ru/telecommunications_and_technologies/20180117/828348939.html', 'http://echospb.ru/2018/01/16/polzovateley-apple-predupredili-o-poyavlenii-fishingovoy/', 'https://news.finance.ua/ru/news/-/418612/vladeltsev-gadzhetov-apple-predupredili-o-novoj-fishingovoj-atake', 'http://www.dailycomm.ru/m/42441/', 'http://www.the-village.ru/village/city/news-city/298332-fishing-apple', 'http://talks.su/news/sobstvennikov-ustroystv-appApple gadget owners have been warned about a new phishing attack / News / Finance. ua['Russia'] Russia

['https://www.philanthropy.com/article/Donor-Lawsuits-Following/249364', 'https://www.jdsupra.com/legalnews/higher-education-institutions-and-84328/']Higher Education Institutions and Nonprofit Organizations Face Potential Wave of Lawsuits Over Blackbaud Data Breach | Saul Ewing Arnstein & Lehr LLP['United States']United States

Vulnerability : Toyota and Hyundai RFID immobilizer hacked['Japan', 'South Korea']Japan, South Korea

Hackers attacked USE resources for two days in a row['United Arab Emirates']United Arab Emirates



Financial sector and SMEs, the main targets of cyber attacks['Panama'] Panama

Banco Falabella users threatened by phishing campaign that seeks to steal their data['Chile'] Chile

Warning: phishing attempts in the name of bpost or Post NL are invading mailboxes['Belgium', 'Netherlands']Belgium, Netherlands

As elections approach, cyber attacks against Indonesia continue to increase['Indonesia']Indonesia

New way of hacking nauta accounts affects ETECSA users['Cuba'] Cuba

Investigation continues for hacking an official computer network in Ecuador['Ecuador'] Ecuador

Hackers seeking money... Reports of personal information leakage 4 times in 1 year['South Korea']South Korea

The Phishing - car of the second-hand market: be careful with advance payments['Spain'] Spain

La Jornada: HSBC clients, victims of hacking, claim their funds['Mexico'] Mexico

Could it be voice phishing? 134 people a day get 4,40 billion won in one year.['South Korea']South Korea

More than half of the Fortune 500 companies are hacked via RDP['Russia'] Russia

Idol Groups To Comedians Fall Victims Of Virtual Currency Hacking['Indonesia']Indonesia

The Directorate General of Taxes Site is Attacked by Hackers, Here's the Explanation['Indonesia']Indonesia

Cyber scammers lured users into phishing - resource coupons for fuel['Kazakhstan']Kazakhstan

Excaf hacking: Foreign channels seized Macky-Rewmi. com['Senegal'] Senegal

Malware in the Czech Republic: JS / CoinMiner continues to dominate - ITBIZ - Your number one among zeros['Czech Republic']Czech Republic

So worked the secret unit that hacked the computers of the Democrats['United States']United States

Hackers exploit a flaw in the GDPR dedicated WordPress plugin to hijack users' web browsing['Italy'] Italy

They hack 5. 8 million bank cards in the UK['UK'] UK

SERNAC opens investigation against Banco ITAU for phishing complaints suffered by 138 clients['Chile'] Chile

['https://www.elconfidencial.com/economia/declaracion-renta/2021-04-06/declaracion-renta-malware-suplanta-agencia-tributaria-robar-datos-usuarios_3021791/', 'https://www.europapress.es/portaltic/ciberseguridad/noticia-malware-suplanta-agencia-tributaria-robar-datos-usuarios-pleno-inicio-campana-renta-20210406111252.html', 'https://www.antena3.com/noticias/tecnologia/alertan-malware-que-hace-pasar-agencia-tributaria-plena-campana-declaracion-renta_20210406606c374ddbb78d0001da449b.html']A malware impersonates the Treasury to steal data at the start of the 2020 income campaign['Spain'] Spain

['https://www.news.com.au/technology/online/hacking/emergency-warning-system-compromised-as-hackers-send-text-and-email-messages-to-thousands/news-story/ebc22b8080dd2af7d4102803b61f0097', 'https://nakedsecurity.sophos.com/2019/01/08/hacker-uses-aussie-early-warning-system-for-fake-message-campaign/', 'https://www.cqnews.com.au/news/emergency-warning-system-compromised-as-hackers-se/3616457/', 'https://www.itpro.co.uk/security/32667/cowardly-hackers-infiltrate-australias-disaster-alert-system', 'https://www.csoonline.com/article/3331596/security/australian-emergency-warning-system-hacked-thousands-receive-alerts.html', 'https://www.abc.net.au/news/2019-01-07/emergency-text-service-hacked-warning-about-personal-data-sent/10688748', 'https://www.theepochtimes.com/australian-companies-targeted-by-chinese-hackers_2759883.html', 'https://www.itpro.co.uk/security/32667/cowardly-hackers-infiltrate-australias-warning-systems']Australian emergency warning system hacked , thousands receive alerts['Australia']Australia

Political propaganda on Instagram of Quéretaro was hacked['Mexico'] Mexico

Authorities warn of malware Emotet in fake emails['Switzerland']Switzerland

Hacker attacks on the CDU website ['Germany']Germany

TNT Express mis mal par le ransomware Petya['France'] France

Finnish hacker Harry , 39 , found an opening that affects millions['Finland'] Finland

They launch phishing, now from Apple (2:00 p.m.) ‹ ADN – Agencia Digital de Noticias Sureste['Mexico'] Mexico

The CNIL website hacked ['France'] France

A British man carried out a cyber attack on Dojèe Telecom['United Kingdom']United Kingdom

Cyberattack on Butler college part of growing trend ; experts urge vigilance to thwart hackers['United States']United States

Hackers are using fake apps and wallets to steal your crypto['United Kingdom']United Kingdom

Cyber attack compromises civil service apprentice details['United Kingdom']United Kingdom

Scammers hacking bank accounts to take familie child tax credit['United States']United States

Philly data breach hit other city departments , besides health['USA'] USA

Officials : Core city systems affected by ransomware attack will be restored within 2 months['United States']United States

Skyward finance exploit allegedly results in $3 million loss['China'] China

GandCrab ransomware strikes Doctor Management Services['United States']United States

Iranian Hackers Attacked U . S . Systems . Here Are 3 Steps for Countering Them .['United States']United States

UNIFAST database hacked | Tempo – The Nation Fastest Growing Newspaper['Philippines']Philippines

Florida voter - registration firm denies it got hacked['United States']United States

Hacked New Zealand - based Crypto Exchange Loss  more Than Estimated['New Zealand']New Zealand

Service Provider Cloud Services Under Siege From Cyber Attacks , NETSCOUT Research Finds['United Kingdom']United Kingdom

Stealthy MacOS Malware Tied to Lazarus APT['United States']United States

Cases of cyber attack in Kenya rise to 3 . 8 million : The Standard['Kenya'] Kenya

Imperial County officials to invest in rebuilding network following cyber attack['United States']United States

OurMine hacks Netflix , Marvel , Sony , and Nat Geo . Who is safe ? ['United States']United States

Comeleak : Poll chief rapped for data breach['Philippines']Philippines

Investigation for Investors in Yahoo ! Inc . ( NASDAQ : YHOO ) in Connection with Data Breach of Up to 1 Billion User Accounts['United States']United States

Data breach puts employees at Bloomsburg plant at risk['United States']United States

Law Firms Must Step Up Security or Risk Exposure ; $8 , 895 , 560 Fine for Law Firm Hackers['United States']United States

POS malware steals card data , maybe fingerprints , from workplace food kiosks['United States']United States

Shiv And Steve Exclusive On Xavier Malware Attack['India'] India

Feds say they caught a key figure in the massive Mt . Gox Bitcoin hack['United Kingdom']United Kingdom

Russian hackers linked to  Shaltay Boltay  jailed for 3 years after stealing official emails['Russia'] Russia



Russian hacking , 2016 U . S . elections , social media , fake Americans , Kaspersky Lab['United States']United States

Massive Data Breach Puts Voter Data At Risk Before Georgia House Special Election['United States']United States

Data breach affects utility payments for some residents in Clovis['United States']United States

Leader of Russian cyber hacker gang who stole £2m jailed['Russia'] Russia

Registrar Namecheap let miscreants slap spam , malware on customer web domains willy - nilly • The Register['United States']United States

Police : Ingham ISD student hatched ransomware attack against district['United States']United States

Microsite lands university with huge fine after large data breach['United Kingdom']United Kingdom

Hackers breach web hosting provider for the second time in the past year['Japan'] Japan

Phishing scam email targeting Pullman businesses['United States']United States

Firm website hacked , bank account emptied['India'] India

State Bank of Mauritiu India operations face cyber attack , likely to lose $14 million['India'] India

Two bugs allow hackers to steal data from memory of running apps , putting nearly all devices at risk['United States']United States

Travelex hackers strike again , closes German automotive firm['Germany']Germany

Police Warning : Cyber Criminals Are Using Cleaners to Hack Your Business['United Kingdom']United Kingdom

['https://www.nytimes.com/2022/09/06/us/fake-electors-video-georgia-trump.html', 'https://www.nbcnews.com/politics/elections/surveillance-video-shows-georgia-fake-elector-escorting-operatives-ele-rcna46530']Video Raises Concerns About Election Data Breach in Georgia County['United States']United States

['http://www.ilsole24ore.com/art/tecnologie/2018-03-07/ecco-come-attacchi-informatici-sfruttano-nostre-caselle-e-mail-183349.shtml', 'http://www.sudinfo.be/id10502/article/2017-08-31/711-millions-de-boites-mails-piratees-la-votre-en-fait-elle-partie']711 million mailboxes hacked: is yours one of them?['Italy'] Italy

Hackers wipe out business data of Surat trading firm | Surat News['India'] India

Chinese and Pak hackers target Social Media platform Elyments . Trying to disrupt from the first day of launch['India'] India

Basingstoke Gazette exposes NHS stillbirth data breach - Journalism News from HoldtheFrontPage['United Kingdom']2

PerSwaysion spear - phishing campaign tricks users to get 365 log - in credentials['United Kingdom']United Kingdom

Discord - Stealing Malware Invades npm Packages['United States']United States

The UAE Strong Man Plans to Infiltrate Human Rights Watch and Hack Aljazeera Uncovered['United Arab Emirates', 'Qatar']United Arab Emirates, Qatar

Trolls in Pakistan Exploit YouTube in Massive Cyber Disinformation Campaign['Pakistan']Pakistan

Sylvia text offers likely a phishing scam amid hot real estate market['United States']United States

Torre del Greco - Hacker attack on ASL systems, U . From . With calls for measures to protect citizens['Italy'] Italy

Nuland said that the cyber attack on Ukraine was carried out "according to the Russian scheme"['Ukraine'] Ukraine

Rising captures the hacker organization Lazarus' latest attack on the military industry_Technology_Industry_中金在线['North Korea']North Korea

Energia, attempted cyber attack on the Cva - Valle d'Aosta['Italy'] Italy

Hacking tool discovered that attacks more than 100 victims daily['Ukraine'] Ukraine

The number of cyber attacks on Sberbank quadrupled in 2021['Russia'] Russia

Telsa hack attempt: Russian pleads guilty['United States']United States

The hackers who stole the data of the company's employees made a serious mistake['Russia'] Russia

Urgent: Dodin: Attempts were made to exploit the circumstances, but the devices and authorities thwarted the plans['Jordan'] Jordan

Brest resident arrested on charges of hacking 150,000 social media accounts['France'] France

Czechs receive e-mails with fake test results. Hackers want to break into their PC['Czech Republic']Czech Republic

['https://www.braintreeandwithamtimes.co.uk/news/south_essex_news/17657798.chelmsford-school-fleeced-of-62k-by-gang-in-cyber-attack/', 'https://www.chelmsfordweeklynews.co.uk/news/17657798.chelmsford-school-fleeced-of-62k-by-gang-in-cyber-attack/']Chelmsford school fleeced of £62k by gang in cyber attack | Braintree and Witham Times['United Kingdom']United Kingdom

Data Leak Pay attention. com , Marketplace Hacking Trend Still Continues['Indonesia']Indonesia

Notimex denounces hacking of its site - ['Mexico'] Mexico

Phishing for manuscripts: book industry puzzles over series of attacks['Germany']Germany

The Klaipeda portal was hacked. day lt: false news about the coronavirus was published['Lithuania']Lithuania

This malware pretends to be a delivery service and steals your personal data['France'] France

Hackers blackmailed Trump by pouring into the network kompromat, which will affect the upcoming presidential election['United States']United States

A man is sentenced to 61 days of remitted sentence for disseminating hacked information from the Carabineros | National['Chile'] Chile

Hacker discovers new gap in post-e-voting['Switzerland']Switzerland

Project Alias “hacks” Amazon Echo and Google Home smart speakers to protect user privacy['United States']United States

Spanish students hack their own school and adjust grades['Spain'] Spain

Lenín Moreno says that Ola Bini was caught hacking government and personal accounts['Ecuador'] Ecuador

20 minutes - hackers break the limit of contactless cards['Switzerland']Switzerland

Commune assures that it is awaiting the results of Banorte after the hacking of its accounts['Mexico'] Mexico

Energy research fund 100 million won missing… E-mail hacking estimation related to the person in charge['South Korea']South Korea

Block the sites attacked by hackers instructed the center of network information K['South Korea']South Korea

Nightmare Formula Crisis Reappears Office Vulnerabilities Become Hacker Attack Weapons | Hacking | Office | Hackers _ Sina Technology _ Sina.com['China'] China

ANTENNA 3 TV | A hack of the Bank of Spain website leaves it practically inoperative['Spain'] Spain

Targeted cyber attack against a specific profession['Denmark']Denmark

ESET has detected a phishing application attacking users of the Poloniex exchange['Russia'] Russia



Access to private data in a planned hacker attack does not surprise KPMG['Netherlands']Netherlands

Jail for Cops Installing Spyware on Police Computers['Turkey'] Turkey

Hackers targeting WhatsApp users via Link in Message['India'] India

The region reports a former employee to the police for a data breach['Sweden'] Sweden

['https://www.liputan6.com/bisnis/read/4926333/twitter-kkp-diretas-jadi-lapak-jualan-nft', 'https://www.liputan6.com/crypto/read/4926509/akun-twitter-kkp-diretas-dipakai-promosi-nft']KKP Twitter Hacked, Becomes NFT Selling Stalls['Indonesia']Indonesia

Windows PowerShell exploit cyberthreats spread to South Korea['South Korea']South Korea

The perpetrator admits to hacking the Press Council and Attorney General's website for inner satisfaction after divorce['Indonesia']Indonesia

711 million account hacked , know about checktools , Hindi News['India'] India

Identity theft increased by 50%: the most typical theft is a data breach['Finland'] Finland

One Employee Accidental Email Leads To A Significant Data Breach Ruling in Federal Appeals Court | Fisher Phillips['United States']United States

iTWire - Cyber attacks on health institutions['Australia']Australia

Phishing scams surge in Japan amid pandemic as experts call for caution['Japan'] Japan

OneTouchPoint hit by ransomware attack['United States']United States

AimJunkies Countersues Bungie for Hacking and DMCA Violations * TorrentFreak['United States']United States

Swedish Migration Agency switchboard seems to be hacked['Sweden'] Sweden

C - suite getting targeted by the sophisticated new Phishing Campaign['United States']United States

Palisades Park NJ recovers $200K after cyber attack['United States']United States

Maryland Department of Labor has suffered from data breach compromising 78000 customer PII['United States']United States

Phishing : In Alleged E - Mail Fraud , Crores Sent To Fake Account By Government Firm['India'] India

FIN7 group retooling with new malware and evasion techniques['United Kingdom']United Kingdom

Google deletes malware apps from Play Store ; uninstall these from your Android phone['Singapore']Singapore

['http://ianslive.in/index.php?param=news/India_saw_largest_spike_in_malware_attacks_in_2020_Report-769793/SCIENCE%20&%20TECHNOLOGY/36', 'https://www.prokerala.com/news/articles/a1141754.html', 'https://www.lecourrierdusud.ca/cybersecurite-la-liste-des-pays-les-plus-touches-par-des-virus-et-logiciels-malveillants-en-2021/', 'https://www.bhaskar.com/tech-auto/news/india-saw-largest-spike-in-malware-attacks-in-2020-report-128337854.html']India saw largest spike in malware attacks in 2020 : Report | 2020 was the best year for cybercriminals, cryptojacking took 8. Made a new record with 19 crore hits['India'] India

Hacked Social Media Raises Concerns of Threat in Albion['United Kingdom']United Kingdom

Plainfieldfest Website Infected With Malware['United States']United States

911 Exploit Could Have Caused Grave Problems Across the US['United States']United States

DIY kits for sale on dark web spark rise of ransomware['United States']United States

Three Billion Users Affected By Yahoo Data Breach In 2013['United States']United States

The Argonaut – Phishing for data — UI enhances security in response to phishing['United States']United States

House Panel Wants More Details From NSA , FBI on Russia Hacking['Russia', 'United States']Russia, United States

12 Virginia veterans still waiting for explanation from VA on data breach['United States']United States

Longmont police warn of email phishing scam on direct deposits['United States']United States

How united kingdom Spies Hacked a European Ally and Got Away With It['United Kingdom']United Kingdom

Kaspersky Lab detects malware attacking smartphones in Asia['China', 'India', 'Indonesia', 'Pakistan', 'Bangladesh', 'Japan', 'Philippines', 'Vietnam', 'Turkey', 'Iran', 'Thailand', 'Myanmar', 'South Korea', 'Iraq', 'Afghanistan', 'Uzbekistan', 'Malaysia', 'Yemen', 'North Korea', 'Sri Lanka', 'Kazakhstan', 'Syria', 'Cambodia', 'Jordan', 'Azerbaijan', 'United Arab Emirates', 'Tajikistan', 'Israel', 'Laos', 'Lebanon', 'Kyrgyzstan', 'Turkmenistan', 'Singapore', 'Oman', 'State of Palestine', 'Kuwait', 'Georgia', 'Mongolia', 'Armenia', 'Qatar', 'Bahrain', 'Timor-Leste', 'Cyprus', 'Bhutan', 'Maldives', 'Brunei']China, India, Indonesia, Pakistan, Bangladesh, Japan, Philippines, Vietnam, Turkey, Iran, Thailand, Myanmar, South Korea, Iraq, Afghanistan, Uzbekistan, Malaysia, Yemen, North Korea, Sri Lanka, Kazakhstan, Syria, Cambodia, Jordan, Azerbaijan, United Arab Emirates, Tajikistan, Israel, Laos, Lebanon, Kyrgyzstan, Turkmenistan, Singapore, Oman, State of Palestine, Kuwait, Georgia, Mongolia, Armenia, Qatar, Bahrain, Timor-Leste, Cyprus, Bhutan, Maldives, Brunei

LinkedIn Autofill flaw lets hackers harvest website visitor personal info['United Kingdom']United Kingdom

Library Computers Infected With Malware To Remain Offline For 2 Weeks « CBS Baltimore['United States']United States

D . C . government falls for phishing , pays nearly $700 , 000 to scammers['United States']United States

Hackers steal $200K from Sumter schools , pricy micro - apartments come to Thornton Park , and other news you may have missed['United States']United States

WhatsApp snooping : Israeli spyware firm NSO Group threatens to  shut down  abusers['Israel'] Israel

Data breach at City watchdog exposes records of thousands of complainants['United Kingdom']United Kingdom

Another Court Appearance For An Ontario Resident Accused Of Cyber - Hacking A Moosomin Business['Canada'] Canada

NIH , CDC , WHO Hit By Massive Data Breach['United States']United States

Ohio State receives $1 . 9 million grant to thwart hackers targeting GPS - News - The Columbus Dispatch['United States']United States

FBI warns over malware in Chinese tax software['China'] China

Cloud Software Company Blackbaud Sued Over Ransomware Attack And Data Breach['United States']United States

Cyber attacks from state - based actor increasing['Australia']Australia

Privacy commissioner looks at options after RNZ uses hacked health file for news report['New Zealand']New Zealand

NFL , NBA Players Hacked in Would - Be Cyber - Slam - Dunk['United States']United States

Suspected Russian spyware Turla targets Europe , United States['Europe', 'United States']Europe, United States

Hackers Exploit DeFi Project Cover Protocol , COVER Token Price Tanks 90 % ['United States']United States

The Accellion Data Breach Seems to Be Getting Bigger['Australia']Australia

ACSC flags Atlassian code execution exploit['Australia']Australia

Hacking Wall Street ['United States']United States

[Information Security Daily] On August 26, 2022, hackers targeted Gmail corporate users to launch AiTM phishing attacks, and PyPI suite developers were attacked by phishing emails, resulting in tampering of the suite['United States']United States

Perfidious phishing emails threaten website operators with trademark infringement['Germany']Germany

Black cat sharpening its claws: BlackCat gang improves its malware arsenal['Russia'] Russia



Education in Mallorca: the campaign to close Montesión is active after a hack['Spain'] Spain

Portal Danas. rs for more than 10 days under organized hacker attacks['Serbia'] Serbia

MTOP admitted hacking of 0.03% of information and took actions to strengthen computer security | the daily['Uruguay'] Uruguay

[Information Security Daily] On December 9, 2022, U.S. arms suppliers were attacked by Russian hackers TAG-53, and researchers revealed Zombinder, a malware packaging platform['United States']United States

Hackers again hacked Gigabyte and stole confidential data['Russia'] Russia

Lava Jato: Hacked messages have no proven authenticity, says PF['Brazil'] Brazil

Play virtual currency and be targeted! Hackers stole 900,000 yuan in 4 minutes, and the man's savings were emptied and collapsed | Life | Sanli News Network SETN . COM['China'] China

New BBVA and Bankinter identity theft to install malware aimed at stealing credentials['Spain'] Spain

Israel Attempts Ransomware Military Alliance Against Iran['Iran'] Iran

HMM in-house computer network paralyzed by hacking attack['South Korea']South Korea

Data breach hearing begins in New York['United States']United States

Scientists told about hacking mechanical locks using a smartphone['Russia'] Russia

After 10 days since the hacker attack: The counters in the City Hall are working again['Serbia'] Serbia

Hackers disabled the municipality of Braunau['Austria'] Austria

Hackers violate federal government cybersecurity['United States']United States

Funke - Daily newspapers appear again in larger volumes despite hacker attacks['Germany']Germany

The Romanians who emptied the bank accounts of Estonians with phishing letters were caught in their home country['Estonia'] Estonia

Venezuelan Sentenced For $2 . 2M Tax Fraud With Hacked Info['Venezuela']Venezuela

The use of vrin as a malware stopped the operation - Louhija will stop working on March 8. day['Finland'] Finland

The popular photo service 500px has been hacked. Your data may have been exposed to the Internet['Russia'] Russia

Three hackers convicted of nine years of "Hollywood" drama['Russia'] Russia

BKA searches the apartment of a 19-year-old in Heilbronn - Südwest after a hacker attack['Germany']Germany

Malware attacks Vietnamese computers ['Vietnam'] Vietnam

Business Standard - Hacking case: Foreign groups also probed['India'] India

The Ministry of Internal Affairs of Belarus detects a wave of hacker attacks on the country's enterprises['Belarus'] Belarus

Flights canceled due to hacking of the aircraft maintenance system / World / Non Tech / Front page['Croatia'] Croatia

This is how a hacker took over the email of an Israeli start-up and stole a million dollars['Israel'] Israel

This is how hackers reactivate canceled Netflix accounts without their owners knowing['Spain'] Spain

"Dark Tekla" malware has been targeting banks since 2013['United Arab Emirates']United Arab Emirates

2018 in cyber: huge hacks, failures in mobile security and the crypto curse['Israel'] Israel

US hacker to pay millions of dollars for cyberattack['United States']United States

Home page of Venezuelan petro cryptocurrency hacked - News['Venezuela']Venezuela

Telegram and WhatsApp called platforms for trading data stolen by hackers['Samoa'] Samoa

PDI assures that no complaints have been received for massive hacking of cards at Bo Bo | National['Chile'] Chile

Neutrino remote control bot malware spreading in Korea y['South Korea']South Korea

ASCII.jp: Malware targeting Instagram has appeared['Japan'] Japan

Hackers are now attacking the ÖVP website['Austria'] Austria

Special services are checking a hacker attack on the website of the Prosecutor's Office of Chuvashia['Russia'] Russia

"Soyuz": client accounts were not affected during the hacker attack['Russia'] Russia

Wikileaks Leaks Thousands of Documents on CIA Hacking Methods['United States']United States

They hacked Grupo Modelo and lowered the price of the chelas!['Mexico'] Mexico

Nurse sentenced for data breach ['Niue'] Niue

Hong Kong Monetary Authority ( via Public ) / Website and Instant Message Alert – Fraudulent websites and phishing instant messages related to Bank of China ( Hong Kong ) Limited['Hong Kong']Hong Kong

Google Warns About Hacker - for - Hire Services Trying to Phish Users['United States']United States

No plain sailing : modern pirates hack superyacht cybersecurity['United States']United States

Little Rock School District to pay $250 , 000 ransom to computer hackers['United States']United States

PH privacy commission probes hacking of social networking sites['Philippines']Philippines

New fileless malware presents problems for business['United Kingdom']United Kingdom

Security Systems Of Major Hotel Chains Exposed By Huge Data Breach['United States']United States

Employee data stolen in latest hack of edtech company Chegg['United States']United States

Russia , With Bitcoin Playing Bit Part , Tried to Hack 2016 US Election , Senate Report Finds['United States']United States

Central Texas Credit Union Reports Data Breach['United States']United States

Bracknell Forest Council in historic data breach after sending domestic abuse police report to resident who knew family involved['United Kingdom']United Kingdom

Kuwait Faces 30 , 000 Cyber Attacks Everyday['Kuwait'] Kuwait

iTWire - Ransomware : ACSC urges those affected not to pay ransom['Australia']Australia



Hackers Infect Army of Cameras , DVRs for Massive Internet Attacks['United States']United States

NEC shrugs off database hack , National , Phnom Penh Post['Cambodia']Cambodia

['http://calgaryherald.com/news/local-news/hackers-release-more-data-after-cowboys-casino-cyber-attack', 'http://www.calgarysun.com/2017/06/22/hackers-release-second-batch-of-internal-cowboys-casino-emails-payroll-and-disciplinary-reports']Hackers release second batch of internal Cowboys Casino emails , payroll and disc['Canada'] Canada

How a one man hacking operation was able to infiltrate international firms['United States']United States

Malaysia Inland Revenue warns of new wave of phishing scams['Malaysia']Malaysia

Trust Will Vanish : Cappasity CEO Criticizes Parity Hack Response as Funds Remain Frozen with No Resolution in Sight['United States']United States

Illinois processor recovering from computer hack['United States']United States

Oklahoma State Hack Compromises Half a Million Records['United States']United States

Vector and Stuff to reach out - of - court settlement over data breach['New Zealand']New Zealand

Reported PEXA hacks a timely reminder to check security['Australia']Australia

Hackers Target 3rd Dimension of Cyberspace : User Minds['United States']United States

Phishing scams target  Fortnite  players ['United States']United States

1980s technology exposes 32 , 000 smart homes , businesses to exploit['Japan'] Japan

LPL providing credit monitoring , identity protection to investors exposed by data breach['United States']United States

Daniel Hosting hacked , server root account deleted['Afghanistan']Afghanistan

Indiana DOR , IRS warn of tax - related malware scam['United States']United States

Midterm mystery : Who hacked the NRCC ?['United States']United States

Stl news | Thousands impacted by STLCC data breach['United States']United States

As fraudsters step up cyber attack amid Covid , vulnerable MSMEs also must take these 5 countermeasures['India'] India

Russia - Linked Turla Cyberspies Add More Malware to Arsenal['Russia'] Russia

Dealers warned of spike in account hacking | Investment Executive['Canada'] Canada

UK Dentists May Have Had Bank Details Stolen Following Data Breach['United Kingdom']United Kingdom

They warned about phishing scams - but missing protection themselves - Radio Sweden['Sweden'] Sweden

Boyne Resorts hit by ransomware attack['United States']United States

AFP investigation lands alleged phishing scam mastermind['Australia']Australia

Former San Jose Earthquakes Stadium worker pleads guilty to hacking concessions system['United States']United States

Civil ID hack: The machines we had were prehistoric, Heber said['Uruguay'] Uruguay

Audika hacked: customers' personal data in the wild [exclusive]['France'] France

Kaywon Arts University leaked personal information through hacking... Fine of 13.5 million won['South Korea']South Korea

The WhatsApp application suspected in the Bjorka hacker case had problems a week ago['Indonesia']Indonesia

Costa Rica: Results of the CCSS equipment review after hacking['Costa Rica']Costa Rica

PF arrests alleged leader of hacker group that attacked Ministry of Health['Brazil'] Brazil

North Korean phishing attack disguised as latest COVID-19 vaccine notification discovered['North Korea']North Korea

Because of the ransomware trojan, readers were left without paper editions of their favorite newspaper['Russia'] Russia

Hacker attack: Anonymus hacks Attila Hildmann's online channels['Germany']Germany

Hacker Attacks : Blackmail 2 . 0 : Easy game for cybercriminals['Germany']Germany

Hacking attempts at Lee Young administrative agencies doubled in 5 years… The National Cyber Agency should be reviewed['South Korea']South Korea

Vaud - Cyberattack in Rolle: Covid vouchers have been hacked['Switzerland']Switzerland

Do you have a Dell computer ? Careful ! 380 models are at risk of hacking['Mexico'] Mexico

How Russian Scarfaces hack your computer with botnets['Russia'] Russia

BKDPSDM Portal Hacked by Hackers, HST Police Wait for Report from Regency Government['Indonesia']Indonesia

Experts report new Bynet malware infection campaign['Belarus'] Belarus

Hackers buy the page of Bikash Cash-in Register for 300 rupees['Bangladesh']Bangladesh

Trend Micro: Docker server infected with DDoS malware for the first time['Germany']Germany

With the lockdown, attempts to hack current accounts have increased['Italy'] Italy

Top: Attacking cloud servers through cryptocurrency mining malware['Iran'] Iran

3.7 billion worth of BTC hacked at British exchange['United Kingdom']United Kingdom

Whatsapp spyware detected ['Russia'] Russia

Spyware Exodus : Altroconsumo runs in defense of affected consumers['Italy'] Italy

News :: The NRA - Plovdiv was attacked with phishing emails 19min. bg['Bulgaria'] Bulgaria

Astonishing , Hackers Broke Rp. 2 . 390 Trillion Throughout 2017['Indonesia']Indonesia

Volksbank - Phishing : E-mail warning Your VR account has been restricted['Germany']Germany

Inside-IT: Public cloud is successful, hacking sensitive data too, says McAfee['Switzerland']Switzerland

Messenger phishing on the rise, holes continue without improvement in response system['South Korea']South Korea

Hackers started exploiting a "hole" in Cisco that hadn't been closed in seven years['United States']United States



Mother and son hacked and took down the internet in Cyprus!['Cyprus'] Cyprus

[Exclusive] The Nit voting site hacking emergency … Emergency Overseas Voting Cancellation['South Korea']South Korea

Youth hacks NRW started in Kaarst ['Germany']Germany

['https://www.clubic.com/pro/entreprises/apple/actualite-414123-apple-des-hackers-distribuent-des-applis-malveillantes-grace-a-testflight.html', 'https://www.igen.fr/ios/2022/03/des-arnaqueurs-abusent-de-testflight-pour-diffuser-des-malwares-128811']Apple: hackers distribute malicious apps through TestFlight['France'] France

Domestic re-report risk phase … Overseas hacking attempts surge['South Korea']South Korea

Well-known hacker group privately attacked high-ranking employees of the Danish defense['Denmark']Denmark

Dangerous: Major commercial spaces illegally exploit personal data included in loyalty cards['Tunisia'] Tunisia

Supernus Pharmaceuticals Targeted in Ransomware Incident['Germany']Germany

Pulse+IT - Eastern Health restores systems , confirms ransomware attack['Australia']Australia

Fancy Bear Uses Nuke Threat Lure to Exploit 1 - Click Bug['United States']United States

China - based hackers luring Indians into fake Tata Motors scam['India'] India

Hackers target 1300 public servants , forcing some to log back in after hours['Australia']Australia

Contract – Data breach | Massachusetts Lawyers Weekly['United States']United States

ESET : Santa naughty list exposed in data breach['United States']United States

Man charged with hacking Zimra network , stealing $2m['Zimbabwe']Zimbabwe

Cyber Security Today – Citrix Systems data breach ; finding talent to secure the government ; car alarms gone wrong['United States']United States

Investigation into Colchester Town Hall cyber attack nearly complete - News - The Bulletin['United Kingdom']United Kingdom

Wausau Man Facing Federal Charges for Hacking Kohl Accounts | News['United States']United States

Oracle patches WebLogic Server flaw hackers are actively exploiting in the wild['United Kingdom']United Kingdom

Civil liberties group demands action on  largest data breach ever recorded['Ireland'] Ireland

Cyber Security Company Owner Arrested for Recent Personal Data Breach - News['Bulgaria'] Bulgaria

Too bad , so sad , exploit devs : Google patches possibly several million dollar worth of security flaws in Android['United States']United States

Delhi BJP Website Hacked ; Pro - Pak , Anti - Modi Messages Posted['India'] India

Chipotle Customers Want $1 . 2M Atty Fees In Data Breach Suit['United States']United States

Hackers hit Norsk Hydro with ransomware . The company responded with transparency['Norway'] Norway

OXO International discloses data breach , customer data over two years impacted['Japan'] Japan

Phishing Scam – Dont Get Hooked | The Asian Connections Newspaper['Asian Connections Newspaper']Asian Connections Newspaper

Cyber Attack Targets Oil and Gas Services Company['United States']United States

Phishing campaign uses Yahoo breach to hook email['United States']United States

BAIJIU malware abused Japanese web hosting service['Japan'] Japan

DATCP warns of email phishing scam ['United States']United States

2017 Recorded Highest Hit in Cyber Attacks , Says Report['Nigeria'] Nigeria

No formal complaint lodged over Ramaphosa email hack['South Africa']South Africa

Montgomery County ( Ill .) government offices taken offline by malware['United States']United States

LinkedIn ignored security flaw from researcher who hacked Zuckerberg Facebook wall['United States']United States

‘ Officer of the law ’ gets smartphone users to download malware['Malaysia']Malaysia

Data breach hangover leaves urgent positions unfilled , say public sector unions['Australia']Australia

Equitas Health data breach could have affected 277['United States']United States

Data breach affected 10m - The Frontier Post['Pakistan']Pakistan

New Windows Zero - Day Exploit Exposed Via Twitter Can Cripple Windows 10 PCs['United States']United States

Security firm warns of increased hacking bids in Middle East['Middle East']Middle East

FS - ISAC Warns of Increased Phishing Attacks on Financial Serv . Firms['United States']United States

Data breach and Icon Water couldnt care less['Australia']Australia

PSA ends Teleserv deal over data breach complaints['Philippines']Philippines

UK arrests 3 in probe of Malta Bank of Valletta cyber attack['Malta'] Malta

Phishing scammers use Trump name more than all other candidates combined in phony emails['United States']United States

Phishing Attacks Still Haunt Banking Institutions : How Can Domain Reputation Checks Help ?['United States']United States

Fact Check : Reports on Social Media Say PTA Website Hacked Over Banning PUBG['Pakistan']Pakistan

Vice Society hacks Norwegian newspaper , takes credit for Spar attack['Norway'] Norway

23 , 600 hacked databases have leaked from a defunct  data breach index  site['Japan'] Japan

Fresh details emerge over Flagship Homes cyber attack['United Kingdom']United Kingdom

Morning Headlines : Ohioans Urged to be Vigilant During the Holidays ; KSU Named in Suspected Russian Hacking['United States']United States

Email Hack Results in Health Data Breach in NJ Lab['United States']United States

ExpressVPN CIO Helped United Arab of Emirates Hack Into Phones , Computers['United Arab Emirates']United Arab Emirates

['https://tech.sina.com.cn/i/2018-10-08/doc-ifxeuwws2115427.shtml', 'http://wemedia.ifeng.com/81178608/wemedia.shtml']iPhone Book a hotel worth 10,000 yuan in the middle of the night! Charging head hidden hacker chip?['China'] China



Leaked Data Shows NSO Group Malware Was Used To Target Journalists , Activists , And World Leaders['United States']United States

Today D Brief : SecDef Asia swing ; US - China talks ; Army tracking vaccine refusers ; Ransomware hits brewery ; And a bit more .['China', 'United States']China, United States

Proofpoint impersonator grabs Microsoft 365 and Google logins in phishing campaign['United States']United States

Building materials manufacturer Knauf victim of cyber attack['Germany']Germany

Bülach reports a cyber attack – employees cannot be reached by email['Switzerland']Switzerland

Hackers tried to withdraw $4 billion in Bitcoin, refusing to take $1 billion and return 120,000 BTC['Russia'] Russia

UniNE hack: stolen data more sensitive than supposed['Switzerland']Switzerland

North Korean hacking attack disguised as invitation to share cloud folder['North Korea']North Korea

USA uh . Russian hacker arrested for selling stolen digital data['USA'] USA

FBI Alert Social Media Hacking ['Mexico'] Mexico

Loadpass hacked – user data leaked ['Sweden'] Sweden

A hacker caught looking into 400,000 households... Review of reapplication for police arrest warrant['South Korea']South Korea

Hacker attack on the CD Projekt RED forum['Poland'] Poland

Police arrested 148 phishing scammers in 2 months['South Korea']South Korea

Revenge and money, I aimed for two things... US indicts three North Korean hackers['United States']United States

Scammers send phishing emails in the name of Viseca['Switzerland']Switzerland

Fraudsters phishing BLIK codes on Messenger. The 29 - year - old lost 2 thousand . zloty['Poland'] Poland

The websites of the Public Chamber and the Fake Project were subjected to hacker attacks. No['Russia'] Russia

Letter : Intelligence report shows all 50 states were hacked['United States']United States

Hacker wipes data from MongoDB and demands a ransom['Russia'] Russia

Cybercriminals started using the Adidas brand for phishing attacks on WhatsApp users['Ukraine'] Ukraine

Hackers disrupted the auction for the sale of rights to place coffee machines and shaurmomobiles in Kyiv['Ukraine'] Ukraine

The website of the Municipal Sports Board suffers a hack['Spain'] Spain

Linux. Encoder. 1 - An encryption ransomware similar to CryptoLocker appeared on Linux['Hungary'] Hungary

FireEye, Q1 Email Threat Report... MS impersonation phishing #1['United States']United States

How to save your money. Hackers attacked MyEtherWallet wallet :: RBC. Crypto['Russia'] Russia

Hacking of obscene video display system for 30 seconds['United Kingdom']United Kingdom

New wave of fraud with hacked e-mail addresses > federal states > Tyrol['Austria'] Austria

Banks operate normally after hack attempt['Mexico'] Mexico

Data breach in Finns' favorite travel booking service - Finnish Communications Regulatory Authority recommends closing the payment card - Lifestyle['Finland'] Finland

FETÖ steals exam questions with spyware - Breaking News['Turkey'] Turkey

Critics of the Pope's policy are attacked by Chinese hackers / News / Nezavisimaya Gazeta['China'] China

Radio Nacional Uruguay – 1130 AM – Facebook shares on Wall Street fell 19% after data breach['United States', 'Uruguay']United States, Uruguay

Official Website of Bandung Immigration Office Hacked['Indonesia']Indonesia

New malware: Registers victims with payment services and sends overpaid SMSes['Niue'] Niue

Hackers roban 70 mdd en bitcoin ['Mexico'] Mexico

Four elected officials including Alain Bocquet have their email account hacked['France'] France

They hack communications to members, staff and leaders of the Federation of Teachers['United States']United States

Hackers duped online company of lakhs in this way['India'] India

Ghost apps ( malware ) in True Smart Max 4 . 0 , True Smart Max 4 . 0 Plus , True Smart 4G Speedy 4 . 0 Plus['Thailand']Thailand

Fatah protest: AH is under cyber attack, including on Facebook['Israel'] Israel

Fourth largest bitcoin bank hacked ['Brazil'] Brazil

Money was stolen from Russian companies by hacking 1C files['Russia'] Russia

Italy WindTre blocks portabilities from Ho Mobile after data breach['Italy'] Italy

Tulfo warns vs cyber attacks , danger to national security['Philippines']Philippines

Ancora Holdings Group , Inc . Announces Data Breach | Console and Associates , P . C . ['United States']United States

North Korean state - sponsored hacker group Lazarus adds new RAT to its malware toolset['North Korea']North Korea

Scammers exploit chaos of tax season to take advantage of consumers , deploy trojans['United States']United States

LinkedIn Phishing Spoof Bypasses Google Workspace Security['United States']United States

Worcestershire Children First apologise for data breach of sensitive information['United Kingdom']United Kingdom

Optus , Medibank data breach : What personal information do companies keep ? ['Australia']Australia

J - K governor Twitter handle hacked | india news['India'] India

Website of PetroBangla gets hacked twice within 2 Days['Bangladesh']Bangladesh

Scooter riders beware – Hackers can remotely accelerate or brake popular electric models – NaturalNews . com['United States']United States

TrendLabs - Malware Blog - MuddyWater Resurfaces , Uses Multi - Stage Backdoor POWERSTATS V3 and New Post - Exploitation Tools - CSO['Iran', 'Saudi Arabia', 'Iraq']Iran, Saudi Arabia, Iraq



Rogue apps , mismanaged servers expose users to hackers - The Hindu BusinessLine['India'] India

Microsoft warns Windows users of infamous info - stealing malware spreading rapidly['United States']United States

Lancaster Labs back to normal after ransomware attack['United States']United States

STLCC data breach has students concerned['United States']United States

Credit card stealing malware hits dozens of MN and WI Chipotle locations['United States']United States

Man given £1 . 5k after discovering data breach by chance['United Kingdom']United Kingdom

Cyber Security Today – Cyber criminals partnering , ransomware help , and Stripe phishing attack['Canada'] Canada

Researchers see spike in  out of season  IRS - impersonating phishing attacks['United States']United States

10 , 897 Korean Overwatch accounts banned just this week for hacking['South Korea']South Korea

Dozens of alleged hacking victims join action against Sun publisher['United Kingdom']United Kingdom

Hacked legal data retains privacy status , AsiaOne Crime News['Singapore']Singapore

Fortinet Reports New Malware Attacks that Target Mac Users['Philippines']Philippines

Hackers use ‘ SpearPhishing ’ to get your data['United States']United States

FBI : The Latest : FBI chief says hacker targets can be hard to ID['India'] India

Malware hit these 3 verticals the hardest in 2017['United States']United States

Exmo hack : united kingdom Bitcoin exchange hit with DDoS attack days after lead analyst was kidnapped['United Kingdom']United Kingdom

Obama’s DHS Sec Says Administration Knew About Russian Hack , Waited To Tell Public['United States']United States

Parliamentary computers at risk after staff targeted by phone phishing['United Kingdom']United Kingdom

Windows 10 ALERT - Critical bug can let hackers steal YOUR username and password | Tech | Life & Style['United Kingdom']United Kingdom

French Polynesia teen detained for hacking phone companies['France'] France

Reviewing the impact of the VPNFilter malware attack['Ukraine'] Ukraine

WA Labor pollies targeted by foreign hackers['Australia']Australia

PUBG Cheat code : This hack may get you banned from PUBG Android iPhone ; 30 , 000 accounts banned for using Radar Hack cheat ; all you need to know['India'] India

Microsoft finds crypto mining malware in late Kobe Bryant wallpaper['United States']United States

Court Documents Pin The  Invisible God  Data Breach On Kazakh Citizen['Kazakhstan']Kazakhstan

National Cardiovascular Partners Email Hack Impacts 78K Patients['United States']United States

Pulse+IT - Paging service linked to medical data breach in WA['Australia']Australia

Gery Shalon – the Mastermind Behind the Largest US Financial Institutions Data Breach['United States']United States

Phishing scam busted ; one arrested ['India'] India

Omicron PCR test phishing email scams and all of the other warnings you need to beware of['United Kingdom']United Kingdom

Grindr hack : Security flaw meant accounts could be hijacked with email address['United Kingdom']United Kingdom

Mansfield schools hacked ; working to resolve issues['United States']United States

Town Hall cyber attack puts planning decisions at risk of legal challenge['United Kingdom']United Kingdom

Philly Food Charity Out $923K In Phishing Scam['United States']United States

Dickey Barbecue Sued In Texas Over Data Breach['United States']United States

Malware attack targets NoxPlayer emulator users in Asia['Asia'] Asia

Back to School Pivots to Hack the School['United States']United States

Police and University of the Highlands and Islands IT staff probe mass cyber attack['United Kingdom']United Kingdom

Hashtag Trending Oct . 18 – Starlink to provide in - flight Wi - Fi ; Canon disabling printers ; ransomware attacks cost billions['Canada'] Canada

Using dating apps on iPhone ? Crypto - scammers could hack your ...['Qatar'] Qatar

Heber assures that the DNIC hack will not happen again, and blamed the Broad Front - Uruguay News, LARED21 Diario Digital['Uruguay'] Uruguay

Supreme hacking: WhatsApp accounts are stolen from ministers and rapporteurs of the Judiciary | National['National'] National

Searches: phishing fraud: bank customers cheated by four million euros['']

BIRN: Hackers had access to the e-mails of employees in the Cadastre of Serbia, the virus was most likely not intended for Serbia['Serbia'] Serbia

Hacking in the portal of the Fund did not affect health services['United States']United States

LodaRAT malware is back: new features make it even more dangerous['Russia'] Russia

Sessions of the Sejm adjourned. Marszałek was afraid of another hacker attack['Poland'] Poland

Newfoundland recovers IT system after hacker attack['Canada'] Canada

Bot Telegram : phishing na OLX i Allegro['Poland'] Poland

Hackers hacked an erotic game about gods - perverts on the day of its release['Russia'] Russia

['https://tsn.ua/ru/politika/iz-za-hakerskih-atak-putin-vynuzhden-perenesti-vystuplenie-na-ekonomicheskom-forume-2089189.html', 'https://www.mirror.co.uk/news/world-news/breaking-vladimir-putins-speech-delayed-27261000', 'https://regnum.ru/news/3621843.html', 'https://newsbreak.dk:443/udland/putin-udsat-for-hackerangreb/906082!/', 'https://espreso.tv/khakeri-masovano-atakuvali-sistemu-ekonomichnogo-forumu-u-peterburzi-vistup-putina-perenosyat', 'https://naslovi.net/tema/1782047', 'https://www.aftonbladet.se/nyheter/a/lVqAkM/uppgifter-putin-tal-stoppat-av-ddos-attack']Due to hacker attacks, Putin is forced to reschedule his speech at the economic forum['Russia'] Russia

Necro Python' Bot Also Used For Crypto Mining, Enhanced With New Exploit['Japan'] Japan

New wave of phishing: Confirm the new terms and conditions of your bank using a QR code is spam['Germany']Germany

One is suspected of data breach - after visit to P4 Blekinge['Sweden'] Sweden

The hackers attempted to implant a backdoor into PHP | Arab portal for technical news['Arab countries']Arab countries



Hacker attack on Novogenia: problems with PCR test evaluations['Austria'] Austria

2020: Trend Micro has blocked more than 6 billion cyber attacks['Bangladesh']Bangladesh

Hackers got Oriflame customer data ['Sweden'] Sweden

Hackers strike again. The mails come from the courier companies in Romania, including the Romanian Post['Romania']Romania

The hacker red alert | launched via Twitter | for all companies that use Microsoft Exchange['United States']United States

Former police officer charged with drug offenses and data breach['Sweden'] Sweden

Malware domain crashes cloud provider Wasabi['Russia'] Russia

The hackers finally published the information ro...['Argentina']Argentina

Pretending to send phishing emails from the Presidential Office Police: German security firm accuses China of attacking | Society['Germany', 'China']Germany, China

Terrorists have learned to profit from online casinos and phishing attacks['Russia'] Russia

Tech: Android phones are attacked by a former Windows malware['Russia'] Russia

Bugatti hacker computer virus sneaks into hospitals['Spain'] Spain

North Korea, horse bomb - hit the South with missiles and even cyber attacks['South Korea']South Korea

Halyk Bank phishing account found on Facebook['Kazakhstan']Kazakhstan

Operation Ciao - Stirrup | 15 arrested in three ceramic companies in Castellón involved in customer phishing scams['Spain'] Spain

Novaya Gazeta: They tried to hack Telegram and mail from detainees on August 3['Russia'] Russia

30-year-old probation for hacking 150 IP cameras and stealing privacy['South Korea']South Korea

Grouping REvil found partners for hacking corporate networks['Russia'] Russia

Eight-year theft of military data discovered after the retirement of hackers['Russia'] Russia

Mysterious hacker spent more on hacking Bitcoin clone than he earned on it['Russia'] Russia

The web press victim of hacking ['Venezuela']Venezuela

In Kaliningrad called the reason for hacking taxi cars['Russia'] Russia

Company manager arrested for data breach['Ecuador'] Ecuador

['https://business24.ro/internet/stiri-internet/hackeri-atac-cibernetic-mai-1618776', 'https://ziare.com/atac-cibernetic/hackeri-atac-cibernetic-mai-1749979']How hackers tried to attack the Ministry of the Interior, during the pandemic. DGPI: They - have perfected and adapted the techniques used['Romania']Romania

KBC warns of phishing attempt for free car insurance['Belgium'] Belgium

news Bank hacking, exposes INE shielding['Mexico'] Mexico

The site of the Waves DEX crypto exchange was attacked by hackers['Russia'] Russia

China forces Muslims to install spyware on their phones to monitor them['China'] China

Friedrichshafen: scammers send phishing['Germany']Germany

Offensive content, hate and hacking attacks on the Polish Internet['Poland'] Poland

Phishing to hold the independents to ransom? > Magazine['France'] France

Scientists warn of a global hacker attack that could be fatal for millions['Russia'] Russia

Sberbank notes a 20% increase in the number of cyber attacks since the beginning of the year['Russia'] Russia

Mounir Mahjoubi demands explanation after Uber hack['France'] France

70 , 000 SSNs , 600 , 000 Credit Card Records Leaked After Stolen - Data Hub Gets Hacked['Australia']Australia

Global Art News Roundup : Digital Artist Hacked Via Twitter['United States']United States

BSP probe of BDO hacking out next week['Philippines']Philippines

Comedic rapper  charged over Bitfinex hack laundering out on bail['China'] China

Diodes Incorporated Confirms Recent Data Breach Affecting SSNs and Health Information | Console and Associates , P . C . ['United States']United States

United Health Centers of the San Joaquin Valley Reaches Proposed Data Breach Settlement['United States']United States

SEC filings show hidden ransomware costs and losses['United States']United States

Researchers detect  multiple spyware infection of No . 10 and FCDO since 2020['United Kingdom']United Kingdom

October ransomware attack at St . Luke now affecting employee paychecks['United States']United States

Wegmans alerts customers to data breach['United States']United States

Scam alert : Phishing website claims to pay data breach victims['United States']United States

PGP keys , software security , and much more threatened by new SHA1 exploit['United States']United States

Foodmandu portal hacked ['Nepal'] Nepal

News Group hit with 45 new phone hacking claims['United Kingdom']United Kingdom

Programmer deported for hacking 15 websites['United Arab Emirates']United Arab Emirates

Aspire News involved in a data breach ( Includes interview )['United States']United States

Pike Township Hit By Computer Hackers['United States']United States

Nat Sec sites still down after Brazilian hack attack['Brazil'] Brazil

REPORT : National radio group with Tyler stations experiencing outages after ransomware attack['United States']United States

FBI Reviewed Cybersecurity Firm Evidence in 2016 DNC Election Hack['United States']United States

The school kid who hacked over a million IoT devices['United States']United States



Malware leads to technological disruption at P - H - M schools['United States']United States

Mount Pleasant government attacked by email phishing scam['Mount Pleasant']Mount Pleasant

City of New Iberia still recovering from hack['United States']United States

Platinum hackers exploit Intel AMT ['United Kingdom']United Kingdom

Helion tests 125 dealership employees with  spear phishing  cyber scam['United States']United States

Lottery Scam : Insider Steals More Than $14 . 3 Million Using Malware['United States']United States

Hack pushes state to review contract ['United States']United States

Richards : Police took action to address data breach immediately['Virgin Islands']Virgin Islands

NKorea hacking increasingly focused on making money : SKorea study['South Korea']South Korea

5 things to know on CTVNews . ca for Friday , Sept . 1 , 2017 : Kang , phishing scam and switched at birth['Canada'] Canada

Red Dead Redemption 2  Open Beta invites is a phishing expedition['Italy'] Italy

Govt chat tool debuts ; data breach on KZN site['South Africa']South Africa

Class Cant Craft Data Breach Claims Against Michaels Stores['United States']United States

Police net three more in hacking racket ['Kenya'] Kenya

BlackBerry is the latest target of cryptocurrency mining hackers['United States']United States

AG Balderas alerts consumers about recent Equifax data breach['United States']United States

32 % of . ca domain users victimized by phishing attacks : CIRA['Canada'] Canada

Ticket service used by Club Fox hacked | Local News['United States']United States

Barrie Grunewald steps down as St Helens Council leader following data breach claims['United Kingdom']United Kingdom

FMCSA : Hacking attempt of National Registry of Certified Medical Examiners website a failure | 2018 - 05 - 15['United States']United States

Harvey Norman caught by data hack | Ireland['Ireland'] Ireland

Two SIM swappers arrested for CMCT hack['Japan'] Japan

Cyber - security firm doxxes hacker who sold MySpace and Dropbox databases in 2016['Japan'] Japan

HMRC issue warning over scam tax refund  phishing  text messages['United Kingdom']United Kingdom

Coronavirus : Data breach concerns after  theft  of Hong Kong govt phones containing details of quarantined residents['Hong Kong']Hong Kong

Telehealth for Burnout ; When Ransomware Attacks['United States']United States

Maze posts data allegedly stolen from PEI in ransomware attack['Canada'] Canada

Seeing Ghosts : Self - driving Cars Arent Immune From Hackers['United States']United States

Wisconsin Election : Milwaukee Election Commission Zoom Meeting Hacked['United States']United States

Arizona court revives data breach class action that federal court dismissed['United States']United States

Travel Giant Sabre Reaches Deal with State Attorneys General Over Data Breach | Sheppard Mullin Richter & Hampton LLP['United States']United States

French Security Firm Says Hackers Accessed Its Source Code['France'] France

Springfield caught out in ransomware attack ( Includes interview )['United States']United States

North Dakota reports phishing incident on state email accounts['United States']United States

Finland fast - tracks ID code law change after hacking case['Finland'] Finland

Someone hacked a virtual classroom in Ontario with porn and kidnapping threats['Canada'] Canada

FIN11 e - crime group shifted to CL0P ransomware and big game hunting['United States']United States

Vermont leads multi - state investigation of hotel booking company 2017 data breach['United States']United States

Regulator investigating Cashalo data breach['Philippines']Philippines

Smartphone Android , queste applicazioni diffuse in realtà sono malware ruba dati['Italy'] Italy

Global cyber attacks surge 47 % year - on year in H1 of CY2021 : Trend Micro['India'] India

Cyber Command head says US has carried out a  surge  to address ransomware attacks['United States']United States

Holiday Inn targeted by cyber attack ['Finland'] Finland

Trend Micro: Black Basta Hackers Walk the Web in 43 Minutes['Russia'] Russia

Hackers hacked the information portal of culture of the Tyumen region['Russia'] Russia

Two people are arrested for hacking information page['United States']United States

The Agglo du Grand Guéret (Creuse) victim of a computer hack['France'] France

Apple and Samsung Mixed Reality, smart buildings and SEPE hack['Spain'] Spain

New Steam scam: they send a link to vote for a team but it is phishing['Argentina']Argentina

Scammer hacks account and scams bona fide customers['Germany']Germany

Listen! Chronology of Data Theft Through Phishing and OTP Abuse['Indonesia']Indonesia

New raids in the case of hacking into the Pytyvõ subsidy system - Nationals['Paraguay']Paraguay

Card update - phishing Santander Bank ['United Kingdom', 'Spain']United Kingdom, Spain

A hacker attack was carried out on the website of UzAuto Motors['Uzbekistan']Uzbekistan

CIH Bank reassures its customers and promises to compensate them after their accounts were hacked['Morocco']Morocco



Leader of the Rasulullah Assembly: We were not involved in the hacking of 10 local government websites['Indonesia']Indonesia

CCB warns of invoice fraud from hacked couriers - ICT news['Belgium'] Belgium

RTL Today - Tarkett Luxembourg: Another company hacked['Luxembourg']Luxembourg

KazanFirst - A website for checking USE results successfully repelled a hacker attack['Russia'] Russia

Fraudsters are abusing Google App Engine to create phishing pages['Russia'] Russia

Mixquiahuala without recovering 7 million pesos for hacking - Independiente de Hidalgo['Mexico'] Mexico

Transfer scam, phishing, fake bank advisors… fraud to thwart['France'] France

Fraudsters hack into Smart-ID and steal money from bank accounts['Latvia'] Latvia

Massive hacking: quickly change your password['France'] France

Thousands exposed in P . E . I . arts centre data breach['Canada'] Canada

Decentralized exchange spread in Korea due to successive hacking incidents['South Korea']South Korea

Hacked: A Google DRM Used by Netflix, Amazon and HBO Has Been Broken['United States']United States

NHS victim of hacking ['United Kingdom']United Kingdom

Many Of The City Facebook Hack , Cyber Thane Complaints | Facebook hack of many people in the city, complaints in Cyber Thana['India'] India

The National Security Service uncovered and prevented a cyber attack on the computer networks of government bodies['Armenia'] Armenia

Distributing fake documents by e-mail pretending to be invisible... Hacking investigation['South Korea']South Korea

Owners of hacked Kazakh sites face criminal liability Forbes Kazakhstan['Kazakhstan']Kazakhstan

In the US, an Israeli woman hacked into accounts in social networks and recruited into ISIS['United States']United States

WannaCry Becomes Zombie Malware Haunting Plants['South Korea']South Korea

Akhbar Al-Youm arrested accused of hacking 1270 computers to spy on girls in Alexandria['Egypt'] Egypt

Credit card company robbed of 1.2 billion by novice hacking method : News['South Korea']South Korea

Hackers use DDoS attacks as a distraction['Turkey'] Turkey

Hackers caught after Telekom attack ['Germany']Germany

Hackers steal bank details of M businessmen using email addresses['Moldova']Moldova

Hackers take advantage of an invisible window to mine cryptocurrency through your PC['France'] France

Hackers have released the database of everyone who shares child pornography ⋆ IT. mk['North Macedonia']North Macedonia

Report assists FBI in Windigo case over malware use on Linux servers['United States']United States

Hackers attack the power grids ['Sweden'] Sweden

Hackers are targeting empty offices during the holiday season... corporate PC series attack['South Korea']South Korea

NY AG Settles With Water Filtration Co . Over Data Breach['United States']United States

Hospital secures court injunction against those behind private IT system cyber attack['Ireland'] Ireland

Verizon Data Breach 2022 : 6000 TracFone Users Exposed['United States']United States

Neurology Center of Nevada Reports Recent Data Breach Affecting 11k+ Patients | Console and Associates , P . C . ['United States']United States

SolarWinds Company Litigation on Data Breaches by Russian Hackers['United States']United States

SandRidge Energy , LLC Files Notice of Recent Data Breach | Console and Associates , P . C . ['United States']United States

Liberty Partners Financial Services , LLC Announces Data Breach | Console and Associates , P . C . ['United States']United States

Shock 1 , 800 % rise in number of Britons hacked in cyber raids last year['United Kingdom']United Kingdom

Hack , flack , and blowback ; one blow after another for federal personnel director['United States']United States

Hackers Exploit Community Meetings to Spread Malware Via Fake Zoom Invites['United States']United States

Hong Kong : Report on data breach cases issued['China'] China

IRS Gives Hacked Accounting Software Customers a Reprieve['United States']United States

DoJ Charges Hackers with Staging Computer Attacks - Infosecurity Magazine['United Kingdom']United Kingdom

TDP Data Breach Is Brazen Subversion Of Democracy : GVL['India'] India

Mitrano says more to be done after pair of ransomware attacks in 23rd District['United States']United States

Millions of personal files exposed by insurance biz , serial web hacker strikes again , and more from infosec land['United Kingdom']United Kingdom

Pacific Huntington Hotel Corporation caught out in data breach['United States']United States

Nigeria ruling party says website hacked['Nigeria'] Nigeria

Saudi Arabian hackers steal crucial data from Museveni government['Uganda'] Uganda

Six million cyber attacks against Bahrain this year  | THE DAILY TRIBUNE['Bahrain'] Bahrain

Lake City fires IT manager after paying $460K to hackers['United States']United States

Phishing attack targets Samaritan Medical Center computers['United States']United States

Emerson Firm , PLLC Files Class Action Lawsuit Against Capital One , Amazon , and GitHub for the Data Breach of Capital One Customer Information['United States']United States

A US Election Phishing Attack , Quitting Vaping , and More News['United States']United States

Parliament hack prompted mass govt cyber security uplift['Australia']Australia

Pine Labs becomes latest victim of ransomware attack : Report['India'] India



Government report finds Census Bureau hacked but data not stolen['United States']United States

J & K Govt Cautions Officers About Hacking Attacks['India'] India

New Malware Targets Google Services ; Pokemon GO Goes to Davos « Techtonics['United States']United States

Ransomware infects the world , yet only 30 information security insurance policies bought in Taiwan['Taiwan'] Taiwan

Phishing phone scam spoofs local number on caller ID['United States']United States

['https://www.idag.dk/article/view/831143/vestashackersag_produktdata_og_direktionens_pas_er_endt_pa_det_morkenettet', 'https://www.idag.dk/article/view/831143/vestashackersag_produktdata_og_direktionens_pas_er_endt_pa_morkenettet']Vestas - hacking case: Product data and the management's passport have ended up on the dark web['Denmark']Denmark

Daniel Marincu jailed for cyber phishing operation in Belfast['United Kingdom']United Kingdom

Hackers target thousands of Albertans annually , privacy commissioner['Canada'] Canada

500 hacking attempts daily target SEC new system['United States']United States

FOX43 Finds Out : Data breach notification lawsuit['United States']United States

Facebook Inc fined by South Korea telecoms regulator as Mark Zuckerberg addresses data breach['South Korea']South Korea

Hackers Target Local Food Bank Donors In Spearphishing Scheme['United States']United States

Warren Buffett firm hacked for million dollar trading game ! New York court convicts 2 men['United States']United States

Another Vancouver business reports data breach , making it the second this week['Canada'] Canada

UniCredit cuts ties with Facebook over data breach scandal['Italy'] Italy

Shanghai Hotel Suffers Data Breach , Attackers Sell Information on Dark Web for Eight Bitcoin - Inside Bitcoins['China'] China

NSO Group of Israel Hacking Individuals for Boosting Sale of its Spyware['Israel'] Israel

City has spent $2 million recovering from ransomware attack , city officials say['United States']United States

22 - year - old student held for  hacking GTU portal , stealing and leaking data  ['India'] India

Debevoise Says Name Being Used As Phishing Bait['United States']United States

Health Data Breach Tally Crowded With Vendor Incidents['United States']United States

Indian gang  behind Phetchabun Hospital hack['India', 'Thailand']India, Thailand

Visible confirms customer reports of hacking and fraud attempts['United Kingdom']United Kingdom

Pan Am Life says customer data was stolen in cyber attack in mid - February['United States']United States

26 , 000 people have information exposed in Colorado phishing incident['United States']United States

['https://www.itnewsafrica.com/2020/06/inadequate-investment-in-cybersecurity-is-behind-increase-in-cyber-attacks/', 'https://www.itnewsafrica.com/2020/06/there-are-577-malware-attacks-in-south-africa-every-hour/']There are 577 Malware Attacks in South Africa Every Hour , Research Shows | IT News Africa - Up to date technology news , IT news , Digital news , Telecom news , Mobile news , Gadgets news , Analysis and Reports['South Africa']South Africa

This is the most widespread malware in Greece['Greece'] Greece

They demand explanations from Minister Chávarry for hacking['Peru'] Peru

Phishing on behalf of the Deutsche Bundesbank : Credit card theft with PSD2 guidelines['Germany']Germany

Nordland escapes fine after data breach • Municipal report['Norway'] Norway

Microsoft: Germany boss warns of hacker attacks['Germany']Germany

Brother, let's eat, call 112... Taxi driver base arrested phishing criminal['South Korea']South Korea

Crap. info - A 13-year-old and a 15-year-old boy hacked KÉRETA - several school bomb threats can be attributed to them['Hungary'] Hungary

2 persons arrested in Prime Minister's house hacking case['Pakistan']Pakistan

RAB arrested 4 hackers in Natore Online version['Bangladesh']Bangladesh

A major Finnish machine builder was hit by a hacker attack after leaving Russia['Finland'] Finland

After the scandal over the meeting with Marcelo Tinelli, in Health they say that the account of a Ministry employee was hacked['Argentina']Argentina

What is AMLO sick of? This was confirmed by the president after the hack to Sedena['Mexico'] Mexico

Experts demonstrated cyber attacks on the automatic garage door system['Russia'] Russia

The State Technical Service of the National Security Committee of the Republic of Kazakhstan warned about the leakage of accounts through malware Snake Keylogger['Kazakhstan']Kazakhstan

Northern Scania | Coop's hackers disappeared from the net['Sweden'] Sweden

They hacked the Anvisa website and reminded him of the interruption of the meeting | This is the body that suspended the qualifying match['Brazil'] Brazil

Demand for quick arrest of Facebook hackers['Bangladesh']Bangladesh

Rise of voice phishing aimed at disaster subsidies['South Korea']South Korea

KazanFirst - Chelny administration group "VKontakte" hacked['Russia'] Russia

Critical Accounts and Media Hacked, UI Professor: Government Public Relations ...['Indonesia']Indonesia

Phishing emails: Fraudsters send fake invitations to security conferences['Germany']Germany

Frauds increase through phishing in QR – Noticaribe['Mexico'] Mexico

NEWSru. co. il :: Steinitz : a serious hacker attack on a power plant in Israel was repelled['Israel'] Israel

AhnLab found a phishing attack that disguised work contents such as request for quotation - The Herald Business['South Korea']South Korea

Sakartvelo MIA: the health system was hacked by foreign special service hackers['Georgia'] Georgia

They attacked the pizza. Within minutes, they hacked the system of a large company['Poland'] Poland

Amazon - Phishing: Dangerous emails with a supposed login attempt['Germany']Germany

Hackers who attacked KHNP and diplomatic circles also targeted foreign organizations['South Korea']South Korea

I summarized the system failure of the blue chip due to ransomware infection['Japan'] Japan



Hacking Yahoo! in 2014 ['Japan', 'United States']Japan, United States

The EMT denounces a phishing attack against its computer system['Spain'] Spain

Hacking Banxico generates fear in 160 thousand workers['Mexico'] Mexico

Bareskrim Reveals Minors Hacking and Defacing Government Sites['Indonesia']Indonesia

China's cyber attack on the Olympics has already begun['Japan'] Japan

['http://ianslive.in/index.php?param=news/DDoS_hacking_attempts_drop_in_Q1_2021_Report-787180/SCIENCE%20&%20TECHNOLOGY/36', 'https://www.prokerala.com/news/articles/a1162249.html', 'http://ianslive.in/index.php?param=news/DDoS_hacking_attempts_drop_in_Q1_2021_Report-787180/LatestNews/', 'http://ianslive.in/index.php?param=news/DDoS_hacking_attempts_drop_in_Q1_2021_Report-787180/NATION/1', 'http://ianslive.in/index.php?param=news/DDoS_hacking_attempts_drop_in_Q1_2021_Report-787180/SCIENCE%20AND%20TECHNOLOGY/36', 'https://www.glamsham.com/world/technology/ddos-hacking-attempts-drop-in-q1-2021-report']DDoS hacking attempts drop in Q1 2021 : Report['India'] India

Public Ministry investigates possible hacking of Sofofa['Chile'] Chile

Ad click malware "Magala", many actual damages to publishers['United States']United States

[ Urgent ] Hacking Taringa . Danger of your accounts['Argentina']Argentina

They get hacked for being pirates; 52% of companies, with illegal software['Mexico'] Mexico

Wallonia installed spyware in 3 . 100 cars['Belgium'] Belgium

Dutchman hacks Belgian company and deposits half a million euros into his own account['Belgium'] Belgium

Cant look into malware attack on Wilson laptop now in Mumbai : NIA | Mumbai News['India'] India

Phishing scam shows uncanny similarities to legitimate state labor department website['United States']United States

Zero - day attacks climb as hackers get more sophisticated['Australia']Australia

Malicious PyPi packages turn Discord into password - stealing malware['United Kingdom']United Kingdom

Singapore Telecommunications Said That Its Unit Dialog Faced a Cyber Attack That ... - Latest Tweet by Reuters['Singapore']Singapore

Top data breaches and cyber attacks of 2022['United Kingdom']United Kingdom

Belton , Mo ., Police Respond to Malware Attack on Network['United States']United States

Consumers Ask 4th Circ . To Uphold Marriott Data Breach Win['United States']United States

Surveillance , hacking : whistleblower recalls Wirecard nightmare['Germany']Germany

Lucy Security Simulated Phishing Template Used In Wipro Breach['India'] India

Clearview Public Schools hit by third - party data breach['Canada'] Canada

FBI : Ohio is one of the most hacked states in US , and cyber attacks are on the rise['United States']United States

Social media phishing attacks up more than 70 percent['United States']United States

Scammers posing as  State Attorney Office  send phishing email threats with phony complaint['United States']United States

Hackers actively exploit WordPress plugin flaw to send visitors to bad sites['United States']United States

Cyber Alert : Iranian Based Wiper Malware Attacks['United States']United States

Microsoft Say The Same Russians Who Hacked Clinton Are Targeting Biden['United States']United States

MS Word Documents Spreading . Net RAT Malware - Infosecurity Magazine['United Kingdom']United Kingdom

DEF CON 2019 : Picture Perfect Hack of a Canon EOS 80D DSLR['United States']United States

Revenue Agency Hacking Suspect Searched for Data on Prime Minister and Prosecutor General - News['Bulgaria'] Bulgaria

Hackers Gain Access to Internal Files of US - Based Cyber Security Company['United States']United States

Russian charged in hacking case pleads in Georgia federal court['United States']United States

['https://www.engadget.com/2018/08/12/amazon-echo-speaker-complicated-surveillance-hack/', 'https://metro.co.uk/2018/08/13/amazon-echo-speakers-turned-listening-devices-expert-chinese-hackers-7833682/', 'http://hitech.vesti.ru/article/905604/', 'https://www.theregister.co.uk/2018/08/14/amazon_echo_hacking/', 'https://www.futurezone.de/digital-life/article215075017/00-Alexa-So-wird-aus-Amazons-Echo-ein-Spion.html', 'https://www.wired.com/story/hackers-turn-amazon-echo-into-spy-bug/', 'https://www.theinquirer.net/inquirer/news/3061101/amazon-echo-turned-into-snooping-device-by-chinese-hackers', 'https://www.version2.dk/artikel/hackergruppe-forvandler-amazon-echo-overvaagende-spion-1085887', 'http://www.sankei.com/./wired/news/180818/wir1808180002-n1.html', 'https://www.chinanationalnews.com/news/257830774/hackers-find-a-way-to-turn-amazon-echo-to-spy-bug', 'https://www.inferse.com/51221/chinese-hackers-turns-amazon-echo-smart-speakers-into-spying-devices/', 'https://hothardware.com/news/hackers-turn-amazon-echoHackers manage – just – to turn Amazon Echo into listening device['United States']United States

When you think how infamous NHS - pwning malware still hitting the unwary , itll make you WannaCry – Kaspersky['United Kingdom']United Kingdom

Lake County Sheriff email restored after ransomware attack['United States']United States

Education website Thinkful for programmers and developers victim of hack['United States']United States

Browser Reaper : exploit causes Firefox to crash['United States']United States

Data breach is busting heads of states running a world of international crime['United States']United States

Political retribution ? Trump press sec questions Russia sanctions , brings up unanswered  China hack  — RT America['United States', 'Russia', 'China']United States, Russia, China

4 BAILED IN SANDOWN BAY HACKING INVESTIGATION['United Kingdom']United Kingdom

New exploit kits found leveraging vulnerabilities in web browsers['United Kingdom']United Kingdom

Spam Mails Impersonating O2 Deliver CryptoLocker Ransomware['Germany', 'United Kingdom']Germany, United Kingdom

Russian hack  not fake ['Russia'] Russia

Online monitoring scam contains malware['United States']United States

Qatari company falls victim to international hacking['Qatar'] Qatar

Apple ID phishing scams for Berkeley County residents according to police['United States']United States

Data Breach May Affect more than 430K in Oklahoma['United States']United States

Hackers stole and redistributed software used in ammunition['United Kingdom']United Kingdom

Google yanks 20 Android spyware apps that target WhatsApp messages['Australia']Australia

Saudi Electronic Army hacks Qaradawi website – Middle East Monitor['Saudi Arabia', 'Qatar']Saudi Arabia, Qatar

Pate says his office informed feds of attempted hack on voter data['United States']United States

Over 80 % of London councils at risk of phishing scams['United Kingdom']United Kingdom

GCSB marks sharp rise in cyber attacks targeting New Zealand['New Zealand']New Zealand



Tekes Hack raises questions about security['Finland'] Finland

Australia Pulls China Extradition Treaty ; Chinese Think Tank Criticizes CCP ; India Decriminalizes Suicide ; Massive Data Breach in Hong Kong['Australia', 'China', 'India', 'Hong Kong']Australia, China, India, Hong Kong

NSA leaker hid classified report on Russian hacking in pantyhose['United States']United States

Chain Phishing Attack Against Office 365['United Kingdom']United Kingdom

Edward Snowden returns to U . S .! Oops , nope , it a phishing scam['United States']United States

Global Biglaw Firm ‘ Paralyzed ’ By New Ransomware Attack['United States']United States

Russian Hackers Used GWU Events , Professors To Influence Election['United States']United States

Was Sid Miller slow to reveal a laptop hack that released student personal data ?['United States']United States

» EXCLUSIVE | Hackers try to ransom Sydney residents data['Australia']Australia

Game - changer : BMO data breach reportedly included SIN data - Article['Canada'] Canada

CSIRO spent millions after Chinese data breach['Australia']Australia

Verge cryptocurrency exploit allows mining at nearly impossible speeds['United States']United States

Android malware intercepting incoming text messages - report['Uganda'] Uganda

Gits exposed , kinky app devs spanked , Feds spy on spyware buyers , etc['United Kingdom']United Kingdom

Federal Group hotel contact databases hit by  low risk  data breach['Australia']Australia

Vanderbilt warns of phishing scam involving organ donations['United States']United States

ERI Points to  Perfect Storm  for Healthcare Industry as Data Breach Numbers Soar['United States']United States

['https://www.irishexaminer.com/breakingnews/business/stolen-eir-laptop-decrypted-by-faulty-update-37000-customers-affected-by-data-breach-863759.html', 'https://www.rte.ie/news/ireland/2018/0822/986707-eir/', 'https://www.siliconrepublic.com/enterprise/eir-data-breach', 'https://extra.ie/2018/08/22/business/irish/37000-eir-customers-affected-data-breach', 'https://www.irishtimes.com/news/ireland/irish-news/personal-details-of-37-000-eir-customers-stolen-in-data-breach-1.3604034', 'https://www.q102.ie/news/telecoms-firm-eir-hit-by-data-breach/', 'http://www.midwestradio.ie/index.php/news/25725-37-000-eir-customers-affected-by-a-data-breach', 'https://www.telecompaper.com/news/eir-warns-of-personal-data-breach-after-laptop-stolen--1257704', 'https://www.fm104.ie/news/telecoms-firm-eir-hit-by-data-breach/', 'http://www.thejournal.ie/eir-data-breach-4194989-Aug2018/']37 , 000 Eir customers affected by data breach['Ireland'] Ireland

['https://wiadomosci.wp.pl/urzad-marszalkowski-w-krakowie-sparalizowany-hakerzy-chca-milionow-okupu-6606823794981568a', 'https://www.tvp.info/52234047/krakow-atak-hakerski-na-urzad-marszalkowski-atakujacy-zazadal-okupu']Kraków, Hacker attack on the Marshal's Office. The attacker demanded a ransom['Poland'] Poland

Hillicon Valley : 9 million easyJet accounts hacked | Rhode Island launches contact tracing app | Trey Trainor gives FEC quorum['United States']United States

Media Maneuvers : Academy of Motion Picture Arts & Sciences Recasts PR Branch ; Tribune Publishing Suffers Cyber Attack ; Verizon , Disney Settle Access Squabble['United States']United States

Suspected Ryuk ransomware attack locks down Adelaide City of Onkaparinga council - ABC News ( Australian Broadcasting Corporation )['Australia']Australia

Cumbria Police warn against  phishing  cyber crimes['United Kingdom']United Kingdom

eHealth gets funding to shore up defences after ransomware attack['Canada'] Canada

Iran Hackers Threaten Windows 7 and Windows Server 2008['United States']United States

County officials issue statement on cyber attack['United States']United States

AWS Servers Hacked :  Rootkit in the Cloud  Used to Exfiltrate Data['United Kingdom']United Kingdom

Baltimore real estate recovered after ransomware attack but IT infrastructure needs work['United States']United States

U . S . Universities Hit With  Adult Dating  Spear - Phishing Attack['United States']United States

GoLocalProv | RISD Announces College Has Been Hacked Data Breach and Attempted Ransomeware Attack['United States']United States

Class action complaint filed in response to BJC data breach['United States']United States

Canva infosec resourcing  still growing  two years after large data breach['Australia']Australia

Google Warning : Hackers Develop New Trick to Inject Undetectable Malware on Windows PCs !['United States']United States

Malware discovered in JavaScript Library accessed by millions each week['United Kingdom']United Kingdom

Ticketera assures that the hacking of its platform did not compromise customer information['Argentina']Argentina

Hacking case of Pohang University of Science and Technology by Kim Sang-wook KAIST was a shock['South Korea']South Korea

Conti - files probably online after hacker attack['Germany']Germany

They ask to download the BBVA Protect app as a hoax to introduce malware on your mobile phone['Spain'] Spain

Almost 3 months after the hack, CCSS enables EDUS in all its establishments['Costa Rica']Costa Rica

Crossing the San Martín bridge took up to 14 hours and they blame the delays on a hack['Argentina']Argentina

East Security medical certificate issuance screen camouflage North Korea-linked hacking discovery['North Korea']North Korea

Errejón's party breached data protection regulations in the hack with which funds were diverted to Podemos['Spain'] Spain

['https://www.msn.com/en-us/news/crime/this-is-a-scam-state-officials-warn-against-phishing-scam-targeting-vermonters/ar-BB1bkEwn', 'https://www.vermontbiz.com/news/2020/november/24/department-labor-alerts-vermonters-active-phishing-scam']This is a scam : State officials warn against phishing scam targeting Vermonters['United States']United States

['https://www.radiopanama.com.pa/noticias/tecnologia/ataques-de-fuerza-bruta-amenazas-para-criptomonedas-y-detecciones-de-malware-bancario-en-android/20210615/nota/4143409.aspx', 'https://www.pctipp.ch/news/norton/ass-im-android-aermel-banking-malware-2666368.html']Brute force attacks , cryptocurrency threats and banking malware detections on Android | Technology['Panama'] Panama

Informatics: This is how the cyber attack on the Government that has the CNI and the Civil Guard in suspense was discovered['Spain'] Spain

46 thousand fraud by hacking bank account['India'] India

Android - Some malware circulates under the guise of popular and popular apps['Italy'] Italy

Swiss Cloud Computing attacked by hackers['Switzerland']Switzerland

Nobelium hackers attack several French entities['France'] France

Suspicious hands wearing plastic gloves... Falling victim to a corona phishing scam['South Korea']South Korea

SEPE hack : between 80 . 000 and 90 . 000 people will not collect the March unemployment despite the promises of Work['Spain'] Spain

PS5 | increasingly serious scams in united kingdom ! Hackers exploit the Twitter accounts of a NHS executive['United Kingdom']United Kingdom

They hack online session of the Puebla Congress to attack the deputy Gabriel Biestro['Mexico'] Mexico

In July, there were several invoice scams and phishing emails in cyberspace['Estonia'] Estonia

Phishing steals online banking credentials from Banco Estado customers['Chile'] Chile



HTCMania hack exposes nearly 1.5 million accounts['Spain'] Spain

Hackers Hack WordPress Sites Through Vulnerability in Easy WP SMTP Plugin['Russia'] Russia

Huber+Suhner is the victim of a cyber attack['Switzerland']Switzerland

This is the CISDI Hacking Chronology and Various Covid - 19 Documents Deleted by Hackers['Indonesia']Indonesia

[Exclusive] Phishing that went all the way, came to the apartment and swept 2.6 billion in cash['South Korea']South Korea

Microsoft: Blocked 5 billion phishing emails in 2018['China'] China

Hacker traded databases of customs Kharkiv news / NV['Ukraine'] Ukraine

Ransomware attack via RDP affects SMEs['Chile'] Chile

Malware attack: Cyber Attack: Percent from last year. 50 increase - number of cyber attack and related crime rise to more than 50 from 2018['India'] India

Hacker attacks on Eschweiler town hall ['Germany']Germany

['https://actualidad.rt.com/actualidad/412733-miles-abonados-estadounidenses-att-infectan', 'http://www.itechpost.com/articles/108106/20211201/ewdoor-malware-infects-t-users-detect-data-stealing-virus-remove.htm', 'https://www.gizmodo.com.au/2021/12/thousands-of-att-subscribers-infected-with-data-pilfering-malware-researchers-say/', 'https://www.webpronews.com/att-enterprise-customers-hit-by-data-stealing-malware/', 'https://techstory.in/thousands-of-att-customers-in-the-us-infected-by-new-data-stealing-malware/']Thousands of US AT&T subscribers get infected with data-leak malware['United States']United States

['https://www.vosgesmatin.fr/faits-divers-justice/2020/02/20/le-site-internet-de-la-region-grand-est-hacke-l-administration-paralysee', 'https://www.estrepublicain.fr/faits-divers-justice/2020/02/20/le-site-internet-de-la-region-grand-est-hacke-l-administration-paralysee']Facts - miscellaneous - Justice | The computer network of the Grand Est Region hacked, the administration paralyzed['France'] France

Malware using artificial intelligence threatens businesses['Vietnam'] Vietnam

The Twitter accounts of Kraft Heinz brands were hacked - confusing and inappropriate material was published on the accounts['United States']United States

Apartment Hacking: Collectors take it to the next level['Russia'] Russia

A server containing 1,800 domestic credit card information stolen by malware was discovered.['Japan'] Japan

Remember the hack to Taringa? the databases continue to circulate! - News['Argentina']Argentina

Users of the popular Linux distribution are at risk: malware was embedded in several software packages - Mikrobitti['Finland'] Finland

From hack at school to DDoS attacks on government institutions , Jelle ( 18 ) could not stop['Netherlands']Netherlands

Association of Banks filed a complaint for hacking credit cards['Chile'] Chile

Impersonating an investigative agency, persistent voice phishing... frozen disappears['South Korea']South Korea

Weeds, leaves, flags ... The State Department lost its nerve after hacking diplomatic objects F['Russia'] Russia

Foreign hackers hacked servers at the Yeltsin Center['Russia'] Russia

Hacker claims to have stolen data from company that opened iPhone 5C['Portugal'] Portugal

Spring Dragon malware resurrects, targets South China Sea['China'] China

Company responsible for screen in Periférico denounces hacking['Mexico'] Mexico

Hackers Hacked Computers Through YouTube['Ukraine'] Ukraine

USAID Email Phishing Campaign Shows Supply Chain Threats Continue['United States']United States

Data breach sees council accidentally release resident personal details['United Kingdom']United Kingdom

Blume Global , Inc . Confirms Data Breach After Malware Attack | Console and Associates , P . C . ['United States']United States

Montana Department of Ag lost more than $344K to phishing scam , auditors say['United States']United States

['https://www.diez.hn/centroamerica/1391897-498/alajuelense-turcos-hackers-instagram-costa-rica-redes-sociales', 'https://www.larepublica.net/noticia/alajuelense-recupera-el-control-de-su-cuenta-de-instagram-tras-hackeo-turco', 'https://www.nacion.com/puro-deporte/futbol-nacional/alajuelense-sufre-hackeo-de-su-pagina-de/A62TXDHMMVFTXNJ4TLODYU6SEM/story/']Alajuelense regains control of its Instagram account after Turkish hack['Costa Rica']Costa Rica

HC3 Alerts Healthcare Sector of Monkeypox - Themed Phishing Scheme['United States']United States

N . L . Governemt hired public relations company after cyber attack['Netherlands']Netherlands

What About  Those 12 Russian Intel Agents Indicted for Hacking ?['United States']United States

Teenagers led a group of hackers who breached some of the world biggest tech companies . The government wants to know how they did it .['United States']United States

Hackers Mined a Single Software Flaw for a Year in NY Cyberattack['United States']United States

Web skimming hackers infiltrate over 40 ecommerce websites - that we know of['United Kingdom']United Kingdom

Sena MP raises AIIMS cyber attack issue in RS['India'] India

AP BJP Leaders Lodge Complaint With CEC On Data Breach['India'] India

Point Blank Gamers Targeted with Backdoor Malware['United States']United States

Mumbai crime : History - sheeter arrested in Thane for aiding Rs 23 lakh bank account hacking['India'] India

Talk Talk hacker Elliott Gunton on trial at Norwich Crown Court | Crime['United Kingdom']United Kingdom

Gardaí and Data Protection Commission investigating as FAI headquarters targeted by hackers['Ireland'] Ireland

JUSTICE DEPT SAYS ASSANGE ENCOURAGED CHELSEA MANNING TO SEND HIM CLASSIFIED INFORMATION AND AGREED TO ACCEPT DATA OBTAINED THROUGH COMPUTER HACKING['United States']United States

Case lodged against unidentified persons for hacking into website at DM office , forging e - passes['India'] India

Nearly 7 lakh cyber attacks in 2020 , IT Ministry tells Parliament['India'] India

Chinese hackers took control of NASA satellite for 11 minutes['United States']United States

Warning As New Malware Bypasses Network Security Measures To Enable Attacks On PCs['China'] China

Enterprise hits and misses - DevOps gets a security overhaul , analytics gets ROI , and DoorDash gets hacked['United States']United States

National Party attacks Government over Tū Ora PHO hack['New Zealand']New Zealand

Hacker edited university grades , public prosecutor says['Saudi Arabia']Saudi Arabia

Hacking alerts on massive mail accounts in Burkina Faso['Burkina Faso']Burkina Faso

OAIC received 114 voluntary data breach notifications in 2016['Australia']Australia

Claims hackers hit Victorian personal injury law firm['Australia']Australia



Malware forces closure of hundreds of Tim Hortons outlets across Canada['Canada'] Canada

Two Vermonters sue Equifax over data breach | The Bennington Banner['United States']United States

GCHQ helps England team avoid Russian hackers at World Cup['England', 'Russia']England, Russia

Android emulator Andy OS is reportedly injecting cryptomining malware onto PCs['United States']United States

Just Jeans and Jay Jays owner the latest business affected by Page Up hack['Australia']Australia

Lazy  Hacking : Attack Automation Continues to Increase['United States']United States

TV Nova : Czech hacker charged with blackmailing Babiš['Czech Republic']Czech Republic

Hackers in China are using Datper Trojan['China'] China

Phishing attacks breach Alive Hospice for 1 to 4 months['United States']United States

NI newspaper review : Penitent Paisley and security data breach['United Kingdom']United Kingdom

New Cybercriminal Phishing Attacks with Fake Insurance Ads , Surveys & More ! 10 / 11 by WorkingTheWebToWin['United States']United States

Mat - Su scrambling in wake of malware attack hidden in system since as early as May['United States']United States

Authorities Uncover Phishing Scam Involving XRP Digital Coins['United States']United States

Banking association dismisses reports of customer data breach['Pakistan']Pakistan

Sugar City recall petition delayed by county malware attack['United States']United States

Traverse City Police Warn Public of New Phishing Scam['United States']United States

Malware insurance saves St . Lucie County Sheriff Office $550 , 000 after cyber attack['United States']United States

Report : e - Learning Data Breach Exposes 1 Million College Student Data['United States']United States

Critical Bugs in WordPress Plugins Allowed Hackers To Wipe Out Webpages : Here How To Protect Your Site['United States']United States

Cyber Security Today - Fraud Awareness Month , cruise line data breaches and ransomware attacks turning into data breaches['Canada'] Canada

Bainbridge park district hit by cyber attack | Bainbridge Island Review['United States']United States

Police investigate ransomware attack at Jamaica National['Jamaica'] Jamaica

LED Light Control Console Abused to Spew Malware['Russia'] Russia

Investors Risk Losing Assets From Increased Cyber Attacks On Advisors / Brokers , SEC Warns['United States']United States

REvil ransomware gang claims over $100 million profit in a year['Russia'] Russia

Bayhealth impacted by Blackbaud data breach - Delaware State News['United States']United States

Researchers Estimate Ryuk Ransomware Operations to Be Worth $150 Million['Russia'] Russia

After SolarWinds Data Breach in US , Vietnam Targeted in Similar Supply - Chain Cyberattack['Vietnam'] Vietnam

Hacking test papers, possible with a 30,000 won hacking tool['South Korea'] South Korea

E-government information seized? E-state hacked?['Turkey'] Turkey

Campaign to spread malware via e-mail using the identity of the University of Bucharest['Romania']Romania

The attack on the Instagram of the Defense Staff was carried out through phishing['Spain'] Spain

Anonymous hackers hacked Yandex. Navigator: now he speaks in the voice of Podervyansky UNIAN['Russia'] Russia

The Viminale launches the hacker alarm for Italy['Italy'] Italy

T-Online users affected: EU Commission warns of phishing fraud['Germany']Germany

Over 250,000 hacker attacks recorded this year in the Far Eastern Federal District['Russia'] Russia

The briefing from Netanyahu's office, the choices of the editors of the editions: the full story behind the spin of the Balfour hack['Israel'] Israel

ConJur - PF arrests two suspects of trying to hack the Justice of São Paulo['Brazil'] Brazil

EncroChat hacking: appeals are increasing against French justice['France'] France

Attack on mail order company Pearl: who hacked the IT systems?['Germany']Germany

Lidovky: The Prague Institute of Planning was used by hackers to mine cryptocurrencies['Czech Republic']Czech Republic

Daniel Beneš (Avast): Malware Krakonoš earned two million dollars, in the Czech Republic also thanks to the cracked game Kingdom Come['Czech Republic']Czech Republic

Renfe now discovers that it has been with the hacked website since 2006['Spain'] Spain

Protests in the US and hacks hit Twitter, it loses 1, 236 million dollars in the first semester['United States']United States

News about the hacker attack at Aalborg University: The criminals had access to health information['Denmark']Denmark

In the midst of the corona economic crisis... Low interest rate loan bait on Jeju Line voice phishing damage occurred - Kookmin Daily['South Korea']South Korea

[Seoul Newspaper] The secret of claiming unemployment benefits even though you are not fired in the US... Hacking of personal information of international scammers['United States']United States

Malware attempted to retrieve information from Discord and from developers' browser['France'] France

Phishing Attacks on Microsoft and Outlook via Microsoft Azure BLOB Storage['Russia'] Russia

Donkey report card? Hackers take care of raising the grades['Italy'] Italy

['https://sputniknews.com/20221126/website-of-major-iranian-news-agency-fars-down-after-hack-attack-1104735663.html', 'http://www.isra.com/news/269098', 'https://www.jewishpress.com/news/middle-east/iran-news/cyberwars-iran-blames-israel-for-fars-news-agency-hack/2022/11/27/', 'https://www.clevelandjewishnews.com/jns/iran-blames-israel-for-fars-news-agency-hack/article_262b9a8d-4510-5d64-9aff-208abd1c03e6.html', 'https://www.republika.co.id/berita/rm0hob430/kantor-berita-iran-diretas', 'https://www.lrt.lt/naujienos/pasaulyje/6/1830959/irano-naujienu-agentura-fars-sako-tapusi-kibernetines-atakos-taikiniu', 'https://www.bhol.co.il/news/1467346']CyberWars : Iran Blames Israel for Fars News Agency Hack | The Jewish Press - JewishPress . com | Jewish News Syndicate ( JNS ) | 3 Kislev 5783 – November 27 , 2022['Iran'] Iran

Testers hired to test information security arrested for attempted hack['Russia'] Russia

CIB bank phishing website ['Hungary'] Hungary

After hacks, SSPC warns of cyber attacks against the State['United States']United States

Money stolen by hacking the ATM booth system, 6 foreigners remanded['Bangladesh']Bangladesh



Indomaret Server Hacked, IDR 2.5 Billion Online Game Vouchers Hacked by Former Employees, Here's the Mode['Indonesia']Indonesia

Phishing alert: The message from Mercadona that claims to give away a coupon of 250 euros is false['Spain'] Spain

Judicial Branch clarifies that threatening trills were the product of hacking['Colombia']Colombia

There are delays in electronic transfers after hacking the Condusef['Mexico'] Mexico

Amazon : consumer advice center warns of GDPR phishing['Germany']Germany

Ransomware campaign spreads via email['Argentina']Argentina

The dot-com suffocation.. YouTube accused of being behind the Facebook hack['Egypt'] Egypt

Juror absent, phishing scam extreme - The Hankook Ilbo['South Korea']South Korea

ASCII.jp: Spyware that targets LINE users['Japan'] Japan

CoffeeMiner : WiFi Hacking to Embed Cryptominer in HTML Pages / Sudo Null IT News['Russia'] Russia

News : Hackers Hacked Page, Resurrect Sinai Crash Victim['Russia'] Russia

aadhar hacked : aadhar hack , man arrested by ccb police['India'] India

In the US, student is arrested for accessing tests before and hacking notes['United States']United States

['https://www.jdsupra.com/legalnews/bad-actors-continue-to-exploit-9037222/', 'https://securite.developpez.com/actu/336242/Six-mois-apres-la-divulgation-de-la-vulnerabilite-Log4Shell-les-instances-vulnerables-restent-accessibles-sur-Internet-et-des-personnes-tentent-de-les-exploiter-selon-un-rapport-de-Trustwave/', 'http://biz.heraldcorp.com/view.php?ud=20220922000027', 'https://www.insurancebusinessmag.com/us/news/cyber/statesponsored-hackers-exploit-vulnerability-to-hit-energy-providers-420096.aspx', 'https://www.insurancebusinessmag.com/ca/news/cyber/statesponsored-hackers-exploit-log4shell-vulnerability-to-hit-energy-providers-420094.aspx', 'http://heraldk.com/2022/09/21/6%EA%B0%9C-%EB%B0%9C%EC%A0%84-%EA%B3%B5%EA%B8%B0%EC%97%85%EC%97%90-5%EB%85%84%EA%B0%84-%ED%95%B4%ED%82%B9%EC%8B%9C%EB%8F%84-918%EA%B1%B4%ED%95%9C%EC%88%98%EC%9B%90-%EC%B5%9C%EB%8B%A4/', 'https://www.zazoom.it/2022-09-16/le-aziende-del-settore-energetico-nel-mirino-degli-hacker-da-settimane/11579713/', 'http://chechenews.com/64988-2/', 'htSix months after the disclosure of the Log4Shell vulnerability, the vulnerable instances remain accessible on the Internet and people are trying to exploit them, according to a report by Trustwave['United States']United States

In the campaign, digital attacks and 18 hacks were reported['Ecuador'] Ecuador

The FBI is investigating hacking attacks on a famous film festival['United States']United States

British hacker pleads guilty to stealing data from the Pentagon in 2014 - Interfax - latest news from Azerbaijan, Georgia and Armenia['United States']United States

Hacker Recycles Data on Half a Billion Facebook Users | Computing['United States']United States

OzTech : NSW seeks to bolster semiconductor industry ; 4 unis suffered cyberattacks ; MacTel DC still awaiting approval ; WA creative tech hub ; Ransomware targets liquidators['Australia']Australia

Russia under fire as cyber attack leaves 7000 out of work['Russia'] Russia

Windows devices targeted by PuzzleMaker malware exploiting Chrome zero - day flaw['United Kingdom']United Kingdom

Cybercriminals Unleashing Malware for Apple M1 Chips['United States']United States

HSE spent nearly €700 , 000 setting up  war room  after ransomware attack['Ireland'] Ireland

Mumbai Police Passport Verification System Hacked , Three Passports Verified['India'] India

New RAT malware uses sophisticated evasion techniques , leverages COVID - 19 messaging['United States']United States

Contractor  possibly  hacked and stole R77m from Postbank['South Africa']South Africa

Malware slams county offices ['United States']United States

Police look into hacking of Johnsonburg Area School District Facebook page['United States']United States

Ethiopia suffers increased cyber attacks - Journal du Cameroun['Ethiopia'] Ethiopia

Water Reclamation District Computers Restored After Ransomware Attack Disables Them['United States']United States

Hashtag Trending – WFH with Shopify ; Ransomware gang wreaks havoc ; Medical Repair Database goes viral['Canada'] Canada

Putin investigators targeting LGBTQs , Navalny , use Israeli phone - hacking tech['Russia', 'Israel']Russia, Israel

IHiS sacks 2 employees , slaps financial penalty on CEO over lapses in SingHealth cyber attack['Singapore']Singapore

Fayette Co . malware attack probe continues - Wilmington News Journal['United States']United States

Rome official :  No major information released  in data breach - News - Uticaod['Italy'] Italy

Kenyan hackers held in Rwanda have Sh100m cybercrime cases : The Standard['Rwanda'] Rwanda

KTMB to investigate hacking as possible cause of online ticketing glitch['Malaysia']Malaysia

Leave . EU chairman Twitter account hacked , private messages leaked['United Kingdom']United Kingdom

['https://paymentweek.com/2017-7-19-ashley-madison-data-breach-reaches-settlement/', 'https://www.thestar.com/business/2017/07/21/us-judge-approves-112m-settlement-for-hacked-ashley-madison-users.html', 'http://www.insurancejournal.com/news/national/2017/07/17/457733.htm', 'http://www.interaksyon.com/adultery-website-ashley-madison-in-11-2-million-settlement-over-data-breach/', 'http://abc30.com/society/ashley-madisons-parent-company-makes-$11-million-hacking-settlement/2224230/', 'http://www.spamfighter.com/News-21021-Creators-of-Ashley-Madison-in-$112-Million-Settlement-for-Data-Breach.htm', 'https://www.engadget.com/2017/07/16/ashley-madison-lawsuit-settlement/', 'http://fortune.com/2017/07/14/ashley-madison-settles-data-breach-suit/', 'http://www.sen360.com/high-tech/ashley-madison-paiera-11-2-millions-de-dollars-aux-victimes-de-son-piratage-821188.html', 'https://www.mtv.fi/lifestyle/digi/artikkeli/tieotomurto-maksoi-ashley-madisonille-miljoonia-korvauksia-jaetaan-paljastuneille-pettamissivuston-kayttajiLawyers score big in settlement for Ashley Madison cheating site data breach['United States']United States

Insurance Coverage for Lost Profits Arising from Cyber Attacks on the U . S . Power Grid['United States']United States

Officials : Ransom demanded in Licking County technology hack['United States']United States

Attempted data breach of Toys  R  Us rewards members accounts['United States']United States

SC Exclusive : Spyware disguises itself as IRS tax notification['United States']United States

Consumers Seek Worldwide Class in Yahoo Data Breach Case['United States']United States

FCC insists hackers , not John Oliver fans and net neutrality proponents , crashed the FCC website Monday['United States']United States

Heritage Valley : Still no evidence patient records compromised during cyber attack['United States']United States

Beth Shak Pennsylvania Home Broken Into , Hacking Horror Continues['United States']United States

Russian group that hacked DNC used NSA attack code in attack on hotels['United States']United States

Fears for 30 , 000 user data after INTO online learning portal hit by hackers['Ireland'] Ireland

DAILY POST : DPP orders CID to investigate ORENGO and MUDAVADI for hacking the IEBC & revealing RAILA ’ s numbers .['Kenya'] Kenya

Carbanak hackers pivot plan of attack to target banks , the enterprise['United States']United States

Scam alert : new phishing scam uses Foundation name – News – Nelson Mandela Foundation['South Africa']South Africa

SmartMetric Says Report Shows the Need for a Safer Biometric Secured Card -- Number of ATM Hacked in the united states Grew 546 %['United States']United States

Another data breach , a missing child and more['United Kingdom']United Kingdom

Last year data breach should have you filing your taxes ASAP['United States']United States



Russian Election Interference : Europe Counter to Fake News and Cyber Attacks['Europe'] Europe

Hackers target emails of Allahabad Nagar Nigam commissioner | lucknow['India'] India

Oil and Gas Cyber Attacks Increased in Past Year['United States']United States

Colorado Springs , Colo ., Shaken After Russian Hacker Indictments['United States']United States

Hackers have turned Discord into an account stealer - here what you need to know['United Kingdom']United Kingdom

Highway 407 employee charged in data breach['Canada'] Canada

Russian hackers steal VPN login data , revealing remote work risk : The Asahi Shimbun['Japan'] Japan

SAMAA - K - Electric billing , online services disrupted after Netwalker ransomware attack : report['Pakistan']Pakistan

New CDRThief Malware Targets VoIP Softswitches and Gateways['United States']United States

Data breach within Elite Comms Group ['United Kingdom']United Kingdom

Shanghai Man : AscendEX reopened after $80m hack , Huobi suffers key personnel departures , and government officials punished for mining activities – Cointelegraph Magazine['China'] China

Ontario nursing regulator says it has made  significant progres after cyber attack['Canada'] Canada

Suspicious logins reported after ransomware attack on US govt contractor['United States']United States

['https://www.realwire.com/releases/Upstreams-Secure-D-detects-malware-spike-in-Q1-2020', 'https://www.so-co-it.com/post/613705/upstream-s-secure-d-detects-malware-spike-in-q1-2020-with-29-000-malicious-android-apps-at-play-double-2019-figures.html', 'https://androidcommunity.com/number-of-malware-detected-increased-significantly-in-q1-2020-20200608/', 'http://www.itnewsonline.com/realwire/Upstreams-Secure-D-detects-malware-spike-in-Q1-2020-with-29000-malicious-Android-apps-at-play-double-2019-figures/24359']Upstream ? s Secure - D detects malware spike in Q1 2020 with 29 , 000 malicious Android apps at play , double 2019 figures['United States']United States

Facebook hackers conned users in £250 , 000 mobile phone fraud['United Kingdom']United Kingdom

Attacks that deploy malware directly on memory discovered -- home PCs targeted['Japan'] Japan

Credit union, voice phishing prevention of 2.5 billion won this year... Excellent employee commendation['South Korea']South Korea

NEWSru. co. il :: The Internal Revenue Service received information from the police on organized crime groups obtained with the help of spyware['United States']United States

Iranian hackers hunt US and Israeli military secrets by hacking into Office 365['United States', 'Israel']United States, Israel

Another hacker attack. They attacked a hospital for long-term patients, the police are already solving the case['Czech Republic']Czech Republic

Hackers Attack Corporate Networks Through FileZen File Sharing Servers['Russia'] Russia

This malware uses an unstoppable tactic to spread['France'] France

ORDO announced hacking of "websites" of the republic['Kyrgyzstan']Kyrgyzstan

Fraudsters have started creating phishing sites that generate QR codes to visit cafes['Russia'] Russia

Use of messages obtained by hackers divides the STF - Diário do Grande ABC['Brazil'] Brazil

The number of phishing pages of banks has increased in Russia['Russia'] Russia

Makassar's Dukcapil site was hacked, Rudy: America has just been hacked, especially if Dukcapil['Indonesia']Indonesia

20 people arrested for voice phishing gang that stole over 1 billion won with 50 loan baits['South Korea']South Korea

Vocational High School Students Hack the Kemdikbud Site, The Contents of the Message are Touching!['Indonesia']Indonesia

Hacking: Spying on more than 100 million smartphones, delete this dangerous app immediately - security researchers warned user to delete super vpn free vpn client app due to data theft issue['India'] India

Fake employers phishing data through advertisements. You can become a pole['Poland'] Poland

Police Arrested Duo In Cosmos Bank Cyber Attack | Police handcuffed two in Cosmos Bank cyber attack case['India'] India

['https://www.washingtonpost.com/politics/2021/10/14/newspaper-informed-missouri-about-website-flaw-governor-accused-it-hacking/', 'https://www.msn.com/en-us/news/politics/missouri-s-governor-is-threatening-hacking-charges-against-a-newspaper-because-he-has-no-clue-how-the-internet-works/ar-AAPxbxn', 'https://thehill.com/homenews/media/576824-missouri-calls-journalist-hacker-for-flagging-security-flaws-on-state-website', 'https://www.msn.com/en-us/news/politics/missouri-governor-is-extremely-confused-about-what-constitutes-hacking/ar-AAPx9qq', 'https://www.dailydot.com/debug/missouri-governor-reporter-hacker-mocked/', 'https://mashable.com/article/missouri-governor-mike-parson-reporter-html-hacking', 'https://www.itnews.com.au/news/us-governor-accuses-source-code-viewing-site-visitor-of-hacking-571312', 'https://techcrunch.com/2021/10/15/f12-isnt-hacking-missouri-governor-threatens-to-prosecute-local-journalist-for-finding-exposed-state-data/', 'https://www.rollingstone.com/politics/politics-news/missouri-govA newspaper informed Missouri about a website flaw . The governor accused it of  hacking .['United States']United States

Rail infrastructure in the crosshairs of hackers. Attacks are detected even with a 6-month delay['Poland'] Poland

The hacker was not even stopped by imprisonment, he hacked the internal network of the prison['Russia'] Russia

North Korean Hackers Who Created WannaCry Release Their First Linux Malware['North Korea']North Korea

University of Padua, hundreds of hacking attempts a day - Chronicle['Italy'] Italy

Cash withdrawal part-time job … Voice phishing reaches 180 million won - Diodeo['South Korea']South Korea

Wavebreaker, a malware to spy on Iranian users['Iran'] Iran

Weibo responds to blue V account posting obscene advertisements: It is hacking and investigation has begun - China Search Headlines['China'] China

Suspected hacking Antwerp port arrested in Spain['Belgium'] Belgium

Phishing attack by exchanging IDN characters in the domain again on the scene['Czech Republic']Czech Republic

Söderham residents are warned after a data breach['Sweden'] Sweden

Google Home and Wikipedia hacked by Burger King['Morocco']Morocco

Sparkasse Phishing : Incident : XXXXX ['Germany']Germany

Joe Savikataaq reflects on COVID - 19 , ransomware and 3 years as Nunavut premier['Canada'] Canada

Alliance Physical Therapy Group , LLC Confirms 2021 Data Breach Affected Tens of Thousands More People Than the Company First Thought | Console and Associates , P . C . ['United States']United States

US and allies dismantle RSOCKS botnet which use IP addresses for cyber attacks['India'] India

Minted $5M Deal Over Data Breach Nears Approval['United States']United States

Dont pay that suspicious PayPal invoice it a phishing scam['United States']United States

Central Florida construction firm : Ex - employee snatched personal records in data breach['United States']United States

LAUSD Chief Gets Unlimited Emergency Spending Powers After Vice Society Claims Stolen Data From Ransomware Attack -- THE Journal['United States']United States

Estonian World falls victim of a cyber attack['Estonia'] Estonia

Manufacturing firm Winpak brought to its knees by hackers['Canada'] Canada

Authentication services provider falls foul of data breach['United States']United States



Penetration tester Horizon3 . ai identifies Fortinet exploit source , assists those checking for potential attacks['United States']United States

AAVE price prevents an almost 10 % crash as a $60 million short hack fails['China'] China

Raydium announces details of hack , proposes compensation for victims['China'] China

Sedgwick County Vendors targeted by Email Spoofing and Phishing Scam['United States']United States

No evidence of mass dumping of HSE data stolen during cyber attack , Taoiseach says['Ireland'] Ireland

Fraudsters exploit interest in Facebook - backed digital currency Libra['United States']United States

Lyon County School District hacked in latest local agency cyber attack['United States']United States

7Kansas - based Valley Hope Association patient data breach['United States']United States

IRCTC website flaw lets hackers cancel booked tickets['India'] India

Phishing scam creates headache in courthouse['United States']United States

Romanian hackers on trial in Ohio stole millions and victimized thousands through malware , feds say['United States']United States

WCSG organizers ask fans to be wary of phishing | The Southwest Booster['Canada'] Canada

Phishing scam nearly cost Portland schools $2 . 9 million['United States']United States

Hacker paralyses Dubai firm computer systems , seeks ransom['United Arab Emirates']United Arab Emirates

2016 averaged 1 healthcare data breach per day['United States']United States

Turkey Arrests Journalist For Reporting On Hack['Turkey'] Turkey

LinkedIn hacker accused of exposing 100 million users faces extradition trial and 30 years jail['United Kingdom']United Kingdom

['https://insidebitcoins.com/news/icloud-hacker-demanded-175000-ransom-to-be-paid-in-bitcoin/184844', 'http://www.haberdar.com/sosyal-medya-ve-teknoloji/icloud-u-hackleyen-turk-hackerdan-apple-a-tehdit-talepleri-karsilanmazsa-300-milyon-kullanicin-bilgilerini-sosyal-medyada-paylasacak-h107345.html', 'https://tr.sputniknews.com/yasam/201810211035764707-apple-icloud-itunes-bitcoin-turkish-crime-family-kerem-albayrak-hack-fidye/', 'https://www.newsbtc.com/2018/10/19/icloud-hacker-demanded-175000-ransom-to-be-paid-in-bitcoin/', 'https://www.donanimhaber.com/iCloud-u-hackleyen-Turk-Apple-dan-175-bin-dolarlik-Bitcoin-istiyor--104406', 'https://www.gundemkibris.com/teknoloji/icloud-u-hackleyen-turk-hackerdan-apple-a-tehdit-h262760.html', 'http://t24.com.tr/haber/icloudu-hackleyen-turk-hackerdan-applea-tehdit-taleplerim-karsilanmazsa-300-milyon-kullanicinin-bilgilerini-paylasacagim,728762', 'https://www.sozcu.com.tr/2018/teknoloji/icloudu-hackleyen-turk-hackerdan-appledan-fidye-istedi-2693807/', 'http://www.gazetevatApple A threat from Turkish hacker hacking iCloud: If their demands are not met, 300 million users will share their information on social media['Turkey'] Turkey

Opus & Ponemon Institute Announce Results of 2017 Third Party Data Risk Study : 56 % of Companies Experienced Data Breach , Yet Only 17 % are Prepared to Mitigate Risk['Germany']Germany

Web App attacks up 69 %, US main source of cyber attacks['United States']United States

Pornhub users in malware warning after  cyber attack['United Kingdom']United Kingdom

Phishing attack at Colorado Mental Health Institute impacts 650 patients['United States']United States

Hong Kong privacy watchdog blasts electoral office for massive data breach['Hong Kong']Hong Kong

Doug Ford approval rating surges among hacked BMO and Simplii Financial customers['Canada'] Canada

Phone - hacking case due to start at High Court['Jersey'] Jersey

Bitcoin extends loss amid cyber attack ['Hong Kong']Hong Kong

PEXA says MasterChef hack wont impact sale['Australia']Australia

Wasaga Beach Ransomware Infects Town Computers News Centre News['Canada'] Canada

Bisonal Malware Used in Attacks Against Russia and South Korea['Russia', 'South Korea']Russia, South Korea

Hackers Put Viagra Reference Into Goa Children Organisation Website['India'] India

Phishing fears as CIPRO website changes hands['South Africa']South Africa

Finance Departments getting Targeted by Phishing Emails with . Com Payloads['United States']United States

Solon police warn residents of Netflix phishing scam['United States']United States

This Week In Credit Card News : Hackers Targeting Your Banking App ; Your Card May Offer Free Concierge Service['United States']United States

Government critic Ravio Patra questioned in WhatsApp hacking case['Indonesia']Indonesia

Rutter hit with federal lawsuit claiming $5M - plus in damage from data breach at its convenience stores['United States']United States

Owner of Servers Implicated in DNC Hacks Says No One Is Interested in Truth Behind Computer Crimes['United States']United States

Russia - Backed Hackers Try to Harvest Office 365 Credentials['United States']United States

Mint Lite | Covid vaccines , data breach , attacks on journalists & other news['India'] India

Eatigo reports data breach , personal data from customer accounts listed for sale online['United States']United States

Hackers Stole $2 . 3M From Wisconsin GOP , How Does It Affect Trump Reelection Bid ? ['United States']United States

Hackers continue targeting remote employees in India , 36mn attacks reported till Nov['India'] India

Massive Hack Exposes Bitcoin Greatest Weakness['United States']United States

Government - backed attacker attempt to hack Robredo spox Gmail account['Philippines']Philippines

They hack social networks of officials in Coahuila to extort citizens['Mexico'] Mexico

Digital Cyanide: YourCyanide ransomware spreads via links in PasteBin, Discord and Microsoft Edge['Russia'] Russia

['https://www.coinspeaker.com/hack-defiance-capital-founder-1-7m/', 'https://www.estrategiasdeinversion.com/actualidad/noticias/bolsa-eeuu/un-hacker-roba-17-m-de-dolares-en-nft-al-fundador-n-511357']Hack on DeFiance Capital Founder Cheong Sees Him Lose $1 . 7M in NFTs and Crypto['Singapore']Singapore

Bokra site - Police admit: We committed abuses using Pegasus spyware['Israel'] Israel

And one more ! New crypto site hacked, $135 million gone['France'] France

A ransom against stolen documents … Marolles - en - Brie victim of DarkWeb hackers['France'] France

North Korea's Suki Kim reports Polish government hacking['Poland'] Poland

"Invulnerable" Morpheus processor withstood 500 attacks by known hacker groups['Russia'] Russia

Computer attack on the Leganés City Council: three days hacked and no news of when they will return to normal['Spain'] Spain

In brief : digital town hall , Assange , cyber attack , Foxconn['Ecuador', 'United States', 'China']Ecuador, United States, China

Maximum alert released by Google. Hackers have put their guns on several companies['Romania']Romania



Again phishing e-mails in the name of Swisscom in circulation['Switzerland']Switzerland

New spyware attacks PCs around the world: protect yourself['Italy'] Italy

Paul - Ehrlich - Institute affected by hacker attack['Germany']Germany

South Sulawesi Regional Police Hunt Parepare Municipal DPRD Website Hackers['Indonesia']Indonesia

Anonymous hacks Sasek - sect: This is how the members are fanaticized['Switzerland']Switzerland

OMON detained suspects in hacking ATMs in Krasnoyarsk['Russia'] Russia

Attempted phishing scams with mobile operator customers - Novinite. bg - News from Bulgaria and the world['Bulgaria'] Bulgaria

Nastola. fi - the website was subject to a data breach - the website is closed for the time being['Finland'] Finland

Sada El Balad: Google discovers the most dangerous cyber attack on computers['Egypt'] Egypt

Russian hackers stole European government data for five years['European countries']European countries

Hackers attacked companies using MS Office tools['Ukraine'] Ukraine

Sada El Balad: Most notably America... Hackers launch 375 electronic threats per minute due to Corona['United States']United States

14. Through many apps including fake Aarogya Setu during the Corona period. 30 million malware did cyber attack: report['India'] India

Interview | Sven Herpig : Potsdam hardly had time to react to a hacker attack - Potsdam['Germany']Germany

AirAsia account hacked warning ['Thailand']Thailand

Urgente Brasil Paralelo suffers cyber attack by champions of red freedom['Brazil'] Brazil

1news website. az was subjected to massive DDOS attacks by hackers['Azerbaijan']Azerbaijan

Internet scams and phishing cases increase in Santiago['Chile'] Chile

Hacking into network computers 13: A virus disabled the computers['Israel'] Israel

After alleged hacking in Huila: Virtual Banking of Banco Agrario has not been violated['Colombia']Colombia

Crypto exchange Golix notifies customers of hacker hack['Russia'] Russia

Jeez! With the help of Tencent, Chinese police have already arrested 120 suspects of hacking PUBG['China'] China

Hackers attacked the FBI, NASA escaped the risk of being extradited to the US['United States']United States

Cologne: Hacker is said to have stolen credit card data['Germany']Germany

Litigation against Bancomer for hacking continues['Mexico'] Mexico

The National Insurance warns of a phishing scam['Israel'] Israel

Hackers hacked Mogilev police account ['Belarus'] Belarus

HanaTour hacking, large number of members' individual reports['South Korea']South Korea

Facebook got hacked but account closed Can you report?['Thailand']Thailand

Trial about data breach at SD ['United States']United States

The details of the activities of the hacker group Fancy Bear are revealed['Russia'] Russia

[Exclusive] Ministry of Defense destroys evidence of hacking... The habit of shrinking my hide came out again['South Korea']South Korea

They misspelled a character, the hacker got endless money['Hungary'] Hungary

Domestic bitcoin exchange "Coincheck" stopped due to failure-denial of hacking damage['Japan'] Japan

Ministries in Bosnia and Herzegovina have been blocked from accessing social networks due to the threat of a hacker attack['Bosnia and Herzegovina']Bosnia and Herzegovina

['https://uk.news.yahoo.com/emmanuel-macron-aide-claims-french-presidential-favourite-hacked-161500953.html', 'http://www.bobfm.co.uk/news/world-news/emmanuel-macron-aide-claims-the-french-presidential-favourite-was-hacked-by-russia/']Emmanuel Macron aide claims the French presidential favourite was hacked by Russia [ Video ]['France'] France

Kapersky Malware Report : Microsoft Office African users witness increased attacks['African countries']African countries

PA Officials Warn SNAP Recipients of Phishing Scam['United States']United States

Fonville Morisey Notifies of Data Breach ['United States']United States

Real - Time Reporting of Major Data Breach Events | Barnea Jaffa Lande & Co .['United States']United States

Database of key Dark Web hosting provider hacked – Chennaionline['India'] India

Hashtag Trending Feb . 15 – Ads in Snapchat stories ; exploit for unlimited Ethereum ; Chinese startup takes on Starlink['China'] China

Hacked city page raises eyebrows and fresh concerns['United States']United States

Canadian menswear chain Harry Rosen confirms cyber attack['Canada'] Canada

Kaseya Software Attack : Hackers Want to Extort $70 Million['United States']United States

Valley Hit With Phishing Email Business Scam['United States']United States

Porn is played on restaurant TV screen after delivery driver hacks into its WiFi system['United Kingdom']United Kingdom

Ala . Bank Bid For US Class In Data Breach Hits Wrong Note['United States']United States

MTV : Hacked therapy centre new CEO resigns | Yle Uutiset['Finland'] Finland

Fraud Alert : New phishing email pretends to be from Outlook Web Mail service['United States']United States

Nobody Is Safe  As Huge Solution Providers Like DXC Join Smaller MSPs Hit With Ransomware['United States']United States

NoRelationship phishing attack dances around Microsoft Office 365 email filters['Japan'] Japan

Hack of High - End Hotel Smart Locks Shows IoT Security Fail['United States']United States

Neuro Data Breach ; Flashbacks in Alzheimer ; Restless Legs and Suicide['United States']United States

Around 15 , 000 customers of Metro Mobility notified about data breach['United States']United States



Blame uni lax security for data leak , says UM  hacker  ['Malaysia']Malaysia

Hackers Dump 2 . 2M Gaming , Cryptocurrency Passwords Online['United States']United States

TN Manufacturing Firm Victim of Hack Attack « isssource . com['Tunisia'] Tunisia

News Briefs : New Anthem tower ; student housing ; another Equifax hack['United States']United States

North Korean hackers take control of South Korean government legal agency server['South Korea']South Korea

Held hostage by hackers ['United States']United States

Israeli soldiers duped into installing malware via fake Facebook profiles – Naked Security['Israel'] Israel

Snowden 2 . 0 : NSA Contractor Was Secretly Arrested By The FBI Back In August For Leaking Malware Toolkit['United States']United States

Brand New Day Data Breach from Vendor System Access['United States']United States

German Govt Inadvertently Reveals Police Monitor Gmail , Skype , Facebook & Use Snooping Malware['Germany']Germany

['https://www.networksasia.net/article/security-experts-hack-unsuspecting-familys-amazon-echo.1537757687', 'https://www.goodgearguide.com.au/article/646966/security-experts-hack-unsuspecting-family-amazon-echo/', 'https://www.pcworld.idg.com.au/article/646966/security-experts-hack-unsuspecting-family-amazon-echo/']Security experts hack unsuspecting family Amazon Echo | Networks Asia | Asia Source for Enterprise Network Knowledge['Asia'] Asia

Hacked passwords cause 81 % of data breaches['Australia']Australia

Hacker hits Digby business for $52K ['Canada'] Canada

DEA Deploying Powerful Spyware Without Required Privacy Impact Assessments['United States']United States

Computer science dropout held in Rajasthan for Jio data breach['India'] India

Target 2 Consumer Alert : Puppy scams and phishing emails['United States']United States

Your credit data is at risk as hackers seek to bully startups Latest News['India'] India

Top police officer warns businesses after Hampshire firm  hacked by terrorists['United Kingdom']United Kingdom

Democrat chief Wasserman Schultz : Most Wikileaks emails sent AFTER DNC realized they were being hacked -- Puppet Masters['United States']United States

Russian hackers  stole £2million in cyber['United Kingdom']United Kingdom

Alex Bessell charged over Google cyber attack['United States']United States

Royal shoemaker Loake Shoes compromised in email hack['United Kingdom']United Kingdom

Fraud cases across three prefectures involving Apple Pay exploit loophole : Sources['Japan'] Japan

Belle Fourche city servers hacked | Local News['United States']United States

[ H ] ardOCP : Beirut Hacks the Planet with Dark Caracal['Lebanon']Lebanon

NjRat secures top spot as most active network malware in 2017['United States']United States

Stalkerware  Seller Shuts Down Apps  Indefinitely  After Getting Hacked Again['United States']United States

Hackers target company owned by Woodlands board chair['United States']United States

New cryptojacking attack uses WannaCry exploit to mine on Windows servers['United States']United States

Thousands of cyber attacks target SA ['South Africa']South Africa

UKAD hacking : Premier League football players drug tests at risk['United Kingdom']United Kingdom

Fake Fortnite Apps for Android Spread Spyware , Cryptominers | Threatpost['United States']United States

Port of San Diego Hit by a Ransomware Attack Affecting its Computer Systems['United States']United States

Joplin Family YMCA Warns Members of Email Phishing Scam['United States']United States

Latvian National Sentenced To Prison For  Scareware  Hacking Scheme That Targeted Minneapolis Star Tribune Website['United States']United States

301K Patients Involved in St . Mary Paper Records Data Breach['United States']United States

Small homeware company hands over $10 , 000 to fake supplier after falling for hacking scam['United Kingdom']United Kingdom

Malicious Phishing Stopped Via Application Isolation from Bromium['United States']United States

Drake Lyrics Used as Calling Card in Malware Attack['United States']United States

Indiabulls Group confirms data breach following cyberattacks : Report['India'] India

Using a D - Link or Linksys router ? Odds are , youve been hacked['United States']United States

Phishing Campaign Uses Chase Fraud Alert as Lure['United States']United States

King named as victim of Blackbaud cyber attack – Roar News['United Kingdom']United Kingdom

FGCU , NCH among several hit with data breach to donor info['United States']United States

International police help Reserve Bank with data breach investigation['Australia']Australia

Hacker Compromises Employee Data at Texas School District['United States']United States

Hospital Says Data Breach Suit Is  Shooting The Messenger['United States']United States

Gardai in Donegal issue warning following ransomware attacks - Highland Radio['Ireland'] Ireland

The cyber attack did not affect the websites of law enforcement agencies['Ukraine'] Ukraine

IHK warns of cyber attacks ['Germany']Germany

3 Sites Owned by Yogyakarta Campus Hacked, 1 Owned by UGM['Indonesia']Indonesia

How Material Security hit a $1.1 billion valuation by protecting companies from email hacks['Russia'] Russia

Houses in the Leningrad region were hacked with an insult to the President['Russia'] Russia

Under Express Reserve. The cyber attack on the National Transparency Platform['Mexico'] Mexico

A cyber attack was carried out on the State Administration website and Zelensky's statement on the peace treaty with Russia was posted - March 3, 2022['Ukraine'] Ukraine



Shipping via Express: An elaborate and sophisticated phishing campaign has been detected in Israel['Israel'] Israel

Engineer appointed interim director of Technologies after CCSS hack | GDA – Grupo de Diarios América['Costa Rica']Costa Rica

Coinhive, a thief-mining malware, is extreme... Infecting 15,000 PCs['South Korea']South Korea

Hive ransomware puts a damper on Damart's IT Computerworld['France'] France

Voice phishing by manipulating 010 number... Repeater management 1st trial 2 years in prison['South Korea']South Korea

Hackers attack even in the summer. Beware of Andreed, Triada and Cerberus malware['Czech Republic']Czech Republic

Passport System Hack: Heber Announces Greater Moral Support for Computers['Uruguay'] Uruguay

Top: Attempts by IRGC hackers to infiltrate the accounts of women's rights and environmental activists['Iran'] Iran

BlaBlaCar: be careful with your reservations, a wave of phishing is raging on the platform['France'] France

Victims of the millionaire bitcoin hack to Mt. Gox will receive compensation after 7 years['Japan'] Japan

UN hacked since April ['Belgium'] Belgium

Rep. Min Kyung-wook, virtual currency exchange locked with hackers' personal money, special security measures required['South Korea']South Korea

Oops, this hacker forum just got hacked for the 4th time in 2 years['France'] France

Mandatory mask wearing, hacking of Twitter accounts in the United States, desperate Trump... Update on this Thursday morning['United States']United States

Store hacked in Dnipro: sausage and cheese were taken away | Evening Dnieper['Ukraine'] Ukraine

Corona conditions increase cyber attacks on vital sectors['United Arab Emirates']United Arab Emirates

Norwegian supervision exposed to phishing attack: It appears that e-mails have been sent out to the entire contact list['Norway'] Norway

Brainwashing by black mouths, hackers manipulate retail accounts to intervene in speculation on multiple stocks['China'] China

The response center's system may have been hacked for the second time as well - these entities offer crisis assistance to victims['Finland'] Finland

Prim news - MKB Bank: Phishing letters also arrive with references to COVID-19['Hungary'] Hungary

Saint - Nazaire: shipyard employees victims of an unhealthy computer hacker['France'] France

Horny people be careful! Hackers use nude girls to extract WinRAR, insert malware['Thailand']Thailand

Malware united states general failure on Windows to install cryptocurrency miner['United States']United States

It blocked the computer of people who visited pornographic sites: the convicted hacker!['Belgium'] Belgium

120 French private clinics victims of a massive computer hack['France'] France

Facebook removes Zuckerberg's posts due to Sony Pictures hack in 2014['United States']United States

Hackers hack Primorye accounts to use them to slander Kozhemyako['Russia'] Russia

Hacker attack on official records. Can't you deal with the problem?['Poland'] Poland

Posti brought the malware in the United States with surprising results['United States']United States

DK, 15-year-old minor, indicted for Vini and OPT hacks['Denmark']Denmark

Russians used this Citroën C3 as a hacking station['France'] France

Chipocalypse continues . Found seven new ways to hack Intel, AMD and ARM processors['Russia'] Russia

SynAck ransomware is back...and $3,000 for decryption['Saudi Arabia']Saudi Arabia

Accident in an ambulance, an attempt to hack into traffic police systems, AI - border guards at the Riga airport['Latvia'] Latvia

CIA Malware Targeting Linux 'OutlawCountry' -- WikiLeaks Reveals['United States']United States

Nayana company pays $1 million to release hacked accounts['South Korea']South Korea

In MIK K, 21 Internet hacks were recorded['Kazakhstan']Kazakhstan

Hüsnü Bozkurt cyber attack ['Turkey'] Turkey

Personal/Financial Information Hacking 1.2 billion per day … Same ID / password habit no['South Korea']South Korea

Again "Russian hackers": "Interfax" figured out their offenders['Russia'] Russia

About 130 million personal donations over 7 years… Causes such as hacking and internal employees['South Korea']South Korea

3300 personal reports, hackers arrested... 2nd damage['Japan'] Japan

3 billion victims of Yahoo hacking in 2013... Stepfather Haired['United States']United States

Northwestern faces numerous lawsuits , from harassment to data breach['United States']United States

Ilonggo Tech Blog : Data Breach | Iloilo Technology News , Reviews and Specs['Philippines']Philippines

Some Quebec government services offline after hack['Canada'] Canada

TSO warns customers after names , email addresses compromised in ransomware attack['Canada'] Canada

Hacked ATMs Lead to Compromised Personal Information['United States']United States

INM19 : Mailboxes of four people rebuilt in data breach['Ireland'] Ireland

VDSS Warns Of Phishing Scam - Electric 94 . 9['United States']United States

Block ( ASX : SQ2 ) share price jumps 6 % despite reporting a data breach['Australia']Australia

Cybersecurity : Attacker uses website contact forms to spread BazarLoader malware['United States']United States

Experts say hackers increasingly targeting crypto accounts['United States']United States

LexisNexis Risk Solutions Study Shows Nearly Half of Participating Healthcare Payers Experienced a Data Breach in the Last Five Years , Costing an Average of $5 . 39M per Incident['United States']United States

['http://www.jdsupra.com/legalnews/yet-another-target-settlement-79275/', 'http://www.jdsupra.com/legalnews/business-litigation-alert-expect-more-51919/', 'http://mondaq.com/unitedstates/x/603892/data+protection/Yet+another+Target+settlement+highlights+data+breach+costs', 'http://www.wrcbtv.com/story/35673693/tn-joins-185-million-settlement-with-target-over-data-breach', 'http://www.greenevillesun.com/business/local_business_news/tennessee-joins-target-data-breach-settlement/article_73234d6e-25dc-53ec-9388-377734c6f639.html', 'http://www.minicassia.com/news/article_b67103a2-5053-11e7-8232-c3d3a520a7f6.html', 'http://mondaq.com/unitedstates/x/602314/Corporate+Commercial+Law/State+Attorneys+General+Reach+185M+Agreement+with+Target+Over+2013+Data+Breach', 'http://www.jdsupra.com/legalnews/target-settles-for-18-5m-over-2013-10481/']Business Litigation Alert :  Expect More . Pay More . No Sale for Target After Paying Out Over $60M in Data Breach Settlements['United States']United States



Wisconsin man charged with hacking doorbell cameras , fake 911 calls['United States']United States

School says no data compromised by  random  email phishing attempt['United Kingdom']United Kingdom

Ohio National Guard cyber team called to Akron to mitigate malware attack['United States']United States

Chili Parent Co . Must Face Data Breach Suit , Court Told['Chile'] Chile

Loose online lips sink hack targeting governments and embassies['United States']United States

IoT cyber attacks cost united kingdom economy £1bn each year['United Kingdom']United Kingdom

2016 Hack Shows Uber Breached Australian Privacy['Australia']Australia

CCB arrests hacker in international drug racket case['India'] India

In latest medical data breach , Singapore authorities fail to live up to standard they set for others - Techgoondu['Singapore']Singapore

Security bugs in popular Cisco switch brand allow hackers to take over devices['United States']United States

Australian cyber spooks hacked Islamic State comms before major battle['Australia']Australia

Millions of personal data compromised in the first half of 2019 : Top level government agency hacked['Philippines']Philippines

Investigation underway after  possible data breach  at Virginia Department of Behavioral Health and Developmental Services['United States']United States

Rainbow Six Siege Faced With New Hack That Switches Your Operator['United States']United States

McLaren patient information may have been accessed in phishing scam['United Kingdom']United Kingdom

Yahoo Ad Servers Infect 100 Of Thousands With Malware['United States']United States

Third Circuit Finds FCRA Violation Alone Confers Standing for Data Breach Suit['United States']United States

Data breach hits world largest payment system manufacturer['United States']United States

Thousands targeted by  ransomware  email scam which copies AGL Energy bills['Australia']Australia

Millions of SAP users exposed to ransomware due to GUI vulnerability['Germany']Germany

Details Around Romanian Phishing Kit Creator , Campaign Revealed ['Romania']Romania

Gadget ; Now hotels face ransomware attacks['South Africa']South Africa

Company Warns of Data Breach ['United States']United States

Graham : Russia Was Behind Hacks , Not Trump ’ s ‘ 400['Russia'] Russia

Dara Quigley case : inquiry under way into possible data breach['Ireland'] Ireland

Blog : Hillary announces new computer scheme , gets hacked right out the gate['United States']United States

Kenya : Witness in Kisumu Poll Petition Claims He Hacked IEBC Server['Kenya'] Kenya

New Mafia  cyber attacks on businesses up 23 percent in 2017['United States']United States

St Albans data breach investigated by Information Commissioner Office['United Kingdom']United Kingdom

Alabama Man Sentenced to Prison for Elaborate  Phishing  Scheme['United States']United States

Some services restored after Mecklenburg County ransomware attac['United States']United States

Walters : State Data Breach Much Larger Than First Thought['United States']United States

UK think tanks hacked by groups in China , cyber - security firm says['UK'] UK

2018 Data Breach Pace Slows as FTC Warns on New Medicare Cards['United States']United States

Thousands may be victim to LCS data breach['LCS'] LCS

St Anne ’ s JCR website hacked by pro - Palestinian liberation group['United Kingdom']United Kingdom

N . J . gas attendant pocketed $300K by hacking gas pump computers , police say['United States']United States

Telefonica hit by data breach possibly exposing full customer data['Spain'] Spain

New phishing scam has targeted more than 200 in Duke community['United States']United States

Vulnerable Vendors : Automaker Data Breach Highlights Importance Of Vendor Cybersecurity - Employment and HR['United States']United States

SingHealth hack : Ad hoc communication led to delay in taking action['Singapore']Singapore

Phishing attack affects participants in Brunswick Co . Schools benefits plan['United States']United States

Hacker hits crypto trading platform ['United States']United States

Sharjah Police recover 210 hacked social media accounts , crack down on cybercriminals['United Arab Emirates']United Arab Emirates

Black Shadow Hacker Group Demands 50 Bitcoins from Insurance Company to Stop Leaks['Israel'] Israel

Suspected Chinese hack  downloaded 500 MB data from BCCL network : AP report['India'] India

Shell Hacked Via Accellion FTA ['Netherlands']Netherlands

Allen ISD cyberattack : Hackers trying to extort district['United States']United States

Dying Light 2 was hacked six months after its release['Russia'] Russia

Bajnai Analytica: the data protection commissioner was also harassed by SMS by the left-wing phishing group['Hungary'] Hungary

The site called ShitExpress was hacked, and the customers and their messages were exposed['Hungary'] Hungary

International hacker organization Anonymous, Russian cyber attack … Elon Musk also helps['Russia'] Russia

Anonymous hackers took down the FSB website['Russia'] Russia

In Belgium, phishing represents 25 million euros of fraud in 2021!['Belgium'] Belgium

Amur resident used hacked accounts on "Gosuslugakh" to get loans | DV - ROSS news of the Far East['Russia'] Russia



Salaries rise and trailer hacking continues['Mexico'] Mexico

The post office warns customers about a possible phishing campaign['Poland'] Poland

Hacking. The Guadeloupe region denounces a "large-scale" cyberattack['France'] France

All prisoners: they disrupted the gang that hacked the Judiciary in Chaco['Argentina']Argentina

The US government is investigating an attempt to hack a submarine cable off the coast of Hawaii['United States']United States

Brothers of El Mencho command the CJNG, revealed hacking to the Sedena['Mexico'] Mexico

Industry Minister Moon Seung-wook inspects our energy infrastructure due to hacking of US pipelines['United States']United States

Monday : Metaverse - Jobs , China - Firecrackers , Hospital - Hack , Tesla - Influence & Smishing['China'] China

The hacker managed to steal the conversation from the Clubhouse, writes Bloomberg February 22, 2021 - Technology - St. Petersburg News['Russia'] Russia

The fact of an attempt to hack the website of the State Committee for National Security was revealed['Kyrgyzstan']Kyrgyzstan

A fourth implicated in hacking the Municipal Presidency of Camargo is presented before a judge['Mexico'] Mexico

Hackers began to break into the sites of large companies by brute-force passwords['Ukraine'] Ukraine

Seven people were arrested in a major operation in Bosnia and Herzegovina: They hacked bank accounts['Bosnia and Herzegovina']Bosnia and Herzegovina

The Bank of Mexico reported an attempt to hack its website['Mexico'] Mexico

Commercial scams surge three times, police shovel 713 phishing botnets['China'] China

Tokyo Paralympics impersonating phishing email warning, click to become a zombie PC: Companion in the 100-year-old age Bridge Economy['Japan'] Japan

MyCERT Issues Warning of Hacker Attacks Targeting Government Officials['Malaysia']Malaysia

US prepares sanctions against Russia - new attack by Cozy Bear hackers angered Washington -['Russia', 'United States']Russia, United States

Behind the attack on sites in Bynet is a government hacker group - CERT. BY['Belarus'] Belarus

They blame Fieronymus for hacking Atlético de San Luis networks['Mexico'] Mexico

Hackers are threatening to disable millions of e-mail addresses['Israel'] Israel

Be careful of the health checkup result notification message... Hacking files installed on mobile phone['South Korea']South Korea

Fraudsters phishing mBank card details. They impersonate a website with serials['Poland'] Poland

Hacking the headquarters of former rival Lukashenka caught on video['Belarus'] Belarus

Report: The Russian hackers exploited a vulnerability in VMware for the giant attack['Russia'] Russia

"Hacked" McDonald's to create an overview of ice cream machines that are out of order['Norway'] Norway

CNI BANKS - The CNI prevented the massive withdrawal of funds from bank accounts by hackers - Spain['Spain'] Spain

Federal Office warns of wave of cyber attacks['United States']United States

Samsung had installed hacking software on the Galaxy S4 - ICT news['South Korea']South Korea

Fürth: Phishing - Mails: Cyber attack on Fürth SPD - parliamentarians - Fürth['Germany']Germany

Hackers still cheat 2FA: Cunning technique bypasses new SMS protection in Android['Denmark']Denmark

AR - The Houzz company shared the news about the hack['United States']United States

Aurangabad News : ten facebook account hacks for women defamation - ten facebook account hacks for women defamation['India'] India

On the eve of PIS withdrawals, Caixa has attempted to hack accounts['Brazil'] Brazil

Phishing targeting Free subscribers: you don't win gifts without breaking eggs['France'] France

La Jornada : The BdeM prepares sanctions against institutions that were hacked in 2018['Mexico'] Mexico

Truck drivers hacked from the US El Maana de Nuevo Laredo['Mexico'] Mexico

Avast identifies malware in the Kik Messenger app['Portugal'] Portugal

Head of FB: Hackers are attacking the US "from everywhere"['United States']United States

Uber hid that it suffered a massive hack that affects 57 million users['United States']United States

State hacks citizens ['Germany']Germany

Debit card hacking on the rise at ATMs and business terminals['South Korea']South Korea

Arrested for cyber attacks on companies to steal bank card data['Spain'] Spain

Phishing emails: Scammers pretend to be the tax office['Austria'] Austria

Hackers attacked a software company with malware['Finland'] Finland

I thought it was Seo, but it's malware... Interception of password and memo['South Korea']South Korea

['https://www.bankinfosecurity.com/interviews/analyzing-75-million-ucla-health-data-breach-settlement-i-4282', 'https://www.fiercehealthcare.com/tech/health-it-roundup-ucla-health-reaches-7-5m-settlement-over-2015-data-breach']Health IT Roundup UCLA Health reaches $7 . 5M settlement over 2015 data breach['United States']United States

Android malware targeting Instagram accounts!['Turkey'] Turkey

Arrested hackers who stole personal information from Jin Investment and DBPia['South Korea']South Korea

33 million personal treasures... Incheon Metropolitan Police Agency arrests hackers in their 20s['South Korea']South Korea

The social network Twitter of the Tretyakov Gallery was hacked by posting a video of Navalny['Russia'] Russia

The horse maker pulled the tens of millions of industrial chains and intercepted 170,000 pieces of ransomware with 360 punches['China'] China

cyber crime Kolkata school webinar hacked , probe on to track hackers['India'] India

AirTag Successfully Hacked to Show Custom URL in Lost Mode['United States']United States

Fremont County , Colo ., Extends Cyber Attack Emergency Declaration['United States']United States



Hacker steals $100 million from crypto project Mango['United States']United States

Data Breach Alert : St . Lucie County Drug Screening Lab | Console and Associates , P . C . ['United States']United States

Cyber attack hits CNN Philippines website during presidential debate['Philippines']Philippines

Health data breaches swell in 2021 amid hacking surge , POLITICO analysis finds['United States']United States

IoT malware EnemyBot abuses critical VMware , F5 BIG - IP flaws['United Kingdom']United Kingdom

Hackers attempted to steal around €13 million from Bank of Valletta in Malta['Malta'] Malta

Hackers compromised Emergency Warning System and send email and text messages to thousands of Australians['Australia']Australia

Customers of Singapore Airlines were warned about Phishing website promising free air tickets['Singapore']Singapore

The Runner | News Brief : Kwantlen Student Association Manages Internal Data Breach['Canada'] Canada

Man jailed for hacking Cheshire Police and GMP websites in  revenge attack['United Kingdom']United Kingdom

Anomali Threat Research Team Discovers BITTER APT Phishing Campaign Targeting People Republic of China Government Agencies['China'] China

The Central Bank of the Bahama website has been hacked and we hear nothing of the incident !['Bahamas']Bahamas

Hackers Demand $1 Million In XRP After Bank Data Theft['United States']United States

Hotels in 10 states and DC may have been hit by hackers['United States']United States

Ghana reaches quarterfinals as hackers target African Cup['Ghana'] Ghana

Kenya cyber attacks growing in sophistication ; prevention is key['Kenya'] Kenya

Personal data possibly hacked from consular service email system['Taiwan'] Taiwan

German Cyber Agency Chides Yahoo Over Hacking Probe['Germany']Germany

Investigation continues into possible Port Angeles data breach['United States']United States

How a coffee machine brewed up ransomware and other startling findings in the HIMSS cybersecurity report['United States']United States

Somerville House donors warned of data breach['Australia']Australia

16K Patients Notified Following Phishing Scam in MD Facility['United States']United States

Kaspersky Lab : Detected  Equation  Malware Not Linked to 2015 Cyber Incidents['United States']United States

Warning : Double Device Relay Key Fob System Hack for Thieves to Steal Your Car['United States']United States

Windows Installer service hacked to infect victim systems with malware['United Kingdom']United Kingdom

AG settles data breach case for $264 , 000 , issues $400 per Social Security number penalty['United States']United States

Easter Holiday Phishing Scams and Malware Campaigns['United States']United States

Christian advocacy group hit by cyber attack after calling out Turkey human rights violations['Turkey'] Turkey

No Insurance Coverage For Data Breach Incident In Florida['United States']United States

ABS - CBN could have prevented data breach in online shop privacy agency['Philippines']Philippines

Russian hacking attacks could  flood US cities with sewage  and cause deadly explosions['United States']United States

Media monitoring app Mention suffers third party data breach['Ireland'] Ireland

Legco set to act on massive data breach at Cathay['Hong Kong']Hong Kong

Court Of Appeal Confirms Supermarket Vicariously Liable For Data Breach By Rogue Employee - Data Protection['United Kingdom']United Kingdom

Garda investigation file being prepared against Dublin man wanted in US for alleged $2m bitcoin hacking theft['Ireland', 'United States']Ireland, United States

Lawyers in Equifax Data Breach Case Want Material Surrendered to Congress['United States']United States

FEU investigating possible hack , exposure of student data['Philippines']Philippines

Anonymous Hacks Internet Provider Twitter Account After Tweeting Cybersecurity Tips['United States']United States

Dubuque Man Charged In Michigan Hacking Scheme['United States']United States

Facilities Maintenance Firm Recovering From Malware Attack['United States']United States

Iranian threat groups intensify spear - phishing email operations in Middle East and Europe following Soleimani killing['Middle East', 'Europe']Middle East, Europe

Hacker broadcasts child porn to Ont . food bank video call['Canada'] Canada

WDG Public Health is reporting a data breach['Canada'] Canada

Zynga granted limited discovery on player accounts in data breach cases['United States']United States

Melbourne company The Heat Group was hacked in 2019 , costing the business $2 million . Here how it happened . ['Australia']Australia

Assured Imaging Ransomware Causes Data Theft Affecting 245K Patients['United States']United States

Cyber hacking : State report finds growing threat to local businesses , individuals['United States']United States

Israeli companies targeted with new Pay2Key ransomware['Israel'] Israel

Cyber Security – Reserve Bank of New Zealand supports stakeholders affected by illegal data breach['New Zealand']New Zealand

Unanswered questions in the SolarWinds Orion hack['United States']United States

Mercado Libre began to notify users affected by the March hack: what the message says['Argentina', 'Mexico']Argentina, Mexico

Thousands of euros stolen with phishing mail['Austria'] Austria

Samara recorded 10.8 million cyber attacks on information systems of authorities['Russia'] Russia

Mining Bitcoin with USB Drives, Justice Department Ransomware Targeted, This is the Recap['France'] France

Hacked website of Clinical Center Kragujevac['Serbia'] Serbia



Cyber criminals hack Linux systems using PRoot['Netherlands']Netherlands

Cryptobot malware collects crypto wallet passwords['Russia'] Russia

Ze-power hacked the Verkhovna Rada. The consequences will be massive['Ukraine'] Ukraine

The incident of cyber attacks on systems in Vietnam decreased slightly['Vietnam'] Vietnam

Kaspersky: Covid has also affected hackers. Attacks on mobiles have decreased, ransomware is on the rise['Czech Republic']Czech Republic

Telex: Afnic renewed for 5 years, Ransomware disrupts online bookstores, STG wants to merge McAfee and FireEye['France'] France

ProxyShell - Exploit : Microsoft admonishes to the Exchange - Server - update['United States']United States

Bank Pekao donates PLN 900. A new phishing is circulating on the Polish network['Poland'] Poland

Unocero - They find malware on Android that is capable of stealing data bypassing two-step authentication['Mexico'] Mexico

Census impersonation email phishing scam extreme – Radio Seoul['South Korea']South Korea

Pirate bin Salman! First hacked then leaked information['Turkey'] Turkey

April click day for autonomous bonuses, the Inps site went haywire due to a hacker attack['Italy'] Italy

Detective adventure Twin Mirror hacked on release day['Russia'] Russia

Paralyzed by ransomware, the metropolis of Marseille expects a return to normal until the end of May['France'] France

Major port player in Antwerp hacked: two days to l ... (Antwerp)['Belgium'] Belgium

Hackers attacked 1,000 computers of Symrise fragrance manufacturer['Germany']Germany

A group of hackers attacked the servers of World of Warcraft Classic['Russia'] Russia

They detect the sending of malware through emails that impersonate the Ministry of Economy and Business['Spain'] Spain

The Ministry of Information restricted access to copies of websites of Belarusian banks through which hackers collected data['Belarus'] Belarus

[Government Inspection Briefing] Ministry of Foreign Affairs hacking attempts, 60,000 in 8 years... China's largest['China'] China

Baltimore after the EternalBlue hack ['United States']United States

Scarnos, the spyware that steals data from Windows and Android['Italy'] Italy

I'm a f*cking Putin clown: Kremlin mouthpiece Solovyov's community hacked (photo)['Russia'] Russia

High Density – Malware spies on specific locations through the microphone of infected phones['United States']United States

Hackers make railway train tickets for free['Russia'] Russia

Russian hackers have found a new way to withdraw money from the cards of Russians['Russia'] Russia

Condusef suffers hacker attack [National] - 08 / 05 / 2018['Mexico'] Mexico

[Government Inspection Briefing] About 1,000 cases of national pension hacking over 3 years … China's most['China'] China

Bhubaneswar news , Crime news , without getting higher education a rickshaw puller hacked atm['India'] India

Hackers spoof government emails to spread malware['Vietnam'] Vietnam

[Exclusive] Bithumb non-executive director PC hacking revealed... It is different from the employee PC hacking explanation['South Korea']South Korea

US jails man behind  bulletproof hosting  service that helped malware operators evade detection['United States']United States

Kentucky shutting down unemployment website for four days due to  massive  fraud , hacking attempts['United States']United States

Nation - State Attackers Use RTF Injection to Easily Spread Malware['United States']United States

How Hackers Looted 2600 ETH In Rari Cross - Chain Exploit['United States']United States

Hashtag Trending July 20 – Fear excessive surveillance ; China blamed for hack ; Chip shortage hits smartphones['China'] China

McMenamins Data Breach Much Broader Than Previously Reported['United States']United States

M . C . Dean , Inc . Reports Data Breach After Unauthorized Party Had Access to the Company Computer System for Six Months | Console and Associates , P . C . ['United States']United States

New York community bank reports data breach['United States']United States

Delight as Facebook restores businesswoman pages after ISIS hacking dispute['United States']United States

How Not to Acknowledge a Data Breach Krebs on Security['United States']United States

Illegal phishing activities in the Philippine digital sea['Philippines']Philippines

DATA BREACH BLOWBACK - JAMCOVID exposure a treasure trove for scammers , says expert['Jamaica'] Jamaica

Black Army Rises | The Important Things about the Border Crisis | Double - Extortion Ransomware Attacks , and more['United States']United States

SharePoint Online scam – sadly , phishing not dead – Naked Security['United States']United States

DSW grapples with cyber attack , eyes store closures - Columbus Business First['United States']United States

Chinese wifi routers expose private networks to hackers · TechNode['China'] China

Uber Tipping Behavior Revealed , Apple App Store Malware , and More News['United States']United States

DarkUniverse APT Uses Just - in - Time Malware Creation['Russia'] Russia

New RIPlace Bypass Evades Windows 10 , AV Ransomware Protection['Russia'] Russia

Phishing joined by whaling in fraud threat to businesses['United Kingdom']United Kingdom

Electronic Data Breach – Scammer Uses Email['United States']United States

The FBI just indicted a Russian official for hacking . But why did Russia charge him with treason ?['United States']United States

Sagan Technology Latest Release Includes Malware Detonation['United States']United States

Hundreds of Bucks County employees , affiliates hit with phishing ploy over email ['United States']United States



Hackers use fake Amazon website link for scamming consumers['India'] India

Beacon Health warns of possible data breach involving 1 , 200 patients ['United States']United States

Doubts Raised Over Italy BitGrail $195 Mln Hack Loss Claim['Italy'] Italy

Michigan Department Of Treasury Warns Businesses About Phishing Scams['United States']United States

Lame Google Play apps that attack users with Windows malware is still a thing['United States']United States

Oath must swear to comply with GDPR after massive Yahoo data breach['European Union']European Union

Stop Using These 41 Popular Smartphone Apps , As Indian Govt Calls Them All  Chinese Spyware  ['India'] India

Botnet fraud is an expensive risk , but it worth $20 million a month for hackers and cybercriminals Quartz['United States']United States

Russian - linked group behind DNC hack now conducting covert intel operations , firm says['United States']United States

Middletown Schools Hit With Ransomware Attack['United States']United States

Hackers swiped an operator manual for a fancy airborne killing machine / Boing Boing['United States']United States

Notorious Bank Hacking Syndicate  Cobalt / Carbanak  Still Active after Mastermind Arrest['United Kingdom']United Kingdom

Data breach sees farm names passed to badger activists['United Kingdom']United Kingdom

Bethesda security exploit exposes user name , name , and contact information['United States']United States

Mumbai : Diamond trading firm bank account hacked , two arrested['India'] India

Targeted Phishing Campaign Leverages Death of Iranian General Qasem Suleimani['Iran'] Iran

American Medical Tech Reports 2019 Email Hack Impacting 47K Patients['United States']United States

Stueve Siegel Hanson Investigates Tandem Diabetes Care Data Breach['United States']United States

Ohio County Sheriff Turns to Paper Following System Hack['United States']United States

CMA CGM cyber attack : the questions you should be asking your team . | Hellenic Shipping News Worldwide['France'] France

Hacker Used Malware to Delete 69 , 000 Patient Files at San Juan Regional['United States']United States

Vulnerability in NPM allowed malware to be distributed under the guise of legitimate packages['Russia'] Russia

The police filed a complaint with the organized crime department regarding Friday's cyber attacks['Romania']Romania

Hacker in action, Facebook warns you by mail['Italy'] Italy

On the day the national cyber crisis alert was raised, North Korea's Kim Soo-ki hacking attempt was detected['North Korea']North Korea

Cyber attack on Uponor: were the hackers looking for a ransom?['Finland'] Finland

Students SAB Bree hack their own school['Belgium'] Belgium

Chainalysis: October updated the record for the amount of cryptocurrency stolen by hackers['Russia'] Russia

CCSS removes two hierarchs from office as part of hacking investigation['Costa Rica']Costa Rica

News agencies hacked, journalists call for end to war['Bangladesh']Bangladesh

Commercial spyware found on Samsung smartphones['South Korea']South Korea

Hacking attempt affects health accounts ['Venezuela']Venezuela

Facebook: your phone number might have been bought by hackers['France'] France

Mac: critical flaw in macOS gives root access to hackers['USA'] USA

UN Internal Data Hacked by Hacker : Okezone techno['Indonesia']Indonesia

Apple and Google blamed for cyber attacks['Turkey'] Turkey

Public mask app Personal safety number … Citizen hacking movement to find direct answers['South Korea']South Korea

Alleged hacks violate the security of Morelians: ASM['Mexico'] Mexico

What is the Kazuar malware and what does it have to do with the massive US cyber attack?['United States']United States

Russian LinkedIn and Dropbox hacker sentenced['United States']United States

Region affected by hacker attacks ['Denmark']Denmark

Politicians' accounts hacked and hacked. Examples['Poland'] Poland

Caution: reawakened and particularly dangerous malware has already infected more than a hundred computers in Estonia['Estonia'] Estonia

U.S. Department of Health hacked... Pompeo, is it time to spread rumors in China?['United States']United States

Hacker helped listen to phones and read messages for money['Ukraine'] Ukraine

The site about the Constitution was attacked by hackers. All user traffic is passed through a company from the USA['Russia'] Russia

The National Police arrested 11 cybercriminals , one in Gran Canaria , who would have defrauded more than 2 . 400 . 000 euros through phishing scams and CEO scam['Spain'] Spain

Subscription malware: $200 a month to steal passwords and other data['Spain'] Spain

5 Lakhs Fraud After E-Mail Id Hacking | Fraud of 55 lakhs by hacking email['India'] India

GOT premiere was hacked more than 58 million times - 780 AM['Paraguay']Paraguay

Malware that captures bank credentials is allegedly back – Cybersecurity Company: Program administrators collected email addresses of Gmail, Yahoo and Hotmail users['Finland'] Finland

Stealing Money Online: Georgia Fewer Bank Malware Attacks['Georgia'] Georgia

A third of the serious cyber attacks in Israel this year were not reported to the authorities['Israel'] Israel

cosmos bank cyber attack money issue | 94 crores went to Chari from Cosmos Bank; Only 10 lakhs was returned['India'] India

Hacked, Images of Tombstones Appear on the Boyolali Bawaslu Website['Indonesia']Indonesia



3.5 billion attacks targeting the financial industry with Akamai hacking information in 18 months['South Korea']South Korea

Credit card hacking ['France'] France

After the bank hack , will I receive my fortnight on time ?['Argentina']Argentina

Thursday in the Kama region: the minister in the Duma and hackers influence OFAS['Russia'] Russia

Malware URLZone Attacks Japanese Companies Using Process Hollowing Technique['Japan'] Japan

Hacker attacks on aircraft infrastructure ['Poland'] Poland

['http://rinf.com/alt-news/newswire/russian-hacking-memo-reveals-how-us-intel-pinned-leaks-to-kremlin-rt-us-news/', 'https://www.legitgov.org/Russian-hacking-memo-reveals-how-US-intel-pinned-leaks-Kremlin', 'https://www.sott.net/article/400344-We-want-to-believe-Russian-hacking-memo-shows-US-intel-pinning-leaks-to-Kremlin-was-an-exercise-in-wishful-thinking', 'https://www.rt.com/usa/443644-russia-hacking-methods-election-memo/']Russian hacking  memo reveals how US intel pinned leaks to Kremlin['United States']United States

Patanjali Kimbho App: French Hacker Claims Baba Ramdev Kimbho App is a Security Disaster['India'] India

The deep web that terrifies companies: cyber attack kits for 35 euros['Spain'] Spain

Tech: Kering is a malicious code on the web: hackers diverted cryptocurrency to their own account['Hungary'] Hungary

Netflix series hack ['France'] France

Nearly 600 Vietnamese homepages were hacked in November['Vietnam'] Vietnam

Hackers paralyze computers ['Germany']Germany

The South Sulawesi Regional Police are not aware that their website has been hacked['Indonesia']Indonesia

Turkey e-mails from the hacked account of the ambassador['Turkey'] Turkey

A programmer hacked the system and shortened your working week to two hours['Croatia'] Croatia

Fancy Bears hackers provided documents about the Olympic champion from the United States Byrd['United States']United States

Hackers controlled Antwerp's container port for several years['Belgium'] Belgium

744 procent mere malware mod Mac i 2016['Denmark']Denmark

NSO Group : The Israeli spies who hack iPhones with a single SMS['Israel'] Israel

Moss municipality hacked. All the politicians were locked out['Norway'] Norway

E - Commerce Platform Data Breach Settlement Receives Final Court Approval - Litigation , Mediation & Arbitration['United States']United States

CL0P hacking group hits global conglomerate Swire Pacific Offshore['Singapore']Singapore

iTWire - Ransomware gangs find workers who watch porn at work a weak point['Australia']Australia

Office Depot Europe responds to data breach | OPI - Office Products International['Europe'] Europe

Was your data stolen in Austin police hack ? Here how to look['United States']United States

The Microsoft Exchange Server hack : A timeline['Australia']Australia

180+ OAuth 2 . 0 cloud malware apps detected['United States']United States

Palestinian hackers face charges of cyber espionage - New Delhi Times - India Only International Newspaper['India'] India

High volumes at Covid testings centres amid ransomware disruption['Ireland'] Ireland

Scammers spread malware by posing as customers on live chat platforms['United States']United States

Facebook - Cambridge Analytica data breach lawsuit ends in 11th hour settlement['United States', 'United Kingdom']United States, United Kingdom

Malware builder uses fresh tactics to hit victims with Agent Tesla RAT['United States']United States

Commerce Ministry EDF Website Faces a Massive Data Breach['Pakistan']Pakistan

DDoS hackers use new exploit to amplify attacks by 4bn times['Ireland'] Ireland

Hackers target food supplier to the stars Daylesford Organic['United Kingdom']United Kingdom

Max Corner : The Biggest Hacks from a Tumultuous Week in Crypto['United States']United States

McDonalds hack sends a wakeup call to kiosk , ATM deployers alike['United States']United States

Misconfigured IT ( Again ) Leads to Big Health Data Breach['United States']United States

2nd recent , large DHS data breach affects 3K people['United States']United States

Two years later , hackers are still breaching local government payment portals['Japan'] Japan

Check Point warns channel of ransomware rise – Channel EYE['United Kingdom']United Kingdom

Purcellville leaders apologize for data breach , notification of residents['United States']United States

Web site hack could be as bad as vote attack , warns Florida officials['United States']United States

Went out boozing in SF during Dreamforce or Oracle OpenWorld ? Malware may have slurped your bank card • The Register['United States']United States

Water Treatment Plant Hack Kicks Off RSA Conference['United States']United States

Community Care hacked ['Canada'] Canada

Vic taxpayers hit by data breach ['Australia']Australia

Cryptocurrency Mining Malware Hosted in Amazon S3 Bucket['United States']United States

Single employee blamed for enormous data hack['Australia']Australia

Malware preventing access to folders ['United States']United States

Dangerous data breach at Heathrow : How insiders can threaten public safety['United Kingdom']United Kingdom

Half of firms fail to properly report a data breach this year['United Kingdom']United Kingdom

Tees GP systems back online after hack attack['United Kingdom']United Kingdom

Goldman Scarlato & Penny , P . C . Announces Investigation of Data Breach at America Job Link Alliance['United States']United States



Stalkerware vendor Retina - X capitulates to vigilante hacker , shuts down  indefinitely  / Boing Boing['United States']United States

Hackers Use Google To Serve Amazon Scam Ads , Again 03 / 19 / 2018['United States']United States

Russia Power Plant Hacks , Zscaler IPO , Equifax Insider Trading['Russia'] Russia

Cobb tells employees not to open City of Atlanta emails after hacking['United States']United States

Lord & Taylor Wants Data Breach Suit Moved From Del . To NY['United States']United States

Bank ID - fraudsters exploit electricity companies in new scam['Sweden'] Sweden

['https://www.notimerica.com/ciencia-tecnologia/noticia-portaltic-descubren-campana-malware-email-suplanta-ministerio-trabajo-economia-social-20200821133242.html', 'https://www.europapress.es/portaltic/ciberseguridad/noticia-descubren-campana-malware-email-suplanta-ministerio-trabajo-economia-social-20200821133228.html', 'https://www.diarioinformacion.com/nacional/2020/08/21/descubren-campana-malware-email-suplanta/2293740.html']Portaltic .- They discover a malware campaign by email that impersonates the Ministry of Labor and Social Economy['Spain'] Spain

Juice jacking : Beware public USB charging stations , possible hacks - Story['United States']United States

Delta Customer Says Data Breach Suit Shouldnt Go To Calif .['United States']United States

Globe website hacked due to  poor internet connection service['Philippines']Philippines

DOJ charges 3 people , seizes 15 suspected  hacking - for - hire  sites['United States']United States

Hacker Targeted Arizona Counties | Arizona Daily Independent['United States']United States

Mini - bond victim caught in united kingdom regulator data breach['United Kingdom']United Kingdom

Intel processors vulnerable to new Snoop hack['United Kingdom']United Kingdom

CISA hit parade of malware aimed at federal agencies -- FCW['United States']United States

Teen hacker behind data breach of WA Health Department paging system['Australia']Australia

Data Breach At Latah County Courthouse['United States']United States

SA massive data breach actually happened in May – and took nearly three months to  contain['South Africa']South Africa

Chinese Hackers Pursue Key Data on U . S . Workers | China Digital Times ( CDT )['United States']United States

Shooters hit out at data breach at weapons branch['Australia']Australia

Credential phishing attack impersonating USPS targets consumers over the holidays['United States']United States

Garda watchdog targeted by hackers in new cyber attack['Ireland'] Ireland

Watch : Vermont data breach and you -- protecting your personal identity['United States']United States

Hackers expose Hyundai logistics data after apparent ransomware attack['South Korea']South Korea

Recovery of 43.1 billion won in virtual assets hacked by North Korea Story Bitcoin A to Z │ Magazine Hankyung['South Korea']South Korea

Hacking in the Treasury occurred through a virtual desktop and through brute force['United States']United States

Email is the main vector for cyberattacks: 94% of companies have suffered a spear phishing or identity theft attack by email this year, according to Tessian['France'] France

Afreeca TV hacking commotion, during broadcast Chinese people have no mothers chatting['South Korea']South Korea

Microsoft warns: Hackers continue to use Log4j in attacks['Serbia'] Serbia

Largest vehicle dealer in Europe reports ransomware attack['Europe'] Europe

FortiGuard Labs reports ransomware unabated, remains relentless and destructive: Kii Minpo AGARA['Japan'] Japan

Download Link Chika , Be Careful Phishing Can Crack Personal Data !['Indonesia']Indonesia

In the middle of the World Cup fever, they tried to hack ARSAT['Argentina']Argentina

Hacked website of the Ministry of Education and Science of North Macedonia['North Macedonia']North Macedonia

Hackers have leaked information about Aktieinvest's customers['Sweden'] Sweden

['http://www.diodeo.com/news/view/2237556', 'http://news1.kr/articles/?2999184', 'http://news.donga.com/Main/3/all/20170521/84490021/1'][Professional baseball] Pro baseball ticket site hacking … untimely stand-up['South Korea']South Korea

The cyber attack on SEPE collapses the unemployment offices | Burgos newspaper news['Spain'] Spain

Prosecutor's Office seeks clues to the hacking of the Meduca website['Panama'] Panama

FC Huang and Rajabhat were hacked on Twitter. demand ransom of 200,000 baht account!['Thailand']Thailand

Data breach at NHH – password stolen from VPN service with known security hole['Norway'] Norway

Hack (attempt) in hospital and municipality: Urgency leak did not seem clear['Netherlands']Netherlands

Morning briefing: Airbnb to be listed on the stock market for DKK 200 billion / Film producer bypasses cinemas and bets on streaming / Hackers go after supply chain for vaccines['Denmark']Denmark

Incibe alert of a phishing campaign that impersonates the Tax Agency and causes the download of malware['Spain'] Spain

ISS has made up the huge bill for hacker attacks: Will cost at least half a billion kroner['Denmark']Denmark

By the minute, they hack Donald Trump's campaign page['United States']United States

Cryptocurrency Mining Hacking … Symantec halved VS IBM quadrupled['South Korea']South Korea

Two students from Grodno, out of curiosity, hacked websites['Belarus'] Belarus

Photos of road accidents and dubious links: watch out for phishing on Facebook['France'] France

Invited the colleagues to a farewell coffee batter left and committed a data breach['Sweden'] Sweden

Within 5 Minutes Spyware Israel, Able To See The Contents Of Your Cell Phone Enough To Know The Phone Number['Indonesia']Indonesia

Don't be fooled: it's not a chocolate tester recruitment, it's a phishing scam['Poland'] Poland

US company hack, this man from Gamping, Sleman was caught by the police['United States']United States

Two zero-day flaws in WordPress plugins used by two groups of hackers['France'] France

Suspected data breach at Region Östergötland['Sweden'] Sweden

Income Tax Scam is a big attraction for hackers - Notícias - Cotidiano['Brazil'] Brazil



The social network draugiem has been hacked. lv['Latvia'] Latvia

Hack weapons found on GTA servers ['Russia'] Russia

Inside-IT: New malware steals Ether and Co.['Switzerland']Switzerland

The site of the traffic police has been hacked and blocked for days - Chronicle['Italy'] Italy

French market regulator victim of hackers['France'] France

Malware attack: The hero on the keyboard still fails the paper exam['Vietnam'] Vietnam

Adup spyware detected on 700 million Android phones! customer service , news['Turkey'] Turkey

Police arrested one after another for voice phishing gangs ... recovering some of the damages['South Korea']South Korea

Port company is the victim of hacking ['Mexico'] Mexico

St . Clair County , Ill ., Puts Services Back Online After Hack['United States']United States

CaptureRx Data Breach Hits MetroHealth System , 16 Others['United States']United States

Anson officials expects full recovery from cyber attack by end of July['Anson'] Anson

  Unmanageable : Authorities Hid Key Details About Massive Cyber Attack From Congress , Lawmaker Says['United States']United States

Phishing attacks bounce back after pandemic slowdown['United States']United States

Australian Teenager Sold Remote - Access Spyware To 14 , 500 People , Earned $300 , 000['Australia']Australia

Eleventh Circuit Affirms Approval of Largest Data Breach Settlement in U . S . History | King & Spalding['United States']United States

['https://www.prokerala.com/news/articles/a1231296.html', 'https://www.deccanherald.com/international/healthcare-vaccine-supply-at-risk-of-cyber-attacks-report-1065591.html', 'https://www.glamsham.com/world/technology/healthcare-vax-supply-chain-face-greatest-hacking-risk-report', 'https://www.healthcareitnews.com/news/roundup-multiple-healthcare-orgs-report-cyber-attacks']Healthcare , vax supply chain face greatest hacking risk : Report['India'] India

['https://niyitabiti.net/2022/08/google-play-store-compromised-by-hiddenads-malware-ncc-warns-nigerians/', 'https://guardian.ng/news/nigeria/hiddenads-malware-jeopardises-users-privacy-nigerians-warned/', 'https://www.thisdaylive.com/index.php/2022/08/10/google-play-store-compromised-by-hiddenads-malware-ncc-warns-nigerians/']HiddenAds malware jeopardises user privacy , Nigerians warned | The Guardian Nigeria News - Nigeria and World News Nigeria The Guardian Nigeria News – Nigeria and World News['Nigeria'] Nigeria

Cyberspies drop new infostealer malware on govt networks in Asia['Asia'] Asia

AeroGrow discloses data breach , card skimming malware blamed['Japan'] Japan

Phishing , ransomware cases drop in 2018 , but SingHealth hack  stark reminder  of cyberthreats : CSA['Singapore']Singapore

Universities reinstalling spyware for exams['Australia']Australia

Equifax Inks $30M Deal With Credit Unions Over Data Breach['United States']United States

Hackers leak credit card info from Costa Rica state bank['Costa Rica']Costa Rica

Scammers are hacking government website to steal CERB benefits['Canada'] Canada

Pre - installed malware discovered on Alcatel smartphones['China'] China

Customers falling for fake bank clerk phishing scam['Vietnam'] Vietnam

Phishing email sent from Mpls . mayor account after hackers strike['United States']United States

iTWire - NSA exploit EternalRomance  formed basis for alleged Chinese tool['United States']United States

Mongolia detains 800 Chinese tourists for online hacking , gambling , and money laundering['Mongolia']Mongolia

Iran backed militia attempts to hack Okaz , Saudi Gazette websites['Saudi Arabia']Saudi Arabia

Embry Riddle Aeronautical University hacking unveils a student and an employee behind the crime['United States']United States

Not so Unhackable ; Hackers Find Vulnerability in Trezor Wallet - Inside Bitcoins['United States']United States

News in brief : fears over electronic voting ; TV hit with ransomware ; Telsa ’ s mileage data store – Naked Security['United States']United States

New Zealand Hits with Newspaper Phishing Scam['New Zealand']New Zealand

BMW and Range Rover top car crime league as hackers swoop['Germany', 'United Kingdom']Germany, United Kingdom

Wikileaks reveal NSA cyber weapons used to hack Pakistan mobile system – Neritam['Pakistan']Pakistan

Trump Organization Paid Putin Agents Who Hacked Democratic Party Systems , British Spy Documents Claim['United States']United States

Breach site finds 1 billion accounts in hacked datasets['United Kingdom']United Kingdom

Phishing hits Indian ['India'] India

Newly discovered exploit can move malware between devices over the air['United States']United States

Probe into massive data breach almost complete , says Salleh['Malaysia']Malaysia

Zuma among millions open to ID theft after hack['South Africa']South Africa

Trump NOAA Nominee Signed Deal With China , Which May Have Hacked NOAA['United States']United States

CCB on a long , hard chase for couple involved in ATM hacking['India'] India

Hamilton Man Pleads Guilty To Assisting Russian Hacking – The Square['Canada'] Canada

IMF Hacked ; No End in Sight to Security Horror Shows['International Monetary Fund']International Monetary Fund

Cybercriminals spotted hiding cryptocurrency mining malware in forked projects on GitHub['United States']United States

Idaho state government hacked twice in three days['United States']United States

Hudson s Bay hacking designated as PCS Global Cyber loss event['Canada'] Canada

No evidence funds are missing in cyber hacking , says Liberty CEO['South Africa']South Africa

Alaska DHSS data stolen in April hack ['United States']United States

Council accused of  seriou employee data breach['United Kingdom']United Kingdom

British Airways owner IAG reveals profits hit by rising fuel costs as more details of cyber attack emerge['United Kingdom']United Kingdom

Hackers continue to target government ministers['Namibia'] Namibia



Police inform members of public about data breach['United Kingdom']United Kingdom

RCMP , Calgary police helped US in ransomware indictments['Canada', 'United States']Canada, United States

Health Sector Most Targeted by Hackers , Breach Costs Rise to $17 . 76B['United States']United States

Q1 2020 : Over 200k ransomware attempts blocked against SMBs in SEA['Singapore', 'Malaysia', 'Indonesia', 'Philippines', 'Thailand', 'Vietnam', 'Brunei', 'Cambodia', 'Laos', 'Myanmar', 'East Timor']Singapore, Malaysia, Indonesia, Philippines, Thailand, Vietnam, Brunei, Cambodia, Laos, Myanmar, East Timor

AMP targeted in cyber attack ['Australia']Australia

Bell County prioritizing election security after neighboring county clerk gets hacked['United States']United States

Hacked Patient Records Land Athens Orthopedic Clinic in Hot Water with OCR | McGuireWoods LLP['Greece'] Greece

Global finance falls victim to China spyware campaign - Nikkei Asia['China'] China

They hacked 50 gadgets via Bluetooth to prove that no one is safe['Poland'] Poland

We keep getting attacks, says CCSS about new hacking attempts['Costa Rica']Costa Rica

The Saeima's announcement about Russia, a supporter of terrorism, provokes a cyber attack['Latvia'] Latvia

12 Perpetrators of BRI Customer Data Hacking Arrested['Indonesia']Indonesia

From bankruptcy to hacking, the coin version of Lehman Incident… Smells like fraud - Kookmin Ilbo['South Korea']South Korea

Cyber threat activity continues to grow in Q3 2022: Kryptik malware variants increased 236.22%, and botnet activity soared 35.39%, according to Nuspire['France'] France

They investigate Santiago for scam through hacking of WattsApp['Chile'] Chile

['https://www.cleveland.com/news/2021/01/greater-cleveland-food-bank-hacked-but-donor-and-employee-information-not-accessed.html', 'https://www.dailyrepublic.com/all-dr-news/wires/greater-cleveland-food-bank-hacked-but-donor-and-employee-information-not-accessed-cleveland-com/']Greater Cleveland Food Bank hacked , but donor and employee information not accessed [ cleveland . com ] ['United States']United States

Jutarnji list - Groaning in the center of Osijek: The bicycle rental terminal was hacked and released in front of the Cathedral['Croatia'] Croatia

Government subsidized loan bait... Hacking app installed when clicking on the application form['South Korea']South Korea

Taxi driver base arrested for voice phishing delivery['South Korea']South Korea

Fraudsters started sending phishing emails under the guise of payments from the State Service['Russia'] Russia

Used the theme of vaccination. Hackers created a fake website of the Ministry of Health to hack computers['Ukraine'] Ukraine

Hacker accused of bank fraud arrested in Morocco['Morocco']Morocco

[Exclusive] In the ransomware attack, Korean large companies were also breached more than 10 times in a year['South Korea']South Korea

DeFi - Furucombo project hacked for $14 million['Ukraine'] Ukraine

Malware in February 2021 : Trickbot trojan became the most dangerous threat for the first time['Russia'] Russia

Uncommon Phishing Targets Ledger Customers['France'] France

Jeju Air · Air Seoul was hacked, passport number + name + cell phone stolen['South Korea']South Korea

Stacking up money and depositing it? 35 years of police help, phishing criminal caught['South Korea']South Korea

Chinese hacker group has been exploiting vulnerability in Windows servers since August['China', 'United States']China, United States

The Kaunas portal was hacked. day lt: false news about the coronavirus was published['Lithuania']Lithuania

Adolescents and hackers: 571 arrests of Spanish minors under 18 years of age in 2019 for cybercrime['Spain'] Spain

A hacker stole almost 4 million rubles from the account of a Moscow company['Russia'] Russia

Bihar Election Hacking 2020, Dainik Bhaskar Investigation Update; Hackers Sell Data Of 9 Crore Voter For Rs 70000 | Data of 9 crore mobile users hacked along with 7 crore voters of Bihar, sold for 70 thousand during elections['India'] India

In Chisinau, hackers earned 5 million lei in four years['Moldova']Moldova

CARNET: We are under a cyber attack, we have reported it to the Ministry of Interior['Croatia'] Croatia

Rows of Personal Data Hacking, the PDP Bill is Increasingly Urgent['Indonesia']Indonesia

Senator Harboe after hacking Digital Government: The situation is very embarrassing['Chile'] Chile

Child pornography on Enschede computer after attempt to hack websites['Netherlands']Netherlands

Besançon and its metropolis targeted by malware['France'] France

Anonymous against oil: regional and municipal sites hacked['Italy'] Italy

Massive hack on Romanian hospitals to steal patient data['Romania']Romania

B. J. P's website hacked; B. J. P. Substitute beef['India'] India

Hackers gained access to important data on the server in a matter of hours['Estonia'] Estonia

Hackers got into the system ['Russia'] Russia

Hackers attack SMEs to reach large companies['Spain'] Spain

Hacking to change results, caught later – Tech City['Bangladesh']Bangladesh

Russian in the US faces life imprisonment for hacking['United States']United States

The Mirai malware is in Finns' Zyxel modems, the Finnish Communications Regulatory Authority warns - Tietoturva['Finland'] Finland

The moderates in Gothenburg had their Facebook account hacked['Sweden'] Sweden

Tether wallet phishing app steals funds from crypto wallets and sends them to Binance and Bittrex accounts['Germany']Germany

Moscow spoke about the number of hacker attacks on the portal of the city government['Russia'] Russia

Hacker behind death list with 1 . 300 named persons sent to prison for 20 years['Denmark']Denmark

Recap IT: CIOs reconciled with open innovation, Deloitte hacked, DevOps pays very well in France['France'] France

500 million passwords hacked ['Germany']Germany

Hackers hijack Windows information and demand bitcoin reward['Colombia']Colombia



5 Koreans , 4 Pinoys nabbed for online banking hacking activities['South Korea', 'Philippines']South Korea, Philippines

NCSC offers free training to schools after rise in cyber attacks['United Kingdom']United Kingdom

iTWire - Avast researchers warn cryptocurrency users to be vigilant with a new effective malware detected['Australia']Australia

New Exploit Breaks Current Spectre Defenses ; Fixes Hard Without Performance Impact['United States']United States

8 More Orgs Added to Eye Care Leaders EMR Data Breach Tally['United States']United States

Fraudsters use I - T refund as bait for phishing attacks['India'] India

['https://www.theargus.co.uk/news/national/17610323.disgruntled-student-staged-talktalk-hack-after-college-rejection-court-told/', 'https://www.walesonline.co.uk/news/wales-news/talk-talk-hacker-daniel-kelley-16208101', 'https://www.mirror.co.uk/news/uk-news/student-staged-77m-talktalk-hack-14977359', 'https://www.dailymail.co.uk/news/article-6980383/Disgruntled-student-staged-TalkTalk-hack-college-rejection-court-told.html']Student staged £77m TalkTalk hack after getting rejected from computer course['United Kingdom']United Kingdom

5 Men Withdraw Rs 8 . 3 Lakh After Hacking Into ATM Server In Ahmedabad : How They Did It['India'] India

UK arrests 17 - year - old hacker , likely to be behind Uber and GTA 6 hack['UK'] UK

Calif . Bar Taps Cooley Over Data Breach , Ups Leak Estimate['United States']United States

Canada the target of  thousand of cyber attacks every day , CSIS reveals['Canada'] Canada

Hackers Claim Responsibility for California Ransomware Attack['United States']United States

Energy discount phishing : Robbed of £25 , 000 in text scam['United Kingdom']United Kingdom

Legislature warns of phishing scheme involving official seal['Guam'] Guam

Single server ties hacked diplomatic cables to Chinese cyberattacks worldwide['China'] China

WannaCry Ransomware Threat Prompts US Government Emergency Meetings , Experts Blame NSA['United States']United States

Facebook Investors Win Access To Records Over Data Breach['United States']United States

Facebook Rips NSO Group  Gamesmanship  In Hack Suit['United States']United States

Cryptojacking : The growing malware menace['United States']United States

BEC scams evolve from  Nigerian Prince  to sophisticated malware['Nigeria'] Nigeria

This new malware doesnt even need a connection to infect devices['United Kingdom']United Kingdom

EFCC arrests  facebook hacker ['Nigeria'] Nigeria

Business Associate Data Breach Impacts Multiple Providers['United States']United States

Cyber attack in Canada spawns $60 million lawsuit Canadian Underwriter['Canada'] Canada

There fraud , and then there backdoor routers , fenced logins , malware , and bribing AT & T staff seven figures to unlock 2m phones['United States']United States

5 things to know on CTVNews . ca for Monday September 9 , 2019 : Hurricane Dorian , Bianca Andreescu , health data breach['Canada'] Canada

Hackers Launch Widespread Botnet Attack on Crypto Wallets Using Cheap Russian Malware['United States']United States

Hackers exploit software features of automotives['United States']United States

FCA Recalls 1 . 4 Million Cars After Jeep Uconnect Hack['United States']United States

Hackers Made Millions Using Infected PCs in Click Fraud Scheme['United States']United States

Assault Alleged at ICE as Spat Erupts Involving Hacker at Atrient Stand['United States']United States

CoPilot Blames Malevolent Insider for 2015 Data Breach['United States']United States

Alternative Chavista Website Aporrea Reports Cyber Attack in Venezuela['Venezuela']Venezuela

Senate To Question Roger Stone Over Russian DNC Hacking['United States']United States

Malware That Targets Both Microsoft , Apple Operating Systems Found ['United States']United States

hacking : Your credit data is at risk as hackers seek to bully startups['India'] India

[ H ] ardOCP : HVAC Hackers Attack More than the Thermostat['United States']United States

Sydney bank accounts hacked in $1 . 5 million  tap and pay  fraud['Australia']Australia

Cryptocurrency Tether , hit by a $31 million hack , calls criticism  uninformed and baseless  ['Australia']Australia

Developing Countries Show Malicious Hack Attack Growth['United States']United States

Russian election hacking investigation leads to Harrisburg['United States']United States

Alabama among states affected by Kansas commerce hacking['United States']United States

CryptoMix ransomware variant carries new . tastylock extension['United States']United States

Car - share biz GoGet became data share biz after 2017 hack attack • The Register['Australia']Australia

More South Africans found in the Facebook data breach['South Africa']South Africa

Nova Scotia Arrests Teen Who Discovered Massive Government Data Breach['Canada'] Canada

Still no timeline to bring Nova Scotia portal website back online , 76 days after data breach['Canada'] Canada

Chinese Cyber Attacks Hit European Businesses['European Union']European Union

Gold Coast Health Plan warns of data breach['Australia']Australia

Kimpton $600K Data Breach Settlement Denied['United States']United States

Nova Scotia privacy website at centre of data breach to be brought back online  in the coming week - Halifax['Canada'] Canada

Nation - State Phishing : A Country - Sized Catch['United States']United States

Suspect may have stolen gas from SD gas station by using a remotely - activated hacking device['United States']United States

Responding to Reported Marriott Data Breach , Leading Israeli Cybersecurity Firm ITsMine Provides AI Data Protection Tool Free of Charge['Israel'] Israel

Coronavirus response : Hacking emergency food supply chains['United States']United States



Data breach class actions Georgia Supreme Court finds allegations of imminent risk of identity | Kilpatrick Townsend & Stockton LLP['United States']United States

GE Healthcare patient monitors are hit by potentially easy - to - exploit security flaw['United States']United States

Last week internet outage due to cyber  attack , Chief Information Officer says['United States']United States

Consultants to get court documents on probe into alleged INM data breach['Ireland'] Ireland

Remote work model : ISACA warns on cyber attacks['Nigeria'] Nigeria

Cyber attacks on NHAI system traced to HK , Taiwan : Report - The Hindu BusinessLine['India'] India

Garmin Connect is down again , amid possible global cyber attack['United Kingdom']United Kingdom

Banijay confirms internal data theft in cyber attack['France'] France

Man arrested after phishing email used to make fraudulent PUP claims['Ireland'] Ireland

Hackers Steal 81 , 000 Facebook Accounts , Selling Them for as Low as 10 Cents Each['United States']United States

Web hosting service Exabytes hit by ransomware attack , still restoring services['Malaysia']Malaysia

IFA warns advice firms to be  on alert  after phishing attack['United Kingdom']United Kingdom

Howard University resumes in - person classes following ransomware attack['United States']United States

HolyGhost ransomware threatens small businesses['Germany']Germany

Report : Consumers Pay the Price for Data Breach['United States']United States

SharkBot and Vultur: malware that drains bank accounts['France'] France

Organized crime sells malware that attacks credit card readers['United States']United States

Microsoft warns of browser infecting malware - Levi YouTube comments['Finland'] Finland

Cat shelter has been hacked ['Denmark']Denmark

(Exclusive) There was also a hacking accident... Cryptocurrency exchange Coinone, security and technology manager controversy['South Korea']South Korea

[Exclusive] Suspicious people who buy hundreds of millions of dollars of gold money exchange phishing : Nate News['United States']United States

BBMP contractor who was earning money by hacking!['India'] India

They try to hack the INAI's new transparency platform['Mexico'] Mexico

Hackers use LinkedIn as a phishing tool ['Ukraine'] Ukraine

A new phishing campaign impersonates the Administration to install malware['Spain'] Spain

Suspicious voice phishing transaction Suggested by Seongsu Eun to immediately stop Shinhan Bank implemented in 2 weeks['South Korea']South Korea

They hack the page of the Royal Family and show an adult site['United Kingdom']United Kingdom

Black Friday Hacks - 2020 ['Ukraine'] Ukraine

Malware Removal Campaign In Vietnam : Over 300 . 000 Infected Computers Rescued['Vietnam'] Vietnam

['https://www.phonandroid.com/il-gagne-25-millions-de-dollars-en-piratant-un-operateur-et-en-debloquant-des-smartphones.html', 'https://www.computerra.ru/281378/281378/']He earns $25 million by hacking a carrier and unlocking smartphones['France'] France

['http://krasnews.com/world/474439/', 'https://www.scmagazine.com/researchers-show-how-attackers-can-exploit-ss7-exploits-to-drain-coinbase-accounts/article/689848/']Hackers gain access to crypto exchange customer accounts through SS7 vulnerabilities :: Global news ::['Russia'] Russia

A hacker caused damage of 59 million to the Benešov hospital, the police did not catch him['Czech Republic']Czech Republic

SBU prevented a cyber attack on a Mariupol university['Ukraine'] Ukraine

Zealand company defrauded for millions by Chinese hackers['New Zealand']New Zealand

Phishing alert: Social Security has not sent any email with a refund of 345 euros['Spain'] Spain

Google caught red-handed advertising services of Russian hackers['Russia'] Russia

Massive leak of Intel core IP data... Has your Chinese partner been hacked?['China'] China

Malware infections via mobile data communication increase -- Secureworks['Japan'] Japan

Payroll Hackers: Online Threats of 2019 ['Russia'] Russia

The 10 Biggest Hacks of All Time RosInvest . Com - Venture, management, investments['Russia'] Russia

Chronicle : Problems after hacker attack on libraries['Austria'] Austria

Previously unknown malware found : Uses your PC to hide other malicious programs['Norway'] Norway

A Fleury-Michon factory blocked by malware Computerworld['France'] France

Hacker - Open Stage Attack - e110 - The Security Portal['Germany']Germany

"Android is killing smartphones": Hackers "implanted" viruses into smartphones via Instagram['Russia'] Russia

More than 200 ITers hack port of the to ...['Belgium'] Belgium

Hack Google Inbox with New Spoofing Vulnerability['United States']United States

Hacker breaks into bitcoin, steals 200 million bitcoins['India'] India

Robert Mueller Wants To Question Donald Trump In Involvement Of Russian Hacking In American President Elections['United States']United States

Increases phishing in CDMX ['Mexico'] Mexico

Nationally operating hacker confesses, three major cases have been solved['Netherlands']Netherlands

[Seoul Newspaper] Body cam phishing targeting even elementary school students['South Korea']South Korea

Fecic denounces the hacking of his website before the Mossos['Spain'] Spain

['https://www.yeniakit.com.tr/haber/zafer-partisi-ifsa-oldu-hacklettirdigi-is-insanini-santaj-goruntuleri-ortaya-cikti-1683738.html', 'https://www.yeniakit.com.tr/haber/zafer-partisi-ifsa-oldu-hacklettirdigi-is-adamini-santaj-goruntuleri-ortaya-cikti-1683738.html']Victory Party has been revealed! Blackmail footage of the business person he had hacked appeared['Turkey'] Turkey

They hack data from the national identity card['Venezuela']Venezuela



My smart TV is being spied on? WikiLeaks CIA Hacking Revealed['United States']United States

Hacker stole money from 40,000 US credit cards['United States']United States

Hackers are tucking into meal kit delivery scams in latest cyber trend['United Kingdom']United Kingdom

East West Family of Companies Announces Data Breach Involving Sensitive Employee Information | Console and Associates , P . C . ['United States']United States

Blockchain Security Firm Detects Replay Exploit On EthereumPoW Chain['United States']United States

Metaverse tokens surge after Meta tanks , Dorsey roasts Diem after it shuts down , a new malware can target 40 browser wallets : Hodler Digest , Jan 28 - Feb . 5['China'] China

Android Malware  Chamois  Returns with a Vengeance to 199M Devices['United Kingdom']United Kingdom

Cyber Security Today , Jan . 17 , 2022 – New backdoor found attacking servers , another ransomware campaign against QNAP storage devices , and more['Canada'] Canada

Chinese National , Hacking Group Indicted for 2015 Anthem Breach['United States']United States

Encryption Utility Firm Accused of Bundling Malware Functions in Product['United States']United States

Babylon Health hit by major data breach ( Includes interview )['United Kingdom']United Kingdom

Phishing alert : 80 % of companies lack DMARC policies to protect against spoofing['United States']United States

Fredericton experiencing uptick in cyber attack attempts['Canada'] Canada

Ransom paid by LaPorte to recover from ransomware attack['United States']United States

1 , 000s in pot data breach - Business News['Canada'] Canada

Inform Diagnostics , CompuNet Latest AMCA Data Breach Victims['United States']United States

Binance unveils new details on the recent hack attack['United Kingdom']United Kingdom

Hackers demand Mass . city pay $5 . 3 million to recover its files New England Bangor Daily News BDN Maine['United States']United States

Sand portal hacked , alleges Kolusu ['India'] India

['https://www.fontanka.ru/2019/09/04/012/', 'https://www.rbc.ru/finances/04/09/2019/5d6f0adc9a79473d87950339', 'https://www.sostav.ru/publication/tsb-soobshchayut-o-roste-khishchenij-s-pomoshchyu-vzloma-sotsialnykh-setej-39058.html']The Central Bank noticed a wave of theft through hacked pages on social networks. Victims of scammers "rejuvenated"['Russia'] Russia

Fraudsters find new malware trick to steal cryptocurrency['United Kingdom']United Kingdom

Unknown number of Okanagan residents personal information exposed in data breach['Canada'] Canada

IUB library portal defaced by Indian hackers['Pakistan']Pakistan

Voting System Hacks Prompt Push for Paper['United States']United States

Ministers on defensive as hackers target Holyrood['United Kingdom']United Kingdom

Was hacker attacked linked to religion ruling at schools ?['South Africa']South Africa

Case over Android app pulling Aadhaar details illegally raises fresh hack , leak fears ['India'] India

Hacking Attempts  On The Up  In Clare ['Ireland'] Ireland

UCF settles massive computer hacking case['United States']United States

Global cyber attack slows amid risk of fresh strikes['Bangladesh']Bangladesh

Solomon - Azima Hack Was Strategically Edited['Solomon Islands']Solomon Islands

Congress Responds to Hacker Attempts on House and Senate['United States']United States

InFive : Latest on snow chances , wildfire threat Friday , and high school hacking investigation | News['United States']United States

Ghana Stock Exchange Says System Safe After Hacker Took Down Website['Ghana'] Ghana

Facebook data breach firm could still face sanctions['United States']United States

New Magecart hack detected at Shopper Approved['Japan'] Japan

Hackers using brute - force attacks to infiltrate e - mail systems protected by MFA['United Kingdom']United Kingdom

Investors Say Paypal Covered Up Data Breach Of Acquired Co .['United States']United States

Hackers Target Fortnite with V - Buck Scams - Infosecurity Magazine['United Kingdom']United Kingdom

Possible Computer Data Breach at Eastern Maine Community College Affects Students and Staffs['United States']United States

Peeled onions and a Minus Touch : Verizon data breach digest lifts the lid on theft tactics['United States']United States

A Hacker Took On Unemployment Snitches ( And Is Winning )['United States']United States

P . E . I . data breach should cause concern but probably not alarm , says privacy lawyer['Canada'] Canada

Australia Took Military System Offline Over Hack Fears['Australia']Australia

Cal State Northridge Pays Ransom To Hackers After Cyberattack['United States']United States

News Wrap : Microsoft Sway Phish , Malicious GIF and Spyware Attacks['United States']United States

Rome Police Warning Shoppers About Amazon Phishing Scam['Italy'] Italy

Pa . Convenience Store Data Breach Suit Is Trimmed['United States']United States

Monument Health warning public of phishing scam['United States']United States

See the latest update on the UVM Health Network cyber attack['United States']United States

COVID - 19 : NHS Test and Trace  unaffected  by cyber attack at Serco , firm says['United Kingdom']United Kingdom

FBI : $4 . 2B Lost to Cybercrime in 2020 , Led By Phishing , BEC , Extortion['United States']United States

Algoma Power billing company falls victim to ransomware attack['Canada'] Canada

Arrested the author of a scam that fraudulently charged 6 . 000 euros to an achievement through bank phishing['Spain'] Spain

Doctor's offices hacked ['Switzerland']Switzerland



The US Will Give IDR 143 Billion Related to Information on Two Iranian Hackers['United States', 'Iran']United States, Iran

THE SUBE CARD SYSTEM WAS HACKED['Argentina']Argentina

CHART has been hacked! "You don't have to be afraid of tickets."['Hungary'] Hungary

Andrzej Duda gives 300 zlotys for vaccination? Beware of a fake website that phishing your bank password['Poland'] Poland

Officials and deputies hacked in BCS ['Russia'] Russia

Child pornography on hacked Facebook and Instagram accounts['Switzerland']Switzerland

Sensitive data on the Darknet: Swissport - Hack probably worse than expected['Switzerland']Switzerland

HotNews website. ro was the target of a cyber attack and could not be accessed completely['Romania']Romania

IFSO busted online exam hacking racket, this shocking revelation happened['India'] India

Hacker attack on NIK? “Rzeczpospolita explains why the topic has died down – Wprost['Poland'] Poland

Check if your data is among hacked accounts – Noticieros Televisa['Mexico'] Mexico

Suspected data breach at Västervik hospital['Sweden'] Sweden

Residential Data of Bekasi Residents Was Hacked, Online Services Stopped['Indonesia']Indonesia

Newspim - [ Hacking alert ] Beware of disguised phishing at the portal customer center … Northern thallium suspected['North Korea']North Korea

Telegram was hacked for the first time « Russian Jew['Russia'] Russia

[Seoul Newspaper] Hacking, corruption … The owner of Bitsum hidden in the spider web governance structure['South Korea']South Korea

Service with USE results attacked by hackers['Russia'] Russia

Data hack of VVIPs including Prime Minister Modi['India'] India

Techtopia #139: Blåskæg hacker fly ['Denmark']Denmark

google: big threat to millions of internet users, hackers are playing with google chrome - google chrome extensions are new tool for hacker know details['India'] India

New Twitter Hack: High Profile Accounts Stolen for a Bitcoin Scam['Argentina']Argentina

Hackers launched a viral ad ['Russia'] Russia

Hackers withdrew money from the cards of dozens of Bulgarians['Bulgaria'] Bulgaria

Hack attack Maastricht University Shotgun that could have been prevented['Netherlands']Netherlands

Alert ! New malware attacks exchange accounts of Apple computer users['United States']United States

We Hacked IsayData High Risk Italian Elections['Italy'] Italy

The QRecorder application from Google Play is infected with malware, it also targets Czech users['Czech Republic']Czech Republic

Hackers break into Ukrainian online stores and sell goods for next to nothing['Ukraine'] Ukraine

Boeing Max 10 makes its aerial debut ; Carnival reports customer data breach['United States']United States

Orne. CPAM warns against computer hacking['France'] France

Hackers take advantage of a vulnerability in GTA Online to steal money['Japan'] Japan

The strangest hack in television history turns 30['United States']United States

The expert spoke about the role of the KND in the hacker attack WannaCry : Politics : World : Lenta . en['North Korea']North Korea

They denounce hacking of communications between members of the FMPR['Puerto Rico']Puerto Rico

They hacked the virtual registration site and for Unter they may have modified the data['Argentina']Argentina

Municipality cleared of hacker ['Denmark']Denmark

Data breach at Prisjakt ['Sweden'] Sweden

COUNTRY files a complaint, Cedatos talks about hacking: Country['Ecuador'] Ecuador

Health Insurance, Netflix: This phishing campaign impersonates well-known names of victims['France'] France

US Data Breaches Dropped by 30 % YoY to 1 , 000 Cases in 2020 , Data Breach Cost Jumped to $8 . 6M['United States']United States

Garda expect  avalanche  of fraud claims following hacker data release['Ireland'] Ireland

Humana , Cotiviti Sued After Insider - Related Healthcare Data Breach['United States']United States

PR firm executive accused of profiting from insider knowledge of credit agency hack['United Kingdom']United Kingdom

Nicklaus : Cyber attacks getting worse as pandemic opens new network holes['United States']United States

Novant Health wans patients of data breach['United States']United States

Turkey : Malware attacks up 81 % in 2020['Turkey'] Turkey

Adobe Patches Reader Flaws That Earned Hackers $150 , 000 at Chinese Contest['China'] China

Karnataka e - portal hacking : Brother of accused moves HC after being denied to leave country['India'] India

Parasol data breach : Leaked email claims Optionis is denying responsibility for incident['United Kingdom']United Kingdom

Data Hack Reveals Photos from China Uyghur Concentration Camps['China'] China

A Hidden Flight To A Billionaire Private Mansion In Patagonia , Hacked Messages And A Serious Conflict Of Interest Between Judges & Argentina Largest Media Group : The Lago Escondido Saga['Argentina']Argentina

Gurgaon : Top company official email hacked , Rs 3o lakh siphoned off ['India'] India

APAC healthcare providers losing $23m to cyber attacks['APAC'] APAC

4 % Indian users hit by banking Trojans malware in 2018 : Kaspersky Report['India'] India

Oregon Specialist Phishing Attack Causes Months - Long Data Breach['United States']United States



['https://www.eltrecetv.com.ar/noticias/nosotros-a-la-manana-2022/kate-rodriguez-fue-estafada-y-le-robaron-una-fortuna-del-banco_176567', 'https://www.diarioregistrado.com/espectaculos/kate-rodriguez-denuncio-que-hackers-le-robaron-una-fortuna-a-traves-de-criptomonedas_a6324d2e0f2e1622e00e413c5']Kate Rodríguez was scammed and a fortune was stolen from her bank during a hack['Spain'] Spain

['https://rueconomics.ru/337268-bitkoin-upal-do-usd6-3-6-4-tys-na-fone-vzloma-platformy-bancor', 'http://www.profi-forex.org/birzhi/kriptovalyuty/entry1008313322.html', 'https://ria.ru/economy/20180713/1524502308.html', 'https://1prime.ru/Financial_market/20180713/829026414.html', 'https://1prime.ru/Financial_market/20180711/829017212.html', 'https://ria.ru/economy/20180711/1524350588.html']The price of bitcoin fell to $6.3 - 6.4 thousand on the news about the hacking of the Bancor platform | markets['Russia'] Russia

Manhunt ongoing for masterminds of credit card phishing in Cebu City['Philippines']Philippines

Phishing scam using the names of church pastor as bait['United States']United States

KKMM awaiting report on passenger data breach['Malaysia']Malaysia

Probe into NHS Highland HIV data breach revealed['United Kingdom']United Kingdom

A day after cyber attack , defence personnel asked not to access mail titled  Notice  ['India'] India

Hackers rebooting PCs into Safe Mode to gain access to data - The Hindu BusinessLine['India'] India

Obama trying to start WWIII before Jan . 20 ; feds  probe  Drudge Report with DDoS attack ; NaturalNews and InfoWars targeted for cyber attack take downs['United States']United States

Pennsylvania court finds UPMC not liable for data breach['United States']United States

Ransomware or not , ECMC computer shutdown that has affected some surgeries ending soon['United States']United States

Dismissal in Michael Stores Data Breach Case['United States']United States

No Class Conflict In Data Breach Settlement Involving Class Members With And Without Economic Injury['United States']United States

Israeli spyware behind hacking of Mexican anti['Mexico'] Mexico

University of East Anglia apologises over data breach['United Kingdom']United Kingdom

Possible data breach at Colorado Mental Health Institute in Pueb['United States']United States

MDE says Tupelo schools impacted by data breach | News['United States']United States

Liverpool FC HACKED as club admits personal details of season ticket holders stolen['United Kingdom']United Kingdom

BMO customer hit by data breach unhappy with bank lack of answers['Canada'] Canada

UAWire - Russia claims to be fighting off western cyber attacks['Russia'] Russia

Pentagon Travel Record Breach Highlights Impact of Hacker Dwell Time['United States']United States

Hackers Brought Down A U . S . F - 15 , Is Americas Air Force At Risk ? ['United States']United States

[ HACKER ] 377 US Banking Applications Hacked by a Malware  Anubis['United States']United States

UN  covered up  serious data breach affecting thousands of workers['United Kingdom']United Kingdom

Publication : School district hacked out of $2 . 14 million['United States']United States

['https://www.yangtse.com/zncontent/1809300.html', 'http://news.china.com.cn/2021-12/08/content_77917889.htm']3 people were detained by Shenzhen Nanshan Police for fraudulently posing as acquaintances through Trojan horse hacking _ News Center _ ChinaNet['China'] China

IMO hit by cyber attack ['Norway'] Norway

Scam Email Led To Delco Computer System Hack : Officials['United States']United States

Hackers breach Brown - Forman in ransomware attack['United States']United States

New Email - Based Malware Campaigns Target Businesses['United States']United States

Educational resources targeted in cyber attacks['South Africa']South Africa

Crushing Blow : Cyber Partisans Hacked Into Databases Of MIA Main Personnel Department['Belarus'] Belarus

Data breach raises concerns that someone now knows how stupid your passwords are['Canada'] Canada

First Congo deals with phishing emails ['Democratic Republic of the Congo']Democratic Republic of the Congo

Facebook phishing scams target Indigenous artist business pages['Canada'] Canada

[Exclusive] LG Electronics said that only the email address was leaked due to hacking... 90,000 passwords were stolen['South Korea']South Korea

After 10 days of hacking, Micitt issues a cybersecurity alert to public entities['Costa Rica']Costa Rica

PSafe blocked 7 million pieces of malware in the last two months['Brazil'] Brazil

Li Finance users lost $600,000 worth of cryptocurrencies. as a result of a hacker attack :: RBC. Crypto['Russia'] Russia

"Human Rights Platform": 400,000 cyberattacks and over a million phishing cases were committed against Ukraine in November['Ukraine'] Ukraine

Amazon mystery boxes: one of the targets of cybercriminals for phishing attacks['United States']United States

They threaten by text messages with forced quarantine and phishing data. Another scam attack. Watch out for such messages['Poland'] Poland

Phishing Under the guise of the 2021 Oscars, Steals User Data['Indonesia']Indonesia

Kaspersky email addresses used in phishing campaign['France'] France

[Seoul Newspaper] North Korea fails to overcome sanctions due to smuggling and cyber attacks['South Korea']South Korea

Group - IB reported on the hacking of the publisher's website Za rulem['Russia'] Russia

American hackers blackmailed people with the publication of obscene photos['Russia'] Russia

Hackers were able to steal all emails ['Canada'] Canada

Has iLike Soccer been hacked, the largest soccer community in Korea?['South Korea']South Korea

Slobodna Dalmacija - Young Russian hackers arrived in Croatia with the most modern burglary equipment: they got a black box, wigs and mustaches, then headed for the ATM...['Croatia'] Croatia

['https://business-reporter.co.uk/2017/07/24/cyber-attack-hits-sales-household-goods-giant-reckitt-benckiser/', 'http://www.thisismoney.co.uk/money/markets/article-4726000/Reckitt-Benckiser-systems-crippled-100m-hacking-attack.html']Cyber attack hits sales at household goods giant Reckitt Benckiser['United Kingdom']United Kingdom

The opening copy of the National Assembly for the Defense of the Fatherland, sued for phishing for 400 million won and fraudulent donations['South Korea']South Korea

Hacker attack on another large German company detected['Germany']Germany

Sparkasse : Request to register for S-ID-Check is phishing['Germany']Germany

USA: Senator Romney deplores the hacking of government data['USA'] USA



Experts reported that 100,000 hacker attacks with password guessing['Russia'] Russia

Court sentences phishing scammers to 1, 5 and 4 years in prison['Netherlands']Netherlands

Anonymous hacks Condusef page: owner ensures that there is no compromised information['Mexico'] Mexico

US arrests Trump adviser over Clinton email hack['United States']United States

Former BPN spokesperson Prabowo - Sandi Examined for Hacking Twitter during the 2019 Election: Okezone Nasional['Indonesia']Indonesia

Russian government services targeted by Western hackers['Russia'] Russia

The location for calculating the real count is kept secret by the National Land Agency, Fadli: He was immediately informed of the hack['Indonesia']Indonesia

North Korea, indiscriminate hacking against domestic virtual currency investors['South Korea']South Korea

Experts: the number of cyber attacks in the second quarter increased by 1.5 times['Russia'] Russia

ASCII.jp: Android users need to be careful Malware "Sonvpay" exploiting billing process['Japan'] Japan

Arrested accused of hacking bank accounts in Pará - Police['Brazil'] Brazil

Saracen Boss Jasriadi Charged with 2 Years Jail for Hacking['Indonesia']Indonesia

Hack Yahoo! carried out in the interests of the FSB, declared in the USA and announced the first verdict in the case['USA'] USA

XcodeGhost : Compiler - Malware affects apps for OS X and iOS['Germany']Germany

Phishing scams have tripled... Camouflage to the portal login page['South Korea']South Korea

The latest news about hacking a Kuwaiti bank... and the Federation of Banks denies hacking accounts['Kuwait'] Kuwait

Only employee PCs were hacked? Bithumb, website management negligence revealed['South Korea']South Korea

SCB credit card hacked ['Sweden'] Sweden

Turkish Hack Team Hacked Arabia for Supporting Katara['Arabia', 'Katara']Arabia, Katara

Hacker attack delays square project ['Denmark']Denmark

FireEye catches spear phishing attacks against Mongolian officials['Mongolia']Mongolia

CHECK YOUR CURRENT ACCOUNTS, HACKERS HAVE ATTACKED: They stole money from RBA and Splitska banka clients - Net. hr['Australia', 'Croatia']Australia, Croatia

Voronezh residents warn about reading alarms and hacking car electronic keys in parking lots['Russia'] Russia

Message against Carabineros marks hacking of Transantiago website['Chile'] Chile

It hacks at the train station in Berghausen['Germany']Germany

Online scams soar by 1 , 500 % as fraudsters and foreign agents exploit Covid and Brexit['United Kingdom']United Kingdom

Cyber attack impacts on Nenagh | Nenagh Guardian['Ireland'] Ireland

XCSSET macOS malware records screen , accesses webcam and microphone['Philippines']Philippines

Nationwide phishing scam comes to Massachusetts , Framingham['United States']United States

Bank of Oak Ridge : customer information exposed in data breach['United States']United States

macOS malware used run - only AppleScripts to avoid detection for five years['Japan'] Japan

LifeBridge Health Settles Healthcare Data Breach Lawsuit for $9 . 5M['United States']United States

Vehicle Cyber - Hackers Are Just Hijackers Without Face to Face Actions - 1 in 3 Vehicle Hacks Result In A Digital Theft['United States']United States

Lonestar Cell MTN sues Orange over cyber attack that shut Liberia down['Liberia'] Liberia

Highmark issues statement on data breach of vendor['United States']United States

Data Breach Alert : Wolff - ST , LLC d / b / a Marmi and Wolff Shoe | Console and Associates , P . C . ['United States']United States

Miller County offices impacted by cyber attack['United States']United States

Morley reaches $4 . 3M settlement after hacking incident leads to data theft for 694K['United States']United States

iTWire - Guardian Australia redirects Mac user to phishing site['Australia']Australia

One million accounts of StreetEasy have been hacked['United States']United States

Investigation into Highland Council data breach complete['United Kingdom']United Kingdom

As Rail Cyber Attacks Ramp Up , Startup Cervello Provides AI Security['Israel'] Israel

Afghanistan : united kingdom Defense Ministry not aware of harm in data breach involving Afghan interpreter email addresses['United Kingdom']United Kingdom

Bitcoin ( BTC ) Bulls Unconvincing , Over $1 Billion Lost To Hackers['United States']United States

Premera Blue Cross Floats $32M Deal In Data Breach Row['United States']United States

Ethical hacking ? Syracuse research lab accused of launching cyberattacks for a week['United States']United States

Deadline Detroit - Gilbert StockX waited days to reveal massive data breach['United States']United States

Danger is over : Bangladesh  thwart cyber - heist bid by North Korean hackers - bdnews24 . com['Bangladesh']Bangladesh

Progress reported after Watertown CSD hit by malware['United States']United States

Federman & Sherwood Announces Settlement of Sonic Corporation Data Breach Litigation['United States']United States

Hackers abuse Magento PayPal integration to test validity of stolen credit cards['Japan'] Japan

['https://www.android-mt.com/news/piratage-de-comptes-virus-whatsapp-en-perte-de-controle-porte-plainte/132282/', 'https://aristeguinoticias.com/1610/kiosko/triada-nuevo-malware-de-whatsapp-roba-cuentas-y-suscribe-pagos/', 'https://tech.hindustantimes.com/tech/news/whatsapp-users-alert-this-whatsapp-clone-is-riddled-with-malware-do-this-now-71665388531151.html']Triada, new WhatsApp malware steals accounts and underwrites payments['France'] France

Bikers , jaguars , and Twitter hacks : When tech journalists fall prey to phishing attacks['Japan'] Japan

North Korea Lazarus Group Are Most Profitable Crypto Hackers , And Theyre Back['North Korea']North Korea

FBI Cybersecurity Experts ? No They Just Got Hacked['United States']United States



Hackers use Mirai code , blended tactics to launch DDoS attack in 2016['United States']United States

Hackers with Credit Card Scrapers Continue to Target Magento['United States']United States

Brit infosec greatest threat ? Thug malware holding nation devices to ransom['United Kingdom']United Kingdom

Massive Aadhaar data breach : Sensitive information of 130 million card holders leaked['India'] India

Second trust confirms it will  take step after cyber attack ( From The Oxford Times )['United Kingdom']United Kingdom

Global companies attacked , Department of Education hacked , are you armed ? ['South Africa']South Africa

Atlantis warns guests after cyber attack ['Bahamas']Bahamas

PSafe detects 8 . 5 times more phishing scams in 2017 to date than malware attacks ; Launches DFNDR['United States']United States

Data breach at Spokane VA Medical Center['United States']United States

Mount Pleasant restaurant Another Broken Egg Cafe says hackers may have gotten diner credit card numbers['United States']United States

No Decision Made Whether To Pay Hacker Ransom After Mecklenburg Co . Breach['United States']United States

Doppelgänging  attack hides malware from security tools['United States']United States

Cyber attacks & natl elections » Manila Bulletin News['Philippines']Philippines

See How The World Dangerous Hacker  Hamza Bandelajd  Was Hanged , Withdrew $400 Million From 217 U . S Banks and Donated It To Charities in Africa and Palestine ( VIDEO ) ['United States']United States

PayPal data breach impacts 1 . 6M users['United States']United States

Barracuda Warns Of Phishing Scams Using Word , Excel Documents 03 / 01 / 2018['United States']United States

Hashtag Trending - Russian router hack ; Lenovo Z5 teased ; Canadian banks suffer breach['Canada'] Canada

D . C . government targeted by overseas hacking attempt ; referred matter to feds['United States']United States

Chinese cybercriminals are sending malware to mediocre targets through the post['China'] China

Hackers take down Greek power utility webpage on Wed .['Greece'] Greece

Meet the malware which turns your smartphone into a mobile proxy['Japan'] Japan

Magecart Threat Group Racks Up More Hack Victims['United States']United States

['https://kuow.org/stories/got-your-ticket-to-fly-hackers-may-have-your-alaska-or-delta-miles-to-sell-on-dark-web', 'http://mynorthwest.com/1117886/alaskan-airlines-frequent-flier-dark-web/', 'http://www.nwnewsnetwork.org/post/hackers-are-selling-alaska-air-other-airline-miles-cheap-dark-web', 'https://www.ibtimes.com/airline-frequent-flyer-miles-being-sold-hackers-cryptocurrency-2719800', 'https://www.kuow.org/stories/hackers-are-selling-alaska-air-other-airline-miles-for-cheap-on-the-dark-web', 'https://www.travelandleisure.com/travel-news/hackers-stealing-airline-miles', 'https://www.forbes.com/sites/donnafuscaldo/2018/09/20/hackers-have-a-new-target-frequent-flyer-miles/']Hackers are selling Alaska Air , other airline miles for cheap on the dark web['United States']United States

Voter list in huge data breach was compiled by the Labour Party['United Kingdom']United Kingdom

Hackers display  offensive image during Maine government virtual meeting State Bangor Daily News BDN Maine['United States']United States

Unity Bank have been hacked , they deny it , here a bigger problem['Nigeria'] Nigeria

Anonymou Hacker Group Hijacks U . N . Website with Pro - Taiwan Message['Taiwan'] Taiwan

13 - year - old student nabbed in cyber attacks on Valpo schools , police say['United States']United States

AG Fitch obtains judgment in Community Health Systems data breach['United States']United States

Data hack of website outsmarts Mensa ['United Kingdom']United Kingdom

Gaming Company Confirms Ragnar Locker Ransomware Attack['United States']United States

Battle Over Attorney Fees in Home Depot Data Breach Case Returns to 11th Circuit['United States']United States

Hackers claim - we hacked into Israeli tourist sites - voila! technology['Israel'] Israel

Armed Forces: hacked into the database of the Joint Chiefs of Staff['United States']United States

Attention importers and exporters! Treasury enables electronic customs declarations after hacking['United States']United States

RFA North hacking organization attempts hacking by cloning cryptocurrency sites['South Korea']South Korea

A scammer from Yaroslavl deceived Tatarstan residents who followed a phishing link to a site with discounts 21 . 12 . 2022['Russia'] Russia

Another phishing campaign using InPost. This time it's fake emails['Poland'] Poland

Hundreds of Secret NATO Documents Leaked and Sold by Hackers on Black Market Sites['United States', 'Canada', 'United Kingdom', 'Germany', 'France', 'Italy', 'Netherlands', 'Belgium', 'Denmark', 'Norway', 'Iceland', 'Portugal', 'Greece', 'Turkey', 'Spain', 'Poland', 'Czech Republic', 'Hungary', 'Bulgaria', 'Estonia', 'Latvia', 'Lithuania', 'Romania', 'Slovakia', 'Slovenia', 'Albania', 'Croatia', 'Montenegro', 'North Macedonia']United States, Canada, United Kingdom, Germany, France, Italy, Netherlands, Belgium, Denmark, Norway, Iceland, Portugal, Greece, Turkey, Spain, Poland, Czech Republic, Hungary, Bulgaria, Estonia, Latvia, Lithuania, Romania, Slovakia, Slovenia, Albania, Croatia, Montenegro, North Macedonia

naver. pay address, tricked... Phishing site that scammed 80 million won - Kookmin Ilbo['South Korea']South Korea

Your email address was leaked in a hacker attack - what now?['Croatia'] Croatia

Attack of hackers on CD Projekt will slow down the speed of work on games['Poland'] Poland

Russian-language malware distributed from fake Microsoft Store and Spotify sites['Russia'] Russia

Sami exposed to hacker attack ['Sweden'] Sweden

Cybercriminals exploit the flaw ['France'] France

Criminals use macros in Microsoft Excel 4.0 to spread malware['Russia'] Russia

Chinese spies roam cyberspace, use spyware to support terrible missions['China'] China

Garmin Reportedly Paid Millions of Dollars to Solve Its Recent Ransomware Attack['United States']United States

NEWS: Hacker would have stolen more than $580 million from a Colombian mayor's office | Colombian Publimeter['Colombia']Colombia

['https://www.rt.com/news/494028-guaido-ambassador-fbi-twitter/', 'https://www.sott.net/article/437725-Aide-to-Venezuelan-Guaido-threatens-journalists-with-FBI-investigation-over-Twitter-hack']Price on your head : Aide to Venezuelan  president  Guaido threatens journalists with FBI investigation over  Twitter hack  RT World News['Venezuela']Venezuela

Phishing in American Express guise: beware of these emails['United States']United States

The Riksdag exposed to cyber attack – The act was not random or a mistake['Sweden'] Sweden

Bad Berneck: Hackers ride the corona wave['Germany']Germany

A Number of Social Media Accounts Owned by Government Critics Hacked, FPI Speaks Off on the ITE Law['Indonesia']Indonesia

MPR Chairman Reminds of the Danger of Hacking the KPU System During the 2020 Pilkada['Indonesia']Indonesia



British media North Korea earns foreign currency through large-scale hacking - The Herald Business['North Korea']North Korea

Be careful if you have received this email from Test Achats: the organization is a victim of phishing!['Belgium'] Belgium

APT10 : New global attack by Chinese hackers['China'] China

Nintendo 64 emulator for Android is infected with malware that affects data consumption['Brazil'] Brazil

Hacker attacks : battlefield smartphone ( new - germany . de )['Germany']Germany

Dreary start to holiday - major hotel booking system exposed to data breach['Sweden'] Sweden

Politics Ahead of the Presidential Election Heats Up, PKS Official Website Hacked Words are Full of Contempt['Indonesia']Indonesia

Cradle of hackers: National criminals are already attacking domestic banks as well['Slovak Republic']Slovak Republic

Kaspersky Lab: More than 246 million electronic financial phishing attempts in 2017['Oman'] Oman

Security hack like doomsday : More than 2 months since the fix - more than 100,000 websites still at risk - Tietoturva['Finland'] Finland

Selling Trojan horses for stealing accounts and earning nearly one million Hackers and spiders captured['China'] China

A tool for locating stolen laptops was used by a well-known group of hackers['Israel'] Israel

NBC: US intelligence knew of 'Russian hackers' attacks but failed to alert authorities['Russia', 'United States']Russia, United States

Hacker returns $17 million he stole on Ethereum['Argentina']Argentina

Users report Google hack after server attack['Brazil'] Brazil

Tesla hacking and Datenklo at hacker camp SHA2017['Netherlands']Netherlands

Faketoken, the malware that wants your bank details, is back!['France'] France

Canonical admits to hacking 'Ubuntu Forum' -- data of 2 million users leaked['Canonical']Canonical

The municipality exposed to a cyber attack['Sweden'] Sweden

After attack on companies: Suspected hacker caught['Germany']Germany

Malware : conti correnti violati per coloro hanno usato queste app['Italy'] Italy

MP calls for PDPA amendment after iPay88 data breach['Malaysia']Malaysia

Police and Defence Ministry targeted in hacking attack['Slovenia']Slovenia

New phishing scheme targets tax pros ['United States']United States

California County Says Personal Information Compromised in Data Breach['United States']United States

CISA : Zoho ManageEngine RCE Bug Is Under Active Exploit['United States']United States

UK Government Hacked by Country BoJo Wants to Buy Oil From['United Kingdom']United Kingdom

Suffolk police publish victims information in mass data breach['United Kingdom']United Kingdom

Records request shows East Windsor cyber attack occurred earlier than originally stated['United States']United States

Consumer Alert : Lowey Dannenberg , P . C . Investigates American Express for Data Breach['United States']United States

Microsoft warns of new Minecraft DDoS malware infecting Windows , Linux['Russia'] Russia

Hackers Distributed a Trojanized Build of Windows 10 to Infiltrate Ukrainian Targets['Ukraine'] Ukraine

HPD investigating email phishing scheme['United States']United States

Centralia College hit with ransomware attack , unclear if personal data was stolen['United States']United States

Phishing , cryptocurrency attacks threaten data security – Microsoft['United States']United States

Executive Office compensation offers for abuse victim over data breach['United Kingdom']United Kingdom

['https://www.yenisafak.com/en/world/iran-hackers-interfered-in-scottish-independence-vote-report-3519456', 'https://turkishpress.com/iran-hackers-interfered-in-scottish-independence-vote/']Iran hackers interfered in Scottish independence vote : report['United Kingdom']United Kingdom

Guildma Malware Expands Targets Beyond Brazil['Brazil'] Brazil

Android Malware Hits Victims in 196 Countries['United States']United States

Two Deer Valley Resort restaurants hit with POS data breach['United States']United States

Banks told to tighten security after payments data breach['Australia']Australia

Malware Payloads Hide in Images : Steganography Gets a Reboot['United States']United States

Heartless hackers : Lesson for PenCom , PTAD – Daily Trust['Nigeria'] Nigeria

CRMC data breach may have compromised patient information['United States']United States

Hackers are using a bug in PHP7 to remotely hijack web servers['United States']United States

Cyber attack against Indiana COVID tracing survey affects 750 , 000['United States']United States

No administrator accounts compromised during  phishing attack  // The Observer['United States']United States

Lexington District Two not the only district to be hacked['United States']United States

Scotty Holdings Seized with Phishing Scam['United States']United States

Hacker website gets hacked by the victim['India'] India

Grant West admits hacking and money laundering['United Kingdom']United Kingdom

Data Breach at Forensics Firm « isssource . com['United States']United States

Bucks County Council among authorities struck by millions of cyber attacks , national investigation reveals ['United Kingdom']United Kingdom

Malware , Web - Based Attacks Remain Top Cybersecurity Threats : EU Cybersecurity Agency['EU'] EU

Leahy Says Facebook Data Breach Is A Major National Security Issue['United States']United States



Paytm Phishing Becomes Scarier ; Fraudsters Are Now Visiting Homes !['India'] India

Has the Red Hen Website Been Hacked ? Erectile Dysfunction Ad Links Found['United States']United States

Insurance companies sue security firm over Heartland data breach['United States']United States

Hackers hit online payments ['Australia']Australia

Cyber Attacks Against State and Local Governments Surge['United States']United States

City Of Okemah Expects To Get Information Back Monday After Cyber Hack['United States']United States

Pharmacies warn of possible massive data breach resulting from opioid judge order['United States']United States

SCAM ALERT : First Horizon Bank warning customers of phishing scam['United States']United States

Chilton County is latest victim of ransomware attack['United States']United States

Police warn residents of fake robocall message in reference to data breach['United States']United States

How cybercriminals were able to hack into NZX as it admits high standards were not met['New Zealand']New Zealand

SCAM ALERT : Unsubscribe Con leads to malware['United States']United States

Data breach in online apps : Delhi HC seeks Centre view on probe['India'] India

Scope of Data Breach Claims in Warren v DSG Retail Ltd['United Kingdom']United Kingdom

Hackers target local health care company['United States']United States

New Skybox Security Research Discovers 106 % Increase in New Malware['Germany']Germany

Receive transfer: phishing mail in the name of the Volks- und Raiffeisenbanken is going around['Germany']Germany

Costa Rica: PROCOMER takes temporary actions to support the export sector after hacking state institutions['Costa Rica']Costa Rica

Hackers use mouse cursor to deliver malware['Russia'] Russia

Del Rivero denounces before the Justice the hacking of his computers in the middle of the Villarejo case['Spain'] Spain

Hackers tried to attack the country 513 million times in the first half of 2022['United States']United States

In St. Petersburg, hackers robbed 40 people by hacking accounts in a taxi service['Russia'] Russia

Operation of voice/messenger phishing embroidery/report period for 2 months['South Korea']South Korea

The head of the Colonial Pipeline said that cyber defense during the hacker attack did not work['United States']United States

More and more callers to the Crime Victims Emergency Service have become victims of cybercrime – Data breach at the counter raised the number to a record['Finland'] Finland

PICTURE OF THE DAY: Polsat: Hybrid war with Russia in the background, TVP: Traces of hacking into the mail lead to the East['Poland'] Poland

The servers of the hacker group that attacked the United States are down - speculation about the attacker is heating up - Digitoday['United States']United States

Private data supporters Virus truth on the street due to data breach['Netherlands']Netherlands

Facebook and Instagram accounts involved in spying and hacking are closed['Pakistan']Pakistan

DluBot Malware on Android, Don't Click This Text Message['Indonesia']Indonesia

['https://www.scmagazine.com/new-malware-attack-shutters-london-hospital/article/641548/', 'http://www.zdnet.com/article/previously-unseen-malware-behind-cyberattack-against-uks-biggest-hospital-group/']New malware attack shutters London hospital['United Kingdom']United Kingdom

Hqwar became the most popular mobile malware of 2020 in Turkey['Turkey'] Turkey

Author of malware miner Crackonosh earned $2 million['Russia'] Russia

Warning | Fake Immuni Apps | contains Alien malware['Italy'] Italy

Kaspersky report: Hackers use Windows 11 mirror to spread malicious programs['China'] China

The hacker stole more than 8.2 thousand. IB databases - Night Lion Security['Russia'] Russia

Twitter account of the Stock Exchange hacked['Paraguay']Paraguay

Chinese insurance that once wanted to help BPJS Health was hacked['Indonesia']Indonesia

Election Interference Pandora's Box iPhone Password Hackers Cracked or Israeli Firms Opened['Israel'] Israel

Romanian mafia wanted for hacking in Edomex | La Palabra del Caribe - Journalism with ethics['Mexico'] Mexico

Mom, give me 5.98 million won... Yoonmi Lee, KakaoTalk phishing message released['South Korea']South Korea

Profeco warns about email hacks ['Mexico'] Mexico

A hacker was convicted in Kurgan for hacking servers and selling their data on social networks['Russia'] Russia

33 DAYS - More than a month after Infotep was hacked, investigations remain stalled['Dominican Republic']Dominican Republic

Fake policeman wanted to investigate hacker attack['Denmark']Denmark

Pakistani authorities under cyber attack Science and Environment | DW['Pakistan']Pakistan

More than 40. 000 euros of telephone bill for a possible hack['United States']United States

Hackers are said to have gained access to at least ten servers at Sykehuspartner['Norway'] Norway

Almost 75 thousand users have been victims of cyber attacks['Mexico'] Mexico

Sukabumi District Court Site Was Hacked, Here's the Hacker's Message['Indonesia']Indonesia

['http://www.4-traders.com/NUANCE-COMMUNICATIONS-INC-10945/news/Nuance-Communications-Premier-Health-hospitals-impacted-by-vendor-s-cyber-attack-24777925/', 'http://aitmag.ahram.org.eg/News/82087.aspx', 'http://www.wigantoday.net/news/health/hospital-faced-mass-cyber-attacks-1-8666097', 'http://www.journaldemontreal.com/2017/07/20/des-pirates-attaquent-des-hopitaux', 'http://www.journal-news.com/business/miami-valley-hospital-impacted-vendor-cyber-attack/b7khs66vWkUhIcNu4HmzxN/', 'http://slinkingtowardretirement.com/?p=270780', 'http://www.npr.org/sections/health-shots/2017/07/26/539290596/hospitals-face-growing-cybersecurity-threats']Hospital faced mass cyber attacks ['United States']United States

Former case manager at Försäkringskassan denies data breach['Sweden'] Sweden

Attention police investigated for data breach - The Worker['Sweden'] Sweden

WOPPP CAEEER ! Pemko Medan Site Hacked by Hackers on Birthday['Indonesia']Indonesia

Crypto Malware  AppleJeu Used By North Korea To Steal Cryptocurrency['South Korea']South Korea



Canadian retailer Home Hardware hit by ransomware | IT World Canada News['Canada'] Canada

Guns . com Did Not Lose Customer Information in January Cyber Attack['United States']United States

Uranium Finance developer suspected of  leaking  information leading to $50M exploit['China'] China

Hackers using text messaging to target retailers['United States']United States

Senator Sinema brings up YRMC hack during homeland security hearing['United States']United States

Police investigating after Fredericton Tourism Instagram page hacked['Canada'] Canada

MJH Life Sciences Confirms Recent Data Breach | Console and Associates , P . C . ['United States']United States

Leak of 50 , 000 Contact Details Tied to Spyware Targeting['United States']United States

5 On Your Side : Regain control after a data breach :: WRAL . com['United States']United States

Hacker Alleges His Team Got Access to Polling Systems['United States']United States

Police name one suspect in government data breach['Indonesia']Indonesia

LastPass Data Breach , ETHERLED : Air - Gapped Systems Attack , Twitter Whistleblower Complaint['United States']United States

Flora & Faun hack : Natural skincare company BWX hit by cyberattack , with 2500 credit card numbers likely exposed['Australia']Australia

Scammers siphon millions from Kiwi victims in elaborate cyber attacks['New Zealand']New Zealand

Saudi Arabia And Israel NSO Face Fresh Spyware Challenge From Khashoggi Ally['Saudi Arabia', 'Israel']Saudi Arabia, Israel

UCSD Attempts Cover Up of HIV Study Data Breach['United States']United States

Medical device hacking sparking concern among doctors , computer experts['United States']United States

 # ThisWeekOnITP : Perseverance Rover Photo of the Martian Landscape , Hello XD Ransomware , and More ! ['United States']United States

Microsoft Alerts on New RAT Loader Malware['United States']United States

Israeli government CoronaApp exposed user medical history to hackers - Israel News['Israel'] Israel

Data dump suggests that Evite data breach affected 100M accounts['United Kingdom']United Kingdom

Internet trolls hack Alcohol Anonymous Zoom calls['United Kingdom']United Kingdom

Data breach by rogue employee : united kingdom supermarket chain not liable in class action - Privacy['United Kingdom']United Kingdom

Drug makers brace themselves for cyber attacks in virus times['India'] India

Fancy Bear , APT28 , IoT , Hacking via Printers - The DENISE SIMON EXPERIENCE Blog['United States']United States

Police arrest alleged Vector hacker after customer information leaked['New Zealand']New Zealand

Instagram Hacker Confirms 1 Million Account Takeover Attack['United States']United States

Criminals launch cyber attack at Plymouth school  in return for ransom['United Kingdom']United Kingdom

Website of MCPSS is back up after the ransomware hack['United States']United States

IT contractor charged over cyber attack on property valuation firm['United Kingdom']United Kingdom

Hashtag Trending - California passes new privacy law ; Adidas gets hacked ; AI companion heads to space['United States']United States

Better Business Bureau warns of Bank of America phishing scam['United States']United States

Millions of game accounts exposed in data breach , responsibility thrown to the wind['United States']United States

Zuku and Startimes in bad light for hacking KBC system .['Kenya'] Kenya

Data breach numbers  could be four times higher than reported  « Jersey Evening Post['Jersey'] Jersey

Capitec outlines the main types of card crime in the wake of massive data breach['South Africa']South Africa

Fake ASIC email malware hits Aussie inboxes['Australia']Australia

Comelec chief to face impeach rap over website hack['Philippines']Philippines

21st Century Oncology : Patients want data breach lawsuit to continue['United States']United States

Warnings to bin ATO scam email with malware - filled zip file['Australia']Australia

Local company system hacked ; employee info stolen['United States']United States

ZooPark : New spyware campaign targets Android users in the MENA['Middle Eastern countries', 'North African countries']Middle Eastern countries, North African countries

Morning Update : HBC hit with data breach ; Gaza protest aftermath['Canada', 'Israel']Canada, Israel

Hackers defraud South Africans out of R250 - million['South Africa']South Africa

Voter information stolen after survey platform hack['Australia']Australia

WikiLeaks publishes CIA trove alleging wide scale hacking | Colorado Springs News['United States']United States

China Hacking Underground Shows Rising Prowess['China'] China

Hacker Pops Top On NFC Vending Machines['United States']United States

Barrow council reported to regulator for data breach involving names and full addresses['United Kingdom']United Kingdom

Bethesda blunders , IRS sounds the alarm , China ransomware , and more['China', 'United States']China, United States

Adventist Health Identifies Data Breach ['United States']United States

KPU checks data server security after personal data breach claim['Indonesia']Indonesia

Tampa Bay Times hit by ransomware attack['United States']United States

Tampa Bay donor personal information may have been compromised in ransomware attack['United States']United States

Report : Phishing Campaign Uses Hidden Text to Bypass Email Security['United States']United States



Poe calls for swift , transparent probe on bank hacking incident['Philippines']Philippines

Investigation on data breach of property owners is ongoing['South Africa']South Africa

SitePoint discloses data breach after stolen info used in attacks['Russia'] Russia

Estate agent horrified as porn plays out on hacked advertising board for hours['United Kingdom']United Kingdom

White Castle® Twitter Account Hacked ; Leaves Fast - Food Chain Frozen in Its Tracks['United States']United States

Valentine Day Malware Attack Mimics Flower Store['United States']United States

Envision Credit Union taking steps after possible cyber attack['United States']United States

Anger as virtual coffee morning hosted by Limerick Women Caucus hacked['Ireland'] Ireland

Crypto Miners Most Detected Malware Type in 2021['United States']United States

Call of Duty : Warzone Hackers are Allegedly Ending Games Prematurely['Japan'] Japan

The Daily Dash : Virtual truck ride , ransomware attack['United States']United States

Phishing Spoof Brands -- Microsoft tops, au in Japan['Japan'] Japan

Hackers attacked Ukrainian computers - they sent out a fake technical drawing['Ukraine'] Ukraine

Hackers emptied customer accounts of a major Argentine bank in La Plata['Argentina']Argentina

Beware of the fake Google Photos app. Banking malware is spreading through it['Czech Republic']Czech Republic

Microsoft has been hacked, feature phones are on the rise, this is the recap of the week['France'] France

Banking data: how do hackers manage to embezzle social assistance?['France'] France

Entrepreneurs got FB - page hacked - fraudsters got hold of bank details['Sweden'] Sweden

In Valledupar, they dismantled a hacking center that intervened more than 400,000 emails['Colombia']Colombia

SK On receives 280 billion won in subsidy from Hungary... Naver crashed / LG hacked['Hungary', 'South Korea']Hungary, South Korea

Hacking Campaign Targets PayPal Users['Belgium'] Belgium

Twitter - competitor was hacked - Trump is among the victims['United States']United States

['http://www.colombopage.com/archive_18B/Nov14_1542179371CH.php', 'http://www.lankabusinessonline.com/central-bank-warns-public-be-attentive-to-financial-scams-phishing-emails/']Sri Lanka : Sri Lanka Central Bank warns public to be attentive of financial scams , phishing emails['Sri Lanka']Sri Lanka

Canada: After Montreal and Vancouver, the Toronto metro is also hacked['Canada'] Canada

Bahia Notícias / Notícia / TrateCov Police Report was registered 20 days after alleged hack['Brazil'] Brazil

Russian hackers managed to break into ultra-reliable systems of the US Treasury['United States']United States

In New World, an invulnerability exploit causes a lot of frustration['Germany']Germany

A new malware discovered by specialists. It affects the IT customers of some companies in the field['Romania']Romania

Federal Criminal Court – 247 bank customers as victims: woman in court for voice phishing['Switzerland']Switzerland

rogue tat", "bullshit" of Trump: the presidency of Mali evokes a hacking of its Twitter account['Mali'] Mali

Phishing trap: Company targets its own employees - and every fifth person falls for it['Germany']Germany

In 2019, 9 were undertaken. 533 cyber attacks on the armed forces of the Republic of Kazakhstan['Kazakhstan']Kazakhstan

Spammers hacked Microsoft subdomains and publish ads['United States']United States

Hackers' attempts to attack banks have been thwarted - bdnews24. com['Bangladesh']Bangladesh

Capital City Council continues to recover hacked accounts['Mexico'] Mexico

Researcher hacks Dormakaba security lock['Switzerland']Switzerland

Company loses tens of thousands of euros after cyber attack: We ra ... (Harelbeke)['Belgium'] Belgium

NiceHash froze compensation program for victims of hacking 1K['Slovenia']Slovenia

How I Hacked a Bitcoin Mining Pool / Sudo Null IT News['Russia'] Russia

Spyfone spyware developers stored their victims' data unencrypted on Amazon servers['Ukraine'] Ukraine

Banorte fails to comply with Consudef's order to pay for hacking in Cuauhtémoc['Mexico'] Mexico

Security Week 29. Hacking Reddit, cryptocurrency wallet and MikroTik routers['Russia'] Russia

Through M. E. Doc hackers collected EG POU codes from affected businesses['Ukraine'] Ukraine

Pre-installed malware spies on 700 million devices['Netherlands']Netherlands

Fraud in bank cards: SBU detained a gang of hackers['Ukraine'] Ukraine

LIAAF victim of hacking ['Lithuania']Lithuania

Nuclear plants are being attacked by hackers, possibly terrorists['Vietnam'] Vietnam

SWFL public defender says  no evidence  info was compromised in malware attack['United States']United States

Mangadex Works With  Have I Been Pwned ? to Warn Users About Hacked Database * TorrentFreak['United States']United States

LittleBigPlanet  Down : Sony Disables It Due to Alleged Massive Game Hack ; Most Dangerous DDoS Attacks['Japan', 'United States']Japan, United States

Cyber attack : Waitako DHB patients treated in private sector to deal with backlog['New Zealand']New Zealand

NPC Foils Attempt to Hack Recruitment Portal in Anambra – THISDAYLIVE['Nigeria'] Nigeria

Cisco averts cyber disaster after successful phishing attack['United Kingdom']United Kingdom

  Effect of cyber attack on Gold Bond will last for weeks , warns expert['United States']United States

Indian healthcare firms see over 2 . 78 lakh cyber attacks each month : Report['India'] India



Number of Districts Impacted by Illuminate Student Data Breach Grows as a Third Alerts Parents -- THE Journal['United States']United States

Hackers that tried to steal $100m arrested , group dismantled['United Kingdom']United Kingdom

Super fund suffers broad phishing attack['Australia']Australia

Fort Wayne software maker settles data breach lawsuit['United States']United States

Stolen Bitcoin From Bitfinex 2016 Hack On The Move ; Transferred To Unknown Address['United States']United States

Hacker Sends Threat Mail , Demands Cryptocurrency From Finance Firm | Pune News['India'] India

Cyber experts found out hackers crippled several citie technology operations in the last month['United States']United States

Russian Intelligence Service Cybertactics Use Hacker Network ( VIDEO )['United States']United States

Man accused of hacking government networks arrested in Bendigo['Australia']Australia

Attorney General Ferguson investigation into Premera data breach results in Premera paying $10 million over failure to protect sensitive patient data - State of Reform['United States']United States

What behind Russian hacking of Tokyo Olympic games ? ( Includes interview )['Japan'] Japan

Russian hackers had another crack at the DMC['United States']United States

St . George company settles lawsuit after data breach affects nearly 2 , 000 employees['United States']United States

Blue Cross Blue Shield of Michigan , Health Alliance Plan , McLaren Health Care and others have been hacked['United States']United States

Problem with hacked school system website hoped to be fixed soon .['United States']United States

Man pleaded guilty to a Phishing Scheme Victimizing the Connecticut School Employees['United States']United States

iPad Privacy Hacked ['United States']United States

Plead malware distributed via MitM attacks at router level , misusing ASUS WebStorage['Taiwan'] Taiwan

Cyber attacks said to be initiated by email['Saudi Arabia']Saudi Arabia

Watford City Police Chief resigns after admitting to hacking , sending email from co['United States']United States

Investigate ASUU for JAMB ’ s website hacking['Nigeria'] Nigeria

Whistleblower uncovers London police hacking of journalists and protestors['United Kingdom']United Kingdom

Vxers exploit Intel Active Management for malware['United Kingdom']United Kingdom

Hackers Leaked  Orange Is the New Black  After Getting Ransom['United States']United States

New banking assault clubs date theft , Trojan infection and phishing['United States']United States

Rivers , Katies owner to close 300 stores ... Amazon reportedly ready to court customers .. Details of Uber hack revealed['Australia']Australia

Kenya : Hackers Steal ICC Witness Emails['Kenya'] Kenya

North Carolina DHS Notifies 6 , 000 of Data Breach of Drug Testing Information['United States']United States

Hacker Claims They Were Paid to Disrupt Americas Cardroom in Recent DDoS Attack['United States']United States

HBL ’ s account holders deprived of Rs10 million by hackers – Daily Pakistan['Pakistan']Pakistan

This Cell Phone Scam Lets Hackers Steal Your Identity['United States']United States

Fortnite Battle Royale gamers at risk after data breach ,... ['United States']United States

Hackers launch spear phishing campaign against Pakistani targets['Pakistan']Pakistan

Minnesota DHS data breach heats up : State officials spurn notification delay['United States']United States

Russian crypto - ransomware virus behind attack on Benešov hospital['Czech Republic']Czech Republic

Better Business Bureau : Phishing Scam['United States']United States

Dubuquer linked to international hacking scheme , accused of stealing $6 . 7 million pleads guilty['United States']United States

Intruder hacks into Clearview user accounts['United States']United States

Hillicon Valley : Amazon workers fired after criticizing company | Apple sharing mobility data to track virus | Tax pros targeted by hackers['United States']United States

May  lose out  JF - 17 deal with Argentina , says Pak embassy in Insta post ; later claims account  hacked  ['Pakistan', 'Argentina']Pakistan, Argentina

Texas Brain - Eating Amoeba | Ransomware Attacks | Sustainable Counter - Terrorism Mission , and more['United States']United States

Facebook Phishing Scam Uses Copyright Notice to Steal Accounts['United States']United States

Hacker - hit Tibetan Monks  Detach From Attachment | China Digital Times ( CDT )['China'] China

OmaKanta email phishing scam circulating , Kela warns['Finland'] Finland

Students told to stay at home all week after South and City College hacked['United Kingdom']United Kingdom

Social networks: hackers stole the data of more than 10 thousand Nizhny Novgorod residents['Russia'] Russia

Video: Israeli postal company hacked with slogan Death to Israel['Israel'] Israel

Logistics - Giant Expeditors is a victim of a cyber attack['United States']United States

AJI Asks Intestinal Police to Complete Hacking of Editorial Media Crews['Indonesia']Indonesia

Hackers use WhatsApp to send a fake raffle for returned products from MercadoLibre['Argentina', 'Mexico', 'Colombia', 'Chile', 'Peru', 'Ecuador', 'Bolivia', 'Paraguay', 'Uruguay']Argentina, Mexico, Colombia, Chile, Peru, Ecuador, Bolivia, Paraguay, Uruguay

Two minors suspected of involvement in major data breach at school in Drachten['Netherlands']Netherlands

Comparison of customer data: Your Sparkasse account is the target of a phishing scam['Germany']Germany

Massive Spyware Campaign Targets Thousands of ICS Computers Worldwide['Peru'] Peru

Revolut in the crosshairs of hackers - Centrum PRasowe['Poland'] Poland

['https://www.modernhealthcare.com/technology/devicemaker-data-breach-exposes-277k-patients-information', 'https://www.beckershospitalreview.com/cybersecurity/277-000-patients-affected-in-zoll-data-breach.html']Devicemaker Zoll data breach exposes 277K patient data['United States']United States



Companies Repeatedly Targeted by Hackers for Access and Additional Earnings['Turkey'] Turkey

Maharashtra: Salary accounts of policemen hacked - Chhattisgarh News : News Worldwide['India'] India

Police arrested 619 crimes in violation of information and communication network such as hacking and ransomware for 8 months… 19 arrests['South Korea']South Korea

The clinic's former patients are demanding compensation of up to 10,000 euros for a data breach - the bankruptcy estate set an upper limit of 2,500 euros['Finland'] Finland

Voice phishing damage occurred using text messages for low interest loans in Jeju['South Korea']South Korea

Large when exploded... Failing to prevent payment hacking accidents: Bridge Economy, a companion in the age of 100['South Korea']South Korea

Hackers attacked the Facebook page of the Cameroonian Electoral Commission['Cameroon']Cameroon

TOM - DRIVING TESTS : Hackers hit booking system to steal driving test slots['Cyprus'] Cyprus

EBRD Twitter accounts hacked ['EBRD'] EBRD

Sada El Balad: Accusations of TikTok of hacking Google to spy on Android users['Egypt'] Egypt

My life was stolen for just 10,000 won... Hacking crime fear spread['South Korea']South Korea

A hacker attack on the Prosecutor's Office for Organized Crime?['Serbia'] Serbia

Currency Exchange - Giant Pays Millions in Bitcoin to Ransomware - Blackmailers['Germany']Germany

Survey from ZUS for money - a new way to phishing data['Poland'] Poland

Express Hack! - Daily Express Daily Express['Peru'] Peru

Busan-Gyeongnam Representative Broadcasting KNN :: [ Special Report 11 ] A new type of phishing, exploiting even Google Play['South Korea']South Korea

Businesses in Israel are exposed to a cyber attack through attendance clocks['Israel'] Israel

A US military intelligence website points out that Israel hacked the Spanish elections of 26 - A['Spain'] Spain

[Virtual currency] Postponing upgrades and fears of dumping hacking supplies... Ethereum, multiple bad news['South Korea']South Korea

Events .- They dismantle a work station that defrauded 300 . €000 with card data obtained with phishing['Spain'] Spain

The Identity of the Hackers on the Ministry of Home Affairs Site Revealed, It Turns Out that Pasuruan Residents Are Not Random Persons['Indonesia']Indonesia

Malware courier "Emotet" spreads ransomware damage['Japan'] Japan

Fake site: Phishing pretending to be Sagawa Express increased after summer, alert['Japan'] Japan

Report: Hacker attacks threaten the energy and engineering sectors in Morocco - Day 24['Morocco']Morocco

Police Eifel reports case of hacking with attempted fraud['Germany']Germany

The old scam of QQ account hacking reappears! Hunter Network platform prompts to be wary of unknown links_Technology_Global Network Network['China'] China

Mexico avoided the biggest hack to the SWIFT communications system['Mexico'] Mexico

Kurdish hackers hacked the website of the "oldest driving school" in Minsk['Belarus'] Belarus

Seaside hacker blackmailed a telecom operator['Russia'] Russia

Sites of Sergipe city halls are hacked ['Brazil'] Brazil

SophosLabs : hackers still use botnets to spread malware and spam['Indonesia']Indonesia

Another Class Action Lawsuit Filed Against MCG Health Over 2020 Data Breach['United States']United States

Uber slapped on wrist for massive data breach['United States']United States

Federman & Sherwood Announces the Filing of a Class Action On Behalf of ClearBalance Data Breach Victims['United States']United States

Popular online grade book target of phishing attack['Slovenia']Slovenia

HIPAA Data Breaches , Cyber Attacks Reported by 47 % of Orgs['United States']United States

Crocodile of Wall St  Arrested as DOJ Seizes Billions in Bitcoin Linked to Bitfinex Hack['United States']United States

Cyber attack threat : Dumfries and Galloway Council on alert['United Kingdom']United Kingdom

Police warning : trojan malware in cartoon photo app['Thailand']Thailand

Block Shares Fall 7 % After Disclosure of Data Breach['China'] China

Whitehorse Daily Star : Government , privacy commissioner investigating another data breach['Canada'] Canada

Data Breach Results in Lawsuit Against Actuarial Firm['United States']United States

San Juan Regional Medical Center Reaches Settlement Following Healthcare Data Breach['United States']United States

Emotet Malware Returns to Work After Holiday Break['United States']United States

iTWire - New ServHelper malware variant looks to persist on Windows machines['Australia']Australia

YRMC data breach aftermath ['United States']United States

Hutchinson County Makes Progress With Ransomware['United States']United States

Twitter Locks FSMI Handle Over Tweet Asking for Probe into BigBasket Data Breach['India'] India

Adelaide newsagent hacking blackmail nightmare['Australia']Australia

UMass Lowell says it wasnt hit by ransomware , classes cancelled again['United States']United States

Eurofins Scientific cyber attack delays fathers funeral['United Kingdom']United Kingdom

Foodpanda Spore IG Account Hacked & It Even Hurled Expletives at Customers['Singapore']Singapore

KC suburb spent millions on cyber security protections but still got hit by ransomware['United States']United States

Pierce Bainbridge Files Class Action on Behalf of Travelers Worldwide in the Marriott Data Breach['United States']United States

VNCERT warns internet users of ransomware attacks | Vietnam+ ( VietnamPlus )['Vietnam'] Vietnam



Top Boston news : Rising BU journalism student killed in murder - suicide ; data breach at MGH ; more['United States']United States

PhilRice reports Facebook page has been hacked['Philippines']Philippines

Fake E - Mail ( Phishing attempt )  From : Wells Fargo Customer Bonus['United States']United States

Victims of hack write to House IT panel , seek probe | India News['India'] India

Liquor permit deadlock plagues western Nunavut following ransomware attack['Canada'] Canada

Hacked German IT Services Company Defies Ransom Demand - Infosecurity Magazine['Germany']Germany

Hackers turn posh hotel into Fawlty Towers['Australia']Australia

F . B . I . launches inquiry into C . I . A . hacking allegations['United States']United States

Dangerous backdoor exploit found on popular IoT devices['United States']United States

IRS data for employees of $1 . 2 billion San Mateo software firm stolen in  fake CEO  phishing attack['United States']United States

Google Links to Flagler Sheriff Office Hacked By Malware , Porn and Clickbait ['United States']United States

Google yanks phishing app targeting Australian and EU bank apps['Australia', 'European Union']Australia, European Union

Supervisor Of Elections Says Duval Votes Not Affected By Russian Cyber Attack['United States']United States

Residents alarmed at hacking of home surveillance cameras in the UAE['UAE'] UAE

CES Credit Union being proactive after retail data breach — Mount Vernon News['United States']United States

['https://thehill.com/policy/technology/overnights/484846-hillicon-valley-democrats-cancel-surveillance-vote-over-pushback', 'https://thehill.com/policy/technology/overnights/483973-hillicon-valley-russia-interfering-in-2020-pompeo-condemns', 'https://thehill.com/policy/cybersecurity/overnights/485576-hillicon-valley-facebook-removes-foreign-misinformation', 'https://thehill.com/policy/technology/overnights/485232-hillicon-valley-fcc-fines-mobile-carriers-200-million-for']Hillicon Valley : Dems cancel surveillance vote after pushback to amendments | Facebook to ban certain coronavirus ads | Lawmakers grill online ticketing execs | Hacker accessed facial recognition company database['United States']United States

Wave of new phishing scams texted to Montrealers['Canada'] Canada

Forum thread : AC infects with malware ['United States']United States

New Android malware targets users based on where they live['Australia']Australia

Citing Equifax data breach , one state cracks down on credit['United States']United States

APAC battered by cyber attacks in 1H17['APAC'] APAC

Tesco Bank cyber attack involved guesswork , study claims['United Kingdom']United Kingdom

Bronson investigating possible phishing scam['United States']United States

California man convicted of directing cyber attack against Norman business['United States']United States

Beware of SMS linking UOB customers to phishing website : Police['Singapore']Singapore

Police sergeant cleared of shoplifting charge is now sacked - for hacking into police systems['United Kingdom']United Kingdom

Security flaws leave Tinder users exposed to hacking - Story['United States']United States

Hacking operation uses malicious Word documents to target aid organisations['United States']United States

Rajasthan police bust racket using  fake Aadhaar , computer hacking to help candidates clear exam['India'] India

The Equifax hack netted the credit bureaus $1 . 4 billion in fees from customers – BGR['United States']United States

Liberty customer ? Youve been hacked ! CEO David Munro tries to reassure ...['South Africa']South Africa

Security Report : Chinese Hackers Steal US Finance Information to Gain High - Tech Advantage['United States']United States

Supermarkets Urge 8th Circ . Not To Revive Data Breach Suit['United States']United States

Nigerian mobile devices most targeted by malware – Report['Nigeria'] Nigeria

Phishing campaign used Brazilian elections as a lure['Brazil'] Brazil

Hackers siphon off Amazon refund money of 1 , 500 users in Lucknow['India'] India

Cybercriminals Target Kodi Media Player for Malware Distribution['United States']United States

ICO Blasts  Systematic Failures  at DSG Retail After Malware Hits PoS['United Kingdom']United Kingdom

109K Patient Records Impacted in Overlake Medical Phishing Attack['United States']United States

Louisiana Public Square :  Hacked ! | Red River Radio['United States']United States

['https://es.gizmodo.com/averiguar-la-contrasena-de-tu-red-wifi-puede-ser-tan-fa-1832257592', 'https://profile.ru/news/scitech/xaker-vzlomal-wi-fi-s-pomoshhyu-umnoj-lampochki-66954/', 'https://www.vladtime.ru/computers/710950', 'https://olhardigital.com.br/fique_seguro/noticia/sua-rede-wi-fi-pode-ser-invadida-atraves-de-uma-lampada/82285', 'https://oane.ws/2019/02/10/obnaruzhen-sposob-vzloma-wi-fi-cherez-umnuju-lampu.html']Hacker hacked Wi - Fi using a "smart" light bulb - Profile weekly magazine['Russia'] Russia

['https://www.forbes.ru/tehnologii/384959-naemniki-iz-izrailya-kto-stoit-za-samymi-zagadochnymi-hakerami-vzlamyvayushchimi', 'https://www.alaraby.co.uk/english/indepth/2019/10/3/this-israeli-spyware-helped-saudi-arabia-spy-on-khashoggi']Mercenaries from Israel : who is behind the most mysterious hackers hacking Apple and Microsoft for money | Technologies['Israel', 'United States']Israel, United States

Pulse+IT - Anglicare says no evidence data was stolen in ransomware attack['Australia']Australia

Devil in Disguise - New Malware Scam enters as Windows 10 Update['China'] China

Biggest data breach ever recorded : Researcher condemns  consent spam['Ireland'] Ireland

ECP Warns Govt Of Hacking Of EVMs , Tampering Of Votes['Pakistan']Pakistan

Malware strikes NID : Initial forensic expense is $50k['India'] India

66 percent of the world's businesses have been the victim of a cyber attack at least once['Bangladesh']Bangladesh

Tibetan refugees on target of Chinese hackers, causing harm through dangerous virus Follina['China', 'India']China, India

Due to hacking, the Morelia government will not present a Public Account report['Mexico'] Mexico

Wallarm accused of hacking KuCoin crypto exchange['Singapore']Singapore

YTN YouTube, hacked and repaired... Recovery in 2½ hours['South Korea']South Korea

Scooter rental service Whoosh repulsed the attack of hackers who tried to steal personal data of customers['Russia'] Russia

Windows: Fake PoCs install Cobalt Strike malware['Italy'] Italy

The economic consequences of hacking the Invima website | Economy['Colombia']Colombia



App Store: Kaspersky discovers first malware app['Germany']Germany

Ubuntu , Chrome , Safari , Parallels and Microsoft products hacked at Pwn2Own 2021['Russia'] Russia

[ Ant Diary ] Apply for Emergency Disaster Relief Fund Evolving Phishing Scam['South Korea']South Korea

The guard of the walls is over - the Arab hackers continue to attack['Israel'] Israel

In the New Year season, phishing on the topic of drawing prizes from famous brands intensified['Russia'] Russia

The hacked platform in a talk by police officers opens an investigation and defends its security policy['Spain'] Spain

['http://talks.su/news/zafiksirovan-rost-chisla-vzlomov-bankomatov-s-pomoschyu-20180425/', 'https://www.rbc.ru/finances/25/04/2018/5ae0289b9a79470f7125cba2', 'https://www.vedomosti.ru/finance/news/2018/04/25/767782-smi-soobschili-ob-uchastivshihsya-vzlomah-bankomatov', 'https://www.1prime.ru/finance/20180425/828757772.html']An increase in the number of ATM hacks using BlackBox technology has been recorded ['Russia'] Russia

Post warns of phishing emails about shipment status['Switzerland']Switzerland

MORE THAN 43,000 CYBER ATTACKS WERE DETECTED IN TIME DURING THE LIMA 2019 GAMES['Peru'] Peru

Ministry of Science and ICT, Announcement of major hacking damage cases in the first half of 2019['South Korea']South Korea

TechCrunch: Hundreds of thousands of routers were vulnerable to hacker attacks['Ukraine'] Ukraine

1177 - the scandal: Newspaper reported for data breach - News (Ekot)['Sweden'] Sweden

NEWSru. co. il :: Suspects of Phishing Attack against Cryptocurrency Owners Detained['Israel'] Israel

Trial in Zaragoza for a computer hack that allowed 80 to be diverted. €000['Spain'] Spain

Mixcloud in cyber attack: Big data on the dark web - bdnews24. com['United Kingdom']United Kingdom

Sparkasse - Phishing: New scam with address verification and fake website['Germany']Germany

Crypto wallet hacker faces two years in prison in Ukraine['Ukraine'] Ukraine

DIPP official twitter handle hacked briefly on Monday evening. DIPP's Twitter handle fixed after hack, FIR lodged['India'] India

They defraud several companies in the south of Pontevedra by hacking email['Spain'] Spain

‘ Cryptojacking - malware spredte sig via plug - in til blinde – Newz['Denmark']Denmark

[Exclusive] Suspicion of ghost coin Shinil Gold Coin, there was also a hacking attempt from China['South Korea']South Korea

E - vote hacking in Switzerland : prize money of up to 1 million . francs ?['Switzerland']Switzerland

300 . 000 Danes may have been affected by hackers['Denmark']Denmark

“MacronLeaks”: a track evokes the Russian hackers of the hacking of the American election['France', 'United States']France, United States

IBM responds to global data breach epidemic['Portugal'] Portugal

Russian hacker wanted by FBI for  using ransomware to fleece millions of dollar is unmasked['United States']United States

Sunburst Hack Costs SolarWinds At Least $18M['United States']United States

Mortgage Company $1 . 5 Million Consent Order from Data Breach['United States']United States

Daily Mirror - Alert over risk of website hacking on May 18 : CERT['Sri Lanka']Sri Lanka

BBMP shuts down PHAST portal over fears of data breach['India'] India

Hackers steal ID and claim unemployment benefits in victim names['United States']United States

High Court Wont Weigh $425M Equifax Data Breach Deal['United States']United States

CERT - In observes nearly 140 phishing cases during H1 2021 : Centre['India'] India

Human error  let criminals hack Sepa systems with £42m unaccounted for['United Kingdom']United Kingdom

Jefferson Police Department Reports No Financial Loss In PC Ransomware Email['United States']United States

Phishing scam hits NIU email server ['United States']United States

Morning mail : security firm data breach , united kingdom cabinet in chaos , wave energy hopes['United Kingdom']United Kingdom

PAL Mabuhay Miles suffers data breach ['Philippines']Philippines

Major united kingdom Retailer Stops Novel Malware Attack With Darktrace AI['United Kingdom']United Kingdom

Optoma Technology , Inc . Confirms Data Breach Stemming from Recent Ransomware Attack | Console and Associates , P . C . ['United States']United States

Costly 2012 data breach showed Utah importance of tracking inventory['United States']United States

Russian Medibank hackers could be first targets of Australian sanctions against cyber - attackers['Australia']Australia

This malware campaign is targeting the military with phony emails from a defence contractor['Japan'] Japan

Pacers company discloses data breach ['United States']United States

Chinese Hacking Groups Targeting American Universities['United States']United States

Malware delayed semester start at Alabama community college['United States']United States

As Hacks Against Government Increase , Ohio Cities Prepare['United States']United States

Vermont Hospital Cyber Attack Cost Estimated at $1 . 5M a Day['United States']United States

Waterloo student housing under investigation after data breach['Canada'] Canada

Lemon _ Duck PowerShell malware cryptojacks enterprise networks['United States']United States

How SA came under sustained attack from hackers['South Africa']South Africa

More Amazon customers report their accounts being hacked['Brazil'] Brazil

Malware on imaging server compromises data at New Mexico hospital['United States']United States

Kaspersky warns of ATM - cash out malware['Nigeria'] Nigeria

T - Mobile responds to massive data breach , employees favor mask mandates at work , and Facebook , TikTok uphold Taliban content ban['United States']United States



Duval County elections office finds hacked emails['United States']United States

Cyber yob who hacked Police Scotland and British Airways walks free from court['United Kingdom']United Kingdom

In The Moment ... Surviving The Equifax Data Breach['United States']United States

SpyCloud Gets $2 . 5M For Data Breach Detection['United States']United States

Data of hundreds of RNIB customers might have been stolen by hackers , charity says['United Kingdom']United Kingdom

McAfee discovered  malicious document targeting Winter Olympics ahead of opening ceremony  hack['South Korea']South Korea

Kerr appraisal district offline after hacker attack - Daily Times : Promotions['United States']United States

Great Western Railway back on track after suffering data breach['United Kingdom']United Kingdom

Watchdog may look into new data breach at Telford & Wrekin Council['United Kingdom']United Kingdom

Department admits farmer data breach ['Ireland'] Ireland

Rehman Malik takes notice of  hacking  of banking data['Pakistan']Pakistan

It Getting Harder To Hide Consultant Data Breach Reports['United States']United States

['https://www.nzherald.co.nz/politics/news/article.cfm?c_id=280&objectid=12244282', 'https://www.newstalkzb.co.nz/news/politics/gabriel-makhlouf-report-finds-his-actions-were-unbiased-but-unreasonable/']Treasury boss Gabriel Makhlouf actions not reasonable over Budget  hack  - SCC report['New Zealand']New Zealand

['https://kazanfirst.ru/news/590013', 'https://www.pravda.ru/news/society/1736068-vzlom_akkauntov/', 'https://russian.rt.com/russia/news/1037459-internet-bezopasnost-vzlom-akkaunta']Half of Russians in 2022 faced hacking AlfaStrakhovanie accounts['Russia'] Russia

U . S . accuses 2 Russian hackers of stealing $17M in cryptocurrency['United States']United States

Hacker pleads guilty to blackmailing Adafruit , Bleacher Report , and other sites for bitcoin['United States']United States

Ledger wallet users being targeted by Phishing Attacks['India'] India

Costco Fans Beware Of A Phony Phishing Survey Making The Rounds['United States']United States

CDPR Hacked , Attackers Threaten to Leak Confidential Documents['Poland'] Poland

Is there an Arkansas angle in the massive hack of government computer systems ?['United States']United States

Sriki used bitcoin trader to sell hacked cryptocurrency['India'] India

The D Brief : Afghanistan killings ; Jan . 6 subpoenas ; Ransomware arrests ; Tomb of the Unknowns access ; And a bit more ...['Afghanistan']Afghanistan

Jutarnji list - After the attack on A1, the Osijek faculty was also targeted by hackers: He asked for payment in cryptocurrencies['Croatia'] Croatia

Corona emergency livelihood support hope loan text … It's all phishing, avoid Yerin Choi's scammers['South Korea']South Korea

The highest: Phishing with a fake SMS warning of a power cut['Iran'] Iran

Federal deputies of the PAN demand to punish those responsible for the hacking of the Sedena['Mexico'] Mexico

A 22-year-old hacker, specializing in hacking SMEs, arrested and indicted['France'] France

The Minister of Health confirmed that the data hacked by Bjorka was not PeduliLindungi['Indonesia']Indonesia

Busan Police, additional arrests of voice phishing gangs who changed 070 calls to 010['South Korea']South Korea

Ahead of the Demonstration Against Postponing the Election, the Student Alliance Claims to be Hacked['Indonesia']Indonesia

Emails with viruses to steal passwords: Postal Police trap hackers['Italy'] Italy

Ransomware ``VPN target'' National Police Agency's first investigation, aimed at working from home: Asahi Shimbun Digital['Japan'] Japan

General threat, extortion and damage 150 million. The cyber attack investigation is heading abroad['Czech Republic']Czech Republic

Eset: A single malware was responsible for one third of sprn attacks in the Czech Republic['Czech Republic']Czech Republic

31 credit card hackers in action in Soppeng since 2020['Indonesia']Indonesia

Federal Network Agency warns of fraudulent phishing - SMS['Germany']Germany

Hacker attack sends Bahne into the red ['Germany']Germany

There is evidence of Trump's involvement in the development of the coronavirus. Trump website hacked['United States']United States

CIEP virtual conference hacked » Eje Central['Mexico'] Mexico

Phishing: the bank will have to reimburse its victim customers['South Korea']South Korea

A new phishing campaign uses well-known brands, including others Samsung or Oxford['Poland'] Poland

Clients of " Belgazprombank " complain about hacking of depository cells | Belarus Banks Raider takeover | AFN | Belarusian news | Republic of Belarus['Belarus'] Belarus

SK hynix attacked by ransomware .. Some data leaked['South Korea']South Korea

Chief accountant - a hacker from Omsk avenged her dismissal by cleaning the database['Russia'] Russia

The Monitor site was hacked: Hello, Shishi! The time has come for you['Bulgaria'] Bulgaria

Cybersecurity: When hackers paralyze the judiciary['Germany']Germany

Successfully Hacked KPU Site, Putra Aji Says The Number of DPT Can Be Added, This is the Weakness!['Indonesia']Indonesia

Surprise for a student: malware in textbooks and abstracts['Kazakhstan']Kazakhstan

Regarding hacking at the Puskesmas, BPN Prabowo - Sandi: We also don't know['Indonesia']Indonesia

Sada El Balad: It eavesdrops on you and steals your passwords.. Spyware threatens Android users['Egypt'] Egypt

Metro Exodus Hacked by CPY Pirates ['Ukraine'] Ukraine

A cyber attack that crippled Alaska ['United States']United States

An exploit for a previously unknown vulnerability in Windows has been published['Russia'] Russia

Hacking Causes Marijuana Market Confusion['South Korea']South Korea

US$4m loss due to cyber attack ['Malaysia']Malaysia



Kurgan residents to be tried for hacking sites monitored by the FSB['Russia'] Russia

Hacker Attacks: Industrial robots are easy prey['Germany']Germany

['https://hvg.hu/tudomany/20180921_hotel_szallodas_hackertamadas_huazhu_hotels_group_sotet_web', 'https://www.portfolio.hu/vallalatok/it/ellopta-egy-hacker-5000-hotel-adatait.298552.html']A hacker stole the data of 5,000 hotels ['Hungary'] Hungary

It turned out that the CIA hacked all devices and was able to listen to anyone it wanted instantly!['Turkey'] Turkey

Police begin investigation into hacking group that threatened DDoS attack in financial sector['South Korea']South Korea

Hackers impersonate DHL. Beware of fake e['Poland'] Poland

Hackers demanded $17 million worth of bitcoin as ransom from city of Saint John['Canada'] Canada

Amazon shoppers warned of phishing scam that tries to get account details['United Kingdom']United Kingdom

Small outside data breach resolved , CareArc says['United States']United States

Cyber attacks on manufacturing up 300 % in a year['United Kingdom']United Kingdom

The Five  calls Biden meeting  a giant cake  for Putin amid pipeline hack['United States']United States

Hack at vendor exposes data on 201k Northwestern Memorial cancer patients['United States']United States

Longford services still affected by recent cyber attack on HSE['Ireland'] Ireland

Hacker Sentenced to Probation , No Prison Time , for Data Breach Affecting 100 Million People['United States']United States

Multichain hacker returns 322 ETH , keeps hefty finders fee['China'] China

Bahamian broker clients in $1 . 3m  hacking  fraud['Bahamas']Bahamas

Inspector general : Baltimore victimized in $376 , 213 phishing scam last year['United States']United States

Manchester hospitals warned of  phone calls and emails from hacker as Russia - Ukraine war rages['United Kingdom']United Kingdom

QNAP NAS devices face fresh Deadbolt ransomware attack['Taiwan'] Taiwan

No One Is Learning : Hacker Offers New Cache of Data From 26 Million People['Russia'] Russia

Behind the scenes : Electrum hackers steal $4M with Bitcoin phishing attacks['United States']United States

Malware Source Code Found in Plain Sight – after 2 Years « isssource . com['United States']United States

Indian Human Rights Lawyer Among WhatsApp Hacking Victims via Israeli  Pegasu Spyware['India'] India

Gone Phishing ? Wire Fraud Scams Continue Unabated Throughout 2021 So Far | Goodwin['United States']United States

RECON bug lets hackers create admin accounts on SAP servers['Germany']Germany

DOJ Indicts Cyprus National Who Apparently Hacked Ripoff Report And Deleted Negative Reviews['Cyprus'] Cyprus

Turkish Hackers Report Acquisition Of U . S . Government Documents Including Those Published By White House , Congress , FBI , CIA , DOD , DHS , And LAPD['United States']United States

Cyber attack hits GPD Friday ['United States']United States

More than two thirds say they have been targeted by phishing emails according to Darlington firm['United Kingdom']United Kingdom

Pitt ABC stores hit by ransomware attack - Daily Reflector['United States']United States

Some systems back online after Jasper Co . ransomware attack['United States']United States

['http://kaltim.tribunnews.com/2017/08/21/website-malaysia-diretas-hacker-indonesia-sampaikan-pesan-ini', 'https://www.merdeka.com/peristiwa/mabes-polri-minta-hacker-tak-lagi-retas-situs-lembaga-malaysia.html', 'http://www.tribunnews.com/nasional/2017/08/22/soal-bendera-terbalik-polri-minta-hacker-indonesia-hentikan-meretas-situs-malaysia', 'http://banjarmasin.tribunnews.com/2017/08/21/awas-hacker-indonesia-marah-situs-malaysia-pun-diretas-obat-sakit-hati-akibat-bendera-terbalik', 'https://news.okezone.com/read/2017/08/23/18/1761231/diretas-hacker-indonesia-karena-insiden-bendera-terbalik-20-situs-malaysia-belum-pulih', 'http://lampung.tribunnews.com/2017/08/21/hacker-indonesia-retas-situs-resmi-malaysia-tinggalkan-pesan-seperti-ini', 'http://belitung.tribunnews.com/2017/08/21/ini-pesan-hacker-indonesia-yang-retas-situs-resmi-malaysia', 'http://jateng.tribunnews.com/2017/08/21/perang-di-dunia-maya-imbas-bendera-terbalik-situs-malaysia-diretas-pesannya-bikin-merinding', 'http://manado.tribunnews.com/2017/08/21Hot! Indonesian Hackers Hack Malaysian Official Sites, Leave Messages Like This['Malaysia']Malaysia

1 , 000 former , current Equinox clients affected by data breach['United States']United States

Spearstone Announces DriveStrike Medical Device Data Breach Protection Offering['United States']United States

Arby probes possible malware attack ['United States']United States

Giant credit card hack hits Arby ’ s because nothing is sacred anymore – BGR['United States']United States

Forget Smart TVs : Russia spies hacked typewriters in the 1980s — Quartz['Russia'] Russia

Google patches Chrome bug from fizzled Pwn2Own hack['Australia']Australia

Nintendo Switch hacked to run in virtual reality mode['Japan'] Japan

Cat food shortage after cyber attack hits one of united kingdom biggest suppliers['United Kingdom']United Kingdom

OPS Warns of Phishing , Door ['United States']United States

Comcast Blames Customers After Apparent Hack['Australia']Australia

Hacked billboard shows obscene images['Kenya'] Kenya

Republican signs on for bipartisan investigation into Russian hacking of U . S . elections['United States']United States

Student nabbed over phishing scams in Isabela['Philippines']Philippines

US expels 35 Russian diplomats over cyber attacks['United States']United States

A Spyware Company Server has been Erased by a Hacker['United States']United States

The weekly hack : Applebee data breach and continued cryptocurrency concerns['United States']United States

HR data breach may impact thousands ['Australia']Australia

Iranian Hacker Group Chafer Targets Saudi Oil Field['Saudi Arabia']Saudi Arabia

Spotify hits the right note , INM data breach , gender pay deadline , and a robot warning['Ireland'] Ireland

Phishing e - mail related to Industrial and Commercial Bank of China Limited , Hong Kong Branch['China', 'Hong Kong']China, Hong Kong

Red Bull Hacked by Prosox ['Austria'] Austria

21 , 000 Minnesotans Warned of Hack on State Computers['United States']United States

Facebook , Google & Others had Millions of their Customer Encrypted Data Hacked & were asked to trust them ? ['China'] China



Report : Hackers used data mining tool , network sniffer to steal Click2Gov information['United States']United States

Ako Ransomware Uses Spam to Infect Its Victims | Maritime Security Review['China'] China

Cebu Normal University suspends subdomain after anonymous website hack['Philippines']Philippines

Cyber attack targets Surry County schools['United States']United States

Texas Tech Foundation Reports Involvement in Data Breach['United States']United States

22 , 900 MongoDB Databases Affected in Ransomware Attack['United States']United States

University reports data breach with third - party provider['United States']United States

Hacking of vendor delays Maine eCourts pilot program['United States']United States

NJ Provider Settles Two Healthcare Data Breach Investigations For $425K['United States']United States

Tesla Fires Employee Caught Attempting to Sabotage and Plant Ransomware : Charges Will be Filed['United States']United States

Mon Health phishing attack , account takeover impacts data of 398K patients['United States']United States

Pirate Streaming Hoster  Go Unlimited  Hacked on Behalf of Competitor * TorrentFreak['United States']United States

County Rejects Ransom Demand . Hackers Expose Sensitive Data['United States']United States

Dassault Falcon Jet reports data breach after ransomware attack['France'] France

Huntsville City Schools finishes first full week of learning since cyber attack['United States']United States

Turla Bacdoor Malware Group that Accessed Britney Spear Instagram in 2017 Now Targets European Foreign Ministry['European Foreign Ministry']European Foreign Ministry

Target Data Breach Not Covered Under CGL Policy : Court Rejects  But - For  Theory for Loss of Use Damages Where There Was No Evidence of Value of the Use of Payment Cards | Carlton Fields['United States']United States

iTWire - Coveware censors post after ransomware actors use it for promotion['Australia']Australia

Saudi Arabia: Warning executives of cyber attacks['Saudi Arabia']Saudi Arabia

The Stray game about the adventures of a ginger cat in a cyber city was hacked on the day of release['Russia'] Russia

Tooth for tooth, hack for hack: 4TB of Cellebrite data leaked to network['Israel'] Israel

Austerity allowed the hacking of the Sedena, accused the PAN['Mexico'] Mexico

In Cherepovtsy, a hacker was convicted for installing malware['Russia'] Russia

Car thefts in downtown San Juan: the thief used a modern hacking device['Puerto Rico']Puerto Rico

Phishing campaigns on cryptocurrencies increase - El Mercurio de Tamaulipas['Mexico'] Mexico

Quarantine in Peru: Hackers steal $36,000 from a merchant through emails['Peru'] Peru

In Moldova prevented hacker hacking of government systems . Suspect put on the wanted list['Moldova']Moldova

Security warns of sending emails that impersonate the Ministry of Economic Affairs to spread malware['Spain'] Spain

To make matters worse, a 200 billion won hacking accident broke out['South Korea']South Korea

Menkominfo Submits Alleged Hacking of 10 Government Agencies to BSSN['Indonesia']Indonesia

You can buy the L4 sick leave for PLN 60 without leaving your home. It is a hit on the medical market. Is this L4 phishing?['Poland'] Poland

Sparkasse, ING - DiBa and Co.: Consumer center warns of phishing attacks['Germany']Germany

The only manufacturer of glass plates for hard drives was the victim of a hacker attack['Japan'] Japan

Allgäu: 21-year-old hacks online lessons and publishes recordings on YouTube['Germany']Germany

If you give money, urea water supply Voice phishing … 80 million won damage - Kookmin Ilbo['South Korea']South Korea

Now they hack systems of the Ministry of Labor['Mexico'] Mexico

When I opened the government announcement document, zombie PC... Beware of phishing fake data - The Herald Business['South Korea']South Korea

Movistar will give you money back: new hook for phishing attack['Spain'] Spain

We were hacked by the Irrigation system of the Republic - Society['Bulgaria'] Bulgaria

Spy malware infections grow 373% in 2019['Brazil'] Brazil

Russian Germany (Germany): water and light in Germany under the guns of foreign hackers['Germany']Germany

China hacks social media while detaining and investigating Canadian businessman in North Korea - Chosun.com['Canada', 'North Korea']Canada, North Korea

Police warn: Fake phishing emails from DHL and UPS['Germany']Germany

['http://www.bridportnews.co.uk/news/15140767.Dorchester_hospital_workers_at_risk_of_identity_fraud_following_national_cyber_attack/', 'http://www.dorsetecho.co.uk/news/15140767.Dorchester_hospital_workers_at_risk_of_identity_fraud_following_national_cyber_attack/']Dorchester hospital workers at risk of identity fraud following national cyber attack ( From Dorset Echo )['United Kingdom']United Kingdom

They hacked Perfil newspaper and wrote titles against Macri['Argentina']Argentina

Hackers who stole $100 million using GozNym banking trojan appear in court['United States', 'Germany', 'Poland', 'United Kingdom', 'Bulgaria', 'Georgia', 'Moldova', 'Ukraine']United States, Germany, Poland, United Kingdom, Bulgaria, Georgia, Moldova, Ukraine

Silent computer hacking endangered devices around the world['Russia'] Russia

DB : Deutsche Bahn pays for your ticket is phishing['Germany']Germany

Matteo Salvini, blog hacked: 70,000 emails from subscribers and personal messages disclosed['Italy'] Italy

How a pair of knaves hacked into the 18th century French optical telegraph network to make money on the sly['France'] France

Boom. sk | Hackers stole cryptocurrency['Slovak Republic']Slovak Republic

Banking hackers empty widow's pension account['Pakistan']Pakistan

Computer hacking: a travel agency finds itself with a deficit of Rs 2 million['Mauritius']Mauritius

A hacker attacked Vintik's information system - business closed at least today['Russia'] Russia

I know my privacy... Police hacked policewoman's computer and extorted money : News['South Korea']South Korea



Infected online stores removed malware da digi. no made contact['Norway'] Norway

Dozens of homepage alteration damages over the weekend… Hacker Playground Lockdown South Korea['South Korea']South Korea

Hacking: False news was posted on the BNS agency system['Lithuania']Lithuania

Phishing: couple from Aying unsuccessfully sue bank['Germany']Germany

Hacker attack: FB interrogates employees of Kaspersky Lab['Russia'] Russia

Hackers impersonate Credissimo and release an email with a virus['Bulgaria'] Bulgaria

Russia - linked state - sponsored hackers launch fresh attacks by abusing latest red team tool['Russia'] Russia

Louisiana Public Facilities Authority ( LPFA ) victim of ransomware attack['United States']United States

Oldie but a goodie - Malware jumps onto thumb drives to spread itself['South Africa']South Africa

RDOS got lucky with cyber attack in 2020 , but more likely to come , say staff - Penticton News['Canada'] Canada

Ski - Doo maker BRP resumes operations following cyber attack ; shares fluctuate['United States']United States

Ellington Management Group , LLC Announces Data Breach Related to Compromised Employee Email Accounts | Console and Associates , P . C . ['United States']United States

['https://www.globenewswire.com/news-release/2022/12/15/2574172/0/en/North-Star-Leasing-Data-Breach-Alert-Issued-By-Wolf-Haldenstein-Adler-Freeman-Herz-LLP.html', 'https://www.jdsupra.com/legalnews/north-star-leasing-a-division-of-9849850/']North Star Leasing Data Breach Alert : Issued By Wolf['United States']United States

Iran - linked hacker group targets Turkey cyber network['Turkey'] Turkey

Ukraine hackers target GLONASS for cyberattacks - GPS World['Russia'] Russia

PHI Potentially Accessed in Ballad Health Email Data Breach['United States']United States

Wind turbine maker Nordex delays Q1 financial report after cyber attack['Germany']Germany

Customer data also eavesdropped : McDonald victim of hacker attack['United States']United States

Breaking news : Ottawa - area IT firm says it has fully recovered from ransomware attack['Canada'] Canada

NACS | Data Breach ['United States']United States

English - speaking ISIS supporters exploit messaging app['United States']United States

UK spy tribunal not immune to legal probes into mass data hacking , Supreme Court finds['UK'] UK

Wall St . shenanigans continue after NY Stock Exchange Twitter account allegedly hacked['United States']United States

PA Revenue secretary urges citizens to be aware of imposter ,  phishing  scams['United States']United States

Patients are getting notified by Roper St . Francis after their employees fall prey to phishing attack['United States']United States

Chart of the Day : Just How Big Was Marriott Data Breach ?['United States']United States

Dechert caught up in Middle East hacking claim['Middle East']Middle East

Universities at risk from hackers , warn NCSC['United Kingdom']United Kingdom

Federman & Sherwood Initiates an Investigation of the Data Breach of Chegg , Inc . ['United States']United States

All state agencies to re - open Monday after ransomware attack , officials say['United States']United States

Enterprise hits and misses - Black Friday shoppers give their omni - verdict , while data hackers breach and breach again['United Kingdom']United Kingdom

International Pro - Israel Organization Hacked on Facebook['Israel'] Israel

Someone Hacked The Tesla Model 3 To Run YouTube And Ubuntu Linux['United States']United States

Sports Direct  hid data breach from staff ['United Kingdom']United Kingdom

Hacker Tracker : Identify Fraud , Hacked Hotels['United States']United States

Hackers may have gained patient information from WashU medical school['United States']United States

Cyber attack on Portland company knocks out French websites['France'] France

['https://www.scmagazineuk.com/interserve-hit-data-breach-100000-people-data-stolen/article/1683135', 'https://www.telegraph.co.uk/technology/2020/05/13/hackers-steal-information-100000-interserve-employees/']Hackers steal information on up to 100 , 000 Interserve employees['United Kingdom']United Kingdom

Infected weather app forecast : Malware ['United States']United States

Cambridge computer users caught by phishing emails['United Kingdom']United Kingdom

Warning to advisers over suspected phishing scam['United Kingdom']United Kingdom

Mumbai cops bust voice phishing racket ; kingpin held in Jharkhand['India'] India

We Still Need More HTTPS : Government Middleboxes Caught Injecting Spyware , Ads , and Cryptocurrency Miners['United States']United States

MA Man Guilty in ATM Hacking « isssource . com['United States']United States

Cops still clueless how students hacked website , leaked paper['India'] India

Justice Department walks back link between fraud scheme and OPM hack['United States']United States

Privacy International Takes Police Phone  Hacking  Case to IPC['United Kingdom']United Kingdom

Press Release : City Continues Response Following Cyber Attack['United States']United States

Report : Q3 sees business cyber attacks spike | The Colorado Springs Business Journal['United States']United States

Hacking The Hacker . Stopping a big botnet targeting united states , Canada and Italy['United States', 'Canada', 'Italy']United States, Canada, Italy

Bankers Life Hack Affects More Than 566 , 000['United States']United States

BA data breach class action – Business Traveller['United Kingdom']United Kingdom

Ransomware Attack on City of Muscatine Shutdown Several Servers['United States']United States

Phishing Scam Looking for Victims in Yakima['United States']United States

Porn Sites Hardest Hit By Destructive Hacker Attacks , Study Says['United States']United States



DiNapoli will not audit Nassau comptroller after phishing scam - ROP['United States']United States

Spy Games ? Civil Rights Advocate Calls out San Diego PD Covert Use of iPhone Spyware['United States']United States

Gun Owners Beware Hacker Offers 240 , 000 Stolen Records On Dark Web : Report['United States']United States

Gender Identity Clinic data breach victims  eligible for £30k compensation['United Kingdom']United Kingdom

Fitbit Spyware Steals Personal Data via Watch Face['United States']United States

China Economic Power Mutes Responses to Australia , Apple Hacks['Australia']Australia

MTN blocks mobile money agent lines weeks after hack['Uganda'] Uganda

Hackers Are Having A Hayday Amid Election Chaos['United States']United States

Phishing mails trigger cyber crimes in Bhubaneswar | Bhubaneswar News['India'] India

Phishing email campaign used Huron County email addresses['Canada'] Canada

Some personal info leaked in Clearfield County data breach['United States']United States

Amnesty urges probe into cyber attacks on dissidents['Malaysia']Malaysia

West Prairie student arrested in connection with internet hack['United States']United States

Companies and Hospitals Being Targeted by New Russian Hacking Group['Russia'] Russia

Conti gang of BI hackers target government and industry['Indonesia']Indonesia

WAR LIVE: Dodik is languishing in the corridor; Putin's address postponed due to hacker attack['Russia'] Russia

New Phishing Scheme: Your account is reset to zero after purchasing tickets on a scam site['Russia'] Russia

The Portuguese police arrest 26 people in an operation against bank phishing['Portugal'] Portugal

Poland in the crosshairs of hackers. Fraudsters send threatening SMS messages['Poland'] Poland

WhatSapp (WA) signs are being hacked, check your cellphone right now, users must be aware of this['Indonesia']Indonesia

Yesterday THR workers to internet hacking related to demonstrations['Indonesia']Indonesia

Tourism, after hacking, Instagram is back in operation Valle d'Aosta - Valle d'Aosta['Italy'] Italy

At home: Telex: Due to a banal error, they opened the door to Russian state hackers with government office documents['Russia'] Russia

Bank crackers have learned to put hacker files in correspondence on Microsoft Exchange['Russia'] Russia

Hackers targeted those with plastic surgery : We'll post previous photos !['Turkey'] Turkey

Russian online stores tried to beat competitors with the help of hackers['Russia'] Russia

Nordhausen is arming itself against hacker attacks['Germany']Germany

U.S. Attorney's Office Requested Up to 9 Years in Prison for Russian Grichishkin for Hacking['United States', 'Russia']United States, Russia

Microsoft: More than a thousand engineers took part in the giant cyber attack['Israel'] Israel

Experts after personal data leaked by hackers: residents must take care of digital hygiene themselves['Lithuania']Lithuania

Right in the middle of high season: North Jutland head office shut down by hacker attack['Denmark']Denmark

Czech Post warns against fraudulent competition. Your phone may be hacked['Czech Republic']Czech Republic

AhnLab, Nintendo Switch Animal Crossing Edition Selling Beware of Phishing Sites['Japan', 'South Korea']Japan, South Korea

Google down | the company comments on the Russian hacking hypothesis['Italy'] Italy

Despite hacking, online courses continue at the FCPyS['Mexico'] Mexico

DETAILS / Three hackers were handcuffed in Tirana: They hacked digital platforms, payments from second level banks and PayPal['Albania'] Albania

Hackers increase fraudulent transfers to banks around the world['Mexico'] Mexico

Hacker don't give up; less than 72 hours were enough to register six more cases in Saltillo [ Saltillo ] - 11 / 19 / 2020['Mexico'] Mexico

( Video ) Jewish school hacked with disturbing Nazi images and anti-Semitic slurs['Israel', 'United States']Israel, United States

The sites of dozens of town halls hacked by Turkish Islamists['Turkey'] Turkey

Fancy Bear hackers use Trump as phishing['United States']United States

Runet faced cyber attacks twice as often last year | Moscow['Russia'] Russia

KakaoTalk channel, hijacking occurred... Customer information phishing by copying Tmonday event['South Korea']South Korea

Espionage and hacking in the State Congress - Noticias de Hoy Puebla | Counterpart | Journalism in Balance['Mexico'] Mexico

They carried out the historic hack to SPEI['Mexico'] Mexico

Phishing targeting Free subscribers: here is a scammer who has not trod too much['France'] France

Within a month, the websites of two OPDs in Madiun Regency were attacked by hackers['Indonesia']Indonesia

ASCII.jp: Number of Malware Detections in Japan (July/August 2019), Ransomware Sodinokibi Threat Released['Japan'] Japan

MCCI denounces hacking of its website ['Mauritius']Mauritius

Hackers attacked several companies in Western Kazakhstan['Kazakhstan']Kazakhstan

Hackers robbed Russians under the guise of American civil servants['Russia'] Russia

Stopped by the Roman summit or hacked? The disappearance of the M5S electoral material is yellow['Italy'] Italy

Yekaterinburger given five years in the case of embezzlement of 1.2 billion rubles from accounts and hacking of the airport database['Russia'] Russia

Turkish nationalists hack Turkey's Twitter accounts['Turkey'] Turkey

New case of phishing aimed at Sabadell customers['Spain'] Spain



Uber and IRS are the new bait for hackers['United States']United States

They announce hacking of Grupo Modelo networks and ask for cheaper beers['Mexico'] Mexico

Brisbane Langs Building Supplies and Melbourne Network Overdrive hit by cyber attack | news . com . au Australia leading news site['Australia']Australia

Two people in Ontario arrested for allegedly hacking into the province vaccine portal['Canada'] Canada

Microsoft Exchange servers hacked to deploy BlackByte ransomware['United States']United States

Griff Green : Doge - loving hippy hacker steals crypto before bad guys can – Cointelegraph Magazine['China'] China

Android , iOS Scams See Massive Surge Amid COVID - 19 Pandemic : How to Avoid Hackers , Fraudsters Online['United States']United States

Midwest Radio - 80 % of HSE computer servers now unlocked following cyber attack['Ireland'] Ireland

$49 Malware Receives Major Upgrade to Strike Windows , macOS PCs['United States']United States

China - Based Ransomware Operator Exploiting Log4j Vulnerability | Robinson+Cole Data Privacy + Security Insider['China'] China

Family Medicine Practice Notifies Patients of Data Breach 1 Year Later['United States']United States

See Tickets discloses data breach carried out by online skimmer['Canada'] Canada

Hackers are locking out Mars Stealer operators from their own servers['United States']United States

Report : Ex - army officer spy firm sent phone hacking tools to Sudanese militia['Sudan'] Sudan

Emotet Malware possibly exfiltrated PHI of patients in Oregon Endodontic Group['United States']United States

Hackers are targeting South African cellphone owners to mine cryptocurrencies['South Africa']South Africa

The Weekly Hack : Hackers target a church and McDonald['United States']United States

Schoolboy from Adelaide hacked Apple ['Australia']Australia

Windows 7  Crazy High  Security Risk As Crypto Exploit Found In Audio Files['United States']United States

Edtech company suffers from third data breach ( Includes interview )['United States']United States

Russia - linked Hackers Use New Trojans in Recent Attacks['Russia'] Russia

Shopify supplies Georgia ballots and they were hacked pre - election['United States']United States

Hashtag Trending – Google outage ; US treasury hit with hack ; Shooting RAW with Apple['United States']United States

Computer hacker faces jail for stealing customer details from TalkTalk['United Kingdom']United Kingdom

Amid school hacking concerns , Katko warns of  catastrophic event  | News['United States']United States

Cost of cyber attacks going up : Almost one in five incidents result in financial loss['United States']United States

Health Data Breach Tally Spikes ; AMCA Breach Reports Added['United States']United States

Underwear Brand Likes Trump Tweets , Says It Was  Hacked  ['United States']United States

Parking data breach at Stevenage town centre Tesco Extra closes app | Stevenage , Hitchin , Letchworth , Biggleswade News['United Kingdom']United Kingdom

Northshore cyber attack effects continue | Bothell - Kenmore Reporter['United States']United States

Biashara Sacco in system audit after database hack['Kenya'] Kenya

1 In 3 Indian Firms Facing High Financial Loss From Hacking['India'] India

DoorDash confirmed data breach ['United States']United States

Absolutely humongous data breach exposes more than a billion records['United States']United States

Walla Walla University online network hacked['United States']United States

[ H ] ardOCP : How A Hacker Obtained Motorola Source Code with a Few Phone Calls['United States']United States

MDL Transfer Bid For Hudson Bay Data Breach Suits Denied['Canada'] Canada

True Stories From the Field : When Malware Attacks your AIX Servers['United States']United States

UK Supreme Court issues warning over fake phishing emails['United Kingdom']United Kingdom

Army Drones Fight Video  Hacking  &  Jamming['United States']United States

Wolf in Sheep Clothing in 2017 : Fake Apps and Phishing Scams['United States']United States

Police are being called and public school teachers warned after  data breach['Canada'] Canada

ransomware attack hits port media ['United States']United States

Hacking President Website : Two suspects acquitted from case['Sri Lanka']Sri Lanka

Police probing  Petya  attack , finds own website hacked['India'] India

FBI eyes Earlville hacking ['United States']United States

Account hacking on Amazon ['Germany']Germany

Wikileaks back online after cyber attack ['Uganda'] Uganda

Hacked : Sensitive data on Aussi F ['Australia']Australia

Kmart Data Breach ; Uber In Trouble ; Trump On Climate Deal : Patch Morning Briefing['United States']United States

City at risk : Windsor battles possible cyber attacks['Canada'] Canada

Homeland Security Employees Locked Out Of Computer System – Could This Have Anything To Do With DHS Hacking Georgia .? – InvestmentWatch['Georgia'] Georgia

WIKILEAKS : CIA malware for Windows : HIVE['Jersey'] Jersey

Bitcoin Unlimited Nodes Recover After Second Bug Exploit['United States']United States

Hacker hacks into Google Chrome and wins $60 , 000['Uganda'] Uganda



Bethnal Green fraudster convicted of hacking online bank accounts and transferring himself money | Crime & Court['United Kingdom']United Kingdom

No Smiles for Coca - Cola After Data Breach['United Kingdom']United Kingdom

Hackers hijack electric billboard with porn during rush hour['United States']United States

T - Mobile - victim of a major hack ['United States']United States

Sexual health data of 8 , 000 patients hacked['United Kingdom']United Kingdom

JYP Entertainment makes statement on 2PM social media hack and spam['South Korea']South Korea

Another Store has Suffered a Data Breach . Are You Affected ?['United States']United States

Consumer Catch - up : CA rent control , Pfizer nixing price hikes , Timehop data breach['United States']United States

Beware of Hiddad Malware on Google Play Store !['India'] India

Court Rejects Neiman Marcus Data Breach Settlement Due To Injury - Based Class Conflicts - Data Protection['United States']United States

As hackers get better of government sites , officials say full safety infeasible - National['Nepal'] Nepal

New malware from Russia Fancy Bear uses email to phone home['Russia'] Russia

Overall Volume of Thanksgiving Weekend Malware ...['United States']United States

Iran hacking of Bowman Avenue Dam in Rye Brook : Village on prevention['United States']United States

NUJP condemns cyber attacks on media['Philippines']Philippines

Rocke Group Malware Now Has Worm Capabilities['United States']United States

Cybersecurity ETFs Climb After Hack on U . S . Federal Level['United States']United States

Presidential Transition and Cybersecurity Following the 2020 Data Breach | Nelson Mullins Riley & Scarborough LLP['United States']United States

This Week in Washington IP : Rebuilding U . S . Research Enterprises Post - COVID , Climate Change Innovation Strategies and Examining the SolarWinds Data Breach['United States']United States

JMH receives ransom request ; cyber attack investigation continues['United States']United States

Accellion hack targeting NSW Health and Transport for NSW leads to secret documents posted online['Australia']Australia

FBI Warns Hackers Are Increasingly Using Residential Proxies in Their Substitution Attacks['Russia'] Russia

Luxembourg phishing SMS leading to fake Guichet. lu - Website - Police warn of fraud['Luxembourg']Luxembourg

Malware is on the rise! Kaspersky reveals Users are attacked with 400,000 new malicious files per day, 5% more than in 2021.['Thailand']Thailand

Fraudsters began to hack accounts on public services and take loans through them['Russia'] Russia

Microsoft warns: Hacker attacks are increasing significantly['Germany']Germany

Malware from the online store silicon. en['Germany']Germany

New phishing tactic mimics international domain names['Germany']Germany

Polish mother after hacker attack. Perhaps key systems will be operational at the beginning of the week['Poland'] Poland

E-mail in the alleged name of Six Group AG re. DebiX+ is phishing['Switzerland']Switzerland

This oll Fraud Malware is tampering with the WiFi of the phone, money will be deducted automatically['India'] India

Opening hotline for hacking victim students and faculty members - The Hankook Ilbo in America['South Korea', 'United States']South Korea, United States

Hackers stole $12.7 million in bitcoins from pNetwork['Ukraine'] Ukraine

Siae hacking, computer pirates ask for €10. 000 redemption directly to the artists['Russia'] Russia

BW's cellphone and anti-corruption activists were hacked. DPR asks the police to find the mastermind: Okezone Nasional['Indonesia']Indonesia

(Exclusive) Financial Services Commission, looking into corruption and hacking history of major shareholders of coin exchange['South Korea']South Korea

Nurse fired after data breach - blames slow login['Sweden'] Sweden

Malware attacks. All Internet of Things devices are at risk['Poland'] Poland

The cyber attacks that most affected Latin America in 2018['Argentina', 'Bolivia', 'Brazil', 'Chile', 'Colombia', 'Costa Rica', 'Cuba', 'Dominican Republic', 'Ecuador', 'El Salvador', 'Guatemala', 'Honduras', 'Mexico', 'Nicaragua', 'Panama', 'Paraguay', 'Peru', 'Uruguay', 'Venezuela']Argentina, Bolivia, Brazil, Chile, Colombia, Costa Rica, Cuba, Dominican Republic, Ecuador, El Salvador, Guatemala, Honduras, Mexico, Nicaragua, Panama, Paraguay, Peru, Uruguay, Venezuela

['https://www.itworldcanada.com/article/cyber-security-today-april-28-2021-millions-of-stolen-emotet-email-addresses-can-now-be-searched-user-data-of-reverb-exposed-and-more-phishing-and-text-scams/446622', 'https://security.srad.jp:443/story/21/04/30/2152227/', 'https://www.itbusiness.ca/news/cyber-security-today-april-28-2021-millions-of-stolen-emotet-email-addresses-can-now-be-searched-user-data-of-reverb-exposed-and-more-phishing-and-text-scams/117971']Cyber Security Today , April 28 , 2021 – Millions of stolen Emotet email addresses can now be searched , user data of Reverb exposed , and more phishing and text scams['Canada'] Canada

New malware family seeks to steal gamer accounts, warns Kaspersky['Brazil'] Brazil

120 companies with losses after phishing attacks last year['Bulgaria'] Bulgaria

Hacker isolated himself in Chapada dos Veadeiros to carry out a series of attacks on the DMV system['Brazil'] Brazil

Russian hacker arrested in New York | USA Hacker attack | AFN | Belarusian news | Republic of Belarus['Belarus', 'USA']Belarus, USA

G.Auction hacker demands money... There was a server attack, but personal information was not leaked - Chosunbiz > Real Estate > General real estate['South Korea']South Korea

Free subscribers: beware of this gift card promise, it's phishing['France'] France

Got caught ! Nokia smartphone appears to contain Chinese spyware['China'] China

Huawei still accused of spying, EMUI 10 is coming, malware attacks Windows 10 PCs, the recap['China'] China

Spain: acquittals in a major internet hacking trial['Spain'] Spain

Phishing attempt: PayPal fraudsters shock with large sums of money['Germany']Germany

Stealing online game accounts and selling virtual property for profit Sihong police cracked down on super-large cross-provincial online game hacking case - 大河网['China'] China

Work hacking Juarez companies ['Mexico'] Mexico

Hackers have learned to steal money by intercepting calls['Kazakhstan']Kazakhstan

technology news Almost half of Mexicans have suffered cyber attacks['Mexico'] Mexico

Android user data is at risk due to Viber spyware['Russia'] Russia



botfree . de warns against phishing ['Germany']Germany

From Facebook hacking to American. How the case of the White Legion developed['United States']United States

The hacking of A Estrada, next to be clarified['Spain'] Spain

Malware Digmine minera criptomoedas ['United States']United States

RIA Deputy Director General Toomas Vaks: A cyber attack puts people's lives at risk['Estonia'] Estonia

Verizon's 2017 Data Breach Investigation Dossier Says Cyberespionage And Ransomware Are On The Rise: Dolly News['Japan'] Japan

Putnam County Sheriff Department Facebook page got hacked['United States']United States

Terra DeFi $90 Million Exploit Identified after Going Unnoticed for 7 Months['United States']United States

Student sues over Pupilpath data breach['United States']United States

Hackers hit AXA Asia units | The Manila Times['Philippines']Philippines

Hacker Pleads Guilty To Stealing Pa . Hospital Worker Info['United States']United States

Malware Attack Exposes IL Health Center Patient and Staff PHI['United States']United States

Capital One $190M Data Breach Deal Gets Consumer Push['United States']United States

New malware kicks off using fake Liverpool FC websites['United Kingdom']United Kingdom

FBI Sounds Alarm on Cyber Attacks Against Healthcare Payment Processors | King & Spalding['United States']United States

Yancoal prepays US$1b of debt , Janus Henderson chair retires and Telstra suffers  data breach  ['Australia']Australia

Pingora Loan Servicing , LLC Files Notice of Recent Data Breach | Console and Associates , P . C . ['United States']United States

FBI catches heat , HS kids catch a hacking rap , and Albany catches a ransomware infection['United States']United States

Iranian actors targeting healthcare via spear - phishing , vulnerability exploit['Iran'] Iran

Federal Jury Convicts Malware Creators of Hijacking 400 , 000 Computers['United States']United States

TIGTA says IRS successfully prevented ransomware attacks['United States']United States

Prosecutor backtracks on malware claims in Mar - a - Lago breach['United States']United States

Privacy Commissioner Suspends Consultation Following Equifax Data Breach Lisa R . Lifshitz Speaks To Canadian Lawyer - Data Protection['Canada'] Canada

Call of Duty Warzone players use infinite revive exploit to win from within the gas['United Kingdom']United Kingdom

Man hacks UAE govt entity website , lands in court['United Arab Emirates']United Arab Emirates

['https://batam.tribunnews.com/2020/01/20/waspadalah-akun-medsos-dan-whatsapp-diretas-berantai-begini-modus-kejahatannya-canggih', 'https://wartakota.tribunnews.com/2020/01/19/awas-akun-medsos-dan-whatsapp-diretas-berantai-modus-kejahatan-minta-kode-verifikasi-dan-rekening', 'https://belitung.tribunnews.com/2020/01/19/waspada-akun-media-sosial-anda-diretas-berantai-modus-minta-kode-verifikasi-rekening']BEWARE! Social Media and WhatsApp Accounts Hacked by Chains, Here's the Crime Mode, Sophisticated!['Indonesia']Indonesia

Bengaluru : Siddaramaiah Twitter handle hacked by terrorist sympathizers['India'] India

Fortnite  Vending Machine Exploit Gives Players Extra Loot['United States']United States

Facebook , YouTube used in Brazilian phishing scheme['Brazil'] Brazil

Dark web  data sale threatens vast government data breach – Government & civil service news['United Kingdom']United Kingdom

PN - G hack seen as lesson for other school districts['United States']United States

Diseny+ Accounts Hacked and Sold on Dark Web['United States']United States

Youve been hacked ! Data breaches in Washington on the rise['United States']United States

Website hacking : Customer accounts intact['Ghana'] Ghana

Espionage Group Turla Tweaks Carbon Backdoor Malware with New Variants['United States']United States

Cosmos Bank Website Compromised With RIG Exploit Kit ; Cerber Ransomware Infects Website Visitors !['India'] India

Tech Bytes : Data Breach at Chipotle , World Last Male Northern White Rhino on Tinder['United States']United States

Domino Pizza Blames Supplier For Data Breach : Hackers Are Probing Third['United States']United States

US Government Hacked With Its Own Spyware ?['United States']United States

Trickbot malware hits more than 40 countries['United Kingdom']United Kingdom

Alt - Right  Websites Under Attack From Hackers in Battle to Take White Supremacist Propaganda Offline['United States']United States

Hospital hacks : Default passwords and no patching leaves healthcare at risk['United States']United States

Journalists , media under attack from hackers : Google researchers['Pakistan']Pakistan

Hacking group returns , switches attacks from ransomware to trojan malware['Japan'] Japan

Hijacking Online Accounts Via Hacked Voicemail Systems['United States']United States

Phone Case Co . Sued After Hackers Say  We Have Your Data['United States']United States

Voyant users targeted in email phishing attack['United States']United States

Health Data Breach Tally Spikes in Recent Weeks['United States']United States

Google removes fraudulent apps from Play Store that lured users with free gifts , installed ad malware on their device instead - Technology News , Firstpost['India'] India

Defi Protocol That Bragged About Having Flash Loan Attack Prevention Hacked for $6 Million['United States']United States

Qbot Banking Trojan Now Deploying Egregor Ransomware['United States']United States

20 Universities targeted by  Shadow Academy  hackers['United Kingdom']United Kingdom

NKTsKI russia infrastructure cybercommand Russian Government Warns Business Of US Cyber Attack solarwinds revenge retaliation['Russia', 'United States']Russia, United States

In Tether Hack , US$3 . 1 Million Worth of Cryptocurrency Stolen from Taiwanese Antique Dealer['Taiwan'] Taiwan

Pashinyan buys $7 million spyware to spy on opposition figures , editors – Hraparak . am['Armenia'] Armenia



Hackers Have Started to Invade the Battlefield 2042 Beta['United States']United States

DocuSign phishing campaign targets low - ranking employees['United States']United States

Breaking : CU reports cyber attack affecting 30 , 000 people['United States']United States

Thoughtles flaw on DFA website leaves thousands vulnerable to phishing attacks cybersecurity expert['Philippines']Philippines

State Enterprise "ISS" commented on the message of the court about the absence of texts of court decisions in the Register after a cyber attack['Ukraine'] Ukraine

Hackers Hack SIPP Kemkes Sites and Deface Webpages['Indonesia']Indonesia

Deputy De Rementería after alleged hacking of ministries: We work with very precarious issues['Chile'] Chile

A regional Army espionage center operates in Iguala, reveals the hacking of the Guacamaya group - El Sur Acapulco Suracapulco I News Acapulco Guerrero['Mexico'] Mexico

Cyberattack: Top FM's digital platforms hacked['Mauritius']Mauritius

Young people from Limón helped the CCSS in the vaccination of computer equipment after hacking['Costa Rica']Costa Rica

Bad , Information Leak Occurs ! Pro-Russia Group Accused of Website Hacking['Russia'] Russia

Professionals interpret the whole story of NPU's cyber attack by TAO, drinking tea as one of the culprits NPU - Rolling News _ Huashang.com News['China'] China

Spring4Shell: the application of patches is slipping, hackers are taking advantage of it['France'] France

Tech: a hacker stole 1353 billion bitcoins from criminals, he was caught after 10 years['Hungary'] Hungary

Kaspersky Lab reveals new attack tactics by Lebanese hackers DeftTorero['Lebanon']Lebanon

Hit citizens hack the Municipality ['Mexico'] Mexico

Under Express Reserve. Massive hacker attack on INAI['Mexico'] Mexico

Impressive NSO Hack : Built a Virtual Computer with Fax Compression | News['Israel'] Israel

fake google chrome update: be careful! This is a terrible fraud in the name of Google Chrome update, everything ends when you click ... - fake google chrome update active again, to gain complete control of your systems a new tool for hackers['India'] India

The National Office for Annual Holidays warns of a phishing attempt['Belgium'] Belgium

UK's WisePay victimized by cyber attack - bdnews24. com['UK'] UK

They Investigate Possible Hacking of ASR Systems – NBC Puerto Rico['Puerto Rico']Puerto Rico

Sberbank successfully repelled 71 cyber attacks in 2019['Russia'] Russia

INM denounces an attempt to hack into its computer systems before the prosecutor's office • Forbes México['Mexico'] Mexico

Malware scams users on social networks - Novinite . bg - News from Bulgaria and the world['Bulgaria'] Bulgaria

16-year-old hacker blocked the work of the Internet provider['Ukraine'] Ukraine

Beware Trojan. Malware may be hiding in RosInvest external batteries. Com['Russia'] Russia

Windows at risk ! A critical Malware is taking over user PC dgtl['India'] India

Hacking attacks using printers - $ 100 million disappeared from the bank .['Poland'] Poland

Twitter account of FMLN Secretary General , Óscar Ortiz hacked | News from El Salvador['El Salvador']El Salvador

Impersonating a military noncommissioned officer to steal tens of thousands of won, voice phishing alert['South Korea']South Korea

This was the most widespread cyber attack of 2018['Mexico'] Mexico

Hacking on Bansefi cards was before delivery['Mexico'] Mexico

Cameroon's tax website hacked ['Cameroon']Cameroon

Park your PayPal accounts, malware can empty them['Russia'] Russia

The State Duma discussed hacker attacks with the head of the FSB / News / Nezavisimaya Gazeta['Russia'] Russia

Hackers change the name of the Federal Courthouse['United States']United States

Warning : The malware spread at a record speed in August['Finland'] Finland

In Brazil, hackers hacked into the site with the results of school exams - Russian newspaper['Brazil'] Brazil

Netflix: Watch out! hackers have targeted your accounts['Peru'] Peru

Ransomware Attack Affects over 2300 Sonoma County Clients['USA'] USA

Another Day Another DeFi Hack : Spartan Protocol Exploited For Over $30M['United States']United States

Chorley Council accused of data breach involving thousands of residents['United Kingdom']United Kingdom

Delete now ! Smartphone malware warning | Eastern Daily Press['United Kingdom']United Kingdom

Kronos hack update : Employers are suing as paycheck delays drag on : NPR['United States']United States

Here how Bell was Hacked : SQL Injection Blow - by - Blow['United States']United States

Someone Hacking the P . A . System on Flights and Making Strange Sounds - Hits 96['United States']United States

Sobeys experiencing data breach , 2 privacy watchdogs say['Canada'] Canada

Hackers target the Rari Capital and Fei Protocol DeFi platforms['India'] India

['https://www.gamesindustry.biz/articles/2021-01-04-koei-tecmos-sites-offline-following-cyber-attack', 'https://www.nme.com/news/gaming-news/koei-tecmo-reveals-cyber-attack-shuts-down-forum-websites-2847035', 'https://atomix.vg/koei-tecmo-cierra-todas-sus-paginas-web-tras-ataque-cibernetico/', 'https://www.dualshockers.com/koei-tecmo-cyber-attack-forces-official-site-shut-down/', 'https://cogconnected.com/2020/12/koei-tecmo-cyber-attack/', 'https://www.playstationlifestyle.net/2020/12/30/koei-tecmo-hack-forces-websites-offline/', 'https://www.kotaku.com.au/2020/12/koei-tecmo-shuts-down-forums-following-data-hack/']Koei Tecmo closes all its websites after cyber attack['Japan'] Japan

New Chaos Malware Variant Ditches Wiper for Encryption['United States']United States

Catalan spyware victims demand justice ['Spain'] Spain

Ingalls & Snyder , LLC Files Notice of Data Breach Following Unauthorized Access to the Company Computer Network | Console and Associates , P . C . ['United States']United States

Police warn businesses of scammers hacking into worker bank accounts['New Zealand']New Zealand

Hackers use South - east Asian banks most to receive illicit funds : Swift['South Korea']South Korea



Judge denies plaintiffs additional time for discovery in uConnect hacking case ; Trial set in March['United States']United States

Connected devices , legacy systems leave hospitals wide open to cyber attack['United States']United States

Scary Keychain Exploit Shows Macs Are Vulnerable Too['United States']United States

Treasury public website given security test just days before it was  hacked['New Zealand']New Zealand

Phishing campaign spoofs local - government websites to rip off small businesses['United States']United States

Lawmakers demand answers on Border Patrol data breach['United States']United States

Management Company Wolfe & Associates Suffers Data Breach['United States']United States

LandMark White blames exposed API for data breach['Australia']Australia

CBCP calls for probe on passport data breach['Philippines']Philippines

E - Ticketing Flaw Exposes Airline Passenger Data to Hackers | Data Management['United States']United States

AFP data base hacked , soldier data exposed » Manila Bulletin News['Philippines']Philippines

Naples city of Florida loses $700 , 000 because of a spear - phishing attack['United States']United States

THEC reports No Student Data Exposed in Tennessee Vendor Suspected Data Breach['United States']United States

Greed is good ... for this phishing scam ['United States']United States

Germany ′ s Horst Seehofer promises clarity after hack attack | News | DW['Germany']Germany

New York high school students uncovered data breach but were ignored for months['United States']United States

Social Security numbers released in SLO County data breach['United States']United States

Data breach at Saks Fifth Avenue exposes customer personal information['United States']United States

Qantas reveals full passenger names and frequent flyer numbers in data breach['Australia']Australia

TPD reports phishing scam email from Amazon['United States']United States

Ransomware attack on Toshiba means 400 , 000TB of SSD storage is missing['Japan'] Japan

New Email Phishing Scam Targets Amazon Shoppers['United States']United States

['https://3dnews.ru/1059146/hakeri-iz-severnoy-korei-ispolzuyut-tsentr-obnovleniya-windows-dlya-rasprostraneniya-vredonosnogo-po', 'https://www.msn.com/en-us/news/technology/windows-update-hijacked-to-infect-pcs-with-malware/ar-AATfany', 'https://www.punto-informatico.it/lazarus-distribuisce-malware-windows-update/', 'https://boxden.com/showthread.php?t=3096816', 'https://www.computing.co.uk/news/4044089/north-korea-lazarus-windows-update-github-infect-pcs-campaign', 'https://www.bleepingcomputer.com/news/security/lazarus-hackers-use-windows-update-to-deploy-malware/', 'https://www.windowscentral.com/windows-update-used-bypass-security-software-north-korean-cybercrime-group', 'https://www.techspot.com/news/93181-north-korean-hackers-launch-attacks-using-windows-update.html', 'https://tech.everyeye.it/notizie/hacker-sfruttano-windows-update-infettare-pc-come-funziona-malware-566784.html']Hackers from North Korea began to distribute viruses using "Windows Update"['North Korea']North Korea

['https://www.coinspeaker.com/hackers-general-bytes-bitcoin-atms/', 'https://www.ibtimes.com/crypto-investors-using-bitcoin-atms-duped-hacker-3604313', 'https://www.bleepingcomputer.com/news/security/hackers-steal-crypto-from-bitcoin-atms-by-exploiting-zero-day-bug/']Hackers Stealing Crypto from General Bytes Bitcoin ATMs via  Zero Day  Vulnerability['United States']United States

DMK mouthpiece Murasoli hacked , restored['India'] India

Singing River Health System Still Recovering 2 Days After Cyber Attack['United States']United States

Italian Hacking Group Attacks NM Work Comp Website['United States']United States

Local governments increasingly targeted by hackers – Daily Journal of Commerce['United States']United States

Police Search For Phone Hacker Who Caused Massive Evacuation « CBS Denver['United States']United States

Uber Catches Break in Data Breach Class Action['United States']United States

Two More Convicted in $30M Massive Hacking , ... ['United States']United States

OAIC Data Breach Report Indicates True View of Data Breaches to Date['United States']United States

Coweta County , Ga ., Largely Restores Servers Following Ransomware Attack['United States']United States

A Student Aged 14 Years behind Hacking of Peoria Notre Dame High School System['United States']United States

Data hack - hit airline vows instant report['Australia']Australia

Airbnb party , eHealth hacked , reward for missing girl cut in half['Canada'] Canada

Data breach apology by Northern Ireland abuse victim advocate  not enough['Northern Ireland']Northern Ireland

Feds reviewing previously unreported cyber attack on Florida elections office['United States']United States

Irish IT group Ergo foils major ransomware attack['Ireland'] Ireland

Massive Data Breach Of Majority Of Malta Citizens Is Being Investigated By Data Protection Commission['Malta'] Malta

KSA Uncovers Attempt to Exploit Funds Earmarked to Fight Coronavirus['Saudi Arabia']Saudi Arabia

Cloud hosting provider Netgain struck by ransomware attack['United States']United States

On Telegram , Iraqi Hacking Group Claims To Have Breached U . S . Airbase Security Cameras And Phones , Posts Photos Allegedly Taken Inside The Base['United States']United States

Attacks Disguise Malware as Student Assignments -- THE Journal['United States']United States

Campari data breach slows local operations['Jamaica'] Jamaica

Hack of British gun registration database proves again why Americans should never agree to one['United Kingdom']United Kingdom

Debt Collector Could Face $21M Tab In Data Breach Deal['United States']United States

Municipality will present hacking complaint: Bonilla['Mexico'] Mexico

A new wave of hacker attacks. They stole money using apps on Google Play['Poland'] Poland

Egypt breaking news - Egypt News: A Chinese report confirms that its sites were hacked by the US National Security Agency['China', 'Egypt']China, Egypt

Hackers attacked the creators of the American stealth aircraft F - 35 . Russian and Chinese OS are safe['United States']United States

Hack in the Senate : The system of the Congress continues to be affected['United States']United States

Hacker attacks marked the year of cybersecurity in Brazil; remember the main ones['Brazil'] Brazil

Egor Kryuchkov admitted to preparing for a cyber attack on Tesla['United States']United States

Eslite system was hacked, member personal information flowed into fraudulent group - CTV News['Taiwan'] Taiwan



Evil Corp seeks $68 million from two organizations after ransomware attack dubbed Macaw Locker to avoid US sanctions preventing victims from paying['United States']United States

Drinik Malware Tries To Steal Online Banking Login Details['India'] India

Loophole for hacking computers through the printer was closed after 16 years['Russia'] Russia

Social media accounts of the CAASD and its director were hacked victims - El Caribe Newspaper['Dominican Republic']Dominican Republic

Virtual asset exchange camouflage phishing alert...Ministry of Science and ICT['South Korea']South Korea

China increased cyber attack after border dispute: China increased cyber attack after Galvan incident['India'] India

They organized an attack against Lithuanian border guards: hacked into the system and spread sensational news['Lithuania']Lithuania

Sovid - 19 cyber attack ['Mongolia']Mongolia

The Arrecife City Council confirms that it suffered a hack in full state of alarm, the second in eight months['Spain'] Spain

Hacked by Shivam, the income exceeded crores of rupees['Bangladesh']Bangladesh

['https://1prime.ru/banks/20210916/834712905.html', 'https://ria.ru/20210913/khakery-1749858570.html']Experts warn banks of increasing large-scale attacks by hackers['Russia'] Russia

It was Russian hackers who attacked SPEI: Condusef [Nacional] - 07/09/2018['Mexico'] Mexico

Phishing alert or cyber identity theft ['Honduras']Honduras

Citizen Lab reveals attempted hack with Pegasus to Javier Valdez's colleagues['Mexico'] Mexico

Pegasus - Spyware on Swiss iPhones ['Switzerland']Switzerland

Surat Education Department website hacked['India'] India

Beritasatu site. com Recovers After Hacker Attack['Colombia']Colombia

The military announced the results of its investigation into the national defense computer hacking incident on the 2nd.['South Korea']South Korea

Favors granted for Verviétois involved in an international hacking affair['Belgium'] Belgium

Hackers exploit unpatched bugs to attack governments , contractors['United States']United States

State - sponsored hackers delay new Microsoft Exchange Server by four years['United Kingdom']United Kingdom

Settlement Reached in Alcohol Delivery Data Breach Class Action['United States']United States

Vendor hack exposes HMS patient Rx info['United States']United States

Delivery firm Yodel disrupted by cyber attack['United Kingdom']United Kingdom

Transnational hacking group pushed Microsoft and ISPs to make house calls['United States']United States

Almost 100 people to get free ID theft and credit monitoring due to school district data breach['United States']United States

Living Innovations Reports Data Breach Stemming from Phishing Incident | Console and Associates , P . C . ['United States']United States

DSG Data Breach Litigation Dismissed by united kingdom High Court['United Kingdom']United Kingdom

Eventus WholeHealth , PLLC Reports Data Breach After Unauthorized Party Access Employee Email Account | Console and Associates , P . C . ['United States']United States

Dickey Contested $2 . 35M Data Breach Deal Gets Initial Nod['United States']United States

Team Pachedu blasts JSC over hacking claims['Zimbabwe']Zimbabwe

APPsolutely terrifying : Easy loans by 1 lets hackers access data of 13 , 500 people | Ahmedabad News['India'] India

['https://www.lesechos.fr/finance-marches/marches-financiers/piratages-rancons-placements-miracles-les-arnaques-sur-les-cryptos-et-bitcoin-explosent-1292735', 'https://www.financialafrik.com/2021/02/17/les-fraudeurs-et-pirates-de-cryptomonnaie-ont-vole-19-milliard-de-dollars-en-2020/']Cryptocurrency scammers and hackers stole $1.9 billion in 2020['France'] France

DialAmerica Marketing , Inc . Data Breach : Murphy Law Firm Investigates Legal Claims['United States']United States

McDonald , Coca - Cola Among Impersonated Brands In Massive Phishing Campaign['United States']United States

Facebook - parent Meta bans accounts of Indian company for  hacking['India'] India

Owner of L . A . most expensive home at is suing Zillow Chinese hackers lowered the price['United States']United States

Holomisa warns IEC of vote hacking ['South Africa']South Africa

Europol top hacking ring takedowns ['Japan'] Japan

Hashtag Trending – Bitcoin price jump ; telecoms get hacked ; Bell increases fees['Canada'] Canada

Chino Valley Unified parents asked to change their Aeries portal password after unauthorized attempt to exploit vulnerability in the software['United States']United States

Spanish Supreme Court Website Hacked on Day of Catalan Sedition Hearing['Spain'] Spain

Prosecution Circulates Evidence in NRA Hacking Case to Media - News['Bulgaria'] Bulgaria

Investorideas . com - # CryptoCorner : Russian Social Media Giant VK to Launch Crypto , Bithumb Hacked for $13 Million in EOS['South Korea']South Korea

MCPS alerts public of data breach involving student information['United States']United States

Equifax Data Breach Credit Score Improvement Finance Management Courses Launched['United States']United States

Evidence in Sony hack  whodunit  mostly circumstantial ; US weighs a North Korea response['United States']United States

Computer guru in Sh4 billion hacking case lives large and brags big['Kenya'] Kenya

Data Breach at U . S . Auto Lender Left Half a Million People Exposed['United States']United States

UK government complains after Twitter cuts data access over  terror phishing['United Kingdom']United Kingdom

Trump used by hacker group Sednit to lure victims['United States']United States

Pakistani Man Sentenced For Laundering Millions In Telecom Hacking Scheme – Eurasia Review['Pakistan']Pakistan

Congress didnt grasp importance of Russian election hack , CIA chief warned colleagues , memo shows['United States']United States

Arkansas Man Pleads Guilty To Developing And Distributing Prolific Malware – AlexandriaNews['United States']United States

Hack in Texas resembles cyberattack at Columbia Falls schools['United States']United States



['https://wiba.iheart.com/featured/common-sense-central/content/2021-01-25-evers-administration-appears-to-have-lied-about-severity-of-solarwinds-hack/', 'https://newstalk1130.iheart.com/featured/common-sense-central/content/2021-01-25-evers-administration-appears-to-have-lied-about-severity-of-solarwinds-hack/']Evers Administration Appears to Have Lied About Severity of SolarWinds Hack | News / Talk 1130 WISN['United States']United States

Maharashtra BJP Twitter handle  hacked['India'] India

NWKRTC website found  hacked ['India'] India

Stellar Lumens Lifted in Blackwallet Hack - Inside Bitcoins - News , Price , Events['United States']United States

Paymark investigating possible phishing attack['United States']United States

Chinese Hackers Are Attacking Government Agencies Via Snail Mail['China'] China

A Tale Of Two Firms : LPL , Capital Forensics Address Data Breach['United States']United States

U . S . lawmakers to grill Google CEO over Chinese censorship , data breach['United States']United States

FBI Is Investigating Pegasus Spyware Vendor Over U . S . Citizen Hacks['United States']United States

Ransomware attack continues to impact MVLA['United States']United States

Railroad firm Railworks hit by ransomware and employee data stolen['United States']United States

Affordacare data breach worse than company first thought['United States']United States

Scammed :  Phishing  expedition ends in $80K nightmare['United States']United States

Texas County Notified Thousands of Residents of Data Breach['United States']United States

Quis Custodiet ? Cygilant Hacked in Latest Attack on an SOC Provider['United Kingdom']United Kingdom

Court Transfers Crypto Phishing App Class Action Against Apple to NDCA['United States']United States

TrickBot emerges as UAE top malware threat['UAE'] UAE

University Email Hijacking Attacks Push Phishing , Malware['United States']United States

Hacking Incidents Lead to 2 Big Eye Care Provider Breaches['United States']United States

Marion County death , birth certificates back online after data breach['United States']United States

AWS must suspend alleged hacker access to patient data , judge orders['United States']United States

They hacked the social networks of an official of the Ministry of Tourism['Argentina']Argentina

The Facebook account of more than a dozen teachers hacked['Mauritius']Mauritius

Hacker attack on NIK. The Pegasus Affair. Krzysztof Kwiatkowski interview | Policy['Poland'] Poland

Procomer takes temporary actions after hacking state institutions['Costa Rica']Costa Rica

The Tor browser installer is infected with malware['United Arab Emirates']United Arab Emirates

Continental is overwhelmed by a cyber attack - Also : The volatile energy market under the magnifying glass['Germany']Germany

RTS :: Bomb threats and hacking of institutions, how cybercrime affects the daily life of citizens['Serbia'] Serbia

Grandmother with a flag in Nalchik, hacking QIWI and Google owes 7.2 billion rubles. What else happened on May 1['Russia'] Russia

Gradsky's website became a mouthpiece of the truth about the war in Ukraine after being hacked by hackers['Ukraine'] Ukraine

Detecting thousands of computers being used to spread malware['Vietnam'] Vietnam

['https://www.scmagazine.com/version-of-facebook-lite-app-weighed-down-by-spy-fakeplay-mobile-malware/article/642435/', 'http://www.phonandroid.com/facebook-lite-des-apk-infectes-dangereux-malware.html']Facebook Lite: APK files infected with dangerous malware['United States']United States

The SBU caught a hacker who leaked stolen data to resources controlled by Russian special services['Ukraine'] Ukraine

Millions of cars around the world are hacked via SMS - Gazeta. Ru['Russia'] Russia

4 months after hack, CCSS announces full system recovery['Costa Rica']Costa Rica

Avast discovers traffic-direction system attempting to deliver malware to over 600,000 users['Mexico'] Mexico

Saxony - Anhalt: Bundeswehr supports Anhalt - Bitterfeld after a cyber attack['Germany']Germany

Confirmed! BRI Life Says There Was a Hack into the BRI Life Syariah System['Indonesia']Indonesia

Health withdraws several controls of insulin pumps due to risk of hacking['Spain'] Spain

North Korea's hacking organization stole 30,000 KAIST information... Targeting the domestic stock market['South Korea']Germany

El Corte Inglés does not raffle any gifts for its 80th anniversary: this message circulating on WhatsApp is a phishing scam['Spain'] Indonesia

He explained massive Twitch hacking and changed transmission keys - El Mercurio de Tamaulipas['Mexico'] Mexico

Cell phones of four governors hacked in a week['Mexico'] Mexico

Telex: TeamViewer buys Ubimax, Twitter victim of Spear phone phishing, Dell lays off['USA', 'Germany']USA, Germany

Suspected of looking into other people's medical records on 19 occasions - prosecuted for data breach['Sweden'] Sweden

Following a hacking: the CCID investigates a misappropriation of Rs 600 M['Mauritius']Mauritius

The click cost the hospital in Benešov 40 million. The cyber attack started by opening the attachment | Home['Czech Republic']Czech Republic

Hackers demand ransom after cyberattack on Antwerp lab - ICT news['Belgium'] Belgium

EU warns: Telekom customers are currently increasingly being targeted by phishing attacks['Germany']Germany

Region Kalmar County reports employee to police for suspected data breach['Sweden'] Sweden

The passwords most frequently hacked by RosInvest have been announced. Com - Venture, management, investments['Russia'] Russia

Hackers replaced IBAN to collect payments from companies, maxi scam in Aprilia and Cisterna['Italy'] Italy

An Orenburg citizen faces a jail term for attempting to hack RIA56 ministerial websites. News of Orenburg and the Orenburg region['Russia'] Russia

Ninova said: Those affected by the hacker attack should change their identity cards - Novinite. bg['Bulgaria'] Bulgaria

Another phishing attack targets ČSOB clients['Czech Republic']Czech Republic



Hack targets Apple users ['Luxembourg']Luxembourg

Ministry of Information sent 1 . 200 times warning about information security risks, cyber attacks['Vietnam'] Vietnam

The growth rate of malicious code on the mobile terminal exceeds that on the PC terminal, and hackers mainly use lock screens for extortion_China_Guangming.com['China'] China

How three schoolchildren hacked the Final Fantasy V source code to localize it / Sudo Null IT News['Russia'] Russia

PRI denounces hacking of cell phones [ Elections 2017 ]['Mexico'] Mexico

They assure that 70% of gas and oil companies in the US have suffered hacking['United States']United States

The Prime Minister's Office is reviewing security after a new hacker attack['Denmark']Denmark

3.41 million personal information hacked by Chinese hackers['China'] China

A massive hacker attack significantly raised the price of "black gold", 28 . 06 . 2017 / Pronedra['Russia'] Russia

Jin Investments apologizes for hacking tools for 300,000 personal reports... I live in anxiety['South Korea']South Korea

Hackers demand ransom for sensitive user data['Ukraine'] Ukraine

Girl stole nude photos during data breach['Sweden'] Sweden

Threat Actor Claims to Have Hacked Domino - Infosecurity Magazine['United States']United States

Hacker Accused of Downloading Social Security Numbers Stands Trial['United States']United States

Hoya Optical Labs Notifies Consumers of Healthcare Ransomware Attack['United States']United States

Razer takes Capgemini to court over data breach , says Capgemini played game of  smoke and mirrors  ['France', 'United States']France, United States

App malware : milioni di conti violati dopo aver scaricato queste applicazioni['Italy'] Italy

High School Grad Charged After Hacking Database and Inserting Hitler Quote Into Yearbook , Police Say['United States']United States

Oregon Business - McMenamins Faces Class Action Suit Over Data Breach['United States']United States

Lurie Children Hospital Resolves Healthcare Data Breach Lawsuit['United States']United States

What the Dublin Tram System Hack Reveals about the Future of Hostage Taking['Ireland'] Ireland

Hackers Drained BGN 1 Million from a Bulgarian Company - Novinite . com['Bulgaria'] Bulgaria

Operations Returning to Normal After the Cyber Attack Announced on June 3 , 2019['United States']United States

Australian Intelligence Officials Blame China for Hacking University['Australia']Australia

Israeli researchers : Hackers aiming to exploit government financial aid['Israel'] Israel

Hack included documents from secretive Maine police unit['United States']United States

MALWARE ALERT : Update Google Chrome Now['Australia']Australia

Ramsey County : Over 117 , 000 impacted in August 2018 data breach['United States']United States

Data breach at Russian ISP impacts 8 . 7 million customers['Russia'] Russia

Government websites worldwide hacked with pro - Islamic State rant['South Africa']South Africa

Anti - dowry website back on : Website was hacked on Nov 8 to steal user profiles['India'] India

NJ Man Charged in Ransomware Case ['United States']United States

84 Lumber identified as victim in worldwide hacking scheme['United States']United States

Health Data Breach Tally : Trends in 2019['United States']United States

Hackers steal $480 , 000 worth of NULS cryptocurrency from its dev team['China'] China

Sheriff officials still fixing computers 13 days after malware attack['United States']United States

Officials Confirm Some Russian Hacking Allegations As New Ones Come In['Russia'] Russia

Arby Seeks To Shake Class Suit Over Data Breach['United States']United States

Ministries hacked by Vietnam group ['Cambodia']Cambodia

Singapore Privacy Office Calls for Mandatory Data Breach Notice['Singapore']Singapore

Student grades believed to be hacked at University of Regina['Canada'] Canada

Avast urges devs to secure toolchains after hacked build box led to CCleaner disaster • The Register['Czech Republic']Czech Republic

Old Mutual hack : Finance firm says customer personal data , investment values accessed in data breach['South Africa']South Africa

Judge overturns Unanderra granny jail sentence for $100k African phishing scam['Australia']Australia

BNN Daily Chase : Jim Balsillie blasts Ottawa ; HBC hit by data breach - Article['Canada'] Canada

Data breach may have compromised personal info through company working with hospital['United States']United States

Moment computer hacker who attacked over 100 company websites was arrested['United Kingdom']United Kingdom

Civil servant hacking claim in privacy breach led to police action , documents show['Canada'] Canada

['https://www.karjalainen.fi/uutiset/uutis-alueet/kotimaa/item/265536', 'https://www.savonsanomat.fi/uutissuomalainen/3158774']In the afternoon, the government will inform about the further measures of Vastaamo - the data breach - with the aim of helping the victims of the data breach['Finland'] Finland

CMS SCAM : Hackers target CMS employees to steal thousands of dollars['United States']United States

PSNI investigating alleged major police data breach['United Kingdom']United Kingdom

Privacy & Information Security Law Blog : Judge Grants Final Approval Of Record Data Breach Settlement In Anthem Class Action - Data Protection['United States']United States

London Blue : Nigerian hackers target top finance chiefs with email scam['United Kingdom']United Kingdom

Man charged with hacking , selling data from UPMC HR database['United States']United States

Ultrasonic Attack Device Hacks Phones through Solid Objects['United States']United States



Coronavirus : Islamic State hacker charged with selling fake PPE online['United Kingdom']United Kingdom

ReVoLTE Attack Allows Hackers to Listen in on Mobile Calls['United States']United States

West Lakes Academy hit by cyber attack['United Kingdom']United Kingdom

Another cowardly step  - Azerbaijani hackers attempt to breach ARMENPRESS security system['Armenia'] Armenia

International hackers accused of pirating Xbox , Nintendo , PlayStation games , feds say['United States']United States

Hacking Suspect Who Targeted Treatment Center , Government Sites Pleads Guilty['United States']United States

Mayo Clinic Hit With Multiple Data Breach Class Actions['United States']United States

Hanna Andersson Data Breach CCPA Settlement['United States']United States

[ HACKERS ] Bitcoin Developer Admits Hacking Big Bitcoin Address ; John Cantrell Reveals How He Did It['United States']United States

BI implements IT interference mitigation protocol after being hacked['Indonesia']Indonesia

Russia launches hacking campaign for Europe['European countries']European countries

Financial Supervisory Service issued a phishing alert on impersonating family and acquaintances['South Korea']South Korea

Huaquechula officials denounce WhatsApp hacking['Mexico'] Mexico

It became known about the attack of hackers on the Ministry of Defense of Australia['Australia']Australia

Delayed flights after a hacker attack on central plus['Germany']Germany

Lenta website. ru was hacked ['Russia'] Russia

Sterile recommendations, they now hack Canaco – Chihuahua News – La Parada Digital['Mexico'] Mexico

Hacker attacks put winter holiday bookings at risk['Bulgaria'] Bulgaria

Hackers attacked the Slovak Ministry of Defense['Slovakia']Slovakia

Thionville. The Hélène-Boucher school complex victim of a computer hack['France'] France

They hack WhatsApp of mayors of the Mixteca; ask for money in your name['Mexico'] Mexico

Hacker attack on A1 - customers get Sorry - discount['Austria'] Austria

Hacker attack on school platform in Bad Segeberg paralyzed lessons['Germany']Germany

['https://www.itnews.com.au/news/us-offers-bounties-on-election-interfering-nation-state-hackers-551340', 'https://international.sindonews.com/read/125432/42/tangkap-peretas-pengacau-pilpres-as-janjikan-hadiah-rp146-miliar-1596726529', 'https://www.businessinsider.in/tech/news/the-us-is-offering-bounties-of-10-million-to-anyone-who-can-catch-hackers-meddling-in-the-presidential-election/articleshow/77393542.cms', 'https://www.securitylab.ru/news/510873.php', 'https://www.zdnet.com/article/us-offers-10-million-reward-for-hackers-meddling-in-us-elections/', 'https://japan.zdnet.com/article/35157825/', 'https://www.nknews.org/2020/08/us-offers-10-million-bounty-for-info-on-hackers-targeting-election-systems/', 'https://eandt.theiet.org/content/articles/2020/08/us-offers-10m-bounty-on-hackers-targeting-2020-election/', 'https://www.wltz.com/2020/08/07/u-s-offers-reward-for-election-hacking-info/', 'https://freebeacon.com/2020-election/u-s-puts-10-million-bounty-on-2020-election-hackers/']Arrest Election Hackers, US Promises Prizes of IDR 146 Billion['United States']United States

Phishing Attacks Eat Many Victims, Indonesia Must Do This['Indonesia']Indonesia

Hackers target publicly available personal data['Lithuania']Lithuania

Overseas phone calls and text messages have become popular drainage channels for hackers. 360 Mobile Guard reveals the security situation in the first half of the year['China'] China

BlackMatter hackers claim to have stolen data from New Cooperative['United States']United States

Kripos involved in major international action after the Hydro hacking['Norway'] Norway

16 Year Old Teenage Hacker Successfully Breaks into the AGO['Canada'] Canada

A million for hacking "Actions" are promised in the Ministry of Digital - "Action" app['Ukraine'] Ukraine

Malicious e-mail from the bank or online shop? So cunning are phishing scammers['Germany']Germany

Chinese women mistakenly go to a phishing website in an online forum, and their data is stolen by a transnational fraud group['China'] China

Kaspersky Lab: Malware attacks on mobile devices have dropped sharply in Armenia['Armenia'] Armenia

Hacker threats to sell G5 customer data online! - bdnews24. com['Bangladesh']Bangladesh

Hacker 1 . 309 self-taught government and private sites, extort victims of IDR 2-5 million['Indonesia']Indonesia

Digital scams and their real victims compiled in a book that exposes hacking in Argentina['Argentina']Argentina

Security risk: introduced malware, from the home office['Austria'] Austria

[Exclusive] Freezing phishing accounts through the FSS and the Financial Supervisory Service['South Korea']South Korea

Newsspim - [ Hacking Alert ] Apply for Emergency Disaster Support... Beware of smishing['South Korea']South Korea

Weekly Chosun, Women's Chosun attacked by ransomware - The Herald Business['South Korea']South Korea

Instagram banned GTRK Stavropol due to suspicion of hacking['Russia'] Russia

Svedala municipality was affected by a data breach - now it is being investigated how it could happen['Sweden'] Sweden

State Criminal Police Office warns of phishing emails in companies['Germany']Germany

They hacked into ATMs and extracted almost G . 500 million - Nationals['United States']United States

Do not open the courier inquiry text... Malware smishing warning['South Korea']South Korea

Teen Hacker Attacks Then Takes Control Of A Drone Within Minutes['Venezuela']Venezuela

The ADA was hacked . Here what to do now['United States']United States

['https://www.darkreading.com/remote-workforce/hackers-have-it-out-for-microsoft-email-defenses', 'https://menafn.com/1104952770/Hackers-Exploiting-2-New-Zero-Day-Bugs-In-Exchange-Server-Microsoft', 'https://itwire.com/business-it-news/security/researcher-warns-of-new-zero-day-in-microsoft-exchange-under-exploit.html', 'https://www.techcentral.ie/microsofts-third-mitigation-update-for-exchange-server-zero-day-exploit-bypassed-within-hours/', 'https://3dnews.ru/1075072/hakeri-ispolzuyut-nezakritie-uyazvimosti-microsoft-exchange-dlya-provedeniya-realnih-atak', 'https://www.techzine.nl/nieuws/security/503839/cybercriminelen-hacken-microsoft-exchange-servers-met-zero-days/', 'https://www.darkreading.com/vulnerabilities-threats/microsoft-zero-days-exchange-server-exploit-chain-remains-unpatched', 'https://www.securityweek.com/microsoft-exchange-attacks-zero-day-or-new-proxyshell-exploit', 'https://www.itpro.co.uk/security/zero-day-exploit/369263/microsoft-exchange-sever-zero-day-exploit-receives-third-fix']Hackers Exploiting 2 New Zero - Day Bugs In Exchange Server : ...['United States']United States

The attacker hacked the mail service and demands money for data['Ukraine'] Ukraine

GLOBAL: How the Game of Thrones hack affects HBO.['Venezuela']Venezuela

Cyber Police investigate hacking of the USEBEQ website['Mexico'] Mexico

Website breaks down pirated iPhone X and discovers an Android full of malware['Brazil'] Brazil

Runner reported for data breach ['Sweden'] Sweden

MSB : Skilled attackers behind cyber attack['Sweden'] Sweden



Hacking User Data, Hackers Take Advantage of Child Dolls['Indonesia']Indonesia

Asia announced a cyber attack of a new virus['Asia'] Asia

Diena Media News, the portal management company, suffered a hacker attack['Latvia'] Latvia

We are seeing everything in the party... Hacking thousands of IP cameras['South Korea']South Korea

India Rocked by Pegasus Spyware Accusations Against Government['India'] India

Hackers Affiliated With Iran - Backed Militias In Iraq Claim Cyber Attack On Turkish Websites In Retaliation For Turkish Bombardment Of Iraq Kurdistan['Turkey', 'Iraq']Turkey, Iraq

Ransomware attacks target Virginia Tech , no data believed stolen['United States']United States

HKMA says 111 bank customers hit by phishing attacks in first half of 2021['Hong Kong']Hong Kong

Rocky Mountain Health Plan vendor reports data breach['United States']United States

Cloudstar ransomware attack leaves client transactions up in the air['United States']United States

Popular Nigerian Betting Company Hacked['Nigeria'] Nigeria

AG urges people take safety measures after 2021 data breach['United States']United States

Raging Leftist Confesses to Hacking GiveSendGo - Worked for US DoD Last Year ?['United States']United States

Sonic $5 . 7M Data Breach Deal With Banks Gets Final Nod['United States']United States

Third - Party Phishing Campaign Reportedly Impacted Gemini Customer Data['United States']United States

Hacker Who Disrupted NYC Comptroller Site Gets 3 Months['USA'] USA

TRRC RECEIVES STATEMENTS FROM JOURNALISTS , WHO WERE TORTURED IN THE WAKE OF THE FREEDOM NEWSPAPER HACKING ! ['Gambia'] Gambia

Minecraft  users were quick to exploit critical software flaw : NPR['United States']United States

Crypto Hackers Have Targeted 20 % of Users on Bitcoin Exchanges : Kaspersky['Russia'] Russia

Home health agency handles phishing scam | Addison County Independent['United States']United States

Anonymous Greece Hacks Into Turkish Parliament Website And Leaves Message In Support Of Armenia['Turkey', 'Armenia']Turkey, Armenia

Report suggests Russian hacker group behind DBBL heist['Bangladesh']Bangladesh

Private - hire drivers caught hacking Grab , Gojek apps['Indonesia', 'Singapore']Indonesia, Singapore

Nvidia Quietly Patches Tegra  Selfblow  Exploit['United States']United States

Cisco WiFi Routers Attacked After Code Hack Posted['United States']United States

Crypto - Mining Malware Attacks up 29 % in Q1 : McAfee Report['United States']United States

Thousands Warned Over Home Group Data Breach - Infosecurity Magazine['United Kingdom']United Kingdom

Roger Stone Found Guilty On All Charges In Wikileaks Hacking Case - Foreign Affairs['Nigeria'] Nigeria

Cyber attack targets city of Del Rio ['United States']United States

Recent phone scam involves spear phishing['United States']United States

Brazilian Justice minister Moro blames organized crime for the hacking of his messages['Brazil'] Brazil

Aadhaar Data breach : UIDAI finds multiple transactions done with the same fingerprint – Tech2['India'] India

Financial services top target of cyber attacks in 2016 : report['Canada'] Canada

Chinese company Rafotech believed to be behind millions of malware infections['China'] China

4 diploma dropouts held for cheating many in phishing scam['India'] India

Individual claims injuries after Washington State University data breach['United States']United States

Lazarus Group tied to new phishing campaign targeting defense industry workers['South Korea', 'United States']South Korea, United States

Indictment Of Day Trader For Hacking And Securities Fraud Demonstrates How Bitcoin Can Be Used For Money Laundering['United States']United States

['http://www.allmediany.com/news/100780-atlanta-budget-pitch-delayed-by-cyber-attacks', 'http://wibqam.com/news/articles/2018/may/15/cyber-attack-delays-atlanta-mayors-first-budget-pitch/', 'http://www.oann.com/cyber-attack-delays-atlanta-mayors-first-budget-pitch/', 'https://in.reuters.com/article/us-usa-cyber-atlanta-budget/cyber-attack-delays-atlanta-mayors-first-budget-pitch-idINKCN1IG3EG']Atlanta Budget Pitch Delayed By Cyber Attacks - National News['United States']United States

Investigatory Powers Tribunal faces challenge in appeal court over mass hacking['United Kingdom']United Kingdom

Winter is Coming : The HBO Hack , Ransomware Attacks , and Cyber Extortion Coverage['United States']United States

Chromium got installed by a malware - Security['United States']United States

Massive Phishing Attack Launched from  Legitimate  Infrastructure['United Kingdom']United Kingdom

Former worker cant sue Coca - Cola over data breach , U . S . Court says['United States']United States

Borough continues recovery efforts after cyber attack['United States']United States

Hackers Target Student Financial Aid through Phishing Attack['United States']United States

Vade Secure Report Finds Note - Based Phishing and Small Bank Impersonation Increased in Q4 2019['United States']United States

Shocking tactics of lenders exposed ! Loan recovery agents blackmailing customers after hacking phones['India'] India

Equifax CEO steps down after data breach ; hell still get $18 - million pension - William P . J . Lynch Jr . com['United States']United States

Md . Officials : No Data Compromised in Health Dept . Site Hack['United States']United States

Grant Robertson confirms GCSB helping NZX stock market amid cyber attacks['New Zealand']New Zealand

Sendgrid Under Siege from Hacked Accounts Krebs on Security['United States']United States

IRCTC tatkal system hackers Pakistani software Indian Railways hack illegal software bank OTP Railway Protection Force['India'] India

Sophisticated  cyber attack targets States of Guernsey | Channel['Guernsey']Guernsey

Kia Denies Being Hacked After Entire Connected - Car Network Collapses['South Korea']South Korea



Microsoft tracked a system sending a million malware emails a month . Here what it discovered['Japan'] Japan

Docomo reports ¥100 million in damages in phishing scam['Japan'] Japan

Accellion hack : timeline clarifies when and how customers were notified['New Zealand']New Zealand

3 Korean fugitives linked to  voice phishing  nabbed['South Korea']South Korea

Cyber attack threat identified in Buckinghamshire and Milton Keynes fire service email['United Kingdom']United Kingdom

Threat to SLP key hacking and vehicle theft['Mexico'] Mexico

Coinbase, MetaMask, Crypto. com: how hackers bypass multi-factor authentication to steal from you['France'] France

Instead of the Privatbank website - a message from hackers News['Ukraine'] Ukraine

McDonald France was hacked, the data of 3 million people in nature['France'] France

Men are arrested for stealing data, hacking accounts on websites and withdrawing products on behalf of victims['Brazil'] Brazil

They hacked the data of thousands of prepaid affiliates: what is the risk['Argentina']Argentina

Undersecretary Monsalve and military responsibility: «If the vulnerability information was delivered after the hack, it is evident that not all the information was delivered»['Chile'] Chile

Deputy Minister: Hackers hit the IBAN numbers of Bulgarian companies and withdraw hundreds of thousands of euros['Bulgaria'] Bulgaria

After a major hacker attack: parties demand that more be connected to the spy service's monitoring['Denmark']Denmark

Phishing: Wrong Jens Spahn sends emails with malware['Germany']Germany

Synopsis Vice Cinema Trans TV at 23 . 30 WIB Android Mass Hacking['Indonesia']Indonesia

New hacks on the iPhones of US public officials come to light['United States']United States

The open school platform is reported to the police for a data breach by the city of Stockholm['Sweden'] Sweden

Østre Toten municipality was hacked for ransom - the information is sold on the dark web['Norway'] Norway

China hacks could trigger global cybersecurity crisis - Bloomberg['China'] China

[Exclusive] Moon, government, unification and foreign ministry hacking doubled... Did you steal information while talking to North Korea?['South Korea']South Korea

Top 3 Tekno : Hacking CISDI Site Gains Attention['Indonesia']Indonesia

Madiun Regency Government Website Hacked, Contains Swearing at DPR Members['Indonesia']Indonesia

porn: watching porn on smartphone is dangerous, cyber attack cases increased rapidly - porn related cyber attacks increased drastically last year['India'] India

Check Point: In August, the number of cyber attacks on Czech organizations increased['Czech Republic']Czech Republic

Phishing link: Can empty credit card 541758|['Bangladesh']Bangladesh

GoJek Ready to Help the Police Investigate the Account Hacking Case of Unila's Ojol Editor of Teknokra['Indonesia']Indonesia

Banking malware over 14 years old makes victims again['Brazil'] Brazil

MESTENKA IS PLACED BEFORE DEFEAT: Hackers stole voter data, SDSM's server was repackaged yesterday['North Macedonia']North Macedonia

['https://www.bagnet.org/news/tech/1326681/vzlom-prilozheniya-diya-glava-mintsifry-dal-razyasnenie', 'https://glavpost.com/kriminal/2022/01/22/vzlom-prilojeniia-diia-glava-mincifry-dal-raziasnenie/']Hacking the Diya application: the head of the Ministry of Digital Development gave an explanation['Ukraine'] Ukraine

Google has removed several selfie apps from the Play Store, they were embedded with malware['United States']United States

Use of hacking technology to stifle cybercrime: Police steal money from bank accounts['India'] India

After the hack, Coingecko reimburses 90 percent of customers['Singapore']Singapore

Virus infection with fake mail China, hacking on a global scale (photo = AP): Nihon Keizai Shimbun['China', 'Japan']China, Japan

In Italy banks under hacker attack, that's who is in danger['Italy'] Italy

In Umynia and Italy, senders of phishing emails on behalf of Bankir's tax authorities have been detained. Ru['Italy'] Italy

😯 They discover that the Facebook mega hack was done by spammers and not by foreign powers['United States']United States

Three ICTers arrested after hacking for drug gang['Netherlands']Netherlands

Minister Rudiantara Holds Sudden Press Conference Following Ransomware Attack['Indonesia']Indonesia

AIVD : foreign hackers hunt for secret government documents['Netherlands']Netherlands

Technology: I use an iPhone with a European number. A technical team provides new information about the hacking of the Qatar News Agency from inside the Emirates['Qatar', 'United Arab Emirates']Qatar, United Arab Emirates

Maersk Line overtaken by Cosco after hacker attack['Denmark']Denmark

Hacking of radio frequencies: About fifteen deputies challenge the government['Benin'] Benin

A new banking malware is circulating the Internet. Steals data from internet banking['Czech Republic']Czech Republic

27 . 01 . 2017 Hundreds of Thousands of Spyware on Phones!['Turkey'] Turkey

WordPress had a critical bug, over a million websites were attacked by hackers - News. Czech['Czech Republic']Czech Republic

Bugged and hacked | Techtalks | Daily Tribune['Philippines']Philippines

['https://www.aoh.dk/ritzau/knaek-cancer-var-udsat-for-hackerangreb-i-juni', 'https://stiften.dk/indland/Knaek-Cancer-var-udsat-for-hackerangreb-i-juni/artikel/526722', 'https://www.bt.dk/danmark/knaek-cancer-var-udsat-for-hackerangreb-i-juni', 'https://www.kristeligt-dagblad.dk/danmark/knaek-cancer-var-udsat-hackerangreb-i-juni', 'https://dagbladet-holstebro-struer.dk/indland/Knaek-Cancer-var-udsat-for-hackerangreb-i-juni/artikel/376210', 'https://sn.dk/Danmark/Knaek-Cancer-var-udsat-for-hackerangreb-i-juni/artikel/764186', 'http://tidende.dk/?News=I&Id=206123']Knk Cancer was exposed to hacker attacks in June['Turkey'] Turkey

Nearly 38 million Adobe user accounts hacked by unknown hackers['Ukraine'] Ukraine

Exploit that enables hacking of all WiFi networks / News / Computers / Home page['Croatia'] Croatia

Financial Consumer Protection Agency 1 year … Voice phishing monthly damage reduced to 16 billion['South Korea']South Korea

Albany Bank & Trust Co . Reports Data Breach Following Data Security Incident | Console and Associates , P . C . ['United States']United States

Microsoft Email Hackers Attempt to Implicate Security Researcher in Attack['United States']United States

Bored Ape Co - founder criticises Discord after hack worth 200ETH['Pakistan']Pakistan

Hacking Team Hacked : Documents Show Company Sold Exploits And Spyware To UN - Blacklisted Governments['United States']United States



REvil drops from sight online after Kaseya hack - The Washington Post['United States']United States

Hackers Put Sensitive Data of AKD Securities Up for Sale on Dark Web['Pakistan']Pakistan

Russian  Gamaredon  hackers use eight new payloads against Ukraine['Ukraine'] Ukraine

Cybercriminals exploit cost of living crisis to target millennials['United Kingdom']United Kingdom

Fraudsters exploit pandemic habits to target victims online['United Kingdom']United Kingdom

Cybercrime Group FIN7 Moves into Ransomware Operations , Mandiant Finds['United States']United States

Deadbolt ransomware is being used to target NAS vendors and customers['United Kingdom']United Kingdom

Province warning Manitobans about Disaster Assistance phishing scam   - PortageOnline . com - Local news , Weather , Sports , Free Classifieds and Job Listings['Canada'] Canada

Feds nab top exec on allegations he hacked a competitor , stole info … about school lunches ?! ['United Kingdom']United Kingdom

Warning Issued by Emirates NBD over VAT Phishing Email Targeting its Customers['United Arab Emirates']United Arab Emirates

CNN , Washington Post , Time Hacked By Syrian Electronic Army['United States']United States

RTO hacking scam : One more arrested , license department supervisor involved['India'] India

U . S . restaurant chain hit by 1 . 5 - year data breach['United States']United States

KUOW - A Seattle hack , a female House speaker , and a primary election this week['United States']United States

PAL Airlines investigating data breach involving customer , employee information['Canada'] Canada

Student hacker grabbed personal data of thousands of Maryland students['United States']United States

TicketMaster Is Being Sued For Allegedly Hacking Their Competitors ( NYSE : LYV )['United States']United States

['http://www.hubcityradio.com/2019/01/10/appropriations-committee-hears-about-phishing-report/', 'https://kelo.com/news/articles/2019/jan/10/legislators-receive-a-phishing-report/', 'https://krro.com/news/articles/2019/jan/10/legislators-receive-a-phishing-report/']Appropriations committee hears about phishing report['United States']United States

Walnut Place , Notice of Data Breach ['United States']United States

Shares in security firms soar after NHS hacking attack['United Kingdom']United Kingdom

No data breach in Apple Pay incidents : FSC['South Korea']South Korea

Cyber attack on Spore public organisation was by state['Singapore']Singapore

Arabic , Urdu , Persian , Pashto InPage processor used by 3 malware families['United Kingdom']United Kingdom

Hacked Websites Could Be Using Your Computer To Mine Cryptocurrency['United States']United States

Monero Windows IIS mining made over $60 , 000 for a hacker — Quartz['United States']United States

Hackers now using USB Flash drives to steal cash out of ATMs['Uganda'] Uganda

Iranian hackers are launching  ambitious new attack across the Middle East , Symantec warns['Middle East']Middle East

The Hack that Compromised Uber U . S Client Database['United States']United States

Cyber attack to cost Atlanta schools more than repaying stolen checks['United States']United States

Feds Add Charges in LA County Court Email Hack['United States']United States

Waldo County , Maine , phishing attack results in data breach['United States']United States

Emergency broadcast system hack shows need for encrypted wireless communication['United States']United States

Heads up : Total Meltdown exploit code now available on GitHub['United States']United States

Town of Wasaga Beach hit by cyber attack['Canada'] Canada

Cost of phone phishing scams hikes 65 percent['South Korea']South Korea

Orange warns customers to beware of phishing email – The Connexion['France'] France

Proposed class action lawsuit launched after alleged NCIX data breach['Canada'] Canada

Holiday Suppliers Already Under Assault by Fileless Malware Campaign['United States']United States

Credit Card System Hack Led to HIPAA Breach Report['United States']United States

Hackers Hit Food Supply Company ['United States']United States

National threat averted : FBI seizes websites offering hacks - for - hire['United States']United States

Epic Games Data Breach Suit Sent to Arbitration['United States']United States

SEC Staff Comments on Chegg Data Breach Disclosure and Response ; A Real Life Example | Bass , Berry & Sims PLC['United States']United States

Security researcher tells of  reaching out  to Wellington company after finding data breach['New Zealand']New Zealand

In Novel Case , Insurer Sues Own Law Firm After Data Breach['United States']United States

Iran suggests foreign governments behind cyber attacks on power facilities['Iran'] Iran

New DarkWatchman malware spread through phishing emails on Windows machines : What we know so far['India'] India

Haywood County School District says data breach occurred during recent Ransonware attack['United States']United States

New Milford email hacking case pushed to December['United States']United States

Sandicliffe customer data breach could affect  thousands['United Kingdom']United Kingdom

Data Breach at  Resident Evil  Gaming Company Widens['Japan'] Japan

['https://www.insurancebusinessmag.com/us/news/cyber/data-breach-at-insurer-affects-up-to-one-million-customers-238061.aspx', 'https://www.washingtontimes.com/news/2020/nov/4/healthcare-system-23000-people-affected-by-data-br/', 'https://www.insurancebusinessmag.com/au/news/cyber/data-breach-at-insurer-impacts-up-to-one-million-customers-238065.aspx']Healthcare system : 23 , 000 people affected by data breach['United States']United States

Fake terror - op email circulates , Maharashtra cyber cell issues phishing alert['India'] India

PPS hit by cyber attack ['Philippines']Philippines

RAT malware spreading in Korea through webhards and torrents['South Korea']South Korea



General Bamil, former minister and ambassador: the Iranian cyber attack is exposed['Iran'] Iran

It's still hard... Phishing by pretending to be an epidemiological investigator['South Korea']South Korea

Hacking network falls on people and state entities['Colombia']Colombia

Fake ZOOM Installers Embed Spyware ['France'] France

Hacker attack, the first stolen files of Ulss 6 Euganea are published surprisingly. Computer blitz in a rest home in the Venetian area['Italy'] Italy

Hackers Spy on Zimbra Users Through Vulnerability 0 - day['Russia'] Russia

Journalists from independent Russian media reported that for the second day they were subjected to a spam attack and an attempt to hack accounts['Russia'] Russia

After the hacker attack from Russia: What was the purpose of Kilnet? ( OVERVIEW )['Bulgaria'] Bulgaria

Sernac affirms that the hack did not leak consumer data but continues to monitor the situation | Economy['Chile'] Chile

Mango crypto exchange hack - hacker Abraham Eisenberg arrested['Israel'] Israel

Côte d'Ivoire: Theft of bank data, the PLCC warns of phishing["Côte d'Ivoire"]"Côte dIvoire"

The highest: the serial scandal of the hackers of the Islamic Republic['Iran'] Iran

Titanfall is no longer sold due to hacking attacks['Germany']Germany

( not ) Safe digest : insider hacker , Google spies and passport mega leak['United States']United States

Swiss company Habasit hacked – confidential documents on the dark web['Switzerland']Switzerland

A large number of cyber hacks were recorded in Lithuania in the first half of the year['Lithuania']Lithuania

COVID - 19 : More malware disguised as meeting apps['Switzerland']Switzerland

Washington Post: Russian hackers attack US corn and soybean producer['United States']United States

Giant WordPress data breach : More than 800 million data leaked['Finland'] Finland

TODAY / Food kits: lack of coordination with municipalities and platform hacking lengthen the wait['Paraguay']Paraguay

UNC1945 hackers hacked company networks in 0 - day in Oracle Solaris['United States']United States

Online Media Hacking Case, Yusri: Once Everything is Complete New ...['Indonesia']Indonesia

Due to hacking, INE Michoacán reschedules conference['Mexico'] Mexico

Loss of three and a half billion dollars to users by hackers['Pakistan']Pakistan

Malware was blamed for underfilling gasoline['Russia'] Russia

This is how fraudsters exploit telecommunications companies to hack Danes['Denmark']Denmark

Vorarlberg company also affected by hacker attack['Austria'] Austria

[Exclusive] After catching the fraudster, the withdrawal book … Chinese phishing organization invaded China['China'] China

Police Call Ustaz Haikal Hasan Regarding Hacked Twitter Accounts['Indonesia']Indonesia

The State Information System Board warns of a letter containing malware['Estonia'] Estonia

Extremadura denounces the hacking of its social networks['Spain'] Spain

ASCII .jp : Malware "DePriMon" that attacks with the name of the Windows standard print monitor['Japan'] Japan

They reveal the identity of the defendant who hacked 29,000 policemen['Chile'] Chile

OKD suspended mining in all mines, the network and servers were attacked by hackers['Czech Republic']Czech Republic

The Ukrainian Vesti website is working intermittently due to a hacker attack['Ukraine'] Ukraine

FEB, which survived the ransomware attack, opened stores again, the online store is still closed - News['Belgium'] Belgium

When Hamas plants Trojan horses: what can be learned from the other cyber attack on the IDF?['Israel'] Israel

Can be done for DKK 95: This is how Russian hackers empty our ATMs['Denmark']Denmark

Two new audios from Traut's partner add to the scandal of the hacking and millionaire robbery of the bank on May 25['Argentina']Argentina

UAS pre-registration system hacked ['Mexico'] Mexico

Hackers peeping into Korea apartments through intercom systems : report['South Korea']South Korea

Wyden seeks answers in Florida election hacking allegations['United States', 'Florida']United States, Florida

High tech car thieves now hacking your entry fob signals , investigators say['United States']United States

Justice Minister Heather Humphreys meets Garda Commissioner over HSE cyber hack['Ireland'] Ireland

Plainfield cyber attack leads to new polices , employee training['United States']United States

Mobile County , Ala ., Suffers Cyber Attack , Feds Investigate['United States']United States

Hacker Reveals Smart Meters Are Spilling Secrets About Texas Snowstorm['United States']United States

Wisconsin Patient Health Data Exposed After Email Hacking Incident['United States']United States

Microsoft Teams security flaw lets hackers steal accounts - and there no fix in sight['United Kingdom']United Kingdom

Logjam : Log4j exploit attempts continue in globally distributed scans , attacks['United States']United States

ABB Oil and Gas Flow Computer Hack Can Prevent Utilities From Billing Customers['ABB'] ABB

FBI fights cyberattacks , ransomware scams['United States']United States

Pinnacle Claims Management , Inc . Files Notice of Data Breach | Console and Associates , P . C . ['United States']United States

Cryptominers still preferred in cloud attacks , but the use of other malware has increased['United States']United States

Teen ransomware  K ! NG  blew his loot on drugs , gambling , and sex['United States']United States



Wing Financial Files Notice of Data Breach Affecting Over 240k Clients | Console and Associates , P . C . ['United States']United States

15000 iiNet and Westnet business customers exposed in TPG hack['Australia']Australia

ATM fraud : 61 PNB account holders lose Rs 15 lakh in fake transactions ; Stay safe from data breach in 3 steps['India'] India

Attackers hack routers to redirect users to phishing sites | Kaspersky Lab official blog['United States']United States

Helpline set up to assist those affected by OK Job Match hack['USA'] USA

Freeport parishoners warned after text message phishing scam['United States']United States

DDoS hackers increasing attacks on SaaS , cloud , firewalls & IPS devices['United Kingdom']United Kingdom

Man accused for stealing money from the Fort Worth city via a phishing scam['United States']United States

Illinois DNR Reports Data Breach ['United States']United States

266 , 000 Passwords Stolen in Trident Crypto Fund Data Breach['United Kingdom']United Kingdom

PS2 optical drive exploit makes homebrew games and backups playable with out hardware mods['United States']United States

Hackers turn to data theft and resale on the Dark Web for higher payouts['United States']United States

LandMark White counts cost of data breach['Australia']Australia

More than two thirds of Ticketmaster data breach victims have suffered fraudulent transactions['United Kingdom', 'Australia']United Kingdom, Australia

Google Chrome Extension Finds Thousands of Hacked Password Still in Use['Russia'] Russia

India power industry comes under increasing cyberattacks from hackers['India'] India

Hacker seized Bitcoin up for auction ['United States']United States

Police say they are the victims of phishing['Malta'] Malta

Couple appears in court for fraud and theft allegations involving R1 . 5 million phishing scam['South Africa']South Africa

['http://www.jdsupra.com/legalnews/arby-s-hit-with-multiple-class-action-30535/', 'http://www.4-traders.com/news/Scott-Scott-Files-Lawsuit-on-Behalf-of-Financial-Institutions-Harmed-by-Arby-rsquo-s-Data-Breach--23942454/', 'https://www.qsrweb.com/news/class-action-filed-against-arbys-after-data-breach/', 'https://www.cuinsight.com/credit-unions-sue-arbys-alleged-data-breach.html']Arby Hit with Multiple Class Action Suits over Data Breach['United States']United States

Cyber attacks knock millions off FTSE share prices['United Kingdom']United Kingdom

Cheating website settles with government after data breach['United States']United States

Cyber Security Expert Says Hacking Of State Website Didnt Appear To Cause Major Security Breaches['United States']United States

Fortinet : 62M malware detections recorded in Q2['Philippines']Philippines

Why bother cracking PCs ? Spot o  malware on PLCs ... Done . Industrial control network pwned • The Register['United Kingdom']United Kingdom

SAQ suspects Inspire loyalty card fraud is a case of ‘ phishing ’['Canada'] Canada

Belle Fourche ( S . D .) city hall hit with ransomware['United States']United States

Report finds more computers being seized by hackers['United States']United States

John McAfee - Backed Cryptocurrency Thousands Of Investors Exposed In Data Breach['Australia']Australia

State Election Officials Didnt Know About Russian Hacking Threat Until They Read It in the News , Emails Show['United States']United States

City of Atlanta nearly recovered from cyber attack['United States']United States

South Delta Crime Beat : Data breach leads to fraudulent credit card activity['Canada'] Canada

Seattle man arrested in global hacking scheme - News - The Register Guard['United States']United States

Theyre not fraud victims yet , but plaintiffs quickly sue Pompano Beach company over data breach['United States']United States

Grimes concerned Kentucky voter info available on hacking forum['United States']United States

Fake priests target Alberta Catholics in email phishing scam['Canada'] Canada

Coincheck Halts Crypto Remittance to Investigate Latest Data Breach['Japan'] Japan

Quidd data breach exposes 4 million users , including youngsters ( Includes interview ) ['United States']United States

Cyber attack shuts IIT Madras email system - The Hindu BusinessLine['India'] India

Malware affecting P . E . I . FOIPP requests | Local | News['Canada'] Canada

Ethical hackers swarm Pentagon websites['United States']United States

February 2020 Most Wanted Malware : Increase in Exploits Spreading the Mirai Botnet to IoT Devices['United States']United States

Security Issue in MacBooks Allows Hackers Access to Personal Data['Pakistan']Pakistan

Netflix And Spotify Accounts Got Hacked , Accused By Users['China'] China

['https://www.hankyung.com/economy/article/2022110192266', 'https://m.metroseoul.co.kr:443/article/20221101500613', 'http://biz.heraldcorp.com/view.php?ud=20221101000529', 'https://www.etoday.co.kr/news/view/2188125', 'https://www.edaily.co.kr/news/read?newsId=03945846632521456&mediaCodeNo=257']Voice phishing damage due to wrong manual of Financial Supervisory Service... have to compensate['South Korea']South Korea

Meta bans Delhi - based firm BellTroX for  hack - for - hire  activities['India'] India

Luxottica Data Leaked by Hackers After Ransomware Attack , Breach['Italy'] Italy

Hackers swipe IndiGo internal documents , airline assures minimal impact['India'] India

Moodle in English : Ransomware attack - How best to restore our system ?['United States']United States

Sparkasse GreenVest investment offers: Investment offer is a phishing mail['Germany']Germany

Python libraries injected with hacker software that steals keys to the Amazon cloud['United States']United States

Megogo online cinema unavailable in Russia after hacker attack['Russia'] Russia

Hacker attack on BUG: SBU identified the networks and servers used by the occupiers BUG['Ukraine'] Ukraine

Crypto exchange KLAYswap loses $1.9M in supply chain hack['South Korea']South Korea

# ArmySpy ; Sedena paid 60 million pesos to the spyware seller Pegasus, in the AMLO government, according to hacking['Mexico'] Mexico



Spyware detected in Craftsart Cartoon Photos Tools that steals Facebook data['Colombia']Colombia

Voice phishing, although the scale of damage has decreased... Impersonating family members, messenger phishing surge['South Korea']South Korea

UP Chairman's son arrested on charges of IMO hack['Bangladesh']Bangladesh

Packaging company Huhtamäki was the victim of a data breach - IS: Up to 150 gigabytes of data in the hands of bad guys['Finland'] Finland

Hacker Attacks on Crypto Protocols : Nearly $500M in Damage Last Quarter['Germany']Germany

Myanmar Military Coup, Protests Latest News and Updates; 25 People Killed , Over 1000 Detained Including Daw Aung San Suu Kyi | the use of drones and spyware to suppress democracy supporters; 25 protesters killed in 30 days['Myanmar']Myanmar

A hacker returned HUF 180 billion ['Hungary'] Hungary

Hackers reach millions of surfers via ad servers - ICT news['Belgium'] Belgium

What is beef after gasoline?... Aftermath of hacking at largest butcher company['USA', 'Australia']USA, Australia

Social Media Giants Stop Hackers Stealing Rare Usernames['Indonesia']Indonesia

Cyberattacks in Mank - Hackers paralyzed companies - Websites['Austria'] Austria

['https://www.rtbf.be/info/regions/hainaut/detail_des-pirates-informatiques-s-attaquent-au-barreau-de-charleroi-12-000-dossiers-judiciaires-pirates?id=10856019', 'https://www.sudinfo.be/id420727/article/2021-10-07/le-barreau-de-charleroi-ete-cible-par-des-hackers-12000-dossiers-voles-et-une', 'https://www.lavenir.net/cnt/dmf20211011_01624116/les-pirates-ont-balance-en-ligne-les-fichiers-des-avocats-de-charleroi']Hackers attack the Charleroi Bar: 12. 000 hacked court records['Belgium'] Belgium

Three months in prison for data breach at Allra - auditor['Sweden'] Sweden

La Jornada - National Transparency Platform suffers cyber attack['Mexico'] Mexico

Researchers hack into a robot car's laser system, making it see non-existent vehicles and pedestrians['China'] China

Advanzia - Phishing: Consumer Center warns of these emails['Germany']Germany

Hackers attacked 250 million routers, perhaps yours is one of them. 2 ways to check it for hacking['Russia'] Russia

Uda City, Nara Prefecture, hit by ransomware, reports incident response['Japan'] Japan

Kassel: After a hacker attack, there was no internet for days['Germany']Germany

FTC impersonation hacking email warning… No online notice of investigation notice['South Korea']South Korea

Hackers abusing Gmail's credibility; A million business emails hacked['India'] India

Maxpatrol SIEM and Maxpatrol 8 helped protect the Universiade in Krasnoyarsk from cyber attacks['Russia'] Russia

Moro's astral hell as a minister: hacker attack and leak['Brazil'] Brazil

Critic hacked by PIM Gold ['Germany']Germany

Hackers threaten eSports - Labor ['Bulgaria'] Bulgaria

Group-IB told how much money hackers stole in the first half of the year['Russia'] Russia

After criticism and hacker attacks: The region tightens security around IT programs | Inland / Funen['Denmark']Denmark

Detect 3 . 900 cases of computers being attacked by GandCrab malware['Vietnam'] Vietnam

TE: Hacking destroyed the ministry's server: a new system is being tendered for the service['Finland'] Finland

Anonymous vs. London. Hacker scandal all over Europe['United Kingdom']United Kingdom

North Korea hacks our Dax ['Germany']Germany

Metinvest suffered a hacker attack, filed a report with the police['Ukraine'] Ukraine

Internet crossroads, hacked, stop service['Japan'] Japan

Debt collection company was hacked in mother humiliation case, CCP officials shadowed['China'] China

Computer hacking: Several billions stolen from the Post Office each year!['Senegal'] Senegal

ATS: Hacker attack causes Maersk to use carrier pigeons['Denmark']Denmark

PS4 hack succeeds ['Russia'] Russia

Hackers attack big streaming ['Denmark']Denmark

The capital network of hypermarkets was covered by a hacker attack['Ukraine'] Ukraine

Guineaematin . com victim of hacking ['Guinea'] Guinea

Vocational high school students set up hacking studios, and the fraud industry chain extends to the whole country['China'] China

Anonymous hacks Grupo Modelo, asks for cheaper beers['Mexico'] Mexico

Huntington Park finance employee arrested in data breach probe['United States']United States

Penetration testing toolkit turned on Scottish university to mount ransomware attack['Scotland']Scotland

Emory Healthcare says radiation therapy service suffers data breach['United States']United States

KCRA Today : Firefighters injured in Rices Fire , California lawmakers OK budget , data breach for gun owners['United States']United States

ImmuneFi report $10B in DeFi hacks and losses across 2021['China'] China

Law firm informs 255K of HIPAA data incident 10 months after hack['United States']United States

Tusla broke public spending code in hiring firm to deal with data breached in HSE cyber attack['Ireland'] Ireland

Scammers Hacked the Project Bots of Bored Ape and Other NFT Discords on April Fools Day['United States']United States

Instagram hackers knock samba classes off step['Australia']Australia

Michael P . Fish , the fraudster who forged letters to judge from mom , priest , Stefanik aide , faces sentencing in hacking case['United States']United States

Knox College experiences  system disruption  from ransomware ; cybersecurity experts to assist['United States']United States

Potter County Judge : Computer system infected with ransomware['United States']United States

Community College Of Baltimore County Suffers Financial Loss In Phishing Attack['United States']United States



SIT constituted to probe data breach case['India'] India

['http://www.expreso.com.mx/seccion/conexion/ciencia-y-tecnologia/31278-empresas-reportan-perdidas-millonarias-por-ataques-ciberneticos.html', 'https://www.elmanana.com/reportan-empresas-perdidas-millonarias-ataques-ciberneticos-empresas-perdidas-millonarias-ataques-ciberneticos/4300922']Companies report million-dollar losses due to cyber attacks['Mexico'] Mexico

Three more RTO software systems hacked in Gujarat['India'] India

Healthcare Data Hacking the New  Space Race , Leaders Tell Senate['United States']United States

NJ Schools Development Authority promotes HR worker after data breach['United States']United States

Malaysian Websites Experience Increased Amount of Cyber Attacks Leading To Merdeka Day['Malaysia']Malaysia

Cyber Security Today – Email scams in Canada , the united kingdom and Japan , new ransomware and online holiday shopping advice['Canada', 'United Kingdom', 'Japan']Canada, United Kingdom, Japan

Patient Data Breach Fear Hinders Health Data Sharing['United States']United States

Under Attack : When Bad Hacks Happen To Good Advisors['United States']United States

A note on the hacking attack against HFP and pro['Hungary'] Hungary

Global Privacy & Cybersecurity : Data Breach['United States']United States

$450 B lost from cyber attacks worldwide['Philippines']Philippines

Sender of OU phishing scam matches associate professor email address['United States']United States

County fined 70000 for serious and prolonged data breach['United Kingdom']United Kingdom

New Backdoor targets Russian businesses in apparent spear phishing campaign['Russia'] Russia

Hackers exploiting rTorrent to install Unix coin miner have netted $4k so far['United States']United States

Senator Jerry Moran looking for more answers following Uber data breach['United States']United States

['https://www.zdnet.com/article/erp-security-warning-as-hackers-step-up-attacks-on-systems/', 'http://unternehmen-heute.de/news.php?newsid=514348', 'https://www.theregister.co.uk/2018/07/25/latest_hacker_craze_erp_pwnage/', 'https://www.computerweekly.com/news/252445505/ERP-applications-are-under-cyber-attack-research-confirms']Panorama - Significantly more cyber attacks on ERP systems['United Kingdom']United Kingdom

SMS phishing campaign using fake Canadian tax refund forms explained['Canada'] Canada

Hello REGIN , The Newly Studied Malware That Spies On Telco Networks['United States', 'Canada', 'Mexico', 'United Kingdom', 'Germany', 'Brazil', 'Australia', 'India', 'Russia', 'China', 'South Africa']United States, Canada, Mexico, United Kingdom, Germany, Brazil, Australia, India, Russia, China, South Africa

Kiwis caught in global data breach could have info sold on dark web['New Zealand']New Zealand

Award - Winning WEISRadio . com | The Voice of Cherokee County | Local & Area News , Sports , & Weather » DOJ announces charges against North Korean hacker for Sony , WannaCry cyberattacks['North Korea']North Korea

Hide and seek Iot botnet updates include new Android ADB exploit['United States']United States

Scamwatch : ACCC issues  urgent  business email hacker alert['Australia']Australia

Hacked VPN likely started Mitsubishi Electric attacks : The Asahi Shimbun['Japan'] Japan

Cyber attack sees Picanol shares suspended['Belgium'] Belgium

Hacker Group Targeted U . S . Utilities in Two Parallel Campaigns['United States']United States

Android Hacks Puts xCloud Streaming on Nintendo Switch['United States']United States

British Dental Association members targeted by hackers['United Kingdom']United Kingdom

Cyber Daily : British Airways , Marriott Expect Smaller Fines From U . K . Privacy Regulator | Hackers Go Old School By Sending Postcards to Potential Victims['United Kingdom']United Kingdom

RailYatri data breach affects 7 lakh users , report says['India'] India

West Virginia - Based Monongalia Health System Suffers Phishing Attack['United States']United States

$5 million judgment reached in data breach | Local['United States']United States

Pa . Medical Pot Biz Says Ex - Employee Hacked Network['United States']United States

Google sending warning to users of possible phishing , malware attack['India'] India

Art Basel Parent Group MCH Hit With Cyber Attack That May Have Breached Client Personal Data['Switzerland']Switzerland

Barça blames a hack of its last five seasons['Spain'] Spain

T-Mobile had a service outage on Sunday. It was a cyber attack, the operator claims['United States']United States

The website of the Jogorku Kenesh cannot be restored after hacking for more than a week['Kyrgyzstan']Kyrgyzstan

His bank's website is hacked by scammers, he loses a fortune['France'] France

Cyber attack on online services, hackers threaten, publish documents of state institutions['Albania'] Albania

Decryption. Cyberattack in Aix - les - Bains: the malware was manufacturing cryptocurrency['France'] France

Dozens of malicious PyPI packages targeting developers have been discovered, these packages contain the malware['France'] France

Czech T-Mobile was attacked by hackers, the operator confirmed['Czech Republic']Czech Republic

The 15min portal suffered a cyber attack['Lithuania']Lithuania

Cambirense has social network hacked for homophobic motivation['Brazil'] Brazil

Well-known brands were used to spread malware - 42,000 fake websites were exposed['Finland'] Finland

The hotel director did not fear hackers before the booking system went black: Cyber attacks cost an average of DKK 22 million. NOK – and the threat grows['Denmark']Denmark

I'll give you a gift... Card phishing targeting truck drivers['South Korea']South Korea

Kredivo Phishing Case, Observer: Actors Take Advantage of Data Leaks['Indonesia']Indonesia

Web shop still offline: Pearl speaks of a hacker attack['Germany']Germany

They are investigating hacker attacks against an information site in Varna['Bulgaria'] Bulgaria

Research: Hackers from North Korea have become selective in choosing their victims['Israel'] Israel

Senator denounces hacking of his networks; refuses to resign from his party['Mexico'] Mexico

Australian bushfires: Hackers attack donors' credit card details['Australia']Australia



RIA warns: malware continues to massively infect computers['Estonia'] Estonia

Kobe Bryant's death brings huge profits to unscrupulous hackers - Novinite. bg['Bulgaria'] Bulgaria

Cryptopia exchange suspended operations due to alleged hack['New Zealand']New Zealand

The hacker bribed the operator to unlock iPhones. In five years, the damage was 25 million dollars['Czech Republic']Czech Republic

Thanks Police, Save 850 Thousand Computers Infected with Super Malware['Indonesia']Indonesia

Smartphone Fingerprint Scanner Potentially Hacked['Indonesia']Indonesia

Swedish electric scooter company hacked['Sweden'] Sweden

['https://newsghana.com.gh/uganda-hackers-cause-airtel-money-lose-of-us2-1-million/', 'https://www.theeastafrican.co.ke/tea/business/how-hackers-used-betting-site-to-access-airtel-money-in-uganda-4027746']Uganda : Hackers Cause Airtel Money Lose of US$2 . 1 Million['Uganda'] Uganda

It's cheap! Hackers sell stolen information on the dark web['Finland'] Finland

Test flight of a new Chinese plane, Washington suspects a hack['China'] China

IT failures caused by hackers: companies support emergency planning['Germany']Germany

Bitcoin hacked by hackers ['Ukraine'] Ukraine

The government portal "Omsk province" was attacked by an international hacker group['Russia'] Russia

Juju voice phishing victim one after another ... Police . Financial Supervisory Service Emergency Alert['South Korea']South Korea

(Exclusive) Tencent Me WeChat system hacking damage one after another... Gold damage followed['China'] China

This time, hackers steal personal information with the weather app['Turkey'] Turkey

E-commerce user information was sold: Hackers got 2 yuan a piece by crashing database _ News Center _ ChinaNet['China'] China

Bitcoin ransom from iCloud hackers appears fake['United States']United States

Blockchain and Artificial Intelligence Become the Target of Hackers in 2018['Indonesia']Indonesia

Nearly half of businesses had a cloud - based data breach or failed audit['United States']United States

FBI says hackers hit US local government through Fortinet VPN['United States']United States

Colonial Pipeline Incident Sparks  Help Desk  Phishing Attacks['United States']United States

Hackers use AiTM attack to monitor Microsoft 365 accounts for BEC scams['United States']United States

Fact Check : Russia Claims It  Hacked  HIMARS Rocket Launchers['United States']United States

Kaspersky warns Middle East users about WildPressure multi - platform malware | Security['Middle East']Middle East

Insurance Broker Gallagher Sued Over Ransomware Attack['United States']United States

Former AWS engineer avoids prison , gets 5 years probation in massive Capital One hack['United States']United States

Duke hit by largest email phishing attack since 2020['United States']United States

Account Hijacking Site OGUsers Hacked , Again – Krebs on Security['United States']United States

Buffalo Co . COVID - 19 meeting hacked['United States']United States

Russian Hacker Behind Massive Data Breach Released From U . S . Prison['United States']United States

Real - Time Bidding of Confidential Information is Really Happening | Biggest Data Breach ?['United States']United States

['https://tnp.straitstimes.com/news/singapore/malaysia-probing-airasia-ransomware-attack-involving-data-5-million-people', 'https://www.thestar.com.my/news/nation/2022/12/10/airasia-ransomware-attack-probe-ongoing-to-find-source-and-impact-of-compromised-data-says-fahmi']Malaysia probing AirAsia ransomware attack involving data of 5 million people['Malaysia']Malaysia

OAIC opens investigation into Medibank over data breach['Australia']Australia

Serious Security : Dont let your SQL server attack you with ransomware – Naked Security['United States']United States

Hopkins County School affected by a data breach['United States']United States

Aquino to DFA : Clean ranks amid data breach['Philippines']Philippines

Mortal Kombat 11 dev : Hackers have taken over the leaderboards['United States']United States

UK intelligence aborts massive phishing campaign targeting airline customers['United Kingdom']United Kingdom

$1 million ransomware demand refused by Washington hopsital['United States']United States

Universiti Malaya , JPDP looking into report of massive data breach affecting the university['Malaysia']Malaysia

Microsoft Office Bug Remains Top Malware Delivery ...['United States']United States

Critical Citrix flaw opens the door to unauthorized access and hacking['United States']United States

Trump adviser Flynn had five calls with Russian envoy on day of hacking sanctions : sources['United States']United States

1 . 1 Cr Web Apps Were Hacked In India India['India'] India

Kaspersky Lab sounds alarm on rising cyber attacks against critical infra['Russia'] Russia

Study Says Poachers are Trying to Hack and Intercept Animal Trackers['United States']United States

Fort Smith Police Investigate Credit Card Phishing Scam['United States']United States

Shropshire cyber attack : Student who targeted county firm to be sentenced for world['United Kingdom']United Kingdom

University of East Anglia not punished over data breach['United Kingdom']United Kingdom

Ancestry . com data breach ['United States']United States

SEC Charges Former Bitcoin Exchange and Operator with Fraud after Data Breach['United States']United States

Data breach exposes information on more than 3 , 000 TCC employees | Courts & Crime['United States']United States

New Client Seeks BIO - key Security After Data Breach['United States']United States

Operation PZChao : Chinese Iron Tiger APT  back  with data - stealing , bitcoin - mining espionage malware['China'] China



Energy IT / OT Leaders Fear Hack Could Cause Explosion : Tripwire['United Kingdom']United Kingdom

['https://www.irishmirror.ie/news/irish-news/garda-sochna-ireland-whatsapp-12141968', 'http://menafn.com/1096557149/Qatar-Ministry-warns-about-hacking-of-WhatsApp-accounts', 'http://gulf.manoramaonline.com/qatar/2018/03/08/be-careful-on-whatsapp.html']Qatar - Ministry warns about hacking of WhatsApp accounts['Qatar'] Qatar

Week 3 : Racine home closings delayed because of City Hall cyber attack['United States']United States

Racoon malware found stealing data from multiple apps['United Kingdom']United Kingdom

TOP NEWS : Finablr Takes GBP25 Million Hit From Cyber Attack , Covid - 19['United Kingdom']United Kingdom

Bitcoin scam exposes thousands to data breach['China'] China

Did Avon cyberattackers exploit an unprotected web server ?['United States']United States

Kaine addresses more reports of attempted Russian hacking['Russia'] Russia

Global data company Nielsen hit by suspected cyber attack['United States']United States

State alerts netizens of phishing sharks ['India'] India

Last Call : Bell Heads to Oklahoma ; Drizly Reports Data Breach ; Fermented Sciences Receives $10 Million Infusion['United States']United States

Customers complain of delays after ransomware attack on delivery company Canpar Express['Canada'] Canada

Northampton Area Public Library hit by ransomware attack['United States']United States

NAACP : We support Darryl William handling of ransomware attack | READER COMMENTARY['United States']United States

Judge Partially Grants Reconsideration of Claims in Data Breach Suit Against CareFirst['United States']United States

Data breach impacts Tampa Bay Breast Care Specialists system['United States']United States

City of Tulsa working through backlog of bill corrections after ransomware attack['United States']United States

Welcome To IANS Live - SCIENCE - Hackers hit Indians with ransomware supporting farmers['India'] India

Public data compromised by hackers in the government visa site … Government said not a word to the public …['Bahamas']Bahamas

Gallagher faces legal action over response to ransomware attack['United Kingdom']United Kingdom

Diamond Institute Settlement for Data Breach['United States']United States

A total of 243 crimes against journalists have been recorded in Ukraine, ranging from homicides to hacking, the State Television and Radio Committee said['Ukraine'] Ukraine

emotional instability... Tutoring required... Hacking leaks piles of academic records['South Korea']South Korea

Hackers attack the home office ['United Kingdom']United Kingdom

Alarming: 18 thousand scams after WhatsApp hacks['Argentina']Argentina

Micitt issues urgent alert on Conti ransomware['Costa Rica']Costa Rica

Attractive man arrested for phishing unpublished books - ICT news['Belgium'] Belgium

Another hacker attack in Russia. This time they interrupted the broadcast of the Champions League['Russia'] Russia

['http://www.dunyabulteni.net/haberler/424694/secim-gunu-aaya-90-bin-siber-saldiri', 'http://www.yenikonya.com.tr/guncel/secim_gunu_aaya_90_milyon_siber_saldiri-864432']90 thousand cyber attacks on AA on election day | Current |['Turkey'] Turkey

The Polish Post warns against scammers. Someone is using her brand and phishing['Poland'] Poland

A week before the Folkemødet, the hotel's booking system went black after a hacker attack: We can't do anything. We try to stick with paper and pencil['Denmark']Denmark

The deputy appealed to the Ministry of Digital Transformation due to reports of hacking of public services accounts['Russia'] Russia

ANP asks to investigate cyber attacks on journalists Carlos Paredes and Claudia Toro['Chile'] Chile

The Public Health Agency's database Sminet was hacked['Sweden'] Sweden

"Kaspersky" found spyware that reads someone else's correspondence in Gmail, WhatsApp, Instagram and Facebook. It's impossible to remove it['Russia'] Russia

"I don't know who needed it." Social media accounts continue to be hacked in Kyrgyzstan['Kyrgyzstan']Kyrgyzstan

Phishing sites selling air tickets exposed in Kazakhstan['Kazakhstan']Kazakhstan

Cuprum admits to having been the victim of computer hacking['Chile'] Chile

Game of Thrones brought rise in cyber attacks - News . Czech['Czech Republic']Czech Republic

New spyware is stealing military information in the Middle East['Middle East']Middle East

Scammers refer to the PSD2 directive and phishing bank login details['Poland'] Poland

Hit a gang of hackers in Tarragona after defrauding 4 million from 12 companies['Spain'] Spain

Basave asks to investigate collusion in hacking banks['Mexico'] Mexico

Kunshan hacking incident, don't let justice lose its direction _ Qing Zhemu Observation _ Sina Blog['China'] China

Hackers from the bank 2 . He stole 4 million dollars!['Cyprus'] Cyprus

Studio behind Silent Hill warns fans not to be fooled by malicious phishing emails['United States']United States

Accused NJ Hacker Cop Charged With Victimizing More Women , Invaded 2 , 800 College Email Accounts['United States']United States

Columbia Grain International , LLC Reports March 2022 Data Breach | Console and Associates , P . C . ['United States']United States

SII warns about fake email sent by hackers to steal information['India'] India

ATTENTION! Deceiving the public with the new form of 'Dharma' malware['Cyprus'] Cyprus

Biden sanctions Russia over SolarWinds cyber attacks['Russia'] Russia

Microsoft Discovers New STRRAT Malware Infecting Windows Devices Using Compromised Emails : How to Avoid This Scheme ?['United States']United States

Midwest Radio - Some months before Mayo University Hospital recovers from Cyber Attack['Ireland'] Ireland

FBI accuses China of trying to  ransack  Western companies through hacking['United States']United States

Hack The Police : Why Threat Actors Are Targeting Law Enforcement['United States']United States



Afternoon Coffee : June jobs ; REvil ransomware attack ; Tropical Storm Elsa['United States']United States

American Dental Association Reports Data Breach in the Wake of Ransomware Attacks | Console and Associates , P . C . ['United States']United States

Hacks of genetic firms pose risk to patients , experts say['United States']United States

Data Breach Alert : American Council for International Studies | Console and Associates , P . C . ['United States']United States

Hidden Uber Hack Fouled FTC Deal , Ex - Agency Atty Testifies['United States']United States

deloitte : Deloitte India fires employee after hacking expose['India'] India

Malicious App Developer Remains on Google Play Despite Being Cited Multiple Times for Malware['United States']United States

['https://www.01net.com/actualites/des-teraoctets-de-donnees-ont-fuite-chez-l-editeur-de-logiciels-espions-spyfone-1511265.html', 'https://www.blacklistednews.com/article/68089/spyware-company-exposed-281-gigabytes-of-childrens-photos.html', 'https://www.developpez.com/actu/220596/Une-societe-de-spyware-a-expose-des-teraoctets-de-donnees-personnelles-y-compris-des-selfies-des-messages-texte-et-des-donnees-de-localisation/', 'https://www.securitylab.ru/news/495272.php', 'https://www.zdnet.com/article/spyware-firm-spyfone-leaves-customer-data-recordings-exposed-online/']Terabytes of data leaked from spyware publisher SpyFone['France'] France

['http://www.ubergizmo.com/2017/11/twitter-bug-35000-character-tweet/', 'https://webadictos.com/2017/11/06/hack-twitter-publican-tuit-35mil-caracteres/', 'https://www.androidheadlines.com/2017/11/35000-character-tweet-reveals-url-exploit-causes-crashes.html', 'http://www.news18.com/news/tech/prankster-duo-post-35000-character-tweet-1569333.html', 'http://planoinformativo.com/555076/usuario-hackeo-twitter-y-publico-tweet-con-mas-de-35-000-caracteres-tecnologia', 'http://www.redusers.com/noticias/exploit-twitter-permitio-publicar-tuit-35-000-caracteres/', 'https://www.engadget.com/2017/11/06/twitter-exploit-let-two-pranksters-post-a-35-000-character-tweet/']35 , 000 Character Tweet Reveals URL Exploit , Causes Crashes['United States']United States

U . S . did not respond strongly enough to N . K . cyber attack in 2014 : lawmaker – The Korea Times['United States']United States

LabCorp Latest Testing Company to Be Hacked['United States']United States

Hackers Now Attacking SD - WAN ['United States']United States

German county targeted by ransomware asks military for help['Germany']Germany

Google To Pay $7 . 5M To End Google+ Data Breach Suit['United States']United States

Phishing scam targeting homebuyers in Oregon and beyond['United States']United States

Cactus Closes Temporarily 3 Stores due to Hacking['Luxembourg']Luxembourg

iTWire - Immunity starts selling exploit for Microsoft RDP flaw['United States']United States

Cllr Lawlor being investigated for  data breach['Ireland'] Ireland

Phoenix , Arizona Man Sentenced to 32 Months for His Role in an Alabama Phishing Scam['United States']United States

Hackers Demand $1M in Grays Harbor Ransomware Attack['United States']United States

76 percent Indian companies were hit by cyber attacks in 2018['India'] India

MALWARE ALERT : Microsoft Just Broke Windows Defender['Australia']Australia

Seniors housing , hacking threat on Wainfleet radar['Canada'] Canada

Local business gets hit with cyber attacks['United States']United States

Supply Chain Account Takeover : How Criminals Exploit Third - Party Access['United States']United States

Over 1 million Kansans suffered data breach , company at fault reaches settlement['United States']United States

Ben Bolt ISD employees victim of IRS phishing scam['United States']United States

Malware causes minor glitches ['Indonesia']Indonesia

MPD , MFRD computers infected by malware['United States']United States

ICS Malware Linked to Grid Attack « isssource . com['United States']United States

Azerbaijan Arrests Alleged Hackers Suspected Of Stealing Millions From Banks['Azerbaijan']Azerbaijan

Hackers regret raiding Barclays as accounts get emptiedNewsBiscuit['United Kingdom']United Kingdom

University of Washington students use CovertBand to hack into personal devices , track movements['United States']United States

Cyber security alert : Malware aimed at defence sector['Australia']Australia

Teachers association may abandon data breach grievance['United States']United States

Hackers may have stolen the personal data of 80 , 000 people associated with Osaka University['Japan'] Japan

Mecklenburg services still crippled after cyber hack . So how do['Germany']Germany

SAML Flaw Lets Hackers Assume User Identities['United States']United States

Crazy in love : half of UAE online daters have experienced cyber attacks['United Arab Emirates']United Arab Emirates

Now that taking the p ... Sewage plant  hacked  to craft crypto - coins • The Register['United Kingdom']United Kingdom

This phishing trick steals your email and then fools your friends into downloading malware['United States']United States

Thousands of users hacked on bestiality website['United States']United States

Watchdog to probe Indo data breach ['Indonesia']Indonesia

CIBC Simplii vows to  make this right  in wake of data breach - Article['Canada'] Canada

['https://www.bakersfield.com/news/possible-data-breach-may-have-affected-more-than-current-former/article_b3f58c5e-b872-11e9-a2d1-83f25a90c5b3.html', 'https://www.postandcourier.com/news/current-and-former-charleston-county-employees-impacted-in-hr-data/article_de0c5868-bd2e-11e9-bc9b-f7ae484b2de8.html', 'https://www.live5news.com/2019/08/13/data-breach-exposes-information-more-than-charleston-co-employees/', 'http://www.wtma.com/news/more-than-800-charleston-county-employees-impacted-by-data-breach/']Possible data breach may have affected more than 15 , 000 current , former Kern County employees['United States']United States

Hacked 3DS Units Being Banned by Nintendo['Japan'] Japan

Aadhaar data breach compromised 1 billion records in first half of 2018 , claims report['India'] India

Hackers exploit State entities failing to implement cyber security guidelines['Sri Lanka']Sri Lanka

IT firms , telcos among dozens hacked in new info - stealing malware attack['Japan'] Japan

Massive data breach exposes wage and personal info of more than 637 , 000 residents – Tirana Times['Albania'] Albania

Credential theft , malware threats on services increase in Mideast['Middle East']Middle East

Israeli phone - hacking firm Cellebrite halts Hong Kong deal with China['Hong Kong', 'China']Hong Kong, China

Kasarani , Roysambu : City estates where hackers plot multi - billion bank heists['Kenya'] Kenya

US court issues summons for MBZ over hacking of Al Jazeera anchor via Twitter['United States', 'Qatar']United States, Qatar

DOJ charges more hackers in Sony , WannaCry attacks['South Korea', 'United States']South Korea, United States



HSRP website hacked , Website of HSRP supplier hacked , HSRP supplier Rosmerta Safety Systems down , colour coded stickers['India'] India

Radyo La Verdad warns of phishing link using its name['Philippines']Philippines

Warning : Hackers sending bogus Windows 10 emails containing ransomware['Uganda'] Uganda

1 . 4 million people at risk after Justice Department data breach['United States']United States

Singhu Border Hacking : One Nihang Arrested , Yogendra Yadav & Rakesh Tikait Evade Responsibility['India'] India

Singapore Air Frequent Flyer data affected in cyber attack , British Air also affected['Singapore', 'United Kingdom']Singapore, United Kingdom

Bully Bai App Case: Hacking Of School, University Websites Claimed['India'] India

Updated malware targets payment terminals['Russia'] Russia

IG BEM SI Was Hacked Ahead of the April 11th Demo, Menkominfo: It's not the government's doing['Indonesia']Indonesia

LANSI warns Internet users about malware affecting Windows systems['Tunisia'] Tunisia

AFFAIR. BG | DETECTED! THE HACKER ATTACK THIS EVENING AGAINST "AFFAIR COMES FROM ... MIA - BOYKO RASHKOV!"['Bulgaria'] Bulgaria

North Korea Hackers Goldbackdoor Phishing Attacks Journalists['North Korea']North Korea

Former ministers describe the hacking of the Treasury as a calamity['United States']United States

In the NSTU dormitory, the warning system is hacked every weekend November 28, 2022 | NHS['Russia'] Russia

TRS government is hacking our phones: Revanth['India'] India

phishing. Online banking - money transfer fraud - NBP has increased['Pakistan']Pakistan

Voice phishing scam text impersonating the Financial Supervisory Service surges… Beware of stealing personal information: Bridge Economy, a companion in the age of 100['South Korea']South Korea

Malware escalation, Italy third in the world['Italy'] Italy

Another attack on the distribution, hackers attacked Asbis['Belarus'] Belarus

Advanced Hacking... MSPs, a prime target for supply chain attacks['South Korea']South Korea

Mides computer system hacked, affecting beneficiary registry['Spain'] Spain

0Day in Zoho servers is actively exploited in hacker attacks['India'] India

Half a million Swiss victims of phishing , what to do ?['Switzerland']Switzerland

The Russian trail in the cyber attack on the Ministry of Foreign Affairs of Austria is increasingly clear - Die Presse['Austria'] Austria

The Official Website of the Muratara Regency Government Was Hacked by Hackers, When Accessed the Song of Iwan Fals Office Mice Appears['Indonesia']Indonesia

Cyberpolice: Underage hacker stole and sold over a million accounts['Ukraine'] Ukraine

RIA : Emotet malware also involves data theft['Estonia'] Estonia

Kakao talk phishing about 85 million won. Please spread widely!! sob . sob['South Korea']South Korea

The government cracked down on a data breach case - Marin: It is possible that similar situations will occur in the future as well['Finland'] Finland

An employee of the Cybellum company was suspected of hacking into the competing company's servers['Israel'] Israel

The Central Bank of the DPR reported five million cyber attacks on its servers['North Korea']North Korea

Hackers Start Spreading Malware With Fake DeepNude Application['Turkey'] Turkey

He stole hacking tools from the company and tried to sell them on the black market | Management['Poland'] Poland

Hacker defeats Valeroa's latest anti-piracy protection in 20 minutes['Ukraine'] Ukraine

Phishing attack on Biedronka customers. Criminals tempt with a PLN 50 voucher['Poland'] Poland

White hat hackers hacked the fingerprint scanner in the iPhone 8['United States']United States

[International] Taiwan's National Security Agency reported 230,000 hacking attempts from China last year['Taiwan'] Taiwan

Kamian residents survived a nighttime hacker attack['Ukraine'] Ukraine

Hackers manage to take down more than 10 . 000 DarkWeb web pages['Argentina']Argentina

Spyware that hijacks WhatsApp chats discovered['Turkey'] Turkey

Warn of a new massive phishing attempt against World of Warcraft users['Japan'] Japan

20% admit: a mobile device has been hacked, attacks are becoming more common quickly['Finland'] Finland

Hacked emails from En Marche! : LREM calls for vigilance and takes legal action['France'] France

After a hacker attack on banks: the key is how long before the detection the attack was carried out['Poland'] Poland

[ Exclusive ] Voice phishing with FSS employee number['South Korea']South Korea

Phishing cases grow in San Luis ['Argentina']Argentina

CDMX loses 5 mpd due to hacking ['Mexico'] Mexico

NTUC e2i data breach puts 30k individual data at risk of exposure['Singapore']Singapore

Hackers exploit Microsoft MSHTML bug to steal Google , Instagram creds['Russia'] Russia

No rate increase predicted due to cyber attack on DMEA ; officials mum as to whether ransom paid to hackers['Germany']Germany

CU Community Advised To  Not Respond  To Hackers In Massive Data Breach['United States']United States

Coinbase phishing hack signals more crypto attacks to come , says security firm['United States']United States

['https://washingtontechnology.com/Articles/2021/02/25/senate-intel-supply-chain-hack-hearing.aspx', 'https://defensesystems.com/articles/2021/02/24/senate-intel-supply-chain-hack-hearing.aspx', 'https://fcw.com/Articles/2021/02/23/senate-intel-supply-chain-hack-hearing.aspx', 'https://gcn.com/articles/2021/02/24/supply-chain-breach-sophistication.aspx']Supply chain hack took a thousand engineers to pull off , tech exec tells Congress -- Washington Technology['United States']United States

NM Radiology Practice Health Data Breach Results in PHI Exposure['United States']United States

Hackers steal 112 GB of data ['United States']United States



Notorious ransomware group claims credit for Knox College disruptions['United States']United States

WOLF HALDENSTEIN ADLER FREEMAN & HERZ LLP : CREATIVE SERVICES , INC . DATA BREACH ALERT['United States']United States

Aeronautical Development Agency email account hacked['India'] India

Councilor Hugh Dunn Demands Answers from Mayor on Cyber Attack['United States']United States

COMMUNITY CONSOLIDATED SCHOOL DISTRICT 89 : Information on Pearson Clinical Assessment data breach['United States']United States

Hackers swarm around Ottawa city hall ['Canada'] Canada

This prolific phishing gang is back with new tactics to target executives['Japan'] Japan

Phishing risk : Army officers warned of fake emails about salary hike | Cities News , The Indian Express['India'] India

Michigan Election Hacking Alleged Amid Charges of Extortion['United States']United States

Lithuanian ministry in apparent hacking attack : fake news spread on US nuclear weapons in Baltics['Lithuania']Lithuania

Hackers target biometric selfie and ID document check popularity with new phishing attacks['United States']United States

AFP takes down website distributing malware used by domestic abusers['Australia']Australia

Start Up No . 950 : Pakistan banks hacked ?, smartphones in Africa v China , the human bot problem , unzip for iPhone !, and more['Pakistan']Pakistan

Critical flaw in Rockwell Automation ICS component gave hackers complete access['United States']United States

U . S . Government Critical Windows Warning Gets Real As Wormable Exploit Weaponized['United States']United States

Arizona lawmakers get hacked , see message in Russian['United States']United States

Czech FM cancels trip to Montenegro after hacker attack['Montenegro']Montenegro

PlayStation Network down : Gamers furious as hacker claims responsibility for major outage['United Kingdom']United Kingdom

Banking malware , DDoS , ransomware and CEO fraud top united kingdom cyber threats['United Kingdom']United Kingdom

Hello ? Police ? My darknet drug market was just hacked by criminals • The Register['United Kingdom']United Kingdom

Volunteers hack , scrape and crawl government websites to save data['United States']United States

UPSA Sacks 22 Students For Hacking ['Ghana'] Ghana

City of Newark reportedly hit in ransomware attack['United States']United States

FireEye Finds Russian Group APT28 Targeted Montenegro Government with Cyber Attacks['Montenegro']Montenegro

OCIE Issues Risk Alert on Critical Systems Following  WannaCry  Ransomware Attack['United States']United States

Forster Twitter hacked by  Cryo Squad ['Canada'] Canada

North Korean Missile Crisis , HBO Hacks , Bitcoin Cash Clash['South Korea', 'Japan', 'United States']South Korea, Japan, United States

Malware Tool Goes to Market « isssource . com['United States']United States

Cyber attacks target healthcare and social media users['United Kingdom']United Kingdom

Better Business Bureau warns against new phishing scam from 931 number['United States']United States

Followup on Yesterday ’ s Post About the Ransomware Attacks , More Oceanography , Mobile Site – Balloon Juice['United States']United States

Nuance : NotPetya Attack Was Not a Reportable Health Data Breach['United States']United States

Students , professionals  hack  health care['United States']United States

China has been hacking American IP again['United States']United States

Food Chain With Hudson Valley Ties Has Data Breach['United States']United States

Child sexual abuse inquiry fined 200 , 000 for data breach['United Kingdom']United Kingdom

Canadian Man Pleads Guilty to Hacking Gmail Accounts for the Kremlin['Canada'] Canada

TimpDoor Malware Turns Devices Into Hidden Proxies['China'] China

Kraken Cryptor ransomware merges with Fallout exploit kit , fees slashed to gain followers['Japan'] Japan

Facebook has  tentatively  concluded that spammers , not foreign agents , are to blame for the biggest hack in its history['Australia']Australia

Landry Inc hacked despite end - to - end encryption ( Includes interview )['United States']United States

Snake ransomware leaks patient data from Fresenius Medical Care['Germany']Germany

Health Insurance Marketplace Data Breach Affects 1 , 100['United States']United States

Coronvirus Phishing Campaign Targets Six Nations['Russia'] Russia

Upgraded Cerberus Spyware Spreads Rapidly via MDM['United States']United States

Beshear highlights difficulties keeping up old unemployment system after second data breach['United States']United States

Investigation continues after data breach confirmed in one mountain county school district['United States']United States

Court Rejects Class Certification in Data Breach['United States']United States

Brazil court system under massive RansomExx ransomware attack['Brazil'] Brazil

EU regulator comes under cyber attack - Newspaper['European Union']European Union

Over Three Million US Drivers Exposed in Data Breach - Infosecurity Magazine['United States']United States

MAS announces new banking rules for Singapore after SolarWinds cyber attack exposes firms around the world['Singapore']Singapore

Devices of Journalists , Government Officials in Kazakhstan Hacked and Spied On['Kazakhstan']Kazakhstan

Marcus & Millichap Target Of Cyber Attack['United States']United States

Paul Davis On Crime : FBI : Cryptocurrencies A Growing Target Of Theft - Charges Against North Korean Hackers Show Cyber Thieves Shifting to Virtual Currency Markets and Exchanges['United States']United States



Hackers stole $1.4 million from NFT - Omni platform['Russia'] Russia

Faced with hacking, Hospital Calderón confirms that scheduled appointments are being attended normally['Costa Rica']Costa Rica

The Sims 5 have already suffered a hack with their first playable test['Japan'] Japan

The elevator company Kone has been the target of a cyber attack - the same hacker may be behind the attacks on the taxi service Uber and the gaming company['Finland'] Finland

Bawaslu Admits Data Has Been Hacked, Asks BIN for Assistance['Indonesia']Indonesia

Cybercrime in West Africa: the hackers are there, billions in FCFA gone! - Reliable and independent information on issues that cross Africa['West Africa']West Africa

Hackers invade websites of states in the Northeast with hate messages['United States']United States

Building parking lot hacking damage is big... The operator is ignorant['South Korea']South Korea

Crypto project Beanstalk hack reignites debate over mixer protocols['France'] France

Watch out, this dangerous Telegram malware can even steal your photos['Italy'] Italy

Police warn of SMS with malware ['Germany']Germany

Hackers attacked the computer systems of the CNT['Brazil'] Brazil

Participants of Nobar KPK End Game Hacked Online Food Orders['Indonesia']Indonesia

Buy . ee warns: Bank card data phishing scam is spreading in Estonia - do not enter your data in the links sent['Estonia'] Estonia

Telegram channel owners face new hacker campaign['Russia'] Russia

Alert about hacking of accounts of 4 deputies and administrative staff['Mexico'] Mexico

Hackers rob a crypto transfer platform for a large sum['Ukraine'] Ukraine

Hackers Shame Victims Become a New Mode of Cyber Crime['Indonesia']Indonesia

Hotel group complains about DES being hacked to deceive tourists into quarantine['Thailand']Thailand

More than 70 . 000 Danes hit by massive hack of TDC company['Denmark']Denmark

The beginning of the tracker's flame nth room Gat Gat, exploitation of victims by hacking Twitter deviant accounts['South Korea']South Korea

Malware warning from Garanti BBVA to its customers['Turkey'] Turkey

Newspim - [Hacking alert] Distributed via YouTube video, beware of malicious code['South Korea']South Korea

The Ministry of Health has revealed data on hacker attacks - Information Technologies['Poland'] Poland

Even Ignored by Apple, Hacker Shares MacOS Bug Information['United States']United States

Prosegur was the victim of a hacker attack['Spain'] Spain

Extortion porn in email new wave hackers on cloned accounts['Italy'] Italy

[ MWC 2018 ] Hacking of SKT 5G self-driving .. will be blocked at source['South Korea']South Korea

Cyprus : Malware Soaking - Demanding Bitcoin Ransom['Cyprus'] Cyprus

Narrow Horizons victim of hackers ['Italy'] Italy

Two cyber attacks in one day | Government['United States']United States

Rostelecom repelled a powerful hacker attack['Russia'] Russia

Charging adapter hacked! - Technology news['Turkey'] Turkey

Data breach suspected at Swedish university - Uppsala['Sweden'] Sweden

Fraudsters phishing card data pretending to be the Ministry of Finance['Poland'] Poland

Huawei caught in the act of hacking benchmarks - ICT news['China'] China

Hide N Seek, the malware that attacks the Smart home during the holidays['Italy'] Italy

VTB registers up to 350 cyber attacks per month['Russia'] Russia

Alert: app that promises to see who viewed your profile on Facebook hides malware['Brazil'] Brazil

Railway Minister Piyush Goyal order to increase security in the railway hacking case['India'] India

More and more German companies are being attacked by hackers['Germany']Germany

Most Ukrainian government institutions were not affected by the WannaCrypt cyber attack['Ukraine'] Ukraine

['https://www.itwire.com/guest-articles/guest-research/mandiant-identifies-china-threat-group-malware-infecting-usb-drives.html', 'https://www.itwire.com/business-it-news/security/mandiant-identifies-china-threat-group-malware-infecting-usb-drives-103025.html', 'https://www.securityweek.com/self-replicating-malware-used-chinese-cyberspies-spreads-usb-drives']iTWire - Mandiant identifies Chinese threat group malware infecting USB drives['China'] China

Hackers disabled the Ryazan gas station info['Russia'] Russia

Two minors are on trial in the case of cyber attacks['Lithuania']Lithuania

Belgian hacker gains access to hundreds of companies via helpdesk['Belgium'] Belgium

Hacker sent to prison for forwarding Copaco calls['Paraguay']Paraguay

How a Teenaged Hacker Pulled Off a $24 Million Crypto Heist['United States']United States

Hackers claim data breach on an Indian bank NBFC : What we know['India'] India

Hacking the activists fighting for human rights['Canada'] Canada

First Choice Community Healthcare , Inc . Confirms Data Breach Impacting Patient Protected Health Information | Console and Associates , P . C . ['United States']United States

Singapore Company Engages Lawyers After Major Cyber Attack at Australia Unit['Australia']Australia

NCSC assessing leaked material linked to hacking group['Ireland'] Ireland

Fake  YouTube  DMCA Notices Exploit Suspension Fears to Install Malware * TorrentFreak['United States']United States

Hacker indicted for brokerage hacks , fraud['United States']United States



Genshin Impact dev suffers massive data breach['China'] China

U . S . Govt . Apps Bundled Russian Code With Ties to Mobile Malware Developer – Krebs on Security['United States']United States

Order Express , Inc . Reports Data Breach Affecting the Information of Over 63k Consumers | Console and Associates , P . C . ['United States']United States

LEGO Fixes Startling BrickLink Exploit That Could Allow Hackers To Hijack Accounts['United States']United States

Bitcoin hacker sentenced to 10 years in first - ever conviction for  SIM swap  scheme['United States']United States

Huntress CEO On FBI Disrupting Russian Hackers :  Im Pumped['United States']United States

Iranian hackers taunt Israel on social media over Mossad chief hack['Israel'] Israel

Parler Claims Amazon Intentionally Left Security Hole for Hackers to Attack Data Centers['United States']United States

Healthcare Phishing Incidents Lead to Big Breaches['United States']United States

DeathRansom Campaign Linked to Malware Cornucopia['United States']United States

Systems returning after computer hack in Bernards Township['United States']United States

BlockFi Hires New Chief Security Officer After Last Month Hack['United States']United States

Hackers and Extortionists Strike Local Businesses['United States']United States

Researchers hack VR worlds ['United States']United States

Capitol Fax . com - Your Illinois News Radar » Timeline released of Russian hack of Illinois State Board of Elections['United States']United States

Phishing scam strikes Bloomfield Township['United States']United States

Hackers demanded $1 Million ransom payment from Washington - based Hospital['United States']United States

No patient data compromised in ransomware attack , CCH says['United States']United States

['http://www.nottinghampost.com/news/uk-world-news/online-advice-issued-after-millions-807513', 'http://www.derbytelegraph.co.uk/news/uk-world-news/what-youre-infected-malware-online-807496', 'http://www.leicestermercury.co.uk/news/uk-world-news/who-are-pornhub-malware-gang-807481', 'http://www.leicestermercury.co.uk/news/uk-world-news/adult-malware-pornhub-porn-security-691910', 'http://www.birminghammail.co.uk/news/midlands-news/millions-pornhub-users-infected-malware-13930731']Who was the gang behind the Pornhub cyber attack ?['United Kingdom']United Kingdom

Russia  Sandworm  Hackers Also Targeted Android Phones['Russia'] Russia

Kingman cyber attack investigation finished , still no cause['United States']United States

11th Circuit grants stay in FTC case against LabMD over data breach allegations['United States']United States

Passwords were Encrypted and Not Viewable , Says Funimation About Data Breach['United States']United States

Department of Education refuses to step in to stop paedophiles and criminals hacking school websites['United Kingdom']United Kingdom

Apple Blocks  Locked for Illegal Pornography  Ransomware['United States']United States

WikiLeaks claims its supporters are behind the massive DDoS cyber attack['Australia']Australia

Windows Defender Keeps Reporting Exploit : SWF / Meadgive Infection on Some PCs['United States']United States

Latest CryptoMix ransomware adds . Exte extension to files['United States']United States

Amazon Prime Day Phishing Scam Makes The Rounds 08 / 26 / 2017['United States']United States

HawkEye malware : Hackers using  versatile  data['United Kingdom']United Kingdom

Back in My Day : Mario Isnt a Plumber Anymore , Equifax Data Breach['United States']United States

Dark Overlord strikes , North Korea hacks and rogue apps lurk : The week in cybersecurity['North Korea']North Korea

Uganda Investment Authority Website Hacked['Uganda'] Uganda

Kuwait : Authorities warn against WhatsApp hacking scams['Kuwait'] Kuwait

Beware of malware scam on computers in Toowoomba['Australia']Australia

Florida considers ending fee to freeze credit after Equifax hack['United States']United States

Suspect Busted for Huge Malware Attacks « isssource . com['United States']United States

Hacker admits attacks on Murdoch , Sony['United States', 'Japan']United States, Japan

IG : Interior Dept . computer infected with malware after employee surfed porn sites['United States']United States

Off - the - shelf hacking kits let amateurs target schools | News['United Kingdom']United Kingdom

Respiratory therapy supplier Lincare agrees to pay $875K to settle data breach lawsuit['United States']United States

Bitdefender Uncovers New Stealthy Malware Zacinlo that Features Persistence['United States']United States

Email Phishing Alert : Requesting Updated Links for PayPal Account – Guardian Liberty Voice['United States']United States

Rise in blended cyber attacks wreaking greater damage : report | Networks Asia['Singapore']Singapore

ACMA warn of Optus email phishing scam['Australia']Australia

Slew of new measures to strengthen public healthcare systems unveiled following SingHealth data breach['Singapore']Singapore

Turkish Police Arrested Cryptocurrency Hackers['Turkey'] Turkey

Equifax is paying $5 . 5M to banks , but nothing to victims of the 2017 data breach['United States']United States

Hacking group builds new malware using patchwork of old code['United Kingdom']United Kingdom

Manor ISD recovers $800 , 000 after millions stolen in phishing scam['United States']United States

Translink hacked but data  not compromised['Canada'] Canada

Docker Registries Expose Hundreds of Orgs to Malware , Data Theft['United States']United States

Hackers Target Guilford County Government - The Rhino Times of Greensboro['United States']United States

George Floyd : Hacker Group  Anonymou re - emerge amid US unrest , poke holes Minneapolis Police website – Red Pepper Uganda['United States']United States

French IT monitoring firm Centreon says no customers affected by hacking campaign['France'] France



OAIC puts MSPs on notice over data breach reporting['Australia']Australia

This dangerous Amazon gift card scam will hack your bank account in seconds['Ireland'] Ireland

Kiwis bombarded with cyberthreats like phishing scams amid COVID - 19 outbreak['New Zealand']New Zealand

Virginia DMV warns of phishing scam ['United States']United States

Cryptocurrency theft with phishing and TeamViewer['Italy'] Italy

Hackers win 800 . 000 dollars for attack on Teams, Ubuntu and more['Netherlands']Netherlands

Don't tell the NIS, send the money... Ghost Hacking Emergency['South Korea']South Korea

Merchants ask to extend customs service hours due to hacking['United States']United States

Violated 500 women: 27-year-old man gets four years in prison in major hacking case['Denmark']Denmark

After almost 6 months of hacking, public entities have not recovered 100%['United States']United States

Cyber attack on Apetito: Uncanny hacker group blackmails German companies['Germany']Germany

Cybercriminals hacked Zeed and forgot to steal 1 million['Ukraine'] Ukraine

Windows 11: the download portal usurped by hackers['France'] France

Bild: The German portal for reporting arrivals in the country has been hacked - World['Germany']Germany

Malware has escaped Google's controls: uninstall this application['Belgium'] Belgium

After hacking its website, now LUMA suffers fraud by phone and email['Puerto Rico']Puerto Rico

Hacking tool shakes Netflix, Disney, Amazon, Apple...['Belgium'] Belgium

The Federal Returning Officer's server was the target of a hacker attack['Germany']Germany

Man Sentenced to Death for Hacking Squid Game in North Korea['North Korea']North Korea

For six months, the SBU neutralized more than 1 thousand. cyber attacks on public resources['Ukraine'] Ukraine

The Polish Post warns against a new scam. Hackers offer tax refund['Poland'] Poland

Hackers again threaten to release the source code of Cyberpunk 2077, The Witcher 3 and other CD Projekt files online UNIAN['Poland'] Poland

Hacker attack on Totolotek. Hackers could access archived data['Poland'] Poland

['https://www.idag.dk/article/view/686836/endnu_en_horeapparatgigant_ramt_af_hackerangreb', 'https://www.version2.dk/artikel/hoeregiganten-ws-audiology-ogsaa-blevet-ramt-hackerangreb-1089395', 'https://www.computerworld.dk/art/249665/blot-to-maaneder-efter-kaempeangreb-paa-demant-endnu-et-stort-hoereapparat-firma-lagt-ned-af-hackerangreb', 'https://www.idag.dk/article/view/687307/hackere_koster_horeapparatselskab_al_vaekst_i_tredje_kvartal', 'https://www.dr.dk/nyheder/penge/ramt-pa-regnskabet-hackerangreb-koster-horeapparatselskab-dyrt']Another hearing aid giant hit by hacker attacks['Denmark']Denmark

['https://thehill.com/policy/cybersecurity/overnights/510580-hillicon-valley-nsa-warns-of-security-threats-from-mobile', 'https://thehill.com/policy/cybersecurity/overnights/510080-hillicon-valley-florida-teenager-two-other-arrested-over']Hillicon Valley : NSA warns of new security threats | Teen accused of Twitter hack pleads not guilty | Experts warn of mail - in voting misinformation['United States']United States

Hacker arrested in MA accused of embezzling R$ 13 million from virtual bank['Brazil'] Brazil

Momcam phishing controversy Spanish professional football coach Malaga finally fired - Kookmin Daily['Spain'] Spain

Phishing was the reason for the large - scale data breach of Freedom Finance 's clients . Can you protect yourself from it?['Russia'] Russia

KISTI Large SI company infected with information-stealing malware .. The story of finding the dark web['South Korea']South Korea

Maze operators announced the hacking of LG Electronics network['South Korea']South Korea

VZGLYAD / The Russian was charged in the United States with conspiracy to commit a cyber attack :: News of the day['United States']United States

Åbo Akademi warns against phishing ['Finland'] Finland

online hacking: anti-virus app becomes new weapon of hackers, big risk of data theft - serious antivirus bug allowing hackers to steal sensitive data fron users computer or smartphones['India'] India

Wrong WhatsApp update: This is how you recognize the malware['Germany']Germany

Sony or the banal story of a hack of the century['Japan', 'United States']Japan, United States

Digital danger from cyber attacks on cars['Chile'] Chile

Android ransomware blocks mobile ['Czech Republic']Czech Republic

The MRC of Mékinac had to pay $30,000 to hackers['Canada'] Canada

Apple Secret Codes Leaked on the Internet, iOS Threatened by Hacking['Indonesia']Indonesia

The spread of the EternalBlue exploit has surpassed 2017 levels. | News['Ukraine'] Ukraine

Náchodská Sněžka is being blackmailed by hackers, Radio News reported. Czech['Czech Republic']Czech Republic

Hackers manage to violate Android using the graphics processor['Argentina']Argentina

['https://www.coinspeaker.com/ankr-former-employee-exploit/', 'https://www.ibtimes.com/ankr-admits-inside-job-behind-5m-hack-promises-improve-security-3650158']Ankr Reveals Former Employee behind $5M Protocol Exploit , Looks to Beef Up Network Security['United States']United States

The head of the pyrotechnic association called the reason for the hacking of fireworks over the White House['United States']United States

Boryspil stated that the hacker attack did not affect their work['Ukraine'] Ukraine

The North Sumatra Diskominfo site was hacked, these are the steps to be taken to restore it['Indonesia']Indonesia

Mexican bank hacked ['Mexico'] Mexico

It happens to one company and it happens constantly: it now directed visitors to download malware['Finland'] Finland

From Yahoo to LinkedIn: These are the biggest hacks['Germany']Germany

A student from the University of Sherbrooke unmasks a major malware['Canada'] Canada

Hacker attacks turned US indices down ['United States']United States

Lawyer: cell hacking in eiffeisen ['Austria'] Austria

Avast warns against a wave of phishing e['Czech Republic']Czech Republic

Hackers are targeting Aargau hospitals and nuclear power plants['Switzerland']Switzerland

BlackMatter Ransomware Quickly Fills Void Left by Darkside , REvil['United States']United States



BCBS of Massachusetts Reports Third - Party Vendor Data Breach['United States']United States

Lazarus hackers target engineers using malware - laced job ads['United Kingdom']United Kingdom

Finland warns of Facebook accounts hijacked via Messenger phishing['Finland'] Finland

FBI chief Wray : China engaged in large - scale hacking operations targeting U . S . tech['United States']United States

9th Circ . Affirms Ax Of Zendesk Investor Data Breach Suit['United States']United States

Thursday court round - up Halloween horror and council  data breach['United Kingdom']United Kingdom

Hackers gained access to about 422 files in ransomware attack against Riverhead School District last November , superintendent says['United States']United States

Hackers gain access to SLGA information['Canada'] Canada

Victory Day hack mars Putin celebration ['Russia'] Russia

Finnair : Some customers affected by data breach of Portuguese airline['Portugal'] Portugal

Microsoft Office lets hackers execute arbitrary code , update now['United Kingdom']United Kingdom

Cyber attack warning for small businesses including hotels and restaurants['United Kingdom']United Kingdom

New Malware Campaign Targets Financials , Retailers['United States']United States

Lands Authority website back online for the first time after November data breach['Malta'] Malta

New Bird Miner malware targets Mac pirates['Japan'] Japan

Probe into data breach at elderly people home['Malta'] Malta

Anonymou cyber attack hits Angola govt after activists jailed['Angola'] Angola

Fortnite security flaws let hackers access player personal data['United Kingdom']United Kingdom

Hong Kong begins compliance investigation after Cathay Pacific data breach['Hong Kong']Hong Kong

Russian phishing campaign using AWS to host landing pages designed to avoid detection['United States']United States

['https://www.nbcnewyork.com/news/local/crime-and-courts/cyberattack-on-long-island-disrupts-government-agencies/3864176/', 'https://libn.com/2022/09/20/suffolk-police-partners-with-nypd-amid-cyber-attack/', 'https://www.nbcnewyork.com/news/suffolk-county-documents-stolen-in-cyberattack-posted-on-dark-web-officials/3869004/', 'https://www.telemundo47.com/noticias/local/piratas-informaticos-de-suffolk-se-burlan-del-sistema-y-publican-mas-documentos/2325268/', 'https://www.telemundo47.com/noticias/local/hackers-publican-mas-documentos-del-condado-de-suffolk-en-la-web-oscura/2325233/']Suffolk Police partners with NYPD amid cyber attack | Long Island Business News['United States']United States

Data Breach Disclosures by united kingdom Banks Jump 480 % in 2018 , Financial Regulator Says['United Kingdom']United Kingdom

Criminal raps recommended vs . COMELEC over website hacking['Philippines']Philippines

Media watchdog website hacked ['Philippines']Philippines

Downeks and Quasar malware combine in attack linked to Gaza Cybergang['Israel', 'Palestine']Israel, Palestine

Google Has Few Leads As It Starts Investigation Into Huge Leak Of CIA Android Hacks['United States']United States

TRA foiled more than 1000 cyber attacks last year['United Arab Emirates']United Arab Emirates

Scanner exploited in remote laser hacking attack['United Kingdom']United Kingdom

Foreign Ministry official briefs ambassadors about hacking['Qatar'] Qatar

IT security firm finds new malware variant through Ukraine study['Ukraine'] Ukraine

Romania : New phishing scams target WhatsApp and Facebook Messenger users (...)['Romania']Romania

East and North Herts NHS Trust launches electronic patient records system after global cyber attack delay['United Kingdom']United Kingdom

Retailer fined after payment card details exposed in cyber attack['United Kingdom']United Kingdom

Tullamore Credit Union issues warning to members over phishing scam['Ireland'] Ireland

50 of 200 County Systems Restored After Cyber Attack['United States']United States

Two more Hong Kong travel agencies hacked['Hong Kong']Hong Kong

All businesses targeted by CEO phishing scams - losses estimated at $5 . 3bn['United Kingdom']United Kingdom

Elaph news service hacked over Hariri article['Lebanon']Lebanon

Kaspersky warns of malware targeting African organisations – Punch Newspapers['African countries']African countries

Interior IG : Nation Dams Safe From Hacks But Vulnerable to Insider Threats['United States']United States

New Android malware sneaks in  Despacito  – FinTech Futures['United Kingdom']United Kingdom

Suspect accused of endangering national security in spyware theft plot['Israel'] Israel

# MalusiGigaba working with private investigation firm following  hack['South Africa']South Africa

AHS falls victim to phishing scam , but avoids losing any money['Canada'] Canada

Faculties and Staff of Chapman got Affected by the  Critical  Phishing Attack['United States']United States

Cisco : hackers are attacking ASA and Firepower 0 - day and there no patch - CSO | The Resource for Data Security Executives['Australia']Australia

San Francisco Employee Retirement System sued after data breach['United States']United States

Maine police department target of phishing scam['United States']United States

Bartlesville Radio » News » KWON Tech Talk Hosts Talk Recent Ransomware Attack['United States']United States

Alibaba ( NYSE : BABA ) - Another Alibaba - Backed Grocer Suffers Massive Data Breach['China'] China

['https://www.techradar.com/news/this-dangerous-new-malware-is-attacking-windows-devices-via-infected-usb-drives', 'https://www.phonandroid.com/windows-dangereux-malware-inedit-attaque-observateur-evenements.html']This dangerous new malware is attacking Windows devices via infected USB drives['United Kingdom']United Kingdom

Pulse+IT - SA Pathology rejects claims of COVID - 19 SMS data breach['Australia']Australia

Iranian Hackers Abuse Slack For Cyber Spying['Iran'] Iran

STM website was taken down by ransomware['France'] France

US Healthcare Provider Proposes $4 . 2m Data Breach Settlement['United States']United States



Leonardo Hack Allegedly Targeted Details Of nEUROn UCAV Program['Italy', 'France']Italy, France

Chatham County water customers should prepare for big bills after months lost to hack :: WRAL . com['United States']United States

Clearfield County Commissioners provide additional information on ransomware attack['United States']United States

Evaporation of hundreds of millions of coins... New type of mobile phone hacking, SIM swapping damage['South Korea']South Korea

A chain of cyber attacks or a hospital in Osaka, another corporation connected to the system also found damage: Asahi Shimbun Digital['Japan'] Japan

Aristegui Live: Hacking paralyzes the SICT; INE survey on electoral reform; North Korea launches 23 missiles and more['North Korea']North Korea

Couples in Padang Become Phishing Victims of IDR 1.1 Billion, West Sumatra OJK Asks Residents to Be Careful['Indonesia']Indonesia

Hackers 2402 hacked Right Line's infrastructure['Russia'] Russia

El Diario was under a cyber attack for almost 10 hours['Spain'] Spain

They ask for transactions: OHiggins authorities denounce scam and hacking of their WhatsApp | National['Chile'] Chile

The publisher of Mafia and Borderlands urged not to open letters and links from their support service, it was hacked['Russia'] Russia

Discored hacked by hackers - Bored Ape Yacht Club server['United States']United States

Fraudsters phishing personal data on PGG. This is how you can lose money and forget about coal • Region • Business['Poland'] Poland

SIM Jacking: how one SMS turns your phone into a hacker's toy['Russia'] Russia

LKA investigates after cyber attacks on learning platform['Sri Lanka']Sri Lanka

Arena Cloud under attack by hackers ['Serbia'] Serbia

Government emergency loans are subject to bank phishing in the loan cold wave - Kookmin Daily['South Korea']South Korea

Celeiro fishing days hacked with porn images['Portugal'] Portugal

Hackers revealed the details of 2 1 million airline customers['Israel'] Israel

Phishing warning at Amazon! Beware of this news['Germany']Germany

Counterfeiting and phishing in times of e-commerce['Chile'] Chile

Criminals invade whats clinics and pretend to draw to hack customers in MS['Brazil'] Brazil

Foreign-backed hackers target 12,000 Google users['Russia'] Russia

Text messages about blocking an Allegro account are fake - scammers want to phishing payment card details['Poland'] Poland

Two Court Sites Hacked, Protest against Ratification of the Ciptaker Law['Indonesia']Indonesia

Hacking at Oracle: red alert at points of sale?['United States']United States

Smartphone Malicious App Voice Phishing Technique Arrested by a gang that hijacked billions of dollars['South Korea']South Korea

An extremely advanced, data-stealing malware was found['Hungary'] Hungary

KingMiner Botnet Operators Hack MSSQL Databases['Russia'] Russia

Banks of the Russian Federation faced a large number of phishing attacks while working remotely['Russia'] Russia

The authorities :: The hackers who hit the National Nara, sharpened data for pre-election compromises (OVERVIEW) :: Monitor. bg['Bulgaria'] Bulgaria

The city of Kokemäki survived the disruption caused by the malware with less damage than expected - information security is planned to be developed in the future['Finland'] Finland

A new malware has been discovered that gains complete control over email communication in the organization['Israel'] Israel

Karma works , the hacker forum has also been hacked['Czech Republic']Czech Republic

Phishing mastermind to pay out more than $1.1 million to victims['Russia'] Russia

Ural hackers accused ex-employee of Kaspersky Lab of hacking Sberbank['Russia'] Russia

Check Point : hackers exploit SDKs used for mobile apps !['Italy'] Italy

General Trauwitz bought spyware from 1 . 1 million dollars for Pemex['Mexico'] Mexico

The phishing that lurks our smart speakers : To start the update , say your password['Spain'] Spain

[Security settlement] Hyper-connected era... Hackers are invading the world outside the PC['South Korea']South Korea

A new wave of cyber attacks hit PoS terminals['Russia'] Russia

Conflict - Annezin: the city's accounts hacked['France'] France

Hacking of Sicere data has been waiting for three years in the Prosecutor's Office['Italy'] Italy

Condisef reveals hacking on its electronic payment platform['Mexico'] Mexico

['https://www.mediacongo.net/article-actualite-52216_piratage_massif_de_sites_web_du_gouvernement_kenyan.html', 'https://www.bbc.com/afrique/48522818', 'https://www.businessdailyafrica.com/news/-NYS-and-IFMIS-among-government-website/539546-5143440-kpf08m/', 'https://www.the-star.co.ke/news/2019-06-03-kenya-battles-to-recover-state-websites-after-hacking/', 'https://allafrica.com/stories/201906040109.html', 'https://www.capitalfm.co.ke/thesauce/official-kenyan-government-sites-defaced-as-hackers-penetrate-poor-cybersecurity-measures/']mediacongo. net - News - Massive Hacking of Kenyan Government Websites['Kenya'] Kenya

Nurse in Hälsingland convicted of data breach in patient records['Sweden'] Sweden

Orange confirms the hack of its online store['France'] France

Parliamentary assistant convicted of hacking ex-minister Kaliňák – GOOD MORNING SLOVAKIA['Slovakia']Slovakia

Hacker who threatened US bombs caught in Ashkelon['United States']United States

Hacking of bank cards: two Armenians indicted Nice['France'] France

More than 10,000 child porn sites were created by the Anonymus hacker['Hungary'] Hungary

Now 50,000 Swedish email accounts have been hacked['Sweden'] Sweden

In Uzbekistan, the consequences of a cyber attack have been eliminated['Uzbekistan']Uzbekistan

In one day, there were two misogynistic hacks against opposition references['Argentina']Argentina

373 people were defrauded of more than 1.2 million yuan by setting up fake base stations for "phishing", and many people were sentenced['China'] China



every second hackers stole 122 people Data['India'] India

State Intelligence Service: DDE technique was used in today's cyber attack['United States']United States

Former DHS Secretary Details SolarWinds Hacker Access to His Email['United States']United States

Ransomware Attack Helps Macbook Repair Shops Recover Lost Data -- How ?['United States']United States

Deputy Director Speaks at Press Conference on Colonial Pipeline Ransomware Attack FBI['United States']United States

NCC warns users on new ways hackers infiltrate , jeopardise privacy through Google Play Store['Nigeria'] Nigeria

Almost 9M cryptominers prevented in SEA SMBs in 2020 , more than phishing , ransomware combined['SEA'] SEA

Malware author implants web shell to target Digium phone software['United States']United States

Animoca Brand Lympo NFT platform hacked for $18 . 7 million['Hong Kong']Hong Kong

Data Breach Compromises Personal Information of Koons Customers['United States']United States

Indian Container Terminal Diverts Ships Due to Ransomware Attack['India'] India

Identity Theft is Not a Joke , Jim ! Third Circuit Finds Standing to Sue for Employee Data Breach | Vinson & Elkins LLP['United States']United States

phishing incidents : Number of phishing incidents has gone up , says government['India'] India

Windows 11 download page imitator spreading malware onto PCs['United States']United States

2020 Karabakh Telecom Hacking Investiagtion Hasnt Identified Any Culprits['Armenia', 'Azerbaijan']Armenia, Azerbaijan

Whitehall sends out notification letters after cyber attack['United Kingdom']United Kingdom

Financial services in 480 per cent data breach rise['United Kingdom']United Kingdom

DanaBot Adds Ransomware to its Arsenal['United States']United States

Minnesota To Get $900k in Hacking Lawsuit['United States']United States

Synagogue news includes hackers targeting MLK sermon - South Florida Sun - Sentinel['United States']United States

New York Department Of Financial Services Issues Alert To Regulated Entities Concerning Heightened Risk Of Cyber Attacks['United States']United States

Russian hackers haunt San Diego Electronic Poll Book['United States']United States

Android Malware  Triada  Most Active on Telco Networks['United States']United States

Two senior managers at Baltimore IT department replaced during recovery from ransomware attack['United States']United States

Russian Man Cops To Massive JPM Hack , To Cough Up $19M['United States']United States

Senator warns upstate region is being targeted by hackers['United States']United States

Suspect in credit card hacking to stay jailed | Business['United States']United States

Phishing Attack Hijacks Office 365 Accounts Using OAuth Apps['Russia'] Russia

Fresno COG Recovers from  Catastrophic  Cyber Attack['United States']United States

Large Green Bay company hit by hackers['United States']United States

Data Breach Disruptions : The Cost of Cybercrime in Canada['Canada'] Canada

New York settles with health industry support company after massive data breach allegations['United States']United States

Tech Girl : Phishing your own workers ? – Press Enterprise['United States']United States

Hundred of bank records obtained unlawfully by police using Privacy Act exploit['New Zealand']New Zealand

Darkweb hackers demanded  ransom  from council during cyber attack['United Kingdom']United Kingdom

They detect a new scam in which they pose as Booking to install malware['Spain'] Spain

['http://www.bgr.in/news/hackers-just-used-d-link-security-certificates-to-steal-user-passwords/', 'https://www.onlinepc.ch/hardware/sicherheit/hacker-nutzen-zertifikate-d-link-einschleusen-schadcode-1553035.html', 'https://securityboulevard.com/2018/07/cyberespionage-group-steals-certificates-to-sign-malware/', 'https://www.theinquirer.net/inquirer/news/3035631/dlink-security-certificates-are-being-used-to-sign-industry-espionage-malware', 'https://canaltech.com.br/seguranca/eset-identifica-malware-que-fazia-o-roubo-de-certificados-digitais-da-d-link-118120/', 'https://searchsecurity.techtarget.com/news/252444539/Stolen-digital-certificates-used-in-Plead-malware-spread', 'https://www.infosecurity-magazine.com:443/news/stolen-taiwanese-certs-used/', 'http://talks.su/news/eset-hakeri-podpisivali-vredonosnoe-po-sertifikatom-d-link-20180711/', 'https://arstechnica.com/information-technology/2018/07/stolen-certificates-from-d-link-used-to-sign-password-stealing-malware/', 'http://www.theregister.co.uk/2018/07/10/Hackers use D - Link certificates to inject malicious code['United States']United States

Sinai Health System announces data breach but says risk to patients low['Canada'] Canada

FF12 Holiday Shopping Guide : Delivery Phishing Emails['United States']United States

Tarrant County 911 Recognized For Fast Action During Cyber Attack['United States']United States

Hackers loot R300 000 from local comedians['South Africa']South Africa

Car crime in Britain rises by 56 % as keyless technology has made hacking vehicles  child play['United Kingdom']United Kingdom

Geeks on Wheels Pushes for Cyber Security as Massive Phishing Scams Increase in Dunedin | infonews . co . nz New Zealand local news community['New Zealand']New Zealand

Cyber attack on Italian National Institute for Social Assistance threatens user personal data['Italy'] Italy

Lenovo $8 . 3M Spyware Class Action Settlement Gets Initial OK['China'] China

UAE issues warning for smartphone users against  hacking message['United Arab Emirates']United Arab Emirates

Evasive Domain - Impersonation Phishing Attacks Increase by 400 %['United States']United States

Email  phishing  scam targets Bay Area rabbis and their congregants['United States']United States

2019 proves a bumper year for cyber attacks['United States']United States

Developers of dForce , a Chinese DeFi Protocol that was Hacked , to Return $24 . 9 Million to Users After Hacker Gives Back Stolen Funds['China'] China

Honolulu Transit Putting Services Back Online After Hack['United States']United States

University of Birmingham students could launch action over hack['United Kingdom']United Kingdom

UK military used malware to disrupt extremist networks['United Kingdom']United Kingdom

School of Religion apologizes for  distressing violation  by hacker at Zoom event['Canada'] Canada

Westwood Police Logs : Feb . 15 - 22 : Phishing scam nets $1 , 500['United States']United States



Omnicom Media Group reportedly falls prey to cyber attack['Singapore']Singapore

North Korean hackers attack malicious emails disguised as credit card statements['North Korea']North Korea

Hackers stole personal details of hundreds of employees of a subsidiary of Elbit['Israel'] Israel

810,000 cases of personal information leak estimated due to hacking at Seoul National University Hospital : General society : Society : News : The Hankyoreh['South Korea']South Korea

BIN Denies Presidential Documents Leaked by Hackers['Indonesia']Indonesia

Clickjacking: understand why this type of hacker attack grows in Brazil - 08 / 12 / 2022['Brazil'] Brazil

Cisco - ASA - Firewalls hack via Metasploit and Open - Source - Tools['Germany']Germany

A malware masquerades as a two-step verification app in Spain['Spain'] Spain

['http://internetua.com/izrailskaya-razvedka-predotvratila-hakerskie-ataki-na-elektrostancii-ssha', 'https://www.jpost.com/israel-news/article-710691']Israeli intelligence thwarted hacker attacks on US power plants['United States']United States

['http://www.prnewswire.com/news-releases/notification-regarding-a-data-breach-suffered-by-sabre-hospitality-solutions-affecting-reservations-made-at-the-domain-hotel-300503989.html', 'http://www.marketwatch.com/story/notification-regarding-a-data-breach-suffered-by-sabre-hospitality-solutions-affecting-reservations-made-at-la-torretta-lake-resort-spa-2017-08-14', 'http://www.marketwatch.com/story/notification-regarding-a-data-breach-suffered-by-sabre-hospitality-solutions-affecting-reservations-made-at-the-gallivant-times-square-2017-08-14', 'http://www.marketwatch.com/story/notification-regarding-a-data-breach-suffered-by-sabre-hospitality-solutions-affecting-reservations-made-at-the-bicycle-hotel-2017-08-14', 'http://www.marketwatch.com/story/notification-regarding-a-data-breach-suffered-by-sabre-hospitality-solutions-affecting-reservations-made-at-the-domain-hotel-2017-08-14', 'http://www.tmcnet.com/usubmit/2017/08/14/8595001.htm']Notification regarding a Data Breach Suffered by Sabre Hospitality Solutions Affecting Reservations Made at La Torretta Lake Resort & Spa['United States']United States

Cryptocurrency Websites Suffer Massive Phishing Attacks['Argentina']Argentina

They recover money from hacked accounts in Camargo['Mexico'] Mexico

Covid tests: after data hacking, AP-HP fears phishing attempts['France'] France

Six days after the fact, Lotenal admits to hacking his computer system...['Mexico'] Mexico

Hacking the AP - HP: what is the risk of the hacker accused of having leaked 1.4 million Covid - 19 tests?['France'] France

In Syzran, a hacker was sentenced for swindling money from hundreds of people and organizations['Russia'] Russia

Tegut : Grocer's IT network partially paralyzed after cyber attack['Germany']Germany

SBU repelled 65 cyber attacks on public authorities in a month['Ukraine'] Ukraine

Phishing: pretending to be a bank to steal a token key['Peru'] Peru

Despite the hacker attack, all payments are possible from tomorrow['Serbia'] Serbia

Self-employed indemnity request € 600, Conte: Hacker on the Inps site, portal in tilt['Italy'] Italy

User reports possible hacking of the ISSSTE pension platform['Mexico'] Mexico

Bankman is charged with serious data breach['Sweden'] Sweden

On the dark web they sell confidential information stolen from CiBanco after hacking['Mexico'] Mexico

Pick Point lost about a thousand parcels due to a hacker attack on parcel terminals News Ekho Moskvy , 08 . 12 . 2020['Russia'] Russia

Samsung Electronics Chinese server hacking? Galaxy S9 · S10 infinite reboot error in China['China'] China

Hacker group spreads Trojan horse via "Google Drive"['Japan'] Japan

Phishing message impersonates WhatsApp and offers 1 . 000 GB navigation | techno . americaeconomics . com | AETecno['Mexico'] Mexico

Thailand is a victim of a cyber attack. Stealing credit card information on the black market['Thailand']Thailand

Slack has warned its investors that they are the target of 'national scale' hacks['Ukraine'] Ukraine

Russian Search Engine Warns Google About Possible Data Hacking['Russia'] Russia

Municipal employee computer hacked from Nigeria['Sweden'] Sweden

The website of the MinVOT was hacked and used by hackers['Ukraine'] Ukraine

Sparkasse : Your help is required ! is phishing['Germany']Germany

Hackers target world's largest ships – Kababashir['']

Bosschenaar hacks for 40,000 euros via online accounts['Netherlands']Netherlands

Hacking cards: Correos rules out having responsibility for data leaks['Spain'] Spain

The presence of a miner on the website of the Prosecutor General's Office K indicates a hacking of the resource - TA CA['K'] K

FIN6 cyber scammers are back: hackers attack POS terminals in Europe['Europe'] Europe

Fraud on the internet: hackers are after your wallet['France'] France

TsU hacker department malware size exceeds Facebook code['Russia'] Russia

Detected fake traffic ticket that installs malware on your computer['Spain'] Spain

Voice phishing alert in Ulsan ['South Korea']South Korea

IAM specialist OneLogin victim of hacking and data theft['United States']United States

Teleselskabet 3 hacked: Blackmailed by criminals['Denmark', 'Sweden']Denmark, Sweden

Pro - ISIS Hackers Claim Breach Of French Regional Port Authority Server['France'] France

['http://www.ilgiornale.it/news/cronache/rai-nei-mesi-scorsi-violati-account-dei-vertici-aziendali-1786020.html', 'https://gds.it/articoli/cronaca/2019/11/17/violati-gli-account-dei-vertici-aziendali-della-rai-1be510f5-8cce-43c7-a43a-25c45ca7853f/']Earthquake in Rai: the accounts of the top management have ended up in the sights of hackers['Nepal'] Nepal

['https://www.9tv.co.il/item/32915', 'https://argumenti.ru/society/2021/08/733501', 'https://iz.ru/1204959/2021-08-10/belorusskaia-assotciatciia-gimnastiki-obiasnila-vzlomom-svoe-zaiavlenie', 'https://riafan.ru/1501441-associaciya-gimnastiki-belorussii-zayavila-o-vzlome-stranicy-v-facebook-posle-posta-o-rossii']The Gymnastics Association of Belarus announced that the Facebook page was hacked after a post about Russia['Belarus'] Belarus

Acorda Therapeutics , Inc . Announces Data Breach Following Compromised Emails | Console and Associates , P . C . ['United States']United States

Ransomware caused American Dental Association outage , led to stolen data['United States']United States

Hackers attacked JOC computer system in breach not made public : The Asahi Shimbun['Japan'] Japan

Cyber attack alert : Know how scammers are using SMS forwarding apps to con bank customers in India['India'] India

Effective crypto rules need global support , says FM : Cleartrip flags data breach['India'] India

N . L . cyber attack affected nearly 40 , 000 people last year['Netherlands']Netherlands

ransomware | Benzinga ['United States']United States



Grain Valley Schools District investigating recent malware attack['United States']United States

Cyber Attacks On The Rise At US Ports And Terminals['United States']United States

Yahoo Password Hack 2013 V2 3 ChingLiu['United States']United States

So . California Counties Fight Millions of Hacking Attempts['United States']United States

Cisco confirms data leaked to dark web after cyber attack['United Kingdom']United Kingdom

NRA Hacks Russian Defense Contractors In One Of Largest Breaches In Russia History : Report['Russia'] Russia

T - Mobile Hacker Gets 10 - Year Sentence for Unlocking Phones['United States']United States

European Parliament Report on Pegasus spyware indicates involvement of North Macedonia companies · Global Voices['North Macedonia']North Macedonia

Kaspersky report tracks financial malware attacks in 2018['United States']United States

Silver Miller Aggressively Pursues Arbitrations Against AT & T , T - Mobile , and Verizon for Cell Phone Hacks['United States']United States

Hateful hackers , bomb threats stain Black History Month['United States']United States

Police offer Aberdeen City Council staff internet security tips following major hack['United Kingdom']United Kingdom

Fake VPN messages used to lure Office 365 phishing victims['United Kingdom']United Kingdom

Taiwan fended off China cyber attacks on eve of presidential inauguration['Taiwan'] Taiwan

ZoneAlarm hit in data breach ['United Kingdom']United Kingdom

Egyptian expat jailed for hacking into Kuwait parliament website['Kuwait'] Kuwait

Rare Steganography Hack Can Compromise Fully Patched Websites['United States']United States

DOJ : Nigerian Hacker Targeted Federal Employees in $1M Scheme['United States']United States

Magecart Group Linked to Dridex and Carbanak Malware - Infosecurity Magazine['United Kingdom']United Kingdom

Global insurers face quiet strain from hacker ransom demands['China'] China

State office releases details of summer school system hacking['United States']United States

Mount Dora medical company reports minor data breach - News - Daily Commercial['United States']United States

Ransomware attack forces Arkansas CEO to fire 300 employees days before Christmas['United States']United States

Mayor : Twinsburg employees targeted in phishing scam['United States']United States

['https://www.tekniikkatalous.fi/tekniikka/ict/torkea-tietomurto-metsa-groupiin-etenee-rikostutkintaan-tulee-muuttamaan-vaikenemisen-kulttuuria-6695751', 'http://www.ts.fi/uutiset/kotimaa/3796299/KRP+tutkii+Metsa+Groupiin+kohdistunutta+torkeaa+tietomurtoa++yritykset+ilmoittavat+harvoin+murroista+poliisille', 'http://www.iltalehti.fi/kotimaa/201801100132152_u0.shtml', 'http://www.sss.fi/2018/01/metsa-groupin-tietomurtoepaily-poliisin-tutkintaan-krp-epailee-torkeaa-tietomurtoa/', 'http://www.kaleva.fi/uutiset/kotimaa/krp-on-aloittanut-esitutkinnan-metsa-groupiin-kohdistuneesta-epaillysta-tietomurrosta/781412/', 'https://www.arvopaperi.fi/kaikki_uutiset/tuloskaudelle-varaslahto-tietomurto-pakotti-metsa-boardin-julkaisemaan-tulostietoja-ennakkoon-6695494', 'https://www.satakunnankansa.fi/kotimaa/krp-tutkii-metsa-groupiin-kohdistunutta-torkeaa-tietomurtoa-yritykset-ilmoittavat-harvoin-murroista-poliisille-200659684/', 'https://www.ksml.fi/sisis/Mets%C3%A4-Group-julkaisi-tuloksensa-etuajassa-ep%C3%A4illyn-tietomurrKRP is investigating the gross data breach targeting Metsä Group - companies rarely report breaches to the police - Home['Finland'] Finland

UCLA hacked ! If you were a student before April , 2016 , watch out['United States']United States

Russian hacking , 2016 U . S . elections , social media , fake Americans , U . K ., U . K . infrastructure['U.S.', 'U.K.']U.S., U.K.

The Epic Crime Spree Unleashed By Onity Ambivalence To Its Easily Hacked Hotel Locks['United States']United States

Employer Liable For Employee Malicious Data Breach - Data Protection['United States']United States

BSNL : BSNL says hacked websites didnt contain customer specific data , Telecom News , ET Telecom['India'] India

Seven West and Bauer Media hit by PageUp People recruitment platform hack['Australia']Australia

Star casino job application turned into long wait for Todd after PageUp hack['Australia']Australia

Thousands affected by cyber attack made on Siouxland business['United States']United States

Data breach hits 150 YouFone customers['Netherlands']Netherlands

Spyware disguised as Spanish banking apps removed from Google Play['Spain'] Spain

Hackers steal information from 2 journalists covering COVID - 19 and corruption in Paraguay['Paraguay']Paraguay

Cyber bully : City of Richmond falls victim to cyber hack from third party['United States']United States

Human - Rights Groups Ask Police to Hunt Hackers Attacking Hospitals['United States']United States

Cyber Security Today – Baby data breach , stolen business contact database for sale and cyber attack at the United Nations['United Nations']United Nations

Concerns as rise of connected cars coincides with sharp increase in cyber attacks['United Kingdom']United Kingdom

Hackers try to turn 2020 election drill into a shitshow Quartz['United States']United States

Edelweiss E - mail Hacked ['United States']United States

Energy company supplier suffers ransomware attack['United States']United States

Attorney General James helps secure $39 . 5 million after Anthem 2014 data breach | Crime['United States']United States

Warner Music Hit With Putative Class Action Over Data Breach['United States']United States

Hacked patient data reappears on dark web['Finland'] Finland

What the hack ! Pakistan nationals deface government college website['Pakistan']Pakistan

['http://www.elnortedecastilla.es/salamanca/201701/31/hacker-salmantino-detenido-filtracion-20170131121542.html', 'http://www.ccma.cat/324/detinguts-tres-hackers-per-la-divulgacio-de-dades-personals-dels-mossos/noticia/2770630/', 'http://cadenaser.com/emisora/2017/01/31/radio_salamanca/1485867504_795468.html', 'http://www.abc.es/espana/catalunya/barcelona/abci-detienen-salamanca-hacker-filtro-datos-personales-5640-mossos-201701311312_noticia.html', 'http://www.lagacetadesalamanca.es/sucesos/2017/01/31/detenido-hacker-salamanca-filtrar-datos-personales-5600-mossos/195812.html']A hacker from Salamanca has been arrested for leaking the personal data of 5 . 600 mossos. elnortedecastilla. is['Spain'] Spain

['https://nra.lv/pasaule/278700-par-hakeru-testesanas-pakalpojumu-sniegsanu-latvijas-izdotais-vaininieks-sanemis-6-gadu-cietumsodu.htm', 'https://kauno.diena.lt/naujienos/pasaulis/ekonomika-ir-politika/latvijos-isduotas-rusu-programisius-jav-nuteistas-kaleti-65-metu-910729']The culprit extradited to Latvia received a 6-year prison sentence for providing hacker testing services['Latvia'] Latvia

Comment : GMIT data breach shows ugly reality behind screen of aspirational inclusivity['Ireland'] Ireland

Hacked off ex - worker accesses the computer system of his old employer and cripples the business['Spain'] Spain

Kuwait sees large spike in malware attacks … up 64 % - ARAB TIMES['Kuwait'] Kuwait

TDLR warns licensees about phishing email scam['United States']United States

Malware stalks SA mobile users ['South Africa']South Africa

STT warned former and current employees by e-mail: the perpetrators of the data breach may have obtained personal IDs and addresses['Finland'] Finland



Hacking the systems of the Chaco Judiciary: a new chapter['Argentina']Argentina

Health rules out re-publishing COVID-19 data as occurred before the hack['United States']United States

what's the situation ? The three giants were hacked and this company was also blackmailed! 190GB of confidential documents leaked, Qualcomm is also lying in the gun_China IT News['China'] China

They wanted to destroy digital services and destabilize the work of enterprises: since the beginning of the war, almost 3.5 thousand people have been neutralized. Russian cyber attacks['Russia'] Russia

Hackers endangered Japan's security, but authorities do not respond['Japan'] Japan

A cryptocurrency platform loses 3 million dollars in a hack['Russia'] Russia

Hacker sends Christmas card with warning to hacked printers['Netherlands']Netherlands

New malware, RisePro, is terrorizing many browsers: all the details['France'] France

They hack Universal Assistance and steal information from m…['Argentina']Argentina

The cyber system of the Ministry of Health was not manned in the hacking of Hillel Yaffe['Israel'] Israel

I robbed my face, property, and education... Top 1% dating app hackers found['South Korea']South Korea

Hackers broke the site of a super popular 3D package , depriving companies around the world of access to it['Russia'] Russia

Federal government blames Russia for hacker attacks['Russia'] Russia

For Linux servers! Ransomware variant written in Go['China'] China

Once hacked, the site of the Hulu Sungai Tengah Personnel Agency, South Kalimantan, can finally be accessed['Indonesia']Indonesia

[Perspective of Facebook fan page theft case 1] Hackers use a fan page that does not look like FB's official privacy notice to lure users to a phishing website['Taiwan'] Taiwan

LibMiner: the malware that infected Redis containers | Silicon['United States']United States

By publishing stolen data, hackers are increasing the pressure on Stadler and demanding six million dollars['Switzerland']Switzerland

Sada El Balad: The most important news.. The Presidency: Egyptian-French coordination on Libya..A mass hack of Amazon, Apple, Uber, and celebrities on their Twitter accounts['Egypt', 'France']Egypt, France

Bithumb, embezzlement, hacking, and personal information leakage dishonored three crowns … Is Kim Byeong-gun's takeover disrupted?['South Korea']South Korea

Police arrest hacker hired to track PM captain targeted by militia['Italy'] Italy

Fake Clowns exploit sick children to extort money['Italy'] Italy

Hacking news portals: Fake news about exercises in Lithuania were posted on websites['Lithuania']Lithuania

Lubuskie police broke up a group specializing in phishing attacks, which extorted nearly one million zlotys['Poland'] Poland

Upbit voice phishing suspicious transactions, suspension of withdrawal from next month['South Korea']South Korea

Arrested in Valencia for phishing a company and taking 72 from it. 000 euro['Spain'] Spain

Tutor Tikky reported that the TCSD had been hacked on Facebook. Lending money to parents - students['Thailand']Thailand

Fraudsters have again created phishing copies of homebank. kz['Kazakhstan']Kazakhstan

Oil and gas industry in the Middle East, targeted by hackers['Middle East']Middle East

Fancy Bears hacker group has presented another portion of compromising evidence on doping fighters | News['Russia'] Russia

ASCII.jp: Malware "Satori" Evolving at Explosive Speed is Building a Botnet of Things['Japan'] Japan

Kazakhstan suspends registration of 262 sites whose owners have not eliminated detected hacks['Kazakhstan']Kazakhstan

Vikash Bisht Hacks Microsoft Company Jagran Special['United States']United States

Finland was hit with a new mining malware - Mikrobitti['Finland'] Finland

A new type of malware - Lifestyle - was revealed from mobile applications downloaded millions of times['Finland'] Finland

Well, who else? Russia accused Ukrainian hackers of a DDoS attack / Novoye Vremya['Ukraine'] Ukraine

The Central Bank told about the losses of Russian banks from cyber attacks['Russia'] Russia

TorrentLocker ransomware attacks via Dropbox['Czech Republic']Czech Republic

Support for victims of the earthquake in Mexico, focus of cyber attacks['Mexico'] Mexico

['https://mb.com.ph/2022/01/30/lacson-urges-comelec-to-safeguard-smartmatic-vs-hacking/', 'https://newsinfo.inquirer.net/1546934/lacson-sees-extortion-as-motive-in-smartmatic-hacking']Lacson sees extortion as possible motive in Smartmatic hacking['Philippines']Philippines

Exodus to ?… Printer hacking case first appeared in Korea['South Korea']South Korea

The town hall of Lohéac victim of a computer hack['France'] France

Party was hacked US President Trump ransomware appeared['United States']United States

Ubiquiti data breach orchestrated by  trusted insider , says DoJ['United States']United States

Russian National Sentenced to Five Years For Aiding Malware Hacking['Russia'] Russia

New Spyware Designed to Target the Uyghur Minority['China'] China

Phone - hacking scandal cost Murdoch media £1bn['United Kingdom']United Kingdom

MEA cautions Commerce Ministry about increasing phishing attacks against exporters['India'] India

With Ransomware Attacks Continuing to Rise , Netsurion Partnership with Deep Instinct Achieves Complete Threat Cycle Protection in a Managed Platform['Germany']Germany

Laser hack of self - driving cars can  delete  pedestrians['Australia']Australia

5 of the Biggest Hacks in Cybersecurity History['United States']United States

15 Anesthesia Practices Confirm Recent Data Breach Stemming from Incident at  Management Company  | Console and Associates , P . C . ['United States']United States

Fresh POS Malware Strikes Small and Midsize Companies['United States']United States

Official website of CU Jammu hacked ['India'] India

Russian Hackers Scrambled to Erase Digital Footprints After Triton Attribution Report['Russia'] Russia



iTWire - Attackers use phishing to gain access to ACU staff data['Australia']Australia

Chinese hackers targeted Russian defence data , report says['Russia'] Russia

Data breach at city of Bend could affect 5 , 000 customers['USA'] USA

Cyber data breach suspected as extortion emails on the rise['India'] India

Nigerian Instagram  Star  Arrested After Conspiring To Steal Hundreds Of Millions Using E - Mail Hacking Scams['Nigeria'] Nigeria

No relief in sight from Georgia eCourt network hack['United States']United States

OpenNIC drops support for . bit domain names after rampant malware abuse['Japan'] Japan

Programmer uses a script to hack ATM , exploits a bug to withdraw over Rs 7 crore from it['India'] India

Hackers hit Vic hospital , demand ransom['Australia']Australia

Luxury department store to pay $15 , 523 to South Dakota for data breach['United States']United States

Hackers turn to SMS messaging to carry out BEC scams['United Kingdom']United Kingdom

['https://www.thestar.com.my/aseanplus/aseanplus-news/2022/10/22/info-theft-in-singapore---data-of-alleged-26-million-online-marketplace-carousell-accounts-being-sold-on-dark-web-hacking-forums', 'https://www.asiaone.com/singapore/carousell-data-breach-info-26-million-accounts-allegedly-sold-dark-web-hacking-forums', 'https://www.thestar.com.my/tech/tech-news/2022/10/26/carousell-investigating-how-many-malaysians-affected-by-data-breach', 'https://www.straitstimes.com/singapore/investigation-under-way-after-data-breach-exposes-e-mail-addresses-mobile-numbers-of-195m-carousell-users', 'https://tnp.straitstimes.com/news/singapore/investigation-underway-after-data-breach-exposes-carousell-users-email-addresses', 'https://soyacincau.com/2022/10/23/carousell-singapore-faces-data-breach-data-of-2-6-million-users-including-malaysians-allegedly-sold-for-usd-1000/', 'https://www.marketing-interactive.com/carousell-data-breach', 'https://www.straitstimes.com/singapore/data-of-alleged-26m-carousell-accounts-being-sold-oCarousell faces data breach , database of 2 . 6 million users including Malaysians allegedly sold for USD 1 , 000['Malaysia']Malaysia

Phishing attacks jump by 21 % in latest quarter , says Kaspersky['Russia'] Russia

Resolution in AIB customer data breach action['Ireland'] Ireland

Viral Cyber Attacks Threatening Genetic Data of 85 , 000 British Patients['United Kingdom']United Kingdom

Hackers Target 35 , 000 CFOs for Phishing Scam - ['United States']United States

Malcolm Turnbull to launch cyber security probe after MPs affected by global Yahoo data breach['Australia']Australia

BCBS of Kansas City Service Provider Reports Data Breach['United States']United States

Deschutes DA Investigating Patient Data Breach At St . Charles Health In Bend . News['United States']United States

Mega phishing attack on Singapore scientist ’ s comp – News Today['Singapore']Singapore

Fresh Malware with No Known Family Discovered in Targeted Attack['United States']United States

STC denies systems affected by ransomware virus['Saudi Arabia']Saudi Arabia

Home Depot Settles Data Breach Suit for $25M['United States']United States

Man pleads guilty to hacking conspiracy , earns 2 years in prison['United States']United States

UCF boosts safeguards of grading program after hack['United States']United States

Mobile RAT Malware on the Scene « isssource . com['United States']United States

Hackers Focus on Supply Chain Attacks « isssource . com['United States']United States

Email phishing attack hits Network Health['United States']United States

Half of U . S . businesses have been hacked['United States']United States

Data Breach Doubleheader : The Eighth Circuit Issues Two Decisions Addressing Boundaries of Standing in Data Breach Class Actions['United States']United States

Malware goes global with every nation affected['United States']United States

New Bittrex Phishing Scam Website Tops the Google Search Results['United States']United States

Local Business Receives Phishing Email from their Bank['United States']United States

Splatoon 2 Players Getting Banned For Hacking In Octolings['United States']United States

Cambridge Analytica scandal escalates , a Russian hacker is revealed , and Trump lawyer resigns - catch up on the latest in the Russia investigation['United States', 'United Kingdom']United States, United Kingdom

Hackers Target 3 Mexican Bank Real - Time Transfers['Mexico'] Mexico

ABS - CBN hack exposed card info during purchase transactions['Philippines']Philippines

Iran Hacks Israel in Cyber Attack ['Israel'] Israel

Chrome bug lets hackers deduce your demographics with  guessing game['United Kingdom']United Kingdom

Gang of hackers seizes WhatsApp accounts of Karachi users['Pakistan']Pakistan

PSA : If You Mine Ethereum , Youre a Target for Crypto Hackers['United States']United States

Data Breach Site WeLeakInfo Suspended as Feds Swoop - Infosecurity Magazine['United States', 'United Kingdom', 'Netherlands', 'Germany']United States, United Kingdom, Netherlands, Germany

Hackers Hit $34B Angeles Investment Advisors['United States']United States

Officials : Insurance to cover most of computer hacking cost['United States']United States

Sandy Twp . manager : Cyber hacking increasing during pandemic['United States']United States

Proctorio Anti - Cheating Software Exposes Students To Hackers Say Dutch Education Officials['Netherlands']Netherlands

Major bank reports  ferociou cyber attacks since COVID - 19['Australia']Australia

DeFi Platform Yearn . Finance DAI Vault Suffers Major Exploit , Hack Leads to $11 Million in Value Drained from Platforms['United Kingdom']United Kingdom

Data breach hits 30 , 000 signed up to workplace pensions provider['United Kingdom']United Kingdom

Hacker Daniel Kaye , Who Took Down Liberia Internet , Is About to Go Free : Longform['Liberia'] Liberia

Android Trojan Malware on Banking , Shopping , Crypto Wallet Apps Targets US , Spain Users['United States', 'Spain']United States, Spain

A Phishing Kit Scammed Thousands Of People : Report['China'] China

COVID - 19 takes US school hacks to new heights['United States']United States

Norfolk hospital apologises after Novavax trial data breach['United Kingdom']United Kingdom

DeKalb County Clerk Office Services Still Available Despite Ransomware Attack['United States']United States



Fraudsters hacked the resource of the main newspaper of the Perm city['Russia'] Russia

In KChR, an employee of an IT company was suspected of hacking into classified computer information :: News['Russia'] Russia

IT contractor sent to federal prison for retaliatory hack of Carlsbad company['United States']United States

Domino infected by malware attack... Holey Small Business Security['South Korea']South Korea

Phishing scam text message... Distributor spoofing mall warning['South Korea']South Korea

Justice prohibits Reflets news site from using hacked data on Patrick Drahi again['France', 'Portugal']France, Portugal

Failure in AutoExpreso recharging system due to cyber attack – NBC Puerto Rico['Puerto Rico']Puerto Rico

ING - DiBa - Phishing : Data with Banking - to - Go - App['Germany']Germany

Genoa, twenty hacker attacks launched on companies and professional studios: Viruses from the dark web['Italy'] Italy

Hacks, lynchings, elections, rumors: WhatsApp in five major controversies['Belgium'] Belgium

Cisco warns of a hacking campaign targeting the aviation sector['United Arab Emirates']United Arab Emirates

Deposit 20 million won... Hacking the website of the Asia Culture Center['South Korea']South Korea

A massive hack, key in the scam for U$S 453 thousand to Fadea['Argentina']Argentina

Kadiskominfo : Hacking the Infocovid Website . jatimprov . go . en Direct Handling['Indonesia']Indonesia

Ransomware REvil attacks, TikTok goes and Steve Wozniak is for the right to repair['United States']United States

More than a billion Android users could be hacked['Russia'] Russia

A verdict is coming from the district court in the Nordea data breach case - the prosecutor demands prison terms for three men['Sweden'] Sweden

PKB Politicians Ask Gatot Nurmantyo to Prove OUR Officials Were Hacked['Indonesia']Indonesia

Coronavirus, Inps site on tilt. Tridico : 100,000 requests per second . Conte : System hacking['Italy'] Italy

Hacking during the presentation of a school in the Biella area['Italy'] Italy

"Kommersant": Hackers collected data of 600 thousand users of "Yula" and "Avito"['Russia'] Russia

Splashy , Love ran aground Traffic Led Board Hacked['Indonesia']Indonesia

EXCLUSIVE: Local businesses hacked ['Canada'] Canada

Be careful – live computers are being hacked in Traunreut['Germany']Germany

Concern over hacking to the PFA and Prefecture – AIM Digital['Argentina']Argentina

['http://avesta.tj/2022/11/05/sajt-senata-parlamenta-uzbekistana-byl-vzloman-podrostkami/', 'https://www.sovsekretno.ru/news/podrostki-khaknuli-sayt-senata-uzbekistana/', 'https://nuz.uz/nauka-i-tehnika/1259379-sajtu-senata-olij-mazhlisa-prishlos-pereehat-na-novyj-adres-iz-za-ataki-hakerov.html', 'https://lenta.ru/news/2022/11/05/14uz/']Website of the Senate of the Oliy Majlis had to move to a new address due to a hacker attack - News of Uzbekistan today: nuz. uz['Uzbekistan']Uzbekistan

The site of Rosprirodnadzor was attacked by hackers['Russia'] Russia

Denmark's Ministry of Defense has accused Russia of cyber attacks['Denmark']Denmark

WannaCry exploit continues to hit big businesses['France'] France

Apricots . net hacked. Customer information has been leaked['Poland'] Poland

Chinese media: British phishing website pretends to be a trust organization['United Kingdom']United Kingdom

Unscrupulous hunters hack researchers' GPS['Denmark']Denmark

# CaraotaEsLibertadYPeriodismo , solidarity after hacking the journalistic portal['Venezuela']Venezuela

FBI reveals hacker releases Zakula malware['Thailand']Thailand

The hacker attack stopped the plant in the wash. EN TV['Tuvalu'] Tuvalu

Hackers sent a virus again ['Ukraine'] Ukraine

Arup data breach : Staff bank account numbers and addresses compromised in major data breach at global consultancy firm with office near Edinburgh['United Kingdom']United Kingdom

CDSL data breach : New details about vulnerability that took 7 days to fix['India'] India

Comic supply chain recovering from ransomware attack['United States']United States

Massachusetts woman nearly loses $30 , 000 in Bitcoin ransomware attack['United States']United States

Block accused of woefully mishandling data breach affecting 8 . 2 million users['United Kingdom']United Kingdom

Binance CEO confirms $4 . 7 million phishing attack on Uniswap V3['China'] China

Microsoft Office Users Face Malware - Protection Bypass['United States']United States

Babuk Ransomware Gang Ransomed , New Forum Stuffed With Porn['United States']United States

ETHW confirms contract vulnerability exploit , dismisses replay attack claims['China'] China

Researchers uncover smart speaker hack that forces device to speak to itself['Malaysia']Malaysia

Pie Five Pizza warning customers of data breach affecting payment information['United States']United States

The Gauntlet / Bookstore hit in credit card skimming hack attack['Canada'] Canada

Singapore Airlines data breach affects 284 accounts , exposes travel details['Singapore']Singapore

Elfin hacking group attacking Saudi targets['Saudi Arabia']Saudi Arabia

Hackers victimize Baytown print shop ['United States']United States

Pols target medical billing company at center of data breach['United States']United States

Companies using PBX systems facing large - scale phishing attacks['United Kingdom']United Kingdom

Sylvan Unified School District computers hit by malware attack['United States']United States

Local shoppers use caution after latest data breach['United States']United States



UCL suffers ransomware attack ['United Kingdom']United Kingdom

Cyber Attack against Hungarian Government Organization['Hungary'] Hungary

Cyber attack on Swindon College network leaves staff and student personal data at risk['United Kingdom']United Kingdom

Emotet malware an emerging threat to Singapore organisations : Ensign - Techgoondu['Singapore']Singapore

Robertson County Sheriff Office victim of cyber attack['United States']United States

Google Security Failure : 2 Billion Facebook , WeChat Apps  At Risk  From Hackers Report['China', 'United States']China, United States

Italian watchdog to investigate potential data breach linked to 5Stars['Italy'] Italy

SushiSwap swerves US$350mln exploit as white - hat hacker finds auction bug['United Kingdom']United Kingdom

Student hacks school to announce  Mandatory Penis Inspection['Australia']Australia

Earnest Dodges on Lack of Public Response to Chinese OPM Hack['United States']United States

Plone dismisses claim that flaw in its CMS was used to hack FBI['United States']United States

Plea likely Tuesday in hacking case ['United States']United States

Cory Bernardi , AFP officers and judges hit by hacking['Australia']Australia

NGO reports 92 hacking attempts to activists , NGOs emails['Egypt'] Egypt

Phishing scam uses local bank names to lure victims['United States']United States

InterContinental Data Breach Reinforces the Advantage of Bitcoin over Cards['United States']United States

RawPOS malware up to new tricks , Trend Micro['Philippines']Philippines

Biometric Data At Risk In POS Malware Attacks['United States']United States

With Robert Mueller , FBI gets second chance to inspect  hacked  DNC computers['United States']United States

Ads regulator raps PC repair biz for massaging malware infection rates • The Register['United Kingdom']United Kingdom

Cyber attacks on Indian websites have increased nearly five times['India'] India

ICS Alert : USB Malware Attack « isssource . com['United States']United States

FairFight Exploit Causing Thousands of Unfair Bans in Battlefield 1 and Battlefield 4['United States']United States

UVM addressing data breach ['United States']United States

McAfee Labs reports record surges in healthcare attacks , fileless malware , cryptocurrency mining - Business Intelligence Middle East - bi - me . com['Middle East']Middle East

NPC to continue data breach probe on Uber despite Grab deal['Philippines']Philippines

The Tesla Hack is a Serious Cryptojacking Warning['United States']United States

Data Breach : Your Data May Have Been Compromised If You Did Business With Any of These 14 Establishments['United States']United States

60 Minute report on cyber attacks includes Illinois elections board - News - The State Journal - Register['United States']United States

No Coverage for Seafood Importer Netted in Phishing Scam['United States']United States

Crowdfunding campaign aims to pay legal defence of N . S . teen charged after data breach['Canada'] Canada

RiskIQ Implicates Ethereum - Stealing Phishing ATS in Infamous Amazon Hijack['United States']United States

Healthcare beware : Crypto - mining , malware , and IoT attacks['Singapore']Singapore

Georgia counties respond to hacking , security threat['United States']United States

Cybercrime Markets Sell Access to Hacked Sites , Databases['United States']United States

Hacker Used £270 of TV Equipment to Eavesdrop on Sensitive Satellite Communications['United Kingdom']United Kingdom

Hackers Target Medical Organizations For Profit , Is Your Medical Record Safe ? ['United States']United States

Impersonation frauds soar 85 per cent during pandemic as scammers exploit government loan websites['United Kingdom']United Kingdom

FBI  Drive - By  Hacking Threat Gets Real : Here Why You Should Be Concerned['United States']United States

Sophisticated hackers double credential spill attacks['South Africa']South Africa

Phishing Campaign Spoofed DHL Delivery Service['Germany']Germany

Hacker Blows Chance at Early Release By Hacking More['United States']United States

Coin - Mining Malware Volumes Soar 53 % in Q4 2020 - Infosecurity Magazine['United Kingdom']United Kingdom

Crypto security : Key takeaways from the largest hack in DeFi history['Saudi Arabia']Saudi Arabia

MangaDex Site Offline Following Hacking Incident['United States']United States

BSSN Affirms that the National Vital Information Infrastructure is Still Running Well After the Bjorka Hack['Indonesia']Indonesia

ING - DiBa: Phishing mail requires activation of app['Germany']Germany

SFP will investigate hacking of Sedena according to protocol: Roberto Salcedo – Diario Amanecer['Mexico'] Mexico

Hackers use other people's phones to mine cryptocurrencies['Serbia'] Serbia

Ateno: Malware that steals personal data is growing in Portugal['Portugal'] Portugal

['http://ar.itp.net/611271-76-%D9%85%D9%86-%D8%B6%D8%AD%D8%A7%D9%8A%D8%A7-%D8%A7%D9%84%D9%82%D8%B1%D8%B5%D9%86%D8%A9-%D9%81%D9%8A-%D8%A7%D9%84%D8%A5%D9%85%D8%A7%D8%B1%D8%A7%D8%AA-%D9%84%D9%85', 'http://www.alfa.lt/straipsnis/50135330/programisiu-pavogtus-pinigus-atgauna-tik-puse-internautu']76% of hacking victims in the UAE have not yet recovered their money['United Arab Emirates']United Arab Emirates

PureCrypter 'smart' malware loader for sale on hacker forums['Russia'] Russia

Big institutions of the country are also victims of cyber attacks: Research['Bangladesh']Bangladesh

Yeosu Police Arrests Chinese People Who Withdrew and Delivered Voice Phishing Damages['South Korea']South Korea

Hacking cases on WhatsApp to ask for money increase by thousands['Mexico'] Mexico



The CNI has Pegasus, the program that hacked Torrent and Maragall['Spain'] Spain

In the face of a Treasury hack, APM Terminals will not request the DUA to confirm appointments['United States']United States

How Hackers Trap World Cup Fans in Qatar['Qatar'] Qatar

Why the NIS is hiring quantum communication experts... Responding to North Korean cyber attacks['South Korea']South Korea

Indian government CERT IN warns drinik malware stole android phone users of banking details['India'] India

INE Register was hacked and is sold on the Dark Web, expert – Diario Amanecer['Mexico'] Mexico

US authorities accuse former editor-in-chief of Hacker magazine of cybercrime['United States']United States

Overseas hackers attack, fake presidential office sends letters to defraud legislators['Taiwan'] Taiwan

Hackers hit the Monitor agency again, this time with threats and attempted blackmail['Bulgaria'] Bulgaria

Phishing fraudsters trying to steal account information have appeared['Hungary'] Hungary

Ukrposhta asks cyberpolice to deal with phishing mailings on its behalf['Ukraine'] Ukraine

Phishing promises one of the latest iPhones to Free subscribers['France'] France

The Swedish bill for cyber attacks: 20 billion['Sweden'] Sweden

Munich: Hackers are blackmailing the GWG housing association['Germany']Germany

CandGrab malware spreads via MS Word['Denmark']Denmark

['https://healthitsecurity.com/news/oklahoma-state-university-agrees-to-875k-ocr-data-breach-settlement', 'https://www.jdsupra.com/legalnews/oklahoma-state-university-center-for-2478473/']Oklahoma State University – Center For Health Services Forks Over $875 , 000 To Settle Hacking Breach | Abyde['United States']United States

Hacking the Monero cryptocurrency site with the substitution of the wallet offered for download['Russia'] Russia

Alert ! New Trap Mimics Legitimate Domains in Phishing Attacks['Spain'] Spain

Security Week 48: "Black Friday" hack ['Russia'] Russia

Hacking, DDoS attacks, I don't know... Exchanges that cashed in customer virtual currency at will - Chosunbiz['South Korea']South Korea

ASCII.jp: Mining Malware Increased in Q2 2018 McAfee Threat Report['Japan'] Japan

Arbor Networks repelled a hacker attack with a power of 1.7 terabits per second['Russia'] Russia

Rosselkhoznadzor announced a hacker attack on the Mercury system['Russia'] Russia

Oschadbank has warned clients about telephone fraudsters who became more active after the cyber attack['Ukraine'] Ukraine

Another Facebook phishing attempt ['Poland'] Poland

"Home Credit" recovered after a cyber attack - Bankir. Ru['Russia'] Russia

FBI Arrests Hero Hacker Who Stopped Wannacry Malware['United States']United States

ASCII.jp: The information of an elite American hacker group was stolen, and the world was thrown into chaos!?['United States']United States

New HWP attack code found in case of hacking company from North Korea['South Korea']South Korea

SD exposed to hacker attack ['Sweden'] Sweden

Ledger faces class action from phishing scam victims['China'] China

Understanding Florida water treatment hack , and how to stop future attacks['United States']United States

HMRC and bank fraud : How criminals exploit cost of living to prey on victims and rake in £700m['United Kingdom']United Kingdom

Kela warns customers of phishing scam ['Finland'] Finland

Morley Companies face federal class action lawsuit over data breach['United States']United States

Android Joker Malware Alert : Mobile Security Firm Issues Users to Delete These Seven Apps NOW -- Here Why['United States']United States

No Harm , No Foul : New York Federal Court Recommends Dismissing Sensitive Data Breach Class Action For Lack Of Standing - Litigation , Mediation & Arbitration['United States']United States

Data Breach Alert : My Way Holdings , LLC dba Sunland Park Racetrack & Casino | Console and Associates , P . C . ['United States']United States

OneTouchPoint data breach investigation['United States']United States

Satoshi Treasure hacker claims first keys to $1M Bitcoin prize in minutes['United States']United States

Ariz . attack attributed to malware , not Russia['United States']United States

Iran - Linked Hackers Use Python - Based Backdoor in Recent Attacks['Iran'] Iran

Breach of Rust : How Hackers Break in through Old Tech['United States']United States

Patients of Illinois eyecare , ASC business notified of malware attack['United States']United States

PUA breach : Illinois residents worry about unemployment data breach that may have affected thousands['United States']United States

Hacked government , college sites push malware via fake hacking tools['Russia'] Russia

macOS users targeted with new Tarmac malware['United States']United States

Ransomware Gang Not - So - Secret Attack Vector : RDP Exploits['United States']United States

Two Weeks Later Louisiana OMV Offices Still Impacted by Cyber Attack - News15['United States']United States

Scott County improves internet security after September malware attack['United States']United States

Russia hack on the Institute for Statecraft exposes tactics in West['United Kingdom']United Kingdom

Hackers claim responsibility for shutdown of ANC sponsor Total website['South Africa', 'France']South Africa, France

Information session held for Tipton County employees impacted by hack['United States']United States

Hacking hospitals for hearty health ['South Africa']South Africa

Gadget ; IS goes phishing ['South Africa']South Africa



Montco hacker is sentenced for disrupting utility['United States']United States

Hacker Demonstrates Attack on Superyacht IT Systems['United States']United States

Creditseva data breach : 48 , 000 Indian personal and sensitive data was exposed to hackers['India'] India

Crooks Now Hacking Door Lock Code ['United States']United States

UK COLUMN : Gun Control in America , Russia Hacks the World , Syria Ceasefire Respite for ISIS['Russia', 'Syria']Russia, Syria

PIPEDA Data Breach Reporting To Take Effect November 1 , 2018 - Data Protection['Canada'] Canada

Facebook data breach likely hit fewer Filipinos['Philippines']Philippines

DVR Attack Gives Hackers Access to Live Video Feeds['United States']United States

Washington Examiner Disowns  Trump Is Going to Hell  Tweet , Says Feed Was Hacked['United States']United States

US Shuts Down 15 Internet Domains That Provided Global Hacking Services - DoJ['United States']United States

Computer & phones allegedly hacked @ Dr D . Orlando Smith Hospital['British Virgin Islands']British Virgin Islands

Class - action lawsuits sought over Community Care Physicians data breach['United States']United States

Senator wants audit on power grid  cyber attacks['Philippines']Philippines

Alabama dental provider beats claims over 2019 ransomware attack['United States']United States

Local IT expert sees uptick in hacking attempts – WSIL['United States']United States

Security firm warns of increased phishing attacks on streaming services['United States']United States

China police inadvertently admit to buying malware to spy on citizens['China'] China

Police in Delhi Apprehends Fraudster Who Used ATM Hacking to Defraud Banks - New Delhi Times['India'] India

Mac Trojan Malware Can Hack Your Apple Device , Run Ads and Steal Info : 8 Ways to Prevent , Remove WizardUpdate['United States']United States

Ransomware Extortion Threat Actors Post Data from 4 Healthcare Entities['United States']United States

Residents of wallpad hacking in anxiety after walking around wearing only underwear['South Korea']South Korea

SIA KrisFlyer and PPS club fall prey to data breach['Singapore']Singapore

12-year-olds hack teachers' emails to get quizzes['Austria'] Austria

The perpetrator of the pro-Russian hacking of the Split newspaper portal is still unknown['Croatia'] Croatia

Before hacking SICT Coahuila disconnects its equipment from the internet and private network['Mexico'] Mexico

Damage from cyber attacks on successive hospitals, even if there is a sense of crisis `` budget is insufficient '': Asahi Shimbun Digital['Japan'] Japan

Report of the hacking of Guacamaya reveals the restructuring of the circle of El Mencho - El Sur Acapulco Suracapulco I News Acapulco Guerrero['Mexico'] Mexico

Chinese cyber attacks: Vlaams Belang suspicions confirmed['Belgium'] Belgium

Phishing fraudsters send letters disguised as gas bills['Hungary'] Hungary

Post has voting system hacked ['Switzerland']Switzerland

Hacker attacks on banks are increasing significantly['Germany']Germany

About 30 phishing victims plan to file a complaint against Argenta: “I have been accused by the bank of gross negligence”['Belgium'] Belgium

Fraudsters in the district of Ludwigsburg: Seniors with phishing mails lost horrific sums of money['Germany']Germany

Banking Trojans and Worms Become Hackers' Favorites in August['Russia'] Russia

French police malware can harvest messages, passwords, GPS and more from devices of the encrypted telecommunications service Encrochat['France'] France

Upbit covered all 58 billion won worth of hacked Ethereum['South Korea']South Korea

OpenNews : Stack Overflow Discussion Board Hacked['Russia'] Russia

['http://www.europapress.es/cantabria/noticia-cuatro-meses-prision-ser-cooperador-necesario-delito-phishing-20170301114412.html', 'http://www.lainformacion.com/policia-y-justicia/magistratura/prision-cooperador-necesario-delito-phishing_0_1003999969.html']Four months for cooperating in a phishing crime['Spain'] Spain

Hackers steal half a million euros from Munich companies - Munich['Germany']Germany

Hackers attempted a coup with offline sprinklers['Bulgaria'] Bulgaria

Alert on cyber attacks on companies in Tijuana['Mexico'] Mexico

Hacking of the neo-Nazi Iron March forum: 6 Belgian profiles spotted['Belgium'] Belgium

Iren under cyber attack: the multi-service system is haywire['Ireland'] Ireland

Emoticons and English emails that infect ransomware are rampant['Japan'] Japan

Cisco warns : Hackers use encrypted Internet services to spread malware['Denmark']Denmark

Tech: A phishing site is tricking people with its Kamu Index article['Hungary'] Hungary

Hackers Who Stole 350 Thousand Dollars Caught in Istanbul['Turkey'] Turkey

OP: the damage to the financial sector of the Russian Federation from cyber attacks in 2017-2018 exceeded 2.96 billion rubles['Russia'] Russia

They scam 30. ¤000 to a German aviation company after a hack['Germany']Germany

Huge hacker attacks cost the struggling internet giant 2.5 billion kroner['Denmark']Denmark

Harassed, hacked and extorted ['Mexico'] Mexico

Majadahonda City Council denounces the hacking of its website that was for an hour with a message about Allah['Spain'] Spain

KHNP internal distraction anonymous bulletin board hacking['South Korea']South Korea

Raised 400 million by developing and selling game hacks['United Kingdom']United Kingdom

Alabama AG warns of new unemployment fraud phishing scam['United States']United States



Tunbridge Wells : Skinner Kent schools closed after data breach['United Kingdom']United Kingdom

HHS agrees to improve feedback for healthcare data breach reporting['United States']United States

NHS Cyber Attack , August 2022 : What the Fallout ? ['United Kingdom']United Kingdom

Phishing Triggers Majority of Cyber Claims in 2022 First Half : Coalition['United States']United States

Staff at security firm G4S on alert after tax numbers and bank details posted online following hack['United Kingdom']United Kingdom

Confidential documents were blown into gardens in data breach['United Kingdom']United Kingdom

PNP clarifies : Naic police finance officer lost money due to hacking , not e - sabong['Philippines']Philippines

Cyprus identified as danger hotspot for  drive - by download , phishing and malware in 2023['Cyprus'] Cyprus

New ATM cyber attacks hitting African banks['African countries']African countries

Personal information of some Islanders may have been compromised in malware attack , says province['Canada'] Canada

Mega Mumbai power outage may be result of cyber attack , final report awaited['India'] India

Cyber attack of a historic coast attraction raises awareness of digital security['United States']United States

Scam alert : victim of data breach ['United States']United States

AFP raids Victorian address in global malware investigation['Australia']Australia

Hate hub hacked , Cisco bugs squished , Bluekeep attacks begin , and much , much more['United Kingdom']United Kingdom

Former Franklin Regional student pleads guilty in 2016 cyber attack case['United States']United States

They Hacked Their School District When They Were 12 . The Adults Are Still Trying to Catch Up .['United States']United States

Broadcom Based UPnP Using Broadband Routers Hit by Malware['United Kingdom']United Kingdom

Kakamega blogger charged with hacking county Ifmis program['Kenya'] Kenya

Iowa community receives hacking scare ['United States']United States

Hackers Discover Code to Reboot Samsung Phones Forever , Claim Trump Twitter Account Has Bad Security , and Block Online Banking['United States', 'South Korea']United States, South Korea

Sierra Leone News : Government website hacked « Awoko Newspaper['Sierra Leone']Sierra Leone

Kaspersky : Over 140 Enterprises Hit by Duqu2 Malware['Russia'] Russia

A new malware now auto clicks on ads to generate revenue for hackers['India'] India

APMT Maasvlakte II remains closed after cyber attack['Netherlands']Netherlands

US hacker allegedly DDoSed major international media to get derogatory articles taken down['United Kingdom']United Kingdom

['https://www.msn.com/en-au/news/australia/nsw-labor-warns-members-their-data-could-end-up-online-after-hackers-deadline-passes/ar-BB1gKnEs', 'https://www.theguardian.com/australia-news/2021/may/15/nsw-labor-warns-members-their-data-could-end-up-online-after-hackers-deadline-passes']NSW Labor warns members their data could end up online after hacker deadline passes['Australia']Australia

['https://www.dnaindia.com/technology/report-amid-prophet-row-hacked-thane-police-website-demands-apology-to-muslims-2960468', 'https://www.indiatvnews.com/news/india/prophet-row-hackers-thane-police-website-post-message-apologise-to-muslims-nupur-sharma-comments-2022-06-14-784564', 'https://economictimes.indiatimes.com/news/india/thane-polices-website-hacked-message-seeking-apology-to-muslims-uploaded/articleshow/92231507.cms']Prophet row : Hackers break into Thane police website , posts message seeking apology to Muslims['India'] India

Cyber attacks on online retailers double in a year as hackers try to steal shopper details['United States']United States

Change your Gmail password now , 4 . 93 million Gmail passwords leaked by hackers['Uganda'] Uganda

Fresh Malware Version Asking for $50 Worth BTC['United States']United States

Mecklenburg government hack hurts services for sick , elderly['Germany']Germany

ZTE named and shamed as shipping with malware['China'] China

Couple hacked into servers of Just Eat to steal personal details of 165 , 000 customers to be sold on the Dark Web['United Kingdom']United Kingdom

After a Major Cyber Attack , Does the Public Deserve an Explanation ? ['United States']United States

Travel agency lodges complaint for suspected case of hacking['India'] India

Hacks Fifth Avenue : crooks slurp cards from luxury chain • The Register['United States']United States

WhiteRose ransomware attack sends bizarre poetry in ransom note to victims['United States']United States

Domain Factory  confirms January 2018 data breach • The Register['Germany']Germany

EHR vendor  coding error  leads to data breach of 150K united kingdom patients : 4 things to know['United Kingdom']United Kingdom

Hackers hijack an official Fox Twitter account to spread cryptocurrency scams['United States']United States

Cross Keys Homes admit data breach affecting hundreds of Peterborough residents['United Kingdom']United Kingdom

PBVSD ransomware attack will delay report cards['United States']United States

Echobot Malware Drives Significant Increase in OT Attacks['Russia'] Russia

Some Jupiter web services are back after ransomware attack - News - The Palm Beach Post['United States']United States

Iran : Attack on Karaj plant  enabled  by hacking of IAEA cameras['Iran'] Iran

Federal Judge Sides with Chubb in Denial of Target Data Breach Bank Claims['United States']United States

Hackers target Nocona General Hospital records['United States']United States

Florida Studio Theatre Endures Ransomware Attack['United States']United States

Early Edition for 10 / 12 : LNP hit by ransomware attack , COVID - 19 hospitalization data , pleasant weather ahead['United States']United States

Blackbaud Cant Shake Negligence Claims In Data Breach Row['United States']United States

Fact check : Ukrainian mall apologized for swastika in 2019 after alleged computer hack - Fact check['Ukraine'] Ukraine

Fool naver as never... Hacking and selling popular blogs 4 people arrested per day['South Korea']South Korea

['https://www.techradar.com/news/hacker-obtains-data-on-thousands-of-vpn-users', 'https://threatpost.com/hacked-data-limevpn-dark-web/167492/', 'https://www.pcmag.com/news/limevpn-suffers-major-data-breach-over-69k-users-at-risk', 'https://www.itpro.co.uk/network-internet/virtual-private-network-vpn/360103/hacker-steals-data-on-almost-70000-limevpn']Hacked Data for 69K LimeVPN Users Up for Sale on Dark Web['United Kingdom']United Kingdom

['https://www.channelnewsasia.com/news/singapore/st-logistics-mindef-saf-2400-personal-data-breach-phishing-email-12202786', 'http://theindependent.sg/2400-mindef-saf-personnel-possible-data-breach-victims-due-to-malware-incidents/', 'https://www.theonlinecitizen.com/2019/12/23/over-120000-individuals-data-compromised-in-two-malware-incident-including-that-of-over-100000-mindef-saf-personnel/', 'https://www.straitstimes.com/singapore/healthcare-training-provider-hmi-institutes-server-infected-by-ransomware', 'https://www.channelnewsasia.com/news/singapore/st-logistics-mindef-saf-2400-personal-data-breach-hmi-institute-12202786']2 , 400 MINDEF , SAF personnel possible data breach victims due to malware incidents – The Independent News['Singapore']Singapore



News portal tv3. lt announces that it has experienced a cyber attack['Lithuania']Lithuania

News about the hacker attack on Pop TV and Kanal A['Slovenia']Slovenia

Hackers exploit known vulnerabilities in Cisco's vpn['United States']United States

Hacker organization that attacked Samsung stole emails of LG Electronics employees['South Korea']South Korea

Millions of computers are threatened by hacking through RAM['Ukraine'] Ukraine

Dagestani suspected of distributing malware['Russia'] Russia

Anonymous hacks lateral thinkers - they now receive mail from the hackers['Switzerland']Switzerland

The Bell has attracted a cybersecurity company to investigate the hacker attack.['Russia'] Russia

Court documents released: The ex-boss of the counter, Ville Tapio, denies knowing about the data breach - the new owner wants to cancel the business deal['Finland'] Finland

INFO JDD. Hacker Responsible for AP Attack - HP Arrested['United States']United States

PGE inpost phishing scam ['Poland'] Poland

They hacked the shift websites to get vaccinated against the coronavirus in Misiones and Corrientes and generated chaos['Argentina']Argentina

East Security discovers a spear phishing attack impersonating a special report on unification, diplomacy and security['South Korea', 'North Korea']South Korea, North Korea

McAfee reveals new information about the methods and victims of a targeted phishing campaign['Israel'] Israel

Victims of the Yahoo hack in the United States and Israel can now seek financial compensation.['United States', 'Israel']United States, Israel

North Korea tried to hack 11 members of the UN Security Council['North Korea']North Korea

Enigma 2. 0 . How the British hacked into a secret chat and covered the largest mafia network in history['United Kingdom']United Kingdom

Instagram account of the Colo Colo Social and Sports Club is hacked['Chile'] Chile

Midtjyde indicted for 354 cyber attacks ['Denmark']Denmark

Index - Tech - Science - Hundreds of Hungarian industrial systems were hacked['Hungary'] Hungary

Bismuth runs cryptomining malware ['France'] France

OpenNews : V8 Changelog Helps Prepare Exploit for Unpatched Chrome Vulnerability['Russia'] Russia

['http://thehill.com/homenews/sunday-talk-shows/399413-senate-dem-widespread-phishing-attacks-targeting-political-parties', 'http://www.msn.com/en-us/news/politics/dem-senator-lawmakers-targeted-in-widespread-phishing-attacks/ar-BBLdEgB']Senate Dem :  Widespread  phishing attacks targeting political parties , senators['United States']United States

['https://baomoi.com/so-luong-cuoc-tan-cong-mang-vao-cac-he-thong-thong-tin-tai-viet-nam-da-giam-gan-50/c/30179965.epi', 'https://ictnews.vn/cntt/bao-mat/so-luong-cuoc-tan-cong-mang-vao-cac-he-thong-thong-tin-tai-viet-nam-da-giam-gan-50-180673.ict']620 cyber attacks on information systems in Vietnam in the first quarter of 2019 | More than 1.8 million Vietnamese IP addresses are in ghost computer networks | The number of cyber attacks on information systems in Vietnam has decreased by nearly 50%['Vietnam'] Vietnam

There has been a hacker attack on The Baltic Course portal['Estonia', 'Latvia', 'Lithuania']Estonia, Latvia, Lithuania

Hacker attacks cost American credit giant a record fine of over four billion['United States']United States

Hackers target Swiss media ['Switzerland']Switzerland

Do you have iPhone? Batteries! Unprecedented hack announced['Colombia']Colombia

CESIN barometer: phishing remains the most frequent attack for French companies['France'] France

[Exclusive] Can't even touch hacking checks... Public computer networks exposed to security threats['South Korea']South Korea

Amazon - Phishing : Consumer center warns against verification of your account['Germany']Germany

First: Russian hackers used software for detecting laptops as a hacking tool['Russia'] Russia

New macro downloaders use PUB files to hack retailers['Netherlands']Netherlands

The Data Fishers of EOS : Block . one warns of phishing emails['Germany']Germany

The mobile application turned out to be malware - a thief['Samoa'] Samoa

Hackers - Congress - Net attack on the debt collectors - Politics['Germany']Germany

GameLand: Steam account hack ['France'] France

A surge in hacking from overseas targeting domestic cultivation… Need to strengthen security['South Korea']South Korea

Hacker gains access to corporate accounts through help desk mechanism flaw['Netherlands']Netherlands

Hacker attacks on smartphones are increasing in Latvia['Latvia'] Latvia

The series of super episodes suffered because of the Petya ransomware['Ukraine'] Ukraine

They mine the most promising cryptocurrency hacking Microsoft servers['United States']United States

The Ministry of Internal Affairs cannot even protect itself: hackers hacked Twitter['Belarus'] Belarus

Reported to the police by TDC: Young boys ordered cyber attacks against other Danes online['Denmark']Denmark

Roads Spyware ['Germany']Germany

América account hacked, Chucky Lozano announced as reinforcement['Mexico'] Mexico

['https://www.620ckrm.com/2019/08/15/city-of-saskatoon-victimized-in-phishing-scam-1-million-deposited-into-fraudsters-bank-account/', 'https://www.my921.ca/2019/08/15/city-of-saskatoon-victimized-in-phishing-scam-1-million-deposited-into-fraudsters-bank-account/']City of Saskatoon victimized in phishing scam ; $1 million deposited into fraudster bank account | 620 CKRM The Source['Canada'] Canada

Chinese Cyberspies Target Military Organizations in Asia With New Malware['Asia'] Asia

Body formed to probe NADRA  data breach['Pakistan']Pakistan

Largest US propane distributor discloses  8 - second  data breach['United States']United States

Elekta Data Breach Leaks Patient Info at Oklahoma Cancer Center['United States']United States

YouTube Content Creator Credentials Are Under Siege by YTStealer Malware['United States']United States

Clearfield target of ransomware attack ; official says city now  up and running['United States']United States

This evil dropper infects you with a dozen malware strains at the same time['United Kingdom']United Kingdom

Poland audit office says it was hit by over 6 , 000 Pegasus spyware incidents['Poland'] Poland



Morning mail : Russians flee military draft , more rain on way in NSW , Optus data breach['Australia']Australia

Live support service hacked to spread malware in supply chain attack['Russia'] Russia

Shiseido reportedly suffers data breach ['Japan'] Japan

St . Luke Health Suffers Third - Party Data Breach , Unrelated to CommonSpirit Attack['United States']United States

Sonic Settles Data Breach Negligence Case['United States']United States

Israel warns of ransomware attacks on cash registers['Israel'] Israel

Hackers attack Bushehr nuclear power plant - group demands demands['Iran'] Iran

Hillicon Valley : Dem bill would fine credit agencies for breaches | Facebook Sandberg meets senators on privacy | Baltimore hit with ransomware attack | Dems demand NSA update on surveillance program['United States']United States

Online Pharmacy Service Ravkoo Discloses Data Breach['Russia'] Russia

GCHQ hacked Belgium largest telecom service['Belgium'] Belgium

Suspect in 2015 ASECU phishing scam sentenced['Philippines']Philippines

Mission Health data breach : e - commerce site contained  malicious code  for 3 years['United States']United States

Hassan addresses terror threats , cyber attacks at hearing in D . C . ['United States']United States

2K Interactive the company that makes NBA 2K social media was hacked ! | OG Ron C['United States']United States

Hack of staff email accounts jeopardizes patient info at Ivy Rehab['United States']United States

Malware , crypto scams , and boner pills : Facebook had enough['United States']United States

Law firms among those targeted by hackers new email scam['Australia']Australia

Hackers target food bank , city with  ransomware  ['United States']United States

Russian hackers ‘ compromised ’ top political and media figures with blackmail , cyber experts warn['Russia'] Russia

It took some organizations three years to discover a data breach['United States']United States

Malware piggybacks on IoT devices from Vietnam and Taiwan['Vietnam', 'Taiwan']Vietnam, Taiwan

Travel agency hackers may have grabbed data of 100 , 000 people['Hong Kong']Hong Kong

Popular TV cable company impacted by data breach of up to 4 million personal records['United States']United States

Hacker Mines Data from South American , South East Asian Diplomatic Targets ['South American countries', 'South East Asian countries']South American countries, South East Asian countries

Singaporean Facebook Accounts Under Attack in Familiar Malware Hoax['Singapore']Singapore

Anonymous Greece  Claims Hack of State TV['Greece'] Greece

HenBox malware targets Chinese minority group['China'] China

Weinberg Foundation Target of Phishing Email['United States']United States

IMPD investigating bogus 911 call from possible computer hack['United States']United States

After being held for major data breach , Mark Zuckerberg faces pressure for his tax policies by Emmanuel Macron - Technology News , Firstpost['United States', 'France']United States, France

Twitter Tightens Security After Recent Hacking Spate['Uganda'] Uganda

Online food ordering app FreshMenu hid 2016 data breach that affected over 110 , 000 users : Report['India'] India

Indian - origin man with 2 others create malware to infect thousands of websites ; arrested['India'] India

Holmen Fire Department warns of phishing email scam['United States']United States

New Malware Variant Is Delivered By Email['United States']United States

Online Marketing Hack ['United States']United States

Bernalillo County suffers near half - million - dollar hack['United States']United States

Windows 10 ActiveX control hacked to execute TrickBot dropper['United Kingdom']United Kingdom

Going Down the Spyware Rabbit Hole with SilkBean Mobile Malware['United States']United States

Northumberland County Council apologises for alleged data breach as former leader denies breaking GDPR['United Kingdom']United Kingdom

Personal data of hundreds compromised in phishing attack at Oulu University['Finland'] Finland

Cybercriminals abusing legitimate cloud hosting services in malware campaigns , warns Microsoft['India'] India

iTWire - How ransomware may be hiding in those old files['Australia']Australia

Hacking Facebook profiles to spread child pornography['Italy'] Italy

Pattimura Military Command Site Hacked, Logo and Flag of the Republic of South Maluku Appear['Indonesia']Indonesia

A huge hacker attack took place, the gas disaster scenario was activated['Hungary'] Hungary

Only 6% of Aerocasillas customers were affected by the hacking of their servers, indicates the company['Costa Rica']Costa Rica

District of Munich: Schools are struggling with the consequences of cyber attacks['Germany']Germany

BIN Denies Data Was Hacked, Spokesperson: It's a Hoax['Indonesia']Indonesia

Hackers staged a hunt for users. paying for goods in instalments['Russia'] Russia

Cryptocurrency Mining Hackers Target Kubernetes['South Korea']South Korea

Hacking an encrypted network allowed the German police to arrest 750 people at once['Germany']Germany

Director of Communications Propeep denounces telephone hacking El Nacional['Venezuela']Venezuela

Police employee in Gävleborg suspected of data breach - prosecutors wanted to remand['Sweden'] Sweden

Prim news - A phishing attack was launched on behalf of the National Public Utility['Hungary'] Hungary



Israel on alert after a series of hacks into its hydraulic system['Israel'] Israel

The hit of the end of the year was spyware, stealing passwords['Czech Republic']Czech Republic

Hackers have created a "text bomb" for WhatsApp['Russia'] Russia

Monaco: The hacker attack on government websites was quite large['Monaco'] Monaco

Hackers are attacking through old security flaws on Microsoft Office - Digital World['Vietnam'] Vietnam

['https://yle.fi/uutiset/3-10900904', 'https://www.satakunnankansa.fi/a/04496c9d-eecd-43d6-93e7-c21d0c87e84d']Kokemäki's cyber attack is being investigated - Police: so far there is no reason to suspect that the data protection of health data has been compromised['Finland'] Finland

Like 42. 000 recreational hackers fight the virus['Germany']Germany

"Gamaleja" center - the target of hacker attacks['Russia'] Russia

MobOk malware hides in fake photo editing apps['Panama'] Panama

Android : Spyware on Google Play hidden in app to listen to the radio['']

WatchGuard - Study: Hacker attacks via Microsoft Office are the order of the day['Austria'] Austria

The plane's critical landing and anti-collision systems were hacked, and the plane began to swerve non-existent['Finland'] Finland

The foreign hackers didn't get involved though: They got in and grabbed a bunch of secret documents from Ambassador Derok['United States']United States

Councilor requests report for hacking into Interapas accounts['Mexico'] Mexico

A new, dangerous phishing attack. Real estate agent scam['Poland'] Poland

Server hacked and company demanded ransom - Navshakti['India'] India

Spam i phishing w I kw . 2018 r . - eGospodarka . pl['Poland'] Poland

Online warns its customers against a virulent phishing campaign['France'] France

Ukrainian hackers blocked the work of the Internet resource O DO['Ukraine'] Ukraine

The Social Democrats were exposed to cyber attacks['Sweden'] Sweden

Bithumb blocked 75 cases of voice phishing this year['South Korea']South Korea

The police are still investigating the hacker attack on CZSO election websites['Czech Republic']Czech Republic

Giant club hacked ['Turkey'] Turkey

Raipur Cyber attack on DME website ['India'] India

Hacking a company network with a HUF 5,000 device? Unfortunately, it is possible!['Hungary'] Hungary

IN SIGNATURE, JOHNNY WALKER Hacker sent stolen emails of US RUSSIA EXPERT to the media['United States']United States

Attempt to hack an ATM in Nyagan burned a million rubles['Russia'] Russia

Bitcoin Dollar Hacking Group Blackmail emails to 14 domestic securities firms['South Korea']South Korea

Attacks by hackers who falsify sites steal information grow['Argentina']Argentina

Fake Telegram Desktop App Malware Campaign Persists['United States']United States

Staff Bonus was  Crass  Phishing Simulation - Infosecurity Magazine['United Kingdom']United Kingdom

Toshiba French unit blames ransomware gang DarkSide for cyberattack , same group accused of Colonial Pipeline hack RT World News['France'] France

Police urge caution with Spear Phishing Scam['Canada'] Canada

Nameles malware attacks 1 . 2TB database in the cloud['United States']United States

Job Service Settles With Massachusetts Over Data Breach , Written Security Plan Violation['United States']United States

Spyware group  Knotweed  targeting firms in Europe , Microsoft says['European countries']European countries

IT security worker who hacked businesses caught out by neighbour Wi - Fi['United Kingdom']United Kingdom

SecuringIndustry . com - Merck claims victory in NotPetya ransomware dispute['United States']United States

St . Martin News Network - GEBE made it easy for hackers , no audit and proper cyber security measures were not in place . ['Saint Martin']Saint Martin

China - Linked Group Hacks Cow Monitoring App To Spy On Six States['China'] China

Man denied entry to US after PSNI data breach['United States']United States

Kathmandu website hack costs customer $2580['Nepal'] Nepal

Ballard NW Senior Center attacked by ransomware ahead of annual fundraiser['United States']United States

New Linux Malware Called EvilGnome Discovered ; First Preview of Fedora CoreOS Now Available ; Germany Bans Schools from Using Microsoft , Google and Apple ; VirtualBox 6 . 0 . 10 Released ; and Sparky 5 . 8 Has New Live / Install Media for Download['Germany']Germany

Data breach at Department of Children and Families compromises identities of thousands['United States']United States

University notifying patients of vendor data breach WMSK['United States']United States

US financial regulator warns of phishing sites impersonating brokers['United States']United States

This Android Malware Spies On You Even After Phone Shut Down['Uganda'] Uganda

Ahmedabad : Four more arrested in RTO hacking scam['India'] India

Malware breach strikes Chester County computers['United States']United States

Over 32 mn Twitter passwords may have been hacked['India'] India

The Division 2 : Server - Down , Loot Exploit wird gefixt['Germany']Germany

Two Yahoo Boys Bag 4 - Month Imprisonment For Phishing In Benin ( Photos ) - Crime['Nigeria'] Nigeria

Malware Purveyors Targeting Pirate Sites With Bogus DMCA Takedown Notices['United States']United States

StatsCan hacked after government sites made vulnerable : officials['Canada'] Canada



Report : Multiple groups likely collaborating on Shamoon malware campaign['United States']United States

Hackers Jump on Patched Zero Day « isssource . com['United States']United States

DoublePulsar Pwnage : Attackers Tap Equation Group Exploit['United States']United States

Possible Gears of War Twitter Hack Resulted Into a May 25 Server Shutdown Announcement['United States']United States

Rash Of Phishing Attacks Use HTTPS To Con Victims['United States']United States

New Malware Delivery Approach « isssource . com['United States']United States

Hackers Find Exploit Through SS7 SMS 2FA to Empty Bitcoin Wallets['United States']United States

Man hacks film producer comp , arrested['India'] India

State Rep Presses Nuance on NotPetya Malware Attack['Ukraine'] Ukraine

Malware writer with a 77 , 000 strong malware botnet spared jail in California['United States']United States

Spy vs . Spy –  Cozy Bear  election hackers undone by hackable security camera – Naked Security['United States']United States

Hackers hit Sri Lankan government websites to mark Mullivaikkal genocide['Sri Lanka']Sri Lanka

Woman , 26 , accused of selling hacked customer details on Dark Web['United Kingdom']United Kingdom

Researchers Uncover New Spectre - Like Exploit In Intel CPUs - Page : 1['United States']United States

Govt Workers Bid To Renew Data Breach Suit At DC Circ .['United States']United States

Klook Notifies Customers of Potential Third - Party Data Breach Incident['United States']United States

Information watchdog launches probe into city council data breach['United Kingdom']United Kingdom

MyHeritage Explains Extent Of Massive June 4th Hack['United States']United States

Mega medical tester pester : It smacked a big one , that malware scam , if indeed it was SamSam['United Kingdom']United Kingdom

Hong Kong health department computers hit by ransomware planted by hackers['Hong Kong']Hong Kong

Phishing attack at North Carolina hospital compromises 3 employee email accounts['United States']United States

9 . 4 million clients affected in massive Cathy Pacific hack['Hong Kong']Hong Kong

Almost all smartphones apps have been hacked : Report | Asian Journal['Asia'] Asia

Lewisham Council writing to 6 , 000 people affected by data hack['United Kingdom']United Kingdom

Cyber attacks double in last three months['New Zealand']New Zealand

WH shelves CDC reopen guide ; Navy new normal is distancing and masks ; Space plane cargo , revealed ; New Chinese malware ; And a bit more . ['China'] China

Manila court clears hacker of poll website | Tempo – The Nation Fastest Growing Newspaper['Philippines']Philippines

RSA finds two - thirds of phishing attacks directed at Canada['Canada'] Canada

Police name firm that lost information on crime reports to hackers['New Zealand']New Zealand

BEC Phishing Campaigns Bypass MFA , Target Office 365 Executive Accounts['United States']United States

Accused Twitter hackers arrested » MercatorNet['United States']United States

APT malware strikes vaccine research ['South Africa']South Africa

» City of Estherville Utility System Hacked['United States']United States

Jefferson County PVA office hit by ransomware attack['United States']United States

Passwords Leaked in Data Breach 2021 : Study Reveals Shocking Superhero Passcodes Used !['United States']United States

The NSO Hack ['Israel'] Israel

Check your account: Phishing mail threatens to block Postbank account['Germany']Germany

Top 5 mobile malware detected in the first half of 2022 in Thailand['Thailand']Thailand

SERBS, BEWARE! THIEVES HACK PAYMENT CARDS USING THERMAL VISION CAMERAS! Against the so-called thermal attack there is no defense ...['Serbia'] Serbia

Government takes measures to facilitate imports after hacking into Invima['Colombia']Colombia

Police arrest 7 Arab voice phishing... 3 arrested, 1 deported['South Korea']South Korea

Thai police arrest five Korean voice phishing gang members in Chiang Mai['Thailand']Thailand

Bored Ape's NFT Discord Server Was Hacked, Losses Touch IDR 5.2 Billion['Indonesia']Indonesia

They denounce computer hacking in China to attack Russia, Ukraine and Belarus['Russia', 'Ukraine', 'Belarus']Russia, Ukraine, Belarus

Account of the Secretary of Economic Development hacked['Mexico'] Mexico

Facebook was hacked ['Thailand']Thailand

Fraudsters distribute phishing links from KEGOC['Kazakhstan']Kazakhstan

LBB - Phishing: Scammers threaten to block accounts['Germany']Germany

Arrested hackers who profited from the US tax system. They face 20 years in prison['United States']United States

Linux - Botnets actively exploit Atlassian Confluence vulnerabilities['Russia'] Russia

The country countered a large-scale cyber attack with a reliable barrier['Russia'] Russia

International alert for the missed call scam that hacks WhatsApp['Argentina']Argentina

DazzleSpy, the new malware targeting macOS integrates a keylogger and can activate the microphone['France'] France

Alert of alleged hacking to OmegaPro; investors have not been able to withdraw their money['Colombia']Colombia

New scams in San Juan: there are complaints about hacking in WhatsApp accounts['Puerto Rico']Puerto Rico



DAN - Hackers in France made 54 . 000 fake covid passes['France'] France

The State Intelligence Service spoke about raiding, the scandal with Huawei and cyber attacks['China'] China

Hackers attack Electronic Arts and steal FIFA 21 source code['United States']United States

Belluno. The Bellessere center hacked: accounts violated, damage to the site['Italy'] Italy

Now more than 60 organizations have suffered a data breach - deputy data ombudsman : Worryingly few have reported this['Finland'] Finland

[Exclusive] I called to say they would give me 100,000 won per day... Investigation of identity theft voice phishing ads['South Korea']South Korea

The NRA warned of a new phishing attack on its behalf['United States']United States

Exposure of sex trafficking ads on Twitter of the Seoul Cinema Center… Hacking estimate['South Korea']South Korea

Data from Canadian accountants on Russian hacker sites['Canada', 'Russia']Canada, Russia

Employee hacked into hundreds of personal data for several years['Denmark']Denmark

The world's largest domain registrar hit by a data breach['Norway'] Norway

Stay away: AK warns of phishing emails from banks['Austria'] Austria

Group - IB analysts recorded several hacker attacks on mos . en['Russia'] Russia

The Czech National Bank has a problem. Someone is abusing her DNS, so you could end up on a malware site['Czech Republic']Czech Republic

Hacked shadow DedicateT - Ryazan city forum RZN. info['Russia'] Russia

Phone hack through music ['United States']United States

Over 100 hacked Lithuanian websites are counted: instead of cultural events, they offer dating for sex['Lithuania']Lithuania

PayPal: Lower Saxony police warn of new phishing emails['Germany']Germany

Police arrest suspects of hacking cards and stealing money from bank accounts['Brazil'] Brazil

The Public Prosecution Service investigates hacking of driving time meters in trucks['Netherlands']Netherlands

Megastudy Apologizes for Lot's of Students' Personal Information Stolen by Chinese Hackers['South Korea']South Korea

US hackers attack Iranian military's computer systems['Iran'] Iran

Cyber attack on German industry: That's what experts say about the ransomware attack on Krauss Maffei['Germany']Germany

Jewels for a million shekels in 4 minutes: documenting a double hack of the luxury moisture['Israel'] Israel

Popular service hacked: 150 million. users have had their passwords stolen - are you one of them?['Denmark']Denmark

End of the day news: Keith Richards and alcohol, hacking at the Quai d'Orsay, research in Strasbourg['France'] France

In the USA, administrative websites were hacked and threats were written against Trump['USA'] USA

Hackers extort $100,000 iTunes gift cards from Apple['United States']United States

Hacker group 'Lazarus' allegedly responsible for stealing $81m['France'] France

Bitcoin wallet address manipulation malware['Japan'] Japan

Arrested for stealing 400 million won from developing and selling Seo Attack game hacks['South Korea']South Korea

They hack Temer's website with messages against him['Brazil'] Brazil

ASH data breach more extensive than initially reported['United States']United States

Egress Reports that 85 % of Microsoft 365 Users Have Been Affected by Data Breach['United States']United States

French legal challenge over EncroChat cryptophone hack could hit united kingdom prosecutions['France', 'United Kingdom']France, United Kingdom

Ambulance Billing Company Reports Concord Data Breach['United States']United States

Steamship Authority hack causes delays as FBI investigates['United States']United States

Microsoft Tracks New BazaCall Malware Campaign['United States']United States

Community Surgical Supply Inc . Reports Data Breach After Unauthorized Party Encrypts Files Containing Sensitive Consumer Information | Console and Associates , P . C . ['United States']United States

Shenandoah County Sheriff Sharing Yet Another Phishing Scam['United States']United States

Crypto . com hack exposes shortcomings of multifactor authentication['United States']United States

The Compliance Kitchen - Bitcoin Hack Arrests | Thomas Fox['United States']United States

Critical Veeam backup vulnerabilities exposed Windows users to ransomware assault['United States']United States

FPS Medical Center , Ltd . Experiences Malware Attack , Exposing Information of More Than 28 , 000 People | Console and Associates , P . C . ['United States']United States

Celsius Ch . 11 Creditors Hit With Crypto Phishing Attacks['United States']United States

CERT - In warns Indian users against phishing attacks via LastPass['India'] India

In a Beef with ABVP ,  Kerala Cyber Warrior Hack University Website['India'] India

Little says Chinese hacking claims were corroborated , rebuke was  tame  ['China'] China

Senator Whose Computers Were Hacked Appears Not to Have Notified Affected Constituents['United States']United States

Satanic Force hack myjoyonline ; threaten to expose corrupt politicians['Ghana'] Ghana

Phishing campaign spoofs Microsoft domain . Is lack of DMARC to blame ?['United States']United States

HRSD continues to recover from cyber attack['Canada'] Canada

The parking system cyber attack : 2 cities share similar stories['Canada'] Canada

Mega Breach Leads to Circulation of 2 . 2 Billion Records in Hacking Forums['United States']United States

Man jailed after hack which caused huge costs and job losses at Maidenhead company['United Kingdom']United Kingdom



Equifax named the most Googled data breach of all time['United States']United States

350+ hackers hunt down missing people in first such hackathon['United States']United States

The Redaman Malware is Hiding C & C Server IPs in Blockchain['United Kingdom']United Kingdom

SBCUSD INFECTED BY RANSOMWARE ATTACK['United States']United States

Police warn of 63pc rise in  SIM swapping  scams that allow hackers to clear out your bank account['United Kingdom']United Kingdom

Maryland social services agency says Facebook was hacked['United States']United States

Acer to pay $115 , 000 in data breach settlement['United States']United States

Luxembourg state internet infrastructure hacked['Luxembourg']Luxembourg

Dunne claims email accounts were hacked by agents for Nama['Ireland'] Ireland

Report : Personal data breach victims had unknown numbers linked to MyKad['Malaysia']Malaysia

Cyber attack hit 19 , 000 ['Canada'] Canada

Hacked government computer files held for ransom['United States']United States

Bike sharing provider oBike suffers global data breach['Vietnam'] Vietnam

CNET attacked by Russian hacker group['United States']United States

UNAA online accounts hacked , new leader announced['Uganda'] Uganda

Guilty Plea Entered in  Scareware  Hack of News Site['United States']United States

Sanny Malware Updates Delivery Method | Threatpost['United States']United States

A Closer Look At Barnes & Noble Data Breach Ruling['United States']United States

Athens - Limestone Hospital contractor announces data breach | Local News['Greece'] Greece

Private WoW server Light Hope accuses rival project in user data breach['United States']United States

Venmo Privacy , Ransomware Attacks , and More Security News This Week['United States']United States

Email scam warning : QLDers warned about jury duty phishing['Australia']Australia

Phishing scam  webcam  warning as UAE residents find themselves targets['UAE'] UAE

CBS News Correspondent :  Both Sides of Aisle  Share Blame in Russian 2016 Hacking['United States']United States

Your two - minute infosec roundup : Drone arrests , Alexa bot hack , Windows zero - day , and more['United Kingdom']United Kingdom

Western media at a loss after Ukraine spooks boast  thwarting Kremlin hacking  in unreadable English — RT World News['Ukraine'] Ukraine

Exploiting coronavirus : Massive Excel phishing attack['United States']United States

Trenton school treasurer spots  phishing expedition  attempt to steal thousands ; warns all | News['United States']United States

Hackers are using dogecoin to access and attack mining sofware['United Kingdom']United Kingdom

Unaitas denies it has been hacked , blames extortion ring['Kenya'] Kenya

Marriott Moves to Dismiss Data Breach Complaint['United States']United States

Interglobe Aviation intimates of hacking incident['India'] India

Trojan Malware Targets Trump Supporters - Infosecurity Magazine['United Kingdom']United Kingdom

Blackbaud Ransomware MDL Appears Set For South Carolina['United States']United States

ILLINOIS ATTORNEY GENERAL : Attorney General Raoul Announces $2 . 4 Million Settlement With Sabre Hospitality Solutions Over Data Breach['United States']United States

Pink Botnet Malware Has Infected Over 1 . 6 Million Devices['United States']United States

Overseas voice phishing gang that intercepted 2 billion won arrested and repatriated from Vietnam['South Korea']South Korea

Hacked gaming platform Roblox ['Bangladesh']Bangladesh

Changing the appearance of the site is an attack on humiliation. The expert commented on the hacking of Ukrainian government sites['Ukraine'] Ukraine

Wadas Village Update: LBH Social Media Accounts and Activists Hacked, Official Violence to Resident Trauma['Indonesia']Indonesia

Online services suspended for hacking attempt['Mexico'] Mexico

Download Chika 20 Million Mediafire Viral on Telegram, Chika for up to 2 Minutes Can Be Phishing, Be Careful!['Indonesia']Indonesia

Metaconz Discord hacking incident recurred... Severe disciplinary action for all involved['South Korea']South Korea

Iranian hackers exploit Log4j to spread dangerous backdoors['Iran'] Iran

Briefly informed : COP27 , Starlink , Twitter phishing , iPhone['Germany']Germany

Senator's phone hacked using Israeli software['Israel', 'United States']Israel, United States

Hackers got access to the data of millions of users, couriers and employees of Glovo['Spain'] Spain

Data of users of the site "Freedom to Navalny" appeared in the darknet after hacking by hackers['Russia'] Russia

['https://breakingenergy.com/2018/12/24/department-of-energy-statement-on-chinese-hacking-of-global-managed-service-providers/', 'https://www.energy.gov/articles/department-energy-statement-chinese-hacking-global-managed-service-providers']Department of Energy Statement on Chinese Hacking of Global Managed Service Providers['United States']United States

['https://www.datacenterknowledge.com:443/security/first-american-financial-sued-over-alleged-data-breach', 'http://internet.itbusinessnet.com/2019/05/first-class-action-lawsuit-filed-on-behalf-of-victims-of-first-american-title-company-data-breach/']First Class Action Lawsuit Filed on Behalf of Victims of First American Title Company Data Breach['United States']United States

I thought it was a financial site... Illegal gambling-inducing phishing scam alert['South Korea']South Korea

Suspicion of fraudulent withdrawal, man re-arrested Hacking in inter-company transactions Shizuoka Prefectural Police | Shizuoka Shimbun At-S['Japan'] Japan

Have you suffered any today? Brazilians are targets of 20 cyber attacks per day['Brazil'] Brazil

Cyber group Lazarus armed with a new malware['Russia'] Russia

NEWSru. co. il :: The Blue and White Party reported a powerful hacker attack on its website['Israel'] Israel



" Money stealing virus , Lurk hackers passed on to Kaspersky 's man "['Russia'] Russia

Malware that mines money via Facebook breaks out again | Science['Vietnam'] Vietnam

Netizens were hacked with Bitcoin and football['Hungary'] Hungary

Trial of a hacker : Accused of large-scale cyberattacks of the Petya virus did not appear in court, the trial was postponed until June 27 (16.06.18 18:59) « Incidents['Ukraine'] Ukraine

Don't want to pay IT admins, website # 2019GantiPresiden was hacked['Indonesia']Indonesia

Spyware scandal in the smartphone world['Turkey'] Turkey

A hacker robbed people of 2 million thanks to a mobile phone virus. They are looking for him['Czech Republic']Czech Republic

Verbraucherzentrale NRW warns of a huge phishing e-mail wave['Germany']Germany

Libya News The US-Russian intelligence war ignites and Washington is accused of hacking the KGB['Russia', 'United States']Russia, United States

Despite hacking the payroll of Culture employees, Mancera guarantees their payments['Mexico'] Mexico

Massive hacking of customer data ['France'] France

Customers sue 365 Data Centers over alleged ransomware which caused outage['United States']United States

NCSC warns British start - ups of threat from Chinese and Russian hackers['United Kingdom']United Kingdom

Worrying precedent  as hackers target South Staffs Water['United Kingdom']United Kingdom

Halborn warns of active MetaMask phishing campaign['United Kingdom']United Kingdom

NHS Test and Trace told man details of positive  contact  in  shocking data breach['United Kingdom']United Kingdom

Polish district prosecutor launches proceedings in spyware - hack case['Poland'] Poland

MIL - OSI Security : Former hacker sentenced for stealing computer power to mine cryptocurrency and stealing the personal information of more than 100 million people['New Zealand']New Zealand

Unique Attack Chain  Drops Backdoor in New Phishing Campaign['United States']United States

Accounting Firm Faces Lawsuit Over Healthcare Data Breach['United States']United States

Cyber attacks : How you fit detect phishing , cyber - attack wey Nigeria police warn citizens about['Nigeria'] Nigeria

Financial Firms Hacked by Government ? Microsoft Describes How['United States']United States

Woman scammed of $4 , 000 after she receives phishing text['Singapore']Singapore

Choice Health Management Services , LLC Provides Notice of a Data Breach['United States']United States

Sanders hits Facebook , GOP in response to alleged Russian hack of Ukrainian gas company['Ukraine'] Ukraine

North Korean hackers targeted Malta - leaked UN report['Malta'] Malta

Cyber attack shows why data could be double - edged for WPP and ad holding rivals['United Kingdom']United Kingdom

Floyd County Juvenile Court loses data in hacker attack , Superior Court has temporary fix['United States']United States

Hackers hold at ransom cryptocurrency exchange Binance with stolen customer data['China'] China

Targeted cyber attacks on Aus legal sector in Q3 likely launched by organised criminal groups['Australia']Australia

Exam analysis system shut down to probe data breach claim['Malaysia']Malaysia

iTWire - OAIC reports 446 data breach notifications ; organisations urged to tighten security['Australia']Australia

Instagram phishing apps pulled from Google Play • The Register['United Kingdom']United Kingdom

Russian Charged in 2008 Hack of Payroll Processor['United States']United States

FireEye CEO : Russians are at Work in Election Hacking['Russia'] Russia

Zscaler Finds  Drive By  Android Malware Installed Via Malicious Ads['United States']United States

Chinese chap collared , charged over massive US Office of Personnel Management hack • The Register['United States']United States

OpenAI framework used to create undetectable malware['United States']United States

Hijack hack : Experts warn terrorists may target digital train systems next time , causing high speed crashes['United States']United States

Scheme Alert : Phishing For Uber Drivers['United States']United States

Karachi police website defaced , allegedly by Indian hackers['Pakistan']Pakistan

NEET Dirt : Five arrested for hacking servers['India'] India

Facebook Picked a Really Odd Way to Alert the Clinton and Trump Campaigns About Russian Hacking – Mother Jones['United States']United States

Hidden Cobra Strikes Again with Custom RAT , SMB Malware | Threatpost['South Korea']South Korea

Russian Hackers Specifically Targeting U . S . Accounting Firms['United States']United States

Hudson Bay Details Nine - Month Malware Attack – WWD['Canada'] Canada

Digital Toy Product Company Ducks Data Breach Class Action - Litigation , Mediation & Arbitration['United States']United States

Pakistan Air Force comes under cyber attack['Pakistan']Pakistan

Zombie money machines : Thousands of e - commerce websites infected with  MagentoCore  malware that skims payment details['Australia']Australia

Interserve hit by cyber attack as hackers target hospital construction firms : CityAM['United Kingdom']United Kingdom

DNC ramps up 2020 cyber protections , NRCC falls victim to hackers['United States']United States

Leader says government needs to help council with cash after cyber attack by hackers['United Kingdom']United Kingdom

Crypsis Releases 2020 Incident Response and Data Breach Report['United States']United States

Portsmouth goes to war with cyber terrorists and hackers to stop them ransacking Hampshire['United Kingdom']United Kingdom

American Insurer Charged Over Sustained Data Breach - Infosecurity Magazine['United States']United States



KHS Bicycles systems hacked , distributor halts shipments['United States']United States

['https://www.straitstimes.com/singapore/courts-crime/8-people-arrested-for-involvement-in-phishing-scams-targeting-dbs-customers', 'https://www.police.gov.sg/Media-Room/News/20220609_seven_men_and_one_woman_arr_for_their_suspected_involvement_in_dbs_phishing_scams']Seven Men And One Woman Arrested For Their Suspected Involvement In DBS Phishing Scams['Singapore']Singapore

Federal authorities put on notice for reported data breach of 115m mobile phone users - Newspaper['Pakistan']Pakistan

Charges filed in Wolfe & Associates hacking case['United States']United States

BBB Warns of Hackers Targeting iPhones for Identity Theft['United States']United States

Scam of the Week : phishing with phony loans['United States']United States

Cybersecurity researchers uncover hacked apps targeting Google Play Store user phones['Google Play Store user phones']Google Play Store user phones

Cyber pandemic drags on in Singapore with another healthcare data breach['Singapore']Singapore

Russian hackers continue: Gjensidige and several other companies are affected['Norway'] Norway

Hackers scam 276 . 000 euros to the Ministry of Health of Murcia['Spain'] Spain

Spreading cyber attack, Morinaga confectionery discontinues production in part Damage to machine tool companies: Asahi Shimbun Digital['Japan'] Japan

After a hacker attack: production at Fendt is up and running again['Germany']Germany

Notorious hacker Daniel Kay indicted for running a website selling hacking tools and stolen data['Serbia'] Serbia

DDoS cyber attacks have increased by 203 percent['Bulgaria'] Bulgaria

Fraudsters have created an entire NFT - the "World of Cthulhu" project to distribute malware['Russia'] Russia

Highway Authority announces end of grace period at AutoExpreso after cyber attack | Univision Puerto Rico WLII['Puerto Rico']Puerto Rico

The journalist broadcasts 24 hours after the hacker attack: It's about money, a lot of money['Slovenia']Slovenia

Massive DDoS attacks continue. Vodafone deals with 200% more cyber attacks['United Kingdom']United Kingdom

The security forces defeated the world-famous hacker forum where they traded the data of CDEK clients['Russia'] Russia

Bhima Koregaon ; Hacking to trap human rights activists['India'] India

Lapsus$ group hacks, risky Kaspersky and subscription iPhone['Russia'] Russia

Guacamaya hacker group targeting Latin American oil companies['Mexico', 'Venezuela', 'Colombia', 'Ecuador', 'Peru', 'Bolivia', 'Argentina', 'Brazil']Mexico, Venezuela, Colombia, Ecuador, Peru, Bolivia, Argentina, Brazil

A Luzy company victim of a computer hack['France'] France

Unidentified persons hacked judges' offices in Bishkek City Court['Kyrgyzstan']Kyrgyzstan

They hack the Koke store website and demand $500 for reactivating it['Spain'] Spain

More than 56,000 websites blocked in Ukraine in a week cyber attacks on government agencies - State Special Communications Service['Ukraine'] Ukraine

Man hacks Luminus computer system and steals money from kla ... ( Mechelen )['Belgium'] Belgium

['https://www.nwitimes.com/news/local/govt-and-politics/indiana-sues-equifax-for-exposing-personal-information-of-millions-of/article_7aff5cbb-b26c-5383-b62f-bb50e58c4673.html', 'https://www.wboi.org/post/attorney-general-hill-sues-equifax-over-2017-data-breach', 'http://www.wbiw.com/state/archive/2019/05/attorney-general-curtis-hill-files-lawsuit-against-equifax-over-2017-data-breach.php', 'https://wpta21.com/news/top-stories/2019/05/07/indiana-attorney-general-files-lawsuit-over-2017-data-breach/', 'https://www.mpamag.com/news/equifax-faces-another-lawsuit-over-massive-data-breach-167160.aspx', 'https://www.wndu.com/content/news/Indiana-AG-files-suit-against-Equifax-over-2017-data-breach-509566051.html', 'https://www.scmagazine.com/home/security-news/data-breach/equifax-data-breach-recovery-costs-pass-1-billion/', 'https://www.freep.com/story/money/personal-finance/susan-tompor/2019/05/15/credit-report-equifax/1141966001/', 'https://www.itpro.co.uk/data-breaches/29418/equifax-data-breach-cost-14-billion-so-Indiana Attorney General files lawsuit over 2017 data breach['United States']United States

Be careful! Israeli citizens under attack by hackers - in ultra-orthodox rooms['Israel'] Israel

A cyber attack on The Phone House threatens to spread the data of 3 million customers['Spain'] Spain

One of the biggest hacker thefts in history: More than 47,000 accounts from Croatia exposed['Croatia'] Croatia

The coronavirus is also attacking IT, attackers are exploiting the fear of the virus to spread malware['Czech Republic']Czech Republic

An employee hacks the accounts of a transportation company's clients through mobile applications['Egypt'] Egypt

A New Cyber Threat! Forms hacking ['Poland'] Poland

The Telegram channel reported that the tut mail service had been hacked. by | Belarus Internet Hackers | AFN | Belarusian news | Republic of Belarus['Belarus'] Belarus

Sobyanin spoke about hacker attacks on the pass system['Russia'] Russia

PortCastelló denounces a mobile hacking among its workers - Castellón News['Spain'] Spain

The class struggle. en | Dagbladet up again after possible hacker attack['Norway'] Norway

ASCII.jp: Phishing kit "16Shop" targets Amazon users['United States']United States

New malware has infected more than 500,000 iPhone devices['United States']United States

Alleged hacker attack in NRW: the long nose of the minister['Germany']Germany

Hackers are actively attacking the CEC website['Ukraine'] Ukraine

The Republican Party is calling on the Public Prosecution to open an investigation into the hacking of the emails of the resigned members of the Elections Commission['United States']United States

Smartwatch kids security tracker can be hacked by anyone['Russia'] Russia

Connect with the Facebook account to different services? Watch out for a new phishing scam['Israel'] Israel

Apobank victim of massive cyber attack : Restriction for customers['Germany']Germany

Panda is back in business: Hackers infected the CICD website with a virus['China'] China

News : A schoolboy sold malware for cryptocurrency near Orenburg['Russia'] Russia

Congress website was hacked, says Mendizábal to justify disappearance of information['Mexico'] Mexico

['https://www.investing.com/news/technology-news/medtronic-disables-internet-updates-for-pacemaker-programmers-1641014', 'https://www.thestar.com.my/tech/tech-news/2018/10/12/medtronic-disables-pacemaker-programmer-updates-over-hack-concern/', 'https://hitech.newsru.com/article/12oct2018/medtronic', 'http://news.trust.org/item/20181011174551-ggkbe', 'https://www.nyoooz.com/features/technology/implanted-pacemakers-vulnerable-to-cyber-attacks.html/932/', 'https://www.massdevice.com/report-medtronic-shuts-down-pacer-programmer-updates-on-hacking-risk/', 'https://wsau.com/news/articles/2018/oct/11/medtronic-disables-internet-updates-for-pacemaker-programmers/']Medtronic disables pacemaker programmer updates over hack concern - Tech News['United States']United States

['https://maharashtratimes.com/maharashtra/mumbai-news/mumbai-government-railway-police-twitter-account-has-been-hacked/articleshow/95146065.cms', 'https://www.freepressjournal.in/mumbai/grp-mumbais-twitter-hacked-over-70-tweets-of-new-twitter-owner-elon-musk-retweeted']grp mumbai twitter, there twitter owner has changed, here Mumbai railway police account hacked, big update from commissioner - mumbai government railway police twitter account has been hacked['India'] India

Zvezda hacked profiles on social networks, from Turkey['Turkey'] Turkey

F - cashier reported for data breach - Västervik - News Västervik Gamleby Ankarsrum['Sweden'] Sweden

Hacking on Twitter leaves Evo for dead ['Bolivia'] Bolivia

Al-Bilad Newspaper | Hackers target teachers and parents as the school season begins['Bahrain'] Bahrain



Malware spreads through Colpensiones mail - Technology News - Technology['Colombia']Colombia

Hacking law of 15 million won by remote control, company is not responsible['South Korea']South Korea

Bareskrim arrests three online site hackers['Indonesia']Indonesia

Hacker opens any car with remote control locking, points out a bug that hasn't been fixed for years['Czech Republic']Czech Republic

A stressful day at work: Hacker attack closed Syddjur Municipality['Denmark']Denmark

‘I want to know that’ DDoS incident hacker suddenly changed his words['South Korea']South Korea

Cybersecurity . Computer hackers steal passwords from the Portuguese government and companies['Portugal'] Portugal

Panda neutralizes a malware that managed to paralyze a European Ministry of Health News , last minute , videos and photos of Economy , Business and Finance['European']European

Anonymous hackers began to avenge Assange['United States', 'United Kingdom']United States, United Kingdom

Erdogan surprise to Italian sites from Turkish hacker group['Italy'] Italy

There was a miraculous app on the Play Store that will increase battery life. In the end, it turned out to be extortion ransomware['Czech Republic']Czech Republic

Boulder Neurosurgical & Spine Associates hit with data breach – BizWest['United States']United States

Google sued over coronavirus contact tracing apps that may expose users to data breach['United States']United States

Australia cybersecurity agency says it averted more attacks by hackers who crippled Nine | Australia news['Australia']Australia

Sunset Beach hacked in series of ransomware attacks['United States']United States

Wisan Smith Racker & Prescott Confirms Data Breach After Clients Report Fraudulent Tax Filings | Console and Associates , P . C . ['United States']United States

RM2 . 9mil hacking most likely carried out by locals['Malaysia']Malaysia

Over 60 % of mid - sized Indian firms faced data breach in 2021['India'] India

FuboTV struck by  criminal cyber attack  during World Cup game['United States']United States

Running Elasticsearch 1 . 4 . 2 or earlier ? There targeted malware going for your boxen['United Kingdom']United Kingdom

Geek Squad renewal - another phishing scam['United States']United States

Trickbot malware is using these unique  macro - laced  document attachments with a coronavirus theme['Japan'] Japan

Newly found malware uses Dogecoin blockchain to breach cloud servers['China'] China

Cerberus Enters the Android Malware Rental Scene['United States']United States

Shift made by hackers can affect those buying new Android phones['']

Operation Kingphish : Uncovering a Campaign of Cyber Attacks against Civil Society in Qatar and …['Qatar'] Qatar

Armenian hacking group steals $120 , 000 from Australian banks ['Australia']Australia

Kimpton Data Breach Decision Highlights Lingering Confusion on Standing Issues['United States']United States

Rep . Ted Lieu on the massive Equifax data breach .['United States']United States

Work continues to restore county computers after ransomware atta['United States']United States

Russian hackers targeted Phoenix library , not Arizona voter databases['United States']United States

Hit by Chinese Hackers Seeking Industrial Secrets , German Manufacturers Play Defense['Germany']Germany

Warning to firms after cyber attack on food giant['Ireland'] Ireland

millions of pr0nhub users hacked ['United States']United States

4 arrested for  phishing  fraud against financial institutions['Israel'] Israel

['https://glavnoe.ua/news/n357040967-na-harkovschine-kiberpolicija-razoblachila-hakerov-kotorye-vzlomali-bolee-100-millionov-akkauntov', 'https://allkharkov.ua/news/crime/v-harkove-razoblachili-gryppy-hakerov-kotorye-vzlomali-bolee-100-millionov-akkayntov-v-internete.html']In the Kharkiv region, the cyber police exposed hackers who hacked more than 100 million accounts['Ukraine'] Ukraine

Trade war Facebook data breach drag CTAs and global equities['United States']United States

Exclusive Interview : Sherwood Man Admits to Hacking 160 Million E - mail Accounts['United States']United States

Hacker harvested bank details from websites including JustEat , Uber and Sainsbury ['United Kingdom']United Kingdom

Data breach at Capital Digestive Care : 4 insights['United States']United States

Toronto Workers member data lost as hackers poke around['Canada'] Canada

Now Pushing Malware : NPM package dev logins slurped by hacked tool popular with coders • The Register['United Kingdom']United Kingdom

Car Hacking at DEF CON 26 ['United States']United States

APT Uses Spear Phishing in New Campaign - Infosecurity Magazine['United Kingdom']United Kingdom

Bakersfield the latest in long list of cities hacked through Click2Gov['United States']United States

NBP says it is safe from recent cyber attacks['Pakistan']Pakistan

Two in court for hacking into New KCC staff Sacco , stealing Sh1 . 7m['Kenya'] Kenya

Iranian hackers monitor hotels , travel industry to follow targets , expert warns['Iran'] Iran

Facebook ordered to unblock Israeli spy group workers tied to cyber attacks['Israel'] Israel

Five held over phishing email scams ['Hong Kong']Hong Kong

US Arrests Tourist Over Malware Conspiracy - Infosecurity Magazine['United Kingdom']United Kingdom

House website hacked , building put up  for sale  in jobs law protest - National['Indonesia']Indonesia

NYS DMV , Niagara County Clerk Warn of Phishing Attacks['United States']United States

NJ to receive $70 , 260 over Sable Hospitality data breach['United States']United States

Lawmakers grill NSA on years - old breach in the wake of massive Russian hack['United States']United States



21c Museum Hotels data breach :  External actor breached emails['United States']United States

Interisle reports a 70 % increase in phishing in annual study['Qatar'] Qatar

Indian hacker shares Planning Commission info at his Twitter account['India'] India

Calgary police investigate data breach involving vaccine verification app PORTpass['Canada'] Canada

Hackers Target Courier Firm ['Ireland'] Ireland

Sunderland University suffers  extensive IT disruption  after cyber attack['United Kingdom']United Kingdom

Bandwidth projects bigger revenue loss from hack attack , stock drops['United States']United States

Simone Leigh Quits Hauser & Wirth Bacon Owl Pope Auctioned Art Basel Cyber Attack['Switzerland']Switzerland

DeFi lender Inverse Finance victim of $15.6 million exploit['Russia'] Russia

TAKE CARE OF YOURSELF AND YOUR LOVED ONES! Russian Leer-3 in action, finds transmitters of mobile networks, and after hacking, messages start to arrive to Ukrainians... (VIDEO)['Ukraine'] Ukraine

['https://www.business-standard.com/article/pti-stories/seven-held-for-bid-to-hack-rs-200-cr-account-of-corporate-firm-120030500483_1.html', 'https://www.indiatvnews.com/crime/maharashtra-7-held-for-bid-to-hack-rs-200-crore-account-of-corporate-firm-595341']Seven held for bid to hack Rs 200 cr account of corporate firm['India'] India

They hack whatsapp of the AMANC Veracruz foundation['Mexico'] Mexico

Money lending syndicate hack Telegram victims['Malaysia']Malaysia

Many big banks of the country are giving income tax refunds on the target of hackers['India'] India

The Government turns to Telefónica to investigate the focus of the SEPE hack['Spain'] Spain

MVM Next phishing ['Hungary'] Hungary

Former deputy candidate arrested in case of hacking to Police and Meduca['Panama'] Panama

[Issue Kokkok] Body cam phishing spikes targeting the elderly when naked pictures are sent to their children['South Korea']South Korea

Insidious Chinese malware MysterySnail attacks Windows PCs without the latest patches['China'] China

False order of €1,000: a phishing agent impersonates Boulanger['France'] France

4 out of 5 businesses have experienced third-party hacks['South Korea']South Korea

Phishing : Beware of fraudulent emails in the name of t - online . en['Germany']Germany

Phishing errors - Al-Madina News ['Saudi Arabia']Saudi Arabia

Technical Works Ludwigshafen blackmailed by hackers: demanded millions['Germany']Germany

A kind hacker gives away millions of records from stolen databases for free['Russia'] Russia

Nintendo Switch: the bank details of some players have been hacked['Japan'] Japan

Attention, phishing! Files, like people, carry viruses - Latest News from DNES. BG['Bulgaria'] Bulgaria

Arrested a virus that did "phishing" to defraud 5,000 euros from a company in Plasencia['Spain'] Spain

CORONAVIRUS: COUNT, PROBLEMS AT THE INPS SITE FOR HACKING THE Abruzzo System Web Online newspaper for Abruzzo. News , politics , sports , current affairs .['Italy'] Italy

Hacker battle: They released our bank details for a sold PHOTO['Bulgaria'] Bulgaria

Layoffs in Danske Bank, hacker attacks on Demant and Ellemann-Jensen and Danish business['Denmark']Denmark

A New Malware Takes A Lot Of Your Information['Turkey'] Turkey

The week of GodTuitero: a hack, a lynching and some laughter['Spain'] Spain

Amazon: hackers embezzled money from seller accounts['France'] France

High Density – 😠 Mass Phishing affected platform users to trade cryptocurrencies['United States']United States

Politics - News: Hacker attack on NRW Minister Svenja Schulze Föcking['Germany']Germany

Scammers hack into cellphones and film owners visiting porn sites['Germany']Germany

Malware active since 2013 takes control of PCs and their webcams['Belgium'] Belgium

In the Stavropol Territory, hackers under the guise of bailiffs infect computers with viruses['Russia'] Russia

KONNI malware hid for 3 years - ITBIZ - Your number one among zeros['Czech Republic']Czech Republic

124 thousand cyber attacks are taking place['Turkey'] Turkey

Kyiv trolls hacked into the account of a DN fighter and staged a provocation['Ukraine'] Ukraine

State Department fends off cyber attack ['Austria'] Austria

Dangerous hacking of the Wi-Fi network of several Starbucks stores in Buenos Aires['Argentina']Argentina

Researcher : 2500 hacked webshops equipped with cryptominer['Netherlands']Netherlands

17 Hours More Hacked, Press Council Site Shows Sites Experience Accidental Accidents['Indonesia']Indonesia

Ministry of Foreign Affairs Twitter Account Hacked, Need Two Authentication Security System['Indonesia']Indonesia

Gabon: BGFI Bank victim of hacking ['Gabon'] Gabon

Data breach puts hundreds of USE investor details at risk['United Arab Emirates']United Arab Emirates

['https://adevarul.ro/tech/internet/firefox-send-suspendat-s-a-aflat-era-folosit-hackeri-livra-malware-1_5f0bfa925163ec4271ef1fa2/', 'https://gadgets.ndtv.com/apps/news/mozilla-firefox-send-suspension-malware-hosting-increase-report-abuse-button-2259044', 'https://www.itpro.co.uk/security/malware/356380/mozilla-suspends-firefox-send-due-to-malware-abuse', 'https://www.svethardware.cz/mozilla-docasne-vypnula-sluzbu-firefox-send-utocnici-pres-ni-sirili-malware/52512', 'https://www.techspot.com/news/85979-mozilla-temporarily-shuts-down-firefox-send-response-malware.html', 'http://www.vremeanoua.ro/firefox-send-suspendat-dupa-ce-s-a-aflat-ca-era-folosit-de-hackeri-pentru-a-livra-malware', 'https://www.nextinpact.com/brief/mozilla-stoppe-firefox-send--le-temps-de-renforcer-le-service-contre-les-malwares-13029.htm', 'https://tweakers.net/nieuws/169512/mozilla-stopt-tijdelijk-met-firefox-send-om-malware-misbruik-tegen-te-gaan.html', 'https://www.securitylab.ru/news/509790.php', 'https://www.root.cz/zpravicky/firefoxMozilla temporarily shuts down Firefox Send in response to malware sharing concerns['Romania']Romania

FBI spots spear - phishing posing as Truist Bank bank to deliver malware['United States']United States

Hacker behind Dh2 . 8 million fraud caught red - handed by Sharjah Police['United Arab Emirates']United Arab Emirates

DigiPen Institute of Technology Announces Data Breach | Console and Associates , P . C . ['United States']United States

COD restores website two weeks after malware attack['United States']United States

Rented a U - Haul ? Driver License Number May Have Been Hacked['United States']United States



DraftKings and FanDuel Report Multiple Customers Hacked – ColorMag Pro Universal Market News['United States']United States

Vietnamese bank accounts targeted by hackers['Vietnam'] Vietnam

NBI arrests 13 foreigners  involved in phishing  – Manila Bulletin['Philippines']Philippines

Syndicate involved in hacking online tests busted['India'] India

Consumer Alert : Lowey Dannenberg , P . C . Investigates Ethos Group , Inc . for Data Breach['United States']United States

European organisations attacked by JasperLoader malware['European countries']European countries

Insurers Balk At Paying For Some Cyber Attacks : SoylentNews Submission['United States']United States

SEC : The EDGAR Hack Is Phase 2 of the Newswire Breaches | Dorsey & Whitney LLP['United States']United States

Hackers access data on thousands of home loans['United States']United States

Trojanized TeamViewer Attacks Reveal Mutating Malware['United States']United States

Leak Reveals Iran Wildest Hacker Crew Stole 13 , 000 Passwords From Across 98 Organizations['Iran'] Iran

UpBit Exchange Phishing Email Scam Came From North Korea , Source Claims['South Korea']South Korea

TurboTax accounts hacked what to do now['United States']United States

Government entities experiencing increase in cyber attacks - News - Gainesville Sun['United States']United States

Palisades Park NJ missing money related to hack , bank claims['United States']United States

LAPD Confirms  We Have Been Hacked['United States']United States

Hackers publish details on critical Magento flaw['United Kingdom']United Kingdom

Municipality Cyber Risks Deepen With Oklahama Pension Fund Hacking['United States']United States

US Govt Returns Stolen Bitcoin to Crypto Exchange Bitfinex From $65 Million Hack['United States']United States

Hackers tripled their use of destructive attacks .['United States']United States

Electromed Data Breach Impacting Customers , Staffer PHI['United States']United States

The Sun losses exceed £60m as ad slump and hacking charges take toll['United Kingdom']United Kingdom

Law Firm Data Breaches Demonstrate Expanding Scope of Cyber Attacks['United States']United States

RAZER Hit By Cyber Attacks ['United States']United States

Songkick Alleges Live Nation & Ticketmaster Hacked Trade Secrets in New Court Filing['United States']United States

Twitter Vulnerability Allowed Hackers to Access Locked Accounts['United States']United States

IPCC investigates police for alleged hacking of political campaigners['United Kingdom']United Kingdom

Another Data Breach -- 10 Million U . S . Car Owners This Time['United States']United States

Security expert reveals the simple but highly effective way ATMs in Thailand were hacked['Thailand']Thailand

Political intent behind QNA hacking : FM['Qatar'] Qatar

Russia united kingdom Embassy Lambasts The Times for Using Putin Pic in Hacking Story['United Kingdom']United Kingdom

Cyber attack on Mindef : Take steps to secure online accounts , experts urge , Singapore News & Top Stories['Singapore']Singapore

Govt gets over 30 data breach notifications in three weeks under new disclosure laws['Australia']Australia

As two Koreas shake hands , Hidden Cobra hackers wage espionage campaign['North Korea', 'South Korea']North Korea, South Korea

Texas physician group notifies 18K of data breach after email hack['United States']United States

Modular Malware : The New Stealthy Attack Stealing Your Data['United States']United States

Assault on Ghazni , day 5 ; Russian spyware in your router ; Open Skies , closed ; Car attack in London ; and just a bit more ... ['Afghanistan', 'United Kingdom']Afghanistan, United Kingdom

This banking malware just added password and browser history stealing to its playbook['Japan'] Japan

BDO Unibank Warned its Customers to Remain Beware from New Phishing Scheme['Philippines']Philippines

Yahoo ! renamed Altaba and fined $50 million for hacking['United States']United States

Use of spyware apps linked to domestic abuse soars in lockdown['United Kingdom']United Kingdom

Texas DSO target of phishing attack that affects 46K patients['United States']United States

House hearing sought on bank account hacking incidents['Philippines']Philippines

IRS warns of ongoing twists on phishing scams['United States']United States

Hacking Group Dropping Malware Via Facebook , Cloud Services['United States']United States

British Mensa falls victim to cyber attack ['United Kingdom']United Kingdom

VoIP Company in Raleigh , N . C ., Nailed by Cyber Attack['United States']United States

FBI Investigating Michigan School District Hack - Infosecurity Magazine['United States']United States

NCC raises the alarm over cyber attacks['Nigeria'] Nigeria

$4 , 000 COVID - 19  Relief Check Cloak Dridex Malware['United States']United States

FFDroider' Malware Stealing Social Media Credentials -- Observed by Zscaler['Japan'] Japan

If you install the app, it will be repaid at a low interest rate... Infested phishing scams, fintech stops['South Korea']South Korea

Bergamo | boom of stolen social profiles | the deputy mayor Gandi was also a victim of the hackers['Italy'] Italy

Scammers impersonate two large banks. On fake sites they phishing login details. You may lose money['Poland'] Poland

They identify seven people in Barcelona for a scam in Fuerteventura through phishing['Spain'] Spain



LUMA Energy investigates hacking complaint from its platform - WAPA. tv - News['United States']United States

Indonesian MSMEs Most Attacked by Phishing in Southeast Asia['Indonesia']Indonesia

Systems in Vietnam suffer more than 4 . 600 incidents of cyber attacks - Digital World['Vietnam'] Vietnam

I clicked the text message and 10 million won disappeared. A series of phishing warnings['South Korea']South Korea

Streamers claim hackers have been stealing their Twitch payments | Technology['Chile'] Chile

First convictions of hoteliers for hacking football matches['Spain'] Spain

Hackers behind US security firm North Korea continue hacking South Korean government documents['South Korea']South Korea

Swiss Cloud Computing resumes operations after cyber attack['Switzerland']Switzerland

Fuel Extremely Cheap at Gas Station in Triptis - Unknown people hack computer software['Germany']Germany

Moncef Ben Slimane: Hacking a Revolution and Phishing a President['Tunisia'] Tunisia

Facebook phishing campaign. Fraudsters steal accounts for BLIK attacks['Poland'] Poland

Russia Hack Wasnt Cyberwar . That Complicates US Strategy['United States']United States

['http://www.ibtimes.co.uk/classic-ether-wallet-has-been-hacked-do-not-use-it-send-currency-1628479', 'http://internetua.com/hakeri-ukrali-s-koshelka-dlya-Ethereum-Classic-sotni-tisyacs-dollarov', 'http://www.zive.sk/clanok/126234/penazenka-classic-ether-wallet-bola-hacknuta-pouzivatelia-prisli-v-kryptomene-o-tisice-dolarov']Hackers stole hundreds of thousands of dollars from Ethereum Classic wallet['United Kingdom']United Kingdom

Posti's scam message captures data and installs malware - the package coming to you is waiting for a signature['Finland'] Finland

Lawlessness in YouTube continues: channel "TV Day" is hacked['Russia'] Russia

Russia denies UK accusations of hacking attacks on COVID - 19 vaccine['UK'] UK

Novogorizka police officers are recording an increased number of hacker attacks on companies['Russia'] Russia

Hacking Taiwan Shinkansen ticket sales system Sending a man who tried to defraud 700,000 yen | Society['Taiwan'] Taiwan

They hack the UCAV account on twitter - Diario de Ávila['Spain'] Spain

U.S. military: Credit card details of thousands of U.S. troops stationed in South Korea may have been hacked['South Korea', 'United States']South Korea, United States

No Security : Hacking victim internet security company['Greece'] Greece

1 million Macs targeted by Shlayer malware['United States']United States

The Zaragoza Employment Institute suffers a cyberattack and the hackers demand a ransom of 30 . 000 euro['Spain'] Spain

Facebook faces biggest fine in company history for data breach['United States']United States

Thugs Taken Money By Fraud After Hacking Whatsapp In Lucknow['India'] India

Armenia told details about cyber attacks on government agencies['Armenia'] Armenia

Hacker attacks, threats and assaults: Ukrainian judges complained about pressure['Ukraine'] Ukraine

More than 4,000 cyber attacks targeted Vietnam in 5 months['Vietnam'] Vietnam

Suspicious for check card request loan counseling … Arrested 43 voice phishing gang members['South Korea']South Korea

GeenStijl : Turks totally hack us the mother['Netherlands']Netherlands

Cyber Police Investigate Monserrat Hacking['Montserrat']Montserrat

NYT: KND-linked hackers tried to launch cyberattacks on the central banks of a number of countries['North Korea']North Korea

American metropolis stayed awake when disaster alert was hacked['United States']United States

A phishing campaign spreads through WhatsApp['Spain'] Spain

The highest: discovery of a new malware; Iranian human rights activists in the crosshairs of government hackers, having an antivirus alone is not enough['Iran'] Iran

Cyber poachers hack endangered animal collars to track them down['Belgium'] Belgium

Hackers dealt a crushing blow to Washington['United States']United States

2 US defense officials say Israel hacked Iran gas system last month -- NYT['Iran'] Iran

Morning news brief : US employee phones hacked , Blinken warns China and more['United States']United States

Hackers want €5 , 000 for hacked PN data before Thursday deadline['Malta'] Malta

Peloton Data Breach Is a Reminder to Lie Whenever You Can['Australia']Australia

City employees can check whether personal information made public in ransomware attack['United States']United States

Dominion National reaches $2M settlement over nine - year data breach['United States']United States

Names , Social Security numbers compromised after data breach in St . Lucie Co . ['United States']United States

REvil claims ransomware attack on multi - billion - dollar manufacturing giant Midea Group['China'] China

RRD mystery buyer withdraws offer , group suffers cyber attack['United Kingdom']United Kingdom

STA : Online fraud on the rise in Slovenia , phishing prevalent['Slovenia']Slovenia

Email Password Hack Tool 2013 TorDigger['United States']United States

Oklahoma company targeted in rape kit data breach['United States']United States

Data Breach At DHS May Have Compromised Thousands Of People Information['United States']United States

Ballad Health reports data breach ['United States']United States

Microsoft customer feedback tool hijacked to send phishing emails['United Kingdom']United Kingdom

Argentine Health Ministry computers hacked['Argentina']Argentina

Allegan County informs employees of W2 data phishing scheme['United States']United States

iTWire - Hacked with friends : 173M Zynga accounts breached['United States']United States



Arbonne MLM data breach exposes user passwords , personal info['Russia'] Russia

Details Emerge On QuadrigaCX Fraud And Recent Cryptocurrency Exchange Hacks - Fin Tech['United States']United States

Hacker Group Amassed $7M in Crypto by Selling Stolen Credit Cards['China'] China

June , The Month Of XRP Exchange Hacks['United States']United States

Attackers are distributing malware to steal users premium account['India'] India

Microsoft Fixes Target Fresh Flaws Hit by Hackers['United States']United States

Airtel data breach exposes personal data of 32 crore subscribers['India'] India

Members of international malware ring who targeted Western Pa . prosecuted['United States']United States

Serial hacker nabbed for Paypal , Qoo10 account breaches['Singapore']Singapore

Banque Misr halts transactions to prepaid Meeza cards following phishing reports - Politics - Egypt['Egypt'] Egypt

More than a week later , Virginia State Police still working to clean malware from computers ['United States']United States

Accountants cautioned in wake of global cyber attack['Australia']Australia

No data compromised in Chester County Schools ransomware attack , - ['United States']United States

Dark web sting leads to arrest of alleged spyware thief['United Kingdom']United Kingdom

Oman thwarted over 880m cyber attacks in 2017['Oman'] Oman

Equifax exec inside trade shame : Software boss sentenced for mega - hack stock profit['United States']United States

○○ District Prosecutor’s Office Impersonating an investigative agency Voice phishing for gift certificates['South Korea']South Korea

Respond to Data Hacking by Bjorka , Former Head of BAIS TNI: Disband BSSN Return to Lemsaneg['Indonesia']Indonesia

['https://www.lafm.com.co/judicial/hackearon-cuentas-en-redes-sociales-del-procurador-fernando-carrillo/', 'http://www.telam.com.ar/notas/201805/279255-hackearon-la-cuenta-del-senado-y-publicaron-la-falsa-muerte-de-evo-morales.html', 'https://www.elnuevodia.com/noticias/mundo/nota/hackeaneltwitterdelsenadobolivianoydanpormuertoaevomorales-2421191/', 'https://www.rcnradio.com/politica/hackean-la-cuenta-en-twitter-del-procurador-fernando-carrillo', 'http://www.emol.com/noticias/Internacional/2018/05/08/905478/Bolivia-Denuncian-hackeo-a-cuenta-de-Twitter-del-Senado-que-informo-sobre-presunta-muerte-de-Evo-Morales.html', 'http://www.t13.cl/noticia/mundo/senado-bolivia-denuncia-hackeo-su-twitter-publicar-presunta-muerte-evo-morales', 'http://www.24horas.cl/internacional/cuenta-de-twitter-del-senado-de-bolivia-lamento-muerte-de-evo-morales-acusan-hackeo-2707119', 'http://www.soychile.cl/Santiago/Internacional/2018/05/08/532407/Hackeo-en-el-Twitter-del-Senado-de-Bolivia-dio-por-fallecido-a-Evo-Morales.aspx', 'http:/They hacked the Senate account and published the false death of Evo Morales - Télam['Argentina']Argentina

Malware hack at St . F . X . becoming a more common crime['Canada'] Canada

PCOO IG restored ; hackers face sanctions | Nation['Philippines']Philippines

Apparel retailer Bossini reveals customer data hack['Hong Kong']Hong Kong

RCMP probes OToole campaign allegation that it was hacked by MacKay campaign['Canada'] Canada

Data breach at CNY Works career center may have exposed personal information of 56 , 000 clients['USA'] USA

Credential phishing from Pawn Storm : Who the threat actor group is targeting now['United Kingdom']United Kingdom

High Schooler Accused of Operating Nationwide Cell Phone Hacking Scheme | Shenandoah Country Q102['United States']United States

RubyGems Packages Laced with Bitcoin - Stealing Malware['United States']United States

Baltimore County principals , teachers feel  disrespected  by communication gaps following ransomware attack['United States']United States

Hackers target NSW school online accounts in phishing campaign['Australia']Australia

Kuwait Fire Department Instagram account has been hacked - ARAB TIMES['Kuwait'] Kuwait

DKB - Phishing - Mail: Criminals want your phone number['Germany']Germany

It's been 19 continuous hours to contain the hacking of the Municipality['Mexico'] Mexico

KnowBe4 : Content phishing - emails shift from private to business content['Netherlands']Netherlands

I was robbed in North Korea again... U.S. troubled by successive hacking, strengthening security training['United States']United States

Hacker attack on the Minfin website - spamming and fake pictures['Ukraine'] Ukraine

New malware NullMixer hits from 3 places!['Turkey'] Turkey

With the help of hackers, China attacked friend Russia on the back['Russia'] Russia

4 fraudsters of IMO Hacker Circle from Lalpur['Bangladesh']Bangladesh

Non-standard type of phishing attack using phone detected['Russia'] Russia

['https://www.businessinsider.in/the-biggest-hacks-of-2019-so-far/articleshow/71086442.cms', 'https://www.popmech.ru/technologies/235441-10-krupneyshikh-khakerskikh-atak-vsekh-vremyen/']The biggest hacks of 2019 so far ['India'] India

['https://maharashtratimes.indiatimes.com/gadget-news/computer/pakistani-chinese-hackers-target-indian-websites/articleshow/72486914.cms', 'http://prahaar.in/pakistani-chinese-hackers-attack-indian-websites/']hackers target indian website : Pakistan - Attack on Indian website by Chinese hackers - pakistani chinese hackers target indian websites['India'] India

Australian authorities counterattack hackers using COVID-19 theme['Australia']Australia

The PSOE denounces the hacking of the FRM computers before the Prosecutor's Office['Spain'] Spain

rC3 : DDoS attack and DNS problems detracted from the hacking experience['Germany']Germany

Malware reaches digital assistants (and converts them ...['Spain'] Spain

Orange subscribers victims of a strange malware and a sextortion campaign['France'] France

Important hacking of many Netflix and Spotify accounts: the identifiers were resold!['Belgium'] Belgium

Alert of a phishing campaign that impersonates Correos to obtain user data['Spain'] Spain

Malware in application emails: New wave hits Germany in September['Germany']Germany

Roquetas City Council ordered the reversal of transfers a few hours after detecting the hack['Spain'] Spain

Malware in hacked WordPress plugins ['Venezuela']Venezuela

Hackers figured out how to get access to Telegram users' data | Moscow['Russia'] Russia

Nico Nico Douga Calls Targets of "List-type Account Hacking" to Change Passwords (May 11, 2018)['Japan'] Japan

Artopex victim of hackers | Ugo Giguere ['Canada'] Canada

NEM Foundation stops searching for hackers who hacked Coincheck Bankir . Ru['Japan'] Japan



[Friendly finance] Bank simple login system marked by hackers['South Korea']South Korea

They hack a famous video game and earn a real small fortune from it PHOTO['Serbia'] Serbia

The General Staff announced an increase in the number of cyber attacks after the introduction of martial law['Ukraine'] Ukraine

Fremont County , Ohio , Extends Disaster After Cyber Attack['United States']United States

['https://www.scmagazine.com/qakbot-malware-flew-under-radar-5-years-and-has-new-updates/article/663909/', 'https://www.scmagazineuk.com/researchers-spot-enhancements-on-qakbot-malware-to-infect-new-systems/article/664095/', 'http://www.zdnet.com/article/fresh-wave-of-qakbot-malware-brings-down-enterprise-networks/']Fresh wave of mutating Qakbot malware brings down enterprise networks['United States']United States

Social service employee prosecuted for data breach['Sweden'] Sweden

Cryptocurrency Mining Malware Ho... consuming 100% of the CPU and slowing down the PC['South Korea']South Korea

The unusual hack that the Solís Theater suffered by El Cónsul['Uruguay'] Uruguay

Weingarten : Weingarten students hack Estonian company['Estonia'] Estonia

Viral News Balance Cut Due to Hacking, BNI Provides Clarification['Indonesia']Indonesia

Take good care of your Bitcoin... KISA, virtual currency stealing cyber attack Ride Network : IT : View : News['South Korea']South Korea

Hackers in action: Thousands received virus-laden emails on behalf of energo['Russia'] Russia

Opposition Questions Government About Information Disclosed About Cyber Attack in HoA['Australia']Australia

Hacks and Scams in DeFi Tops $10 Billion Mark['United States']United States

President Securities and Yuanta report hacking['Taiwan'] Taiwan

Shoprite  possible compromise  was a hack and the attackers are extorting the company['South Africa']South Africa

FBI assisting Monroe schools in cyber attack['United States']United States

GAO Seeks Feedback on Healthcare Data Breach Reporting['United States']United States

Hackers breach Los Angeles school district computer system['United States']United States

Back to normal for APSU following ransomware attack['United States']United States

IDF Fools Soldiers and Reservists with Phishing Attack | The Jewish Press - JewishPress . com | Jewish Press News Desk | 2 Heshvan 5783 – October 27 , 2022['Israel'] Israel

Cyber attack on major hospital system could affect 20 million Americans['United States']United States

Car2Go app reportedly hacked in Chicago , 100 cars stolen['United States']United States

MegaN64 emulator malware eats up your data and WiFi['China'] China

Possible phishing scam attempts to collect UNL student personal information | News['United States']United States

MyEtherWallet Users Targeted with Phishing Email Scam['United States']United States

Cathay Pacific Faulted For Data Breach , But Hacker Objective Unclear['China', 'Hong Kong']China, Hong Kong

In Singtel hacking case , lessons to be learnt on managing fallout - Techgoondu['Singapore']Singapore

Report alleges phishing attempts by Pakistan - linked group on Indian PSUs['India'] India

Xenotime , hacker group behind oil and natural gas sites are now targeting US power grids['United States']United States

Optus email scam : Customers warned over phishing attack['Australia']Australia

MA Companies with Data Breach Must Present Details to AG['United States']United States

Scope of cyber attack yet unknown ['United States']United States

Wikipedia blames Middle East cyber attack on  bad faith  actors['Saudi Arabia']Saudi Arabia

Seek warns of phishing campaign ['Australia']Australia

Hackers encrypt data on some servers of Brooklyn Hospital Center['United States']United States

Bank of America text message phishing scam resurfaces['United States']United States

Calls for crackdown on rogue rental appliance firms after data breach['United Kingdom']United Kingdom

TUSD Website Hacked , Send Message  I Love ISIS  ['United States']United States

Spear Phishing Attacks  Laser Focused  « isssource . com['United States']United States

Phishing scams target customers with fake delivery emails['United States']United States

Rattled toymaker VTech data breach case exiting legal pram • The Register['Hong Kong']Hong Kong

Chippewa Falls library mostly unaffected in data breach | Local['United States']United States

Uber Drivers Defend Standing In Data Hack Suit After Zappos['United States']United States

Data breach causing big headaches ['Australia']Australia

The Protection Bureau Partners with CSR for Data Breach Reporting['United States']United States

DNS flaw allows hackers to change DNS settings in 800 , 000 Draytek routers['United Kingdom']United Kingdom

PEXA stirs up seller guarantee after MasterChef hack['Australia']Australia

Boys Town National Research Hospital reports data breach['United States']United States

CPS : Ousted Ogden Principal Exposed Private Student Info in New Data Breach['United States']United States

Health Quest ( HQ ) announced today it is mailing letters to patients whose information may have been impacted by an email phishing incident .['United States']United States

Spear - Phishing Campaign Hits Developer ...['United States']United States

Confederation College students get scam phone calls and emails after malware incident['Canada'] Canada

Malware , described in leaked NSA documents , cripples computers worldwide - Washington Post - William P . J . Lynch Jr . com['United States']United States

Keller Grover LLP is Investigating Walgreens Data Breach['United States']United States



YouTube accounts up for sale on dark web hacker forums['United States']United States

140K Patients Impacted in Tandem Diabetes Care Phishing Attack['United States']United States

Social Bluebook was hacked , exposing 217 , 000 influencer accounts['United States']United States

Sabre Travel Services Settles Data Breach Charges with State Attorneys General for $2 . 4 Million | Michael Volkov['United States']United States

TransLink ransomware attack leads to class - action lawsuit from ex - employee['Canada'] Canada

['https://www.bhol.co.il/news/1477860', 'https://ch10.co.il/news/786685/']Weapons warehouses and radar systems: a 17-year-old hacker discovered a loophole and embarrassed the IDF - Haredim 10 : Haredim 10['Israel'] Israel

Giant Umbrella contractors suffer salary payment delays following suspected  data breach['United Kingdom']United Kingdom

Google Chrome hacking alert as billions warned to update their browsers immediately['United Kingdom']United Kingdom

Saleforce LinkedIn hacked to show BLM support after employees speak out - TheGrio['United States']United States

Drinik virus, Drinik malware Alert: You will become pauper! Mobile Banking people pay attention - drinik malware alert by sbi pnb and cert for mobile banking here are safey tips and tricks['India'] India

Mega hack on YouTube affects more than 20 artists['Mexico'] Mexico

Orders for hacker attacks on federal councillors: the alleged backer denies, the federal government is silent['Switzerland']Switzerland

This is the list of all the services affected by the hack from Conti to the Treasury['United States']United States

They hacked accounts of state workers at Banco Provincia['Argentina']Argentina

Government Sites Are Frequently Hacked, Sri Mulyani: Improve Cyber Security['Indonesia']Indonesia

The Nation was hacked: They broadcast a crypto scam['Argentina']Argentina

Malware "Emotet" attacks using new methods in Mexico, Italy, Japan, etc.['Mexico', 'Italy', 'Japan']Mexico, Italy, Japan

[Exclusive] Lee Doo-hee touched and the fee of 400 million won disappeared … Suspicion of embezzlement by a genius hacker['South Korea']South Korea

"Sberbank": the number of cyber attacks on business increased by 15 times['Russia'] Russia

In November, the SBU blocked more than 50 cyber attacks on Ukrainian authorities['Ukraine'] Ukraine

Alerts: Global IoT vendor downplayed "catastrophic" data breach['Norway'] Norway

The developer of a simple clipboard hacker has earned more than $560,000.['Russia'] Russia

Whale phishing attacks threaten to rob businessmen and managers['Egypt'] Egypt

Hackers attacked the mailboxes of employees of a well-known university | Education['Poland'] Poland

The Hague again the international target of hackers['Netherlands']Netherlands

Branch of the National Bank warned of new phishing attacks and dubious pawnshops['Kazakhstan']Kazakhstan

Putin marches in Red Square: the Russian intelligence service has been hacked['Russia'] Russia

['https://www.divyabhaskar.co.in/utility/gadgets/news/airtel-data-leak-update-jammu-and-kashmir-news-army-personnel-data-leak-by-hacker-group-red-rabbit-team-128203865.html', 'https://www.orissapost.com/pakistani-hackers-leak-personal-data-of-26-lakh-airtel-users-from-jk/', 'https://www.bgr.in/news/pak-based-hackers-behind-the-recent-airtel-data-leak-938496/', 'https://www.msn.com/en-in/money/topstories/pakistan-based-hackers-behind-the-recent-airtel-data-leak-report/ar-BB1dobCR', 'https://www.csoonline.com/article/3606452/airtel-denies-hackers-claim-of-data-breach-involving-2-5-million-customers-records.html', 'https://www.prokerala.com/news/articles/a1127837.html', 'https://www.loktej.com/business/pakistani-cyber-criminals-behind-airtel-data-hack-of-26-lakh-users']Airtel Data Leak Update, Jammu And Kashmir News; Army Personnel Data Leak By Hacker Group Red Rabbit Team | Hackers leak data of soldier using Airtel network, company denies any hacking['India'] India

BelaPAN. The website of the Ministry of Internal Affairs does not work, the department does not rule out a hacker attack['Belarus'] Belarus

REACTION OF THE ASSOCIATION OF JOURNALISTS OF BIH ON THE CASE OF THE HACKER ATTACK ON NAP['Bosnia and Herzegovina']Bosnia and Herzegovina

Detetive TudoCelular: malware receives more resources to steal data by phishing['Brazil'] Brazil

Russian-speaking hackers violated the ban and attacked Russian companies['Russia'] Russia

New malware steals user accounts from cellphones['Czech Republic']Czech Republic

Mandiner was hit by an overload cyber attack. hu - t['Hungary'] Hungary

A phishing site impersonating Upbit appears again.. Please be careful['South Korea']South Korea

Group - IB finds a Trojan created by a Russian hacker with a unique function['Russia'] Russia

Hacking an ATM National police: 3 people were detained in Volyn while trying to rob an ATM (11. 02. 19 23: 51) « Incidents['Ukraine'] Ukraine

The voter list is hacked, SOLD ON A RUSSIAN WEBSITE['Macedonia']Macedonia

Yakut hackers punished for stealing from ATMs['Russia'] Russia

Chinese border guards install spyware on tourists' Android smartphones that collects all data from gadgets['China'] China

Full compensation for phishing damage by US line... service as charged['United States']United States

Voice phishing alert to induce installation of remote control apps : National : Society : News : The Hankyoreh['South Korea']South Korea

Roh Moo-hyun's main exposure was the Patriot Party's hacking victim.['South Korea']South Korea

BfV boss accuses Russia of hacking ['Germany']Germany

Hacking Despacito on Youtube ['France'] France

Big attack from the Turkish Hacker Group to the USA!['USA'] USA

Trump called on the Russians to hack Kelly Ton's emails. That day, they did it - America['United States']United States

Bali, is it voice phishing? Hundreds of Chinese gang members arrested['Indonesia']Indonesia

SBU says Dragon Capital uses Russian spyware['Ukraine'] Ukraine

A new Facebook scam is hitting Serbia: a Belgrade woman's profile was hacked, and in 2 days 15 of her friends were robbed['Serbia'] Serbia

Thousands of accounts Zalando , Bol . com and Wehkamp hacked['Netherlands']Netherlands

PAN denounces hacking from Russia ['Russia'] Russia

Infected by ransomware? The Belgian police publish a new ... - Municipalities , regions , Belgium , world , sports['Belgium'] Belgium

SBU announced the theft of information from databases due to malware ( PHOTO , VIDEO )['Ukraine'] Ukraine

['https://www.smh.com.au/national/nsw/teen-intends-to-plead-guilty-over-scam-texts-using-optus-hack-data-court-told-20221027-p5bte6.html', 'https://www.9news.com.au/national/nsw-teenager-dennis-su-allegedly-tried-to-scam-optus-customers-to-plead-guilty-court/c5d30c06-8dc8-4cbf-ade1-6f4b45259060']Dennis Su : NSW teen who tried to blackmail Optus customers after hack to plead guilty['Australia']Australia



Phishing data from PESEL. ABW agent among the suspects['Poland'] Poland

McDonald's Japan recovers after 5 days from system failure-due to malware infection['Japan'] Japan

Data Breach at New England Largest Energy Provider - Infosecurity Magazine['United States']United States

Scammers are phishing for personal information with text message click bait['United States']United States

In India , malware plants false  evidence  of crime on activist laptop['India'] India

Indonesia : Social security data breach much smaller than claimed['Indonesia']Indonesia

COD website back up ; School confirms outage was a malware attack['United States']United States

Police open probe of news agency STT cyber attack['Finland'] Finland

Energy group ERG reports minor disruptions after ransomware attack['Russia'] Russia

Hackers breach software vendor for Magento supply - chain attacks['Russia'] Russia

Defense contractor Hensoldt confirms Lorenz ransomware attack['Germany']Germany

Optus SIM swap hack : Sydney couple lose $37 , 000 to sim swap hacker | news . com . au Australia leading news site['Australia']Australia

SCAD suffers data breach , several students , employees impacted['United States']United States

Suffolk County employees union negotiating security following ransomware attack['United States']United States

Kansas City , Kan ., Remains Relatively Silent on Cyber Attack['United States']United States

Tata Power attacked by state - sponsored hackers : Microsoft['India'] India

DSSW data breach notification - Odessa American['United States']United States

Opko Health says over 400 , 000 customers likely affected by data breach['United States']United States

NAB sacked tech worker behind 2019 data breach['Australia']Australia

Millions Affected in Dating Site Data Breach['United States']United States

Lumber Liquidators recovering from computer malware attack['United States']United States

How the shipping giant reacted to the devastating NotPetya malware attack['Ukraine'] Ukraine

Russian ZP Legal Claims They Can Recover Mt . Gox $2 Billion Lost in Bitcoin Hack['Japan'] Japan

TennCare vendor hacked by phishing email['United States']United States

Hacking Drones : The Government Makes It Look Easy — UDAIPUR KIRAN['India'] India

Civil Service payroll system suffers further data breach['Ireland'] Ireland

Over 20 retailers suffer as hacker steals money from their mobile accounts['Pakistan']Pakistan

Indian tycoon Vijay Mallya  asset published in Twitter hack['India'] India

Scammers mailing flash drives loaded with malware['United States']United States

Canadian athletes , athletic organizations targeted by Russian hackers['Canada'] Canada

Number of people hit by professional financial cyber attack grows after lull['United Kingdom']United Kingdom

Twitter and Facebook users warned against phishing attack :: Kenya['Kenya'] Kenya

School district victim of phishing scam ['United States']United States

U of R grades hacked through dean computer account , according to internal email['Canada'] Canada

Burnet County JP office hooked into phishing scam ; police send warning['United States']United States

Cb Response defends South Korean special prosecutor office from targeted cyber attacks during impeachment of former President['South Korea']South Korea

SPH issues apology over HardwareZone data breach affecting 685 , 000 users['Singapore']Singapore

Studio Accused Of Installing Malware On Customer PCs['Australia']Australia

Nigerians plead guilty to Vt . phishing scheme['Nigeria'] Nigeria

Over 60 , 000 users in Azerbaijan face malware attacks['Azerbaijan']Azerbaijan

Beware of Russian attackers impersonating LoJack security software to hack computers['Russia'] Russia

PEXA hack shows email is a fraudster best friend['Australia']Australia

Bittrex to Delist Bitcoin Gold by Mid - September , Following $18 Million Hack of BTG in May['China'] China

After Nearly Causing a Disaster , Triton Malware Should Be a Wakeup Cal['United States']United States

100 , 000 home routers recruited to spread Brazilian hacking scam['Brazil'] Brazil

Four months after its debut , sneaky Mac malware went undetected by AV providers['United States']United States

US Senator Josh Hawley Demands More Details From Twitter After Massive Hack['United States']United States

LA County Hit with DoppelPaymer Ransomware Attack['United States']United States

TLOU 2 Leaks Traced To Exploit Involving Older Games['United States']United States

Mt Ruapehu latest to be struck by cyber attacks ; fights back['New Zealand']New Zealand

Accenture Breached : Hackers Will Release Data  In Coming Hours['Ireland'] Ireland

Persistent phishing : dont take the bait from BECs['United States']United States

Cypriot Hacker Pleads Guilty to Data Theft , Extortion['Cyprus'] Cyprus

How Hackers Managed to Break into the Top Android Auto and CarPlay Music Service['United States']United States

Windows Kerberos Bronze Bit attack gets public exploit , patch now['Russia'] Russia



Revealed : Insurance industry averaging three data breach reports a week['United Kingdom']United Kingdom

Businesses urged to act as two in five united kingdom firms experience cyber attacks in the last year['United Kingdom']United Kingdom

Bandwidth says network  back to normal  after cyber attack ; stock hits 52 - week low['United States']United States

Dutch research funding agency , paralyzed by ransomware attack , refuses to pay up['Netherlands']Netherlands

Phishing Attack Blends Spoofed Amazon Order and Fraudulent Customer Service Agents['United States']United States

Puerto Rico toll collection system hacked['Puerto Rico']Puerto Rico

Attention pensioners! Treasury will pay from today despite the hack['United States']United States

Arrested a group that hacked 3 . 000 computers and responsible for 300 scams['Spain'] Spain

The Council of Lugo warns of a phishing attempt using his name['Spain'] Spain

Hacked nurse: eight men arrested, thousands of euros seized by investigators['France'] France

Facebook: denounce new modality of hacking in Bogotá['Colombia']Colombia

[ Society ][ Exclusive ] Self-diagnosis kit voice phishing?... Fake official letters distributed in pharmacies['South Korea']South Korea

Cyberpolice exposed a group of individuals in embezzling money from 70,000 citizens using Finance phishing. ua['Ukraine'] Ukraine

Revealed, KPAI Children's Data Was Hacked and Sold for IDR 70,000['Indonesia']Indonesia

Two men arrested for hacking over 100 companies['Brazil'] Brazil

New malware has appeared on the Web that steals passwords and bank card data['Israel'] Israel

Phishing Swile: What Happened? ['France'] France

Hoy Tamaulipas - Hacking of WhatsApp accounts in Tamaulipas increases['Mexico'] Mexico

Energy supply in the United States: Pipeline delivers gasoline again after a hacker attack - Economy['United States']United States

[Mr. Minseok Kim. [Military] The world is in a cyber war... Korea unable to protest North Korea's hacking['South Korea']South Korea

Cunning spyware steals data from PCs not connected to the web['Ukraine'] Ukraine

He stole the money by hacking the online bank account['Bangladesh']Bangladesh

After a bank hack, criminals launder money through mules['Mexico'] Mexico

1 arrested on charges of hacking the website of the Ministry of Commerce['Bangladesh']Bangladesh

They investigate a cyber attack on the Tourism Company['United States']United States

New phishing campaign impersonating BBVA['Spain'] Spain

The Social Democrats: Suspected hacker attack on S's website['Sweden'] Sweden

OpNavidad : Anonymous is awarded hacking to state websites and political parties | National['Chile'] Chile

Hackers began infecting computers through the Yandex service['Russia'] Russia

Anonymous hacked the MIT website after the death of Aaron Swartz – canariasactual. com['United States']United States

Sucheng police smashed an online game hacking gang and arrested 29 suspects['China'] China

Run errands for money... Voice phishing gang members arrested one after another['South Korea']South Korea

Shadow of the Tomb Raider hacked by CPY['Russia'] Russia

US security forces missed Russian hacker attack['United States']United States

30 . 000 suspicious “phishing” emails reported in two weeks by Belgians to the Cybercrime Center['Belgium'] Belgium

Lead Economy - Infrastructure Hacking ['Russia'] Russia

They hack the Ministry of Culture; they arrest an employee['Mexico'] Mexico

Data analyst warns other companies about possible cyber attacks after Virgin Active falls prey to hackers['South Africa', 'United Kingdom']South Africa, United Kingdom

LocalGov . co . uk - Your authority on united kingdom local government - Ransomware attacks against councils quadruples['United Kingdom']United Kingdom

Malawi Police snubs MISA claim on PIJ website hacking['Malawi'] Malawi

A Dangerously Convincing Google Docs Phishing Scam Is Spreading Like Crazy [ Updated ]['United States']United States

Press Release - De Lima seeks probe into data breach of court documents from OSG['Philippines']Philippines

League City task force meeting  hacked , delaying finalization of plans | Local News['United States']United States

New JobCrypter ransomware variant captures screenshots of infected devices['United Kingdom']United Kingdom

Sasra , police looking into Biashara Sacco data systems hack['Kenya'] Kenya

A New Strain of Malware Is Terrorizing Docker Hosts - Infosecurity Magazine['United Kingdom']United Kingdom

Russians tried to hack Arizona election , federal officials say['United States']United States

Arizona dental insurance company warns customers of potential data breach['United States']United States

Kaspersky Lab finds Prilex POS malware evolving to ...['United States']United States

Japan Coincheck to gain license after $500m hack - Nikkei Asian Review['Japan'] Japan

Shocking number of Irish office workers fall victim to phishing scams['Ireland'] Ireland

SecureWorks Finds Most Clients Hit by Phishing Attacks , Network Scans['United States']United States

News in brief : moving Segway hacked ; Google Glass resurrected ; 308 Oracle fixes – Naked Security['United States']United States

10 docked for allegedly hacking , stealing N150 million from customers bank accounts['Nigeria'] Nigeria

Youporn Hacked Data Among Dark Web Database Sparking  Cyber Crime Epidemic['United States']United States



Hackers use NSA exploits to mine Monero['United Kingdom']United Kingdom

ShadowBrokers return with the release of UNITEDRAKE exploit['United States']United States

Avast discovers Tempting Cedar Android spyware campaign['United Kingdom']United Kingdom

Windows Defender detected Malware in Users directory - Security['United States']United States

Pa . Justices Suggest UPMC Could Face Data Breach Liability['United States']United States

Hiscox Says Hack Of US Law Firm Exposed Policyholders['United States']United States

Davos in the Desert  Website Gets Really Badly Hacked['Saudi Arabia']Saudi Arabia

Hackers send hundreds of thousands of fake texts from Cellcom , McDonald ['Israel', 'United States']Israel, United States

Microsoft Office Was Hacker Favorite App Target This Year['United States']United States

NCIX Data Breach , complete databases have been sold . ['Canada'] Canada

New Report On Click2Gov Data Breach ['Canada'] Canada

Cryptojacking and Ransomware Cases Grow in Mexico['Mexico'] Mexico

Hackers are Using Malicious , Automated Scripts to Attack Computer Systems Every 39 Seconds , Digital Asset Security Firm NGRAVE Reveals['United Kingdom']United Kingdom

Estonian companies lose over EUR 1 mln annually to cyber attacks['Estonia'] Estonia

Google Discloses Targeted Exploit Found in Windows['India'] India

IT systems at united kingdom feed manufacturer , NWF Group , hacked['United Kingdom']United Kingdom

['https://www.netzwelt.de/betrugswarnungen/151746-phishing-verbraucherzentrale-warnt--paypal-konto-eingeschraenkt.html', 'https://www.netzwelt.de/betrugswarnungen/151746-paypal--haben-geld-erhalten-phishing.html', 'https://www.netzwelt.de/betrugswarnungen/151746-achtung-paypal-nutzer-gefaehrliche-phishing-mails-umlauf.html']Phishing : Consumer Advice Center warns that your PayPal account is restricted !['Germany']Germany

Phishing expeditions in the Cocos Islands['Australia']Australia

Reserve Bank statistics go dark for a few weeks due to hack['New Zealand']New Zealand

Dont be fooled ! Fake Netflix apps are spreading malware['United States']United States

Bandwidth hit by cyber attack that causes disruptions to some business phone calls['United States']United States

Homeland Justice warning: We have hacked secret documents, soon the government of Albania will be exposed['Albania'] Albania

ŘSD systems are partially functioning after the hacker attack. The restoration cost 30 million['Czech Republic']Czech Republic

President of the Senate updates report on the cyber attack incident['United States']United States

The security of the Government and companies, in danger before hackers['Argentina']Argentina

The Blender mixer. io sanctioned for its involvement in the hacking of the Ronin blockchain['Philippines']Philippines

Protection against a quantum computer was hacked using a laptop: bitcoin is under threat['Ukraine'] Ukraine

Growing Hacker Group Targets Domestic Companies['South Korea']South Korea

Because of the hack, the Senate asks not to turn on the computers['Argentina']Argentina

Hackers cracked a password vault containing data from 33 million users['Russia'] Russia

Defense websites exposed to hacker attacks['Denmark']Denmark

Google malware App: Remove these three apps from the phone immediately, otherwise you will be a victim of big bank fraud['India'] India

Crypto bump: Russia wants to ban mining; Crypto. com confirms hack By Investing . com['Russia'] Russia

The OT hacks are mind-boggling: most organizations experienced an attack this year -['Israel'] Israel

Number of cyber attacks on retail is increasing['Germany']Germany

[Catch up with security] Ride phishing mail … Vaccine reservation Naver certificate is also impersonated['South Korea']South Korea

Hackers attack Telethon: biotech YposKesi targets ransomware['France'] France

Danger like stealing a directory : founder of Petitions . by about platform hacking['Belarus'] Belarus

Gang hacked bank accounts ['Turkey'] Turkey

Portugal: cyber attacks increased by 79 percent in 2020 - Slovo newspaper - News from Portugal, Spain and Italy['Portugal'] Portugal

Voice phishing, infiltrating everyday space... Gyeongnam damage amount 16.2 billion['South Korea']South Korea

The hacker who stole the data of tens of thousands was jailed['Hungary'] Hungary

Pakistani hackers set up Android app store to attack Afghan politicians['Afghanistan']Afghanistan

The newscast suffers a technical failure just before reporting the hacking of social networks and the news itself['Spain'] Spain

['https://www.dailymail.co.uk/news/article-11503613/FBI-warned-Twitter-hack-leak-operation-target-Hunter-Biden-2020-meetings.html', 'https://www.smh.com.au/world/north-america/fearing-a-hack-and-leak-twitter-blocked-reports-of-hunter-biden-s-laptop-in-2020-20221206-p5c3yq.html', 'https://dailycaller.com/2022/12/05/editorial-daily-rundown-fbi-warned-twitter-of-hack-and-leak-involving-hunter-biden/', 'https://www.washingtontimes.com/news/2022/dec/5/us-intel-officials-warned-twitter-hack-and-leak-op/', 'https://www.foxnews.com/opinion/fbi-warned-twitter-weekly-meetings-hunter-biden-hack-and-leak-operation-censoring-ny-post', 'https://gazette.com/news/us-world/twitter-warned-of-hack-and-leak-operation-involving-hunter-biden-ahead-of-2020-election-report/article_3ec952b3-f64b-5772-a01d-90db62b1c1ad.html', 'https://www.washingtonexaminer.com/news/hunter-biden-twitter-elon-musk-fbi-2020-election', 'https://www.foxnews.com/politics/fbi-warned-twitter-hunter-biden-hack-leak-operation-before-expose-censored-2020', 'httTwitter warned of  hack - and - leak operation  involving Hunter Biden ahead of 2020 election : Report | U . S . & World['United States']United States

NTNU sounded the alarm after a data breach: Now two NTNU researchers have been charged by the PST['Norway'] Norway

Hacking attack on domestic corona treatment developer... true but no damage['South Korea']South Korea

Hacker network that operated in Almoloya de Juárez prison is dismantled['Mexico'] Mexico

"DPR Ministry of Foreign Affairs" is defeated: Nikonorova announced powerful cyber attacks - National Bank of News['DPR'] DPR

Warning... Bank customers are complaining about the hacking of their electronic cards, and the company is responding with an explanatory report['Morocco']Morocco

The editorial office of Ekho Moskvy has been hacked for 10 days['Russia'] Russia

Another phishing campaign: hackers spread a message impersonating Bezeq['Israel'] Israel

With the approach of the presidential election, the number of cases of spamming and phishing messages sent to civil servants is increasing['Ukraine'] Ukraine

Örebroare may have suffered a data leak - The region urged the download of designated spyware['Sweden'] Sweden

Congressman Shin Yong-hyun urges the government to investigate and disclose malware on the bus app['South Korea']South Korea



The $20 million bank heist that left the hackers uncaught['Bulgaria'] Bulgaria

Hacker from Ostrava stole 1.4 million through payment terminals, pleaded guilty in court['Czech Republic']Czech Republic

Two arrests in connection with a massive hack at Bell['Canada'] Canada

January is peak season for Danish malware attacks: Android users in particular are at risk['Denmark']Denmark

System crash in airport inquiry due to hacking['Mexico'] Mexico

LinuxForums website hack. org leaked 276k data. users['Ukraine'] Ukraine

Rosprirodnadzor portal reopened after hacking['Russia'] Russia

Hackers uploaded malware to GitHub in the form of a Syscoin Bloomchain client['Russia'] Russia

Beware of Endesa's false return of €37, it is a phishing scam['Spain'] Spain

SpankChain confirms refund of funds after its hack['United States']United States

Apple Account Phishing Attempts Continue['United States']United States

Phishing in the name of Dyson: German product testers wanted is a fake['Germany']Germany

Exploit leaks trigger more than 5 million attacks during Q2['Mexico'] Mexico

Tomsk hacker stole Russians' passwords to hack payment system['Russia'] Russia

The KNF warns against data phishing ['Poland'] Poland

Large companies were hacked to mine bitcoin['Ukraine'] Ukraine

ZATAZ Cryptocurrency: Yobit hack, bitcoin loses 20%['France'] France

Hacker of Sukabumi Regency Government Hostage, Ask for Ransom, If Not. . .['Indonesia']Indonesia

British news website was hacked to control reader computers , report says['United Kingdom']United Kingdom

Goodman Campbell Brain and Spine Announces Data Breach Following Ransomware Attack | Console and Associates , P . C . ['United States']United States

Texas Gulf Bank Confirms Data Breach Stemming from Unauthorized Access to Employee Email Accounts | Console and Associates , P . C . ['United States']United States

FBI investigating hacking threats at Pennsylvania water systems['United States']United States

Amid wave of private sector hacks , feds face pressure to aid businesses on cybersecurity response['United States']United States

Microsoft 365 business users targeted with new DocuSign phishing scam['United Kingdom']United Kingdom

Ermetic Reports Nearly 100 % of Companies Experienced a Cloud Data Breach in Past 18 Months['United States']United States

France fined Slimpay €180 , 000 for failing to inform of data breach | Crime['France'] France

BYOD registration abused in large - scale phishing campaign['Australia']Australia

Berlin Admits It Has No Evidence Cyber Attack on Marquard & Bahls Linked to Russia['Germany']Germany

Cost of cyber attack on Scottish Environment Protection Agency  still not clear['Scotland']Scotland

Internet access restored in Bardstown after ransomware attack['United States']United States

Months After Hack , Scripps Health COVID Nurses Finally Being Paid OT['United States']United States

Malware attacks prompt ministry call for remedial action['Thailand']Thailand

Brent Council investigates Veolia over data breach['United Kingdom']United Kingdom

Today D Brief : Russian flagship out of commission ; Hackers target undersea cables ; Problems at DOD new $1 . 3 billion hospital ; And a bit more .['Russia'] Russia

Ferrari Website Launched a Fake NFT Collection After Getting Hacked ! How Much Was Stolen ?['Italy'] Italy

Kiwis still losing millions to phishing scams , NFT attacks also on the rise['New Zealand']New Zealand

New Haven man sentenced in connection with Bitcoin thefts in  dark web phishing scheme['United States']United States

Triout Android spyware affects 50 million users : Report['India'] India

Colchester Town Computers Infected with Ransomware['United Kingdom']United Kingdom

The Dotte Still Hasnt Recovered From Devistating Cyber Attack['United States']United States

Equifax Outlook  Negative  Due to 2017 Hack Cost : Moody['United States']United States

Hackbit Ransomware Attack Uses GuLoader , Malicious Microsoft Excel Attachments['United States']United States

87 , 400 patients PHI exposed in a phishing attack['United States']United States

Seattle man arrested on firearms charges along side Capital One hacking suspect['United States']United States

National Crime Agency investigates alleged hacking of Scottish charity['United Kingdom']United Kingdom

Ransom paid to hackers by Truman Medical Centers for unlocking the system['United States']United States

Likud Website Hacked ['Israel'] Israel

Sydney data breach accused to face court['Australia']Australia

US Cybersecurity Firm Accuses DPRK Hackers of Partnering With  Russian Botnet Operation['United States']United States

Audit : Baltimore IT office lost dozens of timesheet records in ransomware attack['United States']United States

Lessons From Report on Massive Singapore Healthcare Hack['Singapore']Singapore

Facebook Hack Using ImageMagick Bug Earns Hacker A Massive $40 , 000 Bug Bounty » TechWorm['United States']United States

Hackers Broke Into St . Louis Public Library Though Voicemail Server['United States']United States

Research links four malware programs to campaign targeting U . S . and Middle Eastern users['United States', 'Middle Eastern countries']United States, Middle Eastern countries

Feds warn of new , highly sophisticated malware campaign['United States']United States



Malware that steals PIN numbers , passwords targets Android users['United States']United States

Immigration Department asylum seeker data breach costs taxpayers nearly $1m in legal fees['Australia']Australia

  Kashmiri  hacks municipal committee website in UP , demands freedom ['India'] India

Bitcoin Wallets Linked to WannaCry Ransomware Attack Were Emptied['United States']United States

SEC Reveals Data Breach Caused By Software Application Vulnerability['United States']United States

POLICE WARN OF NEW CREDIT CARD DATA HACKS AT K['United States']United States

Bitcoins Hackers and Ransom , Oh My ! Dark Forces Afflicted Poker in 2017['United States']United States

Scare Force : Pakistan military / airforce hit by Operation Shaheen malware['Pakistan']Pakistan

Wasaga BeachTotal Cost of Ransomware AttackNews Centre News['Canada'] Canada

The Beautiful People Hack : An Unreal Data Breach , as Cluley Found['United Kingdom']United Kingdom

Morocco National Defense Administration Warns of Coronavirus Malware['Morocco']Morocco

It lockdown , but scammers are phishing ... and using the virus as bait['South Africa']South Africa

Cyber attack affects Hudson ISD website['United States']United States

SMEs face increased cybersecurity risks , phishing attempts['United Kingdom']United Kingdom

Malware Attacks Slow Local Rental Services Initiative['United States']United States

NSS allegedly hit by data breach as 700 , 000 people documents leak online['Singapore']Singapore

Semiconductor giant SK Hynix silent on ransomware attack['South Korea']South Korea

No action taken as Center Parcs Woburn Forest apologises for employee data breach['United Kingdom']United Kingdom

Bitcoin SV multisig mechanism gets hacked , user loses nearly $100 , 000['China'] China

Kazakhstan Data Breach - Privacy ['Kazakhstan']Kazakhstan

What a mess : Department of Justice still trying to recover from hack['United States']United States

Seventy - three Percent Philippines SMBs that Suffered a Cyber Attack Lost Customer Information Due to the Incident , Cisco Report Finds['Philippines']Philippines

They discover again the presence of malware in applications from the Play Store['Spain'] Spain

Hackers use campaign promotions and launch fake sites - Latest News from DNES. BG['Bulgaria'] Bulgaria

Email hack: Parliamentarians say that Paiva's resignation is appropriate and demand to clarify other responsibilities['Brazil'] Brazil

A judge opens a case and orders the Police to investigate the hacking of Del Rivero in the Villarejo case['Spain'] Spain

SIAE hacker attack: 60 gigabytes of data stolen['Belgium'] Belgium

They hacked the social networks of the most important theater in Uruguay['Uruguay'] Uruguay

Cryptocurrency owners are victims of new phishing strategies['France'] France

Online hate, misinformation, hacking, leaks, outage: 2021, Facebook lannus horribilis['France'] France

Hackers download 70 terabytes of data from the site popular with Trumpists['Hungary'] Hungary

The US accuses three North Korean hackers of trying to steal $1.3 billion. dollars - they partially succeeded['United States']United States

Saab announces arrest warrants against 43 hackers from Zulia state['Venezuela']Venezuela

Traffic signal is hacked and asks to send nudes['Mexico'] Mexico

The name of the police was misused in phishing emails['Hungary'] Hungary

Hacker attacks cost Danish Agro a double-digit million sum: 350 Windows servers were affected['Denmark']Denmark

The 5 Most Popular Technologies, the Minister of Communication and Information Says It Takes a Long Time to Investigate Covid-19 Data Hacking['Indonesia']Indonesia

They confirm that data released by hackers are BCR transactions, which insists on denying the attack['Romania']Romania

Airport facial recognition system hacked ['Spain'] Spain

Boom of virus miners who exploit PCs to undermine cryptocurrencies['Italy'] Italy

Dignity News | Hacking Arab and international accounts... a malicious weapon of the Hamdeen regime against the boycotting countries['Qatar', 'Saudi Arabia', 'United Arab Emirates', 'Bahrain', 'Egypt']Qatar, Saudi Arabia, United Arab Emirates, Bahrain, Egypt

Hacked the door of the mosque and stole donations from the villagers in East Kazakhstan region['Kazakhstan']Kazakhstan

['https://www.newsweek.com/san-francisco-water-plant-hack-cyber-attack-poison-supply-1601798', 'https://www.newsweek.com/verizon-southern-california-water-supplier-among-those-hit-suspected-chinese-hack-1600835', 'https://www.businessinsider.com/chinese-breach-pulse-secure-network-targeted-verizon-water-supplier-2021-6', 'https://www.foxbusiness.com/lifestyle/hacker-attempted-to-taint-san-francisco-drinking-water', 'https://gadgets.ndtv.com/internet/news/san-francisco-bay-area-water-treatment-plant-hack-cyberattack-us-2467716', 'https://www.dailymail.co.uk/news/article-9709913/Hacker-tried-poison-Ca-water-supply-breaking-facility-manipulating-water-treatment.html', 'https://www.techtimes.com/articles/261463/20210615/chinese-hackers-attack-internet-security-program-targeting-south-california.htm']Chinese Hack Targeted Verizon and Water Supplier : AP Report['United States']United States

Old Chinese military spyware spotted in attacks on US, Canada and South Korea['United States', 'Canada', 'South Korea']United States, Canada, South Korea

ING DiBa - Phishing: Consumer center warns of dangerous emails['Germany']Germany

ASCII.jp: Malware for Mac "Fruit Fly" Author Arrested['United States']United States

Student claims hacked page accusing presidential candidate of rape['Russia'] Russia

Russian detained at US demand at Phuket airport suspected of hacker attacks['United States', 'Thailand']United States, Thailand

Leaky pacemakers and ransomware decimating hospitals['Czech Republic']Czech Republic

Kaspersky detects more than 18,000 variants of industrial malware['Mexico'] Mexico

New hacking of Twitter accounts affects activists in Venezuela['Venezuela']Venezuela

UCLA private baud server hacked ['United States']United States

Hackers forced thousands of Azerbaijanis to mine cryptocurrency for them - Haqqin['Azerbaijan']Azerbaijan

Hacked lift cameras caused big scares Anderlecht['Belgium'] Belgium

Netflix : Mail  Update your account to get back to watching  ist Phishing['Germany']Germany



North Korea sends a job application with a picture of a beautiful woman to a Bithumb employee and hacks it['South Korea']South Korea

Credential Phishing Attacks ['Russia'] Russia

Parents were at the end of their chain then ransomware hit['United States']United States

US Drilling Giant Gyrodata Reveals Employee Data Breach - Infosecurity Magazine['United States']United States

Canada national police force admits use of spyware to hack phones['Canada'] Canada

Rogers outage : Company warns of phishing scams offering credits['Canada'] Canada

Bondly Finance urges users to stop trading following alleged exploit['China'] China

Beware where you browse - Phishing ops use COVID - 19 as a lure['South Africa']South Africa

Data breach : RBNZ insider warned about underinvestment in security['New Zealand']New Zealand

Cyberattacks surge in 2022 as hackers target commodities | Hellenic Shipping News Worldwide['Greece'] Greece

Man arrested for hacking Ehsaas project account in Muzaffargarh - Pakistan['Pakistan']Pakistan

['https://wislawjournal.com/2022/11/28/class-action-data-breach/', 'https://www.jdsupra.com/legalnews/data-breach-class-actions-sdny-finds-8031148/']Data breach class actions : SDNY finds standing based on sketchy injury - in - fact allegations | Kilpatrick Townsend & Stockton LLP['United States']United States

Onyx ransomware group destroying files >2MB even if ransom paid - Security['United States']United States

Local Class Action Lawsuit Targets Partnership HealthPlan Over  Massive Data Breach  of Personal Info['United States']United States

Cobo Halts Hacking Attempt On Deribit Assets in Custody['United States']United States

Hackers are now targeting food supplies in BEC scams , FBI warns['United States']United States

AltaMed alerts 5 , 500 patients of data breach['United States']United States

Official website of TSSPDCL hacked ['India'] India

Apple Pay scam ! iPhone users targetted by this scary phishing attack that steals money['United States']United States

CYBER ATTACK : OTC announces it was a victim of cyber fraud['Canada'] Canada

Wipro wasnt a one - off : Same hacking crew targeted scores of firms , big and small – researchers['India'] India

New phishing malware records your keystrokes on banking websites['United States']United States

Ransomware Attack Against Florida Provider Affects Nearly 60K['United States']United States

Cit0Day Dump Could be New LeakedSource : FBI Takedown Amid Data Breach Fake ?['United States']United States

Data breach at Ceredigion council blamed on human error['United Kingdom']United Kingdom

Norwich TalkTalk hacker sold people personal data to criminals , court hears | Crime['United Kingdom']United Kingdom

Cyber attacks hit new high on rising uptake of smart gadgets['Kenya'] Kenya

Cyber Daily : Uber in Scooter Scuffle Over Data in Los Angeles ; India Nuclear Facility Hit With Malware['India'] India

Live - stream of GAA county final sabotaged by cyber attack['Ireland'] Ireland

German government network not affected by hacking incident - Bild['Germany']Germany

These hackers set a  trap  for security researchers probing their malware['United States']United States

LinkedIn sister site warning customers millions of accounts hacked['United States']United States

Hackers Hit Amalgamated Sugar In Nampa['United States']United States

Mallu Cyber Soldiers hack 200 Pakistani websites['Pakistan']Pakistan

Local News : IDL responds to data breach ( 4 / 8 / 17 )['United States']United States

Man accused of trying to hack government pensions website to stand trial in Belfast['Ireland'] Ireland

Hacker tricks business manager , accesses company account['New Zealand']New Zealand

British cryptocurrency Electroneum hit by cyber attack after raising £30m['United Kingdom']United Kingdom

After Swiss defence department , Turla malware attacks a contractor system in the foreign affairs['Switzerland']Switzerland

FireEye Inc ( FEYE ) Shares Fly Sky High as Ransomware Spreads Worldwide['United States']United States

SEC spoofed , malware hosted on US govt server in new DNS attack['United States']United States

Toy Maker Settles Suit Over Hack of Kid Personal Data['United States']United States

Phishing scam costs Shiawassee County $50 , 000['United States']United States

Gloucestershire Police fined for abuse victim data breach['United Kingdom']United Kingdom

Another Linux distro poisoned with malware – Naked Security['United States']United States

SingHealth COI : Hackers tried to attack network again on July 19 amid probe['Singapore']Singapore

Singapore explores virtual browsers following SingHealth data breach['Singapore']Singapore

Morning mail : Apple makes history , Russian spies , police  hacking  ['Russia'] Russia

Brazilian journalists face hacking , doxxing and other threats as election draws near · Global Voices['Brazil'] Brazil

FIN6 Cyber - Hacking Group Using Fileless Malware to Attack PoS Targets['United States']United States

Powys Council apologises to resident for data breach['United Kingdom']United Kingdom

Cyber criminals hacked London - based company and demanded ransom['United Kingdom']United Kingdom

Work From Home Hackers Make $130 , 000 In 48 Hours From Windows 10 Exploits['United States']United States

Australian enterprises facing more cyber attacks['Australia']Australia

Buffalo Science Museum vendor hit by data breach['United States']United States



U . S . Admits Rohrabacher Offered Pardon To Cover Up Russian Hack['United States']United States

Hennepin County Sheriff Office is responding to data breach [ Star Tribune ]['United States']United States

Fraudulent unemployment claims increase as Arizona Department of Economic Security claims no data breach['United States']United States

DFS Warning Of Widespread Data Breach | Rivkin Radler LLP['United States']United States

Data Breach Numbers , Costs and Impacts All Rise in 2021['United States']United States

Alleged Turkish Hacker Defaces WikiLeak Online Store['Turkey'] Turkey

['https://aristeguinoticias.com/1711/mexico/hackers-han-atacado-al-senado-300-mil-veces-en-2022-monreal/', 'https://www.zocalo.com.mx/ricardo-monreal-revela-que-senado-recibio-300-intentos-de-hackeo/', 'https://www.elsiglodetorreon.com.mx/noticia/2022/senado-ha-sufrido-300-mil-intentos-de-hackeo-ricardo-monreal.html', 'https://www.excelsior.com.mx/nacional/senado-ha-sufrido-300-mil-intentos-de-hackeo-en-sus-sistemas-de-computo-monreal/1553109', 'https://www.omnia.com.mx/noticia/244825/tras-hackeo-a-la-sedena-han-intentado-infiltrarse-al-senado-en-mas-de-300-mil-oc', 'https://www.cuartopoder.mx/nacional/senado-ha-sufrido-300-mil-intentos-de-hackeo/429095/', 'https://www.eluniversal.com.mx/nacion/senado-ha-sufrido-300-mil-intentos-de-hackeo-revela-ricardo-monreal', 'https://vanguardia.com.mx/noticias/revela-ricardo-monreal-que-el-senado-ha-sufrido-300-mil-intentos-de-hackeo-FB5201711']Senate has suffered 300 thousand hacking attempts, reveals Ricardo Monreal['Mexico'] Mexico

Costa Rica: After the Treasury hack, take this into account if you carry out public contracting processes['Costa Rica']Costa Rica

JMAS closes online services due to hack['Japan'] Japan

Mortgages and pre-holiday phishing ['Russia'] Russia

Hacker group behind the cyber attack on STT - demanded ransom from the news agency['Finland'] Finland

Noise Bjorka Broke State Data, Electric Cars Can Also Get Hacked['Indonesia']Indonesia

WhatsApp accounts of Tlaxcala deputies hacked['Mexico'] Mexico

Telex: Intel to produce chips for Mediatek, T-Mobile US in data breach whirlwind, Fiber optic prices skyrocket['United States']United States

Cybercriminals are taking shortcuts to attack corporate PCs, archive files containing malware, including LNK files increased by 11%['France'] France

Reports published online after cyber attack['Germany']Germany

Ribera Salud denounces a hacking of its computer system from computers of the Ministry of Health['Spain'] Spain

50,000 won above the ATM … Let's find money too. Police take time to catch phishing criminals.['South Korea']South Korea

New revelation in the world's biggest hacking case: 6 Danish energy companies affected['Denmark']Denmark

Ransomware : Attackers target PrintNightmare vulnerabilities in Windows['Germany']Germany

CNBC: US DOE subcontractor hacked ['United States']United States

Network hacked and database stolen via thermometer in aquarium['Niue'] Niue

Hacked municipality of Twente did not have the best password: Welcome2020['Netherlands']Netherlands

Lazio Region hacker attack, tetraplegic child does not receive all the supplies to feed himself['Italy'] Italy

The Russian hacker action on the United States has a Polish thread? A company from Krakow could be involved['United States', 'Poland']United States, Poland

Oraine confirms: We are one of the dozens of companies affected by the cyber attack['Israel'] Israel

Hackers hacked the popular public of Nizhny Tagil['Russia'] Russia

Corona infection. dk blocked for Danes abroad: The National Police reports a cyber attack['Denmark']Denmark

Fee for package disinfection - scammers use coronavirus to phishing data['Poland'] Poland

Almost half of the companies in the region were hacked in the last three years['Argentina']Argentina

['https://www.securitylab.ru/news/531377.php', 'https://www.rbc.ru/crypto/news/626a54589a79475ef81fb8f3']The Deus Finance project was hacked for the second time in two months. The hacker withdrew $13.4 million :: RBC. Crypto['Russia'] Russia

Microsoft Voicemail notifications used in phishing attacks['Russia'] Russia

"Get a subsidy": Hackers under the guise of the Ministry of Agrarian Policy send phishing emails with malicious files to farmers['Ukraine'] Ukraine

Hackers accused of stealing $2 billion from banks['Argentina']Argentina

In Mariupol, the cyber police detained two hackers for attacks on Internet news sites['Ukraine'] Ukraine

Report warns of cyber attack on home routers['Brazil'] Brazil

Press Council Site Hacked, Hackers Write I Love You Sarah['Indonesia']Indonesia

Central Bank: PIR Bank served the shadow sector, cyber attack did not cause license revocation | Finance | Economic Information Agency PRIME['Russia'] Russia

Twenty thousand Swisscom and Migros customers hacked['Switzerland']Switzerland

[Exclusive] What about here, after the hacking storm … face class action['Japan'] Japan

Company blackmailed by hackers : Attacked all computers['Denmark']Denmark

Hacking: Russia creates fake news with images of a game['Russia'] Russia

Hacker attacks on Saudi websites failed, use of new technology['Saudi Arabia']Saudi Arabia

Mallplaza delivers information to PDI about those responsible for hacking a parking totem['Chile'] Chile

PAN members also accuse hacking attempt['Mexico'] Mexico

Mall Plaza attributes an incident that occurred with a screen in the Los Dominicos parking lot to a hack['Chile'] Chile

Sky router security flaw  let hackers control millions of hubs for 18 month - full list['United Kingdom']United Kingdom

SC Dept . of Employment and Workforce warns of phishing scam['United States']United States

Aon , PLC Announces Data Breach After Learning an Unauthorized Party Had Access to Its Systems for Over a Year | Console and Associates , P . C . ['United States']United States

macOS , Windows , Linux all targeted by new cross - platform exploit - macOS Discussions on AppleInsider Forums['United States']United States

UK intelligence agency hacked media ['United Kingdom']United Kingdom

Italy Rail Operator Detects Signs of Hacking in System['Italy'] Italy

Scripps sends new letters to patients impacted by data breach['United States']United States

Federal Law Enforcement Warns Against Hackers Targeting Crypto Companies['United States']United States

March 15 families contacted over cyber attack['New Zealand']New Zealand



Consumer Alert : Lowey Dannenberg , P . C . Investigates Connexin Software Inc . for Data Breach['United States']United States

Wing Financial data breach investigation underway['United States']United States

Facebook Data Breach | Employees received access to over 600 , 000 user passwords['Japan'] Japan

Beloit Daily News - News , Beloit Health System reports data breach['United States']United States

US Agency Hit With N . Korean - Themed Phishing : Report['United States']United States

Brexit department data breach NOT reported to data watchdog['United Kingdom']United Kingdom

ASIC sues financial services company for repeated hacks['Australia']Australia

Data breach targets Tampa Bay Federal Credit Union members['United States']United States

Ransomware attack on Akron , Ohio takes down 311 service amid major snowstorm['United States']United States

NZ Institute of Director website defaced by hacker , passwords at risk['New Zealand']New Zealand

Phishing emails looking to infect your computer with Emotet virus['United States']United States

Park Rapids Schools hit by ransomware attack['United States']United States

Russian hackers exploited a Google flaw to hack journalists['United States']United States

Bengaluru : Government e - procurement software hacked , Rs 1 . 5 crore siphoned off['India'] India

CafePress finally warns customers that it was hacked['United States']United States

Teenager arrested over million - dollar crypto phone hack['United Kingdom']United Kingdom

Defense Ministry Foils 12 Million Attempts To Hack Its Websites['Algeria'] Algeria

Freedom Hosting II Hack — 381K Emails , Child Porn Messages Leaked : $25K For Baby['United States']United States

Data Breach May Affect More than 430K in Oklahoma['United States']United States

All Sectra Customers Live Following Recent Ransomware Attack['Germany']Germany

CIO : HHS faces 500 million hack attempts per week['United States']United States

Mirai Malware Attacker Extradited From Germany to united kingdom['United Kingdom']United Kingdom

Scammers Target Payroll Records Through Phishing Scams['United States']United States

No ID theft related to NW Wisconsin library system hack is found['United States']United States

Cylance Global Research Finds 46 Percent of Organizations Suffered Ransomware Attacks and 70 Percent Have Used or Evaluated Machine Learning for Security in Last 12 months['United States']United States

Elite NSA Hacker Guilty in Theft « isssource . com['United States']United States

World cyber attacks hit us much harder in past year['United Kingdom']United Kingdom

Locky  ransomware exploits Windows DDE weakness['United Kingdom']United Kingdom

Report : FCC Lied Re Net Neutrality  Cyber Attack  On Website['United States']United States

DocuSign phishing scams arise in city ['United States']United States

A . G . Schneiderman Announces Record Number Of Data Breach Notices For 2017['United States']United States

City waste app has data breach ['United States']United States

The Oregon Clinic notifies patients after data breach['United States']United States

Global Travel Media » Blog Archive » Virgin Australia Pilot Unions Concerned Over Data Breach['Australia']Australia

Octopus malware wraps tentacles around former Telegram users in Central Asia['Central Asian countries']Central Asian countries

All BBC websites blocked in China - E Hacking News['China'] China

Mumbai : Customs official email account hacked , case registered['India'] India

Westpac employee gave customer passwords to mortgage broker in serious data breach['Australia']Australia

Caerphilly council concludes data breach investigation after publication of Traveller family details['United Kingdom']United Kingdom

Phishing scam targeting hospital leaves 8 , 256 potentially exposed['United States']United States

No criminal charges for those responsible for Revenu Quebec data breach['Canada'] Canada

Hackers mining for Bitcoin using other people computers['United States']United States

In a dusty corner of Israel , hackers change cancer records to test defences['Israel'] Israel

Francis Parker School warns parents of ransomware attack['United States']United States

Pain and Suffering for a Data Breach ? German Court Issues First Decision of Its Kind in Europe . | Fox Rothschild LLP['Germany']Germany

Bitcoin plunge , Twitter hack revelation and Pornhub now accepts crypto['China'] China

Tenda Router Zero - Days Emerge in Spyware Botnet Campaign['United States']United States

Data breach case : CBI books Cambridge Analytica , Global Science Research | India News['India'] India

Hackers fleece supermarket of $22m ['Zimbabwe']Zimbabwe

Graff cyber attack :  Tycoons and celebrities on leak list as Russian gang demands ransom['Russia'] Russia

['https://itc.ua/blogs/hakery-vzlomali-informaczionnoe-tablo-odesskogo-aeroporta-i-otobrazili-na-nem-oskorbitelnoe-vyrazhenie-v-adres-shvedskoj-eko-aktivistki-grety-tunberg/', 'http://reporter.com.ua/news/v7g617/']Hackers hacked into the information board of the Odessa airport and displayed on it an insulting expression against the Swedish eco-activist Greta Thunberg['Ukraine'] Ukraine

NPM packages facing an influx of malware Computerworld['France'] France

Breaking down the group of hackers who took over social networking fan pages['Vietnam'] Vietnam

U.S. Court Report North Korea's hacking organization, Thallium, opens phishing domain again this year['United States']United States

Vietnamese blockchain platform hacked by hackers['Vietnam'] Vietnam



Press Online :: World :: Hacked mysterious radio station of the Russian army['Russia'] Russia

Samsung Electronics, which was robbed by hacking, withdrew from the listing of a large-fish IT stock one after another…['South Korea']South Korea

Health confirmed the hacking of their emails and warned of possible scams['Argentina']Argentina

Club Metropole's social network is hacked; group publishes new profile['Brazil'] Brazil

Telex: Nvidia takeover of ARM stalled, Ransomware targeting law firm in Charlie Hebdo case, End of Firefox Lockwise support['France'] France

Amnesty International Indonesia Condemns Hacking of 8 ICW Members, Jokowi Must Investigate This Case['Indonesia']Indonesia

Hackers Hacked Bitcoin Wallets - Bilaxy Exchanges['China'] China

American hackers stole more than 200 thousand accounts of streaming services['United States']United States

A state published an explicit photo of a woman on its official account and then deleted it: They hacked us['Argentina']Argentina

Phishing: watch out for this fake email from Doctolib!['France'] France

FBI Hacked Smartphones of Anti-Racism Protesters['United States']United States

Telenor warns of phishing attempts ['Norway'] Norway

Hacker attack on pages related to the Musavat party['Azerbaijan']Azerbaijan

Experts have discovered a group of hackers from China attacking software developers['China'] China

ATMs hacked: Millions stolen by Nigerians from BHS['United Kingdom']United Kingdom

310 men who were robbed of money for calling massages on business trips... Arrested a bunch of phishing gang members['South Korea']South Korea

A good 40 percent of German companies experience cyber attacks['Germany']Germany

['http://cnnphilippines.com/news/2019/4/3/dict-npc-afp-investigation-data-breach-.html', 'https://news.abs-cbn.com/news/04/04/19/privacy-body-awaits-military-report-on-data-breach']Agencies step in to probe military data breach['Philippines']Philippines

Malware count reaches 750 million ['Turkey'] Turkey

The hacker attacks on the NRA, the Black Friday global platform continue, the EPP chose Maria Gabriel...['United States']United States

British security company suspected North Korean hacker group attacks African financial institutions['African countries']African countries

Published details of the activities of the hacker group Energetic Bear['Ukraine'] Ukraine

A South American hacker is offering Predator B documentation on the black market['South American countries']South American countries

In Orenburg, hackers tried to influence the voting results['Russia'] Russia

WINWIN SOFT, personal information leaked due to DB hacking['South Korea']South Korea

Member of the Bundestag : Traces of the attack on the FG government network lead to hackers from F['Germany']Germany

Comments - The new super cameras of the traffic police were hacked['Bulgaria'] Bulgaria

They accuse a programmer of Sony hacking and Wannacry virus - Tucumán News - News Agency - Diario de Tucumán['Japan', 'United States']Japan, United States

Defense Department falls victim to hackers['United States']United States

Joint Investigation Team Confirms About 990,000 Personal Information Hacking['South Korea']South Korea

Alleged robber of Kaspi Bank in Shymkent involved in hacking in Almaty['Kazakhstan']Kazakhstan

The authority warns: The malware was distributed widely as an e-mail attachment at the end of last week['Finland'] Finland

Losing millions to hacking : Industrial companies have serious IT breaches['Denmark']Denmark

Chris 21 payroll software provider hit by suspected ransomware attack['Australia']Australia

5 things to know today : NFL Draft , Spending bill , Data breach , Education bill , Sacred relics['United States']United States

Morgantown parking vendor reports data breach | 104 . 5 FM & 1440 AM | The Voice of Morgantown['United States']United States

Mumbai lawyer seeks Rs 15 lakh damages from Air India for data breach['India'] India

Tokyo Games organizers hit by data breach and info leak['Japan'] Japan

State officials warn of text phishing scam['United States']United States

Student in Sh24 million NCBA hack case loses M - Pesa code['Kenya'] Kenya

North Korea - based Lazarus Hackers Pretend as Lockheed Martin Offering Employment For Job Seekers['United States']United States

Westmount is victim of cyber attack ['Canada'] Canada

QuickSwap Lend Shuts Down Following Exploit | Crowdfund Insider['United Kingdom']United Kingdom

GATE Petroleum Company Announces Data Breach | Console and Associates , P . C . ['United States']United States

Turkish Group Using Phishing Emails to Hijack ...['Turkey'] Turkey

GateHub provides update on the $10 Million XRP Hack['Slovenia']Slovenia

Manufacturing Giant Aebi Schmidt Slammed by Malware Attack['Switzerland']Switzerland

BOC seeks help to probe hacking of own website['Philippines']Philippines

Civil Aviation Authority rubbishes ransomware extortion claim['Pakistan']Pakistan

FIR against unknown person who hacked into Zoom online class of Nirma varsity['India'] India

Netflix customers warned of phishing scam - Highland Radio - Latest Donegal News and Sport['Ireland'] Ireland

Hackers using fake profiles of IPS officials on Facebook for doing financial frauds['India'] India

Google bans major Chinese app developer CooTek over ad malware · TechNode['China'] China

Father Bill & MainSpring was targeted by a ransomware attack['United States']United States

Israeli cyberexpert detects China hack in Ottawa , warns against using Huawei 5G['Canada'] Canada



Protesters Want Action Over Alleged Abortion Data Breach['Ireland'] Ireland

LINCOLN COUNTY SITE HACKED : Hackers hit Lincoln County communications site['United States']United States

Russian hacking group Silence APT now aggressively targeting banks across Asia - Pacific['Asia - Pacific']Asia - Pacific

UNKPD warns of phishing email scams ['United States']United States

Malware hides as iOS jailbreak , Sucuri is insecuri , and China is about to get even worse['China'] China

['https://www.scmagazine.com/phishing-scam-compromises-data-on-25000-individuals-at-university-of-alaska/article/665470/', 'http://www.ktuu.com/content/news/University-of-Alaska-thousands-affected-by-data-breach-including-social-security-information-425538543.html']University of Alaska : thousands affected by data breach , including names , social security numbers['United States']United States

State computers hit with suspected malware attack['United States']United States

National Treasury Management Agency website closed over suspected hacking['Ireland'] Ireland

Hacked ! Must pay ransom ['United States']United States

Fake SEC Phishing Emails Target Execs for Inside information['United States']United States

2M USD értékű Windows RDP / SMB exploit dump['Hungary'] Hungary

Cybercrimals using phishing scams to steal cryptocurrencies['United States']United States

Reliance Jio data hack : Suspect motivated by lure of free recharge['India'] India

Abilene BBB issues warning on nationwide Malware scam['United States']United States

Kobe blames poor controls and profit focus for data breach['Japan'] Japan

Crown agency Cert NZ warns about Kovter malware being distributed on adult websites['New Zealand']New Zealand

Man Who Stopped Global Cyber Attack To Donate $10K Reward To Charity['Tuvalu'] Tuvalu

Lee County tax collector email hacked ['United States']United States

Twitter accounts hijacked using malware that injects JavaScript code and sends malicious tweets['Uganda'] Uganda

A Premiere Coaching Centre For Engineering Entrance Exams Was Hacked For Charging Exorbitant Fee['India'] India

Despite Bangladesh Bank heist , Philippines still exposed to cyber attacks['Philippines']Philippines

2 Circ . Rulings Rock Phishing Loss Coverage Landscape['United States']United States

Ransomware Abettor Sentenced ['United States']United States

Texas community bank falls victim to phishing scam['United States']United States

Researchers warn Android users of a new malware['Sri Lanka']Sri Lanka

Data breach at logistics company exposes customer names , numbers , busines financial info['United States']United States

Thousands of email addresses leaked in council data breach['Australia']Australia

Hackers target Robert Dyas to steal customer payment card details['United Kingdom']United Kingdom

Sophos XG firewalls hacked , hotfix ready . Texts wreck Apple iThings . Yup , business as usual in infosec world['United Kingdom']United Kingdom

ILOVEYOU Virus : 20 Years After the Malware Caused $10B Losses Worldwide['United States']United States

Stark warning of cyber attacks for CQ workers amid pandemic['Australia']Australia

Cybercriminals hack Montpelier supporter data['France'] France

Feds Warn Nation - State Hackers are Actively Exploiting Unpatched Microsoft Exchange , F5 , VPN Bugs['United States']United States

Honolulu Transit System Recovers From Cyber Attack['United States']United States

The hacker group carried out a series of attacks on the Russian fuel and energy complex. During the learning game['Russia'] Russia

Blackbaud Confirms Hackers Stole Some SSNs , as Lawsuits Increase['United States']United States

LSU Health says thousands may have had personal information exposed to hackers['United States']United States

Judge Truncates Sentence of Young Hacker Who Helped Islamic State['United States']United States

Following FireEye Hack , Ensure These 16 Bugs Are Patched['United States']United States

Sturdy Hospital in Attleboro sued over data breach['United States']United States

Govt denies cyber attacks caused power blackouts in India['India'] India

Phishing Alert: Norton Antivirus used as bait['Italy'] Italy

Banks, hackers still on the attack: savings and money in danger['Italy'] Italy

Group - IB: scammers use phishing disguised as Apple services['United States']United States

After the hack to the Ministry of Economy, they reveal which are the most dangerous viruses in Argentina['Argentina']Argentina

There is no such thing as free beer: Heineken warns of WhatsApp phishing campaign['Russia'] Russia

Voice phishing over the weekend is even more disastrous... Triple damage to cheap phones['South Korea']South Korea

Bangkok Bank AirAsia credit card hacked, amount of 5.5 thousand, 3 items used to pay for Facebook ads['Thailand']Thailand

Yogyakarta residents' accounts hacked, Rp. 509 million in cash disappeared in a short time['Indonesia']Indonesia

After a cyber attack – Belnet files a complaint['Belgium'] Belgium

Phishing fraudsters are attacking customers of the state utility company using the old company name['Hungary'] Hungary

US intelligence agencies hacked Parler ['United States']United States

Nobel is claiming that the page has been hacked 1033327 | The voice of time['Bangladesh']Bangladesh

Hacker captured 88 ETH from NFT project - shortly afterwards he transferred the amount back['Germany']Germany

Control your drinking water? Today's hackers don't just steal QQ numbers['China'] China



Phishing in Standoff ['Russia'] Russia

['https://www.yna.co.kr/view/AKR20190523160700051', 'http://www.viva100.com/main/view.php?key=20190522010007314', 'http://www.wikitree.co.kr/main/news_view.php?id=431093']Cheonho Ncare server hacked again... Leaked personal information of 33,000 members['South Korea']South Korea

Social media accounts of Kyrgyz activists are being hacked and attacked['Kyrgyzstan']Kyrgyzstan

EMPRESS hacked Red Dead Redemption 2['Russia'] Russia

Birthday hack Pemex week ['Mexico'] Mexico

Last minute cyber attack news: Two institutions made a statement!['Turkey'] Turkey

Sony Hack : George Clooney attacks the press for the hack of Sony Pictures['United States']United States

Tjahjo ensures that the dukcapil data is safe after the hack['Indonesia']Indonesia

Brazil accused "Russian hackers" of destabilizing the situation in the country['Brazil'] Brazil

This is how the Rogue0 hacker hit (again) the M5S['Italy'] Italy

The hack to the online consultation for salary equalization was not intentional['Spain'] Spain

Another malfunction at ABN Amro due to cyber attack['Netherlands']Netherlands

Phishing [ OVH ] - MacBidouille . com ['France'] France

Hacker attack, Brescia municipalities and schools also targeted['Italy'] Italy

Hackers hacked the internet's raunchy hate site - installing nasty malware['Finland'] Finland

Chilean/Mapuche. Lawyer of the Popular Ombudsman in Mapuche cases denounces hacking of communications and social networks['Chile'] Chile

Coin work, 70% of hacking damage notice is not kept… Hacking Coins Freeze 2/3['South Korea']South Korea

Some Smeg appliances have suffered a hacker attack['Italy'] Italy

Hackers earn cryptocurrency through Dutch routers['Netherlands']Netherlands

['https://www.theepochtimes.com/british-man-charged-in-new-york-with-hacking-into-bank-computers-stealing-millions_4458419.html', 'https://www.investing.com/news/world-news/british-man-charged-in-new-york-with-hacking-into-bank-computers-stealing-millions-2821848', 'https://www.coloradostar.com/news/272551219/british-man-charged-with-hacking-into-bank-stealing-millions', 'https://finance.yahoo.com/news/british-man-charged-york-hacking-185705215.html', 'https://www.today.ng/news/world/british-nigerian-man-charged-york-hacking-bank-computers-stealing-millions-423352']British - Nigerian man charged in New York with hacking into bank computers , stealing millions['United States']United States

Today the results of the investigation for computer hacking in the Personería will be delivered['Colombia']Colombia

Take a look at yourself ! Police warn of phishing on Facebook['Germany']Germany

Hackers who stole money from accounts using a virus were arrested in Transbaikalia['Russia'] Russia

Russian hackers targeted NATO personnel in Belgium and skynet users. be['Belgium'] Belgium

Automotive hose maker Nichirin hit by ransomware attack['Japan'] Japan

Data Breach Litigation Fed . Judge Grants Capital One Motion in VA Sup . Court['United States']United States

Model Sues Law Firm Over Data Breach - Infosecurity Magazine['United Kingdom']United Kingdom

Blue Shield of California Promise Health Plan Announces Data Breach | Console and Associates , P . C . ['United States']United States

Cyber Attack Suspected in Hartnell College Network Outage['United States']United States

Bored Ape NFT Owner Serves $1M Lawsuit against OpenSea over Recent Hack['United States']United States

Hapag - Lloyd Targeted in Possible Spear Phishing Cyber Attack['Germany']Germany

City of Ottawa issues warning about parking ticket phishing scam['Canada'] Canada

Hacker Charged With Extorting Online Psychotherapy Service – Krebs on Security['United States']United States

Firefox Browser Hacked In 8 Seconds Using 2 Critical Security Flaws['United States']United States

Colonial fights charges of  ad hoc  response to pipeline hack['United States']United States

Over 1 , 600 hacking attempts against industry , energy fields : data['South Korea']South Korea

Esteem Publications Tweets Antisemitism & Then Claims They Were Hacked['Israel'] Israel

Chandrababu , Mastermind Behind Data Breach Involving AP Voters : Mohd Iqbal['India'] India

Rutland Regional : 74K affected by data breach['United States']United States

Hackers breach US license plate scanning company['United States']United States

Lewes Board Of Public Works Warns of Possible Hacked Personal In - WBOC - TV 16 , Delmarvas News Leader , FOX 21['United States']United States

AK : RIA unlikely to be fined over mass photo hack , victims not compensated['Estonia'] Estonia

RBS data breach row : Whistleblower raises concern['United Kingdom']United Kingdom

GEMA : Malware discovered within its computer system['Germany']Germany

KRP : At least 1 , 000 devices compromised in data breach in Lahti['Finland'] Finland

  Kerala Cyber Warrior hack Hindu Mahasabha website , ask right - wing group leader to  lose your weight before losing your brain  ['India'] India

Chicago Attorney Makes History With Equifax Data Breach Lawsuit['United States']United States

Police to sell hacker $1 . 1 million Bitcoin stash to compensate victims['Japan'] Japan

Parent raised alarm over Ministry for Culture and Heritage data breach['New Zealand']New Zealand

Ministry probes medical data breach claims['Malaysia']Malaysia

On The Border Restaurant Chain Suffers 27 - State Data Breach['United States']United States

2 , 000 Ethereum From Upbit Hack on the Move['South Korea']South Korea

Facebook Hack Gave Boss Unclean Hands , Workers Tell 3rd Circuit['United States']United States

Cisco Talos warns of new Cryptolocker ransomware campaigns['United States']United States

Abortion remark came from hacker , candidate says – Arizona Capitol Times['United States']United States



Scam alert : Hackers using airline name for identity theft['United States']United States

FireEye data leak : Mandiant hackers post second data dump taunting cybersecurity firm['United States']United States

Crab Orchard School Computers Hacked['United States']United States

Homeland Security Told States About Russian Hacking Attempts with a Phone Script['United States']United States

Man arrested for allegedly hacking Indonesian Press Council website['Indonesia']Indonesia

NiceHash Hack Raises Questions About Bitcoin Mining['United States']United States

NAB releases new security policy after data breach['Australia']Australia

Police to call up Lowyat . net admin over data breach report['Malaysia']Malaysia

Two Central Texas employers fall for W - 2 email phishing scam['United States']United States

NIS America suffers data breach , offers customers , er , $5 as compensation['United States']United States

Email hack on ATI Physical Therapy breaches data of 35 , 000 patients['United States']United States

TÜV Rheinland exposes inverter , battery hacking vulnerabilities – pv magazine International['Germany']Germany

The Daily Chase : New BMO data breach details emerge ; metal tariffs loom - Article['Canada'] Canada

Child porn trial told remote hack not possible['Canada'] Canada

Attackers targeting World Cup fans with  Golden Cup  Android app loaded with spyware['Russia'] Russia

UAE suffers  disproportionate  number of cyber attacks , especially in run up to Dubai Expo 2020['UAE'] UAE

City officials : Hackers targeted more than 4 , 000 customer utility accounts['United States']United States

Defense contractor sentenced to prison for installing malware on Bragg computers :: WRAL . com['United States']United States

Ransomware crims target easily exploitable Zyxel vulnerability['Australia']Australia

Kenya cyber attacks up by half to 37m in one quarter['Kenya'] Kenya

Data Breach Lessons from Recent Robinhood Lawsuit | Pietragallo Gordon Alfano Bosick & Raspanti , LLP['United States']United States

Ransomware Jerks Helped Cause the Cream Cheese Shortage['United States']United States

Criminals Launder Coronavirus Relief Money , Exploit Victims Through Popular Apps['United States']United States

Russian hacker group REvil claims massive attack on televangelist Kenneth Copeland['United States']United States

Laurentian U . fends off cyber attack ['Canada'] Canada

QIMR Berghofer investigates suspected Accellion data breach['Australia']Australia

US and Bulgarian authorities disrupt NetWalker ransomware operation['Bulgaria'] Bulgaria

What happened when a ransomware attack hit Pottawatomie County , Kansas . ['United States']United States

Accellion taps Latham as fallout spreads from data breach['United States']United States

Hacking prevents locating 150 children who require outpatient surgery in Tibás['Costa Rica']Costa Rica

The number of hacker attacks in October was the largest since April, according to the Cyber Authority. He records 19 of them['Czech Republic']Czech Republic

MEP restores computer systems after hack threat['United States']United States

Sernac says that the hack has not affected other public bodies: It hopes to normalize its system in the coming days['Chile'] Chile

Ukrzaliznytsia was hacked ['Ukraine'] Ukraine

Hackers attacked trains in Poland? ['Poland'] Poland

Banks restore stable operation of systems after a cyber attack['Ukraine'] Ukraine

Khamenei's speech hacked: on fire and with a rifle scope['Iran'] Iran

Hackers stole money from clients of Pakistan's leading bank['Pakistan']Pakistan

US residents face 30 years in prison for hacking corporate email['United States']United States

Asl Napoli 3 Sud: the vaccine booking service has been interrupted due to a probable hacking of the system['Italy'] Italy

Phone numbers of WhatsApp users leaked on Google search, increased risk of hacking and spam['India'] India

Hacking loot amounted to $7.7 billion in cryptocurrencies in 2021['France'] France

Phishing, vishing, skimming and "Lebanese noose": how savings are stolen from bank cards of Tatarstan residents['Russia'] Russia

A cyber attack on the Hillel hospital - voila! news['Israel'] Israel

The Ministry of Justice also hacked emails... Confidential system no impact['South Korea']South Korea

Twitter Hack Linked to Arrests of Saudi Dissidents['Saudi Arabia']Saudi Arabia

Fraudsters in Yaroslavl, hacked into the network of the deputy, Yaroslavl news['Russia'] Russia

KSEB site hacking points to cyber security lapses of government institutions['India'] India

Trump: US carried out cyber attack on Russian trolls in 2018['Russia'] Russia

Bonus covid 19, Inps site in tilt and privacy at risk: And hacking - Corriere di Ragusa['Italy'] Italy

Police already hacked EncroChat servers in 2019['France', 'Netherlands']France, Netherlands

The center of Gamaleya was hacked during the development of the Sputnik V vaccine['Russia'] Russia

Coronavirus: NSSO warns against phishing attempts by telephone['Belgium'] Belgium

Hacking of Activists and Media Violates the ITE Law, ICJR Rates the Police Not Responding['Indonesia']Indonesia

Hacking 2,300 IP cameras in other people's homes, stealing privacy, 20-year-old released from appeal['South Korea']South Korea



Hacker attack on the university: No sensitive data obtained['Germany']Germany

State institution lost NOK 100 million in data breach['Norway'] Norway

91 Million Users' Personal Data Was Hacked, idEA: Not Tokopedia's Fault['Indonesia']Indonesia

Equifax is still paying for its data breach: $1.4 billion in damages. dollars keeps going up['United States']United States

Vice Minister on hacker attack on portals: it is worrying that we are still vulnerable['Lithuania']Lithuania

The US Department of Homeland Security joined the investigation of a cyber attack on the Ukrainian energy grid['Ukraine'] Ukraine

Cryptocurrency exchange is also responsible for hacking damage, first ruling for damages['South Korea']South Korea

Explorer hacked Live Tiles in Windows ['Russia'] Russia

Email suddenly sent by the boss, turns out to be a hacking bait['South Korea']South Korea

Facebook hacking is under investigation, no comment now: Home Minister – Bartaman Kanho['India'] India

Millions of downloads with malware ['Finland'] Finland

Jusapol denounces the hacking of the voting website on equalization['Spain'] Spain

300% increase in data breach rates ['United Arab Emirates']United Arab Emirates

Hacked Three Times, This Is What Diskominfo Will Do to Protect the Solo City Government Website['Indonesia']Indonesia

Authority employee allegedly made unauthorized searches - prosecuted for data breach['Sweden'] Sweden

Hackers named new names of Olympic participants caught doping['Kazakhstan']Kazakhstan

7,000 pieces of malware target connected objects, says Kaspersky Lab['France'] France

Gekås hit in large-scale hacker mess ['Sweden'] Sweden

Hackers cracked Denuvo's security in the game Agents of Mayhem / vlasti. net['Ukraine'] Ukraine

Hackers leak dream reinforcements on America's page['United States']United States

Real's Facebook fan page hack! ['Bangladesh']Bangladesh

3 Turkish Hackers Giving Lessons to World's Companies Cyber Attack['Turkey'] Turkey

They confirm prosecution for threats to the person who hacked the account of the Ministry of Security['Argentina']Argentina

Israeli phone hacking firm stops sales to Belarus and Russia['Belarus', 'Russia']Belarus, Russia

The FBI Got Hacked | The Cyber Show , Ep 10 by ThreatAdvice['United States']United States

Kansas Identity Theft Spike Could Be Linked to Data Breach['United States']United States

Feds : State employee got unemployment while still working , hacked accounts['United States']United States

Santa Fe Imaging , Santa Fe Radiology patients victims of ransomware attack['United States']United States

Lazarus Hacker Group Lures in Targets with Fake Job Offers['United States']United States

What the Tech : Facebook Profile Hacks - WCCB Charlotte CW['United States']United States

Porn and Putin - focused hacks of charging stations drive new cybersecurity steps for an EV boom['Russia'] Russia

Are Samsung smartphones safe ? THIS Samsung device HACKED thrice in hacking competition ; Details here['South Korea']South Korea

Phishing Scam Targeting Chase Bank Customers Surfaces In Area['United States']United States

Business hotspot Truluck reports data breach at 8 restaurants['United States']United States

Flash Briefing : Bitcoin jumps 33 % in week ; WhatsApp hacked ; Discovery , Shoprite , Vodacom , Kumba . ['South Africa']South Africa

Minister admits Government does not yet know how many Brits might be affected by WhatsApp  spy  hack['United Kingdom']United Kingdom

Massive data breach put personal information of more than 20M people at risk['United States']United States

Egypt hackers attack Ethiopian sites as Nile dam talks falter['Ethiopia'] Ethiopia

Sports industry urged to reform cyber security after £1m Premier League phishing scam['United Kingdom']United Kingdom

Hacker Uploads Documents to WHO , UNESCO Websites['Russia'] Russia

Seven Russian Agents Face Charges For Hacking U . S . Nuclear Power Company - Energy and Natural Resources['United States']United States

Threat Actors Use Credential Dumps , Phishing , ... ['United States']United States

Customer data from Best Western and other hotels exposed in massive data breach['United States']United States

January averaged 1 data breach per day['United States']United States

Government failed to protect BHIM from hackers : Congress Latest News['India'] India

Data breach exposes Killeen school district employees online['United States']United States

NSA leaker bust gets weirder : Senator claims hacking is wider than leak revealed • The Register['United States']United States

Malvertising redirecting victims to exploit kits['United States']United States

TPR suffers security breach as computer infected with ransomware['USA', 'Canada']USA, Canada

Phone hacking : British journalist arrested['United Kingdom']United Kingdom

Abine offers free month of DeleteMe for Equifax data breach victims['United States']United States

Equifax to refund $5 fee to data breach victims who paid for credit freeze['United States']United States

Mystery email account may shed light on data breach involving 46m Malaysian mobile phone users['Malaysia']Malaysia

Notorious Cyber Attack Group Active In India['India'] India

Hacking Into Nasa ['United States']United States



Brit cyber warriors fight off two hacking attempts against the state every day['United Kingdom']United Kingdom

Cybercriminals Launch Invincible Malware Attacks On ATMs In 40 Countries['40 Countries']40 Countries

Appeals Court Dismisses VA Data Breach Lawsuit['United States']United States

Expedia subsidiary faces major hack – Travel Weekly['Australia']Australia

Culture Secretary slams Facebook for data breach ... right before he admits his own app did the same['United Kingdom']United Kingdom

No Celebration For Yahoo ! Data Breach Claims Survive Motion To Dismiss['United States']United States

Thousands of Coast residents  exposed  in mass data breach['Australia']Australia

Car Phishing Operation In Mission Viejo ['United States']United States

Makers of iPhone Unlocking Box GrayKey Suffer Data Breach ; Extortionists Demand 2 BTC['United States']United States

New Malware Attack Abuses Code - Authorizing Certificates['United States']United States

TAMIU student arrested for alleged data breach['United States']United States

Gamma ransomware guilty for California hernia institute data breach - 2 - spyware . com['United States']United States

FBI pays highest ever fee to hack iPhone of San Bernardino shooter | Americas| North and South American news impacting on Europe | DW['United States']United States

  FakeSpy  Returns Targeting US , China , united kingdom , Japan , But Expert Alerts About Pre - Installed Malware Threat['US', 'China', 'United Kingdom', 'Japan']US, China, United Kingdom, Japan

Lidovky : Ministry of Interior also victim of hackers last week | Radio Prague International['Czech Republic']Czech Republic

Frost & Sullivan suffers from global data breach ( Includes interview )['United States']United States

U . S Feds Nab Cybercriminals Running Several Phishing and Ransomware Attacks['United States']United States

27 victims in Spore lost at least S$109 , 000 in phishing scams since November 2021['Singapore']Singapore

On Facebook , Libyan Hacking Group Pledges Allegiance To ISIS , Calls On Groups , Individuals To Take Part In  Electronic Resistance , Hacks Libyan Government Website['Libya'] Libya

Phishing Campaign Targets 200M Microsoft 365 Accounts['United States']United States

['https://tech.walla.co.il/item/3512084', 'https://www.calcalist.co.il/calcalistech/article/skrhvq6y5', 'https://www.jewishpress.com/news/israel/iranian-hackers-penetrate-emails-impersonate-senior-israeli-officials/2022/06/14/', 'https://www.bnnbloomberg.ca/suspected-iranian-hackers-targeted-ex-israeli-officials-1.1778521', 'https://www.ynet.co.il/news/article/bykfrdafq', 'https://siliconangle.com/2022/06/14/spear-phishing-campaign-targets-israeli-officials-former-us-ambassador/', 'https://www.9tv.co.il/item/46425', 'https://www.kikar.co.il/420994.html', 'https://news.walla.co.il/item/3513267', 'https://www.jpost.com/israel-news/article-709374', 'https://threatpost.com/phishing-attack-israeli-officials/179987/', 'https://www.calcalist.co.il/calcalistech/article/hj38kahf9', 'https://www.7kanal.co.il/News/News.aspx/240683', 'https://www.jpost.com/breaking-news/article-709359', 'https://www.ynet.co.il/digital/technews/article/ryebctstq', 'https://www.ynetnews.com/business/article/bj0hi1itq', 'https://ria.ru/2022Iranian hackers carried out a sophisticated attack on Israel['Israel'] Israel

ISIS Hackers Claim Dozens Of Hacking Operations['Russia'] Russia

Americans hack gas stations and fill up for pittance['United States']United States

Android 13 hacked a week after the release of the final version['Russia'] Russia

K-Defense Agency and ADD hacking attempts surge amid popularity of defense industry … 32,646 cases over 5 years['South Korea']South Korea

Massive hacking attack targeted O2. The operator was shelled for several days['United Kingdom']United Kingdom

Hacking VAT channels in hotels ['Canada'] Canada

FHM closes database after attempted data breach['Sweden'] Sweden

Warsaw . The 27 - year - old hacker defeated all security measures . He hacked into the Trusted Profile of 239 people['Poland'] Poland

FakeCop - aka FakeSpy - aka Roaming Mantis - malware is spread to Finns' phones and the phone number is connected to iCloud billing - Tietoturva['Finland'] Finland

Trump warms up engines for 2020: Islamophobic image and the alleged return of Russian hackers['United States']United States

Hundreds of thousands of members of one of the loyalty programs hacked in the UK['United Kingdom']United Kingdom

Bloomberg: A cyber attack targeting 200 destinations around the world['Israel'] Israel

Healthcare employee charged with data breach - read patient records without permission['Sweden'] Sweden

Hacking attack on Libyan general. Tens of thousands of victims['Libya'] Libya

The same malware tormented Finns for a long time - now it's over['Finland'] Finland

Hacker who carried out DDOS attacks on World of Warcraft servers went to jail['Russia'] Russia

Warn the school about phishing attack email domain dongthap . gov . VN . | Education & Law['Vietnam'] Vietnam

Inside - IT : Spital Wetzikon fends off Malware Emotet almost unscathed['Switzerland']Switzerland

Sragen SID Server Hacked, Only 1 Village Survived['Indonesia']Indonesia

Paying without a PIN and signature: Researchers hack Visa's 50 euro limit['Germany']Germany

Another robbed virtual currency exchange... Kyu's blind spot turned into a hacking lawless zone['South Korea']South Korea

Hackers hacked into the website of the MinVOT and sent spam through it['Ukraine'] Ukraine

Hacking domestic adult sites... Leaked information of 37,000 members['South Korea']South Korea

Arrested in Puente Genil for defrauding a company through hacking - Province['Spain'] Spain

Employee at Försäkringskassan charged for data breach['Sweden'] Sweden

Sparkasse : Mail legitimation for your customer account is phishing['Germany']Germany

RTF . 1 - Malware : One year after # WannaCry['United Kingdom']United Kingdom

The Chinese hacker group behind the targeted attack on Da Nang['Vietnam'] Vietnam

Attempt to change the result through hacking: 4 members of the question leak gang were arrested in Sylhet['Bangladesh']Bangladesh

Hackers bypass Twitter's security ['United States']United States

hackers use malware infect atm delhi steal lakhs rupees ttec['India'] India

Mumbai cops find salary accounts with Axis Bank hacked['India'] India

The telephone system of Moss district court hacked['Norway'] Norway

Hackers sold aviation information for 1.5 million yuan, 360 mobile phone guards reminded to beware of precise fraud in ticket refund and change - ITBEAR Technology Information['China'] China



America suffers hacking and denies signings of the Rabbit and Chucky['United States']United States

24,467 cyber attacks on agencies affiliated with the Ministry of Industry over 10 years['Indonesia']Indonesia

Hackers use SquirrelWaffle malware to hack Exchange servers in new campaign['United Kingdom']United Kingdom

Someone Hacked the MTA ['United States']United States

People urged to avoid Cork University Hospital ED as HSE cyber attack impact causing  extreme delays['Ireland'] Ireland

Data Breach Settlement : BJC HealthCare Agrees to Put $2 . 7M Into Email Security['United States']United States

Today D Brief : EU prepares for gas rationing ; Moscow expanding invasion ; Czechs want F - 35s ; Chinese , Russian , DPRK hackers are busy ; And a bit more . ['European Union', 'Czech Republic']European Union, Czech Republic

Washington District Recovers Website After Finalsite Hack['United States']United States

Nigerian Admits in US Court to Hacking Payroll Company['United States']United States

Law Enforcement Health Benefits Plan Ransomware Attack Impacts 85K['United States']United States

Dallas Central Appraisal District launches new website in wake of hack['United States']United States

Equifax expects fines from US regulators over data breach['United States']United States

Data breach at Papa Del may have exposed customer card info['United States']United States

Fraud , Cyber Attacks , and Phishing Follow Christchurch Attack['New Zealand']New Zealand

IoT Attackers Exploit Four Year - Old Router Flaw - Infosecurity Magazine['United Kingdom']United Kingdom

Software in Rajasthan Kota hacking Railway tatkal system['India'] India

Should Investors Worry About Nvidia Latest Hack ?['United States']United States

Wieden+Kennedy Employees Exposed to a Data Breach['United States']United States

WATCH LIVE 2 : p . m . Mayor Cantrell updates recovery efforts after December cyber attack['United States']United States

Hacker admits she stole 100 , 000 XRP in Australian crypto heist['Australia']Australia

Ashley Madison hack links workplace misconduct and infidelity['Australia']Australia

Athens man sues local health agency for data breach['Greece'] Greece

Data breach :  Star - struck  police wrong to hand gun registry contract to SAP['Germany']Germany

Hacked WhatsApp Accounts Used by Scammers to Leach Donations Pretending to Buy Oxygen Machines for India['India'] India

Following serious cyber attack , ECMC restoring online systems['United States']United States

NAO to investigate NHS cyber attack ['United Kingdom']United Kingdom

A Hack Used to Plunge Ukraine Into Darkness Could Still Do Way More Damage['Ukraine'] Ukraine

50 sim cards recovered from hacker accused of Jio data breach['India'] India

What you need to know about the Petya and WannaCry cyber attacks['Ukraine', 'United States', 'United Kingdom', 'Russia']Ukraine, United States, United Kingdom, Russia

Hetzner hack : Top South African web host hit with mega['South Africa']South Africa

A Basic Z - Wave Hack Exposes Up To 100 Million Smart Home Devices['United States']United States

Bank Hackers Set up  Enormous Network  to Mine Bitcoin for Laundering Money['United States']United States

Chamber Issues Statement on Phishing Emails['United States']United States

Why is Meetup Site Down ? Hacker Attempts to Extort $300 From CEO Scott Heiferman['United States']United States

Hackers target key hardware of government networks - Kuwait Times['Kuwait'] Kuwait

Judge pares down Lyft driver lawsuit against Uber over  Hell  spyware['United States']United States

Fort Worth Battles Barrage of Cyber Attacks['United States']United States

TrendLabs - Malware Blog - FakeSpy Android Information - Stealing Malware Targets Japanese and Korean - Speaking Users - CSO['Japan', 'South Korea']Japan, South Korea

A Costly CIA Mistake , a Campaign Hack , and More Security News This Week['United States']United States

Construction company accuses West Kowloon Cultural District Authority of hacking into its computer system['Hong Kong']Hong Kong

Over 26m malware attacks aimed at Indian businesses during July - September['India'] India

['http://articles.economictimes.indiatimes.com/news/defence/north-korean-hackers-targeted-tamil-nadu-nuclear-plant-top-nuclear-scientists-south-korean-intel-group/articleshow/71917299.cms', 'https://www.ndtv.com/india-news/north-korean-hackers-may-have-targeted-isro-during-moon-mission-report-2129587', 'https://navbharattimes.indiatimes.com/state/other-states/bangalore/chennai/seoul-based-group-claims-north-korean-hackers-targeted-tamilnadu-nuclear-plant-and-experts/articleshow/71916129.cms', 'https://eandt.theiet.org/content/articles/2019/10/cyber-attack-on-india-s-largest-nuclear-power-plant-confirmed/', 'https://www.sify.com/news/cyber-attack-was-in-administrative-block-of-kudankulam-not-in-nuclear-plant--jitendra-singh-news-national-tluoGddgfbici.html', 'https://www.thenews.com.pk/print/546031-hackers-target-un-humanitarian-organisations', 'https://www.ibtimes.com/hackers-target-un-humanitarian-organizations-lookout-2853163', 'https://scroll.in/latest/943515/kudankulam-cyber-attack-russian-diplomat-says-nConfirmed: North Korean malware found on network of Indian nuclear power plant, following infection rumors on Twitter['India'] India

Sask . Polytechnic , Moose Jaw police warn of phishing scam['Canada'] Canada

Phishing campaign targets Americas with new variant of Loda RAT['United States', 'Canada', 'Mexico', 'Brazil', 'Argentina']United States, Canada, Mexico, Brazil, Argentina

EXCLUSIVE REvil hackers  hold second US firm to ransom['United States']United States

Select Express & Logistics Provides Notice of a Data Breach['United States']United States

BREAKING : Carriers Notified Of Hacker Data Breach Of TQL IT Systems['United States']United States

Hackers post NHAI data online , say there more - india news['India'] India

Maine Cancer Foundation announces data breach['United States']United States

New Jersey Keylogger Hacker Jailed - Infosecurity Magazine['United States']United States

VSP warns of phishing scam ['United States']United States

Georgetown County rebuilds computer network after hacking['United States']United States

Cyberespionage malware threatens PH ['Philippines']Philippines

The official website of BPKAD Kota Bekasi was hacked, so far it is not accessible['Indonesia']Indonesia

Moscow City Court leaves one of the alleged REvil hackers under arrest['Russia'] Russia



Malware alert: These bogus antiviruses are draining your bank account!['France'] France

Users of the popular messenger were at risk of hacking['Azerbaijan']Azerbaijan

[National Supervisory Service] KEPCO, insufficient response to communication network hacking... Possible lawsuit against LG U+['South Korea']South Korea

Cyber crime - malware costs companies millions['Austria'] Austria

Mobile phone SIM card cloned assets hacked one after another['South Korea']South Korea

The risks of hacking the Senate: the servers are still not working after 14 days['United States']United States

American School App Hacked Sending Indecent Images['United States']United States

Herningenser hacked into thousands of intimate photos['Denmark']Denmark

Europol: bank account hackers arrested in the Netherlands['Netherlands']Netherlands

Hackers Fail to Retrieve Stolen Money Worth 1 Million US Dollars, Actors Forget About This['Indonesia']Indonesia

Billions in damage from cyber attacks ['Germany']Germany

The General Staff warned of dangerous e-mails warning about Iranian drones: they contain malware | Society['Iran'] Iran

The National Police warns of a new phishing attack that impersonates Correos['Spain'] Spain

Credit union phishing damage, not the cause of security problems ... Smart phone hacking (trend) - NSP Communications['South Korea']South Korea

Twitter account of Afghan Embassy in India hacked['India', 'Afghanistan']India, Afghanistan

8 game companies hacked and seriously hit - 02/14/2021['Brazil'] Brazil

MSI Users Targeted by Hackers ['Turkey'] Turkey

How hackers stole data from covid researchers?['Mexico'] Mexico

Three Economic Development employees are separated from their jobs after cyber attack['United States']United States

The Ashley Madison case: the hack that undressed 39 million infidels['United States']United States

Solo City Government Official Website Hacked by Clan Cookies['Indonesia']Indonesia

Group-IB top manager accused of hacking social networks and selling stolen passwords['Russia'] Russia

IRS Alerts About Phishing Emails To Steal Taxpayer Information | Univision 23 Dallas Ft. Worth KUVN['United States']United States

Sberbank suffered about 2,000 damages over six months. various types of cyber attacks['Russia'] Russia

Buying a soccer team, the frustrated objective of the leader of the hackers who robbed banks in Mexico['Mexico'] Mexico

Do not pay a ransom!: Many Varois victims of blackmail after the hacking of several million e-mail addresses['France'] France

The municipality's mail system compromised and used for sending phishing mails['Denmark']Denmark

macro : cyber attack on the power grid - entertainment magazine , 3sat , 23 . 06 . 2019, 06:15 a.m. - Broadcast on TV - Program - TV & Radio['Austria'] Austria

Hackers Take Advantage of LinkedIn's Global Boom in Colombia's Main News Radio Santa Fe 1070 am['Colombia']Colombia

Hiding Behind Adult Content, New Malware Sneaks ...['Indonesia']Indonesia

The post office brought a letter from China, along with a CD-disk saturated with malware - strange phenomena in Yankee agencies['United States']United States

Kurgan chose punishment for a hacker who attacked a government website for bitcoins['Russia'] Russia

Data theft: Worst RUAG hacking reported - Switzerland['Switzerland']Switzerland

Daebeop Cyworld Hacking … No responsibility for alimony paid by SK Communications['South Korea']South Korea

Sparkasse : Phishing - Mail Important security notice at is dangerous['Germany']Germany

The Crowd Machine project has been hacked. The cost of the token fell by 85% :: RBC. Crypto['Russia'] Russia

Military WannaCry Ransomware Response Level Upgraded Infocon - Diodeo['South Korea']South Korea

Pakistani hacker hacked central school website 1162025['Pakistan']Pakistan

Fake SMS from DHL spreads malware, the attack targets ČSOB clients['Czech Republic']Czech Republic

Uber hack, cloned dogs and Arabian doors: science news in 3 minutes and in ultra-short['France'] France

So fully even in the Czech Republic. The CSIRT warns of a wave of phishing on social networks['Czech Republic']Czech Republic

Really pay!!! Hosting company in Korea got hit by Ransomware!!! Prepare to pay 397 . 6 BTC ( 34 million baht )!!! Unlock files!!!['South Korea']South Korea

The Xunta will give free legal assistance to teachers affected by the hack of the IES García Barros['Spain'] Spain

Tflix under pressure: Hacker kidnaps the new life of Black, the new red, and urges infidelity['Israel'] Israel

Sources : Staged cyber attack reveals vulnerability in power grid['United States']United States

Ameriprise Financial , Inc . Announces ( Another ) Data Breach | Console and Associates , P . C . ['United States']United States

Law firm mulls class action over NDIS software provider data breach['Australia']Australia

Benefit Plan Administrators , Inc . Announces Data Breach | Console and Associates , P . C . ['United States']United States

RUNE Coin Loses 11 % After Hackers Drain $7 . 6M From THORChain  Chaosnet  Exploit['United States']United States

BONOKOSKI : Toronto lab tracked down critics getting hacked in Poland['Poland'] Poland

The Physician Spine and Rehabilitation Specialists of Georgia Reports Data Breach , Possible Ransomware Attack | Console and Associates , P . C . ['United States']United States

DC transit authority social media accounts hacked with obscene Twitter posts['United States']United States

Three - Second Viral TikTok and Instagram Hack Exposed['United States']United States

AvosLocker Claims Responsibility For Christus Health Ransomware Attack['United States']United States

Privacy & Information Security Law Blog : united kingdom Supreme Court Gives Morrisons Permission To Appeal Data Breach Class Action - Data Protection['United Kingdom']United Kingdom



Hackers get away with $20 million in twin attacks on Ankr and Helio['United States']United States

['https://www.afrc.af.mil/News/Article/1716445/afcyber-evaluates-airmen-with-spear-phishing-emails/', 'https://www.schriever.af.mil/News/Article-Display/Article/1716445/afcyber-evaluates-airmen-with-spear-phishing-emails/', 'https://www.usafa.af.mil/News/Article/1716445/afcyber-evaluates-airmen-with-spear-phishing-emails/', 'https://www.businessinsider.com/air-force-practiced-spear-phishing-attacks-on-airmen-in-europe-2018-12', 'https://www.af.mil/News/Article-Display/Article/1716445/afcyber-evaluates-airmen-with-spear-phishing-emails/', 'https://www.amc.af.mil/News/Article-Display/Article/1716445/afcyber-evaluates-airmen-with-spear-phishing-emails/']Air Force practiced spear phishing attacks on airmen in Europe['Europe'] Europe

Systems managers and CEO are dismissed and sued after massive health data breach['United States']United States

Supply Chain Pilots Advance , Bitcoin Decentralization Improves , Hacks Continue , Foreign Regulations Evolve | BakerHostetler['United States']United States

SAM Home Security Boosts Revenues for Israel Largest Telco , Prevents Thousands of Cyber Attacks Per Week['Israel'] Israel

Hashtag Trending – Apple suspends human voice analysis ; Android app infected with malware ;['Canada'] Canada

Bitcoin investor lost $24 million of crypto to SIM swap hackers['United States']United States

British hacker who masterminded cyber attack on Liberian telecoms firm jailed for nearly three years['Liberia'] Liberia

Church investigates data breach ; Checkers expands malware probe['United States']United States

Pilz is recovering from a  major  ransomware attack - Drives and Controls Magazine['Germany']Germany

City leaders provide updates on cyber attack , Carrollton Water Plant incidents['United States']United States

PH privacy watchdog probes airlineslate report of massive data breach['Philippines']Philippines

Medical worker in Kilmarnock suspended over data breach['United Kingdom']United Kingdom

Russian malware detected in US electricity utility['United States']United States

American Hacker Arrested For 2014 JP Morgan Chase Breach['United States']United States

Cincinnati Eye Institute : possible data breach['United States']United States

Hacked Home Routers are Launching Brute Force Attacks on WordPress Sites['United States']United States

ASIA NEWS BITES : North Korea Compares Trump to Hitler ; China Among Worst Human Traffickers ; Cyber Attack Sweeps Globe['China'] China

The Witcher 3  developers CD Projekt Red blackmailed by hackers holding  Cyberpunk 2077  documents » Manila Bulletin Technology['Philippines']Philippines

Wilshire Law Firm Files Lawsuit Against Brooks Brothers For Retail Data Breach['United States']United States

Report : Average enterprise data breach cost rises to $1 . 3M['United States']United States

A . G . Schneiderman Announces $700 , 000 Joint Settlement With Hilton After Data Breach Exposed Hundreds Of Thousands Of Credit Card Numbers['United States']United States

Shoppers warned after major supermarket chain hit by malware['United Kingdom']United Kingdom

Hacker steals sensitive data on US weapons in four['United States']United States

Telco says will help MCMC probe alleged data breach['Malaysia']Malaysia

Hackers loot millions of rupees from 600 bank accounts['Pakistan']Pakistan

Conexus warns of phishing scam in Saskatchewan['Canada'] Canada

Ethereum price LIVE : ETH sinks south as investors lose $1 million in BeeToken hack | City & Business | Finance['United Kingdom']United Kingdom

Blue Shield of California Reports PHI Data Breach['United States']United States

Change of stRATegy ? Cybercrime group TA505 tests new tRAT malware['United States']United States

Botnet Watch : Anubis Mobile Malware Gets New Features['United States']United States

Delete these Android beauty apps with malware now : Beauty Plus , Beauty Cam and more['India'] India

Charming Kitten Hackers Impersonate Journalist in Phishing Attacks['Russia'] Russia

Amid Its Covid - 19 Crisis , China Was Still Hacking Uighur iPhones['China'] China

Former US Intelligence Analysts Sued For Hacking A Saudi Activist Phone On Behalf Of The United Arab Emirates['Saudi Arabia', 'United Arab Emirates']Saudi Arabia, United Arab Emirates

Hall Democrat virtual meeting filled with hacker racist comments against Senate candidate Raphael Warnock['United States']United States

Phishing Scam Targeting Nurses ['United States']United States

Hackers Exploit Backdoor Built Into Zyxel Devices['United States']United States

NCC orders phone recall over malware ['Nigeria'] Nigeria

Archdiocese Officials Say Ransomware Attack Did Not Compromise Data['United States']United States

Hacker claims he gained access to U . S ., Canadian Emergency Alert Systems['United States', 'Canada']United States, Canada

Report : Hackers , Possibly Iranians , Derail Shipment of Covid - 19 Vaccines to Israel | The Jewish Press - JewishPress . com | David Israel | 28 Kislev 5781 – December 13 , 2020['Israel'] Israel

Hanford reportedly a target of Russian hackers in nationwide infiltration of federal agencies [ Tri - City Herald ( Kennewick , Wash .)] ['United States']United States

Direkt36 : Opposition Media Owner Also Surveilled by Pegasus Spyware['Hungary'] Hungary

MirrorBlast phishing campaign targets financial companies['United States', 'United Kingdom']United States, United Kingdom

Service NSW deploys secure data transfer app after phishing attack['Australia']Australia

Terni, hacker attack on the computer system of the ASL Umbria 2: Possible theft of patient health data['Italy'] Italy

Less used social media accounts started getting hacked['Pakistan']Pakistan

VR - SecureGo: With this phishing mail, scammers want to get your data['Germany']Germany

Provisional detention of first defendant confirmed in Phishing case['Panama'] Panama

Phishing: Banco Provincia is sentenced to pay a fine of $600. 000['Argentina']Argentina

BI Becomes the Target of Hackers, This is the Step of the Ministry of Communication and Information['Indonesia']Indonesia

Hackers are actively exploiting a critical vulnerability in SonicWall SMA['Russia'] Russia

US finds Emotet, data-stealing malware spreading worldwide via email['Thailand']Thailand

Watch out for your PCs! More than 34 million new malware discovered in 2022['France'] France



Prosecutor's Office works with Interpol to locate the Treasury hacker['United States']United States

GHT Heart Grand Est . Hacked hospital data on sale for $1.3 million['France'] France

Hackers raise their voice: experts have recorded millions of new vishing attacks['Russia'] Russia

Hackers have learned to use baby monitors to bypass protection against DDoS attacks by geolocation['Russia'] Russia

Massive hacking of officials? Zavala, Monreal and Sánchez Cordero among those affected['Mexico'] Mexico

Hackers used 0Day in an attack on MSP provider Kaseya that affected hundreds of organizations around the world['Russia'] Russia

Transindex - A Romanian hacker stole $620,000 worth of cryptocurrency from the Cayman Islands['Cayman Islands']Cayman Islands

Swile: a phishing campaign targets restaurant ticket card users['France'] France

Water works were hacked - a screenshot of the control panel was used as advertising['Norway'] Norway

Strict punishment for embezzlement and hacking violations of 60 virtual asset operators (comprehensive)['South Korea']South Korea

Turkish hackers attack Labor Party | inland['United Kingdom']United Kingdom

Fans of Attila Kökény may have fallen victim to a phishing gang['Hungary'] Hungary

National Lottery operates normally after hacking in May, says its general director – Zócalo Newspaper | News from Saltillo, Piedras Negras, Monclova, Acuña['Mexico'] Mexico

Microsoft disrupts massive phishing campaign using cloud computing['France'] France

Hacking at Blackbaud also impacts Plan International Belgium - ICT news['Belgium'] Belgium

They hack the SAT portal but its operation has already returned to normal['Mexico'] Mexico

PDI claimed to have conclusive evidence against detainee for hacking Digital Government | National['Chile'] Chile

used to get exams from someone else got 500 government jobs by hacking themselves online | Used to get the exam done by someone else, got 500 government jobs by hacking online himself['India'] India

Information about a hacker attack on state institutions, Bozhkov is suspected - Novinite. bg['Bulgaria'] Bulgaria

This is how the cyber espionage that hacked Torrent's mobile works['Spain'] Spain

Denmant: Hacker attack sends ambitious growth plan into the trash['Denmark']Denmark

The new LookBack spyware disguises itself as a failed exam and uses macros['Czech Republic']Czech Republic

NHM website hack , data missing of two lakh employees['India'] India

MASS HACKER ATTACK About 2 were targeted. 000 internet pages['Serbia'] Serbia

Malware infiltrate iPhone Electronic harmony newspaper['Saudi Arabia']Saudi Arabia

Well-known Danish webshop reopens after two months of downtime following a hacker attack: It is not a cheap decision['Denmark']Denmark

Switch to a lower interest rate loan... Voice phishing surge in Daegu['South Korea']South Korea

New phishing emails on behalf of ING in circulation['Netherlands']Netherlands

It-konkar's systems were hacked, all users' passwords were reset['India'] India

The police are investigating: hackers tried to extort surfers on porn websites['Israel'] Israel

Uplay hacked ['Sweden'] Sweden

They denounce massive hacking of Instagram accounts['Argentina']Argentina

Spyware extension found in Google Chrome and Mozilla Firefox | Applications | Technique['Russia'] Russia

Soft drink tax promoters are victims of hacking['Mexico'] Mexico

Director of the Intelligence Agency, exonerated for hacking Zuluaga's campaign['Colombia']Colombia

It was hacked by MÁV ['Hungary'] Hungary

Hacking of CBAO bank accounts: News on the investigation['Senegal'] Senegal

['https://www.newsli.com/2017/01/26/a-g-schneiderman-announces-settlement-with-computer-manufacturer-after-data-breach-exposed-more-than-35000-credit-card-numbers/', 'http://www.natlawreview.com/article/ny-attorney-general-schneiderman-settles-data-breach-investigation']A . G . Schneiderman Announces Settlement With Computer Manufacturer After Data Breach Exposed More Than 35 , 000 Credit Card Numbers['United States']United States

“Look. ru” and “Vesti. ru "restored work after a hacker attack['Russia'] Russia

Izvestia reported a hacker attack on the work accounts of the publication's employees['Russia'] Russia

Arrest Made Over California City Data Breach - Infosecurity Magazine['United States']United States

Microsoft Windows Users Should Act Now To Fix Under Attack 0 - Day Hack['United States']United States

RUH issue update on delays to services next week due to cyber attack['United Kingdom']United Kingdom

ESET Research Reveals Suspected Supply Chain Hackers['United Kingdom']United Kingdom

Axie Infinity  CEO moved $3 million in crypto tokens before disclosing massive hack['Japan'] Japan

FBI : Cyber attacks increasing in NM - Rio Rancho Observer['United States']United States

Scammers Distribute Fake Microsoft Office USB Sticks With Malware['United States']United States

Hackers use PayPal accounts to spoof popular brands , create fake invoices['United States']United States

Nelnet loan service data breach : What you should know['United States']United States

Equifax data breach settlements going out as prepaid debit cards['United States']United States

Cybersecurity Awareness Month – Fast - Fashion Under the Spotlight : SHEIN and ROMWE Owner Fined $1 . 9M for Significant Data Breach Failures | Bond Schoeneck & King PLLC['China'] China

Increase of Ransomware in Madison - WORT 89 . 9 FM['United States']United States

MIDWEST ORTHOPAEDIC CONSULTANTS DATA BREACH ALERT : Issued['United States']United States

Foreign nation suspected in federal MP computer hack['Australia']Australia

Healthcare Data Breach Scheme ['United States']United States



DOJ Disrupts Botnet Run by Russian State - Backed Hacking Group Sandworm['United States']United States

Indian Police Confirm Hack Attack on its Site by Pro - Daesh Group['India'] India

Hackers Targeting Azerbaijan Show Interest in SCADA Systems['Azerbaijan']Azerbaijan

Operators Behind Valak Malware Expand Malicious Campaign['United States']United States

Hackers again infiltrate ISIS channels with pornography : Expert['Iran'] Iran

Virginia high school had $600 , 000 field fund stolen in phishing scheme['United States']United States

Copperas Cove : Police warn of another phishing scam['United States']United States

  CracksNow  Apologizes For Ransomware Torrents , Says Accounts Were Hacked['United States']United States

Cyberattacks hack , take over government Twitter accounts['Mexico'] Mexico

Hackers hit popular enterprise security tools['United Kingdom']United Kingdom

Sonic Wall labs spots Lokibot malware attacks - The Hindu BusinessLine['India'] India

Echobot IoT Botnet Casts a Wide Net with Raft of Exploit Additions['United States']United States

Rsync errors lead to data breach at Canadian ISP , KWIC Internet['Canada'] Canada

Advice For Coachella Users After Massive Hack , Lineup Change['United States']United States

['http://news.softpedia.com/news/apple-users-under-malware-fire-as-microsoft-improves-windows-security-516848.shtml', 'http://www.deccanchronicle.com/technology/in-other-news/060717/apple-under-malware-fire-microsoft-improves-security-for-windows.html', 'http://macdailynews.com/2017/07/06/apples-iphone-at-10-still-no-major-malware/']Apple under malware fire ; Microsoft improves security for Windows['United States']United States

CIOs in life of fire as cyber attacks hit all ['Australia']Australia

IRS , Education Dept . delayed reporting major data breach , lawmakers claim['United States']United States

Daily News affected by malware ['United States']United States

Hacking group called Dark Overlord plagues U . S . health clinics['United States']United States

Old Mutual hacked ; no losses incurred ['South Africa']South Africa

USPS phishing scam targets customers with fake delivery emails['United States']United States

DB detains bKash hackers from Dhaka , Comilla['Bangladesh']Bangladesh

PLASTIC SURGERY ASSOCIATES SUFFERS COMPUTER HACK['United States']United States

Wintrust Business Lunch 9 / 13 / 17 : Equifax Hacks , Amazon ’ s HQ2 , & Chicago Architecture Biennial['United States']United States

These fake tax documents spread jRAT malware['United States']United States

AIFF website hacked ['India'] India

None of us can see our grade : Cambrian College hit by computer malware['Canada'] Canada

Lieutenant Colonel Anthony Shaffer : NSA whistleblowers hacked the DNC , NOT the Russians['United States']United States

Minister Reveals Cyber Attack On Iranian Data Centers , Blames Foreign Hackers['Iran'] Iran

Well Known ICO Investor Ian Ballina Hacked , Millions Worth of Cryptocurrency Lost['United States']United States

PoC Attack Leverages Microsoft Office and YouTube to Deliver Malware['United States']United States

California Hacker who Defaced Government Online Sites to be Prosecuted['United States']United States

Hackers target SMARTPHONES to mine CRYPTOCURRENCIES['Jamaica'] Jamaica

Researchers warn of iTranslator man - in - the - middle malware['United Kingdom']United Kingdom

Sphinx Malware Returns to Riddle U . S . Targets , with Modifications['United States']United States

KUNA website hacking suspect in custody['Kuwait'] Kuwait

Perfect storm of coronavirus , industrial action and cyber attack causing trouble at port of Burnie - ABC Rural['Australia']Australia

Officials warn of fake COVID - 19 map with malware['United States']United States

Turkish military hacks into Syria regime radio to broadcast warning['Syria'] Syria

New Milford email hacking case pushed to July['United States']United States

ERI John Shegerian Calls Morgan Stanley Data Breach Settlement a  Cautionary Tale  About Responsible Data Destruction['United States']United States

Fragomen reveals data breach affecting some employees of its client Google['United States']United States

Delaware County , Pa ., plans cybersecurity upgrade after ransomware attack['United States']United States

San Andreas Regional Center Notifies Current and Former Consumers of Data Breach Incident['United States']United States

Brute - Force Campaign on Windows SMBs Spreads Worming Malware['United States']United States

Madhya Pradesh : Three arrested in Gwalior for Bank of Bahrain and Kuwait server hacking case['India', 'Bahrain', 'Kuwait']India, Bahrain, Kuwait

Hillicon Valley Presented by Xerox EU calls out Russian hacking efforts aimed at member states['European Union']European Union

New Excel phishing scam targets financial service sector['United States']United States

Missouri offers credit monitoring , governor doubles down on  hacking  claim['United States']United States

Activate FPS - PSD2+ for your account: Phishing scam puts savings bank customers under pressure['Germany']Germany

The number of cyber attacks on online banking in the world in 2021 increased by 5.3 times['Russia'] Russia

$38 million in losses a day generate hackers to the export sector['United States']United States

Russian hackers broke into the White House in 2014!['United States']United States

Code Robbery: Trade hacks up 77% ['Russia'] Russia

Hacking SEPE: They are doing everything on paper as in the old days and they even have to use their private mobile['Spain'] Spain



Eset: Czechs struggle with phishing, are blackmailed with fake sensitive recordings['Czech Republic']Czech Republic

British teenager made more than £2m with phishing['United Kingdom']United Kingdom

Attack on iPKO users - cybercriminals phishing data['Poland'] Poland

ABW issued a communiqué on mailbox attacks. 4350 addresses. There is also the name of the hacking group['Aruba'] Aruba

Account suspension: Phishing alert via SMS to BBVA Spain customers['Spain'] Spain

Phishing attack explained the inaccessibility of Facebook - accounts of the Cabinet of Ministers of Kazakhstan['Kazakhstan']Kazakhstan

Exchange Gap: Malware found in internal email chains['Switzerland']Switzerland

The alleged Dyson vacuum cleaner raffle and other phishing cases that end up in subscriptions['Spain'] Spain

['http://www.lapresse.ca/techno/internet/201807/11/01-5189130-le-crtc-impose-ses-premieres-amendes-liees-aux-logiciels-malveillants.php', 'https://www.bennettjones.com/en/Blogs-Section/CRTC-Issues-250000-in-Penalties-for-Malware-Distribution']CRTC Issues $250 , 000 in Penalties for Malware Distribution['Canada'] Canada

Homegate warns of phishing emails ['Switzerland']Switzerland

SSa procurement website hacked ['South Africa']South Africa

Hackers are already riding: Project CARS 3 was hacked three days before release['Russia'] Russia

Facebook declared war on Apple, hackers attacked SolarWinds and Cyberpunk 2077 m problems['United States']United States

UES website hacked and student grades changed['United States']United States

Part of UTair's customer data was exposed to the public after hacker attacks['Russia'] Russia

Operation Spoofing arrests suspected hacking authorities['Brazil'] Brazil

La Serena after the hack: Small-time criminals » Soccer press['Chile'] Chile

NBR's Server Hacked, ACC Probes ['Bangladesh']Bangladesh

TKN's response to hackers attacking Prabowo's camp - Sandiaga: Okezone News['Indonesia']Indonesia

Hacker indicted for attacks that caused global chaos['United States']United States

TECHNOXPLORE | Covering your webcam is no longer enough: this spyware also controls the microphone and takes screenshots['Spain'] Spain

Russian cyber attacks against Ukraine were equated with a nuclear threat / Ukrainian business resource UBR. ua['Ukraine'] Ukraine

[ EXCLUSIVE ] Mom , I'm in a hurry so I need to make a deposit ... Messenger phishing without countermeasures['South Korea']South Korea

['https://www.punto-informatico.it/redline-malware-ruba-password-google-drive/', 'https://www.telefonino.net/notizie/google-drive-attenzione-redline-malware-ruba-password/']RedLine Alert: The malware that steals passwords via Google Drive['Italy'] Italy

Change of manager after major data breach['Sweden'] Sweden

An ATM was hacked in Korablin info ['Russia'] Russia

The CAF website victim of hackers ['Central African Republic']Central African Republic

Dangerous account hack ['Bolivia'] Bolivia

Akhbar Tunis Al Youm to reveal attempts to spy on the commission's work and hack its members' mail: Al-Jomhouri calls for an investigation['Tunisia'] Tunisia

A hacker broke into a smart thermostat and played with the temperature['Croatia'] Croatia

Arup staff caught up in ransomware attack['United Kingdom']United Kingdom

Brooks County pays off hacker with tax dollars after ransomware attack['United States']United States

WATCH : Senate Armed Services Committee holds hearing on recent cyber attacks['United States']United States

WECC Inc . d / b / a Watson Electrical Announces Data Breach Following Ransomware Attack | Console and Associates , P . C . ['United States']United States

Hacker Is Stealing Identities of People Killed in Surfside Collapse , Officials Say['United States']United States

OpenDocument malware scams target hotels across the world['United Kingdom']United Kingdom

Private equity faces ethical reckoning following spyware revelations['China'] China

Statistics Ministry Twitter account hacked ; name changed to Elon Musk briefly | Technology News['India'] India

Ankr Hack Of 6 Quadrillion Tokens Looks Like Inside Job['United States']United States

YS Jagan To Meet Governor On Data Breach['India'] India

Black Cube Targets Cyber - Security NGO At Behest Of Leading Israeli Malware Maker – OpEd['Israel'] Israel

How terrorism undermines democracy ; Chinese hacks ; pollution - spotting plane over Houston , and more['United States']United States

Cyber frauds hack FD details ; cheat account holders['India'] India

Electronic system operator monitored after BI hacking incident['Philippines']Philippines

Council is back online after cyber attack - but cant say how much it cost them['United Kingdom']United Kingdom

iTWire - New malware downloader spotted on Windows systems['Australia']Australia

United Hospital District Reports June 2018 Breach from Phishing Attack['United States']United States

Hillicon Valley : Microsoft reveals new Russian hack attempts | Google failed to disclose hidden microphone | Booker makes late HQ2 bid | Conservative group targets Ocasio - Cortez over Amazon['United States']United States

  Emails , advertisements used to spread malware  | Ahmedabad News['India'] India

School district responds to rash of state cyber attacks - St . Charles Herald Guide['United States']United States

Digital database of Hungarian Development Center destroyed by hackers['Hungary'] Hungary

CISA Warns of New Cyber Attack Similar to  WannaCry['United States']United States

Sacramento News & Review - Small town , big hack - Beats - Local Stories['United States']United States

Hackers steal card data from 201 online campus stores from Canada and the US['Canada', 'US']Canada, US

22 Mumbai residents conned Bank of Maharashtra for Rs 1 . 42 crore after hacking the UPI app['India'] India



In  Assassination Nation , lives ruined as town dark secrets are hacked['United States']United States

UPDATED : Delta South MLA the whistleblower in Liberal hacking allegation['Canada'] Canada

CloudPets Notifies California AG of Data Breach['United States']United States

Hackers tap into security cameras and broadcast to sites on the web['United States']United States

Massive hack prompts warning for Australia['Australia']Australia

Users Of D3SK1NG GTA Online Hack Struck With Huge Ban Wave['United States']United States

Trump Administration Still Silent on This Week ’ s Major Malware Attack – Mother Jones['United States']United States

5 % of global cyber attacks targeted UAE last year['UAE'] UAE

Ponemon Institute Study Reveals Organizations Lose up to $5 million from Endpoint Attacks , Including Fileless Malware Attacks['United States']United States

Independent News and Media announces protection plan following data breach['Ireland'] Ireland

Lake Worth zombie alert : Who hacked the system ?['United States']United States

The Universe of Hacked and Leaked Emails from 2016 : Podesta Emails – emptywheel['United States']United States

BlackEnergy , Grid - Disrupting Malware , Has a Successor , Researchers Warn['Ukraine'] Ukraine

CyptoJacking Campaign Used Two Malware Strains to Target IoT and Linux Devices['United States']United States

Israeli held in US for ties to massive hacking - for - hire operation['United States', 'Israel']United States, Israel

Phishing emails imitating PM Scott Morrison crop up['Australia']Australia

IR35 pandemonium and FCA data breach : week in news['United Kingdom']United Kingdom

Australian watchdog warns of online casino phishing scams['Australia']Australia

['http://www.donga.com/en/home/article/all/20200320/2015124/1/Concern-mounts-over-security-of-military-PCs-amid-hacking-attacks', 'https://profile.ru/abroad/chto-my-znaem-o-xakerax-iz-kndr-i-pochemu-ne-vse-iz-etogo-pravda-254269/', 'http://www.donga.com/news/Main/article/all/20200320/100247156/1'][Exclusive] Military PC security program laxity … Concerns over defenseless exposure to North Korean hacking['South Korea']South Korea

Local rabbis targeted in  phishing  schemes | Community['Israel'] Israel

CERT warns against malware being sent through email['Sri Lanka']Sri Lanka

Tacoma Public Schools warns of phishing scam asking for personal information['United States']United States

Oxfam Australia charity : Hackers access personal details of supporters['Australia']Australia

Malware attacks up 151% in first half :: Investor. bg['Bulgaria'] Bulgaria

Foreigner held for hacking bank system and diverting ₹5 . 43 crore['India'] India

Did you have XX plastic surgery?... 500 billion won stolen by hackers who threaten to reveal body secrets['South Korea']South Korea

Russian Railways announced possible failures in the operation of the site due to a cyber attack['Russia'] Russia

They hacked a computer giant and asked for the highest figure in all of history['Argentina']Argentina

Highest: 55 billion pervasive search cyber attacks detected in four months['Iran'] Iran

"Williams" canceled the presentation of the new car in the application because of its hacking['United Kingdom']United Kingdom

Linux targeted by hackers ['Austria'] Austria

Tunisia: LANSI warns against phishing attacks['Tunisia'] Tunisia

White House Inflation Hits US Consumers... Hacking FBI External Emails['United States']United States

11 years of hacking: China accuses CIA ['China'] China

CCSD warns parents about hacking into their system['United States']United States

Hackers took over marketplaces ['Russia'] Russia

San Raffaele in Milan hacked: patients and employees exposed?['Italy'] Italy

Ruhr - Universität Bochum : Ransomware - infestation confirmed, disruptions continue['Germany']Germany

First Pemex, then the Ministry of Economy, and now they are trying to hack the National Institute of Migration in Mexico['Mexico'] Mexico

[Seoul Newspaper] Approaching North Korean workers with a beauty profile... North Korean hacking attempt detected['South Korea']South Korea

Corona - reference: cyber attacks on the Thuringian state administration['Germany']Germany

The DoppelPaymer ransomware that affected PEMEX is publishing information it obtained since the ransom was not paid.['Mexico'] Mexico

Hackers ask companies for 8 . 000 and 80 . 000 euros for rescuing their systems['Spain'] Spain

Accenture: 'State-sponsored' hackers hit the internet['Greece'] Greece

Trezor wallet phishing app found on Google Play['Ukraine'] Ukraine

Hacking attacks. Berton : Raising the threshold of protection . Confindustria provides the Cybersecurity - Bellunopress service['Italy'] Italy

SecureWorks detects Reveal ransomware | Arab portal for technical news['Arab'] Arab

Cryptocurrency hacking that even large exchanges couldn’t avoid… Urgent need to supplement the system['South Korea']South Korea

The FSF was hacked. org's FTP ['United States']United States

You might have missed this: $1500 Bitcoin and 450k hack. accounts :: RBC. Crypto['Canada'] Canada

FBI accuses Russia of massive hacking of email accounts - Mikrobitti['United States']United States

Noel Malware | CanardPC . com ['France'] France

Suspect arrested in Catalonia for hacking during Noticia elections['Spain'] Spain

They exploit four departments in Arcos de Zapopan['Mexico'] Mexico

American website: Assad's electronic army hacked international newspapers and news agencies['Syria'] Syria



Hacking into office servers to increase remuneration['Bangladesh']Bangladesh

Lazarus, who hacked Sony Picture, now targets financial institutions['United States']United States

This Email Was Targeted by Hackers ['Indonesia']Indonesia

Hackers hacked the website of the US National Security Agency['United States']United States

The head of the British cyber security center announced the Axis hacker attacks on energy and mass media facilities — akurs['United Kingdom']United Kingdom

the Osianian paid the price due to hacker attacks on the US elections['United States']United States

Ukrainian intelligence services and hackers endangered the business reputation of MTS (mobile operator)['Ukraine'] Ukraine

One month required against the hacker who had revealed confidential information on the staff of the CHPG Monaco['Monaco'] Monaco

Chattem House: "Russian hacker attack against NATO is unprecedented"['NATO'] NATO

The head of the NPC spoke about a hacker attack on servers['China'] China

Evidence suggests REvil behind Harris Federation ransomware attack['United Kingdom']United Kingdom

Chinese Cyberespionage Group Starts Using New  PingPull  Malware['China'] China

Scams Circulating On Isle Of Wight Involve Email Hacking And Doorstep Traders['United Kingdom']United Kingdom

FBI prevents Nebraska hospital cyber attack['United States']United States

Newport malware attack results in city employee data being accessed['United States']United States

Govt  cannot say for sure  what happened to compromised information in last year ransomware attack['South Africa']South Africa

Aug 28 - robinhood ...... escapes 2020 data breach lawsuit for a very measly $20 million['United States']United States

St . Martin News Network - GEBE recovered data not usable , two companies hired post ransomware attack . ['Saint Martin']Saint Martin

The Springs Living , Inc . Files Notice of Data Breach After Unauthorized Party Accesses the Company IT Network | Console and Associates , P . C . ['United States']United States

['https://www.securitylab.ru/news/531337.php', 'https://www.dailymail.co.uk/news/article-10755629/Coca-Cola-investigating-reports-data-breach-claim-Stormous-ransomware-group-stole-data.html', 'https://www.computing.co.uk/news/4048864/coca-cola-investigating-breach-claims-stormous-group', 'https://www.ixbt.com/news/2022/05/02/stormous-coca-cola-161.html', 'https://tribuneonlineng.com/russian-linked-hackers-says-theyve-hacked-coca-cola/', 'https://www.mundodeportivo.com/actualidad/20220428/1001794770/hackers-rusos-atacan-a-coca-cola-pidiendo-un-rescate-de-61-millones-de-euros-en-bitcoins-act-pau.html', 'https://www.indiatoday.in/technology/news/story/coca-cola-allegedly-hacked-by-russia-linked-hacker-group-stolen-data-now-up-for-sale-1942590-2022-04-27', 'https://www.digit.in/news/general/coca-cola-data-breach-by-russian-hackers-details-63610.html', 'https://news.day.az/world/1456930.html', 'https://www.darkreading.com/attacks-breaches/coca-cola-investigates-data-theft-ransomware', 'https://www.techradar.com/neA massive Coca - Cola data breach by Pro - Russian hackers is reportedly under investigation : Here are the details['United States']United States

Rawlins Hospital Hit With Ransomware Attack Over Weekend['United States']United States

Cranefly hackers using Microsoft IIS logs to deliver malware['United Kingdom']United Kingdom

Connexin Software , Inc . / Office Practicum Announces Data Breach | Console and Associates , P . C . ['United States']United States

Parents call for transparency following WRDSB hack that saw student data accessed['Canada'] Canada

Union boss Mike Treen online bank accounts allegedly hacked by fraudsters , $13K drained['New Zealand']New Zealand

Eye Care Leaders EMR Data Breach Tally Surpasses 2 Million['United States']United States

Discord Disaster : 107 NFT Collections Hacked in the Past Month By CoinQuora['United States']United States

Hackers have crippled computer systems in some U . S . cities , so Springfield ran a test to help its workers spot  phishing  emails ; howd it go ? ['United States']United States

Shadowy British Military Intelligence Division 77th Brigade Twitter Hacked['United Kingdom']United Kingdom

Cyber attack hits East Northants and Wellinborough councils just weeks after audit warning['United Kingdom']United Kingdom

Study says businesses stand to lose 20 % of sales revenue forever after a hack['Canada'] Canada

Astro customer MyKad data got compromised due to a data breach['Malaysia']Malaysia

Russian Embassy to Ask State Dept About Alleged Diplomat Role in Hacking FBI Systems['United States']United States

Travis Central Appraisal District becomes victim of a ransomware attack['United States']United States

Cyber attack on Strathroy manufacturer latest in string in SW Ontario['Canada'] Canada

Resident Debit and Credit Cards Charged Hundreds of Dollars Through Cyber Attack on WAPA Payments Vendor -['United States Virgin Islands']United States Virgin Islands

TrueDialog Data Breach due to Negligence . Will the Company be Sued out of Existence ?['United States']United States

State Police investigating ransomware attack at BRCC['United States']United States

Contested Equifax Data Breach Deal Gets Final Nod['United States']United States

DEMS GET WORST NEWS IMAGINABLE ON  RUSSIAN HACKING … GOWDY NOW ON THE CASE – InvestmentWatch['United States']United States

Data Breach at PIP Printing Company Leaks Thousands of Highly Sensitive Documents['United States']United States

Sony PlayStation and Xbox still recovering from Christmas hack['Japan', 'United States']Japan, United States

Nottingham doctors thank  understanding  patients after NHS hack['United Kingdom']United Kingdom

Bank of Korea Takes Precautions against Anonymou Hacking Attack['South Korea']South Korea

Bangladesh Cyber Hack Drives Down SWIFT Profits['Bangladesh']Bangladesh

Police reveal data breach months after the fact['Virgin Islands']Virgin Islands

Parkbytext investigating potential customer data breach['Ireland'] Ireland

['https://www.v3.co.uk/v3-uk/news/3014910/yet-another-nhs-data-breach-this-time-at-st-helens-and-knowsley-hospitals-nhs-trust', 'http://www.oxfordtimes.co.uk/news/15434230.No_patient_data_compromised_in_NHS_trust_hacking/', 'http://www.necn.com/news/health/Data-Breach-at-Tewksbury-Hospital-May-Have-Compromised-Patients-Confidential-Information-435854943.html', 'http://www.oxfordmail.co.uk/news/15434230._No_patient_data_compromised__in_NHS_trust_hacking/', 'https://healthitsecurity.com/news/tewksbury-hospital-phi-data-breach-threatens-1k-patients', 'http://www.information-age.com/nhs-staff-personal-data-leaked-latest-data-breach-123467676/', 'http://www.thisisoxfordshire.co.uk/news/15434230._No_patient_data_compromised__in_NHS_trust_hacking/']Oxford Health NHS Foundation Trust says patient data safe after  Dark Cloud  hacking ( From Oxford Mail )['United Kingdom']United Kingdom

CERT issues cyber attack warning for India['India'] India

Watch An Industrial Robot Get Hacked , Ruining A 3D['United States']United States

GCSB condemns major cyber attack ['New Zealand']New Zealand

Lenovo fingerprint scanner can be hacked using a hardcoded password ; full list of affected devices here['China'] China

Mumbai : Cuffe Parade Police arrests mastermind of phishing racket['India'] India

Sofacy Targets Government Agency with New Spear - Phishing Campaign['United Kingdom']United Kingdom

Wendy PH website hack exposes thousands of personal data['Philippines']Philippines



Iranian terrorists hacking phones worldwide['Iran'] Iran

The National Privacy Commission calls for action after massive data breach['Philippines']Philippines

Severe  Cisco WebEx flaw grants hackers access to meeting data['United Kingdom']United Kingdom

Researchers identify slew of new malware variants linked to North Korea['North Korea']North Korea

Crypto Investment Fund Suffers Hack Exposing Data of 266 , 000 Users : Report['United States']United States

Police charge Highway 407ETR employee in customer data breach['Canada'] Canada

Maropost Data Breach vs The Biggest Data Breaches of 2020['United States']United States

Bitfinex Hack Continues $5 . 6 Million Bitcoin Moved['Italy'] Italy

iPhone Spyware Found Secretly Used by One City in California For $15 , 000 ? Here Why It Is Alarming['United States']United States

Ransomware forces provider Netgain to take down data centers ( Includes interview )['United States']United States

Rare spy malware hits diplomats of NGOs from Asia , Europe['Asia', 'Europe']Asia, Europe

FBI and Texas Attorney General Office investigate data breach affecting 27 million Texas drivers['United States']United States

44 % of Healthcare and Pharmaceutical Organizations Have Experienced a Data Breach Caused By a Third Party in the Last 12 Months['United States']United States

['https://www.viva100.com/main/view.php?key=20220205010000773', 'https://www.insight.co.kr/news/380646', 'http://news.nate.com/view/20220208n08304']Voice phishing gang stealing 5 billion won from 300 people in the name of prostitution deposit['South Korea']South Korea

In whose hands are we?: PRD after hacking['Mexico'] Mexico

Two Russians behind the Z - Library site arrested for hacking by the American justice system['United States']United States

Clone Wars: Attackers impersonate cybersecurity companies in new malware campaign['Russia'] Russia

Hackers Use Chocolatey Windows Package Manager in New Phishing Campaign['Russia'] Russia

Hackers stole data from Microsoft Exchange servers for a year in a row['United States']United States

New attack on National Security: they hack the Ministry of Economy of Nadia Calviño['Spain'] Spain

Phishing on behalf of the DKB: Visa - Secure - procedure as a pretext for data theft['Germany']Germany

Hackers attacked in cyberspace to reveal the names of the perpetrators of the massacre in the swamp['Israel'] Israel

Hacking from Conti to the Treasury also splashes Conavi['United States']United States

Cryptocurrency wallet ads on Google Ads turned out to be phishing['South Korea']South Korea

Ministry Network Allegedly Hacked, Observer: The truth needs to be checked['Indonesia']Indonesia

Arrest not because of Denuvo : police released Empress hacker who hacked RDR 2 and Immortals Fenyx Rising['Russia'] Russia

I took it for PC repair... Arrested repairmen who ransomware and extorted money['South Korea']South Korea

Israel? The blackout at the Iranian nuclear facility - a state cyber attack['Iran'] Iran

Hacking the Public Registry has cost 100 million | Hidrocalidodigital. com['Mexico'] Mexico

Nordland county council cleans up after data breach['Norway'] Norway

Combloux | Combloux: the town hall gradually finds its data after a computer hack['France'] France

CERT - RO warns of some malware campaigns that use the image of the Romanian Post['Romania']Romania

Mom who tried to enter Franco de Vita's online concert hacks The Pentagon by mistake['United States']United States

Russian hacker Kozlovsky: FSB is behind the creation of Lurk and WannaCry viruses['Russia'] Russia

Cyber police blocked a phishing scheme to seize cryptocurrency['Ukraine'] Ukraine

Phishing scam: Carrefour is not offering gift cards['France'] France

Robin Hood , the cybernetic hacker who has paralyzed the Baltimore Administration | Technology['United States']United States

The police prevented the hacking of bank cells in the Omsk region['Russia'] Russia

Hacking 50,000 people, stealing cashback points... Homeplus was dark for 2 years['South Korea']South Korea

23 million rubles disappeared: after a hacker attack on Omsk IT Bank, a criminal case was opened['Russia'] Russia

[ Tech & BIZ ] [ Pick of Tech ] Miniature hacking device inside courier … Warning of washing ping, a new technique['South Korea']South Korea

Pirated Wordpress add-on turns sites into malware dispensers['Italy'] Italy

Hacking of PDI data constitutes an alarming case of violation of reserved information['Chile'] Chile

Indiscriminate inspection in Pocheongcheon, Kukwon… Park Won-soon Followed Unin hacked['South Korea']South Korea

User error behind the massive data breach['Finland'] Finland

Bitcoin price soars after exchange platform hack['France'] France

Black Energy : Wieder Malware ['Germany']Germany

Trackeet: Spyware lists undeclared rentals['France'] France

Pay us £15 million or else : One Call hacker ransom demand as police investigate['United Kingdom']United Kingdom

Federal officials discuss gas pipeline hack :: WRAL . com['United States']United States

Blackbaud must face data breach claims over 2020 ransomware attack['United States', 'United Kingdom', 'Canada']United States, United Kingdom, Canada

Data Breaches Linked to Ransomware Declined in Q2 2022['United States']United States

US seizes $715 , 000 Bitcoin ransom from hackers['Australia']Australia

FTC : Phishing Campaign Targets Unemployment Benefits & PII['United States']United States

Portuguese Airline Foils Cyber Attack , But Experts Warn Criminal Hackers Have The Aviation Industry in Their Sights['Portugal'] Portugal



EHR vendor hit with lawsuit following data breach['United States']United States

Google , Facebook parent involved in Advocate Aurora data breach['United States']United States

['https://divyamarathi.bhaskar.com/news/INT-OCU-IFTM-us-idaho-inmates-hack-prison-system-and-steal-225000-dollars-5926788-NOR.html', 'https://www.consumeraffairs.com/news/the-weekly-hack-idaho-inmates-exploit-prison-tablets-to-hack-money-072718.html', 'https://bangla.bdnews24.com/world/article1523493.bdnews', 'http://thehill.com/homenews/state-watch/399119-idaho-inmates-hacked-system-to-transfer-money-into-their-accounts', 'http://brudirect.com/news.php?id=51364', 'https://www.20minutes.fr/high-tech/2315511-20180731-etats-unis-prisonniers-piratent-tablettes-detournent-225000-dollars-credit', 'https://lopezdoriga.com/internacional/presos-hackean-tabletas-para-transferir-credito-a-sus-cuentas-en-idaho/', 'http://devang.com/?p=362226', 'https://www.begeek.fr/des-prisonniers-americains-exploitent-une-faille-informatique-pour-profiter-davantages-284823', 'https://www.nytimes.com/2018/07/27/us/idaho-prison-hack-jpay-nyt.html', 'http://datanews.knack.be/ict/nieuws/gedetineerden-maken-225-000-dollar-buit-bij-hack-gevInmates seize 225. 000 dollars by hacking prison software - ICT news['United States']United States

Stratford still working to resolve cyber attack | Stratford Beacon Herald['Canada'] Canada

Hacker hits Symantec and accesses passwords['United States']United States

Thursday papers : No - confidence vote , cyber attack fallout , hypermarket fashion['Finland'] Finland

Massive Data Breach Underscores Importance of Business Associate Security | Manatt , Phelps & Phillips , LLP['United States']United States

Kentucky Officials Slow to Respond to System Data Breach['United States']United States

Hackers breach and steal data from South Korea Defense Ministry['South Korea']South Korea

Phone hack disrupts family health services['United States']United States

Android Spyware Has Ties to Election Interference['United States']United States

Mobile malware alert : Beware of fake Android Market['Uganda'] Uganda

Police in Algeciras arrest sophisticated  phishing  gang['Spain'] Spain

Report : Chinese Hackers Eye US Cancer Research['United States']United States

Sewell : No ransom or data breach in cyber attack['United States']United States

Ransomware attack hits Subaru of Indiana['United States']United States

Weston students targeted by hackers via phishing emails['United States']United States

Ryuk Ransomware Hits Veterinary Network['United States']United States

On the Border Restaurant Suffers Data Breach['United States']United States

IRS phishing scams on the rise ['United States']United States

Rigol MSO5000 Hacked , Features Unlocked['United States']United States

Victims take up group effort against hackers['India'] India

Fears about hackers shuts down college aid tool['United States']United States

At Least 60 Chipotles in Minnesota Hit by Malware['United States']United States

Android LeakerLocker malware locks device screens , does little else['United States']United States

Spyware abuses Telegram messaging app to target Iranian Android users['Iran'] Iran

Senior US Official Claimed The FCC Got  Hacked  After Security Professionals Found No Proof['United States']United States

Police issue warning over Amazon email  phishing  fraud['United States']United States

Two Chinese Groups Hacking Organizations Worldwide , Reports Find['United States']United States

Phishing scam nets hundreds of Viskase employee IDs['United States']United States

['http://www.itbiz.cz/zpravicky/internetove-hrozby-v-cesku-chromex-v-cervenci-srovnal-krok-s-malwarem-danger', 'http://pctuning.tyden.cz/index.php?option=com_content&view=article&id=47833&catid=1&Itemid=57', 'http://computerworld.cz/aktuality/internetove-hrozby-v-cesku-chromex-v-cervenci-srovnal-krok-s-malwarem-danger-54080']In July, Chromex caught up with the Danger malware['Czech Republic']Czech Republic

Durbin questions Facebook CEO on Cambridge Analytica data breach['United Kingdom', 'United States']United Kingdom, United States

HR data breach affects thousands of Queensland jobseekers['Australia']Australia

Cyren : Data Breach Report Underscores Phishing Risk for Manufacturers['United States']United States

Huawei linked to major data breach ['China'] China

Mattis Says Russian GRU Caught Red - Handed Hacking OPCW , Vows Cyber Support To Allies['Netherlands']Netherlands

Warnings over new Bitcoin ransom scam that claims hackers have recorded you watching PORN['United Kingdom']United Kingdom

iTWire - NSA EternalBlue exploit still being used to target Windows['United States']United States

Hack Attack ! Cyber attacks on social media up 14 % in one year['United Kingdom']United Kingdom

Spirent Expands CyberFlood Data Breach Assessment ...['United States']United States

Victim of NHS Highland HIV data breach calls for government to intervene as treatment due to cease this week['United Kingdom']United Kingdom

Blackbaud Data Breach : Do You Need to Notify Affected Individuals or EU Data Protection Authorities ? | McGuireWoods LLP['European Union']European Union

Cyber criminals are targeting sites like Netflix and Zoom to harvest user personal information and hack their accounts['South Africa']South Africa

Cyber Daily : U . S . Has Authority to Ban TikTok , Government Lawyers Say | Hackers Extort Therapy Patients in Finland['Finland'] Finland

Domestic Kitten hacking group strikes local citizens considered a threat to Iranian regime['Iran'] Iran

Credential spill incidents double as hacker sophistication rises – PCR['United Kingdom']United Kingdom

University of Kentucky Discloses Large Data Breach['United States']United States

SalusCare experiences cyber attack on patient , employee data['United States']United States

Saks , Lord & Taylor Shoppers Want $2M Hacking Deal OKd['United States']United States

Cicpc WhatsApp and Telegram hack alert by sending codes['Venezuela']Venezuela

[ Video ] EMCO hack: Boric guarantees that the State works to protect the national interest['Chile'] Chile

Hackers hacked the website of the Ombudsman of Dagestan['Russia'] Russia

BNB Smart Chain unlocks network after hack worth more than $100 million and now hunts the hacker['Brazil'] Brazil

Sputnik websites in English, Czech and Polish suffer from hacks['Czech Republic', 'Poland']Czech Republic, Poland

Hacker program attacks Mac PC from Yandex and Dropbox clouds['Russia'] Russia



The number of hacker attacks on the Internet resources of the CEC as of September 11 reached 29.2 thousand.['Russia'] Russia

Mexican government enlists Federal Cybersecurity Law against hacking of state companies and secretariats['Mexico'] Mexico

The chief prosecutor of the Audiencia is shaping up to investigate the hack of Sánchez['Spain'] Spain

Cross-Provincial Credit Card Data Hacker Actions End in Prison['China'] China

CNH denounces attempted hacking of its information systems['Mexico'] Mexico

Signs of spyware found in smartphone apps['Latvia'] Latvia

Arrested for scamming through the phishing method['Spain'] Spain

Brazilian data leak hides probable malware [ Exclusive ]['Brazil'] Brazil

Hackers are actively exploiting RCE - a vulnerability in the GitLab web interface['Russia'] Russia

Adapteo says that it fell victim to a data breach in the middle of a corporate restructuring['Sweden'] Sweden

Cryptodollar depreciated by 99.9% after a hacker attack :: RBC. Crypto['Russia'] Russia

Porn, racism... hacked vision calls ['Luxembourg']Luxembourg

Hacker Group compromises email accounts of 150 executives['Germany']Germany

Phishing - gang targeted by investigators['Austria'] Austria

Newspim - [Hacking Alert] Electronic tax invoice has arrived... Beware of malicious email impersonating the National Tax Service['South Korea']South Korea

The hack to Migrations: the file on the asylum requests of Cubans and Syrians['Argentina']Argentina

Despite Arrests, Hacking Group Fin7 Dupes More Than 130 Companies Again - Press Releases['Belgium'] Belgium

Turmush : The Interior Ministry exposed a massive ATM hacking scheme . Millions stolen. Photo['Kyrgyzstan']Kyrgyzstan

They warn of a phishing attack - the names of store chains and public service providers have been misused['Hungary'] Hungary

Brazil is the main target of spyware that steals bank data['Brazil'] Brazil

The administration of the Stack Overflow service reported a hack['Russia'] Russia

In the United States announced the “hacking” of military satellites by enemies['United States']United States

Hacking by North Korea, responding in conjunction with Southeast Asia and Africa... RFA['Southeast Asia', 'Africa']Southeast Asia, Africa

Hauri decrab ransomware again in Korea['South Korea']South Korea

Two dutch guys hacked 100 companies. And built on it the leading hacker platform['Netherlands']Netherlands

This van hacks your smartphone 500 meters away - Municipalities, regions, Belgium, world, sports['Belgium'] Belgium

SamSam, ransomware that disarms device defenses and steals credentials['Mexico'] Mexico

DF Public Ministry asks Brazilians to restart routers to stop malware['Brazil'] Brazil

Val-de-Marne: to have lessons canceled, he hacks into his college's Pronote account['France'] France

News of the Nikolaev region: The Nikolaev edition announced the intervention of hackers from F['Ukraine'] Ukraine

They denounced the hacking of the Mercado Libre Venezuela page['Venezuela']Venezuela

ATM hacking case in Mukhani police station after one month 16530748['India'] India

Oversight finds  small lapse in security led to Colonial Pipeline , JBS hacks['United States']United States

Cyber attack closes LCCC , RBGA ['United States']United States

Pulse+IT - UnitingCare Queensland victim of Sodinokibi ransomware attack['Australia']Australia

Power grab : Hacking attempts routine for CPS Energy , company official says['United States']United States

South Plainfield NJ data breach leaves residents on edge['United States']United States

College of the Desert online services restored after malware attack['United States']United States

Bandidos Malware Targeting Networks in South America['South America']South America

Aria Retirement Solutions , Inc . Announces Data Breach Following Unauthorized Access to Employee Email Account | Console and Associates , P . C . ['United States']United States

Data breach affects patients of Goodman Campbell Brain and Spine['United States']United States

Phishing Attacks On WordPress Site Owners Disguised As Copyright Infringement Warnings['United States']United States

Hackers have laid siege to U . S . health care and a tiny HHS office is buckling under the pressure['United States']United States

Prosecutors charge ex - CEO of hacked therapy firm Vastaamo['Finland'] Finland

US and united kingdom warn of attacks from Iranian  MuddyWater  hacking group['United States', 'United Kingdom']United States, United Kingdom

DNA Exclusive : Analysis  Investigative Report  of cyber attack on AIIMS['India'] India

['https://www.voakorea.com/a/6549474.html', 'http://www.koreatimes.com/article/20220427/1412941']North Korea-linked hacking group Stonefly attacked military-related companies in February['South Korea', 'United States']South Korea, United States

Emirati cyber weapon hacked Turkey deputy prime minister['Turkey'] Turkey

Iranian Hackers Likely Behind Cyber Attacks  Going After the Internet Infrastructure Itself['Iran'] Iran

Hackers attack Indian Cooperative ['India'] India

Email phishing scam targeting ANZ customers['Australia', 'New Zealand']Australia, New Zealand

IFA hit with email hack as FCA warns on cyber resilience['United Kingdom']United Kingdom

Prosecutors rebut Roger Stone : U . S . caught Russian election hackers on its own['United States']United States

Village of Palm Springs confirms cyber attack['United States']United States

Curaçao govt databases hacked : a reality check['Curaçao']Curaçao



ProRisk hit by cyber attack ['United States']United States

Le Duff America , Inc . ( Le - Duff ) - Notice Of Data Breach['United States']United States

Delaware Department of Finance says phishing scam uptick during this time of year['United States']United States

Malware Cited As Exploit Most Seen By SOC Teams - Infosecurity Magazine['United Kingdom']United Kingdom

Murfreesboro Water Department bill pay website hacked['United States']United States

Sheehan : No personal data taken in cyber attack['United States']United States

114 , 000 customers alerted by Wisconsin Diagnostic Laboratories about data breach['United States']United States

Criminal probe after data breach at Wigan hospital['United Kingdom']United Kingdom

Elgin business hit by cyber attack | St Thomas Times Journal['Canada'] Canada

WATCH IN 60 SECONDS : DMV data breach , proposal to make PG & E customer - owned , Pittsburg teacher inspires students['United States']United States

Magic the Gathering and MTG Arena users urged to change passwords following data breach['United Kingdom']United Kingdom

Dayton BBB talks credit protection after Marriott data breach['United States']United States

One of New York largest nonprofits suffers data breach['United States']United States

Malware Campaign  Operation BugDrop  Steals Data and Audio['United States']United States

Govt begins probe into QNA hacking ['Qatar'] Qatar

OPS Warns of Continued Employment Phishing Scams['United States']United States

['https://www.dagsavisen.no/nyheter/innenriks/hackere-kan-ha-fatt-tilgang-til-privat-informasjon-om-stortingsrepresentanter-1.1784286', 'https://www.dn.no/arbeidsliv/it-angrepet-hackere-kan-ha-fatt-tilgang-til-privat-informasjon-om-stortingsrepresentanter/2-1-890003']The IT attack: Hackers may have gained access to private information about parliamentary representatives['Norway'] Norway

A server hosting dozens of popular file converter sites has been hacked['United States']United States

North Carolina Election Agencies First Learned Theyd Been Hacked From Leaked Documents Published By The Intercept['United States']United States

Hacker group targeting governments in South America , Asia['South America', 'Asia']South America, Asia

Team System Dz goes on hacking spree – The Cryptosphere['United States']United States

Radware Survey Finds Nearly Half of Companies Have Suffered a Data Breach in the Past Year['South Korea']South Korea

GCHQ foils Northern Ireland cyber attack['United Kingdom']United Kingdom

Porn hack raises questions regarding OS and digital signage security['United States']United States

Micro Market Vendor Warns of Bankcard And Biometric Data Breach['United States']United States

Funeral directors , hospital employee charged with corruption , data breach['Malta'] Malta

CCleaner Malware that Endangers Enterprise Networks['United States']United States

City sues agency accused of hiding data breach from 250 , 000 San Diegans['United States']United States

Wangiri scam  hits UAE :  Foreign gangs target residents with phone calls and phishing texts['UAE'] UAE

Data breach at military resort in Germany leaves soldiers open to identity theft - News['Germany']Germany

House Hacking Suspect Father Transferred Data To Pakistani Government , Ex - Partner Claims | Awan scandal['Pakistan', 'United States']Pakistan, United States

TPO and Secondary Products ; Lender Data Breach ; New LIBOR Substitute['United States']United States

Taylor County sheriff investigated by FBI for Dropbox hacking['United States']United States

Ukraine Detects A Cyber Attack On A NATO Member['Ukraine'] Ukraine

North Korea  hacking the hell out of Latin America['Latin American countries']Latin American countries

Hacked Bitcoin Exchange Zaif Discontinues New Registrations - Inside Bitcoins['Japan'] Japan

Report points to surge in mobile , phishing fraud['United States']United States

Hackers Target Defense Community Through Impersonation['United States']United States

Tesco suffers double whammy of meagre Christmas sales growth and Travelex cyber hack['United Kingdom']United Kingdom

Number of shipping cyber attacks leaps 400 % since February -['China'] China

Alleged LaSalle County government computer hackers asking for over $400 , 000['United States']United States

Mumbai : Registered  director of phishing centre live in Borivli , Virar chawls['India'] India

Finland fast - tracks ID code law change after hacking case - The San Diego Union - Tribune['Finland'] Finland

PRIVACY ALERT : Dynasplint Systems , Inc . Faces Investigation for Data Breach That May Have Impacted Almost 103 , 000 Individuals['United States']United States

Obama , McCain campaign computers hacked for policy data['United States']United States

Gone phishing : Maharashtra Cyber Cell issues advisory for netizens['India'] India

WordPress Injection Anchors Widespread Malware Campaign['United States']United States

South Australian Leader Says No Data Compromised in Contact Tracing Hack['Australia']Australia

Juneau residents receiving phishing calls purporting to be from Social Security Administration['United States']United States

JASEC expects to restore payment services this week after hack['Japan'] Japan

The Attorney's Office: We checked 1,500 phones, all of them were hacked with a warrant['Israel'] Israel

At the time of the security crisis, the transfer... Concerns about hacking in re-installation of military communication network, bandits difficult - Kookmin Daily['South Korea']South Korea

Only 100 victims, fake investment scams in Cambodia and Vietnam... The head of a phishing ring was forcibly repatriated['Cambodia', 'Vietnam']Cambodia, Vietnam

The Black Pearl falls, the flagship of taxi driver hacking['Spain'] Spain

Ahead of the April 11th Demo, the BEM SI Coordinator's Social Media Account Was Hacked and Used to Upload Hoax Content['Indonesia']Indonesia



Hackers attacked in BiH: They took over the mobile banking of bank clients['Bosnia and Herzegovina']Bosnia and Herzegovina

FontOnLake: A dreadful malware that targets Linux computers['France'] France

Hackers began sending malicious Word files to steal data from computers['Ukraine'] Ukraine

Chinese-language program gave hackers access to Windows PCs for 9 years['China'] China

El Salvador : Bancoagrícola warns about scams and phishing['El Salvador']El Salvador

Morelia will allocate 100 mp to repair database hack['Mexico'] Mexico

Defense companies around the world have been attacked by the Lazarus RosInvest hacker group. Com['Russia'] Russia

America said some countries are unable to make vaccines so they put their hackers on stealing research Jagran Special['United States']United States

Torrejón Hospital: Ten days of hacking in one of the private hospitals of Esperanza Aguirre['Spain'] Spain

Cyber police detained the organizers of 20 online exchangers who cashed out the money of hackers['Pitcairn Islands']Pitcairn Islands

They hack a Saltillense card and they are dispatched with the big spoon['Mexico'] Mexico

Newsspim - Rapid increase in mobile malware... Pill-M, 720,000 detections in 8 months['South Korea']South Korea

Tomislav Donchev: MS was also hacked['Bulgaria'] Bulgaria

Expert: One in every 130 emails contains a phishing attack :: Investor. bg['Bulgaria'] Bulgaria

Hackers hacked Bitcoin: thousands of depositors went bankrupt['Ukraine'] Ukraine

A Man Hacks Up to IDR 17 Billion ATM Machines Just to Establish a Cleaning Solution Company['Indonesia']Indonesia

Hackers attacked Chrome users on iPhones and iPads. All browser versions affected['Russia'] Russia

Malware Ave _ Maria uses unpatched privilege escalation vulnerabilities['Germany']Germany

Suspected managers of two big “hacking Netflix” are charged - Society['France'] France

Cybersecurity: one in five schools hacked by their own students['France'] France

A phishing attack posing as the collection authority, traps Israelis['Israel'] Israel

Phishing mail from Apple in circulation ['Germany']Germany

Vesti. lv: Barcha: there was a hacking of the "E-health" system. PM denies['Latvia'] Latvia

Lizard Squad : We hacked Facebook and Instagram['China'] China

Footsteps of security institutions: Arrest inside, hacking of university figures abroad['Iran'] Iran

The number of malware exploiting a processor vulnerability exploded, at least 130 samples were found – Mikrobitti['Finland'] Finland

Commissariat for Refugees: Criminal charges due to hacker attack['Serbia'] Serbia

CIA and FBI search for traitor who leaked classified data about their hack to WikiLeaks['United States']United States

Triada Trojan malware comes pre-installed on many Chinese smartphones['China'] China

They detect spyware in an app that has been on Google Play for three years['Spain'] Spain

Qakbot and Emotet: malware that tries to steal bank credentials['France'] France

60 charges in the data breach ['Sweden'] Sweden

The NFC chip of the iPhone has been hacked['France'] France

Cybercriminals get bolder as impact from SolarWinds and ransomware grows['United States']United States

Cyber Attack Disrupts Local Library Service in Washington['United States']United States

Herff Jones data breach frustrates parents['United States']United States

Reports Cover Pipeline Ransomware , Crypto Schemes And DeFi Hacks - Technology['United States']United States

Hacker Who Targeted Cops Gets Jail Time - Infosecurity Magazine['United Kingdom']United Kingdom

TMT firms among top targets for cyber attacks in Singapore['Singapore']Singapore

SHI International Corp . Confirms Recent Data Breach Resulted in Compromised Employee Data | Console and Associates , P . C . ['United States']United States

CISA : Just - Disclosed Palo Alto Networks Firewall Bug Under Active Exploit['United States']United States

Most 2021 breaches stemmed from hacking , IT incidents['United States']United States

KrisFlyer miles returned to five SIA customers whose accounts were hacked , compromised['Singapore']Singapore

As united kingdom Criminals Jailed  Mist of Secrecy  Remains About French EncroChat Data Hack['France'] France

Wikileaks software developer jailed for hacking['China'] China

Attorneys General Reach $148 Million Settlement With Ride - Sharing Company Over Delay In Data Breach Notification - Data Protection['United States']United States

Moscow Server Hosted WikiLeaks and Iran Hackers Weeks Apart['Russia', 'Iran']Russia, Iran

Federman & Sherwood Announces Investigation of the Data Breach of Bansley & Kiener , L . L . P . ['United States']United States

Democratic Florida House candidate Ryan Morales claims Russians hacked their way into his campaign website['United States']United States

I - TEAM reveals untold story behind computer hacking at Hopkins Airport['United States']United States

Duncannon , Pa ., Bolsters Cybersecurity After Ransomware Attack['United States']United States

National Bank of Blacksburg settles with insurer over losses from suspected Russian hacking['United States']United States

Apex Legends Fans Targeted with Malware and Scam Campaigns['Russia'] Russia

GSP Reports Data Breach | AM 1180 Radio['United States']United States

Sesame Street store hacked with Java cookie['United Kingdom']United Kingdom



What Were Reading : $260 Million Ohio Opioid Settlement ; Doctors Stress Flu Shots Among Pregnant Women ; Health Data Breach['United States']United States

CISOs Spoiling Fed Cyber Response | Text - to - 911 Service | Iranian Hacking , and more['Iran'] Iran

PN Gadgil and Sons loses Rs 2 . 98 cr in hack attack['India'] India

Two Democratic candidates claim their websites were hacked  out of Eastern Europe['United States']United States

Yerington Paiute Tribe hacked in cyber attack['United States']United States

Billing Vendor Phishing Attack Breaches Data of Multiple Providers['United States']United States

Cyber Alert : 2016 Breach Roundup , Part II : U . S . and EU Data Breach Notification Regulations Highlights and Trends['United States', 'European Union']United States, European Union

NSA Caught Intercepting Online Purchases To Install Spy Malware – InvestmentWatch['United States']United States

Attackers go phishing at NIU ['United States']United States

Russia Hacks Chevrolet and Steals Camaro Design['United States']United States

Scam Report : Dominoes still falling 3 years after Yahoo data breach['United States']United States

Pekin School Targeted By Cyber Attack ['China'] China

Misco tests nation on phishing , nation fails['United Kingdom']United Kingdom

Thousands Of Job Applicants Citing Top Secret US Government Work Exposed In Amazon Server Data Breach['United States']United States

Hackers target city residents in email scam['United States']United States

Tony Kansas City : TKC BREAKING NEWS !!! HACKING THE AIRPORT ELECTION ??? KANSAS CITY TAX FIGHTERS RAGE AGAINST CITY HALL SPAMMING TWITTER FOR # NEWKCI VOTES !!!['United States']United States

Corrections data breach reveals personal details of hundreds of Canberra prisoners , officers['Australia']Australia

Phishing Scam Uses 808 Hilo Number ['United States']United States

Company used by Telstra , NAB and Australia Post hacked , possibly leaking details of thousands['Australia']Australia

Leaked Email Shows Cambridge Analytica Excited About Russia Hacks['United States']United States

Netflix phishing scam email hits customers['United States']United States

Vietnamese hackers trigger software trap after Australian sale of newspaper in Cambodia - 15 - May - 2018['Australia', 'Cambodia']Australia, Cambodia

Database of Minnesota Government got Hacked and a Teenager is Accused of it['United States']United States

Riot Fest offering ticket deals in wake of Ticketfly hack['United States']United States

When a hackathon gets hacked ['Australia']Australia

iTWire - New Iran - based APT uses NSA exploits in its malware arsenal['Iran'] Iran

Cybercrime And Cryptocurrency Exchange Hacks Up By 75 % During Coronavirus Pandemic , FBI Reveals['United States']United States

27 years ago Saturday : Chicago TV got hacked in the  Max Headroom Incident['United States']United States

College Station data breach probe concludes['United States']United States

Oski Data - Stealing Malware Emerges to Target North America , China['North America', 'China']North America, China

Martin County website data hacked , data stolen['United States']United States

Bing mobile app database left open to hackers , millions of user data sets compromised - General Discussion Discussions on AppleInsider Forums['United States']United States

This new phishing attack uses an odd lure to deliver Windows trojan malware['Japan'] Japan

Office 365 Phishing Attack Targets Financial Execs['United States']United States

Class Action Against Kroger , Accellion Alleges Negligence in Personal Data Breach['United States']United States

FINRA Warns on Compliance Phishing | Burr & Forman['United States']United States

Hackers have California driver agency user data ( Includes interview )['United States']United States

Email hackers bag three years for defrauding KLM , British , Turkish airlines['Netherlands', 'United Kingdom', 'Turkey']Netherlands, United Kingdom, Turkey

Hacking of Citibanamex provider warned['Mexico'] Mexico

Against the backdrop of a cyber attack, the service "Diya" transferred work to the "mirror" - a hacker attack['Ukraine'] Ukraine

Phishing scam: these fake bank advisors call you to empty your accounts['France'] France

Detective admits taking part in hack targeting Wirecard critics['Germany']Germany

They hacked the Cetrogar chain and several operations would be frozen['Argentina']Argentina

Commerzbank - Phishing : Account theft with data update['Germany']Germany

ATM theft with malware caught in Ankara['Turkey'] Turkey

Cyberattack of communities. Before Angers, other cities suffered massive hacks['France'] France

Cybercriminals in the hands of the police: 28 people in custody, 60 charged. it's m. others about hacking['Poland'] Poland

Front office data breach in court: database unprotected['Finland'] Finland

50 thousand IDs of Meta were in the eyes of hackers['Bangladesh']Bangladesh

Lucerne hacker charged after FBI investigation['Switzerland', 'United States']Switzerland, United States

Hacker attacks from Russia and China threaten democracy in the UK['UK'] UK

Hackers target meal delivery company Takeaway. com['Netherlands']Netherlands

Internet from " Garant " did not work yesterday , it turned out that their servers were hacked News News and events Grodno['Belarus'] Belarus

Twitter, Facebook, Instagram: the accounts of the mayor of Quimper hacked - Quimper['France'] France

The Ministry of Digital Development told about the millionth prize for hacking the Diya application['Ukraine'] Ukraine



Hackers with Bulgarian addresses blocked the central registry of the Bahamas['Bahamas']Bahamas

['https://www.daijiworld.com/news/newsDisplay?newsID=895765', 'https://sputniknews.com/20211124/chinese-analyst-warns-india-of-revenge-cyber-attack-accuses-new-delhi-of-dancing-to-us-tune-1090954655.html', 'https://new.qq.com/omn/20211119/20211119A01FHG00.html', 'http://idrw.org/chinese-cyber-attacks-targeted-indian-ports-defence-companies-us-report/', 'https://www.globaltimes.cn/page/202111/1239441.shtml', 'http://www.radio.gov.pk/24-11-2021/india-state-level-hacking-organization-launches-cyber-attacks-against-beijing-islamabad', 'http://idrw.org/baby-elephant-chinese-state-media-warns-of-threat-from-indian-hacker-group/', 'http://news.cyol.com/gb/articles/2021-11/19/content_9bE4VSaG4.html', 'http://news.jschina.com.cn/scroll/szyw/202111/t20211120_2896395.shtml', 'http://news.sjzdaily.com.cn/2021/11/20/99735123.html', 'http://world.qianlong.com/2021/1120/6547416.shtml', 'http://www.saharasamay.com/nation-news/676638008/hackers-from-delhi-reportedly-launching-cyberattacks-against-chi.html', 'http://china.nmgnFrom the bottom ! People from Chinese Internet security companies provide detailed first-hand information: Indian hackers frequently launch cyber attacks on important departments of our country! _ China Jiangsu Net['China', 'India']China, India

Privatbank reported about the hacking of the database['Ukraine'] Ukraine

Former Tesla manager reported illegal surveillance and hacking of employees' computers['United States']United States

Two US cities uh . give in to hackers' blackmail['United States']United States

Unknown hacked the PEAR package repository['Russia'] Russia

Factcheck Information Portal. kg was hacked from 16 countries['Kyrgyzstan']Kyrgyzstan

The following is a list of cellphones affected by the Zero Day cyber attack['Indonesia']Indonesia

3 from hackers. 25 billion dollar scam ['Turkey'] Turkey

Avast identifies Guildma malware and stops more than 155,000 attack attempts['Brazil'] Brazil

If you send Bitcoin... American universities explode in hacking emails['United States']United States

Fake Apps Conceal Malware, Steal Card Data and Money - Current Events - World Affairs - Lifestyle Channel - 经济通 ET Net['Hong Kong']Hong Kong

Solar Security: Business hacks up 26% since 2014 Bankir. Ru['Russia'] Russia

Patient system still closed after data breach at hospital - NRK Østlandssendingen['Norway'] Norway

Inside - IT : Around 9,000 Quickline customers affected by cyber attack['Switzerland']Switzerland

Hacker attacks on Vietnamese journalists : Attack on critical reporters['Vietnam'] Vietnam

Hacking made it difficult to deliver information | Government['United States']United States

Hackers send threatening emails to users['Ukraine'] Ukraine

Name of person in charge... Phishing scam appeared in Kakao Bank craze['South Korea']South Korea

Eight out of ten companies admitted that they were victims of a hacker attack['Slovak Republic']Slovak Republic

Cedatos lawyer reiterated that there was email hacking['Ecuador'] Ecuador

MSB sent fraudulent emails after phishing attack['Sweden'] Sweden

IoT Malware “Satori” Attack Outbreak, Concentration of Infections in Asia?['Asia'] Asia

AI mimics Moon Dae-tong and Son Seok-hee’s voice… Voice phishing abuse right['South Korea']South Korea

Hackers pretended to be porn sites to attack activists : Internet : Internet and media : Lenta . en['Russia'] Russia

A hacker attack on Sberbank scared the inhabitants of the Far East / IA Amur. info['Russia'] Russia

Alabama Honda worker sues , saying he wasnt paid overtime following ransomware attack['United States']United States

Montana Twitter users may be affected by latest data breach['United States']United States

PayPal phishing attack uses legitimate services to bypass Google Workspace security['United States']United States

N . H . Facing Challenges From Hackers - InDepthNH . orgInDepthNH . org['United States']United States

Ameriprise Financial , Inc . Confirms the Company Fourth Data Breach of 2022 | Console and Associates , P . C . ['United States']United States

Roaming Mantis Android malware campaign sets sights on Europe['Europe'] Europe

Sonder Data Breach Exposes Guest Records['United States']United States

Healthcare vendor accused of  concealed  ransomware , lengthy service outages['United States']United States

Exposed : Anti - Israel hackers can kill Israeli patients with medical cyber - attacks['Israel'] Israel

Coinbase crypto accounts targeted in phishing , fake support chat attacks['United Kingdom']United Kingdom

State - Sponsored Hackers Attacking Critical Energy Infrastructure In India , Tata Power Hit : Microsoft['India'] India

Yahoo Ad Malware Was An Attempt To Build A Secret Bitcoin Mining Botnet['United States']United States

Data breach class actions : Ninth Circuit addresses forum selection and personal jurisdictional issues in case against foreign defendants | Kilpatrick Townsend & Stockton LLP['United States']United States

Three nabbed in Thailand over alleged phishing scam['Thailand']Thailand

Bank of Ireland warns customers over phishing text scam['Ireland'] Ireland

Chipotle Slams New Claims In Data Breach Case['United States']United States

Hackers Bypass MFA on Cloud Accounts via IMAP Protocol['Russia'] Russia

Victim Total Soars in County Health Data Breach['United States']United States

Twitter Blamed for Saudi Spy Hack of Activist Tied to Khashoggi['Saudi Arabia']Saudi Arabia

This malware is compromising Thailand - based hotels to steal credit card details['Thailand']Thailand

Hackers infect diplomatic websites with surveillance malware['United States']United States

20K Pennsylvanians Targeted In Travel Website Data Breach['United States']United States

BGE responds to news of Russian hacking schemes['Russia'] Russia

Topps Data Breach Exposes Months of Credit Card Data['United States']United States

Sikeston DPS : Area businesses reporting phishing scam['United States']United States

['https://siliconangle.com/2020/05/20/8m-customer-records-stolen-hack-meal-kit-delivery-service-home-chef/', 'http://www.digitaljournal.com/business/home-chef-involved-in-a-significant-data-breach/article/572020', 'https://threatpost.com/home-chef-data-breach-8-million-records/156031/', 'https://www.techradar.com/news/home-chef-hacked-eight-million-users-have-data-breached', 'https://www.chicagobusiness.com/technology/meal-kit-delivery-service-home-chef-announces-data-breach']Kroger - owned meal kit delivery service Home Chef announces data breach['United States']United States

Sandown Bay Academy cyber attack suspects released from bail['United Kingdom']United Kingdom

Seems Russia Hacked Election Systems In 39 States . Is Hillary Clinton Sorry Yet ?['United States']United States

Russian Hacking Sought Chaos In Trump or Clinton Win['United States']United States



BBB warns of phishing scam using their name['United States']United States

Premier urges security review after Taiwanese bank hacked['Taiwan'] Taiwan

Chinese firm complains email account hacked['China'] China

Employees Sue Home Health Provider After Phishing Breach['United States']United States

Bank hack : Another suspect surrendered['Sri Lanka']Sri Lanka

DA offers tips for residents to prevent identity theft resulting from Equifax hack / LJWorld . com['United States']United States

Victorian home sellers warned of deposit hacking scam['Australia']Australia

Iranian Spyware Designed to Follow Iranians and Iranian Expats in the West is Available on Apple App Store['Iran', 'United States', 'Canada', 'United Kingdom', 'Germany', 'France']Iran, United States, Canada, United Kingdom, Germany, France

Gooligan malware campaign has breached the security of over one million Google accounts - Kachwanya . com['Kenya'] Kenya

Hackers infesting Google Play with booby - trapped apps['United Kingdom']United Kingdom

BSkyB Sky Apps , Twitter Account Hacked By Syrian Electronic Army [ Updated ] ['United Kingdom']United Kingdom

Cyber - fraudster hacks CEO email , dupes Mumbai firm of Rs13 . 22 lakh | mumbai news['India'] India

Virtua Medical Group To Pay $418 , 000 Data Breach Settlement - Food , Drugs , Healthcare , Life Sciences['United States']United States

Federal Lawsuit Filed Following Alleged CVS Health Data Breach['United States']United States

Cops net hacked Rs 3cr in three days ['India'] India

OCR To Share HIPAA Data Breach Settlements With Victims['United States']United States

Hacker Targeted Huawei Router 0 - Day in Attempt to ...['China'] China

Dixons Carphone : Yeah , so , about that hack we said hit 1 . 2m records ? Multiply that by 8 . 3['United Kingdom']United Kingdom

Missouri State Democratic Party Email to University Of Missouri Leads to Phishing Attempt['United States']United States

Opus & Ponemon Institute Announce Results of 2018 Third - Party Data Risk Study : 59 % of Companies Experienced a Third - Party Data Breach , Yet Only 16 % Say They Effectively Mitigate Third - Party Risks['Germany']Germany

Police officer notebook lost in latest PSNI data breach['Northern Ireland']Northern Ireland

Facebook lead EU regulator opens probe into data breach , Telecom News , ET Telecom['EU'] EU

Minnesota state hacked ( U$A ) ['USA'] USA

Data breach reports grew 29 % to 27 , 000 in Netherlands last year['Netherlands']Netherlands

Greek Navy Personnel Doxxed By Iranian Hackers['Greece'] Greece

City of Paducah paid approximately $30 , 000 to get control back from hacker['United States']United States

Shoddy Treasury website led to Budget hack in 2019 , report shows['New Zealand']New Zealand

NSO Group Defaults in WhatsApp Phone Hacking Case['Israel', 'United States']Israel, United States

MIP Restoring Users After Ransomware Attack['United States']United States

Pulse+IT - Aged care provider Regis hit by ransomware attack['Australia']Australia

Microsoft catches cybercriminals adding malware to  John Wick 3 ,  Contagion  torrents['United States']United States

Cover Protocol Announces Plans To Compensate Hack Victims['United States']United States

Meta removes 400 Facebook accounts linked to India - based  hack - for - hire  firm  BellTrox['India'] India

Tayside fishing industries in limbo after cyber attack on Sepa['UK'] UK

Phishing Campaign Features Fake Office 365 Update['United States']United States

Looking behind the Vertafore data breach ( Includes interview )['United States']United States

Certified Automotive Lease Corp . Data Breach Update | Console and Associates , P . C . ['United States']United States

Hackers stole data from Danish bioanalysts and defrauded them['Denmark']Denmark

The KP, citing the RF Ministry of Defense, reported on the number of deaths in Ukraine. And then she deleted the data and announced a hack['Ukraine'] Ukraine

Productive sector fears millions of dollars in losses due to hacking['United States']United States

Hackers blocked the work of Tyumen restaurateurs['Russia'] Russia

Fraudsters hacked Telegram - the channel of an officer of the People's Militia of the LPR['Ukraine'] Ukraine

Ascendic was hacked a few hours after the "harmless" Instagram post['Denmark']Denmark

Even the lawyer... Voice phishing method that stole a total of 14.95 million won over 5 times['South Korea']South Korea

Be careful before using Google Meet! Google Meet scam malware download without permission private chat may leak['India'] India

Hackers were active in the Czech Republic this year. They sell stolen passwords for billions['Czech Republic']Czech Republic

Incheon Police Agency arrests 335 people for voice phishing crackdown... 18 arrests['South Korea']South Korea

Chairman of the House Defense Committee and hacking of EMCO: There can be no pettiness or pettiness in this, we are talking about national security['EMCO'] EMCO

Up to 5 years threatens a Dagestan citizen for a hacker attack on the resources of Internet providers['Russia'] Russia

Chinese cyberspies spread malware through antiviruses['China'] China

The notorious hacker who extorted Apple $ 50 million has just been arrested, may have to sit for 100 years - Digital World['United States']United States

Hackers sell stolen bank cards of Ukrainians with linked SIM cards for 1300 UAH['Ukraine'] Ukraine

Became known the details of a cyber attack on Russian banks from Brazil['Russia'] Russia

['https://kr.investing.com/news/economy/article-693067', 'https://kr.investing.com/news/economy/article-693049']Despite the introduction of limit accounts, voice phishing surges… Establishing a ghost corporation to avoid financial authorities’ surveillance network Hankyung['South Korea']South Korea

Super shop dream digital system hack, 3 remanded['Bangladesh']Bangladesh



US Government Releases New Malware Used by North Korean Hackers to Conduct Illegal Activities['United States']United States

Cybersecurity Center warns of malware spreading in Finland - Tietoturva['Finland'] Finland

Hacker five years in prison: He stole an unpublished episode of a popular series and sold hospital records['Croatia'] Croatia

About the hacking of the Sinaloa media, the hailstorm in Culiacán and the CIP Teacapán, the news this morning['Mexico'] Mexico

The spread of false news was a "complex cyber attack," says the Ministry of Foreign Affairs['Lithuania']Lithuania

Second wave: corporate IT is under unprecedented siege, cyber attacks are pouring in from all sides['Hungary'] Hungary

In Bishkek, they tried to hack into the terminal. Suspect detained['Kyrgyzstan']Kyrgyzstan

Nonghyup security team impersonation phishing email alert['South Korea']South Korea

How hackers attack companies in Romania and steal hundreds of thousands of euros['Romania']Romania

Victim of phishing, City of Ottawa must review its cybersecurity measures, says AG['Canada'] Canada

Cybersecurity: a hack paralyzes the administrative services of a village in Côte - d'Or['France'] France

Australian hackers alter skateboards to emit risqué messages - RedUSERS['Australia']Australia

In Kramatorsk, a kindergarten was hacked at night and educators were robbed['Ukraine'] Ukraine

Careful ! This malware steals user data on Facebook and Twitter['Colombia']Colombia

They discover a ransomware that changes the Windows password['Spain'] Spain

Doctors beware, the Kwampirs malware is after you['Czech Republic']Czech Republic

A virtual wallet believed to be unhackable was hacked['Hungary'] Hungary

['https://technews.tw/2018/12/27/phishing-attack-pretends-to-be-a-office-365-non-delivery-email/', 'https://unwire.hk/2018/12/26/phishing-attack-pretends-to-be-a-office-365-non-delivery-email/tech-secure/', 'http://www.spamfighter.com/News-21947-Phishing-Attack-pretends-to-be-a-non-delivery-notifications-email-from-Office-365.htm']Phishing Attack pretends to be a non - delivery notifications email from Office 365['Taiwan'] Taiwan

mumbai news News : tab bill to rs 20 lakh ; hacking suspects - tab bill Rs 20 lakh; Suspicion of hacking['India'] India

Zombie alert in Florida would have been caused by a hack['United States']United States

West Haven pays $2,000 in ransom for ransomware attack['United States']United States

Morning briefing: Russian hacker attack was never investigated / Top boss resigns from KMD board / IT top gathers for Folkemødet['Denmark']Denmark

She admits her bank was the victim of phishing['France'] France

A scandal shakes Apple after the iPhone camera was hacked and users were spied on['United States']United States

Impersonating a bank teller... Earn 1.2 billion won per month for a voice phishing call center abroad['South Korea']South Korea

Out loud. en : Ishim court banned article on hacking Moscow metro['Russia'] Russia

They hack the América site and put Chucky Lozano as azulcrema player['Mexico'] Mexico

MediaMarkt hit by Hive ransomware , initial $240 million ransom['Germany']Germany

Was Braman Motors target of hackers demanding ransom money ? Employee says it true['United States']United States

Douglas Elliman Data Breach Impacts Thousands Of New Yorkers['United States']United States

Law Firm Responds To Data Breach Claim By … Leaking Data . Checkmate !['United States']United States

aUSD plummets by 99 % after a bug in the configuration helps hacker exploit and steal 1 . 3 billion tokens from a DEFI platform['India'] India

Annual costs of Hackney ransomware attack exceed £12m['United Kingdom']United Kingdom

Phone Hack Reveals  It Done  Minutes After Nord Sabotage – Investment Watch['United States']United States

Hacking of Namewee YouTube account follows criticism of war in Ukraine['Ukraine'] Ukraine

Borrowers request consolidation of KeyBank data breach suits['United States']United States

Denonia Malware Shows Evolving Cloud Threats['United States']United States

Data Breach at Burkhart Dental Supply Compromises Sensitive Customer Data | Console and Associates , P . C . ['United States']United States

Paralysed AIIMS virtual system ready to be restored post malware attack['India'] India

Vivendi Announces Data Breach Stemming from Incident at the Company See Tickets Business | Console and Associates , P . C . ['France'] France

Free proxy service found running on top of 2 , 600+ hacked WordPress sites['Japan'] Japan

Customs website hacked ; DICT assistance sought['Philippines']Philippines

Iran - Linked Malware Shared by USCYBERCOM First Seen in December 2016 : Kaspersky['Iran', 'United States']Iran, United States

No - shutdown deal ?; Army Strykers hacked ; No new money for AI ; united kingdom plans drone swarms ; And a bit more .['United Kingdom']United Kingdom

National Security , Immigration websites hacked['Trinidad and Tobago']Trinidad and Tobago

Quadsys exec who hacked rival firm database in 2016 convicted of assault['United Kingdom']United Kingdom

Russian hackers leveraging Internet - of - Things appliances for infiltrating corporate networks['United States']United States

iOS 13 Hacked by Jailbreak Developer on iPhone X['United States']United States

Massachusetts Congress members urge DHS to help municipalities fight cyber attacks['United States']United States

UK Parliament email hack - the industry reaction['United Kingdom']United Kingdom

Burger chain Wendy serves up settlement , NeverQuest hacker guilty , cloudy payroll users hacked and more['United Kingdom']United Kingdom

Federal trial date set for Dubuquer linked to international hacking scheme['United States']United States

CSD warns LINE users about phishing  update  message['Japan', 'Taiwan']Japan, Taiwan

Game hunters details released in data breach['Australia']Australia

FBI : Cybercrime Gang Stole $1 . 2 Million via Bank Malware['United States']United States



News in brief : spy chief warns on blame ; FBI arrests NSA contractor ; Japan holds teen on ransomware – Naked Security['United States', 'Japan']United States, Japan

Men Land In Hot Soup After Hacking Into WAEC Website['Ghana', 'Nigeria', 'Sierra Leone', 'Liberia', 'The Gambia']Ghana, Nigeria, Sierra Leone, Liberia, The Gambia

Another huge government data breach ['United States']United States

Three US media groups sue FBI over hack of San Bernardino shooter iPhone['United States']United States

Ransomware of IoT : the new security nightmare['United Kingdom']United Kingdom

Iranian Hackers Catfish a Cybersecurity Employee['Iran'] Iran

First Bitcoin Cash Ransomware Makes It Impossible to Decrypt Files - Inside Bitcoins - News , Price , Events['United States']United States

NBI nabs Facebook hacker | Metro , News , The Philippine Star['Philippines']Philippines

Drivers warned about  phishing  scam text messages reporting to be from the DVLA['United Kingdom']United Kingdom

Pentagon confirms hack attempt against Defense Department credit card holders['United States']United States

‘ Read the fine print : U of R professor warns of data breach['Canada'] Canada

Apple attacked by Hackers ['United States']United States

Hospital thwarts cyber attack on 800 staff['United Kingdom']United Kingdom

Insight : How a hacker s typo helped stop a billion dollar bank heist – EMTV Online['Bangladesh']Bangladesh

Kent County church targeted in data breach['United States']United States

Rancor cyber attacks focus on Singapore and Cambodia | Risk['Singapore', 'Cambodia']Singapore, Cambodia

This week were talking about . . . Google data breach['Ireland'] Ireland

Hackers compromised IDF recruit files & had been selling private data to 3rd parties for years['Israel'] Israel

Triton Malware Spearheads Latest Generation of Attacks on Industrial Systems['United States']United States

Bam Construct and Interserve hit by cyber attacks['United Kingdom']United Kingdom

Man faces  stalking  charge after Crosshouse data breach['United Kingdom']United Kingdom

Hacker Attempts to Sell Data Allegedly Tied to Ledger , Trezor , Bnktothefuture Customers['France', 'Czech Republic']France, Czech Republic

MSPs targeted by hackers – Channel EYE['United Kingdom']United Kingdom

Southern Manitoba child welfare authority back online following ransomware attack['Canada'] Canada

Trend Micro blocks over 61 million ransomware attacks['United Arab Emirates']United Arab Emirates

St . Martin News Network - Suspect Arrested and Charged in SZV Phishing Scam of 2019 .['Sint Maarten']Sint Maarten

Magellan Health Data Breach Victim Tally Reaches 365K Patients['United States']United States

Crisp Regional Health Services falls victim to ransomware attack['United States']United States

Some transit workers tighten belts after payroll hit by ransomware['Canada'] Canada

The Fiji Times » Massive data breach – Cybersecurity hacks and risk management['Fiji'] Fiji

Port of Houston Targeted by Hackers Allegedly with Foreign Government['United States']United States

African governments are crushing opposition using Israeli spyware['Israel', 'African countries']Israel, African countries

Official Twitter handle of Raj govt DIPR hacked['India'] India

Electric scooter rental service KIWI crashed : customers received phishing messages['Ukraine'] Ukraine

Two hacks against the count in a day ['Bulgaria'] Bulgaria

A member of a hacker group who caused $120 million in damage was detained in Ukraine['Ukraine'] Ukraine

['https://en.dailypakistan.com.pk/business/sbp-swings-into-action-after-atm-hacking-incidents/', 'http://gulfnews.com/news/asia/pakistan/hundreds-of-pakistanis-lose-millions-in-major-atm-hacking-fraud-1.2135633']SBP swings into action after ATM hacking incidents – Daily Pakistan['Pakistan']Pakistan

NIK officially confirms: 7.3 thousand. hacking attacks on employees' devices. Possible use of Pegasus['Poland'] Poland

Notorious militia reportedly uses Israeli spyware['Israel'] Israel

The dark side of the EPS Sanitas hack: Mario Bros, a white rabbit and data hijacking['Colombia']Colombia

Phone AI feature caught phishing scammer - ZDNet['South Korea']South Korea

[Information Security Daily] On February 9, 2022, RLO special Unicode characters were used to hijack Microsoft account attacks, and phishing SMS attacks became more rampant['United States']United States

2GIS services stopped working due to a cyber attack['Russia'] Russia

Castellón notifies those affected by the March 2021 cyberattack of the risk of hacking['Spain'] Spain

Rimi Mini store was hacked and robbed on Tuesday night in Riga['Latvia'] Latvia

Hacker Group Dark Side Statement Emphasizes 'Purpose is Money': Nihon Keizai Shimbun['Japan'] Japan

A serious cyber attack hit an internet service provider in the Dunaszerdahely area, the National Security Office also warns['Hungary'] Hungary

Moroccans hack Algerian websites.. The neighbor accuses Rabat and Israel of a cyber war['Algeria'] Algeria

North Korea pointed out coin hacking country, suddenly robbery in the United States (on top) robbery['United States']United States

Emergenza email phishing ['Italy'] Italy

Malware united states PDF files to steal victims' passwords['United States']United States

These are the most common malware in Finland - the most dangerous can be found in more than 7% of corporate networks['Finland'] Finland

Beba Army hacks the page of a specialist who was interviewed on the Magaly Medina program | Facebook Shows['Peru'] Peru

Decathlon had a data leak. Hackers gained access to customers' phone numbers['France'] France

I searched Google Classroom and found a malicious program... AhnLab Detects Remote Class Ransomware - The Herald Business['South Korea']South Korea



Pegasus spyware in the spotlight in Togo['Togo'] Togo

['http://idrw.org/indian-hackers-give-befitting-reply-to-pakistans-agenda-on-ram-temple-kashmir-hack-over-80-pakistani-websites/', 'https://aajtak.intoday.in/gallery/hackers-hacked-many-websites-on-indian-independence-day-lord-ram-tstk-1-54749.html', 'https://zeenews.india.com/india/indian-hackers-give-befitting-reply-to-pakistans-agenda-on-ram-temple-kashmir-hack-over-80-pakistani-websites-2303465.html']Indian hackers give befitting reply to Pakistan agenda on Ram temple , Kashmir ; hack over 80 Pakistani websites – Indian Defence Research Wing['Pakistan']Pakistan

Phishing attacks against KZ domain owners have become more frequent in Kazakhstan['Kazakhstan']Kazakhstan

Webcam scam: two hackers arrested for sextortion['France'] France

Cuprum hack with transfer of funds to another AFP reveals fragility in security system['Chile'] Chile

Hacker tried to hack foreign bank accounts - Latest news today['Ukraine'] Ukraine

Russian hacker got off with a minimum fine for stealing millions['Russia'] Russia

The phishing link stole passwords from users of the website of the National School of Judges / Ukrainian business resource UBR for 2 years. ua['Ukraine'] Ukraine

They issue a new red alert for attempted hacking of SPEI['Mexico'] Mexico

North Korea's General Bureau hacked, China's Baoshan Hotel closed['North Korea', 'China']North Korea, China

Hackers caught WADA commission in links with FB['Russia'] Russia

Website of Kommersant newspaper restored after a hacker attack['Russia'] Russia

Witch hunt in Daugavpils City Council, hacking of EU diplomatic mail and Chinese ban on Christmas['Latvia', 'European Union', 'China']Latvia, European Union, China

Phishing message on WhatsApp offers S /. 500 for Starbucks in exchange for your information – Agencia Orbita['Peru'] Peru

In St. Petersburg, email hacking turned into a court['Russia'] Russia

Around 1000 cyber attacks on Saxony's administration repelled['Germany']Germany

Operation against hacking of the data of 5 . 500 mosso['Spain'] Spain

H Noi: Two teachers and hackers spread malicious code to appropriate property['Vietnam'] Vietnam

Russian hackers, account hacks and ransom demands. All for a few photos['Poland'] Poland

Charged with serious data breach against Nordea and Swedbank['Sweden'] Sweden

In Cherepovets, unknown people hacked into an ATM - Bankir. Ru['Russia'] Russia

This ransomware makes you sign up for Roblox to get your files back['United States']United States

Landry Tells 5th Circ . $20M Data Hack Was A  Publication['United States']United States

RockYou 2021 Data Breach : Activate Two - Factor Authentication if Your Password Is Leaked !['United States']United States

TrickBot Malware Now Targets Amazon , Microsoft , PayPal Users['United States']United States

Buffalo MRI by Windsong Radiology Reports Recent Data Breach | Console and Associates , P . C . ['United States']United States

Eagle Bank Reports that Recent Data Breach Resulted in Compromised Customer Social Security Numbers | Console and Associates , P . C . ['United States']United States

Cyber Security Today , Oct . 21 , 2022 – Microsoft storage misconfiguation , data tracker leads to another data breach , and more['United States']United States

Urology of Greater Atlanta , LLC Announces Data Breach | Console and Associates , P . C . ['United States']United States

NSW agencies face mandatory data breach notification scheme['Australia']Australia

Hackers attack 39 % Nigeria oil sector computers – Report['Nigeria'] Nigeria

HIPPA Data Breach Reports Due to OCR Feb 28['United States']United States

Snap Finance , LLC Files Notice of Data Breach | Console and Associates , P . C . ['United States']United States

After ransomware hits Colombian energy firm , Moody says low patch rate suggests inadequacies in cyber practices['Colombia']Colombia

Virtual dress - up website settles with the FTC following data breach['United States']United States

Ryuk Ransomware Still a Threat According to the FBI['United States']United States

East Bay schools hit with cyber attack during break [ Mercury News ]['United States']United States

Govt ministry hit with 180 million hacking attempts in less than 18 months['New Zealand']New Zealand

Quasar RAT installed by new phishing campaign['United Kingdom']United Kingdom

Government forced to take urgent steps over digital data breach['United States']United States

City photo studio falls victim to ransomware attack | Coimbatore News['India'] India

Attorney launches WV investigation into credit card data breach , urges potential victims to make contact['United States']United States

Privacy World - Wide : Brexit , CJEU on Cookies , Polish Data Breach Fine['Poland', 'United Kingdom']Poland, United Kingdom

Google caught a Russian state hacker crew uploading badness to the Play Store['Russia'] Russia

College Station investigation into possible utility data breach likely to be finalized next month['United States']United States

Malware scam , al - Qaeda note in Hancock County MS['United States']United States

Man dies trying to switch off hacked motorway billboard showing porn['United Kingdom']United Kingdom

US police dept hit with data leak and ransomware exposing over 100GB worth crime and victim records['United States']United States

UTA Hack Update : Agency Hires Experts to Investigate Source , Motives['United States']United States

City Newsstand Owed $21 , 000 For 2010 Russing Hacking Scam : Judge['United States']United States

Data breach may have compromised card info for people who stayed at Denver , Winter Park hotels['United States']United States

Role of more RTO staff suspected in hacking case['India'] India

Russian hackers exploited a Google flaw the company has refused to fix['United States']United States

Chinese hacker group KeyBoy is back with new spy malware targeting Western organisations['China'] China

Phishing thieves target Anne Arundel school paychecks , steal $57 , 000['United States']United States



Banking Malware Bypasses Google Filters , Infects Thousands of Android Devices['United States']United States

Phishing scam targets Easton businesses['United States']United States

Customer allegedly hacks bank accounts , steals $64 , 822['Nigeria'] Nigeria

Singapore Court of Appeal holds that privileged documents hacked and uploaded on WikiLeaks retain confidentiality['Singapore']Singapore

22 bank accounts hacked , ₹5 . 3 lakh stolen in 48 hours['India'] India

Facebook data breach casts a doubtful shadow on WhatsApp Pay['India'] India

Apple phishing scam : Company branding stolen in sophisticated scam['Australia']Australia

Hashtag Trending - 12 Russians charged with hacking US election , Jeff Bezos is richer than you , Amazon Prime Day worker strikes['United States']United States

GOP operative who sued Trump says FBI referred hacking of her email to Mueller['United States']United States

DanaBot banking trojan adds sly spam feature , distributes GootKit malware['United States']United States

Attackers distill essence of Mirai IoT botnet into LiquorBot malware['United States']United States

NH Primary Source : NH Democratic Party Twitter account locked due to massive hacking scam['United States']United States

University of Pittsburgh Medical Center Hacker Arrested['United States']United States

Top Las Vegas news : MGM warns of data breach ; Knights stop Tampa 11 - game win streak ; more['United States']United States

Huge ransomware attack laid bare French lingerie firm and cost it  millions['France'] France

New tool detects AWS intrusions where hackers abuse self - replicating tokens['Japan'] Japan

IBM AI - Powered Data Management Software Subject to Simple Exploit['United States']United States

MoginRubin Represents Those Affected by Dickey BBQ Data Breach of Sensitive Consumer Information['United States']United States

Skagit Public Utility District vendor suffers data breach['United States']United States

Dussmann hacker attack, the data of those who use school canteens at risk['Germany']Germany

Even the bored monkey was robbed... NFT Issuance Support Platform Premint Hacking['South Korea']South Korea

Kryminform's website was hacked ['Ukraine'] Ukraine

SECURITY AND FINANCIAL APPS: THE LATEST DATA BREACH | Latest news from Abruzzo['Italy'] Italy

I was spying on the privacy of the house... 7,000 illegal shootings for crime prevention and fat cam hacking['South Korea']South Korea

Thousands of users of Uruguayan government sites were affected in a massive hack['Uruguay'] Uruguay

This is the Reason the Online Slot Gambling Mafia Hacks Government Sites['Indonesia']Indonesia

In Russia, they announced the expropriation of grain from the Kherson region: later they said that the site was hacked['Russia', 'Ukraine']Russia, Ukraine

Hackers over Siol. net : that's why you couldn't read us['Slovenia']Slovenia

University in Xi'an _ China hacked by foreigners. org . cn['China'] China

Hackers Wander around the World Cup, See 5 Modes of Deception['Brazil'] Brazil

GOOD MORNING ! Two minors hacked the Public Education Registration and Study Basic System['Slovak Republic']Slovak Republic

Process : Car thieves hack lock systems in rows['Germany']Germany

Education 8th Class; About 400 girls' social media accounts were hacked['India'] India

Hackers made the largest hacking of android devices « Russian Jew['Russia'] Russia

Computer attack and Data Breach at school : evaluation of data or systems violations . Download the document to use for the procedure['Italy'] Italy

More than 52 Panamanian companies suffered a data breach in 2020['Panama'] Panama

Hacker readers hacked accounts to rewrite the author’s article, hot searched on Weibo, but netizens took up CP['China'] China

Newsspim - [ Hacking Alert ] Information Stealing Malicious Code Distributed in Fake Quotes['South Korea']South Korea

['https://www.businessinsider.sg/coi-will-conduct-hearings-on-the-singhealth-data-breach-from-aug-28/', 'http://brudirect.com/news.php?id=51979']Singhealth Cyber Attack : First COI Hearing On Aug 28 , To Be Closed - Door['Singapore']Singapore

They defrauded people with spyware and invested in Bitcoin!['Turkey'] Turkey

Security - researcher attacked in ransomware campaign['Netherlands']Netherlands

Interpol: ever more phishing and scams in Europe during confinement['Europe'] Europe

Krivichna against Skopjanec for hacking the Central Registry['North Macedonia']North Macedonia

They hacked the company in charge of the digital records system of the Macri era['Argentina']Argentina

Amazon - Phishing: This is what fraudulent emails look like in October['Germany']Germany

Banorte reimburses 652 mp of hacked accounts to the commune['Mexico'] Mexico

McDonald's users report hacking of their accounts (+details)['Venezuela']Venezuela

The US arms lobby hard hit by cyber attacks['United States']United States

Even reward tours for top performers... Voice phishing organization that looks like a large company['South Korea']South Korea

Executive Branch Hack | Book of Ammon['Jordan'] Jordan

Teenage hacker in Britain pretended to be the head of the Central Office and stole secret data en['United Kingdom']United Kingdom

Herrenberger hacker goes behind bars ['Germany']Germany

Belgian professor: Russia hacked football fans' phones['Belgium'] Belgium

Indian hacker stolen money from bank throw proxy IP['India'] India

Hackers from Kerala who hacked ISIS data Have collected data about ISIS sympathizers in Kashmir, claims Kerala ethical hacking group['India'] India



Hackers cause a million-dollar loss to the telephone cooperative['Bolivia'] Bolivia

AMLO team admits failure and hacking in the application of the Citizen Consultation for the New Airport['Mexico'] Mexico

Ukrainian hackers hacked the website of Russian Channel One['Russia'] Russia

VNCERT detected nearly 10 . 000 cyber attacks in 9 months['Vietnam'] Vietnam

Carnival parade website hacked : Who would do something like that ?['Netherlands']Netherlands

Receive alert of a phishing campaign that impersonates PayPal's identity['Spain'] Spain

Kostromich hacked the accounts of half a million Russians - Rossiyskaya Gazeta['Russia'] Russia

Nuclear Scientist Kidnapped by North Korea After North Korea Hacking Cancellation of Youngde['South Korea']South Korea

A hacker takes full control of a university thanks to its bulbs and distributors['France'] France

Adylkuzz: malware that protects against WanaCry, but still turns the computer into a slave['Estonia'] Estonia

Hackers access all your data through dating apps['Mexico'] Mexico

Promotion of neglected events by hacking, official Twitter accounts of organizations, hotbeds of illegal mining['Japan'] Japan

The police do not know from which country the cyber attack was carried out['Ukraine'] Ukraine

Joint Statement By SPF And DBS On DBS Bank Phishing Scams['Singapore']Singapore

Texas Meter & Device Company Announces Data Breach | Console and Associates , P . C . ['United States']United States

AllOne Health Resources , Inc . Discovers Data Breach After Accidentally Wiring Money to a Fraudulent Bank Account | Console and Associates , P . C . ['United States']United States

Today D Brief : Nimruz falls first in Afghanistan ; China is hacking Russia ; FBI arrests  George Washington ; And a bit more .['Afghanistan', 'Russia']Afghanistan, Russia

Local authorities experience 10 , 000 attempted cyber attacks every day['United Kingdom']United Kingdom

Oil closes in on $100 a barrel as European storage sites hit by cyber attacks['European countries']European countries

Personal data compromised in RDS cyber attack['Ireland'] Ireland

SERV Behavioral Health System reports data breach['United States']United States

Phishing for prey : Cops warn of bogus lucky draw link spread via chat app['Malaysia']Malaysia

You think your day was bad ? OS X malware hackers just swiped a Mac dev app source • The Register['United States']United States

Chtrbox : Instagram data breach trail leads to Chtrbox['India'] India

Eight New macOS Malware Families Emerged in 2021['Russia'] Russia

UK councils and hospitals at risk of cyber hackers , ITV News reveals['United Kingdom']United Kingdom

Hackers steal $1 . 8m from 2 private banks['Bangladesh']Bangladesh

Customers of Lewes Public Works warned about possible data breach of customer information system['United States']United States

A . Duie Pyle - Pennsylvania trucking firm - impacted by ransomware attack['United States']United States

Lion hacked - NZ Herald ['New Zealand']New Zealand

Chancery Wants To Tackle  Novel  Marriott Data Breach Issues['United States']United States

Personal info of Minn . law enforcement , critical infrastructure personnel published online after massive hack['United States']United States

Politics This Morning : House Public Safety to reconvene to talk data breach ; Singh to tour Quebec['Canada'] Canada

BB Cyber Heist : Malware sent to BB network thru  emails['Bangladesh']Bangladesh

CareFirst Shakes Most Of Policyholder Data Breach Claims['United States']United States

Japan crypto exchanges seek redemption after hacking scandals - Nikkei Asian Review['Japan'] Japan

Fintech Startup Data Breach : Leak Closed Off In Hours Says Chqbook['India'] India

Cancer patient friends scammed after email account hacked['Canada'] Canada

mo4ch : >Wikipedia says massive hack attack took down the website in Europe & Middle East | Mo4ch News['Europe', 'Middle East']Europe, Middle East

ACSC urges Windows update as BlueKeep exploit released['Australia']Australia

Interactive Council Newsletter : Privacy Report : Airline Sues Software Provider Over Data Breach | Arent Fox['United States']United States

Romanian cybergang infects over 400 , 000 computers with crypto mining malware['Romania']Romania

Criminals Target Specific Industries in Data Breach Activity I Retail I Security I Hacking I Data I Payments['United States']United States

Ministry of Information portal taken down by unknown hackers['Myanmar']Myanmar

China denies US claims military uses two Beijing hotels as bases for cyber attacks['United States']United States

Global Hacking Operation is Targeting MSPs , Stealing Customer Data['United States']United States

Hacker Bypasses Microsoft ATA for Admin Access['United States']United States

data breach » Banking Technology ['United Kingdom']United Kingdom

Tim Cook addresses iCloud photos hacking , says major security improvements coming soon['United States']United States

Trinity Mirror and legal team knew about phone hacking , high court told ['United Kingdom']United Kingdom

One third of OT networks are exposed to cyber attacks['Canada'] Canada

Friendly neighbourhood hacker politely hacked a billboard at a shopping mall['Australia']Australia

Hackers target Victoria Secret shoppers in run['United States']United States

Hackers Stealing Ethereum With Fake MyEtherWallet Apps['United States']United States

In major data breach , email credentials of over 2 . 7 million employees of several Fortune 500 companies leaked to the dark web['India'] India



['http://www.guadeloupe.franceantilles.fr/actualite/france/le-monde-de-la-cybersecurite-se-reunit-a-lille-apres-une-serie-de-piratages-massifs-467778.php', 'https://france3-regions.francetvinfo.fr/hauts-de-france/nord-0/lille-metropole/lille-annonce-moyens-renforces-cybersecurite-apres-serie-piratages-massifs-1406959.html', 'https://www.corsematin.com/article/france-monde/le-monde-de-la-cybersecurite-se-reunit-a-lille-apres-une-serie-de-piratages-mas', 'https://www.romandie.com/news/Des-moyens-renforces-pour-la-cybersecurite-apres-une-serie-de-piratages-massifs/883439.rom', 'https://www.rtl.be/info/magazine/hi-tech/le-monde-de-la-cybersecurite-se-reunit-a-lille-apres-une-serie-de-piratages-massifs-989190.aspx', 'https://www.ladepeche.fr/article/2018/01/23/2727305-monde-cybersecurite-reunit-lille-apres-serie-piratages-massifs.html', 'http://www.ipreunion.com/france-monde/reportage/2018/01/23/le-monde-de-la-cybersecurite-se-reunit-a-lille-apres-une-serie-de-piratages-massifs,75737.html']Cybersecurity world reunites in Lille after series of massive hacks - 01/23/2018['France'] France

Pakistan Hacked the DNC Server and Maybe Hillary Illegal Server Too | Rush Limbaugh['United States']United States

Indie Steam game found to contain cryptocurrency malware['United Kingdom']United Kingdom

City of West Van hacked - BC News ['Canada'] Canada

Blockchain hustler beats the house with smart contract hack['United States']United States

Only JPP officers have access to  hacked  tablets , says Zuraida['Malaysia']Malaysia

Phishing emails with . com payloads target finance departments['United States']United States

Monero slams crypto - jackers after mining malware hits government sites['United States']United States

Anti - Semitic hacking of Rabbi Hagai Lundin Zoom class - Inside Israel['Israel'] Israel

InvisiMole malware delivered by Gamaredon hacker group['Russia'] Russia

Hacker displays child pornography during Zoom meeting for Texas school , FBI says['United States']United States

Govt discloses cyber attack threat from  state - based actor['Australia']Australia

The Nigerian phishing scam that nearly derailed $300k ( and counting ) return['Nigeria'] Nigeria

Lottery text phishing scam preying on vulnerable Kiwis['New Zealand']New Zealand

Nigerian Charged in Phishing Scam Targeting US Agencies [ Details of Investigation ]['United States']United States

NTPC website apparently hijacked in what looks like a ransomware attack['India'] India

Council Post : Twitter Hacked Through Slack : Why New Cloud Apps Must Be Secured['United States']United States

Ill . Accounting Firm Sued For Late Disclosure Of Data Breach['United States']United States

CCSD says  data security incident  on Aug . 27 was ransomware attack['United States']United States

RIPTA cyberattack : Hackers get employee health plan information['United States']United States

Forget Russia Iranian Hackers Behind Malicious New Cyber Attacks , Warns New Report['Iran'] Iran

Russian nationals accused of running hacking service that targeted U . S . banks face charges in Detroit['United States']United States

Phishing attack dupes Indian taxpayers and steals their financial information['India'] India

Airport Shops Operator Sued Over Employee Info Data Breach['United States']United States

Cheating Companies Hacked Websites at MIT , Stanford , Columbia And More Than 100 Other Schools['United States']United States

Owner of Servers Implicated in DNC Hacks Says No One Is Interested in Truth Behind Computer Crimes – American Free Press['United States']United States

SolarWinds Hacking Damage Could Take up to 18 Months to Recover['United States']United States

[ Coin Market ] Cryptocurrency Hacking … Bitcoin trading at 45 million won['South Korea']South Korea

Hacker sentenced to one year in prison for attacking Sony['Japan'] Japan

Hackers take advantage of thousands of computer IPs in Vietnam to spread malicious code - Electronic People's Public Security Newspaper['Vietnam'] Vietnam

Phishing attack: Thurgau building insurance affected['Switzerland']Switzerland

How did the hacking of the defense industry happen... Attacks focused on civilian vulnerabilities such as VPNs['South Korea']South Korea

The Kredivo Phishing Case, A Portrait of Low Cybersecurity Awareness in Indonesia['Indonesia']Indonesia

GoDaddy data breach, Emotet malware re-spotted['Italy'] Italy

Daepo bankbook usage fee of 2 million won per month … Arrested for trading with voice phishing organizations['South Korea']South Korea

Parisian law firm hacked: the respondent says he is a ...['France'] France

Marathi News | Complaints of brain hacking and surveillance in the virtual world increased in Pune Complaints of brain hacking, surveillance in virtual world increased in Pune['India'] India

Employees of the State Special Communications Service repelled over 60,000 cyber attacks in a week['Ukraine'] Ukraine

Hackers Earn IDR 58.8 M After Hijacking Ventilator Company Emails['Indonesia']Indonesia

We are the victims, we have suffered hacking: Notimex rejects accusations of Article 19['Mexico'] Mexico

Expert: the number of phishing attacks on credit institutions increased by a third in a quarter['Russia'] Russia

PRM denounces siege of Luis Abinader's security officer after denouncing hacks to the JCE['Dominican Republic']Dominican Republic

The leadership of La Serena condemns the hacking of its social networks: It is an unacceptable fact['Chile'] Chile

Hackers switched to Russian small and medium businesses['Russia'] Russia

Online casino loses millions after hack | The Chihuahua Option['Mexico'] Mexico

['https://www.thisislocallondon.co.uk/news/23162996.cyber-attack-hits-north-east-london-foundation-trust-finance-systems/', 'https://www.guardian-series.co.uk/news/23162996.cyber-attack-hits-north-east-london-foundation-trust-finance-systems/']Cyber attack hits North East London Foundation Trust finance systems['United Kingdom']United Kingdom

Saratov resident convicted of hacking the site of the Omsk company "All payments"['Russia'] Russia

In 2018, 11 cases were sent to court against organized hacker criminal groups['Ukraine'] Ukraine

Hacking email impersonating an external agency… Urgent technical action['South Korea']South Korea

BERNAMA. com - 10,000 Microsoft customers were victims of a cyber attack['Malaysia']Malaysia

The Polish court again ordered the bank to return the money to the victim of online phishing['Poland'] Poland

Chinese phishing organization hacked computer and stole 7.4 billion personal information, arrested and indicted['China'] South Korea

RTCG - Radio Television of Montenegro - National Public Service :: World :: Hacker attacks started in Austria['Austria'] Austria

Lookout discovers state spyware ['Italy'] Italy

Windows Installer-type Malware Increases … Infection caution y['South Korea']South Korea



Bitcoin crashes amid Bancor and MyEtherWallet hack['Russia'] Russia

Task - Force Cybercrime warns of phishing - mails - region['region'] Germany

» 3 « tightens security after hacker attacks['Denmark']Denmark

APT28 exploits EternalBlue to hack hotel WiFi[''] France

The Serbian news agency Tanjug has been subjected to several serious hacking attacks in recent days['Serbia'] Serbia

FireEye : Hackers from Vietnam attacked the Philippines['Philippines']Philippines

VAT refund register was hacked ['Ukraine'] Ukraine

APT37 targets journalists with Chinotto multi - platform malware['South Korea']South Korea

Michigan State Title IX case files leaked in consulting data breach['United States']United States

Patient administration system back up and running at UHG following cyber attack['Ireland'] Ireland

Florida Orthopaedic Institute Reaches $4M Settlement Over Data Breach['United States']United States

India Digest : Central bank wants crypto ban , Cleartrip confirms data breach['India'] India

Pakistan StormFiber allegedly hacked by Indians['Pakistan']Pakistan

Ransomware attacks hammer some of Oregon best - known brands : McMenamins , Yoshida , Bob Red Mill['United States']United States

Washington City Loses $280 , 309 to Successful Phishing Scam['United States']United States

Hackers steal $500 to $2 , 500 from Filipino teachers['Philippines']Philippines

Genesis Health Care , Inc . Reports Data Breach Following Period of Unauthorized Access | Console and Associates , P . C .['United States']United States

A single email account hack spurs breach notice for 503K Christie Clinic patients['United States']United States

Costa Rica refuses to pay ransom in hack['Costa Rica']Costa Rica

Ransomware attack on Take Solutions Ltd ERP['India'] India

Over 23K People Compromised By Data Breach At Mid - Sized Firm ... In Case Youre Wondering How Bad These Can Get['United States']United States

PM Wife & Son Cellphones Allegedly Hacked['Israel'] Israel

Maersk Employees impersonated in phishing scam | Hellenic Shipping News Worldwide['Denmark']Denmark

Third - party mailbox used by the Computacenter got hacked['United Kingdom']United Kingdom

US Congress tees up ambitious cybersecurity agenda in the wake of supply chain , ransomware attacks['United States']United States

Hackers Strike E - Health Sask . ['Canada'] Canada

Luxury Real Estate Rivalry Involved Hired Hackers['United States']United States

Palo Alto gateway security alert , FSB hack , scourge of data - stealing web plugins , and more['Russia'] Russia

Allerdale Borough Council issues warning about an attempted Email Phishing Scam['United Kingdom']United Kingdom

New Lord exploit kit is trying to spread Eric ransomware , researchers warn['United Kingdom']United Kingdom

NinjaRMM Partner Used To Seed Ransomware['United States']United States

Users of MEW and Electrum Cryptocurrency wallets facing Phishing Attacks['United States']United States

How the Climategate Email Hack Laid the Foundations for the Fake News Era['United States']United States

Paterson school district spent $13 , 800 on data breach investigation . But wont make findings public .['United States']United States

Alton Steel hacked , W ['United States']United States

Russian Hackers Seen Behind Virus Attacking U . S . Police : Acronis['United States']United States

Third arrest made in Cablenet hacking attacks – in['Cyprus'] Cyprus

Tornado warning system in Denver upgraded after Dallas hacking incident['United States']United States

How ECMC got hacked by cyber extortionists['United States']United States

New Cyber Attack Exploits Microsoft Bug , Generates Digital Currency ( MSFT )['United States']United States

Exatel : Over 1 , 000 Polish websites have infected the malware computers['Poland'] Poland

$1 . 6M Nieman Marcus Data Breach Settlement Gets Judge OK['United States']United States

Huge rounds of fake ASIC malware ['Australia']Australia

Brazile : Wasserman Schultz Kept Data Breach Under Wraps['United States']United States

Hacker Mecklenburg seizure a sign of things to come['Germany']Germany

Data breach could affect Tallahassee utility customers['United States']United States

FBI Investigating Suspected State Sponsored Hack in FDIC during 2010['United States']United States

Takeaways from the Russia - Linked US Senate Phishing ...['United States']United States

Malware , Spyware Creator Indicted « isssource . com['United States']United States

Tech expert : Mid - state patient records vulnerable to hackers - WMC Action News 5['United States']United States

Food firms are prime target for cyber attack['United Kingdom']United Kingdom

Wendy Strikes Deal In Data Breach Shareholder Row['United States']United States

Skype Twitter Hacked , Anti - Microsoft Message Re - Tweeted 8 , 000 Times['United States']United States

York police probe Highway 407 data breach that led PC candidate to quit['Canada'] Canada

Former Equifax employee admits to data breach - related insider trading['United States']United States



Hackers Posted Documents From Italian Cybercrime Unit['Italy'] Italy

District of West Vancouver issues alert about malware found installed on its servers['Canada'] Canada

PageUp client data likely not removed following data breach['Australia']Australia

Hackers Leak Data Stolen From united kingdom Electricity Market Administrator Elexon['United Kingdom']United Kingdom

iDRAC Vulnerability Gives Hackers Remote Access to Dell Servers['United States']United States

iTWire - Logjam : Log4j exploit attempts continue in globally distributed scans , attacks['Australia']Australia

Hackers accessed a private email account Pence used for official business as Indiana governor - Washington Post - William P . J . Lynch Jr . com['United States']United States

Earlier disclosure by third party could have prevented data breach – Orr['China'] China

Government innovation institute suspends two services following suspected ransomware attack['United Kingdom']United Kingdom

Malware tied to espionage campaign against defense industry['United States']United States

Third - Party Vendor Ransomware Attack Impacts Humana , Anthem Members['United States']United States

A hacker attacked the elementary school's server. The attacker was one of the students['Czech Republic']Czech Republic

USA US, EU and NATO accuse China of global hacking of Microsoft['USA'] USA

Hacking of the National Intelligence Service, level of threat to democracy... security strategy needed['South Korea']South Korea

Netflix Hacks Tokyo Outdoor Advertisement Ordinance and Jacks 1 Yamanote Line Train['Japan'] Japan

La Jornada : Cyber thieves exploit concert boom to deceive spectators['Mexico'] Mexico

Hackers have been on the water company's server for 9 months['Russia'] Russia

Roskachestvo noticed a phishing cyberattack on VKontakte accounts and explains how it works['Russia'] Russia

Hack - Database : FBI feeds Have I Been Pwned['United States']United States

USA: Information about millions of students is available online, following cyber hacks['USA'] USA

Police arrest hacker who bought BRL 95,000 in goods with altered prices | Rio de Janeiro['Brazil'] Brazil

Over 100 attacks on banks and millions of dollars in losses. The creator of the hack tool has been arrested['Poland'] Poland

Coalition: All possible police resources will be used to solve the Data breach at the Counter - Halla-aho: You should never agree to blackmail['Finland'] Finland

Wielkopolskie: Hacker attack scam; 10 people lost almost half a million zlotys['Poland'] Poland

Fastlink customers lost internet for an hour due to hacker attack | Business['Lithuania']Lithuania

Are the hosts of this global cyber attack in Bangladesh, at least someone in their team? | Techtunes['Bangladesh']Bangladesh

['https://www.jdsupra.com/legalnews/eyemed-fined-600k-for-2020-data-breach-2371862/', 'https://healthitsecurity.com/news/ny-fines-eyemed-600k-in-wake-of-healthcare-data-breach-impacting-2.1m', 'https://www.jdsupra.com/legalnews/eyemed-settles-with-ny-ag-for-600-000-7417595/', 'https://www.wgrz.com/article/money/new-york-state-attorney-general-james-comes-to-settlement-agreement-with-eyemed-over-2020-data-breach/71-c20ba12e-6c2f-44f9-8b7c-50eaabbe7e5b', 'https://www.scmagazine.com/analysis/breach/new-york-fines-eyemed-600k-after-data-breach-investigation-finds-security-flaws', 'https://www.pressreleasepoint.com/attorney-general-james-announces-600000-agreement-eyemed-after-2020-data-breach', 'https://www.healthleadersmedia.com/technology/new-york-ag-eyemed-settle-2020-data-breach-investigation']New York fines EyeMed $600K after data breach investigation finds security flaws['United States']United States

Robinhood hackers took up arms against Internet swindlers . Their drives are encrypted with no hope of recovering['Russia'] Russia

ASCII.jp: Large-scale hacking by the US government, clever method "infected after updating"['United States']United States

A computer hack weakens SIPLEC, the importer of E brands. Leclerc['France'] France

The latest cyber attack targets ATM web portals['Malaysia']Malaysia

Baidu search results used by hackers on Skype['China'] China

Bloomberg: Italian ownership company confirms hacking of Norwegian shipyard['Norway'] Norway

SBU exposes hacker creating spyware - Latest news today['Ukraine'] Ukraine

The source reported a hack in the administration of the Sochi National Park['Russia'] Russia

Hackers have punctured the Motorization of Rome['Italy'] Italy

A new cyber attack on business resources has been recorded['Ukraine'] Ukraine

The malware named Plead has started to operate, the cyber attack has started!['Turkey'] Turkey

Phishing preys on tourists ['Poland'] Poland

Hacking: Sernac ends mediation with Chile, but continues with Correos['Chile'] Chile

Hearings in the case of hackers Lurk closed on the episode of hacking Koltsovo['Russia'] Russia

Pegasus Spyware Targets Mobile Devices, Ethical Hacker Warns - IT Forum 365['Brazil'] Brazil

Prabowo's team urges police to resolve hacking case before April 17['Indonesia']Indonesia

Hackers Destroy South Tangerang City Government Website['Indonesia']Indonesia

Together with Venezuela and Albania : Belarus is in the top 10 for phishing attacks - Charter 97 :: News from Belarus - Belarusian News - Belarus News - Republic of Belarus['Belarus', 'Venezuela', 'Albania']Belarus

An exploit for a critical vulnerability in Microsoft Edge has been published['Russia'] Russia

They tried to exploit another ATM: this time on Bulevar España['Uruguay'] Uruguay

Ivanovo hacker hacked the website of the Kursk regional administration['Russia'] Russia

Simonyan: almost all hacker attacks on RT were made from America['Russia'] Russia

Unidentified people hacked the website of Oleksandr Solodukha['Ukraine'] Ukraine

Malware steals credit cards ['Germany']Germany

White hackers who closed 50 thousand software gaps earned $ 17 million['Turkey'] Turkey

Hacker Hogu Korea ... Ransomware, etc. Only Korea['South Korea']South Korea

Details of the "phishing" attack on Iranian civil activists and journalists['Iran'] Iran

They hacked the Espacio de la Memoria website to bank a fired official and ask for Videla['Argentina']Argentina



Norsk Hydro probe shows slow pace of international ransomware cases['Norway'] Norway

Somerset County treasurer office hit with phishing scheme['United States']United States

Employer data breach rules clarified in new bill awaiting governor OK['United States']United States

Loss of unencrypted disks behind National Lottery Community Fund data breach['United Kingdom']United Kingdom

Judiciary warns of phishing email ['Hong Kong']Hong Kong

DOL shuts down online business licensing services due to data breach['United States']United States

Information security expert : Some Armenia officials received letter that they were victims of national hacker attack['Armenia'] Armenia

FTC On Data Breach and Breach Disclosure Requirements['United States']United States

CCMA warns public about phishing email['South Africa']South Africa

Vietnam - Linked Hackers Use Atypical Executables to Avoid Detection['Vietnam'] Vietnam

Following sanctions , Iran bombards US with phishing emails['United States']United States

German phishing scheme preyed on high - level execs needing PPE['Germany']Germany

Hack attempts on Telangana State websites originating from Pakistan , Russia['India'] India

Irish data protection authority reveals probe into Twitter data breach['Ireland'] Ireland

Metropolitan Police apologises for Friday night hacking incident['United Kingdom']United Kingdom

Lyons Companies issues warning regarding potential data breach['United States']United States

Lake County takes precautions after ransomware attack shuts down email server for more than 2 weeks['United States']United States

An Israeli hacker tried to blackmail Bank Yahav and was arrested['Israel'] Israel

FBI Pittsburgh Says Cyber Attacks Are Up In PA['United States']United States

Church Chicken Warns of Possible Data Breach - Infosecurity Magazine['United Kingdom']United Kingdom

Cloudy biz Datrix locks down phishing attack in 15 mins after fat thumb triggers email badness['United Kingdom']United Kingdom

Hackers Infect Hundreds Of Counterfeit Sneaker Sites To Steal Credit Cards['United States']United States

Marriot Data Breach : Updated Figures ['United States']United States

Yahoo : Alleged Yahoo Hacker Has Evaded Previous Arrest['United States']United States

Tick threat group linked to multiple malware families['United States']United States

Privacy commissioner seeks answers from police over Facebook hacking scandal['Canada'] Canada

A Day before Voting Day , Rafizi Declared Blog Hacked['Malaysia']Malaysia

MEWKit phishing campaign steals MyEtherWallet credentials to perform automated fund transfers['United States']United States

Data breach raises POPI concerns | ['South Africa']South Africa

Warning over KeyMarble Trojan as McAfee reveals how North Korean malware is linked['North Korea']United Kingdom

Vet chain in cyber attack ['New Zealand']New Zealand

Cyber attack : SFDRCISD is recovering ['Slovakia']Slovakia

Fileless Malware Tops Critical Endpoint Threats for 1H 2020['United States']United States

Another 210 , 000 Americans Affected by Netgain Ransomware Attack['United States']United States

Patient Hackers Use Outdated Domains to Carry Out Ad Fraud['Russia'] Russia

Hospital hackers in Essonne claim 12 attacks from French organizations['France'] France

LGU+, ICTK Holdings and high-performance intelligent CCTV to block hacking['South Korea']South Korea

The site of the attraction The Sun of Moscow was hacked with a demand to punish Shoigu['Russia'] Russia

Russian hacker attacks | John Salvi | « In Italy no certain attribution »['Italy'] Italy

Former undersecretary Huichalaf after Sernac hack: All internal services and systems are being affected['Chile'] Chile

The highest: "data-wiper" malware responsible for cyber attacks on Iranian television channels['Iran'] Iran

Cyberprzestępstwo phishing ['Poland'] Poland

A cyber attack campaign is targeting telecommunications businesses['Vietnam'] Vietnam

Police Arrest Fugitive Pre-Employment Card Counterfeiting Syndicate That Hacked Population Data['Indonesia']Indonesia

Shibli Faraz announced a reward of Rs 10 lakh to the person who hacked the voting mission['Pakistan']Pakistan

Tae Young-ho's cell phone was also pierced... North Korean hackers, methods of stealing information and money['South Korea']South Korea

ESET discovers international server hosting phishing campaigns['Peru'] Peru

Puttipong reveals that hackers tried to break into the DES web system.['Thailand']Thailand

door . com | Stealing financial information through malware['Saudi Arabia']Saudi Arabia

The website of the LCD was hacked through computers that were stolen during the riots, - press service - News from Kyrgyzstan - AKIpress['Kyrgyzstan']Kyrgyzstan

Three people are accused of the hacker attack against the National Revenue Agency, a parliamentary commission will investigate the case (OVERVIEW)['Bulgaria'] Bulgaria

Splash of malware activity recorded in Kaznet['Kazakhstan']Kazakhstan

Russia arrests hackers who robbed Ulmart, Groupon, Biglion and PayPal['Russia'] Russia

Hackers misuse city addresses ['Germany']Germany

Week in the picture: Russian hack, rubble on Sulawesi and demolition Bijlmerbajes['Russia', 'Indonesia', 'Netherlands']Russia, Indonesia, Netherlands



Hacker abuses Marktplaats for phishing ['Netherlands']Netherlands

A hacker attack on the switches caused a failure in the operation of some resources in F['Russia'] Russia

Hacked site of the Department for Environmental Protection FTN['United States']United States

The giant data breach at Yahoo could be an expensive story for Verizon['United States']United States

Hackers start exploiting WordPress REST API flaw to scam users, more than a million sites are vulnerable['France'] France

Hackers hacked the Panevėžys police website['Lithuania']Lithuania

AfreecaTV, server hacking report clarification No fact hacked, Procall security vulnerability found['South Korea']South Korea

Malware is spreading again in Facebook's private messages['Finland'] Finland

['http://banglanews24.today/%E0%A6%8F%E0%A6%B8%E0%A6%8F%E0%A6%B8%E0%A6%B8%E0%A6%BF%E0%A6%B0-%E0%A6%AD%E0%A7%81%E0%A6%AF%E0%A6%BC%E0%A6%BE-%E0%A6%AA%E0%A7%8D%E0%A6%B0%E0%A6%B6%E0%A7%8D%E0%A6%A8%E0%A6%AA%E0%A6%A4%E0%A7%8D%E0%A6%B0/', 'https://www.jagonews24.com/national/news/482611']Four hackers arrested for guaranteeing SSC result change['Bangladesh']Bangladesh

South Dakota Health Care System Says Data Breach Affected 700['United States']United States

Efficient MagicWeb Malware Subverts AD FS Authentication , Microsoft Warns['United States']United States

Ragnar Locker Launches Cyber Attack on Greece Gas Operator['Greece'] Greece

Four hackers indicted for Chinese R & D : cheat and steal instead of innovate['China'] China

Andover Mail - Order Pharmacy Reports Data Breach Affecting 75K['United States']United States

Play Store : invasione malware , centinaia di app infette da non scaricare['Italy'] Italy

US proposes $1 million fine for Colonial Pipeline ransomware attack['United States']United States

Thrilla in Manila : Credit Card Hacking Gets Tough in the Philippines['Philippines']Philippines

Chinese LuoYu hackers deploy cyber - espionage malware via app updates['China'] China

US Authorities Investigate Cyber Attack After Hackers Steal Millions of Dollars in Unemployment Benefits['United States']United States

Charges brought in voice phishing case - SWI swissinfo . ch['Switzerland']Switzerland

Hartwig Moss Insurance Agency discloses data breach affecting 1 , 100 customers['United States']United States

Taiwan firm to sue hacked parent Bitpoint Japan for overbilling['Japan', 'Taiwan']Japan

Imperva discloses data breach affecting some firewall users['Australia']Australia

Massive industry hack ends in guilty plea | Investment Executive['Canada'] Canada

Malware attack in MN county puts data of 118K patients at risk['United States']United States

Weston students victims of phishing emails['United States']United States

Tax Prep Co . Gets Final OK For $3M Data Breach Settlement['United States']United States

FDH Bank confirms engaging criminal group Shadow Kill : Puts spit on data breach by hacktivists - Malawi Nyasa Times['Malawi'] Malawi

Cyber authority says hospital hack attack much smaller than believed['Israel'] Israel

600 million Samsung users have been affected by SwiftKey Hack['South Korea']South Korea

CodeFork hacking team spreading fileles malware to mine Monero cryptocurrency['United Kingdom']United Kingdom

ICO takes down website over hacking threats['United States']United States

House postpones hearing with Facebook over alleged data breach - National['Indonesia']Indonesia

No evidence of identity theft after PageUp data breach['Australia']Australia

Councillors the subject of complaints in connection with data breach['United Kingdom']United Kingdom

Long Island - based East End Disability Associates reports data breach['United States']United States

City of York Council to examine use of technology after app hack['United Kingdom']United Kingdom

WPBF 25 News to Go - Ransomware attack ; school coronavirus scare['United States']United States

FEMA Employee Indicted for Hacking Medical Center - Infosecurity Magazine['United States']United States

Fake malware apps cause some password managers to surrender logins['United Kingdom']United Kingdom

HW News - AMD Blackmailed by Hacker of GPU Code , DDR5 Mass Production in 2021['United States']United States

Hackers Knew How to Target PLCs in Israel Water Facility Attacks : Sources['Israel'] Israel

IIROC urges firms to be on the lookout for account hackers['Canada'] Canada

Hackers are Tricking Kids into Installing Malicious Apps['United States']United States

PG suffers cyber attack | TTR Weekly ['Thailand']Thailand

DeclareNet . They hacked data of more than a million employees['Mexico'] Mexico

Spyware found targeting Chinese Uyghur communities['China'] China

Quito: AMT alleges hacking of its systems due to problems in vehicle inspection['Ecuador'] Ecuador

NH Nonghyup Card, farmer voice phishing damage prevention worth 63 million won (finance / securities) - NSP Communications['South Korea']South Korea

Record number of hacking attacks due to zero-day vulnerabilities this year['Slovenia']Slovenia

AhnLab, warns against phishing PDFs that induce access to malicious websites with fake captcha images['South Korea']South Korea

The Large Companies Unit of the Ministry of Social Security has been paralyzed for a month due to the hacking of Labor['Spain'] Spain

First statement after the cyber attack from MNG Kargo['Turkey'] Turkey

Ransomware, saved the data of millions of users, that's what happened['Italy'] Italy

Börse Express - Software AG Victim of a malware attack - customers not affected['Germany']Germany



Denounces a Russian cyber attack – El Diario de Coahuila['Mexico'] Mexico

Hacking: a building in the center of Kyiv was taken over thanks to a viral letter['Ukraine'] Ukraine

The NSI system crashed due to a hacker attack - Novinite. bg - News from Bulgaria and the world['Bulgaria'] Bulgaria

Georgia State paid $400. 000$ to recover data stolen by hackers['United States']United States

Haute-Corse: hacking of the drinking water network in Poggio-Mezzana['France'] France

The monstrosity of MOMO hackers who instruct suicide['Mongolia']Mongolia

Pyeongchang Winter Olympics, 12 hours of breathless after hacking attack['South Korea']South Korea

Stars and Space : A hacked mini-satellite can be a dangerous weapon['Finland'] Finland

Reports of increasingly sharp ransomware and 'environmental' attacks -- Sophos['Japan'] Japan

Voice phishing surges 42% … 250 billion won in damage last year - Sir Herald['South Korea']South Korea

Loan fraud up to 80 million won at 2% per year Beware of voice phishing['South Korea']South Korea

Police fined for data breach ['Sweden'] Sweden

Hacked computers of two prime ministers arrested['Russia'] Russia

Coinbase goes bitcoin cash, Youbit hacked, bitcoin drops – FrenchWeb. Fr['France'] France

The massive hacking at the García Barros dates back to at least February['Spain'] Spain

Malware penetrates corporate networks via mobile devices['Czech Republic']Czech Republic

Phishing scams also lurk on advertising servers - News. Czech['Czech Republic']Czech Republic

The processing of the data breach case of the state administration began['Finland'] Finland

Asiana, from guest reporting to hacking... Controversy over system security vulnerabilities['South Korea']South Korea

Evidence of NSA involvement in Stuxnet found in hacker archive['Iran'] Iran

New Saudi news: Phishing attacks also hit phone text messages['Saudi Arabia']Saudi Arabia

NAM website attacked by hackers after sanctions were imposed['Ukraine'] Ukraine

WannaCry: Exploit is stealing data via Wi-Fi networks['Portugal'] Portugal

Personal notification e-mail, Alboni cryptocurrency mining malware['Japan'] Japan

Old aircraft are hacked by manipulating frequencies['South Korea']South Korea

BCPS ransomware price tag nears $10 million['United States']United States

Russian Hacking Group Turla Targeted Entity in Europe Last Month['Europe'] Europe

Shutterfly , Inc . Provides Notice of Data Breach to Additional Employees | Console and Associates , P . C .['United States']United States

St . Martin News Network - Public Prosecutor ( OM ) submits GEBE hack report to Government .['St. Martin']St. Martin

Microsoft Reports Hundreds of Windows Networks Infected by Malware Worm['United States']United States

Phishing attack adds pressure with countdown clock['United States']United States

Gas South , LLC Confirms Unauthorized Access to Its Network , Leading to Consumer Data Breach | Console and Associates , P . C .['United States']United States

Israeli cybersec company Sygnia identifies phishing scam['Israel'] Israel

Data breach after Aberdeen factoring firm shares addresses of 180 residents['United Kingdom']United Kingdom

Illinois School District Purges Old Tech After Cyber Attack['United States']United States

Well - known vulnerability in private keys likely exploited in $160M Wintermute hack['China'] China

DeFi - Saddle Finance protocol hacked ['Russia'] Russia

Robertson County jail computers also impacted in cyber attack['United States']United States

['https://www.scmagazine.com/analysis/ransomware/scanning-for-red-team-tools-reveals-likely-campaign-tied-to-medusalocker-ransomware', 'http://www.commondigital.commonperu.com/index.php/internacionales/42775-grupos-de-ransomware-usan-herramientas-de-red-teaming-en-contra-de-empresas-alerta-kaspersky']Ransomware groups use Red Teaming tools against companies, Kaspersky alert['United States']United States

TD Bank Confirms Data Breach After Former Employee Leaks Customer Info['Canada'] Canada

2nd lawsuit filed against Flagstar over data breach['United States']United States

cybercrime : Hackers clone SIM , Mumbai businessman loses Rs 2 cr['India'] India

Ransomware targets APH | Sault Star ['Canada'] Canada

Fraudsters hack city firm emails , swindle $1 . 25 M | Hyderabad News['India'] India

AdaptiveMobile Security Uncovers Sophisticated Hacking Attacks on Mobile Phones , Exposing Massive Network Vulnerability['Canada'] Canada

Saco mental health care provider says hackers may have stolen sensitive client data['United States']United States

Adobe settles 2013 data breach case with 15 states['United States']United States

Students Hack Solutions for Local Environment Issues['United States']United States

Florida officials offer free credit protection for those affected by data breach['United States']United States

40 , 000 Subdomains Tied to RIG Exploit Kit Shut Down['United States']United States

County Commissioners Association of Pennsylvania data breach exposes PII['United States']United States

Tennessee city still not recovered from ransomware attack['United States']United States

Russians are hacking our public - commenting system , too['United States']United States

Crete workers victims of data breach | Local Business News['Greece'] Greece

Yahoo $80 Million Securities Class Action Settlement Stemming From Data Breach An Outlier , But Reinforces Potential Viability Of Similar Securities Suits - Corporate / Commercial Law['United States']United States



Alaska Hacks May Have Lurked in Network for Months['United States']United States

Russian Hackers Kept DNC Backdoor Longer Than Anyone Knew['United States']United States

Ukraine detects new Pterodo backdoor malware , warns of Russian cyberattack['Ukraine'] Ukraine

BJC HealthCare Responds to Data Breach | Alton Daily News['United States']United States

California - based professional employer organization hacked by TheDarkOverlord ; thousands of employee files stolen['United States']United States

FritzFrog Monero Cryptojacking Malware Attack Millions Of Addresses['United States']United States

Cyber Attack Snares Oaklawn Hospital Patient Data['United States']United States

Singapore StarHub sniffs out 14 - year - old data breach['Singapore']Singapore

Cyber attack hits Gordon official website , goes down for hours['Philippines']Philippines

Big Banks in Emerging Economies Are Suffering Crippling Cyber Attacks['Brazil', 'Russia', 'India', 'China', 'South Africa']Brazil

Cybercriminals exploit another threat simulation tool['Canada'] Canada

Newspaper TODAY | Internet hacking experts offered very cheap services, arrested in operation['Paraguay']Paraguay

Israeli hacking targeting Lebanese journalists['Lebanon']Lebanon

MS North Korean hacking organization Zinc, US and British defense contractors hacked['United States', 'United Kingdom']United States, United Kingdom

Ransomware Vice Society publishes data stolen from the Argentine Senate['Argentina']Argentina

Perpetrator caught: phishing - fraud with books remains mysterious['Austria'] Austria

Selling at a low price... Brokers were also tricked into phishing sales rights['South Korea']South Korea

The Ministry of Digital Transformation commented on information about phishing mailings of scammers on behalf of the State Services Administration of the Chagodoshchensky municipal district['Russia'] Russia

Still Underage, Suspect of Hacking Setkab Site Returned: Okezone Nasional['Indonesia']Indonesia

Old Edge - Browser defenseless against hacker attacks from today['Germany']Germany

Police Investigate Alleged Hacking of Electronic Auction IBS Building at Kudus Hospital['Indonesia']Indonesia

Security research : Tesla was hacked by drone['United States']United States

Sectur relaunches the VisitMexico platform after hacking – Noticieros Televisa['Mexico'] Mexico

Phishing, identity theft, censorship: increasingly sophisticated online attacks against journalists and activists - Valigia Blu['Italy'] Italy

After work, APT41 just keeps hacking - digitally['Germany']Germany

Hackers attacked users of the Poloniex crypto exchange using a fake mobile application / Positive Technologies corporate blog / Sudo Null IT News['United States']United States

Personal data of nearly 500 Alliance police officers hacked in cyberattack['France'] France

Warning of malicious code in the file released by the hacker on the RaidForums forum['Vietnam'] Vietnam

They denounce that they hacked accounts of a Buenos Aires municipality and stole $3 million['Argentina']Argentina

State and Tempo sites were hacked, this is the reason the police have not tracked them down['Colombia']Colombia

Hackers change course option for high-ranking student for cachaça production['Brazil'] Brazil

Ministry of Education and Culture Admits Website Subdomain Was Hacked['Indonesia']Indonesia

The Moscow City Court recognized as lawful the extension until April 5 of the arrest of Alexander Filinov, involved in the hacker activities of the Shaltai group['Russia'] Russia

MALWARE ALREADY EXISTS : Government suspends ID at risk['Estonia'] Estonia

[Channel A exclusive] Hacking attack on the Blue House homepage 18 times a day['South Korea']South Korea

Anonymous hacks iDental for scam and cancels 25. €000 in customer debts. Technology news['Spain'] Spain

SteamPunks Hacked Tom Clancy Ghost Recon : Wildlands['Bolivia'] Bolivia

Hacker Renames Constitutional Court Website Kangaroo Court['Thailand']Thailand

Ubiquiti latest hack highlights troubled security path for operators['United States']United States

Stepn Network Falls Victim to Cyber Attacks After Anti - Cheating Upgrade['United States']United States

Fake Credit Bureau Phishing Scam Reported In Wyoming['United States']United States

HSE Chief Highlights Progress At Hospitals In The West Following Cyber Attack['Ireland'] Ireland

Alberta MLA charged in hacking case wont return to NDP caucus or seek re - election - Canada News['Canada'] Canada

Noida IT company cryptocurrency account hacked , case filed['India'] India

Cyber attack prompts security response by Oregon secretary of state['United States']United States

VyStar denies cyber attack , apologizes for weeklong banking outage['United States']United States

WhatsApp Has Exposed Phones To Israeli Spyware -- Update Your Apps Now['Israel'] Israel

Unique multi - platform Monero mining malware targets audio engineer pirates['United States']United States

Respiratory Care Company Sued After Data Breach['United States']United States

American Baptist Homes of the Midwest became victim of a ransomware attack['United States']United States

Companies warned of data breach | Daily Tribune['Philippines']Philippines

LabCorp Shareholder Files Suit Over Double Data Breach - Infosecurity Magazine['United States']United States

Emotet malware tweaks tactics in fresh attack wave['Japan'] Japan

Peterborough charity apologises after data breach of families with disabled children['United Kingdom']United Kingdom

Capital One hack link to Kiwi accounting software firm Xero['New Zealand']New Zealand



UK Info Commish quietly urged court to swat away 100k Morrisons data breach sueball['UK'] UK

Malware attack : PTA asks WhatsApp users in Pakistan to follow advice['Pakistan']Pakistan

Hackers offered Sri Lanka as carrot to Indian Army – Colombo Gazette['Sri Lanka', 'India']Sri Lanka

Mount Pleasant hit by email phishing attack['United States']United States

Global hack spares Kingdom , National , Phnom Penh Post['Cambodia']Cambodia

Muncie Little Red Door still recovering from ransomware attack['United States']United States

Hackers get into PDQ hen house , swipe credit card data['United States']United States

Former CIA engineer Joshua Shulte accused of leaking thousands of agency cyber hacking tools['United States']United States

Washington Post Website Hacked ! ['United States']United States

Cyber Firm Claims To Have Hacked Into Democr | WBAL Radio 1090 AM['United States']United States

CSU students targeted in phishing scams for university ID , RamWeb information['United States']United States

GEEK : Hacked email spam elicits vulgar response['United States']United States

Apache Struts exploit found in Mirai variant may signify shift in attack strategy['United States']United States

Not just the US election , even critical infrastructure faces rising foreign hacking threat['United States']United States

The City of Lafayette paid $45K to hackers after cyberattack['United States']United States

Legacy Traditional School responds to hacking incident['United States']United States

CCH receives ransomware insurance settlement['United States']United States

DSWD warns vs phishing scam based on SAP['Philippines']Philippines

NHS , Waitrose , Nando used cameras caught up major hack['United Kingdom']United Kingdom

Social software hacking and threats of pro-democracy activists in California['United States']United States

National Police and the Public Ministry carry out a Phishing operation in Panama Oeste and Colón['Panama'] Panama

A group of hackers uses 500 websites to hack NFTs['Dominican Republic']Dominican Republic

['https://zdnet.co.kr/view/?no=20221220110806', 'https://www.foxnews.com/world/greek-lawmakers-set-approve-plan-outlaw-commercial-spyware', 'https://www.lesnumeriques.com/pro/des-hackers-affilies-a-la-russie-ont-vise-une-raffinerie-d-un-pays-membre-de-l-otan-n201185.html', 'https://zdnet.co.kr/view/?no=20221211020212', 'https://btvnovinite.bg/bulgaria/telefonat-znae-poveche-za-nas-otkolkoto-nie-85-ot-firmite-za-shpionski-softuer-sa-v-evropa-i-sasht.html', 'http://www.vindy.com/wire/?category=6&ID=269291', 'https://www.edp24.co.uk/news/national/23207836.seoul-says-962m-digital-assets-stolen-north-korean-hackers/', 'https://aif.ru/society/safety/rahdit_hakerami_s_ukrainy_rukovodyat_kuklovody_iz_nato', 'https://economictimes.indiatimes.com/tech/technology/how-the-global-spyware-industry-spiraled-out-of-control/articleshow/96117652.cms', 'https://www.news1.kr/articles/?4909167', 'https://www.prokerala.com/news/articles/a1376788.html', 'https://www.cnews.ru/news/top/2022-12-02_pochti_legalnoe_shpionskoe', 'https:/Chinese hackers stole millions worth of U . S . COVID relief money , Secret Service says['United States']United States

Banks, hackers attack account holders: savings are in the balance['Italy'] Italy

Police: 17-year-old person who hacked the e-Government system was caught['Turkey'] Turkey

Mariestad Police convicted of data breach - risks dismissal['Sweden'] Sweden

Every hour, one out of four companies in Bulgaria becomes the target of a cyber attack['Bulgaria'] Bulgaria

The lottery fell victim to hackers. Data such as PESEL, ID card numbers, telephone numbers and e-mails have been leaked['Poland'] Poland

They hack an official government website to sell sneakers for at least two weeks['Spain'] Spain

Police of Yekaterinburg refused to investigate the hacking of the State Services['Russia'] Russia

Were you a victim of Vastamo's data breach? - The police ask for patience: Information will be given as often as possible['Finland'] Finland

Ransomware is again to blame for the attack on the Prague 3 town hall, NÚKIB warns of another wave['Czech Republic']Czech Republic

They hack the Condusef page: there is no compromised information, he says['Mexico'] Mexico

It became known about a powerful cyber attack on the provider's server in Kharkiv['Ukraine'] Ukraine

['http://www.scoop.co.nz/stories/GE1910/S00040/health-data-hack-expert-qa.htm', 'https://www.ibtimes.sg/undetected-cyber-attack-puts-health-details-millions-risk-new-zealand-32759', 'https://www.nzherald.co.nz/nz/news/article.cfm?c_id=1&objectid=12273866', 'https://internasional.republika.co.id/berita/pyw7uy370/warga-selandia-baru-terancam-akibat-peretasan-data-medis', 'http://auckland.scoop.co.nz/2019/10/health-data-hack-expert-qa/', 'http://wellington.scoop.co.nz/?p=122783']Hack attack puts health details of one million New Zealanders at risk['New Zealand']New Zealand

Hacker organization that attacked ESRC unification reporters resumes activity - Diodeo['United Kingdom']United Kingdom

SECURITY : They hacked our visas - Invisible Dog['Czech Republic']Czech Republic

Now the electricity companies are to be hacked - KTH gets 1.5 million for white hats['Sweden'] Sweden

Hello's shadow man: the hacker who got into trouble all over the world['Israel'] Israel

New phishing campaign, in this case for Endesa customers: the Police warns never to click on these emails or give data['Spain'] Spain

I'm not looking for war: Trump changed the military operation against Iran for a cyber attack['Iran'] Iran

Hacking of the Police: Prosecutor's Office says that the defendant would have disseminated information obtained['Chile'] Chile

Sassuolo , hacker attack with ransom request to Iris ceramics['Italy'] Italy

The Chamber of Deputies victim of a hack['Luxembourg']Luxembourg

CYBERCRIME: Losses of Rs 1.2 M for Emtel after a hack['Mauritius']Mauritius

Maersk's hacker problems cost the Argentinian fruit producer DKK 15 million. dollar['Argentina']Argentina

NBI continues probe on phishing attack on teachers['Philippines']Philippines

Powerful player behind last week cyber attack['Israel'] Israel

Fortuna Police Report Cyber Attack and Warn the Community to Prepare for Ongoing Cyber Attacks & Cyber Security Measures – Redheaded Blackbelt['United States']United States

Investigation into Michigan IT Consortium Hack Continues['United States']United States

Texas AG concludes data breach investigations , collects $1 . 5 Million from Experian , T - Mobile['United States']United States

All US cell operators hit with largest cyber attack in history sparking outages and affecting Facebook and Instagram['United States']United States

Sydney news : Abortion debate gets personal as Liberal senator calls Berejiklian fence - sitter , data breach hits NSW['Australia']Australia

More Than 2M Customer Payment Cards Affected in Earl Enterprises 10 - Month Long Data Breach['United States']United States

Data breach of 1 . 4 million users of Gatehub crypto wallcet['United Kingdom']United Kingdom



Chinese hackers group manage to swindle INR 130 Crore from an Italian firm Indian unit['India'] India

Government explanation needed over shocking data breach : Mark Dreyfus['Australia']Australia

Musgrave cyber attack targeted customer card information['Ireland'] Ireland

JDL Group Releases New Report on Ransomware Threats to New Jersey Law Firms['United States']United States

Miners exposed to hacking attacks , says Ben Flatgard['Australia']Australia

Utkal University Website Hacked by Pak Cyber Attacker['India'] India

Investigation Concluded In Malware Attack['United States']United States

KillDisk wiper malware sets sight on Latin American financial organisations['Mexico', 'Guatemala', 'Honduras', 'El Salvador', 'Nicaragua', 'Costa Rica', 'Panama', 'Colombia', 'Venezuela', 'Ecuador', 'Peru', 'Bolivia', 'Chile', 'Argentina', 'Uruguay', 'Paraguay']Mexico, Guatemala, Honduras, El Salvador, Nicaragua, Costa Rica, Panama, Colombia, Venezuela, Ecuador, Peru, Bolivia, Chile, Argentina, Uruguay, Paraguay

Phishing campaign found to be targeting humanitarian organisations['United Kingdom']United Kingdom

Nova Scotia says response to FOIPOP website data breach cost $84K['Canada'] Canada

Pennsylvania Education Agency Investigates Malware Attack['United States']United States

Mitsubishi Electric hack began in China in March 2019 , defense contractor says['Japan'] Japan

South East Coast Ambulance sees massive data breach['United Kingdom']United Kingdom

DPRK - aligned threat actor targeting cryptocurrency vertical with global hacking campaign['Germany']Germany

Australian legal services provider hit with cyber attack['Australia']Australia

Publishing world bamboozled by mystery phishing scam['United Kingdom']United Kingdom

Ransomware attack on EDI provider highlights cyber risks in supply chain['United States']United States

Crypto Hacking Soars, Binance User Insurance Funds Now Reach IDR 14.3 Trillion['Indonesia']Indonesia

The number of cyber attacks on Russian enterprises increased 10 times in April - June['Russia'] Russia

New newspaper subjected to the largest hacker attack in the history of Runet['Russia'] Russia

Cybercrime – Hackers access quarterly figures before they are published['Germany']Germany

Cantonal road network continues without resources due to hacking, denounce local governments['Switzerland']Switzerland

Several websites down - BankID and Altinn confirm hacker attacks['Norway'] Norway

In the midst of hacking, the Ministry of Finance is left without a director of Technology['United States']United States

Developer Oversight F1 22 Gets Hacked Just One Week After Release['Russia'] Russia

Blockchain Hacks Cost $150 Million…This Week['France'] France

The hacker attack on SoftServe is under investigation, there may be new showers of news from Ukraine / HB['Ukraine'] Ukraine

Mistake: The details of the director of the cyber factory at the TA were exposed by the Iranian hackers['Israel'] Israel

Spies hack the ZDF - e110 - The security portal['Germany']Germany

Forged , Game Minecraft , GTA 5 and Sims 4 Became a Den of Malware : Okezone techno['Indonesia']Indonesia

TOP 10 news: IPTV hacking, Switch made in China...['China'] China

Users denounce WhatsApp hacking - San Luis Potosí News - San Luis Potosí News['Mexico'] Mexico

Santander, Bancomer and Banamex, the banks interested in operating the finances of the Puebla City Council after hacking 19 officials['Mexico'] Mexico

Prosecutors indicted IT businessmen under the National Security Act said North Korean malware was planted... pill top program['South Korea']South Korea

Polska Grupa Zbrojeniowa fell victim to hackers. What do the losses look like?['Poland'] Poland

Android Malware Discovered by McAfee, Possibility of Infecting About 5,000 Devices['Japan'] Japan

Rep. Park Seong-joong defenseless against hacking of many CCTVs['South Korea']South Korea

Online Fraud In Pune , BJP MAL Laxman Jagtaps Brother | In Pune, BJP MLA's brother was extorted 4 lakhs online; Credit card information hacked['India'] India

Hackers hacked the site of the Kuban Cossack Army | SOCIETY['Russia'] Russia

The site was hacked, PKS: No need to hack in politics: Okezone News['Indonesia']Indonesia

Baek Seung-joo, secretary of the National Defense Commission, email theft … Military information hacking situation['South Korea']South Korea

Police, THAAD retaliatory response Investigation of hacking by government officials['South Korea']South Korea

Officials : UG data centers were targeted by ransomware attack['Uganda'] Uganda

Robert Half International , Inc . Reports Data Breach Affecting Consumer Social Security Numbers | Console and Associates , P . C .['United States']United States

Sen Sgt at Arms : Cyber attack more serious than 2nd Jan . 6 event['United States']United States

Petersen International Underwriters Files Notice of Data Breach Following December 2020 Cyberattack | Console and Associates , P . C .['United States']United States

Hired Hand : Group - IB uncovers wide - scale phishing campaign t ...['Qatar'] Qatar

Minnesota official tells lawmakers his department was hacked['United States']United States

Australian start - up Canva hit by cyber attack['Australia']Australia

Malware Campaign Targets South Korean TV - Infosecurity Magazine['South Korea']South Korea

Rubrik , IT Security Firm , Suffers Data Breach['United States']United States

Wayne County agencies hit by cyber attacks - News - The Daily Record['United States']United States

Vinton hospital data breach may have exposed patient information['United States']United States

Harrisburg manufacturer loses $40K in hack of uncommon size['United States']United States

FIFA 20 Data Breach Sees EA Accidentally Leak Personal Details of up to 1600 Players['United States']United States



Aadhaar data breach triggers privacy concerns['India'] India

UPI , BHIM apps hacked ? Bank of Maharashtra only bank to report breaches['India'] India

Maersk pins $300m cost on NotPetya ransomware['Denmark']Denmark

Data theft : Online taxi service issues advisory following cyber attack - Technology['Tuvalu'] Tuvalu

Dawson County officials investigate ransomware attack['United States']United States

Hacked data : A for anonymous , B for breach , C for Careem['Pakistan', 'United Arab Emirates']Pakistan, United Arab Emirates

Email - based cyber attacks gathering momentum['United Kingdom']United Kingdom

Ticketmaster united kingdom Data Breach Linked to Other Retail Scams , Threat Researchers Find['United Kingdom']United Kingdom

Quora Looks for Answers in Wake of Massive Data Breach['United States']United States

Grace & Porta Benefits Provides Notice of a Data Breach['United States']United States

['https://charter97.org/ru/news/2022/9/2/513882/', 'https://www.cnews.ru/news/top/2022-09-02_proukrainskie_hakery_atakovali', 'http://internetua.com/ukrayinski-hakeri-atakuvali-rosiiski-servisi-elektronnogo-dokumentoobigu', 'https://www.kommersant.ru:443/doc/5538103', 'https://www.rbc.ru/technology_and_media/01/09/2022/6310d78c9a794765943a2581', 'https://charter97.org/en/news/2022/9/2/513882/']Ukrainian hackers attacked Russian electronic document management services['Russia'] Russia

PA to sue Israel over crime of hacking Palestinian phones['Palestine']Palestine

After hacker attack: data packages from Läderach appeared on the dark web['Switzerland']Switzerland

The Sofia City Prosecutor's Office assigned inspections based on reports of hacker attacks against two Bulgarian media outlets['Bulgaria'] Bulgaria

Hackers took down hospital websites, demanding half a million shekels['Israel'] Israel

Hackers focused on information leakage and ransomware in the first half['South Korea']South Korea

Hackers gathered the data of hundreds of millions of online users in one place['Bulgaria'] Bulgaria

PEKAES hacked. The perpetrators publish 65 GB of data from the hack['Poland'] Poland

They hacked applications that monitor urban groups : : El Litoral - News - Santa Fe - Argentina['Argentina']Argentina

Threatens to disclose confidential information if money is not sent. SK Hynix also hacked['South Korea']South Korea

A Brussels law firm victim of phishing: 290 . 000 euros stolen by Bulgarian crooks (Brussels)['Belgium'] Belgium

Banorte will initiate internal investigation after account hacking['Mexico'] Mexico

PKO BP customers targeted by fraudsters. A new phishing campaign has started['Poland'] Poland

Banxico warns that 836 accounts were hacked; and there will be more['Mexico'] Mexico

La República web portal suffers cyber attack['Peru'] Peru

Unexpected network attack : Airborne hackers attack the broadband network['Sweden'] Sweden

Dawn Gate: After the recent Saudi attacks, we monitor the 9 most dangerous cyber attacks that caused huge losses around the world['Saudi Arabia']Saudi Arabia

IoT : Check Point reported on cyber attacks on devices['Argentina']Argentina

Nikiforov: hacker attack on Russian media was not targeted['Russia'] Russia

CISA Details Malware Found on Hacked Exchange Servers['Russia'] Russia

This bug in Cisco Secure Email lets hackers waltz past security protections['United States']United States

Teen hacker accused of causing 2 - day outage at all Pinellas County schools faces felony charges['United States']United States

AFP receives referral to investigate alleged data breach['Australia']Australia

Perry County email server hacked ['United States']United States

Photo firm and med group under fire for data breach['Hong Kong']Hong Kong

Gershman Investment Corp . Announces Data Breach | Console and Associates , P . C .['United States']United States

Andhra Pradesh : Hackers attempted to steal COVID - 19 vaccine formula , says expert['India'] India

Personal Data Exposed To Hackers In Guise Of TDP App Seva Mitra['India'] India

Security at stake , again ! Serial hacker returns , steals data of 26 mn users['India'] India

FBI confirms phishing attack on St . Ambrose Catholic Church['United States']United States

Breaking news : Bank - card - slurping malware sneaks into Forbe mag subscription website['United Kingdom']United Kingdom

Cop charged with hacking police system in south - east Queensland['Australia']Australia

North Florida school district held hostage by hackers['United States']United States

Lyttelton Port to suspend operations over WannaCry ransomware attack['New Zealand']New Zealand

JobStreet confirms data breach involving data from pre['Malaysia']Malaysia

['https://vtc.vn/viet-nam-dang-la-diem-nong-cua-cac-vu-tan-cong-mang-d424612.html', 'https://bnews.vn/hon-6-500-su-co-tan-cong-trang-thong-tin-dien-tu-cua-viet-nam/95397.html', 'https://en.vietnamplus.vn/vietnam-hit-by-6500-cyber-attacks-in-eight-months/137736.vnp', 'https://vietnamnews.vn/society/465294/vn-hit-by-6500-cyber-attacks-in-eight-months.html', 'http://www.tin247.com/viet_nam_dang_la_diem_nong_cua_cac_vu_tan_cong_mang-3-24929920.html']Vietnam hit by 6 , 500 cyber attacks in eight months | Vietnam+ ( VietnamPlus )['Vietnam'] Vietnam

IT expert breaks down just how bad NADRA data breach was['Pakistan']Pakistan

Taranaki High School in digital lockdown after hacker demands US$5000 to release school work['New Zealand']New Zealand

Lincolnshire confirms its systems are now up after last week cyber attack['United Kingdom']United Kingdom

Japanese Electronics Giant NEC Discloses Old Data Breach['Japan'] Japan

Idaho Central Credit Union data breach : ICCU customers notified['United States']United States

Waterbury Grocery Store Hacked By Card Skimmers['United States']United States

Twitter ( NYSE : TWTR ), Microsoft Corporation ( NASDAQ : MSFT ) - India PM Modi Latest Victim Of Twitter Cryptocurrency Hack['India'] India

Scottish Environment Protection Agency suffers successive cyber attacks['United Kingdom']United Kingdom

Data management company used by St . Bernards hacked['United States']United States



Lampion malware is back and actively spreading['Russia'] Russia

Srandakan Bantul Sector Police account that tweeted about the riots in Kanjuruhan Malang, allegedly hacked, police report to police['Indonesia']Indonesia

Hackers Forgot to Take $1 Million in Cryptocurrency After DeFi Attack - Project['Russia'] Russia

Phishing: Criminals saved deposits - Police of the Czech Republic['Czech Republic']Czech Republic

Central Criminal Police: Spying malware that caused a lot of trouble was taken down - the program spread in text messages['Finland'] Finland

Algeria Telecom warns of fake pages that exploit customers with support from unknown parties['Algeria'] Algeria

PF finds BRL 7.2 million and gold with hacker suspected of having created a virus that infects cell phones['Brazil'] Brazil

UN servers hacked through a breach in Microsoft Sharepoint['Russia'] Russia

Bitso asks users for peace of mind after hacking report to their databases['Mexico'] Mexico

Japanese Citizens Easy Target of Credit Card Hackers['Japan'] Japan

The Greater Annecy conurbation has been targeted by hackers, public services remain operational['France'] France

They investigate hacking of accounts belonging to two private banks['Uruguay'] Uruguay

Over 17,000 websites compromised by Magecart hackers due to misconfigured AWS S3 storages['Russia'] Russia

Kazhydromet and Uchet. kz deny hackers attack their sites['Kazakhstan']Kazakhstan

Hackers broke into the computer systems - the Ashkelon Beach Council paid the ransom['Israel'] Israel

INAI may investigate government hacks ['India'] India

NSA hacks computers at Gießen University of Applied Sciences['Germany']Germany

Netflix blackmailed by a hacker group that has leaked new episodes of series['Spain'] Spain

New Group of Cybercriminals Claims Credit for Massive Data Breach at Fitzgibbon Hospital | Console and Associates , P . C .['United States']United States

Hackers got into the New York Law Department secure files with just one password['United States']United States

Afni , Inc . Announces Data Breach | Console and Associates , P . C .['United States']United States

Concern mounts over government cyber agency struggle to respond to hack fallout['United States']United States

Liquor stores stuck with limited stock since Christmas cyber attack against Sask . liquor authority['Canada'] Canada

FMC Services , LLC Announces Data Breach Affecting More than 230k People Sensitive Information | Console and Associates , P . C .['United States']United States

Malware Masquerading as Android 2FA App Infected 10 , 000 Phones Before Removal['United States']United States

Cyber hacking soars as staff working from home can be vulnerable to data breaches , research suggests['United Kingdom']United Kingdom

Mirror publisher makes £2m interim payment in phone hacking litigation | News['United Kingdom']United Kingdom

How police trailed hackers involved in N500m bank fraud['Nigeria'] Nigeria

Crypto Scams , Frauds , Hacks etc . Stole $1 . 36 Billion in First 5 Months of 2020 : Report['United Kingdom']United Kingdom

East Greenbush town web site hacked ['United States']United States

Valley Family Medicine reports patient data breach['United States']United States

Several Kentucky state employee email accounts were hacked['United States']United States

Rockdale beefing up email security in wake of cyber attack['United States']United States

Nigeria among top 10 countries attacked by malware['Nigeria'] Nigeria

IIT - M launches investigation into hacking of its server['India'] India

EFCC arrest man who bragged about hacking over 1000 customer bank details and BVN in Lagos – Igbere TV['Nigeria'] Nigeria

Anonymous Hacks Uganda Police Website - Infosecurity Magazine['Uganda'] Uganda

Bridgeport city government hacked , residents put on notice | 104 . 5 FM & 1440 AM | The Voice of Morgantown['United States']United States

Hackers from Moses Staff hacked the systems of the defense company Rafael['Israel'] Israel

Experts Find Cyber Operations Using Fake Android Apps to Deliver Data-Sucking Malware['Thailand']Thailand

More than 30 entities were extorted by hackers in Spain this year | companies['Spain'] Spain

Norway: Sovereign wealth funds target of hackers every day['Norway'] Norway

How the White Eagle hacked. Citizen Lab: Polish Pegasus use cases are extremely aggressive['Poland'] Poland

Hackers try to interfere with the vote on improvement['Russia'] Russia

A massive iVoy hack in Mexico leaked 127,000 email addresses and passwords, leaving thousands of addresses vulnerable['Mexico'] Mexico

They warn of a phishing attack on behalf of the National Narcotics Agency['Indonesia']Indonesia

Justice will investigate Pridco hack ['Puerto Rico']Puerto Rico

Ma'ariv | Caution: Phishing campaign via email impersonating Bezeq['Israel'] Israel

National Defense Network Hacking, OPLAN 5027 Release Plan Needed?['South Korea', 'United States']South Korea

Hacking of Soleil FM: the opposition accuses the government of "gaging the press"['France'] France

Wilkins Recreational Vehicles , Inc . Reports Data Breach Following Conti Ransomware Attack | Console and Associates , P . C .['United States']United States

Multilevel Extortion : DeadBolt Ransomware Targets Internet - Facing NAS Devices['United States']United States

US chemical distributor shares info on DarkSide ransomware data theft['United States']United States

Data has not been compromised in Transnet cyber attack , says Gordhan department['South Africa']South Africa

Two schools forced to close after hackers encrypt vital pupil information['United Kingdom']United Kingdom



Ouachita Parish Library to close for inventory after April malware attack['United States']United States

Creative Tech , MSIG service provider , PeopleSearch , 4 other entities fined for personal data breach['Singapore']Singapore

Britain new offensive cyber hacker cell limbers up as gloves come off in  global cyber war['United Kingdom']United Kingdom

Patient mental health and medical report published online in data breach at Gateshead Council['United Kingdom']United Kingdom

Sheriff office warns of new phishing scheme hitting Mason County | Local News['United States']United States

Communication Authority warns of increased cases of cyber attacks via mobile['Kenya'] Kenya

PM orders probe after pollie info stolen in hack['Australia']Australia

Tech giants warn local firms of increased Cyber attacks['Kenya'] Kenya

NotPetya cyber attack totally destroyed Maersk s computer network : Chairman['Denmark']Denmark

MD Anderson Cancer Center Fined $4 . 3 M For Data Breach['United States']United States

General Electric suffers data breach after service provider hack['United States']United States

Hackers are mass - scanning the internet to discover Microsoft Exchange servers vulnerable to RCE bug['United Kingdom']United Kingdom

Bar association website hacked | Vadodara News['India'] India

YLBHI: Hacking Related to KPK End Game Part of Corruption Counterattack['Indonesia']Indonesia

Argentina registers 10 times more cyber attacks than assigned IPs['Argentina']Argentina

Gardaí begin probe of Fastway cyber attack['Ireland'] Ireland

Creation of the National Cybersecurity Agency gains strength in Congress after the EMCO hack | National['National'] Chile

The machine was the target of an online attack - the same hacker may be behind the attacks on the taxi service Uber and the gaming company['Finland'] Finland

The company for the protection of sites from hackers was able to repel one of the most powerful cyber attacks['Russia'] Russia

The prosecutor's office has launched an investigation into the hacker attacks['Bulgaria'] Bulgaria

Cyber attack on January 14 is irrefutable: hackers leaked the corporate mail of the Ministry of Regional Development['Russia'] Russia

Ethereum – programmers from Austria are said to be behind billions of hacks['Austria'] Austria

Hoy Tamaulipas - Tamaulipas Alert of hacking of personal data in Tamaulipas['Mexico'] Mexico

Switzerland – A hacked Swiss real estate giant is paralyzed['Switzerland']Switzerland

Hackers steal credit cards via Swiss shipping company['Switzerland']Switzerland

Ha Tae-kyung Atomic Energy Research Institute, North Korean hacker organization Kim Su-ki was pierced['North Korea']North Korea

Russian Hacking Group Nobelium Attacking European Organizations?['European countries']European countries

Hackers are attacking: They are stealing all the data!['Serbia'] Serbia

Dukcapil services returned to normal after four areas were allegedly hacked['Indonesia']Indonesia

['http://anna-news.info/rumyniya-prinyala-reshenie-o-vysylke-v-ssha-dvoih-svoih-hakerov/', 'http://www.ng.ru/news/608063.html']Umynia is ready to extradite two hackers to the USA / News / Nezavisimaya Gazeta['USA'] USA

Hacker attacks on the National Narcotics Agency continue['Indonesia']Indonesia

Prosecutor appointed by hacker as 1st target of invasion says June SMS contradicts suspect's testimony['Brazil'] Brazil

The Bulgarian tax office would be fined for a hacker attack['Bulgaria'] Bulgaria

Aquajerez Reopens the user service office of the water company after the cyber attack on the City Council['Spain'] Spain

Hacker attack on Gazzetta Matin: ransom demanded - News VDA ( Gazzetta Matin )['Italy'] Italy

Spyware in over 100 million phones - China denies['China'] Finland

Solo DLH Website Hacked, Here's How It Looks['Indonesia']Indonesia

Microsoft Outlook : Fraudsters send massive amounts of phishing emails['Germany']Germany

Hackers circumvent security of State pages['Venezuela']Venezuela

CCP launches another severe hack against US government and companies['United States']United States

Herff Jones data breach leaves student bank information compromised['United States']United States

Leitrim testing site open despite Cyber attack with vaccination clinics continuing['Ireland'] Ireland

This is what bad looks like : Major company ignored Australia cyber spy agency after hack['Australia']Australia

Manx Care faces £170k fine over data breach['United Kingdom']United Kingdom

Thailand THE ICON GROUP hacked by DESORDEN['Thailand']Thailand

Innovative Service Technology Management Services , Inc . Reports Data Breach in the Wake of Recent Ransomware Attack | Console and Associates , P . C .['United States']United States

Ethereum Alarm Clock exploit leads to $260K in stolen gas fees so far['China'] China

[ H ] ardOCP : Equifax Data Breach Exposes Personal Information of 143 Million['United States']United States

Sunday Times - Nigerian arrested in Nugegoda for fraudulently obtaining money by hacking emails['Sri Lanka']Sri Lanka

Repeat Trick : Malware - Wielding Criminals Collaborate['United States']United States

Taiwan civil service system reports data breach['Taiwan'] Taiwan

AG Derek Schmidt settles lawsuit for nationwide data breach['United States']United States

Wisconsin Sun Prairie city suffered from a data breach['United States']United States

You have 24 hours to pay us a million dollar : Hackers demand ransom from Israeli firm - Tech News - - Technology News['Israel'] Israel

Asbury Park small business nearly killed by hacker ; here how['United States']United States



Hy - Vee explains why few details have been released in data breach['United States']United States

Email sparked regional Vic hospital hacks['Australia']Australia

Yahoo $117 Million Data Breach Settlement Moves Forward['United States']United States

Punta Gorda psychic business hacked , vandalized['Belize'] Belize

U . S . Official : China Behind Huge Cyber Attack['China'] United States

Ransomware attacks hit two Ontario children aid societies['Canada'] Canada

One year later , few details on $655 , 000 St . Catharines Hydro phishing incident['Canada'] Canada

Police Repeatedly Forced to Listen to N . W . A . Fuck Tha Police After Someone Hacked Their Radio Frequency['United States']United States

Hackers thwarted in effort to steal $4M from Schenectady County['United States']United States

BONOKOSKI : Difficult phone hack leads to organized crime takedowns['Canada'] Canada

Hope House Children Hospice subject to data breach['United Kingdom']United Kingdom

ProctorU confirms data breach after data leaked online['Russia'] Russia

Data breach at Erie County Library causes some personal information to be shared['United States']United States

University of Alabama says phishing email was sent to more than 2 , 500 students['United States']United States

Eye Care Center Operator Customer Data Hacked['United States']United States

Cryptojacking malware increases as Bitcoin hits new highs['United States']United States

Outgoing FCC Chief Warns of China Injection of Malware Into American Telecom Networks['United States']United States

Service NSW unable to notify 54 , 000 customers impacted by cyber attack['Australia']Australia

Over $5 , 000 Taken In Computer Hacking Crime['United States']United States

No 10 accused of failing to act against states accused of NSO spyware abuses['United Kingdom']United Kingdom

Hacked into FHM's database - twice ['Sweden'] Sweden

Hacking of the BCT database: details ['Tunisia'] Tunisia

Karakurt - hacking attack on healthcare providers['Turkey'] Turkey

Crypto Hacking Rises, P2E Game Ducky Land Prioritizes User Security['Indonesia']Indonesia

1300 victims, 100 million dollars, the impressive booty of Hive hackers['France'] France

Malware makes its victims' information accessible to all['Belgium'] Belgium

Hackers Spread US Hospital Patient Data on the Dark Web['United States']United States

The sepe hack interrupts the collection of March unemployment to more than 80. 000 people['Spain'] Spain

Affected Arabs.. Malware spreading on Android phones around the world['Morocco']Morocco

The hack to CD Projekt that took a private version ... in Taringa!['Poland'] Poland

Several ATMs were hacked and robbed in Almaty['Kazakhstan']Kazakhstan

Addresses 270 thousand. owners of Ledger wallets are published on a hacker forum['France'] France

Hackers try to break through the security systems of pharmaceutical companies and clinics['Russia'] Russia

KPU Worries About Hacking Rising During 2020 Pilkada Virtual Campaign['Indonesia']Indonesia

Phishing attack against CEZ customers ['Czech Republic']Czech Republic

An exploit for a vulnerability in the vBulletin forum engine has been published['Russia'] Russia

During the week, about 25 cyber attacks were recorded on the websites of organized crime groups and the State Special Communications Service['Ukraine'] Ukraine

Production downtime due to cyber attacks['Germany']Germany

Turkish hackers hacked some government sites in Egypt['Egypt'] Egypt

Protests against EPN triggered a wave of hacking of official sites and showed their vulnerability['Mexico'] Mexico

Due to a hacker attack, the BSP put protection on the official website['Philippines']Philippines

300,000 won part-time job in 1 minute... College students fall into the voice phishing trap['South Korea']South Korea

Anonymous Chile hacks compensation website for comfort collusion['Chile'] Chile

Hackers put a million phishing ['Denmark']Denmark

Leading cryptocurrency exchange hit by cyber attacks['Ukraine'] Ukraine

De Maizière: BKA takes over investigations after cyber attack['Germany']Germany

NP specialists went to important government agencies to combat hacker attacks['Ukraine'] Ukraine

International Hackers Take Over Bethlehem Country Club Website['United States']United States

Agency suffered data breach in September on mining permit applications['United States']United States

Hackers Steal Data of 200K During CareFirst BlueCross DC Cyberattack['United States']United States

Expert Warns About Business Email Compromise Attacks as Law Enforcements Focus on Ransomware['United States']United States

SunLive - Sense of violation over data hack claim - The Bay News First['New Zealand']New Zealand

Lancaster ISD Has Had Nine Gigabytes of Data Hacked['United States']United States

D - BOX Technologies Announces Ransomware Cyber Attack['Canada'] Canada

Salem residents impacted by data breach are receiving letters about risk['United States']United States



Medical Associates of the Lehigh Valley Reports Data Breach Affecting the SSNs and PHI of 75 , 628 Individuals | Console and Associates , P . C .['United States']United States

BlueBenx Announces Suspension Of Withdrawals Following Supposed $32M Hack['Brazil'] Brazil

Data Breach Alert : Manhattan School of Music | Console and Associates , P . C .['United States']United States

SummaCare Data Breach Affects 1 , 100 Members – InsuranceNewsNet['United States']United States

HR tech firm hacked ['Australia']Australia

Bitcoin Ransomware Cripples Boston Legal System for Two Weeks['United States']United States

Middletown Public Schools thwarts malware attack on widespread network['United States']United States

BOJ steps up vigilance on banks amid cyber attacks['Japan'] Japan

Ex - Alabama Trooper Admits Hacking Into FMCSA Database['United States']United States

Mumbai : Cloud server of IT company in Andheri hacked['India'] India

Hacked Income Tax department website for IRS officers restored['India'] India

KL reacts to cyber attacks ['Malaysia']Malaysia

BSE under threat ; may face a malicious cyber attack['India'] India

PKR s Fahmi sues MCMC , firm over massive data breach['Malaysia']Malaysia

Former CBA exec Rob Jesudason $4 billion crypto company is under attack from hackers['Australia']Australia

More than 4 , 000 MWC utility customers affected by data breach , officials say['United States']United States

Fears for customer personal data after property factor falls victim to data breach['United Kingdom']United Kingdom

Cyber attack puts data of 6 , 000 people in Lewisham at risk - Government Computing Network['United Kingdom']United Kingdom

Samsung suffers data breach as coronavirus spreads through South Korea['South Korea']South Korea

Network Rail and C3UK Confirm WiFi Personal Data Breach['United Kingdom']United Kingdom

Data of 70 lakh Indian bank cardholders hacked , leaked on dark web['India'] India

Verimatrix Reports a Data Breach ['Germany']Germany

Chinese Hackers Breached Afghan Telecom Company As US Withdrew['Afghanistan']Afghanistan

KPU Bali's social media accounts have been hacked for three days['Indonesia']Indonesia

The official website of the administration of Irkutsk is working intermittently due to hacker attacks['Russia'] Russia

Conti assures that he has already released hacked information to the Ministry of Labor and Fodesaf['Costa Rica']Costa Rica

Vladimir Putin Diverts War Strategy, Deploys Hackers to Attack Ukrainian Government Facilities['Ukraine'] Ukraine

ABW: Hackers broke into the mailboxes of several deputies['Aruba'] Aruba

Major telecom operator hacked. Hackers stole records of hundreds of thousands of conversations['Russia'] Russia

Univers Freebox :: View topic - UF: there seems to have been a hacking of the site...['France'] France

National Police Reveals Continuation of Account Hacking Case of Activist Ravio Patra['Indonesia']Indonesia

CloudFlare hack - Real IP database published['Ukraine'] Ukraine

Georgian CERT hacked Russian FSB hacker['Georgia', 'Russia']Georgia, Russia

Thai Nguyen Department of Information and Communications Organized Training on Responding to Atp Attacks and Malware['Thailand']Thailand

Surveillance cameras infiltrated by hackers: Denmark may also be affected['Denmark']Denmark

Lazio | The Free | hacker contro Lotito ['Italy'] Italy

Ochnik Hacked. Customer data of a clothing company leaked?['Poland'] Poland

Withdraw 300 million won from a 30,000 won account? Attempting to plant new malware['South Korea']South Korea

Banxico prepares sanctions after hacking connections in SPEI['Mexico'] Mexico

EyN: Fiscal Palma asks PDI hack denounced by Smith['Chile'] Chile

At T.U.T. BY and in BelaPAN - searches. The reason was the hacking of the BelTA website['Belarus'] Belarus

Home . en Again a victim of hacker attacks['Poland'] Poland

Bitcoin is different if you don't want to disclose unreleased works... Ransomware attack hit Disney too['United States']United States

San Marino: Internet router out of order, hacker attack hypothesis['San Marino']San Marino

More than 2,000 cyber attacks on data centers in Can Tho city['Vietnam'] Vietnam

They steal 7 million pesos in a hack from Mixquiahuala['Mexico'] Mexico

Dubai Coin relaunch an elaborate phishing scam , government says['United Arab Emirates']United Arab Emirates

Bitcoin trader brothers vanish with £2 . 5BILLION in biggest crypto theft in history after claiming platform was hacked['United Kingdom']United Kingdom

Coimbatore district Cyber Crime station recovers ₹3 . 8 lakh lost through phishing['India'] India

Hackers Attack Gaming Networks - PC Tech Magazine['Uganda'] Uganda

This hacking gang just switched its malware attacks to a new target['Japan'] Japan

Insurance firm suffers cyber attack ['Bahamas']Bahamas

Dominello says Service NSW data breach victims getting hypercare['Australia']Australia

Foxit Software suffered from data breach impacting more than 328 , 000 accounts['United States']United States

Edo 2020 : Cyber Hackers on the Prowl – Nigerian Observer['Nigeria'] Nigeria



2019 First Data Breach : It Took Less than 24 Hours['United Kingdom']United Kingdom

AJ survey : one in six practices affected by cyber attacks['United Kingdom']United Kingdom

Province just sort of stumbles across massive data breach['Canada'] Canada

Rootkit Malware Masquerades As Free VPN Service : Here What Zacinlo Does And How To Protect Yourself['United States']United States

Madison County hacked ['United States']United States

Phishing Scams Targeting Pastors : Who Next ?['United States']United States

West Pensacola Foosackly announces credit and debit card hack['United States']United States

Cyber Attack On Government Website - XpatLoop . com['Hungary'] Hungary

How Alleged Dark Web Hacker w0zniak Tried To Put MSP Chimera Out Of Business['United States']United States

SECURITY : Feds band against energy hackers as ransomware threat rises['United States']United States

FBI warns that hackers are targeting software supply chain providers['United Kingdom']United Kingdom

Ghost Confirms Hack Attack : 750 , 000 Users Spooked By Critical Vulnerability['United States']United States

Garmin Confirms Services Upended by Ransomware Attack | Mobile Tech['United States']United States

Flightradar24 struck by three cyber attacks in two days['United Kingdom']United Kingdom

New SonicWall Research Finds Aggressive Growth in Ransomware , Rise in IoT Attacks['United States']United States

Help for Social Security numbers vulnerable in a massive data breach could cost MO $50 million['United States']United States

Russian Hacker Group Likely Behind Cyberattack Against Hungarian Journalists['Hungary'] Hungary

Vendor Partner Responsible For Fullerton Health Data Breach['Singapore']Singapore

State Special Communications Service warns of a hacker attack using the theme of mobilization['Ukraine'] Ukraine

A - cash registers' IT systems shut down after suspected data breach - News (Ekot)['Sweden'] Sweden

Confidential NATO military documents hacked['NATO member countries']NATO member countries

Hackers modified the dnSpy debugger for hidden cryptocurrency mining['Ukraine'] Ukraine

Ola Bini is charged with data breach ['Ecuador'] Ecuador

They check the attacks on the health system after a hacker attack was reported['Bulgaria'] Bulgaria

Tranquility after the SEPE hack: benefits will continue to arrive['Spain'] Spain

Concern in the Armed Forces: Confirm hacking['Argentina']Argentina

The media learned about the largest cyber attack in the history of Runet['Russia'] Russia

Integrity thwarts an operation to exploit retirees and welfare beneficiaries in Muthanna['Iraq'] Iraq

News studio - Washington - police hit by data breach['United States']United States

Nissan, source code leaked... Distribution to hacking forums['Japan'] Japan

The Cybercrime Division is still investigating the hacking attack on the SEC website['United States']United States

Citizen Lab found hackers dedicated to stealing passwords['Mexico'] Mexico

Hackers linked to the Iranian regime launched an attack against the laboratory that created remdesivir['United States']United States

Law enforcement officers cannot find the malware server that stole gasoline at Russian gas stations['Russia'] Russia

New WatchGuard Research: Equifax data breach top network attack in Q3 2019['United States']United States

The Junta de Extremadura demands responsibilities for the "hacking" of the Selectividad['Spain'] Spain

Xi'an cracked phishing website fraud case: fake base station pretends to be a bank SMS to steal information['China'] China

Phishing extension found in Chrome - interactive - and mobile media news - mediainfo['Hungary'] Hungary

RF hackers have launched a virus that cannot be removed from the computer['Ukraine'] Ukraine

Employee at the Swedish Migration Agency risks dismissal after data breach['Sweden'] Sweden

Suppliers fear blackouts from hacker attacks['Germany']Germany

[SNS magnifying glass] Thousands of IP cameras were hacked... creepy world['South Korea']South Korea

The Accellion data breach continues to get messier – TechCrunch['United States']United States

Ice cream machine hackers sue McDonald for $900 Million['United States']United States

Northern California Fertility Medical Center Announces Data Breach Leaking Patient Protected Health Information | Console and Associates , P . C .['United States']United States

North Korea - linked hackers target US energy sector by exploiting VMware Horizon['United States']United States

Lake Nona Estates Management Reports Data Breach After Unauthorized Party Gains Access to the Company Computer Network | Console and Associates , P . C .['United States']United States

Auditor General Orders FBR to Explain Why it Got Hacked['Pakistan']Pakistan

Russia space programme hit by western cyber attack['Russia'] Russia

Bitdefender Labs Warns of Phishing Scams Targeting MetaMask Users['United States']United States

Cyberattack at Inglis Foundation Results in Data Breach | Console and Associates , P . C .['United Kingdom']United Kingdom

50k customers caught up in Spirit Super phishing attack['Australia']Australia

Lubbock Heart Hospital addresses July data breach , patient hotline['United States']United States

Federman & Sherwood Announces Investigation of the Data Breach at South Denver Cardiology Associates['United States']United States

Dorchester County Email , IT System Hacked['United States']United States



Hackers hit Naak Twitter account ['South Africa']South Africa

Catholic Church , major super fund and Toyota hit by cyber attacks['Australia', 'Japan']Japan

Steam Popular Upcoming List Exploit Called Out by Developers['Japan'] Japan

Details Released On School District Cyber Attack : PA Crime News['United States']United States

PIP Responds to News Regarding Data Breach['United States']United States

Bella Naija : Popular Nigerian website gets hacked['Nigeria'] Nigeria

Romania : Hackers attack bankrupt Romanian insurer database['Romania']Romania

Equifax hack : Is enough being done for account security ?['United States']United States

Cyber Attack Attempted On Burlington City Computer System['United States']United States

Savvy hackers take advantage of Citrix vulnerabilities['United Kingdom']United Kingdom

NCH offering credit monitoring to 63 , 581 people due to employee email phishing['United States']United States

Blackbaud hack exposed Beebe patient , donor info['United States']United States

Wentworth hacked and personal details of entire member list stolen['United Kingdom']United Kingdom

['https://www.neowin.net/news/see-tickets-has-been-suffering-from-a-data-breach-for-over-two-years/', 'https://www.techradar.com/news/one-of-the-worlds-biggest-ticket-websites-suffered-a-multi-year-data-breach', 'https://overclockers.ru/blog/New_Intel_Raptor_ES/show/77655/sluzhba-prodazhi-biletov-raskryla-utechku-dannyh-kreditnyh-kart-dlivshujusya-2-5-goda']One of the world biggest ticket websites suffered a multi - year data breach['United States']United States

Taiwan: Criticism of China, drones in Taiwan's airspace and hacker attacks['Taiwan'] Taiwan

[Feature Coin] Exinfinity stolen 760 billion won by hacking... 13% drop overnight['South Korea']South Korea

Hackers taking advantage of the Itaewon disaster... The Sewol ferry 8 years ago was also a target['South Korea']South Korea

The site was hacked in 24 hours - Society['Bulgaria'] Bulgaria

Hacking: after bank cards, loyalty cards! ['France'] France

T-Mobile hacked again at the end of 2020['United States']United States

There have been two hacks against the appointment booking system for COVID vaccines['Bulgaria'] Bulgaria

Hackers hijack the database of the Medical College: they ask for a still undetermined reward | bbcl _ investigates['Chile'] Chile

Hacker Max accused of creating and spreading ransomware['Poland'] Poland

Hacking of the virtual forum of the Chamber of food and beverages['Guatemala']Guatemala

Doom Eternal was hacked on the first day of release['Ukraine'] Ukraine

The head of the "Alliance of Doctors" spoke about the hacking and blocking of the page of the trade union in "VKontakte"['Russia'] Russia

President of Banco de Chile refers for the first time to the hacking suffered by the entity['Chile'] Chile

Hackers have been attacking the MTOT website for several days in a row['Ukraine'] Ukraine

Block chain based on virtual currency, penetrated by cyber attacks['South Korea']South Korea

Criminal Police Office investigates after hacker attacks['Austria'] Austria

BLUE SKY media finds malware, demands ransom, kills half of the stations['Thailand']Thailand

After hacker attack: Mainzer Stadtwerke still offline['Germany']Germany

FIA says Nadra biometric data hacked ['Pakistan']Pakistan

Cyber attack reaches Leonardtown , North Beach['United States']United States

Lawmaker Pushes for Disaster Declaration After Cyber Attacks['United States']United States

Parsing Samsung data breach notice ['South Korea']South Korea

Schmersal fights cyber attack - Cement industry news from Global Cement['India'] India

200 Cyber Attacks Reported To Vilas Computers Each Day['India'] India

Hackers deprive exporter of Rs3 . 2m - Newspaper['Pakistan']Pakistan

Watch live : Prime Minister Jacinda Ardern faces questions about massive data breach['New Zealand']New Zealand

County slowly restoring online services following malware attack['United States']United States

Popular password manager suffers data breach , leaks information of millions['Qatar'] Qatar

Wipro flags cyber attack risk ['India'] India

Reporter who exposed India data breach named in criminal complaint - Panorama['India'] India

Puerto Rico Electric Utility Hacked in Weekend Attack['Puerto Rico']Puerto Rico

Hackers break into bank database , withdraw millions of naira from customer accounts ▷ Nigeria news['Nigeria'] Nigeria

North Korea hacked Seoul war plan - report['South Korea']South Korea

['https://www.rbc.ru/crypto/news/5b3a148a9a79477fa625b0b6', 'https://riasv.ru/news_id/152553/']News : Hackers carried out a successful attack on the Trezor cryptocurrency wallet['Russia'] Russia

Coles & Westpac Could Be Affected By A Finite Recruitment Data Breach['Australia']Australia

Hackers sent by China took advantage of a weakness in Xx Ying and attacked organizations -['Israel'] Israel

Turbaco City Hall Hacking in Bolívar: Hackers stole more than $100 million from a Turbaco City Hall account | Cartagena['Colombia']Colombia

IP alert, hacking of bank accounts in Monclova continues['Mexico'] Mexico

Hackers planted files on the servers of the Sinal company['Germany']Germany

Hacker attack against Axios, the electronic registers of millions of Italian students are out of order['Italy'] Italy

There are 1.3 billion cyber attacks in Indonesia, people are reminded not to share personal data on social media['Indonesia']Indonesia



PT Jambi site was hacked, two days could not be accessed, his words attacked the government['Indonesia']Indonesia

About 2,000 cases of hacking damage at US Internet securities Robinhood['United States']United States

Corona: Hackers temporarily paralyze the RKI – the federal government is planning drastic rules['Germany']Germany

Caja Las Huastecas, affected by hacking['Mexico'] Mexico

Data stolen from Palazzo Chigi and Interior. Anonymous hacker under investigation['Italy'] Italy

Dawn Gate: TE Data was hacked and 13 million call minutes were leaked['Egypt'] Egypt

Provider "Aist" in Tolyatti was attacked by unknown hackers['Russia'] Russia

They investigate the hacking of the En Marcha movement['France'] France

FBI Joins Investigation Into Cape Cod RTA Ransomware Attack['United States']United States

Sask . government refusing to pay ransom for SLGA hack['Canada'] Canada

Just 6 % of clients hit by data breach at Seba venture['Bahamas']Bahamas

Delaware joins combined $15 million multistate settlements over 2015 Experian data breach['United States']United States

Harbour Plaza Hotel data breach sees 1 . 2m customer data leaked['Hong Kong']Hong Kong

Norwegian Newspaper Website Taken Offline After Content Hack['Norway'] Norway

Mobile phone operator Three has revealed it refused to pay a ransom hackers that targeted its Danish arm['Denmark']Denmark

Turkish hackers onur keyikci targeted Austrian Foreign Ministry website['Austria'] Austria

MT AG : Over 300 , 000 Montanans May Have Been Hacked['United States']United States

Held to ransom : engineering business hit by hacker['Australia']Australia

Cork blogger chief suspect in data breach on parking website['Ireland'] Ireland

Big foreign cyber attack targets Italian certified email accounts['Italy'] Italy

DoTM server gets partially hacked ['Nepal'] Nepal

274K Patients Impacted by Benefit Recovery Specialists Credential Hack['United States']United States

Email back up for about half of Georgetown County staff following ransomware attack['United States']United States

India critical infrastructure like gas and water vulnerable to cyber attacks : study['India'] India

Government data breach exposes Afghans to more danger['Afghanistan']Afghanistan

Police in Östergötland convicted of data breach['Sweden'] Sweden

CA in Mongolia hacked via public web server['Mongolia']Mongolia

Pizzerias calculated losses from phishing sites['Russia'] Russia

Government Hackers Spread Android Trojan Through Syrian State Portal['Syria'] Syria

Hacker attack against Ängelholm municipality['Sweden'] Sweden

Famous hotel group hacked, 700 thousand customers may be affected - Tourism News - Tourism News['Turkey'] Turkey

Siljanovska: The Ministry of the Interior has not yet determined how the SEC hacker attack took place['North Macedonia']North Macedonia

Destape Radio was hacked: messages from listeners across the country['Argentina']Argentina

Luxembourg has repelled a massive cyber attack['Luxembourg']Luxembourg

Hackers attacked the system of the medical company Invitro['Russia'] Russia

The hacker attack against the Norwegian Defense Forces is considered to have risked the security of the kingdom['Norway'] Norway

Gannon Associates Insurance Agency Announces Data Breach | Console and Associates , P . C .['United States']United States

Tamil Nadu Makkal Number exposed in massive data breach , bringing into question its privacy implications and legality['India'] India

CiCi Enterprises LP Announces Data Breach | Console and Associates , P . C .['United States']United States

Digital Forensics Show S . A . R . Geelani Phone Was Hacked , Likely With Zero - Click Exploit['India'] India

ASD chief Rachel Noble says China crossed line with email cyber attack['Australia']Australia

SQL Server vulnerability - hackers using legitimate utility for fileless persistence['United Kingdom']United Kingdom

Nearly 80 % of Philippine firms hit by data breach['Philippines']Philippines

Hacker takes over 29 IoT botnets ['Japan'] Japan

iTWire - Australia hit by 9 . 2 million malware attacks in just six months['Australia']Australia

Confirmed ransomware causes IT outage for LWHA['Canada'] Canada

Mauritius polls marred by hacking allegations['Mauritius']Mauritius

Data breach reveals customer browsing activity at South African teleco['South Africa']South Africa

By order of the people : Iraqi hackers hit government and militia websites['Iraq'] Iraq

Swiss phishing scam aims to download Retefe banking trojan['Switzerland']Switzerland

Iranian APT Targets Govs With New Malware['Iran'] United States

Malware : Unaware Indian privacy at risk , lockdown gives rise to online spying & stalking apps['India'] India

Information on QEII Foundation donors may have been accessed by hacker | Local | News['Canada'] Canada

Federal Agency Hacked Using Stolen Office 365 Credentials['United States']United States

['https://www.aa.com.tr/en/africa/nigerian-broadcast-regulators-twitter-account-hacked/2009671', 'https://www.premiumtimesng.com/news/top-news/421187-endsars-international-hackers-take-over-nbc-twitter-account.html', 'https://thenationonlineng.net/endsars-nigerians-react-as-anonymous-hacks-lasg-nnpc-inec-efcc-ncdc-others/', 'https://thestreetjournal.org/2020/10/confusion-as-notorious-hacking-group-anonymous-hacks-numerous-websites-belonging-to-nigerian-government/', 'https://www.bbc.com/pidgin/tori-54566868', 'https://allafrica.com/stories/202010161076.html', 'https://allafrica.com/stories/202010160017.html', 'http://www.techtimes.com/articles/253413/20201016/endsars-anonymous-hacks-nigeria-s-nbc-twitter-account-threatens-reveal.htm', 'https://guardian.ng/news/alleged-cyber-attack-on-cbn-causes-stir-in-banks-others/', 'http://nigerianpilot.com/endsars-nigerian-police-website-off-line-as-hackers-infiltrate-database/', 'https://www.premiumtimesng.com/news/top-news/420976-endsars-nigerian-police-website-offline-# EndSARS : Nigerian Police website off - line , as hackers infiltrate database Nigerian Pilot News['Nigeria'] Nigeria



Bank floor plans , security systems leaked after Swedish firm hacked['Sweden'] Sweden

Biarritz: the mayor hacked, the town hall too['France'] France

129 cyber attacks during Tet holiday ['Vietnam'] Vietnam

MPRT suspects data breach after leaked information on support['Sweden'] Sweden

Vastaamo, which was the target of a data breach, has filed for bankruptcy - Finance['Finland'] Finland

Janeleiro: banking malware has been improving and has Brazil as its biggest target['Brazil'] Brazil

DATA OF 226 MILLION USERS ON IZVOLTE: Hackers published data from 23 000 databases, passwords also visible in text form['Serbia'] Serbia

After the attempted hacking of Tunisian mail: The National Agency for Informatics Safety calls for an increase in the level of caution and vigilance['Tunisia'] Tunisia

Phishing alert for Banque de Polynésie customers['France'] France

Haunted by Hacking, Prabowo's Internal Real Count Center - Sandi ...['Indonesia']Indonesia

Chemezov spoke about hacker attacks on ostech['Russia'] Russia

The network sharing software of Yuanwang was hacked and attacked more than 20,000 times in just one hour['China'] China

Yellow in Saudi Arabia, Riyadh reports cyber attack['Saudi Arabia']Saudi Arabia

Kroger agrees to pay $5 million over Accellion data breach['United States']United States

Tanglebot malware , Lassa fever , other Nigerian news that should matter today['Nigeria'] Nigeria

Bradley Airport Website Suffers Cyber Attack['United States']United States

Bob Red Mill Natural Foods Reports Data Breach Affecting Online Customer Credit Card Data | Console and Associates , P . C .['United States']United States

US tests post - INF missile ; Russia squelches nuke data ; Twitter axes Chinese accounts ; Ransomware hits 23 Texas towns ; And a bit more .['United States', 'Russia', 'China', 'Texas']United States

Mississippi city works to resolve Thanksgiving cyber attack['United States']United States

Massive police data breach in East Flanders prompts investigation['Belgium'] Belgium

Tarin mulls options on FBR hack ['Pakistan']Pakistan

Hackers break into Troup County government server['United States']United States

DocuSign becomes latest target in phishing scam['United States']United States

Bulletproof Coffee hacked : Customer personal and credit card details stolen in data breach['United Kingdom']United Kingdom

Chinese APT15 hacking group infiltrated united kingdom gov contractor and stole military secrets['United Kingdom']United Kingdom

ABM Hit With Class Action Over Employee Data Breach['Australia']Australia

Ramsey County : Data Of 500 Social Services Clients Hacked « WCCO['United States']United States

Michigan State Grapples with Data Breach in Third - Party Software -- Campus Technology['United States']United States

Service NSW hack could have been prevented with simple security measures['Australia']Australia

Albertan personal information exposed after national health - care provider hacked , data put up for sale['Canada'] Canada

Florida to receive more than $118K following hotel data breach['United States']United States

Unsecured server triggers Ticketcounter data breach ( Includes interview )['United States']United States

América TV denounces hacking in the votes of the last presidential debate['Argentina']Argentina

CEO of Peirai: The cyber attack - an operation similar to the special operations forces['Greece'] Greece

Hacking in CCSS triggers alarms in the security of personal data['Costa Rica']Costa Rica

After hacker attack on Telegram: companies have to ask providers critical questions['Austria'] Austria

Dukes hacker group attacks government offices['Ukraine'] Ukraine

A new wave of malware bombs - few people would even be aware of this attack, it's already sold online['Finland'] Finland

VENEZUELA: Temer's website is hacked with messages against him['Venezuela', 'Brazil']Venezuela

CNE page was hacked after red results in favor of the Constituent Assembly['Venezuela']Venezuela

Mass hackers have received 100 payments to rescue files['Chile'] Chile

Baku admitted to a hacker attack on the mission in Sofia['Azerbaijan', 'Bulgaria']Bulgaria

Data breach at D . C . Planned Parenthood last fall - The Washington Post['United States']United States

Risk startup LogicGate confirms data breach – TechCrunch['United States']United States

BMA reports new phishing scheme to police['Bermuda']Bermuda

PH firms succumbing to hacker new modus | Inquirer Business['Philippines']Philippines

Venezuelan Pro - Regime Accounts Publish Personal Data of Phishing Victims['Venezuela']Venezuela

Investigation confirms hacking - Sri Lanka News Papers - News Headlines from Colombo['Sri Lanka']Sri Lanka

Lion faces further setback as it recovers from ransomware attack['Australia']Australia

Japanese Companies Fall Victim To Unprecedented Wave of Cyber Attacks['Japan'] Japan

Coimbatore cyber crime police busts phishing gang in Kovai['India'] India

KP govt website defaced by hackers - Pakistan['Pakistan']Pakistan

MK Stalin calls for explanation after NPCIL admission to malware attack['India'] India

['https://svenska.yle.fi/a/7-10022542', 'https://yle.fi/uutiset/74-20003459']The meat processing company Snellman has been the target of a data breach - the personal data of even thousands of contract producers could have gotten into the wrong hands['Finland'] Finland

Data breach threatens Bozeman utility customers['United States']United States



NK hackers send out malicious code in Hangeul file : ESTsecurity['South Korea']South Korea

NJ Fines Vendor Behind Virtua Healthcare Data Breach $200K['United States']United States

Email System of Quincy got Hacked ['United States']United States

Coronavirus updates tracking website Worldometers hit by cyber attack['Pakistan']Pakistan

Doki malware attacks Docker servers using Dogecoin['United Kingdom']United Kingdom

Regis aged care data stolen in foreign cyber attack['Australia']Australia

CERT - RO : New phishing campaign targets clients of OLX Romania services['Romania']Romania

Nine Entertainment operations disrupted by cyber attack['Australia']Australia

SCANNER: Costa Rica at war against hackers (+Photos +Audio)['Costa Rica']Costa Rica

Sernac reported that it recovered the virtual service system after hacking['Chile'] Chile

Natural Gas Hacked | The newspaper ['Mexico'] Mexico

Anonymous : We have hacked the Ministry of Foreign Affairs and the Swedish police['Sweden'] Sweden

Prenax suffered a major data breach – 40,000 e-mail addresses leaked['Sweden'] Sweden

Lawyer Exam 2020: Data Breach and Violated Privacy for candidates['Italy'] Italy

It wasn't a failure. T - Mobile informs about the biggest hacking attack in history['United States']United States

Government allocates more than 300 . 000 euros to systems for work teams, after the hack to the Ministry['Spain'] Spain

Kuban hackers hacked gas stations and stole gasoline['Russia'] Russia

Charming Kitten. Hackers from Iran tried to phishing data['Poland'] Poland

Telefónica hacks cybercriminals ['Spain'] Spain

Garmin website. cz has not been running for several weeks. The cause is a hacker attack['Czech Republic']Czech Republic

There is a hacker attack, the SITP website is difficult to access['Colombia']Colombia

State Bank rejects reports of bank data being hacked - Pakistan['Pakistan']Pakistan

Law | KPU Site Hackers Capitalize Internet Cafes['Indonesia']Indonesia

Prodana's messengers were hacked by law enforcement officers » Word and Deed['Ukraine'] Ukraine

Kaspersky foils more than 200M attempts to exploit remote admin tool in Southeast Asia last year['Indonesia', 'Malaysia', 'Philippines', 'Singapore', 'Thailand', 'Vietnam']Indonesia, Malaysia, Philippines, Singapore, Thailand, Vietnam

UAE records 183 % surge in Distributed Denial - of - Service cyber attacks in 2020 : Etisalat Help AG['UAE'] UAE

Ohio County Computer System Recovers from Malware Attack['United States']United States

Investigation into Pine Heath data breach launched['United Kingdom']United Kingdom

CorrectCare Integrated Health Announces Data Breach Impacting Individuals Incarcerated in the CDCR System | Console and Associates , P . C .['United States']United States

Data Breach Alert : International Brotherhood of Electrical Workers Local # 5 | Console and Associates , P . C .['United States']United States

Housing downturn and cyber attacks top risks to Canada financial system , says OSFI['Canada'] Canada

After hack , Thales defense and security project data yet to appear on dark web['France'] France

A special committee is selected to examine Suffolk County cyber attack['United States']United States

Health IT Roundup 120 , 000 Health Alliance Plan customer data at risk due to vendor data breach['United States']United States

New Hampshire Public Radio Hit With Ransomware Attack['United States']United States

Hadoop coop thrown for loop by malware snoop n scoop troop ? Oh poop['United Kingdom']United Kingdom

Swindon College cyber attack tip of the iceberg['United Kingdom']United Kingdom

MyKings botnet spreads headaches , cryptominers , and Forshare malware['United States']United States

Turkey Akbank Faces Possible $4M Liability After Cyber Attack['Turkey'] Turkey

Irish operations unaffected says Equifax despite US data breach['United States']United States

At least 110 customers hit by city online payment hack['United States']United States

Australian data breach report shines spotlight on cyber attacks['Australia']Australia

City employee info accessed in data breach - Morgan Hill Times : News['United States']United States

2019 : Group alleges plot to hack INEC database['Nigeria'] Nigeria

Meadow Vale Primary School suffers cyber attack from hackers wiping personal data['United Kingdom']United Kingdom

Reindeer Suffers Massive Data Breach Affecting 300 , 000 Users['United States']United States

WhatsApp spyware attack : senior clergymen in Togo among activists targeted['Togo'] Togo

No guarantee of privacy breach in year - old eHealth malware attack['Canada'] Canada

US conduct sneaky cyber attack _ China . org . cn['China'] China

P4 Play fined PLN 250,000 UODO personal data breach['Poland'] Poland

Nemesis Kitten launches ransomware attacks['Germany']Germany

A hospital that has stopped functioning one month after the cyber attack | TBS NEWS['Japan'] Japan

Venediktov handed out a million rubles for attempts to hack the Moscow system of electronic voting['Russia'] Russia

La Jornada - Alert about malware virus on streaming platforms for JO['Mexico'] Mexico

Top: The Berlin intelligence organization blames the Iranian regime for the cyber attack on German companies['Germany']Germany



The official website of the Pskov heating networks was attacked by hackers['Russia'] Russia

Report on Covid-19 Medicine, Five Online Media Hacked['Indonesia']Indonesia

Hacking: Haro on the BIG - IP of F5 ['France'] France

Hackers attacked the website of Rosgeo after a scandal with a top manager['Russia'] Russia

Attempt to hack ASG website | Meter ['Singapore']Singapore

RSUPPORT Steals Code Signing Certificates... Hacker Attack Attempts['South Korea']South Korea

Extortion ransomware after PC has already taken over mobile phones['Czech Republic']Czech Republic

FIFA cyber attack : FIFA suffers cyber attack | Technology['Switzerland']Switzerland

Businesses are penalized after failing to protect against hacker attack['Sweden'] Sweden

Chinese hackers built a powerful cryptocurrency mining botnet['China'] China

In Kyiv, they said about the spread of a new Scarab ransomware virus['Ukraine'] Ukraine

Linz: Unknown procured with phishing ['Austria'] Austria

Japanese Manufacturing Giant Yamabiko Targeted by Babuk Ransomware['Japan'] Japan

Bombay HC issues notice to govt , NPCI over data breach by Truecaller['India'] India

Pinnacle Health hack : Sensitive files posted to the dark web['New Zealand']New Zealand

Finance Redefined : Wonderland reveal and Wormhole hacked , Jan . 28 – Feb . 4['China'] China

CBC Group , Inc . Files Official Notice of a Data Breach Compromising Consumer Social Security Numbers | Console and Associates , P . C .['United States']United States

IKEA Kuwait , Morocco franchises hit by Vice Society ransomware gang['Kuwait', 'Morocco']Kuwait

Parenting and pregnancy club Bounty fined for data breach affecting 14million people['United Kingdom']United Kingdom

Spike in cyber attacks targeting Cisco Webex['United Kingdom']United Kingdom

Ukrainian extradited to US allegedly hacked Atlanta - based Arby , other restaurants['United States']United States

South Bend Clinic fights off malware attack ; client data not breached['United States']United States

Weekend Post :: News - General - DIS has traced system hackers['Botswana']Botswana

Malware attack drives Christchurch - based Connexionz deeper into the red['New Zealand']New Zealand

Government Data Breaches by the Numbers - OPM Hack Remains One of the Worst['United States']United States

Saolta investigating potential data breach at UHG['Ireland'] Ireland

Equifax Data Breach Crisis Vet Joins FTI - Mon ., Feb . 25 , 2019['United States']United States

Dept . of Insurance reveals Highmark hacking['United States']United States

Hong Kong police struggle to stop brokerage hacking spree , AsiaOne Asia News['Hong Kong']Hong Kong

Millions of SAP users at risk from ransomware due to GUI flaw['United Kingdom']United Kingdom

Tibet Post International website was hacked , found suspicious files['China'] China

Money Lost from Trinity Philanthropic Branch After Cyber Attack – The University Times['Ireland'] Ireland

Retirement Community Reports Potential PHI Data Breach for 5 . 2K['United States']United States

Pakistan Air Force comes under cyber attack – Indian Defence Research Wing['Pakistan']Pakistan

malware attack – NECN ['United States']United States

Phishing seeks to steal Banco Galicia customer credentials['Argentina']Argentina

Övertorneå municipality affected by phishing - Dagens Medicin['Sweden'] Sweden

Twitter account of the Military School suffers a cyber attack: They began to publish anime illustrations['Chile'] Chile

Phishing campaign against the aviation industry went unnoticed for 2 years['Russia'] Russia

Logged in from overseas... Robbed 400 million virtual assets with phishing text message['South Korea']South Korea

Hacker attacks by Essener: 23-year-old is said to have stolen 1.4 million euros['Germany']Germany

Trial of 22 Dos Hermanas bars for hacking La Liga['Spain'] Spain

Iters get community service for hacking public transport chip card['Netherlands']Netherlands

The deadline expired and hackers leaked Migra documents...['Argentina']Argentina

Phishing emails containing RAT malware targeting corporate users (published by DoctorWeb Pacific): Tadashi Yoshimasa's Venture Business Clairvoyance: Alternative Blog['Japan'] Japan

Hackers stole 35,000 dollars from users of a phishing site who invested in the Telegram cryptocurrency - Moscow City News Agency['Russia'] Russia

East Java PUPR Site Was Hacked, A Number of Partners Claimed to Be Asked for Money['Indonesia']Indonesia

Hackers stole the data of 1.5 million patients. Including the premiere['Poland'] Poland

Anonymous hackers hacked the website of a political party in Spain['Spain'] Spain

Popular ad blocker hit by hacker attacks: Has reset all users' passwords['Denmark']Denmark

MEC says cases of hackers who attacked Sisu will be referred to Federal Police['Brazil'] Brazil

Fraudsters hacked into emails and tried to extort money['Lithuania']Lithuania

A very significant data breach ['Finland'] Finland

DMEA confirms cyber attack on internal network['Germany']Germany

Boeing Employee Credit Union Announces Third - Party Data Breach Following Incident at Printing Vendor | Console and Associates , P . C .['United States']United States



Hula Hoops fans left salty after cyber attack leaves shelves empty['United Kingdom']United Kingdom

UPDATE 1 - Magellan Health says targeted by ransomware attack['United States']United States

Some Akron City Services Unavailable Following Hack Attempt['United States']United States

Georgia Tech and Malaysia police join FBI to take down hackers['Malaysia', 'United States']Malaysia, United States

malware – 6000 miles from civilisation …['South Africa']South Africa

Israel and NSO Group : Pegasus spyware found in over 40 nations is alarming journalists['Israel'] Israel

Tri County Regional Centre For Education Victim of Cyber Attack['Canada'] Canada

FBI called in as Strathroy auto parts factory suffers cyber attack['Canada'] Canada

S2 Ep15 : City under attack ! VPN hacked , floppies nixed['United States']United States

More than 28 million Canadians impacted by a data breach in past 12 months : privacy watchdog['Canada'] Canada

225 , 000 Apple accounts compromised with Malware['Uganda'] Uganda

China Chief Suspect in Major Cyber Attack['China'] China

South Africa data breach is worse than you think , so why is no one is panicking ?['South Africa']South Africa

Government of Venezuela Websites Hacked['Venezuela']Venezuela

FG Raises Alarm Over Potential Cyber Attacks['Nigeria'] Nigeria

Filipino Black Hat Hackers Attack Dozens of Websites » Manila Bulletin Technology['Philippines']Philippines

Town of Round Hill suffers data breach , destruction of electronic records['United States']United States

Wellcome Trust reports email data breach['United Kingdom']United Kingdom

T - Mobile customers hit by data breach that exposed names and addresses['United States']United States

EFCC Arraigns Man For Hacking Into A Company Account And Moving N15 . 3million - Crime['Nigeria'] Nigeria

SC still fixing security after big data breach but ends victim credit monitoring['United States']United States

Data breach affects 329 , 000 CPA stakeholders['Canada'] Canada

Hackers Broke Into Real News Sites to Plant Fake Stories['United States']United States

Home Depot Confirms Data Breach in Order Confirmation SNAFU['United States']United States

Misconfigured Docker Servers Under Attack By Xanthe Malware['United States']United States

Deconstructing the Shirbit Data Breach . Now What ?['Israel'] Israel

Hackers hacked the servers of the National Defense University of Ukraine and obtained the university's data['Ukraine'] Ukraine

Washington believes that the cyberattack on the US Treasury was the work of Russian hackers.['United States']United States

Decentralized Finance Targeted by Cryptocurrency Hacks['Mexico'] Mexico

After the Kremlin's website was hacked, clairvoyant phone numbers were found in the database['Russia'] Russia

The Conti group claims the hacking of Assu2000['France'] France

A new cyber attack on Rompetrol. The Fill & Go Manager online platform was attacked by hackers, access being restricted['Romania']Romania

A new version of the Mirai malware has been detected, which attacks routers and switches['Israel'] Israel

['https://insidebitcoins.com/news/chinese-defi-protocol-dforce-loses-25-million-in-a-hacking-attack/258003', 'https://finance.yahoo.com/news/multicoin-capital-backed-defi-protocol-043640470.html']Chinese DeFi Protocol dForce loses $25 million in a hacking attack['China'] China

The oil fund hit by the biggest hacking scandal in history['Norway'] Norway

"Kaspersky Lab" called the most devastating hacker attack['Russia'] Russia

Blizzard announced that it has been hacked!['United States']United States

Novi Sad: Verification of the threat of personal data after a hacker attack['Serbia'] Serbia

Toyota under heavy attack by mysterious hackers. 3 million customers affected['Japan'] Japan

Hackers massively changed the hostname of MikroTik and Ubiquiti routers['Russia'] Russia

Saudi Arabia is attacked by a new StoneDrill malware / Geektimes['Saudi Arabia']Saudi Arabia

 "Kaspersky Lab" spoke about cyber attacks on Russian government organizations['Russia'] Russia

Most of those affected recover normality after cyber attack['Argentina']Argentina

Business Scoop » Construction And Manufacturing Top Industries Hit By Ransomware['New Zealand']New Zealand

AiTM phishing attack targeting enterprise users of Gmail['United States']United States

Broome County Offices Hacked ['United States']United States

Queensland Maritime Museum fights for survival after cyber attacks['Australia']Australia

Attempted hack attack triggers system shutdown in the C ...['South Africa']South Africa

Emory Healthcare reports data breach involving 24K patients , a former physician and a OneDrive account['United States']United States

Second Maine hospital reports phone phishing scam['United States']United States

India hit by 34 ransomware attacks , Minister Chaudhary tells Lok Sabha['India'] India

Cyber attack : Hacked accounts of senior executives ? Blame it on passwords['India'] India

More than 15 million cyber attacks on Aberdeen city council in eight months['United Kingdom']United Kingdom

Thinkful confirms data breach days after it was acquired for $80m['United States']United States

Credential Stuffing Attack may have led to Hacking of Dunkin Donuts Accounts['United States']United States



Cyber attack cost Melbourne company $2 million['Australia']Australia

US Cyber Command Discovers 8 New Russian Malware Targeting Embassies['United States']United States

Alibaba ( NYSE : BABA ) - Alibaba Lazada Suffers Data Breach Involving 1 . 1M Users['Singapore', 'Malaysia', 'Indonesia', 'Thailand', 'Philippines', 'Vietnam']China

Emotet malware hits Lithuania National Public Health Center['Lithuania']Lithuania

Sepa : Hackers targeted Scottish Government agency a second time after £21m Christmas ransomeware attack['Scotland']Scotland

The cyber attack on hospitals opens the door to possible digital scams['Spain'] Spain

Phishing sites for OSAGO insurance proliferate in Russia | DV - ROSS news of the Far East['Russia'] Russia

The union denounced the hacking of the Santa Cruz Judiciary in federal justice['Argentina']Argentina

Denso was hacked by Pandora's group, threatening to sell order data on the dark web['Japan'] Japan

Region Kalmar reports suspected data breach to the police['Sweden'] Sweden

Research: Moroccan hackers are behind an SMS phishing scam that attacked Israelis['Israel'] Israel

In the Netherlands, the introduction of mandatory Covid-19 certificates has been delayed by hacker attacks['Netherlands']Netherlands

Lampedusa, institutional website hacked['Italy'] Italy

Bath hack: Qatar responds to Saudi Arabia['Qatar', 'Saudi Arabia']Saudi Arabia

Under cyber attack, FEB did not ask for help from CERT - EE['Estonia'] Estonia

Woman prosecuted for data breach at the hospital['Sweden'] Sweden

Data breach at Jokela library ['Finland'] Finland

Ministry of National Defense injured by cyber attack!['Greece'] Greece

Even in Korea... ATM robbing malware fever['South Korea']South Korea

The county council reports a hacked email account to the police['Sweden'] Sweden

Phishing site posing as Olympic torch relay stream confirmed in Japan['Japan'] Japan

The Country Club at Woodfield , Inc . Announces Data Breach | Console and Associates , P . C .['United States']United States

Chef Toys Reports Data Breach Following Reports of Unauthorized Credit Card Activity | Console and Associates , P . C .['United States']United States

Dotty Confirms Data Breach , Gaming Company Latest Cyberattack Victim['United States']United States

GEE Group , Inc . Reports Data Breach Following Encryption Event | Console and Associates , P . C .['United States']United States

NYC Education Dept . will roll out its own online gradebook after security breach and data hack['United States']United States

Comcast Customers Face a Huge Holiday Data Breach['United States']United States

India - based outsourcing giant Wipro was hacked['India'] India

Hackers steal Gumtree user personal details['Australia']Australia

Behind the Swift hack ; banks look for risk relief['Bangladesh']Bangladesh

Kenya responds to Fancy Bears hackers doping claims['Kenya'] Kenya

Bill Black : Equifax Data Breach is a 10 out of 10 Scandal['United States']United States

Sunflag Steel Co duped of Rs 18 lakh through phishing fraud['India'] India

Security flaw allows hackers to open malicious websites on Wi['Nigeria'] Nigeria

Orica : Data breach issue ['United States']United States

242 data breaches reported in second quarter of notifiable data breach regime['United States']United States

Lion : Ransomware attack causing significant problems['New Zealand']New Zealand

FEU , PUP community told to protect online privacy after recent portal hacking['Philippines']Philippines

Wellington , Dunedin , Christchurch council parking app offline after cyber attack['New Zealand']New Zealand

Woodland Trust hit by cyber attack in December['United Kingdom']United Kingdom

Automotive Industry Faces Severe Data Breaches and Ransomware Threats , CybelAngel Investigation Reveals['Germany']Germany

Hackers Bring Dutch Research Funding Agency to Standstill['Netherlands']Netherlands

Russian hackers attacked the ticket sales site Kontramarka. u.a['Ukraine'] Ukraine

$4 million stolen in Ola Finance hack ['India'] India

The Ministry of Foreign Affairs of Estonia became the target of a cyber attack['Estonia'] Estonia

A spyware virus attacked Apple computers['United States']United States

Mansfield ISD investigates cyber attack ['United States']United States

They hack the emails of a company and swindle 80. €000 collecting your invoices['Spain'] Spain

Mediaset suffered a hack that managed to impersonate the identity of employees['Italy'] Italy

Phishing in Poland. Fraudsters pretend to be InPost['Poland'] Poland

Concern: Phishing scams around the Corona grants['Israel'] Israel

Government says there is no evidence of access to Clave Única after hacking, but announces password update['Chile'] Chile

Chinese hackers suspected of attacking government agencies in Mongolia['Mongolia']Mongolia

There have already been 25,000 criminal reports to the police about the data breach in the office['Finland'] Finland

['https://www.virginiamn.com/news/phishing-scam-hit-minn-agency-data-of-k-possibly-exposed/article_5f8ce790-24fa-11e9-9368-cb00a444aa9c.html', 'http://www.spamfighter.com/News-22017-Minnesota-Department-of-Human-Services-hit-with-phishing-scheme.htm', 'https://www.mprnews.org/story/2019/01/30/phishing-scam-minnesota-human-services', 'https://jackfmfargo.com/news/articles/2019/jan/30/minnesota-department-of-human-services-reports-data-breach/', 'https://minnesota.cbslocal.com/2019/01/30/minnesota-dept-of-human-services-reports-data-breach/', 'http://www.kkoj.com/news/local-news/mn-dns-announces-data-breach/', 'http://knsiradio.com/news/local-news/human-services-department-hit-data-breach', 'https://bringmethenews.com/minnesota-news/minnesota-department-of-human-services-confirms-data-breach', 'http://wjon.com/minnesota-department-of-human-services-reports-data-breach/', 'https://www.valleynewslive.com/content/news/Minnesota-Department-of-Human-Services-reports-data-breach-of-exposed-personal-information-of-up-Minnesota Department of Human Services confirms data breach['United States']United States



A "hacker" at the eighth basic level penetrates information systems to praise "ISIS"!['Algeria'] Algeria

French secure messenger hacked immediately after launch['France'] France

Hackers unleash massive wave of attacks against Exim email servers['Germany']Germany

Jan the dinosaur became the big hero after Norsk Hydro's gigantic hacker attack - even though he is strongly skeptical of technology['Norway'] Norway

Rosstat website was hacked ['Russia'] Russia

Viennese suffer from 8 every day. 000 cyber attacks - Vienna['Austria'] Austria

New malware found in the computers of government units in the Balkans['Albania', 'Bosnia and Herzegovina', 'Bulgaria', 'Croatia', 'Kosovo', 'North Macedonia', 'Montenegro', 'Serbia', 'Slovenia']Albania, Bosnia and Herzegovina, Bulgaria, Croatia, Kosovo, North Macedonia, Montenegro, Serbia, Slovenia

Coingecko , the Tokyo police investigation begins after the hack['Japan'] Japan

From activists to Zarif; Targets of cyber attacks['Iran'] Iran

Police coup against the hacking of LaLiga matches in more than 2. 000 local['Spain'] Spain

The damage to cryptocurrency investors from hackers and scammers amounted to $1.7 billion['Ukraine'] Ukraine

The Russian hackers who also attacked the American Democratic Party launched a cyber attack against Hungary['Hungary'] Hungary

APT28 author of cyber attacks against Montenegro > Mag['Montenegro']Montenegro

Nifty Gateway , a Digital Art Marketplace , Hacked With Thousands of Dollars Worth of Artwork Stolen['United States']United States

Lower reveals data breach impacting 86 , 000 customers['United States']United States

ATC Healthcare Services , LLC Announces Data Breach | Console and Associates , P . C .['United States']United States

Lafayette Hospital Reveals They Were Victims of a Data Breach['United States']United States

Community Health Network Notifies 1 . 5M of Data Breach Stemming From Tracking Tech['United States']United States

South Africa : Most City Power IT Systems , Networks Restored Following Cyber Attack['South Africa']South Africa

['https://www.timesofisrael.com/alongside-high-tech-systems-these-fish-stop-iran-hacking-israels-water-supply/', 'https://www.clevelandjewishnews.com/jns/report-israel-turns-to-fish-to-prevent-iranian-hacking/article_62dd2885-94a8-52a4-a35b-b5858c87ad60.html']Alongside high - tech systems , these fish stop Iran hacking Israel water supply['Israel'] Israel

Kiwis compromised in massive data breach['New Zealand']New Zealand

Phishing campaign continues to mimic Canada biggest banks online['Canada'] Canada

Macon Water Authority ransomware attack prompts estimated bills['United States']United States

Utah awarded $1 . 4 million as part of largest data breach enforcement action in history – St George News['United States']United States

96 , 000 public servants in new data breach['Australia']Australia

NBI : Hacker led victims to fake bank web site['Philippines']Philippines

Turkish Hackers Attacked German and Dutch State Institutions Websites['Germany', 'Netherlands']Germany, Netherlands

Ransomware detected at Dartmouth College['United States']United States

Health department investigating Disease Outbreak Control Division data breach['United States']United States

Ex - US lawmaker shielded Pakistani aide from hacking probe['Pakistan']Pakistan

Brexit brings 10 million cyber attacks for British Council['United Kingdom']United Kingdom

Major hedge fund sees customer personal data stolen by hackers['United Kingdom']United Kingdom

Hack attack : Bonobo customer database breached - New York Daily News['United States']United States

Child maintenance prioritised as justice department probes cyber attack['South Africa']South Africa

Mail delivery phishing scammers cheat Hongkongers out of HK$2 . 2mil['Hong Kong']Hong Kong

Chinese tech giant Tencent hit by phishing QR codes['China'] China

Horror! A hacker stole the personal data of 2.6 million people. Bulgarians['Bulgaria'] Bulgaria

German press agency affected by hacker attack on IT service provider['Germany']Germany

The Guatemalan Chamber of Food and Beverages denounces hacking during forum['Guatemala']Guatemala

When the hospital was attacked by information security, it was the last straw for Mikko Kenttä and other hackers who want to put their skills to good use.['Finland'] Finland

Phishing reaches the Tax Agency ['Spain'] Spain

Region Kalmar reports data breach to the police['Sweden'] Sweden

La Jornada: Political parties agree to ask the Bank of Mexico for a report on the hacking of SPEI['Mexico'] Mexico

The police said that led the hacker from Ashkelon :: Israel News['Israel'] Israel

There was no computer blackout but a hack to the website of the CNE of Ecuador['Ecuador'] Ecuador

Major data breach hits another Chicago corporation['United States']United States

Data Breach Impacts Thousands | News Radio 1000 KTOK['United States']United States

Hackers Receive $600 , 000 in Ransom for Stolen Computer Records['Philippines']Philippines

Spectrum Health Lakeland impacted by Blackbaud ransomware attack['United States']United States

NZ bans unapproved govt IT suppliers after data breach['New Zealand']New Zealand

City of Newnan experiences data breach['United States']United States

Texas Amends Data Breach Notification Law , Creates Public Listing Of Data Breaches - Privacy['United States']United States

Slovakian firm cashes in on Kenya cyber attacks['Kenya'] Kenya

Colorado Medicaid system data breach potentially exposed private information of 822 people['United States']United States

Hackers spoof embassy caller ID in Netherlands to dupe Nagpurian['Netherlands', 'India']Netherlands, India



Johnston cyber attack very disturbing , Iowa cyber security officials say['United States']United States

Cyber attack shuts down taxi companies['New Zealand']New Zealand

['https://www.natlawreview.com/article/over-30-data-breach-incidents-health-care-reported-to-hhs-thus-far-2020-affecting', 'https://www.govinfosecurity.com/health-data-breach-tally-update-2020-trends-a-13742', 'https://abc11.com/finance/data-breach-affects-nearly-1900-wake-county-government-employees/5931683/', 'https://www.desmoinesregister.com/story/news/2020/02/17/monroe-iowa-county-hospital-patients-data-breach-victims/4790481002/', 'https://dailygazette.com/article/2020/02/19/data-breach-community-Care-physicians', 'https://healthitsecurity.com/news/over-41.4m-patient-records-breached-in-2019-as-hacking-jumped-49']Interactive Medical Systems : Data breach affects nearly 1 , 900 Wake County government employees['United States']United States

The US Cyber Security Under Threat After The Massive Data Breach - Kachwanya . com['United States']United States

Qnect : Payment start - up company life after customer data was hacked['Australia']Australia

UHI data breach affects 132 email addresses in evening classes email['United Kingdom']United Kingdom

Democrats demanded more answers on Russian hacking of Ukraine oil company ….['Ukraine'] Ukraine

RDH suffers ransomware attack ['United States']United States

Fort Worth ISD data breach ['United States']United States

Cyber attack shuts down servers at TheHandi - Van , TheBus['United States']United States

Iranian Hackers Target Critical Vulnerability in F5 BIG - IP['United States']United States

Memorial Sloan Kettering Cancer Center fundraising software impacted by data breach['United States']United States

CISA and CNMF Identify a New Malware Variant['United States']United States

iOS 9 . 1 Hack Brings Hacker Team $1 million – Tech Gadget Central['China'] China

Privacy commission links SMS - based phishing attacks to leaks of contact - tracing information['Philippines']Philippines

Experts Suspect Hackers of New Children's Kostrad Sites Looking for Popularity['Indonesia']Indonesia

Faced with hacking threats, MEP suspends the Integra2 payroll payment system['European Union']European Union

Grouping Conti announced the hacking of the General Directorate of Intelligence of Peru['Peru'] Peru

Thierry Baudet reports hacking FvD computer systems['Netherlands']Netherlands

Disbursement of unemployment benefits is postponed - the number of cyber attacks has completely exploded['Sweden'] Sweden

A hotel chain operating in Finland was also the victim of a data breach - Previously, hundreds of millions of personal data had been leaked['Finland'] Finland

These cybercriminals impersonate DHL via email using phishing['Spain'] Spain

['http://www.bloter.net/archives/362692', 'http://www.etnews.com/20191127000205?mc=em_010_0001', 'https://www.welivesecurity.com/2019/11/27/upbit-cryptocurrency-exchange-hack/', 'http://www.etoday.co.kr/news/view/1827535', 'http://moneys.mt.co.kr/news/mwView.php?no=2019112808178017993&type=4&code=w0206&MTN', 'http://news1.kr/articles/?3779910', 'http://news.nate.com/view/20191128n02399', 'https://ukranews.com/news/669113-hakery-ukrali-50-mln-na-kriptovalyutnoj-birzhe', 'https://kbench.com/?q=node/205293', 'https://insidebitcoins.com/news/korean-exchange-upbit-suffers-hack-and-theft-of-342000-eth-50-million/243100', 'http://seoul.co.kr/news/newsView.php?id=20191128022034&wlog_sub=svt_023', 'http://www.etnews.com/20191127000205?mc=em_009_0001', 'https://www.edaily.co.kr/news/read?newsId=03427606622714584&mediaCodeNo=257', 'https://www.bankinfosecurity.com/blogs/hackers-steal-49-million-in-ethereum-from-upbit-exchange-p-2825', 'http://moneys.mt.co.kr/news/mwView.php?no=2019112810108056259&code=w1501&MRN', 'httpsCoin trading site Upbit leaked 58 billion won in cryptocurrency due to hacking['South Korea']South Korea

The head of the RPL: the cameras at the Zenit CSKA match were turned off by hackers['Russia'] Russia

Guerrilla marketing at the BND: hacking for Germany with the cyber rabbit['Germany']Germany

Chinese hackers allegedly cyberattacked the Nuclear Research Institute from Pitesti['Romania']Romania

Pay2Key ransomware stole and published the data of an Intel subsidiary['United States']United States

Data of 200 thousand users of Bitcoin - exchanges and cryptocurrency platforms under threat after alleged hacking['Ukraine'] Ukraine

The Korean cryptocurrency trading industry is on the alert due to hacking attacks that are on the rise again.['South Korea']South Korea

Blackberry Hacker Targets GSM, an Old Communication Method['South Korea']South Korea

Russian state television celebrates the beautiful hack of TVE['Spain'] Spain

As Japan expands telework , hackers follow and crack into networks - Nikkei Asia['Japan'] Japan

['https://www.tivi.fi/Kaikki_uutiset/lahti-pisti-piuhat-poikki-edes-toimeentulotukia-ei-voida-maksaa-haittaohjelman-takia-6700852', 'https://www.tivi.fi/Kaikki_uutiset/lahti-pisti-piuhat-poikki-kelan-tukia-ei-voida-maksaa-haittaohjelman-takia-6700852']Lahti cut through the cracks: not even income support can be paid because of malware['Finland'] Israel

Newsspim - [National Supervisory Service] 4 million CCTVs, defenseless exposure to hacking['South Korea']South Korea

Almost half of the German C - Level falls for phishing['Germany']Germany

The police exposed hackers who stole personal data on a large scale['Ukraine'] Ukraine

Positive Technologies helped to repel 38,000 cyber attacks on the services of the Transport Directorate of the 2018 World Cup['Russia'] Russia

It installs spyware on the phone! 33 million devices...['Turkey'] Turkey

Guf for hackers : Unsuspecting companies leak internal data on open websites['Denmark']Denmark

A well-known manufacturer was hacked, because of which he received hefty fines['Finland'] Finland

Russia busts hacker gangs stealing bank money['Russia'] Russia

Burkina Faso: Verdict hacking CBAO accounts['Burkina Faso']Burkina Faso

Hacker Sriki saga spooks a fledgling Bommai govt['India'] India

['http://www.teknolojigundem.com/haber/ics-bilgisayarlarinin-yuzde-40i-saldiriya-ugradi/1340916', 'https://www.istanbulhaber.com.tr/2018in-ilk-yarisinda-ics-bilgisayarlarinin-yuzde-40i-saldiriya-ugradi-haber-1031318.htm']40% of ICS computers hacked ['Turkey'] Turkey

Hackers attack Goa flood monitoring system ; demand Bitcoin['India'] India

Hackers Spoof Post Office Notices To Spread Notorious Trickbot Malware['United States']United States

Data breach reporting system up and running - BusinessWorld Online['Philippines']Philippines

United Bulgarian Bank Selects OneSpan to Help Fight Social Engineering and Mobile Malware Attacks['Bulgaria'] Bulgaria

Brexit data breach : Home Office admits sharing details of hundreds of EU citizens seeking settled status['United Kingdom']United Kingdom

Netwire phishing campaign uses process hollowing to carry out code injection['United Kingdom']United Kingdom

Trend Micro - Security Intelligence - Monero - Mining Malware PCASTLE Zeroes Back In on China , Now Uses Multilayered Fileless Arrival Techniques - CSO['China'] China

Israeli Cyber Agency Hacks Palestinian Ministry of Interior Database['Palestine']Palestine

Human error causes data breach at UW ['United States']United States

Corcoran Data Breach Comes Amid Rise in Cyberattacks['United States']United States

Ransomware Attack Hits Dallas Senior Living Community['United States']United States



NUS researchers hit by phishing ['Singapore']Singapore

What is Verrit ? Hackers hit new political media platform with DDoS attack after Clinton endorsement['United States']United States

Russia insidious hacking ; relocating a town ; unlikely jihadi , and more['Russia'] Russia

Sedgwick County avoids falling for phishing scam['United States']United States

Seagate Gets Initial OK For $5 . 7M Worker Phishing Settlement['United States']United States

Hackers redoubling effort after Meck Co officials decline pay['United States']United States

Venom Force Pakistan claims hacking 5 , 300 Indian websites on independence day 17 Aug , 2018 Venom['India'] India

Ransomware attack affects Moscow New Cable Car System a few days after it opened['Russia'] Russia

Panama Buena Vista School District working with FBI and DHS following cyber attack['United States']United States

Ukrainian Blackout Malware at Large on Dark Web - Infosecurity Magazine['Ukraine'] Ukraine

Hackers hit $9B Norwalk corporation with ransomware attack['United States']United States

Exploiting the coronavirus : Massive Excel phishing attack['United States']United States

Arnot Health self - insured employee health plan possibly affected by Magellan Health ransomware attack['United States']United States

Capital Region Medical Center targeted in cyber attack['United States']United States

Oman experiences more than 1 . 7 million email , URL and malware threats in first half of 2020['Oman'] Oman

N . W . T . govt funds lost to phishing scam recouped , says RCMP['Canada'] Canada

SBA urging disaster loan applicants be alert to phishing campaigns and scams['United States']United States

Government initiates criminal investigation into data breach['Jamaica'] Jamaica

Bandwidth says its internet voice services are working again following cyber attack['United States']United States

Cisco : Most PH SMBs suffer cyber attacks in past 12 months['Philippines']Philippines

Hacker attack and data theft: AZOP advises A1 users to contact the operator['Austria'] Austria

Hacker cracks lost crypto wallet of 1.78 million euros['Netherlands']Netherlands

EPS Sanitas users continue to suffer consequences of hacking: they don't even answer the phone['Colombia']Colombia

Prosecutor's Office investigates hackers to the IAD computer system['Dominican Republic']Dominican Republic

Santa Teresa denounces the hacking of its networks to the Police['Santa Teresa']Santa Teresa

Pamfilova announced a hacker attack on the CEC website['Russia'] Russia

New Spyware Steals Data Through Religious Content['Indonesia']Indonesia

A cyber attack on the IDB in 2019 that is attributed to China comes to light['Brazil'] Brazil

Hacker returns stolen funds to Creature Toadz project['Russia'] Russia

Samara bank Solidarity was hacked - Russian newspaper['Russia'] Russia

['https://www.grahamcluley.com/took-14-years-massachusetts-hospital-detect-data-breach/', 'http://www.beckershospitalreview.com/cybersecurity/milestone-hacking-incidents-overtake-insider-breaches-for-1st-time-in-2017.html', 'http://www.fiercehealthcare.com/it/july-healthcare-data-breaches-protenus-tewksbury-hospital-massachusetts', 'http://www.healthcareitnews.com/news/hackers-outpace-insiders-healthcare-breaches-reported-july', 'https://www.healthcare-informatics.com/news-item/cybersecurity/protenus-hacking-incidents-outweigh-insider-breaches-july', 'http://wydaily.com/2017/08/10/cyber-attacks-on-healthcare-institutions-face-dramatic-surge-hlth/', 'http://www.modernhealthcare.com/article/20170816/NEWS/170819925/healthcare-data-breaches-caused-by-hacks-are-on-the-rise', 'http://khn.org/morning-breakout/hacks-targeting-health-care-data-spike-162-over-last-year/']The healthcare data breach that took 14 years to uncover['United States']United States

Such a day. New traffic cameras in Barnaul and hackers against the Altai government['Russia'] Russia

Panpharma hit by ransomware Computerworld['France'] France

WatchGuard's Q2 2019 Internet Security Report Reveals Malware Hiding in Popular Content Delivery Networks['Brazil'] Brazil

Unexpectedly! The head of the NRA remains despite the hacking scandal['United States']United States

Boyolali Bawaslu Site Hacked, Hacker Writes Chicken Question in RKUHP['Indonesia']Indonesia

Hacker attack on Klinika Alarm Clock. The operation of the hospital was at risk['Czech Republic']Czech Republic

Hackers attacked Ryazan government website['Russia'] Russia

Los Teques Metro suspended service due to hacking['Venezuela']Venezuela

6 phishing boats were seized by “al-Teaching”, which is prohibited by law['Iraq'] Iraq

New hacker virus discovered in Ukraine ['Ukraine'] Ukraine

The demands of hackers repairing the May 17th stadium were assessed by the Dispora at the wrong address['Indonesia']Indonesia

Chuseok voice phishing alert courier company, members disguised as investigative agencies...['South Korea']South Korea

Crime Branch seeks Delhi Police help in hacking case | Bhubaneswar News['India'] India

Sabbath hackers are targeting US schools and hospitals['United States']United States

Notorious Trisi Hackers Caught Targeting Another Critical Infrastructure Facility['Australia']Australia

Massive email data breach at Verification . io ( Includes interview )['United States']United States

Redbanc cyber attack linked to Lazarus group['Chile'] Chile

DICT finds malware on GIS file downloaded from SEC website['United States']United States

Auto insurer hit with possible data breach['United States']United States

Cyber Attack Hits Prominent Hedge Fund , Endowment , and Foundation['United States']United States

DC Circ . Doubtful Of Jurisdiction In CareFirst Data Breach Suit['United States']United States

Sabre updates on unauthorized access , confirms payment details hacked['United Kingdom']United Kingdom

Rijiju blames malware for two bank heists['India'] India

Recent data breach allegation sparks concern | Dynamic Business - Small Business Advice - Forums['Australia']Australia



Department of Community Services most affected by Nova Scotia data breach : internal emails['Canada'] Canada

Tick Group Malware Attack Strikes Again['United States']United States

Cyber security : Hacking of UP government website presents a seven - year - old problem['India'] India

Hackers demanded a ransom in cyber - attack on council , which could delay school place offers['United Kingdom']United Kingdom

Cyber Attack Disables Private Pilots , GPS Fitness Users['United States']United States

Driver licences , hacked accounts , bank details going cheap on dark web['Australia']Australia

Hackers : Cincinnati Twin Towers resident data stolen['United States']United States

Vendor ransomware attack disrupts DSW inventory management['United States']United States

Subway Sandwich Loyalty - Card Users Suffer Ham - Handed Phishing Scam['United States']United States

Hackers publish client data stripped from Auckland financial services company on dark web['New Zealand']New Zealand

Business as Usual – so Far – for Data Breach Cases After TransUnion LLC v . Ramirez | Locke Lord LLP['United States']United States

Simferopol administration website is malfunctioning due to hacker attacks['Russia', 'Ukraine']Russia

Ukrtransbezpeka announces an attack by Russian hackers and plans to resume work in the near future['Ukraine'] Ukraine

Speak: Capitol Rioters' Social Network Hacked, Millions of Data Recovered['United States']United States

They tried to hack the computers of the Kamchatka government to mine cryptocurrency['Russia'] Russia

Uber may have paid 6-figure sums to hackers to cover up hack['United States']United States

Hackers hacked the systems of an agro-cooperative in the US and demanded $5.9 million['United States']United States

Doué - en - Anjou: a bakery victim of a computer hack['France'] France

KvkkYa 35 Data Breach Reported in 2019 More than 1 Million People Affected['Turkey'] Turkey

Parents Expect MES Portfolio Hacks ['Russia'] Russia

Chile: personal data of thousands of police officers hacked and disseminated['Chile'] Chile

Modena, hacker attack on the Iris group. 950,000 euro ransom demanded - Chronicle['Italy'] Italy

# KOSOVAARMY Albanian hackers attacked the website and profiles of a SERBIAN MP['Serbia'] Serbia

Mule identified in SPEI hack ['Mexico'] Mexico

Botnet : Mirai - Malware endangers even more systems by cross - compiling['Germany']Germany

Researchers discovered a completely new and greedy malware['Finland'] Finland

Sky Brasil is hacked; millions of users affected['Brazil'] Brazil

Ransomware, aiming for the official certificate of the party['South Korea']South Korea

After the hack, the Nuevo Banco del Chaco operates normally['Argentina']Argentina

France investigates an Islamist cyber attack on the French Lyceum in Palma['France'] France

ZATAZ Hack disrupts vaccine manufacturing['France'] France

CYBER ATTACK : Hostage 10 Hours ['Indonesia']Indonesia

Hackers crash Israeli stock exchange and largest airport websites['Israel'] Israel

The correctional service and companies in Östergötland were affected by a data breach['Sweden'] Sweden

FG probes two firms over alleged data breach['Nigeria'] Nigeria

US Deputy Attorney General Lisa Monaco Announces Seizure of Ransomware Payments at Opening of ICCS 2022['United States']United States

Mass spyware campaign unveiled - IT News Africa - Up to date technology news , IT news , Digital news , Telecom news , Mobile news , Gadgets news , Analysis and Reports['South Africa']South Africa

Canada Maple Leaf Foods hit by cyber attack['Canada'] Canada

Give free rights to Kashmiri : UP NHM website hacked , pro - Pakistan slogans posted | lucknow['India'] India

National Cyber attack on army , these neighboring countries are likely to be involve['India'] India

Robin Hood - like hacker breaks into Cayman Islands banks['Cayman Islands']Cayman Islands

['http://www.greenfieldreporter.com/2018/01/12/hospital-falls-victim-to-hacker-attack-no-patient-records-compromised-officials-said/', 'https://www.indystar.com/story/news/2018/01/12/official-hancock-regional-hospital-information-system-hacked-patient-info-not-affected/1030542001/']Hospital falls victim to hacker attack ; no patient records compromised , officials said .['United States']United States

Fiat Chrysler Recalls 1 . 4 Million Cars after Remote Hacking of Jeep Cherokee – The Cubic Lane['United States']United States

County pays ransom in Bitcoin to hacker['United States']United States

Dow Jones victim of data breach ['United States']United States

Attackers hijack state agency server for malware['United States']United States

OPM chief Katherine Archuleta in the hot seat over data breach['United States']United States

Dubai Ride - Hailing App Careem Hit by Hackers['United Arab Emirates']United Arab Emirates

Ironically , Kaspersky Labs internal network got hacked !['Russia'] Russia

Major South African bank caught out in data breach ( Includes interview )['South Africa']South Africa

Lack of security measures led to cyber attack on PDD Data Centre['India'] India

Queensland Police Service apologises to gun owners over mass data breach in Moreton region['Australia']Australia

Boston commuter operator hit by ransomware attack['United States']United States

Hackers strike again - and again it hits a Swiss community['Switzerland']Switzerland

From 2019 to date, 16 bank hacks; only in January of this year 3 attacks['Mexico'] Mexico



BGMI Hacks: Battleground Mobile India banned 271, 880 accounts['India'] India

In the United States they hacked a potabilized plant...['United States']United States

['https://www.aleqt.com/2022/07/04/article_2348731.html', 'https://www.newser.com/story/322565/this-might-be-the-biggest-data-breach-in-history.html', 'https://dorzeczy.pl/swiat/321139/hakerzy-wykradli-dane-miliarda-chinczykow-oto-cena.html', 'https://accesswdun.com/article/2022/7/1114706', 'https://abcnews.go.com/Technology/wireStory/alleged-chinese-police-database-hack-leaks-data-billion-86229929', 'https://learningenglish.voanews.com/a/computer-hackers-claim-to-have-data-of-1-billion-chinese-/6647770.html', 'https://www.rewmi.com/technologie-un-hacker-recupere-les-donnees-personnelles-dun-milliard-de-chinois/', 'https://www.jutarnji.hr/vijesti/svijet/haker-tvrdi-imam-privatne-podatke-cak-milijardu-kineza-prodajem-ih-za-10-bitcoina-15219237', 'https://www.darkreading.com/cloud/questions-massive-shanghai-police-data-breach', 'https://www.dnaindia.com/technology/report-biggest-data-breach-in-history-personal-details-of-100-crore-people-leaked-in-china-2966202', 'https://www.standartnews.com/tekhnologii/khakerHacker intrusion into National Police databus, ready to sell online for Rs 157 crore | Hackers hack data of 100 million Chinese citizens; Ready to sell online for Rs 157 crore['China'] China

Inps, site went haywire due to hacker attack. Crime monitoring body exonerates lens for crash on click day['India'] India

Cybersecurity nuggets respond to hacker attacks on SMEs['France'] France

Massive data theft: Hacker attack from the broom closet['Germany']Germany

Preparing for #OPIsrael: About 120 Israeli websites have been infected with malware['Israel'] Israel

The Prosecutor's Office opens an investigation into the hacking of Marchena's mail['Spain'] Spain

The hacker group stealing payment card data struck even more sharply: a script of only 15 lines of code devoured customer data for a month['Finland'] Finland

Ministry of Energy and Mineral Resources involves PT KA to deal with hacking['Indonesia']Indonesia

A cyber attack on TE Data leads to hacking Huawei 532 servers and disrupting the internet['Egypt'] Egypt

Merck perd 310 millions de dollars cause du malware NotPetya['France'] France

Upgraded Cardinal RAT malware targets Israeli fintech firms['Israel'] Israel

Official : Riviera Beach computer system running slowly as it recovers from cyber attack['United States']United States

Nobody held responsible for Lands Authority data breach['Malta'] Malta

Moss Adams reports data breach ['United States']United States

Anchor Packaging reports email phishing scam['United States']United States

Olympus confirms US cyberattack , weeks after BlackMatter ransomware hit EMEA systems – TechCrunch['United States']United States

"For Volyn, for the UPA." Be afraid and expect the worst." Hackers attacked the websites of the government, ministries and "Diya"['Ukraine'] Ukraine

['https://www.periodistadigital.com/gente/sucesos/asesinos/20211001/fallece-recien-nacido-hackeo-hospital-estados-unidos-noticia-689404515226/', 'https://www.biobiochile.cl/noticias/sociedad/debate/2021/09/30/investigan-muerte-de-bebe-por-consecuencia-de-un-ataque-hacker-al-hospital-en-estados-unidos.shtml']They investigate the death of a baby as a result of a hacker attack on a hospital in the United States | Society['United States']United States

NEWSru. co. il :: IntSights : hackers leak bank card details of Sheba Hospital doctors online['Israel'] Israel

BC: Anonymous Bomb Reports May Have Hackers Involved['Russia'] Russia

Psychological Assessment Resources , Inc . Announces Data Breach | Console and Associates , P . C .['United States']United States

Sterling Valley Systems dba Inntopia Announces Data Breach | Console and Associates , P . C .['United States']United States

Simon Coveney says Government has established a war room amid cyber attacks | JOE is the voice of Irish people at home and abroad['Ireland'] Ireland

GDPR : 8 , 000 Data Breach Reports Filed So Far in united kingdom['United Kingdom']United Kingdom

Women affected by hospital data breach offered support['United Kingdom']United Kingdom

Monsalve confirms that the EMCO hack was in May and reiterates that Fernández was only informed of vulnerabilities » EntornoInteligente['Argentina']Argentina

Government Contractors Face New Data Breach Disclosure and Investigation Requirements['United States']United States

FSB restore Yekaterinburg hospital after hacker attack['Russia'] Russia

Oklahoma City Indian Clinic Announces Data Breach | Console and Associates , P . C .['United States']United States

Data breach as chief job applicant CVs leaked - Local Government Chronicle ( LGC )['United Kingdom']United Kingdom

Government Websites of Lee County back online after hit by a cyber attack['United States']United States

PH largest online stockbroker reports possible hacking of client data['Philippines']Philippines

Khanty-Mansi Autonomous Okrug government website hacked['Russia'] Russia

Many reports of unexplained Apple ID locks. The work of a large hacking group['Japan'] Japan

OSG data breach may affect government cases Guevarra – Manila Bulletin['Philippines']Philippines

California Hospital Notifies 67k Patients of Data Breach - Infosecurity Magazine['United States']United States

New Version of Turla Malware Poses Threat to Governments - Infosecurity Magazine['United Kingdom']United Kingdom

[Exclusive] Following Seoul National University Hospital, Seoul St. Mary's Hospital was also hacked... Customer information leak['South Korea']South Korea

Berkshire Partners LLC Announces Data Breach | Console and Associates , P . C .['United States']United States

PesaLink reports hacking attack to the central bank['Kenya'] Kenya

Email hackers target Perth property sector Yahoo7 News['Australia']Australia

Government to face Dáil grilling over data breach['Ireland'] Ireland

Cleveland Police admit data breach after sharing personal details of more than 1 , 600 people on force website['United States']United States

Malware targeting biometric security and strong authentication observed in Brazil bank attacks['Brazil'] Brazil

Health check - up : What we can learn from the recent Singapore data breach | Networks Asia['Singapore']Singapore

Maharashtra : Shivaji University stonewalls cyber attack['India'] India

SCA Pharmaceuticals , LLC Announces Data Breach | Console and Associates , P . C .['United States']United States

I - Team Update : Touchstone imaging reports data breach to state['United States']United States

Equifax Data Breach : A foreign government may have stolen your information['United States']United States

Irish government admits ransomware breach['Ireland'] Ireland

Hospital damaged by cyber attack, cancel 77 surgeries Complete recovery is expected in January next year: Asahi Shimbun Digital['Japan'] Japan

Portugal government cyber attack allegedly leaks hundreds of classified NATO documents['Portugal'] Portugal

Roche confirms cyber - attack from Winnti malware['Switzerland']Switzerland



Hackers target the Queensland government with online attacks['Australia']Australia

Hackers put stolen NSW government data up for sale['Australia']Australia

['http://www.itprotoday.com/network-security/hack-dna-website-exposes-data-92-million-accounts', 'https://www.iltalehti.fi/digiuutiset/201806052200994607_dx.shtml', 'https://www.hs.fi/teknologia/art-2000005708337.html', 'https://www.rappler.com/technology/news/204234-dna-testing-website-myheritage-data-breach', 'http://jewishbusinessnews.com/2018/06/05/myheritage-site-hacked-92-million-mail-details-stolen/', 'http://www.darkreading.com/myheritage-alerts-users-to-data-breach/d/d-id/1331966', 'http://www.theedgemarkets.com/article/hack-dna-website-exposes-data-92-million-user-accounts', 'https://www.tomsguide.com/us/myheritage-data-breach,news-27349.html', 'http://www.businessinsider.com/myheritage-data-breach-exposes-92-million-accounts-2018-6', 'https://www.foxbusiness.com/features/92-million-accounts-hacked-at-dna-testing-service-myheritage', 'https://regnum.ru/news/accidents/2427193.html', 'https://www.lesechos.fr/tech-medias/hightech/0301777355017-le-site-myheritage-pirate-92-millions-de-comptes-vulnerable92 Million Users' Information Stolen - Genealogy Site Myheritage Announces Data Breach | Foreign['United States']United States

Hospital. Saraburi got ransom malware. Computer system crashed. Had to re-record, delayed.['Thailand']Thailand

['https://www.liputan6.com/crypto/read/5063291/marak-peretasan-fbi-peringatkan-investor-kripto-terkait-platform-defi', 'https://www.mondaq.com/unitedstates/fin-tech/1229250/fbi-cites-defi-hacking-threats-as-hacks-continue-reports-identify-isis-nft']FBI Cites DeFi Hacking Threats As Hacks Continue ; Reports Identify ISIS NFT - Fin Tech['United States']United States

Antimafia hit a hacker gang that manipulated customs reports['Italy'] Italy

Indonesia central bank confirms ransomware attack , Conti leaks data['Indonesia']Indonesia

NZ Uniforms reports possible data breach as precaution after ransomware attack['New Zealand']New Zealand

NRA Reports Data Breach With California Assault Weapon Registry['United States']United States

Latest data breach attacks Hong Kong hospitals : What happened and what to do ?['Hong Kong']Hong Kong

REvil hack confirms 2021 MacBook Pro's HDMI and Magsafe ports['France'] France

FSB expert spoke about the use by hackers of the websites of government agencies for mining cryptocurrencies['Russia'] Russia

Inside Hospital Hacker Mob ; Clinical Trial Surprise Bill ; Silenced Nurses['United States']United States

['https://www.forbes.com/sites/quickerbettertech/2020/04/26/the-sba-suffers-a-data-breach-congress-gets-zoom-bombedand-other-small-business-tech-news/', 'https://www.msn.com/en-us/news/us/tue-apr-21-covid-19-updates-sba-reports-data-breach-senate-passes-small-business-aid-package/ar-BB12YOeC']TUE APR 21 COVID - 19 UPDATES : SBA reports data breach ; Senate passes small business aid package['United States']United States

Former Employee Brings Suit Against Hospital and HR Company Following Ransomware Attack['United States']United States

Australian Government Agencies are Targeted by Chinese Hackers Using ScanBox Malware['Australia']Australia

Rwandan Government data center offline after cyber attack['Rwanda'] Rwanda

Government withholding information in data breach - Shane Reti['New Zealand']New Zealand

Federman & Sherwood Announces an Investigation of the ClearBalance Data Breach['United States']United States

Papadopoulos Told Diplomat About Russia Clinton Campaign Emails Hack , Australian Newspaper Confirms['Australia']Australia

A cyber attack was carried out against the Electronic Government Gate['Lithuania']Lithuania

CERT NZ reports record quarterly losses from cyber attacks['New Zealand']New Zealand

National security more than just event management : Asaduddin Owaisi slams PM Modi over Kudankulam plant malware attack['India'] India

Ivy Rehab reports data breach ['United States']United States

Police Firearm Data Breach Update # 3 : Images Now Available['New Zealand']New Zealand

['https://www.bclocalnews.com/news/personal-data-of-34000-medical-marijuana-patients-accessed-in-data-breach-nhs/', 'https://medicinehatnews.com/business/2019/03/27/personal-data-of-34000-medical-marijuana-patients-accessed-in-data-breach-nhs/', 'https://www.680news.com/2019/03/27/personal-data-of-34000-medical-marijuana-patients-accessed-in-data-breach-nhs/', 'https://www.zdnet.com/article/data-breach-exposes-data-of-34000-medical-marijuana-patients/', 'https://www.winnipegfreepress.com/local/cannabis-clinic-natural-health-services-faces-lawsuit-over-data-breach-507799192.html']Data breach exposes diagnosis data of 34 , 000 medical marijuana patients['United States']United States

Chinese cyber attack group Bronze Union targeting weapons tech['China'] China

Gadget ; Malware library hits billion ['South Africa']South Africa

Yet another computer hack ['Canada'] Canada

Hacking of Ukrainian substation was probably a test for U . S . – Arizona Capitol Times['Ukraine', 'United States']Ukraine, United States

Massachusetts AG Announces Data Breach Bill['United States']United States

Musgrave advises customers to check bank statements after cyber attack['Ireland'] Ireland

Attackers exploit old WordPress to inject sites with code enabling site redirection , takeover['United States']United States

IDES data breach ['United States']United States

IDG Connect – Cinema chain hack sees data security take centre stage in South Africa['South Africa']South Africa

DOJ Takes Action Against Sophisticated Botnet Linked to Russian DNC Hackers['United States']United States

Resident speaks out over county council blue badge data breach['United Kingdom']United Kingdom

China clampdown on Tor pushes its hackers into foreign backyards['China'] China

CRTC Imposes Penalties On Two Companies For Distributing Malware Online - Data Protection['Canada'] Canada

Secretive Chinese Military Hacker Group Now Attacking India['India'] India

A flaw in Apple Device Enrollment Program lets hackers get sensitive data['United States']United States

Emotet malware runs on a dual infrastructure to avoid downtime and takedowns['Japan'] Japan

Hackers , sheriff investigation prompt Ft . Braden School plea for parent help['United States']United States

Govt frets on critical infrastructure hack threat['Australia']Australia

['https://www.skynews.com.au/details/_6091400799001', 'https://www.straitstimes.com/asia/australianz/hackers-targeted-personal-data-held-at-top-australian-university-report', 'https://www.reuters.com/article/us-australia-cyber/hackers-targeted-personal-data-held-at-top-australian-university-report-idUSKBN1WH0FY', 'http://www.gdnonline.com/Details/621109', 'https://thepeninsulaqatar.com/article/02/10/2019/Hackers-targeted-personal-data-held-at-top-Australian-university-Report', 'https://www.nasdaq.com/articles/hackers-targeted-personal-data-held-at-top-australian-university-report-2019-10-02', 'https://wnmtradio.com/news/articles/2019/oct/02/hackers-targeted-personal-data-held-at-top-australian-university-report/943063/']World News : Hackers targeted personal data held at top Australian university['Australia']Australia

['https://mynorthwest.com/2454775/data-breach-edu-district/', 'https://www.q13fox.com/news/puget-sound-educational-service-district-reports-data-breach']Puget Sound Educational Service District reports data breach['United States']United States

Jackson Public School network hacked , teachers and staff cannot use computers['United States']United States

A hacker group says it has major defense companie data['United States']United States

95 % of Saudi businesses hit by cyber attack in the past year['Saudi Arabia']Saudi Arabia

More than 14,000 people in the US were left without power due to hackers['United States']United States

Data breach at FeFo supplier ['Norway'] Norway

Serbia and high-tech crime: Hackers claim to have financial data of companies that run BIG shopping centers in Serbia, they are demanding a ransom['Serbia'] Serbia

DatPiff: Hacked 7.5 million credentials ['Italy'] Italy

Shocking revelations about the hacks that hit Zamunda['Zamunda']Zamunda

The internal correspondence of several large companies and government offices was leaked by an environmental hacker group['Hungary'] Hungary



Two days of disruption at Takeaway after hacker attack['Netherlands']Netherlands

FNO became the target of a cyber attack at night, and repelled it['Norway'] Norway

After the hacker attack, classes are going smoothly and according to plan['Croatia'] Croatia

Hackers attack crypto-currency companies in Israel['Israel'] Israel

Steam hacking Trojan strikes again: Disguised masters use QQ group mail to spread _ Hot News - News Channel - Chinese Technology Information['China'] China

Phishing campaign to defraud the user ['Venezuela']Venezuela

A global cyber attack on domain names ['Tunisia'] Tunisia

Landes: fake emails from the CCI sent after the hacking of a service provider['France'] France

Washingtons Labor and Industries has had a data breach – Is the government ever going to protect our data ?['United States']United States

Aksyon Demokratiko calls for immediate Comelec investigation into reported hacking of servers['Philippines']Philippines

NPM malware attack goes unnoticed for a year['United States']United States

Samsung data breach is why you shouldnt have to sign in to smart TVs['South Korea']South Korea

Phishing incident may have exposed Seton patient names , clinical information['United States']United States

Indian Hacking Groups Are Behind Cyber Attacks in Pakistan and Afghanistan['Pakistan', 'Afghanistan']Pakistan, Afghanistan

AIA Singapore agent personal information exposed in apparent data breach['Singapore']Singapore

Hacker Leaks Names and Addresses of Over 40 , 000 Karachi Citizens['Pakistan']Pakistan

Insurance Technologies Corp . to Pay $11 Million in Data Breach Class Action | Robinson+Cole Data Privacy + Security Insider['United States']United States

100 million euro would be small figure in cost of HSE cyber attack , Paul Reid says['Ireland'] Ireland

Capital One Bank Data Breach ['United States']United States

Wingham and Listowel Hospital Ransomware Update['Canada'] Canada

Arenas Entertainment hit with ransomware demand['United States']United States

Target Consumers Say $10M Data Breach Deal Fair For All['United States']United States

Hackers Stockpile University Emails , Target Dentists and Someone Snatched 3 . 7M Voter Information['United States']United States

Up to 1 . 6 million at risk in workplace food vendor data breach['United States']United States

['http://nv.am/na-sajt-bessmertnogo-polka-byli-soversheny-massivnye-hakerskie-ataki/', 'https://www.5-tv.ru/news/342558/hakery-devat-raz-atakovali-sajt-bessmertnogo-polka-vden-pobedy/', 'https://www.teleamazonas.com/anonymous-se-atribuye-el-hackeo-de-la-pagina-del-ejercito-colombiano/', 'https://www.gazeta.ru/tech/news/2021/05/09/n_15958148.shtml', 'https://www.infobae.com/america/colombia/2021/05/04/anonymous-se-atribuyo-hackeo-a-la-pagina-del-ejercito-nacional-de-colombia/', 'https://www.elnuevosiglo.com.co/articulos/05-04-2021-anonymous-hackea-pagina-de-presidencia-ejercito-y-senado', 'https://echo.msk.ru/news/2835452-echo.html', 'https://www.laprensa.hn/mundo/1462029-410/anonymous-se-atribuye-hackeo-paginas-web-instituciones-gobierno-colombia', 'http://ciudadccs.info/2021/05/05/anonymous-pone-contra-las-cuerdas-a-duque-con-hackeo-masivo-en-colombia/', 'https://www.minuto30.com/anonymous-ataco-web-senado/1236808/', 'https://www.tvazteca.com/aztecanoticias/anonymous-hackea-pagina-web-ejercito-colombia-especAnonymous puts Duque on the ropes with massive hacking in Colombia['Colombia']Colombia

Asylum seekers invited by OAIC to speak out about data breach['Australia']Australia

Candidate alleges hacking of EVMs in Mysuru['India'] India

Alert call as more become victims of cyber attacks | THE DAILY TRIBUNE['Bahrain'] Bahrain

Riot Fest on track to match last year attendance despite data breach['United States']United States

CYBER ATTACK ! Confirmed By GOP ! – Investment Watch['United States']United States

Department of Justice Seizes $2 . 3 Million in Cryptocurrency Paid to the Ransomware Extortionists Darkside['United States']United States

The DPR announced the hacking of the website of the Donetsk News Agency['Ukraine'] Ukraine

The website of the city of Fretin victim of hacking since last week['France'] France

iafrica . com SA spent €2m on snooping malware['South Africa']South Africa

Hackers Launch Hack ['United States']United States

Bookseller lost year takings in days after hackers took over Amazon account['United States']United States

Israel Unbotify Outsmarts Hacker Bots ['Israel'] Israel

When Hackers Target Public Relations Firms['United States']United States

Terrorist interrogation team withers ; phishing schemes ; fixing FISA , and more['United States']United States

Cape students affected by data breach ['South Africa']South Africa

Malware found in Entergy corporate network raises MISO alert['United States']United States

Fort Collins dermatology practice suffers data breach['United States']United States

Streetwise newsletter : BMO , Simplii hit with data breach ; Crypto exchanges seek credibility['Canada'] Canada

Better Business Bureau offers advice after phishing attack['United States']United States

Inspection Firm Hacks Inverters Within Minutes , Casting Doubt on Security['United States']United States





















































Mexico, Colombia, Argentina, Peru, Chile, Ecuador, Bolivia, Paraguay, Uruguay, Venezuela, Brazil, Panama, Costa Rica, Dominican Republic, El Salvador, Honduras, Guatemala, Nicaragua































































Belgium, United States, Canada, France, United Kingdom, Germany, Italy, Netherlands, Norway, Portugal, Greece, Turkey, Denmark, Iceland, Luxembourg, Spain, Czech Republic, Hungary, Poland, Bulgaria, Estonia, Latvia, Lithuania, Romania, Slovakia, Slovenia, Albania, Croatia, Montenegro, North Macedonia
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Argentina, Bolivia, Brazil, Chile, Colombia, Costa Rica, Cuba, Dominican Republic, Ecuador, El Salvador, Guatemala, Honduras, Mexico, Nicaragua, Panama, Paraguay, Peru, Uruguay, Venezuela



























































China, Japan, South Korea, India, Indonesia, Pakistan, Bangladesh, Vietnam, Philippines, Thailand, Myanmar, South Korea, Kazakhstan, Uzbekistan, Kyrgyzstan, Tajikistan, Turkmenistan, Mongolia, Nepal, North Korea, Sri Lanka, Malaysia, Singapore, Laos, Cambodia, Bhutan, Maldives









China, Australia, Brazil, Canada, European Union, France, Germany, India, Indonesia, Italy, Japan, Mexico, Russia, Saudi Arabia, South Africa, South Korea, Turkey, United Kingdom, United States, Argentina

























































































































































































































































































United States, Canada, Mexico, Brazil, Argentina, Colombia, Venezuela, Ecuador, Bolivia, Peru, Chile, Costa Rica, Cuba, Dominican Republic, El Salvador, Guatemala, Haiti, Honduras, Nicaragua, Panama, Paraguay, Uruguay









































































































China, India, Indonesia, Pakistan, Bangladesh, Japan, Philippines, Vietnam, Turkey, Iran, Thailand, Myanmar, South Korea, Iraq, Afghanistan, Uzbekistan, Malaysia, Yemen, North Korea, Sri Lanka, Kazakhstan, Syria, Cambodia, Jordan, Azerbaijan, United Arab Emirates, Tajikistan, Israel, Laos, Lebanon, Kyrgyzstan, Turkmenistan, Singapore, Oman, State of Palestine, Kuwait, Georgia, Mongolia, Armenia, Qatar, Bahrain, Timor-Leste, Cyprus, Bhutan, Maldives, Brunei







































































United States, Canada, United Kingdom, Germany, France, Italy, Netherlands, Belgium, Denmark, Norway, Iceland, Portugal, Greece, Turkey, Spain, Poland, Czech Republic, Hungary, Bulgaria, Estonia, Latvia, Lithuania, Romania, Slovakia, Slovenia, Albania, Croatia, Montenegro, North Macedonia































Argentina, Bolivia, Brazil, Chile, Colombia, Costa Rica, Cuba, Dominican Republic, Ecuador, El Salvador, Guatemala, Honduras, Mexico, Nicaragua, Panama, Paraguay, Peru, Uruguay, Venezuela



























































































































































































Mexico, Guatemala, Honduras, El Salvador, Nicaragua, Costa Rica, Panama, Colombia, Venezuela, Ecuador, Peru, Bolivia, Chile, Argentina, Uruguay, Paraguay



























































































































































Belgium, United States, Canada, France, United Kingdom, Germany, Italy, Netherlands, Norway, Portugal, Greece, Turkey, Denmark, Iceland, Luxembourg, Spain, Czech Republic, Hungary, Poland, Bulgaria, Estonia, Latvia, Lithuania, Romania, Slovakia, Slovenia, Albania, Croatia, Montenegro, North Macedonia



























































































































China, Japan, South Korea, India, Indonesia, Pakistan, Bangladesh, Vietnam, Philippines, Thailand, Myanmar, South Korea, Kazakhstan, Uzbekistan, Kyrgyzstan, Tajikistan, Turkmenistan, Mongolia, Nepal, North Korea, Sri Lanka, Malaysia, Singapore, Laos, Cambodia, Bhutan, Maldives









































































































































































































































































































































































































China, India, Indonesia, Pakistan, Bangladesh, Japan, Philippines, Vietnam, Turkey, Iran, Thailand, Myanmar, South Korea, Iraq, Afghanistan, Uzbekistan, Malaysia, Yemen, North Korea, Sri Lanka, Kazakhstan, Syria, Cambodia, Jordan, Azerbaijan, United Arab Emirates, Tajikistan, Israel, Laos, Lebanon, Kyrgyzstan, Turkmenistan, Singapore, Oman, State of Palestine, Kuwait, Georgia, Mongolia, Armenia, Qatar, Bahrain, Timor-Leste, Cyprus, Bhutan, Maldives, Brunei







































































United States, Canada, United Kingdom, Germany, France, Italy, Netherlands, Belgium, Denmark, Norway, Iceland, Portugal, Greece, Turkey, Spain, Poland, Czech Republic, Hungary, Bulgaria, Estonia, Latvia, Lithuania, Romania, Slovakia, Slovenia, Albania, Croatia, Montenegro, North Macedonia





















































































































































































































































































































































































































































































































































































































































































































































































































































































































China, India, Indonesia, Pakistan, Bangladesh, Japan, Philippines, Vietnam, Turkey, Iran, Thailand, Myanmar, South Korea, Iraq, Afghanistan, Uzbekistan, Malaysia, Yemen, North Korea, Sri Lanka, Kazakhstan, Syria, Cambodia, Jordan, Azerbaijan, United Arab Emirates, Tajikistan, Israel, Laos, Lebanon, Kyrgyzstan, Turkmenistan, Singapore, Oman, State of Palestine, Kuwait, Georgia, Mongolia, Armenia, Qatar, Bahrain, Timor-Leste, Cyprus, Bhutan, Maldives, Brunei



























































































































































































































































































































































































































































































































































































































































































































































































































































































































































































China, India, Indonesia, Pakistan, Bangladesh, Japan, Philippines, Vietnam, Turkey, Iran, Thailand, Myanmar, South Korea, Iraq, Afghanistan, Uzbekistan, Malaysia, Yemen, North Korea, Sri Lanka, Kazakhstan, Syria, Cambodia, Jordan, Azerbaijan, United Arab Emirates, Tajikistan, Israel, Laos, Lebanon, Kyrgyzstan, Turkmenistan, Singapore, Oman, State of Palestine, Kuwait, Georgia, Mongolia, Armenia, Qatar, Bahrain, Timor-Leste, Cyprus, Bhutan, Maldives, Brunei



Curated "Cyber Events Database" built and shared by the Center for International and Security Studies at Maryland University.

scraping data from cybersecurity-related websites worldwide (e.g., cyber blogs and news sites recommended by practitioners, journalists, and academic researchers) from 2014-2023.

event_dateactor motive event_typeevent_subtypeorganizationcountry_codecountry_rawcountry Income_Group
2/28/2023 UndeterminedFinancial Exploitive Exploitation of Application ServerHatch BankUSA USA United States of AmericaHigh income

2/28/2023 Snatch Financial Mixed Exploitation of Application ServerIngenico FRA FRA France High income

2/28/2023 UndeterminedFinancial Exploitive Exploitation of Application ServerVeris ResidentialUSA USA United States of AmericaHigh income

2/28/2023 UndeterminedFinancial Exploitive Exploitation of End HostCompass Behavioral HealthUSA USA United States of AmericaHigh income

2/28/2023 LockBit 3.0Financial Exploitive Exploitation of Application ServerWhite Settlement Independent School DistrictUSA USA United States of AmericaHigh income

2/28/2023 UndeterminedFinancial UndeterminedUndeterminedFederaci√É¬≥n de Aseguradores Colombianos (Fasecolda)COL COL Colombia Upper middle income

2/28/2023 UndeterminedFinancial Mixed Exploitation of Application ServerOregon CityUSA USA United States of AmericaHigh income

2/28/2023 UndeterminedPolitical-EspionageExploitive Exploitation of Application ServerAssociation of Southeast Asian Nations (ASEAN)999 UndeterminedUndetermined#N/A

2/27/2023 UndeterminedFinancial Exploitive Exploitation of Application ServerLastPass USA USA United States of AmericaHigh income

2/27/2023 UndeterminedFinancial Disruptive Data AttackU.S. Marshals Service (USMS)USA USA United States of AmericaHigh income

2/27/2023 UndeterminedFinancial Exploitive Exploitation of Application ServerPipefitters Local 537USA USA United States of AmericaHigh income

2/27/2023 LockBit 3.0Financial Mixed Exploitation of Application ServerPierce TransitUSA USA United States of AmericaHigh income

2/26/2023 Anonymous Sudan (affiliated to Killnet)Protest Disruptive External Denial of ServiceNine Danish hospitalsDNK DNK Denmark High income

2/26/2023 UndeterminedFinancial Mixed Exploitation of Application ServerTennessee State University (TSU)USA USA United States of AmericaHigh income

2/25/2023 Black BastaFinancial Mixed Exploitation of Application ServerDish NetworkUSA USA United States of AmericaHigh income

2/25/2023 BianLian Financial Mixed Exploitation of Application ServerSoutheastern Louisiana University (SLU)USA USA United States of AmericaHigh income

2/24/2023 UndeterminedFinancial Exploitive Exploitation of Application ServerAloha Nursing Rehab Centre (Aloha)USA USA United States of AmericaHigh income

2/24/2023 UndeterminedFinancial Exploitive Exploitation of Application ServerCrystal Bay CasinoUSA USA United States of AmericaHigh income

2/24/2023 UndeterminedFinancial Exploitive Exploitation of Application ServerAdvanced Health Media (AHM)USA USA United States of AmericaHigh income

2/24/2023 MedusaLockerFinancial Mixed Exploitation of Application ServerHealthcare organizations in the U.S.USA USA United States of AmericaHigh income

2/24/2023 ALPHVM Financial Mixed Exploitation of Application ServerEncino EnergyUSA USA United States of AmericaHigh income

2/24/2023 UndeterminedFinancial Mixed Exploitation of Application ServerMinneapolis Public SchoolsUSA USA United States of AmericaHigh income

2/24/2023 ALPHVM Financial Mixed Exploitation of Application ServerEmpresa Distribuidora Del Este (EdeEste)DOM DOM Dominican RepublicUpper middle income

2/24/2023 Royal Financial Mixed Exploitation of Application Server√É¬Çncora Sistemas de Fixa√É¬ß√É¬£oBRA BRA Brazil Upper middle income

2/24/2023 LockBit 3.0Financial Mixed Exploitation of Application ServerLa Segunda SegurosARG ARG Argentina Upper middle income

2/24/2023 Stormous Financial Mixed Exploitation of Application ServerZurcal ESP ESP Spain High income

2/24/2023 UndeterminedFinancial UndeterminedUndeterminedCity of RosaritoMEX MEX Mexico Upper middle income

2/23/2023 UAC-0056 Political-EspionageUndeterminedUndeterminedUkranian GovernmentUKR UKR Ukraine Lower middle income

2/23/2023 UndeterminedFinancial Exploitive Exploitation of Application ServerMy RewardsAUS AUS Australia High income

2/23/2023 UndeterminedFinancial Exploitive UndeterminedTexas Orthopaedics & Sports Medicine (TOSM)USA USA United States of AmericaHigh income

2/23/2023 UndeterminedFinancial Mixed Exploitation of Application ServerHospital Joaqu√É¬≠n Paz BorreroCOL COL Colombia Upper middle income

2/23/2023 RansomHouseFinancial Mixed Exploitation of Application ServerAESCULAPIUS FarmaceuticiITA ITA Italy High income

2/23/2023 UndeterminedFinancial Exploitive Exploitation of Application ServerLawrence General HospitalUSA USA United States of AmericaHigh income

2/22/2023 NoName057(16)Protest Disruptive External Denial of ServiceMultiple organizations in ItalyITA ITA Italy High income

2/22/2023 UndeterminedProtest Disruptive Message ManipulationRadio stations across multiple Russian citiesRUS RUS Russian FederationUpper middle income

2/22/2023 ALPHVM Financial Mixed Exploitation of Application ServerCity of LakewoodUSA USA United States of AmericaHigh income

2/22/2023 UndeterminedFinancial Exploitive Exploitation of Application ServerCrum & Forster (C&F)USA USA United States of AmericaHigh income

2/22/2023 Hive Financial Mixed Exploitation of Application ServerAlvaria USA USA United States of AmericaHigh income

2/22/2023 ALPHVM Financial Mixed Exploitation of Application ServerChile's National Health Fund (FONASA)CHL CHL Chile High income

2/22/2023 Ragnar LockerFinancial Mixed Exploitation of Application ServerAssocia√É¬ß√É¬£o de Advogados de S√É¬£o Paulo (AASP)BRA BRA Brazil Upper middle income

2/21/2023 UndeterminedFinancial Exploitive Exploitation of Application ServerPeopleConnect Holdings Inc.USA USA United States of AmericaHigh income

2/21/2023 IT Army of UkraineProtest Disruptive External Denial of ServiceAll-Russia State Television and Radio Broadcasting Company (VGTRK)RUS RUS Russian FederationUpper middle income

2/21/2023 UndeterminedFinancial Exploitive Exploitation of Application ServerEmtec USA USA United States of AmericaHigh income

2/21/2023 UndeterminedFinancial Exploitive Exploitation of Application ServerHenrico Doctors' HospitalUSA USA United States of AmericaHigh income

2/21/2023 Black BastaFinancial Mixed Exploitation of Application ServerKFI EngineersUSA USA United States of AmericaHigh income

2/20/2023 UndeterminedFinancial Exploitive Exploitation of End HostActivision USA USA United States of AmericaHigh income

This sheet contains the number of country-specific disclosed cyber incidents reported by the Center for International and Security Studies at Maryland University. These incidents were collected by 

Attribution—For use of these data, please cite two sources: 1) Vergara Cobos, Estefania. 2024. Cybersecurity

Economics for Emerging Markets. Washington, DC: World Bank. doi:10.1596/978-1-4648-2120-2. License: Creative Commons Attribution CC BY 3.0 IGO 2) Harry, C., & 

Gallagher, N. (2018). Classifying cyber events. Journal of Information Warfare, 17(3), 17- 31.



2/20/2023 ALPHVM Financial Mixed Exploitation of Application ServerLehigh Valley Health Network (LVHN)USA USA United States of AmericaHigh income

2/20/2023 UndeterminedFinancial Exploitive Exploitation of Application ServerRailYatri IND IND India Lower middle income

2/20/2023 UndeterminedFinancial Mixed Exploitation of Application ServerVirgin Media TelevisionIRL IRL Ireland High income

2/20/2023 UndeterminedFinancial Exploitive Exploitation of Application ServerCrypto investorsUSA USA United States of AmericaHigh income

2/20/2023 0mega Financial Mixed Exploitation of Application ServerAviacode USA USA United States of AmericaHigh income

2/20/2023 UndeterminedFinancial Mixed Exploitation of Application ServerASL5 La SpeziaITA ITA Italy High income

2/18/2023 LockBit 3.0Financial Mixed Exploitation of Application ServerAguas do PortoPRT PRT Portugal High income

2/17/2023 UndeterminedUndeterminedUndeterminedUndeterminedU.S. Federal Bureau of Investigation (FBI)USA USA United States of AmericaHigh income

2/17/2023 UndeterminedFinancial Exploitive Exploitation of Application ServerGoDaddy USA USA United States of AmericaHigh income

2/17/2023 UndeterminedFinancial Exploitive Exploitation of End HostCoinbase USA USA United States of AmericaHigh income

2/17/2023 UndeterminedFinancial Disruptive Data AttackDole Food CompanyIRL IRL Ireland High income

2/17/2023 Seize Financial Exploitive Exploitation of Application ServerTELUS CAN CAN Canada High income

2/17/2023 UndeterminedFinancial Exploitive Exploitation of Application ServerCleveland Brothers Holdings (CBH)USA USA United States of AmericaHigh income

2/17/2023 UndeterminedFinancial Exploitive Exploitation of Application ServerRockler CompaniesUSA USA United States of AmericaHigh income

2/17/2023 UndeterminedFinancial Exploitive Exploitation of Application ServerHutchinson ClinicUSA USA United States of AmericaHigh income

2/17/2023 UndeterminedFinancial Mixed Exploitation of Application ServerTom James CompanyUSA USA United States of AmericaHigh income

2/17/2023 UndeterminedFinancial Exploitive Exploitation of Application ServerO'Neal IndustriesUSA USA United States of AmericaHigh income

2/17/2023 UndeterminedFinancial Exploitive Exploitation of Application ServerPaul Smith's CollegeUSA USA United States of AmericaHigh income

2/17/2023 LockBit 3.0Financial Mixed Exploitation of Application ServerGrupo AlbanesiARG ARG Argentina Upper middle income

2/17/2023 UndeterminedFinancial Exploitive Exploitation of Application ServerDental Health Management Solutions (DHMS)USA USA United States of AmericaHigh income

2/16/2023 Killnet Protest Disruptive External Denial of ServiceHannover AirportDEU DEU Germany High income

2/16/2023 Killnet Protest Disruptive External Denial of ServiceDortmund AirportDEU DEU Germany High income

2/16/2023 Killnet Protest Disruptive External Denial of ServiceNuremburg AirportDEU DEU Germany High income

2/16/2023 Killnet Protest Disruptive External Denial of ServiceKarlsruhe/Baden-Baden AirportDEU DEU Germany High income

2/16/2023 Killnet Protest Disruptive External Denial of ServiceDusseldorf AirportDEU DEU Germany High income

2/16/2023 Killnet Protest Disruptive External Denial of ServiceErfut-Weimar AirportDEU DEU Germany High income

2/16/2023 SiegedSecUndeterminedExploitive Exploitation of Application ServerAtlassian AUS AUS Australia High income

2/16/2023 UndeterminedFinancial UndeterminedUndeterminedSuccession WealthGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

2/16/2023 UndeterminedFinancial Exploitive Exploitation of Application ServerPlatypus 999 UndeterminedUndetermined#N/A

2/16/2023 UndeterminedFinancial Disruptive Data AttackSweetwater Union High School DistrictUSA USA United States of AmericaHigh income

2/16/2023 LockBit 3.0Financial Disruptive Data AttackTrudi S.p.A.ITA ITA Italy High income

2/15/2023 Avos LockerFinancial Mixed Data AttackCalifornia Northstate UniversityUSA USA United States of AmericaHigh income

2/15/2023 Daixin TeamFinancial Mixed Data AttackB&G FoodsUSA USA United States of AmericaHigh income

2/14/2023 Al-Toufan, or "The Flood"Protest Disruptive Internal Denial of ServiceBahrain's international airport and state news agencyBHR BHR Bahrain High income

2/14/2023 Anonymous SudanFinancial Mixed External Denial of ServiceScandinavian Airlines (SAS)SWE SWE Sweden High income

2/14/2023 LockBit 3.0Financial Mixed Data AttackMontibello ESP ESP Spain High income

2/14/2023 UndeterminedFinancial Exploitive Exploitation of End HostSupersonic Studios LTDISR ISR Israel High income

2/14/2023 UndeterminedFinancial Exploitive Exploitation of End Host1st Franklin Financial Corporation (FCC)USA USA United States of AmericaHigh income

2/14/2023 UndeterminedFinancial Disruptive UndeterminedBurton SnowboardsUSA USA United States of AmericaHigh income

2/13/2023 LockBit 3.0Financial Mixed Data AttackCassa Nazionale di Previdenza ed Assistenza Ragionieri e Periti Commerciali (CNPR)ITA ITA Italy High income

2/13/2023 Medusa Financial Mixed Data AttackTonga Communications Corporation (TCC)TON TON Tonga Upper middle income

2/13/2023 UndeterminedFinancial Exploitive Exploitation of End HostCommunity Health SystemsUSA USA United States of AmericaHigh income

2/12/2023 DarkBit Financial Mixed Data AttackTechnion - Israel Institute of TechnologyISR ISR Israel High income

2/12/2023 Killnet Protest Disruptive External Denial of ServiceNATO's Special Operations Headquarters and Strategic Airlift CapabilityBEL BEL Belgium High income

2/12/2023 UndeterminedFinancial Exploitive Exploitation of End HostNamecheapUSA USA United States of AmericaHigh income

2/11/2023 Ali's Justice (Edalat-e Ali)Protest Disruptive Data AttackIranian state-run TV and radio stationIRN IRN Iran (Islamic Republic of)Lower middle income

2/11/2023 LockBit 3.0Financial Mixed Data AttackGruppo BeltrameITA ITA Italy High income

2/11/2023 Play Financial Mixed Data AttackMicrogameITA ITA Italy High income

2/10/2023 UndeterminedSabotage Disruptive External Denial of ServicePhiladelphia Orchestra and the Kimmel CenterUSA USA United States of AmericaHigh income

2/10/2023 UndeterminedFinancial Exploitive Exploitation of Application ServerBridgewater-Raritan Regional School DistrictUSA USA United States of AmericaHigh income

2/10/2023 UndeterminedFinancial Exploitive Exploitation of Application ServerEdmonds School DistrictUSA USA United States of AmericaHigh income

2/10/2023 UndeterminedFinancial Exploitive Exploitation of Application ServerEvergreen Treatment Services (ETS)USA USA United States of AmericaHigh income

2/9/2023 LockBit 3.0Financial Mixed Data AttackArc of Essex CountyUSA USA United States of AmericaHigh income

2/9/2023 UndeterminedFinancial Mixed Data AttackCity of ModestoUSA USA United States of AmericaHigh income

2/9/2023 UndeterminedSabotage Disruptive External Denial of ServiceTroutman PepperUSA USA United States of AmericaHigh income



2/8/2023 Lorenz Financial Mixed Data AttackAmerisourceBergenUSA USA United States of AmericaHigh income

2/8/2023 UAC-0114 Espionage-PoliticalExploitive Exploitation of End HostUnspecified Polish government agencyPOL POL Poland High income

2/8/2023 UAC-0114 Espionage-PoliticalExploitive Exploitation of End HostUnspecified Ukrainian government agencyUKR UKR Ukraine Lower middle income

2/8/2023 UndeterminedFinancial Exploitive Exploitation of Application ServerCare DimensionsUSA USA United States of AmericaHigh income

2/8/2023 UndeterminedFinancial Exploitive Exploitation of Application Server90 Degree BenefitsUSA USA United States of AmericaHigh income

2/8/2023 UndeterminedFinancial Mixed Data AttackCity of OaklandUSA USA United States of AmericaHigh income

2/7/2023 LockBit 3.0Financial Mixed Data AttackCantina TolloITA ITA Italy High income

2/7/2023 UndeterminedUndeterminedDisruptive External Denial of ServiceTor NetworkUSA USA United States of AmericaHigh income

2/7/2023 UndeterminedFinancial Exploitive UndeterminedDorben GroupPAN PAN Panama High income

2/7/2023 UndeterminedFinancial Exploitive Exploitation of End HostWebaverseUSA USA United States of AmericaHigh income

2/6/2023 ALPHVM Financial Mixed Data AttackMunster Technological University (MTU)IRL IRL Ireland High income

2/6/2023 IntelBrokerFinancial Exploitive Exploitation of Application ServerUndisclosed third-party vendorUSA USA United States of AmericaHigh income

2/6/2023 IntelBrokerFinancial Mixed Data AttackWeee! USA USA United States of AmericaHigh income

2/6/2023 UAC-0050 Espionage-PoliticalExploitive Exploitation of End HostUkrainian government agenciesUKR UKR Ukraine Lower middle income

2/5/2023 Avos LockerFinancial Mixed Data AttackThomas J. SchandyURY URY Uruguay High income

2/5/2023 UndeterminedFinancial Exploitive Exploitation of End HostReddit USA USA United States of AmericaHigh income

2/5/2023 UndeterminedFinancial Mixed Data AttackRoss Memorial HospitalCAN CAN Canada High income

2/4/2023 LockBit 3.0Financial Mixed Data AttackTonoli ITA ITA Italy High income

2/4/2023 UndeterminedUndeterminedMixed Data AttackHidalgo County Adult Probation OfficeUSA USA United States of AmericaHigh income

2/3/2023 LockBit 3.0Financial Mixed Data AttackJackson & Joyce Family DentistryUSA USA United States of AmericaHigh income

2/3/2023 UndeterminedUndeterminedMixed Data AttackMKS InstrumentsUSA USA United States of AmericaHigh income

2/2/2023 BlackBasta Mixed Data AttackAcea ITA ITA Italy High income

2/2/2023 LockBit 3.0Financial Mixed Data AttackAvante TextilMEX MEX Mexico Upper middle income

2/2/2023 Royal Financial Mixed Data AttackCasa Ley MEX MEX Mexico Upper middle income

2/2/2023 UndeterminedFinancial Mixed Data AttackTallahassee Memorial HealthCare (TMH)USA USA United States of AmericaHigh income

2/1/2023 Vice SocietyFinancial Mixed Data AttackSociet√É¬† Italiana BrevettiITA ITA Italy High income

1/31/2023 Anonymous RussiaProtest Exploitive Exploitation of Application ServerConvex RUS RUS Russian FederationUpper middle income

1/31/2023 LockBit 3.0Financial Mixed Data AttackION GroupGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

1/31/2023 UndeterminedFinancial Mixed Data AttackNantucket Public SchoolsUSA USA United States of AmericaHigh income

1/31/2023 UndeterminedFinancial Exploitive Exploitation of Application ServerMount Lilydale Mercy CollegeAUS AUS Australia High income

1/31/2023 LockBit 3.0Financial Mixed Data AttackJuva Skin & Laser CenterUSA USA United States of AmericaHigh income

1/31/2023 LockBit 3.0Financial Mixed Data AttackArizona Liver HealthUSA USA United States of AmericaHigh income

1/31/2023 UndeterminedUndeterminedDisruptive External Denial of ServicesSuper Bock GroupPRT PRT Portugal High income

1/31/2023 UndeterminedFinancial Exploitive Exploitation of Application ServerAppui Sant√É¬© Nord Finist√É¬®reFRA FRA France High income

1/31/2023 UndeterminedFinancial Exploitive Exploitation of Application ServerMigliorshopITA ITA Italy High income

1/30/2023 UndeterminedFinancial Exploitive Exploitation of Application ServerJD Sports GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

1/30/2023 UndeterminedFinancial Mixed Data AttackAtlantic General HospitalUSA USA United States of AmericaHigh income

1/30/2023 UndeterminedSabotage Disruptive Internal Denial of ServicesSkyview NetworksUSA USA United States of AmericaHigh income

1/30/2023 LockBit 3.0Financial Mixed Data AttackLuaces AsesoresESP ESP Spain High income

1/30/2023 LockBit 3.0Financial Mixed Data AttackIT ServiciosMEX MEX Mexico Upper middle income

1/30/2023 UndeterminedProtest Disruptive External Denial of ServicesDenmark's Centre for Cyber SecurityDNK DNK Denmark High income

1/30/2023 Royal Financial Mixed Data AttackTucson Unified School DistrictUSA USA United States of AmericaHigh income

1/30/2023 UndeterminedFinancial Exploitive Exploitation of Application ServerTesorer√É¬≠a General de la Rep√É¬∫blica (TGR)CHL CHL Chile High income

1/29/2023 IT Army of UkraineProtest Exploitive Exploitation of Application ServerGazprom RUS RUS Russian FederationUpper middle income

1/28/2023 Vice SocietyFinancial Mixed Data AttackSeguros Equinoccial S.A.ECU ECU Ecuador Upper middle income

1/28/2023 Killnet Protest Disruptive External Denial of ServiceUniversity Medical Center GroningenNLD NLD NetherlandsHigh income

1/27/2023 ALPHVM Financial Mixed Data AttackSolar Industries IndiaIND IND India Lower middle income

1/27/2023 UndeterminedFinancial Exploitive Exploitation of Application ServerStroke ScanUSA USA United States of AmericaHigh income

1/27/2023 UndeterminedFinancial Exploitive Exploitation of Application ServerMorgan Hill Unified School DistrictUSA USA United States of AmericaHigh income

1/27/2023 IntelBrokerFinancial Exploitive Exploitation of Application ServerVerizon USA USA United States of AmericaHigh income

1/26/2023 UndeterminedFinancial Exploitive Exploitation of Application ServerMatco Tools CorporationUSA USA United States of AmericaHigh income

1/26/2023 UndeterminedFinancial Mixed Data AttackSouth East Regional Health Authority (SERHA)JAM JAM Jamaica Upper middle income

1/26/2023 UndeterminedFinancial Exploitive Exploitation of Application ServerUndisclosed third-party vendorUSA USA United States of AmericaHigh income

1/26/2023 UndeterminedFinancial Exploitive Exploitation of Application ServerCommuteAirUSA USA United States of AmericaHigh income

1/24/2023 LockBit 3.0Financial Mixed Data AttackMunicipal Court of Circleville, OhioUSA USA United States of AmericaHigh income



1/24/2023 UndeterminedFinancial Exploitive Exploitation of Application ServerPlanet Ice GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

1/24/2023 UndeterminedFinancial Exploitive Exploitation of Application ServerPuma CHL CHL Chile High income

1/24/2023 Vice SocietyFinancial Mixed Data AttackXavier University of LouisianaUSA USA United States of AmericaHigh income

1/23/2023 UndeterminedFinancial Exploitive Exploitation of Application ServerePublic ITA ITA Italy High income

1/23/2023 Play Financial Mixed Data AttackA10 NetworksUSA USA United States of AmericaHigh income

1/22/2023 UndeterminedUndeterminedDisruptive External Denial of ServicesAudifarma COL COL Colombia Upper middle income

1/21/2023 ALPHVM Financial Mixed Data AttackInstituto Federal Do Par√É¬° (IFPA)BRA BRA Brazil Upper middle income

1/20/2023 UndeterminedFinancial Exploitive Exploitation of Application ServerMembers Trust of the Southwest Federal Credit UnionUSA USA United States of AmericaHigh income

1/20/2023 BlackCat Financial Mixed Data AttackWawasee Community School CorporationUSA USA United States of AmericaHigh income

1/19/2023 Vice SocietyFinancial Mixed Data AttackGuildford County SchoolGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

1/18/2023 UndeterminedFinancial Mixed Data AttackYum! BrandsUSA USA United States of AmericaHigh income

1/18/2023 Xi'an Tianhe Defense Technology, Defense Contractor (APT15)Political-EspionageExploitive Unknown Iranian governmentIRN IRN Iran (Islamic Republic of)Lower middle income

1/18/2023 UndeterminedFinancial Exploitive Exploitation of End HostBenetton GroupITA ITA Italy High income

1/18/2023 LeakBase Financial Exploitive Exploitation of Application ServerPenang governmentMYS MYS Malaysia Upper middle income

1/17/2023 UndeterminedFinancial Mixed Data AttackCosta Rica Ministerio de Obras P√É¬∫blicas y Transportes (MOPT)CRI CRI Costa RicaUpper middle income

1/17/2023 UndeterminedFinancial Exploitive Exploitation of Application ServerMscripts USA USA United States of AmericaHigh income

1/17/2023 UndeterminedFinancial Exploitive Exploitation of Application ServerDiligent CorporationUSA USA United States of AmericaHigh income

1/17/2023 Genesis DayProtest Exploitive Exploitation of Application ServerSamsung KOR KOR Korea (the Republic of)High income

1/17/2023 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Sabotage Disruptive Data AttackUkrinform UKR UKR Ukraine Lower middle income

1/17/2023 UndeterminedFinancial Exploitive Exploitation of End HostSchool District 42 Maple Ridge-Pitt MeadowsCAN CAN Canada High income

1/17/2023 ALPHVM Financial Mixed Data AttackNextGen HealthcareUSA USA United States of AmericaHigh income

1/17/2023 UndeterminedFinancial Exploitive Exploitation of Application ServerNonstop HealthUSA USA United States of AmericaHigh income

1/15/2023 UndeterminedPersonal AttackDisruptive External Denial of Service24 Hours of Le Mans VirtualFRA FRA France High income

1/15/2023 UndeterminedProtest Disruptive Message ManipulationODIN IntelligenceUSA USA United States of AmericaHigh income

1/15/2023 UndeterminedUndeterminedDisruptive Internal Denial of ServicesQulliq Energy CorporationCAN CAN Canada High income

1/15/2023 UndeterminedUndeterminedDisruptive Internal Denial of ServicesRiot GamesUSA USA United States of AmericaHigh income

1/14/2023 ALPHVM Financial Mixed Data AttackSomacis ITA ITA Italy High income

1/13/2023 Kraken Financial Disruptive Message ManipulationSolaris RUS RUS Russian FederationUpper middle income

1/13/2023 Enlace HacktivistProtest Exploitive UndeterminedCellebrite ISR ISR Israel High income

1/13/2023 Enlace HacktivistProtest Exploitive UndeterminedMSAB SWE SWE Sweden High income

1/13/2023 Cl0p Financial Mixed Data AttackNew York City Bar AssociationUSA USA United States of AmericaHigh income

1/13/2023 UndeterminedFinancial Exploitive Exploitation of Application ServerJefferson County Health CenterUSA USA United States of AmericaHigh income

1/12/2023 UndeterminedProtest Exploitive Exploitation of Application ServerQuintana Roo Attorney General's OfficeMEX MEX Mexico Upper middle income

1/11/2023 UndeterminedUndeterminedDisruptive UndeterminedSistema Integral De Control Alimentario (SICA)VEN VEN Venezuela (Bolivarian Republic of)Upper middle income

1/11/2023 UndeterminedUndeterminedDisruptive Data AttackThe Court of Justice of the State of Par√É¬°BRA BRA Brazil Upper middle income

1/11/2023 NoName057(16)Protest Disruptive External Denial of Service2023 Czech Presidential Election Candidates WebsitesCZE CZE Czechia High income

1/11/2023 UndeterminedFinancial Exploitive Exploitation of Application ServerLiquor Control Board of Ontario (LCBO)CAN CAN Canada High income

1/11/2023 UndeterminedFinancial Exploitive Exploitation of End HostMailchimp USA USA United States of AmericaHigh income

1/11/2023 UndeterminedUndeterminedDisruptive Physical AttackPrison of DraguignanFRA FRA France High income

1/10/2023 NoName057(16)Protest Disruptive External Denial of ServiceDenmark's central bank and seven private banks in the countryDNK DNK Denmark High income

1/10/2023 UndeterminedUndeterminedUndeterminedUndeterminedMorgan Advanced Materials999 UndeterminedUndetermined#N/A

1/10/2023 UndeterminedFinancial Exploitive UndeterminedAmerican Institute of Certified Public Accountants (AICPA).USA USA United States of AmericaHigh income

1/10/2023 GhostSec Protest Exploitive UndeterminedBrazilian Government WebmailBRA BRA Brazil Upper middle income

1/10/2023 GhostSec Protest Mixed Data AttackIndustrial control system (ICS) device in BelarusBLR BLR Belarus Upper middle income

1/10/2023 LockBit 3.0Financial Mixed Data AttackRoyal Mail GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

1/9/2023 UndeterminedUndeterminedDisruptive UndeterminedDes Moines Public SchoolsUSA USA United States of AmericaHigh income

1/9/2023 UndeterminedUndeterminedExploitive Exploitation of Data in TransitAflac JPN JPN Japan High income

1/9/2023 UndeterminedUndeterminedExploitive Exploitation of Data in TransitZurnich JPN JPN Japan High income

1/9/2023 UndeterminedUndeterminedDisruptive UndeterminedOkanagan CollegeCAN CAN Canada High income

1/9/2023 UndeterminedFinancial Exploitive Exploitation of End HostNFT Investments999 UndeterminedUndetermined#N/A

1/8/2023 ALPHVM Financial Mixed Data AttackFruttagel ITA ITA Italy High income

1/7/2023 UndeterminedUndeterminedDisruptive External Denial of ServiceSerbian Ministry of Internal AffairsSRB SRB Serbia Upper middle income

1/7/2023 UndeterminedFinancial Mixed Data AttackDNV NOR NOR Norway High income

1/7/2023 UndeterminedFinancial Mixed Data AttackCity Council of DurangoESP ESP Spain High income

1/6/2023 UndeterminedUndeterminedExploitive UndeterminedAir France FRA FRA France High income



1/6/2023 Calisto Political-EspionageExploitive Exploitation of End HostBrookhaven Nuclear Laboratory (BNL)USA USA United States of AmericaHigh income

1/6/2023 Calisto Political-EspionageExploitive Exploitation of End HostArgonne Nuclear Laboratory (ANL)USA USA United States of AmericaHigh income

1/6/2023 Calisto Political-EspionageExploitive Exploitation of End HostLawrence Livermore Nuclear Laboratory (LLNL)USA USA United States of AmericaHigh income

1/6/2023 Hive Financial Mixed Data AttackConsulate Health CareUSA USA United States of AmericaHigh income

1/6/2023 UndeterminedUndeterminedExploitive UndeterminedFidelity Building Services GroupUSA USA United States of AmericaHigh income

1/6/2023 Vice SocietyFinancial Mixed Data AttackCarmel CollegeGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

1/6/2023 Vice SocietyFinancial Mixed Data AttackFrances King School of EnglishGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

1/6/2023 Vice SocietyFinancial Mixed Data AttackGateway CollegeGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

1/6/2023 Vice SocietyFinancial Mixed Data AttackHoly Family RC + CE CollegeGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

1/6/2023 Vice SocietyFinancial Mixed Data AttackLampton SchoolGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

1/6/2023 Vice SocietyFinancial Mixed Data AttackMossbourne FederationGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

1/6/2023 Vice SocietyFinancial Mixed Data AttackPilton Community CollegeGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

1/6/2023 Vice SocietyFinancial Mixed Data AttackSamuel Ryder AcademyGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

1/6/2023 Vice SocietyFinancial Mixed Data AttackSchool of Oriental and African StudiesGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

1/6/2023 Vice SocietyFinancial Mixed Data AttackSt Paul's Catholic CollegeGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

1/6/2023 Vice SocietyFinancial Mixed Data AttackTest Valley SchoolGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

1/6/2023 Vice SocietyFinancial Mixed Data AttackDe Montfort SchoolGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

1/6/2023 ALPHVM Financial Mixed Data AttackGrupo Estrategas EMMMEX MEX Mexico Upper middle income

1/6/2023 TA505 Financial Mixed Data AttackUniversidad De La SalleCOL COL Colombia Upper middle income

1/6/2023 BL00DY Financial Mixed Data AttackTelas Palo GrandeVEN VEN Venezuela (Bolivarian Republic of)Upper middle income

1/6/2023 UndeterminedFinancial Exploitive UndeterminedSB TacticalUSA USA United States of AmericaHigh income

1/6/2023 Vice SocietyFinancial Exploitive UndeterminedSan Francisco's Bay Area Rapid Transit (BART) Police DepartmentUSA USA United States of AmericaHigh income

1/6/2023 IntelBrokerFinancial Exploitive Exploitation of Application ServerAT&T USA USA United States of AmericaHigh income

1/5/2023 UndeterminedFinancial Exploitive Exploitation of Application ServerT-Mobile USA USA United States of AmericaHigh income

1/5/2023 Cl0p Financial Mixed Data AttackCGM LLC USA USA United States of AmericaHigh income

1/4/2023 UndeterminedUndeterminedExploitive Exploitation of End HostCircleCI USA USA United States of AmericaHigh income

1/3/2023 UndeterminedFinancial Mixed Data AttackSwansea Public SchoolsUSA USA United States of AmericaHigh income

1/3/2023 UndeterminedFinancial Exploitive Exploitation of End HostLive Oak Surgery CenterUSA USA United States of AmericaHigh income

1/3/2023 UndeterminedUndeterminedExploitive Exploitation of End HostUniversity of Miami Health System (UHealth)USA USA United States of AmericaHigh income

1/3/2023 UndeterminedUndeterminedDisruptive External Denial of ServiceShibuya WardJPN JPN Japan High income

1/3/2023 UndeterminedUndeterminedDisruptive Message ManipulationUnited Kingdom's Department for Environment, Food & Rural Affairs (DEFRA)GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

1/2/2023 Hive Financial Mixed Data AttackCentro M√É¬©dico Virgen De La CaridadESP ESP Spain High income

1/2/2023 Anonymous CubaProtest Disruptive Internal Denial of ServiceUniversity of HavanaCUB CUB Cuba Upper middle income

1/2/2023 UndeterminedPolitical-EspionageExploitive Exploitation of End HostMoldovan Govermental InstitutionsMDA MDA Moldova (the Republic of)Upper middle income

1/2/2023 LockBit 3.0Financial Mixed Data AttackPharma Gestao EPP-LTDABRA BRA Brazil Upper middle income

1/2/2023 UndeterminedFinancial Mixed Data AttackBlack and White Cabs Pty. Ltd.AUS AUS Australia High income

1/2/2023 UndeterminedFinancial Exploitive Unknown Coster ITA ITA Italy High income

1/1/2023 UndeterminedUndeterminedExploitive UndeterminedToyota Kirloskar MotorIND IND India Lower middle income

1/1/2023 UndeterminedFinancial Mixed Data AttackLorenzi ITA ITA Italy High income

######## UndeterminedUndeterminedMixed Monarch USA USA United States of AmericaHigh income

######## UndeterminedProtest Disruptive External Denial of ServicesState-run Iranian WebsitesIRN IRN Iran (Islamic Republic of)Lower middle income

######## LockBit 3.0Financial Exploitive Housing Authority of the City of Los Angeles (HACLA)USA USA United States of AmericaHigh income

######## NoName057(16)Protest Disruptive External Denial of ServicesPolish ParliamentPOL POL Poland High income

######## UndeterminedUndeterminedDisruptive UndeterminedCentraState Healthcare SystemUSA USA United States of AmericaHigh income

######## rootkitsecurityProtest Disruptive External Denial of ServicesIran AirlinesIRN IRN Iran (Islamic Republic of)Lower middle income

######## Royal Financial Exploitive Iowa Public Television (PBS)USA USA United States of AmericaHigh income

######## UndeterminedUndeterminedExploitive UndeterminedBay Bridge AdministratorsUSA USA United States of AmericaHigh income

######## UndeterminedUndeterminedExploitive Exploitation of End HostMJ Care USA USA United States of AmericaHigh income

######## Avos LockerFinancial Mixed Stratford UniversityUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Undetermined3Commas EST EST Estonia High income

######## Snatch Financial Mixed Data AttackCentro Turistico GiovanileITA ITA Italy High income

######## UndeterminedFinancial Exploitive UndeterminedTelekom MalaysiaMYS MYS Malaysia Upper middle income

######## Snatch Financial Exploitive UndeterminedEinatec ESP ESP Spain High income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerZacks Investment Research (Zacks)USA USA United States of AmericaHigh income

######## UndeterminedFinancial Mixed Unknown Motto MortgageUSA USA United States of AmericaHigh income



######## Vice SocietyFinancial Exploitive Exploitation of Application ServerSeguros EquinoccialECU ECU Ecuador Upper middle income

######## BlueNorff Financial Exploitive Exploitation of End HostUS Financial InstituionsUSA USA United States of AmericaHigh income

######## BlueNorff Financial Exploitive Exploitation of End HostJapanese Financial InstitutionsJPN JPN Japan High income

######## BlueNorff Financial Exploitive Exploitation of End HostVietnamese Financial InstituionsVNM VNM Viet Nam Lower middle income

######## BlueNorff Financial Exploitive Exploitation of End HostUAE Financial InstituionsARE ARE United Arab EmiratesHigh income

######## Black BastaFinancial Exploitive UndeterminedSargent & LundyUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive UndeterminedUndisclosed CompanyIND IND India Lower middle income

######## UndeterminedFinancial Mixed Data AttackCanadian Copper Mountain Mining Corporation (CMMC)CAN CAN Canada High income

######## PHOBOS Financial Mixed Data AttackAdvanced SystemsITA ITA Italy High income

######## UndeterminedUndeterminedExploitive Exploitation of Application ServerSlack USA USA United States of AmericaHigh income

######## UndeterminedUndeterminedUndeterminedUndeterminedCott SystemsUSA USA United States of AmericaHigh income

######## ALPHVM Financial Mixed Data AttackUndisclosed company in financial services999 UndeterminedUndetermined#N/A

######## LockBit 3.0Financial Exploitive UndeterminedPort of Lisbon Administration (APL)PRT PRT Portugal High income

######## UndeterminedUndeterminedExploitive UndeterminedAstro MYS MYS Malaysia Upper middle income

######## UndeterminedUndeterminedExploitive UndeterminedMaybank MYS MYS Malaysia Upper middle income

######## UndeterminedUndeterminedExploitive UndeterminedElection ComissionMYS MYS Malaysia Upper middle income

######## Ryushi Financial Exploitive Exploitation of Application ServerTwitter USA USA United States of AmericaHigh income

######## UndeterminedUndeterminedDisruptive UndeterminedArnold ClarkGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

######## UndeterminedFinancial Mixed Data AttackBristol Community CollegeUSA USA United States of AmericaHigh income

######## Killnet Protest Exploitive UndeterminedU.S. Healthcare OrganizationsUSA USA United States of AmericaHigh income

######## UndeterminedUndeterminedExploitive Exploitation of Application ServerMidwest Orthopaedic Consultants (MOC)USA USA United States of AmericaHigh income

######## STEPPY#KAVACHFinancial Exploitive Exploitation of End HostIndian GovernmentIND IND India Lower middle income

######## ITA Financial Mixed Data AttackQueensland University of TechnologyAUS AUS Australia High income

######## UndeterminedFinancial Exploitive Exploitation of End HostMinuteman Senior ServicesUSA USA United States of AmericaHigh income

######## Killnet Protest;Political-EspionageExploitive UndeterminedFBI USA USA United States of AmericaHigh income

######## Killnet Protest Exploitive Exploitation of End HostUS Federal Motor Carrier Safety Administration (FMCSA)USA USA United States of AmericaHigh income

######## LockBit 3.0Financial Mixed Data AttackBavelloni ITA ITA Italy High income

######## UndeterminedFinancial Exploitive Exploitation of End HostPayPal USA USA United States of AmericaHigh income

######## UndeterminedFinancial Mixed Data AttackThe GuardianGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

######## BianLian Financial Exploitive UndeterminedSt. Rose HospitalUSA USA United States of AmericaHigh income

######## Vice SocietyFinancial Mixed Data AttackMount Saint Mary CollegeUSA USA United States of AmericaHigh income

######## Moses StaffProtest Exploitive Exploitation of SensorsIsraeli CCTV camerasISR ISR Israel High income

######## UndeterminedUndeterminedExploitive UndeterminedMedstar Mobile HealthcareUSA USA United States of AmericaHigh income

######## UndeterminedUndeterminedMixed Exploitation of End HostComcast XfinityUSA USA United States of AmericaHigh income

######## LockBit 3.0Financial Mixed Data AttackCity of Mount VernonUSA USA United States of AmericaHigh income

######## LockBit 3.0Financial Mixed Data AttackMonte Cristalina S.ABRA BRA Brazil Upper middle income

######## LockBit 3.0Financial Mixed Data AttackHospital for Sick Children (SickKids)CAN CAN Canada High income

######## Play Financial Exploitive UndeterminedCervecer√É¬≠a RegionalVEN VEN Venezuela (Bolivarian Republic of)Upper middle income

######## Royal Financial Mixed Data AttackConform ITA ITA Italy High income

######## UndeterminedFinancial Exploitive Pepsi Bottling VenturesUSA USA United States of AmericaHigh income

######## Vice SocietyFinancial Mixed Data AttackUniversity Institute of Technology of ParisFRA FRA France High income

######## UndeterminedFinancial Exploitive Exploitation of End HostUndiscolsed NFT collector999 UndeterminedUndetermined#N/A

######## UndeterminedFinancial Exploitive UndeterminedCoWIN IND IND India Lower middle income

######## UndeterminedUndeterminedExploitive UndeterminedMAS InsuranceNZL NZL New ZealandHigh income

######## UndeterminedPolitical-EspionageExploitive Exploitation of End HostUkrainian 'DELTA' situational awareness programUKR UKR Ukraine Lower middle income

######## GRU 85th Main Special Service Center (Unit 26165) (FANCYBEAR)Political-EspionageExploitive Exploitation of Application ServerUkrainian Government EntitiesUKR UKR Ukraine Lower middle income

######## UndeterminedUndeterminedDisruptive External Denial of ServicesHuron-Superior Catholic District School BoardUSA USA United States of AmericaHigh income

######## NoName057(16)Protest Disruptive External Denial of ServicesItalian Ministry of DefenseITA ITA Italy High income

######## Vice SocietyFinancial Mixed Data AttackUniversidade Catolica PortuguesaPRT PRT Portugal High income

######## Vice SocietyFinancial Mixed Data AttackFire Rescue VictoriaAUS AUS Australia High income

######## UndeterminedUndeterminedExploitive UndeterminedMNLINK USA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerSevenRoomsUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerReventics USA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of End HostHighmark HealthUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerSocial BladeUSA USA United States of AmericaHigh income



######## UndeterminedUndeterminedDisruptive External Denial of ServicesFuboTV USA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerTPG TelecomAUS AUS Australia High income

######## Vice SocietyFinancial Mixed Data AttackXavier University of LouisianaUSA USA United States of AmericaHigh income

######## UndeterminedUndeterminedUndeterminedUndeterminedAegea Saneamento e Participa√É¬ß√É¬µes S.ABRA BRA Brazil Upper middle income

######## LockBit 3.0Financial Mixed Data AttackCalifornia Department of FinanceUSA USA United States of AmericaHigh income

######## NLB TeamProtest Exploitive Exploitation of Application ServerMoscow Electronic SchoolRUS RUS Russian FederationUpper middle income

######## Vice SocietyFinancial Mixed Data AttackPublicare CHE CHE SwitzerlandHigh income

######## GRU 85th Main Special Service Center (Unit 26165) (FANCYBEAR)Political-EspionageMixed Data AttackUkrainian Government EntitiesUKR UKR Ukraine Lower middle income

######## UndeterminedUndeterminedUndeterminedUndeterminedQueen Elizabeth HospitalBRB BRB Barbados High income

######## UndeterminedUndeterminedExploitive Exploitation of Application ServerNorth Star LeasingUSA USA United States of AmericaHigh income

######## Hive Financial Exploitive Exploitation of Application ServerIntersport FRA FRA France High income

######## ALPHVM Financial Mixed Data AttackEmpresas P√∫blicas de Medell√≠n (EPM)COL COL Colombia Upper middle income

######## UndeterminedFinancial Mixed UndeterminedMunicipality of BorgholmSWE SWE Sweden High income

######## UndeterminedFinancial Mixed UndeterminedMunicipality of M√∂rbyl√•ngaSWE SWE Sweden High income

######## UndeterminedUndeterminedExploitive UndeterminedGen DigitalUSA USA United States of AmericaHigh income

######## UndeterminedSabotage Disruptive Data AttackWentworth Health Partners Garrison Women's Health (GWH)USA USA United States of AmericaHigh income

######## Play Financial Mixed Data AttackH-Hotels AGDEU DEU Germany High income

######## RansomExxFinancial Mixed Data AttackREC SiliconNOR NOR Norway High income

######## USDoD UndeterminedExploitive Exploitation of End HostU.S. Federal Bureau of Investigation (FBI)USA USA United States of AmericaHigh income

12/9/2022 UndeterminedUndeterminedExploitive Exploitation of Application ServerEpic Management LLCUSA USA United States of AmericaHigh income

12/9/2022 Lorenz Financial Mixed Data AttackShelco USA USA United States of AmericaHigh income

12/8/2022 UndeterminedUndeterminedExploitive Exploitation of Application ServerVeros CreditUSA USA United States of AmericaHigh income

12/8/2022 UndeterminedUndeterminedExploitive Exploitation of Application ServerTeleperformance USAUSA USA United States of AmericaHigh income

12/8/2022 UndeterminedUndeterminedExploitive Exploitation of Application ServerCrane Worldwide LogisticsUSA USA United States of AmericaHigh income

12/8/2022 UndeterminedUndeterminedDisruptive Data AttackMorgan County School DistrictUSA USA United States of AmericaHigh income

12/8/2022 Hive Financial Mixed Data AttackJakks PacificUSA USA United States of AmericaHigh income

12/8/2022 ALPHVM Financial Mixed Data AttackJakks PacificUSA USA United States of AmericaHigh income

12/8/2022 UndeterminedFinancial Mixed Data AttackHeritage Provider NetworkUSA USA United States of AmericaHigh income

12/7/2022 UndeterminedUndeterminedDisruptive Data AttackMetropolitan OperaUSA USA United States of AmericaHigh income

12/7/2022 sedut Financial Exploitive Exploitation of End HostCloudSEK IND IND India Lower middle income

12/7/2022 BlackMagicSabotage Mixed Data AttackUndeterminedISR ISR Israel High income

12/7/2022 Lorenz Financial Mixed Data AttackThor Specialties, Inc.USA USA United States of AmericaHigh income

12/7/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerGitHub USA USA United States of AmericaHigh income

12/6/2022 UndeterminedFinancial Mixed Data AttackTrois Cantons AmbulancesFRA FRA France High income

12/6/2022 Play Financial Mixed Data AttackThe Congress of JaliscoMEX MEX Mexico Upper middle income

12/6/2022 Vice SocietyFinancial Mixed Data AttackFeu Vert ESP ESP Spain High income

12/5/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerDigipolis AntwerpenBEL BEL Belgium High income

12/5/2022 UndeterminedFinancial Mixed Data AttackAndr√©-Mignot Teaching HospitalFRA FRA France High income

12/5/2022 UndeterminedUndeterminedDisruptive Data AttackIochpe-MaxionBRA BRA Brazil Upper middle income

12/5/2022 APT41 Financial Exploitive Exploitation of Application ServerUS COVID-relief fundsUSA USA United States of AmericaHigh income

12/5/2022 UndeterminedUndeterminedDisruptive Data AttackThe Argentinian National Institute of Statistics and Census (INDEC)ARG ARG Argentina Upper middle income

12/5/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerSnap Finance, LLCUSA USA United States of AmericaHigh income

12/5/2022 NoName057(16)Protest Disruptive External Denial of ServicesMinistry of Agriculture, Food Sovereignty and Forestry (MASAF)ITA ITA Italy High income

12/5/2022 Team Mysterious BangladeshProtest,FinancialMixed Data AttackIndian Central Board of Higher EducationIND IND India Lower middle income

12/5/2022 Vice SocietyFinancial Mixed Data AttackGlutz CHE CHE SwitzerlandHigh income

12/5/2022 UndeterminedFinancial Mixed Data AttackSuperior Audit Office of Guanajuato (ASEG)MEX MEX Mexico Upper middle income

12/4/2022 BL00DY Financial Mixed Data AttackLucchini GroupITA ITA Italy High income

12/4/2022 UndeterminedUndeterminedExploitive UndeterminedHoward Memorial Hospital (HMH)USA USA United States of AmericaHigh income

12/3/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerSafdarjung HospitalIND IND India Lower middle income

12/3/2022 UndeterminedFinancial Exploitive UndeterminedBTC.com CHN CHN China Upper middle income

12/2/2022 Lapsus$ gangFinancial Exploitive Exploitation of Application ServerTeqtivity USA USA United States of AmericaHigh income

12/2/2022 Play Financial Mixed Data AttackCetrogar ARG ARG Argentina Upper middle income

12/2/2022 Play Financial Exploitive Exploitation of Application ServerRackspace TechnologyUSA USA United States of AmericaHigh income

12/1/2022 UndeterminedUndeterminedExploitive Exploitation of Application ServerSan Diego Unified School District OfficeUSA USA United States of AmericaHigh income

12/1/2022 IT Army of UkraineProtest Disruptive External Denial of ServicesVTB Bank RUS RUS Russian FederationUpper middle income



12/1/2022 Hive Financial Mixed Data AttackKnox CollegeUSA USA United States of AmericaHigh income

12/1/2022 Hive Financial Mixed Data AttackUndeterminedBRA BRA Brazil Upper middle income

12/1/2022 UndeterminedUndeterminedUndeterminedUndeterminedAutomovil Club ArgentinoARG ARG Argentina Upper middle income

12/1/2022 Royal Financial Exploitive UndeterminedIntrado USA USA United States of AmericaHigh income

12/1/2022 UndeterminedFinancial Mixed Data AttackSaint Gheorghe Recovery HospitalROU ROU Romania High income

12/1/2022 UndeterminedUndeterminedExploitive Exploitation of Application ServerSharp HealthCareUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerGoTo USA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerLastPass USA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerSuffolk UniversityUSA USA United States of AmericaHigh income

######## UndeterminedProtest Disruptive Message ManipulationVatican websiteVAT VAT Holy See #N/A

######## UndeterminedFinancial UndeterminedUndeterminedArgentina de Soluciones Satelitales (ARSAT)ARG ARG Argentina Upper middle income

######## Vice SocietyFinancial Mixed Data AttackPlascar Participa√ß√µes Industriais S.A. (Plascar)BRA BRA Brazil Upper middle income

######## UndeterminedFinancial Mixed Data AttackMercury ITNZL NZL New ZealandHigh income

######## Lorenz Financial Mixed Data AttackChestertons Inc.GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

######## UndeterminedUndeterminedExploitive Exploitation of End HostLegacy HospiceUSA USA United States of AmericaHigh income

######## XakNet Protest Exploitive Exploitation of Application ServerUkraine Ministry of FinanceUKR UKR Ukraine Lower middle income

######## Vice SocietyFinancial Mixed Data AttackIKEA MoroccoMDV MDV Maldives Upper middle income

######## Vice SocietyFinancial Mixed Data AttackIKEA KuwaitKWT KWT Kuwait High income

######## UndeterminedFinancial Disruptive Data AttackCamst ITA ITA Italy High income

######## UndeterminedFinancial Mixed Data AttackWings FinancialUSA USA United States of AmericaHigh income

######## UndeterminedUndeterminedExploitive Exploitation of Application ServerVancouver Film SchoolCAN CAN Canada High income

######## UndeterminedFinancial Exploitive UndeterminedHayward Sisters HospitalUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Disruptive Data AttackOceansview OpticalUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerBetMGM USA USA United States of AmericaHigh income

######## ALPHVM Financial Mixed Data AttackAyuntamiento RequenaESP ESP Spain High income

######## RansomHouseFinancial Mixed Data AttackKeralty COL COL Colombia Upper middle income

######## UndeterminedUndeterminedExploitive UndeterminedBeacon Insurance Company LtdTTO TTO Trinidad and TobagoHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerUndeterminedISR ISR Israel High income

######## UndeterminedFinancial Exploitive UndeterminedQuality Behavioral HealthUSA USA United States of AmericaHigh income

######## Vice SocietyFinancial Mixed Data AttackCincinnati State Technical and Community CollegeUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Disruptive Data AttackIsland of GuadeloupeGLP GLP GuadeloupeHigh income

######## Black RewardProtest Disruptive Data AttackIran's Fars state news agencyIRN IRN Iran (Islamic Republic of)Lower middle income

######## Xenotime and KamacitePolitical-EspionageExploitive LNG terminals in the NetherlandsNLD NLD NetherlandsHigh income

######## LV Financial Disruptive Data AttackUnitedAutoMEX MEX Mexico Upper middle income

######## BlackByte Financial Mixed Data AttackLa PiamontesaARG ARG Argentina Upper middle income

######## Royal Financial Mixed Data AttackComune di Macerata (Municipality of Macerata)ITA ITA Italy High income

######## Ragnar LockerFinancial Mixed Data AttackZwijndrecht PoliceBEL BEL Belgium High income

######## UndeterminedFinancial Disruptive Data AttackDurham District School Board (DDSB)CAN CAN Canada High income

######## Anonymous RussiaProtest Disruptive External Denial of ServiceEuropean ParliamentBES EU Bonaire, Sint Eustatius and SabaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerSonder USA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerUpper Peninsula Power Company (UPPCO)USA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerIngalls & SnyderUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerColumbia Grain InternationalUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerHomeTrust MortgageUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Disruptive Data AttackAll India Institute of Medical Sciences (AIIMS)IND IND India Lower middle income

######## Moses StaffProtest Exploitive Exploitation of SensorUndisclosed major Israeli security organizationISR ISR Israel High income

######## Lorenz Financial Mixed Data AttackHoller-ClassicUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Mixed Data AttackIndependent School District 728USA USA United States of AmericaHigh income

######## LockBit 3.0Financial Mixed Data AttackPBS KVIE USA USA United States of AmericaHigh income

######## Killnet Protest Disruptive External Denial of ServiceWebsite of the Prince of Wales (princeofwales.gov.uk)GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

######## UndeterminedFinancial Mixed Data AttackSouthampton CountyUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerMena Regional Health SystemUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive UndeterminedThe Smith FamilyAUS AUS Australia High income

######## LockBit 3.0Financial Mixed Data AttackCity of WestmountCAN CAN Canada High income

######## UndeterminedFinancial Mixed Data AttackThree Cube IT LabIND IND India Lower middle income



######## Lorenz Financial Mixed Data AttackAlbina AsphaltUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerDraftKings USA USA United States of AmericaHigh income

######## UndeterminedFinancial Mixed Data AttackHope Health Systems (HHS)USA USA United States of AmericaHigh income

######## UndeterminedFinancial Mixed Data AttackReceivables Performance ManagementUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive UndeterminedSouth Walton Fire District (SWFD)USA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerKannur UniversityIND IND India Lower middle income

######## UndeterminedFinancial Exploitive UndeterminedGenerali Espa√±aESP ESP Spain High income

######## UndeterminedUndeterminedDisruptive External Denial of ServicesNew World TVTGO TGO Togo Low income

######## Belarusian Cyber PartisansProtest Exploitive UndeterminedRoskomnadzorRUS RUS Russian FederationUpper middle income

######## UndeterminedFinancial Mixed Data AttackOne Brooklyn HealthUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerFanDuel USA USA United States of AmericaHigh income

######## Killnet Protest Disruptive External Denial of ServiceStarlink USA USA United States of AmericaHigh income

######## UndeterminedFinancial Disruptive Data AttackWright & FilippisUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive UndeterminedGateway Rehabilitation CenterUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Disruptive Data AttackCentral Depository Services Limited (CDSL)IND IND India Lower middle income

######## UndeterminedFinancial Disruptive Data AttackMunicipality of Torre del Greco (Comune di Torre del Greco)ITA ITA Italy High income

######## Killnet Protest Disruptive External Denial of ServiceWebsite of the White House (Whitehouse.gov)USA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive UndeterminedRosewood CorporationUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive UndeterminedCounty of¬†TehamaUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive UndeterminedPearland Independent School DistrictUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Disruptive Data AttackKlinikum Lippe hospitalDEU DEU Germany High income

######## UndeterminedUndeterminedExploitive UndeterminedP2 Energy SolutionsUSA USA United States of AmericaHigh income

######## Hive Financial Mixed Data AttackLake Charles Memorial Health System (LCMH)USA USA United States of AmericaHigh income

######## UndeterminedProtest Exploitive Exploitation of End HostGovernment of MoldovaMDA MDA Moldova (the Republic of)Upper middle income

######## UndeterminedFinancial Disruptive Data AttackSan Gorgonio Memorial Hospital (SGMH)USA USA United States of AmericaHigh income

######## NGB 3rd Technical Surveillance BureauPolitical-EspionageExploitive Undisclosed organization in BrazilBRA BRA Brazil Upper middle income

######## UndeterminedFinancial Disruptive Data AttackDallas Central Appraisal District (DCAD)USA USA United States of AmericaHigh income

######## UndeterminedFinancial UndeterminedUndeterminedCompagnia Valdostana delle Acque (CVA)ITA ITA Italy High income

######## MedusaLockerFinancial Disruptive Data AttackFonderia BoccacciITA ITA Italy High income

######## Kelvin SecurityFinancial Exploitive Exploitation of Application ServerTel.ene ITA ITA Italy High income

######## NGB 3rd Technical Surveillance BureauEspionageExploitive UndeterminedUndisclosed organization in SwitzerlandCHE CHE SwitzerlandHigh income

######## NGB 3rd Technical Surveillance BureauEspionageExploitive UndeterminedUndisclosed organization in GermanyDEU DEU Germany High income

######## NGB 3rd Technical Surveillance BureauEspionageExploitive UndeterminedUndisclosed organization in IndiaIND IND India Lower middle income

######## NGB 3rd Technical Surveillance BureauEspionageExploitive UndeterminedUndisclosed organization in ItalyITA ITA Italy High income

######## NGB 3rd Technical Surveillance BureauEspionageExploitive UndeterminedUndisclosed organization in MexicoMEX MEX Mexico Upper middle income

######## NGB 3rd Technical Surveillance BureauEspionageExploitive UndeterminedUndisclosed organization in Saudi ArabiaSAU SAU Saudi ArabiaHigh income

######## NGB 3rd Technical Surveillance BureauEspionageExploitive UndeterminedUndisclosed organization in TurkeyTUR TUR Turkey Upper middle income

######## NGB 3rd Technical Surveillance BureauEspionageExploitive UndeterminedUndisclosed organization in the United StatesUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerAdams-Friendship Area School District (AFASD)USA USA United States of AmericaHigh income

######## UndeterminedFinancial Disruptive Data AttackJackson County Intermediate School DistrictUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Disruptive Data AttackHillsdale County Intermediate School DistrictUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerConnexin Software (Office Practicum)USA USA United States of AmericaHigh income

######## Killnet Protest Disruptive External Denial of ServiceFBI WebsitesUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Disruptive Data AttackVanuatu governmentVUT VUT Vanuatu Lower middle income

######## UndeterminedFinancial Disruptive External Denial of ServiceTicketmasterUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of InfrastructureESO USA USA United States of AmericaHigh income

######## UndeterminedFinancial Mixed Data AttackIntelligent Business Solutions (IBS)USA USA United States of AmericaHigh income

######## Lorenz Financial Mixed Data AttackNissan of Las CrucesUSA USA United States of AmericaHigh income

######## Daixin TeamFinancial Disruptive Data AttackAirAsia MYS MYS Malaysia Upper middle income

######## ALPHVM Financial Mixed Data AttackConforamaFRA FRA France High income

######## UndeterminedFinancial Exploitive UndeterminedUndisclosed collection provider in SpainESP ESP Spain High income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerMalaysian Election CommissionMYS MYS Malaysia Upper middle income

######## Sawarim Financial Exploitive UndeterminedeKR√âTA HUN HUN Hungary High income

######## UndeterminedFinancial Exploitive UndeterminedStanley Street Treatment and ResourcesUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Disruptive Data AttackGreene County Tech School DistrictUSA USA United States of AmericaHigh income



######## UndeterminedFinancial Exploitive Exploitation of Application ServerFTX 999 UndeterminedUndetermined#N/A

######## UndeterminedUndeterminedDisruptive External Denial of ServiceGovernment websites in BahrainBHR BHR Bahrain High income

######## Kelvin SecurityFinancial Exploitive Exploitation of Application ServerNorigine ITA ITA Italy High income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerWhoosh RUS RUS Russian FederationUpper middle income

######## UndeterminedFinancial Mixed Data AttackLittle Rock School DistrictUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive UndeterminedFTX BHS BHS Bahamas High income

######## Venus Financial Disruptive Data AttackHealthcare organizations in the USUSA USA United States of AmericaHigh income

######## 0x_dump Financial Exploitive UndeterminedDeutsche BankDEU DEU Germany High income

######## Lorenz Financial Mixed Data AttackMain & Main Capital GroupUSA USA United States of AmericaHigh income

######## SchoolBoysGangFinancial Mixed Data AttackCyberOptics CorporationUSA USA United States of AmericaHigh income

11/9/2022 Royal Financial Disruptive Data AttackCircuit of SilverstoneGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

11/9/2022 UndeterminedFinancial Disruptive Data AttackCommack School DistrictUSA USA United States of AmericaHigh income

11/9/2022 UndeterminedFinancial Disruptive UndeterminedAutovie VeneteITA ITA Italy High income

11/8/2022 Russian Cyber ArmyProtest Disruptive External Denial of ServiceSeveral Mississippi state websitesUSA USA United States of AmericaHigh income

11/8/2022 UndeterminedFinancial Exploitive UndeterminedEagle BankUSA USA United States of AmericaHigh income

11/8/2022 UndeterminedFinancial Disruptive External Denial of ServiceChampaign County ClerkUSA USA United States of AmericaHigh income

11/7/2022 Ukraine's IT ArmyProtest Exploitive Exploitation of Application ServerCentral Bank of RussiaRUS RUS Russian FederationUpper middle income

11/7/2022 Black BastaFinancial Mixed Data AttackSobeys CAN CAN Canada High income

11/7/2022 UndeterminedEspionageExploitive Exploitation of End HostIndian defense personnelIND IND India Lower middle income

11/7/2022 Justice BladeFinancial Exploitive UndeterminedSmart Link BPO SolutionsSAU SAU Saudi ArabiaHigh income

11/7/2022 UndeterminedFinancial Exploitive UndeterminedMetropolitan AssociatesUSA USA United States of AmericaHigh income

11/7/2022 UndeterminedFinancial Exploitive UndeterminedCamping World and Good Sam (CWGS)USA USA United States of AmericaHigh income

11/7/2022 UndeterminedFinancial Exploitive UndeterminedTransUnion LLCUSA USA United States of AmericaHigh income

11/7/2022 UndeterminedFinancial Mixed Data AttackWest Oaks EyecareUSA USA United States of AmericaHigh income

11/6/2022 UndeterminedFinancial Mixed Data AttackMaple Leaf FoodsCAN CAN Canada High income

11/6/2022 LockBit 3.0Financial Mixed Data AttackKearney & CompanyUSA USA United States of AmericaHigh income

11/6/2022 UndeterminedFinancial Exploitive UndeterminedDeezer FRA FRA France High income

11/6/2022 UndeterminedFinancial Disruptive Data AttackEmpresa de transportes urbanos de Sevilla (Tussam)ESP ESP Spain High income

11/6/2022 NoName057(16)Protest Disruptive External Denial of ServicesCourt of Siemianowice √Ö¬öl√Ñ¬ÖskiePOL POL Poland High income

11/6/2022 NoName057(16)Protest Disruptive External Denial of ServicesDistrict court of the Katowice areaPOL POL Poland High income

11/6/2022 Anonymous RussiaProtest Disruptive External Denial of ServicesCzech banksCZE CZE Czechia High income

11/5/2022 UndeterminedFinancial Mixed Data AttackAlbany City School DistrictUSA USA United States of AmericaHigh income

11/5/2022 NoName057(16)Protest Disruptive External Denial of ServicesGovernment of the √É¬Öland IslandsFIN FIN Finland High income

11/5/2022 NoName057(16)Protest Disruptive External Denial of ServicesPGE Polska Grupa EnergetycznaPOL POL Poland High income

11/5/2022 NoName057(16)Protest Disruptive External Denial of ServicesGdansk AirportPOL POL Poland High income

11/5/2022 Killnet Protest Disruptive External Denial of ServicesBulgarian State Intelligence AgencyBGR BGR Bulgaria Upper middle income

11/4/2022 UndeterminedFinancial Exploitive UndeterminedUndisclosed Information Technology CompanyUSA USA United States of AmericaHigh income

11/4/2022 Hive Financial Mixed Data AttackLandi Renzo SpAITA ITA Italy High income

11/4/2022 LockBit 3.0Financial Mixed Data AttackCooperativa Antonio Vega Granados R.L.CRI CRI Costa RicaUpper middle income

11/4/2022 LockBit 3.0Financial Mixed Data AttackSociedad BalbianaESP ESP Spain High income

11/4/2022 LockBit 3.0Financial Mixed Data AttackMacrotel ARG ARG Argentina Upper middle income

11/4/2022 LockBit 3.0Financial Mixed Data AttackHappmobi BRA BRA Brazil Upper middle income

11/4/2022 Vice SocietyFinancial Mixed Data AttackUnidad Medica AngloAmericanaESP ESP Spain High income

11/4/2022 UndeterminedFinancial Disruptive Data AttackNorman Public SchoolsUSA USA United States of AmericaHigh income

11/4/2022 Royal Financial Disruptive Data AttackVeroni ITA ITA Italy High income

11/4/2022 KillMilk UndeterminedDisruptive External Denial of ServicesCISA USA USA United States of AmericaHigh income

11/4/2022 Killnet Protest Disruptive External Denial of ServicesUS Department of CommerceUSA USA United States of AmericaHigh income

11/4/2022 NoName057(16)Protest Disruptive External Denial of ServicesForestry Office of FinlandFIN FIN Finland High income

11/4/2022 NoName057(16)Protest Disruptive External Denial of ServicesFinnish Ministry of EducationFIN FIN Finland High income

11/4/2022 Anonymous RussiaProtest Disruptive External Denial of ServicesLatvian credit providersLVA LVA Latvia High income

11/4/2022 People's CyberArmyProtest Disruptive External Denial of ServicesBumar-Lab√Ñ¬ôdyPOL POL Poland High income

11/4/2022 Killnet Protest Disruptive External Denial of ServicesUS airportsUSA USA United States of AmericaHigh income

11/4/2022 IT Army of UkraineProtest Mixed Exploitation of Application ServerDobro RUS RUS Russian FederationUpper middle income

11/3/2022 UndeterminedFinancial Disruptive UndeterminedNorth Idaho CollegeUSA USA United States of AmericaHigh income

11/3/2022 UndeterminedFinancial Exploitive UndeterminedUnited Veterinary CareUSA USA United States of AmericaHigh income



11/3/2022 UndeterminedFinancial Exploitive UndeterminedAlinsco Managing General AgencyUSA USA United States of AmericaHigh income

11/3/2022 APT36 EspionageExploitive UndeterminedIndian government organizationsIND IND India Lower middle income

11/3/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerPNORS Technology GroupAUS AUS Australia High income

11/3/2022 Russian Hackers TeamProtest Disruptive External Denial of ServicesRakuten ViberFRA FRA France High income

11/3/2022 Anonymous RussiaProtest Disruptive External Denial of ServicesLatvian web hosting service providersLVA LVA Latvia High income

11/3/2022 Russian Hackers TeamProtest Disruptive External Denial of ServicesVO "Svoboda"UKR UKR Ukraine Lower middle income

11/3/2022 Phoenix Protest Disruptive External Denial of ServicesUkranian Ministry of FinanceUKR UKR Ukraine Lower middle income

11/3/2022 Phoenix Protest Disruptive External Denial of ServicesUkranian Ministry of HealthUKR UKR Ukraine Lower middle income

11/3/2022 Phoenix Protest Disruptive External Denial of ServicesPrivatbankUKR UKR Ukraine Lower middle income

11/3/2022 NoName057(16)Protest Disruptive External Denial of ServicesKongsberg Defense & AerospaceNOR NOR Norway High income

11/3/2022 Anonymous RussiaProtest Disruptive External Denial of ServicesLatvian taxi companiesLVA LVA Latvia High income

11/2/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerDeribit 999 UndeterminedUndetermined#N/A

11/2/2022 Kelvin SecurityFinancial Exploitive Exploitation of Application ServerFourB S.p.AITA ITA Italy High income

11/2/2022 TA569 Financial Exploitive Exploitation of Application ServerUndisclosed media companyUSA USA United States of AmericaHigh income

11/2/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerPetersen International UnderwritersUSA USA United States of AmericaHigh income

11/2/2022 UndeterminedFinancial Disruptive Data AttackJeppesen USA USA United States of AmericaHigh income

11/2/2022 UndeterminedUndeterminedExploitive UndeterminedHawaiian Eye CenterUSA USA United States of AmericaHigh income

11/2/2022 Russian Hackers TeamProtest Disruptive External Denial of ServicesInformative State Portal of MoldovaMDA MDA Moldova (the Republic of)Upper middle income

11/2/2022 Anonymous RussiaProtest Disruptive External Denial of ServicesUkranian cargo transportation companiesUKR UKR Ukraine Lower middle income

11/2/2022 Russian Hackers TeamProtest Disruptive External Denial of ServicesChisinau AirportMDA MDA Moldova (the Republic of)Upper middle income

11/2/2022 Russian Hackers TeamProtest Disruptive External Denial of ServicesWebTaxi MDA MDA Moldova (the Republic of)Upper middle income

11/2/2022 Anonymous RussiaProtest Disruptive External Denial of ServicesPolish taxi companiesPOL POL Poland High income

11/2/2022 Anonymous RussiaProtest Disruptive External Denial of ServicesPolish public transportation operatorsPOL POL Poland High income

11/2/2022 Anonymous RussiaProtest Disruptive External Denial of ServicesLatvian news mediaLVA LVA Latvia High income

11/1/2022 UndeterminedFinancial Exploitive UndeterminedMorrison ProductsUSA USA United States of AmericaHigh income

11/1/2022 Quantum Financial Mixed Data AttackMCV Holding Company LLCUSA USA United States of AmericaHigh income

11/1/2022 Karakurt Financial Exploitive UndeterminedSan Benito Consolidated School DistrictUSA USA United States of AmericaHigh income

11/1/2022 UndeterminedUndeterminedExploitive UndeterminedL. Knife & SonUSA USA United States of AmericaHigh income

11/1/2022 UndeterminedUndeterminedExploitive Exploitation of End HostThe Kelberman CenterUSA USA United States of AmericaHigh income

11/1/2022 UndeterminedUndeterminedExploitive Exploittation of Application ServerTwitter USA USA United States of AmericaHigh income

11/1/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerDotHouse HealthUSA USA United States of AmericaHigh income

11/1/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerBenefit Administrative SystemsUSA USA United States of AmericaHigh income

11/1/2022 Russian Hackers TeamProtest Disruptive External Denial of ServicesMinistry of Foreign Affairs and European Integration of the Republic of MoldovaMDA MDA Moldova (the Republic of)Upper middle income

11/1/2022 Anonymous RussiaProtest Disruptive External Denial of ServicesUkranian banksUKR UKR Ukraine Lower middle income

11/1/2022 Killnet Protest Disruptive External Denial of ServicesUS Department of the TreasuryUSA USA United States of AmericaHigh income

11/1/2022 NoName057(16)Protest Disruptive External Denial of ServicesPozna√Ö¬Ñ AirportPOL POL Poland High income

11/1/2022 NoName057(16)Protest Disruptive External Denial of ServicesSimatra LTU LTU Lithuania High income

11/1/2022 Anonymous RussiaProtest Disruptive External Denial of ServicesUkranian retailersUKR UKR Ukraine Lower middle income

11/1/2022 FSB 18th Center for Information Security (Berserk Bear)UndeterminedExploitive Data AttackUkranian Law EnforcementUKR UKR Ukraine Lower middle income

######## Snatch Financial Mixed Data AttackHENSOLDT FranceFRA FRA France High income

######## UndeterminedFinancial Mixed Data AttackForceNet AUS AUS Australia High income

######## UndeterminedFinancial Exploitive Exploitation of End HostThree Rivers Provider Network (TRPN)USA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of End HostAdministrative Fund of the Detectives' Endowment Association, Inc., Police Department of New York (NYCDEA)USA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerEthos GroupUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerWenco ManagementUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Mixed Data AttackOsaka General Medical CenterJPN JPN Japan High income

######## LockBit 3.0Financial Mixed Data AttackBitron ITA ITA Italy High income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerLodi Unified School DistrictUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Mixed Data AttackUOB KayHianMYS MYS Malaysia Upper middle income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerGeneral Council of the Judiciary (CGPJ)ESP ESP Spain High income

######## Ministry of State Security's (MSS) (MUSTANG PANDA)EspionageExploitive UndeterminedUnidentified organization in AustraliaAUS AUS Australia High income

######## @yanluowangleaksUndeterminedExploitive Exploitation of Application ServerYanluowang ransomware gang999 UndeterminedUndetermined#N/A

######## Hive Financial Mixed Data AttackGuilford CollegeUSA USA United States of AmericaHigh income

######## BianLian Financial Disruptive Data AttackHarry RosenCAN CAN Canada High income

######## Ministry of State Security's (MSS) (MUSTANG PANDA)EspionageExploitive UndeterminedUnidentified organizationMMR MMR Myanmar Lower middle income



######## Ministry of State Security's (MSS) (MUSTANG PANDA)EspionageExploitive UndeterminedUnidentified organizationPHL PHL PhilippinesLower middle income

######## Ministry of State Security's (MSS) (MUSTANG PANDA)EspionageExploitive UndeterminedUnidentified organizationTWN TWN Taiwan (Province of China)High income

######## Ministry of State Security's (MSS) (MUSTANG PANDA)EspionageExploitive UndeterminedUnidentified organizationJPN JPN Japan High income

######## Kelvin SecurityUndeterminedExploitive UndeterminedEnergoSetRUS RUS Russian FederationUpper middle income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerUndisclosed organization in TaiwanTWN TWN Taiwan (Province of China)High income

######## LockBit 3.0Financial Mixed Data AttackThales FRA FRA France High income

######## BlackByte Financial Mixed Data AttackAsahi Group Co. LtdCHN CHN China Upper middle income

######## UndeterminedFinancial Exploitive Exploitation of End HostSt. Luke's HealthUSA USA United States of AmericaHigh income

######## LockBit 3.0Financial Mixed Data AttackBelletti AscensoriITA ITA Italy High income

######## Clowns Protest Disruptive External Denial of ServicesKyiv City Hospital No. 7UKR UKR Ukraine Lower middle income

######## Phoenix Protest Disruptive External Denial of ServicesKyiv City Hospital No. 4UKR UKR Ukraine Lower middle income

######## Phoenix Protest Disruptive External Denial of ServicesKyiv Alexander HospitalUKR UKR Ukraine Lower middle income

######## UndeterminedFinancial Exploitive Exploitation of End HostBed Bath & BeyondUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Disruptive Data AttackAtacama Large Millimeter Array (ALMA) ObservatoryCHL CHL Chile High income

######## NoName057(16)Protest Disruptive External Denial of ServicesPolish Office of Competition and Consumer ProtectionPOL POL Poland High income

######## NoName057(16)Protest Disruptive External Denial of ServicesEuroPol POL POL Poland High income

######## NoName057(16)Protest Disruptive External Denial of ServicesPozna√Ö¬Ñ AirportPOL POL Poland High income

######## UndeterminedFinancial Disruptive Data AttackAurubis DEU DEU Germany High income

######## UndeterminedFinancial Exploitive Exploitation of Network InfrastructureAir New ZealandNZL NZL New ZealandHigh income

######## Everest Financial Exploitive Exploitation of Network InfrastructureAT&T USA USA United States of AmericaHigh income

######## BlackByte Financial Mixed Data AttackUniversidad Nacional De Educacion de PeruPER PER Peru Upper middle income

######## UndeterminedFinancial Disruptive Internal Denial of ServicePersonal ParaguayPRY PRY Paraguay Upper middle income

######## UndeterminedFinancial Mixed Data AttackSupeo DNK DNK Denmark High income

######## UndeterminedFinancial Disruptive Message ManipulationNew York PostGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

######## UndeterminedFinancial Exploitive Exploitation of End HostTwilio USA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerTeam Finance 999 UndeterminedUndetermined#N/A

######## UndeterminedProtest Disruptive External Denial of ServiceParliament of Slovakia (National Council)SVK SVK Slovakia High income

######## UndeterminedProtest Disruptive External Denial of ServiceParliament of PolandPOL POL Poland High income

######## Quantum Financial Mixed Data AttackMedlab PathologyAUS AUS Australia High income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerFinnish LinkedIn usersFIN FIN Finland High income

######## UndeterminedFinancial UndeterminedUndeterminedEnercity DEU DEU Germany High income

######## ALPHVM Financial Mixed Data AttackJoint Command of the Armed Forces of Ecuador (Comando Conjunto de las Fuerzas Armadas Del Ecuador)ECU ECU Ecuador Upper middle income

######## UndeterminedFinancial Mixed Data AttackConvergent OutsourcingUSA USA United States of AmericaHigh income

######## LockBit 3.0Financial Mixed Data AttackFisco Sa√∫deBRA BRA Brazil Upper middle income

######## UndeterminedFinancial Exploitive UndeterminedMunicipality of Padua (Comune di Padova)ITA ITA Italy High income

######## UndeterminedUndeterminedExploitive UndeterminedLakeside Software, LLCUSA USA United States of AmericaHigh income

######## Lorenz Financial Mixed Data AttackMiracapo pizza companyUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerZendesk USA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerPinnacle Claims ManagementUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerNedap NLD NLD NetherlandsHigh income

######## BlackByte Financial Mixed Data AttackMunicipality of ChihuahuaMEX MEX Mexico Upper middle income

######## Kelvin SecurityFinancial Exploitive Exploitation of Application ServerFilomeno Wi-FiITA ITA Italy High income

######## Russian Hackers TeamProtest Disruptive External Denial of ServicesNational Library of CroatiaHRV HRV Croatia High income

######## People's CyberArmyProtest Disruptive External Denial of ServicesPolska Grupa EnergetycznaPOL POL Poland High income

######## Black RewardProtest Exploitive Exploitation of Application ServerIranian Atomic Energy Organization (AEOI)IRN IRN Iran (Islamic Republic of)Lower middle income

######## UndeterminedFinancial Disruptive Message ManipulationAustralian Institute of Company Directors (AIDC)AUS AUS Australia High income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerUnnamed Management Services OrganizationUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of End HostFTX users BHS BAH Bahamas High income

######## UndeterminedFinancial Disruptive UndeterminedSecretar√≠a de Comunicaciones y Transportes (SICT, Secretariat of Infrastructure, Communications and Transportation)MEX MEX Mexico Upper middle income

######## UndeterminedFinancial Exploitive UndeterminedHarcourts AUS AUS Australia High income

######## UndeterminedUndeterminedExploitive UndeterminedSAIF CorporationUSA USA United States of AmericaHigh income

######## Anonymous RussiaProtest Disruptive External Denial of ServicesGovernment of KazakhstanKAZ KAZ KazakhstanUpper middle income

######## Killnet Protest Disruptive External Denial of ServicesWarsaw Stock ExchangePOL POL Poland High income

######## Anonymous RussiaProtest Disruptive External Denial of ServicesUkrainian taxi companiesUKR UKR Ukraine Lower middle income

######## Snatch Financial Disruptive Data AttackKenosha Unified School DistrictUSA USA United States of AmericaHigh income



######## NoName057(16)Protest Disruptive External Denial of Services√Ö¬†iauli√Ö¬≥ BankasLTU LTU Lithuania High income

######## XakNet Protest Disruptive External Denial of ServicesParliament of IsraelISR ISR Israel High income

######## People's CyberArmyProtest Disruptive External Denial of ServicesVarta UKR UKR Ukraine Lower middle income

######## UndeterminedFinancial Exploitive UndeterminedMulti-Color Corporation (MCC)USA USA United States of AmericaHigh income

######## NoName057(16)Protest Disruptive External Denial of ServicesKreditogarantasLTU LTU Lithuania High income

######## NoName057(16)Protest Disruptive External Denial of ServicesSimatra LTU LTU Lithuania High income

######## LockBit 3.0Financial Mixed Data AttackPendragon GroupGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

######## RansomExxFinancial Mixed Data AttackUnimed BelemBRA BRA Brazil Upper middle income

######## ALPHVM Financial Mixed Data AttackUniversidad Piloto de ColombiaCOL COL Colombia Upper middle income

######## UAC-0132 UndeterminedMixed Data AttackUkranian state organizationsUKR UKR Ukraine Lower middle income

######## UndeterminedFinancial Disruptive Data AttackMidland Information Technology ConsortiumUSA USA United States of AmericaHigh income

######## Ragnar LockerFinancial Mixed Data AttackAzienda Ospedaliera di AlessandriaITA ITA Italy High income

######## Russian Hackers TeamProtest Disruptive External Denial of ServicesGovernment of MoldovaMDA MDA Moldova (the Republic of)Upper middle income

######## XakNet Protest Disruptive External Denial of ServicesElectricity transmission system operator in UkraineUKR UKR Ukraine Lower middle income

######## UndeterminedFinancial UndeterminedUndeterminedCountry Doctor Community Health Clinic (CDCHC)USA USA United States of AmericaHigh income

######## Ragnar LockerFinancial Mixed Data AttackDollmar s.p.a.ITA ITA Italy High income

######## XakNet Protest Disruptive External Denial of ServicesThe Crown Prosecution ServiceGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

######## IT Army of UkraineProtest Disruptive UndeterminedRussian Federal Tax ServiceRUS RUS Russian FederationUpper middle income

######## UndeterminedFinancial Exploitive Exploitation of End HostVerizon USA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerMoola Market 999 UndeterminedUndetermined#N/A

######## LockBit 3.0Financial Mixed Data AttackKingfisher InsuranceGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

######## UndeterminedPolitical-EspionageUndeterminedUndeterminedMembers of Parliament in CanadaCAN CAN Canada High income

######## Vice SocietyFinancial Mixed Data AttackH√¥pital Pierre Rouqu√®s ¬ñ Les BluetsFRA FRA France High income

######## UndeterminedFinancial UndeterminedUndeterminedSpain's National Renewable Energy Center (CENER)ESP ESP Spain High income

######## Lorenz Financial Mixed Data AttackWes-tec inc.USA USA United States of AmericaHigh income

######## National Republican Army of RussiaSabotage Mixed Data AttackTechnoservRUS RUS Russian FederationUpper middle income

######## UndeterminedUndeterminedDisruptive External Denial of ServicesBulgarian National RadioBGR BGR Bulgaria Upper middle income

######## LockBit 3.0Financial Mixed Data AttackOomiya JPN JPN Japan High income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerVinomofo AUS AUS Australia High income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerMODE GlobalUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Disruptive Physical AttackDallas-Fort Worth International AirportUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Disruptive Internal Denial of ServiceMETRO FRA FRA France High income

######## UndeterminedFinancial Disruptive Data AttackUruguay's Ministry of Transport and Public Works (MTOP)URY URY Uruguay High income

######## UndeterminedUndeterminedExploitive UndeterminedRobins & Morton GroupUSA USA United States of AmericaHigh income

######## People's CyberArmyProtest Disruptive External Denial of ServicesMykolaiv Electric Supply CompanyUKR UKR Ukraine Lower middle income

######## NoName057(16)Protest Disruptive External Denial of ServicesEstonian RailwayEST EST Estonia High income

######## Killnet Protest Disruptive External Denial of ServiceOffice of the Bulgarian PresidentBGR BGR Bulgaria Upper middle income

######## UndeterminedFinancial Exploitive UndeterminediDealwine FRA FRA France High income

######## Killnet Protest Disruptive External Denial of ServiceBulgarian Defense MinistryBGR BGR Bulgaria Upper middle income

######## Killnet Protest Disruptive External Denial of ServiceBulgarian Interior MinistryBGR BGR Bulgaria Upper middle income

######## Killnet Protest Disruptive External Denial of ServiceBulgarian Justice MinistryBGR BGR Bulgaria Upper middle income

######## Killnet Protest Disruptive External Denial of ServiceBulgarian Constitutional CourtBGR BGR Bulgaria Upper middle income

######## Russian Hackers TeamProtest Disruptive External Denial of ServicesMinistry of Justice of MoldovaMDA MDA Moldova (the Republic of)Upper middle income

######## UndeterminedFinancial Disruptive Data AttackHeilbronn StimmeDEU DEU Germany High income

######## UndeterminedFinancial Disruptive Data AttackMedibank AUS AUS Australia High income

######## Christian DiorFinancial Exploitive Exploitation of Application ServerMyDeal AUS AUS Australia High income

######## UndeterminedUndeterminedUndeterminedUndeterminedTata PowerIND IND India Lower middle income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerKeystone HealthUSA USA United States of AmericaHigh income

######## LockBit 3.0Financial Mixed Data AttackTamash ISR ISR Israel High income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerWakeMed Health & HospitalsUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of End HostSeton Medical CenterUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerCarousel SGP SGP Singapore High income

######## UndeterminedUndeterminedExploitive Exploitation of Application ServerDropbox USA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive UndeterminedFinancial Dimensions GroupUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Disruptive Data AttackFamily Medicine Shady Grove (FMSG)USA USA United States of AmericaHigh income



######## UndeterminedFinancial Exploitive UndeterminedElevate USA USA United States of AmericaHigh income

######## UndeterminedPolitical-EspionageExploitive Exploitation of Application ServerChurch of Jesus Christ of Latter-day SaintsUSA USA United States of AmericaHigh income

######## UndeterminedPolitical-EspionageExploitive Exploitation of Application ServerFamilySearchUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive UndeterminedNew Mexico Regulation and Licensing Department (RLD).USA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerMango Markets 999 UndeterminedUndetermined#N/A

######## UndeterminedFinancial Disruptive External Denial of ServiceWynncraft (Minecraft server)999 UndeterminedUndetermined#N/A

######## Cyber ArmyProtest Disruptive Message ManipulationLviv Chamber of CommerceUKR UKR Ukraine Lower middle income

######## UndeterminedFinancial Exploitive Exploitation of End HostRadiology Associates of Albuquerque, AKA RAA ImagingUSA USA United States of AmericaHigh income

######## BianLian Financial Disruptive Data AttackAesthetic Dermatology AssociatesUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of End HostLegacy Post Acute CareUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Disruptive Data AttackMultiCare Health SystemUSA USA United States of AmericaHigh income

######## UndeterminedFinancial UndeterminedUndeterminedIndianapolis Housing AgencyUSA USA United States of AmericaHigh income

######## UndeterminedUndeterminedExploitive UndeterminedEggleston CenterUSA USA United States of AmericaHigh income

######## Russian Hackers TeamProtest Disruptive External Denial of ServicesTerrace-Kitmat AirportCAN CAN Canada High income

######## Russian Hackers TeamProtest Disruptive External Denial of ServicesPrince George AirportCAN CAN Canada High income

######## UndeterminedFinancial Exploitive UndeterminedBBRG TR USA USA United States of AmericaHigh income

######## RansomExxFinancial Mixed Data AttackConsorci Sanitari IntegralESP ESP Spain High income

######## Karakurt Financial Disruptive Data AttackMunicipality of BelenCRI CRI Costa RicaUpper middle income

######## Killnet Protest Disruptive External Denial of ServicesJP MorganUSA USA United States of AmericaHigh income

######## IT Army of UkraineProtest Disruptive Physical AttackLeningrad electrical gridRUS RUS Russian FederationUpper middle income

######## GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Financial Mixed Data AttackTransportation and logistics organizations in UkraineUKR UKR Ukraine Lower middle income

######## GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Financial Mixed Data AttackTransportation and logistics organizations in PolandPOL POL Poland High income

######## Russian Hackers TeamProtest Disruptive External Denial of ServicesWinnipeg James Armstrong Richardson International AirportCAN CAN Canada High income

######## Cyber ArmyProtest Disruptive Message ManipulationUkrainian Armor ManufacturerUKR UKR Ukraine Lower middle income

######## Killnet Protest Disruptive External Denial of ServiceHartsfield-Jackson Atlanta International Airport (ATL)USA USA United States of AmericaHigh income

######## UndeterminedProtest Disruptive External Denial of ServiceMonobank UKR UKR Ukraine Lower middle income

######## UndeterminedFinancial UndeterminedUndeterminedDialog AUS AUS Australia High income

######## UndeterminedFinancial UndeterminedUndeterminedNorthern Data SystemsUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive UndeterminedThe Scoular CompanyUSA USA United States of AmericaHigh income

######## Industrial SpyFinancial Exploitive Exploitation of Application ServerNetwork ContactsITA ITA Italy High income

######## Killnet Protest Disruptive External Denial of ServiceLos Angeles International Airport (LAX)USA USA United States of AmericaHigh income

######## IT Army of UkraineProtest Disruptive External Denial of ServicesMKB BankRUS RUS Russian FederationUpper middle income

10/9/2022 UndeterminedProtest Disruptive Message ManipulationIran State TVIRN IRN Iran (Islamic Republic of)Lower middle income

10/9/2022 DESORDENFinancial Mixed Data AttackJohnson Fitness and WellnessTHA THA Thailand Upper middle income

10/9/2022 Vice SocietyFinancial Mixed Data AttackBishop of Hereford's Bluecoat SchoolGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

10/9/2022 NoName057(16)Protest Disruptive External Denial of ServicesEstonian RailwayEST EST Estonia High income

10/9/2022 NoName057(16)Protest Disruptive External Denial of ServicesLatvian e-health serviceLVA LVA Latvia High income

10/8/2022 Everest Financial Disruptive Data AttackESKOM ZAF ZAF South AfricaUpper middle income

10/8/2022 ALPHVM Financial Mixed Data AttackRecordTV BRA BRA Brazil Upper middle income

10/8/2022 UndeterminedFinancial Mixed Data AttackHealth Care Management SolutionsUSA USA United States of AmericaHigh income

10/8/2022 Phoenix Protest Disruptive External Denial of ServicesiPay.ua UKR UKR Ukraine Lower middle income

10/8/2022 NoName057(16)Protest Disruptive External Denial of ServicesIgnitis GrupeLTU LTU Lithuania High income

10/8/2022 NoName057(16)Protest Disruptive External Denial of ServicesIgnitis GamybaLTU LTU Lithuania High income

10/8/2022 AlTahrea Protest Disruptive UndeterminedLviv RailwaysUKR UKR Ukraine Lower middle income

10/8/2022 NoName057(16)Protest Disruptive External Denial of ServicesSiauliai International AirportLTU LTU Lithuania High income

10/7/2022 UndeterminedProtest Disruptive External Denial of ServiceSberbank RUS RUS Russian FederationUpper middle income

10/7/2022 UndeterminedFinancial Exploitive UndeterminedUrology of Greater Atlanta (UGATL)USA USA United States of AmericaHigh income

10/7/2022 UndeterminedFinancial Exploitive UndeterminedLake Nona Estates ManagementUSA USA United States of AmericaHigh income

10/7/2022 UndeterminedFinancial Mixed Data AttackGEE GroupUSA USA United States of AmericaHigh income

10/7/2022 UndeterminedFinancial Exploitive Exploitation of End HostTrillium HealthUSA USA United States of AmericaHigh income

10/7/2022 UndeterminedFinancial Mixed Data AttackSaskatoon obstetrics and gynecology clinicUSA USA United States of AmericaHigh income

10/7/2022 UndeterminedUndeterminedDisruptive External Denial of ServicesSberbank RUS RUS Russian FederationUpper middle income

10/6/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerBinance CYM CYM Cayman IslandsHigh income

10/6/2022 UndeterminedFinancial Exploitive UndeterminedMassachusetts Mutual Life InsuranceUSA USA United States of AmericaHigh income

10/6/2022 UndeterminedFinancial Exploitive Exploitation of End HostEventus WholeHealthUSA USA United States of AmericaHigh income



10/6/2022 UndeterminedFinancial Exploitive Exploitation of End HostAmerigroup InsuranceUSA USA United States of AmericaHigh income

10/6/2022 DESORDENFinancial Mixed Data AttackREDTONE DIGITALMMR MMR Myanmar Lower middle income

10/6/2022 UndeterminedFinancial Disruptive Message ManipulationCity of HoustonUSA USA United States of AmericaHigh income

10/6/2022 UndeterminedFinancial Disruptive Data AttackCovisian ITA ITA Italy High income

10/6/2022 UndeterminedUndeterminedExploitive Exploitation of Application ServerSequoia OneUSA USA United States of AmericaHigh income

10/6/2022 UndeterminedPolitical-EspionageExploitive UndeterminedAmnesty International CanadaCAN CAN Canada High income

10/6/2022 Quantum Financial Mixed Data AttackMidland Cogeneration VentureUSA USA United States of AmericaHigh income

10/6/2022 IT Army of UkraineProtest Disruptive External Denial of Services2GIS RUS RUS Russian FederationUpper middle income

10/6/2022 Phoenix Protest Disruptive External Denial of ServicesGovernment of DagestanRUS RUS Russian FederationUpper middle income

10/5/2022 OneFist Protest Exploitive UndeterminedRussia's Low Earth orbit (LEO) communication satellite system GonetsRUS RUS Russian FederationUpper middle income

10/5/2022 UndeterminedFinancial Disruptive Data AttackCommonSpirit HealthUSA USA United States of AmericaHigh income

10/5/2022 UndeterminedFinancial UndeterminedUndeterminedLloyd's GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

10/5/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerValle del Sol Community HealthUSA USA United States of AmericaHigh income

10/5/2022 UndeterminedFinancial UndeterminedUndeterminedHartnell CollegeUSA USA United States of AmericaHigh income

10/5/2022 UndeterminedFinancial UndeterminedUndeterminedCity of DunedinNZL NZL New ZealandHigh income

10/5/2022 Killnet Protest Disruptive External Denial of ServiceColorado State GovernmentUSA USA United States of AmericaHigh income

10/5/2022 UndeterminedFinancial UndeterminedUndeterminedCity of HamdenUSA USA United States of AmericaHigh income

10/5/2022 UndeterminedFinancial Exploitive UndeterminedUniversity of Limerick (UL)IRL IRL Ireland High income

10/5/2022 UndeterminedFinancial UndeterminedUndeterminedGrain Valley School DistrictUSA USA United States of AmericaHigh income

10/5/2022 UndeterminedFinancial Disruptive Data AttackMunicipality of Rosignano MarittimoITA ITA Italy High income

10/5/2022 Killnet Protest Disruptive External Denial of ServiceKentucky State GovernmentUSA USA United States of AmericaHigh income

10/5/2022 Killnet Protest Disruptive External Denial of ServiceMississippi State GovernmentUSA USA United States of AmericaHigh income

10/5/2022 People's CyberArmyProtest Disruptive External Denial of ServicesAdministration of Krivoy RogUKR UKR Ukraine Lower middle income

10/4/2022 UndeterminedPolitical-EspionageExploitive Exploitation of Application ServerUnnamed defense companyUSA USA United States of AmericaHigh income

10/4/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerPegasus Group AustraliaAUS AUS Australia High income

10/4/2022 UndeterminedFinancial Exploitive Exploitation of End HostColumbia River Mental Health ServicesUSA USA United States of AmericaHigh income

10/4/2022 UndeterminedFinancial UndeterminedUndeterminedPinnacle Midlands Health NetworkNZL NZL New ZealandHigh income

10/4/2022 IT Army of UkraineProtest Disruptive External Denial of ServicesRussian specialized online drone storesRUS RUS Russian FederationUpper middle income

10/4/2022 Anonymous RussiaProtest Disruptive External Denial of ServicesGovernment of RomaniaROU ROU Romania High income

10/4/2022 KillMilk UndeterminedDisruptive External Denial of ServicesCERN CHE CHE SwitzerlandHigh income

10/3/2022 UndeterminedFinancial Exploitive Exploitation of End HostCrypto investorsUSA USA United States of AmericaHigh income

10/3/2022 UndeterminedFinancial Mixed Data AttackColombia's National Food and Drug Surveillance Institute (INVIMA)COL COL Colombia Upper middle income

10/3/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerMativ HoldingsUSA USA United States of AmericaHigh income

10/3/2022 UndeterminedFinancial Exploitive Exploitation of End HostVisionWeb HoldingsUSA USA United States of AmericaHigh income

10/3/2022 UndeterminedFinancial Exploitive Exploitation of End HostU.K. PoliticiansGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

10/3/2022 Vice SocietyFinancial Mixed Data AttackMars Area School DistrictUSA USA United States of AmericaHigh income

10/3/2022 UndeterminedFinancial Disruptive Data AttackBank of BrasiliaBRA BRA Brazil Upper middle income

10/3/2022 Killnet Protest Disruptive External Denial of ServicesNational Geospatial-Intelligence AgencyUSA USA United States of AmericaHigh income

10/2/2022 National Republican Army (NRA)Protest UndeterminedUndeterminedUnisoftwareRUS RUS Russian FederationUpper middle income

10/2/2022 NLB TeamProtest Exploitive Exploitation of Application ServerDigital Network System (DNS)RUS RUS Russian FederationUpper middle income

10/2/2022 RansomExxFinancial Mixed Data AttackFerrari contractorITA ITA Italy High income

10/2/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerTransit Swap 999 UndeterminedUndetermined#N/A

10/2/2022 UndeterminedPolitical-EspionageExploitive Exploitation of End HostMexican journalists and a human rights defenderMEX MEX Mexico Upper middle income

10/2/2022 DESORDENFinancial Mixed Data AttackThe Icon GroupTHA THA Thailand Upper middle income

10/2/2022 UndeterminedFinancial Disruptive Message ManipulationOrange Southwest Supervisory DistrictUSA USA United States of AmericaHigh income

10/2/2022 UndeterminedFinancial Mixed Data AttackHartnell Community College DistrictUSA USA United States of AmericaHigh income

10/2/2022 NoName057(16)Protest Disruptive External Denial of ServicesBumar-Labendy Mechanical PlantPOL POL Poland High income

10/2/2022 NoName057(16)Protest Disruptive External Denial of ServicesTarnow Mechanical PlantPOL POL Poland High income

10/1/2022 UndeterminedFinancial Disruptive Data AttackElectricity Company of Ghana (ECG)GHA GHA Ghana Lower middle income

10/1/2022 Killnet Protest Disruptive External Denial of ServiceU.S. TreasuryUSA USA United States of AmericaHigh income

10/1/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerMiddletown Valley BankUSA USA United States of AmericaHigh income

10/1/2022 Everest Financial Mixed Data AttackRundle Eye CareUSA USA United States of AmericaHigh income

10/1/2022 NoName057(16)Protest Disruptive External Denial of ServicesKyiv Plant "Radar"UKR UKR Ukraine Lower middle income

9/30/2022 UndeterminedFinancial Exploitive UndeterminedEnergyAustraliaAUS AUS Australia High income

9/30/2022 GuacamayaProtest Exploitive Exploitation of Application ServerMultiple governments in South America including Mexico, Chile, El Salvador, Peru and ColombiaCHL CHL Chile High income



9/30/2022 UndeterminedFinancial Exploitive Exploitation of End HostCoeur GroupUSA USA United States of AmericaHigh income

9/30/2022 UndeterminedUndeterminedExploitive Exploitation of Application ServerRiverside Medical GroupUSA USA United States of AmericaHigh income

9/30/2022 GuacamayaProtest Exploitive Exploitation of Application ServerMultiple governments in South America including Mexico, Chile, El Salvador, Peru and ColombiaCOL COL Colombia Upper middle income

9/30/2022 GuacamayaProtest Exploitive Exploitation of Application ServerMultiple governments in South America including Mexico, Chile, El Salvador, Peru and ColombiaMEX MEX Mexico Upper middle income

9/30/2022 GuacamayaProtest Exploitive Exploitation of Application ServerMultiple governments in South America including Mexico, Chile, El Salvador, Peru and ColombiaPER PER Peru Upper middle income

9/30/2022 GuacamayaProtest Exploitive Exploitation of Application ServerMultiple governments in South America including Mexico, Chile, El Salvador, Peru and ColombiaSLV SLV El SalvadorUpper middle income

9/30/2022 Hive Financial Mixed Data AttackQuetzal Container Terminal,GTM GTM GuatemalaUpper middle income

9/30/2022 UndeterminedFinancial Exploitive UndeterminedIBW Financial CorporationUSA USA United States of AmericaHigh income

9/29/2022 LeakBase Financial Exploitive Exploitation of Application ServerSwachhata Platform (swachhata.city)IND IND India Lower middle income

9/29/2022 ALPHVM Financial Mixed Data AttackNJVC USA USA United States of AmericaHigh income

9/29/2022 UndeterminedFinancial UndeterminedUndeterminedPrefetura de Mimoso do SulBRA BRA Brazil Upper middle income

9/29/2022 Avos LockerFinancial Mixed Data AttackDLS Motors ParaguayPRY PRY Paraguay Upper middle income

9/29/2022 VSOP Financial Exploitive Exploitation of Application ServerMinistry of Foreign Affairs of GuatemalaGTM GTM GuatemalaUpper middle income

9/29/2022 LockBit 3.0Financial Mixed Data AttackUniversidad Internacional Del Ecuador (UIDE)ECU ECU Ecuador Upper middle income

9/29/2022 Hive Financial Mixed Data Attack,Exploitation of Application ServerAlia Servizi AmbientaliITA ITA Italy High income

9/29/2022 People's CyberArmyProtest Disruptive External Denial of ServicesZabrona UKR UKR Ukraine Lower middle income

9/28/2022 Thrax UndeterminedDisruptive Message ManipulationFast CompanyUSA USA United States of AmericaHigh income

9/28/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerfocusIT USA USA United States of AmericaHigh income

9/28/2022 PT_MoishaFinancial Mixed Data AttackAoyuan Healthy Life GroupCHN CHN China Upper middle income

9/28/2022 Kelvin SecurityFinancial Exploitive Exploitation of Application ServerGenialMoneyITA ITA Italy High income

9/28/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerDallam Hartley Counties Hospital DistrictUSA USA United States of AmericaHigh income

9/28/2022 UndeterminedFinancial Disruptive Data AttackDisability Services of the SouthwestUSA USA United States of AmericaHigh income

9/27/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerEthereum arbitrage trading bot999 UndeterminedUndetermined#N/A

9/27/2022 UndeterminedUndeterminedDisruptive Physical AttackCox CommunicationsUSA USA United States of AmericaHigh income

9/27/2022 Vice SocietyFinancial Mixed Data AttackJaime C√É¬¢mara Group (JCG)BRA BRA Brazil Upper middle income

9/27/2022 UndeterminedUndeterminedExploitive UndeterminedHope CollegeUSA USA United States of AmericaHigh income

9/26/2022 RaHDIt Protest Exploitive Exploitation of Application ServerUkrainian foreign intelligence serviceUKR UKR Ukraine Lower middle income

9/26/2022 BL00DY UndeterminedMixed Data AttackUndisclosed victim in UkraineUKR UKR Ukraine Lower middle income

9/26/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerAuth0 USA USA United States of AmericaHigh income

9/26/2022 UndeterminedFinancial Exploitive Exploitation of End HostCSI LaboratoriesUSA USA United States of AmericaHigh income

9/26/2022 UndeterminedFinancial Exploitive Exploitation of End HostWatchfinderGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

9/26/2022 UndeterminedUndeterminedMixed Data AttackPoder Judicial de ChileCHL CHL Chile High income

9/26/2022 IT Army of UkraineProtest Disruptive External Denial of Servicespetrolplus.ruRUS RUS Russian FederationUpper middle income

9/25/2022 NoName057(16)Protest Disruptive External Denial of ServicesLatvian funds management portalLVA LVA Latvia High income

9/25/2022 People's CyberArmyProtest Disruptive External Denial of ServicesKyivgaz UKR UKR Ukraine Lower middle income

9/25/2022 UndeterminedProtest Disruptive Message ManipulationNovosibirsk TV providerRUS RUS Russian FederationUpper middle income

9/24/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerBankingLabLVA LVA Latvia High income

9/24/2022 People's CyberArmyProtest Disruptive External Denial of ServicesATB-MarketUKR UKR Ukraine Lower middle income

9/24/2022 Anonymous RussiaProtest Disruptive External Denial of ServicesGerman National Tourist BoardDEU DEU Germany High income

9/23/2022 AnonymousProtest Exploitive Exploitation of Application ServerRussian Ministry of DefenseRUS RUS Russian FederationUpper middle income

9/23/2022 UndeterminedFinancial Mixed Data AttackNorthern California Fertility Medical Center (NCFMC)USA USA United States of AmericaHigh income

9/23/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerResource Anesthesia of CaliforniaUSA USA United States of AmericaHigh income

9/23/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerFMC Services (Family Medical Center Services)USA USA United States of AmericaHigh income

9/23/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerDiodes IncorporatedUSA USA United States of AmericaHigh income

9/23/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerApex Capital Corp.USA USA United States of AmericaHigh income

9/23/2022 Sparta BlogFinancial Exploitive Exploitation of Application ServerSercom Informatica SLESP ESP Spain High income

9/23/2022 UndeterminedFinancial Exploitive Exploitation of End HostReidville Fire DepartmentUSA USA United States of AmericaHigh income

9/23/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerRP Consulting SpAITA ITA Italy High income

9/23/2022 UndeterminedFinancial Mixed Data AttackUnidenified VendorUSA USA United States of AmericaHigh income

9/23/2022 IT Army of UkraineProtest Disruptive External Denial of ServicesNSPK RUS RUS Russian FederationUpper middle income

9/22/2022 optusdata Financial Exploitive Exploitation of Application ServerOptus AUS AUS Australia High income

9/22/2022 Mysterious Team BangladeshProtest Disruptive External Denial of ServiceGovernment Organizations in IndiaIND IND India Lower middle income

9/22/2022 DESORDENFinancial Mixed Data AttackPT CARE TECHNOLOGIESIDN IDN Indonesia Upper middle income

9/22/2022 Everest Financial Exploitive Exploitation of Application ServerArgentina's Ministry of EconomyARG ARG Argentina Upper middle income

9/22/2022 LockBit 3.0Financial Mixed Data AttackYour Private ItalyITA ITA Italy High income



9/22/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerBerkshire Farm Center & Services for YouthUSA USA United States of AmericaHigh income

9/22/2022 UndeterminedFinancial Exploitive UndeterminedGATE Petroleum CompanyUSA USA United States of AmericaHigh income

9/22/2022 IT Army of UkraineProtest Disruptive External Denial of ServicesMoscow Stock ExchangeRUS RUS Russian FederationUpper middle income

9/21/2022 UndeterminedUndeterminedDisruptive External Denial of ServiceHampton Public LibraryUSA USA United States of AmericaHigh income

9/21/2022 UndeterminedFinancial Exploitive UndeterminedCircles of CareUSA USA United States of AmericaHigh income

9/21/2022 Anonymous RussiaProtest Disruptive External Denial of ServicesUkranian constructino companyUKR UKR Ukraine Lower middle income

9/21/2022 XakNet Protest Exploitive UndeterminedUkrainian automobile manufacturing and service companyUKR UKR Ukraine Lower middle income

9/21/2022 UndeterminedProtest Disruptive Message ManipulationPulkovo AirportRUS RUS Russian FederationUpper middle income

9/20/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerWintermute 999 UndeterminedUndetermined#N/A

9/20/2022 UndeterminedFinancial Exploitive Exploitation of Network Infrastructure2K USA USA United States of AmericaHigh income

9/20/2022 AnonymousProtest Disruptive External Denial of ServiceSeveral websites in Iran, including for the central bank and the national government portal and state-owned media sitesIRN IRN Iran (Islamic Republic of)Lower middle income

9/20/2022 Everest Financial Mixed Data AttackGovernment of BrazilBRA BRA Brazil Upper middle income

9/20/2022 Hive Financial Mixed Data Attack,Exploitation of Application ServerSigmund SoftwareUSA USA United States of AmericaHigh income

9/20/2022 UndeterminedFinancial Mixed Data AttackSouth Redford School DistrictUSA USA United States of AmericaHigh income

9/20/2022 UndeterminedFinancial Mixed Data AttackScholars' Education TrustGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

9/20/2022 ALPHVM Financial Mixed Data AttackDeutscher CaritasverbandDEU DEU Germany High income

9/20/2022 Anonymous RussiaProtest Disruptive External Denial of ServicesKyiv-based news agencyUKR UKR Ukraine Lower middle income

9/19/2022 UndeterminedFinancial Mixed Data AttackTurkish branch of Harvard Business ReviewTUR TUR Turkey Upper middle income

9/19/2022 Ukraine IT ArmyProtest Exploitive Exploitation of Application ServerWagner groupRUS RUS Russian FederationUpper middle income

9/19/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerredONE Network Sdn BhdMYS MYS Malaysia Upper middle income

9/19/2022 IT Army of UkraineProtest Disruptive External Denial of ServicesSuperJob RUS RUS Russian FederationUpper middle income

9/18/2022 TeaPots UndeterminedExploitive Exploitation of Application ServerRockstar GamesUSA USA United States of AmericaHigh income

9/18/2022 People's CyberArmyProtest Disruptive External Denial of ServicesRussia's anti-war committeeRUS RUS Russian FederationUpper middle income

9/18/2022 People's CyberArmyProtest Disruptive External Denial of ServicesVeterano PizzaUKR UKR Ukraine Lower middle income

9/18/2022 People's CyberArmyProtest Disruptive External Denial of ServicesUkranian tax portalUKR UKR Ukraine Lower middle income

9/18/2022 NoName057(16)Protest Disruptive External Denial of ServicesPolish tax portalPOL POL Poland High income

9/18/2022 NoName057(16)Protest Disruptive External Denial of ServicesLatvian Central Agency for Finance and ContractsLVA LVA Latvia High income

9/18/2022 NoName057(16)Protest Disruptive External Denial of ServicesBydgoszcz AirportPOL POL Poland High income

9/18/2022 NoName057(16)Protest Disruptive External Denial of ServicesBILKOM.plPOL POL Poland High income

9/17/2022 UndeterminedUndeterminedExploitive UndeterminedEthos TechnologiesUSA USA United States of AmericaHigh income

9/17/2022 UndeterminedUndeterminedExploitive UndeterminedFive Guys EnterprisesUSA USA United States of AmericaHigh income

9/16/2022 TeaPots UndeterminedExploitive Exploitation of Application ServerUber USA USA United States of AmericaHigh income

9/16/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerAmerican AirlinesUSA USA United States of AmericaHigh income

9/16/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerStarbucks SingaporeSGP SGP Singapore High income

9/16/2022 UndeterminedFinancial Exploitive Exploitation of End HostBerry, Dunn, McNeil & ParkerUSA USA United States of AmericaHigh income

9/16/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerCountry Doctor Community ClinicUSA USA United States of AmericaHigh income

9/16/2022 LockBit 3.0Financial Mixed Data AttackIndependenceCOL COL Colombia Upper middle income

9/16/2022 LockBit 3.0Financial Mixed Data AttackQuintal COL COL Colombia Upper middle income

9/16/2022 LockBit 3.0Financial Mixed Data AttackMakler COL COL Colombia Upper middle income

9/16/2022 LockBit 3.0Financial Mixed Data AttackSoftware LineITA ITA Italy High income

9/16/2022 Stormous Financial Mixed Data AttackUniversity Roma Tor VergataITA ITA Italy High income

9/16/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerCommonwealth Care Alliance of California ("CCA Health California")USA USA United States of AmericaHigh income

9/16/2022 Anonymous RussiaProtest Disruptive External Denial of ServicesRussian social media siteRUS RUS Russian FederationUpper middle income

9/16/2022 IT Army of UkraineProtest Disruptive External Denial of ServicesExist.ru RUS RUS Russian FederationUpper middle income

9/15/2022 UndeterminedUndeterminedDisruptive Message ManipulationTwitter account of the Italian Ministry of Ecological TransitionITA ITA Italy High income

9/15/2022 UndeterminedFinancial Disruptive External Denial of ServiceUndisclosed organization in Europe999 UndeterminedUndetermined#N/A

9/15/2022 UndeterminedFinancial Mixed Data AttackNeurology Center of Nevada (NCNV)USA USA United States of AmericaHigh income

9/15/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerBank of Eastern OregonUSA USA United States of AmericaHigh income

9/15/2022 People's CyberArmyProtest Disruptive External Denial of ServicesPlast √¢¬Ä" National Scout Organization of UkraineUKR UKR Ukraine Lower middle income

9/15/2022 People's CyberArmyProtest Disruptive External Denial of ServicesWater Utility of Kryvyi RihUKR UKR Ukraine Lower middle income

9/14/2022 UndeterminedUndeterminedExploitive Exploitation of Network InfrastructureSeesaw USA USA United States of AmericaHigh income

9/14/2022 UndeterminedFinancial Mixed Data AttackMedical Associates of the Lehigh Valley (MATLV)USA USA United States of AmericaHigh income

9/14/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerM.C. DeanUSA USA United States of AmericaHigh income

9/14/2022 RansomHouseFinancial Mixed Data AttackIPCA LaboratoriesIND IND India Lower middle income

9/14/2022 LockBit 3.0Financial Mixed Data AttackInSpecs EyeWearUSA USA United States of AmericaHigh income



9/14/2022 LockBit 3.0Financial Mixed Data AttackComision Nacional de Acreditaci√É¬≥n in Chile (CNA)CHL CHL Chile High income

9/14/2022 GhostSec Protest Disruptive Physical AttackIsraeli ICS ISR ISR Israel High income

9/14/2022 People's CyberArmyProtest Disruptive External Denial of ServicesExecutive Committee of the Krivoy Rog Rada City CouncilUKR UKR Ukraine Lower middle income

9/14/2022 People's CyberArmyProtest Disruptive External Denial of ServicesKyiv taxi serviceUKR UKR Ukraine Lower middle income

9/14/2022 People's CyberArmyProtest Disruptive External Denial of ServicesKyiv central bus stationUKR UKR Ukraine Lower middle income

9/13/2022 Karakurt Financial Mixed Data AttackDavenport Community SchoolsUSA USA United States of AmericaHigh income

9/13/2022 UndeterminedFinancial Mixed Data AttackLegislatura CABA (Legislature of Buenos Aires)ARG ARG Argentina Upper middle income

9/13/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerCity FurnitureUSA USA United States of AmericaHigh income

9/13/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerInstituto De Desarrollo Profesional (IDEPRO)PER PER Peru Upper middle income

9/13/2022 IT Army of UkraineProtest Disruptive External Denial of ServicesOtkrytie RUS RUS Russian FederationUpper middle income

9/13/2022 People's CyberArmyProtest Disruptive External Denial of ServicesRudana UKR UKR Ukraine Lower middle income

9/13/2022 NoName057(16)Protest Disruptive Message ManipulationKiev National University of Trade and EconomicsUKR UKR Ukraine Lower middle income

9/13/2022 UndeterminedUndeterminedDisruptive UndeterminedBrussels Morning NewspaperBEL BEL Belgium High income

9/12/2022 UndeterminedFinancial Exploitive Exploitation of End HostYouTube channel of Scuba JakeUSA USA United States of AmericaHigh income

9/12/2022 Phoenix Protest Disruptive External Denial of ServicesJapan Petroleum AssociationJPN JPN Japan High income

9/12/2022 HaydamakiProtest Disruptive External Denial of Services7avto RUS RUS Russian FederationUpper middle income

9/11/2022 hdr0 Protest Disruptive Message ManipulationChannel One RussiaRUS RUS Russian FederationUpper middle income

9/11/2022 Daixin TeamFinancial Mixed Data AttackOakbend Medical CenterUSA USA United States of AmericaHigh income

9/11/2022 National Security AgencyPolitical-EspionageExploitive Exploitation of Application ServerNorthwestern Polytechnical UniversityCHN CHN China Upper middle income

9/11/2022 UndeterminedFinancial Mixed Data AttackSuffolk CountyGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

9/11/2022 hdr0 Protest Disruptive Message ManipulationRussia-24 RUS RUS Russian FederationUpper middle income

9/11/2022 hdr0 Protest Disruptive Message ManipulationRussia-1 RUS RUS Russian FederationUpper middle income

9/11/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerDoctors' Center HospitalUSA USA United States of AmericaHigh income

9/11/2022 NoName057(16)Protest Disruptive External Denial of ServicesEstonian ParlimentEST EST Estonia High income

9/11/2022 NoName057(16)Protest Disruptive External Denial of ServicesPaskolubrokerisLTU LTU Lithuania High income

9/11/2022 Phoenix Protest Disruptive External Denial of ServicesUS unmanned aerial vehicle manufacturerUSA USA United States of AmericaHigh income

9/11/2022 People's CyberArmyProtest Disruptive External Denial of ServicesUkrainian national company servicing the railwaysUKR UKR Ukraine Lower middle income

9/11/2022 NoName057(16)Protest Disruptive External Denial of ServicesKaunas AirportLTU LTU Lithuania High income

9/11/2022 AnonymousX777ZProtest Disruptive External Denial of ServicesGerman news agencyDEU DEU Germany High income

9/11/2022 IT Army of UkraineProtest Disruptive External Denial of ServicesDrom RUS RUS Russian FederationUpper middle income

9/11/2022 Phoenix Protest Disruptive External Denial of ServicesJapan Atomic Industrial ForumJPN JPN Japan High income

9/11/2022 Phoenix Protest Disruptive External Denial of ServicesJapan Industrial Safety and Health AssociationJPN JPN Japan High income

9/11/2022 Phoenix Protest Disruptive External Denial of ServicesJapan National Center for Global Health and MedicineJPN JPN Japan High income

9/10/2022 UndeterminedFinancial Mixed Data AttackParliamentary Assembly of Bosnia and HerzegovinaBIH BIH Bosnia and HerzegovinaUpper middle income

9/10/2022 UndeterminedSabotage Disruptive Data AttackAlbanian Total Information Management SystemALB ALB Albania Upper middle income

9/10/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerRevolut GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

9/10/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerBlack, Gould & Associates, Inc.USA USA United States of AmericaHigh income

9/10/2022 NoName057(16)Protest Disruptive External Denial of ServicesWarsaw Frederic Chopin AirportPOL POL Poland High income

9/10/2022 People's CyberArmyProtest Disruptive External Denial of ServicesSHOTAM UKR UKR Ukraine Lower middle income

9/9/2022 UndeterminedFinancial Mixed Data AttackAarti DrugsIND IND India Lower middle income

9/9/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerHenderson & Walton Women's CenterUSA USA United States of AmericaHigh income

9/9/2022 UndeterminedFinancial Exploitive Exploitation of End HostNorthStar Healthcare ConsultingUSA USA United States of AmericaHigh income

9/9/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerOne MedicalUSA USA United States of AmericaHigh income

9/9/2022 LockBit 3.0Financial Mixed Data AttackLa Calera AgricolaPER PER Peru Upper middle income

9/9/2022 UndeterminedUndeterminedExploitive Exploitation of Application ServerPolsinelli PCUSA USA United States of AmericaHigh income

9/9/2022 People's CyberArmyProtest Disruptive External Denial of ServicesMinistry of Infrastructure of UkraineUKR UKR Ukraine Lower middle income

9/9/2022 People's CyberArmyProtest Disruptive External Denial of ServicesNational Commission in the Regulation of EnergyUKR UKR Ukraine Lower middle income

9/9/2022 Anonymous RussiaProtest Disruptive Message ManipulationWebsite of the President of UkraineUKR UKR Ukraine Lower middle income

9/8/2022 UndeterminedUndeterminedExploitive Exploitation of Application ServerArmed Forces General Staff agency of Portugal (EMGFA)PRT PRT Portugal High income

9/8/2022 Avos LockerFinancial Mixed Data AttackSavannah College of Art and Design (SCAD)USA USA United States of AmericaHigh income

9/8/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerEurocell GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

9/8/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerDaVita USA USA United States of AmericaHigh income

9/8/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerWilson's Gun ShopUSA USA United States of AmericaHigh income

9/8/2022 Snatch Financial Mixed Data AttackStratford UniversityUSA USA United States of AmericaHigh income

9/8/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerCodelco CHL CHL Chile High income



9/8/2022 UndeterminedFinancial Exploitive UndeterminedNew Free DAO 999 UndeterminedUndetermined#N/A

9/8/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerTeknozoneITA ITA Italy High income

9/8/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerThoro BicyclesITA ITA Italy High income

9/8/2022 UndeterminedFinancial Exploitive UndeterminedNew York-Presbyterian HospitalUSA USA United States of AmericaHigh income

9/8/2022 HaydamakiProtest Disruptive External Denial of Services15am.RU RUS RUS Russian FederationUpper middle income

9/7/2022 Quilin Financial Disruptive Data AttackLojas TorraBRA BRA Brazil Upper middle income

9/7/2022 UndeterminedProtest Disruptive External Denial of ServiceCobalt Strike servers operated by former members of the Conti ransomware gang999 UndeterminedUndetermined#N/A

9/7/2022 UndeterminedFinancial UndeterminedUndeterminedCanarbino ITA ITA Italy High income

9/7/2022 Killnet Protest Disruptive External Denial of ServiceUnidentified Government ministry #1JPN JPN Japan High income

9/7/2022 Bjorka Financial Exploitive Exploitation of Application ServerGeneral Elections Commission of IndonesiaIDN IDN Indonesia Upper middle income

9/7/2022 BianLian Financial Mixed Data AttackAlegria Family Services (AFS)USA USA United States of AmericaHigh income

9/7/2022 UndeterminedFinancial Mixed Data AttackMunicipality of OuriquePRT PRT Portugal High income

9/7/2022 UndeterminedFinancial Exploitive UndeterminedAvalanche blockchain999 UndeterminedUndetermined#N/A

9/7/2022 Killnet Protest Disruptive External Denial of ServiceUnidentified Government ministry #2JPN JPN Japan High income

9/7/2022 Killnet Protest Disruptive External Denial of ServiceUnidentified Government ministry #3JPN JPN Japan High income

9/7/2022 Killnet Protest Disruptive External Denial of ServiceUnidentified Government ministry #4JPN JPN Japan High income

9/7/2022 UndeterminedFinancial Disruptive Data AttackDOCS Medical GroupUSA USA United States of AmericaHigh income

9/7/2022 UndeterminedFinancial Exploitive UndeterminedAAA Collections (Advanced Asset Alliance)USA USA United States of AmericaHigh income

9/7/2022 UndeterminedUndeterminedExploitive UndeterminedOrder Express, Inc.USA USA United States of AmericaHigh income

9/7/2022 Lorenz Financial Mixed Data AttackLaddawn Inc.USA USA United States of AmericaHigh income

9/6/2022 UndeterminedFinancial UndeterminedUndeterminedGo-Ahead GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

9/6/2022 UndeterminedFinancial Mixed Data AttackStern Cardiovascular Foundation (SCF)USA USA United States of AmericaHigh income

9/6/2022 IT Army of UkraineProtest Disruptive External Denial of ServicesGazprombankRUS RUS Russian FederationUpper middle income

9/6/2022 People's CyberArmyProtest Disruptive External Denial of ServicesStrateg UKR UKR Ukraine Lower middle income

9/5/2022 Couple from VietnamFinancial Exploitive Exploitation of Application ServerInterContinental Hotels Group PLC (AKA IHG Hotels & Resorts)GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

9/5/2022 UndeterminedFinancial Exploitive UndeterminedSalud Family HealthUSA USA United States of AmericaHigh income

9/5/2022 People's CyberArmyProtest Disruptive External Denial of Servicesfreelance.uaUKR UKR Ukraine Lower middle income

9/4/2022 GhostSec Protest Exploitive Exploitation of Network InfrastructureUndeterminedISR ISR Israel High income

9/4/2022 UndeterminedProtest Exploitive Exploitation of End HostMossad chief David BarneaISR ISR Israel High income

9/4/2022 Vice SocietyFinancial Mixed Data AttackLos Angeles Unified School District (LAUSD)USA USA United States of AmericaHigh income

9/4/2022 NoName057(16)Protest Disruptive External Denial of ServicesTIROLA LTU LTU Lithuania High income

9/4/2022 NoName057(16)Protest Disruptive External Denial of ServicesLicatrans LTU LTU Lithuania High income

9/4/2022 People's CyberArmyProtest Disruptive External Denial of ServicesNikolaev cable televisionUKR UKR Ukraine Lower middle income

9/4/2022 Red Hackers AllianceProtest Disruptive External Denial of ServicesApravda UKR UKR Ukraine Lower middle income

9/4/2022 IT Army of UkraineProtest Disruptive External Denial of ServicesGazeta.RuRUS RUS Russian FederationUpper middle income

9/3/2022 AgainstTheWestProtest Exploitive Exploitation of Application ServerTikTok CHN CHN China Upper middle income

9/3/2022 RansomExxFinancial Mixed Data AttackNational Fund for Educational Development (FNDE)BRA BRA Brazil Upper middle income

9/3/2022 Kelvin SecurityFinancial Exploitive Exploitation of Application ServerUndisclosed retailerITA ITA Italy High income

9/3/2022 AgainstTheWestProtest Exploitive Exploitation of Application ServerWeChat CHN CHN China Upper middle income

9/3/2022 RansomExxFinancial Mixed Data AttackFundo Nacional de Desenvolvimento da Educa√ß√£oBRA BRA Brazil Upper middle income

9/3/2022 People's CyberArmyProtest Disruptive External Denial of ServicesUkranian National NewsUKR UKR Ukraine Lower middle income

9/3/2022 People's CyberArmyProtest Disruptive External Denial of ServicesEbashim UKR UKR Ukraine Lower middle income

9/2/2022 AnonymousProtest Disruptive Message ManipulationYandex TaxiRUS RUS Russian FederationUpper middle income

9/2/2022 UndeterminedFinancial Mixed Data AttackBardstown ConnectUSA USA United States of AmericaHigh income

9/2/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerCBC Group (CBC)USA USA United States of AmericaHigh income

9/2/2022 DESORDENFinancial Exploitive Exploitation of Application ServerBoga GroupIDN IDN Indonesia Upper middle income

9/2/2022 Two individualsFinancial Exploitive Exploitation of Application ServerRug Pull Finder 999 UndeterminedUndetermined#N/A

9/2/2022 UndeterminedFinancial Exploitive Exploitation of End HostOld Point National BankUSA USA United States of AmericaHigh income

9/2/2022 UndeterminedUndeterminedExploitive Exploitation of End HostFoundCareUSA USA United States of AmericaHigh income

9/2/2022 People's CyberArmyProtest Disruptive External Denial of ServicesCity of OdessaUKR UKR Ukraine Lower middle income

9/1/2022 REvil Financial Mixed Data AttackMidea GroupCHN CHN China Upper middle income

9/1/2022 Bjorka Financial Exploitive Exploitation of Application ServerUndisclosed organizationIDN IDN Indonesia Upper middle income

9/1/2022 UndeterminedFinancial Exploitive Exploitation of End HostNative American Rehabilitation Association of the Northwest (NARA NW)USA USA United States of AmericaHigh income

9/1/2022 FSB 18th√Ç¬†Center for Information Security (Berserk Bear)Political-EspionageExploitive Exploitation of Network InfrastructureUkrainian-based organizationsUKR UKR Ukraine Lower middle income

9/1/2022 AnonymousProtest Disruptive Physical AttackYandex RUS RUS Russian FederationUpper middle income



9/1/2022 IT Army of UkraineProtest Disruptive Message ManipulationCrimean news agenciesUKR UKR Ukraine Lower middle income

8/31/2022 ALPHVM Financial Mixed Data AttackEni ITA ITA Italy High income

8/31/2022 Karakurt Financial Exploitive International Centre for Migration Policy Development (ICMPD)AUT AUT Austria High income

8/31/2022 UndeterminedFinancial Exploitive Exploitation of End HostPlatinum PerformanceUSA USA United States of AmericaHigh income

8/31/2022 Hive Financial Mixed Data Attack,Exploitation of Application ServerNCG MedicalUSA USA United States of AmericaHigh income

8/31/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerAlta Forest ProductsUSA USA United States of AmericaHigh income

8/31/2022 UndeterminedFinancial Mixed Data AttackRussian mayor's offices and courtsRUS RUS Russian FederationUpper middle income

8/31/2022 People's CyberArmyProtest Disruptive External Denial of ServicesFree Russia CongressDEU DEU Germany High income

8/30/2022 Quilin Financial Disruptive Data AttackEmtelco COL COL Colombia Upper middle income

8/30/2022 UndeterminedFinancial Exploitive Exploitation of End HostMichigan MedicineUSA USA United States of AmericaHigh income

8/30/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerRegions HospitalUSA USA United States of AmericaHigh income

8/30/2022 UndeterminedPolitical-EspionageExploitive Exploitation of End HostLiz Truss GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

8/30/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerOverby-Seawell Company (OSC)USA USA United States of AmericaHigh income

8/30/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerNorthern Trust CorporationUSA USA United States of AmericaHigh income

8/30/2022 LockBit 3.0Financial Mixed Data AttackComune di Gorizia (Municipality of Gorizia)ITA ITA Italy High income

8/30/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerMeriplex CommunicationsUSA USA United States of AmericaHigh income

8/30/2022 UndeterminedUndeterminedDisruptive External Denial of ServicesTurto BankLTU LTU Lithuania High income

8/29/2022 ALPHVM Financial Mixed Data AttackGestore dei Servizi Energetici SpA (GSE)ITA ITA Italy High income

8/29/2022 UndeterminedProtest Disruptive External Denial of ServiceKiwi Farms 999 UndeterminedUndetermined#N/A

8/29/2022 UndeterminedFinancial Exploitive Exploitation of End HostMultinational company in IndiaIND IND India Lower middle income

8/29/2022 UndeterminedFinancial Exploitive Exploitation of End HostCity of LexingtonUSA USA United States of AmericaHigh income

8/29/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerSCA PharmaceuticalsUSA USA United States of AmericaHigh income

8/29/2022 UndeterminedFinancial Disruptive Data AttackDonlen CorporationUSA USA United States of AmericaHigh income

8/29/2022 UndeterminedFinancial Exploitive Exploitation of End HostEllington Management GroupUSA USA United States of AmericaHigh income

8/29/2022 BlackByte Financial Disruptive Data AttackGrande Stevens Law FirmITA ITA Italy High income

8/29/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerFranklin College.USA USA United States of AmericaHigh income

8/29/2022 UndeterminedFinancial Mixed Data AttackCity of Wheat RidgeUSA USA United States of AmericaHigh income

8/29/2022 NoName057(16)Protest Disruptive External Denial of ServicesTele2 LTU LTU Lithuania High income

8/29/2022 NoName057(16)Protest Disruptive External Denial of ServicesTelia LTU LTU Lithuania High income

8/29/2022 NoName057(16)Protest Disruptive External Denial of ServicesPravex UKR UKR Ukraine Lower middle income

8/29/2022 NoName057(16)Protest Disruptive External Denial of ServicesAccordbankUKR UKR Ukraine Lower middle income

8/29/2022 NoName057(16)Protest Disruptive External Denial of ServicesTrust CapitalUKR UKR Ukraine Lower middle income

8/29/2022 NoName057(16)Protest Disruptive External Denial of ServicesPoltavabankUKR UKR Ukraine Lower middle income

8/29/2022 NoName057(16)Protest Disruptive External Denial of ServicesDNB BankaLTU LTU Lithuania High income

8/28/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerSTART RUS RUS Russian FederationUpper middle income

8/28/2022 UndeterminedFinancial Mixed Data AttackEmergeOrthoUSA USA United States of AmericaHigh income

8/28/2022 UndeterminedProtest Exploitive UndeterminedUkranian marketplaceRUS RUS Russian FederationUpper middle income

8/28/2022 People's CyberArmyProtest Disruptive External Denial of ServicesAllo UKR UKR Ukraine Lower middle income

8/28/2022 IT Army of UkraineProtest Disruptive External Denial of ServicesDNS RUS RUS Russian FederationUpper middle income

8/27/2022 UndeterminedFinancial Disruptive Data AttackSernac (Chilean National Consumer Service)CHL CHL Chile High income

8/27/2022 IT Army of UkraineProtest Disruptive External Denial of ServicesMK RUS RUS Russian FederationUpper middle income

8/26/2022 Cuba Financial Mixed Data AttackMontenegro governmentMNE MNE MontenegroUpper middle income

8/26/2022 UndeterminedFinancial Exploitive Exploitation of End HostChester Upland School DistrictUSA USA United States of AmericaHigh income

8/26/2022 UndeterminedFinancial Disruptive External Denial of ServiceNew Hampshire LotteryUSA USA United States of AmericaHigh income

8/26/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerNelnet ServicingUSA USA United States of AmericaHigh income

8/26/2022 Ragnar LockerFinancial Mixed Data AttackTAP Air PortugalPRT PRT Portugal High income

8/26/2022 UndeterminedFinancial Mixed Data AttackFirst Street Family HealthUSA USA United States of AmericaHigh income

8/26/2022 Vice SocietyFinancial Mixed Data AttackFMC Family Medicine CentersUSA USA United States of AmericaHigh income

8/26/2022 UndeterminedFinancial Exploitive Exploitation of Application Servercorreos.gob.bo (Bolivian postal agency)BOL BOL Bolivia (Plurinational State of)Lower middle income

8/26/2022 UndeterminedUndeterminedDisruptive UndeterminedMontenegran InstitutionsMNE MNE MontenegroUpper middle income

8/26/2022 IT Army of UkraineProtest Disruptive External Denial of ServicesSputnik News AgencyRUS RUS Russian FederationUpper middle income

8/26/2022 People's CyberArmyProtest Disruptive External Denial of ServicesUkranian entertainment comapnyUKR UKR Ukraine Lower middle income

8/25/2022 UndeterminedFinancial Exploitive Exploitation of End HostLastPass USA USA United States of AmericaHigh income

8/25/2022 UndeterminedFinancial Exploitive Exploitation of End HostUndisclosed sports corporation999 UndeterminedUndetermined#N/A

8/25/2022 UndeterminedFinancial Exploitive Exploitation of End HostDoorDash USA USA United States of AmericaHigh income



8/25/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerThailand√É¬çs Department of Medical SciencesTHA THA Thailand Upper middle income

8/25/2022 UndeterminedFinancial Exploitive Exploitation of End HostCorrectHealthUSA USA United States of AmericaHigh income

8/25/2022 UndeterminedFinancial Exploitive Exploitation of End HostAncora Holdings GroupUSA USA United States of AmericaHigh income

8/25/2022 UndeterminedFinancial Mixed Data AttackValex CorporationUSA USA United States of AmericaHigh income

8/25/2022 DESORDENFinancial Mixed Data AttackPT JASAMARGA TOLLROAD OPERATOR (JMTO)IDN IDN Indonesia Upper middle income

8/25/2022 LockBit 3.0Financial Mixed Data AttackDon Serafino RonchiITA ITA Italy High income

8/25/2022 Hive Financial Mixed Data Attack,Exploitation of Application ServerNew York Racing Association (NYRA)USA USA United States of AmericaHigh income

8/25/2022 2402team Protest Exploitive UndeterminedRight Line RUS RUS Russian FederationUpper middle income

8/25/2022 IT Army of UkraineProtest Disruptive External Denial of ServicesTACC RUS RUS Russian FederationUpper middle income

8/25/2022 NoName057(16)Protest Disruptive External Denial of ServicesLatvian Eveseliba National Health SystemLVA LVA Latvia High income

8/24/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerPlex USA USA United States of AmericaHigh income

8/24/2022 Quantum Financial Mixed Data AttackDominican Republic's Instituto Agrario DominicanoDOM DOM Dominican RepublicUpper middle income

8/24/2022 UndeterminedFinancial UndeterminedUndeterminedSecurities and Exchange Commission of Pakistan (SECP)PAK PAK Pakistan Lower middle income

8/24/2022 UndeterminedFinancial UndeterminedUndeterminedNortheast Rehabilitation Hospital NetworkUSA USA United States of AmericaHigh income

8/24/2022 UndeterminedFinancial Exploitive Exploitation of End HostGifted HealthcareUSA USA United States of AmericaHigh income

8/24/2022 UndeterminedFinancial UndeterminedUndeterminedWhitman-Hanson School DistrictUSA USA United States of AmericaHigh income

8/24/2022 LockBit 3.0Financial Mixed Data AttackStudio BarbaITA ITA Italy High income

8/24/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerWarner Norcross & JuddUSA USA United States of AmericaHigh income

8/24/2022 IT Army of UkraineProtest Disruptive UndeterminedMiranda MediaUKR UKR Ukraine Lower middle income

8/24/2022 NoName057(16)Protest Disruptive External Denial of ServicesNational School of the Judiciary and the Prosecutor's OfficePOL POL Poland High income

8/23/2022 UndeterminedFinancial Disruptive Data AttackSt. Amant CentreCAN CAN Canada High income

8/23/2022 UndeterminedFinancial Disruptive External Denial of ServiceQuickLaunchUSA USA United States of AmericaHigh income

8/23/2022 ALPHVM Financial Disruptive Data AttackAccelya USA USA United States of AmericaHigh income

8/23/2022 Donut LeaksFinancial Mixed Data AttackSando SGP SGP Singapore High income

8/23/2022 UndeterminedFinancial Disruptive Data AttackBaker & Taylor,USA USA United States of AmericaHigh income

8/23/2022 UndeterminedFinancial Disruptive Data AttackAsl Citt√É¬∂ di Torino (National Health of the City of Turin)ITA ITA Italy High income

8/23/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerAxel RoyalUSA USA United States of AmericaHigh income

8/23/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerCiCi√É¬çs PizzaUSA USA United States of AmericaHigh income

8/23/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerCommunity Loan Servicing (CLS)USA USA United States of AmericaHigh income

8/23/2022 UndeterminedFinancial Exploitive Exploitation of End HostIllinois K-12 School DistrictUSA USA United States of AmericaHigh income

8/23/2022 Vice SocietyFinancial Mixed Data AttackMoon Area School DistrictUSA USA United States of AmericaHigh income

8/23/2022 IT Army of UkraineProtest Exploitive UndeterminedRight Line RUS RUS Russian FederationUpper middle income

8/23/2022 Killnet Protest Disruptive External Denial of ServicesMaldovan Tax ServiceMDA MDA Moldova (the Republic of)Upper middle income

8/23/2022 NoName057(16)Protest Disruptive External Denial of ServicesLDZ ApsardzeLVA LVA Latvia High income

8/23/2022 NoName057(16)Protest Disruptive External Denial of ServicesLatRailNet LVA LVA Latvia High income

8/23/2022 People's CyberArmyProtest Disruptive External Denial of ServicesDnepr Credit BankUKR UKR Ukraine Lower middle income

8/23/2022 NoName057(16)Protest Disruptive External Denial of ServicesLDZ CargoLVA LVA Latvia High income

8/22/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerCalifornia Department of Corrections and Rehabilitation (CDCR)USA USA United States of AmericaHigh income

8/22/2022 UndeterminedFinancial Disruptive Data AttackMansfield Independent School DistrictUSA USA United States of AmericaHigh income

8/22/2022 People's CyberArmyProtest Disruptive External Denial of ServicesIbox Bank UKR UKR Ukraine Lower middle income

8/22/2022 IT Army of UkraineProtest Disruptive External Denial of ServicesUnistream RUS RUS Russian FederationUpper middle income

8/22/2022 NoName057(16)Protest Disruptive External Denial of ServicesDelfi EST EST Estonia High income

8/22/2022 HaydamakiProtest Disruptive External Denial of ServicesTurandot PalaceRUS RUS Russian FederationUpper middle income

8/22/2022 NoName057(16)Protest Disruptive External Denial of ServicesKinnisvara24EST EST Estonia High income

8/21/2022 UndeterminedFinancial Exploitive Exploitation of End HostCosta GroupAUS AUS Australia High income

8/21/2022 UndeterminedFinancial Disruptive External Denial of ServiceLockBit 999 UndeterminedUndetermined#N/A

8/21/2022 LockBit Financial Mixed Data AttackSouth Francilien Hospital Center (CHSF)FRA FRA France High income

8/21/2022 Bjorka Financial Exploitive Exploitation of Application ServerIndiHome IDN IDN Indonesia Upper middle income

8/21/2022 NoName057(16)Protest Disruptive External Denial of ServicesTET LVA LVA Latvia High income

8/21/2022 People's CyberArmyProtest Disruptive External Denial of ServicesUkrainian Ministry of Digital TransformationUKR UKR Ukraine Lower middle income

8/21/2022 People's CyberArmyProtest Disruptive External Denial of ServicesCrimean PlatformUKR UKR Ukraine Lower middle income

8/20/2022 Ragnar LockerFinancial Mixed Data AttackDESFA GRC GRC Greece High income

8/20/2022 UndeterminedFinancial Disruptive Data AttackSierra CollegeUSA USA United States of AmericaHigh income

8/20/2022 Hive Financial Mixed Data Attack,Exploitation of Application ServerBell Technical Solutions (BTS)USA USA United States of AmericaHigh income

8/20/2022 NoName057(16)Protest Disruptive External Denial of ServicesDistrict Court of the city of BrodnitsaPOL POL Poland High income



8/19/2022 UndeterminedFinancial Disruptive Data AttackWhitworth UniversityUSA USA United States of AmericaHigh income

8/19/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerSferra Fine LinensUSA USA United States of AmericaHigh income

8/19/2022 UndeterminedFinancial Mixed Data AttackHoldcroft Motor GroupGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

8/19/2022 ALPHVM Financial Mixed Data AttackFremont CountyUSA USA United States of AmericaHigh income

8/19/2022 UndeterminedFinancial Exploitive Exploitation of End HostNorth Dakota√É¬çs Department of Workforce Safety & Insurance (WSI)USA USA United States of AmericaHigh income

8/19/2022 UndeterminedFinancial UndeterminedUndeterminedPrefeitura do RioBRA BRA Brazil Upper middle income

8/19/2022 Zarya Protest Exploitive UndeterminedUkrainian administrative centerUKR UKR Ukraine Lower middle income

8/19/2022 NoName057(16)Protest Disruptive External Denial of ServicesSupreme Court of PolandPOL POL Poland High income

8/19/2022 NoName057(16)Protest Disruptive External Denial of ServicesDistrict Court of the city of LimanowPOL POL Poland High income

8/19/2022 IT Army of UkraineProtest Disruptive External Denial of ServicesCentral Bank of the Russian FederationRUS RUS Russian FederationUpper middle income

8/19/2022 People's CyberArmyProtest Disruptive External Denial of ServicesRUpor UKR UKR Ukraine Lower middle income

8/18/2022 Vice SocietyFinancial Mixed Data AttackPROSOL CAN CAN Canada High income

8/18/2022 Vice SocietyFinancial Mixed Data AttackDepartment of Indre-et-LoireFRA FRA France High income

8/18/2022 Killnet Protest Disruptive External Denial of ServiceGovernment websites in EstoniaEST EST Estonia High income

8/18/2022 Killnet Protest Disruptive External Denial of ServiceESTO AS EST EST Estonia High income

8/18/2022 UndeterminedFinancial Disruptive External Denial of ServiceUndisclosed organization999 UndeterminedUndetermined#N/A

8/18/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerGeneral BytesUSA USA United States of AmericaHigh income

8/18/2022 UndeterminedFinancial UndeterminedUndeterminedPuerto Rico√É¬çs Oficina de Servicios Legislativos (Office of Legislative Services, OLS)USA USA United States of AmericaHigh income

8/18/2022 UndeterminedFinancial Exploitive Exploitation of End HostHenderson & Walton Women√É¬çs Center (HWWC)USA USA United States of AmericaHigh income

8/18/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerSF Fire Credit UnionUSA USA United States of AmericaHigh income

8/18/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerNewcourse CommunicationsUSA USA United States of AmericaHigh income

8/18/2022 UndeterminedFinancial Mixed Data AttackLionel HoldingsUSA USA United States of AmericaHigh income

8/18/2022 People's CyberArmyProtest Disruptive External Denial of ServicesfreenationsrfUKR UKR Ukraine Lower middle income

8/18/2022 NoName057(16)Protest Disruptive External Denial of ServicesSupreme Administrative Court of PolandPOL POL Poland High income

8/18/2022 People's CyberArmyProtest Disruptive External Denial of ServicesGlobal SpiritsUKR UKR Ukraine Lower middle income

8/17/2022 Ransom HouseFinancial Mixed Data AttackComune di ReggelloITA ITA Italy High income

8/17/2022 Ransom HouseFinancial Mixed Data AttackComune di PelagoITA ITA Italy High income

8/17/2022 Ransom HouseFinancial Mixed Data AttackComune di RufinaITA ITA Italy High income

8/17/2022 Ransom HouseFinancial Mixed Data AttackComune di LondaITA ITA Italy High income

8/17/2022 Ransom HouseFinancial Mixed Data AttackComune di GodenzoITA ITA Italy High income

8/17/2022 Ransom HouseFinancial Mixed Data AttackUnione di Comuni ValdarnoITA ITA Italy High income

8/17/2022 Ransom HouseFinancial Mixed Data AttackComune di ValdisieveITA ITA Italy High income

8/17/2022 Ransom HouseFinancial Mixed Data AttackComune di PontassieveITA ITA Italy High income

8/17/2022 UndeterminedFinancial Disruptive Data AttackPeter Brasseler HoldingsUSA USA United States of AmericaHigh income

8/17/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerCalcium ProductsUSA USA United States of AmericaHigh income

8/17/2022 UndeterminedFinancial Exploitive Exploitation of End HostForsyth County Medical OfficeUSA USA United States of AmericaHigh income

8/17/2022 NoName057(16)Protest Disruptive External Denial of ServicesPolish judicial courtsPOL POL Poland High income

8/17/2022 People's CyberArmyProtest Disruptive External Denial of ServicesDneprospetssalUKR UKR Ukraine Lower middle income

8/17/2022 People's CyberArmyProtest Disruptive External Denial of ServicesLvivTeploEnergoUKR UKR Ukraine Lower middle income

8/16/2022 Vice SocietyFinancial Mixed Data AttackConsejo Superior de Investigaciones CientificasESP ESP Spain High income

8/16/2022 Vice SocietyFinancial Mixed Data AttackVygon SpainESP ESP Spain High income

8/16/2022 People√É¬çs Cyber ArmySabotage Disruptive External Denial of ServiceEnergoatomUKR UKR Ukraine Lower middle income

8/16/2022 UndeterminedFinancial Exploitive Exploitation of End HostService By Medallion (SBM)USA USA United States of AmericaHigh income

8/16/2022 UndeterminedFinancial Mixed Data AttackHanesBrandsUSA USA United States of AmericaHigh income

8/16/2022 UndeterminedFinancial Mixed Data AttackAceitera General Deheza (AGD)ARG ARG Argentina Upper middle income

8/16/2022 People's CyberArmyProtest Disruptive External Denial of ServicesAweb UKR UKR Ukraine Lower middle income

8/16/2022 StudentCyberArmyProtest Disruptive External Denial of ServicesRussian regional administrationsRUS RUS Russian FederationUpper middle income

8/16/2022 IT Army of UkraineProtest Disruptive External Denial of ServicesRussian political partyRUS RUS Russian FederationUpper middle income

8/16/2022 Cyber PalyanitsaProtest Disruptive External Denial of ServicesRussian news agenciesRUS RUS Russian FederationUpper middle income

8/16/2022 People's CyberArmyProtest Disruptive External Denial of ServicesUkranian Institute of National RemembranceUKR UKR Ukraine Lower middle income

8/16/2022 HaydamakiProtest Disruptive External Denial of Services7-Tour RUS RUS Russian FederationUpper middle income

8/15/2022 UndeterminedFinancial Mixed Data AttackAscension St. Vincent's Coastal CardiologyUSA USA United States of AmericaHigh income

8/15/2022 Play Financial Disruptive Data AttackArgentina's Judiciary of C√É'rdobaARG ARG Argentina Upper middle income

8/15/2022 Cl0p Financial Mixed Data AttackSouth Staffordshire WaterGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

8/15/2022 UndeterminedFinancial Exploitive Exploitation of End HostDigitalOceanUSA USA United States of AmericaHigh income



8/15/2022 UndeterminedFinancial Mixed Data AttackBlackByte 2.0 999 UndeterminedUndetermined#N/A

8/15/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerSan Diego American Indian Health Center (SDAIHC)USA USA United States of AmericaHigh income

8/15/2022 UndeterminedFinancial Exploitive Exploitation of End HostFlorida Springs Surgery CenterUSA USA United States of AmericaHigh income

8/15/2022 LV Financial Disruptive Data AttackElefondati ITA ITA Italy High income

8/15/2022 UndeterminedFinancial Mixed Data AttackClark Patterson Lee (CPL)USA USA United States of AmericaHigh income

8/15/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerUnited HealthCare ServicesUSA USA United States of AmericaHigh income

8/15/2022 Hive Financial Mixed Data Attack,Exploitation of Application ServerDamart FRA FRA France High income

8/15/2022 UndeterminedFinancial Exploitive Exploitation of End HostEagle Mountain CityUSA USA United States of AmericaHigh income

8/15/2022 NoName057(16)Protest Disruptive External Denial of ServicesVizia MicrofinanceLVA LVA Latvia High income

8/15/2022 NoName057(16)Protest Disruptive External Denial of ServicesBanknote lvLVA LVA Latvia High income

8/15/2022 NoName057(16)Protest Disruptive External Denial of ServicesDelfin GroupLVA LVA Latvia High income

8/15/2022 NoName057(16)Protest Disruptive External Denial of ServicesWest KreditLVA LVA Latvia High income

8/14/2022 SilverTerrierFinancial Exploitive Exploitation of End HostEmpresa Nacional del Petr√É'leo (ENAP)CHL CHL Chile High income

8/14/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerDyersburg Family Walk-In ClinicUSA USA United States of AmericaHigh income

8/14/2022 Anonymous RussiaProtest Disruptive External Denial of ServicesPEOPLEnetUKR UKR Ukraine Lower middle income

8/14/2022 NoName057(16)Protest Disruptive External Denial of ServicesBite LTU LTU Lithuania High income

8/14/2022 Phoenix Protest Disruptive External Denial of ServicesDanish InstitutionsDNK DNK Denmark High income

8/14/2022 NoName057(16)Protest Disruptive External Denial of ServicesLesp√Ñ"ju Kred√Ñ¬´tsLVA LVA Latvia High income

8/14/2022 NoName057(16)Protest Disruptive External Denial of ServicesAssociation of Non-Banking Commercial Services of LatviaLVA LVA Latvia High income

8/14/2022 NoName057(16)Protest Disruptive External Denial of ServicesPKP CargoPOL POL Poland High income

8/14/2022 NoName057(16)Protest Disruptive External Denial of ServicesDagsa LTU LTU Lithuania High income

8/14/2022 IT Army of UkraineProtest Disruptive External Denial of ServicesRussian news agenciesRUS RUS Russian FederationUpper middle income

8/14/2022 People's CyberArmyProtest Disruptive External Denial of ServicesProm UKR UKR Ukraine Lower middle income

8/14/2022 HaydamakiProtest Disruptive External Denial of ServicesRussian tour agencyRUS RUS Russian FederationUpper middle income

8/13/2022 UndeterminedFinancial Exploitive Exploitation of End HostCS.MONEY 999 UndeterminedUndetermined#N/A

8/13/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerBharatPay IND IND India Lower middle income

8/13/2022 NoName057(16)Protest Disruptive External Denial of ServicesAssociation of Latvian payment services and electronic money institutionsLVA LVA Latvia High income

8/12/2022 pompompurinFinancial Exploitive Exploitation of Application ServerShitExpress 999 UndeterminedUndetermined#N/A

8/12/2022 UndeterminedFinancial UndeterminedUndeterminedMailchimp USA USA United States of AmericaHigh income

8/12/2022 UndeterminedFinancial Exploitive Exploitation of End HostConifer Health SolutionsUSA USA United States of AmericaHigh income

8/12/2022 UndeterminedFinancial Exploitive Exploitation of End HostOverlake Medical Center & ClinicsUSA USA United States of AmericaHigh income

8/12/2022 UndeterminedFinancial Mixed Data AttackOnyx TechnologiesUSA USA United States of AmericaHigh income

8/12/2022 XJP Financial Exploitive Exploitation of Application ServerCOVID health mobile app run by the city of ShanghaiCHN CHN China Upper middle income

8/12/2022 UndeterminedPolitical-EspionageExploitive Exploitation of Application ServerPresidency of MoldovaMDA MDA Moldova (the Republic of)Upper middle income

8/12/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerMorrie√É¬çs Auto GroupUSA USA United States of AmericaHigh income

8/12/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerVitra HealthUSA USA United States of AmericaHigh income

8/12/2022 IT Army of UkraineProtest Disruptive External Denial of ServicesRussian video conferencing productsRUS RUS Russian FederationUpper middle income

8/11/2022 Killnet Protest Exploitive UndeterminedLockheed MartinUSA USA United States of AmericaHigh income

8/11/2022 Killnet Protest Disruptive External Denial of ServiceWebsite of Latvia√É¬çs parliamentLVA LVA Latvia High income

8/11/2022 UndeterminedFinancial Exploitive UndeterminedLee County Emergency Medical ServicesUSA USA United States of AmericaHigh income

8/11/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerUnknown credit agencyUSA USA United States of AmericaHigh income

8/11/2022 UndeterminedFinancial Exploitive Exploitation of Application ServeriPay88 MYS MYS Malaysia Upper middle income

8/11/2022 UndeterminedFinancial Mixed Data AttackYpsilanti Community Utilities AuthorityUSA USA United States of AmericaHigh income

8/11/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerMJH Life Sciences (MJH)USA USA United States of AmericaHigh income

8/11/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerBlume GlobalUSA USA United States of AmericaHigh income

8/11/2022 UndeterminedFinancial Disruptive Data AttackYale MedicineUSA USA United States of AmericaHigh income

8/11/2022 HaydamakiProtest Disruptive External Denial of ServicesBaunti OmskRUS RUS Russian FederationUpper middle income

8/10/2022 Initial access broker (IAB) with ties to the UNC2447 cyber crime gang, Lapsus$ threat actor group, and Yanluowang ransomware operators.Financial Exploitive Exploitation of End HostCisco USA USA United States of AmericaHigh income

8/10/2022 UndeterminedFinancial UndeterminedUndeterminedButler County Health Care CenterUSA USA United States of AmericaHigh income

8/10/2022 RansomHouseFinancial Disruptive Data AttackMunicipalities of Valdisieve and ValdarnoITA ITA Italy High income

8/10/2022 Daixin TeamFinancial Disruptive Data AttackIsta InternationalDEU DEU Germany High income

8/10/2022 UndeterminedFinancial Disruptive Data AttackSumiwa Koun Co.JPN JPN Japan High income

8/10/2022 UndeterminedFinancial Disruptive Message ManipulationPeruvian Congress of the RepublicPER PER Peru Upper middle income

8/10/2022 ViktorLustigFinancial Exploitive Exploitation of Application ServerUniversity of KashmirIND IND India Lower middle income

8/10/2022 UndeterminedFinancial UndeterminedUndeterminedNAF, Inc. USA USA United States of AmericaHigh income



8/10/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerLegacy Supply Chain ServicesUSA USA United States of AmericaHigh income

8/10/2022 Anonymous RussiaProtest Disruptive External Denial of ServicesSecurity Service of UkraineUKR UKR Ukraine Lower middle income

8/10/2022 UndeterminedUndeterminedDisruptive External Denial of ServicesLETA LVA LVA Latvia High income

8/9/2022 UndeterminedFinancial Exploitive Exploitation of End HostCloudflare USA USA United States of AmericaHigh income

8/9/2022 NoName057(16)Protest Disruptive External Denial of ServiceFinland's parliamentFIN FIN Finland High income

8/9/2022 UndeterminedFinancial Exploitive Exploitation of End HostCloudflare USA USA United States of AmericaHigh income

8/9/2022 UndeterminedFinancial Exploitive Exploitation of End HostCurve Finance 999 UndeterminedUndetermined#N/A

8/9/2022 UndeterminedFinancial Disruptive Data AttackBombardier Recreational Products (BRP)CAN CAN Canada High income

8/9/2022 UndeterminedFinancial Disruptive Data AttackSimon-Marius-GymnasiumDEU DEU Germany High income

8/9/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerAtsugishi Fishery Cooperative AssociationJPN JPN Japan High income

8/9/2022 UndeterminedFinancial Disruptive Data AttackJudicial Poder of Quintana RooMEX MEX Mexico Upper middle income

8/9/2022 UndeterminedFinancial Exploitive UndeterminedTexas Meter & Device Company (TMD)USA USA United States of AmericaHigh income

8/9/2022 Killnet Protest Disruptive External Denial of ServicesIlga CHE CHE SwitzerlandHigh income

8/9/2022 People's CyberArmyProtest Disruptive External Denial of ServicesMinistry of Economy of UkraineUKR UKR Ukraine Lower middle income

8/9/2022 Phoenix Protest Disruptive External Denial of ServicesBritish HospitalsGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

8/8/2022 UndeterminedFinancial Disruptive Data Attack7-Eleven DNK DNK Denmark High income

8/8/2022 UndeterminedFinancial Exploitive Exploitation of End HostKlaviyo USA USA United States of AmericaHigh income

8/8/2022 UndeterminedFinancial Exploitive Exploitation of End HostColumbia River Mental Health Services (CRMHS)USA USA United States of AmericaHigh income

8/8/2022 UndeterminedFinancial Disruptive External Denial of ServiceBulgarian Food Safety Agency (BFSA)BGR BGR Bulgaria Upper middle income

8/8/2022 UndeterminedFinancial Exploitive UndeterminedeCapital Corp.USA USA United States of AmericaHigh income

8/8/2022 UndeterminedFinancial Disruptive Data Attack7-Eleven DNK DNK Denmark High income

8/8/2022 UndeterminedFinancial Exploitive Exploitation of End HostKlaviyo USA USA United States of AmericaHigh income

8/8/2022 UndeterminedFinancial Exploitive Exploitation of End HostColumbia River Mental Health Services (CRMHS)USA USA United States of AmericaHigh income

8/8/2022 UndeterminedFinancial Disruptive External Denial of ServiceBulgarian Food Safety Agency (BFSA)BGR BGR Bulgaria Upper middle income

8/8/2022 UndeterminedFinancial Disruptive UndeterminedC√É¬§mara Municipal de TeresinaBRA BRA Brazil Upper middle income

8/8/2022 UndeterminedFinancial Exploitive UndeterminedeCapital Corp.USA USA United States of AmericaHigh income

8/8/2022 Hive Financial Mixed Data Attack,Exploitation of Application ServerTift Regional Medical CenterUSA USA United States of AmericaHigh income

8/8/2022 IT Army of UkraineProtest Disruptive External Denial of ServicesTrueConf RUS RUS Russian FederationUpper middle income

8/8/2022 People's CyberArmyProtest Disruptive External Denial of ServicesAccounts Chamber of UkraineUKR UKR Ukraine Lower middle income

8/8/2022 People's CyberArmyProtest Disruptive External Denial of ServicesUkranian governmental databaseUKR UKR Ukraine Lower middle income

8/8/2022 UndeterminedUndeterminedDisruptive External Denial of ServicesAdministration of the capital of the Donetsk People's RepublicUKR UKR Ukraine Lower middle income

8/8/2022 Killnet Protest Disruptive External Denial of ServicesHRSA USA USA United States of AmericaHigh income

8/8/2022 HaydamakiProtest Disruptive External Denial of ServicesAerodynamikaRUS RUS Russian FederationUpper middle income

8/7/2022 UndeterminedFinancial Exploitive Exploitation of End HostPresbyterian Healthcare ServicesUSA USA United States of AmericaHigh income

8/7/2022 UndeterminedFinancial Exploitive Exploitation of End HostTwilio USA USA United States of AmericaHigh income

8/7/2022 UndeterminedFinancial Exploitive Exploitation of End HostSteven GalanisUSA USA United States of AmericaHigh income

8/7/2022 BL00DY Financial Disruptive Data AttackPrimary Care of Long IslandUSA USA United States of AmericaHigh income

8/7/2022 BL00DY Financial Disruptive Data Attackoncallpractice.comUSA USA United States of AmericaHigh income

8/7/2022 UndeterminedFinancial Exploitive Exploitation of End HostTwilio USA USA United States of AmericaHigh income

8/7/2022 UndeterminedFinancial Exploitive Exploitation of End HostSteven GalanisUSA USA United States of AmericaHigh income

8/7/2022 BL00DY Financial Disruptive Data AttackPrimary Care of Long IslandUSA USA United States of AmericaHigh income

8/7/2022 BL00DY Financial Disruptive Data Attackoncallpractice.comUSA USA United States of AmericaHigh income

8/6/2022 UndeterminedProtest Disruptive Message ManipulationFormosa Television (FTV)TWN TWN Taiwan (Province of China)High income

8/6/2022 Hive Financial Mixed Data Attack,Exploitation of Application ServerSERV Behavioral Health SystemUSA USA United States of AmericaHigh income

8/6/2022 UndeterminedFinancial Disruptive Data AttackDisability Help GroupUSA USA United States of AmericaHigh income

8/6/2022 UndeterminedProtest Disruptive Message ManipulationFormosa Television (FTV)TWN TWN Taiwan (Province of China)High income

8/6/2022 Hive Financial Mixed Data Attack,Exploitation of Application ServerSERV Behavioral Health SystemUSA USA United States of AmericaHigh income

8/6/2022 UndeterminedFinancial Disruptive Data AttackDisability Help GroupUSA USA United States of AmericaHigh income

8/6/2022 Black BastaFinancial Mixed Data AttackElbit Systems of AmericaUSA USA United States of AmericaHigh income

8/5/2022 UndeterminedFinancial Mixed Data AttackColosseum Dental BeneluxNLD NLD NetherlandsHigh income

8/5/2022 UndeterminedFinancial Disruptive Data AttackAdvanced GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

8/5/2022 NGB 3rd Technical Surveillance BureauFinancial Exploitive Exploitation of End HostdeBridge Finance999 UndeterminedUndetermined#N/A

8/5/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerPriority HealthUSA USA United States of AmericaHigh income

8/5/2022 Donut LeaksFinancial Disruptive Data AttackSheppard RobsonUSA USA United States of AmericaHigh income

8/5/2022 UndeterminedProtest Exploitive Exploitation of Application ServerCellebrite ISR ISR Israel High income



8/5/2022 UndeterminedFinancial Exploitive Exploitation of End HostCenterstoneUSA USA United States of AmericaHigh income

8/5/2022 UndeterminedFinancial Disruptive External Denial of ServiceWarsaw Municipal PolicePOL POL Poland High income

8/5/2022 UndeterminedFinancial Exploitive UndeterminedAtlantic Dialysis Management Services (ADMS)USA USA United States of AmericaHigh income

8/5/2022 ALPHVM Financial Mixed Data AttackAD ConsultingITA ITA Italy High income

8/5/2022 UndeterminedFinancial Mixed Data AttackColosseum Dental BeneluxNLD NLD NetherlandsHigh income

8/5/2022 UndeterminedFinancial Disruptive Data AttackAdvanced GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

8/5/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerPriority HealthUSA USA United States of AmericaHigh income

8/5/2022 Donut LeaksFinancial Disruptive Data AttackSheppard RobsonUSA USA United States of AmericaHigh income

8/5/2022 UndeterminedProtest Exploitive Exploitation of Application ServerCellebrite ISR ISR Israel High income

8/5/2022 UndeterminedFinancial Exploitive Exploitation of End HostCenterstoneUSA USA United States of AmericaHigh income

8/5/2022 UndeterminedFinancial Disruptive External Denial of ServiceWarsaw Municipal PolicePOL POL Poland High income

8/5/2022 UndeterminedFinancial Disruptive Data AttackBrazil National Petroleum, Natural Gas and Biofuels Agency (ANP)BRA BRA Brazil Upper middle income

8/5/2022 UndeterminedFinancial Exploitive UndeterminedAtlantic Dialysis Management Services (ADMS)USA USA United States of AmericaHigh income

8/5/2022 UndeterminedUndeterminedExploitive Exploitation of End HostOrlando HealthUSA USA United States of AmericaHigh income

8/5/2022 NoName057(16)Protest Disruptive External Denial of ServicesPolish District Court in ChrubieszowPOL POL Poland High income

8/4/2022 UndeterminedProtest Disruptive External Denial of ServiceTaiwan√É¬çs Ministry of National DefenseTWN TWN Taiwan (Province of China)High income

8/4/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerQuestionProUSA USA United States of AmericaHigh income

8/4/2022 UndeterminedFinancial Mixed Data AttackPractice ResourcesUSA USA United States of AmericaHigh income

8/4/2022 UndeterminedFinancial Disruptive Data AttackSpinneys ARE ARE United Arab EmiratesHigh income

8/4/2022 UndeterminedFinancial Disruptive Data AttackFriedrich Air ConditioningUSA USA United States of AmericaHigh income

8/4/2022 Hive Financial Mixed Data Attack,Exploitation of Application ServerENN GroupCHN CHN China Upper middle income

8/4/2022 UndeterminedProtest Disruptive External Denial of ServiceTaiwan√É¬çs Ministry of National DefenseTWN TWN Taiwan (Province of China)High income

8/4/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerQuestionProUSA USA United States of AmericaHigh income

8/4/2022 UndeterminedFinancial Mixed Data AttackPractice ResourcesUSA USA United States of AmericaHigh income

8/4/2022 UndeterminedFinancial Disruptive Data AttackFriedrich Air ConditioningUSA USA United States of AmericaHigh income

8/3/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerSolana ASM ASM American SamoaHigh income

8/3/2022 UndeterminedFinancial Mixed Data AttackIndependent Case Management (ICM)USA USA United States of AmericaHigh income

8/3/2022 GuacamayaProtest Exploitive Exploitation of Application ServerAgencia Nacional de Hidrocarburos (ANH)COL COL Colombia Upper middle income

8/3/2022 GuacamayaProtest Exploitive Exploitation of Application ServerNew Granada Energy CorporationCOL COL Colombia Upper middle income

8/3/2022 GuacamayaProtest Exploitive Exploitation of Application ServerQuiborax CHL CHL Chile High income

8/3/2022 GuacamayaProtest Exploitive Exploitation of Application ServerOryx VEN VEN Venezuela (Bolivarian Republic of)Upper middle income

8/3/2022 GuacamayaProtest Exploitive Exploitation of Application ServerTejucana BRA BRA Brazil Upper middle income

8/3/2022 GuacamayaProtest Exploitive Exploitation of Application ServerGuatemala√É¬çs Ministerio De Ambiente y Recursos Naturales.GTM GTM GuatemalaUpper middle income

8/3/2022 AnonymousProtest Disruptive Message ManipulationHeilongjiang Society Scientific Community FederationsCHN CHN China Upper middle income

8/3/2022 UndeterminedFinancial Disruptive Data AttackTribunal de Justi√Ç¬ça do Distrito Federal e dos Territ√É'riosBRA BRA Brazil Upper middle income

8/3/2022 Vice SocietyFinancial Mixed Data AttackLinn-Mar School DistrictUSA USA United States of AmericaHigh income

8/3/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerThe Country Club at Woodfield (Woodfield Country Club)USA USA United States of AmericaHigh income

8/3/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerSolana 999 UndeterminedUndetermined#N/A

8/3/2022 UndeterminedFinancial Disruptive Data AttackAssociation of German Chambers of Industry and Commerce (DIHK)DEU DEU Germany High income

8/3/2022 UndeterminedFinancial Mixed Data AttackIndependent Case Management (ICM)USA USA United States of AmericaHigh income

8/3/2022 GuacamayaProtest Exploitive Exploitation of Application ServerENAMI ECU ECU Ecuador Upper middle income

8/3/2022 GuacamayaProtest Exploitive Exploitation of Application ServerAgencia Nacional de Hidrocarburos (ANH)COL COL Colombia Upper middle income

8/3/2022 GuacamayaProtest Exploitive Exploitation of Application ServerNew Granada Energy CorporationCOL COL Colombia Upper middle income

8/3/2022 GuacamayaProtest Exploitive Exploitation of Application ServerQuiborax CHL CHL Chile High income

8/3/2022 GuacamayaProtest Exploitive Exploitation of Application ServerOryx VEN VEN Venezuela (Bolivarian Republic of)Upper middle income

8/3/2022 GuacamayaProtest Exploitive Exploitation of Application ServerGuatemala√É¬çs Ministerio De Ambiente y Recursos Naturales.GTM GTM GuatemalaUpper middle income

8/3/2022 Vice SocietyFinancial Mixed Data AttackLinn-Mar School DistrictUSA USA United States of AmericaHigh income

8/3/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerThe Country Club at Woodfield (Woodfield Country Club)USA USA United States of AmericaHigh income

8/3/2022 NoName057(16)Protest Disruptive External Denial of ServicesPolska Grupa EnergetycznaPOL POL Poland High income

8/3/2022 NoName057(16)Protest Disruptive External Denial of ServicesInstitute of Metallurgy and Materials Science of the Polish Academy of SciencesPOL POL Poland High income

8/2/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerLifespire ServicesUSA USA United States of AmericaHigh income

8/2/2022 UndeterminedProtest Disruptive External Denial of ServiceGovernment of TaiwanTWN TWN Taiwan (Province of China)High income

8/2/2022 UndeterminedFinancial Disruptive Data AttackWDB HoldingsJPN JPN Japan High income

8/2/2022 LockBit Financial Disruptive Data AttackTekinox ITA ITA Italy High income

8/2/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerUndisclosed Italian CompanyITA ITA Italy High income



8/2/2022 UndeterminedProtest Disruptive External Denial of ServiceGovernment of TaiwanTWN TWN Taiwan (Province of China)High income

8/2/2022 LockBit Financial Disruptive Data AttackTekinox ITA ITA Italy High income

8/2/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerUndisclosed Italian CompanyITA ITA Italy High income

8/2/2022 People's CyberArmyProtest Disruptive External Denial of ServicesKirovohrad RadaUKR UKR Ukraine Lower middle income

8/2/2022 NoName057(16)Protest Disruptive External Denial of ServicesSprintAir POL POL Poland High income

8/1/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerSee TicketsGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

8/1/2022 Killnet Protest Disruptive External Denial of ServiceLockheed MartinUSA USA United States of AmericaHigh income

8/1/2022 LV Financial Disruptive Data AttackSemikron DEU DEU Germany High income

8/1/2022 UndeterminedFinancial Disruptive Message ManipulationImran KhanPAK PAK Pakistan Lower middle income

8/1/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerNomad USA USA United States of AmericaHigh income

8/1/2022 Killnet Protest Disruptive External Denial of ServiceLockheed MartinUSA USA United States of AmericaHigh income

8/1/2022 UndeterminedFinancial Disruptive Message ManipulationImran KhanPAK PAK Pakistan Lower middle income

8/1/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerNomad USA USA United States of AmericaHigh income

8/1/2022 HaydamakiProtest Disruptive External Denial of ServicesRussian Ministry of Health of ReptilesRUS RUS Russian FederationUpper middle income

8/1/2022 IT Army of UkraineProtest Disruptive External Denial of ServicesNumerous Russian banksRUS RUS Russian FederationUpper middle income

8/1/2022 Adrastea UndeterminedExploitive Exploitation of Application ServerMBDA ITA ITA Italy High income

8/1/2022 NoName057(16)Protest Disruptive External Denial of ServicesPolish Defense HoldingsPOL POL Poland High income

8/1/2022 NoName057(16)Protest Disruptive External Denial of ServicesBydgoszcz AirportPOL POL Poland High income

8/1/2022 People's CyberArmyProtest Disruptive External Denial of ServicesUkrspecexportUKR UKR Ukraine Lower middle income

7/31/2022 DESORDENFinancial Exploitive Exploitation of Application ServerSrikrung Broker Co.THA THA Thailand Upper middle income

7/31/2022 DESORDENFinancial Exploitive Exploitation of Application ServerFrasers Property Thailand Public Company Limited.THA THA Thailand Upper middle income

7/31/2022 DESORDENFinancial Exploitive Exploitation of Application ServerUnion Auction Public Company Limited.THA THA Thailand Upper middle income

7/31/2022 DESORDENFinancial Exploitive Exploitation of Application Server724.co.th THA THA Thailand Upper middle income

7/31/2022 UndeterminedFinancial UndeterminedUndeterminedTicketera BRA BRA Brazil Upper middle income

7/31/2022 UndeterminedFinancial Disruptive Message ManipulationMick FoleyUSA USA United States of AmericaHigh income

7/31/2022 UndeterminedFinancial Disruptive Message ManipulationMick FoleyUSA USA United States of AmericaHigh income

7/31/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerSamsung USA USA United States of AmericaHigh income

7/31/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerShangri-LaCHN CHN China Upper middle income

7/30/2022 UndeterminedFinancial UndeterminedUndeterminedBromford Housing AssociationGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

7/30/2022 Vice SocietyFinancial Mixed Data AttackBSA Hospice of the SouthwestUSA USA United States of AmericaHigh income

7/30/2022 Vice SocietyFinancial Mixed Data AttackFamily Medicine CentersFMC ClinicsUSA USA United States of AmericaHigh income

7/30/2022 MirrorFaceUndeterminedExploitive Exploitation of End HostJapanese politiciansJPN JPN Japan High income

7/30/2022 People's CyberArmyProtest Disruptive External Denial of ServicesChernihiv regional administrationUKR UKR Ukraine Lower middle income

7/30/2022 NoName057(16)Protest Disruptive External Denial of ServicesWroc√Ö¬Çaw AirportPOL POL Poland High income

7/29/2022 Hive Financial Mixed Data Attack,Exploitation of Application ServerWootton Upper SchoolGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

7/29/2022 Hive Financial Mixed Data Attack,Exploitation of Application ServerKimberley CollegeGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

7/29/2022 UndeterminedFinancial Exploitive Exploitation of End HostAllegheny Health NetworkUSA USA United States of AmericaHigh income

7/29/2022 UndeterminedFinancial Mixed Data AttackGoldsboro PodiatryUSA USA United States of AmericaHigh income

7/29/2022 UndeterminedFinancial Exploitive Exploitation of End HostHealthback HoldingsUSA USA United States of AmericaHigh income

7/29/2022 UndeterminedFinancial Exploitive Exploitation of End HostMinuteman Senior Services (MSS)USA USA United States of AmericaHigh income

7/29/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerWisan Smith Racker & Prescott (WSRP)USA USA United States of AmericaHigh income

7/29/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerGardner Resources ConsultingUSA USA United States of AmericaHigh income

7/29/2022 UndeterminedFinancial Exploitive Exploitation of End HostRetireOne USA USA United States of AmericaHigh income

7/29/2022 UndeterminedFinancial Mixed Data AttackCommunity Surgical Supply (CSS)USA USA United States of AmericaHigh income

7/29/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerCentral Maine Medical CenterUSA USA United States of AmericaHigh income

7/29/2022 Snatch Financial Mixed Data AttackLAVA IND IND India Lower middle income

7/29/2022 HaydamakiProtest Disruptive External Denial of ServicesRussian internet providerRUS RUS Russian FederationUpper middle income

7/29/2022 NoName057(16)Protest Disruptive External Denial of ServicesZielona Gora-BabimostPOL POL Poland High income

7/29/2022 NoName057(16)Protest Disruptive External Denial of ServicesWarsaw AirportPOL POL Poland High income

7/29/2022 UndeterminedUndeterminedExploitive UndeterminedRussian PostRUS RUS Russian FederationUpper middle income

7/29/2022 People's CyberArmyProtest Disruptive External Denial of ServicesUA Press UKR UKR Ukraine Lower middle income

7/28/2022 ALPHVM Financial Mixed Data AttackTNQ TechnologiesIND IND India Lower middle income

7/28/2022 ALPHVM Financial Mixed Data AttackHERC BRA BRA Brazil Upper middle income

7/28/2022 UndeterminedFinancial UndeterminedUndeterminedUS Federal Court SystemUSA USA United States of AmericaHigh income

7/28/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerGaedeke GroupUSA USA United States of AmericaHigh income



7/28/2022 UndeterminedFinancial Exploitive Exploitation of Application Server911[.]re 999 UndeterminedUndetermined#N/A

7/28/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerNirvana FinanceUSA USA United States of AmericaHigh income

7/28/2022 UndeterminedFinancial UndeterminedUndeterminedUnione dei Comuni Valdisieve e Valdarno (Municipalities of Valdisieve and Valdarno)ITA ITA Italy High income

7/27/2022 UndeterminedFinancial UndeterminedUndeterminedFlambeau USA USA United States of AmericaHigh income

7/27/2022 UndeterminedFinancial Disruptive Data AttackNetStandardUSA USA United States of AmericaHigh income

7/27/2022 UndeterminedUndeterminedDisruptive External Denial of ServiceUndeterminedKIR BAT Kiribati Lower middle income

7/27/2022 UndeterminedFinancial Mixed Data AttackOneTouchPointUSA USA United States of AmericaHigh income

7/27/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerSt. Luke's Health SystemUSA USA United States of AmericaHigh income

7/27/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerGatto, Pope & WalrickUSA USA United States of AmericaHigh income

7/27/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerGelt FinanceUSA USA United States of AmericaHigh income

7/27/2022 UndeterminedFinancial Exploitive UndeterminedBehavioral Health GroupUSA USA United States of AmericaHigh income

7/27/2022 Lorenz Financial Mixed Data AttackMPS Credit UnionUSA USA United States of AmericaHigh income

7/27/2022 People's CyberArmyProtest Disruptive External Denial of ServicesDnepropetrovsk regional administrationUKR UKR Ukraine Lower middle income

7/26/2022 ALPHVM Financial Mixed Data AttackJOHN A. BODZIAK ARCHITECT AIAUSA USA United States of AmericaHigh income

7/26/2022 UndeterminedPolitical-EspionageExploitive Exploitation of End HostNikos AndroulakisGRC GRC Greece High income

7/26/2022 UndeterminedFinancial Exploitive Exploitation of End HostLaborers International Union of North America Local 1098USA USA United States of AmericaHigh income

7/26/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerGannon Associates Insurance AgencyUSA USA United States of AmericaHigh income

7/26/2022 UndeterminedFinancial Mixed Data AttackDigiPen Institute of TechnologyUSA USA United States of AmericaHigh income

7/26/2022 UndeterminedFinancial Disruptive Message ManipulationAV-TEST DEU DEU Germany High income

7/26/2022 UndeterminedFinancial Exploitive Exploitation of End HostTown of SaugertiesUSA USA United States of AmericaHigh income

7/26/2022 Snatch Financial Mixed Data AttackHall Cross AcademyGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

7/26/2022 UndeterminedFinancial Undetermined Rede Top BRA BRA Brazil Upper middle income

7/26/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerThe North FaceUSA USA United States of AmericaHigh income

7/26/2022 UndeterminedUndeterminedDisruptive External Denial of ServicesLatvia's Corruption Prevention and Combating BureauLVA LVA Latvia High income

7/26/2022 Team OneFistUndeterminedDisruptive UndeterminedMinskkommunteplosetBLR BLR Belarus Upper middle income

7/26/2022 NoName057(16)Protest Disruptive External Denial of ServicesPozna√Ö¬Ñ √Ö¬Åawica AirportPOL POL Poland High income

7/26/2022 NoName057(16)Protest Disruptive External Denial of ServicesBydgoszcz AirportPOL POL Poland High income

7/26/2022 NoName057(16)Protest Disruptive External Denial of ServicesSzczecin-Goleniow International AirportPOL POL Poland High income

7/25/2022 LV Financial Disruptive Data AttackGESIS ITA ITA Italy High income

7/25/2022 ALPHVM Financial Mixed Data AttackCreos Luxembourg S.A.LUX LUX LuxembourgHigh income

7/25/2022 ALPHVM Financial Mixed Data AttackEnovos LUX LUX LuxembourgHigh income

7/25/2022 UndeterminedFinancial Disruptive Data AttackWilson Tool InternationalUSA USA United States of AmericaHigh income

7/25/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerBoeing Employees' Credit Union (BECU)USA USA United States of AmericaHigh income

7/25/2022 LockBit Financial Mixed Data AttackTown of St. MarysCAN CAN Canada High income

7/25/2022 Matrong Financial Exploitive Exploitation of Application ServerLopes BRA BRA Brazil Upper middle income

7/25/2022 Zarya Protest UndeterminedUndeterminedUkranian internet providerUKR UKR Ukraine Lower middle income

7/25/2022 UndeterminedUndeterminedDisruptive External Denial of ServicesMoskovsky KomsomoletsRUS RUS Russian FederationUpper middle income

7/24/2022 ALPHVM Financial Mixed Data AttackSRM TechnologiesUSA USA United States of AmericaHigh income

7/24/2022 ALPHVM Financial Mixed Data AttackHolland CPAUSA USA United States of AmericaHigh income

7/24/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerAudius USA USA United States of AmericaHigh income

7/24/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerPolicybazaarIND IND India Lower middle income

7/24/2022 NoName057(16)Protest Disruptive External Denial of ServicesKredito GarantasLTU LTU Lithuania High income

7/24/2022 NoName057(16)Protest Disruptive External Denial of ServicesLTG Infra LTU LTU Lithuania High income

7/24/2022 NoName057(16)Protest Disruptive External Denial of ServicesSimatra LTU LTU Lithuania High income

7/23/2022 ALPHVM Financial Mixed Data AttackHometrust Mortgage CompanyUSA USA United States of AmericaHigh income

7/23/2022 People's CyberArmyProtest Disruptive External Denial of ServicesCity of OdessaUKR UKR Ukraine Lower middle income

7/23/2022 NoName057(16)Protest Disruptive External Denial of ServicesAmi LogistikaLTU LTU Lithuania High income

7/23/2022 NoName057(16)Protest Disruptive External Denial of ServicesDagsa LTU LTU Lithuania High income

7/22/2022 devil Financial Exploitive Exploitation of Application ServerTwitter USA USA United States of AmericaHigh income

7/22/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerCity of NewportUSA USA United States of AmericaHigh income

7/22/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerClinivate USA USA United States of AmericaHigh income

7/22/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerArhaus USA USA United States of AmericaHigh income

7/22/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerShields Health Care GroupUSA USA United States of AmericaHigh income

7/22/2022 AnonymousProtest Exploitive Exploitation of Application ServerLiberty CounselUSA USA United States of AmericaHigh income

7/22/2022 UndeterminedFinancial Exploitive Exploitation of End HostOklahoma City Housing Authority (OCHA)USA USA United States of AmericaHigh income



7/22/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerArts and Culture TrustAUS AUS Australia High income

7/22/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerUnknown organizationTHA THA Thailand Upper middle income

7/22/2022 UndeterminedFinancial UndeterminedUndeterminedQmunity CAN CAN Canada High income

7/22/2022 LockBit 3.0Financial Mixed Data AttackRovagnati ITA ITA Italy High income

7/22/2022 NoName057(16)Protest Disruptive External Denial of ServicesUgma LTU LTU Lithuania High income

7/22/2022 NoName057(16)Protest Disruptive External Denial of ServicesDaroda LTU LTU Lithuania High income

7/22/2022 NoName057(16)Protest Disruptive External Denial of ServicesBaltic TranslineLTU LTU Lithuania High income

7/21/2022 UndeterminedSabotage Disruptive Message ManipulationTAVR MediaUKR UKR Ukraine Lower middle income

7/21/2022 UndeterminedFinancial Mixed Data AttackEntrust USA USA United States of AmericaHigh income

7/21/2022 TA4563 Financial Exploitive Exploitation of Application ServerVarious European financial and investment entities999 UndeterminedUndetermined#N/A

7/21/2022 UndeterminedFinancial Mixed Data AttackMWD DigitalITA ITA Italy High income

7/21/2022 Ransom HouseFinancial Mixed Data AttackFairfax - Crum & ForsterUSA USA United States of AmericaHigh income

7/21/2022 Vice SocietyFinancial Mixed Data AttackCHDE POLSKAPOL POL Poland High income

7/20/2022 ALPHVM Financial Mixed Data AttackHANDLER Bau GmbHAUT AUT Austria High income

7/20/2022 TarTarX Financial Exploitive Exploitation of Application ServerNeopets 999 UndeterminedUndetermined#N/A

7/20/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerWaterloo Region District School BoardCAN CAN Canada High income

7/20/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerBronx Accountable Healthcare NetworkUSA USA United States of AmericaHigh income

7/20/2022 Snatch Financial Mixed Data AttackAtlantic Dialysis Management ServicesUSA USA United States of AmericaHigh income

7/20/2022 NoName057(16)Protest Disruptive External Denial of ServicesLuminor LTU LTU Lithuania High income

7/20/2022 Killnet Protest Disruptive External Denial of ServicesBoeing USA USA United States of AmericaHigh income

7/20/2022 GhostSec Protest Disruptive Physical AttackGysinoozerskaya Hydro-Power PlantRUS RUS Russian FederationUpper middle income

7/19/2022 ALPHVM Financial Mixed Data AttackContinental ManagementUSA USA United States of AmericaHigh income

7/19/2022 ALPHVM Financial Mixed Data AttackNelsons law LLPGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

7/19/2022 ALPHVM Financial Mixed Data AttackReed Pope LawCAN CAN Canada High income

7/19/2022 Quantum Financial Mixed Data AttackDelon Hampton & Associates, CharteredUSA USA United States of AmericaHigh income

7/19/2022 SVR (COZYBEAR)Political-EspionageExploitive Exploitation of End HostNATO Country in Europe999 UndeterminedUndetermined#N/A

7/19/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerVista BankUSA USA United States of AmericaHigh income

7/19/2022 DESORDENFinancial Exploitive Exploitation of Application ServerBetter Way Thailand Company LimitedTHA THA Thailand Upper middle income

7/19/2022 Vice SocietyFinancial Mixed Data AttackEdenfield AUS AUS Australia High income

7/19/2022 Vice SocietyFinancial Mixed Data AttackSan Luis Coastal Unified School DistrictUSA USA United States of AmericaHigh income

7/19/2022 Vice SocietyFinancial Mixed Data AttackXQUADRAT GmbHDEU DEU Germany High income

7/19/2022 UndeterminedFinancial Mixed Data AttackNYSARC Columbia County Chapter (COARC)USA USA United States of AmericaHigh income

7/19/2022 NoName057(16)Protest Disruptive External Denial of ServicesOllex LTU LTU Lithuania High income

7/18/2022 ALPHVM Financial Mixed Data AttackKKJM LawfirmUSA USA United States of AmericaHigh income

7/18/2022 Quantum Financial Mixed Data AttackBroshuis | Driving innovationNLD NLD NetherlandsHigh income

7/18/2022 APT27 (Iron Panda)Political-EspionageExploitive Exploitation of End HostBelgium defense and interior ministriesBEL BEL Belgium High income

7/18/2022 APT30 Political-EspionageExploitive Exploitation of End HostBelgium defense and interior ministriesBEL BEL Belgium High income

7/18/2022 Ministry of State Security's (MSS) (APT31)Political-EspionageExploitive Exploitation of End HostBelgium defense and interior ministriesBEL BEL Belgium High income

7/18/2022 APT27 (Iron Panda)Political-EspionageExploitive Exploitation of End HostBelgium defense and interior ministriesBEL BEL Belgium High income

7/18/2022 LockBit Financial Mixed Data AttackTown of FrederickUSA USA United States of AmericaHigh income

7/18/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerCleartrip IND IND India Lower middle income

7/18/2022 Thailand Political-EspionageExploitive Exploitation of End HostPolitical ActivistsTHA THA Thailand Upper middle income

7/18/2022 Altahrea TeamProtest Disruptive External Denial of ServiceIsrael's Health MinistryISR ISR Israel High income

7/18/2022 UndeterminedFinancial Disruptive Data AttackZabicall KOR KOR Korea (the Republic of)High income

7/18/2022 NoName057(16)Protest Disruptive External Denial of ServicesDNB BankaLTU LTU Lithuania High income

7/18/2022 XakNet Protest Exploitive UndeterminedAV Metal GroupUKR UKR Ukraine Lower middle income

7/17/2022 UndeterminedFinancial Disruptive Internal Denial of ServiceGovernment websites in AlbaniaALB ALB Albania Upper middle income

7/17/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerPremint NFTUSA USA United States of AmericaHigh income

7/17/2022 UndeterminedFinancial Exploitive Exploitation of End HostRoblox CorporationUSA USA United States of AmericaHigh income

7/17/2022 NoName057(16)Protest Disruptive External Denial of ServicesEnergijos Skirstymo OperatoriusLTU LTU Lithuania High income

7/17/2022 NoName057(16)Protest Disruptive External Denial of ServicesTIROLA LTU LTU Lithuania High income

7/16/2022 UndeterminedFinancial Exploitive Exploitation of End HostSecurities and Exchange Board of India (SEBI)IND IND India Lower middle income

7/16/2022 UndeterminedFinancial Disruptive Data AttackSpanish National Research Council (CSIC)ESP ESP Spain High income

7/16/2022 UndeterminedFinancial Disruptive Data AttackSpanish National Research Council (CSIC)ESP ESP Spain High income

7/16/2022 NoName057(16)Protest Disruptive External Denial of ServicesEquinox EuropeLTU LTU Lithuania High income



7/15/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerMorgan HuntGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

7/15/2022 UndeterminedFinancial Disruptive Data AttackNarragansett Bay CommissionUSA USA United States of AmericaHigh income

7/15/2022 UndeterminedFinancial Exploitive Exploitation of End HostDeeKay Kwon 999 UndeterminedUndetermined#N/A

7/15/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerGas SouthUSA USA United States of AmericaHigh income

7/15/2022 UndeterminedFinancial Exploitive Exploitation of End HostAllOne Health ResourcesUSA USA United States of AmericaHigh income

7/15/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerNorthcentral University (NCU)USA USA United States of AmericaHigh income

7/15/2022 Avos LockerFinancial Disruptive Data AttackCollege of MontMorencyCAN CAN Canada High income

7/15/2022 UndeterminedFinancial Disruptive Message ManipulationCity of WichitaUSA USA United States of AmericaHigh income

7/15/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerOrthoArizonaUSA USA United States of AmericaHigh income

7/15/2022 Altahrea TeamProtest Disruptive Physical AttackOrot Yosef power plantISR ISR Israel High income

7/15/2022 UndeterminedFinancial Mixed Data AttackAnesthesia AssociatesUSA USA United States of AmericaHigh income

7/15/2022 UndeterminedFinancial Exploitive Exploitation of End HostOneAmerica Financial PartnersUSA USA United States of AmericaHigh income

7/15/2022 NoName057(16)Protest Disruptive External Denial of ServicesBaltic TranslineLTU LTU Lithuania High income

7/14/2022 ALPHVM Financial Mixed Data AttackUnisuper S.A.GTM GTM GuatemalaUpper middle income

7/14/2022 ALPHVM Financial Mixed Data AttackDuda & Sons , Inc.USA USA United States of AmericaHigh income

7/14/2022 ALPHVM Financial Mixed Data Attackduda.com USA USA United States of AmericaHigh income

7/14/2022 NGB 3rd Technical Surveillance BureauPolitical-EspionageExploitive Exploitation of End HostUndisclosed US-based media organizationUSA USA United States of AmericaHigh income

7/14/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerPetersen International Underwriters ("PIU")USA USA United States of AmericaHigh income

7/14/2022 UndeterminedFinancial Exploitive Exploitation of Application Serveralio.lt LTU LTU Lithuania High income

7/14/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerCenterspaceUSA USA United States of AmericaHigh income

7/14/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerLawson ProductsUSA USA United States of AmericaHigh income

7/14/2022 UndeterminedFinancial Exploitive Exploitation of SensorsHilton Garden Inn Cleveland DowntownUSA USA United States of AmericaHigh income

7/14/2022 UndeterminedFinancial Disruptive Data AttackUniversity of WindsorCAN CAN Canada High income

7/14/2022 NoName057(16)Protest Disruptive External Denial of ServicesOrlen LietuvaLTU LTU Lithuania High income

7/13/2022 ALPHVM Financial Mixed Data AttackBandai NamcoJPN JPN Japan High income

7/13/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerColorado Springs UtilitiesUSA USA United States of AmericaHigh income

7/13/2022 Transparent TribePolitical-EspionageExploitive Exploitation of End HostStudents at various educational institutions in IndiaIND IND India Lower middle income

7/13/2022 NoName057(16)Protest Disruptive External Denial of ServicesLithuanian loan brokerLTU LTU Lithuania High income

7/13/2022 NoName057(16)Protest Disruptive External Denial of ServicesLithuanian logistics companyLTU LTU Lithuania High income

7/12/2022 Cuba Financial Mixed Data AttackSite TechnologySAU SAU Saudi ArabiaHigh income

7/12/2022 Quantum Financial Mixed Data AttackAmerican International IndustriesUSA USA United States of AmericaHigh income

7/12/2022 Ukraine IT ArmyProtest Disruptive External Denial of ServiceKinomax RUS RUS Russian FederationUpper middle income

7/12/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerUniswap USA USA United States of AmericaHigh income

7/12/2022 UndeterminedPolitical-EspionageExploitive Exploitation of End HostEuropean Central BankKIR BAT Kiribati Lower middle income

7/12/2022 UndeterminedFinancial Exploitive Exploitation of End HostDeakin UniversityAUS AUS Australia High income

7/12/2022 al-Tahera Protest Disruptive Message ManipulationTel Aviv MunicipalityISR ISR Israel High income

7/12/2022 UndeterminedFinancial Exploitive Exploitation of End HostAllied Urological ServicesUSA USA United States of AmericaHigh income

7/12/2022 Confucius Political-EspionageExploitive Exploitation of End HostPakistani government and military institutionsPAK PAK Pakistan Lower middle income

7/12/2022 Ukraine IT ArmyProtest Disruptive External Denial of ServiceMori CinemaRUS RUS Russian FederationUpper middle income

7/12/2022 Ukraine IT ArmyProtest Disruptive External Denial of ServiceLuxor RUS RUS Russian FederationUpper middle income

7/12/2022 Ukraine IT ArmyProtest Disruptive External Denial of ServiceAlmaz RUS RUS Russian FederationUpper middle income

7/12/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerUT Specialty Dental Services (AKA Aspire Surgical)USA USA United States of AmericaHigh income

7/11/2022 ALPHVM Financial Mixed Data AttackHydra-ElectricUSA USA United States of AmericaHigh income

7/11/2022 BianLian Financial Mixed Data AttackMooresville SchoolsUSA USA United States of AmericaHigh income

7/11/2022 UndeterminedFinancial Disruptive Data AttackDepartment of Indre-et-LoireFRA FRA France High income

7/11/2022 UndeterminedFinancial Disruptive Data AttackPrefeitura Municipal de ItapemirimBRA BRA Brazil Upper middle income

7/11/2022 UndeterminedFinancial Mixed Data AttackPhysicians' Spine and Rehabilitation Specialists of GeorgiaUSA USA United States of AmericaHigh income

7/11/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerLubbock Heart & Surgical HospitalUSA USA United States of AmericaHigh income

7/11/2022 RaHDIt Protest Mixed External Denial of ServicesSecurity Service of UkraineUKR UKR Ukraine Lower middle income

7/11/2022 DEV-0586 Sabotage Disruptive UndeterminedUkranian state entitiesUKR UKR Ukraine Lower middle income

7/11/2022 Killnet Protest Disruptive External Denial of ServicesOfficial Polish websitesPOL POL Poland High income

7/10/2022 UndeterminedFinancial Disruptive Data AttackWordFly USA USA United States of AmericaHigh income

7/10/2022 Lorenz Financial Mixed Data AttackFandeli USA USA United States of AmericaHigh income

7/10/2022 AnonymousProtest Disruptive UndeterminedBelarus National Legal Internet PortalBLR BLR Belarus Upper middle income

7/9/2022 UndeterminedProtest Disruptive External Denial of ServiceIgnitis GroupLTU LTU Lithuania High income



7/9/2022 NoName057(16)Protest Disruptive External Denial of ServicesLithuanian portLTU LTU Lithuania High income

7/8/2022 Killnet Protest Disruptive External Denial of ServiceMultiple targets in LatviaLVA LVA Latvia High income

7/8/2022 LockBit Financial Disruptive Data AttackLa Poste MobileFRA FRA France High income

7/8/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerSouthern Environmental, Inc. ("SEI")USA USA United States of AmericaHigh income

7/8/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerFamily Practice Center ("FPC")USA USA United States of AmericaHigh income

7/8/2022 UndeterminedFinancial Mixed Data AttackCentral Licensing BureauUSA USA United States of AmericaHigh income

7/8/2022 Killnet Protest Disruptive External Denial of ServiceCongress.govUSA USA United States of AmericaHigh income

7/8/2022 BlackByte Financial Disruptive Data AttackLamoille Health PartnersUSA USA United States of AmericaHigh income

7/8/2022 BlackByte Financial Disruptive Data AttackGateway RehabUSA USA United States of AmericaHigh income

7/8/2022 UndeterminedFinancial UndeterminedUndeterminedFondazione Edmund MachITA ITA Italy High income

7/8/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerVPN SolutionsUSA USA United States of AmericaHigh income

7/8/2022 UndeterminedFinancial Mixed Data AttackNorth Highland CompanyUSA USA United States of AmericaHigh income

7/8/2022 NoName057(16)Protest Disruptive External Denial of ServicesLithuanian National RailwaysLTU LTU Lithuania High income

7/7/2022 UndeterminedFinancial Disruptive Message ManipulationDisney USA USA United States of AmericaHigh income

7/7/2022 UndeterminedFinancial Disruptive Data AttackFlood monitoring system in GoaIND IND India Lower middle income

7/7/2022 UndeterminedFinancial Exploitive Exploitation of End HostMarino Boutique HotelPRT PRT Portugal High income

7/7/2022 UndeterminedFinancial Disruptive Data AttackMattituck School DistrictUSA USA United States of AmericaHigh income

7/7/2022 XakNet Protest Disruptive Message ManipulationUkranian Archive ServicesUKR UKR Ukraine Lower middle income

7/7/2022 NoName057(16)Protest Disruptive External Denial of ServicesPolish Investment and Trade AgencyPOL POL Poland High income

7/6/2022 UndeterminedFinancial Disruptive Data AttackSHI InternationalUSA USA United States of AmericaHigh income

7/6/2022 LockBit 3.0Financial Mixed Data AttackALPA ITA ITA Italy High income

7/5/2022 pompompurinFinancial Exploitive Exploitation of Application ServerMangatoon 999 UndeterminedUndetermined#N/A

7/5/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerBWI Airport MarriottUSA USA United States of AmericaHigh income

7/5/2022 UndeterminedFinancial Disruptive Data AttackCollege of the DesertUSA USA United States of AmericaHigh income

7/5/2022 Bitter Political-EspionageExploitive Exploitation of End HostMilitary entities in BangladeshBGD BGD BangladeshLower middle income

7/5/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerSouthwest Health CenterUSA USA United States of AmericaHigh income

7/5/2022 NGB 3rd Technical Surveillance BureauPolitical-EspionageExploitive Exploitation of Network InfrastructureMultiple organizations in JapanJPN JPN Japan High income

7/5/2022 Lorenz Financial Mixed Data AttackGresco USA USA United States of AmericaHigh income

7/5/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerKeyBank USA USA United States of AmericaHigh income

7/5/2022 UndeterminedUndeterminedDisruptive External Denial of ServicesDonetsk AdministrationUKR UKR Ukraine Lower middle income

7/5/2022 UndeterminedUndeterminedDisruptive Data AttackCommune and City Hall in Goleni√É¬≥wPOL POL Poland High income

7/4/2022 Cuba Financial Mixed Data AttackSTM 999 UndeterminedUndetermined#N/A

7/4/2022 ChinaDan Financial Exploitive Exploitation of Application ServerShanghai National Police (SHGA)?CHN CHN China Upper middle income

7/4/2022 al-Tahera Protest Disruptive External Denial of ServiceMass Transit System LtdISR ISR Israel High income

7/4/2022 UndeterminedFinancial Disruptive Data AttackCedar Rapids Community School DistrictUSA USA United States of AmericaHigh income

7/4/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerKokikai Yasue HospitalJPN JPN Japan High income

7/4/2022 LockBit 3.0Financial Mixed Data AttackFAAC GroupITA ITA Italy High income

7/4/2022 Vice SocietyFinancial Mixed Data AttackVectalia groupESP ESP Spain High income

7/4/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerReiter Affiliated CompaniesUSA USA United States of AmericaHigh income

7/4/2022 NoName057(16)Protest Disruptive External Denial of ServicesSupply website of the Norwegian National Security AgencyNOR NOR Norway High income

7/4/2022 UndeterminedUndeterminedExploitive Exploitation of Application ServerTutu.ru RUS RUS Russian FederationUpper middle income

7/3/2022 Spid3r Protest Exploitive Exploitation of Application ServerSpace Research Institute of the Russian Academy of Sciences (IKI RAN).RUS RUS Russian FederationUpper middle income

7/3/2022 UndeterminedFinancial Disruptive Message ManipulationBritish ArmyGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

7/3/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerCrema FinanceTWN TWN Taiwan (Province of China)High income

7/3/2022 Lorenz Financial Mixed Data AttackBiothane usaUSA USA United States of AmericaHigh income

7/3/2022 ICC_H@ckTeamProtest Exploitive Exploitation of SensorsUkranian NewsUKR UKR Ukraine Lower middle income

7/2/2022 Vice SocietyFinancial Mixed Data AttackPilton Community CollegeGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

7/2/2022 Vice SocietyFinancial Mixed Data AttackDe Montfort SchoolGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

7/2/2022 Vice SocietyFinancial Mixed Data AttackSt Paul's Catholic CollegeGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

7/2/2022 Vice SocietyFinancial Mixed Data AttackCarmel CollegeGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

7/2/2022 Vice SocietyFinancial Mixed Data AttackSt Helens CollegeGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

7/2/2022 Vice SocietyFinancial Mixed Data AttackMerseyside CollegeGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

7/2/2022 Vice SocietyFinancial Mixed Data AttackMossbourne FederationGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

7/2/2022 Cloud AtlasPolitical-EspionageExploitive Exploitation of Application ServerHigh profile victimsMDA MDA Moldova (the Republic of)Upper middle income

7/2/2022 UndeterminedUndeterminedDisruptive External Denial of ServicesEstonian Office of the PresidentEST EST Estonia High income



7/2/2022 UndeterminedUndeterminedDisruptive External Denial of ServicesUndisclosed Norwegian BankNOR NOR Norway High income

7/1/2022 XakNet Protest Exploitive Exploitation of Application ServerDTEK UKR UKR Ukraine Lower middle income

7/1/2022 Killnet Protest Disruptive External Denial of ServiceUS Federal Tax Payment System (Payusatax.com)USA USA United States of AmericaHigh income

7/1/2022 Quantum Financial Mixed Data AttackProfessional Finance Company Inc. (PFC)USA USA United States of AmericaHigh income

7/1/2022 UndeterminedFinancial Exploitive Exploitation of End HostATC Healthcare ServicesUSA USA United States of AmericaHigh income

7/1/2022 Avos LockerFinancial Mixed Data AttackChristus Spohn Health System CorporationUSA USA United States of AmericaHigh income

7/1/2022 UndeterminedFinancial Mixed Data AttackCarolina Behavioral Health AllianceUSA USA United States of AmericaHigh income

7/1/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerEast West Family of CompaniesUSA USA United States of AmericaHigh income

7/1/2022 Everest Financial Disruptive Data AttackAmalfitana GasITA ITA Italy High income

7/1/2022 Vice SocietyFinancial Mixed Data AttackOspedale Macedonio MelloniITA ITA Italy High income

7/1/2022 Cloud AtlasPolitical-EspionageExploitive Exploitation of Application ServerHigh profile victimsBLR BLR Belarus Upper middle income

7/1/2022 UndeterminedUndeterminedExploitive UndeterminedRetreat Behavioral HealthUSA USA United States of AmericaHigh income

6/30/2022 UndeterminedFinancial Exploitive Exploitation of End HostCardiac Imaging Associates, CIAUSA USA United States of AmericaHigh income

6/30/2022 Snatch Financial Mixed Data AttackHEMERIA FRA FRA France High income

6/30/2022 UndeterminedFinancial Exploitive Exploitation of End HostTessie Cleveland Community ServicesUSA USA United States of AmericaHigh income

6/30/2022 UndeterminedFinancial Exploitive UndeterminedXavier CollegeAUS AUS Australia High income

6/30/2022 Cloud AtlasPolitical-EspionageExploitive Exploitation of Application ServerHigh profile victimsRUS RUS Russian FederationUpper middle income

6/30/2022 Killnet Protest Disruptive External Denial of ServicesColombian stock exchangeCOL COL Colombia Upper middle income

6/30/2022 IT Army of UkraineProtest Mixed External Denial of ServicesRoseltorg RUS RUS Russian FederationUpper middle income

6/29/2022 Quantum Financial Mixed Data AttackCrupi GroupCAN CAN Canada High income

6/29/2022 Quantum Financial Mixed Data AttackZEUS ScientificUSA USA United States of AmericaHigh income

6/29/2022 Snatch Financial Mixed Data AttackApex USA USA United States of AmericaHigh income

6/29/2022 UndeterminedFinancial Mixed Data AttackHome Care Providers of Texas (HCPT)USA USA United States of AmericaHigh income

6/29/2022 Legion Cyber SpetsnazProtest Disruptive External Denial of ServicesUndeterminedNOR NOR Norway High income

6/29/2022 Legion Cyber SpetsnazProtest Disruptive External Denial of ServicesUndeterminedNOR NOR Norway High income

6/29/2022 Legion Cyber SpetsnazProtest Disruptive External Denial of ServicesUndeterminedNOR NOR Norway High income

6/27/2022 Vice SocietyFinancial Mixed Data AttackMinistry of Agriculture Rebublic IndonesiaIDN IDN Indonesia Upper middle income

6/27/2022 UndeterminedFinancial Disruptive External Denial of ServiceUndisclosed Chinese telecommunications service providerCHN CHN China Upper middle income

6/27/2022 Killnet Protest Disruptive External Denial of ServicesLithuanian state institutionsLTU LTU Lithuania High income

6/26/2022 Vice SocietyFinancial Mixed Data AttackMedical University of InnsbruckAUT AUT Austria High income

6/26/2022 LockBit 3.0Financial Exploitive UndeterminedWabtec CorporationUSA USA United States of AmericaHigh income

6/25/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerMacmillan PublishersUSA USA United States of AmericaHigh income

6/23/2022 Quantum Financial Mixed Data AttackAvante Health SolutionsUSA USA United States of AmericaHigh income

6/23/2022 Lorenz Financial Mixed Data AttackUppco USA USA United States of AmericaHigh income

6/23/2022 Snatch Financial Mixed Data AttackWarren ResourcesUSA USA United States of AmericaHigh income

6/23/2022 Snatch Financial Mixed Data AttackXtera USA USA United States of AmericaHigh income

6/22/2022 Cuba Financial Mixed Data Attackr1group.it ITA ITA Italy High income

6/22/2022 Snatch Financial Mixed Data AttackMab GroupARE ARE United Arab EmiratesHigh income

6/22/2022 Snatch Financial Mixed Data AttackMcdonald'sUSA USA United States of AmericaHigh income

6/22/2022 Vice SocietyFinancial Mixed Data AttackPT Astra Honda MotorIDN IDN Indonesia Upper middle income

6/21/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerUndisclosed software development vendor999 UndeterminedUndetermined#N/A

6/20/2022 Vice SocietyFinancial Mixed Data AttackPilton Community CollegeGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

6/18/2022 UndeterminedPolitical-EspionageExploitive UndeterminedAlliance 90/The GreensDEU DEU Germany High income

6/17/2022 Vice SocietyFinancial Mixed Data AttackGrand Valley State UniversityUSA USA United States of AmericaHigh income

6/17/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerRadio Free AsiaUSA USA United States of AmericaHigh income

6/16/2022 Quantum Financial Mixed Data AttackRG Alliance GroupUSA USA United States of AmericaHigh income

6/16/2022 Lorenz Financial Mixed Data AttackWis-Pak, IncUSA USA United States of AmericaHigh income

6/16/2022 UndeterminedProtest Disruptive External Denial of ServicesKursk Region AdministrationRUS RUS Russian FederationUpper middle income

6/16/2022 UndeterminedProtest Disruptive External Denial of ServicesSt. Petersburg International Economic ForumRUS RUS Russian FederationUpper middle income

6/15/2022 Blue MockingbirdFinancial Exploitive Exploitation of Application ServerVulnerable Telerik UI systems999 UndeterminedUndetermined#N/A

6/15/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerBenefit Plan Administrators, Inc. (BPA)USA USA United States of AmericaHigh income

6/15/2022 UndeterminedFinancial Exploitive Exploitation of End HostUniversity of Chicago Medical Center (UCMC)USA USA United States of AmericaHigh income

6/15/2022 UndeterminedFinancial Disruptive Data AttackThe Allison Inn & SpaUSA USA United States of AmericaHigh income

6/15/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerBenefit Plan Administrators, Inc. (BPA)USA USA United States of AmericaHigh income

6/15/2022 UndeterminedFinancial Exploitive Exploitation of End HostUniversity of Chicago Medical Center (UCMC)USA USA United States of AmericaHigh income



6/15/2022 Vice SocietyFinancial Mixed Data AttackNovelty GroupFRA FRA France High income

6/14/2022 Quantum Financial Mixed Data AttackM. Green and Company LLPUSA USA United States of AmericaHigh income

6/14/2022 Quantum Financial Mixed Data AttackYMCA USA USA United States of AmericaHigh income

6/14/2022 Quantum Financial Mixed Data AttackMedlab PathologyAUS AUS Australia High income

6/14/2022 Quantum Financial Mixed Data AttackShred StationUSA USA United States of AmericaHigh income

6/14/2022 UndeterminedFinancial Exploitive Exploitation of End HostRobert HalfUSA USA United States of AmericaHigh income

6/14/2022 UndeterminedFinancial UndeterminedUndeterminedAmeriprise Financial, Inc.USA USA United States of AmericaHigh income

6/14/2022 UndeterminedFinancial Exploitive Exploitation of End HostDiversiTech CorporationUSA USA United States of AmericaHigh income

6/14/2022 UndeterminedFinancial Exploitive Exploitation of End HostRobert HalfUSA USA United States of AmericaHigh income

6/14/2022 UndeterminedFinancial Exploitive Exploitation of End HostAmeriprise Financial, Inc.USA USA United States of AmericaHigh income

6/13/2022 Belarusian Cyber PartisansProtest Exploitive Exploitation of Application ServerBelarusian Ministry of Internal AffairsBLR BLR Belarus Upper middle income

6/13/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerGuadalupe CountyUSA USA United States of AmericaHigh income

6/13/2022 DragonForce MalaysiaProtest Disruptive Message ManipulationAt least 70 Indian government and private sector websitesIND IND India Lower middle income

6/13/2022 UndeterminedFinancial Disruptive Data AttackMontrose Environmental GroupUSA USA United States of AmericaHigh income

6/13/2022 Belarusian Cyber PartisansProtest Exploitive Exploitation of SensorBelarusian Ministry of Internal AffairsBLR BLR Belarus Upper middle income

6/13/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerGuadalupe CountyUSA USA United States of AmericaHigh income

6/13/2022 DragonForce MalaysiaProtest Disruptive Message ManipulationIndian GovernmentIND IND India Lower middle income

6/13/2022 UndeterminedFinancial Disruptive Data AttackMontrose Environmental GroupUSA USA United States of AmericaHigh income

6/13/2022 UndeterminedUndeterminedExploitive UndeterminedW.W. WallworkUSA USA United States of AmericaHigh income

6/12/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerDialAmerica MarketingUSA USA United States of AmericaHigh income

6/12/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerEntega DEU DEU Germany High income

6/12/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerMainzer StadtwerkeDEU DEU Germany High income

6/12/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerDialAmerica MarketingUSA USA United States of AmericaHigh income

6/12/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerEntega DEU DEU Germany High income

6/12/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerMainzer StadtwerkeDEU DEU Germany High income

6/12/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerSoutheast Colorado Hospital District (SECHD)USA USA United States of AmericaHigh income

6/11/2022 Vice SocietyFinancial Mixed Data AttackPalermo ITA ITA Italy High income

6/10/2022 RansomHouseFinancial Disruptive Data AttackShoprite HoldingsZAF ZAF South AfricaUpper middle income

6/10/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerAlliance Physical Therapy PartnersUSA USA United States of AmericaHigh income

6/10/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerWeller Truck PartsUSA USA United States of AmericaHigh income

6/10/2022 UndeterminedFinancial Exploitive Exploitation of End HostThe People ConcernUSA USA United States of AmericaHigh income

6/10/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerAlliance Physical Therapy PartnersUSA USA United States of AmericaHigh income

6/10/2022 UndeterminedFinancial Exploitive Exploitation of End HostThe People ConcernUSA USA United States of AmericaHigh income

6/10/2022 AnonymousProtest Exploitive Exploitation of Application ServerUndeterminedRUS RUS Russian FederationUpper middle income

6/10/2022 UndeterminedProtest Disruptive External Denial of ServicesYakutia State AssemblyRUS RUS Russian FederationUpper middle income

6/10/2022 NoName057(16)Protest Disruptive External Denial of ServicesITT Inc. USA USA United States of AmericaHigh income

6/9/2022 UndeterminedFinancial Disruptive Data Attack90 Degree Benefits MinnesotaUSA USA United States of AmericaHigh income

6/9/2022 UndeterminedFinancial Mixed Data AttackChristiana Spine CenterUSA USA United States of AmericaHigh income

6/9/2022 UndeterminedFinancial Exploitive Exploitation of End HostSimpson UniversityUSA USA United States of AmericaHigh income

6/9/2022 UndeterminedFinancial UndeterminedUndetermined90 Degree Benefits WisconsinUSA USA United States of AmericaHigh income

6/9/2022 UndeterminedFinancial UndeterminedUndetermined90 Degree Benefits MinnesotaUSA USA United States of AmericaHigh income

6/9/2022 UndeterminedFinancial Disruptive Data AttackChristiana Spine CenterUSA USA United States of AmericaHigh income

6/9/2022 UndeterminedFinancial Exploitive Exploitation of End HostSimpson UniversityUSA USA United States of AmericaHigh income

6/9/2022 NB65 (AKA Network Battalion 65)Protest Exploitive Exploitation of Application ServerER-Telecom HoldingRUS RUS Russian FederationUpper middle income

6/9/2022 UndeterminedProtest Disruptive External Denial of ServicesRussia's Federal Service for Surveillance on Consumer Rights Protection and Human WellbeingRUS RUS Russian FederationUpper middle income

6/8/2022 UndeterminedProtest Disruptive Message ManipulationKommersant FMRUS RUS Russian FederationUpper middle income

6/8/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerChoice Health InsuranceUSA USA United States of AmericaHigh income

6/8/2022 UndeterminedFinancial UndeterminedUndeterminedOptimism Foundation999 UndeterminedUndetermined#N/A

6/8/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerGYM Network 999 UndeterminedUndetermined#N/A

6/8/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerOsmosis 999 UndeterminedUndetermined#N/A

6/8/2022 UndeterminedProtest Disruptive Message ManipulationKommersant FMRUS RUS Russian FederationUpper middle income

6/8/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerChoice Health InsuranceUSA USA United States of AmericaHigh income

6/8/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerGYM Network 999 UndeterminedUndetermined#N/A

6/8/2022 UndeterminedProtest Disruptive External Denial of ServicesKamchatka Legislative AssemblyRUS RUS Russian FederationUpper middle income

6/7/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerRainier ArmsUSA USA United States of AmericaHigh income



6/7/2022 UndeterminedPolitical-EspionageExploitive Exploitation of Application ServerUnidentified Telecommunications company999 UndeterminedUndetermined#N/A

6/7/2022 UndeterminedFinancial Exploitive Exploitation of End HostAtrium HealthUSA USA United States of AmericaHigh income

6/7/2022 UndeterminedFinancial Exploitive Exploitation of End HostCentral Florida Inpatient Medicine (CFIM)USA USA United States of AmericaHigh income

6/7/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerAfni USA USA United States of AmericaHigh income

6/7/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerRainier ArmsUSA USA United States of AmericaHigh income

6/7/2022 UndeterminedFinancial Exploitive Exploitation of End HostAtrium HealthUSA USA United States of AmericaHigh income

6/7/2022 UndeterminedFinancial Exploitive Exploitation of End HostCentral Florida Inpatient Medicine (CFIM)USA USA United States of AmericaHigh income

6/7/2022 UndeterminedFinancial Disruptive Data AttackAfni USA USA United States of AmericaHigh income

6/7/2022 UndeterminedProtest Disruptive External Denial of ServicesPrimorskiy Krai Legislative AssemblyRUS RUS Russian FederationUpper middle income

6/7/2022 UndeterminedProtest Disruptive External Denial of ServicesKursk Region AdministrationRUS RUS Russian FederationUpper middle income

6/6/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerNumrich Gun Parts CorporationUSA USA United States of AmericaHigh income

6/6/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerMaiar 999 UndeterminedUndetermined#N/A

6/6/2022 UndeterminedFinancial Exploitive Exploitation of End HostFloyd County school systemUSA USA United States of AmericaHigh income

6/6/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerNumrich Gun Parts CorporationUSA USA United States of AmericaHigh income

6/6/2022 UndeterminedFinancial Exploitive Exploitation of End HostFloyd County school systemUSA USA United States of AmericaHigh income

6/6/2022 UndeterminedProtest Disruptive Message ManipulationRussia's Ministry of Construction, Housing and UtilitieRUS RUS Russian FederationUpper middle income

6/6/2022 UndeterminedProtest Disruptive External Denial of ServicesBashkiria State AssemblyRUS RUS Russian FederationUpper middle income

6/5/2022 LockBit Financial Disruptive External Denial of ServiceHospital San Jos√É¬É√Ç¬©ESP ESP Spain High income

6/5/2022 UndeterminedProtest Disruptive Internal Denial of ServiceOLL.TV UKR UKR Ukraine Lower middle income

6/5/2022 LockBit Financial Mixed Data AttackHospital San JoseESP ESP Spain High income

6/4/2022 UndeterminedFinancial Exploitive Exploitation of End HostCardiac Imaging Associates (CIA)USA USA United States of AmericaHigh income

6/4/2022 DumpForumsFinancial Disruptive Data AttackRussian Ministry of Construction, Housing and Utilities (minstroyrf.gov.ru)RUS RUS Russian FederationUpper middle income

6/4/2022 UndeterminedFinancial Mixed Data AttackRussian Ministry of Construction, Housing and Utilities (minstroyrf.gov.ru)RUS RUS Russian FederationUpper middle income

6/3/2022 AnonymousProtest Exploitive Exploitation of Application ServerRustam Kurmaev and Partners (RKP Law)RUS RUS Russian FederationUpper middle income

6/3/2022 Industrial SpyFinancial Exploitive Exploitation of Application ServerNovartis CHE CHE SwitzerlandHigh income

6/3/2022 UndeterminedFinancial Exploitive Exploitation of End HostBergen's PromiseUSA USA United States of AmericaHigh income

6/3/2022 Vice SocietyFinancial Disruptive External Denial of ServiceCity of PalermoITA ITA Italy High income

6/3/2022 AnonymousProtest Exploitive Exploitation of Application ServerRustam Kurmaev and Partners (RKP Law)RUS RUS Russian FederationUpper middle income

6/3/2022 UndeterminedFinancial Exploitive Exploitation of End HostBergens PromiseUSA USA United States of AmericaHigh income

6/3/2022 UndeterminedFinancial Disruptive Data AttackInnovative Service Technology Management ServicesUSA USA United States of AmericaHigh income

6/2/2022 Industrial SpyFinancial Disruptive Data AttackSATT Sud-EstFRA FRA France High income

6/2/2022 People's Mujahedin of Iran (MEK)Protest Exploitive Exploitation of SensorTehran municipalityIRN IRN Iran (Islamic Republic of)Lower middle income

6/2/2022 UndeterminedFinancial Exploitive Exploitation of End HostProthena USA USA United States of AmericaHigh income

6/2/2022 UndeterminedFinancial Disruptive Data AttackTenafly Public SchoolsUSA USA United States of AmericaHigh income

6/2/2022 Industrial SpyFinancial Mixed Data AttackSATT Sud-EstFRA FRA France High income

6/2/2022 UndeterminedFinancial Exploitive Exploitation of End HostProthena USA USA United States of AmericaHigh income

6/2/2022 UndeterminedFinancial Mixed Data AttackTenafly Public SchoolsUSA USA United States of AmericaHigh income

6/2/2022 Lorenz Financial Mixed Data AttackBonneville CollectionsUSA USA United States of AmericaHigh income

6/2/2022 Vice SocietyFinancial Mixed Data AttackThe De Montfort SchoolGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

6/2/2022 Vice SocietyFinancial Mixed Data AttackAcorn RecruitmentGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

6/2/2022 Vice SocietyFinancial Mixed Data AttackSt Paul GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

6/1/2022 Cuba Financial Mixed Data AttackEtron TechnologyTWN TWN Taiwan (Province of China)High income

6/1/2022 US Cyber CommandUndeterminedUndeterminedUndeterminedRussian FederationRUS RUS Russian FederationUpper middle income

6/1/2022 AnonymousProtest Exploitive Exploitation of Application ServerVyberi RadioRUS RUS Russian FederationUpper middle income

6/1/2022 US Cyber CommandSabotage UndeterminedUndeterminedRussia InfrastructureRUS RUS Russian FederationUpper middle income

6/1/2022 AnonymousProtest Exploitive Exploitation of Application ServerVyberi Radio GroupRUS RUS Russian FederationUpper middle income

6/1/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerTulsa TechUSA USA United States of AmericaHigh income

6/1/2022 UndeterminedUndeterminedDisruptive External Denial of ServicesPasa√Ö¬æieru vilciensLVA LVA Latvia High income

5/31/2022 UndeterminedFinancial Mixed Data AttackUW MedicineUSA USA United States of AmericaHigh income

5/31/2022 AnonymousProtest Exploitive Exploitation of Application ServerMetprom GroupRUS RUS Russian FederationUpper middle income

5/31/2022 Hive Financial Mixed Data Attack,Exploitation of Application ServerCosta Rica's public health service (AKA Costa Rican Social Security Fund or CCCS)CRI CRI Costa RicaUpper middle income

5/31/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerVirginia Mason Medical Center (VMMC)USA USA United States of AmericaHigh income

5/31/2022 UndeterminedUndeterminedExploitive Exploitation of Application ServerUndisclosed organzations999 UndeterminedUndetermined#N/A

5/31/2022 UndeterminedFinancial Exploitive Exploitation of End HostCalcasieu Parish School BoardUSA USA United States of AmericaHigh income

5/31/2022 LockBit Financial Disruptive Data AttackFoxconn MEX MEX Mexico Upper middle income



5/31/2022 Lorenz Financial Mixed Data AttackWestwoodUSA USA United States of AmericaHigh income

5/31/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerCity of TucsonUSA USA United States of AmericaHigh income

5/31/2022 UndeterminedFinancial Mixed Data AttackGeisinger Health SystemUSA USA United States of AmericaHigh income

5/31/2022 UndeterminedFinancial Mixed Data AttackSeattle Children's HospitalUSA USA United States of AmericaHigh income

5/31/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerFarmers Investment Company (FICO)USA USA United States of AmericaHigh income

5/30/2022 Killnet Protest Disruptive External Denial of ServiceItalian Ministries of Defense and Foreign AffairsITA ITA Italy High income

5/30/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerMirror Protocol 999 UndeterminedUndetermined#N/A

5/30/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerPegasus AirlinesTUR Turkey Turkey Upper middle income

5/30/2022 LV Financial Disruptive Data AttackCape Cod Regional Transit Authority (CCRTA)USA USA United States of AmericaHigh income

5/30/2022 Lorenz Financial Mixed Data AttackFuji America CorporationUSA USA United States of AmericaHigh income

5/30/2022 UndeterminedFinancial Disruptive Data AttackOntario Secondary School Teachers' Federation (OSSTF)CAN CAN Canada High income

5/29/2022 Spid3r Protest Disruptive Message ManipulationSeveral Belarus' government websitesBLR BLR Belarus Upper middle income

5/28/2022 ALPHVM Financial Disruptive External Denial of ServiceRegina Public SchoolsCAN CAN Canada High income

5/27/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerShields Health Care GroupUSA USA United States of AmericaHigh income

5/27/2022 UndeterminedFinancial Exploitive Exploitation of End HostCity of PortlandUSA USA United States of AmericaHigh income

5/27/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerAon PLC USA USA United States of AmericaHigh income

5/27/2022 UndeterminedFinancial Exploitive Exploitation of End HostBJC HealthCareUSA USA United States of AmericaHigh income

5/27/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerNorth Lakes Pain ConsultantsUSA USA United States of AmericaHigh income

5/27/2022 Quantum Financial Mixed Data AttackFlorida Department of Veterans' AffairsUSA USA United States of AmericaHigh income

5/26/2022 UndeterminedFinancial Exploitive Exploitation of End HostColleges and universities based in the U.S.USA USA United States of AmericaHigh income

5/26/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerScarborough Health Network (SHN)CAN CAN Canada High income

5/26/2022 UndeterminedFinancial Exploitive Exploitation of End HostVerizon USA USA United States of AmericaHigh income

5/26/2022 Hive Financial Mixed Data Attack,Exploitation of Application ServerEmpress EMS (Emergency Medical Services)USA USA United States of AmericaHigh income

5/25/2022 UndeterminedFinancial Disruptive External Denial of ServiceSpiceJet IND IND India Lower middle income

5/25/2022 Conti Financial Exploitive Exploitation of Application ServerLinn CountyUSA USA United States of AmericaHigh income

5/25/2022 UndeterminedFinancial Disruptive Data AttackLifespan ServicesUSA USA United States of AmericaHigh income

5/25/2022 UndeterminedFinancial Exploitive Exploitation of End HostSohu.com CHN CHN China Upper middle income

5/25/2022 UndeterminedFinancial Exploitive Exploitation of End HostCalgary Urban Project Society (CUPS)CAN CAN Canada High income

5/25/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerComstar LLCUSA USA United States of AmericaHigh income

5/25/2022 UndeterminedFinancial Exploitive Exploitation of End HostFred Hutchinson Cancer CenterUSA USA United States of AmericaHigh income

5/25/2022 UndeterminedFinancial Exploitive Exploitation of End HostMultiple Sclerosis Center of AtlantaUSA USA United States of AmericaHigh income

5/24/2022 UndeterminedProtest Exploitive Exploitation of Application ServerPolice servers in China's Xinjiang regionCHN CHN China Upper middle income

5/24/2022 Altahrea TeamProtest Disruptive External Denial of ServicePort of London Authority/PLAGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

5/24/2022 UndeterminedFinancial Exploitive Exploitation of End HostUndisclosed NFT collector999 UndeterminedUndetermined#N/A

5/24/2022 UndeterminedFinancial Disruptive External Denial of ServiceSomerset CountyUSA USA United States of AmericaHigh income

5/24/2022 ALPHVM Financial Disruptive External Denial of ServiceAustrian federal state CarinthiaAUT AUT Austria High income

5/23/2022 UndeterminedFinancial Exploitive Exploitation of End HostWashington University School of MedicineUSA USA United States of AmericaHigh income

5/23/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerHomestead Hospice & Palliative Care999 UndeterminedUndetermined#N/A

5/22/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerMGM ResortsUSA USA United States of AmericaHigh income

5/22/2022 UndeterminedFinancial Exploitive Exploitation of End HostTwitter account of NFT artist Beepie (Mike Winkelmann)USA USA United States of AmericaHigh income

5/22/2022 Snatch Financial Mixed Data AttackMedical PharmaciesCAN CAN Canada High income

5/21/2022 UndeterminedFinancial Exploitive Exploitation of End HostZola USA USA United States of AmericaHigh income

5/20/2022 Ukraine IT ArmyProtest Disruptive External Denial of ServiceSberbank RUS RUS Russian FederationUpper middle income

5/20/2022 Killnet Protest Disruptive External Denial of ServiceItalian airports of Malpensa, Linate and Orio al SerioITA ITA Italy High income

5/20/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerAesto HealthUSA USA United States of AmericaHigh income

5/20/2022 UndeterminedFinancial Exploitive Exploitation of End HostOswego County Opportunities (OCO)USA USA United States of AmericaHigh income

5/20/2022 UndeterminedFinancial Exploitive Exploitation of End HostOE EnterpriseUSA USA United States of AmericaHigh income

5/20/2022 Ransom HouseFinancial Mixed Data AttackDellner Couplers ABSWE SWE Sweden High income

5/20/2022 Vice SocietyFinancial Mixed Data AttackThe Catholic FoundationUSA USA United States of AmericaHigh income

5/19/2022 Cl0p Financial Disruptive Data AttackFort Sumner Municipal Schools.USA USA United States of AmericaHigh income

5/19/2022 Vice SocietyFinancial Disruptive External Denial of ServiceAtlanta Perinatal AssociatesUSA USA United States of AmericaHigh income

5/19/2022 UndeterminedFinancial Exploitive Exploitation of End HostSpirit SuperAUS AUS Australia High income

5/19/2022 Lorenz Financial Mixed Data AttackMagtek USA USA United States of AmericaHigh income

5/19/2022 Vice SocietyFinancial Mixed Data AttackHigher School of the Public Ministry of the UnionBRA BRA Brazil Upper middle income

5/19/2022 Vice SocietyFinancial Mixed Data AttackCarmel CollegeGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income



5/19/2022 Vice SocietyFinancial Mixed Data AttackAtlanta Perinatal AssociatesUSA USA United States of AmericaHigh income

5/18/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerWashington Local SchoolsUSA USA United States of AmericaHigh income

5/18/2022 UndeterminedFinancial UndeterminedUndeterminedGreenland hospital systemGRL GRL Greenland High income

5/18/2022 UndeterminedFinancial Exploitive Exploitation of End HostAllaire Healthcare GroupUSA USA United States of AmericaHigh income

5/18/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerMachatt Co., Ltd.JPN JPN Japan High income

5/18/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerMalaysian National Registration Department (NRD)MYS MYS Malaysia Upper middle income

5/17/2022 LockBit Financial Disruptive External Denial of ServiceMercyhurst UniversityUSA USA United States of AmericaHigh income

5/17/2022 Quantum Financial Mixed Data AttackTex-Isle SupplyUSA USA United States of AmericaHigh income

5/17/2022 Quantum Financial Mixed Data AttackHirsch Watch Straps & AccessoriesUSA USA United States of AmericaHigh income

5/17/2022 AnonymousProtest Exploitive UndeterminedSberbank RUS RUS Russian FederationUpper middle income

5/16/2022 UndeterminedFinancial Exploitive Exploitation of End HostGeneral MotorsUSA USA United States of AmericaHigh income

5/16/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerHeidell, Pittoni, Murphy & Bach, LLP ('HPM&B')USA USA United States of AmericaHigh income

5/16/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerHokusen Co.JPN JPN Japan High income

5/16/2022 UndeterminedFinancial Mixed Data AttackElgin CountyCAN CAN Canada High income

5/16/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerMichigan Avenue Immediate CareUSA USA United States of AmericaHigh income

5/16/2022 Lorenz Financial Mixed Data AttackAmCham ShanghaiCHN CHN China Upper middle income

5/15/2022 Killnet Protest Disruptive External Denial of ServiceEurovision ITA ITA Italy High income

5/15/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerCTARS AUS AUS Australia High income

5/14/2022 B00daMooda and @DepaixPorteur.Protest Exploitive Exploitation of Application ServerPolar Branch of the Russian Federal Research Institute of Fisheries and OceanographyRUS RUS Russian FederationUpper middle income

5/14/2022 AnonymousProtest Exploitive Exploitation of Application ServerPort and Railway Projects Service of JSC UMMCRUS RUS Russian FederationUpper middle income

5/14/2022 AnonymousProtest Exploitive Exploitation of Application ServerAchinsk City GovernmentRUS RUS Russian FederationUpper middle income

5/14/2022 AnonymousProtest Exploitive Exploitation of Application ServerSOCAR EnergoresourceRUS RUS Russian FederationUpper middle income

5/14/2022 UndeterminedUndeterminedExploitive UndeterminedAvem Health PartnersUSA USA United States of AmericaHigh income

5/13/2022 Cuba Financial Mixed Data AttackUniversal Payment ServicesKWT KWT Kuwait High income

5/13/2022 UndeterminedFinancial Exploitive UndeterminedShaker Heights City School DistrictUSA USA United States of AmericaHigh income

5/13/2022 Lapsus$ Financial Disruptive UndeterminedAmericanas.comBRA BRA Brazil Upper middle income

5/13/2022 Hive Financial Mixed Data Attack,Exploitation of Application ServerNational Bank of ZambiaZMB ZMB Zambia Lower middle income

5/13/2022 Killnet Protest Disruptive External Denial of ServiceMultiple Italian Government sitesITA ITA Italy High income

5/13/2022 UndeterminedFinancial Disruptive External Denial of ServiceNikkei SGP SGP Singapore High income

5/13/2022 UndeterminedUndeterminedMixed Data AttackLviv City CouncilUKR UKR Ukraine Lower middle income

5/13/2022 Killnet Protest Disruptive External Denial of ServicesLatvian government websitesLVA LVA Latvia High income

5/13/2022 AnonymousProtest Exploitive UndeterminedSOCAR EnergoresourceRUS RUS Russian FederationUpper middle income

5/12/2022 UndeterminedFinancial Exploitive Exploitation of End HostMission School DistrictUSA USA United States of AmericaHigh income

5/12/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerCameron County Elections DepartmentUSA USA United States of AmericaHigh income

5/12/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerQuantum Imaging & Therapeutic Associates (QITA)USA USA United States of AmericaHigh income

5/12/2022 UndeterminedFinancial Exploitive UndeterminedVenus Protocol 999 UndeterminedUndetermined#N/A

5/12/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerThe Springs LivingUSA USA United States of AmericaHigh income

5/12/2022 Killnet Protest Disruptive External Denial of ServicesZiedot.lv LVA LVA Latvia High income

5/12/2022 UndeterminedFinancial Exploitive Unknown Arizona Health Advantage Inc.USA USA United States of AmericaHigh income

5/12/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerCardiovascular Associates (CVA)USA USA United States of AmericaHigh income

5/11/2022 Avos LockerFinancial Disruptive Data AttackChristus HealthUSA USA United States of AmericaHigh income

5/11/2022 UndeterminedFinancial Disruptive UndeterminedOmnicell USA USA United States of AmericaHigh income

5/11/2022 LockBit Financial Disruptive UndeterminedTop Aces CAN CAN Canada High income

5/11/2022 APT34 Political-EspionageExploitive Exploitation of End HostUnnamed Jordanian diplomatJOR JOR Jordan Lower middle income

5/11/2022 Vice SocietyFinancial Mixed Data AttackSalud TotalUSA USA United States of AmericaHigh income

5/11/2022 Vice SocietyFinancial Mixed Data AttackCaldes de MontbuiESP ESP Spain High income

5/11/2022 Vice SocietyFinancial Mixed Data AttackTrans Technology Pte Ltd.SGP SGP Singapore High income

5/11/2022 Killnet Protest Disruptive External Denial of ServicesItalian Institutional WebsitesITA ITA Italy High income

5/11/2022 Anonymous-DepaixPorteurProtest Exploitive UndeterminedRussian Federal Research InstituteRUS RUS Russian FederationUpper middle income

5/11/2022 UndeterminedUndeterminedExploitive UndeterminedPort and Railway Projects Service of JSC UMMCRUS RUS Russian FederationUpper middle income

5/10/2022 UndeterminedFinancial Exploitive Exploitation of End HostGateway Ambulatory Surgery CenterUSA USA United States of AmericaHigh income

5/10/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerAA TravellerNZL NZL New ZealandHigh income

5/10/2022 UndeterminedFinancial Exploitive UndeterminedMcKenzie Health SystemUSA USA United States of AmericaHigh income

5/10/2022 UndeterminedIndustrial-EspionageExploitive Exploitation of End HostGerman companies in the automotive industryDEU DEU Germany High income

5/9/2022 UndeterminedFinancial Disruptive UndeterminedBelton Police DepartmentUSA USA United States of AmericaHigh income



5/9/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerNuLife MedUSA USA United States of AmericaHigh income

5/9/2022 UndeterminedFinancial Disruptive UndeterminedOpus InteractiveUSA USA United States of AmericaHigh income

5/9/2022 Ukraine IT ArmyProtest Disruptive External Denial of ServiceRuTube RUS RUS Russian FederationUpper middle income

5/9/2022 Ukraine IT ArmyProtest Exploitive UndeterminedRussian TVRUS RUS Russian FederationUpper middle income

5/9/2022 UndeterminedProtest Disruptive External Denial of ServicesUkrainian News AgenciesUKR UKR Ukraine Lower middle income

5/8/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerLaw Enforcement Inquiry and AlertsUSA USA United States of AmericaHigh income

5/8/2022 WIZARD SPIDERFinancial Disruptive UndeterminedDirectorate General de Inteligencia (DIGIMIN)PER PER Peru Upper middle income

5/8/2022 UndeterminedFinancial Exploitive UndeterminedFortress 999 UndeterminedUndetermined#N/A

5/8/2022 WIZARD SPIDERFinancial Disruptive UndeterminedMultiple government bodies in Costa RicaCRI CRI Costa RicaUpper middle income

5/7/2022 UndeterminedFinancial Exploitive UndeterminedCity of QuincyUSA USA United States of AmericaHigh income

5/7/2022 UndeterminedPolitical-EspionageExploitive Exploitation of End HostMultiple organizations in UkraineUKR UKR Ukraine Lower middle income

5/7/2022 UndeterminedFinancial Exploitive Exploitation of End HostCommunity Psychiatry ManagementUSA USA United States of AmericaHigh income

5/6/2022 UndeterminedFinancial Exploitive UndeterminedOfficial OpenSea Discord ChannelUSA USA United States of AmericaHigh income

5/6/2022 UndeterminedFinancial Exploitive Exploitation of End HostWellDyneRxUSA USA United States of AmericaHigh income

5/5/2022 UndeterminedFinancial Disruptive UndeterminedAGCO USA USA United States of AmericaHigh income

5/5/2022 UndeterminedFinancial Exploitive UndeterminedFerrari ITA ITA Italy High income

5/5/2022 UndeterminedUndeterminedExploitive Exploitation of Application ServerUndisclosed organzations999 UndeterminedUndetermined#N/A

5/5/2022 NB65 (AKA Network Battalion 65)Protest Disruptive External Denial of ServiceCorpMSP RUS RUS Russian FederationUpper middle income

5/5/2022 Snatch Financial Mixed Data AttackAPG NeurosUSA USA United States of AmericaHigh income

5/5/2022 Vice SocietyFinancial Mixed Data AttackELTA Hellenic PostGRC GRC Greece High income

5/4/2022 Black BastaFinancial Mixed Data AttackPRGX Global Inc.USA USA United States of AmericaHigh income

5/4/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerMM.Finance 999 UndeterminedUndetermined#N/A

5/4/2022 UndeterminedFinancial Exploitive Exploitation of End HostNational Health System (NHS)GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

5/4/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerHeroku USA USA United States of AmericaHigh income

5/4/2022 Ukraine IT ArmyProtest Disruptive External Denial of ServiceRussian websites managed by government, military, and news organizations.RUS RUS Russian FederationUpper middle income

5/4/2022 UndeterminedProtest Disruptive External Denial of ServiceLLC CapitalRUS RUS Russian FederationUpper middle income

5/4/2022 Ukraine IT ArmyProtest Disruptive External Denial of ServiceBelarusian websites managed by government, military, and news organizations.BLR BLR Belarus Upper middle income

5/4/2022 UndeterminedFinancial Exploitive Exploitation of End HostKaiser PermanenteUSA USA United States of AmericaHigh income

5/4/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerKaiser PermanenteUSA USA United States of AmericaHigh income

5/4/2022 Vice SocietyFinancial Mixed Data AttackHaynes ManualsUSA USA United States of AmericaHigh income

5/4/2022 UndeterminedUndeterminedDisruptive External Denial of ServicesZiedot.lv LVA LVA Latvia High income

5/3/2022 UndeterminedFinancial Exploitive UndeterminedTransport for NSWAUS AUS Australia High income

5/3/2022 Curious GorgePolitical-EspionageDisruptive UndeterminedGovernment, military, logistics and manufacturing organizations in Ukraine, Russia and Central Asia999 UndeterminedUndetermined#N/A

5/3/2022 GhostwriterPolitical-EspionageExploitive Exploitation of End HostHigh risk individuals in UkraineUKR UKR Ukraine Lower middle income

5/3/2022 Calisto Political-EspionageExploitive Exploitation of End HostGovernment and defense officials, politicians, NGOs and think tanks, and journalists999 UndeterminedUndetermined#N/A

5/3/2022 FSB 18th¬†Center for Information Security (Berserk Bear)Political-EspionageDisruptive Internal Denial of ServiceDefense and cybersecurity organizations in the Baltics999 UndeterminedUndetermined#N/A

5/3/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerAllwell Behavioral Health ServicesUSA USA United States of AmericaHigh income

5/3/2022 UndeterminedFinancial Exploitive Exploitation of End HostCapsule USA USA United States of AmericaHigh income

5/3/2022 Snatch Financial Mixed Data AttackThomson BroadbentGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

5/3/2022 Snatch Financial Mixed Data AttackTUI UK GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

5/3/2022 Vice SocietyFinancial Mixed Data AttackAsia Pacific UniversityMYS MYS Malaysia Upper middle income

5/2/2022 AnonymousProtest Exploitive Exploitation of Application ServerNauru Police ForceNRU NRU Nauru High income

5/2/2022 UndeterminedPolitical-EspionageDisruptive Internal Denial of ServiceSpain's Prime Minister Pedro Sanchez and Defense Minister Margarita RoblesESP ESP Spain High income

5/2/2022 Killnet Protest Disruptive External Denial of ServicesGovernment Agencies of GermanyDEU DEU Germany High income

5/1/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerDis-Chem PharmaciesZAF ZAF South AfricaUpper middle income

5/1/2022 NB65 (AKA Network Battalion 65)Protest Exploitive Exploitation of Application ServerQiwi RUS RUS Russian FederationUpper middle income

5/1/2022 Killnet Protest Disruptive External Denial of ServicesGovernment Agencies of MoldovaMDA MDA Moldova (the Republic of)Upper middle income

4/30/2022 UndeterminedFinancial Exploitive Exploitation of End HostsValley View HospitalUSA USA United States of AmericaHigh income

4/30/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerSaddle Finance 999 UndeterminedUndetermined#N/A

4/30/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerRari Capital 999 UndeterminedUndetermined#N/A

4/29/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerState Bar of GeorgiaUSA USA United States of AmericaHigh income

4/29/2022 UndeterminedFinancial Disruptive UndeterminedKellogg Community CollegeUSA USA United States of AmericaHigh income

4/29/2022 Quantum Financial Mixed Data AttackPetro ServeUSA USA United States of AmericaHigh income

4/29/2022 Quantum Financial Mixed Data AttackHenry CAN CAN Canada High income

4/29/2022 Quantum Financial Mixed Data AttackHufcor USA USA United States of AmericaHigh income



4/29/2022 Quantum Financial Mixed Data AttackGrosvenor Engineering GroupAUS AUS Australia High income

4/29/2022 Quantum Financial Mixed Data AttackValley RentalsUSA USA United States of AmericaHigh income

4/29/2022 Quantum Financial Mixed Data AttackDrive ProductsCAN CAN Canada High income

4/29/2022 Vice SocietyFinancial Mixed Data AttackSuhl. City in GermanyDEU DEU Germany High income

4/29/2022 Vice SocietyFinancial Mixed Data AttackMercadocar Mercantil Ltda.BRA BRA Brazil Upper middle income

4/28/2022 Killnet Sabotage Disruptive External Denial of ServiceSeveral public websites managed by the state entities in RomaniaROU ROM Romania High income

4/28/2022 AnonymousProtest Exploitive Exploitation of Application ServerALET RUS RUS Russian FederationUpper middle income

4/28/2022 UndeterminedFinancial Exploitive Exploitation of End HostsWorcester CountyUSA USA United States of AmericaHigh income

4/28/2022 WIZARD SPIDERFinancial Mixed Data Attack,Exploitation of Application ServerElgin CountyUSA USA United States of AmericaHigh income

4/28/2022 UndeterminedFinancial Disruptive Data AttackBattelle for KidsUSA USA United States of AmericaHigh income

4/28/2022 UndeterminedFinancial Disruptive Data AttackMassy StoresTTO TTO Trinidad and TobagoHigh income

4/28/2022 Black BastaFinancial Mixed Data AttackRagle IncorporatedUSA USA United States of AmericaHigh income

4/28/2022 UndeterminedFinancial Exploitive UndeterminedSixt DEU DEU Germany High income

4/28/2022 Quantum Financial Mixed Data AttackTehama County Social ServicesUSA USA United States of AmericaHigh income

4/28/2022 Vice SocietyFinancial Mixed Data AttackGOLDENDUCK GROUPTHA THA Thailand Upper middle income

4/28/2022 Vice SocietyFinancial Mixed Data AttackFonseca SupermarketsBRA BRA Brazil Upper middle income

4/28/2022 Vice SocietyFinancial Mixed Data AttackBuilding Plastics, Inc.USA USA United States of AmericaHigh income

4/28/2022 Vice SocietyFinancial Mixed Data AttackDomingues and Pinho ContadoresBRA BRA Brazil Upper middle income

4/28/2022 Vice SocietyFinancial Mixed Data AttackAssociazione Bancaria ItalianaITA ITA Italy High income

4/28/2022 Vice SocietyFinancial Mixed Data AttackEst EnsembleFRA FRA France High income

4/28/2022 Vice SocietyFinancial Mixed Data AttackStratton FinanceAUS AUS Australia High income

4/28/2022 Vice SocietyFinancial Mixed Data AttackLevantina, Ingenieria y ConstruccionESP ESP Spain High income

4/28/2022 UAC-0098 UndeterminedExploitive Exploitation of End HostUndeterminedUKR UKR Ukraine Lower middle income

4/28/2022 UndeterminedUndeterminedDisruptive External Denial of ServicesCT24 CZE CZE Czechia High income

4/27/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerDeus Finance 999 UndeterminedUndetermined#N/A

4/27/2022 UndeterminedFinancial Disruptive Data AttackAustin Peay State University (APSU)USA USA United States of AmericaHigh income

4/27/2022 AnonymousProtest Exploitive Exploitation of Application ServerElektrocentromontazh (ECM)RUS RUS Russian FederationUpper middle income

4/27/2022 Quantum Financial Mixed Data AttackElgin CountyCAN CAN Canada High income

4/27/2022 Vice SocietyFinancial Mixed Data AttackALMANIE GROUPKWT KWT Kuwait High income

4/27/2022 Vice SocietyFinancial Mixed Data AttackCORFERIASCOL COL Colombia Upper middle income

4/26/2022 Stormous Financial Mixed Data Attack,Exploitation of Application ServerCoca-ColaUSA USA United States of AmericaHigh income

4/26/2022 Black BastaFinancial Mixed Data AttackThe Scholz GroupDEU DEU Germany High income

4/26/2022 Quantum Financial Mixed Data AttackConfcommercio - Alessandria - HomeITA ITA Italy High income

4/26/2022 Ransom HouseFinancial Mixed Data AttackJefferson Credit UnionUSA USA United States of AmericaHigh income

4/25/2022 UndeterminedFinancial Exploitive Exploitatiion of SensorsAeropost USA USA United States of AmericaHigh income

4/25/2022 Hackers of SaviorProtest Exploitive Exploitation of Application ServerBank of IsraelISR ISR Israel High income

4/25/2022 UndeterminedFinancial Exploitive Exploitation of End HostsBored Ape Yacht Club (BAYC)999 UndeterminedUndetermined#N/A

4/25/2022 UndeterminedFinancial Mixed Data AttackYuma Regional Medical Center (YRMC)USA USA United States of AmericaHigh income

4/25/2022 UndeterminedFinancial Mixed Data AttackYuma Regional Medical Center (YRMC)USA USA United States of AmericaHigh income

4/25/2022 Lorenz Financial Mixed Data AttackBrunk Industries Inc.USA USA United States of AmericaHigh income

4/24/2022 Quantum Financial Mixed Data Attack,Exploitation of Application ServerUndisclosed organization999 UndeterminedUndetermined#N/A

4/24/2022 WIZARD SPIDERFinancial Mixed Data Attack,Exploitation of Application ServerJunta Administrativa del Servicio El√É¬É√Ü¬í√É¬Ç√Ç¬©ctrico de Cartago (JASEC)CRI CRI Costa RicaUpper middle income

4/24/2022 Black BastaFinancial Mixed Data AttackLACKS USA USA United States of AmericaHigh income

4/24/2022 Black BastaFinancial Mixed Data AttackOralia FRA FRA France High income

4/24/2022 Black BastaFinancial Mixed Data AttackPlauen Stahl Technologie GmbHDEU DEU Germany High income

4/24/2022 Black BastaFinancial Mixed Data AttackUNIWELL Rohrsysteme GmbH & Co.DEU DEU Germany High income

4/24/2022 LockBit 3.0Financial Mixed Data AttackCosta Rica's Junta De Proteccion SocialCRI CRI Costa RicaUpper middle income

4/23/2022 Black BastaFinancial Mixed Data AttackT√É¬É√Ö¬ìV NORD GROUPDEU DEU Germany High income

4/22/2022 Black BastaFinancial Disruptive Data AttackAmerican Dental Association (ADA)USA USA United States of AmericaHigh income

4/22/2022 LockBit Financial Disruptive Data AttackSecretary of State for Finance of Rio de JaneiroBRA BRA Brazil Upper middle income

4/22/2022 Lapsus$ Financial Exploitive Exploitation of End HostsT-Mobile USA USA United States of AmericaHigh income

4/22/2022 AnonymousProtest Exploitive Exploitation of Application ServerEnerpred RUS RUS Russian FederationUpper middle income

4/22/2022 UndeterminedSabotage Disruptive External Denial of ServiceUkraine's national postal service (Ukrposhta)UKR UKR Ukraine Lower middle income

4/22/2022 Black BastaFinancial Mixed Data AttackLECHLER S.p.A.DEU DEU Germany High income

4/22/2022 Black BastaFinancial Mixed Data AttackBoswell EngineeringUSA USA United States of AmericaHigh income



4/22/2022 Black BastaFinancial Mixed Data AttackJameco ElectronicsUSA USA United States of AmericaHigh income

4/22/2022 Black BastaFinancial Mixed Data AttackWilks Tire & Battery ServiceUSA USA United States of AmericaHigh income

4/22/2022 Black BastaFinancial Mixed Data AttackPiggly Wiggly Alabama Distributing CompanyUSA USA United States of AmericaHigh income

4/22/2022 Black BastaFinancial Mixed Data AttackSole TechnologyUSA USA United States of AmericaHigh income

4/22/2022 Black BastaFinancial Mixed Data AttackBlack Bros. Co.USA USA United States of AmericaHigh income

4/22/2022 Black BastaFinancial Mixed Data AttackZito Media USA USA United States of AmericaHigh income

4/22/2022 Black BastaFinancial Mixed Data AttackRollecate GroupNLD NLD NetherlandsHigh income

4/22/2022 Black BastaFinancial Mixed Data AttackFlexible Circuit TechnologiesUSA USA United States of AmericaHigh income

4/22/2022 Black BastaFinancial Mixed Data AttackCAVENDERSUSA USA United States of AmericaHigh income

4/22/2022 Black BastaFinancial Mixed Data AttackContractors Pipe and Supply CorporationUSA USA United States of AmericaHigh income

4/22/2022 Black BastaFinancial Mixed Data AttackAGCO USA USA United States of AmericaHigh income

4/22/2022 Black BastaFinancial Mixed Data AttackLosberger De BoerDEU DEU Germany High income

4/22/2022 Black BastaFinancial Mixed Data AttackBLAIR inc.USA USA United States of AmericaHigh income

4/22/2022 Black BastaFinancial Mixed Data AttackBlairex Laboratories, Inc.USA USA United States of AmericaHigh income

4/22/2022 Black BastaFinancial Mixed Data AttackElkuch GroupDEU DEU Germany High income

4/22/2022 Black BastaFinancial Mixed Data AttackAllports GroupGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

4/22/2022 Black BastaFinancial Mixed Data AttackThe O'ReganCAN CAN Canada High income

4/22/2022 Black BastaFinancial Mixed Data AttackLove, Barnes & McKew Insurance AdjustersUSA USA United States of AmericaHigh income

4/22/2022 Black BastaFinancial Mixed Data AttackJBS TEXTILE GROUPDNK DNK Denmark High income

4/22/2022 Black BastaFinancial Mixed Data AttackGroupe J.F. Nadeau IncCAN CAN Canada High income

4/22/2022 Black BastaFinancial Mixed Data AttackEnglish Construction CompanyUSA USA United States of AmericaHigh income

4/22/2022 Black BastaFinancial Mixed Data AttackJakob BeckerDEU DEU Germany High income

4/22/2022 Black BastaFinancial Mixed Data AttackYoung & PrattUSA USA United States of AmericaHigh income

4/22/2022 Black BastaFinancial Mixed Data AttackSCHMIDT Gruppe Service GmbHDEU DEU Germany High income

4/22/2022 Black BastaFinancial Mixed Data AttackWorldwide Flight ServicesBEL BEL Belgium High income

4/22/2022 Black BastaFinancial Mixed Data AttackSDZ Druck und MedienDEU DEU Germany High income

4/22/2022 Black BastaFinancial Mixed Data AttackBOERNER-GRUPPEDEU DEU Germany High income

4/22/2022 Black BastaFinancial Mixed Data AttackLOSSEWERKDEU DEU Germany High income

4/22/2022 Black BastaFinancial Mixed Data AttackRadiciGroupITA ITA Italy High income

4/22/2022 Black BastaFinancial Mixed Data AttackTiroler Rohre GmbHAUT AUT Austria High income

4/22/2022 Black BastaFinancial Mixed Data AttackRoche BoboisUSA USA United States of AmericaHigh income

4/22/2022 Black BastaFinancial Mixed Data AttackJinny Beauty SupplyUSA USA United States of AmericaHigh income

4/22/2022 Black BastaFinancial Mixed Data AttackBernd H√É¬É√Ç¬∂sele GroupDEU DEU Germany High income

4/22/2022 Black BastaFinancial Mixed Data AttackDPP Law GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

4/22/2022 Black BastaFinancial Mixed Data AttackGRUPO mhESP ESP Spain High income

4/22/2022 Black BastaFinancial Mixed Data AttackPARADOXCAN CAN Canada High income

4/22/2022 Black BastaFinancial Mixed Data AttackC2ImagingUSA USA United States of AmericaHigh income

4/22/2022 Black BastaFinancial Mixed Data AttackCpl Architects, EngineersUSA USA United States of AmericaHigh income

4/22/2022 Black BastaFinancial Mixed Data AttackCrane Carrier CompanyUSA USA United States of AmericaHigh income

4/22/2022 Black BastaFinancial Mixed Data AttackMechanical Systems CompanyUSA USA United States of AmericaHigh income

4/22/2022 Black BastaFinancial Mixed Data AttackCanaropa CAN CAN Canada High income

4/22/2022 Black BastaFinancial Mixed Data AttackDEKIMO BEL BEL Belgium High income

4/22/2022 Black BastaFinancial Mixed Data AttackSierra Pacific IndustriesUSA USA United States of AmericaHigh income

4/22/2022 Black BastaFinancial Mixed Data AttackTrade-Mark Industrial Inc.GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

4/22/2022 Black BastaFinancial Mixed Data AttackWENZEL + WENZELDEU DEU Germany High income

4/22/2022 Black BastaFinancial Mixed Data AttackDillon PrecisionUSA USA United States of AmericaHigh income

4/22/2022 Black BastaFinancial Mixed Data AttackWALLWORK INCUSA USA United States of AmericaHigh income

4/22/2022 Black BastaFinancial Mixed Data AttackCAPSONICUSA USA United States of AmericaHigh income

4/22/2022 Black BastaFinancial Mixed Data AttackElbit Systems of AmericaUSA USA United States of AmericaHigh income

4/22/2022 Black BastaFinancial Mixed Data AttackMontrose Environmental Group, IncUSA USA United States of AmericaHigh income

4/22/2022 Black BastaFinancial Mixed Data AttackOLYMPIA CAN CAN Canada High income

4/22/2022 Black BastaFinancial Mixed Data AttackNew Peoples BankUSA USA United States of AmericaHigh income

4/22/2022 Black BastaFinancial Mixed Data AttackRENZEL DEU DEU Germany High income

4/22/2022 Black BastaFinancial Mixed Data AttackThe Wiener Zeitung media groupAUT AUT Austria High income

4/22/2022 Black BastaFinancial Mixed Data AttackLOKALTOGDNK DNK Denmark High income



4/22/2022 Black BastaFinancial Mixed Data AttackLYDECKERLAWUSA USA United States of AmericaHigh income

4/22/2022 Black BastaFinancial Mixed Data AttackTotal Transportation & Distribution, Inc.USA USA United States of AmericaHigh income

4/22/2022 Black BastaFinancial Mixed Data AttackKNAUF DEU DEU Germany High income

4/22/2022 Vice SocietyFinancial Mixed Data AttackMossbourne FederationGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

4/22/2022 Vice SocietyFinancial Mixed Data AttackCentre Hospitalier de CastelluccioFRA FRA France High income

4/21/2022 AnonymousProtest Exploitive Exploitation of Application ServerAccent CapitalRUS RUS Russian FederationUpper middle income

4/21/2022 Black BastaFinancial Mixed Data AttackIMA Schelling GroupDEU DEU Germany High income

4/21/2022 Black BastaFinancial Mixed Data AttackLaiteries Reunies Societe cooperativeFRA FRA France High income

4/21/2022 Vice SocietyFinancial Mixed Data AttackSmall Industries DevelopmentBank of IndiaIND IND India Lower middle income

4/21/2022 Killnet Protest Disruptive External Denial of ServicesEstonian government websitesEST EST Estonia High income

4/20/2022 Altahrea TeamProtest Disruptive External Denial of ServiceIsrael Airports AuthorityISR ISR Israel High income

4/20/2022 REvil Financial Disruptive Data AttackUndisclosed organization999 UndeterminedUndetermined#N/A

4/20/2022 AnonymousProtest Exploitive Exploitation of Application ServerGazregion RUS RUS Russian FederationUpper middle income

4/20/2022 AnonymousProtest Exploitive Exploitation of Application ServerSynesis Surveillance SystemRUS RUS Russian FederationUpper middle income

4/20/2022 GhostSec Protest Exploitive Exploitation of Application ServerMetrospetstekhnikaRUS RUS Russian FederationUpper middle income

4/20/2022 AnonymousProtest Exploitive Exploitation of Application ServerSawatzky RUS RUS Russian FederationUpper middle income

4/20/2022 AnonymousProtest Exploitive Exploitation of Application ServerWorldwide InvestRUS RUS Russian FederationUpper middle income

4/20/2022 Quantum Financial Mixed Data AttackCamden City School DistrictUSA USA United States of AmericaHigh income

4/19/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerGHT Coeur Grand Est.FRA FRA France High income

4/19/2022 UndeterminedFinancial Disruptive Data AttackUndisclosed airline systems providerCAN CAN Canada High income

4/19/2022 UndeterminedFinancial UndeterminedUndeterminedFunky PigeonGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

4/19/2022 WIZARD SPIDERFinancial Mixed Data Attack,Exploitation of Application ServerGovernment of Costa RicaCRI CRI Costa RicaUpper middle income

4/19/2022 AnonymousProtest Exploitive Exploitation of Application ServerNeocom GeoserviceRUS RUS Russian FederationUpper middle income

4/19/2022 AnonymousProtest Exploitive Exploitation of Application ServerGeneral Department of Troops and Civil ConstructionRUS RUS Russian FederationUpper middle income

4/19/2022 AnonymousProtest Exploitive Exploitation of Application ServerTendertechRUS RUS Russian FederationUpper middle income

4/19/2022 Black BastaFinancial Mixed Data AttackDeutsche WindtechnikDEU DEU Germany High income

4/19/2022 Lorenz Financial Mixed Data AttackTosoh CorporationJPN JPN Japan High income

4/18/2022 UndeterminedFinancial Disruptive Data AttackTenet Healthcare CorporationUSA USA United States of AmericaHigh income

4/18/2022 LockBit Financial Disruptive Data AttackEKZ DEU DEU Germany High income

4/18/2022 Killnet Protest Disruptive External Denial of ServicePublic Administration PortalCZE CZE Czechia High income

4/18/2022 NB65 Protest Exploitive Exploitation of Application ServerPSCB Petersburg Social Commercial Bank (JSC Bank "PSCB")RUS RUS Russian FederationUpper middle income

4/18/2022 Black BastaFinancial Mixed Data AttackGrohmann Aluworks GmbH & CoDEU DEU Germany High income

4/18/2022 Snatch Financial Mixed Data AttackInTown SuitesUSA USA United States of AmericaHigh income

4/18/2022 Snatch Financial Mixed Data AttackLeuze DEU DEU Germany High income

4/18/2022 Snatch Financial Mixed Data AttackLootah GroupARE ARE United Arab EmiratesHigh income

4/18/2022 Killnet Protest Disruptive External Denial of ServiceCzech railwaysCZE CZE Czechia High income

4/18/2022 Killnet Protest Disruptive External Denial of ServiceKarlovy Vary AirportCZE CZE Czechia High income

4/18/2022 Killnet Protest Disruptive External Denial of ServicePardubice AirportCZE CZE Czechia High income

4/17/2022 UndeterminedFinancial UndeterminedUndeterminedRideau HallCAN CAN Canada High income

4/17/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerBeanstalk 999 UndeterminedUndetermined#N/A

4/17/2022 Cuba Financial Mixed Data AttackPro PhoenixUSA USA United States of AmericaHigh income

4/17/2022 Vice SocietyFinancial Mixed Data AttackMaristes HermitageESP ESP Spain High income

4/17/2022 Killnet Protest Disruptive External Denial of ServicesCommerzbankDEU DEU Germany High income

4/17/2022 Killnet Protest Disruptive External Denial of ServicesKFW DEU DEU Germany High income

4/16/2022 UndeterminedFinancial Disruptive Data AttackUnified Government of Wyandotte County and Kansas CityUSA USA United States of AmericaHigh income

4/16/2022 Ransom HouseFinancial Mixed Data AttackAHS Aviation Handling Services GmbHDEU DEU Germany High income

4/16/2022 AnonymousProtest Exploitive Exploitation of Application ServerDepartment of Education of the Strezhevoy City District AdministrationRUS RUS Russian FederationUpper middle income

4/16/2022 Killnet Protest Disruptive External Denial of ServicesDevon Energy CorporationUSA USA United States of AmericaHigh income

4/16/2022 Killnet Protest Disruptive External Denial of ServicesGatwick AirportGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

4/16/2022 UndeterminedUndeterminedDisruptive UndeterminedBulgarian State Post OfficeBGR BGR Bulgaria Upper middle income

4/15/2022 UndeterminedFinancial Disruptive External Denial of ServiceUndisclosed Crypto Platform999 UndeterminedUndetermined#N/A

4/15/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerMcDonald's Costa RicaCRI CRI Costa RicaUpper middle income

4/15/2022 NB65 Protest Exploitive Exploitation of Application ServerContinent ExpressRUS RUS Russian FederationUpper middle income

4/15/2022 GhostSec UndeterminedExploitive Exploitation of Application ServerUndeterminedRUS RUS Russian FederationUpper middle income

4/15/2022 Killnet Protest Disruptive External Denial of ServicesCologne Bonn AirportDEU DEU Germany High income



4/14/2022 UndeterminedFinancial Exploitive Exploitation of End HostsSpanish football federation (RFEF)ESP ESP Spain High income

4/14/2022 UndeterminedFinancial Exploitive Exploitation of End HostsDayton Independent School DistrictUSA USA United States of AmericaHigh income

4/14/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerTaiwanese singer and actor Jay ChouTWN TWN Taiwan (Province of China)High income

4/14/2022 AnonymousProtest Exploitive Exploitation of Application ServerGazprom Linde EngineeringRUS RUS Russian FederationUpper middle income

4/14/2022 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerNew Creation Counseling Center (NCCC)USA USA United States of AmericaHigh income

4/14/2022 NGB 3rd Technical Surveillance BureauPolitical-EspionageExploitive Exploitation of Application ServerChemical and IT sector organizations in South KoreaKOR KOR Korea (the Republic of)High income

4/14/2022 UAC-0097 Political-EspionageExploitive Exploitation of Application ServerGovernment Agencies in UkraineUKR UKR Ukraine Lower middle income

4/14/2022 UAC-0041 Protest Exploitive Exploitation of Application ServerGovernment Agencies in UkraineUKR UKR Ukraine Lower middle income

4/14/2022 AnonymousProtest Exploitive Exploitation of Application ServerTechnotec RUS RUS Russian FederationUpper middle income

4/14/2022 Lorenz Financial Mixed Data AttackMusco Sports LightingUSA USA United States of AmericaHigh income

4/13/2022 Cuba Financial Mixed Data AttackBHGRE Metro BrokersUSA USA United States of AmericaHigh income

4/13/2022 Lorenz Financial Mixed Data AttackSimply PlacedUSA USA United States of AmericaHigh income

4/12/2022 UndeterminedFinancial Disruptive External Denial of ServiceCurrency.comGIB GIB Gibraltar High income

4/12/2022 UndeterminedPolitical-EspionageExploitive Exploitation of Application Server,Exploitation of Data in TransitUnnamed telecommunication company in HonoluluUSA USA United States of AmericaHigh income

4/12/2022 AnonymousProtest Exploitive Exploitation of Application ServerGovernor's office of the Tver regionRUS RUS Russian FederationUpper middle income

4/12/2022 AnonymousProtest Exploitive Exploitation of Application ServerCity of BlagoveshchenskRUS RUS Russian FederationUpper middle income

4/12/2022 AnonymousProtest Exploitive Exploitation of Application ServerMinistry of Culture of the Russian FederationRUS RUS Russian FederationUpper middle income

4/12/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerElephant Money 999 UndeterminedUndetermined#N/A

4/12/2022 LockBit Financial Disruptive Data AttackUndisclosed U.S. Government AgencyUSA USA United States of AmericaHigh income

4/12/2022 Lorenz Financial Mixed Data AttackDeeZee USA USA United States of AmericaHigh income

4/12/2022 Killnet Protest Disruptive External Denial of ServicesLa R√É¬©publique En MarcheFRA FRA France High income

4/11/2022 UndeterminedFinancial Exploitive Exploitation of End HostsContra Costa CountyUSA USA United States of AmericaHigh income

4/11/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerAdaptive Health IntegrationsUSA USA United States of AmericaHigh income

4/11/2022 UndeterminedFinancial Exploitive Exploitation of End HostsSignature Healthcare Corporation (SHC)USA USA United States of AmericaHigh income

4/11/2022 ALPHVM Financial Mixed Data Attack,Exploitation of Application ServerFlorida International UniversityUSA USA United States of AmericaHigh income

4/11/2022 Quantum Financial Mixed Data AttackHi Tech HoneyCombUSA USA United States of AmericaHigh income

4/11/2022 Quantum Financial Mixed Data AttackService Employees' International UnionUSA USA United States of AmericaHigh income

4/11/2022 Quantum Financial Mixed Data AttackBroadleaf USA USA United States of AmericaHigh income

4/11/2022 Quantum Financial Mixed Data AttackWolfe IndustrialUSA USA United States of AmericaHigh income

4/11/2022 Quantum Financial Mixed Data AttackJetStar AUS AUS Australia High income

4/11/2022 UndeterminedFinancial Mixed Heartland Healthcare ServicesUSA USA United States of AmericaHigh income

4/11/2022 Lorenz Financial Mixed Data AttackAdvizrs USA USA United States of AmericaHigh income

4/11/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerGenesis Health CareUSA USA United States of AmericaHigh income

4/9/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerSabre CorporationFIN FIN Finland High income

4/9/2022 Quantum Financial Disruptive Data AttackTehama County Social Services DepartmentUSA USA United States of AmericaHigh income

4/8/2022 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Sabotage Disruptive Data AttackLarge Ukrainian energy providerUKR UKR Ukraine Lower middle income

4/8/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerBlack River Falls School DistrictUSA USA United States of AmericaHigh income

4/8/2022 UndeterminedSabotage Disruptive External Denial of ServiceFinnish ministries of Defense and Foreign AffairsFIN FIN Finland High income

4/8/2022 AnonymousProtest Exploitive Exploitation of Application ServerForest RUS RUS Russian FederationUpper middle income

4/8/2022 AnonymousProtest Exploitive Exploitation of Application ServerAerogas RUS RUS Russian FederationUpper middle income

4/8/2022 AnonymousProtest Exploitive Exploitation of Application ServerPetrovsky FortRUS RUS Russian FederationUpper middle income

4/8/2022 UndeterminedFinancial Exploitive Exploitation of End HostAssurance Health SystemUSA USA United States of AmericaHigh income

4/7/2022 Avos LockerFinancial Mixed Data Attack,Exploitation of Application ServerMcKenzie Health SystemUSA USA United States of AmericaHigh income

4/7/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerCitySprint GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

4/7/2022 Ukraine IT ArmyProtest Disruptive Message ManipulationRossgram RUS RUS Russian FederationUpper middle income

4/7/2022 ALPHVM Financial Mixed Data Attack,Exploitation of Application ServerOil, gas, mining and construction company in South America999 UndeterminedUndetermined#N/A

4/7/2022 ALPHVM Financial Mixed Data Attack,Exploitation of Application ServerERP provider in the Middle East999 UndeterminedUndetermined#N/A

4/7/2022 GhostwriterPolitical-EspionageExploitive Exploitation of End HostsMembers of the Ukrainian militaryUKR UKR Ukraine Lower middle income

4/7/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerWonderHero 999 UndeterminedUndetermined#N/A

4/7/2022 StudentCyberArmyProtest Disruptive External Denial of ServicesRussian Unified National System for Digital Marking and Tracking of GoodsRUS RUS Russian FederationUpper middle income

4/6/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerBernards Township School DistrictUSA USA United States of AmericaHigh income

4/6/2022 The Black Rabbit WorldProtest Exploitive Exploitation of SensorsKremlin CCTV systemRUS RUS Russian FederationUpper middle income

4/6/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerCentral Vermont Eye CareUSA USA United States of AmericaHigh income

4/6/2022 UndeterminedProtest Disruptive Message ManipulationGazprom NeftRUS RUS Russian FederationUpper middle income

4/5/2022 LOSPELAOSBROFinancial Disruptive Message ManipulationVevo USA USA United States of AmericaHigh income



4/5/2022 WIZARD SPIDERFinancial Mixed Data Attack,Exploitation of Application ServerI-SEC DEU DEU Germany High income

4/5/2022 UndeterminedFinancial Exploitive Exploitation of End HostsThe Guidance CenterUSA USA United States of AmericaHigh income

4/5/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerThe WorksGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

4/5/2022 Ukraine IT ArmyProtest Disruptive External Denial of ServiceEGAIS RUS RUS Russian FederationUpper middle income

4/5/2022 GOLD DUPONTFinancial Mixed Data AttackSonae PRT PRT Portugal High income

4/5/2022 Lorenz Financial Mixed Data AttackKeicorp(ICPM) 999 UndeterminedUndetermined#N/A

4/5/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerU-Haul International (U-Haul)USA USA United States of AmericaHigh income

4/5/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerPhysician's Business Office (PBO)USA USA United States of AmericaHigh income

4/4/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerEmma The SleepDEU DEU Germany High income

4/4/2022 AnonymousProtest Exploitive Exploitation of End HostsRussian military stationed in BuchaRUS RUS Russian FederationUpper middle income

4/4/2022 Ransom HouseFinancial Mixed Data AttackSaskatchewan Liquor and Gaming AuthorityCAN CAN Canada High income

4/4/2022 UndeterminedFinancial Mixed Data AttackMaternal & Family Health Services (MFHS)USA USA United States of AmericaHigh income

4/4/2022 AnonymousProtest Exploitive Exploitation of Application ServerKorolevskiyRUS RUS Russian FederationUpper middle income

4/3/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerInverse Finance 999 UndeterminedUndetermined#N/A

4/2/2022 WIZARD SPIDERFinancial Disruptive Data AttackNordex DEU DEU Germany High income

4/1/2022 AnonymousProtest Exploitive Exploitation of Application ServerRussian Orthodox ChurchRUS RUS Russian FederationUpper middle income

4/1/2022 UndeterminedProtest Exploitive Exploitation of End HostsYandex FoodRUS RUS Russian FederationUpper middle income

4/1/2022 UAC-0056 UndeterminedExploitive Exploitation of End HostsICTV UKR UKR Ukraine Lower middle income

4/1/2022 UndeterminedPolitical-EspionageExploitive Exploitation of Application ServerDefence ministry and other institutions in UkraineUKR UKR Ukraine Lower middle income

4/1/2022 Black BastaFinancial Mixed Data AttackBasler VersicherungenDEU DEU Germany High income

4/1/2022 Cuba Financial Mixed Data AttackMetagenicsUSA USA United States of AmericaHigh income

4/1/2022 Vice SocietyFinancial Mixed Data AttackCiments GuyanaisGUF GUF French GuianaHigh income

4/1/2022 AnonymousProtest Exploitive Exploitation of Application ServerLipetsk Mechanical PlantRUS RUS Russian FederationUpper middle income

4/1/2022 AnonymousProtest Exploitive Exploitation of Application ServerCapital Legal ServicesRUS RUS Russian FederationUpper middle income

3/31/2022 Ministry of State Security's (MSS) (MUSTANG PANDA)Political-EspionageExploitive Exploitation of End HostsRussian state officersRUS RUS Russian FederationUpper middle income

3/31/2022 ALPHVM Financial Disruptive Data AttackUndisclosed organization999 UndeterminedUndetermined#N/A

3/31/2022 UndeterminedFinancial Exploitive Exploitation of End HostsIndividuals in the UKGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

3/31/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerIberdrola ESP ESP Spain High income

3/31/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerOla Finance 999 UndeterminedUndetermined#N/A

3/31/2022 AnonymousProtest Disruptive Message Manipulationvolozhin.gov.byRUS RUS Russian FederationUpper middle income

3/31/2022 AnonymousProtest Exploitive Exploitation of Application ServerMarathon GroupRUS RUS Russian FederationUpper middle income

3/31/2022 Snatch Financial Mixed Data AttackYip in Tsoi THA THA Thailand Upper middle income

3/31/2022 XakNet Protest Exploitive UndeterminedMinistry of Foreign Affairs of UkraineUKR UKR Ukraine Lower middle income

3/30/2022 UndeterminedFinancial Exploitive Exploitation of End HostsEnglewood HealthUSA USA United States of AmericaHigh income

3/30/2022 Lapsus$ Financial Mixed Data Attack,Exploitation of Application ServerGlobant AUS AUS Australia High income

3/30/2022 UndeterminedProtest Exploitive Exploitation of Application ServerThozis Corp.RUS RUS Russian FederationUpper middle income

3/30/2022 Conti Financial Mixed Data AttackTIC International Corporation (TIC)USA USA United States of AmericaHigh income

3/30/2022 UndeterminedUndeterminedUndeterminedUndeterminedUndeterminedUKR UKR Ukraine Lower middle income

3/29/2022 UndeterminedFinancial Exploitive Exploitation of End HostsWeatherford ISDUSA USA United States of AmericaHigh income

3/29/2022 AnonymousProtest Exploitive Exploitation of Application ServerMashOil RUS RUS Russian FederationUpper middle income

3/29/2022 UndeterminedFinancial Disruptive External Denial of ServiceBradley International AirportUSA USA United States of AmericaHigh income

3/29/2022 UndeterminedPolitical-EspionageExploitive Exploitation of End HostsUS election officialsUSA USA United States of AmericaHigh income

3/29/2022 GOLD DUPONTFinancial Mixed Data AttackStago USA USA United States of AmericaHigh income

3/29/2022 Lorenz Financial Mixed Data AttackBiz Retek USA USA United States of AmericaHigh income

3/29/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerVice MediaUSA USA United States of AmericaHigh income

3/28/2022 Ukraine IT ArmyProtest Disruptive External Denial of ServiceRostec RUS RUS Russian FederationUpper middle income

3/28/2022 Hive Financial Mixed Data Attack,Exploitation of Application ServerFirst Choice Community HealthcareUSA USA United States of AmericaHigh income

3/28/2022 UndeterminedSabotage Disruptive External Denial of ServiceUkrtelecomUKR UKR Ukraine Lower middle income

3/28/2022 NB65 Protest Exploitive Exploitation of Application ServerVGTRK (All-Russia State Television and Radio Broadcasting Company)RUS RUS Russian FederationUpper middle income

3/28/2022 UndeterminedSabotage Mixed Data Attack,Exploitation of Application ServerRussian Aviation Authority (Rosaviatsiya)RUS RUS Russian FederationUpper middle income

3/28/2022 Vice SocietyFinancial Mixed Data AttackNuLife MedUSA USA United States of AmericaHigh income

3/28/2022 Vice SocietyFinancial Mixed Data AttackASPIRO USA USA United States of AmericaHigh income

3/28/2022 Vice SocietyFinancial Mixed Data AttackAPSM SystemsUSA USA United States of AmericaHigh income

3/28/2022 Vice SocietyFinancial Mixed Data AttackJammal Trust BankLBN LBN Lebanon Lower middle income

3/28/2022 Vice SocietyFinancial Mixed Data AttackOSSEG Obra Social de SegurosARG ARG Argentina Upper middle income



3/28/2022 AnonymousProtest Exploitive UndeterminedFederal Security Service (FSB)RUS RUS Russian FederationUpper middle income

3/28/2022 AnonymousProtest Disruptive External Denial of ServicesSeveral pro-Fidesz websitesHUN HUN Hungary High income

3/27/2022 UndeterminedFinancial Disruptive Data AttackJDC Healthcare Management (JDC)USA USA United States of AmericaHigh income

3/27/2022 AnonymousProtest Exploitive Exploitation of Application ServerRostProektRUS RUS Russian FederationUpper middle income

3/27/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerRevest Finance 999 UndeterminedUndetermined#N/A

3/27/2022 Vice SocietyFinancial Mixed Data AttackUniversidade Federal de Sao PauloBRA BRA Brazil Upper middle income

3/26/2022 UndeterminedFinancial Exploitive Exploitation of End HostsMailchimp USA USA United States of AmericaHigh income

3/26/2022 UndeterminedSabotage Disruptive Data AttackRussian Federal Air Transport Agency (Rosaviatsia)RUS RUS Russian FederationUpper middle income

3/25/2022 UndeterminedFinancial Exploitive Exploitation of End HostsColorado Physician Partners (CPP)USA USA United States of AmericaHigh income

3/25/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerNorth Orange County Community College District (NOCCCD)USA USA United States of AmericaHigh income

3/25/2022 ALPHVM Financial Disruptive Data AttackNorth Carolina A&T State UniversityUSA USA United States of AmericaHigh income

3/25/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerClinic of North TexasUSA USA United States of AmericaHigh income

3/25/2022 LockBit Financial Disruptive Data AttackVal Verde Regional Medical Center (VVRMC)USA USA United States of AmericaHigh income

3/25/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerSuperCare HealthUSA USA United States of AmericaHigh income

3/25/2022 Conti Financial Exploitive Exploitation of Application ServerCytometry Specialists, also known as CSI LaboratoriesUSA USA United States of AmericaHigh income

3/25/2022 Cuba Financial Mixed Data AttackTrant GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

3/25/2022 Twister CanyonFinancial Exploitive Exploitation of Application ServerMCG HealthUSA USA United States of AmericaHigh income

3/25/2022 Twister CanyonFinancial Exploitive Exploitation of Application ServerMCG HealthUSA USA United States of AmericaHigh income

3/25/2022 Killnet Protest Disruptive External Denial of ServicesSupreme Court of PolandPOL POL Poland High income

3/24/2022 AnonymousProtest Exploitive Exploitation of Application ServerNestle CHL CHL Chile High income

3/24/2022 The Black Rabbit WorldProtest Exploitive Exploitation of Application ServerCentral Bank of RussiaRUS RUS Russian FederationUpper middle income

3/24/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerUK Ministry of DefenceGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

3/24/2022 UndeterminedFinancial Exploitive UndeterminedChristie ClinicUSA USA United States of AmericaHigh income

3/24/2022 UndeterminedFinancial Exploitive Exploitation of End HostsSpokane Regional Health District (SRHD)USA USA United States of AmericaHigh income

3/24/2022 Hive Financial Mixed Data Attack,Exploitation of Application ServerPartnership HealthPlan of CaliforniaUSA USA United States of AmericaHigh income

3/24/2022 AnonymousProtest Disruptive External Denial of Servicedecathlon.ruRUS RUS Russian FederationUpper middle income

3/24/2022 AnonymousProtest Disruptive External Denial of Serviceleroymerlin.ruRUS RUS Russian FederationUpper middle income

3/24/2022 AnonymousProtest Disruptive External Denial of Serviceauchan.ru RUS RUS Russian FederationUpper middle income

3/23/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerRonin Network 999 UndeterminedUndetermined#N/A

3/23/2022 UndeterminedFinancial Exploitive UndeterminedCashio 999 UndeterminedUndetermined#N/A

3/23/2022 UndeterminedFinancial Disruptive Data AttackFerrovie dello Stato Italiane (Italian Railways)ITA ITA Italy High income

3/23/2022 Vice SocietyFinancial Mixed Data AttackEstablishment of the Agency for the Environmental Protection of the Marche RegionITA ITA Italy High income

3/23/2022 Vice SocietyFinancial Mixed Data AttackGriggsville-Perry High SchoolUSA USA United States of AmericaHigh income

3/23/2022 UndeterminedProtest Disruptive Message ManipulationRussian Ministry of Internal AffairsRUS RUS Russian FederationUpper middle income

3/23/2022 Ministry of State Security's (MSS) Tianjin State Security Department (APT10)Political-EspionageExploitive Exploitation of Application ServerRostec RUS RUS Russian FederationUpper middle income

3/23/2022 AnonymousProtest Exploitive UndeterminedUndeterminedRUS RUS Russian FederationUpper middle income

3/23/2022 UndeterminedUndeterminedDisruptive External Denial of ServicesUndeterminedSWE SWE Sweden High income

3/23/2022 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Sabotage Disruptive UndeterminedUkranian Logistical ServicesUKR UKR Ukraine Lower middle income

3/22/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerAdvanced Medical Practice Management (AMPM)USA USA United States of AmericaHigh income

3/22/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerAlacrity Solutions Group, LLCUSA USA United States of AmericaHigh income

3/22/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerMorinaga JPN JPN Japan High income

3/22/2022 UndeterminedSabotage Disruptive Data AttackMiratorg Agribusiness HoldingRUS RUS Russian FederationUpper middle income

3/22/2022 Lapsus$ Financial Exploitive Exploitation of End HostsMicrosoft USA USA United States of AmericaHigh income

3/22/2022 Snatch Financial Mixed Data AttackHanon SystemsUSA USA United States of AmericaHigh income

3/22/2022 Snatch Financial Mixed Data AttackOverseas Travel AgencyQAT QAT Qatar High income

3/22/2022 UndeterminedProtest Disruptive Message ManipulationSlobodna DalmacijaHRV HRV Croatia High income

3/21/2022 UndeterminedFinancial Disruptive Data AttackHorizon Actuarial ServicesUSA USA United States of AmericaHigh income

3/21/2022 UndeterminedFinancial Exploitive UndeterminedOneRing Finance999 UndeterminedUndetermined#N/A

3/21/2022 UndeterminedProtest Exploitive Exploitation of End HostsVKontakte (VK)RUS RUS Russian FederationUpper middle income

3/21/2022 AnonymousProtest Exploitive Exploitation of Application ServerTransneft RUS RUS Russian FederationUpper middle income

3/21/2022 UndeterminedFinancial Mixed Data AttackJohnson Memorial HospitalUSA USA United States of AmericaHigh income

3/20/2022 UndeterminedFinancial Disruptive Data AttackELTA GRC GRC Greece High income

3/20/2022 GOLD DUPONTFinancial Mixed Data AttackScottish Association for Mental HealthGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

3/20/2022 AnonymousProtest Disruptive Message ManipulationUndeterminedRUS RUS Russian FederationUpper middle income

3/19/2022 UndeterminedFinancial Exploitive UndeterminedHubSpot USA USA United States of AmericaHigh income



3/19/2022 Hive Financial Mixed Data Attack,Exploitation of Application ServerPartnership Health Plan of California (PHC)USA USA United States of AmericaHigh income

3/19/2022 Cuba Financial Mixed Data AttackHyundai Power TechKOR KOR Korea (the Republic of)High income

3/18/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerLakeview Loan ServicingUSA USA United States of AmericaHigh income

3/18/2022 UndeterminedFinancial Exploitive UndeterminedEast Windsor TownshipUSA USA United States of AmericaHigh income

3/18/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerAssurance MaladieFRA FRA France High income

3/18/2022 UndeterminedFinancial Disruptive Data AttackWheeling Health Right (WHR)USA USA United States of AmericaHigh income

3/18/2022 UndeterminedFinancial Disruptive Data AttackCancer and Hematology Centers of Western MichiganUSA USA United States of AmericaHigh income

3/18/2022 UndeterminedFinancial UndeterminedUndeterminedHood LLC USA USA United States of AmericaHigh income

3/18/2022 RansomExxFinancial Disruptive Data AttackScottish Association for Mental Health (SAMH)GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

3/18/2022 UndeterminedFinancial Exploitive Exploitation of End HostsMorgan Stanley Wealth ManagementUSA USA United States of AmericaHigh income

3/18/2022 N4ughtysecTUFinancial Exploitive Exploitation of Application ServerTransUnion South AfricaZAF ZAF South AfricaUpper middle income

3/18/2022 IT Army of UkraineUndeterminedExploitive Exploitation of Application ServerTelegram RUS RUS Russian FederationUpper middle income

3/17/2022 LockBit Financial Disruptive Data AttackTague Family PracticeUSA USA United States of AmericaHigh income

3/17/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerJefferson Dental and OrthodonticsUSA USA United States of AmericaHigh income

3/17/2022 UndeterminedFinancial Exploitive UndeterminedSmartmaticPHL PHL PhilippinesLower middle income

3/17/2022 AvosLockerFinancial Disruptive Data AttackUS critical infrastructure sectorsUSA USA United States of AmericaHigh income

3/17/2022 AnonymousProtest Disruptive Message ManipulationRussian Ministry of EmergenciesRUS RUS Russian FederationUpper middle income

3/17/2022 Vermin UndeterminedExploitive Exploitation of End HostGovernment Agencies of UkraineUKR UKR Ukraine Lower middle income

3/16/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerCharleston Area Medical Center (CAMC)USA USA United States of AmericaHigh income

3/16/2022 UndeterminedSabotage Disruptive Message ManipulationUkraine UKR UKR Ukraine Lower middle income

3/16/2022 UndeterminedFinancial Exploitive Exploitation of End HostTuloso Midway Independent School DistrictUSA USA United States of AmericaHigh income

3/16/2022 UndeterminedProtest Disruptive External Denial of ServicesUkrainian Red CrossUKR UKR Ukraine Lower middle income

3/16/2022 UndeterminedSabotage Disruptive Data AttackUndeterminedUKR UKR Ukraine Lower middle income

3/16/2022 UndeterminedSabotage Disruptive Message ManipulationUkraine 24UKR UKR Ukraine Lower middle income

3/15/2022 UndeterminedFinancial Exploitive UndeterminedUrgent Team HoldingsUSA USA United States of AmericaHigh income

3/15/2022 UndeterminedFinancial Exploitive UndeterminedAgave and Hundred Finance999 UndeterminedUndetermined#N/A

3/15/2022 UndeterminedFinancial Exploitive UndeterminedChelan Douglas Health DistrictUSA USA United States of AmericaHigh income

3/15/2022 UndeterminedFinancial UndeterminedUndeterminedHeriot-Watt UniversityGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

3/15/2022 AnonymousProtest Disruptive External Denial of ServiceFSB: fsb.gov.ru Russian Stock Exchange: moex.com Moscow International Portal: moscow.ru Ministry of Sport of the Russian Federation: minsport.gov.ru Analytical Center for the Government of the Russian Federation: ac.gov.ruRUS RUS Russian FederationUpper middle income

3/15/2022 AnonymousProtest Exploitive Exploitation of SensorsUndeterminedBLR BLR Belarus Upper middle income

3/15/2022 AnonymousProtest Exploitive Exploitation of SensorsUndeterminedRUS RUS Russian FederationUpper middle income

3/15/2022 AnonymousProtest Exploitive Exploitation of Application ServerROSATOMRUS RUS Russian FederationUpper middle income

3/15/2022 Spielerkid89Protest Exploitive Exploitation of Application ServerRegional Ministry of HealthRUS RUS Russian FederationUpper middle income

3/15/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerRiverKids Pediatric Home HealthUSA USA United States of AmericaHigh income

3/15/2022 RIAEvangelistUndeterminedDisruptive Data AttackUndeterminedRUS RUS Russian FederationUpper middle income

3/15/2022 RIAEvangelistUndeterminedDisruptive Data AttackUndeterminedBLR BLR Belarus Upper middle income

3/15/2022 UndeterminedUndeterminedDisruptive External Denial of ServicesParliament of SpainESP ESP Spain High income

3/14/2022 UndeterminedFinancial Exploitive Exploitation of End HostsNewman Regional Health (NRH)USA USA United States of AmericaHigh income

3/14/2022 WIZARD SPIDERFinancial Mixed Data Attack,Exploitation of Application ServerParker HannifinUSA USA United States of AmericaHigh income

3/14/2022 UndeterminedFinancial Disruptive Data AttackLaw Enforcement Health Benefits Inc. (LEHB)USA USA United States of AmericaHigh income

3/14/2022 UndeterminedSabotage Disruptive External Denial of ServiceIsrael Government web sitesISR ISR Israel High income

3/14/2022 GOLD DUPONTFinancial Mixed Data AttackViva Air COL COL Colombia Upper middle income

3/14/2022 Data Financial Exploitive Exploitation of Application ServerAsk.FM? LTU LTU Lithuania High income

3/14/2022 UndeterminedUndeterminedExploitive UndeterminedElevate ServicesUSA USA United States of AmericaHigh income

3/14/2022 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)UndeterminedDisruptive Data AttackUndeterminedUKR UKR Ukraine Lower middle income

3/13/2022 UndeterminedFinancial Disruptive Data AttackEast Tennessee Children's Hospital (ETCH)USA USA United States of AmericaHigh income

3/13/2022 Dragonfly Political-EspionageExploitive UndeterminedUndeterminedUKR UKR Ukraine Lower middle income

3/12/2022 AnonymousProtest Exploitive Exploitation of Application ServerRosneft DeutschlandDEU DEU Germany High income

3/11/2022 UndeterminedFinancial Exploitive Exploitation of End HostsWhitefish School DistrictUSA USA United States of AmericaHigh income

3/11/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerAltoona Area School DistrictUSA USA United States of AmericaHigh income

3/11/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerLabette HealthUSA USA United States of AmericaHigh income

3/11/2022 UndeterminedFinancial Exploitive Exploitation of End HostsWightlink GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

3/11/2022 Cuba Financial Mixed Data AttackBC International GroupUSA USA United States of AmericaHigh income

3/11/2022 UndeterminedUndeterminedDisruptive External Denial of ServicesRostec RUS RUS Russian FederationUpper middle income

3/10/2022 Snatch Financial Mixed Data AttackArbitech USA USA United States of AmericaHigh income



3/10/2022 Snatch Financial Mixed Data AttackSkyxe Saskatoon AirportCAN CAN Canada High income

3/10/2022 IRIDIUM UndeterminedExploitive UndeterminedUndeterminedUKR UKR Ukraine Lower middle income

3/10/2022 AnonymousProtest Exploitive Exploitation of Application ServerRoskomnadzorRUS RUS Russian FederationUpper middle income

3/9/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerNorth Alabama Bone & Joint Clinic, P.C. ("NABJC")USA USA United States of AmericaHigh income

3/9/2022 Ransom HouseFinancial Mixed Data AttackSummit CareUSA USA United States of AmericaHigh income

3/9/2022 Ransom HouseFinancial Mixed Data AttackAdvanced Micro Devices, IncUSA USA United States of AmericaHigh income

3/9/2022 UndeterminedUndeterminedDisruptive Data AttackTriolan UKR UKR Ukraine Lower middle income

3/8/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerCentral Indiana Orthopedics (CIO)USA USA United States of AmericaHigh income

3/8/2022 AnonymousProtest Disruptive Message ManipulationRussian Federal Penitentiary ServiceRUS RUS Russian FederationUpper middle income

3/8/2022 AnonymousProtest Exploitive Exploitation of SensorsUndeterminedRUS RUS Russian FederationUpper middle income

3/8/2022 Lapsus$ Financial Exploitive Exploitation of Application ServerMercado LibreARG ARG Argentina Upper middle income

3/8/2022 Lorenz Financial Mixed Data AttackWard HadawayGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

3/8/2022 SVR (COZYBEAR)EspionageExploitive Exploitation of End HostEuropean diplomatic entity999 UndeterminedUndetermined#N/A

3/8/2022 UndeterminedProtest Disruptive Data AttackRussian Digital Development Ministry, Energy Ministry, the Federal State Statistics Service, the Federal Penitentiary Service, the Federal Bailiff Service, the Federal Antimonopoly Service, the Culture Ministry, etc.RUS RUS Russian FederationUpper middle income

3/8/2022 UndeterminedProtest Disruptive Data AttackRussian Energy MinistryRUS RUS Russian FederationUpper middle income

3/8/2022 UndeterminedProtest Disruptive Data AttackRussian Federal State Statistics ServiceRUS RUS Russian FederationUpper middle income

3/8/2022 UndeterminedProtest Disruptive Data AttackRussian Federal Penitentiary ServiceRUS RUS Russian FederationUpper middle income

3/8/2022 UndeterminedProtest Disruptive Data AttackRussian Federal Bailiff ServiceRUS RUS Russian FederationUpper middle income

3/8/2022 UndeterminedProtest Disruptive Data AttackRussian Federal Antimonopoly ServiceRUS RUS Russian FederationUpper middle income

3/8/2022 UndeterminedProtest Disruptive Data AttackRussian Culture MinistryRUS RUS Russian FederationUpper middle income

3/7/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerSalusive Health AKA myNurseUSA USA United States of AmericaHigh income

3/7/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerTown of East WindsorUSA USA United States of AmericaHigh income

3/7/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerAscension MichiganUSA USA United States of AmericaHigh income

3/7/2022 Hive Financial Mixed Data Attack,Exploitation of Application ServerRompetrol ROU ROM Romania High income

3/7/2022 UndeterminedPolitical-EspionageDisruptive External Denial of ServiceNumerous Ukraine sites, including the Ministry of Foreign Affairs, Ministry of Internal AffairsUKR UKR Ukraine Lower middle income

3/7/2022 GhostwriterPolitical-EspionageExploitive Exploitation of End HostsPolish and Ukrainian government and military organizationsPOL POL Poland High income

3/7/2022 GhostwriterPolitical-EspionageExploitive Exploitation of End HostsPolish and Ukrainian government and military organizationsUKR UKR Ukraine Lower middle income

3/7/2022 UndeterminedPolitical-EspionageExploitive Exploitation of InfrastructureRussian federal agencies including the Energy Ministry, the Federal State Statistics Service, the Federal Penitentiary Service, the Federal Bailiff Service, the Federal Antimonopoly Service, the Culture MinistryRUS RUS Russian FederationUpper middle income

3/7/2022 GURMO UndeterminedExploitive Exploitation of Application ServerBeloyarsk Nuclear Power PlantRUS RUS Russian FederationUpper middle income

3/6/2022 UndeterminedFinancial UndeterminedUndeterminedToei JPN JPN Japan High income

3/6/2022 AnonymousProtest Disruptive Message ManipulationThree Russian-state TV channels, Russia 24, Moscow 24, and Channel One and two Netflix-like Russian streaming services, Ivi and WinkRUS RUS Russian FederationUpper middle income

3/6/2022 AnonymousProtest Disruptive Message ManipulationRussia Today (RT)RUS RUS Russian FederationUpper middle income

3/6/2022 AnonymousProtest Disruptive Message ManipulationWink RUS RUS Russian FederationUpper middle income

3/6/2022 AnonymousProtest Disruptive Message ManipulationIvi RUS RUS Russian FederationUpper middle income

3/6/2022 AnonymousProtest Disruptive Message ManipulationRussia 24 RUS RUS Russian FederationUpper middle income

3/6/2022 AnonymousProtest Disruptive Message ManipulationFirst ChannelRUS RUS Russian FederationUpper middle income

3/6/2022 AnonymousProtest Disruptive Message ManipulationMoscow 24RUS RUS Russian FederationUpper middle income

3/5/2022 GhostSec Protest Exploitive Exploitation of Application ServerDepartment of Information Projects (homk.ru)RUS RUS Russian FederationUpper middle income

3/4/2022 UndeterminedFinancial Exploitive Exploitation of End HostsTechnology Management Resources (TMR)USA USA United States of AmericaHigh income

3/4/2022 UndeterminedFinancial Disruptive Data AttackPracticeMaxUSA USA United States of AmericaHigh income

3/4/2022 AnonymousProtest Exploitive Exploitation of Application Servergov.ru RUS RUS Russian FederationUpper middle income

3/4/2022 AgainstTheWest" (ATW)Protest Exploitive Exploitation of Application ServerGazprom RUS RUS Russian FederationUpper middle income

3/4/2022 Lapsus$ Financial Mixed Data Attack,Exploitation of Application ServerSamsung ElectronicsKOR KOR Korea (the Republic of)High income

3/3/2022 UndeterminedFinancial UndeterminedUndeterminedPressReaderCAN CAN Canada High income

3/3/2022 v0g3lSec Protest Disruptive Message ManipulationRussian Space Research Institute (IKI)RUS RUS Russian FederationUpper middle income

3/3/2022 UndeterminedSabotage Disruptive Message ManipulationUkrainian government and regional authorities' websitesUKR UKR Ukraine Lower middle income

3/3/2022 UndeterminedFinancial Disruptive Data AttackFPS Medical CenterUSA USA United States of AmericaHigh income

3/3/2022 Snatch Financial Mixed Data AttackUndetermined 999 UndeterminedUndetermined#N/A

3/3/2022 UndeterminedFinancial Exploitive Exploitation of End HostLegacy Post Acute CareUSA USA United States of AmericaHigh income

3/3/2022 Killnet Protest Mixed External Denial of ServicesLa R√É¬©publique En MarcheFRA FRA France High income

3/2/2022 UndeterminedFinancial Disruptive Data AttackFleetwood Area School DistrictUSA USA United States of AmericaHigh income

3/2/2022 Lorenz Financial Mixed Data AttackVadaTech USA USA United States of AmericaHigh income

3/2/2022 UndeterminedUndeterminedDisruptive External Denial of ServicesUkrainian Embassy in LondonUKR UKR Ukraine Lower middle income

3/1/2022 UndeterminedFinancial UndeterminedUndeterminedTuloso Midway ISDUSA USA United States of AmericaHigh income

3/1/2022 UndeterminedProtest Disruptive Message ManipulationCaritas InternationalisVEN VEN Venezuela (Bolivarian Republic of)Upper middle income



3/1/2022 NB65 Protest Exploitive Exploitation of InfrastructureRoscosmosRUS RUS Russian FederationUpper middle income

3/1/2022 AnonymousProtest Exploitive Exploitation of SensorsUndisclosedRUS RUS Russian FederationUpper middle income

3/1/2022 AnonymousProtest Exploitive Exploitation of Application ServerRussian Ministry of Economic DevelopmentRUS RUS Russian FederationUpper middle income

3/1/2022 UndeterminedFinancial Disruptive External Denial of ServiceMartin UniversityUSA USA United States of AmericaHigh income

3/1/2022 Snatch Financial Mixed Data AttackThe Execu|Search GroupUSA USA United States of AmericaHigh income

3/1/2022 AnonymousProtest Disruptive UndeterminedRussian State Space Corporation ROSCOSMOSRUS RUS Russian FederationUpper middle income

3/1/2022 UndeterminedUndeterminedDisruptive Data AttackUndeterminedUKR UKR Ukraine Lower middle income

2/28/2022 Vice SocietyFinancial Mixed Data Attack,Exploitation of Application ServerABI (Associazione Bancaria Italiana)ITA ITA Italy High income

2/28/2022 Stonefly Political-EspionageUndeterminedUndeterminedUnnamed engineering company with energy and military customers999 UndeterminedUndetermined#N/A

2/28/2022 WIZARD SPIDERFinancial Mixed Data Attack,Exploitation of Application ServerPanasonic CanadaCAN CAN Canada High income

2/28/2022 UndeterminedFinancial Exploitive Exploitation of End HostsDistrict 518USA USA United States of AmericaHigh income

2/28/2022 AnonymousProtest Disruptive Message ManipulationTASS RUS RUS Russian FederationUpper middle income

2/28/2022 AnonymousProtest Disruptive Message ManipulationRIA NovostiRUS RUS Russian FederationUpper middle income

2/28/2022 AnonymousProtest Disruptive Message ManipulationKommersantRUS RUS Russian FederationUpper middle income

2/28/2022 AnonymousProtest Disruptive Message ManipulationIzvestiya RUS RUS Russian FederationUpper middle income

2/28/2022 AnonymousProtest Disruptive Message ManipulationForbes RussiaRUS RUS Russian FederationUpper middle income

2/28/2022 AgainstTheWestProtest Exploitive Exploitation of Application ServerROSATOMRUS RUS Russian FederationUpper middle income

2/28/2022 Ukraine IT ArmyProtest Disruptive Message ManipulationMoscow ExchangeRUS RUS Russian FederationUpper middle income

2/28/2022 Quantum Financial Mixed Data AttackInfoTek Consulting ServicesCAN CAN Canada High income

2/28/2022 Agrius APTSabotage Disruptive Data AttackUndeterminedZAF ZAF South AfricaUpper middle income

2/28/2022 Agrius APTSabotage Disruptive Data AttackUndeterminedISR ISR Israel High income

2/28/2022 Agrius APTSabotage Disruptive Data AttackUndeterminedHKG HKG Hong KongHigh income

2/28/2022 AnonymousUndeterminedDisruptive Message ManipulationUndeterminedRUS RUS Russian FederationUpper middle income

2/27/2022 UndeterminedFinancial UndeterminedUndeterminedBridgestoneUSA USA United States of AmericaHigh income

2/27/2022 Belarusian Cyber PartisansSabotage Disruptive Physical AttackBelarusian RailwayBLR BLR Belarus Upper middle income

2/27/2022 LockBit 2.0Financial Mixed Data Attack,Exploitation of Application ServerStrix GroupGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

2/27/2022 AgainstTheWestSabotage Disruptive Data AttackAgainstTheWestRUS RUS Russian FederationUpper middle income

2/27/2022 AnonymousUndeterminedExploitive UndeterminedUNC1151 BLR BLR Belarus Upper middle income

2/27/2022 AnonymousUndeterminedExploitive UndeterminedUndeterminedRUS RUS Russian FederationUpper middle income

2/27/2022 AnonymousUndeterminedExploitive UndeterminedSberbank RUS RUS Russian FederationUpper middle income

2/27/2022 UndeterminedProtest Exploitive UndeterminedConti RUS RUS Russian FederationUpper middle income

2/26/2022 AnonymousPolitical-EspionageExploitive Exploitation of Application ServerTetraedr BLR BLR Belarus Upper middle income

2/26/2022 UndeterminedSabotage Disruptive Data AttackUkraine border controlUKR UKR Ukraine Lower middle income

2/26/2022 AnonymousUndeterminedExploitive UndeterminedUndeterminedBLR BLR Belarus Upper middle income

2/26/2022 AnonymousProtest Disruptive Message ManipulationUndeterminedRUS RUS Russian FederationUpper middle income

2/25/2022 ALPHVM Financial Exploitive Exploitation of Application ServerGems EducationARE ARE United Arab EmiratesHigh income

2/25/2022 AnonymousProtest Exploitive Exploitation of Application ServerRussian Ministry of DefenseRUS RUS Russian FederationUpper middle income

2/25/2022 WIZARD SPIDERFinancial Mixed Data Attack,Exploitation of Application ServerSpine Diagnostic and Pain TreatmentUSA USA United States of AmericaHigh income

2/25/2022 UndeterminedUndeterminedUndeterminedUndeterminedNew York State's Joint Commission on Public EthicsUSA USA United States of AmericaHigh income

2/25/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerAON GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

2/25/2022 UndeterminedSabotage Disruptive Data AttackUkraine border control stationUKR UKR Ukraine Lower middle income

2/25/2022 UndeterminedSabotage Disruptive External Denial of ServicesKremlin.ru RUS RUS Russian FederationUpper middle income

2/25/2022 UndeterminedSabotage Disruptive External Denial of ServicesAeroflot RUS RUS Russian FederationUpper middle income

2/25/2022 UndeterminedSabotage Disruptive External Denial of ServicesSberbank RUS RUS Russian FederationUpper middle income

2/25/2022 theMx0ndayUndeterminedDisruptive Message ManipulationUndeterminedUKR UKR Ukraine Lower middle income

2/25/2022 GhostwriterUndeterminedExploitive Exploitation of End HostUndeterminedBLR BLR Belarus Upper middle income

2/25/2022 GhostwriterUndeterminedExploitive Exploitation of End HostUndeterminedKAZ KAZ KazakhstanUpper middle income

2/24/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerARcare USA USA United States of AmericaHigh income

2/24/2022 AnonymousProtest Disruptive Message ManipulationRT RUS RUS Russian FederationUpper middle income

2/24/2022 UndeterminedProtest Disruptive Message ManipulationBaltimore State Attorney's OfficeUSA USA United States of AmericaHigh income

2/24/2022 UndeterminedSabotage Disruptive Physical AttackViasat UKR UKR Ukraine Lower middle income

2/24/2022 GhostwriterSabotage Mixed Exploitation of End HostUndeterminedUKR UKR Ukraine Lower middle income

2/24/2022 UndeterminedSabotage Disruptive Data AttackUndeterminedUKR UKR Ukraine Lower middle income

2/24/2022 UndeterminedSabotage Disruptive External Denial of ServicesKyiv Post UKR UKR Ukraine Lower middle income

2/23/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerCenter for Life Management (CLM)USA USA United States of AmericaHigh income



2/23/2022 Lapsu$ Financial Exploitive Exploitation of Application ServerNvidia USA USA United States of AmericaHigh income

2/23/2022 Snatch Financial Mixed Data AttackHAPOLO 999 UndeterminedUndetermined#N/A

2/23/2022 Snatch Financial Mixed Data AttackABC SeamlessUSA USA United States of AmericaHigh income

2/23/2022 Snatch Financial Mixed Data AttackAmtech CorporationUSA USA United States of AmericaHigh income

2/23/2022 Snatch Financial Mixed Data AttackPremium Transportation GroupUSA USA United States of AmericaHigh income

2/23/2022 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Sabotage Mixed Exploitation of Application ServerUndeterminedUKR UKR Ukraine Lower middle income

2/23/2022 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Sabotage Disruptive Data AttackUndeterminedUKR UKR Ukraine Lower middle income

2/23/2022 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Sabotage Disruptive Data AttackUndeterminedUKR UKR Ukraine Lower middle income

2/23/2022 UndeterminedUndeterminedDisruptive External Denial of ServicesUkrainian Ministry of Foreign AffairsUKR UKR Ukraine Lower middle income

2/23/2022 UndeterminedUndeterminedDisruptive External Denial of ServicesUkrainian Ministry of DefenseUKR UKR Ukraine Lower middle income

2/23/2022 UndeterminedUndeterminedDisruptive External Denial of ServicesUkrainian Ministry of Internal AffairsUKR UKR Ukraine Lower middle income

2/23/2022 UndeterminedUndeterminedDisruptive External Denial of ServicesUkrainian Security Service (SBU)UKR UKR Ukraine Lower middle income

2/23/2022 UndeterminedUndeterminedDisruptive External Denial of ServicesUkrainian Cabinet of MinistersUKR UKR Ukraine Lower middle income

2/23/2022 UndeterminedPolitical-EspionageMixed Exploitation of Application ServerUndeterminedUKR UKR Ukraine Lower middle income

2/23/2022 UndeterminedPolitical-EspionageMixed Exploitation of Application ServerUndeterminedUKR UKR Ukraine Lower middle income

2/23/2022 UndeterminedPolitical-EspionageMixed Exploitation of Application ServerUndeterminedUKR UKR Ukraine Lower middle income

2/23/2022 UndeterminedPolitical-EspionageMixed Exploitation of Application ServerUndeterminedUKR UKR Ukraine Lower middle income

2/23/2022 UndeterminedPolitical-EspionageMixed Exploitation of Application ServerUndeterminedUKR UKR Ukraine Lower middle income

2/23/2022 UndeterminedPolitical-EspionageMixed Exploitation of Application ServerUndeterminedUKR UKR Ukraine Lower middle income

2/23/2022 UndeterminedPolitical-EspionageMixed Exploitation of Application ServerUkrainian Ministry of DefenseUKR UKR Ukraine Lower middle income

2/23/2022 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Sabotage Disruptive Data AttackUndeterminedUKR UKR Ukraine Lower middle income

2/22/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerFlurry Finance 999 UndeterminedUndetermined#N/A

2/21/2022 UndeterminedUndeterminedDisruptive Message ManipulationWashington Metropolitan Area Transit Authority (WMATA)USA USA United States of AmericaHigh income

2/20/2022 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerExpeditors InternationalUSA USA United States of AmericaHigh income

2/20/2022 UndeterminedUndeterminedExploitive Exploitation of End HostsAxis CommunicationsCHE CHE SwitzerlandHigh income

2/20/2022 UndeterminedFinancial Exploitive UndeterminedTruConnectUSA USA United States of AmericaHigh income

2/19/2022 UndeterminedFinancial Mixed Data AttackLivingston Memorial VNA Health CorporationUSA USA United States of AmericaHigh income

2/18/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerMemorial Village ERUSA USA United States of AmericaHigh income

2/17/2022 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerHays USD 489USA USA United States of AmericaHigh income

2/16/2022 UndeterminedFinancial Exploitive Exploitation of End HostWork Health SolutionsUSA USA United States of AmericaHigh income

2/15/2022 UndeterminedSabotage Disruptive External Denial of ServiceMinistry of DefenseUKR UKR Ukraine Lower middle income

2/15/2022 UndeterminedSabotage Disruptive External Denial of ServicePrivatbankUKR UKR Ukraine Lower middle income

2/15/2022 UndeterminedSabotage Disruptive External Denial of ServiceOschadbankUKR UKR Ukraine Lower middle income

2/15/2022 UndeterminedSabotage Disruptive External Denial of ServiceArmed Forces of UkraineUKR UKR Ukraine Lower middle income

2/15/2022 GOLD DUPONTFinancial Mixed Data AttackPop TV USA USA United States of AmericaHigh income

2/13/2022 BlackByte Financial Mixed Data Attack,Exploitation of Application ServerSan Francisco 49ersUSA USA United States of AmericaHigh income

2/11/2022 LockBit 2.0Financial Mixed Data Attack,Exploitation of Application ServerItalian Agency for TourismITA ITA Italy High income

2/11/2022 Cuba Financial Mixed Data AttackIntegrated Data Services (IDS)USA USA United States of AmericaHigh income

2/11/2022 UAC-0056 Political-EspionageExploitive Exploitation of End HostUndeterminedUKR UKR Ukraine Lower middle income

2/10/2022 Pandora Financial Disruptive Data AttackDenso DEU DEU Germany High income

2/10/2022 SunCrypt Financial Disruptive Data AttackOklahoma City Indian Clinic (OKCIC)USA USA United States of AmericaHigh income

2/10/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerQuantum GroupUSA USA United States of AmericaHigh income

2/10/2022 UndeterminedFinancial Disruptive Data AttackNew Jersey Brain and Spine (NJBS)USA USA United States of AmericaHigh income

2/10/2022 AnonymousProtest Exploitive Exploitation of Application ServerRoskomnadzorRUS RUS Russian FederationUpper middle income

2/10/2022 Lapsus$ Financial Exploitive Exploitation of Application ServerVodafone GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

2/10/2022 Lapsus$ Financial Exploitive Exploitation of Application ServerUbisoft FRA FRA France High income

2/10/2022 UndeterminedSabotage Disruptive External Denial of ServiceTriolan UKR UKR Ukraine Lower middle income

2/10/2022 UndeterminedSabotage Disruptive External Denial of ServiceUkrtelecomUKR UKR Ukraine Lower middle income

2/10/2022 UndeterminedSabotage Disruptive Physical AttackAir transport in FinlandFIN FIN Finland High income

2/10/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerDialyze DirectUSA USA United States of AmericaHigh income

2/10/2022 Cuba Financial Mixed Data AttackMuntons USA USA United States of AmericaHigh income

2/9/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerA1 HrvatskaHRV HRV Croatia High income

2/9/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerHarbour Plaza Hotel GroupCHN CHN China Upper middle income

2/8/2022 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerPop TV SVN SVN Slovenia High income

2/8/2022 Snatch Financial Mixed Data AttackCadence AerospaceUSA USA United States of AmericaHigh income



2/7/2022 UndeterminedFinancial Exploitive Exploitation of End HostsWellstar Health SystemUSA USA United States of AmericaHigh income

2/7/2022 UndeterminedUndeterminedMixed Data Attack,Exploitation of Application ServerVodafone PortualPRT PRT Portugal High income

2/7/2022 Quantum Financial Mixed Data AttackJazeera AirwaysKWT KWT Kuwait High income

2/6/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerCash ExpressUSA USA United States of AmericaHigh income

2/5/2022 LockBit 2.0Financial Mixed Data Attack,Exploitation of Application ServerPayBito USA USA United States of AmericaHigh income

2/5/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerMeter USA USA United States of AmericaHigh income

2/5/2022 UndeterminedFinancial Exploitive Exploitation of SensorsElement VapeUSA USA United States of AmericaHigh income

2/4/2022 UndeterminedProtest Disruptive External Denial of ServiceGiveSendGoUSA USA United States of AmericaHigh income

2/4/2022 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerSwissport InternationalCHE CHE SwitzerlandHigh income

2/4/2022 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerMizuno USA USA United States of AmericaHigh income

2/4/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerThai University Central Admission SystemTHA THA Thailand Upper middle income

2/3/2022 UndeterminedFinancial Exploitive Exploitation of End HostFairfield County Implants and Periodontics (FCIP)USA USA United States of AmericaHigh income

2/2/2022 Quantum Financial Mixed Data AttackAltoona Area School DistrictUSA USA United States of AmericaHigh income

2/2/2022 UndeterminedFinancial Mixed Data AttackWilkins Recreational Vehicles, Inc. (Wilkins RV)USA USA United States of AmericaHigh income

2/1/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerSouth Denver Cardiology AssociatesUSA USA United States of AmericaHigh income

2/1/2022 Adalat Ali Protest Disruptive Message ManipulationIslamic Republic of Iran BroadcastingIRN IRN Iran (Islamic Republic of)Lower middle income

2/1/2022 Cuba Financial Mixed Data AttackShoes for CrewsUSA USA United States of AmericaHigh income

2/1/2022 FSB 18th Center for Information Security (Berserk Bear)Political-EspionageExploitive Exploitation of End HostUkrainian Ministry of Foreign AffairsUKR UKR Ukraine Lower middle income

2/1/2022 UAC-0056 Political-EspionageExploitive Exploitation of End HostUndeterminedUKR UKR Ukraine Lower middle income

1/31/2022 Lapsus$ Financial Exploitive Exploitation of Application ServerOkta USA USA United States of AmericaHigh income

1/31/2022 Cuba Financial Mixed Data AttackCMM LLP USA USA United States of AmericaHigh income

1/31/2022 Quantum Financial Mixed Data AttackMaple Lodge FarmsCAN CAN Canada High income

1/31/2022 Conti Financial Mixed Data AttackAcuity BrandsUSA USA United States of AmericaHigh income

1/30/2022 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerSea-InvestBEL BEL Belgium High income

1/30/2022 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerEvos NLD NLD NetherlandsHigh income

1/29/2022 ALPHVM UndeterminedMixed UndeterminedOiltanking GmnHDEU DEU Germany High income

1/29/2022 ALPHVM UndeterminedMixed UndeterminedMabanaft GmbHDEU DEU Germany High income

1/28/2022 WIZARD SPIDERFinancial Mixed Data Attack,Exploitation of Application ServerKP SnacksGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

1/28/2022 GOLD DUPONTFinancial Mixed Data AttackKCA DeutagDEU DEU Germany High income

1/27/2022 LockBit 2.0Financial Mixed Data Attack,Exploitation of Application ServerFrench Ministry of JusticeFRA FRA France High income

1/27/2022 People's Mujahideen Organization of Iran (PMOI)Protest Disruptive UndeterminedIslamic Republic of Iran Broadcasting (IRIB)IRN IRN Iran (Islamic Republic of)Lower middle income

1/27/2022 UndeterminedFinancial Exploitive UndeterminedQubit 999 UndeterminedUndetermined#N/A

1/27/2022 Vice SocietyFinancial Mixed Data AttackSenate of ArgentinaARG ARG Argentina Upper middle income

1/27/2022 Vice SocietyFinancial Mixed Data AttackOptionis GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

1/27/2022 UndeterminedFinancial Mixed Data AttackLutheran Social Services of Illinois (LSSI)USA USA United States of AmericaHigh income

1/26/2022 UndeterminedUndeterminedDisruptive External Denial of ServiceNorth Korea's InternetPRK PRK Korea (the Democratic People's Republic of)Low income

1/26/2022 UndeterminedUndeterminedDisruptive UndeterminedPuerto Rico's SenateUSA USA United States of AmericaHigh income

1/26/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerHong Kong Technology Venture CompanyCHN CHN China Upper middle income

1/25/2022 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerTaylor Regional HospitalUSA USA United States of AmericaHigh income

1/25/2022 Cuba Financial Mixed Data AttackEdgo USA USA United States of AmericaHigh income

1/24/2022 Belarusian Cyber PartisansProtest Mixed Data Attack,Exploitation of Application ServerBelarusian RailwayBLR BLR Belarus Upper middle income

1/24/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerCity of Saint-CloudFRA FRA France High income

1/24/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerWashington Department of LicensingUSA USA United States of AmericaHigh income

1/23/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerTaylor, Ganson & PerrinUSA USA United States of AmericaHigh income

1/21/2022 UndeterminedUndeterminedDisruptive External Denial of ServiceAndorra TelecomAND AND Andorra High income

1/21/2022 UndeterminedProtest Exploitive Exploitation of Application ServerPatriot FrontUSA USA United States of AmericaHigh income

1/20/2022 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerOhlone Community College DistrictUSA USA United States of AmericaHigh income

1/19/2022 UndeterminedFinancial Exploitive Exploitation of End HostsValley View HospitalUSA USA United States of AmericaHigh income

1/19/2022 UndeterminedFinancial Exploitive UndeterminedRed Cross Contractor999 UndeterminedUndetermined#N/A

1/19/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerSound GenerationsUSA USA United States of AmericaHigh income

1/19/2022 UndeterminedUndeterminedMixed Data Attack,Exploitation of Application ServerGlobal Affairs CanadaCAN CAN Canada High income

1/18/2022 WIZARD SPIDERFinancial Mixed Data Attack,Exploitation of Application ServerDelta ElectronicsTWN TWN Taiwan (Province of China)High income

1/18/2022 Cuba Financial Mixed Data AttackMetalCraft USA USA United States of AmericaHigh income

1/17/2022 UndeterminedFinancial Exploitive UndeterminedCrypto.comSGP SGP Singapore High income

1/16/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerDuncan Regional Hospital (DRH)USA USA United States of AmericaHigh income



1/15/2022 Cuba Financial Mixed Data AttackSuperfund AUT AUT Austria High income

1/14/2022 GhostwriterProtest Disruptive Message ManipulationUkraine Ministry of Foreign AffairsUKR UKR Ukraine Lower middle income

1/14/2022 GhostwriterProtest Disruptive Message ManipulationUkraine Ministry of AgricultureUKR UKR Ukraine Lower middle income

1/14/2022 GhostwriterProtest Disruptive Message ManipulationUkraine Ministry of Education and ScienceUKR UKR Ukraine Lower middle income

1/14/2022 GhostwriterProtest Disruptive Message ManipulationUkraine Ministry of Security and DefenseUKR UKR Ukraine Lower middle income

1/14/2022 GhostwriterProtest Disruptive Message ManipulationUkraine Cabinet of MinistersUKR UKR Ukraine Lower middle income

1/14/2022 GhostwriterPolitical-EspionageMixed Data Attack,Exploitation of Application ServerPolish Ministry of DefensePOL POL Poland High income

1/14/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerGoodwill USA USA United States of AmericaHigh income

1/14/2022 Vice SocietyFinancial Mixed Data AttackDurham Cathedral Schools FoundationGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

1/14/2022 Vice SocietyFinancial Mixed Data AttackXAL USA USA United States of AmericaHigh income

1/14/2022 Vice SocietyFinancial Mixed Data AttackButler County Community CollegeUSA USA United States of AmericaHigh income

1/14/2022 Vice SocietyFinancial Mixed Data AttackCarthage R-9 School DistrictUSA USA United States of AmericaHigh income

1/14/2022 Vice SocietyFinancial Mixed Data AttackSAVANNAH State UniversityUSA USA United States of AmericaHigh income

1/14/2022 Vice SocietyFinancial Mixed Data AttackAmaveca SaludESP ESP Spain High income

1/14/2022 Vice SocietyFinancial Mixed Data AttackSparJames Hall & CompanyHeron and BrearleyGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

1/14/2022 Vice SocietyFinancial Mixed Data AttackPontificia Universidad JaverianaCOL COL Colombia Upper middle income

1/14/2022 Vice SocietyFinancial Mixed Data AttackHawthorn The Community Pub Co.GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

1/14/2022 Vice SocietyFinancial Mixed Data AttackCity of WittenDEU DEU Germany High income

1/14/2022 Vice SocietyFinancial Mixed Data AttackLufkin Independent School DistrictUSA USA United States of AmericaHigh income

1/14/2022 Vice SocietyFinancial Mixed Data AttackSRH HoldingDEU DEU Germany High income

1/14/2022 Vice SocietyFinancial Mixed Data AttackKarl Bachl GmbH & Co.KGDEU DEU Germany High income

1/14/2022 Vice SocietyFinancial Mixed Data AttackUnited Health CentersUSA USA United States of AmericaHigh income

1/14/2022 Vice SocietyFinancial Mixed Data AttackBarlow Respiratory HospitalUSA USA United States of AmericaHigh income

1/14/2022 Vice SocietyFinancial Mixed Data AttackPlastipak Holdings, Inc.USA USA United States of AmericaHigh income

1/14/2022 Vice SocietyFinancial Mixed Data AttackButali ITA ITA Italy High income

1/14/2022 Vice SocietyFinancial Mixed Data AttackEskenazi Health FoundationUSA USA United States of AmericaHigh income

1/14/2022 Vice SocietyFinancial Mixed Data Attack3V Sigma ITA ITA Italy High income

1/14/2022 Vice SocietyFinancial Mixed Data AttackCentre Hospitalier D'ArlesFRA FRA France High income

1/14/2022 Vice SocietyFinancial Mixed Data AttackGateway CollegeGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

1/14/2022 Vice SocietyFinancial Mixed Data AttackFILGO CAN CAN Canada High income

1/14/2022 Vice SocietyFinancial Mixed Data AttackWhitehouse Independent School DistrictUSA USA United States of AmericaHigh income

1/14/2022 Vice SocietyFinancial Mixed Data AttackAlliance COAL, LLCUSA USA United States of AmericaHigh income

1/14/2022 Vice SocietyFinancial Mixed Data AttackJEALSA ESP ESP Spain High income

1/14/2022 Vice SocietyFinancial Mixed Data AttackMcNamara & Thiel Insurance AgencyUSA USA United States of AmericaHigh income

1/14/2022 Vice SocietyFinancial Mixed Data AttackFREDERICK Public SchoolsUSA USA United States of AmericaHigh income

1/14/2022 DEV-0586 Sabotage Disruptive Message ManipulationUndeterminedUKR UKR Ukraine Lower middle income

1/13/2022 UndeterminedFinancial Exploitive Exploitation of End HostsBallad HealthUSA USA United States of AmericaHigh income

1/13/2022 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerPembroke PinesUSA USA United States of AmericaHigh income

1/13/2022 Quantum Financial Mixed Data AttackLewis & Clark CollegeUSA USA United States of AmericaHigh income

1/13/2022 Vice SocietyFinancial Mixed Data AttackDFL BRA BRA Brazil Upper middle income

1/13/2022 Vice SocietyFinancial Mixed Data AttackHoly Family RC & CE CollegeGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

1/13/2022 Vice SocietyFinancial Mixed Data AttackManhasset Union Free School DistrictUSA USA United States of AmericaHigh income

1/13/2022 Vice SocietyFinancial Mixed Data AttackKESSEL AGDEU DEU Germany High income

1/13/2022 Vice SocietyFinancial Mixed Data AttackROC MondriaanNLD NLD NetherlandsHigh income

1/13/2022 Vice SocietyFinancial Mixed Data AttackWalter's Automotive GroupUSA USA United States of AmericaHigh income

1/13/2022 Vice SocietyFinancial Mixed Data AttackRolle CHE CHE SwitzerlandHigh income

1/13/2022 Vice SocietyFinancial Mixed Data AttackWaikato District Health BoardNZL NZL New ZealandHigh income

1/13/2022 Vice SocietyFinancial Mixed Data AttackPriority Building Services, LLCUSA USA United States of AmericaHigh income

1/13/2022 Vice SocietyFinancial Mixed Data AttackCommunications Solutions CompanySAU SAU Saudi ArabiaHigh income

1/13/2022 DEV-0586 Sabotage Disruptive Data AttackUndeterminedUKR UKR Ukraine Lower middle income

1/13/2022 DEV-0586 Sabotage Disruptive Data AttackUndeterminedUKR UKR Ukraine Lower middle income

1/13/2022 DEV-0586 Sabotage Disruptive Data AttackUndeterminedUKR UKR Ukraine Lower middle income

1/12/2022 UndeterminedFinancial Exploitive Exploitation of End HostsCatholic HospiceUSA USA United States of AmericaHigh income

1/12/2022 Lorenz Financial Mixed Data Attack,Exploitation of Application ServerLhensoldt DEU DEU Germany High income

1/12/2022 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerAlbuquerque Public SchoolsUSA USA United States of AmericaHigh income



1/12/2022 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerSJD AccountancyGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

1/12/2022 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerParasol GroupGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

1/12/2022 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerNixon WilliamsGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

1/12/2022 UndeterminedFinancial Exploitive Exploitation of End HostBoulder CountyUSA USA United States of AmericaHigh income

1/12/2022 UndeterminedFinancial Mixed Data AttackTeijin Automotive TechnologiesUSA USA United States of AmericaHigh income

1/11/2022 Hive Financial Mixed Data Attack,Exploitation of Application ServerEmil Frey CHE CHE SwitzerlandHigh income

1/11/2022 Cuba Financial Mixed Data AttackFDC 999 UndeterminedUndetermined#N/A

1/11/2022 Vice SocietyFinancial Mixed Data AttackICEHOTELSWE SWE Sweden High income

1/11/2022 Vice SocietyFinancial Mixed Data AttackUniversity of Duisburg-Essen (UDE)DEU DEU Germany High income

1/10/2022 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Sabotage Disruptive Data AttackUkrainian Energy CompanyUKR UKR Ukraine Lower middle income

1/9/2022 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerJackson County HospitalUSA USA United States of AmericaHigh income

1/8/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerIlluminate EducationUSA USA United States of AmericaHigh income

1/7/2022 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerMonroe Public SchoolsUSA USA United States of AmericaHigh income

1/7/2022 UndeterminedFinancial Exploitive Exploitation of End HostCompSource Mutual Insurance CompanyUSA USA United States of AmericaHigh income

1/5/2022 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerBernalillo CountyUSA USA United States of AmericaHigh income

1/5/2022 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerElement SolutionsUSA USA United States of AmericaHigh income

1/5/2022 UndeterminedFinancial Exploitive Exploitation of Application ServerLogan Health Medical CenterUSA USA United States of AmericaHigh income

1/5/2022 UndeterminedFinancial Exploitive Exploitation of End HostExpress ScriptsUSA USA United States of AmericaHigh income

1/5/2022 UndeterminedFinancial Exploitive Exploitation of End HostExpress ScriptsUSA USA United States of AmericaHigh income

1/4/2022 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerFinalSite USA USA United States of AmericaHigh income

1/3/2022 UndeterminedProtest Disruptive Message ManipulationMaariv ISR ISR Israel High income

1/3/2022 UndeterminedProtest Disruptive Message ManipulationJerusalem PostISR ISR Israel High income

1/3/2022 UndeterminedFinancial Disruptive Message ManipulationIndian Medical AssociationIND IND India Lower middle income

1/3/2022 UndeterminedFinancial Disruptive Message ManipulationIndian Council of World AffairsIND IND India Lower middle income

1/3/2022 UndeterminedFinancial Disruptive Message ManipulationMann Deshi BankIND IND India Lower middle income

1/1/2022 Lapsu$ Financial Mixed Data Attack,Exploitation of Application ServerImpresa PRT PRT Portugal High income

1/1/2022 Vice SocietyFinancial Mixed Data AttackDurham Johnston Comprehensive SchoolGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

######## UndeterminedFinancial Exploitive Exploitation of End HostsGuernsey's Medical Specialist Group (GMSG)GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

######## UndeterminedPolitical-EspionageExploitive Exploitation of End HostsSenior officials at the European Commission999 UndeterminedUndetermined#N/A

######## UndeterminedFinancial Exploitive UndeterminedMichigan MedicineUSA USA United States of AmericaHigh income

######## Quantum Financial Mixed Data AttackChattanooga Chamber of CommerceUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Disruptive Data AttackUnited Health Centers of the San Jaoquin Valley (UHC)USA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive UndeterminedKhyber Pakhtunkhwa PolicePAK PAK Pakistan Lower middle income

######## UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerDonnelley & SonsUSA USA United States of AmericaHigh income

######## UndeterminedFinancial UndeterminedUndeterminedAmedia NOR NOR Norway High income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerCrawford County Assessor's OfficeUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerAlliance Physical Therapy GroupUSA USA United States of AmericaHigh income

######## UndeterminedFinancial UndeterminedUndeterminedSaskatchewan Liquor and Gaming AuthorityUSA USA United States of AmericaHigh income

######## UawrongteamFinancial Exploitive Exploitation of Application ServerFlexBookerUSA USA United States of AmericaHigh income

######## Quantum Financial Mixed Data AttackSodiba AGO AGO Angola Lower middle income

######## Quantum Financial Mixed Data AttackBiotique IND IND India Lower middle income

######## Cuba Financial Mixed Data AttackCLE InternationalUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of End HostsSpokane Regional Health DistrictUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerArnprior Regional HealthCAN CAN Canada High income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerBako DiagnosticsUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerCompuGroup MedicalDEU DEU Germany High income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerUbisoft FRA FRA France High income

######## UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerGloucester City CouncilGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

######## UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerInetum GroupFRA FRA France High income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerGrim Finance 999 UndeterminedUndetermined#N/A

######## Sharp BoysFinancial Exploitive Exploitation of Application ServerTiyuli ISR ISR Israel High income

######## Sharp BoysFinancial Exploitive Exploitation of Application ServerLametayel ISR ISR Israel High income

######## WIZARD SPIDERFinancial Mixed Data Attack,Exploitation of Application ServerFinite RecruitmentAUS AUS Australia High income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerCapital Region Medical CenterUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerCapital Region Medical CenterUSA USA United States of AmericaHigh income



######## Cuba Financial Mixed Data AttackStrongwell USA USA United States of AmericaHigh income

######## Lorenz Financial Mixed Data AttackHensoldt DEU DEU Germany High income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerRadiology LtdUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerGateway Diagnostics ImagingUSA USA United States of AmericaHigh income

######## UndeterminedPolitical-EspionageExploitive UndeterminedBelgium's Ministry of DefenseBEL BEL Belgium High income

######## UndeterminedPolitical-EspionageExploitive Exploitation of Application ServerUnited States Commission on International Religious FreedomUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerPriority HealthUSA USA United States of AmericaHigh income

######## Vice SocietyFinancial Mixed Data Attack,Exploitation of Application ServerHospital Centro de AndaluciaESP ESP Spain High income

######## UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerAccelHealthUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerExtend FertilityUSA USA United States of AmericaHigh income

######## Cuba Financial Mixed Data AttackDeline Box Co.USA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of End HostAcorda TherapeuticsUSA USA United States of AmericaHigh income

######## GOLD DUPONTFinancial Mixed Data AttackHellmann Worldwide LogisticsUSA USA United States of AmericaHigh income

######## UndeterminedFinancial UndeterminedUndeterminedBehavioral Health GroupUSA USA United States of AmericaHigh income

######## Vice SocietyFinancial Mixed Data Attack,Exploitation of Application ServerCarthage R-9 DistrictUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerVulcanForge 999 UndeterminedUndetermined#N/A

######## UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerCoombe Women and Infants University HospitalIRL IRL Ireland High income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerUSCellularUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerPace Center for GirlsUSA USA United States of AmericaHigh income

######## Cuba Financial Mixed Data AttackRegulvar FRA FRA France High income

######## UndeterminedFinancial Exploitive UndeterminedGreencore Group PLCGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

######## UndeterminedProtest Disruptive Message ManipulationTwitter Account of Indian Prime Minister Narendra ModiIND IND India Lower middle income

######## UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerSuperior PlusUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerVirginia Division of Legislative Automated SystemsUSA USA United States of AmericaHigh income

######## WIZARD SPIDERFinancial Mixed Data Attack,Exploitation of Application ServerMcMenaminsUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerAscendEX SGP SGP Singapore High income

######## Cuba Financial Mixed Data AttackNorth Carolina Mutual Life InsuranceUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerUKG GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerONUS VNM VNM Viet Nam Lower middle income

######## Lapsus$ Financial Mixed Data Attack,Exploitation of Application ServerBrazil Ministry of HealthBRA BRA Brazil Upper middle income

######## WIZARD SPIDERFinancial Mixed Data Attack,Exploitation of Application ServerShutterfly USA USA United States of AmericaHigh income

######## UndeterminedProtest Disruptive External Denial of ServiceThe Nobel FoundationNOR NOR Norway High income

######## UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerLa PosadaUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerSouth Shore HospitalUSA USA United States of AmericaHigh income

######## GOLD DUPONTFinancial Mixed Data AttackUMW GroupMYS MYS Malaysia Upper middle income

12/9/2021 UndeterminedFinancial Disruptive Data AttackOahu Transit ServicesUSA USA United States of AmericaHigh income

12/9/2021 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerMunicipality of NowinyPOL POL Poland High income

12/9/2021 RansomExxFinancial Mixed Data Attack,Exploitation of Application ServerHellmann Worldwide LogisticsDEU DEU Germany High income

12/9/2021 UndeterminedFinancial Exploitive Exploitation of Application ServerStandard BankZAF ZAF South AfricaUpper middle income

12/9/2021 Quantum Financial Mixed Data AttackDigital Workplace Services & Solutions999 UndeterminedUndetermined#N/A

12/9/2021 Quantum Financial Mixed Data AttackZepter CHE CHE SwitzerlandHigh income

12/9/2021 Quantum Financial Mixed Data AttackThe Jewelry ExchangeUSA USA United States of AmericaHigh income

12/9/2021 Quantum Financial Mixed Data AttackPRIDE Community ServicesUSA USA United States of AmericaHigh income

12/8/2021 UndeterminedFinancial Exploitive Exploitation of Application ServerMonongalia Health SystemUSA USA United States of AmericaHigh income

12/8/2021 UndeterminedFinancial Exploitive Exploitation of End HostNorthern Rockies OrthopaedicsUSA USA United States of AmericaHigh income

12/7/2021 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerEldon School DistrictUSA USA United States of AmericaHigh income

12/7/2021 Cuba Financial Mixed Data AttackATLAS DieUSA USA United States of AmericaHigh income

12/6/2021 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerPellissippi State Community CollegeUSA USA United States of AmericaHigh income

12/6/2021 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerShelley School DistrictUSA USA United States of AmericaHigh income

12/6/2021 GOLD DUPONTFinancial Mixed Data AttackRuwac USA USA United States of AmericaHigh income

12/5/2021 UndeterminedPolitical-EspionageExploitive Exploitation of End HostsFour Jordanian human rights defendersJOR JOR Jordan Lower middle income

12/5/2021 UndeterminedUndeterminedExploitive Exploitation of Application ServerMaryland Health DepartmentUSA USA United States of AmericaHigh income

12/5/2021 Hive Financial Mixed Data Attack,Exploitation of Application ServerSyndicat Intercommunal d'Informatique (SII)FRA FRA France High income

12/5/2021 Cuba Financial Mixed Data AttackSonomaticUSA USA United States of AmericaHigh income

12/5/2021 GOLD DUPONTFinancial Mixed Data AttackDigicel GroupJAM JAM Jamaica Upper middle income



12/4/2021 UndeterminedFinancial Exploitive Exploitation of Application ServerBitMart 999 UndeterminedUndetermined#N/A

12/4/2021 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerSPAR GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

12/3/2021 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerRiverhead Central School DistrictUSA USA United States of AmericaHigh income

12/2/2021 UndeterminedFinancial Disruptive Data AttackLincoln CollegeUSA USA United States of AmericaHigh income

12/2/2021 WIZARD SPIDERFinancial Mixed Data Attack,Exploitation of Application ServerNordic Choice HotelsNOR NOR Norway High income

12/2/2021 UndeterminedFinancial Exploitive Exploitation of Application ServerBadger 999 UndeterminedUndetermined#N/A

12/2/2021 Cuba Financial Mixed Data AttackLA Hebert CAN CAN Canada High income

12/1/2021 ShinyHuntersFinancial Exploitive Exploitation of Application ServerAditya Birla GroupUSA USA United States of AmericaHigh income

12/1/2021 WIZARD SPIDERFinancial Mixed Data Attack,Exploitation of Application ServerRR DonnelleyUSA USA United States of AmericaHigh income

12/1/2021 WIZARD SPIDERFinancial Mixed Data Attack,Exploitation of Application ServerBank IndonesiaIDN IDN Indonesia Upper middle income

######## UndeterminedFinancial Exploitive Exploitation of End HostsScott CountyUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerAndra Pradesh Mahesh Co-Operative Urban BankIND IND India Lower middle income

######## UndeterminedFinancial Exploitive Exploitation of Application ServersLituanian Ministry of Foreign AffairsLTU LTU Lithuania High income

######## Snatch Industrial-EspionageExploitive Exploitation of Application ServerVolvo SWE SWE Sweden High income

######## Quantum Financial Mixed Data AttackUABL S.A.ARG ARG Argentina Upper middle income

######## Lorenz Financial Mixed Data AttackTurner Enterprises, Inc.USA USA United States of AmericaHigh income

######## UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerLewis and Clark Community CollegeUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Disruptive Data AttackCS EnergyAUS AUS Australia High income

######## WIZARD SPIDERFinancial Mixed Data Attack,Exploitation of Application ServerCS EnergyAUS AUS Australia High income

######## UndeterminedFinancial Exploitive Message ManipulationIKEA SWE SWE Sweden High income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerCreative Services, Inc.USA USA United States of AmericaHigh income

######## UndeterminedFinancial Disruptive Message ManipulationDepartment for TransportGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

######## Evil Corp Financial Mixed Data Attack,Exploitation of Application ServerSwire Pacific OffshoreUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of End HostsHealthplex Inc.USA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive UndeterminedS&R PHL PHL PhilippinesLower middle income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerSpencer GiftsUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Disruptive Data AttackBryan County Ambulance AuthorityUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of End HostCooper University Health CareUSA USA United States of AmericaHigh income

######## UndeterminedUndeterminedDisruptive External Denial of ServiceCannazon 999 UndeterminedUndetermined#N/A

######## UndeterminedFinancial Exploitive Exploitation of Application ServerRaveco MedicalUSA USA United States of AmericaHigh income

######## UndeterminedPolitical-EspionageMixed Data Attack,Exploitation of Application ServerMahan Air IRN IRN Iran (Islamic Republic of)Lower middle income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerPunjab National BankIND IND India Lower middle income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerCrossroads HealthUSA USA United States of AmericaHigh income

######## UndeterminedUndeterminedUndeterminedUndeterminedBureau VeritasFRA FRA France High income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerPhiladelphia FIGHT Community Health CentersUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerVestas Wind SystemsUSA USA United States of AmericaHigh income

######## Vice SocietyFinancial Mixed Data Attack,Exploitation of Application ServerButler County Community CollegeUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerIndonesian PoliceIDN IDN Indonesia Upper middle income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerLuxemburg-Casco School DistrictUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerJefferson HealthUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerFamily Christian Health CenterUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerDNA SolutionsUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of End HostsVolunteers of America Soutwest CaliforniaUSA USA United States of AmericaHigh income

######## Lorenz Financial Mixed Data AttackKenall/LegrandUSA USA United States of AmericaHigh income

######## Wealth Squad ChrisUndeterminedDisruptive Message ManipulationNew Hanover Regional Medical CenterUSA USA United States of AmericaHigh income

######## GOLD DUPONTFinancial Mixed Data AttackUnione dei Comuni Terre di PianuraITA ITA Italy High income

######## UndeterminedFinancial Disruptive UndeterminedRideau Valley Health CentreCAN CAN Canada High income

######## TA505 Financial Mixed Data Attack,Exploitation of Application ServerSupernus PharmaceuticalsUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerMillennium Eye CareUSA USA United States of AmericaHigh income

######## WIZARD SPIDERFinancial Exploitive Exploitation of Application ServerFrontier SoftwareAUS AUS Australia High income

######## UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerSouthern Ohio Medical CenterUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Disruptive External Denial of ServiceTelnyx USA USA United States of AmericaHigh income

######## WIZARD SPIDERFinancial Mixed Data Attack,Exploitation of Application ServerKisters AGDEU DEU Germany High income

11/9/2021 UndeterminedFinancial Disruptive UndeterminedSociedad Anonima DammESP ESP Spain High income

11/9/2021 Arvin Club Financial Exploitive Exploitation of Application ServerLeiden UniversityNLD NLD NetherlandsHigh income



11/9/2021 Arvin Club Financial Exploitive Exploitation of Application ServerUT Air RUS RUS Russian FederationUpper middle income

11/9/2021 Arvin Club Financial Exploitive Exploitation of Application ServerBeh Pardakht MellatIRN IRN Iran (Islamic Republic of)Lower middle income

11/9/2021 Arvin Club Financial Exploitive Exploitation of Application ServerEtoudplus.irIRN IRN Iran (Islamic Republic of)Lower middle income

11/9/2021 Arvin Club Financial Exploitive Exploitation of Application ServerBank MellatIRN IRN Iran (Islamic Republic of)Lower middle income

11/8/2021 Hive Financial Mixed Data Attack,Exploitation of Application ServerMediaMarktDEU DEU Germany High income

11/8/2021 Belarus Cyber-PartisansPolitical-EspionageExploitive Exploitation of Application ServerUndefined Government OrganizationBLR BLR Belarus Upper middle income

11/7/2021 UndeterminedFinancial Disruptive UndeterminedDiamond Comic DistributorsUSA USA United States of AmericaHigh income

11/7/2021 UndeterminedFinancial Disruptive Data AttackPremier Property LawyersGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

11/7/2021 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerDelta-Montrose Electric AssociationUSA USA United States of AmericaHigh income

11/5/2021 BlueNoroffFinancial Exploitive Exploitation of End HostsbZx 999 UndeterminedUndetermined#N/A

11/5/2021 UndeterminedFinancial Disruptive Message ManipulationAngling DirectGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

11/5/2021 UndeterminedFinancial Exploitive Exploitation of SensorsCostco Wholesale CorporationUSA USA United States of AmericaHigh income

11/4/2021 UndeterminedFinancial Exploitive Exploitation of Application ServerJukin MediaUSA USA United States of AmericaHigh income

11/4/2021 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerUpstate HomecareUSA USA United States of AmericaHigh income

11/4/2021 UndeterminedFinancial Mixed Heartland Healthcare ServicesUSA USA United States of AmericaHigh income

11/3/2021 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerDanaos Management ConsultantGRC GRC Greece High income

11/3/2021 AvosLockerFinancial Mixed Data Attack,Exploitation of Application ServerBeaverhead County High SchoolUSA USA United States of AmericaHigh income

11/3/2021 UndeterminedFinancial Exploitive UndeterminedLakeside SchoolUSA USA United States of AmericaHigh income

11/3/2021 UndeterminedFinancial Exploitive Exploitation of Application ServerRobinhoodUSA USA United States of AmericaHigh income

11/3/2021 Lorenz Financial Mixed Data AttackComponent Assembly SystemsUSA USA United States of AmericaHigh income

11/2/2021 UndeterminedFinancial Exploitive Exploitation of End HostsmySA GovAUS AUS Australia High income

11/2/2021 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerMedical Review Institute of AmericaUSA USA United States of AmericaHigh income

11/1/2021 UndeterminedFinancial Exploitive Exploitation of End HostPhoenix Programs of FloridaUSA USA United States of AmericaHigh income

11/1/2021 netsaosa Protest Disruptive Message ManipulationMassachusetts Interscholastic Athletic AssociationUSA USA United States of AmericaHigh income

11/1/2021 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerMedatixx DEU DEU Germany High income

11/1/2021 UndeterminedFinancial Disruptive UndeterminedToledo Lucas County Public LibraryUSA USA United States of AmericaHigh income

11/1/2021 UndeterminedFinancial Exploitive Exploitation of Application ServerUniversity of Singapore SocietyUSA USA United States of AmericaHigh income

11/1/2021 UndeterminedFinancial Exploitive Exploitation of Application ServerPro Wrestling TeesUSA USA United States of AmericaHigh income

11/1/2021 UndeterminedFinancial Exploitive Exploitation of Application ServerMonterey Peninsula Unified School DistrictUSA USA United States of AmericaHigh income

11/1/2021 Bl@ckt0r Financial Exploitive Exploitation of Application ServerUnexca VEN VEN Venezuela (Bolivarian Republic of)Upper middle income

######## UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerVPN Solutions LLCUSA USA United States of AmericaHigh income

######## UndeterminedUndeterminedExploitive Exploitation of End HostsLoyola University Medical CenterUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Disruptive UndeterminedToronto Transit CommissionCAN CAN Canada High income

######## BlackShadowFinancial Mixed Data Attack,Exploitation of Application ServerCyberserveISR ISR Israel High income

######## UndeterminedSabotage Disruptive UndeterminedNational Bank of PakistanPAK PAK Pakistan Lower middle income

######## PayorGriefFinancial Mixed Data Attack,Exploitation of Application ServerNational Rifle AssociationUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of InfrastructureCream Finance 999 UndeterminedUndetermined#N/A

######## UndeterminedFinancial Exploitive Exploitation of Application ServerRavkoo USA USA United States of AmericaHigh income

######## UndeterminedUndeterminedDisruptive UndeterminedNational Iranian Oil Products Distribution CompanyIRN IRN Iran (Islamic Republic of)Lower middle income

######## Team HDPProtest Exploitive Exploitation of Application ServerCentral Board of CounterintelligenceVEN VEN Venezuela (Bolivarian Republic of)Upper middle income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerBioPlus Specialty Pharmacy ServicesUSA USA United States of AmericaHigh income

######## WIZARD SPIDERFinancial Mixed Data Attack,Exploitation of Application ServerMeyer ManufacturingUSA USA United States of AmericaHigh income

######## UndeterminedProtest Disruptive Message ManipulationSambalpur UniversityIND IND India Lower middle income

######## UndeterminedFinancial Disruptive UndeterminedTesco GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

######## Arvin Club Financial Exploitive Exploitation of Application ServerKendriya VidyalaIND IND India Lower middle income

######## Groove Financial Mixed Data Attack,Exploitation of Application ServerTriValley Primary CareUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Disruptive Data AttackEberspacher GroupDEU DEU Germany High income

######## UndeterminedFinancial Disruptive Data AttackSchool District of JanesvilleUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Disruptive Data AttackSchreiber FoodsUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerNationwide Laboratory ServicesUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerIllinois Gastroenterology Group (IGG)USA USA United States of AmericaHigh income

######## UndeterminedFinancial Disruptive External Denial of ServiceVoipfone GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

######## UndeterminedFinancial Disruptive Data AttackPapua New Guinea's finance ministryPNG PNG Papua New GuineaLower middle income

######## UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerEpiscopal Retirement ServicesUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of End HostsLos Angeles County Department of Mental HealthUSA USA United States of AmericaHigh income



######## Cursed PatriarchFinancial Disruptive External Denial of ServiceRunbox 999 UndeterminedUndetermined#N/A

######## Cursed PatriarchFinancial Disruptive External Denial of ServicePosteo 999 UndeterminedUndetermined#N/A

######## Cursed PatriarchFinancial Disruptive External Denial of ServiceFastmail 999 UndeterminedUndetermined#N/A

######## Cursed PatriarchFinancial Disruptive External Denial of ServiceTheXYZ 999 UndeterminedUndetermined#N/A

######## Cursed PatriarchFinancial Disruptive External Denial of ServiceGuerilla Mail 999 UndeterminedUndetermined#N/A

######## Cursed PatriarchFinancial Disruptive External Denial of ServiceMailfence 999 UndeterminedUndetermined#N/A

######## Cursed PatriarchFinancial Disruptive External Denial of ServiceKolab Now 999 UndeterminedUndetermined#N/A

######## Cursed PatriarchFinancial Disruptive External Denial of ServiceRiseUp 999 UndeterminedUndetermined#N/A

######## AvosLockerFinancial Mixed Data Attack,Exploitation of Application ServerGigabyte TWN TWN Taiwan (Province of China)High income

######## UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerDuneland School CorporationUSA USA United States of AmericaHigh income

######## Everest Financial Mixed Data Attack,Exploitation of Application ServerSocieta Italiana degli Autori ed Editori (SIAE)ITA ITA Italy High income

######## UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerMCH GroupCHE CHE SwitzerlandHigh income

######## UndeterminedIndustrial-EspionageExploitive Exploitation of Application ServerBosch USA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of End HostsCentre for Computing HistoryGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

######## RootAyyildizProtest Disruptive Message ManipulationDonald Trump's WebsiteUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerOttawa's French Public School BoardCAN CAN Canada High income

######## Quantum Financial Mixed Data AttackTILIA GROUP 999 UndeterminedUndetermined#N/A

######## Quantum Financial Mixed Data AttackPVR Ltd. IND IND India Lower middle income

######## UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerAtento BRA BRA Brazil Upper middle income

######## UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerVantage Healthcare NetworkUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerRiviera UtilitiesUSA USA United States of AmericaHigh income

######## DeepBlueMagicFinancial Mixed Data Attack,Exploitation of Application ServerTen Israeli hospitalsISR ISR Israel High income

######## Evil Corp Financial Mixed Data Attack,Exploitation of Application ServerSinclair Broadcast GroupUSA USA United States of AmericaHigh income

######## PayorGriefFinancial Mixed Data Attack,Exploitation of Application ServerCentral Indiana OrthopedicsUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerCorry School DistrictUSA USA United States of AmericaHigh income

######## UndeterminedUndeterminedExploitive Exploitation of End HostsSignature Healthcare Brockton HospitalUSA USA United States of AmericaHigh income

######## WIZARD SPIDERFinancial Mixed Data Attack,Exploitation of Application ServerGraff GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

######## DESORDENFinancial Mixed Data Attack,Exploitation of Application ServerAcer TWN TWN Taiwan (Province of China)High income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerTackle WarehouseUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerRunning WarehouseUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerTennis WarehouseUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerSkate WarehouseUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerBroward HealthUSA USA United States of AmericaHigh income

######## UndeterminedFinancial UndeterminedUndeterminedPorto SeguroBRA BRA Brazil Upper middle income

######## DESORDENFinancial Mixed Data Attack,Exploitation of Application ServerCentara Hotels & ResortsTHA THA Thailand Upper middle income

######## UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerProfessional Healthcare ManagementUSA USA United States of AmericaHigh income

######## DESORDENFinancial Mixed Data Attack,Exploitation of Application ServerAcer IND IND India Lower middle income

######## UndeterminedFinancial Exploitive UndeterminedHillel Yaffe Medical CenterISR ISR Israel High income

######## UndeterminedFinancial Mixed UndeterminedUniversity of SunderlandGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerPrincipality of Sealand999 UndeterminedUndetermined#N/A

######## UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerAutonomous University of BarcelonaESP ESP Spain High income

######## UndeterminedUndeterminedUndeterminedUndeterminedOlympus USA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerCommunity Medical CentersUSA USA United States of AmericaHigh income

10/9/2021 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerFerrara CandyUSA USA United States of AmericaHigh income

10/9/2021 UndeterminedFinancial Exploitive Exploitation of End HostsHewlett Packard EnterpriseUSA USA United States of AmericaHigh income

10/9/2021 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerPlanned Parenthood Los AngelesUSA USA United States of AmericaHigh income

10/9/2021 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerCharlotte YMCAUSA USA United States of AmericaHigh income

10/8/2021 UndeterminedUndeterminedDisruptive Message ManipulationTwitch USA USA United States of AmericaHigh income

10/8/2021 UndeterminedFinancial Exploitive Exploitation of Application ServerCompton and Broomhead Dental CenterUSA USA United States of AmericaHigh income

10/7/2021 UndeterminedProtest Disruptive Message ManipulationUSS Kidd official Facebook PageUSA USA United States of AmericaHigh income

10/6/2021 UndeterminedProtest Exploitive Exploitation of Application ServerTwitch USA USA United States of AmericaHigh income

10/6/2021 UndeterminedFinancial Disruptive UndeterminedPrairie Lakes Healthcare SystemUSA USA United States of AmericaHigh income

10/5/2021 REvil Financial Mixed Data Attack,Exploitation of Application ServerFimmick CHN CHN China Upper middle income

10/5/2021 UndeterminedFinancial Exploitive Exploitation of Application ServerTrue Health New MexicoUSA USA United States of AmericaHigh income

10/5/2021 TA505 Financial Mixed Data Attack,Exploitation of Application ServerDacoll GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income



10/4/2021 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerMelia Hotels InternationalESP ESP Spain High income

10/4/2021 LockBit 2.0Financial Mixed Data Attack,Exploitation of Application ServerE.M.I.T. Aviation ConsultingISR ISR Israel High income

10/4/2021 UndeterminedUndeterminedUndeterminedUndeterminedLodi Unified School DistrictUSA USA United States of AmericaHigh income

10/4/2021 UndeterminedUndeterminedUndeterminedUndeterminedColleton County School DistrictUSA USA United States of AmericaHigh income

10/4/2021 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerNational Association of Community Health CentersUSA USA United States of AmericaHigh income

10/3/2021 UndeterminedFinancial Exploitive Exploitation of Application ServerFantasy Football HubGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

10/3/2021 UndeterminedFinancial Exploitive Exploitation of Application ServerVal Verde Regional Medical Center ('VVRMC')USA USA United States of AmericaHigh income

10/2/2021 WIZARD SPIDERFinancial Mixed Data Attack,Exploitation of Application ServerSandhills GlobalUSA USA United States of AmericaHigh income

10/2/2021 UndeterminedFinancial Disruptive Data AttackCVC GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

10/1/2021 DESORDENFinancial Exploitive Exploitation of Application ServerSkynet.com.myMYS MYS Malaysia Upper middle income

10/1/2021 UndeterminedFinancial UndeterminedUndeterminedJohnson Memorial HealthUSA USA United States of AmericaHigh income

10/1/2021 WIZARD SPIDERFinancial Mixed Data Attack,Exploitation of Application ServerMedical Healthcare SolutionsUSA USA United States of AmericaHigh income

10/1/2021 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerValley Regional TransitUSA USA United States of AmericaHigh income

10/1/2021 Bl@ckt0r Financial Exploitive Exploitation of Application ServerSalesplaypos.comUSA USA United States of AmericaHigh income

10/1/2021 Bl@ckt0r Financial Exploitive Exploitation of Application ServerBankjatim.co.idIDN IDN Indonesia Upper middle income

10/1/2021 UndeterminedFinancial Mixed Data AttackQuality Temporary Services, Inc. ( AKA Qualified Staffing)USA USA United States of AmericaHigh income

10/1/2021 UndeterminedFinancial Mixed Data AttackQuality Temporary Services, Inc. ( AKA Qualified Staffing)USA USA United States of AmericaHigh income

9/30/2021 TAG-38 UndeterminedExploitive Exploitation of Application ServerAt least 7 Indian electricity grid centersIND IND India Lower middle income

9/30/2021 WIZARD SPIDERFinancial Mixed Data Attack,Exploitation of Application ServerJVCKenwoodJPN JPN Japan High income

9/30/2021 UndeterminedFinancial Disruptive Data AttackTiteLive FRA FRA France High income

9/30/2021 AnibaLeaksFinancial Exploitive Exploitation of Application ServerArgentinian National Registry of PersonsARG ARG Argentina Upper middle income

9/30/2021 UndeterminedFinancial Exploitive Exploitation of End HostsRegion IV Area Agency on AgingUSA USA United States of AmericaHigh income

9/29/2021 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerSchneck Medical CenterUSA USA United States of AmericaHigh income

9/29/2021 UndeterminedFinancial Exploitive Exploitation of Application ServerSchneck Medical CenterUSA USA United States of AmericaHigh income

9/28/2021 UndeterminedFinancial Exploitive Exploitation of Application ServerGreat Plains ManufacturingUSA USA United States of AmericaHigh income

9/27/2021 CoomingProjectUndeterminedExploitive Exploitation of Application ServersEl Instituto Nacional de Medicina GenomicaMEX MEX Mexico Upper middle income

9/26/2021 RansomExxFinancial Mixed Data Attack,Exploitation of Application ServerUnione Reno GallieraITA ITA Italy High income

9/26/2021 GOLD DUPONTFinancial Mixed Data AttackUnione Reno GallieraITA ITA Italy High income

9/25/2021 UndeterminedFinancial Disruptive External Denial of ServiceBandwidth.comUSA USA United States of AmericaHigh income

9/25/2021 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerLufkin Independent School DistrictUSA USA United States of AmericaHigh income

9/25/2021 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerStonington Public SchoolsUSA USA United States of AmericaHigh income

9/24/2021 Colossus Financial Mixed Data Attack,Exploitation of Application ServerGroup of automotive dealershipsUSA USA United States of AmericaHigh income

9/24/2021 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerEpiscopal Retirement ServicesUSA USA United States of AmericaHigh income

9/23/2021 UndeterminedFinancial Disruptive Message ManipulationBitcoin.org 999 UndeterminedUndetermined#N/A

9/23/2021 UndeterminedUndeterminedUndeterminedUndeterminedPort of HoustonUSA USA United States of AmericaHigh income

9/23/2021 DESORDENFinancial Mixed Data Attack,Exploitation of Application ServerABX ExpressMYS MYS Malaysia Upper middle income

9/23/2021 UndeterminedFinancial Exploitive UndeterminedVictory Health PartnersUSA USA United States of AmericaHigh income

9/23/2021 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerMedurant HealthUSA USA United States of AmericaHigh income

9/23/2021 UndeterminedFinancial Exploitive Exploitation of Application ServerNational Math and Science InitiativeUSA USA United States of AmericaHigh income

9/22/2021 UndeterminedIndustrial-EspionageExploitive Exploitation of End HostsJSC Makeyev Design BureauRUS RUS Russian FederationUpper middle income

9/22/2021 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerGiant Pay GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

9/22/2021 UndeterminedFinancial Exploitive Exploitation of Application ServerSamaritan Daytop VillageUSA USA United States of AmericaHigh income

9/21/2021 UndeterminedFinancial Exploitive Exploitation of End HostsBoulder Neurosurgical and Spine AssociatesUSA USA United States of AmericaHigh income

9/20/2021 UndeterminedFinancial Exploitive Exploitation of Application ServerCentral Minnesota Mental Health Center (CMMHC)USA USA United States of AmericaHigh income

9/20/2021 UndeterminedFinancial Exploitive Exploitation of Application ServerNorwood ClinicUSA USA United States of AmericaHigh income

9/20/2021 BlackMatterFinancial Mixed Data Attack,Exploitation of Application ServerNEW CooperativeUSA USA United States of AmericaHigh income

9/20/2021 BlackMatterFinancial Mixed Data Attack,Exploitation of Application ServerMarketron USA USA United States of AmericaHigh income

9/20/2021 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerCoos County Family Health ServicesUSA USA United States of AmericaHigh income

9/20/2021 UndeterminedFinancial Exploitive Exploitation of Application ServerCMA CGMFRA FRA France High income

9/20/2021 ALTDOS Financial Exploitive Exploitation of Application ServersSunway GroupMYS MYS Malaysia Upper middle income

9/20/2021 FocaLeaksProtest Exploitive Exploitation of Application ServersEl Savador National PoliceSLV SLV El SalvadorUpper middle income

9/20/2021 Arvin Club Financial Exploitive Exploitation of Application ServerBureau van DijkBEL BEL Belgium High income

9/20/2021 GOLD DUPONTFinancial Mixed Data AttackUnited Carton Industries Company LtdSAU SAU Saudi ArabiaHigh income

9/19/2021 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerCrystal ValleyUSA USA United States of AmericaHigh income

9/19/2021 UndeterminedFinancial Exploitive Exploitation of Application ServerspNetwork 999 UndeterminedUndetermined#N/A



9/19/2021 UndeterminedFinancial Exploitive Exploitation of Application ServerStrategic Benefits AdvisorsUSA USA United States of AmericaHigh income

9/18/2021 UndeterminedFinancial Disruptive Data AttackExabytes MYS MYS Malaysia Upper middle income

9/18/2021 WIZARD SPIDERFinancial Disruptive Data AttackGSS ESP ESP Spain High income

9/18/2021 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerSound GenerationsUSA USA United States of AmericaHigh income

9/17/2021 UndeterminedFinancial Disruptive Data AttackPottawatomie CountyUSA USA United States of AmericaHigh income

9/16/2021 UndeterminedFinancial Disruptive External Denial of ServiceVoIP.ms CAN CAN Canada High income

9/16/2021 AristoK3 Financial Exploitive Exploitation of Application ServerSushiSwap 999 UndeterminedUndetermined#N/A

9/15/2021 PayorGriefFinancial Mixed Data Attack,Exploitation of Application ServerGreensville County Public SchoolsUSA USA United States of AmericaHigh income

9/15/2021 UndeterminedUndeterminedDisruptive UndeterminedGerman Election CommissionDEU DEU Germany High income

9/15/2021 UndeterminedFinancial Disruptive Data AttackWeir GroupGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

9/15/2021 UndeterminedFinancial Exploitive Exploitation of End HostsCalifornia Pizza KitchenUSA USA United States of AmericaHigh income

9/15/2021 UndeterminedFinancial Exploitive Exploitation of End HostsValley Mountain Regional CenterUSA USA United States of AmericaHigh income

9/14/2021 Vice SocietyFinancial Exploitive Exploitation of Application ServerManhasset Union Free School DistrictUSA USA United States of AmericaHigh income

9/14/2021 UndeterminedFinancial Exploitive Exploitation of Application ServerMowery ClinicUSA USA United States of AmericaHigh income

9/14/2021 UndeterminedFinancial Exploitive Exploitation of Application ServerAdvocates Inc.USA USA United States of AmericaHigh income

9/13/2021 UndeterminedUndeterminedDisruptive UndeterminedJefferson Parish courthouseUSA USA United States of AmericaHigh income

9/13/2021 UndeterminedFinancial Exploitive UndeterminedDesert Pain InstituteUSA USA United States of AmericaHigh income

9/13/2021 UndeterminedFinancial Exploitive Exploitation of Application ServerCommunity Eye ClinicUSA USA United States of AmericaHigh income

9/12/2021 UndeterminedProtest Disruptive Message ManipulationTexas GOP websiteUSA USA United States of AmericaHigh income

9/12/2021 Ragnar LockerFinancial Mixed Data Attack,Exploitation of Application ServerTTEC USA USA United States of AmericaHigh income

9/12/2021 UndeterminedFinancial Exploitive Exploitation of Application ServerParis HospitalsFRA FRA France High income

9/11/2021 UndeterminedFinancial Exploitive Exploitation of End HostsPublic School and Education Employee Retirement Systems of MissouriUSA USA United States of AmericaHigh income

9/11/2021 UndeterminedFinancial Exploitive Exploitation of Application ServerNew York Psychotherapy and Counseling CenterUSA USA United States of AmericaHigh income

9/11/2021 UndeterminedFinancial Exploitive Exploitation of Application ServerSpotswood Public SchoolsUSA USA United States of AmericaHigh income

9/10/2021 UndeterminedFinancial Disruptive Data AttackYonkers, NYUSA USA United States of AmericaHigh income

9/9/2021 UndeterminedFinancial Exploitive Exploitation of End HostsDorcester County GovernmentUSA USA United States of AmericaHigh income

9/9/2021 Meris BotnetUndeterminedDisruptive External Denial of ServiceKrebsOnSecurityUSA USA United States of AmericaHigh income

9/9/2021 UndeterminedProtest Disruptive Message ManipulationBrazil's National Health Surveillance AgencyBRA BRA Brazil Upper middle income

9/9/2021 CoomingProjectUndeterminedExploitive Exploitation of Application ServerSouth African National Space AgencyZAF ZAF South AfricaUpper middle income

9/9/2021 UndeterminedFinancial Exploitive Exploitation of Application ServerChattanooga Area Chamber of CommerceUSA USA United States of AmericaHigh income

9/8/2021 UndeterminedUndeterminedDisruptive External Denial of ServiceANZ New ZealandNZL NZL New ZealandHigh income

9/8/2021 UndeterminedUndeterminedDisruptive External Denial of ServiceKiwibank NZL NZL New ZealandHigh income

9/8/2021 UndeterminedUndeterminedDisruptive External Denial of ServiceNew Zealand MetServiceNZL NZL New ZealandHigh income

9/8/2021 UndeterminedUndeterminedDisruptive External Denial of ServiceNew Zealand PostNZL NZL New ZealandHigh income

9/8/2021 UndeterminedUndeterminedDisruptive External Denial of ServiceNew Zealand Ministry for Primary IndustriesNZL NZL New ZealandHigh income

9/8/2021 UndeterminedFinancial Disruptive Message ManipulationRussian Government WebsiteRUS RUS Russian FederationUpper middle income

9/8/2021 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerBhumirajanagarindra Kidney Institute HospitalTHA THA Thailand Upper middle income

9/8/2021 BlackMatterFinancial Disruptive Data AttackOlympus USA USA United States of AmericaHigh income

9/7/2021 Meris BotnetUndeterminedDisruptive External Denial of ServiceYandex RUS RUS Russian FederationUpper middle income

9/7/2021 REvil Financial Exploitive Exploitation of Application ServerSouth Carolina Legal ServicesUSA USA United States of AmericaHigh income

9/7/2021 REvil Financial Exploitive Exploitation of Application ServerEnsinger PlasticsUSA USA United States of AmericaHigh income

9/7/2021 SangkancilFinancial Exploitive Exploitation of Application ServerCITY4U ISR ISR Israel High income

9/7/2021 UndeterminedFinancial Exploitive Exploitation of Application ServerPhetchabun HospitalTHA THA Thailand Upper middle income

9/7/2021 UndeterminedFinancial Exploitive Exploitation of Application ServerHogeschool van Arnhem en NijmegenNLD NLD NetherlandsHigh income

9/6/2021 UndeterminedFinancial Disruptive Data AttackSouth African Justice DepartmentZAF ZAF South AfricaUpper middle income

9/6/2021 UndeterminedFinancial Exploitive Exploitation of End HostsGoDaddy USA USA United States of AmericaHigh income

9/5/2021 Pysa Financial Exploitive Exploitation of Application ServerLas Vegas Cancer CenterUSA USA United States of AmericaHigh income

9/4/2021 UndeterminedFinancial Exploitive Exploitation of Application ServerJenkins USA USA United States of AmericaHigh income

9/4/2021 AvosLockerFinancial Exploitive Exploitation of Application ServerPacific City BankUSA USA United States of AmericaHigh income

9/4/2021 UndeterminedFinancial Exploitive Exploitation of Application ServerUtah Imaging AssociatesUSA USA United States of AmericaHigh income

9/3/2021 UndeterminedUndeterminedDisruptive External Denial of ServiceVocus NZ NZL NZL New ZealandHigh income

9/3/2021 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerHoward UniversityUSA USA United States of AmericaHigh income

9/3/2021 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerHoward University College of DentistryUSA USA United States of AmericaHigh income

9/2/2021 UndeterminedFinancial Exploitive Exploitation of End HostsOptima Dermatology HoldingsUSA USA United States of AmericaHigh income

9/2/2021 REvil Financial Disruptive External Denial of ServiceVoip UnlimitedGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income



9/2/2021 REvil Financial Disruptive External Denial of ServiceVoipfone GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

9/1/2021 Calypso Political-EspionageExploitive Exploitation of Application ServersRoshan AFG AFG AfghanistanLow income

9/1/2021 DEV-0056 Political-EspionageExploitive Exploitation of End HostsUnknown Bahrain IT companyBHR BHR Bahrain High income

9/1/2021 UndeterminedUndeterminedExploitive Exploitation of End HostsAdvent Health PartnersUSA USA United States of AmericaHigh income

8/31/2021 Vice SocietyFinancial Mixed Data Attack,Exploitation of Application ServerUnited Health CentersUSA USA United States of AmericaHigh income

8/30/2021 LockBit 2.0Financial Mixed Data Attack,Exploitation of Application ServerEnvision Credit UnionUSA USA United States of AmericaHigh income

8/30/2021 UndeterminedFinancial Exploitive Exploitation of InfrastructureCream Finance 999 UndeterminedUndetermined#N/A

8/30/2021 UndeterminedFinancial Exploitive Exploitation of End HostsNorth East Independent School DistrictUSA USA United States of AmericaHigh income

8/27/2021 Vice SocietyFinancial Mixed Data Attack,Exploitation of Application ServerBarlow Respiratory HospitalUSA USA United States of AmericaHigh income

8/27/2021 UndeterminedFinancial Exploitive Exploitation of End HostsCouncil on Aging Southwestern OhioUSA USA United States of AmericaHigh income

8/26/2021 UndeterminedFinancial Exploitive UndeterminedTeam Alvarez InsuranceUSA USA United States of AmericaHigh income

8/26/2021 Snatch Financial Exploitive Exploitation of Application ServerQRS USA USA United States of AmericaHigh income

8/26/2021 GOLD DUPONTFinancial Mixed Data AttackAmerican Megatrends InternationalUSA USA United States of AmericaHigh income

8/25/2021 UndeterminedUndeterminedDisruptive Data AttackBoston Public LibraryUSA USA United States of AmericaHigh income

8/25/2021 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerThrockmorten County Memorial HospitalUSA USA United States of AmericaHigh income

8/25/2021 UndeterminedFinancial Exploitive Exploitation of Application ServerSeneca Family of AgenciesUSA USA United States of AmericaHigh income

8/25/2021 UndeterminedFinancial Exploitive Exploitation of Application ServerLuminis HealthUSA USA United States of AmericaHigh income

8/24/2021 Adalat Ali Protest Mixed Data Attack,Exploitation of Application ServerEvin prison (Tehran)IRN IRN Iran (Islamic Republic of)Lower middle income

8/23/2021 LockBit 2.0Financial Mixed Data Attack,Exploitation of Application ServerBangkok AirwaysTHA THA Thailand Upper middle income

8/23/2021 UndeterminedFinancial Exploitive Exploitation of End HostsWeddell Pediatric Dental SpecialistsUSA USA United States of AmericaHigh income

8/22/2021 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerROC MondriaanNLD NLD NetherlandsHigh income

8/20/2021 Sprite SpiderFinancial Mixed Data Attack,Exploitation of Application ServerLojas RennerBRA BRA Brazil Upper middle income

8/20/2021 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerTech Etch USA USA United States of AmericaHigh income

8/19/2021 UndeterminedFinancial Exploitive Exploitation of End HostsEPIC Pharmacy NetworkUSA USA United States of AmericaHigh income

8/18/2021 UndeterminedFinancial Exploitive Exploitation of InfrastructureLiquid JPN JPN Japan High income

8/17/2021 UndeterminedFinancial Mixed Data Attack,Exploitation of Application Serveribex USA USA United States of AmericaHigh income

8/17/2021 UndeterminedFinancial Exploitive Exploitation of Application ServerTexas Lavaca Medical CenterUSA USA United States of AmericaHigh income

8/16/2021 UndeterminedFinancial Disruptive Data AttackTokio Marine Insurance SingaporeSGP SGP Singapore High income

8/16/2021 AvosLockerFinancial Exploitive Exploitation of Application ServersMoorfields Eye Hospital DubaiARE ARE United Arab EmiratesHigh income

8/16/2021 UndeterminedFinancial Exploitive Exploitation of Application ServerJDC Healthcare ManagementUSA USA United States of AmericaHigh income

8/16/2021 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerSurecare Speciality PharmacyUSA USA United States of AmericaHigh income

8/15/2021 Hive Financial Mixed Data Attack,Exploitation of Application ServerMemorial Health SystemUSA USA United States of AmericaHigh income

8/15/2021 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerBar Ilan UniversityISR ISR Israel High income

8/15/2021 Belarusian Cyber PartisansProtest Exploitive Exploitation of Application ServersBelarusian PoliceBLR BLR Belarus Upper middle income

8/15/2021 UndeterminedFinancial Exploitive Exploitation of Application ServerMNG KargoTUR Turkey Turkey Upper middle income

8/14/2021 UndeterminedFinancial Exploitive Exploitation of Application ServersT-Mobile USA USA United States of AmericaHigh income

8/13/2021 UndeterminedFinancial Disruptive Data AttackBrazilian National TreasuryBRA BRA Brazil Upper middle income

8/13/2021 UndeterminedUndeterminedDisruptive Message ManipulationCook County Circuit CourtUSA USA United States of AmericaHigh income

8/13/2021 Hive Financial Mixed Data Attack,Exploitation of Application ServerMissouri Delta Medical CenterUSA USA United States of AmericaHigh income

8/12/2021 LockBit 2.0Financial Mixed Data Attack,Exploitation of Application Serverinline PlumbingNZL NZL New ZealandHigh income

8/12/2021 UndeterminedUndeterminedMixed Data AttackTwin Falls County, IdahoUSA USA United States of AmericaHigh income

8/12/2021 GOLD DUPONTFinancial Mixed Data AttackGigabyte TechnologyTWN TWN Taiwan (Province of China)High income

8/11/2021 LockBit 2.0Financial Mixed Exploitation of End Hosts,Data Attack,Exploitation of Application ServersAccenture USA USA United States of AmericaHigh income

8/11/2021 Belarusian Cyber PartisansProtest Exploitive Exploitation of Application ServersBelarus National Civil Status SystemBLR BLR Belarus Upper middle income

8/10/2021 UndeterminedFinancial Exploitive Exploitation of Application ServersPoly Network 999 UndeterminedUndetermined#N/A

8/10/2021 UndeterminedFinancial Exploitive Exploitation of Application ServerFrench Government WebsiteFRA FRA France High income

8/10/2021 UndeterminedFinancial Exploitive Exploitation of End HostsOregon Eye SpecialistsUSA USA United States of AmericaHigh income

8/10/2021 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerReproSourceUSA USA United States of AmericaHigh income

8/10/2021 UndeterminedFinancial Exploitive Exploitation of Application ServerEMI HealthUSA USA United States of AmericaHigh income

8/9/2021 UndeterminedFinancial Exploitive Exploitation of Application ServerTexas ENT SpecialistsUSA USA United States of AmericaHigh income

8/8/2021 UndeterminedFinancial Exploitive Exploitation of Application ServersChanel KoreaKOR KOR Korea (the Republic of)High income

8/8/2021 UndeterminedFinancial Exploitive Exploitation of Application ServerDallas Independent School DistrictUSA USA United States of AmericaHigh income

8/6/2021 Sprite SpiderFinancial Mixed Data Attack,Exploitation of Application ServerErmenegildo Zegna GroupITA ITA Italy High income

8/6/2021 ALTDOS Financial Exploitive Exploitation of Application ServersOT Group SGP SGP Singapore High income

8/6/2021 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerEye & Retina Surgeons SingaporeSGP SGP Singapore High income



8/6/2021 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerCareer Group, Inc.USA USA United States of AmericaHigh income

8/6/2021 GOLD DUPONTFinancial Mixed Data AttackErmenegildo Zegna HoldingUSA USA United States of AmericaHigh income

8/5/2021 UndeterminedUndeterminedExploitive Exploitation of Application ServersIllinois State PoliceUSA USA United States of AmericaHigh income

8/4/2021 LockBit 2.0Financial Disruptive Data AttackERG ITA ITA Italy High income

8/4/2021 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerLimestone Sewage Treatment PlantUSA USA United States of AmericaHigh income

8/4/2021 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerDirections for LivingUSA USA United States of AmericaHigh income

8/4/2021 UndeterminedFinancial Exploitive Exploitation of Application ServerAustin Cancer CentersUSA USA United States of AmericaHigh income

8/3/2021 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerIsle of Wight Education FederationGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

8/3/2021 Pysa Financial Mixed Data Attack,Exploitation of Application ServerChildren's Network of Southwest FloridaUSA USA United States of AmericaHigh income

8/3/2021 Pysa Financial Mixed Data Attack,Exploitation of Application ServerDrug Alcohol Testing and Screening ComplianceUSA USA United States of AmericaHigh income

8/3/2021 Sprite SpiderFinancial Mixed Data Attack,Exploitation of Application ServerGigabyte TWN TWN Taiwan (Province of China)High income

8/3/2021 UndeterminedFinancial Exploitive Exploitation of Application ServerFamily of WoodstockUSA USA United States of AmericaHigh income

8/3/2021 UndeterminedFinancial Exploitive Exploitation of Application ServerRhode Island Public Transit AuthorityUSA USA United States of AmericaHigh income

8/2/2021 UndeterminedFinancial Exploitive UndeterminedPaxton Media GroupUSA USA United States of AmericaHigh income

8/2/2021 UndeterminedUndeterminedExploitive Exploitation of Application ServersEuropean Commission's Cybersecurity Atlas999 UndeterminedUndetermined#N/A

8/2/2021 UndeterminedFinancial Exploitive Exploitation of End HostsElectronic Warfare AssociatesUSA USA United States of AmericaHigh income

8/2/2021 UndeterminedFinancial Exploitive Exploitation of End HostsMontrose Regional HealthUSA USA United States of AmericaHigh income

8/1/2021 UndeterminedFinancial Disruptive Physical AttackCalifornia Water and Wastewater SystemUSA USA United States of AmericaHigh income

8/1/2021 Sprite SpiderFinancial Mixed Data Attack,Exploitation of Application ServerLazio Region, ItalyITA ITA Italy High income

8/1/2021 LockBit 2.0Financial Mixed Data Attack,Exploitation of Application ServerHaydn NZL NZL New ZealandHigh income

8/1/2021 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerENE SystemsUSA USA United States of AmericaHigh income

8/1/2021 Evil Corp Financial Mixed Data Attack,Exploitation of Application ServerStor-a-File GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

8/1/2021 UndeterminedFinancial Exploitive Exploitation of Application ServerBrown CountyUSA USA United States of AmericaHigh income

8/1/2021 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerOpenSubtitlesUSA USA United States of AmericaHigh income

8/1/2021 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerMorley CompaniesUSA USA United States of AmericaHigh income

8/1/2021 GOLD DUPONTFinancial Mixed Data AttackLiberty Group & ForHousingGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

8/1/2021 Lorenz Financial Mixed Data AttackSebastian USA USA United States of AmericaHigh income

7/30/2021 UndeterminedFinancial Exploitive Exploitation of Application ServersSandhills CenterUSA USA United States of AmericaHigh income

7/30/2021 UndeterminedFinancial UndeterminedUndeterminedWestern Cape Blood Service (WCBS)ZAF ZAF South AfricaUpper middle income

7/30/2021 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerAdvanced Technology VenturesUSA USA United States of AmericaHigh income

7/30/2021 LockBit 2.0Financial Mixed Data Attack,Exploitation of Application ServerPhenix ServicesNZL NZL New ZealandHigh income

7/29/2021 Philippine ArmyUndeterminedDisruptive External Denial of ServiceKarapatan PHL PHL PhilippinesLower middle income

7/29/2021 UndeterminedFinancial Exploitive Exploitation of Application ServerEducators Mutual Insurance AssociationUSA USA United States of AmericaHigh income

7/29/2021 UndeterminedFinancial Exploitive Exploitation of Application ServerACE Surgical SupplyUSA USA United States of AmericaHigh income

7/29/2021 Lorenz Financial Mixed Data AttackMiller-Valentine GroupUSA USA United States of AmericaHigh income

7/27/2021 UndeterminedFinancial Exploitive Exploitation of Application ServersHomewood HealthCAN CAN Canada High income

7/27/2021 Babuk Financial Mixed Data AttackBridgeMill Athletic ClubUSA USA United States of AmericaHigh income

7/26/2021 UndeterminedUndeterminedDisruptive Message ManipulationSBS AustraliaAUS AUS Australia High income

7/26/2021 AvosLockerFinancial Mixed Data Attack,Exploitation of Application ServerCoghlin Electrical Co.USA USA United States of AmericaHigh income

7/25/2021 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerAtalanta USA USA United States of AmericaHigh income

7/25/2021 Babuk Financial Mixed Data Attackspsr-law.comUSA USA United States of AmericaHigh income

7/24/2021 UndeterminedSabotage Disruptive External Denial of ServiceGlobal Times petition website999 UndeterminedUndetermined#N/A

7/24/2021 PHOBOS Financial Mixed Data Attack,Exploitation of Application ServerClinical Hospital in BucharestROU ROM Romania High income

7/23/2021 UndeterminedFinancial Exploitive Exploitation of Application ServersEmma Willard SchoolUSA USA United States of AmericaHigh income

7/23/2021 UndeterminedFinancial Disruptive Data AttackCity of ThessalonikiGRC GRC Greece High income

7/23/2021 UndeterminedFinancial Exploitive Exploitation of Network InfrastructureTHORChain 999 UndeterminedUndetermined#N/A

7/22/2021 UndeterminedPersonal AttackExploitive Exploitation of Application ServersGuntrader GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

7/22/2021 UndeterminedUndeterminedUndeterminedUndeterminedTransnet ZAF ZAF South AfricaUpper middle income

7/21/2021 UndeterminedFinancial Exploitive Exploitation of Application ServersCity of Sunset Beach, North CarolinaUSA USA United States of AmericaHigh income

7/21/2021 UndeterminedFinancial Mixed Data Attack,UndeterminedSearch and Rescue Base at Aoraki/Mount CookNZL NZL New ZealandHigh income

7/21/2021 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerAustin Cancer CentersUSA USA United States of AmericaHigh income

7/21/2021 GOLD DUPONTFinancial Mixed Data AttackCorporacian Nacional de TelecomunicaECU ECU Ecuador Upper middle income

7/20/2021 UndeterminedFinancial Disruptive UndeterminedNorthern RailGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

7/20/2021 Kiprop Financial Exploitive Exploitation of Application ServersIndependent Electoral and Boundaries Commission (IBEC)KEN KEN Kenya Lower middle income

7/20/2021 UndeterminedFinancial Exploitive Exploitation of Application ServerWiggin and Dana LLPUSA USA United States of AmericaHigh income



7/19/2021 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerPionet ISR ISR Israel High income

7/18/2021 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerTree Rivers Regional CommissionUSA USA United States of AmericaHigh income

7/18/2021 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerSound GenerationsUSA USA United States of AmericaHigh income

7/16/2021 RansomExxFinancial Mixed Data Attack,Exploitation of Application ServerCorporation of National Telecommunication (Ecuador)ECU ECU Ecuador Upper middle income

7/16/2021 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerCloudStar USA USA United States of AmericaHigh income

7/16/2021 AvosLockerFinancial Exploitive Exploitation of Application ServersCity of Geneva, OhioUSA USA United States of AmericaHigh income

7/16/2021 UndeterminedFinancial Exploitive Exploitation of Application ServersFlorida Department of Economic Opportunity (DEO)USA USA United States of AmericaHigh income

7/16/2021 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerPutnam County Memorial HospitalUSA USA United States of AmericaHigh income

7/15/2021 UndeterminedUndeterminedDisruptive Data AttackCourt of Accounts of MoldovaMDA MDA Moldova (the Republic of)Upper middle income

7/15/2021 UndeterminedUndeterminedUndeterminedUndeterminedNottingham City TransportGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

7/15/2021 UndeterminedFinancial Exploitive Exploitation of End HostsEastern Los Angeles Regional CenterUSA USA United States of AmericaHigh income

7/15/2021 UndeterminedUndeterminedUndeterminedUndeterminedU.S. State DepartmentUSA USA United States of AmericaHigh income

7/15/2021 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerBuddhist Tzu Chi Medical FoundationUSA USA United States of AmericaHigh income

7/15/2021 UndeterminedFinancial Exploitive Exploitation of End HostsEastern Los Angeles Regional CenterUSA USA United States of AmericaHigh income

7/14/2021 UndeterminedUndeterminedExploitive Exploitation of Application ServersInstitute of National Elections (Instituto Nacional Electoral)MEX MEX Mexico Upper middle income

7/14/2021 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerSuncoast Skin SolutionsUSA USA United States of AmericaHigh income

7/13/2021 UndeterminedFinancial Exploitive Exploitation of End HostChemonics InternationalUSA USA United States of AmericaHigh income

7/12/2021 UndeterminedFinancial Disruptive Data AttackD-Box TechnologiesCAN CAN Canada High income

7/12/2021 UndeterminedFinancial Exploitive Exploitation of Application ServersSpread GroupDEU DEU Germany High income

7/12/2021 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerDuPage Medical GroupUSA USA United States of AmericaHigh income

7/12/2021 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerRetinal Consultants Medical GroupUSA USA United States of AmericaHigh income

7/12/2021 GOLD DUPONTFinancial Mixed Data AttackWalsin TWN TWN Taiwan (Province of China)High income

7/11/2021 HelloKitty Financial Mixed Data Attack,Exploitation of Application ServerOregon Anesthesiology GroupUSA USA United States of AmericaHigh income

7/10/2021 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerVista RadiologyUSA USA United States of AmericaHigh income

7/9/2021 UndeterminedFinancial UndeterminedUndeterminedKazakhstan GovernmentKAZ KAZ KazakhstanUpper middle income

7/9/2021 UndeterminedFinancial Disruptive Internal Denial of ServiceRoyatonic FRA FRA France High income

7/9/2021 UndeterminedProtest Disruptive UndeterminedTrain services in IranIRN IRN Iran (Islamic Republic of)Lower middle income

7/9/2021 UndeterminedFinancial Exploitive Exploitation of Application ServersClassic Football ShirtsGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

7/9/2021 UndeterminedUndeterminedUndeterminedUndeterminedNew South Wales Department of EducationAUS AUS Australia High income

7/7/2021 UndeterminedFinancial Exploitive Exploitation of Application ServersWiregrass Electric CooperativeUSA USA United States of AmericaHigh income

7/7/2021 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerJoplin City GovernmentUSA USA United States of AmericaHigh income

7/7/2021 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerComparis CHE CHE SwitzerlandHigh income

7/7/2021 UndeterminedFinancial Exploitive Exploitation of End HostsLakeshore Bone & Joint InstituteUSA USA United States of AmericaHigh income

7/7/2021 Babuk Financial Mixed Data AttackArabian Computer Supplies coSAU SAU Saudi ArabiaHigh income

7/6/2021 UndeterminedPersonal AttackExploitive Exploitation of Application ServersGETTR USA USA United States of AmericaHigh income

7/6/2021 Babuk Financial Mixed Data AttackE.A. Gibson ShipbrokersGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

7/5/2021 UndeterminedFinancial Exploitive Exploitation of Application ServersMunicipality of OradeaROU ROM Romania High income

7/5/2021 REvil Financial Mixed Data Attack,Exploitation of Application ServerMasMovil ESP ESP Spain High income

7/5/2021 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerYork Animal HospitalUSA USA United States of AmericaHigh income

7/5/2021 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerSan Andreas Region CenterUSA USA United States of AmericaHigh income

7/5/2021 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerDirections for LivingUSA USA United States of AmericaHigh income

7/3/2021 UndeterminedProtest Disruptive External Denial of ServiceGeorgia's National Center for Disease Control and Public HealthGEO GEO Georgia Upper middle income

7/3/2021 SVR (COZYBEAR)Political-EspionageExploitive Exploitation of Application ServersSynnex USA USA United States of AmericaHigh income

7/3/2021 UndeterminedUndeterminedDisruptive Message ManipulationFormula 1 USA USA United States of AmericaHigh income

7/2/2021 REvil Financial Mixed Data Attack,Exploitation of Application ServerKaseya USA USA United States of AmericaHigh income

7/1/2021 Philippine ArmySabotage Disruptive External Denial of ServiceBulatlat PHL PHL PhilippinesLower middle income

7/1/2021 Philippine ArmySabotage Disruptive External Denial of ServiceAltermidyaPHL PHL PhilippinesLower middle income

7/1/2021 UndeterminedUndeterminedDisruptive UndeterminedKawasaki Kisen KaishaJPN JPN Japan High income

7/1/2021 UndeterminedFinancial Disruptive Physical AttackMaine Water and Wastewater SystemUSA USA United States of AmericaHigh income

7/1/2021 DEV-0228 Political-EspionageExploitive UndeterminedUnknown Israeli IT companyISR ISR Israel High income

7/1/2021 GOLD DUPONTFinancial Mixed Data AttackWT MicroelectronicsTWN TWN Taiwan (Province of China)High income

7/1/2021 UndeterminedPolitical-EspionageExploitive Exploitation of Application ServerMinistry of Foreign Affairs and Trade of HungaryHUN HUN Hungary High income

6/30/2021 UndeterminedFinancial Exploitive Exploitation of Application ServerRefuah Health CenterUSA USA United States of AmericaHigh income

6/30/2021 UndeterminedProtest Disruptive External Denial of ServiceRossiya-24RUS RUS Russian FederationUpper middle income

6/30/2021 UndeterminedFinancial Exploitive Exploitation of Application ServersSalvation Army UKGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income



6/30/2021 UndeterminedFinancial Exploitive Exploitation of Application ServersNew Skills AcademyGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

6/30/2021 PayorGriefFinancial Mixed Data Attack,Exploitation of Application ServerBooneville School DistrictUSA USA United States of AmericaHigh income

6/30/2021 PayorGriefFinancial Mixed Data Attack,Exploitation of Application ServerLancaster Independent School DistrictUSA USA United States of AmericaHigh income

6/30/2021 UndeterminedFinancial Exploitive Exploitation of End HostsFlorida BlueUSA USA United States of AmericaHigh income

6/29/2021 REvil Financial Mixed Data Attack,Exploitation of Application ServerUniversity Medical CenterUSA USA United States of AmericaHigh income

6/29/2021 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerLimeVPN USA USA United States of AmericaHigh income

6/29/2021 UndeterminedFinancial Exploitive Exploitation of Application ServersCity of Grass Valley, CaliforniaUSA USA United States of AmericaHigh income

6/29/2021 UndeterminedFinancial Exploitive Exploitation of End HostsCareATC USA USA United States of AmericaHigh income

6/28/2021 Vice SocietyFinancial Mixed Data Attack,UndeterminedFrederick School DistrictUSA USA United States of AmericaHigh income

6/28/2021 UndeterminedFinancial Exploitive Exploitation of Application ServersPublic Distribution Center of Tamil NaduIND IND India Lower middle income

6/28/2021 Vice SocietyFinancial Exploitive Exploitation of Application ServersWhitehouse Independent School DistrictUSA USA United States of AmericaHigh income

6/27/2021 UndeterminedFinancial Mixed Data Attack,UndeterminedMunicipality of CagliariITA ITA Italy High income

6/27/2021 DragonForceProtest Disruptive External Denial of ServiceBank HapoalimISR ISR Israel High income

6/26/2021 UndeterminedFinancial Disruptive Internal Denial of ServicePrague Institute of Planning and DevelopmentCZE CZE Czechia High income

6/26/2021 DragonForceProtest Disruptive External Denial of ServiceBank LeumiISR ISR Israel High income

6/25/2021 UndeterminedFinancial Exploitive Exploitation of Application ServersHollingsworth, LLP.USA USA United States of AmericaHigh income

6/25/2021 UndeterminedFinancial Mixed Data Attack,UndeterminedBordeaux-Gironde Chamber of Commerce and IndustryFRA FRA France High income

6/25/2021 DragonForceProtest Disruptive External Denial of ServiceBank of IsraelISR ISR Israel High income

6/25/2021 UndeterminedFinancial Exploitive Exploitation of Application ServerWedge Recovery CentersUSA USA United States of AmericaHigh income

6/24/2021 REvil Financial Mixed Data Attack,Exploitation of Application ServerFrench ConnectionGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

6/24/2021 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerNewsBlur USA USA United States of AmericaHigh income

6/24/2021 UndeterminedProtest Disruptive Message ManipulationBridgewater-Raritan School DistrictUSA USA United States of AmericaHigh income

6/24/2021 UndeterminedFinancial Mixed UndeterminedHospital of the Divine Holy SpiritPRT PRT Portugal High income

6/24/2021 UndeterminedFinancial Exploitive Exploitation of End HostsMetro Infectious Disease ConsultantsUSA USA United States of AmericaHigh income

6/24/2021 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerSea Mar Community Health CentersUSA USA United States of AmericaHigh income

6/24/2021 UndeterminedFinancial Exploitive Exploitation of End HostsSouthern Orthapedic AssociatesUSA USA United States of AmericaHigh income

6/24/2021 UndeterminedUndeterminedExploitive Exploitation of End HostsCIOX HealthUSA USA United States of AmericaHigh income

6/24/2021 Lorenz Financial Mixed Data AttackBuchanan Hauling & RiggingUSA USA United States of AmericaHigh income

6/23/2021 PayorGriefFinancial Mixed Data Attack,Exploitation of Application ServerSalzburgMilchAUT AUT Austria High income

6/23/2021 UndeterminedUndeterminedDisruptive Message ManipulationCobb CountyUSA USA United States of AmericaHigh income

6/23/2021 UndeterminedUndeterminedUndeterminedUndeterminedAnglesey Secondary SchoolsGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

6/22/2021 REvil Financial Mixed Data Attack,Exploitation of Application ServerGrupo FleuryBRA BRA Brazil Upper middle income

6/22/2021 U.S. Justice DepartmentSabotage Disruptive Message ManipulationIranian State-linked News WebsitesIRN IRN Iran (Islamic Republic of)Lower middle income

6/22/2021 UndeterminedUndeterminedUndeterminedUndeterminedBauhaus DNK DNK Denmark High income

6/22/2021 UndeterminedUndeterminedDisruptive UndeterminedMassena Central SchoolUSA USA United States of AmericaHigh income

6/22/2021 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerCentinela Valley Union High School DistrictUSA USA United States of AmericaHigh income

6/22/2021 UndeterminedUndeterminedExploitive Exploitation of Application ServerPanasonic JPN JPN Japan High income

6/22/2021 UndeterminedFinancial Exploitive Exploitation of End HostsSacramento CountyUSA USA United States of AmericaHigh income

6/21/2021 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerJapan Airport Fueling ServiceJPN JPN Japan High income

6/21/2021 UndeterminedFinancial Exploitive UndeterminedMunicipality of San PedroARG ARG Argentina Upper middle income

6/21/2021 UndeterminedFinancial Exploitive UndeterminedJudicial Power of the City of MendozaARG ARG Argentina Upper middle income

6/21/2021 UndeterminedFinancial Exploitive UndeterminedInsitute of Social Work of the Provincial EmployeeARG ARG Argentina Upper middle income

6/21/2021 UndeterminedFinancial Exploitive UndeterminedHonorable Deliverable Council of the City of San NicolasARG ARG Argentina Upper middle income

6/21/2021 DragonForceProtest Exploitive Exploitation of Application ServersAcadeME ISR ISR Israel High income

6/21/2021 UndeterminedFinancial Mixed Data Attack,UndeterminedCity of LiegeBEL BEL Belgium High income

6/20/2021 UndeterminedIndustrial-EspionageExploitive UndeterminedDaewoo Shipbuilding & Marine EngineeringKOR KOR Korea (the Republic of)High income

6/18/2021 UndeterminedFinancial Mixed Data Attack,UndeterminedJudson Independent School DistrictUSA USA United States of AmericaHigh income

6/17/2021 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerSt. Joseph's/Candler Health SystemUSA USA United States of AmericaHigh income

6/17/2021 UndeterminedFinancial Mixed Data Attack,UndeterminedLucky Star CasinoUSA USA United States of AmericaHigh income

6/16/2021 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerGateley GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

6/16/2021 UndeterminedFinancial Exploitive Exploitation of Application ServersElectromedUSA USA United States of AmericaHigh income

6/16/2021 WIZARD SPIDERFinancial Mixed Data Attack,Exploitation of Application ServerSAC WirelessUSA USA United States of AmericaHigh income

6/15/2021 UndeterminedUndeterminedUndeterminedUndeterminedUniversity of Massachusetts LowellUSA USA United States of AmericaHigh income

6/15/2021 Babuk Financial Mixed Data Attack4murs.comDEU DEU Germany High income

6/14/2021 UndeterminedUndeterminedUndeterminedUndeterminedMenominee Casino ResortUSA USA United States of AmericaHigh income



6/14/2021 Kimsuky Industrial-EspionageExploitive Exploitation of Application ServersKorea Atomic Energy Research InstituteKOR KOR Korea (the Republic of)High income

6/14/2021 Hive Financial Mixed Data Attack,Exploitation of Application ServerAltus GroupCAN CAN Canada High income

6/13/2021 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerHumber River HospitalCAN CAN Canada High income

6/13/2021 UndeterminedFinancial Exploitive Exploitation of Application ServersPatari PAK PAK Pakistan Lower middle income

6/12/2021 UndeterminedFinancial Exploitive Exploitation of End HostsIntuit TurboTaxUSA USA United States of AmericaHigh income

6/12/2021 UndeterminedFinancial Mixed UndeterminedStillwater Medical CenterUSA USA United States of AmericaHigh income

6/12/2021 UndeterminedFinancial Mixed Data Attack,Undetermined4 New SquareGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

6/12/2021 UndeterminedFinancial Mixed Data AttackRadiant LogisticsUSA USA United States of AmericaHigh income

6/11/2021 PayorGriefFinancial Mixed Data Attack,Exploitation of Application ServerWoodruff InstituteUSA USA United States of AmericaHigh income

6/11/2021 UndeterminedFinancial Exploitive Exploitation of End HostsVolkswagenUSA USA United States of AmericaHigh income

6/11/2021 UndeterminedFinancial Exploitive Exploitation of Application ServersMcdonald'sUSA USA United States of AmericaHigh income

6/10/2021 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerEdward DonUSA USA United States of AmericaHigh income

6/10/2021 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerIto YogoyoJPN JPN Japan High income

6/10/2021 UndeterminedFinancial Exploitive UndeterminedElectronic ArtsUSA USA United States of AmericaHigh income

6/10/2021 UndeterminedUndeterminedDisruptive External Denial of ServiceLuma Energy LLCUSA USA United States of AmericaHigh income

6/10/2021 UndeterminedUndeterminedExploitive Exploitation of End HostsMint MobileUSA USA United States of AmericaHigh income

6/9/2021 REvil Financial Mixed Data Attack,Exploitation of Application ServerArnoff Moving and StorageUSA USA United States of AmericaHigh income

6/9/2021 UndeterminedUndeterminedUndeterminedUndeterminedSpanish Ministry of Labor and Social Economy (MITES)ESP ESP Spain High income

6/9/2021 UndeterminedFinancial Exploitive Exploitation of Application ServersQsure ZAF ZAF South AfricaUpper middle income

6/8/2021 UndeterminedFinancial Exploitive Exploitation of End HostCity of ChesterUSA USA United States of AmericaHigh income

6/8/2021 UndeterminedUndeterminedExploitive Exploitation of End HostsNew York City Law DepartmentUSA USA United States of AmericaHigh income

6/8/2021 UndeterminedUndeterminedUndeterminedUndeterminediConstitutentUSA USA United States of AmericaHigh income

6/8/2021 UndeterminedUndeterminedDisruptive Data AttackSkinners' Kent SchoolsGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

6/8/2021 UndeterminedUndeterminedUndeterminedUndeterminedKingsthorpe CollegeGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

6/8/2021 UndeterminedFinancial Mixed UndeterminedGeorge County School DistrictUSA USA United States of AmericaHigh income

6/8/2021 UndeterminedFinancial Exploitive Exploitation of End HostsEpilepsy Foundation of TexasUSA USA United States of AmericaHigh income

6/6/2021 UndeterminedFinancial UndeterminedUndeterminedApache PizzaIRL IRL Ireland High income

6/6/2021 UndeterminedFinancial Exploitive Exploitation of End HostsBinance 999 UndeterminedUndetermined#N/A

6/5/2021 UndeterminedFinancial Mixed Exploitation of End Hosts,Data AttackWestern Michigan University WmedUSA USA United States of AmericaHigh income

6/5/2021 UndeterminedUndeterminedUndeterminedUndeterminedPearl GmbHDEU DEU Germany High income

6/5/2021 UndeterminedFinancial Exploitive Exploitation of Application ServerJefferson Surgical ClinicUSA USA United States of AmericaHigh income

6/4/2021 UndeterminedUndeterminedMixed Exploitation of End Hosts,Data AttackTokyo Olympics Organizing CommitteeJPN JPN Japan High income

6/4/2021 UndeterminedPolitical-EspionageExploitive Exploitation of End HostsUkranian Secret ServiceUKR UKR Ukraine Lower middle income

6/4/2021 UndeterminedPolitical-EspionageExploitive Exploitation of End HostsUkranian Cyber PoliceUKR UKR Ukraine Lower middle income

6/4/2021 UndeterminedPolitical-EspionageExploitive Exploitation of End HostsCERT UkraineUKR UKR Ukraine Lower middle income

6/4/2021 UndeterminedFinancial UndeterminedUndeterminedProduits de Revtement du B¬¢timentFRA FRA France High income

6/4/2021 UndeterminedProtest Disruptive Message ManipulationBruhat Bengaluru Mahanagara Palike CommissionerIND IND India Lower middle income

6/4/2021 UndeterminedFinancial Exploitive Exploitation of Application ServersForefront DermatologyUSA USA United States of AmericaHigh income

6/3/2021 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerTaiwan Kadokawa Co.TWN TWN Taiwan (Province of China)High income

6/3/2021 UndeterminedUndeterminedMixed Data Attack,Exploitation of Application ServerMaca MunicipalityBRA BRA Brazil Upper middle income

6/3/2021 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerCIUSS MontrealCAN CAN Canada High income

6/3/2021 UndeterminedUndeterminedDisruptive External Denial of ServiceFiducia & GAD IT AGDEU DEU Germany High income

6/3/2021 UndeterminedFinancial Mixed Data Attack,UndeterminedCox Media GroupUSA USA United States of AmericaHigh income

6/3/2021 REvil Financial Mixed Data Attack,UndeterminedSol Oriens USA USA United States of AmericaHigh income

6/3/2021 UndeterminedFinancial Mixed Data Attack,UndeterminedPont-Saint-EspritFRA FRA France High income

6/2/2021 PayorGriefFinancial Mixed Data Attack,Exploitation of Application ServerRehabilitation Support ServicesUSA USA United States of AmericaHigh income

6/2/2021 Ministry of State Security's (MSS) (MUSTANG PANDA)Political-EspionageExploitive Exploitation of End HostsMyanmar President's OfficeMMR MMR Myanmar Lower middle income

6/2/2021 UndeterminedFinancial Mixed Exploitation of End Hosts,Data AttackDes Moines Area Community CollegeUSA USA United States of AmericaHigh income

6/2/2021 UndeterminedFinancial Mixed Data Attack,UndeterminedThe Steamship AuthorityUSA USA United States of AmericaHigh income

6/2/2021 PrometheusFinancial Mixed Data Attack,UndeterminedA-1 Machine ManufacturingUSA USA United States of AmericaHigh income

6/1/2021 NGB 3rd Technical Surveillance BureauPolitical-EspionageExploitive Exploitation of End HostsSouth Korean government ministersKOR KOR Korea (the Republic of)High income

6/1/2021 PayorGriefFinancial Mixed Data Attack,UndeterminedLaConcha MEX MEX Mexico Upper middle income

6/1/2021 PayorGriefFinancial Mixed Data Attack,UndeterminedPuntacana GroupDOM DOM Dominican RepublicUpper middle income

6/1/2021 REvil Financial Mixed Data Attack,UndeterminedFujifilm JPN JPN Japan High income

6/1/2021 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerAmerican Osteopathic AssociationUSA USA United States of AmericaHigh income



6/1/2021 Lorenz Financial Mixed Data AttackLangs Building Supplies Pty LtdAUS AUS Australia High income

5/31/2021 ALTDOS Financial Mixed Data Attack,Exploitation of Application ServerAudioHouseSGP SGP Singapore High income

5/31/2021 UndeterminedFinancial Exploitive Exploitation of Application ServersNew York PizzaNLD NLD NetherlandsHigh income

5/31/2021 UndeterminedFinancial Mixed Data Attack,UndeterminedUF Health Central FloridaUSA USA United States of AmericaHigh income

5/30/2021 EpsilonRedFinancial Disruptive Data AttackNucleus Software ExportsIND IND India Lower middle income

5/30/2021 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerRolle, SwitzerlandCHE CHE SwitzerlandHigh income

5/30/2021 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerBridgeport, WVUSA USA United States of AmericaHigh income

5/29/2021 PayOrG Financial Mixed Data Attack,UndeterminedMunicipality of Porto Sant'ElpidioITA ITA Italy High income

5/29/2021 UndeterminedUndeterminedUndeterminedUndeterminedFurniture VillageGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

5/29/2021 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerNorthCare USA USA United States of AmericaHigh income

5/28/2021 UndeterminedFinancial Exploitive Exploitation of End HostsFive Rivers Health CenterUSA USA United States of AmericaHigh income

5/28/2021 PayorGriefFinancial Mixed Data Attack,UndeterminedSt. Clair County, IllinoisUSA USA United States of AmericaHigh income

5/28/2021 Grief Financial Disruptive UndeterminedVicksburg Warren School DistrictUSA USA United States of AmericaHigh income

5/27/2021 Avaddon Financial Mixed Data Attack,UndeterminedPron√É¬É√Ü¬í√É¬Ü'√É¬É√¢¬Ä¬†'√É¬É√Ü¬í'√É¬É√¢¬Ä¬†'√É¬É√Ü¬í√É¬Ü'√É¬É√Ç¬¢√É¬¢'√Ç¬¨√É¬Ç√Ç¬†'√É¬É√Ü¬í√É¬Ü'√É¬É√¢¬Ä¬†'√É¬É√Ü¬í''√É¬É√Ü¬í√É¬Ü''√É¬É√Ü¬í'√É¬É'√É¬Ç√Ç¬≥sticos DeportivosMEX MEX Mexico Upper middle income

5/26/2021 PayOrG Financial Mixed Data Attack,UndeterminedClover Park School DistrictUSA USA United States of AmericaHigh income

5/26/2021 PayorGriefFinancial Mixed Data Attack,UndeterminedClover Park School DistrictUSA USA United States of AmericaHigh income

5/26/2021 UndeterminedFinancial Mixed Data Attack,UndeterminedCalifornia CityUSA USA United States of AmericaHigh income

5/26/2021 UndeterminedUndeterminedExploitive Exploitation of End HostsWisconsin Institute of UrologyUSA USA United States of AmericaHigh income

5/25/2021 UndeterminedUndeterminedExploitive UndeterminedCEFCO Convenience StoresUSA USA United States of AmericaHigh income

5/25/2021 UndeterminedFinancial Exploitive Exploitation of End HostsSaltzer HealthUSA USA United States of AmericaHigh income

5/24/2021 Xing TeamFinancial Mixed Data Attack,Exploitation of Application ServerCoastal Family Health CenterUSA USA United States of AmericaHigh income

5/24/2021 Avaddon Financial Mixed Data Attack,UndeterminedSpine & Disc Medical CenterUSA USA United States of AmericaHigh income

5/24/2021 PayorGriefFinancial Mixed Data Attack,UndeterminedMobile County, AlabamaUSA USA United States of AmericaHigh income

5/24/2021 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerWSSC WaterUSA USA United States of AmericaHigh income

5/24/2021 UndeterminedFinancial Exploitive Exploitation of End HostsPlumsted TownshipUSA USA United States of AmericaHigh income

5/24/2021 UndeterminedFinancial Exploitive Exploitation of Application ServerDNA Diagnostics CenterUSA USA United States of AmericaHigh income

5/23/2021 Ragnar LockerFinancial Mixed Data Attack,Exploitation of Application ServerADATA TWN TWN Taiwan (Province of China)High income

5/22/2021 UndeterminedFinancial Disruptive Data AttackEastern Hancock SchoolsUSA USA United States of AmericaHigh income

5/22/2021 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerPacific Market ResearchUSA USA United States of AmericaHigh income

5/22/2021 UndeterminedFinancial Exploitive Exploitation of Application ServersResearch Foundation for the State University of New YorkUSA USA United States of AmericaHigh income

5/21/2021 UndeterminedUndeterminedDisruptive External Denial of ServiceCity of GrenobleFRA FRA France High income

5/21/2021 UndeterminedUndeterminedDisruptive External Denial of ServiceGrenoble-Alpes MtropoleFRA FRA France High income

5/21/2021 UndeterminedFinancial Mixed Data Attack,UndeterminedAuto Parts Manufacturing MississippiUSA USA United States of AmericaHigh income

5/21/2021 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerDesert Wells Family MedicineUSA USA United States of AmericaHigh income

5/20/2021 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerNavistar USA USA United States of AmericaHigh income

5/20/2021 UndeterminedFinancial Disruptive Data AttackSierra CollegeUSA USA United States of AmericaHigh income

5/20/2021 UndeterminedFinancial Exploitive Exploitation of End HostsDomain GroupAUS AUS Australia High income

5/20/2021 UndeterminedFinancial Exploitive Exploitation of End HostsUniversity of North Carolina School of Medicine and HospitalsUSA USA United States of AmericaHigh income

5/19/2021 UndeterminedFinancial Disruptive Data AttackVolunteer Service Abroad (VSA)NZL NZL New ZealandHigh income

5/18/2021 Xing TeamFinancial Mixed Data Attack,Exploitation of Application ServerOSF HealthcareUSA USA United States of AmericaHigh income

5/18/2021 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerSports Club NasJPN JPN Japan High income

5/18/2021 UndeterminedFinancial Disruptive Data AttackRockland Public SchoolsUSA USA United States of AmericaHigh income

5/18/2021 UndeterminedFinancial Disruptive Data AttackVisalia Unified School DistrictUSA USA United States of AmericaHigh income

5/18/2021 WIZARD SPIDERFinancial Disruptive Data AttackWaikato District Health BoardAUS AUS Australia High income

5/17/2021 UndeterminedFinancial Exploitive Exploitation of Application ServerU.S. VisionUSA USA United States of AmericaHigh income

5/17/2021 UndeterminedUndeterminedExploitive Exploitation of Application ServerTPG TelecomAUS AUS Australia High income

5/17/2021 UndeterminedFinancial Exploitive Exploitation of Application ServersMaximus USA USA United States of AmericaHigh income

5/17/2021 UndeterminedFinancial Exploitive Exploitation of Application ServersUSV OpticalUSA USA United States of AmericaHigh income

5/16/2021 Avaddon Financial Mixed Data Attack,UndeterminedAcer FinanceFRA FRA France High income

5/15/2021 Avaddon Financial Mixed Data Attack,UndeterminedAXA (Asian operations)FRA FRA France High income

5/14/2021 REvil Financial Mixed Data Attack,UndeterminedApex AmericaARG ARG Argentina Upper middle income

5/14/2021 DarkSide Financial Disruptive Data AttackToshiba Tec CorpJPN JPN Japan High income

5/14/2021 WIZARD SPIDERFinancial Disruptive Data AttackIreland's Health Service Executive (HSE)IRL IRL Ireland High income

5/14/2021 UndeterminedFinancial Exploitive Exploitation of Application ServerAmerican Family InsuranceUSA USA United States of AmericaHigh income

5/14/2021 UndeterminedFinancial Exploitive Exploitation of Application ServerNHS ManagementUSA USA United States of AmericaHigh income



5/13/2021 DarkSide Financial Mixed Data Attack,UndeterminedOne Call GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

5/13/2021 UndeterminedFinancial Exploitive UndeterminedPi NetworkVNM VNM Viet Nam Lower middle income

5/13/2021 TA505 Financial Mixed Data Attack,UndeterminedUtility Trailer ManufacturingUSA USA United States of AmericaHigh income

5/13/2021 UndeterminedFinancial Mixed Data Attack,UndeterminedRede BahiaBRA BRA Brazil Upper middle income

5/13/2021 WIZARD SPIDERFinancial Disruptive Data AttackIrish Department of HealthIRL IRL Ireland High income

5/13/2021 UndeterminedFinancial Disruptive External Denial of ServiceEduca em CasaBRA BRA Brazil Upper middle income

5/13/2021 UndeterminedFinancial Disruptive External Denial of ServiceCPTrans BRA BRA Brazil Upper middle income

5/12/2021 UndeterminedFinancial Disruptive Data AttackTigerton School DistrictUSA USA United States of AmericaHigh income

5/12/2021 UndeterminedFinancial Exploitive Exploitation of End HostsSimon Eye ManagementUSA USA United States of AmericaHigh income

5/12/2021 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerMcAllen Surgical Speciality CenterUSA USA United States of AmericaHigh income

5/11/2021 UndeterminedUndeterminedDisruptive Data AttackEnergy Hamburg RadioDEU DEU Germany High income

5/11/2021 Lorenz Financial Mixed Data AttackChallenge Manufacturing CompanyUSA USA United States of AmericaHigh income

5/10/2021 UndeterminedFinancial Exploitive UndeterminedHerff JonesUSA USA United States of AmericaHigh income

5/10/2021 Babuk Financial Mixed Data Attack,Exploitation of Application ServerYamabiko JPN JPN Japan High income

5/10/2021 UndeterminedUndeterminedExploitive Exploitation of End HostsJ.J. Keller USA USA United States of AmericaHigh income

5/10/2021 UndeterminedFinancial Exploitive Exploitation of End HostsMongolia Health SystemUSA USA United States of AmericaHigh income

5/9/2021 UndeterminedFinancial Exploitive Exploitation of Application ServersFlorida Heart AssociatesUSA USA United States of AmericaHigh income

5/8/2021 UndeterminedFinancial Disruptive Data AttackAyuntamiento de OviedoESP ESP Spain High income

5/7/2021 DarkSide Financial Disruptive Data AttackColonial PipelineUSA USA United States of AmericaHigh income

5/6/2021 Xing TeamFinancial Mixed Data Attack,Exploitation of Application ServerGlobeMed SaudiSAU SAU Saudi ArabiaHigh income

5/6/2021 Meowless Financial Mixed Data Attack,Exploitation of Application ServerCluj County CouncilROU ROM Romania High income

5/6/2021 DarkSide Financial Mixed Data Attack,Exploitation of End HostBrenntag DEU DEU Germany High income

5/5/2021 UndeterminedFinancial Disruptive Data AttackEhrmann SEDEU DEU Germany High income

5/5/2021 Avaddon Financial Mixed Data Attack,UndeterminedAustralia's Labor Party (New South Wales Branch)AUS AUS Australia High income

5/5/2021 WIZARD SPIDERFinancial Disruptive Data AttackVolue NOR NOR Norway High income

5/5/2021 UndeterminedFinancial Exploitive UndeterminedApollo Career CenterUSA USA United States of AmericaHigh income

5/4/2021 UndeterminedFinancial Disruptive Data AttackAlbioma FRA FRA France High income

5/4/2021 UndeterminedUndeterminedExploitive Exploitation of End HostsThe Edinburgh PracticeGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

5/4/2021 UndeterminedUndeterminedDisruptive External Denial of ServiceBelnet BEL BEL Belgium High income

5/4/2021 WIZARD SPIDERFinancial Disruptive Data AttackExagrid USA USA United States of AmericaHigh income

5/3/2021 REvil Financial Mixed Data Attack,UndeterminedBetenbough HomesUSA USA United States of AmericaHigh income

5/2/2021 N3TW0RMFinancial Mixed Data Attack,Exploitation of Application ServerUndisclosedISR ISR Israel High income

5/2/2021 N3TW0RMFinancial Mixed Data Attack,Exploitation of Application ServerUndisclosedISR ISR Israel High income

5/2/2021 N3TW0RMFinancial Mixed Data Attack,Exploitation of Application ServerUndisclosedISR ISR Israel High income

5/2/2021 N3TW0RMFinancial Mixed Data Attack,Exploitation of Application ServerVeritas LogisticISR ISR Israel High income

5/2/2021 N3TW0RMFinancial Mixed Data Attack,Exploitation of Application ServerH&M IsraelISR ISR Israel High income

5/2/2021 UndeterminedUndeterminedDisruptive Message ManipulationStudentAid BCCAN CAN Canada High income

5/2/2021 UndeterminedFinancial Exploitive Exploitation of Application ServersUniversity of New Mexico HealthUSA USA United States of AmericaHigh income

5/1/2021 Xing TeamFinancial Mixed Data Attack,Exploitation of Application ServerLineStar Integrity ServicesUSA USA United States of AmericaHigh income

5/1/2021 UndeterminedFinancial Disruptive Data AttackScripps HealthUSA USA United States of AmericaHigh income

5/1/2021 UndeterminedFinancial Exploitive Exploitation of SensorsEasy OrderingUSA USA United States of AmericaHigh income

4/30/2021 DarkSide Financial Mixed Data Attack,UndeterminedM√É¬É√Ü¬í√É¬Ü'√É¬É√¢¬Ä¬†'√É¬É√Ü¬í'√É¬É√¢¬Ä¬†'√É¬É√Ü¬í√É¬Ü'√É¬É√Ç¬¢√É¬¢'√Ç¬¨√É¬Ç√Ç¬†'√É¬É√Ü¬í√É¬Ü'√É¬É√¢¬Ä¬†'√É¬É√Ü¬í''√É¬É√Ü¬í√É¬Ü''√É¬É√Ü¬í'√É¬É'√É¬Ç√Ç¬∂belstadt SommerladDEU DEU Germany High income

4/30/2021 UndeterminedFinancial Disruptive Data AttackTechnische Universit√É¬É√Ü¬í√É¬Ü'√É¬É√¢¬Ä¬†'√É¬É√Ü¬í'√É¬É√¢¬Ä¬†'√É¬É√Ü¬í√É¬Ü''√É¬É√Ü¬í'√É¬É'√É¬Ç√Ç¬§t Berlin (TU)DEU DEU Germany High income

4/30/2021 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerMount Desert Sewage Treatment PlantUSA USA United States of AmericaHigh income

4/30/2021 UndeterminedFinancial Exploitive Exploitation of End HostsHBP Financial Services GroupGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

4/30/2021 UndeterminedFinancial Exploitive Exploitation of Application ServersDebt-IN ConsultantsZAF ZAF South AfricaUpper middle income

4/30/2021 UndeterminedFinancial Exploitive Exploitation of Application ServerSpeciality Surgery Center of Central New YorkUSA USA United States of AmericaHigh income

4/30/2021 UndeterminedFinancial Exploitive Exploitation of End HostsJEV Plastic Surger & Medical AestheticsUSA USA United States of AmericaHigh income

4/29/2021 UndeterminedUndeterminedDisruptive Data AttackHotbit EST EST Estonia High income

4/29/2021 UndeterminedFinancial Exploitive Exploitation of Data in TransitMenuSifu USA USA United States of AmericaHigh income

4/29/2021 UndeterminedFinancial Exploitive Exploitation of SensorsE-Dining ExpressUSA USA United States of AmericaHigh income

4/29/2021 UndeterminedFinancial Exploitive Exploitation of Data in TransitFood Dudes DeliveryUSA USA United States of AmericaHigh income

4/29/2021 UndeterminedFinancial Exploitive Exploitation of Data in TransitGrabull USA USA United States of AmericaHigh income

4/29/2021 Babuk Financial Mixed Data Attack,Exploitation of Application ServerZambon ITA ITA Italy High income

4/28/2021 UndeterminedUndeterminedExploitive Exploitation of Application ServerOmiai JPN JPN Japan High income



4/28/2021 UndeterminedFinancial Disruptive Data AttackThe Arikara NationUSA USA United States of AmericaHigh income

4/28/2021 UndeterminedFinancial Disruptive Data AttackThe Hidatsa NationUSA USA United States of AmericaHigh income

4/28/2021 UndeterminedFinancial Disruptive Data AttackThe Mandan NationUSA USA United States of AmericaHigh income

4/28/2021 TA505 Financial Mixed Data Attack,UndeterminedGroupe BoutinCAN CAN Canada High income

4/28/2021 UndeterminedFinancial Mixed Data Attack,UndeterminedResort Municipality of Whistler (RMOW)CAN CAN Canada High income

4/28/2021 REvil Financial Mixed Data Attack,UndeterminedTribunal de Justice do Estado do Rio Grande do SulBRA BRA Brazil Upper middle income

4/28/2021 UndeterminedFinancial Exploitive Exploitation of End HostsNext Level ApparelUSA USA United States of AmericaHigh income

4/27/2021 Avaddon Financial Mixed Data Attack,UndeterminedSchepisi CommunicationsAUS AUS Australia High income

4/27/2021 UndeterminedFinancial Exploitive Exploitation of End HostsGlovo ESP ESP Spain High income

4/27/2021 UndeterminedFinancial Disruptive Data AttackSwiss Cloud Computing AGCHE CHE SwitzerlandHigh income

4/27/2021 DarkSide Financial Disruptive Data AttackBanca di Credito Coperativo (BCC)ITA ITA Italy High income

4/26/2021 UndeterminedUndeterminedExploitive Exploitation of Application ServerVeja FRA FRA France High income

4/26/2021 UndeterminedFinancial Disruptive Data AttackColchester InstituteGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

4/26/2021 UndeterminedFinancial Disruptive Data AttackGuilderland Central School DistrictUSA USA United States of AmericaHigh income

4/26/2021 UndeterminedFinancial Disruptive Data AttackCentennial School DistrictUSA USA United States of AmericaHigh income

4/26/2021 REvil Financial Mixed Data Attack,UndeterminedMipharm SPAITA ITA Italy High income

4/26/2021 Avaddon Financial Disruptive Data AttackMspharmaJOR JOR Jordan Lower middle income

4/26/2021 UndeterminedFinancial Exploitive Exploitation of End HostsClearBalanceUSA USA United States of AmericaHigh income

4/26/2021 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerBank of Oak RidgeUSA USA United States of AmericaHigh income

4/25/2021 UndeterminedFinancial Disruptive Data AttackInvicta GroupFRA FRA France High income

4/25/2021 UndeterminedFinancial Disruptive Data AttackUnitingCare QueenslandAUS AUS Australia High income

4/25/2021 UndeterminedUndeterminedDisruptive Data AttackNissan SecuritiesJPN JPN Japan High income

4/25/2021 Avaddon Financial Disruptive Data AttackUnione di Comuni Colli del MonferratoITA ITA Italy High income

4/24/2021 UndeterminedFinancial Disruptive Data AttackDLSY TUR Turkey Turkey Upper middle income

4/24/2021 UndeterminedFinancial Disruptive Data AttackCity of Bourg-Saint-MauriceFRA FRA France High income

4/23/2021 UndeterminedFinancial Disruptive Data AttackNordlo NOR NOR Norway High income

4/23/2021 UndeterminedFinancial Disruptive Data AttackMadsack Media GroupDEU DEU Germany High income

4/23/2021 UndeterminedUndeterminedExploitive Exploitation of Application ServersAruba.it ITA ITA Italy High income

4/22/2021 UndeterminedFinancial Disruptive Data AttackMedNetwoRXUSA USA United States of AmericaHigh income

4/22/2021 pompompurinUndeterminedExploitive Exploitation of Application ServerUnknown companyUSA USA United States of AmericaHigh income

4/22/2021 UndeterminedFinancial Exploitive Exploitation of End HostsWayne County HospitalUSA USA United States of AmericaHigh income

4/21/2021 DarkSide Financial Disruptive Data AttackBLK Sport AUS AUS Australia High income

4/21/2021 Astro TeamFinancial Disruptive Data AttackHoya Vision Care USUSA USA United States of AmericaHigh income

4/20/2021 UndeterminedFinancial Disruptive Data AttackElekta SWE SWE Sweden High income

4/20/2021 UndeterminedPersonal AttackDisruptive Data AttackClick StudiosAUS AUS Australia High income

4/20/2021 UndeterminedUndeterminedDisruptive UndeterminedRadixx USA USA United States of AmericaHigh income

4/20/2021 REvil Financial Mixed Exploitation of Network Infrastructure,Data AttackQuanta ComputerTWN TWN Taiwan (Province of China)High income

4/20/2021 UndeterminedFinancial Disruptive Data AttackUniversidad de Castilla-La ManchaESP ESP Spain High income

4/20/2021 UndeterminedFinancial Exploitive Exploitation of Application ServersUniversity of Wisconsin HealthUSA USA United States of AmericaHigh income

4/20/2021 UndeterminedUndeterminedExploitive Exploitation of End HostsChildren's Hospital of the King's DaughtersUSA USA United States of AmericaHigh income

4/20/2021 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerRockwood School DistrictUSA USA United States of AmericaHigh income

4/20/2021 Pysa Financial Exploitive Exploitation of Application ServerOne Community HealthUSA USA United States of AmericaHigh income

4/19/2021 Babuk Financial Mixed Data Attack,Exploitation of Application ServerMetropolitan Police Department of the District of ColumbiaUSA USA United States of AmericaHigh income

4/19/2021 DoppelPaymerFinancial Mixed Data Attack,UndeterminedUnion Community School DistrictUSA USA United States of AmericaHigh income

4/18/2021 UndeterminedFinancial Mixed Data Attack,Exploitation of End HostMerseyrail GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

4/18/2021 UndeterminedFinancial Disruptive Data AttackPermanent Center for Environmental Initiatives of G√É¬É√Ü¬í√É¬Ü'√É¬É√¢¬Ä¬†'√É¬É√Ü¬í'√É¬É√¢¬Ä¬†'√É¬É√Ü¬í√É¬Ü'√É¬É√Ç¬¢√É¬¢'√Ç¬¨√É¬Ç√Ç¬†'√É¬É√Ü¬í√É¬Ü'√É¬É√¢¬Ä¬†'√É¬É√Ü¬í''√É¬É√Ü¬í√É¬Ü''√É¬É√Ü¬í'√É¬É'√É¬Ç√Ç¬¢tine, CPIEFRA FRA France High income

4/18/2021 Avaddon Financial Mixed Data Attack,UndeterminedPresque Isle Police DepartmentUSA USA United States of AmericaHigh income

4/18/2021 UndeterminedFinancial Exploitive Exploitation of Application ServerDomino's IndiaIND IND India Lower middle income

4/17/2021 UndeterminedFinancial Mixed Exploitation of End Hosts,Data AttackLightfoot, Franklin & Wright, LLCUSA USA United States of AmericaHigh income

4/16/2021 UndeterminedUndeterminedDisruptive Internal Denial of ServiceMatthew Clark Bibendum (MCB)GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

4/16/2021 UndeterminedFinancial Disruptive Data AttackFondation sant des tudiants de FranceFRA FRA France High income

4/16/2021 Babuk Financial Mixed Data Attack,Exploitation of Application ServerPhone House SpainESP ESP Spain High income

4/16/2021 UndeterminedFinancial Disruptive Data AttackSectors in public administration, telecommunications, energy and the IT in SlovakiaSVK SVK Slovakia High income

4/15/2021 UndeterminedFinancial Exploitive Exploitation of End HostsFirst Horizon CorporationUSA USA United States of AmericaHigh income

4/15/2021 Babuk Financial Mixed Data Attack,UndeterminedHouston RocketsUSA USA United States of AmericaHigh income



4/15/2021 UndeterminedFinancial Exploitive Exploitation of Application ServersJones Family DentalUSA USA United States of AmericaHigh income

4/15/2021 UndeterminedFinancial Exploitive Exploitation of End HostsOrlando Family PhysiciansUSA USA United States of AmericaHigh income

4/15/2021 UndeterminedFinancial Exploitive Exploitation of Application ServersSecure Administrative Solutions LLCUSA USA United States of AmericaHigh income

4/14/2021 UndeterminedFinancial Disruptive Data AttackCity of KammeltalDEU DEU Germany High income

4/14/2021 UndeterminedUndeterminedDisruptive Internal Denial of ServiceUniversity of HertfordshireGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

4/14/2021 UndeterminedFinancial Exploitive Exploitation of Application ServerCelsius NetworkGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

4/14/2021 UndeterminedFinancial Disruptive Data AttackGriesser AGCHE CHE SwitzerlandHigh income

4/13/2021 Avaddon Financial Mixed Data Attack,UndeterminedAsbis CZE CZE Czechia High income

4/13/2021 UndeterminedFinancial Disruptive Data AttackUniversity of PortsmouthGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

4/13/2021 UndeterminedFinancial Exploitive Exploitation of Application ServersWorkForce West VirginiaUSA USA United States of AmericaHigh income

4/13/2021 UndeterminedFinancial Exploitive Exploitation of Application ServerTown of Grass ValleyUSA USA United States of AmericaHigh income

4/13/2021 Lorenz Financial Mixed Data AttackDNS ToptechAUT AUT Austria High income

4/12/2021 REvil Financial Mixed Data Attack,Exploitation of Application ServerFiji GovernmentFJI FJI Fiji Upper middle income

4/12/2021 UndeterminedUndeterminedExploitive Exploitation of Application ServerHillsborough School DistrictUSA USA United States of AmericaHigh income

4/11/2021 Pysa Financial Mixed Data Attack,UndeterminedLogansport Community SchoolUSA USA United States of AmericaHigh income

4/11/2021 UndeterminedUndeterminedExploitive Exploitation of Application ServerUnited Valor SolutionsUSA USA United States of AmericaHigh income

4/11/2021 UndeterminedFinancial Disruptive Data AttackBiblioteca NacionalBRA BRA Brazil Upper middle income

4/11/2021 ShinyHuntersUndeterminedExploitive Exploitation of Application ServerUpstox IND IND India Lower middle income

4/11/2021 UndeterminedFinancial Disruptive Data AttackUSL Umbria 2ITA ITA Italy High income

4/10/2021 INDRIK SPIDERFinancial Mixed Data Attack,Undeterminedillinois Office of the Attorney GeneralUSA USA United States of AmericaHigh income

4/10/2021 UndeterminedFinancial Disruptive Data AttackCity of FloreffeBEL BEL Belgium High income

4/10/2021 UndeterminedFinancial Disruptive Data AttackTurin Territorial Housing Agency (Agenzia Territoriale per la Casa - ATC)ITA ITA Italy High income

4/10/2021 DoppelPaymerFinancial Exploitive Exploitation of Application ServersOffice of Illinois Attorney General Kwame RaoulUSA USA United States of AmericaHigh income

4/9/2021 UndeterminedUndeterminedExploitive UndeterminedDigitalOceanUSA USA United States of AmericaHigh income

4/9/2021 UndeterminedFinancial Disruptive Data AttackCity of Mori¬®res-l√És-AvignonFRA FRA France High income

4/9/2021 UndeterminedFinancial Disruptive Data AttackCity of Isle-sur-la-SorgueFRA FRA France High income

4/9/2021 WIZARD SPIDERFinancial Disruptive Data AttackSwiss General trade school (Allgemeine Gewerbeschule)CHE CHE SwitzerlandHigh income

4/8/2021 Avaddon Financial Mixed Data Attack,Exploitation of Application ServerPartit Nazzjonalista (Nationalist Party of Malta).ITA ITA Italy High income

4/8/2021 UndeterminedUndeterminedDisruptive Internal Denial of ServiceMunicipality of DouaiFRA FRA France High income

4/8/2021 UndeterminedFinancial Disruptive Data AttackHospital de Saint-GaudenFRA FRA France High income

4/7/2021 Astro TeamFinancial Mixed Data Attack,UndeterminedEduro HealthcareUSA USA United States of AmericaHigh income

4/7/2021 UndeterminedUndeterminedExploitive Exploitation of Network InfrastructureDouglas EllimanUSA USA United States of AmericaHigh income

4/7/2021 UndeterminedUndeterminedExploitive Exploitation of Application ServerBernards School DistrictUSA USA United States of AmericaHigh income

4/7/2021 UndeterminedFinancial Disruptive Data AttackGruppo GinoITA ITA Italy High income

4/7/2021 UndeterminedFinancial Disruptive Data AttackMunicipality of OlomoucCZE CZE Czechia High income

4/7/2021 UndeterminedFinancial Disruptive Data AttackGeorg Wieser's Trnitzer "Nah & Frisch"AUT AUT Austria High income

4/7/2021 UndeterminedFinancial Disruptive Data AttackHaverhill Public SchoolsUSA USA United States of AmericaHigh income

4/7/2021 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerReproductive Biology AssociatesUSA USA United States of AmericaHigh income

4/6/2021 UndeterminedUndeterminedExploitive Exploitation of Application ServerCity of El MonteUSA USA United States of AmericaHigh income

4/5/2021 UndeterminedFinancial Disruptive Data AttackBakker LogistiekNLD NLD NetherlandsHigh income

4/5/2021 Pysa Financial Mixed Data Attack,Exploitation of Application ServerConsolidated High School District 230USA USA United States of AmericaHigh income

4/5/2021 UndeterminedFinancial Exploitive UndeterminedCoughlin & Cerhart, LLPUSA USA United States of AmericaHigh income

4/4/2021 UndeterminedFinancial Disruptive Data AttackWurth FRA FRA France High income

4/4/2021 UndeterminedFinancial Disruptive Data AttackCity of LawrenceUSA USA United States of AmericaHigh income

4/3/2021 UndeterminedFinancial Disruptive Data AttackFederal GroupAUS AUS Australia High income

4/3/2021 UndeterminedFinancial Disruptive Data AttackNational College of Ireland (NCI)IRL IRL Ireland High income

4/2/2021 UndeterminedFinancial Disruptive Data AttackAxios ItaliaITA ITA Italy High income

4/2/2021 REvil Financial Mixed Data Attack,UndeterminedAsteelflashFRA FRA France High income

4/1/2021 UndeterminedFinancial Disruptive Data AttackTechnological University of DublinIRL IRL Ireland High income

4/1/2021 UndeterminedFinancial Disruptive Data AttackJ&B ImportersUSA USA United States of AmericaHigh income

4/1/2021 UndeterminedFinancial Exploitive Exploitation of End HostsNorth American Dental MangementUSA USA United States of AmericaHigh income

4/1/2021 Babuk Financial Mixed Data AttackWashington DC Police DepartmentUSA USA United States of AmericaHigh income

4/1/2021 Lorenz Financial Mixed Data AttackWolfe Eye ClinicUSA USA United States of AmericaHigh income

3/31/2021 UndeterminedFinancial Disruptive Data AttackMultiple targetsFRA FRA France High income

3/31/2021 Ragnarok Financial Disruptive Data AttackBoggi MilanoITA ITA Italy High income



3/31/2021 REvil Financial Mixed Data Attack,UndeterminedPierre FabreFRA FRA France High income

3/31/2021 TA505 Financial Exploitive Exploitation of Application ServerUniversity of California DavisUSA USA United States of AmericaHigh income

3/31/2021 TA505 Financial Exploitive Exploitation of Application ServerUniversity of CaliforniaUSA USA United States of AmericaHigh income

3/31/2021 UndeterminedFinancial Disruptive Data AttackCity of Angerm√É¬É√Ü¬í√É¬Ü'√É¬É√¢¬Ä¬†'√É¬É√Ü¬í'√É¬É√¢¬Ä¬†'√É¬É√Ü¬í√É¬Ü''√É¬É√Ü¬í'√É¬É'√É¬Ç√Ç¬ºndeDEU DEU Germany High income

3/31/2021 UndeterminedFinancial Disruptive Message ManipulationIndonesia's major banksIDN IDN Indonesia Upper middle income

3/30/2021 UndeterminedUndeterminedUndeterminedUndeterminedApplus TechnologiesUSA USA United States of AmericaHigh income

3/30/2021 UndeterminedFinancial Disruptive Data AttackUnix Auto SRLROU ROM Romania High income

3/30/2021 INDRIK SPIDERFinancial Mixed Data Attack,UndeterminedMunicipality of BresciaITA ITA Italy High income

3/30/2021 INDRIK SPIDERFinancial Mixed Data Attack,UndeterminedMunicipality of RhoITA ITA Italy High income

3/30/2021 INDRIK SPIDERFinancial Mixed Data Attack,UndeterminedMunicipality of Caselle TorineseITA ITA Italy High income

3/30/2021 Islamic Revolutionary Guard Corps (APT 35 Charming Kitten)Industrial-EspionageExploitive Exploitation of End HostsSenior medical professionals in the United States and IsraelISR ISR Israel High income

3/30/2021 REvil Financial Disruptive Data AttackMBA GroupGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

3/30/2021 UndeterminedFinancial Disruptive Data AttackEvangelical Hospital in LippstadtDEU DEU Germany High income

3/30/2021 UndeterminedFinancial Disruptive Data AttackBrown UniversityUSA USA United States of AmericaHigh income

3/30/2021 UndeterminedFinancial Exploitive Exploitation of Application ServerMobiKwik IND IND India Lower middle income

3/30/2021 Islamic Revolutionary Guard Corps (APT 35 Charming Kitten)Industrial-EspionageExploitive Exploitation of End HostsSenior medical professionals in the United States and IsraelUSA USA United States of AmericaHigh income

3/30/2021 UndeterminedFinancial Exploitive Exploitation of Application ServerK and B Surgical CenterUSA USA United States of AmericaHigh income

3/30/2021 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerNew Leaf, Inc.USA USA United States of AmericaHigh income

3/29/2021 UndeterminedUndeterminedExploitive Exploitation of Application ServerMunicipality of KonyaTUR Turkey Turkey Upper middle income

3/29/2021 TA505 Financial Mixed Data Attack,Exploitation of Application ServerUniversity of California, Berkeley (UC Berkeley)USA USA United States of AmericaHigh income

3/29/2021 ALTDOS Financial Exploitive Exploitation of Application ServerVhive SGP SGP Singapore High income

3/29/2021 UndeterminedFinancial Disruptive External Denial of ServiceUndisclosed European gambling company.999 UndeterminedUndetermined#N/A

3/29/2021 TA505 Financial Exploitive Exploitation of Application ServerYeshiva UniversityUSA USA United States of AmericaHigh income

3/29/2021 TA505 Financial Exploitive Exploitation of Application ServerStanford UniversityUSA USA United States of AmericaHigh income

3/29/2021 TA505 Financial Exploitive Exploitation of Application ServerUniversity of California MercedUSA USA United States of AmericaHigh income

3/29/2021 TA505 Financial Exploitive Exploitation of Application ServerUniversity of Maryland, BaltimoreUSA USA United States of AmericaHigh income

3/29/2021 Lorenz Financial Mixed Data AttackBases Conversion and Development Authority (BCDA)PHL PHL PhilippinesLower middle income

3/28/2021 UndeterminedUndeterminedDisruptive Data AttackChannel NineAUS AUS Australia High income

3/27/2021 UndeterminedFinancial Disruptive Data AttackTown of DidsburyUSA USA United States of AmericaHigh income

3/27/2021 UndeterminedFinancial Exploitive Exploitation of Application ServerYemeksepetiTUR Turkey Turkey Upper middle income

3/27/2021 Babuk Financial Disruptive Data AttackYposKesi FRA FRA France High income

3/27/2021 UndeterminedFinancial Disruptive Data AttackSant de l'OuestFRA FRA France High income

3/27/2021 WIZARD SPIDERFinancial Disruptive Data AttackBroward County Public SchoolsUSA USA United States of AmericaHigh income

3/27/2021 UndeterminedFinancial Disruptive Data AttackHarris FederationGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

3/26/2021 UndeterminedFinancial Exploitive Exploitation of Application ServerParkMobileUSA USA United States of AmericaHigh income

3/26/2021 UndeterminedFinancial Exploitive Exploitation of Application ServerHealthgrades Operating CompanyUSA USA United States of AmericaHigh income

3/26/2021 UndeterminedFinancial Disruptive Data AttackRedborne Upper School and Community CollegeGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

3/26/2021 INDRIK SPIDERFinancial Disruptive Data AttackUndisclosed global manufacturerUSA USA United States of AmericaHigh income

3/26/2021 INDRIK SPIDERFinancial Disruptive Data AttackUndisclosed consumer products retailerUSA USA United States of AmericaHigh income

3/26/2021 INDRIK SPIDERFinancial Disruptive Data AttackUndisclosed transport & logistics companyUSA USA United States of AmericaHigh income

3/26/2021 GhostwriterPolitical-EspionageExploitive Exploitation of End HostsGerman Parliament (Bundestag)DEU DEU Germany High income

3/25/2021 UndeterminedFinancial Disruptive Data AttackU.S. Virgin Islands GovernmentUSA USA United States of AmericaHigh income

3/25/2021 UndeterminedFinancial Disruptive Data AttackCity of AltonUSA USA United States of AmericaHigh income

3/25/2021 UndeterminedFinancial Exploitive Exploitation of Application ServerUndisclosed MSPUSA USA United States of AmericaHigh income

3/25/2021 UndeterminedFinancial Exploitive Exploitation of Application ServerRDC NLD NLD NetherlandsHigh income

3/25/2021 UndeterminedFinancial Exploitive Exploitation of Application ServerAstoria Company LLCUSA USA United States of AmericaHigh income

3/25/2021 UndeterminedFinancial Exploitive UndeterminedDeerfield, MichiganUSA USA United States of AmericaHigh income

3/24/2021 John Doe Financial Exploitive Exploitation of Network InfrastructureSalusCare USA USA United States of AmericaHigh income

3/24/2021 UndeterminedFinancial Disruptive Data AttackHarper County Community HospitalUSA USA United States of AmericaHigh income

3/24/2021 UndeterminedFinancial Disruptive Data AttackCity of FrankfortUSA USA United States of AmericaHigh income

3/24/2021 UndeterminedFinancial Exploitive Exploitation of End HostsMott Community CollegeUSA USA United States of AmericaHigh income

3/24/2021 UndeterminedFinancial Exploitive Exploitation of Application ServerPCS Revenue Control Systems, IncUSA USA United States of AmericaHigh income

3/24/2021 UndeterminedFinancial Exploitive Exploitation of Application ServerMND FRA FRA France High income

3/23/2021 Babuk Financial Disruptive Data AttackPDI GroupUSA USA United States of AmericaHigh income

3/23/2021 UndeterminedFinancial Exploitive Exploitation of Application ServerAvianis USA USA United States of AmericaHigh income



3/23/2021 TA505 Financial Exploitive Exploitation of Application ServerUniversity of MiamiUSA USA United States of AmericaHigh income

3/23/2021 WIZARD SPIDERFinancial Disruptive Data AttackFatFace GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

3/23/2021 UndeterminedFinancial Disruptive Data AttackHoneywell USA USA United States of AmericaHigh income

3/23/2021 INDRIK SPIDERFinancial Disruptive Data AttackCNA FinancialUSA USA United States of AmericaHigh income

3/23/2021 UndeterminedFinancial Disruptive Data AttackSierra WirelessCAN CAN Canada High income

3/23/2021 TA505 Financial Exploitive Exploitation of Application ServerShell NLD NLD NetherlandsHigh income

3/23/2021 TA505 Financial Exploitive Exploitation of Application ServerUniversity of MiamiUSA USA United States of AmericaHigh income

3/22/2021 UndeterminedFinancial Disruptive Data AttackATC TransportationUSA USA United States of AmericaHigh income

3/22/2021 UndeterminedFinancial Disruptive Data AttackSpargo USA USA United States of AmericaHigh income

3/22/2021 UndeterminedFinancial Disruptive Data AttackPark Hill School DistrictUSA USA United States of AmericaHigh income

3/22/2021 UndeterminedFinancial Exploitive Exploitation of End HostsDeCotiis, FitzPatrick, Cole & Giblin, LLP ("DFCG")USA USA United States of AmericaHigh income

3/22/2021 UndeterminedFinancial UndeterminedUndeterminedRailway Administration in the Czech RepublicCZE CZE Czechia High income

3/22/2021 UndeterminedProtest Exploitive Exploitation of Application ServerElector Software LtdISR ISR Israel High income

3/22/2021 UndeterminedFinancial Disruptive Data AttackStratus TechnologiesUSA USA United States of AmericaHigh income

3/22/2021 UndeterminedFinancial Exploitive Exploitation of End HostsSwedish HospitalUSA USA United States of AmericaHigh income

3/22/2021 UndeterminedUndeterminedExploitive Exploitation of End HostsPeople's Community Health ClinicUSA USA United States of AmericaHigh income

3/21/2021 holo-gfx Financial Exploitive Exploitation of Network InfrastructureMangaDex 999 UndeterminedUndetermined#N/A

3/21/2021 UndeterminedFinancial Exploitive Exploitation of End HostsEyemart Express, LLCUSA USA United States of AmericaHigh income

3/21/2021 UndeterminedPolitical-EspionageExploitive Exploitation of Application ServerUK Ministry of Defence academyGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

3/21/2021 UndeterminedFinancial Exploitive Exploitation of Application ServersPhysicians DialysisUSA USA United States of AmericaHigh income

3/20/2021 UndeterminedFinancial Exploitive Exploitation of Application ServerKentucky Wesleyan CollegeUSA USA United States of AmericaHigh income

3/20/2021 UndeterminedFinancial Exploitive Exploitation of End HostsCalifornia State Controller's Office (SCO)USA USA United States of AmericaHigh income

3/20/2021 UndeterminedFinancial Exploitive Exploitation of Application ServerLiker.com USA USA United States of AmericaHigh income

3/19/2021 Vanda The GodProtest Exploitive Exploitation of Application ServerCorporate Taxpayer Registry (CNPJ)BRA BRA Brazil Upper middle income

3/19/2021 Vanda The GodProtest Exploitive Exploitation of Application ServerIndividual Taxpayer Registry (CPF)BRA BRA Brazil Upper middle income

3/19/2021 UndeterminedFinancial Exploitive Exploitation of End HostsCancer Treatment Centers of AmericaUSA USA United States of AmericaHigh income

3/19/2021 UndeterminedFinancial UndeterminedUndeterminedCelg Gera e Transmiss (Celg GT)BRA BRA Brazil Upper middle income

3/19/2021 UndeterminedFinancial Disruptive Data AttackMaricopa County Community College DistrictUSA USA United States of AmericaHigh income

3/19/2021 UndeterminedFinancial Exploitive Exploitation of Application ServerJefit USA USA United States of AmericaHigh income

3/19/2021 UndeterminedFinancial Disruptive Message ManipulationNHS executive Helen BevanGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

3/19/2021 REvil Financial Mixed Data Attack,Exploitation of Application ServerAcer TWN TWN Taiwan (Province of China)High income

3/19/2021 UndeterminedUndeterminedExploitive Exploitation of Application ServerCelg Gera e TransmissoBRA BRA Brazil Upper middle income

3/19/2021 UndeterminedFinancial Exploitive Exploitation of End HostsCarnival CorporationUSA USA United States of AmericaHigh income

3/18/2021 UndeterminedFinancial Exploitive Exploitation of End HostsWellington Oral SurgeryNZL NZL New ZealandHigh income

3/18/2021 UndeterminedFinancial Disruptive Data AttackRemmers USA USA United States of AmericaHigh income

3/18/2021 UndeterminedFinancial Disruptive UndeterminedEastern HealthAUS AUS Australia High income

3/18/2021 UndeterminedUndeterminedExploitive Exploitation of Application ServerMidlands News AssociationGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

3/17/2021 INDRIK SPIDERFinancial Mixed Data Attack,UndeterminedAzusa Police DepartmentUSA USA United States of AmericaHigh income

3/17/2021 UndeterminedFinancial Exploitive Exploitation of Application ServerSwarmshop 999 UndeterminedUndetermined#N/A

3/17/2021 UndeterminedFinancial Disruptive Data AttackCastle School Education TrustGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

3/17/2021 UndeterminedFinancial Exploitive Exploitation of End HostsMidlands News AssociationGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

3/17/2021 UndeterminedFinancial Exploitive Exploitation of Application ServerSewell Family of CompaniesUSA USA United States of AmericaHigh income

3/17/2021 UndeterminedFinancial Disruptive Data AttackUniversity of NorthamptonGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

3/17/2021 UndeterminedSabotage Disruptive Message ManipulationPolish National Atomic Energy Agency and Health MinistryPOL POL Poland High income

3/17/2021 Ministry of State Security's (MSS) Hainan State Security Department (APT40)Political-EspionageExploitive Exploitation of Application ServerComission para el Mercado FinancieroCHL CHL Chile High income

3/17/2021 UndeterminedUndeterminedDisruptive Message ManipulationLeon County SchoolsUSA USA United States of AmericaHigh income

3/17/2021 UndeterminedFinancial Disruptive Data AttackThe Castle SchoolGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

3/17/2021 UndeterminedFinancial Disruptive Data AttackSevern Beach Primary SchoolGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

3/17/2021 UndeterminedFinancial Disruptive Data AttackMarlwood SchoolGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

3/17/2021 UndeterminedFinancial Disruptive Data AttackMangotsfield SchoolGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

3/17/2021 UndeterminedFinancial Disruptive Data AttackLyde Green Primary SchoolGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

3/17/2021 UndeterminedFinancial Disruptive Data AttackDownend SchoolGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

3/17/2021 UndeterminedFinancial Disruptive Data AttackCharfield Primary SchoolGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

3/17/2021 UndeterminedFinancial Disruptive Data AttackPimpri-Chinchwad Municipal Corporation Smart CityIND IND India Lower middle income

3/17/2021 UndeterminedUndeterminedDisruptive External Denial of ServicePoliklinika IPPCZE CZE Czechia High income



3/17/2021 UndeterminedUndeterminedExploitive Exploitation of Application ServerNikkei CHN CHN China Upper middle income

3/16/2021 UndeterminedFinancial Exploitive Exploitation of Application ServerPoliklinika IPPCZE CZE Czechia High income

3/16/2021 UndeterminedFinancial Disruptive Data AttackTri County Public SafetyUSA USA United States of AmericaHigh income

3/16/2021 WIZARD SPIDERFinancial Disruptive Data AttackMetro PresortUSA USA United States of AmericaHigh income

3/16/2021 UndeterminedFinancial Disruptive Data AttackMetropolitan Area of ??BarcelonaESP ESP Spain High income

3/16/2021 Laura Rose CarrollUndeterminedDisruptive Message Manipulation,Data AttackTate High SchoolUSA USA United States of AmericaHigh income

3/16/2021 UndeterminedFinancial Disruptive Data AttackTri County Public Safety networkUSA USA United States of AmericaHigh income

3/16/2021 UndeterminedFinancial Exploitive Exploitation of Application ServersDestination MaternityUSA USA United States of AmericaHigh income

3/15/2021 UndeterminedUndeterminedDisruptive External Denial of ServiceBlender NLD NLD NetherlandsHigh income

3/15/2021 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerSouth and City College BirminghamGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

3/15/2021 UndeterminedUndeterminedDisruptive Message ManipulationTroy School DistrictUSA USA United States of AmericaHigh income

3/15/2021 UndeterminedUndeterminedExploitive Exploitation of Application ServerWellington Oral SurgeryNZL NZL New ZealandHigh income

3/15/2021 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerHOYA Optical Labs of AmericaUSA USA United States of AmericaHigh income

3/15/2021 Lorenz Financial Mixed Data AttackTygavac ltd.GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

3/15/2021 Lorenz Financial Mixed Data AttackAirtech Advanced Materials GroupUSA USA United States of AmericaHigh income

3/14/2021 UndeterminedFinancial Exploitive Exploitation of Application ServerRoll USA USA United States of AmericaHigh income

3/14/2021 Pysa Financial Mixed Data Attack,Exploitation of Application ServerBridgeway Inc.USA USA United States of AmericaHigh income

3/13/2021 BlackShadowFinancial Exploitive Exploitation of Application ServerK.L.S. Capital LtdISR ISR Israel High income

3/13/2021 UndeterminedFinancial Disruptive Data AttackNewberry County Memorial HospitalUSA USA United States of AmericaHigh income

3/12/2021 UndeterminedUndeterminedExploitive Exploitation of End Hostsi-vic InternationalSGP SGP Singapore High income

3/12/2021 UndeterminedUndeterminedExploitive Exploitation of Application ServerOverseas Service CorporationUSA USA United States of AmericaHigh income

3/12/2021 UndeterminedFinancial Disruptive Data AttackBuffalo Public SchoolsUSA USA United States of AmericaHigh income

3/12/2021 REvil Financial Mixed Data Attack,Exploitation of Application ServerUnnamed international bank in MexicoMEX MEX Mexico Upper middle income

3/12/2021 REvil Financial Mixed Data Attack,Exploitation of Application ServerUnnamed agricultural co-opUSA USA United States of AmericaHigh income

3/12/2021 REvil Financial Mixed Data Attack,Exploitation of Application ServerUnnamed construction companyUSA USA United States of AmericaHigh income

3/12/2021 REvil Financial Mixed Data Attack,Exploitation of Application ServerUnnamed architectural firmUSA USA United States of AmericaHigh income

3/12/2021 REvil Financial Mixed Data Attack,Exploitation of Application ServerUnnamed law firmUSA USA United States of AmericaHigh income

3/12/2021 REvil Financial Mixed Data Attack,Exploitation of Application ServerUnnamed law firmUSA USA United States of AmericaHigh income

3/11/2021 TA505 Financial Exploitive Exploitation of Application ServerTrillium Community Health PlanUSA USA United States of AmericaHigh income

3/11/2021 UndeterminedFinancial Exploitive Exploitation of Application ServerWeLeakInfo 999 UndeterminedUndetermined#N/A

3/11/2021 TA505 Financial Exploitive Exploitation of Application ServerHealth Net LLCUSA USA United States of AmericaHigh income

3/11/2021 UndeterminedFinancial Disruptive External Denial of Service,Data AttackCity of CovingtonUSA USA United States of AmericaHigh income

3/11/2021 Pysa Financial Mixed Data Attack,Exploitation of Application ServerUpstate Home CareUSA USA United States of AmericaHigh income

3/11/2021 Lorenz Financial Mixed Data AttackJoy Cone USA USA United States of AmericaHigh income

3/10/2021 UndeterminedUndeterminedExploitive Exploitation of Application ServerUrban ResearchJPN JPN Japan High income

3/10/2021 UndeterminedUndeterminedDisruptive Data AttackMolson CoorsUSA USA United States of AmericaHigh income

3/10/2021 UndeterminedUndeterminedDisruptive Message ManipulationBTS TikTok accountKOR KOR Korea (the Republic of)High income

3/10/2021 UndeterminedUndeterminedDisruptive Data AttackCity of EbelebenDEU DEU Germany High income

3/10/2021 UndeterminedPolitical-EspionageExploitive Exploitation of Application ServerNorwegian ParliamentNOR NOR Norway High income

3/10/2021 UndeterminedUndeterminedExploitive Exploitation of Application ServerFederal authority in GermanyDEU DEU Germany High income

3/10/2021 UndeterminedUndeterminedExploitive Exploitation of Application ServerFederal authority in GermanyDEU DEU Germany High income

3/9/2021 UndeterminedFinancial Mixed Exploitation of Application Server,External Denial of ServiceGuns.com USA USA United States of AmericaHigh income

3/9/2021 UndeterminedProtest Exploitive Exploitation of SensorsEquinox USA USA United States of AmericaHigh income

3/9/2021 UndeterminedProtest Exploitive Exploitation of SensorsBank of UtahUSA USA United States of AmericaHigh income

3/9/2021 UndeterminedProtest Exploitive Exploitation of SensorsTesla USA USA United States of AmericaHigh income

3/9/2021 WIZARD SPIDERFinancial Disruptive Data AttackSEPE (Spain Public Employment System)ESP ESP Spain High income

3/9/2021 UndeterminedProtest Exploitive Exploitation of SensorsVerkada Inc.USA USA United States of AmericaHigh income

3/9/2021 UndeterminedFinancial Disruptive Data AttackLot-et-Garonne firefightersFRA FRA France High income

3/9/2021 UndeterminedFinancial Exploitive Exploitation of End HostsRegeneron PharmaceuticalsUSA USA United States of AmericaHigh income

3/9/2021 WIZARD SPIDERFinancial Disruptive Data AttackSEPE ESP ESP Spain High income

3/9/2021 UndeterminedFinancial Exploitive Exploitation of End HostsViverant PTUSA USA United States of AmericaHigh income

3/8/2021 UndeterminedFinancial Mixed Exploitation of Application Server,Message ManipulationWilliams Grand Prix EngineeringGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

3/8/2021 UndeterminedUndeterminedDisruptive Message ManipulationMagnolia Independent School DistrictUSA USA United States of AmericaHigh income

3/8/2021 Ministry of State Security's (MSS) Hainan State Security Department (APT40)Political-EspionageExploitive Exploitation of Application ServerEuropean Banking AuthorityFRA FRA France High income

3/8/2021 UndeterminedFinancial Exploitive Exploitation of Application ServerDODO 999 UndeterminedUndetermined#N/A



3/8/2021 UndeterminedFinancial Disruptive External Denial of Service,Data AttackCentre Hospitalier ral d'OloronFRA FRA France High income

3/7/2021 WIZARD SPIDERFinancial Mixed Data Attack,Exploitation of Application ServerSnap-on USA USA United States of AmericaHigh income

3/7/2021 UndeterminedFinancial Disruptive Data AttackBose CorporationUSA USA United States of AmericaHigh income

3/7/2021 UndeterminedUndeterminedDisruptive External Denial of ServiceUniversity of Texas at El PasoUSA USA United States of AmericaHigh income

3/7/2021 UndeterminedUndeterminedDisruptive External Denial of ServiceUniversity of the Highlands and IslandsGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

3/7/2021 UndeterminedUndeterminedDisruptive External Denial of ServiceUniversity of Central LancashireGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

3/7/2021 UndeterminedFinancial Exploitive Exploitation of Network InfrastructureRobotron DEU DEU Germany High income

3/6/2021 UndeterminedUndeterminedDisruptive Message ManipulationWebsite for attorney Debra KatzUSA USA United States of AmericaHigh income

3/6/2021 UndeterminedUndeterminedExploitive Exploitation of Application ServerExploit 999 UndeterminedUndetermined#N/A

3/6/2021 UndeterminedFinancial Exploitive Exploitation of Application ServerCrdclub 999 UndeterminedUndetermined#N/A

3/6/2021 L0RDBR UndeterminedExploitive Exploitation of Application ServerCosco ShippingCHN CHN China Upper middle income

3/5/2021 Water RocFinancial Mixed Data Attack,Exploitation of Application ServerSpirit AirlinesUSA USA United States of AmericaHigh income

3/5/2021 UndeterminedFinancial Exploitive Exploitation of Application ServerSingapore AirlinesSGP SGP Singapore High income

3/5/2021 UndeterminedFinancial Exploitive Exploitation of Application ServerMalaysia AirMYS MYS Malaysia Upper middle income

3/5/2021 UndeterminedFinancial Exploitive Exploitation of Application ServerSITA USA USA United States of AmericaHigh income

3/5/2021 TA505 Financial Exploitive Exploitation of Application ServerSouthern Illinois University School of MedicineUSA USA United States of AmericaHigh income

3/5/2021 UndeterminedFinancial Exploitive Exploitation of Application ServerChester Upland School DistrictUSA USA United States of AmericaHigh income

3/5/2021 UndeterminedUndeterminedExploitive Exploitation of Application ServerForeign, Commonwealth and Development Office (FCDO)GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

3/5/2021 UndeterminedUndeterminedDisruptive Data AttackCzech Ministry of Labour and Social AffairsCZE CZE Czechia High income

3/5/2021 UndeterminedUndeterminedDisruptive Data AttackCity of PragueCZE CZE Czechia High income

3/5/2021 UndeterminedUndeterminedUndeterminedUndeterminedNorthwestern Illinois Area Agency on AgingUSA USA United States of AmericaHigh income

3/5/2021 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerHorizon HouseUSA USA United States of AmericaHigh income

3/4/2021 UndeterminedFinancial Mixed Exploitation of Application Server,Message ManipulationWindward USA USA United States of AmericaHigh income

3/4/2021 UndeterminedFinancial Mixed Exploitation of Application Server,Message ManipulationCarlthorp USA USA United States of AmericaHigh income

3/4/2021 UndeterminedFinancial Mixed Exploitation of Application Server,Message ManipulationCenter for Early EducationUSA USA United States of AmericaHigh income

3/4/2021 UndeterminedFinancial Disruptive External Denial of ServiceNottinghamshire schoolsGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

3/4/2021 UndeterminedUndeterminedExploitive Exploitation of Application ServerMaza RUS RUS Russian FederationUpper middle income

3/4/2021 UndeterminedFinancial Exploitive Exploitation of Application ServerAdecco GroupCHE CHE SwitzerlandHigh income

3/3/2021 Water RocFinancial Mixed Data Attack,Exploitation of Application ServerAtlanta Allergy & AsthmaUSA USA United States of AmericaHigh income

3/3/2021 UndeterminedFinancial Disruptive Data AttackJFC InternationalUSA USA United States of AmericaHigh income

3/3/2021 UndeterminedFinancial Disruptive Data AttackPrismHR USA USA United States of AmericaHigh income

3/3/2021 UndeterminedFinancial Disruptive External Denial of ServiceHanover Area School DistrictUSA USA United States of AmericaHigh income

3/3/2021 UndeterminedProtest Exploitive Exploitation of Application ServerAmerican Patriots Three PercentUSA USA United States of AmericaHigh income

3/2/2021 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerTether USA USA United States of AmericaHigh income

3/2/2021 Red Echo Sabotage Disruptive Physical AttackUnion Power Ministry (10 Substations and Transmission Stations)IND IND India Lower middle income

3/2/2021 UndeterminedFinancial Exploitive Exploitation of Application ServerTicketcounterNLD NLD NetherlandsHigh income

3/2/2021 Ministry of State Security's (MSS) Hainan State Security Department (APT40)Political-EspionageExploitive Exploitation of Application ServerDouglas CountyUSA USA United States of AmericaHigh income

3/2/2021 Red Echo Sabotage Disruptive Physical AttackUnion Power Ministry (10 Substations and Transmission Stations)IND IND India Lower middle income

3/2/2021 Red Echo Sabotage Disruptive Physical AttackUnion Power Ministry (10 Substations and Transmission Stations)IND IND India Lower middle income

3/2/2021 Red Echo Sabotage Disruptive Physical AttackUnion Power Ministry (10 Substations and Transmission Stations)IND IND India Lower middle income

3/2/2021 Red Echo Sabotage Disruptive Physical AttackUnion Power Ministry (10 Substations and Transmission Stations)IND IND India Lower middle income

3/2/2021 Red Echo Sabotage Disruptive Physical AttackUnion Power Ministry (10 Substations and Transmission Stations)IND IND India Lower middle income

3/2/2021 Red Echo Sabotage Disruptive Physical AttackUnion Power Ministry (10 Substations and Transmission Stations)IND IND India Lower middle income

3/2/2021 Red Echo Sabotage Disruptive Physical AttackUnion Power Ministry (10 Substations and Transmission Stations)IND IND India Lower middle income

3/2/2021 Red Echo Sabotage Disruptive Physical AttackUnion Power Ministry (10 Substations and Transmission Stations)IND IND India Lower middle income

3/2/2021 Red Echo Sabotage Disruptive Physical AttackUnion Power Ministry (10 Substations and Transmission Stations)IND IND India Lower middle income

3/2/2021 Red Echo Sabotage Disruptive Physical AttackPort FacilityIND IND India Lower middle income

3/1/2021 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerOrthopedic Associates of Dutchess County (OADC)USA USA United States of AmericaHigh income

3/1/2021 UndeterminedUndeterminedExploitive Exploitation of Application ServerAtlantic MediaUSA USA United States of AmericaHigh income

3/1/2021 IamNoobieProtest Disruptive Exploitation of Application ServerCivil Service CommissionPHL PHL PhilippinesLower middle income

3/1/2021 UndeterminedFinancial Disruptive Data AttackCaffitaly ITA ITA Italy High income

3/1/2021 Ministry of State Security's (MSS) Tianjin State Security Department (APT10)Industrial-EspionageExploitive Exploitation of Application ServerBharat BiotechIND IND India Lower middle income

3/1/2021 Ministry of State Security's (MSS) Tianjin State Security Department (APT10)Industrial-EspionageExploitive Exploitation of Application ServerSerum Institute of India (SII)IND IND India Lower middle income

3/1/2021 UndeterminedFinancial Disruptive Physical AttackNevada Water and Wastewater SystemUSA USA United States of AmericaHigh income

3/1/2021 PLA Unit¬†69010 (Wicked PANDA)Political-EspionageExploitive Exploitation of Application ServersRoshan AFG AFG AfghanistanLow income



3/1/2021 PLA Unit¬†69010 (Wicked PANDA)Political-EspionageExploitive Exploitation of Application ServersUndisclosed Afghan telecommunications organizationAFG AFG AfghanistanLow income

3/1/2021 UndeterminedUndeterminedUndeterminedUndeterminedDefense Academy of the United KingdomGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

3/1/2021 UndeterminedFinancial Exploitive Exploitation of Application ServerCaptify HealthUSA USA United States of AmericaHigh income

2/28/2021 UndeterminedFinancial Disruptive External Denial of ServiceMillersville UniversityUSA USA United States of AmericaHigh income

2/28/2021 UndeterminedUndeterminedExploitive Exploitation of Application ServerAdim AdimTUR Turkey Turkey Upper middle income

2/28/2021 DarkSide Financial Disruptive Data AttackCompuComUSA USA United States of AmericaHigh income

2/28/2021 UndeterminedFinancial Exploitive Exploitation of Network InfrastructureGroupe LactalisFRA FRA France High income

2/28/2021 JAx Protest Exploitive Exploitation of Application ServerGab USA USA United States of AmericaHigh income

2/28/2021 UndeterminedFinancial Disruptive Data AttackCity of KingmanUSA USA United States of AmericaHigh income

2/28/2021 AnonymousProtest Exploitive Exploitation of Application ServerEpik USA USA United States of AmericaHigh income

2/28/2021 UndeterminedFinancial Mixed Data Attack,Exploitation of End HostHawaii Payroll Services LLCUSA USA United States of AmericaHigh income

2/28/2021 TAG-28 Political-EspionageDisruptive UndeterminedBennett Coleman And Co Ltd (BCCL)IND IND India Lower middle income

2/28/2021 TAG-28 Political-EspionageExploitive UndeterminedUnique Identification Authority of India (UIADI)IND IND India Lower middle income

2/27/2021 UndeterminedFinancial Exploitive Exploitation of Network InfrastructureZEE5 IND IND India Lower middle income

2/27/2021 UndeterminedFinancial Exploitive UndeterminedFurucombo 999 UndeterminedUndetermined#N/A

2/27/2021 UndeterminedFinancial Disruptive Data AttackAllyAlign HealthUSA USA United States of AmericaHigh income

2/27/2021 UndeterminedFinancial Exploitive Exploitation of Application ServersCampbell Conroy & O'neill, P.C.USA USA United States of AmericaHigh income

2/26/2021 Hotarus CorpFinancial Disruptive Data AttackEcuador's Ministry of FinanceECU ECU Ecuador Upper middle income

2/26/2021 Hotarus CorpFinancial Disruptive Data AttackBanco PichinchaECU ECU Ecuador Upper middle income

2/26/2021 UndeterminedFinancial Disruptive Data AttackAnsal HousingIND IND India Lower middle income

2/26/2021 UndeterminedFinancial Disruptive Data AttackAltona ClinicCAN CAN Canada High income

2/26/2021 UndeterminedFinancial Disruptive Data AttackEdsembli CAN CAN Canada High income

2/26/2021 UndeterminedFinancial Exploitive Exploitation of Application ServerTurnover-itFRA FRA France High income

2/26/2021 UndeterminedFinancial Exploitive Exploitation of Application ServerT-Mobile USA USA United States of AmericaHigh income

2/26/2021 UndeterminedFinancial Exploitive Exploitation of End HostsThe Home for the Little WanderersUSA USA United States of AmericaHigh income

2/26/2021 UndeterminedFinancial Exploitive Exploitation of Application ServerSuperVPNPAK PAK Pakistan Lower middle income

2/26/2021 UndeterminedFinancial Exploitive Exploitation of End HostsSummit Behavioral HealthcareUSA USA United States of AmericaHigh income

2/26/2021 UndeterminedFinancial Disruptive Data AttackStaring CollegeNLD NLD NetherlandsHigh income

2/26/2021 UndeterminedFinancial Exploitive Exploitation of Network InfrastructureNpower GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

2/26/2021 UndeterminedFinancial Exploitive Exploitation of Application ServerLe Service PostalFRA FRA France High income

2/26/2021 UndeterminedFinancial Exploitive Exploitation of Application ServerGeckoVPN 999 UndeterminedUndetermined#N/A

2/26/2021 INDRIK SPIDERFinancial Disruptive Data AttackFlorida Studio TheatreUSA USA United States of AmericaHigh income

2/26/2021 UndeterminedFinancial Exploitive Exploitation of Application ServerChatVPN 999 UndeterminedUndetermined#N/A

2/26/2021 FIN11 Financial Exploitive Exploitation of Network InfrastructureArizona Complete HealthUSA USA United States of AmericaHigh income

2/26/2021 UndeterminedFinancial Disruptive Data AttackAltona ClinicUSA USA United States of AmericaHigh income

2/26/2021 UndeterminedFinancial Mixed Exploitation of End Hosts,Data AttackVictor Valley Union High School DistrictUSA USA United States of AmericaHigh income

2/25/2021 UndeterminedUndeterminedExploitive Exploitation of Application ServerAtascadero State HospitalUSA USA United States of AmericaHigh income

2/25/2021 UndeterminedFinancial Exploitive Exploitation of End HostsVolunteers of America Chesapeake & Carolinas (VOACC)USA USA United States of AmericaHigh income

2/25/2021 FIN11 Financial Exploitive Exploitation of Network InfrastructureTrillium Community Health PlanUSA USA United States of AmericaHigh income

2/25/2021 UndeterminedFinancial Exploitive Exploitation of End HostsSequoia CapitalUSA USA United States of AmericaHigh income

2/25/2021 UndeterminedFinancial Exploitive Exploitation of Application ServerOxford UniversityGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

2/25/2021 INDRIK SPIDERFinancial Disruptive Data AttackMorgan CountyUSA USA United States of AmericaHigh income

2/25/2021 UndeterminedFinancial Disruptive Data AttackJFC International (Europe)DEU DEU Germany High income

2/25/2021 UndeterminedFinancial Exploitive Exploitation of Application ServerFamily Medical CenterUSA USA United States of AmericaHigh income

2/25/2021 UndeterminedFinancial Exploitive Exploitation of Application ServerDun & Bradstreet MalaysiaMYS MYS Malaysia Upper middle income

2/25/2021 UndeterminedFinancial Exploitive Exploitation of End HostsCornerstone CareUSA USA United States of AmericaHigh income

2/25/2021 UndeterminedFinancial Disruptive Data AttackAffton School DistrictUSA USA United States of AmericaHigh income

2/25/2021 UndeterminedFinancial Mixed Data Attack,UndeterminedAffton School DistrictUSA USA United States of AmericaHigh income

2/24/2021 UndeterminedUndeterminedExploitive Exploitation of Application ServerFastway CouriersIRL IRL Ireland High income

2/24/2021 UndeterminedUndeterminedDisruptive External Denial of ServiceQueen's University in Belfast (QUB)GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

2/24/2021 UndeterminedSabotage Disruptive External Denial of ServiceSystem of Electronic Interaction of Executive BodiesUKR UKR Ukraine Lower middle income

2/24/2021 Egregor Financial Exploitive Exploitation of Network InfrastructureState agencies in UkraineUKR UKR Ukraine Lower middle income

2/24/2021 UndeterminedFinancial Exploitive Exploitation of Application ServerStadgenootNLD NLD NetherlandsHigh income

2/24/2021 UndeterminedFinancial Disruptive Data AttackManutan GroupFRA FRA France High income

2/24/2021 UndeterminedFinancial Disruptive External Denial of ServiceKentucky Office of Unemployment InsuranceUSA USA United States of AmericaHigh income



2/24/2021 UndeterminedFinancial Exploitive Exploitation of End HostsFisher-Titus Medical CenterUSA USA United States of AmericaHigh income

2/24/2021 UndeterminedFinancial Exploitive Exploitation of Application ServerElara CaringUSA USA United States of AmericaHigh income

2/24/2021 UndeterminedFinancial Exploitive Exploitation of End HostsCovenant HealthCareUSA USA United States of AmericaHigh income

2/24/2021 UndeterminedFinancial Disruptive Message ManipulationCobb County School DistrictUSA USA United States of AmericaHigh income

2/24/2021 UndeterminedFinancial Exploitive Exploitation of End HostsiRise Florida Spine and Joint InstituteUSA USA United States of AmericaHigh income

2/23/2021 UndeterminedUndeterminedExploitive Exploitation of Application ServerLogicGate USA USA United States of AmericaHigh income

2/23/2021 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerUnnamed consulting firm in JapanJPN JPN Japan High income

2/23/2021 UndeterminedFinancial Exploitive Exploitation of Network InfrastructureUniversity HospitalUSA USA United States of AmericaHigh income

2/23/2021 FIN11 Financial Exploitive Exploitation of Network InfrastructureTransport for New South Wales (TfNSW)AUS AUS Australia High income

2/23/2021 UndeterminedFinancial Disruptive Data AttackTietoEVRYFIN FIN Finland High income

2/23/2021 FIN11 Financial Exploitive Exploitation of Network InfrastructureNSW HealthAUS AUS Australia High income

2/23/2021 UndeterminedFinancial Exploitive Exploitation of End HostsJacobson Memorial Hospital & Care CenterUSA USA United States of AmericaHigh income

2/23/2021 INDRIK SPIDERFinancial Disruptive Data AttackCuyahoga Metropolitan Housing Authority (CMHA)USA USA United States of AmericaHigh income

2/23/2021 FIN11 Financial Exploitive Exploitation of Network InfrastructureBombardierCAN CAN Canada High income

2/23/2021 UndeterminedFinancial Disruptive Message ManipulationBen Franklin High SchoolUSA USA United States of AmericaHigh income

2/23/2021 UndeterminedFinancial Exploitive Exploitation of Network InfrastructureAngolan Ministry of FinanceAGO AGO Angola Lower middle income

2/23/2021 Pysa Financial Mixed Data Attack,Exploitation of Application ServerBolton Street PediatricsUSA USA United States of AmericaHigh income

2/22/2021 Egregor Financial Disruptive External Denial of ServiceUkrainian government websitesUKR UKR Ukraine Lower middle income

2/22/2021 UndeterminedFinancial Exploitive Exploitation of End HostsEnders InsuranceUSA USA United States of AmericaHigh income

2/22/2021 FIN11 Financial Exploitive Exploitation of Network InfrastructureDanaher USA USA United States of AmericaHigh income

2/22/2021 UndeterminedFinancial Disruptive Data AttackCity and municipality of Chalon-sur-Sa√É¬É√Ü¬í√É¬Ü'√É¬É√¢¬Ä¬†'√É¬É√Ü¬í'√É¬É√¢¬Ä¬†'√É¬É√Ü¬í√É¬Ü'√É¬É√Ç¬¢√É¬¢'√Ç¬¨√É¬Ç√Ç¬†'√É¬É√Ü¬í√É¬Ü'√É¬É√¢¬Ä¬†'√É¬É√Ü¬í''√É¬É√Ü¬í√É¬Ü''√É¬É√Ü¬í'√É¬É'√É¬Ç√Ç¬¥neFRA FRA France High income

2/22/2021 UndeterminedFinancial Disruptive Data AttackCharles Andr GroupFRA FRA France High income

2/22/2021 FIN11 Financial Exploitive Exploitation of Network InfrastructureAmerican Bureau of ShippingUSA USA United States of AmericaHigh income

2/21/2021 UndeterminedFinancial Disruptive Data AttackGyrodata USA USA United States of AmericaHigh income

2/21/2021 UndeterminedFinancial Disruptive Data AttackSt. Margaret's Health√É¬É√Ü¬í√É¬Ü'√É¬É√¢¬Ä¬†'√É¬É√Ü¬í'√É¬É√¢¬Ä¬†'√É¬É√Ü¬í√É¬Ü''√É¬É√Ü¬í'√É¬É'√É¬Ç√Ç¬¢√É¬É√Ü¬í√É¬Ü'√É¬É√¢¬Ä¬†'√É¬É√Ü¬í''√É¬É√Ü¬í√É¬Ü'√É¬É'√É¬Ç√Ç¬¢√É¬É√Ü¬í''√É¬É√Ü¬í'√É¬É'√É¬Ç√Ç¬¨"Spring ValleyUSA USA United States of AmericaHigh income

2/21/2021 UndeterminedFinancial Disruptive Data AttackSaginaw Township Community SchoolsUSA USA United States of AmericaHigh income

2/20/2021 UndeterminedUndeterminedExploitive Exploitation of Application ServerColeman Group of CompaniesCAN CAN Canada High income

2/20/2021 UndeterminedFinancial Exploitive Exploitation of Application ServerNurseryCamGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

2/20/2021 UndeterminedFinancial Exploitive Exploitation of Application ServerCashalo PHL PHL PhilippinesLower middle income

2/19/2021 REvil Financial Mixed Data Attack,Exploitation of Application ServerPan-American Life Insurance Group (PALIG)USA USA United States of AmericaHigh income

2/19/2021 UndeterminedFinancial Disruptive Data AttackYuba CountyUSA USA United States of AmericaHigh income

2/19/2021 UndeterminedFinancial Exploitive Exploitation of Application ServerUndisclosed French Adult siteFRA FRA France High income

2/19/2021 UndeterminedFinancial Disruptive Data AttackUnderwriters LaboratoriesUSA USA United States of AmericaHigh income

2/19/2021 UndeterminedFinancial Disruptive Data AttackBeneteau FRA FRA France High income

2/19/2021 UndeterminedFinancial Disruptive Data AttackAfnor (Association Franaise de Normalisation)FRA FRA France High income

2/19/2021 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerMinimally Invasive Surgery of HawaiiUSA USA United States of AmericaHigh income

2/18/2021 UndeterminedFinancial Disruptive Data AttackSapphire Community HealthGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

2/18/2021 UndeterminedFinancial Disruptive Data AttackUndisclosed online storage vendor.USA USA United States of AmericaHigh income

2/18/2021 UndeterminedFinancial Exploitive Exploitation of End HostsRMIT UniversityAUS AUS Australia High income

2/18/2021 UndeterminedSabotage Disruptive External Denial of ServiceNational Security and Defense Council of UkraineUKR UKR Ukraine Lower middle income

2/18/2021 Myanmar HackersProtest Disruptive External Denial of ServiceMultiple web sites in MyanmarMMR MMR Myanmar Lower middle income

2/18/2021 UndeterminedFinancial Exploitive Exploitation of Application ServerLakehead UniversityCAN CAN Canada High income

2/18/2021 UndeterminedFinancial Exploitive Exploitation of Application ServerKettering Health NetworkUSA USA United States of AmericaHigh income

2/18/2021 UndeterminedFinancial Exploitive Exploitation of End HostsHackley Community CareUSA USA United States of AmericaHigh income

2/18/2021 UndeterminedFinancial Exploitive Exploitation of End HostsGrand River Medical GroupUSA USA United States of AmericaHigh income

2/18/2021 UndeterminedFinancial Disruptive Data AttackAutomatic Funds Transfer Services (AFTS)USA USA United States of AmericaHigh income

2/18/2021 UndeterminedFinancial Exploitive Exploitation of Application Server50,000 records of French healthcare professionalsFRA FRA France High income

2/18/2021 UndeterminedFinancial Exploitive Exploitation of Application ServerSCUF Gaming InternationalUSA USA United States of AmericaHigh income

2/17/2021 UndeterminedFinancial Disruptive Data AttackCochise Eye and LaserUSA USA United States of AmericaHigh income

2/17/2021 UndeterminedFinancial Exploitive Exploitation of Application ServerWatermark Retirement CommunitiesUSA USA United States of AmericaHigh income

2/17/2021 UndeterminedFinancial Exploitive Exploitation of Network InfrastructureUniversity of AmsterdamNLD NLD NetherlandsHigh income

2/17/2021 UndeterminedFinancial Exploitive Exploitation of End HostsUniversity of Alabama √É¬É√Ü¬í√É¬Ü'√É¬É√¢¬Ä¬†'√É¬É√Ü¬í'√É¬É√¢¬Ä¬†'√É¬É√Ü¬í√É¬Ü''√É¬É√Ü¬í'√É¬É'√É¬Ç√Ç¬¢√É¬É√Ü¬í√É¬Ü'√É¬É√¢¬Ä¬†'√É¬É√Ü¬í''√É¬É√Ü¬í√É¬Ü'√É¬É'√É¬Ç√Ç¬¢√É¬É√Ü¬í''√É¬É√Ü¬í'√É¬É'√É¬Ç√Ç¬¨" Huntsville (UAH)USA USA United States of AmericaHigh income

2/17/2021 REvil Financial Disruptive Data AttackSouthern Arkansas UniversityUSA USA United States of AmericaHigh income

2/17/2021 UndeterminedFinancial Exploitive Exploitation of End HostsRegional Independent School District 2142USA USA United States of AmericaHigh income

2/17/2021 UndeterminedFinancial Disruptive Data AttackHellenic Defense SystemsUSA USA United States of AmericaHigh income



2/17/2021 UndeterminedFinancial Exploitive Exploitation of Application ServerCityBee LTU LTU Lithuania High income

2/16/2021 Ragnar LockerFinancial Disruptive Data AttackVald√É¬É√Ü¬í√É¬Ü'√É¬É√¢¬Ä¬†'√É¬É√Ü¬í'√É¬É√¢¬Ä¬†'√É¬É√Ü¬í√É¬Ü'√É¬É√Ç¬¢√É¬¢'√Ç¬¨√É¬Ç√Ç¬†'√É¬É√Ü¬í√É¬Ü'√É¬É√¢¬Ä¬†'√É¬É√Ü¬í''√É¬É√Ü¬í√É¬Ü''√É¬É√Ü¬í'√É¬É'√É¬Ç√Ç¬®s Analysis LaboratoryITA ITA Italy High income

2/16/2021 UndeterminedFinancial Exploitive Data AttackRehoboth McKinley Christian Health CareUSA USA United States of AmericaHigh income

2/16/2021 UndeterminedFinancial Exploitive Exploitation of Application ServerClub2Crd RUS RUS Russian FederationUpper middle income

2/16/2021 UndeterminedUndeterminedExploitive Exploitation of Application ServerDread RUS RUS Russian FederationUpper middle income

2/16/2021 WIZARD SPIDERFinancial Disruptive Data AttackTirrena Scavi S.p.A.ITA ITA Italy High income

2/16/2021 UndeterminedFinancial Exploitive Exploitation of Application ServerSimon Fraser UniversityCAN CAN Canada High income

2/16/2021 Democratic People's Republic of KoreaIndustrial-EspionageExploitive Exploitation of Application ServerPfizer USA USA United States of AmericaHigh income

2/16/2021 Avaddon Financial Disruptive Data AttackMeddi Laborat rioBRA BRA Brazil Upper middle income

2/16/2021 INDRIK SPIDERFinancial Disruptive Data AttackKia Motors AmericaUSA USA United States of AmericaHigh income

2/16/2021 UndeterminedFinancial Disruptive Data AttackKayseri OSBTUR Turkey Turkey Upper middle income

2/16/2021 UndeterminedFinancial Exploitive Exploitation of Application ServerIndian RailwaysIND IND India Lower middle income

2/16/2021 INDRIK SPIDERFinancial Disruptive Data AttackHyundai Motor AmericaUSA USA United States of AmericaHigh income

2/15/2021 Avaddon Financial Mixed Data Attack,UndeterminedCapital Medical CenterUSA USA United States of AmericaHigh income

2/15/2021 UndeterminedUndeterminedExploitive Exploitation of Application ServerVerified RUS RUS Russian FederationUpper middle income

2/15/2021 UndeterminedFinancial Disruptive Data AttackVillefranche-sur-Sane HospitalFRA FRA France High income

2/15/2021 UndeterminedFinancial Disruptive Data AttackUrological Clinic Munich PlaneggDEU DEU Germany High income

2/15/2021 UndeterminedFinancial Exploitive Exploitation of Application ServerSutter Buttes Imaging Medical GroupUSA USA United States of AmericaHigh income

2/15/2021 WIZARD SPIDERFinancial Disruptive Data AttackRehoboth Mckinley Christian Health Care ServicesUSA USA United States of AmericaHigh income

2/15/2021 UndeterminedFinancial Disruptive Data AttackOmnicom Media GroupGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

2/15/2021 UndeterminedFinancial Exploitive Exploitation of Application ServerNetherlands Organization for Scientific Research (NWO)NLD NLD NetherlandsHigh income

2/15/2021 UndeterminedFinancial Disruptive External Denial of ServiceExmo USA USA United States of AmericaHigh income

2/15/2021 INDRIK SPIDERFinancial Disruptive Data AttackBailly-CreatFRA FRA France High income

2/15/2021 UndeterminedFinancial Exploitive Exploitation of End HostsCarmel Clay SchoolsUSA USA United States of AmericaHigh income

2/14/2021 Ragnar LockerFinancial Disruptive Data AttackNess Digital EngineeringISR ISR Israel High income

2/14/2021 UndeterminedFinancial Exploitive Exploitation of Application ServerFrance ServiceFRA FRA France High income

2/14/2021 UndeterminedFinancial Exploitive Exploitation of Application Server490,000 French patientsFRA FRA France High income

2/14/2021 UndeterminedUndeterminedExploitive Exploitation of End HostsVision for HopeUSA USA United States of AmericaHigh income

2/13/2021 DarkSide Financial Disruptive Data AttackDiscount Car and Truck RentalsCAN CAN Canada High income

2/13/2021 DarkSide Financial Mixed Exploitation of Application Server,External Denial of Service,Data AttackCanadian Discount Car and Truck RentalsCAN CAN Canada High income

2/13/2021 UndeterminedFinancial Exploitive Exploitation of Data in TransitAlpha Finance Lab999 UndeterminedUndetermined#N/A

2/12/2021 REvil Financial Disruptive Data AttackTrigano FRA FRA France High income

2/12/2021 UndeterminedFinancial Disruptive External Denial of ServiceNotion USA USA United States of AmericaHigh income

2/12/2021 UndeterminedFinancial Disruptive Data AttackCity of SeraingBEL BEL Belgium High income

2/12/2021 UndeterminedFinancial Disruptive Data AttackCentral Piedmont Community CollegeUSA USA United States of AmericaHigh income

2/11/2021 UndeterminedFinancial Exploitive Exploitation of Application ServerVivo BRA BRA Brazil Upper middle income

2/11/2021 UndeterminedFinancial Exploitive Exploitation of Application ServerUnknown Car Rental in FranceFRA FRA France High income

2/11/2021 UndeterminedFinancial Exploitive Exploitation of Application ServerECU WorldwideUSA USA United States of AmericaHigh income

2/11/2021 UndeterminedFinancial Exploitive Exploitation of Application ServerClaro BRA BRA Brazil Upper middle income

2/11/2021 UndeterminedFinancial Exploitive Exploitation of Network InfrastructureBannock CountyUSA USA United States of AmericaHigh income

2/11/2021 Lorenz Financial Mixed Data AttackThe Management TrustUSA USA United States of AmericaHigh income

2/10/2021 WIZARD SPIDERFinancial Disruptive Data AttackReMax KelownaCAN CAN Canada High income

2/10/2021 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerPenn FoundationUSA USA United States of AmericaHigh income

2/9/2021 UndeterminedFinancial Exploitive Exploitation of Application Server,Exploitation of Network InfrastructureNo Support Linux HostingUSA USA United States of AmericaHigh income

2/9/2021 HelloKitty Financial Disruptive Data AttackCD Projekt RedPOL POL Poland High income

2/9/2021 UndeterminedFinancial Mixed Data Attack,UndeterminedSturdy Memorial HospitalUSA USA United States of AmericaHigh income

2/9/2021 UndeterminedFinancial Exploitive Exploitation of Network InfrastructureUniversity of ColoradoUSA USA United States of AmericaHigh income

2/9/2021 UndeterminedFinancial Disruptive Data AttackSapphireSecure.netGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

2/9/2021 UndeterminedFinancial Disruptive Data AttackKS-Hosting.comGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

2/9/2021 UndeterminedFinancial Disruptive Data AttackDax-C¬¥te d'Argent hospitalFRA FRA France High income

2/9/2021 UndeterminedFinancial Exploitive Exploitation of Application ServerDax HospitalFRA FRA France High income

2/8/2021 Lorenz Financial Mixed Data Attack,Exploitation of End HostWolfe Eye ClinicUSA USA United States of AmericaHigh income

2/8/2021 UndeterminedFinancial Disruptive Physical AttackWater facility in the city of OldsmarUSA USA United States of AmericaHigh income

2/8/2021 Avaddon Financial Mixed Data Attack,Exploitation of Application ServerSomerset Independent School DistrictUSA USA United States of AmericaHigh income

2/8/2021 UndeterminedFinancial Exploitive UndeterminedCann GroupAUS AUS Australia High income



2/7/2021 UndeterminedProtest Disruptive Message ManipulationOracle.lk LKA LKA Sri Lanka Lower middle income

2/7/2021 UndeterminedProtest Disruptive External Denial of ServiceNicol (administrator of Sri Lanka national LK top-level)LKA LKA Sri Lanka Lower middle income

2/7/2021 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerKeepChangeUSA USA United States of AmericaHigh income

2/7/2021 UndeterminedProtest Disruptive Message ManipulationGoogle.lk USA USA United States of AmericaHigh income

2/6/2021 Red Rabbit TeamUndeterminedExploitive Exploitation of Application ServerAirtel IND IND India Lower middle income

2/6/2021 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerUPMC USA USA United States of AmericaHigh income

2/6/2021 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerGifford Health CareUSA USA United States of AmericaHigh income

2/6/2021 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerFaxton St. Luke's HealthcareUSA USA United States of AmericaHigh income

2/6/2021 UndeterminedFinancial Exploitive Exploitation of Application ServerIfmal MYS MYS Malaysia Upper middle income

2/6/2021 UndeterminedFinancial Disruptive Data AttackBVA FRA FRA France High income

2/6/2021 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerIndian Creek FoundationUSA USA United States of AmericaHigh income

2/5/2021 RansomExxFinancial Disruptive Data AttackMutuelle Nationale des Hospitaliers et des professionnels de la sant√É¬É√Ü¬í√É¬Ü'√É¬É√¢¬Ä¬†'√É¬É√Ü¬í'√É¬É√¢¬Ä¬†'√É¬É√Ü¬í√É¬Ü'√É¬É√Ç¬¢√É¬¢'√Ç¬¨√É¬Ç√Ç¬†'√É¬É√Ü¬í√É¬Ü'√É¬É√¢¬Ä¬†'√É¬É√Ü¬í''√É¬É√Ü¬í√É¬Ü''√É¬É√Ü¬í'√É¬É'√É¬Ç√Ç¬© et du socialFRA FRA France High income

2/5/2021 Avaddon Financial Disruptive Data AttackSVI AssurancesFRA FRA France High income

2/5/2021 UndeterminedUndeterminedExploitive Exploitation of Application ServerSitePoint AUS AUS Australia High income

2/5/2021 UndeterminedFinancial Disruptive Message ManipulationSalt Lake Community CollegeUSA USA United States of AmericaHigh income

2/5/2021 Avaddon Financial Disruptive Data AttackQualinet CAN CAN Canada High income

2/5/2021 UndeterminedFinancial Exploitive Exploitation of End HostsCharles J. Hilton & Associates (CJH)USA USA United States of AmericaHigh income

2/4/2021 UndeterminedUndeterminedDisruptive Internal Denial of ServiceSquirrel Hill Health CenterUSA USA United States of AmericaHigh income

2/4/2021 DarkSide Financial Disruptive Data AttackWonderboxFRA FRA France High income

2/4/2021 UndeterminedFinancial Exploitive Exploitation of Application ServerStormshieldFRA FRA France High income

2/4/2021 Babuk Financial Mixed Data Attack,Exploitation of Application ServerSerco BEL BEL Belgium High income

2/4/2021 Hayalim AlmonimProtest Disruptive Message ManipulationPatriotic Brigade KnightsUSA USA United States of AmericaHigh income

2/4/2021 UndeterminedFinancial Exploitive Exploitation of Application ServerE-Pay MalaysiaMYS MYS Malaysia Upper middle income

2/4/2021 NGB 3rd Technical Surveillance BureauUndeterminedExploitive UndeterminedENKI KOR KOR Korea (the Republic of)High income

2/4/2021 UndeterminedUndeterminedDisruptive Data Attack,Internal Denial of ServiceEletronuclearBRA BRA Brazil Upper middle income

2/4/2021 DarkSide UndeterminedMixed Data Attack,Exploitation of Application ServerCompanhia Paranaense de Energia (Copel Utility)BRA BRA Brazil Upper middle income

2/4/2021 UndeterminedFinancial Exploitive Exploitation of End HostsCity of TitusvilleUSA USA United States of AmericaHigh income

2/3/2021 UndeterminedFinancial Exploitive Exploitation of Application ServerSacred Heart HospitalBEL BEL Belgium High income

2/3/2021 UndeterminedFinancial Exploitive Exploitation of Application ServerEmsisoft NZL NZL New ZealandHigh income

2/2/2021 UndeterminedUndeterminedExploitive Exploitation of Application ServerOklahoma Tourism and Recreation DepartmentUSA USA United States of AmericaHigh income

2/2/2021 DarkSide Financial Mixed Data Attack,Exploitation of Application ServerGuess, Inc.USA USA United States of AmericaHigh income

2/2/2021 UndeterminedFinancial Exploitive Exploitation of End HostsLendUS USA USA United States of AmericaHigh income

2/1/2021 UndeterminedFinancial Disruptive Data AttackMidwest Transplant NetworkUSA USA United States of AmericaHigh income

2/1/2021 DarkSide Financial Mixed Data Attack,UndeterminedHome Hardware StoresCAN CAN Canada High income

2/1/2021 UndeterminedUndeterminedExploitive Exploitation of Application ServerManhunt USA USA United States of AmericaHigh income

2/1/2021 UndeterminedFinancial Exploitive Exploitation of Application ServerVity of HouillesFRA FRA France High income

2/1/2021 WIZARD SPIDERFinancial Mixed Data Attack,Exploitation of End HostNocona General HospitalUSA USA United States of AmericaHigh income

2/1/2021 UndeterminedFinancial Exploitive Exploitation of Application ServerMetromile USA USA United States of AmericaHigh income

2/1/2021 WIZARD SPIDERFinancial Exploitive Exploitation of End HostsLeon Medical CenterUSA USA United States of AmericaHigh income

2/1/2021 UndeterminedFinancial Exploitive Exploitation of Application ServerCryptopia NZL NZL New ZealandHigh income

2/1/2021 UndeterminedFinancial Exploitive Exploitation of Application ServerFertility Centers of IllinoisUSA USA United States of AmericaHigh income

2/1/2021 Earth LongzhiEspionageExploitive UndeterminedUnidentified organization in ChinaCHN CHN China Upper middle income

2/1/2021 Earth LongzhiEspionageExploitive UndeterminedUnidentified organization in ChinaCHN CHN China Upper middle income

2/1/2021 Earth LongzhiEspionageExploitive UndeterminedUnidentified organizationTWN TWN Taiwan (Province of China)High income

2/1/2021 Earth LongzhiEspionageExploitive UndeterminedHigh-profile victims in the defense, aviation, insurance, and urban development industries in Taiwan, China, Thailand, Malaysia, Indonesia, Pakistan, and Ukraine.¬†IND IND India Lower middle income

2/1/2021 Earth LongzhiEspionageExploitive UndeterminedHigh-profile victims in the defense, aviation, insurance, and urban development industries in Taiwan, China, Thailand, Malaysia, Indonesia, Pakistan, and Ukraine.¬†MYS MYS Malaysia Upper middle income

2/1/2021 Earth LongzhiEspionageExploitive UndeterminedHigh-profile victims in the defense, aviation, insurance, and urban development industries in Taiwan, China, Thailand, Malaysia, Indonesia, Pakistan, and Ukraine.¬†TWN TWN Taiwan (Province of China)High income

2/1/2021 Earth LongzhiEspionageExploitive UndeterminedHigh-profile victims in the defense, aviation, insurance, and urban development industries in Taiwan, China, Thailand, Malaysia, Indonesia, Pakistan, and Ukraine.¬†THA THA Thailand Upper middle income

2/1/2021 Earth LongzhiEspionageExploitive UndeterminedHigh-profile victims in the defense, aviation, insurance, and urban development industries in Taiwan, China, Thailand, Malaysia, Indonesia, Pakistan, and Ukraine.¬†PAK PAK Pakistan Lower middle income

2/1/2021 Earth LongzhiEspionageExploitive UndeterminedHigh-profile victims in the defense, aviation, insurance, and urban development industries in Taiwan, China, Thailand, Malaysia, Indonesia, Pakistan, and Ukraine.¬†UKR UKR Ukraine Lower middle income

1/31/2021 UndeterminedUndeterminedExploitive Exploitation of Data in TransitCodecov 999 UndeterminedUndetermined#N/A

1/31/2021 UndeterminedUndeterminedExploitive Exploitation of Application ServermyNewJerseyUSA USA United States of AmericaHigh income

1/31/2021 UndeterminedUndeterminedDisruptive External Denial of ServiceVictor Central School DistrictUSA USA United States of AmericaHigh income

1/31/2021 UndeterminedUndeterminedDisruptive External Denial of ServiceHouilles FRA FRA France High income

1/31/2021 UndeterminedUndeterminedDisruptive Data AttackRaychat IRN IRN Iran (Islamic Republic of)Lower middle income



1/31/2021 UndeterminedUndeterminedDisruptive External Denial of Service,Data AttackVictor Central School DistrictUSA USA United States of AmericaHigh income

1/31/2021 Babuk Financial Disruptive Data AttackSerco GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

1/31/2021 UndeterminedUndeterminedExploitive Exploitation of Application ServerBritish MensaGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

1/31/2021 Islamic Revolutionary Guard Corps (APT 35 Charming Kitten)Political-EspionageDisruptive Message ManipulationUniversity of London School of Oriental and African StudiesGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

1/30/2021 UndeterminedUndeterminedExploitive Exploitation of Application Server,Exploitation of End HostsUSCellularUSA USA United States of AmericaHigh income

1/30/2021 UndeterminedFinancial Exploitive Exploitation of End HostsUndeterminedUSA USA United States of AmericaHigh income

1/30/2021 ALPHVM Financial Exploitive Exploitation of Application ServerMoncler ITA ITA Italy High income

1/29/2021 UndeterminedFinancial Mixed Exploitation of End Hosts,External Denial of Serviceperl.com USA USA United States of AmericaHigh income

1/29/2021 UndeterminedUndeterminedDisruptive External Denial of ServiceBaldwin Wallace UniversityUSA USA United States of AmericaHigh income

1/29/2021 UndeterminedFinancial Disruptive Data AttackMiss EnglandGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

1/29/2021 UndeterminedUndeterminedExploitive Exploitation of Application ServerBihar Police Subordinate Services Commission (BPSSC)IND IND India Lower middle income

1/29/2021 UndeterminedFinancial Disruptive External Denial of Service,Data AttackUK Research and InnovationGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

1/29/2021 UndeterminedFinancial Disruptive Data AttackCrisp Regional Health ServicesUSA USA United States of AmericaHigh income

1/29/2021 UndeterminedUndeterminedDisruptive Data AttackPremier TechCAN CAN Canada High income

1/28/2021 UndeterminedUndeterminedExploitive Exploitation of Application ServerLa Clinica de la RazaUSA USA United States of AmericaHigh income

1/28/2021 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerAmerican Armed Forces Mutual Aid AssociationUSA USA United States of AmericaHigh income

1/28/2021 Lebanese CedarPolitical-EspionageExploitive Exploitation of Application ServerHadara ISR ISR Israel High income

1/28/2021 Lebanese CedarPolitical-EspionageExploitive Exploitation of Application ServerEtisalat ARE ARE United Arab EmiratesHigh income

1/28/2021 Lebanese CedarPolitical-EspionageExploitive Exploitation of Application ServerJordanian Universities Network L.L.C.JOR JOR Jordan Lower middle income

1/28/2021 Lebanese CedarPolitical-EspionageExploitive Exploitation of Application ServerNational Information Technology CenterJOR JOR Jordan Lower middle income

1/28/2021 Lebanese CedarPolitical-EspionageExploitive Exploitation of Application ServerVtel Holdings Limited/Jordan Co.JOR JOR Jordan Lower middle income

1/28/2021 Lebanese CedarPolitical-EspionageExploitive Exploitation of Application ServerArabian Internet & Communications Services Co.ltdSAU SAU Saudi ArabiaHigh income

1/28/2021 Lebanese CedarPolitical-EspionageExploitive Exploitation of Application ServerMiddle East Internet Company LimitedSAU SAU Saudi ArabiaHigh income

1/28/2021 Lebanese CedarPolitical-EspionageExploitive Exploitation of Application ServerSaudiNet SAU SAU Saudi ArabiaHigh income

1/28/2021 Lebanese CedarPolitical-EspionageExploitive Exploitation of Application ServerMobily SAU SAU Saudi ArabiaHigh income

1/28/2021 Lebanese CedarPolitical-EspionageExploitive Exploitation of Application ServerVodafone EgyptEGY EGY Egypt Lower middle income

1/28/2021 Lebanese CedarPolitical-EspionageExploitive Exploitation of Application ServerTE Data EGY EGY Egypt Lower middle income

1/28/2021 Lebanese CedarPolitical-EspionageExploitive Exploitation of Application ServerIomart Cloud Services LimitedGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

1/28/2021 Lebanese CedarPolitical-EspionageExploitive Exploitation of Application ServerSecured Servers LLCUSA USA United States of AmericaHigh income

1/28/2021 Lebanese CedarPolitical-EspionageExploitive Exploitation of Application ServerFrontier CommunicationsUSA USA United States of AmericaHigh income

1/28/2021 Lebanese CedarPolitical-EspionageExploitive Exploitation of Application ServerOklahoma Office of Management & Enterprise ServiceUSA USA United States of AmericaHigh income

1/27/2021 UndeterminedFinancial Disruptive External Denial of Service,Data AttackPalfinger GroupAUT AUT Austria High income

1/27/2021 UndeterminedFinancial Disruptive Data AttackMunicipality of Balne rio CamboriBRA BRA Brazil Upper middle income

1/27/2021 UndeterminedFinancial Exploitive Exploitation of End HostsUMass Memorial HealthUSA USA United States of AmericaHigh income

1/26/2021 UndeterminedFinancial Disruptive Data AttackPeel District School BoardCAN CAN Canada High income

1/25/2021 TA505 Financial Exploitive Exploitation of Application ServerWashington's State Auditor officeUSA USA United States of AmericaHigh income

1/25/2021 UndeterminedUndeterminedExploitive Exploitation of Network InfrastructureBigNox CHN CHN China Upper middle income

1/25/2021 UndeterminedUndeterminedExploitive Exploitation of Application ServerDriveline Retail Merch., Inc.USA USA United States of AmericaHigh income

1/25/2021 UndeterminedFinancial Exploitive Exploitation of Application ServerDutch Municipal Health ServiceNLD NLD NetherlandsHigh income

1/25/2021 UndeterminedUndeterminedDisruptive Data AttackWelland Park AcademyGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

1/25/2021 UndeterminedUndeterminedDisruptive Data Attack,Internal Denial of ServiceGeorgetown CountyUSA USA United States of AmericaHigh income

1/24/2021 ShinyHuntersFinancial Exploitive Exploitation of Application ServerMeetMindful.comUSA USA United States of AmericaHigh income

1/24/2021 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerGolden EntertainmentUSA USA United States of AmericaHigh income

1/23/2021 DeroHE Financial Disruptive Message ManipulationIObit USA USA United States of AmericaHigh income

1/23/2021 FIN11 Financial Exploitive Exploitation of Application ServerKroger USA USA United States of AmericaHigh income

1/23/2021 SVR (COZYBEAR)Political-EspionageExploitive Exploitation of Application ServerMalwarebytesUSA USA United States of AmericaHigh income

1/23/2021 UndeterminedUndeterminedExploitive Exploitation of Application ServerSonicWall USA USA United States of AmericaHigh income

1/23/2021 UndeterminedFinancial Disruptive Data AttackWestRock USA USA United States of AmericaHigh income

1/22/2021 ShinyHuntersFinancial Exploitive Exploitation of Application ServerBonobos USA USA United States of AmericaHigh income

1/22/2021 UndeterminedFinancial Disruptive Data AttackTennessee Wesleyan UniversityUSA USA United States of AmericaHigh income

1/21/2021 UndeterminedFinancial Exploitive Exploitation of Application ServerNoblr Reciprocal ExchangeUSA USA United States of AmericaHigh income

1/21/2021 UndeterminedFinancial Exploitive Exploitation of Application ServerGeico USA USA United States of AmericaHigh income

1/21/2021 ShinyHuntersUndeterminedExploitive Exploitation of Application ServerBuyUcoin IND IND India Lower middle income

1/21/2021 UndeterminedFinancial Disruptive External Denial of Service,Data AttackVienne FRA FRA France High income

1/21/2021 UndeterminedFinancial Exploitive Exploitation of Application ServersWaste Management ResourcesUSA USA United States of AmericaHigh income



1/20/2021 Water RocFinancial Mixed Data Attack,Exploitation of Application ServerColliers International GroupCAN CAN Canada High income

1/20/2021 UndeterminedFinancial Exploitive Exploitation of Application ServerWalmart USA USA United States of AmericaHigh income

1/20/2021 FIN11 Financial Exploitive Exploitation of Application ServerGoodwin ProcterUSA USA United States of AmericaHigh income

1/20/2021 ShinyHuntersUndeterminedExploitive Exploitation of Application ServerPixlr USA USA United States of AmericaHigh income

1/20/2021 UndeterminedUndeterminedDisruptive Data AttackButler County Sheriff's OfficeUSA USA United States of AmericaHigh income

1/20/2021 UndeterminedFinancial Disruptive Data AttackUcar FRA FRA France High income

1/20/2021 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerGriggsville-Perry School DistrictUSA USA United States of AmericaHigh income

1/19/2021 ALTDOS Financial Exploitive Exploitation of Application ServerBeximco BGD BGD BangladeshLower middle income

1/19/2021 Mount LockerFinancial Mixed Data Attack,Exploitation of Application ServerAmey PLCGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

1/19/2021 UndeterminedUndeterminedDisruptive Message ManipulationBasic High SchoolUSA USA United States of AmericaHigh income

1/19/2021 UndeterminedUndeterminedExploitive Exploitation of End Hosts,Exploitation of Application ServersDiamond FoodsUSA USA United States of AmericaHigh income

1/18/2021 UndeterminedUndeterminedMixed Data Attack,Exploitation of Application ServerNetcom Kassel Gesellschaft f√É¬É√Ü¬í√É¬Ü'√É¬É√¢¬Ä¬†'√É¬É√Ü¬í'√É¬É√¢¬Ä¬†'√É¬É√Ü¬í√É¬Ü'√É¬É√Ç¬¢√É¬¢'√Ç¬¨√É¬Ç√Ç¬†'√É¬É√Ü¬í√É¬Ü'√É¬É√¢¬Ä¬†'√É¬É√Ü¬í''√É¬É√Ü¬í√É¬Ü''√É¬É√Ü¬í'√É¬É'√É¬Ç√Ç¬ºr Telekommunikation mbHDEU DEU Germany High income

1/18/2021 UndeterminedFinancial Exploitive Exploitation of Application ServerCapital EconomicsGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

1/18/2021 UndeterminedUndeterminedExploitive Exploitation of Application ServerCapital EconomicsUSA USA United States of AmericaHigh income

1/18/2021 UndeterminedUndeterminedDisruptive External Denial of Service,Data AttackOkanogan CountyUSA USA United States of AmericaHigh income

1/18/2021 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerMidland UniversityUSA USA United States of AmericaHigh income

1/17/2021 UndeterminedUndeterminedExploitive Exploitation of Application ServerWentworth ClubGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

1/17/2021 UndeterminedUndeterminedDisruptive Data AttackCHwapi hospitalBEL BEL Belgium High income

1/16/2021 UndeterminedFinancial Disruptive Data AttackHospital of Aftercare in Hora√É¬É√Ü¬í√É¬Ü'√É¬É√¢¬Ä¬†'√É¬É√Ü¬í''√É¬É√Ü¬í√É¬Ü'√É¬É√Ç¬¢√É¬¢'√Ç¬¨√É¬Ç√Ç¬¶√É¬É√Ü¬í'√É¬É'√É¬Ç√Ç¬æ?oviceCZE CZE Czechia High income

1/16/2021 UndeterminedUndeterminedExploitive Exploitation of Application ServerOpenWRT 999 UndeterminedUndetermined#N/A

1/16/2021 UndeterminedFinancial Disruptive External Denial of Service,Data AttackCity of MontmagneCAN CAN Canada High income

1/16/2021 UndeterminedFinancial Exploitive Exploitation of Application ServersDotty's USA USA United States of AmericaHigh income

1/16/2021 UndeterminedFinancial Exploitive Exploitation of Application ServerNevada Restaurant ServicesUSA USA United States of AmericaHigh income

1/16/2021 UndeterminedFinancial Exploitive Exploitation of End HostsInjured Workers PharmacyUSA USA United States of AmericaHigh income

1/15/2021 UndeterminedUndeterminedExploitive Exploitation of End HostsTaiwan MobileTWN TWN Taiwan (Province of China)High income

1/15/2021 UndeterminedFinancial Exploitive Exploitation of Application ServerOxfam AustraliaAUS AUS Australia High income

1/15/2021 UndeterminedFinancial Exploitive Exploitation of Application ServerRonald McDonald House CharitiesUSA USA United States of AmericaHigh income

1/15/2021 UndeterminedSabotage Disruptive External Denial of ServiceThe Temple synagogueUSA USA United States of AmericaHigh income

1/15/2021 UndeterminedFinancial Disruptive Data AttackCity of AngersFRA FRA France High income

1/15/2021 UndeterminedUndeterminedExploitive Exploitation of Application ServerVirgin Mobile PolskaPOL POL Poland High income

1/15/2021 UndeterminedUndeterminedExploitive Exploitation of Application ServerAustralian Securities and Investment CommissionAUS AUS Australia High income

1/15/2021 UndeterminedFinancial Exploitive Exploitation of End HostsAvenue 360 Health and WellnessUSA USA United States of AmericaHigh income

1/14/2021 UndeterminedFinancial Disruptive Data AttackBricker & Eckler LLPUSA USA United States of AmericaHigh income

1/14/2021 REvil Financial Mixed Data Attack,Exploitation of Application ServerDairy FarmCHN CHN China Upper middle income

1/14/2021 UndeterminedUndeterminedDisruptive Data AttackNational Detergent CompanyOMN OMN Oman High income

1/13/2021 UndeterminedFinancial Exploitive Exploitation of Application ServerDailyQuiz ISR ISR Israel High income

1/13/2021 UndeterminedUndeterminedDisruptive Message ManipulationCounty Meath SchoolIRL IRL Ireland High income

1/12/2021 UndeterminedFinancial Disruptive Data AttackSymatrix GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

1/12/2021 UndeterminedUndeterminedExploitive Exploitation of Application ServerEneco NLD NLD NetherlandsHigh income

1/12/2021 TA505 Financial Exploitive Exploitation of Application ServerReserve Bank of New ZealandNZL NZL New ZealandHigh income

1/12/2021 SVR (COZYBEAR)Political-EspionageExploitive Exploitation of Network InfrastructureMimecast GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

1/12/2021 UndeterminedFinancial Disruptive Data AttackUltrapar BRA BRA Brazil Upper middle income

1/12/2021 UndeterminedFinancial Disruptive Data AttackBattelle for KidsUSA USA United States of AmericaHigh income

1/12/2021 Lorenz Financial Mixed Data AttackWindemullerUSA USA United States of AmericaHigh income

1/12/2021 UndeterminedFinancial Mixed Data AttackInstitute of BankersHKG HKG Hong KongHigh income

1/11/2021 State Department employeeProtest Disruptive Message ManipulationUS Department of StateUSA USA United States of AmericaHigh income

1/11/2021 UndeterminedFinancial Exploitive Exploitation of Application ServerUbiquiti USA USA United States of AmericaHigh income

1/11/2021 Egregor Financial Mixed Data Attack,Exploitation of Application ServerDelta Dental Plans AssociationUSA USA United States of AmericaHigh income

1/11/2021 Egregor Financial Mixed Data Attack,Exploitation of Application ServerUnconfirmed Australian dental surgery practiceAUS AUS Australia High income

1/11/2021 UndeterminedUndeterminedDisruptive Message ManipulationEsha Deol IND IND India Lower middle income

1/11/2021 ALTDOS Financial Exploitive Exploitation of Application Server3BB THA THA Thailand Upper middle income

1/10/2021 UndeterminedFinancial Disruptive Data AttackAKVA NOR NOR Norway High income

1/10/2021 UndeterminedUndeterminedDisruptive Data AttackClearfield CountyUSA USA United States of AmericaHigh income

1/10/2021 UndeterminedFinancial Exploitive Exploitation of Application ServerBehavioral Health Partners of Metrowest (BHPMW)USA USA United States of AmericaHigh income

1/10/2021 Lorenz Financial Mixed Data AttackMultifeederUSA USA United States of AmericaHigh income



1/9/2021 UndeterminedUndeterminedDisruptive Data AttackCommunautoCAN CAN Canada High income

1/9/2021 Crash OverrideUndeterminedExploitive Exploitation of Application ServerParler USA USA United States of AmericaHigh income

1/8/2021 REvil Financial Mixed Data Attack,Exploitation of Application ServerPreferred Home Care of New YorkUSA USA United States of AmericaHigh income

1/8/2021 SVR (COZYBEAR)Political-EspionageExploitive Exploitation of Application ServerAdministrative Office of the U.S. CourtsUSA USA United States of AmericaHigh income

1/8/2021 UndeterminedFinancial Exploitive Exploitation of Application ServersUniversity of KentuckyUSA USA United States of AmericaHigh income

1/7/2021 TA505 Financial Exploitive Exploitation of Application ServerArizona Complete HealthUSA USA United States of AmericaHigh income

1/7/2021 UndeterminedUndeterminedDisruptive Data AttackTrust Krediet Beheer BVNLD NLD NetherlandsHigh income

1/7/2021 UndeterminedUndeterminedDisruptive Data AttackBen-Gurion UniversityISR ISR Israel High income

1/7/2021 UndeterminedUndeterminedExploitive Exploitation of Application ServerAmbulance TasmaniaAUS AUS Australia High income

1/7/2021 ALTDOS Financial Exploitive Exploitation of Application ServerMono Next Public Company LimitedTHA THA Thailand Upper middle income

1/6/2021 UndeterminedUndeterminedExploitive Exploitation of Application ServerColorado Retina AssociatesUSA USA United States of AmericaHigh income

1/6/2021 UndeterminedUndeterminedDisruptive Message ManipulationUpper Grand District School BoardCAN CAN Canada High income

1/6/2021 Stephen GodlettUndeterminedExploitive Exploitation of End HostsLaRue County High School studentsUSA USA United States of AmericaHigh income

1/5/2021 UndeterminedUndeterminedExploitive Exploitation of Application ServerMendelson Kornblum Orthopedic and Spine SpecialistsUSA USA United States of AmericaHigh income

1/5/2021 UndeterminedUndeterminedExploitive Exploitation of Application ServerExclusive NetworksFRA FRA France High income

1/5/2021 UndeterminedFinancial Exploitive Exploitation of Application ServerMexico-based Banamex credit cardholdersMEX MEX Mexico Upper middle income

1/5/2021 UndeterminedFinancial Exploitive Exploitation of Application ServerMexico-based Santander credit cardholdersMEX MEX Mexico Upper middle income

1/5/2021 UndeterminedFinancial Exploitive Exploitation of Application ServerMexico-based American Express credit cardholdersMEX MEX Mexico Upper middle income

1/5/2021 UndeterminedUndeterminedExploitive Exploitation of Application ServerDiponegoro UniversityIDN IDN Indonesia Upper middle income

1/4/2021 UndeterminedFinancial Exploitive Exploitation of Application ServerSaint Agnes Medical CenterUSA USA United States of AmericaHigh income

1/4/2021 UndeterminedFinancial Exploitive Exploitation of Application ServerDriveSure USA USA United States of AmericaHigh income

1/4/2021 UndeterminedUndeterminedExploitive Exploitation of Application ServerSouth African Social Security AgencyZAF ZAF South AfricaUpper middle income

1/1/2021 TA505 Financial Mixed Data Attack,Exploitation of Application ServerDurham Region (durham.ca)CAN CAN Canada High income

1/1/2021 TA505 Financial Mixed Data Attack,Exploitation of Application ServerCalifornia Health & WellnessUSA USA United States of AmericaHigh income

1/1/2021 TA505 Financial Mixed Data Attack,Exploitation of Application ServerTrinity HealthUSA USA United States of AmericaHigh income

1/1/2021 UndeterminedFinancial Disruptive Data AttackWoodcreek Provider ServicesUSA USA United States of AmericaHigh income

1/1/2021 UndeterminedFinancial Exploitive Exploitation of Application ServerSaint AlphonsusUSA USA United States of AmericaHigh income

1/1/2021 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerOneDigital USA USA United States of AmericaHigh income

1/1/2021 UndeterminedPolitical-EspionageExploitive Exploitation of Application ServerNews CorpUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of End HostsCity of FresnoUSA USA United States of AmericaHigh income

######## UndeterminedUndeterminedExploitive Exploitation of Application ServerPrestera Center for Mental Health ServicesUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerMultinational engineering company headquartered in PuneIND IND India Lower middle income

######## UndeterminedUndeterminedExploitive Exploitation of Application ServerIndiGo IND IND India Lower middle income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerSinglesnet.comUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerModaOperandi.comUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerPizap.com USA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerFotolog.comUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerReverbnation.comUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerNetlog.com (Twoo.com)BEL BEL Belgium High income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerAccuradio.comUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerHybris.com (SAP.com)USA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerKnockcrm.comUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerJuspay.in IND IND India Lower middle income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerClickIndia.comIND IND India Lower middle income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerSitepoint.comAUS AUS Australia High income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerWahoofitness.comUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerEventials.comBRA BRA Brazil Upper middle income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerAnyvan.comGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerChqbook.comIND IND India Lower middle income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerMyON.comUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerTeespring.comUSA USA United States of AmericaHigh income

######## TicketmasterIndustrial-EspionageExploitive Exploitation of End HostsCrowdSurgeUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerHo Mobile ITA ITA Italy High income

######## UndeterminedUndeterminedMixed Exploitation of Application Server,Exploitation of End Hosts,Internal Denial of ServiceLithuanian National Center for Public HealthLTU LTU Lithuania High income

######## Spiderz UndeterminedExploitive Exploitation of Application ServerAl-Qard Al-HassanLBN LBN Lebanon Lower middle income



######## Ministry of State Security's (MSS) (APT31)Political-EspionageExploitive Exploitation of Application ServerFinnish ParliamentFIN FIN Finland High income

######## UndeterminedUndeterminedExploitive Exploitation of Application ServerT-Mobile USA USA United States of AmericaHigh income

######## UndeterminedUndeterminedExploitive Exploitation of End HostsBeech Acres Parenting CenterUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Disruptive Data AttackGeneral Medical Laboratory (AML)BEL BEL Belgium High income

######## Water RocFinancial Mixed Data Attack,Exploitation of Application ServerWhirlpool USA USA United States of AmericaHigh income

######## UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerPeakTPA USA USA United States of AmericaHigh income

######## UndeterminedUndeterminedExploitive Exploitation of Data in TransitVoyager USA USA United States of AmericaHigh income

######## UndeterminedUndeterminedExploitive Exploitation of Network InfrastructureVietnam Government Certification AuthorityVNM VNM Viet Nam Lower middle income

######## UndeterminedUndeterminedExploitive Exploitation of Application ServerKawasaki Heavy IndustriesJPN JPN Japan High income

######## UndeterminedFinancial Mixed Exploitation of Application Server,External Denial of Service,Data Attack,Internal Denial of ServiceAIDA CruisesDEU DEU Germany High income

######## UndeterminedUndeterminedDisruptive External Denial of Service,Data AttackLa RochelleFRA FRA France High income

######## UndeterminedFinancial Disruptive External Denial of Service,Data AttackSnaitech ITA ITA Italy High income

######## UndeterminedFinancial Disruptive External Denial of Service,Data AttackGrand AnnecyFRA FRA France High income

######## UndeterminedFinancial Disruptive External Denial of Service,Data AttackCornelia, GAUSA USA United States of AmericaHigh income

######## FIN11 Financial Exploitive Exploitation of Application ServerSingtel SGP SGP Singapore High income

######## FIN11 Financial Exploitive Exploitation of Application ServerQIMR BerghoferAUS AUS Australia High income

######## FIN11 Financial Exploitive Exploitation of Application ServerOffice of the Washington State AuditorUSA USA United States of AmericaHigh income

######## FIN11 Financial Exploitive Exploitation of Application ServerJones DayUSA USA United States of AmericaHigh income

######## UndeterminedUndeterminedExploitive Exploitation of Application ServerAurora CannabisCAN CAN Canada High income

######## Pay2Key UndeterminedMixed Data Attack,Exploitation of Application ServerPortnox ISR ISR Israel High income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerNow:PensionsGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

######## UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerPractice First Medical Management SolutionsUSA USA United States of AmericaHigh income

######## Avaddon Financial Mixed Data Attack,Exploitation of Application ServerFinalyse BEL BEL Belgium High income

######## WIZARD SPIDERFinancial Mixed Data Attack,Exploitation of Application ServerOmniTRAXUSA USA United States of AmericaHigh income

######## SVR (COZYBEAR)Political-EspionageExploitive Exploitation of Application ServerUS Department of JusticeUSA USA United States of AmericaHigh income

######## UndeterminedUndeterminedDisruptive External Denial of ServiceCitrix USA USA United States of AmericaHigh income

######## REvil Financial Mixed Data Attack,Exploitation of Application ServerThe Hospital GroupGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

######## WIZARD SPIDERFinancial Mixed Data Attack,Exploitation of Application ServerSangoma TechnologiesCAN CAN Canada High income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerBitGrail ITA ITA Italy High income

######## UndeterminedUndeterminedDisruptive Message ManipulationInnovaphoneDEU DEU Germany High income

######## REvil Financial Mixed Data Attack,Exploitation of Application ServerTransform Hospital GroupGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerFreedom FinanceRUS RUS Russian FederationUpper middle income

######## WIZARD SPIDERUndeterminedMixed Exploitation of Application Server,External Denial of Service,Data Attack,Internal Denial of ServiceScottish Environment Protection AgencyGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

######## WIZARD SPIDERFinancial Mixed Data Attack,Exploitation of Application ServerGastroenterology Consultants LtdUSA USA United States of AmericaHigh income

######## UndeterminedUndeterminedDisruptive Data AttackInnovative Solution for HealthcareVNM VNM Viet Nam Lower middle income

######## UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerLivecoin RUS RUS Russian FederationUpper middle income

######## UndeterminedFinancial Exploitive Exploitation of End HostsProliance Surgeons, Inc.USA USA United States of AmericaHigh income

######## UndeterminedUndeterminedExploitive Exploitation of Application ServerTaskRabbitUSA USA United States of AmericaHigh income

######## Anka Neferler TimiProtest Disruptive External Denial of ServiceEuropean Court of Human RightsFRA FRA France High income

######## UndeterminedUndeterminedExploitive Exploitation of Application ServerKoei Tecmo Europe Limited (KTE)GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

######## WIZARD SPIDERFinancial Mixed Data Attack,Exploitation of Application ServerLeon Medical CentersUSA USA United States of AmericaHigh income

######## UndeterminedUndeterminedMixed Exploitation of Application Server,Message ManipulationNetGalley USA USA United States of AmericaHigh income

######## Pay2Key Sabotage Exploitive Exploitation of Application ServerELTA Systems LimitedISR ISR Israel High income

######## UndeterminedUndeterminedExploitive Exploitation of Network InfrastructureSolarWindsUSA USA United States of AmericaHigh income

######## SVR (COZYBEAR)Political-EspionageExploitive Exploitation of Application ServerVMware USA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerExmo GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

######## UndeterminedFinancial Disruptive External Denial of Service,Data AttackCity of EllensburgUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Disruptive Data AttackCenter Hospitalier Albertville-Mo√É¬É√Ü¬í√É¬Ü'√É¬É√¢¬Ä¬†'√É¬É√Ü¬í'√É¬É√¢¬Ä¬†'"tiers (CHAM)FRA FRA France High income

######## UndeterminedUndeterminedDisruptive Data Attack,Internal Denial of ServiceDuBreton MeatsCAN CAN Canada High income

######## Pay2Key UndeterminedMixed Data Attack,Exploitation of Application ServerIsrael Aerospace IndustriesISR ISR Israel High income

######## United Arab EmiratesPolitical-EspionageExploitive Exploitation of End HostsRania DridiGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

######## Lorenz Financial Mixed Data AttackCommport CommunicationsUSA USA United States of AmericaHigh income

######## SVR (COZYBEAR)Political-EspionageExploitive Exploitation of Application ServerFlorida Agency for Healthcare AdministrationUSA USA United States of AmericaHigh income

######## Zeppelin Financial Mixed Data Attack,Exploitation of Application ServerBrendon GyermekruhKftHUN HUN Hungary High income

######## UndeterminedUndeterminedDisruptive External Denial of Service,Internal Denial of ServiceCity of PaderbornDEU DEU Germany High income



######## SVR (COZYBEAR)Political-EspionageExploitive Exploitation of Application ServerNational Nuclear Security AdministrationUSA USA United States of AmericaHigh income

######## SVR (COZYBEAR)Political-EspionageExploitive Exploitation of Application ServerUS Department of EnergyUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerKoei TecmoJPN JPN Japan High income

######## UndeterminedFinancial Exploitive Exploitation of Application Server,Exploitation of End HostsKraeber & CoDEU DEU Germany High income

######## Brian Noe UndeterminedExploitive Exploitation of Application ServerSmart MortgageUSA USA United States of AmericaHigh income

######## UndeterminedUndeterminedDisruptive External Denial of Service,Data AttackCity of AvreuxFRA FRA France High income

######## SVR (COZYBEAR)Political-EspionageExploitive Exploitation of Application ServerVirginia State Corporation CommissionUSA USA United States of AmericaHigh income

######## SVR (COZYBEAR)Political-EspionageExploitive Exploitation of Application Server,Exploitation of End HostsCisco USA USA United States of AmericaHigh income

######## SVR (COZYBEAR)Political-EspionageExploitive Exploitation of Application ServerCity of AustinUSA USA United States of AmericaHigh income

######## SVR (COZYBEAR)Political-EspionageExploitive Exploitation of Application ServerUS Department of StateUSA USA United States of AmericaHigh income

######## SVR (COZYBEAR)Political-EspionageExploitive Exploitation of Application ServerUS Department of Homeland SecurityUSA USA United States of AmericaHigh income

######## SVR (COZYBEAR)Political-EspionageExploitive Exploitation of Application ServerCybersecurity and Infrastructure AgencyUSA USA United States of AmericaHigh income

######## SVR (COZYBEAR)Political-EspionageExploitive Exploitation of Application ServerUS Department of Health's National Institutes of HealthUSA USA United States of AmericaHigh income

######## SVR (COZYBEAR)Political-EspionageExploitive Exploitation of Application ServerUS Department of Commerce's National Telecommunications and Information AdministrationUSA USA United States of AmericaHigh income

######## SVR (COZYBEAR)Political-EspionageExploitive Exploitation of Network InfrastructureMicrosoft USA USA United States of AmericaHigh income

######## UndeterminedUndeterminedExploitive Exploitation of End HostsTotal Health CareUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Disruptive Data AttackJefferson County Property Valuation Administrator's officeUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerPeople's EnergyGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

######## WIZARD SPIDERFinancial Mixed Data Attack,Exploitation of Application ServerTaylor Made DiagnosticsUSA USA United States of AmericaHigh income

######## UndeterminedUndeterminedDisruptive Data AttackFareva GroupFRA FRA France High income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerElara CaringUSA USA United States of AmericaHigh income

######## TA505 Financial Mixed Data Attack,Exploitation of Application ServerThe7Stars GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

######## UndeterminedFinancial Disruptive Data AttackCity of IndependenceUSA USA United States of AmericaHigh income

######## INDRIK SPIDERFinancial Mixed Data Attack,Exploitation of Application ServerForward AirUSA USA United States of AmericaHigh income

######## UndeterminedUndeterminedDisruptive Data AttackHuber & SuhnerCHE CHE SwitzerlandHigh income

######## WIZARD SPIDERFinancial Exploitive Exploitation of Application ServersWildan GroupUSA USA United States of AmericaHigh income

######## RansomExxFinancial Mixed Data Attack,Exploitation of Application ServerInchcape AUS AUS Australia High income

######## RansomExxFinancial Mixed Data Attack,Exploitation of Application ServerInchcape AustraliaAUS AUS Australia High income

######## UndeterminedUndeterminedDisruptive External Denial of ServiceWoodland TrustGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

######## TA505 Financial Mixed Data Attack,Exploitation of Application ServerSymrise DEU DEU Germany High income

######## UndeterminedUndeterminedDisruptive External Denial of Service,Data AttackHurtigrutenNOR NOR Norway High income

######## UndeterminedUndeterminedDisruptive Message ManipulationNorth Shore Hebrew AcademyUSA USA United States of AmericaHigh income

######## INDRIK SPIDERFinancial Mixed Data Attack,Exploitation of Application ServerApex Laboratory, Inc.USA USA United States of AmericaHigh income

######## UndeterminedUndeterminedDisruptive Message ManipulationSouth Amherst Middle SchoolUSA USA United States of AmericaHigh income

######## WIZARD SPIDERFinancial Mixed Data Attack,Exploitation of Application ServerWeslaco Independent School DistrictUSA USA United States of AmericaHigh income

######## SVR (COZYBEAR)Political-EspionageExploitive Exploitation of Application ServerUS Department of the TreasuryUSA USA United States of AmericaHigh income

######## SVR (COZYBEAR)Political-EspionageExploitive Exploitation of Network InfrastructureSolarWindsUSA USA United States of AmericaHigh income

######## UndeterminedUndeterminedExploitive Exploitation of Application ServerChinese Communist PartyCHN CHN China Upper middle income

######## Pay2Key UndeterminedMixed Data Attack,Exploitation of Application ServerHabana LabsISR ISR Israel High income

######## Pay2Key UndeterminedMixed Data Attack,Exploitation of Application ServerAmital SoftwareISR ISR Israel High income

######## NetWalkerFinancial Mixed Data Attack,Exploitation of Application ServerNygard CAN CAN Canada High income

######## NetWalkerFinancial Mixed Data Attack,Exploitation of Application ServerStaircase Financial ManagementNZL NZL New ZealandHigh income

######## UndeterminedUndeterminedDisruptive Data AttackRoanoke CollegeUSA USA United States of AmericaHigh income

######## UndeterminedUndeterminedDisruptive Data AttackAmbulance service in Wroc?awPOL POL Poland High income

######## INDRIK SPIDERFinancial Mixed Exploitation of Application Server,External Denial of Service,Data AttackPromutuel AssuranceUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Mixed Exploitation of Application Server,Internal Denial of ServiceSubway GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

######## Ragnar LockerFinancial Mixed Data Attack,Exploitation of Application ServerDassault Falcon JetFRA FRA France High income

######## UndeterminedFinancial Disruptive Data AttackSocorro Independent School DistrictUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerFax ExpressUSA USA United States of AmericaHigh income

######## UndeterminedUndeterminedDisruptive Data AttackAmg EnergiaITA ITA Italy High income

######## UndeterminedUndeterminedDisruptive Data AttackCity of PantinFRA FRA France High income

######## Ryan S. Hernandez AKA Ryan West AKA RyanRocksUndeterminedExploitive Exploitation of Application ServerNintendo JPN JPN Japan High income

######## UndeterminedUndeterminedExploitive Exploitation of Application ServerAir France-KLMNLD NLD NetherlandsHigh income

######## UndeterminedUndeterminedExploitive Exploitation of Application ServerAir France-KLMFRA FRA France High income

######## UndeterminedUndeterminedDisruptive Message ManipulationEmbassy of China in the USCHN CHN China Upper middle income



######## UndeterminedPolitical-EspionageExploitive Exploitation of Network InfrastructureAble SoftwareMNG MNG Mongolia Lower middle income

######## UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerBansley and Kiener LLPUSA USA United States of AmericaHigh income

12/9/2020 UndeterminedSabotage Mixed Exploitation of Application Server,Message ManipulationEuropean Medicines AgencyNLD NLD NetherlandsHigh income

12/9/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerFlorida Healthy Kids CorporationUSA USA United States of AmericaHigh income

12/9/2020 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerLudlow Town HallUSA USA United States of AmericaHigh income

12/9/2020 SidewinderPolitical-EspionageExploitive Exploitation of End HostsPresidential Palace in AfghanistanAFG AFG AfghanistanLow income

12/9/2020 SidewinderPolitical-EspionageExploitive Exploitation of End HostsSri Lankan Ministry of DefenseLKA LKA Sri Lanka Lower middle income

12/9/2020 SidewinderPolitical-EspionageExploitive Exploitation of End HostsAfghanistan National Security CouncilAFG AFG AfghanistanLow income

12/9/2020 SidewinderPolitical-EspionageExploitive Exploitation of End HostsNepali ArmyNPL NPL Nepal Lower middle income

12/9/2020 SidewinderPolitical-EspionageExploitive Exploitation of End HostsNepali Ministry of Foreign AffairsNPL NPL Nepal Lower middle income

12/9/2020 SidewinderPolitical-EspionageExploitive Exploitation of End HostsNepali Ministry of DefenseNPL NPL Nepal Lower middle income

12/9/2020 UndeterminedSabotage Disruptive Message Manipulation,Internal Denial of ServiceLithuania LTU LTU Lithuania High income

12/8/2020 SVR (COZYBEAR)Political-EspionageExploitive Exploitation of Application ServerFireEye USA USA United States of AmericaHigh income

12/8/2020 WIZARD SPIDERFinancial Mixed Data Attack,Exploitation of Application ServerTSYS USA USA United States of AmericaHigh income

12/8/2020 UndeterminedUndeterminedDisruptive External Denial of Service,Data AttackCity of MarievilleCAN CAN Canada High income

12/8/2020 Avaddon Financial Mixed Data Attack,Exploitation of Application ServerDade City, FLUSA USA United States of AmericaHigh income

12/8/2020 UndeterminedFinancial Exploitive Exploitation of Application Server7 million debit and credit cardholders in IndiaIND IND India Lower middle income

12/7/2020 UndeterminedFinancial Exploitive Exploitation of End HostsNevada Health CentersUSA USA United States of AmericaHigh income

12/7/2020 UndeterminedUndeterminedDisruptive Message ManipulationAustralia PostAUS AUS Australia High income

12/7/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerOC Transpo My AlertsCAN CAN Canada High income

12/7/2020 Gionee Financial Disruptive Internal Denial of ServiceMobile users in ChinaCHN CHN China Upper middle income

12/7/2020 Egregor Financial Mixed Data Attack,Exploitation of Application ServerNutrasourceCAN CAN Canada High income

12/6/2020 Richard EdmundsUndeterminedExploitive Exploitation of Application Server,Exploitation of End HostsStudents at a Cardiff high schoolGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

12/6/2020 UndeterminedFinancial Disruptive External Denial of Service,Data AttackGBMC HealthCareUSA USA United States of AmericaHigh income

12/6/2020 REvil UndeterminedMixed Data Attack,Exploitation of Application ServerRMD KwikformGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

12/6/2020 UndeterminedUndeterminedDisruptive Data AttackHoff van TwenteNLD NLD NetherlandsHigh income

12/6/2020 UndeterminedUndeterminedDisruptive Data AttackBraunau am InnAUT AUT Austria High income

12/6/2020 UndeterminedFinancial Mixed Exploitation of Application Server,External Denial of Service,Data AttackGreater Baltimore Medical CenterUSA USA United States of AmericaHigh income

12/6/2020 UndeterminedUndeterminedDisruptive Data AttackTexarkana Water UtilityUSA USA United States of AmericaHigh income

12/6/2020 UndeterminedUndeterminedDisruptive Data AttackMiller CountyUSA USA United States of AmericaHigh income

12/6/2020 UndeterminedUndeterminedDisruptive Data AttackBowie CountyUSA USA United States of AmericaHigh income

12/5/2020 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerKopter CHE CHE SwitzerlandHigh income

12/5/2020 UndeterminedUndeterminedExploitive Exploitation of End HostsLeonardo S.p.A.ITA ITA Italy High income

12/5/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerPhilabundanceUSA USA United States of AmericaHigh income

12/5/2020 UndeterminedUndeterminedDisruptive Physical AttackPickPoint RUS RUS Russian FederationUpper middle income

12/4/2020 UndeterminedFinancial Disruptive Data AttackRadio AzzurraITA ITA Italy High income

12/4/2020 Egregor Financial Mixed Data Attack,Exploitation of Application ServerRandstad NLD NLD NetherlandsHigh income

12/4/2020 UndeterminedUndeterminedDisruptive External Denial of ServiceAustrian Ministry of HealthAUT AUT Austria High income

12/4/2020 UndeterminedUndeterminedDisruptive External Denial of Service,Data AttackLa Capitale InsuranceCAN CAN Canada High income

12/4/2020 UndeterminedUndeterminedDisruptive External Denial of Service,Data AttackSSQ InsuranceCAN CAN Canada High income

12/4/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerUniversity of MemphisUSA USA United States of AmericaHigh income

12/4/2020 ALTDOS Financial Mixed Data Attack,Exploitation of Application ServerCGSEC THA THA Thailand Upper middle income

12/4/2020 UndeterminedFinancial Disruptive Data AttackUbiqus GroupUSA USA United States of AmericaHigh income

12/3/2020 UndeterminedUndeterminedMixed Exploitation of Application Server,Internal Denial of ServiceEurolls ITA ITA Italy High income

12/3/2020 Egregor Financial Disruptive External Denial of Service,Data AttackKmart USA USA United States of AmericaHigh income

12/3/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerEuropean Commission's Directorate-General for Taxation and Customs Union999 UndeterminedUndetermined#N/A

12/3/2020 UndeterminedFinancial Exploitive Exploitation of End HostsMaxim HealthcareUSA USA United States of AmericaHigh income

12/2/2020 UndeterminedFinancial Mixed Exploitation of Application Server,Message ManipulationOGUSERS 999 UndeterminedUndetermined#N/A

12/2/2020 WIZARD SPIDERFinancial Mixed Data Attack,Exploitation of Application ServerIntersport CHE CHE SwitzerlandHigh income

12/2/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerEstonian Ministry of Social AffairsEST EST Estonia High income

12/2/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerEstonian Ministry of Foreign AffairsEST EST Estonia High income

12/2/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerEstonian Ministry of Economic Affairs and CommunicationsEST EST Estonia High income

12/2/2020 UndeterminedFinancial Disruptive Data AttackDedalus FRA FRA France High income

12/2/2020 Daniel UndeterminedDisruptive Message ManipulationSpotify SWE SWE Sweden High income

12/2/2020 UndeterminedFinancial Exploitive Exploitation of End HostsUniversity of California San Diego HealthUSA USA United States of AmericaHigh income



12/1/2020 Lorenz Financial Mixed Data Attack,Exploitation of Application ServerCommport CommunicationsCAN CAN Canada High income

12/1/2020 UndeterminedUndeterminedDisruptive Exploitation of End HostsU.S. Agency for Global Media (USAGM)USA USA United States of AmericaHigh income

12/1/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerUniversity of Pittsburgh Medical CenterUSA USA United States of AmericaHigh income

12/1/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerMyFreeCams.comUSA USA United States of AmericaHigh income

12/1/2020 WIZARD SPIDERFinancial Mixed Data Attack,Exploitation of Application ServerWarren-Washington-Albany ARCUSA USA United States of AmericaHigh income

12/1/2020 Egregor Financial Mixed Exploitation of Application Server,Message Manipulation,External Denial of Service,Data AttackTransLink CAN CAN Canada High income

######## RansomExxFinancial Mixed Data Attack,Exploitation of Application ServerEmbraer BRA BRA Brazil Upper middle income

######## UndeterminedFinancial Disruptive Data AttackHuntsville City Schools districtUSA USA United States of AmericaHigh income

######## WIZARD SPIDERFinancial Mixed Data Attack,Exploitation of Application ServerK12 Inc. USA USA United States of AmericaHigh income

######## BlackShadowFinancial Mixed Data Attack,Exploitation of Application ServerShirbit ISR ISR Israel High income

######## Pysa Financial Mixed Data Attack,UndeterminedNama Khoi MunicipalityZAF ZAF South AfricaUpper middle income

######## INDRIK SPIDERFinancial Mixed Data Attack,Exploitation of Application ServerFoxconn MEX MEX Mexico Upper middle income

######## INDRIK SPIDERFinancial Disruptive Data AttackDelaware County, PAUSA USA United States of AmericaHigh income

######## Pysa Financial Mixed Data Attack,Exploitation of Application ServerOverlake Obstetricians & GynecologistsUSA USA United States of AmericaHigh income

######## UndeterminedUndeterminedDisruptive External Denial of Service,Internal Denial of ServiceStuller, Inc.USA USA United States of AmericaHigh income

######## UndeterminedUndeterminedExploitive Exploitation of Application ServerTRF-1 (Tribunal Regional da Primeira Regi√É¬É√Ü¬í√É¬Ü'√É¬É√¢¬Ä¬†'√É¬É√Ü¬í'√É¬É√¢¬Ä¬†'√É¬É√Ü¬í√É¬Ü''√É¬É√Ü¬í'√É¬É'√É¬Ç√Ç¬£o)BRA BRA Brazil Upper middle income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerUnnamed British insurace companyGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

######## INDRIK SPIDERFinancial Mixed Data Attack,Exploitation of Application ServerBanijay Group SASFRA FRA France High income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerKoninklijke Nederlandsche Wielren Unie (Royal Dutch Cycling Union)NLD NLD NetherlandsHigh income

######## INDRIK SPIDERFinancial Mixed Data Attack,Exploitation of Application ServerGardiner Public SchoolsUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Disruptive External Denial of Service,Data AttackCape Verde State Private Technology NetworkCPV CPV Cabo VerdeLower middle income

######## Egregor Financial Mixed Data Attack,Exploitation of Application ServerSpring Independent School DistrictUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerBelden USA USA United States of AmericaHigh income

######## Pysa Financial Mixed Data Attack,Exploitation of Application ServerSt. Margaret's HospiceUSA USA United States of AmericaHigh income

######## NetWalkerFinancial Mixed Data Attack,Exploitation of Application ServerLaw In OrderAUS AUS Australia High income

######## UndeterminedFinancial Disruptive Data AttackNetgain USA USA United States of AmericaHigh income

######## UndeterminedUndeterminedExploitive Exploitation of Application ServerHeadlam GroupGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

######## UndeterminedFinancial Disruptive External Denial of Service,Data AttackRand McNallyUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Disruptive External Denial of Service,Data AttackBaltimore County Public SchoolsUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Disruptive Data AttackRitzau DNK DNK Denmark High income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerLifeLong Medical CareUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Mixed Exploitation of Application Server,Message ManipulationLevitas CapitalAUS AUS Australia High income

######## UndeterminedUndeterminedExploitive Exploitation of Application ServerIIMJobs IND IND India Lower middle income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerNiceHash SVN SVN Slovenia High income

######## UndeterminedUndeterminedExploitive Exploitation of Application ServerUnidas (LCAM3)BRA BRA Brazil Upper middle income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerPickle Finance 999 UndeterminedUndetermined#N/A

######## TA505 Financial Disruptive Data AttackE-Land KOR KOR Korea (the Republic of)High income

######## Pysa Financial Mixed Data Attack,Exploitation of Application ServerMid-Florida PathologyUSA USA United States of AmericaHigh income

######## RootAyyildizProtest Disruptive Message ManipulationVote Joe (vote.joebiden.com)USA USA United States of AmericaHigh income

######## UndeterminedUndeterminedDisruptive Data AttackOuest-FranceFRA FRA France High income

######## WIZARD SPIDERFinancial Mixed Data Attack,Exploitation of Application ServerAdvantechTWN TWN Taiwan (Province of China)High income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerLazada THA THA Thailand Upper middle income

######## UndeterminedUndeterminedDisruptive Message Manipulation,Internal Denial of ServiceNiles Township High School District 219USA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of End HostsNZBGeek 999 UndeterminedUndetermined#N/A

######## ShinyHuntersUndeterminedExploitive Exploitation of Application ServerGlofox IRL IRL Ireland High income

######## Two Sherman High School studentsUndeterminedExploitive Exploitation of Application ServerSherman Independent School DistrictUSA USA United States of AmericaHigh income

######## UndeterminedUndeterminedDisruptive External Denial of ServiceMansfield Public SchoolsUSA USA United States of AmericaHigh income

######## AnonymousProtest Disruptive External Denial of ServiceUganda PoliceUGA UGA Uganda Low income

######## UndeterminedUndeterminedExploitive Exploitation of Application ServerMitsubishi Electric Corp.JPN JPN Japan High income

######## UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerManchester United F.C.GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

######## UndeterminedFinancial Disruptive Data AttackGWG Wohnungsbaugesellschaft (GWG housing association)DEU DEU Germany High income

######## UndeterminedFinancial Disruptive External Denial of Service,Data AttackOglethorpe County SchoolsUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Disruptive Data AttackParis-NormandyFRA FRA France High income

######## UndeterminedFinancial Exploitive Exploitation of End HostsMercadoLivreBRA BRA Brazil Upper middle income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerWirex.app SVK SVK Slovakia High income



######## UndeterminedFinancial Exploitive Exploitation of Application ServerCelsius.networkGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerBibox.com EST EST Estonia High income

######## UndeterminedFinancial Disruptive External Denial of Service,Data AttackSportfondsen NederlandNLD NLD NetherlandsHigh income

######## UndeterminedFinancial Disruptive Data AttackHampton Roads Sanitation DistrictUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Disruptive Data AttackPort of KennewickUSA USA United States of AmericaHigh income

######## INDRIK SPIDERFinancial Mixed Data Attack,Exploitation of Application ServerReconstructive Orthopedic CenterUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Disruptive Internal Denial of ServiceCity of KuurneBEL BEL Belgium High income

######## UndeterminedUndeterminedExploitive Exploitation of End HostsManquen VanceUSA USA United States of AmericaHigh income

######## Egregor Financial Mixed Data Attack,Exploitation of Application ServerDelta Dental Plans AssociationUSA USA United States of AmericaHigh income

######## Egregor Financial Mixed Data Attack,Exploitation of Application ServerColdwater OrthodonticsUSA USA United States of AmericaHigh income

######## Egregor Financial Mixed Data Attack,Exploitation of Application ServerParamount Dental StudioUSA USA United States of AmericaHigh income

######## Avaddon Financial Mixed Data Attack,Exploitation of Application ServerAmerican Bank SystemsUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Disruptive Data AttackNorthampton Public LibraryUSA USA United States of AmericaHigh income

######## UndeterminedIndustrial-EspionageExploitive Exploitation of End HostsAstraZenecaGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

######## UndeterminedUndeterminedDisruptive Data AttackAmericold USA USA United States of AmericaHigh income

######## UndeterminedFinancial Disruptive Message ManipulationDaniel StenbergSWE SWE Sweden High income

######## REvil Financial Disruptive Data AttackManaged.comUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Disruptive Data AttackArchdiocese of St. LouisUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Disruptive External Denial of Service,Data AttackCity of Saint JohnCAN CAN Canada High income

######## ShinyHuntersUndeterminedExploitive Exploitation of Application ServerPluto TV USA USA United States of AmericaHigh income

######## Egregor Financial Disruptive Message Manipulation,Data AttackCencosud CHL CHL Chile High income

######## NetWalkerFinancial Mixed Data Attack,Exploitation of Application ServerUmanis FRA FRA France High income

######## TA505 Financial Mixed Data Attack,Exploitation of Application ServerParkland CorporationCAN CAN Canada High income

######## UndeterminedUndeterminedDisruptive Message ManipulationMaine Township High School District 207USA USA United States of AmericaHigh income

######## UndeterminedUndeterminedDisruptive Message Manipulation,Internal Denial of ServiceTownship High School District 211USA USA United States of AmericaHigh income

######## NetWalkerFinancial Mixed Data Attack,Exploitation of Application ServerFinist HabitatFRA FRA France High income

######## UndeterminedFinancial Disruptive Data AttackAllyAlign HealthUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerBayhealth USA USA United States of AmericaHigh income

######## UndeterminedUndeterminedExploitive Exploitation of End HostsChicago Bar associationUSA USA United States of AmericaHigh income

######## UndeterminedUndeterminedExploitive Exploitation of End HostsNew York Bar associationUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerLiquid JPN JPN Japan High income

######## ShinyHuntersFinancial Exploitive Exploitation of Application ServerSonicbids USA USA United States of AmericaHigh income

######## ShinyHuntersFinancial Exploitive Exploitation of Application ServerRevelo.com.brBRA BRA Brazil Upper middle income

######## ShinyHuntersFinancial Exploitive Exploitation of Application ServerLIVEauctioneers.comUSA USA United States of AmericaHigh income

######## ShinyHuntersFinancial Exploitive Exploitation of Application ServerDave.com USA USA United States of AmericaHigh income

######## ShinyHuntersFinancial Exploitive Exploitation of Application ServerPromo.comISR ISR Israel High income

######## ShinyHuntersFinancial Exploitive Exploitation of Application ServerIndabamusic.comUSA USA United States of AmericaHigh income

######## ShinyHuntersFinancial Exploitive Exploitation of Application ServerMinted USA USA United States of AmericaHigh income

######## ShinyHuntersFinancial Exploitive Exploitation of Application ServerScentbird USA USA United States of AmericaHigh income

######## ShinyHuntersFinancial Exploitive Exploitation of Application ServerHome ChefUSA USA United States of AmericaHigh income

######## ShinyHuntersFinancial Exploitive Exploitation of Application ServerStorybird CAN CAN Canada High income

######## UndeterminedFinancial Exploitive Exploitation of Application Server123RF MYS MYS Malaysia Upper middle income

######## UndeterminedFinancial Disruptive Data AttackNewcastle Grammar SchoolAUS AUS Australia High income

######## UndeterminedFinancial Exploitive Exploitation of SensorsWash Tub USA USA United States of AmericaHigh income

######## UndeterminedUndeterminedDisruptive External Denial of ServiceCity of BondyFRA FRA France High income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerAkropolis GIB GIB Gibraltar High income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerPakistan International AirlinesPAK PAK Pakistan Lower middle income

######## UndeterminedUndeterminedExploitive Exploitation of Application ServerVertafore USA USA United States of AmericaHigh income

######## Volodymyr KvashukFinancial Exploitive Exploitation of Application ServerMicrosoft USA USA United States of AmericaHigh income

11/9/2020 Ragnar LockerFinancial Disruptive Message ManipulationHodson Event EntertainmentUSA USA United States of AmericaHigh income

11/9/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerJefferson HealthcareUSA USA United States of AmericaHigh income

11/9/2020 INDRIK SPIDERFinancial Mixed Data Attack,Exploitation of Application ServerBailly CreatFRA FRA France High income

11/9/2020 ShinyHuntersUndeterminedExploitive Exploitation of Application ServerPeatix JPN JPN Japan High income

11/9/2020 UndeterminedFinancial Disruptive External Denial of Service,Data AttackX-Cart USA USA United States of AmericaHigh income

11/9/2020 INDRIK SPIDERFinancial Disruptive Data AttackCompal ElectronicsTWN TWN Taiwan (Province of China)High income



11/8/2020 UndeterminedUndeterminedDisruptive Message ManipulationGonzaga University Black Student UnionUSA USA United States of AmericaHigh income

11/7/2020 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerSollio Groupe coopratifCAN CAN Canada High income

11/7/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerSandicliffe GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

11/6/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerThe Municipality of GaibaITA ITA Italy High income

11/6/2020 UndeterminedUndeterminedMixed Data Attack,Exploitation of Application ServerSeeley MedicalUSA USA United States of AmericaHigh income

11/6/2020 UndeterminedFinancial Disruptive Data AttackHaute-Arige Community of CommunesFRA FRA France High income

11/6/2020 Ranzy LockerFinancial Mixed Data Attack,Exploitation of Application ServerAlfortville town hallFRA FRA France High income

11/5/2020 UndeterminedFinancial Disruptive Message ManipulationElon Musk USA USA United States of AmericaHigh income

11/5/2020 UndeterminedUndeterminedDisruptive Data AttackLupin IND IND India Lower middle income

11/5/2020 UndeterminedUndeterminedExploitive Exploitation of Application Server,Exploitation of End HostsManila Land Transportation OfficePHL PHL PhilippinesLower middle income

11/4/2020 UndeterminedUndeterminedDisruptive External Denial of Service,Internal Denial of ServiceKingston Health Sciences CentreCAN CAN Canada High income

11/4/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerCit0Day.in 999 UndeterminedUndetermined#N/A

11/4/2020 Mount LockerFinancial Mixed Data Attack,Exploitation of Application ServerMiltenyi BiotecDEU DEU Germany High income

11/4/2020 ShinyHuntersUndeterminedExploitive Exploitation of Application ServerMashable USA USA United States of AmericaHigh income

11/3/2020 RansomExxFinancial Disruptive Data AttackBrazilian Superior Court of JusticeBRA BRA Brazil Upper middle income

11/3/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerPanasonic IndiaIND IND India Lower middle income

11/3/2020 MAZE Financial Mixed Data Attack,Exploitation of Application ServerAbington Reproductive MedicineUSA USA United States of AmericaHigh income

11/3/2020 MAZE Financial Mixed Data Attack,Exploitation of Application ServerMedical Management, Inc.USA USA United States of AmericaHigh income

11/3/2020 UndeterminedFinancial Disruptive Data AttackCity of VincennesFRA FRA France High income

11/3/2020 Egregor Financial Disruptive Data AttackExpanscienceFRA FRA France High income

11/3/2020 REvil Financial Disruptive Data AttackNexia AUS AUS Australia High income

11/2/2020 NetWalkerFinancial Disruptive Data AttackScutum FRA FRA France High income

11/2/2020 Ragnar LockerFinancial Mixed Data Attack,Exploitation of Application ServerCapcom JPN JPN Japan High income

11/2/2020 UndeterminedFinancial Disruptive Data AttackEmployment Specialists of MaineUSA USA United States of AmericaHigh income

11/2/2020 UndeterminedUndeterminedDisruptive Data AttackSaskatchewan PolytechnicCAN CAN Canada High income

11/1/2020 Ragnar LockerFinancial Mixed Data Attack,Exploitation of Application ServerCampari GroupITA ITA Italy High income

11/1/2020 ShinyHuntersUndeterminedExploitive Exploitation of Application ServerBigbasket IND IND India Lower middle income

11/1/2020 REvil Financial Mixed Data Attack,Exploitation of Application ServerFlagship GroupGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

######## REvil Financial Mixed Data Attack,Exploitation of Application ServerGaming Partners InternationalUSA USA United States of AmericaHigh income

######## ShinyHuntersFinancial Exploitive Exploitation of Application Servereatigo THA THA Thailand Upper middle income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerRady Children's HospitalUSA USA United States of AmericaHigh income

######## ShinyHuntersFinancial Exploitive Exploitation of Application ServerRedMart SGP SGP Singapore High income

######## UndeterminedFinancial Exploitive Data AttackPolecat GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

######## UndeterminedUndeterminedExploitive Exploitation of Application ServerGainwell TechnologiesUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application Server,Exploitation of End HostsUniversity of Califronia, Los AngelesUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application Server,Exploitation of End HostsUniversity of UtahUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application Server,Exploitation of End HostsUniversity of Califronia, DavisUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application Server,Exploitation of End HostsLouisiana State UniversityUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application Server,Exploitation of End HostsWorcester Polytechnic InstituteUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application Server,Exploitation of End HostsUniversity of TexasUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application Server,Exploitation of End HostsUniversity of ChicagoUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application Server,Exploitation of End HostsUniversity of New MexicoUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application Server,Exploitation of End HostsUniversity at BuffaloUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application Server,Exploitation of End HostsHunter CollegeUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application Server,Exploitation of End HostsStanford UniversityUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application Server,Exploitation of End HostsUniversity of OxfordGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application Server,Exploitation of End HostsPurdue UniversityUSA USA United States of AmericaHigh income

######## UndeterminedUndeterminedExploitive Exploitation of Application ServerBreach Candy HospitalIND IND India Lower middle income

######## WIZARD SPIDERFinancial Disruptive Data AttackDickinson County Healthcare SystemUSA USA United States of AmericaHigh income

######## WIZARD SPIDERFinancial Disruptive Data AttackSky Lakes Medical CenterUSA USA United States of AmericaHigh income

######## United Microelectronics CorporationIndustrial-EspionageExploitive Exploitation of Application ServerMicron Technology Inc.USA USA United States of AmericaHigh income

######## UndeterminedUndeterminedDisruptive Internal Denial of ServiceProton Therapy CenterUSA USA United States of AmericaHigh income

######## UndeterminedUndeterminedDisruptive Data Attack,Internal Denial of ServiceChatham CountyUSA USA United States of AmericaHigh income

######## FSB 18th¬†Center for Information Security (Berserk Bear)Political-EspionageExploitive Exploitation of Application Server,Exploitation of End HostsUndisclosed European government999 UndeterminedUndetermined#N/A

######## UndeterminedFinancial Disruptive Data AttackUniversity of British ColumbiaCAN CAN Canada High income



######## UndeterminedUndeterminedExploitive Exploitation of Application ServerMy Health RecordAUS AUS Australia High income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerDepartment of Workforce Development in WisconsinUSA USA United States of AmericaHigh income

######## WIZARD SPIDERFinancial Disruptive Data AttackSt. Lawrence Health SystemUSA USA United States of AmericaHigh income

######## Unnamed Fort Zumwalt School District studentUndeterminedExploitive Exploitation of Application ServerFort Zumwalt School DistrictUSA USA United States of AmericaHigh income

######## Ameer ElashmawyUndeterminedExploitive Exploitation of End HostsTrillium HealthUSA USA United States of AmericaHigh income

######## WIZARD SPIDERFinancial Disruptive Data AttackWyckoff Heights Medical CenterUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerToddycafe.comUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerAthletico.com.brBRA BRA Brazil Upper middle income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerFantasycruncher.comUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerApps-builder.comITA ITA Italy High income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerInvideo.io GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerGame24h.vnVNM VNM Viet Nam Lower middle income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerW3layouts.comIND IND India Lower middle income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerCoupontools.comBEL BEL Belgium High income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerWedmegood.comIND IND India Lower middle income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerKatapult.comUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerEverything5pounds.comGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerCermati.comIDN IDN Indonesia Upper middle income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerWongnai.comTHA THA Thailand Upper middle income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerClip.mx MEX MEX Mexico Upper middle income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerGeekie.com.brBRA BRA Brazil Upper middle income

######## Unnamed Amazon employeeUndeterminedExploitive Exploitation of Application ServerAmazon USA USA United States of AmericaHigh income

######## UndeterminedFinancial Disruptive External Denial of Service,Data AttackIsentia AUS AUS Australia High income

######## UndeterminedProtest Disruptive Message Manipulationdonaldjtrump.comUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerGunnebo GroupSWE SWE Sweden High income

######## UndeterminedUndeterminedDisruptive Data AttackJewish General HospitalCAN CAN Canada High income

######## WIZARD SPIDERUndeterminedDisruptive External Denial of Service,Data AttackThe University of Vermont Health NetworkUSA USA United States of AmericaHigh income

######## UndeterminedUndeterminedExploitive Exploitation of Application ServerOnline Voter Registration System of the state of AlaskaUSA USA United States of AmericaHigh income

######## UndeterminedUndeterminedExploitive Exploitation of Application ServerFive Points Eye CareUSA USA United States of AmericaHigh income

######## NGB 3rd Technical Surveillance BureauPolitical-EspionageExploitive Exploitation of Application Server,Exploitation of End HostsUndisclosed government health ministry999 UndeterminedUndetermined#N/A

######## Absa employeeFinancial Exploitive Exploitation of Application ServerAbsa ZAF ZAF South AfricaUpper middle income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerSantander ESP ESP Spain High income

######## UndeterminedUndeterminedExploitive Exploitation of Application ServerJapan's Nuclear Regulation AuthorityJPN JPN Japan High income

######## Jennifer Lennell SmallFinancial Exploitive Exploitation of SensorsFlorida familyUSA USA United States of AmericaHigh income

######## NetWalkerFinancial Disruptive Data AttackCMC RavennaITA ITA Italy High income

######## REvil Financial Exploitive Exploitation of Application ServerHanover Chamber of CraftsDEU DEU Germany High income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerHarvest Finance 999 UndeterminedUndetermined#N/A

######## UndeterminedFinancial Exploitive Exploitation of Application ServerNando's GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

######## Eris Loris UndeterminedDisruptive Message Manipulation,External Denial of ServicePlayers of the 'Among Us' Android gameUSA USA United States of AmericaHigh income

######## Ransom_ManFinancial Exploitive Exploitation of Application ServerPsykoterapiakeskus Vastaamon (Psychotherapy Center Vastaamo)FIN FIN Finland High income

######## UndeterminedFinancial Disruptive Data AttackPress Trust of IndiaIND IND India Lower middle income

######## Hector NavarroUndeterminedMixed Data Attack,Exploitation of Application ServerCentury 21USA USA United States of AmericaHigh income

######## UndeterminedUndeterminedExploitive Exploitation of Application ServerCenterstoneUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerAgency for Community Treatment Services, Inc.USA USA United States of AmericaHigh income

######## UndeterminedUndeterminedDisruptive Message ManipulationWindsor Oaks Elementary SchoolUSA USA United States of AmericaHigh income

######## UndeterminedProtest Disruptive Data AttackSikar district schoolsIND IND India Lower middle income

######## REvil Financial Mixed Exploitation of Application Server,Data Attack,Exploitation of End HostShionogi & Co.TWN TWN Taiwan (Province of China)High income

######## INDRIK SPIDERFinancial Disruptive External Denial of Service,Data AttackBoyne ResortsUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerAdventHealth FoundationUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerMinerals Technologies, Inc.USA USA United States of AmericaHigh income

######## UndeterminedUndeterminedDisruptive External Denial of ServiceRobert Koch InstituteDEU DEU Germany High income

######## WIZARD SPIDERFinancial Disruptive Data AttackSteelcase USA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application Server,Exploitation of End HostsWisconsin Republican PartyUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of End HostsMade in OregonUSA USA United States of AmericaHigh income

######## WIZARD SPIDERFinancial Disruptive Data AttackSopra SteriaFRA FRA France High income



######## UndeterminedUndeterminedExploitive Exploitation of Application ServerScalable CapitalGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

######## UndeterminedUndeterminedExploitive Exploitation of Application ServerDr Reddy's Laboratories LtdIND IND India Lower middle income

######## UndeterminedFinancial Disruptive Data AttackChenango CountyUSA USA United States of AmericaHigh income

######## UndeterminedUndeterminedDisruptive External Denial of ServiceIndian River CountyUSA USA United States of AmericaHigh income

######## NetWalkerFinancial Mixed Data Attack,Exploitation of Application ServerWilmington SurgicalUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of End HostsMarks & Spencer customerGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

######## UndeterminedUndeterminedExploitive Exploitation of Application ServerOTE GRC GRC Greece High income

######## REvil Financial Mixed Data Attack,Exploitation of Application ServerANSA McALTTO TTO Trinidad and TobagoHigh income

######## UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerSalem, NHUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerNitro PDF USA USA United States of AmericaHigh income

######## UndeterminedUndeterminedDisruptive Message ManipulationFort Bragg Twitter accountUSA USA United States of AmericaHigh income

######## REvil Financial Mixed Data Attack,Exploitation of Application ServerBeacon Health Solutions, LLCUSA USA United States of AmericaHigh income

######## WIZARD SPIDERFinancial Mixed Data Attack,Exploitation of Application ServerRiverside Community CareUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Disruptive Data AttackAlamance Skin CenterUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerOSF HealthCare SystemUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerOSF HealthCare SystemUSA USA United States of AmericaHigh income

######## REvil Financial Mixed Data Attack,Exploitation of Application ServerDental Health Associates, P.A.USA USA United States of AmericaHigh income

######## INDRIK SPIDERFinancial Mixed Data Attack,Exploitation of Application ServerPascagoula-Gautier School DistrictUSA USA United States of AmericaHigh income

######## NetWalkerFinancial Mixed Data Attack,Exploitation of Application ServerEnel GroupITA ITA Italy High income

######## UndeterminedFinancial Disruptive Data AttackCity of ShafterUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Disruptive Data AttackCroton-Harmon School DistrictUSA USA United States of AmericaHigh income

######## UndeterminedUndeterminedDisruptive Data AttackYorktown School DistrictUSA USA United States of AmericaHigh income

######## UndeterminedUndeterminedExploitive Exploitation of Application ServerKleenheat AUS AUS Australia High income

######## WIZARD SPIDERFinancial Mixed Data Attack,Exploitation of Application ServerFamily Health Centers Of Georgia, Inc.?USA USA United States of AmericaHigh income

######## RansomExxFinancial Disruptive External Denial of Service,Data AttackSoci√É¬É√Ü¬í√É¬Ü'√É¬É√¢¬Ä¬†'√É¬É√Ü¬í'√É¬É√¢¬Ä¬†'√É¬É√Ü¬í√É¬Ü''√É¬É√Ü¬í'√É¬É'√É¬Ç√Ç¬©t√É¬É√Ü¬í√É¬Ü'√É¬É√¢¬Ä¬†'√É¬É√Ü¬í'√É¬É√¢¬Ä¬†'√É¬É√Ü¬í√É¬Ü''√É¬É√Ü¬í'√É¬É'√É¬Ç√Ç¬© de transport de Montr√É¬É√Ü¬í√É¬Ü'√É¬É√¢¬Ä¬†'√É¬É√Ü¬í'√É¬É√¢¬Ä¬†'√É¬É√Ü¬í√É¬Ü''√É¬É√Ü¬í'√É¬É'√É¬Ç√Ç¬©al (STM)CAN CAN Canada High income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerAmerican Museum of Natural HistoryUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application Servernarendramodi.inIND IND India Lower middle income

######## UndeterminedUndeterminedExploitive Exploitation of Application ServerCosmote GRC GRC Greece High income

######## UndeterminedUndeterminedDisruptive External Denial of ServiceCommission KingsUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerAlbion OnlineDEU DEU Germany High income

######## INDRIK SPIDERFinancial Mixed Data Attack,Exploitation of Application ServerMed-Care Infusion Services, Inc.USA USA United States of AmericaHigh income

######## Ranzy LockerFinancial Mixed Data Attack,Exploitation of Application ServerUndisclosed company developing power control solutions999 UndeterminedUndetermined#N/A

######## UndeterminedFinancial Exploitive Exploitation of Application ServerSN Servicing CorporationUSA USA United States of AmericaHigh income

######## UndeterminedUndeterminedExploitive Exploitation of Application ServerColumbus City SchoolsUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Disruptive Data AttackPuerto Rico's Firefighters CorpsUSA USA United States of AmericaHigh income

######## Egregor Financial Exploitive Exploitation of Application ServerUbisoft FRA FRA France High income

######## Egregor Financial Mixed Data Attack,Exploitation of Application ServerCrytek DEU DEU Germany High income

######## UndeterminedFinancial Exploitive Exploitation of SensorsDickey's BBQUSA USA United States of AmericaHigh income

######## Silent LibrarianUndeterminedExploitive Exploitation of Application Server,Exploitation of End HostsMcGill UniversityCAN CAN Canada High income

######## Silent LibrarianUndeterminedExploitive Exploitation of Application Server,Exploitation of End HostsUniversity of North TexasUSA USA United States of AmericaHigh income

######## Silent LibrarianUndeterminedExploitive Exploitation of Application Server,Exploitation of End HostsTH Mittelhessen University of Applied SciencesDEU DEU Germany High income

######## Silent LibrarianUndeterminedExploitive Exploitation of Application Server,Exploitation of End HostsUniversity of LincolnGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

######## Silent LibrarianUndeterminedExploitive Exploitation of Application Server,Exploitation of End HostsNanyang Technological UniversitySGP SGP Singapore High income

######## Silent LibrarianUndeterminedExploitive Exploitation of Application Server,Exploitation of End HostsLaTrobe UniversityAUS AUS Australia High income

######## Silent LibrarianUndeterminedExploitive Exploitation of Application Server,Exploitation of End HostsQueen Mary University of LondonGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

######## Silent LibrarianUndeterminedExploitive Exploitation of Application Server,Exploitation of End HostsKing's College LondonGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

######## Silent LibrarianUndeterminedExploitive Exploitation of Application Server,Exploitation of End HostsWestern University CanadaCAN CAN Canada High income

######## Silent LibrarianUndeterminedExploitive Exploitation of Application Server,Exploitation of End HostsG√É¬É√Ü¬í√É¬Ü'√É¬É√¢¬Ä¬†'√É¬É√Ü¬í'√É¬É√¢¬Ä¬†'√É¬É√Ü¬í√É¬Ü''√É¬É√Ü¬í'√É¬É'√É¬Ç√Ç¬∂teborg universitetSWE SWE Sweden High income

######## Silent LibrarianUndeterminedExploitive Exploitation of Application Server,Exploitation of End HostsUniversity of KentGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

######## Silent LibrarianUndeterminedExploitive Exploitation of Application Server,Exploitation of End HostsUniversity of YorkGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

######## Silent LibrarianUndeterminedExploitive Exploitation of Application Server,Exploitation of End HostsKarolinska Medical InstitutetSWE SWE Sweden High income

######## Silent LibrarianUndeterminedExploitive Exploitation of Application Server,Exploitation of End HostsUniversity of CambridgeGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

######## Silent LibrarianUndeterminedExploitive Exploitation of Application Server,Exploitation of End HostsUniversity of TorontoCAN CAN Canada High income

######## Silent LibrarianUndeterminedExploitive Exploitation of Application Server,Exploitation of End HostsUniversity of BristolGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

######## Silent LibrarianUndeterminedExploitive Exploitation of Application Server,Exploitation of End HostsVictoria UniversityAUS AUS Australia High income



######## Silent LibrarianUndeterminedExploitive Exploitation of Application Server,Exploitation of End HostsUniversiteit UtrechtNLD NLD NetherlandsHigh income

######## Silent LibrarianUndeterminedExploitive Exploitation of Application Server,Exploitation of End HostsStony Brook UniversityUSA USA United States of AmericaHigh income

######## Silent LibrarianUndeterminedExploitive Exploitation of Application Server,Exploitation of End HostsGlasgow Caledonian UniversityGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

######## Silent LibrarianUndeterminedExploitive Exploitation of Application Server,Exploitation of End HostsThe University of Adelaide LibraryAUS AUS Australia High income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerBigbasket IND IND India Lower middle income

######## MespinozaUndeterminedMixed Exploitation of Application Server,External Denial of Service,Data AttackHackney CouncilGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

######## UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerIntcomex USA USA United States of AmericaHigh income

######## UndeterminedUndeterminedDisruptive Message ManipulationVerificient USA USA United States of AmericaHigh income

######## Five Hennepin HealthCare employeesUndeterminedExploitive Exploitation of Application ServerHennepin HealthCareUSA USA United States of AmericaHigh income

######## Beenu AroraFinancial Exploitive Exploitation of Application ServerUnnamed e-commerece platformIND IND India Lower middle income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerSisters of Charity Health SystemUSA USA United States of AmericaHigh income

######## Spectre123UndeterminedExploitive Exploitation of Application ServerNATO BEL BEL Belgium High income

######## Spectre123UndeterminedExploitive Exploitation of Application ServerHavelsan TUR Turkey Turkey Upper middle income

######## UndeterminedFinancial Disruptive Data AttackYazoo County School DistrictUSA USA United States of AmericaHigh income

######## INDRIK SPIDERFinancial Mixed Exploitation of Application Server,External Denial of Service,Data AttackWalled Lake Consolidated School DistrictUSA USA United States of AmericaHigh income

######## ShinyHuntersUndeterminedExploitive Exploitation of Application ServerWildWorksUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Disruptive External Denial of Service,Data AttackSonoma Valley HospitalUSA USA United States of AmericaHigh income

######## UndeterminedUndeterminedExploitive Exploitation of Application ServerHawaii Attorney General's officeUSA USA United States of AmericaHigh income

######## UndeterminedUndeterminedExploitive Exploitation of Application ServerHendrick Health SystemUSA USA United States of AmericaHigh income

######## UndeterminedUndeterminedExploitive Exploitation of Application ServerKeolis Commuter ServicesUSA USA United States of AmericaHigh income

######## UndeterminedUndeterminedDisruptive External Denial of ServiceStats PerformUSA USA United States of AmericaHigh income

######## Egregor Financial Mixed Data Attack,Exploitation of Application ServerBarnes & NobleUSA USA United States of AmericaHigh income

######## UndeterminedUndeterminedExploitive Exploitation of Application ServerGeorgia Department of Human ServicesUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Disruptive Data AttackSeyfarth Shaw LLPUSA USA United States of AmericaHigh income

10/9/2020 Scott AingePersonal AttackExploitive Exploitation of Application Server,Exploitation of End HostsAndrew ThompsonGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

10/9/2020 @aparich95406002UndeterminedExploitive Exploitation of Application ServereSewa NPL NPL Nepal Lower middle income

10/9/2020 UndeterminedUndeterminedDisruptive External Denial of ServiceTyngsboro High School has suffered a DDoS attack.USA USA United States of AmericaHigh income

10/9/2020 UndeterminedUndeterminedDisruptive External Denial of ServiceTyngsboro Middle School has suffered a DDoS attack.USA USA United States of AmericaHigh income

10/9/2020 Scott AingePersonal AttackExploitive Exploitation of Application Server,Exploitation of End HostsKate AingeGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

10/9/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerDocsketchUSA USA United States of AmericaHigh income

10/9/2020 UndeterminedUndeterminedDisruptive External Denial of ServiceNextLight USA USA United States of AmericaHigh income

10/9/2020 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerSpotless GroupAUS AUS Australia High income

10/8/2020 UndeterminedFinancial Exploitive Exploitation of Application Server,Exploitation of End HostsCity of FranklinUSA USA United States of AmericaHigh income

10/8/2020 UndeterminedUndeterminedDisruptive Data AttackIt'se Ye-Ye CasinoUSA USA United States of AmericaHigh income

10/8/2020 UndeterminedUndeterminedDisruptive Data AttackClearwater River Casino & LodgeUSA USA United States of AmericaHigh income

10/8/2020 UndeterminedUndeterminedDisruptive External Denial of ServiceSandwich Public SchoolsUSA USA United States of AmericaHigh income

10/8/2020 UndeterminedFinancial Disruptive Data AttackSpringfield Public Schools DistrictUSA USA United States of AmericaHigh income

10/8/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerThe North FaceUSA USA United States of AmericaHigh income

10/7/2020 UndeterminedUndeterminedDisruptive External Denial of Service,Internal Denial of ServiceFlorida Department of Business and Professional RegulationUSA USA United States of AmericaHigh income

10/7/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerScholarship AmericaUSA USA United States of AmericaHigh income

10/7/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerShady Hill SchoolUSA USA United States of AmericaHigh income

10/7/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerMacDowellUSA USA United States of AmericaHigh income

10/7/2020 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerAAA Ambulance ServiceUSA USA United States of AmericaHigh income

10/7/2020 INDRIK SPIDERFinancial Mixed Data Attack,Exploitation of Application ServerHall County, GAUSA USA United States of AmericaHigh income

10/7/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerChowbus USA USA United States of AmericaHigh income

10/7/2020 Michael WestburyUndeterminedExploitive Exploitation of Application ServerUnnamed individualGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

10/7/2020 UndeterminedFinancial Exploitive Exploitation of End HostsWisepay GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

10/7/2020 UndeterminedFinancial Disruptive Data AttackCity of Mt. PleasantUSA USA United States of AmericaHigh income

10/6/2020 UndeterminedUndeterminedMixed Exploitation of End Hosts,Exploitation of Data in Transit,Internal Denial of ServiceAbout 20 cryptocurrency executives in IsraelISR ISR Israel High income

10/6/2020 Fullz HouseFinancial Exploitive Exploitation of End HostsBoom! MobileUSA USA United States of AmericaHigh income

10/6/2020 UndeterminedUndeterminedDisruptive External Denial of ServiceInstitute of Distance and Open Learning (IDOL)IND IND India Lower middle income

10/6/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerUniversity Hospital LimerickIRL IRL Ireland High income

10/6/2020 UndeterminedFinancial Disruptive Data AttackArdonagh GroupGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

10/5/2020 UndeterminedUndeterminedExploitive Exploitation of End HostsStella Ndabeni-AbrahamsZAF ZAF South AfricaUpper middle income

10/5/2020 UndeterminedFinancial Exploitive Exploitation of Application Server,Exploitation of End HostsUnnamed Swiss universityCHE CHE SwitzerlandHigh income



10/5/2020 UndeterminedFinancial Exploitive Exploitation of Application Server,Exploitation of End HostsUnnamed Swiss universityCHE CHE SwitzerlandHigh income

10/5/2020 UndeterminedFinancial Exploitive Exploitation of Application Server,Exploitation of End HostsUniversity of BaselCHE CHE SwitzerlandHigh income

10/5/2020 UndeterminedUndeterminedExploitive Exploitation of Application Server1111 TWN TWN Taiwan (Province of China)High income

10/5/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerHeartland Community CollegeUSA USA United States of AmericaHigh income

10/4/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerGulf Coast State CollegeUSA USA United States of AmericaHigh income

10/3/2020 UndeterminedUndeterminedDisruptive External Denial of ServiceBay Shore School DistrictUSA USA United States of AmericaHigh income

10/3/2020 TA505 Financial Mixed Data Attack,Exploitation of Application ServerSoftware AGDEU DEU Germany High income

10/2/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerFoxtons USA USA United States of AmericaHigh income

10/2/2020 UndeterminedFinancial Disruptive Message ManipulationNicole Sifuentes Twitter accountCAN CAN Canada High income

10/2/2020 UndeterminedFinancial Disruptive Message ManipulationJonah Williams Twitter accountUSA USA United States of AmericaHigh income

10/2/2020 UndeterminedSabotage Disruptive Data AttackTrickbot botnet 999 UndeterminedUndetermined#N/A

10/2/2020 Richard LirianoUndeterminedExploitive Exploitation of Application Server,Exploitation of End HostsHospital for Special SurgeryUSA USA United States of AmericaHigh income

10/2/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerCity of OdessaUSA USA United States of AmericaHigh income

10/1/2020 James WillyPolitical-EspionageExploitive Exploitation of End HostsAlejandro CaceresUSA USA United States of AmericaHigh income

10/1/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerPitkin CountyUSA USA United States of AmericaHigh income

10/1/2020 UndeterminedUndeterminedExploitive Exploitation of Application Server104 Job BankTWN TWN Taiwan (Province of China)High income

9/30/2020 UndeterminedFinancial Exploitive Exploitation of End Hosts,Exploitation of SensorsUndisclosed North American hospitality merchantUSA USA United States of AmericaHigh income

9/30/2020 UndeterminedFinancial Disruptive Data AttackJersey City Municipal Utilities AuthorityUSA USA United States of AmericaHigh income

9/30/2020 UndeterminedUndeterminedDisruptive External Denial of ServiceUnited Jewish Israel AppealGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

9/30/2020 UndeterminedUndeterminedDisruptive External Denial of ServiceInternational Maritime OrganizationGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

9/30/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerCloudBeesUSA USA United States of AmericaHigh income

9/30/2020 NGB 3rd Technical Surveillance BureauPolitical-EspionageExploitive Exploitation of End Hosts28 UN officials, including at least 11 individuals representing six countries of the UN Security Council.999 UndeterminedUndetermined#N/A

9/30/2020 UndeterminedFinancial Disruptive Data AttackJersey City Municipal Utilities AuthorityUSA USA United States of AmericaHigh income

9/29/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerWind River SystemsUSA USA United States of AmericaHigh income

9/29/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerADRA InternationalUSA USA United States of AmericaHigh income

9/29/2020 River City Bank employeeUndeterminedExploitive Exploitation of Application ServerRiver City BankUSA USA United States of AmericaHigh income

9/29/2020 UndeterminedUndeterminedDisruptive External Denial of ServiceBay Shore School DistrictUSA USA United States of AmericaHigh income

9/29/2020 UndeterminedUndeterminedDisruptive External Denial of ServiceLindenhurst School DistrictUSA USA United States of AmericaHigh income

9/29/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerForeign, Commonwealth and Development OfficeGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

9/29/2020 UndeterminedUndeterminedDisruptive Data AttackSwatch GroupCHE CHE SwitzerlandHigh income

9/29/2020 UndeterminedUndeterminedDisruptive External Denial of ServicePlaneFinderGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

9/29/2020 UndeterminedUndeterminedDisruptive External Denial of ServiceFlightradar24SWE SWE Sweden High income

9/28/2020 Ragnar LockerFinancial Disruptive External Denial of Service,Data AttackCMA CGMFRA FRA France High income

9/28/2020 UndeterminedFinancial Disruptive Data AttackUSNR LLCUSA USA United States of AmericaHigh income

9/28/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerMetaformers Inc.USA USA United States of AmericaHigh income

9/28/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerGulf Coast State CollegeUSA USA United States of AmericaHigh income

9/28/2020 UndeterminedUndeterminedDisruptive External Denial of Service,Data AttackRed FunnelGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

9/28/2020 UndeterminedUndeterminedExploitive Exploitation of Application Server,Exploitation of End HostsState of WashingtonUSA USA United States of AmericaHigh income

9/28/2020 UndeterminedFinancial Exploitive UndeterminedTwin Med, LLC.USA USA United States of AmericaHigh income

9/27/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerHaven Behavioral HospitalUSA USA United States of AmericaHigh income

9/27/2020 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerGenRx PharmacyUSA USA United States of AmericaHigh income

9/27/2020 WIZARD SPIDERFinancial Disruptive Data AttackUniversal Health ServicesUSA USA United States of AmericaHigh income

9/27/2020 INDRIK SPIDERFinancial Mixed Data Attack,Exploitation of Application ServerSouth Africa's Justice DepartmentZAF ZAF South AfricaUpper middle income

9/26/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerRedDoorz SGP SGP Singapore High income

9/26/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerMartin County, FLUSA USA United States of AmericaHigh income

9/26/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerStone RefurbGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

9/26/2020 UndeterminedFinancial Disruptive Data AttackArthur J. Gallagher & Co.USA USA United States of AmericaHigh income

9/25/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerUniversity of CumbriaGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

9/25/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerUniversity of SurreyGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

9/25/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerYoungMindsGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

9/25/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerHuman Rights WatchUSA USA United States of AmericaHigh income

9/25/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerNorthwest Immigrant Rights ProjectUSA USA United States of AmericaHigh income

9/25/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerVermont Public RadioUSA USA United States of AmericaHigh income

9/25/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerVermont FoodbankUSA USA United States of AmericaHigh income

9/25/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerChoir with No NameGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income



9/25/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerRhode Island School of DesignUSA USA United States of AmericaHigh income

9/25/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerAmbrose UniversityCAN CAN Canada High income

9/25/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerUniversity of North FloridaUSA USA United States of AmericaHigh income

9/25/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerThe Bishop Strachan SchoolCAN CAN Canada High income

9/25/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerCheverus High SchoolUSA USA United States of AmericaHigh income

9/25/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerNew College of FloridaUSA USA United States of AmericaHigh income

9/25/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerWest Virginia UniversityUSA USA United States of AmericaHigh income

9/25/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerMiddlebury CollegeUSA USA United States of AmericaHigh income

9/25/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerUniversity College, OxfordGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

9/25/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerUniversity of LondonGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

9/25/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerLoughborough UniversityGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

9/25/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerOxford Brookes UniversityGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

9/25/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerUniversity of ExeterGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

9/25/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerUniversity of StrathclydeGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

9/25/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerDe Montfort UniversityGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

9/25/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerKing's College LondonGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

9/25/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerUniversity of ReadingGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

9/25/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerNewcastle UniversityGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

9/25/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerUniversity of BirminghamGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

9/25/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerUniversity of LeedsGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

9/25/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerUniversity of South WalesGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

9/25/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerUniversity of YorkGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

9/25/2020 NGB 3rd Technical Surveillance BureauPolitical-EspionageExploitive Exploitation of Application Server,Exploitation of End HostsUndisclosed pharmaceutical company999 UndeterminedUndetermined#N/A

9/25/2020 UndeterminedUndeterminedDisruptive External Denial of ServiceCorreio AngolenseAGO AGO Angola Lower middle income

9/25/2020 UndeterminedUndeterminedMixed Data Attack,Exploitation of Application ServerTransport MaltaMLT MLT Malta High income

9/25/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerMicrosoft USA USA United States of AmericaHigh income

9/25/2020 UndeterminedUndeterminedDisruptive Data AttackNebraska MedicineUSA USA United States of AmericaHigh income

9/25/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerShopBack SGP SGP Singapore High income

9/25/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerKuCoin SGP SGP Singapore High income

9/25/2020 UndeterminedUndeterminedDisruptive External Denial of ServiceMontgomery County, TNUSA USA United States of AmericaHigh income

9/24/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerSyracuse UniversityUSA USA United States of AmericaHigh income

9/24/2020 Egregor Financial Mixed Data Attack,Exploitation of Application ServerDyras DentalUSA USA United States of AmericaHigh income

9/24/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerFragomen, Del Rey, Bernsen & Loewy, LLPUSA USA United States of AmericaHigh income

9/24/2020 UndeterminedFinancial Exploitive Exploitation of End HostsSam's ClubUSA USA United States of AmericaHigh income

9/24/2020 UndeterminedFinancial Disruptive Data AttackMr BricolageFRA FRA France High income

9/24/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerScouts VictoriaAUS AUS Australia High income

9/24/2020 GRU 85th Main Special Service Center (Unit 26165) (FANCYBEAR)UndeterminedExploitive Exploitation of Application Server,Exploitation of End HostsUnnamed US federal agencyUSA USA United States of AmericaHigh income

9/24/2020 UndeterminedUndeterminedDisruptive External Denial of ServiceOTP Bank HUN HUN Hungary High income

9/24/2020 UndeterminedUndeterminedDisruptive External Denial of ServiceMagyar TelekomHUN HUN Hungary High income

9/24/2020 GRU 85th Main Special Service Center (Unit 26165) (FANCYBEAR)Political-EspionageExploitive Exploitation of Application Server,Exploitation of End HostsUnnamed US federal agencyUSA USA United States of AmericaHigh income

9/23/2020 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerSandhills Medical FoundationUSA USA United States of AmericaHigh income

9/23/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerTrinity HealthUSA USA United States of AmericaHigh income

9/23/2020 WIZARD SPIDERFinancial Mixed Data Attack,Exploitation of Application ServerGolden Gate Regional Center (GGRC)USA USA United States of AmericaHigh income

9/23/2020 UndeterminedFinancial Disruptive Data AttackLake George Land ConservancyUSA USA United States of AmericaHigh income

9/23/2020 UndeterminedUndeterminedDisruptive Message ManipulationUkraine National PoliceUKR UKR Ukraine Lower middle income

9/23/2020 Egregor Financial Mixed Data Attack,Exploitation of Application ServerGEFCO LogisticsFRA FRA France High income

9/23/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerPeople of PraiseUSA USA United States of AmericaHigh income

9/23/2020 RansomExxFinancial Disruptive Data Attack,Internal Denial of ServiceTyler TechnologiesUSA USA United States of AmericaHigh income

9/22/2020 UndeterminedFinancial Exploitive Exploitation of End Hosts,Exploitation of Data in TransitThree unknown individuals in HungaryHUN HUN Hungary High income

9/22/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerStony Brook University HospitalUSA USA United States of AmericaHigh income

9/22/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerUS Financial Crimes Enforcement NetworkUSA USA United States of AmericaHigh income

9/22/2020 Two "rogue" Shopify employeesUndeterminedExploitive Exploitation of Application ServerShopify CAN CAN Canada High income

9/21/2020 Water RocFinancial Mixed Data Attack,Exploitation of Application ServerLuxottica ITA ITA Italy High income

9/21/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerNorthern Light Health A.R. Gould HospitalUSA USA United States of AmericaHigh income

9/21/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerVirgin Mobile KSASAU SAU Saudi ArabiaHigh income



9/21/2020 Former Montefiore Medical Center employeeUndeterminedExploitive Exploitation of Application ServerMontefiore Medical CenterUSA USA United States of AmericaHigh income

9/21/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerSt. Clair County, ALUSA USA United States of AmericaHigh income

9/21/2020 RansomExxFinancial Mixed Data Attack,Exploitation of Application ServerIPG PhotonicsUSA USA United States of AmericaHigh income

9/21/2020 Unnamed Australian contractorFinancial Disruptive Internal Denial of ServiceCommonwealth Scientific and Industrial Research OrganisationAUS AUS Australia High income

9/20/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerSaint Alphonsus HospitalUSA USA United States of AmericaHigh income

9/20/2020 UndeterminedFinancial Disruptive Data AttackeResearch TechnologyUSA USA United States of AmericaHigh income

9/20/2020 UndeterminedUndeterminedDisruptive Data AttackCache Creek Casino ResortUSA USA United States of AmericaHigh income

9/20/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerActivision USA USA United States of AmericaHigh income

9/19/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerLawrence General HospitalUSA USA United States of AmericaHigh income

9/19/2020 Former Geisinger Berwick employeeUndeterminedExploitive Exploitation of Application ServerGeisinger BerwickUSA USA United States of AmericaHigh income

9/19/2020 MAZE Financial Mixed Data Attack,Exploitation of Application ServerNational Highway Authority of IndiaIND IND India Lower middle income

9/19/2020 UndeterminedUndeterminedExploitive Exploitation of End HostsNational Informatics CentreIND IND India Lower middle income

9/19/2020 UndeterminedProtest Exploitive Exploitation of Application ServerBelarusian police officersBLR BLR Belarus Upper middle income

9/18/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerBall State UniversityUSA USA United States of AmericaHigh income

9/18/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerGillette Children's Specialty HealthcareUSA USA United States of AmericaHigh income

9/18/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerRegions HospitalUSA USA United States of AmericaHigh income

9/18/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerAllina HealthUSA USA United States of AmericaHigh income

9/18/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerChildren's MinnesotaUSA USA United States of AmericaHigh income

9/18/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerDental Care AllianceUSA USA United States of AmericaHigh income

9/18/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerKonikoff Dental AssociatesUSA USA United States of AmericaHigh income

9/18/2020 UndeterminedUndeterminedMixed Data Attack,Exploitation of End HostIndian Ministry of Electronics and Information TechnologyIND IND India Lower middle income

9/18/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerCity of CarmelUSA USA United States of AmericaHigh income

9/18/2020 13-year-old Benjamin Franklin Middle School studentUndeterminedDisruptive External Denial of ServiceValapraiso Community SchoolsUSA USA United States of AmericaHigh income

9/17/2020 WIZARD SPIDERFinancial Mixed Data Attack,Exploitation of Application ServerNew York Foundation for Senior Citizens?USA USA United States of AmericaHigh income

9/17/2020 UndeterminedFinancial Exploitive Exploitation of End HostsPXMart TWN TWN Taiwan (Province of China)High income

9/16/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerPepperstoneAUS AUS Australia High income

9/16/2020 UndeterminedFinancial Disruptive Data AttackJekyll Island AuthorityUSA USA United States of AmericaHigh income

9/16/2020 UndeterminedFinancial Disruptive Data AttackFloral Park-Bellerose School DistrictUSA USA United States of AmericaHigh income

9/15/2020 WIZARD SPIDERFinancial Mixed Data Attack,Exploitation of Application ServerHigginbotham Family DentalUSA USA United States of AmericaHigh income

9/15/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerLouisiana State University HealthUSA USA United States of AmericaHigh income

9/15/2020 UndeterminedUndeterminedDisruptive Data AttackSkidmore-Tynan Independent School DistrictUSA USA United States of AmericaHigh income

9/15/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerWest County School DistrictUSA USA United States of AmericaHigh income

9/15/2020 SunCrypt Financial Mixed Data Attack,Exploitation of Application ServerUniversity Hospital New JerseyUSA USA United States of AmericaHigh income

9/14/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerYaskawa Electric CorporationJPN JPN Japan High income

9/14/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerOverseas Express Shipping CompanyHRV HRV Croatia High income

9/14/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerSt. Bonaventure UniversityUSA USA United States of AmericaHigh income

9/14/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerChrist Hospital Health NetworkUSA USA United States of AmericaHigh income

9/14/2020 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerUS FertilityUSA USA United States of AmericaHigh income

9/14/2020 UndeterminedUndeterminedDisruptive Message ManipulationAtlanta federal district courtUSA USA United States of AmericaHigh income

9/14/2020 WIZARD SPIDERFinancial Mixed Exploitation of Application Server,External Denial of Service,Data AttackFourth District Court of LouisianaUSA USA United States of AmericaHigh income

9/14/2020 UndeterminedUndeterminedDisruptive External Denial of ServiceTutanota DEU DEU Germany High income

9/14/2020 UndeterminedFinancial Disruptive Data AttackGelderland security regionNLD NLD NetherlandsHigh income

9/14/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerUS Department of Veterans Affairs Financial Services CenterUSA USA United States of AmericaHigh income

9/14/2020 UndeterminedFinancial Disruptive Data AttackNewhall School DistrictUSA USA United States of AmericaHigh income

9/13/2020 MespinozaFinancial Mixed Data Attack,Exploitation of Application ServerAssured ImagingUSA USA United States of AmericaHigh income

9/13/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerBrooklyn Defender ServicesUSA USA United States of AmericaHigh income

9/13/2020 INDRIK SPIDERFinancial Mixed Data Attack,Exploitation of Application ServerGuilford Technical Community CollegeUSA USA United States of AmericaHigh income

9/12/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerRoper St. Francis HealthcareUSA USA United States of AmericaHigh income

9/12/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerAspenPointeUSA USA United States of AmericaHigh income

9/12/2020 MAZE Financial Exploitive Exploitation of Application ServerCU CollectionsUSA USA United States of AmericaHigh income

9/12/2020 REvil Financial Mixed Data Attack,Exploitation of Application ServerArtech Information SystemsUSA USA United States of AmericaHigh income

9/11/2020 Malsmoke Financial Exploitive Exploitation of End HostsxHamster 999 UndeterminedUndetermined#N/A

9/11/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerEnloe Medical CenterUSA USA United States of AmericaHigh income

9/11/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerNuvance HealthUSA USA United States of AmericaHigh income

9/11/2020 UndeterminedFinancial Disruptive Data AttackKarachi police officePAK PAK Pakistan Lower middle income



9/11/2020 UndeterminedUndeterminedDisruptive Message ManipulationChesterfield County Public SchoolsUSA USA United States of AmericaHigh income

9/11/2020 Jamie Stephanie GuilfordIndustrial-EspionageExploitive Exploitation of Application ServerSecure Data Technologies, Inc.USA USA United States of AmericaHigh income

9/11/2020 MAZE Financial Mixed Data Attack,Exploitation of Application ServerFairfax County Public SchoolsUSA USA United States of AmericaHigh income

9/11/2020 WIZARD SPIDERFinancial Mixed Data Attack,Exploitation of Application ServerMillstone Township School DistrictUSA USA United States of AmericaHigh income

9/10/2020 NetWalkerFinancial Mixed Data Attack,Exploitation of Application ServerEquinix USA USA United States of AmericaHigh income

9/10/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerNorthShore University HealthSystemUSA USA United States of AmericaHigh income

9/10/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerSCL HealthUSA USA United States of AmericaHigh income

9/10/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerCalifornia Employment Development DepartmentUSA USA United States of AmericaHigh income

9/10/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerETERBASESVK SVK Slovakia High income

9/10/2020 UndeterminedFinancial Disruptive Data AttackSegurCaixa AdeslasESP ESP Spain High income

9/10/2020 UndeterminedFinancial Disruptive Data AttackUniversity Clinic in D√É¬É√Ü¬í√É¬Ü'√É¬É√¢¬Ä¬†'√É¬É√Ü¬í'√É¬É√¢¬Ä¬†'√É¬É√Ü¬í√É¬Ü''√É¬É√Ü¬í'√É¬É'√É¬Ç√Ç¬ºsseldorfDEU DEU Germany High income

9/10/2020 UndeterminedPolitical-EspionageExploitive Exploitation of Application Server,Exploitation of End HostsSKDKnickerbockerUSA USA United States of AmericaHigh income

9/10/2020 UndeterminedFinancial Disruptive Data AttackSomerset Hills School DistrictUSA USA United States of AmericaHigh income

9/10/2020 GRU 85th Main Special Service Center (Unit 26165) (FANCYBEAR)Political-EspionageExploitive Exploitation of End HostsThe German Marshall Fund of the United StatesUSA USA United States of AmericaHigh income

9/9/2020 Nigerian IndividualsFinancial Exploitive Exploitation of Application ServerUnnamed Philippine bankPHL PHL PhilippinesLower middle income

9/9/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerGuthrie ClinicUSA USA United States of AmericaHigh income

9/9/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerInova Health SystemsUSA USA United States of AmericaHigh income

9/9/2020 UndeterminedUndeterminedDisruptive Message ManipulationToledo Public SchoolsUSA USA United States of AmericaHigh income

9/9/2020 UndeterminedUndeterminedDisruptive Message ManipulationChina's UK Ambassador Twitter account.CHN CHN China Upper middle income

9/9/2020 UndeterminedUndeterminedDisruptive Message ManipulationTrinity West Elementary SchoolUSA USA United States of AmericaHigh income

9/9/2020 UndeterminedFinancial Disruptive Data AttackFort Dodge Community School DistrictUSA USA United States of AmericaHigh income

9/9/2020 UndeterminedFinancial Disruptive Data AttackDevelopment Bank of SeychellesSYC SYC SeychellesHigh income

9/8/2020 NetWalkerFinancial Mixed Data Attack,Exploitation of Application ServerCollege of Nurses of OntarioCAN CAN Canada High income

9/8/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerNorthwestern Memorial HealthCareUSA USA United States of AmericaHigh income

9/8/2020 UndeterminedUndeterminedDisruptive External Denial of ServiceToledo Public SchoolsUSA USA United States of AmericaHigh income

9/8/2020 UndeterminedFinancial Disruptive Data AttackHartford, CTUSA USA United States of AmericaHigh income

9/8/2020 UndeterminedUndeterminedDisruptive External Denial of ServicePickens County School DistrictUSA USA United States of AmericaHigh income

9/8/2020 MAZE Financial Mixed Data Attack,Exploitation of Application ServerToledo Public SchoolsUSA USA United States of AmericaHigh income

9/8/2020 UndeterminedFinancial Exploitive Exploitation of Application ServersSan Juan Regional Medical CenterUSA USA United States of AmericaHigh income

9/7/2020 NetWalkerFinancial Mixed Exploitation of Application Server,External Denial of Service,Data AttackK-Electric PAK PAK Pakistan Lower middle income

9/5/2020 UndeterminedFinancial Exploitive Exploitation of Application Server,Exploitation of End HostsParisian court systemFRA FRA France High income

9/5/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerPerez Art Museum of Miami (PAMM)USA USA United States of AmericaHigh income

9/5/2020 WIZARD SPIDERFinancial Mixed Data Attack,Exploitation of Application ServerAdams County Memorial HospitalUSA USA United States of AmericaHigh income

9/5/2020 UndeterminedFinancial Disruptive Data AttackTower SemiconductorsISR ISR Israel High income

9/5/2020 REvil Financial Disruptive Data AttackBancoEstadoCHL CHL Chile High income

9/5/2020 UndeterminedUndeterminedDisruptive Data AttackSaraburi HospitalTHA THA Thailand Upper middle income

9/4/2020 NetWalkerFinancial Mixed Data Attack,Exploitation of Application ServerCygilant USA USA United States of AmericaHigh income

9/4/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerUniversity of MissouriUSA USA United States of AmericaHigh income

9/4/2020 UndeterminedFinancial Disruptive Data AttackUniversity Tor VergataITA ITA Italy High income

9/4/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerEssex Region Conservation Authority (ERCA)CAN CAN Canada High income

9/4/2020 UndeterminedFinancial Exploitive Exploitation of Data in TransitSteve FisherAUS AUS Australia High income

9/4/2020 INDRIK SPIDERFinancial Mixed Data Attack,Exploitation of Application ServerNewcastle UniversityGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

9/3/2020 NGB 3rd Technical Surveillance BureauUndeterminedDisruptive Message ManipulationCNN-News18IND IND India Lower middle income

9/3/2020 UndeterminedUndeterminedExploitive Exploitation of Network InfrastructurePlanned Parenthood of Metropolitan Washington, D.CUSA USA United States of AmericaHigh income

9/3/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerMaynooth UniversityIRL IRL Ireland High income

9/3/2020 UndeterminedFinancial Exploitive Exploitation of End HostsWarner Music GroupUSA USA United States of AmericaHigh income

9/3/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerOregon State UniversityUSA USA United States of AmericaHigh income

9/2/2020 John Wick (AKA Korean Hackers)Financial Disruptive Message ManipulationNarendra Modi Twitter accountIND IND India Lower middle income

9/2/2020 UndeterminedFinancial Exploitive Exploitation of Data in TransitPupBox USA USA United States of AmericaHigh income

9/2/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerStaples USA USA United States of AmericaHigh income

9/2/2020 Ibraheem Ahmed Al BayatiUndeterminedDisruptive Message ManipulationUniversity of HoustonUSA USA United States of AmericaHigh income

9/2/2020 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerTimberline Billing Services, Inc.USA USA United States of AmericaHigh income

9/2/2020 UndeterminedUndeterminedDisruptive External Denial of ServiceMeteorological Service of New Zealand (Metservice)NZL NZL New ZealandHigh income

9/2/2020 UndeterminedPolitical-EspionageExploitive Exploitation of End HostsBelarusian anti-government protestersBLR BLR Belarus Upper middle income

9/1/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerRoswell Park Alliance FoundationUSA USA United States of AmericaHigh income



9/1/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerCatholic HealthUSA USA United States of AmericaHigh income

9/1/2020 UndeterminedFinancial Disruptive Data AttackFour Winds HospitalUSA USA United States of AmericaHigh income

9/1/2020 UndeterminedFinancial Disruptive Data AttackBykea PAK PAK Pakistan Lower middle income

9/1/2020 UndeterminedFinancial Disruptive Data AttackMansfield City SchoolsUSA USA United States of AmericaHigh income

9/1/2020 UndeterminedPolitical-EspionageExploitive Exploitation of Application ServerGeorgian Ministry of HealthGEO GEO Georgia Upper middle income

9/1/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerSt. Louis County government websiteUSA USA United States of AmericaHigh income

9/1/2020 RansomExxFinancial Disruptive Data AttackSoftServe UKR UKR Ukraine Lower middle income

8/31/2020 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerNational Board of Certified CounselorsUSA USA United States of AmericaHigh income

8/31/2020 WIZARD SPIDERFinancial Mixed Data Attack,Exploitation of Application ServerGalstan & Ward Family and Cosmetic DentistryUSA USA United States of AmericaHigh income

8/31/2020 UndeterminedUndeterminedDisruptive Data AttackNorthumbria UniversityGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

8/31/2020 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerAnglicare SydneyAUS AUS Australia High income

8/31/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerMedisys Health GroupCAN CAN Canada High income

8/31/2020 GRU 85th Main Special Service Center (Unit 26165) (FANCYBEAR)UndeterminedExploitive Exploitation of Application ServerNorwegian ParliamentNOR NOR Norway High income

8/31/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerPULAU CorporationUSA USA United States of AmericaHigh income

8/31/2020 UndeterminedUndeterminedDisruptive External Denial of ServiceMiami-Dade County Public SchoolsUSA USA United States of AmericaHigh income

8/31/2020 UndeterminedFinancial Exploitive Exploitation of End HostsAmerican Payroll AssociationUSA USA United States of AmericaHigh income

8/30/2020 John Wick (AKA Korean Hackers)Financial Exploitive Exploitation of Application ServerPayTM GroupIND IND India Lower middle income

8/30/2020 REvil Financial Mixed Data Attack,Exploitation of Application ServerUndisclosed American video delivery solutions providerUSA USA United States of AmericaHigh income

8/30/2020 UndeterminedFinancial Exploitive Exploitation of End HostsUnknown Bitcoin user999 UndeterminedUndetermined#N/A

8/30/2020 Avaddon Financial Mixed Data Attack,Exploitation of Application ServerGreenville Technical CollegeUSA USA United States of AmericaHigh income

8/28/2020 UndeterminedFinancial Disruptive External Denial of ServiceTweak.nl NLD NLD NetherlandsHigh income

8/28/2020 UndeterminedFinancial Disruptive External Denial of ServiceSignet NLD NLD NetherlandsHigh income

8/28/2020 UndeterminedFinancial Disruptive External Denial of ServiceOnline.nl NLD NLD NetherlandsHigh income

8/28/2020 UndeterminedFinancial Disruptive External Denial of ServiceFreedomNetNLD NLD NetherlandsHigh income

8/28/2020 Egor Igorevich KriuchkovFinancial Mixed Exploitation of Application Server,External Denial of Service,Data AttackTesla's Nevada GigafactoryUSA USA United States of AmericaHigh income

8/28/2020 UndeterminedFinancial Disruptive External Denial of ServiceDelta NLD NLD NetherlandsHigh income

8/28/2020 UndeterminedFinancial Disruptive External Denial of ServiceCaiway NLD NLD NetherlandsHigh income

8/28/2020 UndeterminedUndeterminedDisruptive External Denial of ServiceSFR FRA FRA France High income

8/28/2020 UndeterminedUndeterminedDisruptive External Denial of ServiceK-net FRA FRA France High income

8/28/2020 UndeterminedUndeterminedDisruptive External Denial of ServiceFDN FRA FRA France High income

8/28/2020 UndeterminedUndeterminedDisruptive External Denial of ServiceBouygues TacomFRA FRA France High income

8/28/2020 UndeterminedUndeterminedDisruptive External Denial of ServiceEDP BEL BEL Belgium High income

8/28/2020 UndeterminedUndeterminedDisruptive Message ManipulationTirto.id IDN IDN Indonesia Upper middle income

8/28/2020 UndeterminedUndeterminedDisruptive Message ManipulationTempo.co IDN IDN Indonesia Upper middle income

8/28/2020 UndeterminedUndeterminedDisruptive Message ManipulationPandu RionoIDN IDN Indonesia Upper middle income

8/28/2020 UndeterminedUndeterminedExploitive Exploitation of End HostsClark County School DistrictUSA USA United States of AmericaHigh income

8/28/2020 UndeterminedFinancial Disruptive Data AttackSelma Unified School DistrictUSA USA United States of AmericaHigh income

8/28/2020 UndeterminedFinancial Exploitive Exploitation of Application Server,Exploitation of End HostsSendgrid USA USA United States of AmericaHigh income

8/28/2020 Sudhish Kasaba RameshUndeterminedDisruptive Data AttackCisco WebExUSA USA United States of AmericaHigh income

8/27/2020 NetWalkerFinancial Mixed Data Attack,Exploitation of Application ServerArgentina's official immigration agency, Direcci√É¬É√Ü¬í√É¬Ü'√É¬É√¢¬Ä¬†'√É¬É√Ü¬í'√É¬É√¢¬Ä¬†'√É¬É√Ü¬í√É¬Ü''√É¬É√Ü¬í'√É¬É'√É¬Ç√Ç¬≥n Nacional de MigracionesARG ARG Argentina Upper middle income

8/27/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerData#3 AUS AUS Australia High income

8/27/2020 UndeterminedUndeterminedExploitive Exploitation of End HostsNCR CorporationUSA USA United States of AmericaHigh income

8/27/2020 UndeterminedFinancial Disruptive External Denial of ServiceVenmo USA USA United States of AmericaHigh income

8/27/2020 UndeterminedFinancial Disruptive External Denial of ServiceBraintree USA USA United States of AmericaHigh income

8/27/2020 UndeterminedFinancial Disruptive External Denial of ServicePayPal USA USA United States of AmericaHigh income

8/27/2020 UndeterminedFinancial Disruptive External Denial of ServiceWordplay USA USA United States of AmericaHigh income

8/27/2020 UndeterminedFinancial Disruptive External Denial of ServiceYesBank IndiaIND IND India Lower middle income

8/27/2020 UndeterminedFinancial Disruptive External Denial of ServiceMoneyGramUSA USA United States of AmericaHigh income

8/27/2020 UndeterminedFinancial Disruptive Data AttackNorth Okanagan Pediatric ClinicUSA USA United States of AmericaHigh income

8/27/2020 REvil Financial Mixed Data Attack,Exploitation of Application ServerValley Health SystemsUSA USA United States of AmericaHigh income

8/27/2020 Democratic People's Republic of KoreaFinancial Exploitive Exploitation of Application ServerTwo unnamed cryptocurrency exchanges999 UndeterminedUndetermined#N/A

8/26/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerMetroHealth FoundationUSA USA United States of AmericaHigh income

8/26/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerMetroHealth FoundationUSA USA United States of AmericaHigh income

8/26/2020 15-year old Merseyside boyUndeterminedExploitive Exploitation of End HostsPayPal GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

8/26/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerNew South Wales driversAUS AUS Australia High income



8/26/2020 UndeterminedFinancial Exploitive Exploitation of End HostsAn unnamed company working with luxury real-estate developers999 UndeterminedUndetermined#N/A

8/26/2020 UndeterminedFinancial Disruptive External Denial of ServiceNew Zealand's stock exchangeNZL NZL New ZealandHigh income

8/25/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerTreasure Valley Community CollegeUSA USA United States of AmericaHigh income

8/25/2020 NGB 3rd Technical Surveillance BureauFinancial Exploitive Exploitation of Application Server,Exploitation of End HostsCryptocurrency exchange999 UndeterminedUndetermined#N/A

8/25/2020 DarkSide Financial Mixed Data Attack,Exploitation of Application ServerBrookfield ResidentialUSA USA United States of AmericaHigh income

8/24/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerHolden Forests and GardensUSA USA United States of AmericaHigh income

8/24/2020 UndeterminedFinancial Disruptive Data AttackPiedmont Community CollegeUSA USA United States of AmericaHigh income

8/24/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerHolden Forests and GardensUSA USA United States of AmericaHigh income

8/24/2020 UndeterminedUndeterminedDisruptive Message ManipulationLee County High SchoolUSA USA United States of AmericaHigh income

8/24/2020 UndeterminedUndeterminedDisruptive External Denial of ServiceRialto Unified School DistrictUSA USA United States of AmericaHigh income

8/24/2020 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerUniversity of UtahUSA USA United States of AmericaHigh income

8/24/2020 UndeterminedUndeterminedDisruptive External Denial of ServiceEmpire Market 999 UndeterminedUndetermined#N/A

8/24/2020 SunCrypt Financial Mixed Data Attack,Exploitation of Application ServerHaywood County SchoolsUSA USA United States of AmericaHigh income

8/23/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerMental Health PartnersUSA USA United States of AmericaHigh income

8/23/2020 UndeterminedFinancial Disruptive Data AttackGosnell School DistrictUSA USA United States of AmericaHigh income

8/22/2020 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerUndisclosed Japanese manufacturing companyJPN JPN Japan High income

8/22/2020 UndeterminedFinancial Disruptive Data AttackMithaas IND IND India Lower middle income

8/22/2020 UndeterminedUndeterminedDisruptive Message ManipulationCenter for Indonesia's Strategic Development Initiatives (CISDI)IDN IDN Indonesia Upper middle income

8/21/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerPlanned ParenthoodUSA USA United States of AmericaHigh income

8/21/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerFood Bank of Central & Eastern North CarolinaUSA USA United States of AmericaHigh income

8/21/2020 UndeterminedFinancial Disruptive Data AttackSverdlovsk Regional Clinical CenterRUS RUS Russian FederationUpper middle income

8/21/2020 UndeterminedUndeterminedDisruptive External Denial of ServiceMyerscough CollegeGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

8/21/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerPlanned ParenthoodUSA USA United States of AmericaHigh income

8/21/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerFood Bank of Central & Eastern North CarolinaUSA USA United States of AmericaHigh income

8/21/2020 MAZE Financial Mixed Data Attack,Exploitation of Application ServerHoa Sen GroupVNM VNM Viet Nam Lower middle income

8/21/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerFreepik ESP ESP Spain High income

8/20/2020 CCP UnmaskedUndeterminedExploitive Exploitation of Application ServerOneSight CHN CHN China Upper middle income

8/20/2020 CCP UnmaskedUndeterminedExploitive Exploitation of Application ServerYunrun Big Data ServiceCHN CHN China Upper middle income

8/20/2020 MAZE Financial Mixed Data Attack,Exploitation of Application ServerSK hynix KOR KOR Korea (the Republic of)High income

8/20/2020 CCP UnmaskedUndeterminedExploitive Exploitation of Application ServerKnowlesysCHN CHN China Upper middle income

8/20/2020 UndeterminedUndeterminedDisruptive Message ManipulationSoutheast Middle SchoolUSA USA United States of AmericaHigh income

8/20/2020 UndeterminedPersonal AttackExploitive Exploitation of End HostsOlympia ValanceAUS AUS Australia High income

8/20/2020 UndeterminedUndeterminedDisruptive Message ManipulationOberlin Magnet Middle SchoolUSA USA United States of AmericaHigh income

8/20/2020 UndeterminedUndeterminedDisruptive Message ManipulationMillbrook Magnet High SchoolUSA USA United States of AmericaHigh income

8/20/2020 UndeterminedFinancial Disruptive Data AttackSnapFulfil GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

8/20/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerInstacart USA USA United States of AmericaHigh income

8/19/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerThe Donkey SanctuaryGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

8/19/2020 MAZE Financial Disruptive Data AttackExpanscienceFRA FRA France High income

8/19/2020 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerGEO GroupUSA USA United States of AmericaHigh income

8/19/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerThe Donkey SanctuaryGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

8/19/2020 UndeterminedPolitical-EspionageExploitive Exploitation of Application ServerTaiwan Government MinistriesTWN TWN Taiwan (Province of China)High income

8/19/2020 UndeterminedFinancial Exploitive Exploitation of SensorsSantander USA USA United States of AmericaHigh income

8/19/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerExperian ZAF ZAF South AfricaUpper middle income

8/19/2020 UndeterminedFinancial Disruptive External Denial of Service,Data AttackCanpar ExpressCAN CAN Canada High income

8/18/2020 UndeterminedUndeterminedMixed Exploitation of Application Server,Message ManipulationCanva AUS AUS Australia High income

8/18/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerCleveland Museum of Natural HistoryUSA USA United States of AmericaHigh income

8/18/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerCleveland Museum of Natural HistoryUSA USA United States of AmericaHigh income

8/18/2020 UndeterminedFinancial Disruptive Data AttackPonca City Public SchoolsUSA USA United States of AmericaHigh income

8/18/2020 Former Rezzan G√É¬É√Ü¬í√É¬Ü'√É¬É√¢¬Ä¬†'√É¬É√Ü¬í'√É¬É√¢¬Ä¬†'√É¬É√Ü¬í√É¬Ü''√É¬É√Ü¬í'√É¬É'√É¬Ç√Ç¬ºnday (?im?ek Pharmacy) employeeUndeterminedExploitive Exploitation of Application ServerRezzan G√É¬É√Ü¬í√É¬Ü'√É¬É√¢¬Ä¬†'√É¬É√Ü¬í'√É¬É√¢¬Ä¬†'√É¬É√Ü¬í√É¬Ü''√É¬É√Ü¬í'√É¬É'√É¬Ç√Ç¬ºnday (?im?ek Pharmacy)TUR Turkey Turkey Upper middle income

8/17/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerEast Anglia's Children's Hospices (EACH)GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

8/17/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerEast Anglia's Children's Hospices (EACH)GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

8/17/2020 UndeterminedUndeterminedDisruptive Message ManipulationACT schoolsAUS AUS Australia High income

8/17/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerGCKey CAN CAN Canada High income

8/17/2020 UndeterminedUndeterminedDisruptive External Denial of ServiceBaugo Community SchoolsUSA USA United States of AmericaHigh income

8/17/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerUtah Gun ExchangeUSA USA United States of AmericaHigh income



8/17/2020 Renauld ClaytonFinancial Exploitive Exploitation of Application ServerTennessee State UnivesityUSA USA United States of AmericaHigh income

8/15/2020 UndeterminedUndeterminedDisruptive Message ManipulationRochester City School DistrictUSA USA United States of AmericaHigh income

8/15/2020 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerCarnival CorporationUSA USA United States of AmericaHigh income

8/15/2020 UndeterminedFinancial Disruptive Message ManipulationThe Ritz hotel in LondonGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

8/14/2020 UndeterminedUndeterminedDisruptive Message ManipulationOklahoma State Board of EducationUSA USA United States of AmericaHigh income

8/14/2020 REvil Financial Exploitive Exploitation of Application ServerBrown-Forman Corp.USA USA United States of AmericaHigh income

8/14/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerCanada Revenue AgencyCAN CAN Canada High income

8/14/2020 Fuhrpark Service transport fleetUndeterminedExploitive Exploitation of Application ServerFuhrparkService (BWFU) transport fleetDEU DEU Germany High income

8/14/2020 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerRocky Mount, NCUSA USA United States of AmericaHigh income

8/14/2020 UndeterminedFinancial Disruptive Data AttackR1 RCM USA USA United States of AmericaHigh income

8/13/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerHarvard UniversityUSA USA United States of AmericaHigh income

8/13/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerBletchley Park TrustGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

8/13/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerMomentum MetropolitanZAF ZAF South AfricaUpper middle income

8/13/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerHarvard UniversityUSA USA United States of AmericaHigh income

8/13/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerBletchley Park TrustGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

8/13/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerNykaa IND IND India Lower middle income

8/13/2020 UndeterminedUndeterminedMixed Message Manipulation,Exploitation of End HostsU.S. Financial Industry Regulatory Authority (FINRA) membersUSA USA United States of AmericaHigh income

8/12/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerAtrium HealthUSA USA United States of AmericaHigh income

8/12/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerPace Center for GirlsUSA USA United States of AmericaHigh income

8/12/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerLatin School of ChicagoUSA USA United States of AmericaHigh income

8/12/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerAtrium HealthUSA USA United States of AmericaHigh income

8/12/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerFlintshire CouncilGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

8/12/2020 UndeterminedFinancial Exploitive Exploitation of Application Server,Exploitation of End HostsNHS GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

8/12/2020 UndeterminedUndeterminedDisruptive Message ManipulationArcher High SchoolUSA USA United States of AmericaHigh income

8/12/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerPace Center for GirlsUSA USA United States of AmericaHigh income

8/12/2020 NGB 3rd Technical Surveillance BureauPolitical-EspionageExploitive Exploitation of Application Server,Exploitation of End HostsIsraeli defense industryISR ISR Israel High income

8/12/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerKariyer.netTUR Turkey Turkey Upper middle income

8/12/2020 UndeterminedUndeterminedDisruptive Data AttackRailYatri IND IND India Lower middle income

8/11/2020 UndeterminedFinancial Mixed Exploitation of Application Server,Exploitation of End Hosts,Internal Denial of ServiceThe Canadian Department of JusticeCAN CAN Canada High income

8/11/2020 UndeterminedUndeterminedDisruptive External Denial of ServiceLuminate Education Group (LEG)GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

8/11/2020 UndeterminedUndeterminedMixed Data Attack,Exploitation of Application ServerAdit USA USA United States of AmericaHigh income

8/10/2020 UndeterminedFinancial Mixed Exploitation of Application Server,Message ManipulationVirtu FinancialUSA USA United States of AmericaHigh income

8/10/2020 Water RocFinancial Mixed Data Attack,Exploitation of Application ServerSPIE GroupFRA FRA France High income

8/10/2020 NetWalkerFinancial Mixed Data Attack,Exploitation of Application ServerOlympia House RehabUSA USA United States of AmericaHigh income

8/10/2020 NetWalkerFinancial Mixed Data Attack,Exploitation of Application ServerThe Center for Fertility and GynecologyUSA USA United States of AmericaHigh income

8/10/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerBuffalo and Erie County Public LibraryUSA USA United States of AmericaHigh income

8/10/2020 Avaddon Financial Exploitive Exploitation of Application ServerUndisclosed construction company999 UndeterminedUndetermined#N/A

8/10/2020 Former Ashley County Medical Center employeeUndeterminedExploitive Exploitation of Application ServerAshley County Medical CenterUSA USA United States of AmericaHigh income

8/10/2020 MespinozaFinancial Mixed Data Attack,Exploitation of Application ServerPiedmont OrthopedicsUSA USA United States of AmericaHigh income

8/9/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerDefcon.orgUSA USA United States of AmericaHigh income

8/9/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerProctorU USA USA United States of AmericaHigh income

8/9/2020 INDRIK SPIDERFinancial Mixed Data Attack,Exploitation of Application ServerBoyce TechnologiesUSA USA United States of AmericaHigh income

8/8/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerSoutheastern Pennsylvania Transportation AuthorityUSA USA United States of AmericaHigh income

8/7/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerNational TrustGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

8/7/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerNational TrustGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

8/7/2020 UndeterminedUndeterminedDisruptive Message ManipulationReddit USA USA United States of AmericaHigh income

8/6/2020 NetWalkerFinancial Mixed Data Attack,Exploitation of Application ServerForsee PowerFRA FRA France High income

8/6/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerCuyahoga Community College FoundationUSA USA United States of AmericaHigh income

8/6/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerCuyahoga Community College FoundationUSA USA United States of AmericaHigh income

8/6/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerInteractive DataUSA USA United States of AmericaHigh income

8/6/2020 Trina Chu UndeterminedExploitive Exploitation of End HostsLousiana 2nd Circuit Court of AppealsUSA USA United States of AmericaHigh income

8/6/2020 MAZE Financial Mixed Exploitation of Application Server,External Denial of Service,Data AttackCanon JPN JPN Japan High income

8/6/2020 UndeterminedFinancial Exploitive Exploitation of End HostsTamara KaterCAN CAN Canada High income

8/6/2020 UndeterminedUndeterminedDisruptive External Denial of ServiceHudson Independent School DistrictUSA USA United States of AmericaHigh income

8/6/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerPulse SecureUSA USA United States of AmericaHigh income



8/6/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerIntel USA USA United States of AmericaHigh income

8/6/2020 UndeterminedUndeterminedDisruptive External Denial of ServiceCommunity School Corporation of Southern Hancock County districtUSA USA United States of AmericaHigh income

8/6/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerSANS USA USA United States of AmericaHigh income

8/6/2020 UndeterminedFinancial Disruptive Data AttackImperial Valley CollegeUSA USA United States of AmericaHigh income

8/6/2020 UndeterminedUndeterminedDisruptive Message ManipulationHillsborough County, FL criminal courtUSA USA United States of AmericaHigh income

8/6/2020 UndeterminedFinancial Exploitive Exploitation of End HostsAcademic HealthPlansUSA USA United States of AmericaHigh income

8/5/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerEinstein Healthcare NetworkUSA USA United States of AmericaHigh income

8/5/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerLuxottica ITA ITA Italy High income

8/5/2020 UndeterminedUndeterminedDisruptive Message ManipulationBexar CountyUSA USA United States of AmericaHigh income

8/5/2020 UndeterminedPolitical-EspionageExploitive Exploitation of Application ServerUK trade minister Liam FoxGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

8/5/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerMicard Co., LtdJPN JPN Japan High income

8/5/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerIsetan Mitsukoshi Co., LtdJPN JPN Japan High income

8/4/2020 UndeterminedFinancial Exploitive Exploitation of Application Server,Exploitation of End HostsJewish Federation of Greater WashingtonUSA USA United States of AmericaHigh income

8/4/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerUberEats USA USA United States of AmericaHigh income

8/4/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerBeaumont HealthUSA USA United States of AmericaHigh income

8/4/2020 MAZE Financial Mixed Data Attack,Exploitation of Application ServerUndeterminedUSA USA United States of AmericaHigh income

8/4/2020 MAZE Financial Mixed Data Attack,Exploitation of Application ServerLG KOR KOR Korea (the Republic of)High income

8/4/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerValley Regional HospitalCAN CAN Canada High income

8/4/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerAberdeen HospitalCAN CAN Canada High income

8/4/2020 UndeterminedFinancial Exploitive Exploitation of Application Server,Exploitation of End HostsThe Jewish Federation of Greater WashingtonUSA USA United States of AmericaHigh income

8/4/2020 UndeterminedFinancial Mixed Data AttackAlameda Health System (AHS)USA USA United States of AmericaHigh income

8/3/2020 UndeterminedFinancial Mixed Exploitation of Application Server,Message ManipulationTacoma Public SchoolsUSA USA United States of AmericaHigh income

8/3/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerKent State UniversityUSA USA United States of AmericaHigh income

8/3/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerKent State UniversityUSA USA United States of AmericaHigh income

8/3/2020 MAZE Financial Exploitive Exploitation of Application ServerRegis AUS AUS Australia High income

8/3/2020 MAZE Financial Mixed Data Attack,Exploitation of Application ServerUnited Memorial Medical CenterUSA USA United States of AmericaHigh income

8/2/2020 Indian hackersUndeterminedDisruptive Message ManipulationDawn News ChannelPAK PAK Pakistan Lower middle income

8/2/2020 UndeterminedUndeterminedDisruptive External Denial of ServiceTelstra AUS AUS Australia High income

8/2/2020 MAZE Financial Mixed Data Attack,Exploitation of Application ServerVentura OrthopedicsUSA USA United States of AmericaHigh income

8/1/2020 MAZE Financial Mixed Data Attack,Exploitation of Application ServerUndisclosed Vietnamese IT corporationVNM VNM Viet Nam Lower middle income

8/1/2020 MespinozaFinancial Mixed Data Attack,Exploitation of Application ServerSheldon Independent School DistrictUSA USA United States of AmericaHigh income

7/31/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerElkins Rehabilitation & Care CenterUSA USA United States of AmericaHigh income

7/31/2020 UndeterminedFinancial Exploitive Exploitation of Application Server2gether ESP ESP Spain High income

7/30/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerNew London HospitalUSA USA United States of AmericaHigh income

7/30/2020 UndeterminedIndustrial-EspionageExploitive Exploitation of Application ServerModerna USA USA United States of AmericaHigh income

7/30/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerRecover Our YouthUSA USA United States of AmericaHigh income

7/30/2020 ShinyHuntersFinancial Exploitive Exploitation of Application ServerScentbird USA USA United States of AmericaHigh income

7/30/2020 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerBritish Dental AssociationUSA USA United States of AmericaHigh income

7/30/2020 RansomExxFinancial Disruptive Data AttackKonica MinoltaJPN JPN Japan High income

7/30/2020 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerFamily Medical Center of MichiganUSA USA United States of AmericaHigh income

7/29/2020 UndeterminedUndeterminedDisruptive Message ManipulationCamino Real Middle SchoolUSA USA United States of AmericaHigh income

7/29/2020 UndeterminedFinancial Disruptive Data AttackAthens Independent Sschool DistrictUSA USA United States of AmericaHigh income

7/29/2020 UndeterminedUndeterminedDisruptive Message ManipulationEuropean Bank for Reconstruction and Development (EBRD) Twitter accountGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

7/29/2020 UndeterminedPolitical-EspionageExploitive Exploitation of Application Server,Exploitation of End HostsVatican and the Holy See's Study Mission to China'999 UndeterminedUndetermined#N/A

7/29/2020 ShinyHuntersFinancial Exploitive Exploitation of Application ServerHavenly USA USA United States of AmericaHigh income

7/29/2020 UndeterminedUndeterminedDisruptive External Denial of Service,Data AttackSamaritan Medical CenterUSA USA United States of AmericaHigh income

7/28/2020 UndeterminedFinancial Mixed Exploitation of Application Server,Message ManipulationThe Bank of IrelandIRL IRL Ireland High income

7/28/2020 Water RocFinancial Mixed Data Attack,Exploitation of Application ServerDresdner Khlanlagenbau GmbH (DKA)DEU DEU Germany High income

7/28/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerProvidence Children's MuseumUSA USA United States of AmericaHigh income

7/28/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerRhode Island College FoundationUSA USA United States of AmericaHigh income

7/28/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerMattapan Community Health Center (MCHC)USA USA United States of AmericaHigh income

7/28/2020 UndeterminedFinancial Disruptive Data AttackMattel USA USA United States of AmericaHigh income

7/28/2020 UndeterminedUndeterminedExploitive Exploitation of Application Server,Exploitation of End HostsCentury Specialty Script, LLCUSA USA United States of AmericaHigh income

7/28/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerLegacy Community HealthUSA USA United States of AmericaHigh income

7/28/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerProvidence Children's MuseumUSA USA United States of AmericaHigh income



7/28/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerRhode Island College FoundationUSA USA United States of AmericaHigh income

7/28/2020 UndeterminedUndeterminedDisruptive Message ManipulationNew York state's Metropolitan Transport AuthorityUSA USA United States of AmericaHigh income

7/28/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServeriVoy MEX MEX Mexico Upper middle income

7/28/2020 RedDelta Political-EspionageExploitive Exploitation of Application Server,Exploitation of End HostsCatholic Diocese of Hong KongCHN CHN China Upper middle income

7/28/2020 RedDelta Political-EspionageExploitive Exploitation of Application Server,Exploitation of End HostsPontifical Institute for Foreign Missions (PIME)ITA ITA Italy High income

7/28/2020 RedDelta Political-EspionageExploitive Exploitation of Application Server,Exploitation of End HostsHong Kong Study Mission to ChinaCHN CHN China Upper middle income

7/27/2020 ShinyHuntersFinancial Exploitive Exploitation of Application ServerDrizly ITA ITA Italy High income

7/27/2020 ShinyHuntersUndeterminedExploitive Exploitation of Application ServerPromo.comUSA USA United States of AmericaHigh income

7/27/2020 UndeterminedFinancial Disruptive External Denial of Service,Data AttackThe city of Lafayette, COUSA USA United States of AmericaHigh income

7/26/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerFlood.io AUS AUS Australia High income

7/26/2020 ShinyHuntersUndeterminedExploitive Exploitation of Application ServerDave.com USA USA United States of AmericaHigh income

7/26/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerWaydev USA USA United States of AmericaHigh income

7/25/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerBeaumont HealthUSA USA United States of AmericaHigh income

7/25/2020 Ragnar LockerFinancial Mixed Data Attack,Exploitation of Application ServerCarlson Wagonlit Travel (CWT)USA USA United States of AmericaHigh income

7/24/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerAberystwyth UniversityGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

7/24/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerSheldon Independent School DistrictUSA USA United States of AmericaHigh income

7/24/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerAberystwyth UniversityGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

7/24/2020 UndeterminedSabotage Disruptive Message ManipulationEmotet botnet 999 UndeterminedUndetermined#N/A

7/23/2020 UndeterminedUndeterminedDisruptive Message ManipulationSylva, NC USA USA United States of AmericaHigh income

7/23/2020 INDRIK SPIDERFinancial Disruptive Data AttackGarmin USA USA United States of AmericaHigh income

7/23/2020 UndeterminedFinancial Exploitive Exploitation of Application Server,Exploitation of End HostsInstacart USA USA United States of AmericaHigh income

7/23/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerCouchSurfingUSA USA United States of AmericaHigh income

7/23/2020 REvil Financial Mixed Data Attack,Exploitation of Application ServerAdministrador de Infraestructuras Ferroviarias (ADIF)ESP ESP Spain High income

7/22/2020 UndeterminedUndeterminedDisruptive External Denial of Service,Data AttackSUNY Erie Community CollegeUSA USA United States of AmericaHigh income

7/22/2020 APT34 Political-EspionageExploitive Exploitation of End HostsA telecom company in the Middle East999 UndeterminedUndetermined#N/A

7/22/2020 UndeterminedFinancial Exploitive Exploitation of End HostsTwilio USA USA United States of AmericaHigh income

7/21/2020 UndeterminedFinancial Mixed Exploitation of Application Server,Message ManipulationCoinbase USA USA United States of AmericaHigh income

7/21/2020 UndeterminedUndeterminedMixed Data Attack,Exploitation of Application ServerUFO VPN CHN CHN China Upper middle income

7/21/2020 UndeterminedUndeterminedExploitive Exploitation of End HostsMyHeritageISR ISR Israel High income

7/21/2020 UndeterminedFinancial Exploitive Exploitation of Application Server,Exploitation of End HostsPepperstoneAUS AUS Australia High income

7/21/2020 INDRIK SPIDERFinancial Mixed Data Attack,Exploitation of Application ServerAmphastar PharmaceuticalsUSA USA United States of AmericaHigh income

7/21/2020 Sawfish Financial Exploitive Exploitation of End HostsDeepSourceUSA USA United States of AmericaHigh income

7/20/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerUniversity of Utah HealthUSA USA United States of AmericaHigh income

7/20/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerLiveAuctioneersUSA USA United States of AmericaHigh income

7/19/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerGEDMatchUSA USA United States of AmericaHigh income

7/18/2020 REvil Financial Disruptive External Denial of Service,Data AttackTelecom ArgentinaARG ARG Argentina Upper middle income

7/17/2020 UndeterminedFinancial Exploitive Exploitation of End HostsLa Casa de SaludUSA USA United States of AmericaHigh income

7/17/2020 NetWalkerFinancial Mixed Data Attack,Exploitation of Application ServerLorien Health ServicesUSA USA United States of AmericaHigh income

7/17/2020 UndeterminedFinancial Exploitive Exploitation of End HostsJM Bullion USA USA United States of AmericaHigh income

7/17/2020 UndeterminedFinancial Disruptive Data AttackSomerset Berkley Regional High SchoolUSA USA United States of AmericaHigh income

7/17/2020 UndeterminedUndeterminedDisruptive Physical AttackWater pumps in the province of Mateh YehudaISR ISR Israel High income

7/17/2020 UndeterminedUndeterminedDisruptive Physical AttackAgricultural water pumps in upper GalileeISR ISR Israel High income

7/16/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerSheffield Hallam UniversityGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

7/16/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerUniversity of North Carolina SystemUSA USA United States of AmericaHigh income

7/16/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerSheffield Hallam UniversityGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

7/16/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerUniversity of North Carolina SystemUSA USA United States of AmericaHigh income

7/15/2020 Graham Ivan ClarkFinancial Mixed Exploitation of Application Server,Message ManipulationTwitter USA USA United States of AmericaHigh income

7/15/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerArbiterSportsUSA USA United States of AmericaHigh income

7/15/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerGravitas NZL NZL New ZealandHigh income

7/15/2020 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerBlackbaud USA USA United States of AmericaHigh income

7/15/2020 Ghost SquadUndeterminedDisruptive Message ManipulationEuropean Space AgencyFRA FRA France High income

7/15/2020 Ministry of State Security's (MSS) (MUSTANG PANDA)Political-EspionageExploitive Exploitation of End HostsHong Kong Catholic ChurchCHN CHN China Upper middle income

7/15/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerCitrix third-partyUSA USA United States of AmericaHigh income

7/14/2020 JamescarterFinancial Exploitive Exploitation of Application ServerUK ticketing providerGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

7/14/2020 LulzSecITAUndeterminedExploitive Exploitation of Application ServerMilan Malpensa AirportITA ITA Italy High income



7/14/2020 UndeterminedPolitical-EspionageExploitive Exploitation of End HostsRoger TorrentESP ESP Spain High income

7/14/2020 LulzSecITAUndeterminedExploitive Exploitation of Application ServerMilan Linate AirportITA ITA Italy High income

7/14/2020 MAZE Financial Mixed Data Attack,Exploitation of Application ServerCollabera USA USA United States of AmericaHigh income

7/14/2020 ShinyHuntersFinancial Exploitive Exploitation of Application ServerWattpad CAN CAN Canada High income

7/13/2020 UndeterminedFinancial Exploitive Exploitation of SensorsArgenta BEL BEL Belgium High income

7/13/2020 NightLion Financial Exploitive Exploitation of Application ServerDataViper USA USA United States of AmericaHigh income

7/12/2020 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerHaldiram's SnacksIND IND India Lower middle income

7/11/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerDunzo IND IND India Lower middle income

7/11/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerCashaa GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

7/10/2020 MagadimarusFinancial Exploitive Exploitation of Application ServerLiveAuctioneersUSA USA United States of AmericaHigh income

7/10/2020 NetWalkerFinancial Mixed Data Attack,Exploitation of Application ServerAlfanar SAU SAU Saudi ArabiaHigh income

7/10/2020 UndeterminedFinancial Disruptive Data AttackVancouver Coastal HealthCAN CAN Canada High income

7/10/2020 UndeterminedPersonal AttackDisruptive Message ManipulationTemple SinaiUSA USA United States of AmericaHigh income

7/10/2020 LulzSecITAUndeterminedDisruptive Data AttackEnte Nazionale Aviazione Civile (Italian Agency for the Civil Aviation)ITA ITA Italy High income

7/9/2020 UndeterminedUndeterminedExploitive Exploitation of End HostsAdministrative AdvantageUSA USA United States of AmericaHigh income

7/9/2020 UndeterminedUndeterminedDisruptive External Denial of ServiceCloudflare USA USA United States of AmericaHigh income

7/9/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerReligare Health InsuranceIND IND India Lower middle income

7/8/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerZello USA USA United States of AmericaHigh income

7/8/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerRoper St. Francis HospitalUSA USA United States of AmericaHigh income

7/8/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerImpact GuruIND IND India Lower middle income

7/7/2020 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerVOXX InternationalUSA USA United States of AmericaHigh income

7/7/2020 UndeterminedUndeterminedDisruptive Data AttackChilton CountyUSA USA United States of AmericaHigh income

7/6/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerCenter for Alternative Sentencing and Employment ServicesUSA USA United States of AmericaHigh income

7/6/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerBcycle USA USA United States of AmericaHigh income

7/6/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerHapvida BRA BRA Brazil Upper middle income

7/6/2020 UndeterminedFinancial Exploitive Exploitation of End HostsBank users in PortugalPRT PRT Portugal High income

7/6/2020 Sheriff Financial Exploitive Exploitation of Application ServereToro ISR ISR Israel High income

7/5/2020 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerDr. Atadan Egemen KoyuncuTUR Turkey Turkey Upper middle income

7/5/2020 UndeterminedUndeterminedDisruptive Data AttackXchangingUSA USA United States of AmericaHigh income

7/4/2020 Water RocFinancial Mixed Data Attack,Exploitation of Application ServerOrange FRA FRA France High income

7/4/2020 REvil Financial Mixed Data Attack,Exploitation of Application ServerSheriff's Office for Cooke County, TexasUSA USA United States of AmericaHigh income

7/3/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerPEI-Genesis, Inc.USA USA United States of AmericaHigh income

7/3/2020 UndeterminedUndeterminedDisruptive Data AttackChief Warrant Officer Robert Osside InstituteCAN CAN Canada High income

7/3/2020 UndeterminedUndeterminedDisruptive Data AttackCanadian Forces CollegeCAN CAN Canada High income

7/3/2020 UndeterminedUndeterminedDisruptive Data AttackRMC Saint-Jean in QuebecCAN CAN Canada High income

7/3/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerTechnology Management Resources, Inc. (TMR)USA USA United States of AmericaHigh income

7/3/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerMyGov accountsAUS AUS Australia High income

7/3/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerSwvl EGY EGY Egypt Lower middle income

7/3/2020 UndeterminedUndeterminedDisruptive Data AttackRoyal Military College of CanadaCAN CAN Canada High income

7/2/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerWayne County School DistrictUSA USA United States of AmericaHigh income

7/2/2020 Homeland CheetahsSabotage Disruptive Physical AttackNatanz nuclear facilityIRN IRN Iran (Islamic Republic of)Lower middle income

7/2/2020 UndeterminedFinancial Disruptive Data AttackCNY WorksUSA USA United States of AmericaHigh income

7/2/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerHeartland Farm MutualCAN CAN Canada High income

7/2/2020 UndeterminedFinancial Disruptive Message ManipulationRussia's Ministry of Foreign AffairsRUS RUS Russian FederationUpper middle income

7/1/2020 Christopher DobbinsSabotage Disruptive Data AttackStradis HealthcareUSA USA United States of AmericaHigh income

7/1/2020 NetWalkerFinancial Mixed Exploitation of Application Server,External Denial of Service,Data AttackTrinity MetroUSA USA United States of AmericaHigh income

7/1/2020 UndeterminedFinancial Disruptive Data Attack,Physical Attack,Internal Denial of ServiceUnnamed English football clubGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

7/1/2020 UndeterminedPolitical-EspionageExploitive Exploitation of End HostsUyghur ethnic minorityCHN CHN China Upper middle income

6/30/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerUtah PathologyUSA USA United States of AmericaHigh income

6/30/2020 UndeterminedUndeterminedDisruptive Message ManipulationRoblox USA USA United States of AmericaHigh income

6/29/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerNew Mexico State University FoundationUSA USA United States of AmericaHigh income

6/29/2020 UndeterminedFinancial Disruptive Data AttackCity of DuncannonUSA USA United States of AmericaHigh income

6/29/2020 UndeterminedFinancial Disruptive Data AttackCity of DuncannonUSA USA United States of AmericaHigh income

6/28/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerNational Highway Authority of India (NHAI)IND IND India Lower middle income

6/28/2020 UndeterminedUndeterminedDisruptive External Denial of ServiceIsrael Philharmonic OrchestraISR ISR Israel High income



6/27/2020 Kerala Cyber HackersProtest Exploitive Exploitation of Application ServerDelhi State Health Mission websiteIND IND India Lower middle income

6/27/2020 Kerala Cyber HackersProtest Exploitive Exploitation of Application ServerDelhi State Health Mission websiteIND IND India Lower middle income

6/26/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerE27 SGP SGP Singapore High income

6/26/2020 UndeterminedFinancial Exploitive Exploitation of End HostsEight cities across three states in the United StatesUSA USA United States of AmericaHigh income

6/26/2020 UndeterminedUndeterminedUndeterminedUndeterminedFrance TvisionsFRA FRA France High income

6/26/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerE27 SGP SGP Singapore High income

6/26/2020 Anonymous (Brazil)UndeterminedExploitive Exploitation of Application ServerBrazilian government officials including president Jair BolsonaroBRA BRA Brazil Upper middle income

6/26/2020 Osiris banking TrojanFinancial Disruptive Data AttackBenefit Recovery SpecialistsUSA USA United States of AmericaHigh income

6/25/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerSouth Country Health AllianceUSA USA United States of AmericaHigh income

6/25/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerLedger FRA FRA France High income

6/25/2020 MAZE Financial Mixed Data Attack,Exploitation of Application ServerXerox CorporationUSA USA United States of AmericaHigh income

6/25/2020 MAZE Financial Mixed Data Attack,Exploitation of Application ServerLG Electronics 999 UndeterminedUndetermined#N/A

6/24/2020 UndeterminedFinancial Mixed Exploitation of Application Server,Internal Denial of ServiceMercy Iowa CityUSA USA United States of AmericaHigh income

6/24/2020 Kelvin SecurityFinancial Exploitive Exploitation of Application ServerFrost & SullivanUSA USA United States of AmericaHigh income

6/24/2020 Kelvin SecurityFinancial Exploitive Exploitation of Application ServerFrost & SullivanUSA USA United States of AmericaHigh income

6/24/2020 UndeterminedFinancial Disruptive Data AttackAndroid users in CanadaCAN CAN Canada High income

6/24/2020 UndeterminedFinancial Disruptive Data AttackAndroid users in CanadaCAN CAN Canada High income

6/23/2020 UndeterminedUndeterminedExploitive Exploitation of Application Server,Exploitation of End HostsTax Collector's Office for Polk CountyUSA USA United States of AmericaHigh income

6/23/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerChoice Health Management ServicesUSA USA United States of AmericaHigh income

6/22/2020 Shandra GillesUndeterminedMixed Exploitation of Application Server,Internal Denial of ServiceCoastal Preparatory AcademyUSA USA United States of AmericaHigh income

6/22/2020 TA505 Financial Mixed Data Attack,Exploitation of Application ServerIndiabulls GroupIND IND India Lower middle income

6/22/2020 UndeterminedUndeterminedDisruptive Message ManipulationIowa State UniversityUSA USA United States of AmericaHigh income

6/22/2020 United KingdomSabotage Exploitive Exploitation of End HostsEncrochat 999 UndeterminedUndetermined#N/A

6/22/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerStalker Online 999 UndeterminedUndetermined#N/A

6/22/2020 TA505 Financial Mixed Data Attack,Exploitation of Application ServerIndiabulls GroupIND IND India Lower middle income

6/21/2020 UndeterminedUndeterminedDisruptive External Denial of ServiceUndisclosed bank in Europe999 UndeterminedUndetermined#N/A

6/21/2020 UndeterminedUndeterminedDisruptive Message ManipulationUniversity of California, DavisUSA USA United States of AmericaHigh income

6/20/2020 UndeterminedFinancial Disruptive Data AttackTallapoosa County Probate OfficeUSA USA United States of AmericaHigh income

6/19/2020 NetWalkerFinancial Mixed Data Attack,Exploitation of Application ServerCrozer-Keystone Health SystemUSA USA United States of AmericaHigh income

6/19/2020 AnonymousProtest Exploitive Exploitation of Application ServerUS Police USA USA United States of AmericaHigh income

6/19/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerFlorida Orthopedic InstituteUSA USA United States of AmericaHigh income

6/19/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerMid-Michigan CollegeUSA USA United States of AmericaHigh income

6/19/2020 UndeterminedUndeterminedDisruptive Message ManipulationBlaze Angel Roberts Instagram accountAUS AUS Australia High income

6/19/2020 AnonymousProtest Exploitive Exploitation of Application ServerUS Police USA USA United States of AmericaHigh income

6/18/2020 UndeterminedUndeterminedMixed Data Attack,Exploitation of Application ServerClub Fitness Holdings, Inc.USA USA United States of AmericaHigh income

6/18/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerBank of America customersUSA USA United States of AmericaHigh income

6/18/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerWells Fargo customersUSA USA United States of AmericaHigh income

6/18/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerRBX.Place 999 UndeterminedUndetermined#N/A

6/18/2020 UndeterminedUndeterminedDisruptive Data AttackLion AUS AUS Australia High income

6/18/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerBank of America customersUSA USA United States of AmericaHigh income

6/18/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerWells Fargo customersUSA USA United States of AmericaHigh income

6/17/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerMEDNAX Services, Inc.USA USA United States of AmericaHigh income

6/17/2020 REvil Financial Disruptive External Denial of Service,Data AttackLight S.A. BRA BRA Brazil Upper middle income

6/17/2020 Pinoy GrayhatsUndeterminedExploitive Exploitation of Application ServerFar Eastern University (FEU)PHL PHL PhilippinesLower middle income

6/17/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerCebu Normal University (CNU)PHL PHL PhilippinesLower middle income

6/17/2020 UndeterminedUndeterminedDisruptive Message ManipulationCity of LexingtonUSA USA United States of AmericaHigh income

6/17/2020 UndeterminedUndeterminedDisruptive External Denial of ServiceUnnamed web host999 UndeterminedUndetermined#N/A

6/17/2020 REvil Financial Disruptive External Denial of Service,Data AttackLight S.A. BRA BRA Brazil Upper middle income

6/16/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerOswego HealthUSA USA United States of AmericaHigh income

6/16/2020 UndeterminedSabotage Disruptive External Denial of ServiceIndia IND IND India Lower middle income

6/15/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerPostbank ZAF ZAF South AfricaUpper middle income

6/15/2020 UndeterminedFinancial Exploitive Exploitation of End HostsIntersport CHE CHE SwitzerlandHigh income

6/15/2020 UndeterminedFinancial Exploitive Exploitation of End HostsClaire's USA USA United States of AmericaHigh income

6/15/2020 UndeterminedFinancial Disruptive Data AttackGeox ITA ITA Italy High income

6/15/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerFoodora DEU DEU Germany High income



6/15/2020 MAZE Financial Mixed Data Attack,Exploitation of Application ServerMaxLinear USA USA United States of AmericaHigh income

6/14/2020 Anonymous (USA)Protest Disruptive External Denial of ServiceAtlanta Police DepartmentUSA USA United States of AmericaHigh income

6/14/2020 UndeterminedFinancial Disruptive Data AttackSapiens InternationalISR ISR Israel High income

6/14/2020 MAZE Financial Mixed Data Attack,Exploitation of Application ServerThreadstone Advisors LLPUSA USA United States of AmericaHigh income

6/14/2020 UndeterminedFinancial Disruptive Data AttackSapiens InternationalISR ISR Israel High income

6/14/2020 MAZE Financial Mixed Data Attack,Exploitation of Application ServerThreadstone Advisors LLPUSA USA United States of AmericaHigh income

6/13/2020 UndeterminedFinancial Disruptive Data AttackRangely District Hospital (RDH)USA USA United States of AmericaHigh income

6/12/2020 UndeterminedUndeterminedMixed Exploitation of Application Server,Internal Denial of ServiceNHS GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

6/12/2020 m1x Financial Exploitive Exploitation of Application Serverpuebla.gob.mxMEX MEX Mexico Upper middle income

6/12/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerPivot Technology SolutionsCAN CAN Canada High income

6/12/2020 UndeterminedUndeterminedExploitive Exploitation of Application Serverwww.indianblooddonors.comIND IND India Lower middle income

6/12/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerCano HealthUSA USA United States of AmericaHigh income

6/12/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerUniversity of Missouri Health Care (MU Health Care)USA USA United States of AmericaHigh income

6/12/2020 UndeterminedUndeterminedExploitive Exploitation of Application Serverwww.indianblooddonors.comIND IND India Lower middle income

6/12/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerCano HealthUSA USA United States of AmericaHigh income

6/12/2020 UndeterminedFinancial Disruptive Data AttackElectronic Waveform Lab, Inc.USA USA United States of AmericaHigh income

6/11/2020 UndeterminedFinancial Disruptive Data AttackCity of KnoxvilleUSA USA United States of AmericaHigh income

6/11/2020 UndeterminedUndeterminedDisruptive Message ManipulationUniversity of the Philippines VisayasPHL PHL PhilippinesLower middle income

6/11/2020 REvil Financial Mixed Data Attack,Exploitation of Application ServerIn Sport AUS AUS Australia High income

6/11/2020 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServereHealth SaskatchewanCAN CAN Canada High income

6/11/2020 UndeterminedPersonal AttackDisruptive Message ManipulationInfinity Diagnostics CenterUSA USA United States of AmericaHigh income

6/11/2020 UndeterminedUndeterminedExploitive Exploitation of End HostsA1 TelekomAUT AUT Austria High income

6/11/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerTAIT TowersUSA USA United States of AmericaHigh income

6/11/2020 UndeterminedFinancial Disruptive Data AttackCity of KnoxvilleUSA USA United States of AmericaHigh income

6/10/2020 APT27 (Iron Panda)UndeterminedExploitive Exploitation of End HostsGovernment and military entities in VietnamVNM VNM Viet Nam Lower middle income

6/10/2020 UndeterminedFinancial Disruptive Data AttackCity of KeizerUSA USA United States of AmericaHigh income

6/10/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerMicrosoft USA USA United States of AmericaHigh income

6/9/2020 UndeterminedUndeterminedDisruptive Data AttackSouth Africa's Life HealthcareZAF ZAF South AfricaUpper middle income

6/9/2020 UndeterminedUndeterminedExploitive Exploitation of Data in TransitSlovak governmentSVK SVK Slovakia High income

6/9/2020 R3dr0x UndeterminedExploitive Exploitation of Application ServerBharat Earth Movers Limited (BEML)IND IND India Lower middle income

6/9/2020 UndeterminedFinancial Disruptive Data AttackLion AUS AUS Australia High income

6/8/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerPremier Health PartnersUSA USA United States of AmericaHigh income

6/8/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerPreen.Me ISR ISR Israel High income

6/8/2020 UndeterminedFinancial Exploitive Exploitation of End HostsGreenworksUSA USA United States of AmericaHigh income

6/8/2020 INDRIK SPIDERUndeterminedDisruptive Data AttackAvon GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

6/8/2020 EKANS (SNAKE)UndeterminedDisruptive Data AttackHonda JPN JPN Japan High income

6/7/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerHockley Medical PracticeGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

6/7/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerUniversity of the Philippines CebuPHL PHL PhilippinesLower middle income

6/7/2020 EKANS (SNAKE)UndeterminedDisruptive Data AttackEnel GroupITA ITA Italy High income

6/5/2020 John Wick (AKA Korean Hackers)Financial Exploitive Exploitation of Application ServerZEE5 IND IND India Lower middle income

6/5/2020 UndeterminedFinancial Disruptive Data AttackCity of FlorenceUSA USA United States of AmericaHigh income

6/5/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerUniversity of UtahUSA USA United States of AmericaHigh income

6/5/2020 MAZE Financial Exploitive Exploitation of Application ServerST EngineeringSGP SGP Singapore High income

6/5/2020 UndeterminedFinancial Disruptive Data AttackCity of FlorenceUSA USA United States of AmericaHigh income

6/5/2020 UndeterminedFinancial Exploitive Exploitation of End HostsFitness DepotCAN CAN Canada High income

6/4/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerSan Beda University (SBU)PHL PHL PhilippinesLower middle income

6/4/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerChartered Professional Accountants of Canada (CPA)CAN CAN Canada High income

6/3/2020 NetWalkerFinancial Mixed Data Attack,Exploitation of Application ServerColumbia College of ChicagoUSA USA United States of AmericaHigh income

6/3/2020 NetWalkerFinancial Mixed Data Attack,Exploitation of Application ServerUniversity of California San Francisco (UCSF)USA USA United States of AmericaHigh income

6/3/2020 NetWalkerFinancial Mixed Data Attack,Exploitation of Application ServerColumbia College of ChicagoUSA USA United States of AmericaHigh income

6/3/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerDuluth School DistrictUSA USA United States of AmericaHigh income

6/3/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerViva Republica Inc.999 UndeterminedUndetermined#N/A

6/3/2020 MAZE Financial Mixed Data Attack,Exploitation of Application ServerWestech InternationalUSA USA United States of AmericaHigh income

6/3/2020 INDRIK SPIDERFinancial Mixed Data Attack,Exploitation of Application ServerDigital Management Inc. (DMI)USA USA United States of AmericaHigh income

6/3/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerSan Francisco Employees' Retirement System (SFERS)USA USA United States of AmericaHigh income



6/2/2020 REvil Financial Exploitive Exploitation of Application ServerAgromart GroupCAN CAN Canada High income

6/2/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerKentucky Employees' Health Plan (KEHP)USA USA United States of AmericaHigh income

6/2/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerMinnesota SenateUSA USA United States of AmericaHigh income

6/1/2020 UndeterminedUndeterminedDisruptive Data AttackSecurity Industry SpecialistsUSA USA United States of AmericaHigh income

6/1/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerTeespring USA USA United States of AmericaHigh income

6/1/2020 UndeterminedFinancial Disruptive Data AttackUniversity of California, San FranciscoUSA USA United States of AmericaHigh income

5/31/2020 UndeterminedFinancial Mixed Exploitation of Application Server,Message Manipulation,Exploitation of Data in TransitCoincheck JPN JPN Japan High income

5/30/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerAirlink International UAEARE ARE United Arab EmiratesHigh income

5/30/2020 AnonymousUndeterminedDisruptive External Denial of ServiceMinneapolis Police DepartmentUSA USA United States of AmericaHigh income

5/30/2020 Sekhmet Financial Mixed Data Attack,Exploitation of Application ServerExcis GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

5/30/2020 UndeterminedFinancial Exploitive Exploitation of End HostsNeiman MarcusUSA USA United States of AmericaHigh income

5/29/2020 MAZE Financial Mixed Data Attack,Exploitation of Application ServerConduent USA USA United States of AmericaHigh income

5/29/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerAmtrak USA USA United States of AmericaHigh income

5/29/2020 Toogod Financial Exploitive Exploitation of Application ServerDepartment of Household Registration of TaiwanTWN TWN Taiwan (Province of China)High income

5/28/2020 NetWalkerFinancial Mixed Data Attack,Exploitation of Application ServerMichigan State UniversityUSA USA United States of AmericaHigh income

5/28/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerStark Summit AmbulanceUSA USA United States of AmericaHigh income

5/28/2020 UndeterminedUndeterminedDisruptive External Denial of ServiceCity government systems in MinneapolisUSA USA United States of AmericaHigh income

5/28/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerCisco USA USA United States of AmericaHigh income

5/27/2020 NetWalkerFinancial Disruptive Data AttackCity of WeizAUT AUT Austria High income

5/27/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerLiveJournalRUS RUS Russian FederationUpper middle income

5/27/2020 GhostwriterSabotage Disruptive Message Manipulationtelwizjarepublika.plPOL POL Poland High income

5/27/2020 GhostwriterSabotage Disruptive Message Manipulationpolanddaily.comPOL POL Poland High income

5/27/2020 GhostwriterSabotage Disruptive Message Manipulationradiosczcecin.plPOL POL Poland High income

5/27/2020 GhostwriterSabotage Disruptive Message Manipulationniezalezna.plPOL POL Poland High income

5/27/2020 GhostwriterSabotage Disruptive Message Manipulationolsztyn24.comPOL POL Poland High income

5/27/2020 GhostwriterSabotage Disruptive Message Manipulationzary-zagan.regionalna.plPOL POL Poland High income

5/26/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerArbonne InternationalUSA USA United States of AmericaHigh income

5/24/2020 UndeterminedUndeterminedExploitive Exploitation of Application Serversuxx.to 999 UndeterminedUndetermined#N/A

5/24/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerSinfulsite.com 999 UndeterminedUndetermined#N/A

5/24/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerNulled.ch CHE CHE SwitzerlandHigh income

5/23/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerUnknown resume aggregatorIND IND India Lower middle income

5/22/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerEverett & Hurite Ophthalmic  AssociationUSA USA United States of AmericaHigh income

5/22/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerEduCBA IND IND India Lower middle income

5/22/2020 ShinyHuntersFinancial Exploitive Exploitation of Application ServerMathway USA USA United States of AmericaHigh income

5/22/2020 LulzSecITAUndeterminedExploitive Exploitation of Application ServerSan Raffaele HospitalITA ITA Italy High income

5/20/2020 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerHighpoint Foot and Ankle CenterUSA USA United States of AmericaHigh income

5/20/2020 REvil Financial Mixed Data Attack,Exploitation of Application ServerFARO TechnologiesUSA USA United States of AmericaHigh income

5/20/2020 ShinyHuntersFinancial Exploitive Exploitation of Application ServerWishbone USA USA United States of AmericaHigh income

5/19/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerEasyJet GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

5/19/2020 Greenbug Political-EspionageExploitive Exploitation of Application ServerThree telecom companies in PakistanPAK PAK Pakistan Lower middle income

5/17/2020 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerM.J. BrunnerUSA USA United States of AmericaHigh income

5/15/2020 APT23 Political-EspionageExploitive Exploitation of Application Server,Exploitation of End HostsPhilippine militaryPHL PHL PhilippinesLower middle income

5/15/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerCovve CYP CYP Cyprus High income

5/15/2020 APT23 Political-EspionageExploitive Exploitation of Application Server,Exploitation of End HostsTaiwanese militaryTWN TWN Taiwan (Province of China)High income

5/15/2020 UndeterminedUndeterminedDisruptive Internal Denial of ServiceBlueScopeAUS AUS Australia High income

5/15/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerCar owners in RussiaRUS RUS Russian FederationUpper middle income

5/14/2020 UndeterminedFinancial Exploitive Exploitation of Application Server9 million customers of the CDEK Express transportation serviceRUS RUS Russian FederationUpper middle income

5/14/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerBlockFi USA USA United States of AmericaHigh income

5/14/2020 UndeterminedPersonal AttackDisruptive Message ManipulationDes Moines City CouncilUSA USA United States of AmericaHigh income

5/14/2020 UndeterminedUndeterminedDisruptive Data Attack,Internal Denial of ServiceElexon GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

5/14/2020 RansomExxFinancial Disruptive Data AttackTexas Department of TransportationUSA USA United States of AmericaHigh income

5/13/2020 AKO Financial Mixed Data Attack,Exploitation of Application ServerNorth Shore Pain ManagementUSA USA United States of AmericaHigh income

5/13/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerWright CountyUSA USA United States of AmericaHigh income

5/13/2020 UndeterminedPolitical-EspionageExploitive Exploitation of End HostsGerman Chancellor Angela MerkelDEU DEU Germany High income

5/13/2020 UndeterminedUndeterminedUndeterminedUndeterminedBam ConstructGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income



5/13/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerInterserve GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

5/12/2020 Water RocFinancial Mixed Data Attack,Exploitation of Application ServerW&T OffshoreUSA USA United States of AmericaHigh income

5/12/2020 UndeterminedUndeterminedDisruptive External Denial of ServiceESET SVK SVK Slovakia High income

5/11/2020 UndeterminedFinancial Disruptive Data AttackBernards TownshipUSA USA United States of AmericaHigh income

5/11/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerWeLeakData.com999 UndeterminedUndetermined#N/A

5/11/2020 MAZE Financial Mixed Data Attack,Exploitation of Application ServerPitney BowesUSA USA United States of AmericaHigh income

5/11/2020 ProLock Financial Disruptive Data AttackDiebold NixdorfUSA USA United States of AmericaHigh income

5/10/2020 Powerful Greek ArmyUndeterminedExploitive Exploitation of Application ServerNorth Macedonia's Ministry of Economy and FinanceMKD MKD Republic of North MacedoniaUpper middle income

5/10/2020 UndeterminedUndeterminedDisruptive Data AttackPort of Bandar AbbasIRN IRN Iran (Islamic Republic of)Lower middle income

5/9/2020 Israel Sabotage Disruptive Data Attack,Physical AttackShahid Rajaee PortIRN IRN Iran (Islamic Republic of)Lower middle income

5/9/2020 UndeterminedUndeterminedDisruptive External Denial of ServiceMyBudget AUS AUS Australia High income

5/9/2020 ShinyHuntersFinancial Exploitive Exploitation of Application ServerZoosk USA USA United States of AmericaHigh income

5/9/2020 ShinyHuntersFinancial Exploitive Exploitation of Application ServerStar TribuneUSA USA United States of AmericaHigh income

5/9/2020 ShinyHuntersFinancial Exploitive Exploitation of Application ServerMindful USA USA United States of AmericaHigh income

5/9/2020 ShinyHuntersFinancial Exploitive Exploitation of Application ServerGgumim 999 UndeterminedUndetermined#N/A

5/9/2020 ShinyHuntersFinancial Exploitive Exploitation of Application ServerStyleshare 999 UndeterminedUndetermined#N/A

5/9/2020 ShinyHuntersFinancial Exploitive Exploitation of Application ServerMinted USA USA United States of AmericaHigh income

5/9/2020 ShinyHuntersFinancial Exploitive Exploitation of Application ServerBhinneka IDN IDN Indonesia Upper middle income

5/9/2020 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerStadler CHE CHE SwitzerlandHigh income

5/9/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerBitly USA USA United States of AmericaHigh income

5/8/2020 INDRIK SPIDERFinancial Mixed Data Attack,Exploitation of Application ServerNipissing First NationCAN CAN Canada High income

5/8/2020 UndeterminedUndeterminedExploitive Exploitation of End HostsNikkei Inc. JPN JPN Japan High income

5/8/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerU.S. Marshals ServiceUSA USA United States of AmericaHigh income

5/8/2020 UndeterminedFinancial Disruptive Data AttackTexas Office of Court Administration (OCA)USA USA United States of AmericaHigh income

5/8/2020 REvil Financial Mixed Data Attack,Exploitation of Application ServerGrubman Shire Meiselas & Sacks (GSMLaw)USA USA United States of AmericaHigh income

5/8/2020 ShinyHuntersFinancial Exploitive Exploitation of Application ServerHomeChefUSA USA United States of AmericaHigh income

5/8/2020 UndeterminedIndustrial-EspionageExploitive Exploitation of Application ServerGilead SciencesUSA USA United States of AmericaHigh income

5/7/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerCentral California Alliance for HealthUSA USA United States of AmericaHigh income

5/7/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerNTT JPN JPN Japan High income

5/7/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerStorEnvy USA USA United States of AmericaHigh income

5/7/2020 UndeterminedUndeterminedDisruptive Message ManipulationGiannis Antetokounmpo's Twitter accountUSA USA United States of AmericaHigh income

5/7/2020 DonJuji UndeterminedExploitive Exploitation of Application ServerMobiFriendsESP ESP Spain High income

5/7/2020 UndeterminedUndeterminedDisruptive External Denial of Service,Data Attack,Internal Denial of ServiceRuhr University Bochum (RUB)DEU DEU Germany High income

5/6/2020 Water RocFinancial Disruptive Data AttackToll Group AUS AUS Australia High income

5/6/2020 MAZE Financial Mixed Data Attack,Exploitation of Application ServerMaxwell AestheticsUSA USA United States of AmericaHigh income

5/6/2020 UndeterminedUndeterminedDisruptive Message ManipulationSaint Paulus Lutheran ChurchUSA USA United States of AmericaHigh income

5/6/2020 UndeterminedFinancial Exploitive Exploitation of Application Server44 million Pakistani mobile subscribersPAK PAK Pakistan Lower middle income

5/6/2020 ShinyHuntersUndeterminedExploitive Exploitation of Application ServerMicrosoft USA USA United States of AmericaHigh income

5/6/2020 EKANS (SNAKE)UndeterminedMixed Data Attack,Exploitation of Application ServerFresenius DEU DEU Germany High income

5/5/2020 UndeterminedUndeterminedDisruptive Message ManipulationFitness classGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

5/5/2020 UndeterminedUndeterminedDisruptive Internal Denial of ServiceFormosa Petrochemical Corp.TWN TWN Taiwan (Province of China)High income

5/5/2020 catz UndeterminedDisruptive Message ManipulationMercedes-Benz Instagram accountDEU DEU Germany High income

5/4/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerProPath Services, LLCUSA USA United States of AmericaHigh income

5/4/2020 PLA Unit¬†69010 (Wicked PANDA)UndeterminedDisruptive External Denial of Service,Data AttackCPC CorporationTWN TWN Taiwan (Province of China)High income

5/4/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerBukalapak IDN IDN Indonesia Upper middle income

5/3/2020 ShinyHuntersFinancial Exploitive Exploitation of Application ServerChronicle.comUSA USA United States of AmericaHigh income

5/3/2020 ShinyHuntersFinancial Exploitive Exploitation of Application ServerChatBooksUSA USA United States of AmericaHigh income

5/3/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerAlgolia USA USA United States of AmericaHigh income

5/3/2020 UndeterminedUndeterminedDisruptive External Denial of ServiceFlorida Gulf Coast UniversityUSA USA United States of AmericaHigh income

5/3/2020 REvil Financial Mixed Data Attack,Exploitation of Application ServerHarvest Sherwood Food DistributorsUSA USA United States of AmericaHigh income

5/3/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerXen OrchestraUSA USA United States of AmericaHigh income

5/3/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerDigicert USA USA United States of AmericaHigh income

5/3/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerGhost USA USA United States of AmericaHigh income

5/3/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerNaughty DogUSA USA United States of AmericaHigh income

5/3/2020 ShinyHuntersFinancial Exploitive Exploitation of Application ServerUnacademyIND IND India Lower middle income



5/3/2020 ShinyHuntersFinancial Exploitive Exploitation of Application ServerTokopedia IDN IDN Indonesia Upper middle income

5/2/2020 UndeterminedUndeterminedDisruptive External Denial of ServiceLineageOS 999 UndeterminedUndetermined#N/A

5/1/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerEpilepsy FloridaUSA USA United States of AmericaHigh income

5/1/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerMethodist Hospital of Southern CaliforniaUSA USA United States of AmericaHigh income

5/1/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerColumbus City SchoolsUSA USA United States of AmericaHigh income

5/1/2020 MAZE Financial Mixed Data Attack,Exploitation of Application ServerSparboe CompaniesUSA USA United States of AmericaHigh income

5/1/2020 UndeterminedUndeterminedDisruptive Data AttackYork UniversityCAN CAN Canada High income

5/1/2020 MAZE Financial Mixed Data Attack,Exploitation of Application ServerDakota Carrier NetworkUSA USA United States of AmericaHigh income

5/1/2020 REvil Financial Mixed Data Attack,Exploitation of Application ServerMJ Payne GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

5/1/2020 MAZE Financial Mixed Data Attack,Exploitation of Application ServerDr. Kristin Tarbet's Plastic Surgery CenterUSA USA United States of AmericaHigh income

5/1/2020 MAZE Financial Mixed Data Attack,Exploitation of Application ServerNashville Plastic Surgery Institute,USA USA United States of AmericaHigh income

5/1/2020 MAZE Financial Exploitive Exploitation of Application ServerBanco BCRCRI CRI Costa RicaUpper middle income

4/30/2020 NetWalkerUndeterminedDisruptive Message Manipulation,External Denial of Service,Data AttackNWT Power CorporationCAN CAN Canada High income

4/30/2020 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerSWPS University of Humanities and Social Sciences ('SWPS University')POL POL Poland High income

4/30/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerWarwick UniversityGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

4/30/2020 APT23 Political-EspionageExploitive Exploitation of End HostsVietnamese government data centerVNM VNM Viet Nam Lower middle income

4/29/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerUsenet.nl NLD NLD NetherlandsHigh income

4/29/2020 UndeterminedFinancial Exploitive Exploitation of Application Server,Exploitation of End Hosts,Exploitation of Data in TransitUndisclosed multinational conglomerate999 UndeterminedUndetermined#N/A

4/29/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerUseNeXT DEU DEU Germany High income

4/29/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerChegg USA USA United States of AmericaHigh income

4/29/2020 UndeterminedUndeterminedDisruptive Data AttackTarkett FRA FRA France High income

4/28/2020 Light Financial Mixed Data Attack,Exploitation of Application ServerZaha Hadid ArchitectsGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

4/28/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerScholarship AmericaUSA USA United States of AmericaHigh income

4/27/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerNational Cardiovacular PartnersUSA USA United States of AmericaHigh income

4/27/2020 REvil Financial Mixed Data Attack,Exploitation of Application ServerCivicSmartUSA USA United States of AmericaHigh income

4/27/2020 UndeterminedUndeterminedDisruptive Message ManipulationLumberton Township Public Schools in Burlington CountyUSA USA United States of AmericaHigh income

4/27/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerAeries Student Information SystemsUSA USA United States of AmericaHigh income

4/26/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerRobert DyasGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

4/25/2020 THE0TIMEFinancial Exploitive Exploitation of Application ServerHuiying Medical TechnologyCHN CHN China Upper middle income

4/24/2020 MAZE Financial Mixed Data Attack,Exploitation of Application ServerPeroxyChemUSA USA United States of AmericaHigh income

4/24/2020 MespinozaFinancial Mixed Exploitation of Application Server,External Denial of Service,Data Attack,Internal Denial of ServiceIllinois Valley Community CollegeUSA USA United States of AmericaHigh income

4/23/2020 REvil Financial Mixed Data Attack,Exploitation of Application ServerSeaChange InternationalUSA USA United States of AmericaHigh income

4/23/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerGoDaddy USA USA United States of AmericaHigh income

4/23/2020 UndeterminedSabotage Disruptive Physical AttackWater supply and treatment facilities in IsraelISR ISR Israel High income

4/23/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerCHI St. Luke's Health-Memorial LufkinUSA USA United States of AmericaHigh income

4/22/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerValve USA USA United States of AmericaHigh income

4/22/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerService NSWAUS AUS Australia High income

4/22/2020 GhostwriterSabotage Disruptive Message Manipulationpodlasie24.plPOL POL Poland High income

4/22/2020 GhostwriterSabotage Disruptive Message Manipulationlewy.pl POL POL Poland High income

4/22/2020 GhostwriterSabotage Disruptive Message Manipulationprawy.pl POL POL Poland High income

4/22/2020 UndeterminedSabotage Disruptive Message ManipulationPoland's War Studies UniversityPOL POL Poland High income

4/22/2020 APT32 Political-EspionageExploitive Exploitation of End HostsChinese Ministry of Emergency ManagementCHN CHN China Upper middle income

4/22/2020 APT32 Political-EspionageExploitive Exploitation of End HostsWuhan governmentCHN CHN China Upper middle income

4/21/2020 UndeterminedUndeterminedDisruptive External Denial of ServiceWhisky AuctioneerUSA USA United States of AmericaHigh income

4/21/2020 UndeterminedFinancial Disruptive Data AttackParkview Medical CenterUSA USA United States of AmericaHigh income

4/21/2020 INDRIK SPIDERFinancial Mixed Data Attack,Exploitation of Application ServerCity of TorranceUSA USA United States of AmericaHigh income

4/20/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerBenefit Recovery Specialists, Inc.USA USA United States of AmericaHigh income

4/20/2020 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerBrandywine Counseling and Community ServicesUSA USA United States of AmericaHigh income

4/20/2020 UndeterminedFinancial Exploitive Exploitation of End HostsChartered Institute for Securities and Investments (CISI)GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

4/20/2020 UndeterminedUndeterminedDisruptive Message ManipulationBelievr USA USA United States of AmericaHigh income

4/20/2020 PLA Unit¬†69010 (Wicked PANDA)UndeterminedExploitive Exploitation of Application ServerGravity 999 UndeterminedUndetermined#N/A

4/20/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerGenworth FinancialUSA USA United States of AmericaHigh income

4/19/2020 UndeterminedFinancial Disruptive Data AttackDanish AgroDNK DNK Denmark High income

4/19/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerUniCredit ITA ITA Italy High income

4/19/2020 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerLendf.me 999 UndeterminedUndetermined#N/A



4/19/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerUniswap USA USA United States of AmericaHigh income

4/18/2020 Desmond Babloo SinghPersonal AttackMixed Exploitation of Application Server,Message ManipulationUnidentified victimUSA USA United States of AmericaHigh income

4/18/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerWebkinz WorldCAN CAN Canada High income

4/18/2020 UndeterminedFinancial Disruptive Data AttackCognizant USA USA United States of AmericaHigh income

4/18/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerEtana CustodyUSA USA United States of AmericaHigh income

4/17/2020 UndeterminedUndeterminedDisruptive Message ManipulationClayton County schoolUSA USA United States of AmericaHigh income

4/17/2020 UndeterminedFinancial Disruptive Data AttackOlean City USA USA United States of AmericaHigh income

4/17/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerAurora Medical Center Bay AreaUSA USA United States of AmericaHigh income

4/17/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerPrimoHoagiesUSA USA United States of AmericaHigh income

4/17/2020 TA505 Financial Mixed Data Attack,Exploitation of Application ServerExecuPharmUSA USA United States of AmericaHigh income

4/17/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerAptoide PRT PRT Portugal High income

4/16/2020 UndeterminedIndustrial-EspionageExploitive Exploitation of Application Server,Exploitation of End HostsCompanies conducting research into treatments for COVID-19USA USA United States of AmericaHigh income

4/15/2020 UndeterminedUndeterminedDisruptive Message ManipulationSouth African Department for Women, Youth, and Persons with DisabilitiesZAF ZAF South AfricaUpper middle income

4/15/2020 UndeterminedUndeterminedDisruptive External Denial of ServiceEA Sports USA USA United States of AmericaHigh income

4/15/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerApplications Software TechnologiesUSA USA United States of AmericaHigh income

4/15/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerWappalyzerAUS AUS Australia High income

4/15/2020 Satan UndeterminedExploitive Exploitation of Application ServerMercantile Communications Pvt LtdNPL NPL Nepal Lower middle income

4/14/2020 UndeterminedFinancial Disruptive Data AttackTwo Manitoba law firmsCAN CAN Canada High income

4/14/2020 UndeterminedFinancial Disruptive Data AttackCanadian medical research facilityCAN CAN Canada High income

4/14/2020 UndeterminedFinancial Disruptive Data AttackCanadian government healthcare organizationCAN CAN Canada High income

4/14/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerCity Index GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

4/14/2020 Ragnar LockerFinancial Mixed Data Attack,Exploitation of Application ServerEnergias de Portugal (EDP)PRT PRT Portugal High income

4/13/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerMcLeod HealthUSA USA United States of AmericaHigh income

4/13/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerDoctors Community Medical CenterUSA USA United States of AmericaHigh income

4/13/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerHartford HealthCareUSA USA United States of AmericaHigh income

4/12/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerDoctors based in the USUSA USA United States of AmericaHigh income

4/12/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerNew York StateUSA USA United States of AmericaHigh income

4/11/2020 UndeterminedFinancial Mixed Exploitation of Application Server,Message ManipulationMonte dei PaschiITA ITA Italy High income

4/11/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerLafayette Regional Rehabilitation HospitalUSA USA United States of AmericaHigh income

4/11/2020 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerMagellan HealthUSA USA United States of AmericaHigh income

4/10/2020 Water RocFinancial Mixed Data Attack,Exploitation of Application ServerMAS HoldingsLKA LKA Sri Lanka Lower middle income

4/10/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerSaint Francis MinistriesUSA USA United States of AmericaHigh income

4/10/2020 UndeterminedUndeterminedDisruptive External Denial of ServiceMediterranean Shipping Co (MSC)CHE CHE SwitzerlandHigh income

4/10/2020 Protag Financial Exploitive Exploitation of Application ServerQuidd USA USA United States of AmericaHigh income

4/9/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerArzi24[.]comIRN IRN Iran (Islamic Republic of)Lower middle income

4/9/2020 UndeterminedUndeterminedDisruptive Data AttackCamden CountyUSA USA United States of AmericaHigh income

4/9/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerNiazpardaz[.]irIRN IRN Iran (Islamic Republic of)Lower middle income

4/9/2020 UndeterminedUndeterminedDisruptive External Denial of ServiceDESMI DNK DNK Denmark High income

4/9/2020 UndeterminedFinancial Mixed Exploitation of Application Server,Message Manipulation,Exploitation of End Hosts,Data AttackGovernment of North Rhine-WestphaliaDEU DEU Germany High income

4/8/2020 UndeterminedFinancial Disruptive Data AttackBisq 999 UndeterminedUndetermined#N/A

4/8/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerVianet NPL NPL Nepal Lower middle income

4/7/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerEVERSANAUSA USA United States of AmericaHigh income

4/7/2020 FSB 18th¬†Center for Information Security (Berserk Bear)Political-EspionageExploitive Exploitation of Application ServerSan Francisco International AirportUSA USA United States of AmericaHigh income

4/6/2020 UndeterminedUndeterminedExploitive Exploitation of End HostsPremier Kids Care, Inc.USA USA United States of AmericaHigh income

4/5/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerPuget Sound Educational Service DistrictUSA USA United States of AmericaHigh income

4/5/2020 UndeterminedUndeterminedDisruptive Data AttackMNP CAN CAN Canada High income

4/5/2020 NN Hacking GroupFinancial Exploitive Exploitation of Application ServerEmail.it ITA ITA Italy High income

4/3/2020 Gordon Welterlen; Nicole MilanFinancial Exploitive Exploitation of Application ServerWolfe & AssociatesUSA USA United States of AmericaHigh income

4/3/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerOGUSERS 999 UndeterminedUndetermined#N/A

4/3/2020 UndeterminedUndeterminedDisruptive Message ManipulationUS governmentUSA USA United States of AmericaHigh income

4/2/2020 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerKent Commercial ServicesGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

4/2/2020 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerKent Commercial ServicesGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

4/2/2020 UndeterminedPolitical-EspionageExploitive Exploitation of Application Server,Exploitation of End HostsWorld Health Organization (WHO)999 UndeterminedUndetermined#N/A

4/1/2020 REvil Financial Mixed Data Attack,Exploitation of Application Server10x GenomicsUSA USA United States of AmericaHigh income

4/1/2020 MAZE Financial Mixed Data Attack,Exploitation of Application ServerBerkine DZA DZA Algeria Lower middle income



4/1/2020 Bl@ckt0r Financial Exploitive Exploitation of Application ServerTicketclub.itITA ITA Italy High income

3/31/2020 Water RocFinancial Mixed Data Attack,Exploitation of Application ServerCosan BRA BRA Brazil Upper middle income

3/31/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerMarriott InternationalUSA USA United States of AmericaHigh income

3/30/2020 MAZE Financial Mixed Data Attack,Exploitation of Application ServerBetUS 999 UndeterminedUndetermined#N/A

3/30/2020 UndeterminedUndeterminedMixed Exploitation of Application Server,Message Manipulation,Exploitation of End HostsGoDaddy USA USA United States of AmericaHigh income

3/29/2020 Christopher DobbinesUndeterminedDisruptive Data AttackUnnamed medical device packaging companyUSA USA United States of AmericaHigh income

3/28/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerTeaching CouncilIRL IRL Ireland High income

3/27/2020 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerTBG West InsuranceUSA USA United States of AmericaHigh income

3/27/2020 UndeterminedFinancial Disruptive Data AttackSBTech MLT MLT Malta High income

3/27/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerSocial BluebookUSA USA United States of AmericaHigh income

3/26/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerMagnolia PediatricsUSA USA United States of AmericaHigh income

3/26/2020 BassterlordFinancial Exploitive Exploitation of Application ServerIndian State Tax OfficeIND IND India Lower middle income

3/26/2020 UndeterminedFinancial Disruptive Data AttackMeadville Medical CenterUSA USA United States of AmericaHigh income

3/26/2020 BassterlordFinancial Exploitive Exploitation of Application ServerIndian State Tax OfficeIND IND India Lower middle income

3/26/2020 WIZARD SPIDERFinancial Disruptive Data AttackUS health care providerUSA USA United States of AmericaHigh income

3/26/2020 INDRIK SPIDERFinancial Mixed Data Attack,Exploitation of Application ServerKimchuk USA USA United States of AmericaHigh income

3/26/2020 MAZE Financial Mixed Data Attack,Exploitation of Application ServerChubb USA USA United States of AmericaHigh income

3/25/2020 UndeterminedFinancial Disruptive External Denial of Service,Data AttackTown of JupiterUSA USA United States of AmericaHigh income

3/25/2020 UndeterminedUndeterminedDisruptive Data AttackDaniel's HostingDEU DEU Germany High income

3/25/2020 Palesa Financial Exploitive Exploitation of Application ServerAMD USA USA United States of AmericaHigh income

3/24/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerPropTiger IND IND India Lower middle income

3/23/2020 UndeterminedFinancial Disruptive Data AttackLTI Power SystemUSA USA United States of AmericaHigh income

3/23/2020 UndeterminedFinancial Exploitive Exploitation of Application Server118 118 MoneyGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

3/23/2020 DarkHotel Political-EspionageExploitive Exploitation of Application Server,Exploitation of End HostsWorld Health OrganizationCHE CHE SwitzerlandHigh income

3/20/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerGolden Valley Health CentersUSA USA United States of AmericaHigh income

3/20/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerOregon Department of Human ServicesUSA USA United States of AmericaHigh income

3/20/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerRotherham CouncilGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

3/20/2020 UndeterminedUndeterminedExploitive Exploitation of Application Server,Exploitation of End HostsUniversity of Utah HealthUSA USA United States of AmericaHigh income

3/20/2020 UndeterminedFinancial Disruptive Data AttackFinastra GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

3/20/2020 Digital RevolutionUndeterminedExploitive Exploitation of Application ServerInformInvestGroup CJSCRUS RUS Russian FederationUpper middle income

3/20/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerGeneral Electric (GE) via Canon Business Process ServicesUSA USA United States of AmericaHigh income

3/19/2020 UndeterminedFinancial Mixed Exploitation of Application Server,External Denial of ServiceKeen USA USA United States of AmericaHigh income

3/19/2020 UndeterminedFinancial Disruptive External Denial of ServiceTakeaway DEU DEU Germany High income

3/19/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerBrooks InternationalUSA USA United States of AmericaHigh income

3/19/2020 GhostwriterSabotage Disruptive Message Manipulationbaltic-course.comGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

3/18/2020 UndeterminedFinancial Exploitive Exploitation of End HostsNutriBullet USA USA United States of AmericaHigh income

3/18/2020 UndeterminedUndeterminedDisruptive External Denial of ServiceBlizzard EntertainmentUSA USA United States of AmericaHigh income

3/17/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerTandem Diabetes CareUSA USA United States of AmericaHigh income

3/17/2020 UndeterminedFinancial Disruptive Data AttackTown of Houlton PoliceUSA USA United States of AmericaHigh income

3/16/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerNorfund NOR NOR Norway High income

3/16/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerAvalon Health Care ManagementUSA USA United States of AmericaHigh income

3/16/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerCollege of DuPageUSA USA United States of AmericaHigh income

3/15/2020 UndeterminedFinancial Disruptive Data AttackBluffton Township Fire DistrictUSA USA United States of AmericaHigh income

3/15/2020 UndeterminedFinancial Disruptive Data AttackTownhall of MarseilleFRA FRA France High income

3/15/2020 UndeterminedSabotage Disruptive External Denial of ServiceUnited States Health and Human Services DepartmentUSA USA United States of AmericaHigh income

3/14/2020 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerJamaica National GroupJAM JAM Jamaica Upper middle income

3/14/2020 MAZE Financial Exploitive Exploitation of Application ServerHammersmith Medicines Research (HMR)GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

3/14/2020 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerAdvanced Urgent Care of the Florida KeysUSA USA United States of AmericaHigh income

3/14/2020 MAZE Financial Mixed Data Attack,Exploitation of Application ServerAffordaCare Urgent Care ClinicUSA USA United States of AmericaHigh income

3/13/2020 UndeterminedUndeterminedDisruptive Data AttackJay Public School DistrictUSA USA United States of AmericaHigh income

3/13/2020 UndeterminedFinancial Disruptive Data AttackRandleman Eye CenterUSA USA United States of AmericaHigh income

3/13/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerAerial DirectGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

3/13/2020 UndeterminedUndeterminedDisruptive Data AttackBrno University HospitalCZE CZE Czechia High income

3/13/2020 UndeterminedUndeterminedDisruptive External Denial of ServiceThe NationalGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

3/12/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerOpen Exchange RatesUSA USA United States of AmericaHigh income



3/12/2020 FSB 18th¬†Center for Information Security (Berserk Bear)Political-EspionageExploitive Exploitation of End HostsThe Armenian Deposit Guarantee Fund (adgf.am)ARM ARM Armenia Upper middle income

3/12/2020 FSB 18th¬†Center for Information Security (Berserk Bear)Political-EspionageExploitive Exploitation of End HostsThe Armenian Institute of International and Security Affairs (aiisa.am)ARM ARM Armenia Upper middle income

3/12/2020 FSB 18th¬†Center for Information Security (Berserk Bear)Political-EspionageExploitive Exploitation of End HostsMinistry of Nature Protection and Natural Resources of the Republic of Artsakh (mnp.nkr.am)ARM ARM Armenia Upper middle income

3/12/2020 FSB 18th¬†Center for Information Security (Berserk Bear)Political-EspionageExploitive Exploitation of End HostsThe consular Section of the Embassy of Armenia in Russia (armconsul.ru)ARM ARM Armenia Upper middle income

3/11/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerNortheast RadiologyUSA USA United States of AmericaHigh income

3/11/2020 UndeterminedFinancial Disruptive External Denial of Service,Data AttackChampaign-Urbana Public Health DistrictUSA USA United States of AmericaHigh income

3/10/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerWichita State UniversityUSA USA United States of AmericaHigh income

3/9/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerSt. Michael's HospitalCAN CAN Canada High income

3/9/2020 UndeterminedFinancial Disruptive External Denial of Service,Data AttackFort Worth Independent School DistrictUSA USA United States of AmericaHigh income

3/9/2020 UndeterminedFinancial Exploitive Exploitation of End HostsTrueFire USA USA United States of AmericaHigh income

3/9/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerENTSO-E BEL BEL Belgium High income

3/8/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerUniversity of KentuckyUSA USA United States of AmericaHigh income

3/7/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerFoodmanduNPL NPL Nepal Lower middle income

3/7/2020 MAZE Financial Mixed Data Attack,Exploitation of Application ServerVT San Antonio AerospaceUSA USA United States of AmericaHigh income

3/7/2020 MAZE Financial Mixed Data Attack,Exploitation of Application ServerVT San Antonio AerospaceUSA USA United States of AmericaHigh income

3/6/2020 WIZARD SPIDERFinancial Disruptive Data AttackDurham CountyUSA USA United States of AmericaHigh income

3/6/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerBJC HealthCareUSA USA United States of AmericaHigh income

3/6/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerKoodo MobileCAN CAN Canada High income

3/6/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerEntercom USA USA United States of AmericaHigh income

3/6/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerTrident Crypto FundMLT MLT Malta High income

3/6/2020 WIZARD SPIDERFinancial Disruptive Data AttackCity of DurhamUSA USA United States of AmericaHigh income

3/5/2020 UndeterminedFinancial Disruptive Data AttackEVRAZ USA USA United States of AmericaHigh income

3/5/2020 UndeterminedFinancial Disruptive Data AttackCommunications & Power Industries (CPI)USA USA United States of AmericaHigh income

3/5/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerCarnival CorporationUSA USA United States of AmericaHigh income

3/4/2020 UndeterminedFinancial Exploitive Exploitation of End HostsBoots GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

3/4/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerAustralian Defence ForceAUS AUS Australia High income

3/4/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerT-Mobile USA USA United States of AmericaHigh income

3/3/2020 UndeterminedFinancial Disruptive Data AttackBinion's CasinoUSA USA United States of AmericaHigh income

3/3/2020 UndeterminedFinancial Disruptive Data AttackFour Queens Hotel and CasinoUSA USA United States of AmericaHigh income

3/3/2020 UndeterminedFinancial Exploitive Exploitation of End HostsJ.Crew USA USA United States of AmericaHigh income

3/2/2020 Syrian Electronic ArmyUndeterminedExploitive Exploitation of End HostsMicrosoft USA USA United States of AmericaHigh income

3/2/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerGeoCloud ISR ISR Israel High income

3/2/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerVijay SalesIND IND India Lower middle income

3/2/2020 UndeterminedFinancial Exploitive Exploitation of End HostsTesco GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

3/2/2020 UndeterminedFinancial Disruptive Data AttackSpartanburg School District OneUSA USA United States of AmericaHigh income

3/2/2020 PwndLockerFinancial Disruptive Data AttackCity of Novi SadSRB SRB Serbia Upper middle income

3/1/2020 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerCommunity Development BankUSA USA United States of AmericaHigh income

3/1/2020 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerVisser PrecisionUSA USA United States of AmericaHigh income

2/29/2020 Digileaker Personal AttackExploitive Exploitation of Application ServerDigitex SYC SYC SeychellesHigh income

2/29/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerLoqbox GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

2/29/2020 UndeterminedFinancial Disruptive Data AttackRailWorks CorporationUSA USA United States of AmericaHigh income

2/29/2020 UndeterminedFinancial Disruptive Data AttackEpiq GlobalUSA USA United States of AmericaHigh income

2/28/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerMunson Healthcare GroupUSA USA United States of AmericaHigh income

2/27/2020 UndeterminedUndeterminedDisruptive External Denial of ServiceOKEx MLT MLT Malta High income

2/27/2020 UndeterminedUndeterminedDisruptive External Denial of ServiceBitfinex CHN CHN China Upper middle income

2/27/2020 UndeterminedFinancial Disruptive Data AttackJordan HealthUSA USA United States of AmericaHigh income

2/27/2020 UndeterminedUndeterminedDisruptive Message ManipulationDemocratic National CommitteeUSA USA United States of AmericaHigh income

2/27/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerKenneth Cole ProductionsUSA USA United States of AmericaHigh income

2/27/2020 UndeterminedFinancial Disruptive Message ManipulationBarbara CorcoranUSA USA United States of AmericaHigh income

2/26/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerSachs Sax Caplan, P.L.USA USA United States of AmericaHigh income

2/26/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerRady's Children's HospitalUSA USA United States of AmericaHigh income

2/26/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerSouthern WaterGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

2/26/2020 INDRIK SPIDERFinancial Mixed Data Attack,Exploitation of Application ServerBretagne TcomFRA FRA France High income

2/25/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerClearview AIUSA USA United States of AmericaHigh income

2/25/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerHutt Valley High SchoolNZL NZL New ZealandHigh income



2/25/2020 WIZARD SPIDERFinancial Disruptive Data AttackGadsden Independent School DistrictUSA USA United States of AmericaHigh income

2/25/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerAdvocate Aurora HealthUSA USA United States of AmericaHigh income

2/25/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerOverlake Medical Center & ClinicsUSA USA United States of AmericaHigh income

2/25/2020 UndeterminedFinancial Disruptive Data AttackNRC HealthUSA USA United States of AmericaHigh income

2/25/2020 PwndLockerFinancial Mixed Data Attack,Exploitation of Application ServerLa Salle CountyUSA USA United States of AmericaHigh income

2/24/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerTransmit SecurityISR ISR Israel High income

2/24/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerTransavia NLD NLD NetherlandsHigh income

2/24/2020 UndeterminedFinancial Disruptive Data AttackGrayson CountyUSA USA United States of AmericaHigh income

2/24/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerPacific Specialty InsuranceUSA USA United States of AmericaHigh income

2/24/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerOrdnance SurveyGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

2/24/2020 UndeterminedFinancial Exploitive Exploitation of End HostsGerman PayPal usersDEU DEU Germany High income

2/23/2020 UndeterminedFinancial Disruptive Data AttackAllergy PartnersUSA USA United States of AmericaHigh income

2/23/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerTotal Quality Logistics (TQL)USA USA United States of AmericaHigh income

2/23/2020 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerPrince Edward IslandCAN CAN Canada High income

2/23/2020 UndeterminedUndeterminedDisruptive Data AttackSecretariat of the Economy of MexicoMEX MEX Mexico Upper middle income

2/22/2020 UndeterminedFinancial Exploitive Exploitation of End Hosts,Exploitation of Data in TransitMajor cryptovalues investor999 UndeterminedUndetermined#N/A

2/21/2020 UndeterminedFinancial Exploitive Exploitation of End HostsCoinhako SGP SGP Singapore High income

2/21/2020 UndeterminedFinancial Disruptive Data AttackJackson Public SchoolsUSA USA United States of AmericaHigh income

2/21/2020 UndeterminedFinancial Disruptive Data AttackMoses Lake School DistrictUSA USA United States of AmericaHigh income

2/21/2020 UndeterminedFinancial Exploitive Exploitation of End HostsEndeavor Energy ResourcesUSA USA United States of AmericaHigh income

2/21/2020 UndeterminedFinancial Disruptive Data AttackReading Municipal Light Department (RMLD)USA USA United States of AmericaHigh income

2/21/2020 Lynx UndeterminedExploitive Exploitation of Application ServerSlickwrapsUSA USA United States of AmericaHigh income

2/20/2020 UndeterminedFinancial Disruptive Data AttackSouth Adams Schools districtUSA USA United States of AmericaHigh income

2/20/2020 UndeterminedFinancial Disruptive Message ManipulationSan Felipe Del Rio CISDUSA USA United States of AmericaHigh income

2/20/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerVibrantCare RehabilitationUSA USA United States of AmericaHigh income

2/20/2020 UndeterminedFinancial Disruptive Data AttackIIT MadrasIND IND India Lower middle income

2/20/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerDefence Information Systems Agency (DISA)USA USA United States of AmericaHigh income

2/19/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerUnited Regional Health Care SystemUSA USA United States of AmericaHigh income

2/19/2020 UndeterminedFinancial Disruptive Data AttackCity of WayneUSA USA United States of AmericaHigh income

2/19/2020 UndeterminedFinancial Disruptive Data AttackMaroof International HospitalPAK PAK Pakistan Lower middle income

2/19/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerMGM ResortsUSA USA United States of AmericaHigh income

2/19/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerMinistre de l'education et de l'Enseignement SuprieurCAN CAN Canada High income

2/18/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerPaperlessPay CorporationUSA USA United States of AmericaHigh income

2/18/2020 UndeterminedUndeterminedDisruptive External Denial of ServiceGovernment data center in RwandaRWA RWA Rwanda Low income

2/18/2020 UndeterminedUndeterminedDisruptive Data AttackUndisclosed natural gas compression facilityUSA USA United States of AmericaHigh income

2/17/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerMonroe County Hospital & ClinicsUSA USA United States of AmericaHigh income

2/17/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerEast HouseUSA USA United States of AmericaHigh income

2/17/2020 UndeterminedFinancial Disruptive External Denial of Service,Data AttackRabun CountyUSA USA United States of AmericaHigh income

2/17/2020 UndeterminedFinancial Disruptive Data AttackISS World DNK DNK Denmark High income

2/16/2020 UndeterminedFinancial Disruptive Data AttackButler County Community CollegeUSA USA United States of AmericaHigh income

2/16/2020 Hamas Political-EspionageExploitive Exploitation of End HostsIDF ISR ISR Israel High income

2/15/2020 UndeterminedFinancial Disruptive Data AttackEMCOR GroupUSA USA United States of AmericaHigh income

2/15/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerRonald E. McNair HighUSA USA United States of AmericaHigh income

2/15/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerInteractive Medical SystemsUSA USA United States of AmericaHigh income

2/15/2020 OurMine UndeterminedDisruptive Message ManipulationThe International Olympic Committee Twitter AccountCHE CHE SwitzerlandHigh income

2/15/2020 OurMine UndeterminedDisruptive Message ManipulationFC Barcelona Twitter accountESP ESP Spain High income

2/15/2020 UndeterminedFinancial Disruptive Data AttackPort LavacaUSA USA United States of AmericaHigh income

2/15/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerBear Creek HighUSA USA United States of AmericaHigh income

2/15/2020 UndeterminedFinancial Mixed Message Manipulation,Exploitation of End HostsNeebs Gaming YouTube channelUSA USA United States of AmericaHigh income

2/14/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerTennessee Orthopaedic AllianceUSA USA United States of AmericaHigh income

2/14/2020 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerBST USA USA United States of AmericaHigh income

2/14/2020 UndeterminedFinancial Disruptive External Denial of Service,Data AttackINA GroupHRV HRV Croatia High income

2/14/2020 UndeterminedFinancial Exploitive Exploitation of SensorsCharleston Lube PartnersUSA USA United States of AmericaHigh income

2/14/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerPSL ServicesUSA USA United States of AmericaHigh income

2/13/2020 UndeterminedFinancial Disruptive Data AttackGrand Est FRA FRA France High income



2/13/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerRelation InsuranceUSA USA United States of AmericaHigh income

2/13/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerNedbank ZAF ZAF South AfricaUpper middle income

2/13/2020 UndeterminedFinancial Exploitive Exploitation of SensorsRutter's USA USA United States of AmericaHigh income

2/12/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerFHN USA USA United States of AmericaHigh income

2/12/2020 UndeterminedUndeterminedDisruptive Data AttackPalm Beach county's election officeUSA USA United States of AmericaHigh income

2/12/2020 UndeterminedFinancial Disruptive Data AttackCentral Kansas Orthopedic GroupUSA USA United States of AmericaHigh income

2/12/2020 UndeterminedFinancial Exploitive Exploitation of Application Server,Exploitation of End HostsIOTA FoundationDEU DEU Germany High income

2/12/2020 UndeterminedFinancial Disruptive Message ManipulationPuerto Rico's governmentUSA USA United States of AmericaHigh income

2/11/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerAltice USA Inc.USA USA United States of AmericaHigh income

2/11/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerCarson CityUSA USA United States of AmericaHigh income

2/11/2020 UndeterminedFinancial Disruptive Data AttackThe Pediatric Physicians' Organization at Children's (PPOC)USA USA United States of AmericaHigh income

2/11/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerBaker WotringUSA USA United States of AmericaHigh income

2/11/2020 UndeterminedUndeterminedExploitive Exploitation of Application Server,Exploitation of End HostsCollege of Family Physicians of CanadaCAN CAN Canada High income

2/11/2020 UndeterminedFinancial Disruptive Data AttackNacogdoches Independent School DistrictUSA USA United States of AmericaHigh income

2/10/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerVernon SchoolsUSA USA United States of AmericaHigh income

2/10/2020 UndeterminedFinancial Disruptive Data AttackCity of GarrisonUSA USA United States of AmericaHigh income

2/10/2020 UndeterminedFinancial Disruptive Data AttackWilson Elser Moskowitz Edelman & DickerUSA USA United States of AmericaHigh income

2/10/2020 UndeterminedFinancial Disruptive Data AttackHavre Public SchoolsUSA USA United States of AmericaHigh income

2/9/2020 UndeterminedSabotage Disruptive External Denial of ServiceIran Internet infrastructureIRN IRN Iran (Islamic Republic of)Lower middle income

2/8/2020 UndeterminedFinancial Disruptive External Denial of Service,Data AttackRedcar and Cleveland CouncilGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

2/7/2020 LulzSecITAProtest Exploitive Exploitation of Application ServerRoma Tre UniversityITA ITA Italy High income

2/7/2020 LulzSecITAProtest Exploitive Exploitation of Application ServerUniversity of NapoliITA ITA Italy High income

2/7/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerShields Health SolutionsUSA USA United States of AmericaHigh income

2/7/2020 UndeterminedFinancial Disruptive Data AttackAllegheny Intermediate Unit school systemUSA USA United States of AmericaHigh income

2/7/2020 LulzSecITAProtest Exploitive Exploitation of Application ServerUniversity of BasilicataITA ITA Italy High income

2/7/2020 UndeterminedFinancial Disruptive Data AttackRockdale CountyUSA USA United States of AmericaHigh income

2/7/2020 OurMine UndeterminedDisruptive Message ManipulationFacebook's Twitter accountUSA USA United States of AmericaHigh income

2/6/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerIdaho Central Credit UnionUSA USA United States of AmericaHigh income

2/6/2020 UndeterminedIndustrial-EspionageExploitive Exploitation of Application ServerKobe Steel (Kobelco)JPN JPN Japan High income

2/6/2020 UndeterminedIndustrial-EspionageExploitive Exploitation of Application ServerPasco CorporationJPN JPN Japan High income

2/5/2020 MAZE Financial Mixed Data Attack,Exploitation of Application ServerAll About Potential Family ChiropracticUSA USA United States of AmericaHigh income

2/5/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerEducational Enrichment SystemsUSA USA United States of AmericaHigh income

2/5/2020 UndeterminedFinancial Disruptive Data AttackMississippi Center for Legal Services and North Mississippi Rural Legal ServicesUSA USA United States of AmericaHigh income

2/5/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerAltsbit ITA ITA Italy High income

2/5/2020 FSB 18th¬†Center for Information Security (Berserk Bear)Sabotage Mixed Exploitation of End HostsHetman Petro Sahaidachnyi National Ground Forces AcademyUKR UKR Ukraine Lower middle income

2/4/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerEastern Virginia Medical SchoolUSA USA United States of AmericaHigh income

2/4/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerSt. Louis Community CollegeUSA USA United States of AmericaHigh income

2/4/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerGolden EntertainmentUSA USA United States of AmericaHigh income

2/4/2020 UndeterminedFinancial Disruptive Data AttackNorth Miami Beach Police DepartmentUSA USA United States of AmericaHigh income

2/4/2020 UndeterminedFinancial Disruptive External Denial of ServiceUkrainian ISPUKR UKR Ukraine Lower middle income

2/4/2020 UndeterminedUndeterminedDisruptive External Denial of ServiceUndisclosed state-level voter registration and information siteUSA USA United States of AmericaHigh income

2/3/2020 UndeterminedFinancial Disruptive Data AttackCredit Union National Association (CUNA)USA USA United States of AmericaHigh income

2/3/2020 UndeterminedFinancial Disruptive External Denial of Service,Data AttackToll Group AUS AUS Australia High income

2/1/2020 UndeterminedFinancial Disruptive Data AttackPenncrest School DistrictUSA USA United States of AmericaHigh income

2/1/2020 UndeterminedUndeterminedDisruptive External Denial of ServiceConfederation CollegeUSA USA United States of AmericaHigh income

2/1/2020 MAZE Financial Mixed Data Attack,Exploitation of Application ServerFive U.S. law firmsUSA USA United States of AmericaHigh income

1/31/2020 UndeterminedUndeterminedDisruptive Data AttackBelvidere City HallUSA USA United States of AmericaHigh income

1/31/2020 UndeterminedUndeterminedDisruptive Data AttackFondren Orthopedic GroupUSA USA United States of AmericaHigh income

1/31/2020 UndeterminedUndeterminedDisruptive Message ManipulationEverton Fan Services Twitter accountGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

1/31/2020 UndeterminedFinancial Disruptive Data AttackDundee and Angus CollegeGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

1/31/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerUS Department of Defense (DOD)USA USA United States of AmericaHigh income

1/31/2020 UndeterminedFinancial Disruptive External Denial of Service,Data AttackCity of RacineUSA USA United States of AmericaHigh income

1/31/2020 UndeterminedFinancial Disruptive Data AttackTVEyes USA USA United States of AmericaHigh income

1/31/2020 PLA Unit¬†69010 (Wicked PANDA)Political-EspionageExploitive Exploitation of End HostsHong Kong UniversitiesCHN CHN China Upper middle income

1/31/2020 UndeterminedFinancial Disruptive Data AttackBouygues ConstructionFRA FRA France High income



1/30/2020 UndeterminedFinancial Disruptive Data AttackMountain View Los Altos High School (MVLA)USA USA United States of AmericaHigh income

1/30/2020 UndeterminedFinancial Disruptive Data AttackGrundy County CourthouseUSA USA United States of AmericaHigh income

1/30/2020 UndeterminedFinancial Disruptive Message ManipulationRijksmuseum TwentheNLD NLD NetherlandsHigh income

1/30/2020 UndeterminedFinancial Disruptive Data AttackUndisclosed Canadian insurance companyCAN CAN Canada High income

1/30/2020 UndeterminedIndustrial-EspionageExploitive Exploitation of Application ServerNEC JPN JPN Japan High income

1/30/2020 GhostwriterSabotage Disruptive Message Manipulationdiena.lt kasvyskta.ltLTU LTU Lithuania High income

1/30/2020 GhostwriterSabotage Disruptive Message Manipulationklaipeda.diena.ltLTU LTU Lithuania High income

1/30/2020 GhostwriterSabotage Disruptive Message Manipulationkauno.diena.ltLTU LTU Lithuania High income

1/30/2020 GhostwriterSabotage Disruptive Message Manipulationbaltictimes.comLVA LVA Latvia High income

1/30/2020 Islamic Revolutionary Guard Corps (APT 35 Charming Kitten)Political-EspionageExploitive Exploitation of Application Server,Exploitation of End Hosts,Exploitation of Data in TransitHassan SarbakhshianCZE CZE Czechia High income

1/30/2020 Islamic Revolutionary Guard Corps (APT 35 Charming Kitten)Political-EspionageExploitive Exploitation of Application Server,Exploitation of End Hosts,Exploitation of Data in TransitHassan SarbakhshianCZE CZE Czechia High income

1/30/2020 Islamic Revolutionary Guard Corps (APT 35 Charming Kitten)Political-EspionageExploitive Exploitation of Application Server,Exploitation of End Hosts,Exploitation of Data in TransitRelative of Azadeh ShafieeGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

1/30/2020 Islamic Revolutionary Guard Corps (APT 35 Charming Kitten)Political-EspionageExploitive Exploitation of Application Server,Exploitation of End Hosts,Exploitation of Data in TransitErfan KasraieDEU DEU Germany High income

1/29/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerLiveRamp USA USA United States of AmericaHigh income

1/29/2020 UndeterminedFinancial Disruptive Data AttackElectronic Warfare Associates (EWA)USA USA United States of AmericaHigh income

1/28/2020 UndeterminedFinancial Exploitive Exploitation of SensorsLaurentian BankCAN CAN Canada High income

1/28/2020 UndeterminedFinancial Disruptive Data AttackPersonal Touch Home Care of Greater Portsmouth.USA USA United States of AmericaHigh income

1/28/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerTissue Regenix Group PLCUSA USA United States of AmericaHigh income

1/28/2020 UndeterminedFinancial Disruptive Message ManipulationRed Kite Community HousingGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

1/27/2020 OurMine UndeterminedDisruptive Message ManipulationMinnesota VikingsUSA USA United States of AmericaHigh income

1/27/2020 OurMine UndeterminedDisruptive Message ManipulationMinnesota VikingsUSA USA United States of AmericaHigh income

1/27/2020 OurMine UndeterminedDisruptive Message ManipulationBuffalo BillsUSA USA United States of AmericaHigh income

1/27/2020 OurMine UndeterminedDisruptive Message ManipulationBuffalo BillsUSA USA United States of AmericaHigh income

1/27/2020 OurMine UndeterminedDisruptive Message ManipulationArizona CardinalsUSA USA United States of AmericaHigh income

1/27/2020 OurMine UndeterminedDisruptive Message ManipulationCleveland BrownsUSA USA United States of AmericaHigh income

1/27/2020 OurMine UndeterminedDisruptive Message ManipulationSan Francisco 49ersUSA USA United States of AmericaHigh income

1/27/2020 OurMine UndeterminedDisruptive Message ManipulationLos Angeles ChargersUSA USA United States of AmericaHigh income

1/27/2020 OurMine UndeterminedDisruptive Message ManipulationTampa Bay BucaneersUSA USA United States of AmericaHigh income

1/27/2020 OurMine UndeterminedDisruptive Message ManipulationPhiladelphia EaglesUSA USA United States of AmericaHigh income

1/27/2020 OurMine UndeterminedDisruptive Message ManipulationNew York GiantsUSA USA United States of AmericaHigh income

1/27/2020 OurMine UndeterminedDisruptive Message ManipulationHouston TexansUSA USA United States of AmericaHigh income

1/27/2020 OurMine UndeterminedDisruptive Message ManipulationIndianapolis ColtsUSA USA United States of AmericaHigh income

1/27/2020 OurMine UndeterminedDisruptive Message ManipulationDenver BroncosUSA USA United States of AmericaHigh income

1/27/2020 OurMine UndeterminedDisruptive Message ManipulationDallas CowboysUSA USA United States of AmericaHigh income

1/27/2020 OurMine UndeterminedDisruptive Message ManipulationDallas CowboysUSA USA United States of AmericaHigh income

1/27/2020 OurMine UndeterminedDisruptive Message ManipulationGreen Bay PackersUSA USA United States of AmericaHigh income

1/27/2020 OurMine UndeterminedDisruptive Message ManipulationGreen Bay PackersUSA USA United States of AmericaHigh income

1/27/2020 OurMine UndeterminedDisruptive Message ManipulationKansas City ChiefsUSA USA United States of AmericaHigh income

1/27/2020 OurMine UndeterminedDisruptive Message ManipulationNFL USA USA United States of AmericaHigh income

1/27/2020 OurMine UndeterminedDisruptive Message ManipulationNFL USA USA United States of AmericaHigh income

1/27/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerRoyal Yachting AssociationGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

1/27/2020 UndeterminedPolitical-EspionageExploitive Exploitation of Application Server,Exploitation of End Hosts,Exploitation of Data in TransitAlbanian state intelligenceALB ALB Albania Upper middle income

1/27/2020 UndeterminedPolitical-EspionageExploitive Exploitation of Application Server,Exploitation of End Hosts,Exploitation of Data in TransitTurkish chapter of the FreemasonsTUR Turkey Turkey Upper middle income

1/27/2020 UndeterminedPolitical-EspionageExploitive Exploitation of Application Server,Exploitation of End Hosts,Exploitation of Data in TransitIraqi government's national security advisorIRQ IRQ Iraq Upper middle income

1/27/2020 UndeterminedPolitical-EspionageExploitive Exploitation of Application Server,Exploitation of End Hosts,Exploitation of Data in TransitGreek government email servicesGRC GRC Greece High income

1/27/2020 UndeterminedPolitical-EspionageExploitive Exploitation of Application Server,Exploitation of End Hosts,Exploitation of Data in TransitCypriot government email servicesCYP CYP Cyprus High income

1/26/2020 OurMine UndeterminedDisruptive Message ManipulationChicago BearsUSA USA United States of AmericaHigh income

1/26/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerSuperCasinoMLT MLT Malta High income

1/26/2020 UndeterminedFinancial Disruptive Data AttackBird ConstructionCAN CAN Canada High income

1/25/2020 UndeterminedFinancial Disruptive Data AttackBrandywine Urology ConsultantsUSA USA United States of AmericaHigh income

1/24/2020 UndeterminedUndeterminedDisruptive External Denial of ServiceOfficial website of the Greek Fire ServiceGRC GRC Greece High income

1/24/2020 UndeterminedUndeterminedDisruptive External Denial of ServiceOfficial website of the Greek National PoliceGRC GRC Greece High income

1/24/2020 UndeterminedFinancial Disruptive Data AttackTampa Bay TimesUSA USA United States of AmericaHigh income

1/24/2020 UndeterminedUndeterminedDisruptive External Denial of ServiceOfficial website of the Greek Prime MinisterGRC GRC Greece High income

1/24/2020 NGB 3rd Technical Surveillance BureauUndeterminedExploitive Exploitation of End HostsU.S. government agencyUSA USA United States of AmericaHigh income



1/24/2020 UndeterminedFinancial Disruptive Data AttackCity of PotsdamDEU DEU Germany High income

1/23/2020 UndeterminedFinancial Disruptive External Denial of Service,Internal Denial of ServiceBitcoin Gold 999 UndeterminedUndetermined#N/A

1/23/2020 UndeterminedFinancial Exploitive Exploitation of End HostsSite belonging to a reseller of tickets for theTokyo Summer Olympics999 UndeterminedUndetermined#N/A

1/23/2020 UndeterminedSabotage Disruptive External Denial of Service,Data Attack,Internal Denial of ServiceBen Gurion International AirportISR ISR Israel High income

1/23/2020 UndeterminedFinancial Exploitive Exploitation of End HostsSite belonging to a reseller of tickets for Euro 2020999 UndeterminedUndetermined#N/A

1/23/2020 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerGedia Automotive GroupDEU DEU Germany High income

1/22/2020 OurMine UndeterminedDisruptive Message ManipulationDave MossUSA USA United States of AmericaHigh income

1/22/2020 OurMine UndeterminedDisruptive Message ManipulationWill Smith USA USA United States of AmericaHigh income

1/22/2020 OurMine UndeterminedDisruptive Message ManipulationBobby BerkUSA USA United States of AmericaHigh income

1/22/2020 OurMine UndeterminedDisruptive Message ManipulationEduardo SaverinUSA USA United States of AmericaHigh income

1/22/2020 OurMine UndeterminedDisruptive Message ManipulationMatt Raub USA USA United States of AmericaHigh income

1/22/2020 OurMine UndeterminedDisruptive Message ManipulationEnrique Hern√É¬É√Ü¬í√É¬Ü'√É¬É√¢¬Ä¬†'√É¬É√Ü¬í'√É¬É√¢¬Ä¬†'√É¬É√Ü¬í√É¬Ü''√É¬É√Ü¬í'√É¬É'√É¬Ç√Ç¬°ndezUSA USA United States of AmericaHigh income

1/22/2020 UndeterminedUndeterminedDisruptive External Denial of ServiceGreenville WaterUSA USA United States of AmericaHigh income

1/22/2020 UndeterminedFinancial Disruptive External Denial of Service,Data AttackTillamook CountyUSA USA United States of AmericaHigh income

1/21/2020 MAZE Financial Mixed Data Attack,Exploitation of Application ServerCrossroads TechnologiesUSA USA United States of AmericaHigh income

1/21/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerAn Ukrainian government job portalUKR UKR Ukraine Lower middle income

1/21/2020 UndeterminedFinancial Exploitive Exploitation of End HostsCitibank customersUSA USA United States of AmericaHigh income

1/21/2020 UndeterminedFinancial Exploitive Exploitation of Application Server100 UPS Store LocationsUSA USA United States of AmericaHigh income

1/21/2020 UndeterminedUndeterminedDisruptive Data AttackVolusia County Public LibraryUSA USA United States of AmericaHigh income

1/21/2020 Saudi ArabiaPersonal AttackExploitive Exploitation of End HostsJeff Bezos USA USA United States of AmericaHigh income

1/20/2020 UndeterminedFinancial Exploitive Exploitation of End HostsHanna AnderssonUSA USA United States of AmericaHigh income

1/20/2020 Tick Industrial-EspionageExploitive Exploitation of Application Server,Exploitation of End HostsMitsubishi ElectricJPN JPN Japan High income

1/19/2020 UndeterminedFinancial Disruptive Data AttackOman United InsuranceOMN OMN Oman High income

1/19/2020 UndeterminedUndeterminedDisruptive Message ManipulationKamaru Usman Twitter accountUSA USA United States of AmericaHigh income

1/18/2020 UndeterminedUndeterminedDisruptive Message ManipulationPortland International AirportUSA USA United States of AmericaHigh income

1/18/2020 UndeterminedFinancial Exploitive Exploitation of End HostsAdventist HealthUSA USA United States of AmericaHigh income

1/18/2020 UndeterminedFinancial Disruptive Data AttackNew Orleans Ernest N. Morial Convention CenterUSA USA United States of AmericaHigh income

1/18/2020 Anonymous (Greece)Protest Disruptive External Denial of ServiceTop Channel 24 TVTUR Turkey Turkey Upper middle income

1/18/2020 REvil Financial Disruptive Data AttackTemple Har Shalom SynagogueUSA USA United States of AmericaHigh income

1/17/2020 Phoenix's Helmets (Anka Neferler Tim)Protest Disruptive External Denial of ServiceAthens Stock MarketGRC GRC Greece High income

1/17/2020 Phoenix's Helmets (Anka Neferler Tim)Protest Disruptive External Denial of ServiceGreek National Intelligence ServicesGRC GRC Greece High income

1/17/2020 Phoenix's Helmets (Anka Neferler Tim)Protest Disruptive External Denial of ServiceGreek Ministry of FinanceGRC GRC Greece High income

1/17/2020 Phoenix's Helmets (Anka Neferler Tim)Protest Disruptive External Denial of ServiceGreek Ministry of Foreign AffairsGRC GRC Greece High income

1/17/2020 MAZE Financial Mixed Data Attack,Exploitation of Application ServerStockdale RadiologyUSA USA United States of AmericaHigh income

1/17/2020 MAZE Financial Mixed Data Attack,Exploitation of Application ServerSunset CardiologyUSA USA United States of AmericaHigh income

1/17/2020 UndeterminedFinancial Exploitive Exploitation of End HostsADP UsersUSA USA United States of AmericaHigh income

1/17/2020 Phoenix's Helmets (Anka Neferler Tim)Protest Disruptive External Denial of ServiceGreek ParliamentGRC GRC Greece High income

1/16/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerCity of DetroitUSA USA United States of AmericaHigh income

1/16/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerGeorgia election server (Center for Election Systems at Kennesaw State University)USA USA United States of AmericaHigh income

1/16/2020 WIZARD SPIDERFinancial Disruptive External Denial of Service,Data AttackRudolf and Stephanie Hospital in Bene√É¬É√Ü¬í√É¬Ü'√É¬É√¢¬Ä¬†'√É¬É√Ü¬í''√É¬É√Ü¬í√É¬Ü'√É¬É√Ç¬¢√É¬¢'√Ç¬¨√É¬Ç√Ç¬¶√É¬É√Ü¬í'√É¬É'√É¬Ç√Ç¬°ovCZE CZE Czechia High income

1/15/2020 UndeterminedFinancial Disruptive External Denial of ServiceTown of ColonieUSA USA United States of AmericaHigh income

1/15/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerPlanetDrugsDirectCAN CAN Canada High income

1/15/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerP&N Bank AUS AUS Australia High income

1/15/2020 UndeterminedUndeterminedExploitive Exploitation of End HostsUnited Nations 999 UndeterminedUndetermined#N/A

1/14/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerNew Mexico Public Regulation CommissionUSA USA United States of AmericaHigh income

1/14/2020 GRU 85th Main Special Service Center (Unit 26165) (FANCYBEAR)Political-EspionageExploitive Exploitation of Application Server,Exploitation of End HostsBurisma UKR UKR Ukraine Lower middle income

1/14/2020 OmnichorusFinancial Exploitive Exploitation of Application ServerLimeLeadsUSA USA United States of AmericaHigh income

1/13/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerSt. Louis Community CollegeUSA USA United States of AmericaHigh income

1/13/2020 UndeterminedFinancial Exploitive Exploitation of Application Server,Exploitation of End HostsCompany in the medical tech sector999 UndeterminedUndetermined#N/A

1/10/2020 Anonymous (Iran)Protest Disruptive Message ManipulationCity of OzarkUSA USA United States of AmericaHigh income

1/10/2020 UndeterminedFinancial Disruptive External Denial of Service,Data AttackPanama-Buena Vista Union SchoolUSA USA United States of AmericaHigh income

1/10/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerPIH HealthUSA USA United States of AmericaHigh income

1/10/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerLos Angeles CountyUSA USA United States of AmericaHigh income

1/10/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerThe Center for Facial RestorationUSA USA United States of AmericaHigh income

1/10/2020 UndeterminedUndeterminedExploitive Exploitation of End HostsBoing BoingUSA USA United States of AmericaHigh income



1/10/2020 UndeterminedFinancial Exploitive Exploitation of End HostsWebsite collecting donations for the victims of the Australia bushfiresAUS AUS Australia High income

1/10/2020 UndeterminedFinancial Disruptive Message ManipulationManor Independent School DistrictUSA USA United States of AmericaHigh income

1/9/2020 UndeterminedFinancial Disruptive Data AttackCity of Dawson CreekCAN CAN Canada High income

1/9/2020 UndeterminedFinancial Disruptive Data AttackBartlett Public Library DistrictUSA USA United States of AmericaHigh income

1/9/2020 UndeterminedFinancial Disruptive Data AttackbtyDental USA USA United States of AmericaHigh income

1/9/2020 UndeterminedFinancial Disruptive Data AttackCity of DunwoodyUSA USA United States of AmericaHigh income

1/9/2020 Iranian Nasr Institute (APT33)Sabotage Exploitive Exploitation of Application ServerAmerican Electric UtilitiesUSA USA United States of AmericaHigh income

1/9/2020 UndeterminedFinancial Disruptive Data AttackAlbany International AirportUSA USA United States of AmericaHigh income

1/8/2020 UndeterminedUndeterminedDisruptive Message ManipulationKuwait State News AgencyKWT KWT Kuwait High income

1/8/2020 UndeterminedPolitical-EspionageExploitive Exploitation of Application ServerUS municipal governmentUSA USA United States of AmericaHigh income

1/8/2020 UndeterminedUndeterminedExploitive Exploitation of Application ServerUS financial entityUSA USA United States of AmericaHigh income

1/7/2020 UndeterminedUndeterminedMixed Exploitation of Application Server,External Denial of ServiceCity of Las VegasUSA USA United States of AmericaHigh income

1/7/2020 UndeterminedFinancial Exploitive Exploitation of Application ServerCity of BendUSA USA United States of AmericaHigh income

1/7/2020 UndeterminedFinancial Disruptive Data AttackEnloe Medical CenterUSA USA United States of AmericaHigh income

1/6/2020 UndeterminedUndeterminedDisruptive Message ManipulationTwitter account of former Australian cricket coach Darren LehmannAUS AUS Australia High income

1/6/2020 UndeterminedUndeterminedDisruptive External Denial of ServiceWallace State Community CollegeUSA USA United States of AmericaHigh income

1/6/2020 UndeterminedUndeterminedDisruptive External Denial of Service,Data AttackHamden SchoolsUSA USA United States of AmericaHigh income

1/6/2020 UndeterminedFinancial Disruptive Data AttackPittsburg Unified School DistrictUSA USA United States of AmericaHigh income

1/6/2020 UndeterminedFinancial Exploitive Exploitation of End HostsFocus CameraUSA USA United States of AmericaHigh income

1/6/2020 UndeterminedFinancial Disruptive Data AttackCanyon DEU DEU Germany High income

1/6/2020 Iranian hackerProtest Disruptive Message ManipulationTexas Department of AgricultureUSA USA United States of AmericaHigh income

1/4/2020 UndeterminedFinancial Disruptive Data AttackSaskatchewan's eHealthCAN CAN Canada High income

1/4/2020 Shield IranProtest Disruptive Message ManipulationSierra Leone Commercial Bank (slcb.com)SLE SLE Sierra LeoneLow income

1/4/2020 Iran Cyber Security Group HackersProtest Disruptive Message ManipulationU.S. Federal Depository Library ProgramUSA USA United States of AmericaHigh income

1/4/2020 FSB 18th¬†Center for Information Security (Berserk Bear)Political-EspionageExploitive Exploitation of Application ServerAustrian Foreign MinistryAUT AUT Austria High income

1/3/2020 UndeterminedFinancial Exploitive Exploitation of Application Server,Exploitation of End HostsNative American Rehabilitation AssociationUSA USA United States of AmericaHigh income

1/3/2020 UndeterminedFinancial Disruptive Data AttackContra Costa County Library SystemUSA USA United States of AmericaHigh income

1/3/2020 UndeterminedFinancial Exploitive Exploitation of End HostsAlomere HealthUSA USA United States of AmericaHigh income

1/3/2020 APT30 Political-EspionageExploitive Exploitation of End HostsOffice of Mark McGowanAUS AUS Australia High income

1/2/2020 UndeterminedUndeterminedExploitive Exploitation of End HostsKlamath County Veterans Service OfficeUSA USA United States of AmericaHigh income

1/2/2020 Chuckling SquadUndeterminedDisruptive Message ManipulationAdam Sandler's Twitter accountUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerAurora WaterUSA USA United States of AmericaHigh income

######## UndeterminedUndeterminedDisruptive Message ManipulationMariah CareyUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of SensorsLandry's USA USA United States of AmericaHigh income

######## UndeterminedFinancial Disruptive Data AttackTravelex GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerActive NetworkUSA USA United States of AmericaHigh income

######## UndeterminedUndeterminedExploitive Exploitation of Application ServerPoloniex POL POL Poland High income

######## UndeterminedFinancial Disruptive Message ManipulationTown of ErieUSA USA United States of AmericaHigh income

######## WIZARD SPIDERFinancial Disruptive External Denial of Service,Data Attack,Internal Denial of ServiceUndisclosed maritime facilityUSA USA United States of AmericaHigh income

######## APT34 Sabotage Disruptive Data AttackBapco BHR BHR Bahrain High income

######## UndeterminedFinancial Exploitive Exploitation of Application Server,Exploitation of End HostsSpecial Olympics of New YorkUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Disruptive Data AttackRichmond Community SchoolsUSA USA United States of AmericaHigh income

######## BigBrother's GazeUndeterminedExploitive Exploitation of SensorsPrison in south ThailandTHA THA Thailand Upper middle income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerAlmex JPN JPN Japan High income

######## UndeterminedUndeterminedDisruptive UndeterminedThe Center for Health Care Services (CHSC)USA USA United States of AmericaHigh income

######## UndeterminedFinancial Disruptive Data AttackThe Heritage CompanyUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Disruptive Data AttackSynoptek USA USA United States of AmericaHigh income

######## TA505 Financial Disruptive Data AttackMaastricht University (UM)NLD NLD NetherlandsHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerRoosevelt General HospitalUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of End HostsMoss AdamsUSA USA United States of AmericaHigh income

######## UndeterminedUndeterminedDisruptive External Denial of ServiceEntercom USA USA United States of AmericaHigh income

######## UndeterminedUndeterminedExploitive Exploitation of Application ServerTown of New MilfordUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of End HostsJuniata CollegeUSA USA United States of AmericaHigh income

######## UndeterminedUndeterminedExploitive Exploitation of Application ServerST LogisticsSGP SGP Singapore High income

######## UndeterminedUndeterminedMixed Exploitation of Application ServerHMI Institute of Health SciencesSGP SGP Singapore High income



######## UndeterminedFinancial Disruptive Data AttackRavnAir USA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerMaster's Touch, LLCUSA USA United States of AmericaHigh income

######## UndeterminedUndeterminedExploitive Exploitation of Application ServerNexus ModsGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerSinai Health SystemUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerFratelli BerettaITA ITA Italy High income

######## UndeterminedFinancial Disruptive External Denial of Service,Data AttackIren ITA ITA Italy High income

######## UndeterminedUndeterminedExploitive Exploitation of Application ServerRing USA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerCity of FrankfurtDEU DEU Germany High income

######## UndeterminedFinancial Exploitive Exploitation of SensorsChampagne French Bakery Caf√É¬É√Ü¬í√É¬Ü'√É¬É√¢¬Ä¬†'√É¬É√Ü¬í'√É¬É√¢¬Ä¬†'√É¬É√Ü¬í√É¬Ü''√É¬É√Ü¬í'√É¬É'√É¬Ç√Ç¬©USA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of SensorsIslands restaurantsUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of SensorsWawa USA USA United States of AmericaHigh income

######## GhostwriterSabotage Disruptive Message Manipulationbaltictimes.comLVA LVA Latvia High income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerMarietta, Ga., Power & Water DepartmentUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Disruptive Data AttackAndrew AgenciesCAN CAN Canada High income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerBad HomburgDEU DEU Germany High income

######## UndeterminedFinancial Disruptive Data AttackSt. Lucie County Sheriff's OfficeUSA USA United States of AmericaHigh income

######## Rancor Political-EspionageExploitive Exploitation of End HostsGovernment organization in CambodiaKHM KHM Cambodia Lower middle income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerKH - Katholische Hochschule Freiburg (Catholic University in Freiburg)DEU DEU Germany High income

######## UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerJustus Liebig UniversityDEU DEU Germany High income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerLifeLabs Medical Laboratory ServicesCAN CAN Canada High income

######## UndeterminedUndeterminedDisruptive Message ManipulationEpilepsy Foundation Twitter's accountUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Disruptive Data AttackCity of GaltUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Disruptive Data AttackHackensack Meridian HealthUSA USA United States of AmericaHigh income

######## APT27 (Iron Panda)Political-EspionageExploitive Exploitation of Application ServerIran IRN IRN Iran (Islamic Republic of)Lower middle income

######## FIN8 Financial Exploitive Exploitation of SensorsUnnamed gas station in North America999 UndeterminedUndetermined#N/A

######## FIN8 Financial Exploitive Exploitation of SensorsUnnamed gas station in North America999 UndeterminedUndetermined#N/A

######## UndeterminedFinancial Mixed Exploitation of Application Server,External Denial of ServiceKeybase USA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of End HostsVimly Benefit SolutionsUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of End HostsLove BonitoSGP SGP Singapore High income

######## UndeterminedFinancial Disruptive Data AttackCity of New OrleansUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerCity of OdessaUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerCity of SugarlandUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Disruptive Data AttackBaton Rouge Community CollegeUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Disruptive Data AttackGoSport et CourirFRA FRA France High income

######## UndeterminedFinancial Disruptive Data AttackArrigo Automotive GroupUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of End HostsRooster Teeth ProductionsUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application Server,Exploitation of End HostsCheyenne Regional Medical CenterUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Disruptive Data AttackThe Cancer Center of HawaiiUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerCity of WacoUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerSouthwire Company, LLCUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of End HostsTurkish usersTUR Turkey Turkey Upper middle income

######## UndeterminedUndeterminedDisruptive External Denial of ServiceIran IRN IRN Iran (Islamic Republic of)Lower middle income

######## UndeterminedFinancial Mixed Exploitation of Application Server,Message Manipulation,External Denial of ServiceHelix Hosting 999 UndeterminedUndetermined#N/A

######## UndeterminedFinancial Disruptive Data AttackYerington Paiute TribeUSA USA United States of AmericaHigh income

######## UndeterminedSabotage Exploitive Exploitation of Application ServerIran IRN IRN Iran (Islamic Republic of)Lower middle income

12/9/2019 UndeterminedFinancial Disruptive External Denial of Service,Data AttackCity of PascagoulaUSA USA United States of AmericaHigh income

12/9/2019 UndeterminedFinancial Disruptive External Denial of Service,Data AttackWalla Walla UniversityUSA USA United States of AmericaHigh income

12/9/2019 MAZE Financial Mixed Exploitation of Application Server,External Denial of Service,Data Attack,Internal Denial of ServiceCity of PensacolaUSA USA United States of AmericaHigh income

12/8/2019 UndeterminedFinancial Disruptive Data AttackCity of East GreenwichUSA USA United States of AmericaHigh income

12/7/2019 UndeterminedFinancial Disruptive External Denial of Service,Data AttackPrison Rehabilitative Industries and Diversified Enterprises Inc (PRIDE)USA USA United States of AmericaHigh income

12/7/2019 UndeterminedFinancial Disruptive Data AttackComplete Technology Solutions (CTS)USA USA United States of AmericaHigh income

12/6/2019 APT32 Industrial-EspionageExploitive Exploitation of Application ServerHyundai DEU DEU Germany High income

12/6/2019 UndeterminedFinancial Exploitive Exploitation of Application Server,Exploitation of End HostsLeesport boroughUSA USA United States of AmericaHigh income

12/6/2019 UndeterminedFinancial Exploitive Exploitation of Application ServerCucamonga Valley Water DistrictUSA USA United States of AmericaHigh income

12/6/2019 UndeterminedFinancial Exploitive Exploitation of End HostsSunrise Community HealthUSA USA United States of AmericaHigh income



12/6/2019 UndeterminedUndeterminedExploitive Exploitation of Network InfrastructureWebSAMSCHN CHN China Upper middle income

12/6/2019 UndeterminedPolitical-EspionageExploitive Exploitation of End HostsIndian Armed ForcesIND IND India Lower middle income

12/6/2019 APT32 Industrial-EspionageExploitive Exploitation of Application ServerBMW DEU DEU Germany High income

12/6/2019 GRU 85th Main Special Service Center (Unit 26165) (FANCYBEAR)Sabotage Exploitive Exploitation of Application ServerFrench President Emmanuel MacronFRA FRA France High income

12/5/2019 UndeterminedFinancial Disruptive Data AttackSoutheastern Minnesota Oral & Maxillofacial Surgery (SEMOMS)USA USA United States of AmericaHigh income

12/5/2019 UndeterminedFinancial Exploitive Exploitation of Application ServerFort Worth Water DepartmentUSA USA United States of AmericaHigh income

12/5/2019 UndeterminedFinancial Exploitive Exploitation of Application Server,Exploitation of End HostsInstitutions from the financial servicesUSA USA United States of AmericaHigh income

12/5/2019 UndeterminedUndeterminedDisruptive External Denial of ServiceFinancial institutions in EthiopiaETH ETH Ethiopia Low income

12/5/2019 REvil Financial Mixed Data Attack,Exploitation of Application ServerCyrusOne USA USA United States of AmericaHigh income

12/5/2019 UndeterminedFinancial Disruptive Message ManipulationChinese venture capital firmCHN CHN China Upper middle income

12/3/2019 UndeterminedFinancial Disruptive Data AttackSycamore School District 427USA USA United States of AmericaHigh income

12/3/2019 UndeterminedUndeterminedExploitive Exploitation of End HostsMonash IVF GroupAUS AUS Australia High income

12/3/2019 UndeterminedFinancial Disruptive Data AttackASD Audit ESP ESP Spain High income

12/3/2019 UndeterminedFinancial Disruptive Data AttackT-System USA USA United States of AmericaHigh income

12/3/2019 UndeterminedFinancial Exploitive Exploitation of End HostsSweaty BettyGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

12/2/2019 UndeterminedUndeterminedExploitive Exploitation of Application ServerRiverKids Pediatric Home HealthUSA USA United States of AmericaHigh income

12/2/2019 UndeterminedFinancial Disruptive Data AttackMaine School Administrative District 6USA USA United States of AmericaHigh income

12/2/2019 UndeterminedFinancial Exploitive Exploitation of End HostsSmith & Wesson's online storeUSA USA United States of AmericaHigh income

12/2/2019 UndeterminedFinancial Disruptive Data AttackTECNOL ESP ESP Spain High income

12/1/2019 UndeterminedFinancial Disruptive Data AttackShakespeare Theatre of New JerseyUSA USA United States of AmericaHigh income

######## UndeterminedUndeterminedExploitive Exploitation of End HostsA major player in Britain's nuclear power industryGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

######## FSB 18th¬†Center for Information Security (Berserk Bear)Political-EspionageExploitive Exploitation of End HostsDnipro Control SystemUKR UKR Ukraine Lower middle income

######## FSB 18th¬†Center for Information Security (Berserk Bear)Political-EspionageExploitive Exploitation of End HostsMinistry of Foreign Affairs of UkraineUKR UKR Ukraine Lower middle income

######## UndeterminedSabotage Disruptive External Denial of ServiceLIHKG CHN CHN China Upper middle income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerMixcloud GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

######## UndeterminedFinancial Disruptive Data AttackProsegur ESP ESP Spain High income

######## UndeterminedUndeterminedDisruptive Message ManipulationTwitter account of Huawei BrazilBRA BRA Brazil Upper middle income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerUpbit KOR KOR Korea (the Republic of)High income

######## UndeterminedFinancial Mixed Message Manipulation,Exploitation of End HostsDatrix GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

######## UndeterminedFinancial Exploitive Exploitation of End HostsLoudoun Medical Group D/B/A Comprehensive Sleep Care CenterUSA USA United States of AmericaHigh income

######## UndeterminedUndeterminedExploitive Exploitation of Application ServerAdobe USA USA United States of AmericaHigh income

######## UndeterminedSabotage Exploitive Exploitation of Application ServerOhio election infrastructureUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of End HostsIvy Rehab Physical TherapyUSA USA United States of AmericaHigh income

######## UndeterminedUndeterminedExploitive Exploitation of Application ServerYouth Development, Inc.USA USA United States of AmericaHigh income

######## FIN7 Financial Exploitive Exploitation of SensorsDiBella's Old Fashioned SubmarineUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of SensorsOn the BorderUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Disruptive Data AttackGreat Plains HealthUSA USA United States of AmericaHigh income

######## FSB 18th¬†Center for Information Security (Berserk Bear)Political-EspionageExploitive Exploitation of End HostsUkrainian Ministry of Foreign AffairsUKR UKR Ukraine Lower middle income

######## UndeterminedFinancial Disruptive Data AttackWaterloo Catholic District School BoardCAN CAN Canada High income

######## UndeterminedFinancial Disruptive Data AttackNew York City Police DepartmentUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of SensorsCatch Hospitality GroupUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Disruptive Data AttackVirtual Care Provider Inc. (VCPI)USA USA United States of AmericaHigh income

######## UndeterminedPolitical-EspionageExploitive Exploitation of End HostsBelgium's trade mission to ChinaBEL BEL Belgium High income

######## UndeterminedFinancial Exploitive Exploitation of SensorsChurch's ChickenUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Disruptive Data AttackLivingston School DistrictUSA USA United States of AmericaHigh income

######## UndeterminedUndeterminedExploitive Exploitation of Application ServerOnePlus CHN CHN China Upper middle income

######## UndeterminedUndeterminedExploitive Exploitation of Application ServerT-Mobile USA USA United States of AmericaHigh income

######## UndeterminedFinancial Disruptive Data AttackFerguson Medical Group (FMG)USA USA United States of AmericaHigh income

######## UndeterminedFinancial Disruptive Data AttackSouthern First Nations Network of CareCAN CAN Canada High income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerThe City of DothanUSA USA United States of AmericaHigh income

######## MAZE Financial Mixed Data Attack,Exploitation of Application ServerAllied UniversalUSA USA United States of AmericaHigh income

######## UndeterminedUndeterminedExploitive Exploitation of Application ServerEdenred FRA FRA France High income

######## UndeterminedFinancial Disruptive Data AttackChicopee Public SchoolsUSA USA United States of AmericaHigh income

######## UndeterminedUndeterminedExploitive Exploitation of End HostsVEP HealthcareUSA USA United States of AmericaHigh income

######## UndeterminedUndeterminedExploitive Exploitation of End HostsTwitter account of Arron Banks, the founder of the pro-Brexit campaign Leave.EUGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income



######## UndeterminedIndustrial-EspionageMixed Exploitation of Application Server,Data Attack,Exploitation of End HostUS automotive industryUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of End HostsMonero 999 UndeterminedUndetermined#N/A

######## UndeterminedFinancial Disruptive Data AttackCHU de RouenFRA FRA France High income

######## Phineas FisherProtest Exploitive Exploitation of Application ServerCayman National Bank (Isle of Man) LimitedIMN IMN Isle of ManHigh income

######## UndeterminedFinancial Disruptive Data AttackLouisiana State GovernmentUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerLiver WellnessIRL IRL Ireland High income

######## UndeterminedUndeterminedExploitive Exploitation of End HostsCAH HoldingsUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of End HostsChoice Cancer Care Treatment CenterUSA USA United States of AmericaHigh income

######## UndeterminedUndeterminedExploitive Exploitation of End HostsItalian National TVITA ITA Italy High income

######## UndeterminedUndeterminedDisruptive Message Manipulation2K Interactive social media accountUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of End HostsMacy's USA USA United States of AmericaHigh income

######## DarkSly Financial Exploitive Exploitation of Application ServerHyundai Saudi ArabiaSAU SAU Saudi ArabiaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerCity of San AngeloUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of End HostsSelect Health NetworkUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of End HostsSolara Medical SuppliesUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of End HostsSelect HealthUSA USA United States of AmericaHigh income

######## UndeterminedIndustrial-EspionageExploitive Exploitation of Application Server,Exploitation of End HostsNational Association of Manufacturers (NAM)USA USA United States of AmericaHigh income

######## UndeterminedFinancial Disruptive Data AttackUnion County, NJUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of End HostsStarling PhysiciansUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Disruptive Data AttackPort Neches-Groves Independent School DistrictUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of End HostsUniversity of North Carolina - Chapel Hill School of MedicineUSA USA United States of AmericaHigh income

######## UndeterminedUndeterminedDisruptive External Denial of ServiceArvan IRN IRN Iran (Islamic Republic of)Lower middle income

######## UndeterminedFinancial Disruptive Data AttackPenn-Harris-Madison SchoolUSA USA United States of AmericaHigh income

######## UndeterminedSabotage Disruptive External Denial of ServiceUK Conservative PartyGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

######## Lizard SquadSabotage Disruptive External Denial of ServiceUK Labour PartyGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

######## UndeterminedFinancial Exploitive Exploitation of End HostsDisney+ USA USA United States of AmericaHigh income

######## UndeterminedFinancial Disruptive Data AttackPierson High SchoolUSA USA United States of AmericaHigh income

######## UndeterminedUndeterminedExploitive Exploitation of Application ServerZoneAlarm forum (forum.zonealarm.com)ISR ISR Israel High income

######## UndeterminedFinancial Disruptive Data AttackPemex MEX MEX Mexico Upper middle income

11/9/2019 WIZARD SPIDERUndeterminedDisruptive Data AttackDover, NJ USA USA United States of AmericaHigh income

11/9/2019 UndeterminedFinancial Disruptive Data AttackSmarterASP.NETUSA USA United States of AmericaHigh income

11/8/2019 UndeterminedFinancial Exploitive Exploitation of End HostsDelta Dental of ArizonaUSA USA United States of AmericaHigh income

11/8/2019 UndeterminedFinancial Disruptive Data AttackWTVG 13abcUSA USA United States of AmericaHigh income

11/8/2019 UndeterminedFinancial Disruptive Data AttackConnectWiseUSA USA United States of AmericaHigh income

11/7/2019 UndeterminedUndeterminedExploitive Exploitation of End HostsSalem Health Hospitals & ClinicsUSA USA United States of AmericaHigh income

11/7/2019 NGB 3rd Technical Surveillance BureauUndeterminedExploitive Exploitation of End HostsIndian Space Research Organisation (ISRO)IND IND India Lower middle income

11/6/2019 UndeterminedFinancial Disruptive Data AttackBoardridersUSA USA United States of AmericaHigh income

11/6/2019 UndeterminedUndeterminedExploitive Exploitation of Application ServerVeritas GeneticsUSA USA United States of AmericaHigh income

11/5/2019 LulzSecITAProtest Exploitive Exploitation of Application ServerLyca MobileITA ITA Italy High income

11/5/2019 UndeterminedUndeterminedExploitive Exploitation of Application ServerJames Fisher and SonsGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

11/5/2019 Anonymous (Italy)Protest Exploitive Exploitation of Application ServerLyca MobileITA ITA Italy High income

11/5/2019 Anonymous (Italy)Protest Exploitive Exploitation of Application ServerRegional Environmental Protection Agency in PugliaITA ITA Italy High income

11/5/2019 Anonymous (Italy)Protest Exploitive Exploitation of Application ServerRegional Environmental Protection Agency in AbruzzoITA ITA Italy High income

11/5/2019 Anonymous (Italy)Protest Exploitive Exploitation of Application ServerPrefecture of NaplesITA ITA Italy High income

11/5/2019 Anonymous (Italy)Protest Exploitive Exploitation of Application ServerItalian Chamber of DeputiesITA ITA Italy High income

11/4/2019 UndeterminedFinancial Exploitive Exploitation of End HostsPEXSuperstore.comUSA USA United States of AmericaHigh income

11/4/2019 UndeterminedFinancial Exploitive Exploitation of End HostsInterMed USA USA United States of AmericaHigh income

11/4/2019 UndeterminedFinancial Disruptive Data AttackLincoln County School DistrictUSA USA United States of AmericaHigh income

11/4/2019 UndeterminedUndeterminedDisruptive Message ManipulationTejasswi PrakashIND IND India Lower middle income

11/4/2019 UndeterminedFinancial Disruptive Data AttackSociedad Espa√É¬É√Ü¬í√É¬Ü'√É¬É√¢¬Ä¬†'√É¬É√Ü¬í'√É¬É√¢¬Ä¬†'√É¬É√Ü¬í√É¬Ü''√É¬É√Ü¬í'√É¬É'√É¬Ç√Ç¬±ola de Radiodifusi√É¬É√Ü¬í√É¬Ü'√É¬É√¢¬Ä¬†'√É¬É√Ü¬í'√É¬É√¢¬Ä¬†'√É¬É√Ü¬í√É¬Ü''√É¬É√Ü¬í'√É¬É'√É¬Ç√Ç¬≥n (Cadena SER)ESP ESP Spain High income

11/4/2019 UndeterminedFinancial Disruptive Data AttackEveris ESP ESP Spain High income

11/2/2019 UndeterminedFinancial Disruptive External Denial of Service,Data AttackGovernment of NunavutCAN CAN Canada High income

11/1/2019 UndeterminedFinancial Exploitive Exploitation of Application ServerU.S. Virgin Islands Water and Power Authority (WAPA)USA USA United States of AmericaHigh income

11/1/2019 UndeterminedFinancial Exploitive Exploitation of Application ServerVedantu IND IND India Lower middle income

11/1/2019 UndeterminedFinancial Disruptive Data AttackBrooklyn Hospital CenterUSA USA United States of AmericaHigh income



######## UndeterminedFinancial Mixed Exploitation of Application Server,Message ManipulationPerth Anaesthetic GroupAUS AUS Australia High income

######## UndeterminedFinancial Disruptive Data AttackWatertown School DistrictUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerUtah Valley Eye CenterUSA USA United States of AmericaHigh income

######## UndeterminedUndeterminedDisruptive External Denial of ServiceWinamax FRA FRA France High income

######## National Security Service Unit 02616Political-EspionageExploitive Exploitation of End HostsPalestine ChronicleUZB UZB UzbekistanLower middle income

######## National Security Service Unit 02616Political-EspionageExploitive Exploitation of End HostsCentre1 UZB UZB UzbekistanLower middle income

######## National Security Service Unit 02616Political-EspionageExploitive Exploitation of End HostsEltuz UZB UZB UzbekistanLower middle income

######## National Security Service Unit 02616Political-EspionageExploitive Exploitation of End HostsFergana NewsUZB UZB UzbekistanLower middle income

######## UndeterminedUndeterminedExploitive Exploitation of Application ServerOntario Science CentreCAN CAN Canada High income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerMarriott InternationalUSA USA United States of AmericaHigh income

######## NGB 3rd Technical Surveillance BureauIndustrial-EspionageExploitive Exploitation of Application ServerKudankulam Nuclear Power PlantIND IND India Lower middle income

######## UndeterminedFinancial Disruptive Message ManipulationNikkei AmericaUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerPrisma HealthUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Disruptive External Denial of Service,Data AttackLas Cruces Public SchoolsUSA USA United States of AmericaHigh income

######## UndeterminedUndeterminedExploitive Exploitation of Application ServerBed Bath & BeyondUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of SensorsIndian usersIND IND India Lower middle income

######## UndeterminedFinancial Exploitive Exploitation of End HostsAmerican Cancer SocietyUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of SensorsKrystal USA USA United States of AmericaHigh income

######## UndeterminedFinancial Disruptive Message ManipulationCity of OcalaUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of End HostsSixth June FRA FRA France High income

######## UndeterminedUndeterminedExploitive Exploitation of Application ServerUniCredit ITA ITA Italy High income

######## UndeterminedUndeterminedDisruptive Message ManipulationWebsite of the President of GeorgiaGEO GEO Georgia Upper middle income

######## GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)UndeterminedDisruptive External Denial of ServiceMaestro GEO GEO Georgia Upper middle income

######## GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)UndeterminedDisruptive External Denial of ServiceImedi TV GEO GEO Georgia Upper middle income

######## GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)UndeterminedDisruptive Message ManipulationProserviceGEO GEO Georgia Upper middle income

######## UndeterminedFinancial Disruptive External Denial of Service,Data AttackNational Veterinary Associates (NVA)USA USA United States of AmericaHigh income

######## UndeterminedUndeterminedDisruptive External Denial of ServiceGaranti BBVATUR Turkey Turkey Upper middle income

######## UndeterminedUndeterminedDisruptive External Denial of ServiceT√É¬É√Ü¬í√É¬Ü'√É¬É√¢¬Ä¬†'√É¬É√Ü¬í'√É¬É√¢¬Ä¬†'√É¬É√Ü¬í√É¬Ü''√É¬É√Ü¬í'√É¬É'√É¬Ç√Ç¬ºrk TelekomTUR Turkey Turkey Upper middle income

######## UndeterminedFinancial Exploitive Exploitation of End HostsDigital InsightsUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Disruptive Data AttackBetty Jean Kerr People's Health CentersUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of End HostsProcter & Gamble's First Aid BeautyUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Disruptive External Denial of ServiceSouth African BanksZAF ZAF South AfricaUpper middle income

######## UndeterminedUndeterminedExploitive Exploitation of Application Server,Exploitation of End HostsUN Nations Development ProgrammeUSA USA United States of AmericaHigh income

######## UndeterminedUndeterminedExploitive Exploitation of Application Server,Exploitation of End HostsWorld Food ProgrammeITA ITA Italy High income

######## UndeterminedUndeterminedExploitive Exploitation of Application Server,Exploitation of End HostsUNICEF USA USA United States of AmericaHigh income

######## UndeterminedUndeterminedExploitive Exploitation of Application Server,Exploitation of End HostsRed CrossUSA USA United States of AmericaHigh income

######## Shadow Kill HackersFinancial Disruptive External Denial of ServiceCity of JohannesburgZAF ZAF South AfricaUpper middle income

######## UndeterminedFinancial Exploitive Exploitation of End HostsPine CountyUSA USA United States of AmericaHigh income

######## UndeterminedSabotage Exploitive Exploitation of Application ServerChilean CarabinerosCHL CHL Chile High income

######## UndeterminedUndeterminedExploitive Exploitation of End HostsKalispell Regional HealthcareUSA USA United States of AmericaHigh income

######## UndeterminedUndeterminedDisruptive External Denial of ServiceLottomaticaITA ITA Italy High income

######## UndeterminedUndeterminedExploitive Exploitation of Application Server,Exploitation of Network InfrastructureAvast CZE CZE Czechia High income

######## UndeterminedPolitical-EspionageExploitive Exploitation of Application Server,Exploitation of End HostsCzech RepublicCZE CZE Czechia High income

######## UndeterminedFinancial Disruptive Data AttackSan Bernardino City Unified School DistrictUSA USA United States of AmericaHigh income

######## UndeterminedUndeterminedExploitive Exploitation of Application ServerVikingVPNUSA USA United States of AmericaHigh income

######## UndeterminedUndeterminedExploitive Exploitation of Application ServerTorGuard USA USA United States of AmericaHigh income

######## UndeterminedUndeterminedExploitive Exploitation of Application ServerNordVPN PAN PAN Panama High income

######## UndeterminedProtest Disruptive Message ManipulationUniversiti MalayaMYS MYS Malaysia Upper middle income

######## UndeterminedFinancial Disruptive External Denial of Service,Data AttackBilltrust USA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of End HostsInternational airport in Europe999 UndeterminedUndetermined#N/A

######## UndeterminedUndeterminedExploitive Exploitation of Application ServerWeb.com USA USA United States of AmericaHigh income

######## UndeterminedFinancial Disruptive External Denial of Service,Data AttackJasper CountyUSA USA United States of AmericaHigh income

######## UndeterminedUndeterminedExploitive Exploitation of Application ServerBriansClub 999 UndeterminedUndetermined#N/A

######## UndeterminedUndeterminedDisruptive Data AttackIngredion IncorporatedUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Disruptive Data AttackTrialWorksUSA USA United States of AmericaHigh income



######## UndeterminedFinancial Exploitive Exploitation of End Hosts,Exploitation of Data in TransitJack MonroeGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

######## UndeterminedFinancial Disruptive External Denial of ServiceEurobet ITA ITA Italy High income

######## Pakistan Sabotage Disruptive Message ManipulationIndia IND IND India Lower middle income

######## PLA Unit¬†69010 (Wicked PANDA)UndeterminedExploitive Exploitation of Application ServerHigh-profile Asian mobile hardware and software manufacturer999 UndeterminedUndetermined#N/A

######## UndeterminedFinancial Disruptive External Denial of Service,Data AttackPitney BowesUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Disruptive Data AttackSunapee New Hampshire School DistrictUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Disruptive Data AttackPilz DEU DEU Germany High income

######## UndeterminedFinancial Disruptive External Denial of Service,Data AttackM6 Group (Groupe M6)FRA FRA France High income

######## UndeterminedFinancial Disruptive Data AttackSouth Knox School CorporationUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of End HostsCentral Valley Regional CenterUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Disruptive Data AttackMonterey Health CenterUSA USA United States of AmericaHigh income

######## UndeterminedUndeterminedExploitive Exploitation of Application ServerHunt Memorial Hospital DistrictUSA USA United States of AmericaHigh income

######## UndeterminedUndeterminedExploitive Exploitation of Application ServerClick2Mail USA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of End HostsMission HealthUSA USA United States of AmericaHigh income

######## InstaKilla Financial Exploitive Exploitation of Application ServerHookers[.]nlNLD NLD NetherlandsHigh income

######## InstaKilla Financial Exploitive Exploitation of Application ServerEscortForumIt[.]xxxITA ITA Italy High income

######## UndeterminedUndeterminedExploitive Exploitation of Application ServerBoston UniversityUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of End HostsFairfield County High SchoolUSA USA United States of AmericaHigh income

######## UndeterminedUndeterminedDisruptive External Denial of ServiceCity of CarrolltonUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Disruptive Data AttackMagnolia PediatricsUSA USA United States of AmericaHigh income

######## UndeterminedPolitical-EspionageExploitive Exploitation of End HostsAbdessadak El BouchattaouiMAR MAR Morocco Lower middle income

######## FIN7 Financial Exploitive Exploitation of Application Server,Exploitation of End HostsNCR CorporationUSA USA United States of AmericaHigh income

######## UndeterminedPolitical-EspionageExploitive Exploitation of End HostsMaati MonjibMAR MAR Morocco Lower middle income

######## UndeterminedPolitical-EspionageExploitive Exploitation of End HostsAbdessadak El BouchattaouiMAR MAR Morocco Lower middle income

######## UndeterminedPolitical-EspionageExploitive Exploitation of End HostsMaati MonjibMAR MAR Morocco Lower middle income

10/9/2019 UndeterminedUndeterminedDisruptive Physical AttackBlue Earth Area High SchoolUSA USA United States of AmericaHigh income

10/9/2019 UndeterminedFinancial Exploitive Exploitation of End HostsMethodist HospitalsUSA USA United States of AmericaHigh income

10/9/2019 UndeterminedSabotage Disruptive External Denial of ServiceImmutableAUS AUS Australia High income

10/9/2019 UndeterminedFinancial Exploitive Exploitation of Application ServerTransUnionCAN CAN Canada High income

10/7/2019 UndeterminedUndeterminedDisruptive External Denial of ServiceHibiscus PetroleumMYS MYS Malaysia Upper middle income

10/7/2019 UndeterminedFinancial Exploitive Exploitation of Application ServerBeeline RUS RUS Russian FederationUpper middle income

10/7/2019 UndeterminedFinancial Exploitive Exploitation of Application ServerVolusion USA USA United States of AmericaHigh income

10/6/2019 Nathan UndeterminedExploitive Exploitation of Application ServerTOMS ShoesUSA USA United States of AmericaHigh income

10/6/2019 UndeterminedUndeterminedDisruptive External Denial of ServiceBonjour-SantCAN CAN Canada High income

10/6/2019 Anonymous (Italy)Protest Exploitive Exploitation of Application ServerItalian Democratic PartyITA ITA Italy High income

10/5/2019 UndeterminedUndeterminedMixed Exploitation of Application Server,Message ManipulationT? Ora Compass HealthNZL NZL New ZealandHigh income

10/4/2019 UndeterminedFinancial Exploitive Exploitation of Application Server,Exploitation of End HostsUniversity of Alabama at Birmingham (UAB Medical)USA USA United States of AmericaHigh income

10/4/2019 UndeterminedUndeterminedMixed Exploitation of Application Server,Message ManipulationUS-based server owned by an engineering company that provides services to the oil, gas and chemical industriesUSA USA United States of AmericaHigh income

10/4/2019 UndeterminedFinancial Disruptive External Denial of Service,Data AttackCity of Jerez de la FronteraESP ESP Spain High income

10/3/2019 UndeterminedUndeterminedExploitive Exploitation of End HostsGoshen HealthUSA USA United States of AmericaHigh income

10/3/2019 UndeterminedPolitical-EspionageExploitive Exploitation of Application Server,Exploitation of End HostsAn official with the Egyptian-Canadian Coalition for DemocracyCAN CAN Canada High income

10/3/2019 UndeterminedPolitical-EspionageExploitive Exploitation of Application Server,Exploitation of End HostsAfaf MahfouzUSA USA United States of AmericaHigh income

10/3/2019 UndeterminedPolitical-EspionageExploitive Exploitation of Application Server,Exploitation of End HostsRagia OmranEGY EGY Egypt Lower middle income

10/3/2019 UndeterminedPolitical-EspionageExploitive Exploitation of Application Server,Exploitation of End HostsShady al-Ghazaly HarbaEGY EGY Egypt Lower middle income

10/3/2019 UndeterminedPolitical-EspionageExploitive Exploitation of Application Server,Exploitation of End HostsKhaled DawoudEGY EGY Egypt Lower middle income

10/3/2019 UndeterminedPolitical-EspionageExploitive Exploitation of Application Server,Exploitation of End HostsHassan NafaaEGY EGY Egypt Lower middle income

10/2/2019 UndeterminedFinancial Disruptive Message ManipulationTukwila School DistrictUSA USA United States of AmericaHigh income

10/2/2019 UndeterminedFinancial Disruptive Data AttackCity of CorneliaUSA USA United States of AmericaHigh income

10/2/2019 Tick Political-EspionageExploitive Exploitation of Application Server,Exploitation of End HostsJapanese government agenciesJPN JPN Japan High income

10/2/2019 Ministry of State Security's (MSS) Jinan State Security Department (APT17)Political-EspionageExploitive Exploitation of Application Server,Exploitation of End HostsJapanese government agenciesJPN JPN Japan High income

10/2/2019 UndeterminedFinancial Exploitive Exploitation of SensorsSchlotzsky'sUSA USA United States of AmericaHigh income

10/2/2019 UndeterminedUndeterminedExploitive Exploitation of Application ServerZendesk USA USA United States of AmericaHigh income

10/2/2019 UndeterminedFinancial Exploitive Exploitation of SensorsMoe's Southwest GrillUSA USA United States of AmericaHigh income

10/2/2019 UndeterminedFinancial Exploitive Exploitation of SensorsMcAlister's DeliUSA USA United States of AmericaHigh income

10/1/2019 UndeterminedUndeterminedExploitive Exploitation of End HostsCenters for Advanced OrthopaedicsUSA USA United States of AmericaHigh income



10/1/2019 UndeterminedFinancial Exploitive Exploitation of Application ServerPipestone Kin-Ability CentreCAN CAN Canada High income

10/1/2019 UndeterminedFinancial Disruptive Data AttackLuzerne CountyUSA USA United States of AmericaHigh income

10/1/2019 UndeterminedFinancial Disruptive Data AttackNorth Florida OB-GYNUSA USA United States of AmericaHigh income

10/1/2019 UndeterminedFinancial Disruptive Data AttackSeven hospitals in AustraliaAUS AUS Australia High income

10/1/2019 UndeterminedFinancial Disruptive Data AttackFayette Medical CenterUSA USA United States of AmericaHigh income

10/1/2019 UndeterminedFinancial Disruptive Data AttackNorthport Medical CenterUSA USA United States of AmericaHigh income

10/1/2019 UndeterminedUndeterminedDisruptive Data AttackVoatz USA USA United States of AmericaHigh income

10/1/2019 UndeterminedFinancial Disruptive Data AttackDCH Regional Medical Center in TuscaloosaUSA USA United States of AmericaHigh income

10/1/2019 UndeterminedIndustrial-EspionageExploitive Exploitation of Application Server,Exploitation of End HostsUS petroleum industryUSA USA United States of AmericaHigh income

9/30/2019 UndeterminedFinancial Disruptive Data AttackBradford City HallUSA USA United States of AmericaHigh income

9/30/2019 UndeterminedUndeterminedExploitive Exploitation of End HostsGoshen HealthUSA USA United States of AmericaHigh income

9/30/2019 UndeterminedFinancial Disruptive Data AttackWood Ranch MedicalUSA USA United States of AmericaHigh income

9/30/2019 UndeterminedFinancial Exploitive Exploitation of Application ServerITarian USA USA United States of AmericaHigh income

9/30/2019 UndeterminedFinancial Exploitive Exploitation of Application ServerComodo USA USA United States of AmericaHigh income

9/30/2019 UndeterminedUndeterminedDisruptive Data AttackDemant DNK DNK Denmark High income

9/29/2019 GnosticplayersUndeterminedExploitive Exploitation of Application ServerZynga USA USA United States of AmericaHigh income

9/29/2019 UndeterminedUndeterminedDisruptive Message ManipulationASICS Store in AucklandNZL NZL New ZealandHigh income

9/28/2019 UndeterminedUndeterminedDisruptive Message ManipulationBillboard on Interstate 75USA USA United States of AmericaHigh income

9/27/2019 UndeterminedFinancial Disruptive Data AttackMeridian Lightweight TechnologiesCAN CAN Canada High income

9/27/2019 UndeterminedFinancial Disruptive Data AttackCatholic Health Initiative (CHI) at Lakeside HospitalUSA USA United States of AmericaHigh income

9/27/2019 UndeterminedUndeterminedExploitive Exploitation of End HostsCancer Treatment Centers of America at Southeastern Regional Medical CenterUSA USA United States of AmericaHigh income

9/27/2019 UndeterminedFinancial Disruptive Data AttackWingham HospitalCAN CAN Canada High income

9/27/2019 UndeterminedFinancial Disruptive Data AttackListowel HospitalCAN CAN Canada High income

9/27/2019 UndeterminedFinancial Disruptive Data AttackManufacturing company in StrathroyCAN CAN Canada High income

9/27/2019 UndeterminedFinancial Disruptive Data AttackDefence Construction Canada (DCC)CAN CAN Canada High income

9/26/2019 UndeterminedFinancial Exploitive Exploitation of Application ServerDoorDash USA USA United States of AmericaHigh income

9/26/2019 UndeterminedUndeterminedDisruptive Internal Denial of ServiceRheinmetall AutomotiveDEU DEU Germany High income

9/26/2019 UndeterminedIndustrial-EspionageExploitive Exploitation of Application ServerAirbus FRA FRA France High income

9/25/2019 UndeterminedUndeterminedExploitive Exploitation of Application ServerVmedia CAN CAN Canada High income

9/25/2019 UndeterminedFinancial Disruptive External Denial of Service,Data AttackNorthshore School DistrictUSA USA United States of AmericaHigh income

9/25/2019 UndeterminedPolitical-EspionageExploitive Exploitation of Application ServerCzech RepublicCZE CZE Czechia High income

9/25/2019 GhostwriterSabotage Disruptive Message Manipulationkaunas.kasvyksta.ltLTU LTU Lithuania High income

9/24/2019 UndeterminedFinancial Disruptive Data AttackMobile County Public SchoolsUSA USA United States of AmericaHigh income

9/24/2019 UndeterminedFinancial Disruptive Data AttackPeoples Injury Network Northwest (PINN)USA USA United States of AmericaHigh income

9/24/2019 UndeterminedFinancial Disruptive Data AttackGuthrie Public SchoolsUSA USA United States of AmericaHigh income

9/24/2019 UndeterminedFinancial Disruptive Message ManipulationLaura Pausini Instagram accountITA ITA Italy High income

9/23/2019 UndeterminedUndeterminedDisruptive External Denial of Service,Data Attack,Internal Denial of ServiceUnion City USA USA United States of AmericaHigh income

9/23/2019 UndeterminedUndeterminedDisruptive External Denial of Service,Data AttackCity of WoodstockCAN CAN Canada High income

9/23/2019 UndeterminedFinancial Exploitive Exploitation of Application ServerGNV (Grandi Navi Veloci)ITA ITA Italy High income

9/23/2019 Ministry of State Security's (MSS) Tianjin State Security Department (APT10)Industrial-EspionageExploitive Exploitation of Application Server,Exploitation of End HostsAt least 17 Utilities in the US.USA USA United States of AmericaHigh income

9/21/2019 UndeterminedUndeterminedDisruptive External Denial of ServiceCool IdeasZAF ZAF South AfricaUpper middle income

9/20/2019 UndeterminedUndeterminedDisruptive External Denial of ServiceLee CountyUSA USA United States of AmericaHigh income

9/20/2019 UndeterminedFinancial Disruptive Data AttackCampbell County HealthUSA USA United States of AmericaHigh income

9/17/2019 UndeterminedFinancial Exploitive Exploitation of Application Server,Exploitation of End HostsMagellan HealthUSA USA United States of AmericaHigh income

9/17/2019 UndeterminedUndeterminedExploitive Exploitation of Application Server,Exploitation of End HostsKent State UniversityUSA USA United States of AmericaHigh income

9/16/2019 UndeterminedFinancial Disruptive Message ManipulationYanet Garc√É¬É√Ü¬í√É¬Ü'√É¬É√¢¬Ä¬†'√É¬É√Ü¬í'√É¬É√¢¬Ä¬†'√É¬É√Ü¬í√É¬Ü''√É¬É√Ü¬í'√É¬É'√É¬Ç√Ç¬≠a Instagram accountUSA USA United States of AmericaHigh income

9/16/2019 UndeterminedFinancial Disruptive Message ManipulationNicole Scherzinger Instagram accountUSA USA United States of AmericaHigh income

9/16/2019 UndeterminedUndeterminedExploitive Exploitation of Application ServerLumin PDFNZL NZL New ZealandHigh income

9/15/2019 UndeterminedFinancial Disruptive Data AttackWallenpaupack Area School DistrictUSA USA United States of AmericaHigh income

9/15/2019 UndeterminedFinancial Exploitive Exploitation of End HostsUsers of Venmo mobile payment serviceUSA USA United States of AmericaHigh income

9/15/2019 UndeterminedFinancial Disruptive Data AttackIrish Department of Communications, Climate Action and the EnvironmentIRL IRL Ireland High income

9/14/2019 UndeterminedPolitical-EspionageExploitive Exploitation of Application Server,Exploitation of End HostsThe Guardian's SecureDrop whistleblower submission siteGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

9/14/2019 UndeterminedFinancial Exploitive Exploitation of Application ServerEOSPlay PAN PAN Panama High income

9/13/2019 UndeterminedFinancial Disruptive Data AttackRobstown Police DepartmentUSA USA United States of AmericaHigh income

9/13/2019 UndeterminedUndeterminedDisruptive Data AttackHungarian Development Center (MFK)HUN HUN Hungary High income



9/12/2019 UndeterminedFinancial Disruptive Data AttackSarrell DentalUSA USA United States of AmericaHigh income

9/12/2019 UndeterminedFinancial Exploitive Exploitation of End HostsGarmin South AfricaZAF ZAF South AfricaUpper middle income

9/11/2019 UndeterminedFinancial Disruptive External Denial of Service,Data Attack,Internal Denial of ServiceTravis Central AppraisalUSA USA United States of AmericaHigh income

9/10/2019 UndeterminedFinancial Disruptive Data AttackWakulla County School DistrictUSA USA United States of AmericaHigh income

9/9/2019 UndeterminedFinancial Disruptive Data AttackPremier Family MedicalUSA USA United States of AmericaHigh income

9/9/2019 UndeterminedFinancial Exploitive Exploitation of End HostsUS Manufacturing CompanyUSA USA United States of AmericaHigh income

9/9/2019 UndeterminedFinancial Exploitive Exploitation of Application ServerMiracle SystemsUSA USA United States of AmericaHigh income

9/7/2019 UndeterminedFinancial Disruptive Data AttackEntercom CommunicationsUSA USA United States of AmericaHigh income

9/6/2019 UndeterminedUndeterminedExploitive Exploitation of Application ServerMetro MobilityUSA USA United States of AmericaHigh income

9/6/2019 UndeterminedFinancial Disruptive External Denial of Service,Data Attack,Internal Denial of ServiceRockford Public Schools Dist. 205USA USA United States of AmericaHigh income

9/6/2019 UkDrillas UndeterminedDisruptive External Denial of ServiceWorld of Warcraft ClassicUSA USA United States of AmericaHigh income

9/6/2019 UkDrillas UndeterminedDisruptive External Denial of ServiceWikipedia USA USA United States of AmericaHigh income

9/6/2019 UndeterminedUndeterminedDisruptive External Denial of ServiceHong Kong Exchanges and Clearing Limited (HKEX)CHN CHN China Upper middle income

9/6/2019 UndeterminedFinancial Exploitive Exploitation of Application ServerOklahoma Law Enforcement Retirement System (OLERS) AgencyUSA USA United States of AmericaHigh income

9/6/2019 UndeterminedFinancial Disruptive Message ManipulationRobert Downey Jr. Instagram accountUSA USA United States of AmericaHigh income

9/6/2019 UndeterminedFinancial Exploitive Exploitation of Application ServerToyota Boshoku CorporationJPN JPN Japan High income

9/5/2019 UndeterminedFinancial Exploitive Exploitation of End HostsMeridian Community CollegeUSA USA United States of AmericaHigh income

9/5/2019 UndeterminedFinancial Disruptive Data AttackFlagstaff Unified School DistrictUSA USA United States of AmericaHigh income

9/5/2019 UndeterminedFinancial Disruptive Message ManipulationCity of UnalaskaUSA USA United States of AmericaHigh income

9/4/2019 UndeterminedFinancial Disruptive Data AttackSherman SchoolUSA USA United States of AmericaHigh income

9/4/2019 UndeterminedUndeterminedExploitive Exploitation of End HostsUC Health USA USA United States of AmericaHigh income

9/4/2019 UndeterminedFinancial Disruptive Data AttackWolcott School DistrictUSA USA United States of AmericaHigh income

9/4/2019 UndeterminedFinancial Disruptive Data AttackCity of New BedfordUSA USA United States of AmericaHigh income

9/3/2019 UndeterminedUndeterminedDisruptive Data AttackTemple University Health SystemUSA USA United States of AmericaHigh income

9/3/2019 UndeterminedFinancial Disruptive Data AttackMonroe-Woodbury Central School DistrictUSA USA United States of AmericaHigh income

9/3/2019 UndeterminedPolitical-EspionageExploitive Exploitation of End HostsIstiqlal TV TKM TKM TurkmenistanUpper middle income

9/3/2019 UndeterminedPolitical-EspionageExploitive Exploitation of End HostsWorld Uyghurs Writers UnionTKM TKM TurkmenistanUpper middle income

9/3/2019 UndeterminedPolitical-EspionageExploitive Exploitation of End HostsEast Turkistan Education and Solidarity Association (ETESA)TKM TKM TurkmenistanUpper middle income

9/3/2019 UndeterminedPolitical-EspionageExploitive Exploitation of End HostsTurkistan TVTKM TKM TurkmenistanUpper middle income

9/3/2019 UndeterminedPolitical-EspionageExploitive Exploitation of End HostsTurkistan PressTKM TKM TurkmenistanUpper middle income

9/3/2019 UndeterminedPolitical-EspionageExploitive Exploitation of End HostsIstiqlal HaberTKM TKM TurkmenistanUpper middle income

9/3/2019 UndeterminedPolitical-EspionageExploitive Exploitation of End HostsUighur Times (Uyghur)TKM TKM TurkmenistanUpper middle income

9/3/2019 UndeterminedPolitical-EspionageExploitive Exploitation of End HostsUighur Times (Chinese)TKM TKM TurkmenistanUpper middle income

9/3/2019 UndeterminedPolitical-EspionageExploitive Exploitation of End HostsUighur Times (English)TKM TKM TurkmenistanUpper middle income

9/3/2019 UndeterminedPolitical-EspionageExploitive Exploitation of End HostsTurkistan TimesTKM TKM TurkmenistanUpper middle income

9/3/2019 UndeterminedPolitical-EspionageExploitive Exploitation of End HostsUyghur AcademyTKM TKM TurkmenistanUpper middle income

9/1/2019 UndeterminedFinancial Disruptive Data AttackSouderton Area School DistrictUSA USA United States of AmericaHigh income

9/1/2019 UndeterminedUndeterminedExploitive Exploitation of Application ServerXKCD ForumsUSA USA United States of AmericaHigh income

8/31/2019 UndeterminedSabotage Disruptive External Denial of ServiceLIHKG CHN CHN China Upper middle income

8/31/2019 UndeterminedUndeterminedExploitive Exploitation of Application ServerCircleCI USA USA United States of AmericaHigh income

8/30/2019 UndeterminedFinancial Exploitive Exploitation of SensorsRussell Stover ChocolatesUSA USA United States of AmericaHigh income

8/30/2019 UndeterminedFinancial Exploitive Exploitation of End HostsOregon Judicial DepartmentUSA USA United States of AmericaHigh income

8/30/2019 UndeterminedUndeterminedDisruptive External Denial of ServiceUniversity of Ghana accommodation registration portalGHA GHA Ghana Lower middle income

8/30/2019 UndeterminedUndeterminedExploitive Exploitation of Application ServerFoxit SoftwareUSA USA United States of AmericaHigh income

8/30/2019 UndeterminedFinancial Disruptive Message ManipulationU.K.-based energy firmGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

8/30/2019 UndeterminedUndeterminedDisruptive Message ManipulationJack Dorsey's Twitter accountUSA USA United States of AmericaHigh income

8/30/2019 UndeterminedUndeterminedExploitive Exploitation of Application ServerUnited Nations 999 UndeterminedUndetermined#N/A

8/29/2019 UndeterminedFinancial Exploitive Exploitation of Network InfrastructurePerCSoft USA USA United States of AmericaHigh income

8/29/2019 UndeterminedFinancial Exploitive Exploitation of Network InfrastructureThe Digital Dental RecordUSA USA United States of AmericaHigh income

8/28/2019 UndeterminedFinancial Disruptive Data AttackWolcott Public SchoolsUSA USA United States of AmericaHigh income

8/27/2019 UndeterminedUndeterminedMixed Exploitation of Application Server,Internal Denial of ServiceLumber LiquidatorsUSA USA United States of AmericaHigh income

8/27/2019 UndeterminedFinancial Disruptive Data AttackNew Kent Co. Public SchoolsUSA USA United States of AmericaHigh income

8/27/2019 UndeterminedUndeterminedExploitive Exploitation of End HostsCapital & Coast DHBNZL NZL New ZealandHigh income

8/27/2019 UndeterminedFinancial Exploitive Exploitation of SensorsOldenburgische Landesbank (OLB)DEU DEU Germany High income

8/27/2019 UndeterminedUndeterminedExploitive Exploitation of Application ServerImperva ISR ISR Israel High income



8/26/2019 UndeterminedFinancial Exploitive Exploitation of End HostsAustralian PayID usersAUS AUS Australia High income

8/26/2019 UndeterminedFinancial Disruptive Data AttackRockville Center, N.Y. School DistrictUSA USA United States of AmericaHigh income

8/25/2019 UndeterminedUndeterminedExploitive Exploitation of Application ServerHostinger LIE LIE LiechtensteinHigh income

8/24/2019 UndeterminedFinancial Disruptive Data AttackLake CountyUSA USA United States of AmericaHigh income

8/23/2019 UndeterminedFinancial Exploitive Exploitation of Application ServerMastercard Priceless Specials loyalty programDEU DEU Germany High income

8/23/2019 UndeterminedFinancial Exploitive Exploitation of End HostsLyons CompaniesUSA USA United States of AmericaHigh income

8/23/2019 UndeterminedFinancial Exploitive Exploitation of Application ServerMastercard Priceless Specials loyalty programBEL BEL Belgium High income

8/22/2019 UndeterminedUndeterminedMixed Exploitation of Application Server,External Denial of ServiceSonoma Valley HospitalUSA USA United States of AmericaHigh income

8/22/2019 fallensky519Financial Exploitive Exploitation of Application ServerUnnamed leading India-based healthcare websiteIND IND India Lower middle income

8/22/2019 UndeterminedUndeterminedExploitive Exploitation of End HostsAlberta Health ServicesCAN CAN Canada High income

8/22/2019 UndeterminedUndeterminedExploitive Exploitation of Application ServerAstro MYS MYS Malaysia Upper middle income

8/22/2019 UndeterminedUndeterminedExploitive Exploitation of Application ServerMassachusetts General Hospital (MGH)USA USA United States of AmericaHigh income

8/22/2019 UndeterminedFinancial Disruptive Data AttackFortnite USA USA United States of AmericaHigh income

8/22/2019 NGB 3rd Technical Surveillance BureauPolitical-EspionageExploitive Exploitation of End HostsCongressional Research ServiceUSA USA United States of AmericaHigh income

8/22/2019 NGB 3rd Technical Surveillance BureauPolitical-EspionageExploitive Exploitation of End HostsRoyal United Services InstituteGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

8/22/2019 NGB 3rd Technical Surveillance BureauPolitical-EspionageExploitive Exploitation of End HostsSouth African Department of International Relations and CooperationZAF ZAF South AfricaUpper middle income

8/22/2019 NGB 3rd Technical Surveillance BureauPolitical-EspionageExploitive Exploitation of End HostsSina CHN CHN China Upper middle income

8/22/2019 NGB 3rd Technical Surveillance BureauPolitical-EspionageExploitive Exploitation of End HostsStanford UniversityUSA USA United States of AmericaHigh income

8/22/2019 NGB 3rd Technical Surveillance BureauPolitical-EspionageExploitive Exploitation of End HostsMinistry of Foreign and European Affairs of the Slovak RepublicSVK SVK Slovakia High income

8/22/2019 NGB 3rd Technical Surveillance BureauPolitical-EspionageExploitive Exploitation of End HostsFrench Ministry for Europe and European AffairsFRA FRA France High income

8/21/2019 UndeterminedFinancial Disruptive Data AttackHospice of San JoaquinUSA USA United States of AmericaHigh income

8/20/2019 UndeterminedFinancial Disruptive Message ManipulationCity of SaskatoonUSA USA United States of AmericaHigh income

8/20/2019 UndeterminedFinancial Exploitive Exploitation of End HostsPokerTracker.comPAN PAN Panama High income

8/19/2019 Mamad WarningUndeterminedDisruptive Message ManipulationMacon County Circuit ClerkUSA USA United States of AmericaHigh income

8/19/2019 UndeterminedFinancial Disruptive Message ManipulationPortland Public SchoolsUSA USA United States of AmericaHigh income

8/19/2019 UndeterminedUndeterminedDisruptive External Denial of ServiceEmbassy of Russia in the United KingdomRUS RUS Russian FederationUpper middle income

8/17/2019 VandaTheGodUndeterminedDisruptive External Denial of ServiceCarterton medical centreNZL NZL New ZealandHigh income

8/17/2019 VandaTheGodUndeterminedDisruptive External Denial of ServiceFeatherston medical centreNZL NZL New ZealandHigh income

8/17/2019 VandaTheGodUndeterminedDisruptive External Denial of ServiceGreytown medical centreNZL NZL New ZealandHigh income

8/17/2019 UndeterminedFinancial Exploitive Exploitation of Application ServerTivoli (My Tivoli)DNK DNK Denmark High income

8/17/2019 VandaTheGodUndeterminedDisruptive External Denial of ServiceKuripuni medical centreNZL NZL New ZealandHigh income

8/17/2019 VandaTheGodUndeterminedDisruptive External Denial of ServiceTu Ora Compass HealthNZL NZL New ZealandHigh income

8/16/2019 UndeterminedFinancial Exploitive Exploitation of End HostsCable OneUSA USA United States of AmericaHigh income

8/16/2019 UndeterminedUndeterminedExploitive Exploitation of End HostsMichigan MedicineUSA USA United States of AmericaHigh income

8/16/2019 UndeterminedFinancial Disruptive Data Attack23 Texas government agenciesUSA USA United States of AmericaHigh income

8/15/2019 UndeterminedFinancial Exploitive Exploitation of Application ServerSpotsylvania CountyUSA USA United States of AmericaHigh income

8/15/2019 UndeterminedFinancial Disruptive Data AttackKNEO Radio StationUSA USA United States of AmericaHigh income

8/15/2019 UndeterminedFinancial Exploitive Exploitation of End HostsNCH Healthcare SystemUSA USA United States of AmericaHigh income

8/15/2019 UndeterminedUndeterminedExploitive Exploitation of End HostsVirginia Gay HospitalUSA USA United States of AmericaHigh income

8/15/2019 UndeterminedUndeterminedExploitive Exploitation of Application ServerSan Dieguito Union High School DistrictUSA USA United States of AmericaHigh income

8/15/2019 UndeterminedUndeterminedExploitive Exploitation of Application ServerEuropean Central BankDEU DEU Germany High income

8/14/2019 UndeterminedFinancial Disruptive Data AttackEye Care Associates Inc.USA USA United States of AmericaHigh income

8/14/2019 UndeterminedFinancial Exploitive Exploitation of SensorsHy-Vee USA USA United States of AmericaHigh income

8/13/2019 UndeterminedUndeterminedExploitive Exploitation of Application ServerBayview DentalUSA USA United States of AmericaHigh income

8/13/2019 UndeterminedUndeterminedExploitive Exploitation of End HostsIndian ArmyIND IND India Lower middle income

8/13/2019 UndeterminedFinancial Exploitive Exploitation of Application ServerChoice HotelsUSA USA United States of AmericaHigh income

8/13/2019 UndeterminedUndeterminedExploitive Exploitation of Application ServerCzech Foreign MinistryCZE CZE Czechia High income

8/13/2019 RaidforumsSabotage Exploitive Exploitation of Application ServerCracked.to 999 UndeterminedUndetermined#N/A

8/12/2019 UndeterminedProtest Exploitive Exploitation of Application ServerArgentine Federal PoliceARG ARG Argentina Upper middle income

8/12/2019 UndeterminedProtest Mixed Exploitation of Application Server,Message ManipulationArgentine Naval PrefectureARG ARG Argentina Upper middle income

8/10/2019 VandaTheGodProtest Disruptive Message ManipulationUniversity of FloridaUSA USA United States of AmericaHigh income

8/9/2019 UndeterminedUndeterminedExploitive Exploitation of End HostsMid-Valley Behavioral Care Networks (BCN)USA USA United States of AmericaHigh income

8/9/2019 UndeterminedFinancial Exploitive Exploitation of End HostsAir New ZealandNZL NZL New ZealandHigh income

8/8/2019 UndeterminedFinancial Exploitive Exploitation of Application ServerTAFE NSWAUS AUS Australia High income

8/8/2019 UndeterminedUndeterminedExploitive Exploitation of End HostsTransport for London (TfL)GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income



8/7/2019 UndeterminedFinancial Exploitive Exploitation of Application ServerTownship of MaplewoodUSA USA United States of AmericaHigh income

8/7/2019 UndeterminedFinancial Exploitive Exploitation of End HostsNational Baseball Hall of FameUSA USA United States of AmericaHigh income

8/7/2019 UndeterminedFinancial Exploitive Exploitation of End HostsState FarmUSA USA United States of AmericaHigh income

8/7/2019 UndeterminedUndeterminedExploitive Exploitation of Application Server,Exploitation of End HostsOffice of the First Deputy Prime Minister of BahrainBHR BHR Bahrain High income

8/7/2019 UndeterminedUndeterminedExploitive Exploitation of Application Server,Exploitation of End HostsBahraini Ministry of InteriorBHR BHR Bahrain High income

8/7/2019 UndeterminedUndeterminedExploitive Exploitation of Application Server,Exploitation of End HostsBahrain's National Security AgencyBHR BHR Bahrain High income

8/5/2019 Muhammad FahdFinancial Exploitive Exploitation of Application Server,Exploitation of End HostsAT&T USA USA United States of AmericaHigh income

8/5/2019 UndeterminedFinancial Disruptive Data AttackCamp Verde Unified School DistrictUSA USA United States of AmericaHigh income

8/5/2019 UndeterminedUndeterminedExploitive Exploitation of Application ServerCafePress USA USA United States of AmericaHigh income

8/5/2019 Machete Political-EspionageExploitive Exploitation of End HostsVenezuelan militaryVEN VEN Venezuela (Bolivarian Republic of)Upper middle income

8/4/2019 UndeterminedFinancial Exploitive Exploitation of Application ServerCardpool USA USA United States of AmericaHigh income

8/3/2019 Mamad WarningUndeterminedDisruptive Message ManipulationMurfreesboro Water DepartmentUSA USA United States of AmericaHigh income

8/2/2019 UndeterminedUndeterminedExploitive Exploitation of Application ServerPresbyterian Healthcare ServicesUSA USA United States of AmericaHigh income

8/2/2019 UndeterminedFinancial Exploitive Exploitation of Application ServerSuperINN USA USA United States of AmericaHigh income

8/2/2019 UndeterminedFinancial Disruptive Message ManipulationCity of Naples, FloridaUSA USA United States of AmericaHigh income

8/1/2019 UndeterminedFinancial Disruptive Data AttackBroken Arrow Public SchoolsUSA USA United States of AmericaHigh income

8/1/2019 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerLibrer√É¬É√Ü¬í√É¬Ü'√É¬É√¢¬Ä¬†'√É¬É√Ü¬í'√É¬É√¢¬Ä¬†'√É¬É√Ü¬í√É¬Ü''√É¬É√Ü¬í'√É¬É'√É¬Ç√Ç¬≠a Porr√É¬É√Ü¬í√É¬Ü'√É¬É√¢¬Ä¬†'√É¬É√Ü¬í'√É¬É√¢¬Ä¬†'√É¬É√Ü¬í√É¬Ü''√É¬É√Ü¬í'√É¬É'√É¬Ç√Ç¬∫aMEX MEX Mexico Upper middle income

8/1/2019 UndeterminedUndeterminedExploitive Exploitation of Application ServerPoshmark USA USA United States of AmericaHigh income

8/1/2019 UndeterminedFinancial Exploitive Exploitation of Application ServerStockX USA USA United States of AmericaHigh income

7/31/2019 UndeterminedFinancial Disruptive Data AttackGadsden Independent School DistrictUSA USA United States of AmericaHigh income

7/31/2019 UndeterminedUndeterminedExploitive Exploitation of Application ServerPearson PLCGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

7/30/2019 Vanda The GodProtest Disruptive Message ManipulationRandolph CountyUSA USA United States of AmericaHigh income

7/30/2019 UndeterminedFinancial Disruptive Data AttackTangipahoa Parish School DistrictUSA USA United States of AmericaHigh income

7/30/2019 UndeterminedFinancial Disruptive External Denial of Service,Data AttackHouston County SchoolsUSA USA United States of AmericaHigh income

7/29/2019 UndeterminedFinancial Disruptive Message ManipulationCabarrus CountyUSA USA United States of AmericaHigh income

7/29/2019 UndeterminedUndeterminedExploitive Exploitation of Application Server,Exploitation of End HostsSure GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

7/29/2019 UndeterminedUndeterminedExploitive Exploitation of Application ServerLos Angeles Police DepartmentUSA USA United States of AmericaHigh income

7/29/2019 Paige ThompsonFinancial Exploitive Exploitation of Application ServerCapital OneUSA USA United States of AmericaHigh income

7/27/2019 UndeterminedUndeterminedDisruptive Data AttackWatertown City School DistrictUSA USA United States of AmericaHigh income

7/27/2019 UndeterminedPolitical-EspionageExploitive Exploitation of End HostsProtonMailCHE CHE SwitzerlandHigh income

7/27/2019 UndeterminedUndeterminedExploitive Exploitation of Application ServerComodo USA USA United States of AmericaHigh income

7/26/2019 UndeterminedFinancial Disruptive Data AttackPuerto Rico Women And Children's HospitalUSA USA United States of AmericaHigh income

7/26/2019 UndeterminedFinancial Disruptive Data AttackBayam√É¬É√Ü¬í√É¬Ü'√É¬É√¢¬Ä¬†'√É¬É√Ü¬í'√É¬É√¢¬Ä¬†'√É¬É√Ü¬í√É¬Ü''√É¬É√Ü¬í'√É¬É'√É¬Ç√Ç¬≥n Medical CenterUSA USA United States of AmericaHigh income

7/26/2019 UndeterminedFinancial Disruptive External Denial of Service,Data Attack,Internal Denial of ServiceBlastech MobileUSA USA United States of AmericaHigh income

7/26/2019 UndeterminedUndeterminedExploitive Exploitation of End HostsDNForum.comUSA USA United States of AmericaHigh income

7/26/2019 UndeterminedFinancial Disruptive Data AttackLincoln County Sheriff's OfficeUSA USA United States of AmericaHigh income

7/26/2019 UndeterminedUndeterminedDisruptive Message ManipulationCity of ConcordUSA USA United States of AmericaHigh income

7/26/2019 UndeterminedUndeterminedDisruptive Message ManipulationAnson CountyUSA USA United States of AmericaHigh income

7/26/2019 UndeterminedFinancial Disruptive Data AttackGeorgia Motor Carrier Compliance DivisionUSA USA United States of AmericaHigh income

7/26/2019 UndeterminedFinancial Disruptive Data AttackGeorgia Capitol PoliceUSA USA United States of AmericaHigh income

7/26/2019 UndeterminedFinancial Disruptive Data AttackGeorgia State PatrolUSA USA United States of AmericaHigh income

7/26/2019 New World OrderUndeterminedExploitive Exploitation of Application ServerClub Penguin RewrittenUSA USA United States of AmericaHigh income

7/25/2019 UndeterminedFinancial Disruptive Data AttackPark DuValle Community Health CenterUSA USA United States of AmericaHigh income

7/25/2019 UndeterminedUndeterminedExploitive Exploitation of End HostsBrazilian President Jair BolsonaroBRA BRA Brazil Upper middle income

7/25/2019 UndeterminedFinancial Disruptive Data AttackCity PowerZAF ZAF South AfricaUpper middle income

7/25/2019 UndeterminedUndeterminedDisruptive Data Attack,Internal Denial of ServiceBahrain's Electric and Water AuthorityBHR BHR Bahrain High income

7/24/2019 UndeterminedFinancial Disruptive Data AttackGrays Harbor Community HospitalUSA USA United States of AmericaHigh income

7/24/2019 UndeterminedFinancial Disruptive Data AttackSpringhill Medical CenterUSA USA United States of AmericaHigh income

7/24/2019 UndeterminedFinancial Disruptive Data AttackNew Haven Public School DistrictUSA USA United States of AmericaHigh income

7/24/2019 UndeterminedUndeterminedDisruptive External Denial of ServiceUndisclosed streaming service999 UndeterminedUndetermined#N/A

7/24/2019 UndeterminedFinancial Disruptive Data AttackVigo CountyUSA USA United States of AmericaHigh income

7/24/2019 Intrusion TruthSabotage Exploitive Exploitation of Application ServerAPT17 (AKA Deputy Dog and Axiom)CHN CHN China Upper middle income

7/24/2019 UndeterminedFinancial Disruptive Data AttackOuachita  Parish School DistrictUSA USA United States of AmericaHigh income

7/24/2019 UndeterminedFinancial Disruptive Data AttackSabine Parish School DistrictUSA USA United States of AmericaHigh income

7/24/2019 UndeterminedFinancial Disruptive Data AttackMorehouse Parish School DistrictUSA USA United States of AmericaHigh income



7/24/2019 PLA Unit¬†69010 (Wicked PANDA)Industrial-EspionageExploitive Exploitation of Application ServerTeamViewer GmbHDEU DEU Germany High income

7/24/2019 PLA Unit¬†69010 (Wicked PANDA)UndeterminedExploitive Exploitation of Application ServerValve USA USA United States of AmericaHigh income

7/24/2019 PLA Unit¬†69010 (Wicked PANDA)Industrial-EspionageExploitive Exploitation of Application ServerCovestro DEU DEU Germany High income

7/24/2019 PLA Unit¬†69010 (Wicked PANDA)Industrial-EspionageExploitive Exploitation of Application ServerShin-Etsu JPN JPN Japan High income

7/24/2019 PLA Unit¬†69010 (Wicked PANDA)Industrial-EspionageExploitive Exploitation of Application ServerSumitomo JPN JPN Japan High income

7/24/2019 PLA Unit¬†69010 (Wicked PANDA)UndeterminedExploitive Exploitation of Application ServerLion Air IDN IDN Indonesia Upper middle income

7/24/2019 PLA Unit¬†69010 (Wicked PANDA)UndeterminedExploitive Exploitation of Application ServerMarriott USA USA United States of AmericaHigh income

7/24/2019 PLA Unit¬†69010 (Wicked PANDA)Industrial-EspionageExploitive Exploitation of Application ServerRoche CHE CHE SwitzerlandHigh income

7/24/2019 PLA Unit¬†69010 (Wicked PANDA)Industrial-EspionageExploitive Exploitation of Application ServerHenkel DEU DEU Germany High income

7/24/2019 PLA Unit¬†69010 (Wicked PANDA)Industrial-EspionageExploitive Exploitation of Application ServerSiemens DEU DEU Germany High income

7/24/2019 PLA Unit¬†69010 (Wicked PANDA)Industrial-EspionageExploitive Exploitation of Application ServerBASF DEU DEU Germany High income

7/23/2019 UndeterminedFinancial Disruptive Data AttackDr. Carl Bilancione DentistUSA USA United States of AmericaHigh income

7/23/2019 UndeterminedUndeterminedExploitive Exploitation of Application ServerUniversity of HawaiiUSA USA United States of AmericaHigh income

7/23/2019 UndeterminedUndeterminedExploitive Exploitation of Application ServerTennessee Higher Education CommissionUSA USA United States of AmericaHigh income

7/23/2019 GRU 85th Main Special Service Center (Unit 26165) (FANCYBEAR)Political-EspionageExploitive Exploitation of Application ServerChristo GrozevGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

7/22/2019 UndeterminedUndeterminedDisruptive External Denial of ServiceMilton Keynes CouncilGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

7/21/2019 UndeterminedFinancial Disruptive Data AttackButler County Federated Library SystemUSA USA United States of AmericaHigh income

7/20/2019 UndeterminedUndeterminedDisruptive Message ManipulationJessica Alba's Twitter AccountUSA USA United States of AmericaHigh income

7/20/2019 UndeterminedFinancial Disruptive Data AttackFlorien High SchoolUSA USA United States of AmericaHigh income

7/19/2019 UndeterminedFinancial Exploitive Exploitation of Application Server1111 TWN TWN Taiwan (Province of China)High income

7/19/2019 UndeterminedUndeterminedExploitive Exploitation of End HostsMidlands Technical CollegeUSA USA United States of AmericaHigh income

7/19/2019 UndeterminedFinancial Exploitive Exploitation of Application ServerLancaster UniversityGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

7/19/2019 Israeli Elite Force (IEF)Sabotage Exploitive Exploitation of Application ServerPalestinian Ministry of InteriorISR ISR Israel High income

7/19/2019 UndeterminedUndeterminedExploitive Exploitation of End HostsDiscord USA USA United States of AmericaHigh income

7/19/2019 UndeterminedUndeterminedDisruptive Message ManipulationMetropolitan Police's Twitter accountGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

7/18/2019 UndeterminedFinancial Exploitive Exploitation of Application ServerWise HealthUSA USA United States of AmericaHigh income

7/18/2019 UndeterminedUndeterminedExploitive Exploitation of End HostsEdgepark Medical SuppliesUSA USA United States of AmericaHigh income

7/18/2019 UndeterminedFinancial Disruptive Data AttackTown of ColliervilleUSA USA United States of AmericaHigh income

7/18/2019 UndeterminedUndeterminedDisruptive Data AttackBahamas Ministry of TourismBHS BHS Bahamas High income

7/18/2019 UndeterminedUndeterminedDisruptive External Denial of ServiceHenry CountyUSA USA United States of AmericaHigh income

7/17/2019 UndeterminedFinancial Disruptive Data AttackAsian Art Museum in San FranciscoUSA USA United States of AmericaHigh income

7/17/2019 UndeterminedUndeterminedExploitive Exploitation of Application ServerSlack USA USA United States of AmericaHigh income

7/17/2019 UndeterminedFinancial Exploitive Exploitation of End Hosts62 universitiesUSA USA United States of AmericaHigh income

7/16/2019 UndeterminedFinancial Exploitive Exploitation of Application ServerUniversity of AlabamaUSA USA United States of AmericaHigh income

7/16/2019 UndeterminedPersonal AttackExploitive Exploitation of End HostsRicardo RossellUSA USA United States of AmericaHigh income

7/16/2019 UndeterminedFinancial Disruptive Data AttackiNSYNQ USA USA United States of AmericaHigh income

7/16/2019 UndeterminedUndeterminedExploitive Exploitation of End HostsSprint USA USA United States of AmericaHigh income

7/16/2019 UndeterminedPolitical-EspionageExploitive Exploitation of End HostsJoshua WongCHN CHN China Upper middle income

7/15/2019 UndeterminedUndeterminedDisruptive Message ManipulationFoodpanda SingaporeSGP SGP Singapore High income

7/15/2019 UndeterminedFinancial Disruptive External Denial of Service,Data AttackLyon County School DistrictUSA USA United States of AmericaHigh income

7/15/2019 Kristian BoykovProtest Exploitive Exploitation of Application ServerBulgaria National Revenue Agency (NRA).BGR BGR Bulgaria Upper middle income

7/13/2019 UndeterminedFinancial Disruptive Data AttackCity of New BedfordUSA USA United States of AmericaHigh income

7/13/2019 Ov1ru$ Sabotage Mixed Exploitation of Application Server,Message ManipulationSyTech RUS RUS Russian FederationUpper middle income

7/12/2019 UndeterminedFinancial Disruptive Data AttackOnondaga County LibrariesUSA USA United States of AmericaHigh income

7/12/2019 UndeterminedFinancial Exploitive Exploitation of Application Server,Exploitation of End HostsMyDashWallet.org usersNLD NLD NetherlandsHigh income

7/12/2019 UndeterminedFinancial Exploitive Exploitation of Application ServerBitpoint JPN JPN Japan High income

7/11/2019 UndeterminedFinancial Disruptive Data AttackNorthwest Indian CollegeUSA USA United States of AmericaHigh income

7/11/2019 UndeterminedUndeterminedExploitive Exploitation of End HostsNemadji Research CorporationUSA USA United States of AmericaHigh income

7/10/2019 UndeterminedFinancial Exploitive Exploitation of Application Server,Exploitation of End HostsArlington CountyUSA USA United States of AmericaHigh income

7/10/2019 UndeterminedFinancial Disruptive Data AttackKHSU USA USA United States of AmericaHigh income

7/10/2019 UndeterminedFinancial Disruptive Data AttackMonroe CollegeUSA USA United States of AmericaHigh income

7/10/2019 Buhtrap Political-EspionageExploitive Exploitation of End HostsGovernment in Eastern Europe999 UndeterminedUndetermined#N/A

7/9/2019 UndeterminedFinancial Exploitive Exploitation of End HostsPhiladelphia Federal Credit UnionUSA USA United States of AmericaHigh income

7/9/2019 UndeterminedFinancial Disruptive Data AttackGila CountyUSA USA United States of AmericaHigh income

7/9/2019 UndeterminedFinancial Disruptive Data AttackSyracuse City SchoolUSA USA United States of AmericaHigh income



7/8/2019 UndeterminedUndeterminedDisruptive Data AttackA vessel on an international voyage bound for the Port of New York.USA USA United States of AmericaHigh income

7/6/2019 UndeterminedFinancial Disruptive Data AttackLa Porte CountyUSA USA United States of AmericaHigh income

7/5/2019 UndeterminedUndeterminedExploitive Exploitation of End HostsCroatian governmentHRV HRV Croatia High income

7/5/2019 UndeterminedFinancial Exploitive Exploitation of Application ServerMaryland Department of LaborUSA USA United States of AmericaHigh income

7/3/2019 UndeterminedFinancial Disruptive Message ManipulationCity of GriffinUSA USA United States of AmericaHigh income

7/3/2019 UndeterminedUndeterminedExploitive Exploitation of Application ServerAmerican Land Title Association (ALTA)USA USA United States of AmericaHigh income

7/3/2019 Silence GroupFinancial Exploitive Exploitation of SensorsPrime BankBGD BGD BangladeshLower middle income

7/3/2019 Silence GroupFinancial Exploitive Exploitation of SensorsNCC BankBGD BGD BangladeshLower middle income

7/3/2019 Silence GroupFinancial Exploitive Exploitation of SensorsDutch Bangla BankBGD BGD BangladeshLower middle income

7/2/2019 UndeterminedFinancial Disruptive Data AttackSt. John AmbulanceGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

7/2/2019 UndeterminedFinancial Exploitive Exploitation of End Hosts7-Eleven JapanJPN JPN Japan High income

7/2/2019 UndeterminedUndeterminedExploitive Exploitation of Application ServerCanonical Ltd.GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

7/1/2019 UndeterminedFinancial Disruptive Data AttackChilean Ministry of AgricultureCHL CHL Chile High income

7/1/2019 UndeterminedFinancial Exploitive Exploitation of End HostsUS Virgin Islands Water and Power AuthorityUSA USA United States of AmericaHigh income

7/1/2019 UndeterminedFinancial Disruptive Data AttackGeorgia Court SystemUSA USA United States of AmericaHigh income

6/30/2019 UndeterminedUndeterminedDisruptive Data AttackUniversity of Ottawa Newspaper (The Fulcrum)CAN CAN Canada High income

6/28/2019 UndeterminedUndeterminedExploitive Exploitation of End HostsSumma HealthUSA USA United States of AmericaHigh income

6/28/2019 UndeterminedUndeterminedExploitive Exploitation of End HostsSumma HealthUSA USA United States of AmericaHigh income

6/27/2019 UndeterminedFinancial Disruptive Data AttackU.S. Virgin Islands Police DepartmentUSA USA United States of AmericaHigh income

6/27/2019 UndeterminedFinancial Exploitive Exploitation of End HostsBitrue SGP SGP Singapore High income

6/27/2019 UndeterminedFinancial Exploitive Exploitation of Application ServerPCM Inc. USA USA United States of AmericaHigh income

6/27/2019 UndeterminedSabotage Disruptive Physical AttackBen Gurion International AirportISR ISR Israel High income

6/27/2019 UndeterminedFinancial Disruptive Data AttackVillage of Key BiscayneUSA USA United States of AmericaHigh income

6/27/2019 UndeterminedFinancial Disruptive Data AttackU.S. Virgin Islands Police DepartmentUSA USA United States of AmericaHigh income

6/27/2019 UndeterminedFinancial Exploitive Exploitation of End HostsBitrue SGP SGP Singapore High income

6/27/2019 UndeterminedFinancial Exploitive Exploitation of Application ServerPCM Inc. USA USA United States of AmericaHigh income

6/27/2019 Western intelligencePolitical-EspionageExploitive Exploitation of Application ServerYandex RUS RUS Russian FederationUpper middle income

6/26/2019 UndeterminedFinancial Exploitive Exploitation of End HostsCity of Sun PrairieUSA USA United States of AmericaHigh income

6/26/2019 UndeterminedFinancial Exploitive Exploitation of Application ServerDominion NationalUSA USA United States of AmericaHigh income

6/26/2019 UndeterminedUndeterminedExploitive Exploitation of Application ServerBorough of WestwoodUSA USA United States of AmericaHigh income

6/25/2019 UndeterminedFinancial Disruptive Message ManipulationTesco Twitter AccountGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

6/25/2019 UndeterminedFinancial Exploitive Exploitation of End HostsCity of Sun PrairieUSA USA United States of AmericaHigh income

6/25/2019 UndeterminedFinancial Disruptive Message ManipulationTesco Twitter AccountGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

6/24/2019 UndeterminedUndeterminedExploitive Exploitation of Application ServerSocialEngineered.netUSA USA United States of AmericaHigh income

6/23/2019 UndeterminedFinancial Disruptive Data AttackVillage of Key BiscayneUSA USA United States of AmericaHigh income

6/22/2019 UndeterminedFinancial Exploitive Exploitation of End HostsSchool District No. 5 Southeast KootenayCAN CAN Canada High income

6/22/2019 UndeterminedFinancial Exploitive Exploitation of End HostsDeliveroo GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

6/22/2019 UndeterminedFinancial Exploitive Exploitation of End HostsJust Eat GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

6/21/2019 UndeterminedFinancial Exploitive Exploitation of Application ServerDominion NationalUSA USA United States of AmericaHigh income

6/20/2019 UndeterminedFinancial Disruptive Data AttackRiviera BeachUSA USA United States of AmericaHigh income

6/20/2019 UndeterminedFinancial Exploitive Exploitation of Application ServerGeraldton Catholic SchoolAUS AUS Australia High income

6/20/2019 UndeterminedUndeterminedExploitive Exploitation of Application ServerNASA's Jet Propulsion Laboratory (JPL)USA USA United States of AmericaHigh income

6/20/2019 UndeterminedUndeterminedExploitive Exploitation of Application ServerSocialEngineered.netUSA USA United States of AmericaHigh income

6/20/2019 UndeterminedFinancial Disruptive Data AttackRiviera BeachUSA USA United States of AmericaHigh income

6/20/2019 UndeterminedFinancial Disruptive Data AttackWinrar.it ITA ITA Italy High income

6/20/2019 US Cyber CommandSabotage Disruptive Data AttackIran computer systems controlling rocket and missile launchersIRN IRN Iran (Islamic Republic of)Lower middle income

6/19/2019 UndeterminedFinancial Disruptive Data AttackA. Duie PyleUSA USA United States of AmericaHigh income

6/19/2019 UndeterminedFinancial Exploitive Exploitation of Application ServerGeraldton Catholic SchoolAUS AUS Australia High income

6/18/2019 UndeterminedFinancial Exploitive Exploitation of Application ServerEatStreet USA USA United States of AmericaHigh income

6/18/2019 UndeterminedFinancial Disruptive Data AttackSeneca Nation Health SystemUSA USA United States of AmericaHigh income

6/18/2019 UndeterminedFinancial Disruptive Data AttackOlean Medical GroupUSA USA United States of AmericaHigh income

6/18/2019 UndeterminedFinancial Disruptive Data AttackTenx SystemsUSA USA United States of AmericaHigh income

6/18/2019 UndeterminedFinancial Exploitive Exploitation of Application ServerEatStreet USA USA United States of AmericaHigh income

6/18/2019 UndeterminedUndeterminedExploitive Exploitation of Application ServerNASA's Jet Propulsion Laboratory (JPL)USA USA United States of AmericaHigh income

6/17/2019 UndeterminedFinancial Exploitive Exploitation of End HostsAustralian Catholic University (ACU)AUS AUS Australia High income



6/17/2019 UndeterminedFinancial Exploitive Exploitation of End HostsAustralian Catholic University (ACU)AUS AUS Australia High income

6/17/2019 UndeterminedFinancial Disruptive Data AttackA. Duie PyleUSA USA United States of AmericaHigh income

6/17/2019 Central Intelligence AgencyPolitical-EspionageExploitive UndeterminedIran IRN IRN Iran (Islamic Republic of)Lower middle income

6/16/2019 UndeterminedPersonal AttackExploitive Exploitation of End HostsBella ThorneUSA USA United States of AmericaHigh income

6/15/2019 UndeterminedUndeterminedExploitive Exploitation of End HostsMissouri Southern State University (MSSU)USA USA United States of AmericaHigh income

6/15/2019 UndeterminedUndeterminedExploitive Exploitation of End HostsOregon State University (OSU)USA USA United States of AmericaHigh income

6/15/2019 UndeterminedUndeterminedExploitive Exploitation of End HostsGraceland UniversityUSA USA United States of AmericaHigh income

6/15/2019 UndeterminedFinancial Disruptive Data AttackEstes Park HealthUSA USA United States of AmericaHigh income

6/15/2019 UndeterminedPersonal AttackExploitive Exploitation of End HostsBella ThorneUSA USA United States of AmericaHigh income

6/15/2019 UndeterminedUndeterminedExploitive Exploitation of End HostsMissouri Southern State University (MSSU)USA USA United States of AmericaHigh income

6/15/2019 UndeterminedSabotage Disruptive Physical AttackRussia's electric power gridRUS RUS Russian FederationUpper middle income

6/14/2019 UndeterminedFinancial Disruptive Data AttackN.E.O. UrologyUSA USA United States of AmericaHigh income

6/14/2019 UndeterminedFinancial Disruptive Data AttackSeneca Nation Health SystemUSA USA United States of AmericaHigh income

6/14/2019 UndeterminedFinancial Disruptive Data AttackOlean Medical GroupUSA USA United States of AmericaHigh income

6/14/2019 UndeterminedUndeterminedExploitive Exploitation of End HostsOregon State University (OSU)USA USA United States of AmericaHigh income

6/14/2019 UndeterminedUndeterminedExploitive Exploitation of End HostsGraceland UniversityUSA USA United States of AmericaHigh income

6/13/2019 UndeterminedFinancial Disruptive Message ManipulationCity of BurlingtonCAN CAN Canada High income

6/13/2019 UndeterminedUndeterminedExploitive Exploitation of Application ServerSymantec Lab in AustraliaAUS AUS Australia High income

6/13/2019 UndeterminedFinancial Disruptive Data AttackN.E.O. UrologyUSA USA United States of AmericaHigh income

6/13/2019 UndeterminedFinancial Disruptive Data AttackEstes Park HealthUSA USA United States of AmericaHigh income

6/13/2019 UndeterminedUndeterminedExploitive Exploitation of Application ServerSymantec Lab in AustraliaAUS AUS Australia High income

6/12/2019 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerCity of EdcouchUSA USA United States of AmericaHigh income

6/12/2019 UndeterminedSabotage Disruptive External Denial of ServiceTelegram USA USA United States of AmericaHigh income

6/11/2019 UndeterminedUndeterminedDisruptive External Denial of Service,Internal Denial of ServicePhiladelphia's online court systemUSA USA United States of AmericaHigh income

6/11/2019 UndeterminedUndeterminedExploitive Exploitation of Application ServerU.S. Customs and Border ProtectionUSA USA United States of AmericaHigh income

6/11/2019 UndeterminedFinancial Disruptive Data AttackASCO BEL BEL Belgium High income

6/11/2019 UndeterminedFinancial Exploitive Exploitation of End HostsRadioheadGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

6/10/2019 UndeterminedUndeterminedExploitive Exploitation of Application Server,Exploitation of End HostsHopkins County School SystemUSA USA United States of AmericaHigh income

6/10/2019 UndeterminedUndeterminedExploitive Exploitation of Application ServerNova Scotia Health AuthorityCAN CAN Canada High income

6/10/2019 Ayy?ld?z TimProtest Disruptive Message ManipulationAmitabh Bachchan Twitter AccountIND IND India Lower middle income

6/10/2019 UndeterminedFinancial Disruptive Data AttackLake City USA USA United States of AmericaHigh income

6/10/2019 FIN8 UndeterminedExploitive Exploitation of SensorsTarget in the hotel-entertainment industry999 UndeterminedUndetermined#N/A

6/9/2019 UndeterminedUndeterminedExploitive Exploitation of Application ServerEmuparadiseCHN CHN China Upper middle income

6/6/2019 UndeterminedFinancial Exploitive Exploitation of End HostsGateHub cryptocurrency wallet serviceGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

6/5/2019 UndeterminedPersonal AttackExploitive Exploitation of Application ServerDave East USA USA United States of AmericaHigh income

6/5/2019 UndeterminedFinancial Disruptive Data AttackAuburn Food BankUSA USA United States of AmericaHigh income

6/5/2019 UndeterminedPolitical-EspionageExploitive Exploitation of Application ServerEuropean Union's embassy in MoscowRUS RUS Russian FederationUpper middle income

6/4/2019 UndeterminedUndeterminedExploitive Exploitation of Application ServerEllwood City Medical CenterUSA USA United States of AmericaHigh income

6/4/2019 UndeterminedPolitical-EspionageExploitive Exploitation of Application ServerAustralian National UniversityAUS AUS Australia High income

6/3/2019 Lab DookhteganSabotage Exploitive Exploitation of Application ServerAPT34 IRN IRN Iran (Islamic Republic of)Lower middle income

6/3/2019 UndeterminedFinancial Exploitive Exploitation of Application ServerAmerican Medical Collection Agency (AMCA)USA USA United States of AmericaHigh income

6/2/2019 UndeterminedFinancial Disruptive Data AttackEurofins ScientificBEL BEL Belgium High income

6/1/2019 UndeterminedFinancial Exploitive Exploitation of End HostsBroome CountyUSA USA United States of AmericaHigh income

5/31/2019 UndeterminedFinancial Exploitive Exploitation of End HostsBroome CountyUSA USA United States of AmericaHigh income

5/31/2019 UndeterminedFinancial Exploitive Exploitation of Application ServerLeicester City FCGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

5/30/2019 UndeterminedFinancial Exploitive Exploitation of End HostsPeople Inc.USA USA United States of AmericaHigh income

5/30/2019 UndeterminedUndeterminedExploitive Exploitation of Data in TransitTaiwan Network Information CenterTWN TWN Taiwan (Province of China)High income

5/29/2019 UndeterminedFinancial Exploitive Exploitation of Application ServerLewes Board of Public WorksUSA USA United States of AmericaHigh income

5/29/2019 UndeterminedFinancial Exploitive Exploitation of SensorsCheckers and Rally'sUSA USA United States of AmericaHigh income

5/28/2019 UndeterminedPersonal AttackExploitive Exploitation of End HostsIggy AzaleaAUS AUS Australia High income

5/28/2019 UndeterminedUndeterminedExploitive Exploitation of Application ServerFlipboard USA USA United States of AmericaHigh income

5/24/2019 GnosticplayersFinancial Exploitive Exploitation of Application ServerCanva AUS AUS Australia High income

5/24/2019 UndeterminedFinancial Exploitive Exploitation of Application ServerNederWoonNLD NLD NetherlandsHigh income

5/23/2019 Boris Bullet-DodgerUndeterminedExploitive Exploitation of Application ServerPerceptics USA USA United States of AmericaHigh income

5/22/2019 UndeterminedUndeterminedExploitive Exploitation of Application ServerComputacenter UK LtdGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income



5/21/2019 UndeterminedUndeterminedExploitive Exploitation of Application ServerSunderland City CouncilGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

5/21/2019 US Navy Political-EspionageExploitive Exploitation of End HostsUS Air ForceUSA USA United States of AmericaHigh income

5/21/2019 Anonymous (Italy)Protest Mixed Exploitation of Application Server,Message ManipulationItalian Union of State PoliceITA ITA Italy High income

5/20/2019 UndeterminedSabotage Disruptive Message ManipulationThe Voice KidsRUS RUS Russian FederationUpper middle income

5/20/2019 UndeterminedFinancial Disruptive Data AttackLouisville Regional Airport Authority (LRAA)USA USA United States of AmericaHigh income

5/20/2019 UndeterminedFinancial Mixed Exploitation of Application Server,Exploitation of End Hosts,Physical AttackCoventry Local School DistrictUSA USA United States of AmericaHigh income

5/19/2019 UndeterminedUndeterminedDisruptive Message ManipulationPresident Trump's U.S. Golf Association accountUSA USA United States of AmericaHigh income

5/18/2019 UndeterminedFinancial Exploitive Exploitation of End HostsLibertyBus USA USA United States of AmericaHigh income

5/17/2019 UndeterminedUndeterminedExploitive Exploitation of End HostsCancer Treatment Centers of AmericaUSA USA United States of AmericaHigh income

5/17/2019 UndeterminedUndeterminedExploitive Exploitation of Application Server,Exploitation of End HostsOregon Construction Contractors BoardUSA USA United States of AmericaHigh income

5/17/2019 Attackers from ChinaUndeterminedExploitive Exploitation of Application ServerTeamViewerDEU DEU Germany High income

5/16/2019 UndeterminedFinancial Exploitive Exploitation of End HostsThe Shubert OrganizationUSA USA United States of AmericaHigh income

5/16/2019 UndeterminedUndeterminedExploitive Exploitation of Application ServerSingapore Red CrossSGP SGP Singapore High income

5/16/2019 UndeterminedUndeterminedExploitive Exploitation of Application ServerOGUSERS 999 UndeterminedUndetermined#N/A

5/16/2019 UndeterminedUndeterminedExploitive Exploitation of Application Server,Exploitation of End HostsStack OverflowUSA USA United States of AmericaHigh income

5/15/2019 UndeterminedUndeterminedExploitive Exploitation of Application Server,Exploitation of End HostsBoost MobileUSA USA United States of AmericaHigh income

5/15/2019 UndeterminedFinancial Exploitive Exploitation of Application ServerPaterson Public SchoolsUSA USA United States of AmericaHigh income

5/15/2019 UndeterminedFinancial Exploitive Exploitation of End HostsForbes Magazine subscription website (forbesmagazine.com)USA USA United States of AmericaHigh income

5/15/2019 Anonymous (Italy)Protest Mixed Exploitation of Application Server,Message ManipulationAssociation of Surgeons and Odontologists in SavonaITA ITA Italy High income

5/15/2019 Anonymous (Italy)Protest Mixed Exploitation of Application Server,Message ManipulationHS Hospital ServicesITA ITA Italy High income

5/15/2019 Anonymous (Italy)Protest Mixed Exploitation of Application Server,Message ManipulationASSIST ItalyITA ITA Italy High income

5/15/2019 Anonymous (Italy)Protest Mixed Exploitation of Application Server,Message ManipulationNational Association of Hospital PrimariesITA ITA Italy High income

5/14/2019 UndeterminedFinancial Exploitive Exploitation of End HostsEquitas HealthUSA USA United States of AmericaHigh income

5/14/2019 UndeterminedFinancial Disruptive Data AttackOklahoma City Public SchoolsUSA USA United States of AmericaHigh income

5/14/2019 Hamas Protest Disruptive Message ManipulationKAN ISR ISR Israel High income

5/14/2019 UndeterminedSabotage Exploitive Exploitation of Application ServerTwo Florida voter databasesUSA USA United States of AmericaHigh income

5/14/2019 UndeterminedFinancial Exploitive Exploitation of End HostsBest of the WebUSA USA United States of AmericaHigh income

5/13/2019 UndeterminedUndeterminedExploitive Exploitation of End HostsOregon Health AuthorityUSA USA United States of AmericaHigh income

5/13/2019 UndeterminedFinancial Exploitive Exploitation of Application Server,Exploitation of End HostsGU Japan JPN JPN Japan High income

5/13/2019 UndeterminedFinancial Exploitive Exploitation of Application Server,Exploitation of End HostsUNIQLO JapanJPN JPN Japan High income

5/12/2019 UndeterminedFinancial Exploitive Exploitation of Application ServerAlpaca FormsUSA USA United States of AmericaHigh income

5/12/2019 UndeterminedFinancial Exploitive Exploitation of Application ServerPicreel USA USA United States of AmericaHigh income

5/11/2019 UndeterminedFinancial Exploitive Exploitation of Application ServerFirstBank USA USA United States of AmericaHigh income

5/10/2019 UndeterminedFinancial Exploitive Exploitation of Application ServerAmerican Medical Collection AgencyUSA USA United States of AmericaHigh income

5/10/2019 UndeterminedFinancial Exploitive Exploitation of End HostsEpiscopal Health ServicesUSA USA United States of AmericaHigh income

5/10/2019 UndeterminedFinancial Disruptive Data AttackThe Southeastern Council on Alcoholism and Drug Dependence, Inc. ("SCADD")USA USA United States of AmericaHigh income

5/10/2019 UndeterminedFinancial Exploitive Exploitation of End HostsPacers Sports & Entertainment (PSE)USA USA United States of AmericaHigh income

5/9/2019 UndeterminedFinancial Exploitive Exploitation of Application ServerWIRED USA USA United States of AmericaHigh income

5/9/2019 Green LeakersFinancial Exploitive Exploitation of Application ServerMuddyWater Rana InstituteIRN IRN Iran (Islamic Republic of)Lower middle income

5/8/2019 UndeterminedFinancial Exploitive Exploitation of Application Server,Exploitation of End HostsAmazon USA USA United States of AmericaHigh income

5/8/2019 Unistellar Financial Mixed Data Attack,Exploitation of Application Server275 Million Indian CitizensIND IND India Lower middle income

5/7/2019 UndeterminedFinancial Disruptive Data AttackDaviess County Public LibraryUSA USA United States of AmericaHigh income

5/7/2019 UndeterminedFinancial Exploitive Exploitation of Application ServerOS Inc. USA USA United States of AmericaHigh income

5/7/2019 UndeterminedFinancial Disruptive Data AttackCity of BaltimoreUSA USA United States of AmericaHigh income

5/6/2019 WIZARD SPIDERFinancial Disruptive Data AttackMetro PresortUSA USA United States of AmericaHigh income

5/6/2019 UndeterminedFinancial Disruptive Data AttackMiddletown Public SchoolsUSA USA United States of AmericaHigh income

5/6/2019 UndeterminedFinancial Disruptive Data AttackAmerican Baptist Homes of the MidwestUSA USA United States of AmericaHigh income

5/6/2019 UndeterminedUndeterminedExploitive Exploitation of Application ServerWyzant USA USA United States of AmericaHigh income

5/6/2019 LulzSecITA; Anonymous (Italy)Protest Exploitive Exploitation of Application Server30,000 Roman lawyers, including the Mayor of Rome Virginia RaggiITA ITA Italy High income

5/6/2019 UndeterminedFinancial Disruptive Data AttackWolters KluwerNLD NLD NetherlandsHigh income

5/5/2019 UndeterminedFinancial Exploitive Exploitation of Application Server,Exploitation of End HostsAirbnb users in UKGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

5/2/2019 UndeterminedUndeterminedDisruptive External Denial of Service,Internal Denial of ServicePorr AUT AUT Austria High income

5/1/2019 UndeterminedFinancial Disruptive Data AttackTertiary Education Subsidy (TES) applicantsPHL PHL PhilippinesLower middle income

5/1/2019 UndeterminedFinancial Disruptive Data AttackAugustana CollegeUSA USA United States of AmericaHigh income

5/1/2019 UndeterminedFinancial Disruptive Data AttackTelangana State Southern Power Distribution Company Ltd (TSSPDCL)IND IND India Lower middle income



4/30/2019 UndeterminedUndeterminedExploitive Exploitation of Application ServerCharles River Laboratories International, Inc.USA USA United States of AmericaHigh income

4/30/2019 UndeterminedUndeterminedDisruptive Message ManipulationMichael Bubl√É¬É√Ü¬í√É¬Ü'√É¬É√¢¬Ä¬†'√É¬É√Ü¬í'√É¬É√¢¬Ä¬†'√É¬É√Ü¬í√É¬Ü''√É¬É√Ü¬í'√É¬É'√É¬Ç√Ç¬©'s Instagram AccountCAN CAN Canada High income

4/30/2019 UndeterminedUndeterminedDisruptive External Denial of ServiceGrid operations in parts of the western United StatesUSA USA United States of AmericaHigh income

4/30/2019 UndeterminedFinancial Exploitive Exploitation of Application ServerCitycomp GMBHDEU DEU Germany High income

4/29/2019 UndeterminedUndeterminedMixed Data Attack,Exploitation of Application ServerSkyMed USA USA United States of AmericaHigh income

4/29/2019 UndeterminedFinancial Exploitive Exploitation of End HostsPuma AustraliaAUS AUS Australia High income

4/29/2019 UndeterminedFinancial Exploitive Exploitation of End HostsSaint Ambrose Catholic ParishUSA USA United States of AmericaHigh income

4/29/2019 UndeterminedFinancial Exploitive Exploitation of End HostsMcDonald's CanadaCAN CAN Canada High income

4/28/2019 UndeterminedFinancial Disruptive Data AttackCleveland Hopkins International AirportUSA USA United States of AmericaHigh income

4/27/2019 WIZARD SPIDERFinancial Disruptive Data AttackJohnson Newspaper Corp.USA USA United States of AmericaHigh income

4/26/2019 UndeterminedFinancial Disruptive Data AttackSugar-Salem School District 322USA USA United States of AmericaHigh income

4/26/2019 UndeterminedFinancial Disruptive Data AttackWoodruff Arts CenterUSA USA United States of AmericaHigh income

4/26/2019 UndeterminedUndeterminedExploitive Exploitation of End HostsUniversity of AlaskaUSA USA United States of AmericaHigh income

4/25/2019 Two Unnamed Brazilian HackersUndeterminedDisruptive Message ManipulationCartoon NetworkBRA BRA Brazil Upper middle income

4/25/2019 Two Unnamed Brazilian HackersUndeterminedDisruptive Message ManipulationCartoon NetworkMEX MEX Mexico Upper middle income

4/25/2019 Two Unnamed Brazilian HackersUndeterminedDisruptive Message ManipulationCartoon NetworkTUR Turkey Turkey Upper middle income

4/25/2019 Two Unnamed Brazilian HackersUndeterminedDisruptive Message ManipulationCartoon NetworkITA ITA Italy High income

4/25/2019 Two Unnamed Brazilian HackersUndeterminedDisruptive Message ManipulationCartoon NetworkNLD NLD NetherlandsHigh income

4/25/2019 Two Unnamed Brazilian HackersUndeterminedDisruptive Message ManipulationCartoon NetworkNOR NOR Norway High income

4/25/2019 Two Unnamed Brazilian HackersUndeterminedDisruptive Message ManipulationCartoon NetworkDNK DNK Denmark High income

4/25/2019 Two Unnamed Brazilian HackersUndeterminedDisruptive Message ManipulationCartoon NetworkCZE CZE Czechia High income

4/25/2019 Two Unnamed Brazilian HackersUndeterminedDisruptive Message ManipulationCartoon NetworkPOL POL Poland High income

4/25/2019 Two Unnamed Brazilian HackersUndeterminedDisruptive Message ManipulationCartoon NetworkRUS RUS Russian FederationUpper middle income

4/25/2019 Two Unnamed Brazilian HackersUndeterminedDisruptive Message ManipulationCartoon NetworkDEU DEU Germany High income

4/25/2019 Two Unnamed Brazilian HackersUndeterminedDisruptive Message ManipulationCartoon NetworkROU ROM Romania High income

4/25/2019 Two Unnamed Brazilian HackersUndeterminedDisruptive Message ManipulationCartoon NetworkHUN HUN Hungary High income

4/25/2019 Two Unnamed Brazilian HackersUndeterminedDisruptive Message ManipulationCartoon NetworkGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

4/25/2019 UndeterminedFinancial Exploitive Exploitation of End HostsChase Bank CustomersUSA USA United States of AmericaHigh income

4/25/2019 UndeterminedUndeterminedExploitive Exploitation of Application ServerDocker USA USA United States of AmericaHigh income

4/25/2019 UndeterminedPolitical-EspionageExploitive Exploitation of Application ServerHong Kong branch of Amnesty InternationalCHN CHN China Upper middle income

4/25/2019 TA505 Financial Exploitive Exploitation of Application Server,Exploitation of End HostsUndisclosed financial institution999 UndeterminedUndetermined#N/A

4/24/2019 UndeterminedFinancial Exploitive Exploitation of End HostsDelta Dental of IllinoisUSA USA United States of AmericaHigh income

4/24/2019 UndeterminedFinancial Disruptive Data AttackDoctors' Management Services (DMS)USA USA United States of AmericaHigh income

4/24/2019 UndeterminedFinancial Exploitive Exploitation of End HostsScott County SchoolsUSA USA United States of AmericaHigh income

4/24/2019 FSB 18th¬†Center for Information Security (Berserk Bear)Political-EspionageExploitive Exploitation of Application Server,Exploitation of End HostsUkraine Ministry Of DefenseUKR UKR Ukraine Lower middle income

4/24/2019 LulzSecITAUndeterminedExploitive Exploitation of Application Serverarchivi-sias.it (National Archives from the Italian Ministry of Cultural Heritage and Activities)ITA ITA Italy High income

4/23/2019 UndeterminedUndeterminedDisruptive Message ManipulationLime AUS AUS Australia High income

4/23/2019 UndeterminedFinancial Disruptive Data AttackA2 HostingUSA USA United States of AmericaHigh income

4/23/2019 UndeterminedFinancial Disruptive Data AttackAebi SchmidtCHE CHE SwitzerlandHigh income

4/22/2019 UndeterminedFinancial Disruptive Data AttackPotter CountyUSA USA United States of AmericaHigh income

4/22/2019 UndeterminedUndeterminedExploitive Exploitation of Application Server,Exploitation of End HostsBodybuilding.comUSA USA United States of AmericaHigh income

4/20/2019 UndeterminedFinancial Exploitive Exploitation of End HostsEmCare Inc.USA USA United States of AmericaHigh income

4/20/2019 UndeterminedFinancial Exploitive Exploitation of End HostsAtlanta HawksUSA USA United States of AmericaHigh income

4/19/2019 UndeterminedFinancial Exploitive Exploitation of End HostsPartners for QualityUSA USA United States of AmericaHigh income

4/18/2019 UndeterminedFinancial Disruptive Data AttackCity of AugustaUSA USA United States of AmericaHigh income

4/18/2019 UndeterminedFinancial Disruptive Data AttackThe Weather ChannelUSA USA United States of AmericaHigh income

4/18/2019 Lab DookhteganProtest Exploitive Exploitation of Application ServerAPT34 IRN IRN Iran (Islamic Republic of)Lower middle income

4/17/2019 UndeterminedFinancial Exploitive Exploitation of End HostsChipotle USA USA United States of AmericaHigh income

4/17/2019 UndeterminedFinancial Disruptive Data AttackVerint ISR ISR Israel High income

4/16/2019 UndeterminedUndeterminedMixed Exploitation of Application Server,Internal Denial of ServiceCentrelake Medical GroupUSA USA United States of AmericaHigh income

4/16/2019 UndeterminedUndeterminedExploitive Exploitation of Application Server,Exploitation of End HostsUkrainian militaryUKR UKR Ukraine Lower middle income

4/15/2019 UndeterminedUndeterminedExploitive Exploitation of Application Server,Exploitation of Network InfrastructureWipro Ltd. IND IND India Lower middle income

4/15/2019 UndeterminedProtest Exploitive Exploitation of Application ServerAmerican Advertising Federation (AAF)USA USA United States of AmericaHigh income

4/15/2019 UndeterminedUndeterminedDisruptive External Denial of Service,Data AttackCity of StratfordCAN CAN Canada High income

4/13/2019 UndeterminedFinancial Disruptive Data AttackImperial CountyUSA USA United States of AmericaHigh income



4/13/2019 UndeterminedFinancial Disruptive Data AttackCity of StuartUSA USA United States of AmericaHigh income

4/13/2019 UndeterminedFinancial Disruptive Data AttackGarfield CountyUSA USA United States of AmericaHigh income

4/12/2019 UndeterminedUndeterminedExploitive Exploitation of End HostsFlashpoint USA USA United States of AmericaHigh income

4/12/2019 UndeterminedFinancial Exploitive Exploitation of Application ServerKyushu Railway Co.JPN JPN Japan High income

4/12/2019 UndeterminedUndeterminedExploitive Exploitation of End HostsDakota CountyUSA USA United States of AmericaHigh income

4/12/2019 UndeterminedFinancial Exploitive Exploitation of Application ServerBlue Cross of Idaho Health ServiceUSA USA United States of AmericaHigh income

4/12/2019 UndeterminedUndeterminedExploitive Exploitation of End HostsQuestcare Medical ServicesUSA USA United States of AmericaHigh income

4/12/2019 UndeterminedFinancial Exploitive Exploitation of End HostsFBI National Academy AssociatesUSA USA United States of AmericaHigh income

4/11/2019 UndeterminedFinancial Exploitive Exploitation of End HostsRiverplace Counseling CenterUSA USA United States of AmericaHigh income

4/11/2019 UndeterminedFinancial Exploitive Exploitation of End HostsUniden JPN JPN Japan High income

4/11/2019 UndeterminedFinancial Exploitive Exploitation of Application ServerVSDC RUS RUS Russian FederationUpper middle income

4/11/2019 UndeterminedFinancial Disruptive Data AttackCity of GreenvilleUSA USA United States of AmericaHigh income

4/11/2019 UndeterminedFinancial Disruptive Data AttackFather Bill's and MainSpringUSA USA United States of AmericaHigh income

4/10/2019 UndeterminedFinancial Exploitive Exploitation of End HostsRehabilitation Hospital of Northwest OhioUSA USA United States of AmericaHigh income

4/10/2019 UndeterminedFinancial Exploitive Exploitation of End HostsUsers in ChileCHL CHL Chile High income

4/10/2019 UndeterminedUndeterminedExploitive Exploitation of Application ServerMatrix.org 999 UndeterminedUndetermined#N/A

4/10/2019 UndeterminedSabotage Disruptive Message ManipulationLithuanian Ministry of DefenseLTU LTU Lithuania High income

4/9/2019 UndeterminedFinancial Disruptive Data AttackTenx SystemsUSA USA United States of AmericaHigh income

4/9/2019 UndeterminedFinancial Disruptive Data AttackBashavtotransRUS RUS Russian FederationUpper middle income

4/9/2019 UndeterminedUndeterminedExploitive Exploitation of Application Server,Exploitation of End HostsKing's College LondonGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

4/9/2019 UndeterminedFinancial Exploitive Exploitation of End HostsMinnesota Department of Human ServicesUSA USA United States of AmericaHigh income

4/8/2019 N33LOB33UndeterminedDisruptive Message ManipulationBangladesh Oil, Gas and Mineral Corporation (Petrobangla)BGD BGD BangladeshLower middle income

4/8/2019 UndeterminedFinancial Exploitive Exploitation of End HostsWeslaco Regional Rehabilitation HospitalUSA USA United States of AmericaHigh income

4/8/2019 UndeterminedFinancial Exploitive Exploitation of End HostsBaystate Medical CenterUSA USA United States of AmericaHigh income

4/7/2019 UndeterminedUndeterminedExploitive Exploitation of End HostsRS MedicalUSA USA United States of AmericaHigh income

4/6/2019 UndeterminedUndeterminedDisruptive Data AttackHardin Memorial HospitalUSA USA United States of AmericaHigh income

4/6/2019 UndeterminedSabotage Disruptive External Denial of ServiceFinland Election Result Service (vaalit.fi)FIN FIN Finland High income

4/6/2019 UndeterminedFinancial Exploitive Exploitation of End HostsZilliqa SGP SGP Singapore High income

4/6/2019 UndeterminedFinancial Exploitive Exploitation of End HostsHoya CorporationJPN JPN Japan High income

4/5/2019 UndeterminedFinancial Exploitive Exploitation of End HostsMetrocare ServicesUSA USA United States of AmericaHigh income

4/5/2019 UndeterminedUndeterminedExploitive Exploitation of Application ServerClearway Pain SolutionsUSA USA United States of AmericaHigh income

4/5/2019 UndeterminedUndeterminedExploitive Exploitation of Application ServerHealth Recovery ServicesUSA USA United States of AmericaHigh income

4/5/2019 UndeterminedUndeterminedExploitive Exploitation of End HostsKlaussner FurnitureUSA USA United States of AmericaHigh income

4/5/2019 UndeterminedFinancial Exploitive Exploitation of End HostsAeroGrow InternationalUSA USA United States of AmericaHigh income

4/4/2019 UndeterminedUndeterminedExploitive Exploitation of Application ServerTraining School of the First Scout Ranger RegimentPHL PHL PhilippinesLower middle income

4/4/2019 UndeterminedUndeterminedDisruptive Data AttackSylvan Union School DistrictUSA USA United States of AmericaHigh income

4/4/2019 PLA Unit¬†69010 (Wicked PANDA)Industrial-EspionageExploitive Exploitation of Application ServerBayer DEU DEU Germany High income

4/3/2019 UndeterminedFinancial Exploitive Exploitation of Application ServerCity of TallahasseeUSA USA United States of AmericaHigh income

4/2/2019 UndeterminedFinancial Disruptive Data AttackGenesee CountyUSA USA United States of AmericaHigh income

4/2/2019 UndeterminedFinancial Disruptive Data AttackArizona BeveragesUSA USA United States of AmericaHigh income

4/2/2019 UndeterminedUndeterminedExploitive Exploitation of Application ServerGeorgia Tech UniversityUSA USA United States of AmericaHigh income

4/1/2019 UndeterminedPolitical-EspionageExploitive Exploitation of Application ServerBelgian Interior MinistryBEL BEL Belgium High income

4/1/2019 Togo Political-EspionageExploitive Exploitation of End HostsRaymond HoundjoTGO TGO Togo Low income

4/1/2019 Togo Political-EspionageExploitive Exploitation of End HostsElliott OhinTGO TGO Togo Low income

4/1/2019 Togo Political-EspionageExploitive Exploitation of End HostsFather Pierre Marie-Chanel AffognonTGO TGO Togo Low income

4/1/2019 Togo Political-EspionageExploitive Exploitation of End HostsMonseigneur Benot Comlan AlowonouTGO TGO Togo Low income

3/31/2019 UndeterminedFinancial Disruptive Data AttackCity of AlbanyUSA USA United States of AmericaHigh income

3/30/2019 UndeterminedPersonal AttackExploitive Exploitation of End HostsJill HalfpennyGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

3/30/2019 UndeterminedPolitical-EspionageExploitive Exploitation of Application Server,Exploitation of End HostsDonald TrumpUSA USA United States of AmericaHigh income

3/30/2019 UndeterminedFinancial Exploitive Exploitation of Application ServerBithumb 999 UndeterminedUndetermined#N/A

3/29/2019 UndeterminedUndeterminedExploitive Exploitation of End HostsWomens' Health USAUSA USA United States of AmericaHigh income

3/29/2019 UndeterminedUndeterminedExploitive Exploitation of End HostsPalmetto HealthUSA USA United States of AmericaHigh income

3/29/2019 UndeterminedFinancial Disruptive Data AttackSouthern Hills Eye CareUSA USA United States of AmericaHigh income

3/29/2019 UndeterminedFinancial Exploitive Exploitation of End HostsDePaul USA USA United States of AmericaHigh income

3/29/2019 UndeterminedFinancial Disruptive Data AttackBrookside ENT and Hearing CenterUSA USA United States of AmericaHigh income



3/29/2019 UndeterminedFinancial Exploitive Exploitation of End HostsNigerian National Assembly (NASS)NGA NGA Nigeria Lower middle income

3/29/2019 UndeterminedFinancial Exploitive Exploitation of SensorsEarl EnterprisesUSA USA United States of AmericaHigh income

3/29/2019 APT32 UndeterminedExploitive Exploitation of Application ServerToyota (Japan)JPN JPN Japan High income

3/28/2019 UndeterminedUndeterminedExploitive Exploitation of Application ServerCanada's Natural Health Services (NHS)CAN CAN Canada High income

3/27/2019 UndeterminedFinancial Exploitive Exploitation of Application ServerCoinBene CHN CHN China Upper middle income

3/27/2019 Individual Sabotage Disruptive Physical AttackPost Rock Rural Water DistrictUSA USA United States of AmericaHigh income

3/26/2019 UndeterminedUndeterminedExploitive Exploitation of End HostsOregon governmentUSA USA United States of AmericaHigh income

3/26/2019 UndeterminedFinancial Disruptive Data AttackPrecise ParkLinkCAN CAN Canada High income

3/25/2019 UndeterminedUndeterminedExploitive Exploitation of End HostsVerity Medical FoundationUSA USA United States of AmericaHigh income

3/25/2019 UndeterminedUndeterminedExploitive Exploitation of End HostsSuperior Dental CareUSA USA United States of AmericaHigh income

3/25/2019 UndeterminedFinancial Exploitive Exploitation of Application ServerDragonEx SGP SGP Singapore High income

3/25/2019 UndeterminedUndeterminedExploitive Exploitation of Application Server,Exploitation of End HostsASUS TWN TWN Taiwan (Province of China)High income

3/22/2019 UndeterminedFinancial Exploitive Exploitation of Application ServerNavicent HealthUSA USA United States of AmericaHigh income

3/22/2019 UndeterminedUndeterminedExploitive Exploitation of End HostsHuman Development CenterUSA USA United States of AmericaHigh income

3/21/2019 UndeterminedFinancial Disruptive Data AttackTaos Municipal Schools DistrictUSA USA United States of AmericaHigh income

3/21/2019 UndeterminedFinancial Disruptive Data AttackU.K.'s Police FederationGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

3/21/2019 UndeterminedUndeterminedExploitive Exploitation of Application Server,Exploitation of End HostsOregon Department of Human ServicesUSA USA United States of AmericaHigh income

3/21/2019 UndeterminedUndeterminedMixed Exploitation of Application Server,Message ManipulationPolice Federation of England and WalesGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

3/20/2019 UndeterminedUndeterminedExploitive Exploitation of End HostsHartwig Moss Insurance AgencyUSA USA United States of AmericaHigh income

3/20/2019 UndeterminedUndeterminedDisruptive UndeterminedLynn Public SchoolsUSA USA United States of AmericaHigh income

3/20/2019 UndeterminedFinancial Exploitive Exploitation of End HostsAmerisleepUSA USA United States of AmericaHigh income

3/20/2019 UndeterminedFinancial Exploitive Exploitation of End HostsMyPillow.comUSA USA United States of AmericaHigh income

3/19/2019 UndeterminedFinancial Exploitive Exploitation of Application Server,Exploitation of End HostsSaudi Government AgenciesSAU SAU Saudi ArabiaHigh income

3/19/2019 UndeterminedFinancial Exploitive Exploitation of Application Server,Exploitation of End HostsIsraeli Fintech FirmsISR ISR Israel High income

3/19/2019 UndeterminedFinancial Disruptive Data AttackNorsk HydroNOR NOR Norway High income

3/18/2019 UndeterminedUndeterminedExploitive Exploitation of Application ServerHaylands Primary SchoolGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

3/18/2019 UndeterminedFinancial Exploitive Exploitation of End HostsFrederick Regional Health SystemUSA USA United States of AmericaHigh income

3/18/2019 UndeterminedFinancial Disruptive Data AttackOrange CountyUSA USA United States of AmericaHigh income

3/15/2019 UndeterminedPolitical-EspionageExploitive Exploitation of Application ServerAmnesty International Hong KongCHN CHN China Upper middle income

3/14/2019 UndeterminedUndeterminedDisruptive External Denial of ServiceYandex RUS RUS Russian FederationUpper middle income

3/14/2019 UndeterminedFinancial Disruptive Data AttackSouth Fort Collins Sanitation DistrictUSA USA United States of AmericaHigh income

3/14/2019 UndeterminedFinancial Disruptive Data AttackBallard Northwest Senior CenterUSA USA United States of AmericaHigh income

3/14/2019 UndeterminedFinancial Exploitive Exploitation of Application ServerKathmandu HoldingsNZL NZL New ZealandHigh income

3/14/2019 UndeterminedUndeterminedExploitive Exploitation of Application ServerOrchard View SchoolsUSA USA United States of AmericaHigh income

3/14/2019 UndeterminedUndeterminedExploitive Exploitation of End Hoststracking.dgip.gov[.]pkPAK PAK Pakistan Lower middle income

3/14/2019 UndeterminedFinancial Disruptive Data AttackFort Collins Loveland Water DistrictUSA USA United States of AmericaHigh income

3/13/2019 UndeterminedFinancial Disruptive Data AttackContainer WorldCAN CAN Canada High income

3/13/2019 UndeterminedFinancial Exploitive Exploitation of Application ServerSizmek Inc.USA USA United States of AmericaHigh income

3/13/2019 Ministry of IntelligencePolitical-EspionageExploitive Exploitation of End HostsBenny Gantz's cellphoneISR ISR Israel High income

3/13/2019 UndeterminedFinancial Disruptive Data AttackDirect ScriptsUSA USA United States of AmericaHigh income

3/13/2019 UndeterminedFinancial Disruptive Data AttackMaffi ClinicsUSA USA United States of AmericaHigh income

3/13/2019 UndeterminedFinancial Disruptive Data AttackDelaware Guidance Services for Children and Youth (DGS)USA USA United States of AmericaHigh income

3/13/2019 UndeterminedUndeterminedExploitive Exploitation of Application Server,Exploitation of End HostsCarmel Unified School DistrictUSA USA United States of AmericaHigh income

3/13/2019 UndeterminedFinancial Disruptive Data AttackSir John Colfox AcademyGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

3/12/2019 UndeterminedUndeterminedDisruptive Physical AttackLancaster tornado emergency sirensUSA USA United States of AmericaHigh income

3/12/2019 UndeterminedFinancial Disruptive Data AttackMomentiveUSA USA United States of AmericaHigh income

3/12/2019 UndeterminedFinancial Disruptive Data AttackHexion USA USA United States of AmericaHigh income

3/12/2019 UndeterminedFinancial Disruptive Data AttackCommittee for Public Counsel ServicesUSA USA United States of AmericaHigh income

3/12/2019 UndeterminedFinancial Exploitive Exploitation of End HostsJapanese Banking CustomersJPN JPN Japan High income

3/12/2019 UndeterminedUndeterminedDisruptive Physical AttackDeSoto tornado emergency sirensUSA USA United States of AmericaHigh income

3/11/2019 UndeterminedFinancial Disruptive Data AttackOberlin CollegeUSA USA United States of AmericaHigh income

3/11/2019 UndeterminedFinancial Disruptive Data AttackGrinnell CollegeUSA USA United States of AmericaHigh income

3/11/2019 UndeterminedFinancial Disruptive Data AttackThe PiccadillyIND IND India Lower middle income

3/11/2019 UndeterminedFinancial Disruptive Data AttackPeople's Government of Yiling DistrictCHN CHN China Upper middle income

3/11/2019 UndeterminedFinancial Disruptive Data AttackHamilton CollegeUSA USA United States of AmericaHigh income



3/8/2019 UndeterminedFinancial Disruptive Data AttackJackson CountyUSA USA United States of AmericaHigh income

3/7/2019 UndeterminedFinancial Disruptive Data AttackColumbia Surgical SpecialistsUSA USA United States of AmericaHigh income

3/6/2019 UndeterminedFinancial Disruptive Data AttackMary Free Bed Rehabilitation HospitalUSA USA United States of AmericaHigh income

3/6/2019 UndeterminedFinancial Disruptive Data AttackHealth Alliance PlanUSA USA United States of AmericaHigh income

3/6/2019 UndeterminedUndeterminedExploitive Exploitation of Application ServerCitrix USA USA United States of AmericaHigh income

3/5/2019 UndeterminedFinancial Exploitive Exploitation of Application ServerHollywood Park, TXUSA USA United States of AmericaHigh income

3/5/2019 UndeterminedFinancial Exploitive Exploitation of Application ServerThomas County School DistrictUSA USA United States of AmericaHigh income

3/5/2019 UndeterminedUndeterminedDisruptive Message ManipulationBharatiya Janata PartyIND IND India Lower middle income

3/5/2019 Ministry of State Security's (MSS) Hainan State Security Department (APT40)Political-EspionageExploitive Exploitation of Application Server,Exploitation of End HostsDuke UniversityUSA USA United States of AmericaHigh income

3/5/2019 Ministry of State Security's (MSS) Hainan State Security Department (APT40)Political-EspionageExploitive Exploitation of Application Server,Exploitation of End HostsPennsylvania State UniversityUSA USA United States of AmericaHigh income

3/5/2019 Ministry of State Security's (MSS) Hainan State Security Department (APT40)Political-EspionageExploitive Exploitation of Application Server,Exploitation of End HostsMassachusetts Institute of TechnologyUSA USA United States of AmericaHigh income

3/5/2019 Ministry of State Security's (MSS) Hainan State Security Department (APT40)Political-EspionageExploitive Exploitation of Application Server,Exploitation of End HostsUniversity of WashingtonUSA USA United States of AmericaHigh income

3/5/2019 Ministry of State Security's (MSS) Hainan State Security Department (APT40)Political-EspionageExploitive Exploitation of Application Server,Exploitation of End HostsUniversity of HawaiiUSA USA United States of AmericaHigh income

3/4/2019 Pakistan Sabotage Mixed Exploitation of Application Server,Message Manipulation,External Denial of Service90 Indian Government WebsitesIND IND India Lower middle income

3/4/2019 APT39 Political-EspionageExploitive Exploitation of Application ServerTurkish government entityTUR Turkey Turkey Upper middle income

3/3/2019 UndeterminedFinancial Exploitive Exploitation of Application ServerBambooHRUSA USA United States of AmericaHigh income

3/3/2019 UndeterminedUndeterminedMixed Exploitation of Application Server,Physical AttackChinese rail control systemCHN CHN China Upper middle income

3/1/2019 UndeterminedUndeterminedExploitive Exploitation of Application ServerBon Secours St. Francis Health SystemUSA USA United States of AmericaHigh income

2/28/2019 UndeterminedUndeterminedDisruptive Message ManipulationNewsquest Media GroupGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

2/28/2019 UndeterminedFinancial Mixed Message Manipulation,Exploitation of End Hosts,Data AttackPIK-GroupRUS RUS Russian FederationUpper middle income

2/27/2019 UndeterminedUndeterminedExploitive Exploitation of Application ServerPasquotank-Camden Emergency Medical ServiceUSA USA United States of AmericaHigh income

2/27/2019 UndeterminedFinancial Exploitive Exploitation of Application ServerTopps USA USA United States of AmericaHigh income

2/27/2019 UndeterminedUndeterminedDisruptive Message ManipulationZillow USA USA United States of AmericaHigh income

2/27/2019 UndeterminedUndeterminedExploitive Exploitation of End HostsFlorida Keys Community CollegeUSA USA United States of AmericaHigh income

2/27/2019 UndeterminedUndeterminedExploitive Exploitation of End HostsEmbassy Bangladesh in EgyptBGD BGD BangladeshLower middle income

2/27/2019 UndeterminedFinancial Disruptive Data AttackWolverine Solutions Group (WSG)USA USA United States of AmericaHigh income

2/26/2019 UndeterminedFinancial Exploitive Exploitation of Application ServerAurora City SchoolsUSA USA United States of AmericaHigh income

2/24/2019 UndeterminedFinancial Exploitive Exploitation of SensorsPakistani UsersPAK PAK Pakistan Lower middle income

2/23/2019 UndeterminedFinancial Exploitive Exploitation of Application ServerPompano BeachUSA USA United States of AmericaHigh income

2/23/2019 UndeterminedFinancial Disruptive External Denial of Service,Data AttackApex Human Capital ManagementUSA USA United States of AmericaHigh income

2/23/2019 UndeterminedFinancial Exploitive Exploitation of Application Server,Exploitation of End HostsEOS CryptocurrencySGP SGP Singapore High income

2/22/2019 UndeterminedUndeterminedExploitive Exploitation of Application Server,Exploitation of Network Infrastructure,Exploitation of SensorsATM (Azienda Trasporti Milanese)ITA ITA Italy High income

2/22/2019 UndeterminedFinancial Exploitive Exploitation of End HostsRutland Regional Medical CenterUSA USA United States of AmericaHigh income

2/22/2019 UndeterminedUndeterminedExploitive Exploitation of End HostsUConn HealthUSA USA United States of AmericaHigh income

2/22/2019 UndeterminedSabotage Disruptive External Denial of ServiceEmbassy of Russia in AustriaRUS RUS Russian FederationUpper middle income

2/22/2019 UndeterminedFinancial Exploitive Exploitation of SensorsUS bank customers from 40 statesUSA USA United States of AmericaHigh income

2/21/2019 UndeterminedUndeterminedDisruptive Message ManipulationTwitter account of Tampa Mayor Bob BuckhornUSA USA United States of AmericaHigh income

2/21/2019 UndeterminedPolitical-EspionageExploitive Exploitation of Application ServerUK Labour PartyGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

2/21/2019 UndeterminedFinancial Exploitive Exploitation of End HostsUndisclosed Polish bankPOL POL Poland High income

2/21/2019 WINDSHIFTPolitical-EspionageExploitive Exploitation of End HostsMiddle Eastern government agency999 UndeterminedUndetermined#N/A

2/21/2019 Faisal 1337Protest Disruptive Message ManipulationChhattisgarh BJPIND IND India Lower middle income

2/21/2019 UndeterminedFinancial Disruptive Data AttackToyota (Australia)AUS AUS Australia High income

2/21/2019 LulzSecITAProtest Mixed Exploitation of Application Server,Message ManipulationItalian Ministry of EnvironmentITA ITA Italy High income

2/20/2019 UndeterminedFinancial Exploitive Exploitation of Application Server,Exploitation of End HostsCentinela Valley Union High School DistrictUSA USA United States of AmericaHigh income

2/20/2019 UndeterminedPersonal AttackDisruptive Message ManipulationAlan SmithGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

2/20/2019 UndeterminedFinancial Disruptive Data AttackCabrini HospitalAUS AUS Australia High income

2/18/2019 UndeterminedUndeterminedExploitive Exploitation of Application ServerChester CountyUSA USA United States of AmericaHigh income

2/18/2019 UndeterminedFinancial Disruptive Data AttackColumbia Surgical Specialists of SpokaneUSA USA United States of AmericaHigh income

2/16/2019 Team I CrewProtest Disruptive Message Manipulationhttp://rmcpunjab.pmd.gov.pk/FlightsChartFolder/op.htmlPAK PAK Pakistan Lower middle income

2/16/2019 Team I CrewProtest Disruptive Message Manipulationhttp://namc.pmd.gov.pk/op.htmlPAK PAK Pakistan Lower middle income

2/16/2019 Team I CrewProtest Disruptive Message Manipulationhttp://seismic.pmd.gov.pk/op.htmlPAK PAK Pakistan Lower middle income

2/16/2019 Team I CrewProtest Disruptive Message Manipulationhttps://mail.kpsports.gov.pk/op.htmlPAK PAK Pakistan Lower middle income

2/16/2019 Team I CrewProtest Disruptive Message Manipulationhttps://kpsports.gov.pk/op.htmlPAK PAK Pakistan Lower middle income

2/16/2019 Team I CrewProtest Disruptive Message Manipulationhttp://mail.kda.gkp.pk/op.htmlPAK PAK Pakistan Lower middle income

2/16/2019 Team I CrewProtest Disruptive Message Manipulationhttp://blog.kda.gkp.pk/op.htmlPAK PAK Pakistan Lower middle income



2/16/2019 Team I CrewProtest Disruptive Message Manipulationhttp://kda.gkp.pk/op.htmlPAK PAK Pakistan Lower middle income

2/16/2019 Team I CrewProtest Disruptive Message Manipulationhttps://ebidding.pkha.gov.pk/op.htmlPAK PAK Pakistan Lower middle income

2/16/2019 Team I CrewProtest Disruptive Message Manipulationhttps://pkha.gov.pk/op.htmlPAK PAK Pakistan Lower middle income

2/16/2019 Team I CrewProtest Disruptive Message Manipulationhttps://mail.sindhforests.gov.pk/op.htmlPAK PAK Pakistan Lower middle income

2/16/2019 Team I CrewProtest Disruptive Message Manipulationhttps://sindhforests.gov.pk/op.htmlPAK PAK Pakistan Lower middle income

2/16/2019 Team I CrewProtest Disruptive Message ManipulationMinistry of Foreign Affairs of PakistanPAK PAK Pakistan Lower middle income

2/15/2019 UndeterminedFinancial Disruptive Data AttackCHI HealthUSA USA United States of AmericaHigh income

2/15/2019 The Dark OverlordFinancial Exploitive Exploitation of Application ServerAZ Plastic Surgery CenterUSA USA United States of AmericaHigh income

2/15/2019 UndeterminedUndeterminedExploitive Exploitation of Application ServerAltaMed Health Services CorporationUSA USA United States of AmericaHigh income

2/15/2019 UndeterminedUndeterminedExploitive Exploitation of Application ServerHampton Roads Community Health CenterUSA USA United States of AmericaHigh income

2/15/2019 UndeterminedFinancial Exploitive Exploitation of End HostsMemorial HospitalUSA USA United States of AmericaHigh income

2/15/2019 UndeterminedFinancial Exploitive Exploitation of Application ServerAdventHealth Medical Group's Pulmonary & Sleep MedicineUSA USA United States of AmericaHigh income

2/15/2019 UndeterminedFinancial Exploitive Exploitation of SensorsNorth Country Business ProductsUSA USA United States of AmericaHigh income

2/14/2019 UndeterminedFinancial Exploitive Exploitation of End HostsReserve Bank of IndiaIND IND India Lower middle income

2/13/2019 boredblokeUndeterminedDisruptive Message ManipulationBritish Army's "influence and outreach" Twitter account (@77th_Brigade).GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

2/13/2019 UndeterminedFinancial Exploitive Exploitation of SensorsTruluck's Seafood, Steak & Crab HouseUSA USA United States of AmericaHigh income

2/13/2019 UndeterminedFinancial Exploitive Exploitation of Application ServerImage-I-Nation Technologies, Inc,USA USA United States of AmericaHigh income

2/13/2019 UndeterminedFinancial Exploitive Exploitation of Application ServerFirms member of the Financial Industry Regulatory Authority (FINRA)USA USA United States of AmericaHigh income

2/13/2019 UndeterminedFinancial Exploitive Exploitation of Application Server500px CAN CAN Canada High income

2/13/2019 UndeterminedFinancial Exploitive Exploitation of Application ServerBank of VallettaMLT MLT Malta High income

2/12/2019 UndeterminedUndeterminedExploitive Exploitation of Application ServerLandMark WhiteAUS AUS Australia High income

2/12/2019 UndeterminedFinancial Exploitive Exploitation of End HostsDunkin' DonutsUSA USA United States of AmericaHigh income

2/12/2019 UndeterminedFinancial Exploitive Exploitation of End HostsOkCupid USA USA United States of AmericaHigh income

2/11/2019 UndeterminedUndeterminedDisruptive Data AttackVFEmail USA USA United States of AmericaHigh income

2/10/2019 AnonymousProtest Mixed Exploitation of Application Server,Message ManipulationItalian Region of VenetoITA ITA Italy High income

2/10/2019 AnonymousProtest Mixed Exploitation of Application Server,Message ManipulationItalian Region of TrentinoITA ITA Italy High income

2/9/2019 UndeterminedFinancial Exploitive Exploitation of Application ServerPharmaca USA USA United States of AmericaHigh income

2/9/2019 UndeterminedFinancial Exploitive Exploitation of Application Server,Exploitation of End HostsPawnee County Memorial HospitalUSA USA United States of AmericaHigh income

2/9/2019 UndeterminedUndeterminedExploitive Exploitation of Application ServerSouth Canterbury Property Investors' Association (SCPIA)NZL NZL New ZealandHigh income

2/8/2019 UndeterminedPolitical-EspionageExploitive Exploitation of Application ServerAustralian ParliamentAUS AUS Australia High income

2/8/2019 UndeterminedUndeterminedExploitive Exploitation of Application ServerAustralian Labor PartyAUS AUS Australia High income

2/8/2019 UndeterminedUndeterminedExploitive Exploitation of Application ServerNational Party of AustraliaAUS AUS Australia High income

2/8/2019 UndeterminedUndeterminedExploitive Exploitation of Application ServerLiberal Party of AustraliaAUS AUS Australia High income

2/7/2019 UndeterminedFinancial Exploitive Exploitation of Application Server,Exploitation of End HostsEyeSouth PartnersUSA USA United States of AmericaHigh income

2/7/2019 UndeterminedUndeterminedExploitive Exploitation of Application ServerTrakt USA USA United States of AmericaHigh income

2/7/2019 UndeterminedFinancial Exploitive Exploitation of Application ServerBernard MatthewsGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

2/5/2019 UndeterminedUndeterminedExploitive Exploitation of Application ServerThe Bayside Covenant ChurchUSA USA United States of AmericaHigh income

2/4/2019 UndeterminedUndeterminedExploitive Exploitation of Application ServerRoper St. Francis HealthcareUSA USA United States of AmericaHigh income

2/4/2019 UndeterminedFinancial Disruptive Data AttackCrosby Independent School DistrictUSA USA United States of AmericaHigh income

2/4/2019 UndeterminedFinancial Exploitive Exploitation of Application ServerPellissippi State Community CollegeUSA USA United States of AmericaHigh income

2/4/2019 UndeterminedFinancial Disruptive Data AttackMount Zion School DistrictUSA USA United States of AmericaHigh income

2/4/2019 UndeterminedUndeterminedExploitive Exploitation of End HostsMP Mike FreerGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

2/4/2019 Ministry of State Security's (MSS) (APT31)Industrial-EspionageExploitive Exploitation of Application Server,Exploitation of End Hosts,Exploitation of Network InfrastructureVisma NOR NOR Norway High income

2/4/2019 UndeterminedUndeterminedExploitive Exploitation of Application Server,Exploitation of End HostsEskom GroupZAF ZAF South AfricaUpper middle income

2/2/2019 UndeterminedFinancial Disruptive Data AttackOlympia Financial Group Inc.CAN CAN Canada High income

2/1/2019 UndeterminedFinancial Exploitive Exploitation of Application Server,Exploitation of SensorsHuddle HouseUSA USA United States of AmericaHigh income

2/1/2019 UndeterminedUndeterminedExploitive Exploitation of Application ServerReproductive Medicine and Infertility AssociatesUSA USA United States of AmericaHigh income

1/31/2019 UndeterminedFinancial Exploitive Exploitation of Network Infrastructure,Exploitation of Data in TransitMetro BankGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

1/31/2019 UndeterminedFinancial Exploitive Exploitation of Application Server,Exploitation of End HostsCentinela Valley Union High School DistrictUSA USA United States of AmericaHigh income

1/31/2019 UndeterminedUndeterminedExploitive Exploitation of Application Server,Exploitation of End HostsValley Professional Community Health CenterUSA USA United States of AmericaHigh income

1/31/2019 UndeterminedUndeterminedExploitive Exploitation of Application ServerHouzz USA USA United States of AmericaHigh income

1/31/2019 GRU 85th Main Special Service Center (Unit 26165) (FANCYBEAR)Political-EspionageExploitive Exploitation of Application Server,Exploitation of End HostsThe German Marshall FundUSA USA United States of AmericaHigh income

1/31/2019 GRU 85th Main Special Service Center (Unit 26165) (FANCYBEAR)Political-EspionageExploitive Exploitation of Application Server,Exploitation of End HostsThe Aspen Institute GermanyDEU DEU Germany High income

1/31/2019 GRU 85th Main Special Service Center (Unit 26165) (FANCYBEAR)Political-EspionageExploitive Exploitation of Application Server,Exploitation of End HostsGerman Council on Foreign RelationsDEU DEU Germany High income

1/31/2019 GRU 85th Main Special Service Center (Unit 26165) (FANCYBEAR)Political-EspionageExploitive Exploitation of Application Server,Exploitation of End HostsCenter for Strategic and International StudiesUSA USA United States of AmericaHigh income



1/30/2019 UndeterminedFinancial Exploitive Exploitation of Application ServerPalisades ParkUSA USA United States of AmericaHigh income

1/30/2019 UndeterminedUndeterminedDisruptive External Denial of ServiceKwik Fit GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

1/30/2019 UndeterminedUndeterminedExploitive Exploitation of Application ServerAirbus FRA FRA France High income

1/30/2019 United Arab EmiratesPolitical-EspionageExploitive Exploitation of End HostsTawakkol KarmanYEM YEM Yemen Low income

1/30/2019 United Arab EmiratesPolitical-EspionageExploitive Exploitation of End HostsYusuf bin Alawi bin AbdullahOMN OMN Oman High income

1/30/2019 United Arab EmiratesPolitical-EspionageExploitive Exploitation of End HostsMehmet ?im?ekTUR Turkey Turkey Upper middle income

1/30/2019 United Arab EmiratesPolitical-EspionageExploitive Exploitation of End HostsEmir Sheikh Tamim bin Hamad al-ThaniQAT QAT Qatar High income

1/29/2019 UndeterminedUndeterminedExploitive Exploitation of End HostsRoper St. Francis HealthcareUSA USA United States of AmericaHigh income

1/29/2019 UndeterminedFinancial Exploitive Exploitation of Application Server,Exploitation of End HostsBenefitMallUSA USA United States of AmericaHigh income

1/29/2019 UndeterminedUndeterminedExploitive Exploitation of End HostsBasecampUSA USA United States of AmericaHigh income

1/29/2019 UndeterminedProtest Exploitive Exploitation of Application ServerVale BRA BRA Brazil Upper middle income

1/26/2019 UndeterminedFinancial Mixed Message Manipulation,Exploitation of End Hosts,Exploitation of Data in TransitLocalBitcoinsFIN FIN Finland High income

1/25/2019 UndeterminedFinancial Exploitive Exploitation of End HostsCritical Care, Pulmonary & Sleep AssociatesUSA USA United States of AmericaHigh income

1/25/2019 UndeterminedUndeterminedExploitive Exploitation of Application ServerUniversiti Teknologi Mara (UiTM)MYS MYS Malaysia Upper middle income

1/25/2019 UndeterminedUndeterminedExploitive Exploitation of End HostsVerity Health System of California, Inc. and Verity Medical FoundationUSA USA United States of AmericaHigh income

1/25/2019 UndeterminedFinancial Disruptive Data AttackDr. DeLuca & Dr. Marciano Eye AssociatesUSA USA United States of AmericaHigh income

1/25/2019 UndeterminedFinancial Exploitive Exploitation of Application ServerDiscover Financial ServicesUSA USA United States of AmericaHigh income

1/25/2019 UndeterminedUndeterminedExploitive Exploitation of End HostsDailyMotionFRA FRA France High income

1/25/2019 UndeterminedFinancial Disruptive Data AttackAltran TechnologiesFRA FRA France High income

1/25/2019 UndeterminedPolitical-EspionageExploitive Exploitation of Application Server,Exploitation of End HostsElectoral servers and personal computers of election staff in UkraineUKR UKR Ukraine Lower middle income

1/24/2019 UndeterminedUndeterminedExploitive Exploitation of Application Server,Exploitation of End HostsAssociation of National AdvertisersUSA USA United States of AmericaHigh income

1/23/2019 UndeterminedFinancial Disruptive Data AttackCity of SammamishUSA USA United States of AmericaHigh income

1/22/2019 UndeterminedUndeterminedDisruptive Data AttackNyrstar BEL BEL Belgium High income

1/21/2019 UndeterminedFinancial Exploitive Exploitation of Application ServerGraeter's Ice CreamUSA USA United States of AmericaHigh income

1/21/2019 UndeterminedUndeterminedDisruptive Message ManipulationFamily in the Bay AreaUSA USA United States of AmericaHigh income

1/20/2019 UndeterminedFinancial Exploitive Exploitation of End HostsNewcastle's Royal Grammar SchoolGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

1/19/2019 UndeterminedUndeterminedExploitive Exploitation of Application ServerCebuana LhuillierPHL PHL PhilippinesLower middle income

1/19/2019 Former WPML EmployeePersonal AttackDisruptive Message ManipulationWordPress Multilingual Plugin (WPML) usersCHN CHN China Upper middle income

1/18/2019 UndeterminedUndeterminedExploitive Exploitation of End HostsValley Hope AssociationUSA USA United States of AmericaHigh income

1/18/2019 UndeterminedUndeterminedDisruptive Data AttackHealth Sciences NorthCAN CAN Canada High income

1/17/2019 UndeterminedSabotage Disruptive Message ManipulationATLAS (online game)USA USA United States of AmericaHigh income

1/17/2019 UndeterminedFinancial Exploitive Exploitation of Application ServerTampa Bay Credit UnionUSA USA United States of AmericaHigh income

1/15/2019 NGB 3rd Technical Surveillance BureauFinancial Exploitive Exploitation of Application Server,Exploitation of Network InfrastructureRedbanc CHL CHL Chile High income

1/15/2019 UndeterminedPolitical-EspionageExploitive Exploitation of End HostsSouth Korea Defense Acquisition Program AdministrationKOR KOR Korea (the Republic of)High income

1/15/2019 UndeterminedFinancial Disruptive Data AttackCity of Del RioUSA USA United States of AmericaHigh income

1/14/2019 UndeterminedUndeterminedMixed Exploitation of End Hosts,External Denial of ServiceSunderland City CouncilGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

1/14/2019 UndeterminedFinancial Disruptive Data AttackFaben Obstetrics and GynecologyUSA USA United States of AmericaHigh income

1/14/2019 UndeterminedSabotage Disruptive External Denial of ServiceThe Shift NewsMLT MLT Malta High income

1/14/2019 UndeterminedFinancial Exploitive Exploitation of Application ServerCryptopia NZL NZL New ZealandHigh income

1/11/2019 UndeterminedUndeterminedExploitive Exploitation of End HostsItalian organization operating in the Oil&Gas sectorITA ITA Italy High income

1/11/2019 UndeterminedFinancial Exploitive Exploitation of End HostsTecnimont SpAIND IND India Lower middle income

1/10/2019 UndeterminedUndeterminedExploitive Exploitation of End HostsSacred Heart Rehabilitation CenterUSA USA United States of AmericaHigh income

1/10/2019 UndeterminedFinancial Exploitive Exploitation of Application ServerDiscountmugs.comUSA USA United States of AmericaHigh income

1/9/2019 UndeterminedFinancial Disruptive Data AttackSalisbury Police DepartmentUSA USA United States of AmericaHigh income

1/9/2019 UndeterminedFinancial Exploitive Exploitation of Application ServerHanover CountyUSA USA United States of AmericaHigh income

1/8/2019 UndeterminedUndeterminedExploitive Exploitation of End HostsKent County Community Mental HealthUSA USA United States of AmericaHigh income

1/8/2019 UndeterminedFinancial Disruptive Data AttackBridgeport School DistrictUSA USA United States of AmericaHigh income

1/8/2019 UndeterminedFinancial Exploitive Exploitation of End HostsCaddo Parish School SystemUSA USA United States of AmericaHigh income

1/7/2019 UndeterminedFinancial Exploitive Exploitation of Application ServerOXO InternationalUSA USA United States of AmericaHigh income

1/7/2019 UndeterminedFinancial Exploitive Exploitation of Network InfrastructureEthereum ClassicUSA USA United States of AmericaHigh income

1/6/2019 UndeterminedProtest Mixed Message Manipulation,Exploitation of End HostsLinda Frum's Twitter accountUSA USA United States of AmericaHigh income

1/5/2019 UndeterminedUndeterminedDisruptive Message ManipulationQueensland EWNAUS AUS Australia High income

1/5/2019 UndeterminedUndeterminedDisruptive Message ManipulationResort Municipality of WhistlerCAN CAN Canada High income

1/4/2019 UndeterminedFinancial Exploitive Exploitation of End HostsWichita State UniversityUSA USA United States of AmericaHigh income

1/4/2019 UndeterminedUndeterminedExploitive Exploitation of Application Server,Exploitation of End HostsChaplaincy Health CareUSA USA United States of AmericaHigh income



1/4/2019 UndeterminedProtest Exploitive Exploitation of End HostsGerman politiciansDEU DEU Germany High income

1/3/2019 UndeterminedFinancial Exploitive Exploitation of Application ServerLuas IRL IRL Ireland High income

1/2/2019 UndeterminedFinancial Exploitive Exploitation of Application ServerChina RailwayCHN CHN China Upper middle income

1/2/2019 UndeterminedUndeterminedExploitive Exploitation of Application ServerBlankMediaGames (BMG)USA USA United States of AmericaHigh income

1/1/2019 UndeterminedFinancial Exploitive Exploitation of Application ServerResidential Mortgage Services, Inc.USA USA United States of AmericaHigh income

1/1/2019 UndeterminedSabotage Disruptive External Denial of ServiceVolodymyr Zelenskiy websiteUKR UKR Ukraine Lower middle income

1/1/2019 UndeterminedFinancial Exploitive Exploitation of Application Server,Exploitation of End HostsVictorian governmentAUS AUS Australia High income

######## The Dark OverlordFinancial Exploitive Exploitation of Application ServerLloyds of LondonGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

######## The Dark OverlordFinancial Exploitive Exploitation of Application ServerHiscox Syndicates Ltd.GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerChoice RehabilitationUSA USA United States of AmericaHigh income

######## The Dark OverlordFinancial Exploitive Exploitation of Application ServerSilverstein PropertiesUSA USA United States of AmericaHigh income

######## GRU 85th Main Special Service Center (Unit 26165) (FANCYBEAR)Political-EspionageExploitive Exploitation of Application Server,Exploitation of End HostsSen. Claire McCaskillUSA USA United States of AmericaHigh income

######## AnonymousProtest Mixed Exploitation of Application Server,Message ManipulationItalian Trade Union of State Police Officers (silpcgil.it)ITA ITA Italy High income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerCity of Lake CharlesUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Disruptive Data AttackDataresolution.netUSA USA United States of AmericaHigh income

######## UndeterminedSabotage Exploitive Exploitation of Application Server,Exploitation of End HostsNorth Gyeongsang resettlement centreKOR KOR Korea (the Republic of)High income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerFamily Physicians GroupUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Disruptive Data AttackDental Center of Northwest OhioUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerWestminster CollegeUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerCollege of Eastern IdahoUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Disruptive Data AttackTribune Publishing's Southern CaliforniaUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of End HostsBevMo USA USA United States of AmericaHigh income

######## UndeterminedUndeterminedDisruptive External Denial of ServicePinoy WeeklyPHL PHL PhilippinesLower middle income

######## UndeterminedUndeterminedDisruptive External Denial of ServiceKodao PHL PHL PhilippinesLower middle income

######## UndeterminedUndeterminedDisruptive External Denial of ServiceBulatlat PHL PHL PhilippinesLower middle income

######## UndeterminedPersonal AttackExploitive Exploitation of End HostsHayley AtwellGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerEvercore GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

######## Islamic Revolutionary Guard Corps (APT 35 Charming Kitten)UndeterminedExploitive Exploitation of Application ServerBritish Post OfficeGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

######## UndeterminedUndeterminedExploitive Exploitation of Application ServerBorough of WestwoodUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerSaint John online parking payment systemCAN CAN Canada High income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerSan Diego Unified School District (SDUSD)USA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of End HostsElectrum Bitcoin walletsDEU DEU Germany High income

######## UndeterminedFinancial Exploitive Exploitation of SensorsCaribou CoffeeUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Disruptive Data AttackThe Podiatric Offices of Bobby YeeUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of End HostsWarby ParkerUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of End HostsDrBenLynch.comUSA USA United States of AmericaHigh income

######## UndeterminedUndeterminedDisruptive Data AttackSAIPEM ITA ITA Italy High income

######## Ministry of State Security's (MSS) Tianjin State Security Department (APT10)Industrial-EspionageExploitive Exploitation of Application Server,Exploitation of End HostsNASA Jet Propulsion LaboratoryUSA USA United States of AmericaHigh income

######## Ministry of State Security's (MSS) Tianjin State Security Department (APT10)Industrial-EspionageExploitive Exploitation of Application Server,Exploitation of End HostsNASA Goddard Space CenterUSA USA United States of AmericaHigh income

######## Ministry of State Security's (MSS) Tianjin State Security Department (APT10)Industrial-EspionageExploitive Exploitation of Application Server,Exploitation of End HostsLawrence Berkeley National LaboratoryUSA USA United States of AmericaHigh income

######## Ministry of State Security's (MSS) Tianjin State Security Department (APT10)Industrial-EspionageExploitive Exploitation of Application Server,Exploitation of End HostsSabre USA USA United States of AmericaHigh income

######## Ministry of State Security's (MSS) Tianjin State Security Department (APT10)Industrial-EspionageExploitive Exploitation of Application Server,Exploitation of End HostsHuntington Ingalls IndustriesUSA USA United States of AmericaHigh income

######## Ministry of State Security's (MSS) Tianjin State Security Department (APT10)Industrial-EspionageExploitive Exploitation of Application Server,Exploitation of End HostsEricsson SWE SWE Sweden High income

######## Ministry of State Security's (MSS) Tianjin State Security Department (APT10)Industrial-EspionageExploitive Exploitation of Application Server,Exploitation of End HostsDXC TechnologyUSA USA United States of AmericaHigh income

######## Ministry of State Security's (MSS) Tianjin State Security Department (APT10)Industrial-EspionageExploitive Exploitation of Application Server,Exploitation of End HostsComputer Sciences CorporationUSA USA United States of AmericaHigh income

######## Ministry of State Security's (MSS) Tianjin State Security Department (APT10)Industrial-EspionageExploitive Exploitation of Application Server,Exploitation of End HostsDimension DataZAF ZAF South AfricaUpper middle income

######## Ministry of State Security's (MSS) Tianjin State Security Department (APT10)Industrial-EspionageExploitive Exploitation of Application Server,Exploitation of End HostsNTT Data JPN JPN Japan High income

######## Ministry of State Security's (MSS) Tianjin State Security Department (APT10)Industrial-EspionageExploitive Exploitation of Application Server,Exploitation of End HostsTata Consultancy ServicesIND IND India Lower middle income

######## Ministry of State Security's (MSS) Tianjin State Security Department (APT10)Industrial-EspionageExploitive Exploitation of Application Server,Exploitation of End HostsFujitsu JPN JPN Japan High income

######## Ministry of State Security's (MSS) Tianjin State Security Department (APT10)Industrial-EspionageExploitive Exploitation of Application Server,Exploitation of End HostsIBM USA USA United States of AmericaHigh income

######## Ministry of State Security's (MSS) Tianjin State Security Department (APT10)Industrial-EspionageExploitive Exploitation of Application Server,Exploitation of End HostsHewlett Packard EnterpriseUSA USA United States of AmericaHigh income

######## Chinese Strategic Support Force (SSF)Political-EspionageExploitive Exploitation of Application ServerMinistry of Foreign Affairs of CyprusCYP CYP Cyprus High income

######## UndeterminedFinancial Exploitive Exploitation of End HostsCalifornia Department of Consumer AffairsUSA USA United States of AmericaHigh income

######## Digital RevolutionUndeterminedExploitive Exploitation of Application ServerKvant Scientific Research InstituteRUS RUS Russian FederationUpper middle income

######## UndeterminedFinancial Disruptive Data AttackSteelite InternationalGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income



######## UndeterminedUndeterminedExploitive Exploitation of End HostsThe Wellcome TrustGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application Server,Exploitation of End HostsHammer NutritionUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerNASA USA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application Server,Exploitation of Data in TransitBarnes-Jewish Company HealthCareUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerClick2Gov USA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerUniversity of Vermont Health Network √É¬É√Ü¬í√É¬Ü'√É¬É√¢¬Ä¬†'√É¬É√Ü¬í''√É¬É√Ü¬í√É¬Ü'√É¬É'√É¬Ç√Ç¬¢√É¬É√Ü¬í'√É¬É√Ç¬¢'√É¬Ç√Ç¬¨" Elizabethtown Community HospitalUSA USA United States of AmericaHigh income

######## UndeterminedUndeterminedDisruptive Message ManipulationThe Wall Street Journal's websiteUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application Server,Exploitation of End HostsCCRM Dallas-Fort WorthUSA USA United States of AmericaHigh income

######## UndeterminedIndustrial-EspionageExploitive Exploitation of Application ServerContractors working for the US NavyUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of End HostsTivit BRA BRA Brazil Upper middle income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerSchenectady CountyUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerFrench Ministry of Europe and Foreign AffairsFRA FRA France High income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerSave the ChildrenGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

######## UndeterminedFinancial Exploitive Exploitation of End HostsRonin GalleryUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerAOS 77 USA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerRamsey County Social ServicesUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Disruptive Data AttackNorth BendUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerBaylor Scott & White Medical CenterUSA USA United States of AmericaHigh income

######## Iranian Nasr Institute (APT33)Sabotage Disruptive Data AttackSAIPEM ITA ITA Italy High income

12/9/2018 UndeterminedFinancial Disruptive Data AttackUniversity of Maryland Medical SystemUSA USA United States of AmericaHigh income

12/7/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerCity of TopekaUSA USA United States of AmericaHigh income

12/7/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerCape Cod Community CollegeUSA USA United States of AmericaHigh income

12/7/2018 UndeterminedFinancial Exploitive Exploitation of End HostsTitan Manufacturing and DistributingUSA USA United States of AmericaHigh income

12/7/2018 @kitlol5 Protest Mixed Message Manipulation,Exploitation of End Hosts,Exploitation of Data in TransitLinux.org USA USA United States of AmericaHigh income

12/6/2018 UndeterminedFinancial Disruptive Data AttackRedwood Eye CenterUSA USA United States of AmericaHigh income

12/5/2018 UndeterminedFinancial Disruptive External Denial of ServiceVertcoin 999 UndeterminedUndetermined#N/A

12/4/2018 UndeterminedPolitical-EspionageExploitive Exploitation of Application ServerNRCC (National Republican Congressional Committee)USA USA United States of AmericaHigh income

12/4/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerHumble BundleUSA USA United States of AmericaHigh income

12/4/2018 UndeterminedUndeterminedDisruptive Message Manipulation,Data AttackBeatStars USA USA United States of AmericaHigh income

12/4/2018 UndeterminedFinancial Exploitive Exploitation of End HostsSan Francisco State UniversityUSA USA United States of AmericaHigh income

12/4/2018 The Dark OverlordFinancial Exploitive Exploitation of Application ServerPrime Staff Inc.USA USA United States of AmericaHigh income

12/4/2018 UndeterminedSabotage Exploitive Exploitation of Application Server,Exploitation of End HostsUkraine Telecommunications NetworkUKR UKR Ukraine Lower middle income

12/4/2018 The Dark OverlordFinancial Mixed Data Attack,Exploitation of Application ServerCaribbean Island PropertiesBRB BRB Barbados High income

12/3/2018 FSB 18th¬†Center for Information Security (Berserk Bear); GRU Unit 26165 (FANCY BEAR)Political-EspionageExploitive Exploitation of Application Server,Exploitation of End HostsArmy of the Czech RepublicCZE CZE Czechia High income

12/3/2018 FSB 18th¬†Center for Information Security (Berserk Bear); GRU Unit 26165 (FANCY BEAR)Political-EspionageExploitive Exploitation of Application Server,Exploitation of End HostsCzech Ministry of DefenseCZE CZE Czechia High income

12/3/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerCancer Treatment Centers of AmericaUSA USA United States of AmericaHigh income

12/3/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerQuora USA USA United States of AmericaHigh income

12/3/2018 UndeterminedFinancial Exploitive Exploitation of End HostsOppoSuits NLD NLD NetherlandsHigh income

12/3/2018 FSB 18th¬†Center for Information Security (Berserk Bear); GRU Unit 26165 (FANCY BEAR)Political-EspionageExploitive Exploitation of Application Server,Exploitation of End HostsCzech Ministry of Foreign AffairsCZE CZE Czechia High income

12/1/2018 UndeterminedUndeterminedExploitive Exploitation of Application ServerWindow to the World CommunicationsUSA USA United States of AmericaHigh income

12/1/2018 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerChinese citizensCHN CHN China Upper middle income

12/1/2018 UndeterminedUndeterminedExploitive Exploitation of Application ServerPalermo CalcioITA ITA Italy High income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerAmes Parking Ticket Payment SystemUSA USA United States of AmericaHigh income

######## UndeterminedPolitical-EspionageExploitive Exploitation of Application ServerMarriott InternationalUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerTechnic ForumsUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application Server1-800-FLOWERSCAN CAN Canada High income

######## UndeterminedFinancial Exploitive Exploitation of End HostsSotheby's GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerTown of ChristiansburgUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of End HostsDunkin' DonutsUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Disruptive Data AttackThundermist Health CenterUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Disruptive Data AttackMind & MotionUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerGeorgia Spine and Orthopaedics of AtlantaUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Disruptive Data AttackMoscow Ropeway (MKD)RUS RUS Russian FederationUpper middle income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerDell USA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerPratenOnline.nlNLD NLD NetherlandsHigh income



######## UndeterminedFinancial Exploitive Exploitation of Application ServerAtrium HealthUSA USA United States of AmericaHigh income

######## UndeterminedPolitical-EspionageExploitive Exploitation of Data in TransitUAE Telecommunication Regulatory AuthorityARE ARE United Arab EmiratesHigh income

######## Nicholas TrugliaFinancial Exploitive Exploitation of End Hosts,Exploitation of Data in TransitRobert RossUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Disruptive Data AttackOhio Valley Medical CenterUSA USA United States of AmericaHigh income

######## UndeterminedUndeterminedDisruptive Message ManipulationDrake's Fortnite accountCAN CAN Canada High income

######## UndeterminedFinancial Disruptive Data AttackEast Ohio Regional HospitalUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerKnuddles.deDEU DEU Germany High income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerHigh Tail HallUSA USA United States of AmericaHigh income

######## FSB 18th¬†Center for Information Security (Berserk Bear)Political-EspionageExploitive Exploitation of End HostsUkrainian government agenciesUKR UKR Ukraine Lower middle income

######## UndeterminedFinancial Disruptive Data AttackJohannesburg-Lewiston Area Schools (JLAS)USA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerEast Tennessee State UniversityUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of End Hostsworldwish.orgUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Disruptive Data AttackMkinac Regional County MunicipalityCAN CAN Canada High income

######## UndeterminedFinancial Exploitive Exploitation of End HostsVisionDirectGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

######## The Dark OverlordFinancial Exploitive Exploitation of Application ServerChannel Ship ServicesUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerNew York Oncology HematologyUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Disruptive Data AttackCenter for Vitreo-Retinal DiseasesUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application Server,Exploitation of End HostsOSIsoft LLCUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Disruptive Data AttackFamily Tree Relief NurseryUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerHealthEquityUSA USA United States of AmericaHigh income

######## UndeterminedUndeterminedDisruptive Data AttackDaniel's Hosting 999 UndeterminedUndetermined#N/A

######## UndeterminedUndeterminedExploitive Exploitation of Application ServerItalian certified email accountsITA ITA Italy High income

######## UndeterminedFinancial Exploitive Exploitation of End HostsInfowars' online storeUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Disruptive Data AttackMidlands Regional Hospital in TullamoreIRL IRL Ireland High income

######## SVR (COZYBEAR)Political-EspionageExploitive Exploitation of Application ServerDemocratic National CommitteeUSA USA United States of AmericaHigh income

######## Snake Political-EspionageExploitive Exploitation of Application Server,Exploitation of End HostsChristian EhringDEU DEU Germany High income

######## Snake Political-EspionageExploitive Exploitation of Application Server,Exploitation of End HostsFrank-Walter SteinmeierDEU DEU Germany High income

######## Snake Political-EspionageExploitive Exploitation of Application Server,Exploitation of End HostsAngela MerkelDEU DEU Germany High income

######## UndeterminedPolitical-EspionageExploitive Exploitation of Data in TransitMiddle East AirlinesLBN LBN Lebanon Lower middle income

######## UndeterminedFinancial Disruptive Message ManipulationG Suite Twitter AccountUSA USA United States of AmericaHigh income

######## Ministry of State Security's (MSS) Hainan State Security Department (APT40)Industrial-EspionageExploitive Exploitation of Application Server,Exploitation of End HostsUK Engineering CompanyGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

######## UndeterminedFinancial Disruptive Message ManipulationTarget Twitter AccountUSA USA United States of AmericaHigh income

######## White CompanyPolitical-EspionageExploitive Exploitation of End HostsPakistan Air ForcePAK PAK Pakistan Lower middle income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerHealth First, Inc.USA USA United States of AmericaHigh income

######## UndeterminedUndeterminedExploitive Exploitation of Application ServerMidlands State UniversityZWE ZWE Zimbabwe Lower middle income

######## UndeterminedFinancial Disruptive Data AttackMay Eye CareUSA USA United States of AmericaHigh income

11/9/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerMetrocare ServicesUSA USA United States of AmericaHigh income

11/9/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerFlorida's Department of HealthUSA USA United States of AmericaHigh income

11/9/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerHuntsville HospitalUSA USA United States of AmericaHigh income

11/9/2018 UndeterminedFinancial Disruptive Data AttackChesapeake Public SchoolsUSA USA United States of AmericaHigh income

11/9/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerLPL FinancialUSA USA United States of AmericaHigh income

11/8/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerSouthwest Washington Regional Surgery CenterUSA USA United States of AmericaHigh income

11/8/2018 UndeterminedFinancial Disruptive Data AttackAltus Baytown Hospital (ABH)USA USA United States of AmericaHigh income

11/8/2018 UndeterminedFinancial Disruptive Data AttackMedia Prima BhdMYS MYS Malaysia Upper middle income

11/7/2018 Erwincho Financial Exploitive Exploitation of Application ServerMobile WorldVNM VNM Viet Nam Lower middle income

11/7/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerBankers LifeUSA USA United States of AmericaHigh income

11/6/2018 UndeterminedFinancial Disruptive Message ManipulationTwitter account of India's National Disaster Management Authority (NDMA)IND IND India Lower middle income

11/6/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerMegacableMEX MEX Mexico Upper middle income

11/6/2018 UndeterminedPolitical-EspionageExploitive Exploitation of Data in TransitFinance Ministry of LebanonLBN LBN Lebanon Lower middle income

11/5/2018 UndeterminedUndeterminedDisruptive External Denial of ServiceDigi KHM KHM Cambodia Lower middle income

11/5/2018 UndeterminedUndeterminedDisruptive External Denial of ServiceTelcotech KHM KHM Cambodia Lower middle income

11/5/2018 UndeterminedUndeterminedDisruptive External Denial of ServiceSINET KHM KHM Cambodia Lower middle income

11/5/2018 UndeterminedFinancial Exploitive Exploitation of End Hostswww.myidentifiers.comUSA USA United States of AmericaHigh income

11/5/2018 UndeterminedFinancial Exploitive Exploitation of End HostsPath Twitter accountFRA FRA France High income

11/5/2018 UndeterminedUndeterminedDisruptive External Denial of ServiceEZECOM KHM KHM Cambodia Lower middle income



11/5/2018 US Cyber CommandSabotage Disruptive External Denial of Service,Data AttackNews site associated with the Internet Research Agency (IRA)RUS RUS Russian FederationUpper middle income

11/2/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerHobart's Henry Jones Art HotelAUS AUS Australia High income

11/2/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerFive Guys USA USA United States of AmericaHigh income

11/2/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerASI Computer SystemsUSA USA United States of AmericaHigh income

11/2/2018 UndeterminedFinancial Exploitive Exploitation of End HostsHSBC USA USA United States of AmericaHigh income

11/2/2018 UndeterminedUndeterminedExploitive Exploitation of Application ServerIngerop FRA FRA France High income

11/2/2018 UndeterminedFinancial Exploitive Exploitation of End HostsKitronik GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

11/2/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerSaffire FreycinetAUS AUS Australia High income

11/2/2018 AnonPlus UndeterminedMixed Exploitation of Application Server,Message ManipulationSociety of Authors and PublishersITA ITA Italy High income

11/1/2018 Colbi Trent DefioreFinancial Exploitive Exploitation of Application ServerHealthcare.govUSA USA United States of AmericaHigh income

11/1/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerTallahassee Memorial HospitalUSA USA United States of AmericaHigh income

11/1/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerEpiscopal Health ServicesUSA USA United States of AmericaHigh income

11/1/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerSt. Francis Xavier UniversityCAN CAN Canada High income

11/1/2018 UndeterminedFinancial Exploitive Exploitation of Application Server,Exploitation of End HostsAustal AUS AUS Australia High income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerRadisson Hotel GroupUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerNorthBay Healthcare CorporationUSA USA United States of AmericaHigh income

######## UndeterminedUndeterminedExploitive Exploitation of Application ServerFIFA CHE CHE SwitzerlandHigh income

######## AnonymousProtest Disruptive External Denial of Service70 Gabon Government WebsitesGAB GAB Gabon Upper middle income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerTomorrowland FestivalBEL BEL Belgium High income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerMapleChangeCAN CAN Canada High income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerBank IslamiPAK PAK Pakistan Lower middle income

######## GhostwriterSabotage Disruptive Message Manipulationkasvyksta.ltLTU LTU Lithuania High income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerCathay PacificCHN CHN China Upper middle income

######## UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerJones Eye Clinic and Surgery CenterUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerChildren's Hospital of Philadelphia (CHOP)USA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerAxa MexicoMEX MEX Mexico Upper middle income

######## UndeterminedFinancial Exploitive Exploitation of Application Server,Exploitation of End HostsInternet SolutionsZAF ZAF South AfricaUpper middle income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerEurostar GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

######## UndeterminedUndeterminedExploitive Exploitation of Application ServerOrange County Branch of the Girl Scouts of AmericaUSA USA United States of AmericaHigh income

######## UndeterminedProtest Disruptive Message ManipulationDavos in the DesertSAU SAU Saudi ArabiaHigh income

######## UndeterminedFinancial Exploitive Exploitation of End HostsTrade.io CHE CHE SwitzerlandHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application Server8 Adult WebsitesUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerHealthcare.govUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerCatawba Valley Medical CenterUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Disruptive Data AttackIndiana National GuardUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Disruptive Data AttackCity of MuscatineUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerFacepunchGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerVesta Control Panel (VestaCP)999 UndeterminedUndetermined#N/A

######## UndeterminedIndustrial-EspionageExploitive Exploitation of End HostsA primary company in the Italian naval industryITA ITA Italy High income

######## UndeterminedFinancial Disruptive Data AttackCity of West HavenUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerEOSBet 999 UndeterminedUndetermined#N/A

######## UndeterminedFinancial Disruptive Data AttackOnslow Water and Sewer Authority (ONWASA)USA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerHenderson School DistrictUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerSodexo Motivation SolutionsGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

10/9/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerMinnesota Department of Human ServicesUSA USA United States of AmericaHigh income

10/9/2018 UndeterminedUndeterminedExploitive Exploitation of Application ServerCork City CouncilIRL IRL Ireland High income

10/9/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerCity of Lake Worth UtilitiesUSA USA United States of AmericaHigh income

10/9/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerRebound Orthopedics & NeurosurgeryCAN CAN Canada High income

10/9/2018 UndeterminedFinancial Exploitive Exploitation of End HostsShopper ApprovedUSA USA United States of AmericaHigh income

10/7/2018 UndeterminedFinancial Disruptive Data AttackMadison County Government ServicesUSA USA United States of AmericaHigh income

10/7/2018 Ayy?ld?z TimProtest Disruptive Message ManipulationRep. Pete King's campaign websiteUSA USA United States of AmericaHigh income

10/7/2018 UndeterminedFinancial Exploitive Exploitation of End HostsCancer Research UKGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

10/6/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerAnne Arundel County Public LibraryUSA USA United States of AmericaHigh income

10/6/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerSpankChainUSA USA United States of AmericaHigh income

10/5/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerCity of St. PetersburgUSA USA United States of AmericaHigh income



10/5/2018 UndeterminedUndeterminedDisruptive External Denial of ServiceAssassin's Creed OdysseyFRA FRA France High income

10/5/2018 UndeterminedFinancial Disruptive Data AttackNational Ambulatory Hernia InstituteUSA USA United States of AmericaHigh income

10/5/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerHetzner South AfricaZAF ZAF South AfricaUpper middle income

10/5/2018 UndeterminedFinancial Exploitive Exploitation of Application Server,Exploitation of End HostsNorth American Risk ServicesUSA USA United States of AmericaHigh income

10/4/2018 UndeterminedPolitical-EspionageExploitive Exploitation of Application ServerUS Department of DefenseUSA USA United States of AmericaHigh income

10/4/2018 UndeterminedUndeterminedDisruptive External Denial of ServiceSquare EnixJPN JPN Japan High income

10/4/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerTillamook Chiropractic ClinicUSA USA United States of AmericaHigh income

10/4/2018 SVR (COZYBEAR)Political-EspionageExploitive Exploitation of Application Server,Exploitation of End HostsFederation Internationale de Football Association (FIFA)CHE CHE SwitzerlandHigh income

10/4/2018 GRU 85th Main Special Service Center (Unit 26165) (FANCYBEAR)Political-EspionageExploitive Exploitation of Application Server,Exploitation of End HostsCanadian Centre for Ethics in SportCAN CAN Canada High income

10/4/2018 SVR (COZYBEAR)Political-EspionageExploitive Exploitation of Application ServerOrganization for the Prohibition of Chemical WeaponsNLD NLD NetherlandsHigh income

10/3/2018 UndeterminedUndeterminedDisruptive External Denial of ServiceBlack History Month WebsiteGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

10/3/2018 Ministry of State Security's (MSS) Tianjin State Security Department (APT10)UndeterminedExploitive Exploitation of Application ServerManaged Service ProvidersUSA USA United States of AmericaHigh income

10/2/2018 NGB 3rd Technical Surveillance BureauFinancial Exploitive Exploitation of Application Server,Exploitation of SensorsUS Banks USA USA United States of AmericaHigh income

10/2/2018 UndeterminedFinancial Exploitive Exploitation of Application Server,Exploitation of End HostsCity of ReginaCAN CAN Canada High income

10/2/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerSBM Holdings (State Bank of Mauritius India)IND IND India Lower middle income

10/1/2018 Saudi ArabiaPolitical-EspionageExploitive Exploitation of End HostsOmar AbdulazizCAN CAN Canada High income

10/1/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerApollo USA USA United States of AmericaHigh income

9/30/2018 FIN7 Financial Exploitive Exploitation of Application Server,Exploitation of SensorsBurgervilleUSA USA United States of AmericaHigh income

9/29/2018 CyberSecurity & Intelligence (CSI)Protest Disruptive Message ManipulationVirat Kohli's official websiteIND IND India Lower middle income

9/29/2018 baidu3250617231UndeterminedExploitive Exploitation of Application ServerGwinnett Medical Center (GMC)USA USA United States of AmericaHigh income

9/28/2018 UndeterminedFinancial Disruptive Data AttackRecipe UnlimitedCAN CAN Canada High income

9/28/2018 UndeterminedFinancial Exploitive Exploitation of Application Server,Exploitation of End HostsToyota (North America)USA USA United States of AmericaHigh income

9/28/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerSHEIN USA USA United States of AmericaHigh income

9/27/2018 UndeterminedFinancial Exploitive Exploitation of End HostsFacebook USA USA United States of AmericaHigh income

9/26/2018 UndeterminedFinancial Disruptive Data AttackpigeoncoinUSA USA United States of AmericaHigh income

9/25/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerAspire HealthUSA USA United States of AmericaHigh income

9/25/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerChegg USA USA United States of AmericaHigh income

9/25/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerNewsNow GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

9/25/2018 UndeterminedFinancial Disruptive Data AttackPort of San DiegoUSA USA United States of AmericaHigh income

9/25/2018 UndeterminedProtest Disruptive External Denial of ServiceRWE DEU DEU Germany High income

9/25/2018 UndeterminedFinancial Exploitive Exploitation of End HostsDoorDash USA USA United States of AmericaHigh income

9/24/2018 UndeterminedUndeterminedDisruptive External Denial of ServiceOklahoma City Public SchoolsUSA USA United States of AmericaHigh income

9/21/2018 UndeterminedUndeterminedDisruptive External Denial of ServiceInfinite CampusUSA USA United States of AmericaHigh income

9/21/2018 UndeterminedFinancial Exploitive Exploitation of End HostsAdGuard USA USA United States of AmericaHigh income

9/21/2018 UndeterminedUndeterminedDisruptive External Denial of ServiceBryan Caforio's websiteUSA USA United States of AmericaHigh income

9/20/2018 UndeterminedFinancial Disruptive Data AttackArran BreweryGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

9/20/2018 UndeterminedFinancial Disruptive Data AttackPort of BarcelonaESP ESP Spain High income

9/20/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerZaif JPN JPN Japan High income

9/19/2018 UndeterminedFinancial Disruptive Data AttackCity of BeatriceUSA USA United States of AmericaHigh income

9/19/2018 UndeterminedFinancial Exploitive Exploitation of End HostsNewegg USA USA United States of AmericaHigh income

9/19/2018 UndeterminedFinancial Exploitive Exploitation of Application Server,Exploitation of End HostsClick2Gov USA USA United States of AmericaHigh income

9/18/2018 UndeterminedFinancial Exploitive Exploitation of End HostsABS-CBN PHL PHL PhilippinesLower middle income

9/17/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerPerth Mint AUS AUS Australia High income

9/17/2018 LulzSecITAProtest Exploitive Exploitation of Application ServerUnuci.org (Union of Italian Retired Military Officials)ITA ITA Italy High income

9/17/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerSaverspy.comUSA USA United States of AmericaHigh income

9/14/2018 LulzSecITAUndeterminedExploitive Exploitation of Application ServerItalian National Institute for Social Assistance (INAS)ITA ITA Italy High income

9/14/2018 aabbccddeefgFinancial Exploitive Exploitation of Application ServerEOSBet 999 UndeterminedUndetermined#N/A

9/14/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerGuardant HealthUSA USA United States of AmericaHigh income

9/14/2018 UndeterminedFinancial Disruptive Data AttackBristol AirportGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

9/14/2018 UndeterminedFinancial Exploitive Exploitation of End HostsGroopdealzUSA USA United States of AmericaHigh income

9/14/2018 UndeterminedFinancial Disruptive Data AttackColorado TimberlineUSA USA United States of AmericaHigh income

9/13/2018 UndeterminedFinancial Disruptive Data AttackFetal Diagnostic Institute of the Pacific (FDIP)USA USA United States of AmericaHigh income

9/12/2018 UndeterminedFinancial Disruptive Data AttackMonroe County School DistrictUSA USA United States of AmericaHigh income

9/12/2018 UndeterminedUndeterminedDisruptive External Denial of ServiceEdinburgh University (ed.ac.uk)GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

9/12/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerSMEG UK GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income



9/12/2018 UndeterminedFinancial Exploitive Exploitation of End HostsFeedify USA USA United States of AmericaHigh income

9/11/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerCity of TylerUSA USA United States of AmericaHigh income

9/11/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerUniversity of LouisvilleUSA USA United States of AmericaHigh income

9/10/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerFreshMenuIND IND India Lower middle income

9/10/2018 runningsnailFinancial Exploitive Exploitation of Application ServerDEOSGamesMLT MLT Malta High income

9/9/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerC-CEX DEU DEU Germany High income

9/7/2018 UndeterminedUndeterminedExploitive Exploitation of Application ServerU.S. Department of StateUSA USA United States of AmericaHigh income

9/6/2018 UndeterminedFinancial Exploitive Exploitation of Application Server,Exploitation of End HostsCork City Park by PhoneIRL IRL Ireland High income

9/6/2018 UndeterminedFinancial Exploitive Exploitation of End HostsBritish AirwaysGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

9/6/2018 NGB 3rd Technical Surveillance BureauSabotage Exploitive Exploitation of Application ServerMammoth ScreenGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

9/5/2018 rogue0 Financial Exploitive Exploitation of Application ServerRousseau ITA ITA Italy High income

9/4/2018 Fatal ErrorFinancial Exploitive Exploitation of Application ServerBoa Vista SCPCBRA BRA Brazil Upper middle income

9/4/2018 UndeterminedFinancial Exploitive Exploitation of End HostsMega.nz NZL NZL New ZealandHigh income

9/3/2018 UndeterminedUndeterminedDisruptive External Denial of ServiceSouth African Department of LabourZAF ZAF South AfricaUpper middle income

9/3/2018 UndeterminedUndeterminedDisruptive Message ManipulationHoopeston Area School DistrictUSA USA United States of AmericaHigh income

9/1/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerEscortReviews.comUSA USA United States of AmericaHigh income

9/1/2018 UndeterminedFinancial Disruptive Data AttackTown of MidlandCAN CAN Canada High income

8/30/2018 Carbanak Financial Exploitive Exploitation of Application Server,Exploitation of End HostsNS Bank RUS RUS Russian FederationUpper middle income

8/30/2018 UndeterminedUndeterminedExploitive Exploitation of Application ServerFamily OrbitUSA USA United States of AmericaHigh income

8/30/2018 Carbanak Financial Exploitive Exploitation of Application Server,Exploitation of End HostsPatria BankROU ROM Romania High income

8/30/2018 @joshua UndeterminedExploitive Exploitation of Application ServerC&A BRA BRA Brazil Upper middle income

8/29/2018 UndeterminedFinancial Exploitive Exploitation of End HostsUniversity of OregonUSA USA United States of AmericaHigh income

8/29/2018 UndeterminedFinancial Exploitive Exploitation of End HostsUniversity of MissouriUSA USA United States of AmericaHigh income

8/29/2018 UndeterminedFinancial Disruptive Data AttackCloquet School DistrictUSA USA United States of AmericaHigh income

8/29/2018 UndeterminedFinancial Exploitive Exploitation of Application Server,Exploitation of End HostsAir CanadaCAN CAN Canada High income

8/28/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerWest VancouverCAN CAN Canada High income

8/28/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerHuazhu Group Ltd.CHN CHN China Upper middle income

8/28/2018 L.M. UndeterminedExploitive Exploitation of Application ServerTheTruthSpyUSA USA United States of AmericaHigh income

8/27/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerAtlas BRA BRA Brazil Upper middle income

8/26/2018 Anonymous (Catalonia)Protest Disruptive External Denial of ServiceBank of SpainESP ESP Spain High income

8/24/2018 UndeterminedFinancial Disruptive Data AttackCoweta CountyUSA USA United States of AmericaHigh income

8/24/2018 UndeterminedUndeterminedExploitive Exploitation of End HostsSchneider ElectricFRA FRA France High income

8/23/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerT-Mobile USA USA United States of AmericaHigh income

8/22/2018 UndeterminedFinancial Exploitive Exploitation of SensorsCheddar Scratch KitchenUSA USA United States of AmericaHigh income

8/22/2018 NGB 3rd Technical Surveillance BureauPolitical-EspionageExploitive Exploitation of Application Server,Exploitation of End HostsUndisclosed cryptocurrency exchange999 UndeterminedUndetermined#N/A

8/20/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerLegacy HealthUSA USA United States of AmericaHigh income

8/20/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerAnimoto USA USA United States of AmericaHigh income

8/20/2018 UndeterminedFinancial Exploitive Exploitation of End HostsSuperdrug GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

8/18/2018 UndeterminedPolitical-EspionageExploitive Exploitation of End HostsDavid Min USA USA United States of AmericaHigh income

8/18/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerBossier CityUSA USA United States of AmericaHigh income

8/17/2018 UndeterminedFinancial Exploitive Exploitation of Application Server,Exploitation of End HostsEastern Maine Community CollegeUSA USA United States of AmericaHigh income

8/17/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerDallas County Community CollegeUSA USA United States of AmericaHigh income

8/16/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerAugusta University HealthUSA USA United States of AmericaHigh income

8/16/2018 UndeterminedIndustrial-EspionageExploitive Exploitation of Application ServerDaimler AGDEU DEU Germany High income

8/16/2018 UndeterminedIndustrial-EspionageExploitive Exploitation of Application ServerTelAlaska USA USA United States of AmericaHigh income

8/16/2018 UndeterminedIndustrial-EspionageExploitive Exploitation of Application ServerState of Alaska GovernmentUSA USA United States of AmericaHigh income

8/16/2018 UndeterminedIndustrial-EspionageExploitive Exploitation of Application ServerAlaska Power & Telephone CompanyUSA USA United States of AmericaHigh income

8/16/2018 UndeterminedIndustrial-EspionageExploitive Exploitation of Application ServerAlaska Department of Natural ResourcesUSA USA United States of AmericaHigh income

8/16/2018 UndeterminedIndustrial-EspionageExploitive Exploitation of Application ServerThe Alaska Communications Systems GroupUSA USA United States of AmericaHigh income

8/16/2018 UndeterminedIndustrial-EspionageExploitive Exploitation of Application ServerStrathmore UniversityKEN KEN Kenya Lower middle income

8/16/2018 UndeterminedIndustrial-EspionageExploitive Exploitation of Application ServerUnited Nations Office in NairobiKEN KEN Kenya Lower middle income

8/16/2018 UndeterminedIndustrial-EspionageExploitive Exploitation of Application ServerKenya Ports AuthorityKEN KEN Kenya Lower middle income

8/16/2018 UndeterminedIndustrial-EspionageExploitive Exploitation of Application ServerMongolian University of Science and TechnologyMNG MNG Mongolia Lower middle income

8/16/2018 UndeterminedIndustrial-EspionageExploitive Exploitation of Application ServerMongolian National Data Center BuildingMNG MNG Mongolia Lower middle income

8/16/2018 UndeterminedIndustrial-EspionageExploitive Exploitation of Application ServerPublic Ministry of the State of Amap√É¬É√Ü¬í√É¬Ü'√É¬É√¢¬Ä¬†'√É¬É√Ü¬í'√É¬É√¢¬Ä¬†'√É¬É√Ü¬í√É¬Ü''√É¬É√Ü¬í'√É¬É'√É¬Ç√Ç¬°BRA BRA Brazil Upper middle income



8/15/2018 UndeterminedFinancial Exploitive Exploitation of End Hosts,Exploitation of Data in TransitMichael TerpinUSA USA United States of AmericaHigh income

8/15/2018 UndeterminedPolitical-EspionageExploitive Exploitation of Application ServerHans KeirsteadUSA USA United States of AmericaHigh income

8/11/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerCosmos BankIND IND India Lower middle income

8/10/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerAdams CountyUSA USA United States of AmericaHigh income

8/10/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerButlin's GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

8/9/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerHennepin CountyUSA USA United States of AmericaHigh income

8/7/2018 UndeterminedFinancial Disruptive Data AttackPGA of AmericaUSA USA United States of AmericaHigh income

8/4/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerLivecoin USA USA United States of AmericaHigh income

8/4/2018 UndeterminedIndustrial-EspionageMixed Exploitation of Application Server,Message ManipulationRAF AirwomanGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

8/3/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerMention FRA FRA France High income

8/3/2018 UndeterminedFinancial Exploitive Exploitation of Data in TransitMercury Payment SystemsUSA USA United States of AmericaHigh income

8/3/2018 UndeterminedFinancial Disruptive Data AttackTSMC (Taiwan Semiconductor Manufacturing Co.)TWN TWN Taiwan (Province of China)High income

8/3/2018 UndeterminedFinancial Exploitive Exploitation of Data in TransitVantiv USA USA United States of AmericaHigh income

8/3/2018 UndeterminedFinancial Exploitive Exploitation of Data in TransitDatawire USA USA United States of AmericaHigh income

8/1/2018 UndeterminedFinancial Disruptive Data AttackHong Kong's Department of HealthCHN CHN China Upper middle income

8/1/2018 UndeterminedFinancial Exploitive Exploitation of Application Server,Exploitation of Data in TransitReddit USA USA United States of AmericaHigh income

8/1/2018 booloop UndeterminedExploitive Exploitation of Application Serverrecruitmilitary.comUSA USA United States of AmericaHigh income

8/1/2018 UndeterminedPolitical-EspionageExploitive Exploitation of End HostsAmnesty InternationalGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

8/1/2018 Saudi ArabiaPolitical-EspionageExploitive Exploitation of End HostsGhanem al-MasarirGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

8/1/2018 Saudi ArabiaPolitical-EspionageExploitive Exploitation of End HostsYahya AssiriGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

7/31/2018 UndeterminedFinancial Disruptive Data AttackCity of ValdezUSA USA United States of AmericaHigh income

7/31/2018 UndeterminedFinancial Disruptive Data AttackBorough of Matanuska-SusitnaUSA USA United States of AmericaHigh income

7/31/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerJersey Mike's SubsUSA USA United States of AmericaHigh income

7/30/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerUnityPoint HealthUSA USA United States of AmericaHigh income

7/30/2018 UndeterminedFinancial Disruptive Data AttackH?wera High SchoolNZL NZL New ZealandHigh income

7/30/2018 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)UndeterminedExploitive Exploitation of End HostsSpiez LaboratoryCHE CHE SwitzerlandHigh income

7/30/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerAltex Exchange 999 UndeterminedUndetermined#N/A

7/28/2018 @fs0c131yUndeterminedExploitive Exploitation of End HostsTelecom Regulatory Authority of India (TRAI) chairman R S SharmaIND IND India Lower middle income

7/28/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerConfluence HealthUSA USA United States of AmericaHigh income

7/28/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerBanks in ChileCHL CHL Chile High income

7/27/2018 DarkHydrusPolitical-EspionageExploitive Exploitation of End HostsGovernment agency in the Middle East999 UndeterminedUndetermined#N/A

7/27/2018 DohaeragonUndeterminedDisruptive Message ManipulationKaiser Permanente's Health InnovationsUSA USA United States of AmericaHigh income

7/27/2018 Coaches for the football team at Braden RiverUndeterminedExploitive Exploitation of Application ServerHudl football teamUSA USA United States of AmericaHigh income

7/26/2018 UndeterminedFinancial Disruptive Data AttackBlue Springs Family CareUSA USA United States of AmericaHigh income

7/26/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerYale UniversityUSA USA United States of AmericaHigh income

7/26/2018 UndeterminedFinancial Exploitive Exploitation of Application Server,Exploitation of End HostsPrison-issued tabletsUSA USA United States of AmericaHigh income

7/26/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerKICKICO RUS RUS Russian FederationUpper middle income

7/25/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerCity of MedfordUSA USA United States of AmericaHigh income

7/25/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerSecurities Investors Association Singapore (SIAS)SGP SGP Singapore High income

7/25/2018 Shadow BrokersFinancial Exploitive Exploitation of Application ServerBanks in ChileCHL CHL Chile High income

7/25/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerKrungthai Bank (KTB)THA THA Thailand Upper middle income

7/25/2018 UndeterminedFinancial Disruptive Data AttackCOSCO CHN CHN China Upper middle income

7/25/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerKasikornbank (Kbank)THA THA Thailand Upper middle income

7/24/2018 UndeterminedFinancial Exploitive Exploitation of Application Server,Exploitation of End HostsThe National Bank of BlacksburgUSA USA United States of AmericaHigh income

7/24/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerSouthern Baptist Convention's International Mission BoardUSA USA United States of AmericaHigh income

7/24/2018 UndeterminedFinancial Mixed Message Manipulation,Exploitation of End HostsVerified @AlmostHumanFOX Twitter AccountUSA USA United States of AmericaHigh income

7/23/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerAccreditation, Audit & Risk Management Security, LLCUSA USA United States of AmericaHigh income

7/23/2018 FSB 18th¬†Center for Information Security (Berserk Bear)Political-EspionageExploitive Exploitation of Application ServerU.S. Utility Control RoomsUSA USA United States of AmericaHigh income

7/23/2018 UndeterminedUndeterminedDisruptive Message ManipulationEtherscan.io 999 UndeterminedUndetermined#N/A

7/20/2018 UndeterminedPolitical-EspionageExploitive Exploitation of End HostsThree U.S. congressional candidatesUSA USA United States of AmericaHigh income

7/20/2018 UndeterminedUndeterminedExploitive Exploitation of Application ServerSingHealthSGP SGP Singapore High income

7/20/2018 UndeterminedFinancial Disruptive Data AttackOchre Health WollongongAUS AUS Australia High income

7/20/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerNorthStar AnesthesiaUSA USA United States of AmericaHigh income

7/20/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerMedSpring Urgent CareUSA USA United States of AmericaHigh income

7/20/2018 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerGolden Heart Administrative ProfessionalsUSA USA United States of AmericaHigh income



7/20/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerBoys Town National Research HospitalUSA USA United States of AmericaHigh income

7/20/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerClark UniversityUSA USA United States of AmericaHigh income

7/20/2018 MoneyTakerFinancial Exploitive Exploitation of Network InfrastructurePIR Bank of RussiaRUS RUS Russian FederationUpper middle income

7/19/2018 UndeterminedUndeterminedDisruptive Message ManipulationRoblox USA USA United States of AmericaHigh income

7/19/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerLiverpool FCGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

7/19/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerComplyRightUSA USA United States of AmericaHigh income

7/18/2018 TurksiberkararghUndeterminedDisruptive Message ManipulationAdhoc KHM KHM Cambodia Lower middle income

7/17/2018 UndeterminedUndeterminedDisruptive External Denial of ServiceUbisoft FRA FRA France High income

7/16/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerCity of BozemanUSA USA United States of AmericaHigh income

7/16/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerUniversity of Pittsburgh Medical Center - ColeUSA USA United States of AmericaHigh income

7/16/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerSunspire HealthUSA USA United States of AmericaHigh income

7/16/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerSouthern College of OptometryUSA USA United States of AmericaHigh income

7/16/2018 UndeterminedFinancial Disruptive Data AttackLabCorp USA USA United States of AmericaHigh income

7/16/2018 UndeterminedFinancial Exploitive Exploitation of Application Server,Exploitation of End HostsMega NZL NZL New ZealandHigh income

7/15/2018 GRU 85th Main Special Service Center (Unit 26165) (FANCYBEAR)Political-EspionageExploitive Exploitation of Application ServerItalian MilitaryITA ITA Italy High income

7/15/2018 UndeterminedFinancial Exploitive Exploitation of End HostsLeague of Legends Philippines'PHL PHL PhilippinesLower middle income

7/15/2018 UndeterminedFinancial Disruptive Data AttackMahatma Gandhi Mission HospitalIND IND India Lower middle income

7/14/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerROMWE CHN CHN China Upper middle income

7/13/2018 UndeterminedUndeterminedExploitive Exploitation of Application ServerPennsylvania Department of HealthUSA USA United States of AmericaHigh income

7/13/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerBillings ClinicUSA USA United States of AmericaHigh income

7/13/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerAlive HospiceUSA USA United States of AmericaHigh income

7/12/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerUMC Physicians (UMCP)USA USA United States of AmericaHigh income

7/11/2018 UndeterminedFinancial Exploitive Exploitation of End HostsAmmyy USA USA United States of AmericaHigh income

7/11/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerMajor international airportUSA USA United States of AmericaHigh income

7/11/2018 UndeterminedUndeterminedExploitive Exploitation of Data in TransitChlorine distillation plant in UkraineUKR UKR Ukraine Lower middle income

7/11/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerBP GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

7/11/2018 UndeterminedUndeterminedExploitive Exploitation of Application ServerAviation ID AustraliaAUS AUS Australia High income

7/10/2018 UndeterminedFinancial Exploitive Exploitation of End HostsU.S. Air ForceUSA USA United States of AmericaHigh income

7/10/2018 Ministry of State Security's (MSS) Hainan State Security Department (APT40)Political-EspionageExploitive Exploitation of Application Server,Exploitation of End HostsCambodia KHM KHM Cambodia Lower middle income

7/10/2018 UndeterminedFinancial Disruptive Data AttackCass Regional Medical CenterUSA USA United States of AmericaHigh income

7/10/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerCareer and Technology Education Centers (C-TEC)USA USA United States of AmericaHigh income

7/10/2018 Ministry of State Security's (MSS) Hainan State Security Department (APT40)Political-EspionageExploitive Exploitation of Application Server,Exploitation of End HostsCambodian Ministry of Economics and FinanceKHM KHM Cambodia Lower middle income

7/10/2018 Ministry of State Security's (MSS) Hainan State Security Department (APT40)Political-EspionageExploitive Exploitation of Application Server,Exploitation of End HostsCambodian SenateKHM KHM Cambodia Lower middle income

7/10/2018 Ministry of State Security's (MSS) Hainan State Security Department (APT40)Political-EspionageExploitive Exploitation of Application Server,Exploitation of End HostsCambodian Ministry of Foreign Affairs and International CooperationKHM KHM Cambodia Lower middle income

7/10/2018 Ministry of State Security's (MSS) Hainan State Security Department (APT40)Political-EspionageExploitive Exploitation of Application Server,Exploitation of End HostsCambodian Ministry of the InteriorKHM KHM Cambodia Lower middle income

7/10/2018 Ministry of State Security's (MSS) Hainan State Security Department (APT40)Political-EspionageExploitive Exploitation of Application Server,Exploitation of End HostsCambodian People's PartyKHM KHM Cambodia Lower middle income

7/10/2018 Ministry of State Security's (MSS) Hainan State Security Department (APT40)Political-EspionageExploitive Exploitation of Application Server,Exploitation of End HostsCambodia National Rescue PartyKHM KHM Cambodia Lower middle income

7/10/2018 Ministry of State Security's (MSS) Hainan State Security Department (APT40)Political-EspionageExploitive Exploitation of Application Server,Exploitation of End HostsCambodian National Election CommitteeKHM KHM Cambodia Lower middle income

7/10/2018 Ministry of State Security's (MSS) Hainan State Security Department (APT40)Political-EspionageExploitive Exploitation of End HostsMonovithya KemKHM KHM Cambodia Lower middle income

7/9/2018 UndeterminedFinancial Exploitive Exploitation of SensorsGas station in DetroitUSA USA United States of AmericaHigh income

7/9/2018 UndeterminedFinancial Exploitive Exploitation of Application Server,Exploitation of End HostsMacy's Inc.USA USA United States of AmericaHigh income

7/9/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerBancor CHE CHE SwitzerlandHigh income

7/8/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerTimehop USA USA United States of AmericaHigh income

7/7/2018 UndeterminedUndeterminedDisruptive External Denial of ServiceBlizzard EntertainmentUSA USA United States of AmericaHigh income

7/6/2018 UndeterminedFinancial Exploitive Exploitation of SensorsB&B Hospitality GroupUSA USA United States of AmericaHigh income

7/6/2018 UndeterminedIndustrial-EspionageExploitive Exploitation of Application ServerAustralian National UniversityAUS AUS Australia High income

7/6/2018 UndeterminedFinancial Exploitive Exploitation of End HostsVSDC NZL NZL New ZealandHigh income

7/6/2018 UndeterminedFinancial Mixed Message Manipulation,Exploitation of End HostsLake Oswego School DistrictUSA USA United States of AmericaHigh income

7/5/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerYatra.com IND IND India Lower middle income

7/5/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerMSK GroupUSA USA United States of AmericaHigh income

7/3/2018 Hamas Political-EspionageExploitive Exploitation of End HostsIsraeli MilitaryISR ISR Israel High income

7/3/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerDomain FactoryDEU DEU Germany High income

7/3/2018 UndeterminedUndeterminedDisruptive Message ManipulationTaiwan Democratic Progressive Party's (DPP)TWN TWN Taiwan (Province of China)High income

7/2/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerWhitbread GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

7/2/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerFortnum & MasonGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income



7/1/2018 UndeterminedFinancial Exploitive Exploitation of End Hosts,Exploitation of Data in TransitTrezor CZE CZE Czechia High income

7/1/2018 UndeterminedFinancial Exploitive UndeterminedBtcTurk TUR Turkey Turkey Upper middle income

6/30/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerNotre Dame de Namur UniversityUSA USA United States of AmericaHigh income

6/29/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerKlook TravelCHN CHN China Upper middle income

6/29/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerHunt Regional Medical CenterUSA USA United States of AmericaHigh income

6/29/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerAlgonquin CollegeCAN CAN Canada High income

6/29/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerTypeform ESP ESP Spain High income

6/28/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerCity of MidlandUSA USA United States of AmericaHigh income

6/28/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerSouth Eastern Regional College (SERC)GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

6/28/2018 UndeterminedFinancial Disruptive Data AttackMiddletown school districtUSA USA United States of AmericaHigh income

6/28/2018 UndeterminedFinancial Exploitive Exploitation of Application Server,Exploitation of End HostsAdidas USA USA United States of AmericaHigh income

6/28/2018 UndeterminedProtest Disruptive Message ManipulationOfficial website of Ernakulam Siva TempleIND IND India Lower middle income

6/28/2018 UndeterminedUndeterminedDisruptive Data AttackGitHub account of the Gentoo Linux distributionUSA USA United States of AmericaHigh income

6/27/2018 UndeterminedUndeterminedDisruptive Message ManipulationRed Hen RestaurantUSA USA United States of AmericaHigh income

6/27/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerTicketmasterUSA USA United States of AmericaHigh income

6/27/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerConnecticut Higher Education Trust (CHET)USA USA United States of AmericaHigh income

6/27/2018 Apophis SquadUndeterminedDisruptive External Denial of ServiceProtonMailCHE CHE SwitzerlandHigh income

6/27/2018 UndeterminedFinancial Disruptive Data AttackCyanweb SolutionsAUS AUS Australia High income

6/27/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerZ Energy LtdNZL NZL New ZealandHigh income

6/26/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerFastBookingFRA FRA France High income

6/24/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerMidwest CityUSA USA United States of AmericaHigh income

6/22/2018 Tick Political-EspionageExploitive Exploitation of Application ServerSouth Korean defense companyKOR KOR Korea (the Republic of)High income

6/22/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerIndian businessmanIND IND India Lower middle income

6/22/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerPDQ USA USA United States of AmericaHigh income

6/22/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerManitowoc CountyUSA USA United States of AmericaHigh income

6/21/2018 UndeterminedFinancial Exploitive Exploitation of End HostsHumana USA USA United States of AmericaHigh income

6/21/2018 KINGDOMPolitical-EspionageExploitive Exploitation of End HostsBen HubbardLBN LBN Lebanon Lower middle income

6/20/2018 UndeterminedProtest Disruptive Message ManipulationRoad Sign close to ICE headquartersUSA USA United States of AmericaHigh income

6/20/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerBithumb 999 UndeterminedUndetermined#N/A

6/19/2018 UndeterminedFinancial Exploitive Exploitation of End HostsMed AssociatesUSA USA United States of AmericaHigh income

6/18/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerCarePartnersCAN CAN Canada High income

6/18/2018 UndeterminedUndeterminedExploitive Exploitation of Application ServerFlightradar24SWE SWE Sweden High income

6/16/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerLiberty LifeZAF ZAF South AfricaUpper middle income

6/14/2018 UndeterminedFinancial Exploitive Exploitation of End HostsMed AssociatesUSA USA United States of AmericaHigh income

6/14/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerHealthEquityUSA USA United States of AmericaHigh income

6/13/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerAcFun CHN CHN China Upper middle income

6/13/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerBlack River Medical CenterUSA USA United States of AmericaHigh income

6/13/2018 UndeterminedFinancial Exploitive Exploitation of End HostsSyscoin CAN CAN Canada High income

6/13/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerDixons CarphoneGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

6/13/2018 APT27 (Iron Panda)Political-EspionageExploitive Exploitation of Application ServerMongolian government data centerMNG MNG Mongolia Lower middle income

6/12/2018 UndeterminedUndeterminedDisruptive External Denial of ServiceSlovak Hydro-meteorological InstituteSVK SVK Slovakia High income

6/12/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerMassachusetts Clean Energy CenterUSA USA United States of AmericaHigh income

6/12/2018 UndeterminedIndustrial-EspionageExploitive Exploitation of Application ServerClarifai USA USA United States of AmericaHigh income

6/12/2018 UndeterminedUndeterminedDisruptive External Denial of ServiceMexican National Action Party (PAN)MEX MEX Mexico Upper middle income

6/12/2018 UndeterminedUndeterminedDisruptive External Denial of Serviceslovensko.skSVK SVK Slovakia High income

6/11/2018 NGB 3rd Technical Surveillance BureauPolitical-EspionageExploitive Exploitation of End HostsSouth Korean Think TankKOR KOR Korea (the Republic of)High income

6/11/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerBank of ChileCHL CHL Chile High income

6/11/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerCoinrail KOR KOR Korea (the Republic of)High income

6/8/2018 UndeterminedIndustrial-EspionageExploitive Exploitation of Application ServerUS Navy ContractorUSA USA United States of AmericaHigh income

6/8/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerTerros HealthUSA USA United States of AmericaHigh income

6/8/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerElmcroft Senior LivingUSA USA United States of AmericaHigh income

6/7/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerCity of WellingtonUSA USA United States of AmericaHigh income

6/7/2018 UndeterminedFinancial Disruptive Data AttackRISE WisconsinUSA USA United States of AmericaHigh income

6/6/2018 UndeterminedPersonal AttackExploitive Exploitation of Application ServerDanielle LloydGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

6/6/2018 UndeterminedUndeterminedExploitive Exploitation of Application ServerPageUp AUS AUS Australia High income



6/6/2018 UndeterminedFinancial Disruptive External Denial of ServiceLitecoin Cash 999 UndeterminedUndetermined#N/A

6/5/2018 UndeterminedFinancial Exploitive Exploitation of End HostsUndisclosed Japanese syndicate walletJPN JPN Japan High income

6/4/2018 UndeterminedPersonal AttackDisruptive Message ManipulationAvery MossUSA USA United States of AmericaHigh income

6/4/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerMorinaga Milk Industry Co.JPN JPN Japan High income

6/4/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerMyHeritageUSA USA United States of AmericaHigh income

6/2/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerShiawassee CountyUSA USA United States of AmericaHigh income

6/2/2018 UndeterminedFinancial Exploitive Exploitation of End HostsSeveral Australian citizensAUS AUS Australia High income

6/2/2018 UndeterminedFinancial Disruptive External Denial of ServiceZenCash USA USA United States of AmericaHigh income

6/2/2018 Todd Davis aka LifelockFinancial Exploitive Exploitation of Application ServerHolland Eye Surgery & Laser CenterUSA USA United States of AmericaHigh income

6/1/2018 UndeterminedUndeterminedExploitive Exploitation of Application ServerThe Rhode Island Department of Human ServicesUSA USA United States of AmericaHigh income

6/1/2018 UndeterminedUndeterminedDisruptive Message ManipulationBuffalo Wild WingsUSA USA United States of AmericaHigh income

6/1/2018 UndeterminedUndeterminedExploitive Exploitation of Application ServerThe Rhode Island Department of Behavioral HealthcareUSA USA United States of AmericaHigh income

6/1/2018 UndeterminedUndeterminedExploitive Exploitation of Application ServerThe Rhode Island Department of Children, Youth and FamiliesUSA USA United States of AmericaHigh income

5/31/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerSooke School DistrictUSA USA United States of AmericaHigh income

5/30/2018 IsHaKdZ Financial Mixed Exploitation of Application Server,Message ManipulationTicketfly USA USA United States of AmericaHigh income

5/28/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerHarare Institute of TechnologyZWE ZWE Zimbabwe Lower middle income

5/28/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerCanadian Imperial Bank of Commerce (CIBC)CAN CAN Canada High income

5/28/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerBank of MontrealCAN CAN Canada High income

5/28/2018 UndeterminedFinancial Exploitive Exploitation of Application Server,Exploitation of End HostsTaylor CryptocurrencyEST EST Estonia High income

5/27/2018 UndeterminedFinancial Exploitive Exploitation of Data in TransitGoliath and GoliathZAF ZAF South AfricaUpper middle income

5/26/2018 UndeterminedPolitical-EspionageExploitive Exploitation of Application Server,Exploitation of End HostsAfghan diplomats in PakistanAFG AFG AfghanistanLow income

5/26/2018 UndeterminedFinancial Exploitive Exploitation of End HostsArlo USA USA United States of AmericaHigh income

5/25/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerOxnard CityUSA USA United States of AmericaHigh income

5/25/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerAultman Health FoundationUSA USA United States of AmericaHigh income

5/25/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerAmerican Family Life Assurance Company of Columbus (Aflac)USA USA United States of AmericaHigh income

5/24/2018 UndeterminedFinancial Disruptive Data AttackAssociates in Psychiatry and PsychologyUSA USA United States of AmericaHigh income

5/24/2018 UndeterminedProtest Disruptive Message Manipulation,Internal Denial of ServiceMashhad airportIRN IRN Iran (Islamic Republic of)Lower middle income

5/23/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerUniversity of VermontUSA USA United States of AmericaHigh income

5/22/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerVerge Cryptocurrency999 UndeterminedUndetermined#N/A

5/22/2018 UndeterminedFinancial Disruptive External Denial of ServiceMonacoin JPN JPN Japan High income

5/21/2018 UndeterminedFinancial Exploitive Exploitation of Application Server,Exploitation of End HostsBombas USA USA United States of AmericaHigh income

5/20/2018 UndeterminedFinancial Disruptive Data AttackAllied PhysiciansUSA USA United States of AmericaHigh income

5/20/2018 UndeterminedSabotage Disruptive External Denial of ServiceManuel Delia's BlogMLT MLT Malta High income

5/19/2018 Two unidentified studentsSabotage Disruptive Message Manipulation,Data AttackBloomfield Hills High SchoolUSA USA United States of AmericaHigh income

5/18/2018 Connor FreemanFinancial Exploitive Exploitation of Application Server,Exploitation of Data in TransitMichael Templeman999 UndeterminedUndetermined#N/A

5/18/2018 UndeterminedPersonal AttackExploitive Exploitation of Application ServerShona McGartyGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

5/18/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerTidal USA USA United States of AmericaHigh income

5/18/2018 UndeterminedFinancial Exploitive Exploitation of Application Server,Exploitation of End HostsUniversity of BuffaloUSA USA United States of AmericaHigh income

5/18/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerBitcoin Gold 999 UndeterminedUndetermined#N/A

5/17/2018 UndeterminedFinancial Exploitive Exploitation of End Hostsblackphoenixalchemylab.comUSA USA United States of AmericaHigh income

5/17/2018 UndeterminedUndeterminedDisruptive Message ManipulationIndependent Like the North State Group ForumUSA USA United States of AmericaHigh income

5/17/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerCorporation Service Company (CSC)USA USA United States of AmericaHigh income

5/16/2018 Connor FreemanFinancial Exploitive Exploitation of Application Server,Exploitation of Data in TransitSeth Shapiro 999 UndeterminedUndetermined#N/A

5/16/2018 UndeterminedUndeterminedExploitive Exploitation of Application ServerSecurus TechnologiesUSA USA United States of AmericaHigh income

5/16/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerLifeBridge Potomac ProfessionalsUSA USA United States of AmericaHigh income

5/16/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerLifeBridge HealthUSA USA United States of AmericaHigh income

5/15/2018 Connor FreemanFinancial Exploitive Exploitation of Application Server,Exploitation of Data in TransitDarran Marble 999 UndeterminedUndetermined#N/A

5/14/2018 UndeterminedFinancial Disruptive Data AttackFamily Planning NSWAUS AUS Australia High income

5/12/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerNo. 2 BanorteMEX MEX Mexico Upper middle income

5/12/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerCapitol AdministratorsUSA USA United States of AmericaHigh income

5/11/2018 UndeterminedFinancial Exploitive Exploitation of SensorsChili's RestaurantUSA USA United States of AmericaHigh income

5/11/2018 UndeterminedUndeterminedExploitive Exploitation of Application ServerBemus Point School DistrictUSA USA United States of AmericaHigh income

5/11/2018 UndeterminedUndeterminedDisruptive External Denial of ServiceDSB DNK DNK Denmark High income

5/10/2018 UndeterminedUndeterminedExploitive Exploitation of Application ServerZooPark APT GroupIRN IRN Iran (Islamic Republic of)Lower middle income

5/10/2018 UndeterminedFinancial Disruptive Data AttackWasaga BeachCAN CAN Canada High income



5/10/2018 AnonymousProtest Disruptive Message ManipulationOfficial website of Russia's Federal Agency for International Cooperation (Rossotrudnichestvo)RUS RUS Russian FederationUpper middle income

5/10/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerMalley's ChocolatesUSA USA United States of AmericaHigh income

5/10/2018 UndeterminedUndeterminedExploitive Exploitation of Application ServerNuance USA USA United States of AmericaHigh income

5/9/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerMorinaga Milk Industry Co.JPN JPN Japan High income

5/9/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerThe Oregon ClinicUSA USA United States of AmericaHigh income

5/9/2018 UndeterminedPolitical-EspionageExploitive Exploitation of Application ServerThe Sun GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

5/8/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerCity of GoodyearUSA USA United States of AmericaHigh income

5/8/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerSheffield Credit UnionGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

5/7/2018 UndeterminedFinancial Disruptive External Denial of Service,Data AttackRoseburg Public SchoolsUSA USA United States of AmericaHigh income

5/7/2018 Akincilar Protest Disruptive Message ManipulationHonda GreeceGRC GRC Greece High income

5/5/2018 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerMason Law OfficeUSA USA United States of AmericaHigh income

5/4/2018 UndeterminedFinancial Disruptive Data AttackRiverside Fire and Police departmentUSA USA United States of AmericaHigh income

5/4/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerCity of TulsaUSA USA United States of AmericaHigh income

5/4/2018 UndeterminedFinancial Exploitive Exploitation of Data in TransitNorthwest UniversityUSA USA United States of AmericaHigh income

5/4/2018 AnonPlus Protest Disruptive Message ManipulationK9 Web ProtectionUSA USA United States of AmericaHigh income

5/4/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerBanco InterBRA BRA Brazil Upper middle income

5/4/2018 UndeterminedUndeterminedDisruptive Data AttackCopenhagen city's bicycle sharing system "Bycyklen"DNK DNK Denmark High income

5/4/2018 UndeterminedUndeterminedMixed Exploitation of Application Server,Message ManipulationW.S. Neal High SchoolUSA USA United States of AmericaHigh income

5/3/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerFHExecutiveHealth.comUSA USA United States of AmericaHigh income

5/3/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerWorld Rugby Training and Education WebsiteIRL IRL Ireland High income

5/3/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerFleetcor TechnologiesUSA USA United States of AmericaHigh income

5/3/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerFHOrthoInstitute.comUSA USA United States of AmericaHigh income

5/3/2018 AnonymousProtest Disruptive External Denial of Service24TV Turk TelekomTUR Turkey Turkey Upper middle income

5/3/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerMeituan DianpingCHN CHN China Upper middle income

5/3/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerFloridaBariatric.comUSA USA United States of AmericaHigh income

5/2/2018 Akincilar Protest Disruptive Message ManipulationSuzuki-GreeceGRC GRC Greece High income

5/2/2018 Akincilar Protest Disruptive Message ManipulationGreek Handball FederationGRC GRC Greece High income

5/2/2018 Akincilar Protest Disruptive Message ManipulationAthens-Macedonia News AgencyGRC GRC Greece High income

5/2/2018 Akincilar Protest Disruptive Message ManipulationGreek Foreign MinistryGRC GRC Greece High income

5/2/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerFredericksburg School SystemUSA USA United States of AmericaHigh income

5/1/2018 UndeterminedUndeterminedDisruptive External Denial of ServiceKnox County's websiteUSA USA United States of AmericaHigh income

5/1/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerRail Europe North AmericaUSA USA United States of AmericaHigh income

4/27/2018 AnonPlus Protest Disruptive Message ManipulationCity of BolognaITA ITA Italy High income

4/27/2018 UndeterminedFinancial Exploitive Exploitation of SensorsZippy's RestaurantsUSA USA United States of AmericaHigh income

4/27/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerScenic Bluffs Community Health CentersUSA USA United States of AmericaHigh income

4/27/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerBillings ClinicUSA USA United States of AmericaHigh income

4/27/2018 UndeterminedFinancial Disruptive Data AttackLeominster Schools DistrictUSA USA United States of AmericaHigh income

4/27/2018 UndeterminedFinancial Exploitive Exploitation of Network InfrastructureSPEI MEX MEX Mexico Upper middle income

4/27/2018 UndeterminedUndeterminedDisruptive Message ManipulationHighway Sign in ArizonaUSA USA United States of AmericaHigh income

4/26/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerSen. Richard PanUSA USA United States of AmericaHigh income

4/24/2018 UndeterminedFinancial Exploitive Exploitation of End Hosts,Exploitation of Data in TransitMyEtherWallet.comUSA USA United States of AmericaHigh income

4/24/2018 UndeterminedFinancial Disruptive Data AttackUkraine's Energy Ministry WebsiteUKR UKR Ukraine Lower middle income

4/24/2018 UndeterminedFinancial Disruptive External Denial of ServiceAmericas CardroomUSA USA United States of AmericaHigh income

4/23/2018 UndeterminedFinancial Disruptive Data AttackPrince Edward Island (PEI) Government WebsiteCAN CAN Canada High income

4/23/2018 Ministry of State Security's (MSS) Tianjin State Security Department (APT10)Political-EspionageExploitive Exploitation of Application ServerJapanese defense companiesJPN JPN Japan High income

4/23/2018 Hunter buttUndeterminedDisruptive Message ManipulationThai Airways WebsiteTHA THA Thailand Upper middle income

4/23/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerCareem ARE ARE United Arab EmiratesHigh income

4/22/2018 Prosox ShadeUndeterminedDisruptive Message ManipulationRed Bull AUT AUT Austria High income

4/22/2018 AnonPlus UndeterminedDisruptive Message Manipulationilgiornale.it ITA ITA Italy High income

4/21/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerCity of HamiltonCAN CAN Canada High income

4/19/2018 HighTech Brazil HackteamUndeterminedDisruptive Message ManipulationSupreme Court of IndiaIND IND India Lower middle income

4/18/2018 UndeterminedFinancial Exploitive Exploitation of End HostsIan Balina USA USA United States of AmericaHigh income

4/18/2018 UndeterminedFinancial Exploitive Exploitation of End HostsSangamo TherapeuticsUSA USA United States of AmericaHigh income

4/18/2018 UndeterminedFinancial Disruptive Data AttackCalifornia's Center for Orthopaedic Specialists (COS)USA USA United States of AmericaHigh income

4/18/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerQuestar USA USA United States of AmericaHigh income



4/17/2018 AnoaGhostUndeterminedDisruptive Message Manipulationinsights.london.nhs.ukGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

4/16/2018 Hamas Political-EspionageExploitive Exploitation of End HostsMiddle Eastern IndividualsISR ISR Israel High income

4/16/2018 UndeterminedUndeterminedExploitive Exploitation of Application ServerAfrican Embassy in DublinIRL IRL Ireland High income

4/16/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerIrvington School DistrictUSA USA United States of AmericaHigh income

4/16/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerHong Kong Broadband NetworkCHN CHN China Upper middle income

4/16/2018 UndeterminedFinancial Mixed Exploitation of Application Server,Message Manipulation,Exploitation of End HostsTaskRabbitUSA USA United States of AmericaHigh income

4/15/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerUnityPoint HealthUSA USA United States of AmericaHigh income

4/14/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerTexas Health ResourcesUSA USA United States of AmericaHigh income

4/13/2018 UndeterminedFinancial Disruptive Data AttackMise En Place Restaurant ServicesUSA USA United States of AmericaHigh income

4/13/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerDiagnostic Radiology & ImagingUSA USA United States of AmericaHigh income

4/13/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerInogen USA USA United States of AmericaHigh income

4/12/2018 UndeterminedUndeterminedDisruptive External Denial of ServiceSucuri USA USA United States of AmericaHigh income

4/12/2018 UndeterminedFinancial Exploitive Exploitation of Application Server,Exploitation of Data in TransitCoinsecureIND IND India Lower middle income

4/11/2018 UndeterminedFinancial Exploitive Exploitation of End HostsGreat Western RailwayGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

4/10/2018 Kuroi'SH; ProsoxProtest Disruptive Message ManipulationVevo Youtube AccountUSA USA United States of AmericaHigh income

4/10/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerVictoria Independent School DistrictUSA USA United States of AmericaHigh income

4/9/2018 UndeterminedFinancial Exploitive Exploitation of End HostsArmed Forces Recreation Center Edelweiss Lodge and ResortDEU DEU Germany High income

4/9/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerSodexo FilmologyGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

4/8/2018 UndeterminedPersonal AttackExploitive Exploitation of Application ServerNatalie CassidyGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

4/8/2018 UndeterminedPersonal AttackExploitive Exploitation of End HostsDrake Bell USA USA United States of AmericaHigh income

4/6/2018 Suspected Chinese hackersSabotage Disruptive Message ManipulationIndia's Ministry of DefenceIND IND India Lower middle income

4/5/2018 UndeterminedFinancial Exploitive Exploitation of Application Server[24]7.ai USA USA United States of AmericaHigh income

4/4/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerJapan Ministry EmployeesJPN JPN Japan High income

4/4/2018 UndeterminedUndeterminedExploitive Exploitation of Application Server,Exploitation of End HostsOakton High SchoolUSA USA United States of AmericaHigh income

4/4/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerVerge Cryptocurrency999 UndeterminedUndetermined#N/A

4/3/2018 UndeterminedUndeterminedDisruptive Message ManipulationVadim LavrusikUSA USA United States of AmericaHigh income

4/3/2018 NGB 3rd Technical Surveillance BureauUndeterminedMixed Exploitation of Application Server,Data Attack,Exploitation of End HostOnline casino in Central America999 UndeterminedUndetermined#N/A

4/2/2018 UndeterminedUndeterminedDisruptive External Denial of Service,Internal Denial of ServiceEastern Shore Natural GasUSA USA United States of AmericaHigh income

4/2/2018 UndeterminedUndeterminedDisruptive External Denial of Service,Internal Denial of ServiceBoardwalk Pipeline Partners LPUSA USA United States of AmericaHigh income

4/2/2018 UndeterminedUndeterminedDisruptive External Denial of Service,Internal Denial of ServiceEnergy Transfer Partners LPUSA USA United States of AmericaHigh income

4/2/2018 UndeterminedUndeterminedDisruptive External Denial of Service,Internal Denial of ServiceOneok Inc USA USA United States of AmericaHigh income

4/2/2018 UndeterminedUndeterminedDisruptive Data AttackGovernment of Sint MaartenATA ANT Antarctica #N/A

4/1/2018 Fredrick Lapointe; Rath Pak; Jimmy SaintelienFinancial Exploitive Exploitation of Application ServerQuebec teachersCAN CAN Canada High income

4/1/2018 JokerStash AKA Fin7 AKA CarbanakFinancial Exploitive Exploitation of SensorsHudson's Bay CompanyCAN CAN Canada High income

4/1/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerGuardian Pharmacy of JacksonvilleUSA USA United States of AmericaHigh income

3/30/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerCareFirst BlueCross BlueShieldUSA USA United States of AmericaHigh income

3/29/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerBank Negara MalaysiaMYS MYS Malaysia Upper middle income

3/29/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerUnder ArmourUSA USA United States of AmericaHigh income

3/29/2018 UndeterminedUndeterminedExploitive Exploitation of Application ServerUnnamed bestiality website999 UndeterminedUndetermined#N/A

3/28/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerS.S. Lazio ITA ITA Italy High income

3/28/2018 UndeterminedUndeterminedDisruptive Data AttackBoeing USA USA United States of AmericaHigh income

3/27/2018 UndeterminedUndeterminedExploitive Exploitation of Application ServerStormont (Northern Ireland Parliament)GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

3/27/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerNaukri.comIND IND India Lower middle income

3/26/2018 GRU 85th Main Special Service Center (Unit 26165) (FANCYBEAR)Political-EspionageExploitive Exploitation of Application ServerUK Anti-Doping AgencyGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

3/24/2018 UndeterminedUndeterminedDisruptive Internal Denial of ServiceBaltimore's Automated Dispatch SystemUSA USA United States of AmericaHigh income

3/22/2018 UndeterminedUndeterminedDisruptive External Denial of ServiceRussian Defense MinistryRUS RUS Russian FederationUpper middle income

3/22/2018 UndeterminedFinancial Disruptive External Denial of Service,Data AttackCity of AtlantaUSA USA United States of AmericaHigh income

3/21/2018 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerUttar Haryana Bijli Vitran Nigam Limited (UHBVNL)IND IND India Lower middle income

3/20/2018 UndeterminedPolitical-EspionageExploitive Exploitation of End HostsDavid Nott SYR SYR Syrian Arab RepublicLow income

3/20/2018 UndeterminedFinancial Disruptive Data AttackFinger Lakes HealthUSA USA United States of AmericaHigh income

3/20/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerOrbitz USA USA United States of AmericaHigh income

3/20/2018 UndeterminedFinancial Exploitive Exploitation of End HostsTrusted QuidGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

3/19/2018 UndeterminedUndeterminedExploitive Exploitation of Application ServerPuerto Rico's Power Utility, PREPAUSA USA United States of AmericaHigh income

3/18/2018 UndeterminedUndeterminedDisruptive External Denial of ServiceRussian Central Election CommissionRUS RUS Russian FederationUpper middle income

3/16/2018 UndeterminedFinancial Disruptive Data AttackAtrium HospitalityUSA USA United States of AmericaHigh income



3/16/2018 UndeterminedFinancial Exploitive Exploitation of End HostsUK National LotteryGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

3/16/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerFrost BankUSA USA United States of AmericaHigh income

3/16/2018 Ministry of State Security's (MSS) Hainan State Security Department (APT40)Industrial-EspionageExploitive Exploitation of Application ServerU.S. Maritime EntitiesUSA USA United States of AmericaHigh income

3/16/2018 The Dark OverlordFinancial Exploitive Exploitation of Application ServerTheDarkOverlordUSA USA United States of AmericaHigh income

3/15/2018 GRU 85th Main Special Service Center (Unit 26165) (FANCYBEAR)Political-EspionageExploitive Exploitation of Application Server,Exploitation of End HostsUnnamed European government999 UndeterminedUndetermined#N/A

3/15/2018 UndeterminedPersonal AttackExploitive Exploitation of Application ServerMeghan MarkleGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

3/15/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerNampa School DistrictUSA USA United States of AmericaHigh income

3/15/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerSvitzer AUS AUS Australia High income

3/15/2018 UndeterminedSabotage Disruptive Physical AttackUnnamed petrochemical company in Saudi ArabiaSAU SAU Saudi ArabiaHigh income

3/15/2018 UndeterminedFinancial Exploitive Exploitation of End HostsFamily Health Clinic of Carroll CountyUSA USA United States of AmericaHigh income

3/14/2018 UndeterminedFinancial Exploitive Exploitation of Application Server,Exploitation of End HostsFortnite USA USA United States of AmericaHigh income

3/13/2018 UndeterminedUndeterminedExploitive Exploitation of Application ServerQueensland Transport DepartmentAUS AUS Australia High income

3/13/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerGwent PoliceGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

3/13/2018 UndeterminedUndeterminedExploitive Exploitation of Application Server,Exploitation of End HostsPort of LongviewUSA USA United States of AmericaHigh income

3/12/2018 UndeterminedFinancial Exploitive Exploitation of Application Server,Exploitation of End HostsATI Physical TherapyUSA USA United States of AmericaHigh income

3/12/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerOkaloosa Water and SewerUSA USA United States of AmericaHigh income

3/10/2018 UndeterminedFinancial Disruptive Data AttackMississippi Valley State UniversityUSA USA United States of AmericaHigh income

3/10/2018 UndeterminedUndeterminedDisruptive External Denial of ServiceNational Rifle Association (NRA)USA USA United States of AmericaHigh income

3/9/2018 herbapproach@protonmail.comFinancial Exploitive Exploitation of Application ServerJJ Meds CAN CAN Canada High income

3/9/2018 Xi'an Tianhe Defense Technology, Defense Contrator (APT15)Political-EspionageExploitive Exploitation of Application ServerUK government contractorGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

3/9/2018 $2a$45 Financial Exploitive Exploitation of Application ServerFlorida Virtual Learning School (FVLS)USA USA United States of AmericaHigh income

3/8/2018 AnonymousProtest Exploitive Exploitation of Application ServerItalian Ministry of EducationITA ITA Italy High income

3/8/2018 UndeterminedFinancial Exploitive Exploitation of Application Server,Exploitation of End HostsFormer Tennessee Gov. Phil Bredesen's Senate campaignUSA USA United States of AmericaHigh income

3/8/2018 UndeterminedUndeterminedExploitive Exploitation of SensorsDutch women's handball teamNLD NLD NetherlandsHigh income

3/7/2018 UndeterminedFinancial Disruptive Data AttackPinelands Regional School DistrictUSA USA United States of AmericaHigh income

3/7/2018 UndeterminedFinancial Exploitive Exploitation of End HostsBinance CHN CHN China Upper middle income

3/6/2018 UndeterminedFinancial Exploitive Exploitation of End HostsFlexible Benefit Service CorporationUSA USA United States of AmericaHigh income

3/5/2018 UndeterminedFinancial Disruptive External Denial of ServiceUnidentified US Service ProviderUSA USA United States of AmericaHigh income

3/4/2018 UndeterminedPersonal AttackExploitive Exploitation of Application ServerEmily MacDonaghGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

3/4/2018 UndeterminedPersonal AttackExploitive Exploitation of Application ServerPeter AndreGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

3/2/2018 UndeterminedFinancial Exploitive Exploitation of Sensors160 Applebee's RestaurantsUSA USA United States of AmericaHigh income

3/2/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerSt. Peter's Surgery & Endoscopy CenterUSA USA United States of AmericaHigh income

3/2/2018 UndeterminedFinancial Exploitive Exploitation of End HostsABC Bus Companies, Inc.USA USA United States of AmericaHigh income

3/1/2018 UndeterminedFinancial Disruptive Data AttackColorado Department of Transportation (CDOT)USA USA United States of AmericaHigh income

3/1/2018 UndeterminedPolitical-EspionageExploitive Exploitation of Application ServerHope HicksUSA USA United States of AmericaHigh income

3/1/2018 UndeterminedFinancial Exploitive Exploitation of End HostsNIS AmericaUSA USA United States of AmericaHigh income

3/1/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerPrimary Health CareUSA USA United States of AmericaHigh income

3/1/2018 UndeterminedFinancial Exploitive Exploitation of End HostsGreyhealth GroupUSA USA United States of AmericaHigh income

3/1/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerScottsboro City Board of EducationUSA USA United States of AmericaHigh income

3/1/2018 UndeterminedFinancial Exploitive Exploitation of Application Server,Exploitation of End HostsRockdale Independent School DistrictUSA USA United States of AmericaHigh income

3/1/2018 UndeterminedFinancial Exploitive Exploitation of End HostsASI Constructors, Inc.USA USA United States of AmericaHigh income

3/1/2018 UndeterminedFinancial Exploitive Exploitation of End HostsFS-ISAC USA USA United States of AmericaHigh income

2/28/2018 GRU 85th Main Special Service Center (Unit 26165) (FANCYBEAR)Political-EspionageExploitive Exploitation of Application Server,Exploitation of End HostsInformationsverbund Berlin-BonnDEU DEU Germany High income

2/28/2018 UndeterminedUndeterminedDisruptive External Denial of ServiceGitHub USA USA United States of AmericaHigh income

2/28/2018 UndeterminedFinancial Exploitive Exploitation of End HostsFinancial Services Information Sharing and Analysis Center (FS-ISAC)USA USA United States of AmericaHigh income

2/27/2018 UndeterminedUndeterminedDisruptive Internal Denial of ServiceTim HortonsCAN CAN Canada High income

2/27/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerFastHealthUSA USA United States of AmericaHigh income

2/24/2018 UndeterminedFinancial Exploitive Exploitation of End HostsWallace Community College SelmaUSA USA United States of AmericaHigh income

2/24/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerTeesside UniversityUSA USA United States of AmericaHigh income

2/24/2018 AnonymousProtest Disruptive Message ManipulationMatteo Salvini Facebook PageITA ITA Italy High income

2/23/2018 UndeterminedFinancial Disruptive Data AttackAbout one dozen Connecticut government agenciesUSA USA United States of AmericaHigh income

2/22/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerThe Los Angeles PhilharmonicUSA USA United States of AmericaHigh income

2/22/2018 UndeterminedUndeterminedDisruptive External Denial of ServiceUniversity of AlaskaUSA USA United States of AmericaHigh income

2/22/2018 UndeterminedUndeterminedExploitive Exploitation of Application ServerSpy Master ProUSA USA United States of AmericaHigh income

2/22/2018 UndeterminedUndeterminedExploitive Exploitation of Application ServerMobistealthUSA USA United States of AmericaHigh income



2/22/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerPunjab National Bank (PNB)IND IND India Lower middle income

2/22/2018 LulzSecITAProtest Exploitive Exploitation of Application ServerMatteo Salvini BlogITA ITA Italy High income

2/22/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerCurtis LumberUSA USA United States of AmericaHigh income

2/21/2018 UndeterminedFinancial Exploitive Exploitation of End HostsUniversity of Virginia Health System (uvahealth.com)USA USA United States of AmericaHigh income

2/21/2018 UndeterminedFinancial Exploitive Exploitation of End HostsASCD USA USA United States of AmericaHigh income

2/20/2018 UndeterminedFinancial Disruptive Data AttackThe Colorado Department of Transportation (CDOT)USA USA United States of AmericaHigh income

2/20/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerHardwareZone (HWZ) Forum websiteSGP SGP Singapore High income

2/20/2018 UndeterminedFinancial Exploitive Exploitation of End HostsLos Angeles TimesUSA USA United States of AmericaHigh income

2/20/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerTesla USA USA United States of AmericaHigh income

2/19/2018 UndeterminedPersonal AttackExploitive Exploitation of Application ServerBlac ChynaUSA USA United States of AmericaHigh income

2/18/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerIndia's City Union BankIND IND India Lower middle income

2/16/2018 UndeterminedFinancial Disruptive Data AttackDavidson CountyUSA USA United States of AmericaHigh income

2/16/2018 UndeterminedFinancial Disruptive Data AttackJemison Internal MedicineUSA USA United States of AmericaHigh income

2/16/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerUnnamed Russian bankRUS RUS Russian FederationUpper middle income

2/16/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerWhite and Bright Family DentalUSA USA United States of AmericaHigh income

2/16/2018 UndeterminedFinancial Exploitive Exploitation of End HostsLaufer Group InternationalUSA USA United States of AmericaHigh income

2/16/2018 rmsrf Financial Mixed Exploitation of Application Server,Message ManipulationRoomsurf USA USA United States of AmericaHigh income

2/15/2018 UndeterminedProtest Disruptive Data AttackRetina-X StudiosUSA USA United States of AmericaHigh income

2/14/2018 UndeterminedFinancial Exploitive Exploitation of SensorsStaybridge Suites Lexington HotelUSA USA United States of AmericaHigh income

2/14/2018 UndeterminedPolitical-EspionageExploitive Exploitation of Application ServerAtos FRA FRA France High income

2/14/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerWestern UnionUSA USA United States of AmericaHigh income

2/13/2018 UndeterminedFinancial Mixed Exploitation of Application Server,Exploitation of End Hosts,External Denial of ServiceCity of AllentownUSA USA United States of AmericaHigh income

2/13/2018 UndeterminedFinancial Exploitive Exploitation of End HostsCity of SavannahUSA USA United States of AmericaHigh income

2/13/2018 UndeterminedFinancial Exploitive Exploitation of End HostsAdvertisement screen in LondonGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

2/12/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerIdaho Transportation Department (ITD)USA USA United States of AmericaHigh income

2/12/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerEntergy USA USA United States of AmericaHigh income

2/10/2018 UndeterminedFinancial Mixed Exploitation of End Hosts,External Denial of ServiceNewtek Business Services Corp.,USA USA United States of AmericaHigh income

2/10/2018 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Sabotage Disruptive External Denial of Service,Data Attack,Physical AttackPyeongchang Winter OlympicsKOR KOR Korea (the Republic of)High income

2/10/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerBitGrail ITA ITA Italy High income

2/8/2018 UndeterminedPersonal AttackExploitive Exploitation of Application ServerMikaela HooverUSA USA United States of AmericaHigh income

2/8/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerDecatur County General HospitalUSA USA United States of AmericaHigh income

2/8/2018 UndeterminedFinancial Exploitive Exploitation of End HostsUndisclosed water utility company999 UndeterminedUndetermined#N/A

2/7/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerCity of EnumclawUSA USA United States of AmericaHigh income

2/7/2018 UndeterminedFinancial Disruptive Data AttackSmith DentalUSA USA United States of AmericaHigh income

2/7/2018 UndeterminedFinancial Disruptive Data AttackThe Sacramento BeeUSA USA United States of AmericaHigh income

2/7/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerSwisscom CHE CHE SwitzerlandHigh income

2/7/2018 UndeterminedUndeterminedDisruptive External Denial of ServiceBusiness WireUSA USA United States of AmericaHigh income

2/7/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerNova PoshtaUKR UKR Ukraine Lower middle income

2/6/2018 AnonPlus Protest Exploitive Exploitation of Application ServerProvince of MilanITA ITA Italy High income

2/6/2018 AnonPlus UndeterminedExploitive Exploitation of Application ServerItalian Democratic Party (PD)ITA ITA Italy High income

2/5/2018 UndeterminedFinancial Exploitive Exploitation of End HostsWaldo CountyUSA USA United States of AmericaHigh income

2/5/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerPartners HealthCare SystemUSA USA United States of AmericaHigh income

2/5/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerUniversity of Northern ColoradoUSA USA United States of AmericaHigh income

2/4/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerCity of KeokukUSA USA United States of AmericaHigh income

2/2/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerRon's Pharmacy ServicesUSA USA United States of AmericaHigh income

2/1/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerCity of Pittsburg, KansasUSA USA United States of AmericaHigh income

2/1/2018 UndeterminedFinancial Exploitive Exploitation of End HostsCity of BataviaUSA USA United States of AmericaHigh income

2/1/2018 UndeterminedFinancial Disruptive Data AttackCoastal Cape Fear Eye AssociatesUSA USA United States of AmericaHigh income

2/1/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerPurchase Line School DistrictUSA USA United States of AmericaHigh income

2/1/2018 UndeterminedFinancial Exploitive Exploitation of Application Server,Exploitation of End HostsHORNE LLPUSA USA United States of AmericaHigh income

2/1/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerAperio USA USA United States of AmericaHigh income

2/1/2018 UndeterminedFinancial Exploitive Exploitation of End HostsKinetics SystemsUSA USA United States of AmericaHigh income

1/31/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerGoGet AUS AUS Australia High income

1/31/2018 UndeterminedFinancial Exploitive Exploitation of End HostsUsers participating to the ICO of the Bee Token Crypto CurrencyUSA USA United States of AmericaHigh income

1/30/2018 UndeterminedFinancial Disruptive Data AttackSpartanburg Public LibraryUSA USA United States of AmericaHigh income



1/30/2018 UndeterminedSabotage Disruptive External Denial of ServiceING NLD NLD NetherlandsHigh income

1/30/2018 UndeterminedSabotage Disruptive External Denial of ServiceABN AmbroRUS RUS Russian FederationUpper middle income

1/29/2018 UndeterminedSabotage Disruptive External Denial of ServiceDutch tax authorityNLD NLD NetherlandsHigh income

1/29/2018 UndeterminedSabotage Disruptive External Denial of ServiceDigID NLD NLD NetherlandsHigh income

1/29/2018 UndeterminedFinancial Disruptive Data AttackChester County School DistrictUSA USA United States of AmericaHigh income

1/29/2018 UndeterminedSabotage Disruptive External Denial of ServiceRabobank NLD NLD NetherlandsHigh income

1/28/2018 UndeterminedFinancial Disruptive Data AttackOntario Progressive Conservative PartyCAN CAN Canada High income

1/28/2018 UndeterminedFinancial Mixed Message Manipulation,Exploitation of End HostsExperty CHE CHE SwitzerlandHigh income

1/27/2018 UndeterminedSabotage Disruptive External Denial of ServiceING NLD NLD NetherlandsHigh income

1/27/2018 UndeterminedSabotage Disruptive External Denial of ServiceABN AmbroNLD NLD NetherlandsHigh income

1/26/2018 UndeterminedFinancial Exploitive Exploitation of End HostsphpBB 999 UndeterminedUndetermined#N/A

1/26/2018 UndeterminedFinancial Exploitive Exploitation of Application Server,Exploitation of End HostsCoincheck JPN JPN Japan High income

1/25/2018 Dutch AIVDPolitical-EspionageExploitive Exploitation of Application Server,Exploitation of End Hosts,Exploitation of SensorsCozy Bear RUS RUS Russian FederationUpper middle income

1/24/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerHarris CountyUSA USA United States of AmericaHigh income

1/23/2018 UndeterminedFinancial Exploitive Exploitation of Application Server220,000 Malaysian organ donorsMYS MYS Malaysia Upper middle income

1/23/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerBell CanadaCAN CAN Canada High income

1/23/2018 UndeterminedUndeterminedExploitive Exploitation of Application ServerMetrolinx CAN CAN Canada High income

1/23/2018 UndeterminedFinancial Exploitive Exploitation of SensorsNational Stores, Inc.USA USA United States of AmericaHigh income

1/22/2018 Ayy?ld?z TimUndeterminedDisruptive Message ManipulationDavid Clarke Jr. Twitter AccountUSA USA United States of AmericaHigh income

1/22/2018 UndeterminedPersonal AttackExploitive Exploitation of Application ServerCharissa ThompsonUSA USA United States of AmericaHigh income

1/19/2018 UndeterminedFinancial Exploitive Exploitation of End HostsCharlotte Housing AuthorityUSA USA United States of AmericaHigh income

1/19/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerWestminster Ingleside King Farm Presbyterian Retirement CommunitiesUSA USA United States of AmericaHigh income

1/19/2018 UndeterminedFinancial Disruptive Data AttackElectronic Gas StationsRUS RUS Russian FederationUpper middle income

1/18/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerQuestar AssessmentUSA USA United States of AmericaHigh income

1/18/2018 UndeterminedFinancial Disruptive Data AttackAllscripts USA USA United States of AmericaHigh income

1/18/2018 UndeterminedFinancial Disruptive Data AttackChildren's Aid Society of Oxford CountyCAN CAN Canada High income

1/18/2018 GhostwriterSabotage Disruptive Message ManipulationTv3.lt LTU LTU Lithuania High income

1/16/2018 Ayy?ld?z TimProtest Disruptive Message ManipulationEric Bolling (@ericbollingTR) Twitter accountUSA USA United States of AmericaHigh income

1/16/2018 Ayy?ld?z TimProtest Disruptive Message ManipulationGreta Van Susteren (@greta) Twitter accountUSA USA United States of AmericaHigh income

1/15/2018 UndeterminedFinancial Exploitive Exploitation of End HostsOnePlus CHN CHN China Upper middle income

1/14/2018 Ayy?ld?z TimProtest Disruptive Message ManipulationSyed Akbaruddin's Twitter Account @AkbaruddinIndiaIND IND India Lower middle income

1/14/2018 Ayy?ld?z TimUndeterminedDisruptive Message ManipulationBorge Brende's Twitter Account @borgebrendeNOR NOR Norway High income

1/13/2018 UndeterminedUndeterminedDisruptive Message ManipulationNew Zealand FootballNZL NZL New ZealandHigh income

1/13/2018 UndeterminedFinancial Exploitive Exploitation of Data in TransitBlackWalletDEU DEU Germany High income

1/12/2018 GRU 85th Main Special Service Center (Unit 26165) (FANCYBEAR)Political-EspionageExploitive Exploitation of Application ServerUS SenateUSA USA United States of AmericaHigh income

1/12/2018 UndeterminedFinancial Disruptive Data AttackHancock Regional HospitalUSA USA United States of AmericaHigh income

1/12/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerMonticello Central Strict DistrictUSA USA United States of AmericaHigh income

1/12/2018 GRU 85th Main Special Service Center (Unit 26165) (FANCYBEAR)Political-EspionageExploitive Exploitation of Application Server,Exploitation of End HostsInternational Luge FederationDEU DEU Germany High income

1/12/2018 GRU 85th Main Special Service Center (Unit 26165) (FANCYBEAR)Political-EspionageExploitive Exploitation of Application Server,Exploitation of End HostsInternational Bobsleigh and Skeleton FederationCHE CHE SwitzerlandHigh income

1/12/2018 GRU 85th Main Special Service Center (Unit 26165) (FANCYBEAR)Political-EspionageExploitive Exploitation of Application Server,Exploitation of End HostsInternational Biathlon UnionAUT AUT Austria High income

1/12/2018 GRU 85th Main Special Service Center (Unit 26165) (FANCYBEAR)Political-EspionageExploitive Exploitation of Application Server,Exploitation of End HostsInternational Ski FederationCHE CHE SwitzerlandHigh income

1/12/2018 GRU 85th Main Special Service Center (Unit 26165) (FANCYBEAR)Political-EspionageExploitive Exploitation of Application Server,Exploitation of End HostsEuropean Ice Hockey Federation999 UndeterminedUndetermined#N/A

1/11/2018 UndeterminedFinancial Disruptive Data AttackAdams Health NetworkUSA USA United States of AmericaHigh income

1/11/2018 NGB 3rd Technical Surveillance BureauFinancial Exploitive Exploitation of Application ServerBancomextMEX MEX Mexico Upper middle income

1/10/2018 GRU 85th Main Special Service Center (Unit 26165) (FANCYBEAR)Political-EspionageExploitive Exploitation of Application ServerInternational Olympic CommitteeCHE CHE SwitzerlandHigh income

1/10/2018 GRU 85th Main Special Service Center (Unit 26165) (FANCYBEAR)Political-EspionageExploitive Exploitation of Application ServerUnited States Olympic CommitteeUSA USA United States of AmericaHigh income

1/8/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerOnco360 USA USA United States of AmericaHigh income

1/8/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerHealth South-East RHFNOR NOR Norway High income

1/8/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerCaremed Specialty PharmacyUSA USA United States of AmericaHigh income

1/6/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerFlorida's Agency for Health Care Administration (FAHCA)USA USA United States of AmericaHigh income

1/6/2018 UndeterminedFinancial Exploitive Exploitation of End HostsBlackBerry Mobile SiteCAN CAN Canada High income

1/5/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerOklahoma State University Center for Health Sciences (OSUCHS)USA USA United States of AmericaHigh income

1/5/2018 The Dark OverlordFinancial Exploitive Exploitation of Application ServerColumbia Falls School District Number 6USA USA United States of AmericaHigh income

1/5/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerReddit USA USA United States of AmericaHigh income

1/5/2018 UndeterminedFinancial Exploitive Exploitation of End HostsBeautyblenderUSA USA United States of AmericaHigh income



1/4/2018 UndeterminedFinancial Disruptive Data AttackCity of Belle FourcheUSA USA United States of AmericaHigh income

1/4/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerGoldjoy CHN CHN China Upper middle income

1/3/2018 UndeterminedFinancial Exploitive Exploitation of Application ServerBig Line HolidayCHN CHN China Upper middle income

1/3/2018 UndeterminedFinancial Disruptive Data AttackCity of FarmingtonUSA USA United States of AmericaHigh income

1/2/2018 @0x55TaylorFinancial Exploitive Exploitation of Application Serverthefly.com USA USA United States of AmericaHigh income

1/1/2018 UndeterminedPersonal AttackExploitive Exploitation of End HostsFaye BrookesGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

1/1/2018 UndeterminedFinancial Disruptive Data AttackRockingham County SchoolsUSA USA United States of AmericaHigh income

######## AnonymousUndeterminedMixed Data Attack,Exploitation of Application ServerCorreggio Speed Cameras databaseITA ITA Italy High income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerMiracle-EarUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Disruptive Data AttackJones Memorial HospitalUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Disruptive External Denial of ServiceExmo GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

######## UndeterminedFinancial Mixed Message Manipulation,Exploitation of Data in TransitJohn McAfee Twitter Account (@officialmcafee)GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

######## UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerLongs Peak Family PracticeUSA USA United States of AmericaHigh income

######## UndeterminedUndeterminedExploitive Exploitation of Application Serverhounddawgs.orgDNK DNK Denmark High income

######## UndeterminedPersonal AttackExploitive Exploitation of Application ServerOffset iCloud accountUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerVeyna & ForschinoUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of End HostsColorado Mental Health InstituteUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of SensorsJason's DeliUSA USA United States of AmericaHigh income

######## UndeterminedPersonal AttackExploitive Exploitation of Application ServerWWE Diva PaigeGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

######## UndeterminedFinancial Exploitive Exploitation of Data in TransitGlobex RUS RUS Russian FederationUpper middle income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerNissan Canada FinanceCAN CAN Canada High income

######## UndeterminedFinancial Mixed Message Manipulation,Exploitation of End HostsEtherDeltaUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Disruptive Message ManipulationMedhost USA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerYoubit KOR KOR Korea (the Republic of)High income

######## UndeterminedUndeterminedDisruptive External Denial of ServiceBitfinex CHN CHN China Upper middle income

######## UndeterminedFinancial Exploitive Exploitation of End HostsTexas Department of AgricultureUSA USA United States of AmericaHigh income

######## NGB 3rd Technical Surveillance BureauFinancial Exploitive Exploitation of End HostsBitcoin Insiders in LondonGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

######## UndeterminedFinancial Exploitive Exploitation of End HostsTransneft RUS RUS Russian FederationUpper middle income

######## UndeterminedFinancial Disruptive Data AttackStanislaus County's Mental Health DepartmentUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of End HostsJohn KahlbetzerAUS AUS Australia High income

######## UndeterminedFinancial Disruptive Data AttackProctor School DistrictUSA USA United States of AmericaHigh income

######## Central Scientific Institute of Chemistry and MechanicsSabotage Disruptive Physical AttackPetro RabighSAU SAU Saudi ArabiaHigh income

######## UndeterminedUndeterminedExploitive Exploitation of Data in TransitFox-IT NLD NLD NetherlandsHigh income

######## UndeterminedUndeterminedDisruptive Message ManipulationAnderson Cooper's Twitter account (@andersoncooper)USA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerOsaka UniversityJPN JPN Japan High income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerMidland Memorial HospitalUSA USA United States of AmericaHigh income

######## UndeterminedUndeterminedDisruptive External Denial of ServiceBitfinex CHN CHN China Upper middle income

######## UndeterminedPersonal AttackExploitive Exploitation of Application ServerRose McGowanUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Disruptive External Denial of Service,Data AttackJerome School DistrictUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerPinterest USA USA United States of AmericaHigh income

######## UndeterminedFinancial Disruptive Data AttackNational Capital Poison CenterUSA USA United States of AmericaHigh income

######## Le Duc Hoang HaiUndeterminedExploitive Exploitation of Application ServerPerth AirportAUS AUS Australia High income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerJeffree StarUSA USA United States of AmericaHigh income

12/8/2017 UndeterminedProtest Disruptive Message ManipulationRoad Sign near North Central Expressway in DallasUSA USA United States of AmericaHigh income

12/8/2017 AnonymousProtest Exploitive Exploitation of Application ServerIsrael ISR ISR Israel High income

12/7/2017 UndeterminedFinancial Disruptive Data AttackVillage of NashotahUSA USA United States of AmericaHigh income

12/7/2017 UndeterminedFinancial Exploitive Exploitation of Application ServerSinai Health SystemUSA USA United States of AmericaHigh income

12/7/2017 UndeterminedFinancial Exploitive Exploitation of Application ServerClarion UniversityUSA USA United States of AmericaHigh income

12/6/2017 UndeterminedFinancial Exploitive Exploitation of Application ServerHenry Ford Health SystemUSA USA United States of AmericaHigh income

12/6/2017 UndeterminedFinancial Exploitive Exploitation of Application ServerRoyal National Institute for the Blind (RNIB)GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

12/6/2017 UndeterminedFinancial Exploitive Exploitation of Application ServerNiceHash USA USA United States of AmericaHigh income

12/6/2017 UndeterminedPolitical-EspionageExploitive Exploitation of End HostsOromia Media NetworkUSA USA United States of AmericaHigh income

12/5/2017 Dfrank Financial Exploitive Exploitation of Application ServerNetshoes BRA BRA Brazil Upper middle income

12/5/2017 UndeterminedFinancial Disruptive Data AttackColorado Center for Reproductive Medicine MinneapolisUSA USA United States of AmericaHigh income

12/5/2017 UndeterminedFinancial Exploitive Exploitation of Application ServerBaptist Health LouisvilleUSA USA United States of AmericaHigh income



12/5/2017 UndeterminedUndeterminedDisruptive External Denial of ServiceWarwick RowersGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

12/4/2017 UndeterminedPersonal AttackExploitive Exploitation of Application ServerWWE wrestler Maria KanellisUSA USA United States of AmericaHigh income

12/4/2017 UndeterminedFinancial Disruptive Data AttackMecklenburg CountyUSA USA United States of AmericaHigh income

12/4/2017 UndeterminedFinancial Disruptive Data AttackMad River Township Fire and EMS stationUSA USA United States of AmericaHigh income

12/2/2017 AnonymousProtest Exploitive Exploitation of Application ServerBrazil BRA BRA Brazil Upper middle income

12/1/2017 UndeterminedUndeterminedDisruptive Message Manipulation,Data AttackTenafly High SchoolUSA USA United States of AmericaHigh income

12/1/2017 UndeterminedFinancial Exploitive Exploitation of Application ServerTIO NetworksUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Disruptive Data AttackUnion Hill School DistrictUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Disruptive Data AttackUnion Grove School DistrictUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Disruptive Data AttackKarnack School DistrictUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Disruptive Data AttackHarrison County Juvenile ServicesUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Disruptive Data AttackHarleton School DistrictUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Disruptive Data AttackGladewater School DistrictUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Disruptive Data AttackGilmer School DistrictUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Disruptive Data AttackNew Diana School DistrictUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Disruptive Data AttackOre City School DistrictUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of End HostsBulletproof CoffeeUSA USA United States of AmericaHigh income

######## Ministry of State Security's (MSS) Guangdong State Security Department (GSSD) (APT3)Industrial-EspionageExploitive Exploitation of Application ServerTrimble USA USA United States of AmericaHigh income

######## Ministry of State Security's (MSS) Guangdong State Security Department (GSSD) (APT3)Industrial-EspionageExploitive Exploitation of Application ServerSiemens DEU DEU Germany High income

######## Ministry of State Security's (MSS) Guangdong State Security Department (GSSD) (APT3)Industrial-EspionageExploitive Exploitation of Application Server,Exploitation of Data in TransitMoody's AnalyticsUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerImgur USA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerSingle individual's Bitcoin walletAUT AUT Austria High income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerYMCA of Central FloridaUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerLoake ShoesGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerCoinPouchUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of End HostsBitcoin Gold 999 UndeterminedUndetermined#N/A

######## UndeterminedFinancial Exploitive Exploitation of Application ServerUber USA USA United States of AmericaHigh income

######## UndeterminedFinancial Disruptive Message Manipulation,Data AttackSacramento Regional Transit systemUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerTether CHN CHN China Upper middle income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerMelbourne International Shooting ClubAUS AUS Australia High income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerXinmin Secondary SchoolSGP SGP Singapore High income

######## DaeshgramSabotage Disruptive Message ManipulationIslamic State 999 UndeterminedUndetermined#N/A

######## UndeterminedFinancial Exploitive Exploitation of Application ServerMedical College of WisconsinUSA USA United States of AmericaHigh income

######## UndeterminedUndeterminedDisruptive External Denial of ServiceMontgomery County, ILUSA USA United States of AmericaHigh income

######## UndeterminedUndeterminedDisruptive External Denial of ServiceAlgerie TelecomDZA DZA Algeria Lower middle income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerCash ConvertersGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerUPMC SusquehannaUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Disruptive Data AttackJ. Sterling Morton school districtUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerJewson GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

######## UndeterminedFinancial Exploitive Exploitation of SensorsForever 21USA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of End HostsMcAfee ClickProtectUSA USA United States of AmericaHigh income

######## AnonymousUndeterminedExploitive Exploitation of Application ServerItalian governmentITA ITA Italy High income

######## UndeterminedUndeterminedDisruptive Message ManipulationMix MegapolSWE SWE Sweden High income

11/9/2017 UndeterminedUndeterminedDisruptive Message ManipulationNorth Korean Radio station on 6400kHzPRK PRK Korea (the Democratic People's Republic of)Low income

11/8/2017 UndeterminedFinancial Disruptive Data AttackCity of Spring Hill, TennesseeUSA USA United States of AmericaHigh income

11/8/2017 Team System DZUndeterminedDisruptive Message ManipulationPrince Albert Police homepageCAN CAN Canada High income

11/6/2017 UndeterminedFinancial Exploitive Exploitation of End HostsSia AUS AUS Australia High income

11/6/2017 UndeterminedFinancial Disruptive Data AttackGolden OptometricUSA USA United States of AmericaHigh income

11/6/2017 Team System DZUndeterminedDisruptive Message ManipulationSchoolDeskUSA USA United States of AmericaHigh income

11/6/2017 UndeterminedFinancial Disruptive External Denial of ServiceElectroneumGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

11/5/2017 UndeterminedPersonal AttackExploitive Exploitation of Application ServerWWE Diva PaigeGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

11/5/2017 UndeterminedPersonal AttackExploitive Exploitation of Application ServerMaria KanellisUSA USA United States of AmericaHigh income

11/5/2017 UndeterminedPersonal AttackExploitive Exploitation of Application ServerJoseann 'JoJo' OffermanUSA USA United States of AmericaHigh income

11/4/2017 UndeterminedFinancial Exploitive Exploitation of End Hosts,Exploitation of Data in TransitCrunchyroll.comUSA USA United States of AmericaHigh income

11/4/2017 UndeterminedFinancial Exploitive Exploitation of Application ServerNIC Asia BankNPL NPL Nepal Lower middle income



11/2/2017 Akincila Protest Disruptive Message ManipulationAsia TimesCHN CHN China Upper middle income

11/2/2017 UndeterminedFinancial Exploitive Exploitation of Application ServerVerticalscopeCAN CAN Canada High income

11/2/2017 Akincila Protest Disruptive Message ManipulationThe Times of IsraelISR ISR Israel High income

11/1/2017 UndeterminedFinancial Exploitive Exploitation of Application ServerUniversity of Fraser Valley (UFV)CAN CAN Canada High income

11/1/2017 UndeterminedFinancial Exploitive Exploitation of Application ServerHetzner ZAF ZAF South AfricaUpper middle income

11/1/2017 UndeterminedFinancial Exploitive Exploitation of Application ServerClarkson PlcGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

11/1/2017 UndeterminedFinancial Disruptive Data AttackFamily and Children's Services of Lanark, Leeds and GrenvilleCAN CAN Canada High income

######## UndeterminedIndustrial-EspionageExploitive Exploitation of Application ServerDaewoo Shipbuilding & Marine Engineering Co LtdKOR KOR Korea (the Republic of)High income

######## The Dark OverlordFinancial Exploitive Exploitation of Application ServerLine 204 USA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of End HostsT-Mobile USA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerMidland CountyUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerCatholic CharitiesUSA USA United States of AmericaHigh income

######## n3tr1x; str0ngUndeterminedDisruptive Message Manipulationblog.jquery.comUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Mixed Exploitation of Application Server,Exploitation of Network Infrastructure,Internal Denial of ServiceGemalto NLD NLD NetherlandsHigh income

######## UndeterminedFinancial Mixed Exploitation of Application Server,Exploitation of Network Infrastructure,Internal Denial of ServiceAviva GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

######## Cru3lty Financial Mixed Data Attack,Exploitation of Application ServerTarte CosmeticsUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of End HostsDell USA USA United States of AmericaHigh income

######## UndeterminedUndeterminedExploitive Exploitation of Application ServerAppleby BMU BMU Bermuda High income

######## GRU 85th Main Special Service Center (Unit 26165) (FANCYBEAR)Sabotage Disruptive Data AttackMinistry of Infrastructure of UkraineUKR UKR Ukraine Lower middle income

######## GRU 85th Main Special Service Center (Unit 26165) (FANCYBEAR)Sabotage Disruptive Data AttackOdesa International AirportUKR UKR Ukraine Lower middle income

######## GRU 85th Main Special Service Center (Unit 26165) (FANCYBEAR)Sabotage Disruptive Data AttackKyiv Metro UKR UKR Ukraine Lower middle income

######## GRU 85th Main Special Service Center (Unit 26165) (FANCYBEAR)UndeterminedDisruptive Data AttackFontanka RUS RUS Russian FederationUpper middle income

######## GRU 85th Main Special Service Center (Unit 26165) (FANCYBEAR)UndeterminedDisruptive Data AttackInterfax RUS RUS Russian FederationUpper middle income

######## Mat AKA @0xScriptsFinancial Exploitive Exploitation of Application ServerBasetools.ws 999 UndeterminedUndetermined#N/A

######## UndeterminedFinancial Exploitive Exploitation of Application ServerCoinhive.com 999 UndeterminedUndetermined#N/A

######## AnonymousProtest Disruptive External Denial of ServiceTelitec ESP ESP Spain High income

######## AnonymousProtest Disruptive External Denial of ServiceFlexinet ESP ESP Spain High income

######## AnonymousProtest Disruptive External Denial of ServiceBanca MarchESP ESP Spain High income

######## AnonymousProtest Disruptive External Denial of ServiceFrancisco Franco FoundationESP ESP Spain High income

######## AnonymousProtest Disruptive External Denial of ServiceSpanish Constitutional CourtESP ESP Spain High income

######## UndeterminedUndeterminedDisruptive External Denial of ServiceCzech Statistical Office (CSU)CZE CZE Czechia High income

######## UndeterminedFinancial Disruptive Data AttackFirstHealthUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerDomino's PizzaAUS AUS Australia High income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerGriffin Funeral HomeUSA USA United States of AmericaHigh income

######## The Dark OverlordFinancial Exploitive Exploitation of Application ServerLondon Bridge Plastic Surgery (LBPS)GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerChase Brexton Health CareUSA USA United States of AmericaHigh income

######## Wild NeutronUndeterminedExploitive Exploitation of Application ServerMicrosoft USA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerWe Heart ItUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerBithumb 999 UndeterminedUndetermined#N/A

######## UndeterminedFinancial Exploitive Exploitation of End HostsPizza Hut USA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of End HostsPolitifact USA USA United States of AmericaHigh income

######## UndeterminedUndeterminedDisruptive External Denial of ServicePublic Transport Operator V√É¬É√Ü¬í√É¬Ü'√É¬É√¢¬Ä¬†'√É¬É√Ü¬í'√É¬É'√É¬Ç√Ç¬§sttrafikSWE SWE Sweden High income

######## UndeterminedUndeterminedDisruptive External Denial of ServiceSweden Transport Agency (Transportstyrelsen)SWE SWE Sweden High income

######## UndeterminedFinancial Exploitive Exploitation of SensorsHyatt Hotels Corp.USA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of End HostsEquifax USA USA United States of AmericaHigh income

######## UndeterminedUndeterminedDisruptive External Denial of ServiceSweden Transport Administration (Trafikverket)SWE SWE Sweden High income

######## ALF Industrial-EspionageExploitive Exploitation of Application ServerAustralian Signals Directorate (ASD)AUS AUS Australia High income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerVictory PhonesUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerRivermend HealthUSA USA United States of AmericaHigh income

######## Israel Political-EspionageExploitive Exploitation of Application Server,Exploitation of End HostsKaspersky LabRUS RUS Russian FederationUpper middle income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerMusgrave GroupIRL IRL Ireland High income

######## UndeterminedSabotage Exploitive Exploitation of Application Server,Exploitation of End HostsU.S. Electric Power CompaniesUSA USA United States of AmericaHigh income

10/9/2017 NGB 3rd Technical Surveillance BureauFinancial Exploitive Exploitation of Data in TransitFar Eastern International BankTWN TWN Taiwan (Province of China)High income

10/6/2017 UndeterminedFinancial Exploitive Exploitation of Application ServerForrester ResearchUSA USA United States of AmericaHigh income

10/6/2017 UndeterminedFinancial Exploitive Exploitation of Application ServerDisqus USA USA United States of AmericaHigh income



10/5/2017 UndeterminedPolitical-EspionageExploitive Exploitation of End HostsNational Security AgencyUSA USA United States of AmericaHigh income

10/5/2017 UndeterminedUndeterminedDisruptive External Denial of ServiceMovimento 5 StelleITA ITA Italy High income

10/5/2017 UndeterminedPolitical-EspionageExploitive Exploitation of End HostsJohn Kelly's personal cellphoneUSA USA United States of AmericaHigh income

10/4/2017 UndeterminedPolitical-EspionageExploitive Exploitation of End Hosts4,000 NATO soldiers999 UndeterminedUndetermined#N/A

10/4/2017 The Dark OverlordFinancial Exploitive Exploitation of Application ServerAustin Manual Therapy AssociatesUSA USA United States of AmericaHigh income

10/1/2017 UndeterminedFinancial Exploitive Exploitation of End HostsOKEx CHN CHN China Upper middle income

10/1/2017 UndeterminedFinancial Mixed Message Manipulation,Exploitation of End HostsEtherparty.ioUSA USA United States of AmericaHigh income

9/30/2017 UndeterminedUndeterminedDisruptive External Denial of Servicenational-lottery.co.ukGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

9/30/2017 UndeterminedFinancial Exploitive Exploitation of Application ServerGeneral Confederation of Italian IndustryITA ITA Italy High income

9/30/2017 UndeterminedFinancial Disruptive Data AttackR6DB USA USA United States of AmericaHigh income

9/30/2017 US Cyber CommandSabotage Disruptive External Denial of ServiceNorth Korea's Reconaissance General BureauPRK PRK Korea (the Democratic People's Republic of)Low income

9/29/2017 UndeterminedUndeterminedDisruptive External Denial of ServiceSaudi Arabia's General Entertainment Authority (GEA)SAU SAU Saudi ArabiaHigh income

9/29/2017 UndeterminedFinancial Disruptive Data AttackSan Ysidro School DistrictUSA USA United States of AmericaHigh income

9/28/2017 UndeterminedFinancial Exploitive Exploitation of Application ServerToms River Police DepartmentUSA USA United States of AmericaHigh income

9/28/2017 Aslan Neferler TimProtest Disruptive External Denial of ServiceDanish Ministry Foreign AffairsDNK DNK Denmark High income

9/28/2017 UndeterminedFinancial Exploitive Exploitation of SensorsWhole Foods MarketUSA USA United States of AmericaHigh income

9/28/2017 Aslan Neferler TimProtest Disruptive External Denial of ServiceDanish Ministry of ImmigrationDNK DNK Denmark High income

9/28/2017 UndeterminedPolitical-EspionageExploitive Exploitation of End HostsInternational Security and Arms Control Department, Ministry of Foreign AffairsBLR BLR Belarus Upper middle income

9/28/2017 UndeterminedPolitical-EspionageExploitive Exploitation of End HostsState Border Committee of the Republic of BelarusBLR BLR Belarus Upper middle income

9/28/2017 UndeterminedPolitical-EspionageExploitive Exploitation of End HostsMinsk Operational Administration of the Armed ForcesBLR BLR Belarus Upper middle income

9/28/2017 UndeterminedPolitical-EspionageExploitive Exploitation of End HostsMinistry of Defense of the Republic of BelarusBLR BLR Belarus Upper middle income

9/28/2017 UndeterminedPolitical-EspionageExploitive Exploitation of End HostsBaranovichi Operational Management of the Armed ForcesBLR BLR Belarus Upper middle income

9/28/2017 UndeterminedPolitical-EspionageExploitive Exploitation of End HostsPress Service of the Ministry of Defense of the Republic of BelarusBLR BLR Belarus Upper middle income

9/27/2017 UndeterminedPolitical-EspionageExploitive Exploitation of End HostsFree Press Fight For the Future999 UndeterminedUndetermined#N/A

9/27/2017 UndeterminedFinancial Disruptive Data AttackArkansas Oral & Facial Surgery CenterUSA USA United States of AmericaHigh income

9/26/2017 UndeterminedFinancial Exploitive Exploitation of SensorsSonic Drive-InUSA USA United States of AmericaHigh income

9/26/2017 The Dark OverlordFinancial Exploitive Exploitation of Application ServerAuburn Eye Care AssociatesUSA USA United States of AmericaHigh income

9/25/2017 UndeterminedUndeterminedMixed Exploitation of End Hosts,Internal Denial of Serviceshowtimeanytime.comUSA USA United States of AmericaHigh income

9/25/2017 UndeterminedUndeterminedMixed Exploitation of End Hosts,Internal Denial of Serviceshowtime.comUSA USA United States of AmericaHigh income

9/25/2017 UndeterminedFinancial Exploitive Exploitation of Application ServerDeloitte GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

9/23/2017 The Dark OverlordFinancial Exploitive Exploitation of Application ServerSMART Physical TherapyUSA USA United States of AmericaHigh income

9/21/2017 The Dark OverlordFinancial Exploitive Exploitation of Application Server,Exploitation of End HostsColumbia Falls High SchoolUSA USA United States of AmericaHigh income

9/20/2017 UndeterminedFinancial Exploitive Exploitation of Application ServerU.S. Securities and Exchange CommissionUSA USA United States of AmericaHigh income

9/19/2017 UndeterminedFinancial Exploitive Exploitation of Application ServerThe Irish National Teachers Organisation (INTO)IRL IRL Ireland High income

9/18/2017 UndeterminedFinancial Exploitive Exploitation of Application ServerAugusta Medical CenterUSA USA United States of AmericaHigh income

9/17/2017 UndeterminedPolitical-EspionageExploitive Exploitation of End HostsUnidentified public organisation in SingaporeSGP SGP Singapore High income

9/17/2017 UndeterminedUndeterminedExploitive Exploitation of Application ServerUAE governmentARE ARE United Arab EmiratesHigh income

9/15/2017 FSB 18th¬†Center for Information Security (Berserk Bear)Political-EspionageExploitive Exploitation of Application ServerSwiss Federal Department of Defense, Civil Protection and SportsCHE CHE SwitzerlandHigh income

9/15/2017 UndeterminedFinancial Exploitive Exploitation of Application ServerMorehead Memorial HospitalUSA USA United States of AmericaHigh income

9/15/2017 OurMine UndeterminedExploitive Exploitation of Application ServerVevo USA USA United States of AmericaHigh income

9/12/2017 UndeterminedFinancial Exploitive Exploitation of Application ServerLitebit NLD NLD NetherlandsHigh income

9/10/2017 UndeterminedUndeterminedDisruptive Message ManipulationRoad Sign in ModestoUSA USA United States of AmericaHigh income

9/9/2017 UndeterminedFinancial Exploitive Exploitation of Application ServerChildren's Hospital ColoradoUSA USA United States of AmericaHigh income

9/8/2017 UndeterminedUndeterminedDisruptive External Denial of ServiceSchuyler County Sheriff's DepartmentUSA USA United States of AmericaHigh income

9/7/2017 UndeterminedFinancial Exploitive Exploitation of SensorsTettegouche State ParkUSA USA United States of AmericaHigh income

9/7/2017 The Dark OverlordFinancial Exploitive Exploitation of Application ServerAdult Internal Medicine of North ScottsdaleUSA USA United States of AmericaHigh income

9/7/2017 UndeterminedFinancial Exploitive Exploitation of Application ServerAXA InsuranceSGP SGP Singapore High income

9/6/2017 UndeterminedFinancial Exploitive Exploitation of Application ServerCatholic United FinancialUSA USA United States of AmericaHigh income

9/6/2017 GhostwriterSabotage Disruptive Message Manipulationlzinios.lt LTU LTU Lithuania High income

9/5/2017 UndeterminedFinancial Exploitive Exploitation of Application ServerCommunity Memorial Health SystemUSA USA United States of AmericaHigh income

9/5/2017 UndeterminedFinancial Exploitive Exploitation of Application ServerWest Australian TAFEAUS AUS Australia High income

9/5/2017 UndeterminedFinancial Exploitive Exploitation of Application Servercpjobs.comCHN CHN China Upper middle income

9/4/2017 UndeterminedSabotage Exploitive Exploitation of Application ServerJulia Kloeckner WebsiteDEU DEU Germany High income

9/4/2017 UndeterminedFinancial Exploitive Exploitation of Application ServerTaringa ARG ARG Argentina Upper middle income

9/4/2017 UndeterminedUndeterminedDisruptive External Denial of ServiceVerrit USA USA United States of AmericaHigh income



9/2/2017 UndeterminedFinancial Exploitive Exploitation of Application ServerCanoe.ca CAN CAN Canada High income

9/1/2017 UndeterminedUndeterminedDisruptive External Denial of ServiceGoogle USA USA United States of AmericaHigh income

9/1/2017 UndeterminedFinancial Exploitive Exploitation of End HostsAlaska Department of Health and Social Services (dhss.alaska.gov)USA USA United States of AmericaHigh income

9/1/2017 The Dark OverlordFinancial Exploitive Exploitation of Application ServerHand Rehabilitation SpecialistsUSA USA United States of AmericaHigh income

9/1/2017 UndeterminedUndeterminedExploitive Exploitation of Application ServerTrueStresserUSA USA United States of AmericaHigh income

9/1/2017 UndeterminedFinancial Exploitive Exploitation of End HostsPurdue University PharmacyUSA USA United States of AmericaHigh income

8/31/2017 UndeterminedUndeterminedDisruptive Data AttackCentral German state of Saxony-AnhaltDEU DEU Germany High income

8/31/2017 OurMine UndeterminedDisruptive Message ManipulationWikiLeaks 999 UndeterminedUndetermined#N/A

8/31/2017 UndeterminedFinancial Disruptive Data AttackMedical Oncology Hematology ConsultantsUSA USA United States of AmericaHigh income

8/31/2017 UndeterminedFinancial Exploitive Exploitation of Application ServerInstagram USA USA United States of AmericaHigh income

8/31/2017 UndeterminedFinancial Exploitive Exploitation of Application ServerFree Online File ConverterFRA FRA France High income

8/30/2017 UndeterminedFinancial Disruptive Data Attackdms[.]nwcg[.]govUSA USA United States of AmericaHigh income

8/30/2017 UndeterminedFinancial Exploitive Exploitation of Application ServerKaleida HealthUSA USA United States of AmericaHigh income

8/29/2017 UndeterminedFinancial Disruptive Data AttackNHS LanarkshireGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

8/29/2017 UndeterminedUndeterminedExploitive Exploitation of Application ServerThe Young Illustrator Award site administered by Meridian Secondary SchoolSGP SGP Singapore High income

8/29/2017 UndeterminedFinancial Exploitive Exploitation of Application ServerCeX GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

8/28/2017 UndeterminedPersonal AttackDisruptive Message ManipulationSelena Gomez Instagram accountUSA USA United States of AmericaHigh income

8/28/2017 OurMine UndeterminedDisruptive Message ManipulationReal Madrid Twitter AccountESP ESP Spain High income

8/28/2017 UndeterminedFinancial Exploitive Exploitation of Application ServerZazzle USA USA United States of AmericaHigh income

8/25/2017 UndeterminedProtest Disruptive External Denial of ServiceDreamHostUSA USA United States of AmericaHigh income

8/25/2017 UndeterminedFinancial Exploitive Exploitation of Application ServerHIDS4U GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

8/24/2017 UndeterminedFinancial Exploitive Exploitation of Application ServerUnnamed Bitcoin exchange in South KoreaKOR KOR Korea (the Republic of)High income

8/23/2017 OurMine UndeterminedDisruptive Message ManipulationFC Barcelona Facebook accountESP ESP Spain High income

8/23/2017 UndeterminedUndeterminedDisruptive Data AttackCrystal Finance MillenniumUKR UKR Ukraine Lower middle income

8/23/2017 OurMine UndeterminedDisruptive Message ManipulationFC Barcelona Twitter accountESP ESP Spain High income

8/23/2017 UndeterminedFinancial Mixed Exploitation of Application Server,Message ManipulationMacEwan UniversityCAN CAN Canada High income

8/22/2017 UndeterminedFinancial Exploitive Exploitation of Application ServerLoopia SWE SWE Sweden High income

8/21/2017 UndeterminedFinancial Disruptive Data AttackLG KOR KOR Korea (the Republic of)High income

8/21/2017 UndeterminedFinancial Disruptive Data AttackSinopec's Shengli OilfieldCHN CHN China Upper middle income

8/21/2017 OurMine UndeterminedMixed Exploitation of Application Server,Message ManipulationOfficial PlayStation Facebook accountJPN JPN Japan High income

8/21/2017 UndeterminedFinancial Mixed Exploitation of Application Server,Message ManipulationEnigma Blockchain ProjectUSA USA United States of AmericaHigh income

8/21/2017 UndeterminedUndeterminedMixed Exploitation of Application Server,Message ManipulationOfficial PlayStation Twitter accountJPN JPN Japan High income

8/19/2017 UndeterminedFinancial Disruptive Data AttackPacific Alliance Medical CenterUSA USA United States of AmericaHigh income

8/19/2017 UndeterminedFinancial Mixed Exploitation of Application Server,Message Manipulation,Exploitation of End HostsBittrex USA USA United States of AmericaHigh income

8/18/2017 AnonymousProtest Exploitive Exploitation of Application Server22 GOP SenatorsUSA USA United States of AmericaHigh income

8/18/2017 AnonymousProtest Exploitive Exploitation of Application ServerNational Health ServiceGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

8/17/2017 OurMine Financial Disruptive Message Manipulation"Girls" Twitter accountUSA USA United States of AmericaHigh income

8/17/2017 OurMine Financial Disruptive Message Manipulation"Game of Thrones" Twitter accountUSA USA United States of AmericaHigh income

8/17/2017 UndeterminedFinancial Exploitive Exploitation of Application ServerOSHA (Occupational Safety and Health Administration)USA USA United States of AmericaHigh income

8/17/2017 OurMine Financial Disruptive Message ManipulationHBO Twitter accountUSA USA United States of AmericaHigh income

8/15/2017 UndeterminedUndeterminedExploitive Exploitation of End HostsScottish ParliamentGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

8/15/2017 UndeterminedUndeterminedDisruptive External Denial of ServiceBlizzard EntertainmentUSA USA United States of AmericaHigh income

8/14/2017 UndeterminedFinancial Disruptive Data AttackNamaste Health CareUSA USA United States of AmericaHigh income

8/14/2017 31337 UndeterminedExploitive Exploitation of Application ServerFireEye USA USA United States of AmericaHigh income

8/12/2017 AnonymousProtest Disruptive External Denial of ServiceOfficial website of CharlottesvilleUSA USA United States of AmericaHigh income

8/9/2017 UndeterminedUndeterminedDisruptive Message ManipulationKenya Electoral Commission IT SystemKEN KEN Kenya Lower middle income

8/8/2017 UndeterminedFinancial Exploitive Exploitation of End HostsThree major banks in HungaryHUN HUN Hungary High income

8/7/2017 Turkish hackersUndeterminedDisruptive External Denial of ServiceCivil Service Council of ArmeniaARM ARM Armenia Upper middle income

8/7/2017 The Binary GuardiansProtest Disruptive Message ManipulationNational Assembly of Venezuela websiteVEN VEN Venezuela (Bolivarian Republic of)Upper middle income

8/7/2017 The Binary GuardiansProtest Disruptive Message ManipulationSupreme Tribunal of Justice of Venezuela websiteVEN VEN Venezuela (Bolivarian Republic of)Upper middle income

8/7/2017 UndeterminedUndeterminedDisruptive External Denial of ServiceUkrposhta (Ukraine National Postal Service)UKR UKR Ukraine Lower middle income

8/7/2017 Turkish hackersUndeterminedDisruptive External Denial of ServiceDevelopment Foundation of ArmeniaARM ARM Armenia Upper middle income

8/7/2017 The Binary GuardiansProtest Disruptive Message ManipulationGovernment of Venezuela websiteVEN VEN Venezuela (Bolivarian Republic of)Upper middle income

8/7/2017 UndeterminedUndeterminedDisruptive Message ManipulationSteve Weichert Twitter AccountUSA USA United States of AmericaHigh income

8/6/2017 UndeterminedFinancial Exploitive Exploitation of Application ServerSurgical Dermatology GroupUSA USA United States of AmericaHigh income



8/4/2017 UndeterminedPersonal AttackDisruptive Message ManipulationAriana Grande Instagram accountUSA USA United States of AmericaHigh income

8/3/2017 Ne0-H4ck3rUndeterminedDisruptive Message ManipulationPakistan.gov.pkPAK PAK Pakistan Lower middle income

8/2/2017 UndeterminedFinancial Disruptive Message ManipulationChrome Web Store Account for Web DeveloperUSA USA United States of AmericaHigh income

8/1/2017 UndeterminedFinancial Exploitive Exploitation of Application ServerKaleida HealthUSA USA United States of AmericaHigh income

8/1/2017 UndeterminedFinancial Disruptive External Denial of ServiceChinese Telecom FirmCHN CHN China Upper middle income

8/1/2017 UndeterminedUndeterminedDisruptive Message ManipulationBig Screen in Cardiff's Queen StreetGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

7/31/2017 UndeterminedFinancial Exploitive Exploitation of End HostsCopyfish Chrome Web Store AccountDEU DEU Germany High income

7/31/2017 UndeterminedFinancial Exploitive Exploitation of End HostsWix.com USA USA United States of AmericaHigh income

7/31/2017 UndeterminedFinancial Exploitive Exploitation of Application ServerHBO USA USA United States of AmericaHigh income

7/31/2017 UndeterminedFinancial Disruptive Internal Denial of ServiceMahanagar Telephone Nigam Limited (MTNL)IND IND India Lower middle income

7/31/2017 UndeterminedFinancial Disruptive Internal Denial of ServiceBharat Sanchar Nigam Limited (BSNL)IND IND India Lower middle income

7/31/2017 31337 Sabotage Mixed Message Manipulation,Exploitation of End HostsMandiant USA USA United States of AmericaHigh income

7/29/2017 UndeterminedFinancial Disruptive Data AttackWomen's Health Care Group of PA (WHCGPA)USA USA United States of AmericaHigh income

7/29/2017 UndeterminedFinancial Disruptive Data AttackPlastic Surgery AssociatesUSA USA United States of AmericaHigh income

7/29/2017 UndeterminedFinancial Exploitive Exploitation of Application ServerEquifax USA USA United States of AmericaHigh income

7/28/2017 UndeterminedUndeterminedExploitive Exploitation of Application ServerCIA USA USA United States of AmericaHigh income

7/28/2017 UndeterminedFinancial Exploitive Exploitation of Application ServerWestJet CAN CAN Canada High income

7/27/2017 SVR (COZYBEAR)Political-EspionageExploitive Exploitation of End HostsMacron CampaignFRA FRA France High income

7/27/2017 UndeterminedFinancial Exploitive Exploitation of Application ServerVirgin AmericaUSA USA United States of AmericaHigh income

7/26/2017 @headassgangPersonal AttackExploitive Exploitation of End HostsVictoria Justice's Twitter accountUSA USA United States of AmericaHigh income

7/26/2017 UndeterminedFinancial Exploitive Exploitation of Application ServerUniCredit ITA ITA Italy High income

7/25/2017 UndeterminedFinancial Exploitive Exploitation of End HostsOver 110,000 people from EdinburghGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

7/25/2017 chikri95 UndeterminedDisruptive Message ManipulationKylie Jenner's Snapchat accountUSA USA United States of AmericaHigh income

7/25/2017 Logan Financial Exploitive Exploitation of Application ServerOver 40 million US voter recordsUSA USA United States of AmericaHigh income

7/24/2017 UndeterminedPersonal AttackExploitive Exploitation of End HostsSarah HylandUSA USA United States of AmericaHigh income

7/24/2017 UndeterminedFinancial Exploitive Exploitation of Application ServerVeritaseumUSA USA United States of AmericaHigh income

7/21/2017 UndeterminedFinancial Exploitive Exploitation of Application ServerUniversity of Vermont Medical CenterUSA USA United States of AmericaHigh income

7/21/2017 UndeterminedFinancial Exploitive Exploitation of End HostsBank of America customersUSA USA United States of AmericaHigh income

7/20/2017 UndeterminedFinancial Exploitive Exploitation of Application ServerKansas Department of CommerceUSA USA United States of AmericaHigh income

7/20/2017 UndeterminedFinancial Exploitive Exploitation of End HostsNewcastle UniversityGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

7/19/2017 UndeterminedFinancial Exploitive Exploitation of Application ServerLoblaws CAN CAN Canada High income

7/18/2017 UndeterminedFinancial Disruptive Data AttackKQED USA USA United States of AmericaHigh income

7/17/2017 UndeterminedFinancial Exploitive Exploitation of Data in TransitCoinDash USA USA United States of AmericaHigh income

7/16/2017 UndeterminedSabotage Exploitive Exploitation of Application ServerSouth Carolina's Voter Registration SystemUSA USA United States of AmericaHigh income

7/15/2017 UndeterminedSabotage Exploitive Exploitation of Application Server,Exploitation of End HostsIreland's Electricity Supply BoardIRL IRL Ireland High income

7/14/2017 UndeterminedUndeterminedDisruptive External Denial of ServiceSquare EnixJPN JPN Japan High income

7/14/2017 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerPeachtree Neurological ClinicUSA USA United States of AmericaHigh income

7/11/2017 UndeterminedFinancial Disruptive Data AttackCommunity Care of St. Catharines and ThoroldUSA USA United States of AmericaHigh income

7/11/2017 UndeterminedFinancial Exploitive Exploitation of Application ServerTrump International Hotels ManagementUSA USA United States of AmericaHigh income

7/11/2017 UndeterminedUndeterminedDisruptive Message ManipulationMansfield 103.2GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

7/9/2017 UndeterminedFinancial Exploitive Exploitation of End HostsReal Estate Business Services (REBS)USA USA United States of AmericaHigh income

7/9/2017 UndeterminedFinancial Exploitive Exploitation of Application ServerReliance JioIND IND India Lower middle income

7/8/2017 UndeterminedFinancial Exploitive Exploitation of SensorsAvanti MarketsUSA USA United States of AmericaHigh income

7/8/2017 UndeterminedFinancial Exploitive Exploitation of Application ServerDeep Hosting 999 UndeterminedUndetermined#N/A

7/7/2017 UndeterminedFinancial Exploitive Exploitation of Application Server,Exploitation of SensorsB&B TheatresUSA USA United States of AmericaHigh income

7/7/2017 UndeterminedFinancial Exploitive Exploitation of Data in Transitgandi.net FRA FRA France High income

7/6/2017 UndeterminedFinancial Exploitive Exploitation of Application ServerLoews HotelsUSA USA United States of AmericaHigh income

7/6/2017 UndeterminedFinancial Exploitive Exploitation of Application ServerHard Rock Hotels & CasinosUSA USA United States of AmericaHigh income

7/6/2017 UndeterminedFinancial Exploitive Exploitation of Application ServerFour Seasons Hotels and ResortsUSA USA United States of AmericaHigh income

7/5/2017 UndeterminedPolitical-EspionageExploitive Exploitation of Application Server,Exploitation of End HostsChina Digital TimesUSA USA United States of AmericaHigh income

7/3/2017 UndeterminedFinancial Exploitive Exploitation of Application ServerMedicare AUS AUS Australia High income

7/3/2017 UndeterminedFinancial Exploitive Exploitation of Application ServerGoogle USA USA United States of AmericaHigh income

7/1/2017 UndeterminedFinancial Disruptive Data AttackPVHS-ICM Employee Health and WellnessUSA USA United States of AmericaHigh income

6/30/2017 SVR (COZYBEAR)Political-EspionageExploitive Exploitation of Application ServerWolf Creek Nuclear Operating CorporationUSA USA United States of AmericaHigh income

6/29/2017 UndeterminedFinancial Exploitive Exploitation of Data in TransitClassicEtherWallet.com999 UndeterminedUndetermined#N/A



6/29/2017 UndeterminedFinancial Exploitive Exploitation of End HostsBithumb KOR KOR Korea (the Republic of)High income

6/28/2017 UndeterminedUndeterminedDisruptive Message ManipulationVentura County Office Of EducationUSA USA United States of AmericaHigh income

6/27/2017 UndeterminedFinancial Exploitive Exploitation of Application Server8tracks USA USA United States of AmericaHigh income

6/27/2017 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Sabotage Disruptive Data AttackArterium CorporationUKR UKR Ukraine Lower middle income

6/27/2017 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Sabotage Disruptive Data AttackFeofania UKR UKR Ukraine Lower middle income

6/27/2017 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Sabotage Disruptive Data AttackBorys Medical CenterUKR UKR Ukraine Lower middle income

6/27/2017 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Sabotage Disruptive Data AttackFarmak UKR UKR Ukraine Lower middle income

6/27/2017 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Sabotage Disruptive Data AttackTNK UKR UKR Ukraine Lower middle income

6/27/2017 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Sabotage Disruptive Data AttackKlo UKR UKR Ukraine Lower middle income

6/27/2017 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Sabotage Disruptive Data AttackKorrespondent.netUKR UKR Ukraine Lower middle income

6/27/2017 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Sabotage Disruptive Data Attack"KP in Ukraine"UKR UKR Ukraine Lower middle income

6/27/2017 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Sabotage Disruptive Data AttackMaksymum RadioUKR UKR Ukraine Lower middle income

6/27/2017 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Sabotage Disruptive Data AttackLiuks RadioUKR UKR Ukraine Lower middle income

6/27/2017 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Sabotage Disruptive Data AttackTelekanal 24UKR UKR Ukraine Lower middle income

6/27/2017 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Sabotage Disruptive Data AttackPershyi NatsionalnyiUKR UKR Ukraine Lower middle income

6/27/2017 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Sabotage Disruptive Data AttackInter UKR UKR Ukraine Lower middle income

6/27/2017 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Sabotage Disruptive Data AttackFootball.uaUKR UKR Ukraine Lower middle income

6/27/2017 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Sabotage Disruptive Data AttackRadio Era-FMUKR UKR Ukraine Lower middle income

6/27/2017 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Sabotage Disruptive Data AttackArcelor MittalLUX LUX LuxembourgHigh income

6/27/2017 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Sabotage Disruptive Data AttackNovus UKR UKR Ukraine Lower middle income

6/27/2017 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Sabotage Disruptive Data AttackKyivvodokanalUKR UKR Ukraine Lower middle income

6/27/2017 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Sabotage Disruptive Data AttackNaftohaz UkrainyUKR UKR Ukraine Lower middle income

6/27/2017 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Sabotage Disruptive Data Attack??? Bank UKR UKR Ukraine Lower middle income

6/27/2017 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Sabotage Disruptive Data AttackPivdennyi BankUKR UKR Ukraine Lower middle income

6/27/2017 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Sabotage Disruptive Data AttackUkrhazbankUKR UKR Ukraine Lower middle income

6/27/2017 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Sabotage Disruptive Data AttackTASKomertsbankUKR UKR Ukraine Lower middle income

6/27/2017 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Sabotage Disruptive Data AttackSberbank UKR UKR Ukraine Lower middle income

6/27/2017 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Sabotage Disruptive Data AttackMinistry of Energy of UkraineUKR UKR Ukraine Lower middle income

6/27/2017 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Sabotage Disruptive Data AttackLviv City CouncilUKR UKR Ukraine Lower middle income

6/27/2017 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Sabotage Disruptive Data AttackKyiv State City AdministrationUKR UKR Ukraine Lower middle income

6/27/2017 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Sabotage Disruptive Data AttackMinistry of Finane of UkraineUKR UKR Ukraine Lower middle income

6/27/2017 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Sabotage Disruptive Data AttackMinistry of Culture of UkraineUKR UKR Ukraine Lower middle income

6/27/2017 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Sabotage Disruptive Data AttackInterior Ministry of UkraineUKR UKR Ukraine Lower middle income

6/27/2017 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Sabotage Disruptive Data AttackCabinet of Ministers of UkraineUKR UKR Ukraine Lower middle income

6/27/2017 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Sabotage Disruptive Data AttackZaporizhzhiaenergoUKR UKR Ukraine Lower middle income

6/27/2017 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Sabotage Disruptive Data AttackDniproenergoUKR UKR Ukraine Lower middle income

6/27/2017 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Sabotage Disruptive Data AttackUkrainian Cyber PoliceUKR UKR Ukraine Lower middle income

6/27/2017 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Sabotage Disruptive Data AttackUkrainian National PoliceUKR UKR Ukraine Lower middle income

6/27/2017 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Sabotage Disruptive Data AttackPrivatbankUKR UKR Ukraine Lower middle income

6/27/2017 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Sabotage Disruptive Data AttackNova PoshtaUKR UKR Ukraine Lower middle income

6/27/2017 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Sabotage Disruptive Data AttackUkrenergo UKR UKR Ukraine Lower middle income

6/27/2017 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Sabotage Disruptive Data AttackAPM TerminalsUSA USA United States of AmericaHigh income

6/27/2017 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Sabotage Disruptive Data AttackBeiersdorf DEU DEU Germany High income

6/27/2017 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Sabotage Disruptive Data AttackNational Bank of UkraineUKR UKR Ukraine Lower middle income

6/27/2017 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Sabotage Disruptive Data AttackBNP Paribas Real EstateFRA FRA France High income

6/27/2017 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Sabotage Disruptive Data AttackAuchan FRA FRA France High income

6/27/2017 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Sabotage Disruptive Data AttackMondelez InternationalUSA USA United States of AmericaHigh income

6/27/2017 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Sabotage Disruptive Data AttackUkrainian RailwaysUKR UKR Ukraine Lower middle income

6/27/2017 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Sabotage Disruptive Data AttackUkrposhta UKR UKR Ukraine Lower middle income

6/27/2017 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Sabotage Disruptive Data AttackUkrtelecomUKR UKR Ukraine Lower middle income

6/27/2017 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Sabotage Disruptive Data AttackNuance CommunicationsUSA USA United States of AmericaHigh income

6/27/2017 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Sabotage Disruptive Data AttackReckitt BenckiserGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

6/27/2017 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Sabotage Disruptive Data AttackDLA Piper USA USA United States of AmericaHigh income

6/27/2017 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Sabotage Disruptive Data AttackBoryspil International AirportUKR UKR Ukraine Lower middle income

6/27/2017 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Sabotage Disruptive Data AttackChernobyl Nuclear Power PlantUKR UKR Ukraine Lower middle income



6/27/2017 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Sabotage Disruptive Data AttackHeritage Health Valley System of PittsburghUSA USA United States of AmericaHigh income

6/27/2017 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Sabotage Disruptive Data AttackCOFCO GroupCHN CHN China Upper middle income

6/27/2017 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Sabotage Disruptive Data AttackTNT ExpressNLD NLD NetherlandsHigh income

6/27/2017 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Sabotage Disruptive Data AttackOshchadbankUKR UKR Ukraine Lower middle income

6/27/2017 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Sabotage Disruptive Data AttackKredoBankUKR UKR Ukraine Lower middle income

6/27/2017 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Sabotage Disruptive Data AttackEpicenter KUKR UKR Ukraine Lower middle income

6/27/2017 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Sabotage Disruptive Data AttackDTEK UKR UKR Ukraine Lower middle income

6/27/2017 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Sabotage Disruptive Data AttackWOG UKR UKR Ukraine Lower middle income

6/27/2017 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Sabotage Disruptive Data AttackUkrGasVydobuvannyaUKR UKR Ukraine Lower middle income

6/27/2017 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Sabotage Disruptive Data AttackKyiv Metro UKR UKR Ukraine Lower middle income

6/27/2017 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Sabotage Disruptive Data AttackATR UKR UKR Ukraine Lower middle income

6/27/2017 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Sabotage Disruptive Data AttackICTV UKR UKR Ukraine Lower middle income

6/27/2017 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Sabotage Disruptive Data AttackSTB UKR UKR Ukraine Lower middle income

6/27/2017 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Sabotage Disruptive Data AttackLifecell UKR UKR Ukraine Lower middle income

6/27/2017 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Sabotage Disruptive Data AttackVodafone UkraineUKR UKR Ukraine Lower middle income

6/27/2017 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Sabotage Disruptive Data AttackKyivstar UKR UKR Ukraine Lower middle income

6/27/2017 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Sabotage Disruptive Data AttackAntonov UKR UKR Ukraine Lower middle income

6/27/2017 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Sabotage Disruptive Data AttackKyivenergoUKR UKR Ukraine Lower middle income

6/27/2017 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Sabotage Disruptive Data AttackPort of RosarioARG ARG Argentina Upper middle income

6/27/2017 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Sabotage Disruptive Data AttackMerck USA USA United States of AmericaHigh income

6/27/2017 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Sabotage Disruptive Data AttackSNCF FRA FRA France High income

6/27/2017 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Sabotage Disruptive Data AttackCompagnie de Saint-GobainFRA FRA France High income

6/27/2017 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Sabotage Disruptive Data AttackMaersk DNK DNK Denmark High income

6/27/2017 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Sabotage Disruptive Data AttackWPP Plc. GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

6/27/2017 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Sabotage Disruptive Data AttackRosneft RUS RUS Russian FederationUpper middle income

6/25/2017 Team System DZProtest Disruptive Message ManipulationOhio Gov. John Kasich's WebsiteUSA USA United States of AmericaHigh income

6/23/2017 UndeterminedUndeterminedExploitive Exploitation of Application ServerUK ParliamentGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

6/23/2017 UndeterminedFinancial Exploitive Exploitation of Application ServerMicrosoft USA USA United States of AmericaHigh income

6/22/2017 SVR (COZYBEAR)Political-EspionageMixed Data Attack,Exploitation of Application ServerIllinois State Board of ElectionsUSA USA United States of AmericaHigh income

6/22/2017 UndeterminedFinancial Disruptive Data AttackCleveland Medical AssociatesUSA USA United States of AmericaHigh income

6/22/2017 UndeterminedFinancial Disruptive Data AttackAirway OxygenUSA USA United States of AmericaHigh income

6/22/2017 UndeterminedFinancial Exploitive Exploitation of Application ServerMicrosoft USA USA United States of AmericaHigh income

6/21/2017 CyberTeamUndeterminedDisruptive External Denial of ServiceSkype USA USA United States of AmericaHigh income

6/21/2017 UndeterminedSabotage Exploitive Exploitation of Application ServerElection systems in 21 US statesUSA USA United States of AmericaHigh income

6/20/2017 Vigilance Protest Exploitive Exploitation of Application Serveradmin.state.mn.usUSA USA United States of AmericaHigh income

6/20/2017 UndeterminedFinancial Exploitive Exploitation of End HostsLori SattlerUSA USA United States of AmericaHigh income

6/20/2017 Panama Political-EspionageExploitive Exploitation of End HostsCol. Richard DowniePAN PAN Panama High income

6/20/2017 Panama Political-EspionageExploitive Exploitation of End HostsChristian FerryPAN PAN Panama High income

6/19/2017 UndeterminedUndeterminedDisruptive Message ManipulationArgentinian Army WebsiteARG ARG Argentina Upper middle income

6/19/2017 UndeterminedFinancial Disruptive Data AttackNayana KOR KOR Korea (the Republic of)High income

6/18/2017 MoRo Financial Mixed Exploitation of Application Server,Message Manipulation,Internal Denial of ServiceMiami-Dade County Public SchoolsUSA USA United States of AmericaHigh income

6/17/2017 UndeterminedFinancial Exploitive Exploitation of SensorsThe Buckle Inc.USA USA United States of AmericaHigh income

6/16/2017 UndeterminedFinancial Disruptive Data AttackUlster UniversityGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

6/15/2017 UndeterminedFinancial Disruptive Data AttackUniversity College LondonGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

6/15/2017 UndeterminedUndeterminedDisruptive External Denial of ServiceBitfinex CHN CHN China Upper middle income

6/14/2017 UndeterminedFinancial Disruptive Data AttackWaverly Health CenterUSA USA United States of AmericaHigh income

6/14/2017 UndeterminedFinancial Exploitive Exploitation of Application ServerCashCrateUSA USA United States of AmericaHigh income

6/14/2017 UndeterminedFinancial Exploitive Exploitation of SensorsATMs in IndiaIND IND India Lower middle income

6/13/2017 UndeterminedSabotage Mixed Data Attack,Exploitation of Application ServerU.S. Electoral SystemUSA USA United States of AmericaHigh income

6/12/2017 UndeterminedFinancial Mixed Message Manipulation,Exploitation of End HostsGoogle NewsUSA USA United States of AmericaHigh income

6/9/2017 UndeterminedFinancial Exploitive Exploitation of SensorsSelect RestaurantUSA USA United States of AmericaHigh income

6/8/2017 UndeterminedFinancial Exploitive Exploitation of Application ServerCD Projekt RedPOL POL Poland High income

6/8/2017 UndeterminedUndeterminedDisruptive External Denial of ServiceAl Jazeera Media NetworkQAT QAT Qatar High income

6/7/2017 Chris HutchesonFinancial Exploitive Exploitation of Application Server,Exploitation of End HostsGordon RamsayGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

6/7/2017 UndeterminedFinancial Exploitive Exploitation of Application ServerSouthern Oregon UniversityUSA USA United States of AmericaHigh income



6/6/2017 GRU 85th Main Special Service Center (Unit 26165) (FANCYBEAR)Sabotage Exploitive Exploitation of Application ServerMontenegroMNE MNE MontenegroUpper middle income

6/6/2017 GRU 85th Main Special Service Center (Unit 26165) (FANCYBEAR)Political-EspionageExploitive Exploitation of Application Server,Exploitation of End HostsRomanian Ministry of Foreign AffairsROU ROM Romania High income

6/5/2017 UndeterminedSabotage Exploitive Exploitation of Application Server,Exploitation of End HostsA US voting software supplierUSA USA United States of AmericaHigh income

6/5/2017 UndeterminedFinancial Disruptive External Denial of ServiceBTC-E.comRUS RUS Russian FederationUpper middle income

6/4/2017 The Dark OverlordFinancial Exploitive Exploitation of Application ServerSteve Harvey's FunderdomeUSA USA United States of AmericaHigh income

6/3/2017 UndeterminedFinancial Exploitive Exploitation of Application ServerHotels.comUSA USA United States of AmericaHigh income

6/1/2017 UndeterminedFinancial Exploitive Exploitation of Application ServerGood Choice (hotel reservation app)KOR KOR Korea (the Republic of)High income

6/1/2017 UndeterminedFinancial Exploitive Exploitation of Application ServerUniversity of AlaskaUSA USA United States of AmericaHigh income

6/1/2017 UndeterminedFinancial Exploitive Exploitation of Application Server,Exploitation of End HostsStanford University SubdomainUSA USA United States of AmericaHigh income

5/31/2017 UndeterminedFinancial Exploitive Exploitation of Application ServerQnect AUS AUS Australia High income

5/31/2017 UndeterminedFinancial Exploitive Exploitation of Application ServerOneLogin USA USA United States of AmericaHigh income

5/31/2017 UndeterminedFinancial Exploitive Exploitation of SensorsKmart USA USA United States of AmericaHigh income

5/30/2017 UndeterminedUndeterminedDisruptive Message ManipulationLiverpool One Shopping CentreGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

5/30/2017 UndeterminedFinancial Exploitive Exploitation of Application ServerOld MutualZAF ZAF South AfricaUpper middle income

5/30/2017 UndeterminedUndeterminedDisruptive Message ManipulationRoad Sign in HoustonUSA USA United States of AmericaHigh income

5/28/2017 UndeterminedFinancial Exploitive Exploitation of Application ServerFast HealthUSA USA United States of AmericaHigh income

5/28/2017 UndeterminedFinancial Exploitive Exploitation of Application ServerAugusta UniversityUSA USA United States of AmericaHigh income

5/27/2017 UndeterminedFinancial Exploitive Exploitation of Application ServerPrairie Mountain HealthUSA USA United States of AmericaHigh income

5/26/2017 UndeterminedFinancial Exploitive Exploitation of Application ServerWooster-Ashland Regional Council of GovernmentsUSA USA United States of AmericaHigh income

5/26/2017 UndeterminedPolitical-EspionageExploitive Exploitation of Application ServerTrump OrganizationUSA USA United States of AmericaHigh income

5/26/2017 UndeterminedPolitical-EspionageExploitive Exploitation of End HostsIsmael BorquezMEX MEX Mexico Upper middle income

5/25/2017 UndeterminedFinancial Exploitive Exploitation of Application ServerUniversity of Wisconsin HealthUSA USA United States of AmericaHigh income

5/25/2017 UndeterminedUndeterminedDisruptive Message ManipulationThe Harvard CrimsonUSA USA United States of AmericaHigh income

5/25/2017 UndeterminedPolitical-EspionageExploitive Exploitation of End HostsGriselda TrianaMEX MEX Mexico Upper middle income

5/24/2017 United Arab EmiratesUndeterminedDisruptive Message ManipulationQatar News Agency Twitter accountQAT QAT Qatar High income

5/24/2017 United Arab EmiratesUndeterminedDisruptive Message ManipulationQatar News Agency WebsiteQAT QAT Qatar High income

5/23/2017 UndeterminedFinancial Exploitive Exploitation of Application ServerFlorida Department of Agriculture and Consumer ServicesUSA USA United States of AmericaHigh income

5/20/2017 UndeterminedUndeterminedDisruptive Message ManipulationSalem State University Twitter AccountUSA USA United States of AmericaHigh income

5/19/2017 UndeterminedFinancial Exploitive Exploitation of Application Server,Exploitation of End HostsBlackburn High SchoolAUS AUS Australia High income

5/18/2017 UndeterminedPolitical-EspionageExploitive Exploitation of End HostsUS Department of DefenseUSA USA United States of AmericaHigh income

5/18/2017 UndeterminedFinancial Exploitive Exploitation of Application ServerUniversity of California Los AngelesUSA USA United States of AmericaHigh income

5/18/2017 UndeterminedFinancial Exploitive Exploitation of Application ServerPureMatrimony.comUSA USA United States of AmericaHigh income

5/18/2017 UndeterminedFinancial Exploitive Exploitation of Application Server,Exploitation of End HostsPanic USA USA United States of AmericaHigh income

5/18/2017 UndeterminedFinancial Exploitive Exploitation of End HostsEquifax USA USA United States of AmericaHigh income

5/18/2017 UndeterminedFinancial Exploitive Exploitation of Application ServerDaFont.comUSA USA United States of AmericaHigh income

5/17/2017 UndeterminedUndeterminedExploitive Exploitation of Application ServerUK ParliamentGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

5/17/2017 UndeterminedPolitical-EspionageExploitive Exploitation of End HostsAndres VillarrealMEX MEX Mexico Upper middle income

5/17/2017 nclay Financial Exploitive Exploitation of Application ServerZomato IND IND India Lower middle income

5/16/2017 UndeterminedFinancial Exploitive Exploitation of Application ServerUniversity of New Mexico FoundationUSA USA United States of AmericaHigh income

5/16/2017 UndeterminedFinancial Exploitive Exploitation of Application ServerBell CanadaCAN CAN Canada High income

5/15/2017 APT34 Political-EspionageExploitive Exploitation of Application ServerUnnamed military contractorUSA USA United States of AmericaHigh income

5/15/2017 UndeterminedFinancial Exploitive Exploitation of Application ServerDocusign USA USA United States of AmericaHigh income

5/15/2017 APT32 UndeterminedExploitive Exploitation of Application Server,Exploitation of End HostsPhilippine GovernmentPHL PHL PhilippinesLower middle income

5/12/2017 UndeterminedIndustrial-EspionageExploitive Exploitation of Application ServerNational University of Singapore (NUS)SGP SGP Singapore High income

5/12/2017 UndeterminedFinancial Exploitive Exploitation of SensorsBrooks BrothersUSA USA United States of AmericaHigh income

5/12/2017 UndeterminedIndustrial-EspionageExploitive Exploitation of Application ServerNanyang Technological University (NTU)SGP SGP Singapore High income

5/12/2017 NGB 3rd Technical Surveillance BureauFinancial Disruptive Data AttackVivo BRA BRA Brazil Upper middle income

5/12/2017 NGB 3rd Technical Surveillance BureauFinancial Disruptive Data AttackUniversity of MontrealCAN CAN Canada High income

5/12/2017 NGB 3rd Technical Surveillance BureauFinancial Disruptive Data AttackUniversity of Milano-BicoccaITA ITA Italy High income

5/12/2017 NGB 3rd Technical Surveillance BureauFinancial Disruptive Data AttackUniversitas JemberIDN IDN Indonesia Upper middle income

5/12/2017 NGB 3rd Technical Surveillance BureauFinancial Disruptive Data AttackTSMC TWN TWN Taiwan (Province of China)High income

5/12/2017 NGB 3rd Technical Surveillance BureauFinancial Disruptive Data AttackTimr√É¬É√Ü¬í√É¬Ü'√É¬É√¢¬Ä¬†'√É¬É√Ü¬í'√É¬É'√É¬Ç√Ç¬• MunicipalitySWE SWE Sweden High income

5/12/2017 NGB 3rd Technical Surveillance BureauFinancial Disruptive Data AttackTelkom ZAF ZAF South AfricaUpper middle income

5/12/2017 NGB 3rd Technical Surveillance BureauFinancial Disruptive Data AttackSun Yat-sen UniversityCHN CHN China Upper middle income

5/12/2017 NGB 3rd Technical Surveillance BureauFinancial Disruptive Data AttackGovernment of West BengalIND IND India Lower middle income



5/12/2017 NGB 3rd Technical Surveillance BureauFinancial Disruptive Data AttackGovernment of MaharashtraIND IND India Lower middle income

5/12/2017 NGB 3rd Technical Surveillance BureauFinancial Disruptive Data AttackGovernment of KeralaIND IND India Lower middle income

5/12/2017 NGB 3rd Technical Surveillance BureauFinancial Disruptive Data AttackGovernment of GujaratIND IND India Lower middle income

5/12/2017 NGB 3rd Technical Surveillance BureauFinancial Disruptive Data AttackShandong UniversityCHN CHN China Upper middle income

5/12/2017 NGB 3rd Technical Surveillance BureauFinancial Disruptive Data AttackSaudi Telecom CompanySAU SAU Saudi ArabiaHigh income

5/12/2017 NGB 3rd Technical Surveillance BureauFinancial Disruptive Data AttackJustice Court of Sao  PauloBRA BRA Brazil Upper middle income

5/12/2017 NGB 3rd Technical Surveillance BureauFinancial Disruptive Data AttackQ-Park NLD NLD NetherlandsHigh income

5/12/2017 NGB 3rd Technical Surveillance BureauFinancial Disruptive Data AttackPulse FM AUS AUS Australia High income

5/12/2017 NGB 3rd Technical Surveillance BureauFinancial Disruptive Data AttackO2 DEU DEU Germany High income

5/12/2017 NGB 3rd Technical Surveillance BureauFinancial Disruptive Data AttackLATAM Airlines GroupCHL CHL Chile High income

5/12/2017 NGB 3rd Technical Surveillance BureauFinancial Disruptive Data AttackLAKS NLD NLD NetherlandsHigh income

5/12/2017 NGB 3rd Technical Surveillance BureauFinancial Disruptive Data AttackLakeridge HealthCAN CAN Canada High income

5/12/2017 NGB 3rd Technical Surveillance BureauFinancial Disruptive Data AttackInstituto Nacional de SaludCOL COL Colombia Upper middle income

5/12/2017 NGB 3rd Technical Surveillance BureauFinancial Disruptive Data AttackHonda JPN JPN Japan High income

5/12/2017 NGB 3rd Technical Surveillance BureauFinancial Disruptive Data AttackHarapan Kita HospitalIDN IDN Indonesia Upper middle income

5/12/2017 NGB 3rd Technical Surveillance BureauFinancial Disruptive Data AttackGuilin University of Electronic TechnologyCHN CHN China Upper middle income

5/12/2017 NGB 3rd Technical Surveillance BureauFinancial Disruptive Data AttackGuilin University of Aerospace TechnologyCHN CHN China Upper middle income

5/12/2017 NGB 3rd Technical Surveillance BureauFinancial Disruptive Data AttackGarena Blade and SoulTHA THA Thailand Upper middle income

5/12/2017 NGB 3rd Technical Surveillance BureauFinancial Disruptive Data AttackFaculty Hospital, NitraSVK SVK Slovakia High income

5/12/2017 NGB 3rd Technical Surveillance BureauFinancial Disruptive Data AttackDalian Maritime UniversityCHN CHN China Upper middle income

5/12/2017 NGB 3rd Technical Surveillance BureauFinancial Disruptive Data AttackCambrian CollegeCAN CAN Canada High income

5/12/2017 NGB 3rd Technical Surveillance BureauFinancial Disruptive Data AttackBoeing Commercial AirplanesUSA USA United States of AmericaHigh income

5/12/2017 NGB 3rd Technical Surveillance BureauFinancial Disruptive Data AttackAutomobile DaciaROU ROM Romania High income

5/12/2017 NGB 3rd Technical Surveillance BureauFinancial Disruptive Data AttackAristotle University of ThessalonikiGRC GRC Greece High income

5/12/2017 NGB 3rd Technical Surveillance BureauFinancial Disruptive Data AttackForeign Ministry of BrazilBRA BRA Brazil Upper middle income

5/12/2017 NGB 3rd Technical Surveillance BureauFinancial Disruptive Data AttackRussian Central BankRUS RUS Russian FederationUpper middle income

5/12/2017 NGB 3rd Technical Surveillance BureauFinancial Disruptive Data AttackWhite SandsSGP SGP Singapore High income

5/12/2017 NGB 3rd Technical Surveillance BureauFinancial Disruptive Data AttackTiong Bahru PlazaSGP SGP Singapore High income

5/12/2017 NGB 3rd Technical Surveillance BureauFinancial Disruptive Data AttackSandvik SWE SWE Sweden High income

5/12/2017 NGB 3rd Technical Surveillance BureauFinancial Disruptive Data AttackBank of ChinaCHN CHN China Upper middle income

5/12/2017 NGB 3rd Technical Surveillance BureauFinancial Disruptive Data AttackRussian RailwaysRUS RUS Russian FederationUpper middle income

5/12/2017 NGB 3rd Technical Surveillance BureauFinancial Disruptive Data AttackTelenor HungaryHUN HUN Hungary High income

5/12/2017 NGB 3rd Technical Surveillance BureauFinancial Disruptive Data AttackPortugal TelecomPRT PRT Portugal High income

5/12/2017 NGB 3rd Technical Surveillance BureauFinancial Disruptive Data AttackPetrobras BRA BRA Brazil Upper middle income

5/12/2017 NGB 3rd Technical Surveillance BureauFinancial Disruptive Data AttackWest Bengal State Electricity Distribution CompanyIND IND India Lower middle income

5/12/2017 NGB 3rd Technical Surveillance BureauFinancial Disruptive Data AttackGas NaturalESP ESP Spain High income

5/12/2017 NGB 3rd Technical Surveillance BureauFinancial Disruptive Data AttackIberdola ESP ESP Spain High income

5/12/2017 NGB 3rd Technical Surveillance BureauFinancial Disruptive Data AttackAndhra Pradesh state policeIND IND India Lower middle income

5/12/2017 NGB 3rd Technical Surveillance BureauFinancial Disruptive Data AttackDharmais Cancer HospitalIDN IDN Indonesia Upper middle income

5/12/2017 NGB 3rd Technical Surveillance BureauFinancial Disruptive Data AttackCJ CGV 999 UndeterminedUndetermined#N/A

5/12/2017 NGB 3rd Technical Surveillance BureauFinancial Disruptive Data AttackMegaFon RUS RUS Russian FederationUpper middle income

5/12/2017 NGB 3rd Technical Surveillance BureauFinancial Disruptive Data AttackRussian Ministry of the InteriorRUS RUS Russian FederationUpper middle income

5/12/2017 NGB 3rd Technical Surveillance BureauFinancial Disruptive Data AttackVTB RUS RUS Russian FederationUpper middle income

5/12/2017 NGB 3rd Technical Surveillance BureauFinancial Disruptive Data AttackSberbank RUS RUS Russian FederationUpper middle income

5/12/2017 NGB 3rd Technical Surveillance BureauFinancial Disruptive Data AttackHitachi JPN JPN Japan High income

5/12/2017 NGB 3rd Technical Surveillance BureauFinancial Disruptive Data AttackChina National Petroleum CorpCHN CHN China Upper middle income

5/12/2017 NGB 3rd Technical Surveillance BureauFinancial Disruptive Data AttackNissan GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

5/12/2017 NGB 3rd Technical Surveillance BureauFinancial Disruptive Data AttackRenault FRA FRA France High income

5/12/2017 NGB 3rd Technical Surveillance BureauFinancial Disruptive Message Manipulation,Data AttackDeutsche BahnDEU DEU Germany High income

5/12/2017 NGB 3rd Technical Surveillance BureauFinancial Disruptive Data AttackTelefonica ESP ESP Spain High income

5/12/2017 NGB 3rd Technical Surveillance BureauFinancial Disruptive Data AttackUK National Health ServiceGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

5/12/2017 NGB 3rd Technical Surveillance BureauFinancial Disruptive Data AttackFedEx USA USA United States of AmericaHigh income

5/11/2017 UndeterminedSabotage Exploitive Exploitation of Application ServerEnergy networks of the Baltic statesLTU LTU Lithuania High income

5/11/2017 UndeterminedSabotage Exploitive Exploitation of Application ServerEnergy networks of the Baltic statesLVA LVA Latvia High income

5/11/2017 UndeterminedSabotage Disruptive Message ManipulationUkrainian SoldiersUKR UKR Ukraine Lower middle income



5/11/2017 UndeterminedSabotage Exploitive Exploitation of Application ServerEnergy networks of the Baltic statesEST EST Estonia High income

5/11/2017 nclay Financial Exploitive Exploitation of Application ServerEdmodo USA USA United States of AmericaHigh income

5/10/2017 UndeterminedUndeterminedDisruptive External Denial of ServiceCedexis USA USA United States of AmericaHigh income

5/7/2017 UndeterminedUndeterminedDisruptive External Denial of ServiceFCC (Federal Communications Commission)USA USA United States of AmericaHigh income

5/6/2017 UndeterminedFinancial Exploitive Exploitation of Application ServerConfluence Charter SchoolsUSA USA United States of AmericaHigh income

5/6/2017 UndeterminedSabotage Exploitive Exploitation of Application ServerEmmanuel Macron's StaffFRA FRA France High income

5/5/2017 UndeterminedFinancial Exploitive Exploitation of Application ServerDebenhamsGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

5/4/2017 UndeterminedPersonal AttackExploitive Exploitation of Application ServerCharlotte Flair, VictoriaUSA USA United States of AmericaHigh income

5/4/2017 The Dark OverlordFinancial Exploitive Exploitation of Application ServerAesthetic Dentistry OC Gastrocare Tampa Bay Surgery CenterUSA USA United States of AmericaHigh income

5/3/2017 UndeterminedFinancial Exploitive Exploitation of Application Server,Exploitation of End Hosts,Exploitation of Data in TransitGerman O2-Telefonica usersDEU DEU Germany High income

5/3/2017 TuftsLeaksProtest Exploitive Exploitation of Application ServerTufts UniversityUSA USA United States of AmericaHigh income

5/2/2017 UndeterminedFinancial Exploitive Exploitation of Application ServerCity of FitchburgUSA USA United States of AmericaHigh income

5/2/2017 UndeterminedFinancial Exploitive Exploitation of End HostsHandBrakeFRA FRA France High income

5/2/2017 UndeterminedFinancial Exploitive Exploitation of Application ServerSabre Corp. Hospitality UnitUSA USA United States of AmericaHigh income

5/2/2017 UndeterminedFinancial Exploitive Exploitation of Application ServerWellington's Victoria UniversityNZL NZL New ZealandHigh income

5/2/2017 UndeterminedFinancial Exploitive Exploitation of Application ServerGannett Co.USA USA United States of AmericaHigh income

5/2/2017 UndeterminedFinancial Mixed Message Manipulation,Exploitation of End HostsUK Banks GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

4/30/2017 OurMine UndeterminedDisruptive Message ManipulationUnity 3D ForumUSA USA United States of AmericaHigh income

4/30/2017 UndeterminedFinancial Disruptive Data AttackPekin Community High SchoolUSA USA United States of AmericaHigh income

4/29/2017 UndeterminedUndeterminedDisruptive Internal Denial of ServiceVirginia Sex Offender and Crimes Against Children Registry (SOR)USA USA United States of AmericaHigh income

4/29/2017 UndeterminedFinancial Exploitive Exploitation of Application ServerHill Country Memorial HospitalUSA USA United States of AmericaHigh income

4/29/2017 UndeterminedFinancial Exploitive Exploitation of Application ServerGreenwood County School District 50USA USA United States of AmericaHigh income

4/28/2017 Evaldas RimasauskasFinancial Exploitive Exploitation of Application ServerFacebook USA USA United States of AmericaHigh income

4/28/2017 Evaldas RimasauskasFinancial Exploitive Exploitation of Application ServerGoogle USA USA United States of AmericaHigh income

4/28/2017 The Dark OverlordFinancial Exploitive Exploitation of Application ServerNetflix USA USA United States of AmericaHigh income

4/28/2017 Tsar TeamFinancial Exploitive Exploitation of Application ServerGrozio ChirurgijaLTU LTU Lithuania High income

4/27/2017 GRU 85th Main Special Service Center (Unit 26165) (FANCYBEAR)Political-EspionageExploitive Exploitation of Application ServerDanish Ministry of DefenseDNK DNK Denmark High income

4/26/2017 GRU 85th Main Special Service Center (Unit 26165) (FANCYBEAR)Political-EspionageExploitive Exploitation of Application ServerTwo German think tanks with ties to Christian Democratic Union (CDU) and Social Democratic Party (SPD)DEU DEU Germany High income

4/26/2017 UndeterminedFinancial Exploitive Exploitation of SensorsChipotle USA USA United States of AmericaHigh income

4/26/2017 UndeterminedUndeterminedExploitive Exploitation of Application ServerCiphr USA USA United States of AmericaHigh income

4/25/2017 UndeterminedFinancial Disruptive Data AttackCity of NewarkUSA USA United States of AmericaHigh income

4/25/2017 GRU 85th Main Special Service Center (Unit 26165) (FANCYBEAR)Sabotage Exploitive Exploitation of Application ServerEmmanuel MacronFRA FRA France High income

4/25/2017 WauchulaGhostPersonal AttackDisruptive Message Manipulation250 ISIS Twitter Accounts999 UndeterminedUndetermined#N/A

4/25/2017 UndeterminedFinancial Exploitive Exploitation of Application ServerR2Games CHN CHN China Upper middle income

4/25/2017 UndeterminedFinancial Exploitive Exploitation of Application ServerHipChat USA USA United States of AmericaHigh income

4/25/2017 UndeterminedFinancial Exploitive Exploitation of End HostsBlowout CardsUSA USA United States of AmericaHigh income

4/24/2017 UndeterminedFinancial Exploitive Exploitation of Application ServerNorthrop GrummanUSA USA United States of AmericaHigh income

4/24/2017 UndeterminedPersonal AttackExploitive Exploitation of Application ServerAlison BrieUSA USA United States of AmericaHigh income

4/24/2017 UndeterminedFinancial Disruptive Data AttackGreenway HealthUSA USA United States of AmericaHigh income

4/23/2017 Ayy?ld?z TimUndeterminedDisruptive Message ManipulationNorth Mundham Primary in ChichesterGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

4/23/2017 Zhengquan ZhangUndeterminedExploitive Exploitation of Application ServerKCG HoldingsUSA USA United States of AmericaHigh income

4/22/2017 NGB 3rd Technical Surveillance BureauFinancial Exploitive Exploitation of Application ServerYapizon KOR KOR Korea (the Republic of)High income

4/21/2017 Ministry of State Security's (MSS) Tianjin State Security Department (APT10)Sabotage Exploitive Exploitation of Application Server,Exploitation of End HostsSouth KoreaKOR KOR Korea (the Republic of)High income

4/21/2017 UndeterminedFinancial Exploitive Exploitation of Application ServerIowa Veterans HomeUSA USA United States of AmericaHigh income

4/21/2017 UndeterminedFinancial Disruptive Data AttackAtlantic Digestive SpecialistsUSA USA United States of AmericaHigh income

4/21/2017 UndeterminedFinancial Exploitive Exploitation of Application ServerCleveland Metropolitan School DistrictUSA USA United States of AmericaHigh income

4/20/2017 UndeterminedFinancial Exploitive Exploitation of Application ServerFashion Fantasy GameUSA USA United States of AmericaHigh income

4/18/2017 UndeterminedUndeterminedExploitive Exploitation of Application ServerRetina-X USA USA United States of AmericaHigh income

4/18/2017 UndeterminedUndeterminedExploitive Exploitation of Application ServerFlexiSpy USA USA United States of AmericaHigh income

4/17/2017 UndeterminedFinancial Exploitive Exploitation of End HostsWestminster CollegeUSA USA United States of AmericaHigh income

4/16/2017 OurMine UndeterminedDisruptive Message ManipulationMcAfee Linkedin PageUSA USA United States of AmericaHigh income

4/14/2017 UndeterminedFinancial Exploitive Exploitation of SensorsBest American Hospitality Corp.USA USA United States of AmericaHigh income

4/12/2017 Shadow BrokersUndeterminedExploitive Exploitation of Application ServerNSA USA USA United States of AmericaHigh income

4/12/2017 UndeterminedProtest Disruptive Message ManipulationBritain FirstGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

4/12/2017 UndeterminedFinancial Exploitive Exploitation of Application ServerAQA (Assessment and Qualifications Alliance)GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income



4/12/2017 UndeterminedFinancial Exploitive Exploitation of Application ServerYouku CHN CHN China Upper middle income

4/12/2017 UndeterminedFinancial Disruptive External Denial of ServiceMelbourne ITAUS AUS Australia High income

4/11/2017 UndeterminedFinancial Exploitive Exploitation of Application ServereConcordiaUSA USA United States of AmericaHigh income

4/11/2017 UndeterminedFinancial Exploitive Exploitation of Application ServerUnion Bank of IndiaIND IND India Lower middle income

4/10/2017 Janitor UndeterminedDisruptive Internal Denial of ServiceSierra Tel USA USA United States of AmericaHigh income

4/10/2017 UndeterminedFinancial Disruptive Message ManipulationAmazon third-party sellersUSA USA United States of AmericaHigh income

4/9/2017 UndeterminedFinancial Exploitive Exploitation of Application ServerWonga GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

4/8/2017 UndeterminedUndeterminedDisruptive Physical AttackSirens in DallasUSA USA United States of AmericaHigh income

4/8/2017 Shadow BrokersFinancial Exploitive Exploitation of Application ServerNSA USA USA United States of AmericaHigh income

4/7/2017 UndeterminedFinancial Exploitive Exploitation of Application ServerUniversity of LouisvilleUSA USA United States of AmericaHigh income

4/7/2017 UndeterminedFinancial Exploitive Exploitation of Application ServerGamestop USA USA United States of AmericaHigh income

4/6/2017 UndeterminedFinancial Exploitive Exploitation of Application ServerInternal Revenue ServiceUSA USA United States of AmericaHigh income

4/6/2017 UndeterminedPolitical-EspionageExploitive Exploitation of End HostsNational Foreign Trade Council (NFTC)USA USA United States of AmericaHigh income

4/5/2017 NGB 3rd Technical Surveillance BureauPolitical-EspionageExploitive Exploitation of Application ServerDefense Integrated Data CenterKOR KOR Korea (the Republic of)High income

4/5/2017 UndeterminedSabotage Exploitive Exploitation of End HostsAnonymousISR ISR Israel High income

4/4/2017 UndeterminedFinancial Exploitive Exploitation of Application Server,Exploitation of SensorsUnnamed Kazakh bankKAZ KAZ KazakhstanUpper middle income

4/4/2017 UndeterminedFinancial Exploitive Exploitation of Application Server,Exploitation of SensorsUnnamed Russian bankRUS RUS Russian FederationUpper middle income

4/4/2017 UndeterminedFinancial Mixed Message Manipulation,Exploitation of End Hosts,External Denial of Service,Exploitation of Data in TransitUnnamed Brazilian bankBRA BRA Brazil Upper middle income

4/4/2017 UndeterminedFinancial Disruptive Data AttackABCD PediatricsUSA USA United States of AmericaHigh income

4/3/2017 GRU 85th Main Special Service Center (Unit 26165) (FANCYBEAR)Political-EspionageExploitive Exploitation of Application ServerIAAF MCO MCO Monaco High income

4/2/2017 UndeterminedPolitical-EspionageExploitive Exploitation of Application ServerGerman Bundeswehr (armed forces)DEU DEU Germany High income

4/1/2017 UndeterminedUndeterminedDisruptive Message ManipulationNew York Post AppUSA USA United States of AmericaHigh income

3/29/2017 UndeterminedPolitical-EspionageExploitive Exploitation of End HostsBill MarczakUSA USA United States of AmericaHigh income

3/20/2017 UndeterminedFinancial Exploitive Exploitation of Application ServerWind Tre ITA ITA Italy High income

3/15/2017 AnonymousProtest Disruptive Message Manipulationboaec.com.brBRA BRA Brazil Upper middle income

3/15/2017 UndeterminedFinancial Exploitive Exploitation of Application ServerWishbone AppUSA USA United States of AmericaHigh income

3/15/2017 UndeterminedFinancial Exploitive Exploitation of Application ServerDun & BradstreetUSA USA United States of AmericaHigh income

3/14/2017 UndeterminedFinancial Mixed Exploitation of Application Server,External Denial of ServiceStatistics CanadaCAN CAN Canada High income

3/14/2017 UndeterminedFinancial Disruptive Data AttackMountain Home Water DepartmentUSA USA United States of AmericaHigh income

3/13/2017 UndeterminedFinancial Exploitive Exploitation of Application ServerWelsh NHSGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

3/12/2017 Rekan HerrorProtest Disruptive Message Manipulationfifthharmony.comUSA USA United States of AmericaHigh income

3/9/2017 UndeterminedFinancial Exploitive Exploitation of Application ServerQueensland School PhotographyAUS AUS Australia High income

3/9/2017 UndeterminedFinancial Exploitive Exploitation of Application ServerGMO Payment Gateway IncJPN JPN Japan High income

3/7/2017 UndeterminedFinancial Exploitive Exploitation of Application Server,Exploitation of End HostsVerifone USA USA United States of AmericaHigh income

3/6/2017 SVR (COZYBEAR)Political-EspionageMixed Data Attack,Exploitation of Application ServerArabella AvisorsUSA USA United States of AmericaHigh income

3/6/2017 SVR (COZYBEAR)Political-EspionageMixed Data Attack,Exploitation of Application ServerCenter for American ProgressUSA USA United States of AmericaHigh income

3/6/2017 UndeterminedFinancial Exploitive Exploitation of Application ServerUniversity of IdahoUSA USA United States of AmericaHigh income

3/6/2017 UndeterminedPolitical-EspionageExploitive Exploitation of End HostsHenok GabisaUSA USA United States of AmericaHigh income

3/4/2017 UndeterminedUndeterminedDisruptive Message ManipulationAdvertisement board in Mexico CityMEX MEX Mexico Upper middle income

3/3/2017 UndeterminedFinancial Disruptive Data AttackPennsylvania Senate DemocratsUSA USA United States of AmericaHigh income

3/2/2017 UndeterminedFinancial Exploitive Exploitation of Application ServerDaytona State CollegeUSA USA United States of AmericaHigh income

3/2/2017 UndeterminedUndeterminedDisruptive Message ManipulationRadio Station WZZY-FMUSA USA United States of AmericaHigh income

3/2/2017 UndeterminedSabotage Disruptive External Denial of ServiceLotte Duty Free (lottedfs.com)KOR KOR Korea (the Republic of)High income

3/1/2017 UndeterminedUndeterminedExploitive Exploitation of Application ServerKennesaw State UniversityUSA USA United States of AmericaHigh income

3/1/2017 UndeterminedFinancial Exploitive Exploitation of End HostsAptos USA USA United States of AmericaHigh income

2/28/2017 UndeterminedPolitical-EspionageExploitive Exploitation of Application ServerSingapore's Ministry of Defence (Mindef)SGP SGP Singapore High income

2/27/2017 UndeterminedUndeterminedDisruptive External Denial of ServiceLuxembourg government serversLUX LUX LuxembourgHigh income

2/27/2017 UndeterminedFinancial Exploitive Exploitation of Application ServerAssociation of British Travel Agents (ABTA)GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

2/27/2017 UndeterminedFinancial Exploitive Exploitation of Application ServerDiamond Institute for Infertility and MenopauseUSA USA United States of AmericaHigh income

2/27/2017 UndeterminedFinancial Exploitive Exploitation of Application ServerAmalgamated SugarUSA USA United States of AmericaHigh income

2/26/2017 UndeterminedFinancial Exploitive Exploitation of End HostsU.S. Residents in 20 statesUSA USA United States of AmericaHigh income

2/26/2017 UndeterminedFinancial Exploitive Exploitation of End HostsTravel CorporationUSA USA United States of AmericaHigh income

2/26/2017 UndeterminedUndeterminedExploitive Exploitation of SensorsChrist The King Academy Primary SchoolGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

2/26/2017 Ministry of State Security's (MSS) (APT19)Political-EspionageExploitive Exploitation of Application ServerUK think tanksGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

2/26/2017 UndeterminedFinancial Exploitive Exploitation of Application ServerPorsche JapanJPN JPN Japan High income



2/26/2017 UndeterminedFinancial Exploitive Exploitation of End HostsRoberts HawaiiUSA USA United States of AmericaHigh income

2/26/2017 UndeterminedUndeterminedExploitive Exploitation of SensorsSt. Mary's Catholic AcademyGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

2/25/2017 AnonymousProtest Disruptive External Denial of ServiceOhio state government websitesUSA USA United States of AmericaHigh income

2/25/2017 UndeterminedFinancial Disruptive Data AttackInland Revenue DepartmentNZL NZL New ZealandHigh income

2/25/2017 UndeterminedPersonal AttackExploitive Exploitation of Application ServerJorgie PorterGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

2/23/2017 UndeterminedUndeterminedExploitive Exploitation of Application ServerApple USA USA United States of AmericaHigh income

2/22/2017 Berkut Financial Exploitive Exploitation of Application ServerCoachella Music FestivalUSA USA United States of AmericaHigh income

2/22/2017 UndeterminedUndeterminedExploitive Exploitation of Application ServerSouth Washington County School DistrictUSA USA United States of AmericaHigh income

2/22/2017 UndeterminedUndeterminedDisruptive External Denial of ServiceBitfinex CHN CHN China Upper middle income

2/20/2017 UndeterminedFinancial Exploitive Exploitation of Application ServerAirsoft GI Forum (airsoftgiforum.com)USA USA United States of AmericaHigh income

2/19/2017 Pro_Mast3rUndeterminedDisruptive Message Manipulationsecure2donaldjtrump.comUSA USA United States of AmericaHigh income

2/19/2017 Kuroi'SH Protest Disruptive Message ManipulationAsiana AirlinesKOR KOR Korea (the Republic of)High income

2/18/2017 UndeterminedFinancial Disruptive Data AttackUnnamed Oklahoma agencyUSA USA United States of AmericaHigh income

2/18/2017 UndeterminedFinancial Disruptive Data AttackFamily Service RochesterUSA USA United States of AmericaHigh income

2/17/2017 UndeterminedFinancial Disruptive External Denial of Service,Data AttackBingham CountyUSA USA United States of AmericaHigh income

2/17/2017 UndeterminedFinancial Exploitive Exploitation of Application ServerLexington Medical CenterUSA USA United States of AmericaHigh income

2/17/2017 UndeterminedFinancial Disruptive Data AttackZcoin 999 UndeterminedUndetermined#N/A

2/15/2017 UndeterminedFinancial Exploitive Exploitation of Application ServerPharmaNetCAN CAN Canada High income

2/15/2017 UndeterminedSabotage Disruptive External Denial of ServiceGovernment of Montenegro (www.gov.me)MNE MNE MontenegroUpper middle income

2/15/2017 UndeterminedPolitical-EspionageExploitive Exploitation of Application ServerYahoo! USA USA United States of AmericaHigh income

2/14/2017 UndeterminedSabotage Mixed Exploitation of Application Server,External Denial of ServiceEmmanuel MacronFRA FRA France High income

2/14/2017 UndeterminedPolitical-EspionageExploitive Exploitation of End HostsInternational Trade Union ConfederationBEL BEL Belgium High income

2/14/2017 UndeterminedFinancial Exploitive Exploitation of Application ServerSan Antonio SymphonyUSA USA United States of AmericaHigh income

2/14/2017 UndeterminedUndeterminedExploitive Exploitation of Application ServerFunPlus CHN CHN China Upper middle income

2/14/2017 UndeterminedFinancial Exploitive Exploitation of End HostsCitizens Memorial HospitalUSA USA United States of AmericaHigh income

2/10/2017 UndeterminedFinancial Exploitive Exploitation of Application ServerTexas Department of TransportationUSA USA United States of AmericaHigh income

2/10/2017 UndeterminedPolitical-EspionageExploitive Exploitation of Application ServerItalian Foreign MinistryITA ITA Italy High income

2/10/2017 Pakistan Industrial-EspionageExploitive Exploitation of Application Server,Exploitation of End HostsMazagon Dock Shipbuilders LimitedIND IND India Lower middle income

2/9/2017 UndeterminedFinancial Exploitive Exploitation of SensorsArby's USA USA United States of AmericaHigh income

2/9/2017 UndeterminedFinancial Exploitive Exploitation of Application ServerHitachi Payment ServicesIND IND India Lower middle income

2/9/2017 UndeterminedFinancial Exploitive Exploitation of Application ServerLoblaws CAN CAN Canada High income

2/8/2017 UndeterminedFinancial Exploitive Exploitation of Application ServerFileSilo.co.ukGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

2/8/2017 UndeterminedUndeterminedExploitive Exploitation of Application ServerTaiwanese Ministry of Foreign Affairs' Bureau of Consular Affairs (BOCA)TWN TWN Taiwan (Province of China)High income

2/8/2017 UndeterminedFinancial Exploitive Exploitation of Application ServerSports DirectGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

2/8/2017 UndeterminedFinancial Exploitive Exploitation of Application ServerAlton Steel, Inc.USA USA United States of AmericaHigh income

2/8/2017 zerodark70Financial Exploitive Exploitation of Application ServerUPI.com USA USA United States of AmericaHigh income

2/7/2017 UndeterminedProtest Disruptive Message ManipulationNational Treasury Management AgencyIRL IRL Ireland High income

2/7/2017 Aslan Neferler TimProtest Disruptive External Denial of ServiceAustrian ParliamentAUT AUT Austria High income

2/7/2017 UndeterminedUndeterminedDisruptive Message ManipulationDarcy Vescio's Twitter account (@darcyvee)AUS AUS Australia High income

2/7/2017 UndeterminedFinancial Exploitive Exploitation of Application ServerDavid BeckhamGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

2/7/2017 Fallaga TeamProtest Disruptive Message ManipulationSix NHS WebsitesGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

2/7/2017 UndeterminedFinancial Exploitive Exploitation of Application ServerCanadian TireCAN CAN Canada High income

2/6/2017 UndeterminedProtest Disruptive Message Manipulation45 CommitteeUSA USA United States of AmericaHigh income

2/6/2017 UndeterminedFinancial Exploitive Exploitation of Application ServerVerity Health SystemUSA USA United States of AmericaHigh income

2/6/2017 UndeterminedFinancial Exploitive Exploitation of Application ServerLogic SupplyUSA USA United States of AmericaHigh income

2/5/2017 UndeterminedFinancial Exploitive Exploitation of Application ServerEmail accounts of Irish solicitorsIRL IRL Ireland High income

2/4/2017 SVR (COZYBEAR)Political-EspionageExploitive Exploitation of Application ServerNorwegian Defense MinistryNOR NOR Norway High income

2/4/2017 SVR (COZYBEAR)Political-EspionageExploitive Exploitation of Application ServerNorwegian Foreign MinistryNOR NOR Norway High income

2/4/2017 SVR (COZYBEAR)Political-EspionageExploitive Exploitation of Application ServerPolice Security ServiceNOR NOR Norway High income

2/4/2017 SVR (COZYBEAR)Political-EspionageExploitive Exploitation of Application ServerNorway's Radiation Protection AuthorityNOR NOR Norway High income

2/3/2017 UndeterminedFinancial Disruptive Data AttackTiverton Town CouncilGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

2/3/2017 SVR (COZYBEAR)Political-EspionageExploitive Exploitation of Application ServerNorwegian Labour PartyNOR NOR Norway High income

2/3/2017 UndeterminedFinancial Exploitive Exploitation of Application ServerManatee County School DistrictUSA USA United States of AmericaHigh income

2/3/2017 Berkut Financial Exploitive Exploitation of Application ServerPoliceOne USA USA United States of AmericaHigh income

2/3/2017 A hacker(s) claiming to be affiliated with AnonymousUndeterminedMixed Exploitation of Application Server,Message ManipulationFreedom Hosting II999 UndeterminedUndetermined#N/A



2/2/2017 UndeterminedFinancial Disruptive Data AttackCity of TroyUSA USA United States of AmericaHigh income

1/31/2017 UndeterminedFinancial Exploitive Exploitation of Application ServerPlaystation Portable ISO ForumsJPN JPN Japan High income

1/31/2017 UndeterminedFinancial Disruptive Data AttackLinking CountyUSA USA United States of AmericaHigh income

1/31/2017 UndeterminedPolitical-EspionageExploitive Exploitation of Application ServerCzech Foreign MinistryCZE CZE Czechia High income

1/31/2017 UndeterminedFinancial Exploitive Exploitation of Application ServerXbox 360 ISO ForumsUSA USA United States of AmericaHigh income

1/31/2017 UndeterminedFinancial Exploitive Exploitation of Application ServerCD Projekt RedPOL POL Poland High income

1/31/2017 UndeterminedUndeterminedDisruptive Message ManipulationSunny 107.9 WFBS-LPFMUSA USA United States of AmericaHigh income

1/30/2017 GRU 85th Main Special Service Center (Unit 26165) (FANCYBEAR)Political-EspionageExploitive Exploitation of Application ServerPolish Foreign MinistryPOL POL Poland High income

1/30/2017 UndeterminedFinancial Disruptive Data AttackRomantik Seehotel JaegerwirtAUT AUT Austria High income

1/29/2017 OurMine UndeterminedDisruptive Message ManipulationCNN Politics Facebook pageUSA USA United States of AmericaHigh income

1/29/2017 OurMine UndeterminedDisruptive Message ManipulationCNN International Facebook pageUSA USA United States of AmericaHigh income

1/29/2017 OurMine UndeterminedDisruptive Message ManipulationCNN Facebook pageUSA USA United States of AmericaHigh income

1/28/2017 OurMine UndeterminedDisruptive Message ManipulationWWE Tumblr pageUSA USA United States of AmericaHigh income

1/28/2017 OurMine UndeterminedDisruptive Message ManipulationTriple H Twitter accountUSA USA United States of AmericaHigh income

1/28/2017 OurMine UndeterminedDisruptive Message ManipulationJohn Cena Twitter accountUSA USA United States of AmericaHigh income

1/28/2017 OurMine UndeterminedDisruptive Message ManipulationWWE Summer Slam Twitter accountUSA USA United States of AmericaHigh income

1/28/2017 OurMine UndeterminedDisruptive Message ManipulationWWE Network Twitter accountUSA USA United States of AmericaHigh income

1/28/2017 OurMine UndeterminedDisruptive Message ManipulationWWE NXT Twitter accountUSA USA United States of AmericaHigh income

1/28/2017 UndeterminedFinancial Disruptive External Denial of ServiceEmsisoft AUT AUT Austria High income

1/28/2017 OurMine UndeterminedDisruptive Message ManipulationWWE Universe Twitter accountUSA USA United States of AmericaHigh income

1/27/2017 UndeterminedFinancial Disruptive Data AttackD.C. PoliceUSA USA United States of AmericaHigh income

1/27/2017 UndeterminedUndeterminedExploitive Exploitation of Application ServerAustralian Nuclear Science and Technology Organisation (ANSTO)AUS AUS Australia High income

1/27/2017 UndeterminedFinancial Exploitive Exploitation of Application ServerPrinceton Pain ManagementUSA USA United States of AmericaHigh income

1/27/2017 UndeterminedFinancial Exploitive Exploitation of End HostsSunrun USA USA United States of AmericaHigh income

1/26/2017 UndeterminedFinancial Disruptive Data AttackCockrell Hill PoliceUSA USA United States of AmericaHigh income

1/26/2017 UndeterminedUndeterminedExploitive Exploitation of Application ServerGrey Eagle Resort and CasinoUSA USA United States of AmericaHigh income

1/26/2017 UndeterminedFinancial Exploitive Exploitation of End HostsCampbell County HealthUSA USA United States of AmericaHigh income

1/26/2017 UndeterminedFinancial Exploitive Exploitation of Application ServerOdessa School DistrictUSA USA United States of AmericaHigh income

1/26/2017 UndeterminedFinancial Exploitive Exploitation of Application ServerHigh FidelityUSA USA United States of AmericaHigh income

1/26/2017 Chipher0007UndeterminedExploitive Exploitation of Application ServerAlphaBay 999 UndeterminedUndetermined#N/A

1/26/2017 UndeterminedFinancial Disruptive External Denial of ServiceHong Kong securities brokersCHN CHN China Upper middle income

1/26/2017 GRU 85th Main Special Service Center (Unit 26165) (FANCYBEAR)Political-EspionageExploitive Exploitation of Application ServerUnnamed TV station in the UKGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

1/25/2017 UndeterminedFinancial Exploitive Exploitation of Application ServereYou.com CHN CHN China Upper middle income

1/25/2017 UndeterminedFinancial Exploitive Exploitation of Application ServerSohu.com CHN CHN China Upper middle income

1/25/2017 UndeterminedFinancial Exploitive Exploitation of Application ServerSina.com.cnCHN CHN China Upper middle income

1/25/2017 UndeterminedFinancial Exploitive Exploitation of Application ServerSina.com CHN CHN China Upper middle income

1/25/2017 UndeterminedFinancial Exploitive Exploitation of Application Server163.net CHN CHN China Upper middle income

1/25/2017 UndeterminedFinancial Exploitive Exploitation of Application ServerTom.com CHN CHN China Upper middle income

1/25/2017 UndeterminedFinancial Exploitive Exploitation of Application ServerQQ.com CHN CHN China Upper middle income

1/25/2017 UndeterminedFinancial Exploitive Exploitation of Application ServerYeah.net CHN CHN China Upper middle income

1/25/2017 UndeterminedFinancial Exploitive Exploitation of Application Server163.com CHN CHN China Upper middle income

1/25/2017 UndeterminedFinancial Exploitive Exploitation of Application Server126.com CHN CHN China Upper middle income

1/25/2017 Four TeenagersFinancial Disruptive Data AttackShoppers StopIND IND India Lower middle income

1/25/2017 Four TeenagersFinancial Disruptive Data AttackMyntra IND IND India Lower middle income

1/25/2017 Four TeenagersFinancial Disruptive Data AttackDomino's PizzaIND IND India Lower middle income

1/25/2017 Four TeenagersFinancial Disruptive Data AttackAmazon IND IND India Lower middle income

1/25/2017 Four TeenagersFinancial Disruptive Data AttackFlipkart IND IND India Lower middle income

1/25/2017 UndeterminedPolitical-EspionageExploitive Exploitation of Application ServerSwedish Armed ForcesSWE SWE Sweden High income

1/25/2017 UndeterminedFinancial Exploitive Exploitation of End HostsArgyle school districtUSA USA United States of AmericaHigh income

1/25/2017 UndeterminedFinancial Exploitive Exploitation of Application ServerNetEase Inc.CHN CHN China Upper middle income

1/25/2017 Four TeenagersFinancial Disruptive Data AttackMakeMyTripIND IND India Lower middle income

1/25/2017 UndeterminedFinancial Exploitive Exploitation of Application ServerU.S. CellularUSA USA United States of AmericaHigh income

1/25/2017 UndeterminedFinancial Disruptive External Denial of ServiceDr. Web RUS RUS Russian FederationUpper middle income

1/24/2017 UndeterminedUndeterminedExploitive Exploitation of Application ServerCounty websites of the Wisconsin Democratic PartyUSA USA United States of AmericaHigh income

1/23/2017 UndeterminedFinancial Exploitive Exploitation of End HostsTipton County SchoolsUSA USA United States of AmericaHigh income



1/23/2017 UndeterminedFinancial Exploitive Exploitation of Application ServerXP Investimentos SABRA BRA Brazil Upper middle income

1/23/2017 UndeterminedFinancial Disruptive External Denial of ServiceLloyds BankGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

1/23/2017 UndeterminedUndeterminedDisruptive Message ManipulationWCHQ 100.9 FMUSA USA United States of AmericaHigh income

1/23/2017 OurMine UndeterminedDisruptive Message ManipulationNew York Times Video Twitter Account (@nytvideo)USA USA United States of AmericaHigh income

1/21/2017 UndeterminedFinancial Disruptive Data AttackRacingpulse.inIND IND India Lower middle income

1/21/2017 UndeterminedUndeterminedDisruptive External Denial of ServiceSundance Film FestivalUSA USA United States of AmericaHigh income

1/21/2017 UndeterminedFinancial Exploitive Exploitation of Application ServerOhio State Veterinary Medical CenterUSA USA United States of AmericaHigh income

1/21/2017 UndeterminedUndeterminedDisruptive Message ManipulationBBC Northampton Twitter account (@BBCNorthampton)GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

1/21/2017 Sc0rp10nGh0s7UndeterminedExploitive Exploitation of Application Serverwww.nari-icmr.res.inIND IND India Lower middle income

1/20/2017 UndeterminedFinancial Disruptive Data AttackSt. Louis Public LibraryUSA USA United States of AmericaHigh income

1/20/2017 UndeterminedFinancial Exploitive Exploitation of SensorsBowlmor AMFUSA USA United States of AmericaHigh income

1/18/2017 UndeterminedFinancial Exploitive Exploitation of SensorsPOPEYESUSA USA United States of AmericaHigh income

1/18/2017 UndeterminedFinancial Exploitive Exploitation of End HostsCollege students across the United StatesUSA USA United States of AmericaHigh income

1/17/2017 UndeterminedPolitical-EspionageExploitive Exploitation of End HostsLaptop belonging to the special investigation team probing President Park Geun-hye's political scandalKOR KOR Korea (the Republic of)High income

1/17/2017 UndeterminedFinancial Exploitive Exploitation of Application ServerSupercell FIN FIN Finland High income

1/17/2017 UndeterminedUndeterminedExploitive Exploitation of Application ServerChannel OneRUS RUS Russian FederationUpper middle income

1/17/2017 UndeterminedFinancial Disruptive Internal Denial of ServiceAdvanced Flexible Composites Inc.USA USA United States of AmericaHigh income

1/16/2017 UndeterminedFinancial Exploitive Exploitation of Application ServerSentara HealthcareUSA USA United States of AmericaHigh income

1/16/2017 UndeterminedUndeterminedExploitive Exploitation of Application ServerBarts Health TrustGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

1/16/2017 UndeterminedFinancial Exploitive Exploitation of Application ServerMrExcel.comUSA USA United States of AmericaHigh income

1/16/2017 UndeterminedFinancial Disruptive Message Manipulation,Data AttackThree Indian banksIND IND India Lower middle income

1/15/2017 UndeterminedUndeterminedDisruptive Message ManipulationIHOP (International House of Pancakes)USA USA United States of AmericaHigh income

1/15/2017 UndeterminedFinancial Exploitive Exploitation of Application ServerDracut Public SchoolsUSA USA United States of AmericaHigh income

1/14/2017 Kapustkiy Protest Exploitive Exploitation of Application Servergdc.gob.veVEN VEN Venezuela (Bolivarian Republic of)Upper middle income

1/13/2017 UndeterminedFinancial Exploitive Exploitation of Application ServerUniversity of Maryland School of MedicineUSA USA United States of AmericaHigh income

1/12/2017 UndeterminedUndeterminedExploitive Exploitation of Application ServerCellebrite ISR ISR Israel High income

1/12/2017 UndeterminedFinancial Exploitive Exploitation of Application ServerGeneral MotorsUSA USA United States of AmericaHigh income

1/11/2017 Giulio Occhionero; Francesca Maria OcchioneroUndeterminedExploitive Exploitation of Application ServerMario MontiITA ITA Italy High income

1/11/2017 The Dark OverlordFinancial Exploitive Exploitation of Application ServerLittle Red Door Cancer Services of East Central IndianaUSA USA United States of AmericaHigh income

1/11/2017 Giulio Occhionero; Francesca Maria OcchioneroUndeterminedExploitive Exploitation of Application ServerMatteo RenziITA ITA Italy High income

1/11/2017 UndeterminedFinancial Disruptive Data AttackKanawha County SchoolsUSA USA United States of AmericaHigh income

1/11/2017 UndeterminedFinancial Exploitive Exploitation of Application ServerJabbim CZE CZE Czechia High income

1/11/2017 Giulio Occhionero; Francesca Maria OcchioneroUndeterminedExploitive Exploitation of Application ServerMario DraghiITA ITA Italy High income

1/11/2017 Giulio Occhionero; Francesca Maria OcchioneroUndeterminedExploitive Exploitation of Application ServerGrand master of Italy's biggest lodgeITA ITA Italy High income

1/10/2017 AnonymousProtest Exploitive Exploitation of Application ServerThai governmental job portalTHA THA Thailand Upper middle income

1/10/2017 UndeterminedFinancial Disruptive Data AttackSusan M. Hughes Center (hughescenter.net)USA USA United States of AmericaHigh income

1/10/2017 UndeterminedFinancial Disruptive Data AttackThe Los Angeles Valley College (LAVC)USA USA United States of AmericaHigh income

1/9/2017 UndeterminedFinancial Exploitive Exploitation of Application Serverhttp://forumserver.twoplustwo.comUSA USA United States of AmericaHigh income

1/8/2017 UndeterminedFinancial Exploitive Exploitation of Application Serveresea.net USA USA United States of AmericaHigh income

1/7/2017 UndeterminedFinancial Disruptive Data AttackPrinceton UniversityUSA USA United States of AmericaHigh income

1/7/2017 UndeterminedUndeterminedDisruptive Internal Denial of ServiceMJ FreewayUSA USA United States of AmericaHigh income

1/6/2017 CyberwolfgangUndeterminedDisruptive Message ManipulationSquare Enix's European Twitter Account (@SQUARE_ENIX_EU)JPN JPN Japan High income

1/6/2017 Kapustkiy Protest Exploitive Exploitation of Application Serveresguarnacpuntademata.mil.veVEN VEN Venezuela (Bolivarian Republic of)Upper middle income

1/6/2017 UndeterminedFinancial Exploitive Exploitation of End HostsArizona Department of AdministrationUSA USA United States of AmericaHigh income

1/6/2017 UndeterminedUndeterminedDisruptive External Denial of Service123-Reg GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

1/5/2017 UndeterminedFinancial Exploitive Exploitation of Application Server,Exploitation of End HostsUniversity of AlbertaCAN CAN Canada High income

1/4/2017 Kuroi'SH UndeterminedDisruptive Message Manipulation,External Denial of Servicegoogle.com.brBRA BRA Brazil Upper middle income

1/4/2017 UndeterminedFinancial Disruptive Data AttackEmory Brain Health CenterUSA USA United States of AmericaHigh income

1/4/2017 UndeterminedFinancial Exploitive Exploitation of Application ServerNorthside Independent School DistrictUSA USA United States of AmericaHigh income

1/2/2017 AnonymousProtest Disruptive Message ManipulationVictorian Equal Opportunity & Human Rights CommissionGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

1/1/2017 CyberZeistUndeterminedExploitive Exploitation of Application ServerFBI USA USA United States of AmericaHigh income

######## Gh0s7 Protest Exploitive Exploitation of Application ServerThailand's National Statistical Office (nso.go.th)THA THA Thailand Upper middle income

######## OurMine UndeterminedDisruptive Message ManipulationNat Geo Photography Twitter Account (@NatGeoPhotos)USA USA United States of AmericaHigh income

######## UndeterminedUndeterminedDisruptive Physical AttackTurkish Energy MinistryTUR Turkey Turkey Upper middle income

######## Shin0bi_H4x0rUndeterminedDisruptive Message ManipulationPhilippine Military (army.mil.ph)PHL PHL PhilippinesLower middle income



######## UndeterminedUndeterminedExploitive Exploitation of Application ServerPakWheelsPAK PAK Pakistan Lower middle income

######## UndeterminedUndeterminedDisruptive External Denial of ServiceDrudge ReportUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerTopps USA USA United States of AmericaHigh income

######## AnonymousProtest Disruptive Message ManipulationBilderberg Group999 UndeterminedUndetermined#N/A

######## FSB 18th¬†Center for Information Security (Berserk Bear); GRU Unit 26165 (FANCY BEAR)Political-EspionageExploitive Exploitation of Application Server,Exploitation of End HostsDemocratic National CommitteeUSA USA United States of AmericaHigh income

######## GRU 85th Main Special Service Center (Unit 26165) (FANCYBEAR)Political-EspionageExploitive Exploitation of Application ServerOSCE (Organization for Security and Co-operation in Europe)FIN FIN Finland High income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerState's Division of Public Behavioral Health (DPBH)USA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of SensorsIntercontinental Hotel Group (IHG)USA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerSouthcentral Foundation (southcentralfoundation.com)USA USA United States of AmericaHigh income

######## UndeterminedUndeterminedDisruptive External Denial of ServiceExtraTorrentUSA USA United States of AmericaHigh income

######## The Dark OverlordUndeterminedExploitive Exploitation of Application ServerDRI Title & EscrowUSA USA United States of AmericaHigh income

######## The Dark OverlordFinancial Exploitive Exploitation of Application ServerGS Polymers, Inc.USA USA United States of AmericaHigh income

######## AnonymousProtest Disruptive External Denial of ServiceThai Police OfficeTHA THA Thailand Upper middle income

######## AnonymousProtest Disruptive External Denial of ServiceMinistry of Tourism and SportsTHA THA Thailand Upper middle income

######## AnonymousProtest Mixed Exploitation of Application Server,Message ManipulationThai LA consulate (thaiconsulatela.org)USA USA United States of AmericaHigh income

######## OurMine UndeterminedDisruptive Message ManipulationOfficial Sony Music Global Twitter Account (@SonyMusicGlobal)USA USA United States of AmericaHigh income

######## Kapustkiy UndeterminedExploitive Exploitation of Application ServerRussian Visa Center in the US (ils-us.com)USA USA United States of AmericaHigh income

######## Kapustkiy; Cryptolulz666UndeterminedExploitive Exploitation of Application ServerDutch Chamber of Commerce in Hong Kong (dutchchamber.hk)CHN CHN China Upper middle income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerKeepKey USA USA United States of AmericaHigh income

######## Cryptolulz666; EvoIsGodUndeterminedExploitive Exploitation of Application ServerThe Standard Hong Kong (thestandard.com.hk)CHN CHN China Upper middle income

######## GRU 85th Main Special Service Center (Unit 26165) (FANCYBEAR)Political-EspionageExploitive Exploitation of End HostsUkrainian Artillery UnitsUKR UKR Ukraine Lower middle income

######## Phantom Squad; @cripthepoodleUndeterminedDisruptive External Denial of ServiceOrigin USA USA United States of AmericaHigh income

######## Phantom Squad; @cripthepoodleUndeterminedDisruptive External Denial of ServiceSteam USA USA United States of AmericaHigh income

######## AnonymousProtest Exploitive Exploitation of Application ServerThai Navy THA THA Thailand Upper middle income

######## AnonymousProtest Exploitive Exploitation of Application ServerThai Ministry of Foreign AffairsTHA THA Thailand Upper middle income

######## UndeterminedPolitical-EspionageExploitive Exploitation of End HostsLithuania LTU LTU Lithuania High income

######## CyberZeistUndeterminedExploitive Exploitation of Application ServerFBI USA USA United States of AmericaHigh income

######## Kapustkiy UndeterminedExploitive Exploitation of Application ServerCosta Rica Embassy in China (costaricaembassycn.com)CRI CRI Costa RicaUpper middle income

######## OurMine UndeterminedDisruptive Message ManipulationOfficial Twitter account of Marvel (@Marvel)USA USA United States of AmericaHigh income

######## Team Pak Cyber AttackerUndeterminedDisruptive Message ManipulationOfficial Google Bangladesh Domain (google.bd)BGD BGD BangladeshLower middle income

######## R.I.U. Star PatrolUndeterminedDisruptive External Denial of ServiceTumblr USA USA United States of AmericaHigh income

######## AnonymousProtest Mixed Exploitation of Application Server,External Denial of ServiceThai Ministry of DefenceTHA THA Thailand Upper middle income

######## AnonymousProtest Mixed Exploitation of Application Server,External Denial of ServiceThai Ministry of Information and Communication TechnologyTHA THA Thailand Upper middle income

######## UndeterminedFinancial Exploitive Exploitation of Application Server,Exploitation of End HostsHyundai ISR ISR Israel High income

######## UndeterminedUndeterminedExploitive Exploitation of Application ServerUniversity of Nebraska-Lincoln (UNL)USA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerEthereum 999 UndeterminedUndetermined#N/A

######## OurMine UndeterminedDisruptive Message ManipulationOfficial Twitter account of Netflix US (@netflix)USA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application Server,Exploitation of End HostsKia ISR ISR Israel High income

######## Kapustkiy UndeterminedExploitive Exploitation of Application ServerSlovak Chamber of Commerce, scci.skSVK SVK Slovakia High income

######## Cryptolulz666UndeterminedExploitive Exploitation of Application ServerIndian Institute of Technology Kharagpur (iitkgp.ac.in)IND IND India Lower middle income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerMiami Beach City Hall's Sun Trust BankUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerLynda.comUSA USA United States of AmericaHigh income

######## Kelvin OnaghinorUndeterminedExploitive Exploitation of Application ServerLos Angeles CountyUSA USA United States of AmericaHigh income

######## Phantom SquadUndeterminedDisruptive External Denial of ServiceEA Battlefield 1USA USA United States of AmericaHigh income

######## The Dark OverlordFinancial Exploitive Exploitation of Application Server,Exploitation of End HostsPrecon ProductsUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerPayAsUGymGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

######## Cryptolulz666UndeterminedDisruptive External Denial of ServiceRussian Federal Drug Control Service Liquidation Commission (fskn.gov.ru)RUS RUS Russian FederationUpper middle income

######## Cryptolulz666UndeterminedDisruptive External Denial of Serviceitaliastartupvisa.mise.gov.itITA ITA Italy High income

######## Cryptolulz666UndeterminedDisruptive External Denial of ServiceRussian Federation Drug Control ServiceRUS RUS Russian FederationUpper middle income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerSummit Reinsurance Services Inc.USA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerBleacher ReportUSA USA United States of AmericaHigh income

######## GRU Unit 74455 (SANDWORM)Sabotage Disruptive Physical AttackUkrenergo UKR UKR Ukraine Lower middle income

######## UndeterminedSabotage Mixed Exploitation of Application Server,Internal Denial of ServiceDepartment of DefenseUSA USA United States of AmericaHigh income

######## Kapustkiy UndeterminedExploitive Exploitation of Application ServerOfficial website of the Russian National Visa Bureau in the Netherlands (rnvb.nl)RUS RUS Russian FederationUpper middle income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerElection Assistance CommissionUSA USA United States of AmericaHigh income



######## GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Sabotage Mixed Exploitation of Application Server,Data Attack,Exploitation of End HostUndisclosed Ukrainian banksUKR UKR Ukraine Lower middle income

######## Cryptolulz666UndeterminedExploitive Exploitation of Application ServerEmbassy of Russia in ArmeniaRUS RUS Russian FederationUpper middle income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerFrederick County Public SchoolsUSA USA United States of AmericaHigh income

######## UndeterminedSabotage Disruptive External Denial of ServiceUkraine's Ministry of DefenceUKR UKR Ukraine Lower middle income

######## Kapustkiy UndeterminedExploitive Exploitation of Application Serverambru.nl RUS RUS Russian FederationUpper middle income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerKFC GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

12/9/2016 Legion UndeterminedDisruptive Message ManipulationRavish KumaIND IND India Lower middle income

12/9/2016 Legion UndeterminedDisruptive Message ManipulationBarkha DuttIND IND India Lower middle income

12/9/2016 UndeterminedPolitical-EspionageExploitive Exploitation of End HostsEtana HabteGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

12/9/2016 Legion UndeterminedMixed Exploitation of Application Server,Message ManipulationVijay MallyaIND IND India Lower middle income

12/8/2016 UndeterminedFinancial Exploitive Exploitation of Application ServerAkbank TUR Turkey Turkey Upper middle income

12/8/2016 UndeterminedFinancial Exploitive Exploitation of Application ServerKagoya JPN JPN Japan High income

12/8/2016 UndeterminedIndustrial-EspionageExploitive Exploitation of Application ServerThyssenKruppDEU DEU Germany High income

12/7/2016 Kapustkiy; Kasimierz LUndeterminedExploitive Exploitation of Application ServerArgentinian Ministry of Industry (Ministerio de Produccion, produccion.gob.ar)ARG ARG Argentina Upper middle income

12/7/2016 UndeterminedUndeterminedExploitive Exploitation of Application ServerUS law firmsUSA USA United States of AmericaHigh income

12/6/2016 UndeterminedUndeterminedDisruptive Message ManipulationUkrainian Ministry of FinanceUKR UKR Ukraine Lower middle income

12/6/2016 UndeterminedUndeterminedDisruptive Message ManipulationState Treasury Service of UkraineUKR UKR Ukraine Lower middle income

12/6/2016 UndeterminedPolitical-EspionageExploitive Exploitation of Application ServerSouth Korean Cyber CommandKOR KOR Korea (the Republic of)High income

12/6/2016 UndeterminedFinancial Exploitive Exploitation of Application ServerUniversity of Wisconsin-Madison Law SchoolUSA USA United States of AmericaHigh income

12/6/2016 UndeterminedUndeterminedDisruptive External Denial of ServiceVTB RUS RUS Russian FederationUpper middle income

12/6/2016 UndeterminedFinancial Exploitive Exploitation of Application Server,Exploitation of End HostsBo Shen CHN CHN China Upper middle income

12/5/2016 UndeterminedUndeterminedExploitive Exploitation of Application ServerDailyMotionFRA FRA France High income

12/5/2016 UndeterminedUndeterminedExploitive Exploitation of Network InfrastructureEir TelecomIRL IRL Ireland High income

12/5/2016 Jonathan LyFinancial Exploitive Exploitation of Application Server,Exploitation of End HostsExpedia USA USA United States of AmericaHigh income

12/4/2016 Kapustkiy UndeterminedExploitive Exploitation of Application ServerNational Assembly of Ecuador (asambleanacional.gob.ec)ECU ECU Ecuador Upper middle income

12/4/2016 UndeterminedUndeterminedDisruptive Message ManipulationIntercom Wireless Frequency System of McDonald's at the New Bern, N.CUSA USA United States of AmericaHigh income

12/3/2016 AppState LeaksUndeterminedExploitive Exploitation of Application ServerAppalachian State UniversityUSA USA United States of AmericaHigh income

12/2/2016 UndeterminedSabotage Disruptive Data AttackSaudi Arabian Monetary AgencySAU SAU Saudi ArabiaHigh income

12/2/2016 UndeterminedFinancial Exploitive Exploitation of Application ServerCentral Bank of RussiaRUS RUS Russian FederationUpper middle income

12/2/2016 Kapustkiy UndeterminedExploitive Exploitation of Application Servercatropaejb.com.veVEN VEN Venezuela (Bolivarian Republic of)Upper middle income

12/2/2016 Football LeaksUndeterminedExploitive Exploitation of Application ServerProfessional football players999 UndeterminedUndetermined#N/A

12/2/2016 UndeterminedUndeterminedExploitive Exploitation of Application ServerHealth SolutionsIND IND India Lower middle income

12/2/2016 UndeterminedFinancial Exploitive Exploitation of Application ServerShiseido Co.JPN JPN Japan High income

12/1/2016 UndeterminedProtest Disruptive Message ManipulationChannel 10ISR ISR Israel High income

12/1/2016 UndeterminedUndeterminedDisruptive External Denial of ServiceTalkTalk GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

12/1/2016 UndeterminedUndeterminedDisruptive External Denial of ServicePost OfficeGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

12/1/2016 UndeterminedProtest Disruptive Message ManipulationChannel 2 ISR ISR Israel High income

12/1/2016 UndeterminedSabotage Disruptive Data AttackSaudi Arabian Ministry of TransportationSAU SAU Saudi ArabiaHigh income

12/1/2016 UndeterminedSabotage Disruptive Data AttackGeneral Authority of Civil Aviation of Saudi ArabiaSAU SAU Saudi ArabiaHigh income

######## Legion UndeterminedDisruptive Message ManipulationRahul Gandhi Twitter accountIND IND India Lower middle income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerErasmus UniversityNLD NLD NetherlandsHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerThe National LotteryGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

######## UndeterminedFinancial Disruptive Data AttackThe Carleton UniversityCAN CAN Canada High income

######## UndeterminedUndeterminedDisruptive External Denial of ServiceDeutsche TelekomDEU DEU Germany High income

######## UndeterminedUndeterminedDisruptive External Denial of ServiceEuropean Commission999 UndeterminedUndetermined#N/A

######## cryptom27 Financial Disruptive Data AttackMuni (San Francisco's Transit System)USA USA United States of AmericaHigh income

######## UndeterminedUndeterminedExploitive Exploitation of Application Server,Exploitation of End HostsJapanese Defence MinistryJPN JPN Japan High income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerColumbia County School DistrictUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerValartis BankLIE LIE LiechtensteinHigh income

######## Kapustkiy UndeterminedExploitive Exploitation of Application ServerThe High Commission of FijiIND IND India Lower middle income

######## Kapustkiy UndeterminedExploitive Exploitation of Application ServerThe High Commission of GhanaIND IND India Lower middle income

######## Group_DmarSabotage Disruptive Message Manipulationcareers.kna.kw (official website of the Kuwaiti parliament)KWT KWT Kuwait High income

######## UndeterminedUndeterminedExploitive Exploitation of Application ServerQuest DiagnosticsUSA USA United States of AmericaHigh income

######## GRU 85th Main Special Service Center (Unit 26165) (FANCYBEAR)UndeterminedExploitive Exploitation of Application ServerUnited States Anti-Doping AgencyUSA USA United States of AmericaHigh income

######## UndeterminedUndeterminedExploitive Exploitation of Application ServerVascular Surgical AssociatesUSA USA United States of AmericaHigh income



######## UndeterminedUndeterminedExploitive Exploitation of End Hosts,Exploitation of Network InfrastructureAsk USA USA United States of AmericaHigh income

######## Gh0s7 UndeterminedExploitive Exploitation of Application ServerInstituto de la Funci√É¬É√Ü¬í√É¬Ü'√É¬É√¢¬Ä¬†'√É¬É√Ü¬í'√É¬É'√É¬Ç√Ç¬≥n Registral del Estado M√É¬É√Ü¬í√É¬Ü'√É¬É√¢¬Ä¬†'√É¬É√Ü¬í'√É¬É'√É¬Ç√Ç¬©xico (IFREM)MEX MEX Mexico Upper middle income

######## UndeterminedFinancial Exploitive Exploitation of Application Server,Exploitation of End HostsMailchimp USA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerDeliveroo GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

######## UndeterminedFinancial Exploitive Exploitation of SensorsMadison Square GardenUSA USA United States of AmericaHigh income

######## Kapustkiy; CyberZeistUndeterminedExploitive Exploitation of Application ServerHungarian Human Rights Foundation (hhrf.org)HUN HUN Hungary High income

######## UndeterminedFinancial Exploitive Exploitation of SensorsAtlantis, Paradise IslandBHS BHS Bahamas High income

######## UndeterminedUndeterminedDisruptive Message ManipulationTheCounterUSA USA United States of AmericaHigh income

######## Kapustkiy UndeterminedExploitive Exploitation of Application ServerEastern Indian Regional CouncilIND IND India Lower middle income

######## Kapustkiy UndeterminedExploitive Exploitation of Application Servermobilita.gov.itITA ITA Italy High income

######## UndeterminedUndeterminedExploitive Exploitation of Application ServerUSOC (United States Olympic Committee)USA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerThree MobileGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

######## Amn3s1a TeamUndeterminedExploitive Exploitation of Application ServerMega.nz NZL NZL New ZealandHigh income

######## UndeterminedUndeterminedDisruptive Message ManipulationCanadian army's public recruitment website (forces.ca)CAN CAN Canada High income

######## OurMine UndeterminedDisruptive Message ManipulationMark Zuckerberg's Pinterest accountUSA USA United States of AmericaHigh income

######## The Dark OverlordFinancial Exploitive Exploitation of Application ServerGorilla GlueUSA USA United States of AmericaHigh income

######## N.T.R. UndeterminedExploitive Exploitation of Application Servercivilsupplieskerala.gov (Kerala government's civil supplies department)IND IND India Lower middle income

######## Carbanak Financial Exploitive Exploitation of Application Server,Exploitation of End Hosts,Exploitation of SensorsThree unnamed firms in the hospitality sector999 UndeterminedUndetermined#N/A

######## Anthony ClarkFinancial Exploitive Exploitation of Application ServerFIFA Ultimate TeamUSA USA United States of AmericaHigh income

######## UndeterminedUndeterminedExploitive Exploitation of Application ServerAdultFriendFinder NetworksUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerMichigan State UniversityUSA USA United States of AmericaHigh income

######## ElSurveillanceProtest Exploitive Exploitation of Application Serverfreedateusa.comUSA USA United States of AmericaHigh income

######## CyberZeistUndeterminedExploitive Exploitation of Application ServerWindham County Sheriff's OfficeUSA USA United States of AmericaHigh income

######## ElSurveillanceProtest Exploitive Exploitation of Application Server24luv.com USA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of SensorsA&M LLC USA USA United States of AmericaHigh income

######## UndeterminedUndeterminedExploitive Exploitation of Application ServerCasino Rama ResortCAN CAN Canada High income

11/9/2016 UndeterminedUndeterminedDisruptive External Denial of ServiceNational Crime AgencyGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

11/8/2016 vimproductsFinancial Disruptive External Denial of ServiceAlfa-Bank RUS RUS Russian FederationUpper middle income

11/8/2016 vimproductsFinancial Disruptive External Denial of ServiceRosbank RUS RUS Russian FederationUpper middle income

11/8/2016 vimproductsFinancial Disruptive External Denial of ServiceBank of MoscowRUS RUS Russian FederationUpper middle income

11/8/2016 CyberZeistUndeterminedExploitive Exploitation of Application ServerAlaskan Elections Results website (elections.alaska.gov)USA USA United States of AmericaHigh income

11/8/2016 UndeterminedPersonal AttackDisruptive Message Manipulation,Data AttackYouTube account of Theo OgdenGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

11/8/2016 vimproductsFinancial Disruptive External Denial of ServiceMoscow ExchangeRUS RUS Russian FederationUpper middle income

11/7/2016 AnonymousProtest Disruptive External Denial of ServiceScotland Yard's website (content.met.police.uk)GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

11/7/2016 UndeterminedUndeterminedDisruptive External Denial of ServiceWikiLeaks 999 UndeterminedUndetermined#N/A

11/7/2016 UndeterminedUndeterminedDisruptive External Denial of ServiceCampaign website of Donald TrumpUSA USA United States of AmericaHigh income

11/7/2016 UndeterminedFinancial Exploitive Exploitation of Application ServerTesco BankGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

11/7/2016 UndeterminedUndeterminedDisruptive External Denial of ServiceCampaign website of Hillary ClintonUSA USA United States of AmericaHigh income

11/7/2016 UndeterminedUndeterminedDisruptive External Denial of Service,Physical AttackTwo properties in the city of LappeenrantaFIN FIN Finland High income

11/6/2016 Kapustkiy; Kasimierz LUndeterminedExploitive Exploitation of Application ServerEmbassys of India in RomaniaIND IND India Lower middle income

11/6/2016 Kapustkiy; Kasimierz LUndeterminedExploitive Exploitation of Application ServerEmbassy of India in MaliIND IND India Lower middle income

11/6/2016 Kapustkiy; Kasimierz LUndeterminedExploitive Exploitation of Application ServerEmbassy of India in MalawiIND IND India Lower middle income

11/6/2016 Kapustkiy; Kasimierz LUndeterminedExploitive Exploitation of Application ServerEmbassy of India in SwitzerlandIND IND India Lower middle income

11/6/2016 Kapustkiy; Kasimierz LUndeterminedExploitive Exploitation of Application ServerEmbassy of India in ItalyIND IND India Lower middle income

11/6/2016 Kapustkiy; Kasimierz LUndeterminedExploitive Exploitation of Application ServerEmbassy of India in LibyaIND IND India Lower middle income

11/6/2016 Kapustkiy; Kasimierz LUndeterminedExploitive Exploitation of Application ServerEmbassy of India in South AfricaIND IND India Lower middle income

11/6/2016 UndeterminedFinancial Exploitive Exploitation of Application ServerEast Baton Rouge Parish School SystemUSA USA United States of AmericaHigh income

11/6/2016 Kapustkiy UndeterminedExploitive Exploitation of Application ServerIndian Embassy - SwitzerlandCHE CHE SwitzerlandHigh income

11/6/2016 Kapustkiy UndeterminedExploitive Exploitation of Application ServerIndian Embassy - ItalyITA ITA Italy High income

11/6/2016 Kapustkiy UndeterminedExploitive Exploitation of Application ServerIndian Embassy - RomaniaROU ROM Romania High income

11/6/2016 Kapustkiy UndeterminedExploitive Exploitation of Application ServerIndian Embassy - MaliMLI MLI Mali Low income

11/6/2016 Kapustkiy UndeterminedExploitive Exploitation of Application ServerIndian Embassy - South AfricaZAF ZAF South AfricaUpper middle income

11/6/2016 Kapustkiy UndeterminedExploitive Exploitation of Application ServerIndian Embassy - LibyaLBY LBY Libya Upper middle income

11/6/2016 Kapustkiy UndeterminedExploitive Exploitation of Application ServerIndian Embassy - MalawaiMWI MWI Malawi Low income

11/6/2016 Kapustkiy UndeterminedExploitive Exploitation of Application ServerParaguay Embassy in TaiwanTWN TWN Taiwan (Province of China)High income



11/6/2016 Kapustkiy UndeterminedExploitive Exploitation of Application ServerIndian Embassy in New YorkUSA USA United States of AmericaHigh income

11/5/2016 UndeterminedFinancial Exploitive Exploitation of Application ServerSam's ClubUSA USA United States of AmericaHigh income

11/4/2016 UndeterminedFinancial Exploitive Exploitation of SensorsSentinel HotelUSA USA United States of AmericaHigh income

11/2/2016 UndeterminedFinancial Exploitive Exploitation of Application ServerCity of El PasoUSA USA United States of AmericaHigh income

11/2/2016 UndeterminedUndeterminedExploitive Exploitation of End HostsNew Zealand Nurses OrganizationNZL NZL New ZealandHigh income

11/2/2016 OurMine UndeterminedDisruptive Message ManipulationBusiness InsiderUSA USA United States of AmericaHigh income

11/2/2016 Jonathan PowellUndeterminedExploitive Exploitation of Application ServerPace UniversityUSA USA United States of AmericaHigh income

11/1/2016 UndeterminedUndeterminedExploitive Exploitation of Application ServerPageGroupGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

11/1/2016 United Cyber CaliphateSabotage Disruptive External Denial of ServiceRaqqa Telegram ChannelSYR SYR Syrian Arab RepublicLow income

######## UndeterminedUndeterminedExploitive Exploitation of Application ServerCity of DuluthUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Disruptive Data AttackNational Health Service's Lincolnshire and GooleGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

######## Anonymous (Poland)UndeterminedExploitive Exploitation of Application ServerBradley FoundationUSA USA United States of AmericaHigh income

######## CyberHuntaUndeterminedExploitive Exploitation of Application ServerVladislav SurkovRUS RUS Russian FederationUpper middle income

######## UndeterminedFinancial Exploitive Exploitation of End Hostsconverse.com.auAUS AUS Australia High income

######## Three Dutch hackers named Edwin, Mattijs and VictorUndeterminedExploitive Exploitation of End HostsDonald Trump's Twitter accountUSA USA United States of AmericaHigh income

######## UndeterminedUndeterminedExploitive Exploitation of End HostsUS Navy USA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerNets DNK DNK Denmark High income

######## UndeterminedUndeterminedExploitive Exploitation of Application ServerDomainToolsUSA USA United States of AmericaHigh income

######## Syrian Cyber ArmyProtest Disruptive External Denial of ServiceRTFB BEL BEL Belgium High income

######## Syrian Cyber ArmyProtest Disruptive External Denial of ServiceHet Belang van LimburgBEL BEL Belgium High income

######## Syrian Cyber ArmyProtest Disruptive External Denial of ServiceGazet van AntwerpenBEL BEL Belgium High income

######## Syrian Cyber ArmyProtest Disruptive External Denial of ServiceHet NieuwsbladBEL BEL Belgium High income

######## UndeterminedUndeterminedDisruptive External Denial of ServiceStarHub SGP SGP Singapore High income

######## Syrian Cyber ArmyProtest Disruptive External Denial of ServiceDe StandaardBEL BEL Belgium High income

######## UndeterminedUndeterminedDisruptive External Denial of ServiceStarHub SGP SGP Singapore High income

######## UndeterminedUndeterminedDisruptive External Denial of ServiceSony PlayStation NetworkJPN JPN Japan High income

######## UndeterminedPolitical-EspionageExploitive Exploitation of End HostsPakistan Government OfficialsPAK PAK Pakistan Lower middle income

######## UndeterminedUndeterminedExploitive Exploitation of Application ServerCity of MiddletownUSA USA United States of AmericaHigh income

######## UndeterminedUndeterminedDisruptive External Denial of ServiceDyn DNS USA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerAxis Bank IND IND India Lower middle income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerYES Bank IND IND India Lower middle income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerICICI BankIND IND India Lower middle income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerHFDC BankIND IND India Lower middle income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerState Bank of IndiaIND IND India Lower middle income

######## UndeterminedUndeterminedExploitive Exploitation of Application ServerWeebly USA USA United States of AmericaHigh income

######## GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Sabotage Exploitive Exploitation of Application ServerDemocratic National CommitteeUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerAxis Bank IND IND India Lower middle income

######## Peace UndeterminedExploitive Exploitation of Application ServerAdultFriendFinderUSA USA United States of AmericaHigh income

######## Revolver AKA 1x0123UndeterminedExploitive Exploitation of Application ServerAdultFriendFinderUSA USA United States of AmericaHigh income

######## UndeterminedUndeterminedExploitive Exploitation of Application ServerRedBus IND IND India Lower middle income

######## SCUWatchUndeterminedExploitive Exploitation of Application ServerUniversity of Santa Clara Office of Marketing and Communication (OMC)USA USA United States of AmericaHigh income

######## UndeterminedUndeterminedDisruptive Message ManipulationRoad signs in ChicagoUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of SensorsNoble House Hotels and ResortsUSA USA United States of AmericaHigh income

######## UndeterminedUndeterminedExploitive Exploitation of Application ServerEvony GamingUSA USA United States of AmericaHigh income

######## UndeterminedUndeterminedExploitive Exploitation of Application ServerPotter CountyUSA USA United States of AmericaHigh income

######## UndeterminedUndeterminedDisruptive Message Manipulation,Data AttackJohn Podesta's Twitter AccountUSA USA United States of AmericaHigh income

######## 0x2Taylor Financial Exploitive Exploitation of Application ServerModern Business Systems (MBS)USA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of SensorsVera BradleyUSA USA United States of AmericaHigh income

######## Odinaff groupFinancial Exploitive Exploitation of End Hosts,Exploitation of Data in TransitSWIFT 999 UndeterminedUndetermined#N/A

######## UndeterminedFinancial Disruptive External Denial of Service,Internal Denial of ServiceBlockchain.comLUX LUX LuxembourgHigh income

######## UndeterminedFinancial Disruptive External Denial of Service,Internal Denial of ServiceBlockchain.infoLUX LUX LuxembourgHigh income

######## UndeterminedPolitical-EspionageExploitive Exploitation of Application ServerRoman DobrokhotovRUS RUS Russian FederationUpper middle income

######## UndeterminedPolitical-EspionageExploitive Exploitation of Application ServerNikolay KavkazskyRUS RUS Russian FederationUpper middle income

######## UndeterminedPolitical-EspionageExploitive Exploitation of Application ServerAlexey ShlyapuzhnikovRUS RUS Russian FederationUpper middle income

######## UndeterminedPolitical-EspionageExploitive Exploitation of Application ServerAric Toler USA USA United States of AmericaHigh income



######## UndeterminedPolitical-EspionageExploitive Exploitation of Application ServerVera KichanovaRUS RUS Russian FederationUpper middle income

######## UndeterminedUndeterminedExploitive Exploitation of Application Server,Exploitation of End HostsUniversity of Toyama's Hydrogen Isotope Research CenterJPN JPN Japan High income

######## UndeterminedUndeterminedDisruptive UndeterminedUnnamed German nuclear power plantDEU DEU Germany High income

10/6/2016 UndeterminedUndeterminedExploitive Exploitation of Application Server,Exploitation of End HostsThe Clinton FoundationUSA USA United States of AmericaHigh income

10/6/2016 UndeterminedFinancial Exploitive Exploitation of Application ServerPont3 AUS AUS Australia High income

10/5/2016 OurMine Protest Disruptive Message ManipulationBuzzFeed USA USA United States of AmericaHigh income

10/4/2016 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Sabotage Exploitive Exploitation of Application ServerThe Clinton FoundationUSA USA United States of AmericaHigh income

10/4/2016 UndeterminedFinancial Exploitive Exploitation of Application Server,Exploitation of End Hostsstore.nrsc.govUSA USA United States of AmericaHigh income

10/4/2016 UndeterminedUndeterminedExploitive Exploitation of End HostsSpotify SWE SWE Sweden High income

10/2/2016 Peace AKA Peace_Of_MindPersonal AttackDisruptive Message Manipulationw0rm 999 UndeterminedUndetermined#N/A

10/1/2016 UndeterminedFinancial Exploitive Exploitation of Application ServerUniversity of Central FloridaUSA USA United States of AmericaHigh income

9/30/2016 Websites HunterUndeterminedExploitive Exploitation of Application Servernewseasims.comUSA USA United States of AmericaHigh income

9/30/2016 Russian hackersUndeterminedDisruptive External Denial of ServiceNewsweekUSA USA United States of AmericaHigh income

9/30/2016 UndeterminedUndeterminedDisruptive Message ManipulationLarge LED video screen billboard in South JakartaIDN IDN Indonesia Upper middle income

9/29/2016 UndeterminedUndeterminedExploitive Exploitation of Application ServerJive USA USA United States of AmericaHigh income

9/29/2016 pr0jekkt UndeterminedExploitive Exploitation of Application Serverfeverclan.comUSA USA United States of AmericaHigh income

9/29/2016 GRU 85th Main Special Service Center (Unit 26165) (FANCYBEAR)Sabotage Exploitive Exploitation of Application Server,Exploitation of End HostsBellingcat GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

9/27/2016 UndeterminedFinancial Disruptive Message ManipulationOver 100 US UniversitiesUSA USA United States of AmericaHigh income

9/27/2016 The Dark OverlordFinancial Exploitive Exploitation of End HostsWestPark CapitalUSA USA United States of AmericaHigh income

9/27/2016 Nathan Wyatt AKA Crafty CockneyFinancial Exploitive Exploitation of Application ServerPippa MiddletonGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

9/26/2016 RedHack Protest Exploitive Exploitation of Application Server,Exploitation of End HostsBerat AlbayrakTUR Turkey Turkey Upper middle income

9/26/2016 UndeterminedUndeterminedExploitive Exploitation of Application Serveri-dressup.comUSA USA United States of AmericaHigh income

9/26/2016 UndeterminedUndeterminedDisruptive External Denial of ServiceOVH FRA FRA France High income

9/25/2016 Monte Melkonian Cyber Army (MMCA)Protest Disruptive Message ManipulationMinistry of Foreign Affairs of AzerbaijanAZE AZE AzerbaijanUpper middle income

9/25/2016 Monte Melkonian Cyber Army (MMCA)Protest Disruptive Message ManipulationEmbassy of Azerbaijan in the NetherlandsAZE AZE AzerbaijanUpper middle income

9/25/2016 Monte Melkonian Cyber Army (MMCA)Protest Disruptive Message ManipulationEmbassy of Azerbaijan in QatarAZE AZE AzerbaijanUpper middle income

9/25/2016 Monte Melkonian Cyber Army (MMCA)Protest Disruptive Message ManipulationEmbassy of Azerbaijan in BulgariaAZE AZE AzerbaijanUpper middle income

9/24/2016 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Sabotage Exploitive Exploitation of Application ServerDemocratic Congressional Campaign CommitteeUSA USA United States of AmericaHigh income

9/23/2016 Bundeswehr's Computer Network Operations Unit (CNO)UndeterminedExploitive Exploitation of Network InfrastructureUnnamed Afghan mobile operatorAFG AFG AfghanistanLow income

9/23/2016 UndeterminedFinancial Exploitive Exploitation of Application Serverapple.afsmith.bmBMU BMU Bermuda High income

9/22/2016 DC Leaks Sabotage Exploitive Exploitation of Application Server,Exploitation of End HostsMichelle ObamaUSA USA United States of AmericaHigh income

9/22/2016 UndeterminedUndeterminedExploitive Exploitation of Application Serverfloridabar.orgUSA USA United States of AmericaHigh income

9/22/2016 The Dark OverlordFinancial Exploitive Exploitation of Application ServerPeachthree Orthopedic ClinicUSA USA United States of AmericaHigh income

9/22/2016 UndeterminedUndeterminedDisruptive External Denial of ServiceEthereum 999 UndeterminedUndetermined#N/A

9/22/2016 UndeterminedUndeterminedExploitive Exploitation of Application ServerYahoo! USA USA United States of AmericaHigh income

9/20/2016 UndeterminedUndeterminedExploitive Exploitation of Application Servermodaco.comGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

9/20/2016 UndeterminedFinancial Exploitive Exploitation of Application ServerH&L AustraliaAUS AUS Australia High income

9/20/2016 UndeterminedFinancial Exploitive Exploitation of End Hostsjustformen[.]comUSA USA United States of AmericaHigh income

9/19/2016 UndeterminedFinancial Exploitive Exploitation of Application ServerSaint Francis Health SystemUSA USA United States of AmericaHigh income

9/18/2016 PoodleCorpUndeterminedDisruptive External Denial of ServiceBlizzard's Battle.netUSA USA United States of AmericaHigh income

9/17/2016 MuslimLeets (aka Muj4hida)Protest Disruptive Message ManipulationArab and Muslim American Political Action CommitteeUSA USA United States of AmericaHigh income

9/17/2016 MuslimLeets (aka Muj4hida)Protest Disruptive Message ManipulationAmerican Muslim Leadership CouncilUSA USA United States of AmericaHigh income

9/17/2016 MuslimLeets (aka Muj4hida)Protest Disruptive Message ManipulationAmerican Human Rights CouncilUSA USA United States of AmericaHigh income

9/16/2016 UndeterminedFinancial Exploitive Exploitation of Application ServerSS&C TechnologiesUSA USA United States of AmericaHigh income

9/14/2016 GRU 85th Main Special Service Center (Unit 26165) (FANCYBEAR)UndeterminedExploitive Exploitation of Application ServerWorld Anti-Doping AgencyCAN CAN Canada High income

9/14/2016 UndeterminedFinancial Exploitive Exploitation of Application ServerSt. Francis Health SystemUSA USA United States of AmericaHigh income

9/14/2016 UndeterminedUndeterminedExploitive Exploitation of Application ServerEmpireminecraft.comUSA USA United States of AmericaHigh income

9/13/2016 UndeterminedUndeterminedExploitive Exploitation of Application ServerClixSense USA USA United States of AmericaHigh income

9/11/2016 B0yzTeamFinancial Mixed Exploitation of Application Server,Message ManipulationBremerton Housing Authority (bremertonhousing.org)USA USA United States of AmericaHigh income

9/10/2016 DayKalif UndeterminedExploitive Exploitation of Application ServerQIP.ru RUS RUS Russian FederationUpper middle income

9/9/2016 Aslan Neferler TimUndeterminedDisruptive External Denial of ServiceAustrian National Bank (OeNB.at)AUT AUT Austria High income

9/9/2016 UndeterminedUndeterminedExploitive Exploitation of Application ServerAlmelo.nl NLD NLD NetherlandsHigh income

9/9/2016 UndeterminedUndeterminedExploitive Exploitation of Application ServerVoIPTalk GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

9/9/2016 UndeterminedUndeterminedDisruptive External Denial of ServiceKrebsOnSecurityUSA USA United States of AmericaHigh income

9/9/2016 UndeterminedUndeterminedExploitive Exploitation of Application ServerEurekAlert! (eurekalert.org)USA USA United States of AmericaHigh income



9/8/2016 UndeterminedUndeterminedExploitive Exploitation of Application ServervDoS ISR ISR Israel High income

9/7/2016 UndeterminedSabotage Disruptive External Denial of ServiceProject on Crowdsourced Imagery Analysis (geo4nonpro.org)USA USA United States of AmericaHigh income

9/7/2016 UndeterminedFinancial Exploitive Exploitation of SensorsHutton HotelUSA USA United States of AmericaHigh income

9/7/2016 Aslan Neferler TimProtest UndeterminedUndeterminedVienna AirportAUT AUT Austria High income

9/6/2016 Unknown Nigerian attackersUndeterminedMixed Exploitation of Application Server,Data Attack,Internal Denial of ServiceSan Francisco Exploratorium MuseumUSA USA United States of AmericaHigh income

9/6/2016 UndeterminedUndeterminedExploitive Exploitation of Application ServerUniversity of AlaskaUSA USA United States of AmericaHigh income

9/6/2016 DayKalif UndeterminedExploitive Exploitation of Application ServerRambler.ruRUS RUS Russian FederationUpper middle income

9/5/2016 UndeterminedUndeterminedExploitive Exploitation of Application ServerBrazzers USA USA United States of AmericaHigh income

9/3/2016 OurMine UndeterminedDisruptive Message ManipulationVariety USA USA United States of AmericaHigh income

9/3/2016 MyrotvoretsUndeterminedExploitive Exploitation of Application ServerUkrainian alleged pro-Russian JournalistsUKR UKR Ukraine Lower middle income

9/3/2016 Spain SquadFinancial Exploitive Exploitation of Application ServerTwitter USA USA United States of AmericaHigh income

9/2/2016 Anti-Armenia TeamUndeterminedExploitive Exploitation of Application ServerArmenian National Security ServiceARM ARM Armenia Upper middle income

9/2/2016 UndeterminedFinancial Exploitive Exploitation of Application ServerLightspeedCAN CAN Canada High income

9/2/2016 UndeterminedUndeterminedDisruptive External Denial of ServiceLinode USA USA United States of AmericaHigh income

9/1/2016 UndeterminedUndeterminedExploitive Exploitation of End Hosts,Exploitation of Network InfrastructureTransmission BitTorrent ClientUSA USA United States of AmericaHigh income

9/1/2016 Ghost SquadProtest Disruptive Message Manipulationaais.gov.afAFG AFG AfghanistanLow income

9/1/2016 Ghost SquadProtest Disruptive Message Manipulationarg.gov.af AFG AFG AfghanistanLow income

9/1/2016 Ghost SquadProtest Disruptive Message ManipulationBalkh Governor OfficeAFG AFG AfghanistanLow income

9/1/2016 Ghost SquadProtest Disruptive Message ManipulationAfghan Geodesy and Cartography Head OfficeAFG AFG AfghanistanLow income

9/1/2016 Ghost SquadProtest Disruptive Message ManipulationAfghanistan Railway AuthorityAFG AFG AfghanistanLow income

9/1/2016 Ministry of State Security's (MSS) Guangdong State Security Department (GSSD) (APT3)Political-EspionageExploitive Exploitation of Application Server,Exploitation of End Hosts2 Hong Kong government agenciesCHN CHN China Upper middle income

9/1/2016 Ghost SquadProtest Disruptive Message ManipulationAfghan Ministry of JusticeAFG AFG AfghanistanLow income

9/1/2016 UndeterminedFinancial Exploitive Exploitation of Application ServerUniversity of New MexicoUSA USA United States of AmericaHigh income

9/1/2016 UndeterminedUndeterminedExploitive Exploitation of Application ServerLast.fm GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

9/1/2016 Expl.oit AKA ExploitUndeterminedExploitive Exploitation of Application Serverexilemod.comDEU DEU Germany High income

9/1/2016 Ghost SquadProtest Disruptive Message ManipulationAfghan Cart CompanyAFG AFG AfghanistanLow income

9/1/2016 Ghost SquadProtest Disruptive Message ManipulationAfghan Civil Aviation AuthorityAFG AFG AfghanistanLow income

9/1/2016 Ghost SquadProtest Disruptive Message ManipulationAfghan Attorney General's OfficeAFG AFG AfghanistanLow income

9/1/2016 Ghost SquadProtest Disruptive Message ManipulationAfghan Ministry of Refugees and RepatriationsAFG AFG AfghanistanLow income

9/1/2016 Ghost SquadProtest Disruptive Message ManipulationAfghan Ministry of Foreign AffairsAFG AFG AfghanistanLow income

9/1/2016 Ghost SquadProtest Disruptive Message ManipulationAfghan Ministry of DefenseAFG AFG AfghanistanLow income

8/31/2016 Websites HunterUndeterminedExploitive Exploitation of Application ServerAl Zahra Private Medical Centre (alzahra.com)ARE ARE United Arab EmiratesHigh income

8/24/2016 Return Financial Exploitive Exploitation of Application Server,Exploitation of Data in Transitmanaliveinc.orgUSA USA United States of AmericaHigh income

8/22/2016 UndeterminedFinancial Exploitive Exploitation of Application ServerBaystate HealthUSA USA United States of AmericaHigh income

8/21/2016 Anonymous (Italia); Antisec-ItaliaProtest Disruptive Message ManipulationAzienda Ospedaliera Santa Maria clinicITA ITA Italy High income

8/21/2016 Anonymous (Italia); Antisec-ItaliaProtest Disruptive Message ManipulationNational Institute of HealthITA ITA Italy High income

8/21/2016 Anonymous (Italia); Antisec-ItaliaProtest Mixed Exploitation of Application Server,Message ManipulationASL TO2 state clinic in TorinoITA ITA Italy High income

8/21/2016 Anonymous (Italia); Antisec-ItaliaProtest Mixed Exploitation of Application Server,Message ManipulationClinic of the University of Naples Federico IIITA ITA Italy High income

8/17/2016 UndeterminedFinancial Exploitive Exploitation of Application ServerSage SoftwareGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

8/16/2016 Shadow BrokersUndeterminedExploitive Exploitation of Application ServerThe Equation GroupUSA USA United States of AmericaHigh income

8/15/2016 UndeterminedFinancial Exploitive Exploitation of SensorsHEI Hotels & ResortsUSA USA United States of AmericaHigh income

8/13/2016 UndeterminedUndeterminedExploitive Exploitation of Application ServerYulia Stepanova's WADA AccountRUS RUS Russian FederationUpper middle income

8/12/2016 Anonymous (Poland)UndeterminedExploitive Exploitation of Application ServerCourt of Arbitration for SportCHE CHE SwitzerlandHigh income

8/12/2016 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Sabotage Exploitive Exploitation of Application Server,Exploitation of End HostsDemocratic Congressional Campaign CommitteeUSA USA United States of AmericaHigh income

8/12/2016 Anonymous (Poland)UndeterminedExploitive Exploitation of Application ServerWorld Anti-Doping AgencyCHE CHE SwitzerlandHigh income

8/11/2016 Carbanak Financial Exploitive Exploitation of Application ServerUniwell USA USA United States of AmericaHigh income

8/11/2016 Carbanak Financial Exploitive Exploitation of Application ServerPAR TechnologyUSA USA United States of AmericaHigh income

8/11/2016 Carbanak Financial Exploitive Exploitation of Application ServerNavy ZebraUSA USA United States of AmericaHigh income

8/11/2016 UndeterminedUndeterminedDisruptive External Denial of Serviceswimming.org.auAUS AUS Australia High income

8/11/2016 UndeterminedUndeterminedExploitive Exploitation of Application ServerLinkedIn USA USA United States of AmericaHigh income

8/11/2016 Carbanak Financial Exploitive Exploitation of Application ServerCin7 USA USA United States of AmericaHigh income

8/11/2016 Carbanak Financial Exploitive Exploitation of Application ServerECRS USA USA United States of AmericaHigh income

8/10/2016 UndeterminedUndeterminedExploitive Exploitation of Application ServerAnderson CountyUSA USA United States of AmericaHigh income

8/10/2016 UndeterminedUndeterminedExploitive Exploitation of SensorsTexas familyUSA USA United States of AmericaHigh income

8/9/2016 UndeterminedUndeterminedDisruptive External Denial of ServiceAustralian Bureau of Statistics (abs.gov.au)AUS AUS Australia High income



8/9/2016 UndeterminedUndeterminedExploitive Exploitation of Application ServerBrant County Health UnitUSA USA United States of AmericaHigh income

8/8/2016 Carbanak Financial Exploitive Exploitation of Application Server,Exploitation of SensorsMICROS USA USA United States of AmericaHigh income

8/7/2016 OurMine UndeterminedDisruptive Message ManipulationTwitter account of Zach KleinUSA USA United States of AmericaHigh income

8/7/2016 New World Hackers (NWH)UndeterminedDisruptive External Denial of Servicemichaelphelps.comUSA USA United States of AmericaHigh income

8/7/2016 OurMine UndeterminedDisruptive Message ManipulationQuora account of Zach KleinUSA USA United States of AmericaHigh income

8/6/2016 OurMine UndeterminedDisruptive Message ManipulationAlexa Losey Twitter AccountUSA USA United States of AmericaHigh income

8/5/2016 Anonymous (Brazil)Protest Disruptive External Denial of ServiceThe official website of the Rio 2016 Olympics (rio2016.com)BRA BRA Brazil Upper middle income

8/5/2016 Anonymous (Brazil)Protest Disruptive External Denial of ServiceBrazil Olympic Committee COB (cob.org.br)BRA BRA Brazil Upper middle income

8/5/2016 Anonymous (Brazil)Protest Disruptive External Denial of ServiceBrazilian Ministry of Sport (esporte.gov.br)BRA BRA Brazil Upper middle income

8/5/2016 Anonymous (Brazil)Protest Disruptive External Denial of ServicePortal of the State Government of Rio de Janeiro (rj.gov.br)BRA BRA Brazil Upper middle income

8/5/2016 Anonymous (Brazil)Protest Exploitive Exploitation of End HostsBrazilian Triathlon Confederation (cbtri.org.br)BRA BRA Brazil Upper middle income

8/5/2016 Anonymous (Brazil)Protest Exploitive Exploitation of End HostsBrazilian Confederation of Boxing (cbboxe.com.br)BRA BRA Brazil Upper middle income

8/5/2016 Anonymous (Brazil)Protest Exploitive Exploitation of End HostsBrazilian Handball Confederation (brasilhandebol.com.br)BRA BRA Brazil Upper middle income

8/5/2016 Anonymous (Brazil)Protest Exploitive Exploitation of End HostsBrazilian Confederation of Modern Pentathlon (pentatlo.org.br)BRA BRA Brazil Upper middle income

8/5/2016 Anonymous (Brazil)Protest Exploitive Exploitation of End HostsThree Brazilian businessmenBRA BRA Brazil Upper middle income

8/5/2016 Anonymous (Brazil)Protest Exploitive Exploitation of End HostsPresident of the Brazilian Olympic CommitteeBRA BRA Brazil Upper middle income

8/5/2016 Anonymous (Brazil)Protest Exploitive Exploitation of End HostsBrazil's Minister of SportBRA BRA Brazil Upper middle income

8/5/2016 Anonymous (Brazil)Protest Exploitive Exploitation of End HostsGovernor of Rio de JaneiroBRA BRA Brazil Upper middle income

8/5/2016 Anonymous (Brazil)Protest Disruptive External Denial of ServiceThe official website of the federal government for the 2016 Games (brasil2016.gov.br)BRA BRA Brazil Upper middle income

8/5/2016 Anonymous (Brazil)Protest Exploitive Exploitation of End HostsMayor of Rio de JaneiroBRA BRA Brazil Upper middle income

8/5/2016 UndeterminedUndeterminedExploitive Exploitation of Application ServerThe Khronos Group (khronos.org)USA USA United States of AmericaHigh income

8/4/2016 UndeterminedPolitical-EspionageExploitive Exploitation of End HostsDepartment of Justice of the PhilippinesPHL PHL PhilippinesLower middle income

8/4/2016 UndeterminedUndeterminedExploitive Exploitation of Application ServerAn Garda S√É¬É√Ü¬í√É¬Ü'√É¬É√¢¬Ä¬†'√É¬É√Ü¬í'√É¬É'√É¬Ç√Ç¬≠och√É¬É√Ü¬í√É¬Ü'√É¬É√¢¬Ä¬†'√É¬É√Ü¬í'√É¬É'√É¬Ç√Ç¬°na (Irish Police)IRL IRL Ireland High income

8/4/2016 PoodleCorpUndeterminedDisruptive External Denial of ServicePlayStation Network999 UndeterminedUndetermined#N/A

8/4/2016 PoodleCorpUndeterminedDisruptive External Denial of ServiceGTAOnline 999 UndeterminedUndetermined#N/A

8/4/2016 Intsights Political-EspionageExploitive Exploitation of Application ServerIslamic State forum on the dark web999 UndeterminedUndetermined#N/A

8/3/2016 UndeterminedUndeterminedDisruptive Message ManipulationRomelu Lukaku's Instagram AccountBEL BEL Belgium High income

8/3/2016 PoodleCorpUndeterminedDisruptive External Denial of ServiceLeague of LegendsUSA USA United States of AmericaHigh income

8/3/2016 PoodleCorpUndeterminedDisruptive External Denial of ServiceBlizzard's Battle.netUSA USA United States of AmericaHigh income

8/2/2016 Rocket KittenPolitical-EspionageExploitive Exploitation of Application Server,Exploitation of Data in TransitIranian Telegram usersIRN IRN Iran (Islamic Republic of)Lower middle income

8/2/2016 Pravyy SectorUndeterminedExploitive Exploitation of Application ServerCentral Ohio Urology Group (centralohiourology.com)USA USA United States of AmericaHigh income

8/2/2016 UndeterminedFinancial Exploitive Exploitation of Application ServerBanner HealthUSA USA United States of AmericaHigh income

8/2/2016 PeggleCrewUndeterminedExploitive Exploitation of Application Server,Exploitation of End HostsFosshub (fosshub.com)USA USA United States of AmericaHigh income

8/2/2016 UndeterminedFinancial Exploitive Exploitation of Application ServerBitfinex CHN CHN China Upper middle income

8/2/2016 Zurael_sTzUndeterminedExploitive Exploitation of Application Serverparsiva.daba.co.irIRN IRN Iran (Islamic Republic of)Lower middle income

8/2/2016 UndeterminedUndeterminedDisruptive External Denial of Service123-Reg (123-reg.co.uk)GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

8/2/2016 UndeterminedPolitical-EspionageExploitive Exploitation of End HostsMukhtar Ablyazov's familyITA ITA Italy High income

8/2/2016 UndeterminedPolitical-EspionageExploitive Exploitation of End HostsBolat AtabayevDEU DEU Germany High income

8/2/2016 UndeterminedPolitical-EspionageExploitive Exploitation of End HostsPeter SahlasUSA USA United States of AmericaHigh income

8/2/2016 UndeterminedPolitical-EspionageExploitive Exploitation of End HostsAstolfo di AmatoITA ITA Italy High income

8/2/2016 UndeterminedPolitical-EspionageExploitive Exploitation of End HostsAlexander Petrushov999 UndeterminedUndetermined#N/A

8/2/2016 UndeterminedPolitical-EspionageExploitive Exploitation of End HostsIrina Petrushova 999 UndeterminedUndetermined#N/A

8/2/2016 Afzal FaizalUndeterminedMixed Exploitation of Application Server,Message ManipulationUnnamed Indian bankIND IND India Lower middle income

8/1/2016 Anonymous (Czech Republic); Anonymous (Slovakia)Protest Disruptive External Denial of ServiceWotan ForestCZE CZE Czechia High income

8/1/2016 Anonymous (Czech Republic); Anonymous (Slovakia)Protest Disruptive External Denial of ServiceUniles CZE CZE Czechia High income

8/1/2016 Anonymous (Czech Republic); Anonymous (Slovakia)Protest Disruptive External Denial of ServicePenam CZE CZE Czechia High income

8/1/2016 Anonymous (Czech Republic); Anonymous (Slovakia)Protest Disruptive External Denial of ServicePreol CZE CZE Czechia High income

8/1/2016 Anonymous (Czech Republic); Anonymous (Slovakia)Protest Disruptive External Denial of ServiceCepro CZE CZE Czechia High income

8/1/2016 Anonymous (Czech Republic); Anonymous (Slovakia)Protest Disruptive External Denial of ServiceHyza SVK SVK Slovakia High income

8/1/2016 NGB 3rd Technical Surveillance BureauPolitical-EspionageExploitive Exploitation of Application Server,Exploitation of End HostsSouth KoreaKOR KOR Korea (the Republic of)High income

8/1/2016 Anonymous (Czech Republic); Anonymous (Slovakia)Protest Disruptive External Denial of ServiceAgrofert CZE CZE Czechia High income

8/1/2016 UndeterminedFinancial Exploitive Exploitation of Application ServerChristians Against Poverty (capuk.org)GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

8/1/2016 UndeterminedFinancial Exploitive Exploitation of SensorsKimpton Hotels and RestaurantsUSA USA United States of AmericaHigh income

8/1/2016 Peace Financial Exploitive Exploitation of Application ServerYahoo! USA USA United States of AmericaHigh income

7/27/2016 UndeterminedPolitical-EspionageExploitive Exploitation of End HostsClaudio X. GonzlezMEX MEX Mexico Upper middle income



7/25/2016 UndeterminedUndeterminedExploitive Exploitation of Application ServerInterpark Corp.KOR KOR Korea (the Republic of)High income

7/15/2016 Pravyy SectorFinancial Exploitive Exploitation of Application ServerPoland's Defence MinistryPOL POL Poland High income

7/15/2016 ElSurveillanceProtest Exploitive Exploitation of Application ServerPinkDate.co.ukGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

7/15/2016 ElSurveillanceProtest Exploitive Exploitation of Application ServerAfrikaDating.comUSA USA United States of AmericaHigh income

7/15/2016 ElSurveillanceProtest Exploitive Exploitation of Application ServerAdultSingleSites.com.auAUS AUS Australia High income

7/14/2016 Guccifer 2.0Sabotage Exploitive Exploitation of Application ServerDemocratic National CommitteeUSA USA United States of AmericaHigh income

7/14/2016 UndeterminedUndeterminedExploitive Exploitation of Application Serverubuntuforums.orgZAF ZAF South AfricaUpper middle income

7/14/2016 UndeterminedFinancial Exploitive Exploitation of Application ServerSteemit USA USA United States of AmericaHigh income

7/14/2016 UndeterminedPolitical-EspionageExploitive Exploitation of End HostsFernando DovalMEX MEX Mexico Upper middle income

7/13/2016 UndeterminedUndeterminedExploitive Exploitation of Application Server,Exploitation of End HostsFederal Deposit Insurance Corporation (FDIC)USA USA United States of AmericaHigh income

7/12/2016 UndeterminedUndeterminedDisruptive Message Manipulation,External Denial of ServiceEast Avenue Medical CenterPHL PHL PhilippinesLower middle income

7/12/2016 UndeterminedUndeterminedDisruptive Message Manipulation,External Denial of ServiceManila City HallPHL PHL PhilippinesLower middle income

7/12/2016 UndeterminedUndeterminedDisruptive Message Manipulation,External Denial of ServiceNational Archives of the PhilippinesPHL PHL PhilippinesLower middle income

7/12/2016 SonnySpooksUndeterminedExploitive Exploitation of Application Serverfourdollarclick.comPAN PAN Panama High income

7/12/2016 SonnySpooksUndeterminedExploitive Exploitation of Application Serversevendollarclick.comPAN PAN Panama High income

7/12/2016 OurMine UndeterminedDisruptive External Denial of ServiceHSBC USA USA United States of AmericaHigh income

7/12/2016 UndeterminedUndeterminedDisruptive Message Manipulation,External Denial of ServiceKomisyon sa Wikang PilipinoPHL PHL PhilippinesLower middle income

7/12/2016 UndeterminedUndeterminedExploitive Exploitation of SensorsAnhui Women and Children Health HospitalCHN CHN China Upper middle income

7/12/2016 The Dark OverlordFinancial Exploitive Exploitation of Application ServerUnnamed healthcare software companyUSA USA United States of AmericaHigh income

7/12/2016 SonnySpooksUndeterminedExploitive Exploitation of Application Serverthreedollarclick.comPAN PAN Panama High income

7/12/2016 SonnySpooksUndeterminedExploitive Exploitation of Application Serveracparadise.comUSA USA United States of AmericaHigh income

7/12/2016 UndeterminedFinancial Exploitive Exploitation of SensorsTop Eight Banks in Taiwan including Bank of Taiwan, Chang Hwa Bank, First Bank.TWN TWN Taiwan (Province of China)High income

7/12/2016 OurMine UndeterminedDisruptive External Denial of ServiceHSBC GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

7/12/2016 SonnySpooksUndeterminedExploitive Exploitation of Application Serverpingpong.suRUS RUS Russian FederationUpper middle income

7/12/2016 UndeterminedUndeterminedExploitive Exploitation of Application ServerUK Network RailGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

7/12/2016 UndeterminedPolitical-EspionageExploitive Exploitation of End HostsLuis EncarnacinMEX MEX Mexico Upper middle income

7/12/2016 UndeterminedUndeterminedDisruptive Message Manipulation,External Denial of ServiceBangko Sentral ng PilipinasPHL PHL PhilippinesLower middle income

7/12/2016 UndeterminedUndeterminedDisruptive Message Manipulation,External Denial of ServicePhilippines' Presidential Management StaffPHL PHL PhilippinesLower middle income

7/12/2016 UndeterminedUndeterminedDisruptive Message Manipulation,External Denial of ServiceNational Disaster Risk Reduction and Management CouncilPHL PHL PhilippinesLower middle income

7/12/2016 UndeterminedUndeterminedDisruptive Message Manipulation,External Denial of ServiceMetropolitan Manila Development Authority (MMDA)PHL PHL PhilippinesLower middle income

7/12/2016 UndeterminedUndeterminedDisruptive Message Manipulation,External Denial of ServiceDepartment of Interior and Local Government of the PhilippinesPHL PHL PhilippinesLower middle income

7/12/2016 UndeterminedUndeterminedDisruptive Message Manipulation,External Denial of ServiceDepartment of Foreign Affairs of the PhilippinesPHL PHL PhilippinesLower middle income

7/12/2016 UndeterminedUndeterminedDisruptive Message Manipulation,External Denial of ServiceDepartment of National Defense of the PhilippinesPHL PHL PhilippinesLower middle income

7/11/2016 AnonymousUndeterminedExploitive Exploitation of Application ServerArmscor (armscor.co.za)ZAF ZAF South AfricaUpper middle income

7/11/2016 UndeterminedPolitical-EspionageExploitive Exploitation of End HostsDr. Simon BarqueraMEX MEX Mexico Upper middle income

7/10/2016 UndeterminedUndeterminedExploitive Exploitation of Application ServerDota 2 ForumUSA USA United States of AmericaHigh income

7/10/2016 UndeterminedFinancial Exploitive Exploitation of Application ServerShadi.comUSA USA United States of AmericaHigh income

7/8/2016 uid0 Financial Exploitive Exploitation of Application ServerA Best WebUSA USA United States of AmericaHigh income

7/8/2016 uid0 Financial Exploitive Exploitation of Application ServerdBforums USA USA United States of AmericaHigh income

7/8/2016 uid0 Financial Exploitive Exploitation of Application ServerHotScripts.comUSA USA United States of AmericaHigh income

7/8/2016 uid0 Financial Exploitive Exploitation of Application ServerMac ForumsUSA USA United States of AmericaHigh income

7/8/2016 OurMine UndeterminedDisruptive Message ManipulationMarissa Mayer Twitter accountUSA USA United States of AmericaHigh income

7/8/2016 OurMine UndeterminedDisruptive Message ManipulationJack Dorsey's Twitter accountUSA USA United States of AmericaHigh income

7/8/2016 UndeterminedUndeterminedExploitive Exploitation of Application ServerDatadog USA USA United States of AmericaHigh income

7/8/2016 uid0 Financial Exploitive Exploitation of Application ServerWeb Hosting TalkUSA USA United States of AmericaHigh income

7/8/2016 0x2Taylor UndeterminedExploitive Exploitation of Application ServerAmazon USA USA United States of AmericaHigh income

7/8/2016 UndeterminedPolitical-EspionageExploitive Exploitation of End HostsAlejandro CalvilloMEX MEX Mexico Upper middle income

7/8/2016 JokerStashFinancial Exploitive Exploitation of SensorsOmni HotelsUSA USA United States of AmericaHigh income

7/8/2016 UndeterminedUndeterminedMixed Exploitation of Application Server,Message ManipulationMunicipality of EdeNLD NLD NetherlandsHigh income

7/7/2016 0x2Taylor Protest Exploitive Exploitation of Application ServerBaton Rouge Police (brgov.com)USA USA United States of AmericaHigh income

7/7/2016 Pravyy SectorUndeterminedExploitive Exploitation of Application ServerNetia POL POL Poland High income

7/6/2016 UndeterminedUndeterminedDisruptive Message ManipulationTwitter Account for NASA's Kepler (@NASAKepler)USA USA United States of AmericaHigh income

7/6/2016 AnonymousProtest Disruptive External Denial of ServiceZimbabwe African National Union- Patriotic Front (ZANU-PF)ZWE ZWE Zimbabwe Lower middle income

7/6/2016 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Sabotage Exploitive Exploitation of Application ServerUS Democratic PartyUSA USA United States of AmericaHigh income

7/6/2016 OurMine UndeterminedDisruptive External Denial of ServiceWikiLeaks 999 UndeterminedUndetermined#N/A



7/6/2016 AnonymousProtest Disruptive External Denial of ServiceZimbabwe Broadcasting Corporation (zbc.co.zw)ZWE ZWE Zimbabwe Lower middle income

7/6/2016 AnonymousProtest Disruptive External Denial of ServiceZimbabwean government official website (zim.gov.zw)ZWE ZWE Zimbabwe Lower middle income

7/4/2016 UndeterminedUndeterminedExploitive Exploitation of Application ServerTrillian USA USA United States of AmericaHigh income

7/4/2016 PoodleCorpUndeterminedDisruptive Message ManipulationLeafyIsHere YouTube ChannelUSA USA United States of AmericaHigh income

7/1/2016 UndeterminedFinancial Exploitive Exploitation of Application Server,Exploitation of End Hosts,Exploitation of SensorsThree unnamed hospitals999 UndeterminedUndetermined#N/A

7/1/2016 aLem! UndeterminedDisruptive Message ManipulationOfficial website of the Arizona House of RepresentativesUSA USA United States of AmericaHigh income

7/1/2016 aLem! UndeterminedDisruptive Message ManipulationOfficial website of the State of ArizonaUSA USA United States of AmericaHigh income

7/1/2016 aLem! UndeterminedDisruptive Message ManipulationOfficial website of the Arizona State LegislatureUSA USA United States of AmericaHigh income

7/1/2016 hackermanfrischUndeterminedExploitive Exploitation of Application ServerSovereign Order of MaltaITA ITA Italy High income

7/1/2016 The Dark OverlordFinancial Exploitive Exploitation of Application ServerUnknown healthcare databaseUSA USA United States of AmericaHigh income

7/1/2016 UndeterminedUndeterminedExploitive Exploitation of Application Servertopbutton.comUSA USA United States of AmericaHigh income

7/1/2016 UndeterminedUndeterminedExploitive Exploitation of Application Servercrackingforum.com999 UndeterminedUndetermined#N/A

7/1/2016 UndeterminedUndeterminedExploitive Exploitation of End HostsMTN IrancellIRN IRN Iran (Islamic Republic of)Lower middle income

7/1/2016 UndeterminedUndeterminedExploitive Exploitation of Application Serverlibero.it ITA ITA Italy High income

7/1/2016 UndeterminedUndeterminedExploitive Exploitation of Application Serveroshoworld.comCAN CAN Canada High income

7/1/2016 UndeterminedFinancial Exploitive Exploitation of Application ServerDID Electrical (DID.ie)IRL IRL Ireland High income

7/1/2016 UndeterminedFinancial Exploitive Exploitation of Application Servertopcon.comJPN JPN Japan High income

6/30/2016 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Sabotage Exploitive Exploitation of Application ServerUS Democratic PartyUSA USA United States of AmericaHigh income

6/30/2016 UndeterminedUndeterminedExploitive Exploitation of End HostsUniversity of ReginaCAN CAN Canada High income

6/30/2016 UndeterminedFinancial Exploitive Exploitation of Application ServerPatterson Dental Supply IncUSA USA United States of AmericaHigh income

6/30/2016 UndeterminedFinancial Exploitive Exploitation of Application ServerMuslim MatchGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

6/29/2016 UndeterminedUndeterminedExploitive Exploitation of Application ServerWashington County Community Development AgencyUSA USA United States of AmericaHigh income

6/29/2016 UndeterminedFinancial Exploitive Exploitation of SensorsNoodles & CompanyUSA USA United States of AmericaHigh income

6/29/2016 UndeterminedFinancial Exploitive Exploitation of SensorsHard Rock Hotel and Casino Las VegasUSA USA United States of AmericaHigh income

6/29/2016 @Lid UndeterminedDisruptive Message ManipulationTwitter account of Brendan Iribe, CEO of virtual reality company OculusUSA USA United States of AmericaHigh income

6/29/2016 PoodleCorpUndeterminedDisruptive Message ManipulationLilly Singh's YouTube ChannelUSA USA United States of AmericaHigh income

6/29/2016 UndeterminedUndeterminedExploitive Exploitation of Application ServerWorld-Check DatabaseCAN CAN Canada High income

6/28/2016 The Dark OverlordFinancial Exploitive Exploitation of Application ServerMultiple healthcare databasesUSA USA United States of AmericaHigh income

6/27/2016 UndeterminedFinancial Exploitive Exploitation of Application ServerIRS.gov USA USA United States of AmericaHigh income

6/27/2016 OurMine UndeterminedDisruptive Message ManipulationTwitter account of Sundar Pichai, Google CEOUSA USA United States of AmericaHigh income

6/27/2016 UndeterminedFinancial Exploitive Exploitation of Application ServerDeutsche TelekomDEU DEU Germany High income

6/27/2016 UndeterminedUndeterminedDisruptive External Denial of ServiceUnnamed jewelry shop999 UndeterminedUndetermined#N/A

6/26/2016 The Dark OverlordFinancial Exploitive Exploitation of Application ServerUnnamed healthcare organization in the Central/Midwest USUSA USA United States of AmericaHigh income

6/26/2016 The Dark OverlordFinancial Exploitive Exploitation of Application ServerUnnamed healthcare organization in Atlanta, GAUSA USA United States of AmericaHigh income

6/26/2016 Nofawkx-al; Kkuq e ziUndeterminedDisruptive Message ManipulationSouth Yorkshire PoliceGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

6/26/2016 The Dark OverlordFinancial Exploitive Exploitation of Application ServerUnnamed healthcare organization in Farmington, MOUSA USA United States of AmericaHigh income

6/26/2016 UndeterminedFinancial Exploitive Exploitation of Application Serverlookbook.nuUSA USA United States of AmericaHigh income

6/25/2016 PoodleCorpUndeterminedDisruptive Message ManipulationRedmercy YouTube channelUSA USA United States of AmericaHigh income

6/25/2016 PoodleCorpUndeterminedDisruptive Message ManipulationWatchMojo YouTube channelUSA USA United States of AmericaHigh income

6/25/2016 UndeterminedFinancial Exploitive Exploitation of Application ServerUnnamed Ukrainian bankUKR UKR Ukraine Lower middle income

6/24/2016 UndeterminedFinancial Mixed Data Attack,Exploitation of End Hostjkanime.netMEX MEX Mexico Upper middle income

6/23/2016 UndeterminedUndeterminedDisruptive External Denial of ServiceOfficial website of Rep. Filemon VelaUSA USA United States of AmericaHigh income

6/23/2016 UndeterminedUndeterminedDisruptive External Denial of ServiceOfficial website of Rep. Jackie SpeierUSA USA United States of AmericaHigh income

6/23/2016 UndeterminedUndeterminedDisruptive External Denial of ServiceOfficial website of Rep. Ed PerlmutterUSA USA United States of AmericaHigh income

6/23/2016 UndeterminedUndeterminedDisruptive External Denial of ServiceOfficial website of Rep. Richard NealUSA USA United States of AmericaHigh income

6/23/2016 UndeterminedUndeterminedDisruptive External Denial of ServiceOfficial website of Rep. Jim McDermottUSA USA United States of AmericaHigh income

6/23/2016 UndeterminedUndeterminedDisruptive External Denial of ServiceOfficial website of Rep. John LarsonUSA USA United States of AmericaHigh income

6/23/2016 UndeterminedUndeterminedDisruptive External Denial of ServiceOfficial website of Rep. William KeatingUSA USA United States of AmericaHigh income

6/23/2016 UndeterminedUndeterminedDisruptive External Denial of ServiceOfficial website of Rep. Marcy KapturUSA USA United States of AmericaHigh income

6/23/2016 UndeterminedUndeterminedDisruptive External Denial of ServiceOfficial website of Rep. Alan GraysonUSA USA United States of AmericaHigh income

6/23/2016 UndeterminedUndeterminedDisruptive External Denial of ServiceOfficial website of Rep. Tulsi GabbardUSA USA United States of AmericaHigh income

6/23/2016 UndeterminedUndeterminedDisruptive External Denial of ServiceOfficial website of Rep. Sam FarrUSA USA United States of AmericaHigh income

6/23/2016 UndeterminedUndeterminedDisruptive External Denial of ServiceOfficial website of Rep. Donna EdwardsUSA USA United States of AmericaHigh income

6/23/2016 UndeterminedUndeterminedDisruptive External Denial of ServiceOfficial website of Rep. Tammy DuckworthUSA USA United States of AmericaHigh income

6/23/2016 UndeterminedUndeterminedDisruptive External Denial of ServiceOfficial website of Rep. Lloyd DoggettUSA USA United States of AmericaHigh income



6/23/2016 UndeterminedUndeterminedDisruptive External Denial of ServiceOfficial website of Rep. Rosa DeLauroUSA USA United States of AmericaHigh income

6/23/2016 UndeterminedUndeterminedDisruptive External Denial of ServiceOfficial website of Rep. John CarneyUSA USA United States of AmericaHigh income

6/23/2016 Ghost SquadProtest Exploitive Exploitation of Application Server2,347 US Army personalsUSA USA United States of AmericaHigh income

6/23/2016 UndeterminedUndeterminedDisruptive External Denial of ServiceOfficial website of Rep. Earl BlumenauerUSA USA United States of AmericaHigh income

6/23/2016 UndeterminedUndeterminedExploitive Exploitation of Application ServerUniversity of Cambridge's Cambridge Schools Classics Project (cambridgescp.com)GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

6/23/2016 UndeterminedFinancial Exploitive Exploitation of Application ServerAir India IND IND India Lower middle income

6/23/2016 UndeterminedFinancial Exploitive Exploitation of Application ServerCarbonite USA USA United States of AmericaHigh income

6/22/2016 Anonymous LegionUndeterminedDisruptive External Denial of ServiceMinnesota Judicial Court (mncourts.gov)USA USA United States of AmericaHigh income

6/21/2016 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Sabotage Exploitive Exploitation of Application ServerUS Democratic PartyUSA USA United States of AmericaHigh income

6/21/2016 nofawkX-alUndeterminedDisruptive Message ManipulationRomanian Football Federation (FRF)ROU ROM Romania High income

6/21/2016 UndeterminedFinancial Exploitive Exploitation of Application ServerThe DAO USA USA United States of AmericaHigh income

6/20/2016 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Sabotage Exploitive Exploitation of Application ServerUS Democratic PartyUSA USA United States of AmericaHigh income

6/20/2016 Lizard SquadUndeterminedDisruptive External Denial of ServiceBlizzard's Battle.netUSA USA United States of AmericaHigh income

6/20/2016 Red Hell SofyanUndeterminedDisruptive Message ManipulationOi BRA BRA Brazil Upper middle income

6/19/2016 UndeterminedUndeterminedExploitive Exploitation of SensorsQuebec Liberal Party (PLQ)CAN CAN Canada High income

6/18/2016 UndeterminedUndeterminedExploitive Exploitation of Application Server,Exploitation of End HostsGoToMyPCUSA USA United States of AmericaHigh income

6/17/2016 bRpsd UndeterminedExploitive Exploitation of Application ServerBesa Hitman-for-Hire ServiceALB ALB Albania Upper middle income

6/17/2016 Union of HacktivistsUndeterminedDisruptive Message ManipulationEleven Media Group (EMG) Myanmar-language websiteMMR MMR Myanmar Lower middle income

6/15/2016 UndeterminedFinancial Exploitive Exploitation of Application ServerJTB JPN JPN Japan High income

6/15/2016 UndeterminedFinancial Exploitive Exploitation of Application ServerMulti-Color CorporationUSA USA United States of AmericaHigh income

6/15/2016 1x0123 Financial Exploitive Exploitation of Application ServerFidelity National Information Services, Inc. (FIS Global)USA USA United States of AmericaHigh income

6/15/2016 UndeterminedFinancial Exploitive Exploitation of Application ServerAcer TWN TWN Taiwan (Province of China)High income

6/15/2016 UndeterminedPolitical-EspionageExploitive Exploitation of End HostsRicardo Anaya CortsMEX MEX Mexico Upper middle income

6/15/2016 UndeterminedPolitical-EspionageExploitive Exploitation of End HostsRoberto Gil ZuarthMEX MEX Mexico Upper middle income

6/14/2016 SkyNetCentralUndeterminedMixed Exploitation of Application Server,External Denial of Serviceikhwanweb.com (Muslim Broterhood English Website)EGY EGY Egypt Lower middle income

6/14/2016 Anonymous (Africa)Protest Disruptive External Denial of ServiceEFF ZAF ZAF South AfricaUpper middle income

6/14/2016 UndeterminedFinancial Exploitive Exploitation of Application ServerVermont Department of Fish and Wildlife (FWD)USA USA United States of AmericaHigh income

6/14/2016 GRU 85th Main Special Service Center (Unit 26165) (FANCYBEAR)Political-EspionageExploitive Exploitation of Application Server,Exploitation of End HostsUS governmentUSA USA United States of AmericaHigh income

6/14/2016 Anonymous (Africa)Protest Disruptive External Denial of ServiceZimbabwe African National Union- Patriotic Front (ZANU-PF)ZWE ZWE Zimbabwe Lower middle income

6/14/2016 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Sabotage Exploitive Exploitation of Application ServerDemocratic National CommitteeUSA USA United States of AmericaHigh income

6/14/2016 UndeterminedUndeterminedDisruptive External Denial of ServiceUnnamed Chinese gambling siteCHN CHN China Upper middle income

6/14/2016 UndeterminedUndeterminedExploitive Exploitation of Application ServerGitHub USA USA United States of AmericaHigh income

6/13/2016 UndeterminedFinancial Exploitive Exploitation of Application ServeriMesh USA USA United States of AmericaHigh income

6/12/2016 AnonymousProtest Disruptive External Denial of ServiceSouth African Broadcasting CorporationZAF ZAF South AfricaUpper middle income

6/12/2016 UndeterminedUndeterminedDisruptive Message ManipulationPetra News AgencyJOR JOR Jordan Lower middle income

6/12/2016 UndeterminedPersonal AttackMixed Exploitation of Application Server,Message ManipulationUniversity of Greenwich (gre.ac.uk)GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

6/11/2016 Faisal 1337UndeterminedDisruptive Message ManipulationKarnataka State PoliceIND IND India Lower middle income

6/11/2016 Romantic; IntruderUndeterminedDisruptive Message ManipulationHigh Commission of India in Pretoria, South AfricaIND IND India Lower middle income

6/11/2016 Romantic; IntruderUndeterminedDisruptive Message ManipulationEmbassy of India in TajikistanIND IND India Lower middle income

6/11/2016 Romantic; IntruderUndeterminedDisruptive Message ManipulationEmbassy of India in RomaniaIND IND India Lower middle income

6/11/2016 Romantic; IntruderUndeterminedDisruptive Message ManipulationConsulate General of India in Sao PauloIND IND India Lower middle income

6/11/2016 Romantic; IntruderUndeterminedDisruptive Message ManipulationEmbassy of India in MexicoIND IND India Lower middle income

6/11/2016 Romantic; IntruderUndeterminedDisruptive Message ManipulationEmbassy of India in GreeceIND IND India Lower middle income

6/11/2016 Romantic; IntruderUndeterminedDisruptive Message ManipulationEmbassy of India in TurkeyIND IND India Lower middle income

6/11/2016 WauchulaGhostPersonal AttackDisruptive Message ManipulationPro-Islamic State Twitter Accounts999 UndeterminedUndetermined#N/A

6/10/2016 Faisal 1337UndeterminedDisruptive Message ManipulationKarnataka State PoliceIND IND India Lower middle income

6/10/2016 UndeterminedUndeterminedMixed Message Manipulation,Exploitation of Data in TransitDeRay Mckesson's Twitter Account (@deray)USA USA United States of AmericaHigh income

6/9/2016 National Security AgencyPolitical-EspionageExploitive Exploitation of Application ServerUnknown government-linked Louisiana databaseUSA USA United States of AmericaHigh income

6/9/2016 UndeterminedUndeterminedExploitive Exploitation of Application ServerDAC GroupCAN CAN Canada High income

6/9/2016 AnonymousProtest Disruptive External Denial of Servicesibex.ro (Romania Stock Exchange)ROU ROM Romania High income

6/9/2016 AnonymousProtest Disruptive External Denial of Servicebilderbergmeeting.org999 UndeterminedUndetermined#N/A

6/8/2016 UndeterminedUndeterminedDisruptive Message Manipulation@NFL Twitter AccountUSA USA United States of AmericaHigh income

6/8/2016 UndeterminedUndeterminedDisruptive Message ManipulationCastoramaFRA FRA France High income

6/8/2016 UndeterminedFinancial Exploitive Exploitation of Application ServerUTorrent Forum 999 UndeterminedUndetermined#N/A

6/7/2016 UndeterminedFinancial Exploitive Exploitation of End HostsLorrie CranorUSA USA United States of AmericaHigh income



6/7/2016 UndeterminedUndeterminedDisruptive Message ManipulationGeorge Harrison Twitter Account (@GeorgeHarrison)GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

6/7/2016 UndeterminedUndeterminedExploitive Exploitation of Application ServerTwitter USA USA United States of AmericaHigh income

6/6/2016 OurMine UndeterminedDisruptive Message ManipulationMark Zuckerberg's Pinterest accountUSA USA United States of AmericaHigh income

6/6/2016 UndeterminedUndeterminedDisruptive Message ManipulationKylie Jenner's Twitter account (@KylieJenner)USA USA United States of AmericaHigh income

6/6/2016 @2aiden3 UndeterminedDisruptive Message ManipulationDrake's Twitter account (@Drake)USA USA United States of AmericaHigh income

6/6/2016 Tessa88 Financial Exploitive Exploitation of Application ServerVK.com RUS RUS Russian FederationUpper middle income

6/6/2016 OurMine UndeterminedDisruptive Message ManipulationMark Zuckerberg's Twitter accountUSA USA United States of AmericaHigh income

6/5/2016 UndeterminedUndeterminedDisruptive Message ManipulationTenacious D Twitter Account (@RealTenaciousD)USA USA United States of AmericaHigh income

6/5/2016 UndeterminedUndeterminedDisruptive Message ManipulationKeith Richards' Twitter Account (@officialKeef)GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

6/5/2016 UndeterminedFinancial Exploitive Exploitation of Application ServerSh0ping[.]su 999 UndeterminedUndetermined#N/A

6/4/2016 UndeterminedFinancial Exploitive Exploitation of Application Server,Exploitation of End HostsTeamViewerDEU DEU Germany High income

6/4/2016 UndeterminedUndeterminedDisruptive External Denial of ServiceBitGo USA USA United States of AmericaHigh income

6/3/2016 UndeterminedFinancial Exploitive Exploitation of SensorsCiCi's PizzaUSA USA United States of AmericaHigh income

6/3/2016 UndeterminedFinancial Exploitive Exploitation of Application ServerNorth Carolina State UniversityUSA USA United States of AmericaHigh income

6/3/2016 AnonymousProtest Exploitive Exploitation of Application ServerWesizwe ZAF ZAF South AfricaUpper middle income

6/2/2016 UndeterminedFinancial Exploitive Exploitation of Application ServerBadoo CHN CHN China Upper middle income

6/2/2016 AnonymousProtest Disruptive External Denial of ServiceLondon Stock Exchange (LSE)GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

6/1/2016 Ghost Squad HackersProtest Disruptive External Denial of ServiceFOX NewsUSA USA United States of AmericaHigh income

6/1/2016 UndeterminedPolitical-EspionageExploitive Exploitation of End HostsTaiwan's Democratic Progressive Party (DPP)TWN TWN Taiwan (Province of China)High income

6/1/2016 UndeterminedUndeterminedExploitive Exploitation of Application Servermyrepospace.comAUS AUS Australia High income

6/1/2016 Ghost Squad HackersProtest Disruptive External Denial of ServiceCNN USA USA United States of AmericaHigh income

6/1/2016 UndeterminedUndeterminedDisruptive Message ManipulationSeveral Road Signs in the USUSA USA United States of AmericaHigh income

5/31/2016 @FkPoliceAnonOpsUndeterminedExploitive Exploitation of Application ServerSpanish Police DepartmentESP ESP Spain High income

5/30/2016 @sw@ylolUndeterminedDisruptive Message ManipulationKaty Perry's Twitter Account (@katyperry)USA USA United States of AmericaHigh income

5/30/2016 World Hacker TeamProtest Exploitive Exploitation of Application ServerNational Oil Corporation of KenyaKEN KEN Kenya Lower middle income

5/30/2016 UndeterminedPolitical-EspionageExploitive Exploitation of End HostsJawar MohammedUSA USA United States of AmericaHigh income

5/29/2016 UndeterminedFinancial Exploitive Exploitation of Application ServerTransport for NSWAUS AUS Australia High income

5/28/2016 Tiger MateUndeterminedMixed Exploitation of Application Server,Message ManipulationZameen.comPAK PAK Pakistan Lower middle income

5/27/2016 UndeterminedUndeterminedExploitive Exploitation of Application ServerReddit USA USA United States of AmericaHigh income

5/27/2016 SonnySpooksUndeterminedExploitive Exploitation of Application Serverpaypalsucks.comUSA USA United States of AmericaHigh income

5/27/2016 Tessa88 UndeterminedExploitive Exploitation of Application ServerMySpace USA USA United States of AmericaHigh income

5/27/2016 UndeterminedUndeterminedDisruptive External Denial of ServiceFiverr ISR ISR Israel High income

5/26/2016 MuhmadEmadProtest Disruptive Message Manipulationeir.dell.nl NLD NLD NetherlandsHigh income

5/26/2016 MuhmadEmadProtest Disruptive Message Manipulationeir.dell.co.ukGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

5/26/2016 MuhmadEmadProtest Disruptive Message Manipulationeir.dell.ie IRL IRL Ireland High income

5/26/2016 MuhmadEmadProtest Disruptive Message Manipulationeir.dell.fr FRA FRA France High income

5/26/2016 UndeterminedUndeterminedExploitive Exploitation of Application Serverscrum.org USA USA United States of AmericaHigh income

5/26/2016 MuhmadEmadProtest Disruptive Message Manipulationeir.dell.comUSA USA United States of AmericaHigh income

5/26/2016 Caliphate Cyber ArmyPersonal AttackExploitive Exploitation of Application ServerArkansas Library AssociationUSA USA United States of AmericaHigh income

5/25/2016 UndeterminedUndeterminedDisruptive External Denial of ServiceNS1 USA USA United States of AmericaHigh income

5/24/2016 Attackers from three countries including Saudi ArabiaUndeterminedExploitive Exploitation of Application ServerStatistical Centre of IranIRN IRN Iran (Islamic Republic of)Lower middle income

5/24/2016 UndeterminedUndeterminedExploitive Exploitation of Application Serverhypergen.chCHE CHE SwitzerlandHigh income

5/24/2016 UndeterminedPolitical-EspionageExploitive Exploitation of End HostsSalvador CamarenaMEX MEX Mexico Upper middle income

5/23/2016 Amar^SHGUndeterminedDisruptive Message ManipulationMeteo France (meteofrance.com)FRA FRA France High income

5/22/2016 Azmeth UndeterminedExploitive Exploitation of Application Serverburgerking.com.arARG ARG Argentina Upper middle income

5/20/2016 UndeterminedPolitical-EspionageExploitive Exploitation of End Hosts,Exploitation of Data in TransitSantiago AguirreMEX MEX Mexico Upper middle income

5/20/2016 UndeterminedUndeterminedExploitive Exploitation of End HostsSan Juan CountyUSA USA United States of AmericaHigh income

5/20/2016 UndeterminedUndeterminedMixed Data Attack,Exploitation of Application ServerFur AffinityUSA USA United States of AmericaHigh income

5/20/2016 UndeterminedUndeterminedExploitive Exploitation of End HostsUbiquity NetworksUSA USA United States of AmericaHigh income

5/20/2016 Phineas FisherProtest Mixed Exploitation of Application Server,Message ManipulationSindicat de Mossos d'EsquadraESP ESP Spain High income

5/18/2016 UndeterminedUndeterminedExploitive Exploitation of Application ServerThe Age Digital EditionsAUS AUS Australia High income

5/18/2016 UndeterminedUndeterminedExploitive Exploitation of Application ServerComplete Chiropractic & Bodywork TherapiesUSA USA United States of AmericaHigh income

5/18/2016 AnonymousProtest Exploitive Exploitation of Application Server33 Turkish HospitalsTUR Turkey Turkey Upper middle income

5/18/2016 UndeterminedUndeterminedExploitive Exploitation of Application ServerThe Sydney Morning HeraldAUS AUS Australia High income

5/18/2016 UndeterminedPolitical-EspionageExploitive Exploitation of End HostsDaniel Liz¬°rragaMEX MEX Mexico Upper middle income



5/18/2016 UndeterminedPolitical-EspionageExploitive Exploitation of End HostsRafael CabreraMEX MEX Mexico Upper middle income

5/17/2016 UndeterminedPolitical-EspionageExploitive Exploitation of End HostsAlexandra ZapataMEX MEX Mexico Upper middle income

5/16/2016 UndeterminedFinancial Exploitive Exploitation of Application ServerCommercial Bank of CeylonLKA LKA Sri Lanka Lower middle income

5/15/2016 AnonymousProtest Disruptive External Denial of ServicePhilippine National BankPHL PHL PhilippinesLower middle income

5/15/2016 AnonymousProtest Disruptive External Denial of ServiceCentral Bank of Trinidad and TobagoTTO TTO Trinidad and TobagoHigh income

5/15/2016 AnonymousProtest Disruptive External Denial of ServiceCentral Bank of TunisiaTUN TUN Tunisia Lower middle income

5/15/2016 AnonymousProtest Disruptive External Denial of ServiceCentral Bank of the United Arab EmiratesARE ARE United Arab EmiratesHigh income

5/15/2016 UndeterminedFinancial Exploitive Exploitation of Application ServerGatecoin CHN CHN China Upper middle income

5/15/2016 AnonymousProtest Disruptive External Denial of ServiceBank of FranceFRA FRA France High income

5/14/2016 AnonymousProtest Disruptive External Denial of Servicencgov.comUSA USA United States of AmericaHigh income

5/14/2016 AnonymousProtest Disruptive External Denial of Servicenorthcarolina.govUSA USA United States of AmericaHigh income

5/14/2016 AnonymousProtest Disruptive External Denial of Servicegovernor.state.nc.usUSA USA United States of AmericaHigh income

5/14/2016 AnonymousProtest Disruptive External Denial of Servicenp.nc.gov USA USA United States of AmericaHigh income

5/14/2016 AnonymousProtest Disruptive External Denial of Servicencgov.net USA USA United States of AmericaHigh income

5/14/2016 Bozkurtlar UndeterminedExploitive Exploitation of Application ServerCommercial Bank of CeylonLKA LKA Sri Lanka Lower middle income

5/14/2016 Bozkurtlar UndeterminedExploitive Exploitation of Application ServerSanima BankNPL NPL Nepal Lower middle income

5/14/2016 Bozkurtlar UndeterminedExploitive Exploitation of Application ServerBusiness Universal Development BankNPL NPL Nepal Lower middle income

5/14/2016 Bozkurtlar UndeterminedExploitive Exploitation of Application ServerTrust BankBGD BGD BangladeshLower middle income

5/14/2016 Bozkurtlar UndeterminedExploitive Exploitation of Application ServerThe City BankBGD BGD BangladeshLower middle income

5/14/2016 AnonymousProtest Disruptive External Denial of Servicencgov.org USA USA United States of AmericaHigh income

5/14/2016 1x0123 Financial Exploitive Exploitation of Application ServerPornhub[.]comUSA USA United States of AmericaHigh income

5/14/2016 Bozkurtlar UndeterminedExploitive Exploitation of Application ServerDutch Bangla BankBGD BGD BangladeshLower middle income

5/13/2016 Anonymous; Ghost SquadProtest Disruptive External Denial of ServiceCentral Bank of MontenegroMNE MNE MontenegroUpper middle income

5/13/2016 Anonymous; Ghost SquadProtest Disruptive External Denial of ServiceBank of Compagnie MonegasqueMCO MCO Monaco High income

5/13/2016 Anonymous; Ghost SquadProtest Disruptive External Denial of ServiceCentral bank of South KoreaKOR KOR Korea (the Republic of)High income

5/13/2016 UndeterminedFinancial Exploitive Exploitation of Application Server,Exploitation of End HostsAvention USA USA United States of AmericaHigh income

5/13/2016 NGB 3rd Technical Surveillance BureauFinancial Exploitive Exploitation of Application ServerTien Phong BankVNM VNM Viet Nam Lower middle income

5/13/2016 Anonymous; Ghost SquadProtest Disruptive External Denial of ServiceCentral Bank of JordanJOR JOR Jordan Lower middle income

5/13/2016 AnonymousUndeterminedDisruptive Internal Denial of ServiceBank of EnglandGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

5/13/2016 SonnySpooksUndeterminedExploitive Exploitation of Application Serverfijilive.com FJI FJI Fiji Upper middle income

5/13/2016 New World Hackers (NWH)Protest Mixed Exploitation of Application Server,Message ManipulationUniversity of LimpopoZAF ZAF South AfricaUpper middle income

5/12/2016 shenfenzhengUndeterminedExploitive Exploitation of Application ServerThe governor of a major Chinese provinceCHN CHN China Upper middle income

5/12/2016 shenfenzhengUndeterminedExploitive Exploitation of Application ServerLiang WengenCHN CHN China Upper middle income

5/12/2016 shenfenzhengUndeterminedExploitive Exploitation of Application ServerWang JianlinCHN CHN China Upper middle income

5/12/2016 shenfenzhengUndeterminedExploitive Exploitation of Application ServerLei Jun CHN CHN China Upper middle income

5/12/2016 shenfenzhengUndeterminedExploitive Exploitation of Application ServerMa HuatengCHN CHN China Upper middle income

5/12/2016 UndeterminedUndeterminedExploitive Exploitation of Application ServerUnnamed adult forum999 UndeterminedUndetermined#N/A

5/12/2016 shenfenzhengUndeterminedExploitive Exploitation of Application ServerJack Ma CHN CHN China Upper middle income

5/12/2016 UndeterminedPolitical-EspionageExploitive Exploitation of End HostsSebastin Barrag¬°nMEX MEX Mexico Upper middle income

5/12/2016 Peace Financial Exploitive Exploitation of Application ServerTumblr USA USA United States of AmericaHigh income

5/11/2016 GRU 85th Main Special Service Center (Unit 26165) (FANCYBEAR)Political-EspionageExploitive Exploitation of Application ServerGerman Christian Democratic UnionDEU DEU Germany High income

5/11/2016 UndeterminedUndeterminedExploitive Exploitation of Application ServerMedical Colleagues of TexasUSA USA United States of AmericaHigh income

5/11/2016 NGB 3rd Technical Surveillance BureauPolitical-EspionageExploitive Exploitation of Application ServerHanjin Heavy IndustriesKOR KOR Korea (the Republic of)High income

5/11/2016 UndeterminedPolitical-EspionageExploitive Exploitation of End HostsStephanie BrewerMEX MEX Mexico Upper middle income

5/10/2016 Team Pak Cyber LionsUndeterminedDisruptive Message ManipulationUtkal University (utkaluniversity.ac.in)IND IND India Lower middle income

5/9/2016 UndeterminedUndeterminedExploitive Exploitation of Application Server,Exploitation of End HostsMayfield Brain & SpineUSA USA United States of AmericaHigh income

5/9/2016 UndeterminedUndeterminedExploitive Exploitation of Application ServerUserVoice USA USA United States of AmericaHigh income

5/9/2016 UndeterminedFinancial Exploitive Exploitation of Application ServerKiddicare GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

5/9/2016 UndeterminedFinancial Exploitive Exploitation of End HostsPerezHilton.comUSA USA United States of AmericaHigh income

5/8/2016 UndeterminedUndeterminedExploitive Exploitation of Application Server51DegreesGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

5/7/2016 AnonymousProtest Disruptive External Denial of ServiceCentral Bank of Bosnia and HerzegovinaBIH BIH Bosnia and HerzegovinaUpper middle income

5/7/2016 AnonymousProtest Disruptive External Denial of ServiceCentral Bank of MexicoMEX MEX Mexico Upper middle income

5/7/2016 AnonymousProtest Disruptive External Denial of ServiceCentral Bank of KenyaKEN KEN Kenya Lower middle income

5/7/2016 AnonymousProtest Disruptive External Denial of ServiceNational Bank of PanamaPAN PAN Panama High income

5/6/2016 AnonymousProtest Disruptive External Denial of ServiceDutch Central BankNLD NLD NetherlandsHigh income



5/6/2016 AnonymousProtest Disruptive External Denial of ServiceCentral Bank of MaldivesMDV MDV Maldives Upper middle income

5/6/2016 AnonymousProtest Disruptive External Denial of ServiceGuernsey Financial Services Commission999 UndeterminedUndetermined#N/A

5/6/2016 UndeterminedFinancial Exploitive Exploitation of Application ServerFling.com USA USA United States of AmericaHigh income

5/6/2016 UndeterminedUndeterminedExploitive Exploitation of Application ServerNulled.IO USA USA United States of AmericaHigh income

5/6/2016 AnonymousUndeterminedExploitive Exploitation of Application ServerBoris DobrodeevRUS RUS Russian FederationUpper middle income

5/6/2016 Bozkurtlar UndeterminedExploitive Exploitation of Application ServerUAE InvestbankARE ARE United Arab EmiratesHigh income

5/6/2016 AnonymousProtest Disruptive External Denial of ServiceCentral Bank of the Dominican RepublicDOM DOM Dominican RepublicUpper middle income

5/5/2016 UndeterminedUndeterminedExploitive Exploitation of Application ServerBay Area Children's AssociationUSA USA United States of AmericaHigh income

5/5/2016 UndeterminedFinancial Exploitive Exploitation of End HostsSaint Agnes Medical CenterUSA USA United States of AmericaHigh income

5/5/2016 FSB 18th¬†Center for Information Security (Berserk Bear)Political-EspionageExploitive Exploitation of Application ServerRUAG CHE CHE SwitzerlandHigh income

5/5/2016 @TehBVMUndeterminedDisruptive Message ManipulationReddit USA USA United States of AmericaHigh income

5/5/2016 UndeterminedFinancial Exploitive Exploitation of Application ServerNeopets USA USA United States of AmericaHigh income

5/5/2016 UndeterminedFinancial Exploitive Exploitation of Application ServerEquifax USA USA United States of AmericaHigh income

5/5/2016 AnonymousProtest Disruptive External Denial of ServiceCentral Bank of Cyprus (centralbank.gov.cy)CYP CYP Cyprus High income

5/4/2016 UndeterminedFinancial Exploitive Exploitation of End HostsWBTV USA USA United States of AmericaHigh income

5/4/2016 UndeterminedFinancial Exploitive Exploitation of End HostsKMOV USA USA United States of AmericaHigh income

5/3/2016 UndeterminedFinancial Exploitive Exploitation of SensorsUnion League ClubUSA USA United States of AmericaHigh income

5/3/2016 AnonymousProtest Disruptive External Denial of ServiceBank of GreeceGRC GRC Greece High income

5/2/2016 UndeterminedPersonal AttackExploitive Exploitation of Application Server70 US military staffUSA USA United States of AmericaHigh income

5/2/2016 UndeterminedFinancial Exploitive Exploitation of Application Server,Exploitation of End HostsAlpha Payroll ServicesUSA USA United States of AmericaHigh income

5/2/2016 UndeterminedPolitical-EspionageExploitive Exploitation of Application Server,Exploitation of End HostsUnidentified Israeli OrgISR ISR Israel High income

5/1/2016 UndeterminedUndeterminedExploitive Exploitation of Application Servermajorgeeks.comUSA USA United States of AmericaHigh income

5/1/2016 UndeterminedUndeterminedExploitive Exploitation of Application Serverhortinews.co.keKEN KEN Kenya Lower middle income

4/30/2016 Ghost SquadUndeterminedDisruptive External Denial of ServiceBlack Lives MatterUSA USA United States of AmericaHigh income

4/30/2016 UndeterminedFinancial Exploitive Exploitation of Application ServerGryphon TechnologiesUSA USA United States of AmericaHigh income

4/29/2016 UndeterminedPersonal AttackDisruptive Message ManipulationLaremy Tunsil Twitter accountUSA USA United States of AmericaHigh income

4/29/2016 United Cyber CaliphateUndeterminedExploitive Exploitation of Application Server3,600 New York residentsUSA USA United States of AmericaHigh income

4/29/2016 UndeterminedPersonal AttackDisruptive Message ManipulationLaremy Tunsil Instagram accountUSA USA United States of AmericaHigh income

4/29/2016 UndeterminedFinancial Exploitive Exploitation of Application Server17 (an app particularly popular in Asia)TWN TWN Taiwan (Province of China)High income

4/29/2016 UndeterminedFinancial Disruptive Data AttackMaisto.comCHN CHN China Upper middle income

4/29/2016 UndeterminedFinancial Exploitive Exploitation of Application ServerBrunswick Corp.USA USA United States of AmericaHigh income

4/28/2016 UndeterminedFinancial Exploitive Exploitation of End HostsSolano Community CollegeUSA USA United States of AmericaHigh income

4/27/2016 Anonymous (Kenya)Protest Exploitive Exploitation of Application ServerKenyan Ministry of Foreign Affairs (mfa.go.ke)KEN KEN Kenya Lower middle income

4/27/2016 UndeterminedFinancial Disruptive Data AttackThe Pirate BaySWE SWE Sweden High income

4/27/2016 UndeterminedFinancial Exploitive Exploitation of End HostsLucky Pet USA USA United States of AmericaHigh income

4/26/2016 UndeterminedUndeterminedExploitive Exploitation of Application ServerLifeboat Minecraft CommunityUSA USA United States of AmericaHigh income

4/26/2016 UndeterminedUndeterminedExploitive Exploitation of Application Server,Exploitation of End HostsRWE Gundremmingen plantDEU DEU Germany High income

4/26/2016 UndeterminedUndeterminedExploitive Exploitation of Application ServerGoldcorp CAN CAN Canada High income

4/25/2016 UndeterminedFinancial Exploitive Exploitation of SensorsThe Grand Sierra ResortUSA USA United States of AmericaHigh income

4/25/2016 UndeterminedUndeterminedExploitive Exploitation of Application ServerQatar National BankQAT QAT Qatar High income

4/25/2016 UndeterminedFinancial Disruptive Data AttackLansing Board of Water & Light (BWL)USA USA United States of AmericaHigh income

4/25/2016 UndeterminedFinancial Exploitive Exploitation of Application ServerSpotify SWE SWE Sweden High income

4/25/2016 UndeterminedFinancial Exploitive Exploitation of Application ServerBeautifulPeople.comUSA USA United States of AmericaHigh income

4/24/2016 Ghost SquadProtest Disruptive External Denial of ServiceKu Klux KlanUSA USA United States of AmericaHigh income

4/23/2016 bRpsd UndeterminedExploitive Exploitation of Application ServerBesa Hitman-for-Hire ServiceALB ALB Albania Upper middle income

4/22/2016 UndeterminedPolitical-EspionageExploitive Exploitation of Application ServerUK Ministry of DefenceGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

4/22/2016 New World Hackers (NWH)Protest Disruptive External Denial of ServiceCity of Denver's website (denvergov.org)USA USA United States of AmericaHigh income

4/22/2016 United Cyber CaliphateUndeterminedDisruptive Message ManipulationLamont Christian Reformed Church (lamontcrc.org)USA USA United States of AmericaHigh income

4/21/2016 UndeterminedFinancial Exploitive Exploitation of Application ServerArchdiocese of DenverUSA USA United States of AmericaHigh income

4/21/2016 UndeterminedUndeterminedExploitive Exploitation of Application ServerBizmatics USA USA United States of AmericaHigh income

4/20/2016 UndeterminedPolitical-EspionageExploitive Exploitation of End HostsMario PatrnMEX MEX Mexico Upper middle income

4/19/2016 UndeterminedUndeterminedExploitive Exploitation of Application ServerAin Shams UniversityEGY EGY Egypt Lower middle income

4/19/2016 Berkshire Hathaway Homestate; Cypress Insurance; Zenith InsuranceFinancial Exploitive Exploitation of Application ServerReyes & Barsoum L.L.P.USA USA United States of AmericaHigh income

4/19/2016 UndeterminedFinancial Exploitive Exploitation of Application ServerADP USA USA United States of AmericaHigh income

4/18/2016 UndeterminedUndeterminedDisruptive Internal Denial of ServiceNewark Police DepartmentUSA USA United States of AmericaHigh income



4/18/2016 UndeterminedFinancial Exploitive Exploitation of Application ServerdoTERRA USA USA United States of AmericaHigh income

4/18/2016 sn0n UndeterminedExploitive Exploitation of Application Servermayline.comUSA USA United States of AmericaHigh income

4/18/2016 UndeterminedFinancial Exploitive Exploitation of Application ServerRobert MillardUSA USA United States of AmericaHigh income

4/17/2016 UndeterminedFinancial Exploitive Exploitation of Application ServerCoinroll Bitcoin CasinoUSA USA United States of AmericaHigh income

4/15/2016 Team System DZUndeterminedDisruptive Message ManipulationRichland County Emergency ManagementUSA USA United States of AmericaHigh income

4/15/2016 Team System DZUndeterminedDisruptive Message ManipulationRichland County Parks CommissionUSA USA United States of AmericaHigh income

4/15/2016 Team System DZUndeterminedDisruptive Message ManipulationRichland County Land Conservation DepartmentUSA USA United States of AmericaHigh income

4/15/2016 Team System DZUndeterminedDisruptive Message ManipulationWebsite of the Richland County FairUSA USA United States of AmericaHigh income

4/15/2016 Team System DZUndeterminedDisruptive Message ManipulationRichland County Recycling CommitteeUSA USA United States of AmericaHigh income

4/15/2016 Team System DZUndeterminedDisruptive Message ManipulationRichland County Veterans ServicesUSA USA United States of AmericaHigh income

4/15/2016 Team System DZUndeterminedDisruptive Message ManipulationRichland County Ambulance ServiceUSA USA United States of AmericaHigh income

4/15/2016 Team System DZUndeterminedDisruptive Message ManipulationRichland County Sheriff's DepartmentUSA USA United States of AmericaHigh income

4/15/2016 Team System DZUndeterminedDisruptive Message ManipulationRichland County GovernmentUSA USA United States of AmericaHigh income

4/15/2016 UndeterminedUndeterminedExploitive Exploitation of End HostsAtique Orthodontics, P.A.USA USA United States of AmericaHigh income

4/15/2016 sn0n UndeterminedExploitive Exploitation of Application Serverjcm.co.uk GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

4/15/2016 UndeterminedUndeterminedExploitive Exploitation of Application Servergamescollection.itITA ITA Italy High income

4/15/2016 UndeterminedFinancial Exploitive Exploitation of Application ServerInnovak InternationalUSA USA United States of AmericaHigh income

4/15/2016 UndeterminedUndeterminedDisruptive External Denial of ServiceJanet GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

4/14/2016 UndeterminedFinancial Exploitive Exploitation of Application ServerStamford Podiatry GroupUSA USA United States of AmericaHigh income

4/14/2016 Lizard SquadUndeterminedDisruptive External Denial of ServiceBlizzard's Battle.netUSA USA United States of AmericaHigh income

4/13/2016 UndeterminedFinancial Exploitive Exploitation of End HostsOlympia School DistrictUSA USA United States of AmericaHigh income

4/13/2016 AnonymousProtest Disruptive External Denial of ServiceDalhousie University (dal.ca)CAN CAN Canada High income

4/13/2016 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerThe Fappening ForumUSA USA United States of AmericaHigh income

4/12/2016 The Real DealFinancial Exploitive Exploitation of Application ServerSuite703.comUSA USA United States of AmericaHigh income

4/12/2016 The Real DealFinancial Exploitive Exploitation of Application ServerNaughtyAmerica.comUSA USA United States of AmericaHigh income

4/12/2016 UndeterminedUndeterminedDisruptive External Denial of Service,Physical AttackSwedish air traffic control systemsSWE SWE Sweden High income

4/11/2016 UndeterminedUndeterminedMixed Exploitation of Application Server,External Denial of ServiceSwedish Armed ForcesSWE SWE Sweden High income

4/10/2016 TheFamily UndeterminedExploitive Exploitation of Application Serverelifeask.comIND IND India Lower middle income

4/9/2016 LulzSecITA; Anonymous (Italy)Protest Exploitive Exploitation of Application ServerJob-seeking portalsITA ITA Italy High income

4/8/2016 Pyopz UndeterminedExploitive Exploitation of Application Servermothersenvogue.comSGP SGP Singapore High income

4/7/2016 Anti-Armenia TeamProtest Disruptive Message ManipulationEmbassy of Russia in Armenia Twitter accountRUS RUS Russian FederationUpper middle income

4/7/2016 UndeterminedUndeterminedExploitive Exploitation of Application Servernct.org.uk GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

4/7/2016 UndeterminedUndeterminedExploitive Exploitation of Application Serversolen.cz CZE CZE Czechia High income

4/6/2016 Cyber Justice TeamUndeterminedExploitive Exploitation of Application ServerNation Agency for Network ServicesSYR SYR Syrian Arab RepublicLow income

4/6/2016 r3dm0v3 UndeterminedExploitive Exploitation of Application Serverwatsonsauctioneers.co.ukGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

4/6/2016 UndeterminedUndeterminedExploitive Exploitation of Application ServerCoinwallletFRA FRA France High income

4/5/2016 UndeterminedUndeterminedExploitive Exploitation of Application ServerUniversity of LiverpoolGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

4/5/2016 UndeterminedUndeterminedExploitive Exploitation of Application ServerMossack FonsecaPAN PAN Panama High income

4/5/2016 UndeterminedUndeterminedDisruptive Message ManipulationKIFT USA USA United States of AmericaHigh income

4/4/2016 UndeterminedFinancial Exploitive Exploitation of SensorsTrump Hotel CollectionUSA USA United States of AmericaHigh income

4/4/2016 UndeterminedFinancial Exploitive Exploitation of Application ServerStanford UniversityUSA USA United States of AmericaHigh income

4/2/2016 RyanDa1338UndeterminedExploitive Exploitation of Application Serverintegratorimarket.itUSA USA United States of AmericaHigh income

4/2/2016 Monte Melkonian Cyber Army (MMCA)Protest Disruptive Message Manipulation,External Denial of Serviceapa.az AZE AZE AzerbaijanUpper middle income

4/2/2016 Monte Melkonian Cyber Army (MMCA)Protest Disruptive Message Manipulation,External Denial of Servicegov.az AZE AZE AzerbaijanUpper middle income

4/2/2016 Monte Melkonian Cyber Army (MMCA)Protest Disruptive Message Manipulation,External Denial of Serviceaze.az AZE AZE AzerbaijanUpper middle income

4/1/2016 Turk Hack TeamUndeterminedDisruptive External Denial of ServiceArmenian Ministry of Energy and EconomyARM ARM Armenia Upper middle income

4/1/2016 Turk Hack TeamUndeterminedDisruptive External Denial of ServiceNational Bank of ArmeniaARM ARM Armenia Upper middle income

4/1/2016 Turk Hack TeamUndeterminedDisruptive External Denial of ServiceNational Security Service of ArmeniaARM ARM Armenia Upper middle income

3/31/2016 TheNeoBossFinancial Exploitive Exploitation of Application Serverteamskeet[.]comUSA USA United States of AmericaHigh income

3/30/2016 @gift2deathUndeterminedExploitive Exploitation of Application Servernorfolkadmirals.comUSA USA United States of AmericaHigh income

3/30/2016 UndeterminedFinancial Exploitive Exploitation of Application ServerValley Anesthesiology and Pain Consultants (VAPC)USA USA United States of AmericaHigh income

3/30/2016 UndeterminedUndeterminedExploitive Exploitation of Application ServerSoutheast Eye InstituteUSA USA United States of AmericaHigh income

3/30/2016 UndeterminedUndeterminedDisruptive External Denial of ServiceCoinkite Inc.USA USA United States of AmericaHigh income

3/29/2016 UndeterminedUndeterminedExploitive Exploitation of End Hostslivejournal.comUSA USA United States of AmericaHigh income

3/29/2016 UndeterminedFinancial Exploitive Exploitation of Application Server,Exploitation of End HostsWeil Gotshal & Manges LLPUSA USA United States of AmericaHigh income



3/29/2016 Anonymous (Portugal)Protest Disruptive Message ManipulationUnidentified Angolan Government Websites #1AGO AGO Angola Lower middle income

3/29/2016 UndeterminedUndeterminedExploitive Exploitation of End Hostslikes.com USA USA United States of AmericaHigh income

3/29/2016 UndeterminedFinancial Exploitive Exploitation of Application Server,Exploitation of End HostsCravath Swaine & Moore LLPUSA USA United States of AmericaHigh income

3/29/2016 AnonymousProtest Disruptive Message ManipulationKenya Petroleum Refineries LimitedKEN KEN Kenya Lower middle income

3/29/2016 Anonymous (Portugal)Protest Disruptive Message ManipulationUnidentified Angolan Government Websites #2AGO AGO Angola Lower middle income

3/29/2016 Anonymous (Portugal)Protest Disruptive Message ManipulationUnidentified Angolan Government Websites #3AGO AGO Angola Lower middle income

3/29/2016 Anonymous (Portugal)Protest Disruptive Message ManipulationUnidentified Angolan Government Websites #4AGO AGO Angola Lower middle income

3/29/2016 Anonymous (Portugal)Protest Disruptive Message ManipulationUnidentified Angolan Government Websites #5AGO AGO Angola Lower middle income

3/29/2016 Anonymous (Portugal)Protest Disruptive Message ManipulationUnidentified Angolan Government Websites #6AGO AGO Angola Lower middle income

3/29/2016 Anonymous (Portugal)Protest Disruptive Message ManipulationUnidentified Angolan Government Websites #7AGO AGO Angola Lower middle income

3/29/2016 Anonymous (Portugal)Protest Disruptive Message ManipulationUnidentified Angolan Government Websites #8AGO AGO Angola Lower middle income

3/29/2016 Anonymous (Portugal)Protest Disruptive Message ManipulationUnidentified Angolan Government Websites #9AGO AGO Angola Lower middle income

3/29/2016 Anonymous (Portugal)Protest Disruptive Message ManipulationUnidentified Angolan Government Websites #10AGO AGO Angola Lower middle income

3/29/2016 Anonymous (Portugal)Protest Disruptive Message ManipulationUnidentified Angolan Government Websites #11AGO AGO Angola Lower middle income

3/29/2016 Anonymous (Portugal)Protest Disruptive Message ManipulationUnidentified Angolan Government Websites #12AGO AGO Angola Lower middle income

3/29/2016 Anonymous (Portugal)Protest Disruptive Message ManipulationUnidentified Angolan Government Websites #13AGO AGO Angola Lower middle income

3/29/2016 Anonymous (Portugal)Protest Disruptive Message ManipulationUnidentified Angolan Government Websites #14AGO AGO Angola Lower middle income

3/29/2016 Anonymous (Portugal)Protest Disruptive Message ManipulationUnidentified Angolan Government Websites #15AGO AGO Angola Lower middle income

3/29/2016 Anonymous (Portugal)Protest Disruptive Message ManipulationUnidentified Angolan Government Websites #16AGO AGO Angola Lower middle income

3/29/2016 Anonymous (Portugal)Protest Disruptive Message ManipulationUnidentified Angolan Government Websites #17AGO AGO Angola Lower middle income

3/29/2016 Anonymous (Portugal)Protest Disruptive Message ManipulationUnidentified Angolan Government Websites #18AGO AGO Angola Lower middle income

3/29/2016 Anonymous (Portugal)Protest Disruptive Message ManipulationUnidentified Angolan Government Websites #19AGO AGO Angola Lower middle income

3/29/2016 Anonymous (Portugal)Protest Disruptive Message ManipulationUnidentified Angolan Government Websites #20AGO AGO Angola Lower middle income

3/29/2016 Anonymous (Portugal)Protest Disruptive Message ManipulationUnidentified Angolan Government Websites #21AGO AGO Angola Lower middle income

3/29/2016 Anonymous (Portugal)Protest Disruptive Message ManipulationUnidentified Angolan Government Websites #22AGO AGO Angola Lower middle income

3/29/2016 Anonymous (Portugal)Protest Disruptive Message ManipulationUnidentified Angolan Government Websites #23AGO AGO Angola Lower middle income

3/29/2016 Anonymous (Portugal)Protest Disruptive Message ManipulationUnidentified Angolan Government Websites #24AGO AGO Angola Lower middle income

3/29/2016 Anonymous (Portugal)Protest Disruptive Message ManipulationUnidentified Angolan Government Websites #25AGO AGO Angola Lower middle income

3/29/2016 Anonymous (Portugal)Protest Disruptive Message ManipulationUnidentified Angolan Government Websites #26AGO AGO Angola Lower middle income

3/29/2016 Anonymous (Portugal)Protest Disruptive Message ManipulationUnidentified Angolan Government Websites #27AGO AGO Angola Lower middle income

3/29/2016 Anonymous (Portugal)Protest Disruptive Message ManipulationUnidentified Angolan Government Websites #28AGO AGO Angola Lower middle income

3/28/2016 Andrew "Weev" AuernheimerUndeterminedDisruptive Message ManipulationMount Holyoke CollegeUSA USA United States of AmericaHigh income

3/28/2016 Andrew "Weev" AuernheimerUndeterminedDisruptive Message ManipulationSmith CollegeUSA USA United States of AmericaHigh income

3/28/2016 Andrew "Weev" AuernheimerUndeterminedDisruptive Message ManipulationBrown UniversityUSA USA United States of AmericaHigh income

3/28/2016 Andrew "Weev" AuernheimerUndeterminedDisruptive Message ManipulationUniversity of Massachusetts-AmherstUSA USA United States of AmericaHigh income

3/28/2016 Andrew "Weev" AuernheimerUndeterminedDisruptive Message ManipulationUniversity of California-BerkeleyUSA USA United States of AmericaHigh income

3/28/2016 Andrew "Weev" AuernheimerUndeterminedDisruptive Message ManipulationPrinceton UniversityUSA USA United States of AmericaHigh income

3/27/2016 LulzSec PilipinasUndeterminedExploitive Exploitation of Application ServerCOMELEC (comelec.gov.ph)PHL PHL PhilippinesLower middle income

3/27/2016 AnonymousUndeterminedExploitive Exploitation of Application ServerCOMELEC (comelec.gov.ph)PHL PHL PhilippinesLower middle income

3/27/2016 UndeterminedFinancial Exploitive Exploitation of Application ServerSportPursuit sportpursuit.co.ukGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

3/27/2016 AnonymousProtest Disruptive Message ManipulationBCGold Corp.CAN CAN Canada High income

3/25/2016 UndeterminedFinancial Exploitive Exploitation of Application ServerOpSec SecurityUSA USA United States of AmericaHigh income

3/25/2016 UndeterminedFinancial Exploitive Exploitation of End HostsTidewater Community CollegeUSA USA United States of AmericaHigh income

3/25/2016 UndeterminedFinancial Exploitive Exploitation of End Hostsgumtree.com.auAUS AUS Australia High income

3/24/2016 UndeterminedUndeterminedExploitive Exploitation of Application Servervbulletin.orgUSA USA United States of AmericaHigh income

3/24/2016 Pakistan Political-EspionageExploitive Exploitation of End HostsIndia IND IND India Lower middle income

3/24/2016 UndeterminedUndeterminedExploitive Exploitation of Application Servervbulletin.comUSA USA United States of AmericaHigh income

3/24/2016 UndeterminedFinancial Exploitive Exploitation of Application ServerVerizon Enterprise SolutionsUSA USA United States of AmericaHigh income

3/23/2016 UndeterminedFinancial Exploitive Exploitation of Application ServerRyman Hospitality PropertiesUSA USA United States of AmericaHigh income

3/23/2016 UndeterminedFinancial Exploitive Exploitation of End HostsSprouts Farmers MarketUSA USA United States of AmericaHigh income

3/22/2016 UndeterminedFinancial Exploitive Exploitation of Application ServerKentucky State UniversityUSA USA United States of AmericaHigh income

3/22/2016 UndeterminedUndeterminedMixed Exploitation of Application Server,Physical AttackKemuri Water Company (pseudonym)USA USA United States of AmericaHigh income

3/21/2016 UndeterminedFinancial Disruptive Data AttackNorfolk General HospitalCAN CAN Canada High income

3/21/2016 UndeterminedUndeterminedExploitive Exploitation of End HostsConcordia UniversityCAN CAN Canada High income

3/20/2016 UndeterminedPersonal AttackExploitive Exploitation of Application ServerKendall JennerGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income



3/20/2016 Anonymous (Corrupt)Protest Disruptive External Denial of ServiceNASA USA USA United States of AmericaHigh income

3/20/2016 UndeterminedFinancial Disruptive Data AttackEC-Council (eccouncil.org)USA USA United States of AmericaHigh income

3/20/2016 UndeterminedPersonal AttackExploitive Exploitation of Application ServerHarry StylesGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

3/19/2016 UndeterminedFinancial Exploitive Exploitation of Application Servernaira4dollar.comNGA NGA Nigeria Lower middle income

3/19/2016 UndeterminedSabotage Disruptive External Denial of ServiceGoteborgs PostenSWE SWE Sweden High income

3/19/2016 UndeterminedSabotage Disruptive External Denial of ServiceDagens IndustriSWE SWE Sweden High income

3/19/2016 UndeterminedSabotage Disruptive External Denial of ServiceHelsingborgs DagbladSWE SWE Sweden High income

3/19/2016 UndeterminedSabotage Disruptive External Denial of ServiceSydsvenskanSWE SWE Sweden High income

3/19/2016 UndeterminedSabotage Disruptive External Denial of ServiceAftonbladetSWE SWE Sweden High income

3/19/2016 UndeterminedSabotage Disruptive External Denial of ServiceSvenska DagbladetSWE SWE Sweden High income

3/19/2016 UndeterminedSabotage Disruptive External Denial of ServiceExpressenSWE SWE Sweden High income

3/19/2016 UndeterminedSabotage Disruptive External Denial of ServiceDagens NyheterSWE SWE Sweden High income

3/18/2016 KarmaSec Protest Exploitive Exploitation of Application Servervisit-jy.comJPN JPN Japan High income

3/18/2016 UndeterminedUndeterminedExploitive Exploitation of Application Serverusacycling.org (USA Cycling)USA USA United States of AmericaHigh income

3/18/2016 UndeterminedFinancial Exploitive Exploitation of Application ServerBitQuick USA USA United States of AmericaHigh income

3/17/2016 UndeterminedFinancial Exploitive Exploitation of Application ServerRiver Cree CasinoUSA USA United States of AmericaHigh income

3/17/2016 UndeterminedFinancial Exploitive Exploitation of Application ServerLakes Region Scholarship FoundationUSA USA United States of AmericaHigh income

3/16/2016 NSHC UndeterminedExploitive Exploitation of Application ServerSwiss People's Party (SVP)CHE CHE SwitzerlandHigh income

3/15/2016 Metropolis UndeterminedExploitive Exploitation of Application Serverallosambre.comFRA FRA France High income

3/15/2016 UndeterminedFinancial Exploitive Exploitation of End HostsBayley's USA USA United States of AmericaHigh income

3/15/2016 UndeterminedFinancial Exploitive Exploitation of End HostsLAZ ParkingUSA USA United States of AmericaHigh income

3/14/2016 UndeterminedFinancial Exploitive Exploitation of Application ServerThe City of BaltimoreUSA USA United States of AmericaHigh income

3/14/2016 UndeterminedUndeterminedExploitive Exploitation of Application ServerElliot J. Martin ChiropracticUSA USA United States of AmericaHigh income

3/13/2016 New World Hackers group (NWH)Protest Disruptive External Denial of ServiceDowntown AllianceUSA USA United States of AmericaHigh income

3/13/2016 New World Hackers group (NWH)Protest Disruptive External Denial of ServiceFirst Utah BankUSA USA United States of AmericaHigh income

3/13/2016 New World Hackers group (NWH)Protest Disruptive External Denial of ServiceSalt Lake City International AirportUSA USA United States of AmericaHigh income

3/13/2016 New World Hackers group (NWH)Protest Disruptive External Denial of ServiceSalt Lake City PoliceUSA USA United States of AmericaHigh income

3/11/2016 UndeterminedUndeterminedExploitive Exploitation of Application ServerWest Bloomfield School DistrictUSA USA United States of AmericaHigh income

3/11/2016 UndeterminedUndeterminedDisruptive External Denial of Serviceworldchess.comUSA USA United States of AmericaHigh income

3/11/2016 UndeterminedFinancial Exploitive Exploitation of End HostsHi-Tec SportsNLD NLD NetherlandsHigh income

3/11/2016 UndeterminedUndeterminedMixed Exploitation of Network Infrastructure,Internal Denial of ServiceStaminus USA USA United States of AmericaHigh income

3/10/2016 UndeterminedUndeterminedExploitive Exploitation of Application Server21st Century OncologyUSA USA United States of AmericaHigh income

3/10/2016 UndeterminedUndeterminedExploitive Exploitation of Application Servervirtualworldlets.netGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

3/10/2016 UndeterminedUndeterminedExploitive Exploitation of Application ServerLitecointalk ForumUSA USA United States of AmericaHigh income

3/10/2016 SonnySpooksUndeterminedExploitive Exploitation of Application Serverbuzzmachines.comUSA USA United States of AmericaHigh income

3/10/2016 UndeterminedFinancial Exploitive Exploitation of Application ServerUnnamed American Express third-party card processorUSA USA United States of AmericaHigh income

3/10/2016 NGB 3rd Technical Surveillance BureauFinancial Exploitive Exploitation of Application ServerBangladesh Central BankBGD BGD BangladeshLower middle income

3/8/2016 NGB 3rd Technical Surveillance BureauPolitical-EspionageExploitive Exploitation of End HostsSenior South Korean government officialsKOR KOR Korea (the Republic of)High income

3/8/2016 UndeterminedPolitical-EspionageExploitive Exploitation of Application Server,Exploitation of End HostsFinland Foreign MinistryFIN FIN Finland High income

3/8/2016 UndeterminedUndeterminedExploitive Exploitation of Application ServerIllinois Valley Podiatry GroupUSA USA United States of AmericaHigh income

3/8/2016 UndeterminedFinancial Exploitive Exploitation of Application Server1-800-FLOWERSUSA USA United States of AmericaHigh income

3/8/2016 UndeterminedFinancial Exploitive Exploitation of Application ServerWhiting-TurnerUSA USA United States of AmericaHigh income

3/8/2016 UndeterminedFinancial Exploitive Exploitation of Application ServerHawking TechnologyUSA USA United States of AmericaHigh income

3/7/2016 UndeterminedFinancial Exploitive Exploitation of End HostsEzaki Glico Co.JPN JPN Japan High income

3/5/2016 Caliphate Cyber ArmyUndeterminedExploitive Exploitation of Application Server55 New Jersey police officersUSA USA United States of AmericaHigh income

3/5/2016 AnonymousPersonal AttackExploitive Exploitation of End HostsDonald Trump's voicemailUSA USA United States of AmericaHigh income

3/5/2016 Islamic StateUndeterminedExploitive Exploitation of Application ServerUnnamed South Korean news-clipping firmKOR KOR Korea (the Republic of)High income

3/4/2016 UndeterminedFinancial Exploitive Exploitation of SensorsRosen Hotels & ResortsUSA USA United States of AmericaHigh income

3/4/2016 UndeterminedFinancial Exploitive Exploitation of Application ServerMoneytree USA USA United States of AmericaHigh income

3/4/2016 UndeterminedFinancial Exploitive Exploitation of End HostsGCI USA USA United States of AmericaHigh income

3/4/2016 UndeterminedFinancial Exploitive Exploitation of Application ServerMansueto VenturesUSA USA United States of AmericaHigh income

3/3/2016 UndeterminedFinancial Exploitive Exploitation of Application ServerCox CommunicationsUSA USA United States of AmericaHigh income

3/3/2016 UndeterminedFinancial Exploitive Exploitation of Application ServerUnnamed global shipping company999 UndeterminedUndetermined#N/A

3/2/2016 UndeterminedUndeterminedExploitive Exploitation of Application Servercplusplustutor.comUSA USA United States of AmericaHigh income

3/1/2016 @0x1TaylorUndeterminedExploitive Exploitation of Application Serversktorrent.euSVK SVK Slovakia High income



3/1/2016 @TheFamilyMethodUndeterminedExploitive Exploitation of Application ServerBank of North DakotaUSA USA United States of AmericaHigh income

3/1/2016 UndeterminedFinancial Exploitive Exploitation of End HostsSeagate USA USA United States of AmericaHigh income

3/1/2016 UndeterminedFinancial Exploitive Exploitation of Application ServerMaritime Trade Information Sharing Centre, Gulf of Guinea (MTISC-GoG),GHA GHA Ghana Lower middle income

3/1/2016 UndeterminedPolitical-EspionageExploitive Exploitation of End HostsGIEI MEX MEX Mexico Upper middle income

2/29/2016 UndeterminedFinancial Exploitive Exploitation of Application ServerMate1.comUSA USA United States of AmericaHigh income

2/29/2016 US Cyber CommandSabotage Disruptive Message Manipulation,Internal Denial of ServiceIslamic State 999 UndeterminedUndetermined#N/A

2/28/2016 Caliphate Cyber ArmyProtest Disruptive Message ManipulationSolar UK LtdGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

2/28/2016 TeaMp0isoNUndeterminedMixed Exploitation of Application Server,Message ManipulationTime Warner Cable Business Class Managed Security Solutions portalUSA USA United States of AmericaHigh income

2/27/2016 Truthsec Personal AttackExploitive Exploitation of End HostsMiami Police OfficerUSA USA United States of AmericaHigh income

2/27/2016 LulzSecITAUndeterminedExploitive Exploitation of Application Serverprimodominio.itITA ITA Italy High income

2/27/2016 APT27 (Iron Panda)Political-EspionageExploitive Exploitation of Application ServerInternational Civil Aviation OrganizationCAN CAN Canada High income

2/26/2016 AhmetU UndeterminedExploitive Exploitation of Application Serverkorfeztuning.comTUR Turkey Turkey Upper middle income

2/26/2016 UndeterminedFinancial Exploitive Exploitation of Application ServerUniversity of California BerkeleyUSA USA United States of AmericaHigh income

2/26/2016 UndeterminedUndeterminedDisruptive External Denial of ServicePickens County School DistrictUSA USA United States of AmericaHigh income

2/26/2016 UndeterminedFinancial Exploitive Exploitation of End HostsSnapchat USA USA United States of AmericaHigh income

2/26/2016 TheFamily UndeterminedExploitive Exploitation of Application Serverduelyst.comUSA USA United States of AmericaHigh income

2/25/2016 UndeterminedFinancial Exploitive Exploitation of Application ServerRubberStamps.netUSA USA United States of AmericaHigh income

2/25/2016 UndeterminedFinancial Exploitive Exploitation of End HostsCoast Central Credit UnionUSA USA United States of AmericaHigh income

2/25/2016 UndeterminedFinancial Exploitive Exploitation of Application Serverincipio.comUSA USA United States of AmericaHigh income

2/24/2016 UndeterminedUndeterminedExploitive Exploitation of Application Server,Exploitation of End HostsSteven PetrowUSA USA United States of AmericaHigh income

2/24/2016 TeaMp0isoNUndeterminedMixed Exploitation of Application Server,Message ManipulationWorld Tourism OrganizationESP ESP Spain High income

2/23/2016 UndeterminedFinancial Exploitive Exploitation of End HostsPharm-Olam InternationalUSA USA United States of AmericaHigh income

2/23/2016 UndeterminedFinancial Exploitive Exploitation of End HostsCentral Concrete SupplyUSA USA United States of AmericaHigh income

2/22/2016 AnonymousProtest Disruptive Message ManipulationCentre d'Identification des Materiels de la DefenseFRA FRA France High income

2/22/2016 AnonymousProtest Exploitive Exploitation of Application ServerCincinnati Police DepartmentUSA USA United States of AmericaHigh income

2/22/2016 UndeterminedFinancial Exploitive Exploitation of Application ServerYork HospitalUSA USA United States of AmericaHigh income

2/22/2016 AnonymousProtest Disruptive Message Manipulation,External Denial of ServiceWebsite of the Italian region of ApuliaITA ITA Italy High income

2/22/2016 AnonymousProtest Disruptive Message Manipulation,External Denial of ServiceWebsite of the Italian region of BasilicataITA ITA Italy High income

2/20/2016 Peace UndeterminedExploitive Exploitation of Application Server,Exploitation of End HostsLinux Mint Distribution999 UndeterminedUndetermined#N/A

2/19/2016 Qadmon (or Kadimon)UndeterminedExploitive Exploitation of SensorsIsrael's CCTV SystemsISR ISR Israel High income

2/19/2016 UndeterminedUndeterminedExploitive Exploitation of Application ServerBohemia InteractiveCZE CZE Czechia High income

2/18/2016 Peace Financial Exploitive Exploitation of Application ServerLinux Mint Forum999 UndeterminedUndetermined#N/A

2/17/2016 BravewandererUndeterminedExploitive Exploitation of Application Serverbfsihiring.comIND IND India Lower middle income

2/17/2016 BravewandererUndeterminedExploitive Exploitation of Application Servertechfactory.netUSA USA United States of AmericaHigh income

2/16/2016 UndeterminedUndeterminedExploitive Exploitation of Application Server4,000 confidential records of police officers, lawyers and judges in Palm Beach CountyUSA USA United States of AmericaHigh income

2/16/2016 Team FursecUndeterminedExploitive Exploitation of Application ServerDifference GamesUSA USA United States of AmericaHigh income

2/16/2016 UndeterminedUndeterminedExploitive Exploitation of Application ServerKankakee Valley REMCUSA USA United States of AmericaHigh income

2/15/2016 World Hacker TeamProtest Exploitive Exploitation of Application ServerSouth Africa's Department of Water Affairs (DWA)ZAF ZAF South AfricaUpper middle income

2/15/2016 af, UndeterminedDisruptive Message ManipulationRingo Starr's Twitter AccountGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

2/15/2016 New World Hackers (NWH)UndeterminedDisruptive External Denial of ServiceXbox Live USA USA United States of AmericaHigh income

2/15/2016 UndeterminedUndeterminedExploitive Exploitation of Application ServerSpotify SWE SWE Sweden High income

2/15/2016 World Hacker TeamProtest Exploitive Exploitation of Application ServerTanzania Telecommunications Company LimitedTZA TZA Tanzania, United Republic ofLower middle income

2/15/2016 ROR[RG] UndeterminedExploitive Exploitation of Application ServerTurkish National Police (EMG)TUR Turkey Turkey Upper middle income

2/14/2016 UndeterminedFinancial Exploitive Exploitation of Application ServerGreenshadesUSA USA United States of AmericaHigh income

2/12/2016 AnonymousProtest Exploitive Exploitation of Application ServerSouth Africa Government Communications and Information Systems (GCIS)ZAF ZAF South AfricaUpper middle income

2/12/2016 UndeterminedFinancial Disruptive Message Manipulation,Data AttackBritish Association for Counselling and PsychotherapyGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

2/12/2016 Tobitow Protest Disruptive Message ManipulationWebafrica ZAF ZAF South AfricaUpper middle income

2/11/2016 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Sabotage Disruptive Data AttackUkrainian mining companyUKR UKR Ukraine Lower middle income

2/11/2016 AnonymousProtest Exploitive Exploitation of Application ServerV-Report (v-report.co.za)ZAF ZAF South AfricaUpper middle income

2/11/2016 UndeterminedUndeterminedExploitive Exploitation of Application Serverdigitalnintendo.comUSA USA United States of AmericaHigh income

2/11/2016 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Sabotage Disruptive Data AttackUkrainian railway operatorUKR UKR Ukraine Lower middle income

2/10/2016 Chilean hackersProtest Exploitive Exploitation of Application ServerCONADI CHL CHL Chile High income

2/10/2016 Hanom1960; Chilean Hackers; HazzardUndeterminedExploitive Exploitation of Application ServerBolivian Army (ejercito.mil.bo)BOL BOL Bolivia (Plurinational State of)Lower middle income

2/9/2016 UndeterminedFinancial Exploitive Exploitation of Application ServerUS Internal Revenue ServiceUSA USA United States of AmericaHigh income

2/9/2016 UndeterminedUndeterminedExploitive Exploitation of Application ServerSouth Wales Fire and Rescue ServiceGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income



2/9/2016 Islamic Revolutionary Guard Corps (APT 35 Charming Kitten)Political-EspionageExploitive Exploitation of End HostsEx-Israeli Army Chief of StaffISR ISR Israel High income

2/8/2016 Penis AKA @DotGovsProtest Exploitive Exploitation of Application ServerFBI USA USA United States of AmericaHigh income

2/8/2016 UndeterminedUndeterminedDisruptive Message ManipulationEnergobankRUS RUS Russian FederationUpper middle income

2/7/2016 Penis AKA @DotGovsProtest Exploitive Exploitation of Application ServerDepartment of Homeland SecurityUSA USA United States of AmericaHigh income

2/6/2016 World Hacker TeamProtest Exploitive Exploitation of Application Server,Exploitation of Network InfrastructureBroadband Systems Corporation (bsc.rw)RWA RWA Rwanda Low income

2/6/2016 Hanom1960Protest Exploitive Exploitation of Application ServerUganda's Ministry of Finance (finance.go.ug)UGA UGA Uganda Low income

2/6/2016 Team Pak Cyber AttackerUndeterminedDisruptive Message ManipulationIndian Revenue Service (IRS)IND IND India Lower middle income

2/6/2016 UndeterminedFinancial Exploitive Exploitation of Application ServerLoanbase USA USA United States of AmericaHigh income

2/5/2016 @0x1TaylorUndeterminedExploitive Exploitation of Application Serverteksyndicate.comUSA USA United States of AmericaHigh income

2/5/2016 SonnySpooksUndeterminedExploitive Exploitation of Application Serverepicbot.comUSA USA United States of AmericaHigh income

2/5/2016 UndeterminedFinancial Exploitive Exploitation of Application ServerUnknown retailerGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

2/5/2016 UndeterminedFinancial Exploitive Exploitation of Application ServerAlibaba Group's TaoBaoCHN CHN China Upper middle income

2/4/2016 UndeterminedFinancial Exploitive Exploitation of Application ServerUniversity of Central FloridaUSA USA United States of AmericaHigh income

2/4/2016 UndeterminedFinancial Exploitive Exploitation of Application Server,Exploitation of Data in TransitRussian banksRUS RUS Russian FederationUpper middle income

2/4/2016 AnonymousPersonal AttackExploitive Exploitation of End HostsRoosh V USA USA United States of AmericaHigh income

2/3/2016 Blink Hacker GroupProtest Exploitive Exploitation of Application ServerThai PrisonsTHA THA Thailand Upper middle income

2/3/2016 UndeterminedFinancial Exploitive Exploitation of End HostsMagnolia Health CorporationUSA USA United States of AmericaHigh income

2/3/2016 UndeterminedFinancial Exploitive Exploitation of Application Servermavic-mp3.comITA ITA Italy High income

2/1/2016 Christopher TaylorUndeterminedExploitive Exploitation of End Hosts,Exploitation of SensorsGeorgia Institute of TechnologyUSA USA United States of AmericaHigh income

2/1/2016 bRpsd UndeterminedExploitive Exploitation of Application Serverfocusfeatures.comUSA USA United States of AmericaHigh income

1/31/2016 Anonsec UndeterminedMixed Exploitation of Application Server,Physical AttackNASA USA USA United States of AmericaHigh income

1/30/2016 UndeterminedUndeterminedDisruptive External Denial of Servicepastebin.comNLD NLD NetherlandsHigh income

1/29/2016 UndeterminedUndeterminedExploitive Exploitation of Application Serverjasacare.orgUSA USA United States of AmericaHigh income

1/29/2016 UndeterminedUndeterminedDisruptive External Denial of ServiceHSBC GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

1/29/2016 UndeterminedFinancial Exploitive Exploitation of Application ServerNeiman MarcusUSA USA United States of AmericaHigh income

1/28/2016 Monte Melkonian Cyber Army (MMCA)UndeterminedExploitive Exploitation of Application ServerCivil Service Commission of AzerbaijanAZE AZE AzerbaijanUpper middle income

1/28/2016 Monte Melkonian Cyber Army (MMCA)UndeterminedDisruptive External Denial of ServiceOfficial Internet resource of State Bodies of Azerbaijan (gov.az).AZE AZE AzerbaijanUpper middle income

1/28/2016 Blink Hacker GroupProtest Disruptive External Denial of ServiceThai Prison SystemTHA THA Thailand Upper middle income

1/28/2016 Monte Melkonian Cyber Army (MMCA)UndeterminedDisruptive External Denial of ServiceMinistry of Taxes of the Republic of AzerbaijanAZE AZE AzerbaijanUpper middle income

1/28/2016 UndeterminedUndeterminedExploitive Exploitation of Application Servervalleyevents.caCAN CAN Canada High income

1/28/2016 UndeterminedUndeterminedExploitive Exploitation of Application ServerCPanel USA USA United States of AmericaHigh income

1/28/2016 Monte Melkonian Cyber Army (MMCA)UndeterminedDisruptive External Denial of ServiceAzerbaijani E-Government portalAZE AZE AzerbaijanUpper middle income

1/27/2016 UndeterminedFinancial Exploitive Exploitation of SensorsWendy's USA USA United States of AmericaHigh income

1/26/2016 UndeterminedUndeterminedExploitive Exploitation of Application ServerFraternal Order of Police (FOP) fop.netUSA USA United States of AmericaHigh income

1/26/2016 Hanom1960 AKA @hanomlulzsecProtest Disruptive Message ManipulationCosta Rican Ministry of  Foreign Affairs and WorshipCRI CRI Costa RicaUpper middle income

1/26/2016 UndeterminedUndeterminedExploitive Exploitation of Application Server,Exploitation of End HostsMercy Iowa CityUSA USA United States of AmericaHigh income

1/26/2016 UndeterminedSabotage Disruptive Data AttackIsrael's Electric AuthorityISR ISR Israel High income

1/25/2016 Anonymous (Conservative)Protest Disruptive Message Manipulation2016iowacaucus.comUSA USA United States of AmericaHigh income

1/25/2016 UndeterminedPersonal AttackExploitive Exploitation of End HostsHailey BaldwinUSA USA United States of AmericaHigh income

1/24/2016 UndeterminedUndeterminedExploitive Exploitation of Application ServerBank YerushalayimISR ISR Israel High income

1/24/2016 Gensu & TurkhackteamUndeterminedExploitive Exploitation of Application Servermuseomodena.ferrari.comITA ITA Italy High income

1/23/2016 Lorde BashtienProtest Exploitive Exploitation of Application ServerMiami Beach Police DepartmentUSA USA United States of AmericaHigh income

1/23/2016 Lorde BashtienProtest Exploitive Exploitation of Application ServerMiami-Dade Police DepartmentUSA USA United States of AmericaHigh income

1/23/2016 Lorde BashtienProtest Exploitive Exploitation of Application ServerMiami Police DepartmentUSA USA United States of AmericaHigh income

1/23/2016 @ciadotgovUndeterminedExploitive Exploitation of Application Serverkakasure.comJPN JPN Japan High income

1/23/2016 Black-Spy UndeterminedExploitive Exploitation of Application ServerToyota (Russia)RUS RUS Russian FederationUpper middle income

1/23/2016 AnonymousProtest Disruptive External Denial of ServiceNarita International AirportJPN JPN Japan High income

1/23/2016 OurMine UndeterminedMixed Exploitation of Application Server,Message Manipulationforums.dayzgame.comUSA USA United States of AmericaHigh income

1/22/2016 UndeterminedUndeterminedDisruptive External Denial of ServiceIrish government websitesIRL IRL Ireland High income

1/22/2016 Crazy-3r3r UndeterminedDisruptive Message Manipulationblog.imam-khomeini.irIRN IRN Iran (Islamic Republic of)Lower middle income

1/22/2016 UndeterminedFinancial Exploitive Exploitation of Application ServerUniversity of VirginiaUSA USA United States of AmericaHigh income

1/22/2016 UndeterminedUndeterminedDisruptive External Denial of ServicePremier Lotteries IrelandIRL IRL Ireland High income

1/21/2016 Anti-Armenia TeamUndeterminedDisruptive Message ManipulationEmbassy of Armenia in the United StatesARM ARM Armenia Upper middle income

1/21/2016 Anti-Armenia TeamUndeterminedDisruptive Message ManipulationEmbassy of Armenia in the United Arab EmiratesARM ARM Armenia Upper middle income

1/21/2016 Anti-Armenia TeamUndeterminedDisruptive Message ManipulationEmbassy of Armenia in UkraineARM ARM Armenia Upper middle income



1/21/2016 Anti-Armenia TeamUndeterminedDisruptive Message ManipulationEmbassy of Armenia in the United KingdomARM ARM Armenia Upper middle income

1/21/2016 Anti-Armenia TeamUndeterminedDisruptive Message ManipulationEmbassy of Armenia in TurkmenistanARM ARM Armenia Upper middle income

1/21/2016 Anti-Armenia TeamUndeterminedDisruptive Message ManipulationEmbassy of Armenia in SwedenARM ARM Armenia Upper middle income

1/21/2016 Anti-Armenia TeamUndeterminedDisruptive Message ManipulationEmbassy of Armenia in SwitzerlandARM ARM Armenia Upper middle income

1/21/2016 Anti-Armenia TeamUndeterminedDisruptive Message ManipulationEmbassy of Armenia in SpainARM ARM Armenia Upper middle income

1/21/2016 Anti-Armenia TeamUndeterminedDisruptive Message ManipulationEmbassy of Armenia in RomaniaARM ARM Armenia Upper middle income

1/21/2016 Anti-Armenia TeamUndeterminedDisruptive Message ManipulationEmbassy of Armenia in RussiaARM ARM Armenia Upper middle income

1/21/2016 Anti-Armenia TeamUndeterminedDisruptive Message ManipulationEmbassy of Armenia in PolandARM ARM Armenia Upper middle income

1/21/2016 Anti-Armenia TeamUndeterminedDisruptive Message ManipulationEmbassy of Armenia in the NetherlandsARM ARM Armenia Upper middle income

1/21/2016 Anti-Armenia TeamUndeterminedDisruptive Message ManipulationEmbassy of Armenia in LithuaniaARM ARM Armenia Upper middle income

1/21/2016 Anti-Armenia TeamUndeterminedDisruptive Message ManipulationEmbassy of Armenia in LebanonARM ARM Armenia Upper middle income

1/21/2016 Anti-Armenia TeamUndeterminedDisruptive Message ManipulationEmbassy of Armenia in KuwaitARM ARM Armenia Upper middle income

1/21/2016 Anti-Armenia TeamUndeterminedDisruptive Message ManipulationEmbassy of Armenia in KazakhstanARM ARM Armenia Upper middle income

1/21/2016 Anti-Armenia TeamUndeterminedDisruptive Message ManipulationEmbassy of Armenia in JapanARM ARM Armenia Upper middle income

1/21/2016 Anti-Armenia TeamUndeterminedDisruptive Message ManipulationEmbassy of Armenia in ItalyARM ARM Armenia Upper middle income

1/21/2016 Anti-Armenia TeamUndeterminedDisruptive Message ManipulationEmbassy of Armenia in IraqARM ARM Armenia Upper middle income

1/21/2016 Anti-Armenia TeamUndeterminedDisruptive Message ManipulationEmbassy of Armenia in IndiaARM ARM Armenia Upper middle income

1/21/2016 Anti-Armenia TeamUndeterminedDisruptive Message ManipulationEmbassy of Armenia in Vatican CityARM ARM Armenia Upper middle income

1/21/2016 Anti-Armenia TeamUndeterminedDisruptive Message ManipulationEmbassy of Armenia in GreeceARM ARM Armenia Upper middle income

1/21/2016 Anti-Armenia TeamUndeterminedDisruptive Message ManipulationEmbassy of Armenia in GermanyARM ARM Armenia Upper middle income

1/21/2016 Anti-Armenia TeamUndeterminedDisruptive Message ManipulationConsulate of Armenia in Batumi, GeorgiaARM ARM Armenia Upper middle income

1/21/2016 Anti-Armenia TeamUndeterminedDisruptive Message ManipulationEmbassy of Armenia in GeorgiaARM ARM Armenia Upper middle income

1/21/2016 Anti-Armenia TeamUndeterminedDisruptive Message ManipulationEmbassy of Armenia in FranceARM ARM Armenia Upper middle income

1/21/2016 Anti-Armenia TeamUndeterminedDisruptive Message ManipulationEmbassy of Armenia in EgyptARM ARM Armenia Upper middle income

1/21/2016 Anti-Armenia TeamUndeterminedDisruptive Message ManipulationEmbassy of Armenia in DenmarkARM ARM Armenia Upper middle income

1/21/2016 Anti-Armenia TeamUndeterminedDisruptive Message ManipulationEmbassy of Armenia in the Czech RepublicARM ARM Armenia Upper middle income

1/21/2016 Anti-Armenia TeamUndeterminedDisruptive Message ManipulationEmbassy of Armenia in ChinaARM ARM Armenia Upper middle income

1/21/2016 Anti-Armenia TeamUndeterminedDisruptive Message ManipulationEmbassy of Armenia in CanadaARM ARM Armenia Upper middle income

1/21/2016 Anti-Armenia TeamUndeterminedDisruptive Message ManipulationEmbassy of Armenia in BulgariaARM ARM Armenia Upper middle income

1/21/2016 Anti-Armenia TeamUndeterminedDisruptive Message ManipulationEmbassy of Armenia in BrazilARM ARM Armenia Upper middle income

1/21/2016 Anti-Armenia TeamUndeterminedDisruptive Message ManipulationEmbassy of Armenia in BelgiumARM ARM Armenia Upper middle income

1/21/2016 Anti-Armenia TeamUndeterminedDisruptive Message ManipulationEmbassy of Armenia in BelarusARM ARM Armenia Upper middle income

1/21/2016 Anti-Armenia TeamUndeterminedDisruptive Message ManipulationEmbassy of Armenia in AustriaARM ARM Armenia Upper middle income

1/21/2016 Anti-Armenia TeamUndeterminedDisruptive Message ManipulationEmbassy of Armenia in ArgentinaARM ARM Armenia Upper middle income

1/21/2016 Anti-Armenia TeamUndeterminedDisruptive Message ManipulationOfficial website of the Permanent Mission of Armenia to the organization for Security and Co-operation in Europe (OSCE)ARM ARM Armenia Upper middle income

1/21/2016 Anti-Armenia TeamUndeterminedDisruptive Message ManipulationOfficial website of the Permanent Mission of Armenia to the United NationsARM ARM Armenia Upper middle income

1/21/2016 AnonymousProtest Disruptive External Denial of ServiceHurley Medical CenterUSA USA United States of AmericaHigh income

1/21/2016 Anti-Armenia TeamUndeterminedDisruptive Message ManipulationOfficial website of the Permanent Mission of Armenia in NATOARM ARM Armenia Upper middle income

1/20/2016 UndeterminedUndeterminedDisruptive External Denial of ServiceJYP Entertainment jype.comTWN TWN Taiwan (Province of China)High income

1/20/2016 UndeterminedUndeterminedDisruptive External Denial of ServiceIrish National LotteryIRL IRL Ireland High income

1/19/2016 UndeterminedUndeterminedDisruptive Internal Denial of ServiceRoyal Melbourne HospitalAUS AUS Australia High income

1/19/2016 UndeterminedFinancial Exploitive Exploitation of End HostsMSN.com USA USA United States of AmericaHigh income

1/19/2016 WKPF UndeterminedDisruptive Message ManipulationEkonombankRUS RUS Russian FederationUpper middle income

1/19/2016 UndeterminedFinancial Exploitive Exploitation of Application ServerCrelan BEL BEL Belgium High income

1/19/2016 UndeterminedFinancial Exploitive Exploitation of Application ServerFACC AUT AUT Austria High income

1/18/2016 UndeterminedUndeterminedExploitive Exploitation of Application ServerMetropolitan Jewish Health SystemUSA USA United States of AmericaHigh income

1/18/2016 Islamic State HackerUndeterminedDisruptive Message ManipulationTsinghua UniversityCHN CHN China Upper middle income

1/18/2016 UndeterminedUndeterminedDisruptive External Denial of Serviceboards.ie IRL IRL Ireland High income

1/18/2016 Fearz UndeterminedMixed Exploitation of Application Server,Message Manipulation,Exploitation of End HostsJohn HoldrenUSA USA United States of AmericaHigh income

1/16/2016 UndeterminedUndeterminedDisruptive External Denial of ServiceState of Michigan Portal michigan.govUSA USA United States of AmericaHigh income

1/16/2016 UndeterminedUndeterminedDisruptive Message ManipulationEmbassy of Russia in IsraelRUS RUS Russian FederationUpper middle income

1/16/2016 UndeterminedUndeterminedExploitive Exploitation of Application Serverpagesjaunesdusenegal.comSEN SEN Senegal Lower middle income

1/16/2016 UndeterminedUndeterminedDisruptive External Denial of ServiceKickassTorrentsCRI CRI Costa RicaUpper middle income

1/16/2016 UndeterminedUndeterminedDisruptive Data AttackBoryspil AirportUKR UKR Ukraine Lower middle income

1/15/2016 UndeterminedFinancial Exploitive Exploitation of Application ServerCryptsy USA USA United States of AmericaHigh income



1/14/2016 Crackas With AttitudeUndeterminedDisruptive Message ManipulationLinkedIn account of Vonna Weir HeatonUSA USA United States of AmericaHigh income

1/14/2016 Blink Hacker GroupProtest Exploitive Exploitation of Application ServerSupreme Court of ThailandTHA THA Thailand Upper middle income

1/14/2016 Crackas With AttitudeUndeterminedDisruptive Message ManipulationFacebook media account of Vonna Weir HeatonUSA USA United States of AmericaHigh income

1/14/2016 UndeterminedFinancial Exploitive Exploitation of Application ServerBlue Shield of CaliforniaUSA USA United States of AmericaHigh income

1/14/2016 UndeterminedUndeterminedExploitive Exploitation of Application ServerHokkaido UniversityJPN JPN Japan High income

1/14/2016 bRpsd UndeterminedExploitive Exploitation of Application Serveremkoelektronik.com.trTUR Turkey Turkey Upper middle income

1/13/2016 AnonymousProtest Disruptive External Denial of Servicenissan.co.jpJPN JPN Japan High income

1/13/2016 AnonymousProtest Disruptive External Denial of ServiceHundreds of Thai government websitesTHA THA Thailand Upper middle income

1/13/2016 UndeterminedFinancial Exploitive Exploitation of Application ServerTaxSlayer USA USA United States of AmericaHigh income

1/13/2016 W0rm UndeterminedExploitive Exploitation of Application ServerCitrix USA USA United States of AmericaHigh income

1/13/2016 AnonymousProtest Disruptive External Denial of Servicenissan-global.comJPN JPN Japan High income

1/11/2016 UndeterminedUndeterminedExploitive Exploitation of Application ServerBrigham and Women's HospitalUSA USA United States of AmericaHigh income

1/11/2016 UndeterminedUndeterminedDisruptive External Denial of ServiceMinesota Court System mncourts.govUSA USA United States of AmericaHigh income

1/11/2016 UndeterminedFinancial Exploitive Exploitation of Application Serverfaithless.co.ukGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

1/11/2016 UndeterminedUndeterminedExploitive Exploitation of Application ServerBrigham and Women's Faulkner HospitalUSA USA United States of AmericaHigh income

1/11/2016 UndeterminedFinancial Exploitive Exploitation of Application ServerTaxAct USA USA United States of AmericaHigh income

1/11/2016 Crackas With AttitudeUndeterminedMixed Exploitation of Application Server,Message ManipulationAccounts of James Clapper Director of National IntelligenceUSA USA United States of AmericaHigh income

1/10/2016 UndeterminedUndeterminedDisruptive Message ManipulationJeremy Corbyn Twitter Account (@jeremycorbyn)GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

1/10/2016 @ciadotgovUndeterminedExploitive Exploitation of Application Servermilq.com CAN CAN Canada High income

1/10/2016 Fr0mShell UndeterminedExploitive Exploitation of Application Servero2c.fr FRA FRA France High income

1/10/2016 ROR[RG] Financial Exploitive Exploitation of Application ServerLifeSafer USA USA United States of AmericaHigh income

1/9/2016 UndeterminedUndeterminedExploitive Exploitation of Application ServerInterxion NLD NLD NetherlandsHigh income

1/8/2016 IBH (Indian Black Hats)Protest Disruptive Message ManipulationM. Aslam SonsPAK PAK Pakistan Lower middle income

1/8/2016 IBH (Indian Black Hats)Protest Disruptive Message ManipulationCentre for Pakistan and Gulf StudiesPAK PAK Pakistan Lower middle income

1/8/2016 Anonymous (Nigeria)Protest Disruptive External Denial of ServiceNigerian Ministry of JusticeNGA NGA Nigeria Lower middle income

1/8/2016 Anonymous (Nigeria)Protest Disruptive External Denial of ServiceNigerian Ministry of Foreign AffairsNGA NGA Nigeria Lower middle income

1/8/2016 Anonymous (Nigeria)Protest Disruptive External Denial of ServiceNigerian Ministry of FinanceNGA NGA Nigeria Lower middle income

1/8/2016 IBH (Indian Black Hats)Protest Disruptive Message ManipulationPakistan Bar CouncilPAK PAK Pakistan Lower middle income

1/8/2016 Anonymous (Nigeria)Protest Disruptive External Denial of ServiceFederal Capital Territory AdministrationNGA NGA Nigeria Lower middle income

1/8/2016 UndeterminedUndeterminedExploitive Exploitation of Application ServerIndian Institute of Management √É¬É√Ü¬í√É¬Ü'√É¬É'√É¬Ç√Ç¬¢√É¬É√Ü¬í'√É¬É√Ç¬¢'√É¬Ç√Ç¬¨√É¬É√Ü¬í'" Ahmedabad (IIM-A)IND IND India Lower middle income

1/7/2016 @ciadotgovUndeterminedExploitive Exploitation of Application Serverbattlefy.comUSA USA United States of AmericaHigh income

1/7/2016 UndeterminedFinancial Exploitive Exploitation of Application Server,Exploitation of End HostsJapanese Banks' CustomersJPN JPN Japan High income

1/7/2016 UndeterminedFinancial Exploitive Exploitation of End HostsTime Warner CableUSA USA United States of AmericaHigh income

1/6/2016 GeNiuS-JorDanProtest Disruptive Message ManipulationRepublic of Uganda Ministry of Foreign AffairsUGA UGA Uganda Low income

1/6/2016 UndeterminedUndeterminedExploitive Exploitation of End HostsForbes USA USA United States of AmericaHigh income

1/5/2016 AnonymousProtest Disruptive External Denial of ServiceSaudi Ombudsman's OfficeSAU SAU Saudi ArabiaHigh income

1/5/2016 AnonymousProtest Disruptive External Denial of ServiceSaudi Ministry of FinanceSAU SAU Saudi ArabiaHigh income

1/5/2016 AnonymousProtest Disruptive External Denial of ServiceSaudi Customs ServiceSAU SAU Saudi ArabiaHigh income

1/5/2016 AnonymousProtest Disruptive External Denial of ServiceSaudi Press AssociationSAU SAU Saudi ArabiaHigh income

1/5/2016 AnonymousProtest Disruptive External Denial of ServiceSaudi Ministry of EducationSAU SAU Saudi ArabiaHigh income

1/5/2016 AnonymousProtest Disruptive External Denial of ServiceSaudi Royal Air ForceSAU SAU Saudi ArabiaHigh income

1/5/2016 AnonymousProtest Disruptive External Denial of ServiceSaudi Ministry of DefenseSAU SAU Saudi ArabiaHigh income

1/5/2016 AnonymousProtest Disruptive External Denial of Service14 Thailand police websitesTHA THA Thailand Upper middle income

1/5/2016 Islamic StateUndeterminedDisruptive Message ManipulationFacebook Account of Ruqia HassanSYR SYR Syrian Arab RepublicLow income

1/5/2016 @ciadotgovUndeterminedExploitive Exploitation of Application Serverallwomenstalk.comUKR UKR Ukraine Lower middle income

1/5/2016 UndeterminedUndeterminedExploitive Exploitation of Application ServerLinode USA USA United States of AmericaHigh income

1/5/2016 AnonymousProtest Disruptive External Denial of ServiceSaudi General Passports ServiceSAU SAU Saudi ArabiaHigh income

1/5/2016 APT34 Political-EspionageExploitive Exploitation of Network InfrastructureAI SquaredUSA USA United States of AmericaHigh income

1/4/2016 UndeterminedUndeterminedDisruptive External Denial of ServiceSaudi Ministry of Defense moda.gov.saSAU SAU Saudi ArabiaHigh income

1/3/2016 UndeterminedUndeterminedExploitive Exploitation of Application ServerUnnamed right-wing Christian groupUSA USA United States of AmericaHigh income

1/3/2016 Sc0rp!n Att@ck3r from Muslim Cyber ArmyUndeterminedExploitive Exploitation of Application ServerGoa University unigoa.ac.inIND IND India Lower middle income

1/2/2016 Turk Hack TeamUndeterminedDisruptive External Denial of ServiceRussian Federation Ministry of CustomsRUS RUS Russian FederationUpper middle income

1/2/2016 Turk Hack TeamUndeterminedDisruptive External Denial of ServiceROSATOMRUS RUS Russian FederationUpper middle income

1/2/2016 Turk Hack TeamUndeterminedDisruptive External Denial of ServiceRussian Federation Ministry of ConstructionRUS RUS Russian FederationUpper middle income

1/2/2016 Turk Hack TeamUndeterminedDisruptive External Denial of ServiceMinistry of the Russian Far East DevelopmentRUS RUS Russian FederationUpper middle income



1/2/2016 Turk Hack TeamUndeterminedDisruptive External Denial of ServiceThe official website of the President of the Islamic Republic of Iran (president.ir)IRN IRN Iran (Islamic Republic of)Lower middle income

1/2/2016 Turk Hack TeamUndeterminedDisruptive External Denial of ServiceMinistry of Energy of IranIRN IRN Iran (Islamic Republic of)Lower middle income

1/2/2016 Turk Hack TeamUndeterminedDisruptive External Denial of ServiceMinistry of Foreign Affairs of IranIRN IRN Iran (Islamic Republic of)Lower middle income

1/2/2016 New World Hacktivists (NWH)UndeterminedDisruptive External Denial of Servicedonaldjtrump.comUSA USA United States of AmericaHigh income

1/2/2016 Turk Hack TeamUndeterminedDisruptive External Denial of ServiceMinistry of Information of IranIRN IRN Iran (Islamic Republic of)Lower middle income

######## Mexican drug cartelsUndeterminedDisruptive Data AttackUS Customs and Border ProtectionUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerCyberoam IND IND India Lower middle income

######## UndeterminedUndeterminedDisruptive External Denial of ServiceBBC GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

######## bRpsd UndeterminedExploitive Exploitation of Application Serverhttp://www.autolet.itITA ITA Italy High income

######## UndeterminedUndeterminedExploitive Exploitation of Application Serverhttp://www.psicamp.it/ITA ITA Italy High income

######## Mr 4nOnymOus (part of 034th adr355 Cr3w)UndeterminedDisruptive Message ManipulationKasganj News PortalIND IND India Lower middle income

######## UndeterminedUndeterminedExploitive Exploitation of Application Server,Exploitation of End HostsAbby Lee MillerUSA USA United States of AmericaHigh income

######## UndeterminedUndeterminedExploitive Exploitation of Application Server,Exploitation of End HostsMackenzie ZieglerUSA USA United States of AmericaHigh income

######## UndeterminedUndeterminedDisruptive External Denial of ServiceRutgers UniversityUSA USA United States of AmericaHigh income

######## UndeterminedUndeterminedDisruptive External Denial of ServiceLinode USA USA United States of AmericaHigh income

######## UndeterminedUndeterminedExploitive Exploitation of Application Serverhttp://tunesoman.com/OMN OMN Oman High income

######## AnonymousProtest Disruptive External Denial of ServiceZiraat BankTUR Turkey Turkey Upper middle income

######## AnonymousProtest Disruptive External Denial of ServiceGaranti BBVATUR Turkey Turkey Upper middle income

######## AnonymousProtest Disruptive External Denial of ServiceIsbank TUR Turkey Turkey Upper middle income

######## Anonymous (Rabaa Team)UndeterminedDisruptive Message ManipulationCosta Rica Ministry of the EnvironmentCRI CRI Costa RicaUpper middle income

######## UndeterminedUndeterminedDisruptive External Denial of ServiceSteam USA USA United States of AmericaHigh income

######## AnonymousProtest Mixed Exploitation of Application Server,Message ManipulationAsia Pacific Telecommunity (http://www.apt.int/)THA THA Thailand Upper middle income

######## Phantom SquadUndeterminedDisruptive External Denial of ServiceEA USA USA United States of AmericaHigh income

######## UndeterminedUndeterminedExploitive Exploitation of Application ServerLivestreamUSA USA United States of AmericaHigh income

######## GRU Unit 74455 (SANDWORM)Sabotage Disruptive External Denial of Service,Data Attack,Physical AttackPrykarpattiaoblenergoUKR UKR Ukraine Lower middle income

######## UndeterminedFinancial Exploitive Exploitation of End HostsHyatt Hotels CorporationUSA USA United States of AmericaHigh income

######## GRU Unit 74455 (SANDWORM)Sabotage Disruptive External Denial of Service,Data Attack,Physical AttackKyivoblenergoUKR UKR Ukraine Lower middle income

######## UndeterminedUndeterminedExploitive Exploitation of Application ServerSanrio DigitalJPN JPN Japan High income

######## UndeterminedPolitical-EspionageExploitive Exploitation of End HostsJuan PardinasMEX MEX Mexico Upper middle income

######## Monte Melkonian Cyber Army (MMCA)UndeterminedExploitive Exploitation of Application ServerAzerbaijani Ministry of Emergency SituationsAZE AZE AzerbaijanUpper middle income

######## Monte Melkonian Cyber Army (MMCA)UndeterminedExploitive Exploitation of Application ServerAzerbaijani Ministry of Labour and Social ProtectionAZE AZE AzerbaijanUpper middle income

######## Phantom SquadUndeterminedDisruptive External Denial of ServiceXbox Live USA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of SensorsLandry's USA USA United States of AmericaHigh income

######## UndeterminedSabotage Disruptive External Denial of ServiceNIC.tr TUR Turkey Turkey Upper middle income

######## UndeterminedUndeterminedExploitive Exploitation of Application Server,Exploitation of Data in TransitJuniper NetworksUSA USA United States of AmericaHigh income

######## UndeterminedUndeterminedDisruptive External Denial of ServiceCity of BostonUSA USA United States of AmericaHigh income

######## C0d3c1t4d3lUndeterminedExploitive Exploitation of Application Serverhttp://keepyourlinks.com/USA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of SensorsSwiss CleanersUSA USA United States of AmericaHigh income

######## g0tchack Financial Exploitive Exploitation of Application ServerCity of Providence (https://www.providenceri.com/)USA USA United States of AmericaHigh income

######## Islamic Cyber ArmyUndeterminedExploitive Exploitation of Application ServerMilitary officials in FranceFRA FRA France High income

######## AnonymousUndeterminedExploitive Exploitation of Application ServerEuropean Space AgencyFRA FRA France High income

######## Islamic Cyber ArmyUndeterminedExploitive Exploitation of Application ServerMilitary officials in the USUSA USA United States of AmericaHigh income

######## ProjectDumpUndeterminedExploitive Exploitation of Application Serverhttp://www.bluebooktrader.com/CAN CAN Canada High income

######## Armada CollectiveFinancial Disruptive External Denial of ServiceMoonfruit GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

######## UndeterminedFinancial Exploitive Exploitation of End HostsComcast USA USA United States of AmericaHigh income

######## AnonymousProtest Disruptive External Denial of ServiceTrump Tower New YorkUSA USA United States of AmericaHigh income

######## UndeterminedUndeterminedDisruptive External Denial of ServiceDanish ParliamentDNK DNK Denmark High income

######## UndeterminedUndeterminedDisruptive Data AttackGlorious Leader!USA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of End HostsThe GuardianGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

######## UndeterminedUndeterminedExploitive Exploitation of Application ServerEasily GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

######## AnonymousProtest Disruptive External Denial of ServiceJapanese Prime MinisterJPN JPN Japan High income

######## UndeterminedUndeterminedDisruptive Message ManipulationSwedish House Mafia Facebook PageSWE SWE Sweden High income

12/9/2015 UndeterminedFinancial Exploitive Exploitation of SensorsElephant BarUSA USA United States of AmericaHigh income

12/9/2015 UndeterminedUndeterminedDisruptive Message ManipulationCricket South Africa Facebook PageZAF ZAF South AfricaUpper middle income

12/9/2015 UndeterminedUndeterminedExploitive Exploitation of End HostsMiddlesex HospitalUSA USA United States of AmericaHigh income



12/9/2015 UndeterminedUndeterminedDisruptive External Denial of ServiceDNS root rervers999 UndeterminedUndetermined#N/A

12/8/2015 UndeterminedUndeterminedExploitive Exploitation of Application ServerNexus ModsUSA USA United States of AmericaHigh income

12/8/2015 UndeterminedPersonal AttackDisruptive Message ManipulationPakistani Journalist Hamid MirPAK PAK Pakistan Lower middle income

12/7/2015 UndeterminedUndeterminedDisruptive External Denial of ServiceJanet GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

12/7/2015 UndeterminedFinancial Exploitive Exploitation of SensorsKalahari ResortsUSA USA United States of AmericaHigh income

12/7/2015 UndeterminedUndeterminedDisruptive Message ManipulationJim Ross USA USA United States of AmericaHigh income

12/7/2015 Smitt3nz AKA RubberUndeterminedExploitive Exploitation of Application ServerInternet Game Cars DatabaseFRA FRA France High income

12/7/2015 Smitt3nz AKA RubberUndeterminedExploitive Exploitation of Application Serverhttp://www.the-athenaeum.orgUSA USA United States of AmericaHigh income

12/7/2015 GrenXPaRTaUndeterminedExploitive Exploitation of Application Serverhttp://www.befriending.co.ukGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

12/7/2015 UndeterminedUndeterminedExploitive Exploitation of End HostsDailyMotionFRA FRA France High income

12/7/2015 Smitt3nz AKA RubberUndeterminedExploitive Exploitation of Application Serverhttp://artrookie.co.ukGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

12/4/2015 AnonymousProtest Exploitive Exploitation of Application ServerRoyal Thai PoliceTHA THA Thailand Upper middle income

12/4/2015 UndeterminedFinancial Exploitive Exploitation of Application ServerJD WetherspoonGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

12/4/2015 ap3x h4x0rUndeterminedExploitive Exploitation of Application Serverhttp://saifa.ir/IRN IRN Iran (Islamic Republic of)Lower middle income

12/3/2015 UndeterminedUndeterminedExploitive Exploitation of Application ServerTuneCore USA USA United States of AmericaHigh income

12/2/2015 AnonymousProtest Exploitive Exploitation of Application ServerMeta-Fusion GmbHDEU DEU Germany High income

12/1/2015 UndeterminedUndeterminedExploitive Exploitation of Application Server,Exploitation of End HostsAustralian Bureau of MeteorologyAUS AUS Australia High income

12/1/2015 Muslim Electronic ArmyUndeterminedDisruptive Message ManipulationThe Barbados AdvocateBRB BRB Barbados High income

######## AnonymousProtest Disruptive External Denial of ServiceIceland governmentISL ISL Iceland High income

######## AnonymousProtest Exploitive Exploitation of Application ServerUnited Nations Framework Convention on Climate ChangeDEU DEU Germany High income

######## Team System DZUndeterminedDisruptive Message ManipulationRichland County RecyclingUSA USA United States of AmericaHigh income

######## Team System DZUndeterminedDisruptive Message ManipulationRichland County Emergency ManagementUSA USA United States of AmericaHigh income

######## Pakistani Cyber AttackersUndeterminedDisruptive Message ManipulationJabalpur PoliceIND IND India Lower middle income

######## Team System DZUndeterminedDisruptive Message ManipulationRichland County Veterans Service OfficeUSA USA United States of AmericaHigh income

######## UndeterminedUndeterminedExploitive Exploitation of Application ServerVTech CHN CHN China Upper middle income

######## Multiple Pakistani hacking groupsUndeterminedDisruptive Message ManipulationCentral Bank of IndiaIND IND India Lower middle income

######## UndeterminedUndeterminedExploitive Exploitation of Application ServerHungryhouseGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

######## Indian hackersProtest Disruptive Message ManipulationLashkar-e-TaibaPAK PAK Pakistan Lower middle income

######## Turk Hack TeamUndeterminedDisruptive External Denial of ServiceRussian Central Bank (http://www.cbr.ru)RUS RUS Russian FederationUpper middle income

######## Hacker BubaFinancial Exploitive Exploitation of Application ServerInvest BankARE ARE United Arab EmiratesHigh income

######## UndeterminedFinancial Exploitive Exploitation of End HostsGigi Hadid USA USA United States of AmericaHigh income

######## UndeterminedUndeterminedExploitive Exploitation of Application ServerPearson VUEGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

######## RyanDa1338UndeterminedExploitive Exploitation of Application Serverhttp://www.hortinews.co.ke/KEN KEN Kenya Lower middle income

######## UndeterminedUndeterminedExploitive Exploitation of Application ServerLinux AustraliaAUS AUS Australia High income

######## AnonymousUndeterminedDisruptive External Denial of ServiceJapan Health, Labor and Welfare MinistryJPN JPN Japan High income

######## NetPirates AKA @TheNetShipUndeterminedExploitive Exploitation of Application Serverhttp://www.dhiqar.net/IRQ IRQ Iraq Upper middle income

######## UndeterminedFinancial Exploitive Exploitation of SensorsStarwood Hotels & ResortsUSA USA United States of AmericaHigh income

######## AnonymousUndeterminedDisruptive Message ManipulationIslamic State Twitter accounts999 UndeterminedUndetermined#N/A

######## AnonymousUndeterminedDisruptive Message ManipulationIsdarat 999 UndeterminedUndetermined#N/A

######## UndeterminedUndeterminedExploitive Exploitation of Application ServerLandesk USA USA United States of AmericaHigh income

######## UndeterminedUndeterminedExploitive Exploitation of Application Serverhttp://www.friendshipkey.com/PAK PAK Pakistan Lower middle income

######## UndeterminedUndeterminedExploitive Exploitation of Application Serverhttp://www.trampolining-online.co.uk/GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

######## UndeterminedFinancial Exploitive Exploitation of SensorsNoble House Hotels and ResortsUSA USA United States of AmericaHigh income

######## UndeterminedUndeterminedExploitive Exploitation of Application ServerFashion to Figure (http://www.fashiontofigure.com)USA USA United States of AmericaHigh income

######## UndeterminedProtest Exploitive Exploitation of Application ServerBrazilian ArmyBRA BRA Brazil Upper middle income

######## UndeterminedPersonal AttackDisruptive External Denial of ServiceGraham Cluley BlogGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

######## UndeterminedFinancial Exploitive Exploitation of SensorsKorea Advanced Institute of Science TechnologyKOR KOR Korea (the Republic of)High income

######## Fallaga TeamProtest Disruptive Message ManipulationJewish Free SchoolGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

######## UndeterminedUndeterminedExploitive Exploitation of Application ServerSecurus TechnologiesUSA USA United States of AmericaHigh income

######## Buhtrap Financial Exploitive Exploitation of End HostsAmmyy RUS RUS Russian FederationUpper middle income

######## Orion Financial Exploitive Exploitation of Application ServerComcast USA USA United States of AmericaHigh income

######## A. S. A. L. A.UndeterminedMixed Exploitation of Application Server,Message ManipulationMortgage Fund sub-domain of the Azerbaijan Central BankAZE AZE AzerbaijanUpper middle income

######## UndeterminedUndeterminedExploitive Exploitation of Application ServerTAFE QueenslandAUS AUS Australia High income

######## UndeterminedUndeterminedExploitive Exploitation of Application ServerSpotify SWE SWE Sweden High income

######## Eggfather UndeterminedExploitive Exploitation of Application Serverhttp://www.mwcboard.com/USA USA United States of AmericaHigh income



######## Eggfather UndeterminedExploitive Exploitation of Application Serverhttp://www.c4forums.comUSA USA United States of AmericaHigh income

######## Eggfather UndeterminedExploitive Exploitation of Application Serverhttp://forum.chumpcar.comUSA USA United States of AmericaHigh income

######## Eggfather UndeterminedExploitive Exploitation of Application Serverhttp://engineerboards.comUSA USA United States of AmericaHigh income

######## Armada CollectiveFinancial Disruptive External Denial of ServiceNeomailboxCHE CHE SwitzerlandHigh income

11/9/2015 UndeterminedFinancial Exploitive Exploitation of Application ServerUK ParliamentGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

11/9/2015 UndeterminedUndeterminedExploitive Exploitation of Application ServerXAT (http://xat.com)GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

11/9/2015 UndeterminedFinancial Disruptive External Denial of ServiceHushmail CAN CAN Canada High income

11/9/2015 UndeterminedFinancial Disruptive External Denial of ServiceFastmail AUS AUS Australia High income

11/9/2015 His Royal GingernessUndeterminedExploitive Exploitation of Application ServerNorwich International Airport (https://www.norwichairport.co.uk)GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

11/8/2015 KelvinSecTeamUndeterminedExploitive Exploitation of Application ServerAviacion Militar BolivarianaVEN VEN Venezuela (Bolivarian Republic of)Upper middle income

11/8/2015 UndeterminedProtest Disruptive Message ManipulationHaaretz ISR ISR Israel High income

11/6/2015 CocaineSecurityFinancial Disruptive External Denial of ServiceSwedbank SWE SWE Sweden High income

11/6/2015 Islamic Revolutionary Guard Corps (APT 35 Charming Kitten)UndeterminedExploitive Exploitation of Application ServerObama Administration officialsUSA USA United States of AmericaHigh income

11/6/2015 Crackas With AttitudeUndeterminedExploitive Exploitation of Application ServerJoint Automated Booking SystemUSA USA United States of AmericaHigh income

11/6/2015 AnonymousUndeterminedExploitive Exploitation of Application ServerKu Klux KlanUSA USA United States of AmericaHigh income

11/6/2015 UndeterminedUndeterminedExploitive Exploitation of Application ServerTouchnoteGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

11/6/2015 Eggfather UndeterminedExploitive Exploitation of Application Serverhttp://www.sikhawareness.com/USA USA United States of AmericaHigh income

11/6/2015 Eggfather UndeterminedExploitive Exploitation of Application Serverhttp://www.lonestarspeedzone.comUSA USA United States of AmericaHigh income

11/6/2015 Eggfather UndeterminedExploitive Exploitation of Application Serverhttp://www.islandermania.comUSA USA United States of AmericaHigh income

11/6/2015 Eggfather UndeterminedExploitive Exploitation of Application Serverhttp://pixarra.com/USA USA United States of AmericaHigh income

11/5/2015 UndeterminedFinancial Exploitive Exploitation of SensorsFour Winds Casino ResortUSA USA United States of AmericaHigh income

11/5/2015 UndeterminedFinancial Exploitive Exploitation of Application ServerInterstitial Cystitis Network (www.ic-network.com)USA USA United States of AmericaHigh income

11/5/2015 UndeterminedFinancial Disruptive External Denial of ServiceRunbox NOR NOR Norway High income

11/5/2015 Armada CollectiveFinancial Disruptive External Denial of ServiceProtonMailCHE CHE SwitzerlandHigh income

11/4/2015 UndeterminedUndeterminedDisruptive External Denial of ServiceZoho USA USA United States of AmericaHigh income

11/4/2015 UndeterminedUndeterminedExploitive Exploitation of Application ServerShowTix4UUSA USA United States of AmericaHigh income

11/4/2015 Armada CollectiveFinancial Disruptive External Denial of ServiceVFEmail USA USA United States of AmericaHigh income

11/3/2015 UndeterminedUndeterminedDisruptive External Denial of ServiceSalt Lake City School DistrictUSA USA United States of AmericaHigh income

11/3/2015 Smitt3nz AKA RubberUndeterminedExploitive Exploitation of Application Serverhttp://library.killersites.comUSA USA United States of AmericaHigh income

11/3/2015 Smitt3nz AKA RubberUndeterminedExploitive Exploitation of Application Serverchromeplay.comGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

11/2/2015 Anonsec UndeterminedExploitive Exploitation of Application ServerIsrael Missile Defense AssociationISR ISR Israel High income

11/1/2015 Coldzer0 UndeterminedExploitive Exploitation of Application ServerVbulletin USA USA United States of AmericaHigh income

11/1/2015 Coldzer0 UndeterminedExploitive Exploitation of Application ServerFoxit SoftwareUSA USA United States of AmericaHigh income

11/1/2015 Stealth FalconPolitical-EspionageExploitive Exploitation of End HostsRori DonaghyGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

######## VirushackerUndeterminedDisruptive Message ManipulationAnandamohan CollegeIND IND India Lower middle income

######## VirushackerUndeterminedDisruptive Message ManipulationMaharaja Mahnindra CollegeIND IND India Lower middle income

######## VirushackerUndeterminedDisruptive Message ManipulationRam Mohan CollegeIND IND India Lower middle income

######## Photon AKA @PhotonicProtonUndeterminedExploitive Exploitation of Application Serverhttp://www.mac-torrents.com/USA USA United States of AmericaHigh income

######## UndeterminedUndeterminedExploitive Exploitation of Application Serverhttp://ads.thaimisc.comTHA THA Thailand Upper middle income

######## UndeterminedUndeterminedExploitive Exploitation of Application Serverhttp://pukpik.com/THA THA Thailand Upper middle income

######## mr.nsaany UndeterminedExploitive Exploitation of Application Serverhttp://forums.phpfreaks.comUSA USA United States of AmericaHigh income

######## UndeterminedUndeterminedExploitive Exploitation of Application Serverhttp://thaiind.com/THA THA Thailand Upper middle income

######## NetherlandsMoDzUndeterminedExploitive Exploitation of Application Server,External Denial of Servicehttp://asialawhouse.com/IND IND India Lower middle income

######## KelvinSecTeamUndeterminedExploitive Exploitation of Application ServerVenezuelan Education MinistryVEN VEN Venezuela (Bolivarian Republic of)Upper middle income

######## AnonymousProtest Exploitive Exploitation of Application ServerNational Agriculture LibraryUSA USA United States of AmericaHigh income

######## UndeterminedUndeterminedExploitive Exploitation of Application Server000Webhost.comLTU LTU Lithuania High income

######## UndeterminedUndeterminedExploitive Exploitation of Application ServerBritish GasGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

######## National Security AgencyUndeterminedExploitive Exploitation of End HostsGerman Unit of the Federal ChancelleryDEU DEU Germany High income

######## UndeterminedUndeterminedExploitive Exploitation of Application ServerEmergence Health NetworkUSA USA United States of AmericaHigh income

######## UndeterminedUndeterminedExploitive Exploitation of Application ServerWichita Public SchoolsUSA USA United States of AmericaHigh income

######## Anonymous (Lebanon)Protest Disruptive Message ManipulationLebanon Government WebsiteLBN LBN Lebanon Lower middle income

######## UndeterminedUndeterminedExploitive Exploitation of Application Serverhttps://www.amzreviewtrader.com/USA USA United States of AmericaHigh income

######## AnonymousProtest Exploitive Exploitation of Application ServerCAT Telecom Pcl (http://www.cattelecom.com)THA THA Thailand Upper middle income

######## Anonymous (R4BIA TEAM)Protest Disruptive Message ManipulationNational Planning InstituteEGY EGY Egypt Lower middle income

######## Anonymous (R4BIA TEAM)Protest Disruptive Message ManipulationEgyptian ObservatoryEGY EGY Egypt Lower middle income



######## Anonymous (R4BIA TEAM)Protest Disruptive Message ManipulationEgypt Information portalEGY EGY Egypt Lower middle income

######## Anonymous (R4BIA TEAM)Protest Disruptive Message ManipulationCenter for Information and Decision SupportEGY EGY Egypt Lower middle income

######## Anonymous (R4BIA TEAM)Protest Disruptive Message ManipulationEgyptian Supreme Council of the PressEGY EGY Egypt Lower middle income

######## Anonymous (R4BIA TEAM)Protest Disruptive Message ManipulationEgyptian Ministry of PlanningEGY EGY Egypt Lower middle income

######## Anonymous (R4BIA TEAM)Protest Disruptive Message ManipulationEgyptian Ministry of TourismEGY EGY Egypt Lower middle income

######## Anonymous (R4BIA TEAM)Protest Disruptive Message ManipulationCabinet Decision Support CenterEGY EGY Egypt Lower middle income

######## Anonymous (R4BIA TEAM)Protest Disruptive Message ManipulationWebsite of the Egyptian PresidentEGY EGY Egypt Lower middle income

######## Fallaga TeamProtest Disruptive Message ManipulationFilm Federation of India (http://www.filmfed.org/)IND IND India Lower middle income

######## UndeterminedUndeterminedDisruptive Message ManipulationEssex PoliceGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

######## UndeterminedUndeterminedExploitive Exploitation of Application ServerTalkTalk GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

######## GRU 85th Main Special Service Center (Unit 26165) (FANCYBEAR)Political-EspionageExploitive Exploitation of Application ServerDutch Safety BoardNLD NLD NetherlandsHigh income

######## Amped Attacks AKA sgtbilko420Protest Disruptive External Denial of ServiceSteven HarperCAN CAN Canada High income

######## Amped Attacks AKA sgtbilko420Protest Disruptive External Denial of ServiceIslamic State-linked site999 UndeterminedUndetermined#N/A

######## Amped Attacks AKA sgtbilko420Protest Disruptive External Denial of ServiceWestboro Baptist ChurchUSA USA United States of AmericaHigh income

######## NGB 3rd Technical Surveillance BureauPolitical-EspionageExploitive Exploitation of Application ServerBlue HouseKOR KOR Korea (the Republic of)High income

######## Amped Attacks AKA sgtbilko420Protest Disruptive External Denial of ServiceKu Klux KlanUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerEyeBuyDirectUSA USA United States of AmericaHigh income

######## Team Pak Cyber ExpertsProtest Disruptive Message ManipulationPassport Office KolkataIND IND India Lower middle income

######## ph1k3 UndeterminedExploitive Exploitation of Application Serverhttp://www.gobol.in/IND IND India Lower middle income

######## NGB 3rd Technical Surveillance BureauPolitical-EspionageExploitive Exploitation of End HostsSouth Korean Defense MinistryKOR KOR Korea (the Republic of)High income

######## NGB 3rd Technical Surveillance BureauPolitical-EspionageExploitive Exploitation of End HostsSouth Korean Foreign MinistryKOR KOR Korea (the Republic of)High income

######## NGB 3rd Technical Surveillance BureauPolitical-EspionageExploitive Exploitation of End HostsSouth Korean National AssemblyKOR KOR Korea (the Republic of)High income

######## AnonymousProtest Disruptive External Denial of ServiceChubu Centrair International AirportJPN JPN Japan High income

######## Crackas With AttitudeUndeterminedExploitive Exploitation of Application ServerJohn BrennanUSA USA United States of AmericaHigh income

######## AnonymousProtest Disruptive External Denial of ServiceNarita International AirportJPN JPN Japan High income

######## UndeterminedUndeterminedExploitive Exploitation of Application ServerWoods Hole Oceanographic InstitutionUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of SensorsPeppermill Resort Spa CasinoUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of SensorsYellowfront GroceryUSA USA United States of AmericaHigh income

######## UndeterminedPolitical-EspionageExploitive Exploitation of Application Server,Exploitation of End HostsPermanent Court of Arbitration in The HagueNLD NLD NetherlandsHigh income

######## UndeterminedUndeterminedExploitive Exploitation of Application ServerEA USA USA United States of AmericaHigh income

######## Abdellah ElmaghribiProtest Disruptive Message ManipulationAdult Magazine (http://adult-mag.com/)USA USA United States of AmericaHigh income

######## Anonymous (Belgium)Protest Disruptive External Denial of ServiceFederal Public Service of the InteriorBEL BEL Belgium High income

######## @HTGzSecurityUndeterminedExploitive Exploitation of Application ServerRoyal Institution of Chartered SurveyorsGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

######## Anonymous (Belgium)Protest Disruptive External Denial of ServiceParliament of the Brussels-Capital RegionBEL BEL Belgium High income

######## Anonymous (Belgium)Protest Disruptive External Denial of ServiceOfficial website the Belgian Prime MinisterBEL BEL Belgium High income

######## UndeterminedFinancial Mixed Data Attack,Exploitation of End HostDaily Mail GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

######## Kuroi'SH UndeterminedMixed Exploitation of Application Server,Message ManipulationUniformed Services University (https://www.usuhs.mil)USA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerAmerica's Thrift StoresUSA USA United States of AmericaHigh income

10/9/2015 Sally-Anne Jones (Umm Hussain Britaniya)Personal AttackExploitive Exploitation of End HostsNavy SEAL Rob O'NeillUSA USA United States of AmericaHigh income

10/9/2015 Sally-Anne Jones (Umm Hussain Britaniya)Personal AttackExploitive Exploitation of End HostsArmy Sgt. Dillard JohnsonUSA USA United States of AmericaHigh income

10/9/2015 UndeterminedFinancial Exploitive Exploitation of Application ServerDow Jones & Co.USA USA United States of AmericaHigh income

10/9/2015 ComcastkidsUndeterminedExploitive Exploitation of Application Serverhttp://shopatsullivan.comUSA USA United States of AmericaHigh income

10/8/2015 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerMatthew Craig (matthdgamer)GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

10/8/2015 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerBateson87GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

10/8/2015 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerNick28T GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

10/8/2015 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerNepenthezGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

10/8/2015 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerW2S GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

10/8/2015 sup3rm4n; j0shua3wUndeterminedDisruptive Message ManipulationBrazilian Institute of Research and Development in Astronomy, Geophysics and Metrology of Time and FrequencyBRA BRA Brazil Upper middle income

10/8/2015 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerAnesonGibGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

10/7/2015 Ministry of State Security's (MSS) (APT19)Political-EspionageExploitive Exploitation of Application ServerLoopPay USA USA United States of AmericaHigh income

10/6/2015 UndeterminedUndeterminedDisruptive External Denial of ServiceKennebec County Phone SystemUSA USA United States of AmericaHigh income

10/6/2015 Th3 Ap3x UndeterminedExploitive Exploitation of Application ServerWindsor University School of MedicineGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

10/5/2015 UndeterminedFinancial Exploitive Exploitation of Application ServerFXCM USA USA United States of AmericaHigh income

10/5/2015 AnoncodersUndeterminedDisruptive Message ManipulationRadio Tel Aviv (http://102fm.co.il/)ISR ISR Israel High income

10/5/2015 NetPirates AKA @TheNetShipUndeterminedExploitive Exploitation of Application Serverhttp://www.bharatlaws.com/IND IND India Lower middle income



10/5/2015 NGB 3rd Technical Surveillance BureauUndeterminedExploitive Exploitation of Application Server,Exploitation of End HostsSeoul Subway SystemKOR KOR Korea (the Republic of)High income

10/5/2015 SVR (COZYBEAR)Sabotage Disruptive Physical AttackThe Islam ChannelGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

10/3/2015 Hell Shield HackersUndeterminedDisruptive Message ManipulationMunicipal Services Program Khyber PakhtunkhwaPAK PAK Pakistan Lower middle income

10/2/2015 UndeterminedUndeterminedExploitive Exploitation of Application ServerDavid JonesAUS AUS Australia High income

10/1/2015 UndeterminedUndeterminedExploitive Exploitation of Application ServerAmerican Bankers AssociationUSA USA United States of AmericaHigh income

10/1/2015 SuperExtremeShitpostingTeamUndeterminedExploitive Exploitation of Application ServerPatreon USA USA United States of AmericaHigh income

10/1/2015 UndeterminedUndeterminedExploitive Exploitation of Application ServerT-Mobile US (via Experian)USA USA United States of AmericaHigh income

10/1/2015 UndeterminedPolitical-EspionageExploitive Exploitation of End HostsKarla Micheel SalasMEX MEX Mexico Upper middle income

9/30/2015 Exfocus Financial Disruptive External Denial of ServiceRutgers UniversityUSA USA United States of AmericaHigh income

9/30/2015 KelvinSecTeamUndeterminedExploitive Exploitation of Application ServerSeniat VEN VEN Venezuela (Bolivarian Republic of)Upper middle income

9/30/2015 UndeterminedFinancial Exploitive Exploitation of End HostsTrump Hotel CollectionUSA USA United States of AmericaHigh income

9/30/2015 0x0D1337 UndeterminedExploitive Exploitation of Application Serverdutchwow.comNLD NLD NetherlandsHigh income

9/30/2015 UndeterminedUndeterminedExploitive Exploitation of Application ServerKmart AUS AUS Australia High income

9/28/2015 Ghost ItalyProtest Mixed Exploitation of Application Server,Message ManipulationBanca IntesaITA ITA Italy High income

9/28/2015 Ghost ItalyProtest Mixed Exploitation of Application Server,Message ManipulationUnipol BancaITA ITA Italy High income

9/27/2015 Team Pak Cyber AttackerUndeterminedDisruptive Message ManipulationKerala Government WebsiteIND IND India Lower middle income

9/27/2015 UndeterminedFinancial Mixed Data Attack,Exploitation of Application ServerUniversity of CalgaryCAN CAN Canada High income

9/27/2015 UndeterminedUndeterminedExploitive Exploitation of Application ServerThe Big Blue BusUSA USA United States of AmericaHigh income

9/26/2015 AnonymousProtest Exploitive Exploitation of Application ServerCanadian Department of Foreign AffairsCAN CAN Canada High income

9/25/2015 UndeterminedFinancial Exploitive Exploitation of SensorsHilton HotelUSA USA United States of AmericaHigh income

9/25/2015 UndeterminedUndeterminedExploitive Exploitation of End HostsNorth Oldham High SchoolUSA USA United States of AmericaHigh income

9/25/2015 UndeterminedFinancial Exploitive Exploitation of Application Serverhttp://www.padlocks4less.com/USA USA United States of AmericaHigh income

9/25/2015 UndeterminedPolitical-EspionageExploitive Exploitation of End HostsDavid Pe√É¬É√Ü¬í√É¬Ü'√É¬É√¢¬Ä¬†'√É¬É√Ü¬í'√É¬É'√É¬Ç√Ç¬±aMEX MEX Mexico Upper middle income

9/24/2015 UndeterminedUndeterminedDisruptive External Denial of Service8chan USA USA United States of AmericaHigh income

9/24/2015 UndeterminedUndeterminedDisruptive External Denial of Service4chan USA USA United States of AmericaHigh income

9/24/2015 UndeterminedUndeterminedDisruptive Internal Denial of ServiceImgur USA USA United States of AmericaHigh income

9/24/2015 NetPirates AKA @TheNetShipUndeterminedExploitive Exploitation of Application ServerDressCloudPOL POL Poland High income

9/22/2015 AnonymousUndeterminedDisruptive Message ManipulationPhilippines' National Telecom CommissionPHL PHL PhilippinesLower middle income

9/22/2015 UndeterminedUndeterminedExploitive Exploitation of Application Server,Exploitation of End Hostsrealtor.comUSA USA United States of AmericaHigh income

9/22/2015 Hack for TrumpFinancial Exploitive Exploitation of Application ServerFidelity Group (http://www.fidelitygroup.com/)CYM CYM Cayman IslandsHigh income

9/21/2015 UndeterminedUndeterminedExploitive Exploitation of Application ServerAssociation of Professional Engineers and GeoscientistsCAN CAN Canada High income

9/19/2015 W0rm Financial Exploitive Exploitation of Application ServerMonopoly (hacking crew)999 UndeterminedUndetermined#N/A

9/18/2015 UndeterminedUndeterminedExploitive Exploitation of Application ServerInktank USA USA United States of AmericaHigh income

9/18/2015 AnonymousProtest Disruptive Message ManipulationThe AlmanacUSA USA United States of AmericaHigh income

9/18/2015 AnonymousProtest Disruptive Message ManipulationPleasanton WeeklyUSA USA United States of AmericaHigh income

9/18/2015 AnonymousProtest Disruptive Message ManipulationMountain View VoiceUSA USA United States of AmericaHigh income

9/18/2015 AnonymousProtest Disruptive Message ManipulationPalo Alto WeeklyUSA USA United States of AmericaHigh income

9/18/2015 UndeterminedUndeterminedExploitive Exploitation of Application ServerCeph USA USA United States of AmericaHigh income

9/18/2015 ElliotAldersonUndeterminedExploitive Exploitation of Application Serverhttp://asankadr.azAZE AZE AzerbaijanUpper middle income

9/18/2015 AnonymousProtest Disruptive Message ManipulationEmbarcadero Media GroupUSA USA United States of AmericaHigh income

9/18/2015 Horux UndeterminedMixed Exploitation of Application Server,Message ManipulationKettering General HospitalGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

9/16/2015 UndeterminedUndeterminedExploitive Exploitation of Application ServerOakland Family ServicesUSA USA United States of AmericaHigh income

9/16/2015 NetPirates AKA @TheNetShipUndeterminedExploitive Exploitation of Application ServerMalabar Institute of Medical SciencesIND IND India Lower middle income

9/15/2015 UndeterminedUndeterminedExploitive Exploitation of End HostsCryptome USA USA United States of AmericaHigh income

9/15/2015 UndeterminedFinancial Exploitive Exploitation of End HostsMilestone Hospitality ManagementUSA USA United States of AmericaHigh income

9/15/2015 UndeterminedUndeterminedExploitive Exploitation of End HostsForbes USA USA United States of AmericaHigh income

9/14/2015 UndeterminedUndeterminedDisruptive External Denial of ServiceThe KremlinRUS RUS Russian FederationUpper middle income

9/13/2015 Kyfx UndeterminedExploitive Exploitation of Application ServerKumoh National Institute of TechnologyKOR KOR Korea (the Republic of)High income

9/11/2015 Islamic StateUndeterminedExploitive Exploitation of Application ServerUK Cabinet MinistersGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

9/11/2015 UndeterminedUndeterminedExploitive Exploitation of Application ServerPenrith High SchoolAUS AUS Australia High income

9/11/2015 Cyber-71 Protest Disruptive Message ManipulationDhaka UniversityBGD BGD BangladeshLower middle income

9/10/2015 UndeterminedFinancial Exploitive Exploitation of Application ServerExcellus BlueCross BlueShieldUSA USA United States of AmericaHigh income

9/8/2015 UndeterminedFinancial Exploitive Exploitation of Application ServerThe PentagonUSA USA United States of AmericaHigh income

9/8/2015 UndeterminedFinancial Exploitive Exploitation of Application ServerMohu USA USA United States of AmericaHigh income

9/4/2015 Smitt3nz AKA RubberUndeterminedExploitive Exploitation of Application Serverhttp://www.goudpelli.com999 UndeterminedUndetermined#N/A



9/4/2015 Smitt3nz AKA RubberUndeterminedExploitive Exploitation of Application Serverhttp://www.vivahamytri.com999 UndeterminedUndetermined#N/A

9/4/2015 Smitt3nz AKA RubberUndeterminedExploitive Exploitation of Application Serverhttp://www.srirasthu.in999 UndeterminedUndetermined#N/A

9/4/2015 Smitt3nz AKA RubberUndeterminedExploitive Exploitation of Application Serverhttp://ssamb.com999 UndeterminedUndetermined#N/A

9/4/2015 Smitt3nz AKA RubberUndeterminedExploitive Exploitation of Application Serverhttp://www.svmarriageslinks.com999 UndeterminedUndetermined#N/A

9/4/2015 Smitt3nz AKA RubberUndeterminedExploitive Exploitation of Application Serverhttp://www.madigapelli.com999 UndeterminedUndetermined#N/A

9/4/2015 Smitt3nz AKA RubberUndeterminedExploitive Exploitation of Application Serverhttp://mudirajpelli.com999 UndeterminedUndetermined#N/A

9/4/2015 Smitt3nz AKA RubberUndeterminedExploitive Exploitation of Application Serverhttp://thotamarriagelines.com999 UndeterminedUndetermined#N/A

9/4/2015 @n0w1337UndeterminedDisruptive External Denial of ServiceEssex PoliceGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

9/4/2015 UndeterminedUndeterminedExploitive Exploitation of Application ServerMozilla BugzillaUSA USA United States of AmericaHigh income

9/4/2015 UndeterminedUndeterminedDisruptive Message ManipulationThe University of New South WalesAUS AUS Australia High income

9/4/2015 Smitt3nz AKA RubberUndeterminedExploitive Exploitation of Application Serverhttp://malapelli.com999 UndeterminedUndetermined#N/A

9/3/2015 @n0w1337UndeterminedDisruptive External Denial of ServiceManchester AirportGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

9/3/2015 Prince AKA @n0w1337UndeterminedDisruptive External Denial of ServiceGreater Manchester PoliceGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

9/3/2015 Elite Islamic State HackersUndeterminedDisruptive Message ManipulationWayne County Board of EducationUSA USA United States of AmericaHigh income

9/3/2015 UndeterminedUndeterminedExploitive Exploitation of Application ServerHawaii First Federal Credit UnionUSA USA United States of AmericaHigh income

9/3/2015 ConnectingFriend; KheXan rOotUndeterminedExploitive Exploitation of Application Serverhttp://www.askmebazaar.comIND IND India Lower middle income

9/1/2015 Lizard SquadUndeterminedDisruptive External Denial of ServiceUK National Crime AgencyGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

9/1/2015 UndeterminedFinancial Exploitive Exploitation of End HostsBrunswick Hotel & TavernUSA USA United States of AmericaHigh income

8/31/2015 UndeterminedPolitical-EspionageExploitive Exploitation of End HostsMarion BowmanUSA USA United States of AmericaHigh income

8/30/2015 UndeterminedPolitical-EspionageExploitive Exploitation of End HostsEmilio AristeguiUSA USA United States of AmericaHigh income

8/29/2015 UndeterminedFinancial Exploitive Exploitation of Application ServerUtah Food BankUSA USA United States of AmericaHigh income

8/29/2015 UndeterminedUndeterminedExploitive Exploitation of Application ServerMichigan Catholic ConferenceUSA USA United States of AmericaHigh income

8/28/2015 NetPirates AKA @TheNetShipUndeterminedExploitive Exploitation of Application Serverhttp://www.ecaytrade.com/CYM CYM Cayman IslandsHigh income

8/27/2015 UndeterminedUndeterminedDisruptive External Denial of Servicemumsnet GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

8/26/2015 MoroccanwolfProtest Disruptive Message ManipulationUK National Health ServiceGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

8/25/2015 UndeterminedUndeterminedDisruptive External Denial of ServiceGitHub USA USA United States of AmericaHigh income

8/24/2015 UndeterminedFinancial Exploitive Exploitation of Application ServerTotally PromotionalUSA USA United States of AmericaHigh income

8/23/2015 JM511 UndeterminedExploitive Exploitation of Application ServerNorthern Illinois UniversityUSA USA United States of AmericaHigh income

8/23/2015 JM511 UndeterminedExploitive Exploitation of Application ServerDePaul UniversityUSA USA United States of AmericaHigh income

8/23/2015 JM511 UndeterminedExploitive Exploitation of Application ServerUniversity of MinnesotaUSA USA United States of AmericaHigh income

8/23/2015 JM511 UndeterminedExploitive Exploitation of Application ServerWestern Governor's UniversityUSA USA United States of AmericaHigh income

8/23/2015 Mr.Xpr! UndeterminedDisruptive Message ManipulationRoyal Saudi Air ForceSAU SAU Saudi ArabiaHigh income

8/23/2015 Pinoy LulzSec; Elite Cyber Security; MCA and PHU DDOS SquadProtest Disruptive External Denial of ServicePhilippine Bureau of CustomsPHL PHL PhilippinesLower middle income

8/23/2015 JM511 UndeterminedExploitive Exploitation of Application ServerUniversity of California at Los AngelesUSA USA United States of AmericaHigh income

8/23/2015 JM511 UndeterminedExploitive Exploitation of Application ServerAuto Zone USA USA United States of AmericaHigh income

8/22/2015 Clinkz48 UndeterminedDisruptive Message ManipulationKarnataka State Higher Education CouncilIND IND India Lower middle income

8/21/2015 AnonymousProtest Exploitive Exploitation of Application ServerState Information Technology AgencyZAF ZAF South AfricaUpper middle income

8/20/2015 UndeterminedUndeterminedExploitive Exploitation of Application ServerUniversity of Rhode IslandUSA USA United States of AmericaHigh income

8/20/2015 UndeterminedPolitical-EspionageExploitive Exploitation of End HostsCarlos Loret de MolaMEX MEX Mexico Upper middle income

8/19/2015 RootDevilz; Jonturk75; Bozkurt97Protest Disruptive Message ManipulationUNICEF IndiaIND IND India Lower middle income

8/19/2015 UndeterminedFinancial Exploitive Exploitation of Application ServerWeb.com USA USA United States of AmericaHigh income

8/19/2015 @DadSecurityUndeterminedDisruptive External Denial of Servicemumsnet GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

8/18/2015 UndeterminedUndeterminedDisruptive External Denial of ServiceTianwang CHN CHN China Upper middle income

8/17/2015 Avian; Nepal Cyber ArmyProtest Exploitive Exploitation of Application ServerNepal Department of TransportationNPL NPL Nepal Lower middle income

8/17/2015 NetPirates AKA @TheNetShipUndeterminedExploitive Exploitation of Application ServerThe Hope Institute (http://www.makehope.org/)999 UndeterminedUndetermined#N/A

8/17/2015 AnonymousProtest Exploitive Exploitation of Application ServerClayton Valley Charter High SchoolUSA USA United States of AmericaHigh income

8/15/2015 Mr.H4rD3nProtest Disruptive Message ManipulationEmbassy of Azerbaijan in RussiaAZE AZE AzerbaijanUpper middle income

8/14/2015 UndeterminedUndeterminedExploitive Exploitation of Application ServerCity of HendersonUSA USA United States of AmericaHigh income

8/14/2015 UndeterminedUndeterminedExploitive Exploitation of Application ServerUniversity of VirginiaUSA USA United States of AmericaHigh income

8/14/2015 UndeterminedFinancial Exploitive Exploitation of Application ServerFred's Inc. USA USA United States of AmericaHigh income

8/12/2015 UndeterminedUndeterminedDisruptive Message ManipulationMichigan Athletics Facebook pageUSA USA United States of AmericaHigh income

8/12/2015 UndeterminedUndeterminedDisruptive Message ManipulationMichigan Basketball Facebook pageUSA USA United States of AmericaHigh income

8/12/2015 UndeterminedUndeterminedDisruptive Message ManipulationMichigan Football Facebook pageUSA USA United States of AmericaHigh income

8/12/2015 UndeterminedFinancial Exploitive Exploitation of Application ServerOneBookShelfUSA USA United States of AmericaHigh income

8/10/2015 MexicanH TeamProtest Disruptive Message ManipulationMexican Ministry of Communications and TransportationMEX MEX Mexico Upper middle income



8/8/2015 UndeterminedFinancial Mixed Exploitation of Application Server,External Denial of ServiceCarphone Warehouse AffiliatesGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

8/8/2015 @JM511 UndeterminedExploitive Exploitation of Application ServerThe Employment Agents Movement (TEAM)GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

8/8/2015 UndeterminedUndeterminedDisruptive Message ManipulationBoqueirao Bus StationBRA BRA Brazil Upper middle income

8/7/2015 SENAIN Political-EspionageExploitive Exploitation of End HostsDr. Carlos FigeuroaECU ECU Ecuador Upper middle income

8/7/2015 UndeterminedUndeterminedExploitive Exploitation of Application ServerSabre CorporationUSA USA United States of AmericaHigh income

8/7/2015 UndeterminedUndeterminedExploitive Exploitation of Application ServerAmerican Airlines Group Inc.USA USA United States of AmericaHigh income

8/7/2015 ph1k3 UndeterminedExploitive Exploitation of Application ServerHemmakvall AB (http://www.hemmakvall.se)SWE SWE Sweden High income

8/6/2015 UndeterminedUndeterminedExploitive Exploitation of Application ServerUnited States Department of DefenseUSA USA United States of AmericaHigh income

8/6/2015 Brenda UndeterminedExploitive Exploitation of Application ServerMiranda LambertUSA USA United States of AmericaHigh income

8/6/2015 l1kw1d UndeterminedExploitive Exploitation of Application Serverhttp://itembay.ca/CAN CAN Canada High income

8/6/2015 UndeterminedUndeterminedExploitive Exploitation of Application ServerDubizzle ARE ARE United Arab EmiratesHigh income

8/6/2015 UndeterminedUndeterminedExploitive Exploitation of Application ServerICANN USA USA United States of AmericaHigh income

8/5/2015 UndeterminedFinancial Exploitive Exploitation of Application ServerAustralian Investment ExchangeAUS AUS Australia High income

8/5/2015 UndeterminedFinancial Exploitive Exploitation of Application ServerCommsec AUS AUS Australia High income

8/5/2015 Dr.MwNs UndeterminedDisruptive Message ManipulationSri Lankan Prime MinisterLKA LKA Sri Lanka Lower middle income

8/5/2015 UndeterminedFinancial Exploitive Exploitation of Application ServerYapstone USA USA United States of AmericaHigh income

8/5/2015 UndeterminedUndeterminedExploitive Exploitation of Application ServerHover CAN CAN Canada High income

8/5/2015 UndeterminedFinancial Exploitive Exploitation of Application ServerE*Trade AUS AUS Australia High income

8/4/2015 UndeterminedUndeterminedDisruptive External Denial of ServiceDota 2 ServersUSA USA United States of AmericaHigh income

8/4/2015 UndeterminedPersonal AttackDisruptive Message ManipulationBodmin CollegeGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

8/4/2015 UndeterminedUndeterminedMixed Exploitation of Application Server,Message ManipulationAndy Weir USA USA United States of AmericaHigh income

8/3/2015 Telecomix CanadaUndeterminedDisruptive Message ManipulationDonald Trump Corporate WebsiteUSA USA United States of AmericaHigh income

8/3/2015 UndeterminedFinancial Exploitive Exploitation of Application ServerTwo undisclosed UAE banksARE ARE United Arab EmiratesHigh income

8/1/2015 MuhmadEmadUndeterminedDisruptive Message ManipulationEtowah County Sheriff's OfficeUSA USA United States of AmericaHigh income

8/1/2015 MuhmadEmadUndeterminedDisruptive Message ManipulationHardin CenterUSA USA United States of AmericaHigh income

8/1/2015 UndeterminedUndeterminedExploitive Exploitation of Application ServerOrange County Employees AssociationUSA USA United States of AmericaHigh income

8/1/2015 UndeterminedUndeterminedExploitive Exploitation of Application ServerSiouxland Pain ClinicUSA USA United States of AmericaHigh income

8/1/2015 UndeterminedPolitical-EspionageExploitive Exploitation of End HostsMyanmar Ministry of Information websiteMMR MMR Myanmar Lower middle income

7/31/2015 UndeterminedUndeterminedExploitive Exploitation of Application ServerUniversity of ConnecticutUSA USA United States of AmericaHigh income

7/31/2015 UndeterminedUndeterminedDisruptive External Denial of ServiceRBS Banking GroupGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

7/30/2015 UndeterminedUndeterminedDisruptive External Denial of ServicePlanned ParenthoodUSA USA United States of AmericaHigh income

7/30/2015 UndeterminedUndeterminedExploitive Exploitation of Application ServerPagerDutyUSA USA United States of AmericaHigh income

7/30/2015 UndeterminedUndeterminedMixed Exploitation of Application Server,Message ManipulationRed Granite PicturesUSA USA United States of AmericaHigh income

7/29/2015 UndeterminedFinancial Exploitive Exploitation of Application ServerHanesbrands Inc.USA USA United States of AmericaHigh income

7/29/2015 UndeterminedPolitical-EspionageExploitive Exploitation of Application ServerUnited AirlinesUSA USA United States of AmericaHigh income

7/27/2015 Opheus HaxorUndeterminedExploitive Exploitation of Application Serverhttp://www.j-ax.itITA ITA Italy High income

7/27/2015 UndeterminedFinancial Exploitive Exploitation of SensorsVillage Pizza & PubUSA USA United States of AmericaHigh income

7/26/2015 UndeterminedProtest Exploitive Exploitation of Application ServerPlanned ParenthoodUSA USA United States of AmericaHigh income

7/26/2015 VikingDom2016UndeterminedDisruptive External Denial of ServiceNew York MagazineUSA USA United States of AmericaHigh income

7/25/2015 The Exploit3rsUndeterminedDisruptive Message ManipulationKaspersky LabMAR MAR Morocco Lower middle income

7/25/2015 The Exploit3rsUndeterminedDisruptive Message ManipulationMicrosoft MAR MAR Morocco Lower middle income

7/25/2015 The Exploit3rsUndeterminedDisruptive Message ManipulationGoogle MAR MAR Morocco Lower middle income

7/25/2015 @NightmareSquadProtest Exploitive Exploitation of Application ServerUniversity of QueenslandAUS AUS Australia High income

7/25/2015 AnonymousProtest Exploitive Exploitation of End HostsCanadian governmentCAN CAN Canada High income

7/24/2015 DetoxRansomeFinancial Exploitive Exploitation of Application ServerBitDefenderROU ROM Romania High income

7/24/2015 UndeterminedFinancial Exploitive Exploitation of Application ServerHealthfirst USA USA United States of AmericaHigh income

7/23/2015 UndeterminedFinancial Exploitive Exploitation of Application ServerCoinCut GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

7/22/2015 AnonymousUndeterminedExploitive Exploitation of Application ServerPublic Service Labour Relations and Employment BoardCAN CAN Canada High income

7/21/2015 FireHack UndeterminedDisruptive External Denial of Servicefurydown.com 999 UndeterminedUndetermined#N/A

7/20/2015 ElSurveillanceProtest Mixed Exploitation of Application Server,Message Manipulationhttp://tawnybrie.com999 UndeterminedUndetermined#N/A

7/20/2015 ElSurveillanceProtest Mixed Exploitation of Application Server,Message Manipulationhttp://tabithalayne.com999 UndeterminedUndetermined#N/A

7/20/2015 ElSurveillanceProtest Mixed Exploitation of Application Server,Message Manipulationhttp://taliaamour.com999 UndeterminedUndetermined#N/A

7/20/2015 ElSurveillanceProtest Mixed Exploitation of Application Server,Message Manipulationhttp://sofiadelterra.com999 UndeterminedUndetermined#N/A

7/20/2015 ElSurveillanceProtest Mixed Exploitation of Application Server,Message Manipulationhttp://seductivealchemy.com999 UndeterminedUndetermined#N/A

7/20/2015 ElSurveillanceProtest Mixed Exploitation of Application Server,Message Manipulationhttp://ohcecilia.com999 UndeterminedUndetermined#N/A



7/19/2015 ElSurveillanceProtest Exploitive Exploitation of Application Servercaptain69.co.ukGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

7/19/2015 The Impact TeamUndeterminedExploitive Exploitation of Application ServerAshley MadisonCAN CAN Canada High income

7/18/2015 ElSurveillanceProtest Exploitive Exploitation of Application ServerMeetMeInYourCity.comUSA USA United States of AmericaHigh income

7/18/2015 AnonymousProtest Disruptive External Denial of ServiceRoyal Canadian Mounted PoliceCAN CAN Canada High income

7/17/2015 UndeterminedFinancial Exploitive Exploitation of Application ServerWalmart CanadaUSA USA United States of AmericaHigh income

7/17/2015 UndeterminedFinancial Exploitive Exploitation of Application ServerTesco GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

7/17/2015 UndeterminedFinancial Exploitive Exploitation of Application ServerRite Aid USA USA United States of AmericaHigh income

7/17/2015 UndeterminedFinancial Exploitive Exploitation of Application ServerWalgreensUSA USA United States of AmericaHigh income

7/17/2015 UndeterminedFinancial Exploitive Exploitation of Application ServerSam's ClubUSA USA United States of AmericaHigh income

7/17/2015 Rex MundiFinancial Exploitive Exploitation of Application ServerAFC KredietenBEL BEL Belgium High income

7/17/2015 UndeterminedFinancial Exploitive Exploitation of Application ServerCVS USA USA United States of AmericaHigh income

7/17/2015 UndeterminedUndeterminedExploitive Exploitation of Application ServerUniversity of California Los AngelesUSA USA United States of AmericaHigh income

7/16/2015 UndeterminedUndeterminedExploitive Exploitation of Application ServerGO shop UKR UKR Ukraine Lower middle income

7/16/2015 UndeterminedFinancial Exploitive Exploitation of Application Server,Exploitation of End HostsUniCredit UKR UKR Ukraine Lower middle income

7/15/2015 Blacksmith Hacker's TeamUndeterminedDisruptive Message ManipulationPakistani Presidential WebsitePAK PAK Pakistan Lower middle income

7/15/2015 UndeterminedUndeterminedExploitive Exploitation of Application ServerEpic GamesUSA USA United States of AmericaHigh income

7/15/2015 UndeterminedUndeterminedExploitive Exploitation of End HostsChris FoomeGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

7/14/2015 UndeterminedUndeterminedDisruptive External Denial of ServiceTelegram DEU DEU Germany High income

7/14/2015 UndeterminedUndeterminedExploitive Exploitation of Application ServerInsurance Services OfficeUSA USA United States of AmericaHigh income

7/13/2015 AnonGhostUndeterminedDisruptive Message ManipulationMalaysian PoliceMYS MYS Malaysia Upper middle income

7/13/2015 UndeterminedUndeterminedDisruptive External Denial of ServiceVoat CHE CHE SwitzerlandHigh income

7/13/2015 UndeterminedUndeterminedDisruptive External Denial of ServiceEnvato AUS AUS Australia High income

7/13/2015 AnonymousUndeterminedDisruptive Message ManipulationWXXR 97.3USA USA United States of AmericaHigh income

7/13/2015 austinsimon864Financial Mixed Exploitation of Application Server,Message Manipulationcloudminr.ioNOR NOR Norway High income

7/12/2015 UndeterminedUndeterminedDisruptive Message ManipulationAntrix CorporationIND IND India Lower middle income

7/12/2015 cybervor UndeterminedExploitive Exploitation of Application ServerMiami UniversityUSA USA United States of AmericaHigh income

7/11/2015 Lov3rDns Protest Disruptive Message Manipulationmy.barackobama.comUSA USA United States of AmericaHigh income

7/10/2015 AnonymousUndeterminedExploitive Exploitation of Application ServerBritish Columbia ConservationCAN CAN Canada High income

7/10/2015 AlfabetoVirtualUndeterminedDisruptive Message ManipulationNew York City ComptrollerUSA USA United States of AmericaHigh income

7/10/2015 Lizard SquadPersonal AttackDisruptive External Denial of ServiceDaybreak GamesUSA USA United States of AmericaHigh income

7/10/2015 UndeterminedPersonal AttackDisruptive Message ManipulationCharlotte MckinneyUSA USA United States of AmericaHigh income

7/9/2015 Cyber Islamic StateUndeterminedDisruptive Message ManipulationArgonne National LaboratoryUSA USA United States of AmericaHigh income

7/8/2015 Cyber Islamic StateUndeterminedDisruptive Message ManipulationState Ministry for Euro-Atlantic Integration of GeorgiaGEO GEO Georgia Upper middle income

7/8/2015 The Cyber Army of the KhilafahUndeterminedDisruptive Message ManipulationSyrian Observatory for Human RightsSYR SYR Syrian Arab RepublicLow income

7/8/2015 UndeterminedFinancial Exploitive Exploitation of SensorsEvans HotelsUSA USA United States of AmericaHigh income

7/7/2015 Smitt3nz AKA RubberUndeterminedExploitive Exploitation of Application Serverhttp://iChatUSA.com999 UndeterminedUndetermined#N/A

7/7/2015 Smitt3nz AKA RubberUndeterminedExploitive Exploitation of Application Serverhttp://iChatAsia.com999 UndeterminedUndetermined#N/A

7/7/2015 UndeterminedUndeterminedDisruptive Physical AttackBundeswehrDEU DEU Germany High income

7/7/2015 UndeterminedUndeterminedExploitive Exploitation of Application ServerEdinburgh CIty CouncilGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

7/7/2015 DangerProProtest Disruptive Message ManipulationPizza Hut Israel (contact.pizzahut.co.il)ISR ISR Israel High income

7/7/2015 Smitt3nz AKA RubberUndeterminedExploitive Exploitation of Application Serverhttp://iChatLatino.com999 UndeterminedUndetermined#N/A

7/7/2015 UndeterminedUndeterminedDisruptive Message Manipulationhousing.comIND IND India Lower middle income

7/6/2015 UndeterminedUndeterminedExploitive Exploitation of Application ServerVehicle Donation Processing CenterUSA USA United States of AmericaHigh income

7/6/2015 UndeterminedFinancial Disruptive External Denial of ServiceNew Jersey Online CasinosUSA USA United States of AmericaHigh income

7/5/2015 Hufflepuff Financial Disruptive Data AttackPrimedice (primedice.com)USA USA United States of AmericaHigh income

7/5/2015 Phineas FisherProtest Mixed Exploitation of Application Server,Message ManipulationHacking TeamITA ITA Italy High income

7/4/2015 AnonOpsIndiaProtest Exploitive Exploitation of Application ServerBharat Sanchar Nigam Limited (BSNL)IND IND India Lower middle income

7/3/2015 AnonymousProtest Exploitive Exploitation of Application ServerNational Review CommissionCAN CAN Canada High income

7/3/2015 AnonymousProtest Exploitive Exploitation of Application ServerMinistry of Labor, Employment and Social SolidarityCAN CAN Canada High income

7/3/2015 AnonymousProtest Exploitive Exploitation of Application ServerQuebec Parental Insurance Plan CentreCAN CAN Canada High income

7/2/2015 Monte Melkonian Cyber Army (MMCA)UndeterminedExploitive Exploitation of Application ServerAzerbaijani State Customs CommitteeAZE AZE AzerbaijanUpper middle income

7/2/2015 savaka Financial Exploitive Exploitation of Application ServerPlex USA USA United States of AmericaHigh income

7/1/2015 UndeterminedFinancial Exploitive Exploitation of SensorsThe Trump Hotel CollectionUSA USA United States of AmericaHigh income

7/1/2015 UndeterminedUndeterminedExploitive Exploitation of Application ServerIslam ChannelGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

6/23/2015 Phenomene DzUndeterminedDisruptive Message ManipulationAccademia della Crusca (http://www.accademiadellacrusca.it)ITA ITA Italy High income



6/15/2015 KelvinSecTeamUndeterminedExploitive Exploitation of Application ServerJames RodriguezCOL COL Colombia Upper middle income

6/15/2015 UndeterminedUndeterminedDisruptive Message ManipulationUber USA USA United States of AmericaHigh income

6/15/2015 UndeterminedUndeterminedExploitive Exploitation of Application ServerLastPass USA USA United States of AmericaHigh income

6/15/2015 @TheNetShipUndeterminedExploitive Exploitation of Application Serverhttp://ecastTV.co.nzNZL NZL New ZealandHigh income

6/14/2015 UndeterminedUndeterminedDisruptive Message ManipulationFort Collins Streets DepartmentUSA USA United States of AmericaHigh income

6/13/2015 UndeterminedUndeterminedDisruptive Message ManipulationBahraini Human Rights Watch Society Twitter accountBHR BHR Bahrain High income

6/13/2015 UndeterminedUndeterminedDisruptive Message ManipulationBahraini Human Rights Watch SocietyBHR BHR Bahrain High income

6/11/2015 UndeterminedUndeterminedDisruptive Message ManipulationLithuanian Armed ForcesLTU LTU Lithuania High income

6/11/2015 UndeterminedFinancial Exploitive Exploitation of Application ServerUnicor USA USA United States of AmericaHigh income

6/10/2015 AnonGhostProtest Disruptive Message ManipulationUS Air ForceUSA USA United States of AmericaHigh income

6/10/2015 Middle East Cyber ArmyUndeterminedDisruptive Message ManipulationArizona Department of Weights and MeasuresUSA USA United States of AmericaHigh income

6/10/2015 UndeterminedFinancial Exploitive Exploitation of Application ServerNorth Dakota Workforce and Safety InstituteUSA USA United States of AmericaHigh income

6/10/2015 UndeterminedFinancial Exploitive Exploitation of Application ServerMissing Link NetworksUSA USA United States of AmericaHigh income

6/10/2015 UndeterminedUndeterminedExploitive Exploitation of End HostsJapanese Petroleum AssociationJPN JPN Japan High income

6/10/2015 UndeterminedPolitical-EspionageExploitive Exploitation of Application ServerKaspersky LabRUS RUS Russian FederationUpper middle income

6/9/2015 UndeterminedUndeterminedDisruptive Message ManipulationLos Angeles County Public WorksUSA USA United States of AmericaHigh income

6/9/2015 UndeterminedUndeterminedDisruptive External Denial of ServiceFreeparkingGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

6/9/2015 Team UnknownFinancial Exploitive Exploitation of Application ServerOlaCabs IND IND India Lower middle income

6/8/2015 Syrian Electronic ArmyUndeterminedDisruptive Message ManipulationUS Army USA USA United States of AmericaHigh income

6/6/2015 Mufasa Financial Exploitive Exploitation of Application ServerWestnet AUS AUS Australia High income

6/5/2015 UndeterminedFinancial Exploitive Exploitation of SensorsSaint Francis HospitalUSA USA United States of AmericaHigh income

6/5/2015 UndeterminedFinancial Exploitive Exploitation of Application ServerBrabantia NLD NLD NetherlandsHigh income

6/5/2015 UndeterminedFinancial Exploitive Exploitation of Application ServerEataly USA USA United States of AmericaHigh income

6/4/2015 UndeterminedFinancial Exploitive Exploitation of Application ServerIntimacy Bra Fit StylistsUSA USA United States of AmericaHigh income

6/4/2015 UndeterminedUndeterminedDisruptive Message ManipulationChinanewsCHN CHN China Upper middle income

6/4/2015 UndeterminedPolitical-EspionageExploitive Exploitation of Application ServerPentagon USA USA United States of AmericaHigh income

6/2/2015 AnonGhostProtest Disruptive Message ManipulationPiatt County, IllinoisUSA USA United States of AmericaHigh income

6/2/2015 UndeterminedFinancial Exploitive Exploitation of SensorsHoliday Valley ResortUSA USA United States of AmericaHigh income

6/2/2015 UndeterminedFinancial Exploitive Exploitation of Application ServerAeroGrow InternationalUSA USA United States of AmericaHigh income

6/2/2015 UndeterminedUndeterminedExploitive Exploitation of Application ServerMedical Information EngineeringUSA USA United States of AmericaHigh income

6/2/2015 UndeterminedUndeterminedExploitive Exploitation of Application ServerHeartland DentalUSA USA United States of AmericaHigh income

5/31/2015 APT32 Political-EspionageExploitive Exploitation of Application Server,Exploitation of End HostsOffice of the PresidentPHL PHL PhilippinesLower middle income

5/31/2015 APT32 Political-EspionageExploitive Exploitation of Application Server,Exploitation of End HostsArmed Forces of the PhilippinesPHL PHL PhilippinesLower middle income

5/31/2015 APT32 Political-EspionageExploitive Exploitation of Application Server,Exploitation of End HostsMinistry of Public Works and TransportLAO LAO Lao People's Democratic RepublicLower middle income

5/31/2015 APT32 Political-EspionageExploitive Exploitation of Application Server,Exploitation of End HostsBokeo ProvinceLAO LAO Lao People's Democratic RepublicLower middle income

5/31/2015 APT32 Political-EspionageExploitive Exploitation of Application Server,Exploitation of End HostsChina National Offshore Oil CorporationCHN CHN China Upper middle income

5/31/2015 APT32 Political-EspionageExploitive Exploitation of Application Server,Exploitation of End HostsChina Oilfield Services LimitedCHN CHN China Upper middle income

5/31/2015 APT32 Political-EspionageExploitive Exploitation of Application Server,Exploitation of End HostsChina National United Oil CorporationCHN CHN China Upper middle income

5/31/2015 APT32 Political-EspionageExploitive Exploitation of Application Server,Exploitation of End HostsBDStar Navigation Co.CHN CHN China Upper middle income

5/31/2015 APT32 Political-EspionageExploitive Exploitation of Application Server,Exploitation of End HostsBDStar Information Service Co.CHN CHN China Upper middle income

5/31/2015 APT32 Political-EspionageExploitive Exploitation of Application Server,Exploitation of End HostsNational Election CommitteeKHM KHM Cambodia Lower middle income

5/31/2015 APT32 Political-EspionageExploitive Exploitation of Application Server,Exploitation of End HostsMinistry of Social Affairs, Veterans, and Youth RehabilitationKHM KHM Cambodia Lower middle income

5/31/2015 APT32 Political-EspionageExploitive Exploitation of Application Server,Exploitation of End HostsMinistry of National Assembly-Senate Relations and InspectionKHM KHM Cambodia Lower middle income

5/31/2015 APT32 Political-EspionageExploitive Exploitation of Application Server,Exploitation of End HostsNational PoliceKHM KHM Cambodia Lower middle income

5/31/2015 APT32 Political-EspionageExploitive Exploitation of Application Server,Exploitation of End HostsMinistry of Civil ServiceKHM KHM Cambodia Lower middle income

5/31/2015 APT32 Political-EspionageExploitive Exploitation of Application Server,Exploitation of End HostsMinistry of EnvironmentKHM KHM Cambodia Lower middle income

5/31/2015 APT32 Political-EspionageExploitive Exploitation of Application Server,Exploitation of End HostsMinistry of Foreign AffairsKHM KHM Cambodia Lower middle income

5/31/2015 APT32 Political-EspionageExploitive Exploitation of Application Server,Exploitation of End HostsASEAN Investment999 UndeterminedUndetermined#N/A

5/31/2015 APT32 Political-EspionageExploitive Exploitation of Application Server,Exploitation of End HostsASEAN Trade Repository999 UndeterminedUndetermined#N/A

5/31/2015 APT32 Political-EspionageExploitive Exploitation of Application Server,Exploitation of End HostsAssociation of Southeast Asian Nations (ASEAN)999 UndeterminedUndetermined#N/A

5/30/2015 yPeRtRoN UndeterminedExploitive Exploitation of Application Serverthaimassagemodel.comTHA THA Thailand Upper middle income

5/28/2015 UndeterminedFinancial Exploitive Exploitation of Application Servercopart.comUSA USA United States of AmericaHigh income

5/28/2015 UndeterminedUndeterminedExploitive Exploitation of Application Server,Exploitation of End HostsJapan universal public pension systemJPN JPN Japan High income

5/28/2015 Mak Man UndeterminedExploitive Exploitation of Application Servergaana.comIND IND India Lower middle income

5/26/2015 UndeterminedUndeterminedExploitive Exploitation of Application Serverbrief.org.ukGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income



5/26/2015 UndeterminedFinancial Exploitive Exploitation of Application ServerInternal Revenue ServiceUSA USA United States of AmericaHigh income

5/26/2015 Daniel Soares; Alex Mosquera; Erick VaysmanUndeterminedDisruptive Data AttackCommack School DistrictUSA USA United States of AmericaHigh income

5/25/2015 Galvanize MobUndeterminedDisruptive Message ManipulationChris JerichoUSA USA United States of AmericaHigh income

5/25/2015 UndeterminedFinancial Exploitive Exploitation of Application ServerHex-Rays BEL BEL Belgium High income

5/24/2015 AnonymousProtest Exploitive Exploitation of Application ServerThailand Public Health MinistryTHA THA Thailand Upper middle income

5/24/2015 Dr.SHA6H Protest Disruptive Message ManipulationEmbassy of Uzbekistan in KuwaitUZB UZB UzbekistanLower middle income

5/24/2015 Moroccan Islamic Union-MailProtest Disruptive Message ManipulationEmbassy of Nepal in WashingtonNPL NPL Nepal Lower middle income

5/24/2015 AnonymousProtest Exploitive Exploitation of Application ServerThailand SenateTHA THA Thailand Upper middle income

5/24/2015 @rmsg0d UndeterminedExploitive Exploitation of Application Serverminecraftpeforum.netUSA USA United States of AmericaHigh income

5/24/2015 UndeterminedFinancial Exploitive Exploitation of Application ServerBreetec InternationalBEL BEL Belgium High income

5/23/2015 UndeterminedUndeterminedExploitive Exploitation of Application Serverproperty.com.naNAM NAM Namibia Upper middle income

5/23/2015 AnonCoderProtest Disruptive Message ManipulationRepublican Party of KentuckyUSA USA United States of AmericaHigh income

5/22/2015 @TorProdigyUndeterminedExploitive Exploitation of Application Serverottawaliving.caCAN CAN Canada High income

5/22/2015 Moroccan Revolution TeamUndeterminedDisruptive Message ManipulationWestchester HealthUSA USA United States of AmericaHigh income

5/22/2015 UndeterminedUndeterminedExploitive Exploitation of Application ServerBeacon Health SystemUSA USA United States of AmericaHigh income

5/22/2015 UndeterminedFinancial Exploitive Exploitation of Application ServerBitfinex USA USA United States of AmericaHigh income

5/22/2015 UndeterminedUndeterminedExploitive Exploitation of Application ServerBitcointalk.orgUSA USA United States of AmericaHigh income

5/22/2015 Yemen Cyber ArmySabotage Mixed Exploitation of Application Server,Message ManipulationSaudi Ministry of Foreign AffairsSAU SAU Saudi ArabiaHigh income

5/21/2015 UndeterminedFinancial Exploitive Exploitation of Application ServerSafeandVaultStoreUSA USA United States of AmericaHigh income

5/21/2015 UndeterminedUndeterminedDisruptive Message ManipulationeNom USA USA United States of AmericaHigh income

5/21/2015 UndeterminedFinancial Exploitive Exploitation of Application ServerAdult Friend FinderUSA USA United States of AmericaHigh income

5/20/2015 H1d3n RootUndeterminedDisruptive Message ManipulationPhiladelphia City CouncilUSA USA United States of AmericaHigh income

5/19/2015 AnonymousProtest Exploitive Exploitation of Application ServerItalian Ministry of DefenseITA ITA Italy High income

5/18/2015 Middle East Cyber ArmyUndeterminedDisruptive Message ManipulationEnglish Language Academy of the Univerity of AucklandNZL NZL New ZealandHigh income

5/18/2015 UndeterminedUndeterminedExploitive Exploitation of End HostsMetroHealthUSA USA United States of AmericaHigh income

5/18/2015 AnonGhostProtest Mixed Exploitation of Application Server,Message ManipulationWayne County Sheriff's DeparmentUSA USA United States of AmericaHigh income

5/17/2015 CyberBloc Protest Mixed Exploitation of Application Server,Message ManipulationChilean National Municipal Information SystemCHL CHL Chile High income

5/16/2015 Pr0digy UndeterminedExploitive Exploitation of Application Serverjonimitchell.comUSA USA United States of AmericaHigh income

5/15/2015 UndeterminedPolitical-EspionageExploitive Exploitation of Application ServerBundestagDEU DEU Germany High income

5/15/2015 UndeterminedUndeterminedExploitive Exploitation of Application ServerPennsylvania State UniversityUSA USA United States of AmericaHigh income

5/14/2015 UndeterminedUndeterminedDisruptive Message ManipulationAtlanta Department of Public WorksUSA USA United States of AmericaHigh income

5/14/2015 UndeterminedFinancial Exploitive Exploitation of Application ServermSpy GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

5/14/2015 Syrian Electronic ArmyProtest Disruptive Message ManipulationWashington PostUSA USA United States of AmericaHigh income

5/13/2015 UndeterminedUndeterminedDisruptive External Denial of ServiceMinnesota Department of EducationUSA USA United States of AmericaHigh income

5/11/2015 AnonymousProtest Disruptive External Denial of Servicewww2.brasil.gov.brBRA BRA Brazil Upper middle income

5/11/2015 UndeterminedFinancial Exploitive Exploitation of Application ServerInternational Grand Investment CorporationUSA USA United States of AmericaHigh income

5/11/2015 UndeterminedUndeterminedExploitive Exploitation of End HostsSingapore Ministry of Foreign AffairsSGP SGP Singapore High income

5/11/2015 UndeterminedUndeterminedExploitive Exploitation of Application Serverbadminton-total.comDEU DEU Germany High income

5/11/2015 GrenXPaRTaUndeterminedExploitive Exploitation of Application Serverlottoland.co.ukGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

5/11/2015 AnonymousProtest Disruptive External Denial of Servicebrasil.gov.brBRA BRA Brazil Upper middle income

5/11/2015 Gantengers CrewUndeterminedDisruptive Message ManipulationWebsite of the Kenyan PresidentKEN KEN Kenya Lower middle income

5/11/2015 UndeterminedFinancial Exploitive Exploitation of Application ServerStarbucks USA USA United States of AmericaHigh income

5/8/2015 Fokinz UndeterminedExploitive Exploitation of Application Servereuromilhoes.comPRT PRT Portugal High income

5/8/2015 UndeterminedFinancial Exploitive Exploitation of Application ServerBettys GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

5/8/2015 UndeterminedUndeterminedDisruptive Message ManipulationMauthausen Nazi CampAUT AUT Austria High income

5/7/2015 UndeterminedPersonal AttackDisruptive Message ManipulationiLoveMakonnenUSA USA United States of AmericaHigh income

5/7/2015 UndeterminedFinancial Exploitive Exploitation of SensorsIntercontinental Hotel GroupUSA USA United States of AmericaHigh income

5/7/2015 RxR HaCkerProtest Disruptive Message ManipulationIranian Ministry of DefenseIRN IRN Iran (Islamic Republic of)Lower middle income

5/6/2015 ProtoWaveUndeterminedDisruptive Message ManipulationVitor Vieira BelfortBRA BRA Brazil Upper middle income

5/6/2015 UndeterminedFinancial Exploitive Exploitation of SensorsFirekeepers Casino HotelUSA USA United States of AmericaHigh income

5/5/2015 AnonymousProtest Disruptive External Denial of ServiceAreva FRA FRA France High income

5/5/2015 UndeterminedFinancial Exploitive Exploitation of End HostsRetail CapitalUSA USA United States of AmericaHigh income

5/4/2015 UndeterminedUndeterminedDisruptive Message ManipulationUniversity of MontanaUSA USA United States of AmericaHigh income

5/4/2015 Hagash TeamUndeterminedExploitive Exploitation of Application ServerBaltimore PoliceUSA USA United States of AmericaHigh income

5/4/2015 UndeterminedFinancial Exploitive Exploitation of SensorsSally Beauty SupplyUSA USA United States of AmericaHigh income



5/3/2015 AnonGhostUndeterminedDisruptive Message ManipulationRed Bull MYS MYS Malaysia Upper middle income

5/3/2015 AnonymousProtest Exploitive Exploitation of Application ServerBaltimore Police DepartmentUSA USA United States of AmericaHigh income

5/2/2015 AnonGhostUndeterminedDisruptive Message ManipulationGuam Department of Public Health and Social ServicesGUM GUM Guam High income

5/2/2015 Smitt3nz AKA RubberUndeterminedExploitive Exploitation of Application Serverwowfon.comIND IND India Lower middle income

5/2/2015 AnonGhostUndeterminedDisruptive Message ManipulationGuam Bureau of StatisticsGUM GUM Guam High income

5/1/2015 AnonymousUndeterminedDisruptive External Denial of ServiceMilan 2015 ExpoITA ITA Italy High income

5/1/2015 UndeterminedUndeterminedExploitive Exploitation of Application Servereditors.familyfeatures.comUSA USA United States of AmericaHigh income

5/1/2015 UndeterminedFinancial Exploitive Exploitation of SensorsCompass GroupGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

5/1/2015 AnonymousUndeterminedExploitive Exploitation of Application ServerWorld Trade OrganizationCAN CAN Canada High income

5/1/2015 UndeterminedFinancial Exploitive Exploitation of Application ServerAfognak Native Corp.USA USA United States of AmericaHigh income

4/30/2015 HolaKo Protest Disruptive Message Manipulationrediff.com IND IND India Lower middle income

4/30/2015 UndeterminedUndeterminedExploitive Exploitation of Application ServerPartners HealthCareUSA USA United States of AmericaHigh income

4/30/2015 UndeterminedUndeterminedExploitive Exploitation of Application ServerSeton Family of HospitalsUSA USA United States of AmericaHigh income

4/30/2015 UndeterminedFinancial Exploitive Exploitation of Application ServerUniversity of California BerkeleyUSA USA United States of AmericaHigh income

4/29/2015 UndeterminedFinancial Exploitive Exploitation of Application ServerRyanair IRL IRL Ireland High income

4/28/2015 UndeterminedUndeterminedDisruptive External Denial of ServiceRutgers UniversityUSA USA United States of AmericaHigh income

4/27/2015 KelvinSecTeamUndeterminedExploitive Exploitation of Application Serveramigosmadrid.esESP ESP Spain High income

4/27/2015 AnonOpsIndiaProtest Disruptive External Denial of ServiceTelecom Regulatory Authority of IndiaIND IND India Lower middle income

4/27/2015 UndeterminedUndeterminedExploitive Exploitation of Application ServerSaint Agnes Health CareUSA USA United States of AmericaHigh income

4/26/2015 UndeterminedFinancial Exploitive Exploitation of Application ServerCosta CoffeeGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

4/25/2015 Gantengers CrewUndeterminedDisruptive Message ManipulationMasterCard Online ResourcesUSA USA United States of AmericaHigh income

4/24/2015 @Compl3x1tyUndeterminedExploitive Exploitation of Application ServerSt. Joseph Medical GroupUSA USA United States of AmericaHigh income

4/24/2015 AnonymousUndeterminedDisruptive External Denial of Servicebeastforum.com 999 UndeterminedUndetermined#N/A

4/24/2015 UndeterminedFinancial Exploitive Exploitation of Application ServerMy Freedom SmokesUSA USA United States of AmericaHigh income

4/24/2015 UndeterminedUndeterminedMixed Message Manipulation,Exploitation of End HostsFederal Reserve Bank of St. LouisUSA USA United States of AmericaHigh income

4/23/2015 Team System DZUndeterminedDisruptive Message ManipulationWilmington Public SchoolsUSA USA United States of AmericaHigh income

4/23/2015 UndeterminedUndeterminedExploitive Exploitation of Application ServerSIGAINT 999 UndeterminedUndetermined#N/A

4/23/2015 RIPPRGANG; AutismsquadUndeterminedDisruptive Message ManipulationTesla USA USA United States of AmericaHigh income

4/22/2015 UndeterminedUndeterminedDisruptive External Denial of ServiceMinnesota Comprehensive AssessmentsUSA USA United States of AmericaHigh income

4/21/2015 UndeterminedFinancial Exploitive Exploitation of Application ServerHyatt Hotels CorporationUSA USA United States of AmericaHigh income

4/21/2015 Angel_Of_TruthProtest Exploitive Exploitation of Application ServerDetour Gold CorporationCAN CAN Canada High income

4/21/2015 AnonymousProtest Exploitive Exploitation of Application ServerFab-DefenseISR ISR Israel High income

4/20/2015 @Apex_HaxorUndeterminedExploitive Exploitation of Application Servercalcalit-tamar.co.ilISR ISR Israel High income

4/17/2015 Team System DZUndeterminedDisruptive Message ManipulationUniversity of TorontoCAN CAN Canada High income

4/17/2015 Chief AKA @PuttiedUndeterminedMixed Exploitation of Application Server,Message ManipulationNorthwestern UniversityUSA USA United States of AmericaHigh income

4/16/2015 UndeterminedFinancial Exploitive Exploitation of Application ServerPacnet SGP SGP Singapore High income

4/15/2015 Ne0-h4ck3r; TiGER-M@TE; F0RTYS3V3NUndeterminedDisruptive Message ManipulationGoogle ImagesMYS MYS Malaysia Upper middle income

4/15/2015 Ne0-h4ck3r; TiGER-M@TE; F0RTYS3V3NUndeterminedDisruptive Message ManipulationYouTube MYS MYS Malaysia Upper middle income

4/15/2015 Ne0-h4ck3r; TiGER-M@TE; F0RTYS3V3NUndeterminedDisruptive Message ManipulationYahoo! MYS MYS Malaysia Upper middle income

4/15/2015 Ne0-h4ck3r; TiGER-M@TE; F0RTYS3V3NUndeterminedDisruptive Message ManipulationGoogle MYS MYS Malaysia Upper middle income

4/15/2015 Linker SquadFinancial Exploitive Exploitation of Application ServerFrance TvisionsFRA FRA France High income

4/14/2015 UndeterminedUndeterminedDisruptive External Denial of ServicePokerStarsIMN IMN Isle of ManHigh income

4/14/2015 UndeterminedUndeterminedDisruptive External Denial of ServiceUnibet MLT MLT Malta High income

4/14/2015 Gaza TeamUndeterminedDisruptive Message ManipulationThe Jewish PressISR ISR Israel High income

4/14/2015 UndeterminedUndeterminedDisruptive External Denial of ServiceBetfair GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

4/14/2015 UndeterminedUndeterminedExploitive Exploitation of End HostsTaipei Mayor's OfficeTWN TWN Taiwan (Province of China)High income

4/14/2015 UndeterminedUndeterminedDisruptive External Denial of ServiceRossel BEL BEL Belgium High income

4/14/2015 Eddie Raymond TiptonFinancial Disruptive Data AttackMulti State Lottery AssociationUSA USA United States of AmericaHigh income

4/13/2015 @THTHeraklesProtest Disruptive External Denial of ServiceVatican CityVAT VAT Holy See #N/A

4/13/2015 UndeterminedPersonal AttackExploitive Exploitation of End HostsKelly BrookGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

4/13/2015 UndeterminedFinancial Exploitive Exploitation of Application ServerHomebridgeUSA USA United States of AmericaHigh income

4/13/2015 UndeterminedUndeterminedDisruptive Message ManipulationAl-Alam SAU SAU Saudi ArabiaHigh income

4/13/2015 Yemen Cyber ArmySabotage Exploitive Exploitation of Application Serveralhayat.comSAU SAU Saudi ArabiaHigh income

4/13/2015 Team System DZUndeterminedDisruptive Message ManipulationHobart AirportAUS AUS Australia High income

4/12/2015 Anonymous (Quebec)Protest Disruptive External Denial of ServiceMontreal Police DepartmentCAN CAN Canada High income



4/11/2015 AnonymousUndeterminedExploitive Exploitation of Application Serverlhbltd.com ISR ISR Israel High income

4/10/2015 Anonymous (Globo)Protest Disruptive Message ManipulationHunan Police AcademyCHN CHN China Upper middle income

4/10/2015 UndeterminedUndeterminedExploitive Exploitation of Application ServerBiggby CoffeeUSA USA United States of AmericaHigh income

4/9/2015 Abdellah Elmaghribi; Moroccan WolfUndeterminedDisruptive Message ManipulationEmbassy of Turkmenistan in BelarusTKM TKM TurkmenistanUpper middle income

4/9/2015 GRU 85th Main Special Service Center (Unit 26165) (FANCYBEAR)Sabotage Disruptive Message Manipulation,External Denial of Service,Internal Denial of Service, Physical AttackTV5MondeFRA FRA France High income

4/8/2015 UndeterminedUndeterminedDisruptive Message ManipulationKendall JennerUSA USA United States of AmericaHigh income

4/7/2015 Anonymous (Arab)Protest Exploitive Exploitation of Application ServerPayPal ISR ISR Israel High income

4/7/2015 Moroccan Islamic Union-MailProtest Disruptive Message ManipulationBritish Department of Environment, Food & Rural AffairsGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

4/7/2015 UndeterminedPolitical-EspionageExploitive Exploitation of Network InfrastructureU.S Department of StateUSA USA United States of AmericaHigh income

4/7/2015 UndeterminedPolitical-EspionageExploitive Exploitation of Application ServerWhite HouseUSA USA United States of AmericaHigh income

4/7/2015 Anonymous; AnonGhostProtest Disruptive Message Manipulation,External Denial of ServiceTechnion Faculty of Civil and Environmental EngineeringISR ISR Israel High income

4/7/2015 Anonymous; AnonGhostProtest Disruptive Message Manipulation,External Denial of ServiceTechnion Center for Structural BiologyISR ISR Israel High income

4/7/2015 Anonymous; AnonGhostProtest Disruptive Message Manipulation,External Denial of ServiceHonda IsraelISR ISR Israel High income

4/7/2015 Anonymous; AnonGhostProtest Disruptive Message Manipulation,External Denial of ServiceLandRover IsraelISR ISR Israel High income

4/7/2015 Anonymous; AnonGhostProtest Disruptive Message Manipulation,External Denial of ServiceThe Jewish Community of ChinaISR ISR Israel High income

4/7/2015 Anonymous; AnonGhostProtest Disruptive Message Manipulation,External Denial of ServiceJerusalem Center for Public AffairsISR ISR Israel High income

4/5/2015 Cyber FreedomUndeterminedDisruptive Message ManipulationUnited Nations 999 UndeterminedUndetermined#N/A

4/5/2015 Chief AKA @PuttiedUndeterminedExploitive Exploitation of Application ServerWellesley CollegeUSA USA United States of AmericaHigh income

4/4/2015 UndeterminedUndeterminedExploitive Exploitation of Application ServerLinux AustraliaAUS AUS Australia High income

4/4/2015 UndeterminedUndeterminedExploitive Exploitation of Application ServerSynergistic Resources IntegrationUSA USA United States of AmericaHigh income

4/3/2015 UndeterminedFinancial Exploitive Exploitation of Application ServerWestern Montana ClinicUSA USA United States of AmericaHigh income

4/1/2015 ph1k3 UndeterminedExploitive Exploitation of Application Serverdomainstream.seSWE SWE Sweden High income

4/1/2015 UndeterminedFinancial Exploitive Exploitation of Application ServerNite Ize USA USA United States of AmericaHigh income

3/31/2015 Syrian Electronic ArmyUndeterminedExploitive Exploitation of Application ServerHostmonsterUSA USA United States of AmericaHigh income

3/31/2015 Syrian Electronic ArmyUndeterminedExploitive Exploitation of Application ServerFastdomainUSA USA United States of AmericaHigh income

3/31/2015 Syrian Electronic ArmyUndeterminedExploitive Exploitation of Application ServerHostgator USA USA United States of AmericaHigh income

3/31/2015 Syrian Electronic ArmyUndeterminedExploitive Exploitation of Application ServerJusthost USA USA United States of AmericaHigh income

3/31/2015 UndeterminedUndeterminedExploitive Exploitation of Application ServerOffice of the Principal Controller of Defence AccountsIND IND India Lower middle income

3/31/2015 SkYz0 UndeterminedExploitive Exploitation of Application Serverpaths-123.comUSA USA United States of AmericaHigh income

3/31/2015 Syrian Electronic ArmyUndeterminedExploitive Exploitation of Application ServerBluehost USA USA United States of AmericaHigh income

3/30/2015 Team Bad DreamUndeterminedDisruptive Message ManipulationUS Army Picatinny ArsenalUSA USA United States of AmericaHigh income

3/30/2015 UndeterminedUndeterminedExploitive Exploitation of Application ServerMultiplay GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

3/30/2015 UndeterminedUndeterminedExploitive Exploitation of Application ServerPuush AUS AUS Australia High income

3/30/2015 Algerian MujahideenUndeterminedDisruptive Message ManipulationAir France FRA FRA France High income

3/29/2015 UndeterminedUndeterminedExploitive Exploitation of Application ServerBritish AirwaysGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

3/29/2015 Histeria UndeterminedExploitive Exploitation of Application Serverlumensfactory.comCHN CHN China Upper middle income

3/28/2015 Nigerian Cyber ArmyUndeterminedDisruptive Message ManipulationNigerian Independent National Electoral CommissionNGA NGA Nigeria Lower middle income

3/28/2015 @YourVikingdom2015Protest Disruptive External Denial of ServiceIndiana Official WebsiteUSA USA United States of AmericaHigh income

3/28/2015 r3dm0v3 UndeterminedExploitive Exploitation of Application ServerVirgil FilmsUSA USA United States of AmericaHigh income

3/28/2015 Ebu DuhanUndeterminedExploitive Exploitation of Application Serverpvpserverin.comTUR Turkey Turkey Upper middle income

3/27/2015 UndeterminedFinancial Exploitive Exploitation of Application ServerDirect Marketing AssociationUSA USA United States of AmericaHigh income

3/27/2015 UndeterminedUndeterminedExploitive Exploitation of Application ServerSlack USA USA United States of AmericaHigh income

3/26/2015 UndeterminedUndeterminedDisruptive External Denial of ServicePolice of FinlandFIN FIN Finland High income

3/26/2015 UndeterminedUndeterminedDisruptive External Denial of ServiceGitHub USA USA United States of AmericaHigh income

3/26/2015 UndeterminedFinancial Exploitive Exploitation of Application ServerCryptoine USA USA United States of AmericaHigh income

3/25/2015 UndeterminedUndeterminedExploitive Exploitation of End HostsXtube USA USA United States of AmericaHigh income

3/25/2015 UndeterminedPersonal AttackDisruptive Message ManipulationOriel High SchoolGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

3/24/2015 UndeterminedUndeterminedExploitive Exploitation of Application ServerEllisLab USA USA United States of AmericaHigh income

3/24/2015 bluebunny14UndeterminedExploitive Exploitation of Application ServerSteam USA USA United States of AmericaHigh income

3/24/2015 UndeterminedUndeterminedDisruptive External Denial of ServiceFrontpage MagUSA USA United States of AmericaHigh income

3/24/2015 UndeterminedFinancial Exploitive Exploitation of Application ServerBetterbee USA USA United States of AmericaHigh income

3/23/2015 AnonymousUndeterminedExploitive Exploitation of Application ServerNew York Police Department Captain Endowment AssociationUSA USA United States of AmericaHigh income

3/21/2015 Team System DZUndeterminedDisruptive Message ManipulationRichland County Sheriff's Department WebsiteUSA USA United States of AmericaHigh income

3/21/2015 Ouch Financial Exploitive Exploitation of Application Servercsagameservs.comUSA USA United States of AmericaHigh income

3/21/2015 Ouch Financial Exploitive Exploitation of Application Serverartazart.comFRA FRA France High income



3/20/2015 UndeterminedFinancial Exploitive Exploitation of Application ServerBritish Judo AssociationGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

3/20/2015 UndeterminedSabotage Disruptive External Denial of ServiceGreatfire.orgUSA USA United States of AmericaHigh income

3/20/2015 UndeterminedUndeterminedExploitive Exploitation of Application ServerSt. Mary's HealthUSA USA United States of AmericaHigh income

3/20/2015 UndeterminedFinancial Exploitive Exploitation of SensorsTom Bradley International TerminalUSA USA United States of AmericaHigh income

3/19/2015 Chrichir UndeterminedExploitive Exploitation of Application ServerFIT CollegeAUS AUS Australia High income

3/17/2015 UndeterminedUndeterminedExploitive Exploitation of Application ServerAdvantage DentalUSA USA United States of AmericaHigh income

3/17/2015 Alex Van HandleUndeterminedExploitive Exploitation of Application Serverfederforum.comUSA USA United States of AmericaHigh income

3/17/2015 UndeterminedFinancial Exploitive Exploitation of Application ServerAllCrypt USA USA United States of AmericaHigh income

3/17/2015 NGB 3rd Technical Surveillance BureauUndeterminedExploitive Exploitation of Application Server,Exploitation of End HostsKorea Hydro and Nuclear PowerKOR KOR Korea (the Republic of)High income

3/16/2015 UndeterminedUndeterminedExploitive Exploitation of Application Server,Exploitation of End HostsGovernment of KazakhstanKAZ KAZ KazakhstanUpper middle income

3/16/2015 UndeterminedFinancial Exploitive Exploitation of Application ServerSacred Heart HealthUSA USA United States of AmericaHigh income

3/16/2015 Chrichir UndeterminedExploitive Exploitation of Application ServerUniversity of OklahomaUSA USA United States of AmericaHigh income

3/16/2015 Chrichir UndeterminedExploitive Exploitation of Application ServerSouth West TAFEAUS AUS Australia High income

3/16/2015 UndeterminedUndeterminedExploitive Exploitation of Application ServerVNPT VNM VNM Viet Nam Lower middle income

3/15/2015 Bitcoin BaronFinancial Exploitive Exploitation of Application ServerCity of Moore, OklahomaUSA USA United States of AmericaHigh income

3/14/2015 UndeterminedUndeterminedExploitive Exploitation of Application ServerOntario Ministry of EducationCAN CAN Canada High income

3/14/2015 UndeterminedPolitical-EspionageExploitive Exploitation of Application ServerUS Department of StateUSA USA United States of AmericaHigh income

3/13/2015 UndeterminedFinancial Exploitive Exploitation of End HostsJamie OliverGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

3/13/2015 UndeterminedFinancial Exploitive Exploitation of End HostsAurora Health CareUSA USA United States of AmericaHigh income

3/13/2015 UndeterminedUndeterminedExploitive Exploitation of Data in TransitBritish TelecomGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

3/12/2015 AnonymousUndeterminedDisruptive External Denial of Service5elafa Book 999 UndeterminedUndetermined#N/A

3/12/2015 RedHack Protest Disruptive Message ManipulationIstanbul Police AssociationTUR Turkey Turkey Upper middle income

3/11/2015 AnonymousProtest Disruptive External Denial of ServiceMadison Police DepartmentUSA USA United States of AmericaHigh income

3/11/2015 UndeterminedUndeterminedDisruptive Message ManipulationMyBB USA USA United States of AmericaHigh income

3/11/2015 UndeterminedUndeterminedExploitive Exploitation of Application ServerDhakaFM904BGD BGD BangladeshLower middle income

3/10/2015 UndeterminedFinancial Exploitive Exploitation of SensorsBistro BurgerUSA USA United States of AmericaHigh income

3/9/2015 UndeterminedPersonal AttackDisruptive Data AttackBen PhillipsGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

3/8/2015 UndeterminedUndeterminedDisruptive External Denial of ServiceFemsplain IND IND India Lower middle income

3/7/2015 AnonGhostProtest Disruptive Message ManipulationRapides Parish Police JuryUSA USA United States of AmericaHigh income

3/7/2015 UndeterminedUndeterminedExploitive Exploitation of Application Serverreliablehost.infoUSA USA United States of AmericaHigh income

3/7/2015 FRID4Y UndeterminedExploitive Exploitation of Application Serverepicpr.comUSA USA United States of AmericaHigh income

3/6/2015 AnonGhostProtest Disruptive Message ManipulationLarimer County Sheriff's OfficeUSA USA United States of AmericaHigh income

3/5/2015 AnonGhostProtest Disruptive Message ManipulationLarimer County Sheriff's OfficeUSA USA United States of AmericaHigh income

3/5/2015 UndeterminedUndeterminedDisruptive External Denial of ServiceRublev RUS RUS Russian FederationUpper middle income

3/5/2015 Bitcoin BaronProtest Disruptive Message Manipulation,External Denial of ServiceSan Marcos Police DepartmentUSA USA United States of AmericaHigh income

3/5/2015 Bitcoin BaronProtest Disruptive Message Manipulation,External Denial of ServiceCity of San Marcos, TXUSA USA United States of AmericaHigh income

3/4/2015 UndeterminedFinancial Exploitive Exploitation of Application ServerPerspectivesUSA USA United States of AmericaHigh income

3/4/2015 UndeterminedFinancial Exploitive Exploitation of SensorsMandarin Oriental Hotel GroupCHN CHN China Upper middle income

3/4/2015 UndeterminedFinancial Exploitive Exploitation of Application ServerWalters McCann FanskaUSA USA United States of AmericaHigh income

3/3/2015 UndeterminedUndeterminedExploitive Exploitation of Application ServerASML USA USA United States of AmericaHigh income

3/2/2015 CyberBerkutUndeterminedExploitive Exploitation of End HostsGreen Group Defense ServicesUSA USA United States of AmericaHigh income

3/2/2015 Smitt3nz AKA RubberUndeterminedExploitive Exploitation of Application ServerNeofriends.comUSA USA United States of AmericaHigh income

3/2/2015 Sinister UndeterminedExploitive Exploitation of Application ServerMuscularStrength.comUSA USA United States of AmericaHigh income

3/2/2015 UndeterminedFinancial Exploitive Exploitation of SensorsNatural GrocersUSA USA United States of AmericaHigh income

3/2/2015 Teams HansFinancial Exploitive Exploitation of Application Server,Exploitation of End HostsRogers CommunicationsCAN CAN Canada High income

3/1/2015 UndeterminedFinancial Exploitive Exploitation of Application ServerBradley UniversityUSA USA United States of AmericaHigh income

3/1/2015 Ministry of State Security's (MSS) Guangdong State Security Department (GSSD) (APT3)Political-EspionageExploitive Exploitation of Application Server,Exploitation of End HostsHanford SiteUSA USA United States of AmericaHigh income

2/28/2015 f AKA @CleaverUndeterminedExploitive Exploitation of Application Serverfrontalot.comUSA USA United States of AmericaHigh income

2/28/2015 Dump PhenomUndeterminedExploitive Exploitation of Application ServerOrphan BoyUSA USA United States of AmericaHigh income

2/27/2015 AnonymousProtest Exploitive Exploitation of Application ServerJapan Association of Zoos and AquariumsJPN JPN Japan High income

2/27/2015 Eric WalstromUndeterminedDisruptive Data AttackNew Drop High SchoolUSA USA United States of AmericaHigh income

2/27/2015 Sudoh4k3rsProtest Exploitive Exploitation of Application ServerUniversity of LisbonPRT PRT Portugal High income

2/27/2015 UndeterminedFinancial Exploitive Exploitation of Application Server,Exploitation of End HostsTalkTalk GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

2/26/2015 UndeterminedUndeterminedDisruptive Message ManipulationChile Ministry of DefenseCHL CHL Chile High income

2/26/2015 Lizard SquadUndeterminedDisruptive Message ManipulationWebnic.cc MYS MYS Malaysia Upper middle income



2/25/2015 UndeterminedUndeterminedExploitive Exploitation of Application ServerThe National ArchivesUSA USA United States of AmericaHigh income

2/25/2015 UndeterminedFinancial Exploitive Exploitation of Application ServerLime CrimeUSA USA United States of AmericaHigh income

2/25/2015 UndeterminedPolitical-EspionageExploitive Exploitation of End HostsChinese Academy of EngineeringCHN CHN China Upper middle income

2/25/2015 UndeterminedUndeterminedDisruptive External Denial of Service,Internal Denial of ServiceNew York City GovernmentUSA USA United States of AmericaHigh income

2/25/2015 Lizard SquadProtest Mixed Message Manipulation,Exploitation of Data in TransitLenovo CHN CHN China Upper middle income

2/24/2015 UndeterminedUndeterminedExploitive Exploitation of Application ServerThe Urban InstituteUSA USA United States of AmericaHigh income

2/24/2015 @ThySavi0r; @anonf8UndeterminedExploitive Exploitation of Application Serverhemda.org.ilISR ISR Israel High income

2/24/2015 Lizard SquadUndeterminedDisruptive Message Manipulation,External Denial of ServiceGoogle VietnamVNM VNM Viet Nam Lower middle income

2/23/2015 UndeterminedUndeterminedDisruptive External Denial of ServiceKomodia ISR ISR Israel High income

2/23/2015 Oppressed DefendersProtest Disruptive External Denial of ServiceArab National BankSAU SAU Saudi ArabiaHigh income

2/21/2015 UndeterminedFinancial Exploitive Exploitation of Application ServerKris JennerUSA USA United States of AmericaHigh income

2/21/2015 LNO uNiTyUndeterminedExploitive Exploitation of Application Serverdexsil.comUSA USA United States of AmericaHigh income

2/19/2015 UndeterminedUndeterminedExploitive Exploitation of Application ServerCavirtex CAN CAN Canada High income

2/18/2015 UndeterminedFinancial Exploitive Exploitation of End HostsBigFish GamesUSA USA United States of AmericaHigh income

2/18/2015 UndeterminedFinancial Exploitive Exploitation of End HostsRedTube USA USA United States of AmericaHigh income

2/18/2015 AnonGhostProtest Disruptive Message ManipulationArmy and Navy AcademyUSA USA United States of AmericaHigh income

2/17/2015 Lizard SquadUndeterminedDisruptive External Denial of ServiceDaybreak GamesUSA USA United States of AmericaHigh income

2/17/2015 GrenXPaRTaUndeterminedExploitive Exploitation of Application ServerNigerian National AssemblyNGA NGA Nigeria Lower middle income

2/17/2015 UndeterminedPersonal AttackDisruptive Message ManipulationAntonio CesaroUSA USA United States of AmericaHigh income

2/17/2015 UndeterminedFinancial Exploitive Exploitation of End HostsJamie OliverGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

2/17/2015 Lizard SquadUndeterminedDisruptive External Denial of ServiceXbox Live USA USA United States of AmericaHigh income

2/17/2015 @GroundingPlanes; @GuidelinesUndeterminedExploitive Exploitation of Application Serverkiwiblitz.comJPN JPN Japan High income

2/17/2015 Oppressed DefendersProtest Disruptive External Denial of ServiceAlJazira SAU SAU Saudi ArabiaHigh income

2/16/2015 UndeterminedUndeterminedExploitive Exploitation of Application ServerHaskell 999 UndeterminedUndetermined#N/A

2/15/2015 AnonGhostUndeterminedDisruptive Message ManipulationThe Ohio State UniversityUSA USA United States of AmericaHigh income

2/14/2015 Bl4CKJ0K3RUndeterminedExploitive Exploitation of Application Serverskikarte.si SVN SVN Slovenia High income

2/14/2015 UndeterminedFinancial Exploitive Exploitation of Application ServerStandard Chartered BankPAK PAK Pakistan Lower middle income

2/14/2015 UndeterminedFinancial Exploitive Exploitation of Application ServerBter CHN CHN China Upper middle income

2/14/2015 Islamic StateUndeterminedDisruptive Message ManipulationAl Ittihad ARE ARE United Arab EmiratesHigh income

2/14/2015 UndeterminedUndeterminedDisruptive Message ManipulationNissan MEX MEX Mexico Upper middle income

2/13/2015 UndeterminedUndeterminedDisruptive External Denial of ServiceColumbia, MissouriUSA USA United States of AmericaHigh income

2/12/2015 Syrian Electronic ArmyProtest Disruptive Message ManipulationSyrian Observatory for Human RightsSYR SYR Syrian Arab RepublicLow income

2/12/2015 abdilo UndeterminedExploitive Exploitation of Application ServerUniversity of SydneyAUS AUS Australia High income

2/12/2015 UndeterminedUndeterminedDisruptive Message ManipulationAnthony Noto Twitter accountUSA USA United States of AmericaHigh income

2/12/2015 UndeterminedFinancial Exploitive Exploitation of End HostsBoleto BancarioBRA BRA Brazil Upper middle income

2/11/2015 UndeterminedUndeterminedDisruptive External Denial of ServiceDutch government websitesNLD NLD NetherlandsHigh income

2/10/2015 UndeterminedUndeterminedExploitive Exploitation of Application ServerDefense Contract Management AgencyUSA USA United States of AmericaHigh income

2/10/2015 OpSeaWorldProtest Exploitive Exploitation of Application ServerInternational Marine Animal Trainers' AssociationUSA USA United States of AmericaHigh income

2/10/2015 UndeterminedFinancial Exploitive Exploitation of Application ServerNanyang PolytechnicSGP SGP Singapore High income

2/10/2015 CyberCaliphatePersonal AttackDisruptive Message ManipulationNewsweekUSA USA United States of AmericaHigh income

2/10/2015 UndeterminedUndeterminedDisruptive Message ManipulationDelta AirlinesUSA USA United States of AmericaHigh income

2/9/2015 UndeterminedUndeterminedExploitive Exploitation of Application ServerMartin Schulz websiteDEU DEU Germany High income

2/9/2015 AnonymousUndeterminedDisruptive Message ManipulationIslamic State 999 UndeterminedUndetermined#N/A

2/9/2015 UndeterminedUndeterminedDisruptive Message ManipulationChipotle USA USA United States of AmericaHigh income

2/9/2015 UndeterminedPersonal AttackExploitive Exploitation of End HostsRadhika ApteIND IND India Lower middle income

2/6/2015 3xp1r3 Cyber ArmyUndeterminedDisruptive Message ManipulationArizona Army National GuardUSA USA United States of AmericaHigh income

2/6/2015 UndeterminedFinancial Exploitive Exploitation of SensorsJefferson National Parks AssociationUSA USA United States of AmericaHigh income

2/5/2015 UndeterminedUndeterminedExploitive Exploitation of Application ServerAnthem USA USA United States of AmericaHigh income

2/4/2015 UndeterminedUndeterminedExploitive Exploitation of Application ServerRaptr USA USA United States of AmericaHigh income

2/3/2015 UndeterminedFinancial Exploitive Exploitation of SensorsWhite LodgingUSA USA United States of AmericaHigh income

2/3/2015 Zyklon UndeterminedExploitive Exploitation of Application ServerMacalester CollegeUSA USA United States of AmericaHigh income

2/3/2015 UndeterminedUndeterminedExploitive Exploitation of Application ServerHipChat AUS AUS Australia High income

2/3/2015 Zyklon UndeterminedExploitive Exploitation of Application ServerBig Blue InteractiveUSA USA United States of AmericaHigh income

2/3/2015 Zyklon UndeterminedExploitive Exploitation of Application Serveraquamarineboat.comUSA USA United States of AmericaHigh income

2/2/2015 Denarius Financial Exploitive Exploitation of Application ServerBook2Park.comUSA USA United States of AmericaHigh income



2/2/2015 xaxaxax UndeterminedExploitive Exploitation of Application Serverphotostock.amARM ARM Armenia Upper middle income

1/31/2015 Anonymous (Philippines)Protest Disruptive Message ManipulationPhilippine Government WebsitesPHL PHL PhilippinesLower middle income

1/31/2015 UndeterminedUndeterminedExploitive Exploitation of Application ServerVictor Valley CollegeUSA USA United States of AmericaHigh income

1/31/2015 p0lak; sh0utzUndeterminedExploitive Exploitation of Application Serverphoncert.comUSA USA United States of AmericaHigh income

1/31/2015 Bloodsec InternationalProtest Disruptive Message ManipulationHotmanila.phPHL PHL PhilippinesLower middle income

1/30/2015 Team System DZUndeterminedDisruptive Message ManipulationWomen's Resource CenterGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

1/29/2015 Moroccan HassanUndeterminedDisruptive Message ManipulationCentre Nationale de Recherche ScientifiqueFRA FRA France High income

1/29/2015 Th3 Ap3x UndeterminedExploitive Exploitation of Application ServerHigher Education Commission of PakistanPAK PAK Pakistan Lower middle income

1/29/2015 UndeterminedUndeterminedDisruptive Message ManipulationChristine & the QueensFRA FRA France High income

1/29/2015 Moroccan Islamic Union-MailUndeterminedDisruptive Message ManipulationUniversity of WashingtonUSA USA United States of AmericaHigh income

1/29/2015 Anonymous (Protection)UndeterminedDisruptive Message Manipulation,External Denial of ServiceLizard Squad 999 UndeterminedUndetermined#N/A

1/28/2015 UndeterminedFinancial Exploitive Exploitation of SensorsFrench Lick ResortUSA USA United States of AmericaHigh income

1/28/2015 UndeterminedUndeterminedDisruptive Message ManipulationHope FM KEN KEN Kenya Lower middle income

1/27/2015 UndeterminedUndeterminedDisruptive Message ManipulationTaylor Swift Instagram accountUSA USA United States of AmericaHigh income

1/27/2015 UndeterminedUndeterminedDisruptive Message ManipulationTaylor Swift Twitter accountUSA USA United States of AmericaHigh income

1/27/2015 Rex MundiFinancial Exploitive Exploitation of Application ServerTemporis FRA FRA France High income

1/26/2015 UndeterminedUndeterminedDisruptive Message ManipulationCoinFire Twitter accountUSA USA United States of AmericaHigh income

1/26/2015 UndeterminedUndeterminedDisruptive Internal Denial of ServiceCoinFire websiteUSA USA United States of AmericaHigh income

1/26/2015 Lizard SquadUndeterminedDisruptive Message ManipulationMalaysia AirlinesMYS MYS Malaysia Upper middle income

1/25/2015 @IncursioSubterUndeterminedExploitive Exploitation of Application ServerOklahoma County, OklahomaUSA USA United States of AmericaHigh income

1/25/2015 MastermindFinancial Exploitive Exploitation of Application ServerTopface RUS RUS Russian FederationUpper middle income

1/24/2015 UndeterminedUndeterminedDisruptive Message ManipulationNigerian Defence HeadquartersNGA NGA Nigeria Lower middle income

1/24/2015 Carbonic AKA @MarxistAttorneyUndeterminedExploitive Exploitation of Application ServerUniversity of ChicagoUSA USA United States of AmericaHigh income

1/24/2015 Ouch UndeterminedExploitive Exploitation of Application Serverfreshfiction.comUSA USA United States of AmericaHigh income

1/24/2015 UndeterminedUndeterminedExploitive Exploitation of Application Servervaliddumps.ruRUS RUS Russian FederationUpper middle income

1/23/2015 UndeterminedFinancial Exploitive Exploitation of Application ServerBarbecue RenewUSA USA United States of AmericaHigh income

1/22/2015 AnonGhostUndeterminedDisruptive Message ManipulationFrench Ministry of DefenseFRA FRA France High income

1/22/2015 AnonGhostUndeterminedDisruptive Message ManipulationFrench Ministry of InteriorFRA FRA France High income

1/21/2015 Alsancak TimUndeterminedDisruptive Message ManipulationGhanian Government WebsitesGHA GHA Ghana Lower middle income

1/20/2015 UndeterminedFinancial Exploitive Exploitation of SensorsWingstop USA USA United States of AmericaHigh income

1/20/2015 abdilo UndeterminedExploitive Exploitation of Application ServerAussie Travel CoverAUS AUS Australia High income

1/20/2015 Syrian Electronic ArmyUndeterminedDisruptive Message ManipulationLe Monde FRA FRA France High income

1/19/2015 Team Muslim CyberforceUndeterminedDisruptive Message ManipulationLive for TomorrowNZL NZL New ZealandHigh income

1/19/2015 Team Muslim CyberforceUndeterminedDisruptive Message ManipulationTindall FoundationNZL NZL New ZealandHigh income

1/19/2015 UndeterminedSabotage Disruptive External Denial of ServiceMicrosoft OutlookCHN CHN China Upper middle income

1/18/2015 Team System DZUndeterminedDisruptive Message ManipulationIsle of Wight, VirginiaUSA USA United States of AmericaHigh income

1/18/2015 Dr.SHA6H Protest Disruptive Message ManipulationUnited Nations Development ProgrammePAK PAK Pakistan Lower middle income

1/17/2015 UndeterminedUndeterminedDisruptive Message ManipulationUnited Press InternationalUSA USA United States of AmericaHigh income

1/17/2015 p0lak & sh0utzUndeterminedExploitive Exploitation of Application Serverphilsacra.ust.edu.phPHL PHL PhilippinesLower middle income

1/17/2015 UndeterminedUndeterminedExploitive Exploitation of Application Serverpayivy.comUSA USA United States of AmericaHigh income

1/17/2015 UndeterminedUndeterminedDisruptive Message ManipulationNew York PostUSA USA United States of AmericaHigh income

1/16/2015 Dr.SHA6H Protest Disruptive Message ManipulationPerrysburg, OhioUSA USA United States of AmericaHigh income

1/16/2015 UndeterminedUndeterminedExploitive Exploitation of Application ServerLizard SquadRUS RUS Russian FederationUpper middle income

1/16/2015 UndeterminedUndeterminedExploitive Exploitation of Application ServerMetropolitan State UniversityUSA USA United States of AmericaHigh income

1/16/2015 Smitt3nz AKA RubberUndeterminedExploitive Exploitation of Application ServerPowerPulse.netUSA USA United States of AmericaHigh income

1/16/2015 UndeterminedFinancial Exploitive Exploitation of Application ServerValuePetSupplies.comUSA USA United States of AmericaHigh income

1/14/2015 Fallaga TeamProtest Disruptive Message ManipulationNotepad++ 999 UndeterminedUndetermined#N/A

1/14/2015 Dorking92 UndeterminedExploitive Exploitation of Application Serverlehlel.com MAR MAR Morocco Lower middle income

1/14/2015 UndeterminedUndeterminedDisruptive Message ManipulationCrayola USA USA United States of AmericaHigh income

1/12/2015 Islamic StateUndeterminedDisruptive Message ManipulationUS Central Command YouTube accountUSA USA United States of AmericaHigh income

1/12/2015 Islamic StateUndeterminedDisruptive Message ManipulationUS Central Command Twitter accountUSA USA United States of AmericaHigh income

1/12/2015 AnonymousProtest Disruptive External Denial of Serviceansar-alhaqq.net999 UndeterminedUndetermined#N/A

1/12/2015 UndeterminedFinancial Exploitive Exploitation of Application ServerBoomerang RentalsGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

1/12/2015 NGB 3rd Technical Surveillance BureauFinancial Exploitive Exploitation of Application ServerBanco del AustroECU ECU Ecuador Upper middle income

1/12/2015 UndeterminedPolitical-EspionageExploitive Exploitation of End HostsCarmen AristeguiMEX MEX Mexico Upper middle income



1/11/2015 Dr.SHA6H Protest Disruptive Message ManipulationBundaberg LibraryAUS AUS Australia High income

1/11/2015 UndeterminedUndeterminedDisruptive External Denial of ServiceExtraTorrentUSA USA United States of AmericaHigh income

1/9/2015 CyberCaliphateUndeterminedExploitive Exploitation of Application ServerStewart County, TNUSA USA United States of AmericaHigh income

1/9/2015 CyberCaliphateUndeterminedDisruptive Message ManipulationWBOC Twitter accountUSA USA United States of AmericaHigh income

1/9/2015 CyberCaliphateUndeterminedDisruptive Message ManipulationWBOC.comUSA USA United States of AmericaHigh income

1/9/2015 Rex MundiFinancial Exploitive Exploitation of Application ServerBanque Catonale de GeneveCHE CHE SwitzerlandHigh income

1/9/2015 CyberCaliphateUndeterminedDisruptive Message ManipulationAlbuquerque JournalUSA USA United States of AmericaHigh income

1/8/2015 Cyber Haxors GroupUndeterminedDisruptive Message ManipulationDKEVR BGR BGR Bulgaria Upper middle income

1/8/2015 Lizard SquadUndeterminedDisruptive External Denial of Service8chan USA USA United States of AmericaHigh income

1/7/2015 CyberBerkutUndeterminedDisruptive External Denial of Servicebundeskanzlerin.deDEU DEU Germany High income

1/7/2015 CyberBerkutUndeterminedDisruptive External Denial of ServiceBundestagDEU DEU Germany High income

1/7/2015 Carbonic AKA @MarxistAttorneyUndeterminedExploitive Exploitation of Application ServerCornell UniversityUSA USA United States of AmericaHigh income

1/7/2015 CyberBerkutUndeterminedDisruptive External Denial of ServiceBundeskanzlerinDEU DEU Germany High income

1/7/2015 Carbonic AKA @MarxistAttorneyUndeterminedExploitive Exploitation of Application ServerUniversity of HawaiiUSA USA United States of AmericaHigh income

1/7/2015 Silent Hacker's GroupUndeterminedExploitive Exploitation of Application Serversoundmass.comAUS AUS Australia High income

1/7/2015 UndeterminedUndeterminedMixed Exploitation of Application Server,External Denial of ServiceHirsche Private AssetTWN TWN Taiwan (Province of China)High income

1/6/2015 X-saad Protest Disruptive Message ManipulationSowerby Primary SchoolGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

1/6/2015 Ulzr1z UndeterminedDisruptive Message ManipulationMassachusetts Institute of TechnologyUSA USA United States of AmericaHigh income

1/5/2015 UndeterminedUndeterminedExploitive Exploitation of Application ServerSussex PoliceGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

1/5/2015 UndeterminedUndeterminedDisruptive External Denial of ServiceOP Pohjola GroupFIN FIN Finland High income

1/5/2015 Linker SquadUndeterminedExploitive Exploitation of Application ServerOrange SpainESP ESP Spain High income

1/4/2015 Carbonic AKA @MarxistAttorneyUndeterminedExploitive Exploitation of Application ServerAbertay UniversityUSA USA United States of AmericaHigh income

1/4/2015 Carbonic AKA @MarxistAttorneyUndeterminedExploitive Exploitation of Application ServerCoastal Carolina UniversityUSA USA United States of AmericaHigh income

1/4/2015 Carbonic AKA @MarxistAttorneyUndeterminedExploitive Exploitation of Application ServerUniversity of MarylandUSA USA United States of AmericaHigh income

1/4/2015 Carbonic AKA @MarxistAttorneyUndeterminedExploitive Exploitation of Application ServerUniversity of ConnecticutUSA USA United States of AmericaHigh income

1/4/2015 Carbonic AKA @MarxistAttorneyUndeterminedExploitive Exploitation of Application ServerUniversity of KentuckyUSA USA United States of AmericaHigh income

1/4/2015 UndeterminedUndeterminedDisruptive Message ManipulationTan Tock Seng HospitalSGP SGP Singapore High income

1/4/2015 Carbonic AKA @MarxistAttorneyUndeterminedExploitive Exploitation of Application ServerCalifornia State UniversityUSA USA United States of AmericaHigh income

1/4/2015 Linker SquadUndeterminedExploitive Exploitation of Application ServerTF1 FRA FRA France High income

1/2/2015 MuhmadEmad; Anonymous (Kurdistan)Protest Disruptive Message ManipulationAfyonkarahisar Provincial Disaster and Emergency Management (http://www.afyonab.gov.tr)TUR Turkey Turkey Upper middle income

1/2/2015 @ulzr1z UndeterminedExploitive Exploitation of Application ServerUnited Nations 999 UndeterminedUndetermined#N/A

1/2/2015 UndeterminedUndeterminedExploitive Exploitation of Application ServerFast Forward AcademyUSA USA United States of AmericaHigh income

1/2/2015 DarkshadowUndeterminedDisruptive Message ManipulationTravelWestGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

1/1/2015 Kami HaxorUndeterminedExploitive Exploitation of Application ServerAssociation of Architects of RomaniaROU ROM Romania High income

1/1/2015 Gantengers CrewUndeterminedDisruptive Message ManipulationInternational Council of Electronic Commerce ConsultantsUSA USA United States of AmericaHigh income

1/1/2015 Zyklon UndeterminedExploitive Exploitation of Application ServerDifference GamesUSA USA United States of AmericaHigh income

1/1/2015 Zyklon UndeterminedExploitive Exploitation of Application Serveren.asiadcp.comCHN CHN China Upper middle income

######## UndeterminedUndeterminedDisruptive Physical AttackUnnamed German steel millDEU DEU Germany High income

######## Democratic People's Republic of KoreaSabotage Mixed Exploitation of Application Server,Message Manipulation,Exploitation of End Hosts,Data AttackSony Pictures EntertainmentUSA USA United States of AmericaHigh income

######## UndeterminedPolitical-EspionageExploitive Exploitation of Application Server,Exploitation of End HostsWestinghouse Electric CompanyUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of SensorsBeef O'Brady'sUSA USA United States of AmericaHigh income

######## UndeterminedUndeterminedExploitive Exploitation of Application ServerNational Oceanic and Atmospheric AgencyUSA USA United States of AmericaHigh income

11/9/2014 UndeterminedPolitical-EspionageExploitive Exploitation of Application ServerU.S. Postal ServiceUSA USA United States of AmericaHigh income

11/7/2014 UndeterminedUndeterminedExploitive Exploitation of Application ServerPenn Highlands BrookvilleUSA USA United States of AmericaHigh income

11/1/2014 UndeterminedPolitical-EspionageExploitive Exploitation of End HostsPresident of Myanmar's websiteMMR MMR Myanmar Lower middle income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerCurrentC USA USA United States of AmericaHigh income

######## UndeterminedFinancial Disruptive Message ManipulationTelethon USA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of SensorsCape May-Lewes FerryUSA USA United States of AmericaHigh income

######## UndeterminedPolitical-EspionageExploitive Exploitation of Network InfrastructureExecutive Office of the PresidentUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of SensorsBackcountry GearUSA USA United States of AmericaHigh income

######## UndeterminedUndeterminedExploitive Exploitation of End HostsPopular ScienceUSA USA United States of AmericaHigh income

######## UndeterminedUndeterminedDisruptive External Denial of Service,Internal Denial of ServiceCity of Phoenix, ArizonaUSA USA United States of AmericaHigh income

######## Z Company Hacking CrewProtest Disruptive Message ManipulationBharatiya Janata PartyIND IND India Lower middle income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerFidelity National FinancialUSA USA United States of AmericaHigh income

######## @security_511Financial Exploitive Exploitation of Application Servergiftstore.co.ilISR ISR Israel High income



######## AnonymousProtest Disruptive External Denial of ServiceState of Israel MailISR ISR Israel High income

######## AnonymousProtest Disruptive External Denial of ServiceIsraeli Ministry of Industry and TradeISR ISR Israel High income

######## AnonymousProtest Disruptive External Denial of ServiceIsraeli Securities AuthorityISR ISR Israel High income

######## AnonymousProtest Disruptive External Denial of ServiceIsraeli Ministry of Foreign AffairsISR ISR Israel High income

######## AnonymousProtest Disruptive External Denial of ServiceOffice of the Israeli Prime MinisterISR ISR Israel High income

######## AnonymousProtest Disruptive External Denial of ServiceIsrael Defense ForcesISR ISR Israel High income

######## CyberBerkutProtest Disruptive Message ManipulationBillboards in KyivUKR UKR Ukraine Lower middle income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerThe Sinclair GroupUSA USA United States of AmericaHigh income

######## Islamic StateUndeterminedExploitive Exploitation of Application ServerWarsaw Stock ExchangePOL POL Poland High income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerBreyer HorsesUSA USA United States of AmericaHigh income

######## Monte Melkonian Cyber Army (MMCA)Protest Disruptive Message ManipulationEmbassy of Azerbaijan in PolandAZE AZE AzerbaijanUpper middle income

######## Monte Melkonian Cyber Army (MMCA)Protest Disruptive Message ManipulationEmbassy of Azerbaijan in BelgiumAZE AZE AzerbaijanUpper middle income

######## Monte Melkonian Cyber Army (MMCA)Protest Disruptive Message ManipulationAzerbaijan Bank Training CenterAZE AZE AzerbaijanUpper middle income

######## Monte Melkonian Cyber Army (MMCA)Protest Disruptive Message ManipulationAzerbaijan Association of Judges of Specialized CourtsAZE AZE AzerbaijanUpper middle income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerSourcebooksUSA USA United States of AmericaHigh income

######## UndeterminedUndeterminedExploitive Exploitation of Application ServerPandora TV Co. Ltd.KOR KOR Korea (the Republic of)High income

######## UndeterminedFinancial Exploitive Exploitation of SensorsStaples USA USA United States of AmericaHigh income

######## Arab Warriors TeamProtest Exploitive Exploitation of Application ServerPunjab PoliceIND IND India Lower middle income

######## UndeterminedUndeterminedExploitive Exploitation of Application ServerNational Domestic Workers AllianceUSA USA United States of AmericaHigh income

######## UndeterminedPolitical-EspionageExploitive Exploitation of Data in TransitApple iCloudUSA USA United States of AmericaHigh income

######## Virkid UndeterminedDisruptive Message ManipulationLudhiana Rural PoliceIND IND India Lower middle income

######## Bl@Ck Dr@GoNProtest Disruptive Message ManipulationPakistan People's PartyPAK PAK Pakistan Lower middle income

######## Serbian HackersUndeterminedDisruptive Message ManipulationRTSH ALB ALB Albania Upper middle income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerCyberswim.comUSA USA United States of AmericaHigh income

######## Kami HaxorUndeterminedExploitive Exploitation of Application ServerBeacon HousePAK PAK Pakistan Lower middle income

######## IAMLUPO UndeterminedExploitive Exploitation of Application ServerSri Lankan Consumer Affairs AuthorityLKA LKA Sri Lanka Lower middle income

######## Team DannyUndeterminedDisruptive Message Manipulationthesnappening.orgUSA USA United States of AmericaHigh income

######## UndeterminedUndeterminedExploitive Exploitation of Application ServerUC Davis Health SystemUSA USA United States of AmericaHigh income

######## UndeterminedUndeterminedExploitive Exploitation of Application ServerBritish Columbia Wildfire Management BranchCAN CAN Canada High income

######## UndeterminedPolitical-EspionageExploitive Exploitation of End HostsMohammed Moosa Abd-Ali AliGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

######## UndeterminedPolitical-EspionageExploitive Exploitation of End HostsJaafar al-HasabiGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

######## AnonymousProtest Exploitive Exploitation of Application ServerChangxing County AdministrationCHN CHN China Upper middle income

######## UndeterminedPolitical-EspionageExploitive Exploitation of End HostsProfessional CommonsCHN CHN China Upper middle income

######## UndeterminedPolitical-EspionageExploitive Exploitation of End HostsPeople PowerCHN CHN China Upper middle income

######## UndeterminedPolitical-EspionageExploitive Exploitation of End HostsDemocratic Party Hong KongCHN CHN China Upper middle income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerOregon Employment DepartmentUSA USA United States of AmericaHigh income

######## AnonymousProtest Exploitive Exploitation of Application ServerNingbo Free Trade ZoneCHN CHN China Upper middle income

######## UndeterminedPolitical-EspionageExploitive Exploitation of End HostsAlliance for True DemocracyCHN CHN China Upper middle income

######## UndeterminedPolitical-EspionageExploitive Exploitation of End HostsDr. Saeed ShehabiGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

######## UndeterminedUndeterminedExploitive Exploitation of Application ServerSnapsaved.comUSA USA United States of AmericaHigh income

######## UndeterminedPersonal AttackExploitive Exploitation of End HostsKeke PalmerUSA USA United States of AmericaHigh income

######## Kai-H4xOrRProtest Disruptive Message ManipulationSAMAA TVPAK PAK Pakistan Lower middle income

######## Alicenorin UndeterminedExploitive Exploitation of Application Serverunguband.comIDN IDN Indonesia Upper middle income

######## HaX0r Beast PrayerUndeterminedExploitive Exploitation of Application Serverhttp://www.jietjodhpur.comIND IND India Lower middle income

######## UndeterminedUndeterminedExploitive Exploitation of End HostsHewlett PackardUSA USA United States of AmericaHigh income

######## UndeterminedFinancial Exploitive Exploitation of Application ServerKmart USA USA United States of AmericaHigh income

10/9/2014 The Mallu SoldiersUndeterminedDisruptive Message ManipulationPakistan Electric Power CompanyPAK PAK Pakistan Lower middle income

10/9/2014 UndeterminedPersonal AttackExploitive Exploitation of Application ServerDaisy Lowe 999 UndeterminedUndetermined#N/A

10/9/2014 The Mallu SoldiersUndeterminedDisruptive Message ManipulationNational University of Modern Languages, LahorePAK PAK Pakistan Lower middle income

10/9/2014 UndeterminedUndeterminedDisruptive Message ManipulationBharatiya Janata PartyPAK PAK Pakistan Lower middle income

10/9/2014 UndeterminedPersonal AttackExploitive Exploitation of Application ServerMatt Smith 999 UndeterminedUndetermined#N/A

10/9/2014 UndeterminedUndeterminedExploitive Exploitation of Application Server,Exploitation of End HostsNorth Dakota State College of ScienceUSA USA United States of AmericaHigh income

10/9/2014 UndeterminedUndeterminedExploitive Exploitation of Application ServerUniversity College LondonGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

10/9/2014 Zukr@in UndeterminedDisruptive Message ManipulationPakistan RailwaysPAK PAK Pakistan Lower middle income

10/8/2014 UndeterminedUndeterminedDisruptive Message ManipulationMohanlal Viswanathan NairIND IND India Lower middle income



10/8/2014 Kai-H4xOrR; Shell HaxorUndeterminedDisruptive Message ManipulationPakistan People's PartyPAK PAK Pakistan Lower middle income

10/7/2014 Moroccan Islamic Union-MailUndeterminedDisruptive Message ManipulationMassachusetts Maritime AcademyUSA USA United States of AmericaHigh income

10/7/2014 UndeterminedFinancial Disruptive Data AttackABC News 24AUS AUS Australia High income

10/6/2014 UndeterminedPersonal AttackExploitive Exploitation of Application ServerNina DobrevCAN CAN Canada High income

10/6/2014 UndeterminedPersonal AttackExploitive Exploitation of Application ServerErin HeathertonUSA USA United States of AmericaHigh income

10/6/2014 UndeterminedPersonal AttackExploitive Exploitation of Application ServerAnna Lynne McCordUSA USA United States of AmericaHigh income

10/6/2014 UndeterminedPersonal AttackExploitive Exploitation of Application ServerNick HoganUSA USA United States of AmericaHigh income

10/6/2014 UndeterminedPersonal AttackExploitive Exploitation of Application ServerWinona RyderUSA USA United States of AmericaHigh income

10/5/2014 MaDLeeTsUndeterminedDisruptive Message ManipulationGoogle IndonesiaIDN IDN Indonesia Upper middle income

10/3/2014 UndeterminedUndeterminedExploitive Exploitation of Application ServerProvo City School DistrictUSA USA United States of AmericaHigh income

10/2/2014 Syrian Electronic ArmyUndeterminedDisruptive Message ManipulationUNICEF USA USA United States of AmericaHigh income

10/2/2014 ManiAc NaiemUndeterminedExploitive Exploitation of Application Server5-cont.comARE ARE United Arab EmiratesHigh income

10/2/2014 UndeterminedFinancial Exploitive Exploitation of Application ServerFlinn ScientificUSA USA United States of AmericaHigh income

10/2/2014 UndeterminedFinancial Exploitive Exploitation of SensorsSupervalu USA USA United States of AmericaHigh income

10/1/2014 UndeterminedFinancial Exploitive Exploitation of SensorsBank of IslamMYS MYS Malaysia Upper middle income

10/1/2014 UndeterminedFinancial Exploitive Exploitation of SensorsAl Rajhi BankMYS MYS Malaysia Upper middle income

10/1/2014 UndeterminedFinancial Exploitive Exploitation of SensorsAffin Bank MYS MYS Malaysia Upper middle income

10/1/2014 UndeterminedUndeterminedExploitive Exploitation of Application ServerMultiple Sclerosis SocietyGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

10/1/2014 UndeterminedFinancial Exploitive Exploitation of SensorsUnited Overseas BankMYS MYS Malaysia Upper middle income

10/1/2014 Nathan Leroux; Sanadodeh Nesheiwat; David Pokora; Austin Alcala;Financial Exploitive Exploitation of Application ServerZombie StudiosUSA USA United States of AmericaHigh income

10/1/2014 Nathan Leroux; Sanadodeh Nesheiwat; David Pokora; Austin Alcala;Financial Exploitive Exploitation of Application ServerEpic GamesUSA USA United States of AmericaHigh income

10/1/2014 Nathan Leroux; Sanadodeh Nesheiwat; David Pokora; Austin Alcala;Financial Exploitive Exploitation of Application ServerValve USA USA United States of AmericaHigh income

10/1/2014 Nathan Leroux; Sanadodeh Nesheiwat; David Pokora; Austin Alcala;Financial Exploitive Exploitation of Application ServerMicrosoft USA USA United States of AmericaHigh income

10/1/2014 Nathan Leroux; Sanadodeh Nesheiwat; David Pokora; Austin Alcala;Financial Exploitive Exploitation of Application ServerUS Army USA USA United States of AmericaHigh income

9/30/2014 UndeterminedFinancial Exploitive Exploitation of Application ServerJapan AirlinesJPN JPN Japan High income

9/29/2014 UndeterminedUndeterminedDisruptive External Denial of ServiceEllo USA USA United States of AmericaHigh income

9/29/2014 UndeterminedUndeterminedExploitive Exploitation of Application ServerThe Brightside GroupGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

9/27/2014 UndeterminedFinancial Exploitive Exploitation of End HostsBay Area Bioscience AssociationUSA USA United States of AmericaHigh income

9/25/2014 UndeterminedUndeterminedDisruptive Message ManipulationSteve-O USA USA United States of AmericaHigh income

9/24/2014 UndeterminedUndeterminedExploitive Exploitation of Application ServerAirports Authority of IndiaIND IND India Lower middle income

9/23/2014 UndeterminedUndeterminedExploitive Exploitation of End HostsjQuery.comUSA USA United States of AmericaHigh income

9/23/2014 UndeterminedFinancial Exploitive Exploitation of Application ServerViator USA USA United States of AmericaHigh income

9/23/2014 UndeterminedUndeterminedExploitive Exploitation of End HostsGrady High SchoolUSA USA United States of AmericaHigh income

9/23/2014 The Lizard SquadUndeterminedDisruptive External Denial of ServiceActivision BlizzardUSA USA United States of AmericaHigh income

9/23/2014 UndeterminedUndeterminedExploitive Exploitation of Application ServeriThemes USA USA United States of AmericaHigh income

9/20/2014 @h1v3teamUndeterminedExploitive Exploitation of Application Servermariavision.comMEX MEX Mexico Upper middle income

9/19/2014 Anonymous (Romania)Protest Disruptive Message ManipulationGeneral Inspectorate of Romanian PoliceROU ROM Romania High income

9/19/2014 The KnownsProtest Exploitive Exploitation of Application ServerK Box SGP SGP Singapore High income

9/18/2014 UndeterminedFinancial Exploitive Exploitation of Application Server,Exploitation of End HostsJerusalem PostISR ISR Israel High income

9/18/2014 UndeterminedFinancial Exploitive Exploitation of Application Server,Exploitation of End HostsThe Times of IsraelISR ISR Israel High income

9/17/2014 UndeterminedFinancial Exploitive Exploitation of SensorsC&K SystemsUSA USA United States of AmericaHigh income

9/17/2014 AnonymousProtest Disruptive Message ManipulationGalilee Development AuthorityISR ISR Israel High income

9/17/2014 Smitt3nz AKA RubberUndeterminedExploitive Exploitation of Application Serverhealer.co.ukGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

9/17/2014 UndeterminedUndeterminedDisruptive External Denial of ServiceRT RUS RUS Russian FederationUpper middle income

9/17/2014 UndeterminedUndeterminedExploitive Exploitation of End HostsUnnamed oil and gas companyUSA USA United States of AmericaHigh income

9/15/2014 UndeterminedUndeterminedExploitive Exploitation of Application Server,Exploitation of Network InfrastructurePolitica EstadaoBRA BRA Brazil Upper middle income

9/15/2014 Ashiyane Digital Security TeamUndeterminedDisruptive Message ManipulationCity of Clarkston, GAUSA USA United States of AmericaHigh income

9/15/2014 UndeterminedUndeterminedExploitive Exploitation of Application ServerFreenode GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

9/14/2014 UndeterminedFinancial Exploitive Exploitation of SensorsJimmy John'sUSA USA United States of AmericaHigh income

9/13/2014 Ali El Top UndeterminedDisruptive Message ManipulationVodafone EgyptEGY EGY Egypt Lower middle income

9/12/2014 UndeterminedUndeterminedExploitive Exploitation of Application ServerGeorge Mason UniversityUSA USA United States of AmericaHigh income

9/12/2014 UndeterminedFinancial Exploitive Exploitation of End HostsSteam USA USA United States of AmericaHigh income

9/11/2014 UndeterminedUndeterminedExploitive Exploitation of Application ServerCentral Utah ClinicUSA USA United States of AmericaHigh income

9/10/2014 UndeterminedUndeterminedExploitive Exploitation of Application ServerWe End ViolenceUSA USA United States of AmericaHigh income

9/9/2014 UndeterminedFinancial Exploitive Exploitation of Application ServerEA FiremonkeysAUS AUS Australia High income



9/9/2014 UndeterminedFinancial Exploitive Exploitation of Application ServerYandy.comUSA USA United States of AmericaHigh income

9/9/2014 Jeffrey Financial Exploitive Exploitation of Application ServerSatoshi NakamotoJPN JPN Japan High income

9/8/2014 AnonGhostUndeterminedDisruptive Message ManipulationIsraeli Ministry of EducationISR ISR Israel High income

9/8/2014 UndeterminedUndeterminedExploitive Exploitation of Application Server,Exploitation of End HostsJerusalem Center for Public AffairsISR ISR Israel High income

9/8/2014 Smitt3nz AKA RubberUndeterminedExploitive Exploitation of Application Servercomicbookdb.comUSA USA United States of AmericaHigh income

9/8/2014 SdambashaUndeterminedExploitive Exploitation of Application ServerSeverne ShopGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

9/6/2014 Anonymous (Pakistan)UndeterminedDisruptive Message ManipulationPakistan Ministry of InteriorPAK PAK Pakistan Lower middle income

9/6/2014 UndeterminedUndeterminedExploitive Exploitation of Application ServerCalifornia State UniversityUSA USA United States of AmericaHigh income

9/5/2014 UndeterminedUndeterminedExploitive Exploitation of Application ServerHealthcare.govUSA USA United States of AmericaHigh income

9/5/2014 UndeterminedFinancial Exploitive Exploitation of SensorsSea Pines ResortUSA USA United States of AmericaHigh income

9/5/2014 Pak Cyber EaglezProtest Mixed Exploitation of Application Server,Message ManipulationAzad Kashmir Government PortalPAK PAK Pakistan Lower middle income

9/4/2014 ASOR Hack TeamProtest Exploitive Exploitation of Application ServerVarious Government WebsitesPAK PAK Pakistan Lower middle income

9/4/2014 UndeterminedFinancial Exploitive Exploitation of SensorsSheplers USA USA United States of AmericaHigh income

9/4/2014 UndeterminedFinancial Exploitive Exploitation of Application ServerScore USA USA United States of AmericaHigh income

9/3/2014 UndeterminedFinancial Exploitive Exploitation of SensorsBartell HotelsUSA USA United States of AmericaHigh income

9/2/2014 UndeterminedUndeterminedExploitive Exploitation of Application Server,Exploitation of End HostsUndisclosed industrial software company999 UndeterminedUndetermined#N/A

9/2/2014 UndeterminedFinancial Exploitive Exploitation of SensorsThe Home DepotUSA USA United States of AmericaHigh income

9/1/2014 RawShark UndeterminedExploitive Exploitation of Application ServerJustice Minister Judith CollinsNZL NZL New ZealandHigh income

9/1/2014 UndeterminedProtest Disruptive Message ManipulationPakistan Official PortalPAK PAK Pakistan Lower middle income

8/31/2014 UndeterminedPersonal AttackExploitive Exploitation of Application ServerKirsten DunstUSA USA United States of AmericaHigh income

8/31/2014 UndeterminedPersonal AttackExploitive Exploitation of Application ServerLea MicheleUSA USA United States of AmericaHigh income

8/31/2014 UndeterminedPersonal AttackExploitive Exploitation of Application ServerMcKayla MaroneyUSA USA United States of AmericaHigh income

8/31/2014 UndeterminedPersonal AttackExploitive Exploitation of Application ServerVictoria JusticeUSA USA United States of AmericaHigh income

8/31/2014 UndeterminedPersonal AttackExploitive Exploitation of Application ServerAriana GrandeUSA USA United States of AmericaHigh income

8/31/2014 UndeterminedPersonal AttackExploitive Exploitation of Application ServerKate UptonUSA USA United States of AmericaHigh income

8/31/2014 UndeterminedPersonal AttackExploitive Exploitation of Application ServerJennifer LawrenceUSA USA United States of AmericaHigh income

8/30/2014 Dr.SHA6H Protest Disruptive Message ManipulationIsraeli Embassy for UzbekistanISR ISR Israel High income

8/30/2014 AnonymousUndeterminedDisruptive External Denial of ServiceParkistan ArmyPAK PAK Pakistan Lower middle income

8/30/2014 AnonymousUndeterminedDisruptive External Denial of ServiceGovernment of PunjabPAK PAK Pakistan Lower middle income

8/30/2014 AnonymousUndeterminedDisruptive External Denial of ServicePakistan Meteorological DepartmentPAK PAK Pakistan Lower middle income

8/30/2014 AnonymousUndeterminedDisruptive External Denial of ServiceEmployees Old-Age Benefits InstitutionPAK PAK Pakistan Lower middle income

8/29/2014 UndeterminedUndeterminedExploitive Exploitation of Application ServerMangaGamerJPN JPN Japan High income

8/29/2014 UndeterminedFinancial Exploitive Exploitation of Application ServerClamCase USA USA United States of AmericaHigh income

8/28/2014 Essaji Protest Disruptive Message ManipulationCity of Binghamton, NYUSA USA United States of AmericaHigh income

8/28/2014 MaeSTro-GhoLProtest Disruptive Message ManipulationCity of Dubois, PAUSA USA United States of AmericaHigh income

8/28/2014 UndeterminedFinancial Exploitive Exploitation of SensorsDairy QueenUSA USA United States of AmericaHigh income

8/28/2014 UndeterminedFinancial Exploitive Exploitation of Application ServerSummit County FairUSA USA United States of AmericaHigh income

8/28/2014 Sahoo UndeterminedDisruptive Message ManipulationStanford UniversityUSA USA United States of AmericaHigh income

8/28/2014 Eg-R1z UndeterminedDisruptive Message Manipulationhackforums.netUSA USA United States of AmericaHigh income

8/27/2014 UndeterminedFinancial Exploitive Exploitation of Application ServerJPMorgan USA USA United States of AmericaHigh income

8/26/2014 UndeterminedUndeterminedExploitive Exploitation of Application ServerGeekface USA USA United States of AmericaHigh income

8/25/2014 UndeterminedUndeterminedDisruptive External Denial of ServiceGrinding Gear GamesNZL NZL New ZealandHigh income

8/25/2014 UndeterminedUndeterminedDisruptive External Denial of ServiceBattle.net USA USA United States of AmericaHigh income

8/25/2014 UndeterminedUndeterminedDisruptive External Denial of ServiceXbox Live USA USA United States of AmericaHigh income

8/25/2014 AnonymousProtest Disruptive External Denial of ServiceOffice of the Israeli Prime MinisterISR ISR Israel High income

8/25/2014 AnonymousProtest Disruptive External Denial of ServiceBank of IsraelISR ISR Israel High income

8/25/2014 AnonymousProtest Disruptive External Denial of ServiceWebsite of the Israeli Prime MinisterISR ISR Israel High income

8/25/2014 AnonymousProtest Disruptive External Denial of ServiceIsrael Defense ForcesISR ISR Israel High income

8/25/2014 AnonymousProtest Disruptive External Denial of ServiceBank of IsraelISR ISR Israel High income

8/25/2014 Nigerian Cyber HuntersUndeterminedDisruptive Message ManipulationBangladesh Airport Armed PoliceBGD BGD BangladeshLower middle income

8/25/2014 Islamic StateUndeterminedDisruptive External Denial of ServiceSony PlayStation NetworkJPN JPN Japan High income

8/24/2014 Monte Melkonian Cyber Army (MMCA)Protest Disruptive Message ManipulationVarious Government WebsitesTUR Turkey Turkey Upper middle income

8/24/2014 Monte Melkonian Cyber Army (MMCA)UndeterminedDisruptive Message Manipulation,External Denial of ServiceVarious Government WebsitesAZE AZE AzerbaijanUpper middle income

8/23/2014 UndeterminedFinancial Exploitive Exploitation of SensorsOtto Pizza USA USA United States of AmericaHigh income

8/22/2014 UndeterminedUndeterminedDisruptive Message ManipulationFrankie GrandeUSA USA United States of AmericaHigh income



8/22/2014 UndeterminedUndeterminedExploitive Exploitation of Application ServerCumberland Valley School DistrictUSA USA United States of AmericaHigh income

8/21/2014 Muhammad BilalhasProtest Disruptive Message ManipulationLal Krishna Advani websiteIND IND India Lower middle income

8/21/2014 UndeterminedUndeterminedExploitive Exploitation of Application ServerUniversity of Louisiana at MonroeUSA USA United States of AmericaHigh income

8/21/2014 UndeterminedUndeterminedExploitive Exploitation of Application ServerMeetMe USA USA United States of AmericaHigh income

8/20/2014 UndeterminedUndeterminedExploitive Exploitation of End HostsMalaysia AirlinesMYS MYS Malaysia Upper middle income

8/20/2014 UndeterminedUndeterminedExploitive Exploitation of End HostsMalaysian National Security CouncilMYS MYS Malaysia Upper middle income

8/20/2014 UndeterminedUndeterminedExploitive Exploitation of End HostsMalaysian Department of Civil AviationMYS MYS Malaysia Upper middle income

8/20/2014 UndeterminedFinancial Exploitive Exploitation of SensorsUPS USA USA United States of AmericaHigh income

8/19/2014 SaLeM Protest Disruptive Message ManipulationDelaware Treasury DivisionUSA USA United States of AmericaHigh income

8/19/2014 UndeterminedFinancial Exploitive Exploitation of SensorsMizado CocinaUSA USA United States of AmericaHigh income

8/19/2014 UndeterminedFinancial Exploitive Exploitation of Application ServerCommunity Health SystemsUSA USA United States of AmericaHigh income

8/19/2014 UndeterminedUndeterminedExploitive Exploitation of Application ServerChildren's Mercy HospitalUSA USA United States of AmericaHigh income

8/18/2014 UndeterminedPolitical-EspionageExploitive Exploitation of End HostsJulie BishopAUS AUS Australia High income

8/18/2014 UndeterminedPolitical-EspionageExploitive Exploitation of Application Server,Exploitation of End HostsNuclear Regulatory CommissionUSA USA United States of AmericaHigh income

8/18/2014 UndeterminedUndeterminedDisruptive Message ManipulationSir Ian BothamGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

8/17/2014 Rajol HazinUndeterminedDisruptive Message ManipulationOhio State GovernmentUSA USA United States of AmericaHigh income

8/17/2014 BundesnachrichtendienstUndeterminedExploitive Exploitation of End HostsHillary ClintonUSA USA United States of AmericaHigh income

8/15/2014 UndeterminedFinancial Exploitive Exploitation of SensorsSupervalu USA USA United States of AmericaHigh income

8/15/2014 Mr.Rocky; Mr.SlymanUndeterminedMixed Exploitation of Application Server,Message ManipulationAlikhbaria SAU SAU Saudi ArabiaHigh income

8/14/2014 CyberBerkutProtest Disruptive Message ManipulationVarious Government WebsitesPOL POL Poland High income

8/14/2014 UndeterminedProtest Disruptive External Denial of ServiceSt. Louis County PoliceUSA USA United States of AmericaHigh income

8/14/2014 UndeterminedFinancial Exploitive Exploitation of Application ServerTheNaturalOnline.comUSA USA United States of AmericaHigh income

8/14/2014 Shaltai BoltaiUndeterminedMixed Message Manipulation,Exploitation of End HostsDmitry Medvedev Twitter accountRUS RUS Russian FederationUpper middle income

8/13/2014 AnonymousProtest Exploitive Exploitation of Application ServerFerguson PoliceUSA USA United States of AmericaHigh income

8/13/2014 UndeterminedUndeterminedExploitive Exploitation of Application ServerOnsite Health DiagnosticsUSA USA United States of AmericaHigh income

8/12/2014 UndeterminedUndeterminedExploitive Exploitation of Application ServerAssociation of Corporate Travel ExecutivesUSA USA United States of AmericaHigh income

8/12/2014 Smitt3nz AKA RubberUndeterminedExploitive Exploitation of Application Servereyeofdubai.aeARE ARE United Arab EmiratesHigh income

8/11/2014 UndeterminedUndeterminedExploitive Exploitation of Application ServerCity To Bay Fun RunAUS AUS Australia High income

8/10/2014 UndeterminedFinancial Exploitive Exploitation of Application ServerOmegaNetUSA USA United States of AmericaHigh income

8/9/2014 CyberBerkutUndeterminedExploitive Exploitation of Application ServerDnipropetrovsk Department of Law EnforcementUKR UKR Ukraine Lower middle income

8/8/2014 UndeterminedPolitical-EspionageExploitive Exploitation of Application Server,Exploitation of End HostsOffice of the Prime Minister of UkraineUKR UKR Ukraine Lower middle income

8/8/2014 UndeterminedUndeterminedExploitive Exploitation of Application ServerChicago Yacht ClubUSA USA United States of AmericaHigh income

8/8/2014 PhineasFisherUndeterminedExploitive Exploitation of End HostsGamma GroupGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

8/7/2014 Paw SecurityProtest Disruptive External Denial of ServiceVarious Government WebsitesCHN CHN China Upper middle income

8/7/2014 Smitt3nz AKA RubberUndeterminedExploitive Exploitation of Application Serverbaltimorejewishlife.comUSA USA United States of AmericaHigh income

8/7/2014 CoMoDo Protest Disruptive Message ManipulationPlexor USA USA United States of AmericaHigh income

8/6/2014 UndeterminedPolitical-EspionageExploitive Exploitation of Application ServerUSIS USA USA United States of AmericaHigh income

8/6/2014 Islamic Cyber ResistanceProtest Exploitive Exploitation of Application Serverzerem.co.ilISR ISR Israel High income

8/5/2014 UndeterminedFinancial Exploitive Exploitation of Application Serverwirelessemporium.comUSA USA United States of AmericaHigh income

8/5/2014 UndeterminedFinancial Exploitive Exploitation of Application ServerVibram ITA ITA Italy High income

8/2/2014 AnonymousProtest Disruptive External Denial of ServiceMossad ISR ISR Israel High income

8/1/2014 UndeterminedFinancial Exploitive Exploitation of Application ServerMyCause AUS AUS Australia High income

8/1/2014 Smitt3nz AKA RubberUndeterminedExploitive Exploitation of Application Serveraeromorning.comFRA FRA France High income

8/1/2014 Smitt3nz AKA RubberUndeterminedExploitive Exploitation of Application Serveravitron.fr FRA FRA France High income

7/31/2014 AnonGhostProtest Disruptive Message ManipulationWebsite of the Connecticut GovernorUSA USA United States of AmericaHigh income

7/31/2014 AnonGhostProtest Disruptive Message ManipulationConnecticut State Government websiteUSA USA United States of AmericaHigh income

7/31/2014 UndeterminedFinancial Exploitive Exploitation of SensorsUndisclosed number of Delaware restaurantsUSA USA United States of AmericaHigh income

7/31/2014 UndeterminedUndeterminedExploitive Exploitation of Application ServerUniversity of West FloridaUSA USA United States of AmericaHigh income

7/30/2014 UndeterminedUndeterminedDisruptive External Denial of ServiceCirrus CommunicationsAUS AUS Australia High income

7/29/2014 UndeterminedPolitical-EspionageExploitive Exploitation of Application ServerNational Research CouncilCAN CAN Canada High income

7/25/2014 UndeterminedFinancial Disruptive Message ManipulationDepartment of AgriculturePHL PHL PhilippinesLower middle income

7/24/2014 UndeterminedFinancial Exploitive Exploitation of Application ServerEuropean Central BankDEU DEU Germany High income

7/23/2014 Turk GuvengligiProtest Disruptive Message ManipulationUnited Nations Economic and Social Commission for Western AsiaLBN LBN Lebanon Lower middle income

7/23/2014 Turk GuvengligiProtest Disruptive Message ManipulationUnited Nations Integrated Civil Society Organizations System999 UndeterminedUndetermined#N/A

7/23/2014 W0rm Financial Exploitive Exploitation of Application ServerThe Wall Street JournalUSA USA United States of AmericaHigh income



7/23/2014 UndeterminedFinancial Exploitive Exploitation of Application ServerMetro newspaperUSA USA United States of AmericaHigh income

7/22/2014 W0rm Financial Exploitive Exploitation of Application ServerVice USA USA United States of AmericaHigh income

7/21/2014 AnonymousProtest Disruptive Message ManipulationKenyan Defence ForcesKEN KEN Kenya Lower middle income

7/21/2014 Kim Jong-CracksUndeterminedExploitive Exploitation of Application ServerBigBoss repository999 UndeterminedUndetermined#N/A

7/19/2014 Pernicious DevelopersUndeterminedDisruptive Message ManipulationIndexeus.org 999 UndeterminedUndetermined#N/A

7/18/2014 UndeterminedFinancial Exploitive Exploitation of Application ServerDennis East InternationalUSA USA United States of AmericaHigh income

7/17/2014 Al-Qassam BrigadesProtest Disruptive Message ManipulationIsraeli Channel 10ISR ISR Israel High income

7/17/2014 UndeterminedFinancial Exploitive Exploitation of Application ServerDominion ResourcesUSA USA United States of AmericaHigh income

7/16/2014 UndeterminedFinancial Exploitive Exploitation of Application ServerAECOM USA USA United States of AmericaHigh income

7/15/2014 AnonGhostProtest Disruptive Message ManipulationHaaretz ISR ISR Israel High income

7/14/2014 UndeterminedFinancial Exploitive Exploitation of SensorsGoodwill IndustriesUSA USA United States of AmericaHigh income

7/14/2014 W0rm Financial Exploitive Exploitation of Application ServerCNET USA USA United States of AmericaHigh income

7/14/2014 PLA Unit 61398 (COMMENTCREW)Political-EspionageExploitive Exploitation of Application ServerIsraeli Defense ContractorsISR ISR Israel High income

7/13/2014 Su Bin Industrial-EspionageExploitive Exploitation of Application ServerBoeing USA USA United States of AmericaHigh income

7/13/2014 Su Bin Industrial-EspionageExploitive Exploitation of Application ServerLockheed MartinUSA USA United States of AmericaHigh income

7/11/2014 UndeterminedUndeterminedExploitive Exploitation of Application ServerPharmaNetCAN CAN Canada High income

7/10/2014 UndeterminedFinancial Exploitive Exploitation of SensorsThe Houstonian HotelUSA USA United States of AmericaHigh income

7/10/2014 UndeterminedFinancial Exploitive Exploitation of End HostsPenn State College of MedicineUSA USA United States of AmericaHigh income

7/10/2014 UndeterminedUndeterminedDisruptive Message ManipulationFroco Fresh FrozenUSA USA United States of AmericaHigh income

7/9/2014 Anonymous (Norway)Protest Disruptive External Denial of ServiceDanske BankNOR NOR Norway High income

7/9/2014 Anonymous (Norway)Protest Disruptive External Denial of ServiceNordea NOR NOR Norway High income

7/9/2014 Anonymous (Norway)Protest Disruptive External Denial of ServiceGjensidigeNOR NOR Norway High income

7/9/2014 Anonymous (Norway)Protest Disruptive External Denial of ServiceStorebrandNOR NOR Norway High income

7/9/2014 Anonymous (Norway)Protest Disruptive External Denial of ServiceSparebank 1NOR NOR Norway High income

7/9/2014 Anonymous (Norway)Protest Disruptive External Denial of ServiceDNB NOR NOR Norway High income

7/9/2014 UndeterminedPolitical-EspionageExploitive Exploitation of Application ServerOffice of Personnel ManagementUSA USA United States of AmericaHigh income

7/9/2014 UndeterminedUndeterminedExploitive Exploitation of Data in TransitNational Informatics CenterIND IND India Lower middle income

7/9/2014 Anonymous (Norway)Protest Disruptive External Denial of ServiceTelenor NOR NOR Norway High income

7/6/2014 UndeterminedUndeterminedDisruptive Message ManipulationMinistry of Communications and Information TechnologyMMR MMR Myanmar Lower middle income

7/4/2014 Syrian Electronic ArmyUndeterminedDisruptive Message ManipulationIsrael Defense ForcesISR ISR Israel High income

7/4/2014 UndeterminedFinancial Exploitive Exploitation of Application ServerGateway Savings and Loans LimitedNGA NGA Nigeria Lower middle income

7/3/2014 UndeterminedUndeterminedExploitive Exploitation of Application Server,Exploitation of End HostsDailyMotionFRA FRA France High income

7/3/2014 UndeterminedFinancial Exploitive Exploitation of Application ServerTotal BankUSA USA United States of AmericaHigh income

7/2/2014 UndeterminedPolitical-EspionageExploitive Exploitation of End HostsFinnish Foreign MinistryFIN FIN Finland High income

7/1/2014 UndeterminedUndeterminedExploitive Exploitation of Application ServerHouston AstrosUSA USA United States of AmericaHigh income

6/30/2014 Sum Guy UndeterminedDisruptive Message ManipulationTails OS USA USA United States of AmericaHigh income

6/30/2014 UndeterminedFinancial Exploitive Exploitation of Application ServerButler UniversityUSA USA United States of AmericaHigh income

6/30/2014 Green Dragon CrewProtest Disruptive External Denial of ServicePrivatbankUKR UKR Ukraine Lower middle income

6/28/2014 Anti-Armenia TeamProtest Disruptive Message ManipulationArmenian President WebsiteARM ARM Armenia Upper middle income

6/26/2014 UndeterminedUndeterminedExploitive Exploitation of Application ServerUniversity of California Washington CenterUSA USA United States of AmericaHigh income

6/25/2014 Team Pak Cyber ExpertsProtest Disruptive Message ManipulationDirectorate General Public Relations, Government of the PunjabPAK PAK Pakistan Lower middle income

6/25/2014 VirtuaL DARKWAR2Protest Disruptive Message ManipulationOfficial Portal for Manila, PhilippinesPHL PHL PhilippinesLower middle income

6/25/2014 UndeterminedUndeterminedExploitive Exploitation of Application ServerCryptome USA USA United States of AmericaHigh income

6/25/2014 UndeterminedFinancial Exploitive Exploitation of SensorsSplash Car WashUSA USA United States of AmericaHigh income

6/24/2014 UndeterminedUndeterminedExploitive Exploitation of Application ServerMontana Department of Public HealthUSA USA United States of AmericaHigh income

6/24/2014 UndeterminedUndeterminedDisruptive External Denial of ServiceUndisclosed video game companyUSA USA United States of AmericaHigh income

6/23/2014 UndeterminedUndeterminedDisruptive External Denial of Servicepopvote.hkCHN CHN China Upper middle income

6/23/2014 UndeterminedUndeterminedExploitive Exploitation of Application Serveraskmen.comUSA USA United States of AmericaHigh income

6/22/2014 Syrian Electronic ArmyProtest Disruptive Message ManipulationReuters USA USA United States of AmericaHigh income

6/22/2014 Pakistan Haxors CrewProtest Disruptive Message ManipulationPTV SportsPAK PAK Pakistan Lower middle income

6/22/2014 UndeterminedFinancial Disruptive Message ManipulationBritish GasGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

6/21/2014 Swan UndeterminedDisruptive Message ManipulationGovernor of ArizonaUSA USA United States of AmericaHigh income

6/21/2014 Pakistan Haxors CrewProtest Disruptive Message ManipulationPakistan Electric Power CompanyPAK PAK Pakistan Lower middle income

6/20/2014 UndeterminedUndeterminedExploitive Exploitation of End HostsMinistry of Natural Resource and EnvironmentVNM VNM Viet Nam Lower middle income

6/20/2014 UndeterminedFinancial Exploitive Exploitation of Application ServerMetropolitan Companies, Inc.USA USA United States of AmericaHigh income



6/18/2014 UndeterminedPolitical-EspionageExploitive Exploitation of Application ServerGovernment Secure IntranetGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

6/18/2014 UndeterminedFinancial Disruptive External Denial of Service,Data AttackCode SpacesUSA USA United States of AmericaHigh income

6/18/2014 UndeterminedUndeterminedDisruptive External Denial of ServiceMove, Inc. USA USA United States of AmericaHigh income

6/18/2014 UndeterminedUndeterminedDisruptive External Denial of Serviceancestry.comUSA USA United States of AmericaHigh income

6/17/2014 AnonymousProtest Exploitive Exploitation of Application ServerCentrais El tricas do Norte do BrasilBRA BRA Brazil Upper middle income

6/17/2014 AnonymousProtest Exploitive Exploitation of Application ServerRegional Electoral Court of the AmazonBRA BRA Brazil Upper middle income

6/17/2014 AnonymousProtest Exploitive Exploitation of Application ServerCemig TelecomBRA BRA Brazil Upper middle income

6/17/2014 Anonymous (Brazil)Protest Exploitive Exploitation of Application ServerGlobo TV BrasilBRA BRA Brazil Upper middle income

6/17/2014 AnonymousProtest Exploitive Exploitation of Application ServerFederal Police of BrazilBRA BRA Brazil Upper middle income

6/16/2014 UndeterminedUndeterminedExploitive Exploitation of Application ServerEvernote USA USA United States of AmericaHigh income

6/16/2014 UndeterminedFinancial Exploitive Exploitation of Application ServerAT&T USA USA United States of AmericaHigh income

6/15/2014 UndeterminedUndeterminedExploitive Exploitation of End HostsINVALSI ITA ITA Italy High income

6/14/2014 UndeterminedFinancial Exploitive Exploitation of SensorsP. F. Chang'sUSA USA United States of AmericaHigh income

6/13/2014 Rex MundiFinancial Exploitive Exploitation of Application ServerDomino's PizzaBEL BEL Belgium High income

6/13/2014 UndeterminedFinancial Exploitive Exploitation of Application ServerSynology NAS BoxesTWN TWN Taiwan (Province of China)High income

6/12/2014 UndeterminedFinancial Exploitive Exploitation of Application ServerCraftsman BookUSA USA United States of AmericaHigh income

6/11/2014 Anonymous (Denmark)Protest Exploitive Exploitation of Application ServerDenmark's Socialist PartyDNK DNK Denmark High income

6/11/2014 The BLuE UndeterminedDisruptive Message ManipulationSky News EgyptEGY EGY Egypt Lower middle income

6/11/2014 UndeterminedFinancial Disruptive External Denial of ServiceFeedly USA USA United States of AmericaHigh income

6/10/2014 UndeterminedUndeterminedDisruptive External Denial of ServiceUndisclosed online gambling websiteUSA USA United States of AmericaHigh income

6/10/2014 UndeterminedUndeterminedDisruptive External Denial of ServiceDeezer FRA FRA France High income

6/10/2014 UndeterminedUndeterminedExploitive Exploitation of End HostsTwitter USA USA United States of AmericaHigh income

6/10/2014 UndeterminedUndeterminedDisruptive External Denial of ServiceEvernote USA USA United States of AmericaHigh income

6/10/2014 UndeterminedFinancial Exploitive Exploitation of Application ServerPlacemark InvestmentsUSA USA United States of AmericaHigh income

6/9/2014 AnonymousProtest Disruptive Message ManipulationNew York Board of ElectionsUSA USA United States of AmericaHigh income

6/8/2014 UndeterminedFinancial Exploitive Exploitation of Application ServerRowan CompaniesUSA USA United States of AmericaHigh income

6/6/2014 UndeterminedUndeterminedExploitive Exploitation of Application ServerUS Army USA USA United States of AmericaHigh income

6/6/2014 UndeterminedFinancial Exploitive Exploitation of Application ServerESET SVK SVK Slovakia High income

6/5/2014 UndeterminedUndeterminedExploitive Exploitation of Application ServerSingPass SGP SGP Singapore High income

6/5/2014 UndeterminedFinancial Exploitive Exploitation of Application ServerAutonationUSA USA United States of AmericaHigh income

6/4/2014 Hmei7 UndeterminedDisruptive Message ManipulationCertification ESET SpainESP ESP Spain High income

6/4/2014 Hmei7 UndeterminedDisruptive Message ManipulationESET Security ForumESP ESP Spain High income

6/4/2014 Hmei7 UndeterminedDisruptive Message ManipulationESET's Spain domainESP ESP Spain High income

6/4/2014 Hmei7 UndeterminedDisruptive Message ManipulationESET SVK SVK Slovakia High income

6/2/2014 UndeterminedUndeterminedDisruptive Message ManipulationLinkin ParkUSA USA United States of AmericaHigh income

6/2/2014 UndeterminedFinancial Exploitive Exploitation of Application ServerArkansas State UniversityUSA USA United States of AmericaHigh income

6/2/2014 UndeterminedFinancial Exploitive Exploitation of Application ServerPower Equipment DirectUSA USA United States of AmericaHigh income

6/2/2014 UndeterminedUndeterminedExploitive Exploitation of Application ServerMonsanto USA USA United States of AmericaHigh income

5/30/2014 RedHack Protest Disruptive Message ManipulationAnkara Chamber of IndustryTUR Turkey Turkey Upper middle income

5/30/2014 UndeterminedUndeterminedExploitive Exploitation of Application Server,Exploitation of End HostsBrazilian Ministry of External RelationsBRA BRA Brazil Upper middle income

5/29/2014 H4$N4!N H4XORProtest Disruptive Message ManipulationARY NewsPAK PAK Pakistan Lower middle income

5/29/2014 UndeterminedFinancial Exploitive Exploitation of Application ServerOffice GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

5/27/2014 H4$N4!N H4XORProtest Disruptive Message ManipulationTaj Mahal WebsiteIND IND India Lower middle income

5/27/2014 UndeterminedUndeterminedExploitive Exploitation of Application ServerAvast CZE CZE Czechia High income

5/27/2014 UndeterminedUndeterminedExploitive Exploitation of Application ServerSpotify SWE SWE Sweden High income

5/26/2014 Swan UndeterminedDisruptive Message ManipulationArizona Department of Homeland SecurityUSA USA United States of AmericaHigh income

5/26/2014 UndeterminedUndeterminedExploitive Exploitation of Application ServerNew Zealand National Institute of Water and Atmospheric ResearchNZL NZL New ZealandHigh income

5/22/2014 CyberBerkutSabotage Mixed Exploitation of Application Server,Message Manipulation,External Denial of Service,Data AttackUkrainian Election CommissionUKR UKR Ukraine Lower middle income

5/21/2014 UndeterminedUndeterminedExploitive Exploitation of Application ServerAmerican Institutes for ResearchUSA USA United States of AmericaHigh income

5/21/2014 UndeterminedUndeterminedExploitive Exploitation of Application ServereBay USA USA United States of AmericaHigh income

5/20/2014 UndeterminedFinancial Disruptive External Denial of ServicePlenty of FishUSA USA United States of AmericaHigh income

5/19/2014 UndeterminedUndeterminedDisruptive External Denial of ServiceTypepad USA USA United States of AmericaHigh income

5/17/2014 UndeterminedFinancial Disruptive External Denial of ServiceMoz USA USA United States of AmericaHigh income

5/17/2014 UndeterminedProtest Disruptive Message ManipulationRescator 999 UndeterminedUndetermined#N/A

5/16/2014 Anti Mortadin!@UndeterminedDisruptive Message ManipulationRawalpindi PolicePAK PAK Pakistan Lower middle income



5/16/2014 UndeterminedUndeterminedExploitive Exploitation of Application ServerUniversity of Nebraska OmahaUSA USA United States of AmericaHigh income

5/16/2014 UndeterminedFinancial Exploitive Exploitation of Application ServerDoge Vault 999 UndeterminedUndetermined#N/A

5/16/2014 UndeterminedFinancial Exploitive Exploitation of Application ServerPaytime Inc.USA USA United States of AmericaHigh income

5/16/2014 UndeterminedUndeterminedDisruptive Message ManipulationRoad sign in San FranciscoUSA USA United States of AmericaHigh income

5/15/2014 UndeterminedUndeterminedExploitive Exploitation of End HostsUniversity of California IrvineUSA USA United States of AmericaHigh income

5/14/2014 RedHack Protest Disruptive Message ManipulationSoma MunicipalityTUR Turkey Turkey Upper middle income

5/14/2014 UndeterminedUndeterminedExploitive Exploitation of Application Serverantiwar.comUSA USA United States of AmericaHigh income

5/13/2014 UndeterminedFinancial Exploitive Exploitation of Application ServerGingerbread Shed CorporationUSA USA United States of AmericaHigh income

5/12/2014 UndeterminedPolitical-EspionageExploitive Exploitation of Application ServerBelgian Foreign MinistryBEL BEL Belgium High income

5/12/2014 UndeterminedUndeterminedDisruptive Message ManipulationGary BarlowGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

5/11/2014 rOOX UndeterminedDisruptive Message ManipulationIndian Ministry of RailwaysIND IND India Lower middle income

5/11/2014 H4$N4!N H4XORUndeterminedDisruptive Message ManipulationTata MotorsIND IND India Lower middle income

5/9/2014 UndeterminedFinancial Exploitive Exploitation of Application ServerWooThemesUSA USA United States of AmericaHigh income

5/9/2014 UndeterminedUndeterminedDisruptive External Denial of ServicePoint DNS USA USA United States of AmericaHigh income

5/8/2014 UndeterminedFinancial Exploitive Exploitation of Application ServerMoshtix AUS AUS Australia High income

5/7/2014 UndeterminedFinancial Exploitive Exploitation of Application ServerGround(ctrl)USA USA United States of AmericaHigh income

5/7/2014 UndeterminedUndeterminedExploitive Exploitation of Application ServerOrange FRA FRA France High income

5/7/2014 Syrian Electronic ArmyPersonal AttackDisruptive Message ManipulationThe Wall Street JournalUSA USA United States of AmericaHigh income

5/5/2014 UndeterminedFinancial Exploitive Exploitation of SensorsAffinity GamingUSA USA United States of AmericaHigh income

5/3/2014 Kai-H4xOrRUndeterminedDisruptive Message ManipulationBharat Sanchar Nigam Limited (BSNL)IND IND India Lower middle income

5/2/2014 AnonymousUndeterminedDisruptive Message ManipulationBritish National PartyGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

5/2/2014 UndeterminedUndeterminedExploitive Exploitation of Application ServerUniversity of North Carolina WilmingtonUSA USA United States of AmericaHigh income

5/2/2014 Jose BautistaUndeterminedDisruptive Data AttackDr. Micharl M. Krop Senior High SchoolUSA USA United States of AmericaHigh income

4/30/2014 The GreaT TeamUndeterminedDisruptive Message ManipulationKali USA USA United States of AmericaHigh income

4/30/2014 UndeterminedUndeterminedDisruptive External Denial of ServiceUltraDNS USA USA United States of AmericaHigh income

4/30/2014 UndeterminedUndeterminedExploitive Exploitation of Application Server4chan USA USA United States of AmericaHigh income

4/30/2014 UndeterminedUndeterminedExploitive Exploitation of Application ServerEircom IRL IRL Ireland High income

4/29/2014 Syrian Electronic ArmyUndeterminedDisruptive Message ManipulationRSA USA USA United States of AmericaHigh income

4/29/2014 UndeterminedFinancial Exploitive Exploitation of Application ServerDeKalb HealthUSA USA United States of AmericaHigh income

4/28/2014 Libyan Cyber ArmyUndeterminedDisruptive Message ManipulationEgyptian Ministry of InformationEGY EGY Egypt Lower middle income

4/28/2014 AnonymousProtest Disruptive External Denial of ServiceBoston Children's HospitalUSA USA United States of AmericaHigh income

4/28/2014 UndeterminedFinancial Exploitive Exploitation of Application ServerAOL Mail USA USA United States of AmericaHigh income

4/25/2014 Bl@Ck Dr@GoN; Haxor T0du; Spider64UndeterminedDisruptive Message ManipulationPakistan Government Establishment DivisionPAK PAK Pakistan Lower middle income

4/25/2014 Bl@Ck Dr@GoN; Haxor T0du; Spider64UndeterminedDisruptive Message ManipulationPakistan Manpower InstitutePAK PAK Pakistan Lower middle income

4/25/2014 Bl@Ck Dr@GoN; Haxor T0du; Spider64UndeterminedDisruptive Message ManipulationMinistry of Defense of PakistanPAK PAK Pakistan Lower middle income

4/25/2014 Bl@Ck Dr@GoN; Haxor T0du; Spider64UndeterminedDisruptive Message ManipulationPakistan Ministry of RailwaysPAK PAK Pakistan Lower middle income

4/25/2014 Bl@Ck Dr@GoN; Haxor T0du; Spider64UndeterminedDisruptive Message ManipulationCabinet Ministry of PakistanPAK PAK Pakistan Lower middle income

4/25/2014 Bl@Ck Dr@GoN; Haxor T0du; Spider64UndeterminedDisruptive Message ManipulationPakistan National PortalPAK PAK Pakistan Lower middle income

4/25/2014 Rex MundiFinancial Exploitive Exploitation of Application ServerAlfaNet BEL BEL Belgium High income

4/22/2014 UndeterminedFinancial Exploitive Exploitation of Application ServerIowa State UniversityUSA USA United States of AmericaHigh income

4/21/2014 NullCrew Protest Exploitive Exploitation of Application ServerInternational Civil Aviation OrganizationCAN CAN Canada High income

4/21/2014 NullCrew Protest Exploitive Exploitation of Application ServerUniversity of VirginiaUSA USA United States of AmericaHigh income

4/20/2014 H4x0r10ux m1ndProtest Disruptive Message ManipulationBangalore City PoliceIND IND India Lower middle income

4/19/2014 Muhammad BilalUndeterminedDisruptive Message ManipulationBihar Bharatiya Janata PartyIND IND India Lower middle income

4/18/2014 UndeterminedUndeterminedDisruptive Message ManipulationJon "Bones" JonesUSA USA United States of AmericaHigh income

4/18/2014 RedHack UndeterminedMixed Exploitation of Application Server,External Denial of ServiceAktif Bank TUR Turkey Turkey Upper middle income

4/17/2014 UndeterminedFinancial Exploitive Exploitation of Application ServerUniversity of Pittsburgh Medical CenterUSA USA United States of AmericaHigh income

4/15/2014 UndeterminedPolitical-EspionageExploitive Exploitation of Application ServerGerman Aerospace CentreDEU DEU Germany High income

4/15/2014 UndeterminedPolitical-EspionageExploitive Exploitation of Application ServerVeterans of Foreign WarsUSA USA United States of AmericaHigh income

4/15/2014 Kami HaxorUndeterminedExploitive Exploitation of Application Servermarigold.inIND IND India Lower middle income

4/15/2014 SE2mhZVVY7HF4VEV0cOHUndeterminedExploitive Exploitation of Application Servertutorialized.comUSA USA United States of AmericaHigh income

4/15/2014 UndeterminedFinancial Exploitive Exploitation of Application ServerLaCie FRA FRA France High income

4/14/2014 UndeterminedFinancial Exploitive Exploitation of Application ServerCanada Revenue AgencyCAN CAN Canada High income

4/14/2014 UndeterminedFinancial Exploitive Exploitation of Application ServerHarley Medical GroupGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

4/14/2014 UndeterminedUndeterminedExploitive Exploitation of Application Serverknowledgeicon.comIND IND India Lower middle income



4/13/2014 Buddhax UndeterminedExploitive Exploitation of End HostsAnonymous 999 UndeterminedUndetermined#N/A

4/12/2014 r3dm0v3 UndeterminedExploitive Exploitation of Application Server40dni.sk SVK SVK Slovakia High income

4/11/2014 UndeterminedFinancial Exploitive Exploitation of Application ServerCarlson Rezidor Hotel GroupUSA USA United States of AmericaHigh income

4/11/2014 UndeterminedUndeterminedExploitive Exploitation of Application ServerLubbock Cardiology ClinicUSA USA United States of AmericaHigh income

4/11/2014 UndeterminedUndeterminedExploitive Exploitation of Application Servermumsnet GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

4/10/2014 Moroccan Islamic Union-MailProtest Disruptive Message ManipulationMinistry of HealthSAU SAU Saudi ArabiaHigh income

4/9/2014 UndeterminedFinancial Exploitive Exploitation of Application ServerDeltek USA USA United States of AmericaHigh income

4/8/2014 Godzilla UndeterminedDisruptive External Denial of ServiceTehreek e Taliban PakistanPAK PAK Pakistan Lower middle income

4/8/2014 UndeterminedUndeterminedExploitive Exploitation of Application ServerMidwest OrthopaedicsUSA USA United States of AmericaHigh income

4/8/2014 UndeterminedFinancial Exploitive Exploitation of Application ServerSt. Aldhelm's AcademyGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

4/7/2014 UndeterminedProtest Disruptive Message ManipulationDepartment of Culture, Media and SportGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

4/6/2014 Zer0Pwn UndeterminedExploitive Exploitation of Application Serverrealestate.sySYR SYR Syrian Arab RepublicLow income

4/6/2014 Zer0Pwn UndeterminedExploitive Exploitation of Application Serverjob.sy SYR SYR Syrian Arab RepublicLow income

4/6/2014 NullCrew UndeterminedExploitive Exploitation of Application ServerKlas TelecomUSA USA United States of AmericaHigh income

4/5/2014 UndeterminedFinancial Exploitive Exploitation of Application ServerRural King USA USA United States of AmericaHigh income

4/4/2014 UndeterminedUndeterminedDisruptive External Denial of ServiceKansas Interactive Testing EngineUSA USA United States of AmericaHigh income

4/4/2014 MrNervousFinancial Exploitive Exploitation of Application ServerFlight Centre Travel GroupAUS AUS Australia High income

4/3/2014 NullCrew; TheHorseMenLulzUndeterminedExploitive Exploitation of Application ServerAl Arabiya ARE ARE United Arab EmiratesHigh income

4/2/2014 UndeterminedUndeterminedExploitive Exploitation of Application ServerJSTOR USA USA United States of AmericaHigh income

4/2/2014 ProbablyOnionUndeterminedExploitive Exploitation of Application ServerBigMoneyJobs.comUSA USA United States of AmericaHigh income

4/1/2014 UndeterminedUndeterminedExploitive Exploitation of Application ServerBoxee.tv USA USA United States of AmericaHigh income

4/1/2014 Mark Nsd Financial Disruptive External Denial of ServiceMad Mimi USA USA United States of AmericaHigh income

3/31/2014 AnonymousProtest Disruptive External Denial of ServiceAlbuquerque Police DepartmentUSA USA United States of AmericaHigh income

3/31/2014 YMH UndeterminedDisruptive Message ManipulationArmed Forces Training AuthorityEGY EGY Egypt Lower middle income

3/30/2014 H4$N4!N H4XORProtest Disruptive Message ManipulationPakistani Consulate in JeddahPAK PAK Pakistan Lower middle income

3/30/2014 AnonGhostProtest Disruptive Message ManipulationMinistry of Agriculture and Rural DevelopmentISR ISR Israel High income

3/30/2014 Shmook Amer; Dr.HjdProtest Disruptive Message ManipulationMinistry of InteriorKWT KWT Kuwait High income

3/29/2014 Anonymous (Ecuador)UndeterminedDisruptive Message ManipulationRafael Correa Twitter accountECU ECU Ecuador Upper middle income

3/28/2014 RedHack Protest Disruptive External Denial of ServiceTelecommunications DirectorateTUR Turkey Turkey Upper middle income

3/28/2014 UndeterminedUndeterminedExploitive Exploitation of Application ServerUniversity of Wisconsin ParksideUSA USA United States of AmericaHigh income

3/28/2014 UndeterminedUndeterminedExploitive Exploitation of Application ServerCerberus ITA ITA Italy High income

3/28/2014 UndeterminedFinancial Exploitive Exploitation of Application Server,Exploitation of SensorsSpec's USA USA United States of AmericaHigh income

3/27/2014 UndeterminedFinancial Exploitive Exploitation of Application ServerSorenson CommunicationsUSA USA United States of AmericaHigh income

3/26/2014 UndeterminedFinancial Exploitive Exploitation of SensorsEl Agave RestaurantUSA USA United States of AmericaHigh income

3/26/2014 UndeterminedFinancial Exploitive Exploitation of Application ServerShelburne Country StoreUSA USA United States of AmericaHigh income

3/26/2014 UndeterminedUndeterminedExploitive Exploitation of Application ServerCreatethe GroupUSA USA United States of AmericaHigh income

3/26/2014 SEO Financial Exploitive Exploitation of Application ServerNaver KOR KOR Korea (the Republic of)High income

3/24/2014 UndeterminedFinancial Disruptive External Denial of ServiceBasecampUSA USA United States of AmericaHigh income

3/22/2014 UndeterminedFinancial Exploitive Exploitation of Application ServerCalifornia Department of Motor VehiclesUSA USA United States of AmericaHigh income

3/22/2014 Hamas UndeterminedDisruptive Message ManipulationIsrael DefenseISR ISR Israel High income

3/21/2014 UndeterminedUndeterminedExploitive Exploitation of Application ServerAuburn UniversityUSA USA United States of AmericaHigh income

3/21/2014 UndeterminedUndeterminedDisruptive External Denial of ServiceGitHub USA USA United States of AmericaHigh income

3/21/2014 UndeterminedFinancial Disruptive External Denial of ServiceHootsuite CAN CAN Canada High income

3/21/2014 UndeterminedFinancial Exploitive Exploitation of SensorsRosenthal Wine ShopUSA USA United States of AmericaHigh income

3/20/2014 UndeterminedUndeterminedExploitive Exploitation of End HostsUniversity of Maryland, College ParkUSA USA United States of AmericaHigh income

3/19/2014 UndeterminedFinancial Exploitive Exploitation of Application ServerCoinEX.pwPLW PLW Palau Upper middle income

3/19/2014 UndeterminedUndeterminedMixed Exploitation of Application Server,Message ManipulationEA USA USA United States of AmericaHigh income

3/18/2014 Team Cyber CriminalsUndeterminedDisruptive Message ManipulationChevrolet GTM GTM GuatemalaUpper middle income

3/18/2014 Team Cyber CriminalsUndeterminedDisruptive Message ManipulationToyota (Guatemala)GTM GTM GuatemalaUpper middle income

3/18/2014 UndeterminedFinancial Disruptive Message ManipulationJulie BishopAUS AUS Australia High income

3/18/2014 UndeterminedUndeterminedExploitive Exploitation of Application ServerService Coordination Inc.USA USA United States of AmericaHigh income

3/18/2014 Team Cyber CriminalsUndeterminedDisruptive Message ManipulationRenault GTM GTM GuatemalaUpper middle income

3/17/2014 Russian Cyber CommandProtest Exploitive Exploitation of End HostsRussian Industrial Investment FundRUS RUS Russian FederationUpper middle income

3/17/2014 Syrian Electronic ArmyUndeterminedDisruptive Message ManipulationSyrian National CoalitionSYR SYR Syrian Arab RepublicLow income

3/17/2014 UndeterminedFinancial Exploitive Exploitation of End HostsValley View HospitalUSA USA United States of AmericaHigh income



3/17/2014 UndeterminedUndeterminedExploitive Exploitation of Application ServerCitroen FRA FRA France High income

3/8/2014 Two StudentsUndeterminedDisruptive Data AttackCollege in Shanghai's Songjiang DistrictCHN CHN China Upper middle income

3/6/2014 @RucyborgProtest Exploitive Exploitation of Application ServerEmbassy of India in RussiaIND IND India Lower middle income

3/6/2014 UndeterminedFinancial Exploitive Exploitation of Application ServerJCM PartnersUSA USA United States of AmericaHigh income

3/5/2014 @security_511UndeterminedExploitive Exploitation of Application ServerChurch of CyprusCYP CYP Cyprus High income

3/5/2014 @security_511UndeterminedExploitive Exploitation of Application ServerLutheran Church of AustraliaAUS AUS Australia High income

3/5/2014 UndeterminedFinancial Exploitive Exploitation of Application ServerAssisted Living ConceptsUSA USA United States of AmericaHigh income

2/28/2014 UndeterminedUndeterminedDisruptive External Denial of Serviceqha.com.uaUKR UKR Ukraine Lower middle income

2/28/2014 UndeterminedUndeterminedDisruptive External Denial of Servicebanderivets.org.uaUKR UKR Ukraine Lower middle income

2/28/2014 UndeterminedUndeterminedDisruptive External Denial of Servicehelpmaidan.org.uaUKR UKR Ukraine Lower middle income

2/28/2014 UndeterminedUndeterminedDisruptive External Denial of Servicemaidanhelp.com.uaUKR UKR Ukraine Lower middle income

2/28/2014 UndeterminedUndeterminedDisruptive External Denial of Servicemaidansupport.comUKR UKR Ukraine Lower middle income

2/28/2014 UndeterminedUndeterminedDisruptive External Denial of ServiceVerkhovna RadaUKR UKR Ukraine Lower middle income

2/28/2014 UndeterminedUndeterminedExploitive Exploitation of Application ServerKaiser PermanenteUSA USA United States of AmericaHigh income

2/28/2014 UndeterminedFinancial Exploitive Exploitation of SensorsSears USA USA United States of AmericaHigh income

2/27/2014 UndeterminedFinancial Exploitive Exploitation of Application ServerBulk Reef SupplyUSA USA United States of AmericaHigh income

2/27/2014 UndeterminedFinancial Exploitive Exploitation of End HostsAlaska CommunicationsUSA USA United States of AmericaHigh income

2/26/2014 AnonymousProtest Disruptive Message ManipulationVarious Government WebsitesPHL PHL PhilippinesLower middle income

2/25/2014 Gantengers CrewUndeterminedDisruptive Message ManipulationEarth Hour PhilippinesPHL PHL PhilippinesLower middle income

2/25/2014 Gantengers CrewUndeterminedDisruptive Message ManipulationWorld Wildlife FundPHL PHL PhilippinesLower middle income

2/25/2014 MormorothUndeterminedDisruptive Message ManipulationNetwork Information Center of ParaguayPRY PRY Paraguay Upper middle income

2/24/2014 UndeterminedUndeterminedDisruptive Message ManipulationGriminal GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

2/23/2014 Eugene BelfordUndeterminedDisruptive Message ManipulationInternational Council of E-Commerce ConsultantsUSA USA United States of AmericaHigh income

2/21/2014 @security_511UndeterminedExploitive Exploitation of Application ServerChurch of ScotlandGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

2/21/2014 DeleteSec UndeterminedExploitive Exploitation of Application ServerSpirol InternationalUSA USA United States of AmericaHigh income

2/20/2014 DeleteSec UndeterminedExploitive Exploitation of Application ServerUnited Nations Internet Governance Forum999 UndeterminedUndetermined#N/A

2/20/2014 UndeterminedUndeterminedDisruptive External Denial of ServiceNamecheapUSA USA United States of AmericaHigh income

2/20/2014 Turkish AjanUndeterminedExploitive Exploitation of Application ServerMercantile Communications PvtNPL NPL Nepal Lower middle income

2/20/2014 UndeterminedUndeterminedExploitive Exploitation of Application ServerEnergie SteiermarkAUT AUT Austria High income

2/19/2014 Zcompany Hacking CrewProtest Disruptive Message ManipulationNational Portal of IndiaIND IND India Lower middle income

2/19/2014 Syrian Electronic ArmyProtest Disruptive Message ManipulationFC BarcelonaESP ESP Spain High income

2/19/2014 UndeterminedFinancial Exploitive Exploitation of Application ServerTexas State Technical CollegeUSA USA United States of AmericaHigh income

2/19/2014 UndeterminedFinancial Exploitive Exploitation of Application ServerUniversity of Maryland, College ParkUSA USA United States of AmericaHigh income

2/18/2014 UndeterminedUndeterminedDisruptive External Denial of ServiceWurm OnlineSWE SWE Sweden High income

2/18/2014 UndeterminedUndeterminedExploitive Exploitation of End HostsSnecma FRA FRA France High income

2/18/2014 UndeterminedFinancial Exploitive Exploitation of Application ServerWell.ca CAN CAN Canada High income

2/17/2014 @th3inf1d3lUndeterminedExploitive Exploitation of Application ServerMuslim DirectoryGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

2/16/2014 UndeterminedUndeterminedExploitive Exploitation of Application ServerKickstarterUSA USA United States of AmericaHigh income

2/15/2014 LulzSec (Peru)Protest Disruptive Message ManipulationUnited Socialist Party of VenezuelaVEN VEN Venezuela (Bolivarian Republic of)Upper middle income

2/14/2014 UndeterminedFinancial Exploitive Exploitation of Application ServerBank of the WestUSA USA United States of AmericaHigh income

2/14/2014 Syrian Electronic ArmyProtest Mixed Exploitation of Application Server,Message ManipulationForbes USA USA United States of AmericaHigh income

2/13/2014 UndeterminedProtest Disruptive External Denial of ServiceUK Ministry of JusticeGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

2/13/2014 Anonymous (Ukraine)Protest Exploitive Exploitation of End HostsPresidential AdviserLTU LTU Lithuania High income

2/13/2014 Anonymous (Ukraine)UndeterminedExploitive Exploitation of Application ServerUkranian Democratic Alliance for ReformUKR UKR Ukraine Lower middle income

2/13/2014 DeleteSec UndeterminedExploitive Exploitation of Application ServerReadingRockets.orgUSA USA United States of AmericaHigh income

2/13/2014 nairb Protest Exploitive Exploitation of Application ServerNational-Socialist Party of CanadaCAN CAN Canada High income

2/13/2014 UndeterminedFinancial Exploitive Exploitation of Application ServerSilk Road USA USA United States of AmericaHigh income

2/12/2014 AnonymousProtest Disruptive External Denial of ServiceUK Government Communications HeadquartersGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

2/12/2014 RedHack Protest Exploitive Exploitation of Application ServerUS Embassy in TurkeyUSA USA United States of AmericaHigh income

2/12/2014 UndeterminedUndeterminedDisruptive External Denial of ServiceBitstamp GBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

2/12/2014 DeleteSec UndeterminedExploitive Exploitation of Application ServerAVS TV USA USA United States of AmericaHigh income

2/11/2014 UndeterminedUndeterminedDisruptive External Denial of ServiceMt. Gox JPN JPN Japan High income

2/11/2014 Anonymous (Syria)UndeterminedDisruptive Message ManipulationVarious Government WebsitesNGA NGA Nigeria Lower middle income

2/11/2014 @G3NTbl4ckProtest Exploitive Exploitation of Application ServerWide Area and Sensing ConferenceUSA USA United States of AmericaHigh income

2/11/2014 UndeterminedUndeterminedDisruptive External Denial of ServiceBitstamp SVN SVN Slovenia High income



2/11/2014 UndeterminedUndeterminedDisruptive External Denial of ServiceCloudflare USA USA United States of AmericaHigh income

2/11/2014 Ethical SpectrumUndeterminedMixed Exploitation of Application Server,Message ManipulationSupercell Facebook PagesFIN FIN Finland High income

2/10/2014 RedHack Protest Exploitive Exploitation of Application ServerTurkish Ministry of EducationTUR Turkey Turkey Upper middle income

2/10/2014 RedHack Protest Exploitive Exploitation of Application ServerCity of AmasyaTUR Turkey Turkey Upper middle income

2/10/2014 RedHack Protest Disruptive Message ManipulationGas Distribution Authority of SakaryaTUR Turkey Turkey Upper middle income

2/10/2014 UndeterminedIndustrial-EspionageExploitive Exploitation of Application ServerSt. Jude MedicalUSA USA United States of AmericaHigh income

2/10/2014 UndeterminedIndustrial-EspionageExploitive Exploitation of Application ServerBoston ScientificUSA USA United States of AmericaHigh income

2/10/2014 TheHorsemenProtest Disruptive Message ManipulationDubai PoliceARE ARE United Arab EmiratesHigh income

2/10/2014 RedHack Protest Disruptive Message ManipulationKars MunicipalityTUR Turkey Turkey Upper middle income

2/10/2014 Anti WMD TeamPolitical-EspionageMixed Exploitation of Application Server,Message Manipulation,Data AttackLas Vegas Sands CorpUSA USA United States of AmericaHigh income

2/10/2014 UndeterminedIndustrial-EspionageExploitive Exploitation of Application ServerMedtronic USA USA United States of AmericaHigh income

2/8/2014 UndeterminedUndeterminedDisruptive Message ManipulationOfficial website of the President of NepalNPL NPL Nepal Lower middle income

2/8/2014 Dr.3v1l UndeterminedMixed Exploitation of Application Server,Message ManipulationOfficial website of the President of NepalNPL NPL Nepal Lower middle income

2/7/2014 Dr.SHA6H UndeterminedDisruptive Message ManipulationPrezidentBankTKM TKM TurkmenistanUpper middle income

2/7/2014 AnonymousProtest Exploitive Exploitation of Application ServerSingapore government employeesSGP SGP Singapore High income

2/7/2014 Dr.SHA6H UndeterminedDisruptive Message ManipulationTurkmenbashi BankTKM TKM TurkmenistanUpper middle income

2/6/2014 Huawei Political-EspionageExploitive Exploitation of Network InfrastructureBharat Sanchar Nigam Limited (BSNL)IND IND India Lower middle income

2/6/2014 Syrian Electronic ArmyUndeterminedDisruptive External Denial of ServiceMarkMonitorUSA USA United States of AmericaHigh income

2/5/2014 Syrian Electronic ArmyUndeterminedExploitive Exploitation of End HostsPayPal IND IND India Lower middle income

2/5/2014 Syrian Electronic ArmyProtest Exploitive Exploitation of End HostseBay IND IND India Lower middle income

2/5/2014 UndeterminedUndeterminedExploitive Exploitation of Application ServerSt. Joseph Health SystemUSA USA United States of AmericaHigh income

2/5/2014 NullCrew UndeterminedExploitive Exploitation of Application ServerComcast USA USA United States of AmericaHigh income

2/4/2014 RedHack Protest Exploitive Exploitation of Application ServerVodafone TUR Turkey Turkey Upper middle income

2/4/2014 RedHack Protest Exploitive Exploitation of Application ServerTurkcell TUR Turkey Turkey Upper middle income

2/4/2014 Pakistan Haxors CrewProtest Disruptive Message ManipulationWest Bengal Public Health Engineering DepartmentIND IND India Lower middle income

2/4/2014 RedHack Protest Exploitive Exploitation of Application ServerTTNET TUR Turkey Turkey Upper middle income

2/3/2014 MaXiMiZerSProtest Disruptive Message ManipulationFederal Customs ServiceRUS RUS Russian FederationUpper middle income

2/3/2014 UndeterminedUndeterminedExploitive Exploitation of Application ServerOlmsted Medical CenterUSA USA United States of AmericaHigh income

2/3/2014 UndeterminedUndeterminedExploitive Exploitation of Application ServerNational Health ServiceGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

2/3/2014 UndeterminedFinancial Exploitive Exploitation of Application ServerOrange FRA FRA France High income

2/2/2014 Pinoy AnonymouzProtest Disruptive Message ManipulationAteneo Integrated Student Information SystemPHL PHL PhilippinesLower middle income

2/1/2014 Ukranian Svoboda PartyUndeterminedDisruptive Message ManipulationVarious Government WebsitesUKR UKR Ukraine Lower middle income

2/1/2014 UndeterminedUndeterminedDisruptive Message ManipulationCarlo AncelottiITA ITA Italy High income

2/1/2014 NullCrew UndeterminedExploitive Exploitation of Application ServerBell CanadaCAN CAN Canada High income

2/1/2014 National Security AgencyPolitical-EspionageExploitive Exploitation of End HostsJean-Jacques QuisquaterBEL BEL Belgium High income

1/31/2014 UndeterminedFinancial Exploitive Exploitation of End HostsDartmouth-HitchcockUSA USA United States of AmericaHigh income

1/30/2014 Nigerian Cyber ArmyProtest Disruptive Message ManipulationMinistry of Police AffairsNGA NGA Nigeria Lower middle income

1/30/2014 UndeterminedUndeterminedExploitive Exploitation of Application ServerBritish Academy of Film and Television ArtsGBR GBR United Kingdom of Great Britain and Northern IrelandHigh income

1/30/2014 UndeterminedFinancial Exploitive Exploitation of Application ServerExperian USA USA United States of AmericaHigh income

1/30/2014 UndeterminedFinancial Exploitive Exploitation of Application ServerState Industrial ProductsUSA USA United States of AmericaHigh income

1/29/2014 UndeterminedProtest Disruptive Message ManipulationRovio FIN FIN Finland High income

1/28/2014 AnonymousUndeterminedExploitive Exploitation of Application ServerSao Paulo State GovernmentBRA BRA Brazil Upper middle income

1/27/2014 Ashik Iqbal ChyProtest Disruptive Message ManipulationBoard of Control for Cricket in IndiaIND IND India Lower middle income

1/27/2014 UndeterminedUndeterminedDisruptive External Denial of ServiceGitHub USA USA United States of AmericaHigh income

1/27/2014 H4$N4!N H4XORUndeterminedDisruptive Message ManipulationIndian RailwaysIND IND India Lower middle income

1/26/2014 UndeterminedPolitical-EspionageExploitive Exploitation of End HostsIsraeli Defense MinistryISR ISR Israel High income

1/25/2014 UndeterminedUndeterminedDisruptive External Denial of ServiceUS Federal Court SystemUSA USA United States of AmericaHigh income

1/25/2014 UndeterminedFinancial Exploitive Exploitation of SensorsMichael's USA USA United States of AmericaHigh income

1/24/2014 Syrian Electronic ArmyProtest Disruptive Message ManipulationCNN USA USA United States of AmericaHigh income

1/23/2014 Anti-Armenia TeamProtest Disruptive Message ManipulationFootball Federation of ArmeniaARM ARM Armenia Upper middle income

1/23/2014 Anti-Armenia TeamProtest Disruptive Message ManipulationYouth for AchievementsARM ARM Armenia Upper middle income

1/23/2014 Anti-Armenia TeamProtest Disruptive Message ManipulationArtsakh State UniversityARM ARM Armenia Upper middle income

1/23/2014 UndeterminedFinancial Exploitive Exploitation of Application ServerGive Me Coins 999 UndeterminedUndetermined#N/A

1/23/2014 Anti-Armenia TeamProtest Disruptive Message ManipulationMinistry of Education of ArmeniaARM ARM Armenia Upper middle income



Curated "Cyber Events Database" built and shared by the Center for International and Security Studies at Maryland University.

scraping data from cybersecurity-related websites worldwide (e.g., cyber blogs and news sites recommended by practitioners, journalists, and academic researchers) from 2014-2023.

WorldBank_regionindustry actor_countryactor_country_codeYear Month Day
North AmericaFinance and Insurance 2023 2 28

Europe & Central AsiaProfessional, Scientific, and Technical ServicesUndetermined 999 2023 2 28

North AmericaReal Estate and Rental and Leasing 2023 2 28

North AmericaHealth Care and Social Assistance 2023 2 28

North AmericaEducational ServicesUndetermined 999 2023 2 28

Latin America & CaribbeanAdministrative and Support and Waste Management and Remediation Services2023 2 28

North AmericaPublic Administration 2023 2 28

#N/A Public Administration 2023 2 28

North AmericaProfessional, Scientific, and Technical Services2023 2 27

North AmericaPublic Administration 2023 2 27

North AmericaHealth Care and Social Assistance 2023 2 27

North AmericaTransportation and WarehousingUndetermined 999 2023 2 27

Europe & Central AsiaHealth Care and Social AssistanceRussian FederationRUS 2023 2 26

North AmericaEducational Services 2023 2 26

North AmericaInformationRussian FederationRUS 2023 2 25

North AmericaEducational ServicesUndetermined 999 2023 2 25

North AmericaHealth Care and Social Assistance 2023 2 24

North AmericaArts, Entertainment, and Recreation 2023 2 24

North AmericaProfessional, Scientific, and Technical Services2023 2 24

North AmericaHealth Care and Social AssistanceUndetermined 999 2023 2 24

North AmericaUtilities Russian FederationRUS 2023 2 24

North AmericaEducational Services 2023 2 24

Latin America & CaribbeanUtilities Russian FederationRUS 2023 2 24

Latin America & CaribbeanManufacturingUndetermined 999 2023 2 24

Latin America & CaribbeanFinance and InsuranceUndetermined 999 2023 2 24

Europe & Central AsiaUtilities Russian FederationRUS 2023 2 24

Latin America & CaribbeanPublic Administration 2023 2 24

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2023 2 23

East Asia & PacificAdministrative and Support and Waste Management and Remediation Services2023 2 23

North AmericaHealth Care and Social Assistance 2023 2 23

Latin America & CaribbeanHealth Care and Social Assistance 2023 2 23

Europe & Central AsiaProfessional, Scientific, and Technical ServicesUndetermined 999 2023 2 23

North AmericaHealth Care and Social Assistance 2023 2 23

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2023 2 22

Europe & Central AsiaInformation 2023 2 22

North AmericaPublic AdministrationRussian FederationRUS 2023 2 22

North AmericaFinance and Insurance 2023 2 22

North AmericaProfessional, Scientific, and Technical ServicesRussian FederationRUS 2023 2 22

Latin America & CaribbeanHealth Care and Social AssistanceRussian FederationRUS 2023 2 22

Latin America & CaribbeanAdministrative and Support and Waste Management and Remediation ServicesUndetermined 999 2023 2 22

North AmericaInformation 2023 2 21

Europe & Central AsiaInformationUkraine UKR 2023 2 21

North AmericaProfessional, Scientific, and Technical Services2023 2 21

North AmericaHealth Care and Social Assistance 2023 2 21

North AmericaProfessional, Scientific, and Technical ServicesRussian FederationRUS 2023 2 21

North AmericaArts, Entertainment, and Recreation 2023 2 20

This sheet contains the number of country-specific disclosed cyber incidents reported by the Center for International and Security Studies at Maryland University. These incidents were collected by 

Attribution—For use of these data, please cite two sources: 1) Vergara Cobos, Estefania. 2024. Cybersecurity

Economics for Emerging Markets. Washington, DC: World Bank. doi:10.1596/978-1-4648-2120-2. License: Creative Commons Attribution CC BY 3.0 IGO 2) Harry, C., & 

Gallagher, N. (2018). Classifying cyber events. Journal of Information Warfare, 17(3), 17- 31.



North AmericaHealth Care and Social AssistanceRussian FederationRUS 2023 2 20

South AsiaTransportation and Warehousing 2023 2 20

Europe & Central AsiaInformation 2023 2 20

North AmericaFinance and Insurance 2023 2 20

North AmericaProfessional, Scientific, and Technical ServicesUndetermined 999 2023 2 20

Europe & Central AsiaHealth Care and Social Assistance 2023 2 20

Europe & Central AsiaMining, Quarrying, and Oil and Gas ExtractionUndetermined 999 2023 2 18

North AmericaPublic Administration 2023 2 17

North AmericaInformation 2023 2 17

North AmericaFinance and Insurance 2023 2 17

Europe & Central AsiaAccommodation and Food Services 2023 2 17

North AmericaInformationUndetermined 999 2023 2 17

North AmericaWholesale Trade 2023 2 17

North AmericaManufacturing 2023 2 17

North AmericaHealth Care and Social Assistance 2023 2 17

North AmericaManufacturing 2023 2 17

North AmericaManufacturing 2023 2 17

North AmericaEducational Services 2023 2 17

Latin America & CaribbeanUtilities Undetermined 999 2023 2 17

North AmericaHealth Care and Social Assistance 2023 2 17

Europe & Central AsiaTransportation and WarehousingRussian FederationRUS 2023 2 16

Europe & Central AsiaTransportation and WarehousingRussian FederationRUS 2023 2 16

Europe & Central AsiaTransportation and WarehousingRussian FederationRUS 2023 2 16

Europe & Central AsiaTransportation and WarehousingRussian FederationRUS 2023 2 16

Europe & Central AsiaTransportation and WarehousingRussian FederationRUS 2023 2 16

Europe & Central AsiaTransportation and WarehousingRussian FederationRUS 2023 2 16

East Asia & PacificProfessional, Scientific, and Technical ServicesUndetermined 999 2023 2 16

Europe & Central AsiaFinance and Insurance 2023 2 16

#N/A Finance and Insurance 2023 2 16

North AmericaEducational Services 2023 2 16

Europe & Central AsiaManufacturingUndetermined 999 2023 2 16

North AmericaEducational ServicesRussian FederationRUS 2023 2 15

North AmericaManufacturingUndetermined 999 2023 2 15

Middle East & North AfricaInformationUndetermined 999 2023 2 14

Europe & Central AsiaTransportation and WarehousingSudan SDN 2023 2 14

Europe & Central AsiaOther Services (except Public Administration)Undetermined 999 2023 2 14

Middle East & North AfricaInformation 2023 2 14

North AmericaFinance and Insurance 2023 2 14

North AmericaManufacturing 2023 2 14

Europe & Central AsiaOther Services (except Public Administration)Undetermined 999 2023 2 13

East Asia & PacificInformationUndetermined 999 2023 2 13

North AmericaHealth Care and Social Assistance 2023 2 13

Middle East & North AfricaEducational ServicesUndetermined 999 2023 2 12

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2023 2 12

North AmericaInformation 2023 2 12

Middle East & North AfricaInformationIran (Islamic Republic of)IRN 2023 2 11

Europe & Central AsiaManufacturingUndetermined 999 2023 2 11

Europe & Central AsiaInformationUndetermined 999 2023 2 11

North AmericaArts, Entertainment, and Recreation 2023 2 10

North AmericaEducational Services 2023 2 10

North AmericaEducational Services 2023 2 10

North AmericaHealth Care and Social Assistance 2023 2 10

North AmericaHealth Care and Social AssistanceUndetermined 999 2023 2 9

North AmericaPublic Administration 2023 2 9

North AmericaProfessional, Scientific, and Technical Services2023 2 9



North AmericaHealth Care and Social AssistanceUndetermined 999 2023 2 8

Europe & Central AsiaPublic AdministrationUndetermined 999 2023 2 8

Europe & Central AsiaPublic AdministrationUndetermined 999 2023 2 8

North AmericaHealth Care and Social Assistance 2023 2 8

North AmericaFinance and Insurance 2023 2 8

North AmericaPublic Administration 2023 2 8

Europe & Central AsiaManufacturingUndetermined 999 2023 2 7

North AmericaInformation 2023 2 7

Latin America & CaribbeanRetail Trade 2023 2 7

North AmericaInformation 2023 2 7

Europe & Central AsiaEducational ServicesRussian FederationRUS 2023 2 6

North AmericaProfessional, Scientific, and Technical ServicesUndetermined 999 2023 2 6

North AmericaRetail TradeUndetermined 999 2023 2 6

Europe & Central AsiaPublic AdministrationUndetermined 999 2023 2 6

Latin America & CaribbeanFinance and InsuranceRussian FederationRUS 2023 2 5

North AmericaInformation 2023 2 5

North AmericaHealth Care and Social Assistance 2023 2 5

Europe & Central AsiaTransportation and WarehousingUndetermined 999 2023 2 4

North AmericaPublic Administration 2023 2 4

North AmericaHealth Care and Social AssistanceUndetermined 999 2023 2 3

North AmericaManufacturing 2023 2 3

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2023 2 2

Latin America & CaribbeanWholesale TradeUndetermined 999 2023 2 2

Latin America & CaribbeanRetail TradeUndetermined 999 2023 2 2

North AmericaHealth Care and Social Assistance 2023 2 2

Europe & Central AsiaProfessional, Scientific, and Technical ServicesRussian FederationRUS 2023 2 1

Europe & Central AsiaInformationRussian FederationRUS 2023 1 31

Europe & Central AsiaOther Services (except Public Administration)Undetermined 999 2023 1 31

North AmericaEducational Services 2023 1 31

East Asia & PacificEducational Services 2023 1 31

North AmericaHealth Care and Social AssistanceUndetermined 999 2023 1 31

North AmericaHealth Care and Social AssistanceUndetermined 999 2023 1 31

Europe & Central AsiaManufacturing 2023 1 31

Europe & Central AsiaInformation 2023 1 31

Europe & Central AsiaInformation 2023 1 31

Europe & Central AsiaRetail Trade 2023 1 30

North AmericaHealth Care and Social Assistance 2023 1 30

North AmericaInformation 2023 1 30

Europe & Central AsiaProfessional, Scientific, and Technical ServicesUndetermined 999 2023 1 30

Latin America & CaribbeanProfessional, Scientific, and Technical ServicesUndetermined 999 2023 1 30

Europe & Central AsiaInformation 2023 1 30

North AmericaEducational ServicesUndetermined 999 2023 1 30

Latin America & CaribbeanFinance and Insurance 2023 1 30

Europe & Central AsiaPublic AdministrationUkraine UKR 2023 1 29

Latin America & CaribbeanFinance and InsuranceRussian FederationRUS 2023 1 28

Europe & Central AsiaHealth Care and Social AssistanceRussian FederationRUS 2023 1 28

South AsiaUtilities Russian FederationRUS 2023 1 27

North AmericaHealth Care and Social Assistance 2023 1 27

North AmericaEducational Services 2023 1 27

North AmericaInformationUndetermined 999 2023 1 27

North AmericaWholesale Trade 2023 1 26

Latin America & CaribbeanHealth Care and Social Assistance 2023 1 26

North AmericaProfessional, Scientific, and Technical Services2023 1 26

North AmericaTransportation and Warehousing 2023 1 26

North AmericaPublic AdministrationUndetermined 999 2023 1 24



Europe & Central AsiaArts, Entertainment, and Recreation 2023 1 24

Latin America & CaribbeanWholesale Trade 2023 1 24

North AmericaEducational ServicesRussian FederationRUS 2023 1 24

Europe & Central AsiaRetail Trade 2023 1 23

North AmericaManufacturingUndetermined 999 2023 1 23

Latin America & CaribbeanProfessional, Scientific, and Technical Services2023 1 22

Latin America & CaribbeanPublic AdministrationRussian FederationRUS 2023 1 21

North AmericaFinance and Insurance 2023 1 20

North AmericaEducational ServicesRussian FederationRUS 2023 1 20

Europe & Central AsiaEducational ServicesRussian FederationRUS 2023 1 19

North AmericaManagement of Companies and Enterprises2023 1 18

Middle East & North AfricaPublic Administration 2023 1 18

Europe & Central AsiaManufacturing 2023 1 18

East Asia & PacificPublic AdministrationUndetermined 999 2023 1 18

Latin America & CaribbeanPublic Administration 2023 1 17

North AmericaInformation 2023 1 17

North AmericaInformation 2023 1 17

East Asia & PacificManufacturingRussian FederationRUS 2023 1 17

Europe & Central AsiaInformationRussian FederationRUS 2023 1 17

North AmericaPublic Administration 2023 1 17

North AmericaHealth Care and Social AssistanceRussian FederationRUS 2023 1 17

North AmericaFinance and Insurance 2023 1 17

Europe & Central AsiaArts, Entertainment, and Recreation 2023 1 15

North AmericaProfessional, Scientific, and Technical Services2023 1 15

North AmericaUtilities 2023 1 15

North AmericaInformation 2023 1 15

Europe & Central AsiaManufacturingRussian FederationRUS 2023 1 14

Europe & Central AsiaRetail TradeUndetermined 999 2023 1 13

Middle East & North AfricaProfessional, Scientific, and Technical ServicesUndetermined 999 2023 1 13

Europe & Central AsiaProfessional, Scientific, and Technical ServicesUndetermined 999 2023 1 13

North AmericaOther Services (except Public Administration)Undetermined 999 2023 1 13

North AmericaHealth Care and Social Assistance 2023 1 13

Latin America & CaribbeanPublic Administration 2023 1 12

Latin America & CaribbeanPublic Administration 2023 1 11

Latin America & CaribbeanPublic Administration 2023 1 11

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2023 1 11

North AmericaWholesale Trade 2023 1 11

North AmericaProfessional, Scientific, and Technical Services2023 1 11

Europe & Central AsiaPublic Administration 2023 1 11

Europe & Central AsiaFinance and InsuranceRussian FederationRUS 2023 1 10

#N/A Manufacturing 2023 1 10

North AmericaAdministrative and Support and Waste Management and Remediation Services2023 1 10

Latin America & CaribbeanPublic AdministrationUnited States of AmericaUSA 2023 1 10

Europe & Central AsiaPublic AdministrationUnited States of AmericaUSA 2023 1 10

Europe & Central AsiaTransportation and WarehousingUndetermined 999 2023 1 10

North AmericaEducational Services 2023 1 9

East Asia & PacificFinance and Insurance 2023 1 9

East Asia & PacificFinance and Insurance 2023 1 9

North AmericaEducational Services 2023 1 9

#N/A Finance and Insurance 2023 1 9

Europe & Central AsiaAccommodation and Food ServicesRussian FederationRUS 2023 1 8

Europe & Central AsiaPublic Administration 2023 1 7

Europe & Central AsiaProfessional, Scientific, and Technical Services2023 1 7

Europe & Central AsiaPublic Administration 2023 1 7

Europe & Central AsiaTransportation and Warehousing 2023 1 6



North AmericaUtilities Russian FederationRUS 2023 1 6

North AmericaUtilities Russian FederationRUS 2023 1 6

North AmericaUtilities Russian FederationRUS 2023 1 6

North AmericaHealth Care and Social AssistanceRussian FederationRUS 2023 1 6

North AmericaProfessional, Scientific, and Technical Services2023 1 6

Europe & Central AsiaEducational ServicesRussian FederationRUS 2023 1 6

Europe & Central AsiaEducational ServicesRussian FederationRUS 2023 1 6

Europe & Central AsiaEducational ServicesRussian FederationRUS 2023 1 6

Europe & Central AsiaEducational ServicesRussian FederationRUS 2023 1 6

Europe & Central AsiaEducational ServicesRussian FederationRUS 2023 1 6

Europe & Central AsiaEducational ServicesRussian FederationRUS 2023 1 6

Europe & Central AsiaEducational ServicesRussian FederationRUS 2023 1 6

Europe & Central AsiaEducational ServicesRussian FederationRUS 2023 1 6

Europe & Central AsiaEducational ServicesRussian FederationRUS 2023 1 6

Europe & Central AsiaEducational ServicesRussian FederationRUS 2023 1 6

Europe & Central AsiaEducational ServicesRussian FederationRUS 2023 1 6

Europe & Central AsiaEducational ServicesRussian FederationRUS 2023 1 6

Latin America & CaribbeanFinance and InsuranceRussian FederationRUS 2023 1 6

Latin America & CaribbeanEducational ServicesUndetermined 999 2023 1 6

Latin America & CaribbeanManufacturingUndetermined 999 2023 1 6

North AmericaManufacturing 2023 1 6

North AmericaTransportation and WarehousingRussian FederationRUS 2023 1 6

North AmericaInformationUndetermined 999 2023 1 6

North AmericaInformation 2023 1 5

North AmericaProfessional, Scientific, and Technical ServicesUndetermined 999 2023 1 5

North AmericaProfessional, Scientific, and Technical Services2023 1 4

North AmericaEducational Services 2023 1 3

North AmericaHealth Care and Social Assistance 2023 1 3

North AmericaHealth Care and Social Assistance 2023 1 3

East Asia & PacificPublic Administration 2023 1 3

Europe & Central AsiaPublic Administration 2023 1 3

Europe & Central AsiaHealth Care and Social AssistanceRussian FederationRUS 2023 1 2

Latin America & CaribbeanEducational ServicesCuba CUB 2023 1 2

Europe & Central AsiaPublic Administration 2023 1 2

Latin America & CaribbeanProfessional, Scientific, and Technical ServicesUndetermined 999 2023 1 2

East Asia & PacificTransportation and Warehousing 2023 1 2

Europe & Central AsiaManufacturing 2023 1 2

South AsiaManufacturing 2023 1 1

Europe & Central AsiaManufacturing 2023 1 1

North AmericaHealth Care and Social Assistance 2022 12 31

Middle East & North AfricaPublic Administration 2022 12 31

North AmericaPublic AdministrationUndetermined 999 2022 12 31

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2022 12 30

North AmericaHealth Care and Social Assistance 2022 12 30

Middle East & North AfricaTransportation and WarehousingUkraine UKR 2022 12 30

North AmericaInformationUndetermined 999 2022 12 29

North AmericaFinance and Insurance 2022 12 29

North AmericaHealth Care and Social Assistance 2022 12 29

North AmericaEducational ServicesRussian FederationRUS 2022 12 29

Europe & Central AsiaFinance and Insurance 2022 12 28

Europe & Central AsiaHealth Care and Social AssistanceUndetermined 999 2022 12 28

East Asia & PacificInformation 2022 12 28

Europe & Central AsiaProfessional, Scientific, and Technical ServicesUndetermined 999 2022 12 28

North AmericaFinance and Insurance 2022 12 28

North AmericaFinance and Insurance 2022 12 28



Latin America & CaribbeanFinance and InsuranceRussian FederationRUS 2022 12 28

North AmericaFinance and InsuranceKorea (the Democratic People's Republic of)PRK 2022 12 27

East Asia & PacificFinance and InsuranceKorea (the Democratic People's Republic of)PRK 2022 12 27

East Asia & PacificFinance and InsuranceKorea (the Democratic People's Republic of)PRK 2022 12 27

Middle East & North AfricaFinance and InsuranceKorea (the Democratic People's Republic of)PRK 2022 12 27

North AmericaManufacturingRussian FederationRUS 2022 12 27

South AsiaTransportation and Warehousing 2022 12 27

North AmericaMining, Quarrying, and Oil and Gas Extraction2022 12 27

Europe & Central AsiaProfessional, Scientific, and Technical ServicesUndetermined 999 2022 12 27

North AmericaInformation 2022 12 27

North AmericaProfessional, Scientific, and Technical Services2022 12 26

#N/A Finance and InsuranceRussian FederationRUS 2022 12 26

Europe & Central AsiaTransportation and WarehousingUndetermined 999 2022 12 25

East Asia & PacificInformation 2022 12 25

East Asia & PacificFinance and Insurance 2022 12 25

East Asia & PacificPublic Administration 2022 12 25

North AmericaInformationUndetermined 999 2022 12 23

Europe & Central AsiaRetail Trade 2022 12 23

North AmericaEducational Services 2022 12 23

North AmericaHealth Care and Social AssistanceRussian FederationRUS 2022 12 22

North AmericaHealth Care and Social Assistance 2022 12 22

South AsiaPublic AdministrationUndetermined 999 2022 12 22

East Asia & PacificEducational ServicesUndetermined 999 2022 12 22

North AmericaHealth Care and Social Assistance 2022 12 22

North AmericaPublic AdministrationRussian FederationRUS 2022 12 21

North AmericaPublic AdministrationRussian FederationRUS 2022 12 21

Europe & Central AsiaManufacturingUndetermined 999 2022 12 21

North AmericaInformation 2022 12 21

Europe & Central AsiaInformation 2022 12 20

North AmericaHealth Care and Social AssistanceUndetermined 999 2022 12 20

North AmericaEducational ServicesRussian FederationRUS 2022 12 20

Middle East & North AfricaInformationIran (Islamic Republic of)IRN 2022 12 19

North AmericaHealth Care and Social Assistance 2022 12 19

North AmericaInformation 2022 12 19

North AmericaPublic AdministrationUndetermined 999 2022 12 19

Latin America & CaribbeanOther Services (except Public Administration)Undetermined 999 2022 12 19

North AmericaHealth Care and Social AssistanceUndetermined 999 2022 12 18

Latin America & CaribbeanAccommodation and Food ServicesUndetermined 999 2022 12 18

Europe & Central AsiaEducational ServicesUndetermined 999 2022 12 18

North AmericaManufacturing 2022 12 18

Europe & Central AsiaEducational ServicesRussian FederationRUS 2022 12 17

#N/A Finance and Insurance 2022 12 17

South AsiaPublic Administration 2022 12 17

East Asia & PacificFinance and Insurance 2022 12 16

Europe & Central AsiaPublic Administration 2022 12 16

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2022 12 15

North AmericaHealth Care and Social Assistance 2022 12 15

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2022 12 15

Europe & Central AsiaEducational ServicesRussian FederationRUS 2022 12 15

East Asia & PacificPublic AdministrationRussian FederationRUS 2022 12 15

North AmericaAdministrative and Support and Waste Management and Remediation Services2022 12 15

North AmericaProfessional, Scientific, and Technical Services2022 12 15

North AmericaProfessional, Scientific, and Technical Services2022 12 15

North AmericaFinance and Insurance 2022 12 15

North AmericaInformation 2022 12 14



North AmericaInformation 2022 12 14

East Asia & PacificInformation 2022 12 14

North AmericaEducational ServicesRussian FederationRUS 2022 12 14

Latin America & CaribbeanAdministrative and Support and Waste Management and Remediation Services2022 12 14

North AmericaPublic AdministrationUndetermined 999 2022 12 13

Europe & Central AsiaEducational ServicesUkraine UKR 2022 12 13

Europe & Central AsiaManufacturingRussian FederationRUS 2022 12 13

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2022 12 12

Latin America & CaribbeanHealth Care and Social Assistance 2022 12 12

North AmericaFinance and Insurance 2022 12 12

Europe & Central AsiaWholesale TradeRussian FederationRUS 2022 12 12

Latin America & CaribbeanUtilities Russian FederationRUS 2022 12 12

Europe & Central AsiaPublic Administration 2022 12 12

Europe & Central AsiaPublic Administration 2022 12 12

North AmericaProfessional, Scientific, and Technical Services2022 12 12

North AmericaHealth Care and Social Assistance 2022 12 12

Europe & Central AsiaAccommodation and Food ServicesUndetermined 999 2022 12 11

Europe & Central AsiaManufacturingUndetermined 999 2022 12 11

North AmericaPublic AdministrationUndetermined 999 2022 12 10

North AmericaHealth Care and Social Assistance 2022 12 9

North AmericaConstructionUndetermined 999 2022 12 9

North AmericaInformation 2022 12 8

North AmericaAdministrative and Support and Waste Management and Remediation Services2022 12 8

North AmericaTransportation and Warehousing 2022 12 8

North AmericaEducational Services 2022 12 8

North AmericaManufacturingRussian FederationRUS 2022 12 8

North AmericaManufacturingRussian FederationRUS 2022 12 8

North AmericaHealth Care and Social Assistance 2022 12 8

North AmericaArts, Entertainment, and Recreation 2022 12 7

South AsiaProfessional, Scientific, and Technical ServicesUndetermined 999 2022 12 7

Middle East & North AfricaTransportation and WarehousingIran (Islamic Republic of)IRN 2022 12 7

North AmericaWholesale TradeUndetermined 999 2022 12 7

North AmericaInformation 2022 12 7

Europe & Central AsiaHealth Care and Social Assistance 2022 12 6

Latin America & CaribbeanPublic AdministrationUndetermined 999 2022 12 6

Europe & Central AsiaOther Services (except Public Administration)Russian FederationRUS 2022 12 6

Europe & Central AsiaProfessional, Scientific, and Technical Services2022 12 5

Europe & Central AsiaHealth Care and Social Assistance 2022 12 5

Latin America & CaribbeanManufacturing 2022 12 5

North AmericaPublic AdministrationChina CHN 2022 12 5

Latin America & CaribbeanPublic Administration 2022 12 5

North AmericaFinance and Insurance 2022 12 5

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2022 12 5

South AsiaEducational ServicesBangladeshBGD 2022 12 5

Europe & Central AsiaManufacturingRussian FederationRUS 2022 12 5

Latin America & CaribbeanPublic Administration 2022 12 5

Europe & Central AsiaManufacturingUndetermined 999 2022 12 4

North AmericaHealth Care and Social Assistance 2022 12 4

South AsiaHealth Care and Social Assistance 2022 12 3

East Asia & PacificFinance and Insurance 2022 12 3

North AmericaInformationUndetermined 999 2022 12 2

Latin America & CaribbeanWholesale TradeUndetermined 999 2022 12 2

North AmericaInformationUndetermined 999 2022 12 2

North AmericaEducational Services 2022 12 1

Europe & Central AsiaFinance and InsuranceUkraine UKR 2022 12 1



North AmericaEducational ServicesRussian FederationRUS 2022 12 1

Latin America & CaribbeanTransportation and WarehousingRussian FederationRUS 2022 12 1

Latin America & CaribbeanOther Services (except Public Administration)2022 12 1

North AmericaInformationUndetermined 999 2022 12 1

Europe & Central AsiaHealth Care and Social Assistance 2022 12 1

North AmericaHealth Care and Social Assistance 2022 12 1

North AmericaProfessional, Scientific, and Technical Services2022 11 30

North AmericaProfessional, Scientific, and Technical Services2022 11 30

North AmericaEducational Services 2022 11 30

#N/A Educational Services 2022 11 30

Latin America & CaribbeanUndetermined 2022 11 30

Latin America & CaribbeanAdministrative and Support and Waste Management and Remediation ServicesRussian FederationRUS 2022 11 30

East Asia & PacificInformation 2022 11 30

Europe & Central AsiaReal Estate and Rental and LeasingUndetermined 999 2022 11 30

North AmericaHealth Care and Social Assistance 2022 11 30

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2022 11 29

South AsiaManufacturingRussian FederationRUS 2022 11 29

Middle East & North AfricaManufacturingRussian FederationRUS 2022 11 29

Europe & Central AsiaAccommodation and Food Services 2022 11 29

North AmericaFinance and Insurance 2022 11 29

North AmericaEducational Services 2022 11 29

North AmericaHealth Care and Social Assistance 2022 11 29

North AmericaHealth Care and Social Assistance 2022 11 28

North AmericaArts, Entertainment, and Recreation 2022 11 28

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2022 11 27

Latin America & CaribbeanHealth Care and Social AssistanceUndetermined 999 2022 11 27

Latin America & CaribbeanFinance and Insurance 2022 11 27

Middle East & North AfricaTransportation and Warehousing 2022 11 26

North AmericaHealth Care and Social Assistance 2022 11 26

North AmericaEducational ServicesRussian FederationRUS 2022 11 25

Europe & Central AsiaPublic Administration 2022 11 25

Middle East & North AfricaInformationUndetermined 999 2022 11 25

Europe & Central AsiaMining, Quarrying, and Oil and Gas ExtractionRussian FederationRUS 2022 11 25

Latin America & CaribbeanRetail TradeUndetermined 999 2022 11 25

Latin America & CaribbeanAccommodation and Food ServicesUndetermined 999 2022 11 25

Europe & Central AsiaPublic AdministrationUndetermined 999 2022 11 25

Europe & Central AsiaPublic AdministrationUndetermined 999 2022 11 25

North AmericaEducational Services 2022 11 25

Europe & Central AsiaOther Services (except Public Administration)Russian FederationRUS 2022 11 23

North AmericaAccommodation and Food Services 2022 11 23

North AmericaUtilities 2022 11 23

North AmericaFinance and Insurance 2022 11 23

North AmericaAccommodation and Food Services 2022 11 23

North AmericaFinance and Insurance 2022 11 23

South AsiaHealth Care and Social Assistance 2022 11 23

Middle East & North AfricaPublic AdministrationIran (Islamic Republic of)IRN 2022 11 23

North AmericaRetail TradeUndetermined 999 2022 11 23

North AmericaEducational Services 2022 11 23

North AmericaInformationUndetermined 999 2022 11 23

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2022 11 22

North AmericaPublic Administration 2022 11 22

North AmericaHealth Care and Social Assistance 2022 11 22

East Asia & PacificHealth Care and Social Assistance 2022 11 22

North AmericaPublic AdministrationUndetermined 999 2022 11 22

South AsiaProfessional, Scientific, and Technical Services2022 11 22



North AmericaManufacturingUndetermined 999 2022 11 22

North AmericaArts, Entertainment, and Recreation 2022 11 21

North AmericaHealth Care and Social Assistance 2022 11 21

North AmericaFinance and Insurance 2022 11 21

North AmericaHealth Care and Social Assistance 2022 11 21

South AsiaEducational Services 2022 11 21

Europe & Central AsiaFinance and Insurance 2022 11 21

Sub-Saharan AfricaInformation 2022 11 21

Europe & Central AsiaInformationBelarus BLR 2022 11 19

North AmericaHealth Care and Social Assistance 2022 11 19

North AmericaArts, Entertainment, and Recreation 2022 11 19

North AmericaInformationRussian FederationRUS 2022 11 18

North AmericaManufacturing 2022 11 18

North AmericaHealth Care and Social Assistance 2022 11 18

South AsiaFinance and Insurance 2022 11 18

Europe & Central AsiaPublic Administration 2022 11 18

North AmericaPublic AdministrationRussian FederationRUS 2022 11 17

North AmericaReal Estate and Rental and Leasing 2022 11 17

North AmericaPublic Administration 2022 11 17

North AmericaEducational Services 2022 11 17

Europe & Central AsiaHealth Care and Social Assistance 2022 11 17

North AmericaProfessional, Scientific, and Technical Services2022 11 17

North AmericaHealth Care and Social AssistanceRussian FederationRUS 2022 11 16

Europe & Central AsiaPublic Administration 2022 11 16

North AmericaHealth Care and Social Assistance 2022 11 16

Latin America & CaribbeanUndeterminedKorea (the Democratic People's Republic of)PRK 2022 11 15

North AmericaPublic Administration 2022 11 15

Europe & Central AsiaUtilities 2022 11 15

Europe & Central AsiaManufacturingUndetermined 999 2022 11 15

Europe & Central AsiaInformationUndetermined 999 2022 11 15

Europe & Central AsiaUndeterminedKorea (the Democratic People's Republic of)PRK 2022 11 15

Europe & Central AsiaUndeterminedKorea (the Democratic People's Republic of)PRK 2022 11 15

South AsiaUndeterminedKorea (the Democratic People's Republic of)PRK 2022 11 15

Europe & Central AsiaUndeterminedKorea (the Democratic People's Republic of)PRK 2022 11 15

Latin America & CaribbeanUndeterminedKorea (the Democratic People's Republic of)PRK 2022 11 15

Middle East & North AfricaUndeterminedKorea (the Democratic People's Republic of)PRK 2022 11 15

Europe & Central AsiaUndeterminedKorea (the Democratic People's Republic of)PRK 2022 11 15

North AmericaUndeterminedKorea (the Democratic People's Republic of)PRK 2022 11 15

North AmericaEducational Services 2022 11 15

North AmericaEducational Services 2022 11 14

North AmericaEducational Services 2022 11 14

North AmericaProfessional, Scientific, and Technical Services2022 11 14

North AmericaPublic AdministrationRussian FederationRUS 2022 11 14

East Asia & PacificPublic Administration 2022 11 14

North AmericaArts, Entertainment, and Recreation 2022 11 14

North AmericaProfessional, Scientific, and Technical Services2022 11 14

North AmericaProfessional, Scientific, and Technical Services2022 11 14

North AmericaRetail TradeUndetermined 999 2022 11 13

East Asia & PacificTransportation and WarehousingUndetermined 999 2022 11 12

Europe & Central AsiaManufacturingRussian FederationRUS 2022 11 11

Europe & Central AsiaFinance and Insurance 2022 11 11

East Asia & PacificPublic Administration 2022 11 11

Europe & Central AsiaProfessional, Scientific, and Technical ServicesUndetermined 999 2022 11 11

North AmericaHealth Care and Social Assistance 2022 11 11

North AmericaEducational Services 2022 11 11



#N/A Finance and Insurance 2022 11 11

Middle East & North AfricaPublic Administration 2022 11 11

Europe & Central AsiaProfessional, Scientific, and Technical ServicesUndetermined 999 2022 11 11

Europe & Central AsiaTransportation and Warehousing 2022 11 11

North AmericaEducational Services 2022 11 11

Latin America & CaribbeanFinance and Insurance 2022 11 11

North AmericaHealth Care and Social AssistanceUndetermined 999 2022 11 10

Europe & Central AsiaFinance and InsuranceUndetermined 999 2022 11 10

North AmericaFinance and InsuranceUndetermined 999 2022 11 10

North AmericaManufacturingUndetermined 999 2022 11 10

Europe & Central AsiaArts, Entertainment, and RecreationUndetermined 999 2022 11 9

North AmericaEducational Services 2022 11 9

Europe & Central AsiaTransportation and Warehousing 2022 11 9

North AmericaPublic AdministrationRussian FederationRUS 2022 11 8

North AmericaFinance and Insurance 2022 11 8

North AmericaPublic Administration 2022 11 8

Europe & Central AsiaPublic AdministrationUkraine UKR 2022 11 7

North AmericaRetail TradeRussian FederationRUS 2022 11 7

South AsiaPublic Administration 2022 11 7

Middle East & North AfricaProfessional, Scientific, and Technical ServicesUndetermined 999 2022 11 7

North AmericaReal Estate and Rental and Leasing 2022 11 7

North AmericaRetail Trade 2022 11 7

North AmericaFinance and Insurance 2022 11 7

North AmericaHealth Care and Social Assistance 2022 11 7

North AmericaAccommodation and Food Services 2022 11 6

North AmericaProfessional, Scientific, and Technical ServicesUndetermined 999 2022 11 6

Europe & Central AsiaArts, Entertainment, and Recreation 2022 11 6

Europe & Central AsiaTransportation and Warehousing 2022 11 6

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2022 11 6

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2022 11 6

Europe & Central AsiaFinance and InsuranceRussian FederationRUS 2022 11 6

North AmericaEducational Services 2022 11 5

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2022 11 5

Europe & Central AsiaManufacturingRussian FederationRUS 2022 11 5

Europe & Central AsiaTransportation and WarehousingRussian FederationRUS 2022 11 5

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2022 11 5

North AmericaProfessional, Scientific, and Technical Services2022 11 4

Europe & Central AsiaManufacturingRussian FederationRUS 2022 11 4

Latin America & CaribbeanFinance and InsuranceUndetermined 999 2022 11 4

Europe & Central AsiaProfessional, Scientific, and Technical ServicesUndetermined 999 2022 11 4

Latin America & CaribbeanProfessional, Scientific, and Technical ServicesUndetermined 999 2022 11 4

Latin America & CaribbeanProfessional, Scientific, and Technical ServicesUndetermined 999 2022 11 4

Europe & Central AsiaHealth Care and Social AssistanceRussian FederationRUS 2022 11 4

North AmericaEducational Services 2022 11 4

Europe & Central AsiaAccommodation and Food ServicesUndetermined 999 2022 11 4

North AmericaPublic AdministrationRussian FederationRUS 2022 11 4

North AmericaPublic AdministrationRussian FederationRUS 2022 11 4

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2022 11 4

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2022 11 4

Europe & Central AsiaFinance and InsuranceRussian FederationRUS 2022 11 4

Europe & Central AsiaManufacturingRussian FederationRUS 2022 11 4

North AmericaTransportation and WarehousingRussian FederationRUS 2022 11 4

Europe & Central AsiaInformationUkraine UKR 2022 11 4

North AmericaEducational Services 2022 11 3

North AmericaProfessional, Scientific, and Technical Services2022 11 3



North AmericaFinance and Insurance 2022 11 3

South AsiaPublic AdministrationPakistan PAK 2022 11 3

East Asia & PacificProfessional, Scientific, and Technical Services2022 11 3

Europe & Central AsiaUtilities Undetermined 999 2022 11 3

Europe & Central AsiaUtilities Russian FederationRUS 2022 11 3

Europe & Central AsiaPublic AdministrationUndetermined 999 2022 11 3

Europe & Central AsiaPublic AdministrationUkraine UKR 2022 11 3

Europe & Central AsiaPublic AdministrationUkraine UKR 2022 11 3

Europe & Central AsiaFinance and InsuranceUkraine UKR 2022 11 3

Europe & Central AsiaManufacturingRussian FederationRUS 2022 11 3

Europe & Central AsiaTransportation and WarehousingRussian FederationRUS 2022 11 3

#N/A Finance and Insurance 2022 11 2

Europe & Central AsiaRetail TradeUndetermined 999 2022 11 2

North AmericaInformationUndetermined 999 2022 11 2

North AmericaFinance and Insurance 2022 11 2

North AmericaTransportation and Warehousing 2022 11 2

North AmericaHealth Care and Social Assistance 2022 11 2

Europe & Central AsiaPublic AdministrationUndetermined 999 2022 11 2

Europe & Central AsiaTransportation and WarehousingRussian FederationRUS 2022 11 2

Europe & Central AsiaTransportation and WarehousingUndetermined 999 2022 11 2

Europe & Central AsiaTransportation and WarehousingUndetermined 999 2022 11 2

Europe & Central AsiaTransportation and WarehousingRussian FederationRUS 2022 11 2

Europe & Central AsiaTransportation and WarehousingRussian FederationRUS 2022 11 2

Europe & Central AsiaInformationRussian FederationRUS 2022 11 2

North AmericaManufacturing 2022 11 1

North AmericaOther Services (except Public Administration)Undetermined 999 2022 11 1

North AmericaEducational ServicesUndetermined 999 2022 11 1

North AmericaAccommodation and Food Services 2022 11 1

North AmericaHealth Care and Social Assistance 2022 11 1

North AmericaInformation 2022 11 1

North AmericaHealth Care and Social Assistance 2022 11 1

North AmericaFinance and Insurance 2022 11 1

Europe & Central AsiaPublic AdministrationUndetermined 999 2022 11 1

Europe & Central AsiaFinance and InsuranceRussian FederationRUS 2022 11 1

North AmericaPublic AdministrationRussian FederationRUS 2022 11 1

Europe & Central AsiaTransportation and WarehousingRussian FederationRUS 2022 11 1

Europe & Central AsiaTransportation and WarehousingRussian FederationRUS 2022 11 1

Europe & Central AsiaWholesale TradeRussian FederationRUS 2022 11 1

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2022 11 1

Europe & Central AsiaManufacturingUndetermined 999 2022 10 31

East Asia & PacificInformation 2022 10 31

North AmericaFinance and Insurance 2022 10 31

North AmericaOther Services (except Public Administration)2022 10 31

North AmericaAdministrative and Support and Waste Management and Remediation Services2022 10 31

North AmericaAccommodation and Food Services 2022 10 31

East Asia & PacificHealth Care and Social Assistance 2022 10 31

Europe & Central AsiaManufacturingUndetermined 999 2022 10 31

North AmericaEducational Services 2022 10 31

East Asia & PacificFinance and Insurance 2022 10 31

Europe & Central AsiaPublic Administration 2022 10 31

East Asia & PacificPublic AdministrationChina CHN 2022 10 31

#N/A UndeterminedUndetermined 999 2022 10 31

North AmericaEducational ServicesRussian FederationRUS 2022 10 31

North AmericaRetail TradeUndetermined 999 2022 10 31

East Asia & PacificPublic AdministrationChina CHN 2022 10 31



East Asia & PacificPublic AdministrationChina CHN 2022 10 31

East Asia & PacificPublic AdministrationChina CHN 2022 10 31

East Asia & PacificPublic AdministrationChina CHN 2022 10 31

Europe & Central AsiaManufacturingUndetermined 999 2022 10 31

East Asia & PacificPublic Administration 2022 10 30

Europe & Central AsiaProfessional, Scientific, and Technical ServicesUndetermined 999 2022 10 30

East Asia & PacificManufacturingUndetermined 999 2022 10 30

North AmericaHealth Care and Social Assistance 2022 10 30

Europe & Central AsiaManufacturingUndetermined 999 2022 10 30

Europe & Central AsiaHealth Care and Social AssistanceUndetermined 999 2022 10 30

Europe & Central AsiaHealth Care and Social AssistanceUkraine UKR 2022 10 30

Europe & Central AsiaHealth Care and Social AssistanceUkraine UKR 2022 10 30

North AmericaRetail Trade 2022 10 29

Latin America & CaribbeanProfessional, Scientific, and Technical Services2022 10 29

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2022 10 29

Europe & Central AsiaManufacturingRussian FederationRUS 2022 10 29

Europe & Central AsiaTransportation and WarehousingRussian FederationRUS 2022 10 29

Europe & Central AsiaMining, Quarrying, and Oil and Gas Extraction2022 10 28

East Asia & PacificTransportation and Warehousing 2022 10 28

North AmericaInformationUndetermined 999 2022 10 28

Latin America & CaribbeanEducational ServicesUndetermined 999 2022 10 28

Latin America & CaribbeanInformation 2022 10 28

Europe & Central AsiaProfessional, Scientific, and Technical Services2022 10 28

Europe & Central AsiaInformation 2022 10 27

North AmericaProfessional, Scientific, and Technical Services2022 10 27

#N/A Finance and Insurance 2022 10 27

Europe & Central AsiaPublic Administration 2022 10 27

Europe & Central AsiaPublic Administration 2022 10 27

East Asia & PacificHealth Care and Social AssistanceUndetermined 999 2022 10 27

Europe & Central AsiaProfessional, Scientific, and Technical Services2022 10 27

Europe & Central AsiaUtilities 2022 10 26

Latin America & CaribbeanPublic AdministrationRussian FederationRUS 2022 10 26

North AmericaAdministrative and Support and Waste Management and Remediation Services2022 10 26

Latin America & CaribbeanFinance and InsuranceUndetermined 999 2022 10 26

Europe & Central AsiaPublic Administration 2022 10 26

North AmericaInformation 2022 10 26

North AmericaAccommodation and Food ServicesUndetermined 999 2022 10 26

North AmericaProfessional, Scientific, and Technical Services2022 10 26

North AmericaAdministrative and Support and Waste Management and Remediation Services2022 10 25

Europe & Central AsiaProfessional, Scientific, and Technical Services2022 10 25

Latin America & CaribbeanPublic AdministrationUndetermined 999 2022 10 25

Europe & Central AsiaInformationUndetermined 999 2022 10 25

Europe & Central AsiaPublic AdministrationUndetermined 999 2022 10 25

Europe & Central AsiaUtilities Russian FederationRUS 2022 10 25

Middle East & North AfricaPublic AdministrationUndetermined 999 2022 10 24

East Asia & PacificOther Services (except Public Administration)2022 10 24

North AmericaAdministrative and Support and Waste Management and Remediation Services2022 10 24

Latin America & CaribbeanFinance and Insurance 2022 10 24

Latin America & CaribbeanPublic Administration 2022 10 24

East Asia & PacificReal Estate and Rental and Leasing 2022 10 24

North AmericaFinance and Insurance 2022 10 24

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2022 10 24

Europe & Central AsiaFinance and InsuranceRussian FederationRUS 2022 10 24

Europe & Central AsiaTransportation and WarehousingRussian FederationRUS 2022 10 24

North AmericaEducational ServicesUndetermined 999 2022 10 23



Europe & Central AsiaFinance and InsuranceRussian FederationRUS 2022 10 23

Middle East & North AfricaPublic AdministrationRussian FederationRUS 2022 10 23

Europe & Central AsiaInformationRussian FederationRUS 2022 10 23

North AmericaProfessional, Scientific, and Technical Services2022 10 22

Europe & Central AsiaFinance and InsuranceRussian FederationRUS 2022 10 22

Europe & Central AsiaTransportation and WarehousingRussian FederationRUS 2022 10 22

Europe & Central AsiaRetail TradeUndetermined 999 2022 10 21

Latin America & CaribbeanHealth Care and Social AssistanceUndetermined 999 2022 10 21

Latin America & CaribbeanEducational ServicesRussian FederationRUS 2022 10 21

Europe & Central AsiaPublic AdministrationUndetermined 999 2022 10 21

North AmericaProfessional, Scientific, and Technical Services2022 10 20

Europe & Central AsiaHealth Care and Social AssistanceUndetermined 999 2022 10 20

Europe & Central AsiaPublic AdministrationUndetermined 999 2022 10 20

Europe & Central AsiaManufacturingRussian FederationRUS 2022 10 20

North AmericaHealth Care and Social Assistance 2022 10 19

Europe & Central AsiaProfessional, Scientific, and Technical ServicesUndetermined 999 2022 10 19

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2022 10 19

Europe & Central AsiaPublic AdministrationUkraine UKR 2022 10 19

North AmericaInformation 2022 10 18

#N/A Finance and Insurance 2022 10 18

Europe & Central AsiaFinance and InsuranceUndetermined 999 2022 10 18

North AmericaPublic Administration 2022 10 18

Europe & Central AsiaHealth Care and Social AssistanceRussian FederationRUS 2022 10 18

Europe & Central AsiaPublic Administration 2022 10 18

North AmericaInformationUndetermined 999 2022 10 18

Europe & Central AsiaUtilities Russian FederationRUS 2022 10 18

Europe & Central AsiaInformation 2022 10 18

East Asia & PacificProfessional, Scientific, and Technical ServicesUndetermined 999 2022 10 17

East Asia & PacificRetail Trade 2022 10 17

North AmericaTransportation and Warehousing 2022 10 17

North AmericaTransportation and Warehousing 2022 10 17

Europe & Central AsiaRetail Trade 2022 10 17

Latin America & CaribbeanPublic Administration 2022 10 17

North AmericaConstruction 2022 10 17

Europe & Central AsiaManufacturingRussian FederationRUS 2022 10 16

Europe & Central AsiaTransportation and WarehousingRussian FederationRUS 2022 10 16

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2022 10 15

Europe & Central AsiaRetail Trade 2022 10 15

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2022 10 15

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2022 10 15

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2022 10 15

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2022 10 15

Europe & Central AsiaPublic AdministrationUndetermined 999 2022 10 15

Europe & Central AsiaInformation 2022 10 14

East Asia & PacificFinance and Insurance 2022 10 14

East Asia & PacificRetail TradeUndetermined 999 2022 10 14

South AsiaUtilities 2022 10 14

North AmericaHealth Care and Social Assistance 2022 10 14

Middle East & North AfricaManufacturingUndetermined 999 2022 10 14

North AmericaHealth Care and Social Assistance 2022 10 14

North AmericaHealth Care and Social Assistance 2022 10 14

East Asia & PacificRetail Trade 2022 10 14

North AmericaProfessional, Scientific, and Technical Services2022 10 14

North AmericaFinance and Insurance 2022 10 13

North AmericaHealth Care and Social Assistance 2022 10 13



North AmericaProfessional, Scientific, and Technical Services2022 10 13

North AmericaOther Services (except Public Administration)2022 10 13

North AmericaOther Services (except Public Administration)2022 10 13

North AmericaPublic Administration 2022 10 13

#N/A Finance and Insurance 2022 10 12

#N/A Arts, Entertainment, and Recreation 2022 10 12

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2022 10 12

North AmericaHealth Care and Social Assistance 2022 10 12

North AmericaHealth Care and Social AssistanceUndetermined 999 2022 10 12

North AmericaHealth Care and Social Assistance 2022 10 12

North AmericaHealth Care and Social Assistance 2022 10 12

North AmericaPublic Administration 2022 10 12

North AmericaOther Services (except Public Administration)2022 10 12

North AmericaTransportation and WarehousingUndetermined 999 2022 10 12

North AmericaTransportation and WarehousingUndetermined 999 2022 10 12

North AmericaAccommodation and Food Services 2022 10 11

Europe & Central AsiaHealth Care and Social AssistanceUndetermined 999 2022 10 11

Latin America & CaribbeanPublic AdministrationUndetermined 999 2022 10 11

North AmericaFinance and InsuranceRussian FederationRUS 2022 10 11

Europe & Central AsiaManufacturingUkraine UKR 2022 10 11

Europe & Central AsiaTransportation and WarehousingRussian FederationRUS 2022 10 11

Europe & Central AsiaTransportation and WarehousingRussian FederationRUS 2022 10 11

North AmericaTransportation and WarehousingUndetermined 999 2022 10 11

Europe & Central AsiaManufacturingRussian FederationRUS 2022 10 10

North AmericaTransportation and WarehousingRussian FederationRUS 2022 10 10

Europe & Central AsiaFinance and Insurance 2022 10 10

East Asia & PacificInformation 2022 10 10

North AmericaProfessional, Scientific, and Technical Services2022 10 10

North AmericaAdministrative and Support and Waste Management and Remediation Services2022 10 10

Europe & Central AsiaAdministrative and Support and Waste Management and Remediation ServicesUndetermined 999 2022 10 10

North AmericaTransportation and WarehousingRussian FederationRUS 2022 10 10

Europe & Central AsiaFinance and InsuranceUkraine UKR 2022 10 10

Middle East & North AfricaInformation 2022 10 9

East Asia & PacificManufacturingUndetermined 999 2022 10 9

Europe & Central AsiaEducational ServicesRussian FederationRUS 2022 10 9

Europe & Central AsiaTransportation and WarehousingRussian FederationRUS 2022 10 9

Europe & Central AsiaHealth Care and Social AssistanceRussian FederationRUS 2022 10 9

Sub-Saharan AfricaUtilities Undetermined 999 2022 10 8

Latin America & CaribbeanInformationRussian FederationRUS 2022 10 8

North AmericaHealth Care and Social Assistance 2022 10 8

Europe & Central AsiaFinance and InsuranceUkraine UKR 2022 10 8

Europe & Central AsiaManufacturingRussian FederationRUS 2022 10 8

Europe & Central AsiaManufacturingRussian FederationRUS 2022 10 8

Europe & Central AsiaTransportation and WarehousingIraq IRQ 2022 10 8

Europe & Central AsiaTransportation and WarehousingRussian FederationRUS 2022 10 8

Europe & Central AsiaFinance and Insurance 2022 10 7

North AmericaHealth Care and Social Assistance 2022 10 7

North AmericaReal Estate and Rental and Leasing 2022 10 7

North AmericaAdministrative and Support and Waste Management and Remediation Services2022 10 7

North AmericaHealth Care and Social Assistance 2022 10 7

North AmericaHealth Care and Social Assistance 2022 10 7

Europe & Central AsiaFinance and Insurance 2022 10 7

Latin America & CaribbeanFinance and Insurance 2022 10 6

North AmericaFinance and Insurance 2022 10 6

North AmericaHealth Care and Social Assistance 2022 10 6



North AmericaFinance and Insurance 2022 10 6

East Asia & PacificInformationUndetermined 999 2022 10 6

North AmericaPublic Administration 2022 10 6

Europe & Central AsiaProfessional, Scientific, and Technical Services2022 10 6

North AmericaProfessional, Scientific, and Technical Services2022 10 6

North AmericaOther Services (except Public Administration)2022 10 6

North AmericaUtilities Undetermined 999 2022 10 6

Europe & Central AsiaUtilities Ukraine UKR 2022 10 6

Europe & Central AsiaPublic AdministrationUkraine UKR 2022 10 6

Europe & Central AsiaInformationUkraine UKR 2022 10 5

North AmericaHealth Care and Social Assistance 2022 10 5

Europe & Central AsiaFinance and Insurance 2022 10 5

North AmericaHealth Care and Social Assistance 2022 10 5

North AmericaEducational Services 2022 10 5

East Asia & PacificPublic Administration 2022 10 5

North AmericaPublic AdministrationRussian FederationRUS 2022 10 5

North AmericaPublic Administration 2022 10 5

Europe & Central AsiaEducational Services 2022 10 5

North AmericaEducational Services 2022 10 5

Europe & Central AsiaPublic Administration 2022 10 5

North AmericaPublic AdministrationRussian FederationRUS 2022 10 5

North AmericaPublic AdministrationRussian FederationRUS 2022 10 5

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2022 10 5

North AmericaPublic Administration 2022 10 4

East Asia & PacificAdministrative and Support and Waste Management and Remediation Services2022 10 4

North AmericaHealth Care and Social Assistance 2022 10 4

East Asia & PacificHealth Care and Social Assistance 2022 10 4

Europe & Central AsiaWholesale TradeUkraine UKR 2022 10 4

Europe & Central AsiaAdministrative and Support and Waste Management and Remediation ServicesRussian FederationRUS 2022 10 4

Europe & Central AsiaProfessional, Scientific, and Technical ServicesRussian FederationRUS 2022 10 4

North AmericaFinance and Insurance 2022 10 3

Latin America & CaribbeanPublic Administration 2022 10 3

North AmericaManufacturing 2022 10 3

North AmericaProfessional, Scientific, and Technical Services2022 10 3

Europe & Central AsiaPublic Administration 2022 10 3

North AmericaEducational ServicesRussian FederationRUS 2022 10 3

Latin America & CaribbeanFinance and Insurance 2022 10 3

North AmericaPublic AdministrationRussian FederationRUS 2022 10 3

Europe & Central AsiaProfessional, Scientific, and Technical ServicesRussian FederationRUS 2022 10 2

Europe & Central AsiaRetail TradeUkraine UKR 2022 10 2

Europe & Central AsiaManufacturingUndetermined 999 2022 10 2

#N/A Finance and Insurance 2022 10 2

Latin America & CaribbeanOther Services (except Public Administration)2022 10 2

East Asia & PacificAccommodation and Food ServicesUndetermined 999 2022 10 2

North AmericaEducational Services 2022 10 2

North AmericaEducational Services 2022 10 2

Europe & Central AsiaManufacturingRussian FederationRUS 2022 10 2

Europe & Central AsiaManufacturingRussian FederationRUS 2022 10 2

Sub-Saharan AfricaUtilities 2022 10 1

North AmericaPublic AdministrationRussian FederationRUS 2022 10 1

North AmericaFinance and Insurance 2022 10 1

North AmericaHealth Care and Social AssistanceUndetermined 999 2022 10 1

Europe & Central AsiaManufacturingRussian FederationRUS 2022 10 1

East Asia & PacificUtilities 2022 9 30

Latin America & CaribbeanPublic AdministrationUndetermined 999 2022 9 30



North AmericaHealth Care and Social Assistance 2022 9 30

North AmericaHealth Care and Social Assistance 2022 9 30

Latin America & CaribbeanPublic AdministrationUndetermined 999 2022 9 30

Latin America & CaribbeanPublic AdministrationUndetermined 999 2022 9 30

Latin America & CaribbeanPublic AdministrationUndetermined 999 2022 9 30

Latin America & CaribbeanPublic AdministrationUndetermined 999 2022 9 30

Latin America & CaribbeanTransportation and WarehousingRussian FederationRUS 2022 9 30

North AmericaFinance and Insurance 2022 9 30

South AsiaPublic AdministrationUndetermined 999 2022 9 29

North AmericaPublic AdministrationRussian FederationRUS 2022 9 29

Latin America & CaribbeanPublic Administration 2022 9 29

Latin America & CaribbeanRetail TradeRussian FederationRUS 2022 9 29

Latin America & CaribbeanPublic AdministrationUndetermined 999 2022 9 29

Latin America & CaribbeanEducational ServicesUndetermined 999 2022 9 29

Europe & Central AsiaUtilities Russian FederationRUS 2022 9 29

Europe & Central AsiaInformationRussian FederationRUS 2022 9 29

North AmericaInformationUndetermined 999 2022 9 28

North AmericaAdministrative and Support and Waste Management and Remediation Services2022 9 28

East Asia & PacificHealth Care and Social AssistanceUndetermined 999 2022 9 28

Europe & Central AsiaFinance and InsuranceUndetermined 999 2022 9 28

North AmericaHealth Care and Social Assistance 2022 9 28

North AmericaHealth Care and Social Assistance 2022 9 28

#N/A Finance and Insurance 2022 9 27

North AmericaInformation 2022 9 27

Latin America & CaribbeanInformationRussian FederationRUS 2022 9 27

North AmericaEducational Services 2022 9 27

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2022 9 26

Europe & Central AsiaUndeterminedUndetermined 999 2022 9 26

North AmericaProfessional, Scientific, and Technical Services2022 9 26

North AmericaHealth Care and Social Assistance 2022 9 26

Europe & Central AsiaArts, Entertainment, and Recreation 2022 9 26

Latin America & CaribbeanPublic Administration 2022 9 26

Europe & Central AsiaFinance and InsuranceUkraine UKR 2022 9 26

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2022 9 25

Europe & Central AsiaManufacturingRussian FederationRUS 2022 9 25

Europe & Central AsiaInformation 2022 9 25

Europe & Central AsiaFinance and Insurance 2022 9 24

Europe & Central AsiaWholesale TradeRussian FederationRUS 2022 9 24

Europe & Central AsiaAdministrative and Support and Waste Management and Remediation ServicesRussian FederationRUS 2022 9 24

Europe & Central AsiaPublic AdministrationUndetermined 999 2022 9 23

North AmericaHealth Care and Social Assistance 2022 9 23

North AmericaHealth Care and Social Assistance 2022 9 23

North AmericaHealth Care and Social Assistance 2022 9 23

North AmericaManufacturing 2022 9 23

North AmericaTransportation and Warehousing 2022 9 23

Europe & Central AsiaProfessional, Scientific, and Technical ServicesUndetermined 999 2022 9 23

North AmericaPublic Administration 2022 9 23

Europe & Central AsiaAdministrative and Support and Waste Management and Remediation Services2022 9 23

North AmericaHealth Care and Social Assistance 2022 9 23

Europe & Central AsiaFinance and InsuranceUkraine UKR 2022 9 23

East Asia & PacificInformationUndetermined 999 2022 9 22

South AsiaPublic AdministrationBangladeshBGD 2022 9 22

East Asia & PacificProfessional, Scientific, and Technical ServicesUndetermined 999 2022 9 22

Latin America & CaribbeanPublic AdministrationUndetermined 999 2022 9 22

Europe & Central AsiaArts, Entertainment, and RecreationUndetermined 999 2022 9 22



North AmericaHealth Care and Social Assistance 2022 9 22

North AmericaMining, Quarrying, and Oil and Gas Extraction2022 9 22

Europe & Central AsiaFinance and InsuranceUkraine UKR 2022 9 22

North AmericaPublic Administration 2022 9 21

North AmericaHealth Care and Social Assistance 2022 9 21

Europe & Central AsiaConstructionRussian FederationRUS 2022 9 21

Europe & Central AsiaManufacturingRussian FederationRUS 2022 9 21

Europe & Central AsiaTransportation and Warehousing 2022 9 21

#N/A Finance and Insurance 2022 9 20

North AmericaArts, Entertainment, and Recreation 2022 9 20

Middle East & North AfricaPublic AdministrationUndetermined 999 2022 9 20

Latin America & CaribbeanPublic AdministrationUndetermined 999 2022 9 20

North AmericaProfessional, Scientific, and Technical ServicesRussian FederationRUS 2022 9 20

North AmericaEducational Services 2022 9 20

Europe & Central AsiaEducational Services 2022 9 20

Europe & Central AsiaHealth Care and Social AssistanceRussian FederationRUS 2022 9 20

Europe & Central AsiaInformationRussian FederationRUS 2022 9 20

Europe & Central AsiaInformation 2022 9 19

Europe & Central AsiaAdministrative and Support and Waste Management and Remediation ServicesUkraine UKR 2022 9 19

East Asia & PacificInformation 2022 9 19

Europe & Central AsiaAdministrative and Support and Waste Management and Remediation ServicesUkraine UKR 2022 9 19

North AmericaArts, Entertainment, and RecreationUndetermined 999 2022 9 18

Europe & Central AsiaOther Services (except Public Administration)Russian FederationRUS 2022 9 18

Europe & Central AsiaAccommodation and Food ServicesRussian FederationRUS 2022 9 18

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2022 9 18

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2022 9 18

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2022 9 18

Europe & Central AsiaTransportation and WarehousingRussian FederationRUS 2022 9 18

Europe & Central AsiaTransportation and WarehousingRussian FederationRUS 2022 9 18

North AmericaFinance and Insurance 2022 9 17

North AmericaAccommodation and Food Services 2022 9 17

North AmericaTransportation and WarehousingUndetermined 999 2022 9 16

North AmericaTransportation and Warehousing 2022 9 16

East Asia & PacificAccommodation and Food Services 2022 9 16

North AmericaAdministrative and Support and Waste Management and Remediation Services2022 9 16

North AmericaHealth Care and Social Assistance 2022 9 16

Latin America & CaribbeanAdministrative and Support and Waste Management and Remediation ServicesUndetermined 999 2022 9 16

Latin America & CaribbeanManufacturingUndetermined 999 2022 9 16

Latin America & CaribbeanFinance and InsuranceUndetermined 999 2022 9 16

Europe & Central AsiaProfessional, Scientific, and Technical ServicesUndetermined 999 2022 9 16

Europe & Central AsiaEducational ServicesRussian FederationRUS 2022 9 16

North AmericaHealth Care and Social Assistance 2022 9 16

Europe & Central AsiaInformationRussian FederationRUS 2022 9 16

Europe & Central AsiaWholesale TradeUkraine UKR 2022 9 16

Europe & Central AsiaPublic Administration 2022 9 15

#N/A Undetermined 2022 9 15

North AmericaHealth Care and Social Assistance 2022 9 15

North AmericaFinance and Insurance 2022 9 15

Europe & Central AsiaOther Services (except Public Administration)Russian FederationRUS 2022 9 15

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2022 9 15

North AmericaInformation 2022 9 14

North AmericaHealth Care and Social Assistance 2022 9 14

North AmericaProfessional, Scientific, and Technical Services2022 9 14

South AsiaProfessional, Scientific, and Technical ServicesUndetermined 999 2022 9 14

North AmericaManufacturingUndetermined 999 2022 9 14



Latin America & CaribbeanPublic AdministrationUndetermined 999 2022 9 14

Middle East & North AfricaUtilities United States of AmericaUSA 2022 9 14

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2022 9 14

Europe & Central AsiaTransportation and WarehousingRussian FederationRUS 2022 9 14

Europe & Central AsiaTransportation and WarehousingRussian FederationRUS 2022 9 14

North AmericaEducational ServicesUndetermined 999 2022 9 13

Latin America & CaribbeanPublic Administration 2022 9 13

North AmericaRetail Trade 2022 9 13

Latin America & CaribbeanPublic Administration 2022 9 13

Europe & Central AsiaFinance and InsuranceUkraine UKR 2022 9 13

Europe & Central AsiaInformationRussian FederationRUS 2022 9 13

Europe & Central AsiaEducational ServicesRussian FederationRUS 2022 9 13

Europe & Central AsiaInformation 2022 9 13

North AmericaOther Services (except Public Administration)2022 9 12

East Asia & PacificManufacturingUkraine UKR 2022 9 12

Europe & Central AsiaManufacturingUkraine UKR 2022 9 12

Europe & Central AsiaInformationUndetermined 999 2022 9 11

North AmericaHealth Care and Social AssistanceUndetermined 999 2022 9 11

East Asia & PacificEducational ServicesUnited States of AmericaUSA 2022 9 11

Europe & Central AsiaPublic Administration 2022 9 11

Europe & Central AsiaInformationUndetermined 999 2022 9 11

Europe & Central AsiaInformationUndetermined 999 2022 9 11

North AmericaHealth Care and Social Assistance 2022 9 11

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2022 9 11

Europe & Central AsiaFinance and InsuranceRussian FederationRUS 2022 9 11

North AmericaManufacturingUkraine UKR 2022 9 11

Europe & Central AsiaTransportation and WarehousingRussian FederationRUS 2022 9 11

Europe & Central AsiaTransportation and WarehousingRussian FederationRUS 2022 9 11

Europe & Central AsiaInformationUndetermined 999 2022 9 11

Europe & Central AsiaWholesale TradeUkraine UKR 2022 9 11

East Asia & PacificAdministrative and Support and Waste Management and Remediation ServicesUkraine UKR 2022 9 11

East Asia & PacificAdministrative and Support and Waste Management and Remediation ServicesUkraine UKR 2022 9 11

East Asia & PacificHealth Care and Social AssistanceUkraine UKR 2022 9 11

Europe & Central AsiaPublic Administration 2022 9 10

Europe & Central AsiaPublic Administration 2022 9 10

Europe & Central AsiaFinance and Insurance 2022 9 10

North AmericaFinance and Insurance 2022 9 10

Europe & Central AsiaTransportation and WarehousingRussian FederationRUS 2022 9 10

Europe & Central AsiaInformationRussian FederationRUS 2022 9 10

South AsiaProfessional, Scientific, and Technical Services2022 9 9

North AmericaHealth Care and Social Assistance 2022 9 9

North AmericaProfessional, Scientific, and Technical Services2022 9 9

North AmericaHealth Care and Social Assistance 2022 9 9

Latin America & CaribbeanAccommodation and Food ServicesUndetermined 999 2022 9 9

North AmericaProfessional, Scientific, and Technical Services2022 9 9

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2022 9 9

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2022 9 9

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2022 9 9

Europe & Central AsiaPublic Administration 2022 9 8

North AmericaEducational ServicesRussian FederationRUS 2022 9 8

Europe & Central AsiaManufacturing 2022 9 8

North AmericaHealth Care and Social Assistance 2022 9 8

North AmericaManufacturing 2022 9 8

North AmericaEducational ServicesUndetermined 999 2022 9 8

Latin America & CaribbeanMining, Quarrying, and Oil and Gas Extraction2022 9 8



#N/A Finance and Insurance 2022 9 8

Europe & Central AsiaRetail Trade 2022 9 8

Europe & Central AsiaRetail Trade 2022 9 8

North AmericaHealth Care and Social Assistance 2022 9 8

Europe & Central AsiaManufacturingUkraine UKR 2022 9 8

Latin America & CaribbeanRetail TradeUndetermined 999 2022 9 7

#N/A Other Services (except Public Administration)2022 9 7

Europe & Central AsiaUtilities 2022 9 7

East Asia & PacificPublic AdministrationRussian FederationRUS 2022 9 7

East Asia & PacificPublic AdministrationUndetermined 999 2022 9 7

North AmericaHealth Care and Social AssistanceUndetermined 999 2022 9 7

Europe & Central AsiaPublic Administration 2022 9 7

#N/A Finance and Insurance 2022 9 7

East Asia & PacificPublic AdministrationRussian FederationRUS 2022 9 7

East Asia & PacificPublic AdministrationRussian FederationRUS 2022 9 7

East Asia & PacificPublic AdministrationRussian FederationRUS 2022 9 7

North AmericaHealth Care and Social Assistance 2022 9 7

North AmericaFinance and Insurance 2022 9 7

North AmericaTransportation and Warehousing 2022 9 7

North AmericaManufacturingUndetermined 999 2022 9 7

Europe & Central AsiaTransportation and Warehousing 2022 9 6

North AmericaHealth Care and Social Assistance 2022 9 6

Europe & Central AsiaFinance and InsuranceUkraine UKR 2022 9 6

Europe & Central AsiaManufacturingRussian FederationRUS 2022 9 6

Europe & Central AsiaAccommodation and Food ServicesViet Nam VNM 2022 9 5

North AmericaHealth Care and Social Assistance 2022 9 5

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2022 9 5

Middle East & North AfricaTransportation and WarehousingUnited States of AmericaUSA 2022 9 4

Middle East & North AfricaOther Services (except Public Administration)2022 9 4

North AmericaEducational ServicesRussian FederationRUS 2022 9 4

Europe & Central AsiaTransportation and WarehousingRussian FederationRUS 2022 9 4

Europe & Central AsiaTransportation and WarehousingRussian FederationRUS 2022 9 4

Europe & Central AsiaInformationRussian FederationRUS 2022 9 4

Europe & Central AsiaInformationUndetermined 999 2022 9 4

Europe & Central AsiaInformationUkraine UKR 2022 9 4

East Asia & PacificProfessional, Scientific, and Technical ServicesUndetermined 999 2022 9 3

Latin America & CaribbeanPublic AdministrationUndetermined 999 2022 9 3

Europe & Central AsiaRetail TradeUndetermined 999 2022 9 3

East Asia & PacificProfessional, Scientific, and Technical ServicesUndetermined 999 2022 9 3

Latin America & CaribbeanPublic AdministrationUndetermined 999 2022 9 3

Europe & Central AsiaInformationRussian FederationRUS 2022 9 3

Europe & Central AsiaAccommodation and Food ServicesRussian FederationRUS 2022 9 3

Europe & Central AsiaTransportation and WarehousingUndetermined 999 2022 9 2

North AmericaInformation 2022 9 2

North AmericaRetail Trade 2022 9 2

East Asia & PacificAccommodation and Food ServicesUndetermined 999 2022 9 2

#N/A Finance and InsuranceUndetermined 999 2022 9 2

North AmericaFinance and Insurance 2022 9 2

North AmericaHealth Care and Social Assistance 2022 9 2

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2022 9 2

East Asia & PacificManufacturingRussian FederationRUS 2022 9 1

East Asia & PacificUndeterminedUndetermined 999 2022 9 1

North AmericaHealth Care and Social Assistance 2022 9 1

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2022 9 1

Europe & Central AsiaInformationUndetermined 999 2022 9 1



Europe & Central AsiaInformationUkraine UKR 2022 9 1

Europe & Central AsiaUtilities Russian FederationRUS 2022 8 31

Europe & Central AsiaOther Services (except Public Administration)Undetermined 999 2022 8 31

North AmericaManufacturing 2022 8 31

North AmericaHealth Care and Social AssistanceRussian FederationRUS 2022 8 31

North AmericaManufacturing 2022 8 31

Europe & Central AsiaPublic Administration 2022 8 31

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2022 8 31

Latin America & CaribbeanProfessional, Scientific, and Technical ServicesUndetermined 999 2022 8 30

North AmericaHealth Care and Social Assistance 2022 8 30

North AmericaHealth Care and Social Assistance 2022 8 30

Europe & Central AsiaPublic Administration 2022 8 30

North AmericaFinance and Insurance 2022 8 30

North AmericaFinance and Insurance 2022 8 30

Europe & Central AsiaPublic AdministrationUndetermined 999 2022 8 30

North AmericaInformation 2022 8 30

Europe & Central AsiaFinance and Insurance 2022 8 30

Europe & Central AsiaUtilities Russian FederationRUS 2022 8 29

#N/A Other Services (except Public Administration)2022 8 29

South AsiaManufacturing 2022 8 29

North AmericaPublic Administration 2022 8 29

North AmericaProfessional, Scientific, and Technical Services2022 8 29

North AmericaFinance and Insurance 2022 8 29

North AmericaFinance and Insurance 2022 8 29

Europe & Central AsiaProfessional, Scientific, and Technical ServicesUndetermined 999 2022 8 29

North AmericaEducational Services 2022 8 29

North AmericaPublic Administration 2022 8 29

Europe & Central AsiaUtilities Russian FederationRUS 2022 8 29

Europe & Central AsiaUtilities Russian FederationRUS 2022 8 29

Europe & Central AsiaFinance and InsuranceRussian FederationRUS 2022 8 29

Europe & Central AsiaFinance and InsuranceRussian FederationRUS 2022 8 29

Europe & Central AsiaFinance and InsuranceRussian FederationRUS 2022 8 29

Europe & Central AsiaFinance and InsuranceRussian FederationRUS 2022 8 29

Europe & Central AsiaFinance and InsuranceRussian FederationRUS 2022 8 29

Europe & Central AsiaInformation 2022 8 28

North AmericaHealth Care and Social Assistance 2022 8 28

Europe & Central AsiaWholesale Trade 2022 8 28

Europe & Central AsiaWholesale TradeRussian FederationRUS 2022 8 28

Europe & Central AsiaWholesale TradeUkraine UKR 2022 8 28

Latin America & CaribbeanPublic Administration 2022 8 27

Europe & Central AsiaInformationUkraine UKR 2022 8 27

Europe & Central AsiaPublic AdministrationUndetermined 999 2022 8 26

North AmericaEducational Services 2022 8 26

North AmericaArts, Entertainment, and Recreation 2022 8 26

North AmericaProfessional, Scientific, and Technical Services2022 8 26

Europe & Central AsiaTransportation and WarehousingUndetermined 999 2022 8 26

North AmericaHealth Care and Social Assistance 2022 8 26

North AmericaHealth Care and Social AssistanceRussian FederationRUS 2022 8 26

Latin America & CaribbeanPublic Administration 2022 8 26

Europe & Central AsiaPublic Administration 2022 8 26

Europe & Central AsiaInformationUkraine UKR 2022 8 26

Europe & Central AsiaArts, Entertainment, and RecreationRussian FederationRUS 2022 8 26

North AmericaProfessional, Scientific, and Technical Services2022 8 25

#N/A Retail Trade 2022 8 25

North AmericaAccommodation and Food Services 2022 8 25



East Asia & PacificPublic Administration 2022 8 25

North AmericaHealth Care and Social Assistance 2022 8 25

North AmericaFinance and Insurance 2022 8 25

North AmericaManufacturing 2022 8 25

East Asia & PacificTransportation and WarehousingUndetermined 999 2022 8 25

Europe & Central AsiaHealth Care and Social AssistanceUndetermined 999 2022 8 25

North AmericaArts, Entertainment, and RecreationRussian FederationRUS 2022 8 25

Europe & Central AsiaFinance and InsuranceUndetermined 999 2022 8 25

Europe & Central AsiaInformationUkraine UKR 2022 8 25

Europe & Central AsiaHealth Care and Social AssistanceRussian FederationRUS 2022 8 25

North AmericaInformation 2022 8 24

Latin America & CaribbeanPublic AdministrationUndetermined 999 2022 8 24

South AsiaPublic Administration 2022 8 24

North AmericaHealth Care and Social Assistance 2022 8 24

North AmericaHealth Care and Social Assistance 2022 8 24

North AmericaEducational Services 2022 8 24

Europe & Central AsiaProfessional, Scientific, and Technical ServicesUndetermined 999 2022 8 24

North AmericaProfessional, Scientific, and Technical Services2022 8 24

Europe & Central AsiaUtilities Ukraine UKR 2022 8 24

Europe & Central AsiaEducational ServicesRussian FederationRUS 2022 8 24

North AmericaHealth Care and Social Assistance 2022 8 23

North AmericaProfessional, Scientific, and Technical Services2022 8 23

North AmericaProfessional, Scientific, and Technical ServicesRussian FederationRUS 2022 8 23

East Asia & PacificProfessional, Scientific, and Technical ServicesUndetermined 999 2022 8 23

North AmericaArts, Entertainment, and Recreation 2022 8 23

Europe & Central AsiaHealth Care and Social Assistance 2022 8 23

North AmericaManufacturing 2022 8 23

North AmericaAccommodation and Food Services 2022 8 23

North AmericaFinance and Insurance 2022 8 23

North AmericaEducational Services 2022 8 23

North AmericaEducational ServicesRussian FederationRUS 2022 8 23

Europe & Central AsiaFinance and InsuranceUkraine UKR 2022 8 23

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2022 8 23

Europe & Central AsiaTransportation and WarehousingRussian FederationRUS 2022 8 23

Europe & Central AsiaTransportation and WarehousingRussian FederationRUS 2022 8 23

Europe & Central AsiaFinance and InsuranceRussian FederationRUS 2022 8 23

Europe & Central AsiaTransportation and WarehousingRussian FederationRUS 2022 8 23

North AmericaPublic Administration 2022 8 22

North AmericaEducational Services 2022 8 22

Europe & Central AsiaFinance and InsuranceRussian FederationRUS 2022 8 22

Europe & Central AsiaFinance and InsuranceUkraine UKR 2022 8 22

Europe & Central AsiaInformationRussian FederationRUS 2022 8 22

Europe & Central AsiaAccommodation and Food ServicesUkraine UKR 2022 8 22

Europe & Central AsiaReal Estate and Rental and LeasingRussian FederationRUS 2022 8 22

East Asia & PacificAccommodation and Food Services 2022 8 21

#N/A Other Services (except Public Administration)2022 8 21

Europe & Central AsiaHealth Care and Social AssistanceUndetermined 999 2022 8 21

East Asia & PacificInformationUndetermined 999 2022 8 21

Europe & Central AsiaUtilities Russian FederationRUS 2022 8 21

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2022 8 21

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2022 8 21

Europe & Central AsiaUtilities Undetermined 999 2022 8 20

North AmericaEducational Services 2022 8 20

North AmericaEducational ServicesRussian FederationRUS 2022 8 20

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2022 8 20



North AmericaEducational Services 2022 8 19

North AmericaManufacturing 2022 8 19

Europe & Central AsiaRetail Trade 2022 8 19

North AmericaPublic AdministrationRussian FederationRUS 2022 8 19

North AmericaPublic Administration 2022 8 19

Latin America & CaribbeanPublic Administration 2022 8 19

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2022 8 19

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2022 8 19

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2022 8 19

Europe & Central AsiaFinance and InsuranceUkraine UKR 2022 8 19

Europe & Central AsiaInformationRussian FederationRUS 2022 8 19

North AmericaUtilities Russian FederationRUS 2022 8 18

Europe & Central AsiaUndeterminedRussian FederationRUS 2022 8 18

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2022 8 18

Europe & Central AsiaFinance and InsuranceRussian FederationRUS 2022 8 18

#N/A Undetermined 2022 8 18

North AmericaFinance and Insurance 2022 8 18

North AmericaPublic Administration 2022 8 18

North AmericaHealth Care and Social Assistance 2022 8 18

North AmericaFinance and Insurance 2022 8 18

North AmericaProfessional, Scientific, and Technical Services2022 8 18

North AmericaManufacturing 2022 8 18

Europe & Central AsiaUtilities Russian FederationRUS 2022 8 18

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2022 8 18

Europe & Central AsiaManufacturingRussian FederationRUS 2022 8 18

Europe & Central AsiaPublic AdministrationUndetermined 999 2022 8 17

Europe & Central AsiaPublic AdministrationUndetermined 999 2022 8 17

Europe & Central AsiaPublic AdministrationUndetermined 999 2022 8 17

Europe & Central AsiaPublic AdministrationUndetermined 999 2022 8 17

Europe & Central AsiaPublic AdministrationUndetermined 999 2022 8 17

Europe & Central AsiaPublic AdministrationUndetermined 999 2022 8 17

Europe & Central AsiaPublic AdministrationUndetermined 999 2022 8 17

Europe & Central AsiaPublic AdministrationUndetermined 999 2022 8 17

North AmericaHealth Care and Social Assistance 2022 8 17

North AmericaManufacturing 2022 8 17

North AmericaPublic Administration 2022 8 17

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2022 8 17

Europe & Central AsiaManufacturingRussian FederationRUS 2022 8 17

Europe & Central AsiaManufacturingRussian FederationRUS 2022 8 17

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2022 8 16

Europe & Central AsiaProfessional, Scientific, and Technical ServicesRussian FederationRUS 2022 8 16

Europe & Central AsiaUtilities Russian FederationRUS 2022 8 16

North AmericaOther Services (except Public Administration)2022 8 16

North AmericaManufacturing 2022 8 16

Latin America & CaribbeanManufacturing 2022 8 16

Europe & Central AsiaConstructionRussian FederationRUS 2022 8 16

Europe & Central AsiaPublic AdministrationUkraine UKR 2022 8 16

Europe & Central AsiaPublic AdministrationUkraine UKR 2022 8 16

Europe & Central AsiaInformationUkraine UKR 2022 8 16

Europe & Central AsiaArts, Entertainment, and RecreationRussian FederationRUS 2022 8 16

Europe & Central AsiaAdministrative and Support and Waste Management and Remediation ServicesUkraine UKR 2022 8 16

North AmericaHealth Care and Social Assistance 2022 8 15

Latin America & CaribbeanPublic AdministrationUndetermined 999 2022 8 15

Europe & Central AsiaUtilities Undetermined 999 2022 8 15

North AmericaProfessional, Scientific, and Technical Services2022 8 15



#N/A Undetermined 2022 8 15

North AmericaHealth Care and Social Assistance 2022 8 15

North AmericaHealth Care and Social Assistance 2022 8 15

Europe & Central AsiaProfessional, Scientific, and Technical ServicesUndetermined 999 2022 8 15

North AmericaProfessional, Scientific, and Technical Services2022 8 15

North AmericaFinance and Insurance 2022 8 15

Europe & Central AsiaManufacturingRussian FederationRUS 2022 8 15

North AmericaPublic Administration 2022 8 15

Europe & Central AsiaFinance and InsuranceRussian FederationRUS 2022 8 15

Europe & Central AsiaFinance and InsuranceRussian FederationRUS 2022 8 15

Europe & Central AsiaFinance and InsuranceRussian FederationRUS 2022 8 15

Europe & Central AsiaFinance and InsuranceRussian FederationRUS 2022 8 15

Latin America & CaribbeanMining, Quarrying, and Oil and Gas ExtractionUndetermined 999 2022 8 14

North AmericaHealth Care and Social Assistance 2022 8 14

Europe & Central AsiaUtilities Russian FederationRUS 2022 8 14

Europe & Central AsiaUtilities Russian FederationRUS 2022 8 14

Europe & Central AsiaOther Services (except Public Administration)Ukraine UKR 2022 8 14

Europe & Central AsiaFinance and InsuranceRussian FederationRUS 2022 8 14

Europe & Central AsiaFinance and InsuranceRussian FederationRUS 2022 8 14

Europe & Central AsiaTransportation and WarehousingRussian FederationRUS 2022 8 14

Europe & Central AsiaTransportation and WarehousingRussian FederationRUS 2022 8 14

Europe & Central AsiaInformationUkraine UKR 2022 8 14

Europe & Central AsiaWholesale TradeRussian FederationRUS 2022 8 14

Europe & Central AsiaAdministrative and Support and Waste Management and Remediation ServicesUkraine UKR 2022 8 14

#N/A Arts, Entertainment, and Recreation 2022 8 13

South AsiaFinance and Insurance 2022 8 13

Europe & Central AsiaFinance and InsuranceRussian FederationRUS 2022 8 13

#N/A Other Services (except Public Administration)Undetermined 999 2022 8 12

North AmericaProfessional, Scientific, and Technical Services2022 8 12

North AmericaHealth Care and Social Assistance 2022 8 12

North AmericaHealth Care and Social Assistance 2022 8 12

North AmericaProfessional, Scientific, and Technical Services2022 8 12

East Asia & PacificHealth Care and Social AssistanceUndetermined 999 2022 8 12

Europe & Central AsiaPublic Administration 2022 8 12

North AmericaRetail Trade 2022 8 12

North AmericaHealth Care and Social Assistance 2022 8 12

Europe & Central AsiaUtilities Ukraine UKR 2022 8 12

North AmericaManufacturingRussian FederationRUS 2022 8 11

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2022 8 11

North AmericaHealth Care and Social Assistance 2022 8 11

North AmericaFinance and Insurance 2022 8 11

East Asia & PacificFinance and Insurance 2022 8 11

North AmericaPublic Administration 2022 8 11

North AmericaInformation 2022 8 11

North AmericaProfessional, Scientific, and Technical Services2022 8 11

North AmericaHealth Care and Social Assistance 2022 8 11

Europe & Central AsiaAdministrative and Support and Waste Management and Remediation ServicesUkraine UKR 2022 8 11

North AmericaInformationUndetermined 999 2022 8 10

North AmericaHealth Care and Social Assistance 2022 8 10

Europe & Central AsiaPublic AdministrationUndetermined 999 2022 8 10

Europe & Central AsiaProfessional, Scientific, and Technical ServicesUndetermined 999 2022 8 10

East Asia & PacificTransportation and Warehousing 2022 8 10

Latin America & CaribbeanPublic Administration 2022 8 10

South AsiaEducational ServicesUndetermined 999 2022 8 10

North AmericaEducational Services 2022 8 10



North AmericaTransportation and Warehousing 2022 8 10

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2022 8 10

Europe & Central AsiaInformation 2022 8 10

North AmericaInformation 2022 8 9

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2022 8 9

North AmericaInformation 2022 8 9

#N/A Finance and Insurance 2022 8 9

North AmericaManufacturing 2022 8 9

Europe & Central AsiaEducational Services 2022 8 9

East Asia & PacificOther Services (except Public Administration)2022 8 9

Latin America & CaribbeanPublic Administration 2022 8 9

North AmericaUtilities 2022 8 9

Europe & Central AsiaConstructionRussian FederationRUS 2022 8 9

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2022 8 9

Europe & Central AsiaHealth Care and Social AssistanceUkraine UKR 2022 8 9

Europe & Central AsiaRetail Trade 2022 8 8

North AmericaOther Services (except Public Administration)2022 8 8

North AmericaHealth Care and Social Assistance 2022 8 8

Europe & Central AsiaPublic Administration 2022 8 8

North AmericaFinance and Insurance 2022 8 8

Europe & Central AsiaRetail Trade 2022 8 8

North AmericaOther Services (except Public Administration)2022 8 8

North AmericaHealth Care and Social Assistance 2022 8 8

Europe & Central AsiaPublic Administration 2022 8 8

Latin America & CaribbeanPublic Administration 2022 8 8

North AmericaFinance and Insurance 2022 8 8

North AmericaHealth Care and Social AssistanceRussian FederationRUS 2022 8 8

Europe & Central AsiaInformationUkraine UKR 2022 8 8

Europe & Central AsiaFinance and InsuranceRussian FederationRUS 2022 8 8

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2022 8 8

Europe & Central AsiaPublic Administration 2022 8 8

North AmericaPublic AdministrationRussian FederationRUS 2022 8 8

Europe & Central AsiaManufacturingUkraine UKR 2022 8 8

North AmericaHealth Care and Social Assistance 2022 8 7

North AmericaProfessional, Scientific, and Technical Services2022 8 7

North AmericaOther Services (except Public Administration)2022 8 7

North AmericaHealth Care and Social AssistanceUndetermined 999 2022 8 7

North AmericaHealth Care and Social AssistanceUndetermined 999 2022 8 7

North AmericaProfessional, Scientific, and Technical Services2022 8 7

North AmericaOther Services (except Public Administration)2022 8 7

North AmericaHealth Care and Social AssistanceUndetermined 999 2022 8 7

North AmericaHealth Care and Social AssistanceUndetermined 999 2022 8 7

East Asia & PacificInformation 2022 8 6

North AmericaHealth Care and Social AssistanceRussian FederationRUS 2022 8 6

North AmericaHealth Care and Social Assistance 2022 8 6

East Asia & PacificInformation 2022 8 6

North AmericaHealth Care and Social AssistanceRussian FederationRUS 2022 8 6

North AmericaHealth Care and Social Assistance 2022 8 6

North AmericaPublic AdministrationRussian FederationRUS 2022 8 6

Europe & Central AsiaHealth Care and Social Assistance 2022 8 5

Europe & Central AsiaProfessional, Scientific, and Technical Services2022 8 5

#N/A Finance and InsuranceKorea (the Democratic People's Republic of)PRK 2022 8 5

North AmericaHealth Care and Social Assistance 2022 8 5

North AmericaProfessional, Scientific, and Technical ServicesUndetermined 999 2022 8 5

Middle East & North AfricaProfessional, Scientific, and Technical Services2022 8 5



North AmericaHealth Care and Social Assistance 2022 8 5

Europe & Central AsiaPublic Administration 2022 8 5

North AmericaHealth Care and Social Assistance 2022 8 5

Europe & Central AsiaProfessional, Scientific, and Technical ServicesRussian FederationRUS 2022 8 5

Europe & Central AsiaHealth Care and Social Assistance 2022 8 5

Europe & Central AsiaProfessional, Scientific, and Technical Services2022 8 5

North AmericaHealth Care and Social Assistance 2022 8 5

North AmericaProfessional, Scientific, and Technical ServicesUndetermined 999 2022 8 5

Middle East & North AfricaProfessional, Scientific, and Technical Services2022 8 5

North AmericaHealth Care and Social Assistance 2022 8 5

Europe & Central AsiaPublic Administration 2022 8 5

Latin America & CaribbeanPublic Administration 2022 8 5

North AmericaHealth Care and Social Assistance 2022 8 5

North AmericaHealth Care and Social Assistance 2022 8 5

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2022 8 5

East Asia & PacificPublic Administration 2022 8 4

North AmericaOther Services (except Public Administration)2022 8 4

North AmericaProfessional, Scientific, and Technical Services2022 8 4

Middle East & North AfricaRetail Trade 2022 8 4

North AmericaManufacturing 2022 8 4

East Asia & PacificUtilities Russian FederationRUS 2022 8 4

East Asia & PacificPublic Administration 2022 8 4

North AmericaOther Services (except Public Administration)2022 8 4

North AmericaProfessional, Scientific, and Technical Services2022 8 4

North AmericaManufacturing 2022 8 4

East Asia & PacificFinance and Insurance 2022 8 3

North AmericaHealth Care and Social Assistance 2022 8 3

Latin America & CaribbeanMining, Quarrying, and Oil and Gas ExtractionUndetermined 999 2022 8 3

Latin America & CaribbeanMining, Quarrying, and Oil and Gas ExtractionUndetermined 999 2022 8 3

Latin America & CaribbeanMining, Quarrying, and Oil and Gas ExtractionUndetermined 999 2022 8 3

Latin America & CaribbeanMining, Quarrying, and Oil and Gas ExtractionUndetermined 999 2022 8 3

Latin America & CaribbeanMining, Quarrying, and Oil and Gas ExtractionUndetermined 999 2022 8 3

Latin America & CaribbeanPublic AdministrationUndetermined 999 2022 8 3

East Asia & PacificPublic AdministrationUndetermined 999 2022 8 3

Latin America & CaribbeanPublic Administration 2022 8 3

North AmericaEducational ServicesRussian FederationRUS 2022 8 3

North AmericaArts, Entertainment, and Recreation 2022 8 3

#N/A Finance and Insurance 2022 8 3

Europe & Central AsiaOther Services (except Public Administration)2022 8 3

North AmericaHealth Care and Social Assistance 2022 8 3

Latin America & CaribbeanMining, Quarrying, and Oil and Gas ExtractionUndetermined 999 2022 8 3

Latin America & CaribbeanMining, Quarrying, and Oil and Gas ExtractionUndetermined 999 2022 8 3

Latin America & CaribbeanMining, Quarrying, and Oil and Gas ExtractionUndetermined 999 2022 8 3

Latin America & CaribbeanMining, Quarrying, and Oil and Gas ExtractionUndetermined 999 2022 8 3

Latin America & CaribbeanMining, Quarrying, and Oil and Gas ExtractionUndetermined 999 2022 8 3

Latin America & CaribbeanPublic AdministrationUndetermined 999 2022 8 3

North AmericaEducational ServicesRussian FederationRUS 2022 8 3

North AmericaArts, Entertainment, and Recreation 2022 8 3

Europe & Central AsiaUtilities Russian FederationRUS 2022 8 3

Europe & Central AsiaEducational ServicesRussian FederationRUS 2022 8 3

North AmericaHealth Care and Social Assistance 2022 8 2

East Asia & PacificPublic Administration 2022 8 2

East Asia & PacificProfessional, Scientific, and Technical Services2022 8 2

Europe & Central AsiaManufacturingUndetermined 999 2022 8 2

Europe & Central AsiaUndetermined 2022 8 2



East Asia & PacificPublic Administration 2022 8 2

Europe & Central AsiaManufacturingUndetermined 999 2022 8 2

Europe & Central AsiaUndetermined 2022 8 2

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2022 8 2

Europe & Central AsiaTransportation and WarehousingRussian FederationRUS 2022 8 2

Europe & Central AsiaArts, Entertainment, and Recreation 2022 8 1

North AmericaManufacturingRussian FederationRUS 2022 8 1

Europe & Central AsiaManufacturingUndetermined 999 2022 8 1

South AsiaOther Services (except Public Administration)2022 8 1

North AmericaFinance and Insurance 2022 8 1

North AmericaManufacturingRussian FederationRUS 2022 8 1

South AsiaOther Services (except Public Administration)2022 8 1

North AmericaFinance and Insurance 2022 8 1

Europe & Central AsiaPublic AdministrationUkraine UKR 2022 8 1

Europe & Central AsiaFinance and InsuranceUkraine UKR 2022 8 1

Europe & Central AsiaManufacturingUndetermined 999 2022 8 1

Europe & Central AsiaManufacturingRussian FederationRUS 2022 8 1

Europe & Central AsiaTransportation and WarehousingRussian FederationRUS 2022 8 1

Europe & Central AsiaWholesale TradeRussian FederationRUS 2022 8 1

East Asia & PacificFinance and InsuranceUndetermined 999 2022 7 31

East Asia & PacificReal Estate and Rental and LeasingUndetermined 999 2022 7 31

East Asia & PacificRetail TradeUndetermined 999 2022 7 31

East Asia & PacificFinance and InsuranceUndetermined 999 2022 7 31

Latin America & CaribbeanArts, Entertainment, and Recreation 2022 7 31

North AmericaOther Services (except Public Administration)2022 7 31

North AmericaOther Services (except Public Administration)2022 7 31

North AmericaManufacturing 2022 7 31

East Asia & PacificAccommodation and Food Services 2022 7 31

Europe & Central AsiaTransportation and Warehousing 2022 7 30

North AmericaHealth Care and Social AssistanceRussian FederationRUS 2022 7 30

North AmericaHealth Care and Social AssistanceRussian FederationRUS 2022 7 30

East Asia & PacificPublic AdministrationUndetermined 999 2022 7 30

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2022 7 30

Europe & Central AsiaTransportation and WarehousingRussian FederationRUS 2022 7 30

Europe & Central AsiaEducational ServicesRussian FederationRUS 2022 7 29

Europe & Central AsiaEducational ServicesRussian FederationRUS 2022 7 29

North AmericaHealth Care and Social Assistance 2022 7 29

North AmericaHealth Care and Social Assistance 2022 7 29

North AmericaHealth Care and Social Assistance 2022 7 29

North AmericaHealth Care and Social Assistance 2022 7 29

North AmericaProfessional, Scientific, and Technical Services2022 7 29

North AmericaAdministrative and Support and Waste Management and Remediation Services2022 7 29

North AmericaProfessional, Scientific, and Technical Services2022 7 29

North AmericaManufacturing 2022 7 29

North AmericaHealth Care and Social Assistance 2022 7 29

South AsiaInformationUndetermined 999 2022 7 29

Europe & Central AsiaUtilities Ukraine UKR 2022 7 29

Europe & Central AsiaTransportation and WarehousingRussian FederationRUS 2022 7 29

Europe & Central AsiaTransportation and WarehousingRussian FederationRUS 2022 7 29

Europe & Central AsiaTransportation and Warehousing 2022 7 29

Europe & Central AsiaInformationRussian FederationRUS 2022 7 29

South AsiaProfessional, Scientific, and Technical ServicesRussian FederationRUS 2022 7 28

Latin America & CaribbeanManufacturingRussian FederationRUS 2022 7 28

North AmericaPublic Administration 2022 7 28

North AmericaReal Estate and Rental and Leasing 2022 7 28



#N/A Professional, Scientific, and Technical Services2022 7 28

North AmericaFinance and Insurance 2022 7 28

Europe & Central AsiaUndetermined 2022 7 28

North AmericaManufacturing 2022 7 27

North AmericaProfessional, Scientific, and Technical Services2022 7 27

East Asia & PacificTransportation and Warehousing 2022 7 27

North AmericaAdministrative and Support and Waste Management and Remediation Services2022 7 27

North AmericaHealth Care and Social Assistance 2022 7 27

North AmericaProfessional, Scientific, and Technical Services2022 7 27

North AmericaFinance and Insurance 2022 7 27

North AmericaHealth Care and Social Assistance 2022 7 27

North AmericaFinance and InsuranceUndetermined 999 2022 7 27

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2022 7 27

North AmericaProfessional, Scientific, and Technical ServicesRussian FederationRUS 2022 7 26

Europe & Central AsiaUndetermined 2022 7 26

North AmericaOther Services (except Public Administration)2022 7 26

North AmericaFinance and Insurance 2022 7 26

North AmericaEducational Services 2022 7 26

Europe & Central AsiaProfessional, Scientific, and Technical Services2022 7 26

North AmericaPublic Administration 2022 7 26

Europe & Central AsiaEducational ServicesUndetermined 999 2022 7 26

Latin America & CaribbeanRetail Trade 2022 7 26

North AmericaRetail Trade 2022 7 26

Europe & Central AsiaPublic Administration 2022 7 26

Europe & Central AsiaUtilities Ukraine UKR 2022 7 26

Europe & Central AsiaTransportation and WarehousingRussian FederationRUS 2022 7 26

Europe & Central AsiaTransportation and WarehousingRussian FederationRUS 2022 7 26

Europe & Central AsiaTransportation and WarehousingRussian FederationRUS 2022 7 26

Europe & Central AsiaUndeterminedUndetermined 999 2022 7 25

Europe & Central AsiaUtilities Russian FederationRUS 2022 7 25

Europe & Central AsiaUtilities Russian FederationRUS 2022 7 25

North AmericaManufacturing 2022 7 25

North AmericaFinance and Insurance 2022 7 25

North AmericaUndeterminedUndetermined 999 2022 7 25

Latin America & CaribbeanReal Estate and Rental and LeasingUndetermined 999 2022 7 25

Europe & Central AsiaUtilities Russian FederationRUS 2022 7 25

Europe & Central AsiaInformation 2022 7 25

North AmericaProfessional, Scientific, and Technical ServicesRussian FederationRUS 2022 7 24

North AmericaProfessional, Scientific, and Technical ServicesRussian FederationRUS 2022 7 24

North AmericaFinance and Insurance 2022 7 24

South AsiaFinance and Insurance 2022 7 24

Europe & Central AsiaFinance and InsuranceRussian FederationRUS 2022 7 24

Europe & Central AsiaConstructionRussian FederationRUS 2022 7 24

Europe & Central AsiaTransportation and WarehousingRussian FederationRUS 2022 7 24

North AmericaFinance and InsuranceRussian FederationRUS 2022 7 23

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2022 7 23

Europe & Central AsiaTransportation and WarehousingRussian FederationRUS 2022 7 23

Europe & Central AsiaTransportation and WarehousingRussian FederationRUS 2022 7 23

North AmericaInformationUndetermined 999 2022 7 22

North AmericaUndetermined 2022 7 22

North AmericaProfessional, Scientific, and Technical Services2022 7 22

North AmericaRetail Trade 2022 7 22

North AmericaHealth Care and Social Assistance 2022 7 22

North AmericaOther Services (except Public Administration)Undetermined 999 2022 7 22

North AmericaHealth Care and Social Assistance 2022 7 22



East Asia & PacificArts, Entertainment, and Recreation 2022 7 22

East Asia & PacificUndetermined 2022 7 22

North AmericaOther Services (except Public Administration)2022 7 22

Europe & Central AsiaAccommodation and Food ServicesUndetermined 999 2022 7 22

Europe & Central AsiaTransportation and WarehousingRussian FederationRUS 2022 7 22

Europe & Central AsiaTransportation and WarehousingRussian FederationRUS 2022 7 22

Europe & Central AsiaTransportation and WarehousingRussian FederationRUS 2022 7 22

Europe & Central AsiaInformation 2022 7 21

North AmericaProfessional, Scientific, and Technical Services2022 7 21

#N/A Finance and InsuranceUndetermined 999 2022 7 21

Europe & Central AsiaProfessional, Scientific, and Technical Services2022 7 21

North AmericaFinance and InsuranceUndetermined 999 2022 7 21

Europe & Central AsiaManufacturingRussian FederationRUS 2022 7 21

Europe & Central AsiaUndeterminedRussian FederationRUS 2022 7 20

#N/A Professional, Scientific, and Technical ServicesUndetermined 999 2022 7 20

North AmericaEducational Services 2022 7 20

North AmericaHealth Care and Social Assistance 2022 7 20

North AmericaProfessional, Scientific, and Technical ServicesUndetermined 999 2022 7 20

Europe & Central AsiaFinance and InsuranceRussian FederationRUS 2022 7 20

North AmericaManufacturingRussian FederationRUS 2022 7 20

Europe & Central AsiaUtilities United States of AmericaUSA 2022 7 20

North AmericaProfessional, Scientific, and Technical ServicesRussian FederationRUS 2022 7 19

Europe & Central AsiaProfessional, Scientific, and Technical ServicesRussian FederationRUS 2022 7 19

North AmericaProfessional, Scientific, and Technical ServicesRussian FederationRUS 2022 7 19

North AmericaProfessional, Scientific, and Technical ServicesUndetermined 999 2022 7 19

#N/A UndeterminedRussian FederationRUS 2022 7 19

North AmericaFinance and Insurance 2022 7 19

East Asia & PacificRetail TradeUndetermined 999 2022 7 19

East Asia & PacificHealth Care and Social AssistanceRussian FederationRUS 2022 7 19

North AmericaEducational ServicesRussian FederationRUS 2022 7 19

Europe & Central AsiaProfessional, Scientific, and Technical ServicesRussian FederationRUS 2022 7 19

North AmericaHealth Care and Social Assistance 2022 7 19

Europe & Central AsiaTransportation and WarehousingRussian FederationRUS 2022 7 19

North AmericaProfessional, Scientific, and Technical ServicesRussian FederationRUS 2022 7 18

Europe & Central AsiaManufacturingUndetermined 999 2022 7 18

Europe & Central AsiaUndeterminedChina CHN 2022 7 18

Europe & Central AsiaUndeterminedChina CHN 2022 7 18

Europe & Central AsiaUndeterminedChina CHN 2022 7 18

Europe & Central AsiaUndeterminedChina CHN 2022 7 18

North AmericaPublic AdministrationUndetermined 999 2022 7 18

South AsiaAccommodation and Food Services 2022 7 18

East Asia & PacificOther Services (except Public Administration)Thailand THA 2022 7 18

Middle East & North AfricaPublic AdministrationIran (Islamic Republic of)IRN 2022 7 18

East Asia & PacificTransportation and Warehousing 2022 7 18

Europe & Central AsiaFinance and InsuranceRussian FederationRUS 2022 7 18

Europe & Central AsiaManufacturingRussian FederationRUS 2022 7 18

Europe & Central AsiaPublic Administration 2022 7 17

North AmericaFinance and Insurance 2022 7 17

North AmericaArts, Entertainment, and Recreation 2022 7 17

Europe & Central AsiaUtilities Russian FederationRUS 2022 7 17

Europe & Central AsiaTransportation and WarehousingRussian FederationRUS 2022 7 17

South AsiaPublic Administration 2022 7 16

Europe & Central AsiaPublic Administration 2022 7 16

Europe & Central AsiaPublic Administration 2022 7 16

Europe & Central AsiaTransportation and WarehousingRussian FederationRUS 2022 7 16



Europe & Central AsiaProfessional, Scientific, and Technical Services2022 7 15

North AmericaUtilities 2022 7 15

#N/A Finance and Insurance 2022 7 15

North AmericaUtilities 2022 7 15

North AmericaHealth Care and Social Assistance 2022 7 15

North AmericaEducational Services 2022 7 15

North AmericaEducational ServicesRussian FederationRUS 2022 7 15

North AmericaPublic Administration 2022 7 15

North AmericaHealth Care and Social Assistance 2022 7 15

Middle East & North AfricaUtilities Iran (Islamic Republic of)IRN 2022 7 15

North AmericaHealth Care and Social Assistance 2022 7 15

North AmericaFinance and Insurance 2022 7 15

Europe & Central AsiaTransportation and WarehousingRussian FederationRUS 2022 7 15

Latin America & CaribbeanRetail TradeRussian FederationRUS 2022 7 14

North AmericaAgriculture, Forestry, Fishing and HuntingRussian FederationRUS 2022 7 14

North AmericaProfessional, Scientific, and Technical ServicesRussian FederationRUS 2022 7 14

North AmericaInformationKorea (the Democratic People's Republic of)PRK 2022 7 14

North AmericaFinance and Insurance 2022 7 14

Europe & Central AsiaProfessional, Scientific, and Technical Services2022 7 14

North AmericaReal Estate and Rental and Leasing 2022 7 14

North AmericaManufacturing 2022 7 14

North AmericaAccommodation and Food Services 2022 7 14

North AmericaEducational Services 2022 7 14

Europe & Central AsiaManufacturingRussian FederationRUS 2022 7 14

East Asia & PacificArts, Entertainment, and RecreationRussian FederationRUS 2022 7 13

North AmericaUtilities 2022 7 13

South AsiaEducational ServicesPakistan PAK 2022 7 13

Europe & Central AsiaFinance and InsuranceRussian FederationRUS 2022 7 13

Europe & Central AsiaTransportation and WarehousingRussian FederationRUS 2022 7 13

Middle East & North AfricaProfessional, Scientific, and Technical ServicesUndetermined 999 2022 7 12

North AmericaManufacturingUndetermined 999 2022 7 12

Europe & Central AsiaArts, Entertainment, and RecreationUkraine UKR 2022 7 12

North AmericaFinance and Insurance 2022 7 12

East Asia & PacificFinance and Insurance 2022 7 12

East Asia & PacificEducational Services 2022 7 12

Middle East & North AfricaMining, Quarrying, and Oil and Gas ExtractionIran (Islamic Republic of)IRN 2022 7 12

North AmericaHealth Care and Social Assistance 2022 7 12

South AsiaUndeterminedIndia IND 2022 7 12

Europe & Central AsiaArts, Entertainment, and RecreationUkraine UKR 2022 7 12

Europe & Central AsiaArts, Entertainment, and RecreationUkraine UKR 2022 7 12

Europe & Central AsiaArts, Entertainment, and RecreationUkraine UKR 2022 7 12

North AmericaHealth Care and Social Assistance 2022 7 12

North AmericaManufacturingRussian FederationRUS 2022 7 11

North AmericaEducational ServicesUndetermined 999 2022 7 11

Europe & Central AsiaUndetermined 2022 7 11

Latin America & CaribbeanPublic Administration 2022 7 11

North AmericaHealth Care and Social Assistance 2022 7 11

North AmericaHealth Care and Social Assistance 2022 7 11

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2022 7 11

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2022 7 11

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2022 7 11

North AmericaAdministrative and Support and Waste Management and Remediation Services2022 7 10

North AmericaManufacturingUndetermined 999 2022 7 10

Europe & Central AsiaPublic AdministrationUndetermined 999 2022 7 10

Europe & Central AsiaUtilities 2022 7 9



Europe & Central AsiaTransportation and WarehousingRussian FederationRUS 2022 7 9

Europe & Central AsiaUndeterminedRussian FederationRUS 2022 7 8

Europe & Central AsiaInformationUndetermined 999 2022 7 8

North AmericaManufacturing 2022 7 8

North AmericaHealth Care and Social Assistance 2022 7 8

North AmericaAdministrative and Support and Waste Management and Remediation Services2022 7 8

North AmericaPublic AdministrationRussian FederationRUS 2022 7 8

North AmericaHealth Care and Social AssistanceUndetermined 999 2022 7 8

North AmericaHealth Care and Social AssistanceUndetermined 999 2022 7 8

Europe & Central AsiaEducational Services 2022 7 8

North AmericaProfessional, Scientific, and Technical Services2022 7 8

North AmericaAdministrative and Support and Waste Management and Remediation Services2022 7 8

Europe & Central AsiaTransportation and WarehousingRussian FederationRUS 2022 7 8

North AmericaArts, Entertainment, and Recreation 2022 7 7

South AsiaUtilities 2022 7 7

Europe & Central AsiaAccommodation and Food Services 2022 7 7

North AmericaEducational Services 2022 7 7

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2022 7 7

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2022 7 7

North AmericaProfessional, Scientific, and Technical Services2022 7 6

Europe & Central AsiaProfessional, Scientific, and Technical ServicesUndetermined 999 2022 7 6

#N/A Arts, Entertainment, and RecreationUndetermined 999 2022 7 5

North AmericaAccommodation and Food Services 2022 7 5

North AmericaEducational Services 2022 7 5

South AsiaUndeterminedIndia IND 2022 7 5

North AmericaHealth Care and Social Assistance 2022 7 5

East Asia & PacificInformationKorea (the Democratic People's Republic of)PRK 2022 7 5

North AmericaProfessional, Scientific, and Technical ServicesUndetermined 999 2022 7 5

North AmericaFinance and Insurance 2022 7 5

Europe & Central AsiaPublic Administration 2022 7 5

Europe & Central AsiaPublic Administration 2022 7 5

#N/A ManufacturingUndetermined 999 2022 7 4

East Asia & PacificPublic AdministrationUndetermined 999 2022 7 4

Middle East & North AfricaProfessional, Scientific, and Technical ServicesIran (Islamic Republic of)IRN 2022 7 4

North AmericaEducational Services 2022 7 4

East Asia & PacificHealth Care and Social Assistance 2022 7 4

Europe & Central AsiaManufacturingUndetermined 999 2022 7 4

Europe & Central AsiaTransportation and WarehousingRussian FederationRUS 2022 7 4

North AmericaAccommodation and Food Services 2022 7 4

Europe & Central AsiaUtilities Russian FederationRUS 2022 7 4

Europe & Central AsiaTransportation and Warehousing 2022 7 4

Europe & Central AsiaEducational ServicesUndetermined 999 2022 7 3

Europe & Central AsiaPublic Administration 2022 7 3

East Asia & PacificFinance and Insurance 2022 7 3

North AmericaManufacturingUndetermined 999 2022 7 3

Europe & Central AsiaInformationRussian FederationRUS 2022 7 3

Europe & Central AsiaEducational ServicesRussian FederationRUS 2022 7 2

Europe & Central AsiaEducational ServicesRussian FederationRUS 2022 7 2

Europe & Central AsiaEducational ServicesRussian FederationRUS 2022 7 2

Europe & Central AsiaEducational ServicesRussian FederationRUS 2022 7 2

Europe & Central AsiaEducational ServicesRussian FederationRUS 2022 7 2

Europe & Central AsiaEducational ServicesRussian FederationRUS 2022 7 2

Europe & Central AsiaEducational ServicesRussian FederationRUS 2022 7 2

Europe & Central AsiaPublic AdministrationUndetermined 999 2022 7 2

Europe & Central AsiaPublic Administration 2022 7 2



Europe & Central AsiaFinance and Insurance 2022 7 2

Europe & Central AsiaUtilities Russian FederationRUS 2022 7 1

North AmericaPublic AdministrationRussian FederationRUS 2022 7 1

North AmericaFinance and InsuranceUndetermined 999 2022 7 1

North AmericaHealth Care and Social Assistance 2022 7 1

North AmericaHealth Care and Social AssistanceRussian FederationRUS 2022 7 1

North AmericaHealth Care and Social Assistance 2022 7 1

North AmericaReal Estate and Rental and Leasing 2022 7 1

Europe & Central AsiaUtilities Undetermined 999 2022 7 1

Europe & Central AsiaHealth Care and Social AssistanceRussian FederationRUS 2022 7 1

Europe & Central AsiaPublic AdministrationUndetermined 999 2022 7 1

North AmericaHealth Care and Social Assistance 2022 7 1

North AmericaHealth Care and Social Assistance 2022 6 30

Europe & Central AsiaManufacturingUndetermined 999 2022 6 30

North AmericaHealth Care and Social Assistance 2022 6 30

East Asia & PacificEducational Services 2022 6 30

Europe & Central AsiaPublic AdministrationUndetermined 999 2022 6 30

Latin America & CaribbeanFinance and InsuranceRussian FederationRUS 2022 6 30

Europe & Central AsiaFinance and InsuranceUkraine UKR 2022 6 30

North AmericaConstructionUndetermined 999 2022 6 29

North AmericaManufacturingUndetermined 999 2022 6 29

North AmericaProfessional, Scientific, and Technical ServicesUndetermined 999 2022 6 29

North AmericaHealth Care and Social Assistance 2022 6 29

Europe & Central AsiaTransportation and WarehousingRussian FederationRUS 2022 6 29

Europe & Central AsiaTransportation and WarehousingRussian FederationRUS 2022 6 29

Europe & Central AsiaTransportation and WarehousingRussian FederationRUS 2022 6 29

East Asia & PacificPublic AdministrationRussian FederationRUS 2022 6 27

East Asia & PacificInformation 2022 6 27

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2022 6 27

Europe & Central AsiaEducational ServicesRussian FederationRUS 2022 6 26

North AmericaManufacturingUndetermined 999 2022 6 26

North AmericaInformation 2022 6 25

North AmericaManufacturingUndetermined 999 2022 6 23

North AmericaUtilities Undetermined 999 2022 6 23

North AmericaUtilities Undetermined 999 2022 6 23

North AmericaProfessional, Scientific, and Technical ServicesUndetermined 999 2022 6 23

Europe & Central AsiaProfessional, Scientific, and Technical ServicesUndetermined 999 2022 6 22

Middle East & North AfricaProfessional, Scientific, and Technical ServicesUndetermined 999 2022 6 22

North AmericaAccommodation and Food ServicesUndetermined 999 2022 6 22

East Asia & PacificRetail TradeRussian FederationRUS 2022 6 22

#N/A Professional, Scientific, and Technical Services2022 6 21

Europe & Central AsiaEducational ServicesRussian FederationRUS 2022 6 20

Europe & Central AsiaPublic Administration 2022 6 18

North AmericaEducational ServicesRussian FederationRUS 2022 6 17

North AmericaInformation 2022 6 17

North AmericaProfessional, Scientific, and Technical ServicesUndetermined 999 2022 6 16

North AmericaManufacturingUndetermined 999 2022 6 16

Europe & Central AsiaPublic Administration 2022 6 16

Europe & Central AsiaOther Services (except Public Administration)2022 6 16

#N/A UndeterminedUndetermined 999 2022 6 15

North AmericaAdministrative and Support and Waste Management and Remediation Services2022 6 15

North AmericaHealth Care and Social Assistance 2022 6 15

North AmericaAccommodation and Food Services 2022 6 15

North AmericaAdministrative and Support and Waste Management and Remediation Services2022 6 15

North AmericaHealth Care and Social Assistance 2022 6 15



Europe & Central AsiaProfessional, Scientific, and Technical ServicesRussian FederationRUS 2022 6 15

North AmericaProfessional, Scientific, and Technical ServicesUndetermined 999 2022 6 14

North AmericaArts, Entertainment, and RecreationUndetermined 999 2022 6 14

East Asia & PacificHealth Care and Social AssistanceUndetermined 999 2022 6 14

North AmericaProfessional, Scientific, and Technical ServicesUndetermined 999 2022 6 14

North AmericaProfessional, Scientific, and Technical Services2022 6 14

North AmericaFinance and Insurance 2022 6 14

North AmericaManufacturing 2022 6 14

North AmericaProfessional, Scientific, and Technical Services2022 6 14

North AmericaFinance and Insurance 2022 6 14

Europe & Central AsiaPublic AdministrationBelarus BLR 2022 6 13

North AmericaPublic Administration 2022 6 13

South AsiaPublic AdministrationMalaysia MYS 2022 6 13

North AmericaProfessional, Scientific, and Technical Services2022 6 13

Europe & Central AsiaPublic AdministrationBelarus BLR 2022 6 13

North AmericaPublic Administration 2022 6 13

South AsiaPublic AdministrationMalaysia MYS 2022 6 13

North AmericaProfessional, Scientific, and Technical Services2022 6 13

North AmericaWholesale Trade 2022 6 13

North AmericaProfessional, Scientific, and Technical Services2022 6 12

Europe & Central AsiaUtilities 2022 6 12

Europe & Central AsiaUtilities 2022 6 12

North AmericaProfessional, Scientific, and Technical Services2022 6 12

Europe & Central AsiaUtilities 2022 6 12

Europe & Central AsiaUtilities 2022 6 12

North AmericaHealth Care and Social Assistance 2022 6 12

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2022 6 11

Sub-Saharan AfricaRetail TradeUndetermined 999 2022 6 10

North AmericaHealth Care and Social Assistance 2022 6 10

North AmericaManufacturing 2022 6 10

North AmericaHealth Care and Social Assistance 2022 6 10

North AmericaHealth Care and Social Assistance 2022 6 10

North AmericaHealth Care and Social Assistance 2022 6 10

Europe & Central AsiaTransportation and WarehousingUndetermined 999 2022 6 10

Europe & Central AsiaPublic Administration 2022 6 10

North AmericaManufacturingRussian FederationRUS 2022 6 10

North AmericaHealth Care and Social Assistance 2022 6 9

North AmericaHealth Care and Social Assistance 2022 6 9

North AmericaEducational Services 2022 6 9

North AmericaHealth Care and Social Assistance 2022 6 9

North AmericaHealth Care and Social Assistance 2022 6 9

North AmericaHealth Care and Social Assistance 2022 6 9

North AmericaEducational Services 2022 6 9

Europe & Central AsiaInformationUkraine UKR 2022 6 9

Europe & Central AsiaPublic Administration 2022 6 9

Europe & Central AsiaInformation 2022 6 8

North AmericaHealth Care and Social Assistance 2022 6 8

#N/A Retail Trade 2022 6 8

#N/A Retail Trade 2022 6 8

#N/A Retail Trade 2022 6 8

Europe & Central AsiaInformation 2022 6 8

North AmericaHealth Care and Social Assistance 2022 6 8

#N/A Retail Trade 2022 6 8

Europe & Central AsiaPublic Administration 2022 6 8

North AmericaRetail Trade 2022 6 7



#N/A Information 2022 6 7

North AmericaHealth Care and Social Assistance 2022 6 7

North AmericaHealth Care and Social Assistance 2022 6 7

North AmericaProfessional, Scientific, and Technical Services2022 6 7

North AmericaRetail Trade 2022 6 7

North AmericaHealth Care and Social Assistance 2022 6 7

North AmericaHealth Care and Social Assistance 2022 6 7

North AmericaProfessional, Scientific, and Technical Services2022 6 7

Europe & Central AsiaPublic Administration 2022 6 7

Europe & Central AsiaPublic Administration 2022 6 7

North AmericaRetail Trade 2022 6 6

#N/A Retail Trade 2022 6 6

North AmericaEducational Services 2022 6 6

North AmericaRetail Trade 2022 6 6

North AmericaEducational Services 2022 6 6

Europe & Central AsiaPublic Administration 2022 6 6

Europe & Central AsiaPublic Administration 2022 6 6

Europe & Central AsiaHealth Care and Social AssistanceUndetermined 999 2022 6 5

Europe & Central AsiaInformation 2022 6 5

Europe & Central AsiaHealth Care and Social AssistanceUndetermined 999 2022 6 5

North AmericaHealth Care and Social Assistance 2022 6 4

Europe & Central AsiaPublic AdministrationUkraine UKR 2022 6 4

Europe & Central AsiaPublic Administration 2022 6 4

Europe & Central AsiaAdministrative and Support and Waste Management and Remediation ServicesUndetermined 999 2022 6 3

Europe & Central AsiaManufacturingUndetermined 999 2022 6 3

North AmericaHealth Care and Social Assistance 2022 6 3

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2022 6 3

Europe & Central AsiaAdministrative and Support and Waste Management and Remediation ServicesUndetermined 999 2022 6 3

North AmericaHealth Care and Social Assistance 2022 6 3

North AmericaAdministrative and Support and Waste Management and Remediation Services2022 6 3

Europe & Central AsiaAdministrative and Support and Waste Management and Remediation ServicesUndetermined 999 2022 6 2

Middle East & North AfricaPublic AdministrationIran (Islamic Republic of)IRN 2022 6 2

North AmericaHealth Care and Social Assistance 2022 6 2

North AmericaEducational Services 2022 6 2

Europe & Central AsiaAdministrative and Support and Waste Management and Remediation ServicesUndetermined 999 2022 6 2

North AmericaHealth Care and Social Assistance 2022 6 2

North AmericaEducational Services 2022 6 2

North AmericaFinance and InsuranceUndetermined 999 2022 6 2

Europe & Central AsiaEducational ServicesRussian FederationRUS 2022 6 2

Europe & Central AsiaProfessional, Scientific, and Technical ServicesRussian FederationRUS 2022 6 2

Europe & Central AsiaEducational ServicesRussian FederationRUS 2022 6 2

East Asia & PacificProfessional, Scientific, and Technical ServicesUndetermined 999 2022 6 1

Europe & Central AsiaPublic AdministrationUnited States of AmericaUSA 2022 6 1

Europe & Central AsiaInformationUndetermined 999 2022 6 1

Europe & Central AsiaPublic AdministrationUnited States of AmericaUSA 2022 6 1

Europe & Central AsiaInformationUndetermined 999 2022 6 1

North AmericaEducational Services 2022 6 1

Europe & Central AsiaTransportation and Warehousing 2022 6 1

North AmericaHealth Care and Social Assistance 2022 5 31

Europe & Central AsiaProfessional, Scientific, and Technical ServicesUndetermined 999 2022 5 31

Latin America & CaribbeanHealth Care and Social AssistanceRussian FederationRUS 2022 5 31

North AmericaHealth Care and Social Assistance 2022 5 31

#N/A Undetermined 2022 5 31

North AmericaEducational Services 2022 5 31

Latin America & CaribbeanManufacturingUndetermined 999 2022 5 31



North AmericaProfessional, Scientific, and Technical ServicesUndetermined 999 2022 5 31

North AmericaPublic Administration 2022 5 31

North AmericaHealth Care and Social Assistance 2022 5 31

North AmericaHealth Care and Social Assistance 2022 5 31

North AmericaFinance and Insurance 2022 5 31

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2022 5 30

#N/A Retail Trade 2022 5 30

Europe & Central AsiaTransportation and Warehousing 2022 5 30

North AmericaTransportation and WarehousingUndetermined 999 2022 5 30

North AmericaManufacturingUndetermined 999 2022 5 30

North AmericaEducational Services 2022 5 30

Europe & Central AsiaPublic AdministrationUndetermined 999 2022 5 29

North AmericaEducational ServicesRussian FederationRUS 2022 5 28

North AmericaHealth Care and Social Assistance 2022 5 27

North AmericaPublic Administration 2022 5 27

North AmericaHealth Care and Social Assistance 2022 5 27

North AmericaHealth Care and Social Assistance 2022 5 27

North AmericaHealth Care and Social Assistance 2022 5 27

North AmericaPublic AdministrationUndetermined 999 2022 5 27

North AmericaEducational Services 2022 5 26

North AmericaHealth Care and Social Assistance 2022 5 26

North AmericaInformation 2022 5 26

North AmericaHealth Care and Social AssistanceRussian FederationRUS 2022 5 26

South AsiaTransportation and Warehousing 2022 5 25

North AmericaPublic AdministrationUndetermined 999 2022 5 25

North AmericaHealth Care and Social Assistance 2022 5 25

East Asia & PacificInformation 2022 5 25

North AmericaHealth Care and Social Assistance 2022 5 25

North AmericaAdministrative and Support and Waste Management and Remediation Services2022 5 25

North AmericaHealth Care and Social Assistance 2022 5 25

North AmericaHealth Care and Social Assistance 2022 5 25

East Asia & PacificPublic Administration 2022 5 24

Europe & Central AsiaTransportation and WarehousingIran (Islamic Republic of)IRN 2022 5 24

#N/A Finance and Insurance 2022 5 24

North AmericaPublic Administration 2022 5 24

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2022 5 24

North AmericaPublic Administration 2022 5 23

#N/A Health Care and Social Assistance 2022 5 23

North AmericaAccommodation and Food Services 2022 5 22

North AmericaOther Services (except Public Administration)2022 5 22

North AmericaHealth Care and Social AssistanceUndetermined 999 2022 5 22

North AmericaAdministrative and Support and Waste Management and Remediation Services2022 5 21

Europe & Central AsiaFinance and InsuranceUkraine UKR 2022 5 20

Europe & Central AsiaTransportation and WarehousingRussian FederationRUS 2022 5 20

North AmericaHealth Care and Social Assistance 2022 5 20

North AmericaPublic Administration 2022 5 20

North AmericaHealth Care and Social Assistance 2022 5 20

Europe & Central AsiaManufacturingUndetermined 999 2022 5 20

North AmericaOther Services (except Public Administration)Russian FederationRUS 2022 5 20

North AmericaEducational ServicesUndetermined 999 2022 5 19

North AmericaHealth Care and Social AssistanceRussian FederationRUS 2022 5 19

East Asia & PacificHealth Care and Social Assistance 2022 5 19

North AmericaManufacturingUndetermined 999 2022 5 19

Latin America & CaribbeanEducational ServicesRussian FederationRUS 2022 5 19

Europe & Central AsiaEducational ServicesRussian FederationRUS 2022 5 19



North AmericaHealth Care and Social AssistanceRussian FederationRUS 2022 5 19

North AmericaEducational Services 2022 5 18

Europe & Central AsiaEducational Services 2022 5 18

North AmericaHealth Care and Social Assistance 2022 5 18

East Asia & PacificRetail Trade 2022 5 18

East Asia & PacificPublic Administration 2022 5 18

North AmericaEducational ServicesUndetermined 999 2022 5 17

North AmericaManufacturingUndetermined 999 2022 5 17

North AmericaManufacturingUndetermined 999 2022 5 17

Europe & Central AsiaFinance and InsuranceUndetermined 999 2022 5 17

North AmericaManufacturing 2022 5 16

North AmericaProfessional, Scientific, and Technical Services2022 5 16

East Asia & PacificRetail Trade 2022 5 16

North AmericaPublic Administration 2022 5 16

North AmericaHealth Care and Social Assistance 2022 5 16

East Asia & PacificOther Services (except Public Administration)Undetermined 999 2022 5 16

Europe & Central AsiaArts, Entertainment, and RecreationRussian FederationRUS 2022 5 15

East Asia & PacificProfessional, Scientific, and Technical Services2022 5 15

Europe & Central AsiaProfessional, Scientific, and Technical ServicesUndetermined 999 2022 5 14

Europe & Central AsiaTransportation and WarehousingUndetermined 999 2022 5 14

Europe & Central AsiaPublic AdministrationUndetermined 999 2022 5 14

Europe & Central AsiaUtilities Undetermined 999 2022 5 14

North AmericaHealth Care and Social Assistance 2022 5 14

Middle East & North AfricaFinance and InsuranceUndetermined 999 2022 5 13

North AmericaEducational Services 2022 5 13

Latin America & CaribbeanRetail TradeUndetermined 999 2022 5 13

Sub-Saharan AfricaFinance and InsuranceRussian FederationRUS 2022 5 13

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2022 5 13

East Asia & PacificInformation 2022 5 13

Europe & Central AsiaPublic Administration 2022 5 13

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2022 5 13

Europe & Central AsiaUtilities Undetermined 999 2022 5 13

North AmericaEducational Services 2022 5 12

North AmericaPublic Administration 2022 5 12

North AmericaProfessional, Scientific, and Technical Services2022 5 12

#N/A Finance and Insurance 2022 5 12

North AmericaHealth Care and Social Assistance 2022 5 12

Europe & Central AsiaOther Services (except Public Administration)Russian FederationRUS 2022 5 12

North AmericaHealth Care and Social Assistance 2022 5 12

North AmericaHealth Care and Social Assistance 2022 5 12

North AmericaHealth Care and Social AssistanceRussian FederationRUS 2022 5 11

North AmericaProfessional, Scientific, and Technical Services2022 5 11

North AmericaManufacturingUndetermined 999 2022 5 11

Middle East & North AfricaPublic AdministrationIran (Islamic Republic of)IRN 2022 5 11

North AmericaHealth Care and Social AssistanceRussian FederationRUS 2022 5 11

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2022 5 11

East Asia & PacificProfessional, Scientific, and Technical ServicesRussian FederationRUS 2022 5 11

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2022 5 11

Europe & Central AsiaPublic AdministrationUndetermined 999 2022 5 11

Europe & Central AsiaTransportation and Warehousing 2022 5 11

North AmericaHealth Care and Social Assistance 2022 5 10

East Asia & PacificArts, Entertainment, and Recreation 2022 5 10

North AmericaHealth Care and Social Assistance 2022 5 10

Europe & Central AsiaManufacturing 2022 5 10

North AmericaPublic Administration 2022 5 9



North AmericaHealth Care and Social Assistance 2022 5 9

North AmericaInformation 2022 5 9

Europe & Central AsiaInformationUkraine UKR 2022 5 9

Europe & Central AsiaInformationUkraine UKR 2022 5 9

Europe & Central AsiaInformation 2022 5 9

North AmericaPublic Administration 2022 5 8

Latin America & CaribbeanPublic AdministrationRussian FederationRUS 2022 5 8

#N/A Finance and Insurance 2022 5 8

Latin America & CaribbeanPublic AdministrationRussian FederationRUS 2022 5 8

North AmericaPublic Administration 2022 5 7

Europe & Central AsiaUndetermined 2022 5 7

North AmericaHealth Care and Social Assistance 2022 5 7

North AmericaFinance and Insurance 2022 5 6

North AmericaAdministrative and Support and Waste Management and Remediation Services2022 5 6

North AmericaManufacturing 2022 5 5

Europe & Central AsiaManufacturing 2022 5 5

#N/A Undetermined 2022 5 5

Europe & Central AsiaPublic AdministrationUkraine UKR 2022 5 5

North AmericaManufacturingUndetermined 999 2022 5 5

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2022 5 5

North AmericaProfessional, Scientific, and Technical ServicesRussian FederationRUS 2022 5 4

#N/A Finance and Insurance 2022 5 4

Europe & Central AsiaHealth Care and Social Assistance 2022 5 4

North AmericaProfessional, Scientific, and Technical Services2022 5 4

Europe & Central AsiaPublic AdministrationUkraine UKR 2022 5 4

Europe & Central AsiaFinance and Insurance 2022 5 4

Europe & Central AsiaPublic AdministrationUkraine UKR 2022 5 4

North AmericaHealth Care and Social Assistance 2022 5 4

North AmericaHealth Care and Social Assistance 2022 5 4

North AmericaInformationRussian FederationRUS 2022 5 4

Europe & Central AsiaOther Services (except Public Administration)2022 5 4

East Asia & PacificTransportation and Warehousing 2022 5 3

#N/A Public AdministrationChina CHN 2022 5 3

Europe & Central AsiaUndeterminedBelarus BLR 2022 5 3

#N/A Public AdministrationRussian FederationRUS 2022 5 3

#N/A Professional, Scientific, and Technical ServicesRussian FederationRUS 2022 5 3

North AmericaHealth Care and Social Assistance 2022 5 3

North AmericaHealth Care and Social Assistance 2022 5 3

Europe & Central AsiaProfessional, Scientific, and Technical ServicesUndetermined 999 2022 5 3

Europe & Central AsiaProfessional, Scientific, and Technical ServicesUndetermined 999 2022 5 3

East Asia & PacificEducational ServicesRussian FederationRUS 2022 5 3

East Asia & PacificPublic AdministrationUndetermined 999 2022 5 2

Europe & Central AsiaPublic Administration 2022 5 2

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2022 5 2

Sub-Saharan AfricaRetail Trade 2022 5 1

Europe & Central AsiaFinance and InsuranceUkraine UKR 2022 5 1

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2022 5 1

North AmericaHealth Care and Social Assistance 2022 4 30

#N/A Finance and Insurance 2022 4 30

#N/A Finance and Insurance 2022 4 30

North AmericaProfessional, Scientific, and Technical Services2022 4 29

North AmericaEducational Services 2022 4 29

North AmericaUtilities Undetermined 999 2022 4 29

North AmericaManufacturingUndetermined 999 2022 4 29

North AmericaManufacturingUndetermined 999 2022 4 29



East Asia & PacificManufacturingUndetermined 999 2022 4 29

North AmericaReal Estate and Rental and LeasingUndetermined 999 2022 4 29

North AmericaManufacturingUndetermined 999 2022 4 29

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2022 4 29

Latin America & CaribbeanRetail TradeRussian FederationRUS 2022 4 29

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2022 4 28

Europe & Central AsiaFinance and InsuranceUndetermined 999 2022 4 28

North AmericaPublic Administration 2022 4 28

North AmericaPublic AdministrationRussian FederationRUS 2022 4 28

North AmericaProfessional, Scientific, and Technical Services2022 4 28

Latin America & CaribbeanWholesale Trade 2022 4 28

North AmericaConstructionRussian FederationRUS 2022 4 28

Europe & Central AsiaTransportation and Warehousing 2022 4 28

North AmericaPublic AdministrationUndetermined 999 2022 4 28

East Asia & PacificProfessional, Scientific, and Technical ServicesRussian FederationRUS 2022 4 28

Latin America & CaribbeanAccommodation and Food ServicesRussian FederationRUS 2022 4 28

North AmericaManufacturingRussian FederationRUS 2022 4 28

Latin America & CaribbeanProfessional, Scientific, and Technical ServicesRussian FederationRUS 2022 4 28

Europe & Central AsiaOther Services (except Public Administration)Russian FederationRUS 2022 4 28

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2022 4 28

East Asia & PacificFinance and InsuranceRussian FederationRUS 2022 4 28

Europe & Central AsiaConstructionRussian FederationRUS 2022 4 28

Europe & Central AsiaTransportation and WarehousingRussian FederationRUS 2022 4 28

Europe & Central AsiaInformation 2022 4 28

#N/A Finance and Insurance 2022 4 27

North AmericaEducational Services 2022 4 27

Europe & Central AsiaUtilities Undetermined 999 2022 4 27

North AmericaPublic AdministrationUndetermined 999 2022 4 27

Middle East & North AfricaRetail TradeRussian FederationRUS 2022 4 27

Latin America & CaribbeanOther Services (except Public Administration)Russian FederationRUS 2022 4 27

North AmericaAccommodation and Food ServicesRussian FederationRUS 2022 4 26

Europe & Central AsiaManufacturingRussian FederationRUS 2022 4 26

Europe & Central AsiaOther Services (except Public Administration)Undetermined 999 2022 4 26

North AmericaFinance and InsuranceUndetermined 999 2022 4 26

North AmericaWholesale Trade 2022 4 25

Middle East & North AfricaFinance and InsuranceUndetermined 999 2022 4 25

#N/A Finance and Insurance 2022 4 25

North AmericaHealth Care and Social Assistance 2022 4 25

North AmericaHealth Care and Social Assistance 2022 4 25

North AmericaManufacturingUndetermined 999 2022 4 25

#N/A UndeterminedUndetermined 999 2022 4 24

Latin America & CaribbeanUtilities Russian FederationRUS 2022 4 24

North AmericaManufacturingRussian FederationRUS 2022 4 24

Europe & Central AsiaReal Estate and Rental and LeasingRussian FederationRUS 2022 4 24

Europe & Central AsiaProfessional, Scientific, and Technical ServicesRussian FederationRUS 2022 4 24

Europe & Central AsiaManufacturingRussian FederationRUS 2022 4 24

Latin America & CaribbeanPublic AdministrationUndetermined 999 2022 4 24

Europe & Central AsiaInformationRussian FederationRUS 2022 4 23

North AmericaHealth Care and Social AssistanceRussian FederationRUS 2022 4 22

Latin America & CaribbeanPublic AdministrationUndetermined 999 2022 4 22

North AmericaInformationUndetermined 999 2022 4 22

Europe & Central AsiaManufacturingUndetermined 999 2022 4 22

Europe & Central AsiaPublic Administration 2022 4 22

Europe & Central AsiaManufacturingRussian FederationRUS 2022 4 22

North AmericaProfessional, Scientific, and Technical ServicesRussian FederationRUS 2022 4 22



North AmericaRetail TradeRussian FederationRUS 2022 4 22

North AmericaRetail TradeRussian FederationRUS 2022 4 22

North AmericaProfessional, Scientific, and Technical ServicesRussian FederationRUS 2022 4 22

North AmericaRetail TradeRussian FederationRUS 2022 4 22

North AmericaManufacturingRussian FederationRUS 2022 4 22

North AmericaInformationRussian FederationRUS 2022 4 22

Europe & Central AsiaConstructionRussian FederationRUS 2022 4 22

North AmericaManufacturingRussian FederationRUS 2022 4 22

North AmericaRetail TradeRussian FederationRUS 2022 4 22

North AmericaWholesale TradeRussian FederationRUS 2022 4 22

North AmericaManufacturingRussian FederationRUS 2022 4 22

Europe & Central AsiaManufacturingRussian FederationRUS 2022 4 22

North AmericaManufacturingRussian FederationRUS 2022 4 22

North AmericaManufacturingRussian FederationRUS 2022 4 22

Europe & Central AsiaManufacturingRussian FederationRUS 2022 4 22

Europe & Central AsiaProfessional, Scientific, and Technical ServicesRussian FederationRUS 2022 4 22

North AmericaUndeterminedRussian FederationRUS 2022 4 22

North AmericaFinance and InsuranceRussian FederationRUS 2022 4 22

Europe & Central AsiaManufacturingRussian FederationRUS 2022 4 22

North AmericaTransportation and WarehousingRussian FederationRUS 2022 4 22

North AmericaConstructionRussian FederationRUS 2022 4 22

Europe & Central AsiaProfessional, Scientific, and Technical ServicesRussian FederationRUS 2022 4 22

North AmericaProfessional, Scientific, and Technical ServicesRussian FederationRUS 2022 4 22

Europe & Central AsiaProfessional, Scientific, and Technical ServicesRussian FederationRUS 2022 4 22

Europe & Central AsiaTransportation and WarehousingRussian FederationRUS 2022 4 22

Europe & Central AsiaProfessional, Scientific, and Technical ServicesRussian FederationRUS 2022 4 22

Europe & Central AsiaWholesale TradeRussian FederationRUS 2022 4 22

Europe & Central AsiaManufacturingRussian FederationRUS 2022 4 22

Europe & Central AsiaManufacturingRussian FederationRUS 2022 4 22

Europe & Central AsiaManufacturingRussian FederationRUS 2022 4 22

North AmericaRetail TradeRussian FederationRUS 2022 4 22

North AmericaRetail TradeRussian FederationRUS 2022 4 22

Europe & Central AsiaProfessional, Scientific, and Technical ServicesRussian FederationRUS 2022 4 22

Europe & Central AsiaProfessional, Scientific, and Technical ServicesRussian FederationRUS 2022 4 22

Europe & Central AsiaProfessional, Scientific, and Technical ServicesRussian FederationRUS 2022 4 22

North AmericaProfessional, Scientific, and Technical ServicesRussian FederationRUS 2022 4 22

North AmericaHealth Care and Social AssistanceRussian FederationRUS 2022 4 22

North AmericaProfessional, Scientific, and Technical ServicesRussian FederationRUS 2022 4 22

North AmericaTransportation and WarehousingRussian FederationRUS 2022 4 22

North AmericaConstructionRussian FederationRUS 2022 4 22

North AmericaManufacturingRussian FederationRUS 2022 4 22

Europe & Central AsiaManufacturingRussian FederationRUS 2022 4 22

North AmericaWholesale TradeRussian FederationRUS 2022 4 22

Europe & Central AsiaProfessional, Scientific, and Technical ServicesRussian FederationRUS 2022 4 22

Europe & Central AsiaProfessional, Scientific, and Technical ServicesRussian FederationRUS 2022 4 22

North AmericaManufacturingRussian FederationRUS 2022 4 22

North AmericaConstructionRussian FederationRUS 2022 4 22

North AmericaManufacturingRussian FederationRUS 2022 4 22

North AmericaPublic AdministrationRussian FederationRUS 2022 4 22

North AmericaProfessional, Scientific, and Technical ServicesRussian FederationRUS 2022 4 22

North AmericaFinance and InsuranceRussian FederationRUS 2022 4 22

North AmericaFinance and InsuranceRussian FederationRUS 2022 4 22

Europe & Central AsiaManufacturingRussian FederationRUS 2022 4 22

Europe & Central AsiaProfessional, Scientific, and Technical ServicesRussian FederationRUS 2022 4 22

Europe & Central AsiaTransportation and WarehousingRussian FederationRUS 2022 4 22



North AmericaProfessional, Scientific, and Technical ServicesRussian FederationRUS 2022 4 22

North AmericaTransportation and WarehousingRussian FederationRUS 2022 4 22

Europe & Central AsiaConstructionRussian FederationRUS 2022 4 22

Europe & Central AsiaEducational ServicesRussian FederationRUS 2022 4 22

Europe & Central AsiaHealth Care and Social AssistanceRussian FederationRUS 2022 4 22

Europe & Central AsiaReal Estate and Rental and LeasingUndetermined 999 2022 4 21

Europe & Central AsiaManufacturingRussian FederationRUS 2022 4 21

Europe & Central AsiaManufacturingRussian FederationRUS 2022 4 21

South AsiaFinance and InsuranceRussian FederationRUS 2022 4 21

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2022 4 21

Middle East & North AfricaTransportation and WarehousingIran (Islamic Republic of)IRN 2022 4 20

#N/A UndeterminedRussian FederationRUS 2022 4 20

Europe & Central AsiaProfessional, Scientific, and Technical ServicesUndetermined 999 2022 4 20

Europe & Central AsiaProfessional, Scientific, and Technical ServicesUndetermined 999 2022 4 20

Europe & Central AsiaTransportation and WarehousingUnited States of AmericaUSA 2022 4 20

Europe & Central AsiaReal Estate and Rental and LeasingUndetermined 999 2022 4 20

Europe & Central AsiaFinance and InsuranceUndetermined 999 2022 4 20

North AmericaEducational ServicesUndetermined 999 2022 4 20

Europe & Central AsiaHealth Care and Social Assistance 2022 4 19

North AmericaProfessional, Scientific, and Technical Services2022 4 19

Europe & Central AsiaWholesale Trade 2022 4 19

Latin America & CaribbeanPublic AdministrationRussian FederationRUS 2022 4 19

Europe & Central AsiaProfessional, Scientific, and Technical ServicesUndetermined 999 2022 4 19

Europe & Central AsiaPublic AdministrationUndetermined 999 2022 4 19

Europe & Central AsiaProfessional, Scientific, and Technical ServicesUndetermined 999 2022 4 19

Europe & Central AsiaManufacturingRussian FederationRUS 2022 4 19

East Asia & PacificManufacturingUndetermined 999 2022 4 19

North AmericaHealth Care and Social Assistance 2022 4 18

Europe & Central AsiaInformationUndetermined 999 2022 4 18

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2022 4 18

Europe & Central AsiaFinance and InsuranceUndetermined 999 2022 4 18

Europe & Central AsiaManufacturingRussian FederationRUS 2022 4 18

North AmericaAccommodation and Food ServicesUndetermined 999 2022 4 18

Europe & Central AsiaProfessional, Scientific, and Technical ServicesUndetermined 999 2022 4 18

Middle East & North AfricaProfessional, Scientific, and Technical ServicesUndetermined 999 2022 4 18

Europe & Central AsiaTransportation and WarehousingRussian FederationRUS 2022 4 18

Europe & Central AsiaTransportation and WarehousingRussian FederationRUS 2022 4 18

Europe & Central AsiaTransportation and WarehousingRussian FederationRUS 2022 4 18

North AmericaPublic Administration 2022 4 17

#N/A Finance and Insurance 2022 4 17

North AmericaFinance and InsuranceUndetermined 999 2022 4 17

Europe & Central AsiaEducational ServicesRussian FederationRUS 2022 4 17

Europe & Central AsiaFinance and InsuranceRussian FederationRUS 2022 4 17

Europe & Central AsiaFinance and InsuranceRussian FederationRUS 2022 4 17

North AmericaPublic Administration 2022 4 16

Europe & Central AsiaProfessional, Scientific, and Technical ServicesUndetermined 999 2022 4 16

Europe & Central AsiaPublic AdministrationUndetermined 999 2022 4 16

North AmericaMining, Quarrying, and Oil and Gas ExtractionRussian FederationRUS 2022 4 16

Europe & Central AsiaTransportation and WarehousingRussian FederationRUS 2022 4 16

Europe & Central AsiaTransportation and Warehousing 2022 4 16

#N/A Finance and Insurance 2022 4 15

Latin America & CaribbeanAccommodation and Food Services 2022 4 15

Europe & Central AsiaArts, Entertainment, and RecreationUndetermined 999 2022 4 15

Europe & Central AsiaTransportation and WarehousingUnited States of AmericaUSA 2022 4 15

Europe & Central AsiaTransportation and WarehousingRussian FederationRUS 2022 4 15



Europe & Central AsiaArts, Entertainment, and Recreation 2022 4 14

North AmericaEducational Services 2022 4 14

East Asia & PacificFinance and Insurance 2022 4 14

Europe & Central AsiaProfessional, Scientific, and Technical ServicesUndetermined 999 2022 4 14

North AmericaHealth Care and Social Assistance 2022 4 14

East Asia & PacificManufacturingKorea (the Democratic People's Republic of)PRK 2022 4 14

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2022 4 14

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2022 4 14

Europe & Central AsiaProfessional, Scientific, and Technical ServicesUndetermined 999 2022 4 14

North AmericaManufacturingUndetermined 999 2022 4 14

North AmericaReal Estate and Rental and LeasingUndetermined 999 2022 4 13

North AmericaProfessional, Scientific, and Technical ServicesUndetermined 999 2022 4 13

Europe & Central AsiaFinance and Insurance 2022 4 12

North AmericaInformation 2022 4 12

Europe & Central AsiaPublic AdministrationUndetermined 999 2022 4 12

Europe & Central AsiaPublic AdministrationUndetermined 999 2022 4 12

Europe & Central AsiaPublic AdministrationUndetermined 999 2022 4 12

#N/A Finance and Insurance 2022 4 12

North AmericaPublic AdministrationUndetermined 999 2022 4 12

North AmericaRetail TradeUndetermined 999 2022 4 12

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2022 4 12

North AmericaPublic Administration 2022 4 11

North AmericaHealth Care and Social Assistance 2022 4 11

North AmericaHealth Care and Social Assistance 2022 4 11

North AmericaEducational ServicesRussian FederationRUS 2022 4 11

North AmericaManufacturingUndetermined 999 2022 4 11

North AmericaOther Services (except Public Administration)Undetermined 999 2022 4 11

North AmericaWholesale TradeUndetermined 999 2022 4 11

North AmericaManufacturingUndetermined 999 2022 4 11

East Asia & PacificTransportation and WarehousingUndetermined 999 2022 4 11

North AmericaHealth Care and Social Assistance 2022 4 11

North AmericaFinance and InsuranceUndetermined 999 2022 4 11

North AmericaHealth Care and Social Assistance 2022 4 11

Europe & Central AsiaAdministrative and Support and Waste Management and Remediation Services2022 4 9

North AmericaHealth Care and Social AssistanceUndetermined 999 2022 4 9

Europe & Central AsiaUtilities Russian FederationRUS 2022 4 8

North AmericaEducational Services 2022 4 8

Europe & Central AsiaPublic Administration 2022 4 8

Europe & Central AsiaMining, Quarrying, and Oil and Gas ExtractionUndetermined 999 2022 4 8

Europe & Central AsiaUtilities Undetermined 999 2022 4 8

Europe & Central AsiaReal Estate and Rental and LeasingUndetermined 999 2022 4 8

North AmericaHealth Care and Social Assistance 2022 4 8

North AmericaHealth Care and Social AssistanceRussian FederationRUS 2022 4 7

Europe & Central AsiaTransportation and Warehousing 2022 4 7

Europe & Central AsiaInformationUkraine UKR 2022 4 7

#N/A Utilities Russian FederationRUS 2022 4 7

#N/A Professional, Scientific, and Technical ServicesRussian FederationRUS 2022 4 7

Europe & Central AsiaPublic AdministrationBelarus BLR 2022 4 7

#N/A Finance and Insurance 2022 4 7

Europe & Central AsiaPublic AdministrationUkraine UKR 2022 4 7

North AmericaEducational Services 2022 4 6

Europe & Central AsiaPublic AdministrationUndetermined 999 2022 4 6

North AmericaHealth Care and Social Assistance 2022 4 6

Europe & Central AsiaMining, Quarrying, and Oil and Gas Extraction2022 4 6

North AmericaProfessional, Scientific, and Technical ServicesUndetermined 999 2022 4 5



Europe & Central AsiaProfessional, Scientific, and Technical ServicesRussian FederationRUS 2022 4 5

North AmericaHealth Care and Social Assistance 2022 4 5

Europe & Central AsiaWholesale Trade 2022 4 5

Europe & Central AsiaPublic AdministrationUkraine UKR 2022 4 5

Europe & Central AsiaRetail TradeRussian FederationRUS 2022 4 5

#N/A Other Services (except Public Administration)Undetermined 999 2022 4 5

North AmericaTransportation and Warehousing 2022 4 5

North AmericaAdministrative and Support and Waste Management and Remediation Services2022 4 5

Europe & Central AsiaManufacturing 2022 4 4

Europe & Central AsiaPublic AdministrationUndetermined 999 2022 4 4

North AmericaPublic AdministrationUndetermined 999 2022 4 4

North AmericaHealth Care and Social Assistance 2022 4 4

Europe & Central AsiaManufacturingUndetermined 999 2022 4 4

#N/A Finance and Insurance 2022 4 3

Europe & Central AsiaManufacturingRussian FederationRUS 2022 4 2

Europe & Central AsiaOther Services (except Public Administration)Undetermined 999 2022 4 1

Europe & Central AsiaAccommodation and Food Services 2022 4 1

Europe & Central AsiaInformationRussian FederationRUS 2022 4 1

Europe & Central AsiaPublic Administration 2022 4 1

Europe & Central AsiaFinance and InsuranceRussian FederationRUS 2022 4 1

North AmericaManufacturingUndetermined 999 2022 4 1

Europe & Central AsiaManufacturingRussian FederationRUS 2022 4 1

Europe & Central AsiaManufacturingUndetermined 999 2022 4 1

Europe & Central AsiaProfessional, Scientific, and Technical ServicesUndetermined 999 2022 4 1

Europe & Central AsiaPublic AdministrationChina CHN 2022 3 31

#N/A UndeterminedRussian FederationRUS 2022 3 31

Europe & Central AsiaRetail Trade 2022 3 31

Europe & Central AsiaUtilities 2022 3 31

#N/A Finance and Insurance 2022 3 31

Europe & Central AsiaPublic AdministrationUndetermined 999 2022 3 31

Europe & Central AsiaFinance and InsuranceUndetermined 999 2022 3 31

East Asia & PacificProfessional, Scientific, and Technical ServicesUndetermined 999 2022 3 31

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2022 3 31

North AmericaHealth Care and Social Assistance 2022 3 30

East Asia & PacificProfessional, Scientific, and Technical ServicesUndetermined 999 2022 3 30

Europe & Central AsiaFinance and Insurance 2022 3 30

North AmericaFinance and InsuranceUndetermined 999 2022 3 30

Europe & Central AsiaTransportation and Warehousing 2022 3 30

North AmericaEducational Services 2022 3 29

Europe & Central AsiaManufacturingUndetermined 999 2022 3 29

North AmericaTransportation and Warehousing 2022 3 29

North AmericaPublic Administration 2022 3 29

North AmericaManufacturingRussian FederationRUS 2022 3 29

North AmericaProfessional, Scientific, and Technical ServicesUndetermined 999 2022 3 29

North AmericaInformation 2022 3 29

Europe & Central AsiaManufacturingUkraine UKR 2022 3 28

North AmericaHealth Care and Social AssistanceRussian FederationRUS 2022 3 28

Europe & Central AsiaInformation 2022 3 28

Europe & Central AsiaInformationUndetermined 999 2022 3 28

Europe & Central AsiaTransportation and Warehousing 2022 3 28

North AmericaHealth Care and Social AssistanceRussian FederationRUS 2022 3 28

North AmericaOther Services (except Public Administration)Russian FederationRUS 2022 3 28

North AmericaManufacturingRussian FederationRUS 2022 3 28

Middle East & North AfricaFinance and InsuranceRussian FederationRUS 2022 3 28

Latin America & CaribbeanHealth Care and Social AssistanceRussian FederationRUS 2022 3 28



Europe & Central AsiaPublic AdministrationUndetermined 999 2022 3 28

Europe & Central AsiaInformationUndetermined 999 2022 3 28

North AmericaHealth Care and Social Assistance 2022 3 27

Europe & Central AsiaProfessional, Scientific, and Technical ServicesUndetermined 999 2022 3 27

#N/A Finance and Insurance 2022 3 27

Latin America & CaribbeanEducational ServicesRussian FederationRUS 2022 3 27

North AmericaProfessional, Scientific, and Technical Services2022 3 26

Europe & Central AsiaTransportation and Warehousing 2022 3 26

North AmericaHealth Care and Social Assistance 2022 3 25

North AmericaEducational Services 2022 3 25

North AmericaEducational ServicesRussian FederationRUS 2022 3 25

North AmericaHealth Care and Social Assistance 2022 3 25

North AmericaHealth Care and Social AssistanceUndetermined 999 2022 3 25

North AmericaHealth Care and Social Assistance 2022 3 25

North AmericaHealth Care and Social AssistanceUndetermined 999 2022 3 25

Europe & Central AsiaConstructionUndetermined 999 2022 3 25

North AmericaProfessional, Scientific, and Technical ServicesUndetermined 999 2022 3 25

North AmericaProfessional, Scientific, and Technical ServicesUndetermined 999 2022 3 25

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2022 3 25

Latin America & CaribbeanAccommodation and Food ServicesUndetermined 999 2022 3 24

Europe & Central AsiaPublic AdministrationUndetermined 999 2022 3 24

Europe & Central AsiaPublic Administration 2022 3 24

North AmericaHealth Care and Social Assistance 2022 3 24

North AmericaHealth Care and Social Assistance 2022 3 24

North AmericaHealth Care and Social AssistanceRussian FederationRUS 2022 3 24

Europe & Central AsiaRetail TradeUndetermined 999 2022 3 24

Europe & Central AsiaRetail TradeUndetermined 999 2022 3 24

Europe & Central AsiaRetail TradeUndetermined 999 2022 3 24

#N/A Finance and Insurance 2022 3 23

#N/A Finance and Insurance 2022 3 23

Europe & Central AsiaTransportation and Warehousing 2022 3 23

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2022 3 23

North AmericaEducational ServicesRussian FederationRUS 2022 3 23

Europe & Central AsiaPublic Administration 2022 3 23

Europe & Central AsiaManufacturingChina CHN 2022 3 23

Europe & Central AsiaTransportation and WarehousingUndetermined 999 2022 3 23

Europe & Central AsiaTransportation and Warehousing 2022 3 23

Europe & Central AsiaTransportation and WarehousingRussian FederationRUS 2022 3 23

North AmericaHealth Care and Social Assistance 2022 3 22

North AmericaProfessional, Scientific, and Technical Services2022 3 22

East Asia & PacificAccommodation and Food Services 2022 3 22

Europe & Central AsiaAccommodation and Food Services 2022 3 22

North AmericaInformationUndetermined 999 2022 3 22

North AmericaManufacturingUndetermined 999 2022 3 22

Middle East & North AfricaProfessional, Scientific, and Technical ServicesUndetermined 999 2022 3 22

Europe & Central AsiaEducational Services 2022 3 22

North AmericaProfessional, Scientific, and Technical Services2022 3 21

#N/A Finance and Insurance 2022 3 21

Europe & Central AsiaInformation 2022 3 21

Europe & Central AsiaTransportation and WarehousingUndetermined 999 2022 3 21

North AmericaHealth Care and Social Assistance 2022 3 21

Europe & Central AsiaAdministrative and Support and Waste Management and Remediation Services2022 3 20

Europe & Central AsiaOther Services (except Public Administration)Russian FederationRUS 2022 3 20

Europe & Central AsiaTransportation and WarehousingUndetermined 999 2022 3 20

North AmericaProfessional, Scientific, and Technical Services2022 3 19



North AmericaHealth Care and Social AssistanceRussian FederationRUS 2022 3 19

East Asia & PacificManufacturingUndetermined 999 2022 3 19

North AmericaFinance and Insurance 2022 3 18

North AmericaPublic Administration 2022 3 18

Europe & Central AsiaFinance and Insurance 2022 3 18

North AmericaHealth Care and Social Assistance 2022 3 18

North AmericaHealth Care and Social Assistance 2022 3 18

North AmericaAccommodation and Food Services 2022 3 18

Europe & Central AsiaHealth Care and Social AssistanceUndetermined 999 2022 3 18

North AmericaFinance and Insurance 2022 3 18

Sub-Saharan AfricaFinance and InsuranceUndetermined 999 2022 3 18

Europe & Central AsiaInformationUkraine UKR 2022 3 18

North AmericaHealth Care and Social AssistanceUndetermined 999 2022 3 17

North AmericaHealth Care and Social Assistance 2022 3 17

East Asia & PacificProfessional, Scientific, and Technical Services2022 3 17

North AmericaUtilities Undetermined 999 2022 3 17

Europe & Central AsiaPublic AdministrationUndetermined 999 2022 3 17

Europe & Central AsiaPublic AdministrationUkraine UKR 2022 3 17

North AmericaHealth Care and Social Assistance 2022 3 16

Europe & Central AsiaPublic Administration 2022 3 16

North AmericaEducational Services 2022 3 16

Europe & Central AsiaHealth Care and Social Assistance 2022 3 16

Europe & Central AsiaTransportation and Warehousing 2022 3 16

Europe & Central AsiaInformation 2022 3 16

North AmericaHealth Care and Social Assistance 2022 3 15

#N/A Finance and Insurance 2022 3 15

North AmericaHealth Care and Social Assistance 2022 3 15

Europe & Central AsiaEducational Services 2022 3 15

Europe & Central AsiaPublic AdministrationUndetermined 999 2022 3 15

Europe & Central AsiaTransportation and WarehousingUndetermined 999 2022 3 15

Europe & Central AsiaTransportation and WarehousingUndetermined 999 2022 3 15

Europe & Central AsiaPublic AdministrationUndetermined 999 2022 3 15

Europe & Central AsiaPublic AdministrationUndetermined 999 2022 3 15

North AmericaHealth Care and Social Assistance 2022 3 15

Europe & Central AsiaTransportation and WarehousingUnited States of AmericaUSA 2022 3 15

Europe & Central AsiaTransportation and WarehousingUnited States of AmericaUSA 2022 3 15

Europe & Central AsiaPublic Administration 2022 3 15

North AmericaHealth Care and Social Assistance 2022 3 14

North AmericaManufacturingRussian FederationRUS 2022 3 14

North AmericaHealth Care and Social Assistance 2022 3 14

Middle East & North AfricaPublic Administration 2022 3 14

Latin America & CaribbeanTransportation and WarehousingRussian FederationRUS 2022 3 14

Europe & Central AsiaInformationUndetermined 999 2022 3 14

North AmericaProfessional, Scientific, and Technical Services2022 3 14

Europe & Central AsiaTransportation and WarehousingRussian FederationRUS 2022 3 14

North AmericaHealth Care and Social Assistance 2022 3 13

Europe & Central AsiaTransportation and WarehousingRussian FederationRUS 2022 3 13

Europe & Central AsiaUtilities Undetermined 999 2022 3 12

North AmericaEducational Services 2022 3 11

North AmericaEducational Services 2022 3 11

North AmericaHealth Care and Social Assistance 2022 3 11

Europe & Central AsiaTransportation and Warehousing 2022 3 11

North AmericaManufacturingUndetermined 999 2022 3 11

Europe & Central AsiaManufacturing 2022 3 11

North AmericaTransportation and WarehousingUndetermined 999 2022 3 10



North AmericaTransportation and WarehousingUndetermined 999 2022 3 10

Europe & Central AsiaTransportation and WarehousingIran (Islamic Republic of)IRN 2022 3 10

Europe & Central AsiaInformationUndetermined 999 2022 3 10

North AmericaHealth Care and Social Assistance 2022 3 9

North AmericaHealth Care and Social AssistanceUndetermined 999 2022 3 9

North AmericaManufacturingUndetermined 999 2022 3 9

Europe & Central AsiaInformation 2022 3 9

North AmericaHealth Care and Social Assistance 2022 3 8

Europe & Central AsiaPublic AdministrationUndetermined 999 2022 3 8

Europe & Central AsiaTransportation and WarehousingUndetermined 999 2022 3 8

Latin America & CaribbeanRetail TradeUndetermined 999 2022 3 8

Europe & Central AsiaProfessional, Scientific, and Technical ServicesUndetermined 999 2022 3 8

#N/A Public AdministrationRussian FederationRUS 2022 3 8

Europe & Central AsiaPublic Administration 2022 3 8

Europe & Central AsiaPublic Administration 2022 3 8

Europe & Central AsiaPublic Administration 2022 3 8

Europe & Central AsiaPublic Administration 2022 3 8

Europe & Central AsiaPublic Administration 2022 3 8

Europe & Central AsiaPublic Administration 2022 3 8

Europe & Central AsiaPublic Administration 2022 3 8

North AmericaHealth Care and Social Assistance 2022 3 7

North AmericaPublic Administration 2022 3 7

North AmericaHealth Care and Social Assistance 2022 3 7

Europe & Central AsiaUtilities Russian FederationRUS 2022 3 7

Europe & Central AsiaPublic Administration 2022 3 7

Europe & Central AsiaPublic AdministrationBelarus BLR 2022 3 7

Europe & Central AsiaPublic AdministrationBelarus BLR 2022 3 7

Europe & Central AsiaPublic Administration 2022 3 7

Europe & Central AsiaUtilities Ukraine UKR 2022 3 7

East Asia & PacificArts, Entertainment, and Recreation 2022 3 6

Europe & Central AsiaInformationUndetermined 999 2022 3 6

Europe & Central AsiaInformationUndetermined 999 2022 3 6

Europe & Central AsiaInformationUndetermined 999 2022 3 6

Europe & Central AsiaInformationUndetermined 999 2022 3 6

Europe & Central AsiaInformationUndetermined 999 2022 3 6

Europe & Central AsiaInformationUndetermined 999 2022 3 6

Europe & Central AsiaInformationUndetermined 999 2022 3 6

Europe & Central AsiaPublic AdministrationUnited States of AmericaUSA 2022 3 5

North AmericaFinance and Insurance 2022 3 4

North AmericaProfessional, Scientific, and Technical Services2022 3 4

Europe & Central AsiaPublic AdministrationUndetermined 999 2022 3 4

Europe & Central AsiaPublic AdministrationUndetermined 999 2022 3 4

East Asia & PacificManufacturingUndetermined 999 2022 3 4

North AmericaInformation 2022 3 3

Europe & Central AsiaPublic AdministrationUndetermined 999 2022 3 3

Europe & Central AsiaPublic Administration 2022 3 3

North AmericaHealth Care and Social Assistance 2022 3 3

#N/A Transportation and WarehousingUndetermined 999 2022 3 3

North AmericaHealth Care and Social Assistance 2022 3 3

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2022 3 3

North AmericaEducational Services 2022 3 2

North AmericaPublic AdministrationUndetermined 999 2022 3 2

Europe & Central AsiaPublic Administration 2022 3 2

North AmericaEducational Services 2022 3 1

Latin America & CaribbeanMining, Quarrying, and Oil and Gas Extraction2022 3 1



Europe & Central AsiaPublic AdministrationUndetermined 999 2022 3 1

Europe & Central AsiaOther Services (except Public Administration)Undetermined 999 2022 3 1

Europe & Central AsiaPublic AdministrationUndetermined 999 2022 3 1

North AmericaEducational Services 2022 3 1

North AmericaProfessional, Scientific, and Technical ServicesUndetermined 999 2022 3 1

Europe & Central AsiaPublic AdministrationUndetermined 999 2022 3 1

Europe & Central AsiaTransportation and Warehousing 2022 3 1

Europe & Central AsiaFinance and InsuranceRussian FederationRUS 2022 2 28

#N/A Professional, Scientific, and Technical ServicesKorea (the Democratic People's Republic of)PRK 2022 2 28

North AmericaManufacturingRussian FederationRUS 2022 2 28

North AmericaEducational Services 2022 2 28

Europe & Central AsiaInformationUndetermined 999 2022 2 28

Europe & Central AsiaInformationUndetermined 999 2022 2 28

Europe & Central AsiaInformationUndetermined 999 2022 2 28

Europe & Central AsiaInformationUndetermined 999 2022 2 28

Europe & Central AsiaInformationUndetermined 999 2022 2 28

Europe & Central AsiaPublic AdministrationUndetermined 999 2022 2 28

Europe & Central AsiaFinance and InsuranceUkraine UKR 2022 2 28

North AmericaProfessional, Scientific, and Technical ServicesUndetermined 999 2022 2 28

Sub-Saharan AfricaTransportation and WarehousingIran (Islamic Republic of)IRN 2022 2 28

Middle East & North AfricaTransportation and WarehousingIran (Islamic Republic of)IRN 2022 2 28

East Asia & PacificTransportation and WarehousingIran (Islamic Republic of)IRN 2022 2 28

Europe & Central AsiaTransportation and WarehousingUndetermined 999 2022 2 28

North AmericaManufacturing 2022 2 27

Europe & Central AsiaTransportation and WarehousingBelarus BLR 2022 2 27

Europe & Central AsiaManufacturingUndetermined 999 2022 2 27

Europe & Central AsiaPublic AdministrationUndetermined 999 2022 2 27

Europe & Central AsiaProfessional, Scientific, and Technical ServicesUndetermined 999 2022 2 27

Europe & Central AsiaTransportation and WarehousingUndetermined 999 2022 2 27

Europe & Central AsiaFinance and InsuranceUndetermined 999 2022 2 27

Europe & Central AsiaProfessional, Scientific, and Technical Services2022 2 27

Europe & Central AsiaManufacturingUndetermined 999 2022 2 26

Europe & Central AsiaPublic Administration 2022 2 26

Europe & Central AsiaTransportation and WarehousingUndetermined 999 2022 2 26

Europe & Central AsiaTransportation and WarehousingUndetermined 999 2022 2 26

Middle East & North AfricaEducational ServicesRussian FederationRUS 2022 2 25

Europe & Central AsiaPublic AdministrationUndetermined 999 2022 2 25

North AmericaHealth Care and Social AssistanceRussian FederationRUS 2022 2 25

North AmericaPublic Administration 2022 2 25

Europe & Central AsiaFinance and Insurance 2022 2 25

Europe & Central AsiaPublic Administration 2022 2 25

Europe & Central AsiaPublic Administration 2022 2 25

Europe & Central AsiaTransportation and Warehousing 2022 2 25

Europe & Central AsiaFinance and Insurance 2022 2 25

Europe & Central AsiaTransportation and WarehousingBrazil BRA 2022 2 25

Europe & Central AsiaTransportation and WarehousingBelarus BLR 2022 2 25

Europe & Central AsiaTransportation and WarehousingBelarus BLR 2022 2 25

North AmericaHealth Care and Social Assistance 2022 2 24

Europe & Central AsiaInformationUndetermined 999 2022 2 24

North AmericaPublic Administration 2022 2 24

Europe & Central AsiaInformation 2022 2 24

Europe & Central AsiaTransportation and WarehousingBelarus BLR 2022 2 24

Europe & Central AsiaTransportation and Warehousing 2022 2 24

Europe & Central AsiaInformation 2022 2 24

North AmericaHealth Care and Social Assistance 2022 2 23



North AmericaManufacturingUndetermined 999 2022 2 23

#N/A Other Services (except Public Administration)Undetermined 999 2022 2 23

North AmericaConstructionUndetermined 999 2022 2 23

North AmericaManufacturingUndetermined 999 2022 2 23

North AmericaTransportation and WarehousingUndetermined 999 2022 2 23

Europe & Central AsiaTransportation and WarehousingRussian FederationRUS 2022 2 23

Europe & Central AsiaTransportation and WarehousingRussian FederationRUS 2022 2 23

Europe & Central AsiaTransportation and WarehousingRussian FederationRUS 2022 2 23

Europe & Central AsiaPublic Administration 2022 2 23

Europe & Central AsiaPublic Administration 2022 2 23

Europe & Central AsiaPublic Administration 2022 2 23

Europe & Central AsiaPublic Administration 2022 2 23

Europe & Central AsiaPublic Administration 2022 2 23

Europe & Central AsiaTransportation and Warehousing 2022 2 23

Europe & Central AsiaTransportation and Warehousing 2022 2 23

Europe & Central AsiaTransportation and Warehousing 2022 2 23

Europe & Central AsiaTransportation and Warehousing 2022 2 23

Europe & Central AsiaTransportation and Warehousing 2022 2 23

Europe & Central AsiaTransportation and Warehousing 2022 2 23

Europe & Central AsiaPublic Administration 2022 2 23

Europe & Central AsiaTransportation and WarehousingRussian FederationRUS 2022 2 23

#N/A Finance and Insurance 2022 2 22

North AmericaTransportation and Warehousing 2022 2 21

North AmericaAdministrative and Support and Waste Management and Remediation Services2022 2 20

Europe & Central AsiaManufacturing 2022 2 20

North AmericaInformation 2022 2 20

North AmericaHealth Care and Social Assistance 2022 2 19

North AmericaHealth Care and Social Assistance 2022 2 18

North AmericaEducational Services 2022 2 17

North AmericaHealth Care and Social Assistance 2022 2 16

Europe & Central AsiaPublic Administration 2022 2 15

Europe & Central AsiaFinance and Insurance 2022 2 15

Europe & Central AsiaFinance and Insurance 2022 2 15

Europe & Central AsiaPublic Administration 2022 2 15

North AmericaInformationRussian FederationRUS 2022 2 15

North AmericaArts, Entertainment, and RecreationUndetermined 999 2022 2 13

Europe & Central AsiaPublic AdministrationUndetermined 999 2022 2 11

North AmericaProfessional, Scientific, and Technical ServicesUndetermined 999 2022 2 11

Europe & Central AsiaTransportation and WarehousingRussian FederationRUS 2022 2 11

Europe & Central AsiaManufacturingUndetermined 999 2022 2 10

North AmericaHealth Care and Social AssistanceUndetermined 999 2022 2 10

North AmericaAdministrative and Support and Waste Management and Remediation Services2022 2 10

North AmericaHealth Care and Social Assistance 2022 2 10

Europe & Central AsiaInformationUndetermined 999 2022 2 10

Europe & Central AsiaInformationUndetermined 999 2022 2 10

Europe & Central AsiaInformationUndetermined 999 2022 2 10

Europe & Central AsiaInformation 2022 2 10

Europe & Central AsiaInformation 2022 2 10

Europe & Central AsiaTransportation and Warehousing 2022 2 10

North AmericaHealth Care and Social Assistance 2022 2 10

North AmericaManufacturingUndetermined 999 2022 2 10

Europe & Central AsiaInformation 2022 2 9

East Asia & PacificAccommodation and Food Services 2022 2 9

Europe & Central AsiaInformation 2022 2 8

North AmericaManufacturingUndetermined 999 2022 2 8



North AmericaHealth Care and Social Assistance 2022 2 7

Europe & Central AsiaInformation 2022 2 7

Middle East & North AfricaTransportation and WarehousingUndetermined 999 2022 2 7

North AmericaFinance and Insurance 2022 2 6

North AmericaFinance and InsuranceUndetermined 999 2022 2 5

North AmericaFinance and Insurance 2022 2 5

North AmericaRetail Trade 2022 2 5

North AmericaOther Services (except Public Administration)2022 2 4

Europe & Central AsiaAdministrative and Support and Waste Management and Remediation Services2022 2 4

North AmericaRetail Trade 2022 2 4

East Asia & PacificEducational Services 2022 2 4

North AmericaProfessional, Scientific, and Technical Services2022 2 3

North AmericaEducational ServicesUndetermined 999 2022 2 2

North AmericaManufacturing 2022 2 2

North AmericaHealth Care and Social Assistance 2022 2 1

Middle East & North AfricaInformationIran (Islamic Republic of)IRN 2022 2 1

North AmericaRetail TradeUndetermined 999 2022 2 1

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2022 2 1

Europe & Central AsiaTransportation and WarehousingRussian FederationRUS 2022 2 1

North AmericaProfessional, Scientific, and Technical ServicesUndetermined 999 2022 1 31

North AmericaProfessional, Scientific, and Technical ServicesUndetermined 999 2022 1 31

North AmericaAgriculture, Forestry, Fishing and HuntingUndetermined 999 2022 1 31

North AmericaManufacturingUndetermined 999 2022 1 31

Europe & Central AsiaTransportation and Warehousing 2022 1 30

Europe & Central AsiaTransportation and Warehousing 2022 1 30

Europe & Central AsiaTransportation and WarehousingRussian FederationRUS 2022 1 29

Europe & Central AsiaTransportation and WarehousingRussian FederationRUS 2022 1 29

Europe & Central AsiaManufacturingRussian FederationRUS 2022 1 28

Europe & Central AsiaUtilities Russian FederationRUS 2022 1 28

Europe & Central AsiaPublic AdministrationUndetermined 999 2022 1 27

Middle East & North AfricaInformationIran (Islamic Republic of)IRN 2022 1 27

#N/A Finance and Insurance 2022 1 27

Latin America & CaribbeanPublic AdministrationRussian FederationRUS 2022 1 27

Europe & Central AsiaProfessional, Scientific, and Technical ServicesRussian FederationRUS 2022 1 27

North AmericaHealth Care and Social Assistance 2022 1 27

East Asia & PacificInformation 2022 1 26

North AmericaPublic Administration 2022 1 26

East Asia & PacificRetail Trade 2022 1 26

North AmericaHealth Care and Social Assistance 2022 1 25

North AmericaProfessional, Scientific, and Technical ServicesUndetermined 999 2022 1 25

Europe & Central AsiaTransportation and WarehousingBelarus BLR 2022 1 24

Europe & Central AsiaPublic Administration 2022 1 24

North AmericaPublic Administration 2022 1 24

North AmericaProfessional, Scientific, and Technical Services2022 1 23

Europe & Central AsiaInformation 2022 1 21

North AmericaOther Services (except Public Administration)2022 1 21

North AmericaEducational Services 2022 1 20

North AmericaHealth Care and Social Assistance 2022 1 19

#N/A Health Care and Social Assistance 2022 1 19

North AmericaHealth Care and Social Assistance 2022 1 19

North AmericaPublic Administration 2022 1 19

East Asia & PacificManufacturingRussian FederationRUS 2022 1 18

North AmericaManufacturingUndetermined 999 2022 1 18

East Asia & PacificFinance and Insurance 2022 1 17

North AmericaHealth Care and Social Assistance 2022 1 16



Europe & Central AsiaFinance and InsuranceUndetermined 999 2022 1 15

Europe & Central AsiaPublic AdministrationBelarus BLR 2022 1 14

Europe & Central AsiaPublic AdministrationBelarus BLR 2022 1 14

Europe & Central AsiaPublic AdministrationBelarus BLR 2022 1 14

Europe & Central AsiaPublic AdministrationBelarus BLR 2022 1 14

Europe & Central AsiaPublic AdministrationBelarus BLR 2022 1 14

Europe & Central AsiaPublic AdministrationBelarus BLR 2022 1 14

North AmericaOther Services (except Public Administration)2022 1 14

Europe & Central AsiaOther Services (except Public Administration)Russian FederationRUS 2022 1 14

North AmericaRetail TradeRussian FederationRUS 2022 1 14

North AmericaEducational ServicesRussian FederationRUS 2022 1 14

North AmericaEducational ServicesRussian FederationRUS 2022 1 14

North AmericaEducational ServicesRussian FederationRUS 2022 1 14

Europe & Central AsiaHealth Care and Social AssistanceRussian FederationRUS 2022 1 14

Europe & Central AsiaAccommodation and Food ServicesRussian FederationRUS 2022 1 14

Latin America & CaribbeanEducational ServicesRussian FederationRUS 2022 1 14

Europe & Central AsiaAccommodation and Food ServicesRussian FederationRUS 2022 1 14

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2022 1 14

North AmericaEducational ServicesRussian FederationRUS 2022 1 14

Europe & Central AsiaEducational ServicesRussian FederationRUS 2022 1 14

Europe & Central AsiaConstructionRussian FederationRUS 2022 1 14

North AmericaHealth Care and Social AssistanceRussian FederationRUS 2022 1 14

North AmericaHealth Care and Social AssistanceRussian FederationRUS 2022 1 14

North AmericaManufacturingRussian FederationRUS 2022 1 14

Europe & Central AsiaProfessional, Scientific, and Technical ServicesRussian FederationRUS 2022 1 14

North AmericaOther Services (except Public Administration)Russian FederationRUS 2022 1 14

Europe & Central AsiaManufacturingRussian FederationRUS 2022 1 14

Europe & Central AsiaHealth Care and Social AssistanceRussian FederationRUS 2022 1 14

Europe & Central AsiaEducational ServicesRussian FederationRUS 2022 1 14

North AmericaUtilities Russian FederationRUS 2022 1 14

North AmericaEducational ServicesRussian FederationRUS 2022 1 14

North AmericaMining, Quarrying, and Oil and Gas ExtractionRussian FederationRUS 2022 1 14

Europe & Central AsiaAccommodation and Food ServicesRussian FederationRUS 2022 1 14

North AmericaFinance and InsuranceRussian FederationRUS 2022 1 14

North AmericaEducational ServicesRussian FederationRUS 2022 1 14

Europe & Central AsiaTransportation and WarehousingRussian FederationRUS 2022 1 14

North AmericaHealth Care and Social Assistance 2022 1 13

North AmericaPublic Administration 2022 1 13

North AmericaEducational ServicesUndetermined 999 2022 1 13

Latin America & CaribbeanManufacturingRussian FederationRUS 2022 1 13

Europe & Central AsiaEducational ServicesRussian FederationRUS 2022 1 13

North AmericaEducational ServicesRussian FederationRUS 2022 1 13

Europe & Central AsiaManufacturingRussian FederationRUS 2022 1 13

Europe & Central AsiaHealth Care and Social AssistanceRussian FederationRUS 2022 1 13

North AmericaRetail TradeRussian FederationRUS 2022 1 13

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2022 1 13

East Asia & PacificPublic AdministrationRussian FederationRUS 2022 1 13

North AmericaProfessional, Scientific, and Technical ServicesRussian FederationRUS 2022 1 13

Middle East & North AfricaProfessional, Scientific, and Technical ServicesRussian FederationRUS 2022 1 13

Europe & Central AsiaTransportation and WarehousingRussian FederationRUS 2022 1 13

Europe & Central AsiaTransportation and WarehousingRussian FederationRUS 2022 1 13

Europe & Central AsiaTransportation and WarehousingRussian FederationRUS 2022 1 13

North AmericaHealth Care and Social Assistance 2022 1 12

Europe & Central AsiaManufacturingUndetermined 999 2022 1 12

North AmericaEducational Services 2022 1 12



Europe & Central AsiaProfessional, Scientific, and Technical Services2022 1 12

Europe & Central AsiaProfessional, Scientific, and Technical Services2022 1 12

Europe & Central AsiaProfessional, Scientific, and Technical Services2022 1 12

North AmericaPublic Administration 2022 1 12

North AmericaManufacturing 2022 1 12

Europe & Central AsiaRetail TradeRussian FederationRUS 2022 1 11

#N/A ConstructionUndetermined 999 2022 1 11

Europe & Central AsiaAccommodation and Food ServicesRussian FederationRUS 2022 1 11

Europe & Central AsiaEducational ServicesRussian FederationRUS 2022 1 11

Europe & Central AsiaUtilities Russian FederationRUS 2022 1 10

North AmericaHealth Care and Social Assistance 2022 1 9

North AmericaAdministrative and Support and Waste Management and Remediation Services2022 1 8

North AmericaEducational Services 2022 1 7

North AmericaFinance and Insurance 2022 1 7

North AmericaPublic Administration 2022 1 5

North AmericaManufacturing 2022 1 5

North AmericaHealth Care and Social Assistance 2022 1 5

North AmericaFinance and Insurance 2022 1 5

North AmericaFinance and Insurance 2022 1 5

North AmericaProfessional, Scientific, and Technical Services2022 1 4

Middle East & North AfricaInformation 2022 1 3

Middle East & North AfricaInformation 2022 1 3

South AsiaPublic Administration 2022 1 3

South AsiaProfessional, Scientific, and Technical Services2022 1 3

South AsiaFinance and Insurance 2022 1 3

Europe & Central AsiaInformationUndetermined 999 2022 1 1

Europe & Central AsiaEducational ServicesRussian FederationRUS 2022 1 1

Europe & Central AsiaHealth Care and Social Assistance 2021 12 31

#N/A Public Administration 2021 12 31

North AmericaHealth Care and Social Assistance 2021 12 31

North AmericaOther Services (except Public Administration)Undetermined 999 2021 12 31

North AmericaHealth Care and Social Assistance 2021 12 31

South AsiaPublic Administration 2021 12 29

North AmericaProfessional, Scientific, and Technical Services2021 12 29

Europe & Central AsiaInformation 2021 12 28

North AmericaPublic Administration 2021 12 27

North AmericaHealth Care and Social Assistance 2021 12 27

North AmericaPublic Administration 2021 12 25

North AmericaProfessional, Scientific, and Technical ServicesUndetermined 999 2021 12 23

Sub-Saharan AfricaManufacturingUndetermined 999 2021 12 23

South AsiaManufacturingUndetermined 999 2021 12 23

North AmericaEducational ServicesUndetermined 999 2021 12 22

North AmericaHealth Care and Social Assistance 2021 12 21

North AmericaHealth Care and Social Assistance 2021 12 21

North AmericaHealth Care and Social Assistance 2021 12 21

Europe & Central AsiaProfessional, Scientific, and Technical Services2021 12 20

Europe & Central AsiaInformation 2021 12 20

Europe & Central AsiaPublic Administration 2021 12 20

Europe & Central AsiaProfessional, Scientific, and Technical Services2021 12 19

#N/A Finance and Insurance 2021 12 19

Middle East & North AfricaArts, Entertainment, and RecreationUndetermined 999 2021 12 18

Middle East & North AfricaArts, Entertainment, and RecreationUndetermined 999 2021 12 18

East Asia & PacificAdministrative and Support and Waste Management and Remediation ServicesRussian FederationRUS 2021 12 17

North AmericaHealth Care and Social Assistance 2021 12 17

North AmericaHealth Care and Social Assistance 2021 12 17



North AmericaManufacturingUndetermined 999 2021 12 17

Europe & Central AsiaPublic AdministrationUndetermined 999 2021 12 17

North AmericaProfessional, Scientific, and Technical Services2021 12 17

North AmericaProfessional, Scientific, and Technical Services2021 12 17

Europe & Central AsiaPublic Administration 2021 12 16

North AmericaPublic Administration 2021 12 16

North AmericaHealth Care and Social Assistance 2021 12 16

Europe & Central AsiaHealth Care and Social AssistanceRussian FederationRUS 2021 12 15

North AmericaHealth Care and Social Assistance 2021 12 15

North AmericaHealth Care and Social Assistance 2021 12 15

North AmericaManufacturingUndetermined 999 2021 12 15

North AmericaHealth Care and Social Assistance 2021 12 15

North AmericaTransportation and WarehousingRussian FederationRUS 2021 12 15

North AmericaHealth Care and Social Assistance 2021 12 14

North AmericaEducational ServicesRussian FederationRUS 2021 12 14

#N/A Finance and Insurance 2021 12 13

Europe & Central AsiaHealth Care and Social Assistance 2021 12 13

North AmericaInformation 2021 12 13

North AmericaOther Services (except Public Administration)2021 12 13

Europe & Central AsiaProfessional, Scientific, and Technical ServicesUndetermined 999 2021 12 13

Europe & Central AsiaAccommodation and Food Services 2021 12 12

South AsiaPublic Administration 2021 12 12

North AmericaUtilities 2021 12 12

North AmericaPublic Administration 2021 12 12

North AmericaAccommodation and Food ServicesRussian FederationRUS 2021 12 12

East Asia & PacificFinance and Insurance 2021 12 12

North AmericaFinance and InsuranceUndetermined 999 2021 12 12

Europe & Central AsiaProfessional, Scientific, and Technical Services2021 12 11

East Asia & PacificFinance and Insurance 2021 12 11

Latin America & CaribbeanPublic AdministrationUndetermined 999 2021 12 10

North AmericaOther Services (except Public Administration)Russian FederationRUS 2021 12 10

Europe & Central AsiaPublic Administration 2021 12 10

North AmericaHealth Care and Social Assistance 2021 12 10

North AmericaHealth Care and Social Assistance 2021 12 10

East Asia & PacificManufacturingRussian FederationRUS 2021 12 10

North AmericaTransportation and Warehousing 2021 12 9

Europe & Central AsiaPublic Administration 2021 12 9

Europe & Central AsiaTransportation and WarehousingUndetermined 999 2021 12 9

Sub-Saharan AfricaFinance and Insurance 2021 12 9

#N/A Professional, Scientific, and Technical ServicesUndetermined 999 2021 12 9

Europe & Central AsiaManufacturingUndetermined 999 2021 12 9

North AmericaRetail TradeUndetermined 999 2021 12 9

North AmericaOther Services (except Public Administration)Undetermined 999 2021 12 9

North AmericaHealth Care and Social Assistance 2021 12 8

North AmericaHealth Care and Social Assistance 2021 12 8

North AmericaEducational Services 2021 12 7

North AmericaManufacturingUndetermined 999 2021 12 7

North AmericaEducational Services 2021 12 6

North AmericaEducational Services 2021 12 6

North AmericaManufacturingRussian FederationRUS 2021 12 6

Middle East & North AfricaArts, Entertainment, and Recreation 2021 12 5

North AmericaHealth Care and Social Assistance 2021 12 5

Europe & Central AsiaProfessional, Scientific, and Technical ServicesRussian FederationRUS 2021 12 5

North AmericaProfessional, Scientific, and Technical ServicesUndetermined 999 2021 12 5

Latin America & CaribbeanInformationRussian FederationRUS 2021 12 5



#N/A Finance and Insurance 2021 12 4

Europe & Central AsiaRetail Trade 2021 12 4

North AmericaEducational Services 2021 12 3

North AmericaEducational Services 2021 12 2

Europe & Central AsiaAccommodation and Food ServicesRussian FederationRUS 2021 12 2

#N/A Finance and Insurance 2021 12 2

North AmericaProfessional, Scientific, and Technical ServicesUndetermined 999 2021 12 2

North AmericaRetail TradeUndetermined 999 2021 12 1

North AmericaProfessional, Scientific, and Technical ServicesRussian FederationRUS 2021 12 1

East Asia & PacificFinance and InsuranceRussian FederationRUS 2021 12 1

North AmericaPublic Administration 2021 11 30

South AsiaFinance and Insurance 2021 11 30

Europe & Central AsiaPublic Administration 2021 11 30

Europe & Central AsiaManufacturingUndetermined 999 2021 11 30

Latin America & CaribbeanTransportation and WarehousingUndetermined 999 2021 11 30

North AmericaOther Services (except Public Administration)Undetermined 999 2021 11 30

North AmericaEducational Services 2021 11 29

East Asia & PacificUtilities 2021 11 27

East Asia & PacificUtilities Russian FederationRUS 2021 11 27

Europe & Central AsiaRetail Trade 2021 11 26

North AmericaProfessional, Scientific, and Technical Services2021 11 26

Europe & Central AsiaPublic Administration 2021 11 25

North AmericaMining, Quarrying, and Oil and Gas ExtractionRussian FederationRUS 2021 11 25

North AmericaHealth Care and Social Assistance 2021 11 24

East Asia & PacificRetail Trade 2021 11 24

North AmericaRetail Trade 2021 11 24

North AmericaHealth Care and Social Assistance 2021 11 24

North AmericaHealth Care and Social Assistance 2021 11 24

#N/A Information 2021 11 23

North AmericaHealth Care and Social Assistance 2021 11 22

Middle East & North AfricaTransportation and Warehousing 2021 11 21

South AsiaFinance and Insurance 2021 11 21

North AmericaHealth Care and Social Assistance 2021 11 20

Europe & Central AsiaProfessional, Scientific, and Technical Services2021 11 20

North AmericaHealth Care and Social Assistance 2021 11 20

North AmericaManufacturing 2021 11 19

North AmericaEducational ServicesRussian FederationRUS 2021 11 19

East Asia & PacificPublic Administration 2021 11 18

North AmericaEducational Services 2021 11 18

North AmericaHealth Care and Social Assistance 2021 11 18

North AmericaHealth Care and Social Assistance 2021 11 18

North AmericaHealth Care and Social Assistance 2021 11 18

North AmericaHealth Care and Social Assistance 2021 11 16

North AmericaManufacturingUndetermined 999 2021 11 16

North AmericaHealth Care and Social AssistanceUndetermined 999 2021 11 15

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2021 11 15

North AmericaHealth Care and Social Assistance 2021 11 14

North AmericaManufacturingUndetermined 999 2021 11 14

North AmericaHealth Care and Social Assistance 2021 11 14

East Asia & PacificInformationRussian FederationRUS 2021 11 13

North AmericaHealth Care and Social Assistance 2021 11 11

North AmericaInformation 2021 11 10

Europe & Central AsiaWholesale TradeRussian FederationRUS 2021 11 10

Europe & Central AsiaManufacturing 2021 11 9

Europe & Central AsiaEducational ServicesIran (Islamic Republic of)IRN 2021 11 9



Europe & Central AsiaTransportation and WarehousingIran (Islamic Republic of)IRN 2021 11 9

Middle East & North AfricaFinance and InsuranceIran (Islamic Republic of)IRN 2021 11 9

Middle East & North AfricaProfessional, Scientific, and Technical ServicesIran (Islamic Republic of)IRN 2021 11 9

Middle East & North AfricaFinance and InsuranceIran (Islamic Republic of)IRN 2021 11 9

Europe & Central AsiaRetail TradeRussian FederationRUS 2021 11 8

Europe & Central AsiaPublic AdministrationUndetermined 999 2021 11 8

North AmericaRetail Trade 2021 11 7

Europe & Central AsiaProfessional, Scientific, and Technical Services2021 11 7

North AmericaUtilities 2021 11 7

#N/A Finance and InsuranceKorea (the Democratic People's Republic of)PRK 2021 11 5

Europe & Central AsiaRetail Trade 2021 11 5

North AmericaRetail Trade 2021 11 5

North AmericaInformation 2021 11 4

North AmericaHealth Care and Social Assistance 2021 11 4

North AmericaHealth Care and Social Assistance 2021 11 4

Europe & Central AsiaProfessional, Scientific, and Technical Services2021 11 3

North AmericaEducational ServicesUndetermined 999 2021 11 3

North AmericaEducational Services 2021 11 3

North AmericaFinance and Insurance 2021 11 3

North AmericaManufacturingUndetermined 999 2021 11 3

East Asia & PacificPublic Administration 2021 11 2

North AmericaProfessional, Scientific, and Technical Services2021 11 2

North AmericaHealth Care and Social Assistance 2021 11 1

North AmericaPublic AdministrationUndetermined 999 2021 11 1

Europe & Central AsiaWholesale Trade 2021 11 1

North AmericaPublic Administration 2021 11 1

North AmericaEducational Services 2021 11 1

North AmericaRetail Trade 2021 11 1

North AmericaEducational Services 2021 11 1

Latin America & CaribbeanEducational ServicesUndetermined 999 2021 11 1

North AmericaProfessional, Scientific, and Technical Services2021 10 31

North AmericaHealth Care and Social Assistance 2021 10 31

North AmericaTransportation and Warehousing 2021 10 29

Middle East & North AfricaInformationIran (Islamic Republic of)IRN 2021 10 29

South AsiaFinance and Insurance 2021 10 29

North AmericaOther Services (except Public Administration)Undetermined 999 2021 10 27

#N/A Information 2021 10 27

North AmericaRetail Trade 2021 10 27

Middle East & North AfricaUtilities 2021 10 26

Latin America & CaribbeanPublic AdministrationBolivia (Plurinational State of)BOL 2021 10 25

North AmericaHealth Care and Social Assistance 2021 10 25

North AmericaManufacturingRussian FederationRUS 2021 10 25

South AsiaEducational Services 2021 10 24

Europe & Central AsiaRetail Trade 2021 10 24

South AsiaEducational ServicesIran (Islamic Republic of)IRN 2021 10 24

North AmericaHealth Care and Social AssistanceRussian FederationRUS 2021 10 23

Europe & Central AsiaManufacturing 2021 10 23

North AmericaEducational Services 2021 10 23

North AmericaManufacturing 2021 10 23

North AmericaProfessional, Scientific, and Technical Services2021 10 23

North AmericaHealth Care and Social Assistance 2021 10 22

Europe & Central AsiaInformation 2021 10 22

East Asia & PacificPublic Administration 2021 10 22

North AmericaHealth Care and Social Assistance 2021 10 22

North AmericaHealth Care and Social Assistance 2021 10 21



#N/A InformationUndetermined 999 2021 10 21

#N/A InformationUndetermined 999 2021 10 21

#N/A InformationUndetermined 999 2021 10 21

#N/A InformationUndetermined 999 2021 10 21

#N/A InformationUndetermined 999 2021 10 21

#N/A InformationUndetermined 999 2021 10 21

#N/A InformationUndetermined 999 2021 10 21

#N/A InformationUndetermined 999 2021 10 21

East Asia & PacificManufacturingUndetermined 999 2021 10 21

North AmericaHealth Care and Social Assistance 2021 10 21

Europe & Central AsiaPublic AdministrationUndetermined 999 2021 10 20

Europe & Central AsiaProfessional, Scientific, and Technical Services2021 10 20

North AmericaManufacturing 2021 10 20

Europe & Central AsiaArts, Entertainment, and Recreation 2021 10 19

North AmericaInformationUnited States of AmericaUSA 2021 10 18

North AmericaEducational Services 2021 10 18

#N/A Professional, Scientific, and Technical ServicesUndetermined 999 2021 10 18

South AsiaArts, Entertainment, and RecreationUndetermined 999 2021 10 18

Latin America & CaribbeanProfessional, Scientific, and Technical Services2021 10 17

North AmericaHealth Care and Social Assistance 2021 10 17

North AmericaUtilities 2021 10 17

Middle East & North AfricaHealth Care and Social AssistanceUndetermined 999 2021 10 16

North AmericaInformationRussian FederationRUS 2021 10 16

North AmericaHealth Care and Social AssistanceUndetermined 999 2021 10 16

North AmericaEducational Services 2021 10 16

North AmericaHealth Care and Social Assistance 2021 10 16

Europe & Central AsiaRetail TradeRussian FederationRUS 2021 10 15

East Asia & PacificManufacturingUndetermined 999 2021 10 15

North AmericaRetail Trade 2021 10 15

North AmericaRetail Trade 2021 10 15

North AmericaRetail Trade 2021 10 15

North AmericaRetail Trade 2021 10 15

North AmericaHealth Care and Social Assistance 2021 10 15

Latin America & CaribbeanFinance and Insurance 2021 10 14

East Asia & PacificAccommodation and Food ServicesUndetermined 999 2021 10 14

North AmericaHealth Care and Social Assistance 2021 10 14

South AsiaManufacturingUndetermined 999 2021 10 14

Middle East & North AfricaHealth Care and Social Assistance 2021 10 13

Europe & Central AsiaEducational Services 2021 10 13

#N/A Public Administration 2021 10 12

Europe & Central AsiaEducational Services 2021 10 11

North AmericaWholesale Trade 2021 10 10

North AmericaHealth Care and Social Assistance 2021 10 10

North AmericaRetail Trade 2021 10 9

North AmericaProfessional, Scientific, and Technical Services2021 10 9

North AmericaHealth Care and Social Assistance 2021 10 9

North AmericaHealth Care and Social Assistance 2021 10 9

North AmericaInformation 2021 10 8

North AmericaHealth Care and Social Assistance 2021 10 8

North AmericaPublic Administration 2021 10 7

North AmericaInformation 2021 10 6

North AmericaHealth Care and Social Assistance 2021 10 6

East Asia & PacificProfessional, Scientific, and Technical ServicesRussian FederationRUS 2021 10 5

North AmericaFinance and Insurance 2021 10 5

Europe & Central AsiaProfessional, Scientific, and Technical ServicesUndetermined 999 2021 10 5



Europe & Central AsiaAccommodation and Food Services 2021 10 4

Middle East & North AfricaProfessional, Scientific, and Technical ServicesUndetermined 999 2021 10 4

North AmericaEducational Services 2021 10 4

North AmericaEducational Services 2021 10 4

North AmericaHealth Care and Social Assistance 2021 10 4

Europe & Central AsiaInformation 2021 10 3

North AmericaHealth Care and Social Assistance 2021 10 3

North AmericaInformationRussian FederationRUS 2021 10 2

Europe & Central AsiaProfessional, Scientific, and Technical Services2021 10 2

East Asia & PacificInformationUndetermined 999 2021 10 1

North AmericaHealth Care and Social Assistance 2021 10 1

North AmericaHealth Care and Social AssistanceRussian FederationRUS 2021 10 1

North AmericaTransportation and Warehousing 2021 10 1

North AmericaProfessional, Scientific, and Technical ServicesUndetermined 999 2021 10 1

East Asia & PacificFinance and InsuranceUndetermined 999 2021 10 1

North AmericaAdministrative and Support and Waste Management and Remediation Services2021 10 1

North AmericaAdministrative and Support and Waste Management and Remediation Services2021 10 1

South AsiaUtilities China CHN 2021 9 30

East Asia & PacificRetail TradeRussian FederationRUS 2021 9 30

Europe & Central AsiaProfessional, Scientific, and Technical Services2021 9 30

Latin America & CaribbeanPublic AdministrationUndetermined 999 2021 9 30

North AmericaHealth Care and Social Assistance 2021 9 30

North AmericaHealth Care and Social Assistance 2021 9 29

North AmericaHealth Care and Social Assistance 2021 9 29

North AmericaManufacturing 2021 9 28

Latin America & CaribbeanPublic AdministrationUndetermined 999 2021 9 27

Europe & Central AsiaPublic AdministrationUndetermined 999 2021 9 26

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2021 9 26

North AmericaInformation 2021 9 25

North AmericaEducational Services 2021 9 25

North AmericaEducational Services 2021 9 25

North AmericaRetail TradeUndetermined 999 2021 9 24

North AmericaHealth Care and Social Assistance 2021 9 24

#N/A Finance and Insurance 2021 9 23

North AmericaTransportation and Warehousing 2021 9 23

East Asia & PacificProfessional, Scientific, and Technical ServicesUndetermined 999 2021 9 23

North AmericaHealth Care and Social Assistance 2021 9 23

North AmericaHealth Care and Social Assistance 2021 9 23

North AmericaEducational Services 2021 9 23

Europe & Central AsiaProfessional, Scientific, and Technical Services2021 9 22

Europe & Central AsiaProfessional, Scientific, and Technical Services2021 9 22

North AmericaHealth Care and Social Assistance 2021 9 22

North AmericaHealth Care and Social Assistance 2021 9 21

North AmericaHealth Care and Social Assistance 2021 9 20

North AmericaHealth Care and Social Assistance 2021 9 20

North AmericaAgriculture, Forestry, Fishing and HuntingRussian FederationRUS 2021 9 20

North AmericaProfessional, Scientific, and Technical ServicesRussian FederationRUS 2021 9 20

North AmericaHealth Care and Social Assistance 2021 9 20

Europe & Central AsiaTransportation and Warehousing 2021 9 20

East Asia & PacificOther Services (except Public Administration)Undetermined 999 2021 9 20

Latin America & CaribbeanPublic AdministrationUndetermined 999 2021 9 20

Europe & Central AsiaPublic AdministrationIran (Islamic Republic of)IRN 2021 9 20

Middle East & North AfricaManufacturingRussian FederationRUS 2021 9 20

North AmericaAgriculture, Forestry, Fishing and Hunting2021 9 19

#N/A Finance and Insurance 2021 9 19



North AmericaFinance and Insurance 2021 9 19

East Asia & PacificInformation 2021 9 18

Europe & Central AsiaProfessional, Scientific, and Technical ServicesRussian FederationRUS 2021 9 18

North AmericaHealth Care and Social Assistance 2021 9 18

North AmericaPublic Administration 2021 9 17

North AmericaInformation 2021 9 16

#N/A Finance and InsuranceUndetermined 999 2021 9 16

North AmericaEducational ServicesUndetermined 999 2021 9 15

Europe & Central AsiaPublic Administration 2021 9 15

Europe & Central AsiaManufacturing 2021 9 15

North AmericaAccommodation and Food Services 2021 9 15

North AmericaHealth Care and Social Assistance 2021 9 15

North AmericaEducational ServicesRussian FederationRUS 2021 9 14

North AmericaHealth Care and Social Assistance 2021 9 14

North AmericaHealth Care and Social Assistance 2021 9 14

North AmericaPublic Administration 2021 9 13

North AmericaHealth Care and Social Assistance 2021 9 13

North AmericaHealth Care and Social Assistance 2021 9 13

North AmericaPublic Administration 2021 9 12

North AmericaInformationUndetermined 999 2021 9 12

Europe & Central AsiaHealth Care and Social Assistance 2021 9 12

North AmericaPublic Administration 2021 9 11

North AmericaHealth Care and Social Assistance 2021 9 11

North AmericaEducational Services 2021 9 11

North AmericaPublic Administration 2021 9 10

North AmericaPublic Administration 2021 9 9

North AmericaInformationUndetermined 999 2021 9 9

Latin America & CaribbeanPublic Administration 2021 9 9

Sub-Saharan AfricaPublic AdministrationUndetermined 999 2021 9 9

North AmericaPublic Administration 2021 9 9

East Asia & PacificFinance and Insurance 2021 9 8

East Asia & PacificFinance and Insurance 2021 9 8

East Asia & PacificPublic Administration 2021 9 8

East Asia & PacificPublic Administration 2021 9 8

East Asia & PacificPublic Administration 2021 9 8

Europe & Central AsiaPublic Administration 2021 9 8

East Asia & PacificHealth Care and Social Assistance 2021 9 8

North AmericaWholesale TradeRussian FederationRUS 2021 9 8

Europe & Central AsiaInformationUndetermined 999 2021 9 7

North AmericaProfessional, Scientific, and Technical ServicesRussian FederationRUS 2021 9 7

North AmericaManufacturingRussian FederationRUS 2021 9 7

Middle East & North AfricaPublic AdministrationUndetermined 999 2021 9 7

East Asia & PacificHealth Care and Social Assistance 2021 9 7

Europe & Central AsiaHealth Care and Social Assistance 2021 9 7

Sub-Saharan AfricaPublic Administration 2021 9 6

North AmericaInformation 2021 9 6

North AmericaHealth Care and Social AssistanceUndetermined 999 2021 9 5

North AmericaProfessional, Scientific, and Technical Services2021 9 4

North AmericaFinance and InsuranceUndetermined 999 2021 9 4

North AmericaHealth Care and Social Assistance 2021 9 4

East Asia & PacificInformation 2021 9 3

North AmericaEducational Services 2021 9 3

North AmericaHealth Care and Social Assistance 2021 9 3

North AmericaHealth Care and Social Assistance 2021 9 2

Europe & Central AsiaInformationRussian FederationRUS 2021 9 2



Europe & Central AsiaInformationRussian FederationRUS 2021 9 2

South AsiaInformationChina CHN 2021 9 1

Middle East & North AfricaInformationIran (Islamic Republic of)IRN 2021 9 1

North AmericaProfessional, Scientific, and Technical Services2021 9 1

North AmericaHealth Care and Social AssistanceRussian FederationRUS 2021 8 31

North AmericaFinance and InsuranceUndetermined 999 2021 8 30

#N/A Information 2021 8 30

North AmericaEducational Services 2021 8 30

North AmericaHealth Care and Social AssistanceRussian FederationRUS 2021 8 27

North AmericaHealth Care and Social Assistance 2021 8 27

North AmericaFinance and Insurance 2021 8 26

North AmericaProfessional, Scientific, and Technical ServicesUndetermined 999 2021 8 26

North AmericaProfessional, Scientific, and Technical ServicesRussian FederationRUS 2021 8 26

North AmericaPublic Administration 2021 8 25

North AmericaHealth Care and Social Assistance 2021 8 25

North AmericaHealth Care and Social Assistance 2021 8 25

North AmericaHealth Care and Social Assistance 2021 8 25

Middle East & North AfricaPublic AdministrationIran (Islamic Republic of)IRN 2021 8 24

East Asia & PacificTransportation and WarehousingUndetermined 999 2021 8 23

North AmericaHealth Care and Social Assistance 2021 8 23

Europe & Central AsiaHealth Care and Social Assistance 2021 8 22

Latin America & CaribbeanRetail TradeUndetermined 999 2021 8 20

North AmericaManufacturing 2021 8 20

North AmericaHealth Care and Social Assistance 2021 8 19

East Asia & PacificFinance and Insurance 2021 8 18

North AmericaProfessional, Scientific, and Technical Services2021 8 17

North AmericaHealth Care and Social Assistance 2021 8 17

East Asia & PacificFinance and Insurance 2021 8 16

Middle East & North AfricaHealth Care and Social AssistanceUndetermined 999 2021 8 16

North AmericaEducational Services 2021 8 16

North AmericaHealth Care and Social Assistance 2021 8 16

North AmericaHealth Care and Social AssistanceRussian FederationRUS 2021 8 15

Middle East & North AfricaEducational Services 2021 8 15

Europe & Central AsiaPublic AdministrationBelarus BLR 2021 8 15

Europe & Central AsiaTransportation and Warehousing 2021 8 15

North AmericaInformation 2021 8 14

Latin America & CaribbeanFinance and Insurance 2021 8 13

North AmericaPublic Administration 2021 8 13

North AmericaHealth Care and Social AssistanceRussian FederationRUS 2021 8 13

East Asia & PacificProfessional, Scientific, and Technical ServicesUndetermined 999 2021 8 12

North AmericaPublic Administration 2021 8 12

East Asia & PacificManufacturingRussian FederationRUS 2021 8 12

North AmericaProfessional, Scientific, and Technical ServicesUndetermined 999 2021 8 11

Europe & Central AsiaPublic AdministrationBelarus BLR 2021 8 11

#N/A Information 2021 8 10

Europe & Central AsiaPublic Administration 2021 8 10

North AmericaHealth Care and Social Assistance 2021 8 10

North AmericaHealth Care and Social Assistance 2021 8 10

North AmericaFinance and Insurance 2021 8 10

North AmericaHealth Care and Social Assistance 2021 8 9

East Asia & PacificRetail Trade 2021 8 8

North AmericaEducational Services 2021 8 8

Europe & Central AsiaRetail TradeUndetermined 999 2021 8 6

East Asia & PacificProfessional, Scientific, and Technical ServicesUndetermined 999 2021 8 6

East Asia & PacificHealth Care and Social Assistance 2021 8 6



North AmericaProfessional, Scientific, and Technical Services2021 8 6

North AmericaRetail TradeRussian FederationRUS 2021 8 6

North AmericaPublic Administration 2021 8 5

Europe & Central AsiaUtilities Undetermined 999 2021 8 4

North AmericaUtilities 2021 8 4

North AmericaHealth Care and Social Assistance 2021 8 4

North AmericaHealth Care and Social Assistance 2021 8 4

Europe & Central AsiaEducational Services 2021 8 3

North AmericaHealth Care and Social AssistanceUndetermined 999 2021 8 3

North AmericaHealth Care and Social AssistanceUndetermined 999 2021 8 3

East Asia & PacificManufacturingUndetermined 999 2021 8 3

North AmericaHealth Care and Social Assistance 2021 8 3

North AmericaTransportation and Warehousing 2021 8 3

North AmericaInformation 2021 8 2

#N/A Public Administration 2021 8 2

North AmericaManufacturing 2021 8 2

North AmericaHealth Care and Social Assistance 2021 8 2

North AmericaUtilities 2021 8 1

Europe & Central AsiaPublic AdministrationUndetermined 999 2021 8 1

East Asia & PacificRetail TradeUndetermined 999 2021 8 1

North AmericaManufacturing 2021 8 1

Europe & Central AsiaOther Services (except Public Administration)Russian FederationRUS 2021 8 1

North AmericaPublic Administration 2021 8 1

North AmericaInformation 2021 8 1

North AmericaProfessional, Scientific, and Technical Services2021 8 1

Europe & Central AsiaOther Services (except Public Administration)Russian FederationRUS 2021 8 1

North AmericaInformationUndetermined 999 2021 8 1

North AmericaHealth Care and Social Assistance 2021 7 30

Sub-Saharan AfricaHealth Care and Social Assistance 2021 7 30

North AmericaFinance and Insurance 2021 7 30

East Asia & PacificProfessional, Scientific, and Technical ServicesUndetermined 999 2021 7 30

East Asia & PacificOther Services (except Public Administration)PhilippinesPHL 2021 7 29

North AmericaFinance and Insurance 2021 7 29

North AmericaManufacturing 2021 7 29

North AmericaConstructionUndetermined 999 2021 7 29

North AmericaHealth Care and Social Assistance 2021 7 27

North AmericaEducational ServicesUndetermined 999 2021 7 27

East Asia & PacificInformation 2021 7 26

North AmericaConstructionUndetermined 999 2021 7 26

North AmericaWholesale Trade 2021 7 25

North AmericaProfessional, Scientific, and Technical ServicesUndetermined 999 2021 7 25

#N/A Information 2021 7 24

Europe & Central AsiaHealth Care and Social AssistanceUndetermined 999 2021 7 24

North AmericaEducational Services 2021 7 23

Europe & Central AsiaPublic Administration 2021 7 23

#N/A Information 2021 7 23

Europe & Central AsiaRetail Trade 2021 7 22

Sub-Saharan AfricaTransportation and Warehousing 2021 7 22

North AmericaPublic Administration 2021 7 21

East Asia & PacificAgriculture, Forestry, Fishing and Hunting2021 7 21

North AmericaHealth Care and Social Assistance 2021 7 21

Latin America & CaribbeanInformationRussian FederationRUS 2021 7 21

Europe & Central AsiaTransportation and Warehousing 2021 7 20

Sub-Saharan AfricaPublic AdministrationKenya KEN 2021 7 20

North AmericaProfessional, Scientific, and Technical Services2021 7 20



Middle East & North AfricaProfessional, Scientific, and Technical Services2021 7 19

North AmericaPublic Administration 2021 7 18

North AmericaHealth Care and Social Assistance 2021 7 18

Latin America & CaribbeanInformationUndetermined 999 2021 7 16

North AmericaProfessional, Scientific, and Technical Services2021 7 16

North AmericaPublic AdministrationUndetermined 999 2021 7 16

North AmericaPublic Administration 2021 7 16

North AmericaHealth Care and Social Assistance 2021 7 16

Europe & Central AsiaPublic Administration 2021 7 15

Europe & Central AsiaTransportation and Warehousing 2021 7 15

North AmericaHealth Care and Social Assistance 2021 7 15

North AmericaPublic Administration 2021 7 15

North AmericaHealth Care and Social Assistance 2021 7 15

North AmericaHealth Care and Social Assistance 2021 7 15

Latin America & CaribbeanPublic Administration 2021 7 14

North AmericaHealth Care and Social Assistance 2021 7 14

North AmericaAdministrative and Support and Waste Management and Remediation Services2021 7 13

North AmericaManufacturing 2021 7 12

Europe & Central AsiaRetail Trade 2021 7 12

North AmericaHealth Care and Social Assistance 2021 7 12

North AmericaHealth Care and Social Assistance 2021 7 12

East Asia & PacificManufacturingRussian FederationRUS 2021 7 12

North AmericaHealth Care and Social AssistanceUndetermined 999 2021 7 11

North AmericaHealth Care and Social Assistance 2021 7 10

Europe & Central AsiaPublic Administration 2021 7 9

Europe & Central AsiaAccommodation and Food Services 2021 7 9

Middle East & North AfricaTransportation and Warehousing 2021 7 9

Europe & Central AsiaRetail Trade 2021 7 9

East Asia & PacificPublic Administration 2021 7 9

North AmericaUtilities 2021 7 7

North AmericaPublic Administration 2021 7 7

Europe & Central AsiaInformation 2021 7 7

North AmericaHealth Care and Social Assistance 2021 7 7

Middle East & North AfricaWholesale TradeUndetermined 999 2021 7 7

North AmericaInformation 2021 7 6

Europe & Central AsiaProfessional, Scientific, and Technical ServicesUndetermined 999 2021 7 6

Europe & Central AsiaPublic Administration 2021 7 5

Europe & Central AsiaInformationRussian FederationRUS 2021 7 5

North AmericaHealth Care and Social Assistance 2021 7 5

North AmericaHealth Care and Social Assistance 2021 7 5

North AmericaHealth Care and Social Assistance 2021 7 5

Europe & Central AsiaPublic Administration 2021 7 3

North AmericaRetail TradeRussian FederationRUS 2021 7 3

North AmericaArts, Entertainment, and Recreation 2021 7 3

North AmericaProfessional, Scientific, and Technical ServicesRussian FederationRUS 2021 7 2

East Asia & PacificInformationPhilippinesPHL 2021 7 1

East Asia & PacificInformationPhilippinesPHL 2021 7 1

East Asia & PacificTransportation and Warehousing 2021 7 1

North AmericaUtilities 2021 7 1

Middle East & North AfricaInformationIran (Islamic Republic of)IRN 2021 7 1

East Asia & PacificManufacturingRussian FederationRUS 2021 7 1

Europe & Central AsiaPublic Administration 2021 7 1

North AmericaHealth Care and Social Assistance 2021 6 30

Europe & Central AsiaInformation 2021 6 30

Europe & Central AsiaHealth Care and Social Assistance 2021 6 30



Europe & Central AsiaEducational Services 2021 6 30

North AmericaEducational ServicesUndetermined 999 2021 6 30

North AmericaEducational ServicesUndetermined 999 2021 6 30

North AmericaFinance and Insurance 2021 6 30

North AmericaHealth Care and Social AssistanceRussian FederationRUS 2021 6 29

North AmericaInformation 2021 6 29

North AmericaPublic Administration 2021 6 29

North AmericaHealth Care and Social Assistance 2021 6 29

North AmericaEducational ServicesRussian FederationRUS 2021 6 28

South AsiaPublic Administration 2021 6 28

North AmericaEducational ServicesRussian FederationRUS 2021 6 28

Europe & Central AsiaPublic Administration 2021 6 27

Middle East & North AfricaFinance and InsuranceMalaysia MYS 2021 6 27

Europe & Central AsiaPublic Administration 2021 6 26

Middle East & North AfricaFinance and InsuranceMalaysia MYS 2021 6 26

North AmericaProfessional, Scientific, and Technical Services2021 6 25

Europe & Central AsiaPublic Administration 2021 6 25

Middle East & North AfricaFinance and InsuranceMalaysia MYS 2021 6 25

North AmericaHealth Care and Social Assistance 2021 6 25

Europe & Central AsiaRetail TradeRussian FederationRUS 2021 6 24

North AmericaInformation 2021 6 24

North AmericaEducational Services 2021 6 24

Europe & Central AsiaHealth Care and Social Assistance 2021 6 24

North AmericaHealth Care and Social Assistance 2021 6 24

North AmericaHealth Care and Social Assistance 2021 6 24

North AmericaHealth Care and Social Assistance 2021 6 24

North AmericaProfessional, Scientific, and Technical Services2021 6 24

North AmericaTransportation and WarehousingUndetermined 999 2021 6 24

Europe & Central AsiaManufacturingUndetermined 999 2021 6 23

North AmericaPublic Administration 2021 6 23

Europe & Central AsiaEducational Services 2021 6 23

Latin America & CaribbeanHealth Care and Social AssistanceRussian FederationRUS 2021 6 22

Middle East & North AfricaInformationUnited States of AmericaUSA 2021 6 22

Europe & Central AsiaRetail Trade 2021 6 22

North AmericaEducational Services 2021 6 22

North AmericaEducational Services 2021 6 22

East Asia & PacificManufacturing 2021 6 22

North AmericaPublic Administration 2021 6 22

East Asia & PacificAdministrative and Support and Waste Management and Remediation Services2021 6 21

Latin America & CaribbeanPublic Administration 2021 6 21

Latin America & CaribbeanPublic Administration 2021 6 21

Latin America & CaribbeanPublic Administration 2021 6 21

Latin America & CaribbeanPublic Administration 2021 6 21

Middle East & North AfricaEducational ServicesMalaysia MYS 2021 6 21

Europe & Central AsiaPublic Administration 2021 6 21

East Asia & PacificManufacturing 2021 6 20

North AmericaEducational Services 2021 6 18

North AmericaHealth Care and Social Assistance 2021 6 17

North AmericaArts, Entertainment, and Recreation 2021 6 17

Europe & Central AsiaProfessional, Scientific, and Technical Services2021 6 16

North AmericaManufacturing 2021 6 16

North AmericaInformationRussian FederationRUS 2021 6 16

North AmericaEducational Services 2021 6 15

Europe & Central AsiaRetail TradeUndetermined 999 2021 6 15

North AmericaAccommodation and Food Services 2021 6 14



East Asia & PacificProfessional, Scientific, and Technical ServicesKorea (the Democratic People's Republic of)PRK 2021 6 14

North AmericaInformationRussian FederationRUS 2021 6 14

North AmericaHealth Care and Social Assistance 2021 6 13

South AsiaInformation 2021 6 13

North AmericaInformation 2021 6 12

North AmericaHealth Care and Social Assistance 2021 6 12

Europe & Central AsiaProfessional, Scientific, and Technical Services2021 6 12

North AmericaTransportation and Warehousing 2021 6 12

North AmericaHealth Care and Social AssistanceUndetermined 999 2021 6 11

North AmericaWholesale Trade 2021 6 11

North AmericaAccommodation and Food Services 2021 6 11

North AmericaWholesale Trade 2021 6 10

East Asia & PacificManufacturing 2021 6 10

North AmericaInformation 2021 6 10

North AmericaUtilities 2021 6 10

North AmericaInformation 2021 6 10

North AmericaTransportation and WarehousingRussian FederationRUS 2021 6 9

Europe & Central AsiaPublic Administration 2021 6 9

Sub-Saharan AfricaFinance and Insurance 2021 6 9

North AmericaPublic Administration 2021 6 8

North AmericaPublic Administration 2021 6 8

North AmericaProfessional, Scientific, and Technical Services2021 6 8

Europe & Central AsiaEducational Services 2021 6 8

Europe & Central AsiaEducational Services 2021 6 8

North AmericaEducational Services 2021 6 8

North AmericaHealth Care and Social Assistance 2021 6 8

Europe & Central AsiaAccommodation and Food Services 2021 6 6

#N/A Finance and Insurance 2021 6 6

North AmericaHealth Care and Social Assistance 2021 6 5

Europe & Central AsiaRetail Trade 2021 6 5

North AmericaHealth Care and Social Assistance 2021 6 5

East Asia & PacificPublic Administration 2021 6 4

Europe & Central AsiaPublic Administration 2021 6 4

Europe & Central AsiaPublic Administration 2021 6 4

Europe & Central AsiaPublic Administration 2021 6 4

Europe & Central AsiaManufacturing 2021 6 4

South AsiaPublic Administration 2021 6 4

North AmericaHealth Care and Social Assistance 2021 6 4

East Asia & PacificInformation 2021 6 3

Latin America & CaribbeanPublic Administration 2021 6 3

North AmericaHealth Care and Social Assistance 2021 6 3

Europe & Central AsiaInformation 2021 6 3

North AmericaInformation 2021 6 3

North AmericaProfessional, Scientific, and Technical ServicesRussian FederationRUS 2021 6 3

Europe & Central AsiaPublic Administration 2021 6 3

North AmericaHealth Care and Social AssistanceUndetermined 999 2021 6 2

East Asia & PacificPublic AdministrationChina CHN 2021 6 2

North AmericaEducational Services 2021 6 2

North AmericaTransportation and Warehousing 2021 6 2

North AmericaManufacturingUndetermined 999 2021 6 2

East Asia & PacificPublic AdministrationKorea (the Democratic People's Republic of)PRK 2021 6 1

Latin America & CaribbeanAccommodation and Food ServicesUndetermined 999 2021 6 1

Latin America & CaribbeanOther Services (except Public Administration)Undetermined 999 2021 6 1

East Asia & PacificWholesale TradeRussian FederationRUS 2021 6 1

North AmericaPublic Administration 2021 6 1



East Asia & PacificWholesale TradeUndetermined 999 2021 6 1

East Asia & PacificRetail TradeUndetermined 999 2021 5 31

Europe & Central AsiaAccommodation and Food Services 2021 5 31

North AmericaHealth Care and Social Assistance 2021 5 31

South AsiaInformationUndetermined 999 2021 5 30

Europe & Central AsiaPublic Administration 2021 5 30

North AmericaPublic Administration 2021 5 30

Europe & Central AsiaPublic AdministrationUndetermined 999 2021 5 29

Europe & Central AsiaRetail Trade 2021 5 29

North AmericaHealth Care and Social Assistance 2021 5 29

North AmericaHealth Care and Social Assistance 2021 5 28

North AmericaPublic AdministrationUndetermined 999 2021 5 28

North AmericaEducational ServicesRussian FederationRUS 2021 5 28

Latin America & CaribbeanPublic AdministrationRussian FederationRUS 2021 5 27

North AmericaEducational ServicesUndetermined 999 2021 5 26

North AmericaEducational ServicesUndetermined 999 2021 5 26

North AmericaPublic Administration 2021 5 26

North AmericaHealth Care and Social Assistance 2021 5 26

North AmericaRetail Trade 2021 5 25

North AmericaHealth Care and Social Assistance 2021 5 25

North AmericaHealth Care and Social AssistanceUndetermined 999 2021 5 24

North AmericaHealth Care and Social AssistanceRussian FederationRUS 2021 5 24

North AmericaPublic AdministrationUndetermined 999 2021 5 24

North AmericaUtilities 2021 5 24

North AmericaPublic Administration 2021 5 24

North AmericaHealth Care and Social Assistance 2021 5 24

East Asia & PacificInformationUndetermined 999 2021 5 23

North AmericaEducational Services 2021 5 22

North AmericaProfessional, Scientific, and Technical Services2021 5 22

North AmericaProfessional, Scientific, and Technical Services2021 5 22

Europe & Central AsiaPublic Administration 2021 5 21

Europe & Central AsiaPublic Administration 2021 5 21

North AmericaManufacturing 2021 5 21

North AmericaHealth Care and Social Assistance 2021 5 21

North AmericaManufacturing 2021 5 20

North AmericaEducational Services 2021 5 20

East Asia & PacificReal Estate and Rental and Leasing 2021 5 20

North AmericaHealth Care and Social Assistance 2021 5 20

East Asia & PacificHealth Care and Social Assistance 2021 5 19

North AmericaHealth Care and Social AssistanceUndetermined 999 2021 5 18

East Asia & PacificArts, Entertainment, and Recreation 2021 5 18

North AmericaEducational Services 2021 5 18

North AmericaEducational Services 2021 5 18

East Asia & PacificPublic AdministrationRussian FederationRUS 2021 5 18

North AmericaHealth Care and Social Assistance 2021 5 17

East Asia & PacificInformation 2021 5 17

North AmericaProfessional, Scientific, and Technical Services2021 5 17

North AmericaHealth Care and Social Assistance 2021 5 17

Europe & Central AsiaFinance and InsuranceRussian FederationRUS 2021 5 16

Europe & Central AsiaFinance and InsuranceRussian FederationRUS 2021 5 15

Latin America & CaribbeanProfessional, Scientific, and Technical ServicesRussian FederationRUS 2021 5 14

East Asia & PacificManufacturingRussian FederationRUS 2021 5 14

Europe & Central AsiaHealth Care and Social AssistanceRussian FederationRUS 2021 5 14

North AmericaFinance and Insurance 2021 5 14

North AmericaHealth Care and Social Assistance 2021 5 14



Europe & Central AsiaFinance and InsuranceRussian FederationRUS 2021 5 13

East Asia & PacificFinance and Insurance 2021 5 13

North AmericaManufacturingUndetermined 999 2021 5 13

Latin America & CaribbeanArts, Entertainment, and Recreation 2021 5 13

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2021 5 13

Latin America & CaribbeanEducational Services 2021 5 13

Latin America & CaribbeanPublic Administration 2021 5 13

North AmericaEducational Services 2021 5 12

North AmericaHealth Care and Social Assistance 2021 5 12

North AmericaHealth Care and Social Assistance 2021 5 12

Europe & Central AsiaInformation 2021 5 11

North AmericaManufacturingUndetermined 999 2021 5 11

North AmericaRetail Trade 2021 5 10

East Asia & PacificUndeterminedUndetermined 999 2021 5 10

North AmericaProfessional, Scientific, and Technical Services2021 5 10

North AmericaHealth Care and Social Assistance 2021 5 10

North AmericaHealth Care and Social Assistance 2021 5 9

Europe & Central AsiaPublic Administration 2021 5 8

North AmericaTransportation and WarehousingRussian FederationRUS 2021 5 7

Middle East & North AfricaHealth Care and Social AssistanceUndetermined 999 2021 5 6

Europe & Central AsiaPublic AdministrationUndetermined 999 2021 5 6

Europe & Central AsiaWholesale TradeRussian FederationRUS 2021 5 6

Europe & Central AsiaManufacturing 2021 5 5

East Asia & PacificPublic AdministrationRussian FederationRUS 2021 5 5

Europe & Central AsiaUtilities Russian FederationRUS 2021 5 5

North AmericaEducational Services 2021 5 5

Europe & Central AsiaUtilities 2021 5 4

Europe & Central AsiaHealth Care and Social Assistance 2021 5 4

Europe & Central AsiaProfessional, Scientific, and Technical Services2021 5 4

North AmericaInformationRussian FederationRUS 2021 5 4

North AmericaReal Estate and Rental and LeasingRussian FederationRUS 2021 5 3

Middle East & North AfricaOther Services (except Public Administration)Undetermined 999 2021 5 2

Middle East & North AfricaOther Services (except Public Administration)Undetermined 999 2021 5 2

Middle East & North AfricaOther Services (except Public Administration)Undetermined 999 2021 5 2

Middle East & North AfricaTransportation and WarehousingUndetermined 999 2021 5 2

Middle East & North AfricaWholesale TradeUndetermined 999 2021 5 2

North AmericaEducational Services 2021 5 2

North AmericaHealth Care and Social Assistance 2021 5 2

North AmericaProfessional, Scientific, and Technical ServicesUndetermined 999 2021 5 1

North AmericaHealth Care and Social Assistance 2021 5 1

North AmericaAccommodation and Food Services 2021 5 1

Europe & Central AsiaRetail TradeRussian FederationRUS 2021 4 30

Europe & Central AsiaEducational Services 2021 4 30

North AmericaUtilities 2021 4 30

Europe & Central AsiaFinance and Insurance 2021 4 30

Sub-Saharan AfricaProfessional, Scientific, and Technical Services2021 4 30

North AmericaHealth Care and Social Assistance 2021 4 30

North AmericaHealth Care and Social Assistance 2021 4 30

Europe & Central AsiaFinance and Insurance 2021 4 29

North AmericaAccommodation and Food Services 2021 4 29

North AmericaAccommodation and Food Services 2021 4 29

North AmericaAccommodation and Food Services 2021 4 29

North AmericaAccommodation and Food Services 2021 4 29

Europe & Central AsiaHealth Care and Social AssistanceUndetermined 999 2021 4 29

East Asia & PacificArts, Entertainment, and Recreation 2021 4 28



North AmericaPublic Administration 2021 4 28

North AmericaPublic Administration 2021 4 28

North AmericaPublic Administration 2021 4 28

North AmericaUndeterminedUndetermined 999 2021 4 28

North AmericaArts, Entertainment, and Recreation 2021 4 28

Latin America & CaribbeanPublic AdministrationRussian FederationRUS 2021 4 28

North AmericaManufacturing 2021 4 28

East Asia & PacificAdministrative and Support and Waste Management and Remediation ServicesRussian FederationRUS 2021 4 27

Europe & Central AsiaUndetermined 2021 4 27

Europe & Central AsiaProfessional, Scientific, and Technical Services2021 4 27

Europe & Central AsiaFinance and InsuranceRussian FederationRUS 2021 4 27

Europe & Central AsiaRetail Trade 2021 4 26

Europe & Central AsiaEducational Services 2021 4 26

North AmericaEducational Services 2021 4 26

North AmericaEducational Services 2021 4 26

Europe & Central AsiaHealth Care and Social AssistanceRussian FederationRUS 2021 4 26

Middle East & North AfricaHealth Care and Social AssistanceRussian FederationRUS 2021 4 26

North AmericaFinance and Insurance 2021 4 26

North AmericaFinance and Insurance 2021 4 26

Europe & Central AsiaUndetermined 2021 4 25

East Asia & PacificHealth Care and Social Assistance 2021 4 25

East Asia & PacificFinance and Insurance 2021 4 25

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2021 4 25

Europe & Central AsiaConstruction 2021 4 24

Europe & Central AsiaPublic Administration 2021 4 24

Europe & Central AsiaProfessional, Scientific, and Technical Services2021 4 23

Europe & Central AsiaInformation 2021 4 23

Europe & Central AsiaAccommodation and Food Services 2021 4 23

North AmericaHealth Care and Social Assistance 2021 4 22

North AmericaInformationUndetermined 999 2021 4 22

North AmericaHealth Care and Social Assistance 2021 4 22

East Asia & PacificRetail TradeRussian FederationRUS 2021 4 21

North AmericaHealth Care and Social AssistanceUndetermined 999 2021 4 21

Europe & Central AsiaHealth Care and Social Assistance 2021 4 20

East Asia & PacificProfessional, Scientific, and Technical Services2021 4 20

North AmericaProfessional, Scientific, and Technical Services2021 4 20

East Asia & PacificManufacturingRussian FederationRUS 2021 4 20

Europe & Central AsiaEducational Services 2021 4 20

North AmericaHealth Care and Social Assistance 2021 4 20

North AmericaHealth Care and Social Assistance 2021 4 20

North AmericaEducational Services 2021 4 20

North AmericaHealth Care and Social AssistanceUndetermined 999 2021 4 20

North AmericaPublic AdministrationUndetermined 999 2021 4 19

North AmericaEducational ServicesRussian FederationRUS 2021 4 19

Europe & Central AsiaTransportation and Warehousing 2021 4 18

Europe & Central AsiaOther Services (except Public Administration)2021 4 18

North AmericaPublic AdministrationRussian FederationRUS 2021 4 18

South AsiaAccommodation and Food Services 2021 4 18

North AmericaProfessional, Scientific, and Technical Services2021 4 17

Europe & Central AsiaAccommodation and Food Services 2021 4 16

Europe & Central AsiaHealth Care and Social Assistance 2021 4 16

Europe & Central AsiaWholesale TradeUndetermined 999 2021 4 16

Europe & Central AsiaPublic Administration 2021 4 16

North AmericaFinance and Insurance 2021 4 15

North AmericaArts, Entertainment, and RecreationUndetermined 999 2021 4 15



North AmericaHealth Care and Social Assistance 2021 4 15

North AmericaHealth Care and Social Assistance 2021 4 15

North AmericaProfessional, Scientific, and Technical Services2021 4 15

Europe & Central AsiaPublic Administration 2021 4 14

Europe & Central AsiaEducational Services 2021 4 14

Europe & Central AsiaFinance and Insurance 2021 4 14

Europe & Central AsiaUndetermined 2021 4 14

Europe & Central AsiaRetail TradeRussian FederationRUS 2021 4 13

Europe & Central AsiaEducational Services 2021 4 13

North AmericaHealth Care and Social Assistance 2021 4 13

North AmericaPublic Administration 2021 4 13

Europe & Central AsiaRetail TradeUndetermined 999 2021 4 13

East Asia & PacificPublic AdministrationRussian FederationRUS 2021 4 12

North AmericaEducational Services 2021 4 12

North AmericaEducational ServicesUndetermined 999 2021 4 11

North AmericaHealth Care and Social Assistance 2021 4 11

Latin America & CaribbeanPublic Administration 2021 4 11

South AsiaFinance and InsuranceUndetermined 999 2021 4 11

Europe & Central AsiaHealth Care and Social Assistance 2021 4 11

North AmericaPublic AdministrationRussian FederationRUS 2021 4 10

Europe & Central AsiaPublic Administration 2021 4 10

Europe & Central AsiaReal Estate and Rental and Leasing 2021 4 10

North AmericaPublic AdministrationRussian FederationRUS 2021 4 10

North AmericaProfessional, Scientific, and Technical Services2021 4 9

Europe & Central AsiaPublic Administration 2021 4 9

Europe & Central AsiaPublic Administration 2021 4 9

Europe & Central AsiaEducational ServicesRussian FederationRUS 2021 4 9

Europe & Central AsiaOther Services (except Public Administration)Russian FederationRUS 2021 4 8

Europe & Central AsiaPublic Administration 2021 4 8

Europe & Central AsiaHealth Care and Social Assistance 2021 4 8

North AmericaHealth Care and Social AssistanceUndetermined 999 2021 4 7

North AmericaReal Estate and Rental and Leasing 2021 4 7

North AmericaEducational Services 2021 4 7

Europe & Central AsiaRetail Trade 2021 4 7

Europe & Central AsiaPublic Administration 2021 4 7

Europe & Central AsiaWholesale Trade 2021 4 7

North AmericaEducational Services 2021 4 7

North AmericaHealth Care and Social Assistance 2021 4 7

North AmericaPublic Administration 2021 4 6

Europe & Central AsiaUndetermined 2021 4 5

North AmericaEducational ServicesUndetermined 999 2021 4 5

North AmericaProfessional, Scientific, and Technical Services2021 4 5

Europe & Central AsiaUndetermined 2021 4 4

North AmericaPublic Administration 2021 4 4

East Asia & PacificArts, Entertainment, and Recreation 2021 4 3

Europe & Central AsiaEducational Services 2021 4 3

Europe & Central AsiaProfessional, Scientific, and Technical Services2021 4 2

Europe & Central AsiaUndeterminedRussian FederationRUS 2021 4 2

Europe & Central AsiaEducational Services 2021 4 1

North AmericaWholesale Trade 2021 4 1

North AmericaProfessional, Scientific, and Technical Services2021 4 1

North AmericaPublic AdministrationUndetermined 999 2021 4 1

North AmericaHealth Care and Social AssistanceUndetermined 999 2021 4 1

Europe & Central AsiaProfessional, Scientific, and Technical Services2021 3 31

Europe & Central AsiaRetail TradeUndetermined 999 2021 3 31



Europe & Central AsiaHealth Care and Social AssistanceRussian FederationRUS 2021 3 31

North AmericaEducational ServicesUndetermined 999 2021 3 31

North AmericaEducational ServicesUndetermined 999 2021 3 31

Europe & Central AsiaPublic Administration 2021 3 31

East Asia & PacificFinance and Insurance 2021 3 31

North AmericaOther Services (except Public Administration)2021 3 30

Europe & Central AsiaRetail Trade 2021 3 30

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2021 3 30

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2021 3 30

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2021 3 30

Middle East & North AfricaHealth Care and Social AssistanceIran (Islamic Republic of)IRN 2021 3 30

Europe & Central AsiaProfessional, Scientific, and Technical ServicesRussian FederationRUS 2021 3 30

Europe & Central AsiaHealth Care and Social Assistance 2021 3 30

North AmericaEducational Services 2021 3 30

South AsiaFinance and Insurance 2021 3 30

North AmericaHealth Care and Social AssistanceIran (Islamic Republic of)IRN 2021 3 30

North AmericaHealth Care and Social Assistance 2021 3 30

North AmericaHealth Care and Social Assistance 2021 3 30

Europe & Central AsiaPublic Administration 2021 3 29

North AmericaEducational ServicesUndetermined 999 2021 3 29

East Asia & PacificRetail TradeUndetermined 999 2021 3 29

#N/A Arts, Entertainment, and Recreation 2021 3 29

North AmericaEducational ServicesUndetermined 999 2021 3 29

North AmericaEducational ServicesUndetermined 999 2021 3 29

North AmericaEducational ServicesUndetermined 999 2021 3 29

North AmericaEducational ServicesUndetermined 999 2021 3 29

East Asia & PacificPublic AdministrationUndetermined 999 2021 3 29

East Asia & PacificInformation 2021 3 28

North AmericaPublic Administration 2021 3 27

Europe & Central AsiaAccommodation and Food Services 2021 3 27

Europe & Central AsiaHealth Care and Social AssistanceUndetermined 999 2021 3 27

Europe & Central AsiaHealth Care and Social Assistance 2021 3 27

North AmericaEducational ServicesRussian FederationRUS 2021 3 27

Europe & Central AsiaEducational Services 2021 3 27

North AmericaTransportation and Warehousing 2021 3 26

North AmericaProfessional, Scientific, and Technical Services2021 3 26

Europe & Central AsiaEducational Services 2021 3 26

North AmericaManufacturingRussian FederationRUS 2021 3 26

North AmericaRetail TradeRussian FederationRUS 2021 3 26

North AmericaTransportation and WarehousingRussian FederationRUS 2021 3 26

Europe & Central AsiaPublic AdministrationBelarus BLR 2021 3 26

North AmericaPublic Administration 2021 3 25

North AmericaPublic Administration 2021 3 25

North AmericaProfessional, Scientific, and Technical Services2021 3 25

Europe & Central AsiaAdministrative and Support and Waste Management and Remediation Services2021 3 25

North AmericaAdministrative and Support and Waste Management and Remediation Services2021 3 25

North AmericaPublic Administration 2021 3 25

North AmericaHealth Care and Social AssistanceUndetermined 999 2021 3 24

North AmericaHealth Care and Social Assistance 2021 3 24

North AmericaPublic Administration 2021 3 24

North AmericaEducational Services 2021 3 24

North AmericaProfessional, Scientific, and Technical Services2021 3 24

Europe & Central AsiaProfessional, Scientific, and Technical Services2021 3 24

North AmericaUndeterminedUndetermined 999 2021 3 23

North AmericaProfessional, Scientific, and Technical Services2021 3 23



North AmericaEducational ServicesUndetermined 999 2021 3 23

Europe & Central AsiaRetail TradeRussian FederationRUS 2021 3 23

North AmericaProfessional, Scientific, and Technical Services2021 3 23

North AmericaFinance and InsuranceRussian FederationRUS 2021 3 23

North AmericaManufacturing 2021 3 23

Europe & Central AsiaMining, Quarrying, and Oil and Gas ExtractionUndetermined 999 2021 3 23

North AmericaEducational ServicesUndetermined 999 2021 3 23

North AmericaTransportation and Warehousing 2021 3 22

North AmericaAdministrative and Support and Waste Management and Remediation Services2021 3 22

North AmericaEducational Services 2021 3 22

North AmericaProfessional, Scientific, and Technical Services2021 3 22

Europe & Central AsiaTransportation and Warehousing 2021 3 22

Middle East & North AfricaProfessional, Scientific, and Technical Services2021 3 22

North AmericaManufacturing 2021 3 22

North AmericaHealth Care and Social Assistance 2021 3 22

North AmericaHealth Care and Social Assistance 2021 3 22

#N/A Arts, Entertainment, and RecreationUndetermined 999 2021 3 21

North AmericaHealth Care and Social Assistance 2021 3 21

Europe & Central AsiaPublic Administration 2021 3 21

North AmericaHealth Care and Social Assistance 2021 3 21

North AmericaEducational Services 2021 3 20

North AmericaPublic Administration 2021 3 20

North AmericaInformation 2021 3 20

Latin America & CaribbeanPublic AdministrationUnited States of AmericaUSA 2021 3 19

Latin America & CaribbeanPublic AdministrationUnited States of AmericaUSA 2021 3 19

North AmericaHealth Care and Social Assistance 2021 3 19

Latin America & CaribbeanUtilities 2021 3 19

North AmericaEducational Services 2021 3 19

North AmericaProfessional, Scientific, and Technical Services2021 3 19

Europe & Central AsiaHealth Care and Social Assistance 2021 3 19

East Asia & PacificManufacturingRussian FederationRUS 2021 3 19

Latin America & CaribbeanUtilities 2021 3 19

North AmericaTransportation and Warehousing 2021 3 19

East Asia & PacificHealth Care and Social Assistance 2021 3 18

North AmericaProfessional, Scientific, and Technical Services2021 3 18

East Asia & PacificEducational Services 2021 3 18

Europe & Central AsiaInformation 2021 3 18

North AmericaPublic AdministrationRussian FederationRUS 2021 3 17

#N/A Finance and Insurance 2021 3 17

Europe & Central AsiaEducational Services 2021 3 17

Europe & Central AsiaInformation 2021 3 17

North AmericaRetail Trade 2021 3 17

Europe & Central AsiaEducational Services 2021 3 17

Europe & Central AsiaPublic Administration 2021 3 17

Latin America & CaribbeanFinance and InsuranceChina CHN 2021 3 17

North AmericaEducational Services 2021 3 17

Europe & Central AsiaEducational Services 2021 3 17

Europe & Central AsiaEducational Services 2021 3 17

Europe & Central AsiaEducational Services 2021 3 17

Europe & Central AsiaEducational Services 2021 3 17

Europe & Central AsiaEducational Services 2021 3 17

Europe & Central AsiaEducational Services 2021 3 17

Europe & Central AsiaEducational Services 2021 3 17

South AsiaPublic Administration 2021 3 17

Europe & Central AsiaHealth Care and Social Assistance 2021 3 17



East Asia & PacificInformation 2021 3 17

Europe & Central AsiaHealth Care and Social Assistance 2021 3 16

North AmericaPublic Administration 2021 3 16

North AmericaInformationRussian FederationRUS 2021 3 16

Europe & Central AsiaPublic Administration 2021 3 16

North AmericaEducational ServicesUndetermined 999 2021 3 16

North AmericaHealth Care and Social Assistance 2021 3 16

North AmericaRetail Trade 2021 3 16

Europe & Central AsiaArts, Entertainment, and Recreation 2021 3 15

Europe & Central AsiaEducational Services 2021 3 15

North AmericaEducational Services 2021 3 15

East Asia & PacificHealth Care and Social Assistance 2021 3 15

North AmericaRetail Trade 2021 3 15

Europe & Central AsiaManufacturingUndetermined 999 2021 3 15

North AmericaManufacturingUndetermined 999 2021 3 15

North AmericaFinance and Insurance 2021 3 14

North AmericaHealth Care and Social AssistanceUndetermined 999 2021 3 14

Middle East & North AfricaFinance and InsuranceIran (Islamic Republic of)IRN 2021 3 13

North AmericaHealth Care and Social Assistance 2021 3 13

East Asia & PacificAdministrative and Support and Waste Management and Remediation Services2021 3 12

North AmericaAccommodation and Food Services 2021 3 12

North AmericaEducational Services 2021 3 12

Latin America & CaribbeanFinance and InsuranceRussian FederationRUS 2021 3 12

North AmericaAgriculture, Forestry, Fishing and HuntingRussian FederationRUS 2021 3 12

North AmericaConstructionRussian FederationRUS 2021 3 12

North AmericaProfessional, Scientific, and Technical ServicesRussian FederationRUS 2021 3 12

North AmericaProfessional, Scientific, and Technical ServicesRussian FederationRUS 2021 3 12

North AmericaProfessional, Scientific, and Technical ServicesRussian FederationRUS 2021 3 12

North AmericaHealth Care and Social AssistanceUndetermined 999 2021 3 11

#N/A Other Services (except Public Administration)2021 3 11

North AmericaHealth Care and Social AssistanceUndetermined 999 2021 3 11

North AmericaPublic Administration 2021 3 11

North AmericaHealth Care and Social AssistanceUndetermined 999 2021 3 11

North AmericaAccommodation and Food ServicesUndetermined 999 2021 3 11

East Asia & PacificRetail Trade 2021 3 10

North AmericaWholesale Trade 2021 3 10

East Asia & PacificArts, Entertainment, and Recreation 2021 3 10

Europe & Central AsiaPublic Administration 2021 3 10

Europe & Central AsiaPublic Administration 2021 3 10

Europe & Central AsiaPublic Administration 2021 3 10

Europe & Central AsiaPublic Administration 2021 3 10

North AmericaRetail Trade 2021 3 9

North AmericaArts, Entertainment, and Recreation 2021 3 9

North AmericaFinance and Insurance 2021 3 9

North AmericaManufacturing 2021 3 9

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2021 3 9

North AmericaInformation 2021 3 9

Europe & Central AsiaPublic Administration 2021 3 9

North AmericaProfessional, Scientific, and Technical Services2021 3 9

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2021 3 9

North AmericaHealth Care and Social Assistance 2021 3 9

Europe & Central AsiaArts, Entertainment, and Recreation 2021 3 8

North AmericaEducational Services 2021 3 8

Europe & Central AsiaPublic AdministrationChina CHN 2021 3 8

#N/A Finance and Insurance 2021 3 8



Europe & Central AsiaHealth Care and Social Assistance 2021 3 8

North AmericaManufacturingRussian FederationRUS 2021 3 7

North AmericaManufacturing 2021 3 7

North AmericaEducational Services 2021 3 7

Europe & Central AsiaEducational Services 2021 3 7

Europe & Central AsiaEducational Services 2021 3 7

Europe & Central AsiaProfessional, Scientific, and Technical Services2021 3 7

North AmericaProfessional, Scientific, and Technical Services2021 3 6

#N/A Other Services (except Public Administration)2021 3 6

#N/A Other Services (except Public Administration)2021 3 6

East Asia & PacificTransportation and WarehousingUndetermined 999 2021 3 6

North AmericaTransportation and WarehousingUndetermined 999 2021 3 5

East Asia & PacificTransportation and Warehousing 2021 3 5

East Asia & PacificTransportation and Warehousing 2021 3 5

North AmericaTransportation and Warehousing 2021 3 5

North AmericaEducational ServicesUndetermined 999 2021 3 5

North AmericaEducational Services 2021 3 5

Europe & Central AsiaPublic Administration 2021 3 5

Europe & Central AsiaPublic Administration 2021 3 5

Europe & Central AsiaPublic Administration 2021 3 5

North AmericaHealth Care and Social Assistance 2021 3 5

North AmericaHealth Care and Social Assistance 2021 3 5

North AmericaEducational Services 2021 3 4

North AmericaEducational Services 2021 3 4

North AmericaEducational Services 2021 3 4

Europe & Central AsiaEducational Services 2021 3 4

Europe & Central AsiaOther Services (except Public Administration)2021 3 4

Europe & Central AsiaAdministrative and Support and Waste Management and Remediation Services2021 3 4

North AmericaHealth Care and Social AssistanceUndetermined 999 2021 3 3

North AmericaWholesale Trade 2021 3 3

North AmericaAdministrative and Support and Waste Management and Remediation Services2021 3 3

North AmericaEducational Services 2021 3 3

North AmericaOther Services (except Public Administration)2021 3 3

North AmericaFinance and Insurance 2021 3 2

South AsiaUtilities China CHN 2021 3 2

Europe & Central AsiaAdministrative and Support and Waste Management and Remediation Services2021 3 2

North AmericaPublic AdministrationChina CHN 2021 3 2

South AsiaUtilities China CHN 2021 3 2

South AsiaUtilities China CHN 2021 3 2

South AsiaUtilities China CHN 2021 3 2

South AsiaUtilities China CHN 2021 3 2

South AsiaUtilities China CHN 2021 3 2

South AsiaUtilities China CHN 2021 3 2

South AsiaUtilities China CHN 2021 3 2

South AsiaUtilities China CHN 2021 3 2

South AsiaUtilities China CHN 2021 3 2

South AsiaTransportation and WarehousingChina CHN 2021 3 2

North AmericaHealth Care and Social Assistance 2021 3 1

North AmericaInformation 2021 3 1

East Asia & PacificPublic AdministrationPhilippinesPHL 2021 3 1

Europe & Central AsiaTransportation and Warehousing 2021 3 1

South AsiaProfessional, Scientific, and Technical ServicesChina CHN 2021 3 1

South AsiaUndeterminedChina CHN 2021 3 1

North AmericaUtilities 2021 3 1

South AsiaInformationChina CHN 2021 3 1



South AsiaInformationChina CHN 2021 3 1

Europe & Central AsiaPublic Administration 2021 3 1

North AmericaHealth Care and Social Assistance 2021 3 1

North AmericaEducational Services 2021 2 28

Europe & Central AsiaOther Services (except Public Administration)2021 2 28

North AmericaInformationRussian FederationRUS 2021 2 28

Europe & Central AsiaAccommodation and Food Services 2021 2 28

North AmericaOther Services (except Public Administration)United States of AmericaUSA 2021 2 28

North AmericaPublic Administration 2021 2 28

North AmericaInformationUndetermined 999 2021 2 28

North AmericaProfessional, Scientific, and Technical Services2021 2 28

South AsiaInformationChina CHN 2021 2 28

South AsiaPublic AdministrationChina CHN 2021 2 28

South AsiaInformation 2021 2 27

#N/A Finance and Insurance 2021 2 27

North AmericaHealth Care and Social Assistance 2021 2 27

North AmericaProfessional, Scientific, and Technical Services2021 2 27

Latin America & CaribbeanPublic AdministrationUndetermined 999 2021 2 26

Latin America & CaribbeanFinance and InsuranceUndetermined 999 2021 2 26

South AsiaReal Estate and Rental and Leasing 2021 2 26

North AmericaHealth Care and Social Assistance 2021 2 26

North AmericaProfessional, Scientific, and Technical Services2021 2 26

Europe & Central AsiaAdministrative and Support and Waste Management and Remediation Services2021 2 26

North AmericaInformation 2021 2 26

North AmericaHealth Care and Social Assistance 2021 2 26

South AsiaProfessional, Scientific, and Technical Services2021 2 26

North AmericaHealth Care and Social Assistance 2021 2 26

Europe & Central AsiaEducational Services 2021 2 26

Europe & Central AsiaUtilities 2021 2 26

Europe & Central AsiaAdministrative and Support and Waste Management and Remediation Services2021 2 26

#N/A Professional, Scientific, and Technical Services2021 2 26

North AmericaArts, Entertainment, and RecreationRussian FederationRUS 2021 2 26

#N/A Professional, Scientific, and Technical Services2021 2 26

North AmericaHealth Care and Social AssistanceRussian FederationRUS 2021 2 26

North AmericaHealth Care and Social Assistance 2021 2 26

North AmericaEducational Services 2021 2 26

North AmericaHealth Care and Social Assistance 2021 2 25

North AmericaHealth Care and Social Assistance 2021 2 25

North AmericaHealth Care and Social AssistanceRussian FederationRUS 2021 2 25

North AmericaFinance and Insurance 2021 2 25

Europe & Central AsiaEducational Services 2021 2 25

North AmericaPublic AdministrationRussian FederationRUS 2021 2 25

Europe & Central AsiaAccommodation and Food Services 2021 2 25

North AmericaHealth Care and Social Assistance 2021 2 25

East Asia & PacificProfessional, Scientific, and Technical Services2021 2 25

North AmericaHealth Care and Social Assistance 2021 2 25

North AmericaEducational Services 2021 2 25

North AmericaEducational Services 2021 2 25

Europe & Central AsiaUndetermined 2021 2 24

Europe & Central AsiaEducational Services 2021 2 24

Europe & Central AsiaPublic Administration 2021 2 24

Europe & Central AsiaPublic AdministrationUndetermined 999 2021 2 24

Europe & Central AsiaOther Services (except Public Administration)2021 2 24

Europe & Central AsiaAdministrative and Support and Waste Management and Remediation Services2021 2 24

North AmericaPublic Administration 2021 2 24



North AmericaHealth Care and Social Assistance 2021 2 24

North AmericaHealth Care and Social Assistance 2021 2 24

North AmericaHealth Care and Social Assistance 2021 2 24

North AmericaEducational Services 2021 2 24

North AmericaHealth Care and Social Assistance 2021 2 24

North AmericaProfessional, Scientific, and Technical Services2021 2 23

East Asia & PacificProfessional, Scientific, and Technical Services2021 2 23

North AmericaHealth Care and Social Assistance 2021 2 23

East Asia & PacificPublic AdministrationRussian FederationRUS 2021 2 23

Europe & Central AsiaProfessional, Scientific, and Technical Services2021 2 23

East Asia & PacificHealth Care and Social AssistanceRussian FederationRUS 2021 2 23

North AmericaHealth Care and Social Assistance 2021 2 23

North AmericaPublic AdministrationRussian FederationRUS 2021 2 23

North AmericaManufacturingRussian FederationRUS 2021 2 23

North AmericaEducational Services 2021 2 23

Sub-Saharan AfricaPublic Administration 2021 2 23

North AmericaHealth Care and Social AssistanceUndetermined 999 2021 2 23

Europe & Central AsiaPublic AdministrationUndetermined 999 2021 2 22

North AmericaFinance and Insurance 2021 2 22

North AmericaUndeterminedRussian FederationRUS 2021 2 22

Europe & Central AsiaPublic Administration 2021 2 22

Europe & Central AsiaTransportation and Warehousing 2021 2 22

North AmericaAdministrative and Support and Waste Management and Remediation ServicesRussian FederationRUS 2021 2 22

North AmericaMining, Quarrying, and Oil and Gas Extraction2021 2 21

North AmericaHealth Care and Social Assistance 2021 2 21

North AmericaEducational Services 2021 2 21

North AmericaRetail Trade 2021 2 20

Europe & Central AsiaAdministrative and Support and Waste Management and Remediation Services2021 2 20

East Asia & PacificFinance and Insurance 2021 2 20

North AmericaFinance and InsuranceRussian FederationRUS 2021 2 19

North AmericaPublic Administration 2021 2 19

Europe & Central AsiaArts, Entertainment, and Recreation 2021 2 19

North AmericaProfessional, Scientific, and Technical Services2021 2 19

Europe & Central AsiaUndetermined 2021 2 19

Europe & Central AsiaOther Services (except Public Administration)2021 2 19

North AmericaHealth Care and Social Assistance 2021 2 19

Europe & Central AsiaHealth Care and Social Assistance 2021 2 18

North AmericaHealth Care and Social Assistance 2021 2 18

East Asia & PacificEducational Services 2021 2 18

Europe & Central AsiaPublic Administration 2021 2 18

East Asia & PacificPublic AdministrationMyanmar MMR 2021 2 18

North AmericaEducational Services 2021 2 18

North AmericaHealth Care and Social Assistance 2021 2 18

North AmericaHealth Care and Social Assistance 2021 2 18

North AmericaHealth Care and Social Assistance 2021 2 18

North AmericaFinance and Insurance 2021 2 18

Europe & Central AsiaHealth Care and Social Assistance 2021 2 18

North AmericaManufacturing 2021 2 18

North AmericaHealth Care and Social Assistance 2021 2 17

North AmericaHealth Care and Social Assistance 2021 2 17

Europe & Central AsiaEducational Services 2021 2 17

North AmericaEducational Services 2021 2 17

North AmericaEducational ServicesRussian FederationRUS 2021 2 17

North AmericaEducational Services 2021 2 17

North AmericaManufacturing 2021 2 17



Europe & Central AsiaTransportation and Warehousing 2021 2 17

Europe & Central AsiaHealth Care and Social AssistanceUndetermined 999 2021 2 16

North AmericaHealth Care and Social Assistance 2021 2 16

Europe & Central AsiaOther Services (except Public Administration)2021 2 16

Europe & Central AsiaOther Services (except Public Administration)2021 2 16

Europe & Central AsiaProfessional, Scientific, and Technical ServicesRussian FederationRUS 2021 2 16

North AmericaEducational Services 2021 2 16

North AmericaProfessional, Scientific, and Technical ServicesKorea (the Democratic People's Republic of)PRK 2021 2 16

Latin America & CaribbeanHealth Care and Social AssistanceRussian FederationRUS 2021 2 16

North AmericaRetail TradeRussian FederationRUS 2021 2 16

Europe & Central AsiaOther Services (except Public Administration)2021 2 16

South AsiaTransportation and Warehousing 2021 2 16

North AmericaManufacturingRussian FederationRUS 2021 2 16

North AmericaHealth Care and Social AssistanceRussian FederationRUS 2021 2 15

Europe & Central AsiaOther Services (except Public Administration)2021 2 15

Europe & Central AsiaHealth Care and Social Assistance 2021 2 15

Europe & Central AsiaHealth Care and Social Assistance 2021 2 15

North AmericaProfessional, Scientific, and Technical Services2021 2 15

North AmericaHealth Care and Social AssistanceRussian FederationRUS 2021 2 15

Europe & Central AsiaInformation 2021 2 15

Europe & Central AsiaPublic Administration 2021 2 15

North AmericaFinance and Insurance 2021 2 15

Europe & Central AsiaProfessional, Scientific, and Technical ServicesRussian FederationRUS 2021 2 15

North AmericaEducational Services 2021 2 15

Middle East & North AfricaInformationUndetermined 999 2021 2 14

Europe & Central AsiaAdministrative and Support and Waste Management and Remediation Services2021 2 14

Europe & Central AsiaHealth Care and Social Assistance 2021 2 14

North AmericaHealth Care and Social Assistance 2021 2 14

North AmericaTransportation and WarehousingRussian FederationRUS 2021 2 13

North AmericaRetail TradeRussian FederationRUS 2021 2 13

#N/A Finance and Insurance 2021 2 13

Europe & Central AsiaUndeterminedRussian FederationRUS 2021 2 12

North AmericaOther Services (except Public Administration)2021 2 12

Europe & Central AsiaPublic Administration 2021 2 12

North AmericaEducational Services 2021 2 12

Latin America & CaribbeanInformation 2021 2 11

Europe & Central AsiaTransportation and Warehousing 2021 2 11

North AmericaTransportation and Warehousing 2021 2 11

Latin America & CaribbeanInformation 2021 2 11

North AmericaPublic Administration 2021 2 11

North AmericaProfessional, Scientific, and Technical ServicesUndetermined 999 2021 2 11

North AmericaReal Estate and Rental and LeasingRussian FederationRUS 2021 2 10

North AmericaHealth Care and Social Assistance 2021 2 10

North AmericaInformation 2021 2 9

Europe & Central AsiaArts, Entertainment, and RecreationUndetermined 999 2021 2 9

North AmericaHealth Care and Social Assistance 2021 2 9

North AmericaEducational Services 2021 2 9

Europe & Central AsiaInformation 2021 2 9

Europe & Central AsiaInformation 2021 2 9

Europe & Central AsiaHealth Care and Social Assistance 2021 2 9

Europe & Central AsiaHealth Care and Social Assistance 2021 2 9

North AmericaHealth Care and Social AssistanceUndetermined 999 2021 2 8

North AmericaUtilities 2021 2 8

North AmericaEducational ServicesRussian FederationRUS 2021 2 8

East Asia & PacificHealth Care and Social Assistance 2021 2 8



South AsiaInformation 2021 2 7

South AsiaInformation 2021 2 7

North AmericaFinance and Insurance 2021 2 7

North AmericaInformation 2021 2 7

South AsiaInformationUndetermined 999 2021 2 6

North AmericaHealth Care and Social Assistance 2021 2 6

North AmericaHealth Care and Social Assistance 2021 2 6

North AmericaHealth Care and Social Assistance 2021 2 6

East Asia & PacificRetail Trade 2021 2 6

Europe & Central AsiaProfessional, Scientific, and Technical Services2021 2 6

North AmericaHealth Care and Social Assistance 2021 2 6

Europe & Central AsiaHealth Care and Social AssistanceUndetermined 999 2021 2 5

Europe & Central AsiaFinance and InsuranceRussian FederationRUS 2021 2 5

East Asia & PacificInformation 2021 2 5

North AmericaEducational Services 2021 2 5

North AmericaProfessional, Scientific, and Technical ServicesRussian FederationRUS 2021 2 5

North AmericaProfessional, Scientific, and Technical Services2021 2 5

North AmericaHealth Care and Social Assistance 2021 2 4

Europe & Central AsiaArts, Entertainment, and RecreationRussian FederationRUS 2021 2 4

Europe & Central AsiaInformation 2021 2 4

Europe & Central AsiaProfessional, Scientific, and Technical ServicesUndetermined 999 2021 2 4

North AmericaOther Services (except Public Administration)United States of AmericaUSA 2021 2 4

East Asia & PacificInformation 2021 2 4

East Asia & PacificProfessional, Scientific, and Technical ServicesKorea (the Democratic People's Republic of)PRK 2021 2 4

Latin America & CaribbeanUtilities 2021 2 4

Latin America & CaribbeanUtilities Russian FederationRUS 2021 2 4

North AmericaPublic Administration 2021 2 4

Europe & Central AsiaHealth Care and Social Assistance 2021 2 3

East Asia & PacificProfessional, Scientific, and Technical Services2021 2 3

North AmericaArts, Entertainment, and Recreation 2021 2 2

North AmericaRetail TradeRussian FederationRUS 2021 2 2

North AmericaFinance and Insurance 2021 2 2

North AmericaHealth Care and Social Assistance 2021 2 1

North AmericaRetail TradeRussian FederationRUS 2021 2 1

North AmericaArts, Entertainment, and Recreation 2021 2 1

Europe & Central AsiaPublic Administration 2021 2 1

North AmericaHealth Care and Social AssistanceRussian FederationRUS 2021 2 1

North AmericaFinance and Insurance 2021 2 1

North AmericaHealth Care and Social AssistanceRussian FederationRUS 2021 2 1

East Asia & PacificFinance and Insurance 2021 2 1

North AmericaHealth Care and Social Assistance 2021 2 1

East Asia & PacificUndeterminedChina CHN 2021 2 1

East Asia & PacificUndeterminedChina CHN 2021 2 1

East Asia & PacificPublic AdministrationChina CHN 2021 2 1

South AsiaUndeterminedChina CHN 2021 2 1

East Asia & PacificUndeterminedChina CHN 2021 2 1

East Asia & PacificUndeterminedChina CHN 2021 2 1

East Asia & PacificUndeterminedChina CHN 2021 2 1

South AsiaUndeterminedChina CHN 2021 2 1

Europe & Central AsiaUndeterminedChina CHN 2021 2 1

#N/A Professional, Scientific, and Technical Services2021 1 31

North AmericaPublic Administration 2021 1 31

North AmericaEducational Services 2021 1 31

Europe & Central AsiaPublic Administration 2021 1 31

Middle East & North AfricaOther Services (except Public Administration)2021 1 31



North AmericaEducational Services 2021 1 31

Europe & Central AsiaProfessional, Scientific, and Technical ServicesUndetermined 999 2021 1 31

Europe & Central AsiaOther Services (except Public Administration)2021 1 31

Europe & Central AsiaEducational ServicesIran (Islamic Republic of)IRN 2021 1 31

North AmericaInformation 2021 1 30

North AmericaTransportation and Warehousing 2021 1 30

Europe & Central AsiaRetail TradeRussian FederationRUS 2021 1 30

North AmericaInformation 2021 1 29

North AmericaEducational Services 2021 1 29

Europe & Central AsiaArts, Entertainment, and Recreation 2021 1 29

South AsiaPublic Administration 2021 1 29

Europe & Central AsiaPublic Administration 2021 1 29

North AmericaHealth Care and Social Assistance 2021 1 29

North AmericaAgriculture, Forestry, Fishing and Hunting2021 1 29

North AmericaHealth Care and Social Assistance 2021 1 28

North AmericaOther Services (except Public Administration)2021 1 28

Middle East & North AfricaInformationLebanon LBN 2021 1 28

Middle East & North AfricaInformationLebanon LBN 2021 1 28

Middle East & North AfricaInformationLebanon LBN 2021 1 28

Middle East & North AfricaPublic AdministrationLebanon LBN 2021 1 28

Middle East & North AfricaInformationLebanon LBN 2021 1 28

Middle East & North AfricaInformationLebanon LBN 2021 1 28

Middle East & North AfricaInformationLebanon LBN 2021 1 28

Middle East & North AfricaInformationLebanon LBN 2021 1 28

Middle East & North AfricaInformationLebanon LBN 2021 1 28

Middle East & North AfricaInformationLebanon LBN 2021 1 28

Middle East & North AfricaInformationLebanon LBN 2021 1 28

Europe & Central AsiaInformationLebanon LBN 2021 1 28

North AmericaInformationLebanon LBN 2021 1 28

North AmericaInformationLebanon LBN 2021 1 28

North AmericaPublic AdministrationLebanon LBN 2021 1 28

Europe & Central AsiaUndetermined 2021 1 27

Latin America & CaribbeanPublic Administration 2021 1 27

North AmericaHealth Care and Social Assistance 2021 1 27

North AmericaEducational Services 2021 1 26

North AmericaPublic AdministrationUndetermined 999 2021 1 25

East Asia & PacificInformation 2021 1 25

North AmericaProfessional, Scientific, and Technical Services2021 1 25

Europe & Central AsiaPublic Administration 2021 1 25

Europe & Central AsiaEducational Services 2021 1 25

North AmericaPublic Administration 2021 1 25

North AmericaInformationUndetermined 999 2021 1 24

North AmericaArts, Entertainment, and Recreation 2021 1 24

North AmericaProfessional, Scientific, and Technical ServicesUndetermined 999 2021 1 23

North AmericaRetail TradeRussian FederationRUS 2021 1 23

North AmericaProfessional, Scientific, and Technical ServicesRussian FederationRUS 2021 1 23

North AmericaProfessional, Scientific, and Technical Services2021 1 23

North AmericaUndetermined 2021 1 23

North AmericaRetail TradeUndetermined 999 2021 1 22

North AmericaEducational Services 2021 1 22

North AmericaFinance and Insurance 2021 1 21

North AmericaFinance and Insurance 2021 1 21

South AsiaFinance and InsuranceUndetermined 999 2021 1 21

Europe & Central AsiaPublic Administration 2021 1 21

North AmericaUtilities 2021 1 21



North AmericaReal Estate and Rental and LeasingUndetermined 999 2021 1 20

North AmericaRetail Trade 2021 1 20

North AmericaProfessional, Scientific, and Technical ServicesRussian FederationRUS 2021 1 20

North AmericaProfessional, Scientific, and Technical ServicesUndetermined 999 2021 1 20

North AmericaPublic Administration 2021 1 20

Europe & Central AsiaReal Estate and Rental and Leasing 2021 1 20

North AmericaEducational Services 2021 1 20

South AsiaManagement of Companies and EnterprisesUndetermined 999 2021 1 19

Europe & Central AsiaConstructionUndetermined 999 2021 1 19

North AmericaEducational Services 2021 1 19

North AmericaManufacturing 2021 1 19

Europe & Central AsiaInformation 2021 1 18

Europe & Central AsiaProfessional, Scientific, and Technical Services2021 1 18

North AmericaProfessional, Scientific, and Technical Services2021 1 18

North AmericaPublic Administration 2021 1 18

North AmericaEducational Services 2021 1 18

Europe & Central AsiaArts, Entertainment, and Recreation 2021 1 17

Europe & Central AsiaEducational Services 2021 1 17

Europe & Central AsiaHealth Care and Social Assistance 2021 1 16

#N/A Information 2021 1 16

North AmericaPublic Administration 2021 1 16

North AmericaArts, Entertainment, and Recreation 2021 1 16

North AmericaAccommodation and Food Services 2021 1 16

North AmericaHealth Care and Social Assistance 2021 1 16

East Asia & PacificInformation 2021 1 15

East Asia & PacificOther Services (except Public Administration)2021 1 15

North AmericaOther Services (except Public Administration)2021 1 15

North AmericaOther Services (except Public Administration)2021 1 15

Europe & Central AsiaPublic Administration 2021 1 15

Europe & Central AsiaInformation 2021 1 15

East Asia & PacificPublic Administration 2021 1 15

North AmericaHealth Care and Social Assistance 2021 1 15

North AmericaProfessional, Scientific, and Technical Services2021 1 14

East Asia & PacificRetail TradeRussian FederationRUS 2021 1 14

Middle East & North AfricaManufacturing 2021 1 14

Middle East & North AfricaProfessional, Scientific, and Technical Services2021 1 13

Europe & Central AsiaEducational Services 2021 1 13

Europe & Central AsiaProfessional, Scientific, and Technical Services2021 1 12

Europe & Central AsiaUtilities 2021 1 12

East Asia & PacificPublic AdministrationUndetermined 999 2021 1 12

Europe & Central AsiaProfessional, Scientific, and Technical ServicesRussian FederationRUS 2021 1 12

Latin America & CaribbeanWholesale Trade 2021 1 12

North AmericaProfessional, Scientific, and Technical Services2021 1 12

North AmericaConstructionUndetermined 999 2021 1 12

East Asia & PacificEducational Services 2021 1 12

North AmericaPublic AdministrationUndetermined 999 2021 1 11

North AmericaInformation 2021 1 11

North AmericaHealth Care and Social AssistanceUndetermined 999 2021 1 11

East Asia & PacificHealth Care and Social AssistanceUndetermined 999 2021 1 11

South AsiaOther Services (except Public Administration)2021 1 11

East Asia & PacificInformationUndetermined 999 2021 1 11

Europe & Central AsiaUndetermined 2021 1 10

North AmericaPublic Administration 2021 1 10

North AmericaHealth Care and Social Assistance 2021 1 10

North AmericaManufacturingUndetermined 999 2021 1 10



North AmericaTransportation and Warehousing 2021 1 9

North AmericaInformationUnited States of AmericaUSA 2021 1 9

North AmericaHealth Care and Social AssistanceRussian FederationRUS 2021 1 8

North AmericaPublic AdministrationRussian FederationRUS 2021 1 8

North AmericaEducational Services 2021 1 8

North AmericaHealth Care and Social AssistanceUndetermined 999 2021 1 7

Europe & Central AsiaFinance and Insurance 2021 1 7

Middle East & North AfricaEducational Services 2021 1 7

East Asia & PacificHealth Care and Social Assistance 2021 1 7

East Asia & PacificInformationUndetermined 999 2021 1 7

North AmericaHealth Care and Social Assistance 2021 1 6

North AmericaEducational Services 2021 1 6

North AmericaOther Services (except Public Administration)United States of AmericaUSA 2021 1 6

North AmericaHealth Care and Social Assistance 2021 1 5

Europe & Central AsiaProfessional, Scientific, and Technical Services2021 1 5

Latin America & CaribbeanFinance and Insurance 2021 1 5

Latin America & CaribbeanFinance and Insurance 2021 1 5

Latin America & CaribbeanFinance and Insurance 2021 1 5

East Asia & PacificEducational Services 2021 1 5

North AmericaHealth Care and Social Assistance 2021 1 4

North AmericaAdministrative and Support and Waste Management and Remediation Services2021 1 4

Sub-Saharan AfricaPublic Administration 2021 1 4

North AmericaPublic AdministrationUndetermined 999 2021 1 1

North AmericaHealth Care and Social AssistanceUndetermined 999 2021 1 1

North AmericaHealth Care and Social AssistanceUndetermined 999 2021 1 1

North AmericaHealth Care and Social Assistance 2021 1 1

North AmericaHealth Care and Social Assistance 2021 1 1

North AmericaFinance and Insurance 2021 1 1

North AmericaInformation 2021 1 1

North AmericaPublic Administration 2020 12 31

North AmericaHealth Care and Social Assistance 2020 12 31

South AsiaProfessional, Scientific, and Technical Services2020 12 31

South AsiaTransportation and Warehousing 2020 12 31

North AmericaOther Services (except Public Administration)2020 12 31

North AmericaRetail Trade 2020 12 31

North AmericaInformation 2020 12 31

North AmericaOther Services (except Public Administration)2020 12 31

North AmericaArts, Entertainment, and Recreation 2020 12 31

Europe & Central AsiaInformation 2020 12 31

North AmericaInformation 2020 12 31

North AmericaProfessional, Scientific, and Technical Services2020 12 31

North AmericaProfessional, Scientific, and Technical Services2020 12 31

South AsiaFinance and Insurance 2020 12 31

South AsiaInformation 2020 12 31

East Asia & PacificProfessional, Scientific, and Technical Services2020 12 31

North AmericaArts, Entertainment, and Recreation 2020 12 31

Latin America & CaribbeanInformation 2020 12 31

Europe & Central AsiaTransportation and Warehousing 2020 12 31

South AsiaFinance and Insurance 2020 12 31

North AmericaInformation 2020 12 31

North AmericaProfessional, Scientific, and Technical Services2020 12 31

North AmericaArts, Entertainment, and RecreationUndetermined 999 2020 12 31

Europe & Central AsiaInformation 2020 12 31

Europe & Central AsiaPublic Administration 2020 12 30

Middle East & North AfricaFinance and InsuranceUndetermined 999 2020 12 30



Europe & Central AsiaPublic AdministrationChina CHN 2020 12 30

North AmericaInformation 2020 12 30

North AmericaOther Services (except Public Administration)2020 12 29

Europe & Central AsiaHealth Care and Social Assistance 2020 12 29

North AmericaWholesale TradeUndetermined 999 2020 12 28

North AmericaProfessional, Scientific, and Technical Services2020 12 28

North AmericaFinance and Insurance 2020 12 28

East Asia & PacificPublic Administration 2020 12 28

East Asia & PacificManufacturing 2020 12 28

Europe & Central AsiaTransportation and Warehousing 2020 12 28

Europe & Central AsiaPublic Administration 2020 12 28

Europe & Central AsiaArts, Entertainment, and Recreation 2020 12 27

Europe & Central AsiaPublic Administration 2020 12 27

North AmericaPublic Administration 2020 12 26

East Asia & PacificInformationRussian FederationRUS 2020 12 25

East Asia & PacificHealth Care and Social AssistanceRussian FederationRUS 2020 12 25

North AmericaPublic AdministrationRussian FederationRUS 2020 12 25

North AmericaProfessional, Scientific, and Technical ServicesRussian FederationRUS 2020 12 25

North AmericaAgriculture, Forestry, Fishing and Hunting2020 12 25

Middle East & North AfricaProfessional, Scientific, and Technical ServicesUndetermined 999 2020 12 25

Europe & Central AsiaFinance and Insurance 2020 12 25

North AmericaProfessional, Scientific, and Technical Services2020 12 25

Europe & Central AsiaProfessional, Scientific, and Technical ServicesRussian FederationRUS 2020 12 24

North AmericaTransportation and WarehousingRussian FederationRUS 2020 12 24

North AmericaPublic AdministrationRussian FederationRUS 2020 12 24

North AmericaInformation 2020 12 24

Europe & Central AsiaHealth Care and Social AssistanceRussian FederationRUS 2020 12 24

North AmericaInformationRussian FederationRUS 2020 12 24

Europe & Central AsiaFinance and Insurance 2020 12 24

Europe & Central AsiaUndetermined 2020 12 24

Europe & Central AsiaHealth Care and Social AssistanceRussian FederationRUS 2020 12 24

Europe & Central AsiaFinance and Insurance 2020 12 24

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2020 12 24

North AmericaHealth Care and Social AssistanceRussian FederationRUS 2020 12 23

East Asia & PacificHealth Care and Social Assistance 2020 12 23

Europe & Central AsiaFinance and Insurance 2020 12 23

North AmericaHealth Care and Social Assistance 2020 12 23

North AmericaAdministrative and Support and Waste Management and Remediation Services2020 12 22

Europe & Central AsiaPublic AdministrationFrance FRA 2020 12 22

Europe & Central AsiaArts, Entertainment, and Recreation 2020 12 22

North AmericaHealth Care and Social AssistanceRussian FederationRUS 2020 12 22

North AmericaInformation 2020 12 21

Middle East & North AfricaProfessional, Scientific, and Technical ServicesUndetermined 999 2020 12 21

North AmericaProfessional, Scientific, and Technical Services2020 12 21

North AmericaInformationRussian FederationRUS 2020 12 21

Europe & Central AsiaFinance and Insurance 2020 12 21

North AmericaPublic Administration 2020 12 21

Europe & Central AsiaHealth Care and Social Assistance 2020 12 21

North AmericaWholesale Trade 2020 12 21

Middle East & North AfricaManufacturingUndetermined 999 2020 12 20

Europe & Central AsiaOther Services (except Public Administration)United Arab EmiratesARE 2020 12 20

North AmericaInformationUndetermined 999 2020 12 20

North AmericaHealth Care and Social AssistanceRussian FederationRUS 2020 12 19

Europe & Central AsiaRetail TradeUndetermined 999 2020 12 19

Europe & Central AsiaEducational Services 2020 12 18



North AmericaPublic AdministrationRussian FederationRUS 2020 12 18

North AmericaPublic AdministrationRussian FederationRUS 2020 12 18

East Asia & PacificInformation 2020 12 18

Europe & Central AsiaHealth Care and Social Assistance 2020 12 18

North AmericaFinance and InsuranceUndetermined 999 2020 12 18

Europe & Central AsiaPublic Administration 2020 12 18

North AmericaPublic AdministrationRussian FederationRUS 2020 12 17

North AmericaInformationRussian FederationRUS 2020 12 17

North AmericaPublic AdministrationRussian FederationRUS 2020 12 17

North AmericaPublic AdministrationRussian FederationRUS 2020 12 17

North AmericaPublic AdministrationRussian FederationRUS 2020 12 17

North AmericaPublic AdministrationRussian FederationRUS 2020 12 17

North AmericaPublic AdministrationRussian FederationRUS 2020 12 17

North AmericaPublic AdministrationRussian FederationRUS 2020 12 17

North AmericaInformationRussian FederationRUS 2020 12 17

North AmericaHealth Care and Social Assistance 2020 12 16

North AmericaPublic Administration 2020 12 16

Europe & Central AsiaUtilities 2020 12 16

North AmericaHealth Care and Social AssistanceRussian FederationRUS 2020 12 16

Europe & Central AsiaUndetermined 2020 12 16

North AmericaHealth Care and Social Assistance 2020 12 15

Europe & Central AsiaProfessional, Scientific, and Technical ServicesUndetermined 999 2020 12 15

North AmericaPublic Administration 2020 12 15

North AmericaTransportation and WarehousingRussian FederationRUS 2020 12 15

Europe & Central AsiaProfessional, Scientific, and Technical Services2020 12 15

North AmericaProfessional, Scientific, and Technical ServicesRussian FederationRUS 2020 12 15

East Asia & PacificRetail TradeUndetermined 999 2020 12 14

East Asia & PacificRetail TradeUndetermined 999 2020 12 14

Europe & Central AsiaOther Services (except Public Administration)2020 12 14

Europe & Central AsiaUndeterminedUndetermined 999 2020 12 14

Europe & Central AsiaTransportation and Warehousing 2020 12 14

North AmericaEducational Services 2020 12 14

North AmericaHealth Care and Social AssistanceRussian FederationRUS 2020 12 14

North AmericaEducational Services 2020 12 14

North AmericaEducational ServicesRussian FederationRUS 2020 12 14

North AmericaPublic AdministrationRussian FederationRUS 2020 12 13

North AmericaProfessional, Scientific, and Technical ServicesRussian FederationRUS 2020 12 13

East Asia & PacificPublic Administration 2020 12 13

Middle East & North AfricaProfessional, Scientific, and Technical ServicesUndetermined 999 2020 12 13

Middle East & North AfricaProfessional, Scientific, and Technical ServicesUndetermined 999 2020 12 13

North AmericaRetail TradeUndetermined 999 2020 12 12

East Asia & PacificFinance and InsuranceUndetermined 999 2020 12 12

North AmericaEducational Services 2020 12 12

Europe & Central AsiaHealth Care and Social Assistance 2020 12 12

North AmericaFinance and InsuranceRussian FederationRUS 2020 12 12

Europe & Central AsiaAccommodation and Food Services 2020 12 11

Europe & Central AsiaManufacturingUndetermined 999 2020 12 11

North AmericaEducational Services 2020 12 11

North AmericaRetail Trade 2020 12 11

Europe & Central AsiaUtilities 2020 12 11

Europe & Central AsiaPublic Administration 2020 12 11

East Asia & PacificInformationUndetermined 999 2020 12 11

Europe & Central AsiaTransportation and Warehousing 2020 12 10

Europe & Central AsiaTransportation and Warehousing 2020 12 10

East Asia & PacificPublic Administration 2020 12 10



East Asia & PacificInformation 2020 12 10

North AmericaProfessional, Scientific, and Technical Services2020 12 10

Europe & Central AsiaPublic Administration 2020 12 9

North AmericaHealth Care and Social Assistance 2020 12 9

North AmericaPublic Administration 2020 12 9

South AsiaPublic AdministrationIndia IND 2020 12 9

South AsiaPublic AdministrationIndia IND 2020 12 9

South AsiaPublic AdministrationIndia IND 2020 12 9

South AsiaPublic AdministrationIndia IND 2020 12 9

South AsiaPublic AdministrationIndia IND 2020 12 9

South AsiaPublic AdministrationIndia IND 2020 12 9

Europe & Central AsiaPublic Administration 2020 12 9

North AmericaProfessional, Scientific, and Technical ServicesRussian FederationRUS 2020 12 8

North AmericaFinance and InsuranceRussian FederationRUS 2020 12 8

North AmericaPublic Administration 2020 12 8

North AmericaPublic AdministrationRussian FederationRUS 2020 12 8

South AsiaOther Services (except Public Administration)2020 12 8

North AmericaHealth Care and Social Assistance 2020 12 7

East Asia & PacificInformation 2020 12 7

North AmericaTransportation and Warehousing 2020 12 7

East Asia & PacificOther Services (except Public Administration)Undetermined 999 2020 12 7

North AmericaHealth Care and Social AssistanceUndetermined 999 2020 12 7

Europe & Central AsiaOther Services (except Public Administration)Undetermined 999 2020 12 6

North AmericaHealth Care and Social Assistance 2020 12 6

Europe & Central AsiaConstructionRussian FederationRUS 2020 12 6

Europe & Central AsiaPublic Administration 2020 12 6

Europe & Central AsiaPublic Administration 2020 12 6

North AmericaHealth Care and Social Assistance 2020 12 6

North AmericaUtilities 2020 12 6

North AmericaPublic Administration 2020 12 6

North AmericaPublic Administration 2020 12 6

Europe & Central AsiaUndetermined 2020 12 5

Europe & Central AsiaUndetermined 2020 12 5

North AmericaHealth Care and Social Assistance 2020 12 5

Europe & Central AsiaUndetermined 2020 12 5

Europe & Central AsiaInformation 2020 12 4

Europe & Central AsiaProfessional, Scientific, and Technical ServicesUndetermined 999 2020 12 4

Europe & Central AsiaPublic Administration 2020 12 4

North AmericaFinance and Insurance 2020 12 4

North AmericaFinance and Insurance 2020 12 4

North AmericaEducational Services 2020 12 4

East Asia & PacificFinance and InsuranceUndetermined 999 2020 12 4

North AmericaProfessional, Scientific, and Technical Services2020 12 4

Europe & Central AsiaUndetermined 2020 12 3

North AmericaRetail TradeUndetermined 999 2020 12 3

#N/A Public Administration 2020 12 3

North AmericaHealth Care and Social Assistance 2020 12 3

#N/A Other Services (except Public Administration)2020 12 2

Europe & Central AsiaWholesale TradeRussian FederationRUS 2020 12 2

Europe & Central AsiaPublic Administration 2020 12 2

Europe & Central AsiaPublic Administration 2020 12 2

Europe & Central AsiaPublic Administration 2020 12 2

Europe & Central AsiaInformation 2020 12 2

Europe & Central AsiaInformationUndetermined 999 2020 12 2

North AmericaHealth Care and Social Assistance 2020 12 2



North AmericaInformationUndetermined 999 2020 12 1

North AmericaPublic Administration 2020 12 1

North AmericaHealth Care and Social Assistance 2020 12 1

North AmericaArts, Entertainment, and Recreation 2020 12 1

North AmericaHealth Care and Social AssistanceRussian FederationRUS 2020 12 1

North AmericaPublic AdministrationUndetermined 999 2020 12 1

Latin America & CaribbeanUndeterminedUndetermined 999 2020 11 30

North AmericaEducational Services 2020 11 30

North AmericaEducational ServicesRussian FederationRUS 2020 11 30

Middle East & North AfricaFinance and InsuranceIran (Islamic Republic of)IRN 2020 11 30

Sub-Saharan AfricaPublic AdministrationUndetermined 999 2020 11 29

Latin America & CaribbeanManufacturingRussian FederationRUS 2020 11 29

North AmericaPublic AdministrationRussian FederationRUS 2020 11 29

North AmericaHealth Care and Social AssistanceUndetermined 999 2020 11 29

North AmericaWholesale Trade 2020 11 28

Latin America & CaribbeanPublic Administration 2020 11 27

Europe & Central AsiaFinance and Insurance 2020 11 27

Europe & Central AsiaInformationRussian FederationRUS 2020 11 27

Europe & Central AsiaArts, Entertainment, and Recreation 2020 11 27

North AmericaEducational ServicesRussian FederationRUS 2020 11 26

Sub-Saharan AfricaPublic Administration 2020 11 26

North AmericaEducational ServicesUndetermined 999 2020 11 26

North AmericaUndetermined 2020 11 25

North AmericaHealth Care and Social AssistanceUndetermined 999 2020 11 25

East Asia & PacificProfessional, Scientific, and Technical ServicesUndetermined 999 2020 11 24

North AmericaInformation 2020 11 24

Europe & Central AsiaRetail Trade 2020 11 24

North AmericaRetail Trade 2020 11 24

North AmericaEducational Services 2020 11 24

Europe & Central AsiaInformation 2020 11 24

North AmericaHealth Care and Social Assistance 2020 11 24

East Asia & PacificFinance and Insurance 2020 11 23

South AsiaInformation 2020 11 23

Europe & Central AsiaFinance and Insurance 2020 11 23

Latin America & CaribbeanReal Estate and Rental and Leasing 2020 11 23

#N/A Finance and Insurance 2020 11 22

East Asia & PacificRetail TradeUndetermined 999 2020 11 22

North AmericaHealth Care and Social AssistanceUndetermined 999 2020 11 22

North AmericaOther Services (except Public Administration)United States of AmericaUSA 2020 11 21

Europe & Central AsiaInformation 2020 11 21

East Asia & PacificUndeterminedRussian FederationRUS 2020 11 21

East Asia & PacificUndetermined 2020 11 21

North AmericaEducational Services 2020 11 21

#N/A Other Services (except Public Administration)2020 11 20

Europe & Central AsiaProfessional, Scientific, and Technical ServicesUndetermined 999 2020 11 20

North AmericaEducational ServicesUnited States of AmericaUSA 2020 11 20

North AmericaEducational Services 2020 11 20

Sub-Saharan AfricaPublic AdministrationUndetermined 999 2020 11 20

East Asia & PacificManufacturing 2020 11 20

Europe & Central AsiaArts, Entertainment, and Recreation 2020 11 20

Europe & Central AsiaOther Services (except Public Administration)2020 11 19

North AmericaEducational Services 2020 11 19

Europe & Central AsiaInformation 2020 11 19

Latin America & CaribbeanUndetermined 2020 11 18

Europe & Central AsiaFinance and Insurance 2020 11 18



Europe & Central AsiaFinance and Insurance 2020 11 18

Europe & Central AsiaFinance and Insurance 2020 11 18

Europe & Central AsiaAccommodation and Food Services 2020 11 18

North AmericaAdministrative and Support and Waste Management and Remediation Services2020 11 17

North AmericaTransportation and Warehousing 2020 11 17

North AmericaHealth Care and Social AssistanceRussian FederationRUS 2020 11 17

Europe & Central AsiaPublic Administration 2020 11 17

North AmericaFinance and Insurance 2020 11 16

North AmericaHealth Care and Social AssistanceUndetermined 999 2020 11 16

North AmericaEducational ServicesUndetermined 999 2020 11 16

North AmericaEducational ServicesUndetermined 999 2020 11 16

North AmericaInformationRussian FederationRUS 2020 11 16

North AmericaInformation 2020 11 16

Europe & Central AsiaProfessional, Scientific, and Technical Services2020 11 16

North AmericaUndetermined 2020 11 16

Europe & Central AsiaOther Services (except Public Administration)2020 11 16

North AmericaInformationRussian FederationRUS 2020 11 16

North AmericaOther Services (except Public Administration)2020 11 16

North AmericaPublic Administration 2020 11 15

North AmericaInformationUndetermined 999 2020 11 15

Latin America & CaribbeanRetail TradeUndetermined 999 2020 11 15

Europe & Central AsiaProfessional, Scientific, and Technical ServicesUndetermined 999 2020 11 14

North AmericaUtilities Undetermined 999 2020 11 14

North AmericaEducational Services 2020 11 14

North AmericaEducational Services 2020 11 14

Europe & Central AsiaReal Estate and Rental and LeasingUndetermined 999 2020 11 13

North AmericaHealth Care and Social Assistance 2020 11 13

North AmericaHealth Care and Social Assistance 2020 11 13

North AmericaProfessional, Scientific, and Technical Services2020 11 13

North AmericaProfessional, Scientific, and Technical Services2020 11 13

East Asia & PacificFinance and Insurance 2020 11 13

North AmericaInformationUndetermined 999 2020 11 12

Latin America & CaribbeanInformationUndetermined 999 2020 11 12

North AmericaUndeterminedUndetermined 999 2020 11 12

North AmericaFinance and InsuranceUndetermined 999 2020 11 12

Middle East & North AfricaProfessional, Scientific, and Technical ServicesUndetermined 999 2020 11 12

North AmericaArts, Entertainment, and RecreationUndetermined 999 2020 11 12

North AmericaArts, Entertainment, and RecreationUndetermined 999 2020 11 12

North AmericaUndeterminedUndetermined 999 2020 11 12

North AmericaAccommodation and Food ServicesUndetermined 999 2020 11 12

North AmericaArts, Entertainment, and RecreationUndetermined 999 2020 11 12

East Asia & PacificInformation 2020 11 12

East Asia & PacificEducational Services 2020 11 12

North AmericaOther Services (except Public Administration)2020 11 12

Europe & Central AsiaPublic Administration 2020 11 12

Europe & Central AsiaFinance and Insurance 2020 11 12

South AsiaTransportation and Warehousing 2020 11 10

North AmericaProfessional, Scientific, and Technical Services2020 11 10

North AmericaInformationUndetermined 999 2020 11 10

North AmericaArts, Entertainment, and RecreationUndetermined 999 2020 11 9

North AmericaHealth Care and Social Assistance 2020 11 9

Europe & Central AsiaUndeterminedRussian FederationRUS 2020 11 9

East Asia & PacificOther Services (except Public Administration)Undetermined 999 2020 11 9

North AmericaProfessional, Scientific, and Technical Services2020 11 9

East Asia & PacificManufacturingRussian FederationRUS 2020 11 9



North AmericaEducational Services 2020 11 8

North AmericaAgriculture, Forestry, Fishing and Hunting2020 11 7

Europe & Central AsiaRetail Trade 2020 11 7

Europe & Central AsiaPublic Administration 2020 11 6

North AmericaHealth Care and Social Assistance 2020 11 6

Europe & Central AsiaPublic Administration 2020 11 6

Europe & Central AsiaPublic AdministrationUndetermined 999 2020 11 6

North AmericaOther Services (except Public Administration)2020 11 5

South AsiaUndetermined 2020 11 5

East Asia & PacificPublic Administration 2020 11 5

North AmericaHealth Care and Social Assistance 2020 11 4

#N/A Other Services (except Public Administration)2020 11 4

Europe & Central AsiaProfessional, Scientific, and Technical ServicesUndetermined 999 2020 11 4

North AmericaInformationUndetermined 999 2020 11 4

Latin America & CaribbeanPublic AdministrationUndetermined 999 2020 11 3

South AsiaManufacturing 2020 11 3

North AmericaHealth Care and Social AssistanceUndetermined 999 2020 11 3

North AmericaHealth Care and Social AssistanceUndetermined 999 2020 11 3

Europe & Central AsiaPublic Administration 2020 11 3

Europe & Central AsiaProfessional, Scientific, and Technical ServicesUndetermined 999 2020 11 3

East Asia & PacificProfessional, Scientific, and Technical ServicesRussian FederationRUS 2020 11 3

Europe & Central AsiaProfessional, Scientific, and Technical ServicesUndetermined 999 2020 11 2

East Asia & PacificArts, Entertainment, and RecreationUndetermined 999 2020 11 2

North AmericaHealth Care and Social Assistance 2020 11 2

North AmericaEducational Services 2020 11 2

Europe & Central AsiaManufacturingUndetermined 999 2020 11 1

South AsiaRetail TradeUndetermined 999 2020 11 1

Europe & Central AsiaHealth Care and Social AssistanceRussian FederationRUS 2020 11 1

North AmericaUndeterminedRussian FederationRUS 2020 10 31

East Asia & PacificAccommodation and Food ServicesUndetermined 999 2020 10 31

North AmericaHealth Care and Social Assistance 2020 10 30

East Asia & PacificAccommodation and Food ServicesUndetermined 999 2020 10 30

Europe & Central AsiaProfessional, Scientific, and Technical Services2020 10 29

North AmericaProfessional, Scientific, and Technical Services2020 10 29

North AmericaEducational Services 2020 10 29

North AmericaHealth Care and Social Assistance 2020 10 29

North AmericaEducational Services 2020 10 29

North AmericaEducational Services 2020 10 29

North AmericaEducational Services 2020 10 29

North AmericaEducational Services 2020 10 29

North AmericaEducational Services 2020 10 29

North AmericaEducational Services 2020 10 29

North AmericaEducational Services 2020 10 29

North AmericaEducational Services 2020 10 29

North AmericaEducational Services 2020 10 29

Europe & Central AsiaEducational Services 2020 10 29

North AmericaEducational Services 2020 10 29

South AsiaHealth Care and Social Assistance 2020 10 29

North AmericaHealth Care and Social AssistanceRussian FederationRUS 2020 10 29

North AmericaHealth Care and Social AssistanceRussian FederationRUS 2020 10 29

North AmericaManufacturingUndetermined 999 2020 10 29

North AmericaHealth Care and Social Assistance 2020 10 28

North AmericaPublic Administration 2020 10 28

#N/A Public AdministrationRussian FederationRUS 2020 10 28

North AmericaEducational Services 2020 10 28



East Asia & PacificHealth Care and Social Assistance 2020 10 28

North AmericaPublic Administration 2020 10 28

North AmericaHealth Care and Social AssistanceRussian FederationRUS 2020 10 28

North AmericaEducational ServicesUndetermined 999 2020 10 28

North AmericaHealth Care and Social AssistanceUndetermined 999 2020 10 28

North AmericaEducational ServicesRussian FederationRUS 2020 10 28

North AmericaManufacturing 2020 10 28

Latin America & CaribbeanArts, Entertainment, and Recreation 2020 10 28

North AmericaInformation 2020 10 28

Europe & Central AsiaProfessional, Scientific, and Technical Services2020 10 28

Europe & Central AsiaInformation 2020 10 28

East Asia & PacificInformation 2020 10 28

South AsiaProfessional, Scientific, and Technical Services2020 10 28

Europe & Central AsiaProfessional, Scientific, and Technical Services2020 10 28

South AsiaOther Services (except Public Administration)2020 10 28

North AmericaFinance and Insurance 2020 10 28

Europe & Central AsiaRetail Trade 2020 10 28

East Asia & PacificFinance and Insurance 2020 10 28

East Asia & PacificAccommodation and Food Services 2020 10 28

Latin America & CaribbeanFinance and Insurance 2020 10 28

Latin America & CaribbeanEducational Services 2020 10 28

North AmericaRetail TradeUndetermined 999 2020 10 28

East Asia & PacificProfessional, Scientific, and Technical Services2020 10 28

North AmericaOther Services (except Public Administration)2020 10 28

Europe & Central AsiaProfessional, Scientific, and Technical Services2020 10 28

North AmericaHealth Care and Social Assistance 2020 10 28

North AmericaHealth Care and Social AssistanceRussian FederationRUS 2020 10 28

North AmericaPublic Administration 2020 10 27

North AmericaHealth Care and Social Assistance 2020 10 27

#N/A Public AdministrationKorea (the Democratic People's Republic of)PRK 2020 10 27

Sub-Saharan AfricaFinance and InsuranceSouth AfricaZAF 2020 10 27

Europe & Central AsiaFinance and Insurance 2020 10 27

East Asia & PacificPublic Administration 2020 10 27

North AmericaOther Services (except Public Administration)Undetermined 999 2020 10 27

Europe & Central AsiaConstructionUndetermined 999 2020 10 26

Europe & Central AsiaArts, Entertainment, and RecreationRussian FederationRUS 2020 10 26

#N/A Finance and Insurance 2020 10 26

Europe & Central AsiaAccommodation and Food Services 2020 10 26

North AmericaArts, Entertainment, and RecreationUndetermined 999 2020 10 25

Europe & Central AsiaHealth Care and Social AssistanceUndetermined 999 2020 10 25

South AsiaInformation 2020 10 24

North AmericaReal Estate and Rental and LeasingUndetermined 999 2020 10 24

North AmericaHealth Care and Social Assistance 2020 10 24

North AmericaHealth Care and Social Assistance 2020 10 23

North AmericaEducational Services 2020 10 23

South AsiaEducational Services 2020 10 23

East Asia & PacificUndeterminedRussian FederationRUS 2020 10 23

North AmericaArts, Entertainment, and RecreationRussian FederationRUS 2020 10 23

North AmericaHealth Care and Social Assistance 2020 10 22

North AmericaUndetermined 2020 10 22

Europe & Central AsiaPublic Administration 2020 10 22

North AmericaUndeterminedRussian FederationRUS 2020 10 22

North AmericaOther Services (except Public Administration)2020 10 22

North AmericaRetail Trade 2020 10 22

Europe & Central AsiaProfessional, Scientific, and Technical ServicesRussian FederationRUS 2020 10 22



Europe & Central AsiaFinance and Insurance 2020 10 22

South AsiaProfessional, Scientific, and Technical Services2020 10 22

North AmericaPublic Administration 2020 10 22

North AmericaPublic Administration 2020 10 22

North AmericaHealth Care and Social AssistanceUndetermined 999 2020 10 21

Europe & Central AsiaRetail Trade 2020 10 21

Europe & Central AsiaInformation 2020 10 21

Latin America & CaribbeanManagement of Companies and EnterprisesRussian FederationRUS 2020 10 21

North AmericaPublic Administration 2020 10 21

North AmericaProfessional, Scientific, and Technical Services2020 10 21

North AmericaPublic Administration 2020 10 21

North AmericaHealth Care and Social AssistanceRussian FederationRUS 2020 10 21

North AmericaHealth Care and Social AssistanceRussian FederationRUS 2020 10 21

North AmericaHealth Care and Social Assistance 2020 10 21

North AmericaHealth Care and Social Assistance 2020 10 20

North AmericaHealth Care and Social Assistance 2020 10 20

North AmericaHealth Care and Social AssistanceRussian FederationRUS 2020 10 20

North AmericaEducational ServicesRussian FederationRUS 2020 10 20

Europe & Central AsiaUtilities Undetermined 999 2020 10 19

North AmericaPublic Administration 2020 10 19

North AmericaEducational Services 2020 10 19

North AmericaEducational Services 2020 10 19

East Asia & PacificMining, Quarrying, and Oil and Gas Extraction2020 10 19

North AmericaHealth Care and Social AssistanceRussian FederationRUS 2020 10 19

North AmericaTransportation and WarehousingUndetermined 999 2020 10 19

North AmericaArts, Entertainment, and Recreation 2020 10 17

South AsiaOther Services (except Public Administration)2020 10 17

Europe & Central AsiaInformation 2020 10 16

North AmericaArts, Entertainment, and Recreation 2020 10 16

Europe & Central AsiaInformation 2020 10 16

North AmericaHealth Care and Social AssistanceRussian FederationRUS 2020 10 16

#N/A UndeterminedUndetermined 999 2020 10 16

North AmericaFinance and Insurance 2020 10 15

North AmericaEducational Services 2020 10 15

North AmericaPublic Administration 2020 10 15

Europe & Central AsiaInformationUndetermined 999 2020 10 15

Europe & Central AsiaInformationUndetermined 999 2020 10 15

North AmericaAccommodation and Food Services 2020 10 15

North AmericaEducational ServicesUndetermined 999 2020 10 14

North AmericaEducational ServicesUndetermined 999 2020 10 14

Europe & Central AsiaEducational ServicesUndetermined 999 2020 10 14

Europe & Central AsiaEducational ServicesUndetermined 999 2020 10 14

East Asia & PacificEducational ServicesUndetermined 999 2020 10 14

East Asia & PacificEducational ServicesUndetermined 999 2020 10 14

Europe & Central AsiaEducational ServicesUndetermined 999 2020 10 14

Europe & Central AsiaEducational ServicesUndetermined 999 2020 10 14

North AmericaEducational ServicesUndetermined 999 2020 10 14

Europe & Central AsiaEducational ServicesUndetermined 999 2020 10 14

Europe & Central AsiaEducational ServicesUndetermined 999 2020 10 14

Europe & Central AsiaEducational ServicesUndetermined 999 2020 10 14

Europe & Central AsiaEducational ServicesUndetermined 999 2020 10 14

Europe & Central AsiaEducational ServicesUndetermined 999 2020 10 14

North AmericaEducational ServicesUndetermined 999 2020 10 14

Europe & Central AsiaEducational ServicesUndetermined 999 2020 10 14

East Asia & PacificEducational ServicesUndetermined 999 2020 10 14



Europe & Central AsiaEducational ServicesUndetermined 999 2020 10 14

North AmericaEducational ServicesUndetermined 999 2020 10 14

Europe & Central AsiaEducational ServicesUndetermined 999 2020 10 14

East Asia & PacificEducational ServicesUndetermined 999 2020 10 14

South AsiaRetail Trade 2020 10 14

Europe & Central AsiaPublic AdministrationUndetermined 999 2020 10 13

North AmericaProfessional, Scientific, and Technical Services2020 10 13

North AmericaProfessional, Scientific, and Technical Services2020 10 13

North AmericaHealth Care and Social AssistanceUndetermined 999 2020 10 13

South AsiaRetail TradeUndetermined 999 2020 10 13

North AmericaHealth Care and Social Assistance 2020 10 12

Europe & Central AsiaPublic AdministrationUndetermined 999 2020 10 12

Europe & Central AsiaUndeterminedUndetermined 999 2020 10 12

North AmericaEducational Services 2020 10 12

North AmericaEducational ServicesRussian FederationRUS 2020 10 12

North AmericaInformationUndetermined 999 2020 10 12

North AmericaHealth Care and Social Assistance 2020 10 11

North AmericaPublic Administration 2020 10 11

North AmericaHealth Care and Social Assistance 2020 10 10

North AmericaTransportation and Warehousing 2020 10 10

North AmericaInformation 2020 10 10

North AmericaRetail TradeUndetermined 999 2020 10 10

North AmericaPublic Administration 2020 10 10

North AmericaProfessional, Scientific, and Technical Services2020 10 10

Europe & Central AsiaOther Services (except Public Administration)Undetermined 999 2020 10 9

South AsiaFinance and InsuranceUndetermined 999 2020 10 9

North AmericaEducational Services 2020 10 9

North AmericaEducational Services 2020 10 9

Europe & Central AsiaOther Services (except Public Administration)Undetermined 999 2020 10 9

North AmericaProfessional, Scientific, and Technical Services2020 10 9

North AmericaInformation 2020 10 9

East Asia & PacificProfessional, Scientific, and Technical Services2020 10 9

North AmericaPublic Administration 2020 10 8

North AmericaArts, Entertainment, and Recreation 2020 10 8

North AmericaAccommodation and Food Services 2020 10 8

North AmericaEducational Services 2020 10 8

North AmericaEducational Services 2020 10 8

North AmericaRetail Trade 2020 10 8

North AmericaPublic Administration 2020 10 7

North AmericaOther Services (except Public Administration)2020 10 7

North AmericaEducational Services 2020 10 7

North AmericaHealth Care and Social Assistance 2020 10 7

North AmericaHealth Care and Social Assistance 2020 10 7

North AmericaPublic AdministrationRussian FederationRUS 2020 10 7

North AmericaAccommodation and Food Services 2020 10 7

Europe & Central AsiaOther Services (except Public Administration)Undetermined 999 2020 10 7

Europe & Central AsiaFinance and Insurance 2020 10 7

North AmericaPublic Administration 2020 10 7

Middle East & North AfricaFinance and Insurance 2020 10 6

North AmericaInformationUndetermined 999 2020 10 6

South AsiaEducational Services 2020 10 6

Europe & Central AsiaHealth Care and Social Assistance 2020 10 6

Europe & Central AsiaFinance and Insurance 2020 10 6

Sub-Saharan AfricaOther Services (except Public Administration)2020 10 5

Europe & Central AsiaEducational Services 2020 10 5



Europe & Central AsiaEducational Services 2020 10 5

Europe & Central AsiaEducational Services 2020 10 5

East Asia & PacificProfessional, Scientific, and Technical Services2020 10 5

North AmericaEducational Services 2020 10 5

North AmericaEducational Services 2020 10 4

North AmericaEducational Services 2020 10 3

Europe & Central AsiaInformationUndetermined 999 2020 10 3

North AmericaReal Estate and Rental and Leasing 2020 10 2

North AmericaOther Services (except Public Administration)2020 10 2

North AmericaOther Services (except Public Administration)2020 10 2

#N/A Other Services (except Public Administration)2020 10 2

North AmericaHealth Care and Social AssistanceUndetermined 999 2020 10 2

North AmericaPublic Administration 2020 10 2

North AmericaOther Services (except Public Administration)Korea (the Democratic People's Republic of)PRK 2020 10 1

North AmericaPublic Administration 2020 10 1

East Asia & PacificInformation 2020 10 1

North AmericaFinance and Insurance 2020 9 30

North AmericaPublic Administration 2020 9 30

Europe & Central AsiaOther Services (except Public Administration)2020 9 30

Europe & Central AsiaPublic Administration 2020 9 30

North AmericaProfessional, Scientific, and Technical Services2020 9 30

#N/A Public AdministrationKorea (the Democratic People's Republic of)PRK 2020 9 30

North AmericaPublic Administration 2020 9 30

North AmericaInformation 2020 9 29

North AmericaHealth Care and Social Assistance 2020 9 29

North AmericaFinance and InsuranceUndetermined 999 2020 9 29

North AmericaEducational Services 2020 9 29

North AmericaEducational Services 2020 9 29

Europe & Central AsiaPublic Administration 2020 9 29

Europe & Central AsiaRetail Trade 2020 9 29

Europe & Central AsiaInformation 2020 9 29

Europe & Central AsiaOther Services (except Public Administration)2020 9 29

Europe & Central AsiaTransportation and WarehousingUndetermined 999 2020 9 28

North AmericaUndetermined 2020 9 28

North AmericaProfessional, Scientific, and Technical Services2020 9 28

North AmericaEducational Services 2020 9 28

Europe & Central AsiaTransportation and Warehousing 2020 9 28

North AmericaPublic Administration 2020 9 28

North AmericaHealth Care and Social Assistance 2020 9 28

North AmericaHealth Care and Social Assistance 2020 9 27

North AmericaRetail Trade 2020 9 27

North AmericaHealth Care and Social AssistanceRussian FederationRUS 2020 9 27

Sub-Saharan AfricaPublic AdministrationRussian FederationRUS 2020 9 27

East Asia & PacificAccommodation and Food Services 2020 9 26

North AmericaPublic Administration 2020 9 26

Europe & Central AsiaProfessional, Scientific, and Technical Services2020 9 26

North AmericaFinance and Insurance 2020 9 26

Europe & Central AsiaEducational Services 2020 9 25

Europe & Central AsiaEducational Services 2020 9 25

Europe & Central AsiaOther Services (except Public Administration)2020 9 25

North AmericaOther Services (except Public Administration)2020 9 25

North AmericaOther Services (except Public Administration)2020 9 25

North AmericaInformation 2020 9 25

North AmericaOther Services (except Public Administration)2020 9 25

Europe & Central AsiaOther Services (except Public Administration)2020 9 25



North AmericaEducational Services 2020 9 25

North AmericaEducational Services 2020 9 25

North AmericaEducational Services 2020 9 25

North AmericaEducational Services 2020 9 25

North AmericaEducational Services 2020 9 25

North AmericaEducational Services 2020 9 25

North AmericaEducational Services 2020 9 25

North AmericaEducational Services 2020 9 25

Europe & Central AsiaEducational Services 2020 9 25

Europe & Central AsiaEducational Services 2020 9 25

Europe & Central AsiaEducational Services 2020 9 25

Europe & Central AsiaEducational Services 2020 9 25

Europe & Central AsiaEducational Services 2020 9 25

Europe & Central AsiaEducational Services 2020 9 25

Europe & Central AsiaEducational Services 2020 9 25

Europe & Central AsiaEducational Services 2020 9 25

Europe & Central AsiaEducational Services 2020 9 25

Europe & Central AsiaEducational Services 2020 9 25

Europe & Central AsiaEducational Services 2020 9 25

Europe & Central AsiaEducational Services 2020 9 25

Europe & Central AsiaEducational Services 2020 9 25

Europe & Central AsiaEducational Services 2020 9 25

#N/A Professional, Scientific, and Technical ServicesKorea (the Democratic People's Republic of)PRK 2020 9 25

Sub-Saharan AfricaInformation 2020 9 25

Middle East & North AfricaTransportation and Warehousing 2020 9 25

North AmericaInformation 2020 9 25

North AmericaHealth Care and Social Assistance 2020 9 25

East Asia & PacificRetail Trade 2020 9 25

East Asia & PacificFinance and Insurance 2020 9 25

North AmericaPublic Administration 2020 9 25

North AmericaEducational Services 2020 9 24

North AmericaEducational ServicesUndetermined 999 2020 9 24

North AmericaProfessional, Scientific, and Technical Services2020 9 24

North AmericaRetail Trade 2020 9 24

Europe & Central AsiaRetail Trade 2020 9 24

East Asia & PacificOther Services (except Public Administration)2020 9 24

North AmericaPublic AdministrationRussian FederationRUS 2020 9 24

Europe & Central AsiaFinance and Insurance 2020 9 24

Europe & Central AsiaInformation 2020 9 24

North AmericaPublic AdministrationRussian FederationRUS 2020 9 24

North AmericaHealth Care and Social Assistance 2020 9 23

North AmericaHealth Care and Social Assistance 2020 9 23

North AmericaHealth Care and Social AssistanceRussian FederationRUS 2020 9 23

North AmericaOther Services (except Public Administration)2020 9 23

Europe & Central AsiaPublic Administration 2020 9 23

Europe & Central AsiaTransportation and WarehousingUndetermined 999 2020 9 23

North AmericaOther Services (except Public Administration)2020 9 23

North AmericaInformationUndetermined 999 2020 9 23

Europe & Central AsiaOther Services (except Public Administration)2020 9 22

North AmericaHealth Care and Social Assistance 2020 9 22

North AmericaPublic Administration 2020 9 22

North AmericaRetail TradeUndetermined 999 2020 9 22

Europe & Central AsiaUndeterminedUndetermined 999 2020 9 21

North AmericaHealth Care and Social Assistance 2020 9 21

Middle East & North AfricaInformation 2020 9 21



North AmericaHealth Care and Social AssistanceUndetermined 999 2020 9 21

North AmericaPublic Administration 2020 9 21

North AmericaUndeterminedUndetermined 999 2020 9 21

East Asia & PacificProfessional, Scientific, and Technical ServicesAustralia AUS 2020 9 21

North AmericaHealth Care and Social Assistance 2020 9 20

North AmericaProfessional, Scientific, and Technical Services2020 9 20

North AmericaArts, Entertainment, and Recreation 2020 9 20

North AmericaArts, Entertainment, and Recreation 2020 9 20

North AmericaHealth Care and Social Assistance 2020 9 19

North AmericaHealth Care and Social AssistanceUndetermined 999 2020 9 19

South AsiaPublic AdministrationUndetermined 999 2020 9 19

South AsiaPublic Administration 2020 9 19

Europe & Central AsiaPublic Administration 2020 9 19

North AmericaEducational Services 2020 9 18

North AmericaHealth Care and Social Assistance 2020 9 18

North AmericaHealth Care and Social Assistance 2020 9 18

North AmericaHealth Care and Social Assistance 2020 9 18

North AmericaHealth Care and Social Assistance 2020 9 18

North AmericaHealth Care and Social Assistance 2020 9 18

North AmericaHealth Care and Social Assistance 2020 9 18

South AsiaPublic Administration 2020 9 18

North AmericaPublic Administration 2020 9 18

North AmericaEducational ServicesUnited States of AmericaUSA 2020 9 18

North AmericaHealth Care and Social AssistanceRussian FederationRUS 2020 9 17

East Asia & PacificRetail Trade 2020 9 17

East Asia & PacificFinance and Insurance 2020 9 16

North AmericaPublic Administration 2020 9 16

North AmericaEducational Services 2020 9 16

North AmericaHealth Care and Social AssistanceRussian FederationRUS 2020 9 15

North AmericaHealth Care and Social Assistance 2020 9 15

North AmericaEducational Services 2020 9 15

North AmericaEducational Services 2020 9 15

North AmericaHealth Care and Social AssistanceUndetermined 999 2020 9 15

East Asia & PacificManufacturing 2020 9 14

Europe & Central AsiaTransportation and Warehousing 2020 9 14

North AmericaEducational Services 2020 9 14

North AmericaHealth Care and Social Assistance 2020 9 14

North AmericaHealth Care and Social Assistance 2020 9 14

North AmericaPublic Administration 2020 9 14

North AmericaPublic AdministrationRussian FederationRUS 2020 9 14

Europe & Central AsiaProfessional, Scientific, and Technical Services2020 9 14

Europe & Central AsiaPublic Administration 2020 9 14

North AmericaPublic Administration 2020 9 14

North AmericaEducational Services 2020 9 14

North AmericaProfessional, Scientific, and Technical ServicesUndetermined 999 2020 9 13

North AmericaPublic Administration 2020 9 13

North AmericaEducational ServicesRussian FederationRUS 2020 9 13

North AmericaHealth Care and Social Assistance 2020 9 12

North AmericaHealth Care and Social Assistance 2020 9 12

North AmericaAdministrative and Support and Waste Management and Remediation ServicesUndetermined 999 2020 9 12

North AmericaAdministrative and Support and Waste Management and Remediation ServicesRussian FederationRUS 2020 9 12

#N/A InformationUndetermined 999 2020 9 11

North AmericaHealth Care and Social Assistance 2020 9 11

North AmericaHealth Care and Social Assistance 2020 9 11

South AsiaPublic Administration 2020 9 11



North AmericaEducational Services 2020 9 11

North AmericaProfessional, Scientific, and Technical ServicesUndetermined 999 2020 9 11

North AmericaEducational ServicesUndetermined 999 2020 9 11

North AmericaEducational ServicesRussian FederationRUS 2020 9 11

North AmericaInformationUndetermined 999 2020 9 10

North AmericaHealth Care and Social Assistance 2020 9 10

North AmericaHealth Care and Social Assistance 2020 9 10

North AmericaPublic Administration 2020 9 10

Europe & Central AsiaFinance and Insurance 2020 9 10

Europe & Central AsiaFinance and Insurance 2020 9 10

Europe & Central AsiaHealth Care and Social Assistance 2020 9 10

North AmericaProfessional, Scientific, and Technical Services2020 9 10

North AmericaEducational Services 2020 9 10

North AmericaOther Services (except Public Administration)Russian FederationRUS 2020 9 10

East Asia & PacificFinance and InsurancePhilippinesPHL 2020 9 9

North AmericaHealth Care and Social Assistance 2020 9 9

North AmericaHealth Care and Social Assistance 2020 9 9

North AmericaEducational Services 2020 9 9

East Asia & PacificOther Services (except Public Administration)2020 9 9

North AmericaEducational Services 2020 9 9

North AmericaEducational Services 2020 9 9

Sub-Saharan AfricaFinance and Insurance 2020 9 9

North AmericaEducational ServicesUndetermined 999 2020 9 8

North AmericaHealth Care and Social Assistance 2020 9 8

North AmericaEducational Services 2020 9 8

North AmericaPublic Administration 2020 9 8

North AmericaEducational Services 2020 9 8

North AmericaEducational ServicesUndetermined 999 2020 9 8

North AmericaHealth Care and Social Assistance 2020 9 8

South AsiaUtilities Undetermined 999 2020 9 7

Europe & Central AsiaPublic Administration 2020 9 5

North AmericaArts, Entertainment, and Recreation 2020 9 5

North AmericaHealth Care and Social AssistanceRussian FederationRUS 2020 9 5

Middle East & North AfricaManufacturing 2020 9 5

Latin America & CaribbeanFinance and InsuranceRussian FederationRUS 2020 9 5

East Asia & PacificHealth Care and Social Assistance 2020 9 5

North AmericaProfessional, Scientific, and Technical ServicesUndetermined 999 2020 9 4

North AmericaEducational Services 2020 9 4

Europe & Central AsiaEducational Services 2020 9 4

North AmericaPublic Administration 2020 9 4

East Asia & PacificOther Services (except Public Administration)2020 9 4

Europe & Central AsiaEducational ServicesRussian FederationRUS 2020 9 4

South AsiaInformationKorea (the Democratic People's Republic of)PRK 2020 9 3

North AmericaHealth Care and Social Assistance 2020 9 3

Europe & Central AsiaEducational Services 2020 9 3

North AmericaRetail Trade 2020 9 3

North AmericaEducational Services 2020 9 3

South AsiaOther Services (except Public Administration)Undetermined 999 2020 9 2

North AmericaRetail Trade 2020 9 2

North AmericaRetail Trade 2020 9 2

North AmericaEducational ServicesUndetermined 999 2020 9 2

North AmericaProfessional, Scientific, and Technical Services2020 9 2

East Asia & PacificPublic Administration 2020 9 2

Europe & Central AsiaOther Services (except Public Administration)2020 9 2

North AmericaHealth Care and Social Assistance 2020 9 1



North AmericaHealth Care and Social Assistance 2020 9 1

North AmericaHealth Care and Social Assistance 2020 9 1

South AsiaTransportation and Warehousing 2020 9 1

North AmericaEducational Services 2020 9 1

Europe & Central AsiaPublic Administration 2020 9 1

North AmericaPublic Administration 2020 9 1

Europe & Central AsiaProfessional, Scientific, and Technical ServicesUndetermined 999 2020 9 1

North AmericaOther Services (except Public Administration)2020 8 31

North AmericaHealth Care and Social AssistanceRussian FederationRUS 2020 8 31

Europe & Central AsiaEducational Services 2020 8 31

East Asia & PacificHealth Care and Social Assistance 2020 8 31

North AmericaHealth Care and Social Assistance 2020 8 31

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2020 8 31

North AmericaProfessional, Scientific, and Technical Services2020 8 31

North AmericaEducational Services 2020 8 31

North AmericaOther Services (except Public Administration)2020 8 31

South AsiaFinance and InsuranceUndetermined 999 2020 8 30

North AmericaInformationRussian FederationRUS 2020 8 30

#N/A Finance and Insurance 2020 8 30

North AmericaEducational ServicesRussian FederationRUS 2020 8 30

Europe & Central AsiaInformation 2020 8 28

Europe & Central AsiaInformation 2020 8 28

Europe & Central AsiaInformation 2020 8 28

Europe & Central AsiaInformation 2020 8 28

North AmericaManufacturingUnited States of AmericaUSA 2020 8 28

Europe & Central AsiaInformation 2020 8 28

Europe & Central AsiaInformation 2020 8 28

Europe & Central AsiaInformation 2020 8 28

Europe & Central AsiaInformation 2020 8 28

Europe & Central AsiaInformation 2020 8 28

Europe & Central AsiaInformation 2020 8 28

Europe & Central AsiaInformation 2020 8 28

East Asia & PacificInformation 2020 8 28

East Asia & PacificInformation 2020 8 28

East Asia & PacificOther Services (except Public Administration)2020 8 28

North AmericaEducational Services 2020 8 28

North AmericaEducational Services 2020 8 28

North AmericaInformation 2020 8 28

North AmericaInformationUnited States of AmericaUSA 2020 8 28

Latin America & CaribbeanPublic AdministrationUndetermined 999 2020 8 27

East Asia & PacificInformation 2020 8 27

North AmericaFinance and Insurance 2020 8 27

North AmericaFinance and Insurance 2020 8 27

North AmericaFinance and Insurance 2020 8 27

North AmericaInformation 2020 8 27

North AmericaFinance and Insurance 2020 8 27

South AsiaFinance and Insurance 2020 8 27

North AmericaFinance and Insurance 2020 8 27

North AmericaHealth Care and Social Assistance 2020 8 27

North AmericaHealth Care and Social AssistanceRussian FederationRUS 2020 8 27

#N/A Finance and InsuranceKorea (the Democratic People's Republic of)PRK 2020 8 27

North AmericaHealth Care and Social Assistance 2020 8 26

North AmericaHealth Care and Social Assistance 2020 8 26

Europe & Central AsiaInformationUndetermined 999 2020 8 26

East Asia & PacificOther Services (except Public Administration)2020 8 26



#N/A Real Estate and Rental and Leasing 2020 8 26

East Asia & PacificFinance and Insurance 2020 8 26

North AmericaEducational Services 2020 8 25

#N/A Finance and InsuranceKorea (the Democratic People's Republic of)PRK 2020 8 25

North AmericaReal Estate and Rental and LeasingRussian FederationRUS 2020 8 25

North AmericaHealth Care and Social Assistance 2020 8 24

North AmericaEducational Services 2020 8 24

North AmericaHealth Care and Social Assistance 2020 8 24

North AmericaEducational Services 2020 8 24

North AmericaEducational Services 2020 8 24

North AmericaHealth Care and Social Assistance 2020 8 24

#N/A Other Services (except Public Administration)2020 8 24

North AmericaEducational ServicesUndetermined 999 2020 8 24

North AmericaHealth Care and Social Assistance 2020 8 23

North AmericaEducational Services 2020 8 23

East Asia & PacificManufacturing 2020 8 22

South AsiaManufacturing 2020 8 22

East Asia & PacificOther Services (except Public Administration)2020 8 22

North AmericaHealth Care and Social Assistance 2020 8 21

North AmericaHealth Care and Social Assistance 2020 8 21

Europe & Central AsiaHealth Care and Social Assistance 2020 8 21

Europe & Central AsiaEducational Services 2020 8 21

North AmericaHealth Care and Social Assistance 2020 8 21

North AmericaHealth Care and Social Assistance 2020 8 21

East Asia & PacificUndeterminedUndetermined 999 2020 8 21

Europe & Central AsiaInformation 2020 8 21

East Asia & PacificProfessional, Scientific, and Technical ServicesChina CHN 2020 8 20

East Asia & PacificProfessional, Scientific, and Technical ServicesChina CHN 2020 8 20

East Asia & PacificUndeterminedUndetermined 999 2020 8 20

East Asia & PacificProfessional, Scientific, and Technical ServicesChina CHN 2020 8 20

North AmericaEducational Services 2020 8 20

East Asia & PacificOther Services (except Public Administration)2020 8 20

North AmericaEducational Services 2020 8 20

North AmericaEducational Services 2020 8 20

Europe & Central AsiaProfessional, Scientific, and Technical Services2020 8 20

North AmericaOther Services (except Public Administration)2020 8 20

Europe & Central AsiaOther Services (except Public Administration)2020 8 19

Europe & Central AsiaProfessional, Scientific, and Technical ServicesUndetermined 999 2020 8 19

North AmericaAdministrative and Support and Waste Management and Remediation Services2020 8 19

Europe & Central AsiaOther Services (except Public Administration)2020 8 19

East Asia & PacificPublic Administration 2020 8 19

North AmericaFinance and Insurance 2020 8 19

Sub-Saharan AfricaAdministrative and Support and Waste Management and Remediation Services2020 8 19

North AmericaUndetermined 2020 8 19

East Asia & PacificProfessional, Scientific, and Technical Services2020 8 18

North AmericaArts, Entertainment, and Recreation 2020 8 18

North AmericaArts, Entertainment, and Recreation 2020 8 18

North AmericaEducational Services 2020 8 18

Europe & Central AsiaHealth Care and Social AssistanceUndetermined 999 2020 8 18

Europe & Central AsiaHealth Care and Social Assistance 2020 8 17

Europe & Central AsiaHealth Care and Social Assistance 2020 8 17

East Asia & PacificEducational Services 2020 8 17

North AmericaPublic Administration 2020 8 17

North AmericaEducational Services 2020 8 17

North AmericaRetail Trade 2020 8 17



North AmericaEducational ServicesUndetermined 999 2020 8 17

North AmericaEducational Services 2020 8 15

North AmericaTransportation and Warehousing 2020 8 15

Europe & Central AsiaAccommodation and Food Services 2020 8 15

North AmericaEducational Services 2020 8 14

North AmericaManufacturingRussian FederationRUS 2020 8 14

North AmericaPublic Administration 2020 8 14

Europe & Central AsiaPublic AdministrationUndetermined 999 2020 8 14

North AmericaPublic Administration 2020 8 14

North AmericaProfessional, Scientific, and Technical Services2020 8 14

North AmericaEducational Services 2020 8 13

Europe & Central AsiaArts, Entertainment, and Recreation 2020 8 13

Sub-Saharan AfricaFinance and Insurance 2020 8 13

North AmericaEducational Services 2020 8 13

Europe & Central AsiaArts, Entertainment, and Recreation 2020 8 13

South AsiaRetail Trade 2020 8 13

North AmericaFinance and Insurance 2020 8 13

North AmericaHealth Care and Social Assistance 2020 8 12

North AmericaOther Services (except Public Administration)2020 8 12

North AmericaEducational Services 2020 8 12

North AmericaHealth Care and Social Assistance 2020 8 12

Europe & Central AsiaPublic Administration 2020 8 12

Europe & Central AsiaHealth Care and Social Assistance 2020 8 12

North AmericaEducational Services 2020 8 12

North AmericaOther Services (except Public Administration)2020 8 12

Middle East & North AfricaPublic AdministrationKorea (the Democratic People's Republic of)PRK 2020 8 12

Europe & Central AsiaProfessional, Scientific, and Technical Services2020 8 12

South AsiaTransportation and Warehousing 2020 8 12

North AmericaPublic Administration 2020 8 11

Europe & Central AsiaEducational Services 2020 8 11

North AmericaProfessional, Scientific, and Technical Services2020 8 11

North AmericaFinance and Insurance 2020 8 10

Europe & Central AsiaProfessional, Scientific, and Technical ServicesUndetermined 999 2020 8 10

North AmericaHealth Care and Social AssistanceUndetermined 999 2020 8 10

North AmericaHealth Care and Social AssistanceUndetermined 999 2020 8 10

North AmericaInformation 2020 8 10

#N/A ConstructionRussian FederationRUS 2020 8 10

North AmericaHealth Care and Social AssistanceUnited States of AmericaUSA 2020 8 10

North AmericaHealth Care and Social AssistanceUndetermined 999 2020 8 10

North AmericaInformation 2020 8 9

North AmericaEducational Services 2020 8 9

North AmericaUndeterminedRussian FederationRUS 2020 8 9

North AmericaPublic Administration 2020 8 8

Europe & Central AsiaOther Services (except Public Administration)2020 8 7

Europe & Central AsiaOther Services (except Public Administration)2020 8 7

North AmericaInformation 2020 8 7

Europe & Central AsiaUndeterminedUndetermined 999 2020 8 6

North AmericaEducational Services 2020 8 6

North AmericaEducational Services 2020 8 6

North AmericaProfessional, Scientific, and Technical Services2020 8 6

North AmericaPublic AdministrationUndetermined 999 2020 8 6

East Asia & PacificManufacturingUndetermined 999 2020 8 6

North AmericaOther Services (except Public Administration)2020 8 6

North AmericaEducational Services 2020 8 6

North AmericaInformation 2020 8 6



North AmericaManufacturing 2020 8 6

North AmericaEducational Services 2020 8 6

North AmericaProfessional, Scientific, and Technical Services2020 8 6

North AmericaEducational Services 2020 8 6

North AmericaPublic Administration 2020 8 6

North AmericaFinance and Insurance 2020 8 6

North AmericaHealth Care and Social Assistance 2020 8 5

Europe & Central AsiaUndetermined 2020 8 5

North AmericaPublic Administration 2020 8 5

Europe & Central AsiaPublic Administration 2020 8 5

East Asia & PacificFinance and Insurance 2020 8 5

East Asia & PacificUndetermined 2020 8 5

North AmericaOther Services (except Public Administration)2020 8 4

North AmericaAccommodation and Food Services 2020 8 4

North AmericaHealth Care and Social Assistance 2020 8 4

North AmericaTransportation and WarehousingUndetermined 999 2020 8 4

East Asia & PacificManufacturingUndetermined 999 2020 8 4

North AmericaHealth Care and Social Assistance 2020 8 4

North AmericaHealth Care and Social Assistance 2020 8 4

North AmericaOther Services (except Public Administration)2020 8 4

North AmericaHealth Care and Social Assistance 2020 8 4

North AmericaEducational Services 2020 8 3

North AmericaEducational Services 2020 8 3

North AmericaEducational Services 2020 8 3

East Asia & PacificHealth Care and Social AssistanceUndetermined 999 2020 8 3

North AmericaHealth Care and Social AssistanceUndetermined 999 2020 8 3

South AsiaInformationPakistan PAK 2020 8 2

East Asia & PacificInformation 2020 8 2

North AmericaHealth Care and Social AssistanceUndetermined 999 2020 8 2

East Asia & PacificProfessional, Scientific, and Technical ServicesUndetermined 999 2020 8 1

North AmericaEducational ServicesUndetermined 999 2020 8 1

North AmericaHealth Care and Social Assistance 2020 7 31

Europe & Central AsiaFinance and Insurance 2020 7 31

North AmericaHealth Care and Social Assistance 2020 7 30

North AmericaProfessional, Scientific, and Technical Services2020 7 30

North AmericaHealth Care and Social Assistance 2020 7 30

North AmericaUndeterminedUndetermined 999 2020 7 30

North AmericaOther Services (except Public Administration)2020 7 30

East Asia & PacificUndeterminedUndetermined 999 2020 7 30

North AmericaHealth Care and Social Assistance 2020 7 30

North AmericaEducational Services 2020 7 29

North AmericaEducational Services 2020 7 29

Europe & Central AsiaPublic Administration 2020 7 29

#N/A Public Administration 2020 7 29

North AmericaProfessional, Scientific, and Technical ServicesUndetermined 999 2020 7 29

North AmericaHealth Care and Social Assistance 2020 7 29

Europe & Central AsiaFinance and Insurance 2020 7 28

Europe & Central AsiaUndeterminedUndetermined 999 2020 7 28

North AmericaArts, Entertainment, and Recreation 2020 7 28

North AmericaEducational Services 2020 7 28

North AmericaHealth Care and Social Assistance 2020 7 28

North AmericaRetail Trade 2020 7 28

North AmericaRetail Trade 2020 7 28

North AmericaHealth Care and Social Assistance 2020 7 28

North AmericaArts, Entertainment, and Recreation 2020 7 28



North AmericaEducational Services 2020 7 28

North AmericaTransportation and Warehousing 2020 7 28

Latin America & CaribbeanUndetermined 2020 7 28

East Asia & PacificOther Services (except Public Administration)China CHN 2020 7 28

Europe & Central AsiaOther Services (except Public Administration)China CHN 2020 7 28

East Asia & PacificOther Services (except Public Administration)China CHN 2020 7 28

Europe & Central AsiaAccommodation and Food ServicesUndetermined 999 2020 7 27

North AmericaProfessional, Scientific, and Technical ServicesUndetermined 999 2020 7 27

North AmericaPublic Administration 2020 7 27

East Asia & PacificProfessional, Scientific, and Technical Services2020 7 26

North AmericaFinance and InsuranceUndetermined 999 2020 7 26

North AmericaProfessional, Scientific, and Technical Services2020 7 26

North AmericaHealth Care and Social Assistance 2020 7 25

North AmericaTransportation and WarehousingUndetermined 999 2020 7 25

Europe & Central AsiaEducational Services 2020 7 24

North AmericaEducational Services 2020 7 24

Europe & Central AsiaEducational Services 2020 7 24

#N/A Other Services (except Public Administration)2020 7 24

North AmericaPublic Administration 2020 7 23

North AmericaRetail TradeRussian FederationRUS 2020 7 23

North AmericaOther Services (except Public Administration)2020 7 23

North AmericaAccommodation and Food Services 2020 7 23

Europe & Central AsiaTransportation and WarehousingRussian FederationRUS 2020 7 23

North AmericaEducational Services 2020 7 22

#N/A InformationIran (Islamic Republic of)IRN 2020 7 22

North AmericaProfessional, Scientific, and Technical Services2020 7 22

North AmericaFinance and Insurance 2020 7 21

East Asia & PacificProfessional, Scientific, and Technical Services2020 7 21

Middle East & North AfricaHealth Care and Social Assistance 2020 7 21

East Asia & PacificFinance and Insurance 2020 7 21

North AmericaProfessional, Scientific, and Technical ServicesRussian FederationRUS 2020 7 21

North AmericaProfessional, Scientific, and Technical ServicesUndetermined 999 2020 7 21

North AmericaHealth Care and Social Assistance 2020 7 20

North AmericaInformation 2020 7 20

North AmericaOther Services (except Public Administration)2020 7 19

Latin America & CaribbeanInformationRussian FederationRUS 2020 7 18

North AmericaHealth Care and Social Assistance 2020 7 17

North AmericaHealth Care and Social AssistanceUndetermined 999 2020 7 17

North AmericaRetail Trade 2020 7 17

North AmericaEducational Services 2020 7 17

Middle East & North AfricaUtilities 2020 7 17

Middle East & North AfricaUtilities 2020 7 17

Europe & Central AsiaEducational Services 2020 7 16

North AmericaEducational Services 2020 7 16

Europe & Central AsiaEducational Services 2020 7 16

North AmericaEducational Services 2020 7 16

North AmericaInformationUndetermined 999 2020 7 15

North AmericaProfessional, Scientific, and Technical Services2020 7 15

East Asia & PacificProfessional, Scientific, and Technical Services2020 7 15

North AmericaProfessional, Scientific, and Technical Services2020 7 15

Europe & Central AsiaPublic AdministrationUnited States of AmericaUSA 2020 7 15

East Asia & PacificOther Services (except Public Administration)China CHN 2020 7 15

North AmericaInformation 2020 7 15

Europe & Central AsiaArts, Entertainment, and RecreationUndetermined 999 2020 7 14

Europe & Central AsiaTransportation and WarehousingItaly ITA 2020 7 14



Europe & Central AsiaOther Services (except Public Administration)2020 7 14

Europe & Central AsiaTransportation and WarehousingItaly ITA 2020 7 14

North AmericaProfessional, Scientific, and Technical ServicesUndetermined 999 2020 7 14

North AmericaInformationUndetermined 999 2020 7 14

Europe & Central AsiaFinance and Insurance 2020 7 13

North AmericaProfessional, Scientific, and Technical ServicesUndetermined 999 2020 7 13

South AsiaManufacturing 2020 7 12

South AsiaAccommodation and Food Services 2020 7 11

Europe & Central AsiaFinance and Insurance 2020 7 11

North AmericaInformationUndetermined 999 2020 7 10

Middle East & North AfricaUndeterminedUndetermined 999 2020 7 10

North AmericaHealth Care and Social Assistance 2020 7 10

North AmericaOther Services (except Public Administration)2020 7 10

Europe & Central AsiaPublic AdministrationItaly ITA 2020 7 10

North AmericaHealth Care and Social Assistance 2020 7 9

North AmericaInformation 2020 7 9

South AsiaFinance and Insurance 2020 7 9

North AmericaInformation 2020 7 8

North AmericaHealth Care and Social Assistance 2020 7 8

South AsiaOther Services (except Public Administration)2020 7 8

North AmericaUndetermined 2020 7 7

North AmericaPublic Administration 2020 7 7

North AmericaOther Services (except Public Administration)2020 7 6

North AmericaTransportation and Warehousing 2020 7 6

Latin America & CaribbeanFinance and Insurance 2020 7 6

Europe & Central AsiaFinance and Insurance 2020 7 6

Middle East & North AfricaFinance and InsuranceUndetermined 999 2020 7 6

Europe & Central AsiaHealth Care and Social Assistance 2020 7 5

North AmericaProfessional, Scientific, and Technical Services2020 7 5

Europe & Central AsiaInformationUndetermined 999 2020 7 4

North AmericaPublic AdministrationRussian FederationRUS 2020 7 4

North AmericaUndetermined 2020 7 3

North AmericaEducational Services 2020 7 3

North AmericaEducational Services 2020 7 3

North AmericaEducational Services 2020 7 3

North AmericaHealth Care and Social Assistance 2020 7 3

East Asia & PacificOther Services (except Public Administration)2020 7 3

Middle East & North AfricaTransportation and Warehousing 2020 7 3

North AmericaEducational Services 2020 7 3

North AmericaEducational Services 2020 7 2

Middle East & North AfricaUtilities Undetermined 999 2020 7 2

North AmericaOther Services (except Public Administration)2020 7 2

North AmericaFinance and Insurance 2020 7 2

Europe & Central AsiaPublic Administration 2020 7 2

North AmericaUndeterminedUnited States of AmericaUSA 2020 7 1

North AmericaTransportation and WarehousingUndetermined 999 2020 7 1

Europe & Central AsiaArts, Entertainment, and Recreation 2020 7 1

East Asia & PacificOther Services (except Public Administration)2020 7 1

North AmericaHealth Care and Social Assistance 2020 6 30

North AmericaInformation 2020 6 30

North AmericaEducational Services 2020 6 29

North AmericaPublic Administration 2020 6 29

North AmericaPublic Administration 2020 6 29

South AsiaPublic Administration 2020 6 28

Middle East & North AfricaArts, Entertainment, and Recreation 2020 6 28



South AsiaPublic AdministrationIndia IND 2020 6 27

South AsiaPublic AdministrationIndia IND 2020 6 27

East Asia & PacificInformation 2020 6 26

North AmericaPublic Administration 2020 6 26

Europe & Central AsiaInformation 2020 6 26

East Asia & PacificInformation 2020 6 26

Latin America & CaribbeanPublic AdministrationBrazil BRA 2020 6 26

North AmericaFinance and InsuranceRussian FederationRUS 2020 6 26

North AmericaHealth Care and Social Assistance 2020 6 25

Europe & Central AsiaFinance and Insurance 2020 6 25

North AmericaManufacturingUndetermined 999 2020 6 25

#N/A ManufacturingUndetermined 999 2020 6 25

North AmericaHealth Care and Social Assistance 2020 6 24

North AmericaProfessional, Scientific, and Technical ServicesUndetermined 999 2020 6 24

North AmericaProfessional, Scientific, and Technical ServicesUndetermined 999 2020 6 24

North AmericaOther Services (except Public Administration)2020 6 24

North AmericaOther Services (except Public Administration)2020 6 24

North AmericaPublic Administration 2020 6 23

North AmericaProfessional, Scientific, and Technical Services2020 6 23

North AmericaEducational ServicesUndetermined 999 2020 6 22

South AsiaManagement of Companies and EnterprisesUndetermined 999 2020 6 22

North AmericaEducational Services 2020 6 22

#N/A Professional, Scientific, and Technical ServicesUnited Kingdom of Great Britain and Northern IrelandGBR 2020 6 22

#N/A Arts, Entertainment, and Recreation 2020 6 22

South AsiaManagement of Companies and EnterprisesUndetermined 999 2020 6 22

#N/A Finance and Insurance 2020 6 21

North AmericaEducational Services 2020 6 21

North AmericaPublic Administration 2020 6 20

North AmericaHealth Care and Social AssistanceUndetermined 999 2020 6 19

North AmericaPublic AdministrationUndetermined 999 2020 6 19

North AmericaHealth Care and Social Assistance 2020 6 19

North AmericaEducational Services 2020 6 19

East Asia & PacificOther Services (except Public Administration)2020 6 19

North AmericaPublic AdministrationUndetermined 999 2020 6 19

North AmericaArts, Entertainment, and Recreation 2020 6 18

North AmericaFinance and Insurance 2020 6 18

North AmericaFinance and Insurance 2020 6 18

#N/A Other Services (except Public Administration)2020 6 18

East Asia & PacificManufacturing 2020 6 18

North AmericaFinance and Insurance 2020 6 18

North AmericaFinance and Insurance 2020 6 18

North AmericaHealth Care and Social Assistance 2020 6 17

Latin America & CaribbeanUtilities Russian FederationRUS 2020 6 17

East Asia & PacificEducational ServicesUndetermined 999 2020 6 17

East Asia & PacificEducational Services 2020 6 17

North AmericaPublic Administration 2020 6 17

#N/A Information 2020 6 17

Latin America & CaribbeanUtilities Russian FederationRUS 2020 6 17

North AmericaHealth Care and Social Assistance 2020 6 16

South AsiaPublic Administration 2020 6 16

Sub-Saharan AfricaFinance and Insurance 2020 6 15

Europe & Central AsiaWholesale Trade 2020 6 15

North AmericaRetail Trade 2020 6 15

Europe & Central AsiaManufacturing 2020 6 15

Europe & Central AsiaAccommodation and Food Services 2020 6 15



North AmericaUndeterminedUndetermined 999 2020 6 15

North AmericaPublic AdministrationUnited States of AmericaUSA 2020 6 14

Middle East & North AfricaProfessional, Scientific, and Technical Services2020 6 14

North AmericaFinance and InsuranceUndetermined 999 2020 6 14

Middle East & North AfricaProfessional, Scientific, and Technical Services2020 6 14

North AmericaFinance and InsuranceUndetermined 999 2020 6 14

North AmericaHealth Care and Social Assistance 2020 6 13

Europe & Central AsiaHealth Care and Social Assistance 2020 6 12

Latin America & CaribbeanPublic AdministrationRussian FederationRUS 2020 6 12

North AmericaProfessional, Scientific, and Technical Services2020 6 12

South AsiaHealth Care and Social Assistance 2020 6 12

North AmericaHealth Care and Social Assistance 2020 6 12

North AmericaHealth Care and Social Assistance 2020 6 12

South AsiaHealth Care and Social Assistance 2020 6 12

North AmericaHealth Care and Social Assistance 2020 6 12

North AmericaProfessional, Scientific, and Technical Services2020 6 12

North AmericaPublic Administration 2020 6 11

East Asia & PacificEducational Services 2020 6 11

East Asia & PacificUndeterminedRussian FederationRUS 2020 6 11

North AmericaHealth Care and Social Assistance 2020 6 11

North AmericaHealth Care and Social Assistance 2020 6 11

Europe & Central AsiaInformation 2020 6 11

North AmericaUndetermined 2020 6 11

North AmericaPublic Administration 2020 6 11

East Asia & PacificPublic AdministrationChina CHN 2020 6 10

North AmericaPublic Administration 2020 6 10

North AmericaInformation 2020 6 10

Sub-Saharan AfricaHealth Care and Social Assistance 2020 6 9

Europe & Central AsiaPublic Administration 2020 6 9

South AsiaUndeterminedIndia IND 2020 6 9

East Asia & PacificManufacturing 2020 6 9

North AmericaHealth Care and Social Assistance 2020 6 8

Middle East & North AfricaProfessional, Scientific, and Technical Services2020 6 8

North AmericaRetail Trade 2020 6 8

Europe & Central AsiaUndeterminedRussian FederationRUS 2020 6 8

East Asia & PacificManufacturingUndetermined 999 2020 6 8

Europe & Central AsiaHealth Care and Social Assistance 2020 6 7

East Asia & PacificEducational Services 2020 6 7

Europe & Central AsiaUtilities Undetermined 999 2020 6 7

South AsiaInformationUndetermined 999 2020 6 5

North AmericaPublic Administration 2020 6 5

North AmericaHealth Care and Social Assistance 2020 6 5

East Asia & PacificProfessional, Scientific, and Technical ServicesUndetermined 999 2020 6 5

North AmericaPublic Administration 2020 6 5

North AmericaRetail Trade 2020 6 5

East Asia & PacificEducational Services 2020 6 4

North AmericaOther Services (except Public Administration)2020 6 4

North AmericaEducational ServicesUndetermined 999 2020 6 3

North AmericaEducational ServicesUndetermined 999 2020 6 3

North AmericaEducational ServicesUndetermined 999 2020 6 3

North AmericaEducational Services 2020 6 3

#N/A Finance and Insurance 2020 6 3

North AmericaProfessional, Scientific, and Technical ServicesUndetermined 999 2020 6 3

North AmericaProfessional, Scientific, and Technical ServicesRussian FederationRUS 2020 6 3

North AmericaOther Services (except Public Administration)2020 6 3



North AmericaProfessional, Scientific, and Technical ServicesRussian FederationRUS 2020 6 2

North AmericaHealth Care and Social Assistance 2020 6 2

North AmericaPublic Administration 2020 6 2

North AmericaProfessional, Scientific, and Technical Services2020 6 1

North AmericaRetail Trade 2020 6 1

North AmericaEducational Services 2020 6 1

East Asia & PacificFinance and Insurance 2020 5 31

Middle East & North AfricaTransportation and Warehousing 2020 5 30

North AmericaPublic AdministrationUndetermined 999 2020 5 30

Europe & Central AsiaProfessional, Scientific, and Technical ServicesUndetermined 999 2020 5 30

North AmericaRetail Trade 2020 5 30

North AmericaProfessional, Scientific, and Technical ServicesUndetermined 999 2020 5 29

North AmericaTransportation and Warehousing 2020 5 29

East Asia & PacificPublic AdministrationUndetermined 999 2020 5 29

North AmericaEducational ServicesUndetermined 999 2020 5 28

North AmericaHealth Care and Social Assistance 2020 5 28

North AmericaPublic Administration 2020 5 28

North AmericaInformation 2020 5 28

Europe & Central AsiaPublic AdministrationUndetermined 999 2020 5 27

Europe & Central AsiaInformation 2020 5 27

Europe & Central AsiaInformationBelarus BLR 2020 5 27

Europe & Central AsiaInformationBelarus BLR 2020 5 27

Europe & Central AsiaInformationBelarus BLR 2020 5 27

Europe & Central AsiaInformationBelarus BLR 2020 5 27

Europe & Central AsiaInformationBelarus BLR 2020 5 27

Europe & Central AsiaInformationBelarus BLR 2020 5 27

North AmericaProfessional, Scientific, and Technical Services2020 5 26

#N/A Other Services (except Public Administration)2020 5 24

#N/A Other Services (except Public Administration)2020 5 24

Europe & Central AsiaOther Services (except Public Administration)2020 5 24

South AsiaProfessional, Scientific, and Technical Services2020 5 23

North AmericaHealth Care and Social Assistance 2020 5 22

South AsiaEducational Services 2020 5 22

North AmericaProfessional, Scientific, and Technical ServicesUndetermined 999 2020 5 22

Europe & Central AsiaHealth Care and Social AssistanceItaly ITA 2020 5 22

North AmericaHealth Care and Social Assistance 2020 5 20

North AmericaUndeterminedRussian FederationRUS 2020 5 20

North AmericaInformationUndetermined 999 2020 5 20

Europe & Central AsiaTransportation and Warehousing 2020 5 19

South AsiaInformationIran (Islamic Republic of)IRN 2020 5 19

North AmericaProfessional, Scientific, and Technical Services2020 5 17

East Asia & PacificPublic AdministrationChina CHN 2020 5 15

Europe & Central AsiaInformation 2020 5 15

East Asia & PacificPublic AdministrationChina CHN 2020 5 15

East Asia & PacificUndetermined 2020 5 15

Europe & Central AsiaOther Services (except Public Administration)2020 5 15

Europe & Central AsiaTransportation and Warehousing 2020 5 14

North AmericaFinance and Insurance 2020 5 14

North AmericaPublic Administration 2020 5 14

Europe & Central AsiaUtilities 2020 5 14

North AmericaPublic AdministrationUndetermined 999 2020 5 14

North AmericaHealth Care and Social AssistanceUndetermined 999 2020 5 13

North AmericaPublic Administration 2020 5 13

Europe & Central AsiaPublic Administration 2020 5 13

Europe & Central AsiaConstruction 2020 5 13



Europe & Central AsiaProfessional, Scientific, and Technical Services2020 5 13

North AmericaMining, Quarrying, and Oil and Gas ExtractionUndetermined 999 2020 5 12

Europe & Central AsiaProfessional, Scientific, and Technical Services2020 5 12

North AmericaPublic Administration 2020 5 11

#N/A Other Services (except Public Administration)2020 5 11

North AmericaProfessional, Scientific, and Technical ServicesUndetermined 999 2020 5 11

North AmericaProfessional, Scientific, and Technical ServicesUndetermined 999 2020 5 11

Europe & Central AsiaPublic AdministrationUndetermined 999 2020 5 10

Middle East & North AfricaTransportation and Warehousing 2020 5 10

Middle East & North AfricaTransportation and WarehousingIsrael ISR 2020 5 9

East Asia & PacificFinance and Insurance 2020 5 9

North AmericaInformationUndetermined 999 2020 5 9

North AmericaInformationUndetermined 999 2020 5 9

North AmericaHealth Care and Social AssistanceUndetermined 999 2020 5 9

#N/A InformationUndetermined 999 2020 5 9

#N/A InformationUndetermined 999 2020 5 9

North AmericaArts, Entertainment, and RecreationUndetermined 999 2020 5 9

East Asia & PacificRetail TradeUndetermined 999 2020 5 9

Europe & Central AsiaManufacturing 2020 5 9

North AmericaProfessional, Scientific, and Technical Services2020 5 9

North AmericaPublic AdministrationRussian FederationRUS 2020 5 8

East Asia & PacificInformation 2020 5 8

North AmericaPublic Administration 2020 5 8

North AmericaPublic Administration 2020 5 8

North AmericaProfessional, Scientific, and Technical ServicesRussian FederationRUS 2020 5 8

North AmericaAccommodation and Food ServicesUndetermined 999 2020 5 8

North AmericaProfessional, Scientific, and Technical Services2020 5 8

North AmericaHealth Care and Social Assistance 2020 5 7

East Asia & PacificInformation 2020 5 7

North AmericaRetail Trade 2020 5 7

North AmericaOther Services (except Public Administration)2020 5 7

Europe & Central AsiaInformationUndetermined 999 2020 5 7

Europe & Central AsiaEducational Services 2020 5 7

East Asia & PacificProfessional, Scientific, and Technical ServicesUndetermined 999 2020 5 6

North AmericaHealth Care and Social AssistanceUndetermined 999 2020 5 6

North AmericaOther Services (except Public Administration)2020 5 6

South AsiaOther Services (except Public Administration)2020 5 6

North AmericaInformationUndetermined 999 2020 5 6

Europe & Central AsiaHealth Care and Social AssistanceUndetermined 999 2020 5 6

Europe & Central AsiaArts, Entertainment, and Recreation 2020 5 5

East Asia & PacificMining, Quarrying, and Oil and Gas Extraction2020 5 5

Europe & Central AsiaManufacturingUndetermined 999 2020 5 5

North AmericaHealth Care and Social Assistance 2020 5 4

East Asia & PacificMining, Quarrying, and Oil and Gas ExtractionChina CHN 2020 5 4

East Asia & PacificRetail Trade 2020 5 4

North AmericaInformationUndetermined 999 2020 5 3

North AmericaProfessional, Scientific, and Technical ServicesUndetermined 999 2020 5 3

North AmericaProfessional, Scientific, and Technical Services2020 5 3

North AmericaEducational Services 2020 5 3

North AmericaAccommodation and Food ServicesRussian FederationRUS 2020 5 3

North AmericaProfessional, Scientific, and Technical Services2020 5 3

North AmericaProfessional, Scientific, and Technical Services2020 5 3

North AmericaInformation 2020 5 3

North AmericaArts, Entertainment, and Recreation 2020 5 3

South AsiaEducational ServicesUndetermined 999 2020 5 3



East Asia & PacificRetail TradeUndetermined 999 2020 5 3

#N/A Professional, Scientific, and Technical Services2020 5 2

North AmericaHealth Care and Social Assistance 2020 5 1

North AmericaHealth Care and Social Assistance 2020 5 1

North AmericaEducational Services 2020 5 1

North AmericaAccommodation and Food ServicesUndetermined 999 2020 5 1

North AmericaEducational Services 2020 5 1

North AmericaInformationUndetermined 999 2020 5 1

Europe & Central AsiaFinance and InsuranceRussian FederationRUS 2020 5 1

North AmericaHealth Care and Social AssistanceUndetermined 999 2020 5 1

North AmericaHealth Care and Social AssistanceUndetermined 999 2020 5 1

Latin America & CaribbeanFinance and InsuranceUndetermined 999 2020 5 1

North AmericaUtilities Undetermined 999 2020 4 30

Europe & Central AsiaEducational Services 2020 4 30

Europe & Central AsiaEducational Services 2020 4 30

East Asia & PacificPublic AdministrationChina CHN 2020 4 30

Europe & Central AsiaInformation 2020 4 29

#N/A Management of Companies and Enterprises2020 4 29

Europe & Central AsiaInformation 2020 4 29

North AmericaInformation 2020 4 29

Europe & Central AsiaManufacturing 2020 4 29

Europe & Central AsiaProfessional, Scientific, and Technical ServicesUndetermined 999 2020 4 28

North AmericaOther Services (except Public Administration)2020 4 28

North AmericaHealth Care and Social Assistance 2020 4 27

North AmericaProfessional, Scientific, and Technical ServicesRussian FederationRUS 2020 4 27

North AmericaEducational Services 2020 4 27

North AmericaProfessional, Scientific, and Technical Services2020 4 27

Europe & Central AsiaRetail Trade 2020 4 26

East Asia & PacificProfessional, Scientific, and Technical ServicesUndetermined 999 2020 4 25

North AmericaProfessional, Scientific, and Technical ServicesUndetermined 999 2020 4 24

North AmericaEducational ServicesUndetermined 999 2020 4 24

North AmericaInformationRussian FederationRUS 2020 4 23

North AmericaInformation 2020 4 23

Middle East & North AfricaUtilities 2020 4 23

North AmericaEducational Services 2020 4 23

North AmericaInformation 2020 4 22

East Asia & PacificPublic Administration 2020 4 22

Europe & Central AsiaInformationBelarus BLR 2020 4 22

Europe & Central AsiaInformationBelarus BLR 2020 4 22

Europe & Central AsiaInformationBelarus BLR 2020 4 22

Europe & Central AsiaPublic Administration 2020 4 22

East Asia & PacificPublic AdministrationViet Nam VNM 2020 4 22

East Asia & PacificPublic AdministrationViet Nam VNM 2020 4 22

North AmericaArts, Entertainment, and Recreation 2020 4 21

North AmericaHealth Care and Social Assistance 2020 4 21

North AmericaPublic AdministrationRussian FederationRUS 2020 4 21

North AmericaAdministrative and Support and Waste Management and Remediation Services2020 4 20

North AmericaHealth Care and Social Assistance 2020 4 20

Europe & Central AsiaOther Services (except Public Administration)2020 4 20

North AmericaOther Services (except Public Administration)2020 4 20

#N/A Arts, Entertainment, and RecreationChina CHN 2020 4 20

North AmericaFinance and Insurance 2020 4 20

Europe & Central AsiaAgriculture, Forestry, Fishing and Hunting2020 4 19

Europe & Central AsiaFinance and Insurance 2020 4 19

#N/A Finance and Insurance 2020 4 19



North AmericaFinance and Insurance 2020 4 19

North AmericaOther Services (except Public Administration)Undetermined 999 2020 4 18

North AmericaArts, Entertainment, and Recreation 2020 4 18

North AmericaProfessional, Scientific, and Technical Services2020 4 18

North AmericaFinance and Insurance 2020 4 18

North AmericaEducational Services 2020 4 17

North AmericaPublic Administration 2020 4 17

North AmericaHealth Care and Social Assistance 2020 4 17

North AmericaAccommodation and Food Services 2020 4 17

North AmericaHealth Care and Social AssistanceUndetermined 999 2020 4 17

Europe & Central AsiaInformation 2020 4 17

North AmericaHealth Care and Social Assistance 2020 4 16

Sub-Saharan AfricaPublic Administration 2020 4 15

North AmericaArts, Entertainment, and Recreation 2020 4 15

North AmericaProfessional, Scientific, and Technical Services2020 4 15

East Asia & PacificProfessional, Scientific, and Technical Services2020 4 15

South AsiaInformationUndetermined 999 2020 4 15

North AmericaProfessional, Scientific, and Technical Services2020 4 14

North AmericaHealth Care and Social Assistance 2020 4 14

North AmericaHealth Care and Social Assistance 2020 4 14

Europe & Central AsiaFinance and Insurance 2020 4 14

Europe & Central AsiaUtilities Undetermined 999 2020 4 14

North AmericaHealth Care and Social Assistance 2020 4 13

North AmericaHealth Care and Social Assistance 2020 4 13

North AmericaHealth Care and Social Assistance 2020 4 13

North AmericaHealth Care and Social Assistance 2020 4 12

North AmericaPublic Administration 2020 4 12

Europe & Central AsiaFinance and Insurance 2020 4 11

North AmericaHealth Care and Social Assistance 2020 4 11

North AmericaHealth Care and Social Assistance 2020 4 11

South AsiaManufacturingUndetermined 999 2020 4 10

North AmericaOther Services (except Public Administration)2020 4 10

Europe & Central AsiaTransportation and Warehousing 2020 4 10

North AmericaArts, Entertainment, and RecreationUndetermined 999 2020 4 10

Middle East & North AfricaFinance and Insurance 2020 4 9

North AmericaPublic Administration 2020 4 9

Middle East & North AfricaInformation 2020 4 9

Europe & Central AsiaUndetermined 2020 4 9

Europe & Central AsiaPublic Administration 2020 4 9

#N/A Finance and Insurance 2020 4 8

South AsiaInformation 2020 4 8

North AmericaProfessional, Scientific, and Technical Services2020 4 7

North AmericaTransportation and WarehousingRussian FederationRUS 2020 4 7

North AmericaHealth Care and Social Assistance 2020 4 6

North AmericaEducational Services 2020 4 5

North AmericaFinance and Insurance 2020 4 5

Europe & Central AsiaInformationUndetermined 999 2020 4 5

North AmericaReal Estate and Rental and LeasingUndetermined 999 2020 4 3

#N/A Other Services (except Public Administration)2020 4 3

North AmericaPublic Administration 2020 4 3

Europe & Central AsiaAdministrative and Support and Waste Management and Remediation Services2020 4 2

Europe & Central AsiaAdministrative and Support and Waste Management and Remediation Services2020 4 2

#N/A Public Administration 2020 4 2

North AmericaHealth Care and Social AssistanceRussian FederationRUS 2020 4 1

Middle East & North AfricaMining, Quarrying, and Oil and Gas ExtractionUndetermined 999 2020 4 1



Europe & Central AsiaArts, Entertainment, and RecreationUndetermined 999 2020 4 1

Latin America & CaribbeanManufacturingUndetermined 999 2020 3 31

North AmericaAccommodation and Food Services 2020 3 31

#N/A Arts, Entertainment, and RecreationUndetermined 999 2020 3 30

North AmericaInformation 2020 3 30

North AmericaAdministrative and Support and Waste Management and Remediation ServicesUndetermined 999 2020 3 29

Europe & Central AsiaEducational Services 2020 3 28

North AmericaFinance and Insurance 2020 3 27

Middle East & North AfricaArts, Entertainment, and Recreation 2020 3 27

North AmericaInformation 2020 3 27

North AmericaHealth Care and Social Assistance 2020 3 26

South AsiaPublic AdministrationUndetermined 999 2020 3 26

North AmericaHealth Care and Social Assistance 2020 3 26

South AsiaPublic AdministrationUndetermined 999 2020 3 26

North AmericaHealth Care and Social AssistanceRussian FederationRUS 2020 3 26

North AmericaManufacturingRussian FederationRUS 2020 3 26

North AmericaFinance and InsuranceUndetermined 999 2020 3 26

North AmericaPublic Administration 2020 3 25

Europe & Central AsiaOther Services (except Public Administration)2020 3 25

North AmericaManufacturingUndetermined 999 2020 3 25

South AsiaReal Estate and Rental and Leasing 2020 3 24

North AmericaManufacturing 2020 3 23

Europe & Central AsiaFinance and Insurance 2020 3 23

Europe & Central AsiaPublic AdministrationUndetermined 999 2020 3 23

North AmericaHealth Care and Social Assistance 2020 3 20

North AmericaPublic Administration 2020 3 20

Europe & Central AsiaPublic Administration 2020 3 20

North AmericaHealth Care and Social Assistance 2020 3 20

Europe & Central AsiaFinance and Insurance 2020 3 20

Europe & Central AsiaProfessional, Scientific, and Technical ServicesRussian FederationRUS 2020 3 20

North AmericaManufacturing 2020 3 20

North AmericaRetail Trade 2020 3 19

Europe & Central AsiaAccommodation and Food Services 2020 3 19

North AmericaProfessional, Scientific, and Technical Services2020 3 19

Europe & Central AsiaInformationBelarus BLR 2020 3 19

North AmericaRetail Trade 2020 3 18

North AmericaArts, Entertainment, and Recreation 2020 3 18

North AmericaHealth Care and Social Assistance 2020 3 17

North AmericaPublic Administration 2020 3 17

Europe & Central AsiaFinance and Insurance 2020 3 16

North AmericaHealth Care and Social Assistance 2020 3 16

North AmericaEducational Services 2020 3 16

North AmericaPublic Administration 2020 3 15

Europe & Central AsiaPublic Administration 2020 3 15

North AmericaPublic Administration 2020 3 15

Latin America & CaribbeanFinance and Insurance 2020 3 14

Europe & Central AsiaHealth Care and Social AssistanceUndetermined 999 2020 3 14

North AmericaHealth Care and Social Assistance 2020 3 14

North AmericaHealth Care and Social AssistanceUndetermined 999 2020 3 14

North AmericaEducational Services 2020 3 13

North AmericaHealth Care and Social Assistance 2020 3 13

Europe & Central AsiaInformation 2020 3 13

Europe & Central AsiaHealth Care and Social Assistance 2020 3 13

Europe & Central AsiaInformation 2020 3 13

North AmericaProfessional, Scientific, and Technical Services2020 3 12



Europe & Central AsiaOther Services (except Public Administration)Russian FederationRUS 2020 3 12

Europe & Central AsiaOther Services (except Public Administration)Russian FederationRUS 2020 3 12

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2020 3 12

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2020 3 12

North AmericaHealth Care and Social Assistance 2020 3 11

North AmericaHealth Care and Social Assistance 2020 3 11

North AmericaEducational Services 2020 3 10

North AmericaHealth Care and Social Assistance 2020 3 9

North AmericaEducational Services 2020 3 9

North AmericaOther Services (except Public Administration)2020 3 9

Europe & Central AsiaUtilities 2020 3 9

North AmericaEducational Services 2020 3 8

South AsiaAccommodation and Food Services 2020 3 7

North AmericaProfessional, Scientific, and Technical ServicesUndetermined 999 2020 3 7

North AmericaProfessional, Scientific, and Technical ServicesUndetermined 999 2020 3 7

North AmericaPublic AdministrationRussian FederationRUS 2020 3 6

North AmericaHealth Care and Social Assistance 2020 3 6

North AmericaInformation 2020 3 6

North AmericaInformation 2020 3 6

Middle East & North AfricaFinance and Insurance 2020 3 6

North AmericaPublic AdministrationRussian FederationRUS 2020 3 6

North AmericaManufacturing 2020 3 5

North AmericaManufacturing 2020 3 5

North AmericaTransportation and Warehousing 2020 3 5

Europe & Central AsiaRetail Trade 2020 3 4

East Asia & PacificPublic Administration 2020 3 4

North AmericaInformation 2020 3 4

North AmericaArts, Entertainment, and Recreation 2020 3 3

North AmericaAccommodation and Food Services 2020 3 3

North AmericaRetail Trade 2020 3 3

North AmericaInformationSyrian Arab RepublicSYR 2020 3 2

Middle East & North AfricaOther Services (except Public Administration)2020 3 2

South AsiaRetail Trade 2020 3 2

Europe & Central AsiaRetail Trade 2020 3 2

North AmericaEducational Services 2020 3 2

Europe & Central AsiaPublic AdministrationUndetermined 999 2020 3 2

North AmericaFinance and Insurance 2020 3 1

North AmericaManufacturing 2020 3 1

Sub-Saharan AfricaFinance and InsuranceUndetermined 999 2020 2 29

Europe & Central AsiaFinance and Insurance 2020 2 29

North AmericaManufacturing 2020 2 29

North AmericaProfessional, Scientific, and Technical Services2020 2 29

North AmericaHealth Care and Social Assistance 2020 2 28

Middle East & North AfricaFinance and Insurance 2020 2 27

East Asia & PacificFinance and Insurance 2020 2 27

North AmericaHealth Care and Social Assistance 2020 2 27

North AmericaOther Services (except Public Administration)2020 2 27

North AmericaManufacturing 2020 2 27

North AmericaReal Estate and Rental and Leasing 2020 2 27

North AmericaProfessional, Scientific, and Technical Services2020 2 26

North AmericaHealth Care and Social Assistance 2020 2 26

Europe & Central AsiaUtilities 2020 2 26

Europe & Central AsiaProfessional, Scientific, and Technical ServicesRussian FederationRUS 2020 2 26

North AmericaProfessional, Scientific, and Technical Services2020 2 25

East Asia & PacificEducational Services 2020 2 25



North AmericaEducational ServicesRussian FederationRUS 2020 2 25

North AmericaHealth Care and Social Assistance 2020 2 25

North AmericaHealth Care and Social Assistance 2020 2 25

North AmericaProfessional, Scientific, and Technical Services2020 2 25

North AmericaPublic AdministrationUndetermined 999 2020 2 25

Middle East & North AfricaProfessional, Scientific, and Technical Services2020 2 24

Europe & Central AsiaTransportation and Warehousing 2020 2 24

North AmericaPublic Administration 2020 2 24

North AmericaFinance and Insurance 2020 2 24

Europe & Central AsiaPublic Administration 2020 2 24

Europe & Central AsiaFinance and Insurance 2020 2 24

North AmericaHealth Care and Social Assistance 2020 2 23

North AmericaAdministrative and Support and Waste Management and Remediation Services2020 2 23

North AmericaPublic Administration 2020 2 23

Latin America & CaribbeanPublic Administration 2020 2 23

#N/A Finance and Insurance 2020 2 22

East Asia & PacificFinance and Insurance 2020 2 21

North AmericaEducational Services 2020 2 21

North AmericaEducational Services 2020 2 21

North AmericaMining, Quarrying, and Oil and Gas Extraction2020 2 21

North AmericaUtilities 2020 2 21

North AmericaManufacturingUndetermined 999 2020 2 21

North AmericaEducational Services 2020 2 20

North AmericaEducational Services 2020 2 20

North AmericaHealth Care and Social Assistance 2020 2 20

South AsiaEducational Services 2020 2 20

North AmericaPublic Administration 2020 2 20

North AmericaEducational Services 2020 2 19

North AmericaPublic Administration 2020 2 19

South AsiaHealth Care and Social Assistance 2020 2 19

North AmericaAccommodation and Food Services 2020 2 19

North AmericaPublic Administration 2020 2 19

North AmericaProfessional, Scientific, and Technical Services2020 2 18

Sub-Saharan AfricaPublic Administration 2020 2 18

North AmericaTransportation and Warehousing 2020 2 18

North AmericaHealth Care and Social Assistance 2020 2 17

North AmericaHealth Care and Social Assistance 2020 2 17

North AmericaPublic Administration 2020 2 17

Europe & Central AsiaAdministrative and Support and Waste Management and Remediation Services2020 2 17

North AmericaEducational Services 2020 2 16

Middle East & North AfricaPublic AdministrationUndetermined 999 2020 2 16

North AmericaManufacturing 2020 2 15

North AmericaEducational Services 2020 2 15

North AmericaProfessional, Scientific, and Technical Services2020 2 15

Europe & Central AsiaPublic AdministrationSaudi ArabiaSAU 2020 2 15

Europe & Central AsiaArts, Entertainment, and RecreationSaudi ArabiaSAU 2020 2 15

North AmericaPublic Administration 2020 2 15

North AmericaEducational Services 2020 2 15

North AmericaArts, Entertainment, and Recreation 2020 2 15

North AmericaHealth Care and Social Assistance 2020 2 14

North AmericaFinance and Insurance 2020 2 14

Europe & Central AsiaMining, Quarrying, and Oil and Gas Extraction2020 2 14

North AmericaAccommodation and Food Services 2020 2 14

North AmericaProfessional, Scientific, and Technical Services2020 2 14

Europe & Central AsiaPublic Administration 2020 2 13



North AmericaFinance and Insurance 2020 2 13

Sub-Saharan AfricaFinance and Insurance 2020 2 13

North AmericaRetail Trade 2020 2 13

North AmericaHealth Care and Social Assistance 2020 2 12

North AmericaPublic Administration 2020 2 12

North AmericaHealth Care and Social Assistance 2020 2 12

Europe & Central AsiaFinance and Insurance 2020 2 12

North AmericaPublic Administration 2020 2 12

North AmericaInformation 2020 2 11

North AmericaPublic Administration 2020 2 11

North AmericaHealth Care and Social Assistance 2020 2 11

North AmericaProfessional, Scientific, and Technical Services2020 2 11

North AmericaHealth Care and Social Assistance 2020 2 11

North AmericaEducational Services 2020 2 11

North AmericaEducational Services 2020 2 10

North AmericaPublic Administration 2020 2 10

North AmericaProfessional, Scientific, and Technical Services2020 2 10

North AmericaEducational Services 2020 2 10

Middle East & North AfricaInformation 2020 2 9

Europe & Central AsiaPublic Administration 2020 2 8

Europe & Central AsiaEducational ServicesItaly ITA 2020 2 7

Europe & Central AsiaEducational ServicesItaly ITA 2020 2 7

North AmericaHealth Care and Social Assistance 2020 2 7

North AmericaEducational Services 2020 2 7

Europe & Central AsiaEducational ServicesItaly ITA 2020 2 7

North AmericaPublic Administration 2020 2 7

North AmericaInformationSaudi ArabiaSAU 2020 2 7

North AmericaFinance and Insurance 2020 2 6

East Asia & PacificManufacturing 2020 2 6

East Asia & PacificManufacturing 2020 2 6

North AmericaHealth Care and Social AssistanceUndetermined 999 2020 2 5

North AmericaEducational Services 2020 2 5

North AmericaProfessional, Scientific, and Technical Services2020 2 5

Europe & Central AsiaFinance and Insurance 2020 2 5

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2020 2 5

North AmericaEducational Services 2020 2 4

North AmericaEducational Services 2020 2 4

North AmericaArts, Entertainment, and Recreation 2020 2 4

North AmericaPublic Administration 2020 2 4

Europe & Central AsiaProfessional, Scientific, and Technical Services2020 2 4

North AmericaPublic Administration 2020 2 4

North AmericaFinance and Insurance 2020 2 3

East Asia & PacificProfessional, Scientific, and Technical Services2020 2 3

North AmericaHealth Care and Social Assistance 2020 2 1

North AmericaEducational Services 2020 2 1

North AmericaProfessional, Scientific, and Technical ServicesUndetermined 999 2020 2 1

North AmericaPublic Administration 2020 1 31

North AmericaHealth Care and Social Assistance 2020 1 31

Europe & Central AsiaArts, Entertainment, and Recreation 2020 1 31

Europe & Central AsiaEducational Services 2020 1 31

North AmericaPublic Administration 2020 1 31

North AmericaPublic Administration 2020 1 31

North AmericaInformation 2020 1 31

East Asia & PacificEducational ServicesChina CHN 2020 1 31

Europe & Central AsiaProfessional, Scientific, and Technical Services2020 1 31



North AmericaEducational Services 2020 1 30

North AmericaPublic Administration 2020 1 30

Europe & Central AsiaOther Services (except Public Administration)2020 1 30

North AmericaFinance and Insurance 2020 1 30

East Asia & PacificManufacturing 2020 1 30

Europe & Central AsiaInformationBelarus BLR 2020 1 30

Europe & Central AsiaInformationBelarus BLR 2020 1 30

Europe & Central AsiaInformationBelarus BLR 2020 1 30

Europe & Central AsiaInformationBelarus BLR 2020 1 30

Europe & Central AsiaOther Services (except Public Administration)Iran (Islamic Republic of)IRN 2020 1 30

Europe & Central AsiaOther Services (except Public Administration)Iran (Islamic Republic of)IRN 2020 1 30

Europe & Central AsiaOther Services (except Public Administration)Iran (Islamic Republic of)IRN 2020 1 30

Europe & Central AsiaOther Services (except Public Administration)Iran (Islamic Republic of)IRN 2020 1 30

North AmericaProfessional, Scientific, and Technical Services2020 1 29

North AmericaManufacturing 2020 1 29

North AmericaFinance and Insurance 2020 1 28

North AmericaOther Services (except Public Administration)2020 1 28

North AmericaManufacturing 2020 1 28

Europe & Central AsiaOther Services (except Public Administration)2020 1 28

North AmericaArts, Entertainment, and RecreationSaudi ArabiaSAU 2020 1 27

North AmericaArts, Entertainment, and RecreationSaudi ArabiaSAU 2020 1 27

North AmericaArts, Entertainment, and RecreationSaudi ArabiaSAU 2020 1 27

North AmericaArts, Entertainment, and RecreationSaudi ArabiaSAU 2020 1 27

North AmericaArts, Entertainment, and RecreationSaudi ArabiaSAU 2020 1 27

North AmericaArts, Entertainment, and RecreationSaudi ArabiaSAU 2020 1 27

North AmericaArts, Entertainment, and RecreationSaudi ArabiaSAU 2020 1 27

North AmericaArts, Entertainment, and RecreationSaudi ArabiaSAU 2020 1 27

North AmericaArts, Entertainment, and RecreationSaudi ArabiaSAU 2020 1 27

North AmericaArts, Entertainment, and RecreationSaudi ArabiaSAU 2020 1 27

North AmericaArts, Entertainment, and RecreationSaudi ArabiaSAU 2020 1 27

North AmericaArts, Entertainment, and RecreationSaudi ArabiaSAU 2020 1 27

North AmericaArts, Entertainment, and RecreationSaudi ArabiaSAU 2020 1 27

North AmericaArts, Entertainment, and RecreationSaudi ArabiaSAU 2020 1 27

North AmericaArts, Entertainment, and RecreationSaudi ArabiaSAU 2020 1 27

North AmericaArts, Entertainment, and RecreationSaudi ArabiaSAU 2020 1 27

North AmericaArts, Entertainment, and RecreationSaudi ArabiaSAU 2020 1 27

North AmericaArts, Entertainment, and RecreationSaudi ArabiaSAU 2020 1 27

North AmericaArts, Entertainment, and RecreationSaudi ArabiaSAU 2020 1 27

North AmericaArts, Entertainment, and RecreationSaudi ArabiaSAU 2020 1 27

North AmericaArts, Entertainment, and RecreationSaudi ArabiaSAU 2020 1 27

Europe & Central AsiaOther Services (except Public Administration)2020 1 27

Europe & Central AsiaPublic Administration 2020 1 27

Europe & Central AsiaOther Services (except Public Administration)2020 1 27

Middle East & North AfricaPublic Administration 2020 1 27

Europe & Central AsiaPublic Administration 2020 1 27

Europe & Central AsiaPublic Administration 2020 1 27

North AmericaArts, Entertainment, and RecreationSaudi ArabiaSAU 2020 1 26

Middle East & North AfricaArts, Entertainment, and Recreation 2020 1 26

North AmericaProfessional, Scientific, and Technical Services2020 1 26

North AmericaHealth Care and Social Assistance 2020 1 25

Europe & Central AsiaPublic Administration 2020 1 24

Europe & Central AsiaPublic Administration 2020 1 24

North AmericaInformation 2020 1 24

Europe & Central AsiaPublic Administration 2020 1 24

North AmericaPublic AdministrationKorea (the Democratic People's Republic of)PRK 2020 1 24



Europe & Central AsiaPublic Administration 2020 1 24

#N/A Finance and Insurance 2020 1 23

#N/A Retail Trade 2020 1 23

Middle East & North AfricaTransportation and Warehousing 2020 1 23

#N/A Retail Trade 2020 1 23

Europe & Central AsiaManufacturing 2020 1 23

North AmericaOther Services (except Public Administration)Saudi ArabiaSAU 2020 1 22

North AmericaOther Services (except Public Administration)Saudi ArabiaSAU 2020 1 22

North AmericaOther Services (except Public Administration)Saudi ArabiaSAU 2020 1 22

North AmericaOther Services (except Public Administration)Saudi ArabiaSAU 2020 1 22

North AmericaOther Services (except Public Administration)Saudi ArabiaSAU 2020 1 22

North AmericaOther Services (except Public Administration)Saudi ArabiaSAU 2020 1 22

North AmericaAdministrative and Support and Waste Management and Remediation Services2020 1 22

North AmericaPublic Administration 2020 1 22

North AmericaProfessional, Scientific, and Technical ServicesUndetermined 999 2020 1 21

Europe & Central AsiaPublic Administration 2020 1 21

North AmericaFinance and Insurance 2020 1 21

North AmericaRetail Trade 2020 1 21

North AmericaPublic Administration 2020 1 21

North AmericaOther Services (except Public Administration)Saudi ArabiaSAU 2020 1 21

North AmericaRetail Trade 2020 1 20

East Asia & PacificManufacturingChina CHN 2020 1 20

Middle East & North AfricaFinance and Insurance 2020 1 19

North AmericaOther Services (except Public Administration)2020 1 19

North AmericaTransportation and Warehousing 2020 1 18

North AmericaHealth Care and Social Assistance 2020 1 18

North AmericaPublic Administration 2020 1 18

Europe & Central AsiaInformationGreece GRC 2020 1 18

North AmericaPublic AdministrationRussian FederationRUS 2020 1 18

Europe & Central AsiaPublic AdministrationTurkey TUR 2020 1 17

Europe & Central AsiaPublic AdministrationTurkey TUR 2020 1 17

Europe & Central AsiaPublic AdministrationTurkey TUR 2020 1 17

Europe & Central AsiaPublic AdministrationTurkey TUR 2020 1 17

North AmericaHealth Care and Social AssistanceUndetermined 999 2020 1 17

North AmericaHealth Care and Social AssistanceUndetermined 999 2020 1 17

North AmericaProfessional, Scientific, and Technical Services2020 1 17

Europe & Central AsiaPublic AdministrationTurkey TUR 2020 1 17

North AmericaPublic Administration 2020 1 16

North AmericaPublic Administration 2020 1 16

Europe & Central AsiaHealth Care and Social AssistanceRussian FederationRUS 2020 1 16

North AmericaPublic Administration 2020 1 15

North AmericaHealth Care and Social Assistance 2020 1 15

East Asia & PacificFinance and Insurance 2020 1 15

#N/A Public Administration 2020 1 15

North AmericaPublic Administration 2020 1 14

Europe & Central AsiaMining, Quarrying, and Oil and Gas ExtractionRussian FederationRUS 2020 1 14

North AmericaProfessional, Scientific, and Technical ServicesUndetermined 999 2020 1 14

North AmericaEducational Services 2020 1 13

#N/A Manufacturing 2020 1 13

North AmericaPublic AdministrationIran (Islamic Republic of)IRN 2020 1 10

North AmericaEducational Services 2020 1 10

North AmericaHealth Care and Social Assistance 2020 1 10

North AmericaEducational Services 2020 1 10

North AmericaHealth Care and Social Assistance 2020 1 10

North AmericaInformation 2020 1 10



East Asia & PacificHealth Care and Social Assistance 2020 1 10

North AmericaEducational Services 2020 1 10

North AmericaPublic Administration 2020 1 9

North AmericaPublic Administration 2020 1 9

North AmericaHealth Care and Social Assistance 2020 1 9

North AmericaPublic Administration 2020 1 9

North AmericaUtilities Iran (Islamic Republic of)IRN 2020 1 9

North AmericaTransportation and Warehousing 2020 1 9

Middle East & North AfricaInformation 2020 1 8

North AmericaPublic Administration 2020 1 8

North AmericaFinance and Insurance 2020 1 8

North AmericaPublic Administration 2020 1 7

North AmericaPublic Administration 2020 1 7

North AmericaHealth Care and Social Assistance 2020 1 7

East Asia & PacificOther Services (except Public Administration)2020 1 6

North AmericaEducational Services 2020 1 6

North AmericaEducational Services 2020 1 6

North AmericaEducational Services 2020 1 6

North AmericaRetail Trade 2020 1 6

Europe & Central AsiaManufacturing 2020 1 6

North AmericaPublic AdministrationUndetermined 999 2020 1 6

North AmericaHealth Care and Social Assistance 2020 1 4

Sub-Saharan AfricaFinance and InsuranceSierra LeoneSLE 2020 1 4

North AmericaPublic AdministrationUndetermined 999 2020 1 4

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2020 1 4

North AmericaHealth Care and Social Assistance 2020 1 3

North AmericaPublic Administration 2020 1 3

North AmericaHealth Care and Social Assistance 2020 1 3

East Asia & PacificPublic AdministrationChina CHN 2020 1 3

North AmericaPublic Administration 2020 1 2

North AmericaArts, Entertainment, and RecreationUndetermined 999 2020 1 2

North AmericaPublic Administration 2019 12 31

North AmericaOther Services (except Public Administration)2019 12 31

North AmericaAccommodation and Food Services 2019 12 31

Europe & Central AsiaFinance and Insurance 2019 12 31

North AmericaProfessional, Scientific, and Technical Services2019 12 30

Europe & Central AsiaFinance and Insurance 2019 12 30

North AmericaPublic Administration 2019 12 30

North AmericaPublic AdministrationRussian FederationRUS 2019 12 30

Middle East & North AfricaMining, Quarrying, and Oil and Gas ExtractionIran (Islamic Republic of)IRN 2019 12 29

North AmericaOther Services (except Public Administration)2019 12 28

North AmericaEducational Services 2019 12 27

East Asia & PacificPublic AdministrationUndetermined 999 2019 12 25

East Asia & PacificAccommodation and Food Services 2019 12 24

North AmericaHealth Care and Social Assistance 2019 12 24

North AmericaProfessional, Scientific, and Technical Services2019 12 24

North AmericaProfessional, Scientific, and Technical Services2019 12 23

Europe & Central AsiaEducational ServicesUndetermined 999 2019 12 23

North AmericaHealth Care and Social Assistance 2019 12 23

North AmericaFinance and Insurance 2019 12 22

North AmericaInformation 2019 12 22

North AmericaPublic Administration 2019 12 21

North AmericaEducational Services 2019 12 21

East Asia & PacificHealth Care and Social Assistance 2019 12 21

East Asia & PacificHealth Care and Social Assistance 2019 12 21



North AmericaTransportation and Warehousing 2019 12 21

North AmericaProfessional, Scientific, and Technical Services2019 12 20

Europe & Central AsiaInformation 2019 12 19

North AmericaHealth Care and Social Assistance 2019 12 19

Europe & Central AsiaAccommodation and Food Services 2019 12 19

Europe & Central AsiaUtilities 2019 12 19

North AmericaProfessional, Scientific, and Technical Services2019 12 19

Europe & Central AsiaPublic Administration 2019 12 19

North AmericaAccommodation and Food Services 2019 12 19

North AmericaAccommodation and Food Services 2019 12 19

North AmericaRetail Trade 2019 12 19

Europe & Central AsiaInformationBelarus BLR 2019 12 19

North AmericaPublic Administration 2019 12 18

North AmericaFinance and Insurance 2019 12 18

Europe & Central AsiaPublic Administration 2019 12 18

North AmericaPublic Administration 2019 12 17

East Asia & PacificPublic AdministrationChina CHN 2019 12 17

Europe & Central AsiaEducational Services 2019 12 17

Europe & Central AsiaEducational Services 2019 12 17

North AmericaHealth Care and Social Assistance 2019 12 17

North AmericaHealth Care and Social Assistance 2019 12 16

North AmericaPublic Administration 2019 12 16

North AmericaHealth Care and Social Assistance 2019 12 15

Middle East & North AfricaPublic AdministrationChina CHN 2019 12 15

#N/A Retail TradeUndetermined 999 2019 12 14

#N/A Retail TradeUndetermined 999 2019 12 14

North AmericaFinance and Insurance 2019 12 13

North AmericaProfessional, Scientific, and Technical Services2019 12 13

East Asia & PacificRetail Trade 2019 12 13

North AmericaPublic Administration 2019 12 13

North AmericaPublic Administration 2019 12 12

North AmericaPublic Administration 2019 12 12

North AmericaEducational Services 2019 12 12

Europe & Central AsiaRetail Trade 2019 12 12

North AmericaTransportation and Warehousing 2019 12 11

North AmericaArts, Entertainment, and Recreation 2019 12 11

North AmericaHealth Care and Social Assistance 2019 12 11

North AmericaHealth Care and Social Assistance 2019 12 11

North AmericaPublic Administration 2019 12 11

North AmericaManufacturing 2019 12 11

Europe & Central AsiaFinance and Insurance 2019 12 11

Middle East & North AfricaPublic Administration 2019 12 11

#N/A Information 2019 12 10

North AmericaPublic Administration 2019 12 10

Middle East & North AfricaPublic Administration 2019 12 10

North AmericaPublic Administration 2019 12 9

North AmericaEducational Services 2019 12 9

North AmericaEducational ServicesUndetermined 999 2019 12 9

North AmericaPublic Administration 2019 12 8

North AmericaOther Services (except Public Administration)2019 12 7

North AmericaProfessional, Scientific, and Technical Services2019 12 7

Europe & Central AsiaManufacturingViet Nam VNM 2019 12 6

North AmericaPublic Administration 2019 12 6

North AmericaPublic Administration 2019 12 6

North AmericaHealth Care and Social Assistance 2019 12 6



East Asia & PacificEducational Services 2019 12 6

South AsiaPublic Administration 2019 12 6

Europe & Central AsiaManufacturingViet Nam VNM 2019 12 6

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2019 12 6

North AmericaHealth Care and Social Assistance 2019 12 5

North AmericaPublic Administration 2019 12 5

North AmericaFinance and Insurance 2019 12 5

Sub-Saharan AfricaFinance and Insurance 2019 12 5

North AmericaProfessional, Scientific, and Technical ServicesRussian FederationRUS 2019 12 5

East Asia & PacificFinance and Insurance 2019 12 5

North AmericaEducational Services 2019 12 3

East Asia & PacificHealth Care and Social Assistance 2019 12 3

Europe & Central AsiaProfessional, Scientific, and Technical Services2019 12 3

North AmericaProfessional, Scientific, and Technical Services2019 12 3

Europe & Central AsiaRetail Trade 2019 12 3

North AmericaHealth Care and Social Assistance 2019 12 2

North AmericaEducational Services 2019 12 2

North AmericaManufacturing 2019 12 2

Europe & Central AsiaManufacturing 2019 12 2

North AmericaArts, Entertainment, and Recreation 2019 12 1

Europe & Central AsiaUtilities 2019 11 30

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2019 11 29

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2019 11 29

East Asia & PacificOther Services (except Public Administration)2019 11 29

Europe & Central AsiaArts, Entertainment, and Recreation 2019 11 29

Europe & Central AsiaProfessional, Scientific, and Technical Services2019 11 29

Latin America & CaribbeanManufacturing 2019 11 29

East Asia & PacificFinance and Insurance 2019 11 29

Europe & Central AsiaProfessional, Scientific, and Technical Services2019 11 29

North AmericaHealth Care and Social Assistance 2019 11 27

North AmericaProfessional, Scientific, and Technical Services2019 11 27

North AmericaPublic Administration 2019 11 26

North AmericaHealth Care and Social Assistance 2019 11 26

North AmericaHealth Care and Social Assistance 2019 11 26

North AmericaAccommodation and Food ServicesRussian FederationRUS 2019 11 26

North AmericaAccommodation and Food Services 2019 11 26

North AmericaHealth Care and Social Assistance 2019 11 25

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2019 11 25

North AmericaEducational Services 2019 11 24

North AmericaPublic Administration 2019 11 24

North AmericaAccommodation and Food Services 2019 11 23

North AmericaProfessional, Scientific, and Technical Services2019 11 23

Europe & Central AsiaPublic Administration 2019 11 23

North AmericaAccommodation and Food Services 2019 11 22

North AmericaEducational Services 2019 11 22

East Asia & PacificManufacturing 2019 11 22

North AmericaInformation 2019 11 22

North AmericaHealth Care and Social Assistance 2019 11 21

North AmericaEducational Services 2019 11 21

North AmericaPublic Administration 2019 11 21

North AmericaProfessional, Scientific, and Technical ServicesUndetermined 999 2019 11 21

Europe & Central AsiaProfessional, Scientific, and Technical Services2019 11 21

North AmericaEducational Services 2019 11 20

North AmericaHealth Care and Social Assistance 2019 11 19

Europe & Central AsiaOther Services (except Public Administration)2019 11 19



North AmericaManufacturing 2019 11 19

#N/A Finance and Insurance 2019 11 18

Europe & Central AsiaHealth Care and Social Assistance 2019 11 18

Europe & Central AsiaFinance and InsuranceItaly ITA 2019 11 18

North AmericaPublic Administration 2019 11 18

Europe & Central AsiaHealth Care and Social Assistance 2019 11 17

North AmericaFinance and Insurance 2019 11 15

North AmericaHealth Care and Social Assistance 2019 11 15

Europe & Central AsiaInformation 2019 11 15

North AmericaArts, Entertainment, and Recreation 2019 11 15

North AmericaRetail Trade 2019 11 14

Middle East & North AfricaManufacturingUndetermined 999 2019 11 13

North AmericaPublic Administration 2019 11 13

North AmericaHealth Care and Social Assistance 2019 11 13

North AmericaManufacturing 2019 11 13

North AmericaHealth Care and Social Assistance 2019 11 13

North AmericaAdministrative and Support and Waste Management and Remediation Services2019 11 13

North AmericaPublic Administration 2019 11 12

North AmericaHealth Care and Social Assistance 2019 11 12

North AmericaEducational Services 2019 11 12

North AmericaHealth Care and Social Assistance 2019 11 12

Middle East & North AfricaProfessional, Scientific, and Technical Services2019 11 12

North AmericaEducational Services 2019 11 12

Europe & Central AsiaOther Services (except Public Administration)2019 11 12

Europe & Central AsiaOther Services (except Public Administration)Undetermined 999 2019 11 12

North AmericaArts, Entertainment, and Recreation 2019 11 12

North AmericaEducational Services 2019 11 11

Middle East & North AfricaProfessional, Scientific, and Technical Services2019 11 11

Latin America & CaribbeanMining, Quarrying, and Oil and Gas Extraction2019 11 11

North AmericaPublic AdministrationRussian FederationRUS 2019 11 9

North AmericaProfessional, Scientific, and Technical Services2019 11 9

North AmericaHealth Care and Social Assistance 2019 11 8

North AmericaInformation 2019 11 8

North AmericaProfessional, Scientific, and Technical Services2019 11 8

North AmericaHealth Care and Social Assistance 2019 11 7

South AsiaPublic AdministrationKorea (the Democratic People's Republic of)PRK 2019 11 7

North AmericaRetail Trade 2019 11 6

North AmericaHealth Care and Social Assistance 2019 11 6

Europe & Central AsiaInformationItaly ITA 2019 11 5

Europe & Central AsiaProfessional, Scientific, and Technical Services2019 11 5

Europe & Central AsiaInformationItaly ITA 2019 11 5

Europe & Central AsiaPublic AdministrationItaly ITA 2019 11 5

Europe & Central AsiaPublic AdministrationItaly ITA 2019 11 5

Europe & Central AsiaPublic AdministrationItaly ITA 2019 11 5

Europe & Central AsiaPublic AdministrationItaly ITA 2019 11 5

North AmericaRetail Trade 2019 11 4

North AmericaHealth Care and Social Assistance 2019 11 4

North AmericaEducational Services 2019 11 4

South AsiaOther Services (except Public Administration)2019 11 4

Europe & Central AsiaProfessional, Scientific, and Technical Services2019 11 4

Europe & Central AsiaProfessional, Scientific, and Technical Services2019 11 4

North AmericaPublic Administration 2019 11 2

North AmericaPublic Administration 2019 11 1

South AsiaEducational Services 2019 11 1

North AmericaHealth Care and Social Assistance 2019 11 1



East Asia & PacificHealth Care and Social Assistance 2019 10 31

North AmericaEducational Services 2019 10 31

North AmericaHealth Care and Social Assistance 2019 10 31

Europe & Central AsiaArts, Entertainment, and Recreation 2019 10 31

Europe & Central AsiaInformationUzbekistanUZB 2019 10 31

Europe & Central AsiaInformationUzbekistanUZB 2019 10 31

Europe & Central AsiaInformationUzbekistanUZB 2019 10 31

Europe & Central AsiaInformationUzbekistanUZB 2019 10 31

North AmericaHealth Care and Social Assistance 2019 10 30

North AmericaAccommodation and Food Services 2019 10 30

South AsiaUtilities Korea (the Democratic People's Republic of)PRK 2019 10 30

North AmericaInformation 2019 10 30

North AmericaHealth Care and Social Assistance 2019 10 29

North AmericaEducational Services 2019 10 29

North AmericaRetail Trade 2019 10 29

South AsiaFinance and Insurance 2019 10 29

North AmericaHealth Care and Social Assistance 2019 10 28

North AmericaAccommodation and Food Services 2019 10 28

North AmericaPublic Administration 2019 10 28

Europe & Central AsiaRetail Trade 2019 10 28

Europe & Central AsiaFinance and Insurance 2019 10 28

Europe & Central AsiaInformation 2019 10 28

Europe & Central AsiaInformationRussian FederationRUS 2019 10 28

Europe & Central AsiaInformationRussian FederationRUS 2019 10 28

Europe & Central AsiaInformationRussian FederationRUS 2019 10 28

North AmericaProfessional, Scientific, and Technical Services2019 10 27

Europe & Central AsiaFinance and Insurance 2019 10 27

Europe & Central AsiaInformation 2019 10 27

North AmericaFinance and Insurance 2019 10 25

North AmericaHealth Care and Social Assistance 2019 10 25

North AmericaRetail Trade 2019 10 25

Sub-Saharan AfricaFinance and Insurance 2019 10 25

North AmericaPublic Administration 2019 10 24

Europe & Central AsiaPublic Administration 2019 10 24

North AmericaOther Services (except Public Administration)2019 10 24

North AmericaHealth Care and Social Assistance 2019 10 24

Sub-Saharan AfricaPublic AdministrationUndetermined 999 2019 10 24

North AmericaPublic Administration 2019 10 22

Latin America & CaribbeanPublic Administration 2019 10 22

North AmericaHealth Care and Social Assistance 2019 10 22

Europe & Central AsiaArts, Entertainment, and Recreation 2019 10 22

Europe & Central AsiaProfessional, Scientific, and Technical Services2019 10 21

Europe & Central AsiaPublic Administration 2019 10 21

North AmericaEducational Services 2019 10 20

North AmericaOther Services (except Public Administration)2019 10 20

North AmericaOther Services (except Public Administration)2019 10 20

Latin America & CaribbeanOther Services (except Public Administration)2019 10 20

East Asia & PacificEducational Services 2019 10 17

North AmericaFinance and Insurance 2019 10 17

#N/A Transportation and Warehousing 2019 10 16

North AmericaInformation 2019 10 16

North AmericaPublic Administration 2019 10 15

#N/A Other Services (except Public Administration)2019 10 15

North AmericaAccommodation and Food Services 2019 10 15

North AmericaProfessional, Scientific, and Technical Services2019 10 15



Europe & Central AsiaOther Services (except Public Administration)2019 10 14

Europe & Central AsiaArts, Entertainment, and Recreation 2019 10 14

South AsiaPublic AdministrationPakistan PAK 2019 10 14

#N/A ManufacturingChina CHN 2019 10 14

North AmericaProfessional, Scientific, and Technical Services2019 10 14

North AmericaEducational Services 2019 10 13

Europe & Central AsiaManufacturing 2019 10 13

Europe & Central AsiaInformation 2019 10 12

North AmericaEducational Services 2019 10 11

North AmericaHealth Care and Social Assistance 2019 10 11

North AmericaHealth Care and Social Assistance 2019 10 11

North AmericaHealth Care and Social Assistance 2019 10 11

North AmericaInformation 2019 10 11

North AmericaHealth Care and Social Assistance 2019 10 11

Europe & Central AsiaOther Services (except Public Administration)Bulgaria BGR 2019 10 10

Europe & Central AsiaOther Services (except Public Administration)Bulgaria BGR 2019 10 10

North AmericaEducational Services 2019 10 10

North AmericaEducational Services 2019 10 10

North AmericaPublic Administration 2019 10 10

North AmericaHealth Care and Social Assistance 2019 10 10

Middle East & North AfricaOther Services (except Public Administration)2019 10 10

North AmericaFinance and InsuranceRussian FederationRUS 2019 10 10

Middle East & North AfricaOther Services (except Public Administration)2019 10 10

Middle East & North AfricaOther Services (except Public Administration)2019 10 10

Middle East & North AfricaOther Services (except Public Administration)2019 10 10

North AmericaEducational Services 2019 10 9

North AmericaHealth Care and Social Assistance 2019 10 9

East Asia & PacificArts, Entertainment, and Recreation 2019 10 9

North AmericaFinance and Insurance 2019 10 9

East Asia & PacificMining, Quarrying, and Oil and Gas Extraction2019 10 7

Europe & Central AsiaProfessional, Scientific, and Technical Services2019 10 7

North AmericaProfessional, Scientific, and Technical Services2019 10 7

North AmericaRetail TradeUndetermined 999 2019 10 6

North AmericaHealth Care and Social Assistance 2019 10 6

Europe & Central AsiaOther Services (except Public Administration)Italy ITA 2019 10 6

East Asia & PacificHealth Care and Social Assistance 2019 10 5

North AmericaHealth Care and Social Assistance 2019 10 4

North AmericaProfessional, Scientific, and Technical Services2019 10 4

Europe & Central AsiaPublic Administration 2019 10 4

North AmericaHealth Care and Social Assistance 2019 10 3

North AmericaOther Services (except Public Administration)2019 10 3

North AmericaOther Services (except Public Administration)2019 10 3

Middle East & North AfricaOther Services (except Public Administration)2019 10 3

Middle East & North AfricaOther Services (except Public Administration)2019 10 3

Middle East & North AfricaOther Services (except Public Administration)2019 10 3

Middle East & North AfricaOther Services (except Public Administration)2019 10 3

North AmericaEducational Services 2019 10 2

North AmericaPublic Administration 2019 10 2

East Asia & PacificPublic AdministrationChina CHN 2019 10 2

East Asia & PacificPublic AdministrationChina CHN 2019 10 2

North AmericaAccommodation and Food Services 2019 10 2

North AmericaProfessional, Scientific, and Technical Services2019 10 2

North AmericaAccommodation and Food Services 2019 10 2

North AmericaAccommodation and Food Services 2019 10 2

North AmericaHealth Care and Social Assistance 2019 10 1



North AmericaHealth Care and Social Assistance 2019 10 1

North AmericaEducational Services 2019 10 1

North AmericaHealth Care and Social Assistance 2019 10 1

East Asia & PacificHealth Care and Social Assistance 2019 10 1

North AmericaHealth Care and Social Assistance 2019 10 1

North AmericaHealth Care and Social Assistance 2019 10 1

North AmericaPublic Administration 2019 10 1

North AmericaHealth Care and Social Assistance 2019 10 1

North AmericaMining, Quarrying, and Oil and Gas Extraction2019 10 1

North AmericaPublic Administration 2019 9 30

North AmericaHealth Care and Social Assistance 2019 9 30

North AmericaHealth Care and Social Assistance 2019 9 30

North AmericaProfessional, Scientific, and Technical Services2019 9 30

North AmericaProfessional, Scientific, and Technical Services2019 9 30

Europe & Central AsiaManufacturing 2019 9 30

North AmericaArts, Entertainment, and RecreationUndetermined 999 2019 9 29

East Asia & PacificTransportation and Warehousing 2019 9 29

North AmericaOther Services (except Public Administration)2019 9 28

North AmericaManufacturing 2019 9 27

North AmericaHealth Care and Social Assistance 2019 9 27

North AmericaHealth Care and Social Assistance 2019 9 27

North AmericaHealth Care and Social Assistance 2019 9 27

North AmericaHealth Care and Social Assistance 2019 9 27

North AmericaManufacturing 2019 9 27

North AmericaManufacturing 2019 9 27

North AmericaAccommodation and Food Services 2019 9 26

Europe & Central AsiaManufacturing 2019 9 26

Europe & Central AsiaManufacturing 2019 9 26

North AmericaInformation 2019 9 25

North AmericaEducational Services 2019 9 25

Europe & Central AsiaPublic Administration 2019 9 25

Europe & Central AsiaInformationBelarus BLR 2019 9 25

North AmericaEducational Services 2019 9 24

North AmericaHealth Care and Social Assistance 2019 9 24

North AmericaEducational Services 2019 9 24

Europe & Central AsiaOther Services (except Public Administration)2019 9 24

North AmericaPublic Administration 2019 9 23

North AmericaPublic Administration 2019 9 23

Europe & Central AsiaTransportation and Warehousing 2019 9 23

North AmericaUtilities China CHN 2019 9 23

Sub-Saharan AfricaInformation 2019 9 21

North AmericaPublic Administration 2019 9 20

North AmericaHealth Care and Social Assistance 2019 9 20

North AmericaHealth Care and Social Assistance 2019 9 17

North AmericaEducational Services 2019 9 17

North AmericaOther Services (except Public Administration)2019 9 16

North AmericaOther Services (except Public Administration)2019 9 16

East Asia & PacificProfessional, Scientific, and Technical Services2019 9 16

North AmericaEducational Services 2019 9 15

North AmericaFinance and Insurance 2019 9 15

Europe & Central AsiaPublic Administration 2019 9 15

Europe & Central AsiaInformation 2019 9 14

Latin America & CaribbeanFinance and Insurance 2019 9 14

North AmericaPublic Administration 2019 9 13

Europe & Central AsiaPublic Administration 2019 9 13



North AmericaHealth Care and Social Assistance 2019 9 12

Sub-Saharan AfricaManufacturing 2019 9 12

North AmericaReal Estate and Rental and Leasing 2019 9 11

North AmericaEducational Services 2019 9 10

North AmericaHealth Care and Social Assistance 2019 9 9

North AmericaManufacturing 2019 9 9

North AmericaProfessional, Scientific, and Technical Services2019 9 9

North AmericaInformation 2019 9 7

North AmericaTransportation and Warehousing 2019 9 6

North AmericaEducational Services 2019 9 6

North AmericaArts, Entertainment, and RecreationUndetermined 999 2019 9 6

North AmericaOther Services (except Public Administration)Undetermined 999 2019 9 6

East Asia & PacificFinance and Insurance 2019 9 6

North AmericaPublic Administration 2019 9 6

North AmericaOther Services (except Public Administration)2019 9 6

East Asia & PacificManufacturing 2019 9 6

North AmericaEducational Services 2019 9 5

North AmericaEducational Services 2019 9 5

North AmericaPublic Administration 2019 9 5

North AmericaEducational Services 2019 9 4

North AmericaHealth Care and Social Assistance 2019 9 4

North AmericaEducational Services 2019 9 4

North AmericaPublic Administration 2019 9 4

North AmericaHealth Care and Social Assistance 2019 9 3

North AmericaEducational Services 2019 9 3

Europe & Central AsiaInformation 2019 9 3

Europe & Central AsiaOther Services (except Public Administration)2019 9 3

Europe & Central AsiaOther Services (except Public Administration)2019 9 3

Europe & Central AsiaInformation 2019 9 3

Europe & Central AsiaInformation 2019 9 3

Europe & Central AsiaInformation 2019 9 3

Europe & Central AsiaInformation 2019 9 3

Europe & Central AsiaInformation 2019 9 3

Europe & Central AsiaInformation 2019 9 3

Europe & Central AsiaInformation 2019 9 3

Europe & Central AsiaInformation 2019 9 3

North AmericaEducational Services 2019 9 1

North AmericaArts, Entertainment, and Recreation 2019 9 1

East Asia & PacificOther Services (except Public Administration)2019 8 31

North AmericaProfessional, Scientific, and Technical Services2019 8 31

North AmericaAccommodation and Food Services 2019 8 30

North AmericaPublic Administration 2019 8 30

Sub-Saharan AfricaEducational Services 2019 8 30

North AmericaProfessional, Scientific, and Technical Services2019 8 30

Europe & Central AsiaUtilities 2019 8 30

North AmericaOther Services (except Public Administration)2019 8 30

#N/A Public Administration 2019 8 30

North AmericaInformation 2019 8 29

North AmericaInformation 2019 8 29

North AmericaEducational Services 2019 8 28

North AmericaManufacturing 2019 8 27

North AmericaEducational Services 2019 8 27

East Asia & PacificHealth Care and Social Assistance 2019 8 27

Europe & Central AsiaFinance and Insurance 2019 8 27

Middle East & North AfricaProfessional, Scientific, and Technical Services2019 8 27



East Asia & PacificFinance and Insurance 2019 8 26

North AmericaEducational Services 2019 8 26

Europe & Central AsiaInformation 2019 8 25

North AmericaPublic Administration 2019 8 24

Europe & Central AsiaFinance and Insurance 2019 8 23

North AmericaManufacturing 2019 8 23

Europe & Central AsiaFinance and Insurance 2019 8 23

North AmericaHealth Care and Social Assistance 2019 8 22

South AsiaHealth Care and Social AssistanceUndetermined 999 2019 8 22

North AmericaHealth Care and Social Assistance 2019 8 22

East Asia & PacificInformation 2019 8 22

North AmericaHealth Care and Social Assistance 2019 8 22

North AmericaArts, Entertainment, and Recreation 2019 8 22

North AmericaPublic AdministrationKorea (the Democratic People's Republic of)PRK 2019 8 22

Europe & Central AsiaOther Services (except Public Administration)Korea (the Democratic People's Republic of)PRK 2019 8 22

Sub-Saharan AfricaPublic AdministrationKorea (the Democratic People's Republic of)PRK 2019 8 22

East Asia & PacificInformationKorea (the Democratic People's Republic of)PRK 2019 8 22

North AmericaEducational ServicesKorea (the Democratic People's Republic of)PRK 2019 8 22

Europe & Central AsiaPublic AdministrationKorea (the Democratic People's Republic of)PRK 2019 8 22

Europe & Central AsiaPublic AdministrationKorea (the Democratic People's Republic of)PRK 2019 8 22

North AmericaHealth Care and Social Assistance 2019 8 21

North AmericaEducational Services 2019 8 20

Latin America & CaribbeanArts, Entertainment, and Recreation 2019 8 20

North AmericaPublic AdministrationUndetermined 999 2019 8 19

North AmericaEducational Services 2019 8 19

Europe & Central AsiaPublic Administration 2019 8 19

East Asia & PacificHealth Care and Social AssistanceUnited States of AmericaUSA 2019 8 17

East Asia & PacificHealth Care and Social AssistanceUnited States of AmericaUSA 2019 8 17

East Asia & PacificHealth Care and Social AssistanceUnited States of AmericaUSA 2019 8 17

Europe & Central AsiaArts, Entertainment, and Recreation 2019 8 17

East Asia & PacificHealth Care and Social AssistanceUnited States of AmericaUSA 2019 8 17

East Asia & PacificHealth Care and Social AssistanceUnited States of AmericaUSA 2019 8 17

North AmericaInformation 2019 8 16

North AmericaHealth Care and Social Assistance 2019 8 16

North AmericaPublic Administration 2019 8 16

North AmericaPublic Administration 2019 8 15

North AmericaArts, Entertainment, and Recreation 2019 8 15

North AmericaHealth Care and Social Assistance 2019 8 15

North AmericaHealth Care and Social Assistance 2019 8 15

North AmericaEducational Services 2019 8 15

Europe & Central AsiaFinance and Insurance 2019 8 15

North AmericaHealth Care and Social Assistance 2019 8 14

North AmericaRetail Trade 2019 8 14

North AmericaHealth Care and Social Assistance 2019 8 13

South AsiaPublic Administration 2019 8 13

North AmericaAccommodation and Food Services 2019 8 13

Europe & Central AsiaPublic Administration 2019 8 13

#N/A Professional, Scientific, and Technical ServicesUndetermined 999 2019 8 13

Latin America & CaribbeanPublic Administration 2019 8 12

Latin America & CaribbeanPublic Administration 2019 8 12

North AmericaEducational ServicesUnited States of AmericaUSA 2019 8 10

North AmericaHealth Care and Social Assistance 2019 8 9

East Asia & PacificTransportation and Warehousing 2019 8 9

East Asia & PacificEducational Services 2019 8 8

Europe & Central AsiaTransportation and Warehousing 2019 8 8



North AmericaPublic Administration 2019 8 7

North AmericaArts, Entertainment, and Recreation 2019 8 7

North AmericaFinance and Insurance 2019 8 7

Middle East & North AfricaPublic Administration 2019 8 7

Middle East & North AfricaPublic Administration 2019 8 7

Middle East & North AfricaPublic Administration 2019 8 7

North AmericaInformationUnited States of AmericaUSA 2019 8 5

North AmericaEducational Services 2019 8 5

North AmericaRetail Trade 2019 8 5

Latin America & CaribbeanPublic AdministrationUndetermined 999 2019 8 5

North AmericaFinance and Insurance 2019 8 4

North AmericaPublic AdministrationUndetermined 999 2019 8 3

North AmericaHealth Care and Social Assistance 2019 8 2

North AmericaReal Estate and Rental and Leasing 2019 8 2

North AmericaPublic Administration 2019 8 2

North AmericaEducational Services 2019 8 1

Latin America & CaribbeanRetail Trade 2019 8 1

North AmericaRetail Trade 2019 8 1

North AmericaRetail Trade 2019 8 1

North AmericaEducational Services 2019 7 31

Europe & Central AsiaProfessional, Scientific, and Technical Services2019 7 31

North AmericaPublic AdministrationUnited States of AmericaUSA 2019 7 30

North AmericaEducational Services 2019 7 30

North AmericaEducational Services 2019 7 30

North AmericaPublic Administration 2019 7 29

Europe & Central AsiaInformation 2019 7 29

North AmericaPublic Administration 2019 7 29

North AmericaFinance and InsuranceUndetermined 999 2019 7 29

North AmericaEducational Services 2019 7 27

Europe & Central AsiaInformation 2019 7 27

North AmericaProfessional, Scientific, and Technical Services2019 7 27

North AmericaHealth Care and Social Assistance 2019 7 26

North AmericaHealth Care and Social Assistance 2019 7 26

North AmericaManufacturing 2019 7 26

North AmericaInformation 2019 7 26

North AmericaPublic Administration 2019 7 26

North AmericaPublic Administration 2019 7 26

North AmericaPublic Administration 2019 7 26

North AmericaPublic Administration 2019 7 26

North AmericaPublic Administration 2019 7 26

North AmericaPublic Administration 2019 7 26

North AmericaArts, Entertainment, and RecreationUnited States of AmericaUSA 2019 7 26

North AmericaHealth Care and Social Assistance 2019 7 25

Latin America & CaribbeanPublic Administration 2019 7 25

Sub-Saharan AfricaUtilities 2019 7 25

Middle East & North AfricaPublic Administration 2019 7 25

North AmericaHealth Care and Social Assistance 2019 7 24

North AmericaHealth Care and Social Assistance 2019 7 24

North AmericaEducational Services 2019 7 24

#N/A Information 2019 7 24

North AmericaPublic Administration 2019 7 24

East Asia & PacificPublic AdministrationUndetermined 999 2019 7 24

North AmericaEducational Services 2019 7 24

North AmericaEducational Services 2019 7 24

North AmericaEducational Services 2019 7 24



Europe & Central AsiaInformationChina CHN 2019 7 24

North AmericaInformationChina CHN 2019 7 24

Europe & Central AsiaUndeterminedChina CHN 2019 7 24

East Asia & PacificUndeterminedChina CHN 2019 7 24

East Asia & PacificWholesale TradeChina CHN 2019 7 24

East Asia & PacificTransportation and WarehousingChina CHN 2019 7 24

North AmericaAccommodation and Food ServicesChina CHN 2019 7 24

Europe & Central AsiaUndeterminedChina CHN 2019 7 24

Europe & Central AsiaUndeterminedChina CHN 2019 7 24

Europe & Central AsiaManufacturingChina CHN 2019 7 24

Europe & Central AsiaProfessional, Scientific, and Technical ServicesChina CHN 2019 7 24

North AmericaHealth Care and Social Assistance 2019 7 23

North AmericaEducational Services 2019 7 23

North AmericaEducational Services 2019 7 23

Europe & Central AsiaOther Services (except Public Administration)Russian FederationRUS 2019 7 23

Europe & Central AsiaPublic Administration 2019 7 22

North AmericaEducational Services 2019 7 21

North AmericaOther Services (except Public Administration)2019 7 20

North AmericaEducational Services 2019 7 20

East Asia & PacificProfessional, Scientific, and Technical Services2019 7 19

North AmericaEducational Services 2019 7 19

Europe & Central AsiaEducational Services 2019 7 19

Middle East & North AfricaPublic AdministrationIsrael ISR 2019 7 19

North AmericaArts, Entertainment, and Recreation 2019 7 19

Europe & Central AsiaEducational Services 2019 7 19

North AmericaHealth Care and Social Assistance 2019 7 18

North AmericaManufacturing 2019 7 18

North AmericaPublic Administration 2019 7 18

Latin America & CaribbeanPublic Administration 2019 7 18

North AmericaPublic Administration 2019 7 18

North AmericaArts, Entertainment, and Recreation 2019 7 17

North AmericaInformation 2019 7 17

North AmericaEducational Services 2019 7 17

North AmericaEducational Services 2019 7 16

North AmericaPublic Administration 2019 7 16

North AmericaInformation 2019 7 16

North AmericaInformation 2019 7 16

East Asia & PacificOther Services (except Public Administration)2019 7 16

East Asia & PacificAccommodation and Food Services 2019 7 15

North AmericaEducational Services 2019 7 15

Europe & Central AsiaPublic AdministrationBulgaria BGR 2019 7 15

North AmericaPublic Administration 2019 7 13

Europe & Central AsiaProfessional, Scientific, and Technical ServicesRussian FederationRUS 2019 7 13

North AmericaPublic Administration 2019 7 12

Europe & Central AsiaFinance and Insurance 2019 7 12

East Asia & PacificFinance and Insurance 2019 7 12

North AmericaEducational Services 2019 7 11

North AmericaHealth Care and Social Assistance 2019 7 11

North AmericaPublic Administration 2019 7 10

North AmericaEducational Services 2019 7 10

North AmericaEducational Services 2019 7 10

#N/A Public AdministrationUndetermined 999 2019 7 10

North AmericaFinance and Insurance 2019 7 9

North AmericaPublic Administration 2019 7 9

North AmericaEducational Services 2019 7 9



North AmericaTransportation and Warehousing 2019 7 8

North AmericaPublic Administration 2019 7 6

Europe & Central AsiaPublic Administration 2019 7 5

North AmericaPublic Administration 2019 7 5

North AmericaPublic Administration 2019 7 3

North AmericaFinance and Insurance 2019 7 3

South AsiaFinance and InsuranceUndetermined 999 2019 7 3

South AsiaFinance and InsuranceUndetermined 999 2019 7 3

South AsiaFinance and InsuranceUndetermined 999 2019 7 3

Europe & Central AsiaHealth Care and Social Assistance 2019 7 2

East Asia & PacificRetail Trade 2019 7 2

Europe & Central AsiaProfessional, Scientific, and Technical Services2019 7 2

Latin America & CaribbeanPublic Administration 2019 7 1

North AmericaPublic Administration 2019 7 1

North AmericaPublic Administration 2019 7 1

North AmericaEducational Services 2019 6 30

North AmericaHealth Care and Social Assistance 2019 6 28

North AmericaHealth Care and Social Assistance 2019 6 28

North AmericaPublic Administration 2019 6 27

East Asia & PacificFinance and Insurance 2019 6 27

North AmericaProfessional, Scientific, and Technical Services2019 6 27

Middle East & North AfricaTransportation and Warehousing 2019 6 27

North AmericaPublic Administration 2019 6 27

North AmericaPublic Administration 2019 6 27

East Asia & PacificFinance and Insurance 2019 6 27

North AmericaProfessional, Scientific, and Technical Services2019 6 27

Europe & Central AsiaInformationUndetermined 999 2019 6 27

North AmericaPublic Administration 2019 6 26

North AmericaHealth Care and Social Assistance 2019 6 26

North AmericaPublic Administration 2019 6 26

Europe & Central AsiaRetail Trade 2019 6 25

North AmericaPublic Administration 2019 6 25

Europe & Central AsiaRetail Trade 2019 6 25

North AmericaInformation 2019 6 24

North AmericaPublic Administration 2019 6 23

North AmericaEducational Services 2019 6 22

Europe & Central AsiaAccommodation and Food Services 2019 6 22

Europe & Central AsiaAccommodation and Food Services 2019 6 22

North AmericaHealth Care and Social Assistance 2019 6 21

North AmericaPublic Administration 2019 6 20

East Asia & PacificEducational Services 2019 6 20

North AmericaPublic Administration 2019 6 20

North AmericaInformation 2019 6 20

North AmericaPublic Administration 2019 6 20

Europe & Central AsiaInformation 2019 6 20

Middle East & North AfricaPublic AdministrationUnited States of AmericaUSA 2019 6 20

North AmericaTransportation and Warehousing 2019 6 19

East Asia & PacificEducational Services 2019 6 19

North AmericaAccommodation and Food Services 2019 6 18

North AmericaHealth Care and Social Assistance 2019 6 18

North AmericaHealth Care and Social Assistance 2019 6 18

North AmericaProfessional, Scientific, and Technical Services2019 6 18

North AmericaAccommodation and Food Services 2019 6 18

North AmericaPublic Administration 2019 6 18

East Asia & PacificEducational Services 2019 6 17



East Asia & PacificEducational Services 2019 6 17

North AmericaTransportation and Warehousing 2019 6 17

Middle East & North AfricaPublic AdministrationUnited States of AmericaUSA 2019 6 17

North AmericaOther Services (except Public Administration)2019 6 16

North AmericaEducational Services 2019 6 15

North AmericaEducational Services 2019 6 15

North AmericaEducational Services 2019 6 15

North AmericaHealth Care and Social Assistance 2019 6 15

North AmericaOther Services (except Public Administration)2019 6 15

North AmericaEducational Services 2019 6 15

Europe & Central AsiaUtilities 2019 6 15

North AmericaHealth Care and Social Assistance 2019 6 14

North AmericaHealth Care and Social Assistance 2019 6 14

North AmericaHealth Care and Social Assistance 2019 6 14

North AmericaEducational Services 2019 6 14

North AmericaEducational Services 2019 6 14

North AmericaPublic Administration 2019 6 13

East Asia & PacificProfessional, Scientific, and Technical Services2019 6 13

North AmericaHealth Care and Social Assistance 2019 6 13

North AmericaHealth Care and Social Assistance 2019 6 13

East Asia & PacificProfessional, Scientific, and Technical Services2019 6 13

North AmericaPublic Administration 2019 6 12

North AmericaInformation 2019 6 12

North AmericaPublic Administration 2019 6 11

North AmericaPublic Administration 2019 6 11

Europe & Central AsiaManufacturing 2019 6 11

Europe & Central AsiaArts, Entertainment, and Recreation 2019 6 11

North AmericaEducational Services 2019 6 10

North AmericaHealth Care and Social Assistance 2019 6 10

South AsiaOther Services (except Public Administration)United Kingdom of Great Britain and Northern IrelandGBR 2019 6 10

North AmericaPublic Administration 2019 6 10

#N/A Accommodation and Food ServicesUndetermined 999 2019 6 10

East Asia & PacificArts, Entertainment, and Recreation 2019 6 9

Europe & Central AsiaFinance and Insurance 2019 6 6

North AmericaOther Services (except Public Administration)2019 6 5

North AmericaHealth Care and Social Assistance 2019 6 5

Europe & Central AsiaPublic Administration 2019 6 5

North AmericaHealth Care and Social Assistance 2019 6 4

East Asia & PacificEducational Services 2019 6 4

Middle East & North AfricaPublic AdministrationIran (Islamic Republic of)IRN 2019 6 3

North AmericaAdministrative and Support and Waste Management and Remediation Services2019 6 3

Europe & Central AsiaProfessional, Scientific, and Technical Services2019 6 2

North AmericaPublic Administration 2019 6 1

North AmericaPublic Administration 2019 5 31

Europe & Central AsiaRetail Trade 2019 5 31

North AmericaOther Services (except Public Administration)2019 5 30

East Asia & PacificInformation 2019 5 30

North AmericaPublic Administration 2019 5 29

North AmericaAccommodation and Food Services 2019 5 29

East Asia & PacificOther Services (except Public Administration)2019 5 28

North AmericaInformation 2019 5 28

East Asia & PacificProfessional, Scientific, and Technical ServicesUndetermined 999 2019 5 24

Europe & Central AsiaReal Estate and Rental and Leasing 2019 5 24

North AmericaManufacturingUndetermined 999 2019 5 23

Europe & Central AsiaProfessional, Scientific, and Technical Services2019 5 22



Europe & Central AsiaPublic Administration 2019 5 21

North AmericaPublic AdministrationUndetermined 999 2019 5 21

Europe & Central AsiaPublic AdministrationItaly ITA 2019 5 21

Europe & Central AsiaArts, Entertainment, and Recreation 2019 5 20

North AmericaTransportation and Warehousing 2019 5 20

North AmericaEducational Services 2019 5 20

North AmericaOther Services (except Public Administration)2019 5 19

North AmericaTransportation and Warehousing 2019 5 18

North AmericaHealth Care and Social Assistance 2019 5 17

North AmericaPublic Administration 2019 5 17

Europe & Central AsiaProfessional, Scientific, and Technical ServicesChina CHN 2019 5 17

North AmericaArts, Entertainment, and Recreation 2019 5 16

East Asia & PacificPublic Administration 2019 5 16

#N/A Other Services (except Public Administration)2019 5 16

North AmericaInformation 2019 5 16

North AmericaInformation 2019 5 15

North AmericaEducational Services 2019 5 15

North AmericaInformation 2019 5 15

Europe & Central AsiaHealth Care and Social AssistanceItaly ITA 2019 5 15

Europe & Central AsiaHealth Care and Social AssistanceItaly ITA 2019 5 15

Europe & Central AsiaHealth Care and Social AssistanceItaly ITA 2019 5 15

Europe & Central AsiaHealth Care and Social AssistanceItaly ITA 2019 5 15

North AmericaHealth Care and Social Assistance 2019 5 14

North AmericaEducational Services 2019 5 14

Middle East & North AfricaArts, Entertainment, and RecreationUndetermined 999 2019 5 14

North AmericaPublic Administration 2019 5 14

North AmericaProfessional, Scientific, and Technical Services2019 5 14

North AmericaHealth Care and Social Assistance 2019 5 13

East Asia & PacificRetail Trade 2019 5 13

East Asia & PacificRetail Trade 2019 5 13

North AmericaProfessional, Scientific, and Technical Services2019 5 12

North AmericaProfessional, Scientific, and Technical Services2019 5 12

North AmericaFinance and Insurance 2019 5 11

North AmericaHealth Care and Social Assistance 2019 5 10

North AmericaHealth Care and Social Assistance 2019 5 10

North AmericaHealth Care and Social Assistance 2019 5 10

North AmericaArts, Entertainment, and Recreation 2019 5 10

North AmericaInformation 2019 5 9

Middle East & North AfricaOther Services (except Public Administration)Iran (Islamic Republic of)IRN 2019 5 9

North AmericaRetail Trade 2019 5 8

South AsiaPublic AdministrationUndetermined 999 2019 5 8

North AmericaPublic Administration 2019 5 7

North AmericaFinance and Insurance 2019 5 7

North AmericaPublic Administration 2019 5 7

North AmericaInformationRussian FederationRUS 2019 5 6

North AmericaEducational Services 2019 5 6

North AmericaHealth Care and Social Assistance 2019 5 6

North AmericaOther Services (except Public Administration)2019 5 6

Europe & Central AsiaProfessional, Scientific, and Technical ServicesItaly ITA 2019 5 6

Europe & Central AsiaInformation 2019 5 6

Europe & Central AsiaAccommodation and Food Services 2019 5 5

Europe & Central AsiaProfessional, Scientific, and Technical Services2019 5 2

East Asia & PacificEducational Services 2019 5 1

North AmericaEducational Services 2019 5 1

South AsiaUtilities 2019 5 1



North AmericaProfessional, Scientific, and Technical Services2019 4 30

North AmericaOther Services (except Public Administration)2019 4 30

North AmericaUtilities 2019 4 30

Europe & Central AsiaInformation 2019 4 30

North AmericaHealth Care and Social Assistance 2019 4 29

East Asia & PacificWholesale Trade 2019 4 29

North AmericaPublic Administration 2019 4 29

North AmericaAccommodation and Food Services 2019 4 29

North AmericaTransportation and Warehousing 2019 4 28

North AmericaInformationRussian FederationRUS 2019 4 27

North AmericaEducational Services 2019 4 26

North AmericaArts, Entertainment, and Recreation 2019 4 26

North AmericaEducational Services 2019 4 26

Latin America & CaribbeanArts, Entertainment, and RecreationBrazil BRA 2019 4 25

Latin America & CaribbeanArts, Entertainment, and RecreationBrazil BRA 2019 4 25

Europe & Central AsiaArts, Entertainment, and RecreationBrazil BRA 2019 4 25

Europe & Central AsiaArts, Entertainment, and RecreationBrazil BRA 2019 4 25

Europe & Central AsiaArts, Entertainment, and RecreationBrazil BRA 2019 4 25

Europe & Central AsiaArts, Entertainment, and RecreationBrazil BRA 2019 4 25

Europe & Central AsiaArts, Entertainment, and RecreationBrazil BRA 2019 4 25

Europe & Central AsiaArts, Entertainment, and RecreationBrazil BRA 2019 4 25

Europe & Central AsiaArts, Entertainment, and RecreationBrazil BRA 2019 4 25

Europe & Central AsiaArts, Entertainment, and RecreationBrazil BRA 2019 4 25

Europe & Central AsiaArts, Entertainment, and RecreationBrazil BRA 2019 4 25

Europe & Central AsiaArts, Entertainment, and RecreationBrazil BRA 2019 4 25

Europe & Central AsiaArts, Entertainment, and RecreationBrazil BRA 2019 4 25

Europe & Central AsiaArts, Entertainment, and RecreationBrazil BRA 2019 4 25

North AmericaFinance and Insurance 2019 4 25

North AmericaProfessional, Scientific, and Technical Services2019 4 25

East Asia & PacificPublic Administration 2019 4 25

#N/A Finance and InsuranceUndetermined 999 2019 4 25

North AmericaHealth Care and Social Assistance 2019 4 24

North AmericaProfessional, Scientific, and Technical Services2019 4 24

North AmericaEducational Services 2019 4 24

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2019 4 24

Europe & Central AsiaPublic AdministrationItaly ITA 2019 4 24

East Asia & PacificManufacturing 2019 4 23

North AmericaInformation 2019 4 23

Europe & Central AsiaManufacturing 2019 4 23

North AmericaPublic Administration 2019 4 22

North AmericaRetail Trade 2019 4 22

North AmericaHealth Care and Social Assistance 2019 4 20

North AmericaArts, Entertainment, and Recreation 2019 4 20

North AmericaHealth Care and Social Assistance 2019 4 19

North AmericaPublic Administration 2019 4 18

North AmericaInformation 2019 4 18

Middle East & North AfricaPublic AdministrationIran (Islamic Republic of)IRN 2019 4 18

North AmericaAccommodation and Food Services 2019 4 17

Middle East & North AfricaProfessional, Scientific, and Technical Services2019 4 17

North AmericaHealth Care and Social Assistance 2019 4 16

Europe & Central AsiaPublic Administration 2019 4 16

South AsiaProfessional, Scientific, and Technical Services2019 4 15

North AmericaOther Services (except Public Administration)2019 4 15

North AmericaPublic Administration 2019 4 15

North AmericaPublic Administration 2019 4 13



North AmericaPublic Administration 2019 4 13

North AmericaPublic Administration 2019 4 13

North AmericaProfessional, Scientific, and Technical Services2019 4 12

East Asia & PacificTransportation and Warehousing 2019 4 12

North AmericaPublic Administration 2019 4 12

North AmericaHealth Care and Social Assistance 2019 4 12

North AmericaHealth Care and Social Assistance 2019 4 12

North AmericaOther Services (except Public Administration)2019 4 12

North AmericaHealth Care and Social Assistance 2019 4 11

East Asia & PacificManufacturing 2019 4 11

Europe & Central AsiaInformation 2019 4 11

North AmericaPublic Administration 2019 4 11

North AmericaOther Services (except Public Administration)2019 4 11

North AmericaHealth Care and Social Assistance 2019 4 10

Latin America & CaribbeanFinance and Insurance 2019 4 10

#N/A Information 2019 4 10

Europe & Central AsiaPublic Administration 2019 4 10

North AmericaProfessional, Scientific, and Technical Services2019 4 9

Europe & Central AsiaTransportation and Warehousing 2019 4 9

Europe & Central AsiaEducational Services 2019 4 9

North AmericaPublic Administration 2019 4 9

South AsiaUtilities Undetermined 999 2019 4 8

North AmericaHealth Care and Social Assistance 2019 4 8

North AmericaHealth Care and Social Assistance 2019 4 8

North AmericaHealth Care and Social Assistance 2019 4 7

North AmericaHealth Care and Social Assistance 2019 4 6

Europe & Central AsiaPublic Administration 2019 4 6

East Asia & PacificFinance and Insurance 2019 4 6

East Asia & PacificManufacturing 2019 4 6

North AmericaHealth Care and Social Assistance 2019 4 5

North AmericaHealth Care and Social Assistance 2019 4 5

North AmericaHealth Care and Social Assistance 2019 4 5

North AmericaRetail Trade 2019 4 5

North AmericaManufacturing 2019 4 5

East Asia & PacificPublic Administration 2019 4 4

North AmericaEducational Services 2019 4 4

Europe & Central AsiaProfessional, Scientific, and Technical ServicesChina CHN 2019 4 4

North AmericaPublic Administration 2019 4 3

North AmericaPublic Administration 2019 4 2

North AmericaAccommodation and Food Services 2019 4 2

North AmericaEducational Services 2019 4 2

Europe & Central AsiaPublic Administration 2019 4 1

Sub-Saharan AfricaOther Services (except Public Administration)Togo TGO 2019 4 1

Sub-Saharan AfricaOther Services (except Public Administration)Togo TGO 2019 4 1

Sub-Saharan AfricaOther Services (except Public Administration)Togo TGO 2019 4 1

Sub-Saharan AfricaOther Services (except Public Administration)Togo TGO 2019 4 1

North AmericaPublic Administration 2019 3 31

Europe & Central AsiaArts, Entertainment, and Recreation 2019 3 30

North AmericaPublic Administration 2019 3 30

#N/A Finance and Insurance 2019 3 30

North AmericaHealth Care and Social Assistance 2019 3 29

North AmericaHealth Care and Social Assistance 2019 3 29

North AmericaHealth Care and Social Assistance 2019 3 29

North AmericaHealth Care and Social Assistance 2019 3 29

North AmericaHealth Care and Social Assistance 2019 3 29



Sub-Saharan AfricaPublic Administration 2019 3 29

North AmericaAccommodation and Food Services 2019 3 29

East Asia & PacificManufacturingViet Nam VNM 2019 3 29

North AmericaHealth Care and Social Assistance 2019 3 28

East Asia & PacificFinance and Insurance 2019 3 27

North AmericaUtilities United States of AmericaUSA 2019 3 27

North AmericaPublic Administration 2019 3 26

North AmericaTransportation and Warehousing 2019 3 26

North AmericaHealth Care and Social Assistance 2019 3 25

North AmericaHealth Care and Social Assistance 2019 3 25

East Asia & PacificFinance and Insurance 2019 3 25

East Asia & PacificManufacturing 2019 3 25

North AmericaHealth Care and Social Assistance 2019 3 22

North AmericaHealth Care and Social Assistance 2019 3 22

North AmericaEducational Services 2019 3 21

Europe & Central AsiaPublic Administration 2019 3 21

North AmericaPublic Administration 2019 3 21

Europe & Central AsiaPublic Administration 2019 3 21

North AmericaFinance and Insurance 2019 3 20

North AmericaEducational Services 2019 3 20

North AmericaRetail Trade 2019 3 20

North AmericaRetail Trade 2019 3 20

Middle East & North AfricaPublic Administration 2019 3 19

Middle East & North AfricaFinance and Insurance 2019 3 19

Europe & Central AsiaManufacturing 2019 3 19

Europe & Central AsiaEducational Services 2019 3 18

North AmericaHealth Care and Social Assistance 2019 3 18

North AmericaPublic Administration 2019 3 18

East Asia & PacificOther Services (except Public Administration)2019 3 15

Europe & Central AsiaInformation 2019 3 14

North AmericaPublic Administration 2019 3 14

North AmericaHealth Care and Social Assistance 2019 3 14

East Asia & PacificRetail Trade 2019 3 14

North AmericaEducational Services 2019 3 14

South AsiaPublic Administration 2019 3 14

North AmericaUtilities 2019 3 14

North AmericaWholesale Trade 2019 3 13

North AmericaInformation 2019 3 13

Middle East & North AfricaPublic AdministrationIran (Islamic Republic of)IRN 2019 3 13

North AmericaProfessional, Scientific, and Technical Services2019 3 13

North AmericaHealth Care and Social Assistance 2019 3 13

North AmericaHealth Care and Social Assistance 2019 3 13

North AmericaEducational Services 2019 3 13

Europe & Central AsiaEducational Services 2019 3 13

North AmericaPublic Administration 2019 3 12

North AmericaManufacturing 2019 3 12

North AmericaManufacturing 2019 3 12

North AmericaAdministrative and Support and Waste Management and Remediation Services2019 3 12

East Asia & PacificFinance and Insurance 2019 3 12

North AmericaPublic Administration 2019 3 12

North AmericaEducational Services 2019 3 11

North AmericaEducational Services 2019 3 11

South AsiaAccommodation and Food Services 2019 3 11

East Asia & PacificPublic Administration 2019 3 11

North AmericaEducational Services 2019 3 11



North AmericaPublic Administration 2019 3 8

North AmericaHealth Care and Social Assistance 2019 3 7

North AmericaHealth Care and Social Assistance 2019 3 6

North AmericaHealth Care and Social Assistance 2019 3 6

North AmericaInformation 2019 3 6

North AmericaPublic Administration 2019 3 5

North AmericaEducational Services 2019 3 5

South AsiaOther Services (except Public Administration)2019 3 5

North AmericaHealth Care and Social AssistanceChina CHN 2019 3 5

North AmericaEducational ServicesChina CHN 2019 3 5

North AmericaEducational ServicesChina CHN 2019 3 5

North AmericaEducational ServicesChina CHN 2019 3 5

North AmericaEducational ServicesChina CHN 2019 3 5

South AsiaPublic AdministrationPakistan PAK 2019 3 4

Europe & Central AsiaPublic AdministrationIran (Islamic Republic of)IRN 2019 3 4

North AmericaAdministrative and Support and Waste Management and Remediation Services2019 3 3

East Asia & PacificTransportation and Warehousing 2019 3 3

North AmericaHealth Care and Social Assistance 2019 3 1

Europe & Central AsiaInformation 2019 2 28

Europe & Central AsiaReal Estate and Rental and Leasing 2019 2 28

North AmericaHealth Care and Social Assistance 2019 2 27

North AmericaRetail Trade 2019 2 27

North AmericaReal Estate and Rental and Leasing 2019 2 27

North AmericaEducational Services 2019 2 27

South AsiaPublic Administration 2019 2 27

North AmericaProfessional, Scientific, and Technical Services2019 2 27

North AmericaEducational Services 2019 2 26

South AsiaFinance and Insurance 2019 2 24

North AmericaPublic Administration 2019 2 23

North AmericaAdministrative and Support and Waste Management and Remediation Services2019 2 23

East Asia & PacificFinance and Insurance 2019 2 23

Europe & Central AsiaPublic Administration 2019 2 22

North AmericaHealth Care and Social Assistance 2019 2 22

North AmericaHealth Care and Social Assistance 2019 2 22

Europe & Central AsiaPublic Administration 2019 2 22

North AmericaFinance and Insurance 2019 2 22

North AmericaOther Services (except Public Administration)2019 2 21

Europe & Central AsiaOther Services (except Public Administration)2019 2 21

Europe & Central AsiaFinance and Insurance 2019 2 21

#N/A Public AdministrationUndetermined 999 2019 2 21

South AsiaOther Services (except Public Administration)India IND 2019 2 21

East Asia & PacificManufacturing 2019 2 21

Europe & Central AsiaPublic AdministrationItaly ITA 2019 2 21

North AmericaEducational Services 2019 2 20

Europe & Central AsiaOther Services (except Public Administration)2019 2 20

East Asia & PacificHealth Care and Social Assistance 2019 2 20

North AmericaPublic Administration 2019 2 18

North AmericaHealth Care and Social Assistance 2019 2 18

South AsiaPublic AdministrationPakistan PAK 2019 2 16

South AsiaPublic AdministrationPakistan PAK 2019 2 16

South AsiaPublic AdministrationPakistan PAK 2019 2 16

South AsiaPublic AdministrationPakistan PAK 2019 2 16

South AsiaPublic AdministrationPakistan PAK 2019 2 16

South AsiaPublic AdministrationPakistan PAK 2019 2 16

South AsiaPublic AdministrationPakistan PAK 2019 2 16



South AsiaPublic AdministrationPakistan PAK 2019 2 16

South AsiaPublic AdministrationPakistan PAK 2019 2 16

South AsiaPublic AdministrationPakistan PAK 2019 2 16

South AsiaPublic AdministrationPakistan PAK 2019 2 16

South AsiaPublic AdministrationPakistan PAK 2019 2 16

South AsiaPublic AdministrationPakistan PAK 2019 2 16

North AmericaHealth Care and Social Assistance 2019 2 15

North AmericaHealth Care and Social AssistanceUnited Kingdom of Great Britain and Northern IrelandGBR 2019 2 15

North AmericaHealth Care and Social Assistance 2019 2 15

North AmericaHealth Care and Social Assistance 2019 2 15

North AmericaHealth Care and Social Assistance 2019 2 15

North AmericaHealth Care and Social Assistance 2019 2 15

North AmericaProfessional, Scientific, and Technical Services2019 2 15

South AsiaFinance and Insurance 2019 2 14

Europe & Central AsiaPublic AdministrationUndetermined 999 2019 2 13

North AmericaAccommodation and Food Services 2019 2 13

North AmericaFinance and Insurance 2019 2 13

North AmericaFinance and Insurance 2019 2 13

North AmericaOther Services (except Public Administration)2019 2 13

Middle East & North AfricaFinance and Insurance 2019 2 13

East Asia & PacificReal Estate and Rental and Leasing 2019 2 12

North AmericaAccommodation and Food Services 2019 2 12

North AmericaArts, Entertainment, and Recreation 2019 2 12

North AmericaInformation 2019 2 11

Europe & Central AsiaPublic AdministrationUndetermined 999 2019 2 10

Europe & Central AsiaPublic AdministrationUndetermined 999 2019 2 10

North AmericaRetail Trade 2019 2 9

North AmericaHealth Care and Social Assistance 2019 2 9

East Asia & PacificReal Estate and Rental and Leasing 2019 2 9

East Asia & PacificPublic Administration 2019 2 8

East Asia & PacificOther Services (except Public Administration)2019 2 8

East Asia & PacificOther Services (except Public Administration)2019 2 8

East Asia & PacificOther Services (except Public Administration)2019 2 8

North AmericaHealth Care and Social Assistance 2019 2 7

North AmericaArts, Entertainment, and Recreation 2019 2 7

Europe & Central AsiaAccommodation and Food Services 2019 2 7

North AmericaOther Services (except Public Administration)2019 2 5

North AmericaHealth Care and Social Assistance 2019 2 4

North AmericaEducational Services 2019 2 4

North AmericaEducational Services 2019 2 4

North AmericaEducational Services 2019 2 4

Europe & Central AsiaPublic Administration 2019 2 4

Europe & Central AsiaInformationChina CHN 2019 2 4

Sub-Saharan AfricaUtilities 2019 2 4

North AmericaFinance and Insurance 2019 2 2

North AmericaAccommodation and Food Services 2019 2 1

North AmericaHealth Care and Social Assistance 2019 2 1

Europe & Central AsiaFinance and Insurance 2019 1 31

North AmericaEducational Services 2019 1 31

North AmericaHealth Care and Social Assistance 2019 1 31

North AmericaProfessional, Scientific, and Technical Services2019 1 31

North AmericaOther Services (except Public Administration)Russian FederationRUS 2019 1 31

Europe & Central AsiaOther Services (except Public Administration)Russian FederationRUS 2019 1 31

Europe & Central AsiaOther Services (except Public Administration)Russian FederationRUS 2019 1 31

North AmericaOther Services (except Public Administration)Russian FederationRUS 2019 1 31



North AmericaArts, Entertainment, and Recreation 2019 1 30

Europe & Central AsiaProfessional, Scientific, and Technical Services2019 1 30

Europe & Central AsiaManufacturing 2019 1 30

Middle East & North AfricaOther Services (except Public Administration)United Arab EmiratesARE 2019 1 30

Middle East & North AfricaOther Services (except Public Administration)United Arab EmiratesARE 2019 1 30

Europe & Central AsiaOther Services (except Public Administration)United Arab EmiratesARE 2019 1 30

Middle East & North AfricaOther Services (except Public Administration)United Arab EmiratesARE 2019 1 30

North AmericaHealth Care and Social Assistance 2019 1 29

North AmericaProfessional, Scientific, and Technical Services2019 1 29

North AmericaProfessional, Scientific, and Technical Services2019 1 29

Latin America & CaribbeanMining, Quarrying, and Oil and Gas Extraction2019 1 29

Europe & Central AsiaFinance and Insurance 2019 1 26

North AmericaHealth Care and Social Assistance 2019 1 25

East Asia & PacificEducational Services 2019 1 25

North AmericaHealth Care and Social Assistance 2019 1 25

North AmericaHealth Care and Social Assistance 2019 1 25

North AmericaFinance and Insurance 2019 1 25

Europe & Central AsiaInformation 2019 1 25

Europe & Central AsiaProfessional, Scientific, and Technical Services2019 1 25

Europe & Central AsiaPublic Administration 2019 1 25

North AmericaProfessional, Scientific, and Technical Services2019 1 24

North AmericaPublic Administration 2019 1 23

Europe & Central AsiaMining, Quarrying, and Oil and Gas Extraction2019 1 22

North AmericaAccommodation and Food Services 2019 1 21

North AmericaOther Services (except Public Administration)2019 1 21

Europe & Central AsiaEducational Services 2019 1 20

East Asia & PacificFinance and Insurance 2019 1 19

East Asia & PacificProfessional, Scientific, and Technical ServicesChina CHN 2019 1 19

North AmericaHealth Care and Social Assistance 2019 1 18

North AmericaHealth Care and Social Assistance 2019 1 18

North AmericaArts, Entertainment, and Recreation 2019 1 17

North AmericaFinance and Insurance 2019 1 17

Latin America & CaribbeanFinance and InsuranceKorea (the Democratic People's Republic of)PRK 2019 1 15

East Asia & PacificPublic Administration 2019 1 15

North AmericaPublic Administration 2019 1 15

Europe & Central AsiaPublic Administration 2019 1 14

North AmericaHealth Care and Social Assistance 2019 1 14

Middle East & North AfricaInformation 2019 1 14

East Asia & PacificFinance and Insurance 2019 1 14

Europe & Central AsiaUtilities 2019 1 11

South AsiaProfessional, Scientific, and Technical Services2019 1 11

North AmericaHealth Care and Social Assistance 2019 1 10

North AmericaRetail Trade 2019 1 10

North AmericaPublic Administration 2019 1 9

North AmericaPublic Administration 2019 1 9

North AmericaHealth Care and Social Assistance 2019 1 8

North AmericaEducational Services 2019 1 8

North AmericaEducational Services 2019 1 8

North AmericaManufacturing 2019 1 7

North AmericaFinance and Insurance 2019 1 7

North AmericaPublic Administration 2019 1 6

East Asia & PacificOther Services (except Public Administration)2019 1 5

North AmericaPublic Administration 2019 1 5

North AmericaEducational Services 2019 1 4

North AmericaHealth Care and Social Assistance 2019 1 4



Europe & Central AsiaPublic Administration 2019 1 4

Europe & Central AsiaTransportation and Warehousing 2019 1 3

East Asia & PacificTransportation and Warehousing 2019 1 2

North AmericaArts, Entertainment, and Recreation 2019 1 2

North AmericaFinance and Insurance 2019 1 1

Europe & Central AsiaOther Services (except Public Administration)2019 1 1

East Asia & PacificPublic Administration 2019 1 1

Europe & Central AsiaFinance and InsuranceUnited Kingdom of Great Britain and Northern IrelandGBR 2018 12 31

Europe & Central AsiaFinance and InsuranceUnited Kingdom of Great Britain and Northern IrelandGBR 2018 12 31

North AmericaHealth Care and Social Assistance 2018 12 31

North AmericaReal Estate and Rental and LeasingUnited Kingdom of Great Britain and Northern IrelandGBR 2018 12 31

North AmericaPublic AdministrationRussian FederationRUS 2018 12 31

Europe & Central AsiaPublic AdministrationUndetermined 999 2018 12 30

North AmericaPublic Administration 2018 12 29

North AmericaInformation 2018 12 29

East Asia & PacificPublic Administration 2018 12 28

North AmericaHealth Care and Social Assistance 2018 12 28

North AmericaHealth Care and Social Assistance 2018 12 28

North AmericaEducational Services 2018 12 28

North AmericaEducational Services 2018 12 28

North AmericaInformation 2018 12 27

North AmericaRetail Trade 2018 12 27

East Asia & PacificInformation 2018 12 26

East Asia & PacificInformation 2018 12 26

East Asia & PacificInformation 2018 12 26

Europe & Central AsiaOther Services (except Public Administration)2018 12 24

Europe & Central AsiaFinance and Insurance 2018 12 23

Europe & Central AsiaPublic AdministrationIran (Islamic Republic of)IRN 2018 12 23

North AmericaPublic Administration 2018 12 22

North AmericaPublic Administration 2018 12 21

North AmericaEducational Services 2018 12 21

Europe & Central AsiaFinance and Insurance 2018 12 21

North AmericaAccommodation and Food Services 2018 12 20

North AmericaHealth Care and Social Assistance 2018 12 20

North AmericaRetail Trade 2018 12 20

North AmericaRetail Trade 2018 12 20

Europe & Central AsiaMining, Quarrying, and Oil and Gas Extraction2018 12 20

North AmericaPublic AdministrationChina CHN 2018 12 20

North AmericaPublic AdministrationChina CHN 2018 12 20

North AmericaPublic AdministrationChina CHN 2018 12 20

North AmericaAdministrative and Support and Waste Management and Remediation ServicesChina CHN 2018 12 20

North AmericaManufacturingChina CHN 2018 12 20

Europe & Central AsiaInformationChina CHN 2018 12 20

North AmericaProfessional, Scientific, and Technical ServicesChina CHN 2018 12 20

North AmericaProfessional, Scientific, and Technical ServicesChina CHN 2018 12 20

Sub-Saharan AfricaProfessional, Scientific, and Technical ServicesChina CHN 2018 12 20

East Asia & PacificProfessional, Scientific, and Technical ServicesChina CHN 2018 12 20

South AsiaProfessional, Scientific, and Technical ServicesChina CHN 2018 12 20

East Asia & PacificProfessional, Scientific, and Technical ServicesChina CHN 2018 12 20

North AmericaProfessional, Scientific, and Technical ServicesChina CHN 2018 12 20

North AmericaProfessional, Scientific, and Technical ServicesChina CHN 2018 12 20

Europe & Central AsiaPublic AdministrationChina CHN 2018 12 19

North AmericaPublic Administration 2018 12 19

Europe & Central AsiaProfessional, Scientific, and Technical ServicesRussian FederationRUS 2018 12 19

Europe & Central AsiaManufacturing 2018 12 19



Europe & Central AsiaOther Services (except Public Administration)2018 12 19

North AmericaRetail Trade 2018 12 19

North AmericaPublic Administration 2018 12 18

North AmericaHealth Care and Social Assistance 2018 12 18

North AmericaAdministrative and Support and Waste Management and Remediation Services2018 12 18

North AmericaHealth Care and Social Assistance 2018 12 17

North AmericaInformation 2018 12 17

North AmericaHealth Care and Social Assistance 2018 12 16

North AmericaPublic Administration 2018 12 14

Latin America & CaribbeanProfessional, Scientific, and Technical Services2018 12 14

North AmericaPublic Administration 2018 12 13

Europe & Central AsiaPublic Administration 2018 12 13

Europe & Central AsiaOther Services (except Public Administration)2018 12 13

North AmericaArts, Entertainment, and Recreation 2018 12 12

North AmericaEducational Services 2018 12 12

North AmericaPublic Administration 2018 12 11

North AmericaPublic Administration 2018 12 10

North AmericaHealth Care and Social Assistance 2018 12 10

Europe & Central AsiaMining, Quarrying, and Oil and Gas ExtractionIran (Islamic Republic of)IRN 2018 12 10

North AmericaHealth Care and Social Assistance 2018 12 9

North AmericaPublic Administration 2018 12 7

North AmericaEducational Services 2018 12 7

North AmericaManufacturing 2018 12 7

North AmericaInformationUndetermined 999 2018 12 7

North AmericaHealth Care and Social Assistance 2018 12 6

#N/A Finance and Insurance 2018 12 5

North AmericaPublic Administration 2018 12 4

North AmericaArts, Entertainment, and Recreation 2018 12 4

North AmericaArts, Entertainment, and Recreation 2018 12 4

North AmericaEducational Services 2018 12 4

North AmericaProfessional, Scientific, and Technical ServicesUnited Kingdom of Great Britain and Northern IrelandGBR 2018 12 4

Europe & Central AsiaInformation 2018 12 4

Latin America & CaribbeanReal Estate and Rental and LeasingUnited Kingdom of Great Britain and Northern IrelandGBR 2018 12 4

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2018 12 3

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2018 12 3

North AmericaHealth Care and Social Assistance 2018 12 3

North AmericaInformation 2018 12 3

Europe & Central AsiaRetail Trade 2018 12 3

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2018 12 3

North AmericaInformation 2018 12 1

East Asia & PacificOther Services (except Public Administration)2018 12 1

Europe & Central AsiaOther Services (except Public Administration)2018 12 1

North AmericaPublic Administration 2018 11 30

North AmericaAccommodation and Food Services 2018 11 30

North AmericaArts, Entertainment, and Recreation 2018 11 30

North AmericaRetail Trade 2018 11 30

Europe & Central AsiaOther Services (except Public Administration)2018 11 30

North AmericaPublic Administration 2018 11 29

North AmericaAccommodation and Food Services 2018 11 29

North AmericaHealth Care and Social Assistance 2018 11 29

North AmericaHealth Care and Social Assistance 2018 11 29

North AmericaHealth Care and Social Assistance 2018 11 28

Europe & Central AsiaTransportation and Warehousing 2018 11 28

North AmericaManufacturing 2018 11 28

Europe & Central AsiaHealth Care and Social Assistance 2018 11 27



North AmericaHealth Care and Social Assistance 2018 11 27

Middle East & North AfricaPublic Administration 2018 11 27

North AmericaOther Services (except Public Administration)Undetermined 999 2018 11 23

North AmericaHealth Care and Social Assistance 2018 11 23

North AmericaOther Services (except Public Administration)2018 11 23

North AmericaHealth Care and Social Assistance 2018 11 23

Europe & Central AsiaInformation 2018 11 23

North AmericaArts, Entertainment, and Recreation 2018 11 21

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2018 11 20

North AmericaEducational Services 2018 11 20

North AmericaEducational Services 2018 11 19

North AmericaPublic Administration 2018 11 19

North AmericaPublic Administration 2018 11 18

Europe & Central AsiaRetail Trade 2018 11 18

North AmericaOther Services (except Public Administration)United Kingdom of Great Britain and Northern IrelandGBR 2018 11 18

North AmericaHealth Care and Social Assistance 2018 11 16

North AmericaHealth Care and Social Assistance 2018 11 16

North AmericaInformation 2018 11 16

North AmericaHealth Care and Social Assistance 2018 11 15

North AmericaFinance and Insurance 2018 11 15

#N/A Other Services (except Public Administration)2018 11 15

Europe & Central AsiaPublic Administration 2018 11 14

North AmericaArts, Entertainment, and Recreation 2018 11 14

Europe & Central AsiaHealth Care and Social Assistance 2018 11 14

North AmericaOther Services (except Public Administration)Russian FederationRUS 2018 11 14

Europe & Central AsiaOther Services (except Public Administration)Russian FederationRUS 2018 11 14

Europe & Central AsiaOther Services (except Public Administration)Russian FederationRUS 2018 11 14

Europe & Central AsiaOther Services (except Public Administration)Russian FederationRUS 2018 11 14

Middle East & North AfricaTransportation and Warehousing 2018 11 14

North AmericaInformation 2018 11 13

Europe & Central AsiaManufacturingChina CHN 2018 11 13

North AmericaRetail Trade 2018 11 13

South AsiaPublic AdministrationUndetermined 999 2018 11 12

North AmericaHealth Care and Social Assistance 2018 11 12

Sub-Saharan AfricaEducational Services 2018 11 12

North AmericaHealth Care and Social Assistance 2018 11 10

North AmericaHealth Care and Social Assistance 2018 11 9

North AmericaPublic Administration 2018 11 9

North AmericaHealth Care and Social Assistance 2018 11 9

North AmericaEducational Services 2018 11 9

North AmericaFinance and Insurance 2018 11 9

North AmericaHealth Care and Social Assistance 2018 11 8

North AmericaHealth Care and Social Assistance 2018 11 8

East Asia & PacificInformation 2018 11 8

East Asia & PacificInformationUndetermined 999 2018 11 7

North AmericaFinance and Insurance 2018 11 7

South AsiaPublic Administration 2018 11 6

Latin America & CaribbeanInformation 2018 11 6

Middle East & North AfricaPublic Administration 2018 11 6

East Asia & PacificInformation 2018 11 5

East Asia & PacificInformation 2018 11 5

East Asia & PacificInformation 2018 11 5

North AmericaArts, Entertainment, and Recreation 2018 11 5

Europe & Central AsiaArts, Entertainment, and Recreation 2018 11 5

East Asia & PacificInformation 2018 11 5



Europe & Central AsiaInformationUnited States of AmericaUSA 2018 11 5

East Asia & PacificAccommodation and Food Services 2018 11 2

North AmericaAccommodation and Food Services 2018 11 2

North AmericaInformation 2018 11 2

North AmericaFinance and Insurance 2018 11 2

Europe & Central AsiaManufacturing 2018 11 2

Europe & Central AsiaRetail Trade 2018 11 2

East Asia & PacificAccommodation and Food Services 2018 11 2

Europe & Central AsiaArts, Entertainment, and RecreationItaly ITA 2018 11 2

North AmericaPublic AdministrationUnited States of AmericaUSA 2018 11 1

North AmericaHealth Care and Social Assistance 2018 11 1

North AmericaHealth Care and Social Assistance 2018 11 1

North AmericaEducational Services 2018 11 1

East Asia & PacificManufacturing 2018 11 1

North AmericaAccommodation and Food Services 2018 10 31

North AmericaHealth Care and Social Assistance 2018 10 31

Europe & Central AsiaArts, Entertainment, and Recreation 2018 10 30

Sub-Saharan AfricaPublic AdministrationUndetermined 999 2018 10 28

Europe & Central AsiaArts, Entertainment, and Recreation 2018 10 28

North AmericaFinance and Insurance 2018 10 28

South AsiaFinance and Insurance 2018 10 27

Europe & Central AsiaInformationBelarus BLR 2018 10 26

East Asia & PacificTransportation and Warehousing 2018 10 24

North AmericaHealth Care and Social Assistance 2018 10 23

North AmericaHealth Care and Social Assistance 2018 10 23

Latin America & CaribbeanFinance and Insurance 2018 10 23

Sub-Saharan AfricaInformation 2018 10 23

Europe & Central AsiaTransportation and Warehousing 2018 10 23

North AmericaPublic Administration 2018 10 22

Middle East & North AfricaOther Services (except Public Administration)2018 10 22

Europe & Central AsiaReal Estate and Rental and Leasing 2018 10 21

North AmericaArts, Entertainment, and Recreation 2018 10 20

North AmericaPublic Administration 2018 10 19

North AmericaHealth Care and Social Assistance 2018 10 19

North AmericaPublic Administration 2018 10 18

North AmericaPublic Administration 2018 10 17

Europe & Central AsiaArts, Entertainment, and Recreation 2018 10 17

#N/A Information 2018 10 17

Europe & Central AsiaTransportation and Warehousing 2018 10 17

North AmericaPublic Administration 2018 10 16

#N/A Finance and Insurance 2018 10 15

North AmericaUtilities 2018 10 13

North AmericaEducational Services 2018 10 12

Europe & Central AsiaOther Services (except Public Administration)2018 10 10

North AmericaPublic Administration 2018 10 9

Europe & Central AsiaPublic Administration 2018 10 9

North AmericaUtilities 2018 10 9

North AmericaHealth Care and Social Assistance 2018 10 9

North AmericaRetail Trade 2018 10 9

North AmericaPublic Administration 2018 10 7

North AmericaOther Services (except Public Administration)United Kingdom of Great Britain and Northern IrelandGBR 2018 10 7

Europe & Central AsiaHealth Care and Social Assistance 2018 10 7

North AmericaPublic Administration 2018 10 6

North AmericaFinance and Insurance 2018 10 6

North AmericaPublic Administration 2018 10 5



Europe & Central AsiaArts, Entertainment, and Recreation 2018 10 5

North AmericaHealth Care and Social Assistance 2018 10 5

Sub-Saharan AfricaInformation 2018 10 5

North AmericaOther Services (except Public Administration)2018 10 5

North AmericaPublic Administration 2018 10 4

East Asia & PacificArts, Entertainment, and Recreation 2018 10 4

North AmericaHealth Care and Social Assistance 2018 10 4

Europe & Central AsiaArts, Entertainment, and RecreationRussian FederationRUS 2018 10 4

North AmericaOther Services (except Public Administration)Russian FederationRUS 2018 10 4

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2018 10 4

Europe & Central AsiaOther Services (except Public Administration)2018 10 3

North AmericaInformationChina CHN 2018 10 3

North AmericaFinance and InsuranceKorea (the Democratic People's Republic of)PRK 2018 10 2

North AmericaPublic Administration 2018 10 2

South AsiaFinance and Insurance 2018 10 2

North AmericaOther Services (except Public Administration)Saudi ArabiaSAU 2018 10 1

North AmericaOther Services (except Public Administration)2018 10 1

North AmericaAccommodation and Food ServicesRussian FederationRUS 2018 9 30

South AsiaOther Services (except Public Administration)India IND 2018 9 29

North AmericaHealth Care and Social AssistanceUndetermined 999 2018 9 29

North AmericaAccommodation and Food Services 2018 9 28

North AmericaManufacturing 2018 9 28

North AmericaRetail Trade 2018 9 28

North AmericaInformation 2018 9 27

North AmericaFinance and Insurance 2018 9 26

North AmericaHealth Care and Social Assistance 2018 9 25

North AmericaInformation 2018 9 25

Europe & Central AsiaInformation 2018 9 25

North AmericaTransportation and Warehousing 2018 9 25

Europe & Central AsiaUtilities 2018 9 25

North AmericaAccommodation and Food Services 2018 9 25

North AmericaEducational Services 2018 9 24

North AmericaInformation 2018 9 21

North AmericaInformation 2018 9 21

North AmericaPublic Administration 2018 9 21

Europe & Central AsiaAccommodation and Food Services 2018 9 20

Europe & Central AsiaTransportation and Warehousing 2018 9 20

East Asia & PacificFinance and Insurance 2018 9 20

North AmericaPublic Administration 2018 9 19

North AmericaRetail Trade 2018 9 19

North AmericaAdministrative and Support and Waste Management and Remediation Services2018 9 19

East Asia & PacificInformation 2018 9 18

East Asia & PacificPublic Administration 2018 9 17

Europe & Central AsiaOther Services (except Public Administration)Italy ITA 2018 9 17

North AmericaRetail Trade 2018 9 17

Europe & Central AsiaPublic AdministrationItaly ITA 2018 9 14

#N/A Finance and InsuranceUndetermined 999 2018 9 14

North AmericaHealth Care and Social Assistance 2018 9 14

Europe & Central AsiaTransportation and Warehousing 2018 9 14

North AmericaRetail Trade 2018 9 14

North AmericaOther Services (except Public Administration)2018 9 14

North AmericaHealth Care and Social Assistance 2018 9 13

North AmericaEducational Services 2018 9 12

Europe & Central AsiaEducational Services 2018 9 12

Europe & Central AsiaManufacturing 2018 9 12



North AmericaOther Services (except Public Administration)2018 9 12

North AmericaPublic Administration 2018 9 11

North AmericaEducational Services 2018 9 11

South AsiaAccommodation and Food Services 2018 9 10

Middle East & North AfricaArts, Entertainment, and RecreationUndetermined 999 2018 9 10

Europe & Central AsiaFinance and Insurance 2018 9 9

North AmericaPublic Administration 2018 9 7

Europe & Central AsiaTransportation and Warehousing 2018 9 6

Europe & Central AsiaTransportation and Warehousing 2018 9 6

Europe & Central AsiaArts, Entertainment, and RecreationKorea (the Democratic People's Republic of)PRK 2018 9 6

Europe & Central AsiaAdministrative and Support and Waste Management and Remediation ServicesUndetermined 999 2018 9 5

Latin America & CaribbeanFinance and InsuranceUndetermined 999 2018 9 4

East Asia & PacificOther Services (except Public Administration)2018 9 4

Sub-Saharan AfricaPublic Administration 2018 9 3

North AmericaEducational Services 2018 9 3

North AmericaArts, Entertainment, and Recreation 2018 9 1

North AmericaPublic Administration 2018 9 1

Europe & Central AsiaFinance and InsuranceSpain ESP 2018 8 30

North AmericaInformation 2018 8 30

Europe & Central AsiaFinance and InsuranceSpain ESP 2018 8 30

Latin America & CaribbeanRetail TradeUndetermined 999 2018 8 30

North AmericaEducational Services 2018 8 29

North AmericaEducational Services 2018 8 29

North AmericaEducational Services 2018 8 29

North AmericaTransportation and Warehousing 2018 8 29

North AmericaPublic Administration 2018 8 28

East Asia & PacificArts, Entertainment, and Recreation 2018 8 28

North AmericaProfessional, Scientific, and Technical ServicesUndetermined 999 2018 8 28

Latin America & CaribbeanFinance and Insurance 2018 8 27

Europe & Central AsiaFinance and InsuranceSpain ESP 2018 8 26

North AmericaPublic Administration 2018 8 24

Europe & Central AsiaManufacturing 2018 8 24

North AmericaInformation 2018 8 23

North AmericaAccommodation and Food Services 2018 8 22

#N/A Finance and InsuranceKorea (the Democratic People's Republic of)PRK 2018 8 22

North AmericaHealth Care and Social Assistance 2018 8 20

North AmericaInformation 2018 8 20

Europe & Central AsiaRetail Trade 2018 8 20

North AmericaOther Services (except Public Administration)2018 8 18

North AmericaPublic Administration 2018 8 18

North AmericaEducational Services 2018 8 17

North AmericaEducational Services 2018 8 17

North AmericaHealth Care and Social Assistance 2018 8 16

Europe & Central AsiaManufacturing 2018 8 16

North AmericaInformation 2018 8 16

North AmericaPublic Administration 2018 8 16

North AmericaUtilities 2018 8 16

North AmericaPublic Administration 2018 8 16

North AmericaInformation 2018 8 16

Sub-Saharan AfricaHealth Care and Social Assistance 2018 8 16

Sub-Saharan AfricaPublic Administration 2018 8 16

Sub-Saharan AfricaPublic Administration 2018 8 16

East Asia & PacificPublic Administration 2018 8 16

East Asia & PacificPublic Administration 2018 8 16

Latin America & CaribbeanPublic Administration 2018 8 16



North AmericaOther Services (except Public Administration)2018 8 15

North AmericaOther Services (except Public Administration)2018 8 15

South AsiaFinance and Insurance 2018 8 11

North AmericaPublic Administration 2018 8 10

Europe & Central AsiaArts, Entertainment, and Recreation 2018 8 10

North AmericaPublic Administration 2018 8 9

North AmericaArts, Entertainment, and Recreation 2018 8 7

North AmericaFinance and Insurance 2018 8 4

Europe & Central AsiaPublic Administration 2018 8 4

Europe & Central AsiaProfessional, Scientific, and Technical Services2018 8 3

North AmericaFinance and Insurance 2018 8 3

East Asia & PacificManufacturing 2018 8 3

North AmericaFinance and Insurance 2018 8 3

North AmericaFinance and Insurance 2018 8 3

East Asia & PacificPublic Administration 2018 8 1

North AmericaInformation 2018 8 1

North AmericaOther Services (except Public Administration)Undetermined 999 2018 8 1

Europe & Central AsiaPublic Administration 2018 8 1

Europe & Central AsiaOther Services (except Public Administration)Saudi ArabiaSAU 2018 8 1

Europe & Central AsiaOther Services (except Public Administration)Saudi ArabiaSAU 2018 8 1

North AmericaPublic Administration 2018 7 31

North AmericaPublic Administration 2018 7 31

North AmericaRetail Trade 2018 7 31

North AmericaHealth Care and Social Assistance 2018 7 30

East Asia & PacificEducational Services 2018 7 30

Europe & Central AsiaProfessional, Scientific, and Technical ServicesRussian FederationRUS 2018 7 30

#N/A Finance and Insurance 2018 7 30

South AsiaOther Services (except Public Administration)Undetermined 999 2018 7 28

North AmericaHealth Care and Social Assistance 2018 7 28

Latin America & CaribbeanFinance and Insurance 2018 7 28

#N/A Public AdministrationUndetermined 999 2018 7 27

North AmericaHealth Care and Social AssistanceUndetermined 999 2018 7 27

North AmericaEducational ServicesUndetermined 999 2018 7 27

North AmericaHealth Care and Social Assistance 2018 7 26

North AmericaEducational Services 2018 7 26

North AmericaOther Services (except Public Administration)2018 7 26

Europe & Central AsiaFinance and Insurance 2018 7 26

North AmericaPublic Administration 2018 7 25

East Asia & PacificProfessional, Scientific, and Technical Services2018 7 25

Latin America & CaribbeanFinance and InsuranceRussian FederationRUS 2018 7 25

East Asia & PacificFinance and Insurance 2018 7 25

East Asia & PacificTransportation and Warehousing 2018 7 25

East Asia & PacificFinance and Insurance 2018 7 25

North AmericaFinance and Insurance 2018 7 24

North AmericaPublic Administration 2018 7 24

North AmericaArts, Entertainment, and Recreation 2018 7 24

North AmericaProfessional, Scientific, and Technical Services2018 7 23

North AmericaUtilities Russian FederationRUS 2018 7 23

#N/A Finance and Insurance 2018 7 23

North AmericaOther Services (except Public Administration)2018 7 20

East Asia & PacificHealth Care and Social Assistance 2018 7 20

East Asia & PacificHealth Care and Social Assistance 2018 7 20

North AmericaHealth Care and Social Assistance 2018 7 20

North AmericaHealth Care and Social Assistance 2018 7 20

North AmericaHealth Care and Social Assistance 2018 7 20



North AmericaHealth Care and Social Assistance 2018 7 20

North AmericaEducational Services 2018 7 20

Europe & Central AsiaFinance and InsuranceUndetermined 999 2018 7 20

North AmericaInformation 2018 7 19

Europe & Central AsiaArts, Entertainment, and Recreation 2018 7 19

North AmericaProfessional, Scientific, and Technical Services2018 7 19

East Asia & PacificOther Services (except Public Administration)Undetermined 999 2018 7 18

Europe & Central AsiaInformation 2018 7 17

North AmericaPublic Administration 2018 7 16

North AmericaHealth Care and Social Assistance 2018 7 16

North AmericaHealth Care and Social Assistance 2018 7 16

North AmericaHealth Care and Social Assistance 2018 7 16

North AmericaHealth Care and Social Assistance 2018 7 16

East Asia & PacificInformation 2018 7 16

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2018 7 15

East Asia & PacificArts, Entertainment, and Recreation 2018 7 15

South AsiaHealth Care and Social Assistance 2018 7 15

East Asia & PacificUndetermined 2018 7 14

North AmericaPublic Administration 2018 7 13

North AmericaHealth Care and Social Assistance 2018 7 13

North AmericaHealth Care and Social Assistance 2018 7 13

North AmericaHealth Care and Social Assistance 2018 7 12

North AmericaInformation 2018 7 11

North AmericaTransportation and Warehousing 2018 7 11

Europe & Central AsiaUtilities 2018 7 11

Europe & Central AsiaRetail Trade 2018 7 11

East Asia & PacificAdministrative and Support and Waste Management and Remediation Services2018 7 11

North AmericaPublic Administration 2018 7 10

East Asia & PacificPublic AdministrationChina CHN 2018 7 10

North AmericaHealth Care and Social Assistance 2018 7 10

North AmericaEducational Services 2018 7 10

East Asia & PacificPublic AdministrationChina CHN 2018 7 10

East Asia & PacificPublic AdministrationChina CHN 2018 7 10

East Asia & PacificPublic AdministrationChina CHN 2018 7 10

East Asia & PacificPublic AdministrationChina CHN 2018 7 10

East Asia & PacificOther Services (except Public Administration)China CHN 2018 7 10

East Asia & PacificOther Services (except Public Administration)China CHN 2018 7 10

East Asia & PacificPublic AdministrationChina CHN 2018 7 10

East Asia & PacificOther Services (except Public Administration)China CHN 2018 7 10

North AmericaTransportation and Warehousing 2018 7 9

North AmericaRetail Trade 2018 7 9

Europe & Central AsiaFinance and Insurance 2018 7 9

North AmericaInformation 2018 7 8

North AmericaArts, Entertainment, and Recreation 2018 7 7

North AmericaAccommodation and Food Services 2018 7 6

East Asia & PacificEducational Services 2018 7 6

East Asia & PacificInformation 2018 7 6

North AmericaEducational Services 2018 7 6

South AsiaAccommodation and Food Services 2018 7 5

North AmericaHealth Care and Social Assistance 2018 7 5

Middle East & North AfricaPublic AdministrationUndetermined 999 2018 7 3

Europe & Central AsiaInformation 2018 7 3

East Asia & PacificOther Services (except Public Administration)2018 7 3

Europe & Central AsiaAccommodation and Food Services 2018 7 2

Europe & Central AsiaRetail Trade 2018 7 2



Europe & Central AsiaReal Estate and Rental and Leasing 2018 7 1

Europe & Central AsiaFinance and Insurance 2018 7 1

North AmericaEducational Services 2018 6 30

East Asia & PacificAccommodation and Food Services 2018 6 29

North AmericaHealth Care and Social Assistance 2018 6 29

North AmericaEducational Services 2018 6 29

Europe & Central AsiaOther Services (except Public Administration)2018 6 29

North AmericaPublic Administration 2018 6 28

Europe & Central AsiaEducational Services 2018 6 28

North AmericaEducational Services 2018 6 28

North AmericaRetail Trade 2018 6 28

South AsiaOther Services (except Public Administration)2018 6 28

North AmericaOther Services (except Public Administration)2018 6 28

North AmericaAccommodation and Food Services 2018 6 27

North AmericaArts, Entertainment, and Recreation 2018 6 27

North AmericaEducational Services 2018 6 27

Europe & Central AsiaInformationUndetermined 999 2018 6 27

East Asia & PacificProfessional, Scientific, and Technical Services2018 6 27

East Asia & PacificOther Services (except Public Administration)2018 6 27

Europe & Central AsiaInformation 2018 6 26

North AmericaPublic Administration 2018 6 24

East Asia & PacificPublic AdministrationChina CHN 2018 6 22

South AsiaOther Services (except Public Administration)2018 6 22

North AmericaAccommodation and Food Services 2018 6 22

North AmericaEducational Services 2018 6 22

North AmericaHealth Care and Social Assistance 2018 6 21

Middle East & North AfricaOther Services (except Public Administration)Saudi ArabiaSAU 2018 6 21

North AmericaPublic Administration 2018 6 20

#N/A Finance and Insurance 2018 6 20

North AmericaHealth Care and Social Assistance 2018 6 19

North AmericaHealth Care and Social Assistance 2018 6 18

Europe & Central AsiaOther Services (except Public Administration)2018 6 18

Sub-Saharan AfricaFinance and Insurance 2018 6 16

North AmericaHealth Care and Social Assistance 2018 6 14

North AmericaFinance and Insurance 2018 6 14

East Asia & PacificArts, Entertainment, and Recreation 2018 6 13

North AmericaHealth Care and Social Assistance 2018 6 13

North AmericaFinance and Insurance 2018 6 13

Europe & Central AsiaRetail Trade 2018 6 13

East Asia & PacificPublic AdministrationChina CHN 2018 6 13

Europe & Central AsiaPublic Administration 2018 6 12

North AmericaPublic Administration 2018 6 12

North AmericaProfessional, Scientific, and Technical Services2018 6 12

Latin America & CaribbeanOther Services (except Public Administration)2018 6 12

Europe & Central AsiaPublic Administration 2018 6 12

East Asia & PacificPublic AdministrationKorea (the Democratic People's Republic of)PRK 2018 6 11

Latin America & CaribbeanFinance and Insurance 2018 6 11

East Asia & PacificFinance and Insurance 2018 6 11

North AmericaPublic Administration 2018 6 8

North AmericaHealth Care and Social Assistance 2018 6 8

North AmericaHealth Care and Social Assistance 2018 6 8

North AmericaPublic Administration 2018 6 7

North AmericaHealth Care and Social Assistance 2018 6 7

Europe & Central AsiaOther Services (except Public Administration)2018 6 6

East Asia & PacificOther Services (except Public Administration)2018 6 6



#N/A Finance and Insurance 2018 6 6

East Asia & PacificFinance and Insurance 2018 6 5

North AmericaOther Services (except Public Administration)2018 6 4

East Asia & PacificAccommodation and Food Services 2018 6 4

North AmericaHealth Care and Social Assistance 2018 6 4

North AmericaPublic Administration 2018 6 2

East Asia & PacificOther Services (except Public Administration)2018 6 2

North AmericaFinance and Insurance 2018 6 2

North AmericaHealth Care and Social AssistanceUndetermined 999 2018 6 2

North AmericaPublic Administration 2018 6 1

North AmericaAccommodation and Food Services 2018 6 1

North AmericaPublic Administration 2018 6 1

North AmericaPublic Administration 2018 6 1

North AmericaEducational Services 2018 5 31

North AmericaArts, Entertainment, and RecreationUndetermined 999 2018 5 30

Sub-Saharan AfricaEducational Services 2018 5 28

North AmericaFinance and Insurance 2018 5 28

North AmericaFinance and Insurance 2018 5 28

Europe & Central AsiaFinance and Insurance 2018 5 28

Sub-Saharan AfricaArts, Entertainment, and Recreation 2018 5 27

South AsiaPublic Administration 2018 5 26

North AmericaManufacturing 2018 5 26

North AmericaPublic Administration 2018 5 25

North AmericaHealth Care and Social Assistance 2018 5 25

North AmericaFinance and Insurance 2018 5 25

North AmericaHealth Care and Social Assistance 2018 5 24

Middle East & North AfricaTransportation and Warehousing 2018 5 24

North AmericaEducational Services 2018 5 23

#N/A Finance and Insurance 2018 5 22

East Asia & PacificFinance and Insurance 2018 5 22

North AmericaRetail Trade 2018 5 21

North AmericaHealth Care and Social Assistance 2018 5 20

Middle East & North AfricaInformation 2018 5 20

North AmericaEducational ServicesUnited States of AmericaUSA 2018 5 19

#N/A Other Services (except Public Administration)Ireland IRL 2018 5 18

Europe & Central AsiaOther Services (except Public Administration)2018 5 18

North AmericaArts, Entertainment, and Recreation 2018 5 18

North AmericaEducational Services 2018 5 18

#N/A Finance and Insurance 2018 5 18

North AmericaArts, Entertainment, and Recreation 2018 5 17

North AmericaOther Services (except Public Administration)2018 5 17

North AmericaAdministrative and Support and Waste Management and Remediation Services2018 5 17

#N/A Other Services (except Public Administration)Ireland IRL 2018 5 16

North AmericaInformation 2018 5 16

North AmericaHealth Care and Social Assistance 2018 5 16

North AmericaHealth Care and Social Assistance 2018 5 16

#N/A Other Services (except Public Administration)Ireland IRL 2018 5 15

East Asia & PacificHealth Care and Social Assistance 2018 5 14

Latin America & CaribbeanFinance and Insurance 2018 5 12

North AmericaAdministrative and Support and Waste Management and Remediation Services2018 5 12

North AmericaAccommodation and Food Services 2018 5 11

North AmericaEducational Services 2018 5 11

Europe & Central AsiaTransportation and Warehousing 2018 5 11

Middle East & North AfricaPublic Administration 2018 5 10

North AmericaPublic Administration 2018 5 10



Europe & Central AsiaPublic AdministrationUndetermined 999 2018 5 10

North AmericaAccommodation and Food Services 2018 5 10

North AmericaProfessional, Scientific, and Technical Services2018 5 10

East Asia & PacificAccommodation and Food Services 2018 5 9

North AmericaHealth Care and Social Assistance 2018 5 9

Europe & Central AsiaInformation 2018 5 9

North AmericaPublic Administration 2018 5 8

Europe & Central AsiaFinance and Insurance 2018 5 8

North AmericaEducational Services 2018 5 7

Europe & Central AsiaManufacturingTurkey TUR 2018 5 7

North AmericaProfessional, Scientific, and Technical Services2018 5 5

North AmericaPublic Administration 2018 5 4

North AmericaPublic Administration 2018 5 4

North AmericaEducational Services 2018 5 4

North AmericaInformationItaly ITA 2018 5 4

Latin America & CaribbeanFinance and Insurance 2018 5 4

Europe & Central AsiaTransportation and Warehousing 2018 5 4

North AmericaEducational Services 2018 5 4

North AmericaHealth Care and Social Assistance 2018 5 3

Europe & Central AsiaArts, Entertainment, and Recreation 2018 5 3

North AmericaArts, Entertainment, and Recreation 2018 5 3

North AmericaHealth Care and Social Assistance 2018 5 3

Europe & Central AsiaInformationUndetermined 999 2018 5 3

East Asia & PacificRetail Trade 2018 5 3

North AmericaHealth Care and Social Assistance 2018 5 3

Europe & Central AsiaUndeterminedTurkey TUR 2018 5 2

Europe & Central AsiaOther Services (except Public Administration)Turkey TUR 2018 5 2

Europe & Central AsiaInformationTurkey TUR 2018 5 2

Europe & Central AsiaPublic AdministrationTurkey TUR 2018 5 2

North AmericaEducational Services 2018 5 2

North AmericaPublic Administration 2018 5 1

North AmericaArts, Entertainment, and Recreation 2018 5 1

Europe & Central AsiaPublic AdministrationItaly ITA 2018 4 27

North AmericaAccommodation and Food Services 2018 4 27

North AmericaHealth Care and Social Assistance 2018 4 27

North AmericaHealth Care and Social Assistance 2018 4 27

North AmericaEducational Services 2018 4 27

Latin America & CaribbeanFinance and Insurance 2018 4 27

North AmericaTransportation and Warehousing 2018 4 27

North AmericaOther Services (except Public Administration)2018 4 26

North AmericaFinance and Insurance 2018 4 24

Europe & Central AsiaPublic Administration 2018 4 24

North AmericaArts, Entertainment, and Recreation 2018 4 24

North AmericaPublic Administration 2018 4 23

East Asia & PacificPublic AdministrationChina CHN 2018 4 23

East Asia & PacificTransportation and WarehousingUndetermined 999 2018 4 23

Middle East & North AfricaTransportation and Warehousing 2018 4 23

Europe & Central AsiaManufacturingUndetermined 999 2018 4 22

Europe & Central AsiaInformationItaly ITA 2018 4 22

North AmericaPublic Administration 2018 4 21

South AsiaPublic AdministrationUndetermined 999 2018 4 19

North AmericaOther Services (except Public Administration)2018 4 18

North AmericaHealth Care and Social Assistance 2018 4 18

North AmericaHealth Care and Social Assistance 2018 4 18

North AmericaEducational Services 2018 4 18



Europe & Central AsiaPublic AdministrationUndetermined 999 2018 4 17

Middle East & North AfricaPublic AdministrationUndetermined 999 2018 4 16

Europe & Central AsiaPublic Administration 2018 4 16

North AmericaEducational Services 2018 4 16

East Asia & PacificInformation 2018 4 16

North AmericaAdministrative and Support and Waste Management and Remediation Services2018 4 16

North AmericaHealth Care and Social Assistance 2018 4 15

North AmericaHealth Care and Social Assistance 2018 4 14

North AmericaAccommodation and Food Services 2018 4 13

North AmericaHealth Care and Social Assistance 2018 4 13

North AmericaManufacturing 2018 4 13

North AmericaProfessional, Scientific, and Technical Services2018 4 12

South AsiaFinance and Insurance 2018 4 12

Europe & Central AsiaTransportation and Warehousing 2018 4 11

North AmericaArts, Entertainment, and RecreationUnited States of AmericaUSA 2018 4 10

North AmericaEducational Services 2018 4 10

Europe & Central AsiaAccommodation and Food Services 2018 4 9

Europe & Central AsiaArts, Entertainment, and Recreation 2018 4 9

Europe & Central AsiaOther Services (except Public Administration)2018 4 8

North AmericaOther Services (except Public Administration)2018 4 8

South AsiaPublic AdministrationUndetermined 999 2018 4 6

North AmericaInformation 2018 4 5

East Asia & PacificPublic Administration 2018 4 4

North AmericaEducational Services 2018 4 4

#N/A Finance and Insurance 2018 4 4

North AmericaOther Services (except Public Administration)2018 4 3

#N/A Arts, Entertainment, and RecreationKorea (the Democratic People's Republic of)PRK 2018 4 3

North AmericaTransportation and Warehousing 2018 4 2

North AmericaTransportation and Warehousing 2018 4 2

North AmericaTransportation and Warehousing 2018 4 2

North AmericaTransportation and Warehousing 2018 4 2

#N/A Public Administration 2018 4 2

North AmericaEducational ServicesCanada CAN 2018 4 1

North AmericaRetail TradeUndetermined 999 2018 4 1

North AmericaHealth Care and Social Assistance 2018 4 1

North AmericaHealth Care and Social Assistance 2018 3 30

East Asia & PacificFinance and Insurance 2018 3 29

North AmericaManufacturing 2018 3 29

#N/A Other Services (except Public Administration)2018 3 29

Europe & Central AsiaArts, Entertainment, and Recreation 2018 3 28

North AmericaManufacturing 2018 3 28

Europe & Central AsiaPublic Administration 2018 3 27

South AsiaProfessional, Scientific, and Technical Services2018 3 27

Europe & Central AsiaOther Services (except Public Administration)Russian FederationRUS 2018 3 26

North AmericaHealth Care and Social Assistance 2018 3 24

Europe & Central AsiaPublic Administration 2018 3 22

North AmericaPublic Administration 2018 3 22

South AsiaUtilities 2018 3 21

Middle East & North AfricaOther Services (except Public Administration)2018 3 20

North AmericaHealth Care and Social Assistance 2018 3 20

North AmericaInformation 2018 3 20

Europe & Central AsiaFinance and Insurance 2018 3 20

North AmericaUtilities 2018 3 19

Europe & Central AsiaPublic Administration 2018 3 18

North AmericaAccommodation and Food Services 2018 3 16



Europe & Central AsiaArts, Entertainment, and Recreation 2018 3 16

North AmericaFinance and Insurance 2018 3 16

North AmericaTransportation and WarehousingChina CHN 2018 3 16

North AmericaManufacturingUnited Kingdom of Great Britain and Northern IrelandGBR 2018 3 16

#N/A Public AdministrationRussian FederationRUS 2018 3 15

Europe & Central AsiaOther Services (except Public Administration)2018 3 15

North AmericaEducational Services 2018 3 15

East Asia & PacificTransportation and Warehousing 2018 3 15

Middle East & North AfricaUtilities 2018 3 15

North AmericaHealth Care and Social Assistance 2018 3 15

North AmericaArts, Entertainment, and Recreation 2018 3 14

East Asia & PacificPublic Administration 2018 3 13

Europe & Central AsiaPublic Administration 2018 3 13

North AmericaTransportation and Warehousing 2018 3 13

North AmericaHealth Care and Social Assistance 2018 3 12

North AmericaUtilities 2018 3 12

North AmericaEducational Services 2018 3 10

North AmericaOther Services (except Public Administration)2018 3 10

North AmericaRetail TradeUndetermined 999 2018 3 9

Europe & Central AsiaPublic AdministrationChina CHN 2018 3 9

North AmericaEducational ServicesUndetermined 999 2018 3 9

Europe & Central AsiaPublic AdministrationUndetermined 999 2018 3 8

North AmericaOther Services (except Public Administration)2018 3 8

Europe & Central AsiaArts, Entertainment, and Recreation 2018 3 8

North AmericaEducational Services 2018 3 7

East Asia & PacificFinance and Insurance 2018 3 7

North AmericaFinance and Insurance 2018 3 6

North AmericaInformation 2018 3 5

Europe & Central AsiaOther Services (except Public Administration)2018 3 4

Europe & Central AsiaOther Services (except Public Administration)2018 3 4

North AmericaAccommodation and Food Services 2018 3 2

North AmericaHealth Care and Social Assistance 2018 3 2

North AmericaTransportation and Warehousing 2018 3 2

North AmericaPublic Administration 2018 3 1

North AmericaOther Services (except Public Administration)2018 3 1

North AmericaArts, Entertainment, and Recreation 2018 3 1

North AmericaHealth Care and Social Assistance 2018 3 1

North AmericaHealth Care and Social Assistance 2018 3 1

North AmericaEducational Services 2018 3 1

North AmericaEducational Services 2018 3 1

North AmericaManufacturing 2018 3 1

North AmericaOther Services (except Public Administration)2018 3 1

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2018 2 28

North AmericaInformation 2018 2 28

North AmericaPublic Administration 2018 2 28

North AmericaAccommodation and Food Services 2018 2 27

North AmericaHealth Care and Social Assistance 2018 2 27

North AmericaEducational Services 2018 2 24

North AmericaEducational Services 2018 2 24

Europe & Central AsiaOther Services (except Public Administration)Undetermined 999 2018 2 24

North AmericaPublic Administration 2018 2 23

North AmericaArts, Entertainment, and Recreation 2018 2 22

North AmericaEducational Services 2018 2 22

North AmericaInformation 2018 2 22

North AmericaInformation 2018 2 22



South AsiaFinance and Insurance 2018 2 22

Europe & Central AsiaOther Services (except Public Administration)Italy ITA 2018 2 22

North AmericaWholesale Trade 2018 2 22

North AmericaHealth Care and Social Assistance 2018 2 21

North AmericaHealth Care and Social Assistance 2018 2 21

North AmericaPublic Administration 2018 2 20

East Asia & PacificInformation 2018 2 20

North AmericaInformation 2018 2 20

North AmericaManufacturing 2018 2 20

North AmericaOther Services (except Public Administration)2018 2 19

South AsiaFinance and Insurance 2018 2 18

North AmericaPublic Administration 2018 2 16

North AmericaHealth Care and Social Assistance 2018 2 16

Europe & Central AsiaFinance and Insurance 2018 2 16

North AmericaHealth Care and Social Assistance 2018 2 16

North AmericaAdministrative and Support and Waste Management and Remediation Services2018 2 16

North AmericaAccommodation and Food ServicesUndetermined 999 2018 2 16

North AmericaInformation 2018 2 15

North AmericaArts, Entertainment, and Recreation 2018 2 14

Europe & Central AsiaInformation 2018 2 14

North AmericaFinance and Insurance 2018 2 14

North AmericaPublic Administration 2018 2 13

North AmericaPublic Administration 2018 2 13

Europe & Central AsiaInformation 2018 2 13

North AmericaPublic Administration 2018 2 12

North AmericaUtilities 2018 2 12

North AmericaInformation 2018 2 10

East Asia & PacificPublic AdministrationRussian FederationRUS 2018 2 10

Europe & Central AsiaFinance and Insurance 2018 2 10

North AmericaOther Services (except Public Administration)2018 2 8

North AmericaHealth Care and Social Assistance 2018 2 8

#N/A Utilities 2018 2 8

North AmericaPublic Administration 2018 2 7

North AmericaHealth Care and Social Assistance 2018 2 7

North AmericaInformation 2018 2 7

Europe & Central AsiaInformation 2018 2 7

North AmericaInformation 2018 2 7

Europe & Central AsiaUndetermined 2018 2 7

Europe & Central AsiaPublic AdministrationItaly ITA 2018 2 6

Europe & Central AsiaPublic AdministrationItaly ITA 2018 2 6

North AmericaPublic Administration 2018 2 5

North AmericaHealth Care and Social Assistance 2018 2 5

North AmericaEducational Services 2018 2 5

North AmericaPublic Administration 2018 2 4

North AmericaRetail Trade 2018 2 2

North AmericaPublic Administration 2018 2 1

North AmericaPublic Administration 2018 2 1

North AmericaHealth Care and Social Assistance 2018 2 1

North AmericaEducational Services 2018 2 1

North AmericaFinance and Insurance 2018 2 1

North AmericaFinance and Insurance 2018 2 1

North AmericaManufacturing 2018 2 1

East Asia & PacificTransportation and Warehousing 2018 1 31

North AmericaFinance and Insurance 2018 1 31

North AmericaEducational Services 2018 1 30



Europe & Central AsiaFinance and Insurance 2018 1 30

Europe & Central AsiaFinance and Insurance 2018 1 30

Europe & Central AsiaPublic Administration 2018 1 29

Europe & Central AsiaPublic Administration 2018 1 29

North AmericaEducational Services 2018 1 29

Europe & Central AsiaFinance and Insurance 2018 1 29

North AmericaOther Services (except Public Administration)2018 1 28

Europe & Central AsiaFinance and Insurance 2018 1 28

Europe & Central AsiaFinance and Insurance 2018 1 27

Europe & Central AsiaFinance and Insurance 2018 1 27

#N/A Information 2018 1 26

East Asia & PacificFinance and Insurance 2018 1 26

Europe & Central AsiaPublic AdministrationNetherlandsNLD 2018 1 25

North AmericaPublic Administration 2018 1 24

East Asia & PacificHealth Care and Social Assistance 2018 1 23

North AmericaInformation 2018 1 23

North AmericaTransportation and Warehousing 2018 1 23

North AmericaRetail Trade 2018 1 23

North AmericaOther Services (except Public Administration)United Kingdom of Great Britain and Northern IrelandGBR 2018 1 22

North AmericaOther Services (except Public Administration)2018 1 22

North AmericaPublic Administration 2018 1 19

North AmericaEducational Services 2018 1 19

Europe & Central AsiaUtilities 2018 1 19

North AmericaInformation 2018 1 18

North AmericaInformation 2018 1 18

North AmericaHealth Care and Social Assistance 2018 1 18

Europe & Central AsiaInformationBelarus BLR 2018 1 18

North AmericaOther Services (except Public Administration)United Kingdom of Great Britain and Northern IrelandGBR 2018 1 16

North AmericaOther Services (except Public Administration)United Kingdom of Great Britain and Northern IrelandGBR 2018 1 16

East Asia & PacificManufacturing 2018 1 15

South AsiaOther Services (except Public Administration)United Kingdom of Great Britain and Northern IrelandGBR 2018 1 14

Europe & Central AsiaOther Services (except Public Administration)United Kingdom of Great Britain and Northern IrelandGBR 2018 1 14

East Asia & PacificArts, Entertainment, and Recreation 2018 1 13

Europe & Central AsiaFinance and Insurance 2018 1 13

North AmericaPublic AdministrationRussian FederationRUS 2018 1 12

North AmericaHealth Care and Social Assistance 2018 1 12

North AmericaEducational Services 2018 1 12

Europe & Central AsiaOther Services (except Public Administration)Russian FederationRUS 2018 1 12

Europe & Central AsiaOther Services (except Public Administration)Russian FederationRUS 2018 1 12

Europe & Central AsiaOther Services (except Public Administration)Russian FederationRUS 2018 1 12

Europe & Central AsiaOther Services (except Public Administration)Russian FederationRUS 2018 1 12

#N/A Other Services (except Public Administration)Russian FederationRUS 2018 1 12

North AmericaHealth Care and Social Assistance 2018 1 11

Latin America & CaribbeanFinance and InsuranceKorea (the Democratic People's Republic of)PRK 2018 1 11

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2018 1 10

North AmericaOther Services (except Public Administration)Russian FederationRUS 2018 1 10

North AmericaHealth Care and Social Assistance 2018 1 8

Europe & Central AsiaHealth Care and Social Assistance 2018 1 8

North AmericaHealth Care and Social Assistance 2018 1 8

North AmericaHealth Care and Social Assistance 2018 1 6

North AmericaInformation 2018 1 6

North AmericaHealth Care and Social Assistance 2018 1 5

North AmericaEducational ServicesUnited Kingdom of Great Britain and Northern IrelandGBR 2018 1 5

North AmericaInformation 2018 1 5

North AmericaRetail Trade 2018 1 5



North AmericaPublic Administration 2018 1 4

East Asia & PacificArts, Entertainment, and Recreation 2018 1 4

East Asia & PacificArts, Entertainment, and Recreation 2018 1 3

North AmericaHealth Care and Social Assistance 2018 1 3

North AmericaInformationUndetermined 999 2018 1 2

Europe & Central AsiaOther Services (except Public Administration)2018 1 1

North AmericaEducational Services 2018 1 1

Europe & Central AsiaPublic AdministrationUndetermined 999 2017 12 31

North AmericaRetail Trade 2017 12 29

North AmericaHealth Care and Social Assistance 2017 12 28

Europe & Central AsiaFinance and Insurance 2017 12 28

Europe & Central AsiaOther Services (except Public Administration)2017 12 28

North AmericaHealth Care and Social Assistance 2017 12 27

Europe & Central AsiaInformation 2017 12 27

North AmericaOther Services (except Public Administration)2017 12 26

North AmericaProfessional, Scientific, and Technical Services2017 12 23

North AmericaHealth Care and Social Assistance 2017 12 22

North AmericaAccommodation and Food Services 2017 12 22

Europe & Central AsiaOther Services (except Public Administration)2017 12 21

Europe & Central AsiaFinance and Insurance 2017 12 21

North AmericaManufacturing 2017 12 21

North AmericaFinance and Insurance 2017 12 20

North AmericaHealth Care and Social Assistance 2017 12 19

East Asia & PacificFinance and Insurance 2017 12 19

East Asia & PacificFinance and Insurance 2017 12 17

North AmericaPublic Administration 2017 12 15

Europe & Central AsiaFinance and InsuranceKorea (the Democratic People's Republic of)PRK 2017 12 15

Europe & Central AsiaTransportation and Warehousing 2017 12 15

North AmericaPublic Administration 2017 12 15

East Asia & PacificOther Services (except Public Administration)2017 12 14

North AmericaEducational Services 2017 12 14

Middle East & North AfricaMining, Quarrying, and Oil and Gas ExtractionRussian FederationRUS 2017 12 14

Europe & Central AsiaInformation 2017 12 14

North AmericaOther Services (except Public Administration)2017 12 13

East Asia & PacificEducational Services 2017 12 13

North AmericaHealth Care and Social Assistance 2017 12 12

East Asia & PacificFinance and Insurance 2017 12 12

North AmericaOther Services (except Public Administration)2017 12 11

North AmericaEducational Services 2017 12 11

North AmericaInformation 2017 12 11

North AmericaOther Services (except Public Administration)2017 12 11

East Asia & PacificTransportation and WarehousingViet Nam VNM 2017 12 10

North AmericaOther Services (except Public Administration)2017 12 10

North AmericaPublic Administration 2017 12 8

Middle East & North AfricaPublic AdministrationUndetermined 999 2017 12 8

North AmericaPublic Administration 2017 12 7

North AmericaHealth Care and Social Assistance 2017 12 7

North AmericaEducational Services 2017 12 7

North AmericaHealth Care and Social Assistance 2017 12 6

Europe & Central AsiaHealth Care and Social Assistance 2017 12 6

North AmericaFinance and Insurance 2017 12 6

North AmericaInformation 2017 12 6

Latin America & CaribbeanRetail TradeUndetermined 999 2017 12 5

North AmericaHealth Care and Social Assistance 2017 12 5

North AmericaHealth Care and Social Assistance 2017 12 5



Europe & Central AsiaOther Services (except Public Administration)2017 12 5

North AmericaOther Services (except Public Administration)2017 12 4

North AmericaPublic Administration 2017 12 4

North AmericaPublic Administration 2017 12 4

Latin America & CaribbeanPublic AdministrationUndetermined 999 2017 12 2

North AmericaEducational Services 2017 12 1

North AmericaAdministrative and Support and Waste Management and Remediation Services2017 12 1

North AmericaEducational Services 2017 11 30

North AmericaEducational Services 2017 11 30

North AmericaEducational Services 2017 11 30

North AmericaEducational Services 2017 11 30

North AmericaEducational Services 2017 11 30

North AmericaEducational Services 2017 11 30

North AmericaEducational Services 2017 11 30

North AmericaEducational Services 2017 11 30

North AmericaEducational Services 2017 11 30

North AmericaManufacturing 2017 11 27

North AmericaUndeterminedChina CHN 2017 11 27

Europe & Central AsiaManufacturingChina CHN 2017 11 27

North AmericaAdministrative and Support and Waste Management and Remediation ServicesChina CHN 2017 11 27

North AmericaInformation 2017 11 23

Europe & Central AsiaOther Services (except Public Administration)2017 11 22

North AmericaOther Services (except Public Administration)2017 11 22

Europe & Central AsiaRetail Trade 2017 11 22

North AmericaFinance and Insurance 2017 11 22

#N/A Finance and Insurance 2017 11 22

North AmericaTransportation and Warehousing 2017 11 21

North AmericaTransportation and Warehousing 2017 11 19

East Asia & PacificFinance and Insurance 2017 11 19

East Asia & PacificArts, Entertainment, and Recreation 2017 11 18

East Asia & PacificEducational Services 2017 11 18

#N/A Other Services (except Public Administration)Iraq IRQ 2017 11 18

North AmericaEducational Services 2017 11 17

North AmericaPublic Administration 2017 11 17

Middle East & North AfricaInformation 2017 11 17

Europe & Central AsiaUndetermined 2017 11 16

North AmericaHealth Care and Social Assistance 2017 11 15

North AmericaEducational Services 2017 11 15

Europe & Central AsiaWholesale Trade 2017 11 14

North AmericaRetail Trade 2017 11 14

North AmericaInformation 2017 11 13

Europe & Central AsiaPublic AdministrationUndetermined 999 2017 11 11

Europe & Central AsiaInformation 2017 11 10

East Asia & PacificInformation 2017 11 9

North AmericaPublic Administration 2017 11 8

North AmericaPublic AdministrationAlgeria DZA 2017 11 8

East Asia & PacificOther Services (except Public Administration)2017 11 6

North AmericaHealth Care and Social Assistance 2017 11 6

North AmericaEducational ServicesAlgeria DZA 2017 11 6

Europe & Central AsiaFinance and Insurance 2017 11 6

Europe & Central AsiaOther Services (except Public Administration)2017 11 5

North AmericaOther Services (except Public Administration)2017 11 5

North AmericaOther Services (except Public Administration)2017 11 5

North AmericaArts, Entertainment, and Recreation 2017 11 4

South AsiaFinance and Insurance 2017 11 4



East Asia & PacificInformationIsrael ISR 2017 11 2

North AmericaInformation 2017 11 2

Middle East & North AfricaInformationIsrael ISR 2017 11 2

North AmericaEducational Services 2017 11 1

Sub-Saharan AfricaInformation 2017 11 1

Europe & Central AsiaTransportation and Warehousing 2017 11 1

North AmericaHealth Care and Social Assistance 2017 11 1

East Asia & PacificManufacturing 2017 10 31

North AmericaArts, Entertainment, and RecreationUnited Kingdom of Great Britain and Northern IrelandGBR 2017 10 30

North AmericaInformation 2017 10 27

North AmericaPublic Administration 2017 10 27

North AmericaOther Services (except Public Administration)2017 10 27

North AmericaInformationUndetermined 999 2017 10 26

Europe & Central AsiaProfessional, Scientific, and Technical Services2017 10 25

Europe & Central AsiaFinance and Insurance 2017 10 25

North AmericaRetail TradeUndetermined 999 2017 10 25

North AmericaManufacturing 2017 10 24

North AmericaProfessional, Scientific, and Technical Services2017 10 24

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2017 10 24

Europe & Central AsiaTransportation and WarehousingRussian FederationRUS 2017 10 24

Europe & Central AsiaTransportation and WarehousingRussian FederationRUS 2017 10 24

Europe & Central AsiaInformationRussian FederationRUS 2017 10 24

Europe & Central AsiaInformationRussian FederationRUS 2017 10 24

#N/A InformationUndetermined 999 2017 10 24

#N/A Information 2017 10 23

Europe & Central AsiaInformationUndetermined 999 2017 10 21

Europe & Central AsiaInformationUndetermined 999 2017 10 21

Europe & Central AsiaFinance and InsuranceUndetermined 999 2017 10 21

Europe & Central AsiaOther Services (except Public Administration)Undetermined 999 2017 10 21

Europe & Central AsiaPublic AdministrationUndetermined 999 2017 10 21

Europe & Central AsiaPublic Administration 2017 10 21

North AmericaHealth Care and Social Assistance 2017 10 20

East Asia & PacificAccommodation and Food Services 2017 10 19

North AmericaOther Services (except Public Administration)2017 10 18

Europe & Central AsiaHealth Care and Social AssistanceUnited Kingdom of Great Britain and Northern IrelandGBR 2017 10 17

North AmericaHealth Care and Social Assistance 2017 10 17

North AmericaInformationUndetermined 999 2017 10 17

North AmericaProfessional, Scientific, and Technical Services2017 10 16

#N/A Finance and Insurance 2017 10 16

North AmericaAccommodation and Food Services 2017 10 15

North AmericaInformation 2017 10 13

Europe & Central AsiaPublic Administration 2017 10 12

Europe & Central AsiaPublic Administration 2017 10 12

North AmericaAccommodation and Food Services 2017 10 12

North AmericaProfessional, Scientific, and Technical Services2017 10 12

Europe & Central AsiaPublic Administration 2017 10 11

East Asia & PacificPublic AdministrationUndetermined 999 2017 10 11

North AmericaProfessional, Scientific, and Technical Services2017 10 11

North AmericaHealth Care and Social Assistance 2017 10 10

Europe & Central AsiaProfessional, Scientific, and Technical ServicesIsrael ISR 2017 10 10

Europe & Central AsiaRetail Trade 2017 10 10

North AmericaUtilities 2017 10 10

East Asia & PacificFinance and InsuranceKorea (the Democratic People's Republic of)PRK 2017 10 9

North AmericaProfessional, Scientific, and Technical Services2017 10 6

North AmericaProfessional, Scientific, and Technical Services2017 10 6



North AmericaPublic Administration 2017 10 5

Europe & Central AsiaOther Services (except Public Administration)2017 10 5

North AmericaOther Services (except Public Administration)2017 10 5

#N/A Public Administration 2017 10 4

North AmericaHealth Care and Social AssistanceUnited Kingdom of Great Britain and Northern IrelandGBR 2017 10 4

East Asia & PacificFinance and Insurance 2017 10 1

North AmericaFinance and Insurance 2017 10 1

Europe & Central AsiaPublic Administration 2017 9 30

Europe & Central AsiaOther Services (except Public Administration)2017 9 30

North AmericaArts, Entertainment, and Recreation 2017 9 30

East Asia & PacificPublic AdministrationUnited States of AmericaUSA 2017 9 30

Middle East & North AfricaPublic Administration 2017 9 29

North AmericaEducational Services 2017 9 29

North AmericaPublic Administration 2017 9 28

Europe & Central AsiaPublic AdministrationAustria AUT 2017 9 28

North AmericaRetail Trade 2017 9 28

Europe & Central AsiaPublic AdministrationAustria AUT 2017 9 28

Europe & Central AsiaPublic Administration 2017 9 28

Europe & Central AsiaPublic Administration 2017 9 28

Europe & Central AsiaPublic Administration 2017 9 28

Europe & Central AsiaPublic Administration 2017 9 28

Europe & Central AsiaPublic Administration 2017 9 28

Europe & Central AsiaPublic Administration 2017 9 28

#N/A Other Services (except Public Administration)2017 9 27

North AmericaHealth Care and Social Assistance 2017 9 27

North AmericaAccommodation and Food Services 2017 9 26

North AmericaHealth Care and Social AssistanceUnited Kingdom of Great Britain and Northern IrelandGBR 2017 9 26

North AmericaInformation 2017 9 25

North AmericaInformation 2017 9 25

Europe & Central AsiaProfessional, Scientific, and Technical Services2017 9 25

North AmericaHealth Care and Social AssistanceUnited Kingdom of Great Britain and Northern IrelandGBR 2017 9 23

North AmericaEducational ServicesUnited Kingdom of Great Britain and Northern IrelandGBR 2017 9 21

North AmericaPublic Administration 2017 9 20

Europe & Central AsiaOther Services (except Public Administration)2017 9 19

North AmericaHealth Care and Social Assistance 2017 9 18

East Asia & PacificPublic Administration 2017 9 17

Middle East & North AfricaPublic Administration 2017 9 17

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2017 9 15

North AmericaHealth Care and Social Assistance 2017 9 15

North AmericaProfessional, Scientific, and Technical ServicesSaudi ArabiaSAU 2017 9 15

Europe & Central AsiaFinance and Insurance 2017 9 12

North AmericaPublic Administration 2017 9 10

North AmericaHealth Care and Social Assistance 2017 9 9

North AmericaPublic Administration 2017 9 8

North AmericaArts, Entertainment, and Recreation 2017 9 7

North AmericaHealth Care and Social AssistanceUnited Kingdom of Great Britain and Northern IrelandGBR 2017 9 7

East Asia & PacificFinance and Insurance 2017 9 7

North AmericaFinance and Insurance 2017 9 6

Europe & Central AsiaInformationBelarus BLR 2017 9 6

North AmericaHealth Care and Social Assistance 2017 9 5

East Asia & PacificEducational Services 2017 9 5

East Asia & PacificProfessional, Scientific, and Technical Services2017 9 5

Europe & Central AsiaOther Services (except Public Administration)2017 9 4

Latin America & CaribbeanInformation 2017 9 4

North AmericaInformation 2017 9 4



North AmericaInformation 2017 9 2

North AmericaInformation 2017 9 1

North AmericaPublic Administration 2017 9 1

North AmericaHealth Care and Social AssistanceUnited Kingdom of Great Britain and Northern IrelandGBR 2017 9 1

North AmericaProfessional, Scientific, and Technical Services2017 9 1

North AmericaHealth Care and Social Assistance 2017 9 1

Europe & Central AsiaPublic Administration 2017 8 31

#N/A Other Services (except Public Administration)Saudi ArabiaSAU 2017 8 31

North AmericaHealth Care and Social Assistance 2017 8 31

North AmericaInformation 2017 8 31

Europe & Central AsiaProfessional, Scientific, and Technical Services2017 8 31

North AmericaPublic Administration 2017 8 30

North AmericaHealth Care and Social Assistance 2017 8 30

Europe & Central AsiaHealth Care and Social Assistance 2017 8 29

East Asia & PacificEducational Services 2017 8 29

Europe & Central AsiaRetail Trade 2017 8 29

North AmericaOther Services (except Public Administration)2017 8 28

Europe & Central AsiaArts, Entertainment, and RecreationSaudi ArabiaSAU 2017 8 28

North AmericaRetail Trade 2017 8 28

North AmericaInformation 2017 8 25

Europe & Central AsiaRetail Trade 2017 8 25

East Asia & PacificFinance and Insurance 2017 8 24

Europe & Central AsiaArts, Entertainment, and RecreationSaudi ArabiaSAU 2017 8 23

Europe & Central AsiaProfessional, Scientific, and Technical Services2017 8 23

Europe & Central AsiaArts, Entertainment, and RecreationSaudi ArabiaSAU 2017 8 23

North AmericaEducational Services 2017 8 23

Europe & Central AsiaInformation 2017 8 22

East Asia & PacificManufacturing 2017 8 21

East Asia & PacificMining, Quarrying, and Oil and Gas Extraction2017 8 21

East Asia & PacificInformationSaudi ArabiaSAU 2017 8 21

North AmericaFinance and Insurance 2017 8 21

East Asia & PacificInformation 2017 8 21

North AmericaHealth Care and Social Assistance 2017 8 19

North AmericaFinance and Insurance 2017 8 19

North AmericaPublic AdministrationUndetermined 999 2017 8 18

Europe & Central AsiaHealth Care and Social AssistanceUndetermined 999 2017 8 18

North AmericaInformationSaudi ArabiaSAU 2017 8 17

North AmericaInformationSaudi ArabiaSAU 2017 8 17

North AmericaPublic Administration 2017 8 17

North AmericaInformationSaudi ArabiaSAU 2017 8 17

Europe & Central AsiaPublic Administration 2017 8 15

North AmericaArts, Entertainment, and Recreation 2017 8 15

North AmericaHealth Care and Social Assistance 2017 8 14

North AmericaProfessional, Scientific, and Technical ServicesUndetermined 999 2017 8 14

North AmericaPublic AdministrationUndetermined 999 2017 8 12

Sub-Saharan AfricaPublic Administration 2017 8 9

Europe & Central AsiaFinance and Insurance 2017 8 8

Europe & Central AsiaPublic AdministrationUndetermined 999 2017 8 7

Latin America & CaribbeanPublic AdministrationVenezuela (Bolivarian Republic of)VEN 2017 8 7

Latin America & CaribbeanPublic AdministrationVenezuela (Bolivarian Republic of)VEN 2017 8 7

Europe & Central AsiaPublic Administration 2017 8 7

Europe & Central AsiaPublic AdministrationUndetermined 999 2017 8 7

Latin America & CaribbeanPublic AdministrationVenezuela (Bolivarian Republic of)VEN 2017 8 7

North AmericaOther Services (except Public Administration)2017 8 7

North AmericaHealth Care and Social Assistance 2017 8 6



North AmericaOther Services (except Public Administration)2017 8 4

South AsiaPublic AdministrationPakistan PAK 2017 8 3

North AmericaInformation 2017 8 2

North AmericaHealth Care and Social Assistance 2017 8 1

East Asia & PacificInformation 2017 8 1

Europe & Central AsiaProfessional, Scientific, and Technical Services2017 8 1

Europe & Central AsiaInformation 2017 7 31

North AmericaProfessional, Scientific, and Technical Services2017 7 31

North AmericaInformation 2017 7 31

South AsiaInformation 2017 7 31

South AsiaInformation 2017 7 31

North AmericaProfessional, Scientific, and Technical ServicesUndetermined 999 2017 7 31

North AmericaHealth Care and Social Assistance 2017 7 29

North AmericaHealth Care and Social Assistance 2017 7 29

North AmericaProfessional, Scientific, and Technical Services2017 7 29

North AmericaPublic Administration 2017 7 28

North AmericaTransportation and Warehousing 2017 7 28

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2017 7 27

North AmericaTransportation and Warehousing 2017 7 27

North AmericaOther Services (except Public Administration)Undetermined 999 2017 7 26

Europe & Central AsiaFinance and Insurance 2017 7 26

Europe & Central AsiaPublic Administration 2017 7 25

North AmericaOther Services (except Public Administration)Undetermined 999 2017 7 25

North AmericaPublic AdministrationUndetermined 999 2017 7 25

North AmericaOther Services (except Public Administration)2017 7 24

North AmericaFinance and Insurance 2017 7 24

North AmericaHealth Care and Social Assistance 2017 7 21

North AmericaFinance and Insurance 2017 7 21

North AmericaPublic Administration 2017 7 20

Europe & Central AsiaEducational Services 2017 7 20

North AmericaUndetermined 2017 7 19

North AmericaInformation 2017 7 18

North AmericaFinance and Insurance 2017 7 17

North AmericaPublic Administration 2017 7 16

Europe & Central AsiaUtilities 2017 7 15

East Asia & PacificArts, Entertainment, and Recreation 2017 7 14

North AmericaHealth Care and Social Assistance 2017 7 14

North AmericaOther Services (except Public Administration)2017 7 11

North AmericaAccommodation and Food Services 2017 7 11

Europe & Central AsiaInformation 2017 7 11

North AmericaReal Estate and Rental and Leasing 2017 7 9

South AsiaInformation 2017 7 9

North AmericaFinance and Insurance 2017 7 8

#N/A Information 2017 7 8

North AmericaArts, Entertainment, and Recreation 2017 7 7

Europe & Central AsiaInformation 2017 7 7

North AmericaAccommodation and Food Services 2017 7 6

North AmericaAccommodation and Food Services 2017 7 6

North AmericaAccommodation and Food Services 2017 7 6

North AmericaInformation 2017 7 5

East Asia & PacificHealth Care and Social Assistance 2017 7 3

North AmericaInformation 2017 7 3

North AmericaHealth Care and Social Assistance 2017 7 1

North AmericaUtilities Russian FederationRUS 2017 6 30

#N/A Finance and Insurance 2017 6 29



East Asia & PacificFinance and Insurance 2017 6 29

North AmericaEducational Services 2017 6 28

North AmericaInformation 2017 6 27

Europe & Central AsiaHealth Care and Social AssistanceRussian FederationRUS 2017 6 27

Europe & Central AsiaHealth Care and Social AssistanceRussian FederationRUS 2017 6 27

Europe & Central AsiaHealth Care and Social AssistanceRussian FederationRUS 2017 6 27

Europe & Central AsiaHealth Care and Social AssistanceRussian FederationRUS 2017 6 27

Europe & Central AsiaRetail TradeRussian FederationRUS 2017 6 27

Europe & Central AsiaRetail TradeRussian FederationRUS 2017 6 27

Europe & Central AsiaInformationRussian FederationRUS 2017 6 27

Europe & Central AsiaInformationRussian FederationRUS 2017 6 27

Europe & Central AsiaInformationRussian FederationRUS 2017 6 27

Europe & Central AsiaInformationRussian FederationRUS 2017 6 27

Europe & Central AsiaInformationRussian FederationRUS 2017 6 27

Europe & Central AsiaInformationRussian FederationRUS 2017 6 27

Europe & Central AsiaInformationRussian FederationRUS 2017 6 27

Europe & Central AsiaInformationRussian FederationRUS 2017 6 27

Europe & Central AsiaInformationRussian FederationRUS 2017 6 27

Europe & Central AsiaUndeterminedRussian FederationRUS 2017 6 27

Europe & Central AsiaRetail TradeRussian FederationRUS 2017 6 27

Europe & Central AsiaUtilities Russian FederationRUS 2017 6 27

Europe & Central AsiaMining, Quarrying, and Oil and Gas ExtractionRussian FederationRUS 2017 6 27

Europe & Central AsiaFinance and InsuranceRussian FederationRUS 2017 6 27

Europe & Central AsiaFinance and InsuranceRussian FederationRUS 2017 6 27

Europe & Central AsiaFinance and InsuranceRussian FederationRUS 2017 6 27

Europe & Central AsiaFinance and InsuranceRussian FederationRUS 2017 6 27

Europe & Central AsiaFinance and InsuranceRussian FederationRUS 2017 6 27

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2017 6 27

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2017 6 27

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2017 6 27

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2017 6 27

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2017 6 27

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2017 6 27

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2017 6 27

Europe & Central AsiaUtilities Russian FederationRUS 2017 6 27

Europe & Central AsiaUtilities Russian FederationRUS 2017 6 27

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2017 6 27

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2017 6 27

Europe & Central AsiaFinance and InsuranceRussian FederationRUS 2017 6 27

Europe & Central AsiaUndeterminedRussian FederationRUS 2017 6 27

Europe & Central AsiaUtilities Russian FederationRUS 2017 6 27

North AmericaTransportation and WarehousingRussian FederationRUS 2017 6 27

Europe & Central AsiaManagement of Companies and EnterprisesRussian FederationRUS 2017 6 27

Europe & Central AsiaFinance and InsuranceRussian FederationRUS 2017 6 27

Europe & Central AsiaReal Estate and Rental and LeasingRussian FederationRUS 2017 6 27

Europe & Central AsiaUndeterminedRussian FederationRUS 2017 6 27

North AmericaManufacturingRussian FederationRUS 2017 6 27

Europe & Central AsiaTransportation and WarehousingRussian FederationRUS 2017 6 27

Europe & Central AsiaUndeterminedRussian FederationRUS 2017 6 27

Europe & Central AsiaInformationRussian FederationRUS 2017 6 27

North AmericaInformationRussian FederationRUS 2017 6 27

Europe & Central AsiaManufacturingRussian FederationRUS 2017 6 27

North AmericaProfessional, Scientific, and Technical ServicesRussian FederationRUS 2017 6 27

Europe & Central AsiaTransportation and WarehousingRussian FederationRUS 2017 6 27

Europe & Central AsiaMining, Quarrying, and Oil and Gas ExtractionRussian FederationRUS 2017 6 27



North AmericaHealth Care and Social AssistanceRussian FederationRUS 2017 6 27

East Asia & PacificAgriculture, Forestry, Fishing and HuntingRussian FederationRUS 2017 6 27

Europe & Central AsiaTransportation and WarehousingRussian FederationRUS 2017 6 27

Europe & Central AsiaFinance and InsuranceRussian FederationRUS 2017 6 27

Europe & Central AsiaFinance and InsuranceRussian FederationRUS 2017 6 27

Europe & Central AsiaRetail TradeRussian FederationRUS 2017 6 27

Europe & Central AsiaUtilities Russian FederationRUS 2017 6 27

Europe & Central AsiaRetail TradeRussian FederationRUS 2017 6 27

Europe & Central AsiaMining, Quarrying, and Oil and Gas ExtractionRussian FederationRUS 2017 6 27

Europe & Central AsiaTransportation and WarehousingRussian FederationRUS 2017 6 27

Europe & Central AsiaInformationRussian FederationRUS 2017 6 27

Europe & Central AsiaInformationRussian FederationRUS 2017 6 27

Europe & Central AsiaInformationRussian FederationRUS 2017 6 27

Europe & Central AsiaInformationRussian FederationRUS 2017 6 27

Europe & Central AsiaInformationRussian FederationRUS 2017 6 27

Europe & Central AsiaInformationRussian FederationRUS 2017 6 27

Europe & Central AsiaUndeterminedRussian FederationRUS 2017 6 27

Europe & Central AsiaUtilities Russian FederationRUS 2017 6 27

Latin America & CaribbeanTransportation and WarehousingRussian FederationRUS 2017 6 27

North AmericaManufacturingRussian FederationRUS 2017 6 27

Europe & Central AsiaTransportation and WarehousingRussian FederationRUS 2017 6 27

Europe & Central AsiaProfessional, Scientific, and Technical ServicesRussian FederationRUS 2017 6 27

Europe & Central AsiaTransportation and WarehousingRussian FederationRUS 2017 6 27

Europe & Central AsiaProfessional, Scientific, and Technical ServicesRussian FederationRUS 2017 6 27

Europe & Central AsiaMining, Quarrying, and Oil and Gas ExtractionRussian FederationRUS 2017 6 27

North AmericaPublic AdministrationAlgeria DZA 2017 6 25

Europe & Central AsiaPublic Administration 2017 6 23

North AmericaInformation 2017 6 23

North AmericaPublic AdministrationRussian FederationRUS 2017 6 22

North AmericaHealth Care and Social Assistance 2017 6 22

North AmericaHealth Care and Social Assistance 2017 6 22

North AmericaInformation 2017 6 22

North AmericaProfessional, Scientific, and Technical ServicesUndetermined 999 2017 6 21

North AmericaPublic Administration 2017 6 21

North AmericaPublic AdministrationUnited States of AmericaUSA 2017 6 20

North AmericaOther Services (except Public Administration)2017 6 20

Latin America & CaribbeanOther Services (except Public Administration)Panama PAN 2017 6 20

Latin America & CaribbeanOther Services (except Public Administration)Panama PAN 2017 6 20

Latin America & CaribbeanPublic Administration 2017 6 19

East Asia & PacificInformation 2017 6 19

North AmericaEducational ServicesUndetermined 999 2017 6 18

North AmericaRetail Trade 2017 6 17

Europe & Central AsiaEducational Services 2017 6 16

Europe & Central AsiaEducational Services 2017 6 15

East Asia & PacificFinance and Insurance 2017 6 15

North AmericaHealth Care and Social Assistance 2017 6 14

North AmericaProfessional, Scientific, and Technical Services2017 6 14

South AsiaFinance and Insurance 2017 6 14

North AmericaPublic Administration 2017 6 13

North AmericaInformation 2017 6 12

North AmericaAccommodation and Food Services 2017 6 9

Europe & Central AsiaArts, Entertainment, and Recreation 2017 6 8

Middle East & North AfricaInformation 2017 6 8

Europe & Central AsiaOther Services (except Public Administration)United Kingdom of Great Britain and Northern IrelandGBR 2017 6 7

North AmericaEducational Services 2017 6 7



Europe & Central AsiaPublic AdministrationRussian FederationRUS 2017 6 6

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2017 6 6

North AmericaProfessional, Scientific, and Technical Services2017 6 5

Europe & Central AsiaFinance and Insurance 2017 6 5

North AmericaInformationUnited Kingdom of Great Britain and Northern IrelandGBR 2017 6 4

North AmericaAccommodation and Food Services 2017 6 3

East Asia & PacificAccommodation and Food Services 2017 6 1

North AmericaEducational Services 2017 6 1

North AmericaEducational Services 2017 6 1

East Asia & PacificProfessional, Scientific, and Technical Services2017 5 31

North AmericaInformation 2017 5 31

North AmericaRetail Trade 2017 5 31

Europe & Central AsiaRetail Trade 2017 5 30

Sub-Saharan AfricaFinance and Insurance 2017 5 30

North AmericaProfessional, Scientific, and Technical Services2017 5 30

North AmericaHealth Care and Social Assistance 2017 5 28

North AmericaEducational Services 2017 5 28

North AmericaHealth Care and Social Assistance 2017 5 27

North AmericaPublic Administration 2017 5 26

North AmericaManagement of Companies and Enterprises2017 5 26

Latin America & CaribbeanOther Services (except Public Administration)2017 5 26

North AmericaHealth Care and Social Assistance 2017 5 25

North AmericaEducational Services 2017 5 25

Latin America & CaribbeanOther Services (except Public Administration)2017 5 25

Middle East & North AfricaInformationUnited Arab EmiratesARE 2017 5 24

Middle East & North AfricaInformationUnited Arab EmiratesARE 2017 5 24

North AmericaPublic Administration 2017 5 23

North AmericaEducational Services 2017 5 20

East Asia & PacificEducational Services 2017 5 19

North AmericaPublic Administration 2017 5 18

North AmericaEducational Services 2017 5 18

North AmericaAccommodation and Food Services 2017 5 18

North AmericaProfessional, Scientific, and Technical Services2017 5 18

North AmericaProfessional, Scientific, and Technical Services2017 5 18

North AmericaProfessional, Scientific, and Technical Services2017 5 18

Europe & Central AsiaPublic Administration 2017 5 17

Latin America & CaribbeanOther Services (except Public Administration)2017 5 17

South AsiaInformationUndetermined 999 2017 5 17

North AmericaEducational Services 2017 5 16

North AmericaInformation 2017 5 16

North AmericaPublic AdministrationIran (Islamic Republic of)IRN 2017 5 15

North AmericaProfessional, Scientific, and Technical Services2017 5 15

East Asia & PacificPublic AdministrationViet Nam VNM 2017 5 15

East Asia & PacificEducational Services 2017 5 12

North AmericaRetail Trade 2017 5 12

East Asia & PacificEducational Services 2017 5 12

Latin America & CaribbeanInformationKorea (the Democratic People's Republic of)PRK 2017 5 12

North AmericaEducational ServicesKorea (the Democratic People's Republic of)PRK 2017 5 12

Europe & Central AsiaEducational ServicesKorea (the Democratic People's Republic of)PRK 2017 5 12

East Asia & PacificEducational ServicesKorea (the Democratic People's Republic of)PRK 2017 5 12

East Asia & PacificManufacturingKorea (the Democratic People's Republic of)PRK 2017 5 12

Europe & Central AsiaPublic AdministrationKorea (the Democratic People's Republic of)PRK 2017 5 12

Sub-Saharan AfricaInformationKorea (the Democratic People's Republic of)PRK 2017 5 12

East Asia & PacificEducational ServicesKorea (the Democratic People's Republic of)PRK 2017 5 12

South AsiaPublic AdministrationKorea (the Democratic People's Republic of)PRK 2017 5 12



South AsiaPublic AdministrationKorea (the Democratic People's Republic of)PRK 2017 5 12

South AsiaPublic AdministrationKorea (the Democratic People's Republic of)PRK 2017 5 12

South AsiaPublic AdministrationKorea (the Democratic People's Republic of)PRK 2017 5 12

East Asia & PacificEducational ServicesKorea (the Democratic People's Republic of)PRK 2017 5 12

Middle East & North AfricaInformationKorea (the Democratic People's Republic of)PRK 2017 5 12

Latin America & CaribbeanPublic AdministrationKorea (the Democratic People's Republic of)PRK 2017 5 12

Europe & Central AsiaOther Services (except Public Administration)Korea (the Democratic People's Republic of)PRK 2017 5 12

East Asia & PacificInformationKorea (the Democratic People's Republic of)PRK 2017 5 12

Europe & Central AsiaInformationKorea (the Democratic People's Republic of)PRK 2017 5 12

Latin America & CaribbeanTransportation and WarehousingKorea (the Democratic People's Republic of)PRK 2017 5 12

Europe & Central AsiaOther Services (except Public Administration)Korea (the Democratic People's Republic of)PRK 2017 5 12

North AmericaHealth Care and Social AssistanceKorea (the Democratic People's Republic of)PRK 2017 5 12

Latin America & CaribbeanPublic AdministrationKorea (the Democratic People's Republic of)PRK 2017 5 12

East Asia & PacificManufacturingKorea (the Democratic People's Republic of)PRK 2017 5 12

East Asia & PacificHealth Care and Social AssistanceKorea (the Democratic People's Republic of)PRK 2017 5 12

East Asia & PacificEducational ServicesKorea (the Democratic People's Republic of)PRK 2017 5 12

East Asia & PacificEducational ServicesKorea (the Democratic People's Republic of)PRK 2017 5 12

East Asia & PacificInformationKorea (the Democratic People's Republic of)PRK 2017 5 12

Europe & Central AsiaHealth Care and Social AssistanceKorea (the Democratic People's Republic of)PRK 2017 5 12

East Asia & PacificEducational ServicesKorea (the Democratic People's Republic of)PRK 2017 5 12

North AmericaEducational ServicesKorea (the Democratic People's Republic of)PRK 2017 5 12

North AmericaManufacturingKorea (the Democratic People's Republic of)PRK 2017 5 12

Europe & Central AsiaUndeterminedKorea (the Democratic People's Republic of)PRK 2017 5 12

Europe & Central AsiaEducational ServicesKorea (the Democratic People's Republic of)PRK 2017 5 12

Latin America & CaribbeanPublic AdministrationKorea (the Democratic People's Republic of)PRK 2017 5 12

Europe & Central AsiaFinance and InsuranceKorea (the Democratic People's Republic of)PRK 2017 5 12

East Asia & PacificRetail TradeKorea (the Democratic People's Republic of)PRK 2017 5 12

East Asia & PacificRetail TradeKorea (the Democratic People's Republic of)PRK 2017 5 12

Europe & Central AsiaInformationKorea (the Democratic People's Republic of)PRK 2017 5 12

East Asia & PacificFinance and InsuranceKorea (the Democratic People's Republic of)PRK 2017 5 12

Europe & Central AsiaTransportation and WarehousingKorea (the Democratic People's Republic of)PRK 2017 5 12

Europe & Central AsiaInformationKorea (the Democratic People's Republic of)PRK 2017 5 12

Europe & Central AsiaInformationKorea (the Democratic People's Republic of)PRK 2017 5 12

Latin America & CaribbeanMining, Quarrying, and Oil and Gas ExtractionKorea (the Democratic People's Republic of)PRK 2017 5 12

South AsiaUtilities Korea (the Democratic People's Republic of)PRK 2017 5 12

Europe & Central AsiaUtilities Korea (the Democratic People's Republic of)PRK 2017 5 12

Europe & Central AsiaUtilities Korea (the Democratic People's Republic of)PRK 2017 5 12

South AsiaPublic AdministrationKorea (the Democratic People's Republic of)PRK 2017 5 12

East Asia & PacificHealth Care and Social AssistanceKorea (the Democratic People's Republic of)PRK 2017 5 12

#N/A Arts, Entertainment, and RecreationKorea (the Democratic People's Republic of)PRK 2017 5 12

Europe & Central AsiaInformationKorea (the Democratic People's Republic of)PRK 2017 5 12

Europe & Central AsiaPublic AdministrationKorea (the Democratic People's Republic of)PRK 2017 5 12

Europe & Central AsiaFinance and InsuranceKorea (the Democratic People's Republic of)PRK 2017 5 12

Europe & Central AsiaFinance and InsuranceKorea (the Democratic People's Republic of)PRK 2017 5 12

East Asia & PacificManagement of Companies and EnterprisesKorea (the Democratic People's Republic of)PRK 2017 5 12

East Asia & PacificMining, Quarrying, and Oil and Gas ExtractionKorea (the Democratic People's Republic of)PRK 2017 5 12

Europe & Central AsiaManufacturingKorea (the Democratic People's Republic of)PRK 2017 5 12

Europe & Central AsiaManufacturingKorea (the Democratic People's Republic of)PRK 2017 5 12

Europe & Central AsiaTransportation and WarehousingKorea (the Democratic People's Republic of)PRK 2017 5 12

Europe & Central AsiaInformationKorea (the Democratic People's Republic of)PRK 2017 5 12

Europe & Central AsiaHealth Care and Social AssistanceKorea (the Democratic People's Republic of)PRK 2017 5 12

North AmericaTransportation and WarehousingKorea (the Democratic People's Republic of)PRK 2017 5 12

Europe & Central AsiaUtilities 2017 5 11

Europe & Central AsiaUtilities 2017 5 11

Europe & Central AsiaPublic Administration 2017 5 11



Europe & Central AsiaUtilities 2017 5 11

North AmericaProfessional, Scientific, and Technical ServicesUndetermined 999 2017 5 11

North AmericaInformation 2017 5 10

North AmericaPublic Administration 2017 5 7

North AmericaEducational Services 2017 5 6

Europe & Central AsiaOther Services (except Public Administration)2017 5 6

Europe & Central AsiaRetail Trade 2017 5 5

North AmericaOther Services (except Public Administration)2017 5 4

North AmericaHealth Care and Social AssistanceUnited Kingdom of Great Britain and Northern IrelandGBR 2017 5 4

Europe & Central AsiaInformation 2017 5 3

North AmericaEducational ServicesUndetermined 999 2017 5 3

North AmericaPublic Administration 2017 5 2

Europe & Central AsiaInformation 2017 5 2

North AmericaArts, Entertainment, and Recreation 2017 5 2

East Asia & PacificEducational Services 2017 5 2

North AmericaInformation 2017 5 2

Europe & Central AsiaFinance and Insurance 2017 5 2

North AmericaArts, Entertainment, and RecreationSaudi ArabiaSAU 2017 4 30

North AmericaEducational Services 2017 4 30

North AmericaPublic Administration 2017 4 29

North AmericaHealth Care and Social Assistance 2017 4 29

North AmericaEducational Services 2017 4 29

North AmericaInformationUndetermined 999 2017 4 28

North AmericaInformationUndetermined 999 2017 4 28

North AmericaArts, Entertainment, and RecreationUnited Kingdom of Great Britain and Northern IrelandGBR 2017 4 28

Europe & Central AsiaHealth Care and Social AssistanceUndetermined 999 2017 4 28

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2017 4 27

Europe & Central AsiaOther Services (except Public Administration)Russian FederationRUS 2017 4 26

North AmericaAccommodation and Food Services 2017 4 26

North AmericaProfessional, Scientific, and Technical Services2017 4 26

North AmericaPublic Administration 2017 4 25

Europe & Central AsiaOther Services (except Public Administration)Russian FederationRUS 2017 4 25

#N/A Other Services (except Public Administration)Undetermined 999 2017 4 25

East Asia & PacificArts, Entertainment, and Recreation 2017 4 25

North AmericaProfessional, Scientific, and Technical Services2017 4 25

North AmericaRetail Trade 2017 4 25

North AmericaPublic Administration 2017 4 24

North AmericaOther Services (except Public Administration)2017 4 24

North AmericaHealth Care and Social Assistance 2017 4 24

Europe & Central AsiaEducational ServicesUnited Kingdom of Great Britain and Northern IrelandGBR 2017 4 23

North AmericaFinance and InsuranceUndetermined 999 2017 4 23

East Asia & PacificFinance and InsuranceKorea (the Democratic People's Republic of)PRK 2017 4 22

East Asia & PacificFinance and InsuranceChina CHN 2017 4 21

North AmericaPublic Administration 2017 4 21

North AmericaHealth Care and Social Assistance 2017 4 21

North AmericaEducational Services 2017 4 21

North AmericaInformation 2017 4 20

North AmericaProfessional, Scientific, and Technical Services2017 4 18

North AmericaProfessional, Scientific, and Technical Services2017 4 18

North AmericaEducational Services 2017 4 17

North AmericaProfessional, Scientific, and Technical ServicesSaudi ArabiaSAU 2017 4 16

North AmericaAccommodation and Food Services 2017 4 14

North AmericaPublic AdministrationRussian FederationRUS 2017 4 12

Europe & Central AsiaOther Services (except Public Administration)2017 4 12

Europe & Central AsiaEducational Services 2017 4 12



East Asia & PacificInformation 2017 4 12

East Asia & PacificInformation 2017 4 12

North AmericaEducational Services 2017 4 11

South AsiaFinance and Insurance 2017 4 11

North AmericaInformationUndetermined 999 2017 4 10

North AmericaRetail Trade 2017 4 10

Europe & Central AsiaFinance and Insurance 2017 4 9

North AmericaPublic Administration 2017 4 8

North AmericaPublic AdministrationRussian FederationRUS 2017 4 8

North AmericaEducational Services 2017 4 7

North AmericaRetail Trade 2017 4 7

North AmericaPublic Administration 2017 4 6

North AmericaOther Services (except Public Administration)2017 4 6

East Asia & PacificPublic AdministrationKorea (the Democratic People's Republic of)PRK 2017 4 5

Middle East & North AfricaOther Services (except Public Administration)2017 4 5

Europe & Central AsiaFinance and Insurance 2017 4 4

Europe & Central AsiaFinance and Insurance 2017 4 4

Latin America & CaribbeanFinance and Insurance 2017 4 4

North AmericaHealth Care and Social Assistance 2017 4 4

Europe & Central AsiaOther Services (except Public Administration)Russian FederationRUS 2017 4 3

Europe & Central AsiaPublic Administration 2017 4 2

North AmericaInformation 2017 4 1

North AmericaOther Services (except Public Administration)2017 3 29

Europe & Central AsiaInformation 2017 3 20

Latin America & CaribbeanArts, Entertainment, and RecreationUndetermined 999 2017 3 15

North AmericaProfessional, Scientific, and Technical Services2017 3 15

North AmericaProfessional, Scientific, and Technical Services2017 3 15

North AmericaPublic Administration 2017 3 14

North AmericaUtilities 2017 3 14

Europe & Central AsiaHealth Care and Social Assistance 2017 3 13

North AmericaArts, Entertainment, and RecreationUnited States of AmericaUSA 2017 3 12

East Asia & PacificProfessional, Scientific, and Technical Services2017 3 9

East Asia & PacificFinance and Insurance 2017 3 9

North AmericaFinance and Insurance 2017 3 7

North AmericaProfessional, Scientific, and Technical ServicesRussian FederationRUS 2017 3 6

North AmericaOther Services (except Public Administration)Russian FederationRUS 2017 3 6

North AmericaEducational Services 2017 3 6

North AmericaOther Services (except Public Administration)2017 3 6

Latin America & CaribbeanProfessional, Scientific, and Technical Services2017 3 4

North AmericaPublic Administration 2017 3 3

North AmericaEducational Services 2017 3 2

North AmericaInformation 2017 3 2

East Asia & PacificRetail Trade 2017 3 2

North AmericaEducational Services 2017 3 1

North AmericaProfessional, Scientific, and Technical Services2017 3 1

East Asia & PacificPublic Administration 2017 2 28

Europe & Central AsiaPublic Administration 2017 2 27

Europe & Central AsiaAdministrative and Support and Waste Management and Remediation Services2017 2 27

North AmericaHealth Care and Social Assistance 2017 2 27

North AmericaManufacturing 2017 2 27

North AmericaOther Services (except Public Administration)2017 2 26

North AmericaArts, Entertainment, and Recreation 2017 2 26

Europe & Central AsiaEducational Services 2017 2 26

Europe & Central AsiaOther Services (except Public Administration)China CHN 2017 2 26

East Asia & PacificManufacturing 2017 2 26



North AmericaArts, Entertainment, and Recreation 2017 2 26

Europe & Central AsiaEducational Services 2017 2 26

North AmericaPublic AdministrationUndetermined 999 2017 2 25

East Asia & PacificPublic Administration 2017 2 25

Europe & Central AsiaOther Services (except Public Administration)2017 2 25

North AmericaProfessional, Scientific, and Technical Services2017 2 23

North AmericaArts, Entertainment, and RecreationUndetermined 999 2017 2 22

North AmericaEducational Services 2017 2 22

East Asia & PacificFinance and Insurance 2017 2 22

North AmericaRetail Trade 2017 2 20

North AmericaOther Services (except Public Administration)Undetermined 999 2017 2 19

East Asia & PacificTransportation and WarehousingUndetermined 999 2017 2 19

North AmericaPublic Administration 2017 2 18

North AmericaOther Services (except Public Administration)2017 2 18

North AmericaPublic Administration 2017 2 17

North AmericaHealth Care and Social Assistance 2017 2 17

#N/A Finance and Insurance 2017 2 17

North AmericaPublic Administration 2017 2 15

Europe & Central AsiaPublic Administration 2017 2 15

North AmericaInformation 2017 2 15

Europe & Central AsiaOther Services (except Public Administration)2017 2 14

Europe & Central AsiaOther Services (except Public Administration)2017 2 14

North AmericaArts, Entertainment, and Recreation 2017 2 14

East Asia & PacificInformation 2017 2 14

North AmericaHealth Care and Social Assistance 2017 2 14

North AmericaPublic Administration 2017 2 10

Europe & Central AsiaPublic Administration 2017 2 10

South AsiaManufacturingPakistan PAK 2017 2 10

North AmericaAccommodation and Food Services 2017 2 9

South AsiaFinance and Insurance 2017 2 9

North AmericaUndetermined 2017 2 9

Europe & Central AsiaProfessional, Scientific, and Technical Services2017 2 8

East Asia & PacificPublic Administration 2017 2 8

Europe & Central AsiaRetail Trade 2017 2 8

North AmericaManufacturing 2017 2 8

North AmericaInformationUndetermined 999 2017 2 8

Europe & Central AsiaPublic Administration 2017 2 7

Europe & Central AsiaPublic AdministrationAustria AUT 2017 2 7

East Asia & PacificOther Services (except Public Administration)2017 2 7

Europe & Central AsiaOther Services (except Public Administration)2017 2 7

Europe & Central AsiaHealth Care and Social AssistanceUndetermined 999 2017 2 7

North AmericaRetail Trade 2017 2 7

North AmericaOther Services (except Public Administration)2017 2 6

North AmericaHealth Care and Social Assistance 2017 2 6

North AmericaUndetermined 2017 2 6

Europe & Central AsiaProfessional, Scientific, and Technical Services2017 2 5

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2017 2 4

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2017 2 4

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2017 2 4

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2017 2 4

Europe & Central AsiaPublic Administration 2017 2 3

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2017 2 3

North AmericaEducational Services 2017 2 3

North AmericaProfessional, Scientific, and Technical ServicesUndetermined 999 2017 2 3

#N/A InformationUndetermined 999 2017 2 3



North AmericaPublic Administration 2017 2 2

East Asia & PacificArts, Entertainment, and Recreation 2017 1 31

North AmericaPublic Administration 2017 1 31

Europe & Central AsiaPublic Administration 2017 1 31

North AmericaArts, Entertainment, and Recreation 2017 1 31

Europe & Central AsiaArts, Entertainment, and Recreation 2017 1 31

North AmericaInformation 2017 1 31

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2017 1 30

Europe & Central AsiaAccommodation and Food Services 2017 1 30

North AmericaInformationSaudi ArabiaSAU 2017 1 29

North AmericaInformationSaudi ArabiaSAU 2017 1 29

North AmericaInformationSaudi ArabiaSAU 2017 1 29

North AmericaArts, Entertainment, and RecreationSaudi ArabiaSAU 2017 1 28

North AmericaArts, Entertainment, and RecreationSaudi ArabiaSAU 2017 1 28

North AmericaArts, Entertainment, and RecreationSaudi ArabiaSAU 2017 1 28

North AmericaArts, Entertainment, and RecreationSaudi ArabiaSAU 2017 1 28

North AmericaArts, Entertainment, and RecreationSaudi ArabiaSAU 2017 1 28

North AmericaArts, Entertainment, and RecreationSaudi ArabiaSAU 2017 1 28

Europe & Central AsiaProfessional, Scientific, and Technical Services2017 1 28

North AmericaArts, Entertainment, and RecreationSaudi ArabiaSAU 2017 1 28

North AmericaPublic Administration 2017 1 27

East Asia & PacificPublic Administration 2017 1 27

North AmericaHealth Care and Social Assistance 2017 1 27

North AmericaUndetermined 2017 1 27

North AmericaPublic Administration 2017 1 26

North AmericaAccommodation and Food Services 2017 1 26

North AmericaHealth Care and Social Assistance 2017 1 26

North AmericaEducational Services 2017 1 26

North AmericaProfessional, Scientific, and Technical Services2017 1 26

#N/A Other Services (except Public Administration)Undetermined 999 2017 1 26

East Asia & PacificFinance and Insurance 2017 1 26

Europe & Central AsiaInformationRussian FederationRUS 2017 1 26

East Asia & PacificInformation 2017 1 25

East Asia & PacificInformation 2017 1 25

East Asia & PacificInformation 2017 1 25

East Asia & PacificInformation 2017 1 25

East Asia & PacificInformation 2017 1 25

East Asia & PacificInformation 2017 1 25

East Asia & PacificProfessional, Scientific, and Technical Services2017 1 25

East Asia & PacificInformation 2017 1 25

East Asia & PacificInformation 2017 1 25

East Asia & PacificInformation 2017 1 25

South AsiaRetail TradeIndia IND 2017 1 25

South AsiaRetail TradeIndia IND 2017 1 25

South AsiaAccommodation and Food ServicesIndia IND 2017 1 25

South AsiaRetail TradeIndia IND 2017 1 25

South AsiaRetail TradeIndia IND 2017 1 25

Europe & Central AsiaPublic Administration 2017 1 25

North AmericaEducational Services 2017 1 25

East Asia & PacificInformation 2017 1 25

South AsiaAdministrative and Support and Waste Management and Remediation ServicesIndia IND 2017 1 25

North AmericaInformation 2017 1 25

Europe & Central AsiaProfessional, Scientific, and Technical Services2017 1 25

North AmericaOther Services (except Public Administration)2017 1 24

North AmericaEducational Services 2017 1 23



Latin America & CaribbeanFinance and Insurance 2017 1 23

Europe & Central AsiaFinance and Insurance 2017 1 23

North AmericaInformation 2017 1 23

North AmericaInformationSaudi ArabiaSAU 2017 1 23

South AsiaOther Services (except Public Administration)2017 1 21

North AmericaArts, Entertainment, and Recreation 2017 1 21

North AmericaEducational Services 2017 1 21

Europe & Central AsiaInformation 2017 1 21

South AsiaOther Services (except Public Administration)Undetermined 999 2017 1 21

North AmericaOther Services (except Public Administration)2017 1 20

North AmericaArts, Entertainment, and Recreation 2017 1 20

North AmericaAccommodation and Food Services 2017 1 18

North AmericaEducational Services 2017 1 18

East Asia & PacificPublic Administration 2017 1 17

Europe & Central AsiaArts, Entertainment, and Recreation 2017 1 17

Europe & Central AsiaInformation 2017 1 17

North AmericaManufacturing 2017 1 17

North AmericaHealth Care and Social Assistance 2017 1 16

Europe & Central AsiaHealth Care and Social Assistance 2017 1 16

North AmericaProfessional, Scientific, and Technical Services2017 1 16

South AsiaFinance and Insurance 2017 1 16

North AmericaAccommodation and Food Services 2017 1 15

North AmericaEducational Services 2017 1 15

Latin America & CaribbeanPublic AdministrationUndetermined 999 2017 1 14

North AmericaHealth Care and Social Assistance 2017 1 13

Middle East & North AfricaProfessional, Scientific, and Technical Services2017 1 12

North AmericaManufacturing 2017 1 12

Europe & Central AsiaOther Services (except Public Administration)Undetermined 999 2017 1 11

North AmericaOther Services (except Public Administration)United Kingdom of Great Britain and Northern IrelandGBR 2017 1 11

Europe & Central AsiaOther Services (except Public Administration)Undetermined 999 2017 1 11

North AmericaEducational Services 2017 1 11

Europe & Central AsiaProfessional, Scientific, and Technical Services2017 1 11

Europe & Central AsiaOther Services (except Public Administration)Undetermined 999 2017 1 11

Europe & Central AsiaOther Services (except Public Administration)Undetermined 999 2017 1 11

East Asia & PacificPublic AdministrationUndetermined 999 2017 1 10

North AmericaHealth Care and Social Assistance 2017 1 10

North AmericaEducational Services 2017 1 10

North AmericaArts, Entertainment, and Recreation 2017 1 9

North AmericaArts, Entertainment, and Recreation 2017 1 8

North AmericaEducational Services 2017 1 7

North AmericaProfessional, Scientific, and Technical Services2017 1 7

East Asia & PacificArts, Entertainment, and RecreationUndetermined 999 2017 1 6

Latin America & CaribbeanPublic AdministrationUndetermined 999 2017 1 6

North AmericaPublic Administration 2017 1 6

Europe & Central AsiaInformation 2017 1 6

North AmericaEducational Services 2017 1 5

Latin America & CaribbeanInformationUndetermined 999 2017 1 4

North AmericaHealth Care and Social Assistance 2017 1 4

North AmericaEducational Services 2017 1 4

Europe & Central AsiaOther Services (except Public Administration)Undetermined 999 2017 1 2

North AmericaPublic AdministrationUndetermined 999 2017 1 1

East Asia & PacificPublic AdministrationUndetermined 999 2016 12 31

North AmericaOther Services (except Public Administration)Saudi ArabiaSAU 2016 12 31

Europe & Central AsiaPublic Administration 2016 12 31

East Asia & PacificPublic AdministrationUndetermined 999 2016 12 30



South AsiaInformation 2016 12 30

North AmericaInformation 2016 12 30

North AmericaRetail Trade 2016 12 30

#N/A Administrative and Support and Waste Management and Remediation ServicesUndetermined 999 2016 12 30

North AmericaOther Services (except Public Administration)Russian FederationRUS 2016 12 29

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2016 12 29

North AmericaPublic Administration 2016 12 28

North AmericaAccommodation and Food Services 2016 12 28

North AmericaHealth Care and Social Assistance 2016 12 28

North AmericaInformation 2016 12 28

North AmericaFinance and InsuranceUnited Kingdom of Great Britain and Northern IrelandGBR 2016 12 28

North AmericaUndeterminedUnited Kingdom of Great Britain and Northern IrelandGBR 2016 12 28

East Asia & PacificPublic AdministrationUndetermined 999 2016 12 27

East Asia & PacificPublic AdministrationUndetermined 999 2016 12 27

North AmericaPublic AdministrationUndetermined 999 2016 12 27

North AmericaInformationSaudi ArabiaSAU 2016 12 26

North AmericaPublic AdministrationUndetermined 999 2016 12 25

East Asia & PacificOther Services (except Public Administration)Undetermined 999 2016 12 25

North AmericaFinance and Insurance 2016 12 25

East Asia & PacificInformationUndetermined 999 2016 12 24

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2016 12 23

North AmericaInformationUndetermined 999 2016 12 23

North AmericaInformationUndetermined 999 2016 12 23

East Asia & PacificPublic AdministrationUndetermined 999 2016 12 22

East Asia & PacificPublic AdministrationUndetermined 999 2016 12 22

Europe & Central AsiaPublic Administration 2016 12 22

North AmericaPublic AdministrationUndetermined 999 2016 12 22

Latin America & CaribbeanPublic AdministrationUndetermined 999 2016 12 22

North AmericaInformationSaudi ArabiaSAU 2016 12 22

South AsiaInformationUndetermined 999 2016 12 21

North AmericaInformationUndetermined 999 2016 12 21

East Asia & PacificPublic AdministrationUndetermined 999 2016 12 20

East Asia & PacificPublic AdministrationUndetermined 999 2016 12 20

Middle East & North AfricaManufacturing 2016 12 20

North AmericaEducational Services 2016 12 20

#N/A Finance and Insurance 2016 12 20

North AmericaInformationSaudi ArabiaSAU 2016 12 20

Middle East & North AfricaManufacturing 2016 12 20

Europe & Central AsiaOther Services (except Public Administration)Undetermined 999 2016 12 19

South AsiaEducational ServicesUndetermined 999 2016 12 19

North AmericaFinance and Insurance 2016 12 19

North AmericaInformation 2016 12 19

North AmericaEducational ServicesUnited States of AmericaUSA 2016 12 18

North AmericaProfessional, Scientific, and Technical ServicesUndetermined 999 2016 12 17

North AmericaUndeterminedUnited Kingdom of Great Britain and Northern IrelandGBR 2016 12 17

Europe & Central AsiaArts, Entertainment, and Recreation 2016 12 17

Europe & Central AsiaPublic AdministrationUndetermined 999 2016 12 16

Europe & Central AsiaPublic AdministrationUndetermined 999 2016 12 16

Europe & Central AsiaPublic AdministrationUndetermined 999 2016 12 16

North AmericaFinance and Insurance 2016 12 16

North AmericaInformation 2016 12 16

Europe & Central AsiaUtilities Russian FederationRUS 2016 12 16

North AmericaPublic Administration 2016 12 16

Europe & Central AsiaOther Services (except Public Administration)Undetermined 999 2016 12 15

North AmericaPublic Administration 2016 12 15



Europe & Central AsiaFinance and InsuranceRussian FederationRUS 2016 12 15

Europe & Central AsiaPublic AdministrationUndetermined 999 2016 12 14

North AmericaEducational Services 2016 12 14

Europe & Central AsiaPublic Administration 2016 12 13

Europe & Central AsiaPublic AdministrationUndetermined 999 2016 12 12

Europe & Central AsiaAccommodation and Food Services 2016 12 12

South AsiaOther Services (except Public Administration)Undetermined 999 2016 12 9

South AsiaOther Services (except Public Administration)Undetermined 999 2016 12 9

Europe & Central AsiaOther Services (except Public Administration)2016 12 9

South AsiaInformationUndetermined 999 2016 12 9

Europe & Central AsiaFinance and Insurance 2016 12 8

East Asia & PacificInformation 2016 12 8

Europe & Central AsiaUndetermined 2016 12 8

Latin America & CaribbeanPublic AdministrationIndia IND 2016 12 7

North AmericaProfessional, Scientific, and Technical Services2016 12 7

Europe & Central AsiaPublic Administration 2016 12 6

Europe & Central AsiaPublic Administration 2016 12 6

East Asia & PacificFinance and Insurance 2016 12 6

North AmericaEducational Services 2016 12 6

Europe & Central AsiaFinance and Insurance 2016 12 6

East Asia & PacificOther Services (except Public Administration)2016 12 6

Europe & Central AsiaInformation 2016 12 5

Europe & Central AsiaInformation 2016 12 5

North AmericaProfessional, Scientific, and Technical ServicesUnited States of AmericaUSA 2016 12 5

Latin America & CaribbeanPublic AdministrationUndetermined 999 2016 12 4

North AmericaAccommodation and Food Services 2016 12 4

North AmericaEducational ServicesUndetermined 999 2016 12 3

Middle East & North AfricaPublic Administration 2016 12 2

Europe & Central AsiaPublic Administration 2016 12 2

Latin America & CaribbeanPublic AdministrationUndetermined 999 2016 12 2

#N/A Arts, Entertainment, and RecreationUndetermined 999 2016 12 2

South AsiaHealth Care and Social Assistance 2016 12 2

East Asia & PacificUndetermined 2016 12 2

Middle East & North AfricaInformation 2016 12 1

Europe & Central AsiaInformation 2016 12 1

Europe & Central AsiaInformation 2016 12 1

Middle East & North AfricaInformation 2016 12 1

Middle East & North AfricaPublic Administration 2016 12 1

Middle East & North AfricaPublic Administration 2016 12 1

South AsiaOther Services (except Public Administration)Undetermined 999 2016 11 30

Europe & Central AsiaEducational Services 2016 11 30

Europe & Central AsiaArts, Entertainment, and Recreation 2016 11 30

North AmericaEducational Services 2016 11 29

Europe & Central AsiaInformation 2016 11 29

#N/A Public Administration 2016 11 29

North AmericaUtilities Undetermined 999 2016 11 28

East Asia & PacificPublic Administration 2016 11 28

North AmericaEducational Services 2016 11 28

Europe & Central AsiaFinance and Insurance 2016 11 27

South AsiaPublic AdministrationUndetermined 999 2016 11 26

South AsiaPublic AdministrationUndetermined 999 2016 11 26

Middle East & North AfricaPublic AdministrationKuwait KWT 2016 11 26

North AmericaHealth Care and Social Assistance 2016 11 26

North AmericaOther Services (except Public Administration)Russian FederationRUS 2016 11 25

North AmericaHealth Care and Social Assistance 2016 11 24



North AmericaProfessional, Scientific, and Technical Services2016 11 23

Latin America & CaribbeanPublic AdministrationUndetermined 999 2016 11 23

North AmericaProfessional, Scientific, and Technical Services2016 11 23

Europe & Central AsiaAccommodation and Food Services 2016 11 23

North AmericaArts, Entertainment, and Recreation 2016 11 22

Europe & Central AsiaOther Services (except Public Administration)Undetermined 999 2016 11 21

Latin America & CaribbeanAccommodation and Food Services 2016 11 21

North AmericaProfessional, Scientific, and Technical Services2016 11 21

South AsiaPublic AdministrationUndetermined 999 2016 11 20

Europe & Central AsiaPublic AdministrationUndetermined 999 2016 11 18

North AmericaArts, Entertainment, and Recreation 2016 11 18

Europe & Central AsiaInformation 2016 11 18

East Asia & PacificOther Services (except Public Administration)Undetermined 999 2016 11 18

North AmericaPublic Administration 2016 11 17

North AmericaOther Services (except Public Administration)Saudi ArabiaSAU 2016 11 17

North AmericaWholesale TradeUnited Kingdom of Great Britain and Northern IrelandGBR 2016 11 17

South AsiaPublic AdministrationUndetermined 999 2016 11 16

#N/A Accommodation and Food ServicesSpain ESP 2016 11 15

North AmericaProfessional, Scientific, and Technical ServicesUnited States of AmericaUSA 2016 11 14

North AmericaArts, Entertainment, and Recreation 2016 11 13

North AmericaEducational Services 2016 11 13

North AmericaOther Services (except Public Administration)United States of AmericaUSA 2016 11 12

North AmericaPublic AdministrationUndetermined 999 2016 11 12

North AmericaOther Services (except Public Administration)United States of AmericaUSA 2016 11 12

North AmericaUndetermined 2016 11 11

North AmericaAccommodation and Food Services 2016 11 10

Europe & Central AsiaPublic Administration 2016 11 9

Europe & Central AsiaFinance and InsuranceUndetermined 999 2016 11 8

Europe & Central AsiaFinance and InsuranceUndetermined 999 2016 11 8

Europe & Central AsiaFinance and InsuranceUndetermined 999 2016 11 8

North AmericaPublic AdministrationUndetermined 999 2016 11 8

Europe & Central AsiaOther Services (except Public Administration)2016 11 8

Europe & Central AsiaFinance and InsuranceUndetermined 999 2016 11 8

Europe & Central AsiaPublic AdministrationUndetermined 999 2016 11 7

#N/A Other Services (except Public Administration)2016 11 7

North AmericaOther Services (except Public Administration)2016 11 7

Europe & Central AsiaFinance and Insurance 2016 11 7

North AmericaOther Services (except Public Administration)2016 11 7

Europe & Central AsiaReal Estate and Rental and Leasing 2016 11 7

South AsiaPublic AdministrationIndia IND 2016 11 6

South AsiaPublic AdministrationIndia IND 2016 11 6

South AsiaPublic AdministrationIndia IND 2016 11 6

South AsiaPublic AdministrationIndia IND 2016 11 6

South AsiaPublic AdministrationIndia IND 2016 11 6

South AsiaPublic AdministrationIndia IND 2016 11 6

South AsiaPublic AdministrationIndia IND 2016 11 6

North AmericaEducational Services 2016 11 6

Europe & Central AsiaPublic AdministrationUndetermined 999 2016 11 6

Europe & Central AsiaPublic AdministrationUndetermined 999 2016 11 6

Europe & Central AsiaPublic AdministrationUndetermined 999 2016 11 6

Sub-Saharan AfricaPublic AdministrationUndetermined 999 2016 11 6

Sub-Saharan AfricaPublic AdministrationUndetermined 999 2016 11 6

Middle East & North AfricaPublic AdministrationUndetermined 999 2016 11 6

Sub-Saharan AfricaPublic AdministrationUndetermined 999 2016 11 6

East Asia & PacificPublic AdministrationUndetermined 999 2016 11 6



North AmericaPublic AdministrationUndetermined 999 2016 11 6

North AmericaRetail Trade 2016 11 5

North AmericaAccommodation and Food Services 2016 11 4

North AmericaPublic Administration 2016 11 2

East Asia & PacificOther Services (except Public Administration)2016 11 2

North AmericaInformationSaudi ArabiaSAU 2016 11 2

North AmericaEducational ServicesUnited States of AmericaUSA 2016 11 2

Europe & Central AsiaProfessional, Scientific, and Technical Services2016 11 1

Middle East & North AfricaOther Services (except Public Administration)Syrian Arab RepublicSYR 2016 11 1

North AmericaPublic Administration 2016 10 31

Europe & Central AsiaHealth Care and Social Assistance 2016 10 30

North AmericaOther Services (except Public Administration)Poland POL 2016 10 29

Europe & Central AsiaPublic AdministrationUndetermined 999 2016 10 28

East Asia & PacificManufacturing 2016 10 28

North AmericaOther Services (except Public Administration)Undetermined 999 2016 10 27

North AmericaPublic Administration 2016 10 27

Europe & Central AsiaProfessional, Scientific, and Technical Services2016 10 26

North AmericaProfessional, Scientific, and Technical Services2016 10 26

Europe & Central AsiaInformationSyrian Arab RepublicSYR 2016 10 24

Europe & Central AsiaInformationSyrian Arab RepublicSYR 2016 10 24

Europe & Central AsiaInformationSyrian Arab RepublicSYR 2016 10 24

Europe & Central AsiaInformationSyrian Arab RepublicSYR 2016 10 24

East Asia & PacificInformation 2016 10 24

Europe & Central AsiaInformationSyrian Arab RepublicSYR 2016 10 24

East Asia & PacificInformation 2016 10 22

East Asia & PacificInformation 2016 10 21

South AsiaPublic Administration 2016 10 21

North AmericaPublic Administration 2016 10 21

North AmericaInformation 2016 10 21

South AsiaFinance and Insurance 2016 10 20

South AsiaFinance and Insurance 2016 10 20

South AsiaFinance and Insurance 2016 10 20

South AsiaFinance and Insurance 2016 10 20

South AsiaFinance and Insurance 2016 10 20

North AmericaInformation 2016 10 20

North AmericaOther Services (except Public Administration)Russian FederationRUS 2016 10 19

South AsiaFinance and Insurance 2016 10 19

North AmericaArts, Entertainment, and RecreationUndetermined 999 2016 10 19

North AmericaArts, Entertainment, and RecreationUndetermined 999 2016 10 19

South AsiaArts, Entertainment, and Recreation 2016 10 18

North AmericaEducational ServicesUndetermined 999 2016 10 17

North AmericaOther Services (except Public Administration)2016 10 17

North AmericaAccommodation and Food Services 2016 10 14

North AmericaInformation 2016 10 14

North AmericaPublic Administration 2016 10 13

North AmericaOther Services (except Public Administration)2016 10 13

North AmericaProfessional, Scientific, and Technical ServicesUndetermined 999 2016 10 13

North AmericaRetail Trade 2016 10 13

#N/A Finance and InsuranceUndetermined 999 2016 10 12

Europe & Central AsiaFinance and Insurance 2016 10 12

Europe & Central AsiaFinance and Insurance 2016 10 12

Europe & Central AsiaOther Services (except Public Administration)2016 10 12

Europe & Central AsiaOther Services (except Public Administration)2016 10 12

Europe & Central AsiaOther Services (except Public Administration)2016 10 12

North AmericaOther Services (except Public Administration)2016 10 12



Europe & Central AsiaOther Services (except Public Administration)2016 10 12

East Asia & PacificEducational Services 2016 10 10

Europe & Central AsiaUtilities 2016 10 10

North AmericaOther Services (except Public Administration)2016 10 6

East Asia & PacificAdministrative and Support and Waste Management and Remediation Services2016 10 6

North AmericaInformationSaudi ArabiaSAU 2016 10 5

North AmericaOther Services (except Public Administration)Russian FederationRUS 2016 10 4

North AmericaOther Services (except Public Administration)2016 10 4

Europe & Central AsiaInformation 2016 10 4

#N/A InformationUndetermined 999 2016 10 2

North AmericaEducational Services 2016 10 1

North AmericaProfessional, Scientific, and Technical ServicesUndetermined 999 2016 9 30

North AmericaInformationUndetermined 999 2016 9 30

East Asia & PacificInformation 2016 9 30

North AmericaProfessional, Scientific, and Technical Services2016 9 29

North AmericaProfessional, Scientific, and Technical ServicesUndetermined 999 2016 9 29

Europe & Central AsiaInformationRussian FederationRUS 2016 9 29

North AmericaEducational Services 2016 9 27

North AmericaFinance and InsuranceUnited Kingdom of Great Britain and Northern IrelandGBR 2016 9 27

Europe & Central AsiaArts, Entertainment, and RecreationUndetermined 999 2016 9 27

Europe & Central AsiaPublic AdministrationTurkey TUR 2016 9 26

North AmericaInformation 2016 9 26

Europe & Central AsiaInformation 2016 9 26

Europe & Central AsiaPublic AdministrationAzerbaijanAZE 2016 9 25

Europe & Central AsiaPublic AdministrationAzerbaijanAZE 2016 9 25

Europe & Central AsiaPublic AdministrationAzerbaijanAZE 2016 9 25

Europe & Central AsiaPublic AdministrationAzerbaijanAZE 2016 9 25

North AmericaOther Services (except Public Administration)Russian FederationRUS 2016 9 24

South AsiaInformationGermany DEU 2016 9 23

North AmericaRetail Trade 2016 9 23

North AmericaPublic AdministrationUndetermined 999 2016 9 22

North AmericaOther Services (except Public Administration)2016 9 22

North AmericaHealth Care and Social AssistanceUnited Kingdom of Great Britain and Northern IrelandGBR 2016 9 22

#N/A Finance and Insurance 2016 9 22

North AmericaInformation 2016 9 22

Europe & Central AsiaProfessional, Scientific, and Technical Services2016 9 20

East Asia & PacificProfessional, Scientific, and Technical Services2016 9 20

North AmericaRetail Trade 2016 9 20

North AmericaHealth Care and Social Assistance 2016 9 19

North AmericaInformationUndetermined 999 2016 9 18

North AmericaOther Services (except Public Administration)Undetermined 999 2016 9 17

North AmericaOther Services (except Public Administration)Undetermined 999 2016 9 17

North AmericaOther Services (except Public Administration)Undetermined 999 2016 9 17

North AmericaFinance and Insurance 2016 9 16

North AmericaOther Services (except Public Administration)Russian FederationRUS 2016 9 14

North AmericaHealth Care and Social Assistance 2016 9 14

North AmericaInformation 2016 9 14

North AmericaProfessional, Scientific, and Technical Services2016 9 13

North AmericaReal Estate and Rental and LeasingUndetermined 999 2016 9 11

Europe & Central AsiaProfessional, Scientific, and Technical ServicesUndetermined 999 2016 9 10

Europe & Central AsiaFinance and InsuranceAustria AUT 2016 9 9

Europe & Central AsiaPublic Administration 2016 9 9

Europe & Central AsiaInformation 2016 9 9

North AmericaInformation 2016 9 9

North AmericaInformation 2016 9 9



Middle East & North AfricaFinance and Insurance 2016 9 8

North AmericaOther Services (except Public Administration)2016 9 7

North AmericaAccommodation and Food Services 2016 9 7

Europe & Central AsiaTransportation and WarehousingAustria AUT 2016 9 7

North AmericaOther Services (except Public Administration)Undetermined 999 2016 9 6

North AmericaEducational Services 2016 9 6

Europe & Central AsiaInformationUndetermined 999 2016 9 6

North AmericaArts, Entertainment, and Recreation 2016 9 5

North AmericaInformationSaudi ArabiaSAU 2016 9 3

Europe & Central AsiaInformationUkraine UKR 2016 9 3

North AmericaInformationUndetermined 999 2016 9 3

Europe & Central AsiaPublic AdministrationAzerbaijanAZE 2016 9 2

North AmericaProfessional, Scientific, and Technical Services2016 9 2

North AmericaInformation 2016 9 2

North AmericaProfessional, Scientific, and Technical Services2016 9 1

South AsiaPublic AdministrationUnited States of AmericaUSA 2016 9 1

South AsiaPublic AdministrationUnited States of AmericaUSA 2016 9 1

South AsiaPublic AdministrationUnited States of AmericaUSA 2016 9 1

South AsiaPublic AdministrationUnited States of AmericaUSA 2016 9 1

South AsiaPublic AdministrationUnited States of AmericaUSA 2016 9 1

East Asia & PacificPublic AdministrationChina CHN 2016 9 1

South AsiaPublic AdministrationUnited States of AmericaUSA 2016 9 1

North AmericaEducational Services 2016 9 1

Europe & Central AsiaInformation 2016 9 1

Europe & Central AsiaProfessional, Scientific, and Technical ServicesUndetermined 999 2016 9 1

South AsiaPublic AdministrationUnited States of AmericaUSA 2016 9 1

South AsiaPublic AdministrationUnited States of AmericaUSA 2016 9 1

South AsiaPublic AdministrationUnited States of AmericaUSA 2016 9 1

South AsiaPublic AdministrationUnited States of AmericaUSA 2016 9 1

South AsiaPublic AdministrationUnited States of AmericaUSA 2016 9 1

South AsiaPublic AdministrationUnited States of AmericaUSA 2016 9 1

Middle East & North AfricaHealth Care and Social AssistanceUndetermined 999 2016 8 31

North AmericaOther Services (except Public Administration)Undetermined 999 2016 8 24

North AmericaOther Services (except Public Administration)2016 8 22

Europe & Central AsiaHealth Care and Social AssistanceItaly ITA 2016 8 21

Europe & Central AsiaHealth Care and Social AssistanceItaly ITA 2016 8 21

Europe & Central AsiaHealth Care and Social AssistanceItaly ITA 2016 8 21

Europe & Central AsiaHealth Care and Social AssistanceItaly ITA 2016 8 21

Europe & Central AsiaProfessional, Scientific, and Technical Services2016 8 17

North AmericaPublic AdministrationRussian FederationRUS 2016 8 16

North AmericaAccommodation and Food Services 2016 8 15

Europe & Central AsiaOther Services (except Public Administration)2016 8 13

Europe & Central AsiaOther Services (except Public Administration)Poland POL 2016 8 12

North AmericaOther Services (except Public Administration)Russian FederationRUS 2016 8 12

Europe & Central AsiaOther Services (except Public Administration)Poland POL 2016 8 12

North AmericaProfessional, Scientific, and Technical ServicesSpain ESP 2016 8 11

North AmericaProfessional, Scientific, and Technical ServicesSpain ESP 2016 8 11

North AmericaProfessional, Scientific, and Technical ServicesSpain ESP 2016 8 11

East Asia & PacificArts, Entertainment, and Recreation 2016 8 11

North AmericaProfessional, Scientific, and Technical Services2016 8 11

North AmericaProfessional, Scientific, and Technical ServicesSpain ESP 2016 8 11

North AmericaProfessional, Scientific, and Technical ServicesSpain ESP 2016 8 11

North AmericaPublic Administration 2016 8 10

North AmericaOther Services (except Public Administration)2016 8 10

East Asia & PacificPublic Administration 2016 8 9



North AmericaHealth Care and Social Assistance 2016 8 9

North AmericaProfessional, Scientific, and Technical ServicesSpain ESP 2016 8 8

North AmericaOther Services (except Public Administration)Saudi ArabiaSAU 2016 8 7

North AmericaArts, Entertainment, and RecreationUndetermined 999 2016 8 7

North AmericaOther Services (except Public Administration)Saudi ArabiaSAU 2016 8 7

North AmericaArts, Entertainment, and RecreationSaudi ArabiaSAU 2016 8 6

Latin America & CaribbeanOther Services (except Public Administration)Brazil BRA 2016 8 5

Latin America & CaribbeanOther Services (except Public Administration)Brazil BRA 2016 8 5

Latin America & CaribbeanPublic AdministrationBrazil BRA 2016 8 5

Latin America & CaribbeanPublic AdministrationBrazil BRA 2016 8 5

Latin America & CaribbeanOther Services (except Public Administration)Brazil BRA 2016 8 5

Latin America & CaribbeanOther Services (except Public Administration)Brazil BRA 2016 8 5

Latin America & CaribbeanOther Services (except Public Administration)Brazil BRA 2016 8 5

Latin America & CaribbeanOther Services (except Public Administration)Brazil BRA 2016 8 5

Latin America & CaribbeanOther Services (except Public Administration)Brazil BRA 2016 8 5

Latin America & CaribbeanOther Services (except Public Administration)Brazil BRA 2016 8 5

Latin America & CaribbeanPublic AdministrationBrazil BRA 2016 8 5

Latin America & CaribbeanPublic AdministrationBrazil BRA 2016 8 5

Latin America & CaribbeanPublic AdministrationBrazil BRA 2016 8 5

Latin America & CaribbeanPublic AdministrationBrazil BRA 2016 8 5

North AmericaOther Services (except Public Administration)2016 8 5

East Asia & PacificPublic Administration 2016 8 4

Europe & Central AsiaPublic Administration 2016 8 4

#N/A Professional, Scientific, and Technical ServicesUndetermined 999 2016 8 4

#N/A InformationUndetermined 999 2016 8 4

#N/A Other Services (except Public Administration)Israel ISR 2016 8 4

Europe & Central AsiaArts, Entertainment, and Recreation 2016 8 3

North AmericaInformationUndetermined 999 2016 8 3

North AmericaInformationUndetermined 999 2016 8 3

Middle East & North AfricaOther Services (except Public Administration)Iran (Islamic Republic of)IRN 2016 8 2

North AmericaHealth Care and Social AssistanceUndetermined 999 2016 8 2

North AmericaHealth Care and Social Assistance 2016 8 2

North AmericaProfessional, Scientific, and Technical ServicesUndetermined 999 2016 8 2

East Asia & PacificFinance and Insurance 2016 8 2

Middle East & North AfricaInformationIran (Islamic Republic of)IRN 2016 8 2

Europe & Central AsiaInformation 2016 8 2

Europe & Central AsiaOther Services (except Public Administration)2016 8 2

Europe & Central AsiaOther Services (except Public Administration)2016 8 2

North AmericaOther Services (except Public Administration)2016 8 2

Europe & Central AsiaOther Services (except Public Administration)2016 8 2

#N/A Other Services (except Public Administration)2016 8 2

#N/A Other Services (except Public Administration)2016 8 2

South AsiaFinance and InsuranceIndia IND 2016 8 2

Europe & Central AsiaAgriculture, Forestry, Fishing and HuntingCzechia CZE 2016 8 1

Europe & Central AsiaProfessional, Scientific, and Technical ServicesCzechia CZE 2016 8 1

Europe & Central AsiaManufacturingCzechia CZE 2016 8 1

Europe & Central AsiaUndeterminedCzechia CZE 2016 8 1

Europe & Central AsiaWholesale TradeCzechia CZE 2016 8 1

Europe & Central AsiaAgriculture, Forestry, Fishing and HuntingCzechia CZE 2016 8 1

East Asia & PacificFinance and InsuranceKorea (the Democratic People's Republic of)PRK 2016 8 1

Europe & Central AsiaManagement of Companies and EnterprisesCzechia CZE 2016 8 1

Europe & Central AsiaOther Services (except Public Administration)2016 8 1

North AmericaAccommodation and Food Services 2016 8 1

North AmericaInformationUndetermined 999 2016 8 1

Latin America & CaribbeanOther Services (except Public Administration)2016 7 27



East Asia & PacificRetail Trade 2016 7 25

Europe & Central AsiaPublic AdministrationUndetermined 999 2016 7 15

Europe & Central AsiaOther Services (except Public Administration)United States of AmericaUSA 2016 7 15

North AmericaOther Services (except Public Administration)United States of AmericaUSA 2016 7 15

East Asia & PacificOther Services (except Public Administration)United States of AmericaUSA 2016 7 15

North AmericaOther Services (except Public Administration)Mexico MEX 2016 7 14

Sub-Saharan AfricaProfessional, Scientific, and Technical Services2016 7 14

North AmericaProfessional, Scientific, and Technical Services2016 7 14

Latin America & CaribbeanOther Services (except Public Administration)2016 7 14

North AmericaPublic Administration 2016 7 13

East Asia & PacificHealth Care and Social Assistance 2016 7 12

East Asia & PacificPublic Administration 2016 7 12

East Asia & PacificPublic Administration 2016 7 12

Latin America & CaribbeanProfessional, Scientific, and Technical ServicesUndetermined 999 2016 7 12

Latin America & CaribbeanProfessional, Scientific, and Technical ServicesUndetermined 999 2016 7 12

North AmericaFinance and InsuranceSaudi ArabiaSAU 2016 7 12

East Asia & PacificPublic Administration 2016 7 12

East Asia & PacificHealth Care and Social Assistance 2016 7 12

North AmericaProfessional, Scientific, and Technical ServicesUnited Kingdom of Great Britain and Northern IrelandGBR 2016 7 12

Latin America & CaribbeanProfessional, Scientific, and Technical ServicesUndetermined 999 2016 7 12

North AmericaProfessional, Scientific, and Technical ServicesUndetermined 999 2016 7 12

East Asia & PacificFinance and Insurance 2016 7 12

Europe & Central AsiaFinance and InsuranceSaudi ArabiaSAU 2016 7 12

Europe & Central AsiaRetail TradeUndetermined 999 2016 7 12

Europe & Central AsiaTransportation and Warehousing 2016 7 12

Latin America & CaribbeanOther Services (except Public Administration)2016 7 12

East Asia & PacificFinance and Insurance 2016 7 12

East Asia & PacificPublic Administration 2016 7 12

East Asia & PacificPublic Administration 2016 7 12

East Asia & PacificPublic Administration 2016 7 12

East Asia & PacificPublic Administration 2016 7 12

East Asia & PacificPublic Administration 2016 7 12

East Asia & PacificPublic Administration 2016 7 12

Sub-Saharan AfricaPublic AdministrationUndetermined 999 2016 7 11

Latin America & CaribbeanOther Services (except Public Administration)2016 7 11

North AmericaProfessional, Scientific, and Technical Services2016 7 10

North AmericaOther Services (except Public Administration)2016 7 10

North AmericaProfessional, Scientific, and Technical ServicesUndetermined 999 2016 7 8

North AmericaProfessional, Scientific, and Technical ServicesUndetermined 999 2016 7 8

North AmericaProfessional, Scientific, and Technical ServicesUndetermined 999 2016 7 8

North AmericaProfessional, Scientific, and Technical ServicesUndetermined 999 2016 7 8

North AmericaOther Services (except Public Administration)Saudi ArabiaSAU 2016 7 8

North AmericaOther Services (except Public Administration)Saudi ArabiaSAU 2016 7 8

North AmericaProfessional, Scientific, and Technical Services2016 7 8

North AmericaProfessional, Scientific, and Technical ServicesUndetermined 999 2016 7 8

North AmericaRetail TradeUndetermined 999 2016 7 8

Latin America & CaribbeanOther Services (except Public Administration)2016 7 8

North AmericaAccommodation and Food ServicesUndetermined 999 2016 7 8

Europe & Central AsiaPublic Administration 2016 7 8

North AmericaPublic AdministrationUndetermined 999 2016 7 7

Europe & Central AsiaInformationUndetermined 999 2016 7 7

North AmericaPublic Administration 2016 7 6

Sub-Saharan AfricaOther Services (except Public Administration)Undetermined 999 2016 7 6

North AmericaOther Services (except Public Administration)Russian FederationRUS 2016 7 6

#N/A Other Services (except Public Administration)Saudi ArabiaSAU 2016 7 6



Sub-Saharan AfricaInformationUndetermined 999 2016 7 6

Sub-Saharan AfricaPublic AdministrationUndetermined 999 2016 7 6

North AmericaProfessional, Scientific, and Technical Services2016 7 4

North AmericaInformationUndetermined 999 2016 7 4

#N/A Health Care and Social Assistance 2016 7 1

North AmericaPublic AdministrationUndetermined 999 2016 7 1

North AmericaPublic AdministrationUndetermined 999 2016 7 1

North AmericaPublic AdministrationUndetermined 999 2016 7 1

Europe & Central AsiaOther Services (except Public Administration)Undetermined 999 2016 7 1

North AmericaHealth Care and Social AssistanceUnited Kingdom of Great Britain and Northern IrelandGBR 2016 7 1

North AmericaProfessional, Scientific, and Technical Services2016 7 1

#N/A Professional, Scientific, and Technical Services2016 7 1

Middle East & North AfricaInformation 2016 7 1

Europe & Central AsiaInformation 2016 7 1

North AmericaRetail Trade 2016 7 1

Europe & Central AsiaRetail Trade 2016 7 1

East Asia & PacificUndetermined 2016 7 1

North AmericaOther Services (except Public Administration)Russian FederationRUS 2016 6 30

North AmericaEducational Services 2016 6 30

North AmericaWholesale Trade 2016 6 30

Europe & Central AsiaOther Services (except Public Administration)2016 6 30

North AmericaPublic Administration 2016 6 29

North AmericaAccommodation and Food Services 2016 6 29

North AmericaAccommodation and Food Services 2016 6 29

North AmericaInformationUndetermined 999 2016 6 29

North AmericaInformationUndetermined 999 2016 6 29

North AmericaProfessional, Scientific, and Technical Services2016 6 29

North AmericaHealth Care and Social AssistanceUnited Kingdom of Great Britain and Northern IrelandGBR 2016 6 28

North AmericaPublic Administration 2016 6 27

North AmericaInformationSaudi ArabiaSAU 2016 6 27

Europe & Central AsiaInformation 2016 6 27

#N/A Retail Trade 2016 6 27

North AmericaHealth Care and Social AssistanceUnited Kingdom of Great Britain and Northern IrelandGBR 2016 6 26

North AmericaHealth Care and Social AssistanceUnited Kingdom of Great Britain and Northern IrelandGBR 2016 6 26

Europe & Central AsiaPublic AdministrationUndetermined 999 2016 6 26

North AmericaHealth Care and Social AssistanceUnited Kingdom of Great Britain and Northern IrelandGBR 2016 6 26

North AmericaProfessional, Scientific, and Technical Services2016 6 26

North AmericaInformationUndetermined 999 2016 6 25

North AmericaInformationUndetermined 999 2016 6 25

Europe & Central AsiaFinance and Insurance 2016 6 25

Latin America & CaribbeanInformation 2016 6 24

North AmericaOther Services (except Public Administration)2016 6 23

North AmericaOther Services (except Public Administration)2016 6 23

North AmericaOther Services (except Public Administration)2016 6 23

North AmericaOther Services (except Public Administration)2016 6 23

North AmericaOther Services (except Public Administration)2016 6 23

North AmericaOther Services (except Public Administration)2016 6 23

North AmericaOther Services (except Public Administration)2016 6 23

North AmericaOther Services (except Public Administration)2016 6 23

North AmericaOther Services (except Public Administration)2016 6 23

North AmericaOther Services (except Public Administration)2016 6 23

North AmericaOther Services (except Public Administration)2016 6 23

North AmericaOther Services (except Public Administration)2016 6 23

North AmericaOther Services (except Public Administration)2016 6 23

North AmericaOther Services (except Public Administration)2016 6 23



North AmericaOther Services (except Public Administration)2016 6 23

North AmericaOther Services (except Public Administration)2016 6 23

North AmericaPublic AdministrationUnited States of AmericaUSA 2016 6 23

North AmericaOther Services (except Public Administration)2016 6 23

Europe & Central AsiaEducational Services 2016 6 23

South AsiaTransportation and Warehousing 2016 6 23

North AmericaInformation 2016 6 23

North AmericaPublic AdministrationUnited States of AmericaUSA 2016 6 22

North AmericaOther Services (except Public Administration)Russian FederationRUS 2016 6 21

Europe & Central AsiaArts, Entertainment, and RecreationUndetermined 999 2016 6 21

North AmericaFinance and Insurance 2016 6 21

North AmericaOther Services (except Public Administration)Russian FederationRUS 2016 6 20

North AmericaInformationUndetermined 999 2016 6 20

Latin America & CaribbeanInformationBrazil BRA 2016 6 20

North AmericaOther Services (except Public Administration)2016 6 19

North AmericaProfessional, Scientific, and Technical Services2016 6 18

Europe & Central AsiaProfessional, Scientific, and Technical ServicesUndetermined 999 2016 6 17

East Asia & PacificInformationMyanmar MMR 2016 6 17

East Asia & PacificArts, Entertainment, and Recreation 2016 6 15

North AmericaProfessional, Scientific, and Technical Services2016 6 15

North AmericaFinance and InsuranceUndetermined 999 2016 6 15

East Asia & PacificManufacturing 2016 6 15

Latin America & CaribbeanOther Services (except Public Administration)2016 6 15

Latin America & CaribbeanOther Services (except Public Administration)2016 6 15

Middle East & North AfricaOther Services (except Public Administration)Undetermined 999 2016 6 14

Sub-Saharan AfricaOther Services (except Public Administration)Undetermined 999 2016 6 14

North AmericaPublic Administration 2016 6 14

North AmericaPublic AdministrationRussian FederationRUS 2016 6 14

Sub-Saharan AfricaOther Services (except Public Administration)Undetermined 999 2016 6 14

North AmericaOther Services (except Public Administration)Russian FederationRUS 2016 6 14

East Asia & PacificArts, Entertainment, and Recreation 2016 6 14

North AmericaInformation 2016 6 14

North AmericaInformation 2016 6 13

Sub-Saharan AfricaInformationUndetermined 999 2016 6 12

Middle East & North AfricaInformation 2016 6 12

Europe & Central AsiaEducational Services 2016 6 12

South AsiaPublic AdministrationIndia IND 2016 6 11

South AsiaPublic AdministrationIndia IND 2016 6 11

South AsiaPublic AdministrationIndia IND 2016 6 11

South AsiaPublic AdministrationIndia IND 2016 6 11

South AsiaPublic AdministrationIndia IND 2016 6 11

South AsiaPublic AdministrationIndia IND 2016 6 11

South AsiaPublic AdministrationIndia IND 2016 6 11

South AsiaPublic AdministrationIndia IND 2016 6 11

#N/A Other Services (except Public Administration)Undetermined 999 2016 6 11

South AsiaPublic AdministrationIndia IND 2016 6 10

North AmericaOther Services (except Public Administration)2016 6 10

North AmericaPublic AdministrationUnited States of AmericaUSA 2016 6 9

North AmericaProfessional, Scientific, and Technical Services2016 6 9

Europe & Central AsiaFinance and InsuranceUndetermined 999 2016 6 9

#N/A Administrative and Support and Waste Management and Remediation ServicesUndetermined 999 2016 6 9

North AmericaArts, Entertainment, and Recreation 2016 6 8

Europe & Central AsiaUndetermined 2016 6 8

#N/A Information 2016 6 8

North AmericaPublic Administration 2016 6 7



Europe & Central AsiaArts, Entertainment, and Recreation 2016 6 7

North AmericaInformation 2016 6 7

North AmericaOther Services (except Public Administration)Saudi ArabiaSAU 2016 6 6

North AmericaArts, Entertainment, and Recreation 2016 6 6

North AmericaArts, Entertainment, and RecreationUndetermined 999 2016 6 6

Europe & Central AsiaInformationUndetermined 999 2016 6 6

North AmericaOther Services (except Public Administration)Saudi ArabiaSAU 2016 6 6

North AmericaArts, Entertainment, and Recreation 2016 6 5

Europe & Central AsiaArts, Entertainment, and Recreation 2016 6 5

#N/A Retail Trade 2016 6 5

Europe & Central AsiaProfessional, Scientific, and Technical Services2016 6 4

North AmericaFinance and Insurance 2016 6 4

North AmericaAccommodation and Food Services 2016 6 3

North AmericaEducational Services 2016 6 3

Sub-Saharan AfricaMining, Quarrying, and Oil and Gas ExtractionUndetermined 999 2016 6 3

East Asia & PacificProfessional, Scientific, and Technical Services2016 6 2

Europe & Central AsiaFinance and InsuranceUndetermined 999 2016 6 2

North AmericaInformationUnited States of AmericaUSA 2016 6 1

East Asia & PacificOther Services (except Public Administration)2016 6 1

East Asia & PacificProfessional, Scientific, and Technical Services2016 6 1

North AmericaInformationUnited States of AmericaUSA 2016 6 1

North AmericaInformation 2016 6 1

Europe & Central AsiaPublic AdministrationUndetermined 999 2016 5 31

North AmericaArts, Entertainment, and RecreationUndetermined 999 2016 5 30

Sub-Saharan AfricaMining, Quarrying, and Oil and Gas ExtractionRwanda RWA 2016 5 30

North AmericaOther Services (except Public Administration)2016 5 30

East Asia & PacificTransportation and Warehousing 2016 5 29

South AsiaReal Estate and Rental and LeasingUndetermined 999 2016 5 28

North AmericaInformation 2016 5 27

North AmericaProfessional, Scientific, and Technical ServicesUndetermined 999 2016 5 27

North AmericaProfessional, Scientific, and Technical ServicesUndetermined 999 2016 5 27

Middle East & North AfricaProfessional, Scientific, and Technical Services2016 5 27

Europe & Central AsiaManufacturingUnited States of AmericaUSA 2016 5 26

Europe & Central AsiaManufacturingUnited States of AmericaUSA 2016 5 26

Europe & Central AsiaManufacturingUnited States of AmericaUSA 2016 5 26

Europe & Central AsiaManufacturingUnited States of AmericaUSA 2016 5 26

North AmericaProfessional, Scientific, and Technical Services2016 5 26

North AmericaManufacturingUnited States of AmericaUSA 2016 5 26

North AmericaOther Services (except Public Administration)United Kingdom of Great Britain and Northern IrelandGBR 2016 5 26

North AmericaInformation 2016 5 25

Middle East & North AfricaPublic AdministrationUndetermined 999 2016 5 24

Europe & Central AsiaProfessional, Scientific, and Technical Services2016 5 24

Latin America & CaribbeanOther Services (except Public Administration)2016 5 24

Europe & Central AsiaProfessional, Scientific, and Technical ServicesMexico MEX 2016 5 23

Latin America & CaribbeanAccommodation and Food ServicesMexico MEX 2016 5 22

Latin America & CaribbeanOther Services (except Public Administration)2016 5 20

North AmericaPublic Administration 2016 5 20

North AmericaInformation 2016 5 20

North AmericaInformation 2016 5 20

Europe & Central AsiaPublic AdministrationItaly ITA 2016 5 20

East Asia & PacificInformation 2016 5 18

North AmericaHealth Care and Social Assistance 2016 5 18

Europe & Central AsiaHealth Care and Social AssistanceUndetermined 999 2016 5 18

East Asia & PacificInformation 2016 5 18

Latin America & CaribbeanOther Services (except Public Administration)2016 5 18



Latin America & CaribbeanOther Services (except Public Administration)2016 5 18

Latin America & CaribbeanOther Services (except Public Administration)2016 5 17

South AsiaFinance and Insurance 2016 5 16

East Asia & PacificFinance and InsuranceUndetermined 999 2016 5 15

Latin America & CaribbeanFinance and InsuranceUndetermined 999 2016 5 15

Middle East & North AfricaFinance and InsuranceUndetermined 999 2016 5 15

Middle East & North AfricaFinance and InsuranceUndetermined 999 2016 5 15

East Asia & PacificFinance and Insurance 2016 5 15

Europe & Central AsiaFinance and InsuranceUndetermined 999 2016 5 15

North AmericaPublic AdministrationUndetermined 999 2016 5 14

North AmericaPublic AdministrationUndetermined 999 2016 5 14

North AmericaPublic AdministrationUndetermined 999 2016 5 14

North AmericaPublic AdministrationUndetermined 999 2016 5 14

North AmericaPublic AdministrationUndetermined 999 2016 5 14

South AsiaFinance and InsuranceUndetermined 999 2016 5 14

South AsiaFinance and InsuranceUndetermined 999 2016 5 14

South AsiaFinance and InsuranceUndetermined 999 2016 5 14

South AsiaFinance and InsuranceUndetermined 999 2016 5 14

South AsiaFinance and InsuranceUndetermined 999 2016 5 14

North AmericaPublic AdministrationUndetermined 999 2016 5 14

North AmericaArts, Entertainment, and RecreationUndetermined 999 2016 5 14

South AsiaFinance and InsuranceUndetermined 999 2016 5 14

Europe & Central AsiaFinance and InsuranceJordan JOR 2016 5 13

Europe & Central AsiaFinance and InsuranceJordan JOR 2016 5 13

East Asia & PacificFinance and InsuranceJordan JOR 2016 5 13

North AmericaProfessional, Scientific, and Technical Services2016 5 13

East Asia & PacificFinance and InsuranceKorea (the Democratic People's Republic of)PRK 2016 5 13

Middle East & North AfricaFinance and InsuranceJordan JOR 2016 5 13

Europe & Central AsiaFinance and InsuranceUndetermined 999 2016 5 13

East Asia & PacificInformationUndetermined 999 2016 5 13

Sub-Saharan AfricaEducational ServicesUndetermined 999 2016 5 13

East Asia & PacificOther Services (except Public Administration)Undetermined 999 2016 5 12

East Asia & PacificOther Services (except Public Administration)Undetermined 999 2016 5 12

East Asia & PacificOther Services (except Public Administration)Undetermined 999 2016 5 12

East Asia & PacificOther Services (except Public Administration)Undetermined 999 2016 5 12

East Asia & PacificOther Services (except Public Administration)Undetermined 999 2016 5 12

#N/A Information 2016 5 12

East Asia & PacificOther Services (except Public Administration)Undetermined 999 2016 5 12

Latin America & CaribbeanOther Services (except Public Administration)2016 5 12

North AmericaInformationUndetermined 999 2016 5 12

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2016 5 11

North AmericaHealth Care and Social Assistance 2016 5 11

East Asia & PacificManufacturingKorea (the Democratic People's Republic of)PRK 2016 5 11

Latin America & CaribbeanOther Services (except Public Administration)2016 5 11

South AsiaEducational ServicesUndetermined 999 2016 5 10

North AmericaHealth Care and Social Assistance 2016 5 9

North AmericaProfessional, Scientific, and Technical Services2016 5 9

Europe & Central AsiaRetail Trade 2016 5 9

North AmericaInformation 2016 5 9

Europe & Central AsiaProfessional, Scientific, and Technical Services2016 5 8

Europe & Central AsiaFinance and InsuranceUndetermined 999 2016 5 7

Latin America & CaribbeanFinance and InsuranceUndetermined 999 2016 5 7

Sub-Saharan AfricaFinance and InsuranceUndetermined 999 2016 5 7

Latin America & CaribbeanFinance and InsuranceUndetermined 999 2016 5 7

Europe & Central AsiaFinance and InsuranceUndetermined 999 2016 5 6



South AsiaFinance and InsuranceUndetermined 999 2016 5 6

#N/A Finance and InsuranceUndetermined 999 2016 5 6

North AmericaArts, Entertainment, and Recreation 2016 5 6

North AmericaProfessional, Scientific, and Technical Services2016 5 6

Europe & Central AsiaInformationUndetermined 999 2016 5 6

Middle East & North AfricaFinance and InsuranceUndetermined 999 2016 5 6

Latin America & CaribbeanFinance and InsuranceUndetermined 999 2016 5 6

North AmericaOther Services (except Public Administration)2016 5 5

North AmericaHealth Care and Social Assistance 2016 5 5

Europe & Central AsiaUndeterminedRussian FederationRUS 2016 5 5

North AmericaInformationUndetermined 999 2016 5 5

North AmericaProfessional, Scientific, and Technical Services2016 5 5

North AmericaProfessional, Scientific, and Technical Services2016 5 5

Europe & Central AsiaFinance and InsuranceUndetermined 999 2016 5 5

North AmericaInformation 2016 5 4

North AmericaInformation 2016 5 4

North AmericaOther Services (except Public Administration)2016 5 3

Europe & Central AsiaFinance and InsuranceUndetermined 999 2016 5 3

North AmericaPublic Administration 2016 5 2

North AmericaProfessional, Scientific, and Technical Services2016 5 2

Middle East & North AfricaPublic Administration 2016 5 2

North AmericaProfessional, Scientific, and Technical Services2016 5 1

Sub-Saharan AfricaInformation 2016 5 1

North AmericaOther Services (except Public Administration)United States of AmericaUSA 2016 4 30

North AmericaProfessional, Scientific, and Technical Services2016 4 30

North AmericaOther Services (except Public Administration)2016 4 29

North AmericaOther Services (except Public Administration)Syrian Arab RepublicSYR 2016 4 29

North AmericaOther Services (except Public Administration)2016 4 29

East Asia & PacificProfessional, Scientific, and Technical Services2016 4 29

East Asia & PacificManufacturing 2016 4 29

North AmericaManagement of Companies and Enterprises2016 4 29

North AmericaEducational Services 2016 4 28

Sub-Saharan AfricaPublic AdministrationKenya KEN 2016 4 27

Europe & Central AsiaProfessional, Scientific, and Technical Services2016 4 27

North AmericaRetail Trade 2016 4 27

North AmericaInformation 2016 4 26

Europe & Central AsiaUtilities 2016 4 26

North AmericaMining, Quarrying, and Oil and Gas Extraction2016 4 26

North AmericaAccommodation and Food Services 2016 4 25

Middle East & North AfricaFinance and Insurance 2016 4 25

North AmericaUtilities 2016 4 25

Europe & Central AsiaInformation 2016 4 25

North AmericaOther Services (except Public Administration)2016 4 25

North AmericaOther Services (except Public Administration)United States of AmericaUSA 2016 4 24

Europe & Central AsiaProfessional, Scientific, and Technical ServicesUndetermined 999 2016 4 23

Europe & Central AsiaPublic Administration 2016 4 22

North AmericaPublic AdministrationUndetermined 999 2016 4 22

North AmericaOther Services (except Public Administration)Syrian Arab RepublicSYR 2016 4 22

North AmericaOther Services (except Public Administration)2016 4 21

North AmericaProfessional, Scientific, and Technical Services2016 4 21

Latin America & CaribbeanOther Services (except Public Administration)2016 4 20

Middle East & North AfricaEducational Services 2016 4 19

North AmericaProfessional, Scientific, and Technical ServicesUndetermined 999 2016 4 19

North AmericaProfessional, Scientific, and Technical Services2016 4 19

North AmericaPublic Administration 2016 4 18



North AmericaUndetermined 2016 4 18

North AmericaManufacturingUndetermined 999 2016 4 18

North AmericaOther Services (except Public Administration)2016 4 18

North AmericaFinance and Insurance 2016 4 17

North AmericaPublic AdministrationAlgeria DZA 2016 4 15

North AmericaPublic AdministrationAlgeria DZA 2016 4 15

North AmericaPublic AdministrationAlgeria DZA 2016 4 15

North AmericaPublic AdministrationAlgeria DZA 2016 4 15

North AmericaPublic AdministrationAlgeria DZA 2016 4 15

North AmericaPublic AdministrationAlgeria DZA 2016 4 15

North AmericaPublic AdministrationAlgeria DZA 2016 4 15

North AmericaPublic AdministrationAlgeria DZA 2016 4 15

North AmericaPublic AdministrationAlgeria DZA 2016 4 15

North AmericaHealth Care and Social Assistance 2016 4 15

Europe & Central AsiaProfessional, Scientific, and Technical ServicesUndetermined 999 2016 4 15

Europe & Central AsiaInformation 2016 4 15

North AmericaFinance and Insurance 2016 4 15

Europe & Central AsiaEducational Services 2016 4 15

North AmericaHealth Care and Social Assistance 2016 4 14

North AmericaInformationUndetermined 999 2016 4 14

North AmericaEducational Services 2016 4 13

North AmericaEducational ServicesUndetermined 999 2016 4 13

North AmericaProfessional, Scientific, and Technical Services2016 4 13

North AmericaArts, Entertainment, and RecreationUndetermined 999 2016 4 12

North AmericaArts, Entertainment, and RecreationUndetermined 999 2016 4 12

Europe & Central AsiaTransportation and Warehousing 2016 4 12

Europe & Central AsiaPublic Administration 2016 4 11

South AsiaProfessional, Scientific, and Technical ServicesUndetermined 999 2016 4 10

Europe & Central AsiaProfessional, Scientific, and Technical ServicesItaly ITA 2016 4 9

East Asia & PacificRetail TradeUndetermined 999 2016 4 8

Europe & Central AsiaPublic AdministrationAzerbaijanAZE 2016 4 7

Europe & Central AsiaOther Services (except Public Administration)2016 4 7

Europe & Central AsiaProfessional, Scientific, and Technical Services2016 4 7

Middle East & North AfricaPublic AdministrationSyrian Arab RepublicSYR 2016 4 6

Europe & Central AsiaProfessional, Scientific, and Technical ServicesUndetermined 999 2016 4 6

Europe & Central AsiaFinance and Insurance 2016 4 6

Europe & Central AsiaEducational Services 2016 4 5

Latin America & CaribbeanProfessional, Scientific, and Technical Services2016 4 5

North AmericaInformation 2016 4 5

North AmericaAccommodation and Food Services 2016 4 4

North AmericaEducational Services 2016 4 4

North AmericaRetail TradeUndetermined 999 2016 4 2

Europe & Central AsiaInformationAzerbaijanAZE 2016 4 2

Europe & Central AsiaPublic AdministrationAzerbaijanAZE 2016 4 2

Europe & Central AsiaInformationAzerbaijanAZE 2016 4 2

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2016 4 1

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2016 4 1

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2016 4 1

North AmericaArts, Entertainment, and RecreationUndetermined 999 2016 3 31

North AmericaArts, Entertainment, and RecreationUndetermined 999 2016 3 30

North AmericaHealth Care and Social Assistance 2016 3 30

North AmericaHealth Care and Social Assistance 2016 3 30

North AmericaFinance and Insurance 2016 3 30

North AmericaInformation 2016 3 29

North AmericaProfessional, Scientific, and Technical Services2016 3 29



Sub-Saharan AfricaPublic AdministrationPortugal PRT 2016 3 29

North AmericaInformation 2016 3 29

North AmericaProfessional, Scientific, and Technical Services2016 3 29

Sub-Saharan AfricaMining, Quarrying, and Oil and Gas ExtractionUndetermined 999 2016 3 29

Sub-Saharan AfricaPublic AdministrationPortugal PRT 2016 3 29

Sub-Saharan AfricaPublic AdministrationPortugal PRT 2016 3 29

Sub-Saharan AfricaPublic AdministrationPortugal PRT 2016 3 29

Sub-Saharan AfricaPublic AdministrationPortugal PRT 2016 3 29

Sub-Saharan AfricaPublic AdministrationPortugal PRT 2016 3 29

Sub-Saharan AfricaPublic AdministrationPortugal PRT 2016 3 29

Sub-Saharan AfricaPublic AdministrationPortugal PRT 2016 3 29

Sub-Saharan AfricaPublic AdministrationPortugal PRT 2016 3 29

Sub-Saharan AfricaPublic AdministrationPortugal PRT 2016 3 29

Sub-Saharan AfricaPublic AdministrationPortugal PRT 2016 3 29

Sub-Saharan AfricaPublic AdministrationPortugal PRT 2016 3 29

Sub-Saharan AfricaPublic AdministrationPortugal PRT 2016 3 29

Sub-Saharan AfricaPublic AdministrationPortugal PRT 2016 3 29

Sub-Saharan AfricaPublic AdministrationPortugal PRT 2016 3 29

Sub-Saharan AfricaPublic AdministrationPortugal PRT 2016 3 29

Sub-Saharan AfricaPublic AdministrationPortugal PRT 2016 3 29

Sub-Saharan AfricaPublic AdministrationPortugal PRT 2016 3 29

Sub-Saharan AfricaPublic AdministrationPortugal PRT 2016 3 29

Sub-Saharan AfricaPublic AdministrationPortugal PRT 2016 3 29

Sub-Saharan AfricaPublic AdministrationPortugal PRT 2016 3 29

Sub-Saharan AfricaPublic AdministrationPortugal PRT 2016 3 29

Sub-Saharan AfricaPublic AdministrationPortugal PRT 2016 3 29

Sub-Saharan AfricaPublic AdministrationPortugal PRT 2016 3 29

Sub-Saharan AfricaPublic AdministrationPortugal PRT 2016 3 29

Sub-Saharan AfricaPublic AdministrationPortugal PRT 2016 3 29

Sub-Saharan AfricaPublic AdministrationPortugal PRT 2016 3 29

Sub-Saharan AfricaPublic AdministrationPortugal PRT 2016 3 29

North AmericaEducational ServicesUndetermined 999 2016 3 28

North AmericaEducational ServicesUndetermined 999 2016 3 28

North AmericaEducational ServicesUndetermined 999 2016 3 28

North AmericaEducational ServicesUndetermined 999 2016 3 28

North AmericaEducational ServicesUndetermined 999 2016 3 28

North AmericaEducational ServicesUndetermined 999 2016 3 28

East Asia & PacificPublic AdministrationPhilippinesPHL 2016 3 27

East Asia & PacificPublic AdministrationUndetermined 999 2016 3 27

Europe & Central AsiaRetail Trade 2016 3 27

North AmericaMining, Quarrying, and Oil and Gas ExtractionUndetermined 999 2016 3 27

North AmericaProfessional, Scientific, and Technical Services2016 3 25

North AmericaEducational Services 2016 3 25

East Asia & PacificProfessional, Scientific, and Technical Services2016 3 25

North AmericaProfessional, Scientific, and Technical Services2016 3 24

South AsiaPublic AdministrationPakistan PAK 2016 3 24

North AmericaProfessional, Scientific, and Technical Services2016 3 24

North AmericaInformation 2016 3 24

North AmericaAccommodation and Food Services 2016 3 23

North AmericaRetail Trade 2016 3 23

North AmericaEducational Services 2016 3 22

North AmericaUtilities 2016 3 22

North AmericaHealth Care and Social Assistance 2016 3 21

North AmericaEducational Services 2016 3 21

Europe & Central AsiaArts, Entertainment, and Recreation 2016 3 20



North AmericaPublic AdministrationUndetermined 999 2016 3 20

North AmericaOther Services (except Public Administration)2016 3 20

Europe & Central AsiaOther Services (except Public Administration)2016 3 20

Sub-Saharan AfricaFinance and Insurance 2016 3 19

Europe & Central AsiaInformation 2016 3 19

Europe & Central AsiaInformation 2016 3 19

Europe & Central AsiaInformation 2016 3 19

Europe & Central AsiaInformation 2016 3 19

Europe & Central AsiaInformation 2016 3 19

Europe & Central AsiaInformation 2016 3 19

Europe & Central AsiaInformation 2016 3 19

Europe & Central AsiaInformation 2016 3 19

East Asia & PacificArts, Entertainment, and RecreationJapan JPN 2016 3 18

North AmericaArts, Entertainment, and Recreation 2016 3 18

North AmericaFinance and Insurance 2016 3 18

North AmericaAccommodation and Food Services 2016 3 17

North AmericaOther Services (except Public Administration)2016 3 17

Europe & Central AsiaOther Services (except Public Administration)Undetermined 999 2016 3 16

Europe & Central AsiaProfessional, Scientific, and Technical ServicesUndetermined 999 2016 3 15

North AmericaRetail Trade 2016 3 15

North AmericaOther Services (except Public Administration)2016 3 15

North AmericaPublic Administration 2016 3 14

North AmericaHealth Care and Social Assistance 2016 3 14

North AmericaOther Services (except Public Administration)United States of AmericaUSA 2016 3 13

North AmericaFinance and InsuranceUnited States of AmericaUSA 2016 3 13

North AmericaTransportation and WarehousingUnited States of AmericaUSA 2016 3 13

North AmericaPublic AdministrationUnited States of AmericaUSA 2016 3 13

North AmericaEducational Services 2016 3 11

North AmericaInformation 2016 3 11

Europe & Central AsiaRetail Trade 2016 3 11

North AmericaProfessional, Scientific, and Technical Services2016 3 11

North AmericaHealth Care and Social Assistance 2016 3 10

Europe & Central AsiaProfessional, Scientific, and Technical Services2016 3 10

North AmericaInformation 2016 3 10

North AmericaProfessional, Scientific, and Technical ServicesUndetermined 999 2016 3 10

North AmericaFinance and Insurance 2016 3 10

South AsiaFinance and InsuranceKorea (the Democratic People's Republic of)PRK 2016 3 10

East Asia & PacificFinance and InsuranceKorea (the Democratic People's Republic of)PRK 2016 3 8

Europe & Central AsiaPublic Administration 2016 3 8

North AmericaHealth Care and Social Assistance 2016 3 8

North AmericaRetail Trade 2016 3 8

North AmericaConstruction 2016 3 8

North AmericaManufacturing 2016 3 8

East Asia & PacificManufacturing 2016 3 7

North AmericaPublic AdministrationUnited Kingdom of Great Britain and Northern IrelandGBR 2016 3 5

North AmericaOther Services (except Public Administration)Undetermined 999 2016 3 5

East Asia & PacificInformationJapan JPN 2016 3 5

North AmericaAccommodation and Food Services 2016 3 4

North AmericaFinance and Insurance 2016 3 4

North AmericaInformation 2016 3 4

North AmericaInformation 2016 3 4

North AmericaInformation 2016 3 3

#N/A Transportation and Warehousing 2016 3 3

North AmericaInformation 2016 3 2

Europe & Central AsiaProfessional, Scientific, and Technical ServicesUndetermined 999 2016 3 1



North AmericaFinance and InsuranceUndetermined 999 2016 3 1

North AmericaInformation 2016 3 1

Sub-Saharan AfricaTransportation and Warehousing 2016 3 1

Latin America & CaribbeanOther Services (except Public Administration)2016 3 1

North AmericaOther Services (except Public Administration)2016 2 29

#N/A Other Services (except Public Administration)United States of AmericaUSA 2016 2 29

Europe & Central AsiaUtilities United Kingdom of Great Britain and Northern IrelandGBR 2016 2 28

North AmericaInformationSpain ESP 2016 2 28

North AmericaPublic AdministrationUnited States of AmericaUSA 2016 2 27

Europe & Central AsiaInformationItaly ITA 2016 2 27

North AmericaOther Services (except Public Administration)China CHN 2016 2 27

Europe & Central AsiaInformationUndetermined 999 2016 2 26

North AmericaEducational Services 2016 2 26

North AmericaEducational Services 2016 2 26

North AmericaInformation 2016 2 26

North AmericaProfessional, Scientific, and Technical ServicesUndetermined 999 2016 2 26

North AmericaProfessional, Scientific, and Technical Services2016 2 25

North AmericaFinance and Insurance 2016 2 25

North AmericaRetail Trade 2016 2 25

North AmericaOther Services (except Public Administration)2016 2 24

Europe & Central AsiaPublic AdministrationSpain ESP 2016 2 24

North AmericaProfessional, Scientific, and Technical Services2016 2 23

North AmericaUndetermined 2016 2 23

Europe & Central AsiaPublic AdministrationUndetermined 999 2016 2 22

North AmericaPublic AdministrationUndetermined 999 2016 2 22

North AmericaHealth Care and Social Assistance 2016 2 22

Europe & Central AsiaPublic AdministrationUndetermined 999 2016 2 22

Europe & Central AsiaPublic AdministrationUndetermined 999 2016 2 22

#N/A Professional, Scientific, and Technical ServicesUndetermined 999 2016 2 20

Middle East & North AfricaPublic AdministrationLebanon LBN 2016 2 19

Europe & Central AsiaProfessional, Scientific, and Technical Services2016 2 19

#N/A Professional, Scientific, and Technical ServicesUndetermined 999 2016 2 18

South AsiaProfessional, Scientific, and Technical ServicesUndetermined 999 2016 2 17

North AmericaRetail TradeUndetermined 999 2016 2 17

North AmericaPublic Administration 2016 2 16

North AmericaInformationUndetermined 999 2016 2 16

North AmericaUtilities 2016 2 16

Sub-Saharan AfricaPublic AdministrationRwanda RWA 2016 2 15

Europe & Central AsiaArts, Entertainment, and RecreationUndetermined 999 2016 2 15

North AmericaInformationUndetermined 999 2016 2 15

Europe & Central AsiaInformation 2016 2 15

Sub-Saharan AfricaInformationRwanda RWA 2016 2 15

Europe & Central AsiaPublic AdministrationUndetermined 999 2016 2 15

North AmericaProfessional, Scientific, and Technical Services2016 2 14

Sub-Saharan AfricaPublic AdministrationUndetermined 999 2016 2 12

Europe & Central AsiaHealth Care and Social Assistance 2016 2 12

Sub-Saharan AfricaInformationSouth AfricaZAF 2016 2 12

Europe & Central AsiaMining, Quarrying, and Oil and Gas ExtractionRussian FederationRUS 2016 2 11

Sub-Saharan AfricaProfessional, Scientific, and Technical ServicesUndetermined 999 2016 2 11

North AmericaProfessional, Scientific, and Technical Services2016 2 11

Europe & Central AsiaTransportation and WarehousingRussian FederationRUS 2016 2 11

Latin America & CaribbeanPublic AdministrationChile CHL 2016 2 10

Latin America & CaribbeanPublic AdministrationUndetermined 999 2016 2 10

North AmericaPublic Administration 2016 2 9

Europe & Central AsiaPublic Administration 2016 2 9



Middle East & North AfricaOther Services (except Public Administration)Iran (Islamic Republic of)IRN 2016 2 9

North AmericaPublic AdministrationUnited States of AmericaUSA 2016 2 8

Europe & Central AsiaFinance and Insurance 2016 2 8

North AmericaPublic AdministrationUnited States of AmericaUSA 2016 2 7

Sub-Saharan AfricaProfessional, Scientific, and Technical ServicesRwanda RWA 2016 2 6

Sub-Saharan AfricaPublic AdministrationUganda UGA 2016 2 6

South AsiaPublic AdministrationUndetermined 999 2016 2 6

North AmericaFinance and Insurance 2016 2 6

North AmericaProfessional, Scientific, and Technical ServicesUndetermined 999 2016 2 5

North AmericaProfessional, Scientific, and Technical ServicesUndetermined 999 2016 2 5

Europe & Central AsiaRetail Trade 2016 2 5

East Asia & PacificRetail Trade 2016 2 5

North AmericaEducational Services 2016 2 4

Europe & Central AsiaFinance and Insurance 2016 2 4

North AmericaOther Services (except Public Administration)Undetermined 999 2016 2 4

East Asia & PacificPublic AdministrationThailand THA 2016 2 3

North AmericaHealth Care and Social Assistance 2016 2 3

Europe & Central AsiaRetail Trade 2016 2 3

North AmericaEducational ServicesUnited Kingdom of Great Britain and Northern IrelandGBR 2016 2 1

North AmericaArts, Entertainment, and RecreationUndetermined 999 2016 2 1

North AmericaPublic AdministrationUndetermined 999 2016 1 31

Europe & Central AsiaManagement of Companies and Enterprises2016 1 30

North AmericaHealth Care and Social Assistance 2016 1 29

Europe & Central AsiaFinance and Insurance 2016 1 29

North AmericaRetail Trade 2016 1 29

Europe & Central AsiaPublic AdministrationAzerbaijanAZE 2016 1 28

Europe & Central AsiaPublic AdministrationAzerbaijanAZE 2016 1 28

East Asia & PacificPublic AdministrationThailand THA 2016 1 28

Europe & Central AsiaPublic AdministrationAzerbaijanAZE 2016 1 28

North AmericaProfessional, Scientific, and Technical Services2016 1 28

North AmericaProfessional, Scientific, and Technical Services2016 1 28

Europe & Central AsiaPublic AdministrationAzerbaijanAZE 2016 1 28

North AmericaAccommodation and Food Services 2016 1 27

North AmericaPublic Administration 2016 1 26

Latin America & CaribbeanPublic AdministrationCosta RicaCRI 2016 1 26

North AmericaHealth Care and Social Assistance 2016 1 26

Middle East & North AfricaUtilities 2016 1 26

North AmericaOther Services (except Public Administration)Undetermined 999 2016 1 25

North AmericaArts, Entertainment, and Recreation 2016 1 25

Middle East & North AfricaFinance and Insurance 2016 1 24

Europe & Central AsiaTransportation and WarehousingUndetermined 999 2016 1 24

North AmericaPublic AdministrationUndetermined 999 2016 1 23

North AmericaPublic AdministrationUndetermined 999 2016 1 23

North AmericaPublic AdministrationUndetermined 999 2016 1 23

East Asia & PacificProfessional, Scientific, and Technical ServicesUndetermined 999 2016 1 23

Europe & Central AsiaManufacturingUndetermined 999 2016 1 23

East Asia & PacificTransportation and WarehousingUndetermined 999 2016 1 23

North AmericaProfessional, Scientific, and Technical ServicesSaudi ArabiaSAU 2016 1 23

Europe & Central AsiaPublic Administration 2016 1 22

Middle East & North AfricaPublic AdministrationUndetermined 999 2016 1 22

North AmericaEducational Services 2016 1 22

Europe & Central AsiaArts, Entertainment, and Recreation 2016 1 22

Europe & Central AsiaPublic AdministrationAzerbaijanAZE 2016 1 21

Europe & Central AsiaPublic AdministrationAzerbaijanAZE 2016 1 21

Europe & Central AsiaPublic AdministrationAzerbaijanAZE 2016 1 21



Europe & Central AsiaPublic AdministrationAzerbaijanAZE 2016 1 21

Europe & Central AsiaPublic AdministrationAzerbaijanAZE 2016 1 21

Europe & Central AsiaPublic AdministrationAzerbaijanAZE 2016 1 21

Europe & Central AsiaPublic AdministrationAzerbaijanAZE 2016 1 21

Europe & Central AsiaPublic AdministrationAzerbaijanAZE 2016 1 21

Europe & Central AsiaPublic AdministrationAzerbaijanAZE 2016 1 21

Europe & Central AsiaPublic AdministrationAzerbaijanAZE 2016 1 21

Europe & Central AsiaPublic AdministrationAzerbaijanAZE 2016 1 21

Europe & Central AsiaPublic AdministrationAzerbaijanAZE 2016 1 21

Europe & Central AsiaPublic AdministrationAzerbaijanAZE 2016 1 21

Europe & Central AsiaPublic AdministrationAzerbaijanAZE 2016 1 21

Europe & Central AsiaPublic AdministrationAzerbaijanAZE 2016 1 21

Europe & Central AsiaPublic AdministrationAzerbaijanAZE 2016 1 21

Europe & Central AsiaPublic AdministrationAzerbaijanAZE 2016 1 21

Europe & Central AsiaPublic AdministrationAzerbaijanAZE 2016 1 21

Europe & Central AsiaPublic AdministrationAzerbaijanAZE 2016 1 21

Europe & Central AsiaPublic AdministrationAzerbaijanAZE 2016 1 21

Europe & Central AsiaPublic AdministrationAzerbaijanAZE 2016 1 21

Europe & Central AsiaPublic AdministrationAzerbaijanAZE 2016 1 21

Europe & Central AsiaPublic AdministrationAzerbaijanAZE 2016 1 21

Europe & Central AsiaPublic AdministrationAzerbaijanAZE 2016 1 21

Europe & Central AsiaPublic AdministrationAzerbaijanAZE 2016 1 21

Europe & Central AsiaPublic AdministrationAzerbaijanAZE 2016 1 21

Europe & Central AsiaPublic AdministrationAzerbaijanAZE 2016 1 21

Europe & Central AsiaPublic AdministrationAzerbaijanAZE 2016 1 21

Europe & Central AsiaPublic AdministrationAzerbaijanAZE 2016 1 21

Europe & Central AsiaPublic AdministrationAzerbaijanAZE 2016 1 21

Europe & Central AsiaPublic AdministrationAzerbaijanAZE 2016 1 21

Europe & Central AsiaPublic AdministrationAzerbaijanAZE 2016 1 21

Europe & Central AsiaPublic AdministrationAzerbaijanAZE 2016 1 21

Europe & Central AsiaPublic AdministrationAzerbaijanAZE 2016 1 21

Europe & Central AsiaPublic AdministrationAzerbaijanAZE 2016 1 21

Europe & Central AsiaPublic AdministrationAzerbaijanAZE 2016 1 21

Europe & Central AsiaPublic AdministrationAzerbaijanAZE 2016 1 21

Europe & Central AsiaPublic AdministrationAzerbaijanAZE 2016 1 21

Europe & Central AsiaPublic AdministrationAzerbaijanAZE 2016 1 21

North AmericaHealth Care and Social AssistanceUndetermined 999 2016 1 21

Europe & Central AsiaPublic AdministrationAzerbaijanAZE 2016 1 21

East Asia & PacificArts, Entertainment, and Recreation 2016 1 20

Europe & Central AsiaArts, Entertainment, and Recreation 2016 1 20

East Asia & PacificHealth Care and Social Assistance 2016 1 19

North AmericaProfessional, Scientific, and Technical Services2016 1 19

Europe & Central AsiaFinance and InsuranceRussian FederationRUS 2016 1 19

Europe & Central AsiaFinance and Insurance 2016 1 19

Europe & Central AsiaManufacturing 2016 1 19

North AmericaHealth Care and Social Assistance 2016 1 18

East Asia & PacificEducational ServicesChina CHN 2016 1 18

Europe & Central AsiaInformation 2016 1 18

North AmericaPublic AdministrationUnited States of AmericaUSA 2016 1 18

North AmericaPublic Administration 2016 1 16

Europe & Central AsiaPublic Administration 2016 1 16

Sub-Saharan AfricaProfessional, Scientific, and Technical Services2016 1 16

Latin America & CaribbeanProfessional, Scientific, and Technical Services2016 1 16

Europe & Central AsiaTransportation and Warehousing 2016 1 16

North AmericaFinance and Insurance 2016 1 15



North AmericaOther Services (except Public Administration)United States of AmericaUSA 2016 1 14

East Asia & PacificPublic AdministrationThailand THA 2016 1 14

North AmericaOther Services (except Public Administration)United States of AmericaUSA 2016 1 14

North AmericaHealth Care and Social Assistance 2016 1 14

East Asia & PacificEducational Services 2016 1 14

Europe & Central AsiaUndeterminedUndetermined 999 2016 1 14

East Asia & PacificManufacturingUndetermined 999 2016 1 13

East Asia & PacificPublic AdministrationUndetermined 999 2016 1 13

North AmericaProfessional, Scientific, and Technical Services2016 1 13

North AmericaInformationRussian FederationRUS 2016 1 13

East Asia & PacificManufacturingUndetermined 999 2016 1 13

North AmericaHealth Care and Social Assistance 2016 1 11

North AmericaPublic Administration 2016 1 11

Europe & Central AsiaArts, Entertainment, and Recreation 2016 1 11

North AmericaHealth Care and Social Assistance 2016 1 11

North AmericaProfessional, Scientific, and Technical Services2016 1 11

North AmericaPublic AdministrationUnited States of AmericaUSA 2016 1 11

Europe & Central AsiaOther Services (except Public Administration)2016 1 10

North AmericaProfessional, Scientific, and Technical ServicesUndetermined 999 2016 1 10

Europe & Central AsiaInformationUndetermined 999 2016 1 10

North AmericaUndeterminedUndetermined 999 2016 1 10

Europe & Central AsiaInformation 2016 1 9

South AsiaManufacturingPakistan PAK 2016 1 8

South AsiaOther Services (except Public Administration)Pakistan PAK 2016 1 8

Sub-Saharan AfricaPublic AdministrationNigeria NGA 2016 1 8

Sub-Saharan AfricaPublic AdministrationNigeria NGA 2016 1 8

Sub-Saharan AfricaPublic AdministrationNigeria NGA 2016 1 8

South AsiaPublic AdministrationPakistan PAK 2016 1 8

Sub-Saharan AfricaPublic AdministrationNigeria NGA 2016 1 8

South AsiaEducational Services 2016 1 8

North AmericaProfessional, Scientific, and Technical ServicesUndetermined 999 2016 1 7

East Asia & PacificFinance and Insurance 2016 1 7

North AmericaInformation 2016 1 7

Sub-Saharan AfricaPublic AdministrationUganda UGA 2016 1 6

North AmericaInformation 2016 1 6

Middle East & North AfricaPublic AdministrationUndetermined 999 2016 1 5

Middle East & North AfricaPublic AdministrationUndetermined 999 2016 1 5

Middle East & North AfricaPublic AdministrationUndetermined 999 2016 1 5

Middle East & North AfricaPublic AdministrationUndetermined 999 2016 1 5

Middle East & North AfricaPublic AdministrationUndetermined 999 2016 1 5

Middle East & North AfricaPublic AdministrationUndetermined 999 2016 1 5

Middle East & North AfricaPublic AdministrationUndetermined 999 2016 1 5

East Asia & PacificPublic AdministrationUndetermined 999 2016 1 5

Middle East & North AfricaOther Services (except Public Administration)Japan JPN 2016 1 5

Europe & Central AsiaProfessional, Scientific, and Technical ServicesUndetermined 999 2016 1 5

North AmericaInformation 2016 1 5

Middle East & North AfricaPublic AdministrationUndetermined 999 2016 1 5

North AmericaRetail TradeIran (Islamic Republic of)IRN 2016 1 5

Middle East & North AfricaPublic Administration 2016 1 4

North AmericaOther Services (except Public Administration)2016 1 3

South AsiaEducational ServicesIndia IND 2016 1 3

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2016 1 2

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2016 1 2

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2016 1 2

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2016 1 2



Middle East & North AfricaPublic AdministrationRussian FederationRUS 2016 1 2

Middle East & North AfricaPublic AdministrationRussian FederationRUS 2016 1 2

Middle East & North AfricaPublic AdministrationRussian FederationRUS 2016 1 2

North AmericaOther Services (except Public Administration)United States of AmericaUSA 2016 1 2

Middle East & North AfricaPublic AdministrationRussian FederationRUS 2016 1 2

North AmericaPublic AdministrationMexico MEX 2015 12 31

South AsiaInformation 2015 12 31

Europe & Central AsiaInformation 2015 12 31

Europe & Central AsiaWholesale TradeUndetermined 999 2015 12 31

Europe & Central AsiaOther Services (except Public Administration)2015 12 30

South AsiaInformationIndia IND 2015 12 30

North AmericaOther Services (except Public Administration)2015 12 29

North AmericaOther Services (except Public Administration)2015 12 29

North AmericaEducational Services 2015 12 29

North AmericaInformation 2015 12 29

Middle East & North AfricaRetail Trade 2015 12 28

Europe & Central AsiaFinance and InsuranceUndetermined 999 2015 12 26

Europe & Central AsiaFinance and InsuranceUndetermined 999 2015 12 26

Europe & Central AsiaFinance and InsuranceUndetermined 999 2015 12 26

Latin America & CaribbeanPublic AdministrationEgypt EGY 2015 12 25

North AmericaInformation 2015 12 25

East Asia & PacificOther Services (except Public Administration)Undetermined 999 2015 12 25

North AmericaInformationUndetermined 999 2015 12 24

North AmericaInformation 2015 12 24

Europe & Central AsiaUtilities Russian FederationRUS 2015 12 23

North AmericaAccommodation and Food Services 2015 12 23

Europe & Central AsiaUtilities Russian FederationRUS 2015 12 23

East Asia & PacificUndetermined 2015 12 21

Latin America & CaribbeanOther Services (except Public Administration)2015 12 21

Europe & Central AsiaPublic AdministrationAzerbaijanAZE 2015 12 19

Europe & Central AsiaPublic AdministrationAzerbaijanAZE 2015 12 19

North AmericaInformationUndetermined 999 2015 12 18

North AmericaAccommodation and Food Services 2015 12 17

Europe & Central AsiaInformation 2015 12 17

North AmericaInformation 2015 12 17

North AmericaPublic Administration 2015 12 16

North AmericaProfessional, Scientific, and Technical ServicesUndetermined 999 2015 12 16

North AmericaOther Services (except Public Administration)2015 12 15

North AmericaPublic AdministrationUndetermined 999 2015 12 14

Europe & Central AsiaPublic AdministrationSyrian Arab RepublicSYR 2015 12 14

Europe & Central AsiaPublic AdministrationUndetermined 999 2015 12 14

North AmericaPublic AdministrationSyrian Arab RepublicSYR 2015 12 14

North AmericaRetail TradeUndetermined 999 2015 12 14

Europe & Central AsiaInformationRussian FederationRUS 2015 12 14

North AmericaInformation 2015 12 14

North AmericaReal Estate and Rental and LeasingUndetermined 999 2015 12 12

Europe & Central AsiaPublic Administration 2015 12 11

North AmericaInformation 2015 12 11

Europe & Central AsiaInformation 2015 12 11

Europe & Central AsiaInformation 2015 12 11

East Asia & PacificPublic AdministrationUndetermined 999 2015 12 10

Europe & Central AsiaArts, Entertainment, and Recreation 2015 12 10

North AmericaAccommodation and Food Services 2015 12 9

Sub-Saharan AfricaArts, Entertainment, and Recreation 2015 12 9

North AmericaHealth Care and Social Assistance 2015 12 9



#N/A Information 2015 12 9

North AmericaInformation 2015 12 8

South AsiaOther Services (except Public Administration)2015 12 8

Europe & Central AsiaEducational Services 2015 12 7

North AmericaAccommodation and Food Services 2015 12 7

North AmericaOther Services (except Public Administration)2015 12 7

Europe & Central AsiaInformationUndetermined 999 2015 12 7

North AmericaProfessional, Scientific, and Technical ServicesUndetermined 999 2015 12 7

Europe & Central AsiaHealth Care and Social AssistanceUndetermined 999 2015 12 7

Europe & Central AsiaInformation 2015 12 7

Europe & Central AsiaInformationUndetermined 999 2015 12 7

East Asia & PacificPublic AdministrationUndetermined 999 2015 12 4

Europe & Central AsiaAccommodation and Food Services 2015 12 4

Middle East & North AfricaRetail TradeUndetermined 999 2015 12 4

North AmericaInformation 2015 12 3

Europe & Central AsiaInformationUndetermined 999 2015 12 2

East Asia & PacificPublic Administration 2015 12 1

Latin America & CaribbeanInformationUndetermined 999 2015 12 1

Europe & Central AsiaPublic AdministrationUndetermined 999 2015 11 30

Europe & Central AsiaPublic AdministrationUndetermined 999 2015 11 30

North AmericaPublic AdministrationAlgeria DZA 2015 11 28

North AmericaPublic AdministrationAlgeria DZA 2015 11 28

South AsiaPublic AdministrationIndia IND 2015 11 28

North AmericaPublic AdministrationAlgeria DZA 2015 11 28

East Asia & PacificUndetermined 2015 11 28

South AsiaFinance and InsuranceIndia IND 2015 11 27

Europe & Central AsiaInformation 2015 11 27

South AsiaOther Services (except Public Administration)Pakistan PAK 2015 11 26

Europe & Central AsiaFinance and InsuranceRussian FederationRUS 2015 11 25

Middle East & North AfricaFinance and InsuranceUndetermined 999 2015 11 25

North AmericaArts, Entertainment, and Recreation 2015 11 23

Europe & Central AsiaEducational Services 2015 11 23

Sub-Saharan AfricaInformationUndetermined 999 2015 11 23

East Asia & PacificOther Services (except Public Administration)2015 11 22

East Asia & PacificPublic AdministrationUndetermined 999 2015 11 21

Middle East & North AfricaOther Services (except Public Administration)Undetermined 999 2015 11 21

North AmericaAccommodation and Food Services 2015 11 20

#N/A Other Services (except Public Administration)Undetermined 999 2015 11 18

#N/A Other Services (except Public Administration)Undetermined 999 2015 11 18

North AmericaInformation 2015 11 18

South AsiaOther Services (except Public Administration)2015 11 17

Europe & Central AsiaRetail Trade 2015 11 17

North AmericaAccommodation and Food Services 2015 11 15

North AmericaRetail Trade 2015 11 15

Latin America & CaribbeanPublic Administration 2015 11 13

Europe & Central AsiaInformation 2015 11 13

East Asia & PacificEducational Services 2015 11 12

Europe & Central AsiaEducational ServicesUndetermined 999 2015 11 11

North AmericaInformation 2015 11 11

Europe & Central AsiaInformationUndetermined 999 2015 11 11

North AmericaInformationUndetermined 999 2015 11 11

Europe & Central AsiaFinance and InsuranceArmenia ARM 2015 11 11

East Asia & PacificEducational Services 2015 11 10

Europe & Central AsiaInformation 2015 11 10

North AmericaInformationUndetermined 999 2015 11 10



North AmericaInformationUndetermined 999 2015 11 10

North AmericaInformationUndetermined 999 2015 11 10

North AmericaInformationUndetermined 999 2015 11 10

Europe & Central AsiaInformationRussian FederationRUS 2015 11 10

Europe & Central AsiaPublic Administration 2015 11 9

Europe & Central AsiaInformation 2015 11 9

North AmericaInformation 2015 11 9

East Asia & PacificInformation 2015 11 9

Europe & Central AsiaTransportation and WarehousingUndetermined 999 2015 11 9

Latin America & CaribbeanPublic AdministrationUndetermined 999 2015 11 8

Middle East & North AfricaInformation 2015 11 8

Europe & Central AsiaFinance and InsuranceUndetermined 999 2015 11 6

North AmericaPublic AdministrationIran (Islamic Republic of)IRN 2015 11 6

North AmericaPublic AdministrationUnited States of AmericaUSA 2015 11 6

North AmericaOther Services (except Public Administration)Undetermined 999 2015 11 6

Europe & Central AsiaInformation 2015 11 6

North AmericaInformationUndetermined 999 2015 11 6

North AmericaInformationUndetermined 999 2015 11 6

North AmericaInformationUndetermined 999 2015 11 6

North AmericaInformationUndetermined 999 2015 11 6

North AmericaAccommodation and Food Services 2015 11 5

North AmericaHealth Care and Social Assistance 2015 11 5

Europe & Central AsiaInformation 2015 11 5

Europe & Central AsiaInformationRussian FederationRUS 2015 11 5

North AmericaInformation 2015 11 4

North AmericaAdministrative and Support and Waste Management and Remediation Services2015 11 4

North AmericaInformationRussian FederationRUS 2015 11 4

North AmericaEducational Services 2015 11 3

North AmericaInformationUndetermined 999 2015 11 3

Europe & Central AsiaInformationUndetermined 999 2015 11 3

Middle East & North AfricaOther Services (except Public Administration)Undetermined 999 2015 11 2

North AmericaInformationUndetermined 999 2015 11 1

North AmericaProfessional, Scientific, and Technical ServicesUndetermined 999 2015 11 1

Europe & Central AsiaOther Services (except Public Administration)United Arab EmiratesARE 2015 11 1

South AsiaEducational ServicesIndia IND 2015 10 31

South AsiaEducational ServicesIndia IND 2015 10 31

South AsiaEducational ServicesIndia IND 2015 10 31

North AmericaInformationUndetermined 999 2015 10 31

East Asia & PacificRetail Trade 2015 10 30

East Asia & PacificRetail Trade 2015 10 30

North AmericaInformationUndetermined 999 2015 10 30

East Asia & PacificRetail Trade 2015 10 30

South AsiaRetail TradeUndetermined 999 2015 10 29

Latin America & CaribbeanPublic AdministrationUndetermined 999 2015 10 29

North AmericaPublic AdministrationUndetermined 999 2015 10 28

Europe & Central AsiaInformation 2015 10 28

Europe & Central AsiaUtilities 2015 10 28

Europe & Central AsiaPublic AdministrationUnited States of AmericaUSA 2015 10 26

North AmericaHealth Care and Social Assistance 2015 10 26

North AmericaEducational Services 2015 10 26

Middle East & North AfricaPublic AdministrationLebanon LBN 2015 10 25

North AmericaProfessional, Scientific, and Technical Services2015 10 25

East Asia & PacificInformationUndetermined 999 2015 10 25

Middle East & North AfricaOther Services (except Public Administration)Egypt EGY 2015 10 24

Middle East & North AfricaPublic AdministrationEgypt EGY 2015 10 24



Middle East & North AfricaPublic AdministrationEgypt EGY 2015 10 24

Middle East & North AfricaPublic AdministrationEgypt EGY 2015 10 24

Middle East & North AfricaPublic AdministrationEgypt EGY 2015 10 24

Middle East & North AfricaPublic AdministrationEgypt EGY 2015 10 24

Middle East & North AfricaPublic AdministrationEgypt EGY 2015 10 24

Middle East & North AfricaPublic AdministrationEgypt EGY 2015 10 24

Middle East & North AfricaPublic AdministrationEgypt EGY 2015 10 24

South AsiaOther Services (except Public Administration)Undetermined 999 2015 10 24

Europe & Central AsiaPublic Administration 2015 10 23

Europe & Central AsiaInformation 2015 10 23

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2015 10 22

North AmericaOther Services (except Public Administration)United States of AmericaUSA 2015 10 21

#N/A Other Services (except Public Administration)United States of AmericaUSA 2015 10 21

North AmericaOther Services (except Public Administration)United States of AmericaUSA 2015 10 21

East Asia & PacificPublic AdministrationKorea (the Democratic People's Republic of)PRK 2015 10 21

North AmericaOther Services (except Public Administration)United States of AmericaUSA 2015 10 21

North AmericaRetail Trade 2015 10 21

South AsiaPublic AdministrationPakistan PAK 2015 10 20

South AsiaInformationUndetermined 999 2015 10 20

East Asia & PacificPublic AdministrationKorea (the Democratic People's Republic of)PRK 2015 10 20

East Asia & PacificPublic AdministrationKorea (the Democratic People's Republic of)PRK 2015 10 20

East Asia & PacificPublic AdministrationKorea (the Democratic People's Republic of)PRK 2015 10 20

East Asia & PacificTransportation and WarehousingUndetermined 999 2015 10 18

North AmericaPublic AdministrationUnited States of AmericaUSA 2015 10 18

East Asia & PacificTransportation and WarehousingUndetermined 999 2015 10 18

North AmericaOther Services (except Public Administration)2015 10 16

North AmericaAccommodation and Food Services 2015 10 16

North AmericaRetail Trade 2015 10 16

Europe & Central AsiaPublic Administration 2015 10 15

North AmericaInformation 2015 10 15

North AmericaInformationUnited States of AmericaUSA 2015 10 15

Europe & Central AsiaPublic AdministrationBelgium BEL 2015 10 14

Europe & Central AsiaOther Services (except Public Administration)Undetermined 999 2015 10 14

Europe & Central AsiaPublic AdministrationBelgium BEL 2015 10 14

Europe & Central AsiaPublic AdministrationBelgium BEL 2015 10 14

Europe & Central AsiaInformation 2015 10 13

North AmericaPublic AdministrationUndetermined 999 2015 10 13

North AmericaOther Services (except Public Administration)2015 10 12

North AmericaOther Services (except Public Administration)Syrian Arab RepublicSYR 2015 10 9

North AmericaOther Services (except Public Administration)Syrian Arab RepublicSYR 2015 10 9

North AmericaFinance and Insurance 2015 10 9

North AmericaRetail TradeUndetermined 999 2015 10 9

Europe & Central AsiaOther Services (except Public Administration)2015 10 8

Europe & Central AsiaOther Services (except Public Administration)2015 10 8

Europe & Central AsiaOther Services (except Public Administration)2015 10 8

Europe & Central AsiaOther Services (except Public Administration)2015 10 8

Europe & Central AsiaOther Services (except Public Administration)2015 10 8

Latin America & CaribbeanPublic AdministrationBrazil BRA 2015 10 8

Europe & Central AsiaOther Services (except Public Administration)2015 10 8

North AmericaFinance and InsuranceChina CHN 2015 10 7

North AmericaPublic Administration 2015 10 6

Europe & Central AsiaEducational ServicesUndetermined 999 2015 10 6

North AmericaFinance and Insurance 2015 10 5

Middle East & North AfricaInformationIsrael ISR 2015 10 5

South AsiaInformationUndetermined 999 2015 10 5



East Asia & PacificTransportation and WarehousingKorea (the Democratic People's Republic of)PRK 2015 10 5

Europe & Central AsiaInformationRussian FederationRUS 2015 10 5

South AsiaPublic AdministrationPakistan PAK 2015 10 3

East Asia & PacificRetail Trade 2015 10 2

North AmericaOther Services (except Public Administration)2015 10 1

North AmericaFinance and InsuranceUndetermined 999 2015 10 1

North AmericaInformation 2015 10 1

Latin America & CaribbeanOther Services (except Public Administration)2015 10 1

North AmericaEducational ServicesMexico MEX 2015 9 30

Latin America & CaribbeanPublic AdministrationUndetermined 999 2015 9 30

North AmericaAccommodation and Food Services 2015 9 30

Europe & Central AsiaInformationUndetermined 999 2015 9 30

East Asia & PacificRetail Trade 2015 9 30

Europe & Central AsiaFinance and InsuranceItaly ITA 2015 9 28

Europe & Central AsiaFinance and InsuranceItaly ITA 2015 9 28

South AsiaPublic AdministrationUndetermined 999 2015 9 27

North AmericaEducational Services 2015 9 27

North AmericaTransportation and Warehousing 2015 9 27

North AmericaPublic AdministrationUndetermined 999 2015 9 26

North AmericaAccommodation and Food Services 2015 9 25

North AmericaEducational Services 2015 9 25

North AmericaWholesale Trade 2015 9 25

Latin America & CaribbeanOther Services (except Public Administration)2015 9 25

North AmericaInformation 2015 9 24

North AmericaInformation 2015 9 24

North AmericaInformation 2015 9 24

Europe & Central AsiaRetail TradeUndetermined 999 2015 9 24

East Asia & PacificPublic AdministrationUndetermined 999 2015 9 22

North AmericaReal Estate and Rental and Leasing 2015 9 22

Latin America & CaribbeanFinance and InsuranceUndetermined 999 2015 9 22

North AmericaOther Services (except Public Administration)2015 9 21

#N/A InformationRussian FederationRUS 2015 9 19

North AmericaInformation 2015 9 18

North AmericaInformationUndetermined 999 2015 9 18

North AmericaInformationUndetermined 999 2015 9 18

North AmericaInformationUndetermined 999 2015 9 18

North AmericaInformationUndetermined 999 2015 9 18

North AmericaInformation 2015 9 18

Europe & Central AsiaAdministrative and Support and Waste Management and Remediation ServicesUndetermined 999 2015 9 18

North AmericaInformationUndetermined 999 2015 9 18

Europe & Central AsiaHealth Care and Social AssistanceUndetermined 999 2015 9 18

North AmericaOther Services (except Public Administration)2015 9 16

South AsiaEducational ServicesUndetermined 999 2015 9 16

North AmericaOther Services (except Public Administration)2015 9 15

North AmericaAccommodation and Food Services 2015 9 15

North AmericaInformation 2015 9 15

Europe & Central AsiaPublic Administration 2015 9 14

East Asia & PacificEducational ServicesUndetermined 999 2015 9 13

Europe & Central AsiaPublic AdministrationJapan JPN 2015 9 11

East Asia & PacificEducational Services 2015 9 11

South AsiaEducational ServicesBangladeshBGD 2015 9 11

North AmericaFinance and Insurance 2015 9 10

North AmericaPublic Administration 2015 9 8

North AmericaWholesale Trade 2015 9 8

#N/A Other Services (except Public Administration)Undetermined 999 2015 9 4



#N/A Other Services (except Public Administration)Undetermined 999 2015 9 4

#N/A Other Services (except Public Administration)Undetermined 999 2015 9 4

#N/A Other Services (except Public Administration)Undetermined 999 2015 9 4

#N/A Other Services (except Public Administration)Undetermined 999 2015 9 4

#N/A Other Services (except Public Administration)Undetermined 999 2015 9 4

#N/A Other Services (except Public Administration)Undetermined 999 2015 9 4

#N/A Other Services (except Public Administration)Undetermined 999 2015 9 4

Europe & Central AsiaPublic AdministrationUndetermined 999 2015 9 4

North AmericaOther Services (except Public Administration)2015 9 4

East Asia & PacificEducational Services 2015 9 4

#N/A Other Services (except Public Administration)Undetermined 999 2015 9 4

Europe & Central AsiaPublic AdministrationUndetermined 999 2015 9 3

Europe & Central AsiaPublic AdministrationUndetermined 999 2015 9 3

North AmericaEducational ServicesUnited States of AmericaUSA 2015 9 3

North AmericaFinance and Insurance 2015 9 3

South AsiaInformationUndetermined 999 2015 9 3

Europe & Central AsiaPublic AdministrationUndetermined 999 2015 9 1

North AmericaAccommodation and Food Services 2015 9 1

North AmericaOther Services (except Public Administration)2015 8 31

North AmericaOther Services (except Public Administration)2015 8 30

North AmericaOther Services (except Public Administration)2015 8 29

North AmericaOther Services (except Public Administration)2015 8 29

Latin America & CaribbeanInformationUndetermined 999 2015 8 28

Europe & Central AsiaInformation 2015 8 27

Europe & Central AsiaHealth Care and Social AssistanceUnited Kingdom of Great Britain and Northern IrelandGBR 2015 8 26

North AmericaInformation 2015 8 25

North AmericaProfessional, Scientific, and Technical Services2015 8 24

North AmericaEducational ServicesUndetermined 999 2015 8 23

North AmericaEducational ServicesUndetermined 999 2015 8 23

North AmericaEducational ServicesUndetermined 999 2015 8 23

North AmericaEducational ServicesUndetermined 999 2015 8 23

Middle East & North AfricaPublic AdministrationSaudi ArabiaSAU 2015 8 23

East Asia & PacificPublic AdministrationPhilippinesPHL 2015 8 23

North AmericaEducational ServicesUndetermined 999 2015 8 23

North AmericaRetail TradeUndetermined 999 2015 8 23

South AsiaEducational ServicesUndetermined 999 2015 8 22

Sub-Saharan AfricaPublic AdministrationUndetermined 999 2015 8 21

North AmericaEducational Services 2015 8 20

Latin America & CaribbeanOther Services (except Public Administration)2015 8 20

South AsiaOther Services (except Public Administration)India IND 2015 8 19

North AmericaInformation 2015 8 19

Europe & Central AsiaInformationUndetermined 999 2015 8 19

East Asia & PacificOther Services (except Public Administration)2015 8 18

South AsiaPublic AdministrationNepal NPL 2015 8 17

#N/A Other Services (except Public Administration)Undetermined 999 2015 8 17

North AmericaEducational ServicesUndetermined 999 2015 8 17

Europe & Central AsiaPublic AdministrationAzerbaijanAZE 2015 8 15

North AmericaPublic Administration 2015 8 14

North AmericaEducational Services 2015 8 14

North AmericaUndetermined 2015 8 14

North AmericaEducational Services 2015 8 12

North AmericaEducational Services 2015 8 12

North AmericaEducational Services 2015 8 12

North AmericaInformation 2015 8 12

Latin America & CaribbeanPublic AdministrationMexico MEX 2015 8 10



Europe & Central AsiaRetail Trade 2015 8 8

Europe & Central AsiaOther Services (except Public Administration)Undetermined 999 2015 8 8

Latin America & CaribbeanTransportation and Warehousing 2015 8 8

Latin America & CaribbeanOther Services (except Public Administration)Ecuador ECU 2015 8 7

North AmericaAdministrative and Support and Waste Management and Remediation Services2015 8 7

North AmericaTransportation and Warehousing 2015 8 7

Europe & Central AsiaWholesale TradeUndetermined 999 2015 8 7

North AmericaPublic Administration 2015 8 6

North AmericaArts, Entertainment, and RecreationUndetermined 999 2015 8 6

North AmericaProfessional, Scientific, and Technical ServicesUndetermined 999 2015 8 6

Middle East & North AfricaRetail Trade 2015 8 6

North AmericaInformation 2015 8 6

East Asia & PacificFinance and Insurance 2015 8 5

East Asia & PacificFinance and Insurance 2015 8 5

South AsiaPublic AdministrationSri Lanka LKA 2015 8 5

North AmericaFinance and Insurance 2015 8 5

North AmericaInformation 2015 8 5

East Asia & PacificFinance and Insurance 2015 8 5

North AmericaInformation 2015 8 4

Europe & Central AsiaEducational Services 2015 8 4

North AmericaOther Services (except Public Administration)2015 8 4

North AmericaReal Estate and Rental and LeasingUnited States of AmericaUSA 2015 8 3

Middle East & North AfricaFinance and Insurance 2015 8 3

North AmericaPublic AdministrationUnited States of AmericaUSA 2015 8 1

North AmericaArts, Entertainment, and RecreationUnited States of AmericaUSA 2015 8 1

North AmericaOther Services (except Public Administration)2015 8 1

North AmericaHealth Care and Social Assistance 2015 8 1

East Asia & PacificPublic Administration 2015 8 1

North AmericaEducational Services 2015 7 31

Europe & Central AsiaFinance and Insurance 2015 7 31

North AmericaHealth Care and Social Assistance 2015 7 30

North AmericaAdministrative and Support and Waste Management and Remediation Services2015 7 30

North AmericaInformation 2015 7 30

North AmericaManufacturing 2015 7 29

North AmericaTransportation and Warehousing 2015 7 29

Europe & Central AsiaArts, Entertainment, and RecreationUndetermined 999 2015 7 27

North AmericaAccommodation and Food Services 2015 7 27

North AmericaHealth Care and Social Assistance 2015 7 26

North AmericaInformationUnited States of AmericaUSA 2015 7 26

Middle East & North AfricaProfessional, Scientific, and Technical ServicesMorocco MAR 2015 7 25

Middle East & North AfricaInformationMorocco MAR 2015 7 25

Middle East & North AfricaInformationMorocco MAR 2015 7 25

East Asia & PacificEducational ServicesUndetermined 999 2015 7 25

North AmericaPublic AdministrationUndetermined 999 2015 7 25

Europe & Central AsiaInformationUndetermined 999 2015 7 24

North AmericaHealth Care and Social Assistance 2015 7 24

Europe & Central AsiaFinance and Insurance 2015 7 23

North AmericaPublic AdministrationUndetermined 999 2015 7 22

#N/A InformationUndetermined 999 2015 7 21

#N/A Other Services (except Public Administration)United States of AmericaUSA 2015 7 20

#N/A Other Services (except Public Administration)United States of AmericaUSA 2015 7 20

#N/A Other Services (except Public Administration)United States of AmericaUSA 2015 7 20

#N/A Other Services (except Public Administration)United States of AmericaUSA 2015 7 20

#N/A Other Services (except Public Administration)United States of AmericaUSA 2015 7 20

#N/A Other Services (except Public Administration)United States of AmericaUSA 2015 7 20



Europe & Central AsiaOther Services (except Public Administration)United States of AmericaUSA 2015 7 19

North AmericaOther Services (except Public Administration)Undetermined 999 2015 7 19

North AmericaOther Services (except Public Administration)United States of AmericaUSA 2015 7 18

North AmericaPublic AdministrationUndetermined 999 2015 7 18

North AmericaRetail Trade 2015 7 17

Europe & Central AsiaRetail Trade 2015 7 17

North AmericaRetail Trade 2015 7 17

North AmericaRetail Trade 2015 7 17

North AmericaRetail Trade 2015 7 17

Europe & Central AsiaFinance and InsuranceFrance FRA 2015 7 17

North AmericaRetail Trade 2015 7 17

North AmericaEducational Services 2015 7 17

Europe & Central AsiaRetail Trade 2015 7 16

Europe & Central AsiaFinance and Insurance 2015 7 16

South AsiaPublic AdministrationPakistan PAK 2015 7 15

North AmericaInformation 2015 7 15

Europe & Central AsiaArts, Entertainment, and Recreation 2015 7 15

Europe & Central AsiaInformation 2015 7 14

North AmericaFinance and Insurance 2015 7 14

East Asia & PacificPublic AdministrationIsrael ISR 2015 7 13

Europe & Central AsiaInformation 2015 7 13

East Asia & PacificInformation 2015 7 13

North AmericaInformationUndetermined 999 2015 7 13

Europe & Central AsiaInformationUndetermined 999 2015 7 13

South AsiaPublic Administration 2015 7 12

North AmericaEducational ServicesUndetermined 999 2015 7 12

North AmericaOther Services (except Public Administration)United States of AmericaUSA 2015 7 11

North AmericaPublic AdministrationUndetermined 999 2015 7 10

North AmericaPublic AdministrationUnited States of AmericaUSA 2015 7 10

North AmericaInformationUndetermined 999 2015 7 10

North AmericaOther Services (except Public Administration)2015 7 10

North AmericaPublic AdministrationUndetermined 999 2015 7 9

Europe & Central AsiaPublic AdministrationUndetermined 999 2015 7 8

Middle East & North AfricaOther Services (except Public Administration)Syrian Arab RepublicSYR 2015 7 8

North AmericaAccommodation and Food Services 2015 7 8

#N/A Other Services (except Public Administration)Undetermined 999 2015 7 7

#N/A Other Services (except Public Administration)Undetermined 999 2015 7 7

Europe & Central AsiaPublic Administration 2015 7 7

Europe & Central AsiaPublic Administration 2015 7 7

Middle East & North AfricaAccommodation and Food ServicesIsrael ISR 2015 7 7

#N/A Other Services (except Public Administration)Undetermined 999 2015 7 7

South AsiaReal Estate and Rental and Leasing 2015 7 7

North AmericaOther Services (except Public Administration)2015 7 6

North AmericaArts, Entertainment, and Recreation 2015 7 6

North AmericaArts, Entertainment, and RecreationUndetermined 999 2015 7 5

Europe & Central AsiaInformationItaly ITA 2015 7 5

South AsiaInformationIndia IND 2015 7 4

North AmericaPublic AdministrationUndetermined 999 2015 7 3

North AmericaPublic AdministrationUndetermined 999 2015 7 3

North AmericaPublic AdministrationUndetermined 999 2015 7 3

Europe & Central AsiaPublic AdministrationAzerbaijanAZE 2015 7 2

North AmericaInformationUndetermined 999 2015 7 2

North AmericaAccommodation and Food Services 2015 7 1

Europe & Central AsiaInformation 2015 7 1

Europe & Central AsiaProfessional, Scientific, and Technical ServicesItaly ITA 2015 6 23



Latin America & CaribbeanArts, Entertainment, and RecreationUndetermined 999 2015 6 15

North AmericaTransportation and Warehousing 2015 6 15

North AmericaProfessional, Scientific, and Technical Services2015 6 15

East Asia & PacificInformationUndetermined 999 2015 6 15

North AmericaPublic Administration 2015 6 14

Middle East & North AfricaOther Services (except Public Administration)2015 6 13

Middle East & North AfricaOther Services (except Public Administration)2015 6 13

Europe & Central AsiaPublic Administration 2015 6 11

North AmericaPublic Administration 2015 6 11

North AmericaPublic AdministrationIsrael ISR 2015 6 10

North AmericaPublic AdministrationNew ZealandNZL 2015 6 10

North AmericaPublic Administration 2015 6 10

North AmericaWholesale Trade 2015 6 10

East Asia & PacificOther Services (except Public Administration)2015 6 10

Europe & Central AsiaProfessional, Scientific, and Technical Services2015 6 10

North AmericaPublic Administration 2015 6 9

Europe & Central AsiaInformation 2015 6 9

South AsiaTransportation and WarehousingUndetermined 999 2015 6 9

North AmericaPublic AdministrationSyrian Arab RepublicSYR 2015 6 8

East Asia & PacificInformationUndetermined 999 2015 6 6

North AmericaHealth Care and Social Assistance 2015 6 5

Europe & Central AsiaManufacturing 2015 6 5

North AmericaAccommodation and Food Services 2015 6 5

North AmericaRetail Trade 2015 6 4

East Asia & PacificInformation 2015 6 4

North AmericaPublic Administration 2015 6 4

North AmericaPublic AdministrationIsrael ISR 2015 6 2

North AmericaAccommodation and Food Services 2015 6 2

North AmericaManufacturing 2015 6 2

North AmericaInformation 2015 6 2

North AmericaHealth Care and Social Assistance 2015 6 2

East Asia & PacificPublic AdministrationViet Nam VNM 2015 5 31

East Asia & PacificPublic AdministrationViet Nam VNM 2015 5 31

East Asia & PacificPublic AdministrationViet Nam VNM 2015 5 31

East Asia & PacificPublic AdministrationViet Nam VNM 2015 5 31

East Asia & PacificPublic AdministrationViet Nam VNM 2015 5 31

East Asia & PacificPublic AdministrationViet Nam VNM 2015 5 31

East Asia & PacificPublic AdministrationViet Nam VNM 2015 5 31

East Asia & PacificRetail TradeViet Nam VNM 2015 5 31

East Asia & PacificRetail TradeViet Nam VNM 2015 5 31

East Asia & PacificPublic AdministrationViet Nam VNM 2015 5 31

East Asia & PacificPublic AdministrationViet Nam VNM 2015 5 31

East Asia & PacificPublic AdministrationViet Nam VNM 2015 5 31

East Asia & PacificPublic AdministrationViet Nam VNM 2015 5 31

East Asia & PacificPublic AdministrationViet Nam VNM 2015 5 31

East Asia & PacificPublic AdministrationViet Nam VNM 2015 5 31

East Asia & PacificPublic AdministrationViet Nam VNM 2015 5 31

#N/A Public AdministrationViet Nam VNM 2015 5 31

#N/A Public AdministrationViet Nam VNM 2015 5 31

#N/A Public AdministrationViet Nam VNM 2015 5 31

East Asia & PacificOther Services (except Public Administration)Undetermined 999 2015 5 30

North AmericaWholesale Trade 2015 5 28

East Asia & PacificPublic Administration 2015 5 28

South AsiaInformationUndetermined 999 2015 5 28

Europe & Central AsiaHealth Care and Social Assistance 2015 5 26



North AmericaPublic Administration 2015 5 26

North AmericaEducational ServicesUndetermined 999 2015 5 26

North AmericaArts, Entertainment, and RecreationUndetermined 999 2015 5 25

Europe & Central AsiaInformation 2015 5 25

East Asia & PacificPublic AdministrationUndetermined 999 2015 5 24

Europe & Central AsiaPublic AdministrationUndetermined 999 2015 5 24

South AsiaPublic AdministrationSaudi ArabiaSAU 2015 5 24

East Asia & PacificPublic AdministrationUndetermined 999 2015 5 24

North AmericaInformationUndetermined 999 2015 5 24

Europe & Central AsiaWholesale Trade 2015 5 24

Sub-Saharan AfricaReal Estate and Rental and Leasing 2015 5 23

North AmericaOther Services (except Public Administration)United States of AmericaUSA 2015 5 23

North AmericaPublic AdministrationUndetermined 999 2015 5 22

North AmericaHealth Care and Social AssistanceUnited States of AmericaUSA 2015 5 22

North AmericaHealth Care and Social Assistance 2015 5 22

North AmericaFinance and Insurance 2015 5 22

North AmericaInformation 2015 5 22

Middle East & North AfricaPublic Administration 2015 5 22

North AmericaWholesale Trade 2015 5 21

North AmericaInformation 2015 5 21

North AmericaOther Services (except Public Administration)2015 5 21

North AmericaPublic AdministrationUnited States of AmericaUSA 2015 5 20

Europe & Central AsiaPublic AdministrationUndetermined 999 2015 5 19

East Asia & PacificEducational ServicesNew ZealandNZL 2015 5 18

North AmericaHealth Care and Social Assistance 2015 5 18

North AmericaPublic AdministrationIsrael ISR 2015 5 18

Latin America & CaribbeanPublic AdministrationChile CHL 2015 5 17

North AmericaArts, Entertainment, and RecreationUndetermined 999 2015 5 16

Europe & Central AsiaPublic Administration 2015 5 15

North AmericaEducational Services 2015 5 15

North AmericaPublic Administration 2015 5 14

Europe & Central AsiaInformation 2015 5 14

North AmericaInformationSyrian Arab RepublicSYR 2015 5 14

North AmericaPublic Administration 2015 5 13

Latin America & CaribbeanPublic AdministrationUndetermined 999 2015 5 11

North AmericaFinance and Insurance 2015 5 11

East Asia & PacificPublic Administration 2015 5 11

Europe & Central AsiaRetail Trade 2015 5 11

Europe & Central AsiaPublic AdministrationUndetermined 999 2015 5 11

Latin America & CaribbeanPublic AdministrationUndetermined 999 2015 5 11

Sub-Saharan AfricaPublic AdministrationIndonesia IDN 2015 5 11

North AmericaAccommodation and Food Services 2015 5 11

Europe & Central AsiaPublic AdministrationUndetermined 999 2015 5 8

Europe & Central AsiaManufacturing 2015 5 8

Europe & Central AsiaArts, Entertainment, and Recreation 2015 5 8

North AmericaOther Services (except Public Administration)2015 5 7

North AmericaAccommodation and Food Services 2015 5 7

Middle East & North AfricaPublic AdministrationIran (Islamic Republic of)IRN 2015 5 7

Latin America & CaribbeanArts, Entertainment, and RecreationBrazil BRA 2015 5 6

North AmericaAccommodation and Food Services 2015 5 6

Europe & Central AsiaConstructionUndetermined 999 2015 5 5

North AmericaFinance and Insurance 2015 5 5

North AmericaEducational Services 2015 5 4

North AmericaPublic AdministrationUnited States of AmericaUSA 2015 5 4

North AmericaRetail Trade 2015 5 4



East Asia & PacificManufacturingIsrael ISR 2015 5 3

North AmericaPublic AdministrationUndetermined 999 2015 5 3

East Asia & PacificPublic AdministrationIsrael ISR 2015 5 2

South AsiaRetail TradeUndetermined 999 2015 5 2

East Asia & PacificPublic AdministrationIsrael ISR 2015 5 2

Europe & Central AsiaArts, Entertainment, and RecreationUndetermined 999 2015 5 1

North AmericaInformation 2015 5 1

Europe & Central AsiaAccommodation and Food Services 2015 5 1

North AmericaOther Services (except Public Administration)Undetermined 999 2015 5 1

North AmericaPublic Administration 2015 5 1

South AsiaInformationIndia IND 2015 4 30

North AmericaHealth Care and Social Assistance 2015 4 30

North AmericaHealth Care and Social Assistance 2015 4 30

North AmericaEducational Services 2015 4 30

Europe & Central AsiaTransportation and Warehousing 2015 4 29

North AmericaEducational Services 2015 4 28

Europe & Central AsiaOther Services (except Public Administration)Undetermined 999 2015 4 27

South AsiaPublic AdministrationIndia IND 2015 4 27

North AmericaHealth Care and Social Assistance 2015 4 27

Europe & Central AsiaAccommodation and Food Services 2015 4 26

North AmericaFinance and InsuranceIndonesia IDN 2015 4 25

North AmericaHealth Care and Social AssistanceUndetermined 999 2015 4 24

#N/A InformationUndetermined 999 2015 4 24

North AmericaRetail Trade 2015 4 24

North AmericaFinance and Insurance 2015 4 24

North AmericaEducational ServicesAlgeria DZA 2015 4 23

#N/A Information 2015 4 23

North AmericaManufacturingUndetermined 999 2015 4 23

North AmericaEducational Services 2015 4 22

North AmericaAccommodation and Food Services 2015 4 21

North AmericaMining, Quarrying, and Oil and Gas ExtractionCanada CAN 2015 4 21

Middle East & North AfricaManufacturingUndetermined 999 2015 4 21

Middle East & North AfricaPublic AdministrationUndetermined 999 2015 4 20

North AmericaEducational ServicesAlgeria DZA 2015 4 17

North AmericaEducational ServicesUndetermined 999 2015 4 17

East Asia & PacificInformation 2015 4 16

East Asia & PacificInformationBangladeshBGD 2015 4 15

East Asia & PacificInformationBangladeshBGD 2015 4 15

East Asia & PacificInformationBangladeshBGD 2015 4 15

East Asia & PacificInformationBangladeshBGD 2015 4 15

Europe & Central AsiaInformationUndetermined 999 2015 4 15

Europe & Central AsiaArts, Entertainment, and Recreation 2015 4 14

Middle East & North AfricaArts, Entertainment, and Recreation 2015 4 14

Middle East & North AfricaInformationIsrael ISR 2015 4 14

Europe & Central AsiaArts, Entertainment, and Recreation 2015 4 14

East Asia & PacificPublic Administration 2015 4 14

Europe & Central AsiaInformation 2015 4 14

North AmericaOther Services (except Public Administration)United States of AmericaUSA 2015 4 14

#N/A Other Services (except Public Administration)Turkey TUR 2015 4 13

Europe & Central AsiaOther Services (except Public Administration)2015 4 13

North AmericaHealth Care and Social Assistance 2015 4 13

Middle East & North AfricaInformation 2015 4 13

Middle East & North AfricaInformation 2015 4 13

East Asia & PacificTransportation and WarehousingAlgeria DZA 2015 4 13

North AmericaPublic AdministrationCanada CAN 2015 4 12



Middle East & North AfricaWholesale TradeUndetermined 999 2015 4 11

East Asia & PacificPublic AdministrationUndetermined 999 2015 4 10

North AmericaAccommodation and Food Services 2015 4 10

Europe & Central AsiaPublic AdministrationTurkmenistanTKM 2015 4 9

Europe & Central AsiaInformationRussian FederationRUS 2015 4 9

North AmericaArts, Entertainment, and Recreation 2015 4 8

Middle East & North AfricaInformationUndetermined 999 2015 4 7

Europe & Central AsiaPublic AdministrationSaudi ArabiaSAU 2015 4 7

North AmericaPublic Administration 2015 4 7

North AmericaPublic Administration 2015 4 7

Middle East & North AfricaEducational ServicesIsrael ISR 2015 4 7

Middle East & North AfricaProfessional, Scientific, and Technical ServicesIsrael ISR 2015 4 7

Middle East & North AfricaManufacturingIsrael ISR 2015 4 7

Middle East & North AfricaManufacturingIsrael ISR 2015 4 7

Middle East & North AfricaOther Services (except Public Administration)Israel ISR 2015 4 7

Middle East & North AfricaOther Services (except Public Administration)Israel ISR 2015 4 7

#N/A Public AdministrationIndonesia IDN 2015 4 5

North AmericaEducational ServicesUndetermined 999 2015 4 5

East Asia & PacificOther Services (except Public Administration)2015 4 4

North AmericaReal Estate and Rental and Leasing 2015 4 4

North AmericaHealth Care and Social Assistance 2015 4 3

Europe & Central AsiaInformationUndetermined 999 2015 4 1

North AmericaRetail Trade 2015 4 1

North AmericaInformationSyrian Arab RepublicSYR 2015 3 31

North AmericaInformationSyrian Arab RepublicSYR 2015 3 31

North AmericaInformationSyrian Arab RepublicSYR 2015 3 31

North AmericaInformationSyrian Arab RepublicSYR 2015 3 31

South AsiaPublic Administration 2015 3 31

North AmericaInformationUndetermined 999 2015 3 31

North AmericaInformationSyrian Arab RepublicSYR 2015 3 31

North AmericaPublic AdministrationUnited States of AmericaUSA 2015 3 30

Europe & Central AsiaArts, Entertainment, and Recreation 2015 3 30

East Asia & PacificInformation 2015 3 30

Europe & Central AsiaTransportation and WarehousingFrance FRA 2015 3 30

Europe & Central AsiaTransportation and Warehousing 2015 3 29

East Asia & PacificRetail TradeUndetermined 999 2015 3 29

Sub-Saharan AfricaPublic AdministrationNigeria NGA 2015 3 28

North AmericaPublic AdministrationUndetermined 999 2015 3 28

North AmericaInformationUndetermined 999 2015 3 28

Europe & Central AsiaInformationUndetermined 999 2015 3 28

North AmericaOther Services (except Public Administration)2015 3 27

North AmericaInformation 2015 3 27

Europe & Central AsiaPublic Administration 2015 3 26

North AmericaInformation 2015 3 26

North AmericaFinance and Insurance 2015 3 26

North AmericaInformation 2015 3 25

Europe & Central AsiaEducational Services 2015 3 25

North AmericaInformation 2015 3 24

North AmericaInformationUndetermined 999 2015 3 24

North AmericaInformation 2015 3 24

North AmericaWholesale Trade 2015 3 24

North AmericaOther Services (except Public Administration)Undetermined 999 2015 3 23

North AmericaPublic AdministrationAlgeria DZA 2015 3 21

North AmericaInformationUndetermined 999 2015 3 21

Europe & Central AsiaInformationUndetermined 999 2015 3 21



Europe & Central AsiaOther Services (except Public Administration)2015 3 20

North AmericaOther Services (except Public Administration)2015 3 20

North AmericaHealth Care and Social Assistance 2015 3 20

North AmericaTransportation and Warehousing 2015 3 20

East Asia & PacificEducational ServicesAustralia AUS 2015 3 19

North AmericaHealth Care and Social Assistance 2015 3 17

North AmericaInformationUndetermined 999 2015 3 17

North AmericaFinance and Insurance 2015 3 17

East Asia & PacificUtilities Korea (the Democratic People's Republic of)PRK 2015 3 17

Europe & Central AsiaPublic Administration 2015 3 16

North AmericaHealth Care and Social Assistance 2015 3 16

North AmericaEducational ServicesAustralia AUS 2015 3 16

East Asia & PacificEducational ServicesAustralia AUS 2015 3 16

East Asia & PacificInformation 2015 3 16

North AmericaPublic AdministrationUnited States of AmericaUSA 2015 3 15

North AmericaPublic Administration 2015 3 14

North AmericaPublic Administration 2015 3 14

Europe & Central AsiaArts, Entertainment, and Recreation 2015 3 13

North AmericaHealth Care and Social Assistance 2015 3 13

Europe & Central AsiaInformation 2015 3 13

#N/A Other Services (except Public Administration)Undetermined 999 2015 3 12

Europe & Central AsiaOther Services (except Public Administration)Turkey TUR 2015 3 12

North AmericaPublic AdministrationUndetermined 999 2015 3 11

North AmericaOther Services (except Public Administration)2015 3 11

South AsiaInformation 2015 3 11

North AmericaAccommodation and Food Services 2015 3 10

Europe & Central AsiaOther Services (except Public Administration)2015 3 9

South AsiaOther Services (except Public Administration)2015 3 8

North AmericaPublic AdministrationIsrael ISR 2015 3 7

North AmericaProfessional, Scientific, and Technical Services2015 3 7

North AmericaProfessional, Scientific, and Technical ServicesUndetermined 999 2015 3 7

North AmericaPublic AdministrationIsrael ISR 2015 3 6

North AmericaPublic AdministrationIsrael ISR 2015 3 5

Europe & Central AsiaInformation 2015 3 5

North AmericaPublic AdministrationUnited States of AmericaUSA 2015 3 5

North AmericaPublic AdministrationUnited States of AmericaUSA 2015 3 5

North AmericaOther Services (except Public Administration)2015 3 4

East Asia & PacificAccommodation and Food Services 2015 3 4

North AmericaProfessional, Scientific, and Technical Services2015 3 4

North AmericaManufacturing 2015 3 3

North AmericaPublic AdministrationUkraine UKR 2015 3 2

North AmericaOther Services (except Public Administration)Undetermined 999 2015 3 2

North AmericaInformationUndetermined 999 2015 3 2

North AmericaRetail Trade 2015 3 2

North AmericaInformationUndetermined 999 2015 3 2

North AmericaEducational Services 2015 3 1

North AmericaPublic AdministrationChina CHN 2015 3 1

North AmericaOther Services (except Public Administration)Undetermined 999 2015 2 28

North AmericaArts, Entertainment, and RecreationUndetermined 999 2015 2 28

East Asia & PacificOther Services (except Public Administration)Undetermined 999 2015 2 27

North AmericaEducational ServicesUnited States of AmericaUSA 2015 2 27

Europe & Central AsiaEducational ServicesPortugal PRT 2015 2 27

Europe & Central AsiaInformation 2015 2 27

Latin America & CaribbeanPublic Administration 2015 2 26

East Asia & PacificProfessional, Scientific, and Technical ServicesUndetermined 999 2015 2 26



North AmericaArts, Entertainment, and Recreation 2015 2 25

North AmericaRetail Trade 2015 2 25

East Asia & PacificEducational Services 2015 2 25

North AmericaPublic Administration 2015 2 25

East Asia & PacificManufacturingUndetermined 999 2015 2 25

North AmericaOther Services (except Public Administration)2015 2 24

Middle East & North AfricaEducational ServicesUndetermined 999 2015 2 24

East Asia & PacificInformationUndetermined 999 2015 2 24

Middle East & North AfricaInformation 2015 2 23

Middle East & North AfricaFinance and InsuranceSaudi ArabiaSAU 2015 2 23

North AmericaArts, Entertainment, and Recreation 2015 2 21

North AmericaHealth Care and Social AssistanceUndetermined 999 2015 2 21

North AmericaFinance and Insurance 2015 2 19

North AmericaInformation 2015 2 18

North AmericaInformation 2015 2 18

North AmericaEducational ServicesIsrael ISR 2015 2 18

North AmericaInformationUndetermined 999 2015 2 17

Sub-Saharan AfricaPublic AdministrationUndetermined 999 2015 2 17

North AmericaOther Services (except Public Administration)2015 2 17

Europe & Central AsiaArts, Entertainment, and Recreation 2015 2 17

North AmericaInformationUndetermined 999 2015 2 17

East Asia & PacificInformationUndetermined 999 2015 2 17

Middle East & North AfricaFinance and InsuranceSaudi ArabiaSAU 2015 2 17

#N/A Other Services (except Public Administration)2015 2 16

North AmericaEducational ServicesIsrael ISR 2015 2 15

Europe & Central AsiaProfessional, Scientific, and Technical ServicesUndetermined 999 2015 2 14

South AsiaFinance and Insurance 2015 2 14

East Asia & PacificFinance and Insurance 2015 2 14

Middle East & North AfricaInformationJapan JPN 2015 2 14

Latin America & CaribbeanManufacturing 2015 2 14

North AmericaPublic Administration 2015 2 13

Middle East & North AfricaOther Services (except Public Administration)Syrian Arab RepublicSYR 2015 2 12

East Asia & PacificEducational ServicesUndetermined 999 2015 2 12

North AmericaInformation 2015 2 12

Latin America & CaribbeanFinance and Insurance 2015 2 12

Europe & Central AsiaPublic Administration 2015 2 11

North AmericaPublic Administration 2015 2 10

North AmericaOther Services (except Public Administration)United States of AmericaUSA 2015 2 10

East Asia & PacificEducational Services 2015 2 10

North AmericaInformationUndetermined 999 2015 2 10

North AmericaTransportation and Warehousing 2015 2 10

Europe & Central AsiaPublic Administration 2015 2 9

#N/A Other Services (except Public Administration)Undetermined 999 2015 2 9

North AmericaAccommodation and Food Services 2015 2 9

South AsiaArts, Entertainment, and Recreation 2015 2 9

North AmericaPublic AdministrationUndetermined 999 2015 2 6

North AmericaOther Services (except Public Administration)2015 2 6

North AmericaFinance and Insurance 2015 2 5

North AmericaInformation 2015 2 4

North AmericaAccommodation and Food Services 2015 2 3

North AmericaEducational ServicesUndetermined 999 2015 2 3

East Asia & PacificProfessional, Scientific, and Technical Services2015 2 3

North AmericaInformationUndetermined 999 2015 2 3

North AmericaWholesale TradeUndetermined 999 2015 2 3

North AmericaAdministrative and Support and Waste Management and Remediation ServicesUndetermined 999 2015 2 2



Europe & Central AsiaInformationUndetermined 999 2015 2 2

East Asia & PacificPublic AdministrationPhilippinesPHL 2015 1 31

North AmericaEducational Services 2015 1 31

North AmericaInformationUndetermined 999 2015 1 31

East Asia & PacificInformationPhilippinesPHL 2015 1 31

Europe & Central AsiaOther Services (except Public Administration)Algeria DZA 2015 1 30

Europe & Central AsiaPublic AdministrationFrance FRA 2015 1 29

South AsiaPublic AdministrationUndetermined 999 2015 1 29

Europe & Central AsiaArts, Entertainment, and Recreation 2015 1 29

North AmericaEducational ServicesSaudi ArabiaSAU 2015 1 29

#N/A Other Services (except Public Administration)Undetermined 999 2015 1 29

North AmericaAccommodation and Food Services 2015 1 28

Sub-Saharan AfricaInformation 2015 1 28

North AmericaOther Services (except Public Administration)2015 1 27

North AmericaOther Services (except Public Administration)2015 1 27

Europe & Central AsiaAdministrative and Support and Waste Management and Remediation ServicesFrance FRA 2015 1 27

North AmericaInformation 2015 1 26

North AmericaInformation 2015 1 26

East Asia & PacificTransportation and WarehousingUndetermined 999 2015 1 26

North AmericaPublic AdministrationUndetermined 999 2015 1 25

Europe & Central AsiaOther Services (except Public Administration)Undetermined 999 2015 1 25

Sub-Saharan AfricaPublic Administration 2015 1 24

North AmericaEducational ServicesUndetermined 999 2015 1 24

North AmericaInformationUndetermined 999 2015 1 24

Europe & Central AsiaInformation 2015 1 24

North AmericaWholesale Trade 2015 1 23

Europe & Central AsiaPublic AdministrationIsrael ISR 2015 1 22

Europe & Central AsiaPublic AdministrationIsrael ISR 2015 1 22

Sub-Saharan AfricaPublic AdministrationGhana GHA 2015 1 21

North AmericaAccommodation and Food Services 2015 1 20

East Asia & PacificFinance and InsuranceUndetermined 999 2015 1 20

Europe & Central AsiaInformationSyrian Arab RepublicSYR 2015 1 20

East Asia & PacificOther Services (except Public Administration)New ZealandNZL 2015 1 19

East Asia & PacificOther Services (except Public Administration)New ZealandNZL 2015 1 19

East Asia & PacificInformation 2015 1 19

North AmericaPublic AdministrationAlgeria DZA 2015 1 18

South AsiaOther Services (except Public Administration)Undetermined 999 2015 1 18

North AmericaInformation 2015 1 17

East Asia & PacificEducational ServicesUndetermined 999 2015 1 17

North AmericaRetail Trade 2015 1 17

North AmericaInformation 2015 1 17

North AmericaPublic AdministrationUndetermined 999 2015 1 16

Europe & Central AsiaOther Services (except Public Administration)2015 1 16

North AmericaEducational Services 2015 1 16

North AmericaInformationUndetermined 999 2015 1 16

North AmericaRetail Trade 2015 1 16

#N/A Other Services (except Public Administration)Undetermined 999 2015 1 14

Middle East & North AfricaOther Services (except Public Administration)Undetermined 999 2015 1 14

North AmericaUndetermined 2015 1 14

North AmericaPublic AdministrationJapan JPN 2015 1 12

North AmericaPublic AdministrationJapan JPN 2015 1 12

#N/A InformationUndetermined 999 2015 1 12

Europe & Central AsiaReal Estate and Rental and Leasing 2015 1 12

Latin America & CaribbeanFinance and InsuranceKorea (the Democratic People's Republic of)PRK 2015 1 12

Latin America & CaribbeanOther Services (except Public Administration)2015 1 12



East Asia & PacificPublic AdministrationUndetermined 999 2015 1 11

North AmericaInformation 2015 1 11

North AmericaPublic AdministrationUndetermined 999 2015 1 9

North AmericaInformationUndetermined 999 2015 1 9

North AmericaInformationUndetermined 999 2015 1 9

Europe & Central AsiaFinance and InsuranceFrance FRA 2015 1 9

North AmericaInformationUndetermined 999 2015 1 9

Europe & Central AsiaPublic AdministrationUndetermined 999 2015 1 8

North AmericaInformationUndetermined 999 2015 1 8

Europe & Central AsiaPublic AdministrationUkraine UKR 2015 1 7

Europe & Central AsiaPublic AdministrationUkraine UKR 2015 1 7

North AmericaEducational ServicesUndetermined 999 2015 1 7

Europe & Central AsiaPublic AdministrationUkraine UKR 2015 1 7

North AmericaEducational ServicesUndetermined 999 2015 1 7

East Asia & PacificRetail TradeUndetermined 999 2015 1 7

East Asia & PacificFinance and Insurance 2015 1 7

Europe & Central AsiaEducational ServicesUnited Kingdom of Great Britain and Northern IrelandGBR 2015 1 6

North AmericaEducational ServicesUnited States of AmericaUSA 2015 1 6

Europe & Central AsiaPublic Administration 2015 1 5

Europe & Central AsiaFinance and Insurance 2015 1 5

Europe & Central AsiaInformationUndetermined 999 2015 1 5

North AmericaEducational ServicesUndetermined 999 2015 1 4

North AmericaEducational ServicesUndetermined 999 2015 1 4

North AmericaEducational ServicesUndetermined 999 2015 1 4

North AmericaEducational ServicesUndetermined 999 2015 1 4

North AmericaEducational ServicesUndetermined 999 2015 1 4

East Asia & PacificHealth Care and Social Assistance 2015 1 4

North AmericaEducational ServicesUndetermined 999 2015 1 4

Europe & Central AsiaInformationUndetermined 999 2015 1 4

Europe & Central AsiaPublic AdministrationTurkey TUR 2015 1 2

#N/A Public AdministrationUndetermined 999 2015 1 2

North AmericaEducational Services 2015 1 2

Europe & Central AsiaAdministrative and Support and Waste Management and Remediation ServicesUnited Kingdom of Great Britain and Northern IrelandGBR 2015 1 2

Europe & Central AsiaOther Services (except Public Administration)India IND 2015 1 1

North AmericaEducational ServicesIndonesia IDN 2015 1 1

North AmericaInformationUndetermined 999 2015 1 1

East Asia & PacificRetail TradeUndetermined 999 2015 1 1

Europe & Central AsiaManufacturing 2014 12 22

North AmericaArts, Entertainment, and RecreationKorea (the Democratic People's Republic of)PRK 2014 11 21

North AmericaUtilities 2014 11 20

North AmericaAccommodation and Food Services 2014 11 13

North AmericaPublic Administration 2014 11 12

North AmericaPublic Administration 2014 11 9

North AmericaHealth Care and Social Assistance 2014 11 7

East Asia & PacificPublic Administration 2014 11 1

North AmericaFinance and Insurance 2014 10 31

North AmericaOther Services (except Public Administration)2014 10 30

North AmericaTransportation and Warehousing 2014 10 30

North AmericaPublic Administration 2014 10 29

North AmericaRetail Trade 2014 10 29

North AmericaInformation 2014 10 28

North AmericaPublic Administration 2014 10 28

South AsiaOther Services (except Public Administration)India IND 2014 10 27

North AmericaFinance and Insurance 2014 10 27

Middle East & North AfricaRetail TradeUndetermined 999 2014 10 27



Middle East & North AfricaPublic AdministrationUndetermined 999 2014 10 26

Middle East & North AfricaPublic AdministrationUndetermined 999 2014 10 26

Middle East & North AfricaPublic AdministrationUndetermined 999 2014 10 26

Middle East & North AfricaPublic AdministrationUndetermined 999 2014 10 26

Middle East & North AfricaPublic AdministrationUndetermined 999 2014 10 26

Middle East & North AfricaPublic AdministrationUndetermined 999 2014 10 26

Europe & Central AsiaInformationUkraine UKR 2014 10 24

North AmericaProfessional, Scientific, and Technical Services2014 10 24

Europe & Central AsiaFinance and InsuranceJapan JPN 2014 10 24

North AmericaUndetermined 2014 10 24

Europe & Central AsiaPublic AdministrationAzerbaijanAZE 2014 10 23

Europe & Central AsiaPublic AdministrationAzerbaijanAZE 2014 10 23

Europe & Central AsiaFinance and InsuranceAzerbaijanAZE 2014 10 23

Europe & Central AsiaOther Services (except Public Administration)AzerbaijanAZE 2014 10 23

North AmericaInformation 2014 10 23

East Asia & PacificInformation 2014 10 21

North AmericaRetail Trade 2014 10 21

South AsiaPublic AdministrationIndia IND 2014 10 20

North AmericaOther Services (except Public Administration)2014 10 20

North AmericaInformation 2014 10 20

South AsiaPublic AdministrationIndia IND 2014 10 19

South AsiaOther Services (except Public Administration)Pakistan PAK 2014 10 19

Europe & Central AsiaInformationAlbania ALB 2014 10 18

North AmericaUndetermined 2014 10 17

South AsiaEducational ServicesIndia IND 2014 10 16

South AsiaPublic AdministrationUndetermined 999 2014 10 15

North AmericaOther Services (except Public Administration)United States of AmericaUSA 2014 10 15

North AmericaHealth Care and Social Assistance 2014 10 15

North AmericaPublic Administration 2014 10 14

Europe & Central AsiaOther Services (except Public Administration)2014 10 13

Europe & Central AsiaOther Services (except Public Administration)2014 10 13

East Asia & PacificPublic AdministrationUndetermined 999 2014 10 13

East Asia & PacificOther Services (except Public Administration)2014 10 13

East Asia & PacificOther Services (except Public Administration)2014 10 13

East Asia & PacificOther Services (except Public Administration)2014 10 13

North AmericaPublic Administration 2014 10 13

East Asia & PacificPublic AdministrationUndetermined 999 2014 10 13

East Asia & PacificOther Services (except Public Administration)2014 10 13

Europe & Central AsiaOther Services (except Public Administration)2014 10 13

North AmericaProfessional, Scientific, and Technical Services2014 10 13

North AmericaOther Services (except Public Administration)2014 10 12

South AsiaInformationIndia IND 2014 10 12

East Asia & PacificArts, Entertainment, and RecreationUndetermined 999 2014 10 11

South AsiaEducational ServicesUndetermined 999 2014 10 10

North AmericaProfessional, Scientific, and Technical Services2014 10 10

North AmericaRetail Trade 2014 10 10

South AsiaUtilities Pakistan PAK 2014 10 9

#N/A Other Services (except Public Administration)2014 10 9

South AsiaEducational ServicesPakistan PAK 2014 10 9

South AsiaOther Services (except Public Administration)2014 10 9

#N/A Other Services (except Public Administration)2014 10 9

North AmericaEducational Services 2014 10 9

Europe & Central AsiaEducational Services 2014 10 9

South AsiaTransportation and WarehousingPakistan PAK 2014 10 9

South AsiaOther Services (except Public Administration)2014 10 8



South AsiaOther Services (except Public Administration)Pakistan PAK 2014 10 8

North AmericaPublic AdministrationSaudi ArabiaSAU 2014 10 7

East Asia & PacificInformation 2014 10 7

North AmericaOther Services (except Public Administration)2014 10 6

North AmericaOther Services (except Public Administration)2014 10 6

North AmericaOther Services (except Public Administration)2014 10 6

North AmericaOther Services (except Public Administration)2014 10 6

North AmericaOther Services (except Public Administration)2014 10 6

East Asia & PacificInformationIndonesia IDN 2014 10 5

North AmericaEducational Services 2014 10 3

North AmericaOther Services (except Public Administration)Syrian Arab RepublicSYR 2014 10 2

Middle East & North AfricaAdministrative and Support and Waste Management and Remediation ServicesUndetermined 999 2014 10 2

North AmericaUndetermined 2014 10 2

North AmericaRetail Trade 2014 10 2

East Asia & PacificFinance and Insurance 2014 10 1

East Asia & PacificFinance and Insurance 2014 10 1

East Asia & PacificFinance and Insurance 2014 10 1

Europe & Central AsiaOther Services (except Public Administration)2014 10 1

East Asia & PacificFinance and Insurance 2014 10 1

North AmericaInformationUnited States of AmericaUSA 2014 10 1

North AmericaInformationUnited States of AmericaUSA 2014 10 1

North AmericaInformationUnited States of AmericaUSA 2014 10 1

North AmericaInformationUnited States of AmericaUSA 2014 10 1

North AmericaPublic AdministrationUnited States of AmericaUSA 2014 10 1

East Asia & PacificTransportation and Warehousing 2014 9 30

North AmericaInformation 2014 9 29

Europe & Central AsiaFinance and Insurance 2014 9 29

North AmericaOther Services (except Public Administration)2014 9 27

North AmericaOther Services (except Public Administration)2014 9 25

South AsiaPublic Administration 2014 9 24

North AmericaOther Services (except Public Administration)2014 9 23

North AmericaAccommodation and Food Services 2014 9 23

North AmericaEducational Services 2014 9 23

North AmericaInformationUndetermined 999 2014 9 23

North AmericaInformation 2014 9 23

Latin America & CaribbeanOther Services (except Public Administration)Undetermined 999 2014 9 20

Europe & Central AsiaPublic AdministrationRomania ROU 2014 9 19

East Asia & PacificArts, Entertainment, and RecreationUndetermined 999 2014 9 19

Middle East & North AfricaInformation 2014 9 18

Middle East & North AfricaInformation 2014 9 18

North AmericaProfessional, Scientific, and Technical Services2014 9 17

Middle East & North AfricaPublic AdministrationUndetermined 999 2014 9 17

Europe & Central AsiaProfessional, Scientific, and Technical ServicesUndetermined 999 2014 9 17

Europe & Central AsiaInformation 2014 9 17

North AmericaMining, Quarrying, and Oil and Gas Extraction2014 9 17

Latin America & CaribbeanInformation 2014 9 15

North AmericaPublic AdministrationUnited States of AmericaUSA 2014 9 15

Europe & Central AsiaInformation 2014 9 15

North AmericaAccommodation and Food Services 2014 9 14

Middle East & North AfricaInformationUndetermined 999 2014 9 13

North AmericaEducational Services 2014 9 12

North AmericaInformation 2014 9 12

North AmericaHealth Care and Social Assistance 2014 9 11

North AmericaOther Services (except Public Administration)2014 9 10

East Asia & PacificInformation 2014 9 9



North AmericaRetail Trade 2014 9 9

East Asia & PacificInformationUndetermined 999 2014 9 9

Middle East & North AfricaPublic AdministrationIsrael ISR 2014 9 8

Middle East & North AfricaOther Services (except Public Administration)2014 9 8

North AmericaInformationUndetermined 999 2014 9 8

Europe & Central AsiaRetail TradeUndetermined 999 2014 9 8

South AsiaPublic AdministrationPakistan PAK 2014 9 6

North AmericaEducational Services 2014 9 6

North AmericaPublic Administration 2014 9 5

North AmericaAccommodation and Food Services 2014 9 5

South AsiaPublic AdministrationPakistan PAK 2014 9 5

South AsiaPublic AdministrationPakistan PAK 2014 9 4

North AmericaRetail Trade 2014 9 4

North AmericaManufacturing 2014 9 4

North AmericaAccommodation and Food Services 2014 9 3

#N/A Information 2014 9 2

North AmericaRetail Trade 2014 9 2

East Asia & PacificPublic AdministrationNew ZealandNZL 2014 9 1

South AsiaPublic Administration 2014 9 1

North AmericaOther Services (except Public Administration)2014 8 31

North AmericaOther Services (except Public Administration)2014 8 31

North AmericaOther Services (except Public Administration)2014 8 31

North AmericaOther Services (except Public Administration)2014 8 31

North AmericaOther Services (except Public Administration)2014 8 31

North AmericaOther Services (except Public Administration)2014 8 31

North AmericaOther Services (except Public Administration)2014 8 31

Middle East & North AfricaPublic AdministrationUndetermined 999 2014 8 30

South AsiaPublic AdministrationUndetermined 999 2014 8 30

South AsiaPublic AdministrationUndetermined 999 2014 8 30

South AsiaPublic AdministrationUndetermined 999 2014 8 30

South AsiaPublic AdministrationUndetermined 999 2014 8 30

East Asia & PacificUndetermined 2014 8 29

North AmericaWholesale Trade 2014 8 29

North AmericaPublic AdministrationUnited States of AmericaUSA 2014 8 28

North AmericaPublic AdministrationUnited States of AmericaUSA 2014 8 28

North AmericaAccommodation and Food Services 2014 8 28

North AmericaArts, Entertainment, and Recreation 2014 8 28

North AmericaEducational ServicesUndetermined 999 2014 8 28

North AmericaInformationUnited States of AmericaUSA 2014 8 28

North AmericaFinance and Insurance 2014 8 27

North AmericaInformation 2014 8 26

East Asia & PacificInformation 2014 8 25

North AmericaInformation 2014 8 25

North AmericaInformation 2014 8 25

Middle East & North AfricaPublic AdministrationUndetermined 999 2014 8 25

Middle East & North AfricaFinance and InsuranceUndetermined 999 2014 8 25

Middle East & North AfricaPublic AdministrationUndetermined 999 2014 8 25

Middle East & North AfricaPublic AdministrationUndetermined 999 2014 8 25

Middle East & North AfricaFinance and InsuranceUndetermined 999 2014 8 25

South AsiaPublic AdministrationNigeria NGA 2014 8 25

East Asia & PacificInformationJapan JPN 2014 8 25

Europe & Central AsiaPublic AdministrationAzerbaijanAZE 2014 8 24

Europe & Central AsiaPublic AdministrationAzerbaijanAZE 2014 8 24

North AmericaAccommodation and Food Services 2014 8 23

North AmericaOther Services (except Public Administration)2014 8 22



North AmericaEducational Services 2014 8 22

South AsiaOther Services (except Public Administration)India IND 2014 8 21

North AmericaEducational Services 2014 8 21

North AmericaInformation 2014 8 21

East Asia & PacificTransportation and Warehousing 2014 8 20

East Asia & PacificPublic Administration 2014 8 20

East Asia & PacificPublic Administration 2014 8 20

North AmericaUndetermined 2014 8 20

North AmericaPublic AdministrationUnited States of AmericaUSA 2014 8 19

North AmericaAccommodation and Food Services 2014 8 19

North AmericaHealth Care and Social Assistance 2014 8 19

North AmericaHealth Care and Social Assistance 2014 8 19

East Asia & PacificPublic Administration 2014 8 18

North AmericaPublic Administration 2014 8 18

Europe & Central AsiaOther Services (except Public Administration)2014 8 18

North AmericaPublic AdministrationUnited States of AmericaUSA 2014 8 17

North AmericaPublic AdministrationGermany DEU 2014 8 17

North AmericaRetail Trade 2014 8 15

Middle East & North AfricaInformationSaudi ArabiaSAU 2014 8 15

Europe & Central AsiaPublic AdministrationUkraine UKR 2014 8 14

North AmericaPublic Administration 2014 8 14

North AmericaRetail Trade 2014 8 14

Europe & Central AsiaPublic AdministrationUndetermined 999 2014 8 14

North AmericaPublic AdministrationUndetermined 999 2014 8 13

North AmericaHealth Care and Social Assistance 2014 8 13

North AmericaOther Services (except Public Administration)2014 8 12

Middle East & North AfricaInformationUndetermined 999 2014 8 12

East Asia & PacificOther Services (except Public Administration)2014 8 11

North AmericaInformation 2014 8 10

Europe & Central AsiaPublic AdministrationUkraine UKR 2014 8 9

Europe & Central AsiaPublic Administration 2014 8 8

North AmericaOther Services (except Public Administration)2014 8 8

Europe & Central AsiaInformationUnited Kingdom of Great Britain and Northern IrelandGBR 2014 8 8

East Asia & PacificPublic AdministrationChina CHN 2014 8 7

North AmericaInformationUndetermined 999 2014 8 7

North AmericaManufacturingUnited States of AmericaUSA 2014 8 7

North AmericaAdministrative and Support and Waste Management and Remediation Services2014 8 6

Middle East & North AfricaAdministrative and Support and Waste Management and Remediation ServicesIran (Islamic Republic of)IRN 2014 8 6

North AmericaRetail Trade 2014 8 5

Europe & Central AsiaRetail Trade 2014 8 5

Middle East & North AfricaPublic AdministrationUndetermined 999 2014 8 2

East Asia & PacificOther Services (except Public Administration)2014 8 1

Europe & Central AsiaInformationUndetermined 999 2014 8 1

Europe & Central AsiaRetail TradeUndetermined 999 2014 8 1

North AmericaPublic AdministrationIsrael ISR 2014 7 31

North AmericaPublic AdministrationIsrael ISR 2014 7 31

North AmericaAccommodation and Food Services 2014 7 31

North AmericaEducational Services 2014 7 31

East Asia & PacificInformation 2014 7 30

North AmericaPublic Administration 2014 7 29

East Asia & PacificPublic Administration 2014 7 25

Europe & Central AsiaFinance and Insurance 2014 7 24

Middle East & North AfricaPublic AdministrationTurkey TUR 2014 7 23

#N/A Public AdministrationTurkey TUR 2014 7 23

North AmericaInformationRussian FederationRUS 2014 7 23



North AmericaInformation 2014 7 23

North AmericaPublic AdministrationRussian FederationRUS 2014 7 22

Sub-Saharan AfricaPublic AdministrationUndetermined 999 2014 7 21

#N/A Professional, Scientific, and Technical ServicesUndetermined 999 2014 7 21

#N/A Professional, Scientific, and Technical ServicesUndetermined 999 2014 7 19

North AmericaRetail Trade 2014 7 18

Middle East & North AfricaInformationIsrael ISR 2014 7 17

North AmericaUtilities 2014 7 17

North AmericaProfessional, Scientific, and Technical Services2014 7 16

Middle East & North AfricaInformationIsrael ISR 2014 7 15

North AmericaUndetermined 2014 7 14

North AmericaInformationRussian FederationRUS 2014 7 14

Middle East & North AfricaPublic AdministrationChina CHN 2014 7 14

North AmericaManufacturingChina CHN 2014 7 13

North AmericaManufacturingChina CHN 2014 7 13

North AmericaPublic Administration 2014 7 11

North AmericaAccommodation and Food Services 2014 7 10

North AmericaEducational Services 2014 7 10

North AmericaWholesale Trade 2014 7 10

Europe & Central AsiaFinance and InsuranceNorway NOR 2014 7 9

Europe & Central AsiaFinance and InsuranceNorway NOR 2014 7 9

Europe & Central AsiaFinance and InsuranceNorway NOR 2014 7 9

Europe & Central AsiaFinance and InsuranceNorway NOR 2014 7 9

Europe & Central AsiaFinance and InsuranceNorway NOR 2014 7 9

Europe & Central AsiaFinance and InsuranceNorway NOR 2014 7 9

North AmericaPublic Administration 2014 7 9

South AsiaPublic Administration 2014 7 9

Europe & Central AsiaInformationNorway NOR 2014 7 9

East Asia & PacificPublic Administration 2014 7 6

Middle East & North AfricaPublic AdministrationSyrian Arab RepublicSYR 2014 7 4

Sub-Saharan AfricaFinance and Insurance 2014 7 4

Europe & Central AsiaInformation 2014 7 3

North AmericaFinance and Insurance 2014 7 3

Europe & Central AsiaPublic Administration 2014 7 2

North AmericaArts, Entertainment, and Recreation 2014 7 1

North AmericaOther Services (except Public Administration)Undetermined 999 2014 6 30

North AmericaEducational Services 2014 6 30

Europe & Central AsiaFinance and InsuranceUkraine UKR 2014 6 30

Europe & Central AsiaPublic AdministrationAzerbaijanAZE 2014 6 28

North AmericaEducational Services 2014 6 26

South AsiaPublic AdministrationPakistan PAK 2014 6 25

East Asia & PacificPublic AdministrationPhilippinesPHL 2014 6 25

North AmericaOther Services (except Public Administration)2014 6 25

North AmericaOther Services (except Public Administration)2014 6 25

North AmericaPublic Administration 2014 6 24

North AmericaInformation 2014 6 24

East Asia & PacificOther Services (except Public Administration)2014 6 23

North AmericaInformation 2014 6 23

North AmericaManagement of Companies and EnterprisesSyrian Arab RepublicSYR 2014 6 22

South AsiaInformationPakistan PAK 2014 6 22

Europe & Central AsiaUtilities 2014 6 22

North AmericaPublic AdministrationUnited States of AmericaUSA 2014 6 21

South AsiaUtilities Pakistan PAK 2014 6 21

East Asia & PacificPublic Administration 2014 6 20

North AmericaAdministrative and Support and Waste Management and Remediation Services2014 6 20



Europe & Central AsiaPublic Administration 2014 6 18

North AmericaInformation 2014 6 18

North AmericaReal Estate and Rental and Leasing 2014 6 18

North AmericaRetail Trade 2014 6 18

Latin America & CaribbeanUtilities Undetermined 999 2014 6 17

Latin America & CaribbeanPublic AdministrationUndetermined 999 2014 6 17

Latin America & CaribbeanInformationUndetermined 999 2014 6 17

Latin America & CaribbeanArts, Entertainment, and RecreationBrazil BRA 2014 6 17

Latin America & CaribbeanArts, Entertainment, and RecreationUndetermined 999 2014 6 17

North AmericaInformation 2014 6 16

North AmericaInformation 2014 6 16

Europe & Central AsiaEducational Services 2014 6 15

North AmericaAccommodation and Food Services 2014 6 14

Europe & Central AsiaAccommodation and Food ServicesFrance FRA 2014 6 13

East Asia & PacificInformation 2014 6 13

North AmericaWholesale Trade 2014 6 12

Europe & Central AsiaOther Services (except Public Administration)Denmark DNK 2014 6 11

Middle East & North AfricaInformationUndetermined 999 2014 6 11

North AmericaInformation 2014 6 11

North AmericaArts, Entertainment, and Recreation 2014 6 10

Europe & Central AsiaArts, Entertainment, and Recreation 2014 6 10

North AmericaInformation 2014 6 10

North AmericaInformation 2014 6 10

North AmericaFinance and Insurance 2014 6 10

North AmericaPublic AdministrationUndetermined 999 2014 6 9

North AmericaMining, Quarrying, and Oil and Gas Extraction2014 6 8

North AmericaPublic Administration 2014 6 6

Europe & Central AsiaProfessional, Scientific, and Technical Services2014 6 6

East Asia & PacificPublic Administration 2014 6 5

North AmericaRetail Trade 2014 6 5

Europe & Central AsiaProfessional, Scientific, and Technical ServicesUndetermined 999 2014 6 4

Europe & Central AsiaProfessional, Scientific, and Technical ServicesUndetermined 999 2014 6 4

Europe & Central AsiaProfessional, Scientific, and Technical ServicesUndetermined 999 2014 6 4

Europe & Central AsiaProfessional, Scientific, and Technical ServicesUndetermined 999 2014 6 4

North AmericaArts, Entertainment, and Recreation 2014 6 2

North AmericaEducational Services 2014 6 2

North AmericaRetail Trade 2014 6 2

North AmericaAgriculture, Forestry, Fishing and Hunting2014 6 2

Europe & Central AsiaOther Services (except Public Administration)Turkey TUR 2014 5 30

Latin America & CaribbeanPublic Administration 2014 5 30

South AsiaInformationPakistan PAK 2014 5 29

Europe & Central AsiaRetail Trade 2014 5 29

South AsiaPublic AdministrationPakistan PAK 2014 5 27

Europe & Central AsiaProfessional, Scientific, and Technical Services2014 5 27

Europe & Central AsiaInformation 2014 5 27

North AmericaPublic AdministrationUnited States of AmericaUSA 2014 5 26

East Asia & PacificPublic Administration 2014 5 26

Europe & Central AsiaPublic AdministrationUkraine UKR 2014 5 22

North AmericaOther Services (except Public Administration)2014 5 21

North AmericaRetail Trade 2014 5 21

North AmericaOther Services (except Public Administration)2014 5 20

North AmericaInformation 2014 5 19

North AmericaInformation 2014 5 17

#N/A Information 2014 5 17

South AsiaPublic AdministrationPakistan PAK 2014 5 16



North AmericaEducational Services 2014 5 16

#N/A Finance and Insurance 2014 5 16

North AmericaProfessional, Scientific, and Technical Services2014 5 16

North AmericaTransportation and Warehousing 2014 5 16

North AmericaEducational Services 2014 5 15

Europe & Central AsiaPublic AdministrationTurkey TUR 2014 5 14

North AmericaOther Services (except Public Administration)2014 5 14

North AmericaArts, Entertainment, and Recreation 2014 5 13

Europe & Central AsiaPublic Administration 2014 5 12

Europe & Central AsiaOther Services (except Public Administration)2014 5 12

South AsiaTransportation and WarehousingIndia IND 2014 5 11

South AsiaManufacturingPakistan PAK 2014 5 11

North AmericaInformation 2014 5 9

North AmericaProfessional, Scientific, and Technical Services2014 5 9

East Asia & PacificArts, Entertainment, and Recreation 2014 5 8

North AmericaProfessional, Scientific, and Technical Services2014 5 7

Europe & Central AsiaInformation 2014 5 7

North AmericaInformationSyrian Arab RepublicSYR 2014 5 7

North AmericaArts, Entertainment, and Recreation 2014 5 5

South AsiaInformationIndia IND 2014 5 3

Europe & Central AsiaOther Services (except Public Administration)Undetermined 999 2014 5 2

North AmericaEducational Services 2014 5 2

North AmericaEducational ServicesUnited States of AmericaUSA 2014 5 2

North AmericaOther Services (except Public Administration)Libya LBY 2014 4 30

North AmericaProfessional, Scientific, and Technical Services2014 4 30

North AmericaInformation 2014 4 30

Europe & Central AsiaInformation 2014 4 30

North AmericaOther Services (except Public Administration)Syrian Arab RepublicSYR 2014 4 29

North AmericaHealth Care and Social Assistance 2014 4 29

Middle East & North AfricaPublic AdministrationLibya LBY 2014 4 28

North AmericaHealth Care and Social AssistanceUndetermined 999 2014 4 28

North AmericaInformation 2014 4 28

South AsiaPublic AdministrationPakistan PAK 2014 4 25

South AsiaPublic AdministrationPakistan PAK 2014 4 25

South AsiaPublic AdministrationPakistan PAK 2014 4 25

South AsiaPublic AdministrationPakistan PAK 2014 4 25

South AsiaPublic AdministrationPakistan PAK 2014 4 25

South AsiaPublic AdministrationPakistan PAK 2014 4 25

Europe & Central AsiaInformationFrance FRA 2014 4 25

North AmericaEducational Services 2014 4 22

North AmericaOther Services (except Public Administration)Undetermined 999 2014 4 21

North AmericaEducational ServicesUndetermined 999 2014 4 21

South AsiaPublic AdministrationIndia IND 2014 4 20

South AsiaOther Services (except Public Administration)India IND 2014 4 19

North AmericaOther Services (except Public Administration)2014 4 18

Europe & Central AsiaFinance and InsuranceTurkey TUR 2014 4 18

North AmericaHealth Care and Social Assistance 2014 4 17

Europe & Central AsiaPublic Administration 2014 4 15

North AmericaOther Services (except Public Administration)2014 4 15

South AsiaUndeterminedIndia IND 2014 4 15

North AmericaInformationUndetermined 999 2014 4 15

Europe & Central AsiaUndetermined 2014 4 15

North AmericaPublic Administration 2014 4 14

Europe & Central AsiaHealth Care and Social Assistance 2014 4 14

South AsiaEducational Services 2014 4 14



#N/A Other Services (except Public Administration)Israel ISR 2014 4 13

Europe & Central AsiaOther Services (except Public Administration)Undetermined 999 2014 4 12

North AmericaAccommodation and Food Services 2014 4 11

North AmericaHealth Care and Social Assistance 2014 4 11

Europe & Central AsiaInformation 2014 4 11

Middle East & North AfricaPublic AdministrationSaudi ArabiaSAU 2014 4 10

North AmericaProfessional, Scientific, and Technical Services2014 4 9

South AsiaOther Services (except Public Administration)Pakistan PAK 2014 4 8

North AmericaHealth Care and Social Assistance 2014 4 8

Europe & Central AsiaEducational Services 2014 4 8

Europe & Central AsiaPublic Administration 2014 4 7

Middle East & North AfricaInformationSyrian Arab RepublicSYR 2014 4 6

Middle East & North AfricaInformationSyrian Arab RepublicSYR 2014 4 6

North AmericaInformationUndetermined 999 2014 4 6

North AmericaRetail Trade 2014 4 5

North AmericaEducational Services 2014 4 4

East Asia & PacificAccommodation and Food ServicesUndetermined 999 2014 4 4

Middle East & North AfricaInformationUnited Arab EmiratesARE 2014 4 3

North AmericaInformation 2014 4 2

North AmericaAdministrative and Support and Waste Management and Remediation ServicesUndetermined 999 2014 4 2

North AmericaInformation 2014 4 1

North AmericaProfessional, Scientific, and Technical ServicesUndetermined 999 2014 4 1

North AmericaPublic AdministrationUndetermined 999 2014 3 31

Middle East & North AfricaPublic Administration 2014 3 31

South AsiaPublic AdministrationPakistan PAK 2014 3 30

Middle East & North AfricaPublic AdministrationIsrael ISR 2014 3 30

Middle East & North AfricaPublic AdministrationKuwait KWT 2014 3 30

Latin America & CaribbeanPublic AdministrationEcuador ECU 2014 3 29

Europe & Central AsiaPublic AdministrationTurkey TUR 2014 3 28

North AmericaEducational Services 2014 3 28

Europe & Central AsiaInformation 2014 3 28

North AmericaRetail Trade 2014 3 28

North AmericaInformation 2014 3 27

North AmericaAccommodation and Food Services 2014 3 26

North AmericaRetail Trade 2014 3 26

North AmericaProfessional, Scientific, and Technical Services2014 3 26

East Asia & PacificProfessional, Scientific, and Technical ServicesKorea (the Republic of)KOR 2014 3 26

North AmericaProfessional, Scientific, and Technical Services2014 3 24

North AmericaPublic Administration 2014 3 22

Middle East & North AfricaInformationUndetermined 999 2014 3 22

North AmericaEducational Services 2014 3 21

North AmericaInformation 2014 3 21

North AmericaProfessional, Scientific, and Technical Services2014 3 21

North AmericaRetail Trade 2014 3 21

North AmericaEducational Services 2014 3 20

East Asia & PacificFinance and Insurance 2014 3 19

North AmericaInformation 2014 3 19

Latin America & CaribbeanManufacturingPakistan PAK 2014 3 18

Latin America & CaribbeanManufacturingPakistan PAK 2014 3 18

East Asia & PacificPublic Administration 2014 3 18

North AmericaOther Services (except Public Administration)2014 3 18

Latin America & CaribbeanManufacturingPakistan PAK 2014 3 18

Europe & Central AsiaPublic AdministrationRussian FederationRUS 2014 3 17

Middle East & North AfricaOther Services (except Public Administration)Syrian Arab RepublicSYR 2014 3 17

North AmericaHealth Care and Social Assistance 2014 3 17



Europe & Central AsiaManufacturing 2014 3 17

East Asia & PacificEducational ServicesUndetermined 999 2014 3 8

South AsiaPublic AdministrationUndetermined 999 2014 3 6

North AmericaReal Estate and Rental and Leasing 2014 3 6

Europe & Central AsiaOther Services (except Public Administration)Undetermined 999 2014 3 5

East Asia & PacificOther Services (except Public Administration)Undetermined 999 2014 3 5

North AmericaHealth Care and Social Assistance 2014 3 5

Europe & Central AsiaOther Services (except Public Administration)2014 2 28

Europe & Central AsiaOther Services (except Public Administration)2014 2 28

Europe & Central AsiaOther Services (except Public Administration)2014 2 28

Europe & Central AsiaOther Services (except Public Administration)2014 2 28

Europe & Central AsiaOther Services (except Public Administration)2014 2 28

Europe & Central AsiaPublic Administration 2014 2 28

North AmericaHealth Care and Social Assistance 2014 2 28

North AmericaRetail Trade 2014 2 28

North AmericaRetail Trade 2014 2 27

North AmericaInformation 2014 2 27

East Asia & PacificPublic AdministrationUndetermined 999 2014 2 26

East Asia & PacificOther Services (except Public Administration)Indonesia IDN 2014 2 25

East Asia & PacificOther Services (except Public Administration)Indonesia IDN 2014 2 25

Latin America & CaribbeanProfessional, Scientific, and Technical ServicesIran (Islamic Republic of)IRN 2014 2 25

Europe & Central AsiaOther Services (except Public Administration)2014 2 24

North AmericaEducational ServicesUndetermined 999 2014 2 23

Europe & Central AsiaOther Services (except Public Administration)Undetermined 999 2014 2 21

North AmericaProfessional, Scientific, and Technical ServicesUndetermined 999 2014 2 21

#N/A Public AdministrationUndetermined 999 2014 2 20

North AmericaInformation 2014 2 20

South AsiaInformationTurkey TUR 2014 2 20

Europe & Central AsiaUtilities 2014 2 20

South AsiaPublic AdministrationUndetermined 999 2014 2 19

Europe & Central AsiaArts, Entertainment, and RecreationSyrian Arab RepublicSYR 2014 2 19

North AmericaEducational Services 2014 2 19

North AmericaEducational Services 2014 2 19

Europe & Central AsiaInformation 2014 2 18

Europe & Central AsiaManufacturing 2014 2 18

North AmericaRetail Trade 2014 2 18

Europe & Central AsiaInformationUndetermined 999 2014 2 17

North AmericaOther Services (except Public Administration)2014 2 16

Latin America & CaribbeanOther Services (except Public Administration)Peru PER 2014 2 15

North AmericaFinance and Insurance 2014 2 14

North AmericaInformationSyrian Arab RepublicSYR 2014 2 14

Europe & Central AsiaPublic Administration 2014 2 13

Europe & Central AsiaPublic AdministrationUkraine UKR 2014 2 13

Europe & Central AsiaOther Services (except Public Administration)Ukraine UKR 2014 2 13

North AmericaOther Services (except Public Administration)Undetermined 999 2014 2 13

North AmericaOther Services (except Public Administration)Undetermined 999 2014 2 13

North AmericaOther Services (except Public Administration)2014 2 13

Europe & Central AsiaPublic AdministrationUndetermined 999 2014 2 12

North AmericaPublic AdministrationTurkey TUR 2014 2 12

Europe & Central AsiaFinance and Insurance 2014 2 12

North AmericaInformationUndetermined 999 2014 2 12

East Asia & PacificFinance and Insurance 2014 2 11

Sub-Saharan AfricaPublic AdministrationSyrian Arab RepublicSYR 2014 2 11

North AmericaOther Services (except Public Administration)Undetermined 999 2014 2 11

Europe & Central AsiaFinance and Insurance 2014 2 11



North AmericaInformation 2014 2 11

Europe & Central AsiaInformationUndetermined 999 2014 2 11

Europe & Central AsiaPublic AdministrationTurkey TUR 2014 2 10

Europe & Central AsiaPublic AdministrationTurkey TUR 2014 2 10

Europe & Central AsiaPublic AdministrationTurkey TUR 2014 2 10

North AmericaUndetermined 2014 2 10

North AmericaManufacturing 2014 2 10

Middle East & North AfricaPublic AdministrationUndetermined 999 2014 2 10

Europe & Central AsiaPublic AdministrationTurkey TUR 2014 2 10

North AmericaAccommodation and Food ServicesIran (Islamic Republic of)IRN 2014 2 10

North AmericaManufacturing 2014 2 10

South AsiaPublic Administration 2014 2 8

South AsiaPublic AdministrationIndia IND 2014 2 8

Europe & Central AsiaFinance and InsuranceUndetermined 999 2014 2 7

East Asia & PacificPublic AdministrationUndetermined 999 2014 2 7

Europe & Central AsiaFinance and InsuranceUndetermined 999 2014 2 7

South AsiaInformationChina CHN 2014 2 6

North AmericaInformationSyrian Arab RepublicSYR 2014 2 6

South AsiaInformationSyrian Arab RepublicSYR 2014 2 5

South AsiaRetail TradeSyrian Arab RepublicSYR 2014 2 5

North AmericaHealth Care and Social Assistance 2014 2 5

North AmericaInformationUndetermined 999 2014 2 5

Europe & Central AsiaInformationTurkey TUR 2014 2 4

Europe & Central AsiaInformationTurkey TUR 2014 2 4

South AsiaPublic AdministrationPakistan PAK 2014 2 4

Europe & Central AsiaInformationTurkey TUR 2014 2 4

Europe & Central AsiaPublic AdministrationUndetermined 999 2014 2 3

North AmericaHealth Care and Social Assistance 2014 2 3

Europe & Central AsiaHealth Care and Social Assistance 2014 2 3

Europe & Central AsiaInformation 2014 2 3

East Asia & PacificEducational ServicesUndetermined 999 2014 2 2

Europe & Central AsiaPublic AdministrationUkraine UKR 2014 2 1

Europe & Central AsiaOther Services (except Public Administration)2014 2 1

North AmericaInformationUndetermined 999 2014 2 1

Europe & Central AsiaOther Services (except Public Administration)United States of AmericaUSA 2014 2 1

North AmericaHealth Care and Social Assistance 2014 1 31

Sub-Saharan AfricaPublic AdministrationNigeria NGA 2014 1 30

Europe & Central AsiaOther Services (except Public Administration)2014 1 30

North AmericaAdministrative and Support and Waste Management and Remediation Services2014 1 30

North AmericaUndetermined 2014 1 30

Europe & Central AsiaInformation 2014 1 29

Latin America & CaribbeanPublic AdministrationUndetermined 999 2014 1 28

South AsiaArts, Entertainment, and RecreationBangladeshBGD 2014 1 27

North AmericaInformation 2014 1 27

South AsiaTransportation and WarehousingPakistan PAK 2014 1 27

Middle East & North AfricaPublic Administration 2014 1 26

North AmericaPublic Administration 2014 1 25

North AmericaRetail Trade 2014 1 25

North AmericaInformationSyrian Arab RepublicSYR 2014 1 24

Europe & Central AsiaArts, Entertainment, and RecreationAzerbaijanAZE 2014 1 23

Europe & Central AsiaOther Services (except Public Administration)AzerbaijanAZE 2014 1 23

Europe & Central AsiaEducational ServicesAzerbaijanAZE 2014 1 23

#N/A Finance and Insurance 2014 1 23

Europe & Central AsiaPublic AdministrationAzerbaijanAZE 2014 1 23



Raw "Cyber Events Database" built and shared by the Center for International and Security Studies at Maryland University.

scraping data from cybersecurity-related websites worldwide (e.g., cyber blogs and news sites recommended by practitioners, journalists, and academic researchers) from 2014-2023.

event_date actor actor_typeorganizationindustry_codeindustry motive event_typeevent_subtype

10/31/2023 UndeterminedCriminal Smoothie King 72 Accommodation and Food ServicesFinancial Exploitive Undetermined

10/31/2023 Alpha TeamCriminal Avangate 81 Other Services (except Public Administration)Financial Mixed Data Attack

10/30/2023 PLAY Criminal Dallas County 92 Public AdministrationFinancial Mixed Data Attack

10/30/2023 DumpForums and Ukrainian Cyber AllianceHacktivist National Payment Card System (NSPK)52 Finance and InsuranceProtest Disruptive Message Manipulation

10/30/2023 UndeterminedCriminal SÃ¼dwestfalen IT54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

10/30/2023 Cl0p Criminal U.S. Department of Justice92 Public AdministrationFinancial Exploitive Exploitation of Application Server

10/30/2023 Cl0p Criminal U.S. Department of Defense92 Public AdministrationFinancial Exploitive Exploitation of Application Server

10/30/2023 UserSec Hacktivist Manchester Airport92 Public AdministrationProtest Disruptive External Denial of Services

10/30/2023 UserSec Hacktivist Manchester Airport92 Public AdministrationProtest Disruptive External Denial of Services

10/30/2023 UndeterminedCriminal Milford Management Corporation53 Real Estate and Rental and LeasingFinancial Exploitive Undetermined

10/30/2023 UndeterminedCriminal Ace Hardware 44 Retail TradeFinancial Exploitive Undetermined

10/30/2023 LockBit 3.0Criminal QuerÃ©taro Intercontinental Airport48 Transportation and WarehousingFinancial Mixed Data Attack

10/28/2023 Black BastaCriminal Toronto Public Library51 InformationFinancial Mixed Data Attack

10/28/2023 UndeterminedCriminal British Library 51 InformationUndeterminedUndeterminedUndetermined

10/27/2023 LockBit 3.0Criminal Boeing 31 ManufacturingFinancial Mixed Data Attack

10/27/2023 Akira Criminal Stanford University61 Educational ServicesFinancial Mixed Data Attack

10/27/2023 Ukrainian IT ArmyHacktivist Three Russian internet providers, Miranda-media, Krimtelekom, and MirTelekom51 InformationProtest Disruptive External Denial of Services

10/27/2023 Anonymous SudanHacktivist Spotify 51 InformationProtest Disruptive External Denial of Services

10/27/2023 UndeterminedCriminal Five Guys 72 Accommodation and Food ServicesFinancial Exploitive Exploitation of End User

10/27/2023 UndeterminedCriminal ITW Food Equipment Group42 Wholesale TradeFinancial Exploitive Undetermined

10/27/2023 UndeterminedCriminal SBM Management Services54 Professional, Scientific, and Technical ServicesFinancial Exploitive Undetermined

10/27/2023 UndeterminedCriminal Drug Free Workplaces USA62 Health Care and Social AssistanceFinancial Exploitive Undetermined

10/26/2023 UndeterminedCriminal Western Washington Medical Group62 Health Care and Social AssistanceFinancial Exploitive Undetermined

10/26/2023 ALPHV Criminal LBA Hospitality 56 Administrative and Support and Waste Management and Remediation ServicesFinancial Mixed Data Attack

10/26/2023 Akira Criminal Michael Garron Hospital62 Health Care and Social AssistanceFinancial Mixed Data Attack

10/25/2023 RorschachCriminal Grupo GTD 51 InformationFinancial Mixed Data Attack

10/25/2023 Mysterious TeamHacktivist Italian Airports of Puglia, Calabria, Valle D'Aosta, and Napoli48 Transportation and WarehousingProtest Disruptive External Denial of Services

10/25/2023 Cl0p Criminal Kearny Bank 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

10/25/2023 Sheriff Criminal Airbnb 72 Accommodation and Food ServicesFinancial Exploitive Undetermined

10/25/2023 UndeterminedCriminal Longhorn Imaging Center62 Health Care and Social AssistanceFinancial Exploitive Undetermined

10/25/2023 UndeterminedCriminal Fredericksburg Foot & Ankle Center62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

10/25/2023 UndeterminedCriminal Allen Park Public Schools61 Educational ServicesUndeterminedUndeterminedUndetermined

10/24/2023 NoEscape Criminal City of Victorville 92 Public AdministrationFinancial Mixed Data Attack

10/24/2023 UndeterminedCriminal University of Tokyo61 Educational ServicesFinancial Mixed Data Attack

10/24/2023 Cl0p Criminal Welltok 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

10/24/2023 LockBit 3.0Criminal RÃo Hondo College62 Health Care and Social AssistanceFinancial Mixed Data Attack

10/23/2023 Daixin TeamCriminal TransForm 62 Health Care and Social AssistanceFinancial Mixed Data Attack

10/23/2023 Cl0p Criminal New York Life Insurance Company52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

10/23/2023 UndeterminedCriminal Dakota Eye Institute62 Health Care and Social AssistanceFinancial Exploitive Undetermined

10/23/2023 UndeterminedCriminal Hopewell Area School District61 Educational ServicesFinancial Mixed Data Attack

10/23/2023 UndeterminedCriminal Orange County District Attorney's Office92 Public AdministrationUndeterminedUndeterminedUndetermined

10/23/2023 UndeterminedCriminal Azienda Ospedaliera Universitaria Integrata Verona62 Health Care and Social AssistanceFinancial UndeterminedUndetermined

10/23/2023 CYBER ERROR SYSTEMHacktivist ViLab 62 Health Care and Social AssistanceProtest Disruptive Message Manipulation

10/22/2023 NoEscape Criminal ASVEL 71 Arts, Entertainment, and RecreationFinancial Mixed Data Attack

10/22/2023 Hunters InternationalCriminal Jaime S. Schwartz, M.D.62 Health Care and Social AssistanceFinancial Mixed Data Attack

10/21/2023 UndeterminedCriminal META Law Enforcement Portal92 Public AdministrationFinancial Exploitive Exploitation of End User

10/21/2023 UndeterminedCriminal American Family Insurance52 Finance and InsuranceFinancial UndeterminedUndetermined

10/21/2023 UndeterminedCriminal Clark County 92 Public AdministrationUndeterminedUndeterminedUndetermined

10/20/2023 UndeterminedCriminal Okta 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of End User

This sheet contains the number of country-specific disclosed cyber incidents reported by the Center for International and Security Studies at Maryland University. These incidents were collected by 

Attribution—For use of these data, please cite: Harry, C., & Gallagher, N. (2018). Classifying cyber events. Journal of Information Warfare, 17(3), 17- 31.



10/20/2023 PLAY Criminal Associated Wholesale Grocers42 Wholesale TradeFinancial Mixed Data Attack

10/20/2023 UndeterminedCriminal CoinFlip 51 InformationFinancial Exploitive Undetermined

10/20/2023 UndeterminedCriminal Wescom Credit Union52 Finance and InsuranceFinancial Exploitive Undetermined

10/19/2023 UndeterminedCriminal Viking Line 48 Transportation and WarehousingUndeterminedDisruptive External Denial of Services

10/19/2023 UndeterminedCriminal PennyMac Loan Services52 Finance and InsuranceFinancial Exploitive Undetermined

10/19/2023 UndeterminedCriminal Italian Ministry of Infrastructure and Transport Facebook Page92 Public AdministrationFinancial Disruptive Message Manipulation

10/18/2023 UndeterminedCriminal AIDS Alabama 62 Health Care and Social AssistanceFinancial Exploitive Undetermined

10/18/2023 UndeterminedCriminal Populus Financial Group52 Finance and InsuranceFinancial Exploitive Undetermined

10/18/2023 UndeterminedCriminal Cloudflare 51 InformationFinancial Exploitive Exploitation of End User

10/17/2023 Black BastaCriminal Servicio Nacional de Aduanas de Chile (Customs Department in Chile)92 Public AdministrationFinancial Mixed Data Attack

10/17/2023 Cl0p Criminal MUSC Health 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

10/17/2023 UndeterminedCriminal Fantom Foundation81 Other Services (except Public Administration)Financial Exploitive Exploitation of Application Server

10/17/2023 Cactus Criminal SocietÃ  Canavesana Servizi56 Administrative and Support and Waste Management and Remediation ServicesFinancial Mixed Data Attack

10/17/2023 Knight Criminal Kinesis Film 51 InformationFinancial Mixed Data Attack

10/17/2023 Knight Criminal Mario de Cecco Workwear and Corporate Wear31 ManufacturingFinancial Mixed Data Attack

10/17/2023 Knight Criminal Faieta Motor Company44 Retail TradeFinancial Mixed Data Attack

10/17/2023 Black BastaCriminal Piemme 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

10/17/2023 Iranian Revolutionary Guard Corps (CyberAv3ngers)Nation-StateCity of Nahariya 92 Public AdministrationProtest Disruptive Physical Attack

10/17/2023 UndeterminedCriminal Casio 42 Wholesale TradeFinancial Exploitive Exploitation of Application Server

10/17/2023 Knight Criminal US Claims Solutions52 Finance and InsuranceFinancial Mixed Data Attack

10/17/2023 Cl0p Criminal Cape Fear Valley Health62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

10/16/2023 UndeterminedCriminal Westchester Medical Center Health Network62 Health Care and Social AssistanceFinancial Mixed Data Attack

10/16/2023 Cl0p Criminal Gillette Children's Specialty Healthcare62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

10/16/2023 UndeterminedCriminal Users of the Russian Jabber messaging service51 InformationEspionageExploitive Exploitation of Network Infrastructure

10/15/2023 ALPHV Criminal Henry Schein 62 Health Care and Social AssistanceFinancial Mixed Data Attack

10/15/2023 UndeterminedCriminal Philippine House of Representatives92 Public AdministrationProtest Disruptive Message Manipulation

10/15/2023 Black BastaCriminal Ampersand 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

10/15/2023 Knight Criminal BMW Munique Motors44 Retail TradeFinancial Mixed Data Attack

10/15/2023 KibOrg and NLBNation-StateAlfa-Bank 52 Finance and InsuranceEspionageExploitive Undetermined

10/15/2023 UndeterminedCriminal Municipality of Perugia92 Public AdministrationFinancial Mixed Data Attack

10/14/2023 Rhysida Criminal CÃƒÂ¢mara Municipal de Gondomar92 Public AdministrationFinancial Mixed Data Attack

10/14/2023 UndeterminedCriminal State courts across Kansas92 Public AdministrationFinancial Mixed Data Attack

10/14/2023 UndeterminedCriminal Atlas Healthcare 62 Health Care and Social AssistanceFinancial Exploitive Undetermined

10/14/2023 UndeterminedCriminal Taylored Services Parent48 Transportation and WarehousingFinancial Exploitive Undetermined

10/14/2023 ALPHV Criminal QSI Banking 52 Finance and InsuranceFinancial Mixed Data Attack

10/14/2023 Iranian Revolutionary Guard Corps (CyberAv3ngers)Nation-StateORPAK Systems 44 Retail TradeProtest Disruptive Physical Attack

10/13/2023 Cuba Criminal Rock County Public Health Department92 Public AdministrationFinancial Mixed Data Attack

10/13/2023 UndeterminedCriminal Kwik Trip 44 Retail TradeFinancial Mixed Data Attack

10/13/2023 LockBit 3.0Criminal CDW 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

10/13/2023 ALPHV Criminal Morrison Community Hospital62 Health Care and Social AssistanceFinancial Mixed Data Attack

10/13/2023 Cl0p Criminal Westat 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

10/13/2023 UndeterminedCriminal AvidXchange 99 UndeterminedFinancial Exploitive Undetermined

10/13/2023 UndeterminedCriminal Wishbone Medical62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End User

10/13/2023 Cl0p Criminal Cognisight 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

10/13/2023 UndeterminedCriminal Newtron Group 23 ConstructionFinancial Exploitive Undetermined

10/12/2023 Cl0p Criminal Pathward 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

10/12/2023 Black BastaCriminal Edwardian Hotels 72 Accommodation and Food ServicesFinancial Mixed Data Attack

10/12/2023 UndeterminedCriminal Tri Counties Bank 52 Finance and InsuranceFinancial Exploitive Undetermined

10/12/2023 UndeterminedCriminal Seattle Housing Authority92 Public AdministrationFinancial Mixed Data Attack

10/12/2023 UndeterminedCriminal Smart billboards 51 InformationProtest Disruptive Message Manipulation

10/12/2023 Medusa Criminal SIMTA 31 ManufacturingFinancial Mixed Data Attack

10/11/2023 'desserped'Criminal Shadow PC 33 ManufacturingFinancial Exploitive Exploitation of End User

10/11/2023 Knight Criminal National Health Mission62 Health Care and Social AssistanceFinancial Mixed Data Attack

10/11/2023 UndeterminedCriminal Frazier & Deeter 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Undetermined

10/11/2023 UndeterminedCriminal Philippine Statistics Authority92 Public AdministrationUndeterminedUndeterminedUndetermined



10/11/2023 UndeterminedCriminal Akumin 62 Health Care and Social AssistanceFinancial Mixed Data Attack

10/10/2023 UndeterminedCriminal Simpson Manufacturing33 ManufacturingFinancial Mixed Data Attack

10/10/2023 Indian Cyber ForceHacktivist Palestinian telecommunications company51 InformationProtest UndeterminedUndetermined

10/10/2023 Indian Cyber ForceHacktivist Palestinian National Bank's Website52 Finance and InsuranceProtest UndeterminedUndetermined

10/10/2023 Indian Cyber ForceHacktivist Palestinian government webmail service92 Public AdministrationProtest UndeterminedUndetermined

10/10/2023 Indian Cyber ForceHacktivist Hamas website 92 Public AdministrationProtest Disruptive Undetermined

10/10/2023 Pro-PalestinianHacktivist Indian Government Websites92 Public AdministrationProtest Disruptive External Denial of Services

10/10/2023 Cl0p Criminal University Federal Credit Union52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

10/10/2023 PLAY Criminal Hughes Gill Cochrane Tinetti54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

10/10/2023 PLAY Criminal Saltire Energy 33 ManufacturingFinancial Mixed Data Attack

10/10/2023 PLAY Criminal Centek industries 33 ManufacturingFinancial Mixed Data Attack

10/10/2023 PLAY Criminal NachtExpress Austria55 Management of Companies and EnterprisesFinancial Mixed Data Attack

10/10/2023 PLAY Criminal WCM Europe 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

10/10/2023 PLAY Criminal Starr Finley 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

10/10/2023 PLAY Criminal Undisclosed organization99 UndeterminedFinancial Mixed Data Attack

10/10/2023 UndeterminedCriminal Mosaic Mental Health62 Health Care and Social AssistanceFinancial Exploitive Undetermined

10/10/2023 HAMAS Terrorist Beit Rivkah school61 Educational ServicesProtest Disruptive Message Manipulation

10/10/2023 NoEscape Criminal Order of Psychologists of Lombardy62 Health Care and Social AssistanceFinancial Mixed Data Attack

10/9/2023 UndeterminedCriminal Air Europe 48 Transportation and WarehousingFinancial Exploitive Undetermined

10/9/2023 UndeterminedCriminal Volex 33 ManufacturingFinancial Exploitive Undetermined

10/9/2023 UndeterminedCriminal Safexpay Technology52 Finance and InsuranceFinancial Exploitive Undetermined

10/9/2023 UndeterminedCriminal Crum & Forster 52 Finance and InsuranceFinancial Exploitive Undetermined

10/8/2023 UndeterminedCriminal Britain's opposition leader Keir Starmer92 Public AdministrationProtest Disruptive Message Manipulation

10/8/2023 AnonGhostHacktivist Individuals in Israel51 InformationProtest Mixed Exploitation of Application Server

10/8/2023 AnonGhostHacktivist Israeli Flight Booking Website56 Administrative and Support and Waste Management and Remediation ServicesProtest Mixed Exploitation of Application Server

10/8/2023 AnonGhostHacktivist Official app used by police officers in the Israel Defense Forces.92 Public AdministrationProtest Mixed Exploitation of Application Server

10/8/2023 Killnet Hacktivist Israeli Government Website (gov.il)92 Public AdministrationProtest Disruptive External Denial of Services

10/8/2023 Killnet Hacktivist Website of the security agency Shin Bet92 Public AdministrationProtest Disruptive External Denial of Services

10/8/2023 Anonymous SudanHacktivist Jerusalem Post 51 InformationProtest Mixed Exploitation of Application Server

10/8/2023 UndeterminedCriminal Twitter/X account for the Boulder Office of Disaster Management92 Public AdministrationFinancial Disruptive Message Manipulation

10/8/2023 Malek TeamHacktivist Ono Academic College61 Educational ServicesProtest Exploitive Undetermined

10/7/2023 ThreatSec Hacktivist AlfaNet 51 InformationProtest Disruptive External Denial of Services

10/6/2023 UndeterminedCriminal Facebook's official UK page51 InformationUndeterminedDisruptive Message Manipulation

10/6/2023 Cl0p Criminal Auto Club Trust 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

10/6/2023 UndeterminedCriminal Galxe 51 InformationFinancial Exploitive Undetermined

10/6/2023 UndeterminedCriminal Province of Cosenza92 Public AdministrationFinancial Mixed Data Attack

10/6/2023 CyberAv3ngersHacktivist City of Yavne 92 Public AdministrationProtest Disruptive Undetermined

10/5/2023 UndeterminedCriminal Israeli President Isaac Herzog's Telegram account92 Public AdministrationFinancial Disruptive Message Manipulation

10/5/2023 UndeterminedCriminal Royal Women's Hospital62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End User

10/5/2023 RansomedVCCriminal District of Columbia Board of Elections92 Public AdministrationFinancial Mixed Data Attack

10/5/2023 SingularityMDCriminal Clark County School District61 Educational ServicesFinancial Exploitive Undetermined

10/4/2023 Hdr0 Hacktivist Russian branch of the Red Cross62 Health Care and Social AssistanceProtest Disruptive Message Manipulation

10/4/2023 PLAY Criminal Municipality of Stavanger92 Public AdministrationFinancial Mixed Data Attack

10/4/2023 PLAY Criminal Charmant Group 33 ManufacturingFinancial Mixed Data Attack

10/4/2023 PLAY Criminal Cinepolis 51 InformationFinancial Mixed Data Attack

10/4/2023 PLAY Criminal Filtration Control 33 ManufacturingFinancial Mixed Data Attack

10/4/2023 PLAY Criminal Security Instrument56 Administrative and Support and Waste Management and Remediation ServicesFinancial Mixed Data Attack

10/4/2023 PLAY Criminal Roof Management23 ConstructionFinancial Mixed Data Attack

10/4/2023 UndeterminedCriminal Walmart 44 Retail TradeFinancial Exploitive Undetermined

10/3/2023 Cl0p Criminal Fiserv 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

10/3/2023 SiegedSecHacktivist North Atlantic Treaty Organization (NATO)92 Public AdministrationProtest Exploitive Undetermined

10/3/2023 UndeterminedCriminal Estes Express 48 Transportation and WarehousingFinancial UndeterminedUndetermined

10/3/2023 Medusa Criminal Windak Group 33 ManufacturingFinancial Mixed Data Attack

10/3/2023 Medusa Criminal Karam Chand Thapar & Bros. (Coal Sales)42 Wholesale TradeFinancial Mixed Data Attack

10/3/2023 Lorenz Criminal Allcare Pharmacy 62 Health Care and Social AssistanceFinancial Mixed Data Attack



10/3/2023 SiegedSecHacktivist FBI's Law Enforcement Enterprise Portal (LEEP)92 Public AdministrationProtest Exploitive Undetermined

10/3/2023 UndeterminedCriminal Flagler County School District61 Educational ServicesFinancial Exploitive Exploitation of End User

10/2/2023 UndeterminedCriminal St. Louis Metro Transit48 Transportation and WarehousingFinancial Mixed Data Attack

10/2/2023 ALPHV Criminal Prestige Care and Prestige Senior Living62 Health Care and Social AssistanceFinancial Mixed Data Attack

10/2/2023 Knight Criminal Garn Mason Orthodontics62 Health Care and Social AssistanceFinancial Mixed Data Attack

10/2/2023 LockBit 3.0Criminal Laspesainfamiglia.coop44 Retail TradeFinancial Mixed Data Attack

10/2/2023 Golem Criminal 23andMe 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Undetermined

10/2/2023 ALPHV Criminal First Judicial Circuit - Florida Court92 Public AdministrationFinancial Mixed Data Attack

10/2/2023 uid=0 Criminal D-Link 42 Wholesale TradeFinancial Exploitive Exploitation of End User

10/2/2023 UndeterminedCriminal BeyondTrust 51 InformationFinancial Exploitive Exploitation of End User

10/1/2023 Killnet Hacktivist Royal.uk (official website of the UK's royal family)92 Public AdministrationProtest Disruptive External Denial of Services

10/1/2023 Monti Criminal Cascade Family Dental62 Health Care and Social AssistanceFinancial Mixed Data Attack

9/30/2023 UndeterminedCriminal Innovery 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

9/30/2023 ALPHVM Criminal Motel One 72 Accommodation and Food ServicesFinancial Mixed Data Attack

9/30/2023 UndeterminedCriminal Lyca Mobile 51 InformationFinancial Exploitive Undetermined

9/30/2023 NGB 3rd Technical Surveillance BureauNation-StateSouth Korean shipbuilders33 ManufacturingPolitical-EspionageExploitive Undetermined

9/30/2023 UndeterminedCriminal Social services and schools in Hong Kong92 Public AdministrationFinancial Exploitive Exploitation of End User

9/30/2023 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Nation-StateUnidentified Ukrainian telecom company (1)51 InformationPolitical-EspionageMixed Data Attack

9/30/2023 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Nation-StateUnidentified Ukrainian telecom company (2)51 InformationPolitical-EspionageMixed Data Attack

9/30/2023 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Nation-StateUnidentified Ukrainian telecom company (3)51 InformationPolitical-EspionageMixed Data Attack

9/30/2023 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Nation-StateUnidentified Ukrainian telecom company (4)51 InformationPolitical-EspionageMixed Data Attack

9/30/2023 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Nation-StateUnidentified Ukrainian telecom company (5)51 InformationPolitical-EspionageMixed Data Attack

9/30/2023 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Nation-StateUnidentified Ukrainian telecom company (6)51 InformationPolitical-EspionageMixed Data Attack

9/30/2023 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Nation-StateUnidentified Ukrainian telecom company (7)51 InformationPolitical-EspionageMixed Data Attack

9/30/2023 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Nation-StateUnidentified Ukrainian telecom company (8)51 InformationPolitical-EspionageMixed Data Attack

9/30/2023 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Nation-StateUnidentified Ukrainian telecom company (9)51 InformationPolitical-EspionageMixed Data Attack

9/30/2023 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Nation-StateUnidentified Ukrainian telecom company (10)51 InformationPolitical-EspionageMixed Data Attack

9/30/2023 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Nation-StateUnidentified Ukrainian telecom company (11)51 InformationPolitical-EspionageMixed Data Attack

9/29/2023 NoName057(16)Hacktivist Multiple organizations in Italy92 Public AdministrationProtest Disruptive External Denial of Service

9/29/2023 UndeterminedCriminal API Financial Solutions52 Finance and InsuranceFinancial Exploitive Undetermined

9/29/2023 ALPHVM Criminal McLaren HealthCare62 Health Care and Social AssistanceFinancial Mixed Data Attack

9/29/2023 UndeterminedCriminal Cornerstone Home Lending52 Finance and InsuranceFinancial Exploitive Undetermined

9/29/2023 UndeterminedCriminal Vi Living 62 Health Care and Social AssistanceFinancial Exploitive Undetermined

9/29/2023 UndeterminedCriminal Parkers Chapel School District61 Educational ServicesFinancial UndeterminedUndetermined

9/29/2023 UndeterminedCriminal 1Password 51 InformationFinancial Exploitive Exploitation of End User

9/28/2023 Medusa Criminal Italtel 51 InformationFinancial Mixed Data Attack

9/28/2023 Ukrainian IT ArmyHacktivist Leonardo 56 Administrative and Support and Waste Management and Remediation ServicesProtest Disruptive External Denial of Service

9/28/2023 Cl0p Criminal Arietis Health 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

9/28/2023 UndeterminedCriminal Mt. Graham Regional Medical Center (MGRMC)62 Health Care and Social AssistanceFinancial Exploitive Undetermined

9/27/2023 Indian Cyber ForceHacktivist Canadian Armed Forces92 Public AdministrationProtest Disruptive External Denial of Service

9/27/2023 Cactus Criminal Astro Lighting 33 ManufacturingFinancial Mixed Data Attack

9/27/2023 Cactus Criminal Orthum Bau 23 ConstructionFinancial Mixed Data Attack

9/27/2023 Cl0p Criminal Arkansas Total Care62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

9/27/2023 Cl0p Criminal Erlanger Health 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

9/27/2023 Lost Trust Criminal GI Medical Services62 Health Care and Social AssistanceFinancial Exploitive Undetermined

9/27/2023 Medusa Criminal Acoustic Center 44 Retail TradeFinancial Mixed Data Attack

9/27/2023 UndeterminedCriminal Baruch College 61 Educational ServicesUndeterminedExploitive Undetermined

9/27/2023 UndeterminedCriminal European Telecommunications Standards Institute (ETSI)51 InformationUndeterminedExploitive Exploitation of Application Server

9/27/2023 UndeterminedCriminal Kokoro 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Undetermined

9/27/2023 UndeterminedCriminal PHH Mortgage Corporation52 Finance and InsuranceFinancial Exploitive Undetermined

9/26/2023 Cl0p Criminal West Virginia University Health System62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

9/26/2023 Dark AngelsCriminal Johnson Controls International23 ConstructionFinancial Mixed Data Attack

9/26/2023 RansomedVCCriminal NTT Docomo 51 InformationFinancial Mixed Data Attack

9/26/2023 RansomedVC or MajorNelson?Criminal Sony 42 Wholesale TradeFinancial Exploitive Undetermined

9/26/2023 Rhysida Criminal Istituto Prosperius 62 Health Care and Social AssistanceFinancial Mixed Data Attack



9/26/2023 UndeterminedCriminal Ukraine's prosecutor general's office, courts, and other entities involved in investigating war crimes92 Public AdministrationPolitical-EspionageExploitive Undetermined

9/26/2023 UndeterminedCriminal Community First Medical Center62 Health Care and Social AssistanceFinancial Exploitive Undetermined

9/26/2023 UndeterminedCriminal Maries County Courthouse92 Public AdministrationUndeterminedDisruptive Undetermined

9/25/2023 ADHD Hacktivist Camera Penale della Lombardia54 Professional, Scientific, and Technical ServicesProtest Exploitive Exploitation of Application Server

9/25/2023 ALPHVM Criminal Clarion 42 Wholesale TradeFinancial Mixed Data Attack

9/25/2023 ALPHVM Criminal MNGI Digestive Health62 Health Care and Social AssistanceFinancial Mixed Data Attack

9/25/2023 ALPHVM Criminal Phil-Data Business Systems54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

9/25/2023 Cl0p Criminal Hospital for Sick Children (AKA SickKids)62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

9/25/2023 UndeterminedCriminal HTX 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

9/23/2023 UndeterminedCriminal Mixin Network 51 InformationFinancial Exploitive Exploitation of Application Server

9/23/2023 UndeterminedCriminal Pinal County School Office Data Processing Service Consortium was the victim of a ransomware attack92 Public AdministrationFinancial Mixed Data Attack

9/23/2023 UndeterminedCriminal OpenSea 52 Finance and InsuranceFinancial Exploitive Undetermined

9/22/2023 ALPHVM Criminal Pain Care Specialists62 Health Care and Social AssistanceFinancial Mixed Data Attack

9/22/2023 Medusa Criminal Philippine Health Insurance Corporation (PhilHealth)52 Finance and InsuranceFinancial Mixed Data Attack

9/22/2023 UndeterminedCriminal Hong Kong Consumer Council92 Public AdministrationFinancial Mixed Data Attack

9/22/2023 UndeterminedCriminal Multiple Crimean Internet providers51 InformationSabotage Disruptive Undetermined

9/22/2023 Cl0p Criminal Atlantic Shareholder Services52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

9/22/2023 Cl0p Criminal Bangor Savings Bank52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

9/22/2023 Cl0p Criminal Celink 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

9/22/2023 Cl0p Criminal Johnson Financial Group52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

9/22/2023 Cl0p Criminal Pan-American Life Insurance Group52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

9/22/2023 Cl0p Criminal Patelco Credit Union52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

9/22/2023 Cl0p Criminal UBS Financial Services52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

9/22/2023 NoEscape Criminal Mulkay Cardiology Consultants62 Health Care and Social AssistanceFinancial Mixed Data Attack

9/22/2023 UndeterminedCriminal Nansen 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of End User

9/22/2023 UndeterminedCriminal OrthoAlaska 62 Health Care and Social AssistanceFinancial Exploitive Undetermined

9/22/2023 UndeterminedCriminal T-Mobile authorized retailer51 InformationFinancial Exploitive Undetermined

9/21/2023 UndeterminedCriminal Government of Bermuda92 Public AdministrationUndeterminedUndeterminedUndetermined

9/21/2023 UndeterminedCriminal City of Fort Lauderdale92 Public AdministrationFinancial Exploitive Exploitation of End User

9/21/2023 UndeterminedCriminal Frax Outsourcing 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Undetermined

9/21/2023 ALPHVM Criminal Progressive Leasing53 Real Estate and Rental and LeasingFinancial Mixed Data Attack

9/21/2023 UndeterminedCriminal Auckland University of Technology61 Educational ServicesFinancial Mixed Data Attack

9/20/2023 UndeterminedCriminal Huawei 51 InformationPolitical-EspionageExploitive Exploitation of Infrastructure

9/20/2023 UndeterminedCriminal Balancer 52 Finance and InsuranceFinancial Exploitive Exploitation of End User

9/20/2023 UndeterminedCriminal Donald Trump Jr.'s Twitter (X) account51 InformationProtest Disruptive Message Manipulation

9/20/2023 Vice SocietyCriminal Lakeland Community College61 Educational ServicesFinancial Mixed Data Attack

9/20/2023 Cyber AvengersHacktivist Israeli Railways 48 Transportation and WarehousingProtest Exploitive Exploitation of Application Server

9/20/2023 UndeterminedCriminal Air Canada 48 Transportation and WarehousingUndeterminedExploitive Undetermined

9/20/2023 UndeterminedCriminal BMO Bank 52 Finance and InsuranceFinancial Exploitive Undetermined

9/20/2023 INC Criminal Federal Labor Relations Authority92 Public AdministrationFinancial Mixed Data Attack

9/19/2023 Cl0p Criminal St. Luke's Health System62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

9/19/2023 UndeterminedCriminal Campbell Soup 31 ManufacturingUndeterminedUndeterminedUndetermined

9/19/2023 UndeterminedCriminal Jerusalem Mental Health Center62 Health Care and Social AssistanceUndeterminedUndeterminedUndetermined

9/19/2023 ALPHV Criminal Cadre Services 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

9/18/2023 8BASE Criminal AraÃƒÂƒÃ‚Âºjo e Policastro Advogados54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

9/18/2023 Rhysida Criminal Ministry of Finance of Kuwait92 Public AdministrationFinancial Mixed Data Attack

9/18/2023 ThreeAM (AKA 3AM)Criminal Visiting Physician's Network62 Health Care and Social AssistanceFinancial Mixed Data Attack

9/18/2023 UndeterminedCriminal Virginia Department of Medical Assistance Services92 Public AdministrationFinancial Exploitive Undetermined

9/17/2023 UndeterminedCriminal Destiny 2 51 InformationUndeterminedDisruptive External Denial of Service

9/16/2023 UndeterminedCriminal City of Pittsburg 92 Public AdministrationFinancial Mixed Data Attack

9/16/2023 LockBit 3.0Criminal TÃƒÂƒÃ…Â“V SÃƒÂƒÃ…Â“D54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

9/15/2023 UndeterminedCriminal CardX 52 Finance and InsuranceFinancial Exploitive Undetermined

9/15/2023 Cl0p Criminal Atrium Health 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

9/15/2023 Cl0p Criminal Catawba Valley Medical Center62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

9/15/2023 Cl0p Criminal Charlotte Radiology62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server



9/15/2023 Cl0p Criminal Duke University Health System62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

9/15/2023 Cl0p Criminal Central Carolina Medical Center62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

9/15/2023 Cl0p Criminal ECU Health 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

9/15/2023 Cl0p Criminal FirstHealth of the Carolinas62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

9/15/2023 Cl0p Criminal Mission Health System62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

9/15/2023 Cl0p Criminal Novant Health 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

9/15/2023 Cl0p Criminal Novant Health New Hanover Regional Medical Center62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

9/15/2023 Cl0p Criminal UNC Health 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

9/15/2023 Cl0p Criminal Wake Radiology Diagnostic Imaging62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

9/15/2023 Cl0p Criminal WakeMed Health & Hospitals62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

9/15/2023 UndeterminedCriminal Limestone bank (now Peoples Bank)52 Finance and InsuranceFinancial Exploitive Exploitation of End Host

9/15/2023 LockBit 3.0Criminal Hillsborough County Public Schools61 Educational ServicesFinancial Mixed Data Attack

9/15/2023 NoName057(16)Hacktivist Canada Border Services Agency (CBSA)92 Public AdministrationProtest Disruptive External Denial of Service

9/15/2023 NoName057(16)Hacktivist Canadian Air Transport Security Authority92 Public AdministrationProtest Disruptive External Denial of Service

9/15/2023 NoName057(16)Hacktivist Financial institutions in Canada52 Finance and InsuranceProtest Disruptive External Denial of Service

9/15/2023 NoName057(16)Hacktivist Government institutions in Canada92 Public AdministrationProtest Disruptive External Denial of Service

9/15/2023 UndeterminedCriminal The International Criminal Court (ICC)92 Public AdministrationUndeterminedExploitive Undetermined

9/14/2023 Sylhet GangHacktivist City Union Bank 52 Finance and InsuranceProtest Exploitive External Denial of Services

9/14/2023 Sylhet GangHacktivist Dakshin Bihar Gramin Bank52 Finance and InsuranceProtest Exploitive External Denial of Services

9/14/2023 Akira Criminal American Steel & Aluminum Co33 ManufacturingFinancial Mixed Data Attack

9/14/2023 Cl0p Criminal CommonSpirit Health62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

9/14/2023 Rhysida Criminal DirecciÃƒÂ³n General de MigraciÃƒÂ³n92 Public AdministrationFinancial Mixed Data Attack

9/13/2023 UndeterminedCriminal Butler County 91 Financial Exploitive Exploitation of End Host

9/13/2023 Medusa Criminal Auckland Transport (AT)92 Public AdministrationFinancial Mixed Data Attack

9/13/2023 UndeterminedCriminal Mount Graham Regional Medical Center62 Health Care and Social AssistanceFinancial Mixed Undetermined

9/12/2023 NGB 3rd Technical Surveillance BureauNation-StateCoinEX 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

9/12/2023 UndeterminedCriminal East Jackson Community Schools61 Educational ServicesUndeterminedUndeterminedUndetermined

9/12/2023 Ransom HouseCriminal IFX Networks Colombia51 InformationFinancial Mixed Data Attack

9/12/2023 ADHD Hacktivist SDA 48 Transportation and WarehousingProtest Mixed Data Attack

9/12/2023 LockBit 3.0Criminal Fauquier County Public Schools61 Educational ServicesFinancial Mixed Data Attack

9/11/2023 UndeterminedCriminal Lanka Government Cloud (LGC)92 Public AdministrationFinancial Mixed Data Attack

9/11/2023 Snatch and NokoyawaCriminal Canadian Nurses Association (CNA)81 Other Services (except Public Administration)Financial Mixed Data Attack

9/11/2023 Anonymous SudanHacktivist Telegram 51 InformationProtest Disruptive External Denial of Services

9/11/2023 8BASE Criminal COVESA 44 Retail TradeFinancial Mixed Data Attack

9/11/2023 ALPHVM Criminal TissuPath 31 ManufacturingFinancial Mixed Data Attack

9/11/2023 ALPHVM Criminal Strata Plan 53 Real Estate and Rental and LeasingFinancial Mixed Data Attack

9/11/2023 ALPHVM Criminal Barry Plant Blackburn53 Real Estate and Rental and LeasingFinancial Mixed Data Attack

9/11/2023 ALPHVM Criminal Tisher Liner FC Law54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

9/11/2023 Hacktivist IndonesiaHacktivist PathLegal 54 Professional, Scientific, and Technical ServicesProtest Exploitive Undetermined

9/11/2023 UndeterminedCriminal Roma Capitale (City of Rome)92 Public AdministrationUndeterminedDisruptive External Denial of Services

9/11/2023 BianLian Criminal Save the Children International81 Other Services (except Public Administration)Financial Mixed Data Attack

9/11/2023 USDoD Criminal Airbus 31 ManufacturingFinancial Exploitive Exploitation of Application Server

9/11/2023 UndeterminedCriminal St. Louis County 92 Public AdministrationUndeterminedUndeterminedUndetermined

9/11/2023 UndeterminedCriminal City of Tomball 92 Public AdministrationFinancial Mixed Data Attack

9/11/2023 NoEscape Criminal International Joint Commission (IJC)92 Public AdministrationFinancial Mixed Data Attack

9/11/2023 UndeterminedCriminal Progressive Leasing53 Real Estate and Rental and LeasingFinancial Exploitive Undetermined

9/10/2023 ALPHVM Criminal MGM Resorts International72 Accommodation and Food ServicesFinancial Mixed Data Attack

9/8/2023 UndeterminedCriminal Dymocks 45 Retail TradeFinancial Exploitive Undetermined

9/8/2023 RansomedCriminal Linktera 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

9/8/2023 Five FamiliesHacktivist Biostar 42 Wholesale TradeProtest Exploitive Undetermined

9/8/2023 Cl0p Criminal Community Trust Bank52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

9/8/2023 Cl0p Criminal Northfield Bank 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

9/8/2023 UndeterminedCriminal Sightpath Medical 62 Health Care and Social AssistanceUndeterminedExploitive Undetermined

9/8/2023 UndeterminedCriminal Brady Martz & Associates54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Undetermined

9/8/2023 LockBit 3.0Criminal Skokie-Morton Grove School District 6961 Educational ServicesFinancial Mixed Data Attack



9/8/2023 UndeterminedCriminal Decatur ISD 61 Educational ServicesUndeterminedDisruptive Undetermined

9/8/2023 DataBreaches user "Mud"Criminal St. Paul Public Schools61 Educational ServicesFinancial Exploitive Undetermined

9/8/2023 TheSnake Criminal Coca-Cola FEMSA31 ManufacturingFinancial Mixed Data Attack

9/8/2023 UndeterminedCriminal ProMach 33 ManufacturingFinancial Exploitive Undetermined

9/7/2023 Cl0p Criminal Johnson & Johnson Health Care Systems (Janssen)62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

9/7/2023 UndeterminedCriminal Fortress Trust 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

9/7/2023 victim Criminal Traderie 51 InformationFinancial Exploitive Undetermined

9/7/2023 Trigona Criminal Hong Kong's Cyberport51 InformationFinancial Mixed Data Attack

9/7/2023 Anonymous SudanHacktivist Wells Fargo 52 Finance and InsuranceProtest Disruptive External Denial of Services

9/7/2023 Cyb3r Drag0nz TeamHacktivist Ministry of National Education in Morocco92 Public AdministrationProtest Exploitive Undetermined

9/7/2023 UndeterminedCriminal Lifeline Systems Company62 Health Care and Social AssistanceUndeterminedExploitive Undetermined

9/7/2023 UndeterminedCriminal United HealthCare Services52 Finance and InsuranceFinancial Exploitive Undetermined

9/7/2023 UndeterminedCriminal Ryders Health Management62 Health Care and Social AssistanceFinancial Mixed Data Attack

9/7/2023 Ragnar LockerCriminal Do IT Consultants 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

9/7/2023 LockBit 3.0Criminal Proto Sign 33 ManufacturingFinancial Mixed Data Attack

9/7/2023 NoEscape Criminal Omniatel 56 Administrative and Support and Waste Management and Remediation ServicesFinancial Mixed Data Attack

9/7/2023 UndeterminedCriminal Hinds County 92 Public AdministrationFinancial Mixed Data Attack

9/7/2023 Scattered Spider AKA UNC3944 and 0ktapusCriminal Caesars Entertainment71 Arts, Entertainment, and RecreationFinancial Mixed Data Attack

9/6/2023 Dunghill LeakCriminal Sabre 56 Administrative and Support and Waste Management and Remediation ServicesFinancial Mixed Data Attack

9/6/2023 UndeterminedCriminal MinnesotaWorks.net91 UndeterminedExploitive Undetermined

9/6/2023 UndeterminedCriminal St Augustine Academy61 Educational ServicesFinancial Mixed Data Attack

9/6/2023 Cactus Criminal Seymours 53 Real Estate and Rental and LeasingFinancial Mixed Data Attack

9/6/2023 Cactus Criminal Groupe Promotrans33 ManufacturingFinancial Mixed Data Attack

9/6/2023 Cactus Criminal Mineman 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

9/6/2023 Cactus Criminal Maxxd Trailers 33 ManufacturingFinancial Mixed Data Attack

9/6/2023 Cactus Criminal Marfrig Global Foods42 Wholesale TradeFinancial Mixed Data Attack

9/6/2023 PLAY Criminal Majestic Spice 31 ManufacturingFinancial Mixed Data Attack

9/6/2023 PLAY Criminal Bordelon Marine 33 ManufacturingFinancial Mixed Data Attack

9/6/2023 PLAY Criminal Master Interiors 23 ConstructionFinancial Mixed Data Attack

9/6/2023 PLAY Criminal Kikkerland Design54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

9/6/2023 PLAY Criminal Precisely 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

9/6/2023 PLAY Criminal Micro Automation 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

9/6/2023 UndeterminedCriminal Amerita 62 Health Care and Social AssistanceUndeterminedExploitive Undetermined

9/6/2023 UndeterminedCriminal Lyon Real Estate 53 Real Estate and Rental and LeasingFinancial Exploitive Exploitation of Application Server

9/6/2023 UndeterminedCriminal NOW Health Group62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Host

9/6/2023 UndeterminedCriminal Rollbar 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Undetermined

9/6/2023 UndeterminedCriminal ORBCOMM 51 InformationFinancial Mixed Data Attack

9/5/2023 Cactus Criminal Foroni 42 Wholesale TradeFinancial Mixed Data Attack

9/4/2023 PLAY Criminal Firmdale Hotels 72 Accommodation and Food ServicesFinancial Mixed Data Attack

9/4/2023 Desorden Criminal AIS Thailand 51 InformationFinancial Mixed Data Attack

9/4/2023 LockBit 3.0Criminal City council of Seville91 Financial Mixed Data Attack

9/3/2023 GRU 85th Main Special Service Center (Unit 26165) (FANCYBEAR)Nation-StateEnergy facility in Ukraine22 Utilities Political-EspionageExploitive Exploitation of End Host

9/3/2023 UndeterminedCriminal NXP Semiconductors33 ManufacturingFinancial Exploitive Undetermined

9/3/2023 ShinyHuntersCriminal Pizza Hut Australia72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Application Server

9/3/2023 UndeterminedCriminal German Federal Financial Supervisory Authority (BaFin)81 Other Services (except Public Administration)UndeterminedDisruptive External Denial of Services

9/3/2023 NGB 3rd Technical Surveillance BureauNation-StateStake.com 71 Arts, Entertainment, and RecreationFinancial Exploitive Exploitation of Application Server

9/3/2023 ALPHVM Criminal Newton Media 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

9/3/2023 Nationalist Criminal Simplicia 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Undetermined

9/3/2023 UndeterminedCriminal Maiden Erlegh Trust61 Educational ServicesFinancial Mixed Data Attack

9/3/2023 ADHD Hacktivist Municipality of Padova92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

9/1/2023 UndeterminedCriminal Debenham High School61 Educational ServicesFinancial UndeterminedUndetermined

9/1/2023 UndeterminedCriminal Highgate Wood School61 Educational ServicesFinancial UndeterminedUndetermined

9/1/2023 UndeterminedCriminal Carlisle Area School District61 Educational ServicesFinancial Mixed Data Attack

9/1/2023 UndeterminedCriminal Lawrence Public Schools61 Educational ServicesFinancial Mixed Data Attack

9/1/2023 UndeterminedCriminal Comitato Elettrotecnico Italiano61 Educational ServicesFinancial Mixed Data Attack



9/1/2023 LockBit 3.0Criminal Carthage Area Hospital62 Health Care and Social AssistanceFinancial Mixed Data Attack

9/1/2023 LockBit 3.0Criminal Claxton-Hepburn Medical Center62 Health Care and Social AssistanceFinancial Mixed Data Attack

9/1/2023 UndeterminedCriminal Deer Oaks 62 Health Care and Social AssistanceFinancial Mixed Data Attack

8/31/2023 UndeterminedCriminal University of Sydney61 Educational ServicesUndeterminedExploitive Exploitation of Application Server

8/31/2023 UndeterminedCriminal Sourcegraph 54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server

8/31/2023 RansomedCriminal The department of health for Hawai?i (healthybydefault.hawaii.gov)92 Public AdministrationUndeterminedDisruptive Message Manipulation

8/31/2023 NGB 3rd Technical Surveillance BureauNation-StateOrganizations in South Korea81 Other Services (except Public Administration)Political-EspionageExploitive Undetermined

8/31/2023 UndeterminedCriminal Cypher 52 Finance and InsuranceUndeterminedUndeterminedUndetermined

8/31/2023 UndeterminedCriminal Northwave 52 Finance and InsuranceFinancial Mixed Data Attack

8/31/2023 LockBit 3.0Criminal Zep 81 Other Services (except Public Administration)Financial Mixed Data Attack

8/31/2023 Cl0p Criminal Planet Home Lending52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

8/31/2023 UndeterminedCriminal Mountain View Family Practice62 Health Care and Social AssistanceUndeterminedUndeterminedUndetermined

8/31/2023 8BASE Criminal Fenn Termite & Pest Control56 Administrative and Support and Waste Management and Remediation ServicesFinancial Mixed Data Attack

8/30/2023 UndeterminedCriminal Paramount Global92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

8/30/2023 UndeterminedCriminal Appy Kids Co 44 Retail TradeUndeterminedExploitive Exploitation of Application Server

8/30/2023 ALPHVM Criminal Forsyth County 92 Public AdministrationFinancial Mixed Data Attack

8/30/2023 LockBit 3.0Criminal Commission des services electriques de MontrÃƒÂƒÃ‚Â©al (CSEM)92 Public AdministrationFinancial Mixed Data Attack

8/30/2023 UndeterminedCriminal Prime Therapeutics31 ManufacturingUndeterminedExploitive Exploitation of End Host

8/30/2023 LockBit 3.0Criminal Italian Ministry of Culture92 Public AdministrationFinancial Mixed Data Attack

8/30/2023 NoEscape Criminal Pasquale Bruni 31 ManufacturingFinancial Mixed Data Attack

8/30/2023 FSB 18th Center for Information Security (Gamaredon)Nation-StateUkrainian military organizations and government entities92 Public AdministrationPolitical-EspionageExploitive Undetermined

8/30/2023 UndeterminedCriminal LogicMonitor 51 InformationFinancial Mixed Data Attack

8/30/2023 UndeterminedCriminal Freecycle.org 81 Other Services (except Public Administration)Financial Exploitive Undetermined

8/30/2023 UndeterminedCriminal Coffee Meets Bagel51 InformationUndeterminedDisruptive Data Attack

8/30/2023 Medusa Criminal Municipality of Betton92 Public AdministrationFinancial Mixed Data Attack

8/30/2023 ALPHV Criminal Brooklyn Premier Orthopedics62 Health Care and Social AssistanceFinancial Mixed Data Attack

8/30/2023 UndeterminedCriminal PeakMed Colorado62 Health Care and Social AssistanceFinancial Exploitive Undetermined

8/30/2023 UndeterminedCriminal Truepill 62 Health Care and Social AssistanceFinancial Exploitive Undetermined

8/29/2023 UndeterminedCriminal National Center of Incident Readiness and Strategy for Cybersecurity (NISC)92 Public AdministrationPolitical-EspionageExploitive Exploitation of Application Server

8/29/2023 Cl0p Criminal RoundPoint Mortgage Servicing52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

8/29/2023 UndeterminedCriminal Hospital Sisters Health62 Health Care and Social AssistanceUndeterminedUndeterminedUndetermined

8/29/2023 UndeterminedCriminal Prevea Health 62 Health Care and Social AssistanceUndeterminedUndeterminedUndetermined

8/29/2023 UndeterminedCriminal Retool 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of End Host

8/28/2023 UndeterminedCriminal Chambersburg Area School District61 Educational ServicesFinancial Mixed Data Attack

8/28/2023 UndeterminedCriminal Louis Garneau Sports71 Arts, Entertainment, and RecreationUndeterminedUndeterminedUndetermined

8/28/2023 Cl0p Criminal PennyMac Loan Services52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

8/28/2023 UndeterminedCriminal Italian region of Lazio92 Public AdministrationUndeterminedDisruptive Message Manipulation

8/28/2023 UndeterminedCriminal Topgolf Callaway 71 Arts, Entertainment, and RecreationUndeterminedExploitive Exploitation of Application Server

8/28/2023 UndeterminedCriminal Forever 21 44 Retail TradeUndeterminedExploitive Exploitation of Application Server

8/27/2023 GhostSec Hacktivist FANAP Behnama 54 Professional, Scientific, and Technical ServicesProtest Exploitive Exploitation of Application Server

8/27/2023 UndeterminedCriminal Undisclosed contractor of the UK Met Police92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

8/27/2023 UndeterminedCriminal Balancer 52 Finance and InsuranceUndeterminedExploitive Exploitation of Application Server

8/26/2023 Akira Criminal Edmonds School District61 Educational ServicesFinancial Mixed Data Attack

8/26/2023 Akira Criminal Jasper High School61 Educational ServicesFinancial Mixed Data Attack

8/26/2023 UndeterminedCriminal University of Michigan61 Educational ServicesUndeterminedExploitive Exploitation of Application Server

8/25/2023 UndeterminedCriminal Ohio History Connection (OHC)81 Other Services (except Public Administration)Financial Mixed Data Attack

8/25/2023 8BASE Criminal Bahamas Medical & Surgical Supplies31 ManufacturingFinancial Mixed Data Attack

8/25/2023 Killnet Hacktivist SOCAR Energy Ukraine22 Utilities Protest Disruptive External Denial of Service

8/25/2023 Cl0p Criminal Standard Insurance Company52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

8/25/2023 Cl0p Criminal Continental Casualty Company (CNA)52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

8/25/2023 UndeterminedCriminal Associates in Pediatric Dentistry62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of End Host

8/25/2023 UndeterminedCriminal Undisclosed supplier of the London Metropolitan Police81 Other Services (except Public Administration)UndeterminedExploitive Undetermined

8/25/2023 Two Polish citizensHacktivist Poland's railway infrastructure operator48 Transportation and WarehousingProtest Disruptive Physical Attack

8/25/2023 UndeterminedCriminal WebDetetive 54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Undetermined

8/25/2023 NoEscape Criminal Oswaldo Cruz Foundation (Fiocruz)81 Other Services (except Public Administration)Financial Mixed Data Attack



8/25/2023 Killnet Hacktivist WOG (West Oil Group)22 Utilities Protest Disruptive External Denial of Service

8/25/2023 Killnet Hacktivist Amic Energy 22 Utilities Protest Disruptive External Denial of Service

8/24/2023 UndeterminedCriminal St Helens Borough Council92 Public AdministrationFinancial Mixed Data Attack

8/24/2023 Cl0p Criminal Chevron Federal Credit Union52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

8/24/2023 UndeterminedCriminal U.S. Drug Enforcement Administration92 Public AdministrationUndeterminedExploitive Undetermined

8/24/2023 ADHD Hacktivist Four Italian Lawers' sites54 Professional, Scientific, and Technical ServicesProtest Exploitive Exploitation of End Host

8/24/2023 UndeterminedCriminal Kroll 54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Undetermined

8/24/2023 UndeterminedCriminal PurFoods 81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of Application Server

8/24/2023 LockBit 3.0Criminal Architecture companies in Spain54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

8/23/2023 ALPHVM Criminal North East BIC 81 Other Services (except Public Administration)Financial Mixed Data Attack

8/23/2023 LockBit 3.0Criminal Stockwell Harris Law54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

8/23/2023 Cl0p Criminal Data Media Associates54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

8/23/2023 UndeterminedCriminal AmeriBen 81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of Application Server

8/23/2023 UndeterminedCriminal CLEAResult 54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server

8/23/2023 UndeterminedCriminal iMedicWare 62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of Application Server

8/23/2023 Cl0p Criminal Sovos Compliance54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

8/23/2023 UndeterminedCriminal Leaseweb 51 InformationUndeterminedDisruptive Data Attack

8/22/2023 Cl0p Criminal PÃƒÂƒÃ‚Â´le Emploi81 Other Services (except Public Administration)Financial Exploitive Exploitation of End Host

8/22/2023 UndeterminedCriminal Public Center for Social Action (CPAS)81 Other Services (except Public Administration)Financial Mixed Data Attack

8/22/2023 UndeterminedCriminal Gadsden County 92 Public AdministrationUndeterminedUndeterminedUndetermined

8/22/2023 UndeterminedCriminal University of Minnesota61 Educational ServicesUndeterminedExploitive Exploitation of End Host

8/22/2023 UndeterminedCriminal MidFirst Bank 52 Finance and InsuranceUndeterminedExploitive Exploitation of End Host

8/22/2023 UndeterminedCriminal Swan Retail 44 Retail TradeUndeterminedUndeterminedUndetermined

8/22/2023 UndeterminedCriminal Terra Protocol 81 Other Services (except Public Administration)UndeterminedUndeterminedUndetermined

8/22/2023 UndeterminedCriminal Absolute Dental Services62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of End Host

8/22/2023 UndeterminedCriminal CloudNordic 51 InformationFinancial Mixed Data Attack

8/21/2023 ALPHVM Criminal Seiko 81 Other Services (except Public Administration)Financial Mixed Data Attack

8/21/2023 UndeterminedCriminal Energy One 54 Professional, Scientific, and Technical ServicesUndeterminedUndeterminedUndetermined

8/21/2023 Cyber ResistanceHacktivist Cyber Resistance 81 Other Services (except Public Administration)Protest Exploitive Exploitation of End Host

8/21/2023 Snatch Criminal Department of Defence South Africa92 Public AdministrationFinancial Mixed Data Attack

8/21/2023 Medusa Criminal International Civil Defense Organization (ICDO)81 Other Services (except Public Administration)Financial Mixed Data Attack

8/21/2023 Medusa Criminal Novi Pazar-Put 81 Other Services (except Public Administration)Financial Mixed Data Attack

8/21/2023 UndeterminedCriminal Health Care Service Corporation62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of End Host

8/21/2023 FocaLeaksCriminal Unknown organization in the healthcare sector62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Host

8/21/2023 UndeterminedCriminal Resort Data Processing54 Professional, Scientific, and Technical ServicesFinancial Exploitive Undetermined

8/20/2023 Rhysida Criminal Singing River Health System62 Health Care and Social AssistanceUndeterminedUndeterminedUndetermined

8/20/2023 NGB 3rd Technical Surveillance Bureau (Kimsuky)Nation-StateUlchi Freedom Shield81 Other Services (except Public Administration)Political-EspionageExploitive Undetermined

8/20/2023 Killnet Hacktivist 429 gas stations in Lithuania81 Other Services (except Public Administration)Protest Disruptive External Denial of Service

8/19/2023 UndeterminedCriminal Harbor Protocol 81 Other Services (except Public Administration)UndeterminedUndeterminedUndetermined

8/19/2023 TheSnake Criminal RobertoPolizzo.com81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of Application Server

8/19/2023 NoEscape Criminal Respublikin? Vilniaus Psichiatrijos Ligonin? (the Republican Vilnius Psychiatric Hospital)62 Health Care and Social AssistanceFinancial Mixed Data Attack

8/19/2023 PLAY Criminal Bolton Group 81 Other Services (except Public Administration)Financial Mixed Data Attack

8/18/2023 NoEscape Criminal auDA 51 InformationFinancial Mixed Data Attack

8/18/2023 UndeterminedCriminal U.S.-based space companies81 Other Services (except Public Administration)Political-EspionageExploitive Undetermined

8/18/2023 UndeterminedCriminal Ecuador's National Election92 Public AdministrationUndeterminedDisruptive Undetermined

8/18/2023 UndeterminedCriminal Exactly Protocol 52 Finance and InsuranceUndeterminedUndeterminedUndetermined

8/18/2023 Black BastaCriminal Adams Bank & Trust52 Finance and InsuranceFinancial Mixed Data Attack

8/18/2023 Black BastaCriminal Twin Towers Trading52 Finance and InsuranceFinancial Mixed Data Attack

8/18/2023 Black BastaCriminal Deutsche Leasing AG53 Real Estate and Rental and LeasingFinancial Mixed Data Attack

8/18/2023 Black BastaCriminal Undisclosed German organization in the Appliances Electrical and Electronics Manufacturing sector81 Other Services (except Public Administration)Financial Mixed Data Attack

8/18/2023 Black BastaCriminal Van der Ven Auto's48 Transportation and WarehousingFinancial Mixed Data Attack

8/18/2023 UndeterminedCriminal Illinois Department of Public Health92 Public AdministrationUndeterminedExploitive Undetermined

8/18/2023 UndeterminedCriminal Patriot Legal Defense Fund81 Other Services (except Public Administration)UndeterminedDisruptive Message Manipulation

8/18/2023 UndeterminedCriminal OutletAccessori.it 44 Retail TradeUndeterminedExploitive Undetermined

8/17/2023 Bronze StarlightNation-StateSoutheast Asian gambling industry71 Arts, Entertainment, and RecreationPolitical-EspionageExploitive Undetermined



8/17/2023 Medusa Criminal Town of Sartrouville92 Public AdministrationFinancial Mixed Data Attack

8/17/2023 UndeterminedCriminal U.S. military procurement system and Taiwan-based organization92 Public AdministrationPolitical-EspionageExploitive Undetermined

8/17/2023 PLAY Criminal Managed Service Providers (MSPs) worldwide54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

8/17/2023 UndeterminedCriminal SouthCoast Medical Group62 Health Care and Social AssistanceUndeterminedExploitive Undetermined

8/17/2023 Cl0p Criminal Blue Cross Blue Shield of Arizona52 Finance and InsuranceFinancial Exploitive Undetermined

8/17/2023 Cl0p Criminal Harris Center for Mental Health and IDD62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

8/17/2023 UndeterminedCriminal Bailey Cavalieri 54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Undetermined

8/17/2023 UndeterminedCriminal Henwood Family Dentistry62 Health Care and Social AssistanceFinancial Mixed Data Attack

8/16/2023 UndeterminedCriminal Undisclosed auction house54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Undetermined

8/16/2023 8BASE Criminal ToyotaLift Northeast44 Retail TradeFinancial Mixed Data Attack

8/15/2023 Cl0p Criminal Banco Popular de Puerto Rico52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

8/15/2023 Cl0p Criminal Medicine Camden Clark Medical Center62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

8/15/2023 Cl0p Criminal First Farmers Bank & Trust52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

8/15/2023 Cl0p Criminal University of Massachusetts Chan Medical School (UMass Chan)61 Educational ServicesFinancial Exploitive Exploitation of Application Server

8/15/2023 UndeterminedCriminal Advance America Cash Advance Centers of Montana and Advance America Cash Advance Centers of Vermont (Advance America)52 Finance and InsuranceUndeterminedExploitive Exploitation of Application Server

8/15/2023 UndeterminedCriminal Cleveland City Schools92 Public AdministrationFinancial Mixed Data Attack

8/15/2023 UndeterminedCriminal RocketSwap 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

8/15/2023 Medusa Criminal Postel 81 Other Services (except Public Administration)Financial Mixed Data Attack

8/14/2023 Akihirah UndeterminedDiscord.io 51 InformationUndeterminedExploitive Exploitation of Application Server

8/14/2023 UndeterminedCriminal Prince George's County Public Schools61 Educational ServicesUndeterminedUndeterminedUndetermined

8/14/2023 UndeterminedCriminal Clorox 31 ManufacturingUndeterminedUndeterminedUndetermined

8/14/2023 NoEscape Criminal German Federal Bar Association (BRAK)54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

8/14/2023 Rhysida Criminal Programa de Atencion Medica Integral (PAMI62 Health Care and Social AssistanceFinancial Mixed Data Attack

8/14/2023 Cl0p Criminal New York Life Insurance Company (NYLIC),52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

8/14/2023 Cl0p Criminal Alogent Holdings 81 Other Services (except Public Administration)Financial Exploitive Exploitation of Application Server

8/14/2023 Cl0p Criminal TMG Health 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

8/14/2023 Cl0p Criminal HCSC Insurance Services Company52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

8/14/2023 UndeterminedCriminal M&T Bank 52 Finance and InsuranceUndeterminedExploitive Exploitation of Application Server

8/14/2023 UndeterminedCriminal El Centro Del Barrio (CentroMed)62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of Application Server

8/14/2023 UndeterminedCriminal Electronic Sign 81 Other Services (except Public Administration)Protest Disruptive Message Manipulation

8/14/2023 Medusa Criminal Levare International,81 Other Services (except Public Administration)Financial Mixed Data Attack

8/14/2023 UndeterminedCriminal Zunami Protocol 52 Finance and InsuranceUndeterminedDisruptive Undetermined

8/14/2023 UndeterminedCriminal Ministry of Ayush in Jharkhand91 Financial Mixed Exploitation of Application Server

8/11/2023 Cl0p Criminal Fidelity National Information Services (FIS Global)81 Other Services (except Public Administration)Financial Exploitive Exploitation of Application Server

8/11/2023 Cl0p Criminal Florida Healthy Kids81 Other Services (except Public Administration)Financial Exploitive Exploitation of Application Server

8/11/2023 Akira Criminal Belt Railway Company of Chicago48 Transportation and WarehousingFinancial Mixed Data Attack

8/11/2023 ThreatSec Hacktivist Government data center in Indonesia51 InformationProtest Exploitive Exploitation of Application Server

8/11/2023 Fredens of SecurityUndeterminedIndia Ministry of Food Processing Industries92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

8/11/2023 Fredens of SecurityUndeterminedIndia Ministry of Health & Family Welfare92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

8/11/2023 PieWithNothingHobbyist Shemaroo Entertainment71 Arts, Entertainment, and RecreationUndeterminedExploitive Exploitation of Application Server

8/11/2023 UndeterminedCriminal Cummins Behavioral Health Systems62 Health Care and Social AssistanceFinancial Mixed Data Attack

8/11/2023 UndeterminedCriminal Puntozero 51 InformationUndeterminedUndeterminedUndetermined

8/11/2023 UndeterminedCriminal Greater Dallas Healthcare Enterprises62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End User

8/10/2023 Islamic Revolutionary Guard Corps (APT 35 Charming Kitten)Nation-StateIranian opposition and exiles based in Germany81 Other Services (except Public Administration)Political-EspionageExploitive Undetermined

8/10/2023 LockBit 3.0Criminal City of El Cerrito 92 Public AdministrationFinancial Mixed Data Attack

8/10/2023 UndeterminedCriminal Power Generator in South Africa22 Utilities UndeterminedExploitive Undetermined

8/10/2023 SVR (COZYBEAR)Nation-StateForeign ministries of NATO-aligned governments92 Public AdministrationPolitical-EspionageExploitive

8/10/2023 8BASE Criminal Alberta Dental Service Corporation (ADSC)62 Health Care and Social AssistanceFinancial Mixed Data Attack

8/10/2023 UndeterminedCriminal City of New Haven92 Public AdministrationFinancial Exploitive Undetermined

8/9/2023 Rhysida Criminal Undisclosed healthcare organization in Australia62 Health Care and Social AssistanceFinancial Mixed Data Attack

8/9/2023 UndeterminedCriminal Virginia Department of Medical Assistance Services92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

8/9/2023 Cl0p Criminal EMS Management and Consultants54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

8/9/2023 MoustachedBouncerNation-StateForeign embassies in Belarus92 Public AdministrationPolitical-EspionageExploitive Exploitation of Infrastructure

8/9/2023 UndeterminedCriminal Jordan Valley Community Health Center62 Health Care and Social AssistanceFinancial Exploitive Undetermined

8/9/2023 UndeterminedCriminal Fellowship Village 62 Health Care and Social AssistanceFinancial Exploitive Undetermined



8/8/2023 UndeterminedCriminal UK Electoral Commission92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

8/8/2023 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Nation-StateUkraine Military 92 Public AdministrationPolitical-EspionageExploitive Exploitation of Application Server

8/8/2023 UndeterminedCriminal Mayanei Hayeshua Medical Center62 Health Care and Social AssistanceFinancial Mixed Data Attack

8/8/2023 NoName057(16)Hacktivist Government and public services websites in France92 Public AdministrationProtest Disruptive External Denial of Service

8/8/2023 NoName057(16)Hacktivist Government and public services websites in the Netherlands92 Public AdministrationProtest Disruptive External Denial of Service

8/8/2023 K0LzSec Criminal Bank of Ayudhya 52 Finance and InsuranceFinancial UndeterminedUndetermined

8/8/2023 UserSec Hacktivist Birmingham Airport48 Transportation and WarehousingProtest Disruptive External Denial of Service

8/8/2023 UserSec Hacktivist Belfast Airport 48 Transportation and WarehousingProtest Disruptive External Denial of Service

8/8/2023 Qilin Criminal Thonburi Energy Storage Systems (TESM)22 Utilities Financial Mixed Data Attack

8/8/2023 8BASE Criminal Oregon Sports Medicine62 Health Care and Social AssistanceFinancial Mixed Data Attack

8/8/2023 NoEscape Criminal Kreacta 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

8/8/2023 UndeterminedCriminal Rapattoni 53 Real Estate and Rental and LeasingFinancial Mixed Data Attack

8/8/2023 UndeterminedCriminal Acadia Health AKA Just Kids Dental62 Health Care and Social AssistanceFinancial Mixed Data Attack

8/7/2023 NGB 3rd Technical Surveillance BureauNation-StateNPO Mashinostroyeniya81 Other Services (except Public Administration)Political-EspionageExploitive Exploitation of Application Server

8/7/2023 LockBit 3.0Criminal Varian Medical Systems62 Health Care and Social AssistanceFinancial Mixed Data Attack

8/7/2023 Cl0p Criminal Aristocrat 81 Other Services (except Public Administration)Financial Mixed Data Attack

8/7/2023 Cl0p Criminal Bank OZK 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

8/7/2023 Cl0p Criminal Hartford Life and Accident Insurance Company (The Hartford)52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

8/7/2023 Cl0p Criminal Vecino Health Centers52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

8/7/2023 ThreatSec Hacktivist MindX Technology School (mindx.edu.vn)61 Educational ServicesFinancial Exploitive Exploitation of Application Server

8/7/2023 UndeterminedCriminal Health Service of Madeira (SESARAM)62 Health Care and Social AssistanceUndeterminedUndeterminedUndetermined

8/7/2023 UndeterminedCriminal Classified military networks92 Public AdministrationPolitical-EspionageExploitive Undetermined

8/7/2023 UndeterminedCriminal IVF Michigan and Ohio Fertility Centers62 Health Care and Social AssistanceFinancial Mixed Data Attack

8/6/2023 ALPHVM Criminal IBL Healthcare 62 Health Care and Social AssistanceFinancial Mixed Data Attack

8/6/2023 8BASE Criminal Delaney Browne Recruitment54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

8/5/2023 Cl0p Criminal K & L Gates 81 Other Services (except Public Administration)Financial Mixed Data Attack

8/5/2023 Cl0p Criminal Delaware Life 52 Finance and InsuranceFinancial Mixed Data Attack

8/5/2023 Cl0p Criminal Zurich Brazil 81 Other Services (except Public Administration)Financial Mixed Data Attack

8/5/2023 LockBit 3.0Criminal Zaun 23 ConstructionFinancial Exploitive Undetermined

8/4/2023 Rhysida Criminal Prospect Medical Holdings31 ManufacturingFinancial Mixed Data Attack

8/4/2023 NDT SEC Criminal Delta Electronics 31 ManufacturingFinancial UndeterminedUndetermined

8/4/2023 Team R70Hacktivist Chhattisgarh State Biodiversity Board92 Public AdministrationProtest Disruptive Message Manipulation

8/4/2023 Cl0p Criminal Radius Global Solutions54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

8/4/2023 UndeterminedCriminal Loren D. Stark Company54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Undetermined

8/4/2023 UndeterminedCriminal Capital Neurological Surgeons62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of End Host

8/4/2023 Lone Wolf Criminal Organizations in Russia81 Other Services (except Public Administration)Financial Mixed Data Attack

8/3/2023 LockBit 3.0Criminal Best Motel 72 Accommodation and Food ServicesFinancial Mixed Data Attack

8/3/2023 LockBit 3.0Criminal Federal Electric Corp (FEC)22 Utilities Financial Mixed Data Attack

8/3/2023 LockBit 3.0Criminal Construction CRD23 ConstructionFinancial Mixed Data Attack

8/3/2023 Cl0p Criminal Bank of Canton 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

8/2/2023 Akira Criminal Parathon 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

8/2/2023 Anonymous SudanHacktivist MTN 51 InformationProtest Disruptive Undetermined

8/2/2023 UndeterminedCriminal Digital infrastructures in Nigeria51 InformationUndeterminedUndeterminedUndetermined

8/1/2023 NoName057(16)Hacktivist Intesa Sanpaolo 81 Other Services (except Public Administration)Protest Disruptive External Denial of Service

8/1/2023 NoName057(16)Hacktivist Italian water supply company22 Utilities Protest Disruptive External Denial of Service

8/1/2023 NoName057(16)Hacktivist Italian business newspaper51 InformationProtest Disruptive External Denial of Service

8/1/2023 NoName057(16)Hacktivist Italian Public Transport48 Transportation and WarehousingProtest Disruptive External Denial of Service

8/1/2023 UndeterminedCriminal Hot Topic 44 Retail TradeUndeterminedExploitive Undetermined

8/1/2023 Cl0p Criminal Lumico Life Insurance Company52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

8/1/2023 UndeterminedCriminal Hawaii's Gemini North Observatory81 Other Services (except Public Administration)UndeterminedExploitive Undetermined

8/1/2023 Killnet Hacktivist London Metal Exchange (LME)52 Finance and InsuranceProtest UndeterminedUndetermined

8/1/2023 UndeterminedCriminal LeetSwap 52 Finance and InsuranceUndeterminedExploitive Exploitation of End Host

7/31/2023 UndeterminedCriminal Tecnova Group 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

7/31/2023 Anonymous SudanHacktivist Kenya's eCitizen Portal92 Public AdministrationProtest Disruptive External Denial of Services

7/31/2023 Karakurt Criminal McAlester Regional Health Center62 Health Care and Social AssistanceFinancial Exploitive Undetermined



7/31/2023 LockBit 3.0Criminal West Oaks School61 Educational ServicesFinancial Mixed Data Attack

7/31/2023 UndeterminedCriminal Bluegrass Care Navigators62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End User

7/30/2023 Cyber AvengersHacktivist BAZAN Group 56 Administrative and Support and Waste Management and Remediation ServicesProtest Disruptive External Denial of Services

7/29/2023 Cl0p Criminal Brighthouse Financial52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

7/29/2023 UndeterminedCriminal Curve Finance 52 Finance and InsuranceFinancial Exploitive

7/29/2023 UndeterminedCriminal Ellipsis 56 Administrative and Support and Waste Management and Remediation ServicesFinancial Exploitive

7/29/2023 UndeterminedCriminal Alchemix 57 Financial Exploitive

7/29/2023 UndeterminedCriminal MetronomeDAO 58 Financial Exploitive

7/28/2023 Cl0p Criminal Teachers Retirement System of Georgia52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

7/28/2023 Black BastaCriminal BankCard USA 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

7/28/2023 UndeterminedCriminal United HealthCare Services52 Finance and InsuranceFinancial Exploitive Undetermined

7/27/2023 Cl0p Criminal T. Rowe Price Retirement Plan Services52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

7/27/2023 UndeterminedCriminal IMX Medical Management Services54 Professional, Scientific, and Technical ServicesFinancial Exploitive Undetermined

7/27/2023 UndeterminedCriminal LifeWorks Wellness Center71 Arts, Entertainment, and RecreationFinancial Mixed Data Attack

7/27/2023 UndeterminedCriminal Fidelity Life Association52 Finance and InsuranceFinancial Exploitive Undetermined

7/26/2023 Cl0p Criminal Hallmark Channel 71 Arts, Entertainment, and RecreationFinancial Exploitive Exploitation of Application Server

7/26/2023 Cl0p Criminal College of Collin 61 Educational ServicesFinancial Exploitive Exploitation of Application Server

7/26/2023 Cl0p Criminal College of Foothill 61 Educational ServicesFinancial Exploitive Exploitation of Application Server

7/26/2023 Cl0p Criminal College of Lake Forest61 Educational ServicesFinancial Exploitive Exploitation of Application Server

7/26/2023 Cl0p Criminal Transamerica Life Insurance Company52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

7/26/2023 Cl0p Criminal Transactions Applications Group54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

7/26/2023 Cl0p Criminal Maximus 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

7/26/2023 Cl0p Criminal Deloitte 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

7/26/2023 UndeterminedCriminal Wuhan Earthquake Monitoring Center92 Public AdministrationPolitical-EspionageExploitive Undetermined

7/26/2023 ALPHVM Criminal GF Assicurazioni 52 Finance and InsuranceFinancial Mixed Data Attack

7/26/2023 SiegedSecHacktivist NATO Communities of Interest (COI) Cooperation Portal92 Public AdministrationProtest Exploitive Undetermined

7/26/2023 UndeterminedCriminal Family Vision of Anderson62 Health Care and Social AssistanceFinancial Mixed Data Attack

7/26/2023 UndeterminedCriminal Johnstown Regional Sewage22 Utilities UndeterminedExploitive Undetermined

7/26/2023 UndeterminedCriminal United Medical Centers62 Health Care and Social AssistanceFinancial Exploitive Undetermined

7/25/2023 UndeterminedCriminal Care N' Care Insurance Company52 Finance and InsuranceFinancial Exploitive Undetermined

7/25/2023 UndeterminedCriminal Valley National Bank52 Finance and InsuranceFinancial Exploitive Undetermined

7/25/2023 UndeterminedCriminal Era Lend 53 Real Estate and Rental and LeasingFinancial Exploitive

7/25/2023 UndeterminedCriminal CardioComm Solutions33 ManufacturingFinancial Mixed Data Attack

7/24/2023 Cl0p Criminal Michigan State University61 Educational ServicesFinancial Exploitive Exploitation of Application Server

7/24/2023 Cl0p Criminal Johns Hopkins All Children's Hospital62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

7/24/2023 UndeterminedCriminal Norwegian Government92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

7/24/2023 ALPHVM Criminal Azimut Capital Management52 Finance and InsuranceFinancial Mixed Data Attack

7/23/2023 UndeterminedCriminal Egyptian Ministry of Health and Population92 Public AdministrationFinancial Exploitive Undetermined

7/23/2023 ALPHVM Criminal Tempur Sealy 33 ManufacturingFinancial Mixed Data Attack

7/23/2023 Cyclops Criminal Cvlan 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

7/23/2023 NGB 3rd Technical Surveillance BureauNation-StateAlphapo 60 Financial Exploitive Exploitation of Application Server

7/22/2023 Cl0p Criminal SeniorCare PACE (Sutter Senior Care)62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

7/22/2023 Cl0p Criminal Northwestern Mutual52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

7/22/2023 NGB 3rd Technical Surveillance BureauNation-StateCoinsPaid 59 Financial Exploitive Exploitation of Application Server

7/22/2023 UndeterminedCriminal Buckingham County Public Schools61 Educational ServicesFinancial Exploitive Exploitation of End Host

7/21/2023 Cl0p Criminal Bates Technical College61 Educational ServicesFinancial Exploitive Exploitation of Application Server

7/21/2023 Cl0p Criminal Lake Sumter Community College62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

7/21/2023 Cl0p Criminal University at Buffalo61 Educational ServicesFinancial Exploitive Exploitation of Application Server

7/21/2023 Cl0p Criminal University at Buffalo61 Educational ServicesFinancial Exploitive Exploitation of Application Server

7/21/2023 Cl0p Criminal State University of New York at Fredonia (SUNY Freedonia)67 Financial Exploitive Exploitation of Application Server

7/21/2023 Cl0p Criminal Olympic College 65 Financial Exploitive Exploitation of Application Server

7/21/2023 Cl0p Criminal St. Petersburg College66 Financial Exploitive Exploitation of Application Server

7/21/2023 Cl0p Criminal Massachusetts Mutual Life (MassMutual)52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

7/21/2023 Cl0p Criminal DHL 49 Transportation and WarehousingFinancial Exploitive Exploitation of Application Server

7/21/2023 UndeterminedCriminal Regione Umbria 92 Public AdministrationUndeterminedDisruptive External Denial of Services



7/21/2023 Akira Criminal Yamaha Music Canada44 Retail TradeFinancial Mixed Data Attack

7/21/2023 UndeterminedCriminal American United Life Insurance52 Finance and InsuranceFinancial Exploitive Undetermined

7/21/2023 UndeterminedCriminal Conic Finance 54 Professional, Scientific, and Technical ServicesFinancial Exploitive

7/21/2023 UndeterminedCriminal See Tickets 71 Arts, Entertainment, and RecreationFinancial Exploitive Exploitation of Application Server

7/21/2023 Cl0p Criminal MasTec 23 ConstructionFinancial Exploitive Exploitation of Application Server

7/20/2023 Cl0p Criminal Teachers' Retirement System of the City of New York52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

7/20/2023 Cl0p Criminal Franklin Mint Federal Credit Union52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

7/20/2023 Cl0p Criminal Pacific Premier Bank52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

7/20/2023 Cl0p Criminal Willis Towers Watson52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

7/20/2023 Cactus Criminal Confartigianatofc.it54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

7/20/2023 Cactus Criminal Rotomail 32 ManufacturingFinancial Mixed Data Attack

7/20/2023 Cactus Criminal Artemide 33 ManufacturingFinancial Mixed Data Attack

7/20/2023 Cactus Criminal CWS 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

7/20/2023 UndeterminedCriminal Roblox 51 InformationFinancial Mixed Data Attack

7/20/2023 UndeterminedCriminal Associated Press 51 InformationFinancial Exploitive Exploitation of End Host

7/19/2023 Desorden Criminal Ranhill Utilities Berhad22 Utilities Financial Mixed Data Attack

7/19/2023 Rhysida Criminal Stephen F. Austin State University61 Educational ServicesFinancial Mixed Data Attack

7/18/2023 Cl0p Criminal University of Alaska61 Educational ServicesFinancial Exploitive Exploitation of Application Server

7/18/2023 Cl0p Criminal University of Alaska61 Educational ServicesFinancial Exploitive Exploitation of Application Server

7/18/2023 Cl0p Criminal University of Delaware74 Financial Exploitive Exploitation of Application Server

7/18/2023 Cl0p Criminal University of Idaho61 Educational ServicesFinancial Exploitive Exploitation of Application Server

7/18/2023 Cl0p Criminal Loyola University 63 Financial Exploitive Exploitation of Application Server

7/18/2023 Cl0p Criminal University of Oklahoma61 Educational ServicesFinancial Exploitive Exploitation of Application Server

7/18/2023 Cl0p Criminal University of Temple77 Financial Exploitive Exploitation of Application Server

7/18/2023 Cl0p Criminal Wake Forest University80 Financial Exploitive Exploitation of Application Server

7/18/2023 Cl0p Criminal University of Worcester78 Financial Exploitive Exploitation of Application Server

7/18/2023 Cl0p Criminal Sound Community Bank52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

7/18/2023 Cl0p Criminal ITT 33 ManufacturingFinancial Exploitive Exploitation of Application Server

7/18/2023 Cl0p Criminal Bluefin Payment Systems54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

7/18/2023 Cl0p Criminal Ventiv Technology54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

7/18/2023 Cl0p Criminal Commission for Communications Regulation for Ireland92 Public AdministrationFinancial Exploitive Exploitation of Application Server

7/18/2023 UndeterminedCriminal Ortivus 54 Professional, Scientific, and Technical ServicesFinancial UndeterminedUndetermined

7/18/2023 ALPHVM Criminal EstÃƒÂƒÃ‚Â©e Lauder44 Retail TradeFinancial Mixed Data Attack

7/18/2023 NoEscape Criminal Girardini Group 32 ManufacturingFinancial Mixed Data Attack

7/18/2023 Cl0p Criminal EstÃƒÂƒÃ‚Â©e Lauder44 Retail TradeFinancial Mixed Data Attack

7/18/2023 UndeterminedCriminal Cognizant / TMG 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Undetermined

7/18/2023 UndeterminedCriminal Oak Valley Hospital District62 Health Care and Social AssistanceFinancial Exploitive Undetermined

7/17/2023 Cl0p Criminal RCI 72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Application Server

7/17/2023 Cl0p Criminal Warner Bros Discovery71 Arts, Entertainment, and RecreationFinancial Exploitive Exploitation of Application Server

7/17/2023 Cl0p Criminal Crum & Forster 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

7/17/2023 Cl0p Criminal Pioneer Electronics44 Retail TradeFinancial Exploitive Exploitation of Application Server

7/17/2023 Cl0p Criminal Vitesco Technologies33 ManufacturingFinancial Exploitive Exploitation of Application Server

7/17/2023 Cl0p Criminal Valmet 42 Wholesale TradeFinancial Exploitive Exploitation of Application Server

7/17/2023 Cl0p Criminal DESMI 99 UndeterminedFinancial Exploitive Exploitation of Application Server

7/17/2023 Cl0p Criminal Sierra Wireless 31 ManufacturingFinancial Exploitive Exploitation of Application Server

7/17/2023 Cl0p Criminal Emerson Electric 33 ManufacturingFinancial Exploitive Exploitation of Application Server

7/17/2023 Cl0p Criminal Japan Tobacco International USA11 Agriculture, Forestry, Fishing and HuntingFinancial Exploitive Exploitation of Application Server

7/17/2023 Cl0p Criminal Fortescue 21 Mining, Quarrying, and Oil and Gas ExtractionFinancial Exploitive Exploitation of Application Server

7/17/2023 Cl0p Criminal Compucom Systems54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

7/17/2023 Cl0p Criminal Netscout 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

7/17/2023 Cl0p Criminal Autozone 44 Retail TradeFinancial Exploitive Exploitation of Application Server

7/17/2023 Cl0p Criminal TJX Companies 45 Retail TradeFinancial Exploitive Exploitation of Application Server

7/17/2023 Nulled Criminal LePipe 45 Retail TradeFinancial Mixed Data Attack

7/17/2023 UndeterminedCriminal Hankins & Sohn Plastic Surgery Associates62 Health Care and Social AssistanceFinancial Exploitive Undetermined

7/16/2023 UndeterminedCriminal Helix 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack



7/16/2023 UndeterminedCriminal Tomra 22 Utilities UndeterminedMixed Data Attack

7/15/2023 ALPHVM Criminal Highland Health Systems62 Health Care and Social AssistanceFinancial Mixed Data Attack

7/15/2023 PLAY Criminal Lawer 33 ManufacturingFinancial Mixed Data Attack

7/15/2023 UndeterminedCriminal George County 92 Public AdministrationFinancial Mixed Data Attack

7/14/2023 Rhysida Criminal CittÃƒÂƒÃ‚Â  Nuova51 InformationFinancial Mixed Data Attack

7/14/2023 UndeterminedCriminal Idea Financial (Idea 247)52 Finance and InsuranceFinancial Exploitive Undetermined

7/14/2023 UndeterminedCriminal Park Royal Hospital62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End User

7/14/2023 Clop Criminal Shutterfly 81 Other Services (except Public Administration)Financial Exploitive Exploitation of Application Server

7/14/2023 Clop Criminal American Multi-Cinema (AMC Theatres)51 InformationFinancial Exploitive Exploitation of Application Server

7/14/2023 Clop Criminal Athene Annuity and Life Company52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

7/14/2023 Clop Criminal Crowe 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

7/14/2023 Clop Criminal Hillsborough County92 Public AdministrationFinancial Exploitive Exploitation of Application Server

7/14/2023 Clop Criminal Sunflower Bank 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

7/14/2023 Clop Criminal Teachers Insurance and Annuity Association of America (TIAA)52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

7/14/2023 Clop Criminal Idaho State Board of Education92 Public AdministrationFinancial Exploitive Exploitation of Application Server

7/14/2023 Clop Criminal GuidePoint Security54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

7/14/2023 UndeterminedCriminal Fairfax Oral & Maxillofacial Surgery (FOMS)62 Health Care and Social AssistanceFinancial Exploitive Undetermined

7/14/2023 UndeterminedCriminal RCH 33 ManufacturingFinancial Exploitive Undetermined

7/14/2023 UndeterminedCriminal Lemmy instances 51 InformationUndeterminedExploitive Exploitation of Application Server

7/13/2023 Clop Criminal Sun Life Assurance Company of Canada (Sun Life)52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

7/13/2023 UndeterminedCriminal Norwegian Refugee Council (NRC)92 Public AdministrationUndeterminedExploitive Undetermined

7/12/2023 UndeterminedCriminal Town of Cornelius92 Public AdministrationFinancial Mixed Data Attack

7/12/2023 UndeterminedCriminal Konen & Associates, doing business as Unified Pain Management62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End User

7/12/2023 Clop Criminal Sovos Compliance54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

7/12/2023 Clop Criminal Colorado State University61 Educational ServicesFinancial Exploitive Exploitation of Application Server

7/12/2023 Cl0p Criminal Mary Kay Corporation45 Retail TradeFinancial Exploitive Exploitation of Application Server

7/12/2023 UndeterminedCriminal Guarantee Trust Life Insurance Company52 Finance and InsuranceFinancial Exploitive Undetermined

7/12/2023 Cl0p Criminal NASCO 33 ManufacturingFinancial Exploitive Exploitation of Application Server

7/11/2023 8BASE Criminal Kansas Medical Center62 Health Care and Social AssistanceFinancial Mixed Data Attack

7/11/2023 UndeterminedCriminal Rodeo Finance 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

7/11/2023 UndeterminedCriminal Multichain 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

7/11/2023 Clop Criminal American National Insurance Company52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

7/11/2023 Clop Criminal Choice Hotel 72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Application Server

7/11/2023 Clop Criminal Majorel 51 InformationFinancial Exploitive Exploitation of Application Server

7/11/2023 Clop Criminal TomTom 33 ManufacturingFinancial Exploitive Exploitation of Application Server

7/11/2023 Clop Criminal Jones Lang LaSalle (JLL)53 Real Estate and Rental and LeasingFinancial Exploitive Exploitation of Application Server

7/11/2023 Clop Criminal Hamilton College 61 Educational ServicesFinancial Exploitive Exploitation of Application Server

7/11/2023 Clop Criminal University of Colorado61 Educational ServicesFinancial Exploitive Exploitation of Application Server

7/11/2023 Clop Criminal University of Louisville61 Educational ServicesFinancial Exploitive Exploitation of Application Server

7/11/2023 Clop Criminal UofL Health 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

7/11/2023 Clop Criminal Washington State University (WSU)61 Educational ServicesFinancial Exploitive Exploitation of Application Server

7/11/2023 LockBit 3.0Criminal Langlade County 92 Public AdministrationFinancial Mixed Data Attack

7/11/2023 LockBit 3.0Criminal Panorama Eyecare62 Health Care and Social AssistanceFinancial Mixed Data Attack

7/11/2023 UndeterminedCriminal HCA Healthcare 62 Health Care and Social AssistanceFinancial Exploitive Undetermined

7/11/2023 Rhysida Criminal Municipality of Ferrara92 Public AdministrationFinancial Mixed Data Attack

7/10/2023 Collective of religiously and politically motivated hackerHacktivist Archive of Our Own (AO3)51 InformationProtest Disruptive External Denial of Service

7/10/2023 UndeterminedCriminal Kent County 92 Public AdministrationUndeterminedUndeterminedUndetermined

7/10/2023 UndeterminedCriminal Malta Film Commission's Facebook page92 Public AdministrationFinancial Disruptive Message Manipulation

7/10/2023 Clop Criminal Alight Solutions 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

7/10/2023 Nationalist Criminal Razer 42 Wholesale TradeFinancial Exploitive Undetermined

7/10/2023 UndeterminedCriminal City of Hayward 92 Public AdministrationUndeterminedUndeterminedUndetermined

7/9/2023 UndeterminedCriminal Revolut 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

7/9/2023 D#nut LeaksCriminal Peroni Pompe 33 ManufacturingFinancial Mixed Data Attack

7/8/2023 UndeterminedCriminal Ventia 22 Utilities UndeterminedUndeterminedUndetermined

7/7/2023 UndeterminedCriminal Jackson Township92 Public AdministrationUndeterminedUndeterminedUndetermined



7/7/2023 Clop Criminal Clicks Retail Group45 Retail TradeFinancial Exploitive Exploitation of Application Server

7/7/2023 Clop Criminal Plains Capital Bank52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

7/7/2023 Clop Criminal TD Ameritrade 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

7/7/2023 Clop Criminal Chapman University61 Educational ServicesFinancial Exploitive Exploitation of Application Server

7/7/2023 Clop Criminal Lake Sumter State College61 Educational ServicesFinancial Exploitive Exploitation of Application Server

7/7/2023 Clop Criminal Madison College 61 Educational ServicesFinancial Exploitive Exploitation of Application Server

7/7/2023 Clop Criminal Middlebury College61 Educational ServicesFinancial Exploitive Exploitation of Application Server

7/7/2023 Clop Criminal Pace University 61 Educational ServicesFinancial Exploitive Exploitation of Application Server

7/7/2023 Clop Criminal Rensselaer Polytechnic Institute61 Educational ServicesFinancial Exploitive Exploitation of Application Server

7/7/2023 Clop Criminal Southern Utah University61 Educational ServicesFinancial Exploitive Exploitation of Application Server

7/7/2023 Clop Criminal St. Mary's University61 Educational ServicesFinancial Exploitive Exploitation of Application Server

7/7/2023 Clop Criminal Trinity College 61 Educational ServicesFinancial Exploitive Exploitation of Application Server

7/7/2023 Clop Criminal University of Dayton61 Educational ServicesFinancial Exploitive Exploitation of Application Server

7/7/2023 Clop Criminal Utah Tech University61 Educational ServicesFinancial Exploitive Exploitation of Application Server

7/7/2023 Clop Criminal Webster University61 Educational ServicesFinancial Exploitive Exploitation of Application Server

7/7/2023 Clop Criminal Wooster College 61 Educational ServicesFinancial Exploitive Exploitation of Application Server

7/7/2023 UndeterminedCriminal University of the West of Scotland (UWS)61 Educational ServicesUndeterminedUndeterminedUndetermined

7/7/2023 Clop Criminal Augsburg University61 Educational ServicesFinancial Exploitive Exploitation of Application Server

7/6/2023 Clop Criminal First Merchants Bank (FMB)52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

7/6/2023 Clop Criminal Cambridgeshire County Council92 Public AdministrationFinancial Exploitive Exploitation of Application Server

7/6/2023 Clop Criminal Proskauer Rose 61 Educational ServicesFinancial Exploitive Exploitation of Application Server

7/6/2023 UndeterminedCriminal Multichain 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

7/5/2023 UndeterminedCriminal Facebook page of the State Statistics Service of Ukraine92 Public AdministrationProtest Disruptive Message Manipulation

7/5/2023 Ukrainian IT ArmyHacktivist RZD 48 Transportation and WarehousingProtest Disruptive External Denial of Service

7/5/2023 UndeterminedCriminal Rodeo Finance 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

7/5/2023 BlackSuit Criminal ZooTampa 71 Arts, Entertainment, and RecreationFinancial Mixed Data Attack

7/4/2023 BrettJS Criminal Runner.it 51 InformationFinancial Mixed Data Attack

7/4/2023 UndeterminedCriminal Acque Veronesi 22 Utilities Financial Mixed Data Attack

7/4/2023 UndeterminedCriminal Port of Nagoya 48 Transportation and WarehousingFinancial Mixed Physical Attack

7/3/2023 Clop Criminal University of Illinois61 Educational ServicesFinancial Exploitive Exploitation of Application Server

7/3/2023 Cyber PartisansHacktivist Belarusian State University (BSU)61 Educational ServicesProtest Mixed Data Attack

7/3/2023 LockBit 3.0Criminal Blowtherm 33 ManufacturingFinancial Mixed Data Attack

7/3/2023 Rhysida Criminal BM GROUP POLYTEC33 ManufacturingFinancial Mixed Data Attack

7/3/2023 8BASE Criminal ClearMedi Health 62 Health Care and Social AssistanceFinancial Mixed Data Attack

7/3/2023 Cl0p Criminal Serco 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Undetermined

7/3/2023 UndeterminedCriminal North Mississippi Health Services62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Host

7/2/2023 UndeterminedCriminal Poly Network 51 InformationFinancial Exploitive Exploitation of Application Server

7/2/2023 Clop Criminal AON 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

7/2/2023 KromSec Hacktivist French Ministry of Justice92 Public AdministrationProtest Exploitive Undetermined

7/1/2023 SiegedSecHacktivist Halliburton 21 Mining, Quarrying, and Oil and Gas ExtractionProtest Disruptive Physical Attack

7/1/2023 SiegedSecHacktivist Shell 21 Mining, Quarrying, and Oil and Gas ExtractionProtest Disruptive Physical Attack

7/1/2023 SiegedSecHacktivist Helix Energy 21 Mining, Quarrying, and Oil and Gas ExtractionProtest Disruptive Physical Attack

7/1/2023 SiegedSecHacktivist Oceaneering 21 Mining, Quarrying, and Oil and Gas ExtractionProtest Disruptive Physical Attack

7/1/2023 UndeterminedCriminal Luigi Vanvitelli University Hospital62 Health Care and Social AssistanceFinancial Mixed Data Attack

6/30/2023 Anonymous SudanHacktivist EFTPS.gov (U.S. Treasury Department's Electronic Federal Tax Payment System)92 Public AdministrationProtest Disruptive External Denial of Services

6/30/2023 Anonymous SudanHacktivist U.S. Commerce Department92 Public AdministrationProtest Disruptive External Denial of Services

6/30/2023 Anonymous SudanHacktivist Stripe 54 Professional, Scientific, and Technical ServicesProtest Disruptive External Denial of Services

6/30/2023 UndeterminedCriminal Pearson Edexcel 61 Educational ServicesFinancial Exploitive Exploitation of End Host

6/30/2023 UndeterminedCriminal OCR 61 Educational ServicesFinancial Exploitive Exploitation of End Host

6/30/2023 UndeterminedCriminal AOA 61 Educational ServicesFinancial Exploitive Exploitation of End Host

6/30/2023 Cl0p Criminal Maryland's Department of Health and Human Services92 Public AdministrationFinancial Mixed Data Attack

6/30/2023 Cl0p Criminal United Bank 52 Finance and InsuranceFinancial Mixed Data Attack

6/30/2023 UndeterminedCriminal Gates Corporation32 ManufacturingFinancial Mixed Data Attack

6/30/2023 Cl0p Criminal Undisclosed vendor52 Finance and InsuranceFinancial Mixed Data Attack

6/30/2023 Cl0p Criminal Union Bank and Trust Company52 Finance and InsuranceFinancial Mixed Data Attack



6/30/2023 UndeterminedCriminal ARx Patient Solutions62 Health Care and Social AssistanceFinancial Exploitive Undetermined

6/30/2023 Rhysida Criminal University of Salerno61 Educational ServicesFinancial Mixed Data Attack

6/30/2023 UndeterminedCriminal Nickelodeon 71 Arts, Entertainment, and RecreationFinancial Exploitive Undetermined

6/30/2023 UndeterminedCriminal Trinidad and Tobago Office of the Attorney General and Ministry of Legal Affairs (AGLA)92 Public AdministrationFinancial Mixed Data Attack

6/30/2023 ALPHVM Criminal Barts Health NHS Trust62 Health Care and Social AssistanceFinancial Mixed Data Attack

6/30/2023 Cl0p Criminal Fidelity & Guaranty Life Insurance Company (F&G)52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

6/30/2023 UndeterminedCriminal EP Global Production Solutions (Entertainment Partners)71 Arts, Entertainment, and RecreationUndeterminedExploitive Undetermined

6/30/2023 Akira Criminal KNP Logistics 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

6/30/2023 APT32 Nation-StateTargets including members of the U.S. Congress and European officials.92 Public AdministrationPolitical-EspionageExploitive Undetermined

6/29/2023 Cl0p Criminal Kirkland & Ellis 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

6/29/2023 Cl0p Criminal K&L Gates 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

6/29/2023 Cl0p Criminal The Harrington Company54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

6/29/2023 Cl0p Criminal City National Bank52 Finance and InsuranceFinancial Mixed Data Attack

6/29/2023 UndeterminedCriminal Undisclosed organization(s) in the UAE99 UndeterminedUndeterminedDisruptive External Denial of Services

6/29/2023 Cl0p Criminal Bristol Myers Squibb32 ManufacturingFinancial Mixed Data Attack

6/29/2023 UndeterminedCriminal Advanced Medical Management62 Health Care and Social AssistanceFinancial Exploitive Undetermined

6/29/2023 UndeterminedCriminal Delaware Health Net62 Health Care and Social AssistanceFinancial Exploitive Undetermined

6/29/2023 Cyclops Criminal Atherfield Medical & Skin Cancer Clinic62 Health Care and Social AssistanceFinancial Exploitive Undetermined

6/29/2023 Cl0p Criminal Talcott Resolution Life Insurance Company52 Finance and InsuranceFinancial Mixed Data Attack

6/29/2023 Cl0p Criminal University of Southern Illinois61 Educational ServicesFinancial Mixed Data Attack

6/29/2023 LockBit 3.0Criminal Kinmax Technology54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

6/29/2023 Clop Criminal University of Utah 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

6/29/2023 Akira Criminal BHI Energy 22 Utilities Financial Mixed Data Attack

6/28/2023 Attackers allegedly affiliated with the Wagner GroupHacktivist Dozor-Teleport 51 InformationSabotage Mixed Data Attack

6/28/2023 SiegedSecHacktivist Nebraska Supreme Court92 Public AdministrationProtest Exploitive Exploitation of End Host

6/28/2023 SiegedSecHacktivist South Dakota Boards and Commissions (BAC)92 Public AdministrationProtest Exploitive Exploitation of End Host

6/28/2023 SiegedSecHacktivist Texas Behavioral Health Executive Council (BHEC)92 Public AdministrationProtest Exploitive Exploitation of End Host

6/28/2023 SiegedSecHacktivist Pennsylvania Provider Self-Service92 Public AdministrationProtest Exploitive Exploitation of End Host

6/28/2023 SiegedSecHacktivist South Carolina Criminal Justice Information Services (CJIS)92 Public AdministrationProtest Exploitive Exploitation of End Host

6/28/2023 Cl0p Criminal Sony 42 Wholesale TradeFinancial Mixed Data Attack

6/28/2023 Cl0p Criminal Cognizant 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

6/28/2023 Cl0p Criminal U.S. Department of Health and Human Services (HHS)92 Public AdministrationFinancial Mixed Data Attack

6/28/2023 UndeterminedCriminal Radeal 51 InformationFinancial Exploitive Undetermined

6/28/2023 NoName057(16)Hacktivist SJ AB 48 Transportation and WarehousingProtest Disruptive External Denial of Services

6/28/2023 NoName057(16)Hacktivist Swedish Financial Supervisory Authority, Finansinspektionen (FI).92 Public AdministrationProtest Disruptive External Denial of Services

6/28/2023 UndeterminedCriminal Wealth Enhancement Group (WEG)52 Finance and InsuranceFinancial Exploitive Undetermined

6/28/2023 BianLian Criminal Piramal Group 55 Management of Companies and EnterprisesFinancial Mixed Data Attack

6/28/2023 ALPHVM Criminal Coachella Valley Collection Service52 Finance and InsuranceFinancial Mixed Data Attack

6/27/2023 Cl0p Criminal Siemens Energy 33 ManufacturingFinancial Mixed Data Attack

6/27/2023 Cl0p Criminal University of California, Los Angeles (UCLA)61 Educational ServicesFinancial Mixed Data Attack

6/27/2023 Cl0p Criminal AbbVie 32 ManufacturingFinancial Mixed Data Attack

6/27/2023 NoName057(16)Hacktivist First Ukrainian International Bank (PUMB)52 Finance and InsuranceProtest Disruptive External Denial of Services

6/27/2023 Cl0p Criminal Maximus 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

6/27/2023 NoName057(16)Hacktivist State Savings Bank of Ukraine (Oshchadbank)52 Finance and InsuranceProtest Disruptive External Denial of Services

6/27/2023 NoName057(16)Hacktivist Credit Agricole Bank52 Finance and InsuranceProtest Disruptive External Denial of Services

6/27/2023 NoName057(16)Hacktivist Universal Bank 52 Finance and InsuranceProtest Disruptive External Denial of Services

6/27/2023 Cl0p Criminal AmeriSave Mortgage52 Finance and InsuranceFinancial Mixed Data Attack

6/27/2023 Cl0p Criminal Agilysys 51 InformationFinancial Mixed Data Attack

6/27/2023 Cl0p Criminal College of American Pathologists61 Educational ServicesFinancial Mixed Data Attack

6/27/2023 Cl0p Criminal Chuck E. Cheese 72 Accommodation and Food ServicesFinancial Mixed Data Attack

6/27/2023 Cl0p Criminal Boston Globe 51 InformationFinancial Mixed Data Attack

6/27/2023 Cl0p Criminal Datasite 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

6/27/2023 UndeterminedCriminal Italian Ministry of Economy and Finance92 Public AdministrationFinancial Disruptive Message Manipulation

6/27/2023 BlackBastaCriminal Giambelli 53 Real Estate and Rental and LeasingFinancial Mixed Data Attack

6/27/2023 ALPHVM Criminal Kansas Joint & Spine Specialists62 Health Care and Social AssistanceFinancial Mixed Data Attack



6/27/2023 NGB 3rd Technical Surveillance BureauNation-StateJumpCloud 51 InformationPolitical-EspionageExploitive Exploitation of End User

6/27/2023 Cl0p Criminal Safilo Group 42 Wholesale TradeFinancial Mixed Data Attack

6/27/2023 Cl0p Criminal CareSource 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

6/26/2023 Cl0p Criminal Jackson National Life Insurance52 Finance and InsuranceFinancial Mixed Data Attack

6/26/2023 UndeterminedCriminal Barrow County 92 Public AdministrationFinancial Exploitive Undetermined

6/26/2023 Rhysida Criminal Fassi Gru 33 ManufacturingFinancial Mixed Data Attack

6/26/2023 8BASE Criminal Legalilavoro 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

6/26/2023 NoEscape Criminal CreditTeam 52 Finance and InsuranceFinancial Mixed Data Attack

6/26/2023 Cl0p Criminal Schneider Electric31 ManufacturingFinancial Mixed Data Attack

6/25/2023 UndeterminedCriminal Suncor Energy 21 Mining, Quarrying, and Oil and Gas ExtractionUndeterminedUndeterminedUndetermined

6/25/2023 UndeterminedCriminal Activision Blizzard 51 InformationUndeterminedDisruptive External Denial of Services

6/25/2023 UndeterminedCriminal Aurora National Life Assurance Company52 Finance and InsuranceFinancial Exploitive Undetermined

6/24/2023 Cl0p Criminal New York City Department of Education (NYC DOE)92 Public AdministrationFinancial Mixed Data Attack

6/24/2023 SiegedSecHacktivist City of Fort Worth 92 Public AdministrationProtest Exploitive Exploitation of End Host

6/23/2023 Cl0p Criminal PBI Research Services (PBI)54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

6/23/2023 Cl0p Criminal Superannuation Arrangements of the University of London52 Finance and InsuranceFinancial Mixed Data Attack

6/23/2023 UndeterminedCriminal Undisclosed airport48 Transportation and WarehousingFinancial Exploitive Undetermined

6/23/2023 UndeterminedCriminal Bloom Health Centers62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Host

6/22/2023 Cl0p Criminal PricewaterhouseCoopers (PWC)54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

6/22/2023 Cl0p Criminal Ernst & Young (EY)54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

6/22/2023 Ministry of State Security's (MSS) (MUSTANG PANDA)Nation-StateEuropean healthcare institution62 Health Care and Social AssistancePolitical-EspionageExploitive Exploitation of Network Infrastructure

6/22/2023 Cl0p Criminal Vitality Group International51 InformationFinancial Mixed Data Attack

6/22/2023 Cl0p Criminal American Civil Liberties Union Foundation81 Other Services (except Public Administration)Financial Exploitive Exploitation of Application Server

6/22/2023 Cl0p Criminal Indiana University Health (IU Health)62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

6/21/2023 UndeterminedCriminal UPS Customers in Canada48 Transportation and WarehousingFinancial Exploitive Exploitation of Applilcation Server

6/21/2023 Cl0p Criminal Gen 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

6/21/2023 Cl0p Criminal Metro Vancouver Transit Police92 Public AdministrationFinancial Mixed Data Attack

6/21/2023 Cl0p Criminal University of Missouri61 Educational ServicesFinancial Mixed Data Attack

6/21/2023 Cl0p Criminal Telos 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

6/21/2023 ALPHVM Criminal Beverly Hills Plastic Surgery (BHPS)62 Health Care and Social AssistanceFinancial Mixed Data Attack

6/21/2023 REF9134 Criminal Unknown cryptocurrency exchange located in Japan52 Finance and InsuranceFinancial Exploitive Exploitation of Applilcation Server

6/21/2023 labs666 Criminal Maxar Technologies33 ManufacturingFinancial Exploitive Undetermined

6/21/2023 labs666 Criminal AT&T Corporation51 InformationFinancial Exploitive Undetermined

6/21/2023 UndeterminedCriminal Forevermoto 44 Retail TradeFinancial Mixed Data Attack

6/21/2023 UndeterminedCriminal Omaha Health Insurance Company52 Finance and InsuranceUndeterminedExploitive Undetermined

6/21/2023 Cl0p Criminal UofL Health 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

6/20/2023 GRU 85th Main Special Service Center (Unit 26165) (FANCYBEAR)Nation-StateUndisclosed Ukrainian government entities92 Public AdministrationPolitical-EspionageExploitive Exploitation of End Host

6/20/2023 UndeterminedCriminal iOttie 33 ManufacturingFinancial Exploitive Exploitation of Applilcation Server

6/20/2023 NoEscape Criminal HawaiÃƒÂƒÃ…Â "i Community College61 Educational ServicesFinancial Mixed Data Attack

6/20/2023 UndeterminedCriminal Vincera Institute 62 Health Care and Social AssistanceFinancial Mixed Data Attack

6/20/2023 UndeterminedCriminal Community Research Foundation62 Health Care and Social AssistanceFinancial Exploitive Undetermined

6/20/2023 UndeterminedCriminal Stephen F. Austin State University61 Educational ServicesUndeterminedUndeterminedUndetermined

6/20/2023 UndeterminedCriminal RadÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Â 44 Retail TradeFinancial Exploitive Undetermined

6/20/2023 BianLian Criminal City of San Luis 92 Public AdministrationFinancial Mixed Data Attack

6/19/2023 Killnet Hacktivist European Investment Bank (EIB)52 Finance and InsuranceProtest Disruptive External Denial of Services

6/19/2023 UndeterminedCriminal BreachForums 51 InformationUndeterminedExploitive Undetermined

6/19/2023 Cl0p Criminal Umpqua Bank 52 Finance and InsuranceFinancial Mixed Data Attack

6/19/2023 Cl0p Criminal Fortra LLC 51 InformationFinancial Exploitive Exploitation of Applilcation Server

6/19/2023 Cl0p Criminal Informatica 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

6/19/2023 UndeterminedCriminal Colorado Department of Higher Education (CDHE)92 Public AdministrationFinancial Mixed Data Attack

6/18/2023 Cl0p Criminal Undisclosed Property Manager53 Real Estate and Rental and LeasingFinancial Mixed Data Attack

6/18/2023 Turk Hack TeamHacktivist Central Bank of Malta52 Finance and InsuranceProtest Disruptive External Denial of Services

6/17/2023 Cl0p Criminal U.S. Office of Personnel Management92 Public AdministrationFinancial Mixed Data Attack

6/16/2023 Cl0p Criminal U.S. Department of Agriculture92 Public AdministrationFinancial Mixed Data Attack

6/16/2023 Cl0p Criminal Honeywell International33 ManufacturingFinancial Mixed Data Attack



6/16/2023 Cl0p Criminal East Western Bank52 Finance and InsuranceFinancial Mixed Data Attack

6/16/2023 Cl0p Criminal Nuance 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

6/16/2023 UndeterminedCriminal Parker Wellbore 21 Mining, Quarrying, and Oil and Gas ExtractionFinancial Exploitive Undetermined

6/16/2023 UndeterminedCriminal MyShopCasa 44 Retail TradeFinancial Exploitive Undetermined

6/16/2023 8BASE Criminal Studio Legale Ranchino54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

6/16/2023 Cl0p Criminal Milliman Solutions 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

6/15/2023 Cl0p Criminal Louisiana Office of Motor Vehicles92 Public AdministrationFinancial Mixed Data Attack

6/15/2023 Cl0p Criminal Oregon Office of Motor Vehicles92 Public AdministrationFinancial Mixed Data Attack

6/15/2023 Cl0p Criminal U.S Department of Energy (DOE)92 Public AdministrationFinancial Mixed Data Attack

6/15/2023 Cl0p Criminal Colorado Department of Health Care Policy & Financing92 Public AdministrationFinancial Mixed Data Attack

6/15/2023 Cl0p Criminal 1st Source 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

6/15/2023 Cl0p Criminal First National Bankers Bank52 Finance and InsuranceFinancial Mixed Data Attack

6/15/2023 Cl0p Criminal Putnam Investments52 Finance and InsuranceFinancial Mixed Data Attack

6/15/2023 Cl0p Criminal GreenShield Canada52 Finance and InsuranceFinancial Mixed Data Attack

6/15/2023 Cl0p Criminal Datasite 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

6/15/2023 Cl0p Criminal National Student Clearinghouse81 Other Services (except Public Administration)Financial Mixed Data Attack

6/15/2023 Cl0p Criminal Leggett & Platt 33 ManufacturingFinancial Mixed Data Attack

6/15/2023 Cl0p Criminal ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬"KK52 Finance and InsuranceFinancial Mixed Data Attack

6/15/2023 Cl0p Criminal Johns Hopkins University61 Educational ServicesFinancial Mixed Data Attack

6/15/2023 Cl0p Criminal Transport for London (TfL)48 Transportation and WarehousingFinancial Mixed Data Attack

6/15/2023 Cl0p Criminal Ernst & Young (EY)54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

6/15/2023 UndeterminedCriminal Service members of the U.S. Military92 Public AdministrationUndeterminedExploitive Exploitation of Sensor

6/15/2023 Cl0p Criminal Corebridge Financial52 Finance and InsuranceFinancial Mixed Data Attack

6/14/2023 UndeterminedCriminal Floating Point Group54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

6/14/2023 UndeterminedCriminal Hashflow 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

6/13/2023 Cl0p Criminal Missouri's Office of Administration, Information Services and Technology Division (OA-ITSD)92 Public AdministrationFinancial Mixed Data Attack

6/13/2023 Rhysida Criminal Paris High School 61 Educational ServicesFinancial Mixed Data Attack

6/13/2023 UndeterminedCriminal OSG Hengelo 61 Educational ServicesFinancial Mixed Data Attack

6/13/2023 UndeterminedCriminal subitodisponibile.com45 Retail TradeFinancial Exploitive Undetermined

6/13/2023 UndeterminedCriminal Bi-Bett Corporation62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of End Host

6/13/2023 Black ByteCriminal Yamaha Music Canada44 Retail TradeFinancial Mixed Data Attack

6/13/2023 UndeterminedCriminal Brunswick Corporation33 ManufacturingUndeterminedUndeterminedUndetermined

6/13/2023 Cl0p Criminal Missouri's Department of Social Services92 Public AdministrationFinancial Exploitive Exploitation of Application Server

6/13/2023 Cl0p Criminal Colorado Department of Health Care Policy & Financing (HCPF)92 Public AdministrationFinancial Exploitive Exploitation of Application Server

6/12/2023 NoName057(16)Hacktivist Various websites of the Federal Administration and enterprises affiliated with the Swiss Confederation92 Public AdministrationProtest Disruptive External Denial of Service

6/12/2023 UndeterminedCriminal Zacks Investment Research54 Professional, Scientific, and Technical ServicesFinancial Exploitive Undetermined

6/12/2023 UndeterminedCriminal Atlanta Women's Health Group (AWHG)62 Health Care and Social AssistanceUndeterminedExploitive Undetermined

6/12/2023 UndeterminedCriminal Generations Federal Credit Union (GFCU)52 Finance and InsuranceUndeterminedExploitive Undetermined

6/12/2023 Trigona Criminal City of Franklin 92 Public AdministrationFinancial Mixed Data Attack

6/12/2023 UndeterminedCriminal Sturdy Finance 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

6/12/2023 UndeterminedCriminal Centro Basile 62 Health Care and Social AssistanceUndeterminedUndeterminedUndetermined

6/12/2023 UndeterminedCriminal San Luis Obispo County Office of Education92 Public AdministrationUndeterminedExploitive Undetermined

6/12/2023 Rhysida Criminal Lumberton ISD 61 Educational ServicesFinancial Mixed Data Attack

6/11/2023 UndeterminedCriminal Coastal Orthopedics & Sports Medicine of Southwest Florida62 Health Care and Social AssistanceUndeterminedExploitive Undetermined

6/10/2023 Cl0p Criminal Drake University 61 Educational ServicesFinancial Mixed Data Attack

6/10/2023 UndeterminedCriminal Smartpay 52 Finance and InsuranceFinancial Mixed Data Attack

6/9/2023 UndeterminedCriminal University of Manchester92 Public AdministrationFinancial Mixed Data Attack

6/9/2023 UndeterminedCriminal Kaiserslautern University of Applied Sciences (HS Kaiserslautern)61 Educational ServicesFinancial Mixed Data Attack

6/9/2023 UndeterminedCriminal e-Devlet 92 Public AdministrationUndeterminedExploitive Undetermined

6/9/2023 Cl0p Criminal Minnesota Department of Education (MDE).92 Public AdministrationFinancial Mixed Data Attack

6/8/2023 Cyber.Anarchy.SquadHacktivist Infotel JSC 51 InformationProtest Disruptive Physical Attack

6/8/2023 UndeterminedCriminal Town of Montclair 92 Public AdministrationFinancial Mixed Data Attack

6/8/2023 UndeterminedCriminal City of Fayetteville92 Public AdministrationUndeterminedUndeterminedUndetermined

6/8/2023 UNC4841 Nation-StateAustralian Capital Territory government (ACT)92 Public AdministrationPolitical-EspionageExploitive Exploitation of Application Server

6/8/2023 UndeterminedCriminal Commerce V3 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Undetermined



6/7/2023 UndeterminedCriminal UniversitÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Â© Aix-Marseille61 Educational ServicesUndeterminedDisruptive Internal Denial of Service

6/7/2023 Cl0p Criminal Extreme Networks33 ManufacturingFinancial Mixed Data Attack

6/7/2023 UndeterminedCriminal Bennet 44 Retail TradeUndeterminedUndeterminedUndetermined

6/6/2023 PLAY Criminal Mayberry Investments Limited52 Finance and InsuranceFinancial Mixed Data Attack

6/6/2023 LockBit 3.1Criminal STIM Group 33 ManufacturingFinancial Mixed Data Attack

6/6/2023 Cl0p Criminal ABIM (American Board of Internal Medicine)62 Health Care and Social AssistanceFinancial Mixed Data Attack

6/5/2023 UndeterminedCriminal Radio and TV broadcasts in several Russian regions54 Professional, Scientific, and Technical ServicesProtest Disruptive Message Manipulation

6/5/2023 Anonymous SudanHacktivist Microsoft 51 InformationProtest Disruptive External Denial of Service

6/5/2023 Cl0p Criminal Zellis 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

6/5/2023 UndeterminedCriminal i2VPN 55 Management of Companies and EnterprisesUndeterminedExploitive Exploitation of Application Server

6/5/2023 UndeterminedCriminal Government agencies and media organizations in Ukraine92 Public AdministrationPolitical-EspionageExploitive Exploitation of End Host

6/5/2023 Snatch Criminal EliTech Group 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

6/5/2023 Snatch Criminal Briars Group 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

6/5/2023 Snatch Criminal Mount Desert Hospital62 Health Care and Social AssistanceFinancial Mixed Data Attack

6/5/2023 UndeterminedCriminal Eisai 32 ManufacturingFinancial Mixed Data Attack

6/5/2023 Cl0p Criminal Realm IDX 62 Health Care and Social AssistanceFinancial Mixed Data Attack

6/3/2023 NGB 3rd Technical Surveillance BureauNation-StateAtomic Wallet 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

6/3/2023 UndeterminedCriminal Sky Italia 54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Undetermined

6/3/2023 Snatch Criminal SsangYong Motor 33 ManufacturingFinancial Mixed Data Attack

6/3/2023 DarkRace Criminal CONATECO 48 Transportation and WarehousingFinancial Mixed Data Attack

6/3/2023 DarkRace Criminal Pluriservice 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

6/3/2023 Cl0p Criminal Government of Nova Scotia92 Public AdministrationFinancial Mixed Data Attack

6/3/2023 ALPHVM Criminal Automatic Systems33 ManufacturingFinancial Mixed Data Attack

6/2/2023 NoName057(16)Hacktivist Swiss Parliament website92 Public AdministrationProtest Disruptive External Denial of Service

6/2/2023 PLAY Criminal Globalcaja 52 Finance and InsuranceFinancial Mixed Data Attack

6/2/2023 Cl0p Criminal University of Rochester61 Educational ServicesFinancial Exploitive Exploitation of Application Server

6/2/2023 UndeterminedCriminal CareNet Medical Group (CMG)62 Health Care and Social AssistanceUndeterminedExploitive Undetermined

6/2/2023 UndeterminedCriminal Elgon Information Systems (HomecareGPS)54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Undetermined

6/2/2023 LockBit 3.0Criminal YKK 33 ManufacturingFinancial Mixed Data Attack

6/2/2023 LockBit 3.2Criminal Gruppo Mercurio 48 Transportation and WarehousingFinancial Mixed Data Attack

6/2/2023 Cl0p Criminal Harris Health System62 Health Care and Social AssistanceFinancial Mixed Data Attack

6/2/2023 UndeterminedCriminal Wake Family Eye Care62 Health Care and Social AssistanceFinancial Mixed Data Attack

6/2/2023 Cl0p Criminal TSG Interactive US Services Limited (d/b/a PokerStars)71 Arts, Entertainment, and RecreationFinancial Exploitive Exploitation of Application Server

6/2/2023 UndeterminedCriminal Hospitality Staffing Solutions (HSS)72 Accommodation and Food ServicesUndeterminedExploitive Undetermined

6/2/2023 Cl0p Criminal Performance Health Technology (PH Tech)54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

6/1/2023 Cl0p Criminal Landal Greenparks72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Application Server

6/1/2023 Cl0p Criminal University of Georgia61 Educational ServicesFinancial Exploitive Exploitation of Application Server

6/1/2023 Cl0p Criminal University System of Georgia (USG)61 Educational ServicesFinancial Exploitive Exploitation of Application Server

6/1/2023 Cl0p Criminal United Healthcare Student Resources52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

6/1/2023 Cl0p Criminal Heidelberger Druck33 ManufacturingFinancial Exploitive Exploitation of Application Server

6/1/2023 Cl0p Criminal Shell Oil Company21 Mining, Quarrying, and Oil and Gas ExtractionFinancial Exploitive Exploitation of Application Server

6/1/2023 UndeterminedCriminal Kaspersky 54 Professional, Scientific, and Technical ServicesPolitical-EspionageExploitive Exploitation of Application Server

6/1/2023 UndeterminedCriminal Russian diplomats92 Public AdministrationPolitical-EspionageExploitive Exploitation of Application Server

6/1/2023 Akira Criminal Middlesex County Public Schools92 Public AdministrationFinancial Mixed Data Attack

6/1/2023 Cl0p Criminal Ofcom 92 Public AdministrationFinancial Mixed Data Attack

6/1/2023 Cl0p Criminal Allegiant Air 48 Transportation and WarehousingFinancial Mixed Data Attack

6/1/2023 UndeterminedCriminal Law Foundation of Silicon Valley54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

6/1/2023 Clop Criminal bioMÃƒÂƒÃ‚Â©rieux33 ManufacturingFinancial Exploitive Exploitation of Application Server

6/1/2023 Cl0p Criminal Allegheny County 92 Public AdministrationFinancial Exploitive Exploitation of Application Server

6/1/2023 UndeterminedCriminal Discovery at Home44 Retail TradeUndeterminedExploitive Exploitation of End Host

6/1/2023 Cl0p Criminal Starmount Life Insurance Company52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

6/1/2023 Cl0p Criminal Delta Dental of California62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

6/1/2023 Cl0p Criminal Cadence Bank 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

6/1/2023 Cl0p Criminal North Mississippi Health Services62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

6/1/2023 Cl0p Criminal Pathology Resource Network62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server



5/31/2023 UndeterminedCriminal GSC Game World42 Wholesale TradeFinancial Exploitive Exploitation of End Host

5/31/2023 ALPHVM Criminal Casepoint 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

5/31/2023 Cl0p Criminal BORN Ontario 92 Public AdministrationFinancial Mixed Data Attack

5/31/2023 Cl0p Criminal Illinois Department of Innovation & Technology (DoIT)92 Public AdministrationFinancial Mixed Data Attack

5/31/2023 LockBit Criminal Granules India 32 ManufacturingFinancial Mixed Data Attack

5/31/2023 Cl0p Criminal Prudential Insurance Company of America52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

5/31/2023 Cl0p Criminal Quorum Federal Credit52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

5/31/2023 Cl0p Criminal UnitedHealthcare Student Resources52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

5/31/2023 Cl0p Criminal VALIC Retirement Services Company52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

5/31/2023 Cl0p Criminal Centers for Medicare & Medicaid Services62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

5/31/2023 Cl0p Criminal Kennedy Krieger Institute62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

5/31/2023 Snatch Criminal Tampa General Hospital62 Health Care and Social AssistanceFinancial Mixed Data Attack

5/31/2023 UndeterminedCriminal Paramedic Billing Services62 Health Care and Social AssistanceFinancial Exploitive Undetermined

5/31/2023 UndeterminedCriminal Undisclosed energy company in the U.S.22 Utilities UndeterminedExploitive Undetermined

5/31/2023 Cl0p Criminal Indiana Family and Social Services Administration92 Public AdministrationFinancial Exploitive Exploitation of Application Server

5/31/2023 Cl0p Criminal Financial Institution Service52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

5/31/2023 UndeterminedCriminal West Texas Gas 22 Utilities Financial Exploitive Undetermined

5/31/2023 Cl0p Criminal Greater Rochester Independent Practice Association62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

5/31/2023 Cl0p Criminal CCleaner 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

5/31/2023 Cl0p Criminal Barrick Gold 21 Mining, Quarrying, and Oil and Gas ExtractionFinancial Exploitive Exploitation of Application Server

5/30/2023 UndeterminedCriminal Greece's online examination platform61 Educational ServicesProtest Disruptive External Denial of Service

5/30/2023 fibonacci Hobbyist Italia Militare (italiamilitare.it)42 Wholesale TradeUndeterminedExploitive Exploitation of Application Server

5/30/2023 UndeterminedCriminal University of Waterloo61 Educational ServicesFinancial Mixed Data Attack

5/30/2023 Cl0p Criminal University of Texas Southwestern Medical Center (UTSW)62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

5/30/2023 Hive Criminal MHMR Authority of Brazos Valley62 Health Care and Social AssistanceFinancial Mixed Data Attack

5/30/2023 Cl0p Criminal Global Atlantic Financial Group52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

5/30/2023 Karakurt Criminal Jefferson County Health Center62 Health Care and Social AssistanceFinancial Mixed Data Attack

5/30/2023 Cl0p Criminal Meadville Medical Center62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

5/29/2023 Hacktivists from UkraineHacktivist Skolkovo Foundation61 Educational ServicesProtest Exploitive Exploitation of Application Server

5/29/2023 Impotent Hobbyist RaidForums 81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of Application Server

5/29/2023 GhyamSarnegouni ("Rise to Overthrow")Criminal Offices of Iranian President Ebrahim Raisi92 Public AdministrationFinancial Exploitive Exploitation of Application Server

5/29/2023 Rhysida Criminal Chilean Army (EjÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Â©rcito de Chile)92 Public AdministrationFinancial Mixed Data Attack

5/28/2023 UndeterminedCriminal Jimbos Protocol 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

5/28/2023 NoName057(16)Hacktivist BCC Credito Cooperativo92 Public AdministrationProtest Disruptive External Denial of Service

5/28/2023 UndeterminedCriminal Medford Radiology Group62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

5/27/2023 Monti Criminal Servizi Omnia 56 Administrative and Support and Waste Management and Remediation ServicesFinancial Mixed Data Attack

5/26/2023 UndeterminedCriminal Italy's Ministry of Industry92 Public AdministrationProtest Disruptive External Denial of Service

5/26/2023 UndeterminedCriminal South Jersey Behavioral Health Resources62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Host

5/26/2023 UndeterminedCriminal edgeMED Healthcare62 Health Care and Social AssistanceFinancial Exploitive Undetermined

5/24/2023 UndeterminedCriminal Suffolk University 61 Educational ServicesFinancial Exploitive Exploitation of Application Server

5/24/2023 UndeterminedCriminal New England Life Care (NELC)62 Health Care and Social AssistanceFinancial Exploitive Undetermined

5/24/2023 UndeterminedCriminal UC Davis Health 62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of End Host

5/24/2023 UndeterminedCriminal City of Philadelphia92 Public AdministrationFinancial Exploitive Exploitation of End User

5/23/2023 UndeterminedCriminal Thomas Hardye School61 Educational ServicesFinancial Mixed Data Attack

5/23/2023 UndeterminedCriminal Grant Regional Health Center62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

5/23/2023 8BASE Criminal SiComputer 33 ManufacturingFinancial Exploitive Exploitation of Application Server

5/23/2023 PLAY Criminal Xplain 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

5/23/2023 UndeterminedCriminal Bunker Hill Community College61 Educational ServicesFinancial Mixed Data Attack

5/22/2023 NoName057(16)Hacktivist Azienda Trasporti Milano (ATM)48 Transportation and WarehousingProtest Disruptive External Denial of Service

5/22/2023 Royal Criminal Morris Hospital 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

5/22/2023 UndeterminedCriminal Madhya Pradesh Power Management Company (MPPMC)22 Utilities Financial Mixed Data Attack

5/22/2023 UndeterminedCriminal Bryan Cave 54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Undetermined

5/22/2023 UndeterminedCriminal Trust Benefit Technologies54 Professional, Scientific, and Technical ServicesFinancial Exploitive Undetermined

5/22/2023 UndeterminedCriminal LiveAction 51 InformationFinancial Mixed Data Attack

5/21/2023 Akira Criminal Development Bank of Southern Africa (DBSA)52 Finance and InsuranceFinancial Mixed Data Attack



5/20/2023 UndeterminedCriminal Tornado Cash 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

5/19/2023 Clop Criminal National Institutes of Health Federal Credit Union52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

5/18/2023 BlackBastaCriminal Buckley King 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

5/18/2023 Trigona Criminal Lolaico Impianti 23 ConstructionFinancial Mixed Data Attack

5/18/2023 Daixin Criminal Columbus Regional Healthcare System (CRHS)62 Health Care and Social AssistanceFinancial Mixed Data Attack

5/18/2023 UndeterminedCriminal Reeds Spring school district61 Educational ServicesFinancial Exploitive Undetermined

5/17/2023 UndeterminedCriminal Great Expressions Dental Centers (GEDC)62 Health Care and Social AssistanceUndeterminedMixed Data Attack

5/17/2023 BlackByte Criminal City of Augusta 92 Public AdministrationFinancial Mixed Data Attack

5/16/2023 UNC3944 Criminal ScanSource 51 InformationFinancial Mixed Data Attack

5/16/2023 LockBit 3.0Criminal Bank Syariah Indonesia (BSI)52 Finance and InsuranceFinancial Mixed Data Attack

5/16/2023 Rhysida Criminal Government of Martinique (Collectivite Territoralie de Martinique)92 Public AdministrationFinancial Mixed Data Attack

5/16/2023 UndeterminedCriminal Henry Ford Health62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Host

5/15/2023 UndeterminedCriminal Philadelphia Inquirer51 InformationProtest Disruptive Internal Denial of Service

5/15/2023 UndeterminedCriminal Lacroix Group 33 ManufacturingFinancial Mixed Data Attack

5/15/2023 UndeterminedCriminal Summit Eye & Optical62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

5/15/2023 UndeterminedCriminal Franklin County Public Schools61 Educational ServicesFinancial Mixed Data Attack

5/15/2023 Nokoyawa Criminal Canopy Children's Solutions62 Health Care and Social AssistanceFinancial Mixed Data Attack

5/14/2023 ALPHVM Criminal Academy Mortgage52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

5/13/2023 UndeterminedCriminal Bank of New York Mellon Corporation (BNY Mellon)52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

5/13/2023 NoName057(16)Hacktivist Italian Ministry of Interior92 Public AdministrationProtest Disruptive External Denial of Service

5/13/2023 NoName057(16)Hacktivist Italian High Council of the Judiciary (CSM Consiglio Superiore della Magistratura)92 Public AdministrationProtest Disruptive External Denial of Service

5/12/2023 UndeterminedCriminal Discord 71 Arts, Entertainment, and RecreationFinancial Exploitive Exploitation of End Host

5/12/2023 UndeterminedCriminal Worldcoin 51 InformationFinancial Exploitive Exploitation of End Host

5/12/2023 UndeterminedCriminal TRANServe 48 Transportation and WarehousingFinancial Exploitive Exploitation of Application Server

5/12/2023 UndeterminedCriminal Illinois Application for Benefits Eligibility (ABE)92 Public AdministrationFinancial Exploitive Exploitation of End Host

5/12/2023 UndeterminedCriminal Sanmina Corporation33 ManufacturingFinancial Exploitive Exploitation of Application Server

5/12/2023 UndeterminedCriminal MercyOne Clinton 62 Health Care and Social AssistanceFinancial Mixed Data Attack

5/12/2023 UndeterminedCriminal Gainwell Technologies54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Undetermined

5/12/2023 UndeterminedCriminal Undisclosed Data Center Provider54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

5/11/2023 UndeterminedCriminal Richmond University Medical Center (RUMC)62 Health Care and Social AssistanceFinancial Mixed Data Attack

5/11/2023 BianLain Criminal North Shore Medical Labs.62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

5/11/2023 BianLain Criminal Earlens Corporation33 ManufacturingFinancial Exploitive Exploitation of Application Server

5/11/2023 LockBit 3.0Criminal Metronotte Vigilanza61 Educational ServicesFinancial Exploitive Exploitation of Application Server

5/11/2023 UndeterminedCriminal Arizona Health Care Cost Containment System (AHCCCS)62 Health Care and Social AssistanceFinancial Exploitive Undetermined

5/10/2023 NGB 3rd Technical Surveillance BureauNation-StateSeoul National University Hospital (SNUH)62 Health Care and Social AssistancePolitical-EspionageExploitive Exploitation of Application Server

5/10/2023 UndeterminedCriminal TechnologyOne 54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server

5/10/2023 UndeterminedCriminal WhizComms 51 InformationFinancial Exploitive Exploitation of Application Server

5/10/2023 UndeterminedCriminal Amtel (dba Connectivity Source)44 Retail TradeFinancial Exploitive Exploitation of Application Server

5/10/2023 UndeterminedCriminal Uintah Basin Healthcare62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

5/10/2023 UndeterminedCriminal Conner Strong & Buckelew52 Finance and InsuranceFinancial Exploitive Exploitation of End Host

5/10/2023 UndeterminedCriminal ARC Document Solutions56 Administrative and Support and Waste Management and Remediation ServicesFinancial Exploitive Exploitation of Application Server

5/10/2023 BianLain Criminal Lifenet Healthcare62 Health Care and Social AssistanceFinancial Mixed Data Attack

5/10/2023 UndeterminedCriminal Suzuki Motorcycles India33 ManufacturingUndeterminedMixed Data Attack

5/10/2023 Medusa Criminal Cooperativa de Ahorro y CrÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Â©dito Ahorrocoop Ltda52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

5/9/2023 Akira Criminal Mercer University 61 Educational ServicesFinancial Exploitive Exploitation of Application Server

5/9/2023 UndeterminedCriminal Gambling company in the Philippines71 Arts, Entertainment, and RecreationFinancial Exploitive Exploitation of End Host

5/9/2023 UndeterminedCriminal Skybound Entertainment54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

5/9/2023 UndeterminedCriminal Fontainebleau Florida Hotel72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Application Server

5/9/2023 UndeterminedCriminal Gary Motykie 62 Health Care and Social AssistanceFinancial Exploitive Undetermined

5/9/2023 UndeterminedCriminal Health Employers Association of BC (HEABC)62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of End Host

5/8/2023 UndeterminedCriminal OT&P Healthcare 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

5/8/2023 UndeterminedCriminal ASAS Health 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

5/8/2023 UndeterminedCriminal Public Health Management Corporation (PHMC)62 Health Care and Social AssistanceFinancial Exploitive Undetermined

5/8/2023 UndeterminedCriminal Catholic Charities of the Archdiocese of Newark81 Other Services (except Public Administration)Financial Exploitive Undetermined

5/7/2023 UndeterminedCriminal Chattanooga State Community College61 Educational ServicesFinancial Mixed Data Attack



5/7/2023 UndeterminedCriminal Kabarak University61 Educational ServicesProtest Disruptive Message Manipulation

5/7/2023 Black BastaCriminal ABB 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

5/6/2023 Mango SandstormNation-StatePaperCut 54 Professional, Scientific, and Technical ServicesPolitical-EspionageExploitive Exploitation of Sensors

5/6/2023 Mint SandstormNation-StatePaperCut 54 Professional, Scientific, and Technical ServicesPolitical-EspionageExploitive Exploitation of Sensors

5/5/2023 NoName057(16)Hacktivist French Senate's Website92 Public AdministrationProtest Disruptive External Denial of Service

5/5/2023 NoName057(16)Hacktivist French National Institute of Labour, Employment and Vocational Training92 Public AdministrationProtest Disruptive External Denial of Service

5/5/2023 NoName057(16)Hacktivist National Center for Space Research of France92 Public AdministrationProtest Disruptive External Denial of Service

5/5/2023 NoName057(16)Hacktivist Naval Group 92 Public AdministrationProtest Disruptive External Denial of Service

5/5/2023 UndeterminedCriminal Smashing Pumpkins71 Arts, Entertainment, and RecreationFinancial Exploitive Exploitation of Application Server

5/4/2023 Medusa Criminal Crown Princess Mary Cancer Centre62 Health Care and Social AssistanceFinancial Mixed Data Attack

5/4/2023 UndeterminedCriminal Adna School District61 Educational ServicesFinancial Exploitive Exploitation of End Host

5/4/2023 Bl00dy Criminal Movement School 61 Educational ServicesFinancial Exploitive Exploitation of Application Server

5/4/2023 Bl00dy Criminal Socrates Academy61 Educational ServicesFinancial Exploitive Exploitation of Application Server

5/4/2023 UndeterminedCriminal Mount Desert Island Hospital62 Health Care and Social AssistanceFinancial Exploitive Undetermined

5/4/2023 Black BastaCriminal Raleigh Housing Authority92 Public AdministrationFinancial Mixed Data Attack

5/3/2023 UndeterminedCriminal Sysco 42 Wholesale TradeUndeterminedExploitive Exploitation of Applicatoin Server

5/3/2023 RansomHouseCriminal AvidXchange 99 UndeterminedFinancial Mixed Data Attack

5/3/2023 UndeterminedCriminal Veridian Credit Union52 Finance and InsuranceUndeterminedExploitive Exploitation of Application Server

5/3/2023 UndeterminedCriminal Triad Business Bank52 Finance and InsuranceUndeterminedExploitive Exploitation of Application Server

5/3/2023 UndeterminedCriminal Eurasia Group 54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server

5/3/2023 Monti Criminal ASL 1 Abruzzo 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

5/3/2023 ALPHVM Criminal AECO 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

5/3/2023 UndeterminedCriminal InvestorCOM 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

5/3/2023 UndeterminedCriminal Pilot Credentials 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Undetermined

5/2/2023 UndeterminedCriminal Optima Tax Relief 54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server

5/2/2023 Cl0p Criminal Northwest Health ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬" La Porte62 Health Care and Social AssistanceFinancial Mixed Data Attack

5/2/2023 UndeterminedCriminal Wichita State University61 Educational ServicesUndeterminedDisruptive Internal Denial of Service

5/2/2023 UndeterminedCriminal Instituto Nacional de Tecnologia Agropecuaria (INTA)54 Professional, Scientific, and Technical ServicesUndeterminedDisruptive Internal Denial of Service

5/2/2023 UndeterminedCriminal Physicians Insurance52 Finance and InsuranceUndeterminedExploitive Exploitation of End Host

5/1/2023 Royal Criminal City of Dallas 92 Public AdministrationFinancial Mixed Data Attack

5/1/2023 UndeterminedCriminal Level Finance 52 Finance and InsuranceFinancial Exploitive Exploitation of End Host

5/1/2023 UndeterminedCriminal Heritage Group 55 Management of Companies and EnterprisesUndeterminedExploitive Exploitation of Application Server

5/1/2023 Islamic Revolutionary Guard Corps (IRGC)Nation-StateDepolog 49 Transportation and WarehousingPolitical-EspionageExploitive Exploitation of Application Server

5/1/2023 Islamic Revolutionary Guard Corps (IRGC)Nation-StateSNY Cargo 48 Transportation and WarehousingPolitical-EspionageExploitive Exploitation of Application Server

5/1/2023 UndeterminedCriminal Barracuda 54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Data in Transit

5/1/2023 UndeterminedCriminal Emby 51 InformationFinancial Exploitive Exploitation of Application Server

5/1/2023 RansomHouseCriminal Mission Community Hospital62 Health Care and Social AssistanceFinancial Mixed Data Attack

5/1/2023 UndeterminedCriminal Roosevelt University61 Educational ServicesUndeterminedExploitive Undetermined

5/1/2023 UndeterminedCriminal Precision Anesthesia Billing62 Health Care and Social AssistanceFinancial Exploitive Undetermined

4/30/2023 Avos LockerCriminal Bluefield University61 Educational ServicesFinancial Mixed Message Manipulation

4/30/2023 Karakurt Criminal Our Sunday Visitor81 Other Services (except Public Administration)Financial Exploitive Exploitation of Application Server

4/30/2023 ALPHVM Criminal HWL Ebsworth 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

4/30/2023 UndeterminedCriminal Pareto Phone Limited56 Administrative and Support and Waste Management and Remediation ServicesFinancial Exploitive Undetermined

4/29/2023 UndeterminedCriminal Orqa 33 ManufacturingSabotage Disruptive Internal Denial of Service

4/29/2023 UndeterminedCriminal County of Spartanburg92 Public AdministrationFinancial Mixed Data Attack

4/29/2023 LockBit 3.0Criminal Relentless Church81 Other Services (except Public Administration)Financial Mixed Data Attack

4/29/2023 UndeterminedCriminal Penncrest School District62 Health Care and Social AssistanceFinancial Mixed Data Attack

4/28/2023 Medusa Criminal Alto Calore Servizi56 Administrative and Support and Waste Management and Remediation ServicesFinancial Mixed Data Attack

4/28/2023 UndeterminedCriminal National Smallbore Rifle Association (NSRA)71 Arts, Entertainment, and RecreationFinancial Exploitive Exploitation of Application Server

4/28/2023 UndeterminedCriminal Berlin Packaging 42 Wholesale TradeFinancial Exploitive Exploitation of Application Server

4/28/2023 Royal Criminal Montana State University61 Educational ServicesFinancial Mixed Data Attack

4/28/2023 UndeterminedCriminal United Healthcare (UHC)52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

4/28/2023 UndeterminedCriminal Aetonix Systems 51 InformationFinancial Exploitive Exploitation of Application Server

4/28/2023 UndeterminedCriminal Beltone Hearing Aid Centers44 Retail TradeFinancial Exploitive Exploitation of End Host

4/28/2023 UndeterminedCriminal Brightly Software 51 InformationFinancial Exploitive Exploitation of End Host



4/27/2023 UndeterminedCriminal CityJerks[.]com 81 Other Services (except Public Administration)Financial Exploitive Exploitation of Application Server

4/27/2023 UndeterminedCriminal TruckerSucker[.]com81 Other Services (except Public Administration)Financial Exploitive Exploitation of Application Server

4/27/2023 UndeterminedCriminal Hardenhuish School61 Educational ServicesFinancial Mixed Data Attack

4/27/2023 Avos LockerCriminal Emmanuel College61 Educational ServicesFinancial Mixed Data Attack

4/27/2023 UndeterminedCriminal Activate Healthcare62 Health Care and Social AssistanceFinancial Exploitive Undetermined

4/26/2023 Anonymous (Sudan)Hacktivist Official personal website of Israel's Prime Minister Benjamin Netanyahu92 Public AdministrationProtest Disruptive External Denial of Service

4/26/2023 Anonymous (Sudan)Hacktivist National Insurance Institute92 Public AdministrationProtest Disruptive External Denial of Service

4/26/2023 Anonymous (Sudan)Hacktivist Mossad 92 Public AdministrationProtest Disruptive External Denial of Service

4/26/2023 Anonymous (Sudan)Hacktivist Maariv 51 InformationProtest Disruptive External Denial of Service

4/26/2023 UndeterminedCriminal Truman State University92 Public AdministrationProtest Disruptive Internal Denial of Service

4/26/2023 LockBit 3.0Criminal Keystone SMILES Community Learning Center62 Health Care and Social AssistanceFinancial Mixed Data Attack

4/26/2023 UndeterminedCriminal Facebook account of Israel's Prime Minister Benjamin Netanyahu92 Public AdministrationProtest Disruptive Message Manipulation

4/25/2023 PLAY Criminal City of Lowell 92 Public AdministrationFinancial Mixed Data Attack

4/25/2023 UndeterminedCriminal StaffScapes 56 Administrative and Support and Waste Management and Remediation ServicesFinancial Exploitive Exploitation of End Host

4/25/2023 UndeterminedCriminal Multimedica 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

4/24/2023 Black BastaCriminal Yellow Pages Canada54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

4/24/2023 UndeterminedCriminal KuCoin's Twitter account52 Finance and InsuranceFinancial Disruptive Message Manipulation

4/24/2023 SharpboysCriminal ATID Group (Academy for Torah Initiatives and Directions)81 Other Services (except Public Administration)Financial Exploitive Exploitation of Application Server

4/24/2023 UndeterminedCriminal CIC Group 55 Management of Companies and EnterprisesFinancial Exploitive Exploitation of Application Server

4/24/2023 UndeterminedCriminal Livingston International54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

4/24/2023 UndeterminedCriminal UniSat Wallet 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

4/24/2023 UndeterminedCriminal Fullerton India 52 Finance and InsuranceFinancial Mixed Data Attack

4/24/2023 Royal Criminal Clarke County Hospital62 Health Care and Social AssistanceFinancial Mixed Data Attack

4/24/2023 UndeterminedCriminal Senior Choice 62 Health Care and Social AssistanceFinancial Exploitive Undetermined

4/24/2023 UndeterminedCriminal Williamsport Home62 Health Care and Social AssistanceFinancial Exploitive Undetermined

4/23/2023 Ransom HouseCriminal Albany ENT & Allergy Services62 Health Care and Social AssistanceFinancial Mixed Data Attack

4/23/2023 ALPHVM Criminal Naivas 44 Retail TradeFinancial Mixed Data Attack

4/23/2023 UndeterminedCriminal Terravision 48 Transportation and WarehousingUndeterminedExploitive Exploitation of Application Server

4/23/2023 UndeterminedCriminal National Gallery of Canada71 Arts, Entertainment, and RecreationFinancial Mixed Data Attack

4/23/2023 UndeterminedCriminal Desert Physicians Management62 Health Care and Social AssistanceFinancial Exploitive Undetermined

4/23/2023 UndeterminedCriminal Limbach Facility Services23 ConstructionFinancial Exploitive Undetermined

4/23/2023 UndeterminedCriminal DMS Health Technologies62 Health Care and Social AssistanceFinancial Exploitive Undetermined

4/22/2023 Cl0p Criminal Allied Benefit 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

4/22/2023 Cl0p Criminal CloudMed 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

4/22/2023 Cl0p Criminal Multiplan 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

4/22/2023 Cl0p Criminal ITx 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

4/22/2023 Cl0p Criminal MedExHCO 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

4/22/2023 UndeterminedCriminal Trust Wallet 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

4/22/2023 UndeterminedCriminal Murfreesboro Medical Clinic & SurgiCenter62 Health Care and Social AssistanceFinancial Mixed Data Attack

4/21/2023 NGB 3rd Technical Surveillance BureauNation-StateUndisclosed critical infrastructure organization in the United States22 Utilities Political-EspionageExploitive Exploitation of Application Server

4/21/2023 UndeterminedCriminal Robeson Health Care Corporation62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

4/21/2023 ALPHVM Criminal Saville Row 45 Retail TradeFinancial Exploitive Exploitation of Application Server

4/21/2023 ALPHVM Criminal Seguros la Occidental52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

4/21/2023 ALPHVM Criminal Cementos Progreso32 ManufacturingFinancial Exploitive Exploitation of Application Server

4/21/2023 ALPHVM Criminal LogÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Â-stica Integrada Sulamericana (LISA)49 Transportation and WarehousingFinancial Mixed Data Attack

4/20/2023 UNC4736 Criminal 3CX 48 Transportation and WarehousingFinancial Exploitive Exploitation of Network Infrastructure

4/20/2023 UndeterminedCriminal Standford 61 Educational ServicesFinancial Mixed Message Manipulation

4/20/2023 UndeterminedCriminal University of Massachusetts Amherst61 Educational ServicesFinancial Mixed Message Manipulation

4/20/2023 UndeterminedCriminal Massachusetts Institute of Technology61 Educational ServicesFinancial Mixed Message Manipulation

4/20/2023 UndeterminedCriminal University of California Berkeley61 Educational ServicesFinancial Mixed Message Manipulation

4/20/2023 UndeterminedCriminal Northeastern 61 Educational ServicesFinancial Mixed Message Manipulation

4/20/2023 UndeterminedCriminal California Institute of Technology61 Educational ServicesFinancial Mixed Message Manipulation

4/20/2023 UndeterminedCriminal Brazilian state government website (semed.capital.ms.gov.br)92 Public AdministrationFinancial Mixed Message Manipulation

4/20/2023 UndeterminedCriminal Europa.eu 92 Public AdministrationFinancial Mixed Message Manipulation

4/20/2023 Shiny HuntersCriminal RentoMojo 44 Retail TradeFinancial Exploitive Exploitation of Application Server



4/20/2023 Karakurt Criminal Peachtree Orthopedics62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

4/20/2023 UndeterminedCriminal Atrium Health Wake Forest Baptist62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of End Host

4/19/2023 Killnet Hacktivist EUROCONTROL 48 Transportation and WarehousingProtest Disruptive External Denial of Service

4/19/2023 Cl0p Criminal PaperCut 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

4/19/2023 UndeterminedCriminal Rubino & Company52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

4/19/2023 UndeterminedCriminal IMA Financial Group52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

4/19/2023 PLAY Criminal Coldiretti 11 Agriculture, Forestry, Fishing and HuntingFinancial Mixed Data Attack

4/19/2023 UndeterminedCriminal New Horizons Medical62 Health Care and Social AssistanceFinancial Exploitive Undetermined

4/18/2023 GRU 85th Main Special Service Center (Unit 26165) (FANCYBEAR)Nation-StateCisco 51 InformationPolitical-EspionageExploitive Exploitation of Network Infrastructure

4/18/2023 UndeterminedCriminal Huntington Ingalls Industries (HII)33 ManufacturingFinancial Exploitive Exploitation of Application Server

4/18/2023 Royal Criminal Lake Dallas Independent School District61 Educational ServicesFinancial Exploitive Exploitation of Application Server

4/18/2023 Killnet Hacktivist Supreme Judicial Council of Italy92 Public AdministrationProtest Disruptive External Denial of Service

4/18/2023 Killnet Hacktivist Itallian Ministry of Defense92 Public AdministrationProtest Disruptive External Denial of Service

4/18/2023 Killnet Hacktivist Itallian Ministry of Infrastructure and Transport92 Public AdministrationProtest Disruptive External Denial of Service

4/18/2023 Killnet Hacktivist Carabinieri 92 Public AdministrationProtest Disruptive External Denial of Service

4/18/2023 Killnet Hacktivist Italian Constitutional Court92 Public AdministrationProtest Disruptive External Denial of Service

4/18/2023 UndeterminedCriminal Collins Electrical Construction Company23 ConstructionUndeterminedExploitive Exploitation of Application Server

4/18/2023 UAC-0063 UndeterminedUndisclosed government agency in Ukraine.92 Public AdministrationPolitical-EspionageExploitive Exploitation of End Host

4/17/2023 LockBit 3.0Criminal Pineland Schools 61 Educational ServicesFinancial Exploitive Exploitation of Application Server

4/17/2023 Medusa Criminal Uniondale Union Free School District61 Educational ServicesFinancial Exploitive Exploitation of Application Server

4/17/2023 UndeterminedCriminal Point32Health 52 Finance and InsuranceFinancial Mixed Data Attack

4/17/2023 UndeterminedCriminal MAC Pizza Management72 Accommodation and Food ServicesFinancial Mixed Data Attack

4/17/2023 Karakurt Criminal Chattanooga Heart Institute62 Health Care and Social AssistanceFinancial Exploitive Undetermined

4/16/2023 CrossLockCriminal Valid Certificadora53 Real Estate and Rental and LeasingFinancial Disruptive Data Attack

4/15/2023 UndeterminedCriminal Hundred Finance 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

4/14/2023 UndeterminedCriminal International Chapter of the P.E.O. Sisterhood (P.E.O.)82 Financial Mixed Data Attack

4/13/2023 UndeterminedCriminal Affinity 51 InformationFinancial Exploitive Exploitation of Application Server

4/13/2023 UndeterminedCriminal NationsBenefits Holding52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

4/13/2023 LockBit 3.0Criminal Apro 44 Retail TradeFinancial Mixed Data Attack

4/13/2023 BlackByte Criminal Mexico's National Water Commission (Conagua)22 Utilities Financial Mixed Data Attack

4/13/2023 UndeterminedCriminal Caremar (Campania Regionale Marittima)48 Transportation and WarehousingFinancial Exploitive Exploitation of Application Server

4/13/2023 ALPHVM Criminal NCR 52 Finance and InsuranceFinancial Mixed Data Attack

4/13/2023 UndeterminedCriminal Commonwealth Health Physician Network-Cardiology, AKA Great Valley Cardiology62 Health Care and Social AssistanceUndeterminedExploitive Undetermined

4/12/2023 UndeterminedCriminal LÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Â¼rssen33 ManufacturingUndeterminedMixed Data Attack

4/12/2023 Karakurt Criminal Medicalodges 62 Health Care and Social AssistanceFinancial Mixed Data Attack

4/12/2023 Karakurt Criminal Petaluma Health Center62 Health Care and Social AssistanceFinancial Mixed Data Attack

4/12/2023 LockBit 3.0Criminal Comacchio 31 ManufacturingFinancial Mixed Data Attack

4/12/2023 UndeterminedCriminal Fincantieri Marinette Marine33 ManufacturingFinancial Mixed Data Attack

4/12/2023 UndeterminedCriminal Pinnacle Propane 42 Wholesale TradeFinancial Exploitive Exploitation of Application Server

4/11/2023 UndeterminedCriminal Ukraine Coffee Shops72 Accommodation and Food ServicesProtest Exploitive Exploitation of Network Infrastrucutre

4/11/2023 UndeterminedCriminal Hyundai Italy and France44 Retail TradeUndeterminedExploitive Exploitation of Application Server

4/11/2023 UndeterminedCriminal Cornwall Community Hospital62 Health Care and Social AssistanceUndeterminedDisruptive Internal Denial of Service

4/11/2023 BlackByte Criminal City of Collegedale92 Public AdministrationFinancial Mixed Data Attack

4/10/2023 UndeterminedCriminal SD Worx 54 Professional, Scientific, and Technical ServicesUndeterminedDisruptive Internal Denial of Service

4/10/2023 UndeterminedCriminal RoadSafe Traffic Systems42 Wholesale TradeFinancial Exploitive Exploitation of Application Server

4/9/2023 UndeterminedCriminal GDAC 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

4/9/2023 UndeterminedCriminal San Bernardino County Sheriff's Department92 Public AdministrationUndeterminedDisruptive Internal Denial of Service

4/9/2023 UndeterminedCriminal PRGX Global 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

4/8/2023 UndeterminedCriminal Kodi 56 Administrative and Support and Waste Management and Remediation ServicesFinancial Exploitive Exploitation of Application Server

4/8/2023 Money MessageCriminal BrightSpring Health62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

4/8/2023 Money MessageCriminal PharMerica Corporation54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

4/8/2023 UndeterminedCriminal Tompkins-Seneca-Tioga Board of Cooperative Educational Services (TST BOCES)61 Educational ServicesUndeterminedExploitive Undetermined

4/7/2023 UndeterminedCriminal Apple 54 Professional, Scientific, and Technical ServicesUndeterminedDisruptive Data Attack

4/7/2023 UndeterminedCriminal Police Department in Camden County92 Public AdministrationUndeterminedMixed Data Attack

4/7/2023 UndeterminedCriminal Rochester Public Schools61 Educational ServicesUndeterminedDisruptive Internal Denial of Service



4/7/2023 UndeterminedCriminal Evotec 32 ManufacturingUndeterminedDisruptive Internal Denial of Service

4/7/2023 UndeterminedCriminal Municipality of Herselt92 Public AdministrationUndeterminedDisruptive Internal Denial of Service

4/7/2023 Abyss Criminal 7ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬"7 Dental Implant & Oral Surgery Specialists62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

4/7/2023 UndeterminedCriminal Aspire Public Schools61 Educational ServicesFinancial Exploitive Exploitation of End Host

4/7/2023 Trigona Criminal Pacific Union College (PUC)61 Educational ServicesFinancial Mixed Data Attack

4/6/2023 UndeterminedCriminal Killer Instinct 56 Administrative and Support and Waste Management and Remediation ServicesUndeterminedExploitive Exploitation of Application Server

4/6/2023 UndeterminedCriminal Sentiment 51 InformationFinancial Mixed Data Attack

4/6/2023 UndeterminedCriminal BridgeValley Community and Technical College61 Educational ServicesFinancial Mixed Data Attack

4/6/2023 ALPHVM Criminal Essen Medical Associates62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

4/6/2023 UndeterminedCriminal Mortgage Industry Advisory Corporation52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

4/6/2023 UndeterminedCriminal Enzo Biochem 62 Health Care and Social AssistanceFinancial Mixed Data Attack

4/6/2023 UndeterminedCriminal FirstBank Puerto Rico52 Finance and InsuranceUndeterminedExploitive Undetermined

4/5/2023 UndeterminedCriminal Israel Postal Company49 Transportation and WarehousingUndeterminedDisruptive Data Attack

4/5/2023 UndeterminedCriminal Prescott College 61 Educational ServicesUndeterminedExploitive Exploitation of Application Server

4/5/2023 UndeterminedCriminal Woodward Communications51 InformationUndeterminedExploitive Exploitation of Application Server

4/5/2023 LockBit 3.0Criminal Olympia CUSD (Olympia Community Unified School District 16)61 Educational ServicesFinancial Mixed Data Attack

4/5/2023 Trigona Criminal Unique Imaging 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

4/5/2023 UndeterminedCriminal South Jersey Behavioral Health Resources62 Health Care and Social AssistanceFinancial Mixed Data Attack

4/4/2023 Noname 057(16)Hacktivist Finnish Parliament92 Public AdministrationProtest Disruptive External Denial of Service

4/4/2023 Noname 057(16)Hacktivist Personal website of outgoing Finnish PM Sanna Marin92 Public AdministrationProtest Disruptive External Denial of Service

4/4/2023 LockBit 3.0Criminal KNVB (Governing Body for Soccer in the Netherlands)92 Public AdministrationFinancial Mixed Data Attack

4/4/2023 Anonymous (Sudan)Hacktivist Check Point 51 InformationProtest Disruptive Message Manipulation

4/4/2023 Anonymous (Sudan)Hacktivist Technion University61 Educational ServicesProtest Disruptive Message Manipulation

4/4/2023 Anonymous (Sudan)Hacktivist Tel Aviv University61 Educational ServicesProtest Disruptive Message Manipulation

4/4/2023 Anonymous (Sudan)Hacktivist Hebrew University of Jerusalem61 Educational ServicesProtest Disruptive Message Manipulation

4/4/2023 Anonymous (Sudan)Hacktivist Ben-Gurion University of the Negev61 Educational ServicesProtest Disruptive Message Manipulation

4/4/2023 Anonymous (Sudan)Hacktivist Haifa University 61 Educational ServicesProtest Disruptive Message Manipulation

4/4/2023 Anonymous (Sudan)Hacktivist Weizmann Institute of Science61 Educational ServicesProtest Disruptive Message Manipulation

4/4/2023 Anonymous (Sudan)Hacktivist Open University of Israel61 Educational ServicesProtest Disruptive Message Manipulation

4/4/2023 Anonymous (Sudan)Hacktivist Reichman University61 Educational ServicesProtest Disruptive Message Manipulation

4/4/2023 TurkHackTeamHacktivist Banks and Government Agencies in Denmark52 Finance and InsuranceProtest Disruptive Message Manipulation

4/4/2023 D0nut LeaksCriminal UnitedLex 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

4/4/2023 LockBit 3.0Criminal Errebielle 33 ManufacturingFinancial Mixed Data Attack

4/4/2023 UndeterminedCriminal Link Audiology 62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of End Host

4/4/2023 UndeterminedCriminal Maimonides Medical Center (MMC)62 Health Care and Social AssistanceUndeterminedExploitive Undetermined

4/3/2023 UndeterminedCriminal Jefferson County School System61 Educational ServicesFinancial Mixed Data Attack

4/3/2023 UndeterminedCriminal Isaac Regional Council92 Public AdministrationFinancial Mixed Data Attack

4/3/2023 UndeterminedCriminal Allbridge 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Data in Transit

4/3/2023 UndeterminedCriminal Ethereum 52 Finance and InsuranceFinancial Exploitive Exploitation of End Host

4/3/2023 ALPHVM Criminal Constellation Software55 Management of Companies and EnterprisesFinancial Exploitive Exploitation of Application Server

4/3/2023 UndeterminedCriminal South Suburban Surgical Suites62 Health Care and Social AssistanceFinancial Exploitive Undetermined

4/2/2023 UndeterminedCriminal PillPack 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Host

4/1/2023 Threat actors from RussiaCriminal 4 large Insurers in Ukraine52 Finance and InsuranceUndeterminedExploitive Exploitation of Application Server

4/1/2023 UndeterminedCriminal Benefit Management52 Finance and InsuranceUndeterminedExploitive Exploitation of End Host

3/31/2023 Medusa Criminal SONDA 51 InformationFinancial Mixed Data Attack

3/31/2023 Stormous Hacktivist Instituto De EducaciÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Â³n Secundaria Ies Emilio Canalejo Olmeda (IESCO)61 Educational ServicesProtest Exploitive Exploitation of Application Server

3/31/2023 UndeterminedCriminal Blauw 54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server

3/31/2023 UndeterminedCriminal Adelanto HealthCare Ventures54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of End Host

3/31/2023 UndeterminedCriminal Our Lady of the Lake University (OLLU)61 Educational ServicesUndeterminedDisruptive Data Attack

3/31/2023 UndeterminedCriminal Southwest Healthcare Services62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of Application Server

3/31/2023 Vice SocietyCriminal Lewis & Clark College61 Educational ServicesUndeterminedMixed Data Attack

3/31/2023 PLAY Criminal Neue ZÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Â¼rcher Zeitung (NZZ)51 InformationFinancial Mixed Data Attack

3/31/2023 UndeterminedCriminal T-Mobile 51 InformationFinancial Exploitive Exploitation of Application Server

3/31/2023 UndeterminedCriminal Minimum Data Set Consultants62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

3/31/2023 UndeterminedCriminal The Insurance Information Bureau of India (IIB)52 Finance and InsuranceFinancial Mixed Data Attack



3/31/2023 UndeterminedCriminal Phoenician Medical Center62 Health Care and Social AssistanceFinancial Exploitive Undetermined

3/31/2023 UndeterminedCriminal Life Management Center of Northwest Florida62 Health Care and Social AssistanceFinancial Exploitive Undetermined

3/31/2023 UndeterminedCriminal Broomfield Skilled Nursing and Rehabilitation Center62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End User

3/30/2023 Cyber ResistanceHacktivist Russian Colonel Serhii Atroshchenko92 Public AdministrationProtest Exploitive Exploitation of End Host

3/30/2023 UndeterminedCriminal TMX Finance 52 Finance and InsuranceUndeterminedExploitive Exploitation of Application Server

3/30/2023 UndeterminedCriminal Santa Clara Family Health Plan (SCFHP)52 Finance and InsuranceUndeterminedExploitive Exploitation of Application Server

3/30/2023 UndeterminedCriminal Sarah D. Culbertson Memorial Hospital62 Health Care and Social AssistanceUndeterminedDisruptive Internal Denial of Service

3/30/2023 UndeterminedCriminal Evide 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

3/30/2023 UndeterminedCriminal NextGen Healthcare62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Host

3/30/2023 UndeterminedCriminal MasterCorp 56 Administrative and Support and Waste Management and Remediation ServicesFinancial Exploitive Exploitation of Application Server

3/29/2023 LockBit 3.0Criminal South Korean National Tax Service (nts.go.kr)92 Public AdministrationFinancial Mixed Data Attack

3/29/2023 LockBit 3.0Criminal Washington County Sheriff's Office92 Public AdministrationFinancial Mixed Data Attack

3/29/2023 NoName057(16)Hacktivist French National Assembly92 Public AdministrationProtest Disruptive External Denial of Service

3/29/2023 NoName057(16)Hacktivist Children's Parliament92 Public AdministrationProtest Disruptive External Denial of Service

3/29/2023 PLAY Criminal BMW Local Dealer in France44 Retail TradeFinancial Mixed Data Attack

3/29/2023 UndeterminedCriminal Meriton Suites 53 Real Estate and Rental and LeasingUndeterminedExploitive Exploitation of Application Server

3/29/2023 UndeterminedCriminal Newton Public Schools61 Educational ServicesUndeterminedMixed Data Attack

3/29/2023 BianLian Criminal The Vascular Center of Intervention (VCI)62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

3/29/2023 UndeterminedCriminal Lancaster Orthopedic Group62 Health Care and Social AssistanceFinancial Exploitive Undetermined

3/28/2023 LockBit 3.0Criminal Tecnosys Italia 53 Real Estate and Rental and LeasingFinancial Mixed Data Attack

3/28/2023 UndeterminedCriminal AudienceView 51 InformationFinancial Exploitive Exploitation of Application Server

3/28/2023 UndeterminedCriminal Majestic Care 62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of Application Server

3/28/2023 UndeterminedCriminal Central National Bank52 Finance and InsuranceUndeterminedExploitive Exploitation of Application Server

3/28/2023 UndeterminedCriminal Sparta Community Hospital District62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Host

3/27/2023 Cl0p Criminal Crown Resorts 72 Accommodation and Food ServicesUndeterminedMixed Data Attack

3/27/2023 RansomHouseCriminal Tanbridge House School61 Educational ServicesUndeterminedMixed Data Attack

3/27/2023 UndeterminedCriminal Multiple organizations92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

3/27/2023 UndeterminedCriminal Lumen Technologies51 InformationUndeterminedMixed Data Attack

3/27/2023 UndeterminedCriminal Bright Horizons Family Solutions62 Health Care and Social AssistanceUndeterminedMixed Data Attack

3/27/2023 Medusa Criminal Open University of Cyprus (OUC)61 Educational ServicesFinancial Mixed Data Attack

3/27/2023 Vice SocietyCriminal CommScope 33 ManufacturingFinancial Exploitive Exploitation of Application Server

3/27/2023 UndeterminedCriminal Onix Group 72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Application Server

3/27/2023 UndeterminedCriminal Mountrail County Medical Center62 Health Care and Social AssistanceFinancial Exploitive Undetermined

3/26/2023 ALPHVM Criminal Sun Pharmaceuticals54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

3/26/2023 NoName057(16)Hacktivist ATAC (Azienda Tramvie e Autobus del Comune di Roma)92 Public AdministrationProtest Disruptive External Denial of Service

3/26/2023 UndeterminedCriminal MW Components 33 ManufacturingFinancial Mixed Data Attack

3/25/2023 NoName057(16)Hacktivist Several government websites in Italy92 Public AdministrationProtest Disruptive External Denial of Service

3/25/2023 RansomHouseCriminal Cospec 23 ConstructionUndeterminedMixed Data Attack

3/25/2023 UndeterminedCriminal SLT Lending SPV 44 Retail TradeFinancial Exploitive Exploitation of Application Server

3/24/2023 ALPHVM Criminal Fabrega Molino 54 Professional, Scientific, and Technical ServicesUndeterminedMixed Data Attack

3/24/2023 Cl0p Criminal Government of Tasmania92 Public AdministrationFinancial Mixed Data Attack

3/24/2023 Cl0p Criminal Atos 51 InformationFinancial Mixed Data Attack

3/24/2023 RansomHouseCriminal Municipality of Taggia92 Public AdministrationUndeterminedMixed Data Attack

3/24/2023 UndeterminedCriminal NGS Super 52 Finance and InsuranceUndeterminedExploitive Exploitation of Application Server

3/24/2023 UndeterminedCriminal University of New Orleans61 Educational ServicesUndeterminedExploitive Exploitation of Application Server

3/24/2023 UndeterminedCriminal LSU Agricultural Center61 Educational ServicesUndeterminedExploitive Exploitation of Application Server

3/24/2023 UndeterminedCriminal Nunez Community College61 Educational ServicesUndeterminedExploitive Exploitation of Application Server

3/24/2023 UndeterminedCriminal River Parishes Community College61 Educational ServicesUndeterminedExploitive Exploitation of Application Server

3/24/2023 UndeterminedCriminal Southern University at Shreveport61 Educational ServicesUndeterminedExploitive Exploitation of Application Server

3/24/2023 UndeterminedCriminal NCB Management Services56 Administrative and Support and Waste Management and Remediation ServicesFinancial Exploitive Exploitation of Application Server

3/24/2023 UndeterminedCriminal American Pain and Wellness62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of Network Server

3/24/2023 UndeterminedCriminal Tri Counties Bank 52 Finance and InsuranceUndeterminedMixed Data Attack

3/24/2023 UndeterminedCriminal Frideres Dental 62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of Application Server

3/24/2023 UndeterminedCriminal U.S: Postal Service's PostalEASE system49 Transportation and WarehousingFinancial Exploitive Exploitation of Data in Transit

3/24/2023 UndeterminedCriminal University of the People (UoPeople)61 Educational ServicesUndeterminedExploitive Exploitation of Application Server



3/24/2023 ALPHVM Criminal Noteboom 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

3/24/2023 PLAY Criminal CH Media 51 InformationFinancial Mixed Data Attack

3/24/2023 UndeterminedCriminal Tennessee Orthopaedic Clinics (TOC)62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

3/24/2023 UndeterminedCriminal Pharm-Pacc 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Undetermined

3/24/2023 UndeterminedCriminal Piedmont Healthcare62 Health Care and Social AssistanceFinancial Exploitive Undetermined

3/23/2023 Cl0p Criminal City of Toronto 92 Public AdministrationFinancial Mixed Data Attack

3/23/2023 Cl0p Criminal Munich Re 52 Finance and InsuranceFinancial Mixed Data Attack

3/23/2023 Cl0p Criminal Procter & Gamble (P&G)32 ManufacturingFinancial Mixed Data Attack

3/23/2023 Cl0p Criminal Volaris 48 Transportation and WarehousingFinancial Mixed Data Attack

3/23/2023 Cl0p Criminal Virgin Red 55 Management of Companies and EnterprisesFinancial Mixed Data Attack

3/23/2023 Cl0p Criminal UK's Pension Protection Fund (PPF)81 Other Services (except Public Administration)Financial Mixed Data Attack

3/23/2023 Cl0p Criminal Gray Television 51 InformationFinancial Mixed Data Attack

3/23/2023 Cl0p Criminal Pluralsight 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

3/23/2023 UndeterminedCriminal Walsall Healthcare NHS Trust62 Health Care and Social AssistanceUndeterminedDisruptive External Denial of Service

3/23/2023 UndeterminedCriminal Wisconsin Court System92 Public AdministrationUndeterminedDisruptive External Denial of Service

3/23/2023 UndeterminedCriminal iD Tech 61 Educational ServicesUndeterminedExploitive Exploitation of Application Server

3/23/2023 UndeterminedCriminal Astral Brands 45 Retail TradeFinancial Exploitive Exploitation of Application Server

3/23/2023 UndeterminedCriminal UI Community HomeCare62 Health Care and Social AssistanceFinancial Mixed Data Attack

3/23/2023 UndeterminedCriminal Atlanta Postal Credit Union52 Finance and InsuranceFinancial Mixed Data Attack

3/22/2023 Cl0p Criminal Onex 52 Finance and InsuranceFinancial Mixed Data Attack

3/22/2023 Cl0p Criminal Homewood Health62 Health Care and Social AssistanceFinancial Mixed Data Attack

3/22/2023 Cl0p Criminal Galderma 32 ManufacturingFinancial Mixed Data Attack

3/22/2023 Cl0p Criminal Grupo Vanti 22 Utilities Financial Mixed Data Attack

3/22/2023 Cl0p Criminal Guinness Partnership23 ConstructionFinancial Mixed Data Attack

3/22/2023 Cl0p Criminal AvidXchange 99 UndeterminedFinancial Mixed Data Attack

3/22/2023 Cl0p Criminal ITx Companies 56 Administrative and Support and Waste Management and Remediation ServicesFinancial Mixed Data Attack

3/22/2023 Cl0p Criminal Brightline 62 Health Care and Social AssistanceFinancial Mixed Data Attack

3/22/2023 Cl0p Criminal Emerald Expositions71 Arts, Entertainment, and RecreationFinancial Mixed Data Attack

3/22/2023 Cl0p Criminal MedMinder 62 Health Care and Social AssistanceFinancial Mixed Data Attack

3/22/2023 Cl0p Criminal Avidia Bank 52 Finance and InsuranceFinancial Mixed Data Attack

3/22/2023 Cl0p Criminal Medex Healthcare62 Health Care and Social AssistanceFinancial Mixed Data Attack

3/22/2023 Cl0p Criminal Cornerstone Home Lending52 Finance and InsuranceFinancial Mixed Data Attack

3/22/2023 NoName057(16)Hacktivist Italian Ministry of Infrastructure and Transport92 Public AdministrationProtest Disruptive External Denial of Service

3/22/2023 UndeterminedCriminal Alliance Healthcare62 Health Care and Social AssistanceUndeterminedDisruptive Physical Attack

3/22/2023 UndeterminedCriminal US Wellness 52 Finance and InsuranceUndeterminedDisruptive Data Attack

3/21/2023 Cl0p Criminal Saks Fifth Avenue44 Retail TradeFinancial Mixed Data Attack

3/21/2023 pro-Russia Threat ActorsUndeterminedSkylink 51 InformationUndeterminedDisruptive External Denial of Service

3/21/2023 SideCopy APTNation-StateIndia's Defense Research and Development Organization (DRDO)92 Public AdministrationPolitical-EspionageExploitive Exploitation of End Host

3/20/2023 People'sÃƒÂ¯Ã‚Â¿Ã‚Â½LiberationÃƒÂ¯Ã‚Â¿Ã‚Â½ArmyÃƒÂ¯Ã‚Â¿Ã‚Â½StrategicÃƒÂ¯Ã‚Â¿Ã‚Â½SupportÃƒÂ¯Ã‚Â¿Ã‚Â½ForceNation-StateQantas 48 Transportation and WarehousingSabotage Disruptive Physical Attack

3/20/2023 UndeterminedCriminal Consejo Nacional de SupervisiÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Â³n del Sistema Financiero (CONASSIF)52 Finance and InsuranceProtest Disruptive Message Manipulation

3/20/2023 UndeterminedCriminal News24 Twitter account51 InformationFinancial Disruptive

3/20/2023 UndeterminedCriminal Ferrari 31 ManufacturingFinancial Exploitive Exploitation of Application Server

3/20/2023 UndeterminedCriminal Lansing Community College61 Educational ServicesUndeterminedDisruptive Internal Denial of Service

3/20/2023 UndeterminedCriminal Oklahoma City University (OCU)61 Educational ServicesFinancial Mixed Data Attack

3/20/2023 UndeterminedCriminal Shoreline Community College61 Educational ServicesFinancial Mixed Data Attack

3/20/2023 UndeterminedCriminal Fertility Specialists Medical Group62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

3/19/2023 NoName057(16)Hacktivist High Council of the Judiciary (Consiglio Superiore della Magistratura)92 Public AdministrationProtest Disruptive External Denial of Service

3/19/2023 UndeterminedCriminal Datatime 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

3/19/2023 Vice SocietyCriminal Puerto Rico Aqueduct and Sewer Authority (PRASA)22 Utilities Financial Mixed Data Attack

3/18/2023 Cl0p Criminal Zucchetti Kos 33 ManufacturingFinancial Mixed Data Attack

3/18/2023 UndeterminedCriminal CHC MontlÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Â©gia62 Health Care and Social AssistanceUndeterminedDisruptive Internal Denial of Service

3/18/2023 UndeterminedCriminal General Bytes 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

3/18/2023 UndeterminedCriminal Alaska Railroad Corporation (ARRC)48 Transportation and WarehousingFinancial Exploitive Exploitation of Application Server

3/17/2023 Cl0p Criminal Rio Tinto 21 Mining, Quarrying, and Oil and Gas ExtractionFinancial Mixed Data Attack

3/17/2023 Cl0p Criminal Undisclosed supplier99 UndeterminedFinancial Mixed Data Attack



3/17/2023 Cl0p Criminal Hitachi Energy 22 Utilities Financial Mixed Data Attack

3/17/2023 UndeterminedCriminal Cooperativa de Electricidad Obras y Servicios PÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Âºblicos de San Antonio de Areco (CEOSP)22 Utilities Financial Exploitive Exploitation of Application Server

3/17/2023 UndeterminedCriminal Undisclosed Service Provider51 InformationFinancial Exploitive Exploitation of Application Server

3/17/2023 UndeterminedCriminal Docomo Pacific 51 InformationUndeterminedDisruptive Internal Denial of Service

3/17/2023 UndeterminedCriminal Sunland Asphalt and Construction23 ConstructionFinancial Exploitive Exploitation of Application Server

3/17/2023 UndeterminedCriminal Health Plan of San Mateo (HPSM)62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Host

3/17/2023 UndeterminedCriminal Virtual Private Network Solutions (VPN Solutions)54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

3/17/2023 UndeterminedCriminal El Camino Health 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Host

3/17/2023 UndeterminedCriminal Efile.com 81 Other Services (except Public Administration)UndeterminedMixed Data Attack

3/17/2023 UndeterminedCriminal Village Bank 52 Finance and InsuranceUndeterminedExploitive Exploitation of Application Server

3/16/2023 Phoenix Hacktivist Indian Health Ministry62 Health Care and Social AssistanceProtest Exploitive Exploitation of Application Server

3/16/2023 UndeterminedCriminal Latitude Financial Services52 Finance and InsuranceFinancial Exploitive Exploitation of End Host

3/16/2023 UndeterminedCriminal Happy State Bank (HSB)52 Finance and InsuranceFinancial Exploitive Exploitation of End Host

3/16/2023 Royal Criminal Town of Ballwin 92 Public AdministrationFinancial Mixed Data Attack

3/15/2023 UndeterminedCriminal Unnamed federal civilian executive branch (FCEB) agency92 Public AdministrationPolitical-EspionageExploitive Exploitation of Application Server

3/15/2023 LockBit 3.0Criminal Deutsche Bank 52 Finance and InsuranceFinancial Mixed Data Attack

3/15/2023 UndeterminedCriminal HLA Grupo Hospitalario62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

3/15/2023 UndeterminedCriminal Municipality of Taggia92 Public AdministrationFinancial Mixed Data Attack

3/15/2023 UndeterminedCriminal Poolz Finance 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

3/15/2023 UndeterminedCriminal Autoridad de Acueductos y Alcantarillados (AAA)22 Utilities Financial Mixed Data Attack

3/15/2023 UndeterminedCriminal Kroger Postal Prescription Services49 Transportation and WarehousingFinancial Exploitive Exploitation of Application Server

3/15/2023 UndeterminedCriminal Merritt Healthcare Advisors52 Finance and InsuranceFinancial Exploitive Exploitation of End Host

3/15/2023 UndeterminedCriminal Harding, Shymanski & Company54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

3/15/2023 UndeterminedCriminal Retirement Clearinghouse52 Finance and InsuranceFinancial Exploitive Exploitation of End Host

3/14/2023 ALPHVM Criminal Ring 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

3/14/2023 Cl0p Criminal Rubrik 51 InformationFinancial Mixed Data Attack

3/14/2023 GoatRAT Criminal Mobile banking users of NUBank52 Finance and InsuranceFinancial Exploitive Exploitation of End Host

3/14/2023 GoatRAT Criminal Mobile banking users of PagBank52 Finance and InsuranceFinancial Exploitive Exploitation of End Host

3/14/2023 GoatRAT Criminal Mobile banking users of Banco Inter52 Finance and InsuranceFinancial Exploitive Exploitation of End Host

3/14/2023 KernelwareHobbyist PetroVietnam 22 Utilities Protest Exploitive Exploitation of Application Server

3/14/2023 KernelwareHobbyist Long Son Petrochemicals22 Utilities Protest Exploitive Exploitation of Application Server

3/14/2023 KernelwareHobbyist POSCO Engineering & Construction23 ConstructionProtest Exploitive Exploitation of Application Server

3/14/2023 LockBit 3.0Criminal Maximum Industries33 ManufacturingFinancial Mixed Data Attack

3/14/2023 SVR (COZYBEAR)Nation-StateDiplomatic entities and government agencies in Eastern Europe92 Public AdministrationPolitical-EspionageExploitive Exploitation of End Host

3/14/2023 UndeterminedCriminal Undisclosed supplier99 UndeterminedFinancial Exploitive Exploitation of Application Server

3/14/2023 UndeterminedCriminal Independent Living Systems (ILS)62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

3/14/2023 UndeterminedCriminal NorthStar Emergency Medical Services62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

3/14/2023 UndeterminedCriminal Voya Financial Advisors (VFA)52 Finance and InsuranceFinancial Exploitive Exploitation of End Host

3/14/2023 Vice SocietyCriminal Wymondham College61 Educational ServicesFinancial Mixed Data Attack

3/14/2023 YoroTrooperCriminal WIPO 92 Public AdministrationPolitical-EspionageExploitive Exploitation of End Host

3/14/2023 YoroTrooperCriminal Undisclosed EU health care agency92 Public AdministrationPolitical-EspionageExploitive Exploitation of End Host

3/14/2023 Black BastaCriminal Rheinmetall 33 ManufacturingFinancial Disruptive Data Attack

3/14/2023 UndeterminedCriminal Bitrue 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

3/14/2023 Money MessageCriminal PharMerica 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

3/14/2023 UndeterminedCriminal The Hatcher Agency52 Finance and InsuranceFinancial Exploitive Undetermined

3/13/2023 KalvinSecurityHacktivist Undisclosed organization in Russia62 Health Care and Social AssistanceProtest Exploitive Exploitation of End Host

3/13/2023 LockBit 3.0Criminal Lubrimetal 32 ManufacturingFinancial Mixed Data Attack

3/13/2023 PLAY Criminal Royal Dirkzwager 48 Transportation and WarehousingFinancial Mixed Data Attack

3/13/2023 UndeterminedCriminal Euler Finance 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

3/13/2023 UndeterminedCriminal AllCare Plus Pharmacy62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Host

3/13/2023 UndeterminedCriminal Guam Memorial Hospital62 Health Care and Social AssistanceUndeterminedDisruptive Internal Denial of Service

3/13/2023 Cl0p Criminal Kannact 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

3/13/2023 UndeterminedCriminal Kline & Specter 24 Financial Mixed Data Attack

3/13/2023 UndeterminedCriminal Kannact 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Undetermined

3/13/2023 UndeterminedCriminal Orrick, Herrington & Sutcliffe54 Professional, Scientific, and Technical ServicesFinancial Exploitive Undetermined



3/12/2023 UndeterminedCriminal GSC Game World42 Wholesale TradeFinancial Exploitive Exploitation of Application Server

3/12/2023 UndeterminedCriminal Diocese of Las Vegas81 Other Services (except Public Administration)Financial Exploitive Exploitation of Application Server

3/11/2023 LockBit 3.0Criminal Grupo Hospitalar Vida31 ManufacturingFinancial Mixed Data Attack

3/11/2023 LockBit 3.0Criminal Schrader Camargo22 Utilities Financial Mixed Data Attack

3/11/2023 LockBit 3.0Criminal BontÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Â  Viva31 ManufacturingFinancial Mixed Data Attack

3/11/2023 UndeterminedCriminal Centre Hospitalier Universitaire (CHU) Saint-Pierre62 Health Care and Social AssistanceFinancial Disruptive External Denial of Service

3/11/2023 UndeterminedCriminal Franklin Mutual Insurance Group (FMI)52 Finance and InsuranceFinancial Mixed Data Attack

3/10/2023 UndeterminedCriminal Municipality of Turate92 Public AdministrationFinancial Disruptive External Denial of Service

3/10/2023 UndeterminedCriminal Zoll Medical 33 ManufacturingFinancial Exploitive Exploitation of Application Server

3/10/2023 UndeterminedCriminal Florida Medical Clinic (FMC)62 Health Care and Social AssistanceFinancial Mixed Data Attack

3/10/2023 UndeterminedCriminal Community Health Systems Professional Services Company (CHSPSC)62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

3/10/2023 UndeterminedCriminal Wilkes-Barre Career and Technical Center61 Educational ServicesFinancial Exploitive Exploitation of Application Server

3/9/2023 Dark PowerCriminal Autoridad para la ReconstrucciÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Â³n con Cambios (ARCC)92 Public AdministrationFinancial Exploitive Exploitation of Application Server

3/9/2023 LockBit 3.0Criminal Audio-Technica 33 ManufacturingFinancial Mixed Data Attack

3/9/2023 Medusa Criminal Bishop Luffa School61 Educational ServicesFinancial Mixed Data Attack

3/9/2023 UndeterminedCriminal Clinica Santa Chiara di Locarno62 Health Care and Social AssistanceFinancial Disruptive Data Attack

3/9/2023 UndeterminedCriminal Hawaii Death Registry92 Public AdministrationFinancial Exploitive Exploitation of Application Server

3/9/2023 UndeterminedCriminal Merced College (MCCD)61 Educational ServicesFinancial Mixed Data Attack

3/9/2023 UndeterminedCriminal Trinity Health Corporation62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Host

3/9/2023 UndeterminedCriminal Carvin Software 73 UndeterminedExploitive Exploitation of Application Server

3/9/2023 UndeterminedCriminal Populus Financial 51 InformationFinancial Exploitive Exploitation of Application Server

3/9/2023 UndeterminedCriminal Alvaria 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

3/9/2023 UndeterminedCriminal Accreditation Commission for Education in Nursing61 Educational ServicesFinancial Exploitive Undetermined

3/8/2023 KernelwareHobbyist HDB Financial Services52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

3/8/2023 UndeterminedCriminal Black & McDonald54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

3/8/2023 UndeterminedCriminal Exprivia 51 InformationFinancial Disruptive Data Attack

3/8/2023 UndeterminedCriminal Beaver Medical Group (BMG)62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Host

3/8/2023 UndeterminedCriminal Wichita Urology Group62 Health Care and Social AssistanceFinancial Mixed Data Attack

3/7/2023 BianLian Criminal Northeast Surgical Group (NSG)62 Health Care and Social AssistanceFinancial Mixed Data Attack

3/7/2023 Dark AngelsCriminal Andrade Gutierrez54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

3/7/2023 GhostSec Hacktivist Council of Grenada (DiputatciÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Â³n de Grenada - dipgra.es)92 Public AdministrationFinancial Exploitive Exploitation of Application Server

3/7/2023 IntelBrokerCriminal DC Health Link 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

3/7/2023 KernelwareHobbyist Acronis 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Network Infrastructure

3/7/2023 KernelwareHobbyist Acer 31 ManufacturingFinancial Exploitive Exploitation of Application Server

3/7/2023 LockBit 3.0Criminal Essendant 42 Wholesale TradeFinancial Mixed Data Attack

3/7/2023 Qilin Criminal Attent Zorg en Behandeling62 Health Care and Social AssistanceFinancial Mixed Data Attack

3/7/2023 UndeterminedCriminal SundaySky 51 InformationFinancial Exploitive Exploitation of Application Server

3/7/2023 UndeterminedCriminal Bone & Joint 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

3/7/2023 UndeterminedCriminal Credit Control Corporation (CCC)56 Administrative and Support and Waste Management and Remediation ServicesFinancial Exploitive Exploitation of Application Server

3/7/2023 UndeterminedCriminal Winslow Memorial Hospital d.b.a Little Colorado Medical Center (LCMC)62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

3/7/2023 UndeterminedCriminal MercyOne Clinton (MercyOne, MercyOne Clinics)62 Health Care and Social AssistanceUndeterminedExploitive Undetermined

3/7/2023 UndeterminedCriminal Peerstar 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

3/7/2023 UndeterminedCriminal La Red Health Center62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

3/6/2023 BianLian Criminal City of Waynesboro92 Public AdministrationFinancial Mixed Data Attack

3/6/2023 RansomHouseCriminal Hospital ClÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Â-nic de Barcelona62 Health Care and Social AssistanceFinancial Mixed Data Attack

3/6/2023 UndeterminedCriminal Undisclosed marketing vendor51 InformationFinancial Exploitive Exploitation of Application Server

3/6/2023 UndeterminedCriminal Texas Medical Liability Trust (TMLT)81 Other Services (except Public Administration)Financial Exploitive Exploitation of Application Server

3/6/2023 UndeterminedCriminal American Bar Association (ABA)54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

3/6/2023 Avos LockerCriminal Methodist Family Health (MFH)62 Health Care and Social AssistanceFinancial Mixed Data Attack

3/6/2023 UndeterminedCriminal Lake County Health Department and Community Health Center (LCHD/CHC)92 Public AdministrationFinancial Exploitive Exploitation of End Host

3/6/2023 UndeterminedCriminal People Incorporated of Sequoyah County62 Health Care and Social AssistanceUndeterminedMixed Data Attack

3/6/2023 LockBit 3.0Criminal Managed Care of North America (MCNA)52 Finance and InsuranceFinancial Mixed Data Attack

3/5/2023 UndeterminedCriminal Flutterwave 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

3/5/2023 UndeterminedCriminal Northern Essex Community College61 Educational ServicesFinancial Disruptive Internal Denial of Service

3/5/2023 UndeterminedCriminal Bienville Orthopaedic Specialists62 Health Care and Social AssistanceFinancial Exploitive Undetermined



3/4/2023 SeigedSecCriminal VisitFaroeIslands.com51 InformationFinancial Mixed Exploitation of Application Server

3/4/2023 Vice SocietyCriminal Hamburg University of Applied Sciences (HAW Hamburg)61 Educational ServicesFinancial Mixed Data Attack

3/3/2023 BianLian Criminal Parques Reunidos Group71 Arts, Entertainment, and RecreationFinancial Mixed Data Attack

3/3/2023 UndeterminedCriminal City of Lille 92 Public AdministrationFinancial Disruptive Internal Denial of Service

3/3/2023 UndeterminedCriminal Denver Public Schools (DPS)61 Educational ServicesFinancial Exploitive Exploitation of Application Server

3/3/2023 UndeterminedCriminal Henrico Doctors' Hospital62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

3/3/2023 UndeterminedCriminal Houston Healthcare62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

3/3/2023 UndeterminedCriminal Gaston College 61 Educational ServicesFinancial Mixed Data Attack

3/3/2023 UndeterminedCriminal Traditions Bank 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

3/3/2023 Cl0p Criminal Gallivan 62 Health Care and Social AssistanceFinancial Exploitive Undetermined

3/3/2023 UndeterminedCriminal Ben E. Keith Company42 Wholesale TradeFinancial Exploitive Undetermined

3/2/2023 RansomEXXCriminal Bettuzzi And Partners52 Finance and InsuranceFinancial Mixed Data Attack

3/2/2023 UndeterminedCriminal WH Smith 44 Retail TradeFinancial Exploitive Exploitation of Application Server

3/2/2023 UndeterminedCriminal Pixowl Games 51 InformationFinancial Exploitive Exploitation of End Host

3/2/2023 UndeterminedCriminal GunAuction.com 51 InformationFinancial Exploitive Exploitation of Application Server

3/2/2023 UndeterminedCriminal Vertex 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

3/2/2023 UndeterminedCriminal Concorde Investment Partners52 Finance and InsuranceFinancial Exploitive Undetermined

3/1/2023 NoName057(16)Hacktivist Poland's tax service92 Public AdministrationProtest Exploitive External Denial of Service

3/1/2023 UndeterminedCriminal Azienda Ospedaliero-Universitaria di Parma (Hospital of Parma)62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

3/1/2023 UndeterminedCriminal Group 1001 52 Finance and InsuranceFinancial Mixed Data Attack

3/1/2023 UndeterminedCriminal Codman Square Health Center52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

3/1/2023 UndeterminedCriminal Chippewa County 92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

2/28/2023 UndeterminedCriminal Hatch Bank 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

2/28/2023 Snatch Criminal Ingenico 54 Professional, Scientific, and Technical ServicesFinancial Mixed Exploitation of Application Server

2/28/2023 UndeterminedCriminal Veris Residential 53 Real Estate and Rental and LeasingFinancial Exploitive Exploitation of Application Server

2/28/2023 UndeterminedCriminal Compass Behavioral Health62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Host

2/28/2023 LockBit 3.0Criminal White Settlement Independent School District61 Educational ServicesFinancial Exploitive Exploitation of Application Server

2/28/2023 UndeterminedCriminal FederaciÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Â³n de Aseguradores Colombianos (Fasecolda)56 Administrative and Support and Waste Management and Remediation ServicesFinancial UndeterminedUndetermined

2/28/2023 UndeterminedCriminal Oregon City 92 Public AdministrationFinancial Mixed Exploitation of Application Server

2/28/2023 UndeterminedCriminal Association of Southeast Asian Nations (ASEAN)92 Public AdministrationPolitical-EspionageExploitive Exploitation of Application Server

2/28/2023 D0nut LeaksCriminal Montgomery General Hospital62 Health Care and Social AssistanceFinancial Mixed Data Attack

2/28/2023 UndeterminedCriminal Thermea Spa 72 Accommodation and Food ServicesUndeterminedExploitive Exploitation of Application Server

2/27/2023 UndeterminedCriminal LastPass 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

2/27/2023 UndeterminedCriminal U.S. Marshals Service (USMS)92 Public AdministrationFinancial Disruptive Data Attack

2/27/2023 UndeterminedCriminal Pipefitters Local 53762 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

2/27/2023 LockBit 3.0Criminal Pierce Transit 48 Transportation and WarehousingFinancial Mixed Exploitation of Application Server

2/26/2023 Anonymous Sudan (affiliated to Killnet)Hacktivist Nine Danish hospitals62 Health Care and Social AssistanceProtest Disruptive External Denial of Service

2/26/2023 UndeterminedCriminal Tennessee State University (TSU)61 Educational ServicesFinancial Mixed Exploitation of Application Server

2/25/2023 Black BastaCriminal Dish Network 51 InformationFinancial Mixed Exploitation of Application Server

2/25/2023 BianLian Criminal Southeastern Louisiana University (SLU)61 Educational ServicesFinancial Mixed Exploitation of Application Server

2/25/2023 UndeterminedCriminal Baldor Specialty Foods42 Wholesale TradeFinancial Exploitive Exploitation of Application Server

2/25/2023 UndeterminedCriminal LCS Financial Services52 Finance and InsuranceFinancial Exploitive Undetermined

2/24/2023 UndeterminedCriminal Aloha Nursing Rehab Centre (Aloha)62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

2/24/2023 UndeterminedCriminal Crystal Bay Casino71 Arts, Entertainment, and RecreationFinancial Exploitive Exploitation of Application Server

2/24/2023 UndeterminedCriminal Advanced Health Media (AHM)54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

2/24/2023 MedusaLockerCriminal Healthcare organizations in the U.S.62 Health Care and Social AssistanceFinancial Mixed Exploitation of Application Server

2/24/2023 ALPHVM Criminal Encino Energy 22 Utilities Financial Mixed Exploitation of Application Server

2/24/2023 UndeterminedCriminal Minneapolis Public Schools61 Educational ServicesFinancial Mixed Exploitation of Application Server

2/24/2023 ALPHVM Criminal Empresa Distribuidora Del Este (EdeEste)22 Utilities Financial Mixed Exploitation of Application Server

2/24/2023 Royal Criminal ÃƒÂƒÃ†Â’'ncora Sistemas de FixaÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Â§ÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Â£o31 ManufacturingFinancial Mixed Exploitation of Application Server

2/24/2023 LockBit 3.0Criminal La Segunda Seguros52 Finance and InsuranceFinancial Mixed Exploitation of Application Server

2/24/2023 Stormous Hacktivist Zurcal 22 Utilities Financial Mixed Exploitation of Application Server

2/24/2023 UndeterminedCriminal City of Rosarito 92 Public AdministrationFinancial UndeterminedUndetermined

2/23/2023 UAC-0056 Nation-StateUkranian Government92 Public AdministrationPolitical-EspionageUndeterminedUndetermined

2/23/2023 UndeterminedCriminal My Rewards 56 Administrative and Support and Waste Management and Remediation ServicesFinancial Exploitive Exploitation of Application Server



2/23/2023 UndeterminedCriminal Texas Orthopaedics & Sports Medicine (TOSM)62 Health Care and Social AssistanceFinancial Exploitive Undetermined

2/23/2023 UndeterminedCriminal Hospital JoaquÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Â-n Paz Borrero62 Health Care and Social AssistanceFinancial Mixed Exploitation of Application Server

2/23/2023 RansomHouseCriminal AESCULAPIUS Farmaceutici54 Professional, Scientific, and Technical ServicesFinancial Mixed Exploitation of Application Server

2/23/2023 UndeterminedCriminal Lawrence General Hospital62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

2/22/2023 NoName057(16)Hacktivist Multiple organizations in Italy92 Public AdministrationProtest Disruptive External Denial of Service

2/22/2023 UndeterminedCriminal Radio stations across multiple Russian cities51 InformationProtest Disruptive Message Manipulation

2/22/2023 ALPHVM Criminal City of Lakewood 92 Public AdministrationFinancial Mixed Exploitation of Application Server

2/22/2023 UndeterminedCriminal Crum & Forster (C&F)52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

2/22/2023 Hive Criminal Alvaria 54 Professional, Scientific, and Technical ServicesFinancial Mixed Exploitation of Application Server

2/22/2023 ALPHVM Criminal Chile's National Health Fund (FONASA)62 Health Care and Social AssistanceFinancial Mixed Exploitation of Application Server

2/22/2023 Ragnar LockerCriminal AssociaÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Â§ÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Â£o de Advogados de SÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Â£o Paulo (AASP)56 Administrative and Support and Waste Management and Remediation ServicesFinancial Mixed Exploitation of Application Server

2/21/2023 UndeterminedCriminal PeopleConnect Holdings Inc.51 InformationFinancial Exploitive Exploitation of Application Server

2/21/2023 IT Army of UkraineHacktivist All-Russia State Television and Radio Broadcasting Company (VGTRK)51 InformationProtest Disruptive External Denial of Service

2/21/2023 UndeterminedCriminal Emtec 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

2/21/2023 UndeterminedCriminal Henrico Doctors' Hospital62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

2/21/2023 Black BastaCriminal KFI Engineers 54 Professional, Scientific, and Technical ServicesFinancial Mixed Exploitation of Application Server

2/20/2023 UndeterminedCriminal Activision 71 Arts, Entertainment, and RecreationFinancial Exploitive Exploitation of End Host

2/20/2023 ALPHVM Criminal Lehigh Valley Health Network (LVHN)62 Health Care and Social AssistanceFinancial Mixed Exploitation of Application Server

2/20/2023 UndeterminedCriminal RailYatri 48 Transportation and WarehousingFinancial Exploitive Exploitation of Application Server

2/20/2023 UndeterminedCriminal Virgin Media Television51 InformationFinancial Mixed Exploitation of Application Server

2/20/2023 UndeterminedCriminal Crypto investors 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

2/20/2023 0mega Criminal Aviacode 54 Professional, Scientific, and Technical ServicesFinancial Mixed Exploitation of Application Server

2/20/2023 UndeterminedCriminal ASL5 La Spezia 62 Health Care and Social AssistanceFinancial Mixed Exploitation of Application Server

2/20/2023 UndeterminedCriminal EpiSource 54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server

2/18/2023 LockBit 3.0Criminal Aguas do Porto 21 Mining, Quarrying, and Oil and Gas ExtractionFinancial Mixed Exploitation of Application Server

2/17/2023 UndeterminedCriminal U.S. Federal Bureau of Investigation (FBI)92 Public AdministrationUndeterminedUndeterminedUndetermined

2/17/2023 UndeterminedCriminal GoDaddy 51 InformationFinancial Exploitive Exploitation of Application Server

2/17/2023 UndeterminedCriminal Coinbase 52 Finance and InsuranceFinancial Exploitive Exploitation of End Host

2/17/2023 UndeterminedCriminal Dole Food Company72 Accommodation and Food ServicesFinancial Disruptive Data Attack

2/17/2023 Seize Criminal TELUS 51 InformationFinancial Exploitive Exploitation of Application Server

2/17/2023 UndeterminedCriminal Cleveland Brothers Holdings (CBH)42 Wholesale TradeFinancial Exploitive Exploitation of Application Server

2/17/2023 UndeterminedCriminal Rockler Companies31 ManufacturingFinancial Exploitive Exploitation of Application Server

2/17/2023 UndeterminedCriminal Hutchinson Clinic 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

2/17/2023 UndeterminedCriminal Tom James Company31 ManufacturingFinancial Mixed Exploitation of Application Server

2/17/2023 UndeterminedCriminal O'Neal Industries 31 ManufacturingFinancial Exploitive Exploitation of Application Server

2/17/2023 UndeterminedCriminal Paul Smith's College61 Educational ServicesFinancial Exploitive Exploitation of Application Server

2/17/2023 LockBit 3.0Criminal Grupo Albanesi 22 Utilities Financial Mixed Exploitation of Application Server

2/17/2023 UndeterminedCriminal Dental Health Management Solutions (DHMS)62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

2/17/2023 UndeterminedCriminal Optima Dermatology62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Host

2/17/2023 UndeterminedCriminal Skidmore College 61 Educational ServicesFinancial Mixed Data Attack

2/16/2023 Killnet Hacktivist Hannover Airport 48 Transportation and WarehousingProtest Disruptive External Denial of Service

2/16/2023 Killnet Hacktivist Dortmund Airport 48 Transportation and WarehousingProtest Disruptive External Denial of Service

2/16/2023 Killnet Hacktivist Nuremburg Airport48 Transportation and WarehousingProtest Disruptive External Denial of Service

2/16/2023 Killnet Hacktivist Karlsruhe/Baden-Baden Airport48 Transportation and WarehousingProtest Disruptive External Denial of Service

2/16/2023 Killnet Hacktivist Dusseldorf Airport 48 Transportation and WarehousingProtest Disruptive External Denial of Service

2/16/2023 Killnet Hacktivist Erfut-Weimar Airport48 Transportation and WarehousingProtest Disruptive External Denial of Service

2/16/2023 SiegedSecHacktivist Atlassian 54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server

2/16/2023 UndeterminedCriminal Succession Wealth52 Finance and InsuranceFinancial UndeterminedUndetermined

2/16/2023 UndeterminedCriminal Platypus 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

2/16/2023 UndeterminedCriminal Sweetwater Union High School District61 Educational ServicesFinancial Disruptive Data Attack

2/16/2023 LockBit 3.0Criminal Trudi S.p.A. 32 ManufacturingFinancial Disruptive Data Attack

2/16/2023 UndeterminedCriminal Unlimited Care 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

2/16/2023 UndeterminedCriminal Kyocera AVX Components Corporation33 ManufacturingFinancial Mixed Data Attack

2/15/2023 Avos LockerCriminal California Northstate University61 Educational ServicesFinancial Mixed Data Attack

2/15/2023 Daixin TeamCriminal B&G Foods 31 ManufacturingFinancial Mixed Data Attack



2/15/2023 UndeterminedCriminal University of Hawaii Maui College (UH Hawaii College)61 Educational ServicesUndeterminedExploitive Exploitation of Application Server

2/14/2023 Al-Toufan, or "The Flood"Hacktivist Bahrain's international airport and state news agency51 InformationProtest Disruptive Internal Denial of Service

2/14/2023 Anonymous SudanHacktivist Scandinavian Airlines (SAS)48 Transportation and WarehousingFinancial Mixed External Denial of Service

2/14/2023 LockBit 3.0Criminal Montibello 81 Other Services (except Public Administration)Financial Mixed Data Attack

2/14/2023 UndeterminedCriminal Supersonic Studios LTD51 InformationFinancial Exploitive Exploitation of End Host

2/14/2023 UndeterminedCriminal 1st Franklin Financial Corporation (FCC)52 Finance and InsuranceFinancial Exploitive Exploitation of End Host

2/14/2023 UndeterminedCriminal Burton Snowboards33 ManufacturingFinancial Disruptive Undetermined

2/13/2023 LockBit 3.0Criminal Cassa Nazionale di Previdenza ed Assistenza Ragionieri e Periti Commerciali (CNPR)81 Other Services (except Public Administration)Financial Mixed Data Attack

2/13/2023 Medusa Criminal Tonga Communications Corporation (TCC)51 InformationFinancial Mixed Data Attack

2/13/2023 UndeterminedCriminal Community Health Systems62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Host

2/13/2023 UndeterminedCriminal Asian Health Services (AHS)62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Host

2/12/2023 DarkBit Hacktivist Technion - Israel Institute of Technology61 Educational ServicesFinancial Mixed Data Attack

2/12/2023 Killnet Hacktivist NATO's Special Operations Headquarters and Strategic Airlift Capability92 Public AdministrationProtest Disruptive External Denial of Service

2/12/2023 UndeterminedCriminal Namecheap 51 InformationFinancial Exploitive Exploitation of End Host

2/11/2023 Ali's Justice (Edalat-e Ali)Hacktivist Iranian state-run TV and radio station51 InformationProtest Disruptive Data Attack

2/11/2023 LockBit 3.0Criminal Gruppo Beltrame 33 ManufacturingFinancial Mixed Data Attack

2/11/2023 PLAY Criminal Microgame 51 InformationFinancial Mixed Data Attack

2/10/2023 UndeterminedCriminal Philadelphia Orchestra and the Kimmel Center71 Arts, Entertainment, and RecreationSabotage Disruptive External Denial of Service

2/10/2023 UndeterminedCriminal Bridgewater-Raritan Regional School District61 Educational ServicesFinancial Exploitive Exploitation of Application Server

2/10/2023 UndeterminedCriminal Edmonds School District61 Educational ServicesFinancial Exploitive Exploitation of Application Server

2/10/2023 UndeterminedCriminal Evergreen Treatment Services (ETS)62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

2/9/2023 LockBit 3.0Criminal Arc of Essex County62 Health Care and Social AssistanceFinancial Mixed Data Attack

2/9/2023 UndeterminedCriminal City of Modesto 92 Public AdministrationFinancial Mixed Data Attack

2/9/2023 UndeterminedCriminal Troutman Pepper 54 Professional, Scientific, and Technical ServicesSabotage Disruptive External Denial of Service

2/8/2023 Lorenz Criminal AmerisourceBergen62 Health Care and Social AssistanceFinancial Mixed Data Attack

2/8/2023 UAC-0114 Nation-StateUnspecified Polish government agency92 Public AdministrationPolitical-EspionageExploitive Exploitation of End Host

2/8/2023 UAC-0114 Nation-StateUnspecified Ukrainian government agency92 Public AdministrationPolitical-EspionageExploitive Exploitation of End Host

2/8/2023 UndeterminedCriminal Care Dimensions 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

2/8/2023 UndeterminedCriminal 90 Degree Benefits52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

2/8/2023 UndeterminedCriminal City of Oakland 92 Public AdministrationFinancial Mixed Data Attack

2/8/2023 UndeterminedCriminal La Clinica de la Raza62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

2/8/2023 UndeterminedCriminal Kimco Realty Corporation53 Real Estate and Rental and LeasingFinancial Exploitive Exploitation of Application Server

2/8/2023 UndeterminedCriminal D'Youville University61 Educational ServicesUndeterminedExploitive Undetermined

2/7/2023 LockBit 3.0Criminal Cantina Tollo 31 ManufacturingFinancial Mixed Data Attack

2/7/2023 UndeterminedCriminal Tor Network 51 InformationUndeterminedDisruptive External Denial of Service

2/7/2023 UndeterminedCriminal Dorben Group 45 Retail TradeFinancial Exploitive Undetermined

2/7/2023 UndeterminedCriminal Webaverse 51 InformationFinancial Exploitive Exploitation of End Host

2/6/2023 ALPHVM Criminal Munster Technological University (MTU)61 Educational ServicesFinancial Mixed Data Attack

2/6/2023 IntelBrokerCriminal Undisclosed third-party vendor54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

2/6/2023 IntelBrokerCriminal Weee! 44 Retail TradeFinancial Mixed Data Attack

2/6/2023 UAC-0050 UndeterminedUkrainian government agencies92 Public AdministrationPolitical-EspionageExploitive Exploitation of End Host

2/6/2023 UndeterminedCriminal MSX International (MSXI)54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

2/5/2023 Avos LockerCriminal Thomas J. Schandy52 Finance and InsuranceFinancial Mixed Data Attack

2/5/2023 UndeterminedCriminal Reddit 51 InformationFinancial Exploitive Exploitation of End Host

2/5/2023 UndeterminedCriminal Ross Memorial Hospital62 Health Care and Social AssistanceFinancial Mixed Data Attack

2/5/2023 UndeterminedCriminal Topcon Healthcare Solutions62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

2/5/2023 UndeterminedCriminal iSpace 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

2/4/2023 LockBit 3.0Criminal Tonoli 48 Transportation and WarehousingFinancial Mixed Data Attack

2/4/2023 UndeterminedCriminal Hidalgo County Adult Probation Office92 Public AdministrationUndeterminedMixed Data Attack

2/3/2023 LockBit 3.0Criminal Jackson & Joyce Family Dentistry62 Health Care and Social AssistanceFinancial Mixed Data Attack

2/3/2023 UndeterminedCriminal MKS Instruments 33 ManufacturingUndeterminedMixed Data Attack

2/2/2023 BlackBastaCriminal Acea 92 Public AdministrationFinancial Mixed Data Attack

2/2/2023 LockBit 3.0Criminal Avante Textil 42 Wholesale TradeFinancial Mixed Data Attack

2/2/2023 Royal Criminal Casa Ley 44 Retail TradeFinancial Mixed Data Attack

2/2/2023 UndeterminedCriminal Tallahassee Memorial HealthCare (TMH)62 Health Care and Social AssistanceFinancial Mixed Data Attack



2/2/2023 Cl0p Criminal Intellihartx 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

2/1/2023 Vice SocietyCriminal Societ Italiana Brevetti54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

2/1/2023 UndeterminedCriminal Retina & Vitreous of Texas62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of Application Server

2/1/2023 UndeterminedCriminal WellBe Senior Medical62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of Application Server

2/1/2023 UndeterminedCriminal Consensys 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

2/1/2023 Anonymous SudanHacktivist Scandinavian Airlines (SAS)48 Transportation and WarehousingProtest Disruptive External Denial of Service

2/1/2023 UndeterminedCriminal Gateway First Bank52 Finance and InsuranceUndeterminedExploitive Exploitation of End Host

1/31/2023 Anonymous RussiaHacktivist Convex 51 InformationProtest Exploitive Exploitation of Application Server

1/31/2023 LockBit 3.0Criminal ION Group 81 Other Services (except Public Administration)Financial Mixed Data Attack

1/31/2023 UndeterminedCriminal Nantucket Public Schools61 Educational ServicesFinancial Mixed Data Attack

1/31/2023 UndeterminedCriminal Mount Lilydale Mercy College61 Educational ServicesFinancial Exploitive Exploitation of Application Server

1/31/2023 LockBit 3.0Criminal Juva Skin & Laser Center62 Health Care and Social AssistanceFinancial Mixed Data Attack

1/31/2023 LockBit 3.0Criminal Arizona Liver Health62 Health Care and Social AssistanceFinancial Mixed Data Attack

1/31/2023 UndeterminedCriminal Super Bock Group31 ManufacturingUndeterminedDisruptive External Denial of Services

1/31/2023 UndeterminedCriminal Appui SantÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Â© Nord FinistÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Â¨re51 InformationFinancial Exploitive Exploitation of Application Server

1/31/2023 UndeterminedCriminal Migliorshop 51 InformationFinancial Exploitive Exploitation of Application Server

1/31/2023 UndeterminedCriminal Western Digital 35 Financial Mixed Data Attack

1/31/2023 UndeterminedCriminal Capita 56 Administrative and Support and Waste Management and Remediation ServicesUndeterminedDisruptive Internal Denial of Service

1/31/2023 UndeterminedCriminal Genova Burns 54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server

1/31/2023 Genesis DayHacktivist Korean Research Institute for Construction Policy81 Other Services (except Public Administration)Protest Disruptive Message Manipulation

1/31/2023 Genesis DayHacktivist Korean Archaeological Society61 Educational ServicesProtest Disruptive Message Manipulation

1/31/2023 Genesis DayHacktivist Woorimal Academic Society61 Educational ServicesProtest Disruptive Message Manipulation

1/31/2023 Genesis DayHacktivist Korean Academy of Basic Medicine & Health Science61 Educational ServicesProtest Disruptive Message Manipulation

1/31/2023 UndeterminedCriminal Credit Union of Southern California (CU SoCal)52 Finance and InsuranceUndeterminedExploitive Exploitation of End Host

1/31/2023 UndeterminedCriminal Francesca's Acquisition44 Retail TradeFinancial Exploitive Undetermined

1/31/2023 UndeterminedCriminal Dollar Energy Fund52 Finance and InsuranceFinancial Exploitive Undetermined

1/30/2023 UndeterminedCriminal JD Sports 44 Retail TradeFinancial Exploitive Exploitation of Application Server

1/30/2023 UndeterminedCriminal Atlantic General Hospital62 Health Care and Social AssistanceFinancial Mixed Data Attack

1/30/2023 UndeterminedCriminal Skyview Networks51 InformationSabotage Disruptive Internal Denial of Services

1/30/2023 LockBit 3.0Criminal Luaces Asesores 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

1/30/2023 LockBit 3.0Criminal IT Servicios 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

1/30/2023 UndeterminedCriminal Denmark's Centre for Cyber Security51 InformationProtest Disruptive External Denial of Services

1/30/2023 Royal Criminal Tucson Unified School District61 Educational ServicesFinancial Mixed Data Attack

1/30/2023 UndeterminedCriminal TesorerÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Â-a General de la RepÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Âºblica (TGR)52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

1/29/2023 IT Army of UkraineHacktivist Gazprom 92 Public AdministrationProtest Exploitive Exploitation of Application Server

1/28/2023 Vice SocietyCriminal Seguros Equinoccial S.A.52 Finance and InsuranceFinancial Mixed Data Attack

1/28/2023 Killnet Hacktivist University Medical Center Groningen62 Health Care and Social AssistanceProtest Disruptive External Denial of Service

1/27/2023 ALPHVM Criminal Solar Industries India22 Utilities Financial Mixed Data Attack

1/27/2023 UndeterminedCriminal Stroke Scan 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

1/27/2023 UndeterminedCriminal Morgan Hill Unified School District61 Educational ServicesFinancial Exploitive Exploitation of Application Server

1/27/2023 IntelBrokerCriminal Verizon 51 InformationFinancial Exploitive Exploitation of Application Server

1/26/2023 UndeterminedCriminal Matco Tools Corporation42 Wholesale TradeFinancial Exploitive Exploitation of Application Server

1/26/2023 UndeterminedCriminal South East Regional Health Authority (SERHA)62 Health Care and Social AssistanceFinancial Mixed Data Attack

1/26/2023 UndeterminedCriminal Undisclosed third-party vendor54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

1/26/2023 UndeterminedCriminal CommuteAir 48 Transportation and WarehousingFinancial Exploitive Exploitation of Application Server

1/26/2023 UndeterminedCriminal Guardian Analytics42 Wholesale TradeUndeterminedExploitive Exploitation of Application Server

1/24/2023 LockBit 3.0Criminal Municipal Court of Circleville, Ohio92 Public AdministrationFinancial Mixed Data Attack

1/24/2023 UndeterminedCriminal Planet Ice 71 Arts, Entertainment, and RecreationFinancial Exploitive Exploitation of Application Server

1/24/2023 UndeterminedCriminal Puma 42 Wholesale TradeFinancial Exploitive Exploitation of Application Server

1/24/2023 Vice SocietyCriminal Xavier University of Louisiana61 Educational ServicesFinancial Mixed Data Attack

1/23/2023 UndeterminedCriminal ePublic 45 Retail TradeFinancial Exploitive Exploitation of Application Server

1/23/2023 PLAY Criminal A10 Networks 33 ManufacturingFinancial Mixed Data Attack

1/22/2023 UndeterminedCriminal Audifarma 54 Professional, Scientific, and Technical ServicesUndeterminedDisruptive External Denial of Services

1/21/2023 ALPHVM Criminal Instituto Federal Do ParÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Â¡ (IFPA)92 Public AdministrationFinancial Mixed Data Attack

1/20/2023 UndeterminedCriminal Members Trust of the Southwest Federal Credit Union52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server



1/20/2023 ALPHVM Criminal Wawasee Community School Corporation61 Educational ServicesFinancial Mixed Data Attack

1/19/2023 Vice SocietyCriminal Guildford County School61 Educational ServicesFinancial Mixed Data Attack

1/19/2023 UndeterminedCriminal Renewal by Andersen42 Wholesale TradeFinancial Exploitive Exploitation of End Host

1/18/2023 UndeterminedCriminal Yum! Brands 55 Management of Companies and EnterprisesFinancial Mixed Data Attack

1/18/2023 Xi'an Tianhe Defense Technology, Defense Contractor (APT15)Nation-StateIranian government92 Public AdministrationPolitical-EspionageExploitive Unknown

1/18/2023 UndeterminedCriminal Benetton Group 31 ManufacturingFinancial Exploitive Exploitation of End Host

1/18/2023 LeakBase Criminal Penang government92 Public AdministrationFinancial Exploitive Exploitation of Application Server

1/18/2023 NoName057(16)Hacktivist Ministry of Industry and Trade of the Czech Republic92 Public AdministrationProtest Disruptive External Denial of Services

1/18/2023 People's CyberArmyHacktivist OJSC Galichpharm31 ManufacturingProtest Disruptive External Denial of Services

1/18/2023 NoName057(16)Hacktivist SlovÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Â¡ckÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Â© strojÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Â-rny31 ManufacturingProtest Disruptive External Denial of Services

1/18/2023 UndeterminedCriminal United Health Services62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of End Host

1/18/2023 UndeterminedCriminal Undisclosed business associate of South Texas Health System62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of End Host

1/18/2023 UndeterminedCriminal CRC Insurance Services52 Finance and InsuranceUndeterminedExploitive Exploitation of End Host

1/17/2023 UndeterminedCriminal Costa Rica Ministerio de Obras PÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Âºblicas y Transportes (MOPT)92 Public AdministrationFinancial Mixed Data Attack

1/17/2023 UndeterminedCriminal Mscripts 51 InformationFinancial Exploitive Exploitation of Application Server

1/17/2023 UndeterminedCriminal Diligent Corporation51 InformationFinancial Exploitive Exploitation of Application Server

1/17/2023 Genesis DayHacktivist Samsung 31 ManufacturingProtest Exploitive Exploitation of Application Server

1/17/2023 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Nation-StateUkrinform 51 InformationSabotage Disruptive Data Attack

1/17/2023 UndeterminedCriminal School District 42 Maple Ridge-Pitt Meadows92 Public AdministrationFinancial Exploitive Exploitation of End Host

1/17/2023 ALPHVM Criminal NextGen Healthcare62 Health Care and Social AssistanceFinancial Mixed Data Attack

1/17/2023 UndeterminedCriminal Nonstop Health 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

1/17/2023 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Nation-StateUkrinform 51 InformationSabotage Disruptive Data Attack

1/17/2023 NoName057(16)Hacktivist Pilous 31 ManufacturingProtest Disruptive External Denial of Services

1/17/2023 UndeterminedCriminal UK's Criminal Records Office (ACRO)92 Public AdministrationUndeterminedDisruptive Message Manipulation

1/16/2023 Anonymous RussiaHacktivist IRS 92 Public AdministrationProtest Exploitive Undetermined

1/16/2023 NoName057(16)Hacktivist MOTOR JIKOV StrojÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Â-renskÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Â¡31 ManufacturingProtest Disruptive External Denial of Services

1/15/2023 UndeterminedCriminal 24 Hours of Le Mans Virtual71 Arts, Entertainment, and RecreationPersonal AttackDisruptive External Denial of Service

1/15/2023 UndeterminedCriminal ODIN Intelligence 54 Professional, Scientific, and Technical ServicesProtest Disruptive Message Manipulation

1/15/2023 UndeterminedCriminal Qulliq Energy Corporation22 Utilities UndeterminedDisruptive Internal Denial of Services

1/15/2023 UndeterminedCriminal Riot Games 51 InformationUndeterminedDisruptive Internal Denial of Services

1/15/2023 NoName057(16)Hacktivist Bankinvest 52 Finance and InsuranceProtest Disruptive External Denial of Services

1/15/2023 TimisoaraHackerTeamCriminal Undisclosed U.S. cancer center62 Health Care and Social AssistanceFinancial Mixed Data Attack

1/14/2023 ALPHVM Criminal Somacis 33 ManufacturingFinancial Mixed Data Attack

1/14/2023 NoName057(16)Hacktivist JyskeBank 52 Finance and InsuranceProtest Disruptive External Denial of Services

1/14/2023 Anonymous RussiaHacktivist Slovakian TV channels51 InformationProtest Disruptive External Denial of Services

1/14/2023 NoName057(16)Hacktivist Czech Statistical Office92 Public AdministrationProtest Disruptive External Denial of Services

1/14/2023 UndeterminedCriminal Citi Trends 44 Retail TradeFinancial Exploitive Undetermined

1/13/2023 Kraken Criminal Solaris 44 Retail TradeFinancial Disruptive Message Manipulation

1/13/2023 Enlace HacktivistHacktivist Cellebrite 54 Professional, Scientific, and Technical ServicesProtest Exploitive Undetermined

1/13/2023 Enlace HacktivistHacktivist MSAB 54 Professional, Scientific, and Technical ServicesProtest Exploitive Undetermined

1/13/2023 Cl0p Criminal New York City Bar Association81 Other Services (except Public Administration)Financial Mixed Data Attack

1/13/2023 UndeterminedCriminal Jefferson County Health Center62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

1/13/2023 Anonymous RussiaHacktivist Slovakian public institutions92 Public AdministrationProtest Disruptive External Denial of Services

1/13/2023 Anonymous RussiaHacktivist Slovakian banks 52 Finance and InsuranceProtest Disruptive External Denial of Services

1/13/2023 People's CyberArmyHacktivist Oneclick 52 Finance and InsuranceProtest Disruptive External Denial of Services

1/13/2023 UndeterminedCriminal Charter Foods 48 Transportation and WarehousingFinancial Exploitive Exploitation of Application Server

1/12/2023 UndeterminedCriminal Quintana Roo Attorney General's Office92 Public AdministrationProtest Exploitive Exploitation of Application Server

1/12/2023 NoName057(16)Hacktivist Czech Ministry of Foreign Affairs92 Public AdministrationProtest Disruptive External Denial of Services

1/12/2023 Anonymous RussiaHacktivist Polish Administrations92 Public AdministrationProtest Disruptive External Denial of Services

1/11/2023 UndeterminedCriminal Sistema Integral De Control Alimentario (SICA)92 Public AdministrationUndeterminedDisruptive Undetermined

1/11/2023 UndeterminedCriminal The Court of Justice of the State of ParÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Â¡92 Public AdministrationUndeterminedDisruptive Data Attack

1/11/2023 NoName057(16)Hacktivist 2023 Czech Presidential Election Candidates Websites92 Public AdministrationProtest Disruptive External Denial of Service

1/11/2023 UndeterminedCriminal Liquor Control Board of Ontario (LCBO)42 Wholesale TradeFinancial Exploitive Exploitation of Application Server

1/11/2023 UndeterminedCriminal Mailchimp 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of End Host

1/11/2023 UndeterminedCriminal Prison of Draguignan92 Public AdministrationUndeterminedDisruptive Physical Attack



1/11/2023 Bear IT ArmyHacktivist Ministry of Foreign Affairs of Lithuania92 Public AdministrationProtest Disruptive External Denial of Services

1/11/2023 NoName057(16)Hacktivist Danish Ministry of Finance92 Public AdministrationProtest Disruptive External Denial of Services

1/11/2023 NoName057(16)Hacktivist Handelsbanken 52 Finance and InsuranceProtest Disruptive External Denial of Services

1/10/2023 NoName057(16)Hacktivist Denmark's central bank and seven private banks in the country52 Finance and InsuranceProtest Disruptive External Denial of Service

1/10/2023 UndeterminedCriminal Morgan Advanced Materials31 ManufacturingUndeterminedUndeterminedUndetermined

1/10/2023 UndeterminedCriminal American Institute of Certified Public Accountants (AICPA).56 Administrative and Support and Waste Management and Remediation ServicesFinancial Exploitive Undetermined

1/10/2023 GhostSec Hacktivist Brazilian Government Webmail92 Public AdministrationProtest Exploitive Undetermined

1/10/2023 GhostSec Hacktivist Industrial control system (ICS) device in Belarus92 Public AdministrationProtest Mixed Data Attack

1/10/2023 LockBit 3.0Criminal Royal Mail 48 Transportation and WarehousingFinancial Mixed Data Attack

1/9/2023 UndeterminedCriminal Des Moines Public Schools61 Educational ServicesUndeterminedDisruptive Undetermined

1/9/2023 UndeterminedCriminal Aflac 52 Finance and InsuranceUndeterminedExploitive Exploitation of Data in Transit

1/9/2023 UndeterminedCriminal Zurnich 52 Finance and InsuranceUndeterminedExploitive Exploitation of Data in Transit

1/9/2023 UndeterminedCriminal Okanagan College61 Educational ServicesUndeterminedDisruptive Undetermined

1/9/2023 UndeterminedCriminal NFT Investments 52 Finance and InsuranceFinancial Exploitive Exploitation of End Host

1/8/2023 ALPHVM Criminal Fruttagel 72 Accommodation and Food ServicesFinancial Mixed Data Attack

1/8/2023 NoName057(16)Hacktivist Civil Aviation Authority of Poland92 Public AdministrationProtest Disruptive External Denial of Services

1/8/2023 NoName057(16)Hacktivist Dezamet 31 ManufacturingProtest Disruptive External Denial of Services

1/8/2023 NoName057(16)Hacktivist Estonian Railways48 Transportation and WarehousingProtest Disruptive External Denial of Services

1/8/2023 NoName057(16)Hacktivist Adrem 48 Transportation and WarehousingProtest Disruptive External Denial of Services

1/7/2023 UndeterminedCriminal Serbian Ministry of Internal Affairs92 Public AdministrationUndeterminedDisruptive External Denial of Service

1/7/2023 UndeterminedCriminal DNV 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

1/7/2023 UndeterminedCriminal City Council of Durango92 Public AdministrationFinancial Mixed Data Attack

1/7/2023 NoName057(16)Hacktivist Financial Intelligence Unit of Latvia92 Public AdministrationProtest Disruptive External Denial of Services

1/7/2023 NoName057(16)Hacktivist PKP Cargo 48 Transportation and WarehousingProtest Disruptive External Denial of Services

1/7/2023 NoName057(16)Hacktivist Polregio 56 Administrative and Support and Waste Management and Remediation ServicesProtest Disruptive External Denial of Services

1/6/2023 UndeterminedCriminal Air France 48 Transportation and WarehousingUndeterminedExploitive Undetermined

1/6/2023 Calisto Nation-StateBrookhaven Nuclear Laboratory (BNL)22 Utilities Political-EspionageExploitive Exploitation of End Host

1/6/2023 Calisto Nation-StateArgonne Nuclear Laboratory (ANL)22 Utilities Political-EspionageExploitive Exploitation of End Host

1/6/2023 Calisto Nation-StateLawrence Livermore Nuclear Laboratory (LLNL)22 Utilities Political-EspionageExploitive Exploitation of End Host

1/6/2023 Hive Criminal Consulate Health Care62 Health Care and Social AssistanceFinancial Mixed Data Attack

1/6/2023 UndeterminedCriminal Fidelity Building Services Group54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Undetermined

1/6/2023 Vice SocietyCriminal Carmel College 61 Educational ServicesFinancial Mixed Data Attack

1/6/2023 Vice SocietyCriminal Frances King School of English61 Educational ServicesFinancial Mixed Data Attack

1/6/2023 Vice SocietyCriminal Gateway College 61 Educational ServicesFinancial Mixed Data Attack

1/6/2023 Vice SocietyCriminal Holy Family RC + CE College61 Educational ServicesFinancial Mixed Data Attack

1/6/2023 Vice SocietyCriminal Lampton School 61 Educational ServicesFinancial Mixed Data Attack

1/6/2023 Vice SocietyCriminal Mossbourne Federation61 Educational ServicesFinancial Mixed Data Attack

1/6/2023 Vice SocietyCriminal Pilton Community College61 Educational ServicesFinancial Mixed Data Attack

1/6/2023 Vice SocietyCriminal Samuel Ryder Academy61 Educational ServicesFinancial Mixed Data Attack

1/6/2023 Vice SocietyCriminal School of Oriental and African Studies61 Educational ServicesFinancial Mixed Data Attack

1/6/2023 Vice SocietyCriminal St Paul's Catholic College61 Educational ServicesFinancial Mixed Data Attack

1/6/2023 Vice SocietyCriminal Test Valley School61 Educational ServicesFinancial Mixed Data Attack

1/6/2023 Vice SocietyCriminal De Montfort School61 Educational ServicesFinancial Mixed Data Attack

1/6/2023 ALPHVM Criminal Grupo Estrategas EMM52 Finance and InsuranceFinancial Mixed Data Attack

1/6/2023 TA505 Criminal Universidad De La Salle61 Educational ServicesFinancial Mixed Data Attack

1/6/2023 Bl00dy Criminal Telas Palo Grande31 ManufacturingFinancial Mixed Data Attack

1/6/2023 UndeterminedCriminal SB Tactical 31 ManufacturingFinancial Exploitive Undetermined

1/6/2023 Vice SocietyCriminal San Francisco's Bay Area Rapid Transit (BART) Police Department48 Transportation and WarehousingFinancial Exploitive Undetermined

1/6/2023 IntelBrokerCriminal AT&T 51 InformationFinancial Exploitive Exploitation of Application Server

1/6/2023 NoName057(16)Hacktivist Data Logistics Center22 Utilities Protest Disruptive External Denial of Services

1/6/2023 People's CyberArmyHacktivist Oranta 23 ConstructionProtest Disruptive External Denial of Services

1/6/2023 NoName057(16)Hacktivist Grifs 31 ManufacturingProtest Disruptive External Denial of Services

1/6/2023 NoName057(16)Hacktivist Delamode Baltics 48 Transportation and WarehousingProtest Disruptive External Denial of Services

1/5/2023 UndeterminedCriminal T-Mobile 51 InformationFinancial Exploitive Exploitation of Application Server

1/5/2023 Cl0p Criminal CGM LLC 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack



1/5/2023 People's CyberArmyHacktivist 3Mob 51 InformationProtest Disruptive External Denial of Services

1/5/2023 NoName057(16)Hacktivist RV Transport 48 Transportation and WarehousingProtest Disruptive External Denial of Services

1/4/2023 UndeterminedCriminal CircleCI 54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of End Host

1/4/2023 People's CyberArmyHacktivist OKKO Group 45 Retail TradeProtest Disruptive External Denial of Services

1/3/2023 UndeterminedCriminal Swansea Public Schools61 Educational ServicesFinancial Mixed Data Attack

1/3/2023 UndeterminedCriminal Live Oak Surgery Center62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Host

1/3/2023 UndeterminedCriminal University of Miami Health System (UHealth)62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of End Host

1/3/2023 UndeterminedCriminal Shibuya Ward 92 Public AdministrationUndeterminedDisruptive External Denial of Service

1/3/2023 UndeterminedCriminal United Kingdom's Department for Environment, Food & Rural Affairs (DEFRA)92 Public AdministrationUndeterminedDisruptive Message Manipulation

1/3/2023 NoName057(16)Hacktivist Breitto 48 Transportation and WarehousingProtest Disruptive External Denial of Services

1/2/2023 Hive Criminal Centro MÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Â©dico Virgen De La Caridad62 Health Care and Social AssistanceFinancial Mixed Data Attack

1/2/2023 Anonymous CubaHacktivist University of Havana61 Educational ServicesProtest Disruptive Internal Denial of Service

1/2/2023 UndeterminedCriminal Moldovan Govermental Institutions92 Public AdministrationPolitical-EspionageExploitive Exploitation of End Host

1/2/2023 LockBit 3.0Criminal Pharma Gestao EPP-LTDA54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

1/2/2023 UndeterminedCriminal Black and White Cabs Pty. Ltd.48 Transportation and WarehousingFinancial Mixed Data Attack

1/2/2023 UndeterminedCriminal Coster 33 ManufacturingFinancial Exploitive Unknown

1/2/2023 Mirai Hacktivist Twitch 51 InformationProtest Disruptive External Denial of Services

1/2/2023 NoName057(16)Hacktivist CarGO 48 Transportation and WarehousingProtest Disruptive External Denial of Services

1/2/2023 NoName057(16)Hacktivist Freught 48 Transportation and WarehousingProtest Disruptive External Denial of Services

1/1/2023 UndeterminedCriminal Toyota Kirloskar Motor31 ManufacturingUndeterminedExploitive Undetermined

1/1/2023 UndeterminedCriminal Lorenzi 31 ManufacturingFinancial Mixed Data Attack

1/1/2023 NoName057(16)Hacktivist Bradava 31 ManufacturingProtest Disruptive External Denial of Services

12/31/2022 UndeterminedCriminal Monarch 62 Health Care and Social AssistanceUndeterminedMixed

12/31/2022 UndeterminedCriminal State-run Iranian Websites92 Public AdministrationProtest Disruptive External Denial of Services

12/31/2022 LockBit 3.0Criminal Housing Authority of the City of Los Angeles (HACLA)92 Public AdministrationFinancial Exploitive

12/31/2022 IT Army of UkraineHacktivist Klintsovsky District Administration92 Public AdministrationProtest Disruptive Message Manipulation

12/31/2022 NoName057(16)Hacktivist AS "Baltijas Ekspresis"48 Transportation and WarehousingProtest Disruptive External Denial of Services

12/31/2022 Mirai Hacktivist Aviation Week 61 Educational ServicesProtest Disruptive External Denial of Services

12/31/2022 UndeterminedCriminal Synergy Healthcare Services54 Professional, Scientific, and Technical ServicesFinancial Exploitive Undetermined

12/31/2022 UndeterminedCriminal Hub International Limited54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server

12/30/2022 NoName057(16)Hacktivist Polish Parliament 92 Public AdministrationProtest Disruptive External Denial of Services

12/30/2022 UndeterminedCriminal CentraState Healthcare System62 Health Care and Social AssistanceUndeterminedDisruptive Undetermined

12/30/2022 rootkitsecurityHacktivist Iran Airlines 48 Transportation and WarehousingProtest Disruptive External Denial of Services

12/30/2022 People's CyberArmyHacktivist Idea Bank 52 Finance and InsuranceProtest Disruptive External Denial of Services

12/30/2022 NoName057(16)Hacktivist Latvian Railway 48 Transportation and WarehousingProtest Disruptive External Denial of Services

12/29/2022 Royal Criminal Iowa Public Television (PBS)51 InformationFinancial Exploitive

12/29/2022 UndeterminedCriminal Bay Bridge Administrators52 Finance and InsuranceUndeterminedExploitive Undetermined

12/29/2022 UndeterminedCriminal MJ Care 62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of End Host

12/29/2022 Avos LockerCriminal Stratford University61 Educational ServicesFinancial Mixed

12/29/2022 NoName057(16)Hacktivist LiepÃƒÂƒ"ÃƒÂ‚Ã‚Âj️as enerÃƒÂƒ"ÃƒÂ‚Ã‚Â£ija31 ManufacturingProtest Disruptive External Denial of Services

12/29/2022 UndeterminedCriminal UnitedHealthcare 62 Health Care and Social AssistanceFinancial Exploitive

12/28/2022 UndeterminedCriminal 3Commas 52 Finance and InsuranceFinancial Exploitive Undetermined

12/28/2022 Snatch Criminal Centro Turistico Giovanile62 Health Care and Social AssistanceFinancial Mixed Data Attack

12/28/2022 UndeterminedCriminal Telekom Malaysia51 InformationFinancial Exploitive Undetermined

12/28/2022 Snatch Criminal Einatec 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Undetermined

12/28/2022 UndeterminedCriminal Zacks Investment Research (Zacks)52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

12/28/2022 UndeterminedCriminal Motto Mortgage 52 Finance and InsuranceFinancial Mixed Unknown

12/28/2022 Vice SocietyCriminal Seguros Equinoccial52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

12/28/2022 Mirai Hacktivist Mozilla 51 InformationProtest Disruptive External Denial of Services

12/28/2022 People's CyberArmyHacktivist Poltava Bank 52 Finance and InsuranceProtest Disruptive External Denial of Services

12/28/2022 NoName057(16)Hacktivist Latvenergo 31 ManufacturingProtest Disruptive External Denial of Services

12/28/2022 UndeterminedCriminal CGM 54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Undetermined

12/27/2022 NGB 3rd Technical Surveillance Bureau (BlueNorff)Nation-StateUS Financial Instituions52 Finance and InsuranceFinancial Exploitive Exploitation of End Host

12/27/2022 NGB 3rd Technical Surveillance Bureau (BlueNorff)Nation-StateJapanese Financial Institutions52 Finance and InsuranceFinancial Exploitive Exploitation of End Host

12/27/2022 NGB 3rd Technical Surveillance Bureau (BlueNorff)Nation-StateVietnamese Financial Instituions52 Finance and InsuranceFinancial Exploitive Exploitation of End Host



12/27/2022 NGB 3rd Technical Surveillance Bureau (BlueNorff)Nation-StateUAE Financial Instituions52 Finance and InsuranceFinancial Exploitive Exploitation of End Host

12/27/2022 Black BastaCriminal Sargent & Lundy 33 ManufacturingFinancial Exploitive Undetermined

12/27/2022 UndeterminedCriminal Undisclosed Company48 Transportation and WarehousingFinancial Exploitive Undetermined

12/27/2022 UndeterminedCriminal Canadian Copper Mountain Mining Corporation (CMMC)21 Mining, Quarrying, and Oil and Gas ExtractionFinancial Mixed Data Attack

12/27/2022 PHOBOS Criminal Advanced Systems54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

12/27/2022 UndeterminedCriminal Slack 51 InformationUndeterminedExploitive Exploitation of Application Server

12/27/2022 NoName057(16)Hacktivist RAF-AVIA 48 Transportation and WarehousingProtest Disruptive External Denial of Services

12/27/2022 NoName057(16)Hacktivist ASBE 48 Transportation and WarehousingProtest Disruptive External Denial of Services

12/27/2022 NoName057(16)Hacktivist Port of Ventspils 48 Transportation and WarehousingProtest Disruptive External Denial of Services

12/27/2022 UndeterminedCriminal Harrington Raceway and Casino71 Arts, Entertainment, and RecreationUndeterminedExploitive Exploitation of Application Server

12/26/2022 UndeterminedCriminal Cott Systems 54 Professional, Scientific, and Technical ServicesUndeterminedUndeterminedUndetermined

12/26/2022 ALPHVM Criminal Undisclosed company in financial services52 Finance and InsuranceFinancial Mixed Data Attack

12/26/2022 NoName057(16)Hacktivist Latvian Public Utilities Commission92 Public AdministrationProtest Disruptive External Denial of Services

12/25/2022 LockBit 3.0Criminal Port of Lisbon Administration (APL)48 Transportation and WarehousingFinancial Exploitive Undetermined

12/25/2022 UndeterminedCriminal Astro 51 InformationUndeterminedExploitive Undetermined

12/25/2022 UndeterminedCriminal Maybank 52 Finance and InsuranceUndeterminedExploitive Undetermined

12/25/2022 UndeterminedCriminal Election Comission92 Public AdministrationUndeterminedExploitive Undetermined

12/25/2022 NoName057(16)Hacktivist Polish Civil Aviation Authority92 Public AdministrationProtest Disruptive External Denial of Services

12/24/2022 NoName057(16)Hacktivist Polish Public Procurement Office92 Public AdministrationProtest Disruptive External Denial of Services

12/23/2022 Ryushi Criminal Twitter 51 InformationFinancial Exploitive Exploitation of Application Server

12/23/2022 UndeterminedCriminal Arnold Clark 44 Retail TradeUndeterminedDisruptive Undetermined

12/23/2022 UndeterminedCriminal Bristol Community College61 Educational ServicesFinancial Mixed Data Attack

12/23/2022 NoName057(16)Hacktivist Ziedot 23 ConstructionProtest Disruptive External Denial of Services

12/23/2022 NoName057(16)Hacktivist BAE Systems 31 ManufacturingProtest Disruptive External Denial of Services

12/23/2022 UndeterminedCriminal Albertsons Companies44 Retail TradeFinancial Exploitive Exploitation of Application Server

12/22/2022 Killnet Hacktivist U.S. Healthcare Organizations62 Health Care and Social AssistanceProtest Exploitive Undetermined

12/22/2022 UndeterminedCriminal Midwest Orthopaedic Consultants (MOC)62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of Application Server

12/22/2022 STEPPY#KAVACHCriminal Indian Government92 Public AdministrationFinancial Exploitive Exploitation of End Host

12/22/2022 ITA Criminal Queensland University of Technology61 Educational ServicesFinancial Mixed Data Attack

12/22/2022 UndeterminedCriminal Minuteman Senior Services62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Host

12/22/2022 IT Army of UkraineHacktivist Youdo 54 Professional, Scientific, and Technical ServicesProtest Disruptive External Denial of Services

12/22/2022 UndeterminedCriminal Nonstop Administration and Insurance Services52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

12/21/2022 Killnet Hacktivist FBI 92 Public AdministrationProtest;Political-EspionageExploitive Undetermined

12/21/2022 Killnet Hacktivist US Federal Motor Carrier Safety Administration (FMCSA)92 Public AdministrationProtest Exploitive Exploitation of End Host

12/21/2022 LockBit 3.0Criminal Bavelloni 33 ManufacturingFinancial Mixed Data Attack

12/21/2022 UndeterminedCriminal PayPal 51 InformationFinancial Exploitive Exploitation of End Host

12/21/2022 NoName057(16)Hacktivist Latvian State Education Development Agency92 Public AdministrationProtest Disruptive External Denial of Services

12/21/2022 UndeterminedCriminal MedInform 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

12/21/2022 UndeterminedCriminal GeoSouthern Energy Corporation22 Utilities Financial Exploitive Undetermined

12/20/2022 UndeterminedCriminal The Guardian 51 InformationFinancial Mixed Data Attack

12/20/2022 BianLian Criminal St. Rose Hospital 62 Health Care and Social AssistanceFinancial Exploitive Undetermined

12/20/2022 Vice SocietyCriminal Mount Saint Mary College61 Educational ServicesFinancial Mixed Data Attack

12/20/2022 NoName057(16)Hacktivist Latvian Financial Intelligence Service92 Public AdministrationProtest Disruptive External Denial of Services

12/20/2022 NoName057(16)Hacktivist Latvian Enterprise Register92 Public AdministrationProtest Disruptive External Denial of Services

12/19/2022 Moses StaffHacktivist Israeli CCTV cameras51 InformationProtest Exploitive Exploitation of Sensors

12/19/2022 UndeterminedCriminal Medstar Mobile Healthcare62 Health Care and Social AssistanceUndeterminedExploitive Undetermined

12/19/2022 UndeterminedCriminal Comcast Xfinity 51 InformationUndeterminedMixed Exploitation of End Host

12/19/2022 LockBit 3.0Criminal City of Mount Vernon92 Public AdministrationFinancial Mixed Data Attack

12/19/2022 LockBit 3.0Criminal Monte Cristalina S.A81 Other Services (except Public Administration)Financial Mixed Data Attack

12/19/2022 Mirai Hacktivist Spotify 51 InformationProtest Disruptive External Denial of Services

12/19/2022 NoName057(16)Hacktivist Dezamet 31 ManufacturingProtest Disruptive External Denial of Services

12/19/2022 NoName057(16)Hacktivist ESO 54 Professional, Scientific, and Technical ServicesProtest Disruptive External Denial of Services

12/19/2022 UndeterminedCriminal Fairfax County Public Schools (FCPS)61 Educational ServicesUndeterminedExploitive Exploitation of End Host

12/18/2022 LockBit 3.0Criminal Hospital for Sick Children (SickKids)62 Health Care and Social AssistanceFinancial Mixed Data Attack

12/18/2022 PLAY Criminal CervecerÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Â-a Regional72 Accommodation and Food ServicesFinancial Exploitive Undetermined



12/18/2022 Royal Criminal Conform 61 Educational ServicesFinancial Mixed Data Attack

12/18/2022 UndeterminedCriminal Pepsi Bottling Ventures31 ManufacturingFinancial Exploitive

12/18/2022 People's CyberArmyHacktivist Ukranian football teams71 Arts, Entertainment, and RecreationProtest Disruptive External Denial of Services

12/17/2022 Vice SocietyCriminal University Institute of Technology of Paris61 Educational ServicesFinancial Mixed Data Attack

12/17/2022 UndeterminedCriminal Undiscolsed NFT collector52 Finance and InsuranceFinancial Exploitive Exploitation of End Host

12/17/2022 UndeterminedCriminal CoWIN 92 Public AdministrationFinancial Exploitive Undetermined

12/17/2022 NoName057(16)Hacktivist Agricultural Social Security Fund92 Public AdministrationProtest Disruptive External Denial of Services

12/16/2022 UndeterminedCriminal MAS Insurance 52 Finance and InsuranceUndeterminedExploitive Undetermined

12/16/2022 UndeterminedCriminal Ukrainian 'DELTA' situational awareness program92 Public AdministrationPolitical-EspionageExploitive Exploitation of End Host

12/16/2022 NoName057(16)Hacktivist ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬"BB48 Transportation and WarehousingProtest Disruptive External Denial of Services

12/15/2022 GRU 85th Main Special Service Center (Unit 26165) (FANCYBEAR)Nation-StateUkrainian Government Entities92 Public AdministrationPolitical-EspionageExploitive

12/15/2022 UndeterminedCriminal Huron-Superior Catholic District School Board62 Health Care and Social AssistanceUndeterminedDisruptive External Denial of Services

12/15/2022 NoName057(16)Hacktivist Italian Ministry of Defense92 Public AdministrationProtest Disruptive External Denial of Services

12/15/2022 Vice SocietyCriminal Universidade Catolica Portuguesa61 Educational ServicesFinancial Mixed Data Attack

12/15/2022 Vice SocietyCriminal Fire Rescue Victoria92 Public AdministrationFinancial Mixed Data Attack

12/15/2022 UndeterminedCriminal MNLINK 56 Administrative and Support and Waste Management and Remediation ServicesUndeterminedExploitive Undetermined

12/15/2022 UndeterminedCriminal SevenRooms 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

12/15/2022 UndeterminedCriminal Reventics 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

12/15/2022 UndeterminedCriminal Highmark Health 52 Finance and InsuranceFinancial Exploitive Exploitation of End Host

12/15/2022 NLB Hacktivist Level Travel 22 Utilities Protest Exploitive Exploitation of Application Server

12/15/2022 NoName057(16)Hacktivist Polish Parliament 92 Public AdministrationProtest Disruptive External Denial of Services

12/15/2022 IT Army of UkraineHacktivist Profi 54 Professional, Scientific, and Technical ServicesProtest Disruptive External Denial of Services

12/14/2022 UndeterminedCriminal Social Blade 51 InformationFinancial Exploitive Exploitation of Application Server

12/14/2022 UndeterminedCriminal FuboTV 51 InformationUndeterminedDisruptive External Denial of Services

12/14/2022 UndeterminedCriminal TPG Telecom 51 InformationFinancial Exploitive Exploitation of Application Server

12/14/2022 Vice SocietyCriminal Xavier University of Louisiana61 Educational ServicesFinancial Mixed Data Attack

12/14/2022 UndeterminedCriminal Aegea Saneamento e ParticipaÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Â§ÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Âµes S.A56 Administrative and Support and Waste Management and Remediation ServicesUndeterminedUndeterminedUndetermined

12/14/2022 Mirai Hacktivist Grafana 22 Utilities Protest Disruptive External Denial of Services

12/14/2022 IT Army of UkraineHacktivist Advego 54 Professional, Scientific, and Technical ServicesProtest Disruptive External Denial of Services

12/13/2022 LockBit 3.0Criminal California Department of Finance92 Public AdministrationFinancial Mixed Data Attack

12/13/2022 NLB TeamHacktivist Moscow Electronic School61 Educational ServicesProtest Exploitive Exploitation of Application Server

12/13/2022 Vice SocietyCriminal Publicare 31 ManufacturingFinancial Mixed Data Attack

12/13/2022 NLB Hacktivist Moscow Electronic School Service22 Utilities Protest Exploitive Exploitation of Application Server

12/13/2022 Mirai Hacktivist National Aeronautics and Space Administration92 Public AdministrationProtest Disruptive External Denial of Services

12/12/2022 GRU 85th Main Special Service Center (Unit 26165) (FANCYBEAR)Nation-StateUkrainian Government Entities92 Public AdministrationPolitical-EspionageMixed Data Attack

12/12/2022 UndeterminedCriminal Queen Elizabeth Hospital62 Health Care and Social AssistanceUndeterminedUndeterminedUndetermined

12/12/2022 UndeterminedCriminal North Star Leasing52 Finance and InsuranceUndeterminedExploitive Exploitation of Application Server

12/12/2022 Hive Criminal Intersport 42 Wholesale TradeFinancial Exploitive Exploitation of Application Server

12/12/2022 ALPHVM Criminal Empresas PÃƒÂƒÃ‚Âºblicas de MedellÃƒÂƒÃ‚Â-n (EPM)22 Utilities Financial Mixed Data Attack

12/12/2022 UndeterminedCriminal Municipality of Borgholm92 Public AdministrationFinancial Mixed Undetermined

12/12/2022 UndeterminedCriminal Municipality of MÃƒÂƒÃ‚Â¶rbylÃƒÂƒÃ‚Â¥nga92 Public AdministrationFinancial Mixed Undetermined

12/12/2022 UndeterminedCriminal Gen Digital 54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Undetermined

12/12/2022 UndeterminedCriminal Wentworth Health Partners Garrison Women's Health (GWH)62 Health Care and Social AssistanceSabotage Disruptive Data Attack

12/12/2022 Anonymous RussiaHacktivist Finnish banks 52 Finance and InsuranceProtest Disruptive External Denial of Services

12/12/2022 UndeterminedCriminal HawaiiUSA Federal Credit Union (HawaiiUSA)52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

12/12/2022 UndeterminedCriminal Cheyenne Radiology Group & MRI62 Health Care and Social AssistanceFinancial Mixed Data Attack

12/11/2022 PLAY Criminal H-Hotels AG 72 Accommodation and Food ServicesFinancial Mixed Data Attack

12/11/2022 RansomEXXCriminal REC Silicon 31 ManufacturingFinancial Mixed Data Attack

12/11/2022 People's CyberArmyHacktivist Uklon 22 Utilities Protest Disruptive External Denial of Services

12/11/2022 Anonymous RussiaHacktivist European Union 92 Public AdministrationProtest Disruptive External Denial of Services

12/11/2022 Anonymous RussiaHacktivist Diplomatic Service of the European Union92 Public AdministrationProtest Disruptive External Denial of Services

12/10/2022 USDoD Criminal U.S. Federal Bureau of Investigation (FBI)92 Public AdministrationUndeterminedExploitive Exploitation of End Host

12/10/2022 People's CyberArmyHacktivist Ukrposhta 99 UndeterminedProtest Disruptive External Denial of Services

12/10/2022 UndeterminedCriminal Minnesota and Wisconsin locations of 90 Degree Benefits52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

12/9/2022 UndeterminedCriminal Epic Management LLC62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of Application Server



12/9/2022 Lorenz Criminal Shelco 23 ConstructionFinancial Mixed Data Attack

12/8/2022 UndeterminedCriminal Veros Credit 51 InformationUndeterminedExploitive Exploitation of Application Server

12/8/2022 UndeterminedCriminal Teleperformance USA56 Administrative and Support and Waste Management and Remediation ServicesUndeterminedExploitive Exploitation of Application Server

12/8/2022 UndeterminedCriminal Crane Worldwide Logistics48 Transportation and WarehousingUndeterminedExploitive Exploitation of Application Server

12/8/2022 UndeterminedCriminal Morgan County School District61 Educational ServicesUndeterminedDisruptive Data Attack

12/8/2022 Hive Criminal Jakks Pacific 33 ManufacturingFinancial Mixed Data Attack

12/8/2022 ALPHVM Criminal Jakks Pacific 33 ManufacturingFinancial Mixed Data Attack

12/8/2022 UndeterminedCriminal Heritage Provider Network62 Health Care and Social AssistanceFinancial Mixed Data Attack

12/7/2022 UndeterminedCriminal Metropolitan Opera71 Arts, Entertainment, and RecreationUndeterminedDisruptive Data Attack

12/7/2022 sedut Criminal CloudSEK 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of End Host

12/7/2022 BlackMagicHacktivist Undetermined 48 Transportation and WarehousingSabotage Mixed Data Attack

12/7/2022 Lorenz Criminal Thor Specialties, Inc.42 Wholesale TradeFinancial Mixed Data Attack

12/7/2022 UndeterminedCriminal GitHub 51 InformationFinancial Exploitive Exploitation of Application Server

12/6/2022 UndeterminedCriminal Trois Cantons Ambulances62 Health Care and Social AssistanceFinancial Mixed Data Attack

12/6/2022 PLAY Criminal The Congress of Jalisco92 Public AdministrationFinancial Mixed Data Attack

12/6/2022 Vice SocietyCriminal Feu Vert 81 Other Services (except Public Administration)Financial Mixed Data Attack

12/6/2022 UndeterminedCriminal Diamond Lakes Federal Credit Union52 Finance and InsuranceFinancial Exploitive Exploitation of End Host

12/5/2022 UndeterminedCriminal Digipolis Antwerpen54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

12/5/2022 UndeterminedCriminal AndrÃƒÂƒÃ‚Â©-Mignot Teaching Hospital62 Health Care and Social AssistanceFinancial Mixed Data Attack

12/5/2022 UndeterminedCriminal Iochpe-Maxion 31 ManufacturingUndeterminedDisruptive Data Attack

12/5/2022 APT41 Criminal US COVID-relief funds92 Public AdministrationFinancial Exploitive Exploitation of Application Server

12/5/2022 UndeterminedCriminal The Argentinian National Institute of Statistics and Census (INDEC)92 Public AdministrationUndeterminedDisruptive Data Attack

12/5/2022 UndeterminedCriminal Snap Finance, LLC52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

12/5/2022 NoName057(16)Hacktivist Ministry of Agriculture, Food Sovereignty and Forestry (MASAF)92 Public AdministrationProtest Disruptive External Denial of Services

12/5/2022 Team Mysterious BangladeshHacktivist Indian Central Board of Higher Education61 Educational ServicesProtest,FinancialMixed Data Attack

12/5/2022 Vice SocietyCriminal Glutz 31 ManufacturingFinancial Mixed Data Attack

12/5/2022 UndeterminedCriminal Superior Audit Office of Guanajuato (ASEG)92 Public AdministrationFinancial Mixed Data Attack

12/5/2022 NoName057(16)Hacktivist Trastra 52 Finance and InsuranceProtest Disruptive External Denial of Services

12/5/2022 NoName057(16)Hacktivist Orlen Lietuva 31 ManufacturingProtest Disruptive External Denial of Services

12/5/2022 NoName057(16)Hacktivist Eesti Raudtee 48 Transportation and WarehousingProtest Disruptive External Denial of Services

12/5/2022 NoName057(16)Hacktivist Limarko 48 Transportation and WarehousingProtest Disruptive External Denial of Services

12/4/2022 Bl00dy Criminal Lucchini Group 31 ManufacturingFinancial Mixed Data Attack

12/4/2022 UndeterminedCriminal Howard Memorial Hospital (HMH)62 Health Care and Social AssistanceUndeterminedExploitive Undetermined

12/3/2022 UndeterminedCriminal Safdarjung Hospital62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

12/3/2022 UndeterminedCriminal BTC.com 52 Finance and InsuranceFinancial Exploitive Undetermined

12/3/2022 NoName057(16)Hacktivist Kyivstar 51 InformationProtest Disruptive External Denial of Services

12/3/2022 NoName057(16)Hacktivist Polish Portal of Electronic Tax and Customs Services92 Public AdministrationProtest Disruptive External Denial of Services

12/2/2022 Lapsus$ gangCriminal Teqtivity 51 InformationFinancial Exploitive Exploitation of Application Server

12/2/2022 PLAY Criminal Cetrogar 42 Wholesale TradeFinancial Mixed Data Attack

12/2/2022 PLAY Criminal Rackspace Technology51 InformationFinancial Exploitive Exploitation of Application Server

12/1/2022 UndeterminedCriminal San Diego Unified School District Office61 Educational ServicesUndeterminedExploitive Exploitation of Application Server

12/1/2022 IT Army of UkraineHacktivist VTB Bank 52 Finance and InsuranceProtest Disruptive External Denial of Services

12/1/2022 Hive Criminal Knox College 61 Educational ServicesFinancial Mixed Data Attack

12/1/2022 Hive Criminal Undetermined 48 Transportation and WarehousingFinancial Mixed Data Attack

12/1/2022 UndeterminedCriminal Automovil Club Argentino81 Other Services (except Public Administration)UndeterminedUndeterminedUndetermined

12/1/2022 Royal Criminal Intrado 51 InformationFinancial Exploitive Undetermined

12/1/2022 UndeterminedCriminal Saint Gheorghe Recovery Hospital62 Health Care and Social AssistanceFinancial Mixed Data Attack

12/1/2022 UndeterminedCriminal Sharp HealthCare 62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of Application Server

12/1/2022 NoName057(16)Hacktivist PKP Tricity 48 Transportation and WarehousingProtest Disruptive External Denial of Services

12/1/2022 UndeterminedCriminal West Technology Group (WTG)51 InformationFinancial Exploitive Exploitation of Application Server

11/30/2022 UndeterminedCriminal GoTo 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

11/30/2022 UndeterminedCriminal LastPass 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

11/30/2022 UndeterminedCriminal Suffolk University 61 Educational ServicesFinancial Exploitive Exploitation of Application Server

11/30/2022 UndeterminedCriminal Vatican website 61 Educational ServicesProtest Disruptive Message Manipulation

11/30/2022 UndeterminedCriminal Argentina de Soluciones Satelitales (ARSAT)99 UndeterminedFinancial UndeterminedUndetermined



11/30/2022 Vice SocietyCriminal Plascar ParticipaÃƒÂƒÃ‚Â§ÃƒÂƒÃ‚Âµes Industriais S.A. (Plascar)56 Administrative and Support and Waste Management and Remediation ServicesFinancial Mixed Data Attack

11/30/2022 UndeterminedCriminal Mercury IT 51 InformationFinancial Mixed Data Attack

11/30/2022 Lorenz Criminal Chestertons Inc. 53 Real Estate and Rental and LeasingFinancial Mixed Data Attack

11/30/2022 UndeterminedCriminal Legacy Hospice 62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of End Host

11/30/2022 People's CyberArmyHacktivist Government of Spain and the Council of Ministers92 Public AdministrationProtest Disruptive External Denial of Services

11/30/2022 NoName057(16)Hacktivist Legal & General 52 Finance and InsuranceProtest Disruptive External Denial of Services

11/30/2022 NoName057(16)Hacktivist SSE 31 ManufacturingProtest Disruptive External Denial of Services

11/30/2022 Anonymous RussiaHacktivist Latvian Portal of State Administration Services56 Administrative and Support and Waste Management and Remediation ServicesProtest Disruptive External Denial of Services

11/30/2022 UndeterminedCriminal Crown Point Community School61 Educational ServicesFinancial Mixed Data Attack

11/29/2022 XakNet Hacktivist Ukraine Ministry of Finance92 Public AdministrationProtest Exploitive Exploitation of Application Server

11/29/2022 Vice SocietyCriminal IKEA Morocco 31 ManufacturingFinancial Mixed Data Attack

11/29/2022 Vice SocietyCriminal IKEA Kuwait 31 ManufacturingFinancial Mixed Data Attack

11/29/2022 UndeterminedCriminal Camst 72 Accommodation and Food ServicesFinancial Disruptive Data Attack

11/29/2022 UndeterminedCriminal Wings Financial 52 Finance and InsuranceFinancial Mixed Data Attack

11/29/2022 UndeterminedCriminal Vancouver Film School61 Educational ServicesUndeterminedExploitive Exploitation of Application Server

11/29/2022 UndeterminedCriminal Hayward Sisters Hospital62 Health Care and Social AssistanceFinancial Exploitive Undetermined

11/28/2022 UndeterminedCriminal Oceansview Optical62 Health Care and Social AssistanceFinancial Disruptive Data Attack

11/28/2022 UndeterminedCriminal BetMGM 71 Arts, Entertainment, and RecreationFinancial Exploitive Exploitation of Application Server

11/28/2022 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Nation-StateNumerous Ukranian organizations51 InformationSabotage Disruptive Data Attack

11/27/2022 ALPHVM Criminal Ayuntamiento Requena92 Public AdministrationFinancial Mixed Data Attack

11/27/2022 RansomHouseCriminal Keralty 62 Health Care and Social AssistanceFinancial Mixed Data Attack

11/27/2022 UndeterminedCriminal Beacon Insurance Company Ltd52 Finance and InsuranceUndeterminedExploitive Undetermined

11/26/2022 UndeterminedCriminal Undetermined 48 Transportation and WarehousingFinancial Exploitive Exploitation of Application Server

11/26/2022 UndeterminedCriminal Quality Behavioral Health62 Health Care and Social AssistanceFinancial Exploitive Undetermined

11/25/2022 Vice SocietyCriminal Cincinnati State Technical and Community College61 Educational ServicesFinancial Mixed Data Attack

11/25/2022 UndeterminedCriminal Island of Guadeloupe92 Public AdministrationFinancial Disruptive Data Attack

11/25/2022 Black RewardHacktivist Iran's Fars state news agency51 InformationProtest Disruptive Data Attack

11/25/2022 Xenotime and KamaciteNation-StateLNG terminals in the Netherlands21 Mining, Quarrying, and Oil and Gas ExtractionPolitical-EspionageExploitive

11/25/2022 LV Criminal UnitedAuto 44 Retail TradeFinancial Disruptive Data Attack

11/25/2022 BlackByte Criminal La Piamontesa 72 Accommodation and Food ServicesFinancial Mixed Data Attack

11/25/2022 Royal Criminal Comune di Macerata (Municipality of Macerata)92 Public AdministrationFinancial Mixed Data Attack

11/25/2022 Ragnar LockerCriminal Zwijndrecht Police92 Public AdministrationFinancial Mixed Data Attack

11/25/2022 UndeterminedCriminal Durham District School Board (DDSB)61 Educational ServicesFinancial Disruptive Data Attack

11/23/2022 Anonymous RussiaHacktivist European Parliament81 Other Services (except Public Administration)Protest Disruptive External Denial of Service

11/23/2022 UndeterminedCriminal Sonder 72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Application Server

11/23/2022 UndeterminedCriminal Upper Peninsula Power Company (UPPCO)22 Utilities Financial Exploitive Exploitation of Application Server

11/23/2022 UndeterminedCriminal Ingalls & Snyder 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

11/23/2022 UndeterminedCriminal Columbia Grain International72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Application Server

11/23/2022 UndeterminedCriminal HomeTrust Mortgage52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

11/23/2022 UndeterminedCriminal All India Institute of Medical Sciences (AIIMS)62 Health Care and Social AssistanceFinancial Disruptive Data Attack

11/23/2022 Moses StaffHacktivist Undisclosed major Israeli security organization92 Public AdministrationProtest Exploitive Exploitation of Sensor

11/23/2022 Lorenz Criminal Holler-Classic 44 Retail TradeFinancial Mixed Data Attack

11/23/2022 UndeterminedCriminal Independent School District 72861 Educational ServicesFinancial Mixed Data Attack

11/23/2022 LockBit 3.0Criminal PBS KVIE 51 InformationFinancial Mixed Data Attack

11/23/2022 NoName057(16)Hacktivist MTB Bank 52 Finance and InsuranceProtest Disruptive External Denial of Services

11/22/2022 Killnet Hacktivist Website of the Prince of Wales (princeofwales.gov.uk)92 Public AdministrationProtest Disruptive External Denial of Service

11/22/2022 UndeterminedCriminal Southampton County92 Public AdministrationFinancial Mixed Data Attack

11/22/2022 UndeterminedCriminal Mena Regional Health System62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

11/22/2022 UndeterminedCriminal The Smith Family 62 Health Care and Social AssistanceFinancial Exploitive Undetermined

11/22/2022 LockBit 3.0Criminal City of Westmount92 Public AdministrationFinancial Mixed Data Attack

11/22/2022 UndeterminedCriminal Three Cube IT Lab54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

11/22/2022 Lorenz Criminal Albina Asphalt 31 ManufacturingFinancial Mixed Data Attack

11/22/2022 Russian Hackers TeamHacktivist Ministry of Foreign Affairs of Moldova92 Public AdministrationProtest Disruptive External Denial of Services

11/22/2022 NoName057(16)Hacktivist KredoBank 52 Finance and InsuranceProtest Disruptive External Denial of Services

11/22/2022 Killnet Hacktivist BACS 52 Finance and InsuranceProtest Disruptive External Denial of Services



11/22/2022 Killnet Hacktivist London Stock Exchange52 Finance and InsuranceProtest Disruptive External Denial of Services

11/22/2022 Anonymous RussiaHacktivist MBDA 31 ManufacturingProtest Disruptive External Denial of Services

11/22/2022 NoName057(16)Hacktivist Ukrposhta 99 UndeterminedProtest Disruptive External Denial of Services

11/21/2022 UndeterminedCriminal DraftKings 71 Arts, Entertainment, and RecreationFinancial Exploitive Exploitation of Application Server

11/21/2022 UndeterminedCriminal Hope Health Systems (HHS)62 Health Care and Social AssistanceFinancial Mixed Data Attack

11/21/2022 UndeterminedCriminal Receivables Performance Management52 Finance and InsuranceFinancial Mixed Data Attack

11/21/2022 UndeterminedCriminal South Walton Fire District (SWFD)62 Health Care and Social AssistanceFinancial Exploitive Undetermined

11/21/2022 UndeterminedCriminal Kannur University 61 Educational ServicesFinancial Exploitive Exploitation of Application Server

11/21/2022 UndeterminedCriminal Generali EspaÃƒÂƒÃ‚Â±a52 Finance and InsuranceFinancial Exploitive Undetermined

11/21/2022 UndeterminedCriminal New World TV 51 InformationUndeterminedDisruptive External Denial of Services

11/21/2022 XakNet Hacktivist Unknown Ukranian Ministry92 Public AdministrationProtest Exploitive Exploitation of Application Server

11/21/2022 NoName057(16)Hacktivist Credit Agricole 52 Finance and InsuranceProtest Disruptive External Denial of Services

11/21/2022 NoName057(16)Hacktivist Bank of Investments and Savings52 Finance and InsuranceProtest Disruptive External Denial of Services

11/21/2022 NoName057(16)Hacktivist ASD Logistics 48 Transportation and WarehousingProtest Disruptive External Denial of Services

11/21/2022 NoName057(16)Hacktivist Ukrzaliznytsya 48 Transportation and WarehousingProtest Disruptive External Denial of Services

11/20/2022 NoName057(16)Hacktivist Interpipe 31 ManufacturingProtest Disruptive External Denial of Services

11/20/2022 NoName057(16)Hacktivist GKN Driveline 31 ManufacturingProtest Disruptive External Denial of Services

11/20/2022 People's CyberArmyHacktivist PrJSC MHP 11 Agriculture, Forestry, Fishing and HuntingProtest Disruptive External Denial of Services

11/19/2022 Belarusian Cyber PartisansHacktivist Roskomnadzor 51 InformationProtest Exploitive Undetermined

11/19/2022 UndeterminedCriminal One Brooklyn Health62 Health Care and Social AssistanceFinancial Mixed Data Attack

11/19/2022 UndeterminedCriminal FanDuel 71 Arts, Entertainment, and RecreationFinancial Exploitive Exploitation of Application Server

11/19/2022 NoName057(16)Hacktivist IndustrialBank 52 Finance and InsuranceProtest Disruptive External Denial of Services

11/19/2022 NoName057(16)Hacktivist Eesti Pank 52 Finance and InsuranceProtest Disruptive External Denial of Services

11/19/2022 NoName057(16)Hacktivist Eesti Energia 31 ManufacturingProtest Disruptive External Denial of Services

11/19/2022 UndeterminedCriminal CIBT (CIBT Visas)54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Undetermined

11/18/2022 Killnet Hacktivist Starlink 51 InformationProtest Disruptive External Denial of Service

11/18/2022 UndeterminedCriminal Wright & Filippis 31 ManufacturingFinancial Disruptive Data Attack

11/18/2022 UndeterminedCriminal Gateway Rehabilitation Center62 Health Care and Social AssistanceFinancial Exploitive Undetermined

11/18/2022 UndeterminedCriminal Central Depository Services Limited (CDSL)52 Finance and InsuranceFinancial Disruptive Data Attack

11/18/2022 UndeterminedCriminal Municipality of Torre del Greco (Comune di Torre del Greco)92 Public AdministrationFinancial Disruptive Data Attack

11/18/2022 NoName057(16)Hacktivist UkrSibBank 52 Finance and InsuranceProtest Disruptive External Denial of Services

11/18/2022 NoName057(16)Hacktivist Hansamatrix 31 ManufacturingProtest Disruptive External Denial of Services

11/17/2022 Killnet Hacktivist Website of the White House (Whitehouse.gov)92 Public AdministrationProtest Disruptive External Denial of Service

11/17/2022 UndeterminedCriminal Rosewood Corporation53 Real Estate and Rental and LeasingFinancial Exploitive Undetermined

11/17/2022 UndeterminedCriminal County ofÃƒÂ‚Ã‚Â Tehama92 Public AdministrationFinancial Exploitive Undetermined

11/17/2022 UndeterminedCriminal Pearland Independent School District61 Educational ServicesFinancial Exploitive Undetermined

11/17/2022 UndeterminedCriminal Klinikum Lippe hospital62 Health Care and Social AssistanceFinancial Disruptive Data Attack

11/17/2022 UndeterminedCriminal P2 Energy Solutions54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Undetermined

11/17/2022 NoName057(16)Hacktivist Airlie City Council 92 Public AdministrationProtest Disruptive External Denial of Services

11/17/2022 Anonymous RussiaHacktivist Warsaw Metro 48 Transportation and WarehousingProtest Disruptive External Denial of Services

11/16/2022 Hive Criminal Lake Charles Memorial Health System (LCMH)62 Health Care and Social AssistanceFinancial Mixed Data Attack

11/16/2022 UndeterminedCriminal Government of Moldova92 Public AdministrationProtest Exploitive Exploitation of End Host

11/16/2022 UndeterminedCriminal San Gorgonio Memorial Hospital (SGMH)62 Health Care and Social AssistanceFinancial Disruptive Data Attack

11/16/2022 Anonymous RussiaHacktivist Polish data centers22 Utilities Protest Disruptive External Denial of Services

11/16/2022 Anonymous RussiaHacktivist Polish airports 48 Transportation and WarehousingProtest Disruptive External Denial of Services

11/16/2022 Anonymous RussiaHacktivist Polish police stations56 Administrative and Support and Waste Management and Remediation ServicesProtest Disruptive External Denial of Services

11/15/2022 NGB 3rd Technical Surveillance BureauNation-StateUndisclosed organization in Brazil99 UndeterminedPolitical-EspionageExploitive

11/15/2022 UndeterminedCriminal Dallas Central Appraisal District (DCAD)92 Public AdministrationFinancial Disruptive Data Attack

11/15/2022 UndeterminedCriminal Compagnia Valdostana delle Acque (CVA)22 Utilities Financial UndeterminedUndetermined

11/15/2022 MedusaLockerCriminal Fonderia Boccacci31 ManufacturingFinancial Disruptive Data Attack

11/15/2022 Kelvin SecurityCriminal Tel.ene 51 InformationFinancial Exploitive Exploitation of Application Server

11/15/2022 NGB 3rd Technical Surveillance BureauNation-StateUndisclosed organization in Switzerland99 UndeterminedPolitical-EspionageExploitive Undetermined

11/15/2022 NGB 3rd Technical Surveillance BureauNation-StateUndisclosed organization in Germany99 UndeterminedPolitical-EspionageExploitive Undetermined

11/15/2022 NGB 3rd Technical Surveillance BureauNation-StateUndisclosed organization in India99 UndeterminedPolitical-EspionageExploitive Undetermined

11/15/2022 NGB 3rd Technical Surveillance BureauNation-StateUndisclosed organization in Italy99 UndeterminedPolitical-EspionageExploitive Undetermined



11/15/2022 NGB 3rd Technical Surveillance BureauNation-StateUndisclosed organization in Mexico99 UndeterminedPolitical-EspionageExploitive Undetermined

11/15/2022 NGB 3rd Technical Surveillance BureauNation-StateUndisclosed organization in Saudi Arabia99 UndeterminedPolitical-EspionageExploitive Undetermined

11/15/2022 NGB 3rd Technical Surveillance BureauNation-StateUndisclosed organization in Turkey99 UndeterminedPolitical-EspionageExploitive Undetermined

11/15/2022 NGB 3rd Technical Surveillance BureauNation-StateUndisclosed organization in the United States99 UndeterminedPolitical-EspionageExploitive Undetermined

11/15/2022 UndeterminedCriminal Adams-Friendship Area School District (AFASD)61 Educational ServicesFinancial Exploitive Exploitation of Application Server

11/15/2022 NoName057(16)Hacktivist Ukranian railways 48 Transportation and WarehousingProtest Disruptive External Denial of Services

11/15/2022 NoName057(16)Hacktivist Hydro International61 Educational ServicesProtest Disruptive External Denial of Services

11/15/2022 UndeterminedCriminal TAFE South Australia (TAFE SA)92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

11/14/2022 UndeterminedCriminal Jackson County Intermediate School District61 Educational ServicesFinancial Disruptive Data Attack

11/14/2022 UndeterminedCriminal Hillsdale County Intermediate School District61 Educational ServicesFinancial Disruptive Data Attack

11/14/2022 UndeterminedCriminal Connexin Software (Office Practicum)54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

11/14/2022 Killnet Hacktivist FBI Websites 92 Public AdministrationProtest Disruptive External Denial of Service

11/14/2022 UndeterminedCriminal Vanuatu government92 Public AdministrationFinancial Disruptive Data Attack

11/14/2022 UndeterminedCriminal Ticketmaster 71 Arts, Entertainment, and RecreationFinancial Disruptive External Denial of Service

11/14/2022 UndeterminedCriminal ESO 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Infrastructure

11/14/2022 UndeterminedCriminal Intelligent Business Solutions (IBS)54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

11/14/2022 People's CyberArmyHacktivist Tax Service of Ukraine92 Public AdministrationProtest Disruptive External Denial of Services

11/14/2022 NoName057(16)Hacktivist ProZorro 42 Wholesale TradeProtest Disruptive External Denial of Services

11/14/2022 NoName057(16)Hacktivist Ukrainian Center for Entrepreneurship56 Administrative and Support and Waste Management and Remediation ServicesProtest Disruptive External Denial of Services

11/13/2022 Lorenz Criminal Nissan of Las Cruces44 Retail TradeFinancial Mixed Data Attack

11/13/2022 NoName057(16)Hacktivist District Court of Bartoszyce92 Public AdministrationProtest Disruptive External Denial of Services

11/13/2022 NoName057(16)Hacktivist Provincial Road Transport Inspectorate in WrocÃƒÂƒÃ¢Â€Â¦'aw92 Public AdministrationProtest Disruptive External Denial of Services

11/13/2022 NoName057(16)Hacktivist Polish Ministry of the Interior and Administration92 Public AdministrationProtest Disruptive External Denial of Services

11/13/2022 Anonymous RussiaHacktivist Bulgarian administrative websites92 Public AdministrationProtest Disruptive External Denial of Services

11/13/2022 Anonymous RussiaHacktivist Bulgaria Air 48 Transportation and WarehousingProtest Disruptive External Denial of Services

11/13/2022 People's CyberArmyHacktivist Lviv Trade and Economic University61 Educational ServicesProtest Disruptive External Denial of Services

11/12/2022 Daixin TeamCriminal AirAsia 48 Transportation and WarehousingFinancial Disruptive Data Attack

11/12/2022 NoName057(16)Hacktivist District Court of Rzeszow92 Public AdministrationProtest Disruptive External Denial of Services

11/12/2022 RADIS Hobbyist Greek state-controlled electric power company22 Utilities Protest Disruptive External Denial of Services

11/12/2022 KillMilk Hobbyist Live Greece 51 InformationProtest Disruptive External Denial of Services

11/12/2022 NoName057(16)Hacktivist National Development Council of Poland54 Professional, Scientific, and Technical ServicesProtest Disruptive External Denial of Services

11/11/2022 ALPHVM Criminal Conforama 31 ManufacturingFinancial Mixed Data Attack

11/11/2022 UndeterminedCriminal Undisclosed collection provider in Spain52 Finance and InsuranceFinancial Exploitive Undetermined

11/11/2022 UndeterminedCriminal Malaysian Election Commission92 Public AdministrationFinancial Exploitive Exploitation of Application Server

11/11/2022 Sawarim Criminal eKRÃƒÂƒÃ¢Â€Â°TA54 Professional, Scientific, and Technical ServicesFinancial Exploitive Undetermined

11/11/2022 UndeterminedCriminal Stanley Street Treatment and Resources62 Health Care and Social AssistanceFinancial Exploitive Undetermined

11/11/2022 UndeterminedCriminal Greene County Tech School District61 Educational ServicesFinancial Disruptive Data Attack

11/11/2022 UndeterminedCriminal FTX 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

11/11/2022 UndeterminedCriminal Government websites in Bahrain92 Public AdministrationUndeterminedDisruptive External Denial of Service

11/11/2022 Kelvin SecurityCriminal Norigine 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

11/11/2022 UndeterminedCriminal Whoosh 48 Transportation and WarehousingFinancial Exploitive Exploitation of Application Server

11/11/2022 UndeterminedCriminal Little Rock School District61 Educational ServicesFinancial Mixed Data Attack

11/11/2022 UndeterminedCriminal FTX 52 Finance and InsuranceFinancial Exploitive Undetermined

11/11/2022 Killnet Hacktivist Greek mobile operator22 Utilities Protest Disruptive External Denial of Services

11/11/2022 NoName057(16)Hacktivist Polish National Energy Saving Agency92 Public AdministrationProtest Disruptive External Denial of Services

11/11/2022 NoName057(16)Hacktivist Poland's Ministry of Funds and Regional Policy92 Public AdministrationProtest Disruptive External Denial of Services

11/11/2022 NoName057(16)Hacktivist District Court of Strzelin92 Public AdministrationProtest Disruptive External Denial of Services

11/11/2022 UndeterminedCriminal Leidos 54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server

11/10/2022 Venus Criminal Healthcare organizations in the US62 Health Care and Social AssistanceFinancial Disruptive Data Attack

11/10/2022 0x_dump Criminal Deutsche Bank 52 Finance and InsuranceFinancial Exploitive Undetermined

11/10/2022 Lorenz Criminal Main & Main Capital Group52 Finance and InsuranceFinancial Mixed Data Attack

11/10/2022 SchoolBoysGangCriminal CyberOptics Corporation31 ManufacturingFinancial Mixed Data Attack

11/10/2022 NoName057(16)Hacktivist Tax administration of Opole92 Public AdministrationProtest Disruptive External Denial of Services

11/10/2022 NoName057(16)Hacktivist District Court for Krakow-Krovodzha in Krakow92 Public AdministrationProtest Disruptive External Denial of Services

11/10/2022 NoName057(16)Hacktivist Correctional Institution of Koszalin56 Administrative and Support and Waste Management and Remediation ServicesProtest Disruptive External Denial of Services



11/10/2022 NoName057(16)Hacktivist Polish Graduate Tracking System56 Administrative and Support and Waste Management and Remediation ServicesProtest Disruptive External Denial of Services

11/9/2022 Royal Criminal Circuit of Silverstone71 Arts, Entertainment, and RecreationFinancial Disruptive Data Attack

11/9/2022 UndeterminedCriminal Commack School District61 Educational ServicesFinancial Disruptive Data Attack

11/9/2022 UndeterminedCriminal Autovie Venete 48 Transportation and WarehousingFinancial Disruptive Undetermined

11/9/2022 NoName057(16)Hacktivist District Court of Opole92 Public AdministrationProtest Disruptive External Denial of Services

11/9/2022 NoName057(16)Hacktivist Polish Enterprise Development Agency92 Public AdministrationProtest Disruptive External Denial of Services

11/9/2022 NoName057(16)Hacktivist Polish Ministry of Health92 Public AdministrationProtest Disruptive External Denial of Services

11/9/2022 NoName057(16)Hacktivist Polish Ministry of Sports and Tourism92 Public AdministrationProtest Disruptive External Denial of Services

11/9/2022 NoName057(16)Hacktivist Provincial Administrative Court of Bydgoszcz92 Public AdministrationProtest Disruptive External Denial of Services

11/9/2022 NoName057(16)Hacktivist District Court of Ilawa92 Public AdministrationProtest Disruptive External Denial of Services

11/9/2022 NoName057(16)Hacktivist Voivodeship Veterinary Inspectorate in Katowice92 Public AdministrationProtest Disruptive External Denial of Services

11/9/2022 People's CyberArmyHacktivist Portmone 52 Finance and InsuranceProtest Disruptive External Denial of Services

11/9/2022 NoName057(16)Hacktivist Polish National Digital Archive56 Administrative and Support and Waste Management and Remediation ServicesProtest Disruptive External Denial of Services

11/9/2022 NoName057(16)Hacktivist Regional Assay Office of Warsaw56 Administrative and Support and Waste Management and Remediation ServicesProtest Disruptive External Denial of Services

11/9/2022 NoName057(16)Hacktivist Polish National Institute of Public Health62 Health Care and Social AssistanceProtest Disruptive External Denial of Services

11/8/2022 Russian Cyber ArmyHacktivist Several Mississippi state websites92 Public AdministrationProtest Disruptive External Denial of Service

11/8/2022 UndeterminedCriminal Eagle Bank 52 Finance and InsuranceFinancial Exploitive Undetermined

11/8/2022 UndeterminedCriminal Champaign County Clerk92 Public AdministrationFinancial Disruptive External Denial of Service

11/8/2022 UndeterminedCriminal Yappy 51 InformationUndeterminedExploitive Exploitation of Application Server

11/8/2022 NoName057(16)Hacktivist District Court of Lipno92 Public AdministrationProtest Disruptive External Denial of Services

11/8/2022 FSB 18th Center for Information Security (Berserk Bear)Nation-StateUkranian State Special Communications Service92 Public AdministrationSabotage Exploitive Exploitation of End Host

11/8/2022 UndeterminedCriminal Pearland Independent School District (Pearland ISD)61 Educational ServicesUndeterminedExploitive Undetermined

11/7/2022 Ukraine's IT ArmyHacktivist Central Bank of Russia92 Public AdministrationProtest Exploitive Exploitation of Application Server

11/7/2022 Black BastaCriminal Sobeys 44 Retail TradeFinancial Mixed Data Attack

11/7/2022 UndeterminedCriminal Indian defense personnel92 Public AdministrationPolitical-EspionageExploitive Exploitation of End Host

11/7/2022 Justice BladeCriminal Smart Link BPO Solutions54 Professional, Scientific, and Technical ServicesFinancial Exploitive Undetermined

11/7/2022 UndeterminedCriminal Metropolitan Associates53 Real Estate and Rental and LeasingFinancial Exploitive Undetermined

11/7/2022 UndeterminedCriminal Camping World and Good Sam (CWGS)44 Retail TradeFinancial Exploitive Undetermined

11/7/2022 UndeterminedCriminal TransUnion LLC 52 Finance and InsuranceFinancial Exploitive Undetermined

11/7/2022 UndeterminedCriminal West Oaks Eyecare62 Health Care and Social AssistanceFinancial Mixed Data Attack

11/7/2022 Russian Hackers TeamHacktivist Ministry of Internal Affairs of Moldova92 Public AdministrationProtest Disruptive External Denial of Services

11/7/2022 NoName057(16)Hacktivist District Court of Zywiec92 Public AdministrationProtest Disruptive External Denial of Services

11/7/2022 NoName057(16)Hacktivist Polish Ministry of Finance PUESC System92 Public AdministrationProtest Disruptive External Denial of Services

11/7/2022 NoName057(16)Hacktivist Polish National Agency for Academic Exchanges92 Public AdministrationProtest Disruptive External Denial of Services

11/6/2022 UndeterminedCriminal Maple Leaf Foods 72 Accommodation and Food ServicesFinancial Mixed Data Attack

11/6/2022 LockBit 3.0Criminal Kearney & Company54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

11/6/2022 UndeterminedCriminal Deezer 71 Arts, Entertainment, and RecreationFinancial Exploitive Undetermined

11/6/2022 UndeterminedCriminal Empresa de transportes urbanos de Sevilla (Tussam)48 Transportation and WarehousingFinancial Disruptive Data Attack

11/6/2022 NoName057(16)Hacktivist Court of Siemianowice ÃƒÂƒÃ¢Â€Â¦ÃƒÂ…Ã‚Â¡lÃƒÂƒ"ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â¦skie92 Public AdministrationProtest Disruptive External Denial of Services

11/6/2022 NoName057(16)Hacktivist District court of the Katowice area92 Public AdministrationProtest Disruptive External Denial of Services

11/6/2022 Anonymous RussiaHacktivist Czech banks 52 Finance and InsuranceProtest Disruptive External Denial of Services

11/6/2022 NoName057(16)Hacktivist Court of Siemianowice ÃƒÂƒÃ¢Â€Â¦ÃƒÂ…Ã‚Â¡lÃƒÂƒ"ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â¦skie92 Public AdministrationProtest Disruptive External Denial of Services

11/6/2022 NoName057(16)Hacktivist District court of the Katowice area92 Public AdministrationProtest Disruptive External Denial of Services

11/6/2022 People's CyberArmyHacktivist Mykolaiv Electric Supply Company31 ManufacturingProtest Disruptive External Denial of Services

11/6/2022 NoName057(16)Hacktivist National School of the Judiciary and Public Prosecution61 Educational ServicesProtest Disruptive External Denial of Services

11/6/2022 NoName057(16)Hacktivist Polish National Archive56 Administrative and Support and Waste Management and Remediation ServicesProtest Disruptive External Denial of Services

11/5/2022 UndeterminedCriminal Albany City School District61 Educational ServicesFinancial Mixed Data Attack

11/5/2022 NoName057(16)Hacktivist Government of the ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â¦land Islands92 Public AdministrationProtest Disruptive External Denial of Services

11/5/2022 NoName057(16)Hacktivist PGE Polska Grupa Energetyczna31 ManufacturingProtest Disruptive External Denial of Services

11/5/2022 NoName057(16)Hacktivist Gdansk Airport 48 Transportation and WarehousingProtest Disruptive External Denial of Services

11/5/2022 Killnet Hacktivist Bulgarian State Intelligence Agency92 Public AdministrationProtest Disruptive External Denial of Services

11/5/2022 NoName057(16)Hacktivist PGE Polska Grupa Energetyczna31 ManufacturingProtest Disruptive External Denial of Services

11/5/2022 NoName057(16)Hacktivist Gdansk Airport 48 Transportation and WarehousingProtest Disruptive External Denial of Services

11/5/2022 Killnet Hacktivist Bulgarian State Intelligence Agency92 Public AdministrationProtest Disruptive External Denial of Services

11/4/2022 UndeterminedCriminal Undisclosed Information Technology Company54 Professional, Scientific, and Technical ServicesFinancial Exploitive Undetermined



11/4/2022 Hive Criminal Landi Renzo SpA 31 ManufacturingFinancial Mixed Data Attack

11/4/2022 LockBit 3.0Criminal Cooperativa Antonio Vega Granados R.L.52 Finance and InsuranceFinancial Mixed Data Attack

11/4/2022 LockBit 3.0Criminal Sociedad Balbiana54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

11/4/2022 LockBit 3.0Criminal Macrotel 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

11/4/2022 LockBit 3.0Criminal Happmobi 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

11/4/2022 Vice SocietyCriminal Unidad Medica AngloAmericana62 Health Care and Social AssistanceFinancial Mixed Data Attack

11/4/2022 UndeterminedCriminal Norman Public Schools61 Educational ServicesFinancial Disruptive Data Attack

11/4/2022 Royal Criminal Veroni 72 Accommodation and Food ServicesFinancial Disruptive Data Attack

11/4/2022 KillMilk Hobbyist CISA 92 Public AdministrationUndeterminedDisruptive External Denial of Services

11/4/2022 Killnet Hacktivist US Department of Commerce92 Public AdministrationProtest Disruptive External Denial of Services

11/4/2022 NoName057(16)Hacktivist Forestry Office of Finland92 Public AdministrationProtest Disruptive External Denial of Services

11/4/2022 NoName057(16)Hacktivist Finnish Ministry of Education92 Public AdministrationProtest Disruptive External Denial of Services

11/4/2022 Anonymous RussiaHacktivist Latvian credit providers52 Finance and InsuranceProtest Disruptive External Denial of Services

11/4/2022 People's CyberArmyHacktivist Bumar-LabÃƒÂƒ"ÃƒÂ¢"Ã‚Â¢dy31 ManufacturingProtest Disruptive External Denial of Services

11/4/2022 Killnet Hacktivist US airports 48 Transportation and WarehousingProtest Disruptive External Denial of Services

11/4/2022 IT Army of UkraineHacktivist Dobro 51 InformationProtest Mixed Exploitation of Application Server

11/4/2022 KillMilk Hobbyist Cybersecurity and Infrastructure Security Agency92 Public AdministrationUndeterminedDisruptive External Denial of Services

11/4/2022 Killnet Hacktivist US Department of Commerce92 Public AdministrationProtest Disruptive External Denial of Services

11/4/2022 NoName057(16)Hacktivist Forestry Office of Finland92 Public AdministrationProtest Disruptive External Denial of Services

11/4/2022 NoName057(16)Hacktivist Finnish Ministry of Education92 Public AdministrationProtest Disruptive External Denial of Services

11/4/2022 Anonymous RussiaHacktivist Latvian credit providers52 Finance and InsuranceProtest Disruptive External Denial of Services

11/4/2022 People's CyberArmyHacktivist Bumar-Labedy 31 ManufacturingProtest Disruptive External Denial of Services

11/4/2022 Killnet Hacktivist Philadelphia International Airport48 Transportation and WarehousingProtest Disruptive External Denial of Services

11/4/2022 IT Army of UkraineHacktivist Dobro 51 InformationProtest Exploitive Exploitation of Application Server

11/3/2022 UndeterminedCriminal North Idaho College61 Educational ServicesFinancial Disruptive Undetermined

11/3/2022 UndeterminedCriminal United Veterinary Care54 Professional, Scientific, and Technical ServicesFinancial Exploitive Undetermined

11/3/2022 UndeterminedCriminal Alinsco Managing General Agency52 Finance and InsuranceFinancial Exploitive Undetermined

11/3/2022 APT36 Nation-StateIndian government organizations92 Public AdministrationPolitical-EspionageExploitive Undetermined

11/3/2022 UndeterminedCriminal PNORS Technology Group54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

11/3/2022 Russian Hackers TeamHacktivist Rakuten Viber 22 Utilities Protest Disruptive External Denial of Services

11/3/2022 Anonymous RussiaHacktivist Latvian web hosting service providers22 Utilities Protest Disruptive External Denial of Services

11/3/2022 Russian Hackers TeamHacktivist VO "Svoboda" 92 Public AdministrationProtest Disruptive External Denial of Services

11/3/2022 Phoenix Hacktivist Ukranian Ministry of Finance92 Public AdministrationProtest Disruptive External Denial of Services

11/3/2022 Phoenix Hacktivist Ukranian Ministry of Health92 Public AdministrationProtest Disruptive External Denial of Services

11/3/2022 Phoenix Hacktivist Privatbank 52 Finance and InsuranceProtest Disruptive External Denial of Services

11/3/2022 NoName057(16)Hacktivist Kongsberg Defense & Aerospace31 ManufacturingProtest Disruptive External Denial of Services

11/3/2022 Anonymous RussiaHacktivist Latvian taxi companies48 Transportation and WarehousingProtest Disruptive External Denial of Services

11/3/2022 Russian Hackers TeamHacktivist Viber 22 Utilities Protest Disruptive External Denial of Services

11/3/2022 Anonymous RussiaHacktivist Latvian web hosting service providers22 Utilities Protest Disruptive External Denial of Services

11/3/2022 Russian Hackers TeamHacktivist Svoboda (Social National Party of Ukraine)81 Other Services (except Public Administration)Protest Disruptive External Denial of Services

11/3/2022 Phoenix Hacktivist Ukranian Ministry of Finance92 Public AdministrationProtest Disruptive External Denial of Services

11/3/2022 Phoenix Hacktivist Ukranian Ministry of Health92 Public AdministrationProtest Disruptive External Denial of Services

11/3/2022 Phoenix Hacktivist Privatbank 52 Finance and InsuranceProtest Disruptive External Denial of Services

11/3/2022 NoName057(16)Hacktivist Kongsberg Defense & Aerospace31 ManufacturingProtest Disruptive External Denial of Services

11/2/2022 UndeterminedCriminal Deribit 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

11/2/2022 Kelvin SecurityCriminal FourB S.p.A 44 Retail TradeFinancial Exploitive Exploitation of Application Server

11/2/2022 TA569 Criminal Undisclosed media company51 InformationFinancial Exploitive Exploitation of Application Server

11/2/2022 UndeterminedCriminal Petersen International Underwriters52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

11/2/2022 UndeterminedCriminal Jeppesen 48 Transportation and WarehousingFinancial Disruptive Data Attack

11/2/2022 UndeterminedCriminal Hawaiian Eye Center62 Health Care and Social AssistanceUndeterminedExploitive Undetermined

11/2/2022 Russian Hackers TeamHacktivist Informative State Portal of Moldova92 Public AdministrationProtest Disruptive External Denial of Services

11/2/2022 Anonymous RussiaHacktivist Ukranian cargo transportation companies48 Transportation and WarehousingProtest Disruptive External Denial of Services

11/2/2022 Russian Hackers TeamHacktivist Chisinau Airport 48 Transportation and WarehousingProtest Disruptive External Denial of Services

11/2/2022 Russian Hackers TeamHacktivist WebTaxi 48 Transportation and WarehousingProtest Disruptive External Denial of Services

11/2/2022 Anonymous RussiaHacktivist Polish taxi companies48 Transportation and WarehousingProtest Disruptive External Denial of Services



11/2/2022 Anonymous RussiaHacktivist Polish public transportation operators48 Transportation and WarehousingProtest Disruptive External Denial of Services

11/2/2022 Anonymous RussiaHacktivist Latvian news media51 InformationProtest Disruptive External Denial of Services

11/2/2022 Russian Hackers TeamHacktivist Ministry of Education of the Republic of Moldova92 Public AdministrationProtest Disruptive External Denial of Services

11/2/2022 Anonymous RussiaHacktivist Ukrainian cargo transportation companies48 Transportation and WarehousingProtest Disruptive External Denial of Services

11/2/2022 Russian Hackers TeamHacktivist Chisinau Airport 48 Transportation and WarehousingProtest Disruptive External Denial of Services

11/2/2022 Russian Hackers TeamHacktivist Web Taxi 48 Transportation and WarehousingProtest Disruptive External Denial of Services

11/2/2022 Anonymous RussiaHacktivist Polish public transport operators48 Transportation and WarehousingProtest Disruptive External Denial of Services

11/2/2022 Anonymous RussiaHacktivist Latvian media stations51 InformationProtest Disruptive External Denial of Services

11/2/2022 Anonymous RussiaHacktivist Ukranian military retailers42 Wholesale TradeProtest Disruptive External Denial of Services

11/2/2022 UndeterminedCriminal Precision Imaging Centers62 Health Care and Social AssistanceFinancial Exploitive Undetermined

11/1/2022 UndeterminedCriminal Morrison Products31 ManufacturingFinancial Exploitive Undetermined

11/1/2022 Quantum Criminal MCV Holding Company LLC81 Other Services (except Public Administration)Financial Mixed Data Attack

11/1/2022 Karakurt Criminal San Benito Consolidated School District61 Educational ServicesFinancial Exploitive Undetermined

11/1/2022 UndeterminedCriminal L. Knife & Son 72 Accommodation and Food ServicesUndeterminedExploitive Undetermined

11/1/2022 UndeterminedCriminal The Kelberman Center62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of End Host

11/1/2022 UndeterminedCriminal Twitter 51 InformationUndeterminedExploitive Exploittation of Application Server

11/1/2022 UndeterminedCriminal DotHouse Health 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

11/1/2022 UndeterminedCriminal Benefit Administrative Systems52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

11/1/2022 Russian Hackers TeamHacktivist Ministry of Foreign Affairs and European Integration of the Republic of Moldova92 Public AdministrationProtest Disruptive External Denial of Services

11/1/2022 Anonymous RussiaHacktivist Ukranian banks 52 Finance and InsuranceProtest Disruptive External Denial of Services

11/1/2022 Killnet Hacktivist US Department of the Treasury92 Public AdministrationProtest Disruptive External Denial of Services

11/1/2022 NoName057(16)Hacktivist PoznaÃƒÂƒÃ¢Â€Â¦" Airport48 Transportation and WarehousingProtest Disruptive External Denial of Services

11/1/2022 NoName057(16)Hacktivist Simatra 48 Transportation and WarehousingProtest Disruptive External Denial of Services

11/1/2022 Anonymous RussiaHacktivist Ukranian retailers 42 Wholesale TradeProtest Disruptive External Denial of Services

11/1/2022 FSB 18th Center for Information Security (Berserk Bear)Nation-StateUkranian Law Enforcement92 Public AdministrationUndeterminedExploitive Data Attack

11/1/2022 Anonymous RussiaHacktivist Ukrainian mobile operator22 Utilities Protest Disruptive External Denial of Services

11/1/2022 Russian Hackers TeamHacktivist Ministry of Foreign Affairs and European Integration of the Republic of Moldova92 Public AdministrationProtest Disruptive External Denial of Services

11/1/2022 Anonymous RussiaHacktivist Ukranian banks 52 Finance and InsuranceProtest Disruptive External Denial of Services

11/1/2022 NoName057(16)Hacktivist Poznan Airport 48 Transportation and WarehousingProtest Disruptive External Denial of Services

11/1/2022 NoName057(16)Hacktivist Simatra 48 Transportation and WarehousingProtest Disruptive External Denial of Services

11/1/2022 Anonymous RussiaHacktivist Ukranian online retailers42 Wholesale TradeProtest Disruptive External Denial of Services

11/1/2022 FSB 18th Center for Information Security (Berserk Bear)Nation-StateUkrainian government organizations92 Public AdministrationPolitical-EspionageExploitive Exploitation of End Host

10/31/2022 Snatch Criminal HENSOLDT France31 ManufacturingFinancial Mixed Data Attack

10/31/2022 UndeterminedCriminal ForceNet 51 InformationFinancial Mixed Data Attack

10/31/2022 UndeterminedCriminal Three Rivers Provider Network (TRPN)52 Finance and InsuranceFinancial Exploitive Exploitation of End Host

10/31/2022 UndeterminedCriminal Administrative Fund of the Detectives' Endowment Association, Inc., Police Department of New York (NYCDEA)81 Other Services (except Public Administration)Financial Exploitive Exploitation of End Host

10/31/2022 UndeterminedCriminal Ethos Group 56 Administrative and Support and Waste Management and Remediation ServicesFinancial Exploitive Exploitation of Application Server

10/31/2022 UndeterminedCriminal Wenco Management72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Application Server

10/31/2022 UndeterminedCriminal Osaka General Medical Center62 Health Care and Social AssistanceFinancial Mixed Data Attack

10/31/2022 LockBit 3.0Criminal Bitron 31 ManufacturingFinancial Mixed Data Attack

10/31/2022 UndeterminedCriminal Lodi Unified School District61 Educational ServicesFinancial Exploitive Exploitation of Application Server

10/31/2022 UndeterminedCriminal UOB KayHian 52 Finance and InsuranceFinancial Mixed Data Attack

10/31/2022 UndeterminedCriminal General Council of the Judiciary (CGPJ)92 Public AdministrationFinancial Exploitive Exploitation of Application Server

10/31/2022 Ministry of State Security's (MSS) (MUSTANG PANDA)Nation-StateUnidentified organization in Australia92 Public AdministrationPolitical-EspionageExploitive Undetermined

10/31/2022 @yanluowangleaksUndeterminedYanluowang ransomware gang99 UndeterminedUndeterminedExploitive Exploitation of Application Server

10/31/2022 Hive Criminal Guilford College 61 Educational ServicesFinancial Mixed Data Attack

10/31/2022 BianLian Criminal Harry Rosen 44 Retail TradeFinancial Disruptive Data Attack

10/31/2022 Ministry of State Security's (MSS) (MUSTANG PANDA)Nation-StateUnidentified organization92 Public AdministrationPolitical-EspionageExploitive Undetermined

10/31/2022 Ministry of State Security's (MSS) (MUSTANG PANDA)Nation-StateUnidentified organization92 Public AdministrationPolitical-EspionageExploitive Undetermined

10/31/2022 Ministry of State Security's (MSS) (MUSTANG PANDA)Nation-StateUnidentified organization92 Public AdministrationPolitical-EspionageExploitive Undetermined

10/31/2022 Ministry of State Security's (MSS) (MUSTANG PANDA)Nation-StateUnidentified organization92 Public AdministrationPolitical-EspionageExploitive Undetermined

10/31/2022 Kelvin SecurityCriminal EnergoSet 31 ManufacturingUndeterminedExploitive Undetermined

10/30/2022 UndeterminedCriminal Undisclosed organization in Taiwan92 Public AdministrationFinancial Exploitive Exploitation of Application Server

10/30/2022 LockBit 3.0Criminal Thales 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

10/30/2022 BlackByte Criminal Asahi Group Co. Ltd31 ManufacturingFinancial Mixed Data Attack



10/30/2022 UndeterminedCriminal St. Luke's Health 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Host

10/30/2022 LockBit 3.0Criminal Belletti Ascensori 31 ManufacturingFinancial Mixed Data Attack

10/30/2022 Clowns Hacktivist Kyiv City Hospital No. 762 Health Care and Social AssistanceProtest Disruptive External Denial of Services

10/30/2022 Phoenix Hacktivist Kyiv City Hospital No. 462 Health Care and Social AssistanceProtest Disruptive External Denial of Services

10/30/2022 Phoenix Hacktivist Kyiv Alexander Hospital62 Health Care and Social AssistanceProtest Disruptive External Denial of Services

10/29/2022 UndeterminedCriminal Bed Bath & Beyond44 Retail TradeFinancial Exploitive Exploitation of End Host

10/29/2022 UndeterminedCriminal Atacama Large Millimeter Array (ALMA) Observatory54 Professional, Scientific, and Technical ServicesFinancial Disruptive Data Attack

10/29/2022 NoName057(16)Hacktivist Polish Office of Competition and Consumer Protection92 Public AdministrationProtest Disruptive External Denial of Services

10/29/2022 NoName057(16)Hacktivist EuroPol 31 ManufacturingProtest Disruptive External Denial of Services

10/29/2022 NoName057(16)Hacktivist PoznaÃƒÂƒÃ¢Â€Â¦" Airport48 Transportation and WarehousingProtest Disruptive External Denial of Services

10/28/2022 UndeterminedCriminal Aurubis 21 Mining, Quarrying, and Oil and Gas ExtractionFinancial Disruptive Data Attack

10/28/2022 UndeterminedCriminal Air New Zealand 48 Transportation and WarehousingFinancial Exploitive Exploitation of Network Infrastructure

10/28/2022 Everest Criminal AT&T 51 InformationFinancial Exploitive Exploitation of Network Infrastructure

10/28/2022 BlackByte Criminal Universidad Nacional De Educacion de Peru61 Educational ServicesFinancial Mixed Data Attack

10/28/2022 UndeterminedCriminal Personal Paraguay51 InformationFinancial Disruptive Internal Denial of Service

10/28/2022 UndeterminedCriminal Supeo 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

10/27/2022 UndeterminedCriminal New York Post 51 InformationFinancial Disruptive Message Manipulation

10/27/2022 UndeterminedCriminal Twilio 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of End Host

10/27/2022 UndeterminedCriminal Team Finance 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

10/27/2022 UndeterminedCriminal Parliament of Slovakia (National Council)92 Public AdministrationProtest Disruptive External Denial of Service

10/27/2022 UndeterminedCriminal Parliament of Poland92 Public AdministrationProtest Disruptive External Denial of Service

10/27/2022 Quantum Criminal Medlab Pathology 62 Health Care and Social AssistanceFinancial Mixed Data Attack

10/27/2022 UndeterminedCriminal Finnish LinkedIn users54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

10/26/2022 UndeterminedCriminal Enercity 22 Utilities Financial UndeterminedUndetermined

10/26/2022 ALPHVM Criminal Joint Command of the Armed Forces of Ecuador (Comando Conjunto de las Fuerzas Armadas Del Ecuador)92 Public AdministrationFinancial Mixed Data Attack

10/26/2022 UndeterminedCriminal Convergent Outsourcing56 Administrative and Support and Waste Management and Remediation ServicesFinancial Mixed Data Attack

10/26/2022 LockBit 3.0Criminal Fisco SaÃƒÂƒÃ‚Âºde52 Finance and InsuranceFinancial Mixed Data Attack

10/26/2022 UndeterminedCriminal Municipality of Padua (Comune di Padova)92 Public AdministrationFinancial Exploitive Undetermined

10/26/2022 UndeterminedCriminal Lakeside Software, LLC51 InformationUndeterminedExploitive Undetermined

10/26/2022 Lorenz Criminal Miracapo pizza company72 Accommodation and Food ServicesFinancial Mixed Data Attack

10/26/2022 UndeterminedCriminal Zendesk 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

10/26/2022 UndeterminedCriminal Bryant Bank 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

10/25/2022 UndeterminedCriminal Pinnacle Claims Management56 Administrative and Support and Waste Management and Remediation ServicesFinancial Exploitive Exploitation of Application Server

10/25/2022 UndeterminedCriminal Nedap 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

10/25/2022 BlackByte Criminal Municipality of Chihuahua92 Public AdministrationFinancial Mixed Data Attack

10/25/2022 Kelvin SecurityCriminal Filomeno Wi-Fi 51 InformationFinancial Exploitive Exploitation of Application Server

10/25/2022 Russian Hackers TeamHacktivist National Library of Croatia92 Public AdministrationProtest Disruptive External Denial of Services

10/25/2022 People's CyberArmyHacktivist Polska Grupa Energetyczna22 Utilities Protest Disruptive External Denial of Services

10/24/2022 Black RewardHacktivist Iranian Atomic Energy Organization (AEOI)92 Public AdministrationProtest Exploitive Exploitation of Application Server

10/24/2022 UndeterminedCriminal Australian Institute of Company Directors (AIDC)81 Other Services (except Public Administration)Financial Disruptive Message Manipulation

10/24/2022 UndeterminedCriminal Unnamed Management Services Organization56 Administrative and Support and Waste Management and Remediation ServicesFinancial Exploitive Exploitation of Application Server

10/24/2022 UndeterminedCriminal FTX users 52 Finance and InsuranceFinancial Exploitive Exploitation of End Host

10/24/2022 UndeterminedCriminal SecretarÃƒÂƒÃ‚Â-a de Comunicaciones y Transportes (SICT, Secretariat of Infrastructure, Communications and Transportation)92 Public AdministrationFinancial Disruptive Undetermined

10/24/2022 UndeterminedCriminal Harcourts 53 Real Estate and Rental and LeasingFinancial Exploitive Undetermined

10/24/2022 UndeterminedCriminal SAIF Corporation 52 Finance and InsuranceUndeterminedExploitive Undetermined

10/24/2022 Anonymous RussiaHacktivist Government of Kazakhstan92 Public AdministrationProtest Disruptive External Denial of Services

10/24/2022 Killnet Hacktivist Warsaw Stock Exchange52 Finance and InsuranceProtest Disruptive External Denial of Services

10/24/2022 Anonymous RussiaHacktivist Ukrainian taxi companies48 Transportation and WarehousingProtest Disruptive External Denial of Services

10/23/2022 Snatch Criminal Kenosha Unified School District61 Educational ServicesFinancial Disruptive Data Attack

10/23/2022 NoName057(16)Hacktivist ÃƒÂƒÃ¢Â€Â¦ÃƒÂ‚Ã‚Â iauliÃƒÂƒÃ¢Â€Â¦ÃƒÂ‚Ã‚Â³ Bankas52 Finance and InsuranceProtest Disruptive External Denial of Services

10/23/2022 XakNet Hacktivist Parliament of Israel92 Public AdministrationProtest Disruptive External Denial of Services

10/23/2022 People's CyberArmyHacktivist Varta 51 InformationProtest Disruptive External Denial of Services

10/22/2022 UndeterminedCriminal Multi-Color Corporation (MCC)54 Professional, Scientific, and Technical ServicesFinancial Exploitive Undetermined

10/22/2022 NoName057(16)Hacktivist Kreditogarantas 52 Finance and InsuranceProtest Disruptive External Denial of Services

10/22/2022 NoName057(16)Hacktivist Simatra 48 Transportation and WarehousingProtest Disruptive External Denial of Services



10/21/2022 LockBit 3.0Criminal Pendragon Group 44 Retail TradeFinancial Mixed Data Attack

10/21/2022 RansomEXXCriminal Unimed Belem 62 Health Care and Social AssistanceFinancial Mixed Data Attack

10/21/2022 ALPHVM Criminal Universidad Piloto de Colombia61 Educational ServicesFinancial Mixed Data Attack

10/21/2022 UAC-0132 UndeterminedUkranian state organizations92 Public AdministrationUndeterminedMixed Data Attack

10/20/2022 UndeterminedCriminal Midland Information Technology Consortium54 Professional, Scientific, and Technical ServicesFinancial Disruptive Data Attack

10/20/2022 Ragnar LockerCriminal Azienda Ospedaliera di Alessandria62 Health Care and Social AssistanceFinancial Mixed Data Attack

10/20/2022 Russian Hackers TeamHacktivist Government of Moldova92 Public AdministrationProtest Disruptive External Denial of Services

10/20/2022 XakNet Hacktivist Electricity transmission system operator in Ukraine31 ManufacturingProtest Disruptive External Denial of Services

10/19/2022 UndeterminedCriminal Country Doctor Community Health Clinic (CDCHC)62 Health Care and Social AssistanceFinancial UndeterminedUndetermined

10/19/2022 Ragnar LockerCriminal Dollmar s.p.a. 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

10/19/2022 XakNet Hacktivist The Crown Prosecution Service92 Public AdministrationProtest Disruptive External Denial of Services

10/19/2022 IT Army of UkraineHacktivist Russian Federal Tax Service92 Public AdministrationProtest Disruptive Undetermined

10/18/2022 UndeterminedCriminal Verizon 51 InformationFinancial Exploitive Exploitation of End Host

10/18/2022 UndeterminedCriminal Moola Market 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

10/18/2022 LockBit 3.0Criminal Kingfisher Insurance52 Finance and InsuranceFinancial Mixed Data Attack

10/18/2022 UndeterminedCriminal Members of Parliament in Canada92 Public AdministrationPolitical-EspionageUndeterminedUndetermined

10/18/2022 Vice SocietyCriminal HÃƒÂƒÃ‚Â´pital Pierre RouquÃƒÂƒÃ‚Â¨s ÃƒÂ¢Ã¢Â‚Â¬" Les Bluets62 Health Care and Social AssistanceFinancial Mixed Data Attack

10/18/2022 UndeterminedCriminal Spain's National Renewable Energy Center (CENER)92 Public AdministrationFinancial UndeterminedUndetermined

10/18/2022 Lorenz Criminal Wes-tec inc. 51 InformationFinancial Mixed Data Attack

10/18/2022 National Republican Army of RussiaUndeterminedTechnoserv 22 Utilities Sabotage Mixed Data Attack

10/18/2022 UndeterminedCriminal Bulgarian National Radio51 InformationUndeterminedDisruptive External Denial of Services

10/17/2022 LockBit 3.0Criminal Oomiya 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

10/17/2022 UndeterminedCriminal Vinomofo 44 Retail TradeFinancial Exploitive Exploitation of Application Server

10/17/2022 UndeterminedCriminal MODE Global 48 Transportation and WarehousingFinancial Exploitive Exploitation of Application Server

10/17/2022 UndeterminedCriminal Dallas-Fort Worth International Airport48 Transportation and WarehousingFinancial Disruptive Physical Attack

10/17/2022 UndeterminedCriminal METRO 44 Retail TradeFinancial Disruptive Internal Denial of Service

10/17/2022 UndeterminedCriminal Uruguay's Ministry of Transport and Public Works (MTOP)92 Public AdministrationFinancial Disruptive Data Attack

10/17/2022 UndeterminedCriminal Robins & Morton Group23 ConstructionUndeterminedExploitive Undetermined

10/16/2022 People's CyberArmyHacktivist Mykolaiv Electric Supply Company31 ManufacturingProtest Disruptive External Denial of Services

10/16/2022 NoName057(16)Hacktivist Estonian Railway 48 Transportation and WarehousingProtest Disruptive External Denial of Services

10/15/2022 Killnet Hacktivist Office of the Bulgarian President92 Public AdministrationProtest Disruptive External Denial of Service

10/15/2022 UndeterminedCriminal iDealwine 44 Retail TradeFinancial Exploitive Undetermined

10/15/2022 Killnet Hacktivist Bulgarian Defense Ministry92 Public AdministrationProtest Disruptive External Denial of Service

10/15/2022 Killnet Hacktivist Bulgarian Interior Ministry92 Public AdministrationProtest Disruptive External Denial of Service

10/15/2022 Killnet Hacktivist Bulgarian Justice Ministry92 Public AdministrationProtest Disruptive External Denial of Service

10/15/2022 Killnet Hacktivist Bulgarian Constitutional Court92 Public AdministrationProtest Disruptive External Denial of Service

10/15/2022 Russian Hackers TeamHacktivist Ministry of Justice of Moldova92 Public AdministrationProtest Disruptive External Denial of Services

10/14/2022 UndeterminedCriminal Heilbronn Stimme 51 InformationFinancial Disruptive Data Attack

10/14/2022 UndeterminedCriminal Medibank 52 Finance and InsuranceFinancial Disruptive Data Attack

10/14/2022 Christian DiorCriminal MyDeal 44 Retail TradeFinancial Exploitive Exploitation of Application Server

10/14/2022 UndeterminedCriminal Tata Power 22 Utilities UndeterminedUndeterminedUndetermined

10/14/2022 UndeterminedCriminal Keystone Health 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

10/14/2022 LockBit 3.0Criminal Tamash 31 ManufacturingFinancial Mixed Data Attack

10/14/2022 UndeterminedCriminal WakeMed Health & Hospitals62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

10/14/2022 UndeterminedCriminal Seton Medical Center62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Host

10/14/2022 UndeterminedCriminal Carousel 44 Retail TradeFinancial Exploitive Exploitation of Application Server

10/14/2022 UndeterminedCriminal Dropbox 54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server

10/13/2022 UndeterminedCriminal Financial Dimensions Group52 Finance and InsuranceFinancial Exploitive Undetermined

10/13/2022 UndeterminedCriminal Family Medicine Shady Grove (FMSG)62 Health Care and Social AssistanceFinancial Disruptive Data Attack

10/13/2022 UndeterminedCriminal Elevate 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Undetermined

10/13/2022 UndeterminedCriminal Church of Jesus Christ of Latter-day Saints81 Other Services (except Public Administration)Political-EspionageExploitive Exploitation of Application Server

10/13/2022 UndeterminedCriminal FamilySearch 81 Other Services (except Public Administration)Political-EspionageExploitive Exploitation of Application Server

10/13/2022 UndeterminedCriminal New Mexico Regulation and Licensing Department (RLD).92 Public AdministrationFinancial Exploitive Undetermined

10/12/2022 UndeterminedCriminal Mango Markets 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

10/12/2022 UndeterminedCriminal Wynncraft (Minecraft server)71 Arts, Entertainment, and RecreationFinancial Disruptive External Denial of Service



10/12/2022 Cyber ArmyHacktivist Lviv Chamber of Commerce92 Public AdministrationProtest Disruptive Message Manipulation

10/12/2022 UndeterminedCriminal Radiology Associates of Albuquerque, AKA RAA Imaging62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Host

10/12/2022 BianLian Criminal Aesthetic Dermatology Associates62 Health Care and Social AssistanceFinancial Disruptive Data Attack

10/12/2022 UndeterminedCriminal Legacy Post Acute Care62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Host

10/12/2022 UndeterminedCriminal MultiCare Health System62 Health Care and Social AssistanceFinancial Disruptive Data Attack

10/12/2022 UndeterminedCriminal Indianapolis Housing Agency92 Public AdministrationFinancial UndeterminedUndetermined

10/12/2022 UndeterminedCriminal Eggleston Center 81 Other Services (except Public Administration)UndeterminedExploitive Undetermined

10/12/2022 Russian Hackers TeamHacktivist Terrace-Kitmat Airport48 Transportation and WarehousingProtest Disruptive External Denial of Services

10/12/2022 Russian Hackers TeamHacktivist Prince George Airport48 Transportation and WarehousingProtest Disruptive External Denial of Services

10/12/2022 UndeterminedCriminal Texas Medical Liability Trust52 Finance and InsuranceFinancial Exploitive Undetermined

10/11/2022 UndeterminedCriminal BBRG TR 72 Accommodation and Food ServicesFinancial Exploitive Undetermined

10/11/2022 RansomEXXCriminal Consorci Sanitari Integral62 Health Care and Social AssistanceFinancial Mixed Data Attack

10/11/2022 Karakurt Criminal Municipality of Belen92 Public AdministrationFinancial Disruptive Data Attack

10/11/2022 Killnet Hacktivist JP Morgan 52 Finance and InsuranceProtest Disruptive External Denial of Services

10/11/2022 IT Army of UkraineHacktivist Leningrad electrical grid31 ManufacturingProtest Disruptive Physical Attack

10/11/2022 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Nation-StateTransportation and logistics organizations in Ukraine48 Transportation and WarehousingFinancial Mixed Data Attack

10/11/2022 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Nation-StateTransportation and logistics organizations in Poland48 Transportation and WarehousingFinancial Mixed Data Attack

10/11/2022 Russian Hackers TeamHacktivist Winnipeg James Armstrong Richardson International Airport48 Transportation and WarehousingProtest Disruptive External Denial of Services

10/10/2022 Cyber ArmyHacktivist Ukrainian Armor Manufacturer31 ManufacturingProtest Disruptive Message Manipulation

10/10/2022 Killnet Hacktivist Hartsfield-Jackson Atlanta International Airport (ATL)48 Transportation and WarehousingProtest Disruptive External Denial of Service

10/10/2022 UndeterminedCriminal Monobank 52 Finance and InsuranceProtest Disruptive External Denial of Service

10/10/2022 UndeterminedCriminal Dialog 51 InformationFinancial UndeterminedUndetermined

10/10/2022 UndeterminedCriminal Northern Data Systems54 Professional, Scientific, and Technical ServicesFinancial UndeterminedUndetermined

10/10/2022 UndeterminedCriminal The Scoular Company56 Administrative and Support and Waste Management and Remediation ServicesFinancial Exploitive Undetermined

10/10/2022 Industrial SpyCriminal Network Contacts 56 Administrative and Support and Waste Management and Remediation ServicesFinancial Exploitive Exploitation of Application Server

10/10/2022 Killnet Hacktivist Los Angeles International Airport (LAX)48 Transportation and WarehousingProtest Disruptive External Denial of Service

10/10/2022 IT Army of UkraineHacktivist MKB Bank 52 Finance and InsuranceProtest Disruptive External Denial of Services

10/9/2022 UndeterminedCriminal Iran State TV 51 InformationProtest Disruptive Message Manipulation

10/9/2022 Desorden Criminal Johnson Fitness and Wellness31 ManufacturingFinancial Mixed Data Attack

10/9/2022 Vice SocietyCriminal Bishop of Hereford's Bluecoat School61 Educational ServicesFinancial Mixed Data Attack

10/9/2022 NoName057(16)Hacktivist Estonian Railway 48 Transportation and WarehousingProtest Disruptive External Denial of Services

10/9/2022 NoName057(16)Hacktivist Latvian e-health service62 Health Care and Social AssistanceProtest Disruptive External Denial of Services

10/8/2022 Everest Criminal ESKOM 22 Utilities Financial Disruptive Data Attack

10/8/2022 ALPHVM Criminal RecordTV 51 InformationFinancial Mixed Data Attack

10/8/2022 UndeterminedCriminal Health Care Management Solutions62 Health Care and Social AssistanceFinancial Mixed Data Attack

10/8/2022 Phoenix Hacktivist iPay.ua 52 Finance and InsuranceProtest Disruptive External Denial of Services

10/8/2022 NoName057(16)Hacktivist Ignitis Grupe 31 ManufacturingProtest Disruptive External Denial of Services

10/8/2022 NoName057(16)Hacktivist Ignitis Gamyba 31 ManufacturingProtest Disruptive External Denial of Services

10/8/2022 AlTahrea Hacktivist Lviv Railways 48 Transportation and WarehousingProtest Disruptive Undetermined

10/8/2022 NoName057(16)Hacktivist Siauliai International Airport48 Transportation and WarehousingProtest Disruptive External Denial of Services

10/7/2022 UndeterminedCriminal Sberbank 52 Finance and InsuranceProtest Disruptive External Denial of Service

10/7/2022 UndeterminedCriminal Urology of Greater Atlanta (UGATL)62 Health Care and Social AssistanceFinancial Exploitive Undetermined

10/7/2022 UndeterminedCriminal Lake Nona Estates Management53 Real Estate and Rental and LeasingFinancial Exploitive Undetermined

10/7/2022 UndeterminedCriminal GEE Group 56 Administrative and Support and Waste Management and Remediation ServicesFinancial Mixed Data Attack

10/7/2022 UndeterminedCriminal Trillium Health 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Host

10/7/2022 UndeterminedCriminal Saskatoon obstetrics and gynecology clinic62 Health Care and Social AssistanceFinancial Mixed Data Attack

10/7/2022 UndeterminedCriminal Sberbank 52 Finance and InsuranceUndeterminedDisruptive External Denial of Services

10/6/2022 UndeterminedCriminal Binance 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

10/6/2022 UndeterminedCriminal Massachusetts Mutual Life Insurance52 Finance and InsuranceFinancial Exploitive Undetermined

10/6/2022 UndeterminedCriminal Eventus WholeHealth62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Host

10/6/2022 UndeterminedCriminal Amerigroup Insurance52 Finance and InsuranceFinancial Exploitive Exploitation of End Host

10/6/2022 Desorden Criminal REDTONE DIGITAL51 InformationFinancial Mixed Data Attack

10/6/2022 UndeterminedCriminal City of Houston 92 Public AdministrationFinancial Disruptive Message Manipulation

10/6/2022 UndeterminedCriminal Covisian 54 Professional, Scientific, and Technical ServicesFinancial Disruptive Data Attack

10/6/2022 UndeterminedCriminal Sequoia One 54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server



10/6/2022 UndeterminedCriminal Amnesty International Canada81 Other Services (except Public Administration)Political-EspionageExploitive Undetermined

10/6/2022 Quantum Criminal Midland Cogeneration Venture22 Utilities Financial Mixed Data Attack

10/6/2022 IT Army of UkraineHacktivist 2GIS 22 Utilities Protest Disruptive External Denial of Services

10/6/2022 Phoenix Hacktivist Government of Dagestan92 Public AdministrationProtest Disruptive External Denial of Services

10/5/2022 OneFist Hacktivist Russia's Low Earth orbit (LEO) communication satellite system Gonets51 InformationProtest Exploitive Undetermined

10/5/2022 UndeterminedCriminal CommonSpirit Health62 Health Care and Social AssistanceFinancial Disruptive Data Attack

10/5/2022 UndeterminedCriminal Lloyd's 52 Finance and InsuranceFinancial UndeterminedUndetermined

10/5/2022 UndeterminedCriminal Valle del Sol Community Health62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

10/5/2022 UndeterminedCriminal Hartnell College 61 Educational ServicesFinancial UndeterminedUndetermined

10/5/2022 UndeterminedCriminal City of Dunedin 92 Public AdministrationFinancial UndeterminedUndetermined

10/5/2022 Killnet Hacktivist Colorado State Government92 Public AdministrationProtest Disruptive External Denial of Service

10/5/2022 UndeterminedCriminal City of Hamden 92 Public AdministrationFinancial UndeterminedUndetermined

10/5/2022 UndeterminedCriminal University of Limerick (UL)61 Educational ServicesFinancial Exploitive Undetermined

10/5/2022 UndeterminedCriminal Grain Valley School District61 Educational ServicesFinancial UndeterminedUndetermined

10/5/2022 UndeterminedCriminal Municipality of Rosignano Marittimo92 Public AdministrationFinancial Disruptive Data Attack

10/5/2022 Killnet Hacktivist Kentucky State Government92 Public AdministrationProtest Disruptive External Denial of Service

10/5/2022 Killnet Hacktivist Mississippi State Government92 Public AdministrationProtest Disruptive External Denial of Service

10/5/2022 People's CyberArmyHacktivist Administration of Krivoy Rog92 Public AdministrationProtest Disruptive External Denial of Services

10/4/2022 UndeterminedCriminal Unnamed defense company92 Public AdministrationPolitical-EspionageExploitive Exploitation of Application Server

10/4/2022 UndeterminedCriminal Pegasus Group Australia56 Administrative and Support and Waste Management and Remediation ServicesFinancial Exploitive Exploitation of Application Server

10/4/2022 UndeterminedCriminal Columbia River Mental Health Services62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Host

10/4/2022 UndeterminedCriminal Pinnacle Midlands Health Network62 Health Care and Social AssistanceFinancial UndeterminedUndetermined

10/4/2022 IT Army of UkraineHacktivist Russian specialized online drone stores42 Wholesale TradeProtest Disruptive External Denial of Services

10/4/2022 Anonymous RussiaHacktivist Government of Romania56 Administrative and Support and Waste Management and Remediation ServicesProtest Disruptive External Denial of Services

10/4/2022 KillMilk Hobbyist CERN 54 Professional, Scientific, and Technical ServicesUndeterminedDisruptive External Denial of Services

10/3/2022 UndeterminedCriminal Crypto investors 52 Finance and InsuranceFinancial Exploitive Exploitation of End Host

10/3/2022 UndeterminedCriminal Colombia's National Food and Drug Surveillance Institute (INVIMA)92 Public AdministrationFinancial Mixed Data Attack

10/3/2022 UndeterminedCriminal Mativ Holdings 31 ManufacturingFinancial Exploitive Exploitation of Application Server

10/3/2022 UndeterminedCriminal VisionWeb Holdings54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of End Host

10/3/2022 UndeterminedCriminal U.K. Politicians 92 Public AdministrationFinancial Exploitive Exploitation of End Host

10/3/2022 Vice SocietyCriminal Mars Area School District61 Educational ServicesFinancial Mixed Data Attack

10/3/2022 UndeterminedCriminal Bank of Brasilia 52 Finance and InsuranceFinancial Disruptive Data Attack

10/3/2022 Killnet Hacktivist National Geospatial-Intelligence Agency92 Public AdministrationProtest Disruptive External Denial of Services

10/2/2022 National Republican Army (NRA)Hacktivist Unisoftware 54 Professional, Scientific, and Technical ServicesProtest UndeterminedUndetermined

10/2/2022 NLB TeamHacktivist Digital Network System (DNS)44 Retail TradeProtest Exploitive Exploitation of Application Server

10/2/2022 RansomEXXCriminal Ferrari contractor 31 ManufacturingFinancial Mixed Data Attack

10/2/2022 UndeterminedCriminal Transit Swap 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

10/2/2022 UndeterminedCriminal Mexican journalists and a human rights defender81 Other Services (except Public Administration)Political-EspionageExploitive Exploitation of End Host

10/2/2022 Desorden Criminal The Icon Group 72 Accommodation and Food ServicesFinancial Mixed Data Attack

10/2/2022 UndeterminedCriminal Orange Southwest Supervisory District61 Educational ServicesFinancial Disruptive Message Manipulation

10/2/2022 UndeterminedCriminal Hartnell Community College District61 Educational ServicesFinancial Mixed Data Attack

10/2/2022 NoName057(16)Hacktivist Bumar-Labendy Mechanical Plant31 ManufacturingProtest Disruptive External Denial of Services

10/2/2022 NoName057(16)Hacktivist Tarnow Mechanical Plant31 ManufacturingProtest Disruptive External Denial of Services

10/1/2022 UndeterminedCriminal Electricity Company of Ghana (ECG)22 Utilities Financial Disruptive Data Attack

10/1/2022 Killnet Hacktivist U.S. Treasury 92 Public AdministrationProtest Disruptive External Denial of Service

10/1/2022 UndeterminedCriminal Middletown Valley Bank52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

10/1/2022 Everest Criminal Rundle Eye Care 62 Health Care and Social AssistanceFinancial Mixed Data Attack

10/1/2022 NoName057(16)Hacktivist Kyiv Plant "Radar"31 ManufacturingProtest Disruptive External Denial of Services

9/30/2022 UndeterminedCriminal EnergyAustralia 22 Utilities Financial Exploitive Undetermined

9/30/2022 GuacamayaHacktivist Multiple governments in South America including Mexico, Chile, El Salvador, Peru and Colombia92 Public AdministrationProtest Exploitive Exploitation of Application Server

9/30/2022 UndeterminedCriminal Coeur Group 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Host

9/30/2022 UndeterminedCriminal Riverside Medical Group62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of Application Server

9/30/2022 GuacamayaHacktivist Multiple governments in South America including Mexico, Chile, El Salvador, Peru and Colombia92 Public AdministrationProtest Exploitive Exploitation of Application Server

9/30/2022 GuacamayaHacktivist Multiple governments in South America including Mexico, Chile, El Salvador, Peru and Colombia92 Public AdministrationProtest Exploitive Exploitation of Application Server

9/30/2022 GuacamayaHacktivist Multiple governments in South America including Mexico, Chile, El Salvador, Peru and Colombia92 Public AdministrationProtest Exploitive Exploitation of Application Server



9/30/2022 GuacamayaHacktivist Multiple governments in South America including Mexico, Chile, El Salvador, Peru and Colombia92 Public AdministrationProtest Exploitive Exploitation of Application Server

9/30/2022 Hive Criminal Quetzal Container Terminal,48 Transportation and WarehousingFinancial Mixed Data Attack

9/30/2022 UndeterminedCriminal IBW Financial Corporation52 Finance and InsuranceFinancial Exploitive Undetermined

9/30/2022 UndeterminedCriminal Mission Essential Group (MEG)54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of End Host

9/29/2022 LeakBase Criminal Swachhata Platform (swachhata.city)92 Public AdministrationFinancial Exploitive Exploitation of Application Server

9/29/2022 ALPHVM Criminal NJVC 92 Public AdministrationFinancial Mixed Data Attack

9/29/2022 UndeterminedCriminal Prefetura de Mimoso do Sul92 Public AdministrationFinancial UndeterminedUndetermined

9/29/2022 Avos LockerCriminal DLS Motors Paraguay44 Retail TradeFinancial Mixed Data Attack

9/29/2022 VSOP Criminal Ministry of Foreign Affairs of Guatemala92 Public AdministrationFinancial Exploitive Exploitation of Application Server

9/29/2022 LockBit 3.0Criminal Universidad Internacional Del Ecuador (UIDE)61 Educational ServicesFinancial Mixed Data Attack

9/29/2022 Hive Criminal Alia Servizi Ambientali22 Utilities Financial Mixed Data Attack,Exploitation of Application Server

9/29/2022 People's CyberArmyHacktivist Zabrona 51 InformationProtest Disruptive External Denial of Services

9/28/2022 Thrax Hobbyist Fast Company 51 InformationUndeterminedDisruptive Message Manipulation

9/28/2022 UndeterminedCriminal focusIT 56 Administrative and Support and Waste Management and Remediation ServicesFinancial Exploitive Exploitation of Application Server

9/28/2022 PT_MoishaCriminal Aoyuan Healthy Life Group62 Health Care and Social AssistanceFinancial Mixed Data Attack

9/28/2022 Kelvin SecurityCriminal GenialMoney 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

9/28/2022 UndeterminedCriminal Dallam Hartley Counties Hospital District62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

9/28/2022 UndeterminedCriminal Disability Services of the Southwest62 Health Care and Social AssistanceFinancial Disruptive Data Attack

9/27/2022 UndeterminedCriminal Ethereum arbitrage trading bot52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

9/27/2022 UndeterminedCriminal Cox Communications51 InformationUndeterminedDisruptive Physical Attack

9/27/2022 Vice SocietyCriminal Jaime CÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Â¢mara Group (JCG)51 InformationFinancial Mixed Data Attack

9/27/2022 UndeterminedCriminal Hope College 61 Educational ServicesUndeterminedExploitive Undetermined

9/26/2022 RaHDIt Hacktivist Ukrainian foreign intelligence service92 Public AdministrationProtest Exploitive Exploitation of Application Server

9/26/2022 Bl00dy Criminal Undisclosed victim in Ukraine99 UndeterminedUndeterminedMixed Data Attack

9/26/2022 UndeterminedCriminal Auth0 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

9/26/2022 UndeterminedCriminal CSI Laboratories 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Host

9/26/2022 UndeterminedCriminal Watchfinder 71 Arts, Entertainment, and RecreationFinancial Exploitive Exploitation of End Host

9/26/2022 UndeterminedCriminal Poder Judicial de Chile92 Public AdministrationUndeterminedMixed Data Attack

9/26/2022 IT Army of UkraineHacktivist petrolplus.ru 52 Finance and InsuranceProtest Disruptive External Denial of Services

9/25/2022 NoName057(16)Hacktivist Latvian funds management portal92 Public AdministrationProtest Disruptive External Denial of Services

9/25/2022 People's CyberArmyHacktivist Kyivgaz 31 ManufacturingProtest Disruptive External Denial of Services

9/25/2022 UndeterminedCriminal Novosibirsk TV provider51 InformationProtest Disruptive Message Manipulation

9/24/2022 UndeterminedCriminal BankingLab 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

9/24/2022 People's CyberArmyHacktivist ATB-Market 42 Wholesale TradeProtest Disruptive External Denial of Services

9/24/2022 Anonymous RussiaHacktivist German National Tourist Board56 Administrative and Support and Waste Management and Remediation ServicesProtest Disruptive External Denial of Services

9/23/2022 AnonymousHacktivist Russian Ministry of Defense92 Public AdministrationProtest Exploitive Exploitation of Application Server

9/23/2022 UndeterminedCriminal Northern California Fertility Medical Center (NCFMC)62 Health Care and Social AssistanceFinancial Mixed Data Attack

9/23/2022 UndeterminedCriminal Resource Anesthesia of California62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

9/23/2022 UndeterminedCriminal FMC Services (Family Medical Center Services)62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

9/23/2022 UndeterminedCriminal Diodes Incorporated31 ManufacturingFinancial Exploitive Exploitation of Application Server

9/23/2022 UndeterminedCriminal Apex Capital Corp.48 Transportation and WarehousingFinancial Exploitive Exploitation of Application Server

9/23/2022 Sparta BlogCriminal Sercom Informatica SL54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

9/23/2022 UndeterminedCriminal Reidville Fire Department92 Public AdministrationFinancial Exploitive Exploitation of End Host

9/23/2022 UndeterminedCriminal RP Consulting SpA56 Administrative and Support and Waste Management and Remediation ServicesFinancial Exploitive Exploitation of Application Server

9/23/2022 UndeterminedCriminal Unidenified Vendor62 Health Care and Social AssistanceFinancial Mixed Data Attack

9/23/2022 IT Army of UkraineHacktivist NSPK 52 Finance and InsuranceProtest Disruptive External Denial of Services

9/22/2022 optusdata Criminal Optus 51 InformationFinancial Exploitive Exploitation of Application Server

9/22/2022 Mysterious Team BangladeshHacktivist Government Organizations in India92 Public AdministrationProtest Disruptive External Denial of Service

9/22/2022 Desorden Criminal PT CARE TECHNOLOGIES54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

9/22/2022 Everest Criminal Argentina's Ministry of Economy92 Public AdministrationFinancial Exploitive Exploitation of Application Server

9/22/2022 LockBit 3.0Criminal Your Private Italy 71 Arts, Entertainment, and RecreationFinancial Mixed Data Attack

9/22/2022 UndeterminedCriminal Berkshire Farm Center & Services for Youth62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

9/22/2022 UndeterminedCriminal GATE Petroleum Company21 Mining, Quarrying, and Oil and Gas ExtractionFinancial Exploitive Undetermined

9/22/2022 IT Army of UkraineHacktivist Moscow Stock Exchange52 Finance and InsuranceProtest Disruptive External Denial of Services

9/21/2022 UndeterminedCriminal Hampton Public Library92 Public AdministrationUndeterminedDisruptive External Denial of Service



9/21/2022 UndeterminedCriminal Circles of Care 62 Health Care and Social AssistanceFinancial Exploitive Undetermined

9/21/2022 Anonymous RussiaHacktivist Ukranian constructino company23 ConstructionProtest Disruptive External Denial of Services

9/21/2022 XakNet Hacktivist Ukrainian automobile manufacturing and service company31 ManufacturingProtest Exploitive Undetermined

9/21/2022 UndeterminedCriminal Pulkovo Airport 48 Transportation and WarehousingProtest Disruptive Message Manipulation

9/20/2022 UndeterminedCriminal Wintermute 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

9/20/2022 UndeterminedCriminal 2K 71 Arts, Entertainment, and RecreationFinancial Exploitive Exploitation of Network Infrastructure

9/20/2022 AnonymousHacktivist Several websites in Iran, including for the central bank and the national government portal and state-owned media sites92 Public AdministrationProtest Disruptive External Denial of Service

9/20/2022 Everest Criminal Government of Brazil92 Public AdministrationFinancial Mixed Data Attack

9/20/2022 Hive Criminal Sigmund Software54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack,Exploitation of Application Server

9/20/2022 UndeterminedCriminal South Redford School District61 Educational ServicesFinancial Mixed Data Attack

9/20/2022 UndeterminedCriminal Scholars' Education Trust61 Educational ServicesFinancial Mixed Data Attack

9/20/2022 ALPHVM Criminal Deutscher Caritasverband62 Health Care and Social AssistanceFinancial Mixed Data Attack

9/20/2022 Anonymous RussiaHacktivist Kyiv-based news agency51 InformationProtest Disruptive External Denial of Services

9/19/2022 UndeterminedCriminal Turkish branch of Harvard Business Review51 InformationFinancial Mixed Data Attack

9/19/2022 Ukraine IT ArmyHacktivist Wagner group 56 Administrative and Support and Waste Management and Remediation ServicesProtest Exploitive Exploitation of Application Server

9/19/2022 UndeterminedCriminal redONE Network Sdn Bhd51 InformationFinancial Exploitive Exploitation of Application Server

9/19/2022 IT Army of UkraineHacktivist SuperJob 56 Administrative and Support and Waste Management and Remediation ServicesProtest Disruptive External Denial of Services

9/18/2022 TeaPots Hobbyist Rockstar Games 71 Arts, Entertainment, and RecreationUndeterminedExploitive Exploitation of Application Server

9/18/2022 People's CyberArmyHacktivist Russia's anti-war committee81 Other Services (except Public Administration)Protest Disruptive External Denial of Services

9/18/2022 People's CyberArmyHacktivist Veterano Pizza 72 Accommodation and Food ServicesProtest Disruptive External Denial of Services

9/18/2022 People's CyberArmyHacktivist Ukranian tax portal92 Public AdministrationProtest Disruptive External Denial of Services

9/18/2022 NoName057(16)Hacktivist Polish tax portal 92 Public AdministrationProtest Disruptive External Denial of Services

9/18/2022 NoName057(16)Hacktivist Latvian Central Agency for Finance and Contracts92 Public AdministrationProtest Disruptive External Denial of Services

9/18/2022 NoName057(16)Hacktivist Bydgoszcz Airport 48 Transportation and WarehousingProtest Disruptive External Denial of Services

9/18/2022 NoName057(16)Hacktivist BILKOM.pl 48 Transportation and WarehousingProtest Disruptive External Denial of Services

9/17/2022 UndeterminedCriminal Ethos Technologies52 Finance and InsuranceUndeterminedExploitive Undetermined

9/17/2022 UndeterminedCriminal Five Guys Enterprises72 Accommodation and Food ServicesUndeterminedExploitive Undetermined

9/16/2022 TeaPots Hobbyist Uber 48 Transportation and WarehousingUndeterminedExploitive Exploitation of Application Server

9/16/2022 UndeterminedCriminal American Airlines 48 Transportation and WarehousingFinancial Exploitive Exploitation of Application Server

9/16/2022 UndeterminedCriminal Starbucks Singapore72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Application Server

9/16/2022 UndeterminedCriminal Berry, Dunn, McNeil & Parker56 Administrative and Support and Waste Management and Remediation ServicesFinancial Exploitive Exploitation of End Host

9/16/2022 UndeterminedCriminal Country Doctor Community Clinic62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

9/16/2022 LockBit 3.0Criminal Independence 56 Administrative and Support and Waste Management and Remediation ServicesFinancial Mixed Data Attack

9/16/2022 LockBit 3.0Criminal Quintal 31 ManufacturingFinancial Mixed Data Attack

9/16/2022 LockBit 3.0Criminal Makler 52 Finance and InsuranceFinancial Mixed Data Attack

9/16/2022 LockBit 3.0Criminal Software Line 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

9/16/2022 Stormous Hacktivist University Roma Tor Vergata61 Educational ServicesFinancial Mixed Data Attack

9/16/2022 UndeterminedCriminal Commonwealth Care Alliance of California ("CCA Health California")62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

9/16/2022 Anonymous RussiaHacktivist Russian social media site51 InformationProtest Disruptive External Denial of Services

9/16/2022 IT Army of UkraineHacktivist Exist.ru 42 Wholesale TradeProtest Disruptive External Denial of Services

9/15/2022 UndeterminedCriminal Twitter account of the Italian Ministry of Ecological Transition92 Public AdministrationUndeterminedDisruptive Message Manipulation

9/15/2022 UndeterminedCriminal Undisclosed organization in Europe99 UndeterminedFinancial Disruptive External Denial of Service

9/15/2022 UndeterminedCriminal Neurology Center of Nevada (NCNV)62 Health Care and Social AssistanceFinancial Mixed Data Attack

9/15/2022 UndeterminedCriminal Bank of Eastern Oregon52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

9/15/2022 People's CyberArmyHacktivist Plast ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬" National Scout Organization of Ukraine81 Other Services (except Public Administration)Protest Disruptive External Denial of Services

9/15/2022 People's CyberArmyHacktivist Water Utility of Kryvyi Rih92 Public AdministrationProtest Disruptive External Denial of Services

9/14/2022 UndeterminedCriminal Seesaw 51 InformationUndeterminedExploitive Exploitation of Network Infrastructure

9/14/2022 UndeterminedCriminal Medical Associates of the Lehigh Valley (MATLV)62 Health Care and Social AssistanceFinancial Mixed Data Attack

9/14/2022 UndeterminedCriminal M.C. Dean 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

9/14/2022 RansomHouseCriminal IPCA Laboratories54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

9/14/2022 LockBit 3.0Criminal InSpecs EyeWear 31 ManufacturingFinancial Mixed Data Attack

9/14/2022 LockBit 3.0Criminal Comision Nacional de AcreditaciÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Â³n in Chile (CNA)92 Public AdministrationFinancial Mixed Data Attack

9/14/2022 GhostSec Hacktivist Israeli ICS 22 Utilities Protest Disruptive Physical Attack

9/14/2022 People's CyberArmyHacktivist Executive Committee of the Krivoy Rog Rada City Council92 Public AdministrationProtest Disruptive External Denial of Services

9/14/2022 People's CyberArmyHacktivist Kyiv taxi service 48 Transportation and WarehousingProtest Disruptive External Denial of Services



9/14/2022 People's CyberArmyHacktivist Kyiv central bus station48 Transportation and WarehousingProtest Disruptive External Denial of Services

9/13/2022 Karakurt Criminal Davenport Community Schools61 Educational ServicesFinancial Mixed Data Attack

9/13/2022 UndeterminedCriminal Legislatura CABA (Legislature of Buenos Aires)92 Public AdministrationFinancial Mixed Data Attack

9/13/2022 UndeterminedCriminal City Furniture 44 Retail TradeFinancial Exploitive Exploitation of Application Server

9/13/2022 UndeterminedCriminal Instituto De Desarrollo Profesional (IDEPRO)92 Public AdministrationFinancial Exploitive Exploitation of Application Server

9/13/2022 IT Army of UkraineHacktivist Otkrytie 52 Finance and InsuranceProtest Disruptive External Denial of Services

9/13/2022 People's CyberArmyHacktivist Rudana 51 InformationProtest Disruptive External Denial of Services

9/13/2022 NoName057(16)Hacktivist Kiev National University of Trade and Economics61 Educational ServicesProtest Disruptive Message Manipulation

9/13/2022 UndeterminedCriminal Brussels Morning Newspaper51 InformationUndeterminedDisruptive Undetermined

9/12/2022 UndeterminedCriminal YouTube channel of Scuba Jake81 Other Services (except Public Administration)Financial Exploitive Exploitation of End Host

9/12/2022 Phoenix Hacktivist Japan Petroleum Association31 ManufacturingProtest Disruptive External Denial of Services

9/12/2022 HaydamakiHacktivist 7avto 31 ManufacturingProtest Disruptive External Denial of Services

9/11/2022 Hdr0 Hacktivist Channel One Russia51 InformationProtest Disruptive Message Manipulation

9/11/2022 Daixin TeamCriminal Oakbend Medical Center62 Health Care and Social AssistanceFinancial Mixed Data Attack

9/11/2022 National Security AgencyNation-StateNorthwestern Polytechnical University61 Educational ServicesPolitical-EspionageExploitive Exploitation of Application Server

9/11/2022 UndeterminedCriminal Suffolk County 92 Public AdministrationFinancial Mixed Data Attack

9/11/2022 Hdr0 Hacktivist Russia-24 51 InformationProtest Disruptive Message Manipulation

9/11/2022 Hdr0 Hacktivist Russia-1 51 InformationProtest Disruptive Message Manipulation

9/11/2022 UndeterminedCriminal Doctors' Center Hospital62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

9/11/2022 NoName057(16)Hacktivist Estonian Parliment92 Public AdministrationProtest Disruptive External Denial of Services

9/11/2022 NoName057(16)Hacktivist Paskolubrokeris 52 Finance and InsuranceProtest Disruptive External Denial of Services

9/11/2022 Phoenix Hacktivist US unmanned aerial vehicle manufacturer31 ManufacturingProtest Disruptive External Denial of Services

9/11/2022 People's CyberArmyHacktivist Ukrainian national company servicing the railways48 Transportation and WarehousingProtest Disruptive External Denial of Services

9/11/2022 NoName057(16)Hacktivist Kaunas Airport 48 Transportation and WarehousingProtest Disruptive External Denial of Services

9/11/2022 AnonymousX777ZHacktivist German news agency51 InformationProtest Disruptive External Denial of Services

9/11/2022 IT Army of UkraineHacktivist Drom 42 Wholesale TradeProtest Disruptive External Denial of Services

9/11/2022 Phoenix Hacktivist Japan Atomic Industrial Forum56 Administrative and Support and Waste Management and Remediation ServicesProtest Disruptive External Denial of Services

9/11/2022 Phoenix Hacktivist Japan Industrial Safety and Health Association56 Administrative and Support and Waste Management and Remediation ServicesProtest Disruptive External Denial of Services

9/11/2022 Phoenix Hacktivist Japan National Center for Global Health and Medicine62 Health Care and Social AssistanceProtest Disruptive External Denial of Services

9/10/2022 UndeterminedCriminal Parliamentary Assembly of Bosnia and Herzegovina92 Public AdministrationFinancial Mixed Data Attack

9/10/2022 UndeterminedCriminal Albanian Total Information Management System92 Public AdministrationSabotage Disruptive Data Attack

9/10/2022 UndeterminedCriminal Revolut 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

9/10/2022 UndeterminedCriminal Black, Gould & Associates, Inc.52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

9/10/2022 NoName057(16)Hacktivist Warsaw Frederic Chopin Airport48 Transportation and WarehousingProtest Disruptive External Denial of Services

9/10/2022 People's CyberArmyHacktivist SHOTAM 51 InformationProtest Disruptive External Denial of Services

9/9/2022 UndeterminedCriminal Aarti Drugs 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

9/9/2022 UndeterminedCriminal Henderson & Walton Women's Center62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

9/9/2022 UndeterminedCriminal NorthStar Healthcare Consulting54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of End Host

9/9/2022 UndeterminedCriminal One Medical 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

9/9/2022 LockBit 3.0Criminal La Calera Agricola72 Accommodation and Food ServicesFinancial Mixed Data Attack

9/9/2022 UndeterminedCriminal Polsinelli PC 54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server

9/9/2022 People's CyberArmyHacktivist Ministry of Infrastructure of Ukraine92 Public AdministrationProtest Disruptive External Denial of Services

9/9/2022 People's CyberArmyHacktivist National Commission in the Regulation of Energy92 Public AdministrationProtest Disruptive External Denial of Services

9/9/2022 Anonymous RussiaHacktivist Website of the President of Ukraine92 Public AdministrationProtest Disruptive Message Manipulation

9/8/2022 UndeterminedCriminal Armed Forces General Staff agency of Portugal (EMGFA)92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

9/8/2022 Avos LockerCriminal Savannah College of Art and Design (SCAD)61 Educational ServicesFinancial Mixed Data Attack

9/8/2022 UndeterminedCriminal Eurocell 31 ManufacturingFinancial Exploitive Exploitation of Application Server

9/8/2022 UndeterminedCriminal DaVita 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

9/8/2022 UndeterminedCriminal Wilson's Gun Shop31 ManufacturingFinancial Exploitive Exploitation of Application Server

9/8/2022 Snatch Criminal Stratford University61 Educational ServicesFinancial Mixed Data Attack

9/8/2022 UndeterminedCriminal Codelco 21 Mining, Quarrying, and Oil and Gas ExtractionFinancial Exploitive Exploitation of Application Server

9/8/2022 UndeterminedCriminal New Free DAO 52 Finance and InsuranceFinancial Exploitive Undetermined

9/8/2022 UndeterminedCriminal Teknozone 44 Retail TradeFinancial Exploitive Exploitation of Application Server

9/8/2022 UndeterminedCriminal Thoro Bicycles 44 Retail TradeFinancial Exploitive Exploitation of Application Server

9/8/2022 UndeterminedCriminal New York-Presbyterian Hospital62 Health Care and Social AssistanceFinancial Exploitive Undetermined



9/8/2022 HaydamakiHacktivist 15am.RU 31 ManufacturingProtest Disruptive External Denial of Services

9/7/2022 Quilin Criminal Lojas Torra 44 Retail TradeFinancial Disruptive Data Attack

9/7/2022 UndeterminedCriminal Cobalt Strike servers operated by former members of the Conti ransomware gang81 Other Services (except Public Administration)Protest Disruptive External Denial of Service

9/7/2022 UndeterminedCriminal Canarbino 22 Utilities Financial UndeterminedUndetermined

9/7/2022 Killnet Hacktivist Unidentified Government ministry #192 Public AdministrationProtest Disruptive External Denial of Service

9/7/2022 Bjorka Criminal General Elections Commission of Indonesia92 Public AdministrationFinancial Exploitive Exploitation of Application Server

9/7/2022 BianLian Criminal Alegria Family Services (AFS)62 Health Care and Social AssistanceFinancial Mixed Data Attack

9/7/2022 UndeterminedCriminal Municipality of Ourique92 Public AdministrationFinancial Mixed Data Attack

9/7/2022 UndeterminedCriminal Avalanche blockchain52 Finance and InsuranceFinancial Exploitive Undetermined

9/7/2022 Killnet Hacktivist Unidentified Government ministry #292 Public AdministrationProtest Disruptive External Denial of Service

9/7/2022 Killnet Hacktivist Unidentified Government ministry #392 Public AdministrationProtest Disruptive External Denial of Service

9/7/2022 Killnet Hacktivist Unidentified Government ministry #492 Public AdministrationProtest Disruptive External Denial of Service

9/7/2022 UndeterminedCriminal DOCS Medical Group62 Health Care and Social AssistanceFinancial Disruptive Data Attack

9/7/2022 UndeterminedCriminal AAA Collections (Advanced Asset Alliance)52 Finance and InsuranceFinancial Exploitive Undetermined

9/7/2022 UndeterminedCriminal Order Express, Inc.48 Transportation and WarehousingUndeterminedExploitive Undetermined

9/7/2022 Lorenz Criminal Laddawn Inc. 31 ManufacturingFinancial Mixed Data Attack

9/6/2022 UndeterminedCriminal Go-Ahead 48 Transportation and WarehousingFinancial UndeterminedUndetermined

9/6/2022 UndeterminedCriminal Stern Cardiovascular Foundation (SCF)62 Health Care and Social AssistanceFinancial Mixed Data Attack

9/6/2022 IT Army of UkraineHacktivist Gazprombank 52 Finance and InsuranceProtest Disruptive External Denial of Services

9/6/2022 People's CyberArmyHacktivist Strateg 31 ManufacturingProtest Disruptive External Denial of Services

9/5/2022 Couple from VietnamHobbyist InterContinental Hotels Group PLC (AKA IHG Hotels & Resorts)72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Application Server

9/5/2022 UndeterminedCriminal Salud Family Health62 Health Care and Social AssistanceFinancial Exploitive Undetermined

9/5/2022 People's CyberArmyHacktivist freelance.ua 92 Public AdministrationProtest Disruptive External Denial of Services

9/4/2022 GhostSec Hacktivist Undetermined 48 Transportation and WarehousingProtest Exploitive Exploitation of Network Infrastructure

9/4/2022 UndeterminedCriminal Mossad chief David Barnea81 Other Services (except Public Administration)Protest Exploitive Exploitation of End Host

9/4/2022 Vice SocietyCriminal Los Angeles Unified School District (LAUSD)61 Educational ServicesFinancial Mixed Data Attack

9/4/2022 NoName057(16)Hacktivist TIROLA 48 Transportation and WarehousingProtest Disruptive External Denial of Services

9/4/2022 NoName057(16)Hacktivist Licatrans 48 Transportation and WarehousingProtest Disruptive External Denial of Services

9/4/2022 People's CyberArmyHacktivist Nikolaev cable television51 InformationProtest Disruptive External Denial of Services

9/4/2022 Red Hackers AllianceHacktivist Apravda 51 InformationProtest Disruptive External Denial of Services

9/4/2022 IT Army of UkraineHacktivist Gazeta.Ru 51 InformationProtest Disruptive External Denial of Services

9/3/2022 AgainstTheWestHacktivist TikTok 54 Professional, Scientific, and Technical ServicesProtest Exploitive Exploitation of Application Server

9/3/2022 RansomEXXCriminal National Fund for Educational Development (FNDE)92 Public AdministrationFinancial Mixed Data Attack

9/3/2022 Kelvin SecurityCriminal Undisclosed retailer44 Retail TradeFinancial Exploitive Exploitation of Application Server

9/3/2022 AgainstTheWestHacktivist WeChat 54 Professional, Scientific, and Technical ServicesProtest Exploitive Exploitation of Application Server

9/3/2022 RansomEXXCriminal Fundo Nacional de Desenvolvimento da EducaÃƒÂƒÃ‚Â§ÃƒÂƒÃ‚Â£o92 Public AdministrationFinancial Mixed Data Attack

9/3/2022 People's CyberArmyHacktivist Ukranian National News51 InformationProtest Disruptive External Denial of Services

9/3/2022 People's CyberArmyHacktivist Ebashim 72 Accommodation and Food ServicesProtest Disruptive External Denial of Services

9/2/2022 AnonymousHacktivist Yandex Taxi 48 Transportation and WarehousingProtest Disruptive Message Manipulation

9/2/2022 UndeterminedCriminal Bardstown Connect51 InformationFinancial Mixed Data Attack

9/2/2022 UndeterminedCriminal CBC Group (CBC)44 Retail TradeFinancial Exploitive Exploitation of Application Server

9/2/2022 Desorden Criminal Boga Group 72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Application Server

9/2/2022 Two individualsCriminal Rug Pull Finder 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

9/2/2022 UndeterminedCriminal Old Point National Bank52 Finance and InsuranceFinancial Exploitive Exploitation of End Host

9/2/2022 UndeterminedCriminal FoundCare 62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of End Host

9/2/2022 People's CyberArmyHacktivist City of Odessa 92 Public AdministrationProtest Disruptive External Denial of Services

9/1/2022 REvil Criminal Midea Group 31 ManufacturingFinancial Mixed Data Attack

9/1/2022 Bjorka Criminal Undisclosed organization99 UndeterminedFinancial Exploitive Exploitation of Application Server

9/1/2022 UndeterminedCriminal Native American Rehabilitation Association of the Northwest (NARA NW)62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Host

9/1/2022 FSB 18thÃƒÂƒ'ÃƒÂ‚Ã‚Â Center for Information Security (Berserk Bear)Nation-StateUkrainian-based organizations92 Public AdministrationPolitical-EspionageExploitive Exploitation of Network Infrastructure

9/1/2022 AnonymousHacktivist Yandex 51 InformationProtest Disruptive Physical Attack

9/1/2022 IT Army of UkraineHacktivist Crimean news agencies51 InformationProtest Disruptive Message Manipulation

9/1/2022 UndeterminedCriminal Apria Healthcare 62 Health Care and Social AssistanceFinancial Exploitive

8/31/2022 ALPHVM Criminal Eni 22 Utilities Financial Mixed Data Attack

8/31/2022 Karakurt Criminal International Centre for Migration Policy Development (ICMPD)81 Other Services (except Public Administration)Financial Exploitive



8/31/2022 UndeterminedCriminal Platinum Performance31 ManufacturingFinancial Exploitive Exploitation of End Host

8/31/2022 Hive Criminal NCG Medical 62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

8/31/2022 UndeterminedCriminal Alta Forest Products31 ManufacturingFinancial Exploitive Exploitation of Application Server

8/31/2022 UndeterminedCriminal Russian mayor's offices and courts92 Public AdministrationFinancial Mixed Data Attack

8/31/2022 People's CyberArmyHacktivist Free Russia Congress92 Public AdministrationProtest Disruptive External Denial of Services

8/30/2022 Quilin Criminal Emtelco 54 Professional, Scientific, and Technical ServicesFinancial Disruptive Data Attack

8/30/2022 UndeterminedCriminal Michigan Medicine62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Host

8/30/2022 UndeterminedCriminal Regions Hospital 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

8/30/2022 UndeterminedCriminal Liz Truss 92 Public AdministrationPolitical-EspionageExploitive Exploitation of End Host

8/30/2022 UndeterminedCriminal Overby-Seawell Company (OSC)52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

8/30/2022 UndeterminedCriminal Northern Trust Corporation52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

8/30/2022 LockBit 3.0Criminal Comune di Gorizia (Municipality of Gorizia)92 Public AdministrationFinancial Mixed Data Attack

8/30/2022 UndeterminedCriminal Meriplex Communications51 InformationFinancial Exploitive Exploitation of Application Server

8/30/2022 UndeterminedCriminal Turto Bank 52 Finance and InsuranceUndeterminedDisruptive External Denial of Services

8/30/2022 UndeterminedCriminal Ethan Health 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Host

8/29/2022 ALPHVM Criminal Gestore dei Servizi Energetici SpA (GSE)22 Utilities Financial Mixed Data Attack

8/29/2022 UndeterminedCriminal Kiwi Farms 81 Other Services (except Public Administration)Protest Disruptive External Denial of Service

8/29/2022 UndeterminedCriminal Multinational company in India31 ManufacturingFinancial Exploitive Exploitation of End Host

8/29/2022 UndeterminedCriminal City of Lexington 92 Public AdministrationFinancial Exploitive Exploitation of End Host

8/29/2022 UndeterminedCriminal SCA Pharmaceuticals54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

8/29/2022 UndeterminedCriminal Donlen Corporation52 Finance and InsuranceFinancial Disruptive Data Attack

8/29/2022 UndeterminedCriminal Ellington Management Group52 Finance and InsuranceFinancial Exploitive Exploitation of End Host

8/29/2022 BlackByte Criminal Grande Stevens Law Firm54 Professional, Scientific, and Technical ServicesFinancial Disruptive Data Attack

8/29/2022 UndeterminedCriminal Franklin College. 61 Educational ServicesFinancial Exploitive Exploitation of Application Server

8/29/2022 UndeterminedCriminal City of Wheat Ridge92 Public AdministrationFinancial Mixed Data Attack

8/29/2022 NoName057(16)Hacktivist Tele2 22 Utilities Protest Disruptive External Denial of Services

8/29/2022 NoName057(16)Hacktivist Telia 22 Utilities Protest Disruptive External Denial of Services

8/29/2022 NoName057(16)Hacktivist Pravex 52 Finance and InsuranceProtest Disruptive External Denial of Services

8/29/2022 NoName057(16)Hacktivist Accordbank 52 Finance and InsuranceProtest Disruptive External Denial of Services

8/29/2022 NoName057(16)Hacktivist Trust Capital 52 Finance and InsuranceProtest Disruptive External Denial of Services

8/29/2022 NoName057(16)Hacktivist Poltavabank 52 Finance and InsuranceProtest Disruptive External Denial of Services

8/29/2022 NoName057(16)Hacktivist DNB Banka 52 Finance and InsuranceProtest Disruptive External Denial of Services

8/28/2022 UndeterminedCriminal START 51 InformationFinancial Exploitive Exploitation of Application Server

8/28/2022 UndeterminedCriminal EmergeOrtho 62 Health Care and Social AssistanceFinancial Mixed Data Attack

8/28/2022 UndeterminedCriminal Ukranian marketplace42 Wholesale TradeProtest Exploitive Undetermined

8/28/2022 People's CyberArmyHacktivist Allo 42 Wholesale TradeProtest Disruptive External Denial of Services

8/28/2022 IT Army of UkraineHacktivist DNS 42 Wholesale TradeProtest Disruptive External Denial of Services

8/27/2022 UndeterminedCriminal Sernac (Chilean National Consumer Service)92 Public AdministrationFinancial Disruptive Data Attack

8/27/2022 IT Army of UkraineHacktivist MK 51 InformationProtest Disruptive External Denial of Services

8/26/2022 Cuba Criminal Montenegro government92 Public AdministrationFinancial Mixed Data Attack

8/26/2022 UndeterminedCriminal Chester Upland School District61 Educational ServicesFinancial Exploitive Exploitation of End Host

8/26/2022 UndeterminedCriminal New Hampshire Lottery71 Arts, Entertainment, and RecreationFinancial Disruptive External Denial of Service

8/26/2022 UndeterminedCriminal Nelnet Servicing 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

8/26/2022 Ragnar LockerCriminal TAP Air Portugal 48 Transportation and WarehousingFinancial Mixed Data Attack

8/26/2022 UndeterminedCriminal First Street Family Health62 Health Care and Social AssistanceFinancial Mixed Data Attack

8/26/2022 Vice SocietyCriminal FMC Family Medicine Centers62 Health Care and Social AssistanceFinancial Mixed Data Attack

8/26/2022 UndeterminedCriminal correos.gob.bo (Bolivian postal agency)92 Public AdministrationFinancial Exploitive Exploitation of Application Server

8/26/2022 UndeterminedCriminal Montenegran Institutions92 Public AdministrationUndeterminedDisruptive Undetermined

8/26/2022 IT Army of UkraineHacktivist Sputnik News Agency51 InformationProtest Disruptive External Denial of Services

8/26/2022 People's CyberArmyHacktivist Ukranian entertainment comapny71 Arts, Entertainment, and RecreationProtest Disruptive External Denial of Services

8/25/2022 UndeterminedCriminal LastPass 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of End Host

8/25/2022 UndeterminedCriminal Undisclosed sports corporation44 Retail TradeFinancial Exploitive Exploitation of End Host

8/25/2022 UndeterminedCriminal DoorDash 72 Accommodation and Food ServicesFinancial Exploitive Exploitation of End Host

8/25/2022 UndeterminedCriminal ThailandÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Â•s Department of Medical Sciences92 Public AdministrationFinancial Exploitive Exploitation of Application Server

8/25/2022 UndeterminedCriminal CorrectHealth 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Host



8/25/2022 UndeterminedCriminal Ancora Holdings Group52 Finance and InsuranceFinancial Exploitive Exploitation of End Host

8/25/2022 UndeterminedCriminal Valex Corporation 31 ManufacturingFinancial Mixed Data Attack

8/25/2022 Desorden Criminal PT JASAMARGA TOLLROAD OPERATOR (JMTO)48 Transportation and WarehousingFinancial Mixed Data Attack

8/25/2022 LockBit 3.0Criminal Don Serafino Ronchi62 Health Care and Social AssistanceFinancial Mixed Data Attack

8/25/2022 Hive Criminal New York Racing Association (NYRA)71 Arts, Entertainment, and RecreationFinancial Mixed Data Attack,Exploitation of Application Server

8/25/2022 2402team Hacktivist Right Line 52 Finance and InsuranceProtest Exploitive Undetermined

8/25/2022 IT Army of UkraineHacktivist TACC 51 InformationProtest Disruptive External Denial of Services

8/25/2022 NoName057(16)Hacktivist Latvian Eveseliba National Health System62 Health Care and Social AssistanceProtest Disruptive External Denial of Services

8/24/2022 UndeterminedCriminal Plex 51 InformationFinancial Exploitive Exploitation of Application Server

8/24/2022 Quantum Criminal Dominican Republic's Instituto Agrario Dominicano92 Public AdministrationFinancial Mixed Data Attack

8/24/2022 UndeterminedCriminal Securities and Exchange Commission of Pakistan (SECP)92 Public AdministrationFinancial UndeterminedUndetermined

8/24/2022 UndeterminedCriminal Northeast Rehabilitation Hospital Network62 Health Care and Social AssistanceFinancial UndeterminedUndetermined

8/24/2022 UndeterminedCriminal Gifted Healthcare 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Host

8/24/2022 UndeterminedCriminal Whitman-Hanson School District61 Educational ServicesFinancial UndeterminedUndetermined

8/24/2022 LockBit 3.0Criminal Studio Barba 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

8/24/2022 UndeterminedCriminal Warner Norcross & Judd54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

8/24/2022 IT Army of UkraineHacktivist Miranda Media 22 Utilities Protest Disruptive Undetermined

8/24/2022 NoName057(16)Hacktivist National School of the Judiciary and the Prosecutor's Office61 Educational ServicesProtest Disruptive External Denial of Services

8/23/2022 UndeterminedCriminal St. Amant Centre 62 Health Care and Social AssistanceFinancial Disruptive Data Attack

8/23/2022 UndeterminedCriminal QuickLaunch 54 Professional, Scientific, and Technical ServicesFinancial Disruptive External Denial of Service

8/23/2022 ALPHVM Criminal Accelya 54 Professional, Scientific, and Technical ServicesFinancial Disruptive Data Attack

8/23/2022 Donut LeaksCriminal Sando 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

8/23/2022 UndeterminedCriminal Baker & Taylor, 71 Arts, Entertainment, and RecreationFinancial Disruptive Data Attack

8/23/2022 UndeterminedCriminal Asl CittÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Â¶ di Torino (National Health of the City of Turin)62 Health Care and Social AssistanceFinancial Disruptive Data Attack

8/23/2022 UndeterminedCriminal Axel Royal 31 ManufacturingFinancial Exploitive Exploitation of Application Server

8/23/2022 UndeterminedCriminal CiCiÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Â•s Pizza72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Application Server

8/23/2022 UndeterminedCriminal Community Loan Servicing (CLS)52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

8/23/2022 UndeterminedCriminal Illinois K-12 School District61 Educational ServicesFinancial Exploitive Exploitation of End Host

8/23/2022 Vice SocietyCriminal Moon Area School District61 Educational ServicesFinancial Mixed Data Attack

8/23/2022 IT Army of UkraineHacktivist Right Line 52 Finance and InsuranceProtest Exploitive Undetermined

8/23/2022 Killnet Hacktivist Maldovan Tax Service92 Public AdministrationProtest Disruptive External Denial of Services

8/23/2022 NoName057(16)Hacktivist LDZ Apsardze 48 Transportation and WarehousingProtest Disruptive External Denial of Services

8/23/2022 NoName057(16)Hacktivist LatRailNet 48 Transportation and WarehousingProtest Disruptive External Denial of Services

8/23/2022 People's CyberArmyHacktivist Dnepr Credit Bank52 Finance and InsuranceProtest Disruptive External Denial of Services

8/23/2022 NoName057(16)Hacktivist LDZ Cargo 48 Transportation and WarehousingProtest Disruptive External Denial of Services

8/22/2022 UndeterminedCriminal California Department of Corrections and Rehabilitation (CDCR)92 Public AdministrationFinancial Exploitive Exploitation of Application Server

8/22/2022 UndeterminedCriminal Mansfield Independent School District61 Educational ServicesFinancial Disruptive Data Attack

8/22/2022 People's CyberArmyHacktivist Ibox Bank 52 Finance and InsuranceProtest Disruptive External Denial of Services

8/22/2022 IT Army of UkraineHacktivist Unistream 52 Finance and InsuranceProtest Disruptive External Denial of Services

8/22/2022 NoName057(16)Hacktivist Delfi 51 InformationProtest Disruptive External Denial of Services

8/22/2022 HaydamakiHacktivist Turandot Palace 72 Accommodation and Food ServicesProtest Disruptive External Denial of Services

8/22/2022 NoName057(16)Hacktivist Kinnisvara24 53 Real Estate and Rental and LeasingProtest Disruptive External Denial of Services

8/22/2022 UndeterminedCriminal Elmbrook School District61 Educational ServicesUndeterminedExploitive Exploitation of Application Server

8/21/2022 UndeterminedCriminal Costa Group 72 Accommodation and Food ServicesFinancial Exploitive Exploitation of End Host

8/21/2022 UndeterminedCriminal LockBit 81 Other Services (except Public Administration)Financial Disruptive External Denial of Service

8/21/2022 LockBit Criminal South Francilien Hospital Center (CHSF)62 Health Care and Social AssistanceFinancial Mixed Data Attack

8/21/2022 Bjorka Criminal IndiHome 51 InformationFinancial Exploitive Exploitation of Application Server

8/21/2022 NoName057(16)Hacktivist TET 22 Utilities Protest Disruptive External Denial of Services

8/21/2022 People's CyberArmyHacktivist Ukrainian Ministry of Digital Transformation92 Public AdministrationProtest Disruptive External Denial of Services

8/21/2022 People's CyberArmyHacktivist Crimean Platform 92 Public AdministrationProtest Disruptive External Denial of Services

8/20/2022 Ragnar LockerCriminal DESFA 22 Utilities Financial Mixed Data Attack

8/20/2022 UndeterminedCriminal Sierra College 61 Educational ServicesFinancial Disruptive Data Attack

8/20/2022 Hive Criminal Bell Technical Solutions (BTS)61 Educational ServicesFinancial Mixed Data Attack,Exploitation of Application Server

8/20/2022 NoName057(16)Hacktivist District Court of the city of Brodnitsa92 Public AdministrationProtest Disruptive External Denial of Services

8/19/2022 UndeterminedCriminal Whitworth University61 Educational ServicesFinancial Disruptive Data Attack



8/19/2022 UndeterminedCriminal Sferra Fine Linens31 ManufacturingFinancial Exploitive Exploitation of Application Server

8/19/2022 UndeterminedCriminal Holdcroft Motor Group44 Retail TradeFinancial Mixed Data Attack

8/19/2022 ALPHVM Criminal Fremont County 92 Public AdministrationFinancial Mixed Data Attack

8/19/2022 UndeterminedCriminal North DakotaÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Â•s Department of Workforce Safety & Insurance (WSI)92 Public AdministrationFinancial Exploitive Exploitation of End Host

8/19/2022 UndeterminedCriminal Prefeitura do Rio 92 Public AdministrationFinancial UndeterminedUndetermined

8/19/2022 Zarya Hacktivist Ukrainian administrative center92 Public AdministrationProtest Exploitive Undetermined

8/19/2022 NoName057(16)Hacktivist Supreme Court of Poland92 Public AdministrationProtest Disruptive External Denial of Services

8/19/2022 NoName057(16)Hacktivist District Court of the city of Limanow92 Public AdministrationProtest Disruptive External Denial of Services

8/19/2022 IT Army of UkraineHacktivist Central Bank of the Russian Federation52 Finance and InsuranceProtest Disruptive External Denial of Services

8/19/2022 People's CyberArmyHacktivist RUpor 51 InformationProtest Disruptive External Denial of Services

8/18/2022 Vice SocietyCriminal PROSOL 22 Utilities Financial Mixed Data Attack

8/18/2022 Vice SocietyCriminal Department of Indre-et-Loire99 UndeterminedFinancial Mixed Data Attack

8/18/2022 Killnet Hacktivist Government websites in Estonia92 Public AdministrationProtest Disruptive External Denial of Service

8/18/2022 Killnet Hacktivist ESTO AS 52 Finance and InsuranceProtest Disruptive External Denial of Service

8/18/2022 UndeterminedCriminal Undisclosed organization99 UndeterminedFinancial Disruptive External Denial of Service

8/18/2022 UndeterminedCriminal General Bytes 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

8/18/2022 UndeterminedCriminal Puerto RicoÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Â•s Oficina de Servicios Legislativos (Office of Legislative Services, OLS)92 Public AdministrationFinancial UndeterminedUndetermined

8/18/2022 UndeterminedCriminal Henderson & Walton WomenÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Â•s Center (HWWC)62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Host

8/18/2022 UndeterminedCriminal SF Fire Credit Union52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

8/18/2022 UndeterminedCriminal Newcourse Communications54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

8/18/2022 UndeterminedCriminal Lionel Holdings 31 ManufacturingFinancial Mixed Data Attack

8/18/2022 People's CyberArmyHacktivist freenationsrf 22 Utilities Protest Disruptive External Denial of Services

8/18/2022 NoName057(16)Hacktivist Supreme Administrative Court of Poland92 Public AdministrationProtest Disruptive External Denial of Services

8/18/2022 People's CyberArmyHacktivist Global Spirits 31 ManufacturingProtest Disruptive External Denial of Services

8/17/2022 Ransom HouseCriminal Comune di Reggello92 Public AdministrationFinancial Mixed Data Attack

8/17/2022 Ransom HouseCriminal Comune di Pelago92 Public AdministrationFinancial Mixed Data Attack

8/17/2022 Ransom HouseCriminal Comune di Rufina 92 Public AdministrationFinancial Mixed Data Attack

8/17/2022 Ransom HouseCriminal Comune di Londa 92 Public AdministrationFinancial Mixed Data Attack

8/17/2022 Ransom HouseCriminal Comune di Godenzo92 Public AdministrationFinancial Mixed Data Attack

8/17/2022 Ransom HouseCriminal Unione di Comuni Valdarno92 Public AdministrationFinancial Mixed Data Attack

8/17/2022 Ransom HouseCriminal Comune di Valdisieve92 Public AdministrationFinancial Mixed Data Attack

8/17/2022 Ransom HouseCriminal Comune di Pontassieve92 Public AdministrationFinancial Mixed Data Attack

8/17/2022 UndeterminedCriminal Peter Brasseler Holdings62 Health Care and Social AssistanceFinancial Disruptive Data Attack

8/17/2022 UndeterminedCriminal Calcium Products 31 ManufacturingFinancial Exploitive Exploitation of Application Server

8/17/2022 UndeterminedCriminal Forsyth County Medical Office92 Public AdministrationFinancial Exploitive Exploitation of End Host

8/17/2022 NoName057(16)Hacktivist Polish judicial courts92 Public AdministrationProtest Disruptive External Denial of Services

8/17/2022 People's CyberArmyHacktivist Dneprospetssal 31 ManufacturingProtest Disruptive External Denial of Services

8/17/2022 People's CyberArmyHacktivist LvivTeploEnergo 31 ManufacturingProtest Disruptive External Denial of Services

8/16/2022 Vice SocietyCriminal Consejo Superior de Investigaciones Cientificas92 Public AdministrationFinancial Mixed Data Attack

8/16/2022 Vice SocietyCriminal Vygon Spain 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

8/16/2022 PeopleÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Â•s Cyber ArmyHacktivist Energoatom 22 Utilities Sabotage Disruptive External Denial of Service

8/16/2022 UndeterminedCriminal Service By Medallion (SBM)81 Other Services (except Public Administration)Financial Exploitive Exploitation of End Host

8/16/2022 UndeterminedCriminal HanesBrands 31 ManufacturingFinancial Mixed Data Attack

8/16/2022 UndeterminedCriminal Aceitera General Deheza (AGD)31 ManufacturingFinancial Mixed Data Attack

8/16/2022 People's CyberArmyHacktivist Aweb 23 ConstructionProtest Disruptive External Denial of Services

8/16/2022 StudentCyberArmyHacktivist Russian regional administrations92 Public AdministrationProtest Disruptive External Denial of Services

8/16/2022 IT Army of UkraineHacktivist Russian political party92 Public AdministrationProtest Disruptive External Denial of Services

8/16/2022 Cyber PalyanitsaHacktivist Russian news agencies51 InformationProtest Disruptive External Denial of Services

8/16/2022 People's CyberArmyHacktivist Ukranian Institute of National Remembrance71 Arts, Entertainment, and RecreationProtest Disruptive External Denial of Services

8/16/2022 HaydamakiHacktivist 7-Tour 56 Administrative and Support and Waste Management and Remediation ServicesProtest Disruptive External Denial of Services

8/15/2022 UndeterminedCriminal Ascension St. Vincent's Coastal Cardiology62 Health Care and Social AssistanceFinancial Mixed Data Attack

8/15/2022 PLAY Criminal Argentina's Judiciary of CÃƒÂƒÃ†Â’'rdoba92 Public AdministrationFinancial Disruptive Data Attack

8/15/2022 Cl0p Criminal South Staffordshire Water22 Utilities Financial Mixed Data Attack

8/15/2022 UndeterminedCriminal DigitalOcean 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of End Host

8/15/2022 UndeterminedCriminal BlackByte 2.0 99 UndeterminedFinancial Mixed Data Attack



8/15/2022 UndeterminedCriminal San Diego American Indian Health Center (SDAIHC)62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

8/15/2022 UndeterminedCriminal Florida Springs Surgery Center62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Host

8/15/2022 LV Criminal Elefondati 54 Professional, Scientific, and Technical ServicesFinancial Disruptive Data Attack

8/15/2022 UndeterminedCriminal Clark Patterson Lee (CPL)54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

8/15/2022 UndeterminedCriminal United HealthCare Services52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

8/15/2022 Hive Criminal Damart 31 ManufacturingFinancial Mixed Data Attack,Exploitation of Application Server

8/15/2022 UndeterminedCriminal Eagle Mountain City92 Public AdministrationFinancial Exploitive Exploitation of End Host

8/15/2022 NoName057(16)Hacktivist Vizia Microfinance52 Finance and InsuranceProtest Disruptive External Denial of Services

8/15/2022 NoName057(16)Hacktivist Banknote lv 52 Finance and InsuranceProtest Disruptive External Denial of Services

8/15/2022 NoName057(16)Hacktivist Delfin Group 52 Finance and InsuranceProtest Disruptive External Denial of Services

8/15/2022 NoName057(16)Hacktivist West Kredit 52 Finance and InsuranceProtest Disruptive External Denial of Services

8/14/2022 SilverTerrierCriminal Empresa Nacional del PetrÃƒÂƒÃ†Â’'leo (ENAP)21 Mining, Quarrying, and Oil and Gas ExtractionFinancial Exploitive Exploitation of End Host

8/14/2022 UndeterminedCriminal Dyersburg Family Walk-In Clinic62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

8/14/2022 Anonymous RussiaHacktivist PEOPLEnet 22 Utilities Protest Disruptive External Denial of Services

8/14/2022 NoName057(16)Hacktivist Bite 22 Utilities Protest Disruptive External Denial of Services

8/14/2022 Phoenix Hacktivist Danish Institutions81 Other Services (except Public Administration)Protest Disruptive External Denial of Services

8/14/2022 NoName057(16)Hacktivist LespÃƒÂƒ""ju KredÃƒÂƒ""ts52 Finance and InsuranceProtest Disruptive External Denial of Services

8/14/2022 NoName057(16)Hacktivist Association of Non-Banking Commercial Services of Latvia52 Finance and InsuranceProtest Disruptive External Denial of Services

8/14/2022 NoName057(16)Hacktivist PKP Cargo 48 Transportation and WarehousingProtest Disruptive External Denial of Services

8/14/2022 NoName057(16)Hacktivist Dagsa 48 Transportation and WarehousingProtest Disruptive External Denial of Services

8/14/2022 IT Army of UkraineHacktivist Russian news agencies51 InformationProtest Disruptive External Denial of Services

8/14/2022 People's CyberArmyHacktivist Prom 42 Wholesale TradeProtest Disruptive External Denial of Services

8/14/2022 HaydamakiHacktivist Russian tour agency56 Administrative and Support and Waste Management and Remediation ServicesProtest Disruptive External Denial of Services

8/13/2022 UndeterminedCriminal CS.MONEY 71 Arts, Entertainment, and RecreationFinancial Exploitive Exploitation of End Host

8/13/2022 UndeterminedCriminal BharatPay 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

8/13/2022 NoName057(16)Hacktivist Association of Latvian payment services and electronic money institutions52 Finance and InsuranceProtest Disruptive External Denial of Services

8/12/2022 pompompurinCriminal ShitExpress 81 Other Services (except Public Administration)Financial Exploitive Exploitation of Application Server

8/12/2022 UndeterminedCriminal Mailchimp 54 Professional, Scientific, and Technical ServicesFinancial UndeterminedUndetermined

8/12/2022 UndeterminedCriminal Conifer Health Solutions62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Host

8/12/2022 UndeterminedCriminal Overlake Medical Center & Clinics62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Host

8/12/2022 UndeterminedCriminal Onyx Technologies54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

8/12/2022 XJP Criminal COVID health mobile app run by the city of Shanghai62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

8/12/2022 UndeterminedCriminal Presidency of Moldova92 Public AdministrationPolitical-EspionageExploitive Exploitation of Application Server

8/12/2022 UndeterminedCriminal MorrieÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Â•s Auto Group44 Retail TradeFinancial Exploitive Exploitation of Application Server

8/12/2022 UndeterminedCriminal Vitra Health 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

8/12/2022 IT Army of UkraineHacktivist Russian video conferencing products22 Utilities Protest Disruptive External Denial of Services

8/11/2022 Killnet Hacktivist Lockheed Martin 31 ManufacturingProtest Exploitive Undetermined

8/11/2022 Killnet Hacktivist Website of LatviaÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Â•s parliament92 Public AdministrationProtest Disruptive External Denial of Service

8/11/2022 UndeterminedCriminal Lee County Emergency Medical Services62 Health Care and Social AssistanceFinancial Exploitive Undetermined

8/11/2022 UndeterminedCriminal Unknown credit agency52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

8/11/2022 UndeterminedCriminal iPay88 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

8/11/2022 UndeterminedCriminal Ypsilanti Community Utilities Authority92 Public AdministrationFinancial Mixed Data Attack

8/11/2022 UndeterminedCriminal MJH Life Sciences (MJH)51 InformationFinancial Exploitive Exploitation of Application Server

8/11/2022 UndeterminedCriminal Blume Global 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

8/11/2022 UndeterminedCriminal Yale Medicine 62 Health Care and Social AssistanceFinancial Disruptive Data Attack

8/11/2022 HaydamakiHacktivist Baunti Omsk 56 Administrative and Support and Waste Management and Remediation ServicesProtest Disruptive External Denial of Services

8/10/2022 Initial access broker (IAB) with ties to the UNC2447 cyber crime gang, Lapsus$ threat actor group, and Yanluowang ransomware operators.Criminal Cisco 51 InformationFinancial Exploitive Exploitation of End Host

8/10/2022 UndeterminedCriminal Butler County Health Care Center62 Health Care and Social AssistanceFinancial UndeterminedUndetermined

8/10/2022 RansomHouseCriminal Municipalities of Valdisieve and Valdarno92 Public AdministrationFinancial Disruptive Data Attack

8/10/2022 Daixin TeamCriminal Ista International 54 Professional, Scientific, and Technical ServicesFinancial Disruptive Data Attack

8/10/2022 UndeterminedCriminal Sumiwa Koun Co. 48 Transportation and WarehousingFinancial Disruptive Data Attack

8/10/2022 UndeterminedCriminal Peruvian Congress of the Republic92 Public AdministrationFinancial Disruptive Message Manipulation

8/10/2022 ViktorLustigCriminal University of Kashmir61 Educational ServicesFinancial Exploitive Exploitation of Application Server

8/10/2022 UndeterminedCriminal NAF, Inc. 61 Educational ServicesFinancial UndeterminedUndetermined

8/10/2022 UndeterminedCriminal Legacy Supply Chain Services48 Transportation and WarehousingFinancial Exploitive Exploitation of Application Server



8/10/2022 Anonymous RussiaHacktivist Security Service of Ukraine92 Public AdministrationProtest Disruptive External Denial of Services

8/10/2022 UndeterminedCriminal LETA 51 InformationUndeterminedDisruptive External Denial of Services

8/9/2022 UndeterminedCriminal Cloudflare 51 InformationFinancial Exploitive Exploitation of End Host

8/9/2022 NoName057(16)Hacktivist Finland's parliament92 Public AdministrationProtest Disruptive External Denial of Service

8/9/2022 UndeterminedCriminal Cloudflare 51 InformationFinancial Exploitive Exploitation of End Host

8/9/2022 UndeterminedCriminal Curve Finance 52 Finance and InsuranceFinancial Exploitive Exploitation of End Host

8/9/2022 UndeterminedCriminal Bombardier Recreational Products (BRP)31 ManufacturingFinancial Disruptive Data Attack

8/9/2022 UndeterminedCriminal Simon-Marius-Gymnasium61 Educational ServicesFinancial Disruptive Data Attack

8/9/2022 UndeterminedCriminal Atsugishi Fishery Cooperative Association81 Other Services (except Public Administration)Financial Exploitive Exploitation of Application Server

8/9/2022 UndeterminedCriminal Judicial Poder of Quintana Roo92 Public AdministrationFinancial Disruptive Data Attack

8/9/2022 UndeterminedCriminal Texas Meter & Device Company (TMD)22 Utilities Financial Exploitive Undetermined

8/9/2022 Killnet Hacktivist Ilga 23 ConstructionProtest Disruptive External Denial of Services

8/9/2022 People's CyberArmyHacktivist Ministry of Economy of Ukraine92 Public AdministrationProtest Disruptive External Denial of Services

8/9/2022 Phoenix Hacktivist British Hospitals 62 Health Care and Social AssistanceProtest Disruptive External Denial of Services

8/8/2022 UndeterminedCriminal 7-Eleven 44 Retail TradeFinancial Disruptive Data Attack

8/8/2022 UndeterminedCriminal Klaviyo 81 Other Services (except Public Administration)Financial Exploitive Exploitation of End Host

8/8/2022 UndeterminedCriminal Columbia River Mental Health Services (CRMHS)62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Host

8/8/2022 UndeterminedCriminal Bulgarian Food Safety Agency (BFSA)92 Public AdministrationFinancial Disruptive External Denial of Service

8/8/2022 UndeterminedCriminal eCapital Corp. 52 Finance and InsuranceFinancial Exploitive Undetermined

8/8/2022 UndeterminedCriminal 7-Eleven 44 Retail TradeFinancial Disruptive Data Attack

8/8/2022 UndeterminedCriminal Klaviyo 81 Other Services (except Public Administration)Financial Exploitive Exploitation of End Host

8/8/2022 UndeterminedCriminal Columbia River Mental Health Services (CRMHS)62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Host

8/8/2022 UndeterminedCriminal Bulgarian Food Safety Agency (BFSA)92 Public AdministrationFinancial Disruptive External Denial of Service

8/8/2022 UndeterminedCriminal CÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Â¤mara Municipal de Teresina92 Public AdministrationFinancial Disruptive Undetermined

8/8/2022 UndeterminedCriminal eCapital Corp. 52 Finance and InsuranceFinancial Exploitive Undetermined

8/8/2022 Hive Criminal Tift Regional Medical Center62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

8/8/2022 IT Army of UkraineHacktivist TrueConf 51 InformationProtest Disruptive External Denial of Services

8/8/2022 People's CyberArmyHacktivist Accounts Chamber of Ukraine52 Finance and InsuranceProtest Disruptive External Denial of Services

8/8/2022 People's CyberArmyHacktivist Ukranian governmental database92 Public AdministrationProtest Disruptive External Denial of Services

8/8/2022 UndeterminedCriminal Administration of the capital of the Donetsk People's Republic92 Public AdministrationUndeterminedDisruptive External Denial of Services

8/8/2022 Killnet Hacktivist HRSA 92 Public AdministrationProtest Disruptive External Denial of Services

8/8/2022 HaydamakiHacktivist Aerodynamika 31 ManufacturingProtest Disruptive External Denial of Services

8/7/2022 UndeterminedCriminal Presbyterian Healthcare Services62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Host

8/7/2022 UndeterminedCriminal Twilio 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of End Host

8/7/2022 UndeterminedCriminal Steven Galanis 81 Other Services (except Public Administration)Financial Exploitive Exploitation of End Host

8/7/2022 Bl00dy Criminal Primary Care of Long Island62 Health Care and Social AssistanceFinancial Disruptive Data Attack

8/7/2022 Bl00dy Criminal oncallpractice.com62 Health Care and Social AssistanceFinancial Disruptive Data Attack

8/7/2022 UndeterminedCriminal Twilio 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of End Host

8/7/2022 UndeterminedCriminal Steven Galanis 81 Other Services (except Public Administration)Financial Exploitive Exploitation of End Host

8/7/2022 Bl00dy Criminal Primary Care of Long Island62 Health Care and Social AssistanceFinancial Disruptive Data Attack

8/7/2022 Bl00dy Criminal oncallpractice.com62 Health Care and Social AssistanceFinancial Disruptive Data Attack

8/6/2022 UndeterminedCriminal Formosa Television (FTV)51 InformationProtest Disruptive Message Manipulation

8/6/2022 Hive Criminal SERV Behavioral Health System62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

8/6/2022 UndeterminedCriminal Disability Help Group62 Health Care and Social AssistanceFinancial Disruptive Data Attack

8/6/2022 UndeterminedCriminal Formosa Television (FTV)51 InformationProtest Disruptive Message Manipulation

8/6/2022 Hive Criminal SERV Behavioral Health System62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

8/6/2022 UndeterminedCriminal Disability Help Group62 Health Care and Social AssistanceFinancial Disruptive Data Attack

8/6/2022 Black BastaCriminal Elbit Systems of America92 Public AdministrationFinancial Mixed Data Attack

8/5/2022 UndeterminedCriminal Colosseum Dental Benelux62 Health Care and Social AssistanceFinancial Mixed Data Attack

8/5/2022 UndeterminedCriminal Advanced 54 Professional, Scientific, and Technical ServicesFinancial Disruptive Data Attack

8/5/2022 NGB 3rd Technical Surveillance BureauNation-StatedeBridge Finance 52 Finance and InsuranceFinancial Exploitive Exploitation of End Host

8/5/2022 UndeterminedCriminal Priority Health 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

8/5/2022 Donut LeaksCriminal Sheppard Robson54 Professional, Scientific, and Technical ServicesFinancial Disruptive Data Attack

8/5/2022 UndeterminedCriminal Cellebrite 54 Professional, Scientific, and Technical ServicesProtest Exploitive Exploitation of Application Server

8/5/2022 UndeterminedCriminal Centerstone 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Host



8/5/2022 UndeterminedCriminal Warsaw Municipal Police92 Public AdministrationFinancial Disruptive External Denial of Service

8/5/2022 UndeterminedCriminal Atlantic Dialysis Management Services (ADMS)62 Health Care and Social AssistanceFinancial Exploitive Undetermined

8/5/2022 ALPHVM Criminal AD Consulting 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

8/5/2022 UndeterminedCriminal Colosseum Dental Benelux62 Health Care and Social AssistanceFinancial Mixed Data Attack

8/5/2022 UndeterminedCriminal Advanced 54 Professional, Scientific, and Technical ServicesFinancial Disruptive Data Attack

8/5/2022 UndeterminedCriminal Priority Health 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

8/5/2022 Donut LeaksCriminal Sheppard Robson54 Professional, Scientific, and Technical ServicesFinancial Disruptive Data Attack

8/5/2022 UndeterminedCriminal Cellebrite 54 Professional, Scientific, and Technical ServicesProtest Exploitive Exploitation of Application Server

8/5/2022 UndeterminedCriminal Centerstone 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Host

8/5/2022 UndeterminedCriminal Warsaw Municipal Police92 Public AdministrationFinancial Disruptive External Denial of Service

8/5/2022 UndeterminedCriminal Brazil National Petroleum, Natural Gas and Biofuels Agency (ANP)92 Public AdministrationFinancial Disruptive Data Attack

8/5/2022 UndeterminedCriminal Atlantic Dialysis Management Services (ADMS)62 Health Care and Social AssistanceFinancial Exploitive Undetermined

8/5/2022 UndeterminedCriminal Orlando Health 62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of End Host

8/5/2022 NoName057(16)Hacktivist Polish District Court in Chrubieszow92 Public AdministrationProtest Disruptive External Denial of Services

8/4/2022 UndeterminedCriminal TaiwanÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Â•s Ministry of National Defense92 Public AdministrationProtest Disruptive External Denial of Service

8/4/2022 UndeterminedCriminal QuestionPro 81 Other Services (except Public Administration)Financial Exploitive Exploitation of Application Server

8/4/2022 UndeterminedCriminal Practice Resources54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

8/4/2022 UndeterminedCriminal Spinneys 44 Retail TradeFinancial Disruptive Data Attack

8/4/2022 UndeterminedCriminal Friedrich Air Conditioning31 ManufacturingFinancial Disruptive Data Attack

8/4/2022 Hive Criminal ENN Group 22 Utilities Financial Mixed Data Attack,Exploitation of Application Server

8/4/2022 UndeterminedCriminal TaiwanÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Â•s Ministry of National Defense92 Public AdministrationProtest Disruptive External Denial of Service

8/4/2022 UndeterminedCriminal QuestionPro 81 Other Services (except Public Administration)Financial Exploitive Exploitation of Application Server

8/4/2022 UndeterminedCriminal Practice Resources54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

8/4/2022 UndeterminedCriminal Friedrich Air Conditioning31 ManufacturingFinancial Disruptive Data Attack

8/3/2022 UndeterminedCriminal Solana 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

8/3/2022 UndeterminedCriminal Independent Case Management (ICM)62 Health Care and Social AssistanceFinancial Mixed Data Attack

8/3/2022 GuacamayaHacktivist Agencia Nacional de Hidrocarburos (ANH)21 Mining, Quarrying, and Oil and Gas ExtractionProtest Exploitive Exploitation of Application Server

8/3/2022 GuacamayaHacktivist New Granada Energy Corporation21 Mining, Quarrying, and Oil and Gas ExtractionProtest Exploitive Exploitation of Application Server

8/3/2022 GuacamayaHacktivist Quiborax 21 Mining, Quarrying, and Oil and Gas ExtractionProtest Exploitive Exploitation of Application Server

8/3/2022 GuacamayaHacktivist Oryx 21 Mining, Quarrying, and Oil and Gas ExtractionProtest Exploitive Exploitation of Application Server

8/3/2022 GuacamayaHacktivist Tejucana 21 Mining, Quarrying, and Oil and Gas ExtractionProtest Exploitive Exploitation of Application Server

8/3/2022 GuacamayaHacktivist GuatemalaÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Â•s Ministerio De Ambiente y Recursos Naturales.92 Public AdministrationProtest Exploitive Exploitation of Application Server

8/3/2022 AnonymousHacktivist Heilongjiang Society Scientific Community Federations92 Public AdministrationProtest Disruptive Message Manipulation

8/3/2022 UndeterminedCriminal Tribunal de JustiÃƒÂƒ'ÃƒÂ‚Ã‚Âa️ do Distrito Federal e dos TerritÃƒÂƒÃ†Â’'rios92 Public AdministrationFinancial Disruptive Data Attack

8/3/2022 Vice SocietyCriminal Linn-Mar School District61 Educational ServicesFinancial Mixed Data Attack

8/3/2022 UndeterminedCriminal The Country Club at Woodfield (Woodfield Country Club)71 Arts, Entertainment, and RecreationFinancial Exploitive Exploitation of Application Server

8/3/2022 UndeterminedCriminal Solana 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

8/3/2022 UndeterminedCriminal Association of German Chambers of Industry and Commerce (DIHK)81 Other Services (except Public Administration)Financial Disruptive Data Attack

8/3/2022 UndeterminedCriminal Independent Case Management (ICM)62 Health Care and Social AssistanceFinancial Mixed Data Attack

8/3/2022 GuacamayaHacktivist ENAMI 21 Mining, Quarrying, and Oil and Gas ExtractionProtest Exploitive Exploitation of Application Server

8/3/2022 GuacamayaHacktivist Agencia Nacional de Hidrocarburos (ANH)21 Mining, Quarrying, and Oil and Gas ExtractionProtest Exploitive Exploitation of Application Server

8/3/2022 GuacamayaHacktivist New Granada Energy Corporation21 Mining, Quarrying, and Oil and Gas ExtractionProtest Exploitive Exploitation of Application Server

8/3/2022 GuacamayaHacktivist Quiborax 21 Mining, Quarrying, and Oil and Gas ExtractionProtest Exploitive Exploitation of Application Server

8/3/2022 GuacamayaHacktivist Oryx 21 Mining, Quarrying, and Oil and Gas ExtractionProtest Exploitive Exploitation of Application Server

8/3/2022 GuacamayaHacktivist GuatemalaÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Â•s Ministerio De Ambiente y Recursos Naturales.92 Public AdministrationProtest Exploitive Exploitation of Application Server

8/3/2022 Vice SocietyCriminal Linn-Mar School District61 Educational ServicesFinancial Mixed Data Attack

8/3/2022 UndeterminedCriminal The Country Club at Woodfield (Woodfield Country Club)71 Arts, Entertainment, and RecreationFinancial Exploitive Exploitation of Application Server

8/3/2022 NoName057(16)Hacktivist Polska Grupa Energetyczna22 Utilities Protest Disruptive External Denial of Services

8/3/2022 NoName057(16)Hacktivist Institute of Metallurgy and Materials Science of the Polish Academy of Sciences61 Educational ServicesProtest Disruptive External Denial of Services

8/2/2022 UndeterminedCriminal Lifespire Services 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

8/2/2022 UndeterminedCriminal Government of Taiwan92 Public AdministrationProtest Disruptive External Denial of Service

8/2/2022 UndeterminedCriminal WDB Holdings 54 Professional, Scientific, and Technical ServicesFinancial Disruptive Data Attack

8/2/2022 LockBit Criminal Tekinox 31 ManufacturingFinancial Disruptive Data Attack

8/2/2022 UndeterminedCriminal Undisclosed Italian Company99 UndeterminedFinancial Exploitive Exploitation of Application Server

8/2/2022 UndeterminedCriminal Government of Taiwan92 Public AdministrationProtest Disruptive External Denial of Service



8/2/2022 LockBit Criminal Tekinox 31 ManufacturingFinancial Disruptive Data Attack

8/2/2022 UndeterminedCriminal Undisclosed Italian Company99 UndeterminedFinancial Exploitive Exploitation of Application Server

8/2/2022 People's CyberArmyHacktivist Kirovohrad Rada 92 Public AdministrationProtest Disruptive External Denial of Services

8/2/2022 NoName057(16)Hacktivist SprintAir 48 Transportation and WarehousingProtest Disruptive External Denial of Services

8/1/2022 UndeterminedCriminal See Tickets 71 Arts, Entertainment, and RecreationFinancial Exploitive Exploitation of Application Server

8/1/2022 Killnet Hacktivist Lockheed Martin 31 ManufacturingProtest Disruptive External Denial of Service

8/1/2022 LV Criminal Semikron 31 ManufacturingFinancial Disruptive Data Attack

8/1/2022 UndeterminedCriminal Imran Khan 81 Other Services (except Public Administration)Financial Disruptive Message Manipulation

8/1/2022 UndeterminedCriminal Nomad 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

8/1/2022 Killnet Hacktivist Lockheed Martin 31 ManufacturingProtest Disruptive External Denial of Service

8/1/2022 UndeterminedCriminal Imran Khan 81 Other Services (except Public Administration)Financial Disruptive Message Manipulation

8/1/2022 UndeterminedCriminal Nomad 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

8/1/2022 HaydamakiHacktivist Russian Ministry of Health of Reptiles92 Public AdministrationProtest Disruptive External Denial of Services

8/1/2022 IT Army of UkraineHacktivist Numerous Russian banks52 Finance and InsuranceProtest Disruptive External Denial of Services

8/1/2022 Adrastea UndeterminedMBDA 31 ManufacturingUndeterminedExploitive Exploitation of Application Server

8/1/2022 NoName057(16)Hacktivist Polish Defense Holdings31 ManufacturingProtest Disruptive External Denial of Services

8/1/2022 NoName057(16)Hacktivist Bydgoszcz Airport 48 Transportation and WarehousingProtest Disruptive External Denial of Services

8/1/2022 People's CyberArmyHacktivist Ukrspecexport 42 Wholesale TradeProtest Disruptive External Denial of Services

7/31/2022 Desorden Criminal Srikrung Broker Co.52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

7/31/2022 Desorden Criminal Frasers Property Thailand Public Company Limited.53 Real Estate and Rental and LeasingFinancial Exploitive Exploitation of Application Server

7/31/2022 Desorden Criminal Union Auction Public Company Limited.44 Retail TradeFinancial Exploitive Exploitation of Application Server

7/31/2022 Desorden Criminal 724.co.th 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

7/31/2022 UndeterminedCriminal Ticketera 71 Arts, Entertainment, and RecreationFinancial UndeterminedUndetermined

7/31/2022 UndeterminedCriminal Mick Foley 81 Other Services (except Public Administration)Financial Disruptive Message Manipulation

7/31/2022 UndeterminedCriminal Mick Foley 81 Other Services (except Public Administration)Financial Disruptive Message Manipulation

7/31/2022 UndeterminedCriminal Samsung 31 ManufacturingFinancial Exploitive Exploitation of Application Server

7/31/2022 UndeterminedCriminal Shangri-La 72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Application Server

7/30/2022 UndeterminedCriminal Bromford Housing Association48 Transportation and WarehousingFinancial UndeterminedUndetermined

7/30/2022 Vice SocietyCriminal BSA Hospice of the Southwest62 Health Care and Social AssistanceFinancial Mixed Data Attack

7/30/2022 Vice SocietyCriminal Family Medicine CentersFMC Clinics62 Health Care and Social AssistanceFinancial Mixed Data Attack

7/30/2022 MirrorFaceUndeterminedJapanese politicians92 Public AdministrationUndeterminedExploitive Exploitation of End Host

7/30/2022 People's CyberArmyHacktivist Chernihiv regional administration92 Public AdministrationProtest Disruptive External Denial of Services

7/30/2022 NoName057(16)Hacktivist WrocÃƒÂƒÃ¢Â€Â¦'aw Airport48 Transportation and WarehousingProtest Disruptive External Denial of Services

7/29/2022 Hive Criminal Wootton Upper School61 Educational ServicesFinancial Mixed Data Attack,Exploitation of Application Server

7/29/2022 Hive Criminal Kimberley College61 Educational ServicesFinancial Mixed Data Attack,Exploitation of Application Server

7/29/2022 UndeterminedCriminal Allegheny Health Network62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Host

7/29/2022 UndeterminedCriminal Goldsboro Podiatry62 Health Care and Social AssistanceFinancial Mixed Data Attack

7/29/2022 UndeterminedCriminal Healthback Holdings62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Host

7/29/2022 UndeterminedCriminal Minuteman Senior Services (MSS)62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Host

7/29/2022 UndeterminedCriminal Wisan Smith Racker & Prescott (WSRP)54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

7/29/2022 UndeterminedCriminal Gardner Resources Consulting56 Administrative and Support and Waste Management and Remediation ServicesFinancial Exploitive Exploitation of Application Server

7/29/2022 UndeterminedCriminal RetireOne 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of End Host

7/29/2022 UndeterminedCriminal Community Surgical Supply (CSS)31 ManufacturingFinancial Mixed Data Attack

7/29/2022 UndeterminedCriminal Central Maine Medical Center62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

7/29/2022 Snatch Criminal LAVA 51 InformationFinancial Mixed Data Attack

7/29/2022 HaydamakiHacktivist Russian internet provider22 Utilities Protest Disruptive External Denial of Services

7/29/2022 NoName057(16)Hacktivist Zielona Gora-Babimost48 Transportation and WarehousingProtest Disruptive External Denial of Services

7/29/2022 NoName057(16)Hacktivist Warsaw Airport 48 Transportation and WarehousingProtest Disruptive External Denial of Services

7/29/2022 UndeterminedCriminal Russian Post 48 Transportation and WarehousingUndeterminedExploitive Undetermined

7/29/2022 People's CyberArmyHacktivist UA Press 51 InformationProtest Disruptive External Denial of Services

7/28/2022 ALPHVM Criminal TNQ Technologies54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

7/28/2022 ALPHVM Criminal HERC 31 ManufacturingFinancial Mixed Data Attack

7/28/2022 UndeterminedCriminal US Federal Court System92 Public AdministrationFinancial UndeterminedUndetermined

7/28/2022 UndeterminedCriminal Gaedeke Group 53 Real Estate and Rental and LeasingFinancial Exploitive Exploitation of Application Server

7/28/2022 UndeterminedCriminal 911[.]re 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server



7/28/2022 UndeterminedCriminal Nirvana Finance 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

7/28/2022 UndeterminedCriminal Unione dei Comuni Valdisieve e Valdarno (Municipalities of Valdisieve and Valdarno)99 UndeterminedFinancial UndeterminedUndetermined

7/27/2022 UndeterminedCriminal Flambeau 31 ManufacturingFinancial UndeterminedUndetermined

7/27/2022 UndeterminedCriminal NetStandard 54 Professional, Scientific, and Technical ServicesFinancial Disruptive Data Attack

7/27/2022 UndeterminedCriminal Undetermined 48 Transportation and WarehousingUndeterminedDisruptive External Denial of Service

7/27/2022 UndeterminedCriminal OneTouchPoint 56 Administrative and Support and Waste Management and Remediation ServicesFinancial Mixed Data Attack

7/27/2022 UndeterminedCriminal St. Luke's Health System62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

7/27/2022 UndeterminedCriminal Gatto, Pope & Walrick54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

7/27/2022 UndeterminedCriminal Gelt Finance 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

7/27/2022 UndeterminedCriminal Behavioral Health Group62 Health Care and Social AssistanceFinancial Exploitive Undetermined

7/27/2022 Lorenz Criminal MPS Credit Union 52 Finance and InsuranceFinancial Mixed Data Attack

7/27/2022 People's CyberArmyHacktivist Dnepropetrovsk regional administration92 Public AdministrationProtest Disruptive External Denial of Services

7/26/2022 ALPHVM Criminal JOHN A. BODZIAK ARCHITECT AIA54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

7/26/2022 UndeterminedCriminal Nikos Androulakis 99 UndeterminedPolitical-EspionageExploitive Exploitation of End Host

7/26/2022 UndeterminedCriminal Laborers International Union of North America Local 109881 Other Services (except Public Administration)Financial Exploitive Exploitation of End Host

7/26/2022 UndeterminedCriminal Gannon Associates Insurance Agency52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

7/26/2022 UndeterminedCriminal DigiPen Institute of Technology61 Educational ServicesFinancial Mixed Data Attack

7/26/2022 UndeterminedCriminal AV-TEST 54 Professional, Scientific, and Technical ServicesFinancial Disruptive Message Manipulation

7/26/2022 UndeterminedCriminal Town of Saugerties92 Public AdministrationFinancial Exploitive Exploitation of End Host

7/26/2022 Snatch Criminal Hall Cross Academy61 Educational ServicesFinancial Mixed Data Attack

7/26/2022 UndeterminedCriminal Rede Top 44 Retail TradeFinancial Undetermined

7/26/2022 UndeterminedCriminal The North Face 44 Retail TradeFinancial Exploitive Exploitation of Application Server

7/26/2022 UndeterminedCriminal Latvia's Corruption Prevention and Combating Bureau92 Public AdministrationUndeterminedDisruptive External Denial of Services

7/26/2022 Team OneFistUndeterminedMinskkommunteploset22 Utilities UndeterminedDisruptive Undetermined

7/26/2022 NoName057(16)Hacktivist PoznaÃƒÂƒÃ¢Â€Â¦" ÃƒÂƒÃ¢Â€Â¦ÃƒÂ‚Ã‚Â•awica Airport48 Transportation and WarehousingProtest Disruptive External Denial of Services

7/26/2022 NoName057(16)Hacktivist Bydgoszcz Airport 48 Transportation and WarehousingProtest Disruptive External Denial of Services

7/26/2022 NoName057(16)Hacktivist Szczecin-Goleniow International Airport48 Transportation and WarehousingProtest Disruptive External Denial of Services

7/25/2022 LV Criminal GESIS 99 UndeterminedFinancial Disruptive Data Attack

7/25/2022 ALPHVM Criminal Creos Luxembourg S.A.22 Utilities Financial Mixed Data Attack

7/25/2022 ALPHVM Criminal Enovos 22 Utilities Financial Mixed Data Attack

7/25/2022 UndeterminedCriminal Wilson Tool International31 ManufacturingFinancial Disruptive Data Attack

7/25/2022 UndeterminedCriminal Boeing Employees' Credit Union (BECU)52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

7/25/2022 LockBit Criminal Town of St. Marys 99 UndeterminedFinancial Mixed Data Attack

7/25/2022 Matrong Criminal Lopes 53 Real Estate and Rental and LeasingFinancial Exploitive Exploitation of Application Server

7/25/2022 Zarya Hacktivist Ukranian internet provider22 Utilities Protest UndeterminedUndetermined

7/25/2022 UndeterminedCriminal Moskovsky Komsomolets51 InformationUndeterminedDisruptive External Denial of Services

7/24/2022 ALPHVM Criminal SRM Technologies54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

7/24/2022 ALPHVM Criminal Holland CPA 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

7/24/2022 UndeterminedCriminal Audius 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

7/24/2022 UndeterminedCriminal Policybazaar 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

7/24/2022 NoName057(16)Hacktivist Kredito Garantas 52 Finance and InsuranceProtest Disruptive External Denial of Services

7/24/2022 NoName057(16)Hacktivist LTG Infra 23 ConstructionProtest Disruptive External Denial of Services

7/24/2022 NoName057(16)Hacktivist Simatra 48 Transportation and WarehousingProtest Disruptive External Denial of Services

7/23/2022 ALPHVM Criminal Hometrust Mortgage Company52 Finance and InsuranceFinancial Mixed Data Attack

7/23/2022 People's CyberArmyHacktivist City of Odessa 92 Public AdministrationProtest Disruptive External Denial of Services

7/23/2022 NoName057(16)Hacktivist Ami Logistika 48 Transportation and WarehousingProtest Disruptive External Denial of Services

7/23/2022 NoName057(16)Hacktivist Dagsa 48 Transportation and WarehousingProtest Disruptive External Denial of Services

7/22/2022 devil Criminal Twitter 51 InformationFinancial Exploitive Exploitation of Application Server

7/22/2022 UndeterminedCriminal City of Newport 99 UndeterminedFinancial Exploitive Exploitation of Application Server

7/22/2022 UndeterminedCriminal Clinivate 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

7/22/2022 UndeterminedCriminal Arhaus 44 Retail TradeFinancial Exploitive Exploitation of Application Server

7/22/2022 UndeterminedCriminal Shields Health Care Group62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

7/22/2022 AnonymousHacktivist Liberty Counsel 81 Other Services (except Public Administration)Protest Exploitive Exploitation of Application Server

7/22/2022 UndeterminedCriminal Oklahoma City Housing Authority (OCHA)62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Host

7/22/2022 UndeterminedCriminal Arts and Culture Trust71 Arts, Entertainment, and RecreationFinancial Exploitive Exploitation of Application Server



7/22/2022 UndeterminedCriminal Unknown organization99 UndeterminedFinancial Exploitive Exploitation of Application Server

7/22/2022 UndeterminedCriminal Qmunity 81 Other Services (except Public Administration)Financial UndeterminedUndetermined

7/22/2022 LockBit 3.0Criminal Rovagnati 72 Accommodation and Food ServicesFinancial Mixed Data Attack

7/22/2022 NoName057(16)Hacktivist Ugma 48 Transportation and WarehousingProtest Disruptive External Denial of Services

7/22/2022 NoName057(16)Hacktivist Daroda 48 Transportation and WarehousingProtest Disruptive External Denial of Services

7/22/2022 NoName057(16)Hacktivist Baltic Transline 48 Transportation and WarehousingProtest Disruptive External Denial of Services

7/21/2022 UndeterminedCriminal TAVR Media 51 InformationSabotage Disruptive Message Manipulation

7/21/2022 UndeterminedCriminal Entrust 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

7/21/2022 TA4563 Criminal Various European financial and investment entities52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

7/21/2022 UndeterminedCriminal MWD Digital 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

7/21/2022 Ransom HouseCriminal Fairfax - Crum & Forster52 Finance and InsuranceFinancial Mixed Data Attack

7/21/2022 Vice SocietyCriminal CHDE POLSKA 31 ManufacturingFinancial Mixed Data Attack

7/20/2022 ALPHVM Criminal HANDLER Bau GmbH99 UndeterminedFinancial Mixed Data Attack

7/20/2022 TarTarX Criminal Neopets 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

7/20/2022 UndeterminedCriminal Waterloo Region District School Board61 Educational ServicesFinancial Exploitive Exploitation of Application Server

7/20/2022 UndeterminedCriminal Bronx Accountable Healthcare Network62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

7/20/2022 Snatch Criminal Atlantic Dialysis Management Services54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

7/20/2022 NoName057(16)Hacktivist Luminor 52 Finance and InsuranceProtest Disruptive External Denial of Services

7/20/2022 Killnet Hacktivist Boeing 31 ManufacturingProtest Disruptive External Denial of Services

7/20/2022 GhostSec Hacktivist Gysinoozerskaya Hydro-Power Plant22 Utilities Protest Disruptive Physical Attack

7/19/2022 ALPHVM Criminal Continental Management54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

7/19/2022 ALPHVM Criminal Nelsons law LLP 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

7/19/2022 ALPHVM Criminal Reed Pope Law 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

7/19/2022 Quantum Criminal Delon Hampton & Associates, Chartered54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

7/19/2022 SVR (COZYBEAR)Nation-StateNATO Country in Europe99 UndeterminedPolitical-EspionageExploitive Exploitation of End Host

7/19/2022 UndeterminedCriminal Vista Bank 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

7/19/2022 Desorden Criminal Better Way Thailand Company Limited44 Retail TradeFinancial Exploitive Exploitation of Application Server

7/19/2022 Vice SocietyCriminal Edenfield 62 Health Care and Social AssistanceFinancial Mixed Data Attack

7/19/2022 Vice SocietyCriminal San Luis Coastal Unified School District61 Educational ServicesFinancial Mixed Data Attack

7/19/2022 Vice SocietyCriminal XQUADRAT GmbH54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

7/19/2022 UndeterminedCriminal NYSARC Columbia County Chapter (COARC)62 Health Care and Social AssistanceFinancial Mixed Data Attack

7/19/2022 NoName057(16)Hacktivist Ollex 48 Transportation and WarehousingProtest Disruptive External Denial of Services

7/19/2022 UndeterminedCriminal NYSARC Columbia County Chapter (COARC)62 Health Care and Social AssistanceFinancial Mixed Data Attack

7/18/2022 ALPHVM Criminal KKJM Lawfirm 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

7/18/2022 Quantum Criminal Broshuis | Driving innovation31 ManufacturingFinancial Mixed Data Attack

7/18/2022 APT27 (Iron Panda)Nation-StateBelgium defense and interior ministries99 UndeterminedPolitical-EspionageExploitive Exploitation of End Host

7/18/2022 APT30 Nation-StateBelgium defense and interior ministries99 UndeterminedPolitical-EspionageExploitive Exploitation of End Host

7/18/2022 Ministry of State Security's (MSS) (APT31)Nation-StateBelgium defense and interior ministries99 UndeterminedPolitical-EspionageExploitive Exploitation of End Host

7/18/2022 APT27 (Iron Panda)Nation-StateBelgium defense and interior ministries99 UndeterminedPolitical-EspionageExploitive Exploitation of End Host

7/18/2022 LockBit Criminal Town of Frederick 92 Public AdministrationFinancial Mixed Data Attack

7/18/2022 UndeterminedCriminal Cleartrip 72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Application Server

7/18/2022 Thailand Nation-StatePolitical Activists 81 Other Services (except Public Administration)Political-EspionageExploitive Exploitation of End Host

7/18/2022 Altahrea TeamHacktivist Israel's Health Ministry92 Public AdministrationProtest Disruptive External Denial of Service

7/18/2022 UndeterminedCriminal Zabicall 48 Transportation and WarehousingFinancial Disruptive Data Attack

7/18/2022 NoName057(16)Hacktivist DNB Banka 52 Finance and InsuranceProtest Disruptive External Denial of Services

7/18/2022 XakNet Hacktivist AV Metal Group 31 ManufacturingProtest Exploitive Undetermined

7/17/2022 UndeterminedCriminal Government websites in Albania92 Public AdministrationFinancial Disruptive Internal Denial of Service

7/17/2022 UndeterminedCriminal Premint NFT 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

7/17/2022 UndeterminedCriminal Roblox Corporation71 Arts, Entertainment, and RecreationFinancial Exploitive Exploitation of End Host

7/17/2022 NoName057(16)Hacktivist Energijos Skirstymo Operatorius22 Utilities Protest Disruptive External Denial of Services

7/17/2022 NoName057(16)Hacktivist TIROLA 48 Transportation and WarehousingProtest Disruptive External Denial of Services

7/16/2022 UndeterminedCriminal Securities and Exchange Board of India (SEBI)92 Public AdministrationFinancial Exploitive Exploitation of End Host

7/16/2022 UndeterminedCriminal Spanish National Research Council (CSIC)92 Public AdministrationFinancial Disruptive Data Attack

7/16/2022 UndeterminedCriminal Spanish National Research Council (CSIC)92 Public AdministrationFinancial Disruptive Data Attack

7/16/2022 NoName057(16)Hacktivist Equinox Europe 48 Transportation and WarehousingProtest Disruptive External Denial of Services



7/15/2022 UndeterminedCriminal Morgan Hunt 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

7/15/2022 UndeterminedCriminal Narragansett Bay Commission22 Utilities Financial Disruptive Data Attack

7/15/2022 UndeterminedCriminal DeeKay Kwon 52 Finance and InsuranceFinancial Exploitive Exploitation of End Host

7/15/2022 UndeterminedCriminal Gas South 22 Utilities Financial Exploitive Exploitation of Application Server

7/15/2022 UndeterminedCriminal AllOne Health Resources62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Host

7/15/2022 UndeterminedCriminal Northcentral University (NCU)61 Educational ServicesFinancial Exploitive Exploitation of Application Server

7/15/2022 Avos LockerCriminal College of MontMorency61 Educational ServicesFinancial Disruptive Data Attack

7/15/2022 UndeterminedCriminal City of Wichita 92 Public AdministrationFinancial Disruptive Message Manipulation

7/15/2022 UndeterminedCriminal OrthoArizona 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

7/15/2022 Altahrea TeamHacktivist Orot Yosef power plant22 Utilities Protest Disruptive Physical Attack

7/15/2022 UndeterminedCriminal Anesthesia Associates62 Health Care and Social AssistanceFinancial Mixed Data Attack

7/15/2022 UndeterminedCriminal OneAmerica Financial Partners52 Finance and InsuranceFinancial Exploitive Exploitation of End Host

7/15/2022 NoName057(16)Hacktivist Baltic Transline 48 Transportation and WarehousingProtest Disruptive External Denial of Services

7/14/2022 ALPHVM Criminal Unisuper S.A. 44 Retail TradeFinancial Mixed Data Attack

7/14/2022 ALPHVM Criminal Duda & Sons , Inc.11 Agriculture, Forestry, Fishing and HuntingFinancial Mixed Data Attack

7/14/2022 ALPHVM Criminal duda.com 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

7/14/2022 NGB 3rd Technical Surveillance BureauNation-StateUndisclosed US-based media organization51 InformationPolitical-EspionageExploitive Exploitation of End Host

7/14/2022 UndeterminedCriminal Petersen International Underwriters ("PIU")52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

7/14/2022 UndeterminedCriminal alio.lt 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

7/14/2022 UndeterminedCriminal Centerspace 53 Real Estate and Rental and LeasingFinancial Exploitive Exploitation of Application Server

7/14/2022 UndeterminedCriminal Lawson Products 31 ManufacturingFinancial Exploitive Exploitation of Application Server

7/14/2022 UndeterminedCriminal Hilton Garden Inn Cleveland Downtown72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Sensors

7/14/2022 UndeterminedCriminal University of Windsor61 Educational ServicesFinancial Disruptive Data Attack

7/14/2022 NoName057(16)Hacktivist Orlen Lietuva 31 ManufacturingProtest Disruptive External Denial of Services

7/13/2022 ALPHVM Criminal Bandai Namco 71 Arts, Entertainment, and RecreationFinancial Mixed Data Attack

7/13/2022 UndeterminedCriminal Colorado Springs Utilities22 Utilities Financial Exploitive Exploitation of Application Server

7/13/2022 Transparent TribeNation-StateStudents at various educational institutions in India61 Educational ServicesPolitical-EspionageExploitive Exploitation of End Host

7/13/2022 NoName057(16)Hacktivist Lithuanian loan broker52 Finance and InsuranceProtest Disruptive External Denial of Services

7/13/2022 NoName057(16)Hacktivist Lithuanian logistics company48 Transportation and WarehousingProtest Disruptive External Denial of Services

7/13/2022 UndeterminedCriminal Stanly Community College61 Educational ServicesFinancial Exploitive Exploitation of End Host

7/12/2022 Cuba Criminal Site Technology 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

7/12/2022 Quantum Criminal American International Industries31 ManufacturingFinancial Mixed Data Attack

7/12/2022 Ukraine IT ArmyHacktivist Kinomax 71 Arts, Entertainment, and RecreationProtest Disruptive External Denial of Service

7/12/2022 UndeterminedCriminal Uniswap 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

7/12/2022 UndeterminedCriminal European Central Bank52 Finance and InsurancePolitical-EspionageExploitive Exploitation of End Host

7/12/2022 UndeterminedCriminal Deakin University 61 Educational ServicesFinancial Exploitive Exploitation of End Host

7/12/2022 al-Tahera Hacktivist Tel Aviv Municipality21 Mining, Quarrying, and Oil and Gas ExtractionProtest Disruptive Message Manipulation

7/12/2022 UndeterminedCriminal Allied Urological Services62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Host

7/12/2022 Confucius Nation-StatePakistani government and military institutions99 UndeterminedPolitical-EspionageExploitive Exploitation of End Host

7/12/2022 Ukraine IT ArmyHacktivist Mori Cinema 71 Arts, Entertainment, and RecreationProtest Disruptive External Denial of Service

7/12/2022 Ukraine IT ArmyHacktivist Luxor 71 Arts, Entertainment, and RecreationProtest Disruptive External Denial of Service

7/12/2022 Ukraine IT ArmyHacktivist Almaz 71 Arts, Entertainment, and RecreationProtest Disruptive External Denial of Service

7/12/2022 UndeterminedCriminal UT Specialty Dental Services (AKA Aspire Surgical)62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

7/12/2022 UndeterminedCriminal McPherson Hospital (McPherson Center for Health)81 Other Services (except Public Administration)Financial Mixed Data Attack

7/11/2022 ALPHVM Criminal Hydra-Electric 31 ManufacturingFinancial Mixed Data Attack

7/11/2022 BianLian Criminal Mooresville Schools61 Educational ServicesFinancial Mixed Data Attack

7/11/2022 UndeterminedCriminal Department of Indre-et-Loire99 UndeterminedFinancial Disruptive Data Attack

7/11/2022 UndeterminedCriminal Prefeitura Municipal de Itapemirim92 Public AdministrationFinancial Disruptive Data Attack

7/11/2022 UndeterminedCriminal Physicians' Spine and Rehabilitation Specialists of Georgia62 Health Care and Social AssistanceFinancial Mixed Data Attack

7/11/2022 UndeterminedCriminal Lubbock Heart & Surgical Hospital62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

7/11/2022 RaHDIt Hacktivist Security Service of Ukraine92 Public AdministrationProtest Mixed External Denial of Services

7/11/2022 DEV-0586 Nation-StateUkranian state entities92 Public AdministrationSabotage Disruptive Undetermined

7/11/2022 Killnet Hacktivist Official Polish websites92 Public AdministrationProtest Disruptive External Denial of Services

7/10/2022 UndeterminedCriminal WordFly 56 Administrative and Support and Waste Management and Remediation ServicesFinancial Disruptive Data Attack

7/10/2022 Lorenz Criminal Fandeli 31 ManufacturingFinancial Mixed Data Attack



7/10/2022 AnonymousHacktivist Belarus National Legal Internet Portal92 Public AdministrationProtest Disruptive Undetermined

7/9/2022 UndeterminedCriminal Ignitis Group 22 Utilities Protest Disruptive External Denial of Service

7/9/2022 NoName057(16)Hacktivist Lithuanian port 48 Transportation and WarehousingProtest Disruptive External Denial of Services

7/9/2022 Rektengle Criminal Rogers Communications51 InformationUndeterminedExploitive Exploitation of Application Server

7/8/2022 Killnet Hacktivist Multiple targets in Latvia99 UndeterminedProtest Disruptive External Denial of Service

7/8/2022 LockBit Criminal La Poste Mobile 51 InformationFinancial Disruptive Data Attack

7/8/2022 UndeterminedCriminal Southern Environmental, Inc. ("SEI")31 ManufacturingFinancial Exploitive Exploitation of Application Server

7/8/2022 UndeterminedCriminal Family Practice Center ("FPC")62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

7/8/2022 UndeterminedCriminal Central Licensing Bureau56 Administrative and Support and Waste Management and Remediation ServicesFinancial Mixed Data Attack

7/8/2022 Killnet Hacktivist Congress.gov 92 Public AdministrationProtest Disruptive External Denial of Service

7/8/2022 BlackByte Criminal Lamoille Health Partners62 Health Care and Social AssistanceFinancial Disruptive Data Attack

7/8/2022 BlackByte Criminal Gateway Rehab 62 Health Care and Social AssistanceFinancial Disruptive Data Attack

7/8/2022 UndeterminedCriminal Fondazione Edmund Mach61 Educational ServicesFinancial UndeterminedUndetermined

7/8/2022 UndeterminedCriminal VPN Solutions 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

7/8/2022 UndeterminedCriminal North Highland Company56 Administrative and Support and Waste Management and Remediation ServicesFinancial Mixed Data Attack

7/8/2022 NoName057(16)Hacktivist Lithuanian National Railways48 Transportation and WarehousingProtest Disruptive External Denial of Services

7/7/2022 UndeterminedCriminal Disney 71 Arts, Entertainment, and RecreationFinancial Disruptive Message Manipulation

7/7/2022 UndeterminedCriminal Flood monitoring system in Goa22 Utilities Financial Disruptive Data Attack

7/7/2022 UndeterminedCriminal Marino Boutique Hotel72 Accommodation and Food ServicesFinancial Exploitive Exploitation of End Host

7/7/2022 UndeterminedCriminal Mattituck School District61 Educational ServicesFinancial Disruptive Data Attack

7/7/2022 XakNet Hacktivist Ukranian Archive Services92 Public AdministrationProtest Disruptive Message Manipulation

7/7/2022 NoName057(16)Hacktivist Polish Investment and Trade Agency92 Public AdministrationProtest Disruptive External Denial of Services

7/6/2022 UndeterminedCriminal SHI International 54 Professional, Scientific, and Technical ServicesFinancial Disruptive Data Attack

7/6/2022 LockBit 3.0Criminal ALPA 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

7/5/2022 pompompurinCriminal Mangatoon 71 Arts, Entertainment, and RecreationFinancial Exploitive Exploitation of Application Server

7/5/2022 UndeterminedCriminal BWI Airport Marriott72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Application Server

7/5/2022 UndeterminedCriminal College of the Desert61 Educational ServicesFinancial Disruptive Data Attack

7/5/2022 Bitter Nation-StateMilitary entities in Bangladesh99 UndeterminedPolitical-EspionageExploitive Exploitation of End Host

7/5/2022 UndeterminedCriminal Southwest Health Center62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

7/5/2022 NGB 3rd Technical Surveillance BureauNation-StateMultiple organizations in Japan51 InformationPolitical-EspionageExploitive Exploitation of Network Infrastructure

7/5/2022 Lorenz Criminal Gresco 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

7/5/2022 UndeterminedCriminal KeyBank 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

7/5/2022 UndeterminedCriminal Donetsk Administration92 Public AdministrationUndeterminedDisruptive External Denial of Services

7/5/2022 UndeterminedCriminal Commune and City Hall in GoleniÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Â³w92 Public AdministrationUndeterminedDisruptive Data Attack

7/4/2022 Cuba Criminal STM 31 ManufacturingFinancial Mixed Data Attack

7/4/2022 ChinaDan Criminal Shanghai National Police (SHGA)?92 Public AdministrationFinancial Exploitive Exploitation of Application Server

7/4/2022 al-Tahera Hacktivist Mass Transit System Ltd54 Professional, Scientific, and Technical ServicesProtest Disruptive External Denial of Service

7/4/2022 UndeterminedCriminal Cedar Rapids Community School District61 Educational ServicesFinancial Disruptive Data Attack

7/4/2022 UndeterminedCriminal Kokikai Yasue Hospital62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

7/4/2022 LockBit 3.0Criminal FAAC Group 31 ManufacturingFinancial Mixed Data Attack

7/4/2022 Vice SocietyCriminal Vectalia group 48 Transportation and WarehousingFinancial Mixed Data Attack

7/4/2022 UndeterminedCriminal Reiter Affiliated Companies72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Application Server

7/4/2022 NoName057(16)Hacktivist Supply website of the Norwegian National Security Agency22 Utilities Protest Disruptive External Denial of Services

7/4/2022 UndeterminedCriminal Tutu.ru 48 Transportation and WarehousingUndeterminedExploitive Exploitation of Application Server

7/3/2022 Spid3r Hacktivist Space Research Institute of the Russian Academy of Sciences (IKI RAN).61 Educational ServicesProtest Exploitive Exploitation of Application Server

7/3/2022 UndeterminedCriminal British Army 92 Public AdministrationFinancial Disruptive Message Manipulation

7/3/2022 UndeterminedCriminal Crema Finance 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

7/3/2022 Lorenz Criminal Biothane usa 31 ManufacturingFinancial Mixed Data Attack

7/3/2022 ICC_H@ckTeamHacktivist Ukranian News 51 InformationProtest Exploitive Exploitation of Sensors

7/2/2022 Vice SocietyCriminal Pilton Community College61 Educational ServicesFinancial Mixed Data Attack

7/2/2022 Vice SocietyCriminal De Montfort School61 Educational ServicesFinancial Mixed Data Attack

7/2/2022 Vice SocietyCriminal St Paul's Catholic College61 Educational ServicesFinancial Mixed Data Attack

7/2/2022 Vice SocietyCriminal Carmel College 61 Educational ServicesFinancial Mixed Data Attack

7/2/2022 Vice SocietyCriminal St Helens College 61 Educational ServicesFinancial Mixed Data Attack

7/2/2022 Vice SocietyCriminal Merseyside College61 Educational ServicesFinancial Mixed Data Attack



7/2/2022 Vice SocietyCriminal Mossbourne Federation61 Educational ServicesFinancial Mixed Data Attack

7/2/2022 Cloud AtlasHacktivist High profile victims92 Public AdministrationPolitical-EspionageExploitive Exploitation of Application Server

7/2/2022 UndeterminedCriminal Estonian Office of the President92 Public AdministrationUndeterminedDisruptive External Denial of Services

7/2/2022 UndeterminedCriminal Undisclosed Norwegian Bank52 Finance and InsuranceUndeterminedDisruptive External Denial of Services

7/1/2022 XakNet Hacktivist DTEK 22 Utilities Protest Exploitive Exploitation of Application Server

7/1/2022 Killnet Hacktivist US Federal Tax Payment System (Payusatax.com)92 Public AdministrationProtest Disruptive External Denial of Service

7/1/2022 Quantum Criminal Professional Finance Company Inc. (PFC)52 Finance and InsuranceFinancial Mixed Data Attack

7/1/2022 UndeterminedCriminal ATC Healthcare Services62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Host

7/1/2022 Avos LockerCriminal Christus Spohn Health System Corporation62 Health Care and Social AssistanceFinancial Mixed Data Attack

7/1/2022 UndeterminedCriminal Carolina Behavioral Health Alliance62 Health Care and Social AssistanceFinancial Mixed Data Attack

7/1/2022 UndeterminedCriminal East West Family of Companies53 Real Estate and Rental and LeasingFinancial Exploitive Exploitation of Application Server

7/1/2022 Everest Criminal Amalfitana Gas 22 Utilities Financial Disruptive Data Attack

7/1/2022 Vice SocietyCriminal Ospedale Macedonio Melloni62 Health Care and Social AssistanceFinancial Mixed Data Attack

7/1/2022 Cloud AtlasHacktivist High profile victims92 Public AdministrationPolitical-EspionageExploitive Exploitation of Application Server

7/1/2022 UndeterminedCriminal Retreat Behavioral Health62 Health Care and Social AssistanceUndeterminedExploitive Undetermined

6/30/2022 UndeterminedCriminal Cardiac Imaging Associates, CIA62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Host

6/30/2022 Snatch Criminal HEMERIA 31 ManufacturingFinancial Mixed Data Attack

6/30/2022 UndeterminedCriminal Tessie Cleveland Community Services62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Host

6/30/2022 UndeterminedCriminal Xavier College 61 Educational ServicesFinancial Exploitive Undetermined

6/30/2022 Cloud AtlasHacktivist High profile victims92 Public AdministrationPolitical-EspionageExploitive Exploitation of Application Server

6/30/2022 Killnet Hacktivist Colombian stock exchange52 Finance and InsuranceProtest Disruptive External Denial of Services

6/30/2022 IT Army of UkraineHacktivist Roseltorg 52 Finance and InsuranceProtest Mixed External Denial of Services

6/29/2022 Quantum Criminal Crupi Group 23 ConstructionFinancial Mixed Data Attack

6/29/2022 Quantum Criminal ZEUS Scientific 31 ManufacturingFinancial Mixed Data Attack

6/29/2022 Snatch Criminal Apex 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

6/29/2022 UndeterminedCriminal Home Care Providers of Texas (HCPT)62 Health Care and Social AssistanceFinancial Mixed Data Attack

6/29/2022 Legion Cyber SpetsnazCriminal Undetermined 48 Transportation and WarehousingProtest Disruptive External Denial of Services

6/29/2022 Legion Cyber SpetsnazCriminal Undetermined 48 Transportation and WarehousingProtest Disruptive External Denial of Services

6/29/2022 Legion Cyber SpetsnazCriminal Undetermined 48 Transportation and WarehousingProtest Disruptive External Denial of Services

6/27/2022 Vice SocietyCriminal Ministry of Agriculture Rebublic Indonesia92 Public AdministrationFinancial Mixed Data Attack

6/27/2022 UndeterminedCriminal Undisclosed Chinese telecommunications service provider51 InformationFinancial Disruptive External Denial of Service

6/27/2022 Killnet Hacktivist Lithuanian state institutions92 Public AdministrationProtest Disruptive External Denial of Services

6/26/2022 Vice SocietyCriminal Medical University of Innsbruck61 Educational ServicesFinancial Mixed Data Attack

6/26/2022 LockBit 3.0Criminal Wabtec Corporation33 ManufacturingFinancial Exploitive Undetermined

6/25/2022 UndeterminedCriminal Macmillan Publishers51 InformationFinancial Exploitive Exploitation of Application Server

6/23/2022 Quantum Criminal Avante Health Solutions31 ManufacturingFinancial Mixed Data Attack

6/23/2022 Lorenz Criminal Uppco 22 Utilities Financial Mixed Data Attack

6/23/2022 Snatch Criminal Warren Resources22 Utilities Financial Mixed Data Attack

6/23/2022 Snatch Criminal Xtera 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

6/23/2022 UndeterminedCriminal HealthPlan Services52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

6/22/2022 Cuba Criminal r1group.it 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

6/22/2022 Snatch Criminal Mab Group 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

6/22/2022 Snatch Criminal Mcdonald's 72 Accommodation and Food ServicesFinancial Mixed Data Attack

6/22/2022 Vice SocietyCriminal PT Astra Honda Motor44 Retail TradeFinancial Mixed Data Attack

6/21/2022 UndeterminedCriminal Undisclosed software development vendor54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

6/20/2022 Vice SocietyCriminal Pilton Community College61 Educational ServicesFinancial Mixed Data Attack

6/19/2022 UndeterminedCriminal Puma Biotechnology54 Professional, Scientific, and Technical ServicesFinancial Mixed

6/18/2022 UndeterminedCriminal Alliance 90/The Greens92 Public AdministrationPolitical-EspionageExploitive Undetermined

6/17/2022 Vice SocietyCriminal Grand Valley State University61 Educational ServicesFinancial Mixed Data Attack

6/17/2022 UndeterminedCriminal Radio Free Asia 51 InformationFinancial Exploitive Exploitation of Application Server

6/16/2022 Quantum Criminal RG Alliance Group54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

6/16/2022 Lorenz Criminal Wis-Pak, Inc 31 ManufacturingFinancial Mixed Data Attack

6/16/2022 UndeterminedCriminal Kursk Region Administration92 Public AdministrationProtest Disruptive External Denial of Services

6/16/2022 UndeterminedCriminal St. Petersburg International Economic Forum81 Other Services (except Public Administration)Protest Disruptive External Denial of Services

6/16/2022 UndeterminedCriminal United Steelworkers Local 28681 Other Services (except Public Administration)Financial Exploitive Exploitation of Application Server



6/15/2022 Blue MockingbirdCriminal Vulnerable Telerik UI systems99 UndeterminedFinancial Exploitive Exploitation of Application Server

6/15/2022 UndeterminedCriminal Benefit Plan Administrators, Inc. (BPA)56 Administrative and Support and Waste Management and Remediation ServicesFinancial Exploitive Exploitation of Application Server

6/15/2022 UndeterminedCriminal University of Chicago Medical Center (UCMC)62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Host

6/15/2022 UndeterminedCriminal The Allison Inn & Spa72 Accommodation and Food ServicesFinancial Disruptive Data Attack

6/15/2022 UndeterminedCriminal Benefit Plan Administrators, Inc. (BPA)56 Administrative and Support and Waste Management and Remediation ServicesFinancial Exploitive Exploitation of Application Server

6/15/2022 UndeterminedCriminal University of Chicago Medical Center (UCMC)62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Host

6/15/2022 Vice SocietyCriminal Novelty Group 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

6/14/2022 Quantum Criminal M. Green and Company LLP54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

6/14/2022 Quantum Criminal YMCA 71 Arts, Entertainment, and RecreationFinancial Mixed Data Attack

6/14/2022 Quantum Criminal Medlab Pathology 62 Health Care and Social AssistanceFinancial Mixed Data Attack

6/14/2022 Quantum Criminal Shred Station 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

6/14/2022 UndeterminedCriminal Robert Half 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of End Host

6/14/2022 UndeterminedCriminal Ameriprise Financial, Inc.52 Finance and InsuranceFinancial UndeterminedUndetermined

6/14/2022 UndeterminedCriminal DiversiTech Corporation31 ManufacturingFinancial Exploitive Exploitation of End Host

6/14/2022 UndeterminedCriminal Robert Half 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of End Host

6/14/2022 UndeterminedCriminal Ameriprise Financial, Inc.52 Finance and InsuranceFinancial Exploitive Exploitation of End Host

6/13/2022 Belarusian Cyber PartisansHacktivist Belarusian Ministry of Internal Affairs92 Public AdministrationProtest Exploitive Exploitation of Application Server

6/13/2022 UndeterminedCriminal Guadalupe County92 Public AdministrationFinancial Exploitive Exploitation of Application Server

6/13/2022 DragonForce MalaysiaHacktivist At least 70 Indian government and private sector websites92 Public AdministrationProtest Disruptive Message Manipulation

6/13/2022 UndeterminedCriminal Montrose Environmental Group54 Professional, Scientific, and Technical ServicesFinancial Disruptive Data Attack

6/13/2022 Belarusian Cyber PartisansHacktivist Belarusian Ministry of Internal Affairs92 Public AdministrationProtest Exploitive Exploitation of Sensor

6/13/2022 UndeterminedCriminal Guadalupe County92 Public AdministrationFinancial Exploitive Exploitation of Application Server

6/13/2022 DragonForce MalaysiaHacktivist Indian Government92 Public AdministrationProtest Disruptive Message Manipulation

6/13/2022 UndeterminedCriminal Montrose Environmental Group54 Professional, Scientific, and Technical ServicesFinancial Disruptive Data Attack

6/13/2022 UndeterminedCriminal W.W. Wallwork 42 Wholesale TradeUndeterminedExploitive Undetermined

6/12/2022 UndeterminedCriminal DialAmerica Marketing54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

6/12/2022 UndeterminedCriminal Entega 22 Utilities Financial Exploitive Exploitation of Application Server

6/12/2022 UndeterminedCriminal Mainzer Stadtwerke22 Utilities Financial Exploitive Exploitation of Application Server

6/12/2022 UndeterminedCriminal DialAmerica Marketing54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

6/12/2022 UndeterminedCriminal Entega 22 Utilities Financial Exploitive Exploitation of Application Server

6/12/2022 UndeterminedCriminal Mainzer Stadtwerke22 Utilities Financial Exploitive Exploitation of Application Server

6/12/2022 UndeterminedCriminal Southeast Colorado Hospital District (SECHD)62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

6/11/2022 Vice SocietyCriminal Palermo 92 Public AdministrationFinancial Mixed Data Attack

6/10/2022 RansomHouseCriminal Shoprite Holdings 44 Retail TradeFinancial Disruptive Data Attack

6/10/2022 UndeterminedCriminal Alliance Physical Therapy Partners62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

6/10/2022 UndeterminedCriminal Weller Truck Parts31 ManufacturingFinancial Exploitive Exploitation of Application Server

6/10/2022 UndeterminedCriminal The People Concern62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Host

6/10/2022 UndeterminedCriminal Alliance Physical Therapy Partners62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

6/10/2022 UndeterminedCriminal The People Concern62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Host

6/10/2022 AnonymousHacktivist Undetermined 48 Transportation and WarehousingProtest Exploitive Exploitation of Application Server

6/10/2022 UndeterminedCriminal Yakutia State Assembly92 Public AdministrationProtest Disruptive External Denial of Services

6/10/2022 NoName057(16)Hacktivist ITT Inc. 31 ManufacturingProtest Disruptive External Denial of Services

6/9/2022 UndeterminedCriminal 90 Degree Benefits Minnesota62 Health Care and Social AssistanceFinancial Disruptive Data Attack

6/9/2022 UndeterminedCriminal Christiana Spine Center62 Health Care and Social AssistanceFinancial Mixed Data Attack

6/9/2022 UndeterminedCriminal Simpson University61 Educational ServicesFinancial Exploitive Exploitation of End Host

6/9/2022 UndeterminedCriminal 90 Degree Benefits Wisconsin62 Health Care and Social AssistanceFinancial UndeterminedUndetermined

6/9/2022 UndeterminedCriminal 90 Degree Benefits Minnesota62 Health Care and Social AssistanceFinancial UndeterminedUndetermined

6/9/2022 UndeterminedCriminal Christiana Spine Center62 Health Care and Social AssistanceFinancial Disruptive Data Attack

6/9/2022 UndeterminedCriminal Simpson University61 Educational ServicesFinancial Exploitive Exploitation of End Host

6/9/2022 NB65 (AKA Network Battalion 65)Hacktivist ER-Telecom Holding51 InformationProtest Exploitive Exploitation of Application Server

6/9/2022 UndeterminedCriminal Russia's Federal Service for Surveillance on Consumer Rights Protection and Human Wellbeing92 Public AdministrationProtest Disruptive External Denial of Services

6/8/2022 UndeterminedCriminal Kommersant FM 51 InformationProtest Disruptive Message Manipulation

6/8/2022 UndeterminedCriminal Choice Health Insurance62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

6/8/2022 UndeterminedCriminal Optimism Foundation44 Retail TradeFinancial UndeterminedUndetermined

6/8/2022 UndeterminedCriminal GYM Network 44 Retail TradeFinancial Exploitive Exploitation of Application Server



6/8/2022 UndeterminedCriminal Osmosis 44 Retail TradeFinancial Exploitive Exploitation of Application Server

6/8/2022 UndeterminedCriminal Kommersant FM 51 InformationProtest Disruptive Message Manipulation

6/8/2022 UndeterminedCriminal Choice Health Insurance62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

6/8/2022 UndeterminedCriminal GYM Network 44 Retail TradeFinancial Exploitive Exploitation of Application Server

6/8/2022 UndeterminedCriminal Kamchatka Legislative Assembly92 Public AdministrationProtest Disruptive External Denial of Services

6/7/2022 UndeterminedCriminal Rainier Arms 44 Retail TradeFinancial Exploitive Exploitation of Application Server

6/7/2022 UndeterminedCriminal Unidentified Telecommunications company51 InformationPolitical-EspionageExploitive Exploitation of Application Server

6/7/2022 UndeterminedCriminal Atrium Health 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Host

6/7/2022 UndeterminedCriminal Central Florida Inpatient Medicine (CFIM)62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Host

6/7/2022 UndeterminedCriminal Afni 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

6/7/2022 UndeterminedCriminal Rainier Arms 44 Retail TradeFinancial Exploitive Exploitation of Application Server

6/7/2022 UndeterminedCriminal Atrium Health 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Host

6/7/2022 UndeterminedCriminal Central Florida Inpatient Medicine (CFIM)62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Host

6/7/2022 UndeterminedCriminal Afni 54 Professional, Scientific, and Technical ServicesFinancial Disruptive Data Attack

6/7/2022 UndeterminedCriminal Primorskiy Krai Legislative Assembly92 Public AdministrationProtest Disruptive External Denial of Services

6/7/2022 UndeterminedCriminal Kursk Region Administration92 Public AdministrationProtest Disruptive External Denial of Services

6/6/2022 UndeterminedCriminal Numrich Gun Parts Corporation44 Retail TradeFinancial Exploitive Exploitation of Application Server

6/6/2022 UndeterminedCriminal Maiar 44 Retail TradeFinancial Exploitive Exploitation of Application Server

6/6/2022 UndeterminedCriminal Floyd County school system61 Educational ServicesFinancial Exploitive Exploitation of End Host

6/6/2022 UndeterminedCriminal Numrich Gun Parts Corporation44 Retail TradeFinancial Exploitive Exploitation of Application Server

6/6/2022 UndeterminedCriminal Floyd County school system61 Educational ServicesFinancial Exploitive Exploitation of End Host

6/6/2022 UndeterminedCriminal Russia's Ministry of Construction, Housing and Utilitie92 Public AdministrationProtest Disruptive Message Manipulation

6/6/2022 UndeterminedCriminal Bashkiria State Assembly92 Public AdministrationProtest Disruptive External Denial of Services

6/5/2022 LockBit Criminal Hospital San JosÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒ'ÃƒÂ‚Ã‚Â©62 Health Care and Social AssistanceFinancial Disruptive External Denial of Service

6/5/2022 UndeterminedCriminal OLL.TV 51 InformationProtest Disruptive Internal Denial of Service

6/5/2022 LockBit Criminal Hospital San Jose62 Health Care and Social AssistanceFinancial Mixed Data Attack

6/4/2022 UndeterminedCriminal Cardiac Imaging Associates (CIA)62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Host

6/4/2022 DumpForumsCriminal Russian Ministry of Construction, Housing and Utilities (minstroyrf.gov.ru)92 Public AdministrationFinancial Disruptive Data Attack

6/4/2022 UndeterminedCriminal Russian Ministry of Construction, Housing and Utilities (minstroyrf.gov.ru)92 Public AdministrationFinancial Mixed Data Attack

6/3/2022 AnonymousHacktivist Rustam Kurmaev and Partners (RKP Law)56 Administrative and Support and Waste Management and Remediation ServicesProtest Exploitive Exploitation of Application Server

6/3/2022 Industrial SpyCriminal Novartis 31 ManufacturingFinancial Exploitive Exploitation of Application Server

6/3/2022 UndeterminedCriminal Bergen's Promise 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Host

6/3/2022 Vice SocietyCriminal City of Palermo 92 Public AdministrationFinancial Disruptive External Denial of Service

6/3/2022 AnonymousHacktivist Rustam Kurmaev and Partners (RKP Law)56 Administrative and Support and Waste Management and Remediation ServicesProtest Exploitive Exploitation of Application Server

6/3/2022 UndeterminedCriminal Bergens Promise 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Host

6/3/2022 UndeterminedCriminal Innovative Service Technology Management Services56 Administrative and Support and Waste Management and Remediation ServicesFinancial Disruptive Data Attack

6/2/2022 Industrial SpyCriminal SATT Sud-Est 56 Administrative and Support and Waste Management and Remediation ServicesFinancial Disruptive Data Attack

6/2/2022 People's Mujahedin of Iran (MEK)Hacktivist Tehran municipality92 Public AdministrationProtest Exploitive Exploitation of Sensor

6/2/2022 UndeterminedCriminal Prothena 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Host

6/2/2022 UndeterminedCriminal Tenafly Public Schools61 Educational ServicesFinancial Disruptive Data Attack

6/2/2022 Industrial SpyCriminal SATT Sud-Est 56 Administrative and Support and Waste Management and Remediation ServicesFinancial Mixed Data Attack

6/2/2022 UndeterminedCriminal Prothena 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Host

6/2/2022 UndeterminedCriminal Tenafly Public Schools61 Educational ServicesFinancial Mixed Data Attack

6/2/2022 Lorenz Criminal Bonneville Collections52 Finance and InsuranceFinancial Mixed Data Attack

6/2/2022 Vice SocietyCriminal The De Montfort School61 Educational ServicesFinancial Mixed Data Attack

6/2/2022 Vice SocietyCriminal Acorn Recruitment54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

6/2/2022 Vice SocietyCriminal St Paul 61 Educational ServicesFinancial Mixed Data Attack

6/1/2022 Cuba Criminal Etron Technology 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

6/1/2022 US Cyber CommandNation-StateRussian Federation92 Public AdministrationUndeterminedUndeterminedUndetermined

6/1/2022 AnonymousHacktivist Vyberi Radio 51 InformationProtest Exploitive Exploitation of Application Server

6/1/2022 US Cyber CommandNation-StateRussia Infrastructure92 Public AdministrationSabotage UndeterminedUndetermined

6/1/2022 AnonymousHacktivist Vyberi Radio Group51 InformationProtest Exploitive Exploitation of Application Server

6/1/2022 UndeterminedCriminal Tulsa Tech 61 Educational ServicesFinancial Exploitive Exploitation of Application Server

6/1/2022 UndeterminedCriminal PasaÃƒÂƒÃ¢Â€Â¦ÃƒÂ‚Ã‚Â¾ieru vilciens48 Transportation and WarehousingUndeterminedDisruptive External Denial of Services

5/31/2022 UndeterminedCriminal UW Medicine 62 Health Care and Social AssistanceFinancial Mixed Data Attack



5/31/2022 AnonymousHacktivist Metprom Group 54 Professional, Scientific, and Technical ServicesProtest Exploitive Exploitation of Application Server

5/31/2022 Hive Criminal Costa Rica's public health service (AKA Costa Rican Social Security Fund or CCCS)62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

5/31/2022 UndeterminedCriminal Virginia Mason Medical Center (VMMC)62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

5/31/2022 UndeterminedCriminal Undisclosed organzations99 UndeterminedUndeterminedExploitive Exploitation of Application Server

5/31/2022 UndeterminedCriminal Calcasieu Parish School Board61 Educational ServicesFinancial Exploitive Exploitation of End Host

5/31/2022 LockBit Criminal Foxconn 31 ManufacturingFinancial Disruptive Data Attack

5/31/2022 Lorenz Criminal Westwood 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

5/31/2022 UndeterminedCriminal City of Tucson 92 Public AdministrationFinancial Exploitive Exploitation of Application Server

5/31/2022 UndeterminedCriminal Geisinger Health System62 Health Care and Social AssistanceFinancial Mixed Data Attack

5/31/2022 UndeterminedCriminal Seattle Children's Hospital62 Health Care and Social AssistanceFinancial Mixed Data Attack

5/31/2022 UndeterminedCriminal Farmers Investment Company (FICO)52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

5/30/2022 Killnet Hacktivist Italian Ministries of Defense and Foreign Affairs92 Public AdministrationProtest Disruptive External Denial of Service

5/30/2022 UndeterminedCriminal Mirror Protocol 44 Retail TradeFinancial Exploitive Exploitation of Application Server

5/30/2022 UndeterminedCriminal Pegasus Airlines 48 Transportation and WarehousingFinancial Exploitive Exploitation of Application Server

5/30/2022 LV Criminal Cape Cod Regional Transit Authority (CCRTA)48 Transportation and WarehousingFinancial Disruptive Data Attack

5/30/2022 Lorenz Criminal Fuji America Corporation31 ManufacturingFinancial Mixed Data Attack

5/30/2022 UndeterminedCriminal Ontario Secondary School Teachers' Federation (OSSTF)61 Educational ServicesFinancial Disruptive Data Attack

5/29/2022 Spid3r Hacktivist Several Belarus' government websites92 Public AdministrationProtest Disruptive Message Manipulation

5/28/2022 ALPHVM Criminal Regina Public Schools61 Educational ServicesFinancial Disruptive External Denial of Service

5/27/2022 UndeterminedCriminal Shields Health Care Group62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

5/27/2022 UndeterminedCriminal City of Portland 92 Public AdministrationFinancial Exploitive Exploitation of End Host

5/27/2022 UndeterminedCriminal Aon PLC 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

5/27/2022 UndeterminedCriminal BJC HealthCare 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Host

5/27/2022 UndeterminedCriminal North Lakes Pain Consultants62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

5/27/2022 Quantum Criminal Florida Department of Veterans' Affairs92 Public AdministrationFinancial Mixed Data Attack

5/26/2022 UndeterminedCriminal Colleges and universities based in the U.S.61 Educational ServicesFinancial Exploitive Exploitation of End Host

5/26/2022 UndeterminedCriminal Scarborough Health Network (SHN)62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

5/26/2022 UndeterminedCriminal Verizon 51 InformationFinancial Exploitive Exploitation of End Host

5/26/2022 Hive Criminal Empress EMS (Emergency Medical Services)62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

5/25/2022 UndeterminedCriminal SpiceJet 48 Transportation and WarehousingFinancial Disruptive External Denial of Service

5/25/2022 Conti Criminal Linn County 92 Public AdministrationFinancial Exploitive Exploitation of Application Server

5/25/2022 UndeterminedCriminal Lifespan Services 62 Health Care and Social AssistanceFinancial Disruptive Data Attack

5/25/2022 UndeterminedCriminal Sohu.com 51 InformationFinancial Exploitive Exploitation of End Host

5/25/2022 UndeterminedCriminal Calgary Urban Project Society (CUPS)62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Host

5/25/2022 UndeterminedCriminal Comstar LLC 56 Administrative and Support and Waste Management and Remediation ServicesFinancial Exploitive Exploitation of Application Server

5/25/2022 UndeterminedCriminal Fred Hutchinson Cancer Center62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Host

5/25/2022 UndeterminedCriminal Multiple Sclerosis Center of Atlanta62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Host

5/24/2022 UndeterminedCriminal Police servers in China's Xinjiang region92 Public AdministrationProtest Exploitive Exploitation of Application Server

5/24/2022 Altahrea TeamHacktivist Port of London Authority/PLA48 Transportation and WarehousingProtest Disruptive External Denial of Service

5/24/2022 UndeterminedCriminal Undisclosed NFT collector52 Finance and InsuranceFinancial Exploitive Exploitation of End Host

5/24/2022 UndeterminedCriminal Somerset County 92 Public AdministrationFinancial Disruptive External Denial of Service

5/24/2022 ALPHVM Criminal Austrian federal state Carinthia92 Public AdministrationFinancial Disruptive External Denial of Service

5/23/2022 UndeterminedCriminal Washington University School of Medicine92 Public AdministrationFinancial Exploitive Exploitation of End Host

5/23/2022 UndeterminedCriminal Homestead Hospice & Palliative Care62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

5/22/2022 UndeterminedCriminal MGM Resorts 72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Application Server

5/22/2022 UndeterminedCriminal Twitter account of NFT artist Beepie (Mike Winkelmann)81 Other Services (except Public Administration)Financial Exploitive Exploitation of End Host

5/22/2022 Snatch Criminal Medical Pharmacies62 Health Care and Social AssistanceFinancial Mixed Data Attack

5/21/2022 UndeterminedCriminal Zola 56 Administrative and Support and Waste Management and Remediation ServicesFinancial Exploitive Exploitation of End Host

5/20/2022 Ukraine IT ArmyHacktivist Sberbank 52 Finance and InsuranceProtest Disruptive External Denial of Service

5/20/2022 Killnet Hacktivist Italian airports of Malpensa, Linate and Orio al Serio48 Transportation and WarehousingProtest Disruptive External Denial of Service

5/20/2022 UndeterminedCriminal Aesto Health 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

5/20/2022 UndeterminedCriminal Oswego County Opportunities (OCO)92 Public AdministrationFinancial Exploitive Exploitation of End Host

5/20/2022 UndeterminedCriminal OE Enterprise 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Host

5/20/2022 Ransom HouseCriminal Dellner Couplers AB31 ManufacturingFinancial Mixed Data Attack

5/20/2022 Vice SocietyCriminal The Catholic Foundation81 Other Services (except Public Administration)Financial Mixed Data Attack



5/19/2022 Cl0p Criminal Fort Sumner Municipal Schools.61 Educational ServicesFinancial Disruptive Data Attack

5/19/2022 Vice SocietyCriminal Atlanta Perinatal Associates62 Health Care and Social AssistanceFinancial Disruptive External Denial of Service

5/19/2022 UndeterminedCriminal Spirit Super 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Host

5/19/2022 Lorenz Criminal Magtek 31 ManufacturingFinancial Mixed Data Attack

5/19/2022 Vice SocietyCriminal Higher School of the Public Ministry of the Union61 Educational ServicesFinancial Mixed Data Attack

5/19/2022 Vice SocietyCriminal Carmel College 61 Educational ServicesFinancial Mixed Data Attack

5/19/2022 Vice SocietyCriminal Atlanta Perinatal Associates62 Health Care and Social AssistanceFinancial Mixed Data Attack

5/18/2022 UndeterminedCriminal Washington Local Schools61 Educational ServicesFinancial Exploitive Exploitation of Application Server

5/18/2022 UndeterminedCriminal Greenland hospital system61 Educational ServicesFinancial UndeterminedUndetermined

5/18/2022 UndeterminedCriminal Allaire Healthcare Group62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Host

5/18/2022 UndeterminedCriminal Machatt Co., Ltd. 44 Retail TradeFinancial Exploitive Exploitation of Application Server

5/18/2022 UndeterminedCriminal Malaysian National Registration Department (NRD)92 Public AdministrationFinancial Exploitive Exploitation of Application Server

5/17/2022 LockBit Criminal Mercyhurst University61 Educational ServicesFinancial Disruptive External Denial of Service

5/17/2022 Quantum Criminal Tex-Isle Supply 31 ManufacturingFinancial Mixed Data Attack

5/17/2022 Quantum Criminal Hirsch Watch Straps & Accessories31 ManufacturingFinancial Mixed Data Attack

5/17/2022 AnonymousHacktivist Sberbank 52 Finance and InsuranceProtest Exploitive Undetermined

5/16/2022 UndeterminedCriminal General Motors 31 ManufacturingFinancial Exploitive Exploitation of End Host

5/16/2022 UndeterminedCriminal Heidell, Pittoni, Murphy & Bach, LLP ('HPM&B')54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

5/16/2022 UndeterminedCriminal Hokusen Co. 44 Retail TradeFinancial Exploitive Exploitation of Application Server

5/16/2022 UndeterminedCriminal Elgin County 92 Public AdministrationFinancial Mixed Data Attack

5/16/2022 UndeterminedCriminal Michigan Avenue Immediate Care62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

5/16/2022 Lorenz Criminal AmCham Shanghai81 Other Services (except Public Administration)Financial Mixed Data Attack

5/15/2022 Killnet Hacktivist Eurovision 71 Arts, Entertainment, and RecreationProtest Disruptive External Denial of Service

5/15/2022 UndeterminedCriminal CTARS 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

5/14/2022 B00daMooda and @DepaixPorteur.Hacktivist Polar Branch of the Russian Federal Research Institute of Fisheries and Oceanography54 Professional, Scientific, and Technical ServicesProtest Exploitive Exploitation of Application Server

5/14/2022 AnonymousHacktivist Port and Railway Projects Service of JSC UMMC48 Transportation and WarehousingProtest Exploitive Exploitation of Application Server

5/14/2022 AnonymousHacktivist Achinsk City Government92 Public AdministrationProtest Exploitive Exploitation of Application Server

5/14/2022 AnonymousHacktivist SOCAR Energoresource22 Utilities Protest Exploitive Exploitation of Application Server

5/14/2022 UndeterminedCriminal Avem Health Partners62 Health Care and Social AssistanceUndeterminedExploitive Undetermined

5/13/2022 Cuba Criminal Universal Payment Services52 Finance and InsuranceFinancial Mixed Data Attack

5/13/2022 UndeterminedCriminal Shaker Heights City School District61 Educational ServicesFinancial Exploitive Undetermined

5/13/2022 Lapsus$ Criminal Americanas.com 44 Retail TradeFinancial Disruptive Undetermined

5/13/2022 Hive Criminal National Bank of Zambia52 Finance and InsuranceFinancial Mixed Data Attack,Exploitation of Application Server

5/13/2022 Killnet Hacktivist Multiple Italian Government sites92 Public AdministrationProtest Disruptive External Denial of Service

5/13/2022 UndeterminedCriminal Nikkei 51 InformationFinancial Disruptive External Denial of Service

5/13/2022 UndeterminedCriminal Lviv City Council 92 Public AdministrationUndeterminedMixed Data Attack

5/13/2022 Killnet Hacktivist Latvian government websites92 Public AdministrationProtest Disruptive External Denial of Services

5/13/2022 AnonymousHacktivist SOCAR Energoresource22 Utilities Protest Exploitive Undetermined

5/12/2022 UndeterminedCriminal Mission School District61 Educational ServicesFinancial Exploitive Exploitation of End Host

5/12/2022 UndeterminedCriminal Cameron County Elections Department92 Public AdministrationFinancial Exploitive Exploitation of Application Server

5/12/2022 UndeterminedCriminal Quantum Imaging & Therapeutic Associates (QITA)54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

5/12/2022 UndeterminedCriminal Venus Protocol 52 Finance and InsuranceFinancial Exploitive Undetermined

5/12/2022 UndeterminedCriminal The Springs Living62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

5/12/2022 Killnet Hacktivist Ziedot.lv 81 Other Services (except Public Administration)Protest Disruptive External Denial of Services

5/12/2022 UndeterminedCriminal Arizona Health Advantage Inc.62 Health Care and Social AssistanceFinancial Exploitive Unknown

5/12/2022 UndeterminedCriminal Cardiovascular Associates (CVA)62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

5/11/2022 Avos LockerCriminal Christus Health 62 Health Care and Social AssistanceFinancial Disruptive Data Attack

5/11/2022 UndeterminedCriminal Omnicell 54 Professional, Scientific, and Technical ServicesFinancial Disruptive Undetermined

5/11/2022 LockBit Criminal Top Aces 31 ManufacturingFinancial Disruptive Undetermined

5/11/2022 Ministry of Intelligence and Security (MOIS) (APT 34 OilRig)Nation-StateUnnamed Jordanian diplomat92 Public AdministrationPolitical-EspionageExploitive Exploitation of End Host

5/11/2022 Vice SocietyCriminal Salud Total 62 Health Care and Social AssistanceFinancial Mixed Data Attack

5/11/2022 Vice SocietyCriminal Caldes de Montbui92 Public AdministrationFinancial Mixed Data Attack

5/11/2022 Vice SocietyCriminal Trans Technology Pte Ltd.54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

5/11/2022 Killnet Hacktivist Italian Institutional Websites92 Public AdministrationProtest Disruptive External Denial of Services

5/11/2022 Anonymous-DepaixPorteurHacktivist Russian Federal Research Institute92 Public AdministrationProtest Exploitive Undetermined



5/11/2022 UndeterminedCriminal Port and Railway Projects Service of JSC UMMC48 Transportation and WarehousingUndeterminedExploitive Undetermined

5/10/2022 UndeterminedCriminal Gateway Ambulatory Surgery Center62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Host

5/10/2022 UndeterminedCriminal AA Traveller 71 Arts, Entertainment, and RecreationFinancial Exploitive Exploitation of Application Server

5/10/2022 UndeterminedCriminal McKenzie Health System62 Health Care and Social AssistanceFinancial Exploitive Undetermined

5/10/2022 UndeterminedCriminal German companies in the automotive industry31 ManufacturingIndustrial-EspionageExploitive Exploitation of End Host

5/9/2022 UndeterminedCriminal Belton Police Department92 Public AdministrationFinancial Disruptive Undetermined

5/9/2022 UndeterminedCriminal NuLife Med 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

5/9/2022 UndeterminedCriminal Opus Interactive 51 InformationFinancial Disruptive Undetermined

5/9/2022 Ukraine IT ArmyHacktivist RuTube 51 InformationProtest Disruptive External Denial of Service

5/9/2022 Ukraine IT ArmyHacktivist Russian TV 51 InformationProtest Exploitive Undetermined

5/9/2022 UndeterminedCriminal Ukrainian News Agencies51 InformationProtest Disruptive External Denial of Services

5/8/2022 UndeterminedCriminal Law Enforcement Inquiry and Alerts92 Public AdministrationFinancial Exploitive Exploitation of Application Server

5/8/2022 WIZARD SPIDERCriminal Directorate General de Inteligencia (DIGIMIN)92 Public AdministrationFinancial Disruptive Undetermined

5/8/2022 UndeterminedCriminal Fortress 52 Finance and InsuranceFinancial Exploitive Undetermined

5/8/2022 WIZARD SPIDERCriminal Multiple government bodies in Costa Rica92 Public AdministrationFinancial Disruptive Undetermined

5/7/2022 UndeterminedCriminal City of Quincy 92 Public AdministrationFinancial Exploitive Undetermined

5/7/2022 UndeterminedCriminal Multiple organizations in Ukraine99 UndeterminedPolitical-EspionageExploitive Exploitation of End Host

5/7/2022 UndeterminedCriminal Community Psychiatry Management62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Host

5/6/2022 UndeterminedCriminal Official OpenSea Discord Channel52 Finance and InsuranceFinancial Exploitive Undetermined

5/6/2022 UndeterminedCriminal WellDyneRx 56 Administrative and Support and Waste Management and Remediation ServicesFinancial Exploitive Exploitation of End Host

5/5/2022 UndeterminedCriminal AGCO 31 ManufacturingFinancial Disruptive Undetermined

5/5/2022 UndeterminedCriminal Ferrari 31 ManufacturingFinancial Exploitive Undetermined

5/5/2022 UndeterminedCriminal Undisclosed organzations99 UndeterminedUndeterminedExploitive Exploitation of Application Server

5/5/2022 NB65 (AKA Network Battalion 65)Hacktivist CorpMSP 92 Public AdministrationProtest Disruptive External Denial of Service

5/5/2022 Snatch Criminal APG Neuros 31 ManufacturingFinancial Mixed Data Attack

5/5/2022 Vice SocietyCriminal ELTA Hellenic Post92 Public AdministrationFinancial Mixed Data Attack

5/4/2022 Black BastaCriminal PRGX Global Inc. 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

5/4/2022 UndeterminedCriminal MM.Finance 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

5/4/2022 UndeterminedCriminal National Health System (NHS)62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Host

5/4/2022 UndeterminedCriminal Heroku 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

5/4/2022 Ukraine IT ArmyHacktivist Russian websites managed by government, military, and news organizations.92 Public AdministrationProtest Disruptive External Denial of Service

5/4/2022 UndeterminedCriminal LLC Capital 52 Finance and InsuranceProtest Disruptive External Denial of Service

5/4/2022 Ukraine IT ArmyHacktivist Belarusian websites managed by government, military, and news organizations.92 Public AdministrationProtest Disruptive External Denial of Service

5/4/2022 UndeterminedCriminal Kaiser Permanente62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Host

5/4/2022 UndeterminedCriminal Kaiser Permanente62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

5/4/2022 Vice SocietyCriminal Haynes Manuals 51 InformationFinancial Mixed Data Attack

5/4/2022 UndeterminedCriminal Ziedot.lv 81 Other Services (except Public Administration)UndeterminedDisruptive External Denial of Services

5/3/2022 UndeterminedCriminal Transport for NSW48 Transportation and WarehousingFinancial Exploitive Undetermined

5/3/2022 Curious GorgeNation-StateGovernment, military, logistics and manufacturing organizations in Ukraine, Russia and Central Asia92 Public AdministrationPolitical-EspionageDisruptive Undetermined

5/3/2022 GhostwriterNation-StateHigh risk individuals in Ukraine99 UndeterminedPolitical-EspionageExploitive Exploitation of End Host

5/3/2022 Calisto Nation-StateGovernment and defense officials, politicians, NGOs and think tanks, and journalists92 Public AdministrationPolitical-EspionageExploitive Exploitation of End Host

5/3/2022 FSB 18thÃƒÂ‚Ã‚Â Center for Information Security (Berserk Bear)Nation-StateDefense and cybersecurity organizations in the Baltics54 Professional, Scientific, and Technical ServicesPolitical-EspionageDisruptive Internal Denial of Service

5/3/2022 UndeterminedCriminal Allwell Behavioral Health Services62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

5/3/2022 UndeterminedCriminal Capsule 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Host

5/3/2022 Snatch Criminal Thomson Broadbent54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

5/3/2022 Snatch Criminal TUI UK 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

5/3/2022 Vice SocietyCriminal Asia Pacific University61 Educational ServicesFinancial Mixed Data Attack

5/2/2022 AnonymousHacktivist Nauru Police Force92 Public AdministrationProtest Exploitive Exploitation of Application Server

5/2/2022 UndeterminedCriminal Spain's Prime Minister Pedro Sanchez and Defense Minister Margarita Robles92 Public AdministrationPolitical-EspionageDisruptive Internal Denial of Service

5/2/2022 Killnet Hacktivist Government Agencies of Germany92 Public AdministrationProtest Disruptive External Denial of Services

5/1/2022 UndeterminedCriminal Dis-Chem Pharmacies44 Retail TradeFinancial Exploitive Exploitation of Application Server

5/1/2022 NB65 (AKA Network Battalion 65)Hacktivist Qiwi 52 Finance and InsuranceProtest Exploitive Exploitation of Application Server

5/1/2022 Killnet Hacktivist Government Agencies of Moldova92 Public AdministrationProtest Disruptive External Denial of Services

4/30/2022 UndeterminedCriminal Valley View Hospital62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Hosts

4/30/2022 UndeterminedCriminal Saddle Finance 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server



4/30/2022 UndeterminedCriminal Rari Capital 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

4/29/2022 UndeterminedCriminal State Bar of Georgia54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

4/29/2022 UndeterminedCriminal Kellogg Community College61 Educational ServicesFinancial Disruptive Undetermined

4/29/2022 Quantum Criminal Petro Serve 22 Utilities Financial Mixed Data Attack

4/29/2022 Quantum Criminal Henry 31 ManufacturingFinancial Mixed Data Attack

4/29/2022 Quantum Criminal Hufcor 31 ManufacturingFinancial Mixed Data Attack

4/29/2022 Quantum Criminal Grosvenor Engineering Group31 ManufacturingFinancial Mixed Data Attack

4/29/2022 Quantum Criminal Valley Rentals 53 Real Estate and Rental and LeasingFinancial Mixed Data Attack

4/29/2022 Quantum Criminal Drive Products 31 ManufacturingFinancial Mixed Data Attack

4/29/2022 Vice SocietyCriminal Suhl. City in Germany92 Public AdministrationFinancial Mixed Data Attack

4/29/2022 Vice SocietyCriminal Mercadocar Mercantil Ltda.44 Retail TradeFinancial Mixed Data Attack

4/28/2022 Killnet Hacktivist Several public websites managed by the state entities in Romania92 Public AdministrationSabotage Disruptive External Denial of Service

4/28/2022 AnonymousHacktivist ALET 52 Finance and InsuranceProtest Exploitive Exploitation of Application Server

4/28/2022 UndeterminedCriminal Worcester County92 Public AdministrationFinancial Exploitive Exploitation of End Hosts

4/28/2022 WIZARD SPIDERCriminal Elgin County 92 Public AdministrationFinancial Mixed Data Attack,Exploitation of Application Server

4/28/2022 UndeterminedCriminal Battelle for Kids 54 Professional, Scientific, and Technical ServicesFinancial Disruptive Data Attack

4/28/2022 UndeterminedCriminal Massy Stores 42 Wholesale TradeFinancial Disruptive Data Attack

4/28/2022 Black BastaCriminal Ragle Incorporated23 ConstructionFinancial Mixed Data Attack

4/28/2022 UndeterminedCriminal Sixt 48 Transportation and WarehousingFinancial Exploitive Undetermined

4/28/2022 Quantum Criminal Tehama County Social Services92 Public AdministrationFinancial Mixed Data Attack

4/28/2022 Vice SocietyCriminal GOLDENDUCK GROUP54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

4/28/2022 Vice SocietyCriminal Fonseca Supermarkets72 Accommodation and Food ServicesFinancial Mixed Data Attack

4/28/2022 Vice SocietyCriminal Building Plastics, Inc.31 ManufacturingFinancial Mixed Data Attack

4/28/2022 Vice SocietyCriminal Domingues and Pinho Contadores54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

4/28/2022 Vice SocietyCriminal Associazione Bancaria Italiana81 Other Services (except Public Administration)Financial Mixed Data Attack

4/28/2022 Vice SocietyCriminal Est Ensemble 92 Public AdministrationFinancial Mixed Data Attack

4/28/2022 Vice SocietyCriminal Stratton Finance 52 Finance and InsuranceFinancial Mixed Data Attack

4/28/2022 Vice SocietyCriminal Levantina, Ingenieria y Construccion23 ConstructionFinancial Mixed Data Attack

4/28/2022 UAC-0098 Criminal Undetermined 48 Transportation and WarehousingUndeterminedExploitive Exploitation of End Host

4/28/2022 UndeterminedCriminal CT24 51 InformationUndeterminedDisruptive External Denial of Services

4/27/2022 UndeterminedCriminal Deus Finance 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

4/27/2022 UndeterminedCriminal Austin Peay State University (APSU)61 Educational ServicesFinancial Disruptive Data Attack

4/27/2022 AnonymousHacktivist Elektrocentromontazh (ECM)22 Utilities Protest Exploitive Exploitation of Application Server

4/27/2022 Quantum Criminal Elgin County 92 Public AdministrationFinancial Mixed Data Attack

4/27/2022 Vice SocietyCriminal ALMANIE GROUP44 Retail TradeFinancial Mixed Data Attack

4/27/2022 Vice SocietyCriminal CORFERIAS 81 Other Services (except Public Administration)Financial Mixed Data Attack

4/26/2022 Stormous Hacktivist Coca-Cola 72 Accommodation and Food ServicesFinancial Mixed Data Attack,Exploitation of Application Server

4/26/2022 Black BastaCriminal The Scholz Group31 ManufacturingFinancial Mixed Data Attack

4/26/2022 Quantum Criminal Confcommercio - Alessandria - Home81 Other Services (except Public Administration)Financial Mixed Data Attack

4/26/2022 Ransom HouseCriminal Jefferson Credit Union52 Finance and InsuranceFinancial Mixed Data Attack

4/25/2022 UndeterminedCriminal Aeropost 42 Wholesale TradeFinancial Exploitive Exploitatiion of Sensors

4/25/2022 Hackers of SaviorHacktivist Bank of Israel 52 Finance and InsuranceProtest Exploitive Exploitation of Application Server

4/25/2022 UndeterminedCriminal Bored Ape Yacht Club (BAYC)52 Finance and InsuranceFinancial Exploitive Exploitation of End Hosts

4/25/2022 UndeterminedCriminal Yuma Regional Medical Center (YRMC)62 Health Care and Social AssistanceFinancial Mixed Data Attack

4/25/2022 UndeterminedCriminal Yuma Regional Medical Center (YRMC)62 Health Care and Social AssistanceFinancial Mixed Data Attack

4/25/2022 Lorenz Criminal Brunk Industries Inc.31 ManufacturingFinancial Mixed Data Attack

4/24/2022 Quantum Criminal Undisclosed organization99 UndeterminedFinancial Mixed Data Attack,Exploitation of Application Server

4/24/2022 WIZARD SPIDERCriminal Junta Administrativa del Servicio ElÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â©ctrico de Cartago (JASEC)22 Utilities Financial Mixed Data Attack,Exploitation of Application Server

4/24/2022 Black BastaCriminal LACKS 31 ManufacturingFinancial Mixed Data Attack

4/24/2022 Black BastaCriminal Oralia 53 Real Estate and Rental and LeasingFinancial Mixed Data Attack

4/24/2022 Black BastaCriminal Plauen Stahl Technologie GmbH54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

4/24/2022 Black BastaCriminal UNIWELL Rohrsysteme GmbH & Co.31 ManufacturingFinancial Mixed Data Attack

4/24/2022 LockBit 3.0Criminal Costa Rica's Junta De Proteccion Social92 Public AdministrationFinancial Mixed Data Attack

4/23/2022 Black BastaCriminal TÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â¦"V NORD GROUP51 InformationFinancial Mixed Data Attack

4/22/2022 Black BastaCriminal American Dental Association (ADA)62 Health Care and Social AssistanceFinancial Disruptive Data Attack



4/22/2022 LockBit Criminal Secretary of State for Finance of Rio de Janeiro92 Public AdministrationFinancial Disruptive Data Attack

4/22/2022 Lapsus$ Criminal T-Mobile 51 InformationFinancial Exploitive Exploitation of End Hosts

4/22/2022 AnonymousHacktivist Enerpred 31 ManufacturingProtest Exploitive Exploitation of Application Server

4/22/2022 UndeterminedCriminal Ukraine's national postal service (Ukrposhta)92 Public AdministrationSabotage Disruptive External Denial of Service

4/22/2022 Black BastaCriminal LECHLER S.p.A. 31 ManufacturingFinancial Mixed Data Attack

4/22/2022 Black BastaCriminal Boswell Engineering54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

4/22/2022 Black BastaCriminal Jameco Electronics44 Retail TradeFinancial Mixed Data Attack

4/22/2022 Black BastaCriminal Wilks Tire & Battery Service44 Retail TradeFinancial Mixed Data Attack

4/22/2022 Black BastaCriminal Piggly Wiggly Alabama Distributing Company54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

4/22/2022 Black BastaCriminal Sole Technology 44 Retail TradeFinancial Mixed Data Attack

4/22/2022 Black BastaCriminal Black Bros. Co. 31 ManufacturingFinancial Mixed Data Attack

4/22/2022 Black BastaCriminal Zito Media 51 InformationFinancial Mixed Data Attack

4/22/2022 Black BastaCriminal Rollecate Group 23 ConstructionFinancial Mixed Data Attack

4/22/2022 Black BastaCriminal Flexible Circuit Technologies31 ManufacturingFinancial Mixed Data Attack

4/22/2022 Black BastaCriminal CAVENDERS 44 Retail TradeFinancial Mixed Data Attack

4/22/2022 Black BastaCriminal Contractors Pipe and Supply Corporation42 Wholesale TradeFinancial Mixed Data Attack

4/22/2022 Black BastaCriminal AGCO 31 ManufacturingFinancial Mixed Data Attack

4/22/2022 Black BastaCriminal Losberger De Boer31 ManufacturingFinancial Mixed Data Attack

4/22/2022 Black BastaCriminal BLAIR inc. 31 ManufacturingFinancial Mixed Data Attack

4/22/2022 Black BastaCriminal Blairex Laboratories, Inc.31 ManufacturingFinancial Mixed Data Attack

4/22/2022 Black BastaCriminal Elkuch Group 31 ManufacturingFinancial Mixed Data Attack

4/22/2022 Black BastaCriminal Allports Group 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

4/22/2022 Black BastaCriminal The O'Regan 99 UndeterminedFinancial Mixed Data Attack

4/22/2022 Black BastaCriminal Love, Barnes & McKew Insurance Adjusters52 Finance and InsuranceFinancial Mixed Data Attack

4/22/2022 Black BastaCriminal JBS TEXTILE GROUP31 ManufacturingFinancial Mixed Data Attack

4/22/2022 Black BastaCriminal Groupe J.F. Nadeau Inc48 Transportation and WarehousingFinancial Mixed Data Attack

4/22/2022 Black BastaCriminal English Construction Company23 ConstructionFinancial Mixed Data Attack

4/22/2022 Black BastaCriminal Jakob Becker 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

4/22/2022 Black BastaCriminal Young & Pratt 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

4/22/2022 Black BastaCriminal SCHMIDT Gruppe Service GmbH54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

4/22/2022 Black BastaCriminal Worldwide Flight Services48 Transportation and WarehousingFinancial Mixed Data Attack

4/22/2022 Black BastaCriminal SDZ Druck und Medien54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

4/22/2022 Black BastaCriminal BOERNER-GRUPPE42 Wholesale TradeFinancial Mixed Data Attack

4/22/2022 Black BastaCriminal LOSSEWERK 31 ManufacturingFinancial Mixed Data Attack

4/22/2022 Black BastaCriminal RadiciGroup 31 ManufacturingFinancial Mixed Data Attack

4/22/2022 Black BastaCriminal Tiroler Rohre GmbH31 ManufacturingFinancial Mixed Data Attack

4/22/2022 Black BastaCriminal Roche Bobois 44 Retail TradeFinancial Mixed Data Attack

4/22/2022 Black BastaCriminal Jinny Beauty Supply44 Retail TradeFinancial Mixed Data Attack

4/22/2022 Black BastaCriminal Bernd HÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¶sele Group54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

4/22/2022 Black BastaCriminal DPP Law 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

4/22/2022 Black BastaCriminal GRUPO mh 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

4/22/2022 Black BastaCriminal PARADOX 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

4/22/2022 Black BastaCriminal C2Imaging 62 Health Care and Social AssistanceFinancial Mixed Data Attack

4/22/2022 Black BastaCriminal Cpl Architects, Engineers54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

4/22/2022 Black BastaCriminal Crane Carrier Company48 Transportation and WarehousingFinancial Mixed Data Attack

4/22/2022 Black BastaCriminal Mechanical Systems Company23 ConstructionFinancial Mixed Data Attack

4/22/2022 Black BastaCriminal Canaropa 31 ManufacturingFinancial Mixed Data Attack

4/22/2022 Black BastaCriminal DEKIMO 31 ManufacturingFinancial Mixed Data Attack

4/22/2022 Black BastaCriminal Sierra Pacific Industries42 Wholesale TradeFinancial Mixed Data Attack

4/22/2022 Black BastaCriminal Trade-Mark Industrial Inc.54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

4/22/2022 Black BastaCriminal WENZEL + WENZEL54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

4/22/2022 Black BastaCriminal Dillon Precision 31 ManufacturingFinancial Mixed Data Attack

4/22/2022 Black BastaCriminal WALLWORK INC 23 ConstructionFinancial Mixed Data Attack

4/22/2022 Black BastaCriminal CAPSONIC 31 ManufacturingFinancial Mixed Data Attack

4/22/2022 Black BastaCriminal Elbit Systems of America92 Public AdministrationFinancial Mixed Data Attack



4/22/2022 Black BastaCriminal Montrose Environmental Group, Inc54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

4/22/2022 Black BastaCriminal OLYMPIA 52 Finance and InsuranceFinancial Mixed Data Attack

4/22/2022 Black BastaCriminal New Peoples Bank52 Finance and InsuranceFinancial Mixed Data Attack

4/22/2022 Black BastaCriminal RENZEL 31 ManufacturingFinancial Mixed Data Attack

4/22/2022 Black BastaCriminal The Wiener Zeitung media group54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

4/22/2022 Black BastaCriminal LOKALTOG 48 Transportation and WarehousingFinancial Mixed Data Attack

4/22/2022 Black BastaCriminal LYDECKERLAW 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

4/22/2022 Black BastaCriminal Total Transportation & Distribution, Inc.48 Transportation and WarehousingFinancial Mixed Data Attack

4/22/2022 Black BastaCriminal KNAUF 23 ConstructionFinancial Mixed Data Attack

4/22/2022 Vice SocietyCriminal Mossbourne Federation61 Educational ServicesFinancial Mixed Data Attack

4/22/2022 Vice SocietyCriminal Centre Hospitalier de Castelluccio62 Health Care and Social AssistanceFinancial Mixed Data Attack

4/21/2022 AnonymousHacktivist Accent Capital 53 Real Estate and Rental and LeasingProtest Exploitive Exploitation of Application Server

4/21/2022 Black BastaCriminal IMA Schelling Group31 ManufacturingFinancial Mixed Data Attack

4/21/2022 Black BastaCriminal Laiteries Reunies Societe cooperative31 ManufacturingFinancial Mixed Data Attack

4/21/2022 Vice SocietyCriminal Small Industries DevelopmentBank of India52 Finance and InsuranceFinancial Mixed Data Attack

4/21/2022 Killnet Hacktivist Estonian government websites92 Public AdministrationProtest Disruptive External Denial of Services

4/20/2022 Altahrea TeamHacktivist Israel Airports Authority48 Transportation and WarehousingProtest Disruptive External Denial of Service

4/20/2022 REvil Criminal Undisclosed organization99 UndeterminedFinancial Disruptive Data Attack

4/20/2022 AnonymousHacktivist Gazregion 54 Professional, Scientific, and Technical ServicesProtest Exploitive Exploitation of Application Server

4/20/2022 AnonymousHacktivist Synesis Surveillance System54 Professional, Scientific, and Technical ServicesProtest Exploitive Exploitation of Application Server

4/20/2022 GhostSec Hacktivist Metrospetstekhnika48 Transportation and WarehousingProtest Exploitive Exploitation of Application Server

4/20/2022 AnonymousHacktivist Sawatzky 53 Real Estate and Rental and LeasingProtest Exploitive Exploitation of Application Server

4/20/2022 AnonymousHacktivist Worldwide Invest 52 Finance and InsuranceProtest Exploitive Exploitation of Application Server

4/20/2022 Quantum Criminal Camden City School District61 Educational ServicesFinancial Mixed Data Attack

4/19/2022 UndeterminedCriminal GHT Coeur Grand Est.62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

4/19/2022 UndeterminedCriminal Undisclosed airline systems provider54 Professional, Scientific, and Technical ServicesFinancial Disruptive Data Attack

4/19/2022 UndeterminedCriminal Funky Pigeon 42 Wholesale TradeFinancial UndeterminedUndetermined

4/19/2022 WIZARD SPIDERCriminal Government of Costa Rica92 Public AdministrationFinancial Mixed Data Attack,Exploitation of Application Server

4/19/2022 AnonymousHacktivist Neocom Geoservice54 Professional, Scientific, and Technical ServicesProtest Exploitive Exploitation of Application Server

4/19/2022 AnonymousHacktivist General Department of Troops and Civil Construction92 Public AdministrationProtest Exploitive Exploitation of Application Server

4/19/2022 AnonymousHacktivist Tendertech 54 Professional, Scientific, and Technical ServicesProtest Exploitive Exploitation of Application Server

4/19/2022 Black BastaCriminal Deutsche Windtechnik31 ManufacturingFinancial Mixed Data Attack

4/19/2022 Lorenz Criminal Tosoh Corporation31 ManufacturingFinancial Mixed Data Attack

4/18/2022 LockBit Criminal EKZ 51 InformationFinancial Disruptive Data Attack

4/18/2022 Killnet Hacktivist Public Administration Portal92 Public AdministrationProtest Disruptive External Denial of Service

4/18/2022 UndeterminedCriminal Tenet Healthcare Corporation62 Health Care and Social AssistanceFinancial Disruptive Data Attack

4/18/2022 NB65 Hacktivist PSCB Petersburg Social Commercial Bank (JSC Bank "PSCB")52 Finance and InsuranceProtest Exploitive Exploitation of Application Server

4/18/2022 Black BastaCriminal Grohmann Aluworks GmbH & Co31 ManufacturingFinancial Mixed Data Attack

4/18/2022 Snatch Criminal InTown Suites 72 Accommodation and Food ServicesFinancial Mixed Data Attack

4/18/2022 Snatch Criminal Leuze 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

4/18/2022 Snatch Criminal Lootah Group 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

4/18/2022 Killnet Hacktivist Czech railways 48 Transportation and WarehousingProtest Disruptive External Denial of Service

4/18/2022 Killnet Hacktivist Karlovy Vary Airport48 Transportation and WarehousingProtest Disruptive External Denial of Service

4/18/2022 Killnet Hacktivist Pardubice Airport 48 Transportation and WarehousingProtest Disruptive External Denial of Service

4/17/2022 UndeterminedCriminal Rideau Hall 92 Public AdministrationFinancial UndeterminedUndetermined

4/17/2022 UndeterminedCriminal Beanstalk 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

4/17/2022 Cuba Criminal Pro Phoenix 52 Finance and InsuranceFinancial Mixed Data Attack

4/17/2022 Vice SocietyCriminal Maristes Hermitage61 Educational ServicesFinancial Mixed Data Attack

4/17/2022 Killnet Hacktivist Commerzbank 52 Finance and InsuranceProtest Disruptive External Denial of Services

4/17/2022 Killnet Hacktivist KFW 52 Finance and InsuranceProtest Disruptive External Denial of Services

4/16/2022 UndeterminedCriminal Unified Government of Wyandotte County and Kansas City92 Public AdministrationFinancial Disruptive Data Attack

4/16/2022 Ransom HouseCriminal AHS Aviation Handling Services GmbH54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

4/16/2022 AnonymousHacktivist Department of Education of the Strezhevoy City District Administration92 Public AdministrationProtest Exploitive Exploitation of Application Server

4/16/2022 Killnet Hacktivist Devon Energy Corporation21 Mining, Quarrying, and Oil and Gas ExtractionProtest Disruptive External Denial of Services

4/16/2022 Killnet Hacktivist Gatwick Airport 48 Transportation and WarehousingProtest Disruptive External Denial of Services



4/16/2022 UndeterminedCriminal Bulgarian State Post Office48 Transportation and WarehousingUndeterminedDisruptive Undetermined

4/15/2022 UndeterminedCriminal Undisclosed Crypto Platform52 Finance and InsuranceFinancial Disruptive External Denial of Service

4/15/2022 UndeterminedCriminal McDonald's Costa Rica72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Application Server

4/15/2022 NB65 Hacktivist Continent Express71 Arts, Entertainment, and RecreationProtest Exploitive Exploitation of Application Server

4/15/2022 GhostSec Hacktivist Undetermined 48 Transportation and WarehousingUndeterminedExploitive Exploitation of Application Server

4/15/2022 Killnet Hacktivist Cologne Bonn Airport48 Transportation and WarehousingProtest Disruptive External Denial of Services

4/14/2022 UndeterminedCriminal Spanish football federation (RFEF)71 Arts, Entertainment, and RecreationFinancial Exploitive Exploitation of End Hosts

4/14/2022 UndeterminedCriminal Dayton Independent School District61 Educational ServicesFinancial Exploitive Exploitation of End Hosts

4/14/2022 UndeterminedCriminal Taiwanese singer and actor Jay Chou52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

4/14/2022 AnonymousHacktivist Gazprom Linde Engineering54 Professional, Scientific, and Technical ServicesProtest Exploitive Exploitation of Application Server

4/14/2022 UndeterminedCriminal New Creation Counseling Center (NCCC)62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

4/14/2022 NGB 3rd Technical Surveillance BureauNation-StateChemical and IT sector organizations in South Korea31 ManufacturingPolitical-EspionageExploitive Exploitation of Application Server

4/14/2022 UAC-0097 Nation-StateGovernment Agencies in Ukraine92 Public AdministrationPolitical-EspionageExploitive Exploitation of Application Server

4/14/2022 UAC-0041 Hacktivist Government Agencies in Ukraine92 Public AdministrationProtest Exploitive Exploitation of Application Server

4/14/2022 AnonymousHacktivist Technotec 54 Professional, Scientific, and Technical ServicesProtest Exploitive Exploitation of Application Server

4/14/2022 Lorenz Criminal Musco Sports Lighting31 ManufacturingFinancial Mixed Data Attack

4/13/2022 Cuba Criminal BHGRE Metro Brokers53 Real Estate and Rental and LeasingFinancial Mixed Data Attack

4/13/2022 Lorenz Criminal Simply Placed 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

4/12/2022 UndeterminedCriminal Currency.com 52 Finance and InsuranceFinancial Disruptive External Denial of Service

4/12/2022 UndeterminedCriminal Unnamed telecommunication company in Honolulu51 InformationPolitical-EspionageExploitive Exploitation of Application Server,Exploitation of Data in Transit

4/12/2022 AnonymousHacktivist Governor's office of the Tver region92 Public AdministrationProtest Exploitive Exploitation of Application Server

4/12/2022 AnonymousHacktivist City of Blagoveshchensk92 Public AdministrationProtest Exploitive Exploitation of Application Server

4/12/2022 AnonymousHacktivist Ministry of Culture of the Russian Federation92 Public AdministrationProtest Exploitive Exploitation of Application Server

4/12/2022 UndeterminedCriminal Elephant Money 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

4/12/2022 LockBit Criminal Undisclosed U.S. Government Agency92 Public AdministrationFinancial Disruptive Data Attack

4/12/2022 Lorenz Criminal DeeZee 44 Retail TradeFinancial Mixed Data Attack

4/12/2022 Killnet Hacktivist La RÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Â©publique En Marche92 Public AdministrationProtest Disruptive External Denial of Services

4/11/2022 UndeterminedCriminal Contra Costa County92 Public AdministrationFinancial Exploitive Exploitation of End Hosts

4/11/2022 UndeterminedCriminal Adaptive Health Integrations62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

4/11/2022 UndeterminedCriminal Signature Healthcare Corporation (SHC)62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Hosts

4/11/2022 ALPHVM Criminal Florida International University61 Educational ServicesFinancial Mixed Data Attack,Exploitation of Application Server

4/11/2022 Quantum Criminal Hi Tech HoneyComb31 ManufacturingFinancial Mixed Data Attack

4/11/2022 Quantum Criminal Service Employees' International Union81 Other Services (except Public Administration)Financial Mixed Data Attack

4/11/2022 Quantum Criminal Broadleaf 42 Wholesale TradeFinancial Mixed Data Attack

4/11/2022 Quantum Criminal Wolfe Industrial 31 ManufacturingFinancial Mixed Data Attack

4/11/2022 Quantum Criminal JetStar 48 Transportation and WarehousingFinancial Mixed Data Attack

4/11/2022 UndeterminedCriminal Heartland Healthcare Services62 Health Care and Social AssistanceFinancial Mixed

4/11/2022 Lorenz Criminal Advizrs 52 Finance and InsuranceFinancial Mixed Data Attack

4/11/2022 UndeterminedCriminal Genesis Health Care62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

4/9/2022 UndeterminedCriminal Sabre Corporation56 Administrative and Support and Waste Management and Remediation ServicesFinancial Exploitive Exploitation of Application Server

4/9/2022 Quantum Criminal Tehama County Social Services Department62 Health Care and Social AssistanceFinancial Disruptive Data Attack

4/8/2022 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Nation-StateLarge Ukrainian energy provider22 Utilities Sabotage Disruptive Data Attack

4/8/2022 UndeterminedCriminal Black River Falls School District61 Educational ServicesFinancial Exploitive Exploitation of Application Server

4/8/2022 UndeterminedCriminal Finnish ministries of Defense and Foreign Affairs92 Public AdministrationSabotage Disruptive External Denial of Service

4/8/2022 AnonymousHacktivist Forest 21 Mining, Quarrying, and Oil and Gas ExtractionProtest Exploitive Exploitation of Application Server

4/8/2022 AnonymousHacktivist Aerogas 22 Utilities Protest Exploitive Exploitation of Application Server

4/8/2022 AnonymousHacktivist Petrovsky Fort 53 Real Estate and Rental and LeasingProtest Exploitive Exploitation of Application Server

4/8/2022 UndeterminedCriminal Assurance Health System62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Host

4/7/2022 Avos LockerCriminal McKenzie Health System62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

4/7/2022 UndeterminedCriminal CitySprint 48 Transportation and WarehousingFinancial Exploitive Exploitation of Application Server

4/7/2022 Ukraine IT ArmyHacktivist Rossgram 51 InformationProtest Disruptive Message Manipulation

4/7/2022 ALPHVM Criminal Oil, gas, mining and construction company in South America22 Utilities Financial Mixed Data Attack,Exploitation of Application Server

4/7/2022 ALPHVM Criminal ERP provider in the Middle East54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack,Exploitation of Application Server

4/7/2022 GhostwriterNation-StateMembers of the Ukrainian military92 Public AdministrationPolitical-EspionageExploitive Exploitation of End Hosts

4/7/2022 UndeterminedCriminal WonderHero 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server



4/7/2022 StudentCyberArmyHacktivist Russian Unified National System for Digital Marking and Tracking of Goods92 Public AdministrationProtest Disruptive External Denial of Services

4/6/2022 UndeterminedCriminal Bernards Township School District61 Educational ServicesFinancial Exploitive Exploitation of Application Server

4/6/2022 The Black Rabbit WorldHacktivist Kremlin CCTV system92 Public AdministrationProtest Exploitive Exploitation of Sensors

4/6/2022 UndeterminedCriminal Central Vermont Eye Care62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

4/6/2022 UndeterminedCriminal Gazprom Neft 21 Mining, Quarrying, and Oil and Gas ExtractionProtest Disruptive Message Manipulation

4/5/2022 LOSPELAOSBROCriminal Vevo 54 Professional, Scientific, and Technical ServicesFinancial Disruptive Message Manipulation

4/5/2022 WIZARD SPIDERCriminal I-SEC 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack,Exploitation of Application Server

4/5/2022 UndeterminedCriminal The Guidance Center62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Hosts

4/5/2022 UndeterminedCriminal The Works 42 Wholesale TradeFinancial Exploitive Exploitation of Application Server

4/5/2022 Ukraine IT ArmyHacktivist EGAIS 92 Public AdministrationProtest Disruptive External Denial of Service

4/5/2022 GOLD DUPONTCriminal Sonae 44 Retail TradeFinancial Mixed Data Attack

4/5/2022 Lorenz Criminal Keicorp(ICPM) 81 Other Services (except Public Administration)Financial Mixed Data Attack

4/5/2022 UndeterminedCriminal U-Haul International (U-Haul)48 Transportation and WarehousingFinancial Exploitive Exploitation of Application Server

4/5/2022 UndeterminedCriminal Physician's Business Office (PBO)56 Administrative and Support and Waste Management and Remediation ServicesFinancial Exploitive Exploitation of Application Server

4/4/2022 UndeterminedCriminal Emma The Sleep 31 ManufacturingFinancial Exploitive Exploitation of Application Server

4/4/2022 AnonymousHacktivist Russian military stationed in Bucha92 Public AdministrationProtest Exploitive Exploitation of End Hosts

4/4/2022 Ransom HouseCriminal Saskatchewan Liquor and Gaming Authority92 Public AdministrationFinancial Mixed Data Attack

4/4/2022 UndeterminedCriminal Maternal & Family Health Services (MFHS)62 Health Care and Social AssistanceFinancial Mixed Data Attack

4/4/2022 AnonymousHacktivist Korolevskiy 31 ManufacturingProtest Exploitive Exploitation of Application Server

4/3/2022 UndeterminedCriminal Inverse Finance 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

4/2/2022 WIZARD SPIDERCriminal Nordex 31 ManufacturingFinancial Disruptive Data Attack

4/1/2022 AnonymousHacktivist Russian Orthodox Church81 Other Services (except Public Administration)Protest Exploitive Exploitation of Application Server

4/1/2022 UndeterminedCriminal Yandex Food 72 Accommodation and Food ServicesProtest Exploitive Exploitation of End Hosts

4/1/2022 UAC-0056 Nation-StateICTV 51 InformationUndeterminedExploitive Exploitation of End Hosts

4/1/2022 UndeterminedCriminal Defence ministry and other institutions in Ukraine92 Public AdministrationPolitical-EspionageExploitive Exploitation of Application Server

4/1/2022 Black BastaCriminal Basler Versicherungen52 Finance and InsuranceFinancial Mixed Data Attack

4/1/2022 Cuba Criminal Metagenics 31 ManufacturingFinancial Mixed Data Attack

4/1/2022 Vice SocietyCriminal Ciments Guyanais31 ManufacturingFinancial Mixed Data Attack

4/1/2022 AnonymousHacktivist Lipetsk Mechanical Plant31 ManufacturingProtest Exploitive Exploitation of Application Server

4/1/2022 AnonymousHacktivist Capital Legal Services54 Professional, Scientific, and Technical ServicesProtest Exploitive Exploitation of Application Server

3/31/2022 Ministry of State Security's (MSS) (MUSTANG PANDA)Nation-StateRussian state officers92 Public AdministrationPolitical-EspionageExploitive Exploitation of End Hosts

3/31/2022 ALPHVM Criminal Undisclosed organization99 UndeterminedFinancial Disruptive Data Attack

3/31/2022 UndeterminedCriminal Individuals in the UK44 Retail TradeFinancial Exploitive Exploitation of End Hosts

3/31/2022 UndeterminedCriminal Iberdrola 22 Utilities Financial Exploitive Exploitation of Application Server

3/31/2022 UndeterminedCriminal Ola Finance 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

3/31/2022 AnonymousHacktivist volozhin.gov.by 92 Public AdministrationProtest Disruptive Message Manipulation

3/31/2022 AnonymousHacktivist Marathon Group 52 Finance and InsuranceProtest Exploitive Exploitation of Application Server

3/31/2022 Snatch Criminal Yip in Tsoi 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

3/31/2022 XakNet Hacktivist Ministry of Foreign Affairs of Ukraine92 Public AdministrationProtest Exploitive Undetermined

3/30/2022 UndeterminedCriminal Englewood Health62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Hosts

3/30/2022 Lapsus$ Criminal Globant 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack,Exploitation of Application Server

3/30/2022 UndeterminedCriminal Thozis Corp. 52 Finance and InsuranceProtest Exploitive Exploitation of Application Server

3/30/2022 Conti Criminal TIC International Corporation (TIC)52 Finance and InsuranceFinancial Mixed Data Attack

3/30/2022 UndeterminedCriminal Undetermined 48 Transportation and WarehousingUndeterminedUndeterminedUndetermined

3/29/2022 UndeterminedCriminal Weatherford ISD 61 Educational ServicesFinancial Exploitive Exploitation of End Hosts

3/29/2022 AnonymousHacktivist MashOil 31 ManufacturingProtest Exploitive Exploitation of Application Server

3/29/2022 UndeterminedCriminal Bradley International Airport48 Transportation and WarehousingFinancial Disruptive External Denial of Service

3/29/2022 UndeterminedCriminal US election officials92 Public AdministrationPolitical-EspionageExploitive Exploitation of End Hosts

3/29/2022 GOLD DUPONTCriminal Stago 31 ManufacturingFinancial Mixed Data Attack

3/29/2022 Lorenz Criminal Biz Retek 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

3/29/2022 UndeterminedCriminal Vice Media 51 InformationFinancial Exploitive Exploitation of Application Server

3/28/2022 Ukraine IT ArmyHacktivist Rostec 31 ManufacturingProtest Disruptive External Denial of Service

3/28/2022 Hive Criminal First Choice Community Healthcare62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

3/28/2022 UndeterminedCriminal Ukrtelecom 51 InformationSabotage Disruptive External Denial of Service

3/28/2022 NB65 Hacktivist VGTRK (All-Russia State Television and Radio Broadcasting Company)51 InformationProtest Exploitive Exploitation of Application Server



3/28/2022 UndeterminedCriminal Russian Aviation Authority (Rosaviatsiya)48 Transportation and WarehousingSabotage Mixed Data Attack,Exploitation of Application Server

3/28/2022 Vice SocietyCriminal NuLife Med 62 Health Care and Social AssistanceFinancial Mixed Data Attack

3/28/2022 Vice SocietyCriminal ASPIRO 81 Other Services (except Public Administration)Financial Mixed Data Attack

3/28/2022 Vice SocietyCriminal APSM Systems 31 ManufacturingFinancial Mixed Data Attack

3/28/2022 Vice SocietyCriminal Jammal Trust Bank52 Finance and InsuranceFinancial Mixed Data Attack

3/28/2022 Vice SocietyCriminal OSSEG Obra Social de Seguros62 Health Care and Social AssistanceFinancial Mixed Data Attack

3/28/2022 AnonymousHacktivist Federal Security Service (FSB)92 Public AdministrationProtest Exploitive Undetermined

3/28/2022 AnonymousHacktivist Several pro-Fidesz websites51 InformationProtest Disruptive External Denial of Services

3/27/2022 UndeterminedCriminal JDC Healthcare Management (JDC)62 Health Care and Social AssistanceFinancial Disruptive Data Attack

3/27/2022 AnonymousHacktivist RostProekt 54 Professional, Scientific, and Technical ServicesProtest Exploitive Exploitation of Application Server

3/27/2022 UndeterminedCriminal Revest Finance 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

3/27/2022 Vice SocietyCriminal Universidade Federal de Sao Paulo61 Educational ServicesFinancial Mixed Data Attack

3/26/2022 UndeterminedCriminal Mailchimp 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of End Hosts

3/26/2022 UndeterminedCriminal Russian Federal Air Transport Agency (Rosaviatsia)48 Transportation and WarehousingSabotage Disruptive Data Attack

3/25/2022 UndeterminedCriminal Colorado Physician Partners (CPP)62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Hosts

3/25/2022 UndeterminedCriminal North Orange County Community College District (NOCCCD)61 Educational ServicesFinancial Exploitive Exploitation of Application Server

3/25/2022 ALPHVM Criminal North Carolina A&T State University61 Educational ServicesFinancial Disruptive Data Attack

3/25/2022 UndeterminedCriminal Clinic of North Texas62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

3/25/2022 LockBit Criminal Val Verde Regional Medical Center (VVRMC)62 Health Care and Social AssistanceFinancial Disruptive Data Attack

3/25/2022 UndeterminedCriminal SuperCare Health 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

3/25/2022 Conti Criminal Cytometry Specialists, also known as CSI Laboratories62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

3/25/2022 Cuba Criminal Trant 23 ConstructionFinancial Mixed Data Attack

3/25/2022 Twister CanyonCriminal MCG Health 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

3/25/2022 Twister CanyonCriminal MCG Health 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

3/25/2022 Killnet Hacktivist Supreme Court of Poland92 Public AdministrationProtest Disruptive External Denial of Services

3/24/2022 AnonymousHacktivist Nestle 72 Accommodation and Food ServicesProtest Exploitive Exploitation of Application Server

3/24/2022 The Black Rabbit WorldHacktivist Central Bank of Russia92 Public AdministrationProtest Exploitive Exploitation of Application Server

3/24/2022 UndeterminedCriminal UK Ministry of Defence92 Public AdministrationFinancial Exploitive Exploitation of Application Server

3/24/2022 UndeterminedCriminal Christie Clinic 62 Health Care and Social AssistanceFinancial Exploitive Undetermined

3/24/2022 UndeterminedCriminal Spokane Regional Health District (SRHD)62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Hosts

3/24/2022 Hive Criminal Partnership HealthPlan of California62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

3/24/2022 AnonymousHacktivist decathlon.ru 44 Retail TradeProtest Disruptive External Denial of Service

3/24/2022 AnonymousHacktivist leroymerlin.ru 44 Retail TradeProtest Disruptive External Denial of Service

3/24/2022 AnonymousHacktivist auchan.ru 44 Retail TradeProtest Disruptive External Denial of Service

3/23/2022 UndeterminedCriminal Ronin Network 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

3/23/2022 UndeterminedCriminal Cashio 52 Finance and InsuranceFinancial Exploitive Undetermined

3/23/2022 UndeterminedCriminal Ferrovie dello Stato Italiane (Italian Railways)48 Transportation and WarehousingFinancial Disruptive Data Attack

3/23/2022 Vice SocietyCriminal Establishment of the Agency for the Environmental Protection of the Marche Region92 Public AdministrationFinancial Mixed Data Attack

3/23/2022 Vice SocietyCriminal Griggsville-Perry High School61 Educational ServicesFinancial Mixed Data Attack

3/23/2022 UndeterminedCriminal Russian Ministry of Internal Affairs92 Public AdministrationProtest Disruptive Message Manipulation

3/23/2022 AnonymousHacktivist Undetermined 48 Transportation and WarehousingProtest Exploitive Undetermined

3/23/2022 Ministry of State Security's (MSS) Tianjin State Security Department (APT10)Nation-StateRostec 31 ManufacturingPolitical-EspionageExploitive Exploitation of Application Server

3/23/2022 UndeterminedCriminal Undetermined 48 Transportation and WarehousingUndeterminedDisruptive External Denial of Services

3/23/2022 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Nation-StateUkranian Logistical Services48 Transportation and WarehousingSabotage Disruptive Undetermined

3/22/2022 UndeterminedCriminal Advanced Medical Practice Management (AMPM)62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

3/22/2022 UndeterminedCriminal Alacrity Solutions Group, LLC54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

3/22/2022 UndeterminedCriminal Morinaga 72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Application Server

3/22/2022 UndeterminedCriminal Miratorg Agribusiness Holding72 Accommodation and Food ServicesSabotage Disruptive Data Attack

3/22/2022 Lapsus$ Criminal Microsoft 51 InformationFinancial Exploitive Exploitation of End Hosts

3/22/2022 Snatch Criminal Hanon Systems 31 ManufacturingFinancial Mixed Data Attack

3/22/2022 Snatch Criminal Overseas Travel Agency54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

3/22/2022 UndeterminedCriminal Slobodna Dalmacija61 Educational ServicesProtest Disruptive Message Manipulation

3/21/2022 UndeterminedCriminal Horizon Actuarial Services54 Professional, Scientific, and Technical ServicesFinancial Disruptive Data Attack

3/21/2022 UndeterminedCriminal OneRing Finance 52 Finance and InsuranceFinancial Exploitive Undetermined

3/21/2022 UndeterminedCriminal VKontakte (VK) 51 InformationProtest Exploitive Exploitation of End Hosts



3/21/2022 AnonymousHacktivist Transneft 48 Transportation and WarehousingProtest Exploitive Exploitation of Application Server

3/21/2022 UndeterminedCriminal Johnson Memorial Hospital62 Health Care and Social AssistanceFinancial Mixed Data Attack

3/20/2022 UndeterminedCriminal ELTA 56 Administrative and Support and Waste Management and Remediation ServicesFinancial Disruptive Data Attack

3/20/2022 GOLD DUPONTCriminal Scottish Association for Mental Health81 Other Services (except Public Administration)Financial Mixed Data Attack

3/20/2022 AnonymousHacktivist Undetermined 48 Transportation and WarehousingProtest Disruptive Message Manipulation

3/19/2022 UndeterminedCriminal HubSpot 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Undetermined

3/19/2022 Hive Criminal Partnership Health Plan of California (PHC)62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

3/19/2022 Cuba Criminal Hyundai Power Tech31 ManufacturingFinancial Mixed Data Attack

3/18/2022 UndeterminedCriminal Lakeview Loan Servicing52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

3/18/2022 UndeterminedCriminal East Windsor Township92 Public AdministrationFinancial Exploitive Undetermined

3/18/2022 UndeterminedCriminal Assurance Maladie52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

3/18/2022 UndeterminedCriminal Wheeling Health Right (WHR)62 Health Care and Social AssistanceFinancial Disruptive Data Attack

3/18/2022 UndeterminedCriminal Cancer and Hematology Centers of Western Michigan62 Health Care and Social AssistanceFinancial Disruptive Data Attack

3/18/2022 UndeterminedCriminal Hood LLC 72 Accommodation and Food ServicesFinancial UndeterminedUndetermined

3/18/2022 RansomEXXCriminal Scottish Association for Mental Health (SAMH)62 Health Care and Social AssistanceFinancial Disruptive Data Attack

3/18/2022 UndeterminedCriminal Morgan Stanley Wealth Management52 Finance and InsuranceFinancial Exploitive Exploitation of End Hosts

3/18/2022 N4ughtysecTUCriminal TransUnion South Africa52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

3/18/2022 IT Army of UkraineHacktivist Telegram 51 InformationUndeterminedExploitive Exploitation of Application Server

3/17/2022 LockBit Criminal Tague Family Practice62 Health Care and Social AssistanceFinancial Disruptive Data Attack

3/17/2022 UndeterminedCriminal Jefferson Dental and Orthodontics62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

3/17/2022 UndeterminedCriminal Smartmatic 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Undetermined

3/17/2022 AvosLockerCriminal US critical infrastructure sectors22 Utilities Financial Disruptive Data Attack

3/17/2022 AnonymousHacktivist Russian Ministry of Emergencies92 Public AdministrationProtest Disruptive Message Manipulation

3/17/2022 Vermin Criminal Government Agencies of Ukraine92 Public AdministrationUndeterminedExploitive Exploitation of End Host

3/16/2022 UndeterminedCriminal Charleston Area Medical Center (CAMC)62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

3/16/2022 UndeterminedCriminal Ukraine 92 Public AdministrationSabotage Disruptive Message Manipulation

3/16/2022 UndeterminedCriminal Tuloso Midway Independent School District61 Educational ServicesFinancial Exploitive Exploitation of End Host

3/16/2022 UndeterminedCriminal Ukrainian Red Cross62 Health Care and Social AssistanceProtest Disruptive External Denial of Services

3/16/2022 UndeterminedCriminal Undetermined 48 Transportation and WarehousingSabotage Disruptive Data Attack

3/16/2022 UndeterminedCriminal Ukraine 24 51 InformationSabotage Disruptive Message Manipulation

3/15/2022 UndeterminedCriminal Urgent Team Holdings62 Health Care and Social AssistanceFinancial Exploitive Undetermined

3/15/2022 UndeterminedCriminal Agave and Hundred Finance52 Finance and InsuranceFinancial Exploitive Undetermined

3/15/2022 UndeterminedCriminal Chelan Douglas Health District62 Health Care and Social AssistanceFinancial Exploitive Undetermined

3/15/2022 UndeterminedCriminal Heriot-Watt University61 Educational ServicesFinancial UndeterminedUndetermined

3/15/2022 AnonymousHacktivist Undetermined 48 Transportation and WarehousingProtest Exploitive Exploitation of Sensors

3/15/2022 AnonymousHacktivist Undetermined 48 Transportation and WarehousingProtest Exploitive Exploitation of Sensors

3/15/2022 AnonymousHacktivist ROSATOM 92 Public AdministrationProtest Exploitive Exploitation of Application Server

3/15/2022 Spielerkid89Hacktivist Regional Ministry of Health92 Public AdministrationProtest Exploitive Exploitation of Application Server

3/15/2022 UndeterminedCriminal RiverKids Pediatric Home Health62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

3/15/2022 UndeterminedCriminal Parliament of Spain92 Public AdministrationUndeterminedDisruptive External Denial of Services

3/15/2022 AnonymousHacktivist FSB: fsb.gov.ru Russian Stock Exchange: moex.com Moscow International Portal: moscow.ru Ministry of Sport of the Russian Federation: minsport.gov.ru Analytical Center for the Government of the Russian Federation: ac.gov.ru92 Public AdministrationProtest Disruptive External Denial of Service

3/15/2022 RIAEvangelistHobbyist Undetermined 48 Transportation and WarehousingUndeterminedDisruptive Data Attack

3/15/2022 RIAEvangelistHobbyist Undetermined 48 Transportation and WarehousingUndeterminedDisruptive Data Attack

3/14/2022 UndeterminedCriminal Newman Regional Health (NRH)62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Hosts

3/14/2022 WIZARD SPIDERCriminal Parker Hannifin 31 ManufacturingFinancial Mixed Data Attack,Exploitation of Application Server

3/14/2022 UndeterminedCriminal Law Enforcement Health Benefits Inc. (LEHB)62 Health Care and Social AssistanceFinancial Disruptive Data Attack

3/14/2022 UndeterminedCriminal Israel Government web sites92 Public AdministrationSabotage Disruptive External Denial of Service

3/14/2022 GOLD DUPONTCriminal Viva Air 48 Transportation and WarehousingFinancial Mixed Data Attack

3/14/2022 Data Criminal Ask.FM? 51 InformationFinancial Exploitive Exploitation of Application Server

3/14/2022 UndeterminedCriminal Elevate Services 54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Undetermined

3/14/2022 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Nation-StateUndetermined 48 Transportation and WarehousingUndeterminedDisruptive Data Attack

3/13/2022 UndeterminedCriminal East Tennessee Children's Hospital (ETCH)62 Health Care and Social AssistanceFinancial Disruptive Data Attack

3/13/2022 Dragonfly Nation-StateUndetermined 48 Transportation and WarehousingPolitical-EspionageExploitive Undetermined

3/12/2022 AnonymousHacktivist Rosneft Deutschland22 Utilities Protest Exploitive Exploitation of Application Server

3/11/2022 UndeterminedCriminal Whitefish School District61 Educational ServicesFinancial Exploitive Exploitation of End Hosts



3/11/2022 UndeterminedCriminal Altoona Area School District61 Educational ServicesFinancial Exploitive Exploitation of Application Server

3/11/2022 UndeterminedCriminal Labette Health 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

3/11/2022 UndeterminedCriminal Wightlink 48 Transportation and WarehousingFinancial Exploitive Exploitation of End Hosts

3/11/2022 Cuba Criminal BC International Group31 ManufacturingFinancial Mixed Data Attack

3/11/2022 UndeterminedCriminal Rostec 31 ManufacturingUndeterminedDisruptive External Denial of Services

3/10/2022 Snatch Criminal Arbitech 48 Transportation and WarehousingFinancial Mixed Data Attack

3/10/2022 Snatch Criminal Skyxe Saskatoon Airport48 Transportation and WarehousingFinancial Mixed Data Attack

3/10/2022 IRIDIUM Nation-StateUndetermined 48 Transportation and WarehousingUndeterminedExploitive Undetermined

3/10/2022 AnonymousHacktivist Roskomnadzor 51 InformationProtest Exploitive Exploitation of Application Server

3/9/2022 UndeterminedCriminal North Alabama Bone & Joint Clinic, P.C. ("NABJC")62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

3/9/2022 Ransom HouseCriminal Summit Care 62 Health Care and Social AssistanceFinancial Mixed Data Attack

3/9/2022 Ransom HouseCriminal Advanced Micro Devices, Inc31 ManufacturingFinancial Mixed Data Attack

3/9/2022 UndeterminedCriminal Triolan 51 InformationUndeterminedDisruptive Data Attack

3/8/2022 UndeterminedCriminal Central Indiana Orthopedics (CIO)62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

3/8/2022 AnonymousHacktivist Russian Federal Penitentiary Service92 Public AdministrationProtest Disruptive Message Manipulation

3/8/2022 AnonymousHacktivist Undetermined 48 Transportation and WarehousingProtest Exploitive Exploitation of Sensors

3/8/2022 Lapsus$ Criminal Mercado Libre 44 Retail TradeFinancial Exploitive Exploitation of Application Server

3/8/2022 Lorenz Criminal Ward Hadaway 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

3/8/2022 SVR (COZYBEAR)Nation-StateEuropean diplomatic entity92 Public AdministrationPolitical-EspionageExploitive Exploitation of End Host

3/8/2022 UndeterminedCriminal Russian Digital Development Ministry, Energy Ministry, the Federal State Statistics Service, the Federal Penitentiary Service, the Federal Bailiff Service, the Federal Antimonopoly Service, the Culture Ministry, etc.92 Public AdministrationProtest Disruptive Data Attack

3/8/2022 UndeterminedCriminal Russian Energy Ministry92 Public AdministrationProtest Disruptive Data Attack

3/8/2022 UndeterminedCriminal Russian Federal State Statistics Service92 Public AdministrationProtest Disruptive Data Attack

3/8/2022 UndeterminedCriminal Russian Federal Penitentiary Service92 Public AdministrationProtest Disruptive Data Attack

3/8/2022 UndeterminedCriminal Russian Federal Bailiff Service92 Public AdministrationProtest Disruptive Data Attack

3/8/2022 UndeterminedCriminal Russian Federal Antimonopoly Service92 Public AdministrationProtest Disruptive Data Attack

3/8/2022 UndeterminedCriminal Russian Culture Ministry92 Public AdministrationProtest Disruptive Data Attack

3/7/2022 UndeterminedCriminal Salusive Health AKA myNurse62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

3/7/2022 UndeterminedCriminal Town of East Windsor92 Public AdministrationFinancial Exploitive Exploitation of Application Server

3/7/2022 UndeterminedCriminal Ascension Michigan62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

3/7/2022 Hive Criminal Rompetrol 22 Utilities Financial Mixed Data Attack,Exploitation of Application Server

3/7/2022 UndeterminedCriminal Numerous Ukraine sites, including the Ministry of Foreign Affairs, Ministry of Internal Affairs92 Public AdministrationPolitical-EspionageDisruptive External Denial of Service

3/7/2022 GhostwriterNation-StatePolish and Ukrainian government and military organizations92 Public AdministrationPolitical-EspionageExploitive Exploitation of End Hosts

3/7/2022 GhostwriterNation-StatePolish and Ukrainian government and military organizations92 Public AdministrationPolitical-EspionageExploitive Exploitation of End Hosts

3/7/2022 UndeterminedCriminal Russian federal agencies including the Energy Ministry, the Federal State Statistics Service, the Federal Penitentiary Service, the Federal Bailiff Service, the Federal Antimonopoly Service, the Culture Ministry92 Public AdministrationPolitical-EspionageExploitive Exploitation of Infrastructure

3/7/2022 GURMO Nation-StateBeloyarsk Nuclear Power Plant22 Utilities UndeterminedExploitive Exploitation of Application Server

3/6/2022 UndeterminedCriminal Toei 71 Arts, Entertainment, and RecreationFinancial UndeterminedUndetermined

3/6/2022 AnonymousHacktivist Three Russian-state TV channels, Russia 24, Moscow 24, and Channel One and two Netflix-like Russian streaming services, Ivi and Wink51 InformationProtest Disruptive Message Manipulation



3/6/2022 AnonymousHacktivist Russia Today (RT)51 InformationProtest Disruptive Message Manipulation

3/6/2022 AnonymousHacktivist Wink 51 InformationProtest Disruptive Message Manipulation

3/6/2022 AnonymousHacktivist Ivi 51 InformationProtest Disruptive Message Manipulation

3/6/2022 AnonymousHacktivist Russia 24 51 InformationProtest Disruptive Message Manipulation

3/6/2022 AnonymousHacktivist First Channel 51 InformationProtest Disruptive Message Manipulation

3/6/2022 AnonymousHacktivist Moscow 24 51 InformationProtest Disruptive Message Manipulation

3/5/2022 GhostSec Hacktivist Department of Information Projects (homk.ru)92 Public AdministrationProtest Exploitive Exploitation of Application Server

3/4/2022 UndeterminedCriminal Technology Management Resources (TMR)52 Finance and InsuranceFinancial Exploitive Exploitation of End Hosts

3/4/2022 UndeterminedCriminal PracticeMax 54 Professional, Scientific, and Technical ServicesFinancial Disruptive Data Attack

3/4/2022 AnonymousHacktivist gov.ru 92 Public AdministrationProtest Exploitive Exploitation of Application Server

3/4/2022 AgainstTheWest" (ATW)Hacktivist Gazprom 92 Public AdministrationProtest Exploitive Exploitation of Application Server

3/4/2022 Lapsus$ Criminal Samsung Electronics31 ManufacturingFinancial Mixed Data Attack,Exploitation of Application Server

3/3/2022 UndeterminedCriminal PressReader 51 InformationFinancial UndeterminedUndetermined

3/3/2022 v0g3lSec Hacktivist Russian Space Research Institute (IKI)92 Public AdministrationProtest Disruptive Message Manipulation

3/3/2022 UndeterminedCriminal Ukrainian government and regional authorities' websites92 Public AdministrationSabotage Disruptive Message Manipulation

3/3/2022 UndeterminedCriminal FPS Medical Center62 Health Care and Social AssistanceFinancial Disruptive Data Attack

3/3/2022 Snatch Criminal Undetermined 48 Transportation and WarehousingFinancial Mixed Data Attack

3/3/2022 UndeterminedCriminal Legacy Post Acute Care62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Host

3/3/2022 Killnet Hacktivist La RÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Â©publique En Marche92 Public AdministrationProtest Mixed External Denial of Services

3/3/2022 UndeterminedCriminal Alta Medical Management62 Health Care and Social AssistanceFinancial Mixed Data Attack

3/2/2022 UndeterminedCriminal Fleetwood Area School District61 Educational ServicesFinancial Disruptive Data Attack

3/2/2022 Lorenz Criminal VadaTech 92 Public AdministrationFinancial Mixed Data Attack

3/2/2022 UndeterminedCriminal Ukrainian Embassy in London92 Public AdministrationUndeterminedDisruptive External Denial of Services

3/1/2022 UndeterminedCriminal Tuloso Midway ISD61 Educational ServicesFinancial UndeterminedUndetermined

3/1/2022 UndeterminedCriminal Caritas Internationalis21 Mining, Quarrying, and Oil and Gas ExtractionProtest Disruptive Message Manipulation

3/1/2022 NB65 Hacktivist Roscosmos 92 Public AdministrationProtest Exploitive Exploitation of Infrastructure

3/1/2022 AnonymousHacktivist Undisclosed 81 Other Services (except Public Administration)Protest Exploitive Exploitation of Sensors

3/1/2022 AnonymousHacktivist Russian Ministry of Economic Development92 Public AdministrationProtest Exploitive Exploitation of Application Server

3/1/2022 UndeterminedCriminal Martin University 61 Educational ServicesFinancial Disruptive External Denial of Service

3/1/2022 Snatch Criminal The Execu|Search Group54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

3/1/2022 AnonymousHacktivist Russian State Space Corporation ROSCOSMOS92 Public AdministrationProtest Disruptive Undetermined

3/1/2022 UndeterminedCriminal Undetermined 48 Transportation and WarehousingUndeterminedDisruptive Data Attack

2/28/2022 Vice SocietyCriminal ABI (Associazione Bancaria Italiana)52 Finance and InsuranceFinancial Mixed Data Attack,Exploitation of Application Server

2/28/2022 Stonefly Nation-StateUnnamed engineering company with energy and military customers54 Professional, Scientific, and Technical ServicesPolitical-EspionageUndeterminedUndetermined

2/28/2022 WIZARD SPIDERCriminal Panasonic Canada31 ManufacturingFinancial Mixed Data Attack,Exploitation of Application Server

2/28/2022 UndeterminedCriminal District 518 61 Educational ServicesFinancial Exploitive Exploitation of End Hosts

2/28/2022 AnonymousHacktivist TASS 51 InformationProtest Disruptive Message Manipulation

2/28/2022 AnonymousHacktivist RIA Novosti 51 InformationProtest Disruptive Message Manipulation

2/28/2022 AnonymousHacktivist Kommersant 51 InformationProtest Disruptive Message Manipulation

2/28/2022 AnonymousHacktivist Izvestiya 51 InformationProtest Disruptive Message Manipulation

2/28/2022 AnonymousHacktivist Forbes Russia 51 InformationProtest Disruptive Message Manipulation

2/28/2022 AgainstTheWestHacktivist ROSATOM 92 Public AdministrationProtest Exploitive Exploitation of Application Server

2/28/2022 Ukraine IT ArmyHacktivist Moscow Exchange52 Finance and InsuranceProtest Disruptive Message Manipulation

2/28/2022 Quantum Criminal InfoTek Consulting Services54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

2/28/2022 Agrius APTNation-StateUndetermined 48 Transportation and WarehousingSabotage Disruptive Data Attack

2/28/2022 Agrius APTNation-StateUndetermined 48 Transportation and WarehousingSabotage Disruptive Data Attack

2/28/2022 Agrius APTNation-StateUndetermined 48 Transportation and WarehousingSabotage Disruptive Data Attack

2/28/2022 AnonymousHacktivist Undetermined 48 Transportation and WarehousingUndeterminedDisruptive Message Manipulation

2/27/2022 UndeterminedCriminal Bridgestone 31 ManufacturingFinancial UndeterminedUndetermined

2/27/2022 Belarusian Cyber PartisansHacktivist Belarusian Railway48 Transportation and WarehousingSabotage Disruptive Physical Attack

2/27/2022 LockBit 2.0Criminal Strix Group 31 ManufacturingFinancial Mixed Data Attack,Exploitation of Application Server

2/27/2022 AgainstTheWestHacktivist AgainstTheWest 92 Public AdministrationSabotage Disruptive Data Attack

2/27/2022 AnonymousHacktivist UNC1151 54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Undetermined

2/27/2022 AnonymousHacktivist Undetermined 48 Transportation and WarehousingUndeterminedExploitive Undetermined

2/27/2022 AnonymousHacktivist Sberbank 52 Finance and InsuranceUndeterminedExploitive Undetermined



2/27/2022 UndeterminedCriminal Conti 54 Professional, Scientific, and Technical ServicesProtest Exploitive Undetermined

2/26/2022 AnonymousHacktivist Tetraedr 31 ManufacturingPolitical-EspionageExploitive Exploitation of Application Server

2/26/2022 UndeterminedCriminal Ukraine border control92 Public AdministrationSabotage Disruptive Data Attack

2/26/2022 AnonymousHacktivist Undetermined 48 Transportation and WarehousingUndeterminedExploitive Undetermined

2/26/2022 AnonymousHacktivist Undetermined 48 Transportation and WarehousingProtest Disruptive Message Manipulation

2/25/2022 ALPHVM Criminal Gems Education 61 Educational ServicesFinancial Exploitive Exploitation of Application Server

2/25/2022 AnonymousHacktivist Russian Ministry of Defense92 Public AdministrationProtest Exploitive Exploitation of Application Server

2/25/2022 WIZARD SPIDERCriminal Spine Diagnostic and Pain Treatment62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

2/25/2022 UndeterminedCriminal New York State's Joint Commission on Public Ethics92 Public AdministrationUndeterminedUndeterminedUndetermined

2/25/2022 UndeterminedCriminal AON 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

2/25/2022 UndeterminedCriminal Ukraine border control station92 Public AdministrationSabotage Disruptive Data Attack

2/25/2022 UndeterminedCriminal Kremlin.ru 92 Public AdministrationSabotage Disruptive External Denial of Services

2/25/2022 UndeterminedCriminal Aeroflot 48 Transportation and WarehousingSabotage Disruptive External Denial of Services

2/25/2022 UndeterminedCriminal Sberbank 52 Finance and InsuranceSabotage Disruptive External Denial of Services

2/25/2022 theMx0ndayCriminal Undetermined 48 Transportation and WarehousingUndeterminedDisruptive Message Manipulation

2/25/2022 GhostwriterNation-StateUndetermined 48 Transportation and WarehousingUndeterminedExploitive Exploitation of End Host

2/25/2022 GhostwriterNation-StateUndetermined 48 Transportation and WarehousingUndeterminedExploitive Exploitation of End Host

2/24/2022 UndeterminedCriminal ARcare 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

2/24/2022 AnonymousHacktivist RT 51 InformationProtest Disruptive Message Manipulation

2/24/2022 UndeterminedCriminal Baltimore State Attorney's Office92 Public AdministrationProtest Disruptive Message Manipulation

2/24/2022 GhostwriterNation-StateUndetermined 48 Transportation and WarehousingSabotage Mixed Exploitation of End Host

2/24/2022 UndeterminedCriminal Undetermined 48 Transportation and WarehousingSabotage Disruptive Data Attack

2/24/2022 UndeterminedCriminal Kyiv Post 51 InformationSabotage Disruptive External Denial of Services

2/24/2022 UndeterminedCriminal Viasat 51 InformationSabotage Disruptive Physical Attack

2/23/2022 UndeterminedCriminal Center for Life Management (CLM)62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

2/23/2022 Lapsu$ Criminal Nvidia 31 ManufacturingFinancial Exploitive Exploitation of Application Server

2/23/2022 Snatch Criminal HAPOLO 81 Other Services (except Public Administration)Financial Mixed Data Attack

2/23/2022 Snatch Criminal ABC Seamless 23 ConstructionFinancial Mixed Data Attack

2/23/2022 Snatch Criminal Amtech Corporation31 ManufacturingFinancial Mixed Data Attack

2/23/2022 Snatch Criminal Premium Transportation Group48 Transportation and WarehousingFinancial Mixed Data Attack

2/23/2022 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Nation-StateUndetermined 48 Transportation and WarehousingSabotage Mixed Exploitation of Application Server

2/23/2022 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Nation-StateUndetermined 48 Transportation and WarehousingSabotage Disruptive Data Attack

2/23/2022 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Nation-StateUndetermined 48 Transportation and WarehousingSabotage Disruptive Data Attack

2/23/2022 UndeterminedCriminal Ukrainian Ministry of Foreign Affairs92 Public AdministrationUndeterminedDisruptive External Denial of Services

2/23/2022 UndeterminedCriminal Ukrainian Ministry of Defense92 Public AdministrationUndeterminedDisruptive External Denial of Services

2/23/2022 UndeterminedCriminal Ukrainian Ministry of Internal Affairs92 Public AdministrationUndeterminedDisruptive External Denial of Services

2/23/2022 UndeterminedCriminal Ukrainian Security Service (SBU)92 Public AdministrationUndeterminedDisruptive External Denial of Services

2/23/2022 UndeterminedCriminal Ukrainian Cabinet of Ministers92 Public AdministrationUndeterminedDisruptive External Denial of Services

2/23/2022 UndeterminedCriminal Undetermined 48 Transportation and WarehousingPolitical-EspionageMixed Exploitation of Application Server

2/23/2022 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Nation-StateUndetermined 48 Transportation and WarehousingSabotage Disruptive Data Attack

2/23/2022 UndeterminedCriminal Undetermined 48 Transportation and WarehousingPolitical-EspionageMixed Exploitation of Application Server

2/23/2022 UndeterminedCriminal Undetermined 48 Transportation and WarehousingPolitical-EspionageMixed Exploitation of Application Server

2/23/2022 UndeterminedCriminal Undetermined 48 Transportation and WarehousingPolitical-EspionageMixed Exploitation of Application Server

2/23/2022 UndeterminedCriminal Undetermined 48 Transportation and WarehousingPolitical-EspionageMixed Exploitation of Application Server

2/23/2022 UndeterminedCriminal Undetermined 48 Transportation and WarehousingPolitical-EspionageMixed Exploitation of Application Server



2/23/2022 UndeterminedCriminal Ukrainian Ministry of Defense92 Public AdministrationPolitical-EspionageMixed Exploitation of Application Server

2/22/2022 UndeterminedCriminal Flurry Finance 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

2/21/2022 UndeterminedCriminal Washington Metropolitan Area Transit Authority (WMATA)48 Transportation and WarehousingUndeterminedDisruptive Message Manipulation

2/20/2022 UndeterminedCriminal Expeditors International56 Administrative and Support and Waste Management and Remediation ServicesFinancial Mixed Data Attack,Exploitation of Application Server

2/20/2022 UndeterminedCriminal Axis Communications31 ManufacturingUndeterminedExploitive Exploitation of End Hosts

2/20/2022 UndeterminedCriminal TruConnect 51 InformationFinancial Exploitive Undetermined

2/19/2022 UndeterminedCriminal Livingston Memorial VNA Health Corporation62 Health Care and Social AssistanceFinancial Mixed Data Attack

2/18/2022 UndeterminedCriminal Memorial Village ER62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

2/17/2022 UndeterminedCriminal Hays USD 489 61 Educational ServicesFinancial Mixed Data Attack,Exploitation of Application Server

2/16/2022 UndeterminedCriminal Work Health Solutions62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Host

2/15/2022 UndeterminedCriminal Ministry of Defense92 Public AdministrationSabotage Disruptive External Denial of Service

2/15/2022 UndeterminedCriminal Privatbank 52 Finance and InsuranceSabotage Disruptive External Denial of Service

2/15/2022 UndeterminedCriminal Oschadbank 52 Finance and InsuranceSabotage Disruptive External Denial of Service

2/15/2022 UndeterminedCriminal Armed Forces of Ukraine92 Public AdministrationSabotage Disruptive External Denial of Service

2/15/2022 GOLD DUPONTCriminal Pop TV 51 InformationFinancial Mixed Data Attack

2/13/2022 BlackByte Criminal San Francisco 49ers71 Arts, Entertainment, and RecreationFinancial Mixed Data Attack,Exploitation of Application Server

2/11/2022 LockBit 2.0Criminal Italian Agency for Tourism92 Public AdministrationFinancial Mixed Data Attack,Exploitation of Application Server

2/11/2022 Cuba Criminal Integrated Data Services (IDS)54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

2/11/2022 UAC-0056 Nation-StateUndetermined 48 Transportation and WarehousingPolitical-EspionageExploitive Exploitation of End Host

2/10/2022 Pandora Criminal Denso 31 ManufacturingFinancial Disruptive Data Attack

2/10/2022 SunCrypt Criminal Oklahoma City Indian Clinic (OKCIC)62 Health Care and Social AssistanceFinancial Disruptive Data Attack

2/10/2022 UndeterminedCriminal Quantum Group 56 Administrative and Support and Waste Management and Remediation ServicesFinancial Exploitive Exploitation of Application Server

2/10/2022 UndeterminedCriminal New Jersey Brain and Spine (NJBS)62 Health Care and Social AssistanceFinancial Disruptive Data Attack

2/10/2022 AnonymousHacktivist Roskomnadzor 51 InformationProtest Exploitive Exploitation of Application Server

2/10/2022 Lapsus$ Criminal Vodafone 51 InformationFinancial Exploitive Exploitation of Application Server

2/10/2022 Lapsus$ Criminal Ubisoft 51 InformationFinancial Exploitive Exploitation of Application Server

2/10/2022 UndeterminedCriminal Triolan 51 InformationSabotage Disruptive External Denial of Service

2/10/2022 UndeterminedCriminal Ukrtelecom 51 InformationSabotage Disruptive External Denial of Service

2/10/2022 UndeterminedCriminal Air transport in Finland48 Transportation and WarehousingSabotage Disruptive Physical Attack

2/10/2022 UndeterminedCriminal Dialyze Direct 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

2/10/2022 Cuba Criminal Muntons 31 ManufacturingFinancial Mixed Data Attack

2/9/2022 UndeterminedCriminal A1 Hrvatska 51 InformationFinancial Exploitive Exploitation of Application Server

2/9/2022 UndeterminedCriminal Harbour Plaza Hotel Group72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Application Server

2/8/2022 UndeterminedCriminal Pop TV 51 InformationFinancial Mixed Data Attack,Exploitation of Application Server

2/8/2022 Snatch Criminal Cadence Aerospace31 ManufacturingFinancial Mixed Data Attack

2/7/2022 UndeterminedCriminal Wellstar Health System62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Hosts

2/7/2022 UndeterminedCriminal Vodafone Portual 51 InformationUndeterminedMixed Data Attack,Exploitation of Application Server

2/7/2022 Quantum Criminal Jazeera Airways 48 Transportation and WarehousingFinancial Mixed Data Attack

2/6/2022 UndeterminedCriminal Cash Express 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

2/5/2022 LockBit 2.0Criminal PayBito 52 Finance and InsuranceFinancial Mixed Data Attack,Exploitation of Application Server

2/5/2022 UndeterminedCriminal Meter 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

2/5/2022 UndeterminedCriminal Element Vape 44 Retail TradeFinancial Exploitive Exploitation of Sensors

2/4/2022 UndeterminedCriminal GiveSendGo 81 Other Services (except Public Administration)Protest Disruptive External Denial of Service

2/4/2022 UndeterminedCriminal Swissport International56 Administrative and Support and Waste Management and Remediation ServicesFinancial Mixed Data Attack,Exploitation of Application Server

2/4/2022 UndeterminedCriminal Mizuno 44 Retail TradeFinancial Mixed Data Attack,Exploitation of Application Server

2/4/2022 UndeterminedCriminal Thai University Central Admission System61 Educational ServicesFinancial Exploitive Exploitation of Application Server

2/3/2022 UndeterminedCriminal Fairfield County Implants and Periodontics (FCIP)54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of End Host

2/2/2022 Quantum Criminal Altoona Area School District61 Educational ServicesFinancial Mixed Data Attack

2/2/2022 UndeterminedCriminal Wilkins Recreational Vehicles, Inc. (Wilkins RV)31 ManufacturingFinancial Mixed Data Attack

2/1/2022 UndeterminedCriminal South Denver Cardiology Associates62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

2/1/2022 Adalat Ali Hacktivist Islamic Republic of Iran Broadcasting51 InformationProtest Disruptive Message Manipulation

2/1/2022 Cuba Criminal Shoes for Crews 44 Retail TradeFinancial Mixed Data Attack

2/1/2022 FSB 18th Center for Information Security (Berserk Bear)Nation-StateUkrainian Ministry of Foreign Affairs92 Public AdministrationPolitical-EspionageExploitive Exploitation of End Host

2/1/2022 UAC-0056 Nation-StateUndetermined 48 Transportation and WarehousingPolitical-EspionageExploitive Exploitation of End Host

1/31/2022 Lapsus$ Criminal Okta 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server



1/31/2022 Cuba Criminal CMM LLP 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

1/31/2022 Quantum Criminal Maple Lodge Farms11 Agriculture, Forestry, Fishing and HuntingFinancial Mixed Data Attack

1/31/2022 Conti Criminal Acuity Brands 31 ManufacturingFinancial Mixed Data Attack

1/30/2022 UndeterminedCriminal Sea-Invest 48 Transportation and WarehousingFinancial Mixed Data Attack,Exploitation of Application Server

1/30/2022 UndeterminedCriminal Evos 48 Transportation and WarehousingFinancial Mixed Data Attack,Exploitation of Application Server

1/29/2022 ALPHVM Criminal Oiltanking GmnH 48 Transportation and WarehousingUndeterminedMixed Undetermined

1/29/2022 ALPHVM Criminal Mabanaft GmbH 48 Transportation and WarehousingUndeterminedMixed Undetermined

1/28/2022 WIZARD SPIDERCriminal KP Snacks 31 ManufacturingFinancial Mixed Data Attack,Exploitation of Application Server

1/28/2022 GOLD DUPONTCriminal KCA Deutag 22 Utilities Financial Mixed Data Attack

1/27/2022 LockBit 2.0Criminal French Ministry of Justice92 Public AdministrationFinancial Mixed Data Attack,Exploitation of Application Server

1/27/2022 People's Mujahideen Organization of Iran (PMOI)Hacktivist Islamic Republic of Iran Broadcasting (IRIB)51 InformationProtest Disruptive Undetermined

1/27/2022 UndeterminedCriminal Qubit 52 Finance and InsuranceFinancial Exploitive Undetermined

1/27/2022 Vice SocietyCriminal Senate of Argentina92 Public AdministrationFinancial Mixed Data Attack

1/27/2022 Vice SocietyCriminal Optionis 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

1/27/2022 UndeterminedCriminal Lutheran Social Services of Illinois (LSSI)62 Health Care and Social AssistanceFinancial Mixed Data Attack

1/26/2022 UndeterminedCriminal North Korea's Internet51 InformationUndeterminedDisruptive External Denial of Service

1/26/2022 UndeterminedCriminal Puerto Rico's Senate92 Public AdministrationUndeterminedDisruptive Undetermined

1/26/2022 UndeterminedCriminal Hong Kong Technology Venture Company44 Retail TradeFinancial Exploitive Exploitation of Application Server

1/25/2022 UndeterminedCriminal Taylor Regional Hospital62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

1/25/2022 Cuba Criminal Edgo 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

1/24/2022 Belarusian Cyber PartisansHacktivist Belarusian Railway48 Transportation and WarehousingProtest Mixed Data Attack,Exploitation of Application Server

1/24/2022 UndeterminedCriminal City of Saint-Cloud92 Public AdministrationFinancial Exploitive Exploitation of Application Server

1/24/2022 UndeterminedCriminal Washington Department of Licensing92 Public AdministrationFinancial Exploitive Exploitation of Application Server

1/23/2022 UndeterminedCriminal Taylor, Ganson & Perrin54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

1/21/2022 UndeterminedCriminal Andorra Telecom 51 InformationUndeterminedDisruptive External Denial of Service

1/21/2022 UndeterminedCriminal Patriot Front 81 Other Services (except Public Administration)Protest Exploitive Exploitation of Application Server

1/20/2022 UndeterminedCriminal Ohlone Community College District61 Educational ServicesFinancial Mixed Data Attack,Exploitation of Application Server

1/19/2022 UndeterminedCriminal Valley View Hospital62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Hosts

1/19/2022 UndeterminedCriminal Red Cross Contractor62 Health Care and Social AssistanceFinancial Exploitive Undetermined

1/19/2022 UndeterminedCriminal Sound Generations62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

1/19/2022 UndeterminedCriminal Global Affairs Canada92 Public AdministrationUndeterminedMixed Data Attack,Exploitation of Application Server

1/18/2022 WIZARD SPIDERCriminal Delta Electronics 31 ManufacturingFinancial Mixed Data Attack,Exploitation of Application Server

1/18/2022 Cuba Criminal MetalCraft 31 ManufacturingFinancial Mixed Data Attack

1/17/2022 UndeterminedCriminal Crypto.com 52 Finance and InsuranceFinancial Exploitive Undetermined

1/16/2022 UndeterminedCriminal Duncan Regional Hospital (DRH)62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

1/15/2022 Cuba Criminal Superfund 52 Finance and InsuranceFinancial Mixed Data Attack

1/14/2022 GhostwriterNation-StateUkraine Ministry of Foreign Affairs92 Public AdministrationProtest Disruptive Message Manipulation

1/14/2022 GhostwriterNation-StateUkraine Ministry of Agriculture92 Public AdministrationProtest Disruptive Message Manipulation

1/14/2022 GhostwriterNation-StateUkraine Ministry of Education and Science92 Public AdministrationProtest Disruptive Message Manipulation

1/14/2022 GhostwriterNation-StateUkraine Ministry of Security and Defense92 Public AdministrationProtest Disruptive Message Manipulation

1/14/2022 GhostwriterNation-StateUkraine Cabinet of Ministers92 Public AdministrationProtest Disruptive Message Manipulation

1/14/2022 GhostwriterNation-StatePolish Ministry of Defense92 Public AdministrationPolitical-EspionageMixed Data Attack,Exploitation of Application Server

1/14/2022 UndeterminedCriminal Goodwill 81 Other Services (except Public Administration)Financial Exploitive Exploitation of Application Server

1/14/2022 Vice SocietyCriminal Durham Cathedral Schools Foundation81 Other Services (except Public Administration)Financial Mixed Data Attack

1/14/2022 Vice SocietyCriminal XAL 44 Retail TradeFinancial Mixed Data Attack

1/14/2022 Vice SocietyCriminal Butler County Community College61 Educational ServicesFinancial Mixed Data Attack

1/14/2022 Vice SocietyCriminal Carthage R-9 School District61 Educational ServicesFinancial Mixed Data Attack

1/14/2022 Vice SocietyCriminal SAVANNAH State University61 Educational ServicesFinancial Mixed Data Attack

1/14/2022 Vice SocietyCriminal Amaveca Salud 62 Health Care and Social AssistanceFinancial Mixed Data Attack

1/14/2022 Vice SocietyCriminal SparJames Hall & CompanyHeron and Brearley72 Accommodation and Food ServicesFinancial Mixed Data Attack

1/14/2022 Vice SocietyCriminal Pontificia Universidad Javeriana61 Educational ServicesFinancial Mixed Data Attack

1/14/2022 Vice SocietyCriminal Hawthorn The Community Pub Co.72 Accommodation and Food ServicesFinancial Mixed Data Attack

1/14/2022 Vice SocietyCriminal City of Witten 92 Public AdministrationFinancial Mixed Data Attack

1/14/2022 Vice SocietyCriminal Lufkin Independent School District61 Educational ServicesFinancial Mixed Data Attack

1/14/2022 Vice SocietyCriminal SRH Holding 61 Educational ServicesFinancial Mixed Data Attack



1/14/2022 Vice SocietyCriminal Karl Bachl GmbH & Co.KG23 ConstructionFinancial Mixed Data Attack

1/14/2022 Vice SocietyCriminal United Health Centers62 Health Care and Social AssistanceFinancial Mixed Data Attack

1/14/2022 Vice SocietyCriminal Barlow Respiratory Hospital62 Health Care and Social AssistanceFinancial Mixed Data Attack

1/14/2022 Vice SocietyCriminal Plastipak Holdings, Inc.31 ManufacturingFinancial Mixed Data Attack

1/14/2022 Vice SocietyCriminal Butali 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

1/14/2022 Vice SocietyCriminal Eskenazi Health Foundation81 Other Services (except Public Administration)Financial Mixed Data Attack

1/14/2022 Vice SocietyCriminal 3V Sigma 31 ManufacturingFinancial Mixed Data Attack

1/14/2022 Vice SocietyCriminal Centre Hospitalier D'Arles62 Health Care and Social AssistanceFinancial Mixed Data Attack

1/14/2022 Vice SocietyCriminal Gateway College 61 Educational ServicesFinancial Mixed Data Attack

1/14/2022 Vice SocietyCriminal FILGO 22 Utilities Financial Mixed Data Attack

1/14/2022 Vice SocietyCriminal Whitehouse Independent School District61 Educational ServicesFinancial Mixed Data Attack

1/14/2022 Vice SocietyCriminal Alliance COAL, LLC21 Mining, Quarrying, and Oil and Gas ExtractionFinancial Mixed Data Attack

1/14/2022 Vice SocietyCriminal JEALSA 72 Accommodation and Food ServicesFinancial Mixed Data Attack

1/14/2022 Vice SocietyCriminal McNamara & Thiel Insurance Agency52 Finance and InsuranceFinancial Mixed Data Attack

1/14/2022 Vice SocietyCriminal FREDERICK Public Schools61 Educational ServicesFinancial Mixed Data Attack

1/14/2022 DEV-0586 Nation-StateUndetermined 48 Transportation and WarehousingSabotage Disruptive Message Manipulation

1/13/2022 UndeterminedCriminal Ballad Health 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Hosts

1/13/2022 UndeterminedCriminal Pembroke Pines 92 Public AdministrationFinancial Mixed Data Attack,Exploitation of Application Server

1/13/2022 Quantum Criminal Lewis & Clark College61 Educational ServicesFinancial Mixed Data Attack

1/13/2022 Vice SocietyCriminal DFL 31 ManufacturingFinancial Mixed Data Attack

1/13/2022 Vice SocietyCriminal Holy Family RC & CE College61 Educational ServicesFinancial Mixed Data Attack

1/13/2022 Vice SocietyCriminal Manhasset Union Free School District61 Educational ServicesFinancial Mixed Data Attack

1/13/2022 Vice SocietyCriminal KESSEL AG 31 ManufacturingFinancial Mixed Data Attack

1/13/2022 Vice SocietyCriminal ROC Mondriaan 62 Health Care and Social AssistanceFinancial Mixed Data Attack

1/13/2022 Vice SocietyCriminal Walter's Automotive Group44 Retail TradeFinancial Mixed Data Attack

1/13/2022 Vice SocietyCriminal Rolle 92 Public AdministrationFinancial Mixed Data Attack

1/13/2022 Vice SocietyCriminal Waikato District Health Board92 Public AdministrationFinancial Mixed Data Attack

1/13/2022 Vice SocietyCriminal Priority Building Services, LLC54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

1/13/2022 Vice SocietyCriminal Communications Solutions Company54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

1/13/2022 DEV-0586 Nation-StateUndetermined 48 Transportation and WarehousingSabotage Disruptive Data Attack

1/13/2022 DEV-0586 Nation-StateUndetermined 48 Transportation and WarehousingSabotage Disruptive Data Attack

1/13/2022 DEV-0586 Nation-StateUndetermined 48 Transportation and WarehousingSabotage Disruptive Data Attack

1/12/2022 UndeterminedCriminal Catholic Hospice 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Hosts

1/12/2022 Lorenz Criminal Lhensoldt 31 ManufacturingFinancial Mixed Data Attack,Exploitation of Application Server

1/12/2022 UndeterminedCriminal Albuquerque Public Schools61 Educational ServicesFinancial Mixed Data Attack,Exploitation of Application Server

1/12/2022 UndeterminedCriminal SJD Accountancy 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack,Exploitation of Application Server

1/12/2022 UndeterminedCriminal Parasol Group 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack,Exploitation of Application Server

1/12/2022 UndeterminedCriminal Nixon Williams 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack,Exploitation of Application Server

1/12/2022 UndeterminedCriminal Boulder County 92 Public AdministrationFinancial Exploitive Exploitation of End Host

1/12/2022 UndeterminedCriminal Teijin Automotive Technologies32 ManufacturingFinancial Mixed Data Attack

1/11/2022 Hive Criminal Emil Frey 44 Retail TradeFinancial Mixed Data Attack,Exploitation of Application Server

1/11/2022 Cuba Criminal FDC 23 ConstructionFinancial Mixed Data Attack

1/11/2022 Vice SocietyCriminal ICEHOTEL 72 Accommodation and Food ServicesFinancial Mixed Data Attack

1/11/2022 Vice SocietyCriminal University of Duisburg-Essen (UDE)61 Educational ServicesFinancial Mixed Data Attack

1/10/2022 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Nation-StateUkrainian Energy Company22 Utilities Sabotage Disruptive Data Attack

1/9/2022 UndeterminedCriminal Jackson County Hospital62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

1/8/2022 UndeterminedCriminal Illuminate Education56 Administrative and Support and Waste Management and Remediation ServicesFinancial Exploitive Exploitation of Application Server

1/7/2022 UndeterminedCriminal Monroe Public Schools61 Educational ServicesFinancial Mixed Data Attack,Exploitation of Application Server

1/7/2022 UndeterminedCriminal CompSource Mutual Insurance Company52 Finance and InsuranceFinancial Exploitive Exploitation of End Host

1/5/2022 UndeterminedCriminal Bernalillo County 92 Public AdministrationFinancial Mixed Data Attack,Exploitation of Application Server

1/5/2022 UndeterminedCriminal Element Solutions31 ManufacturingFinancial Mixed Data Attack,Exploitation of Application Server

1/5/2022 UndeterminedCriminal Logan Health Medical Center62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

1/5/2022 UndeterminedCriminal Express Scripts 52 Finance and InsuranceFinancial Exploitive Exploitation of End Host

1/5/2022 UndeterminedCriminal Express Scripts 52 Finance and InsuranceFinancial Exploitive Exploitation of End Host

1/4/2022 UndeterminedCriminal FinalSite 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack,Exploitation of Application Server



1/3/2022 UndeterminedCriminal Maariv 51 InformationProtest Disruptive Message Manipulation

1/3/2022 UndeterminedCriminal Jerusalem Post 51 InformationProtest Disruptive Message Manipulation

1/3/2022 UndeterminedCriminal Indian Medical Association92 Public AdministrationFinancial Disruptive Message Manipulation

1/3/2022 UndeterminedCriminal Indian Council of World Affairs54 Professional, Scientific, and Technical ServicesFinancial Disruptive Message Manipulation

1/3/2022 UndeterminedCriminal Mann Deshi Bank 52 Finance and InsuranceFinancial Disruptive Message Manipulation

1/1/2022 Lapsu$ Criminal Impresa 51 InformationFinancial Mixed Data Attack,Exploitation of Application Server

1/1/2022 Vice SocietyCriminal Durham Johnston Comprehensive School61 Educational ServicesFinancial Mixed Data Attack

12/31/2021 UndeterminedCriminal Guernsey's Medical Specialist Group (GMSG)62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Hosts

12/31/2021 UndeterminedCriminal Senior officials at the European Commission92 Public AdministrationPolitical-EspionageExploitive Exploitation of End Hosts

12/31/2021 UndeterminedCriminal Michigan Medicine62 Health Care and Social AssistanceFinancial Exploitive Undetermined

12/31/2021 Quantum Criminal Chattanooga Chamber of Commerce81 Other Services (except Public Administration)Financial Mixed Data Attack

12/31/2021 UndeterminedCriminal United Health Centers of the San Jaoquin Valley (UHC)62 Health Care and Social AssistanceFinancial Disruptive Data Attack

12/29/2021 UndeterminedCriminal Khyber Pakhtunkhwa Police92 Public AdministrationFinancial Exploitive Undetermined

12/29/2021 UndeterminedCriminal Donnelley & Sons 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack,Exploitation of Application Server

12/28/2021 UndeterminedCriminal Amedia 51 InformationFinancial UndeterminedUndetermined

12/27/2021 UndeterminedCriminal Crawford County Assessor's Office92 Public AdministrationFinancial Exploitive Exploitation of Application Server

12/27/2021 UndeterminedCriminal Alliance Physical Therapy Group62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

12/25/2021 UndeterminedCriminal Saskatchewan Liquor and Gaming Authority92 Public AdministrationFinancial UndeterminedUndetermined

12/23/2021 UawrongteamCriminal FlexBooker 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

12/23/2021 Quantum Criminal Sodiba 31 ManufacturingFinancial Mixed Data Attack

12/23/2021 Quantum Criminal Biotique 31 ManufacturingFinancial Mixed Data Attack

12/22/2021 Cuba Criminal CLE International 61 Educational ServicesFinancial Mixed Data Attack

12/21/2021 UndeterminedCriminal Spokane Regional Health District62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Hosts

12/21/2021 UndeterminedCriminal Arnprior Regional Health62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

12/21/2021 UndeterminedCriminal Bako Diagnostics 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

12/20/2021 UndeterminedCriminal CompuGroup Medical54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack,Exploitation of Application Server

12/20/2021 UndeterminedCriminal Ubisoft 51 InformationFinancial Exploitive Exploitation of Application Server

12/20/2021 UndeterminedCriminal Gloucester City Council92 Public AdministrationFinancial Mixed Data Attack,Exploitation of Application Server

12/19/2021 UndeterminedCriminal Inetum Group 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack,Exploitation of Application Server

12/19/2021 UndeterminedCriminal Grim Finance 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

12/18/2021 Sharp BoysCriminal Tiyuli 71 Arts, Entertainment, and RecreationFinancial Exploitive Exploitation of Application Server

12/18/2021 Sharp BoysCriminal Lametayel 71 Arts, Entertainment, and RecreationFinancial Exploitive Exploitation of Application Server

12/17/2021 WIZARD SPIDERCriminal Finite Recruitment56 Administrative and Support and Waste Management and Remediation ServicesFinancial Mixed Data Attack,Exploitation of Application Server

12/17/2021 UndeterminedCriminal Capital Region Medical Center62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

12/17/2021 UndeterminedCriminal Capital Region Medical Center62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

12/17/2021 Cuba Criminal Strongwell 31 ManufacturingFinancial Mixed Data Attack

12/17/2021 Lorenz Criminal Hensoldt 92 Public AdministrationFinancial Mixed Data Attack

12/17/2021 UndeterminedCriminal Radiology Ltd 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

12/17/2021 UndeterminedCriminal Gateway Diagnostics Imaging54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

12/16/2021 UndeterminedCriminal Belgium's Ministry of Defense92 Public AdministrationPolitical-EspionageExploitive Undetermined

12/16/2021 UndeterminedCriminal United States Commission on International Religious Freedom92 Public AdministrationPolitical-EspionageExploitive Exploitation of Application Server

12/16/2021 UndeterminedCriminal Priority Health 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

12/15/2021 Vice SocietyCriminal Hospital Centro de Andalucia62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

12/15/2021 UndeterminedCriminal AccelHealth 62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

12/15/2021 UndeterminedCriminal Extend Fertility 62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

12/15/2021 Cuba Criminal Deline Box Co. 31 ManufacturingFinancial Mixed Data Attack

12/15/2021 UndeterminedCriminal Acorda Therapeutics62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Host

12/15/2021 GOLD DUPONTCriminal Hellmann Worldwide Logistics48 Transportation and WarehousingFinancial Mixed Data Attack

12/14/2021 UndeterminedCriminal Behavioral Health Group62 Health Care and Social AssistanceFinancial UndeterminedUndetermined

12/14/2021 Vice SocietyCriminal Carthage R-9 District61 Educational ServicesFinancial Mixed Data Attack,Exploitation of Application Server

12/13/2021 UndeterminedCriminal VulcanForge 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

12/13/2021 UndeterminedCriminal Coombe Women and Infants University Hospital62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

12/13/2021 UndeterminedCriminal USCellular 51 InformationFinancial Exploitive Exploitation of Application Server

12/13/2021 UndeterminedCriminal Pace Center for Girls81 Other Services (except Public Administration)Financial Exploitive Exploitation of Application Server

12/13/2021 Cuba Criminal Regulvar 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack



12/12/2021 UndeterminedCriminal Greencore Group PLC72 Accommodation and Food ServicesFinancial Exploitive Undetermined

12/12/2021 UndeterminedCriminal Twitter Account of Indian Prime Minister Narendra Modi92 Public AdministrationProtest Disruptive Message Manipulation

12/12/2021 UndeterminedCriminal Superior Plus 22 Utilities Financial Mixed Data Attack,Exploitation of Application Server

12/12/2021 UndeterminedCriminal Virginia Division of Legislative Automated Systems92 Public AdministrationFinancial Mixed Data Attack,Exploitation of Application Server

12/12/2021 WIZARD SPIDERCriminal McMenamins 72 Accommodation and Food ServicesFinancial Mixed Data Attack,Exploitation of Application Server

12/12/2021 UndeterminedCriminal AscendEX 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

12/12/2021 Cuba Criminal North Carolina Mutual Life Insurance52 Finance and InsuranceFinancial Mixed Data Attack

12/11/2021 UndeterminedCriminal UKG 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack,Exploitation of Application Server

12/11/2021 UndeterminedCriminal ONUS 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

12/10/2021 Lapsus$ Criminal Brazil Ministry of Health92 Public AdministrationFinancial Mixed Data Attack,Exploitation of Application Server

12/10/2021 WIZARD SPIDERCriminal Shutterfly 81 Other Services (except Public Administration)Financial Mixed Data Attack,Exploitation of Application Server

12/10/2021 UndeterminedCriminal The Nobel Foundation92 Public AdministrationProtest Disruptive External Denial of Service

12/10/2021 UndeterminedCriminal La Posada 62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

12/10/2021 UndeterminedCriminal South Shore Hospital62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

12/10/2021 GOLD DUPONTCriminal UMW Group 31 ManufacturingFinancial Mixed Data Attack

12/9/2021 UndeterminedCriminal Oahu Transit Services48 Transportation and WarehousingFinancial Disruptive Data Attack

12/9/2021 UndeterminedCriminal Municipality of Nowiny92 Public AdministrationFinancial Mixed Data Attack,Exploitation of Application Server

12/9/2021 RansomEXXCriminal Hellmann Worldwide Logistics48 Transportation and WarehousingFinancial Mixed Data Attack,Exploitation of Application Server

12/9/2021 UndeterminedCriminal Standard Bank 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

12/9/2021 Quantum Criminal Digital Workplace Services & Solutions54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

12/9/2021 Quantum Criminal Zepter 31 ManufacturingFinancial Mixed Data Attack

12/9/2021 Quantum Criminal The Jewelry Exchange44 Retail TradeFinancial Mixed Data Attack

12/9/2021 Quantum Criminal PRIDE Community Services81 Other Services (except Public Administration)Financial Mixed Data Attack

12/8/2021 UndeterminedCriminal Monongalia Health System62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

12/8/2021 UndeterminedCriminal Northern Rockies Orthopaedics62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Host

12/7/2021 UndeterminedCriminal Eldon School District61 Educational ServicesFinancial Mixed Data Attack,Exploitation of Application Server

12/7/2021 Cuba Criminal ATLAS Die 31 ManufacturingFinancial Mixed Data Attack

12/6/2021 UndeterminedCriminal Pellissippi State Community College61 Educational ServicesFinancial Mixed Data Attack,Exploitation of Application Server

12/6/2021 UndeterminedCriminal Shelley School District61 Educational ServicesFinancial Mixed Data Attack,Exploitation of Application Server

12/6/2021 GOLD DUPONTCriminal Ruwac 31 ManufacturingFinancial Mixed Data Attack

12/5/2021 UndeterminedCriminal Four Jordanian human rights defenders71 Arts, Entertainment, and RecreationPolitical-EspionageExploitive Exploitation of End Hosts

12/5/2021 UndeterminedCriminal Maryland Health Department62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of Application Server

12/5/2021 Hive Criminal Syndicat Intercommunal d'Informatique (SII)54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack,Exploitation of Application Server

12/5/2021 Cuba Criminal Sonomatic 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

12/5/2021 GOLD DUPONTCriminal Digicel Group 51 InformationFinancial Mixed Data Attack

12/4/2021 UndeterminedCriminal BitMart 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

12/4/2021 UndeterminedCriminal SPAR 44 Retail TradeFinancial Mixed Data Attack,Exploitation of Application Server

12/3/2021 UndeterminedCriminal Riverhead Central School District61 Educational ServicesFinancial Mixed Data Attack,Exploitation of Application Server

12/2/2021 UndeterminedCriminal Lincoln College 61 Educational ServicesFinancial Disruptive Data Attack

12/2/2021 WIZARD SPIDERCriminal Nordic Choice Hotels72 Accommodation and Food ServicesFinancial Mixed Data Attack,Exploitation of Application Server

12/2/2021 UndeterminedCriminal Badger 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

12/2/2021 Cuba Criminal LA Hebert 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

12/1/2021 ShinyHuntersCriminal Aditya Birla Group44 Retail TradeFinancial Exploitive Exploitation of Application Server

12/1/2021 WIZARD SPIDERCriminal RR Donnelley 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack,Exploitation of Application Server

12/1/2021 WIZARD SPIDERCriminal Bank Indonesia 52 Finance and InsuranceFinancial Mixed Data Attack,Exploitation of Application Server

12/1/2021 UndeterminedCriminal CommerceV3 51 InformationFinancial Exploitive Undetermined

11/30/2021 UndeterminedCriminal Scott County 92 Public AdministrationFinancial Exploitive Exploitation of End Hosts

11/30/2021 UndeterminedCriminal Andra Pradesh Mahesh Co-Operative Urban Bank52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

11/30/2021 UndeterminedCriminal Lituanian Ministry of Foreign Affairs92 Public AdministrationFinancial Exploitive Exploitation of Application Servers

11/30/2021 Snatch Criminal Volvo 31 ManufacturingIndustrial-EspionageExploitive Exploitation of Application Server

11/30/2021 Quantum Criminal UABL S.A. 48 Transportation and WarehousingFinancial Mixed Data Attack

11/30/2021 Lorenz Criminal Turner Enterprises, Inc.81 Other Services (except Public Administration)Financial Mixed Data Attack

11/29/2021 UndeterminedCriminal Lewis and Clark Community College61 Educational ServicesFinancial Mixed Data Attack,Exploitation of Application Server

11/27/2021 UndeterminedCriminal CS Energy 22 Utilities Financial Disruptive Data Attack

11/27/2021 WIZARD SPIDERCriminal CS Energy 22 Utilities Financial Mixed Data Attack,Exploitation of Application Server



11/26/2021 UndeterminedCriminal IKEA 44 Retail TradeFinancial Exploitive Message Manipulation

11/26/2021 UndeterminedCriminal Creative Services, Inc.54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

11/25/2021 UndeterminedCriminal Department for Transport92 Public AdministrationFinancial Disruptive Message Manipulation

11/25/2021 Evil Corp Criminal Swire Pacific Offshore21 Mining, Quarrying, and Oil and Gas ExtractionFinancial Mixed Data Attack,Exploitation of Application Server

11/24/2021 UndeterminedCriminal Healthplex Inc. 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Hosts

11/24/2021 UndeterminedCriminal S&R 44 Retail TradeFinancial Exploitive Undetermined

11/24/2021 UndeterminedCriminal Spencer Gifts 44 Retail TradeFinancial Exploitive Exploitation of Application Server

11/24/2021 UndeterminedCriminal Bryan County Ambulance Authority62 Health Care and Social AssistanceFinancial Disruptive Data Attack

11/24/2021 UndeterminedCriminal Cooper University Health Care62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Host

11/23/2021 UndeterminedCriminal Cannazon 51 InformationUndeterminedDisruptive External Denial of Service

11/22/2021 UndeterminedCriminal Raveco Medical 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

11/21/2021 UndeterminedCriminal Mahan Air 48 Transportation and WarehousingPolitical-EspionageMixed Data Attack,Exploitation of Application Server

11/21/2021 UndeterminedCriminal Punjab National Bank52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

11/20/2021 UndeterminedCriminal Crossroads Health62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

11/20/2021 UndeterminedCriminal Bureau Veritas 54 Professional, Scientific, and Technical ServicesUndeterminedUndeterminedUndetermined

11/20/2021 UndeterminedCriminal Philadelphia FIGHT Community Health Centers62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

11/19/2021 UndeterminedCriminal Vestas Wind Systems31 ManufacturingFinancial Mixed Data Attack,Exploitation of Application Server

11/19/2021 Vice SocietyCriminal Butler County Community College61 Educational ServicesFinancial Mixed Data Attack,Exploitation of Application Server

11/18/2021 UndeterminedCriminal Indonesian Police 92 Public AdministrationFinancial Exploitive Exploitation of Application Server

11/18/2021 UndeterminedCriminal Luxemburg-Casco School District61 Educational ServicesFinancial Exploitive Exploitation of Application Server

11/18/2021 UndeterminedCriminal Jefferson Health 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

11/18/2021 UndeterminedCriminal Family Christian Health Center62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

11/18/2021 UndeterminedCriminal DNA Solutions 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

11/16/2021 UndeterminedCriminal Volunteers of America Soutwest California62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Hosts

11/16/2021 Lorenz Criminal Kenall/Legrand 31 ManufacturingFinancial Mixed Data Attack

11/15/2021 Wealth Squad ChrisHobbyist New Hanover Regional Medical Center62 Health Care and Social AssistanceUndeterminedDisruptive Message Manipulation

11/15/2021 GOLD DUPONTCriminal Unione dei Comuni Terre di Pianura92 Public AdministrationFinancial Mixed Data Attack

11/14/2021 UndeterminedCriminal Rideau Valley Health Centre62 Health Care and Social AssistanceFinancial Disruptive Undetermined

11/14/2021 TA505 Criminal Supernus Pharmaceuticals31 ManufacturingFinancial Mixed Data Attack,Exploitation of Application Server

11/14/2021 UndeterminedCriminal Millennium Eye Care62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

11/13/2021 WIZARD SPIDERCriminal Frontier Software 51 InformationFinancial Exploitive Exploitation of Application Server

11/11/2021 UndeterminedCriminal Southern Ohio Medical Center62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

11/10/2021 UndeterminedCriminal Telnyx 51 InformationFinancial Disruptive External Denial of Service

11/10/2021 WIZARD SPIDERCriminal Kisters AG 42 Wholesale TradeFinancial Mixed Data Attack,Exploitation of Application Server

11/9/2021 UndeterminedCriminal Sociedad Anonima Damm31 ManufacturingFinancial Disruptive Undetermined

11/9/2021 Arvin Club Criminal Leiden University 61 Educational ServicesFinancial Exploitive Exploitation of Application Server

11/9/2021 Arvin Club Criminal UT Air 48 Transportation and WarehousingFinancial Exploitive Exploitation of Application Server

11/9/2021 Arvin Club Criminal Beh Pardakht Mellat52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

11/9/2021 Arvin Club Criminal Etoudplus.ir 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

11/9/2021 Arvin Club Criminal Bank Mellat 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

11/8/2021 Hive Criminal MediaMarkt 44 Retail TradeFinancial Mixed Data Attack,Exploitation of Application Server

11/8/2021 Belarus Cyber-PartisansHacktivist Undefined Government Organization92 Public AdministrationPolitical-EspionageExploitive Exploitation of Application Server

11/7/2021 UndeterminedCriminal Diamond Comic Distributors44 Retail TradeFinancial Disruptive Undetermined

11/7/2021 UndeterminedCriminal Premier Property Lawyers54 Professional, Scientific, and Technical ServicesFinancial Disruptive Data Attack

11/7/2021 UndeterminedCriminal Delta-Montrose Electric Association22 Utilities Financial Mixed Data Attack,Exploitation of Application Server

11/5/2021 NGB 3rd Technical Surveillance Bureau (BlueNorff)Nation-StatebZx 52 Finance and InsuranceFinancial Exploitive Exploitation of End Hosts

11/5/2021 UndeterminedCriminal Angling Direct 44 Retail TradeFinancial Disruptive Message Manipulation

11/5/2021 UndeterminedCriminal Costco Wholesale Corporation44 Retail TradeFinancial Exploitive Exploitation of Sensors

11/4/2021 UndeterminedCriminal Jukin Media 51 InformationFinancial Exploitive Exploitation of Application Server

11/4/2021 UndeterminedCriminal Upstate Homecare62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

11/4/2021 UndeterminedCriminal Heartland Healthcare Services62 Health Care and Social AssistanceFinancial Mixed

11/3/2021 UndeterminedCriminal Danaos Management Consultant54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack,Exploitation of Application Server

11/3/2021 AvosLockerCriminal Beaverhead County High School61 Educational ServicesFinancial Mixed Data Attack,Exploitation of Application Server

11/3/2021 UndeterminedCriminal Lakeside School 61 Educational ServicesFinancial Exploitive Undetermined

11/3/2021 UndeterminedCriminal Robinhood 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server



11/3/2021 Lorenz Criminal Component Assembly Systems31 ManufacturingFinancial Mixed Data Attack

11/2/2021 UndeterminedCriminal mySA Gov 92 Public AdministrationFinancial Exploitive Exploitation of End Hosts

11/2/2021 UndeterminedCriminal Medical Review Institute of America54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack,Exploitation of Application Server

11/1/2021 UndeterminedCriminal Phoenix Programs of Florida62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Host

11/1/2021 netsaosa Hobbyist Massachusetts Interscholastic Athletic Association92 Public AdministrationProtest Disruptive Message Manipulation

11/1/2021 UndeterminedCriminal Medatixx 42 Wholesale TradeFinancial Mixed Data Attack,Exploitation of Application Server

11/1/2021 UndeterminedCriminal Toledo Lucas County Public Library92 Public AdministrationFinancial Disruptive Undetermined

11/1/2021 UndeterminedCriminal University of Singapore Society61 Educational ServicesFinancial Exploitive Exploitation of Application Server

11/1/2021 UndeterminedCriminal Pro Wrestling Tees44 Retail TradeFinancial Exploitive Exploitation of Application Server

11/1/2021 UndeterminedCriminal Monterey Peninsula Unified School District61 Educational ServicesFinancial Exploitive Exploitation of Application Server

11/1/2021 Bl@ckt0r Criminal Unexca 61 Educational ServicesFinancial Exploitive Exploitation of Application Server

10/31/2021 UndeterminedCriminal VPN Solutions LLC54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack,Exploitation of Application Server

10/31/2021 UndeterminedCriminal Loyola University Medical Center62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of End Hosts

10/29/2021 UndeterminedCriminal Toronto Transit Commission48 Transportation and WarehousingFinancial Disruptive Undetermined

10/29/2021 BlackShadowCriminal Cyberserve 51 InformationFinancial Mixed Data Attack,Exploitation of Application Server

10/29/2021 UndeterminedCriminal National Bank of Pakistan52 Finance and InsuranceSabotage Disruptive Undetermined

10/27/2021 PayorGriefCriminal National Rifle Association81 Other Services (except Public Administration)Financial Mixed Data Attack,Exploitation of Application Server

10/27/2021 UndeterminedCriminal Cream Finance 51 InformationFinancial Exploitive Exploitation of Infrastructure

10/27/2021 UndeterminedCriminal Ravkoo 44 Retail TradeFinancial Exploitive Exploitation of Application Server

10/26/2021 UndeterminedCriminal National Iranian Oil Products Distribution Company22 Utilities UndeterminedDisruptive Undetermined

10/25/2021 Team HDPHacktivist Central Board of Counterintelligence92 Public AdministrationProtest Exploitive Exploitation of Application Server

10/25/2021 UndeterminedCriminal BioPlus Specialty Pharmacy Services62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

10/25/2021 WIZARD SPIDERCriminal Meyer Manufacturing31 ManufacturingFinancial Mixed Data Attack,Exploitation of Application Server

10/24/2021 UndeterminedCriminal Sambalpur University61 Educational ServicesProtest Disruptive Message Manipulation

10/24/2021 UndeterminedCriminal Tesco 44 Retail TradeFinancial Disruptive Undetermined

10/24/2021 Arvin Club Criminal Kendriya Vidyala 61 Educational ServicesFinancial Exploitive Exploitation of Application Server

10/23/2021 Groove Criminal TriValley Primary Care62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

10/23/2021 UndeterminedCriminal Eberspacher Group31 ManufacturingFinancial Disruptive Data Attack

10/23/2021 UndeterminedCriminal School District of Janesville61 Educational ServicesFinancial Disruptive Data Attack

10/23/2021 UndeterminedCriminal Schreiber Foods 31 ManufacturingFinancial Disruptive Data Attack

10/23/2021 UndeterminedCriminal Nationwide Laboratory Services54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack,Exploitation of Application Server

10/22/2021 UndeterminedCriminal Illinois Gastroenterology Group (IGG)62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

10/22/2021 UndeterminedCriminal Voipfone 51 InformationFinancial Disruptive External Denial of Service

10/22/2021 UndeterminedCriminal Papua New Guinea's finance ministry92 Public AdministrationFinancial Disruptive Data Attack

10/22/2021 UndeterminedCriminal Episcopal Retirement Services62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

10/21/2021 UndeterminedCriminal Los Angeles County Department of Mental Health62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Hosts

10/21/2021 Cursed PatriarchCriminal Runbox 51 InformationFinancial Disruptive External Denial of Service

10/21/2021 Cursed PatriarchCriminal Posteo 51 InformationFinancial Disruptive External Denial of Service

10/21/2021 Cursed PatriarchCriminal Fastmail 51 InformationFinancial Disruptive External Denial of Service

10/21/2021 Cursed PatriarchCriminal TheXYZ 51 InformationFinancial Disruptive External Denial of Service

10/21/2021 Cursed PatriarchCriminal Guerilla Mail 51 InformationFinancial Disruptive External Denial of Service

10/21/2021 Cursed PatriarchCriminal Mailfence 51 InformationFinancial Disruptive External Denial of Service

10/21/2021 Cursed PatriarchCriminal Kolab Now 51 InformationFinancial Disruptive External Denial of Service

10/21/2021 Cursed PatriarchCriminal RiseUp 51 InformationFinancial Disruptive External Denial of Service

10/21/2021 AvosLockerCriminal Gigabyte 31 ManufacturingFinancial Mixed Data Attack,Exploitation of Application Server

10/21/2021 UndeterminedCriminal Duneland School Corporation62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

10/20/2021 Everest Criminal Societa Italiana degli Autori ed Editori (SIAE)92 Public AdministrationFinancial Mixed Data Attack,Exploitation of Application Server

10/20/2021 UndeterminedCriminal MCH Group 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack,Exploitation of Application Server

10/20/2021 UndeterminedCriminal Bosch 31 ManufacturingIndustrial-EspionageExploitive Exploitation of Application Server

10/19/2021 UndeterminedCriminal Centre for Computing History71 Arts, Entertainment, and RecreationFinancial Exploitive Exploitation of End Hosts

10/18/2021 RootAyyildizHacktivist Donald Trump's Website51 InformationProtest Disruptive Message Manipulation

10/18/2021 UndeterminedCriminal Ottawa's French Public School Board61 Educational ServicesFinancial Mixed Data Attack,Exploitation of Application Server

10/18/2021 Quantum Criminal TILIA GROUP 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

10/18/2021 Quantum Criminal PVR Ltd. 71 Arts, Entertainment, and RecreationFinancial Mixed Data Attack

10/17/2021 UndeterminedCriminal Atento 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack,Exploitation of Application Server



10/17/2021 UndeterminedCriminal Vantage Healthcare Network62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

10/17/2021 UndeterminedCriminal Riviera Utilities 22 Utilities Financial Exploitive Exploitation of Application Server

10/16/2021 DeepBlueMagicCriminal Ten Israeli hospitals62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

10/16/2021 Evil Corp Criminal Sinclair Broadcast Group51 InformationFinancial Mixed Data Attack,Exploitation of Application Server

10/16/2021 PayorGriefCriminal Central Indiana Orthopedics62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

10/16/2021 UndeterminedCriminal Corry School District61 Educational ServicesFinancial Mixed Data Attack,Exploitation of Application Server

10/16/2021 UndeterminedCriminal Signature Healthcare Brockton Hospital62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of End Hosts

10/15/2021 WIZARD SPIDERCriminal Graff 44 Retail TradeFinancial Mixed Data Attack,Exploitation of Application Server

10/15/2021 Desorden Criminal Acer 31 ManufacturingFinancial Mixed Data Attack,Exploitation of Application Server

10/15/2021 UndeterminedCriminal Tackle Warehouse44 Retail TradeFinancial Exploitive Exploitation of Application Server

10/15/2021 UndeterminedCriminal Running Warehouse44 Retail TradeFinancial Exploitive Exploitation of Application Server

10/15/2021 UndeterminedCriminal Tennis Warehouse44 Retail TradeFinancial Exploitive Exploitation of Application Server

10/15/2021 UndeterminedCriminal Skate Warehouse 44 Retail TradeFinancial Exploitive Exploitation of Application Server

10/15/2021 UndeterminedCriminal Broward Health 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

10/14/2021 UndeterminedCriminal Porto Seguro 52 Finance and InsuranceFinancial UndeterminedUndetermined

10/14/2021 Desorden Criminal Centara Hotels & Resorts72 Accommodation and Food ServicesFinancial Mixed Data Attack,Exploitation of Application Server

10/14/2021 UndeterminedCriminal Professional Healthcare Management62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

10/14/2021 Desorden Criminal Acer 31 ManufacturingFinancial Mixed Data Attack,Exploitation of Application Server

10/13/2021 UndeterminedCriminal Hillel Yaffe Medical Center62 Health Care and Social AssistanceFinancial Exploitive Undetermined

10/13/2021 UndeterminedCriminal University of Sunderland61 Educational ServicesFinancial Mixed Undetermined

10/12/2021 UndeterminedCriminal Principality of Sealand92 Public AdministrationFinancial Exploitive Exploitation of Application Server

10/11/2021 UndeterminedCriminal Autonomous University of Barcelona61 Educational ServicesFinancial Mixed Data Attack,Exploitation of Application Server

10/10/2021 UndeterminedCriminal Olympus 42 Wholesale TradeUndeterminedUndeterminedUndetermined

10/10/2021 UndeterminedCriminal Community Medical Centers62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

10/9/2021 UndeterminedCriminal Ferrara Candy 44 Retail TradeFinancial Mixed Data Attack,Exploitation of Application Server

10/9/2021 UndeterminedCriminal Hewlett Packard Enterprise54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of End Hosts

10/9/2021 UndeterminedCriminal Planned Parenthood Los Angeles62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

10/9/2021 UndeterminedCriminal Charlotte YMCA 62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

10/8/2021 UndeterminedCriminal Twitch 51 InformationUndeterminedDisruptive Message Manipulation

10/8/2021 UndeterminedCriminal Compton and Broomhead Dental Center62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

10/7/2021 UndeterminedCriminal USS Kidd official Facebook Page92 Public AdministrationProtest Disruptive Message Manipulation

10/6/2021 UndeterminedCriminal Twitch 51 InformationProtest Exploitive Exploitation of Application Server

10/6/2021 UndeterminedCriminal Prairie Lakes Healthcare System62 Health Care and Social AssistanceFinancial Disruptive Undetermined

10/5/2021 REvil Criminal Fimmick 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack,Exploitation of Application Server

10/5/2021 UndeterminedCriminal True Health New Mexico52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

10/5/2021 TA505 Criminal Dacoll 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack,Exploitation of Application Server

10/4/2021 UndeterminedCriminal Melia Hotels International72 Accommodation and Food ServicesFinancial Mixed Data Attack,Exploitation of Application Server

10/4/2021 LockBit 2.0Criminal E.M.I.T. Aviation Consulting54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack,Exploitation of Application Server

10/4/2021 UndeterminedCriminal Lodi Unified School District61 Educational ServicesUndeterminedUndeterminedUndetermined

10/4/2021 UndeterminedCriminal Colleton County School District61 Educational ServicesUndeterminedUndeterminedUndetermined

10/4/2021 UndeterminedCriminal National Association of Community Health Centers62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

10/3/2021 UndeterminedCriminal Fantasy Football Hub51 InformationFinancial Exploitive Exploitation of Application Server

10/3/2021 UndeterminedCriminal Val Verde Regional Medical Center ('VVRMC')62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

10/2/2021 WIZARD SPIDERCriminal Sandhills Global 51 InformationFinancial Mixed Data Attack,Exploitation of Application Server

10/2/2021 UndeterminedCriminal CVC 54 Professional, Scientific, and Technical ServicesFinancial Disruptive Data Attack

10/1/2021 Desorden Criminal Skynet.com.my 51 InformationFinancial Exploitive Exploitation of Application Server

10/1/2021 UndeterminedCriminal Johnson Memorial Health62 Health Care and Social AssistanceFinancial UndeterminedUndetermined

10/1/2021 WIZARD SPIDERCriminal Medical Healthcare Solutions62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

10/1/2021 UndeterminedCriminal Valley Regional Transit48 Transportation and WarehousingFinancial Mixed Data Attack,Exploitation of Application Server

10/1/2021 Bl@ckt0r Criminal Salesplaypos.com54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

10/1/2021 Bl@ckt0r Criminal Bankjatim.co.id 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

10/1/2021 UndeterminedCriminal Quality Temporary Services, Inc. ( AKA Qualified Staffing)56 Administrative and Support and Waste Management and Remediation ServicesFinancial Mixed Data Attack

10/1/2021 UndeterminedCriminal Quality Temporary Services, Inc. ( AKA Qualified Staffing)56 Administrative and Support and Waste Management and Remediation ServicesFinancial Mixed Data Attack

9/30/2021 TAG-38 Nation-StateAt least 7 Indian electricity grid centers22 Utilities UndeterminedExploitive Exploitation of Application Server

9/30/2021 WIZARD SPIDERCriminal JVCKenwood 44 Retail TradeFinancial Mixed Data Attack,Exploitation of Application Server



9/30/2021 UndeterminedCriminal TiteLive 54 Professional, Scientific, and Technical ServicesFinancial Disruptive Data Attack

9/30/2021 AnibaLeaksCriminal Argentinian National Registry of Persons92 Public AdministrationFinancial Exploitive Exploitation of Application Server

9/30/2021 UndeterminedCriminal Region IV Area Agency on Aging62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Hosts

9/29/2021 UndeterminedCriminal Schneck Medical Center62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

9/29/2021 UndeterminedCriminal Schneck Medical Center62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

9/28/2021 UndeterminedCriminal Great Plains Manufacturing31 ManufacturingFinancial Exploitive Exploitation of Application Server

9/27/2021 CoomingProjectCriminal El Instituto Nacional de Medicina Genomica92 Public AdministrationUndeterminedExploitive Exploitation of Application Servers

9/26/2021 RansomEXXCriminal Unione Reno Galliera92 Public AdministrationFinancial Mixed Data Attack,Exploitation of Application Server

9/26/2021 GOLD DUPONTCriminal Unione Reno Galliera92 Public AdministrationFinancial Mixed Data Attack

9/25/2021 UndeterminedCriminal Bandwidth.com 51 InformationFinancial Disruptive External Denial of Service

9/25/2021 UndeterminedCriminal Lufkin Independent School District61 Educational ServicesFinancial Mixed Data Attack,Exploitation of Application Server

9/25/2021 UndeterminedCriminal Stonington Public Schools61 Educational ServicesFinancial Mixed Data Attack,Exploitation of Application Server

9/24/2021 Colossus Criminal Group of automotive dealerships44 Retail TradeFinancial Mixed Data Attack,Exploitation of Application Server

9/24/2021 UndeterminedCriminal Episcopal Retirement Services62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

9/23/2021 UndeterminedCriminal Bitcoin.org 52 Finance and InsuranceFinancial Disruptive Message Manipulation

9/23/2021 UndeterminedCriminal Port of Houston 48 Transportation and WarehousingUndeterminedUndeterminedUndetermined

9/23/2021 Desorden Criminal ABX Express 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack,Exploitation of Application Server

9/23/2021 UndeterminedCriminal Victory Health Partners62 Health Care and Social AssistanceFinancial Exploitive Undetermined

9/23/2021 UndeterminedCriminal Medurant Health 62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

9/23/2021 UndeterminedCriminal National Math and Science Initiative61 Educational ServicesFinancial Exploitive Exploitation of Application Server

9/22/2021 UndeterminedCriminal JSC Makeyev Design Bureau54 Professional, Scientific, and Technical ServicesIndustrial-EspionageExploitive Exploitation of End Hosts

9/22/2021 UndeterminedCriminal Giant Pay 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack,Exploitation of Application Server

9/22/2021 UndeterminedCriminal Samaritan Daytop Village62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

9/21/2021 UndeterminedCriminal Boulder Neurosurgical and Spine Associates62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Hosts

9/20/2021 UndeterminedCriminal Central Minnesota Mental Health Center (CMMHC)62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

9/20/2021 UndeterminedCriminal Norwood Clinic 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

9/20/2021 BlackMatterCriminal NEW Cooperative11 Agriculture, Forestry, Fishing and HuntingFinancial Mixed Data Attack,Exploitation of Application Server

9/20/2021 BlackMatterCriminal Marketron 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack,Exploitation of Application Server

9/20/2021 UndeterminedCriminal Coos County Family Health Services62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

9/20/2021 UndeterminedCriminal CMA CGM 48 Transportation and WarehousingFinancial Exploitive Exploitation of Application Server

9/20/2021 ALTDOS Criminal Sunway Group 81 Other Services (except Public Administration)Financial Exploitive Exploitation of Application Servers

9/20/2021 FocaLeaksCriminal El Savador National Police92 Public AdministrationProtest Exploitive Exploitation of Application Servers

9/20/2021 Arvin Club Criminal Bureau van Dijk 92 Public AdministrationFinancial Exploitive Exploitation of Application Server

9/20/2021 GOLD DUPONTCriminal United Carton Industries Company Ltd31 ManufacturingFinancial Mixed Data Attack

9/19/2021 UndeterminedCriminal Crystal Valley 11 Agriculture, Forestry, Fishing and HuntingFinancial Mixed Data Attack,Exploitation of Application Server

9/19/2021 UndeterminedCriminal pNetwork 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Servers

9/19/2021 UndeterminedCriminal Strategic Benefits Advisors52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

9/18/2021 UndeterminedCriminal Exabytes 51 InformationFinancial Disruptive Data Attack

9/18/2021 WIZARD SPIDERCriminal GSS 54 Professional, Scientific, and Technical ServicesFinancial Disruptive Data Attack

9/18/2021 UndeterminedCriminal Sound Generations62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

9/17/2021 UndeterminedCriminal Pottawatomie County92 Public AdministrationFinancial Disruptive Data Attack

9/16/2021 UndeterminedCriminal VoIP.ms 51 InformationFinancial Disruptive External Denial of Service

9/16/2021 AristoK3 Criminal SushiSwap 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

9/15/2021 PayorGriefCriminal Greensville County Public Schools61 Educational ServicesFinancial Mixed Data Attack,Exploitation of Application Server

9/15/2021 UndeterminedCriminal German Election Commission92 Public AdministrationUndeterminedDisruptive Undetermined

9/15/2021 UndeterminedCriminal Weir Group 31 ManufacturingFinancial Disruptive Data Attack

9/15/2021 UndeterminedCriminal California Pizza Kitchen72 Accommodation and Food ServicesFinancial Exploitive Exploitation of End Hosts

9/15/2021 UndeterminedCriminal Valley Mountain Regional Center62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Hosts

9/14/2021 Vice SocietyCriminal Manhasset Union Free School District61 Educational ServicesFinancial Exploitive Exploitation of Application Server

9/14/2021 UndeterminedCriminal Mowery Clinic 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

9/14/2021 UndeterminedCriminal Advocates Inc. 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

9/14/2021 UndeterminedCriminal Marshall & Melhorn54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Undetermined

9/13/2021 UndeterminedCriminal Jefferson Parish courthouse92 Public AdministrationUndeterminedDisruptive Undetermined

9/13/2021 UndeterminedCriminal Desert Pain Institute62 Health Care and Social AssistanceFinancial Exploitive Undetermined

9/13/2021 UndeterminedCriminal Community Eye Clinic62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server



9/12/2021 UndeterminedCriminal Texas GOP website92 Public AdministrationProtest Disruptive Message Manipulation

9/12/2021 Ragnar LockerCriminal TTEC 51 InformationFinancial Mixed Data Attack,Exploitation of Application Server

9/12/2021 UndeterminedCriminal Paris Hospitals 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

9/11/2021 UndeterminedCriminal Public School and Education Employee Retirement Systems of Missouri92 Public AdministrationFinancial Exploitive Exploitation of End Hosts

9/11/2021 UndeterminedCriminal New York Psychotherapy and Counseling Center62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

9/11/2021 UndeterminedCriminal Spotswood Public Schools61 Educational ServicesFinancial Exploitive Exploitation of Application Server

9/10/2021 UndeterminedCriminal Yonkers, NY 92 Public AdministrationFinancial Disruptive Data Attack

9/9/2021 UndeterminedCriminal Dorcester County Government92 Public AdministrationFinancial Exploitive Exploitation of End Hosts

9/9/2021 Meris BotnetCriminal KrebsOnSecurity 51 InformationUndeterminedDisruptive External Denial of Service

9/9/2021 UndeterminedCriminal Brazil's National Health Surveillance Agency92 Public AdministrationProtest Disruptive Message Manipulation

9/9/2021 CoomingProjectCriminal South African National Space Agency92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

9/9/2021 UndeterminedCriminal Chattanooga Area Chamber of Commerce92 Public AdministrationFinancial Exploitive Exploitation of Application Server

9/8/2021 UndeterminedCriminal ANZ New Zealand52 Finance and InsuranceUndeterminedDisruptive External Denial of Service

9/8/2021 UndeterminedCriminal Kiwibank 52 Finance and InsuranceUndeterminedDisruptive External Denial of Service

9/8/2021 UndeterminedCriminal New Zealand MetService92 Public AdministrationUndeterminedDisruptive External Denial of Service

9/8/2021 UndeterminedCriminal New Zealand Post92 Public AdministrationUndeterminedDisruptive External Denial of Service

9/8/2021 UndeterminedCriminal New Zealand Ministry for Primary Industries92 Public AdministrationUndeterminedDisruptive External Denial of Service

9/8/2021 UndeterminedCriminal Russian Government Website92 Public AdministrationFinancial Disruptive Message Manipulation

9/8/2021 UndeterminedCriminal Bhumirajanagarindra Kidney Institute Hospital62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

9/8/2021 BlackMatterCriminal Olympus 42 Wholesale TradeFinancial Disruptive Data Attack

9/7/2021 Meris BotnetCriminal Yandex 51 InformationUndeterminedDisruptive External Denial of Service

9/7/2021 REvil Criminal South Carolina Legal Services54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

9/7/2021 REvil Criminal Ensinger Plastics 31 ManufacturingFinancial Exploitive Exploitation of Application Server

9/7/2021 SangkancilCriminal CITY4U 92 Public AdministrationFinancial Exploitive Exploitation of Application Server

9/7/2021 UndeterminedCriminal Phetchabun Hospital62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

9/7/2021 UndeterminedCriminal Hogeschool van Arnhem en Nijmegen62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

9/6/2021 UndeterminedCriminal South African Justice Department92 Public AdministrationFinancial Disruptive Data Attack

9/6/2021 UndeterminedCriminal GoDaddy 51 InformationFinancial Exploitive Exploitation of End Hosts

9/5/2021 Pysa Criminal Las Vegas Cancer Center62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

9/4/2021 UndeterminedCriminal Jenkins 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

9/4/2021 AvosLockerCriminal Pacific City Bank 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

9/4/2021 UndeterminedCriminal Utah Imaging Associates62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

9/3/2021 UndeterminedCriminal Vocus NZ 51 InformationUndeterminedDisruptive External Denial of Service

9/3/2021 UndeterminedCriminal Howard University61 Educational ServicesFinancial Mixed Data Attack,Exploitation of Application Server

9/3/2021 UndeterminedCriminal Howard University College of Dentistry62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

9/2/2021 UndeterminedCriminal Optima Dermatology Holdings62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Hosts

9/2/2021 REvil Criminal Voip Unlimited 51 InformationFinancial Disruptive External Denial of Service

9/2/2021 REvil Criminal Voipfone 51 InformationFinancial Disruptive External Denial of Service

9/1/2021 Calypso Nation-StateRoshan 51 InformationPolitical-EspionageExploitive Exploitation of Application Servers

9/1/2021 DEV-0056 Nation-StateUnknown Bahrain IT company51 InformationPolitical-EspionageExploitive Exploitation of End Hosts

9/1/2021 UndeterminedCriminal Advent Health Partners54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of End Hosts

8/31/2021 Vice SocietyCriminal United Health Centers62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

8/30/2021 LockBit 2.0Criminal Envision Credit Union52 Finance and InsuranceFinancial Mixed Data Attack,Exploitation of Application Server

8/30/2021 UndeterminedCriminal Cream Finance 51 InformationFinancial Exploitive Exploitation of Infrastructure

8/30/2021 UndeterminedCriminal North East Independent School District61 Educational ServicesFinancial Exploitive Exploitation of End Hosts

8/27/2021 Vice SocietyCriminal Barlow Respiratory Hospital62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

8/27/2021 UndeterminedCriminal Council on Aging Southwestern Ohio62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Hosts

8/26/2021 UndeterminedCriminal Team Alvarez Insurance52 Finance and InsuranceFinancial Exploitive Undetermined

8/26/2021 Snatch Criminal QRS 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

8/26/2021 GOLD DUPONTCriminal American Megatrends International54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

8/25/2021 UndeterminedCriminal Boston Public Library92 Public AdministrationUndeterminedDisruptive Data Attack

8/25/2021 UndeterminedCriminal Throckmorten County Memorial Hospital62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

8/25/2021 UndeterminedCriminal Seneca Family of Agencies62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

8/25/2021 UndeterminedCriminal Luminis Health 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

8/24/2021 Adalat Ali Hacktivist Evin prison (Tehran)92 Public AdministrationProtest Mixed Data Attack,Exploitation of Application Server



8/23/2021 LockBit 2.0Criminal Bangkok Airways 48 Transportation and WarehousingFinancial Mixed Data Attack,Exploitation of Application Server

8/23/2021 UndeterminedCriminal Weddell Pediatric Dental Specialists62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Hosts

8/22/2021 UndeterminedCriminal ROC Mondriaan 62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

8/20/2021 Sprite SpiderCriminal Lojas Renner 44 Retail TradeFinancial Mixed Data Attack,Exploitation of Application Server

8/20/2021 UndeterminedCriminal Tech Etch 31 ManufacturingFinancial Mixed Data Attack,Exploitation of Application Server

8/19/2021 UndeterminedCriminal EPIC Pharmacy Network62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Hosts

8/18/2021 UndeterminedCriminal Liquid 52 Finance and InsuranceFinancial Exploitive Exploitation of Infrastructure

8/17/2021 UndeterminedCriminal ibex 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack,Exploitation of Application Server

8/17/2021 UndeterminedCriminal Texas Lavaca Medical Center62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

8/16/2021 UndeterminedCriminal Tokio Marine Insurance Singapore52 Finance and InsuranceFinancial Disruptive Data Attack

8/16/2021 AvosLockerCriminal Moorfields Eye Hospital Dubai62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Servers

8/16/2021 UndeterminedCriminal JDC Healthcare Management61 Educational ServicesFinancial Exploitive Exploitation of Application Server

8/16/2021 UndeterminedCriminal Surecare Speciality Pharmacy62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

8/15/2021 Hive Criminal Memorial Health System62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

8/15/2021 UndeterminedCriminal Bar Ilan University61 Educational ServicesFinancial Mixed Data Attack,Exploitation of Application Server

8/15/2021 Belarusian Cyber PartisansHacktivist Belarusian Police 92 Public AdministrationProtest Exploitive Exploitation of Application Servers

8/15/2021 UndeterminedCriminal MNG Kargo 48 Transportation and WarehousingFinancial Exploitive Exploitation of Application Server

8/14/2021 UndeterminedCriminal T-Mobile 51 InformationFinancial Exploitive Exploitation of Application Servers

8/13/2021 UndeterminedCriminal Brazilian National Treasury52 Finance and InsuranceFinancial Disruptive Data Attack

8/13/2021 UndeterminedCriminal Cook County Circuit Court92 Public AdministrationUndeterminedDisruptive Message Manipulation

8/13/2021 Hive Criminal Missouri Delta Medical Center62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

8/12/2021 LockBit 2.0Criminal inline Plumbing 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack,Exploitation of Application Server

8/12/2021 UndeterminedCriminal Twin Falls County, Idaho92 Public AdministrationUndeterminedMixed Data Attack

8/12/2021 GOLD DUPONTCriminal Gigabyte Technology31 ManufacturingFinancial Mixed Data Attack

8/11/2021 LockBit 2.0Criminal Accenture 54 Professional, Scientific, and Technical ServicesFinancial Mixed Exploitation of End Hosts,Data Attack,Exploitation of Application Servers

8/11/2021 Belarusian Cyber PartisansHacktivist Belarus National Civil Status System92 Public AdministrationProtest Exploitive Exploitation of Application Servers

8/10/2021 UndeterminedCriminal Poly Network 51 InformationFinancial Exploitive Exploitation of Application Servers

8/10/2021 UndeterminedCriminal French Government Website92 Public AdministrationFinancial Exploitive Exploitation of Application Server

8/10/2021 UndeterminedCriminal Oregon Eye Specialists62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Hosts

8/10/2021 UndeterminedCriminal ReproSource 62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

8/10/2021 UndeterminedCriminal EMI Health 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

8/9/2021 UndeterminedCriminal Texas ENT Specialists62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

8/8/2021 UndeterminedCriminal Chanel Korea 44 Retail TradeFinancial Exploitive Exploitation of Application Servers

8/8/2021 UndeterminedCriminal Dallas Independent School District61 Educational ServicesFinancial Exploitive Exploitation of Application Server

8/6/2021 Sprite SpiderCriminal Ermenegildo Zegna Group44 Retail TradeFinancial Mixed Data Attack,Exploitation of Application Server

8/6/2021 ALTDOS Criminal OT Group 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Servers

8/6/2021 UndeterminedCriminal Eye & Retina Surgeons Singapore62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

8/6/2021 UndeterminedCriminal Career Group, Inc.54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack,Exploitation of Application Server

8/6/2021 GOLD DUPONTCriminal Ermenegildo Zegna Holding44 Retail TradeFinancial Mixed Data Attack

8/5/2021 UndeterminedCriminal Illinois State Police92 Public AdministrationUndeterminedExploitive Exploitation of Application Servers

8/4/2021 LockBit 2.0Criminal ERG 22 Utilities Financial Disruptive Data Attack

8/4/2021 UndeterminedCriminal Limestone Sewage Treatment Plant22 Utilities Financial Mixed Data Attack,Exploitation of Application Server

8/4/2021 UndeterminedCriminal Directions for Living62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

8/4/2021 UndeterminedCriminal Austin Cancer Centers62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

8/3/2021 UndeterminedCriminal Isle of Wight Education Federation61 Educational ServicesFinancial Mixed Data Attack,Exploitation of Application Server

8/3/2021 Pysa Criminal Children's Network of Southwest Florida62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

8/3/2021 Pysa Criminal Drug Alcohol Testing and Screening Compliance62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

8/3/2021 Sprite SpiderCriminal Gigabyte 31 ManufacturingFinancial Mixed Data Attack,Exploitation of Application Server

8/3/2021 UndeterminedCriminal Family of Woodstock62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

8/3/2021 UndeterminedCriminal Rhode Island Public Transit Authority48 Transportation and WarehousingFinancial Exploitive Exploitation of Application Server

8/2/2021 UndeterminedCriminal Paxton Media Group51 InformationFinancial Exploitive Undetermined

8/2/2021 UndeterminedCriminal European Commission's Cybersecurity Atlas92 Public AdministrationUndeterminedExploitive Exploitation of Application Servers

8/2/2021 UndeterminedCriminal Electronic Warfare Associates31 ManufacturingFinancial Exploitive Exploitation of End Hosts

8/2/2021 UndeterminedCriminal Montrose Regional Health62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Hosts

8/1/2021 UndeterminedCriminal California Water and Wastewater System22 Utilities Financial Disruptive Physical Attack



8/1/2021 Sprite SpiderCriminal Lazio Region, Italy92 Public AdministrationFinancial Mixed Data Attack,Exploitation of Application Server

8/1/2021 LockBit 2.0Criminal Haydn 44 Retail TradeFinancial Mixed Data Attack,Exploitation of Application Server

8/1/2021 UndeterminedCriminal ENE Systems 31 ManufacturingFinancial Mixed Data Attack,Exploitation of Application Server

8/1/2021 Evil Corp Criminal Stor-a-File 81 Other Services (except Public Administration)Financial Mixed Data Attack,Exploitation of Application Server

8/1/2021 UndeterminedCriminal Brown County 92 Public AdministrationFinancial Exploitive Exploitation of Application Server

8/1/2021 UndeterminedCriminal OpenSubtitles 51 InformationFinancial Mixed Data Attack,Exploitation of Application Server

8/1/2021 UndeterminedCriminal Morley Companies54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack,Exploitation of Application Server

8/1/2021 GOLD DUPONTCriminal Liberty Group & ForHousing81 Other Services (except Public Administration)Financial Mixed Data Attack

8/1/2021 Lorenz Criminal Sebastian 51 InformationFinancial Mixed Data Attack

7/30/2021 UndeterminedCriminal Sandhills Center 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Servers

7/30/2021 UndeterminedCriminal Western Cape Blood Service (WCBS)62 Health Care and Social AssistanceFinancial UndeterminedUndetermined

7/30/2021 UndeterminedCriminal Advanced Technology Ventures52 Finance and InsuranceFinancial Mixed Data Attack,Exploitation of Application Server

7/30/2021 LockBit 2.0Criminal Phenix Services 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack,Exploitation of Application Server

7/29/2021 Philippine ArmyNation-StateKarapatan 81 Other Services (except Public Administration)UndeterminedDisruptive External Denial of Service

7/29/2021 UndeterminedCriminal Educators Mutual Insurance Association52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

7/29/2021 UndeterminedCriminal ACE Surgical Supply31 ManufacturingFinancial Exploitive Exploitation of Application Server

7/29/2021 Lorenz Criminal Miller-Valentine Group23 ConstructionFinancial Mixed Data Attack

7/27/2021 UndeterminedCriminal Homewood Health62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Servers

7/27/2021 Babuk Criminal BridgeMill Athletic Club61 Educational ServicesFinancial Mixed Data Attack

7/26/2021 UndeterminedCriminal SBS Australia 51 InformationUndeterminedDisruptive Message Manipulation

7/26/2021 AvosLockerCriminal Coghlin Electrical Co.23 ConstructionFinancial Mixed Data Attack,Exploitation of Application Server

7/25/2021 UndeterminedCriminal Atalanta 42 Wholesale TradeFinancial Mixed Data Attack,Exploitation of Application Server

7/25/2021 Babuk Criminal spsr-law.com 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

7/24/2021 UndeterminedCriminal Global Times petition website51 InformationSabotage Disruptive External Denial of Service

7/24/2021 PHOBOS Criminal Clinical Hospital in Bucharest62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

7/23/2021 UndeterminedCriminal Emma Willard School61 Educational ServicesFinancial Exploitive Exploitation of Application Servers

7/23/2021 UndeterminedCriminal City of Thessaloniki92 Public AdministrationFinancial Disruptive Data Attack

7/23/2021 UndeterminedCriminal THORChain 51 InformationFinancial Exploitive Exploitation of Network Infrastructure

7/22/2021 UndeterminedCriminal Guntrader 44 Retail TradePersonal AttackExploitive Exploitation of Application Servers

7/22/2021 UndeterminedCriminal Transnet 48 Transportation and WarehousingUndeterminedUndeterminedUndetermined

7/21/2021 UndeterminedCriminal City of Sunset Beach, North Carolina92 Public AdministrationFinancial Exploitive Exploitation of Application Servers

7/21/2021 UndeterminedCriminal Search and Rescue Base at Aoraki/Mount Cook11 Agriculture, Forestry, Fishing and HuntingFinancial Mixed Data Attack,Undetermined

7/21/2021 UndeterminedCriminal Austin Cancer Centers62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

7/21/2021 GOLD DUPONTCriminal Corporacian Nacional de Telecomunica51 InformationFinancial Mixed Data Attack

7/20/2021 UndeterminedCriminal Northern Rail 48 Transportation and WarehousingFinancial Disruptive Undetermined

7/20/2021 Kiprop Hobbyist Independent Electoral and Boundaries Commission (IBEC)92 Public AdministrationFinancial Exploitive Exploitation of Application Servers

7/20/2021 UndeterminedCriminal Wiggin and Dana LLP54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

7/19/2021 UndeterminedCriminal Pionet 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack,Exploitation of Application Server

7/18/2021 UndeterminedCriminal Tree Rivers Regional Commission92 Public AdministrationFinancial Mixed Data Attack,Exploitation of Application Server

7/18/2021 UndeterminedCriminal Sound Generations62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

7/16/2021 RansomEXXCriminal Corporation of National Telecommunication (Ecuador)51 InformationFinancial Mixed Data Attack,Exploitation of Application Server

7/16/2021 UndeterminedCriminal CloudStar 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack,Exploitation of Application Server

7/16/2021 AvosLockerCriminal City of Geneva, Ohio92 Public AdministrationFinancial Exploitive Exploitation of Application Servers

7/16/2021 UndeterminedCriminal Florida Department of Economic Opportunity (DEO)92 Public AdministrationFinancial Exploitive Exploitation of Application Servers

7/16/2021 UndeterminedCriminal Putnam County Memorial Hospital62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

7/15/2021 UndeterminedCriminal Court of Accounts of Moldova92 Public AdministrationUndeterminedDisruptive Data Attack

7/15/2021 UndeterminedCriminal Nottingham City Transport48 Transportation and WarehousingUndeterminedUndeterminedUndetermined

7/15/2021 UndeterminedCriminal Eastern Los Angeles Regional Center62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Hosts

7/15/2021 UndeterminedCriminal U.S. State Department92 Public AdministrationUndeterminedUndeterminedUndetermined

7/15/2021 UndeterminedCriminal Buddhist Tzu Chi Medical Foundation62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

7/15/2021 UndeterminedCriminal Eastern Los Angeles Regional Center62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Hosts

7/14/2021 UndeterminedCriminal Institute of National Elections (Instituto Nacional Electoral)92 Public AdministrationUndeterminedExploitive Exploitation of Application Servers

7/14/2021 UndeterminedCriminal Suncoast Skin Solutions62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

7/13/2021 UndeterminedCriminal Chemonics International56 Administrative and Support and Waste Management and Remediation ServicesFinancial Exploitive Exploitation of End Host

7/12/2021 UndeterminedCriminal D-Box Technologies31 ManufacturingFinancial Disruptive Data Attack



7/12/2021 UndeterminedCriminal Spread Group 44 Retail TradeFinancial Exploitive Exploitation of Application Servers

7/12/2021 UndeterminedCriminal DuPage Medical Group62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

7/12/2021 UndeterminedCriminal Retinal Consultants Medical Group62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

7/12/2021 GOLD DUPONTCriminal Walsin 31 ManufacturingFinancial Mixed Data Attack

7/11/2021 HelloKitty Criminal Oregon Anesthesiology Group62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

7/10/2021 UndeterminedCriminal Vista Radiology 62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

7/9/2021 UndeterminedCriminal Kazakhstan Government92 Public AdministrationFinancial UndeterminedUndetermined

7/9/2021 UndeterminedCriminal Royatonic 72 Accommodation and Food ServicesFinancial Disruptive Internal Denial of Service

7/9/2021 UndeterminedCriminal Train services in Iran48 Transportation and WarehousingProtest Disruptive Undetermined

7/9/2021 UndeterminedCriminal Classic Football Shirts44 Retail TradeFinancial Exploitive Exploitation of Application Servers

7/9/2021 UndeterminedCriminal New South Wales Department of Education92 Public AdministrationUndeterminedUndeterminedUndetermined

7/7/2021 UndeterminedCriminal Wiregrass Electric Cooperative22 Utilities Financial Exploitive Exploitation of Application Servers

7/7/2021 UndeterminedCriminal Joplin City Government92 Public AdministrationFinancial Mixed Data Attack,Exploitation of Application Server

7/7/2021 UndeterminedCriminal Comparis 51 InformationFinancial Mixed Data Attack,Exploitation of Application Server

7/7/2021 UndeterminedCriminal Lakeshore Bone & Joint Institute62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Hosts

7/7/2021 Babuk Criminal Arabian Computer Supplies co42 Wholesale TradeFinancial Mixed Data Attack

7/6/2021 UndeterminedCriminal GETTR 51 InformationPersonal AttackExploitive Exploitation of Application Servers

7/6/2021 Babuk Criminal E.A. Gibson Shipbrokers54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

7/5/2021 UndeterminedCriminal Municipality of Oradea92 Public AdministrationFinancial Exploitive Exploitation of Application Servers

7/5/2021 REvil Criminal MasMovil 51 InformationFinancial Mixed Data Attack,Exploitation of Application Server

7/5/2021 UndeterminedCriminal York Animal Hospital62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

7/5/2021 UndeterminedCriminal San Andreas Region Center62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

7/5/2021 UndeterminedCriminal Directions for Living62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

7/3/2021 UndeterminedCriminal Georgia's National Center for Disease Control and Public Health92 Public AdministrationProtest Disruptive External Denial of Service

7/3/2021 SVR (COZYBEAR)Nation-StateSynnex 44 Retail TradePolitical-EspionageExploitive Exploitation of Application Servers

7/3/2021 UndeterminedCriminal Formula 1 71 Arts, Entertainment, and RecreationUndeterminedDisruptive Message Manipulation

7/2/2021 REvil Criminal Kaseya 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack,Exploitation of Application Server

7/1/2021 Philippine ArmyNation-StateBulatlat 51 InformationSabotage Disruptive External Denial of Service

7/1/2021 Philippine ArmyNation-StateAltermidya 51 InformationSabotage Disruptive External Denial of Service

7/1/2021 UndeterminedCriminal Kawasaki Kisen Kaisha48 Transportation and WarehousingUndeterminedDisruptive Undetermined

7/1/2021 UndeterminedCriminal Maine Water and Wastewater System22 Utilities Financial Disruptive Physical Attack

7/1/2021 DEV-0228 Nation-StateUnknown Israeli IT company51 InformationPolitical-EspionageExploitive Undetermined

7/1/2021 GOLD DUPONTCriminal WT Microelectronics31 ManufacturingFinancial Mixed Data Attack

7/1/2021 UndeterminedCriminal Ministry of Foreign Affairs and Trade of Hungary92 Public AdministrationPolitical-EspionageExploitive Exploitation of Application Server

6/30/2021 UndeterminedCriminal Refuah Health Center62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

6/30/2021 UndeterminedCriminal Rossiya-24 51 InformationProtest Disruptive External Denial of Service

6/30/2021 UndeterminedCriminal Salvation Army UK62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Servers

6/30/2021 UndeterminedCriminal New Skills Academy61 Educational ServicesFinancial Exploitive Exploitation of Application Servers

6/30/2021 PayorGriefCriminal Booneville School District61 Educational ServicesFinancial Mixed Data Attack,Exploitation of Application Server

6/30/2021 PayorGriefCriminal Lancaster Independent School District61 Educational ServicesFinancial Mixed Data Attack,Exploitation of Application Server

6/30/2021 UndeterminedCriminal Florida Blue 52 Finance and InsuranceFinancial Exploitive Exploitation of End Hosts

6/29/2021 REvil Criminal University Medical Center62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

6/29/2021 UndeterminedCriminal LimeVPN 51 InformationFinancial Mixed Data Attack,Exploitation of Application Server

6/29/2021 UndeterminedCriminal City of Grass Valley, California92 Public AdministrationFinancial Exploitive Exploitation of Application Servers

6/29/2021 UndeterminedCriminal CareATC 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Hosts

6/28/2021 Vice SocietyCriminal Frederick School District61 Educational ServicesFinancial Mixed Data Attack,Undetermined

6/28/2021 UndeterminedCriminal Public Distribution Center of Tamil Nadu92 Public AdministrationFinancial Exploitive Exploitation of Application Servers

6/28/2021 Vice SocietyCriminal Whitehouse Independent School District61 Educational ServicesFinancial Exploitive Exploitation of Application Servers

6/27/2021 UndeterminedCriminal Municipality of Cagliari92 Public AdministrationFinancial Mixed Data Attack,Undetermined

6/27/2021 DragonForceHacktivist Bank Hapoalim 52 Finance and InsuranceProtest Disruptive External Denial of Service

6/26/2021 UndeterminedCriminal Prague Institute of Planning and Development92 Public AdministrationFinancial Disruptive Internal Denial of Service

6/26/2021 DragonForceHacktivist Bank Leumi 52 Finance and InsuranceProtest Disruptive External Denial of Service

6/25/2021 UndeterminedCriminal Hollingsworth, LLP.54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Servers

6/25/2021 UndeterminedCriminal Bordeaux-Gironde Chamber of Commerce and Industry92 Public AdministrationFinancial Mixed Data Attack,Undetermined

6/25/2021 DragonForceHacktivist Bank of Israel 52 Finance and InsuranceProtest Disruptive External Denial of Service



6/25/2021 UndeterminedCriminal Wedge Recovery Centers62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

6/24/2021 REvil Criminal French Connection44 Retail TradeFinancial Mixed Data Attack,Exploitation of Application Server

6/24/2021 UndeterminedCriminal NewsBlur 51 InformationFinancial Mixed Data Attack,Exploitation of Application Server

6/24/2021 UndeterminedCriminal Bridgewater-Raritan School District61 Educational ServicesProtest Disruptive Message Manipulation

6/24/2021 UndeterminedCriminal Hospital of the Divine Holy Spirit62 Health Care and Social AssistanceFinancial Mixed Undetermined

6/24/2021 UndeterminedCriminal Metro Infectious Disease Consultants62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Hosts

6/24/2021 UndeterminedCriminal Sea Mar Community Health Centers62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

6/24/2021 UndeterminedCriminal Southern Orthapedic Associates62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Hosts

6/24/2021 UndeterminedCriminal CIOX Health 54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of End Hosts

6/24/2021 Lorenz Criminal Buchanan Hauling & Rigging48 Transportation and WarehousingFinancial Mixed Data Attack

6/23/2021 PayorGriefCriminal SalzburgMilch 31 ManufacturingFinancial Mixed Data Attack,Exploitation of Application Server

6/23/2021 UndeterminedCriminal Cobb County 92 Public AdministrationUndeterminedDisruptive Message Manipulation

6/23/2021 UndeterminedCriminal Anglesey Secondary Schools61 Educational ServicesUndeterminedUndeterminedUndetermined

6/22/2021 REvil Criminal Grupo Fleury 62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

6/22/2021 U.S. Justice DepartmentNation-StateIranian State-linked News Websites51 InformationSabotage Disruptive Message Manipulation

6/22/2021 UndeterminedCriminal Bauhaus 44 Retail TradeUndeterminedUndeterminedUndetermined

6/22/2021 UndeterminedCriminal Massena Central School61 Educational ServicesUndeterminedDisruptive Undetermined

6/22/2021 UndeterminedCriminal Centinela Valley Union High School District61 Educational ServicesFinancial Mixed Data Attack,Exploitation of Application Server

6/22/2021 UndeterminedCriminal Panasonic 31 ManufacturingUndeterminedExploitive Exploitation of Application Server

6/22/2021 UndeterminedCriminal Sacramento County92 Public AdministrationFinancial Exploitive Exploitation of End Hosts

6/21/2021 UndeterminedCriminal Japan Airport Fueling Service56 Administrative and Support and Waste Management and Remediation ServicesFinancial Mixed Data Attack,Exploitation of Application Server

6/21/2021 UndeterminedCriminal Municipality of San Pedro92 Public AdministrationFinancial Exploitive Undetermined

6/21/2021 UndeterminedCriminal Judicial Power of the City of Mendoza92 Public AdministrationFinancial Exploitive Undetermined

6/21/2021 UndeterminedCriminal Insitute of Social Work of the Provincial Employee92 Public AdministrationFinancial Exploitive Undetermined

6/21/2021 UndeterminedCriminal Honorable Deliverable Council of the City of San Nicolas92 Public AdministrationFinancial Exploitive Undetermined

6/21/2021 DragonForceHacktivist AcadeME 61 Educational ServicesProtest Exploitive Exploitation of Application Servers

6/21/2021 UndeterminedCriminal City of Liege 92 Public AdministrationFinancial Mixed Data Attack,Undetermined

6/20/2021 UndeterminedCriminal Daewoo Shipbuilding & Marine Engineering31 ManufacturingIndustrial-EspionageExploitive Undetermined

6/18/2021 UndeterminedCriminal Judson Independent School District61 Educational ServicesFinancial Mixed Data Attack,Undetermined

6/17/2021 UndeterminedCriminal St. Joseph's/Candler Health System62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

6/17/2021 UndeterminedCriminal Lucky Star Casino71 Arts, Entertainment, and RecreationFinancial Mixed Data Attack,Undetermined

6/16/2021 UndeterminedCriminal Gateley 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack,Exploitation of Application Server

6/16/2021 UndeterminedCriminal Electromed 31 ManufacturingFinancial Exploitive Exploitation of Application Servers

6/16/2021 WIZARD SPIDERCriminal SAC Wireless 51 InformationFinancial Mixed Data Attack,Exploitation of Application Server

6/15/2021 UndeterminedCriminal University of Massachusetts Lowell61 Educational ServicesUndeterminedUndeterminedUndetermined

6/15/2021 Babuk Criminal 4murs.com 44 Retail TradeFinancial Mixed Data Attack

6/14/2021 UndeterminedCriminal Menominee Casino Resort72 Accommodation and Food ServicesUndeterminedUndeterminedUndetermined

6/14/2021 NGB 3rd Technical Surveillance Bureau (Kimsuky)Nation-StateKorea Atomic Energy Research Institute54 Professional, Scientific, and Technical ServicesIndustrial-EspionageExploitive Exploitation of Application Servers

6/14/2021 Hive Criminal Altus Group 51 InformationFinancial Mixed Data Attack,Exploitation of Application Server

6/13/2021 UndeterminedCriminal Humber River Hospital62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

6/13/2021 UndeterminedCriminal Patari 51 InformationFinancial Exploitive Exploitation of Application Servers

6/12/2021 UndeterminedCriminal Intuit TurboTax 51 InformationFinancial Exploitive Exploitation of End Hosts

6/12/2021 UndeterminedCriminal Stillwater Medical Center62 Health Care and Social AssistanceFinancial Mixed Undetermined

6/12/2021 UndeterminedCriminal 4 New Square 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack,Undetermined

6/12/2021 UndeterminedCriminal Radiant Logistics 48 Transportation and WarehousingFinancial Mixed Data Attack

6/11/2021 PayorGriefCriminal Woodruff Institute 62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

6/11/2021 UndeterminedCriminal Volkswagen 42 Wholesale TradeFinancial Exploitive Exploitation of End Hosts

6/11/2021 UndeterminedCriminal Mcdonald's 72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Application Servers

6/10/2021 UndeterminedCriminal Edward Don 42 Wholesale TradeFinancial Mixed Data Attack,Exploitation of Application Server

6/10/2021 UndeterminedCriminal Ito Yogoyo 31 ManufacturingFinancial Mixed Data Attack,Exploitation of Application Server

6/10/2021 UndeterminedCriminal Electronic Arts 51 InformationFinancial Exploitive Undetermined

6/10/2021 UndeterminedCriminal Luma Energy LLC22 Utilities UndeterminedDisruptive External Denial of Service

6/10/2021 UndeterminedCriminal Mint Mobile 51 InformationUndeterminedExploitive Exploitation of End Hosts

6/9/2021 REvil Criminal Arnoff Moving and Storage48 Transportation and WarehousingFinancial Mixed Data Attack,Exploitation of Application Server

6/9/2021 UndeterminedCriminal Spanish Ministry of Labor and Social Economy (MITES)92 Public AdministrationUndeterminedUndeterminedUndetermined



6/9/2021 UndeterminedCriminal Qsure 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Servers

6/8/2021 UndeterminedCriminal City of Chester 92 Public AdministrationFinancial Exploitive Exploitation of End Host

6/8/2021 UndeterminedCriminal New York City Law Department92 Public AdministrationUndeterminedExploitive Exploitation of End Hosts

6/8/2021 UndeterminedCriminal iConstitutent 54 Professional, Scientific, and Technical ServicesUndeterminedUndeterminedUndetermined

6/8/2021 UndeterminedCriminal Skinners' Kent Schools61 Educational ServicesUndeterminedDisruptive Data Attack

6/8/2021 UndeterminedCriminal Kingsthorpe College61 Educational ServicesUndeterminedUndeterminedUndetermined

6/8/2021 UndeterminedCriminal George County School District61 Educational ServicesFinancial Mixed Undetermined

6/8/2021 UndeterminedCriminal Epilepsy Foundation of Texas62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Hosts

6/6/2021 UndeterminedCriminal Apache Pizza 72 Accommodation and Food ServicesFinancial UndeterminedUndetermined

6/6/2021 UndeterminedCriminal Binance 52 Finance and InsuranceFinancial Exploitive Exploitation of End Hosts

6/5/2021 UndeterminedCriminal Western Michigan University Wmed62 Health Care and Social AssistanceFinancial Mixed Exploitation of End Hosts,Data Attack

6/5/2021 UndeterminedCriminal Pearl GmbH 44 Retail TradeUndeterminedUndeterminedUndetermined

6/5/2021 UndeterminedCriminal Jefferson Surgical Clinic62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

6/4/2021 UndeterminedCriminal Tokyo Olympics Organizing Committee92 Public AdministrationUndeterminedMixed Exploitation of End Hosts,Data Attack

6/4/2021 UndeterminedCriminal Ukranian Secret Service92 Public AdministrationPolitical-EspionageExploitive Exploitation of End Hosts

6/4/2021 UndeterminedCriminal Ukranian Cyber Police92 Public AdministrationPolitical-EspionageExploitive Exploitation of End Hosts

6/4/2021 UndeterminedCriminal CERT Ukraine 92 Public AdministrationPolitical-EspionageExploitive Exploitation of End Hosts

6/4/2021 UndeterminedCriminal Produits de Revtement du BÃƒÂ‚Ã‚Â¢timent31 ManufacturingFinancial UndeterminedUndetermined

6/4/2021 UndeterminedCriminal Bruhat Bengaluru Mahanagara Palike Commissioner92 Public AdministrationProtest Disruptive Message Manipulation

6/4/2021 UndeterminedCriminal Forefront Dermatology62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Servers

6/3/2021 UndeterminedCriminal Taiwan Kadokawa Co.51 InformationFinancial Mixed Data Attack,Exploitation of Application Server

6/3/2021 UndeterminedCriminal Maca Municipality 92 Public AdministrationUndeterminedMixed Data Attack,Exploitation of Application Server

6/3/2021 UndeterminedCriminal CIUSS Montreal 62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

6/3/2021 UndeterminedCriminal Fiducia & GAD IT AG51 InformationUndeterminedDisruptive External Denial of Service

6/3/2021 UndeterminedCriminal Cox Media Group 51 InformationFinancial Mixed Data Attack,Undetermined

6/3/2021 REvil Criminal Sol Oriens 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack,Undetermined

6/3/2021 UndeterminedCriminal Pont-Saint-Esprit 92 Public AdministrationFinancial Mixed Data Attack,Undetermined

6/2/2021 PayorGriefCriminal Rehabilitation Support Services62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

6/2/2021 Ministry of State Security's (MSS) (MUSTANG PANDA)Nation-StateMyanmar President's Office92 Public AdministrationPolitical-EspionageExploitive Exploitation of End Hosts

6/2/2021 UndeterminedCriminal Des Moines Area Community College61 Educational ServicesFinancial Mixed Exploitation of End Hosts,Data Attack

6/2/2021 UndeterminedCriminal The Steamship Authority48 Transportation and WarehousingFinancial Mixed Data Attack,Undetermined

6/2/2021 PrometheusCriminal A-1 Machine Manufacturing31 ManufacturingFinancial Mixed Data Attack,Undetermined

6/1/2021 NGB 3rd Technical Surveillance BureauNation-StateSouth Korean government ministers92 Public AdministrationPolitical-EspionageExploitive Exploitation of End Hosts

6/1/2021 PayorGriefCriminal LaConcha 72 Accommodation and Food ServicesFinancial Mixed Data Attack,Undetermined

6/1/2021 PayorGriefCriminal Puntacana Group 81 Other Services (except Public Administration)Financial Mixed Data Attack,Undetermined

6/1/2021 REvil Criminal Fujifilm 42 Wholesale TradeFinancial Mixed Data Attack,Undetermined

6/1/2021 UndeterminedCriminal American Osteopathic Association92 Public AdministrationFinancial Mixed Data Attack,Exploitation of Application Server

6/1/2021 Lorenz Criminal Langs Building Supplies Pty Ltd42 Wholesale TradeFinancial Mixed Data Attack

5/31/2021 ALTDOS Criminal AudioHouse 44 Retail TradeFinancial Mixed Data Attack,Exploitation of Application Server

5/31/2021 UndeterminedCriminal New York Pizza 72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Application Servers

5/31/2021 UndeterminedCriminal UF Health Central Florida62 Health Care and Social AssistanceFinancial Mixed Data Attack,Undetermined

5/30/2021 EpsilonRedCriminal Nucleus Software Exports51 InformationFinancial Disruptive Data Attack

5/30/2021 UndeterminedCriminal Rolle, Switzerland 92 Public AdministrationFinancial Mixed Data Attack,Exploitation of Application Server

5/30/2021 UndeterminedCriminal Bridgeport, WV 92 Public AdministrationFinancial Mixed Data Attack,Exploitation of Application Server

5/29/2021 PayOrG Criminal Municipality of Porto Sant'Elpidio92 Public AdministrationFinancial Mixed Data Attack,Undetermined

5/29/2021 UndeterminedCriminal Furniture Village 44 Retail TradeUndeterminedUndeterminedUndetermined

5/29/2021 UndeterminedCriminal NorthCare 62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

5/28/2021 UndeterminedCriminal Five Rivers Health Center62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Hosts

5/28/2021 PayorGriefCriminal St. Clair County, Illinois92 Public AdministrationFinancial Mixed Data Attack,Undetermined

5/28/2021 Grief Criminal Vicksburg Warren School District61 Educational ServicesFinancial Disruptive Undetermined

5/27/2021 Avaddon Criminal PronÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¢ÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Â¢'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¬ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â '''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â³sticos Deportivos92 Public AdministrationFinancial Mixed Data Attack,Undetermined

5/26/2021 PayOrG Criminal Clover Park School District61 Educational ServicesFinancial Mixed Data Attack,Undetermined

5/26/2021 PayorGriefCriminal Clover Park School District61 Educational ServicesFinancial Mixed Data Attack,Undetermined

5/26/2021 UndeterminedCriminal California City 92 Public AdministrationFinancial Mixed Data Attack,Undetermined

5/26/2021 UndeterminedCriminal Wisconsin Institute of Urology62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of End Hosts



5/25/2021 UndeterminedCriminal CEFCO Convenience Stores44 Retail TradeUndeterminedExploitive Undetermined

5/25/2021 UndeterminedCriminal Saltzer Health 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Hosts

5/24/2021 Xing TeamCriminal Coastal Family Health Center62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

5/24/2021 Avaddon Criminal Spine & Disc Medical Center62 Health Care and Social AssistanceFinancial Mixed Data Attack,Undetermined

5/24/2021 PayorGriefCriminal Mobile County, Alabama92 Public AdministrationFinancial Mixed Data Attack,Undetermined

5/24/2021 UndeterminedCriminal WSSC Water 22 Utilities Financial Mixed Data Attack,Exploitation of Application Server

5/24/2021 UndeterminedCriminal Plumsted Township92 Public AdministrationFinancial Exploitive Exploitation of End Hosts

5/24/2021 UndeterminedCriminal DNA Diagnostics Center62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

5/23/2021 Ragnar LockerCriminal ADATA 51 InformationFinancial Mixed Data Attack,Exploitation of Application Server

5/22/2021 UndeterminedCriminal Eastern Hancock Schools61 Educational ServicesFinancial Disruptive Data Attack

5/22/2021 UndeterminedCriminal Pacific Market Research54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack,Exploitation of Application Server

5/22/2021 UndeterminedCriminal Research Foundation for the State University of New York54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Servers

5/21/2021 UndeterminedCriminal City of Grenoble 92 Public AdministrationUndeterminedDisruptive External Denial of Service

5/21/2021 UndeterminedCriminal Grenoble-Alpes Mtropole92 Public AdministrationUndeterminedDisruptive External Denial of Service

5/21/2021 UndeterminedCriminal Auto Parts Manufacturing Mississippi31 ManufacturingFinancial Mixed Data Attack,Undetermined

5/21/2021 UndeterminedCriminal Desert Wells Family Medicine62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

5/20/2021 UndeterminedCriminal Navistar 31 ManufacturingFinancial Mixed Data Attack,Exploitation of Application Server

5/20/2021 UndeterminedCriminal Sierra College 61 Educational ServicesFinancial Disruptive Data Attack

5/20/2021 UndeterminedCriminal Domain Group 53 Real Estate and Rental and LeasingFinancial Exploitive Exploitation of End Hosts

5/20/2021 UndeterminedCriminal University of North Carolina School of Medicine and Hospitals62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Hosts

5/19/2021 UndeterminedCriminal Volunteer Service Abroad (VSA)62 Health Care and Social AssistanceFinancial Disruptive Data Attack

5/18/2021 Xing TeamCriminal OSF Healthcare 62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

5/18/2021 UndeterminedCriminal Sports Club Nas 71 Arts, Entertainment, and RecreationFinancial Mixed Data Attack,Exploitation of Application Server

5/18/2021 UndeterminedCriminal Rockland Public Schools61 Educational ServicesFinancial Disruptive Data Attack

5/18/2021 UndeterminedCriminal Visalia Unified School District61 Educational ServicesFinancial Disruptive Data Attack

5/18/2021 WIZARD SPIDERCriminal Waikato District Health Board92 Public AdministrationFinancial Disruptive Data Attack

5/17/2021 UndeterminedCriminal U.S. Vision 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

5/17/2021 UndeterminedCriminal TPG Telecom 51 InformationUndeterminedExploitive Exploitation of Application Server

5/17/2021 UndeterminedCriminal Maximus 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Servers

5/17/2021 UndeterminedCriminal USV Optical 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Servers

5/16/2021 Avaddon Criminal Acer Finance 52 Finance and InsuranceFinancial Mixed Data Attack,Undetermined

5/15/2021 Avaddon Criminal AXA (Asian operations)52 Finance and InsuranceFinancial Mixed Data Attack,Undetermined

5/14/2021 REvil Criminal Apex America 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack,Undetermined

5/14/2021 DarkSide Criminal Toshiba Tec Corp 31 ManufacturingFinancial Disruptive Data Attack

5/14/2021 WIZARD SPIDERCriminal Ireland's Health Service Executive (HSE)62 Health Care and Social AssistanceFinancial Disruptive Data Attack

5/14/2021 UndeterminedCriminal American Family Insurance52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

5/14/2021 UndeterminedCriminal NHS Management62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

5/13/2021 DarkSide Criminal One Call 52 Finance and InsuranceFinancial Mixed Data Attack,Undetermined

5/13/2021 UndeterminedCriminal Pi Network 52 Finance and InsuranceFinancial Exploitive Undetermined

5/13/2021 TA505 Criminal Utility Trailer Manufacturing31 ManufacturingFinancial Mixed Data Attack,Undetermined

5/13/2021 UndeterminedCriminal Rede Bahia 71 Arts, Entertainment, and RecreationFinancial Mixed Data Attack,Undetermined

5/13/2021 WIZARD SPIDERCriminal Irish Department of Health92 Public AdministrationFinancial Disruptive Data Attack

5/13/2021 UndeterminedCriminal Educa em Casa 61 Educational ServicesFinancial Disruptive External Denial of Service

5/13/2021 UndeterminedCriminal CPTrans 92 Public AdministrationFinancial Disruptive External Denial of Service

5/12/2021 UndeterminedCriminal Tigerton School District61 Educational ServicesFinancial Disruptive Data Attack

5/12/2021 UndeterminedCriminal Simon Eye Management62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Hosts

5/12/2021 UndeterminedCriminal McAllen Surgical Speciality Center62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

5/11/2021 UndeterminedCriminal Energy Hamburg Radio51 InformationUndeterminedDisruptive Data Attack

5/11/2021 Lorenz Criminal Challenge Manufacturing Company31 ManufacturingFinancial Mixed Data Attack

5/10/2021 UndeterminedCriminal Herff Jones 44 Retail TradeFinancial Exploitive Undetermined

5/10/2021 Babuk Criminal Yamabiko 99 UndeterminedFinancial Mixed Data Attack,Exploitation of Application Server

5/10/2021 UndeterminedCriminal J.J. Keller 54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of End Hosts

5/10/2021 UndeterminedCriminal Mongolia Health System62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Hosts

5/9/2021 UndeterminedCriminal Florida Heart Associates62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Servers

5/8/2021 UndeterminedCriminal Ayuntamiento de Oviedo92 Public AdministrationFinancial Disruptive Data Attack



5/7/2021 DarkSide Criminal Colonial Pipeline 48 Transportation and WarehousingFinancial Disruptive Data Attack

5/6/2021 Xing TeamCriminal GlobeMed Saudi 62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

5/6/2021 Meowless Criminal Cluj County Council92 Public AdministrationFinancial Mixed Data Attack,Exploitation of Application Server

5/6/2021 DarkSide Criminal Brenntag 42 Wholesale TradeFinancial Mixed Data Attack,Exploitation of End Host

5/5/2021 UndeterminedCriminal Ehrmann SE 31 ManufacturingFinancial Disruptive Data Attack

5/5/2021 Avaddon Criminal Australia's Labor Party (New South Wales Branch)92 Public AdministrationFinancial Mixed Data Attack,Undetermined

5/5/2021 WIZARD SPIDERCriminal Volue 22 Utilities Financial Disruptive Data Attack

5/5/2021 UndeterminedCriminal Apollo Career Center61 Educational ServicesFinancial Exploitive Undetermined

5/4/2021 UndeterminedCriminal Albioma 22 Utilities Financial Disruptive Data Attack

5/4/2021 UndeterminedCriminal The Edinburgh Practice62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of End Hosts

5/4/2021 UndeterminedCriminal Belnet 54 Professional, Scientific, and Technical ServicesUndeterminedDisruptive External Denial of Service

5/4/2021 WIZARD SPIDERCriminal Exagrid 51 InformationFinancial Disruptive Data Attack

5/3/2021 REvil Criminal Betenbough Homes53 Real Estate and Rental and LeasingFinancial Mixed Data Attack,Undetermined

5/2/2021 N3TW0RMCriminal Undisclosed 81 Other Services (except Public Administration)Financial Mixed Data Attack,Exploitation of Application Server

5/2/2021 N3TW0RMCriminal Undisclosed 81 Other Services (except Public Administration)Financial Mixed Data Attack,Exploitation of Application Server

5/2/2021 N3TW0RMCriminal Undisclosed 81 Other Services (except Public Administration)Financial Mixed Data Attack,Exploitation of Application Server

5/2/2021 N3TW0RMCriminal Veritas Logistic 48 Transportation and WarehousingFinancial Mixed Data Attack,Exploitation of Application Server

5/2/2021 N3TW0RMCriminal H&M Israel 42 Wholesale TradeFinancial Mixed Data Attack,Exploitation of Application Server

5/2/2021 UndeterminedCriminal StudentAid BC 61 Educational ServicesUndeterminedDisruptive Message Manipulation

5/2/2021 UndeterminedCriminal University of New Mexico Health62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Servers

5/1/2021 Xing TeamCriminal LineStar Integrity Services54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack,Exploitation of Application Server

5/1/2021 UndeterminedCriminal Scripps Health 62 Health Care and Social AssistanceFinancial Disruptive Data Attack

5/1/2021 UndeterminedCriminal Easy Ordering 72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Sensors

4/30/2021 UndeterminedCriminal Mount Desert Sewage Treatment Plant22 Utilities Financial Mixed Data Attack,Exploitation of Application Server

4/30/2021 DarkSide Criminal MÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¢ÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Â¢'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¬ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â '''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¶belstadt Sommerlad44 Retail TradeFinancial Mixed Data Attack,Undetermined

4/30/2021 UndeterminedCriminal Technische UniversitÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¤t Berlin (TU)61 Educational ServicesFinancial Disruptive Data Attack

4/30/2021 UndeterminedCriminal HBP Financial Services Group52 Finance and InsuranceFinancial Exploitive Exploitation of End Hosts

4/30/2021 UndeterminedCriminal Debt-IN Consultants54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Servers

4/30/2021 UndeterminedCriminal Speciality Surgery Center of Central New York62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

4/30/2021 UndeterminedCriminal JEV Plastic Surger & Medical Aesthetics62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Hosts

4/29/2021 UndeterminedCriminal Hotbit 52 Finance and InsuranceUndeterminedDisruptive Data Attack

4/29/2021 UndeterminedCriminal MenuSifu 72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Data in Transit

4/29/2021 UndeterminedCriminal E-Dining Express 72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Sensors

4/29/2021 UndeterminedCriminal Food Dudes Delivery72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Data in Transit

4/29/2021 UndeterminedCriminal Grabull 72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Data in Transit

4/29/2021 Babuk Criminal Zambon 62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

4/28/2021 UndeterminedCriminal Omiai 71 Arts, Entertainment, and RecreationUndeterminedExploitive Exploitation of Application Server

4/28/2021 UndeterminedCriminal The Arikara Nation92 Public AdministrationFinancial Disruptive Data Attack

4/28/2021 UndeterminedCriminal The Hidatsa Nation92 Public AdministrationFinancial Disruptive Data Attack

4/28/2021 UndeterminedCriminal The Mandan Nation92 Public AdministrationFinancial Disruptive Data Attack

4/28/2021 TA505 Criminal Groupe Boutin 99 UndeterminedFinancial Mixed Data Attack,Undetermined

4/28/2021 UndeterminedCriminal Resort Municipality of Whistler (RMOW)71 Arts, Entertainment, and RecreationFinancial Mixed Data Attack,Undetermined

4/28/2021 REvil Criminal Tribunal de Justice do Estado do Rio Grande do Sul92 Public AdministrationFinancial Mixed Data Attack,Undetermined

4/28/2021 UndeterminedCriminal Next Level Apparel31 ManufacturingFinancial Exploitive Exploitation of End Hosts

4/27/2021 Avaddon Criminal Schepisi Communications56 Administrative and Support and Waste Management and Remediation ServicesFinancial Mixed Data Attack,Undetermined

4/27/2021 UndeterminedCriminal Glovo 99 UndeterminedFinancial Exploitive Exploitation of End Hosts

4/27/2021 UndeterminedCriminal Swiss Cloud Computing AG54 Professional, Scientific, and Technical ServicesFinancial Disruptive Data Attack

4/27/2021 DarkSide Criminal Banca di Credito Coperativo (BCC)52 Finance and InsuranceFinancial Disruptive Data Attack

4/26/2021 UndeterminedCriminal Veja 44 Retail TradeUndeterminedExploitive Exploitation of Application Server

4/26/2021 UndeterminedCriminal Colchester Institute61 Educational ServicesFinancial Disruptive Data Attack

4/26/2021 UndeterminedCriminal Guilderland Central School District61 Educational ServicesFinancial Disruptive Data Attack

4/26/2021 UndeterminedCriminal Centennial School District61 Educational ServicesFinancial Disruptive Data Attack

4/26/2021 REvil Criminal Mipharm SPA 62 Health Care and Social AssistanceFinancial Mixed Data Attack,Undetermined

4/26/2021 Avaddon Criminal Mspharma 62 Health Care and Social AssistanceFinancial Disruptive Data Attack

4/26/2021 UndeterminedCriminal ClearBalance 52 Finance and InsuranceFinancial Exploitive Exploitation of End Hosts



4/26/2021 UndeterminedCriminal Bank of Oak Ridge52 Finance and InsuranceFinancial Mixed Data Attack,Exploitation of Application Server

4/25/2021 UndeterminedCriminal Invicta Group 99 UndeterminedFinancial Disruptive Data Attack

4/25/2021 UndeterminedCriminal UnitingCare Queensland62 Health Care and Social AssistanceFinancial Disruptive Data Attack

4/25/2021 UndeterminedCriminal Nissan Securities 52 Finance and InsuranceUndeterminedDisruptive Data Attack

4/25/2021 Avaddon Criminal Unione di Comuni Colli del Monferrato92 Public AdministrationFinancial Disruptive Data Attack

4/24/2021 UndeterminedCriminal DLSY 23 ConstructionFinancial Disruptive Data Attack

4/24/2021 UndeterminedCriminal City of Bourg-Saint-Maurice92 Public AdministrationFinancial Disruptive Data Attack

4/23/2021 UndeterminedCriminal Nordlo 54 Professional, Scientific, and Technical ServicesFinancial Disruptive Data Attack

4/23/2021 UndeterminedCriminal Madsack Media Group51 InformationFinancial Disruptive Data Attack

4/23/2021 UndeterminedCriminal Aruba.it 72 Accommodation and Food ServicesUndeterminedExploitive Exploitation of Application Servers

4/22/2021 UndeterminedCriminal MedNetwoRX 62 Health Care and Social AssistanceFinancial Disruptive Data Attack

4/22/2021 pompompurinCriminal Unknown company51 InformationUndeterminedExploitive Exploitation of Application Server

4/22/2021 UndeterminedCriminal Wayne County Hospital62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Hosts

4/21/2021 DarkSide Criminal BLK Sport 44 Retail TradeFinancial Disruptive Data Attack

4/21/2021 Astro TeamCriminal Hoya Vision Care US62 Health Care and Social AssistanceFinancial Disruptive Data Attack

4/20/2021 UndeterminedCriminal Elekta 62 Health Care and Social AssistanceFinancial Disruptive Data Attack

4/20/2021 UndeterminedCriminal Click Studios 54 Professional, Scientific, and Technical ServicesPersonal AttackDisruptive Data Attack

4/20/2021 UndeterminedCriminal Radixx 54 Professional, Scientific, and Technical ServicesUndeterminedDisruptive Undetermined

4/20/2021 REvil Criminal Quanta Computer 31 ManufacturingFinancial Mixed Exploitation of Network Infrastructure,Data Attack

4/20/2021 UndeterminedCriminal Universidad de Castilla-La Mancha61 Educational ServicesFinancial Disruptive Data Attack

4/20/2021 UndeterminedCriminal University of Wisconsin Health62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Servers

4/20/2021 UndeterminedCriminal Children's Hospital of the King's Daughters62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of End Hosts

4/20/2021 UndeterminedCriminal Rockwood School District61 Educational ServicesFinancial Mixed Data Attack,Exploitation of Application Server

4/20/2021 Pysa Criminal One Community Health62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

4/19/2021 Babuk Criminal Metropolitan Police Department of the District of Columbia92 Public AdministrationFinancial Mixed Data Attack,Exploitation of Application Server

4/19/2021 DoppelPaymerCriminal Union Community School District61 Educational ServicesFinancial Mixed Data Attack,Undetermined

4/18/2021 UndeterminedCriminal Merseyrail 48 Transportation and WarehousingFinancial Mixed Data Attack,Exploitation of End Host

4/18/2021 Avaddon Criminal Presque Isle Police Department92 Public AdministrationFinancial Mixed Data Attack,Undetermined

4/18/2021 UndeterminedCriminal Domino's India 72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Application Server

4/18/2021 UndeterminedCriminal Permanent Center for Environmental Initiatives of GÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¢ÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Â¢'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¬ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â '''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¢tine, CPIE81 Other Services (except Public Administration)Financial Disruptive Data Attack

4/17/2021 UndeterminedCriminal Lightfoot, Franklin & Wright, LLC54 Professional, Scientific, and Technical ServicesFinancial Mixed Exploitation of End Hosts,Data Attack

4/16/2021 UndeterminedCriminal Matthew Clark Bibendum (MCB)72 Accommodation and Food ServicesUndeterminedDisruptive Internal Denial of Service

4/16/2021 UndeterminedCriminal Fondation sant des tudiants de France62 Health Care and Social AssistanceFinancial Disruptive Data Attack

4/16/2021 Babuk Criminal Phone House Spain42 Wholesale TradeFinancial Mixed Data Attack,Exploitation of Application Server

4/16/2021 UndeterminedCriminal Sectors in public administration, telecommunications, energy and the IT in Slovakia92 Public AdministrationFinancial Disruptive Data Attack

4/15/2021 UndeterminedCriminal First Horizon Corporation52 Finance and InsuranceFinancial Exploitive Exploitation of End Hosts

4/15/2021 Babuk Criminal Houston Rockets 71 Arts, Entertainment, and RecreationFinancial Mixed Data Attack,Undetermined

4/15/2021 UndeterminedCriminal Jones Family Dental62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Servers

4/15/2021 UndeterminedCriminal Orlando Family Physicians62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Hosts

4/15/2021 UndeterminedCriminal Secure Administrative Solutions LLC54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Servers

4/14/2021 UndeterminedCriminal City of Kammeltal 92 Public AdministrationFinancial Disruptive Data Attack

4/14/2021 UndeterminedCriminal University of Hertfordshire61 Educational ServicesUndeterminedDisruptive Internal Denial of Service

4/14/2021 UndeterminedCriminal Celsius Network 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

4/14/2021 UndeterminedCriminal Griesser AG 99 UndeterminedFinancial Disruptive Data Attack

4/13/2021 Avaddon Criminal Asbis 44 Retail TradeFinancial Mixed Data Attack,Undetermined

4/13/2021 UndeterminedCriminal University of Portsmouth61 Educational ServicesFinancial Disruptive Data Attack

4/13/2021 UndeterminedCriminal WorkForce West Virginia62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Servers

4/13/2021 UndeterminedCriminal Town of Grass Valley92 Public AdministrationFinancial Exploitive Exploitation of Application Server

4/13/2021 Lorenz Criminal DNS Toptech 44 Retail TradeFinancial Mixed Data Attack

4/12/2021 REvil Criminal Fiji Government 92 Public AdministrationFinancial Mixed Data Attack,Exploitation of Application Server

4/12/2021 UndeterminedCriminal Hillsborough School District61 Educational ServicesUndeterminedExploitive Exploitation of Application Server

4/11/2021 Pysa Criminal Logansport Community School61 Educational ServicesFinancial Mixed Data Attack,Undetermined

4/11/2021 UndeterminedCriminal United Valor Solutions62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of Application Server

4/11/2021 UndeterminedCriminal Biblioteca Nacional92 Public AdministrationFinancial Disruptive Data Attack

4/11/2021 ShinyHuntersCriminal Upstox 52 Finance and InsuranceUndeterminedExploitive Exploitation of Application Server



4/11/2021 UndeterminedCriminal USL Umbria 2 62 Health Care and Social AssistanceFinancial Disruptive Data Attack

4/10/2021 INDRIK SPIDERCriminal illinois Office of the Attorney General92 Public AdministrationFinancial Mixed Data Attack,Undetermined

4/10/2021 UndeterminedCriminal City of Floreffe 92 Public AdministrationFinancial Disruptive Data Attack

4/10/2021 UndeterminedCriminal Turin Territorial Housing Agency (Agenzia Territoriale per la Casa - ATC)53 Real Estate and Rental and LeasingFinancial Disruptive Data Attack

4/10/2021 DoppelPaymerCriminal Office of Illinois Attorney General Kwame Raoul92 Public AdministrationFinancial Exploitive Exploitation of Application Servers

4/9/2021 UndeterminedCriminal DigitalOcean 54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Undetermined

4/9/2021 UndeterminedCriminal City of MoriÃƒÂ‚Ã‚Â¨res-lÃƒÂƒÃ†Â’s-Avignon92 Public AdministrationFinancial Disruptive Data Attack

4/9/2021 UndeterminedCriminal City of Isle-sur-la-Sorgue92 Public AdministrationFinancial Disruptive Data Attack

4/9/2021 WIZARD SPIDERCriminal Swiss General trade school (Allgemeine Gewerbeschule)61 Educational ServicesFinancial Disruptive Data Attack

4/8/2021 Avaddon Criminal Partit Nazzjonalista (Nationalist Party of Malta).81 Other Services (except Public Administration)Financial Mixed Data Attack,Exploitation of Application Server

4/8/2021 UndeterminedCriminal Municipality of Douai92 Public AdministrationUndeterminedDisruptive Internal Denial of Service

4/8/2021 UndeterminedCriminal Hospital de Saint-Gauden62 Health Care and Social AssistanceFinancial Disruptive Data Attack

4/7/2021 Astro TeamCriminal Eduro Healthcare 62 Health Care and Social AssistanceFinancial Mixed Data Attack,Undetermined

4/7/2021 UndeterminedCriminal Douglas Elliman 53 Real Estate and Rental and LeasingUndeterminedExploitive Exploitation of Network Infrastructure

4/7/2021 UndeterminedCriminal Bernards School District61 Educational ServicesUndeterminedExploitive Exploitation of Application Server

4/7/2021 UndeterminedCriminal Gruppo Gino 44 Retail TradeFinancial Disruptive Data Attack

4/7/2021 UndeterminedCriminal Municipality of Olomouc92 Public AdministrationFinancial Disruptive Data Attack

4/7/2021 UndeterminedCriminal Georg Wieser's Trnitzer "Nah & Frisch"42 Wholesale TradeFinancial Disruptive Data Attack

4/7/2021 UndeterminedCriminal Haverhill Public Schools61 Educational ServicesFinancial Disruptive Data Attack

4/7/2021 UndeterminedCriminal Reproductive Biology Associates62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

4/6/2021 UndeterminedCriminal City of El Monte 92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

4/5/2021 UndeterminedCriminal Bakker Logistiek 99 UndeterminedFinancial Disruptive Data Attack

4/5/2021 Pysa Criminal Consolidated High School District 23061 Educational ServicesFinancial Mixed Data Attack,Exploitation of Application Server

4/5/2021 UndeterminedCriminal Coughlin & Cerhart, LLP54 Professional, Scientific, and Technical ServicesFinancial Exploitive Undetermined

4/4/2021 UndeterminedCriminal Wurth 99 UndeterminedFinancial Disruptive Data Attack

4/4/2021 UndeterminedCriminal City of Lawrence 92 Public AdministrationFinancial Disruptive Data Attack

4/3/2021 UndeterminedCriminal Federal Group 71 Arts, Entertainment, and RecreationFinancial Disruptive Data Attack

4/3/2021 UndeterminedCriminal National College of Ireland (NCI)61 Educational ServicesFinancial Disruptive Data Attack

4/2/2021 UndeterminedCriminal Axios Italia 54 Professional, Scientific, and Technical ServicesFinancial Disruptive Data Attack

4/2/2021 REvil Criminal Asteelflash 99 UndeterminedFinancial Mixed Data Attack,Undetermined

4/1/2021 UndeterminedCriminal Technological University of Dublin61 Educational ServicesFinancial Disruptive Data Attack

4/1/2021 UndeterminedCriminal J&B Importers 42 Wholesale TradeFinancial Disruptive Data Attack

4/1/2021 UndeterminedCriminal North American Dental Mangement54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of End Hosts

4/1/2021 Babuk Criminal Washington DC Police Department92 Public AdministrationFinancial Mixed Data Attack

4/1/2021 Lorenz Criminal Wolfe Eye Clinic 62 Health Care and Social AssistanceFinancial Mixed Data Attack

3/31/2021 UndeterminedCriminal Multiple targets 54 Professional, Scientific, and Technical ServicesFinancial Disruptive Data Attack

3/31/2021 Ragnarok Criminal Boggi Milano 44 Retail TradeFinancial Disruptive Data Attack

3/31/2021 REvil Criminal Pierre Fabre 62 Health Care and Social AssistanceFinancial Mixed Data Attack,Undetermined

3/31/2021 TA505 Criminal University of California Davis61 Educational ServicesFinancial Exploitive Exploitation of Application Server

3/31/2021 TA505 Criminal University of California61 Educational ServicesFinancial Exploitive Exploitation of Application Server

3/31/2021 UndeterminedCriminal City of AngermÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¼nde92 Public AdministrationFinancial Disruptive Data Attack

3/31/2021 UndeterminedCriminal Indonesia's major banks52 Finance and InsuranceFinancial Disruptive Message Manipulation

3/30/2021 UndeterminedCriminal Applus Technologies81 Other Services (except Public Administration)UndeterminedUndeterminedUndetermined

3/30/2021 UndeterminedCriminal Unix Auto SRL 44 Retail TradeFinancial Disruptive Data Attack

3/30/2021 INDRIK SPIDERCriminal Municipality of Brescia92 Public AdministrationFinancial Mixed Data Attack,Undetermined

3/30/2021 INDRIK SPIDERCriminal Municipality of Rho92 Public AdministrationFinancial Mixed Data Attack,Undetermined

3/30/2021 INDRIK SPIDERCriminal Municipality of Caselle Torinese92 Public AdministrationFinancial Mixed Data Attack,Undetermined

3/30/2021 Islamic Revolutionary Guard Corps (APT 35 Charming Kitten)Nation-StateSenior medical professionals in the United States and Israel62 Health Care and Social AssistanceIndustrial-EspionageExploitive Exploitation of End Hosts

3/30/2021 REvil Criminal MBA Group 54 Professional, Scientific, and Technical ServicesFinancial Disruptive Data Attack

3/30/2021 UndeterminedCriminal Evangelical Hospital in Lippstadt62 Health Care and Social AssistanceFinancial Disruptive Data Attack

3/30/2021 UndeterminedCriminal Brown University 61 Educational ServicesFinancial Disruptive Data Attack

3/30/2021 UndeterminedCriminal MobiKwik 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

3/30/2021 Islamic Revolutionary Guard Corps (APT 35 Charming Kitten)Nation-StateSenior medical professionals in the United States and Israel62 Health Care and Social AssistanceIndustrial-EspionageExploitive Exploitation of End Hosts

3/30/2021 UndeterminedCriminal K and B Surgical Center62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

3/30/2021 UndeterminedCriminal New Leaf, Inc. 62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server



3/29/2021 UndeterminedCriminal Municipality of Konya92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

3/29/2021 TA505 Criminal University of California, Berkeley (UC Berkeley)61 Educational ServicesFinancial Mixed Data Attack,Exploitation of Application Server

3/29/2021 ALTDOS Criminal Vhive 44 Retail TradeFinancial Exploitive Exploitation of Application Server

3/29/2021 UndeterminedCriminal Undisclosed European gambling company.71 Arts, Entertainment, and RecreationFinancial Disruptive External Denial of Service

3/29/2021 TA505 Criminal Yeshiva University61 Educational ServicesFinancial Exploitive Exploitation of Application Server

3/29/2021 TA505 Criminal Stanford University61 Educational ServicesFinancial Exploitive Exploitation of Application Server

3/29/2021 TA505 Criminal University of California Merced61 Educational ServicesFinancial Exploitive Exploitation of Application Server

3/29/2021 TA505 Criminal University of Maryland, Baltimore61 Educational ServicesFinancial Exploitive Exploitation of Application Server

3/29/2021 Lorenz Criminal Bases Conversion and Development Authority (BCDA)92 Public AdministrationFinancial Mixed Data Attack

3/28/2021 UndeterminedCriminal Channel Nine 51 InformationUndeterminedDisruptive Data Attack

3/27/2021 UndeterminedCriminal Town of Didsbury 92 Public AdministrationFinancial Disruptive Data Attack

3/27/2021 UndeterminedCriminal Yemeksepeti 72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Application Server

3/27/2021 Babuk Criminal YposKesi 62 Health Care and Social AssistanceFinancial Disruptive Data Attack

3/27/2021 UndeterminedCriminal Sant de l'Ouest 62 Health Care and Social AssistanceFinancial Disruptive Data Attack

3/27/2021 WIZARD SPIDERCriminal Broward County Public Schools61 Educational ServicesFinancial Disruptive Data Attack

3/27/2021 UndeterminedCriminal Harris Federation 61 Educational ServicesFinancial Disruptive Data Attack

3/26/2021 UndeterminedCriminal ParkMobile 48 Transportation and WarehousingFinancial Exploitive Exploitation of Application Server

3/26/2021 UndeterminedCriminal Healthgrades Operating Company54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

3/26/2021 UndeterminedCriminal Redborne Upper School and Community College61 Educational ServicesFinancial Disruptive Data Attack

3/26/2021 INDRIK SPIDERCriminal Undisclosed global manufacturer31 ManufacturingFinancial Disruptive Data Attack

3/26/2021 INDRIK SPIDERCriminal Undisclosed consumer products retailer44 Retail TradeFinancial Disruptive Data Attack

3/26/2021 INDRIK SPIDERCriminal Undisclosed transport & logistics company48 Transportation and WarehousingFinancial Disruptive Data Attack

3/26/2021 GhostwriterNation-StateGerman Parliament (Bundestag)92 Public AdministrationPolitical-EspionageExploitive Exploitation of End Hosts

3/25/2021 UndeterminedCriminal U.S. Virgin Islands Government92 Public AdministrationFinancial Disruptive Data Attack

3/25/2021 UndeterminedCriminal City of Alton 92 Public AdministrationFinancial Disruptive Data Attack

3/25/2021 UndeterminedCriminal Undisclosed MSP 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

3/25/2021 UndeterminedCriminal RDC 56 Administrative and Support and Waste Management and Remediation ServicesFinancial Exploitive Exploitation of Application Server

3/25/2021 UndeterminedCriminal Astoria Company LLC56 Administrative and Support and Waste Management and Remediation ServicesFinancial Exploitive Exploitation of Application Server

3/25/2021 UndeterminedCriminal Deerfield, Michigan92 Public AdministrationFinancial Exploitive Undetermined

3/24/2021 John Doe Criminal SalusCare 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Network Infrastructure

3/24/2021 UndeterminedCriminal Harper County Community Hospital62 Health Care and Social AssistanceFinancial Disruptive Data Attack

3/24/2021 UndeterminedCriminal City of Frankfort 92 Public AdministrationFinancial Disruptive Data Attack

3/24/2021 UndeterminedCriminal Mott Community College61 Educational ServicesFinancial Exploitive Exploitation of End Hosts

3/24/2021 UndeterminedCriminal PCS Revenue Control Systems, Inc54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

3/24/2021 UndeterminedCriminal MND 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

3/24/2021 UndeterminedCriminal Dollar Bank 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

3/23/2021 Babuk Criminal PDI Group 99 UndeterminedFinancial Disruptive Data Attack

3/23/2021 UndeterminedCriminal Avianis 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

3/23/2021 TA505 Criminal University of Miami61 Educational ServicesFinancial Exploitive Exploitation of Application Server

3/23/2021 WIZARD SPIDERCriminal FatFace 44 Retail TradeFinancial Disruptive Data Attack

3/23/2021 UndeterminedCriminal Honeywell 54 Professional, Scientific, and Technical ServicesFinancial Disruptive Data Attack

3/23/2021 INDRIK SPIDERCriminal CNA Financial 52 Finance and InsuranceFinancial Disruptive Data Attack

3/23/2021 UndeterminedCriminal Sierra Wireless 31 ManufacturingFinancial Disruptive Data Attack

3/23/2021 TA505 Criminal Shell 21 Mining, Quarrying, and Oil and Gas ExtractionFinancial Exploitive Exploitation of Application Server

3/23/2021 TA505 Criminal University of Miami61 Educational ServicesFinancial Exploitive Exploitation of Application Server

3/22/2021 UndeterminedCriminal ATC Transportation48 Transportation and WarehousingFinancial Disruptive Data Attack

3/22/2021 UndeterminedCriminal Spargo 56 Administrative and Support and Waste Management and Remediation ServicesFinancial Disruptive Data Attack

3/22/2021 UndeterminedCriminal Park Hill School District61 Educational ServicesFinancial Disruptive Data Attack

3/22/2021 UndeterminedCriminal DeCotiis, FitzPatrick, Cole & Giblin, LLP ("DFCG")54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of End Hosts

3/22/2021 UndeterminedCriminal Railway Administration in the Czech Republic48 Transportation and WarehousingFinancial UndeterminedUndetermined

3/22/2021 UndeterminedCriminal Elector Software Ltd54 Professional, Scientific, and Technical ServicesProtest Exploitive Exploitation of Application Server

3/22/2021 UndeterminedCriminal Stratus Technologies31 ManufacturingFinancial Disruptive Data Attack

3/22/2021 UndeterminedCriminal Swedish Hospital 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Hosts

3/22/2021 UndeterminedCriminal People's Community Health Clinic62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of End Hosts

3/21/2021 holo-gfx Criminal MangaDex 71 Arts, Entertainment, and RecreationFinancial Exploitive Exploitation of Network Infrastructure



3/21/2021 UndeterminedCriminal Eyemart Express, LLC62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Hosts

3/21/2021 UndeterminedCriminal UK Ministry of Defence academy92 Public AdministrationPolitical-EspionageExploitive Exploitation of Application Server

3/21/2021 UndeterminedCriminal Physicians Dialysis62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Servers

3/20/2021 UndeterminedCriminal Kentucky Wesleyan College61 Educational ServicesFinancial Exploitive Exploitation of Application Server

3/20/2021 UndeterminedCriminal California State Controller's Office (SCO)92 Public AdministrationFinancial Exploitive Exploitation of End Hosts

3/20/2021 UndeterminedCriminal Liker.com 51 InformationFinancial Exploitive Exploitation of Application Server

3/19/2021 Vanda The GodHacktivist Corporate Taxpayer Registry (CNPJ)92 Public AdministrationProtest Exploitive Exploitation of Application Server

3/19/2021 Vanda The GodHacktivist Individual Taxpayer Registry (CPF)92 Public AdministrationProtest Exploitive Exploitation of Application Server

3/19/2021 UndeterminedCriminal Cancer Treatment Centers of America62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Hosts

3/19/2021 UndeterminedCriminal Celg Gera e Transmiss (Celg GT)22 Utilities Financial UndeterminedUndetermined

3/19/2021 UndeterminedCriminal Maricopa County Community College District61 Educational ServicesFinancial Disruptive Data Attack

3/19/2021 UndeterminedCriminal Jefit 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

3/19/2021 UndeterminedCriminal NHS executive Helen Bevan62 Health Care and Social AssistanceFinancial Disruptive Message Manipulation

3/19/2021 REvil Criminal Acer 31 ManufacturingFinancial Mixed Data Attack,Exploitation of Application Server

3/19/2021 UndeterminedCriminal Celg Gera e Transmisso22 Utilities UndeterminedExploitive Exploitation of Application Server

3/19/2021 UndeterminedCriminal Carnival Corporation48 Transportation and WarehousingFinancial Exploitive Exploitation of End Hosts

3/18/2021 UndeterminedCriminal Wellington Oral Surgery62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Hosts

3/18/2021 UndeterminedCriminal Remmers 54 Professional, Scientific, and Technical ServicesFinancial Disruptive Data Attack

3/18/2021 UndeterminedCriminal Eastern Health 61 Educational ServicesFinancial Disruptive Undetermined

3/18/2021 UndeterminedCriminal Midlands News Association51 InformationUndeterminedExploitive Exploitation of Application Server

3/17/2021 INDRIK SPIDERCriminal Azusa Police Department92 Public AdministrationFinancial Mixed Data Attack,Undetermined

3/17/2021 UndeterminedCriminal Swarmshop 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

3/17/2021 UndeterminedCriminal Castle School Education Trust61 Educational ServicesFinancial Disruptive Data Attack

3/17/2021 UndeterminedCriminal Midlands News Association51 InformationFinancial Exploitive Exploitation of End Hosts

3/17/2021 UndeterminedCriminal Sewell Family of Companies44 Retail TradeFinancial Exploitive Exploitation of Application Server

3/17/2021 UndeterminedCriminal University of Northampton61 Educational ServicesFinancial Disruptive Data Attack

3/17/2021 UndeterminedCriminal Polish National Atomic Energy Agency and Health Ministry92 Public AdministrationSabotage Disruptive Message Manipulation

3/17/2021 Ministry of State Security's (MSS) Hainan State Security Department (APT40)Nation-StateComission para el Mercado Financiero52 Finance and InsurancePolitical-EspionageExploitive Exploitation of Application Server

3/17/2021 UndeterminedCriminal Leon County Schools61 Educational ServicesUndeterminedDisruptive Message Manipulation

3/17/2021 UndeterminedCriminal The Castle School61 Educational ServicesFinancial Disruptive Data Attack

3/17/2021 UndeterminedCriminal Severn Beach Primary School61 Educational ServicesFinancial Disruptive Data Attack

3/17/2021 UndeterminedCriminal Marlwood School 61 Educational ServicesFinancial Disruptive Data Attack

3/17/2021 UndeterminedCriminal Mangotsfield School61 Educational ServicesFinancial Disruptive Data Attack

3/17/2021 UndeterminedCriminal Lyde Green Primary School61 Educational ServicesFinancial Disruptive Data Attack

3/17/2021 UndeterminedCriminal Downend School 61 Educational ServicesFinancial Disruptive Data Attack

3/17/2021 UndeterminedCriminal Charfield Primary School61 Educational ServicesFinancial Disruptive Data Attack

3/17/2021 UndeterminedCriminal Pimpri-Chinchwad Municipal Corporation Smart City92 Public AdministrationFinancial Disruptive Data Attack

3/17/2021 UndeterminedCriminal Poliklinika IPP 62 Health Care and Social AssistanceUndeterminedDisruptive External Denial of Service

3/17/2021 UndeterminedCriminal Nikkei 51 InformationUndeterminedExploitive Exploitation of Application Server

3/16/2021 UndeterminedCriminal Poliklinika IPP 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

3/16/2021 UndeterminedCriminal Tri County Public Safety92 Public AdministrationFinancial Disruptive Data Attack

3/16/2021 WIZARD SPIDERCriminal Metro Presort 51 InformationFinancial Disruptive Data Attack

3/16/2021 UndeterminedCriminal Metropolitan Area of ??Barcelona92 Public AdministrationFinancial Disruptive Data Attack

3/16/2021 Laura Rose CarrollUndeterminedTate High School 61 Educational ServicesUndeterminedDisruptive Message Manipulation,Data Attack

3/16/2021 UndeterminedCriminal Tri County Public Safety network62 Health Care and Social AssistanceFinancial Disruptive Data Attack

3/16/2021 UndeterminedCriminal Destination Maternity44 Retail TradeFinancial Exploitive Exploitation of Application Servers



3/15/2021 UndeterminedCriminal Blender 71 Arts, Entertainment, and RecreationUndeterminedDisruptive External Denial of Service

3/15/2021 UndeterminedCriminal South and City College Birmingham61 Educational ServicesFinancial Mixed Data Attack,Exploitation of Application Server

3/15/2021 UndeterminedCriminal Troy School District61 Educational ServicesUndeterminedDisruptive Message Manipulation

3/15/2021 UndeterminedCriminal Wellington Oral Surgery62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of Application Server

3/15/2021 UndeterminedCriminal HOYA Optical Labs of America44 Retail TradeFinancial Mixed Data Attack,Exploitation of Application Server

3/15/2021 Lorenz Criminal Tygavac ltd. 31 ManufacturingFinancial Mixed Data Attack

3/15/2021 Lorenz Criminal Airtech Advanced Materials Group31 ManufacturingFinancial Mixed Data Attack

3/14/2021 UndeterminedCriminal Roll 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

3/14/2021 Pysa Criminal Bridgeway Inc. 62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

3/13/2021 BlackShadowCriminal K.L.S. Capital Ltd 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

3/13/2021 UndeterminedCriminal Newberry County Memorial Hospital62 Health Care and Social AssistanceFinancial Disruptive Data Attack

3/12/2021 UndeterminedCriminal i-vic International 56 Administrative and Support and Waste Management and Remediation ServicesUndeterminedExploitive Exploitation of End Hosts

3/12/2021 UndeterminedCriminal Overseas Service Corporation72 Accommodation and Food ServicesUndeterminedExploitive Exploitation of Application Server

3/12/2021 UndeterminedCriminal Buffalo Public Schools61 Educational ServicesFinancial Disruptive Data Attack

3/12/2021 REvil Criminal Unnamed international bank in Mexico52 Finance and InsuranceFinancial Mixed Data Attack,Exploitation of Application Server

3/12/2021 REvil Criminal Unnamed agricultural co-op11 Agriculture, Forestry, Fishing and HuntingFinancial Mixed Data Attack,Exploitation of Application Server

3/12/2021 REvil Criminal Unnamed construction company23 ConstructionFinancial Mixed Data Attack,Exploitation of Application Server

3/12/2021 REvil Criminal Unnamed architectural firm54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack,Exploitation of Application Server

3/12/2021 REvil Criminal Unnamed law firm54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack,Exploitation of Application Server

3/12/2021 REvil Criminal Unnamed law firm54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack,Exploitation of Application Server

3/11/2021 TA505 Criminal Trillium Community Health Plan62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

3/11/2021 UndeterminedCriminal WeLeakInfo 81 Other Services (except Public Administration)Financial Exploitive Exploitation of Application Server

3/11/2021 TA505 Criminal Health Net LLC 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

3/11/2021 UndeterminedCriminal City of Covington 92 Public AdministrationFinancial Disruptive External Denial of Service,Data Attack

3/11/2021 Pysa Criminal Upstate Home Care62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

3/11/2021 Lorenz Criminal Joy Cone 72 Accommodation and Food ServicesFinancial Mixed Data Attack

3/10/2021 UndeterminedCriminal Urban Research 44 Retail TradeUndeterminedExploitive Exploitation of Application Server

3/10/2021 UndeterminedCriminal Molson Coors 42 Wholesale TradeUndeterminedDisruptive Data Attack

3/10/2021 UndeterminedCriminal BTS TikTok account71 Arts, Entertainment, and RecreationUndeterminedDisruptive Message Manipulation

3/10/2021 UndeterminedCriminal City of Ebeleben 92 Public AdministrationUndeterminedDisruptive Data Attack

3/10/2021 UndeterminedCriminal Norwegian Parliament92 Public AdministrationPolitical-EspionageExploitive Exploitation of Application Server

3/10/2021 UndeterminedCriminal Federal authority in Germany92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

3/10/2021 UndeterminedCriminal Federal authority in Germany92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

3/9/2021 UndeterminedCriminal Guns.com 44 Retail TradeFinancial Mixed Exploitation of Application Server,External Denial of Service

3/9/2021 UndeterminedCriminal Equinox 71 Arts, Entertainment, and RecreationProtest Exploitive Exploitation of Sensors

3/9/2021 UndeterminedCriminal Bank of Utah 52 Finance and InsuranceProtest Exploitive Exploitation of Sensors

3/9/2021 UndeterminedCriminal Tesla 31 ManufacturingProtest Exploitive Exploitation of Sensors

3/9/2021 WIZARD SPIDERCriminal SEPE (Spain Public Employment System)92 Public AdministrationFinancial Disruptive Data Attack

3/9/2021 UndeterminedCriminal Verkada Inc. 51 InformationProtest Exploitive Exploitation of Sensors

3/9/2021 UndeterminedCriminal Lot-et-Garonne firefighters92 Public AdministrationFinancial Disruptive Data Attack

3/9/2021 UndeterminedCriminal Regeneron Pharmaceuticals54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of End Hosts

3/9/2021 WIZARD SPIDERCriminal SEPE 92 Public AdministrationFinancial Disruptive Data Attack

3/9/2021 UndeterminedCriminal Viverant PT 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Hosts



3/8/2021 UndeterminedCriminal Williams Grand Prix Engineering71 Arts, Entertainment, and RecreationFinancial Mixed Exploitation of Application Server,Message Manipulation

3/8/2021 UndeterminedCriminal Magnolia Independent School District61 Educational ServicesUndeterminedDisruptive Message Manipulation

3/8/2021 Ministry of State Security's (MSS) Hainan State Security Department (APT40)Nation-StateEuropean Banking Authority92 Public AdministrationPolitical-EspionageExploitive Exploitation of Application Server

3/8/2021 UndeterminedCriminal DODO 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

3/8/2021 UndeterminedCriminal Centre Hospitalier ral d'Oloron62 Health Care and Social AssistanceFinancial Disruptive External Denial of Service,Data Attack

3/7/2021 WIZARD SPIDERCriminal Snap-on 31 ManufacturingFinancial Mixed Data Attack,Exploitation of Application Server

3/7/2021 UndeterminedCriminal Bose Corporation 31 ManufacturingFinancial Disruptive Data Attack

3/7/2021 UndeterminedCriminal University of Texas at El Paso61 Educational ServicesUndeterminedDisruptive External Denial of Service

3/7/2021 UndeterminedCriminal University of the Highlands and Islands61 Educational ServicesUndeterminedDisruptive External Denial of Service

3/7/2021 UndeterminedCriminal University of Central Lancashire61 Educational ServicesUndeterminedDisruptive External Denial of Service

3/7/2021 UndeterminedCriminal Robotron 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Network Infrastructure

3/6/2021 UndeterminedCriminal Website for attorney Debra Katz54 Professional, Scientific, and Technical ServicesUndeterminedDisruptive Message Manipulation

3/6/2021 UndeterminedCriminal Exploit 81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of Application Server

3/6/2021 UndeterminedCriminal Crdclub 81 Other Services (except Public Administration)Financial Exploitive Exploitation of Application Server

3/6/2021 L0RDBR UndeterminedCosco Shipping 48 Transportation and WarehousingUndeterminedExploitive Exploitation of Application Server

3/5/2021 Water RocCriminal Spirit Airlines 48 Transportation and WarehousingFinancial Mixed Data Attack,Exploitation of Application Server

3/5/2021 UndeterminedCriminal Singapore Airlines48 Transportation and WarehousingFinancial Exploitive Exploitation of Application Server

3/5/2021 UndeterminedCriminal Malaysia Air 48 Transportation and WarehousingFinancial Exploitive Exploitation of Application Server

3/5/2021 UndeterminedCriminal SITA 48 Transportation and WarehousingFinancial Exploitive Exploitation of Application Server

3/5/2021 TA505 Criminal Southern Illinois University School of Medicine61 Educational ServicesFinancial Exploitive Exploitation of Application Server

3/5/2021 UndeterminedCriminal Chester Upland School District61 Educational ServicesFinancial Exploitive Exploitation of Application Server

3/5/2021 UndeterminedCriminal Foreign, Commonwealth and Development Office (FCDO)92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

3/5/2021 UndeterminedCriminal Czech Ministry of Labour and Social Affairs92 Public AdministrationUndeterminedDisruptive Data Attack

3/5/2021 UndeterminedCriminal City of Prague 92 Public AdministrationUndeterminedDisruptive Data Attack

3/5/2021 UndeterminedCriminal Northwestern Illinois Area Agency on Aging62 Health Care and Social AssistanceUndeterminedUndeterminedUndetermined

3/5/2021 UndeterminedCriminal Horizon House 62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

3/4/2021 UndeterminedCriminal Windward 61 Educational ServicesFinancial Mixed Exploitation of Application Server,Message Manipulation

3/4/2021 UndeterminedCriminal Carlthorp 61 Educational ServicesFinancial Mixed Exploitation of Application Server,Message Manipulation

3/4/2021 UndeterminedCriminal Center for Early Education61 Educational ServicesFinancial Mixed Exploitation of Application Server,Message Manipulation

3/4/2021 UndeterminedCriminal Nottinghamshire schools61 Educational ServicesFinancial Disruptive External Denial of Service

3/4/2021 UndeterminedCriminal Maza 81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of Application Server

3/4/2021 UndeterminedCriminal Adecco Group 56 Administrative and Support and Waste Management and Remediation ServicesFinancial Exploitive Exploitation of Application Server

3/3/2021 Water RocCriminal Atlanta Allergy & Asthma62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

3/3/2021 UndeterminedCriminal JFC International 42 Wholesale TradeFinancial Disruptive Data Attack

3/3/2021 UndeterminedCriminal PrismHR 56 Administrative and Support and Waste Management and Remediation ServicesFinancial Disruptive Data Attack

3/3/2021 UndeterminedCriminal Hanover Area School District61 Educational ServicesFinancial Disruptive External Denial of Service

3/3/2021 UndeterminedCriminal American Patriots Three Percent81 Other Services (except Public Administration)Protest Exploitive Exploitation of Application Server

3/2/2021 UndeterminedCriminal Tether 52 Finance and InsuranceFinancial Mixed Data Attack,Exploitation of Application Server

3/2/2021 Red Echo Nation-StateUnion Power Ministry (10 Substations and Transmission Stations)22 Utilities Sabotage Disruptive Physical Attack

3/2/2021 UndeterminedCriminal Ticketcounter 56 Administrative and Support and Waste Management and Remediation ServicesFinancial Exploitive Exploitation of Application Server

3/2/2021 Ministry of State Security's (MSS) Hainan State Security Department (APT40)Nation-StateDouglas County 92 Public AdministrationPolitical-EspionageExploitive Exploitation of Application Server

3/2/2021 Red Echo Nation-StateUnion Power Ministry (10 Substations and Transmission Stations)22 Utilities Sabotage Disruptive Physical Attack

3/2/2021 Red Echo Nation-StateUnion Power Ministry (10 Substations and Transmission Stations)22 Utilities Sabotage Disruptive Physical Attack

3/2/2021 Red Echo Nation-StateUnion Power Ministry (10 Substations and Transmission Stations)22 Utilities Sabotage Disruptive Physical Attack

3/2/2021 Red Echo Nation-StateUnion Power Ministry (10 Substations and Transmission Stations)22 Utilities Sabotage Disruptive Physical Attack

3/2/2021 Red Echo Nation-StateUnion Power Ministry (10 Substations and Transmission Stations)22 Utilities Sabotage Disruptive Physical Attack

3/2/2021 Red Echo Nation-StateUnion Power Ministry (10 Substations and Transmission Stations)22 Utilities Sabotage Disruptive Physical Attack

3/2/2021 Red Echo Nation-StateUnion Power Ministry (10 Substations and Transmission Stations)22 Utilities Sabotage Disruptive Physical Attack

3/2/2021 Red Echo Nation-StateUnion Power Ministry (10 Substations and Transmission Stations)22 Utilities Sabotage Disruptive Physical Attack

3/2/2021 Red Echo Nation-StateUnion Power Ministry (10 Substations and Transmission Stations)22 Utilities Sabotage Disruptive Physical Attack

3/2/2021 Red Echo Nation-StatePort Facility 48 Transportation and WarehousingSabotage Disruptive Physical Attack

3/1/2021 UndeterminedCriminal Orthopedic Associates of Dutchess County (OADC)62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

3/1/2021 UndeterminedCriminal Atlantic Media 51 InformationUndeterminedExploitive Exploitation of Application Server

3/1/2021 IamNoobieHacktivist Civil Service Commission92 Public AdministrationProtest Disruptive Exploitation of Application Server

3/1/2021 UndeterminedCriminal Caffitaly 48 Transportation and WarehousingFinancial Disruptive Data Attack



3/1/2021 Ministry of State Security's (MSS) Tianjin State Security Department (APT10)Nation-StateBharat Biotech 54 Professional, Scientific, and Technical ServicesIndustrial-EspionageExploitive Exploitation of Application Server

3/1/2021 Ministry of State Security's (MSS) Tianjin State Security Department (APT10)Nation-StateSerum Institute of India (SII)99 UndeterminedIndustrial-EspionageExploitive Exploitation of Application Server

3/1/2021 UndeterminedCriminal Nevada Water and Wastewater System22 Utilities Financial Disruptive Physical Attack

3/1/2021 People's Liberation Army Strategic Support Force  (Wicked PANDA)Nation-StateRoshan 51 InformationPolitical-EspionageExploitive Exploitation of Application Servers

3/1/2021 People's Liberation Army Strategic Support Force  (Wicked PANDA)Nation-StateUndisclosed Afghan telecommunications organization51 InformationPolitical-EspionageExploitive Exploitation of Application Servers

3/1/2021 UndeterminedCriminal Defense Academy of the United Kingdom92 Public AdministrationUndeterminedUndeterminedUndetermined

3/1/2021 UndeterminedCriminal Captify Health 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

2/28/2021 UndeterminedCriminal Millersville University61 Educational ServicesFinancial Disruptive External Denial of Service

2/28/2021 UndeterminedCriminal Adim Adim 81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of Application Server

2/28/2021 DarkSide Criminal CompuCom 51 InformationFinancial Disruptive Data Attack

2/28/2021 UndeterminedCriminal Groupe Lactalis 72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Network Infrastructure

2/28/2021 JAx Hacktivist Gab 81 Other Services (except Public Administration)Protest Exploitive Exploitation of Application Server

2/28/2021 UndeterminedCriminal City of Kingman 92 Public AdministrationFinancial Disruptive Data Attack

2/28/2021 AnonymousHacktivist Epik 51 InformationProtest Exploitive Exploitation of Application Server

2/28/2021 UndeterminedCriminal Hawaii Payroll Services LLC54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack,Exploitation of End Host

2/28/2021 TAG-28 Nation-StateBennett Coleman And Co Ltd (BCCL)51 InformationPolitical-EspionageDisruptive Undetermined

2/28/2021 TAG-28 Nation-StateUnique Identification Authority of India (UIADI)92 Public AdministrationPolitical-EspionageExploitive Undetermined

2/27/2021 UndeterminedCriminal ZEE5 51 InformationFinancial Exploitive Exploitation of Network Infrastructure

2/27/2021 UndeterminedCriminal Furucombo 52 Finance and InsuranceFinancial Exploitive Undetermined

2/27/2021 UndeterminedCriminal AllyAlign Health 62 Health Care and Social AssistanceFinancial Disruptive Data Attack

2/27/2021 UndeterminedCriminal Campbell Conroy & O'neill, P.C.54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Servers

2/26/2021 Hotarus CorpCriminal Ecuador's Ministry of Finance92 Public AdministrationFinancial Disruptive Data Attack

2/26/2021 Hotarus CorpCriminal Banco Pichincha 52 Finance and InsuranceFinancial Disruptive Data Attack

2/26/2021 UndeterminedCriminal Ansal Housing 53 Real Estate and Rental and LeasingFinancial Disruptive Data Attack

2/26/2021 UndeterminedCriminal Altona Clinic 62 Health Care and Social AssistanceFinancial Disruptive Data Attack

2/26/2021 UndeterminedCriminal Edsembli 54 Professional, Scientific, and Technical ServicesFinancial Disruptive Data Attack

2/26/2021 UndeterminedCriminal Turnover-it 56 Administrative and Support and Waste Management and Remediation ServicesFinancial Exploitive Exploitation of Application Server

2/26/2021 UndeterminedCriminal T-Mobile 51 InformationFinancial Exploitive Exploitation of Application Server

2/26/2021 UndeterminedCriminal The Home for the Little Wanderers62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Hosts

2/26/2021 UndeterminedCriminal SuperVPN 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

2/26/2021 UndeterminedCriminal Summit Behavioral Healthcare62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Hosts

2/26/2021 UndeterminedCriminal Staring College 61 Educational ServicesFinancial Disruptive Data Attack

2/26/2021 UndeterminedCriminal Npower 22 Utilities Financial Exploitive Exploitation of Network Infrastructure

2/26/2021 UndeterminedCriminal Le Service Postal 56 Administrative and Support and Waste Management and Remediation ServicesFinancial Exploitive Exploitation of Application Server

2/26/2021 UndeterminedCriminal GeckoVPN 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

2/26/2021 INDRIK SPIDERCriminal Florida Studio Theatre71 Arts, Entertainment, and RecreationFinancial Disruptive Data Attack

2/26/2021 UndeterminedCriminal ChatVPN 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

2/26/2021 FIN11 Criminal Arizona Complete Health62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Network Infrastructure

2/26/2021 UndeterminedCriminal Altona Clinic 62 Health Care and Social AssistanceFinancial Disruptive Data Attack

2/26/2021 UndeterminedCriminal Victor Valley Union High School District61 Educational ServicesFinancial Mixed Exploitation of End Hosts,Data Attack

2/25/2021 UndeterminedCriminal Atascadero State Hospital62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of Application Server

2/25/2021 UndeterminedCriminal Volunteers of America Chesapeake & Carolinas (VOACC)62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Hosts

2/25/2021 FIN11 Criminal Trillium Community Health Plan62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Network Infrastructure

2/25/2021 UndeterminedCriminal Sequoia Capital 52 Finance and InsuranceFinancial Exploitive Exploitation of End Hosts

2/25/2021 UndeterminedCriminal Oxford University 61 Educational ServicesFinancial Exploitive Exploitation of Application Server

2/25/2021 INDRIK SPIDERCriminal Morgan County 92 Public AdministrationFinancial Disruptive Data Attack

2/25/2021 UndeterminedCriminal JFC International (Europe)72 Accommodation and Food ServicesFinancial Disruptive Data Attack

2/25/2021 UndeterminedCriminal Family Medical Center62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

2/25/2021 UndeterminedCriminal Dun & Bradstreet Malaysia54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

2/25/2021 UndeterminedCriminal Cornerstone Care 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Hosts

2/25/2021 UndeterminedCriminal Affton School District61 Educational ServicesFinancial Disruptive Data Attack

2/25/2021 UndeterminedCriminal Affton School District61 Educational ServicesFinancial Mixed Data Attack,Undetermined

2/24/2021 UndeterminedCriminal Fastway Couriers 99 UndeterminedUndeterminedExploitive Exploitation of Application Server

2/24/2021 UndeterminedCriminal Queen's University in Belfast (QUB)61 Educational ServicesUndeterminedDisruptive External Denial of Service

2/24/2021 UndeterminedCriminal System of Electronic Interaction of Executive Bodies92 Public AdministrationSabotage Disruptive External Denial of Service



2/24/2021 Egregor Criminal State agencies in Ukraine92 Public AdministrationFinancial Exploitive Exploitation of Network Infrastructure

2/24/2021 UndeterminedCriminal Stadgenoot 81 Other Services (except Public Administration)Financial Exploitive Exploitation of Application Server

2/24/2021 UndeterminedCriminal Manutan Group 56 Administrative and Support and Waste Management and Remediation ServicesFinancial Disruptive Data Attack

2/24/2021 UndeterminedCriminal Kentucky Office of Unemployment Insurance92 Public AdministrationFinancial Disruptive External Denial of Service

2/24/2021 UndeterminedCriminal Fisher-Titus Medical Center62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Hosts

2/24/2021 UndeterminedCriminal Elara Caring 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

2/24/2021 UndeterminedCriminal Covenant HealthCare62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Hosts

2/24/2021 UndeterminedCriminal Cobb County School District61 Educational ServicesFinancial Disruptive Message Manipulation

2/24/2021 UndeterminedCriminal iRise Florida Spine and Joint Institute62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Hosts

2/23/2021 UndeterminedCriminal LogicGate 54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server

2/23/2021 UndeterminedCriminal Unnamed consulting firm in Japan54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack,Exploitation of Application Server

2/23/2021 UndeterminedCriminal University Hospital62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Network Infrastructure

2/23/2021 FIN11 Criminal Transport for New South Wales (TfNSW)92 Public AdministrationFinancial Exploitive Exploitation of Network Infrastructure

2/23/2021 UndeterminedCriminal TietoEVRY 54 Professional, Scientific, and Technical ServicesFinancial Disruptive Data Attack

2/23/2021 FIN11 Criminal NSW Health 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Network Infrastructure

2/23/2021 UndeterminedCriminal Jacobson Memorial Hospital & Care Center62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Hosts

2/23/2021 INDRIK SPIDERCriminal Cuyahoga Metropolitan Housing Authority (CMHA)92 Public AdministrationFinancial Disruptive Data Attack

2/23/2021 FIN11 Criminal Bombardier 31 ManufacturingFinancial Exploitive Exploitation of Network Infrastructure

2/23/2021 UndeterminedCriminal Ben Franklin High School61 Educational ServicesFinancial Disruptive Message Manipulation

2/23/2021 UndeterminedCriminal Angolan Ministry of Finance92 Public AdministrationFinancial Exploitive Exploitation of Network Infrastructure

2/23/2021 Pysa Criminal Bolton Street Pediatrics62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

2/22/2021 Egregor Criminal Ukrainian government websites92 Public AdministrationFinancial Disruptive External Denial of Service

2/22/2021 UndeterminedCriminal Enders Insurance 52 Finance and InsuranceFinancial Exploitive Exploitation of End Hosts

2/22/2021 FIN11 Criminal Danaher 99 UndeterminedFinancial Exploitive Exploitation of Network Infrastructure

2/22/2021 UndeterminedCriminal Charles Andr Group48 Transportation and WarehousingFinancial Disruptive Data Attack

2/22/2021 FIN11 Criminal American Bureau of Shipping56 Administrative and Support and Waste Management and Remediation ServicesFinancial Exploitive Exploitation of Network Infrastructure

2/22/2021 UndeterminedCriminal City and municipality of Chalon-sur-SaÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¢ÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Â¢'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¬ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â '''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â´ne92 Public AdministrationFinancial Disruptive Data Attack

2/21/2021 UndeterminedCriminal Gyrodata 21 Mining, Quarrying, and Oil and Gas ExtractionFinancial Disruptive Data Attack

2/21/2021 UndeterminedCriminal St. Margaret's HealthÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¢ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â '''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¢ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â '''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¬"Spring Valley62 Health Care and Social AssistanceFinancial Disruptive Data Attack

2/21/2021 UndeterminedCriminal Saginaw Township Community Schools61 Educational ServicesFinancial Disruptive Data Attack

2/20/2021 UndeterminedCriminal Coleman Group of Companies44 Retail TradeUndeterminedExploitive Exploitation of Application Server

2/20/2021 UndeterminedCriminal NurseryCam 56 Administrative and Support and Waste Management and Remediation ServicesFinancial Exploitive Exploitation of Application Server

2/20/2021 UndeterminedCriminal Cashalo 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

2/19/2021 REvil Criminal Pan-American Life Insurance Group (PALIG)52 Finance and InsuranceFinancial Mixed Data Attack,Exploitation of Application Server

2/19/2021 UndeterminedCriminal Yuba County 92 Public AdministrationFinancial Disruptive Data Attack

2/19/2021 UndeterminedCriminal Undisclosed French Adult site71 Arts, Entertainment, and RecreationFinancial Exploitive Exploitation of Application Server

2/19/2021 UndeterminedCriminal Underwriters Laboratories54 Professional, Scientific, and Technical ServicesFinancial Disruptive Data Attack

2/19/2021 UndeterminedCriminal Beneteau 99 UndeterminedFinancial Disruptive Data Attack

2/19/2021 UndeterminedCriminal Afnor (Association Franaise de Normalisation)81 Other Services (except Public Administration)Financial Disruptive Data Attack

2/19/2021 UndeterminedCriminal Minimally Invasive Surgery of Hawaii62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

2/18/2021 UndeterminedCriminal Sapphire Community Health62 Health Care and Social AssistanceFinancial Disruptive Data Attack

2/18/2021 UndeterminedCriminal Undisclosed online storage vendor.62 Health Care and Social AssistanceFinancial Disruptive Data Attack

2/18/2021 UndeterminedCriminal RMIT University 61 Educational ServicesFinancial Exploitive Exploitation of End Hosts

2/18/2021 UndeterminedCriminal National Security and Defense Council of Ukraine92 Public AdministrationSabotage Disruptive External Denial of Service

2/18/2021 Myanmar HackersHacktivist Multiple web sites in Myanmar92 Public AdministrationProtest Disruptive External Denial of Service

2/18/2021 UndeterminedCriminal Lakehead University61 Educational ServicesFinancial Exploitive Exploitation of Application Server

2/18/2021 UndeterminedCriminal Kettering Health Network62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

2/18/2021 UndeterminedCriminal Hackley Community Care62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Hosts

2/18/2021 UndeterminedCriminal Grand River Medical Group62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Hosts

2/18/2021 UndeterminedCriminal Automatic Funds Transfer Services (AFTS)52 Finance and InsuranceFinancial Disruptive Data Attack

2/18/2021 UndeterminedCriminal 50,000 records of French healthcare professionals62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

2/18/2021 UndeterminedCriminal SCUF Gaming International31 ManufacturingFinancial Exploitive Exploitation of Application Server

2/17/2021 UndeterminedCriminal Cochise Eye and Laser62 Health Care and Social AssistanceFinancial Disruptive Data Attack

2/17/2021 UndeterminedCriminal Watermark Retirement Communities62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

2/17/2021 UndeterminedCriminal University of Amsterdam61 Educational ServicesFinancial Exploitive Exploitation of Network Infrastructure



2/17/2021 REvil Criminal Southern Arkansas University61 Educational ServicesFinancial Disruptive Data Attack

2/17/2021 UndeterminedCriminal University of Alabama ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¢ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â '''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¢ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â '''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¬" Huntsville (UAH)61 Educational ServicesFinancial Exploitive Exploitation of End Hosts

2/17/2021 UndeterminedCriminal Regional Independent School District 214261 Educational ServicesFinancial Exploitive Exploitation of End Hosts

2/17/2021 UndeterminedCriminal Hellenic Defense Systems31 ManufacturingFinancial Disruptive Data Attack

2/17/2021 UndeterminedCriminal CityBee 48 Transportation and WarehousingFinancial Exploitive Exploitation of Application Server

2/16/2021 Ragnar LockerCriminal ValdÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¢ÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Â¢'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¬ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â '''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¨s Analysis Laboratory62 Health Care and Social AssistanceFinancial Disruptive Data Attack

2/16/2021 UndeterminedCriminal Rehoboth McKinley Christian Health Care62 Health Care and Social AssistanceFinancial Exploitive Data Attack

2/16/2021 UndeterminedCriminal Club2Crd 81 Other Services (except Public Administration)Financial Exploitive Exploitation of Application Server

2/16/2021 UndeterminedCriminal Dread 81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of Application Server

2/16/2021 WIZARD SPIDERCriminal Tirrena Scavi S.p.A.54 Professional, Scientific, and Technical ServicesFinancial Disruptive Data Attack

2/16/2021 UndeterminedCriminal Simon Fraser University61 Educational ServicesFinancial Exploitive Exploitation of Application Server

2/16/2021 NGB 3rd Technical Surveillance BureauNation-StatePfizer 54 Professional, Scientific, and Technical ServicesIndustrial-EspionageExploitive Exploitation of Application Server

2/16/2021 Avaddon Criminal Meddi Laborat rio 62 Health Care and Social AssistanceFinancial Disruptive Data Attack

2/16/2021 INDRIK SPIDERCriminal Kia Motors America44 Retail TradeFinancial Disruptive Data Attack

2/16/2021 UndeterminedCriminal Kayseri OSB 81 Other Services (except Public Administration)Financial Disruptive Data Attack

2/16/2021 UndeterminedCriminal Indian Railways 48 Transportation and WarehousingFinancial Exploitive Exploitation of Application Server

2/16/2021 INDRIK SPIDERCriminal Hyundai Motor America31 ManufacturingFinancial Disruptive Data Attack

2/15/2021 Avaddon Criminal Capital Medical Center62 Health Care and Social AssistanceFinancial Mixed Data Attack,Undetermined

2/15/2021 UndeterminedCriminal Verified 81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of Application Server

2/15/2021 UndeterminedCriminal Villefranche-sur-Sane Hospital62 Health Care and Social AssistanceFinancial Disruptive Data Attack

2/15/2021 UndeterminedCriminal Urological Clinic Munich Planegg62 Health Care and Social AssistanceFinancial Disruptive Data Attack

2/15/2021 UndeterminedCriminal Sutter Buttes Imaging Medical Group54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

2/15/2021 WIZARD SPIDERCriminal Rehoboth Mckinley Christian Health Care Services62 Health Care and Social AssistanceFinancial Disruptive Data Attack

2/15/2021 UndeterminedCriminal Omnicom Media Group51 InformationFinancial Disruptive Data Attack

2/15/2021 UndeterminedCriminal Netherlands Organization for Scientific Research (NWO)92 Public AdministrationFinancial Exploitive Exploitation of Application Server

2/15/2021 UndeterminedCriminal Exmo 52 Finance and InsuranceFinancial Disruptive External Denial of Service

2/15/2021 INDRIK SPIDERCriminal Bailly-Creat 54 Professional, Scientific, and Technical ServicesFinancial Disruptive Data Attack

2/15/2021 UndeterminedCriminal Carmel Clay Schools61 Educational ServicesFinancial Exploitive Exploitation of End Hosts

2/14/2021 Ragnar LockerCriminal Ness Digital Engineering51 InformationFinancial Disruptive Data Attack

2/14/2021 UndeterminedCriminal France Service 56 Administrative and Support and Waste Management and Remediation ServicesFinancial Exploitive Exploitation of Application Server

2/14/2021 UndeterminedCriminal 490,000 French patients62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

2/14/2021 UndeterminedCriminal Vision for Hope 62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of End Hosts

2/13/2021 DarkSide Criminal Discount Car and Truck Rentals48 Transportation and WarehousingFinancial Disruptive Data Attack

2/13/2021 DarkSide Criminal Canadian Discount Car and Truck Rentals44 Retail TradeFinancial Mixed Exploitation of Application Server,External Denial of Service,Data Attack

2/13/2021 UndeterminedCriminal Alpha Finance Lab52 Finance and InsuranceFinancial Exploitive Exploitation of Data in Transit

2/12/2021 REvil Criminal Trigano 99 UndeterminedFinancial Disruptive Data Attack

2/12/2021 UndeterminedCriminal Notion 81 Other Services (except Public Administration)Financial Disruptive External Denial of Service

2/12/2021 UndeterminedCriminal City of Seraing 92 Public AdministrationFinancial Disruptive Data Attack

2/12/2021 UndeterminedCriminal Central Piedmont Community College61 Educational ServicesFinancial Disruptive Data Attack

2/11/2021 UndeterminedCriminal Vivo 51 InformationFinancial Exploitive Exploitation of Application Server

2/11/2021 UndeterminedCriminal Unknown Car Rental in France48 Transportation and WarehousingFinancial Exploitive Exploitation of Application Server

2/11/2021 UndeterminedCriminal ECU Worldwide 48 Transportation and WarehousingFinancial Exploitive Exploitation of Application Server

2/11/2021 UndeterminedCriminal Claro 51 InformationFinancial Exploitive Exploitation of Application Server

2/11/2021 UndeterminedCriminal Bannock County 92 Public AdministrationFinancial Exploitive Exploitation of Network Infrastructure

2/11/2021 Lorenz Criminal The Management Trust54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack

2/10/2021 WIZARD SPIDERCriminal ReMax Kelowna 53 Real Estate and Rental and LeasingFinancial Disruptive Data Attack

2/10/2021 UndeterminedCriminal Penn Foundation 62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

2/9/2021 UndeterminedCriminal No Support Linux Hosting51 InformationFinancial Exploitive Exploitation of Application Server,Exploitation of Network Infrastructure

2/9/2021 HelloKitty Criminal CD Projekt Red 71 Arts, Entertainment, and RecreationFinancial Disruptive Data Attack

2/9/2021 UndeterminedCriminal Sturdy Memorial Hospital62 Health Care and Social AssistanceFinancial Mixed Data Attack,Undetermined

2/9/2021 UndeterminedCriminal University of Colorado61 Educational ServicesFinancial Exploitive Exploitation of Network Infrastructure

2/9/2021 UndeterminedCriminal SapphireSecure.net51 InformationFinancial Disruptive Data Attack

2/9/2021 UndeterminedCriminal KS-Hosting.com 51 InformationFinancial Disruptive Data Attack

2/9/2021 UndeterminedCriminal Dax-CÃƒÂ‚Ã‚Â´te d'Argent hospital62 Health Care and Social AssistanceFinancial Disruptive Data Attack

2/9/2021 UndeterminedCriminal Dax Hospital 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server



2/8/2021 Lorenz Criminal Wolfe Eye Clinic 62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of End Host

2/8/2021 UndeterminedCriminal Water facility in the city of Oldsmar22 Utilities Financial Disruptive Physical Attack

2/8/2021 Avaddon Criminal Somerset Independent School District61 Educational ServicesFinancial Mixed Data Attack,Exploitation of Application Server

2/8/2021 UndeterminedCriminal Cann Group 62 Health Care and Social AssistanceFinancial Exploitive Undetermined

2/7/2021 UndeterminedCriminal Oracle.lk 51 InformationProtest Disruptive Message Manipulation

2/7/2021 UndeterminedCriminal Nicol (administrator of Sri Lanka national LK top-level)51 InformationProtest Disruptive External Denial of Service

2/7/2021 UndeterminedCriminal KeepChange 52 Finance and InsuranceFinancial Mixed Data Attack,Exploitation of Application Server

2/7/2021 UndeterminedCriminal Google.lk 51 InformationProtest Disruptive Message Manipulation

2/6/2021 Red Rabbit TeamCriminal Airtel 51 InformationUndeterminedExploitive Exploitation of Application Server

2/6/2021 UndeterminedCriminal UPMC 62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

2/6/2021 UndeterminedCriminal Gifford Health Care62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

2/6/2021 UndeterminedCriminal Faxton St. Luke's Healthcare62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

2/6/2021 UndeterminedCriminal Ifmal 44 Retail TradeFinancial Exploitive Exploitation of Application Server

2/6/2021 UndeterminedCriminal BVA 54 Professional, Scientific, and Technical ServicesFinancial Disruptive Data Attack

2/6/2021 UndeterminedCriminal Indian Creek Foundation62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

2/5/2021 RansomEXXCriminal Mutuelle Nationale des Hospitaliers et des professionnels de la santÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¢ÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Â¢'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¬ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â '''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â© et du social62 Health Care and Social AssistanceFinancial Disruptive Data Attack

2/5/2021 Avaddon Criminal SVI Assurances 52 Finance and InsuranceFinancial Disruptive Data Attack

2/5/2021 UndeterminedCriminal SitePoint 51 InformationUndeterminedExploitive Exploitation of Application Server

2/5/2021 UndeterminedCriminal Salt Lake Community College61 Educational ServicesFinancial Disruptive Message Manipulation

2/5/2021 Avaddon Criminal Qualinet 54 Professional, Scientific, and Technical ServicesFinancial Disruptive Data Attack

2/5/2021 UndeterminedCriminal Charles J. Hilton & Associates (CJH)54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of End Hosts

2/4/2021 UndeterminedCriminal Squirrel Hill Health Center62 Health Care and Social AssistanceUndeterminedDisruptive Internal Denial of Service

2/4/2021 DarkSide Criminal Wonderbox 71 Arts, Entertainment, and RecreationFinancial Disruptive Data Attack

2/4/2021 UndeterminedCriminal Stormshield 51 InformationFinancial Exploitive Exploitation of Application Server

2/4/2021 Babuk Criminal Serco 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack,Exploitation of Application Server

2/4/2021 Hayalim AlmonimHacktivist Patriotic Brigade Knights81 Other Services (except Public Administration)Protest Disruptive Message Manipulation

2/4/2021 UndeterminedCriminal E-Pay Malaysia 51 InformationFinancial Exploitive Exploitation of Application Server

2/4/2021 NGB 3rd Technical Surveillance BureauNation-StateENKI 54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Undetermined

2/4/2021 UndeterminedCriminal Eletronuclear 22 Utilities UndeterminedDisruptive Data Attack,Internal Denial of Service

2/4/2021 DarkSide Criminal Companhia Paranaense de Energia (Copel Utility)22 Utilities UndeterminedMixed Data Attack,Exploitation of Application Server

2/4/2021 UndeterminedCriminal City of Titusville 92 Public AdministrationFinancial Exploitive Exploitation of End Hosts

2/3/2021 UndeterminedCriminal Sacred Heart Hospital62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

2/3/2021 UndeterminedCriminal Emsisoft 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

2/2/2021 UndeterminedCriminal Oklahoma Tourism and Recreation Department71 Arts, Entertainment, and RecreationUndeterminedExploitive Exploitation of Application Server

2/2/2021 DarkSide Criminal Guess, Inc. 44 Retail TradeFinancial Mixed Data Attack,Exploitation of Application Server

2/2/2021 UndeterminedCriminal LendUS 52 Finance and InsuranceFinancial Exploitive Exploitation of End Hosts

2/1/2021 UndeterminedCriminal Midwest Transplant Network62 Health Care and Social AssistanceFinancial Disruptive Data Attack

2/1/2021 DarkSide Criminal Home Hardware Stores44 Retail TradeFinancial Mixed Data Attack,Undetermined

2/1/2021 UndeterminedCriminal Manhunt 71 Arts, Entertainment, and RecreationUndeterminedExploitive Exploitation of Application Server

2/1/2021 UndeterminedCriminal Vity of Houilles 92 Public AdministrationFinancial Exploitive Exploitation of Application Server

2/1/2021 WIZARD SPIDERCriminal Nocona General Hospital62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of End Host

2/1/2021 UndeterminedCriminal Metromile 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

2/1/2021 WIZARD SPIDERCriminal Leon Medical Center62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Hosts

2/1/2021 UndeterminedCriminal Cryptopia 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

2/1/2021 UndeterminedCriminal Fertility Centers of Illinois62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

2/1/2021 Earth LongzhiNation-StateUnidentified organization in China99 UndeterminedPolitical-EspionageExploitive Undetermined

2/1/2021 Earth LongzhiNation-StateUnidentified organization in China99 UndeterminedPolitical-EspionageExploitive Undetermined

2/1/2021 Earth LongzhiNation-StateUnidentified organization92 Public AdministrationPolitical-EspionageExploitive Undetermined

2/1/2021 Earth LongzhiNation-StateHigh-profile victims in the defense, aviation, insurance, and urban development industries in Taiwan, China, Thailand, Malaysia, Indonesia, Pakistan, and Ukraine.ÃƒÂ‚Ã‚Â 99 UndeterminedPolitical-EspionageExploitive Undetermined

2/1/2021 Earth LongzhiNation-StateHigh-profile victims in the defense, aviation, insurance, and urban development industries in Taiwan, China, Thailand, Malaysia, Indonesia, Pakistan, and Ukraine.ÃƒÂ‚Ã‚Â 99 UndeterminedPolitical-EspionageExploitive Undetermined

2/1/2021 Earth LongzhiNation-StateHigh-profile victims in the defense, aviation, insurance, and urban development industries in Taiwan, China, Thailand, Malaysia, Indonesia, Pakistan, and Ukraine.ÃƒÂ‚Ã‚Â 99 UndeterminedPolitical-EspionageExploitive Undetermined

2/1/2021 Earth LongzhiNation-StateHigh-profile victims in the defense, aviation, insurance, and urban development industries in Taiwan, China, Thailand, Malaysia, Indonesia, Pakistan, and Ukraine.ÃƒÂ‚Ã‚Â 99 UndeterminedPolitical-EspionageExploitive Undetermined

2/1/2021 Earth LongzhiNation-StateHigh-profile victims in the defense, aviation, insurance, and urban development industries in Taiwan, China, Thailand, Malaysia, Indonesia, Pakistan, and Ukraine.ÃƒÂ‚Ã‚Â 99 UndeterminedPolitical-EspionageExploitive Undetermined

2/1/2021 Earth LongzhiNation-StateHigh-profile victims in the defense, aviation, insurance, and urban development industries in Taiwan, China, Thailand, Malaysia, Indonesia, Pakistan, and Ukraine.ÃƒÂ‚Ã‚Â 99 UndeterminedPolitical-EspionageExploitive Undetermined

1/31/2021 UndeterminedCriminal Codecov 54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Data in Transit



1/31/2021 UndeterminedCriminal myNewJersey 92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

1/31/2021 UndeterminedCriminal Victor Central School District61 Educational ServicesUndeterminedDisruptive External Denial of Service

1/31/2021 UndeterminedCriminal Houilles 92 Public AdministrationUndeterminedDisruptive External Denial of Service

1/31/2021 UndeterminedCriminal Raychat 81 Other Services (except Public Administration)UndeterminedDisruptive Data Attack

1/31/2021 UndeterminedCriminal Victor Central School District61 Educational ServicesUndeterminedDisruptive External Denial of Service,Data Attack

1/31/2021 Babuk Criminal Serco 54 Professional, Scientific, and Technical ServicesFinancial Disruptive Data Attack

1/31/2021 UndeterminedCriminal British Mensa 81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of Application Server

1/31/2021 Islamic Revolutionary Guard Corps (APT 35 Charming Kitten)Nation-StateUniversity of London School of Oriental and African Studies61 Educational ServicesPolitical-EspionageDisruptive Message Manipulation

1/30/2021 UndeterminedCriminal USCellular 51 InformationUndeterminedExploitive Exploitation of Application Server,Exploitation of End Hosts

1/30/2021 UndeterminedCriminal Undetermined 48 Transportation and WarehousingFinancial Exploitive Exploitation of End Hosts

1/30/2021 ALPHVM Criminal Moncler 44 Retail TradeFinancial Exploitive Exploitation of Application Server

1/29/2021 UndeterminedCriminal perl.com 51 InformationFinancial Mixed Exploitation of End Hosts,External Denial of Service

1/29/2021 UndeterminedCriminal Baldwin Wallace University61 Educational ServicesUndeterminedDisruptive External Denial of Service

1/29/2021 UndeterminedCriminal Miss England 71 Arts, Entertainment, and RecreationFinancial Disruptive Data Attack

1/29/2021 UndeterminedCriminal Bihar Police Subordinate Services Commission (BPSSC)92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

1/29/2021 UndeterminedCriminal UK Research and Innovation92 Public AdministrationFinancial Disruptive External Denial of Service,Data Attack

1/29/2021 UndeterminedCriminal Crisp Regional Health Services62 Health Care and Social AssistanceFinancial Disruptive Data Attack

1/29/2021 UndeterminedCriminal Premier Tech 11 Agriculture, Forestry, Fishing and HuntingUndeterminedDisruptive Data Attack

1/28/2021 UndeterminedCriminal La Clinica de la Raza62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of Application Server

1/28/2021 UndeterminedCriminal American Armed Forces Mutual Aid Association81 Other Services (except Public Administration)Financial Mixed Data Attack,Exploitation of Application Server

1/28/2021 Lebanese CedarTerrorist Hadara 51 InformationPolitical-EspionageExploitive Exploitation of Application Server

1/28/2021 Lebanese CedarTerrorist Etisalat 51 InformationPolitical-EspionageExploitive Exploitation of Application Server

1/28/2021 Lebanese CedarTerrorist Jordanian Universities Network L.L.C.51 InformationPolitical-EspionageExploitive Exploitation of Application Server

1/28/2021 Lebanese CedarTerrorist National Information Technology Center92 Public AdministrationPolitical-EspionageExploitive Exploitation of Application Server

1/28/2021 Lebanese CedarTerrorist Vtel Holdings Limited/Jordan Co.51 InformationPolitical-EspionageExploitive Exploitation of Application Server

1/28/2021 Lebanese CedarTerrorist Arabian Internet & Communications Services Co.ltd51 InformationPolitical-EspionageExploitive Exploitation of Application Server

1/28/2021 Lebanese CedarTerrorist Middle East Internet Company Limited51 InformationPolitical-EspionageExploitive Exploitation of Application Server

1/28/2021 Lebanese CedarTerrorist SaudiNet 51 InformationPolitical-EspionageExploitive Exploitation of Application Server

1/28/2021 Lebanese CedarTerrorist Mobily 51 InformationPolitical-EspionageExploitive Exploitation of Application Server

1/28/2021 Lebanese CedarTerrorist Vodafone Egypt 51 InformationPolitical-EspionageExploitive Exploitation of Application Server

1/28/2021 Lebanese CedarTerrorist TE Data 51 InformationPolitical-EspionageExploitive Exploitation of Application Server

1/28/2021 Lebanese CedarTerrorist Iomart Cloud Services Limited51 InformationPolitical-EspionageExploitive Exploitation of Application Server

1/28/2021 Lebanese CedarTerrorist Secured Servers LLC51 InformationPolitical-EspionageExploitive Exploitation of Application Server

1/28/2021 Lebanese CedarTerrorist Frontier Communications51 InformationPolitical-EspionageExploitive Exploitation of Application Server

1/28/2021 Lebanese CedarTerrorist Oklahoma Office of Management & Enterprise Service92 Public AdministrationPolitical-EspionageExploitive Exploitation of Application Server

1/27/2021 UndeterminedCriminal Palfinger Group 99 UndeterminedFinancial Disruptive External Denial of Service,Data Attack

1/27/2021 UndeterminedCriminal Municipality of Balne rio Cambori92 Public AdministrationFinancial Disruptive Data Attack

1/27/2021 UndeterminedCriminal UMass Memorial Health62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Hosts

1/26/2021 UndeterminedCriminal Peel District School Board61 Educational ServicesFinancial Disruptive Data Attack

1/25/2021 TA505 Criminal Washington's State Auditor office92 Public AdministrationFinancial Exploitive Exploitation of Application Server

1/25/2021 UndeterminedCriminal BigNox 51 InformationUndeterminedExploitive Exploitation of Network Infrastructure

1/25/2021 UndeterminedCriminal Driveline Retail Merch., Inc.54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server

1/25/2021 UndeterminedCriminal Dutch Municipal Health Service92 Public AdministrationFinancial Exploitive Exploitation of Application Server

1/25/2021 UndeterminedCriminal Welland Park Academy61 Educational ServicesUndeterminedDisruptive Data Attack

1/25/2021 UndeterminedCriminal Georgetown County92 Public AdministrationUndeterminedDisruptive Data Attack,Internal Denial of Service

1/24/2021 ShinyHuntersCriminal MeetMindful.com 51 InformationFinancial Exploitive Exploitation of Application Server

1/24/2021 UndeterminedCriminal Golden Entertainment71 Arts, Entertainment, and RecreationFinancial Mixed Data Attack,Exploitation of Application Server

1/23/2021 DeroHE Criminal IObit 54 Professional, Scientific, and Technical ServicesFinancial Disruptive Message Manipulation

1/23/2021 FIN11 Criminal Kroger 44 Retail TradeFinancial Exploitive Exploitation of Application Server

1/23/2021 SVR (COZYBEAR)Nation-StateMalwarebytes 54 Professional, Scientific, and Technical ServicesPolitical-EspionageExploitive Exploitation of Application Server

1/23/2021 UndeterminedCriminal SonicWall 54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server

1/23/2021 UndeterminedCriminal WestRock 99 UndeterminedFinancial Disruptive Data Attack

1/22/2021 ShinyHuntersCriminal Bonobos 44 Retail TradeFinancial Exploitive Exploitation of Application Server

1/22/2021 UndeterminedCriminal Tennessee Wesleyan University61 Educational ServicesFinancial Disruptive Data Attack

1/21/2021 UndeterminedCriminal Noblr Reciprocal Exchange52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server



1/21/2021 UndeterminedCriminal Geico 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

1/21/2021 ShinyHuntersCriminal BuyUcoin 52 Finance and InsuranceUndeterminedExploitive Exploitation of Application Server

1/21/2021 UndeterminedCriminal Vienne 92 Public AdministrationFinancial Disruptive External Denial of Service,Data Attack

1/21/2021 UndeterminedCriminal Waste Management Resources22 Utilities Financial Exploitive Exploitation of Application Servers

1/20/2021 Water RocCriminal Colliers International Group53 Real Estate and Rental and LeasingFinancial Mixed Data Attack,Exploitation of Application Server

1/20/2021 UndeterminedCriminal Walmart 44 Retail TradeFinancial Exploitive Exploitation of Application Server

1/20/2021 FIN11 Criminal Goodwin Procter 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

1/20/2021 ShinyHuntersCriminal Pixlr 54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server

1/20/2021 UndeterminedCriminal Butler County Sheriff's Office92 Public AdministrationUndeterminedDisruptive Data Attack

1/20/2021 UndeterminedCriminal Ucar 53 Real Estate and Rental and LeasingFinancial Disruptive Data Attack

1/20/2021 UndeterminedCriminal Griggsville-Perry School District61 Educational ServicesFinancial Mixed Data Attack,Exploitation of Application Server

1/19/2021 ALTDOS Criminal Beximco 55 Management of Companies and EnterprisesFinancial Exploitive Exploitation of Application Server

1/19/2021 Mount LockerCriminal Amey PLC 23 ConstructionFinancial Mixed Data Attack,Exploitation of Application Server

1/19/2021 UndeterminedCriminal Basic High School61 Educational ServicesUndeterminedDisruptive Message Manipulation

1/19/2021 UndeterminedCriminal Diamond Foods 31 ManufacturingUndeterminedExploitive Exploitation of End Hosts,Exploitation of Application Servers

1/18/2021 UndeterminedCriminal Netcom Kassel Gesellschaft fÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¢ÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Â¢'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¬ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â '''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¼r Telekommunikation mbH51 InformationUndeterminedMixed Data Attack,Exploitation of Application Server

1/18/2021 UndeterminedCriminal Capital Economics54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

1/18/2021 UndeterminedCriminal Capital Economics54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server

1/18/2021 UndeterminedCriminal Okanogan County92 Public AdministrationUndeterminedDisruptive External Denial of Service,Data Attack

1/18/2021 UndeterminedCriminal Midland University61 Educational ServicesFinancial Mixed Data Attack,Exploitation of Application Server

1/17/2021 UndeterminedCriminal Wentworth Club 71 Arts, Entertainment, and RecreationUndeterminedExploitive Exploitation of Application Server

1/17/2021 UndeterminedCriminal CHwapi hospital 61 Educational ServicesUndeterminedDisruptive Data Attack

1/16/2021 UndeterminedCriminal Hospital of Aftercare in HoraÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â '''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¢ÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Â¢'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¬ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¦ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¾?ovice62 Health Care and Social AssistanceFinancial Disruptive Data Attack

1/16/2021 UndeterminedCriminal OpenWRT 51 InformationUndeterminedExploitive Exploitation of Application Server

1/16/2021 UndeterminedCriminal City of Montmagne92 Public AdministrationFinancial Disruptive External Denial of Service,Data Attack

1/16/2021 UndeterminedCriminal Dotty's 71 Arts, Entertainment, and RecreationFinancial Exploitive Exploitation of Application Servers

1/16/2021 UndeterminedCriminal Nevada Restaurant Services72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Application Server

1/16/2021 UndeterminedCriminal Injured Workers Pharmacy62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Hosts

1/15/2021 UndeterminedCriminal Taiwan Mobile 51 InformationUndeterminedExploitive Exploitation of End Hosts

1/15/2021 UndeterminedCriminal Oxfam Australia 81 Other Services (except Public Administration)Financial Exploitive Exploitation of Application Server

1/15/2021 UndeterminedCriminal Ronald McDonald House Charities81 Other Services (except Public Administration)Financial Exploitive Exploitation of Application Server

1/15/2021 UndeterminedCriminal The Temple synagogue81 Other Services (except Public Administration)Sabotage Disruptive External Denial of Service

1/15/2021 UndeterminedCriminal City of Angers 92 Public AdministrationFinancial Disruptive Data Attack

1/15/2021 UndeterminedCriminal Virgin Mobile Polska51 InformationUndeterminedExploitive Exploitation of Application Server

1/15/2021 UndeterminedCriminal Australian Securities and Investment Commission92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

1/15/2021 UndeterminedCriminal Avenue 360 Health and Wellness62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Hosts

1/14/2021 UndeterminedCriminal Bricker & Eckler LLP54 Professional, Scientific, and Technical ServicesFinancial Disruptive Data Attack

1/14/2021 REvil Criminal Dairy Farm 44 Retail TradeFinancial Mixed Data Attack,Exploitation of Application Server

1/14/2021 UndeterminedCriminal National Detergent Company31 ManufacturingUndeterminedDisruptive Data Attack

1/13/2021 UndeterminedCriminal DailyQuiz 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

1/13/2021 UndeterminedCriminal County Meath School61 Educational ServicesUndeterminedDisruptive Message Manipulation

1/12/2021 UndeterminedCriminal Symatrix 54 Professional, Scientific, and Technical ServicesFinancial Disruptive Data Attack

1/12/2021 UndeterminedCriminal Eneco 22 Utilities UndeterminedExploitive Exploitation of Application Server

1/12/2021 TA505 Criminal Reserve Bank of New Zealand92 Public AdministrationFinancial Exploitive Exploitation of Application Server

1/12/2021 SVR (COZYBEAR)Nation-StateMimecast 54 Professional, Scientific, and Technical ServicesPolitical-EspionageExploitive Exploitation of Network Infrastructure

1/12/2021 UndeterminedCriminal Ultrapar 42 Wholesale TradeFinancial Disruptive Data Attack

1/12/2021 UndeterminedCriminal Battelle for Kids 54 Professional, Scientific, and Technical ServicesFinancial Disruptive Data Attack

1/12/2021 Lorenz Criminal Windemuller 23 ConstructionFinancial Mixed Data Attack

1/12/2021 UndeterminedCriminal Institute of Bankers61 Educational ServicesFinancial Mixed Data Attack

1/11/2021 State Department employeeUndeterminedUS Department of State92 Public AdministrationProtest Disruptive Message Manipulation

1/11/2021 UndeterminedCriminal Ubiquiti 51 InformationFinancial Exploitive Exploitation of Application Server

1/11/2021 Egregor Criminal Delta Dental Plans Association62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

1/11/2021 Egregor Criminal Unconfirmed Australian dental surgery practice62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

1/11/2021 UndeterminedCriminal Esha Deol 81 Other Services (except Public Administration)UndeterminedDisruptive Message Manipulation

1/11/2021 ALTDOS Criminal 3BB 51 InformationFinancial Exploitive Exploitation of Application Server



1/10/2021 UndeterminedCriminal AKVA 99 UndeterminedFinancial Disruptive Data Attack

1/10/2021 UndeterminedCriminal Clearfield County 92 Public AdministrationUndeterminedDisruptive Data Attack

1/10/2021 UndeterminedCriminal Behavioral Health Partners of Metrowest (BHPMW)62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

1/10/2021 Lorenz Criminal Multifeeder 31 ManufacturingFinancial Mixed Data Attack

1/9/2021 UndeterminedCriminal Communauto 48 Transportation and WarehousingUndeterminedDisruptive Data Attack

1/9/2021 Crash OverrideHacktivist Parler 51 InformationUndeterminedExploitive Exploitation of Application Server

1/8/2021 REvil Criminal Preferred Home Care of New York62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

1/8/2021 SVR (COZYBEAR)Nation-StateAdministrative Office of the U.S. Courts92 Public AdministrationPolitical-EspionageExploitive Exploitation of Application Server

1/8/2021 UndeterminedCriminal University of Kentucky61 Educational ServicesFinancial Exploitive Exploitation of Application Servers

1/7/2021 TA505 Criminal Arizona Complete Health62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

1/7/2021 UndeterminedCriminal Trust Krediet Beheer BV52 Finance and InsuranceUndeterminedDisruptive Data Attack

1/7/2021 UndeterminedCriminal Ben-Gurion University61 Educational ServicesUndeterminedDisruptive Data Attack

1/7/2021 UndeterminedCriminal Ambulance Tasmania62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of Application Server

1/7/2021 ALTDOS Criminal Mono Next Public Company Limited51 InformationFinancial Exploitive Exploitation of Application Server

1/6/2021 UndeterminedCriminal Colorado Retina Associates62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of Application Server

1/6/2021 UndeterminedCriminal Upper Grand District School Board61 Educational ServicesUndeterminedDisruptive Message Manipulation

1/6/2021 Stephen GodlettCriminal LaRue County High School students81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of End Hosts

1/5/2021 UndeterminedCriminal Mendelson Kornblum Orthopedic and Spine Specialists62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of Application Server

1/5/2021 UndeterminedCriminal Exclusive Networks54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server

1/5/2021 UndeterminedCriminal Mexico-based Banamex credit cardholders52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

1/5/2021 UndeterminedCriminal Mexico-based Santander credit cardholders52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

1/5/2021 UndeterminedCriminal Mexico-based American Express credit cardholders52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

1/5/2021 UndeterminedCriminal Diponegoro University61 Educational ServicesUndeterminedExploitive Exploitation of Application Server

1/4/2021 UndeterminedCriminal Saint Agnes Medical Center62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

1/4/2021 UndeterminedCriminal DriveSure 56 Administrative and Support and Waste Management and Remediation ServicesFinancial Exploitive Exploitation of Application Server

1/4/2021 UndeterminedCriminal South African Social Security Agency92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

1/1/2021 TA505 Criminal Durham Region (durham.ca)92 Public AdministrationFinancial Mixed Data Attack,Exploitation of Application Server

1/1/2021 TA505 Criminal California Health & Wellness62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

1/1/2021 TA505 Criminal Trinity Health 62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

1/1/2021 UndeterminedCriminal Woodcreek Provider Services62 Health Care and Social AssistanceFinancial Disruptive Data Attack

1/1/2021 UndeterminedCriminal Saint Alphonsus 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

1/1/2021 UndeterminedCriminal OneDigital 52 Finance and InsuranceFinancial Mixed Data Attack,Exploitation of Application Server

1/1/2021 UndeterminedCriminal News Corp 51 InformationPolitical-EspionageExploitive Exploitation of Application Server

12/31/2020 UndeterminedCriminal City of Fresno 92 Public AdministrationFinancial Exploitive Exploitation of End Hosts

12/31/2020 UndeterminedCriminal Prestera Center for Mental Health Services62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of Application Server

12/31/2020 UndeterminedCriminal Multinational engineering company headquartered in Pune54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

12/31/2020 UndeterminedCriminal IndiGo 48 Transportation and WarehousingUndeterminedExploitive Exploitation of Application Server

12/31/2020 UndeterminedCriminal Singlesnet.com 81 Other Services (except Public Administration)Financial Exploitive Exploitation of Application Server

12/31/2020 UndeterminedCriminal ModaOperandi.com44 Retail TradeFinancial Exploitive Exploitation of Application Server

12/31/2020 UndeterminedCriminal Pizap.com 51 InformationFinancial Exploitive Exploitation of Application Server

12/31/2020 UndeterminedCriminal Fotolog.com 81 Other Services (except Public Administration)Financial Exploitive Exploitation of Application Server

12/31/2020 UndeterminedCriminal Reverbnation.com71 Arts, Entertainment, and RecreationFinancial Exploitive Exploitation of Application Server

12/31/2020 UndeterminedCriminal Netlog.com (Twoo.com)51 InformationFinancial Exploitive Exploitation of Application Server

12/31/2020 UndeterminedCriminal Accuradio.com 51 InformationFinancial Exploitive Exploitation of Application Server

12/31/2020 UndeterminedCriminal Hybris.com (SAP.com)54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

12/31/2020 UndeterminedCriminal Knockcrm.com 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

12/31/2020 UndeterminedCriminal Juspay.in 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

12/31/2020 UndeterminedCriminal ClickIndia.com 51 InformationFinancial Exploitive Exploitation of Application Server

12/31/2020 UndeterminedCriminal Sitepoint.com 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

12/31/2020 UndeterminedCriminal Wahoofitness.com71 Arts, Entertainment, and RecreationFinancial Exploitive Exploitation of Application Server

12/31/2020 UndeterminedCriminal Eventials.com 51 InformationFinancial Exploitive Exploitation of Application Server

12/31/2020 UndeterminedCriminal Anyvan.com 48 Transportation and WarehousingFinancial Exploitive Exploitation of Application Server

12/31/2020 UndeterminedCriminal Chqbook.com 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

12/31/2020 UndeterminedCriminal MyON.com 51 InformationFinancial Exploitive Exploitation of Application Server

12/31/2020 UndeterminedCriminal Teespring.com 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server



12/31/2020 TicketmasterUndeterminedCrowdSurge 71 Arts, Entertainment, and RecreationIndustrial-EspionageExploitive Exploitation of End Hosts

12/31/2020 UndeterminedCriminal Ho Mobile 51 InformationFinancial Exploitive Exploitation of Application Server

12/30/2020 UndeterminedCriminal Lithuanian National Center for Public Health92 Public AdministrationUndeterminedMixed Exploitation of Application Server,Exploitation of End Hosts,Internal Denial of Service

12/30/2020 Spiderz UndeterminedAl-Qard Al-Hassan52 Finance and InsuranceUndeterminedExploitive Exploitation of Application Server

12/30/2020 Ministry of State Security's (MSS) (APT31)Nation-StateFinnish Parliament92 Public AdministrationPolitical-EspionageExploitive Exploitation of Application Server

12/30/2020 UndeterminedCriminal T-Mobile 51 InformationUndeterminedExploitive Exploitation of Application Server

12/29/2020 UndeterminedCriminal Beech Acres Parenting Center81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of End Hosts

12/29/2020 UndeterminedCriminal General Medical Laboratory (AML)62 Health Care and Social AssistanceFinancial Disruptive Data Attack

12/28/2020 Water RocCriminal Whirlpool 42 Wholesale TradeFinancial Mixed Data Attack,Exploitation of Application Server

12/28/2020 UndeterminedCriminal PeakTPA 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack,Exploitation of Application Server

12/28/2020 UndeterminedCriminal Voyager 52 Finance and InsuranceUndeterminedExploitive Exploitation of Data in Transit

12/28/2020 UndeterminedCriminal Vietnam Government Certification Authority92 Public AdministrationUndeterminedExploitive Exploitation of Network Infrastructure

12/28/2020 UndeterminedCriminal Kawasaki Heavy Industries31 ManufacturingUndeterminedExploitive Exploitation of Application Server

12/28/2020 UndeterminedCriminal AIDA Cruises 48 Transportation and WarehousingFinancial Mixed Exploitation of Application Server,External Denial of Service,Data Attack,Internal Denial of Service

12/28/2020 UndeterminedCriminal La Rochelle 92 Public AdministrationUndeterminedDisruptive External Denial of Service,Data Attack

12/27/2020 UndeterminedCriminal Snaitech 71 Arts, Entertainment, and RecreationFinancial Disruptive External Denial of Service,Data Attack

12/27/2020 UndeterminedCriminal Grand Annecy 92 Public AdministrationFinancial Disruptive External Denial of Service,Data Attack

12/26/2020 UndeterminedCriminal Cornelia, GA 92 Public AdministrationFinancial Disruptive External Denial of Service,Data Attack

12/25/2020 FIN11 Criminal Singtel 51 InformationFinancial Exploitive Exploitation of Application Server

12/25/2020 FIN11 Criminal QIMR Berghofer 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

12/25/2020 FIN11 Criminal Office of the Washington State Auditor92 Public AdministrationFinancial Exploitive Exploitation of Application Server

12/25/2020 FIN11 Criminal Jones Day 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

12/25/2020 UndeterminedCriminal Aurora Cannabis 11 Agriculture, Forestry, Fishing and HuntingUndeterminedExploitive Exploitation of Application Server

12/25/2020 Pay2Key UndeterminedPortnox 54 Professional, Scientific, and Technical ServicesUndeterminedMixed Data Attack,Exploitation of Application Server

12/25/2020 UndeterminedCriminal Now:Pensions 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

12/25/2020 UndeterminedCriminal Practice First Medical Management Solutions54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack,Exploitation of Application Server

12/24/2020 Avaddon Criminal Finalyse 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack,Exploitation of Application Server

12/24/2020 WIZARD SPIDERCriminal OmniTRAX 48 Transportation and WarehousingFinancial Mixed Data Attack,Exploitation of Application Server

12/24/2020 SVR (COZYBEAR)Nation-StateUS Department of Justice92 Public AdministrationPolitical-EspionageExploitive Exploitation of Application Server

12/24/2020 UndeterminedCriminal Citrix 51 InformationUndeterminedDisruptive External Denial of Service

12/24/2020 REvil Criminal The Hospital Group62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

12/24/2020 WIZARD SPIDERCriminal Sangoma Technologies51 InformationFinancial Mixed Data Attack,Exploitation of Application Server

12/24/2020 UndeterminedCriminal BitGrail 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

12/24/2020 UndeterminedCriminal Innovaphone 99 UndeterminedUndeterminedDisruptive Message Manipulation

12/24/2020 REvil Criminal Transform Hospital Group62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

12/24/2020 UndeterminedCriminal Freedom Finance 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

12/24/2020 WIZARD SPIDERCriminal Scottish Environment Protection Agency92 Public AdministrationUndeterminedMixed Exploitation of Application Server,External Denial of Service,Data Attack,Internal Denial of Service

12/23/2020 WIZARD SPIDERCriminal Gastroenterology Consultants Ltd62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

12/23/2020 UndeterminedCriminal Innovative Solution for Healthcare62 Health Care and Social AssistanceUndeterminedDisruptive Data Attack

12/23/2020 UndeterminedCriminal Livecoin 52 Finance and InsuranceFinancial Mixed Data Attack,Exploitation of Application Server

12/23/2020 UndeterminedCriminal Proliance Surgeons, Inc.62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Hosts

12/22/2020 UndeterminedCriminal TaskRabbit 56 Administrative and Support and Waste Management and Remediation ServicesUndeterminedExploitive Exploitation of Application Server

12/22/2020 Anka Neferler TimiHacktivist European Court of Human Rights92 Public AdministrationProtest Disruptive External Denial of Service

12/22/2020 UndeterminedCriminal Koei Tecmo Europe Limited (KTE)71 Arts, Entertainment, and RecreationUndeterminedExploitive Exploitation of Application Server

12/22/2020 WIZARD SPIDERCriminal Leon Medical Centers62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

12/21/2020 Pay2Key UndeterminedELTA Systems Limited54 Professional, Scientific, and Technical ServicesSabotage Exploitive Exploitation of Application Server

12/21/2020 UndeterminedCriminal SolarWinds 54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Network Infrastructure

12/21/2020 UndeterminedCriminal NetGalley 51 InformationUndeterminedMixed Exploitation of Application Server,Message Manipulation

12/21/2020 SVR (COZYBEAR)Nation-StateVMware 51 InformationPolitical-EspionageExploitive Exploitation of Application Server

12/21/2020 UndeterminedCriminal Exmo 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

12/21/2020 UndeterminedCriminal City of Ellensburg 92 Public AdministrationFinancial Disruptive External Denial of Service,Data Attack

12/21/2020 UndeterminedCriminal Center Hospitalier Albertville-MoÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â '"tiers (CHAM)62 Health Care and Social AssistanceFinancial Disruptive Data Attack

12/21/2020 UndeterminedCriminal DuBreton Meats 42 Wholesale TradeUndeterminedDisruptive Data Attack,Internal Denial of Service

12/20/2020 Pay2Key UndeterminedIsrael Aerospace Industries31 ManufacturingUndeterminedMixed Data Attack,Exploitation of Application Server

12/20/2020 United Arab EmiratesNation-StateRania Dridi 81 Other Services (except Public Administration)Political-EspionageExploitive Exploitation of End Hosts



12/20/2020 Lorenz Criminal Commport Communications51 InformationFinancial Mixed Data Attack

12/19/2020 SVR (COZYBEAR)Nation-StateFlorida Agency for Healthcare Administration62 Health Care and Social AssistancePolitical-EspionageExploitive Exploitation of Application Server

12/19/2020 Zeppelin Criminal Brendon GyermekruhKft44 Retail TradeFinancial Mixed Data Attack,Exploitation of Application Server

12/18/2020 UndeterminedCriminal City of Paderborn 61 Educational ServicesUndeterminedDisruptive External Denial of Service,Internal Denial of Service

12/18/2020 SVR (COZYBEAR)Nation-StateNational Nuclear Security Administration92 Public AdministrationPolitical-EspionageExploitive Exploitation of Application Server

12/18/2020 SVR (COZYBEAR)Nation-StateUS Department of Energy92 Public AdministrationPolitical-EspionageExploitive Exploitation of Application Server

12/18/2020 UndeterminedCriminal Koei Tecmo 51 InformationFinancial Exploitive Exploitation of Application Server

12/18/2020 UndeterminedCriminal Kraeber & Co 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server,Exploitation of End Hosts

12/18/2020 Brian Noe UndeterminedSmart Mortgage 52 Finance and InsuranceUndeterminedExploitive Exploitation of Application Server

12/18/2020 UndeterminedCriminal City of Avreux 92 Public AdministrationUndeterminedDisruptive External Denial of Service,Data Attack

12/17/2020 SVR (COZYBEAR)Nation-StateVirginia State Corporation Commission92 Public AdministrationPolitical-EspionageExploitive Exploitation of Application Server

12/17/2020 SVR (COZYBEAR)Nation-StateCisco 51 InformationPolitical-EspionageExploitive Exploitation of Application Server,Exploitation of End Hosts

12/17/2020 SVR (COZYBEAR)Nation-StateCity of Austin 92 Public AdministrationPolitical-EspionageExploitive Exploitation of Application Server

12/17/2020 SVR (COZYBEAR)Nation-StateUS Department of State92 Public AdministrationPolitical-EspionageExploitive Exploitation of Application Server

12/17/2020 SVR (COZYBEAR)Nation-StateUS Department of Homeland Security92 Public AdministrationPolitical-EspionageExploitive Exploitation of Application Server

12/17/2020 SVR (COZYBEAR)Nation-StateCybersecurity and Infrastructure Agency92 Public AdministrationPolitical-EspionageExploitive Exploitation of Application Server

12/17/2020 SVR (COZYBEAR)Nation-StateUS Department of Health's National Institutes of Health92 Public AdministrationPolitical-EspionageExploitive Exploitation of Application Server

12/17/2020 SVR (COZYBEAR)Nation-StateUS Department of Commerce's National Telecommunications and Information Administration92 Public AdministrationPolitical-EspionageExploitive Exploitation of Application Server

12/17/2020 SVR (COZYBEAR)Nation-StateMicrosoft 51 InformationPolitical-EspionageExploitive Exploitation of Network Infrastructure

12/16/2020 UndeterminedCriminal Total Health Care 62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of End Hosts

12/16/2020 UndeterminedCriminal Jefferson County Property Valuation Administrator's office92 Public AdministrationFinancial Disruptive Data Attack

12/16/2020 UndeterminedCriminal People's Energy 22 Utilities Financial Exploitive Exploitation of Application Server

12/16/2020 WIZARD SPIDERCriminal Taylor Made Diagnostics62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

12/16/2020 UndeterminedCriminal Fareva Group 99 UndeterminedUndeterminedDisruptive Data Attack

12/15/2020 UndeterminedCriminal Elara Caring 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

12/15/2020 TA505 Criminal The7Stars 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack,Exploitation of Application Server

12/15/2020 UndeterminedCriminal City of Independence92 Public AdministrationFinancial Disruptive Data Attack

12/15/2020 INDRIK SPIDERCriminal Forward Air 48 Transportation and WarehousingFinancial Mixed Data Attack,Exploitation of Application Server

12/15/2020 UndeterminedCriminal Huber & Suhner 54 Professional, Scientific, and Technical ServicesUndeterminedDisruptive Data Attack

12/15/2020 WIZARD SPIDERCriminal Wildan Group 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Servers

12/14/2020 RansomEXXCriminal Inchcape 44 Retail TradeFinancial Mixed Data Attack,Exploitation of Application Server

12/14/2020 RansomEXXCriminal Inchcape Australia44 Retail TradeFinancial Mixed Data Attack,Exploitation of Application Server

12/14/2020 UndeterminedCriminal Woodland Trust 81 Other Services (except Public Administration)UndeterminedDisruptive External Denial of Service

12/14/2020 TA505 Criminal Symrise 99 UndeterminedFinancial Mixed Data Attack,Exploitation of Application Server

12/14/2020 UndeterminedCriminal Hurtigruten 48 Transportation and WarehousingUndeterminedDisruptive External Denial of Service,Data Attack

12/14/2020 UndeterminedCriminal North Shore Hebrew Academy61 Educational ServicesUndeterminedDisruptive Message Manipulation

12/14/2020 INDRIK SPIDERCriminal Apex Laboratory, Inc.62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

12/14/2020 UndeterminedCriminal South Amherst Middle School61 Educational ServicesUndeterminedDisruptive Message Manipulation

12/14/2020 WIZARD SPIDERCriminal Weslaco Independent School District61 Educational ServicesFinancial Mixed Data Attack,Exploitation of Application Server

12/13/2020 SVR (COZYBEAR)Nation-StateUS Department of the Treasury92 Public AdministrationPolitical-EspionageExploitive Exploitation of Application Server

12/13/2020 SVR (COZYBEAR)Nation-StateSolarWinds 54 Professional, Scientific, and Technical ServicesPolitical-EspionageExploitive Exploitation of Network Infrastructure

12/13/2020 UndeterminedCriminal Chinese Communist Party92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

12/13/2020 Pay2Key UndeterminedHabana Labs 54 Professional, Scientific, and Technical ServicesUndeterminedMixed Data Attack,Exploitation of Application Server

12/13/2020 Pay2Key UndeterminedAmital Software 54 Professional, Scientific, and Technical ServicesUndeterminedMixed Data Attack,Exploitation of Application Server

12/12/2020 NetWalkerCriminal Nygard 44 Retail TradeFinancial Mixed Data Attack,Exploitation of Application Server

12/12/2020 NetWalkerCriminal Staircase Financial Management52 Finance and InsuranceFinancial Mixed Data Attack,Exploitation of Application Server

12/12/2020 UndeterminedCriminal Roanoke College 61 Educational ServicesUndeterminedDisruptive Data Attack

12/12/2020 UndeterminedCriminal Ambulance service in Wroc?aw62 Health Care and Social AssistanceUndeterminedDisruptive Data Attack

12/12/2020 INDRIK SPIDERCriminal Promutuel Assurance52 Finance and InsuranceFinancial Mixed Exploitation of Application Server,External Denial of Service,Data Attack

12/11/2020 UndeterminedCriminal Subway 72 Accommodation and Food ServicesFinancial Mixed Exploitation of Application Server,Internal Denial of Service

12/11/2020 Ragnar LockerCriminal Dassault Falcon Jet31 ManufacturingFinancial Mixed Data Attack,Exploitation of Application Server

12/11/2020 UndeterminedCriminal Socorro Independent School District61 Educational ServicesFinancial Disruptive Data Attack

12/11/2020 UndeterminedCriminal Fax Express 44 Retail TradeFinancial Exploitive Exploitation of Application Server

12/11/2020 UndeterminedCriminal Amg Energia 22 Utilities UndeterminedDisruptive Data Attack

12/11/2020 UndeterminedCriminal City of Pantin 92 Public AdministrationUndeterminedDisruptive Data Attack



12/11/2020 Ryan S. Hernandez AKA Ryan West AKA RyanRocksCriminal Nintendo 51 InformationUndeterminedExploitive Exploitation of Application Server

12/10/2020 UndeterminedCriminal Air France-KLM 48 Transportation and WarehousingUndeterminedExploitive Exploitation of Application Server

12/10/2020 UndeterminedCriminal Air France-KLM 48 Transportation and WarehousingUndeterminedExploitive Exploitation of Application Server

12/10/2020 UndeterminedCriminal Embassy of China in the US92 Public AdministrationUndeterminedDisruptive Message Manipulation

12/10/2020 UndeterminedCriminal Able Software 51 InformationPolitical-EspionageExploitive Exploitation of Network Infrastructure

12/10/2020 UndeterminedCriminal Bansley and Kiener LLP54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack,Exploitation of Application Server

12/9/2020 UndeterminedCriminal European Medicines Agency92 Public AdministrationSabotage Mixed Exploitation of Application Server,Message Manipulation

12/9/2020 UndeterminedCriminal Florida Healthy Kids Corporation62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

12/9/2020 UndeterminedCriminal Ludlow Town Hall 92 Public AdministrationFinancial Mixed Data Attack,Exploitation of Application Server

12/9/2020 SidewinderNation-StatePresidential Palace in Afghanistan92 Public AdministrationPolitical-EspionageExploitive Exploitation of End Hosts

12/9/2020 SidewinderNation-StateSri Lankan Ministry of Defense92 Public AdministrationPolitical-EspionageExploitive Exploitation of End Hosts

12/9/2020 SidewinderNation-StateAfghanistan National Security Council92 Public AdministrationPolitical-EspionageExploitive Exploitation of End Hosts

12/9/2020 SidewinderNation-StateNepali Army 92 Public AdministrationPolitical-EspionageExploitive Exploitation of End Hosts

12/9/2020 SidewinderNation-StateNepali Ministry of Foreign Affairs92 Public AdministrationPolitical-EspionageExploitive Exploitation of End Hosts

12/9/2020 SidewinderNation-StateNepali Ministry of Defense92 Public AdministrationPolitical-EspionageExploitive Exploitation of End Hosts

12/9/2020 UndeterminedCriminal Lithuania 92 Public AdministrationSabotage Disruptive Message Manipulation,Internal Denial of Service

12/8/2020 SVR (COZYBEAR)Nation-StateFireEye 54 Professional, Scientific, and Technical ServicesPolitical-EspionageExploitive Exploitation of Application Server

12/8/2020 WIZARD SPIDERCriminal TSYS 52 Finance and InsuranceFinancial Mixed Data Attack,Exploitation of Application Server

12/8/2020 UndeterminedCriminal City of Marieville 92 Public AdministrationUndeterminedDisruptive External Denial of Service,Data Attack

12/8/2020 Avaddon Criminal Dade City, FL 92 Public AdministrationFinancial Mixed Data Attack,Exploitation of Application Server

12/8/2020 UndeterminedCriminal 7 million debit and credit cardholders in India81 Other Services (except Public Administration)Financial Exploitive Exploitation of Application Server

12/7/2020 UndeterminedCriminal Nevada Health Centers62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Hosts

12/7/2020 UndeterminedCriminal Australia Post 51 InformationUndeterminedDisruptive Message Manipulation

12/7/2020 UndeterminedCriminal OC Transpo My Alerts48 Transportation and WarehousingUndeterminedExploitive Exploitation of Application Server

12/7/2020 Gionee Criminal Mobile users in China81 Other Services (except Public Administration)Financial Disruptive Internal Denial of Service

12/7/2020 Egregor Criminal Nutrasource 62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

12/6/2020 Richard EdmundsCriminal Students at a Cardiff high school81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of Application Server,Exploitation of End Hosts

12/6/2020 UndeterminedCriminal GBMC HealthCare62 Health Care and Social AssistanceFinancial Disruptive External Denial of Service,Data Attack

12/6/2020 REvil Criminal RMD Kwikform 23 ConstructionUndeterminedMixed Data Attack,Exploitation of Application Server

12/6/2020 UndeterminedCriminal Hoff van Twente 92 Public AdministrationUndeterminedDisruptive Data Attack

12/6/2020 UndeterminedCriminal Braunau am Inn 92 Public AdministrationUndeterminedDisruptive Data Attack

12/6/2020 UndeterminedCriminal Greater Baltimore Medical Center62 Health Care and Social AssistanceFinancial Mixed Exploitation of Application Server,External Denial of Service,Data Attack

12/6/2020 UndeterminedCriminal Texarkana Water Utility22 Utilities UndeterminedDisruptive Data Attack

12/6/2020 UndeterminedCriminal Miller County 92 Public AdministrationUndeterminedDisruptive Data Attack

12/6/2020 UndeterminedCriminal Bowie County 92 Public AdministrationUndeterminedDisruptive Data Attack

12/5/2020 UndeterminedCriminal Kopter 99 UndeterminedFinancial Mixed Data Attack,Exploitation of Application Server

12/5/2020 UndeterminedCriminal Leonardo S.p.A. 99 UndeterminedUndeterminedExploitive Exploitation of End Hosts

12/5/2020 UndeterminedCriminal Philabundance 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

12/5/2020 UndeterminedCriminal PickPoint 99 UndeterminedUndeterminedDisruptive Physical Attack

12/4/2020 UndeterminedCriminal Radio Azzurra 51 InformationFinancial Disruptive Data Attack

12/4/2020 Egregor Criminal Randstad 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack,Exploitation of Application Server

12/4/2020 UndeterminedCriminal Austrian Ministry of Health92 Public AdministrationUndeterminedDisruptive External Denial of Service

12/4/2020 UndeterminedCriminal La Capitale Insurance52 Finance and InsuranceUndeterminedDisruptive External Denial of Service,Data Attack

12/4/2020 UndeterminedCriminal SSQ Insurance 52 Finance and InsuranceUndeterminedDisruptive External Denial of Service,Data Attack

12/4/2020 UndeterminedCriminal University of Memphis61 Educational ServicesUndeterminedExploitive Exploitation of Application Server

12/4/2020 ALTDOS Criminal CGSEC 52 Finance and InsuranceFinancial Mixed Data Attack,Exploitation of Application Server

12/4/2020 UndeterminedCriminal Ubiqus Group 54 Professional, Scientific, and Technical ServicesFinancial Disruptive Data Attack

12/3/2020 UndeterminedCriminal Eurolls 99 UndeterminedUndeterminedMixed Exploitation of Application Server,Internal Denial of Service

12/3/2020 Egregor Criminal Kmart 44 Retail TradeFinancial Disruptive External Denial of Service,Data Attack

12/3/2020 UndeterminedCriminal European Commission's Directorate-General for Taxation and Customs Union92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

12/3/2020 UndeterminedCriminal Maxim Healthcare62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Hosts

12/2/2020 UndeterminedCriminal OGUSERS 81 Other Services (except Public Administration)Financial Mixed Exploitation of Application Server,Message Manipulation

12/2/2020 WIZARD SPIDERCriminal Intersport 42 Wholesale TradeFinancial Mixed Data Attack,Exploitation of Application Server

12/2/2020 UndeterminedCriminal Estonian Ministry of Social Affairs92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

12/2/2020 UndeterminedCriminal Estonian Ministry of Foreign Affairs92 Public AdministrationUndeterminedExploitive Exploitation of Application Server



12/2/2020 UndeterminedCriminal Estonian Ministry of Economic Affairs and Communications92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

12/2/2020 UndeterminedCriminal Dedalus 51 InformationFinancial Disruptive Data Attack

12/2/2020 Daniel Hobbyist Spotify 51 InformationUndeterminedDisruptive Message Manipulation

12/2/2020 UndeterminedCriminal University of California San Diego Health62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Hosts

12/1/2020 Lorenz Criminal Commport Communications51 InformationFinancial Mixed Data Attack,Exploitation of Application Server

12/1/2020 UndeterminedCriminal U.S. Agency for Global Media (USAGM)92 Public AdministrationUndeterminedDisruptive Exploitation of End Hosts

12/1/2020 UndeterminedCriminal University of Pittsburgh Medical Center62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

12/1/2020 UndeterminedCriminal MyFreeCams.com71 Arts, Entertainment, and RecreationFinancial Exploitive Exploitation of Application Server

12/1/2020 WIZARD SPIDERCriminal Warren-Washington-Albany ARC62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

12/1/2020 Egregor Criminal TransLink 92 Public AdministrationFinancial Mixed Exploitation of Application Server,Message Manipulation,External Denial of Service,Data Attack

11/30/2020 RansomEXXCriminal Embraer 99 UndeterminedFinancial Mixed Data Attack,Exploitation of Application Server

11/30/2020 UndeterminedCriminal Huntsville City Schools district61 Educational ServicesFinancial Disruptive Data Attack

11/30/2020 WIZARD SPIDERCriminal K12 Inc. 61 Educational ServicesFinancial Mixed Data Attack,Exploitation of Application Server

11/30/2020 BlackShadowCriminal Shirbit 52 Finance and InsuranceFinancial Mixed Data Attack,Exploitation of Application Server

11/29/2020 Pysa Criminal Nama Khoi Municipality92 Public AdministrationFinancial Mixed Data Attack,Undetermined

11/29/2020 INDRIK SPIDERCriminal Foxconn 31 ManufacturingFinancial Mixed Data Attack,Exploitation of Application Server

11/29/2020 INDRIK SPIDERCriminal Delaware County, PA92 Public AdministrationFinancial Disruptive Data Attack

11/29/2020 Pysa Criminal Overlake Obstetricians & Gynecologists62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

11/28/2020 UndeterminedCriminal Stuller, Inc. 42 Wholesale TradeUndeterminedDisruptive External Denial of Service,Internal Denial of Service

11/27/2020 UndeterminedCriminal TRF-1 (Tribunal Regional da Primeira RegiÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â£o)92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

11/27/2020 UndeterminedCriminal Unnamed British insurace company52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

11/27/2020 INDRIK SPIDERCriminal Banijay Group SAS51 InformationFinancial Mixed Data Attack,Exploitation of Application Server

11/27/2020 UndeterminedCriminal Koninklijke Nederlandsche Wielren Unie (Royal Dutch Cycling Union)71 Arts, Entertainment, and RecreationFinancial Exploitive Exploitation of Application Server

11/26/2020 INDRIK SPIDERCriminal Gardiner Public Schools61 Educational ServicesFinancial Mixed Data Attack,Exploitation of Application Server

11/26/2020 UndeterminedCriminal Cape Verde State Private Technology Network92 Public AdministrationFinancial Disruptive External Denial of Service,Data Attack

11/26/2020 Egregor Criminal Spring Independent School District61 Educational ServicesFinancial Mixed Data Attack,Exploitation of Application Server

11/25/2020 UndeterminedCriminal Belden 99 UndeterminedFinancial Exploitive Exploitation of Application Server

11/25/2020 Pysa Criminal St. Margaret's Hospice62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

11/24/2020 NetWalkerCriminal Law In Order 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack,Exploitation of Application Server

11/24/2020 UndeterminedCriminal Netgain 51 InformationFinancial Disruptive Data Attack

11/24/2020 UndeterminedCriminal Headlam Group 44 Retail TradeUndeterminedExploitive Exploitation of Application Server

11/24/2020 UndeterminedCriminal Rand McNally 44 Retail TradeFinancial Disruptive External Denial of Service,Data Attack

11/24/2020 UndeterminedCriminal Baltimore County Public Schools61 Educational ServicesFinancial Disruptive External Denial of Service,Data Attack

11/24/2020 UndeterminedCriminal Ritzau 51 InformationFinancial Disruptive Data Attack

11/24/2020 UndeterminedCriminal LifeLong Medical Care62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

11/23/2020 UndeterminedCriminal Levitas Capital 52 Finance and InsuranceFinancial Mixed Exploitation of Application Server,Message Manipulation

11/23/2020 UndeterminedCriminal IIMJobs 51 InformationUndeterminedExploitive Exploitation of Application Server

11/23/2020 UndeterminedCriminal NiceHash 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

11/23/2020 UndeterminedCriminal Unidas (LCAM3) 53 Real Estate and Rental and LeasingUndeterminedExploitive Exploitation of Application Server

11/22/2020 UndeterminedCriminal Pickle Finance 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

11/22/2020 TA505 Criminal E-Land 44 Retail TradeFinancial Disruptive Data Attack

11/22/2020 Pysa Criminal Mid-Florida Pathology62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

11/21/2020 RootAyyildizHacktivist Vote Joe (vote.joebiden.com)81 Other Services (except Public Administration)Protest Disruptive Message Manipulation

11/21/2020 UndeterminedCriminal Ouest-France 51 InformationUndeterminedDisruptive Data Attack

11/21/2020 WIZARD SPIDERCriminal Advantech 99 UndeterminedFinancial Mixed Data Attack,Exploitation of Application Server

11/21/2020 UndeterminedCriminal Lazada 99 UndeterminedFinancial Exploitive Exploitation of Application Server

11/21/2020 UndeterminedCriminal Niles Township High School District 21961 Educational ServicesUndeterminedDisruptive Message Manipulation,Internal Denial of Service

11/20/2020 UndeterminedCriminal NZBGeek 81 Other Services (except Public Administration)Financial Exploitive Exploitation of End Hosts

11/20/2020 ShinyHuntersCriminal Glofox 54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server

11/20/2020 Two Sherman High School studentsHobbyist Sherman Independent School District61 Educational ServicesUndeterminedExploitive Exploitation of Application Server

11/20/2020 UndeterminedCriminal Mansfield Public Schools61 Educational ServicesUndeterminedDisruptive External Denial of Service

11/20/2020 AnonymousHacktivist Uganda Police 92 Public AdministrationProtest Disruptive External Denial of Service

11/20/2020 UndeterminedCriminal Mitsubishi Electric Corp.31 ManufacturingUndeterminedExploitive Exploitation of Application Server

11/20/2020 UndeterminedCriminal Manchester United F.C.71 Arts, Entertainment, and RecreationFinancial Mixed Data Attack,Exploitation of Application Server

11/19/2020 UndeterminedCriminal GWG Wohnungsbaugesellschaft (GWG housing association)81 Other Services (except Public Administration)Financial Disruptive Data Attack



11/19/2020 UndeterminedCriminal Oglethorpe County Schools61 Educational ServicesFinancial Disruptive External Denial of Service,Data Attack

11/19/2020 UndeterminedCriminal Paris-Normandy 51 InformationFinancial Disruptive Data Attack

11/18/2020 UndeterminedCriminal MercadoLivre 99 UndeterminedFinancial Exploitive Exploitation of End Hosts

11/18/2020 UndeterminedCriminal Wirex.app 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

11/18/2020 UndeterminedCriminal Celsius.network 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

11/18/2020 UndeterminedCriminal Bibox.com 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

11/18/2020 UndeterminedCriminal Sportfondsen Nederland72 Accommodation and Food ServicesFinancial Disruptive External Denial of Service,Data Attack

11/17/2020 UndeterminedCriminal Hampton Roads Sanitation District56 Administrative and Support and Waste Management and Remediation ServicesFinancial Disruptive Data Attack

11/17/2020 UndeterminedCriminal Port of Kennewick48 Transportation and WarehousingFinancial Disruptive Data Attack

11/17/2020 INDRIK SPIDERCriminal Reconstructive Orthopedic Center62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

11/17/2020 UndeterminedCriminal City of Kuurne 92 Public AdministrationFinancial Disruptive Internal Denial of Service

11/16/2020 UndeterminedCriminal Manquen Vance 52 Finance and InsuranceUndeterminedExploitive Exploitation of End Hosts

11/16/2020 Egregor Criminal Delta Dental Plans Association62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

11/16/2020 Egregor Criminal Coldwater Orthodontics61 Educational ServicesFinancial Mixed Data Attack,Exploitation of Application Server

11/16/2020 Egregor Criminal Paramount Dental Studio61 Educational ServicesFinancial Mixed Data Attack,Exploitation of Application Server

11/16/2020 Avaddon Criminal American Bank Systems51 InformationFinancial Mixed Data Attack,Exploitation of Application Server

11/16/2020 UndeterminedCriminal Northampton Public Library51 InformationFinancial Disruptive Data Attack

11/16/2020 UndeterminedCriminal AstraZeneca 54 Professional, Scientific, and Technical ServicesIndustrial-EspionageExploitive Exploitation of End Hosts

11/16/2020 UndeterminedCriminal Americold 99 UndeterminedUndeterminedDisruptive Data Attack

11/16/2020 UndeterminedCriminal Daniel Stenberg 81 Other Services (except Public Administration)Financial Disruptive Message Manipulation

11/16/2020 REvil Criminal Managed.com 51 InformationFinancial Disruptive Data Attack

11/16/2020 UndeterminedCriminal Archdiocese of St. Louis81 Other Services (except Public Administration)Financial Disruptive Data Attack

11/15/2020 UndeterminedCriminal City of Saint John 92 Public AdministrationFinancial Disruptive External Denial of Service,Data Attack

11/15/2020 ShinyHuntersCriminal Pluto TV 51 InformationUndeterminedExploitive Exploitation of Application Server

11/15/2020 Egregor Criminal Cencosud 44 Retail TradeFinancial Disruptive Message Manipulation,Data Attack

11/14/2020 NetWalkerCriminal Umanis 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack,Exploitation of Application Server

11/14/2020 TA505 Criminal Parkland Corporation22 Utilities Financial Mixed Data Attack,Exploitation of Application Server

11/14/2020 UndeterminedCriminal Maine Township High School District 20761 Educational ServicesUndeterminedDisruptive Message Manipulation

11/14/2020 UndeterminedCriminal Township High School District 21161 Educational ServicesUndeterminedDisruptive Message Manipulation,Internal Denial of Service

11/13/2020 NetWalkerCriminal Finist Habitat 53 Real Estate and Rental and LeasingFinancial Mixed Data Attack,Exploitation of Application Server

11/13/2020 UndeterminedCriminal AllyAlign Health 62 Health Care and Social AssistanceFinancial Disruptive Data Attack

11/13/2020 UndeterminedCriminal Bayhealth 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

11/13/2020 UndeterminedCriminal Chicago Bar association54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of End Hosts

11/13/2020 UndeterminedCriminal New York Bar association54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of End Hosts

11/13/2020 UndeterminedCriminal Liquid 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

11/12/2020 ShinyHuntersCriminal Sonicbids 51 InformationFinancial Exploitive Exploitation of Application Server

11/12/2020 ShinyHuntersCriminal Revelo.com.br 51 InformationFinancial Exploitive Exploitation of Application Server

11/12/2020 ShinyHuntersCriminal LIVEauctioneers.com99 UndeterminedFinancial Exploitive Exploitation of Application Server

11/12/2020 ShinyHuntersCriminal Dave.com 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

11/12/2020 ShinyHuntersCriminal Promo.com 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

11/12/2020 ShinyHuntersCriminal Indabamusic.com 71 Arts, Entertainment, and RecreationFinancial Exploitive Exploitation of Application Server

11/12/2020 ShinyHuntersCriminal Minted 71 Arts, Entertainment, and RecreationFinancial Exploitive Exploitation of Application Server

11/12/2020 ShinyHuntersCriminal Scentbird 99 UndeterminedFinancial Exploitive Exploitation of Application Server

11/12/2020 ShinyHuntersCriminal Home Chef 72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Application Server

11/12/2020 ShinyHuntersCriminal Storybird 71 Arts, Entertainment, and RecreationFinancial Exploitive Exploitation of Application Server

11/12/2020 UndeterminedCriminal 123RF 51 InformationFinancial Exploitive Exploitation of Application Server

11/12/2020 UndeterminedCriminal Newcastle Grammar School61 Educational ServicesFinancial Disruptive Data Attack

11/12/2020 UndeterminedCriminal Wash Tub 81 Other Services (except Public Administration)Financial Exploitive Exploitation of Sensors

11/12/2020 UndeterminedCriminal City of Bondy 92 Public AdministrationUndeterminedDisruptive External Denial of Service

11/12/2020 UndeterminedCriminal Akropolis 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

11/10/2020 UndeterminedCriminal Pakistan International Airlines48 Transportation and WarehousingFinancial Exploitive Exploitation of Application Server

11/10/2020 UndeterminedCriminal Vertafore 54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server

11/10/2020 Volodymyr KvashukCriminal Microsoft 51 InformationFinancial Exploitive Exploitation of Application Server

11/9/2020 Ragnar LockerCriminal Hodson Event Entertainment71 Arts, Entertainment, and RecreationFinancial Disruptive Message Manipulation

11/9/2020 UndeterminedCriminal Jefferson Healthcare62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of Application Server



11/9/2020 INDRIK SPIDERCriminal Bailly Creat 99 UndeterminedFinancial Mixed Data Attack,Exploitation of Application Server

11/9/2020 ShinyHuntersCriminal Peatix 81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of Application Server

11/9/2020 UndeterminedCriminal X-Cart 54 Professional, Scientific, and Technical ServicesFinancial Disruptive External Denial of Service,Data Attack

11/9/2020 INDRIK SPIDERCriminal Compal Electronics31 ManufacturingFinancial Disruptive Data Attack

11/8/2020 UndeterminedCriminal Gonzaga University Black Student Union61 Educational ServicesUndeterminedDisruptive Message Manipulation

11/7/2020 UndeterminedCriminal Sollio Groupe coopratif11 Agriculture, Forestry, Fishing and HuntingFinancial Mixed Data Attack,Exploitation of Application Server

11/7/2020 UndeterminedCriminal Sandicliffe 44 Retail TradeFinancial Exploitive Exploitation of Application Server

11/6/2020 UndeterminedCriminal The Municipality of Gaiba92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

11/6/2020 UndeterminedCriminal Seeley Medical 62 Health Care and Social AssistanceUndeterminedMixed Data Attack,Exploitation of Application Server

11/6/2020 UndeterminedCriminal Haute-Arige Community of Communes92 Public AdministrationFinancial Disruptive Data Attack

11/6/2020 Ranzy LockerCriminal Alfortville town hall92 Public AdministrationFinancial Mixed Data Attack,Exploitation of Application Server

11/5/2020 UndeterminedCriminal Elon Musk 81 Other Services (except Public Administration)Financial Disruptive Message Manipulation

11/5/2020 UndeterminedCriminal Lupin 99 UndeterminedUndeterminedDisruptive Data Attack

11/5/2020 UndeterminedCriminal Manila Land Transportation Office92 Public AdministrationUndeterminedExploitive Exploitation of Application Server,Exploitation of End Hosts

11/4/2020 UndeterminedCriminal Kingston Health Sciences Centre62 Health Care and Social AssistanceUndeterminedDisruptive External Denial of Service,Internal Denial of Service

11/4/2020 UndeterminedCriminal Cit0Day.in 81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of Application Server

11/4/2020 ShinyHuntersCriminal Mashable 51 InformationUndeterminedExploitive Exploitation of Application Server

11/4/2020 Mount LockerCriminal Miltenyi Biotec 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack,Exploitation of Application Server

11/3/2020 RansomEXXCriminal Brazilian Superior Court of Justice92 Public AdministrationFinancial Disruptive Data Attack

11/3/2020 UndeterminedCriminal Panasonic India 31 ManufacturingFinancial Exploitive Exploitation of Application Server

11/3/2020 MAZE Criminal Abington Reproductive Medicine62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

11/3/2020 MAZE Criminal Medical Management, Inc.62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

11/3/2020 UndeterminedCriminal City of Vincennes 92 Public AdministrationFinancial Disruptive Data Attack

11/3/2020 Egregor Criminal Expanscience 54 Professional, Scientific, and Technical ServicesFinancial Disruptive Data Attack

11/3/2020 REvil Criminal Nexia 54 Professional, Scientific, and Technical ServicesFinancial Disruptive Data Attack

11/2/2020 NetWalkerCriminal Scutum 54 Professional, Scientific, and Technical ServicesFinancial Disruptive Data Attack

11/2/2020 Ragnar LockerCriminal Capcom 71 Arts, Entertainment, and RecreationFinancial Mixed Data Attack,Exploitation of Application Server

11/2/2020 UndeterminedCriminal Employment Specialists of Maine62 Health Care and Social AssistanceFinancial Disruptive Data Attack

11/2/2020 UndeterminedCriminal Saskatchewan Polytechnic61 Educational ServicesUndeterminedDisruptive Data Attack

11/1/2020 Ragnar LockerCriminal Campari Group 31 ManufacturingFinancial Mixed Data Attack,Exploitation of Application Server

11/1/2020 ShinyHuntersCriminal Bigbasket 44 Retail TradeUndeterminedExploitive Exploitation of Application Server

11/1/2020 REvil Criminal Flagship Group 62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

10/31/2020 REvil Criminal Gaming Partners International99 UndeterminedFinancial Mixed Data Attack,Exploitation of Application Server

10/31/2020 ShinyHuntersCriminal eatigo 72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Application Server

10/30/2020 UndeterminedCriminal Rady Children's Hospital62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

10/30/2020 ShinyHuntersCriminal RedMart 72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Application Server

10/29/2020 UndeterminedCriminal Polecat 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Data Attack

10/29/2020 UndeterminedCriminal Gainwell Technologies54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server

10/29/2020 UndeterminedCriminal Breach Candy Hospital62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of Application Server

10/29/2020 WIZARD SPIDERCriminal Dickinson County Healthcare System62 Health Care and Social AssistanceFinancial Disruptive Data Attack

10/29/2020 UndeterminedCriminal University of Califronia, Los Angeles61 Educational ServicesFinancial Exploitive Exploitation of Application Server,Exploitation of End Hosts

10/29/2020 UndeterminedCriminal University of Utah 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server,Exploitation of End Hosts

10/29/2020 UndeterminedCriminal University of Califronia, Davis61 Educational ServicesFinancial Exploitive Exploitation of Application Server,Exploitation of End Hosts

10/29/2020 UndeterminedCriminal Louisiana State University61 Educational ServicesFinancial Exploitive Exploitation of Application Server,Exploitation of End Hosts

10/29/2020 WIZARD SPIDERCriminal Sky Lakes Medical Center62 Health Care and Social AssistanceFinancial Disruptive Data Attack

10/29/2020 United Microelectronics CorporationUndeterminedMicron Technology Inc.31 ManufacturingIndustrial-EspionageExploitive Exploitation of Application Server

10/29/2020 UndeterminedCriminal Worcester Polytechnic Institute61 Educational ServicesFinancial Exploitive Exploitation of Application Server,Exploitation of End Hosts

10/29/2020 UndeterminedCriminal University of Texas61 Educational ServicesFinancial Exploitive Exploitation of Application Server,Exploitation of End Hosts

10/29/2020 UndeterminedCriminal University of Chicago61 Educational ServicesFinancial Exploitive Exploitation of Application Server,Exploitation of End Hosts

10/29/2020 UndeterminedCriminal University of New Mexico61 Educational ServicesFinancial Exploitive Exploitation of Application Server,Exploitation of End Hosts

10/29/2020 UndeterminedCriminal University at Buffalo61 Educational ServicesFinancial Exploitive Exploitation of Application Server,Exploitation of End Hosts

10/29/2020 UndeterminedCriminal Hunter College 61 Educational ServicesFinancial Exploitive Exploitation of Application Server,Exploitation of End Hosts

10/29/2020 UndeterminedCriminal Stanford University61 Educational ServicesFinancial Exploitive Exploitation of Application Server,Exploitation of End Hosts

10/29/2020 UndeterminedCriminal University of Oxford61 Educational ServicesFinancial Exploitive Exploitation of Application Server,Exploitation of End Hosts

10/29/2020 UndeterminedCriminal Purdue University 61 Educational ServicesFinancial Exploitive Exploitation of Application Server,Exploitation of End Hosts



10/28/2020 UndeterminedCriminal Proton Therapy Center62 Health Care and Social AssistanceUndeterminedDisruptive Internal Denial of Service

10/28/2020 UndeterminedCriminal Chatham County 92 Public AdministrationUndeterminedDisruptive Data Attack,Internal Denial of Service

10/28/2020 FSB 18thÃƒÂ‚Ã‚Â Center for Information Security (Berserk Bear)Nation-StateUndisclosed European government92 Public AdministrationPolitical-EspionageExploitive Exploitation of Application Server,Exploitation of End Hosts

10/28/2020 UndeterminedCriminal University of British Columbia61 Educational ServicesFinancial Disruptive Data Attack

10/28/2020 UndeterminedCriminal My Health Record 62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of Application Server

10/28/2020 UndeterminedCriminal Department of Workforce Development in Wisconsin92 Public AdministrationFinancial Exploitive Exploitation of Application Server

10/28/2020 WIZARD SPIDERCriminal St. Lawrence Health System62 Health Care and Social AssistanceFinancial Disruptive Data Attack

10/28/2020 Unnamed Fort Zumwalt School District studentUndeterminedFort Zumwalt School District61 Educational ServicesUndeterminedExploitive Exploitation of Application Server

10/28/2020 Ameer ElashmawyUndeterminedTrillium Health 62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of End Hosts

10/28/2020 WIZARD SPIDERCriminal Wyckoff Heights Medical Center61 Educational ServicesFinancial Disruptive Data Attack

10/28/2020 UndeterminedCriminal Toddycafe.com 31 ManufacturingFinancial Exploitive Exploitation of Application Server

10/28/2020 UndeterminedCriminal Athletico.com.br 71 Arts, Entertainment, and RecreationFinancial Exploitive Exploitation of Application Server

10/28/2020 UndeterminedCriminal Fantasycruncher.com51 InformationFinancial Exploitive Exploitation of Application Server

10/28/2020 UndeterminedCriminal Apps-builder.com 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

10/28/2020 UndeterminedCriminal Invideo.io 51 InformationFinancial Exploitive Exploitation of Application Server

10/28/2020 UndeterminedCriminal Game24h.vn 51 InformationFinancial Exploitive Exploitation of Application Server

10/28/2020 UndeterminedCriminal W3layouts.com 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

10/28/2020 UndeterminedCriminal Coupontools.com 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

10/28/2020 UndeterminedCriminal Wedmegood.com 81 Other Services (except Public Administration)Financial Exploitive Exploitation of Application Server

10/28/2020 UndeterminedCriminal Katapult.com 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

10/28/2020 UndeterminedCriminal Everything5pounds.com44 Retail TradeFinancial Exploitive Exploitation of Application Server

10/28/2020 UndeterminedCriminal Cermati.com 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

10/28/2020 UndeterminedCriminal Wongnai.com 72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Application Server

10/28/2020 UndeterminedCriminal Clip.mx 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

10/28/2020 UndeterminedCriminal Geekie.com.br 61 Educational ServicesFinancial Exploitive Exploitation of Application Server

10/28/2020 Unnamed Amazon employeeUndeterminedAmazon 44 Retail TradeUndeterminedExploitive Exploitation of Application Server

10/28/2020 UndeterminedCriminal Isentia 54 Professional, Scientific, and Technical ServicesFinancial Disruptive External Denial of Service,Data Attack

10/28/2020 UndeterminedCriminal donaldjtrump.com 81 Other Services (except Public Administration)Protest Disruptive Message Manipulation

10/28/2020 UndeterminedCriminal Gunnebo Group 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

10/28/2020 UndeterminedCriminal Jewish General Hospital62 Health Care and Social AssistanceUndeterminedDisruptive Data Attack

10/28/2020 WIZARD SPIDERCriminal The University of Vermont Health Network62 Health Care and Social AssistanceUndeterminedDisruptive External Denial of Service,Data Attack

10/27/2020 UndeterminedCriminal Online Voter Registration System of the state of Alaska92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

10/27/2020 UndeterminedCriminal Five Points Eye Care62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of Application Server

10/27/2020 NGB 3rd Technical Surveillance BureauNation-StateUndisclosed government health ministry92 Public AdministrationPolitical-EspionageExploitive Exploitation of Application Server,Exploitation of End Hosts

10/27/2020 Absa employeeCriminal Absa 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

10/27/2020 UndeterminedCriminal Santander 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

10/27/2020 UndeterminedCriminal Japan's Nuclear Regulation Authority92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

10/27/2020 Jennifer Lennell SmallCriminal Florida family 81 Other Services (except Public Administration)Financial Exploitive Exploitation of Sensors

10/26/2020 NetWalkerCriminal CMC Ravenna 23 ConstructionFinancial Disruptive Data Attack

10/26/2020 REvil Criminal Hanover Chamber of Crafts71 Arts, Entertainment, and RecreationFinancial Exploitive Exploitation of Application Server

10/26/2020 UndeterminedCriminal Harvest Finance 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

10/26/2020 UndeterminedCriminal Nando's 72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Application Server

10/25/2020 Eris Loris UndeterminedPlayers of the 'Among Us' Android game71 Arts, Entertainment, and RecreationUndeterminedDisruptive Message Manipulation,External Denial of Service

10/25/2020 Ransom_ManCriminal Psykoterapiakeskus Vastaamon (Psychotherapy Center Vastaamo)62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

10/24/2020 UndeterminedCriminal Press Trust of India51 InformationFinancial Disruptive Data Attack

10/24/2020 Hector NavarroUndeterminedCentury 21 53 Real Estate and Rental and LeasingUndeterminedMixed Data Attack,Exploitation of Application Server

10/24/2020 UndeterminedCriminal Centerstone 62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of Application Server

10/23/2020 UndeterminedCriminal Agency for Community Treatment Services, Inc.62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

10/23/2020 UndeterminedCriminal Windsor Oaks Elementary School61 Educational ServicesUndeterminedDisruptive Message Manipulation

10/23/2020 UndeterminedCriminal Sikar district schools61 Educational ServicesProtest Disruptive Data Attack

10/23/2020 REvil Criminal Shionogi & Co. 99 UndeterminedFinancial Mixed Exploitation of Application Server,Data Attack,Exploitation of End Host

10/23/2020 INDRIK SPIDERCriminal Boyne Resorts 71 Arts, Entertainment, and RecreationFinancial Disruptive External Denial of Service,Data Attack

10/22/2020 UndeterminedCriminal AdventHealth Foundation62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

10/22/2020 UndeterminedCriminal Minerals Technologies, Inc.99 UndeterminedFinancial Mixed Data Attack,Exploitation of Application Server

10/22/2020 UndeterminedCriminal Robert Koch Institute92 Public AdministrationUndeterminedDisruptive External Denial of Service



10/22/2020 WIZARD SPIDERCriminal Steelcase 99 UndeterminedFinancial Disruptive Data Attack

10/22/2020 UndeterminedCriminal Wisconsin Republican Party81 Other Services (except Public Administration)Financial Exploitive Exploitation of Application Server,Exploitation of End Hosts

10/22/2020 UndeterminedCriminal Made in Oregon 44 Retail TradeFinancial Exploitive Exploitation of End Hosts

10/22/2020 WIZARD SPIDERCriminal Sopra Steria 54 Professional, Scientific, and Technical ServicesFinancial Disruptive Data Attack

10/22/2020 UndeterminedCriminal Scalable Capital 52 Finance and InsuranceUndeterminedExploitive Exploitation of Application Server

10/22/2020 UndeterminedCriminal Dr Reddy's Laboratories Ltd54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server

10/22/2020 UndeterminedCriminal Chenango County92 Public AdministrationFinancial Disruptive Data Attack

10/22/2020 UndeterminedCriminal Indian River County92 Public AdministrationUndeterminedDisruptive External Denial of Service

10/21/2020 NetWalkerCriminal Wilmington Surgical62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

10/21/2020 UndeterminedCriminal Marks & Spencer customer44 Retail TradeFinancial Exploitive Exploitation of End Hosts

10/21/2020 UndeterminedCriminal OTE 51 InformationUndeterminedExploitive Exploitation of Application Server

10/21/2020 REvil Criminal ANSA McAL 55 Management of Companies and EnterprisesFinancial Mixed Data Attack,Exploitation of Application Server

10/21/2020 UndeterminedCriminal Salem, NH 92 Public AdministrationFinancial Mixed Data Attack,Exploitation of Application Server

10/21/2020 UndeterminedCriminal Nitro PDF 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

10/21/2020 UndeterminedCriminal Fort Bragg Twitter account92 Public AdministrationUndeterminedDisruptive Message Manipulation

10/21/2020 REvil Criminal Beacon Health Solutions, LLC62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

10/21/2020 WIZARD SPIDERCriminal Riverside Community Care62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

10/21/2020 UndeterminedCriminal Alamance Skin Center62 Health Care and Social AssistanceFinancial Disruptive Data Attack

10/20/2020 UndeterminedCriminal OSF HealthCare System62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

10/20/2020 UndeterminedCriminal OSF HealthCare System62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

10/20/2020 REvil Criminal Dental Health Associates, P.A.62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

10/20/2020 INDRIK SPIDERCriminal Pascagoula-Gautier School District61 Educational ServicesFinancial Mixed Data Attack,Exploitation of Application Server

10/19/2020 NetWalkerCriminal Enel Group 22 Utilities Financial Mixed Data Attack,Exploitation of Application Server

10/19/2020 UndeterminedCriminal City of Shafter 92 Public AdministrationFinancial Disruptive Data Attack

10/19/2020 UndeterminedCriminal Croton-Harmon School District61 Educational ServicesFinancial Disruptive Data Attack

10/19/2020 UndeterminedCriminal Yorktown School District61 Educational ServicesUndeterminedDisruptive Data Attack

10/19/2020 UndeterminedCriminal Kleenheat 21 Mining, Quarrying, and Oil and Gas ExtractionUndeterminedExploitive Exploitation of Application Server

10/19/2020 WIZARD SPIDERCriminal Family Health Centers Of Georgia, Inc.?62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

10/19/2020 RansomEXXCriminal SociÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â©tÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â© de transport de MontrÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â©al (STM)48 Transportation and WarehousingFinancial Disruptive External Denial of Service,Data Attack

10/17/2020 UndeterminedCriminal American Museum of Natural History71 Arts, Entertainment, and RecreationFinancial Exploitive Exploitation of Application Server

10/17/2020 UndeterminedCriminal narendramodi.in 81 Other Services (except Public Administration)Financial Exploitive Exploitation of Application Server

10/16/2020 UndeterminedCriminal Cosmote 51 InformationUndeterminedExploitive Exploitation of Application Server

10/16/2020 UndeterminedCriminal Commission Kings71 Arts, Entertainment, and RecreationUndeterminedDisruptive External Denial of Service

10/16/2020 UndeterminedCriminal Albion Online 51 InformationFinancial Exploitive Exploitation of Application Server

10/16/2020 INDRIK SPIDERCriminal Med-Care Infusion Services, Inc.62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

10/16/2020 Ranzy LockerCriminal Undisclosed company developing power control solutions99 UndeterminedFinancial Mixed Data Attack,Exploitation of Application Server

10/15/2020 UndeterminedCriminal SN Servicing Corporation52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

10/15/2020 UndeterminedCriminal Columbus City Schools61 Educational ServicesUndeterminedExploitive Exploitation of Application Server

10/15/2020 UndeterminedCriminal Puerto Rico's Firefighters Corps92 Public AdministrationFinancial Disruptive Data Attack

10/15/2020 Egregor Criminal Ubisoft 51 InformationFinancial Exploitive Exploitation of Application Server

10/15/2020 Egregor Criminal Crytek 51 InformationFinancial Mixed Data Attack,Exploitation of Application Server

10/15/2020 UndeterminedCriminal Dickey's BBQ 72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Sensors

10/14/2020 Silent LibrarianUndeterminedMcGill University 61 Educational ServicesUndeterminedExploitive Exploitation of Application Server,Exploitation of End Hosts

10/14/2020 Silent LibrarianUndeterminedUniversity of North Texas61 Educational ServicesUndeterminedExploitive Exploitation of Application Server,Exploitation of End Hosts

10/14/2020 Silent LibrarianUndeterminedTH Mittelhessen University of Applied Sciences61 Educational ServicesUndeterminedExploitive Exploitation of Application Server,Exploitation of End Hosts

10/14/2020 Silent LibrarianUndeterminedUniversity of Lincoln61 Educational ServicesUndeterminedExploitive Exploitation of Application Server,Exploitation of End Hosts

10/14/2020 Silent LibrarianUndeterminedNanyang Technological University61 Educational ServicesUndeterminedExploitive Exploitation of Application Server,Exploitation of End Hosts

10/14/2020 Silent LibrarianUndeterminedLaTrobe University61 Educational ServicesUndeterminedExploitive Exploitation of Application Server,Exploitation of End Hosts

10/14/2020 Silent LibrarianUndeterminedQueen Mary University of London61 Educational ServicesUndeterminedExploitive Exploitation of Application Server,Exploitation of End Hosts

10/14/2020 Silent LibrarianUndeterminedKing's College London61 Educational ServicesUndeterminedExploitive Exploitation of Application Server,Exploitation of End Hosts

10/14/2020 Silent LibrarianUndeterminedWestern University Canada61 Educational ServicesUndeterminedExploitive Exploitation of Application Server,Exploitation of End Hosts

10/14/2020 Silent LibrarianUndeterminedGÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¶teborg universitet61 Educational ServicesUndeterminedExploitive Exploitation of Application Server,Exploitation of End Hosts

10/14/2020 Silent LibrarianUndeterminedUniversity of Kent 61 Educational ServicesUndeterminedExploitive Exploitation of Application Server,Exploitation of End Hosts

10/14/2020 Silent LibrarianUndeterminedUniversity of York 61 Educational ServicesUndeterminedExploitive Exploitation of Application Server,Exploitation of End Hosts

10/14/2020 Silent LibrarianUndeterminedKarolinska Medical Institutet61 Educational ServicesUndeterminedExploitive Exploitation of Application Server,Exploitation of End Hosts



10/14/2020 Silent LibrarianUndeterminedUniversity of Cambridge61 Educational ServicesUndeterminedExploitive Exploitation of Application Server,Exploitation of End Hosts

10/14/2020 Silent LibrarianUndeterminedUniversity of Toronto61 Educational ServicesUndeterminedExploitive Exploitation of Application Server,Exploitation of End Hosts

10/14/2020 Silent LibrarianUndeterminedUniversity of Bristol61 Educational ServicesUndeterminedExploitive Exploitation of Application Server,Exploitation of End Hosts

10/14/2020 Silent LibrarianUndeterminedVictoria University 61 Educational ServicesUndeterminedExploitive Exploitation of Application Server,Exploitation of End Hosts

10/14/2020 Silent LibrarianUndeterminedUniversiteit Utrecht61 Educational ServicesUndeterminedExploitive Exploitation of Application Server,Exploitation of End Hosts

10/14/2020 Silent LibrarianUndeterminedStony Brook University61 Educational ServicesUndeterminedExploitive Exploitation of Application Server,Exploitation of End Hosts

10/14/2020 Silent LibrarianUndeterminedGlasgow Caledonian University61 Educational ServicesUndeterminedExploitive Exploitation of Application Server,Exploitation of End Hosts

10/14/2020 Silent LibrarianUndeterminedThe University of Adelaide Library61 Educational ServicesUndeterminedExploitive Exploitation of Application Server,Exploitation of End Hosts

10/14/2020 UndeterminedCriminal Bigbasket 44 Retail TradeFinancial Exploitive Exploitation of Application Server

10/13/2020 MespinozaCriminal Hackney Council 92 Public AdministrationUndeterminedMixed Exploitation of Application Server,External Denial of Service,Data Attack

10/13/2020 UndeterminedCriminal Intcomex 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack,Exploitation of Application Server

10/13/2020 UndeterminedCriminal Verificient 54 Professional, Scientific, and Technical ServicesUndeterminedDisruptive Message Manipulation

10/13/2020 Five Hennepin HealthCare employeesUndeterminedHennepin HealthCare62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of Application Server

10/13/2020 Beenu AroraCriminal Unnamed e-commerece platform44 Retail TradeFinancial Exploitive Exploitation of Application Server

10/12/2020 UndeterminedCriminal Sisters of Charity Health System62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

10/12/2020 Spectre123UndeterminedNATO 92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

10/12/2020 Spectre123UndeterminedHavelsan 99 UndeterminedUndeterminedExploitive Exploitation of Application Server

10/12/2020 UndeterminedCriminal Yazoo County School District61 Educational ServicesFinancial Disruptive Data Attack

10/12/2020 INDRIK SPIDERCriminal Walled Lake Consolidated School District61 Educational ServicesFinancial Mixed Exploitation of Application Server,External Denial of Service,Data Attack

10/12/2020 ShinyHuntersCriminal WildWorks 51 InformationUndeterminedExploitive Exploitation of Application Server

10/11/2020 UndeterminedCriminal Sonoma Valley Hospital62 Health Care and Social AssistanceFinancial Disruptive External Denial of Service,Data Attack

10/11/2020 UndeterminedCriminal Hawaii Attorney General's office92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

10/10/2020 UndeterminedCriminal Hendrick Health System62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of Application Server

10/10/2020 UndeterminedCriminal Keolis Commuter Services48 Transportation and WarehousingUndeterminedExploitive Exploitation of Application Server

10/10/2020 UndeterminedCriminal Stats Perform 51 InformationUndeterminedDisruptive External Denial of Service

10/10/2020 Egregor Criminal Barnes & Noble 44 Retail TradeFinancial Mixed Data Attack,Exploitation of Application Server

10/10/2020 UndeterminedCriminal Georgia Department of Human Services92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

10/10/2020 UndeterminedCriminal Seyfarth Shaw LLP54 Professional, Scientific, and Technical ServicesFinancial Disruptive Data Attack

10/9/2020 Scott AingeUndeterminedAndrew Thompson81 Other Services (except Public Administration)Personal AttackExploitive Exploitation of Application Server,Exploitation of End Hosts

10/9/2020 @aparich95406002UndeterminedeSewa 52 Finance and InsuranceUndeterminedExploitive Exploitation of Application Server

10/9/2020 UndeterminedCriminal Tyngsboro High School has suffered a DDoS attack.61 Educational ServicesUndeterminedDisruptive External Denial of Service

10/9/2020 UndeterminedCriminal Tyngsboro Middle School has suffered a DDoS attack.61 Educational ServicesUndeterminedDisruptive External Denial of Service

10/9/2020 Scott AingeUndeterminedKate Ainge 81 Other Services (except Public Administration)Personal AttackExploitive Exploitation of Application Server,Exploitation of End Hosts

10/9/2020 UndeterminedCriminal Docsketch 54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server

10/9/2020 UndeterminedCriminal NextLight 51 InformationUndeterminedDisruptive External Denial of Service

10/9/2020 UndeterminedCriminal Spotless Group 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack,Exploitation of Application Server

10/8/2020 UndeterminedCriminal City of Franklin 92 Public AdministrationFinancial Exploitive Exploitation of Application Server,Exploitation of End Hosts

10/8/2020 UndeterminedCriminal It'se Ye-Ye Casino71 Arts, Entertainment, and RecreationUndeterminedDisruptive Data Attack

10/8/2020 UndeterminedCriminal Clearwater River Casino & Lodge72 Accommodation and Food ServicesUndeterminedDisruptive Data Attack

10/8/2020 UndeterminedCriminal Sandwich Public Schools61 Educational ServicesUndeterminedDisruptive External Denial of Service

10/8/2020 UndeterminedCriminal Springfield Public Schools District61 Educational ServicesFinancial Disruptive Data Attack

10/8/2020 UndeterminedCriminal The North Face 44 Retail TradeFinancial Exploitive Exploitation of Application Server

10/7/2020 UndeterminedCriminal Florida Department of Business and Professional Regulation92 Public AdministrationUndeterminedDisruptive External Denial of Service,Internal Denial of Service

10/7/2020 UndeterminedCriminal Scholarship America81 Other Services (except Public Administration)Financial Exploitive Exploitation of Application Server

10/7/2020 UndeterminedCriminal Shady Hill School 61 Educational ServicesFinancial Exploitive Exploitation of Application Server

10/7/2020 UndeterminedCriminal MacDowell 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

10/7/2020 UndeterminedCriminal AAA Ambulance Service62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

10/7/2020 INDRIK SPIDERCriminal Hall County, GA 92 Public AdministrationFinancial Mixed Data Attack,Exploitation of Application Server

10/7/2020 Michael WestburyUndeterminedUnnamed individual81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of Application Server

10/7/2020 UndeterminedCriminal Wisepay 52 Finance and InsuranceFinancial Exploitive Exploitation of End Hosts

10/7/2020 UndeterminedCriminal City of Mt. Pleasant92 Public AdministrationFinancial Disruptive Data Attack

10/7/2020 UndeterminedCriminal Chowbus 72 Accommodation and Food ServicesUndeterminedExploitive Exploitation of Application Server

10/6/2020 UndeterminedCriminal About 20 cryptocurrency executives in Israel52 Finance and InsuranceUndeterminedMixed Exploitation of End Hosts,Exploitation of Data in Transit,Internal Denial of Service

10/6/2020 Fullz HouseCriminal Boom! Mobile 51 InformationFinancial Exploitive Exploitation of End Hosts

10/6/2020 UndeterminedCriminal Institute of Distance and Open Learning (IDOL)61 Educational ServicesUndeterminedDisruptive External Denial of Service



10/6/2020 UndeterminedCriminal University Hospital Limerick62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of Application Server

10/6/2020 UndeterminedCriminal Ardonagh Group 52 Finance and InsuranceFinancial Disruptive Data Attack

10/5/2020 UndeterminedCriminal Stella Ndabeni-Abrahams81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of End Hosts

10/5/2020 UndeterminedCriminal Unnamed Swiss university61 Educational ServicesFinancial Exploitive Exploitation of Application Server,Exploitation of End Hosts

10/5/2020 UndeterminedCriminal Unnamed Swiss university61 Educational ServicesFinancial Exploitive Exploitation of Application Server,Exploitation of End Hosts

10/5/2020 UndeterminedCriminal University of Basel61 Educational ServicesFinancial Exploitive Exploitation of Application Server,Exploitation of End Hosts

10/5/2020 UndeterminedCriminal 1111 54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server

10/5/2020 UndeterminedCriminal Heartland Community College61 Educational ServicesUndeterminedExploitive Exploitation of Application Server

10/4/2020 UndeterminedCriminal Gulf Coast State College61 Educational ServicesUndeterminedExploitive Exploitation of Application Server

10/3/2020 UndeterminedCriminal Bay Shore School District61 Educational ServicesUndeterminedDisruptive External Denial of Service

10/3/2020 TA505 Criminal Software AG 51 InformationFinancial Mixed Data Attack,Exploitation of Application Server

10/2/2020 UndeterminedCriminal Foxtons 53 Real Estate and Rental and LeasingFinancial Exploitive Exploitation of Application Server

10/2/2020 UndeterminedCriminal Nicole Sifuentes Twitter account81 Other Services (except Public Administration)Financial Disruptive Message Manipulation

10/2/2020 UndeterminedCriminal Jonah Williams Twitter account81 Other Services (except Public Administration)Financial Disruptive Message Manipulation

10/2/2020 UndeterminedCriminal Trickbot botnet 81 Other Services (except Public Administration)Sabotage Disruptive Data Attack

10/2/2020 Richard LirianoUndeterminedHospital for Special Surgery62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of Application Server,Exploitation of End Hosts

10/2/2020 UndeterminedCriminal City of Odessa 92 Public AdministrationFinancial Exploitive Exploitation of Application Server

10/1/2020 James WillyNation-StateAlejandro Caceres81 Other Services (except Public Administration)Political-EspionageExploitive Exploitation of End Hosts

10/1/2020 UndeterminedCriminal Pitkin County 92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

10/1/2020 UndeterminedCriminal 104 Job Bank 51 InformationUndeterminedExploitive Exploitation of Application Server

9/30/2020 UndeterminedCriminal Undisclosed North American hospitality merchant52 Finance and InsuranceFinancial Exploitive Exploitation of End Hosts,Exploitation of Sensors

9/30/2020 UndeterminedCriminal Jersey City Municipal Utilities Authority92 Public AdministrationFinancial Disruptive Data Attack

9/30/2020 UndeterminedCriminal United Jewish Israel Appeal81 Other Services (except Public Administration)UndeterminedDisruptive External Denial of Service

9/30/2020 UndeterminedCriminal International Maritime Organization92 Public AdministrationUndeterminedDisruptive External Denial of Service

9/30/2020 UndeterminedCriminal CloudBees 54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server

9/30/2020 NGB 3rd Technical Surveillance BureauNation-State28 UN officials, including at least 11 individuals representing six countries of the UN Security Council.92 Public AdministrationPolitical-EspionageExploitive Exploitation of End Hosts

9/30/2020 UndeterminedCriminal Jersey City Municipal Utilities Authority92 Public AdministrationFinancial Disruptive Data Attack

9/29/2020 UndeterminedCriminal Wind River Systems51 InformationFinancial Exploitive Exploitation of Application Server

9/29/2020 UndeterminedCriminal ADRA International62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

9/29/2020 River City Bank employeeUndeterminedRiver City Bank 52 Finance and InsuranceUndeterminedExploitive Exploitation of Application Server

9/29/2020 UndeterminedCriminal Bay Shore School District61 Educational ServicesUndeterminedDisruptive External Denial of Service

9/29/2020 UndeterminedCriminal Lindenhurst School District61 Educational ServicesUndeterminedDisruptive External Denial of Service

9/29/2020 UndeterminedCriminal Foreign, Commonwealth and Development Office92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

9/29/2020 UndeterminedCriminal Swatch Group 44 Retail TradeUndeterminedDisruptive Data Attack

9/29/2020 UndeterminedCriminal PlaneFinder 51 InformationUndeterminedDisruptive External Denial of Service

9/29/2020 UndeterminedCriminal Flightradar24 81 Other Services (except Public Administration)UndeterminedDisruptive External Denial of Service

9/28/2020 Ragnar LockerCriminal CMA CGM 48 Transportation and WarehousingFinancial Disruptive External Denial of Service,Data Attack

9/28/2020 UndeterminedCriminal USNR LLC 99 UndeterminedFinancial Disruptive Data Attack

9/28/2020 UndeterminedCriminal Metaformers Inc. 54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server

9/28/2020 UndeterminedCriminal Gulf Coast State College61 Educational ServicesUndeterminedExploitive Exploitation of Application Server

9/28/2020 UndeterminedCriminal Red Funnel 48 Transportation and WarehousingUndeterminedDisruptive External Denial of Service,Data Attack

9/28/2020 UndeterminedCriminal State of Washington92 Public AdministrationUndeterminedExploitive Exploitation of Application Server,Exploitation of End Hosts

9/28/2020 UndeterminedCriminal Twin Med, LLC. 62 Health Care and Social AssistanceFinancial Exploitive Undetermined

9/27/2020 UndeterminedCriminal Haven Behavioral Hospital62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

9/27/2020 UndeterminedCriminal GenRx Pharmacy 44 Retail TradeFinancial Mixed Data Attack,Exploitation of Application Server

9/27/2020 WIZARD SPIDERCriminal Universal Health Services62 Health Care and Social AssistanceFinancial Disruptive Data Attack

9/27/2020 INDRIK SPIDERCriminal South Africa's Justice Department92 Public AdministrationFinancial Mixed Data Attack,Exploitation of Application Server

9/26/2020 UndeterminedCriminal RedDoorz 72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Application Server

9/26/2020 UndeterminedCriminal Martin County, FL 92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

9/26/2020 UndeterminedCriminal Stone Refurb 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

9/26/2020 UndeterminedCriminal Arthur J. Gallagher & Co.52 Finance and InsuranceFinancial Disruptive Data Attack

9/25/2020 UndeterminedCriminal University of Cumbria61 Educational ServicesFinancial Exploitive Exploitation of Application Server

9/25/2020 UndeterminedCriminal University of Surrey61 Educational ServicesFinancial Exploitive Exploitation of Application Server

9/25/2020 UndeterminedCriminal YoungMinds 81 Other Services (except Public Administration)Financial Exploitive Exploitation of Application Server

9/25/2020 UndeterminedCriminal Human Rights Watch81 Other Services (except Public Administration)Financial Exploitive Exploitation of Application Server



9/25/2020 UndeterminedCriminal Northwest Immigrant Rights Project81 Other Services (except Public Administration)Financial Exploitive Exploitation of Application Server

9/25/2020 UndeterminedCriminal Vermont Public Radio51 InformationFinancial Exploitive Exploitation of Application Server

9/25/2020 UndeterminedCriminal Vermont Foodbank81 Other Services (except Public Administration)Financial Exploitive Exploitation of Application Server

9/25/2020 UndeterminedCriminal Choir with No Name81 Other Services (except Public Administration)Financial Exploitive Exploitation of Application Server

9/25/2020 UndeterminedCriminal Rhode Island School of Design61 Educational ServicesFinancial Exploitive Exploitation of Application Server

9/25/2020 UndeterminedCriminal Ambrose University61 Educational ServicesFinancial Exploitive Exploitation of Application Server

9/25/2020 UndeterminedCriminal University of North Florida61 Educational ServicesFinancial Exploitive Exploitation of Application Server

9/25/2020 UndeterminedCriminal The Bishop Strachan School61 Educational ServicesFinancial Exploitive Exploitation of Application Server

9/25/2020 UndeterminedCriminal Cheverus High School61 Educational ServicesFinancial Exploitive Exploitation of Application Server

9/25/2020 UndeterminedCriminal New College of Florida61 Educational ServicesFinancial Exploitive Exploitation of Application Server

9/25/2020 UndeterminedCriminal West Virginia University61 Educational ServicesFinancial Exploitive Exploitation of Application Server

9/25/2020 UndeterminedCriminal Middlebury College61 Educational ServicesFinancial Exploitive Exploitation of Application Server

9/25/2020 UndeterminedCriminal University College, Oxford61 Educational ServicesFinancial Exploitive Exploitation of Application Server

9/25/2020 UndeterminedCriminal University of London61 Educational ServicesFinancial Exploitive Exploitation of Application Server

9/25/2020 UndeterminedCriminal Loughborough University61 Educational ServicesFinancial Exploitive Exploitation of Application Server

9/25/2020 UndeterminedCriminal Oxford Brookes University61 Educational ServicesFinancial Exploitive Exploitation of Application Server

9/25/2020 UndeterminedCriminal University of Exeter61 Educational ServicesFinancial Exploitive Exploitation of Application Server

9/25/2020 UndeterminedCriminal University of Strathclyde61 Educational ServicesFinancial Exploitive Exploitation of Application Server

9/25/2020 UndeterminedCriminal De Montfort University61 Educational ServicesFinancial Exploitive Exploitation of Application Server

9/25/2020 UndeterminedCriminal King's College London61 Educational ServicesFinancial Exploitive Exploitation of Application Server

9/25/2020 UndeterminedCriminal University of Reading61 Educational ServicesFinancial Exploitive Exploitation of Application Server

9/25/2020 UndeterminedCriminal Newcastle University61 Educational ServicesFinancial Exploitive Exploitation of Application Server

9/25/2020 UndeterminedCriminal University of Birmingham61 Educational ServicesFinancial Exploitive Exploitation of Application Server

9/25/2020 UndeterminedCriminal University of Leeds61 Educational ServicesFinancial Exploitive Exploitation of Application Server

9/25/2020 UndeterminedCriminal University of South Wales61 Educational ServicesFinancial Exploitive Exploitation of Application Server

9/25/2020 UndeterminedCriminal University of York 61 Educational ServicesFinancial Exploitive Exploitation of Application Server

9/25/2020 NGB 3rd Technical Surveillance BureauNation-StateUndisclosed pharmaceutical company54 Professional, Scientific, and Technical ServicesPolitical-EspionageExploitive Exploitation of Application Server,Exploitation of End Hosts

9/25/2020 UndeterminedCriminal Correio Angolense51 InformationUndeterminedDisruptive External Denial of Service

9/25/2020 UndeterminedCriminal Transport Malta 48 Transportation and WarehousingUndeterminedMixed Data Attack,Exploitation of Application Server

9/25/2020 UndeterminedCriminal Microsoft 51 InformationUndeterminedExploitive Exploitation of Application Server

9/25/2020 UndeterminedCriminal Nebraska Medicine62 Health Care and Social AssistanceUndeterminedDisruptive Data Attack

9/25/2020 UndeterminedCriminal ShopBack 44 Retail TradeUndeterminedExploitive Exploitation of Application Server

9/25/2020 UndeterminedCriminal KuCoin 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

9/25/2020 UndeterminedCriminal Montgomery County, TN92 Public AdministrationUndeterminedDisruptive External Denial of Service

9/24/2020 UndeterminedCriminal Syracuse University61 Educational ServicesFinancial Exploitive Exploitation of Application Server

9/24/2020 Egregor Criminal Dyras Dental 61 Educational ServicesFinancial Mixed Data Attack,Exploitation of Application Server

9/24/2020 UndeterminedCriminal Fragomen, Del Rey, Bernsen & Loewy, LLP54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server

9/24/2020 UndeterminedCriminal Sam's Club 44 Retail TradeFinancial Exploitive Exploitation of End Hosts

9/24/2020 UndeterminedCriminal Mr Bricolage 44 Retail TradeFinancial Disruptive Data Attack

9/24/2020 UndeterminedCriminal Scouts Victoria 81 Other Services (except Public Administration)Financial Exploitive Exploitation of Application Server

9/24/2020 GRU 85th Main Special Service Center (Unit 26165) (FANCYBEAR)Nation-StateUnnamed US federal agency92 Public AdministrationUndeterminedExploitive Exploitation of Application Server,Exploitation of End Hosts

9/24/2020 UndeterminedCriminal OTP Bank 52 Finance and InsuranceUndeterminedDisruptive External Denial of Service

9/24/2020 UndeterminedCriminal Magyar Telekom 51 InformationUndeterminedDisruptive External Denial of Service

9/24/2020 GRU 85th Main Special Service Center (Unit 26165) (FANCYBEAR)Nation-StateUnnamed US federal agency92 Public AdministrationPolitical-EspionageExploitive Exploitation of Application Server,Exploitation of End Hosts

9/23/2020 UndeterminedCriminal Sandhills Medical Foundation62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

9/23/2020 UndeterminedCriminal Trinity Health 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

9/23/2020 WIZARD SPIDERCriminal Golden Gate Regional Center (GGRC)62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

9/23/2020 UndeterminedCriminal Lake George Land Conservancy81 Other Services (except Public Administration)Financial Disruptive Data Attack

9/23/2020 UndeterminedCriminal Ukraine National Police92 Public AdministrationUndeterminedDisruptive Message Manipulation

9/23/2020 Egregor Criminal GEFCO Logistics 48 Transportation and WarehousingFinancial Mixed Data Attack,Exploitation of Application Server

9/23/2020 UndeterminedCriminal People of Praise 81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of Application Server

9/23/2020 RansomEXXCriminal Tyler Technologies51 InformationFinancial Disruptive Data Attack,Internal Denial of Service

9/22/2020 UndeterminedCriminal Three unknown individuals in Hungary81 Other Services (except Public Administration)Financial Exploitive Exploitation of End Hosts,Exploitation of Data in Transit

9/22/2020 UndeterminedCriminal Stony Brook University Hospital62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

9/22/2020 UndeterminedCriminal US Financial Crimes Enforcement Network92 Public AdministrationUndeterminedExploitive Exploitation of Application Server



9/22/2020 Two "rogue" Shopify employeesUndeterminedShopify 44 Retail TradeUndeterminedExploitive Exploitation of Application Server

9/21/2020 Water RocCriminal Luxottica 99 UndeterminedFinancial Mixed Data Attack,Exploitation of Application Server

9/21/2020 UndeterminedCriminal Northern Light Health A.R. Gould Hospital62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

9/21/2020 UndeterminedCriminal Virgin Mobile KSA 51 InformationFinancial Exploitive Exploitation of Application Server

9/21/2020 UndeterminedCriminal St. Clair County, AL92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

9/21/2020 RansomEXXCriminal IPG Photonics 99 UndeterminedFinancial Mixed Data Attack,Exploitation of Application Server

9/21/2020 Unnamed Australian contractorCriminal Commonwealth Scientific and Industrial Research Organisation54 Professional, Scientific, and Technical ServicesFinancial Disruptive Internal Denial of Service

9/21/2020 Former Montefiore Medical Center employeeUndeterminedMontefiore Medical Center62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of Application Server

9/20/2020 UndeterminedCriminal Saint Alphonsus Hospital62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

9/20/2020 UndeterminedCriminal eResearch Technology54 Professional, Scientific, and Technical ServicesFinancial Disruptive Data Attack

9/20/2020 UndeterminedCriminal Cache Creek Casino Resort71 Arts, Entertainment, and RecreationUndeterminedDisruptive Data Attack

9/20/2020 UndeterminedCriminal Activision 71 Arts, Entertainment, and RecreationUndeterminedExploitive Exploitation of Application Server

9/19/2020 UndeterminedCriminal Lawrence General Hospital62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of Application Server

9/19/2020 Former Geisinger Berwick employeeUndeterminedGeisinger Berwick62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of Application Server

9/19/2020 MAZE Criminal National Highway Authority of India92 Public AdministrationFinancial Mixed Data Attack,Exploitation of Application Server

9/19/2020 UndeterminedCriminal National Informatics Centre92 Public AdministrationUndeterminedExploitive Exploitation of End Hosts

9/19/2020 UndeterminedCriminal Belarusian police officers92 Public AdministrationProtest Exploitive Exploitation of Application Server

9/18/2020 UndeterminedCriminal Ball State University61 Educational ServicesFinancial Exploitive Exploitation of Application Server

9/18/2020 UndeterminedCriminal Gillette Children's Specialty Healthcare62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

9/18/2020 UndeterminedCriminal Regions Hospital 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

9/18/2020 UndeterminedCriminal Allina Health 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

9/18/2020 UndeterminedCriminal Children's Minnesota62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

9/18/2020 UndeterminedCriminal Dental Care Alliance62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of Application Server

9/18/2020 UndeterminedCriminal Konikoff Dental Associates62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of Application Server

9/18/2020 UndeterminedCriminal Indian Ministry of Electronics and Information Technology92 Public AdministrationUndeterminedMixed Data Attack,Exploitation of End Host

9/18/2020 UndeterminedCriminal City of Carmel 92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

9/18/2020 13-year-old Benjamin Franklin Middle School studentUndeterminedValapraiso Community Schools61 Educational ServicesUndeterminedDisruptive External Denial of Service

9/17/2020 WIZARD SPIDERCriminal New York Foundation for Senior Citizens?62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

9/17/2020 UndeterminedCriminal PXMart 44 Retail TradeFinancial Exploitive Exploitation of End Hosts

9/16/2020 UndeterminedCriminal Pepperstone 52 Finance and InsuranceUndeterminedExploitive Exploitation of Application Server

9/16/2020 UndeterminedCriminal Jekyll Island Authority92 Public AdministrationFinancial Disruptive Data Attack

9/16/2020 UndeterminedCriminal Floral Park-Bellerose School District61 Educational ServicesFinancial Disruptive Data Attack

9/15/2020 WIZARD SPIDERCriminal Higginbotham Family Dental62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

9/15/2020 UndeterminedCriminal West County School District61 Educational ServicesUndeterminedExploitive Exploitation of Application Server

9/15/2020 SunCrypt Criminal University Hospital New Jersey62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

9/15/2020 UndeterminedCriminal Skidmore-Tynan Independent School District61 Educational ServicesUndeterminedDisruptive Data Attack

9/15/2020 UndeterminedCriminal Louisiana State University Health62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of Application Server

9/14/2020 UndeterminedCriminal Yaskawa Electric Corporation31 ManufacturingFinancial Exploitive Exploitation of Application Server

9/14/2020 UndeterminedCriminal Overseas Express Shipping Company48 Transportation and WarehousingFinancial Exploitive Exploitation of Application Server

9/14/2020 UndeterminedCriminal St. Bonaventure University61 Educational ServicesFinancial Exploitive Exploitation of Application Server

9/14/2020 UndeterminedCriminal Christ Hospital Health Network62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

9/14/2020 UndeterminedCriminal US Fertility 62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

9/14/2020 UndeterminedCriminal Atlanta federal district court92 Public AdministrationUndeterminedDisruptive Message Manipulation

9/14/2020 WIZARD SPIDERCriminal Fourth District Court of Louisiana92 Public AdministrationFinancial Mixed Exploitation of Application Server,External Denial of Service,Data Attack

9/14/2020 UndeterminedCriminal Tutanota 54 Professional, Scientific, and Technical ServicesUndeterminedDisruptive External Denial of Service

9/14/2020 UndeterminedCriminal Gelderland security region92 Public AdministrationFinancial Disruptive Data Attack

9/14/2020 UndeterminedCriminal US Department of Veterans Affairs Financial Services Center92 Public AdministrationFinancial Exploitive Exploitation of Application Server

9/14/2020 UndeterminedCriminal Newhall School District61 Educational ServicesFinancial Disruptive Data Attack

9/13/2020 MespinozaCriminal Assured Imaging 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack,Exploitation of Application Server

9/13/2020 UndeterminedCriminal Brooklyn Defender Services92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

9/13/2020 INDRIK SPIDERCriminal Guilford Technical Community College61 Educational ServicesFinancial Mixed Data Attack,Exploitation of Application Server

9/12/2020 UndeterminedCriminal Roper St. Francis Healthcare62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

9/12/2020 UndeterminedCriminal AspenPointe 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

9/12/2020 MAZE Criminal CU Collections 56 Administrative and Support and Waste Management and Remediation ServicesFinancial Exploitive Exploitation of Application Server

9/12/2020 REvil Criminal Artech Information Systems56 Administrative and Support and Waste Management and Remediation ServicesFinancial Mixed Data Attack,Exploitation of Application Server



9/11/2020 Malsmoke Criminal xHamster 51 InformationFinancial Exploitive Exploitation of End Hosts

9/11/2020 UndeterminedCriminal Enloe Medical Center62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

9/11/2020 UndeterminedCriminal Nuvance Health 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

9/11/2020 UndeterminedCriminal Karachi police office92 Public AdministrationFinancial Disruptive Data Attack

9/11/2020 UndeterminedCriminal Chesterfield County Public Schools61 Educational ServicesUndeterminedDisruptive Message Manipulation

9/11/2020 Jamie Stephanie GuilfordUndeterminedSecure Data Technologies, Inc.54 Professional, Scientific, and Technical ServicesIndustrial-EspionageExploitive Exploitation of Application Server

9/11/2020 WIZARD SPIDERCriminal Millstone Township School District61 Educational ServicesFinancial Mixed Data Attack,Exploitation of Application Server

9/11/2020 MAZE Criminal Fairfax County Public Schools61 Educational ServicesFinancial Mixed Data Attack,Exploitation of Application Server

9/10/2020 NetWalkerCriminal Equinix 51 InformationFinancial Mixed Data Attack,Exploitation of Application Server

9/10/2020 UndeterminedCriminal NorthShore University HealthSystem62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

9/10/2020 UndeterminedCriminal SCL Health 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

9/10/2020 UndeterminedCriminal California Employment Development Department92 Public AdministrationFinancial Exploitive Exploitation of Application Server

9/10/2020 UndeterminedCriminal ETERBASE 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

9/10/2020 UndeterminedCriminal SegurCaixa Adeslas52 Finance and InsuranceFinancial Disruptive Data Attack

9/10/2020 UndeterminedCriminal University Clinic in DÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¼sseldorf62 Health Care and Social AssistanceFinancial Disruptive Data Attack

9/10/2020 UndeterminedCriminal SKDKnickerbocker54 Professional, Scientific, and Technical ServicesPolitical-EspionageExploitive Exploitation of Application Server,Exploitation of End Hosts

9/10/2020 UndeterminedCriminal Somerset Hills School District61 Educational ServicesFinancial Disruptive Data Attack

9/10/2020 GRU 85th Main Special Service Center (Unit 26165) (FANCYBEAR)Nation-StateThe German Marshall Fund of the United States81 Other Services (except Public Administration)Political-EspionageExploitive Exploitation of End Hosts

9/9/2020 Nigerian IndividualsCriminal Unnamed Philippine bank52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

9/9/2020 UndeterminedCriminal Guthrie Clinic 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

9/9/2020 UndeterminedCriminal Inova Health Systems62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

9/9/2020 UndeterminedCriminal Toledo Public Schools61 Educational ServicesUndeterminedDisruptive Message Manipulation

9/9/2020 UndeterminedCriminal China's UK Ambassador Twitter account.81 Other Services (except Public Administration)UndeterminedDisruptive Message Manipulation

9/9/2020 UndeterminedCriminal Trinity West Elementary School61 Educational ServicesUndeterminedDisruptive Message Manipulation

9/9/2020 UndeterminedCriminal Fort Dodge Community School District61 Educational ServicesFinancial Disruptive Data Attack

9/9/2020 UndeterminedCriminal Development Bank of Seychelles52 Finance and InsuranceFinancial Disruptive Data Attack

9/8/2020 NetWalkerCriminal College of Nurses of Ontario61 Educational ServicesFinancial Mixed Data Attack,Exploitation of Application Server

9/8/2020 UndeterminedCriminal Northwestern Memorial HealthCare62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

9/8/2020 UndeterminedCriminal Toledo Public Schools61 Educational ServicesUndeterminedDisruptive External Denial of Service

9/8/2020 UndeterminedCriminal Hartford, CT 92 Public AdministrationFinancial Disruptive Data Attack

9/8/2020 UndeterminedCriminal Pickens County School District61 Educational ServicesUndeterminedDisruptive External Denial of Service

9/8/2020 MAZE Criminal Toledo Public Schools61 Educational ServicesFinancial Mixed Data Attack,Exploitation of Application Server

9/8/2020 UndeterminedCriminal San Juan Regional Medical Center62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Servers

9/7/2020 NetWalkerCriminal K-Electric 22 Utilities Financial Mixed Exploitation of Application Server,External Denial of Service,Data Attack

9/5/2020 UndeterminedCriminal Parisian court system92 Public AdministrationFinancial Exploitive Exploitation of Application Server,Exploitation of End Hosts

9/5/2020 UndeterminedCriminal Perez Art Museum of Miami (PAMM)71 Arts, Entertainment, and RecreationFinancial Exploitive Exploitation of Application Server

9/5/2020 WIZARD SPIDERCriminal Adams County Memorial Hospital62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

9/5/2020 REvil Criminal BancoEstado 52 Finance and InsuranceFinancial Disruptive Data Attack

9/5/2020 UndeterminedCriminal Saraburi Hospital 62 Health Care and Social AssistanceUndeterminedDisruptive Data Attack

9/5/2020 UndeterminedCriminal Tower Semiconductors31 ManufacturingFinancial Disruptive Data Attack

9/4/2020 NetWalkerCriminal Cygilant 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack,Exploitation of Application Server

9/4/2020 UndeterminedCriminal University of Missouri61 Educational ServicesFinancial Exploitive Exploitation of Application Server

9/4/2020 UndeterminedCriminal University Tor Vergata61 Educational ServicesFinancial Disruptive Data Attack

9/4/2020 UndeterminedCriminal Essex Region Conservation Authority (ERCA)92 Public AdministrationFinancial Exploitive Exploitation of Application Server

9/4/2020 UndeterminedCriminal Steve Fisher 81 Other Services (except Public Administration)Financial Exploitive Exploitation of Data in Transit

9/4/2020 INDRIK SPIDERCriminal Newcastle University61 Educational ServicesFinancial Mixed Data Attack,Exploitation of Application Server

9/3/2020 NGB 3rd Technical Surveillance BureauNation-StateCNN-News18 51 InformationUndeterminedDisruptive Message Manipulation

9/3/2020 UndeterminedCriminal Planned Parenthood of Metropolitan Washington, D.C62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of Network Infrastructure

9/3/2020 UndeterminedCriminal Maynooth University61 Educational ServicesFinancial Exploitive Exploitation of Application Server

9/3/2020 UndeterminedCriminal Warner Music Group44 Retail TradeFinancial Exploitive Exploitation of End Hosts

9/3/2020 UndeterminedCriminal Oregon State University61 Educational ServicesUndeterminedExploitive Exploitation of Application Server

9/2/2020 John Wick (AKA Korean Hackers)Criminal Narendra Modi Twitter account81 Other Services (except Public Administration)Financial Disruptive Message Manipulation

9/2/2020 UndeterminedCriminal PupBox 44 Retail TradeFinancial Exploitive Exploitation of Data in Transit

9/2/2020 UndeterminedCriminal Staples 44 Retail TradeUndeterminedExploitive Exploitation of Application Server

9/2/2020 Ibraheem Ahmed Al BayatiUndeterminedUniversity of Houston61 Educational ServicesUndeterminedDisruptive Message Manipulation



9/2/2020 UndeterminedCriminal Timberline Billing Services, Inc.54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack,Exploitation of Application Server

9/2/2020 UndeterminedCriminal Meteorological Service of New Zealand (Metservice)92 Public AdministrationUndeterminedDisruptive External Denial of Service

9/2/2020 UndeterminedCriminal Belarusian anti-government protesters81 Other Services (except Public Administration)Political-EspionageExploitive Exploitation of End Hosts

9/1/2020 UndeterminedCriminal Roswell Park Alliance Foundation62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

9/1/2020 UndeterminedCriminal Catholic Health 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

9/1/2020 UndeterminedCriminal Four Winds Hospital62 Health Care and Social AssistanceFinancial Disruptive Data Attack

9/1/2020 UndeterminedCriminal Bykea 48 Transportation and WarehousingFinancial Disruptive Data Attack

9/1/2020 UndeterminedCriminal Mansfield City Schools61 Educational ServicesFinancial Disruptive Data Attack

9/1/2020 UndeterminedCriminal Georgian Ministry of Health92 Public AdministrationPolitical-EspionageExploitive Exploitation of Application Server

9/1/2020 UndeterminedCriminal St. Louis County government website92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

9/1/2020 RansomEXXCriminal SoftServe 54 Professional, Scientific, and Technical ServicesFinancial Disruptive Data Attack

8/31/2020 UndeterminedCriminal National Board of Certified Counselors81 Other Services (except Public Administration)Financial Mixed Data Attack,Exploitation of Application Server

8/31/2020 WIZARD SPIDERCriminal Galstan & Ward Family and Cosmetic Dentistry62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

8/31/2020 UndeterminedCriminal Northumbria University61 Educational ServicesUndeterminedDisruptive Data Attack

8/31/2020 UndeterminedCriminal Anglicare Sydney 62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

8/31/2020 UndeterminedCriminal Medisys Health Group62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

8/31/2020 GRU 85th Main Special Service Center (Unit 26165) (FANCYBEAR)Nation-StateNorwegian Parliament92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

8/31/2020 UndeterminedCriminal Miami-Dade County Public Schools61 Educational ServicesUndeterminedDisruptive External Denial of Service

8/31/2020 UndeterminedCriminal PULAU Corporation54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

8/31/2020 UndeterminedCriminal American Payroll Association81 Other Services (except Public Administration)Financial Exploitive Exploitation of End Hosts

8/30/2020 John Wick (AKA Korean Hackers)Criminal PayTM Group 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

8/30/2020 REvil Criminal Undisclosed American video delivery solutions provider51 InformationFinancial Mixed Data Attack,Exploitation of Application Server

8/30/2020 UndeterminedCriminal Unknown Bitcoin user52 Finance and InsuranceFinancial Exploitive Exploitation of End Hosts

8/30/2020 Avaddon Criminal Greenville Technical College61 Educational ServicesFinancial Mixed Data Attack,Exploitation of Application Server

8/28/2020 UndeterminedCriminal Tweak.nl 51 InformationFinancial Disruptive External Denial of Service

8/28/2020 UndeterminedCriminal Signet 51 InformationFinancial Disruptive External Denial of Service

8/28/2020 UndeterminedCriminal Online.nl 51 InformationFinancial Disruptive External Denial of Service

8/28/2020 UndeterminedCriminal FreedomNet 51 InformationFinancial Disruptive External Denial of Service

8/28/2020 UndeterminedCriminal Delta 51 InformationFinancial Disruptive External Denial of Service

8/28/2020 UndeterminedCriminal Caiway 51 InformationFinancial Disruptive External Denial of Service

8/28/2020 UndeterminedCriminal SFR 51 InformationUndeterminedDisruptive External Denial of Service

8/28/2020 UndeterminedCriminal K-net 51 InformationUndeterminedDisruptive External Denial of Service

8/28/2020 UndeterminedCriminal FDN 51 InformationUndeterminedDisruptive External Denial of Service

8/28/2020 UndeterminedCriminal EDP 51 InformationUndeterminedDisruptive External Denial of Service

8/28/2020 Egor Igorevich KriuchkovCriminal Tesla's Nevada Gigafactory31 ManufacturingFinancial Mixed Exploitation of Application Server,External Denial of Service,Data Attack

8/28/2020 UndeterminedCriminal Bouygues Tacom 51 InformationUndeterminedDisruptive External Denial of Service

8/28/2020 UndeterminedCriminal Tirto.id 51 InformationUndeterminedDisruptive Message Manipulation

8/28/2020 UndeterminedCriminal Tempo.co 51 InformationUndeterminedDisruptive Message Manipulation

8/28/2020 UndeterminedCriminal Pandu Riono 81 Other Services (except Public Administration)UndeterminedDisruptive Message Manipulation

8/28/2020 UndeterminedCriminal Clark County School District61 Educational ServicesUndeterminedExploitive Exploitation of End Hosts

8/28/2020 UndeterminedCriminal Selma Unified School District61 Educational ServicesFinancial Disruptive Data Attack

8/28/2020 UndeterminedCriminal Sendgrid 51 InformationFinancial Exploitive Exploitation of Application Server,Exploitation of End Hosts

8/28/2020 Sudhish Kasaba RameshCriminal Cisco WebEx 51 InformationUndeterminedDisruptive Data Attack

8/27/2020 UndeterminedCriminal Data#3 51 InformationUndeterminedExploitive Exploitation of Application Server

8/27/2020 UndeterminedCriminal NCR Corporation 52 Finance and InsuranceUndeterminedExploitive Exploitation of End Hosts

8/27/2020 UndeterminedCriminal Venmo 52 Finance and InsuranceFinancial Disruptive External Denial of Service

8/27/2020 UndeterminedCriminal Braintree 52 Finance and InsuranceFinancial Disruptive External Denial of Service

8/27/2020 UndeterminedCriminal PayPal 51 InformationFinancial Disruptive External Denial of Service

8/27/2020 NetWalkerCriminal Argentina's official immigration agency, DirecciÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â³n Nacional de Migraciones92 Public AdministrationFinancial Mixed Data Attack,Exploitation of Application Server

8/27/2020 UndeterminedCriminal Wordplay 52 Finance and InsuranceFinancial Disruptive External Denial of Service

8/27/2020 UndeterminedCriminal YesBank India 52 Finance and InsuranceFinancial Disruptive External Denial of Service

8/27/2020 UndeterminedCriminal MoneyGram 52 Finance and InsuranceFinancial Disruptive External Denial of Service

8/27/2020 UndeterminedCriminal North Okanagan Pediatric Clinic62 Health Care and Social AssistanceFinancial Disruptive Data Attack

8/27/2020 REvil Criminal Valley Health Systems62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

8/27/2020 NGB 3rd Technical Surveillance BureauNation-StateTwo unnamed cryptocurrency exchanges52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server



8/26/2020 UndeterminedCriminal MetroHealth Foundation62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

8/26/2020 UndeterminedCriminal MetroHealth Foundation62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

8/26/2020 15-year old Merseyside boyUndeterminedPayPal 51 InformationUndeterminedExploitive Exploitation of End Hosts

8/26/2020 UndeterminedCriminal New South Wales drivers81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of Application Server

8/26/2020 UndeterminedCriminal An unnamed company working with luxury real-estate developers53 Real Estate and Rental and LeasingFinancial Exploitive Exploitation of End Hosts

8/26/2020 UndeterminedCriminal New Zealand's stock exchange52 Finance and InsuranceFinancial Disruptive External Denial of Service

8/25/2020 UndeterminedCriminal Treasure Valley Community College61 Educational ServicesUndeterminedExploitive Exploitation of Application Server

8/25/2020 NGB 3rd Technical Surveillance BureauNation-StateCryptocurrency exchange52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server,Exploitation of End Hosts

8/25/2020 DarkSide Criminal Brookfield Residential53 Real Estate and Rental and LeasingFinancial Mixed Data Attack,Exploitation of Application Server

8/24/2020 UndeterminedCriminal Holden Forests and Gardens62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

8/24/2020 UndeterminedCriminal Piedmont Community College61 Educational ServicesFinancial Disruptive Data Attack

8/24/2020 UndeterminedCriminal Holden Forests and Gardens62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

8/24/2020 UndeterminedCriminal Lee County High School61 Educational ServicesUndeterminedDisruptive Message Manipulation

8/24/2020 UndeterminedCriminal Rialto Unified School District61 Educational ServicesUndeterminedDisruptive External Denial of Service

8/24/2020 UndeterminedCriminal University of Utah 62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

8/24/2020 UndeterminedCriminal Empire Market 81 Other Services (except Public Administration)UndeterminedDisruptive External Denial of Service

8/24/2020 SunCrypt Criminal Haywood County Schools61 Educational ServicesFinancial Mixed Data Attack,Exploitation of Application Server

8/23/2020 UndeterminedCriminal Mental Health Partners62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of Application Server

8/23/2020 UndeterminedCriminal Gosnell School District61 Educational ServicesFinancial Disruptive Data Attack

8/22/2020 UndeterminedCriminal Undisclosed Japanese manufacturing company31 ManufacturingFinancial Mixed Data Attack,Exploitation of Application Server

8/22/2020 UndeterminedCriminal Mithaas 31 ManufacturingFinancial Disruptive Data Attack

8/22/2020 UndeterminedCriminal Center for Indonesia's Strategic Development Initiatives (CISDI)81 Other Services (except Public Administration)UndeterminedDisruptive Message Manipulation

8/21/2020 UndeterminedCriminal Planned Parenthood62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

8/21/2020 UndeterminedCriminal Food Bank of Central & Eastern North Carolina62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

8/21/2020 UndeterminedCriminal Sverdlovsk Regional Clinical Center62 Health Care and Social AssistanceFinancial Disruptive Data Attack

8/21/2020 UndeterminedCriminal Myerscough College61 Educational ServicesUndeterminedDisruptive External Denial of Service

8/21/2020 UndeterminedCriminal Planned Parenthood62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

8/21/2020 UndeterminedCriminal Food Bank of Central & Eastern North Carolina62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

8/21/2020 MAZE Criminal Hoa Sen Group 99 UndeterminedFinancial Mixed Data Attack,Exploitation of Application Server

8/21/2020 UndeterminedCriminal Freepik 51 InformationUndeterminedExploitive Exploitation of Application Server

8/20/2020 CCP UnmaskedHacktivist OneSight 54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server

8/20/2020 CCP UnmaskedHacktivist Yunrun Big Data Service54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server

8/20/2020 MAZE Criminal SK hynix 99 UndeterminedFinancial Mixed Data Attack,Exploitation of Application Server

8/20/2020 CCP UnmaskedHacktivist Knowlesys 54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server

8/20/2020 UndeterminedCriminal Southeast Middle School61 Educational ServicesUndeterminedDisruptive Message Manipulation

8/20/2020 UndeterminedCriminal Olympia Valance 81 Other Services (except Public Administration)Personal AttackExploitive Exploitation of End Hosts

8/20/2020 UndeterminedCriminal Oberlin Magnet Middle School61 Educational ServicesUndeterminedDisruptive Message Manipulation

8/20/2020 UndeterminedCriminal Millbrook Magnet High School61 Educational ServicesUndeterminedDisruptive Message Manipulation

8/20/2020 UndeterminedCriminal SnapFulfil 54 Professional, Scientific, and Technical ServicesFinancial Disruptive Data Attack

8/20/2020 UndeterminedCriminal Instacart 81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of Application Server

8/19/2020 UndeterminedCriminal The Donkey Sanctuary81 Other Services (except Public Administration)Financial Exploitive Exploitation of Application Server

8/19/2020 MAZE Criminal Expanscience 54 Professional, Scientific, and Technical ServicesFinancial Disruptive Data Attack

8/19/2020 UndeterminedCriminal GEO Group 56 Administrative and Support and Waste Management and Remediation ServicesFinancial Mixed Data Attack,Exploitation of Application Server

8/19/2020 UndeterminedCriminal The Donkey Sanctuary81 Other Services (except Public Administration)Financial Exploitive Exploitation of Application Server

8/19/2020 UndeterminedCriminal Taiwan Government Ministries92 Public AdministrationPolitical-EspionageExploitive Exploitation of Application Server

8/19/2020 UndeterminedCriminal Santander 52 Finance and InsuranceFinancial Exploitive Exploitation of Sensors

8/19/2020 UndeterminedCriminal Experian 56 Administrative and Support and Waste Management and Remediation ServicesFinancial Exploitive Exploitation of Application Server

8/19/2020 UndeterminedCriminal Canpar Express 99 UndeterminedFinancial Disruptive External Denial of Service,Data Attack

8/18/2020 UndeterminedCriminal Canva 54 Professional, Scientific, and Technical ServicesUndeterminedMixed Exploitation of Application Server,Message Manipulation

8/18/2020 UndeterminedCriminal Cleveland Museum of Natural History71 Arts, Entertainment, and RecreationFinancial Exploitive Exploitation of Application Server

8/18/2020 UndeterminedCriminal Cleveland Museum of Natural History71 Arts, Entertainment, and RecreationFinancial Exploitive Exploitation of Application Server

8/18/2020 UndeterminedCriminal Ponca City Public Schools61 Educational ServicesFinancial Disruptive Data Attack

8/18/2020 Former Rezzan GÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¼nday (?im?ek Pharmacy) employeeUndeterminedRezzan GÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¼nday (?im?ek Pharmacy)62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of Application Server

8/17/2020 UndeterminedCriminal East Anglia's Children's Hospices (EACH)62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

8/17/2020 UndeterminedCriminal East Anglia's Children's Hospices (EACH)62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server



8/17/2020 UndeterminedCriminal ACT schools 61 Educational ServicesUndeterminedDisruptive Message Manipulation

8/17/2020 UndeterminedCriminal GCKey 92 Public AdministrationFinancial Exploitive Exploitation of Application Server

8/17/2020 UndeterminedCriminal Baugo Community Schools61 Educational ServicesUndeterminedDisruptive External Denial of Service

8/17/2020 UndeterminedCriminal Utah Gun Exchange44 Retail TradeUndeterminedExploitive Exploitation of Application Server

8/17/2020 Renauld ClaytonCriminal Tennessee State Univesity61 Educational ServicesFinancial Exploitive Exploitation of Application Server

8/15/2020 UndeterminedCriminal Rochester City School District61 Educational ServicesUndeterminedDisruptive Message Manipulation

8/15/2020 UndeterminedCriminal Carnival Corporation48 Transportation and WarehousingFinancial Mixed Data Attack,Exploitation of Application Server

8/15/2020 UndeterminedCriminal The Ritz hotel in London72 Accommodation and Food ServicesFinancial Disruptive Message Manipulation

8/14/2020 UndeterminedCriminal Oklahoma State Board of Education61 Educational ServicesUndeterminedDisruptive Message Manipulation

8/14/2020 REvil Criminal Brown-Forman Corp.31 ManufacturingFinancial Exploitive Exploitation of Application Server

8/14/2020 Fuhrpark Service transport fleetUndeterminedFuhrparkService (BWFU) transport fleet92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

8/14/2020 UndeterminedCriminal Rocky Mount, NC 92 Public AdministrationFinancial Mixed Data Attack,Exploitation of Application Server

8/14/2020 UndeterminedCriminal R1 RCM 54 Professional, Scientific, and Technical ServicesFinancial Disruptive Data Attack

8/14/2020 UndeterminedCriminal Canada Revenue Agency92 Public AdministrationFinancial Exploitive Exploitation of Application Server

8/13/2020 UndeterminedCriminal Harvard University61 Educational ServicesFinancial Exploitive Exploitation of Application Server

8/13/2020 UndeterminedCriminal Bletchley Park Trust71 Arts, Entertainment, and RecreationFinancial Exploitive Exploitation of Application Server

8/13/2020 UndeterminedCriminal Momentum Metropolitan52 Finance and InsuranceUndeterminedExploitive Exploitation of Application Server

8/13/2020 UndeterminedCriminal Harvard University61 Educational ServicesFinancial Exploitive Exploitation of Application Server

8/13/2020 UndeterminedCriminal Bletchley Park Trust71 Arts, Entertainment, and RecreationFinancial Exploitive Exploitation of Application Server

8/13/2020 UndeterminedCriminal Nykaa 44 Retail TradeFinancial Exploitive Exploitation of Application Server

8/13/2020 UndeterminedCriminal U.S. Financial Industry Regulatory Authority (FINRA) members52 Finance and InsuranceUndeterminedMixed Message Manipulation,Exploitation of End Hosts

8/12/2020 UndeterminedCriminal Atrium Health 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

8/12/2020 UndeterminedCriminal Pace Center for Girls81 Other Services (except Public Administration)Financial Exploitive Exploitation of Application Server

8/12/2020 UndeterminedCriminal Latin School of Chicago61 Educational ServicesFinancial Exploitive Exploitation of Application Server

8/12/2020 UndeterminedCriminal Atrium Health 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

8/12/2020 UndeterminedCriminal Flintshire Council 92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

8/12/2020 UndeterminedCriminal NHS 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server,Exploitation of End Hosts

8/12/2020 UndeterminedCriminal Archer High School61 Educational ServicesUndeterminedDisruptive Message Manipulation

8/12/2020 UndeterminedCriminal Pace Center for Girls81 Other Services (except Public Administration)Financial Exploitive Exploitation of Application Server

8/12/2020 NGB 3rd Technical Surveillance BureauNation-StateIsraeli defense industry92 Public AdministrationPolitical-EspionageExploitive Exploitation of Application Server,Exploitation of End Hosts

8/12/2020 UndeterminedCriminal Kariyer.net 54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server

8/12/2020 UndeterminedCriminal RailYatri 48 Transportation and WarehousingUndeterminedDisruptive Data Attack

8/11/2020 UndeterminedCriminal The Canadian Department of Justice92 Public AdministrationFinancial Mixed Exploitation of Application Server,Exploitation of End Hosts,Internal Denial of Service

8/11/2020 UndeterminedCriminal Luminate Education Group (LEG)61 Educational ServicesUndeterminedDisruptive External Denial of Service

8/11/2020 UndeterminedCriminal Adit 54 Professional, Scientific, and Technical ServicesUndeterminedMixed Data Attack,Exploitation of Application Server

8/10/2020 UndeterminedCriminal Virtu Financial 52 Finance and InsuranceFinancial Mixed Exploitation of Application Server,Message Manipulation

8/10/2020 Water RocCriminal SPIE Group 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack,Exploitation of Application Server

8/10/2020 NetWalkerCriminal Olympia House Rehab62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

8/10/2020 NetWalkerCriminal The Center for Fertility and Gynecology62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

8/10/2020 UndeterminedCriminal Buffalo and Erie County Public Library51 InformationUndeterminedExploitive Exploitation of Application Server

8/10/2020 Avaddon Criminal Undisclosed construction company23 ConstructionFinancial Exploitive Exploitation of Application Server

8/10/2020 Former Ashley County Medical Center employeeHobbyist Ashley County Medical Center62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of Application Server

8/10/2020 MespinozaCriminal Piedmont Orthopedics62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

8/9/2020 UndeterminedCriminal Defcon.org 51 InformationUndeterminedExploitive Exploitation of Application Server

8/9/2020 UndeterminedCriminal ProctorU 61 Educational ServicesFinancial Exploitive Exploitation of Application Server

8/9/2020 INDRIK SPIDERCriminal Boyce Technologies99 UndeterminedFinancial Mixed Data Attack,Exploitation of Application Server

8/8/2020 UndeterminedCriminal Southeastern Pennsylvania Transportation Authority92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

8/7/2020 UndeterminedCriminal National Trust 81 Other Services (except Public Administration)Financial Exploitive Exploitation of Application Server

8/7/2020 UndeterminedCriminal National Trust 81 Other Services (except Public Administration)Financial Exploitive Exploitation of Application Server

8/7/2020 UndeterminedCriminal Reddit 51 InformationUndeterminedDisruptive Message Manipulation

8/6/2020 NetWalkerCriminal Forsee Power 99 UndeterminedFinancial Mixed Data Attack,Exploitation of Application Server

8/6/2020 UndeterminedCriminal Cuyahoga Community College Foundation61 Educational ServicesFinancial Exploitive Exploitation of Application Server

8/6/2020 UndeterminedCriminal Cuyahoga Community College Foundation61 Educational ServicesFinancial Exploitive Exploitation of Application Server

8/6/2020 UndeterminedCriminal Interactive Data 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

8/6/2020 Trina Chu UndeterminedLousiana 2nd Circuit Court of Appeals92 Public AdministrationUndeterminedExploitive Exploitation of End Hosts



8/6/2020 MAZE Criminal Canon 31 ManufacturingFinancial Mixed Exploitation of Application Server,External Denial of Service,Data Attack

8/6/2020 UndeterminedCriminal Tamara Kater 81 Other Services (except Public Administration)Financial Exploitive Exploitation of End Hosts

8/6/2020 UndeterminedCriminal Hudson Independent School District61 Educational ServicesUndeterminedDisruptive External Denial of Service

8/6/2020 UndeterminedCriminal Pulse Secure 51 InformationUndeterminedExploitive Exploitation of Application Server

8/6/2020 UndeterminedCriminal Intel 31 ManufacturingUndeterminedExploitive Exploitation of Application Server

8/6/2020 UndeterminedCriminal Community School Corporation of Southern Hancock County district61 Educational ServicesUndeterminedDisruptive External Denial of Service

8/6/2020 UndeterminedCriminal SANS 54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server

8/6/2020 UndeterminedCriminal Imperial Valley College61 Educational ServicesFinancial Disruptive Data Attack

8/6/2020 UndeterminedCriminal Hillsborough County, FL criminal court92 Public AdministrationUndeterminedDisruptive Message Manipulation

8/6/2020 UndeterminedCriminal Academic HealthPlans52 Finance and InsuranceFinancial Exploitive Exploitation of End Hosts

8/5/2020 UndeterminedCriminal Einstein Healthcare Network62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of Application Server

8/5/2020 UndeterminedCriminal Luxottica 99 UndeterminedUndeterminedExploitive Exploitation of Application Server

8/5/2020 UndeterminedCriminal Bexar County 92 Public AdministrationUndeterminedDisruptive Message Manipulation

8/5/2020 UndeterminedCriminal UK trade minister Liam Fox92 Public AdministrationPolitical-EspionageExploitive Exploitation of Application Server

8/5/2020 UndeterminedCriminal Micard Co., Ltd 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

8/5/2020 UndeterminedCriminal Isetan Mitsukoshi Co., Ltd99 UndeterminedFinancial Exploitive Exploitation of Application Server

8/4/2020 UndeterminedCriminal Jewish Federation of Greater Washington81 Other Services (except Public Administration)Financial Exploitive Exploitation of Application Server,Exploitation of End Hosts

8/4/2020 UndeterminedCriminal UberEats 72 Accommodation and Food ServicesUndeterminedExploitive Exploitation of Application Server

8/4/2020 UndeterminedCriminal Beaumont Health 62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of Application Server

8/4/2020 MAZE Criminal Undetermined 48 Transportation and WarehousingFinancial Mixed Data Attack,Exploitation of Application Server

8/4/2020 MAZE Criminal LG 31 ManufacturingFinancial Mixed Data Attack,Exploitation of Application Server

8/4/2020 UndeterminedCriminal Valley Regional Hospital62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of Application Server

8/4/2020 UndeterminedCriminal Aberdeen Hospital62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of Application Server

8/4/2020 UndeterminedCriminal The Jewish Federation of Greater Washington81 Other Services (except Public Administration)Financial Exploitive Exploitation of Application Server,Exploitation of End Hosts

8/4/2020 UndeterminedCriminal Alameda Health System (AHS)62 Health Care and Social AssistanceFinancial Mixed Data Attack

8/3/2020 UndeterminedCriminal Tacoma Public Schools61 Educational ServicesFinancial Mixed Exploitation of Application Server,Message Manipulation

8/3/2020 UndeterminedCriminal Kent State University61 Educational ServicesFinancial Exploitive Exploitation of Application Server

8/3/2020 UndeterminedCriminal Kent State University61 Educational ServicesFinancial Exploitive Exploitation of Application Server

8/3/2020 MAZE Criminal Regis 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

8/3/2020 MAZE Criminal United Memorial Medical Center62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

8/2/2020 Indian hackersHacktivist Dawn News Channel51 InformationUndeterminedDisruptive Message Manipulation

8/2/2020 UndeterminedCriminal Telstra 51 InformationUndeterminedDisruptive External Denial of Service

8/2/2020 MAZE Criminal Ventura Orthopedics62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

8/1/2020 MAZE Criminal Undisclosed Vietnamese IT corporation54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack,Exploitation of Application Server

8/1/2020 MespinozaCriminal Sheldon Independent School District61 Educational ServicesFinancial Mixed Data Attack,Exploitation of Application Server

7/31/2020 UndeterminedCriminal Elkins Rehabilitation & Care Center62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of Application Server

7/31/2020 UndeterminedCriminal 2gether 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

7/30/2020 UndeterminedCriminal New London Hospital62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of Application Server

7/30/2020 UndeterminedCriminal Moderna 54 Professional, Scientific, and Technical ServicesIndustrial-EspionageExploitive Exploitation of Application Server

7/30/2020 UndeterminedCriminal Recover Our Youth62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of Application Server

7/30/2020 ShinyHuntersCriminal Scentbird 99 UndeterminedFinancial Exploitive Exploitation of Application Server

7/30/2020 UndeterminedCriminal British Dental Association81 Other Services (except Public Administration)Financial Mixed Data Attack,Exploitation of Application Server

7/30/2020 RansomEXXCriminal Konica Minolta 99 UndeterminedFinancial Disruptive Data Attack

7/30/2020 UndeterminedCriminal Family Medical Center of Michigan62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

7/29/2020 UndeterminedCriminal Camino Real Middle School61 Educational ServicesUndeterminedDisruptive Message Manipulation

7/29/2020 UndeterminedCriminal Athens Independent Sschool District61 Educational ServicesFinancial Disruptive Data Attack

7/29/2020 UndeterminedCriminal European Bank for Reconstruction and Development (EBRD) Twitter account92 Public AdministrationUndeterminedDisruptive Message Manipulation

7/29/2020 UndeterminedCriminal Vatican and the Holy See's Study Mission to China'92 Public AdministrationPolitical-EspionageExploitive Exploitation of Application Server,Exploitation of End Hosts

7/29/2020 ShinyHuntersCriminal Havenly 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

7/29/2020 UndeterminedCriminal Samaritan Medical Center62 Health Care and Social AssistanceUndeterminedDisruptive External Denial of Service,Data Attack

7/28/2020 Water RocCriminal Dresdner Khlanlagenbau GmbH (DKA)99 UndeterminedFinancial Mixed Data Attack,Exploitation of Application Server

7/28/2020 UndeterminedCriminal Providence Children's Museum71 Arts, Entertainment, and RecreationFinancial Exploitive Exploitation of Application Server

7/28/2020 UndeterminedCriminal Rhode Island College Foundation61 Educational ServicesFinancial Exploitive Exploitation of Application Server

7/28/2020 UndeterminedCriminal Mattapan Community Health Center (MCHC)62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

7/28/2020 UndeterminedCriminal The Bank of Ireland52 Finance and InsuranceFinancial Mixed Exploitation of Application Server,Message Manipulation



7/28/2020 UndeterminedCriminal Mattel 44 Retail TradeFinancial Disruptive Data Attack

7/28/2020 UndeterminedCriminal Century Specialty Script, LLC44 Retail TradeUndeterminedExploitive Exploitation of Application Server,Exploitation of End Hosts

7/28/2020 UndeterminedCriminal Providence Children's Museum71 Arts, Entertainment, and RecreationFinancial Exploitive Exploitation of Application Server

7/28/2020 UndeterminedCriminal Rhode Island College Foundation61 Educational ServicesFinancial Exploitive Exploitation of Application Server

7/28/2020 UndeterminedCriminal Legacy Community Health62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of Application Server

7/28/2020 UndeterminedCriminal New York state's Metropolitan Transport Authority48 Transportation and WarehousingUndeterminedDisruptive Message Manipulation

7/28/2020 UndeterminedCriminal iVoy 99 UndeterminedUndeterminedExploitive Exploitation of Application Server

7/28/2020 RedDelta Nation-StateCatholic Diocese of Hong Kong81 Other Services (except Public Administration)Political-EspionageExploitive Exploitation of Application Server,Exploitation of End Hosts

7/28/2020 RedDelta Nation-StatePontifical Institute for Foreign Missions (PIME)81 Other Services (except Public Administration)Political-EspionageExploitive Exploitation of Application Server,Exploitation of End Hosts

7/28/2020 RedDelta Nation-StateHong Kong Study Mission to China81 Other Services (except Public Administration)Political-EspionageExploitive Exploitation of Application Server,Exploitation of End Hosts

7/27/2020 ShinyHuntersCriminal Drizly 72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Application Server

7/27/2020 ShinyHuntersCriminal Promo.com 54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server

7/27/2020 UndeterminedCriminal The city of Lafayette, CO92 Public AdministrationFinancial Disruptive External Denial of Service,Data Attack

7/26/2020 UndeterminedCriminal Flood.io 54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server

7/26/2020 ShinyHuntersCriminal Dave.com 52 Finance and InsuranceUndeterminedExploitive Exploitation of Application Server

7/26/2020 UndeterminedCriminal Waydev 54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server

7/25/2020 UndeterminedCriminal Beaumont Health 62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of Application Server

7/25/2020 Ragnar LockerCriminal Carlson Wagonlit Travel (CWT)48 Transportation and WarehousingFinancial Mixed Data Attack,Exploitation of Application Server

7/24/2020 UndeterminedCriminal Aberystwyth University61 Educational ServicesFinancial Exploitive Exploitation of Application Server

7/24/2020 UndeterminedCriminal Sheldon Independent School District61 Educational ServicesUndeterminedExploitive Exploitation of Application Server

7/24/2020 UndeterminedCriminal Aberystwyth University61 Educational ServicesFinancial Exploitive Exploitation of Application Server

7/24/2020 UndeterminedCriminal Emotet botnet 81 Other Services (except Public Administration)Sabotage Disruptive Message Manipulation

7/23/2020 UndeterminedCriminal Sylva, NC 92 Public AdministrationUndeterminedDisruptive Message Manipulation

7/23/2020 INDRIK SPIDERCriminal Garmin 44 Retail TradeFinancial Disruptive Data Attack

7/23/2020 UndeterminedCriminal Instacart 81 Other Services (except Public Administration)Financial Exploitive Exploitation of Application Server,Exploitation of End Hosts

7/23/2020 UndeterminedCriminal CouchSurfing 72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Application Server

7/23/2020 REvil Criminal Administrador de Infraestructuras Ferroviarias (ADIF)48 Transportation and WarehousingFinancial Mixed Data Attack,Exploitation of Application Server

7/22/2020 UndeterminedCriminal SUNY Erie Community College61 Educational ServicesUndeterminedDisruptive External Denial of Service,Data Attack

7/22/2020 Ministry of Intelligence and Security (MOIS) (APT 34 OilRig)Nation-StateA telecom company in the Middle East51 InformationPolitical-EspionageExploitive Exploitation of End Hosts

7/22/2020 UndeterminedCriminal Twilio 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of End Hosts

7/21/2020 UndeterminedCriminal Coinbase 52 Finance and InsuranceFinancial Mixed Exploitation of Application Server,Message Manipulation

7/21/2020 UndeterminedCriminal UFO VPN 54 Professional, Scientific, and Technical ServicesUndeterminedMixed Data Attack,Exploitation of Application Server

7/21/2020 UndeterminedCriminal MyHeritage 62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of End Hosts

7/21/2020 UndeterminedCriminal Pepperstone 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server,Exploitation of End Hosts

7/21/2020 INDRIK SPIDERCriminal Amphastar Pharmaceuticals54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack,Exploitation of Application Server

7/21/2020 Sawfish Criminal DeepSource 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of End Hosts

7/20/2020 UndeterminedCriminal University of Utah Health62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of Application Server

7/20/2020 UndeterminedCriminal LiveAuctioneers 51 InformationFinancial Exploitive Exploitation of Application Server

7/19/2020 UndeterminedCriminal GEDMatch 81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of Application Server

7/18/2020 REvil Criminal Telecom Argentina51 InformationFinancial Disruptive External Denial of Service,Data Attack

7/17/2020 UndeterminedCriminal La Casa de Salud 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Hosts

7/17/2020 NetWalkerCriminal Lorien Health Services62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

7/17/2020 UndeterminedCriminal JM Bullion 44 Retail TradeFinancial Exploitive Exploitation of End Hosts

7/17/2020 UndeterminedCriminal Somerset Berkley Regional High School61 Educational ServicesFinancial Disruptive Data Attack

7/17/2020 UndeterminedCriminal Water pumps in the province of Mateh Yehuda22 Utilities UndeterminedDisruptive Physical Attack

7/17/2020 UndeterminedCriminal Agricultural water pumps in upper Galilee22 Utilities UndeterminedDisruptive Physical Attack

7/16/2020 UndeterminedCriminal Sheffield Hallam University61 Educational ServicesFinancial Exploitive Exploitation of Application Server

7/16/2020 UndeterminedCriminal University of North Carolina System61 Educational ServicesFinancial Exploitive Exploitation of Application Server

7/16/2020 UndeterminedCriminal Sheffield Hallam University61 Educational ServicesFinancial Exploitive Exploitation of Application Server

7/16/2020 UndeterminedCriminal University of North Carolina System61 Educational ServicesFinancial Exploitive Exploitation of Application Server

7/15/2020 Graham Ivan ClarkCriminal Twitter 51 InformationFinancial Mixed Exploitation of Application Server,Message Manipulation

7/15/2020 UndeterminedCriminal ArbiterSports 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

7/15/2020 UndeterminedCriminal Gravitas 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

7/15/2020 UndeterminedCriminal Blackbaud 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack,Exploitation of Application Server

7/15/2020 Ghost SquadHacktivist European Space Agency92 Public AdministrationUndeterminedDisruptive Message Manipulation



7/15/2020 Ministry of State Security's (MSS) (MUSTANG PANDA)Nation-StateHong Kong Catholic Church81 Other Services (except Public Administration)Political-EspionageExploitive Exploitation of End Hosts

7/15/2020 UndeterminedCriminal Citrix third-party 51 InformationFinancial Exploitive Exploitation of Application Server

7/14/2020 JamescarterCriminal UK ticketing provider71 Arts, Entertainment, and RecreationFinancial Exploitive Exploitation of Application Server

7/14/2020 LulzSecITAHacktivist Milan Malpensa Airport48 Transportation and WarehousingUndeterminedExploitive Exploitation of Application Server

7/14/2020 UndeterminedCriminal Roger Torrent 81 Other Services (except Public Administration)Political-EspionageExploitive Exploitation of End Hosts

7/14/2020 LulzSecITAHacktivist Milan Linate Airport48 Transportation and WarehousingUndeterminedExploitive Exploitation of Application Server

7/14/2020 MAZE Criminal Collabera 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack,Exploitation of Application Server

7/14/2020 ShinyHuntersCriminal Wattpad 51 InformationFinancial Exploitive Exploitation of Application Server

7/13/2020 UndeterminedCriminal Argenta 52 Finance and InsuranceFinancial Exploitive Exploitation of Sensors

7/13/2020 NightLion Criminal DataViper 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

7/12/2020 UndeterminedCriminal Haldiram's Snacks31 ManufacturingFinancial Mixed Data Attack,Exploitation of Application Server

7/11/2020 UndeterminedCriminal Dunzo 72 Accommodation and Food ServicesUndeterminedExploitive Exploitation of Application Server

7/11/2020 UndeterminedCriminal Cashaa 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

7/10/2020 MagadimarusCriminal LiveAuctioneers 51 InformationFinancial Exploitive Exploitation of Application Server

7/10/2020 NetWalkerCriminal Alfanar 99 UndeterminedFinancial Mixed Data Attack,Exploitation of Application Server

7/10/2020 UndeterminedCriminal Vancouver Coastal Health62 Health Care and Social AssistanceFinancial Disruptive Data Attack

7/10/2020 UndeterminedCriminal Temple Sinai 81 Other Services (except Public Administration)Personal AttackDisruptive Message Manipulation

7/10/2020 LulzSecITAHacktivist Ente Nazionale Aviazione Civile (Italian Agency for the Civil Aviation)92 Public AdministrationUndeterminedDisruptive Data Attack

7/9/2020 UndeterminedCriminal Administrative Advantage62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of End Hosts

7/9/2020 UndeterminedCriminal Cloudflare 51 InformationUndeterminedDisruptive External Denial of Service

7/9/2020 UndeterminedCriminal Religare Health Insurance52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

7/8/2020 UndeterminedCriminal Zello 51 InformationUndeterminedExploitive Exploitation of Application Server

7/8/2020 UndeterminedCriminal Roper St. Francis Hospital62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

7/8/2020 UndeterminedCriminal Impact Guru 81 Other Services (except Public Administration)Financial Exploitive Exploitation of Application Server

7/7/2020 UndeterminedCriminal VOXX International99 UndeterminedFinancial Mixed Data Attack,Exploitation of Application Server

7/7/2020 UndeterminedCriminal Chilton County 92 Public AdministrationUndeterminedDisruptive Data Attack

7/6/2020 UndeterminedCriminal Center for Alternative Sentencing and Employment Services81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of Application Server

7/6/2020 UndeterminedCriminal Bcycle 48 Transportation and WarehousingFinancial Exploitive Exploitation of Application Server

7/6/2020 UndeterminedCriminal Hapvida 52 Finance and InsuranceUndeterminedExploitive Exploitation of Application Server

7/6/2020 UndeterminedCriminal Bank users in Portugal52 Finance and InsuranceFinancial Exploitive Exploitation of End Hosts

7/6/2020 Sheriff Criminal eToro 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

7/5/2020 UndeterminedCriminal Dr. Atadan Egemen Koyuncu62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

7/5/2020 UndeterminedCriminal Xchanging 54 Professional, Scientific, and Technical ServicesUndeterminedDisruptive Data Attack

7/4/2020 Water RocCriminal Orange 51 InformationFinancial Mixed Data Attack,Exploitation of Application Server

7/4/2020 REvil Criminal Sheriff's Office for Cooke County, Texas92 Public AdministrationFinancial Mixed Data Attack,Exploitation of Application Server

7/3/2020 UndeterminedCriminal PEI-Genesis, Inc. 99 UndeterminedFinancial Exploitive Exploitation of Application Server

7/3/2020 UndeterminedCriminal Chief Warrant Officer Robert Osside Institute61 Educational ServicesUndeterminedDisruptive Data Attack

7/3/2020 UndeterminedCriminal Canadian Forces College61 Educational ServicesUndeterminedDisruptive Data Attack

7/3/2020 UndeterminedCriminal RMC Saint-Jean in Quebec61 Educational ServicesUndeterminedDisruptive Data Attack

7/3/2020 UndeterminedCriminal Technology Management Resources, Inc. (TMR)62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

7/3/2020 UndeterminedCriminal MyGov accounts 81 Other Services (except Public Administration)Financial Exploitive Exploitation of Application Server

7/3/2020 UndeterminedCriminal Swvl 48 Transportation and WarehousingUndeterminedExploitive Exploitation of Application Server

7/3/2020 UndeterminedCriminal Royal Military College of Canada61 Educational ServicesUndeterminedDisruptive Data Attack

7/2/2020 UndeterminedCriminal Wayne County School District61 Educational ServicesUndeterminedExploitive Exploitation of Application Server

7/2/2020 Homeland CheetahsUndeterminedNatanz nuclear facility22 Utilities Sabotage Disruptive Physical Attack

7/2/2020 UndeterminedCriminal CNY Works 81 Other Services (except Public Administration)Financial Disruptive Data Attack

7/2/2020 UndeterminedCriminal Heartland Farm Mutual52 Finance and InsuranceUndeterminedExploitive Exploitation of Application Server

7/2/2020 UndeterminedCriminal Russia's Ministry of Foreign Affairs92 Public AdministrationFinancial Disruptive Message Manipulation

7/1/2020 Christopher DobbinsCriminal Stradis Healthcare99 UndeterminedSabotage Disruptive Data Attack

7/1/2020 NetWalkerCriminal Trinity Metro 48 Transportation and WarehousingFinancial Mixed Exploitation of Application Server,External Denial of Service,Data Attack

7/1/2020 UndeterminedCriminal Unnamed English football club71 Arts, Entertainment, and RecreationFinancial Disruptive Data Attack,Physical Attack,Internal Denial of Service

7/1/2020 UndeterminedCriminal Uyghur ethnic minority81 Other Services (except Public Administration)Political-EspionageExploitive Exploitation of End Hosts

6/30/2020 UndeterminedCriminal Utah Pathology 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

6/30/2020 UndeterminedCriminal Roblox 51 InformationUndeterminedDisruptive Message Manipulation

6/29/2020 UndeterminedCriminal New Mexico State University Foundation61 Educational ServicesFinancial Exploitive Exploitation of Application Server



6/29/2020 UndeterminedCriminal City of Duncannon92 Public AdministrationFinancial Disruptive Data Attack

6/29/2020 UndeterminedCriminal City of Duncannon92 Public AdministrationFinancial Disruptive Data Attack

6/28/2020 UndeterminedCriminal National Highway Authority of India (NHAI)92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

6/28/2020 UndeterminedCriminal Israel Philharmonic Orchestra71 Arts, Entertainment, and RecreationUndeterminedDisruptive External Denial of Service

6/27/2020 Kerala Cyber HackersHacktivist Delhi State Health Mission website92 Public AdministrationProtest Exploitive Exploitation of Application Server

6/27/2020 Kerala Cyber HackersHacktivist Delhi State Health Mission website92 Public AdministrationProtest Exploitive Exploitation of Application Server

6/26/2020 UndeterminedCriminal E27 51 InformationFinancial Exploitive Exploitation of Application Server

6/26/2020 UndeterminedCriminal Eight cities across three states in the United States92 Public AdministrationFinancial Exploitive Exploitation of End Hosts

6/26/2020 UndeterminedCriminal France Tvisions 51 InformationUndeterminedUndeterminedUndetermined

6/26/2020 UndeterminedCriminal E27 51 InformationFinancial Exploitive Exploitation of Application Server

6/26/2020 Anonymous (Brazil)Hacktivist Brazilian government officials including president Jair Bolsonaro92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

6/26/2020 Osiris banking TrojanCriminal Benefit Recovery Specialists52 Finance and InsuranceFinancial Disruptive Data Attack

6/25/2020 UndeterminedCriminal South Country Health Alliance62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of Application Server

6/25/2020 UndeterminedCriminal Ledger 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

6/25/2020 MAZE Criminal Xerox Corporation31 ManufacturingFinancial Mixed Data Attack,Exploitation of Application Server

6/25/2020 MAZE Criminal LG Electronics 31 ManufacturingFinancial Mixed Data Attack,Exploitation of Application Server

6/24/2020 UndeterminedCriminal Mercy Iowa City 62 Health Care and Social AssistanceFinancial Mixed Exploitation of Application Server,Internal Denial of Service

6/24/2020 Kelvin SecurityCriminal Frost & Sullivan 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

6/24/2020 Kelvin SecurityCriminal Frost & Sullivan 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

6/24/2020 UndeterminedCriminal Android users in Canada81 Other Services (except Public Administration)Financial Disruptive Data Attack

6/24/2020 UndeterminedCriminal Android users in Canada81 Other Services (except Public Administration)Financial Disruptive Data Attack

6/23/2020 UndeterminedCriminal Tax Collector's Office for Polk County92 Public AdministrationUndeterminedExploitive Exploitation of Application Server,Exploitation of End Hosts

6/23/2020 UndeterminedCriminal Choice Health Management Services54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server

6/22/2020 Shandra GillesUndeterminedCoastal Preparatory Academy61 Educational ServicesUndeterminedMixed Exploitation of Application Server,Internal Denial of Service

6/22/2020 TA505 Criminal Indiabulls Group 55 Management of Companies and EnterprisesFinancial Mixed Data Attack,Exploitation of Application Server

6/22/2020 UndeterminedCriminal Iowa State University61 Educational ServicesUndeterminedDisruptive Message Manipulation

6/22/2020 United KingdomNation-StateEncrochat 54 Professional, Scientific, and Technical ServicesSabotage Exploitive Exploitation of End Hosts

6/22/2020 UndeterminedCriminal Stalker Online 71 Arts, Entertainment, and RecreationFinancial Exploitive Exploitation of Application Server

6/22/2020 TA505 Criminal Indiabulls Group 55 Management of Companies and EnterprisesFinancial Mixed Data Attack,Exploitation of Application Server

6/21/2020 UndeterminedCriminal Undisclosed bank in Europe52 Finance and InsuranceUndeterminedDisruptive External Denial of Service

6/21/2020 UndeterminedCriminal University of California, Davis61 Educational ServicesUndeterminedDisruptive Message Manipulation

6/20/2020 UndeterminedCriminal Tallapoosa County Probate Office92 Public AdministrationFinancial Disruptive Data Attack

6/19/2020 NetWalkerCriminal Crozer-Keystone Health System62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

6/19/2020 AnonymousHacktivist US Police 92 Public AdministrationProtest Exploitive Exploitation of Application Server

6/19/2020 UndeterminedCriminal Florida Orthopedic Institute62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of Application Server

6/19/2020 UndeterminedCriminal Mid-Michigan College61 Educational ServicesUndeterminedExploitive Exploitation of Application Server

6/19/2020 UndeterminedCriminal Blaze Angel Roberts Instagram account81 Other Services (except Public Administration)UndeterminedDisruptive Message Manipulation

6/19/2020 AnonymousHacktivist US Police 92 Public AdministrationProtest Exploitive Exploitation of Application Server

6/18/2020 UndeterminedCriminal Club Fitness Holdings, Inc.71 Arts, Entertainment, and RecreationUndeterminedMixed Data Attack,Exploitation of Application Server

6/18/2020 UndeterminedCriminal Bank of America customers52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

6/18/2020 UndeterminedCriminal Wells Fargo customers52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

6/18/2020 UndeterminedCriminal RBX.Place 81 Other Services (except Public Administration)Financial Exploitive Exploitation of Application Server

6/18/2020 UndeterminedCriminal Lion 31 ManufacturingUndeterminedDisruptive Data Attack

6/18/2020 UndeterminedCriminal Bank of America customers52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

6/18/2020 UndeterminedCriminal Wells Fargo customers52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

6/17/2020 UndeterminedCriminal MEDNAX Services, Inc.62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

6/17/2020 REvil Criminal Light S.A. 22 Utilities Financial Disruptive External Denial of Service,Data Attack

6/17/2020 Pinoy GrayhatsUndeterminedFar Eastern University (FEU)61 Educational ServicesUndeterminedExploitive Exploitation of Application Server

6/17/2020 UndeterminedCriminal Cebu Normal University (CNU)61 Educational ServicesUndeterminedExploitive Exploitation of Application Server

6/17/2020 UndeterminedCriminal City of Lexington 92 Public AdministrationUndeterminedDisruptive Message Manipulation

6/17/2020 UndeterminedCriminal Unnamed web host51 InformationUndeterminedDisruptive External Denial of Service

6/17/2020 REvil Criminal Light S.A. 22 Utilities Financial Disruptive External Denial of Service,Data Attack

6/16/2020 UndeterminedCriminal Oswego Health 62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of Application Server

6/16/2020 UndeterminedCriminal India 92 Public AdministrationSabotage Disruptive External Denial of Service

6/15/2020 UndeterminedCriminal Postbank 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server



6/15/2020 UndeterminedCriminal Intersport 42 Wholesale TradeFinancial Exploitive Exploitation of End Hosts

6/15/2020 UndeterminedCriminal Claire's 44 Retail TradeFinancial Exploitive Exploitation of End Hosts

6/15/2020 UndeterminedCriminal Geox 31 ManufacturingFinancial Disruptive Data Attack

6/15/2020 UndeterminedCriminal Foodora 72 Accommodation and Food ServicesUndeterminedExploitive Exploitation of Application Server

6/15/2020 MAZE Criminal MaxLinear 99 UndeterminedFinancial Mixed Data Attack,Exploitation of Application Server

6/14/2020 Anonymous (USA)Hacktivist Atlanta Police Department92 Public AdministrationProtest Disruptive External Denial of Service

6/14/2020 UndeterminedCriminal Sapiens International54 Professional, Scientific, and Technical ServicesFinancial Disruptive Data Attack

6/14/2020 MAZE Criminal Threadstone Advisors LLP52 Finance and InsuranceFinancial Mixed Data Attack,Exploitation of Application Server

6/14/2020 UndeterminedCriminal Sapiens International54 Professional, Scientific, and Technical ServicesFinancial Disruptive Data Attack

6/14/2020 MAZE Criminal Threadstone Advisors LLP52 Finance and InsuranceFinancial Mixed Data Attack,Exploitation of Application Server

6/13/2020 UndeterminedCriminal Rangely District Hospital (RDH)62 Health Care and Social AssistanceFinancial Disruptive Data Attack

6/12/2020 UndeterminedCriminal NHS 62 Health Care and Social AssistanceUndeterminedMixed Exploitation of Application Server,Internal Denial of Service

6/12/2020 m1x Criminal puebla.gob.mx 92 Public AdministrationFinancial Exploitive Exploitation of Application Server

6/12/2020 UndeterminedCriminal Pivot Technology Solutions54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

6/12/2020 UndeterminedCriminal www.indianblooddonors.com62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of Application Server

6/12/2020 UndeterminedCriminal Cano Health 62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of Application Server

6/12/2020 UndeterminedCriminal University of Missouri Health Care (MU Health Care)62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of Application Server

6/12/2020 UndeterminedCriminal www.indianblooddonors.com62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of Application Server

6/12/2020 UndeterminedCriminal Cano Health 62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of Application Server

6/12/2020 UndeterminedCriminal Electronic Waveform Lab, Inc.54 Professional, Scientific, and Technical ServicesFinancial Disruptive Data Attack

6/11/2020 UndeterminedCriminal City of Knoxville 92 Public AdministrationFinancial Disruptive Data Attack

6/11/2020 UndeterminedCriminal University of the Philippines Visayas61 Educational ServicesUndeterminedDisruptive Message Manipulation

6/11/2020 REvil Criminal In Sport 99 UndeterminedFinancial Mixed Data Attack,Exploitation of Application Server

6/11/2020 UndeterminedCriminal eHealth Saskatchewan62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

6/11/2020 UndeterminedCriminal Infinity Diagnostics Center62 Health Care and Social AssistancePersonal AttackDisruptive Message Manipulation

6/11/2020 UndeterminedCriminal A1 Telekom 51 InformationUndeterminedExploitive Exploitation of End Hosts

6/11/2020 UndeterminedCriminal TAIT Towers 99 UndeterminedUndeterminedExploitive Exploitation of Application Server

6/11/2020 UndeterminedCriminal City of Knoxville 92 Public AdministrationFinancial Disruptive Data Attack

6/10/2020 APT27 (Iron Panda)Nation-StateGovernment and military entities in Vietnam92 Public AdministrationUndeterminedExploitive Exploitation of End Hosts

6/10/2020 UndeterminedCriminal City of Keizer 92 Public AdministrationFinancial Disruptive Data Attack

6/10/2020 UndeterminedCriminal Microsoft 51 InformationFinancial Exploitive Exploitation of Application Server

6/9/2020 UndeterminedCriminal South Africa's Life Healthcare62 Health Care and Social AssistanceUndeterminedDisruptive Data Attack

6/9/2020 UndeterminedCriminal Slovak government92 Public AdministrationUndeterminedExploitive Exploitation of Data in Transit

6/9/2020 R3dr0x Hacktivist Bharat Earth Movers Limited (BEML)99 UndeterminedUndeterminedExploitive Exploitation of Application Server

6/9/2020 UndeterminedCriminal Lion 31 ManufacturingFinancial Disruptive Data Attack

6/8/2020 UndeterminedCriminal Premier Health Partners62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of Application Server

6/8/2020 UndeterminedCriminal Preen.Me 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

6/8/2020 UndeterminedCriminal Greenworks 44 Retail TradeFinancial Exploitive Exploitation of End Hosts

6/8/2020 INDRIK SPIDERCriminal Avon 99 UndeterminedUndeterminedDisruptive Data Attack

6/8/2020 EKANS (SNAKE)UndeterminedHonda 31 ManufacturingUndeterminedDisruptive Data Attack

6/7/2020 UndeterminedCriminal Hockley Medical Practice62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of Application Server

6/7/2020 UndeterminedCriminal University of the Philippines Cebu61 Educational ServicesUndeterminedExploitive Exploitation of Application Server

6/7/2020 EKANS (SNAKE)UndeterminedEnel Group 22 Utilities UndeterminedDisruptive Data Attack

6/5/2020 John Wick (AKA Korean Hackers)Criminal ZEE5 51 InformationFinancial Exploitive Exploitation of Application Server

6/5/2020 UndeterminedCriminal City of Florence 92 Public AdministrationFinancial Disruptive Data Attack

6/5/2020 UndeterminedCriminal University of Utah 62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of Application Server

6/5/2020 MAZE Criminal ST Engineering 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

6/5/2020 UndeterminedCriminal City of Florence 92 Public AdministrationFinancial Disruptive Data Attack

6/5/2020 UndeterminedCriminal Fitness Depot 44 Retail TradeFinancial Exploitive Exploitation of End Hosts

6/4/2020 UndeterminedCriminal San Beda University (SBU)61 Educational ServicesUndeterminedExploitive Exploitation of Application Server

6/4/2020 UndeterminedCriminal Chartered Professional Accountants of Canada (CPA)81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of Application Server

6/3/2020 NetWalkerCriminal Columbia College of Chicago61 Educational ServicesFinancial Mixed Data Attack,Exploitation of Application Server

6/3/2020 NetWalkerCriminal University of California San Francisco (UCSF)61 Educational ServicesFinancial Mixed Data Attack,Exploitation of Application Server

6/3/2020 NetWalkerCriminal Columbia College of Chicago61 Educational ServicesFinancial Mixed Data Attack,Exploitation of Application Server

6/3/2020 UndeterminedCriminal Duluth School District61 Educational ServicesUndeterminedExploitive Exploitation of Application Server



6/3/2020 UndeterminedCriminal Viva Republica Inc.52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

6/3/2020 MAZE Criminal Westech International54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack,Exploitation of Application Server

6/3/2020 INDRIK SPIDERCriminal Digital Management Inc. (DMI)54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack,Exploitation of Application Server

6/3/2020 UndeterminedCriminal San Francisco Employees' Retirement System (SFERS)81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of Application Server

6/2/2020 REvil Criminal Agromart Group 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

6/2/2020 UndeterminedCriminal Kentucky Employees' Health Plan (KEHP)62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

6/2/2020 UndeterminedCriminal Minnesota Senate92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

6/1/2020 UndeterminedCriminal Security Industry Specialists54 Professional, Scientific, and Technical ServicesUndeterminedDisruptive Data Attack

6/1/2020 UndeterminedCriminal Teespring 44 Retail TradeFinancial Exploitive Exploitation of Application Server

6/1/2020 UndeterminedCriminal University of California, San Francisco61 Educational ServicesFinancial Disruptive Data Attack

5/31/2020 UndeterminedCriminal Coincheck 52 Finance and InsuranceFinancial Mixed Exploitation of Application Server,Message Manipulation,Exploitation of Data in Transit

5/30/2020 AnonymousHacktivist Minneapolis Police Department92 Public AdministrationUndeterminedDisruptive External Denial of Service

5/30/2020 Sekhmet Criminal Excis 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack,Exploitation of Application Server

5/30/2020 UndeterminedCriminal Neiman Marcus 44 Retail TradeFinancial Exploitive Exploitation of End Hosts

5/30/2020 UndeterminedCriminal Airlink International UAE48 Transportation and WarehousingUndeterminedExploitive Exploitation of Application Server

5/29/2020 MAZE Criminal Conduent 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack,Exploitation of Application Server

5/29/2020 UndeterminedCriminal Amtrak 48 Transportation and WarehousingUndeterminedExploitive Exploitation of Application Server

5/29/2020 Toogod Criminal Department of Household Registration of Taiwan92 Public AdministrationFinancial Exploitive Exploitation of Application Server

5/28/2020 NetWalkerCriminal Michigan State University61 Educational ServicesFinancial Mixed Data Attack,Exploitation of Application Server

5/28/2020 UndeterminedCriminal Stark Summit Ambulance62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

5/28/2020 UndeterminedCriminal City government systems in Minneapolis92 Public AdministrationUndeterminedDisruptive External Denial of Service

5/28/2020 UndeterminedCriminal Cisco 51 InformationUndeterminedExploitive Exploitation of Application Server

5/27/2020 NetWalkerCriminal City of Weiz 92 Public AdministrationFinancial Disruptive Data Attack

5/27/2020 UndeterminedCriminal LiveJournal 51 InformationFinancial Exploitive Exploitation of Application Server

5/27/2020 GhostwriterNation-Statetelwizjarepublika.pl51 InformationSabotage Disruptive Message Manipulation

5/27/2020 GhostwriterNation-Statepolanddaily.com 51 InformationSabotage Disruptive Message Manipulation

5/27/2020 GhostwriterNation-Stateradiosczcecin.pl 51 InformationSabotage Disruptive Message Manipulation

5/27/2020 GhostwriterNation-Stateniezalezna.pl 51 InformationSabotage Disruptive Message Manipulation

5/27/2020 GhostwriterNation-Stateolsztyn24.com 51 InformationSabotage Disruptive Message Manipulation

5/27/2020 GhostwriterNation-Statezary-zagan.regionalna.pl51 InformationSabotage Disruptive Message Manipulation

5/26/2020 UndeterminedCriminal Arbonne International54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server

5/24/2020 UndeterminedCriminal suxx.to 81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of Application Server

5/24/2020 UndeterminedCriminal Sinfulsite.com 81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of Application Server

5/24/2020 UndeterminedCriminal Nulled.ch 81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of Application Server

5/23/2020 UndeterminedCriminal Unknown resume aggregator54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server

5/22/2020 UndeterminedCriminal Everett & Hurite Ophthalmic  Association62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of Application Server

5/22/2020 UndeterminedCriminal EduCBA 61 Educational ServicesUndeterminedExploitive Exploitation of Application Server

5/22/2020 ShinyHuntersCriminal Mathway 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

5/22/2020 LulzSecITAHacktivist San Raffaele Hospital62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of Application Server

5/20/2020 UndeterminedCriminal Highpoint Foot and Ankle Center62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

5/20/2020 REvil Criminal FARO Technologies99 UndeterminedFinancial Mixed Data Attack,Exploitation of Application Server

5/20/2020 ShinyHuntersCriminal Wishbone 51 InformationFinancial Exploitive Exploitation of Application Server

5/19/2020 UndeterminedCriminal EasyJet 48 Transportation and WarehousingFinancial Exploitive Exploitation of Application Server

5/19/2020 Greenbug Nation-StateThree telecom companies in Pakistan51 InformationPolitical-EspionageExploitive Exploitation of Application Server

5/17/2020 UndeterminedCriminal M.J. Brunner 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack,Exploitation of Application Server

5/15/2020 APT23 Nation-StatePhilippine military 92 Public AdministrationPolitical-EspionageExploitive Exploitation of Application Server,Exploitation of End Hosts

5/15/2020 UndeterminedCriminal Covve 51 InformationUndeterminedExploitive Exploitation of Application Server

5/15/2020 APT23 Nation-StateTaiwanese military92 Public AdministrationPolitical-EspionageExploitive Exploitation of Application Server,Exploitation of End Hosts

5/15/2020 UndeterminedCriminal BlueScope 99 UndeterminedUndeterminedDisruptive Internal Denial of Service

5/15/2020 UndeterminedCriminal Car owners in Russia81 Other Services (except Public Administration)Financial Exploitive Exploitation of Application Server

5/14/2020 UndeterminedCriminal 9 million customers of the CDEK Express transportation service48 Transportation and WarehousingFinancial Exploitive Exploitation of Application Server

5/14/2020 UndeterminedCriminal BlockFi 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

5/14/2020 UndeterminedCriminal Des Moines City Council92 Public AdministrationPersonal AttackDisruptive Message Manipulation

5/14/2020 UndeterminedCriminal Elexon 22 Utilities UndeterminedDisruptive Data Attack,Internal Denial of Service

5/14/2020 RansomEXXCriminal Texas Department of Transportation92 Public AdministrationFinancial Disruptive Data Attack



5/13/2020 AKO Criminal North Shore Pain Management62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

5/13/2020 UndeterminedCriminal Wright County 92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

5/13/2020 UndeterminedCriminal German Chancellor Angela Merkel92 Public AdministrationPolitical-EspionageExploitive Exploitation of End Hosts

5/13/2020 UndeterminedCriminal Bam Construct 23 ConstructionUndeterminedUndeterminedUndetermined

5/13/2020 UndeterminedCriminal Interserve 54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server

5/12/2020 Water RocCriminal W&T Offshore 21 Mining, Quarrying, and Oil and Gas ExtractionFinancial Mixed Data Attack,Exploitation of Application Server

5/12/2020 UndeterminedCriminal ESET 54 Professional, Scientific, and Technical ServicesUndeterminedDisruptive External Denial of Service

5/11/2020 UndeterminedCriminal Bernards Township92 Public AdministrationFinancial Disruptive Data Attack

5/11/2020 UndeterminedCriminal WeLeakData.com 81 Other Services (except Public Administration)Financial Exploitive Exploitation of Application Server

5/11/2020 MAZE Criminal Pitney Bowes 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack,Exploitation of Application Server

5/11/2020 ProLock Criminal Diebold Nixdorf 54 Professional, Scientific, and Technical ServicesFinancial Disruptive Data Attack

5/10/2020 Powerful Greek ArmyUndeterminedNorth Macedonia's Ministry of Economy and Finance92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

5/10/2020 UndeterminedCriminal Port of Bandar Abbas48 Transportation and WarehousingUndeterminedDisruptive Data Attack

5/9/2020 Israel Nation-StateShahid Rajaee Port48 Transportation and WarehousingSabotage Disruptive Data Attack,Physical Attack

5/9/2020 UndeterminedCriminal MyBudget 52 Finance and InsuranceUndeterminedDisruptive External Denial of Service

5/9/2020 ShinyHuntersCriminal Zoosk 51 InformationFinancial Exploitive Exploitation of Application Server

5/9/2020 ShinyHuntersCriminal Star Tribune 51 InformationFinancial Exploitive Exploitation of Application Server

5/9/2020 ShinyHuntersCriminal Mindful 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

5/9/2020 ShinyHuntersCriminal Ggumim 51 InformationFinancial Exploitive Exploitation of Application Server

5/9/2020 ShinyHuntersCriminal Styleshare 51 InformationFinancial Exploitive Exploitation of Application Server

5/9/2020 ShinyHuntersCriminal Minted 71 Arts, Entertainment, and RecreationFinancial Exploitive Exploitation of Application Server

5/9/2020 ShinyHuntersCriminal Bhinneka 44 Retail TradeFinancial Exploitive Exploitation of Application Server

5/9/2020 UndeterminedCriminal Stadler 31 ManufacturingFinancial Mixed Data Attack,Exploitation of Application Server

5/9/2020 UndeterminedCriminal Bitly 54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server

5/8/2020 INDRIK SPIDERCriminal Nipissing First Nation92 Public AdministrationFinancial Mixed Data Attack,Exploitation of Application Server

5/8/2020 UndeterminedCriminal Nikkei Inc. 51 InformationUndeterminedExploitive Exploitation of End Hosts

5/8/2020 UndeterminedCriminal U.S. Marshals Service92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

5/8/2020 UndeterminedCriminal Texas Office of Court Administration (OCA)92 Public AdministrationFinancial Disruptive Data Attack

5/8/2020 REvil Criminal Grubman Shire Meiselas & Sacks (GSMLaw)54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack,Exploitation of Application Server

5/8/2020 ShinyHuntersCriminal HomeChef 72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Application Server

5/8/2020 UndeterminedCriminal Gilead Sciences 54 Professional, Scientific, and Technical ServicesIndustrial-EspionageExploitive Exploitation of Application Server

5/7/2020 UndeterminedCriminal Central California Alliance for Health62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of Application Server

5/7/2020 UndeterminedCriminal NTT 51 InformationUndeterminedExploitive Exploitation of Application Server

5/7/2020 UndeterminedCriminal StorEnvy 44 Retail TradeUndeterminedExploitive Exploitation of Application Server

5/7/2020 UndeterminedCriminal Giannis Antetokounmpo's Twitter account81 Other Services (except Public Administration)UndeterminedDisruptive Message Manipulation

5/7/2020 DonJuji UndeterminedMobiFriends 51 InformationUndeterminedExploitive Exploitation of Application Server

5/7/2020 UndeterminedCriminal Ruhr University Bochum (RUB)61 Educational ServicesUndeterminedDisruptive External Denial of Service,Data Attack,Internal Denial of Service

5/6/2020 Water RocCriminal Toll Group 54 Professional, Scientific, and Technical ServicesFinancial Disruptive Data Attack

5/6/2020 MAZE Criminal Maxwell Aesthetics62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

5/6/2020 UndeterminedCriminal Saint Paulus Lutheran Church81 Other Services (except Public Administration)UndeterminedDisruptive Message Manipulation

5/6/2020 UndeterminedCriminal 44 million Pakistani mobile subscribers81 Other Services (except Public Administration)Financial Exploitive Exploitation of Application Server

5/6/2020 ShinyHuntersCriminal Microsoft 51 InformationUndeterminedExploitive Exploitation of Application Server

5/6/2020 EKANS (SNAKE)UndeterminedFresenius 62 Health Care and Social AssistanceUndeterminedMixed Data Attack,Exploitation of Application Server

5/5/2020 UndeterminedCriminal Fitness class 71 Arts, Entertainment, and RecreationUndeterminedDisruptive Message Manipulation

5/5/2020 UndeterminedCriminal Formosa Petrochemical Corp.21 Mining, Quarrying, and Oil and Gas ExtractionUndeterminedDisruptive Internal Denial of Service

5/5/2020 catz UndeterminedMercedes-Benz Instagram account31 ManufacturingUndeterminedDisruptive Message Manipulation

5/4/2020 UndeterminedCriminal ProPath Services, LLC62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

5/4/2020 People's Liberation Army Strategic Support Force  (Wicked PANDA)Nation-StateCPC Corporation 21 Mining, Quarrying, and Oil and Gas ExtractionUndeterminedDisruptive External Denial of Service,Data Attack

5/4/2020 UndeterminedCriminal Bukalapak 44 Retail TradeFinancial Exploitive Exploitation of Application Server

5/3/2020 ShinyHuntersCriminal Chronicle.com 51 InformationFinancial Exploitive Exploitation of Application Server

5/3/2020 ShinyHuntersCriminal ChatBooks 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

5/3/2020 UndeterminedCriminal Algolia 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

5/3/2020 UndeterminedCriminal Florida Gulf Coast University61 Educational ServicesUndeterminedDisruptive External Denial of Service

5/3/2020 REvil Criminal Harvest Sherwood Food Distributors72 Accommodation and Food ServicesFinancial Mixed Data Attack,Exploitation of Application Server

5/3/2020 UndeterminedCriminal Xen Orchestra 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server



5/3/2020 UndeterminedCriminal Digicert 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

5/3/2020 UndeterminedCriminal Ghost 51 InformationFinancial Exploitive Exploitation of Application Server

5/3/2020 UndeterminedCriminal Naughty Dog 71 Arts, Entertainment, and RecreationUndeterminedExploitive Exploitation of Application Server

5/3/2020 ShinyHuntersCriminal Unacademy 61 Educational ServicesFinancial Exploitive Exploitation of Application Server

5/3/2020 ShinyHuntersCriminal Tokopedia 44 Retail TradeFinancial Exploitive Exploitation of Application Server

5/2/2020 UndeterminedCriminal LineageOS 54 Professional, Scientific, and Technical ServicesUndeterminedDisruptive External Denial of Service

5/1/2020 UndeterminedCriminal Epilepsy Florida 62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of Application Server

5/1/2020 UndeterminedCriminal Methodist Hospital of Southern California62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

5/1/2020 UndeterminedCriminal Columbus City Schools61 Educational ServicesUndeterminedExploitive Exploitation of Application Server

5/1/2020 MAZE Criminal Sparboe Companies72 Accommodation and Food ServicesFinancial Mixed Data Attack,Exploitation of Application Server

5/1/2020 UndeterminedCriminal York University 61 Educational ServicesUndeterminedDisruptive Data Attack

5/1/2020 MAZE Criminal Dakota Carrier Network51 InformationFinancial Mixed Data Attack,Exploitation of Application Server

5/1/2020 REvil Criminal MJ Payne 52 Finance and InsuranceFinancial Mixed Data Attack,Exploitation of Application Server

5/1/2020 MAZE Criminal Dr. Kristin Tarbet's Plastic Surgery Center62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

5/1/2020 MAZE Criminal Nashville Plastic Surgery Institute,62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

5/1/2020 MAZE Criminal Banco BCR 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

4/30/2020 NetWalkerCriminal NWT Power Corporation22 Utilities UndeterminedDisruptive Message Manipulation,External Denial of Service,Data Attack

4/30/2020 UndeterminedCriminal SWPS University of Humanities and Social Sciences ('SWPS University')61 Educational ServicesFinancial Mixed Data Attack,Exploitation of Application Server

4/30/2020 UndeterminedCriminal Warwick University61 Educational ServicesUndeterminedExploitive Exploitation of Application Server

4/30/2020 APT23 Nation-StateVietnamese government data center92 Public AdministrationPolitical-EspionageExploitive Exploitation of End Hosts

4/29/2020 UndeterminedCriminal Usenet.nl 51 InformationUndeterminedExploitive Exploitation of Application Server

4/29/2020 UndeterminedCriminal Undisclosed multinational conglomerate55 Management of Companies and EnterprisesFinancial Exploitive Exploitation of Application Server,Exploitation of End Hosts,Exploitation of Data in Transit

4/29/2020 UndeterminedCriminal UseNeXT 51 InformationUndeterminedExploitive Exploitation of Application Server

4/29/2020 UndeterminedCriminal Chegg 51 InformationFinancial Exploitive Exploitation of Application Server

4/29/2020 UndeterminedCriminal Tarkett 31 ManufacturingUndeterminedDisruptive Data Attack

4/28/2020 Light Criminal Zaha Hadid Architects54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack,Exploitation of Application Server

4/28/2020 UndeterminedCriminal Scholarship America81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of Application Server

4/27/2020 UndeterminedCriminal National Cardiovacular Partners62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of Application Server

4/27/2020 REvil Criminal CivicSmart 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack,Exploitation of Application Server

4/27/2020 UndeterminedCriminal Lumberton Township Public Schools in Burlington County61 Educational ServicesUndeterminedDisruptive Message Manipulation

4/27/2020 UndeterminedCriminal Aeries Student Information Systems54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server

4/26/2020 UndeterminedCriminal Robert Dyas 44 Retail TradeFinancial Exploitive Exploitation of Application Server

4/25/2020 THE0TIMECriminal Huiying Medical Technology54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

4/24/2020 MAZE Criminal PeroxyChem 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack,Exploitation of Application Server

4/24/2020 MespinozaCriminal Illinois Valley Community College61 Educational ServicesFinancial Mixed Exploitation of Application Server,External Denial of Service,Data Attack,Internal Denial of Service

4/23/2020 REvil Criminal SeaChange International51 InformationFinancial Mixed Data Attack,Exploitation of Application Server

4/23/2020 UndeterminedCriminal GoDaddy 51 InformationUndeterminedExploitive Exploitation of Application Server

4/23/2020 UndeterminedCriminal Water supply and treatment facilities in Israel22 Utilities Sabotage Disruptive Physical Attack

4/23/2020 UndeterminedCriminal CHI St. Luke's Health-Memorial Lufkin61 Educational ServicesUndeterminedExploitive Exploitation of Application Server

4/22/2020 UndeterminedCriminal Valve 51 InformationUndeterminedExploitive Exploitation of Application Server

4/22/2020 UndeterminedCriminal Service NSW 92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

4/22/2020 GhostwriterNation-Statepodlasie24.pl 51 InformationSabotage Disruptive Message Manipulation

4/22/2020 GhostwriterNation-Statelewy.pl 51 InformationSabotage Disruptive Message Manipulation

4/22/2020 GhostwriterNation-Stateprawy.pl 51 InformationSabotage Disruptive Message Manipulation

4/22/2020 UndeterminedCriminal Poland's War Studies University92 Public AdministrationSabotage Disruptive Message Manipulation

4/22/2020 APT32 Nation-StateChinese Ministry of Emergency Management92 Public AdministrationPolitical-EspionageExploitive Exploitation of End Hosts

4/22/2020 APT32 Nation-StateWuhan government92 Public AdministrationPolitical-EspionageExploitive Exploitation of End Hosts

4/21/2020 UndeterminedCriminal Whisky Auctioneer71 Arts, Entertainment, and RecreationUndeterminedDisruptive External Denial of Service

4/21/2020 UndeterminedCriminal Parkview Medical Center62 Health Care and Social AssistanceFinancial Disruptive Data Attack

4/21/2020 INDRIK SPIDERCriminal City of Torrance 92 Public AdministrationFinancial Mixed Data Attack,Exploitation of Application Server

4/20/2020 UndeterminedCriminal Benefit Recovery Specialists, Inc.56 Administrative and Support and Waste Management and Remediation ServicesUndeterminedExploitive Exploitation of Application Server

4/20/2020 UndeterminedCriminal Brandywine Counseling and Community Services62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

4/20/2020 UndeterminedCriminal Chartered Institute for Securities and Investments (CISI)81 Other Services (except Public Administration)Financial Exploitive Exploitation of End Hosts

4/20/2020 UndeterminedCriminal Believr 81 Other Services (except Public Administration)UndeterminedDisruptive Message Manipulation

4/20/2020 People's Liberation Army Strategic Support Force  (Wicked PANDA)Nation-StateGravity 71 Arts, Entertainment, and RecreationUndeterminedExploitive Exploitation of Application Server



4/20/2020 UndeterminedCriminal Genworth Financial52 Finance and InsuranceUndeterminedExploitive Exploitation of Application Server

4/19/2020 UndeterminedCriminal Danish Agro 11 Agriculture, Forestry, Fishing and HuntingFinancial Disruptive Data Attack

4/19/2020 UndeterminedCriminal UniCredit 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

4/19/2020 UndeterminedCriminal Lendf.me 52 Finance and InsuranceFinancial Mixed Data Attack,Exploitation of Application Server

4/19/2020 UndeterminedCriminal Uniswap 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

4/18/2020 Desmond Babloo SinghCriminal Unidentified victim81 Other Services (except Public Administration)Personal AttackMixed Exploitation of Application Server,Message Manipulation

4/18/2020 UndeterminedCriminal Webkinz World 71 Arts, Entertainment, and RecreationUndeterminedExploitive Exploitation of Application Server

4/18/2020 UndeterminedCriminal Cognizant 54 Professional, Scientific, and Technical ServicesFinancial Disruptive Data Attack

4/18/2020 UndeterminedCriminal Etana Custody 52 Finance and InsuranceUndeterminedExploitive Exploitation of Application Server

4/17/2020 UndeterminedCriminal Clayton County school61 Educational ServicesUndeterminedDisruptive Message Manipulation

4/17/2020 UndeterminedCriminal Olean City 92 Public AdministrationFinancial Disruptive Data Attack

4/17/2020 UndeterminedCriminal Aurora Medical Center Bay Area62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of Application Server

4/17/2020 UndeterminedCriminal PrimoHoagies 72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Application Server

4/17/2020 TA505 Criminal ExecuPharm 62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

4/17/2020 UndeterminedCriminal Aptoide 51 InformationUndeterminedExploitive Exploitation of Application Server

4/16/2020 UndeterminedCriminal Companies conducting research into treatments for COVID-1962 Health Care and Social AssistanceIndustrial-EspionageExploitive Exploitation of Application Server,Exploitation of End Hosts

4/15/2020 UndeterminedCriminal South African Department for Women, Youth, and Persons with Disabilities92 Public AdministrationUndeterminedDisruptive Message Manipulation

4/15/2020 UndeterminedCriminal EA Sports 71 Arts, Entertainment, and RecreationUndeterminedDisruptive External Denial of Service

4/15/2020 UndeterminedCriminal Applications Software Technologies54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

4/15/2020 UndeterminedCriminal Wappalyzer 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

4/15/2020 Satan UndeterminedMercantile Communications Pvt Ltd51 InformationUndeterminedExploitive Exploitation of Application Server

4/14/2020 UndeterminedCriminal Two Manitoba law firms54 Professional, Scientific, and Technical ServicesFinancial Disruptive Data Attack

4/14/2020 UndeterminedCriminal Canadian medical research facility62 Health Care and Social AssistanceFinancial Disruptive Data Attack

4/14/2020 UndeterminedCriminal Canadian government healthcare organization62 Health Care and Social AssistanceFinancial Disruptive Data Attack

4/14/2020 UndeterminedCriminal City Index 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

4/14/2020 Ragnar LockerCriminal Energias de Portugal (EDP)22 Utilities Financial Mixed Data Attack,Exploitation of Application Server

4/13/2020 UndeterminedCriminal McLeod Health 62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of Application Server

4/13/2020 UndeterminedCriminal Doctors Community Medical Center62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of Application Server

4/13/2020 UndeterminedCriminal Hartford HealthCare62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of Application Server

4/12/2020 UndeterminedCriminal Doctors based in the US62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

4/12/2020 UndeterminedCriminal New York State 92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

4/11/2020 UndeterminedCriminal Monte dei Paschi 52 Finance and InsuranceFinancial Mixed Exploitation of Application Server,Message Manipulation

4/11/2020 UndeterminedCriminal Lafayette Regional Rehabilitation Hospital62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of Application Server

4/11/2020 UndeterminedCriminal Magellan Health 62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

4/10/2020 Water RocCriminal MAS Holdings 31 ManufacturingFinancial Mixed Data Attack,Exploitation of Application Server

4/10/2020 UndeterminedCriminal Saint Francis Ministries81 Other Services (except Public Administration)Financial Exploitive Exploitation of Application Server

4/10/2020 UndeterminedCriminal Mediterranean Shipping Co (MSC)48 Transportation and WarehousingUndeterminedDisruptive External Denial of Service

4/10/2020 Protag Criminal Quidd 71 Arts, Entertainment, and RecreationFinancial Exploitive Exploitation of Application Server

4/9/2020 UndeterminedCriminal Arzi24[.]com 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

4/9/2020 UndeterminedCriminal Camden County 92 Public AdministrationUndeterminedDisruptive Data Attack

4/9/2020 UndeterminedCriminal Niazpardaz[.]ir 51 InformationFinancial Exploitive Exploitation of Application Server

4/9/2020 UndeterminedCriminal DESMI 99 UndeterminedUndeterminedDisruptive External Denial of Service

4/9/2020 UndeterminedCriminal Government of North Rhine-Westphalia92 Public AdministrationFinancial Mixed Exploitation of Application Server,Message Manipulation,Exploitation of End Hosts,Data Attack

4/8/2020 UndeterminedCriminal Bisq 52 Finance and InsuranceFinancial Disruptive Data Attack

4/8/2020 UndeterminedCriminal Vianet 51 InformationUndeterminedExploitive Exploitation of Application Server

4/7/2020 UndeterminedCriminal EVERSANA 54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server

4/7/2020 FSB 18thÃƒÂ‚Ã‚Â Center for Information Security (Berserk Bear)Nation-StateSan Francisco International Airport48 Transportation and WarehousingPolitical-EspionageExploitive Exploitation of Application Server

4/6/2020 UndeterminedCriminal Premier Kids Care, Inc.62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of End Hosts

4/5/2020 UndeterminedCriminal Puget Sound Educational Service District61 Educational ServicesUndeterminedExploitive Exploitation of Application Server

4/5/2020 UndeterminedCriminal MNP 52 Finance and InsuranceUndeterminedDisruptive Data Attack

4/5/2020 NN Hacking GroupCriminal Email.it 51 InformationFinancial Exploitive Exploitation of Application Server

4/3/2020 Gordon Welterlen; Nicole MilanCriminal Wolfe & Associates53 Real Estate and Rental and LeasingFinancial Exploitive Exploitation of Application Server

4/3/2020 UndeterminedCriminal OGUSERS 81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of Application Server

4/3/2020 UndeterminedCriminal US government 92 Public AdministrationUndeterminedDisruptive Message Manipulation

4/2/2020 UndeterminedCriminal Kent Commercial Services56 Administrative and Support and Waste Management and Remediation ServicesFinancial Mixed Data Attack,Exploitation of Application Server



4/2/2020 UndeterminedCriminal Kent Commercial Services56 Administrative and Support and Waste Management and Remediation ServicesFinancial Mixed Data Attack,Exploitation of Application Server

4/2/2020 UndeterminedCriminal World Health Organization (WHO)92 Public AdministrationPolitical-EspionageExploitive Exploitation of Application Server,Exploitation of End Hosts

4/1/2020 REvil Criminal 10x Genomics 62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

4/1/2020 MAZE Criminal Berkine 21 Mining, Quarrying, and Oil and Gas ExtractionFinancial Mixed Data Attack,Exploitation of Application Server

4/1/2020 Bl@ckt0r Criminal Ticketclub.it 71 Arts, Entertainment, and RecreationFinancial Exploitive Exploitation of Application Server

3/31/2020 Water RocCriminal Cosan 31 ManufacturingFinancial Mixed Data Attack,Exploitation of Application Server

3/31/2020 UndeterminedCriminal Marriott International72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Application Server

3/30/2020 MAZE Criminal BetUS 71 Arts, Entertainment, and RecreationFinancial Mixed Data Attack,Exploitation of Application Server

3/30/2020 UndeterminedCriminal GoDaddy 51 InformationUndeterminedMixed Exploitation of Application Server,Message Manipulation,Exploitation of End Hosts

3/29/2020 Christopher DobbinesUndeterminedUnnamed medical device packaging company56 Administrative and Support and Waste Management and Remediation ServicesUndeterminedDisruptive Data Attack

3/28/2020 UndeterminedCriminal Teaching Council 61 Educational ServicesUndeterminedExploitive Exploitation of Application Server

3/27/2020 UndeterminedCriminal TBG West Insurance52 Finance and InsuranceFinancial Mixed Data Attack,Exploitation of Application Server

3/27/2020 UndeterminedCriminal SBTech 71 Arts, Entertainment, and RecreationFinancial Disruptive Data Attack

3/27/2020 UndeterminedCriminal Social Bluebook 51 InformationUndeterminedExploitive Exploitation of Application Server

3/26/2020 UndeterminedCriminal Magnolia Pediatrics62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of Application Server

3/26/2020 BassterlordCriminal Indian State Tax Office92 Public AdministrationFinancial Exploitive Exploitation of Application Server

3/26/2020 UndeterminedCriminal Meadville Medical Center62 Health Care and Social AssistanceFinancial Disruptive Data Attack

3/26/2020 BassterlordCriminal Indian State Tax Office92 Public AdministrationFinancial Exploitive Exploitation of Application Server

3/26/2020 WIZARD SPIDERCriminal US health care provider62 Health Care and Social AssistanceFinancial Disruptive Data Attack

3/26/2020 INDRIK SPIDERCriminal Kimchuk 31 ManufacturingFinancial Mixed Data Attack,Exploitation of Application Server

3/26/2020 MAZE Criminal Chubb 52 Finance and InsuranceFinancial Mixed Data Attack,Exploitation of Application Server

3/25/2020 UndeterminedCriminal Town of Jupiter 92 Public AdministrationFinancial Disruptive External Denial of Service,Data Attack

3/25/2020 UndeterminedCriminal Daniel's Hosting 81 Other Services (except Public Administration)UndeterminedDisruptive Data Attack

3/25/2020 Palesa Criminal AMD 31 ManufacturingFinancial Exploitive Exploitation of Application Server

3/24/2020 UndeterminedCriminal PropTiger 53 Real Estate and Rental and LeasingFinancial Exploitive Exploitation of Application Server

3/23/2020 UndeterminedCriminal LTI Power System31 ManufacturingFinancial Disruptive Data Attack

3/23/2020 UndeterminedCriminal 118 118 Money 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

3/23/2020 DarkHotel Nation-StateWorld Health Organization92 Public AdministrationPolitical-EspionageExploitive Exploitation of Application Server,Exploitation of End Hosts

3/20/2020 UndeterminedCriminal Golden Valley Health Centers62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

3/20/2020 UndeterminedCriminal Oregon Department of Human Services92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

3/20/2020 UndeterminedCriminal Rotherham Council92 Public AdministrationFinancial Exploitive Exploitation of Application Server

3/20/2020 UndeterminedCriminal University of Utah Health62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of Application Server,Exploitation of End Hosts

3/20/2020 UndeterminedCriminal Finastra 52 Finance and InsuranceFinancial Disruptive Data Attack

3/20/2020 Digital RevolutionHacktivist InformInvestGroup CJSC54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server

3/20/2020 UndeterminedCriminal General Electric (GE) via Canon Business Process Services31 ManufacturingFinancial Exploitive Exploitation of Application Server

3/19/2020 UndeterminedCriminal Keen 44 Retail TradeFinancial Mixed Exploitation of Application Server,External Denial of Service

3/19/2020 UndeterminedCriminal Takeaway 72 Accommodation and Food ServicesFinancial Disruptive External Denial of Service

3/19/2020 UndeterminedCriminal Brooks International54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

3/19/2020 GhostwriterNation-Statebaltic-course.com 51 InformationSabotage Disruptive Message Manipulation

3/18/2020 UndeterminedCriminal NutriBullet 44 Retail TradeFinancial Exploitive Exploitation of End Hosts

3/18/2020 UndeterminedCriminal Blizzard Entertainment71 Arts, Entertainment, and RecreationUndeterminedDisruptive External Denial of Service

3/17/2020 UndeterminedCriminal Tandem Diabetes Care62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

3/17/2020 UndeterminedCriminal Town of Houlton Police92 Public AdministrationFinancial Disruptive Data Attack

3/16/2020 UndeterminedCriminal Norfund 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

3/16/2020 UndeterminedCriminal Avalon Health Care Management62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

3/16/2020 UndeterminedCriminal College of DuPage61 Educational ServicesFinancial Exploitive Exploitation of Application Server

3/15/2020 UndeterminedCriminal Bluffton Township Fire District92 Public AdministrationFinancial Disruptive Data Attack

3/15/2020 UndeterminedCriminal Townhall of Marseille92 Public AdministrationFinancial Disruptive Data Attack

3/15/2020 UndeterminedCriminal United States Health and Human Services Department92 Public AdministrationSabotage Disruptive External Denial of Service

3/14/2020 UndeterminedCriminal Jamaica National Group52 Finance and InsuranceFinancial Mixed Data Attack,Exploitation of Application Server

3/14/2020 MAZE Criminal Hammersmith Medicines Research (HMR)62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

3/14/2020 UndeterminedCriminal Advanced Urgent Care of the Florida Keys62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

3/14/2020 MAZE Criminal AffordaCare Urgent Care Clinic62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

3/13/2020 UndeterminedCriminal Jay Public School District61 Educational ServicesUndeterminedDisruptive Data Attack

3/13/2020 UndeterminedCriminal Randleman Eye Center62 Health Care and Social AssistanceFinancial Disruptive Data Attack



3/13/2020 UndeterminedCriminal Aerial Direct 51 InformationFinancial Exploitive Exploitation of Application Server

3/13/2020 UndeterminedCriminal Brno University Hospital62 Health Care and Social AssistanceUndeterminedDisruptive Data Attack

3/13/2020 UndeterminedCriminal The National 51 InformationUndeterminedDisruptive External Denial of Service

3/12/2020 UndeterminedCriminal Open Exchange Rates54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

3/12/2020 FSB 18thÃƒÂ‚Ã‚Â Center for Information Security (Berserk Bear)Nation-StateThe Armenian Deposit Guarantee Fund (adgf.am)81 Other Services (except Public Administration)Political-EspionageExploitive Exploitation of End Hosts

3/12/2020 FSB 18thÃƒÂ‚Ã‚Â Center for Information Security (Berserk Bear)Nation-StateThe Armenian Institute of International and Security Affairs (aiisa.am)81 Other Services (except Public Administration)Political-EspionageExploitive Exploitation of End Hosts

3/12/2020 FSB 18thÃƒÂ‚Ã‚Â Center for Information Security (Berserk Bear)Nation-StateMinistry of Nature Protection and Natural Resources of the Republic of Artsakh (mnp.nkr.am)92 Public AdministrationPolitical-EspionageExploitive Exploitation of End Hosts

3/12/2020 FSB 18thÃƒÂ‚Ã‚Â Center for Information Security (Berserk Bear)Nation-StateThe consular Section of the Embassy of Armenia in Russia (armconsul.ru)92 Public AdministrationPolitical-EspionageExploitive Exploitation of End Hosts

3/11/2020 UndeterminedCriminal Northeast Radiology62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

3/11/2020 UndeterminedCriminal Champaign-Urbana Public Health District62 Health Care and Social AssistanceFinancial Disruptive External Denial of Service,Data Attack

3/10/2020 UndeterminedCriminal Wichita State University61 Educational ServicesFinancial Exploitive Exploitation of Application Server

3/9/2020 UndeterminedCriminal St. Michael's Hospital62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

3/9/2020 UndeterminedCriminal Fort Worth Independent School District61 Educational ServicesFinancial Disruptive External Denial of Service,Data Attack

3/9/2020 UndeterminedCriminal TrueFire 81 Other Services (except Public Administration)Financial Exploitive Exploitation of End Hosts

3/9/2020 UndeterminedCriminal ENTSO-E 22 Utilities UndeterminedExploitive Exploitation of Application Server

3/8/2020 UndeterminedCriminal University of Kentucky61 Educational ServicesFinancial Exploitive Exploitation of Application Server

3/7/2020 UndeterminedCriminal Foodmandu 72 Accommodation and Food ServicesUndeterminedExploitive Exploitation of Application Server

3/7/2020 MAZE Criminal VT San Antonio Aerospace54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack,Exploitation of Application Server

3/7/2020 MAZE Criminal VT San Antonio Aerospace54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack,Exploitation of Application Server

3/6/2020 WIZARD SPIDERCriminal Durham County 92 Public AdministrationFinancial Disruptive Data Attack

3/6/2020 UndeterminedCriminal BJC HealthCare 62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of Application Server

3/6/2020 UndeterminedCriminal Koodo Mobile 51 InformationFinancial Exploitive Exploitation of Application Server

3/6/2020 UndeterminedCriminal Entercom 51 InformationUndeterminedExploitive Exploitation of Application Server

3/6/2020 UndeterminedCriminal Trident Crypto Fund52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

3/6/2020 WIZARD SPIDERCriminal City of Durham 92 Public AdministrationFinancial Disruptive Data Attack

3/5/2020 UndeterminedCriminal EVRAZ 31 ManufacturingFinancial Disruptive Data Attack

3/5/2020 UndeterminedCriminal Communications & Power Industries (CPI)31 ManufacturingFinancial Disruptive Data Attack

3/5/2020 UndeterminedCriminal Carnival Corporation48 Transportation and WarehousingFinancial Exploitive Exploitation of Application Server

3/4/2020 UndeterminedCriminal Boots 44 Retail TradeFinancial Exploitive Exploitation of End Hosts

3/4/2020 UndeterminedCriminal Australian Defence Force92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

3/4/2020 UndeterminedCriminal T-Mobile 51 InformationFinancial Exploitive Exploitation of Application Server

3/3/2020 UndeterminedCriminal Binion's Casino 71 Arts, Entertainment, and RecreationFinancial Disruptive Data Attack

3/3/2020 UndeterminedCriminal Four Queens Hotel and Casino72 Accommodation and Food ServicesFinancial Disruptive Data Attack

3/3/2020 UndeterminedCriminal J.Crew 44 Retail TradeFinancial Exploitive Exploitation of End Hosts

3/2/2020 Syrian Electronic ArmyHacktivist Microsoft 51 InformationUndeterminedExploitive Exploitation of End Hosts

3/2/2020 UndeterminedCriminal GeoCloud 81 Other Services (except Public Administration)Financial Exploitive Exploitation of Application Server

3/2/2020 UndeterminedCriminal Vijay Sales 44 Retail TradeFinancial Exploitive Exploitation of Application Server

3/2/2020 UndeterminedCriminal Tesco 44 Retail TradeFinancial Exploitive Exploitation of End Hosts

3/2/2020 UndeterminedCriminal Spartanburg School District One61 Educational ServicesFinancial Disruptive Data Attack

3/2/2020 PwndLockerCriminal City of Novi Sad 92 Public AdministrationFinancial Disruptive Data Attack

3/1/2020 UndeterminedCriminal Community Development Bank52 Finance and InsuranceFinancial Mixed Data Attack,Exploitation of Application Server

3/1/2020 UndeterminedCriminal Visser Precision 31 ManufacturingFinancial Mixed Data Attack,Exploitation of Application Server

2/29/2020 Digileaker UndeterminedDigitex 52 Finance and InsurancePersonal AttackExploitive Exploitation of Application Server

2/29/2020 UndeterminedCriminal Loqbox 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

2/29/2020 UndeterminedCriminal RailWorks Corporation31 ManufacturingFinancial Disruptive Data Attack

2/29/2020 UndeterminedCriminal Epiq Global 54 Professional, Scientific, and Technical ServicesFinancial Disruptive Data Attack

2/28/2020 UndeterminedCriminal Munson Healthcare Group62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

2/27/2020 UndeterminedCriminal OKEx 52 Finance and InsuranceUndeterminedDisruptive External Denial of Service

2/27/2020 UndeterminedCriminal Bitfinex 52 Finance and InsuranceUndeterminedDisruptive External Denial of Service

2/27/2020 UndeterminedCriminal Jordan Health 62 Health Care and Social AssistanceFinancial Disruptive Data Attack

2/27/2020 UndeterminedCriminal Democratic National Committee81 Other Services (except Public Administration)UndeterminedDisruptive Message Manipulation

2/27/2020 UndeterminedCriminal Kenneth Cole Productions31 ManufacturingFinancial Exploitive Exploitation of Application Server

2/27/2020 UndeterminedCriminal Barbara Corcoran 53 Real Estate and Rental and LeasingFinancial Disruptive Message Manipulation

2/26/2020 UndeterminedCriminal Sachs Sax Caplan, P.L.54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server

2/26/2020 UndeterminedCriminal Rady's Children's Hospital62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of Application Server



2/26/2020 UndeterminedCriminal Southern Water 22 Utilities UndeterminedExploitive Exploitation of Application Server

2/26/2020 INDRIK SPIDERCriminal Bretagne Tcom 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack,Exploitation of Application Server

2/25/2020 UndeterminedCriminal Clearview AI 54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server

2/25/2020 UndeterminedCriminal Hutt Valley High School61 Educational ServicesUndeterminedExploitive Exploitation of Application Server

2/25/2020 WIZARD SPIDERCriminal Gadsden Independent School District61 Educational ServicesFinancial Disruptive Data Attack

2/25/2020 UndeterminedCriminal Advocate Aurora Health62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

2/25/2020 UndeterminedCriminal Overlake Medical Center & Clinics62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

2/25/2020 UndeterminedCriminal NRC Health 54 Professional, Scientific, and Technical ServicesFinancial Disruptive Data Attack

2/25/2020 PwndLockerCriminal La Salle County 92 Public AdministrationFinancial Mixed Data Attack,Exploitation of Application Server

2/24/2020 UndeterminedCriminal Transmit Security 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

2/24/2020 UndeterminedCriminal Transavia 48 Transportation and WarehousingUndeterminedExploitive Exploitation of Application Server

2/24/2020 UndeterminedCriminal Grayson County 92 Public AdministrationFinancial Disruptive Data Attack

2/24/2020 UndeterminedCriminal Pacific Specialty Insurance52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

2/24/2020 UndeterminedCriminal Ordnance Survey 92 Public AdministrationFinancial Exploitive Exploitation of Application Server

2/24/2020 UndeterminedCriminal German PayPal users52 Finance and InsuranceFinancial Exploitive Exploitation of End Hosts

2/23/2020 UndeterminedCriminal Allergy Partners 62 Health Care and Social AssistanceFinancial Disruptive Data Attack

2/23/2020 UndeterminedCriminal Total Quality Logistics (TQL)56 Administrative and Support and Waste Management and Remediation ServicesFinancial Exploitive Exploitation of Application Server

2/23/2020 UndeterminedCriminal Prince Edward Island92 Public AdministrationFinancial Mixed Data Attack,Exploitation of Application Server

2/23/2020 UndeterminedCriminal Secretariat of the Economy of Mexico92 Public AdministrationUndeterminedDisruptive Data Attack

2/22/2020 UndeterminedCriminal Major cryptovalues investor52 Finance and InsuranceFinancial Exploitive Exploitation of End Hosts,Exploitation of Data in Transit

2/21/2020 UndeterminedCriminal Coinhako 52 Finance and InsuranceFinancial Exploitive Exploitation of End Hosts

2/21/2020 UndeterminedCriminal Jackson Public Schools61 Educational ServicesFinancial Disruptive Data Attack

2/21/2020 UndeterminedCriminal Moses Lake School District61 Educational ServicesFinancial Disruptive Data Attack

2/21/2020 UndeterminedCriminal Endeavor Energy Resources21 Mining, Quarrying, and Oil and Gas ExtractionFinancial Exploitive Exploitation of End Hosts

2/21/2020 UndeterminedCriminal Reading Municipal Light Department (RMLD)22 Utilities Financial Disruptive Data Attack

2/21/2020 Lynx UndeterminedSlickwraps 31 ManufacturingUndeterminedExploitive Exploitation of Application Server

2/20/2020 UndeterminedCriminal South Adams Schools district61 Educational ServicesFinancial Disruptive Data Attack

2/20/2020 UndeterminedCriminal San Felipe Del Rio CISD61 Educational ServicesFinancial Disruptive Message Manipulation

2/20/2020 UndeterminedCriminal VibrantCare Rehabilitation62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

2/20/2020 UndeterminedCriminal IIT Madras 61 Educational ServicesFinancial Disruptive Data Attack

2/20/2020 UndeterminedCriminal Defence Information Systems Agency (DISA)92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

2/19/2020 UndeterminedCriminal United Regional Health Care System61 Educational ServicesUndeterminedExploitive Exploitation of Application Server

2/19/2020 UndeterminedCriminal City of Wayne 92 Public AdministrationFinancial Disruptive Data Attack

2/19/2020 UndeterminedCriminal Maroof International Hospital62 Health Care and Social AssistanceFinancial Disruptive Data Attack

2/19/2020 UndeterminedCriminal MGM Resorts 72 Accommodation and Food ServicesUndeterminedExploitive Exploitation of Application Server

2/19/2020 UndeterminedCriminal Ministre de l'education et de l'Enseignement Suprieur92 Public AdministrationFinancial Exploitive Exploitation of Application Server

2/18/2020 UndeterminedCriminal PaperlessPay Corporation54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

2/18/2020 UndeterminedCriminal Government data center in Rwanda92 Public AdministrationUndeterminedDisruptive External Denial of Service

2/18/2020 UndeterminedCriminal Undisclosed natural gas compression facility48 Transportation and WarehousingUndeterminedDisruptive Data Attack

2/17/2020 UndeterminedCriminal Monroe County Hospital & Clinics62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

2/17/2020 UndeterminedCriminal East House 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

2/17/2020 UndeterminedCriminal Rabun County 92 Public AdministrationFinancial Disruptive External Denial of Service,Data Attack

2/17/2020 UndeterminedCriminal ISS World 56 Administrative and Support and Waste Management and Remediation ServicesFinancial Disruptive Data Attack

2/16/2020 UndeterminedCriminal Butler County Community College61 Educational ServicesFinancial Disruptive Data Attack



2/16/2020 HAMAS Terrorist IDF 92 Public AdministrationPolitical-EspionageExploitive Exploitation of End Hosts

2/15/2020 UndeterminedCriminal EMCOR Group 31 ManufacturingFinancial Disruptive Data Attack

2/15/2020 UndeterminedCriminal Ronald E. McNair High61 Educational ServicesUndeterminedExploitive Exploitation of Application Server

2/15/2020 UndeterminedCriminal Interactive Medical Systems54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server

2/15/2020 OurMine Hobbyist The International Olympic Committee Twitter Account92 Public AdministrationUndeterminedDisruptive Message Manipulation

2/15/2020 OurMine Hobbyist FC Barcelona Twitter account71 Arts, Entertainment, and RecreationUndeterminedDisruptive Message Manipulation

2/15/2020 UndeterminedCriminal Port Lavaca 92 Public AdministrationFinancial Disruptive Data Attack

2/15/2020 UndeterminedCriminal Bear Creek High 61 Educational ServicesUndeterminedExploitive Exploitation of Application Server

2/15/2020 UndeterminedCriminal Neebs Gaming YouTube channel71 Arts, Entertainment, and RecreationFinancial Mixed Message Manipulation,Exploitation of End Hosts

2/14/2020 UndeterminedCriminal Tennessee Orthopaedic Alliance62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

2/14/2020 UndeterminedCriminal BST 52 Finance and InsuranceFinancial Mixed Data Attack,Exploitation of Application Server

2/14/2020 UndeterminedCriminal INA Group 21 Mining, Quarrying, and Oil and Gas ExtractionFinancial Disruptive External Denial of Service,Data Attack

2/14/2020 UndeterminedCriminal Charleston Lube Partners72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Sensors

2/14/2020 UndeterminedCriminal PSL Services 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

2/13/2020 UndeterminedCriminal Grand Est 92 Public AdministrationFinancial Disruptive Data Attack

2/13/2020 UndeterminedCriminal Relation Insurance52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

2/13/2020 UndeterminedCriminal Nedbank 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

2/13/2020 UndeterminedCriminal Rutter's 44 Retail TradeFinancial Exploitive Exploitation of Sensors

2/12/2020 UndeterminedCriminal FHN 62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of Application Server

2/12/2020 UndeterminedCriminal Palm Beach county's election office92 Public AdministrationUndeterminedDisruptive Data Attack

2/12/2020 UndeterminedCriminal Central Kansas Orthopedic Group62 Health Care and Social AssistanceFinancial Disruptive Data Attack

2/12/2020 UndeterminedCriminal IOTA Foundation 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server,Exploitation of End Hosts

2/12/2020 UndeterminedCriminal Puerto Rico's government92 Public AdministrationFinancial Disruptive Message Manipulation

2/11/2020 UndeterminedCriminal Altice USA Inc. 51 InformationFinancial Exploitive Exploitation of Application Server

2/11/2020 UndeterminedCriminal Carson City 92 Public AdministrationFinancial Exploitive Exploitation of Application Server

2/11/2020 UndeterminedCriminal The Pediatric Physicians' Organization at Children's (PPOC)62 Health Care and Social AssistanceFinancial Disruptive Data Attack

2/11/2020 UndeterminedCriminal Baker Wotring 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

2/11/2020 UndeterminedCriminal College of Family Physicians of Canada62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of Application Server,Exploitation of End Hosts

2/11/2020 UndeterminedCriminal Nacogdoches Independent School District61 Educational ServicesFinancial Disruptive Data Attack

2/10/2020 UndeterminedCriminal Vernon Schools 61 Educational ServicesUndeterminedExploitive Exploitation of Application Server

2/10/2020 UndeterminedCriminal City of Garrison 92 Public AdministrationFinancial Disruptive Data Attack

2/10/2020 UndeterminedCriminal Wilson Elser Moskowitz Edelman & Dicker54 Professional, Scientific, and Technical ServicesFinancial Disruptive Data Attack

2/10/2020 UndeterminedCriminal Havre Public Schools61 Educational ServicesFinancial Disruptive Data Attack

2/9/2020 UndeterminedCriminal Iran Internet infrastructure51 InformationSabotage Disruptive External Denial of Service

2/8/2020 UndeterminedCriminal Redcar and Cleveland Council92 Public AdministrationFinancial Disruptive External Denial of Service,Data Attack

2/7/2020 LulzSecITAHacktivist Roma Tre University61 Educational ServicesProtest Exploitive Exploitation of Application Server

2/7/2020 LulzSecITAHacktivist University of Napoli61 Educational ServicesProtest Exploitive Exploitation of Application Server

2/7/2020 UndeterminedCriminal Shields Health Solutions62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

2/7/2020 UndeterminedCriminal Allegheny Intermediate Unit school system61 Educational ServicesFinancial Disruptive Data Attack

2/7/2020 LulzSecITAHacktivist University of Basilicata61 Educational ServicesProtest Exploitive Exploitation of Application Server

2/7/2020 UndeterminedCriminal Rockdale County 92 Public AdministrationFinancial Disruptive Data Attack

2/7/2020 OurMine Hobbyist Facebook's Twitter account51 InformationUndeterminedDisruptive Message Manipulation

2/6/2020 UndeterminedCriminal Idaho Central Credit Union52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

2/6/2020 UndeterminedCriminal Kobe Steel (Kobelco)31 ManufacturingIndustrial-EspionageExploitive Exploitation of Application Server

2/6/2020 UndeterminedCriminal Pasco Corporation31 ManufacturingIndustrial-EspionageExploitive Exploitation of Application Server

2/5/2020 MAZE Criminal All About Potential Family Chiropractic62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

2/5/2020 UndeterminedCriminal Educational Enrichment Systems61 Educational ServicesFinancial Exploitive Exploitation of Application Server

2/5/2020 UndeterminedCriminal Mississippi Center for Legal Services and North Mississippi Rural Legal Services54 Professional, Scientific, and Technical ServicesFinancial Disruptive Data Attack

2/5/2020 UndeterminedCriminal Altsbit 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

2/5/2020 FSB 18thÃƒÂ‚Ã‚Â Center for Information Security (Berserk Bear)Nation-StateHetman Petro Sahaidachnyi National Ground Forces Academy92 Public AdministrationSabotage Mixed Exploitation of End Hosts

2/4/2020 UndeterminedCriminal Eastern Virginia Medical School61 Educational ServicesFinancial Exploitive Exploitation of Application Server

2/4/2020 UndeterminedCriminal St. Louis Community College61 Educational ServicesFinancial Exploitive Exploitation of Application Server

2/4/2020 UndeterminedCriminal Golden Entertainment71 Arts, Entertainment, and RecreationUndeterminedExploitive Exploitation of Application Server

2/4/2020 UndeterminedCriminal North Miami Beach Police Department92 Public AdministrationFinancial Disruptive Data Attack

2/4/2020 UndeterminedCriminal Ukrainian ISP 54 Professional, Scientific, and Technical ServicesFinancial Disruptive External Denial of Service



2/4/2020 UndeterminedCriminal Undisclosed state-level voter registration and information site92 Public AdministrationUndeterminedDisruptive External Denial of Service

2/3/2020 UndeterminedCriminal Credit Union National Association (CUNA)52 Finance and InsuranceFinancial Disruptive Data Attack

2/3/2020 UndeterminedCriminal Toll Group 54 Professional, Scientific, and Technical ServicesFinancial Disruptive External Denial of Service,Data Attack

2/1/2020 UndeterminedCriminal Penncrest School District62 Health Care and Social AssistanceFinancial Disruptive Data Attack

2/1/2020 UndeterminedCriminal Confederation College61 Educational ServicesUndeterminedDisruptive External Denial of Service

2/1/2020 MAZE Criminal Five U.S. law firms54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack,Exploitation of Application Server

1/31/2020 UndeterminedCriminal Belvidere City Hall92 Public AdministrationUndeterminedDisruptive Data Attack

1/31/2020 UndeterminedCriminal Fondren Orthopedic Group62 Health Care and Social AssistanceUndeterminedDisruptive Data Attack

1/31/2020 UndeterminedCriminal Everton Fan Services Twitter account71 Arts, Entertainment, and RecreationUndeterminedDisruptive Message Manipulation

1/31/2020 UndeterminedCriminal Dundee and Angus College61 Educational ServicesFinancial Disruptive Data Attack

1/31/2020 UndeterminedCriminal US Department of Defense (DOD)92 Public AdministrationFinancial Exploitive Exploitation of Application Server

1/31/2020 UndeterminedCriminal City of Racine 92 Public AdministrationFinancial Disruptive External Denial of Service,Data Attack

1/31/2020 UndeterminedCriminal TVEyes 51 InformationFinancial Disruptive Data Attack

1/31/2020 People's Liberation Army Strategic Support Force  (Wicked PANDA)Nation-StateHong Kong Universities61 Educational ServicesPolitical-EspionageExploitive Exploitation of End Hosts

1/31/2020 UndeterminedCriminal Bouygues Construction54 Professional, Scientific, and Technical ServicesFinancial Disruptive Data Attack

1/30/2020 UndeterminedCriminal Mountain View Los Altos High School (MVLA)61 Educational ServicesFinancial Disruptive Data Attack

1/30/2020 UndeterminedCriminal Grundy County Courthouse92 Public AdministrationFinancial Disruptive Data Attack

1/30/2020 UndeterminedCriminal Rijksmuseum Twenthe81 Other Services (except Public Administration)Financial Disruptive Message Manipulation

1/30/2020 UndeterminedCriminal Undisclosed Canadian insurance company52 Finance and InsuranceFinancial Disruptive Data Attack

1/30/2020 UndeterminedCriminal NEC 31 ManufacturingIndustrial-EspionageExploitive Exploitation of Application Server

1/30/2020 GhostwriterNation-Statediena.lt kasvyskta.lt51 InformationSabotage Disruptive Message Manipulation

1/30/2020 GhostwriterNation-Stateklaipeda.diena.lt 51 InformationSabotage Disruptive Message Manipulation

1/30/2020 GhostwriterNation-Statekauno.diena.lt 51 InformationSabotage Disruptive Message Manipulation

1/30/2020 GhostwriterNation-Statebaltictimes.com 51 InformationSabotage Disruptive Message Manipulation

1/30/2020 Islamic Revolutionary Guard Corps (APT 35 Charming Kitten)Nation-StateErfan Kasraie 81 Other Services (except Public Administration)Political-EspionageExploitive Exploitation of Application Server,Exploitation of End Hosts,Exploitation of Data in Transit

1/30/2020 Islamic Revolutionary Guard Corps (APT 35 Charming Kitten)Nation-StateHassan Sarbakhshian81 Other Services (except Public Administration)Political-EspionageExploitive Exploitation of Application Server,Exploitation of End Hosts,Exploitation of Data in Transit

1/30/2020 Islamic Revolutionary Guard Corps (APT 35 Charming Kitten)Nation-StateHassan Sarbakhshian81 Other Services (except Public Administration)Political-EspionageExploitive Exploitation of Application Server,Exploitation of End Hosts,Exploitation of Data in Transit

1/30/2020 Islamic Revolutionary Guard Corps (APT 35 Charming Kitten)Nation-StateRelative of Azadeh Shafiee81 Other Services (except Public Administration)Political-EspionageExploitive Exploitation of Application Server,Exploitation of End Hosts,Exploitation of Data in Transit

1/29/2020 UndeterminedCriminal LiveRamp 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

1/29/2020 UndeterminedCriminal Electronic Warfare Associates (EWA)31 ManufacturingFinancial Disruptive Data Attack

1/28/2020 UndeterminedCriminal Laurentian Bank 52 Finance and InsuranceFinancial Exploitive Exploitation of Sensors

1/28/2020 UndeterminedCriminal Personal Touch Home Care of Greater Portsmouth.81 Other Services (except Public Administration)Financial Disruptive Data Attack

1/28/2020 UndeterminedCriminal Tissue Regenix Group PLC31 ManufacturingUndeterminedExploitive Exploitation of Application Server

1/28/2020 UndeterminedCriminal Red Kite Community Housing81 Other Services (except Public Administration)Financial Disruptive Message Manipulation

1/27/2020 OurMine Hobbyist Minnesota Vikings71 Arts, Entertainment, and RecreationUndeterminedDisruptive Message Manipulation

1/27/2020 OurMine Hobbyist Minnesota Vikings71 Arts, Entertainment, and RecreationUndeterminedDisruptive Message Manipulation

1/27/2020 OurMine Hobbyist Buffalo Bills 71 Arts, Entertainment, and RecreationUndeterminedDisruptive Message Manipulation

1/27/2020 OurMine Hobbyist Buffalo Bills 71 Arts, Entertainment, and RecreationUndeterminedDisruptive Message Manipulation

1/27/2020 OurMine Hobbyist Arizona Cardinals 71 Arts, Entertainment, and RecreationUndeterminedDisruptive Message Manipulation

1/27/2020 OurMine Hobbyist Cleveland Browns 71 Arts, Entertainment, and RecreationUndeterminedDisruptive Message Manipulation

1/27/2020 OurMine Hobbyist San Francisco 49ers71 Arts, Entertainment, and RecreationUndeterminedDisruptive Message Manipulation

1/27/2020 OurMine Hobbyist Los Angeles Chargers71 Arts, Entertainment, and RecreationUndeterminedDisruptive Message Manipulation

1/27/2020 OurMine Hobbyist Tampa Bay Bucaneers71 Arts, Entertainment, and RecreationUndeterminedDisruptive Message Manipulation

1/27/2020 OurMine Hobbyist Philadelphia Eagles71 Arts, Entertainment, and RecreationUndeterminedDisruptive Message Manipulation

1/27/2020 OurMine Hobbyist New York Giants 71 Arts, Entertainment, and RecreationUndeterminedDisruptive Message Manipulation

1/27/2020 OurMine Hobbyist Houston Texans 71 Arts, Entertainment, and RecreationUndeterminedDisruptive Message Manipulation

1/27/2020 OurMine Hobbyist Indianapolis Colts 71 Arts, Entertainment, and RecreationUndeterminedDisruptive Message Manipulation

1/27/2020 OurMine Hobbyist Denver Broncos 71 Arts, Entertainment, and RecreationUndeterminedDisruptive Message Manipulation

1/27/2020 OurMine Hobbyist Dallas Cowboys 71 Arts, Entertainment, and RecreationUndeterminedDisruptive Message Manipulation

1/27/2020 OurMine Hobbyist Dallas Cowboys 71 Arts, Entertainment, and RecreationUndeterminedDisruptive Message Manipulation

1/27/2020 OurMine Hobbyist Green Bay Packers71 Arts, Entertainment, and RecreationUndeterminedDisruptive Message Manipulation

1/27/2020 OurMine Hobbyist Green Bay Packers71 Arts, Entertainment, and RecreationUndeterminedDisruptive Message Manipulation

1/27/2020 OurMine Hobbyist Kansas City Chiefs71 Arts, Entertainment, and RecreationUndeterminedDisruptive Message Manipulation

1/27/2020 OurMine Hobbyist NFL 71 Arts, Entertainment, and RecreationUndeterminedDisruptive Message Manipulation

1/27/2020 OurMine Hobbyist NFL 71 Arts, Entertainment, and RecreationUndeterminedDisruptive Message Manipulation



1/27/2020 UndeterminedCriminal Royal Yachting Association81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of Application Server

1/27/2020 UndeterminedCriminal Albanian state intelligence92 Public AdministrationPolitical-EspionageExploitive Exploitation of Application Server,Exploitation of End Hosts,Exploitation of Data in Transit

1/27/2020 UndeterminedCriminal Turkish chapter of the Freemasons81 Other Services (except Public Administration)Political-EspionageExploitive Exploitation of Application Server,Exploitation of End Hosts,Exploitation of Data in Transit

1/27/2020 UndeterminedCriminal Iraqi government's national security advisor92 Public AdministrationPolitical-EspionageExploitive Exploitation of Application Server,Exploitation of End Hosts,Exploitation of Data in Transit

1/27/2020 UndeterminedCriminal Greek government email services92 Public AdministrationPolitical-EspionageExploitive Exploitation of Application Server,Exploitation of End Hosts,Exploitation of Data in Transit

1/27/2020 UndeterminedCriminal Cypriot government email services92 Public AdministrationPolitical-EspionageExploitive Exploitation of Application Server,Exploitation of End Hosts,Exploitation of Data in Transit

1/26/2020 OurMine Hobbyist Chicago Bears 71 Arts, Entertainment, and RecreationUndeterminedDisruptive Message Manipulation

1/26/2020 UndeterminedCriminal SuperCasino 71 Arts, Entertainment, and RecreationFinancial Exploitive Exploitation of Application Server

1/26/2020 UndeterminedCriminal Bird Construction 54 Professional, Scientific, and Technical ServicesFinancial Disruptive Data Attack

1/25/2020 UndeterminedCriminal Brandywine Urology Consultants62 Health Care and Social AssistanceFinancial Disruptive Data Attack

1/24/2020 UndeterminedCriminal Official website of the Greek Fire Service92 Public AdministrationUndeterminedDisruptive External Denial of Service

1/24/2020 UndeterminedCriminal Official website of the Greek National Police92 Public AdministrationUndeterminedDisruptive External Denial of Service

1/24/2020 UndeterminedCriminal Tampa Bay Times51 InformationFinancial Disruptive Data Attack

1/24/2020 UndeterminedCriminal Official website of the Greek Prime Minister92 Public AdministrationUndeterminedDisruptive External Denial of Service

1/24/2020 NGB 3rd Technical Surveillance BureauNation-StateU.S. government agency92 Public AdministrationUndeterminedExploitive Exploitation of End Hosts

1/24/2020 UndeterminedCriminal City of Potsdam 92 Public AdministrationFinancial Disruptive Data Attack

1/23/2020 UndeterminedCriminal Bitcoin Gold 52 Finance and InsuranceFinancial Disruptive External Denial of Service,Internal Denial of Service

1/23/2020 UndeterminedCriminal Site belonging to a reseller of tickets for theTokyo Summer Olympics44 Retail TradeFinancial Exploitive Exploitation of End Hosts

1/23/2020 UndeterminedCriminal Ben Gurion International Airport48 Transportation and WarehousingSabotage Disruptive External Denial of Service,Data Attack,Internal Denial of Service

1/23/2020 UndeterminedCriminal Site belonging to a reseller of tickets for Euro 202044 Retail TradeFinancial Exploitive Exploitation of End Hosts

1/23/2020 UndeterminedCriminal Gedia Automotive Group31 ManufacturingFinancial Mixed Data Attack,Exploitation of Application Server

1/22/2020 OurMine Hobbyist Dave Moss 81 Other Services (except Public Administration)UndeterminedDisruptive Message Manipulation

1/22/2020 OurMine Hobbyist Will Smith 81 Other Services (except Public Administration)UndeterminedDisruptive Message Manipulation

1/22/2020 OurMine Hobbyist Bobby Berk 81 Other Services (except Public Administration)UndeterminedDisruptive Message Manipulation

1/22/2020 OurMine Hobbyist Eduardo Saverin 81 Other Services (except Public Administration)UndeterminedDisruptive Message Manipulation

1/22/2020 OurMine Hobbyist Matt Raub 81 Other Services (except Public Administration)UndeterminedDisruptive Message Manipulation

1/22/2020 UndeterminedCriminal Greenville Water 56 Administrative and Support and Waste Management and Remediation ServicesUndeterminedDisruptive External Denial of Service

1/22/2020 UndeterminedCriminal Tillamook County 92 Public AdministrationFinancial Disruptive External Denial of Service,Data Attack

1/22/2020 OurMine Hobbyist Enrique HernÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¡ndez81 Other Services (except Public Administration)UndeterminedDisruptive Message Manipulation

1/21/2020 MAZE Criminal Crossroads Technologies54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack,Exploitation of Application Server

1/21/2020 UndeterminedCriminal An Ukrainian government job portal92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

1/21/2020 UndeterminedCriminal Citibank customers52 Finance and InsuranceFinancial Exploitive Exploitation of End Hosts

1/21/2020 UndeterminedCriminal 100 UPS Store Locations44 Retail TradeFinancial Exploitive Exploitation of Application Server

1/21/2020 UndeterminedCriminal Volusia County Public Library92 Public AdministrationUndeterminedDisruptive Data Attack

1/21/2020 Saudi ArabiaNation-StateJeff Bezos 81 Other Services (except Public Administration)Personal AttackExploitive Exploitation of End Hosts

1/20/2020 UndeterminedCriminal Hanna Andersson 44 Retail TradeFinancial Exploitive Exploitation of End Hosts

1/20/2020 Tick Nation-StateMitsubishi Electric 31 ManufacturingIndustrial-EspionageExploitive Exploitation of Application Server,Exploitation of End Hosts

1/19/2020 UndeterminedCriminal Oman United Insurance52 Finance and InsuranceFinancial Disruptive Data Attack

1/19/2020 UndeterminedCriminal Kamaru Usman Twitter account81 Other Services (except Public Administration)UndeterminedDisruptive Message Manipulation

1/18/2020 UndeterminedCriminal Portland International Airport48 Transportation and WarehousingUndeterminedDisruptive Message Manipulation

1/18/2020 UndeterminedCriminal Adventist Health 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Hosts

1/18/2020 UndeterminedCriminal New Orleans Ernest N. Morial Convention Center92 Public AdministrationFinancial Disruptive Data Attack

1/18/2020 Anonymous (Greece)Hacktivist Top Channel 24 TV51 InformationProtest Disruptive External Denial of Service

1/18/2020 REvil Criminal Temple Har Shalom Synagogue92 Public AdministrationFinancial Disruptive Data Attack

1/17/2020 Phoenix's Helmets (Anka Neferler Tim)Hacktivist Athens Stock Market92 Public AdministrationProtest Disruptive External Denial of Service

1/17/2020 Phoenix's Helmets (Anka Neferler Tim)Hacktivist Greek National Intelligence Services92 Public AdministrationProtest Disruptive External Denial of Service

1/17/2020 Phoenix's Helmets (Anka Neferler Tim)Hacktivist Greek Ministry of Finance92 Public AdministrationProtest Disruptive External Denial of Service

1/17/2020 Phoenix's Helmets (Anka Neferler Tim)Hacktivist Greek Ministry of Foreign Affairs92 Public AdministrationProtest Disruptive External Denial of Service

1/17/2020 MAZE Criminal Stockdale Radiology62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

1/17/2020 MAZE Criminal Sunset Cardiology62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

1/17/2020 UndeterminedCriminal ADP Users 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of End Hosts

1/17/2020 Phoenix's Helmets (Anka Neferler Tim)Hacktivist Greek Parliament 92 Public AdministrationProtest Disruptive External Denial of Service

1/16/2020 UndeterminedCriminal City of Detroit 92 Public AdministrationFinancial Exploitive Exploitation of Application Server

1/16/2020 UndeterminedCriminal Georgia election server (Center for Election Systems at Kennesaw State University)92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

1/16/2020 WIZARD SPIDERCriminal Rudolf and Stephanie Hospital in BeneÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â '''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¢ÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Â¢'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¬ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¦ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¡ov62 Health Care and Social AssistanceFinancial Disruptive External Denial of Service,Data Attack



1/15/2020 UndeterminedCriminal Town of Colonie 92 Public AdministrationFinancial Disruptive External Denial of Service

1/15/2020 UndeterminedCriminal PlanetDrugsDirect62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

1/15/2020 UndeterminedCriminal P&N Bank 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

1/15/2020 UndeterminedCriminal United Nations 92 Public AdministrationUndeterminedExploitive Exploitation of End Hosts

1/14/2020 UndeterminedCriminal New Mexico Public Regulation Commission92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

1/14/2020 GRU 85th Main Special Service Center (Unit 26165) (FANCYBEAR)Nation-StateBurisma 21 Mining, Quarrying, and Oil and Gas ExtractionPolitical-EspionageExploitive Exploitation of Application Server,Exploitation of End Hosts

1/14/2020 OmnichorusCriminal LimeLeads 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

1/13/2020 UndeterminedCriminal St. Louis Community College61 Educational ServicesFinancial Exploitive Exploitation of Application Server

1/13/2020 UndeterminedCriminal Company in the medical tech sector31 ManufacturingFinancial Exploitive Exploitation of Application Server,Exploitation of End Hosts

1/10/2020 Anonymous (Iran)Hacktivist City of Ozark 92 Public AdministrationProtest Disruptive Message Manipulation

1/10/2020 UndeterminedCriminal Panama-Buena Vista Union School61 Educational ServicesFinancial Disruptive External Denial of Service,Data Attack

1/10/2020 UndeterminedCriminal PIH Health 62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of Application Server

1/10/2020 UndeterminedCriminal Los Angeles County61 Educational ServicesUndeterminedExploitive Exploitation of Application Server

1/10/2020 UndeterminedCriminal The Center for Facial Restoration62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

1/10/2020 UndeterminedCriminal Boing Boing 51 InformationUndeterminedExploitive Exploitation of End Hosts

1/10/2020 UndeterminedCriminal Website collecting donations for the victims of the Australia bushfires62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Hosts

1/10/2020 UndeterminedCriminal Manor Independent School District61 Educational ServicesFinancial Disruptive Message Manipulation

1/9/2020 UndeterminedCriminal City of Dawson Creek92 Public AdministrationFinancial Disruptive Data Attack

1/9/2020 UndeterminedCriminal Bartlett Public Library District92 Public AdministrationFinancial Disruptive Data Attack

1/9/2020 UndeterminedCriminal btyDental 62 Health Care and Social AssistanceFinancial Disruptive Data Attack

1/9/2020 UndeterminedCriminal City of Dunwoody 92 Public AdministrationFinancial Disruptive Data Attack

1/9/2020 Iranian Nasr Institute (APT33)Nation-StateAmerican Electric Utilities22 Utilities Sabotage Exploitive Exploitation of Application Server

1/9/2020 UndeterminedCriminal Albany International Airport48 Transportation and WarehousingFinancial Disruptive Data Attack

1/8/2020 UndeterminedCriminal Kuwait State News Agency51 InformationUndeterminedDisruptive Message Manipulation

1/8/2020 UndeterminedCriminal US municipal government92 Public AdministrationPolitical-EspionageExploitive Exploitation of Application Server

1/8/2020 UndeterminedCriminal US financial entity 52 Finance and InsuranceUndeterminedExploitive Exploitation of Application Server

1/7/2020 UndeterminedCriminal City of Las Vegas 92 Public AdministrationUndeterminedMixed Exploitation of Application Server,External Denial of Service

1/7/2020 UndeterminedCriminal City of Bend 92 Public AdministrationFinancial Exploitive Exploitation of Application Server

1/7/2020 UndeterminedCriminal Enloe Medical Center62 Health Care and Social AssistanceFinancial Disruptive Data Attack

1/6/2020 UndeterminedCriminal Twitter account of former Australian cricket coach Darren Lehmann81 Other Services (except Public Administration)UndeterminedDisruptive Message Manipulation

1/6/2020 UndeterminedCriminal Wallace State Community College61 Educational ServicesUndeterminedDisruptive External Denial of Service

1/6/2020 UndeterminedCriminal Hamden Schools 61 Educational ServicesUndeterminedDisruptive External Denial of Service,Data Attack

1/6/2020 UndeterminedCriminal Pittsburg Unified School District61 Educational ServicesFinancial Disruptive Data Attack

1/6/2020 UndeterminedCriminal Focus Camera 44 Retail TradeFinancial Exploitive Exploitation of End Hosts

1/6/2020 UndeterminedCriminal Canyon 31 ManufacturingFinancial Disruptive Data Attack

1/6/2020 Iranian hackerUndeterminedTexas Department of Agriculture92 Public AdministrationProtest Disruptive Message Manipulation

1/4/2020 UndeterminedCriminal Saskatchewan's eHealth62 Health Care and Social AssistanceFinancial Disruptive Data Attack

1/4/2020 Shield IranHacktivist Sierra Leone Commercial Bank (slcb.com)52 Finance and InsuranceProtest Disruptive Message Manipulation

1/4/2020 Iran Cyber Security Group HackersHacktivist U.S. Federal Depository Library Program92 Public AdministrationProtest Disruptive Message Manipulation

1/4/2020 FSB 18thÃƒÂ‚Ã‚Â Center for Information Security (Berserk Bear)Nation-StateAustrian Foreign Ministry92 Public AdministrationPolitical-EspionageExploitive Exploitation of Application Server

1/3/2020 UndeterminedCriminal Native American Rehabilitation Association62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server,Exploitation of End Hosts

1/3/2020 UndeterminedCriminal Contra Costa County Library System92 Public AdministrationFinancial Disruptive Data Attack

1/3/2020 UndeterminedCriminal Alomere Health 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Hosts

1/3/2020 APT30 Nation-StateOffice of Mark McGowan92 Public AdministrationPolitical-EspionageExploitive Exploitation of End Hosts

1/2/2020 UndeterminedCriminal Klamath County Veterans Service Office92 Public AdministrationUndeterminedExploitive Exploitation of End Hosts

1/2/2020 Chuckling SquadHobbyist Adam Sandler's Twitter account71 Arts, Entertainment, and RecreationUndeterminedDisruptive Message Manipulation

12/31/2019 UndeterminedCriminal Aurora Water 92 Public AdministrationFinancial Exploitive Exploitation of Application Server

12/31/2019 UndeterminedCriminal Mariah Carey 81 Other Services (except Public Administration)UndeterminedDisruptive Message Manipulation

12/31/2019 UndeterminedCriminal Landry's 72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Sensors

12/31/2019 UndeterminedCriminal Travelex 52 Finance and InsuranceFinancial Disruptive Data Attack

12/30/2019 UndeterminedCriminal Active Network 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

12/30/2019 UndeterminedCriminal Poloniex 52 Finance and InsuranceUndeterminedExploitive Exploitation of Application Server

12/30/2019 UndeterminedCriminal Town of Erie 92 Public AdministrationFinancial Disruptive Message Manipulation

12/30/2019 WIZARD SPIDERCriminal Undisclosed maritime facility92 Public AdministrationFinancial Disruptive External Denial of Service,Data Attack,Internal Denial of Service

12/29/2019 Ministry of Intelligence and Security (MOIS) (APT 34 OilRig)Nation-StateBapco 21 Mining, Quarrying, and Oil and Gas ExtractionSabotage Disruptive Data Attack



12/28/2019 UndeterminedCriminal Special Olympics of New York81 Other Services (except Public Administration)Financial Exploitive Exploitation of Application Server,Exploitation of End Hosts

12/27/2019 UndeterminedCriminal Richmond Community Schools61 Educational ServicesFinancial Disruptive Data Attack

12/25/2019 BigBrother's GazeUndeterminedPrison in south Thailand92 Public AdministrationUndeterminedExploitive Exploitation of Sensors

12/24/2019 UndeterminedCriminal Almex 72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Application Server

12/24/2019 UndeterminedCriminal The Center for Health Care Services (CHSC)62 Health Care and Social AssistanceUndeterminedDisruptive Undetermined

12/24/2019 UndeterminedCriminal The Heritage Company54 Professional, Scientific, and Technical ServicesFinancial Disruptive Data Attack

12/23/2019 UndeterminedCriminal Synoptek 54 Professional, Scientific, and Technical ServicesFinancial Disruptive Data Attack

12/23/2019 TA505 Criminal Maastricht University (UM)61 Educational ServicesFinancial Disruptive Data Attack

12/23/2019 UndeterminedCriminal Roosevelt General Hospital62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

12/22/2019 UndeterminedCriminal Moss Adams 52 Finance and InsuranceFinancial Exploitive Exploitation of End Hosts

12/22/2019 UndeterminedCriminal Entercom 51 InformationUndeterminedDisruptive External Denial of Service

12/21/2019 UndeterminedCriminal Town of New Milford92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

12/21/2019 UndeterminedCriminal Juniata College 61 Educational ServicesFinancial Exploitive Exploitation of End Hosts

12/21/2019 UndeterminedCriminal ST Logistics 62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of Application Server

12/21/2019 UndeterminedCriminal HMI Institute of Health Sciences62 Health Care and Social AssistanceUndeterminedMixed Exploitation of Application Server

12/21/2019 UndeterminedCriminal RavnAir 48 Transportation and WarehousingFinancial Disruptive Data Attack

12/20/2019 UndeterminedCriminal Master's Touch, LLC54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

12/19/2019 UndeterminedCriminal Nexus Mods 51 InformationUndeterminedExploitive Exploitation of Application Server

12/19/2019 UndeterminedCriminal Sinai Health System62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

12/19/2019 UndeterminedCriminal Fratelli Beretta 72 Accommodation and Food ServicesFinancial Mixed Data Attack,Exploitation of Application Server

12/19/2019 UndeterminedCriminal Iren 22 Utilities Financial Disruptive External Denial of Service,Data Attack

12/19/2019 UndeterminedCriminal Ring 54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server

12/19/2019 UndeterminedCriminal City of Frankfurt 92 Public AdministrationFinancial Exploitive Exploitation of Application Server

12/19/2019 UndeterminedCriminal Champagne French Bakery CafÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â©72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Sensors

12/19/2019 UndeterminedCriminal Islands restaurants72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Sensors

12/19/2019 UndeterminedCriminal Wawa 44 Retail TradeFinancial Exploitive Exploitation of Sensors

12/19/2019 GhostwriterNation-Statebaltictimes.com 51 InformationSabotage Disruptive Message Manipulation

12/18/2019 UndeterminedCriminal Marietta, Ga., Power & Water Department92 Public AdministrationFinancial Exploitive Exploitation of Application Server

12/18/2019 UndeterminedCriminal Andrew Agencies 52 Finance and InsuranceFinancial Disruptive Data Attack

12/18/2019 UndeterminedCriminal Bad Homburg 92 Public AdministrationFinancial Exploitive Exploitation of Application Server

12/17/2019 UndeterminedCriminal St. Lucie County Sheriff's Office92 Public AdministrationFinancial Disruptive Data Attack

12/17/2019 Rancor Nation-StateGovernment organization in Cambodia92 Public AdministrationPolitical-EspionageExploitive Exploitation of End Hosts

12/17/2019 UndeterminedCriminal KH - Katholische Hochschule Freiburg (Catholic University in Freiburg)61 Educational ServicesFinancial Exploitive Exploitation of Application Server

12/17/2019 UndeterminedCriminal Justus Liebig University61 Educational ServicesFinancial Mixed Data Attack,Exploitation of Application Server

12/17/2019 UndeterminedCriminal LifeLabs Medical Laboratory Services62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

12/16/2019 UndeterminedCriminal Epilepsy Foundation Twitter's account62 Health Care and Social AssistanceUndeterminedDisruptive Message Manipulation

12/16/2019 UndeterminedCriminal City of Galt 92 Public AdministrationFinancial Disruptive Data Attack

12/15/2019 UndeterminedCriminal Hackensack Meridian Health62 Health Care and Social AssistanceFinancial Disruptive Data Attack

12/15/2019 APT27 (Iron Panda)Nation-StateIran 92 Public AdministrationPolitical-EspionageExploitive Exploitation of Application Server

12/14/2019 FIN8 UndeterminedUnnamed gas station in North America44 Retail TradeFinancial Exploitive Exploitation of Sensors

12/14/2019 FIN8 UndeterminedUnnamed gas station in North America44 Retail TradeFinancial Exploitive Exploitation of Sensors

12/13/2019 UndeterminedCriminal Keybase 52 Finance and InsuranceFinancial Mixed Exploitation of Application Server,External Denial of Service

12/13/2019 UndeterminedCriminal Vimly Benefit Solutions54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of End Hosts

12/13/2019 UndeterminedCriminal Love Bonito 44 Retail TradeFinancial Exploitive Exploitation of End Hosts

12/13/2019 UndeterminedCriminal City of New Orleans92 Public AdministrationFinancial Disruptive Data Attack

12/12/2019 UndeterminedCriminal City of Odessa 92 Public AdministrationFinancial Exploitive Exploitation of Application Server

12/12/2019 UndeterminedCriminal City of Sugarland 92 Public AdministrationFinancial Exploitive Exploitation of Application Server

12/12/2019 UndeterminedCriminal Baton Rouge Community College61 Educational ServicesFinancial Disruptive Data Attack

12/12/2019 UndeterminedCriminal GoSport et Courir 44 Retail TradeFinancial Disruptive Data Attack

12/11/2019 UndeterminedCriminal Arrigo Automotive Group48 Transportation and WarehousingFinancial Disruptive Data Attack

12/11/2019 UndeterminedCriminal Rooster Teeth Productions71 Arts, Entertainment, and RecreationFinancial Exploitive Exploitation of End Hosts

12/11/2019 UndeterminedCriminal Cheyenne Regional Medical Center62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server,Exploitation of End Hosts

12/11/2019 UndeterminedCriminal The Cancer Center of Hawaii62 Health Care and Social AssistanceFinancial Disruptive Data Attack

12/11/2019 UndeterminedCriminal City of Waco 92 Public AdministrationFinancial Exploitive Exploitation of Application Server

12/11/2019 UndeterminedCriminal Southwire Company, LLC31 ManufacturingFinancial Mixed Data Attack,Exploitation of Application Server



12/11/2019 UndeterminedCriminal Turkish users 52 Finance and InsuranceFinancial Exploitive Exploitation of End Hosts

12/11/2019 UndeterminedCriminal Iran 92 Public AdministrationUndeterminedDisruptive External Denial of Service

12/10/2019 UndeterminedCriminal Helix Hosting 51 InformationFinancial Mixed Exploitation of Application Server,Message Manipulation,External Denial of Service

12/10/2019 UndeterminedCriminal Yerington Paiute Tribe92 Public AdministrationFinancial Disruptive Data Attack

12/10/2019 UndeterminedCriminal Iran 92 Public AdministrationSabotage Exploitive Exploitation of Application Server

12/9/2019 UndeterminedCriminal City of Pascagoula92 Public AdministrationFinancial Disruptive External Denial of Service,Data Attack

12/9/2019 UndeterminedCriminal Walla Walla University61 Educational ServicesFinancial Disruptive External Denial of Service,Data Attack

12/9/2019 MAZE Criminal City of Pensacola 61 Educational ServicesFinancial Mixed Exploitation of Application Server,External Denial of Service,Data Attack,Internal Denial of Service

12/8/2019 UndeterminedCriminal City of East Greenwich92 Public AdministrationFinancial Disruptive Data Attack

12/7/2019 UndeterminedCriminal Prison Rehabilitative Industries and Diversified Enterprises Inc (PRIDE)81 Other Services (except Public Administration)Financial Disruptive External Denial of Service,Data Attack

12/7/2019 UndeterminedCriminal Complete Technology Solutions (CTS)54 Professional, Scientific, and Technical ServicesFinancial Disruptive Data Attack

12/6/2019 APT32 Nation-StateHyundai 31 ManufacturingIndustrial-EspionageExploitive Exploitation of Application Server

12/6/2019 UndeterminedCriminal Leesport borough 92 Public AdministrationFinancial Exploitive Exploitation of Application Server,Exploitation of End Hosts

12/6/2019 UndeterminedCriminal Cucamonga Valley Water District92 Public AdministrationFinancial Exploitive Exploitation of Application Server

12/6/2019 UndeterminedCriminal Sunrise Community Health62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Hosts

12/6/2019 UndeterminedCriminal WebSAMS 61 Educational ServicesUndeterminedExploitive Exploitation of Network Infrastructure

12/6/2019 UndeterminedCriminal Indian Armed Forces92 Public AdministrationPolitical-EspionageExploitive Exploitation of End Hosts

12/6/2019 APT32 Nation-StateBMW 31 ManufacturingIndustrial-EspionageExploitive Exploitation of Application Server

12/6/2019 GRU 85th Main Special Service Center (Unit 26165) (FANCYBEAR)Nation-StateFrench President Emmanuel Macron92 Public AdministrationSabotage Exploitive Exploitation of Application Server

12/5/2019 UndeterminedCriminal Southeastern Minnesota Oral & Maxillofacial Surgery (SEMOMS)62 Health Care and Social AssistanceFinancial Disruptive Data Attack

12/5/2019 UndeterminedCriminal Fort Worth Water Department92 Public AdministrationFinancial Exploitive Exploitation of Application Server

12/5/2019 UndeterminedCriminal Institutions from the financial services52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server,Exploitation of End Hosts

12/5/2019 UndeterminedCriminal Financial institutions in Ethiopia52 Finance and InsuranceUndeterminedDisruptive External Denial of Service

12/5/2019 REvil Criminal CyrusOne 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack,Exploitation of Application Server

12/5/2019 UndeterminedCriminal Chinese venture capital firm52 Finance and InsuranceFinancial Disruptive Message Manipulation

12/3/2019 UndeterminedCriminal Sycamore School District 42761 Educational ServicesFinancial Disruptive Data Attack

12/3/2019 UndeterminedCriminal Monash IVF Group62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of End Hosts

12/3/2019 UndeterminedCriminal ASD Audit 54 Professional, Scientific, and Technical ServicesFinancial Disruptive Data Attack

12/3/2019 UndeterminedCriminal T-System 54 Professional, Scientific, and Technical ServicesFinancial Disruptive Data Attack

12/3/2019 UndeterminedCriminal Sweaty Betty 44 Retail TradeFinancial Exploitive Exploitation of End Hosts

12/2/2019 UndeterminedCriminal RiverKids Pediatric Home Health62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of Application Server

12/2/2019 UndeterminedCriminal Maine School Administrative District 661 Educational ServicesFinancial Disruptive Data Attack

12/2/2019 UndeterminedCriminal Smith & Wesson's online store31 ManufacturingFinancial Exploitive Exploitation of End Hosts

12/2/2019 UndeterminedCriminal TECNOL 31 ManufacturingFinancial Disruptive Data Attack

12/1/2019 UndeterminedCriminal Shakespeare Theatre of New Jersey71 Arts, Entertainment, and RecreationFinancial Disruptive Data Attack

11/30/2019 UndeterminedCriminal A major player in Britain's nuclear power industry22 Utilities UndeterminedExploitive Exploitation of End Hosts

11/29/2019 FSB 18thÃƒÂ‚Ã‚Â Center for Information Security (Berserk Bear)Nation-StateDnipro Control System92 Public AdministrationPolitical-EspionageExploitive Exploitation of End Hosts

11/29/2019 FSB 18thÃƒÂ‚Ã‚Â Center for Information Security (Berserk Bear)Nation-StateMinistry of Foreign Affairs of Ukraine92 Public AdministrationPolitical-EspionageExploitive Exploitation of End Hosts

11/29/2019 UndeterminedCriminal LIHKG 81 Other Services (except Public Administration)Sabotage Disruptive External Denial of Service

11/29/2019 UndeterminedCriminal Mixcloud 71 Arts, Entertainment, and RecreationFinancial Exploitive Exploitation of Application Server

11/29/2019 UndeterminedCriminal Prosegur 54 Professional, Scientific, and Technical ServicesFinancial Disruptive Data Attack

11/29/2019 UndeterminedCriminal Twitter account of Huawei Brazil31 ManufacturingUndeterminedDisruptive Message Manipulation

11/29/2019 UndeterminedCriminal Upbit 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

11/29/2019 UndeterminedCriminal Datrix 54 Professional, Scientific, and Technical ServicesFinancial Mixed Message Manipulation,Exploitation of End Hosts

11/27/2019 UndeterminedCriminal Loudoun Medical Group D/B/A Comprehensive Sleep Care Center62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Hosts

11/27/2019 UndeterminedCriminal Adobe 54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server

11/26/2019 UndeterminedCriminal Ohio election infrastructure92 Public AdministrationSabotage Exploitive Exploitation of Application Server

11/26/2019 UndeterminedCriminal Ivy Rehab Physical Therapy62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Hosts

11/26/2019 UndeterminedCriminal Youth Development, Inc.62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of Application Server

11/26/2019 FIN7 Criminal DiBella's Old Fashioned Submarine72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Sensors

11/26/2019 UndeterminedCriminal On the Border 72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Sensors

11/25/2019 UndeterminedCriminal Great Plains Health62 Health Care and Social AssistanceFinancial Disruptive Data Attack

11/25/2019 FSB 18thÃƒÂ‚Ã‚Â Center for Information Security (Berserk Bear)Nation-StateUkrainian Ministry of Foreign Affairs92 Public AdministrationPolitical-EspionageExploitive Exploitation of End Hosts

11/24/2019 UndeterminedCriminal Waterloo Catholic District School Board61 Educational ServicesFinancial Disruptive Data Attack

11/24/2019 UndeterminedCriminal New York City Police Department92 Public AdministrationFinancial Disruptive Data Attack



11/23/2019 UndeterminedCriminal Catch Hospitality Group72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Sensors

11/23/2019 UndeterminedCriminal Virtual Care Provider Inc. (VCPI)54 Professional, Scientific, and Technical ServicesFinancial Disruptive Data Attack

11/23/2019 UndeterminedCriminal Belgium's trade mission to China92 Public AdministrationPolitical-EspionageExploitive Exploitation of End Hosts

11/22/2019 UndeterminedCriminal Church's Chicken 72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Sensors

11/22/2019 UndeterminedCriminal Livingston School District61 Educational ServicesFinancial Disruptive Data Attack

11/22/2019 UndeterminedCriminal OnePlus 31 ManufacturingUndeterminedExploitive Exploitation of Application Server

11/22/2019 UndeterminedCriminal T-Mobile 51 InformationUndeterminedExploitive Exploitation of Application Server

11/21/2019 UndeterminedCriminal Ferguson Medical Group (FMG)62 Health Care and Social AssistanceFinancial Disruptive Data Attack

11/21/2019 UndeterminedCriminal Southern First Nations Network of Care61 Educational ServicesFinancial Disruptive Data Attack

11/21/2019 UndeterminedCriminal The City of Dothan92 Public AdministrationFinancial Exploitive Exploitation of Application Server

11/21/2019 MAZE Criminal Allied Universal 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack,Exploitation of Application Server

11/21/2019 UndeterminedCriminal Edenred 54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server

11/20/2019 UndeterminedCriminal Chicopee Public Schools61 Educational ServicesFinancial Disruptive Data Attack

11/19/2019 UndeterminedCriminal VEP Healthcare 62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of End Hosts

11/19/2019 UndeterminedCriminal Twitter account of Arron Banks, the founder of the pro-Brexit campaign Leave.EU81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of End Hosts

11/19/2019 UndeterminedCriminal US automotive industry31 ManufacturingIndustrial-EspionageMixed Exploitation of Application Server,Data Attack,Exploitation of End Host

11/18/2019 UndeterminedCriminal Monero 52 Finance and InsuranceFinancial Exploitive Exploitation of End Hosts

11/18/2019 UndeterminedCriminal CHU de Rouen 62 Health Care and Social AssistanceFinancial Disruptive Data Attack

11/18/2019 Phineas FisherHacktivist Cayman National Bank (Isle of Man) Limited52 Finance and InsuranceProtest Exploitive Exploitation of Application Server

11/18/2019 UndeterminedCriminal Louisiana State Government92 Public AdministrationFinancial Disruptive Data Attack

11/17/2019 UndeterminedCriminal Liver Wellness 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

11/15/2019 UndeterminedCriminal CAH Holdings 52 Finance and InsuranceUndeterminedExploitive Exploitation of End Hosts

11/15/2019 UndeterminedCriminal Choice Cancer Care Treatment Center62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Hosts

11/15/2019 UndeterminedCriminal Italian National TV51 InformationUndeterminedExploitive Exploitation of End Hosts

11/15/2019 UndeterminedCriminal 2K Interactive social media account71 Arts, Entertainment, and RecreationUndeterminedDisruptive Message Manipulation

11/14/2019 UndeterminedCriminal Macy's 44 Retail TradeFinancial Exploitive Exploitation of End Hosts

11/13/2019 DarkSly Hobbyist Hyundai Saudi Arabia31 ManufacturingFinancial Exploitive Exploitation of Application Server

11/13/2019 UndeterminedCriminal City of San Angelo92 Public AdministrationFinancial Exploitive Exploitation of Application Server

11/13/2019 UndeterminedCriminal Select Health Network62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Hosts

11/13/2019 UndeterminedCriminal Solara Medical Supplies31 ManufacturingFinancial Exploitive Exploitation of End Hosts

11/13/2019 UndeterminedCriminal Select Health 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Hosts

11/13/2019 UndeterminedCriminal National Association of Manufacturers (NAM)56 Administrative and Support and Waste Management and Remediation ServicesIndustrial-EspionageExploitive Exploitation of Application Server,Exploitation of End Hosts

11/12/2019 UndeterminedCriminal Union County, NJ 92 Public AdministrationFinancial Disruptive Data Attack

11/12/2019 UndeterminedCriminal Starling Physicians62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Hosts

11/12/2019 UndeterminedCriminal Port Neches-Groves Independent School District61 Educational ServicesFinancial Disruptive Data Attack

11/12/2019 UndeterminedCriminal University of North Carolina - Chapel Hill School of Medicine62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Hosts

11/12/2019 UndeterminedCriminal Arvan 54 Professional, Scientific, and Technical ServicesUndeterminedDisruptive External Denial of Service

11/12/2019 UndeterminedCriminal Penn-Harris-Madison School61 Educational ServicesFinancial Disruptive Data Attack

11/12/2019 UndeterminedCriminal UK Conservative Party81 Other Services (except Public Administration)Sabotage Disruptive External Denial of Service

11/12/2019 Lizard SquadUndeterminedUK Labour Party 81 Other Services (except Public Administration)Sabotage Disruptive External Denial of Service

11/12/2019 UndeterminedCriminal Disney+ 71 Arts, Entertainment, and RecreationFinancial Exploitive Exploitation of End Hosts

11/11/2019 UndeterminedCriminal Pierson High School61 Educational ServicesFinancial Disruptive Data Attack

11/11/2019 UndeterminedCriminal ZoneAlarm forum (forum.zonealarm.com)54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server

11/11/2019 UndeterminedCriminal Pemex 21 Mining, Quarrying, and Oil and Gas ExtractionFinancial Disruptive Data Attack

11/9/2019 WIZARD SPIDERCriminal Dover, NJ 92 Public AdministrationUndeterminedDisruptive Data Attack

11/9/2019 UndeterminedCriminal SmarterASP.NET 54 Professional, Scientific, and Technical ServicesFinancial Disruptive Data Attack

11/8/2019 UndeterminedCriminal Delta Dental of Arizona62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Hosts

11/8/2019 UndeterminedCriminal WTVG 13abc 51 InformationFinancial Disruptive Data Attack

11/8/2019 UndeterminedCriminal ConnectWise 54 Professional, Scientific, and Technical ServicesFinancial Disruptive Data Attack

11/7/2019 UndeterminedCriminal Salem Health Hospitals & Clinics62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of End Hosts

11/7/2019 NGB 3rd Technical Surveillance BureauNation-StateIndian Space Research Organisation (ISRO)92 Public AdministrationUndeterminedExploitive Exploitation of End Hosts

11/6/2019 UndeterminedCriminal Boardriders 44 Retail TradeFinancial Disruptive Data Attack

11/6/2019 UndeterminedCriminal Veritas Genetics 62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of Application Server

11/5/2019 LulzSecITAHacktivist Lyca Mobile 51 InformationProtest Exploitive Exploitation of Application Server

11/5/2019 UndeterminedCriminal James Fisher and Sons54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server



11/5/2019 Anonymous (Italy)Hacktivist Lyca Mobile 51 InformationProtest Exploitive Exploitation of Application Server

11/5/2019 Anonymous (Italy)Hacktivist Regional Environmental Protection Agency in Puglia92 Public AdministrationProtest Exploitive Exploitation of Application Server

11/5/2019 Anonymous (Italy)Hacktivist Regional Environmental Protection Agency in Abruzzo92 Public AdministrationProtest Exploitive Exploitation of Application Server

11/5/2019 Anonymous (Italy)Hacktivist Prefecture of Naples92 Public AdministrationProtest Exploitive Exploitation of Application Server

11/5/2019 Anonymous (Italy)Hacktivist Italian Chamber of Deputies92 Public AdministrationProtest Exploitive Exploitation of Application Server

11/4/2019 UndeterminedCriminal PEXSuperstore.com44 Retail TradeFinancial Exploitive Exploitation of End Hosts

11/4/2019 UndeterminedCriminal InterMed 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Hosts

11/4/2019 UndeterminedCriminal Lincoln County School District61 Educational ServicesFinancial Disruptive Data Attack

11/4/2019 UndeterminedCriminal Tejasswi Prakash 81 Other Services (except Public Administration)UndeterminedDisruptive Message Manipulation

11/4/2019 UndeterminedCriminal Sociedad EspaÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â±ola de RadiodifusiÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â³n (Cadena SER)54 Professional, Scientific, and Technical ServicesFinancial Disruptive Data Attack

11/4/2019 UndeterminedCriminal Everis 54 Professional, Scientific, and Technical ServicesFinancial Disruptive Data Attack

11/2/2019 UndeterminedCriminal Government of Nunavut92 Public AdministrationFinancial Disruptive External Denial of Service,Data Attack

11/1/2019 UndeterminedCriminal U.S. Virgin Islands Water and Power Authority (WAPA)92 Public AdministrationFinancial Exploitive Exploitation of Application Server

11/1/2019 UndeterminedCriminal Vedantu 61 Educational ServicesFinancial Exploitive Exploitation of Application Server

11/1/2019 UndeterminedCriminal Brooklyn Hospital Center62 Health Care and Social AssistanceFinancial Disruptive Data Attack

10/31/2019 UndeterminedCriminal Perth Anaesthetic Group62 Health Care and Social AssistanceFinancial Mixed Exploitation of Application Server,Message Manipulation

10/31/2019 UndeterminedCriminal Watertown School District61 Educational ServicesFinancial Disruptive Data Attack

10/31/2019 UndeterminedCriminal Utah Valley Eye Center62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

10/31/2019 UndeterminedCriminal Winamax 71 Arts, Entertainment, and RecreationUndeterminedDisruptive External Denial of Service

10/31/2019 National Security Service Unit 02616Nation-StatePalestine Chronicle51 InformationPolitical-EspionageExploitive Exploitation of End Hosts

10/31/2019 National Security Service Unit 02616Nation-StateCentre1 51 InformationPolitical-EspionageExploitive Exploitation of End Hosts

10/31/2019 National Security Service Unit 02616Nation-StateEltuz 51 InformationPolitical-EspionageExploitive Exploitation of End Hosts

10/31/2019 National Security Service Unit 02616Nation-StateFergana News 51 InformationPolitical-EspionageExploitive Exploitation of End Hosts

10/30/2019 UndeterminedCriminal Ontario Science Centre62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of Application Server

10/30/2019 UndeterminedCriminal Marriott International72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Application Server

10/30/2019 NGB 3rd Technical Surveillance BureauNation-StateKudankulam Nuclear Power Plant22 Utilities Industrial-EspionageExploitive Exploitation of Application Server

10/30/2019 UndeterminedCriminal Nikkei America 51 InformationFinancial Disruptive Message Manipulation

10/29/2019 UndeterminedCriminal Prisma Health 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

10/29/2019 UndeterminedCriminal Las Cruces Public Schools61 Educational ServicesFinancial Disruptive External Denial of Service,Data Attack

10/29/2019 UndeterminedCriminal Bed Bath & Beyond44 Retail TradeUndeterminedExploitive Exploitation of Application Server

10/29/2019 UndeterminedCriminal Indian users 52 Finance and InsuranceFinancial Exploitive Exploitation of Sensors

10/28/2019 UndeterminedCriminal American Cancer Society62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Hosts

10/28/2019 UndeterminedCriminal Krystal 72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Sensors

10/28/2019 UndeterminedCriminal City of Ocala 92 Public AdministrationFinancial Disruptive Message Manipulation

10/28/2019 UndeterminedCriminal Sixth June 44 Retail TradeFinancial Exploitive Exploitation of End Hosts

10/28/2019 UndeterminedCriminal UniCredit 52 Finance and InsuranceUndeterminedExploitive Exploitation of Application Server

10/28/2019 UndeterminedCriminal Website of the President of Georgia51 InformationUndeterminedDisruptive Message Manipulation

10/28/2019 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Nation-StateMaestro 51 InformationUndeterminedDisruptive External Denial of Service

10/28/2019 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Nation-StateImedi TV 51 InformationUndeterminedDisruptive External Denial of Service

10/28/2019 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Nation-StateProservice 51 InformationUndeterminedDisruptive Message Manipulation

10/27/2019 UndeterminedCriminal National Veterinary Associates (NVA)54 Professional, Scientific, and Technical ServicesFinancial Disruptive External Denial of Service,Data Attack

10/27/2019 UndeterminedCriminal Garanti BBVA 52 Finance and InsuranceUndeterminedDisruptive External Denial of Service

10/27/2019 UndeterminedCriminal TÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¼rk Telekom51 InformationUndeterminedDisruptive External Denial of Service

10/25/2019 UndeterminedCriminal Digital Insights 52 Finance and InsuranceFinancial Exploitive Exploitation of End Hosts

10/25/2019 UndeterminedCriminal Betty Jean Kerr People's Health Centers62 Health Care and Social AssistanceFinancial Disruptive Data Attack

10/25/2019 UndeterminedCriminal Procter & Gamble's First Aid Beauty44 Retail TradeFinancial Exploitive Exploitation of End Hosts

10/25/2019 UndeterminedCriminal South African Banks52 Finance and InsuranceFinancial Disruptive External Denial of Service

10/24/2019 UndeterminedCriminal UN Nations Development Programme92 Public AdministrationUndeterminedExploitive Exploitation of Application Server,Exploitation of End Hosts

10/24/2019 UndeterminedCriminal World Food Programme92 Public AdministrationUndeterminedExploitive Exploitation of Application Server,Exploitation of End Hosts

10/24/2019 UndeterminedCriminal UNICEF 81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of Application Server,Exploitation of End Hosts

10/24/2019 UndeterminedCriminal Red Cross 62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of Application Server,Exploitation of End Hosts

10/24/2019 Shadow Kill HackersCriminal City of Johannesburg92 Public AdministrationFinancial Disruptive External Denial of Service

10/22/2019 UndeterminedCriminal Pine County 92 Public AdministrationFinancial Exploitive Exploitation of End Hosts

10/22/2019 UndeterminedCriminal Chilean Carabineros92 Public AdministrationSabotage Exploitive Exploitation of Application Server

10/22/2019 UndeterminedCriminal Kalispell Regional Healthcare62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of End Hosts



10/22/2019 UndeterminedCriminal Lottomatica 71 Arts, Entertainment, and RecreationUndeterminedDisruptive External Denial of Service

10/21/2019 UndeterminedCriminal Avast 54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server,Exploitation of Network Infrastructure

10/21/2019 UndeterminedCriminal Czech Republic 92 Public AdministrationPolitical-EspionageExploitive Exploitation of Application Server,Exploitation of End Hosts

10/20/2019 UndeterminedCriminal San Bernardino City Unified School District61 Educational ServicesFinancial Disruptive Data Attack

10/20/2019 UndeterminedCriminal VikingVPN 81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of Application Server

10/20/2019 UndeterminedCriminal TorGuard 81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of Application Server

10/20/2019 UndeterminedCriminal NordVPN 81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of Application Server

10/17/2019 UndeterminedCriminal Universiti Malaya 61 Educational ServicesProtest Disruptive Message Manipulation

10/17/2019 UndeterminedCriminal Billtrust 52 Finance and InsuranceFinancial Disruptive External Denial of Service,Data Attack

10/16/2019 UndeterminedCriminal International airport in Europe48 Transportation and WarehousingFinancial Exploitive Exploitation of End Hosts

10/16/2019 UndeterminedCriminal Web.com 51 InformationUndeterminedExploitive Exploitation of Application Server

10/15/2019 UndeterminedCriminal Jasper County 92 Public AdministrationFinancial Disruptive External Denial of Service,Data Attack

10/15/2019 UndeterminedCriminal BriansClub 81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of Application Server

10/15/2019 UndeterminedCriminal Ingredion Incorporated72 Accommodation and Food ServicesUndeterminedDisruptive Data Attack

10/15/2019 UndeterminedCriminal TrialWorks 54 Professional, Scientific, and Technical ServicesFinancial Disruptive Data Attack

10/14/2019 UndeterminedCriminal Jack Monroe 81 Other Services (except Public Administration)Financial Exploitive Exploitation of End Hosts,Exploitation of Data in Transit

10/14/2019 UndeterminedCriminal Eurobet 71 Arts, Entertainment, and RecreationFinancial Disruptive External Denial of Service

10/14/2019 Pakistan Nation-StateIndia 92 Public AdministrationSabotage Disruptive Message Manipulation

10/14/2019 People's Liberation Army Strategic Support Force  (Wicked PANDA)Nation-StateHigh-profile Asian mobile hardware and software manufacturer31 ManufacturingUndeterminedExploitive Exploitation of Application Server

10/14/2019 UndeterminedCriminal Pitney Bowes 54 Professional, Scientific, and Technical ServicesFinancial Disruptive External Denial of Service,Data Attack

10/13/2019 UndeterminedCriminal Sunapee New Hampshire School District61 Educational ServicesFinancial Disruptive Data Attack

10/13/2019 UndeterminedCriminal Pilz 31 ManufacturingFinancial Disruptive Data Attack

10/12/2019 UndeterminedCriminal M6 Group (Groupe M6)51 InformationFinancial Disruptive External Denial of Service,Data Attack

10/11/2019 UndeterminedCriminal South Knox School Corporation61 Educational ServicesFinancial Disruptive Data Attack

10/11/2019 UndeterminedCriminal Central Valley Regional Center62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Hosts

10/11/2019 UndeterminedCriminal Monterey Health Center62 Health Care and Social AssistanceFinancial Disruptive Data Attack

10/11/2019 UndeterminedCriminal Hunt Memorial Hospital District62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of Application Server

10/11/2019 UndeterminedCriminal Click2Mail 51 InformationUndeterminedExploitive Exploitation of Application Server

10/11/2019 UndeterminedCriminal Mission Health 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Hosts

10/10/2019 InstaKilla Criminal Hookers[.]nl 81 Other Services (except Public Administration)Financial Exploitive Exploitation of Application Server

10/10/2019 InstaKilla Criminal EscortForumIt[.]xxx81 Other Services (except Public Administration)Financial Exploitive Exploitation of Application Server

10/10/2019 UndeterminedCriminal Boston University 61 Educational ServicesUndeterminedExploitive Exploitation of Application Server

10/10/2019 UndeterminedCriminal Fairfield County High School61 Educational ServicesFinancial Exploitive Exploitation of End Hosts

10/10/2019 UndeterminedCriminal City of Carrollton 92 Public AdministrationUndeterminedDisruptive External Denial of Service

10/10/2019 UndeterminedCriminal Magnolia Pediatrics62 Health Care and Social AssistanceFinancial Disruptive Data Attack

10/10/2019 UndeterminedCriminal Abdessadak El Bouchattaoui81 Other Services (except Public Administration)Political-EspionageExploitive Exploitation of End Hosts

10/10/2019 FIN7 Criminal NCR Corporation 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server,Exploitation of End Hosts

10/10/2019 UndeterminedCriminal Maati Monjib 81 Other Services (except Public Administration)Political-EspionageExploitive Exploitation of End Hosts

10/10/2019 UndeterminedCriminal Abdessadak El Bouchattaoui81 Other Services (except Public Administration)Political-EspionageExploitive Exploitation of End Hosts

10/10/2019 UndeterminedCriminal Maati Monjib 81 Other Services (except Public Administration)Political-EspionageExploitive Exploitation of End Hosts

10/9/2019 UndeterminedCriminal Blue Earth Area High School61 Educational ServicesUndeterminedDisruptive Physical Attack

10/9/2019 UndeterminedCriminal Methodist Hospitals62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Hosts

10/9/2019 UndeterminedCriminal Immutable 71 Arts, Entertainment, and RecreationSabotage Disruptive External Denial of Service

10/9/2019 UndeterminedCriminal TransUnion 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

10/7/2019 UndeterminedCriminal Hibiscus Petroleum21 Mining, Quarrying, and Oil and Gas ExtractionUndeterminedDisruptive External Denial of Service

10/7/2019 UndeterminedCriminal Beeline 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

10/7/2019 UndeterminedCriminal Volusion 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

10/6/2019 Nathan Hobbyist TOMS Shoes 44 Retail TradeUndeterminedExploitive Exploitation of Application Server

10/6/2019 UndeterminedCriminal Bonjour-Sant 62 Health Care and Social AssistanceUndeterminedDisruptive External Denial of Service

10/6/2019 Anonymous (Italy)Hacktivist Italian Democratic Party81 Other Services (except Public Administration)Protest Exploitive Exploitation of Application Server

10/5/2019 UndeterminedCriminal T? Ora Compass Health62 Health Care and Social AssistanceUndeterminedMixed Exploitation of Application Server,Message Manipulation

10/4/2019 UndeterminedCriminal University of Alabama at Birmingham (UAB Medical)62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server,Exploitation of End Hosts

10/4/2019 UndeterminedCriminal US-based server owned by an engineering company that provides services to the oil, gas and chemical industries54 Professional, Scientific, and Technical ServicesUndeterminedMixed Exploitation of Application Server,Message Manipulation

10/4/2019 UndeterminedCriminal City of Jerez de la Frontera92 Public AdministrationFinancial Disruptive External Denial of Service,Data Attack

10/3/2019 UndeterminedCriminal Goshen Health 62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of End Hosts



10/3/2019 UndeterminedCriminal An official with the Egyptian-Canadian Coalition for Democracy81 Other Services (except Public Administration)Political-EspionageExploitive Exploitation of Application Server,Exploitation of End Hosts

10/3/2019 UndeterminedCriminal Afaf Mahfouz 81 Other Services (except Public Administration)Political-EspionageExploitive Exploitation of Application Server,Exploitation of End Hosts

10/3/2019 UndeterminedCriminal Ragia Omran 81 Other Services (except Public Administration)Political-EspionageExploitive Exploitation of Application Server,Exploitation of End Hosts

10/3/2019 UndeterminedCriminal Shady al-Ghazaly Harba81 Other Services (except Public Administration)Political-EspionageExploitive Exploitation of Application Server,Exploitation of End Hosts

10/3/2019 UndeterminedCriminal Khaled Dawoud 81 Other Services (except Public Administration)Political-EspionageExploitive Exploitation of Application Server,Exploitation of End Hosts

10/3/2019 UndeterminedCriminal Hassan Nafaa 81 Other Services (except Public Administration)Political-EspionageExploitive Exploitation of Application Server,Exploitation of End Hosts

10/2/2019 UndeterminedCriminal Tukwila School District61 Educational ServicesFinancial Disruptive Message Manipulation

10/2/2019 UndeterminedCriminal City of Cornelia 92 Public AdministrationFinancial Disruptive Data Attack

10/2/2019 Tick Nation-StateJapanese government agencies92 Public AdministrationPolitical-EspionageExploitive Exploitation of Application Server,Exploitation of End Hosts

10/2/2019 Ministry of State Security's (MSS) Jinan State Security Department (APT17)Nation-StateJapanese government agencies92 Public AdministrationPolitical-EspionageExploitive Exploitation of Application Server,Exploitation of End Hosts

10/2/2019 UndeterminedCriminal Schlotzsky's 72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Sensors

10/2/2019 UndeterminedCriminal Zendesk 54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server

10/2/2019 UndeterminedCriminal Moe's Southwest Grill72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Sensors

10/2/2019 UndeterminedCriminal McAlister's Deli 72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Sensors

10/1/2019 UndeterminedCriminal Centers for Advanced Orthopaedics62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of End Hosts

10/1/2019 UndeterminedCriminal Pipestone Kin-Ability Centre62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

10/1/2019 UndeterminedCriminal Luzerne County 61 Educational ServicesFinancial Disruptive Data Attack

10/1/2019 UndeterminedCriminal North Florida OB-GYN62 Health Care and Social AssistanceFinancial Disruptive Data Attack

10/1/2019 UndeterminedCriminal Seven hospitals in Australia62 Health Care and Social AssistanceFinancial Disruptive Data Attack

10/1/2019 UndeterminedCriminal Fayette Medical Center62 Health Care and Social AssistanceFinancial Disruptive Data Attack

10/1/2019 UndeterminedCriminal Northport Medical Center62 Health Care and Social AssistanceFinancial Disruptive Data Attack

10/1/2019 UndeterminedCriminal Voatz 92 Public AdministrationUndeterminedDisruptive Data Attack

10/1/2019 UndeterminedCriminal DCH Regional Medical Center in Tuscaloosa62 Health Care and Social AssistanceFinancial Disruptive Data Attack

10/1/2019 UndeterminedCriminal US petroleum industry21 Mining, Quarrying, and Oil and Gas ExtractionIndustrial-EspionageExploitive Exploitation of Application Server,Exploitation of End Hosts

9/30/2019 UndeterminedCriminal Bradford City Hall 92 Public AdministrationFinancial Disruptive Data Attack

9/30/2019 UndeterminedCriminal Goshen Health 62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of End Hosts

9/30/2019 UndeterminedCriminal Wood Ranch Medical62 Health Care and Social AssistanceFinancial Disruptive Data Attack

9/30/2019 UndeterminedCriminal ITarian 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

9/30/2019 UndeterminedCriminal Comodo 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

9/30/2019 UndeterminedCriminal Demant 31 ManufacturingUndeterminedDisruptive Data Attack

9/29/2019 GnosticplayersCriminal Zynga 71 Arts, Entertainment, and RecreationUndeterminedExploitive Exploitation of Application Server

9/29/2019 UndeterminedCriminal ASICS Store in Auckland48 Transportation and WarehousingUndeterminedDisruptive Message Manipulation

9/28/2019 UndeterminedCriminal Billboard on Interstate 7581 Other Services (except Public Administration)UndeterminedDisruptive Message Manipulation

9/27/2019 UndeterminedCriminal Meridian Lightweight Technologies31 ManufacturingFinancial Disruptive Data Attack

9/27/2019 UndeterminedCriminal Catholic Health Initiative (CHI) at Lakeside Hospital62 Health Care and Social AssistanceFinancial Disruptive Data Attack

9/27/2019 UndeterminedCriminal Cancer Treatment Centers of America at Southeastern Regional Medical Center62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of End Hosts

9/27/2019 UndeterminedCriminal Wingham Hospital62 Health Care and Social AssistanceFinancial Disruptive Data Attack

9/27/2019 UndeterminedCriminal Listowel Hospital 62 Health Care and Social AssistanceFinancial Disruptive Data Attack

9/27/2019 UndeterminedCriminal Manufacturing company in Strathroy31 ManufacturingFinancial Disruptive Data Attack

9/27/2019 UndeterminedCriminal Defence Construction Canada (DCC)31 ManufacturingFinancial Disruptive Data Attack

9/26/2019 UndeterminedCriminal DoorDash 72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Application Server

9/26/2019 UndeterminedCriminal Rheinmetall Automotive31 ManufacturingUndeterminedDisruptive Internal Denial of Service

9/26/2019 UndeterminedCriminal Airbus 31 ManufacturingIndustrial-EspionageExploitive Exploitation of Application Server

9/25/2019 UndeterminedCriminal Vmedia 51 InformationUndeterminedExploitive Exploitation of Application Server

9/25/2019 UndeterminedCriminal Northshore School District61 Educational ServicesFinancial Disruptive External Denial of Service,Data Attack

9/25/2019 UndeterminedCriminal Czech Republic 92 Public AdministrationPolitical-EspionageExploitive Exploitation of Application Server

9/25/2019 GhostwriterNation-Statekaunas.kasvyksta.lt51 InformationSabotage Disruptive Message Manipulation

9/24/2019 UndeterminedCriminal Mobile County Public Schools61 Educational ServicesFinancial Disruptive Data Attack

9/24/2019 UndeterminedCriminal Peoples Injury Network Northwest (PINN)62 Health Care and Social AssistanceFinancial Disruptive Data Attack

9/24/2019 UndeterminedCriminal Guthrie Public Schools61 Educational ServicesFinancial Disruptive Data Attack

9/24/2019 UndeterminedCriminal Laura Pausini Instagram account81 Other Services (except Public Administration)Financial Disruptive Message Manipulation

9/23/2019 UndeterminedCriminal Union City 92 Public AdministrationUndeterminedDisruptive External Denial of Service,Data Attack,Internal Denial of Service

9/23/2019 UndeterminedCriminal City of Woodstock92 Public AdministrationUndeterminedDisruptive External Denial of Service,Data Attack

9/23/2019 UndeterminedCriminal GNV (Grandi Navi Veloci)48 Transportation and WarehousingFinancial Exploitive Exploitation of Application Server

9/23/2019 Ministry of State Security's (MSS) Tianjin State Security Department (APT10)Nation-StateAt least 17 Utilities in the US.22 Utilities Industrial-EspionageExploitive Exploitation of Application Server,Exploitation of End Hosts



9/21/2019 UndeterminedCriminal Cool Ideas 51 InformationUndeterminedDisruptive External Denial of Service

9/20/2019 UndeterminedCriminal Lee County 92 Public AdministrationUndeterminedDisruptive External Denial of Service

9/20/2019 UndeterminedCriminal Campbell County Health62 Health Care and Social AssistanceFinancial Disruptive Data Attack

9/17/2019 UndeterminedCriminal Magellan Health 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server,Exploitation of End Hosts

9/17/2019 UndeterminedCriminal Kent State University61 Educational ServicesUndeterminedExploitive Exploitation of Application Server,Exploitation of End Hosts

9/16/2019 UndeterminedCriminal Nicole Scherzinger Instagram account81 Other Services (except Public Administration)Financial Disruptive Message Manipulation

9/16/2019 UndeterminedCriminal Lumin PDF 54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server

9/16/2019 UndeterminedCriminal Yanet GarcÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â-a Instagram account81 Other Services (except Public Administration)Financial Disruptive Message Manipulation

9/15/2019 UndeterminedCriminal Wallenpaupack Area School District61 Educational ServicesFinancial Disruptive Data Attack

9/15/2019 UndeterminedCriminal Users of Venmo mobile payment service52 Finance and InsuranceFinancial Exploitive Exploitation of End Hosts

9/15/2019 UndeterminedCriminal Irish Department of Communications, Climate Action and the Environment92 Public AdministrationFinancial Disruptive Data Attack

9/14/2019 UndeterminedCriminal The Guardian's SecureDrop whistleblower submission site51 InformationPolitical-EspionageExploitive Exploitation of Application Server,Exploitation of End Hosts

9/14/2019 UndeterminedCriminal EOSPlay 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

9/13/2019 UndeterminedCriminal Robstown Police Department92 Public AdministrationFinancial Disruptive Data Attack

9/13/2019 UndeterminedCriminal Hungarian Development Center (MFK)92 Public AdministrationUndeterminedDisruptive Data Attack

9/12/2019 UndeterminedCriminal Sarrell Dental 62 Health Care and Social AssistanceFinancial Disruptive Data Attack

9/12/2019 UndeterminedCriminal Garmin South Africa31 ManufacturingFinancial Exploitive Exploitation of End Hosts

9/11/2019 UndeterminedCriminal Travis Central Appraisal53 Real Estate and Rental and LeasingFinancial Disruptive External Denial of Service,Data Attack,Internal Denial of Service

9/10/2019 UndeterminedCriminal Wakulla County School District61 Educational ServicesFinancial Disruptive Data Attack

9/9/2019 UndeterminedCriminal Premier Family Medical62 Health Care and Social AssistanceFinancial Disruptive Data Attack

9/9/2019 UndeterminedCriminal US Manufacturing Company31 ManufacturingFinancial Exploitive Exploitation of End Hosts

9/9/2019 UndeterminedCriminal Miracle Systems 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

9/7/2019 UndeterminedCriminal Entercom Communications51 InformationFinancial Disruptive Data Attack

9/6/2019 UndeterminedCriminal Metro Mobility 48 Transportation and WarehousingUndeterminedExploitive Exploitation of Application Server

9/6/2019 UndeterminedCriminal Rockford Public Schools Dist. 20561 Educational ServicesFinancial Disruptive External Denial of Service,Data Attack,Internal Denial of Service

9/6/2019 UkDrillas UndeterminedWorld of Warcraft Classic71 Arts, Entertainment, and RecreationUndeterminedDisruptive External Denial of Service

9/6/2019 UkDrillas UndeterminedWikipedia 81 Other Services (except Public Administration)UndeterminedDisruptive External Denial of Service

9/6/2019 UndeterminedCriminal Hong Kong Exchanges and Clearing Limited (HKEX)52 Finance and InsuranceUndeterminedDisruptive External Denial of Service

9/6/2019 UndeterminedCriminal Oklahoma Law Enforcement Retirement System (OLERS) Agency92 Public AdministrationFinancial Exploitive Exploitation of Application Server

9/6/2019 UndeterminedCriminal Robert Downey Jr. Instagram account81 Other Services (except Public Administration)Financial Disruptive Message Manipulation

9/6/2019 UndeterminedCriminal Toyota Boshoku Corporation31 ManufacturingFinancial Exploitive Exploitation of Application Server

9/5/2019 UndeterminedCriminal Meridian Community College61 Educational ServicesFinancial Exploitive Exploitation of End Hosts

9/5/2019 UndeterminedCriminal Flagstaff Unified School District61 Educational ServicesFinancial Disruptive Data Attack

9/5/2019 UndeterminedCriminal City of Unalaska 92 Public AdministrationFinancial Disruptive Message Manipulation

9/4/2019 UndeterminedCriminal Sherman School 61 Educational ServicesFinancial Disruptive Data Attack

9/4/2019 UndeterminedCriminal UC Health 62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of End Hosts

9/4/2019 UndeterminedCriminal Wolcott School District61 Educational ServicesFinancial Disruptive Data Attack

9/4/2019 UndeterminedCriminal City of New Bedford92 Public AdministrationFinancial Disruptive Data Attack

9/3/2019 UndeterminedCriminal Temple University Health System62 Health Care and Social AssistanceUndeterminedDisruptive Data Attack

9/3/2019 UndeterminedCriminal Monroe-Woodbury Central School District61 Educational ServicesFinancial Disruptive Data Attack

9/3/2019 UndeterminedCriminal Istiqlal TV 51 InformationPolitical-EspionageExploitive Exploitation of End Hosts

9/3/2019 UndeterminedCriminal World Uyghurs Writers Union81 Other Services (except Public Administration)Political-EspionageExploitive Exploitation of End Hosts

9/3/2019 UndeterminedCriminal East Turkistan Education and Solidarity Association (ETESA)81 Other Services (except Public Administration)Political-EspionageExploitive Exploitation of End Hosts

9/3/2019 UndeterminedCriminal Turkistan TV 51 InformationPolitical-EspionageExploitive Exploitation of End Hosts

9/3/2019 UndeterminedCriminal Turkistan Press 51 InformationPolitical-EspionageExploitive Exploitation of End Hosts

9/3/2019 UndeterminedCriminal Istiqlal Haber 51 InformationPolitical-EspionageExploitive Exploitation of End Hosts

9/3/2019 UndeterminedCriminal Uighur Times (Uyghur)51 InformationPolitical-EspionageExploitive Exploitation of End Hosts

9/3/2019 UndeterminedCriminal Uighur Times (Chinese)51 InformationPolitical-EspionageExploitive Exploitation of End Hosts

9/3/2019 UndeterminedCriminal Uighur Times (English)51 InformationPolitical-EspionageExploitive Exploitation of End Hosts

9/3/2019 UndeterminedCriminal Turkistan Times 51 InformationPolitical-EspionageExploitive Exploitation of End Hosts

9/3/2019 UndeterminedCriminal Uyghur Academy 51 InformationPolitical-EspionageExploitive Exploitation of End Hosts

9/1/2019 UndeterminedCriminal Souderton Area School District61 Educational ServicesFinancial Disruptive Data Attack

9/1/2019 UndeterminedCriminal XKCD Forums 71 Arts, Entertainment, and RecreationUndeterminedExploitive Exploitation of Application Server

8/31/2019 UndeterminedCriminal LIHKG 81 Other Services (except Public Administration)Sabotage Disruptive External Denial of Service

8/31/2019 UndeterminedCriminal CircleCI 54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server



8/30/2019 UndeterminedCriminal Russell Stover Chocolates72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Sensors

8/30/2019 UndeterminedCriminal Oregon Judicial Department92 Public AdministrationFinancial Exploitive Exploitation of End Hosts

8/30/2019 UndeterminedCriminal University of Ghana accommodation registration portal61 Educational ServicesUndeterminedDisruptive External Denial of Service

8/30/2019 UndeterminedCriminal Foxit Software 54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server

8/30/2019 UndeterminedCriminal U.K.-based energy firm22 Utilities Financial Disruptive Message Manipulation

8/30/2019 UndeterminedCriminal Jack Dorsey's Twitter account81 Other Services (except Public Administration)UndeterminedDisruptive Message Manipulation

8/30/2019 UndeterminedCriminal United Nations 92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

8/29/2019 UndeterminedCriminal PerCSoft 51 InformationFinancial Exploitive Exploitation of Network Infrastructure

8/29/2019 UndeterminedCriminal The Digital Dental Record51 InformationFinancial Exploitive Exploitation of Network Infrastructure

8/28/2019 UndeterminedCriminal Wolcott Public Schools61 Educational ServicesFinancial Disruptive Data Attack

8/27/2019 UndeterminedCriminal Lumber Liquidators31 ManufacturingUndeterminedMixed Exploitation of Application Server,Internal Denial of Service

8/27/2019 UndeterminedCriminal New Kent Co. Public Schools61 Educational ServicesFinancial Disruptive Data Attack

8/27/2019 UndeterminedCriminal Capital & Coast DHB62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of End Hosts

8/27/2019 UndeterminedCriminal Oldenburgische Landesbank (OLB)52 Finance and InsuranceFinancial Exploitive Exploitation of Sensors

8/27/2019 UndeterminedCriminal Imperva 54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server

8/26/2019 UndeterminedCriminal Australian PayID users52 Finance and InsuranceFinancial Exploitive Exploitation of End Hosts

8/26/2019 UndeterminedCriminal Rockville Center, N.Y. School District61 Educational ServicesFinancial Disruptive Data Attack

8/25/2019 UndeterminedCriminal Hostinger 51 InformationUndeterminedExploitive Exploitation of Application Server

8/24/2019 UndeterminedCriminal Lake County 92 Public AdministrationFinancial Disruptive Data Attack

8/23/2019 UndeterminedCriminal Mastercard Priceless Specials loyalty program52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

8/23/2019 UndeterminedCriminal Lyons Companies 31 ManufacturingFinancial Exploitive Exploitation of End Hosts

8/23/2019 UndeterminedCriminal Mastercard Priceless Specials loyalty program52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

8/22/2019 UndeterminedCriminal Sonoma Valley Hospital62 Health Care and Social AssistanceUndeterminedMixed Exploitation of Application Server,External Denial of Service

8/22/2019 fallensky519Criminal Unnamed leading India-based healthcare website62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

8/22/2019 UndeterminedCriminal Alberta Health Services62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of End Hosts

8/22/2019 UndeterminedCriminal Astro 51 InformationUndeterminedExploitive Exploitation of Application Server

8/22/2019 UndeterminedCriminal Massachusetts General Hospital (MGH)62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of Application Server

8/22/2019 UndeterminedCriminal Fortnite 71 Arts, Entertainment, and RecreationFinancial Disruptive Data Attack

8/22/2019 NGB 3rd Technical Surveillance BureauNation-StateCongressional Research Service92 Public AdministrationPolitical-EspionageExploitive Exploitation of End Hosts

8/22/2019 NGB 3rd Technical Surveillance BureauNation-StateRoyal United Services Institute81 Other Services (except Public Administration)Political-EspionageExploitive Exploitation of End Hosts

8/22/2019 NGB 3rd Technical Surveillance BureauNation-StateSouth African Department of International Relations and Cooperation92 Public AdministrationPolitical-EspionageExploitive Exploitation of End Hosts

8/22/2019 NGB 3rd Technical Surveillance BureauNation-StateSina 51 InformationPolitical-EspionageExploitive Exploitation of End Hosts

8/22/2019 NGB 3rd Technical Surveillance BureauNation-StateStanford University61 Educational ServicesPolitical-EspionageExploitive Exploitation of End Hosts

8/22/2019 NGB 3rd Technical Surveillance BureauNation-StateMinistry of Foreign and European Affairs of the Slovak Republic92 Public AdministrationPolitical-EspionageExploitive Exploitation of End Hosts

8/22/2019 NGB 3rd Technical Surveillance BureauNation-StateFrench Ministry for Europe and European Affairs92 Public AdministrationPolitical-EspionageExploitive Exploitation of End Hosts

8/21/2019 UndeterminedCriminal Hospice of San Joaquin62 Health Care and Social AssistanceFinancial Disruptive Data Attack

8/20/2019 UndeterminedCriminal City of Saskatoon 61 Educational ServicesFinancial Disruptive Message Manipulation

8/20/2019 UndeterminedCriminal PokerTracker.com71 Arts, Entertainment, and RecreationFinancial Exploitive Exploitation of End Hosts

8/19/2019 Mamad WarningUndeterminedMacon County Circuit Clerk92 Public AdministrationUndeterminedDisruptive Message Manipulation

8/19/2019 UndeterminedCriminal Portland Public Schools61 Educational ServicesFinancial Disruptive Message Manipulation

8/19/2019 UndeterminedCriminal Embassy of Russia in the United Kingdom92 Public AdministrationUndeterminedDisruptive External Denial of Service

8/17/2019 VandaTheGodHacktivist Carterton medical centre62 Health Care and Social AssistanceUndeterminedDisruptive External Denial of Service

8/17/2019 VandaTheGodHacktivist Featherston medical centre62 Health Care and Social AssistanceUndeterminedDisruptive External Denial of Service

8/17/2019 VandaTheGodHacktivist Greytown medical centre62 Health Care and Social AssistanceUndeterminedDisruptive External Denial of Service

8/17/2019 UndeterminedCriminal Tivoli (My Tivoli) 71 Arts, Entertainment, and RecreationFinancial Exploitive Exploitation of Application Server

8/17/2019 VandaTheGodHacktivist Kuripuni medical centre62 Health Care and Social AssistanceUndeterminedDisruptive External Denial of Service

8/17/2019 VandaTheGodHacktivist Tu Ora Compass Health62 Health Care and Social AssistanceUndeterminedDisruptive External Denial of Service

8/16/2019 UndeterminedCriminal Cable One 51 InformationFinancial Exploitive Exploitation of End Hosts

8/16/2019 UndeterminedCriminal Michigan Medicine62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of End Hosts

8/16/2019 UndeterminedCriminal 23 Texas government agencies92 Public AdministrationFinancial Disruptive Data Attack

8/15/2019 UndeterminedCriminal Spotsylvania County92 Public AdministrationFinancial Exploitive Exploitation of Application Server

8/15/2019 UndeterminedCriminal KNEO Radio Station71 Arts, Entertainment, and RecreationFinancial Disruptive Data Attack

8/15/2019 UndeterminedCriminal NCH Healthcare System62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Hosts

8/15/2019 UndeterminedCriminal Virginia Gay Hospital62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of End Hosts

8/15/2019 UndeterminedCriminal San Dieguito Union High School District61 Educational ServicesUndeterminedExploitive Exploitation of Application Server



8/15/2019 UndeterminedCriminal European Central Bank52 Finance and InsuranceUndeterminedExploitive Exploitation of Application Server

8/14/2019 UndeterminedCriminal Eye Care Associates Inc.62 Health Care and Social AssistanceFinancial Disruptive Data Attack

8/14/2019 UndeterminedCriminal Hy-Vee 44 Retail TradeFinancial Exploitive Exploitation of Sensors

8/13/2019 UndeterminedCriminal Bayview Dental 62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of Application Server

8/13/2019 UndeterminedCriminal Indian Army 92 Public AdministrationUndeterminedExploitive Exploitation of End Hosts

8/13/2019 UndeterminedCriminal Choice Hotels 72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Application Server

8/13/2019 UndeterminedCriminal Czech Foreign Ministry92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

8/13/2019 RaidforumsCriminal Cracked.to 54 Professional, Scientific, and Technical ServicesSabotage Exploitive Exploitation of Application Server

8/12/2019 UndeterminedCriminal Argentine Federal Police92 Public AdministrationProtest Exploitive Exploitation of Application Server

8/12/2019 UndeterminedCriminal Argentine Naval Prefecture92 Public AdministrationProtest Mixed Exploitation of Application Server,Message Manipulation

8/10/2019 VandaTheGodHacktivist University of Florida61 Educational ServicesProtest Disruptive Message Manipulation

8/9/2019 UndeterminedCriminal Mid-Valley Behavioral Care Networks (BCN)62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of End Hosts

8/9/2019 UndeterminedCriminal Air New Zealand 48 Transportation and WarehousingFinancial Exploitive Exploitation of End Hosts

8/8/2019 UndeterminedCriminal TAFE NSW 61 Educational ServicesFinancial Exploitive Exploitation of Application Server

8/8/2019 UndeterminedCriminal Transport for London (TfL)48 Transportation and WarehousingUndeterminedExploitive Exploitation of End Hosts

8/7/2019 UndeterminedCriminal Township of Maplewood92 Public AdministrationFinancial Exploitive Exploitation of Application Server

8/7/2019 UndeterminedCriminal National Baseball Hall of Fame71 Arts, Entertainment, and RecreationFinancial Exploitive Exploitation of End Hosts

8/7/2019 UndeterminedCriminal State Farm 52 Finance and InsuranceFinancial Exploitive Exploitation of End Hosts

8/7/2019 UndeterminedCriminal Office of the First Deputy Prime Minister of Bahrain92 Public AdministrationUndeterminedExploitive Exploitation of Application Server,Exploitation of End Hosts

8/7/2019 UndeterminedCriminal Bahraini Ministry of Interior92 Public AdministrationUndeterminedExploitive Exploitation of Application Server,Exploitation of End Hosts

8/7/2019 UndeterminedCriminal Bahrain's National Security Agency92 Public AdministrationUndeterminedExploitive Exploitation of Application Server,Exploitation of End Hosts

8/5/2019 Muhammad FahdCriminal AT&T 51 InformationFinancial Exploitive Exploitation of Application Server,Exploitation of End Hosts

8/5/2019 UndeterminedCriminal Camp Verde Unified School District61 Educational ServicesFinancial Disruptive Data Attack

8/5/2019 UndeterminedCriminal CafePress 44 Retail TradeUndeterminedExploitive Exploitation of Application Server

8/5/2019 Machete Nation-StateVenezuelan military92 Public AdministrationPolitical-EspionageExploitive Exploitation of End Hosts

8/4/2019 UndeterminedCriminal Cardpool 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

8/3/2019 Mamad WarningUndeterminedMurfreesboro Water Department92 Public AdministrationUndeterminedDisruptive Message Manipulation

8/2/2019 UndeterminedCriminal Presbyterian Healthcare Services62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of Application Server

8/2/2019 UndeterminedCriminal SuperINN 53 Real Estate and Rental and LeasingFinancial Exploitive Exploitation of Application Server

8/2/2019 UndeterminedCriminal City of Naples, Florida92 Public AdministrationFinancial Disruptive Message Manipulation

8/1/2019 UndeterminedCriminal Broken Arrow Public Schools61 Educational ServicesFinancial Disruptive Data Attack

8/1/2019 UndeterminedCriminal Poshmark 44 Retail TradeUndeterminedExploitive Exploitation of Application Server

8/1/2019 UndeterminedCriminal StockX 44 Retail TradeFinancial Exploitive Exploitation of Application Server

8/1/2019 UndeterminedCriminal LibrerÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â-a PorrÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Âºa44 Retail TradeFinancial Mixed Data Attack,Exploitation of Application Server

7/31/2019 UndeterminedCriminal Gadsden Independent School District61 Educational ServicesFinancial Disruptive Data Attack

7/31/2019 UndeterminedCriminal Pearson PLC 54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server

7/30/2019 Vanda The GodHacktivist Randolph County 92 Public AdministrationProtest Disruptive Message Manipulation

7/30/2019 UndeterminedCriminal Tangipahoa Parish School District61 Educational ServicesFinancial Disruptive Data Attack

7/30/2019 UndeterminedCriminal Houston County Schools61 Educational ServicesFinancial Disruptive External Denial of Service,Data Attack

7/29/2019 UndeterminedCriminal Cabarrus County 92 Public AdministrationFinancial Disruptive Message Manipulation

7/29/2019 UndeterminedCriminal Sure 51 InformationUndeterminedExploitive Exploitation of Application Server,Exploitation of End Hosts

7/29/2019 UndeterminedCriminal Los Angeles Police Department92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

7/29/2019 Paige ThompsonCriminal Capital One 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

7/27/2019 UndeterminedCriminal Watertown City School District61 Educational ServicesUndeterminedDisruptive Data Attack

7/27/2019 UndeterminedCriminal ProtonMail 51 InformationPolitical-EspionageExploitive Exploitation of End Hosts

7/27/2019 UndeterminedCriminal Comodo 54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server

7/26/2019 UndeterminedCriminal Puerto Rico Women And Children's Hospital62 Health Care and Social AssistanceFinancial Disruptive Data Attack

7/26/2019 UndeterminedCriminal BayamÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â³n Medical Center62 Health Care and Social AssistanceFinancial Disruptive Data Attack

7/26/2019 UndeterminedCriminal Blastech Mobile 31 ManufacturingFinancial Disruptive External Denial of Service,Data Attack,Internal Denial of Service

7/26/2019 UndeterminedCriminal DNForum.com 51 InformationUndeterminedExploitive Exploitation of End Hosts

7/26/2019 UndeterminedCriminal Lincoln County Sheriff's Office92 Public AdministrationFinancial Disruptive Data Attack

7/26/2019 UndeterminedCriminal City of Concord 92 Public AdministrationUndeterminedDisruptive Message Manipulation

7/26/2019 UndeterminedCriminal Anson County 92 Public AdministrationUndeterminedDisruptive Message Manipulation

7/26/2019 UndeterminedCriminal Georgia Motor Carrier Compliance Division92 Public AdministrationFinancial Disruptive Data Attack

7/26/2019 UndeterminedCriminal Georgia Capitol Police92 Public AdministrationFinancial Disruptive Data Attack



7/26/2019 UndeterminedCriminal Georgia State Patrol92 Public AdministrationFinancial Disruptive Data Attack

7/26/2019 New World OrderCriminal Club Penguin Rewritten71 Arts, Entertainment, and RecreationUndeterminedExploitive Exploitation of Application Server

7/25/2019 UndeterminedCriminal Park DuValle Community Health Center62 Health Care and Social AssistanceFinancial Disruptive Data Attack

7/25/2019 UndeterminedCriminal Brazilian President Jair Bolsonaro92 Public AdministrationUndeterminedExploitive Exploitation of End Hosts

7/25/2019 UndeterminedCriminal City Power 22 Utilities Financial Disruptive Data Attack

7/25/2019 UndeterminedCriminal Bahrain's Electric and Water Authority92 Public AdministrationUndeterminedDisruptive Data Attack,Internal Denial of Service

7/24/2019 UndeterminedCriminal Grays Harbor Community Hospital62 Health Care and Social AssistanceFinancial Disruptive Data Attack

7/24/2019 UndeterminedCriminal Springhill Medical Center62 Health Care and Social AssistanceFinancial Disruptive Data Attack

7/24/2019 UndeterminedCriminal New Haven Public School District61 Educational ServicesFinancial Disruptive Data Attack

7/24/2019 UndeterminedCriminal Undisclosed streaming service51 InformationUndeterminedDisruptive External Denial of Service

7/24/2019 UndeterminedCriminal Vigo County 92 Public AdministrationFinancial Disruptive Data Attack

7/24/2019 Intrusion TruthUndeterminedAPT17 (AKA Deputy Dog and Axiom)92 Public AdministrationSabotage Exploitive Exploitation of Application Server

7/24/2019 UndeterminedCriminal Ouachita  Parish School District61 Educational ServicesFinancial Disruptive Data Attack

7/24/2019 UndeterminedCriminal Sabine Parish School District61 Educational ServicesFinancial Disruptive Data Attack

7/24/2019 UndeterminedCriminal Morehouse Parish School District61 Educational ServicesFinancial Disruptive Data Attack

7/24/2019 People's Liberation Army Strategic Support Force  (Wicked PANDA)Nation-StateTeamViewer GmbH51 InformationIndustrial-EspionageExploitive Exploitation of Application Server

7/24/2019 People's Liberation Army Strategic Support Force  (Wicked PANDA)Nation-StateValve 51 InformationUndeterminedExploitive Exploitation of Application Server

7/24/2019 People's Liberation Army Strategic Support Force  (Wicked PANDA)Nation-StateCovestro 99 UndeterminedIndustrial-EspionageExploitive Exploitation of Application Server

7/24/2019 People's Liberation Army Strategic Support Force  (Wicked PANDA)Nation-StateShin-Etsu 99 UndeterminedIndustrial-EspionageExploitive Exploitation of Application Server

7/24/2019 People's Liberation Army Strategic Support Force  (Wicked PANDA)Nation-StateMarriott 72 Accommodation and Food ServicesUndeterminedExploitive Exploitation of Application Server

7/24/2019 People's Liberation Army Strategic Support Force  (Wicked PANDA)Nation-StateSumitomo 42 Wholesale TradeIndustrial-EspionageExploitive Exploitation of Application Server

7/24/2019 People's Liberation Army Strategic Support Force  (Wicked PANDA)Nation-StateLion Air 48 Transportation and WarehousingUndeterminedExploitive Exploitation of Application Server

7/24/2019 People's Liberation Army Strategic Support Force  (Wicked PANDA)Nation-StateRoche 99 UndeterminedIndustrial-EspionageExploitive Exploitation of Application Server

7/24/2019 People's Liberation Army Strategic Support Force  (Wicked PANDA)Nation-StateHenkel 99 UndeterminedIndustrial-EspionageExploitive Exploitation of Application Server

7/24/2019 People's Liberation Army Strategic Support Force  (Wicked PANDA)Nation-StateSiemens 31 ManufacturingIndustrial-EspionageExploitive Exploitation of Application Server

7/24/2019 People's Liberation Army Strategic Support Force  (Wicked PANDA)Nation-StateBASF 54 Professional, Scientific, and Technical ServicesIndustrial-EspionageExploitive Exploitation of Application Server

7/23/2019 UndeterminedCriminal Dr. Carl Bilancione Dentist62 Health Care and Social AssistanceFinancial Disruptive Data Attack

7/23/2019 UndeterminedCriminal University of Hawaii61 Educational ServicesUndeterminedExploitive Exploitation of Application Server

7/23/2019 UndeterminedCriminal Tennessee Higher Education Commission61 Educational ServicesUndeterminedExploitive Exploitation of Application Server

7/23/2019 GRU 85th Main Special Service Center (Unit 26165) (FANCYBEAR)Nation-StateChristo Grozev 81 Other Services (except Public Administration)Political-EspionageExploitive Exploitation of Application Server

7/22/2019 UndeterminedCriminal Milton Keynes Council92 Public AdministrationUndeterminedDisruptive External Denial of Service

7/21/2019 UndeterminedCriminal Butler County Federated Library System61 Educational ServicesFinancial Disruptive Data Attack

7/20/2019 UndeterminedCriminal Jessica Alba's Twitter Account81 Other Services (except Public Administration)UndeterminedDisruptive Message Manipulation

7/20/2019 UndeterminedCriminal Florien High School61 Educational ServicesFinancial Disruptive Data Attack

7/19/2019 UndeterminedCriminal 1111 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

7/19/2019 UndeterminedCriminal Midlands Technical College61 Educational ServicesUndeterminedExploitive Exploitation of End Hosts

7/19/2019 UndeterminedCriminal Lancaster University61 Educational ServicesFinancial Exploitive Exploitation of Application Server

7/19/2019 Israeli Elite Force (IEF)Hacktivist Palestinian Ministry of Interior92 Public AdministrationSabotage Exploitive Exploitation of Application Server

7/19/2019 UndeterminedCriminal Discord 71 Arts, Entertainment, and RecreationUndeterminedExploitive Exploitation of End Hosts

7/19/2019 UndeterminedCriminal Metropolitan Police's Twitter account61 Educational ServicesUndeterminedDisruptive Message Manipulation

7/18/2019 UndeterminedCriminal Wise Health 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

7/18/2019 UndeterminedCriminal Edgepark Medical Supplies31 ManufacturingUndeterminedExploitive Exploitation of End Hosts

7/18/2019 UndeterminedCriminal Town of Collierville92 Public AdministrationFinancial Disruptive Data Attack

7/18/2019 UndeterminedCriminal Bahamas Ministry of Tourism92 Public AdministrationUndeterminedDisruptive Data Attack

7/18/2019 UndeterminedCriminal Henry County 92 Public AdministrationUndeterminedDisruptive External Denial of Service

7/17/2019 UndeterminedCriminal Asian Art Museum in San Francisco71 Arts, Entertainment, and RecreationFinancial Disruptive Data Attack

7/17/2019 UndeterminedCriminal Slack 51 InformationUndeterminedExploitive Exploitation of Application Server

7/17/2019 UndeterminedCriminal 62 universities 61 Educational ServicesFinancial Exploitive Exploitation of End Hosts

7/16/2019 UndeterminedCriminal University of Alabama61 Educational ServicesFinancial Exploitive Exploitation of Application Server

7/16/2019 UndeterminedCriminal Ricardo Rossell 92 Public AdministrationPersonal AttackExploitive Exploitation of End Hosts

7/16/2019 UndeterminedCriminal iNSYNQ 51 InformationFinancial Disruptive Data Attack

7/16/2019 UndeterminedCriminal Sprint 51 InformationUndeterminedExploitive Exploitation of End Hosts

7/16/2019 UndeterminedCriminal Joshua Wong 81 Other Services (except Public Administration)Political-EspionageExploitive Exploitation of End Hosts

7/15/2019 UndeterminedCriminal Foodpanda Singapore72 Accommodation and Food ServicesUndeterminedDisruptive Message Manipulation

7/15/2019 UndeterminedCriminal Lyon County School District61 Educational ServicesFinancial Disruptive External Denial of Service,Data Attack



7/15/2019 Kristian BoykovHacktivist Bulgaria National Revenue Agency (NRA).92 Public AdministrationProtest Exploitive Exploitation of Application Server

7/13/2019 UndeterminedCriminal City of New Bedford92 Public AdministrationFinancial Disruptive Data Attack

7/13/2019 Ov1ru$ Hacktivist SyTech 54 Professional, Scientific, and Technical ServicesSabotage Mixed Exploitation of Application Server,Message Manipulation

7/12/2019 UndeterminedCriminal Onondaga County Libraries92 Public AdministrationFinancial Disruptive Data Attack

7/12/2019 UndeterminedCriminal MyDashWallet.org users52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server,Exploitation of End Hosts

7/12/2019 UndeterminedCriminal Bitpoint 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

7/11/2019 UndeterminedCriminal Northwest Indian College61 Educational ServicesFinancial Disruptive Data Attack

7/11/2019 UndeterminedCriminal Nemadji Research Corporation62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of End Hosts

7/10/2019 UndeterminedCriminal Arlington County 92 Public AdministrationFinancial Exploitive Exploitation of Application Server,Exploitation of End Hosts

7/10/2019 UndeterminedCriminal KHSU 61 Educational ServicesFinancial Disruptive Data Attack

7/10/2019 UndeterminedCriminal Monroe College 61 Educational ServicesFinancial Disruptive Data Attack

7/10/2019 Buhtrap Criminal Government in Eastern Europe92 Public AdministrationPolitical-EspionageExploitive Exploitation of End Hosts

7/9/2019 UndeterminedCriminal Philadelphia Federal Credit Union52 Finance and InsuranceFinancial Exploitive Exploitation of End Hosts

7/9/2019 UndeterminedCriminal Gila County 92 Public AdministrationFinancial Disruptive Data Attack

7/9/2019 UndeterminedCriminal Syracuse City School61 Educational ServicesFinancial Disruptive Data Attack

7/8/2019 UndeterminedCriminal A vessel on an international voyage bound for the Port of New York.48 Transportation and WarehousingUndeterminedDisruptive Data Attack

7/6/2019 UndeterminedCriminal La Porte County 92 Public AdministrationFinancial Disruptive Data Attack

7/5/2019 UndeterminedCriminal Croatian government92 Public AdministrationUndeterminedExploitive Exploitation of End Hosts

7/5/2019 UndeterminedCriminal Maryland Department of Labor92 Public AdministrationFinancial Exploitive Exploitation of Application Server

7/3/2019 UndeterminedCriminal City of Griffin 92 Public AdministrationFinancial Disruptive Message Manipulation

7/3/2019 UndeterminedCriminal American Land Title Association (ALTA)52 Finance and InsuranceUndeterminedExploitive Exploitation of Application Server

7/3/2019 Silence GroupCriminal Prime Bank 52 Finance and InsuranceFinancial Exploitive Exploitation of Sensors

7/3/2019 Silence GroupCriminal NCC Bank 52 Finance and InsuranceFinancial Exploitive Exploitation of Sensors

7/3/2019 Silence GroupCriminal Dutch Bangla Bank52 Finance and InsuranceFinancial Exploitive Exploitation of Sensors

7/2/2019 UndeterminedCriminal St. John Ambulance62 Health Care and Social AssistanceFinancial Disruptive Data Attack

7/2/2019 UndeterminedCriminal 7-Eleven Japan 44 Retail TradeFinancial Exploitive Exploitation of End Hosts

7/2/2019 UndeterminedCriminal Canonical Ltd. 54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server

7/1/2019 UndeterminedCriminal Chilean Ministry of Agriculture92 Public AdministrationFinancial Disruptive Data Attack

7/1/2019 UndeterminedCriminal US Virgin Islands Water and Power Authority92 Public AdministrationFinancial Exploitive Exploitation of End Hosts

7/1/2019 UndeterminedCriminal Georgia Court System92 Public AdministrationFinancial Disruptive Data Attack

6/30/2019 UndeterminedCriminal University of Ottawa Newspaper (The Fulcrum)61 Educational ServicesUndeterminedDisruptive Data Attack

6/28/2019 UndeterminedCriminal Summa Health 62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of End Hosts

6/28/2019 UndeterminedCriminal Summa Health 62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of End Hosts

6/27/2019 UndeterminedCriminal U.S. Virgin Islands Police Department92 Public AdministrationFinancial Disruptive Data Attack

6/27/2019 UndeterminedCriminal Bitrue 52 Finance and InsuranceFinancial Exploitive Exploitation of End Hosts

6/27/2019 UndeterminedCriminal PCM Inc. 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

6/27/2019 UndeterminedCriminal Ben Gurion International Airport48 Transportation and WarehousingSabotage Disruptive Physical Attack

6/27/2019 UndeterminedCriminal Village of Key Biscayne92 Public AdministrationFinancial Disruptive Data Attack

6/27/2019 UndeterminedCriminal U.S. Virgin Islands Police Department92 Public AdministrationFinancial Disruptive Data Attack

6/27/2019 UndeterminedCriminal Bitrue 52 Finance and InsuranceFinancial Exploitive Exploitation of End Hosts

6/27/2019 UndeterminedCriminal PCM Inc. 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

6/27/2019 Western intelligenceNation-StateYandex 51 InformationPolitical-EspionageExploitive Exploitation of Application Server

6/26/2019 UndeterminedCriminal City of Sun Prairie 92 Public AdministrationFinancial Exploitive Exploitation of End Hosts

6/26/2019 UndeterminedCriminal Dominion National62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

6/26/2019 UndeterminedCriminal Borough of Westwood92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

6/25/2019 UndeterminedCriminal Tesco Twitter Account44 Retail TradeFinancial Disruptive Message Manipulation

6/25/2019 UndeterminedCriminal City of Sun Prairie 92 Public AdministrationFinancial Exploitive Exploitation of End Hosts

6/25/2019 UndeterminedCriminal Tesco Twitter Account44 Retail TradeFinancial Disruptive Message Manipulation

6/24/2019 UndeterminedCriminal SocialEngineered.net51 InformationUndeterminedExploitive Exploitation of Application Server

6/23/2019 UndeterminedCriminal Village of Key Biscayne92 Public AdministrationFinancial Disruptive Data Attack

6/22/2019 UndeterminedCriminal School District No. 5 Southeast Kootenay61 Educational ServicesFinancial Exploitive Exploitation of End Hosts

6/22/2019 UndeterminedCriminal Deliveroo 72 Accommodation and Food ServicesFinancial Exploitive Exploitation of End Hosts

6/22/2019 UndeterminedCriminal Just Eat 72 Accommodation and Food ServicesFinancial Exploitive Exploitation of End Hosts

6/21/2019 UndeterminedCriminal Dominion National62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

6/20/2019 UndeterminedCriminal Riviera Beach 92 Public AdministrationFinancial Disruptive Data Attack



6/20/2019 UndeterminedCriminal Geraldton Catholic School61 Educational ServicesFinancial Exploitive Exploitation of Application Server

6/20/2019 UndeterminedCriminal NASA's Jet Propulsion Laboratory (JPL)92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

6/20/2019 UndeterminedCriminal SocialEngineered.net51 InformationUndeterminedExploitive Exploitation of Application Server

6/20/2019 UndeterminedCriminal Riviera Beach 92 Public AdministrationFinancial Disruptive Data Attack

6/20/2019 UndeterminedCriminal Winrar.it 51 InformationFinancial Disruptive Data Attack

6/20/2019 US Cyber CommandNation-StateIran computer systems controlling rocket and missile launchers92 Public AdministrationSabotage Disruptive Data Attack

6/19/2019 UndeterminedCriminal A. Duie Pyle 48 Transportation and WarehousingFinancial Disruptive Data Attack

6/19/2019 UndeterminedCriminal Geraldton Catholic School61 Educational ServicesFinancial Exploitive Exploitation of Application Server

6/18/2019 UndeterminedCriminal EatStreet 72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Application Server

6/18/2019 UndeterminedCriminal Seneca Nation Health System62 Health Care and Social AssistanceFinancial Disruptive Data Attack

6/18/2019 UndeterminedCriminal Olean Medical Group62 Health Care and Social AssistanceFinancial Disruptive Data Attack

6/18/2019 UndeterminedCriminal Tenx Systems 54 Professional, Scientific, and Technical ServicesFinancial Disruptive Data Attack

6/18/2019 UndeterminedCriminal EatStreet 72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Application Server

6/18/2019 UndeterminedCriminal NASA's Jet Propulsion Laboratory (JPL)92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

6/17/2019 UndeterminedCriminal Australian Catholic University (ACU)61 Educational ServicesFinancial Exploitive Exploitation of End Hosts

6/17/2019 UndeterminedCriminal Australian Catholic University (ACU)61 Educational ServicesFinancial Exploitive Exploitation of End Hosts

6/17/2019 UndeterminedCriminal A. Duie Pyle 48 Transportation and WarehousingFinancial Disruptive Data Attack

6/17/2019 Central Intelligence AgencyNation-StateIran 92 Public AdministrationPolitical-EspionageExploitive Undetermined

6/16/2019 UndeterminedCriminal Bella Thorne 81 Other Services (except Public Administration)Personal AttackExploitive Exploitation of End Hosts

6/15/2019 UndeterminedCriminal Missouri Southern State University (MSSU)61 Educational ServicesUndeterminedExploitive Exploitation of End Hosts

6/15/2019 UndeterminedCriminal Oregon State University (OSU)61 Educational ServicesUndeterminedExploitive Exploitation of End Hosts

6/15/2019 UndeterminedCriminal Graceland University61 Educational ServicesUndeterminedExploitive Exploitation of End Hosts

6/15/2019 UndeterminedCriminal Estes Park Health 62 Health Care and Social AssistanceFinancial Disruptive Data Attack

6/15/2019 UndeterminedCriminal Bella Thorne 81 Other Services (except Public Administration)Personal AttackExploitive Exploitation of End Hosts

6/15/2019 UndeterminedCriminal Missouri Southern State University (MSSU)61 Educational ServicesUndeterminedExploitive Exploitation of End Hosts

6/15/2019 UndeterminedCriminal Russia's electric power grid22 Utilities Sabotage Disruptive Physical Attack

6/14/2019 UndeterminedCriminal N.E.O. Urology 62 Health Care and Social AssistanceFinancial Disruptive Data Attack

6/14/2019 UndeterminedCriminal Seneca Nation Health System62 Health Care and Social AssistanceFinancial Disruptive Data Attack

6/14/2019 UndeterminedCriminal Olean Medical Group62 Health Care and Social AssistanceFinancial Disruptive Data Attack

6/14/2019 UndeterminedCriminal Oregon State University (OSU)61 Educational ServicesUndeterminedExploitive Exploitation of End Hosts

6/14/2019 UndeterminedCriminal Graceland University61 Educational ServicesUndeterminedExploitive Exploitation of End Hosts

6/13/2019 UndeterminedCriminal City of Burlington 92 Public AdministrationFinancial Disruptive Message Manipulation

6/13/2019 UndeterminedCriminal Symantec Lab in Australia54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server

6/13/2019 UndeterminedCriminal N.E.O. Urology 62 Health Care and Social AssistanceFinancial Disruptive Data Attack

6/13/2019 UndeterminedCriminal Estes Park Health 62 Health Care and Social AssistanceFinancial Disruptive Data Attack

6/13/2019 UndeterminedCriminal Symantec Lab in Australia54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server

6/12/2019 UndeterminedCriminal City of Edcouch 92 Public AdministrationFinancial Mixed Data Attack,Exploitation of Application Server

6/12/2019 UndeterminedCriminal Telegram 51 InformationSabotage Disruptive External Denial of Service

6/11/2019 UndeterminedCriminal Philadelphia's online court system92 Public AdministrationUndeterminedDisruptive External Denial of Service,Internal Denial of Service

6/11/2019 UndeterminedCriminal U.S. Customs and Border Protection92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

6/11/2019 UndeterminedCriminal ASCO 31 ManufacturingFinancial Disruptive Data Attack

6/11/2019 UndeterminedCriminal Radiohead 71 Arts, Entertainment, and RecreationFinancial Exploitive Exploitation of End Hosts

6/10/2019 UndeterminedCriminal Hopkins County School System61 Educational ServicesUndeterminedExploitive Exploitation of Application Server,Exploitation of End Hosts

6/10/2019 UndeterminedCriminal Nova Scotia Health Authority62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of Application Server

6/10/2019 Ayy?ld?z TimHacktivist Amitabh Bachchan Twitter Account81 Other Services (except Public Administration)Protest Disruptive Message Manipulation

6/10/2019 UndeterminedCriminal Lake City 92 Public AdministrationFinancial Disruptive Data Attack

6/10/2019 FIN8 UndeterminedTarget in the hotel-entertainment industry72 Accommodation and Food ServicesUndeterminedExploitive Exploitation of Sensors

6/9/2019 UndeterminedCriminal Emuparadise 71 Arts, Entertainment, and RecreationUndeterminedExploitive Exploitation of Application Server

6/6/2019 UndeterminedCriminal GateHub cryptocurrency wallet service52 Finance and InsuranceFinancial Exploitive Exploitation of End Hosts

6/5/2019 UndeterminedCriminal Dave East 81 Other Services (except Public Administration)Personal AttackExploitive Exploitation of Application Server

6/5/2019 UndeterminedCriminal Auburn Food Bank62 Health Care and Social AssistanceFinancial Disruptive Data Attack

6/5/2019 UndeterminedCriminal European Union's embassy in Moscow92 Public AdministrationPolitical-EspionageExploitive Exploitation of Application Server

6/4/2019 UndeterminedCriminal Ellwood City Medical Center62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of Application Server

6/4/2019 UndeterminedCriminal Australian National University61 Educational ServicesPolitical-EspionageExploitive Exploitation of Application Server

6/3/2019 Lab DookhteganHacktivist APT34 92 Public AdministrationSabotage Exploitive Exploitation of Application Server



6/3/2019 UndeterminedCriminal American Medical Collection Agency (AMCA)56 Administrative and Support and Waste Management and Remediation ServicesFinancial Exploitive Exploitation of Application Server

6/2/2019 UndeterminedCriminal Eurofins Scientific 54 Professional, Scientific, and Technical ServicesFinancial Disruptive Data Attack

6/1/2019 UndeterminedCriminal Broome County 92 Public AdministrationFinancial Exploitive Exploitation of End Hosts

5/31/2019 UndeterminedCriminal Broome County 92 Public AdministrationFinancial Exploitive Exploitation of End Hosts

5/31/2019 UndeterminedCriminal Leicester City FC 44 Retail TradeFinancial Exploitive Exploitation of Application Server

5/30/2019 UndeterminedCriminal People Inc. 81 Other Services (except Public Administration)Financial Exploitive Exploitation of End Hosts

5/30/2019 UndeterminedCriminal Taiwan Network Information Center51 InformationUndeterminedExploitive Exploitation of Data in Transit

5/29/2019 UndeterminedCriminal Lewes Board of Public Works92 Public AdministrationFinancial Exploitive Exploitation of Application Server

5/29/2019 UndeterminedCriminal Checkers and Rally's72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Sensors

5/28/2019 UndeterminedCriminal Iggy Azalea 81 Other Services (except Public Administration)Personal AttackExploitive Exploitation of End Hosts

5/28/2019 UndeterminedCriminal Flipboard 51 InformationUndeterminedExploitive Exploitation of Application Server

5/24/2019 GnosticplayersCriminal Canva 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

5/24/2019 UndeterminedCriminal NederWoon 53 Real Estate and Rental and LeasingFinancial Exploitive Exploitation of Application Server

5/23/2019 Boris Bullet-DodgerUndeterminedPerceptics 31 ManufacturingUndeterminedExploitive Exploitation of Application Server

5/22/2019 UndeterminedCriminal Computacenter UK Ltd54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server

5/21/2019 UndeterminedCriminal Sunderland City Council92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

5/21/2019 US Navy Nation-StateUS Air Force 92 Public AdministrationPolitical-EspionageExploitive Exploitation of End Hosts

5/21/2019 Anonymous (Italy)Hacktivist Italian Union of State Police92 Public AdministrationProtest Mixed Exploitation of Application Server,Message Manipulation

5/20/2019 UndeterminedCriminal The Voice Kids 71 Arts, Entertainment, and RecreationSabotage Disruptive Message Manipulation

5/20/2019 UndeterminedCriminal Louisville Regional Airport Authority (LRAA)48 Transportation and WarehousingFinancial Disruptive Data Attack

5/20/2019 UndeterminedCriminal Coventry Local School District61 Educational ServicesFinancial Mixed Exploitation of Application Server,Exploitation of End Hosts,Physical Attack

5/19/2019 UndeterminedCriminal President Trump's U.S. Golf Association account81 Other Services (except Public Administration)UndeterminedDisruptive Message Manipulation

5/18/2019 UndeterminedCriminal LibertyBus 48 Transportation and WarehousingFinancial Exploitive Exploitation of End Hosts

5/17/2019 UndeterminedCriminal Cancer Treatment Centers of America62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of End Hosts

5/17/2019 UndeterminedCriminal Oregon Construction Contractors Board92 Public AdministrationUndeterminedExploitive Exploitation of Application Server,Exploitation of End Hosts

5/17/2019 Attackers from ChinaUndeterminedTeamViewer 54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server

5/16/2019 UndeterminedCriminal The Shubert Organization71 Arts, Entertainment, and RecreationFinancial Exploitive Exploitation of End Hosts

5/16/2019 UndeterminedCriminal Singapore Red Cross92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

5/16/2019 UndeterminedCriminal OGUSERS 81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of Application Server

5/16/2019 UndeterminedCriminal Stack Overflow 51 InformationUndeterminedExploitive Exploitation of Application Server,Exploitation of End Hosts

5/15/2019 UndeterminedCriminal Boost Mobile 51 InformationUndeterminedExploitive Exploitation of Application Server,Exploitation of End Hosts

5/15/2019 UndeterminedCriminal Paterson Public Schools61 Educational ServicesFinancial Exploitive Exploitation of Application Server

5/15/2019 UndeterminedCriminal Forbes Magazine subscription website (forbesmagazine.com)51 InformationFinancial Exploitive Exploitation of End Hosts

5/15/2019 Anonymous (Italy)Hacktivist Association of Surgeons and Odontologists in Savona62 Health Care and Social AssistanceProtest Mixed Exploitation of Application Server,Message Manipulation

5/15/2019 Anonymous (Italy)Hacktivist HS Hospital Services62 Health Care and Social AssistanceProtest Mixed Exploitation of Application Server,Message Manipulation

5/15/2019 Anonymous (Italy)Hacktivist ASSIST Italy 62 Health Care and Social AssistanceProtest Mixed Exploitation of Application Server,Message Manipulation

5/15/2019 Anonymous (Italy)Hacktivist National Association of Hospital Primaries62 Health Care and Social AssistanceProtest Mixed Exploitation of Application Server,Message Manipulation

5/14/2019 UndeterminedCriminal Equitas Health 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Hosts

5/14/2019 UndeterminedCriminal Oklahoma City Public Schools61 Educational ServicesFinancial Disruptive Data Attack

5/14/2019 HAMAS Terrorist KAN 71 Arts, Entertainment, and RecreationProtest Disruptive Message Manipulation

5/14/2019 UndeterminedCriminal Two Florida voter databases92 Public AdministrationSabotage Exploitive Exploitation of Application Server

5/14/2019 UndeterminedCriminal Best of the Web 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of End Hosts

5/13/2019 UndeterminedCriminal Oregon Health Authority62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of End Hosts

5/13/2019 UndeterminedCriminal GU Japan 44 Retail TradeFinancial Exploitive Exploitation of Application Server,Exploitation of End Hosts

5/13/2019 UndeterminedCriminal UNIQLO Japan 44 Retail TradeFinancial Exploitive Exploitation of Application Server,Exploitation of End Hosts

5/12/2019 UndeterminedCriminal Alpaca Forms 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

5/12/2019 UndeterminedCriminal Picreel 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

5/11/2019 UndeterminedCriminal FirstBank 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

5/10/2019 UndeterminedCriminal American Medical Collection Agency62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

5/10/2019 UndeterminedCriminal Episcopal Health Services62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Hosts

5/10/2019 UndeterminedCriminal The Southeastern Council on Alcoholism and Drug Dependence, Inc. ("SCADD")62 Health Care and Social AssistanceFinancial Disruptive Data Attack

5/10/2019 UndeterminedCriminal Pacers Sports & Entertainment (PSE)71 Arts, Entertainment, and RecreationFinancial Exploitive Exploitation of End Hosts

5/9/2019 UndeterminedCriminal WIRED 51 InformationFinancial Exploitive Exploitation of Application Server

5/9/2019 Green LeakersHacktivist MuddyWater Rana Institute81 Other Services (except Public Administration)Financial Exploitive Exploitation of Application Server

5/8/2019 UndeterminedCriminal Amazon 44 Retail TradeFinancial Exploitive Exploitation of Application Server,Exploitation of End Hosts



5/8/2019 Unistellar Criminal 275 Million Indian Citizens92 Public AdministrationFinancial Mixed Data Attack,Exploitation of Application Server

5/7/2019 UndeterminedCriminal Daviess County Public Library92 Public AdministrationFinancial Disruptive Data Attack

5/7/2019 UndeterminedCriminal OS Inc. 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

5/7/2019 UndeterminedCriminal City of Baltimore 92 Public AdministrationFinancial Disruptive Data Attack

5/6/2019 WIZARD SPIDERCriminal Metro Presort 51 InformationFinancial Disruptive Data Attack

5/6/2019 UndeterminedCriminal Middletown Public Schools61 Educational ServicesFinancial Disruptive Data Attack

5/6/2019 UndeterminedCriminal American Baptist Homes of the Midwest62 Health Care and Social AssistanceFinancial Disruptive Data Attack

5/6/2019 UndeterminedCriminal Wyzant 81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of Application Server

5/6/2019 LulzSecITA; Anonymous (Italy)Hacktivist 30,000 Roman lawyers, including the Mayor of Rome Virginia Raggi54 Professional, Scientific, and Technical ServicesProtest Exploitive Exploitation of Application Server

5/6/2019 UndeterminedCriminal Wolters Kluwer 51 InformationFinancial Disruptive Data Attack

5/5/2019 UndeterminedCriminal Airbnb users in UK72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Application Server,Exploitation of End Hosts

5/2/2019 UndeterminedCriminal Porr 54 Professional, Scientific, and Technical ServicesUndeterminedDisruptive External Denial of Service,Internal Denial of Service

5/1/2019 UndeterminedCriminal Tertiary Education Subsidy (TES) applicants61 Educational ServicesFinancial Disruptive Data Attack

5/1/2019 UndeterminedCriminal Augustana College61 Educational ServicesFinancial Disruptive Data Attack

5/1/2019 UndeterminedCriminal Telangana State Southern Power Distribution Company Ltd (TSSPDCL)22 Utilities Financial Disruptive Data Attack

4/30/2019 UndeterminedCriminal Charles River Laboratories International, Inc.54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server

4/30/2019 UndeterminedCriminal Michael BublÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â©'s Instagram Account81 Other Services (except Public Administration)UndeterminedDisruptive Message Manipulation

4/30/2019 UndeterminedCriminal Grid operations in parts of the western United States22 Utilities UndeterminedDisruptive External Denial of Service

4/30/2019 UndeterminedCriminal Citycomp GMBH 51 InformationFinancial Exploitive Exploitation of Application Server

4/29/2019 UndeterminedCriminal SkyMed 62 Health Care and Social AssistanceUndeterminedMixed Data Attack,Exploitation of Application Server

4/29/2019 UndeterminedCriminal Puma Australia 42 Wholesale TradeFinancial Exploitive Exploitation of End Hosts

4/29/2019 UndeterminedCriminal Saint Ambrose Catholic Parish92 Public AdministrationFinancial Exploitive Exploitation of End Hosts

4/29/2019 UndeterminedCriminal McDonald's Canada72 Accommodation and Food ServicesFinancial Exploitive Exploitation of End Hosts

4/28/2019 UndeterminedCriminal Cleveland Hopkins International Airport48 Transportation and WarehousingFinancial Disruptive Data Attack

4/27/2019 WIZARD SPIDERCriminal Johnson Newspaper Corp.51 InformationFinancial Disruptive Data Attack

4/26/2019 UndeterminedCriminal Sugar-Salem School District 32261 Educational ServicesFinancial Disruptive Data Attack

4/26/2019 UndeterminedCriminal Woodruff Arts Center71 Arts, Entertainment, and RecreationFinancial Disruptive Data Attack

4/26/2019 UndeterminedCriminal University of Alaska61 Educational ServicesUndeterminedExploitive Exploitation of End Hosts

4/25/2019 Two Unnamed Brazilian HackersHobbyist Cartoon Network 71 Arts, Entertainment, and RecreationUndeterminedDisruptive Message Manipulation

4/25/2019 Two Unnamed Brazilian HackersHobbyist Cartoon Network 71 Arts, Entertainment, and RecreationUndeterminedDisruptive Message Manipulation

4/25/2019 Two Unnamed Brazilian HackersHobbyist Cartoon Network 71 Arts, Entertainment, and RecreationUndeterminedDisruptive Message Manipulation

4/25/2019 Two Unnamed Brazilian HackersHobbyist Cartoon Network 71 Arts, Entertainment, and RecreationUndeterminedDisruptive Message Manipulation

4/25/2019 Two Unnamed Brazilian HackersHobbyist Cartoon Network 71 Arts, Entertainment, and RecreationUndeterminedDisruptive Message Manipulation

4/25/2019 Two Unnamed Brazilian HackersHobbyist Cartoon Network 71 Arts, Entertainment, and RecreationUndeterminedDisruptive Message Manipulation

4/25/2019 Two Unnamed Brazilian HackersHobbyist Cartoon Network 71 Arts, Entertainment, and RecreationUndeterminedDisruptive Message Manipulation

4/25/2019 Two Unnamed Brazilian HackersHobbyist Cartoon Network 71 Arts, Entertainment, and RecreationUndeterminedDisruptive Message Manipulation

4/25/2019 Two Unnamed Brazilian HackersHobbyist Cartoon Network 71 Arts, Entertainment, and RecreationUndeterminedDisruptive Message Manipulation

4/25/2019 Two Unnamed Brazilian HackersHobbyist Cartoon Network 71 Arts, Entertainment, and RecreationUndeterminedDisruptive Message Manipulation

4/25/2019 Two Unnamed Brazilian HackersHobbyist Cartoon Network 71 Arts, Entertainment, and RecreationUndeterminedDisruptive Message Manipulation

4/25/2019 Two Unnamed Brazilian HackersHobbyist Cartoon Network 71 Arts, Entertainment, and RecreationUndeterminedDisruptive Message Manipulation

4/25/2019 Two Unnamed Brazilian HackersHobbyist Cartoon Network 71 Arts, Entertainment, and RecreationUndeterminedDisruptive Message Manipulation

4/25/2019 Two Unnamed Brazilian HackersHobbyist Cartoon Network 71 Arts, Entertainment, and RecreationUndeterminedDisruptive Message Manipulation

4/25/2019 UndeterminedCriminal Chase Bank Customers52 Finance and InsuranceFinancial Exploitive Exploitation of End Hosts

4/25/2019 UndeterminedCriminal Docker 54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server

4/25/2019 UndeterminedCriminal Hong Kong branch of Amnesty International92 Public AdministrationPolitical-EspionageExploitive Exploitation of Application Server

4/25/2019 TA505 Criminal Undisclosed financial institution52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server,Exploitation of End Hosts

4/24/2019 UndeterminedCriminal Delta Dental of Illinois62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Hosts

4/24/2019 UndeterminedCriminal Doctors' Management Services (DMS)54 Professional, Scientific, and Technical ServicesFinancial Disruptive Data Attack

4/24/2019 UndeterminedCriminal Scott County Schools61 Educational ServicesFinancial Exploitive Exploitation of End Hosts

4/24/2019 FSB 18thÃƒÂ‚Ã‚Â Center for Information Security (Berserk Bear)Nation-StateUkraine Ministry Of Defense92 Public AdministrationPolitical-EspionageExploitive Exploitation of Application Server,Exploitation of End Hosts

4/24/2019 LulzSecITAHacktivist archivi-sias.it (National Archives from the Italian Ministry of Cultural Heritage and Activities)92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

4/23/2019 UndeterminedCriminal Lime 31 ManufacturingUndeterminedDisruptive Message Manipulation

4/23/2019 UndeterminedCriminal A2 Hosting 51 InformationFinancial Disruptive Data Attack

4/23/2019 UndeterminedCriminal Aebi Schmidt 31 ManufacturingFinancial Disruptive Data Attack

4/22/2019 UndeterminedCriminal Potter County 92 Public AdministrationFinancial Disruptive Data Attack



4/22/2019 UndeterminedCriminal Bodybuilding.com 44 Retail TradeUndeterminedExploitive Exploitation of Application Server,Exploitation of End Hosts

4/20/2019 UndeterminedCriminal EmCare Inc. 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Hosts

4/20/2019 UndeterminedCriminal Atlanta Hawks 71 Arts, Entertainment, and RecreationFinancial Exploitive Exploitation of End Hosts

4/19/2019 UndeterminedCriminal Partners for Quality62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Hosts

4/18/2019 UndeterminedCriminal City of Augusta 92 Public AdministrationFinancial Disruptive Data Attack

4/18/2019 UndeterminedCriminal The Weather Channel51 InformationFinancial Disruptive Data Attack

4/18/2019 Lab DookhteganHacktivist APT34 92 Public AdministrationProtest Exploitive Exploitation of Application Server

4/17/2019 UndeterminedCriminal Chipotle 72 Accommodation and Food ServicesFinancial Exploitive Exploitation of End Hosts

4/17/2019 UndeterminedCriminal Verint 54 Professional, Scientific, and Technical ServicesFinancial Disruptive Data Attack

4/16/2019 UndeterminedCriminal Centrelake Medical Group62 Health Care and Social AssistanceUndeterminedMixed Exploitation of Application Server,Internal Denial of Service

4/16/2019 UndeterminedCriminal Ukrainian military 92 Public AdministrationUndeterminedExploitive Exploitation of Application Server,Exploitation of End Hosts

4/15/2019 UndeterminedCriminal Wipro Ltd. 54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server,Exploitation of Network Infrastructure

4/15/2019 UndeterminedCriminal American Advertising Federation (AAF)81 Other Services (except Public Administration)Protest Exploitive Exploitation of Application Server

4/15/2019 UndeterminedCriminal City of Stratford 92 Public AdministrationUndeterminedDisruptive External Denial of Service,Data Attack

4/13/2019 UndeterminedCriminal Imperial County 92 Public AdministrationFinancial Disruptive Data Attack

4/13/2019 UndeterminedCriminal City of Stuart 92 Public AdministrationFinancial Disruptive Data Attack

4/13/2019 UndeterminedCriminal Garfield County 92 Public AdministrationFinancial Disruptive Data Attack

4/12/2019 UndeterminedCriminal Flashpoint 54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of End Hosts

4/12/2019 UndeterminedCriminal Kyushu Railway Co.48 Transportation and WarehousingFinancial Exploitive Exploitation of Application Server

4/12/2019 UndeterminedCriminal Dakota County 92 Public AdministrationUndeterminedExploitive Exploitation of End Hosts

4/12/2019 UndeterminedCriminal Blue Cross of Idaho Health Service62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

4/12/2019 UndeterminedCriminal Questcare Medical Services62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of End Hosts

4/12/2019 UndeterminedCriminal FBI National Academy Associates81 Other Services (except Public Administration)Financial Exploitive Exploitation of End Hosts

4/11/2019 UndeterminedCriminal Riverplace Counseling Center62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Hosts

4/11/2019 UndeterminedCriminal Uniden 31 ManufacturingFinancial Exploitive Exploitation of End Hosts

4/11/2019 UndeterminedCriminal VSDC 51 InformationFinancial Exploitive Exploitation of Application Server

4/11/2019 UndeterminedCriminal City of Greenville 92 Public AdministrationFinancial Disruptive Data Attack

4/11/2019 UndeterminedCriminal Father Bill's and MainSpring81 Other Services (except Public Administration)Financial Disruptive Data Attack

4/10/2019 UndeterminedCriminal Rehabilitation Hospital of Northwest Ohio62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Hosts

4/10/2019 UndeterminedCriminal Users in Chile 52 Finance and InsuranceFinancial Exploitive Exploitation of End Hosts

4/10/2019 UndeterminedCriminal Matrix.org 51 InformationUndeterminedExploitive Exploitation of Application Server

4/10/2019 UndeterminedCriminal Lithuanian Ministry of Defense92 Public AdministrationSabotage Disruptive Message Manipulation

4/9/2019 UndeterminedCriminal Tenx Systems 54 Professional, Scientific, and Technical ServicesFinancial Disruptive Data Attack

4/9/2019 UndeterminedCriminal Bashavtotrans 48 Transportation and WarehousingFinancial Disruptive Data Attack

4/9/2019 UndeterminedCriminal King's College London61 Educational ServicesUndeterminedExploitive Exploitation of Application Server,Exploitation of End Hosts

4/9/2019 UndeterminedCriminal Minnesota Department of Human Services92 Public AdministrationFinancial Exploitive Exploitation of End Hosts

4/8/2019 N33LOB33Hobbyist Bangladesh Oil, Gas and Mineral Corporation (Petrobangla)22 Utilities UndeterminedDisruptive Message Manipulation

4/8/2019 UndeterminedCriminal Weslaco Regional Rehabilitation Hospital62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Hosts

4/8/2019 UndeterminedCriminal Baystate Medical Center62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Hosts

4/7/2019 UndeterminedCriminal RS Medical 62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of End Hosts

4/6/2019 UndeterminedCriminal Hardin Memorial Hospital62 Health Care and Social AssistanceUndeterminedDisruptive Data Attack

4/6/2019 UndeterminedCriminal Finland Election Result Service (vaalit.fi)92 Public AdministrationSabotage Disruptive External Denial of Service

4/6/2019 UndeterminedCriminal Zilliqa 52 Finance and InsuranceFinancial Exploitive Exploitation of End Hosts

4/6/2019 UndeterminedCriminal Hoya Corporation 31 ManufacturingFinancial Exploitive Exploitation of End Hosts

4/5/2019 UndeterminedCriminal Metrocare Services62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Hosts

4/5/2019 UndeterminedCriminal Clearway Pain Solutions62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of Application Server

4/5/2019 UndeterminedCriminal Health Recovery Services62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of Application Server

4/5/2019 UndeterminedCriminal Klaussner Furniture44 Retail TradeUndeterminedExploitive Exploitation of End Hosts

4/5/2019 UndeterminedCriminal AeroGrow International31 ManufacturingFinancial Exploitive Exploitation of End Hosts

4/4/2019 UndeterminedCriminal Training School of the First Scout Ranger Regiment92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

4/4/2019 UndeterminedCriminal Sylvan Union School District61 Educational ServicesUndeterminedDisruptive Data Attack

4/4/2019 People's Liberation Army Strategic Support Force  (Wicked PANDA)Nation-StateBayer 54 Professional, Scientific, and Technical ServicesIndustrial-EspionageExploitive Exploitation of Application Server

4/3/2019 UndeterminedCriminal City of Tallahassee92 Public AdministrationFinancial Exploitive Exploitation of Application Server

4/2/2019 UndeterminedCriminal Genesee County 92 Public AdministrationFinancial Disruptive Data Attack

4/2/2019 UndeterminedCriminal Arizona Beverages72 Accommodation and Food ServicesFinancial Disruptive Data Attack



4/2/2019 UndeterminedCriminal Georgia Tech University61 Educational ServicesUndeterminedExploitive Exploitation of Application Server

4/1/2019 UndeterminedCriminal Belgian Interior Ministry92 Public AdministrationPolitical-EspionageExploitive Exploitation of Application Server

4/1/2019 Togo Nation-StateRaymond Houndjo81 Other Services (except Public Administration)Political-EspionageExploitive Exploitation of End Hosts

4/1/2019 Togo Nation-StateElliott Ohin 81 Other Services (except Public Administration)Political-EspionageExploitive Exploitation of End Hosts

4/1/2019 Togo Nation-StateFather Pierre Marie-Chanel Affognon81 Other Services (except Public Administration)Political-EspionageExploitive Exploitation of End Hosts

4/1/2019 Togo Nation-StateMonseigneur Benot Comlan Alowonou81 Other Services (except Public Administration)Political-EspionageExploitive Exploitation of End Hosts

3/31/2019 UndeterminedCriminal City of Albany 92 Public AdministrationFinancial Disruptive Data Attack

3/30/2019 UndeterminedCriminal Jill Halfpenny 71 Arts, Entertainment, and RecreationPersonal AttackExploitive Exploitation of End Hosts

3/30/2019 UndeterminedCriminal Donald Trump 92 Public AdministrationPolitical-EspionageExploitive Exploitation of Application Server,Exploitation of End Hosts

3/30/2019 UndeterminedCriminal Bithumb 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

3/29/2019 UndeterminedCriminal Womens' Health USA62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of End Hosts

3/29/2019 UndeterminedCriminal Palmetto Health 62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of End Hosts

3/29/2019 UndeterminedCriminal Southern Hills Eye Care62 Health Care and Social AssistanceFinancial Disruptive Data Attack

3/29/2019 UndeterminedCriminal DePaul 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Hosts

3/29/2019 UndeterminedCriminal Brookside ENT and Hearing Center62 Health Care and Social AssistanceFinancial Disruptive Data Attack

3/29/2019 UndeterminedCriminal Nigerian National Assembly (NASS)92 Public AdministrationFinancial Exploitive Exploitation of End Hosts

3/29/2019 UndeterminedCriminal Earl Enterprises 72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Sensors

3/29/2019 APT32 Nation-StateToyota (Japan) 31 ManufacturingUndeterminedExploitive Exploitation of Application Server

3/28/2019 UndeterminedCriminal Canada's Natural Health Services (NHS)62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of Application Server

3/27/2019 UndeterminedCriminal CoinBene 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

3/27/2019 Individual Criminal Post Rock Rural Water District22 Utilities Sabotage Disruptive Physical Attack

3/26/2019 UndeterminedCriminal Oregon government92 Public AdministrationUndeterminedExploitive Exploitation of End Hosts

3/26/2019 UndeterminedCriminal Precise ParkLink 48 Transportation and WarehousingFinancial Disruptive Data Attack

3/25/2019 UndeterminedCriminal Verity Medical Foundation62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of End Hosts

3/25/2019 UndeterminedCriminal Superior Dental Care62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of End Hosts

3/25/2019 UndeterminedCriminal DragonEx 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

3/25/2019 UndeterminedCriminal ASUS 31 ManufacturingUndeterminedExploitive Exploitation of Application Server,Exploitation of End Hosts

3/22/2019 UndeterminedCriminal Navicent Health 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

3/22/2019 UndeterminedCriminal Human Development Center62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of End Hosts

3/21/2019 UndeterminedCriminal Taos Municipal Schools District61 Educational ServicesFinancial Disruptive Data Attack

3/21/2019 UndeterminedCriminal U.K.'s Police Federation92 Public AdministrationFinancial Disruptive Data Attack

3/21/2019 UndeterminedCriminal Oregon Department of Human Services92 Public AdministrationUndeterminedExploitive Exploitation of Application Server,Exploitation of End Hosts

3/21/2019 UndeterminedCriminal Police Federation of England and Wales92 Public AdministrationUndeterminedMixed Exploitation of Application Server,Message Manipulation

3/20/2019 UndeterminedCriminal Hartwig Moss Insurance Agency52 Finance and InsuranceUndeterminedExploitive Exploitation of End Hosts

3/20/2019 UndeterminedCriminal Lynn Public Schools61 Educational ServicesUndeterminedDisruptive Undetermined

3/20/2019 UndeterminedCriminal Amerisleep 44 Retail TradeFinancial Exploitive Exploitation of End Hosts

3/20/2019 UndeterminedCriminal MyPillow.com 44 Retail TradeFinancial Exploitive Exploitation of End Hosts

3/19/2019 UndeterminedCriminal Saudi Government Agencies92 Public AdministrationFinancial Exploitive Exploitation of Application Server,Exploitation of End Hosts

3/19/2019 UndeterminedCriminal Israeli Fintech Firms52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server,Exploitation of End Hosts

3/19/2019 UndeterminedCriminal Norsk Hydro 31 ManufacturingFinancial Disruptive Data Attack

3/18/2019 UndeterminedCriminal Haylands Primary School61 Educational ServicesUndeterminedExploitive Exploitation of Application Server

3/18/2019 UndeterminedCriminal Frederick Regional Health System62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Hosts

3/18/2019 UndeterminedCriminal Orange County 92 Public AdministrationFinancial Disruptive Data Attack

3/15/2019 UndeterminedCriminal Amnesty International Hong Kong81 Other Services (except Public Administration)Political-EspionageExploitive Exploitation of Application Server

3/14/2019 UndeterminedCriminal Yandex 51 InformationUndeterminedDisruptive External Denial of Service

3/14/2019 UndeterminedCriminal South Fort Collins Sanitation District92 Public AdministrationFinancial Disruptive Data Attack

3/14/2019 UndeterminedCriminal Ballard Northwest Senior Center62 Health Care and Social AssistanceFinancial Disruptive Data Attack

3/14/2019 UndeterminedCriminal Kathmandu Holdings44 Retail TradeFinancial Exploitive Exploitation of Application Server

3/14/2019 UndeterminedCriminal Orchard View Schools61 Educational ServicesUndeterminedExploitive Exploitation of Application Server

3/14/2019 UndeterminedCriminal tracking.dgip.gov[.]pk92 Public AdministrationUndeterminedExploitive Exploitation of End Hosts

3/14/2019 UndeterminedCriminal Fort Collins Loveland Water District22 Utilities Financial Disruptive Data Attack

3/13/2019 UndeterminedCriminal Container World 42 Wholesale TradeFinancial Disruptive Data Attack

3/13/2019 UndeterminedCriminal Sizmek Inc. 51 InformationFinancial Exploitive Exploitation of Application Server

3/13/2019 Ministry of Intelligence and Security (MOIS) (APT 34 OilRig)Nation-StateBenny Gantz's cellphone92 Public AdministrationPolitical-EspionageExploitive Exploitation of End Hosts

3/13/2019 UndeterminedCriminal Direct Scripts 54 Professional, Scientific, and Technical ServicesFinancial Disruptive Data Attack



3/13/2019 UndeterminedCriminal Maffi Clinics 62 Health Care and Social AssistanceFinancial Disruptive Data Attack

3/13/2019 UndeterminedCriminal Delaware Guidance Services for Children and Youth (DGS)62 Health Care and Social AssistanceFinancial Disruptive Data Attack

3/13/2019 UndeterminedCriminal Carmel Unified School District61 Educational ServicesUndeterminedExploitive Exploitation of Application Server,Exploitation of End Hosts

3/13/2019 UndeterminedCriminal Sir John Colfox Academy61 Educational ServicesFinancial Disruptive Data Attack

3/12/2019 UndeterminedCriminal Lancaster tornado emergency sirens92 Public AdministrationUndeterminedDisruptive Physical Attack

3/12/2019 UndeterminedCriminal Momentive 31 ManufacturingFinancial Disruptive Data Attack

3/12/2019 UndeterminedCriminal Hexion 31 ManufacturingFinancial Disruptive Data Attack

3/12/2019 UndeterminedCriminal Committee for Public Counsel Services56 Administrative and Support and Waste Management and Remediation ServicesFinancial Disruptive Data Attack

3/12/2019 UndeterminedCriminal Japanese Banking Customers52 Finance and InsuranceFinancial Exploitive Exploitation of End Hosts

3/12/2019 UndeterminedCriminal DeSoto tornado emergency sirens92 Public AdministrationUndeterminedDisruptive Physical Attack

3/11/2019 UndeterminedCriminal Oberlin College 61 Educational ServicesFinancial Disruptive Data Attack

3/11/2019 UndeterminedCriminal Grinnell College 61 Educational ServicesFinancial Disruptive Data Attack

3/11/2019 UndeterminedCriminal The Piccadilly 72 Accommodation and Food ServicesFinancial Disruptive Data Attack

3/11/2019 UndeterminedCriminal People's Government of Yiling District92 Public AdministrationFinancial Disruptive Data Attack

3/11/2019 UndeterminedCriminal Hamilton College 61 Educational ServicesFinancial Disruptive Data Attack

3/8/2019 UndeterminedCriminal Jackson County 92 Public AdministrationFinancial Disruptive Data Attack

3/7/2019 UndeterminedCriminal Columbia Surgical Specialists62 Health Care and Social AssistanceFinancial Disruptive Data Attack

3/6/2019 UndeterminedCriminal Mary Free Bed Rehabilitation Hospital62 Health Care and Social AssistanceFinancial Disruptive Data Attack

3/6/2019 UndeterminedCriminal Health Alliance Plan62 Health Care and Social AssistanceFinancial Disruptive Data Attack

3/6/2019 UndeterminedCriminal Citrix 51 InformationUndeterminedExploitive Exploitation of Application Server

3/5/2019 UndeterminedCriminal Hollywood Park, TX92 Public AdministrationFinancial Exploitive Exploitation of Application Server

3/5/2019 UndeterminedCriminal Thomas County School District61 Educational ServicesFinancial Exploitive Exploitation of Application Server

3/5/2019 UndeterminedCriminal Bharatiya Janata Party81 Other Services (except Public Administration)UndeterminedDisruptive Message Manipulation

3/5/2019 Ministry of State Security's (MSS) Hainan State Security Department (APT40)Nation-StateDuke University 62 Health Care and Social AssistancePolitical-EspionageExploitive Exploitation of Application Server,Exploitation of End Hosts

3/5/2019 Ministry of State Security's (MSS) Hainan State Security Department (APT40)Nation-StatePennsylvania State University61 Educational ServicesPolitical-EspionageExploitive Exploitation of Application Server,Exploitation of End Hosts

3/5/2019 Ministry of State Security's (MSS) Hainan State Security Department (APT40)Nation-StateMassachusetts Institute of Technology61 Educational ServicesPolitical-EspionageExploitive Exploitation of Application Server,Exploitation of End Hosts

3/5/2019 Ministry of State Security's (MSS) Hainan State Security Department (APT40)Nation-StateUniversity of Washington61 Educational ServicesPolitical-EspionageExploitive Exploitation of Application Server,Exploitation of End Hosts

3/5/2019 Ministry of State Security's (MSS) Hainan State Security Department (APT40)Nation-StateUniversity of Hawaii61 Educational ServicesPolitical-EspionageExploitive Exploitation of Application Server,Exploitation of End Hosts

3/4/2019 Pakistan Nation-State90 Indian Government Websites92 Public AdministrationSabotage Mixed Exploitation of Application Server,Message Manipulation,External Denial of Service

3/4/2019 APT39 Nation-StateTurkish government entity92 Public AdministrationPolitical-EspionageExploitive Exploitation of Application Server

3/3/2019 UndeterminedCriminal BambooHR 56 Administrative and Support and Waste Management and Remediation ServicesFinancial Exploitive Exploitation of Application Server

3/3/2019 UndeterminedCriminal Chinese rail control system48 Transportation and WarehousingUndeterminedMixed Exploitation of Application Server,Physical Attack

3/1/2019 UndeterminedCriminal Bon Secours St. Francis Health System62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of Application Server

2/28/2019 UndeterminedCriminal Newsquest Media Group51 InformationUndeterminedDisruptive Message Manipulation

2/28/2019 UndeterminedCriminal PIK-Group 53 Real Estate and Rental and LeasingFinancial Mixed Message Manipulation,Exploitation of End Hosts,Data Attack

2/27/2019 UndeterminedCriminal Pasquotank-Camden Emergency Medical Service62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of Application Server

2/27/2019 UndeterminedCriminal Topps 44 Retail TradeFinancial Exploitive Exploitation of Application Server

2/27/2019 UndeterminedCriminal Zillow 53 Real Estate and Rental and LeasingUndeterminedDisruptive Message Manipulation

2/27/2019 UndeterminedCriminal Florida Keys Community College61 Educational ServicesUndeterminedExploitive Exploitation of End Hosts

2/27/2019 UndeterminedCriminal Embassy Bangladesh in Egypt92 Public AdministrationUndeterminedExploitive Exploitation of End Hosts

2/27/2019 UndeterminedCriminal Wolverine Solutions Group (WSG)54 Professional, Scientific, and Technical ServicesFinancial Disruptive Data Attack

2/26/2019 UndeterminedCriminal Aurora City Schools61 Educational ServicesFinancial Exploitive Exploitation of Application Server

2/24/2019 UndeterminedCriminal Pakistani Users 52 Finance and InsuranceFinancial Exploitive Exploitation of Sensors

2/23/2019 UndeterminedCriminal Pompano Beach 92 Public AdministrationFinancial Exploitive Exploitation of Application Server

2/23/2019 UndeterminedCriminal Apex Human Capital Management56 Administrative and Support and Waste Management and Remediation ServicesFinancial Disruptive External Denial of Service,Data Attack

2/23/2019 UndeterminedCriminal EOS Cryptocurrency52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server,Exploitation of End Hosts

2/22/2019 UndeterminedCriminal ATM (Azienda Trasporti Milanese)92 Public AdministrationUndeterminedExploitive Exploitation of Application Server,Exploitation of Network Infrastructure,Exploitation of Sensors

2/22/2019 UndeterminedCriminal Rutland Regional Medical Center62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Hosts

2/22/2019 UndeterminedCriminal UConn Health 62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of End Hosts

2/22/2019 UndeterminedCriminal Embassy of Russia in Austria92 Public AdministrationSabotage Disruptive External Denial of Service

2/22/2019 UndeterminedCriminal US bank customers from 40 states52 Finance and InsuranceFinancial Exploitive Exploitation of Sensors

2/21/2019 UndeterminedCriminal Twitter account of Tampa Mayor Bob Buckhorn81 Other Services (except Public Administration)UndeterminedDisruptive Message Manipulation

2/21/2019 UndeterminedCriminal UK Labour Party 81 Other Services (except Public Administration)Political-EspionageExploitive Exploitation of Application Server

2/21/2019 UndeterminedCriminal Undisclosed Polish bank52 Finance and InsuranceFinancial Exploitive Exploitation of End Hosts

2/21/2019 WINDSHIFTNation-StateMiddle Eastern government agency92 Public AdministrationPolitical-EspionageExploitive Exploitation of End Hosts



2/21/2019 Faisal 1337Hacktivist Chhattisgarh BJP 81 Other Services (except Public Administration)Protest Disruptive Message Manipulation

2/21/2019 UndeterminedCriminal Toyota (Australia) 31 ManufacturingFinancial Disruptive Data Attack

2/21/2019 LulzSecITAHacktivist Italian Ministry of Environment92 Public AdministrationProtest Mixed Exploitation of Application Server,Message Manipulation

2/20/2019 UndeterminedCriminal Centinela Valley Union High School District61 Educational ServicesFinancial Exploitive Exploitation of Application Server,Exploitation of End Hosts

2/20/2019 UndeterminedCriminal Alan Smith 81 Other Services (except Public Administration)Personal AttackDisruptive Message Manipulation

2/20/2019 UndeterminedCriminal Cabrini Hospital 62 Health Care and Social AssistanceFinancial Disruptive Data Attack

2/18/2019 UndeterminedCriminal Chester County 92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

2/18/2019 UndeterminedCriminal Columbia Surgical Specialists of Spokane62 Health Care and Social AssistanceFinancial Disruptive Data Attack

2/16/2019 Team I CrewHacktivist http://rmcpunjab.pmd.gov.pk/FlightsChartFolder/op.html92 Public AdministrationProtest Disruptive Message Manipulation

2/16/2019 Team I CrewHacktivist http://namc.pmd.gov.pk/op.html92 Public AdministrationProtest Disruptive Message Manipulation

2/16/2019 Team I CrewHacktivist http://seismic.pmd.gov.pk/op.html92 Public AdministrationProtest Disruptive Message Manipulation

2/16/2019 Team I CrewHacktivist https://mail.kpsports.gov.pk/op.html92 Public AdministrationProtest Disruptive Message Manipulation

2/16/2019 Team I CrewHacktivist https://kpsports.gov.pk/op.html92 Public AdministrationProtest Disruptive Message Manipulation

2/16/2019 Team I CrewHacktivist http://mail.kda.gkp.pk/op.html92 Public AdministrationProtest Disruptive Message Manipulation

2/16/2019 Team I CrewHacktivist http://blog.kda.gkp.pk/op.html92 Public AdministrationProtest Disruptive Message Manipulation

2/16/2019 Team I CrewHacktivist http://kda.gkp.pk/op.html92 Public AdministrationProtest Disruptive Message Manipulation

2/16/2019 Team I CrewHacktivist https://ebidding.pkha.gov.pk/op.html92 Public AdministrationProtest Disruptive Message Manipulation

2/16/2019 Team I CrewHacktivist https://pkha.gov.pk/op.html92 Public AdministrationProtest Disruptive Message Manipulation

2/16/2019 Team I CrewHacktivist https://mail.sindhforests.gov.pk/op.html92 Public AdministrationProtest Disruptive Message Manipulation

2/16/2019 Team I CrewHacktivist https://sindhforests.gov.pk/op.html92 Public AdministrationProtest Disruptive Message Manipulation

2/16/2019 Team I CrewHacktivist Ministry of Foreign Affairs of Pakistan92 Public AdministrationProtest Disruptive Message Manipulation

2/15/2019 UndeterminedCriminal CHI Health 62 Health Care and Social AssistanceFinancial Disruptive Data Attack

2/15/2019 The Dark OverlordCriminal AZ Plastic Surgery Center62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

2/15/2019 UndeterminedCriminal AltaMed Health Services Corporation62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of Application Server

2/15/2019 UndeterminedCriminal Hampton Roads Community Health Center62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of Application Server

2/15/2019 UndeterminedCriminal Memorial Hospital 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Hosts

2/15/2019 UndeterminedCriminal AdventHealth Medical Group's Pulmonary & Sleep Medicine62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

2/15/2019 UndeterminedCriminal North Country Business Products54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Sensors

2/14/2019 UndeterminedCriminal Reserve Bank of India52 Finance and InsuranceFinancial Exploitive Exploitation of End Hosts

2/13/2019 boredblokeHobbyist British Army's "influence and outreach" Twitter account (@77th_Brigade).92 Public AdministrationUndeterminedDisruptive Message Manipulation

2/13/2019 UndeterminedCriminal Truluck's Seafood, Steak & Crab House72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Sensors

2/13/2019 UndeterminedCriminal Image-I-Nation Technologies, Inc,52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

2/13/2019 UndeterminedCriminal Firms member of the Financial Industry Regulatory Authority (FINRA)52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

2/13/2019 UndeterminedCriminal 500px 81 Other Services (except Public Administration)Financial Exploitive Exploitation of Application Server

2/13/2019 UndeterminedCriminal Bank of Valletta 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

2/12/2019 UndeterminedCriminal LandMark White 53 Real Estate and Rental and LeasingUndeterminedExploitive Exploitation of Application Server

2/12/2019 UndeterminedCriminal Dunkin' Donuts 72 Accommodation and Food ServicesFinancial Exploitive Exploitation of End Hosts

2/12/2019 UndeterminedCriminal OkCupid 71 Arts, Entertainment, and RecreationFinancial Exploitive Exploitation of End Hosts

2/11/2019 UndeterminedCriminal VFEmail 51 InformationUndeterminedDisruptive Data Attack

2/10/2019 AnonymousHacktivist Italian Region of Veneto92 Public AdministrationProtest Mixed Exploitation of Application Server,Message Manipulation

2/10/2019 AnonymousHacktivist Italian Region of Trentino92 Public AdministrationProtest Mixed Exploitation of Application Server,Message Manipulation

2/9/2019 UndeterminedCriminal Pharmaca 44 Retail TradeFinancial Exploitive Exploitation of Application Server

2/9/2019 UndeterminedCriminal Pawnee County Memorial Hospital62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server,Exploitation of End Hosts

2/9/2019 UndeterminedCriminal South Canterbury Property Investors' Association (SCPIA)53 Real Estate and Rental and LeasingUndeterminedExploitive Exploitation of Application Server

2/8/2019 UndeterminedCriminal Australian Parliament92 Public AdministrationPolitical-EspionageExploitive Exploitation of Application Server

2/8/2019 UndeterminedCriminal Australian Labor Party81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of Application Server

2/8/2019 UndeterminedCriminal National Party of Australia81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of Application Server

2/8/2019 UndeterminedCriminal Liberal Party of Australia81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of Application Server

2/7/2019 UndeterminedCriminal EyeSouth Partners62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server,Exploitation of End Hosts

2/7/2019 UndeterminedCriminal Trakt 71 Arts, Entertainment, and RecreationUndeterminedExploitive Exploitation of Application Server

2/7/2019 UndeterminedCriminal Bernard Matthews72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Application Server

2/5/2019 UndeterminedCriminal The Bayside Covenant Church81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of Application Server

2/4/2019 UndeterminedCriminal Roper St. Francis Healthcare62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of Application Server

2/4/2019 UndeterminedCriminal Crosby Independent School District61 Educational ServicesFinancial Disruptive Data Attack

2/4/2019 UndeterminedCriminal Pellissippi State Community College61 Educational ServicesFinancial Exploitive Exploitation of Application Server



2/4/2019 UndeterminedCriminal Mount Zion School District61 Educational ServicesFinancial Disruptive Data Attack

2/4/2019 UndeterminedCriminal MP Mike Freer 92 Public AdministrationUndeterminedExploitive Exploitation of End Hosts

2/4/2019 Ministry of State Security's (MSS) (APT31)Nation-StateVisma 51 InformationIndustrial-EspionageExploitive Exploitation of Application Server,Exploitation of End Hosts,Exploitation of Network Infrastructure

2/4/2019 UndeterminedCriminal Eskom Group 22 Utilities UndeterminedExploitive Exploitation of Application Server,Exploitation of End Hosts

2/2/2019 UndeterminedCriminal Olympia Financial Group Inc.52 Finance and InsuranceFinancial Disruptive Data Attack

2/1/2019 UndeterminedCriminal Huddle House 72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Application Server,Exploitation of Sensors

2/1/2019 UndeterminedCriminal Reproductive Medicine and Infertility Associates62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of Application Server

1/31/2019 UndeterminedCriminal Metro Bank 52 Finance and InsuranceFinancial Exploitive Exploitation of Network Infrastructure,Exploitation of Data in Transit

1/31/2019 UndeterminedCriminal Centinela Valley Union High School District61 Educational ServicesFinancial Exploitive Exploitation of Application Server,Exploitation of End Hosts

1/31/2019 UndeterminedCriminal Valley Professional Community Health Center62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of Application Server,Exploitation of End Hosts

1/31/2019 UndeterminedCriminal Houzz 54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server

1/31/2019 GRU 85th Main Special Service Center (Unit 26165) (FANCYBEAR)Nation-StateThe German Marshall Fund81 Other Services (except Public Administration)Political-EspionageExploitive Exploitation of Application Server,Exploitation of End Hosts

1/31/2019 GRU 85th Main Special Service Center (Unit 26165) (FANCYBEAR)Nation-StateThe Aspen Institute Germany81 Other Services (except Public Administration)Political-EspionageExploitive Exploitation of Application Server,Exploitation of End Hosts

1/31/2019 GRU 85th Main Special Service Center (Unit 26165) (FANCYBEAR)Nation-StateGerman Council on Foreign Relations81 Other Services (except Public Administration)Political-EspionageExploitive Exploitation of Application Server,Exploitation of End Hosts

1/31/2019 GRU 85th Main Special Service Center (Unit 26165) (FANCYBEAR)Nation-StateCenter for Strategic and International Studies81 Other Services (except Public Administration)Political-EspionageExploitive Exploitation of Application Server,Exploitation of End Hosts

1/30/2019 UndeterminedCriminal Palisades Park 71 Arts, Entertainment, and RecreationFinancial Exploitive Exploitation of Application Server

1/30/2019 UndeterminedCriminal Kwik Fit 54 Professional, Scientific, and Technical ServicesUndeterminedDisruptive External Denial of Service

1/30/2019 UndeterminedCriminal Airbus 31 ManufacturingUndeterminedExploitive Exploitation of Application Server

1/30/2019 United Arab EmiratesNation-StateTawakkol Karman81 Other Services (except Public Administration)Political-EspionageExploitive Exploitation of End Hosts

1/30/2019 United Arab EmiratesNation-StateYusuf bin Alawi bin Abdullah81 Other Services (except Public Administration)Political-EspionageExploitive Exploitation of End Hosts

1/30/2019 United Arab EmiratesNation-StateMehmet ?im?ek 81 Other Services (except Public Administration)Political-EspionageExploitive Exploitation of End Hosts

1/30/2019 United Arab EmiratesNation-StateEmir Sheikh Tamim bin Hamad al-Thani81 Other Services (except Public Administration)Political-EspionageExploitive Exploitation of End Hosts

1/29/2019 UndeterminedCriminal Roper St. Francis Healthcare62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of End Hosts

1/29/2019 UndeterminedCriminal BenefitMall 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server,Exploitation of End Hosts

1/29/2019 UndeterminedCriminal Basecamp 54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of End Hosts

1/29/2019 UndeterminedCriminal Vale 21 Mining, Quarrying, and Oil and Gas ExtractionProtest Exploitive Exploitation of Application Server

1/26/2019 UndeterminedCriminal LocalBitcoins 52 Finance and InsuranceFinancial Mixed Message Manipulation,Exploitation of End Hosts,Exploitation of Data in Transit

1/25/2019 UndeterminedCriminal Critical Care, Pulmonary & Sleep Associates62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Hosts

1/25/2019 UndeterminedCriminal Universiti Teknologi Mara (UiTM)61 Educational ServicesUndeterminedExploitive Exploitation of Application Server

1/25/2019 UndeterminedCriminal Verity Health System of California, Inc. and Verity Medical Foundation62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of End Hosts

1/25/2019 UndeterminedCriminal Dr. DeLuca & Dr. Marciano Eye Associates62 Health Care and Social AssistanceFinancial Disruptive Data Attack

1/25/2019 UndeterminedCriminal Discover Financial Services52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

1/25/2019 UndeterminedCriminal DailyMotion 51 InformationUndeterminedExploitive Exploitation of End Hosts

1/25/2019 UndeterminedCriminal Altran Technologies54 Professional, Scientific, and Technical ServicesFinancial Disruptive Data Attack

1/25/2019 UndeterminedCriminal Electoral servers and personal computers of election staff in Ukraine92 Public AdministrationPolitical-EspionageExploitive Exploitation of Application Server,Exploitation of End Hosts

1/24/2019 UndeterminedCriminal Association of National Advertisers54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server,Exploitation of End Hosts

1/23/2019 UndeterminedCriminal City of Sammamish92 Public AdministrationFinancial Disruptive Data Attack

1/22/2019 UndeterminedCriminal Nyrstar 21 Mining, Quarrying, and Oil and Gas ExtractionUndeterminedDisruptive Data Attack

1/21/2019 UndeterminedCriminal Graeter's Ice Cream72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Application Server

1/21/2019 UndeterminedCriminal Family in the Bay Area81 Other Services (except Public Administration)UndeterminedDisruptive Message Manipulation

1/20/2019 UndeterminedCriminal Newcastle's Royal Grammar School61 Educational ServicesFinancial Exploitive Exploitation of End Hosts

1/19/2019 UndeterminedCriminal Cebuana Lhuillier 52 Finance and InsuranceUndeterminedExploitive Exploitation of Application Server

1/19/2019 Former WPML EmployeeHacktivist WordPress Multilingual Plugin (WPML) users54 Professional, Scientific, and Technical ServicesPersonal AttackDisruptive Message Manipulation

1/18/2019 UndeterminedCriminal Valley Hope Association62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of End Hosts

1/18/2019 UndeterminedCriminal Health Sciences North62 Health Care and Social AssistanceUndeterminedDisruptive Data Attack

1/17/2019 UndeterminedCriminal ATLAS (online game)71 Arts, Entertainment, and RecreationSabotage Disruptive Message Manipulation

1/17/2019 UndeterminedCriminal Tampa Bay Credit Union52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

1/15/2019 NGB 3rd Technical Surveillance BureauNation-StateRedbanc 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server,Exploitation of Network Infrastructure

1/15/2019 UndeterminedCriminal South Korea Defense Acquisition Program Administration92 Public AdministrationPolitical-EspionageExploitive Exploitation of End Hosts

1/15/2019 UndeterminedCriminal City of Del Rio 92 Public AdministrationFinancial Disruptive Data Attack

1/14/2019 UndeterminedCriminal Sunderland City Council92 Public AdministrationUndeterminedMixed Exploitation of End Hosts,External Denial of Service

1/14/2019 UndeterminedCriminal Faben Obstetrics and Gynecology62 Health Care and Social AssistanceFinancial Disruptive Data Attack

1/14/2019 UndeterminedCriminal The Shift News 51 InformationSabotage Disruptive External Denial of Service

1/14/2019 UndeterminedCriminal Cryptopia 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

1/11/2019 UndeterminedCriminal Italian organization operating in the Oil&Gas sector22 Utilities UndeterminedExploitive Exploitation of End Hosts



1/11/2019 UndeterminedCriminal Tecnimont SpA 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of End Hosts

1/10/2019 UndeterminedCriminal Sacred Heart Rehabilitation Center62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of End Hosts

1/10/2019 UndeterminedCriminal Discountmugs.com44 Retail TradeFinancial Exploitive Exploitation of Application Server

1/9/2019 UndeterminedCriminal Salisbury Police Department92 Public AdministrationFinancial Disruptive Data Attack

1/9/2019 UndeterminedCriminal Hanover County 92 Public AdministrationFinancial Exploitive Exploitation of Application Server

1/8/2019 UndeterminedCriminal Kent County Community Mental Health62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of End Hosts

1/8/2019 UndeterminedCriminal Bridgeport School District61 Educational ServicesFinancial Disruptive Data Attack

1/8/2019 UndeterminedCriminal Caddo Parish School System61 Educational ServicesFinancial Exploitive Exploitation of End Hosts

1/7/2019 UndeterminedCriminal OXO International 31 ManufacturingFinancial Exploitive Exploitation of Application Server

1/7/2019 UndeterminedCriminal Ethereum Classic 52 Finance and InsuranceFinancial Exploitive Exploitation of Network Infrastructure

1/6/2019 UndeterminedCriminal Linda Frum's Twitter account92 Public AdministrationProtest Mixed Message Manipulation,Exploitation of End Hosts

1/5/2019 UndeterminedCriminal Queensland EWN81 Other Services (except Public Administration)UndeterminedDisruptive Message Manipulation

1/5/2019 UndeterminedCriminal Resort Municipality of Whistler92 Public AdministrationUndeterminedDisruptive Message Manipulation

1/4/2019 UndeterminedCriminal Wichita State University61 Educational ServicesFinancial Exploitive Exploitation of End Hosts

1/4/2019 UndeterminedCriminal Chaplaincy Health Care62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of Application Server,Exploitation of End Hosts

1/4/2019 UndeterminedCriminal German politicians92 Public AdministrationProtest Exploitive Exploitation of End Hosts

1/3/2019 UndeterminedCriminal Luas 48 Transportation and WarehousingFinancial Exploitive Exploitation of Application Server

1/2/2019 UndeterminedCriminal China Railway 48 Transportation and WarehousingFinancial Exploitive Exploitation of Application Server

1/2/2019 UndeterminedCriminal BlankMediaGames (BMG)71 Arts, Entertainment, and RecreationUndeterminedExploitive Exploitation of Application Server

1/1/2019 UndeterminedCriminal Residential Mortgage Services, Inc.52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

1/1/2019 UndeterminedCriminal Volodymyr Zelenskiy website81 Other Services (except Public Administration)Sabotage Disruptive External Denial of Service

1/1/2019 UndeterminedCriminal Victorian government92 Public AdministrationFinancial Exploitive Exploitation of Application Server,Exploitation of End Hosts

12/31/2018 The Dark OverlordCriminal Lloyds of London 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

12/31/2018 The Dark OverlordCriminal Hiscox Syndicates Ltd.52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

12/31/2018 UndeterminedCriminal Choice Rehabilitation62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

12/31/2018 The Dark OverlordCriminal Silverstein Properties53 Real Estate and Rental and LeasingFinancial Exploitive Exploitation of Application Server

12/31/2018 GRU 85th Main Special Service Center (Unit 26165) (FANCYBEAR)Nation-StateSen. Claire McCaskill92 Public AdministrationPolitical-EspionageExploitive Exploitation of Application Server,Exploitation of End Hosts

12/30/2018 AnonymousHacktivist Italian Trade Union of State Police Officers (silpcgil.it)92 Public AdministrationProtest Mixed Exploitation of Application Server,Message Manipulation

12/29/2018 UndeterminedCriminal City of Lake Charles92 Public AdministrationFinancial Exploitive Exploitation of Application Server

12/29/2018 UndeterminedCriminal Dataresolution.net51 InformationFinancial Disruptive Data Attack

12/28/2018 UndeterminedCriminal North Gyeongsang resettlement centre92 Public AdministrationSabotage Exploitive Exploitation of Application Server,Exploitation of End Hosts

12/28/2018 UndeterminedCriminal Family Physicians Group62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

12/28/2018 UndeterminedCriminal Dental Center of Northwest Ohio62 Health Care and Social AssistanceFinancial Disruptive Data Attack

12/28/2018 UndeterminedCriminal Westminster College61 Educational ServicesFinancial Exploitive Exploitation of Application Server

12/28/2018 UndeterminedCriminal College of Eastern Idaho61 Educational ServicesFinancial Exploitive Exploitation of Application Server

12/27/2018 UndeterminedCriminal Tribune Publishing's Southern California51 InformationFinancial Disruptive Data Attack

12/27/2018 UndeterminedCriminal BevMo 44 Retail TradeFinancial Exploitive Exploitation of End Hosts

12/26/2018 UndeterminedCriminal Pinoy Weekly 51 InformationUndeterminedDisruptive External Denial of Service

12/26/2018 UndeterminedCriminal Kodao 51 InformationUndeterminedDisruptive External Denial of Service

12/26/2018 UndeterminedCriminal Bulatlat 51 InformationUndeterminedDisruptive External Denial of Service

12/24/2018 UndeterminedCriminal Hayley Atwell 81 Other Services (except Public Administration)Personal AttackExploitive Exploitation of End Hosts

12/23/2018 UndeterminedCriminal Evercore 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

12/23/2018 Islamic Revolutionary Guard Corps (APT 35 Charming Kitten)Nation-StateBritish Post Office 92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

12/22/2018 UndeterminedCriminal Borough of Westwood92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

12/21/2018 UndeterminedCriminal Saint John online parking payment system92 Public AdministrationFinancial Exploitive Exploitation of Application Server

12/21/2018 UndeterminedCriminal San Diego Unified School District (SDUSD)61 Educational ServicesFinancial Exploitive Exploitation of Application Server

12/21/2018 UndeterminedCriminal Electrum Bitcoin wallets52 Finance and InsuranceFinancial Exploitive Exploitation of End Hosts

12/20/2018 UndeterminedCriminal Caribou Coffee 72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Sensors

12/20/2018 UndeterminedCriminal The Podiatric Offices of Bobby Yee62 Health Care and Social AssistanceFinancial Disruptive Data Attack

12/20/2018 UndeterminedCriminal Warby Parker 44 Retail TradeFinancial Exploitive Exploitation of End Hosts

12/20/2018 UndeterminedCriminal DrBenLynch.com 44 Retail TradeFinancial Exploitive Exploitation of End Hosts

12/20/2018 UndeterminedCriminal SAIPEM 21 Mining, Quarrying, and Oil and Gas ExtractionUndeterminedDisruptive Data Attack

12/20/2018 Ministry of State Security's (MSS) Tianjin State Security Department (APT10)Nation-StateEricsson 51 InformationIndustrial-EspionageExploitive Exploitation of Application Server,Exploitation of End Hosts

12/20/2018 Ministry of State Security's (MSS) Tianjin State Security Department (APT10)Nation-StateNASA Jet Propulsion Laboratory92 Public AdministrationIndustrial-EspionageExploitive Exploitation of Application Server,Exploitation of End Hosts

12/20/2018 Ministry of State Security's (MSS) Tianjin State Security Department (APT10)Nation-StateNASA Goddard Space Center92 Public AdministrationIndustrial-EspionageExploitive Exploitation of Application Server,Exploitation of End Hosts



12/20/2018 Ministry of State Security's (MSS) Tianjin State Security Department (APT10)Nation-StateLawrence Berkeley National Laboratory92 Public AdministrationIndustrial-EspionageExploitive Exploitation of Application Server,Exploitation of End Hosts

12/20/2018 Ministry of State Security's (MSS) Tianjin State Security Department (APT10)Nation-StateSabre 56 Administrative and Support and Waste Management and Remediation ServicesIndustrial-EspionageExploitive Exploitation of Application Server,Exploitation of End Hosts

12/20/2018 Ministry of State Security's (MSS) Tianjin State Security Department (APT10)Nation-StateHuntington Ingalls Industries31 ManufacturingIndustrial-EspionageExploitive Exploitation of Application Server,Exploitation of End Hosts

12/20/2018 Ministry of State Security's (MSS) Tianjin State Security Department (APT10)Nation-StateDXC Technology 54 Professional, Scientific, and Technical ServicesIndustrial-EspionageExploitive Exploitation of Application Server,Exploitation of End Hosts

12/20/2018 Ministry of State Security's (MSS) Tianjin State Security Department (APT10)Nation-StateComputer Sciences Corporation54 Professional, Scientific, and Technical ServicesIndustrial-EspionageExploitive Exploitation of Application Server,Exploitation of End Hosts

12/20/2018 Ministry of State Security's (MSS) Tianjin State Security Department (APT10)Nation-StateDimension Data 54 Professional, Scientific, and Technical ServicesIndustrial-EspionageExploitive Exploitation of Application Server,Exploitation of End Hosts

12/20/2018 Ministry of State Security's (MSS) Tianjin State Security Department (APT10)Nation-StateNTT Data 54 Professional, Scientific, and Technical ServicesIndustrial-EspionageExploitive Exploitation of Application Server,Exploitation of End Hosts

12/20/2018 Ministry of State Security's (MSS) Tianjin State Security Department (APT10)Nation-StateTata Consultancy Services54 Professional, Scientific, and Technical ServicesIndustrial-EspionageExploitive Exploitation of Application Server,Exploitation of End Hosts

12/20/2018 Ministry of State Security's (MSS) Tianjin State Security Department (APT10)Nation-StateFujitsu 54 Professional, Scientific, and Technical ServicesIndustrial-EspionageExploitive Exploitation of Application Server,Exploitation of End Hosts

12/20/2018 Ministry of State Security's (MSS) Tianjin State Security Department (APT10)Nation-StateIBM 54 Professional, Scientific, and Technical ServicesIndustrial-EspionageExploitive Exploitation of Application Server,Exploitation of End Hosts

12/20/2018 Ministry of State Security's (MSS) Tianjin State Security Department (APT10)Nation-StateHewlett Packard Enterprise54 Professional, Scientific, and Technical ServicesIndustrial-EspionageExploitive Exploitation of Application Server,Exploitation of End Hosts

12/19/2018 People's Liberation Army Strategic Support Force  (Wicked PANDA)Nation-StateMinistry of Foreign Affairs of Cyprus92 Public AdministrationPolitical-EspionageExploitive Exploitation of Application Server

12/19/2018 UndeterminedCriminal California Department of Consumer Affairs92 Public AdministrationFinancial Exploitive Exploitation of End Hosts

12/19/2018 Digital RevolutionHacktivist Kvant Scientific Research Institute54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server

12/19/2018 UndeterminedCriminal Steelite International31 ManufacturingFinancial Disruptive Data Attack

12/19/2018 UndeterminedCriminal The Wellcome Trust81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of End Hosts

12/19/2018 UndeterminedCriminal Hammer Nutrition 44 Retail TradeFinancial Exploitive Exploitation of Application Server,Exploitation of End Hosts

12/18/2018 UndeterminedCriminal NASA 92 Public AdministrationFinancial Exploitive Exploitation of Application Server

12/18/2018 UndeterminedCriminal Barnes-Jewish Company HealthCare62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server,Exploitation of Data in Transit

12/18/2018 UndeterminedCriminal Click2Gov 56 Administrative and Support and Waste Management and Remediation ServicesFinancial Exploitive Exploitation of Application Server

12/17/2018 UndeterminedCriminal The Wall Street Journal's website51 InformationUndeterminedDisruptive Message Manipulation

12/17/2018 UndeterminedCriminal University of Vermont Health Network ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â '''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¢ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¢'ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¬" Elizabethtown Community Hospital62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

12/16/2018 UndeterminedCriminal CCRM Dallas-Fort Worth62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server,Exploitation of End Hosts

12/14/2018 UndeterminedCriminal Contractors working for the US Navy92 Public AdministrationIndustrial-EspionageExploitive Exploitation of Application Server

12/14/2018 UndeterminedCriminal Tivit 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of End Hosts

12/13/2018 UndeterminedCriminal Schenectady County92 Public AdministrationFinancial Exploitive Exploitation of Application Server

12/13/2018 UndeterminedCriminal French Ministry of Europe and Foreign Affairs92 Public AdministrationFinancial Exploitive Exploitation of Application Server

12/13/2018 UndeterminedCriminal Save the Children 81 Other Services (except Public Administration)Financial Exploitive Exploitation of Application Server

12/12/2018 UndeterminedCriminal Ronin Gallery 71 Arts, Entertainment, and RecreationFinancial Exploitive Exploitation of End Hosts

12/12/2018 UndeterminedCriminal AOS 77 61 Educational ServicesFinancial Exploitive Exploitation of Application Server

12/11/2018 UndeterminedCriminal Ramsey County Social Services92 Public AdministrationFinancial Exploitive Exploitation of Application Server

12/10/2018 UndeterminedCriminal North Bend 92 Public AdministrationFinancial Disruptive Data Attack

12/10/2018 UndeterminedCriminal Baylor Scott & White Medical Center62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

12/10/2018 Iranian Nasr Institute (APT33)Nation-StateSAIPEM 21 Mining, Quarrying, and Oil and Gas ExtractionSabotage Disruptive Data Attack

12/9/2018 UndeterminedCriminal University of Maryland Medical System62 Health Care and Social AssistanceFinancial Disruptive Data Attack

12/7/2018 UndeterminedCriminal City of Topeka 92 Public AdministrationFinancial Exploitive Exploitation of Application Server

12/7/2018 UndeterminedCriminal Cape Cod Community College61 Educational ServicesFinancial Exploitive Exploitation of Application Server

12/7/2018 UndeterminedCriminal Titan Manufacturing and Distributing31 ManufacturingFinancial Exploitive Exploitation of End Hosts

12/7/2018 @kitlol5 Hacktivist Linux.org 51 InformationProtest Mixed Message Manipulation,Exploitation of End Hosts,Exploitation of Data in Transit

12/6/2018 UndeterminedCriminal Redwood Eye Center62 Health Care and Social AssistanceFinancial Disruptive Data Attack

12/5/2018 UndeterminedCriminal Vertcoin 52 Finance and InsuranceFinancial Disruptive External Denial of Service

12/4/2018 UndeterminedCriminal NRCC (National Republican Congressional Committee)92 Public AdministrationPolitical-EspionageExploitive Exploitation of Application Server

12/4/2018 UndeterminedCriminal Humble Bundle 71 Arts, Entertainment, and RecreationFinancial Exploitive Exploitation of Application Server

12/4/2018 UndeterminedCriminal BeatStars 71 Arts, Entertainment, and RecreationUndeterminedDisruptive Message Manipulation,Data Attack

12/4/2018 UndeterminedCriminal San Francisco State University61 Educational ServicesFinancial Exploitive Exploitation of End Hosts

12/4/2018 The Dark OverlordCriminal Prime Staff Inc. 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

12/4/2018 UndeterminedCriminal Ukraine Telecommunications Network51 InformationSabotage Exploitive Exploitation of Application Server,Exploitation of End Hosts

12/4/2018 The Dark OverlordCriminal Caribbean Island Properties53 Real Estate and Rental and LeasingFinancial Mixed Data Attack,Exploitation of Application Server

12/3/2018 FSB 18thÃƒÂ‚Ã‚Â Center for Information Security (Berserk Bear); GRU Unit 26165 (FANCY BEAR)Nation-StateArmy of the Czech Republic92 Public AdministrationPolitical-EspionageExploitive Exploitation of Application Server,Exploitation of End Hosts

12/3/2018 FSB 18thÃƒÂ‚Ã‚Â Center for Information Security (Berserk Bear); GRU Unit 26165 (FANCY BEAR)Nation-StateCzech Ministry of Defense92 Public AdministrationPolitical-EspionageExploitive Exploitation of Application Server,Exploitation of End Hosts

12/3/2018 UndeterminedCriminal Cancer Treatment Centers of America62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

12/3/2018 UndeterminedCriminal Quora 51 InformationFinancial Exploitive Exploitation of Application Server

12/3/2018 UndeterminedCriminal OppoSuits 44 Retail TradeFinancial Exploitive Exploitation of End Hosts

12/3/2018 FSB 18thÃƒÂ‚Ã‚Â Center for Information Security (Berserk Bear); GRU Unit 26165 (FANCY BEAR)Nation-StateCzech Ministry of Foreign Affairs92 Public AdministrationPolitical-EspionageExploitive Exploitation of Application Server,Exploitation of End Hosts

12/1/2018 UndeterminedCriminal Window to the World Communications51 InformationUndeterminedExploitive Exploitation of Application Server



12/1/2018 UndeterminedCriminal Chinese citizens 81 Other Services (except Public Administration)Financial Mixed Data Attack,Exploitation of Application Server

12/1/2018 UndeterminedCriminal Palermo Calcio 81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of Application Server

11/30/2018 UndeterminedCriminal Ames Parking Ticket Payment System92 Public AdministrationFinancial Exploitive Exploitation of Application Server

11/30/2018 UndeterminedCriminal Marriott International72 Accommodation and Food ServicesPolitical-EspionageExploitive Exploitation of Application Server

11/30/2018 UndeterminedCriminal Technic Forums 71 Arts, Entertainment, and RecreationFinancial Exploitive Exploitation of Application Server

11/30/2018 UndeterminedCriminal 1-800-FLOWERS 44 Retail TradeFinancial Exploitive Exploitation of Application Server

11/30/2018 UndeterminedCriminal Sotheby's 81 Other Services (except Public Administration)Financial Exploitive Exploitation of End Hosts

11/29/2018 UndeterminedCriminal Town of Christiansburg92 Public AdministrationFinancial Exploitive Exploitation of Application Server

11/29/2018 UndeterminedCriminal Dunkin' Donuts 72 Accommodation and Food ServicesFinancial Exploitive Exploitation of End Hosts

11/29/2018 UndeterminedCriminal Thundermist Health Center62 Health Care and Social AssistanceFinancial Disruptive Data Attack

11/29/2018 UndeterminedCriminal Mind & Motion 62 Health Care and Social AssistanceFinancial Disruptive Data Attack

11/28/2018 UndeterminedCriminal Georgia Spine and Orthopaedics of Atlanta62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

11/28/2018 UndeterminedCriminal Moscow Ropeway (MKD)48 Transportation and WarehousingFinancial Disruptive Data Attack

11/28/2018 UndeterminedCriminal Dell 31 ManufacturingFinancial Exploitive Exploitation of Application Server

11/27/2018 UndeterminedCriminal PratenOnline.nl 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

11/27/2018 UndeterminedCriminal Atrium Health 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

11/27/2018 UndeterminedCriminal UAE Telecommunication Regulatory Authority92 Public AdministrationPolitical-EspionageExploitive Exploitation of Data in Transit

11/23/2018 Nicholas TrugliaCriminal Robert Ross 81 Other Services (except Public Administration)Financial Exploitive Exploitation of End Hosts,Exploitation of Data in Transit

11/23/2018 UndeterminedCriminal Ohio Valley Medical Center62 Health Care and Social AssistanceFinancial Disruptive Data Attack

11/23/2018 UndeterminedCriminal Drake's Fortnite account81 Other Services (except Public Administration)UndeterminedDisruptive Message Manipulation

11/23/2018 UndeterminedCriminal East Ohio Regional Hospital62 Health Care and Social AssistanceFinancial Disruptive Data Attack

11/23/2018 UndeterminedCriminal Knuddles.de 51 InformationFinancial Exploitive Exploitation of Application Server

11/21/2018 UndeterminedCriminal High Tail Hall 71 Arts, Entertainment, and RecreationFinancial Exploitive Exploitation of Application Server

11/20/2018 FSB 18thÃƒÂ‚Ã‚Â Center for Information Security (Berserk Bear)Nation-StateUkrainian government agencies92 Public AdministrationPolitical-EspionageExploitive Exploitation of End Hosts

11/20/2018 UndeterminedCriminal Johannesburg-Lewiston Area Schools (JLAS)61 Educational ServicesFinancial Disruptive Data Attack

11/19/2018 UndeterminedCriminal East Tennessee State University61 Educational ServicesFinancial Exploitive Exploitation of Application Server

11/19/2018 UndeterminedCriminal worldwish.org 92 Public AdministrationFinancial Exploitive Exploitation of End Hosts

11/18/2018 UndeterminedCriminal Mkinac Regional County Municipality92 Public AdministrationFinancial Disruptive Data Attack

11/18/2018 UndeterminedCriminal VisionDirect 44 Retail TradeFinancial Exploitive Exploitation of End Hosts

11/18/2018 The Dark OverlordCriminal Channel Ship Services81 Other Services (except Public Administration)Financial Exploitive Exploitation of Application Server

11/16/2018 UndeterminedCriminal New York Oncology Hematology62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

11/16/2018 UndeterminedCriminal Center for Vitreo-Retinal Diseases62 Health Care and Social AssistanceFinancial Disruptive Data Attack

11/16/2018 UndeterminedCriminal OSIsoft LLC 51 InformationFinancial Exploitive Exploitation of Application Server,Exploitation of End Hosts

11/15/2018 UndeterminedCriminal Family Tree Relief Nursery62 Health Care and Social AssistanceFinancial Disruptive Data Attack

11/15/2018 UndeterminedCriminal HealthEquity 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

11/15/2018 UndeterminedCriminal Daniel's Hosting 81 Other Services (except Public Administration)UndeterminedDisruptive Data Attack

11/14/2018 UndeterminedCriminal Italian certified email accounts92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

11/14/2018 UndeterminedCriminal Infowars' online store71 Arts, Entertainment, and RecreationFinancial Exploitive Exploitation of End Hosts

11/14/2018 UndeterminedCriminal Midlands Regional Hospital in Tullamore62 Health Care and Social AssistanceFinancial Disruptive Data Attack

11/14/2018 SVR (COZYBEAR)Nation-StateDemocratic National Committee81 Other Services (except Public Administration)Political-EspionageExploitive Exploitation of Application Server

11/14/2018 Snake Nation-StateChristian Ehring 81 Other Services (except Public Administration)Political-EspionageExploitive Exploitation of Application Server,Exploitation of End Hosts

11/14/2018 Snake Nation-StateFrank-Walter Steinmeier81 Other Services (except Public Administration)Political-EspionageExploitive Exploitation of Application Server,Exploitation of End Hosts

11/14/2018 Snake Nation-StateAngela Merkel 81 Other Services (except Public Administration)Political-EspionageExploitive Exploitation of Application Server,Exploitation of End Hosts

11/14/2018 UndeterminedCriminal Middle East Airlines48 Transportation and WarehousingPolitical-EspionageExploitive Exploitation of Data in Transit

11/13/2018 UndeterminedCriminal G Suite Twitter Account51 InformationFinancial Disruptive Message Manipulation

11/13/2018 Ministry of State Security's (MSS) Hainan State Security Department (APT40)Nation-StateUK Engineering Company31 ManufacturingIndustrial-EspionageExploitive Exploitation of Application Server,Exploitation of End Hosts

11/13/2018 UndeterminedCriminal Target Twitter Account44 Retail TradeFinancial Disruptive Message Manipulation

11/12/2018 White CompanyNation-StatePakistan Air Force92 Public AdministrationPolitical-EspionageExploitive Exploitation of End Hosts

11/12/2018 UndeterminedCriminal Health First, Inc. 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

11/12/2018 UndeterminedCriminal Midlands State University61 Educational ServicesUndeterminedExploitive Exploitation of Application Server

11/10/2018 UndeterminedCriminal May Eye Care 62 Health Care and Social AssistanceFinancial Disruptive Data Attack

11/9/2018 UndeterminedCriminal Metrocare Services62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

11/9/2018 UndeterminedCriminal Florida's Department of Health92 Public AdministrationFinancial Exploitive Exploitation of Application Server

11/9/2018 UndeterminedCriminal Huntsville Hospital62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

11/9/2018 UndeterminedCriminal Chesapeake Public Schools61 Educational ServicesFinancial Disruptive Data Attack



11/9/2018 UndeterminedCriminal LPL Financial 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

11/8/2018 UndeterminedCriminal Southwest Washington Regional Surgery Center62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

11/8/2018 UndeterminedCriminal Altus Baytown Hospital (ABH)62 Health Care and Social AssistanceFinancial Disruptive Data Attack

11/8/2018 UndeterminedCriminal Media Prima Bhd 51 InformationFinancial Disruptive Data Attack

11/7/2018 Erwincho Criminal Mobile World 51 InformationFinancial Exploitive Exploitation of Application Server

11/7/2018 UndeterminedCriminal Bankers Life 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

11/6/2018 UndeterminedCriminal Twitter account of India's National Disaster Management Authority (NDMA)92 Public AdministrationFinancial Disruptive Message Manipulation

11/6/2018 UndeterminedCriminal Megacable 51 InformationFinancial Exploitive Exploitation of Application Server

11/6/2018 UndeterminedCriminal Finance Ministry of Lebanon92 Public AdministrationPolitical-EspionageExploitive Exploitation of Data in Transit

11/5/2018 UndeterminedCriminal Digi 51 InformationUndeterminedDisruptive External Denial of Service

11/5/2018 UndeterminedCriminal Telcotech 51 InformationUndeterminedDisruptive External Denial of Service

11/5/2018 UndeterminedCriminal SINET 51 InformationUndeterminedDisruptive External Denial of Service

11/5/2018 UndeterminedCriminal www.myidentifiers.com71 Arts, Entertainment, and RecreationFinancial Exploitive Exploitation of End Hosts

11/5/2018 UndeterminedCriminal Path Twitter account71 Arts, Entertainment, and RecreationFinancial Exploitive Exploitation of End Hosts

11/5/2018 UndeterminedCriminal EZECOM 51 InformationUndeterminedDisruptive External Denial of Service

11/5/2018 US Cyber CommandNation-StateNews site associated with the Internet Research Agency (IRA)51 InformationSabotage Disruptive External Denial of Service,Data Attack

11/2/2018 UndeterminedCriminal Hobart's Henry Jones Art Hotel72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Application Server

11/2/2018 UndeterminedCriminal Five Guys 72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Application Server

11/2/2018 UndeterminedCriminal ASI Computer Systems51 InformationFinancial Exploitive Exploitation of Application Server

11/2/2018 UndeterminedCriminal HSBC 52 Finance and InsuranceFinancial Exploitive Exploitation of End Hosts

11/2/2018 UndeterminedCriminal Ingerop 31 ManufacturingUndeterminedExploitive Exploitation of Application Server

11/2/2018 UndeterminedCriminal Kitronik 44 Retail TradeFinancial Exploitive Exploitation of End Hosts

11/2/2018 UndeterminedCriminal Saffire Freycinet 72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Application Server

11/2/2018 AnonPlus Hacktivist Society of Authors and Publishers71 Arts, Entertainment, and RecreationUndeterminedMixed Exploitation of Application Server,Message Manipulation

11/1/2018 Colbi Trent DefioreCriminal Healthcare.gov 92 Public AdministrationFinancial Exploitive Exploitation of Application Server

11/1/2018 UndeterminedCriminal Tallahassee Memorial Hospital62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

11/1/2018 UndeterminedCriminal Episcopal Health Services62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

11/1/2018 UndeterminedCriminal St. Francis Xavier University61 Educational ServicesFinancial Exploitive Exploitation of Application Server

11/1/2018 UndeterminedCriminal Austal 31 ManufacturingFinancial Exploitive Exploitation of Application Server,Exploitation of End Hosts

10/31/2018 UndeterminedCriminal Radisson Hotel Group72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Application Server

10/31/2018 UndeterminedCriminal NorthBay Healthcare Corporation62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

10/30/2018 UndeterminedCriminal FIFA 71 Arts, Entertainment, and RecreationUndeterminedExploitive Exploitation of Application Server

10/28/2018 AnonymousHacktivist 70 Gabon Government Websites92 Public AdministrationProtest Disruptive External Denial of Service

10/28/2018 UndeterminedCriminal Tomorrowland Festival71 Arts, Entertainment, and RecreationFinancial Exploitive Exploitation of Application Server

10/28/2018 UndeterminedCriminal MapleChange 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

10/27/2018 UndeterminedCriminal Bank Islami 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

10/26/2018 GhostwriterNation-Statekasvyksta.lt 51 InformationSabotage Disruptive Message Manipulation

10/24/2018 UndeterminedCriminal Cathay Pacific 48 Transportation and WarehousingFinancial Exploitive Exploitation of Application Server

10/23/2018 UndeterminedCriminal Jones Eye Clinic and Surgery Center62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

10/23/2018 UndeterminedCriminal Children's Hospital of Philadelphia (CHOP)62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

10/23/2018 UndeterminedCriminal Axa Mexico 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

10/23/2018 UndeterminedCriminal Internet Solutions 51 InformationFinancial Exploitive Exploitation of Application Server,Exploitation of End Hosts

10/23/2018 UndeterminedCriminal Eurostar 48 Transportation and WarehousingFinancial Exploitive Exploitation of Application Server

10/22/2018 UndeterminedCriminal Orange County Branch of the Girl Scouts of America92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

10/22/2018 UndeterminedCriminal Davos in the Desert81 Other Services (except Public Administration)Protest Disruptive Message Manipulation

10/21/2018 UndeterminedCriminal Trade.io 53 Real Estate and Rental and LeasingFinancial Exploitive Exploitation of End Hosts

10/20/2018 UndeterminedCriminal 8 Adult Websites 71 Arts, Entertainment, and RecreationFinancial Exploitive Exploitation of Application Server

10/19/2018 UndeterminedCriminal Healthcare.gov 92 Public AdministrationFinancial Exploitive Exploitation of Application Server

10/19/2018 UndeterminedCriminal Catawba Valley Medical Center62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

10/18/2018 UndeterminedCriminal Indiana National Guard92 Public AdministrationFinancial Disruptive Data Attack

10/17/2018 UndeterminedCriminal City of Muscatine 92 Public AdministrationFinancial Disruptive Data Attack

10/17/2018 UndeterminedCriminal Facepunch 71 Arts, Entertainment, and RecreationFinancial Exploitive Exploitation of Application Server

10/17/2018 UndeterminedCriminal Vesta Control Panel (VestaCP)51 InformationFinancial Exploitive Exploitation of Application Server

10/17/2018 UndeterminedCriminal A primary company in the Italian naval industry48 Transportation and WarehousingIndustrial-EspionageExploitive Exploitation of End Hosts

10/16/2018 UndeterminedCriminal City of West Haven92 Public AdministrationFinancial Disruptive Data Attack



10/15/2018 UndeterminedCriminal EOSBet 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

10/13/2018 UndeterminedCriminal Onslow Water and Sewer Authority (ONWASA)22 Utilities Financial Disruptive Data Attack

10/12/2018 UndeterminedCriminal Henderson School District61 Educational ServicesFinancial Exploitive Exploitation of Application Server

10/10/2018 UndeterminedCriminal Sodexo Motivation Solutions81 Other Services (except Public Administration)Financial Exploitive Exploitation of Application Server

10/9/2018 UndeterminedCriminal Minnesota Department of Human Services92 Public AdministrationFinancial Exploitive Exploitation of Application Server

10/9/2018 UndeterminedCriminal Cork City Council 92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

10/9/2018 UndeterminedCriminal City of Lake Worth Utilities22 Utilities Financial Exploitive Exploitation of Application Server

10/9/2018 UndeterminedCriminal Rebound Orthopedics & Neurosurgery62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

10/9/2018 UndeterminedCriminal Shopper Approved44 Retail TradeFinancial Exploitive Exploitation of End Hosts

10/7/2018 UndeterminedCriminal Madison County Government Services92 Public AdministrationFinancial Disruptive Data Attack

10/7/2018 Ayy?ld?z TimHacktivist Rep. Pete King's campaign website81 Other Services (except Public Administration)Protest Disruptive Message Manipulation

10/7/2018 UndeterminedCriminal Cancer Research UK62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Hosts

10/6/2018 UndeterminedCriminal Anne Arundel County Public Library92 Public AdministrationFinancial Exploitive Exploitation of Application Server

10/6/2018 UndeterminedCriminal SpankChain 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

10/5/2018 UndeterminedCriminal City of St. Petersburg92 Public AdministrationFinancial Exploitive Exploitation of Application Server

10/5/2018 UndeterminedCriminal Assassin's Creed Odyssey71 Arts, Entertainment, and RecreationUndeterminedDisruptive External Denial of Service

10/5/2018 UndeterminedCriminal National Ambulatory Hernia Institute62 Health Care and Social AssistanceFinancial Disruptive Data Attack

10/5/2018 UndeterminedCriminal Hetzner South Africa51 InformationFinancial Exploitive Exploitation of Application Server

10/5/2018 UndeterminedCriminal North American Risk Services81 Other Services (except Public Administration)Financial Exploitive Exploitation of Application Server,Exploitation of End Hosts

10/4/2018 UndeterminedCriminal US Department of Defense92 Public AdministrationPolitical-EspionageExploitive Exploitation of Application Server

10/4/2018 UndeterminedCriminal Square Enix 71 Arts, Entertainment, and RecreationUndeterminedDisruptive External Denial of Service

10/4/2018 UndeterminedCriminal Tillamook Chiropractic Clinic62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

10/4/2018 SVR (COZYBEAR)Nation-StateFederation Internationale de Football Association (FIFA)71 Arts, Entertainment, and RecreationPolitical-EspionageExploitive Exploitation of Application Server,Exploitation of End Hosts

10/4/2018 GRU 85th Main Special Service Center (Unit 26165) (FANCYBEAR)Nation-StateCanadian Centre for Ethics in Sport81 Other Services (except Public Administration)Political-EspionageExploitive Exploitation of Application Server,Exploitation of End Hosts

10/4/2018 SVR (COZYBEAR)Nation-StateOrganization for the Prohibition of Chemical Weapons92 Public AdministrationPolitical-EspionageExploitive Exploitation of Application Server

10/3/2018 UndeterminedCriminal Black History Month Website81 Other Services (except Public Administration)UndeterminedDisruptive External Denial of Service

10/3/2018 Ministry of State Security's (MSS) Tianjin State Security Department (APT10)Nation-StateManaged Service Providers51 InformationUndeterminedExploitive Exploitation of Application Server

10/2/2018 NGB 3rd Technical Surveillance BureauNation-StateUS Banks 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server,Exploitation of Sensors

10/2/2018 UndeterminedCriminal City of Regina 92 Public AdministrationFinancial Exploitive Exploitation of Application Server,Exploitation of End Hosts

10/2/2018 UndeterminedCriminal SBM Holdings (State Bank of Mauritius India)52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

10/1/2018 Saudi ArabiaNation-StateOmar Abdulaziz 81 Other Services (except Public Administration)Political-EspionageExploitive Exploitation of End Hosts

10/1/2018 UndeterminedCriminal Apollo 81 Other Services (except Public Administration)Financial Exploitive Exploitation of Application Server

9/30/2018 FIN7 Criminal Burgerville 72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Application Server,Exploitation of Sensors

9/29/2018 CyberSecurity & Intelligence (CSI)Hacktivist Virat Kohli's official website81 Other Services (except Public Administration)Protest Disruptive Message Manipulation

9/29/2018 baidu3250617231UndeterminedGwinnett Medical Center (GMC)62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of Application Server

9/28/2018 UndeterminedCriminal Recipe Unlimited 72 Accommodation and Food ServicesFinancial Disruptive Data Attack

9/28/2018 UndeterminedCriminal Toyota (North America)31 ManufacturingFinancial Exploitive Exploitation of Application Server,Exploitation of End Hosts

9/28/2018 UndeterminedCriminal SHEIN 44 Retail TradeFinancial Exploitive Exploitation of Application Server

9/27/2018 UndeterminedCriminal Facebook 51 InformationFinancial Exploitive Exploitation of End Hosts

9/26/2018 UndeterminedCriminal pigeoncoin 52 Finance and InsuranceFinancial Disruptive Data Attack

9/25/2018 UndeterminedCriminal Aspire Health 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

9/25/2018 UndeterminedCriminal Chegg 51 InformationFinancial Exploitive Exploitation of Application Server

9/25/2018 UndeterminedCriminal NewsNow 51 InformationFinancial Exploitive Exploitation of Application Server

9/25/2018 UndeterminedCriminal Port of San Diego 48 Transportation and WarehousingFinancial Disruptive Data Attack

9/25/2018 UndeterminedCriminal RWE 22 Utilities Protest Disruptive External Denial of Service

9/25/2018 UndeterminedCriminal DoorDash 72 Accommodation and Food ServicesFinancial Exploitive Exploitation of End Hosts

9/24/2018 UndeterminedCriminal Oklahoma City Public Schools61 Educational ServicesUndeterminedDisruptive External Denial of Service

9/21/2018 UndeterminedCriminal Infinite Campus 51 InformationUndeterminedDisruptive External Denial of Service

9/21/2018 UndeterminedCriminal AdGuard 51 InformationFinancial Exploitive Exploitation of End Hosts

9/21/2018 UndeterminedCriminal Bryan Caforio's website92 Public AdministrationUndeterminedDisruptive External Denial of Service

9/20/2018 UndeterminedCriminal Arran Brewery 72 Accommodation and Food ServicesFinancial Disruptive Data Attack

9/20/2018 UndeterminedCriminal Port of Barcelona 48 Transportation and WarehousingFinancial Disruptive Data Attack

9/20/2018 UndeterminedCriminal Zaif 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

9/19/2018 UndeterminedCriminal City of Beatrice 92 Public AdministrationFinancial Disruptive Data Attack

9/19/2018 UndeterminedCriminal Newegg 44 Retail TradeFinancial Exploitive Exploitation of End Hosts



9/19/2018 UndeterminedCriminal Click2Gov 56 Administrative and Support and Waste Management and Remediation ServicesFinancial Exploitive Exploitation of Application Server,Exploitation of End Hosts

9/18/2018 UndeterminedCriminal ABS-CBN 51 InformationFinancial Exploitive Exploitation of End Hosts

9/17/2018 UndeterminedCriminal Perth Mint 92 Public AdministrationFinancial Exploitive Exploitation of Application Server

9/17/2018 LulzSecITAHacktivist Unuci.org (Union of Italian Retired Military Officials)81 Other Services (except Public Administration)Protest Exploitive Exploitation of Application Server

9/17/2018 UndeterminedCriminal Saverspy.com 44 Retail TradeFinancial Exploitive Exploitation of Application Server

9/14/2018 LulzSecITAHacktivist Italian National Institute for Social Assistance (INAS)92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

9/14/2018 aabbccddeefgCriminal EOSBet 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

9/14/2018 UndeterminedCriminal Guardant Health 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

9/14/2018 UndeterminedCriminal Bristol Airport 48 Transportation and WarehousingFinancial Disruptive Data Attack

9/14/2018 UndeterminedCriminal Groopdealz 44 Retail TradeFinancial Exploitive Exploitation of End Hosts

9/14/2018 UndeterminedCriminal Colorado Timberline81 Other Services (except Public Administration)Financial Disruptive Data Attack

9/13/2018 UndeterminedCriminal Fetal Diagnostic Institute of the Pacific (FDIP)62 Health Care and Social AssistanceFinancial Disruptive Data Attack

9/12/2018 UndeterminedCriminal Monroe County School District61 Educational ServicesFinancial Disruptive Data Attack

9/12/2018 UndeterminedCriminal Edinburgh University (ed.ac.uk)61 Educational ServicesUndeterminedDisruptive External Denial of Service

9/12/2018 UndeterminedCriminal SMEG UK 31 ManufacturingFinancial Exploitive Exploitation of Application Server

9/12/2018 UndeterminedCriminal Feedify 81 Other Services (except Public Administration)Financial Exploitive Exploitation of End Hosts

9/11/2018 UndeterminedCriminal City of Tyler 92 Public AdministrationFinancial Exploitive Exploitation of Application Server

9/11/2018 UndeterminedCriminal University of Louisville61 Educational ServicesFinancial Exploitive Exploitation of Application Server

9/10/2018 UndeterminedCriminal FreshMenu 72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Application Server

9/10/2018 runningsnailCriminal DEOSGames 71 Arts, Entertainment, and RecreationFinancial Exploitive Exploitation of Application Server

9/9/2018 UndeterminedCriminal C-CEX 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

9/7/2018 UndeterminedCriminal U.S. Department of State92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

9/6/2018 UndeterminedCriminal Cork City Park by Phone48 Transportation and WarehousingFinancial Exploitive Exploitation of Application Server,Exploitation of End Hosts

9/6/2018 UndeterminedCriminal British Airways 48 Transportation and WarehousingFinancial Exploitive Exploitation of End Hosts

9/6/2018 NGB 3rd Technical Surveillance BureauNation-StateMammoth Screen 71 Arts, Entertainment, and RecreationSabotage Exploitive Exploitation of Application Server

9/5/2018 rogue0 Criminal Rousseau 56 Administrative and Support and Waste Management and Remediation ServicesFinancial Exploitive Exploitation of Application Server

9/4/2018 Fatal ErrorCriminal Boa Vista SCPC 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

9/4/2018 UndeterminedCriminal Mega.nz 81 Other Services (except Public Administration)Financial Exploitive Exploitation of End Hosts

9/3/2018 UndeterminedCriminal South African Department of Labour92 Public AdministrationUndeterminedDisruptive External Denial of Service

9/3/2018 UndeterminedCriminal Hoopeston Area School District61 Educational ServicesUndeterminedDisruptive Message Manipulation

9/1/2018 UndeterminedCriminal EscortReviews.com71 Arts, Entertainment, and RecreationFinancial Exploitive Exploitation of Application Server

9/1/2018 UndeterminedCriminal Town of Midland 92 Public AdministrationFinancial Disruptive Data Attack

8/30/2018 Carbanak Criminal NS Bank 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server,Exploitation of End Hosts

8/30/2018 UndeterminedCriminal Family Orbit 51 InformationUndeterminedExploitive Exploitation of Application Server

8/30/2018 Carbanak Criminal Patria Bank 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server,Exploitation of End Hosts

8/30/2018 @joshua Hobbyist C&A 44 Retail TradeUndeterminedExploitive Exploitation of Application Server

8/29/2018 UndeterminedCriminal University of Oregon61 Educational ServicesFinancial Exploitive Exploitation of End Hosts

8/29/2018 UndeterminedCriminal University of Missouri61 Educational ServicesFinancial Exploitive Exploitation of End Hosts

8/29/2018 UndeterminedCriminal Cloquet School District61 Educational ServicesFinancial Disruptive Data Attack

8/29/2018 UndeterminedCriminal Air Canada 48 Transportation and WarehousingFinancial Exploitive Exploitation of Application Server,Exploitation of End Hosts

8/28/2018 UndeterminedCriminal West Vancouver 92 Public AdministrationFinancial Exploitive Exploitation of Application Server

8/28/2018 UndeterminedCriminal Huazhu Group Ltd.71 Arts, Entertainment, and RecreationFinancial Exploitive Exploitation of Application Server

8/28/2018 L.M. UndeterminedTheTruthSpy 54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server

8/27/2018 UndeterminedCriminal Atlas 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

8/26/2018 Anonymous (Catalonia)Hacktivist Bank of Spain 52 Finance and InsuranceProtest Disruptive External Denial of Service

8/24/2018 UndeterminedCriminal Coweta County 92 Public AdministrationFinancial Disruptive Data Attack

8/24/2018 UndeterminedCriminal Schneider Electric31 ManufacturingUndeterminedExploitive Exploitation of End Hosts

8/23/2018 UndeterminedCriminal T-Mobile 51 InformationFinancial Exploitive Exploitation of Application Server

8/22/2018 UndeterminedCriminal Cheddar Scratch Kitchen72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Sensors

8/22/2018 NGB 3rd Technical Surveillance BureauNation-StateUndisclosed cryptocurrency exchange52 Finance and InsurancePolitical-EspionageExploitive Exploitation of Application Server,Exploitation of End Hosts

8/20/2018 UndeterminedCriminal Legacy Health 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

8/20/2018 UndeterminedCriminal Animoto 51 InformationFinancial Exploitive Exploitation of Application Server

8/20/2018 UndeterminedCriminal Superdrug 44 Retail TradeFinancial Exploitive Exploitation of End Hosts

8/18/2018 UndeterminedCriminal David Min 81 Other Services (except Public Administration)Political-EspionageExploitive Exploitation of End Hosts

8/18/2018 UndeterminedCriminal Bossier City 92 Public AdministrationFinancial Exploitive Exploitation of Application Server



8/17/2018 UndeterminedCriminal Eastern Maine Community College61 Educational ServicesFinancial Exploitive Exploitation of Application Server,Exploitation of End Hosts

8/17/2018 UndeterminedCriminal Dallas County Community College61 Educational ServicesFinancial Exploitive Exploitation of Application Server

8/16/2018 UndeterminedCriminal Augusta University Health62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

8/16/2018 UndeterminedCriminal Daimler AG 31 ManufacturingIndustrial-EspionageExploitive Exploitation of Application Server

8/16/2018 UndeterminedCriminal TelAlaska 51 InformationIndustrial-EspionageExploitive Exploitation of Application Server

8/16/2018 UndeterminedCriminal State of Alaska Government92 Public AdministrationIndustrial-EspionageExploitive Exploitation of Application Server

8/16/2018 UndeterminedCriminal Alaska Power & Telephone Company22 Utilities Industrial-EspionageExploitive Exploitation of Application Server

8/16/2018 UndeterminedCriminal Alaska Department of Natural Resources92 Public AdministrationIndustrial-EspionageExploitive Exploitation of Application Server

8/16/2018 UndeterminedCriminal The Alaska Communications Systems Group51 InformationIndustrial-EspionageExploitive Exploitation of Application Server

8/16/2018 UndeterminedCriminal Strathmore University62 Health Care and Social AssistanceIndustrial-EspionageExploitive Exploitation of Application Server

8/16/2018 UndeterminedCriminal United Nations Office in Nairobi92 Public AdministrationIndustrial-EspionageExploitive Exploitation of Application Server

8/16/2018 UndeterminedCriminal Kenya Ports Authority92 Public AdministrationIndustrial-EspionageExploitive Exploitation of Application Server

8/16/2018 UndeterminedCriminal Mongolian University of Science and Technology92 Public AdministrationIndustrial-EspionageExploitive Exploitation of Application Server

8/16/2018 UndeterminedCriminal Mongolian National Data Center Building92 Public AdministrationIndustrial-EspionageExploitive Exploitation of Application Server

8/16/2018 UndeterminedCriminal Public Ministry of the State of AmapÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¡92 Public AdministrationIndustrial-EspionageExploitive Exploitation of Application Server

8/15/2018 UndeterminedCriminal Michael Terpin 81 Other Services (except Public Administration)Financial Exploitive Exploitation of End Hosts,Exploitation of Data in Transit

8/15/2018 UndeterminedCriminal Hans Keirstead 81 Other Services (except Public Administration)Political-EspionageExploitive Exploitation of Application Server

8/11/2018 UndeterminedCriminal Cosmos Bank 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

8/10/2018 UndeterminedCriminal Adams County 92 Public AdministrationFinancial Exploitive Exploitation of Application Server

8/10/2018 UndeterminedCriminal Butlin's 71 Arts, Entertainment, and RecreationFinancial Exploitive Exploitation of Application Server

8/9/2018 UndeterminedCriminal Hennepin County 92 Public AdministrationFinancial Exploitive Exploitation of Application Server

8/7/2018 UndeterminedCriminal PGA of America 71 Arts, Entertainment, and RecreationFinancial Disruptive Data Attack

8/4/2018 UndeterminedCriminal Livecoin 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

8/4/2018 UndeterminedCriminal RAF Airwoman 92 Public AdministrationIndustrial-EspionageMixed Exploitation of Application Server,Message Manipulation

8/3/2018 UndeterminedCriminal Mention 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

8/3/2018 UndeterminedCriminal Mercury Payment Systems52 Finance and InsuranceFinancial Exploitive Exploitation of Data in Transit

8/3/2018 UndeterminedCriminal TSMC (Taiwan Semiconductor Manufacturing Co.)31 ManufacturingFinancial Disruptive Data Attack

8/3/2018 UndeterminedCriminal Vantiv 52 Finance and InsuranceFinancial Exploitive Exploitation of Data in Transit

8/3/2018 UndeterminedCriminal Datawire 52 Finance and InsuranceFinancial Exploitive Exploitation of Data in Transit

8/1/2018 UndeterminedCriminal Hong Kong's Department of Health92 Public AdministrationFinancial Disruptive Data Attack

8/1/2018 UndeterminedCriminal Reddit 51 InformationFinancial Exploitive Exploitation of Application Server,Exploitation of Data in Transit

8/1/2018 booloop Undeterminedrecruitmilitary.com81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of Application Server

8/1/2018 UndeterminedCriminal Amnesty International92 Public AdministrationPolitical-EspionageExploitive Exploitation of End Hosts

8/1/2018 Saudi ArabiaNation-StateGhanem al-Masarir81 Other Services (except Public Administration)Political-EspionageExploitive Exploitation of End Hosts

8/1/2018 Saudi ArabiaNation-StateYahya Assiri 81 Other Services (except Public Administration)Political-EspionageExploitive Exploitation of End Hosts

7/31/2018 UndeterminedCriminal City of Valdez 92 Public AdministrationFinancial Disruptive Data Attack

7/31/2018 UndeterminedCriminal Borough of Matanuska-Susitna92 Public AdministrationFinancial Disruptive Data Attack

7/31/2018 UndeterminedCriminal Jersey Mike's Subs44 Retail TradeFinancial Exploitive Exploitation of Application Server

7/30/2018 UndeterminedCriminal UnityPoint Health 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

7/30/2018 UndeterminedCriminal H?wera High School61 Educational ServicesFinancial Disruptive Data Attack

7/30/2018 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Nation-StateSpiez Laboratory 54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of End Hosts

7/30/2018 UndeterminedCriminal Altex Exchange 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

7/28/2018 @fs0c131yUndeterminedTelecom Regulatory Authority of India (TRAI) chairman R S Sharma81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of End Hosts

7/28/2018 UndeterminedCriminal Confluence Health62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

7/28/2018 UndeterminedCriminal Banks in Chile 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

7/27/2018 DarkHydrusNation-StateGovernment agency in the Middle East92 Public AdministrationPolitical-EspionageExploitive Exploitation of End Hosts

7/27/2018 DohaeragonHobbyist Kaiser Permanente's Health Innovations62 Health Care and Social AssistanceUndeterminedDisruptive Message Manipulation

7/27/2018 Coaches for the football team at Braden RiverUndeterminedHudl football team61 Educational ServicesUndeterminedExploitive Exploitation of Application Server

7/26/2018 UndeterminedCriminal Blue Springs Family Care62 Health Care and Social AssistanceFinancial Disruptive Data Attack

7/26/2018 UndeterminedCriminal Yale University 61 Educational ServicesFinancial Exploitive Exploitation of Application Server

7/26/2018 UndeterminedCriminal Prison-issued tablets81 Other Services (except Public Administration)Financial Exploitive Exploitation of Application Server,Exploitation of End Hosts

7/26/2018 UndeterminedCriminal KICKICO 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

7/25/2018 UndeterminedCriminal City of Medford 92 Public AdministrationFinancial Exploitive Exploitation of Application Server

7/25/2018 UndeterminedCriminal Securities Investors Association Singapore (SIAS)54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

7/25/2018 Shadow BrokersCriminal Banks in Chile 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server



7/25/2018 UndeterminedCriminal Krungthai Bank (KTB)52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

7/25/2018 UndeterminedCriminal COSCO 48 Transportation and WarehousingFinancial Disruptive Data Attack

7/25/2018 UndeterminedCriminal Kasikornbank (Kbank)52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

7/24/2018 UndeterminedCriminal The National Bank of Blacksburg52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server,Exploitation of End Hosts

7/24/2018 UndeterminedCriminal Southern Baptist Convention's International Mission Board92 Public AdministrationFinancial Exploitive Exploitation of Application Server

7/24/2018 UndeterminedCriminal Verified @AlmostHumanFOX Twitter Account71 Arts, Entertainment, and RecreationFinancial Mixed Message Manipulation,Exploitation of End Hosts

7/23/2018 UndeterminedCriminal Accreditation, Audit & Risk Management Security, LLC54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

7/23/2018 FSB 18thÃƒÂ‚Ã‚Â Center for Information Security (Berserk Bear)Nation-StateU.S. Utility Control Rooms22 Utilities Political-EspionageExploitive Exploitation of Application Server

7/23/2018 UndeterminedCriminal Etherscan.io 52 Finance and InsuranceUndeterminedDisruptive Message Manipulation

7/20/2018 UndeterminedCriminal Three U.S. congressional candidates81 Other Services (except Public Administration)Political-EspionageExploitive Exploitation of End Hosts

7/20/2018 UndeterminedCriminal SingHealth 62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of Application Server

7/20/2018 UndeterminedCriminal Ochre Health Wollongong62 Health Care and Social AssistanceFinancial Disruptive Data Attack

7/20/2018 UndeterminedCriminal NorthStar Anesthesia62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

7/20/2018 UndeterminedCriminal MedSpring Urgent Care62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

7/20/2018 UndeterminedCriminal Golden Heart Administrative Professionals62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

7/20/2018 UndeterminedCriminal Boys Town National Research Hospital62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

7/20/2018 UndeterminedCriminal Clark University 61 Educational ServicesFinancial Exploitive Exploitation of Application Server

7/20/2018 MoneyTakerCriminal PIR Bank of Russia52 Finance and InsuranceFinancial Exploitive Exploitation of Network Infrastructure

7/19/2018 UndeterminedCriminal Roblox 51 InformationUndeterminedDisruptive Message Manipulation

7/19/2018 UndeterminedCriminal Liverpool FC 71 Arts, Entertainment, and RecreationFinancial Exploitive Exploitation of Application Server

7/19/2018 UndeterminedCriminal ComplyRight 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

7/18/2018 TurksiberkararghNation-StateAdhoc 81 Other Services (except Public Administration)UndeterminedDisruptive Message Manipulation

7/17/2018 UndeterminedCriminal Ubisoft 51 InformationUndeterminedDisruptive External Denial of Service

7/16/2018 UndeterminedCriminal City of Bozeman 92 Public AdministrationFinancial Exploitive Exploitation of Application Server

7/16/2018 UndeterminedCriminal University of Pittsburgh Medical Center - Cole62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

7/16/2018 UndeterminedCriminal Sunspire Health 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

7/16/2018 UndeterminedCriminal Southern College of Optometry62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

7/16/2018 UndeterminedCriminal LabCorp 62 Health Care and Social AssistanceFinancial Disruptive Data Attack

7/16/2018 UndeterminedCriminal Mega 51 InformationFinancial Exploitive Exploitation of Application Server,Exploitation of End Hosts

7/15/2018 GRU 85th Main Special Service Center (Unit 26165) (FANCYBEAR)Nation-StateItalian Military 92 Public AdministrationPolitical-EspionageExploitive Exploitation of Application Server

7/15/2018 UndeterminedCriminal League of Legends Philippines'71 Arts, Entertainment, and RecreationFinancial Exploitive Exploitation of End Hosts

7/15/2018 UndeterminedCriminal Mahatma Gandhi Mission Hospital62 Health Care and Social AssistanceFinancial Disruptive Data Attack

7/14/2018 UndeterminedCriminal ROMWE 99 UndeterminedFinancial Exploitive Exploitation of Application Server

7/13/2018 UndeterminedCriminal Pennsylvania Department of Health92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

7/13/2018 UndeterminedCriminal Billings Clinic 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

7/13/2018 UndeterminedCriminal Alive Hospice 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

7/12/2018 UndeterminedCriminal UMC Physicians (UMCP)62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

7/11/2018 UndeterminedCriminal Ammyy 51 InformationFinancial Exploitive Exploitation of End Hosts

7/11/2018 UndeterminedCriminal Major international airport48 Transportation and WarehousingFinancial Exploitive Exploitation of Application Server

7/11/2018 UndeterminedCriminal Chlorine distillation plant in Ukraine22 Utilities UndeterminedExploitive Exploitation of Data in Transit

7/11/2018 UndeterminedCriminal BP 44 Retail TradeFinancial Exploitive Exploitation of Application Server

7/11/2018 UndeterminedCriminal Aviation ID Australia56 Administrative and Support and Waste Management and Remediation ServicesUndeterminedExploitive Exploitation of Application Server

7/10/2018 UndeterminedCriminal U.S. Air Force 92 Public AdministrationFinancial Exploitive Exploitation of End Hosts

7/10/2018 Ministry of State Security's (MSS) Hainan State Security Department (APT40)Nation-StateCambodia 92 Public AdministrationPolitical-EspionageExploitive Exploitation of Application Server,Exploitation of End Hosts

7/10/2018 UndeterminedCriminal Cass Regional Medical Center62 Health Care and Social AssistanceFinancial Disruptive Data Attack

7/10/2018 UndeterminedCriminal Career and Technology Education Centers (C-TEC)61 Educational ServicesFinancial Exploitive Exploitation of Application Server

7/10/2018 Ministry of State Security's (MSS) Hainan State Security Department (APT40)Nation-StateCambodian Ministry of Economics and Finance92 Public AdministrationPolitical-EspionageExploitive Exploitation of Application Server,Exploitation of End Hosts

7/10/2018 Ministry of State Security's (MSS) Hainan State Security Department (APT40)Nation-StateCambodian Senate92 Public AdministrationPolitical-EspionageExploitive Exploitation of Application Server,Exploitation of End Hosts

7/10/2018 Ministry of State Security's (MSS) Hainan State Security Department (APT40)Nation-StateCambodian Ministry of Foreign Affairs and International Cooperation92 Public AdministrationPolitical-EspionageExploitive Exploitation of Application Server,Exploitation of End Hosts

7/10/2018 Ministry of State Security's (MSS) Hainan State Security Department (APT40)Nation-StateCambodian Ministry of the Interior92 Public AdministrationPolitical-EspionageExploitive Exploitation of Application Server,Exploitation of End Hosts

7/10/2018 Ministry of State Security's (MSS) Hainan State Security Department (APT40)Nation-StateCambodian People's Party81 Other Services (except Public Administration)Political-EspionageExploitive Exploitation of Application Server,Exploitation of End Hosts

7/10/2018 Ministry of State Security's (MSS) Hainan State Security Department (APT40)Nation-StateCambodia National Rescue Party81 Other Services (except Public Administration)Political-EspionageExploitive Exploitation of Application Server,Exploitation of End Hosts

7/10/2018 Ministry of State Security's (MSS) Hainan State Security Department (APT40)Nation-StateCambodian National Election Committee92 Public AdministrationPolitical-EspionageExploitive Exploitation of Application Server,Exploitation of End Hosts

7/10/2018 Ministry of State Security's (MSS) Hainan State Security Department (APT40)Nation-StateMonovithya Kem 81 Other Services (except Public Administration)Political-EspionageExploitive Exploitation of End Hosts

7/9/2018 UndeterminedCriminal Gas station in Detroit48 Transportation and WarehousingFinancial Exploitive Exploitation of Sensors



7/9/2018 UndeterminedCriminal Macy's Inc. 44 Retail TradeFinancial Exploitive Exploitation of Application Server,Exploitation of End Hosts

7/9/2018 UndeterminedCriminal Bancor 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

7/8/2018 UndeterminedCriminal Timehop 51 InformationFinancial Exploitive Exploitation of Application Server

7/7/2018 UndeterminedCriminal Blizzard Entertainment71 Arts, Entertainment, and RecreationUndeterminedDisruptive External Denial of Service

7/6/2018 UndeterminedCriminal B&B Hospitality Group72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Sensors

7/6/2018 UndeterminedCriminal Australian National University61 Educational ServicesIndustrial-EspionageExploitive Exploitation of Application Server

7/6/2018 UndeterminedCriminal VSDC 51 InformationFinancial Exploitive Exploitation of End Hosts

7/6/2018 UndeterminedCriminal Lake Oswego School District61 Educational ServicesFinancial Mixed Message Manipulation,Exploitation of End Hosts

7/5/2018 UndeterminedCriminal Yatra.com 72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Application Server

7/5/2018 UndeterminedCriminal MSK Group 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

7/3/2018 HAMAS Terrorist Israeli Military 92 Public AdministrationPolitical-EspionageExploitive Exploitation of End Hosts

7/3/2018 UndeterminedCriminal Domain Factory 51 InformationFinancial Exploitive Exploitation of Application Server

7/3/2018 UndeterminedCriminal Taiwan Democratic Progressive Party's (DPP)81 Other Services (except Public Administration)UndeterminedDisruptive Message Manipulation

7/2/2018 UndeterminedCriminal Whitbread 72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Application Server

7/2/2018 UndeterminedCriminal Fortnum & Mason 44 Retail TradeFinancial Exploitive Exploitation of Application Server

7/1/2018 UndeterminedCriminal Trezor 53 Real Estate and Rental and LeasingFinancial Exploitive Exploitation of End Hosts,Exploitation of Data in Transit

7/1/2018 UndeterminedCriminal BtcTurk 52 Finance and InsuranceFinancial Exploitive Undetermined

6/30/2018 UndeterminedCriminal Notre Dame de Namur University61 Educational ServicesFinancial Exploitive Exploitation of Application Server

6/29/2018 UndeterminedCriminal Klook Travel 72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Application Server

6/29/2018 UndeterminedCriminal Hunt Regional Medical Center62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

6/29/2018 UndeterminedCriminal Algonquin College61 Educational ServicesFinancial Exploitive Exploitation of Application Server

6/29/2018 UndeterminedCriminal Typeform 81 Other Services (except Public Administration)Financial Exploitive Exploitation of Application Server

6/28/2018 UndeterminedCriminal City of Midland 92 Public AdministrationFinancial Exploitive Exploitation of Application Server

6/28/2018 UndeterminedCriminal South Eastern Regional College (SERC)61 Educational ServicesFinancial Exploitive Exploitation of Application Server

6/28/2018 UndeterminedCriminal Middletown school district61 Educational ServicesFinancial Disruptive Data Attack

6/28/2018 UndeterminedCriminal Adidas 44 Retail TradeFinancial Exploitive Exploitation of Application Server,Exploitation of End Hosts

6/28/2018 UndeterminedCriminal Official website of Ernakulam Siva Temple81 Other Services (except Public Administration)Protest Disruptive Message Manipulation

6/28/2018 UndeterminedCriminal GitHub account of the Gentoo Linux distribution81 Other Services (except Public Administration)UndeterminedDisruptive Data Attack

6/27/2018 UndeterminedCriminal Red Hen Restaurant72 Accommodation and Food ServicesUndeterminedDisruptive Message Manipulation

6/27/2018 UndeterminedCriminal Ticketmaster 71 Arts, Entertainment, and RecreationFinancial Exploitive Exploitation of Application Server

6/27/2018 UndeterminedCriminal Connecticut Higher Education Trust (CHET)61 Educational ServicesFinancial Exploitive Exploitation of Application Server

6/27/2018 Apophis SquadCriminal ProtonMail 51 InformationUndeterminedDisruptive External Denial of Service

6/27/2018 UndeterminedCriminal Cyanweb Solutions54 Professional, Scientific, and Technical ServicesFinancial Disruptive Data Attack

6/27/2018 UndeterminedCriminal Z Energy Ltd 81 Other Services (except Public Administration)Financial Exploitive Exploitation of Application Server

6/26/2018 UndeterminedCriminal FastBooking 51 InformationFinancial Exploitive Exploitation of Application Server

6/24/2018 UndeterminedCriminal Midwest City 92 Public AdministrationFinancial Exploitive Exploitation of Application Server

6/22/2018 Tick Nation-StateSouth Korean defense company92 Public AdministrationPolitical-EspionageExploitive Exploitation of Application Server

6/22/2018 UndeterminedCriminal Indian businessman81 Other Services (except Public Administration)Financial Exploitive Exploitation of Application Server

6/22/2018 UndeterminedCriminal PDQ 72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Application Server

6/22/2018 UndeterminedCriminal Manitowoc County61 Educational ServicesFinancial Exploitive Exploitation of Application Server

6/21/2018 UndeterminedCriminal Humana 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Hosts

6/21/2018 KINGDOMNation-StateBen Hubbard 81 Other Services (except Public Administration)Political-EspionageExploitive Exploitation of End Hosts

6/20/2018 UndeterminedCriminal Road Sign close to ICE headquarters92 Public AdministrationProtest Disruptive Message Manipulation

6/20/2018 UndeterminedCriminal Bithumb 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

6/19/2018 UndeterminedCriminal Med Associates 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Hosts

6/18/2018 UndeterminedCriminal CarePartners 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

6/18/2018 UndeterminedCriminal Flightradar24 81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of Application Server

6/16/2018 UndeterminedCriminal Liberty Life 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

6/14/2018 UndeterminedCriminal Med Associates 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Hosts

6/14/2018 UndeterminedCriminal HealthEquity 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

6/13/2018 UndeterminedCriminal AcFun 71 Arts, Entertainment, and RecreationFinancial Exploitive Exploitation of Application Server

6/13/2018 UndeterminedCriminal Black River Medical Center62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

6/13/2018 UndeterminedCriminal Syscoin 52 Finance and InsuranceFinancial Exploitive Exploitation of End Hosts

6/13/2018 UndeterminedCriminal Dixons Carphone 44 Retail TradeFinancial Exploitive Exploitation of Application Server

6/13/2018 APT27 (Iron Panda)Nation-StateMongolian government data center92 Public AdministrationPolitical-EspionageExploitive Exploitation of Application Server



6/12/2018 UndeterminedCriminal Slovak Hydro-meteorological Institute92 Public AdministrationUndeterminedDisruptive External Denial of Service

6/12/2018 UndeterminedCriminal Massachusetts Clean Energy Center92 Public AdministrationFinancial Exploitive Exploitation of Application Server

6/12/2018 UndeterminedCriminal Clarifai 54 Professional, Scientific, and Technical ServicesIndustrial-EspionageExploitive Exploitation of Application Server

6/12/2018 UndeterminedCriminal Mexican National Action Party (PAN)81 Other Services (except Public Administration)UndeterminedDisruptive External Denial of Service

6/12/2018 UndeterminedCriminal slovensko.sk 92 Public AdministrationUndeterminedDisruptive External Denial of Service

6/11/2018 NGB 3rd Technical Surveillance BureauNation-StateSouth Korean Think Tank92 Public AdministrationPolitical-EspionageExploitive Exploitation of End Hosts

6/11/2018 UndeterminedCriminal Bank of Chile 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

6/11/2018 UndeterminedCriminal Coinrail 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

6/8/2018 UndeterminedCriminal US Navy Contractor92 Public AdministrationIndustrial-EspionageExploitive Exploitation of Application Server

6/8/2018 UndeterminedCriminal Terros Health 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

6/8/2018 UndeterminedCriminal Elmcroft Senior Living62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

6/7/2018 UndeterminedCriminal City of Wellington 92 Public AdministrationFinancial Exploitive Exploitation of Application Server

6/7/2018 UndeterminedCriminal RISE Wisconsin 62 Health Care and Social AssistanceFinancial Disruptive Data Attack

6/6/2018 UndeterminedCriminal Danielle Lloyd 81 Other Services (except Public Administration)Personal AttackExploitive Exploitation of Application Server

6/6/2018 UndeterminedCriminal PageUp 81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of Application Server

6/6/2018 UndeterminedCriminal Litecoin Cash 52 Finance and InsuranceFinancial Disruptive External Denial of Service

6/5/2018 UndeterminedCriminal Undisclosed Japanese syndicate wallet52 Finance and InsuranceFinancial Exploitive Exploitation of End Hosts

6/4/2018 UndeterminedCriminal Avery Moss 81 Other Services (except Public Administration)Personal AttackDisruptive Message Manipulation

6/4/2018 UndeterminedCriminal Morinaga Milk Industry Co.72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Application Server

6/4/2018 UndeterminedCriminal MyHeritage 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

6/2/2018 UndeterminedCriminal Shiawassee County92 Public AdministrationFinancial Exploitive Exploitation of Application Server

6/2/2018 UndeterminedCriminal Several Australian citizens81 Other Services (except Public Administration)Financial Exploitive Exploitation of End Hosts

6/2/2018 UndeterminedCriminal ZenCash 52 Finance and InsuranceFinancial Disruptive External Denial of Service

6/2/2018 Todd Davis aka LifelockCriminal Holland Eye Surgery & Laser Center62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

6/1/2018 UndeterminedCriminal The Rhode Island Department of Human Services92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

6/1/2018 UndeterminedCriminal Buffalo Wild Wings72 Accommodation and Food ServicesUndeterminedDisruptive Message Manipulation

6/1/2018 UndeterminedCriminal The Rhode Island Department of Behavioral Healthcare92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

6/1/2018 UndeterminedCriminal The Rhode Island Department of Children, Youth and Families92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

5/31/2018 UndeterminedCriminal Sooke School District61 Educational ServicesFinancial Exploitive Exploitation of Application Server

5/30/2018 IsHaKdZ Criminal Ticketfly 71 Arts, Entertainment, and RecreationFinancial Mixed Exploitation of Application Server,Message Manipulation

5/28/2018 UndeterminedCriminal Harare Institute of Technology61 Educational ServicesFinancial Exploitive Exploitation of Application Server

5/28/2018 UndeterminedCriminal Canadian Imperial Bank of Commerce (CIBC)52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

5/28/2018 UndeterminedCriminal Bank of Montreal 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

5/28/2018 UndeterminedCriminal Taylor Cryptocurrency52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server,Exploitation of End Hosts

5/27/2018 UndeterminedCriminal Goliath and Goliath71 Arts, Entertainment, and RecreationFinancial Exploitive Exploitation of Data in Transit

5/26/2018 UndeterminedCriminal Afghan diplomats in Pakistan92 Public AdministrationPolitical-EspionageExploitive Exploitation of Application Server,Exploitation of End Hosts

5/26/2018 UndeterminedCriminal Arlo 31 ManufacturingFinancial Exploitive Exploitation of End Hosts

5/25/2018 UndeterminedCriminal Oxnard City 92 Public AdministrationFinancial Exploitive Exploitation of Application Server

5/25/2018 UndeterminedCriminal Aultman Health Foundation62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

5/25/2018 UndeterminedCriminal American Family Life Assurance Company of Columbus (Aflac)52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

5/24/2018 UndeterminedCriminal Associates in Psychiatry and Psychology62 Health Care and Social AssistanceFinancial Disruptive Data Attack

5/24/2018 UndeterminedCriminal Mashhad airport 48 Transportation and WarehousingProtest Disruptive Message Manipulation,Internal Denial of Service

5/23/2018 UndeterminedCriminal University of Vermont61 Educational ServicesFinancial Exploitive Exploitation of Application Server

5/22/2018 UndeterminedCriminal Verge Cryptocurrency52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

5/22/2018 UndeterminedCriminal Monacoin 52 Finance and InsuranceFinancial Disruptive External Denial of Service

5/21/2018 UndeterminedCriminal Bombas 44 Retail TradeFinancial Exploitive Exploitation of Application Server,Exploitation of End Hosts

5/20/2018 UndeterminedCriminal Allied Physicians 62 Health Care and Social AssistanceFinancial Disruptive Data Attack

5/20/2018 UndeterminedCriminal Manuel Delia's Blog51 InformationSabotage Disruptive External Denial of Service

5/19/2018 Two unidentified studentsHobbyist Bloomfield Hills High School61 Educational ServicesSabotage Disruptive Message Manipulation,Data Attack

5/18/2018 Connor FreemanCriminal Michael Templeman81 Other Services (except Public Administration)Financial Exploitive Exploitation of Application Server,Exploitation of Data in Transit

5/18/2018 UndeterminedCriminal Shona McGarty 81 Other Services (except Public Administration)Personal AttackExploitive Exploitation of Application Server

5/18/2018 UndeterminedCriminal Tidal 71 Arts, Entertainment, and RecreationFinancial Exploitive Exploitation of Application Server

5/18/2018 UndeterminedCriminal University of Buffalo61 Educational ServicesFinancial Exploitive Exploitation of Application Server,Exploitation of End Hosts

5/18/2018 UndeterminedCriminal Bitcoin Gold 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

5/17/2018 UndeterminedCriminal blackphoenixalchemylab.com71 Arts, Entertainment, and RecreationFinancial Exploitive Exploitation of End Hosts



5/17/2018 UndeterminedCriminal Independent Like the North State Group Forum81 Other Services (except Public Administration)UndeterminedDisruptive Message Manipulation

5/17/2018 UndeterminedCriminal Corporation Service Company (CSC)56 Administrative and Support and Waste Management and Remediation ServicesFinancial Exploitive Exploitation of Application Server

5/16/2018 Connor FreemanCriminal Seth Shapiro 81 Other Services (except Public Administration)Financial Exploitive Exploitation of Application Server,Exploitation of Data in Transit

5/16/2018 UndeterminedCriminal Securus Technologies51 InformationUndeterminedExploitive Exploitation of Application Server

5/16/2018 UndeterminedCriminal LifeBridge Potomac Professionals62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

5/16/2018 UndeterminedCriminal LifeBridge Health 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

5/15/2018 Connor FreemanCriminal Darran Marble 81 Other Services (except Public Administration)Financial Exploitive Exploitation of Application Server,Exploitation of Data in Transit

5/14/2018 UndeterminedCriminal Family Planning NSW62 Health Care and Social AssistanceFinancial Disruptive Data Attack

5/12/2018 UndeterminedCriminal No. 2 Banorte 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

5/12/2018 UndeterminedCriminal Capitol Administrators56 Administrative and Support and Waste Management and Remediation ServicesFinancial Exploitive Exploitation of Application Server

5/11/2018 UndeterminedCriminal Chili's Restaurant 72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Sensors

5/11/2018 UndeterminedCriminal Bemus Point School District61 Educational ServicesUndeterminedExploitive Exploitation of Application Server

5/11/2018 UndeterminedCriminal DSB 48 Transportation and WarehousingUndeterminedDisruptive External Denial of Service

5/10/2018 UndeterminedCriminal ZooPark APT Group92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

5/10/2018 UndeterminedCriminal Wasaga Beach 92 Public AdministrationFinancial Disruptive Data Attack

5/10/2018 AnonymousHacktivist Official website of Russia's Federal Agency for International Cooperation (Rossotrudnichestvo)92 Public AdministrationProtest Disruptive Message Manipulation

5/10/2018 UndeterminedCriminal Malley's Chocolates72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Application Server

5/10/2018 UndeterminedCriminal Nuance 54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server

5/9/2018 UndeterminedCriminal Morinaga Milk Industry Co.72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Application Server

5/9/2018 UndeterminedCriminal The Oregon Clinic62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

5/9/2018 UndeterminedCriminal The Sun 51 InformationPolitical-EspionageExploitive Exploitation of Application Server

5/8/2018 UndeterminedCriminal City of Goodyear 92 Public AdministrationFinancial Exploitive Exploitation of Application Server

5/8/2018 UndeterminedCriminal Sheffield Credit Union52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

5/7/2018 UndeterminedCriminal Roseburg Public Schools61 Educational ServicesFinancial Disruptive External Denial of Service,Data Attack

5/7/2018 Akincilar Hacktivist Honda Greece 31 ManufacturingProtest Disruptive Message Manipulation

5/5/2018 UndeterminedCriminal Mason Law Office 54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack,Exploitation of Application Server

5/4/2018 UndeterminedCriminal Riverside Fire and Police department92 Public AdministrationFinancial Disruptive Data Attack

5/4/2018 UndeterminedCriminal City of Tulsa 92 Public AdministrationFinancial Exploitive Exploitation of Application Server

5/4/2018 UndeterminedCriminal Northwest University61 Educational ServicesFinancial Exploitive Exploitation of Data in Transit

5/4/2018 AnonPlus Hacktivist K9 Web Protection51 InformationProtest Disruptive Message Manipulation

5/4/2018 UndeterminedCriminal Banco Inter 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

5/4/2018 UndeterminedCriminal Copenhagen city's bicycle sharing system "Bycyklen"48 Transportation and WarehousingUndeterminedDisruptive Data Attack

5/4/2018 UndeterminedCriminal W.S. Neal High School61 Educational ServicesUndeterminedMixed Exploitation of Application Server,Message Manipulation

5/3/2018 UndeterminedCriminal FHExecutiveHealth.com62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

5/3/2018 UndeterminedCriminal World Rugby Training and Education Website71 Arts, Entertainment, and RecreationFinancial Exploitive Exploitation of Application Server

5/3/2018 UndeterminedCriminal Fleetcor Technologies71 Arts, Entertainment, and RecreationFinancial Exploitive Exploitation of Application Server

5/3/2018 UndeterminedCriminal FHOrthoInstitute.com62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

5/3/2018 AnonymousHacktivist 24TV Turk Telekom51 InformationProtest Disruptive External Denial of Service

5/3/2018 UndeterminedCriminal Meituan Dianping 44 Retail TradeFinancial Exploitive Exploitation of Application Server

5/3/2018 UndeterminedCriminal FloridaBariatric.com62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

5/2/2018 Akincilar Hacktivist Suzuki-Greece 99 UndeterminedProtest Disruptive Message Manipulation

5/2/2018 Akincilar Hacktivist Greek Handball Federation81 Other Services (except Public Administration)Protest Disruptive Message Manipulation

5/2/2018 Akincilar Hacktivist Athens-Macedonia News Agency51 InformationProtest Disruptive Message Manipulation

5/2/2018 Akincilar Hacktivist Greek Foreign Ministry92 Public AdministrationProtest Disruptive Message Manipulation

5/2/2018 UndeterminedCriminal Fredericksburg School System61 Educational ServicesFinancial Exploitive Exploitation of Application Server

5/1/2018 UndeterminedCriminal Knox County's website92 Public AdministrationUndeterminedDisruptive External Denial of Service

5/1/2018 UndeterminedCriminal Rail Europe North America71 Arts, Entertainment, and RecreationFinancial Exploitive Exploitation of Application Server

4/27/2018 AnonPlus Hacktivist City of Bologna 92 Public AdministrationProtest Disruptive Message Manipulation

4/27/2018 UndeterminedCriminal Zippy's Restaurants72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Sensors

4/27/2018 UndeterminedCriminal Scenic Bluffs Community Health Centers62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

4/27/2018 UndeterminedCriminal Billings Clinic 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

4/27/2018 UndeterminedCriminal Leominster Schools District61 Educational ServicesFinancial Disruptive Data Attack

4/27/2018 UndeterminedCriminal SPEI 52 Finance and InsuranceFinancial Exploitive Exploitation of Network Infrastructure

4/27/2018 UndeterminedCriminal Highway Sign in Arizona48 Transportation and WarehousingUndeterminedDisruptive Message Manipulation

4/26/2018 UndeterminedCriminal Sen. Richard Pan 81 Other Services (except Public Administration)Financial Exploitive Exploitation of Application Server



4/24/2018 UndeterminedCriminal MyEtherWallet.com52 Finance and InsuranceFinancial Exploitive Exploitation of End Hosts,Exploitation of Data in Transit

4/24/2018 UndeterminedCriminal Ukraine's Energy Ministry Website92 Public AdministrationFinancial Disruptive Data Attack

4/24/2018 UndeterminedCriminal Americas Cardroom71 Arts, Entertainment, and RecreationFinancial Disruptive External Denial of Service

4/23/2018 UndeterminedCriminal Prince Edward Island (PEI) Government Website92 Public AdministrationFinancial Disruptive Data Attack

4/23/2018 Ministry of State Security's (MSS) Tianjin State Security Department (APT10)Nation-StateJapanese defense companies92 Public AdministrationPolitical-EspionageExploitive Exploitation of Application Server

4/23/2018 Hunter buttUndeterminedThai Airways Website48 Transportation and WarehousingUndeterminedDisruptive Message Manipulation

4/23/2018 UndeterminedCriminal Careem 48 Transportation and WarehousingFinancial Exploitive Exploitation of Application Server

4/22/2018 Prosox ShadeUndeterminedRed Bull 31 ManufacturingUndeterminedDisruptive Message Manipulation

4/22/2018 AnonPlus Hacktivist ilgiornale.it 51 InformationUndeterminedDisruptive Message Manipulation

4/21/2018 UndeterminedCriminal City of Hamilton 92 Public AdministrationFinancial Exploitive Exploitation of Application Server

4/19/2018 HighTech Brazil HackteamUndeterminedSupreme Court of India92 Public AdministrationUndeterminedDisruptive Message Manipulation

4/18/2018 UndeterminedCriminal Ian Balina 81 Other Services (except Public Administration)Financial Exploitive Exploitation of End Hosts

4/18/2018 UndeterminedCriminal Sangamo Therapeutics62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Hosts

4/18/2018 UndeterminedCriminal California's Center for Orthopaedic Specialists (COS)62 Health Care and Social AssistanceFinancial Disruptive Data Attack

4/18/2018 UndeterminedCriminal Questar 61 Educational ServicesFinancial Exploitive Exploitation of Application Server

4/17/2018 AnoaGhostUndeterminedinsights.london.nhs.uk92 Public AdministrationUndeterminedDisruptive Message Manipulation

4/16/2018 HAMAS Terrorist Middle Eastern Individuals92 Public AdministrationPolitical-EspionageExploitive Exploitation of End Hosts

4/16/2018 UndeterminedCriminal African Embassy in Dublin92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

4/16/2018 UndeterminedCriminal Irvington School District61 Educational ServicesFinancial Exploitive Exploitation of Application Server

4/16/2018 UndeterminedCriminal Hong Kong Broadband Network51 InformationFinancial Exploitive Exploitation of Application Server

4/16/2018 UndeterminedCriminal TaskRabbit 56 Administrative and Support and Waste Management and Remediation ServicesFinancial Mixed Exploitation of Application Server,Message Manipulation,Exploitation of End Hosts

4/15/2018 UndeterminedCriminal UnityPoint Health 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

4/14/2018 UndeterminedCriminal Texas Health Resources62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

4/13/2018 UndeterminedCriminal Mise En Place Restaurant Services72 Accommodation and Food ServicesFinancial Disruptive Data Attack

4/13/2018 UndeterminedCriminal Diagnostic Radiology & Imaging62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

4/13/2018 UndeterminedCriminal Inogen 31 ManufacturingFinancial Exploitive Exploitation of Application Server

4/12/2018 UndeterminedCriminal Sucuri 54 Professional, Scientific, and Technical ServicesUndeterminedDisruptive External Denial of Service

4/12/2018 UndeterminedCriminal Coinsecure 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server,Exploitation of Data in Transit

4/11/2018 UndeterminedCriminal Great Western Railway48 Transportation and WarehousingFinancial Exploitive Exploitation of End Hosts

4/10/2018 Kuroi'SH; ProsoxHacktivist Vevo Youtube Account71 Arts, Entertainment, and RecreationProtest Disruptive Message Manipulation

4/10/2018 UndeterminedCriminal Victoria Independent School District61 Educational ServicesFinancial Exploitive Exploitation of Application Server

4/9/2018 UndeterminedCriminal Sodexo Filmology 71 Arts, Entertainment, and RecreationFinancial Exploitive Exploitation of Application Server

4/9/2018 UndeterminedCriminal Armed Forces Recreation Center Edelweiss Lodge and Resort72 Accommodation and Food ServicesFinancial Exploitive Exploitation of End Hosts

4/8/2018 UndeterminedCriminal Natalie Cassidy 81 Other Services (except Public Administration)Personal AttackExploitive Exploitation of Application Server

4/8/2018 UndeterminedCriminal Drake Bell 81 Other Services (except Public Administration)Personal AttackExploitive Exploitation of End Hosts

4/6/2018 Suspected Chinese hackersUndeterminedIndia's Ministry of Defence92 Public AdministrationSabotage Disruptive Message Manipulation

4/5/2018 UndeterminedCriminal [24]7.ai 51 InformationFinancial Exploitive Exploitation of Application Server

4/4/2018 UndeterminedCriminal Japan Ministry Employees92 Public AdministrationFinancial Exploitive Exploitation of Application Server

4/4/2018 UndeterminedCriminal Oakton High School61 Educational ServicesUndeterminedExploitive Exploitation of Application Server,Exploitation of End Hosts

4/4/2018 UndeterminedCriminal Verge Cryptocurrency52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

4/3/2018 UndeterminedCriminal Vadim Lavrusik 81 Other Services (except Public Administration)UndeterminedDisruptive Message Manipulation

4/3/2018 NGB 3rd Technical Surveillance BureauNation-StateOnline casino in Central America71 Arts, Entertainment, and RecreationUndeterminedMixed Exploitation of Application Server,Data Attack,Exploitation of End Host

4/2/2018 UndeterminedCriminal Eastern Shore Natural Gas48 Transportation and WarehousingUndeterminedDisruptive External Denial of Service,Internal Denial of Service

4/2/2018 UndeterminedCriminal Boardwalk Pipeline Partners LP48 Transportation and WarehousingUndeterminedDisruptive External Denial of Service,Internal Denial of Service

4/2/2018 UndeterminedCriminal Energy Transfer Partners LP48 Transportation and WarehousingUndeterminedDisruptive External Denial of Service,Internal Denial of Service

4/2/2018 UndeterminedCriminal Oneok Inc 48 Transportation and WarehousingUndeterminedDisruptive External Denial of Service,Internal Denial of Service

4/2/2018 UndeterminedCriminal Government of Sint Maarten92 Public AdministrationUndeterminedDisruptive Data Attack

4/1/2018 Fredrick Lapointe; Rath Pak; Jimmy SaintelienCriminal Quebec teachers 61 Educational ServicesFinancial Exploitive Exploitation of Application Server

4/1/2018 JokerStash AKA Fin7 AKA CarbanakCriminal Hudson's Bay Company44 Retail TradeFinancial Exploitive Exploitation of Sensors

4/1/2018 UndeterminedCriminal Guardian Pharmacy of Jacksonville62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

3/30/2018 UndeterminedCriminal CareFirst BlueCross BlueShield62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

3/29/2018 UndeterminedCriminal Bank Negara Malaysia52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

3/29/2018 UndeterminedCriminal Under Armour 31 ManufacturingFinancial Exploitive Exploitation of Application Server

3/29/2018 UndeterminedCriminal Unnamed bestiality website81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of Application Server

3/28/2018 UndeterminedCriminal S.S. Lazio 71 Arts, Entertainment, and RecreationFinancial Exploitive Exploitation of Application Server



3/28/2018 UndeterminedCriminal Boeing 31 ManufacturingUndeterminedDisruptive Data Attack

3/27/2018 UndeterminedCriminal Stormont (Northern Ireland Parliament)92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

3/27/2018 UndeterminedCriminal Naukri.com 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

3/26/2018 GRU 85th Main Special Service Center (Unit 26165) (FANCYBEAR)Nation-StateUK Anti-Doping Agency81 Other Services (except Public Administration)Political-EspionageExploitive Exploitation of Application Server

3/24/2018 UndeterminedCriminal Baltimore's Automated Dispatch System62 Health Care and Social AssistanceUndeterminedDisruptive Internal Denial of Service

3/22/2018 UndeterminedCriminal Russian Defense Ministry92 Public AdministrationUndeterminedDisruptive External Denial of Service

3/22/2018 UndeterminedCriminal City of Atlanta 92 Public AdministrationFinancial Disruptive External Denial of Service,Data Attack

3/21/2018 UndeterminedCriminal Uttar Haryana Bijli Vitran Nigam Limited (UHBVNL)22 Utilities Financial Mixed Data Attack,Exploitation of Application Server

3/20/2018 UndeterminedCriminal David Nott 81 Other Services (except Public Administration)Political-EspionageExploitive Exploitation of End Hosts

3/20/2018 UndeterminedCriminal Finger Lakes Health62 Health Care and Social AssistanceFinancial Disruptive Data Attack

3/20/2018 UndeterminedCriminal Orbitz 51 InformationFinancial Exploitive Exploitation of Application Server

3/20/2018 UndeterminedCriminal Trusted Quid 52 Finance and InsuranceFinancial Exploitive Exploitation of End Hosts

3/19/2018 UndeterminedCriminal Puerto Rico's Power Utility, PREPA22 Utilities UndeterminedExploitive Exploitation of Application Server

3/18/2018 UndeterminedCriminal Russian Central Election Commission92 Public AdministrationUndeterminedDisruptive External Denial of Service

3/16/2018 UndeterminedCriminal Atrium Hospitality 72 Accommodation and Food ServicesFinancial Disruptive Data Attack

3/16/2018 UndeterminedCriminal UK National Lottery71 Arts, Entertainment, and RecreationFinancial Exploitive Exploitation of End Hosts

3/16/2018 UndeterminedCriminal Frost Bank 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

3/16/2018 Ministry of State Security's (MSS) Hainan State Security Department (APT40)Nation-StateU.S. Maritime Entities48 Transportation and WarehousingIndustrial-EspionageExploitive Exploitation of Application Server

3/16/2018 The Dark OverlordCriminal TheDarkOverlord 31 ManufacturingFinancial Exploitive Exploitation of Application Server

3/15/2018 GRU 85th Main Special Service Center (Unit 26165) (FANCYBEAR)Nation-StateUnnamed European government92 Public AdministrationPolitical-EspionageExploitive Exploitation of Application Server,Exploitation of End Hosts

3/15/2018 UndeterminedCriminal Meghan Markle 81 Other Services (except Public Administration)Personal AttackExploitive Exploitation of Application Server

3/15/2018 UndeterminedCriminal Nampa School District61 Educational ServicesFinancial Exploitive Exploitation of Application Server

3/15/2018 UndeterminedCriminal Svitzer 48 Transportation and WarehousingFinancial Exploitive Exploitation of Application Server

3/15/2018 UndeterminedCriminal Unnamed petrochemical company in Saudi Arabia22 Utilities Sabotage Disruptive Physical Attack

3/15/2018 UndeterminedCriminal Family Health Clinic of Carroll County62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Hosts

3/14/2018 UndeterminedCriminal Fortnite 71 Arts, Entertainment, and RecreationFinancial Exploitive Exploitation of Application Server,Exploitation of End Hosts

3/13/2018 UndeterminedCriminal Queensland Transport Department92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

3/13/2018 UndeterminedCriminal Gwent Police 92 Public AdministrationFinancial Exploitive Exploitation of Application Server

3/13/2018 UndeterminedCriminal Port of Longview 48 Transportation and WarehousingUndeterminedExploitive Exploitation of Application Server,Exploitation of End Hosts

3/12/2018 UndeterminedCriminal ATI Physical Therapy62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server,Exploitation of End Hosts

3/12/2018 UndeterminedCriminal Okaloosa Water and Sewer22 Utilities Financial Exploitive Exploitation of Application Server

3/10/2018 UndeterminedCriminal Mississippi Valley State University61 Educational ServicesFinancial Disruptive Data Attack

3/10/2018 UndeterminedCriminal National Rifle Association (NRA)81 Other Services (except Public Administration)UndeterminedDisruptive External Denial of Service

3/9/2018 herbapproach@protonmail.comCriminal JJ Meds 44 Retail TradeFinancial Exploitive Exploitation of Application Server

3/9/2018 Xi'an Tianhe Defense Technology, Defense Contrator (APT15)Nation-StateUK government contractor92 Public AdministrationPolitical-EspionageExploitive Exploitation of Application Server

3/9/2018 $2a$45 Criminal Florida Virtual Learning School (FVLS)61 Educational ServicesFinancial Exploitive Exploitation of Application Server

3/8/2018 AnonymousHacktivist Italian Ministry of Education92 Public AdministrationProtest Exploitive Exploitation of Application Server

3/8/2018 UndeterminedCriminal Former Tennessee Gov. Phil Bredesen's Senate campaign81 Other Services (except Public Administration)Financial Exploitive Exploitation of Application Server,Exploitation of End Hosts

3/8/2018 UndeterminedCriminal Dutch women's handball team71 Arts, Entertainment, and RecreationUndeterminedExploitive Exploitation of Sensors

3/7/2018 UndeterminedCriminal Pinelands Regional School District61 Educational ServicesFinancial Disruptive Data Attack

3/7/2018 UndeterminedCriminal Binance 52 Finance and InsuranceFinancial Exploitive Exploitation of End Hosts

3/6/2018 UndeterminedCriminal Flexible Benefit Service Corporation52 Finance and InsuranceFinancial Exploitive Exploitation of End Hosts

3/5/2018 UndeterminedCriminal Unidentified US Service Provider51 InformationFinancial Disruptive External Denial of Service

3/4/2018 UndeterminedCriminal Emily MacDonagh81 Other Services (except Public Administration)Personal AttackExploitive Exploitation of Application Server

3/4/2018 UndeterminedCriminal Peter Andre 81 Other Services (except Public Administration)Personal AttackExploitive Exploitation of Application Server

3/2/2018 UndeterminedCriminal 160 Applebee's Restaurants72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Sensors

3/2/2018 UndeterminedCriminal St. Peter's Surgery & Endoscopy Center62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

3/2/2018 UndeterminedCriminal ABC Bus Companies, Inc.48 Transportation and WarehousingFinancial Exploitive Exploitation of End Hosts

3/1/2018 UndeterminedCriminal Colorado Department of Transportation (CDOT)92 Public AdministrationFinancial Disruptive Data Attack

3/1/2018 UndeterminedCriminal Hope Hicks 81 Other Services (except Public Administration)Political-EspionageExploitive Exploitation of Application Server

3/1/2018 UndeterminedCriminal NIS America 71 Arts, Entertainment, and RecreationFinancial Exploitive Exploitation of End Hosts

3/1/2018 UndeterminedCriminal Primary Health Care62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

3/1/2018 UndeterminedCriminal Greyhealth Group 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Hosts

3/1/2018 UndeterminedCriminal Scottsboro City Board of Education61 Educational ServicesFinancial Exploitive Exploitation of Application Server

3/1/2018 UndeterminedCriminal Rockdale Independent School District61 Educational ServicesFinancial Exploitive Exploitation of Application Server,Exploitation of End Hosts



3/1/2018 UndeterminedCriminal ASI Constructors, Inc.31 ManufacturingFinancial Exploitive Exploitation of End Hosts

3/1/2018 UndeterminedCriminal FS-ISAC 81 Other Services (except Public Administration)Financial Exploitive Exploitation of End Hosts

2/28/2018 GRU 85th Main Special Service Center (Unit 26165) (FANCYBEAR)Nation-StateInformationsverbund Berlin-Bonn92 Public AdministrationPolitical-EspionageExploitive Exploitation of Application Server,Exploitation of End Hosts

2/28/2018 UndeterminedCriminal GitHub 51 InformationUndeterminedDisruptive External Denial of Service

2/28/2018 UndeterminedCriminal Financial Services Information Sharing and Analysis Center (FS-ISAC)92 Public AdministrationFinancial Exploitive Exploitation of End Hosts

2/27/2018 UndeterminedCriminal Tim Hortons 72 Accommodation and Food ServicesUndeterminedDisruptive Internal Denial of Service

2/27/2018 UndeterminedCriminal FastHealth 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

2/24/2018 UndeterminedCriminal Wallace Community College Selma61 Educational ServicesFinancial Exploitive Exploitation of End Hosts

2/24/2018 UndeterminedCriminal Teesside University61 Educational ServicesFinancial Exploitive Exploitation of Application Server

2/24/2018 AnonymousHacktivist Matteo Salvini Facebook Page81 Other Services (except Public Administration)Protest Disruptive Message Manipulation

2/23/2018 UndeterminedCriminal About one dozen Connecticut government agencies92 Public AdministrationFinancial Disruptive Data Attack

2/22/2018 UndeterminedCriminal The Los Angeles Philharmonic71 Arts, Entertainment, and RecreationFinancial Exploitive Exploitation of Application Server

2/22/2018 UndeterminedCriminal University of Alaska61 Educational ServicesUndeterminedDisruptive External Denial of Service

2/22/2018 UndeterminedCriminal Spy Master Pro 51 InformationUndeterminedExploitive Exploitation of Application Server

2/22/2018 UndeterminedCriminal Mobistealth 51 InformationUndeterminedExploitive Exploitation of Application Server

2/22/2018 UndeterminedCriminal Punjab National Bank (PNB)52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

2/22/2018 LulzSecITAHacktivist Matteo Salvini Blog81 Other Services (except Public Administration)Protest Exploitive Exploitation of Application Server

2/22/2018 UndeterminedCriminal Curtis Lumber 42 Wholesale TradeFinancial Exploitive Exploitation of Application Server

2/21/2018 UndeterminedCriminal University of Virginia Health System (uvahealth.com)62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Hosts

2/21/2018 UndeterminedCriminal ASCD 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Hosts

2/20/2018 UndeterminedCriminal The Colorado Department of Transportation (CDOT)92 Public AdministrationFinancial Disruptive Data Attack

2/20/2018 UndeterminedCriminal HardwareZone (HWZ) Forum website51 InformationFinancial Exploitive Exploitation of Application Server

2/20/2018 UndeterminedCriminal Los Angeles Times51 InformationFinancial Exploitive Exploitation of End Hosts

2/20/2018 UndeterminedCriminal Tesla 31 ManufacturingFinancial Exploitive Exploitation of Application Server

2/19/2018 UndeterminedCriminal Blac Chyna 81 Other Services (except Public Administration)Personal AttackExploitive Exploitation of Application Server

2/18/2018 UndeterminedCriminal India's City Union Bank52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

2/16/2018 UndeterminedCriminal Davidson County 92 Public AdministrationFinancial Disruptive Data Attack

2/16/2018 UndeterminedCriminal Jemison Internal Medicine62 Health Care and Social AssistanceFinancial Disruptive Data Attack

2/16/2018 UndeterminedCriminal Unnamed Russian bank52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

2/16/2018 UndeterminedCriminal White and Bright Family Dental62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

2/16/2018 UndeterminedCriminal Laufer Group International56 Administrative and Support and Waste Management and Remediation ServicesFinancial Exploitive Exploitation of End Hosts

2/16/2018 rmsrf Criminal Roomsurf 72 Accommodation and Food ServicesFinancial Mixed Exploitation of Application Server,Message Manipulation

2/15/2018 UndeterminedCriminal Retina-X Studios 51 InformationProtest Disruptive Data Attack

2/14/2018 UndeterminedCriminal Staybridge Suites Lexington Hotel71 Arts, Entertainment, and RecreationFinancial Exploitive Exploitation of Sensors

2/14/2018 UndeterminedCriminal Atos 51 InformationPolitical-EspionageExploitive Exploitation of Application Server

2/14/2018 UndeterminedCriminal Western Union 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

2/13/2018 UndeterminedCriminal City of Allentown 92 Public AdministrationFinancial Mixed Exploitation of Application Server,Exploitation of End Hosts,External Denial of Service

2/13/2018 UndeterminedCriminal City of Savannah 92 Public AdministrationFinancial Exploitive Exploitation of End Hosts

2/13/2018 UndeterminedCriminal Advertisement screen in London51 InformationFinancial Exploitive Exploitation of End Hosts

2/12/2018 UndeterminedCriminal Idaho Transportation Department (ITD)92 Public AdministrationFinancial Exploitive Exploitation of Application Server

2/12/2018 UndeterminedCriminal Entergy 22 Utilities Financial Exploitive Exploitation of Application Server

2/10/2018 UndeterminedCriminal Newtek Business Services Corp.,51 InformationFinancial Mixed Exploitation of End Hosts,External Denial of Service

2/10/2018 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Nation-StatePyeongchang Winter Olympics92 Public AdministrationSabotage Disruptive External Denial of Service,Data Attack,Physical Attack

2/10/2018 UndeterminedCriminal BitGrail 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

2/8/2018 UndeterminedCriminal Mikaela Hoover 81 Other Services (except Public Administration)Personal AttackExploitive Exploitation of Application Server

2/8/2018 UndeterminedCriminal Decatur County General Hospital62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

2/8/2018 UndeterminedCriminal Undisclosed water utility company22 Utilities Financial Exploitive Exploitation of End Hosts

2/7/2018 UndeterminedCriminal City of Enumclaw 92 Public AdministrationFinancial Exploitive Exploitation of Application Server

2/7/2018 UndeterminedCriminal Smith Dental 62 Health Care and Social AssistanceFinancial Disruptive Data Attack

2/7/2018 UndeterminedCriminal The Sacramento Bee51 InformationFinancial Disruptive Data Attack

2/7/2018 UndeterminedCriminal Swisscom 51 InformationFinancial Exploitive Exploitation of Application Server

2/7/2018 UndeterminedCriminal Business Wire 51 InformationUndeterminedDisruptive External Denial of Service

2/7/2018 UndeterminedCriminal Nova Poshta 99 UndeterminedFinancial Exploitive Exploitation of Application Server

2/6/2018 AnonPlus Hacktivist Province of Milan 92 Public AdministrationProtest Exploitive Exploitation of Application Server

2/6/2018 AnonPlus Hacktivist Italian Democratic Party (PD)92 Public AdministrationUndeterminedExploitive Exploitation of Application Server



2/5/2018 UndeterminedCriminal Waldo County 92 Public AdministrationFinancial Exploitive Exploitation of End Hosts

2/5/2018 UndeterminedCriminal Partners HealthCare System62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

2/5/2018 UndeterminedCriminal University of Northern Colorado61 Educational ServicesFinancial Exploitive Exploitation of Application Server

2/4/2018 UndeterminedCriminal City of Keokuk 92 Public AdministrationFinancial Exploitive Exploitation of Application Server

2/2/2018 UndeterminedCriminal Ron's Pharmacy Services44 Retail TradeFinancial Exploitive Exploitation of Application Server

2/1/2018 UndeterminedCriminal City of Pittsburg, Kansas92 Public AdministrationFinancial Exploitive Exploitation of Application Server

2/1/2018 UndeterminedCriminal City of Batavia 92 Public AdministrationFinancial Exploitive Exploitation of End Hosts

2/1/2018 UndeterminedCriminal Coastal Cape Fear Eye Associates62 Health Care and Social AssistanceFinancial Disruptive Data Attack

2/1/2018 UndeterminedCriminal Purchase Line School District61 Educational ServicesFinancial Exploitive Exploitation of Application Server

2/1/2018 UndeterminedCriminal HORNE LLP 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server,Exploitation of End Hosts

2/1/2018 UndeterminedCriminal Aperio 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

2/1/2018 UndeterminedCriminal Kinetics Systems 31 ManufacturingFinancial Exploitive Exploitation of End Hosts

1/31/2018 UndeterminedCriminal GoGet 48 Transportation and WarehousingFinancial Exploitive Exploitation of Application Server

1/31/2018 UndeterminedCriminal Users participating to the ICO of the Bee Token Crypto Currency52 Finance and InsuranceFinancial Exploitive Exploitation of End Hosts

1/30/2018 UndeterminedCriminal Spartanburg Public Library61 Educational ServicesFinancial Disruptive Data Attack

1/30/2018 UndeterminedCriminal ING 52 Finance and InsuranceSabotage Disruptive External Denial of Service

1/30/2018 UndeterminedCriminal ABN Ambro 52 Finance and InsuranceSabotage Disruptive External Denial of Service

1/29/2018 UndeterminedCriminal Dutch tax authority92 Public AdministrationSabotage Disruptive External Denial of Service

1/29/2018 UndeterminedCriminal DigID 92 Public AdministrationSabotage Disruptive External Denial of Service

1/29/2018 UndeterminedCriminal Chester County School District61 Educational ServicesFinancial Disruptive Data Attack

1/29/2018 UndeterminedCriminal Rabobank 52 Finance and InsuranceSabotage Disruptive External Denial of Service

1/28/2018 UndeterminedCriminal Ontario Progressive Conservative Party81 Other Services (except Public Administration)Financial Disruptive Data Attack

1/28/2018 UndeterminedCriminal Experty 52 Finance and InsuranceFinancial Mixed Message Manipulation,Exploitation of End Hosts

1/27/2018 UndeterminedCriminal ING 52 Finance and InsuranceSabotage Disruptive External Denial of Service

1/27/2018 UndeterminedCriminal ABN Ambro 52 Finance and InsuranceSabotage Disruptive External Denial of Service

1/26/2018 UndeterminedCriminal phpBB 51 InformationFinancial Exploitive Exploitation of End Hosts

1/26/2018 UndeterminedCriminal Coincheck 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server,Exploitation of End Hosts

1/25/2018 Dutch AIVDNation-StateCozy Bear 92 Public AdministrationPolitical-EspionageExploitive Exploitation of Application Server,Exploitation of End Hosts,Exploitation of Sensors

1/24/2018 UndeterminedCriminal Harris County 92 Public AdministrationFinancial Exploitive Exploitation of Application Server

1/23/2018 UndeterminedCriminal 220,000 Malaysian organ donors62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

1/23/2018 UndeterminedCriminal Bell Canada 51 InformationFinancial Exploitive Exploitation of Application Server

1/23/2018 UndeterminedCriminal Metrolinx 48 Transportation and WarehousingUndeterminedExploitive Exploitation of Application Server

1/23/2018 UndeterminedCriminal National Stores, Inc.44 Retail TradeFinancial Exploitive Exploitation of Sensors

1/22/2018 Ayy?ld?z TimHacktivist David Clarke Jr. Twitter Account81 Other Services (except Public Administration)UndeterminedDisruptive Message Manipulation

1/22/2018 UndeterminedCriminal Charissa Thompson81 Other Services (except Public Administration)Personal AttackExploitive Exploitation of Application Server

1/19/2018 UndeterminedCriminal Charlotte Housing Authority92 Public AdministrationFinancial Exploitive Exploitation of End Hosts

1/19/2018 UndeterminedCriminal Westminster Ingleside King Farm Presbyterian Retirement Communities61 Educational ServicesFinancial Exploitive Exploitation of Application Server

1/19/2018 UndeterminedCriminal Electronic Gas Stations22 Utilities Financial Disruptive Data Attack

1/18/2018 UndeterminedCriminal Questar Assessment51 InformationFinancial Exploitive Exploitation of Application Server

1/18/2018 UndeterminedCriminal Allscripts 51 InformationFinancial Disruptive Data Attack

1/18/2018 UndeterminedCriminal Children's Aid Society of Oxford County62 Health Care and Social AssistanceFinancial Disruptive Data Attack

1/18/2018 GhostwriterNation-StateTv3.lt 51 InformationSabotage Disruptive Message Manipulation

1/16/2018 Ayy?ld?z TimHacktivist Eric Bolling (@ericbollingTR) Twitter account81 Other Services (except Public Administration)Protest Disruptive Message Manipulation

1/16/2018 Ayy?ld?z TimHacktivist Greta Van Susteren (@greta) Twitter account81 Other Services (except Public Administration)Protest Disruptive Message Manipulation

1/15/2018 UndeterminedCriminal OnePlus 31 ManufacturingFinancial Exploitive Exploitation of End Hosts

1/14/2018 Ayy?ld?z TimHacktivist Syed Akbaruddin's Twitter Account @AkbaruddinIndia81 Other Services (except Public Administration)Protest Disruptive Message Manipulation

1/14/2018 Ayy?ld?z TimHacktivist Borge Brende's Twitter Account @borgebrende81 Other Services (except Public Administration)UndeterminedDisruptive Message Manipulation

1/13/2018 UndeterminedCriminal New Zealand Football71 Arts, Entertainment, and RecreationUndeterminedDisruptive Message Manipulation

1/13/2018 UndeterminedCriminal BlackWallet 52 Finance and InsuranceFinancial Exploitive Exploitation of Data in Transit

1/12/2018 GRU 85th Main Special Service Center (Unit 26165) (FANCYBEAR)Nation-StateUS Senate 92 Public AdministrationPolitical-EspionageExploitive Exploitation of Application Server

1/12/2018 UndeterminedCriminal Hancock Regional Hospital62 Health Care and Social AssistanceFinancial Disruptive Data Attack

1/12/2018 UndeterminedCriminal Monticello Central Strict District61 Educational ServicesFinancial Exploitive Exploitation of Application Server

1/12/2018 GRU 85th Main Special Service Center (Unit 26165) (FANCYBEAR)Nation-StateInternational Luge Federation81 Other Services (except Public Administration)Political-EspionageExploitive Exploitation of Application Server,Exploitation of End Hosts

1/12/2018 GRU 85th Main Special Service Center (Unit 26165) (FANCYBEAR)Nation-StateInternational Bobsleigh and Skeleton Federation81 Other Services (except Public Administration)Political-EspionageExploitive Exploitation of Application Server,Exploitation of End Hosts

1/12/2018 GRU 85th Main Special Service Center (Unit 26165) (FANCYBEAR)Nation-StateInternational Biathlon Union81 Other Services (except Public Administration)Political-EspionageExploitive Exploitation of Application Server,Exploitation of End Hosts



1/12/2018 GRU 85th Main Special Service Center (Unit 26165) (FANCYBEAR)Nation-StateInternational Ski Federation81 Other Services (except Public Administration)Political-EspionageExploitive Exploitation of Application Server,Exploitation of End Hosts

1/12/2018 GRU 85th Main Special Service Center (Unit 26165) (FANCYBEAR)Nation-StateEuropean Ice Hockey Federation81 Other Services (except Public Administration)Political-EspionageExploitive Exploitation of Application Server,Exploitation of End Hosts

1/11/2018 UndeterminedCriminal Adams Health Network62 Health Care and Social AssistanceFinancial Disruptive Data Attack

1/11/2018 NGB 3rd Technical Surveillance BureauNation-StateBancomext 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

1/10/2018 GRU 85th Main Special Service Center (Unit 26165) (FANCYBEAR)Nation-StateInternational Olympic Committee92 Public AdministrationPolitical-EspionageExploitive Exploitation of Application Server

1/10/2018 GRU 85th Main Special Service Center (Unit 26165) (FANCYBEAR)Nation-StateUnited States Olympic Committee81 Other Services (except Public Administration)Political-EspionageExploitive Exploitation of Application Server

1/8/2018 UndeterminedCriminal Onco360 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

1/8/2018 UndeterminedCriminal Health South-East RHF62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

1/8/2018 UndeterminedCriminal Caremed Specialty Pharmacy62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

1/6/2018 UndeterminedCriminal Florida's Agency for Health Care Administration (FAHCA)62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

1/6/2018 UndeterminedCriminal BlackBerry Mobile Site51 InformationFinancial Exploitive Exploitation of End Hosts

1/5/2018 UndeterminedCriminal Oklahoma State University Center for Health Sciences (OSUCHS)62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

1/5/2018 The Dark OverlordCriminal Columbia Falls School District Number 661 Educational ServicesFinancial Exploitive Exploitation of Application Server

1/5/2018 UndeterminedCriminal Reddit 51 InformationFinancial Exploitive Exploitation of Application Server

1/5/2018 UndeterminedCriminal Beautyblender 44 Retail TradeFinancial Exploitive Exploitation of End Hosts

1/4/2018 UndeterminedCriminal City of Belle Fourche92 Public AdministrationFinancial Disruptive Data Attack

1/4/2018 UndeterminedCriminal Goldjoy 71 Arts, Entertainment, and RecreationFinancial Exploitive Exploitation of Application Server

1/3/2018 UndeterminedCriminal Big Line Holiday 71 Arts, Entertainment, and RecreationFinancial Exploitive Exploitation of Application Server

1/3/2018 UndeterminedCriminal City of Farmington62 Health Care and Social AssistanceFinancial Disruptive Data Attack

1/2/2018 @0x55TaylorCriminal thefly.com 51 InformationFinancial Exploitive Exploitation of Application Server

1/1/2018 UndeterminedCriminal Faye Brookes 81 Other Services (except Public Administration)Personal AttackExploitive Exploitation of End Hosts

1/1/2018 UndeterminedCriminal Rockingham County Schools61 Educational ServicesFinancial Disruptive Data Attack

12/31/2017 AnonymousHacktivist Correggio Speed Cameras database92 Public AdministrationUndeterminedMixed Data Attack,Exploitation of Application Server

12/29/2017 UndeterminedCriminal Miracle-Ear 44 Retail TradeFinancial Exploitive Exploitation of Application Server

12/28/2017 UndeterminedCriminal Jones Memorial Hospital62 Health Care and Social AssistanceFinancial Disruptive Data Attack

12/28/2017 UndeterminedCriminal Exmo 52 Finance and InsuranceFinancial Disruptive External Denial of Service

12/28/2017 UndeterminedCriminal John McAfee Twitter Account (@officialmcafee)81 Other Services (except Public Administration)Financial Mixed Message Manipulation,Exploitation of Data in Transit

12/27/2017 UndeterminedCriminal Longs Peak Family Practice62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

12/27/2017 UndeterminedCriminal hounddawgs.org 51 InformationUndeterminedExploitive Exploitation of Application Server

12/26/2017 UndeterminedCriminal Offset iCloud account81 Other Services (except Public Administration)Personal AttackExploitive Exploitation of Application Server

12/23/2017 UndeterminedCriminal Veyna & Forschino54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

12/22/2017 UndeterminedCriminal Colorado Mental Health Institute62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Hosts

12/22/2017 UndeterminedCriminal Jason's Deli 72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Sensors

12/21/2017 UndeterminedCriminal WWE Diva Paige 81 Other Services (except Public Administration)Personal AttackExploitive Exploitation of Application Server

12/21/2017 UndeterminedCriminal Globex 52 Finance and InsuranceFinancial Exploitive Exploitation of Data in Transit

12/21/2017 UndeterminedCriminal Nissan Canada Finance31 ManufacturingFinancial Exploitive Exploitation of Application Server

12/20/2017 UndeterminedCriminal EtherDelta 52 Finance and InsuranceFinancial Mixed Message Manipulation,Exploitation of End Hosts

12/19/2017 UndeterminedCriminal Medhost 62 Health Care and Social AssistanceFinancial Disruptive Message Manipulation

12/19/2017 UndeterminedCriminal Youbit 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

12/17/2017 UndeterminedCriminal Bitfinex 52 Finance and InsuranceUndeterminedDisruptive External Denial of Service

12/15/2017 UndeterminedCriminal Texas Department of Agriculture92 Public AdministrationFinancial Exploitive Exploitation of End Hosts

12/15/2017 NGB 3rd Technical Surveillance BureauNation-StateBitcoin Insiders in London52 Finance and InsuranceFinancial Exploitive Exploitation of End Hosts

12/15/2017 UndeterminedCriminal Transneft 48 Transportation and WarehousingFinancial Exploitive Exploitation of End Hosts

12/15/2017 UndeterminedCriminal Stanislaus County's Mental Health Department92 Public AdministrationFinancial Disruptive Data Attack

12/14/2017 UndeterminedCriminal John Kahlbetzer 81 Other Services (except Public Administration)Financial Exploitive Exploitation of End Hosts

12/14/2017 UndeterminedCriminal Proctor School District61 Educational ServicesFinancial Disruptive Data Attack

12/14/2017 Central Scientific Institute of Chemistry and MechanicsNation-StatePetro Rabigh 21 Mining, Quarrying, and Oil and Gas ExtractionSabotage Disruptive Physical Attack

12/14/2017 UndeterminedCriminal Fox-IT 51 InformationUndeterminedExploitive Exploitation of Data in Transit

12/13/2017 UndeterminedCriminal Anderson Cooper's Twitter account (@andersoncooper)81 Other Services (except Public Administration)UndeterminedDisruptive Message Manipulation

12/13/2017 UndeterminedCriminal Osaka University 61 Educational ServicesFinancial Exploitive Exploitation of Application Server

12/12/2017 UndeterminedCriminal Midland Memorial Hospital62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

12/12/2017 UndeterminedCriminal Bitfinex 52 Finance and InsuranceUndeterminedDisruptive External Denial of Service

12/11/2017 UndeterminedCriminal Rose McGowan 81 Other Services (except Public Administration)Personal AttackExploitive Exploitation of Application Server

12/11/2017 UndeterminedCriminal Jerome School District61 Educational ServicesFinancial Disruptive External Denial of Service,Data Attack

12/11/2017 UndeterminedCriminal Pinterest 51 InformationFinancial Exploitive Exploitation of Application Server



12/11/2017 UndeterminedCriminal National Capital Poison Center81 Other Services (except Public Administration)Financial Disruptive Data Attack

12/10/2017 Le Duc Hoang HaiCriminal Perth Airport 48 Transportation and WarehousingUndeterminedExploitive Exploitation of Application Server

12/10/2017 UndeterminedCriminal Jeffree Star 81 Other Services (except Public Administration)Financial Exploitive Exploitation of Application Server

12/8/2017 UndeterminedCriminal Road Sign near North Central Expressway in Dallas92 Public AdministrationProtest Disruptive Message Manipulation

12/8/2017 AnonymousHacktivist Israel 92 Public AdministrationProtest Exploitive Exploitation of Application Server

12/7/2017 UndeterminedCriminal Village of Nashotah92 Public AdministrationFinancial Disruptive Data Attack

12/7/2017 UndeterminedCriminal Sinai Health System62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

12/7/2017 UndeterminedCriminal Clarion University 61 Educational ServicesFinancial Exploitive Exploitation of Application Server

12/6/2017 UndeterminedCriminal Henry Ford Health System62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

12/6/2017 UndeterminedCriminal Royal National Institute for the Blind (RNIB)62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

12/6/2017 UndeterminedCriminal NiceHash 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

12/6/2017 UndeterminedCriminal Oromia Media Network51 InformationPolitical-EspionageExploitive Exploitation of End Hosts

12/5/2017 Dfrank Criminal Netshoes 44 Retail TradeFinancial Exploitive Exploitation of Application Server

12/5/2017 UndeterminedCriminal Colorado Center for Reproductive Medicine Minneapolis62 Health Care and Social AssistanceFinancial Disruptive Data Attack

12/5/2017 UndeterminedCriminal Baptist Health Louisville62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

12/5/2017 UndeterminedCriminal Warwick Rowers 81 Other Services (except Public Administration)UndeterminedDisruptive External Denial of Service

12/4/2017 UndeterminedCriminal WWE wrestler Maria Kanellis81 Other Services (except Public Administration)Personal AttackExploitive Exploitation of Application Server

12/4/2017 UndeterminedCriminal Mecklenburg County92 Public AdministrationFinancial Disruptive Data Attack

12/4/2017 UndeterminedCriminal Mad River Township Fire and EMS station92 Public AdministrationFinancial Disruptive Data Attack

12/2/2017 AnonymousHacktivist Brazil 92 Public AdministrationProtest Exploitive Exploitation of Application Server

12/1/2017 UndeterminedCriminal Tenafly High School61 Educational ServicesUndeterminedDisruptive Message Manipulation,Data Attack

12/1/2017 UndeterminedCriminal TIO Networks 56 Administrative and Support and Waste Management and Remediation ServicesFinancial Exploitive Exploitation of Application Server

11/30/2017 UndeterminedCriminal Union Hill School District61 Educational ServicesFinancial Disruptive Data Attack

11/30/2017 UndeterminedCriminal Union Grove School District61 Educational ServicesFinancial Disruptive Data Attack

11/30/2017 UndeterminedCriminal Karnack School District61 Educational ServicesFinancial Disruptive Data Attack

11/30/2017 UndeterminedCriminal Harrison County Juvenile Services61 Educational ServicesFinancial Disruptive Data Attack

11/30/2017 UndeterminedCriminal Harleton School District61 Educational ServicesFinancial Disruptive Data Attack

11/30/2017 UndeterminedCriminal Gladewater School District61 Educational ServicesFinancial Disruptive Data Attack

11/30/2017 UndeterminedCriminal Gilmer School District61 Educational ServicesFinancial Disruptive Data Attack

11/30/2017 UndeterminedCriminal New Diana School District61 Educational ServicesFinancial Disruptive Data Attack

11/30/2017 UndeterminedCriminal Ore City School District61 Educational ServicesFinancial Disruptive Data Attack

11/27/2017 UndeterminedCriminal Bulletproof Coffee 31 ManufacturingFinancial Exploitive Exploitation of End Hosts

11/27/2017 Ministry of State Security's (MSS) Guangdong State Security Department (GSSD) (APT3)Nation-StateTrimble 99 UndeterminedIndustrial-EspionageExploitive Exploitation of Application Server

11/27/2017 Ministry of State Security's (MSS) Guangdong State Security Department (GSSD) (APT3)Nation-StateSiemens 31 ManufacturingIndustrial-EspionageExploitive Exploitation of Application Server

11/27/2017 Ministry of State Security's (MSS) Guangdong State Security Department (GSSD) (APT3)Nation-StateMoody's Analytics 56 Administrative and Support and Waste Management and Remediation ServicesIndustrial-EspionageExploitive Exploitation of Application Server,Exploitation of Data in Transit

11/23/2017 UndeterminedCriminal Imgur 51 InformationFinancial Exploitive Exploitation of Application Server

11/22/2017 UndeterminedCriminal Single individual's Bitcoin wallet81 Other Services (except Public Administration)Financial Exploitive Exploitation of Application Server

11/22/2017 UndeterminedCriminal YMCA of Central Florida81 Other Services (except Public Administration)Financial Exploitive Exploitation of Application Server

11/22/2017 UndeterminedCriminal Loake Shoes 44 Retail TradeFinancial Exploitive Exploitation of Application Server

11/22/2017 UndeterminedCriminal CoinPouch 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

11/22/2017 UndeterminedCriminal Bitcoin Gold 52 Finance and InsuranceFinancial Exploitive Exploitation of End Hosts

11/21/2017 UndeterminedCriminal Uber 48 Transportation and WarehousingFinancial Exploitive Exploitation of Application Server

11/19/2017 UndeterminedCriminal Sacramento Regional Transit system48 Transportation and WarehousingFinancial Disruptive Message Manipulation,Data Attack

11/19/2017 UndeterminedCriminal Tether 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

11/18/2017 UndeterminedCriminal Melbourne International Shooting Club71 Arts, Entertainment, and RecreationFinancial Exploitive Exploitation of Application Server

11/18/2017 UndeterminedCriminal Xinmin Secondary School61 Educational ServicesFinancial Exploitive Exploitation of Application Server

11/18/2017 DaeshgramHacktivist Islamic State 81 Other Services (except Public Administration)Sabotage Disruptive Message Manipulation

11/17/2017 UndeterminedCriminal Medical College of Wisconsin61 Educational ServicesFinancial Exploitive Exploitation of Application Server

11/17/2017 UndeterminedCriminal Montgomery County, IL92 Public AdministrationUndeterminedDisruptive External Denial of Service

11/17/2017 UndeterminedCriminal Algerie Telecom 51 InformationUndeterminedDisruptive External Denial of Service

11/16/2017 UndeterminedCriminal Cash Converters 99 UndeterminedFinancial Exploitive Exploitation of Application Server

11/15/2017 UndeterminedCriminal UPMC Susquehanna62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

11/15/2017 UndeterminedCriminal J. Sterling Morton school district61 Educational ServicesFinancial Disruptive Data Attack

11/14/2017 UndeterminedCriminal Jewson 42 Wholesale TradeFinancial Exploitive Exploitation of Application Server

11/14/2017 UndeterminedCriminal Forever 21 44 Retail TradeFinancial Exploitive Exploitation of Sensors



11/13/2017 UndeterminedCriminal McAfee ClickProtect51 InformationFinancial Exploitive Exploitation of End Hosts

11/11/2017 AnonymousHacktivist Italian government92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

11/10/2017 UndeterminedCriminal Mix Megapol 51 InformationUndeterminedDisruptive Message Manipulation

11/9/2017 UndeterminedCriminal North Korean Radio station on 6400kHz51 InformationUndeterminedDisruptive Message Manipulation

11/8/2017 UndeterminedCriminal City of Spring Hill, Tennessee92 Public AdministrationFinancial Disruptive Data Attack

11/8/2017 Team System DZHacktivist Prince Albert Police homepage92 Public AdministrationUndeterminedDisruptive Message Manipulation

11/6/2017 UndeterminedCriminal Sia 81 Other Services (except Public Administration)Financial Exploitive Exploitation of End Hosts

11/6/2017 UndeterminedCriminal Golden Optometric62 Health Care and Social AssistanceFinancial Disruptive Data Attack

11/6/2017 Team System DZHacktivist SchoolDesk 61 Educational ServicesUndeterminedDisruptive Message Manipulation

11/6/2017 UndeterminedCriminal Electroneum 52 Finance and InsuranceFinancial Disruptive External Denial of Service

11/5/2017 UndeterminedCriminal WWE Diva Paige 81 Other Services (except Public Administration)Personal AttackExploitive Exploitation of Application Server

11/5/2017 UndeterminedCriminal Maria Kanellis 81 Other Services (except Public Administration)Personal AttackExploitive Exploitation of Application Server

11/5/2017 UndeterminedCriminal Joseann 'JoJo' Offerman81 Other Services (except Public Administration)Personal AttackExploitive Exploitation of Application Server

11/4/2017 UndeterminedCriminal Crunchyroll.com 71 Arts, Entertainment, and RecreationFinancial Exploitive Exploitation of End Hosts,Exploitation of Data in Transit

11/4/2017 UndeterminedCriminal NIC Asia Bank 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

11/2/2017 Akincila Hacktivist Asia Times 51 InformationProtest Disruptive Message Manipulation

11/2/2017 UndeterminedCriminal Verticalscope 51 InformationFinancial Exploitive Exploitation of Application Server

11/2/2017 Akincila Hacktivist The Times of Israel51 InformationProtest Disruptive Message Manipulation

11/1/2017 UndeterminedCriminal University of Fraser Valley (UFV)61 Educational ServicesFinancial Exploitive Exploitation of Application Server

11/1/2017 UndeterminedCriminal Hetzner 51 InformationFinancial Exploitive Exploitation of Application Server

11/1/2017 UndeterminedCriminal Clarkson Plc 48 Transportation and WarehousingFinancial Exploitive Exploitation of Application Server

11/1/2017 UndeterminedCriminal Family and Children's Services of Lanark, Leeds and Grenville62 Health Care and Social AssistanceFinancial Disruptive Data Attack

10/31/2017 UndeterminedCriminal Daewoo Shipbuilding & Marine Engineering Co Ltd31 ManufacturingIndustrial-EspionageExploitive Exploitation of Application Server

10/30/2017 The Dark OverlordCriminal Line 204 71 Arts, Entertainment, and RecreationFinancial Exploitive Exploitation of Application Server

10/27/2017 UndeterminedCriminal T-Mobile 51 InformationFinancial Exploitive Exploitation of End Hosts

10/27/2017 UndeterminedCriminal Midland County 92 Public AdministrationFinancial Exploitive Exploitation of Application Server

10/27/2017 UndeterminedCriminal Catholic Charities 81 Other Services (except Public Administration)Financial Exploitive Exploitation of Application Server

10/26/2017 n3tr1x; str0ngUndeterminedblog.jquery.com 51 InformationUndeterminedDisruptive Message Manipulation

10/25/2017 UndeterminedCriminal Gemalto 54 Professional, Scientific, and Technical ServicesFinancial Mixed Exploitation of Application Server,Exploitation of Network Infrastructure,Internal Denial of Service

10/25/2017 UndeterminedCriminal Aviva 52 Finance and InsuranceFinancial Mixed Exploitation of Application Server,Exploitation of Network Infrastructure,Internal Denial of Service

10/25/2017 Cru3lty Criminal Tarte Cosmetics 44 Retail TradeFinancial Mixed Data Attack,Exploitation of Application Server

10/24/2017 UndeterminedCriminal Dell 31 ManufacturingFinancial Exploitive Exploitation of End Hosts

10/24/2017 UndeterminedCriminal Appleby 54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server

10/24/2017 GRU 85th Main Special Service Center (Unit 26165) (FANCYBEAR)Nation-StateMinistry of Infrastructure of Ukraine92 Public AdministrationSabotage Disruptive Data Attack

10/24/2017 GRU 85th Main Special Service Center (Unit 26165) (FANCYBEAR)Nation-StateOdesa International Airport48 Transportation and WarehousingSabotage Disruptive Data Attack

10/24/2017 GRU 85th Main Special Service Center (Unit 26165) (FANCYBEAR)Nation-StateKyiv Metro 48 Transportation and WarehousingSabotage Disruptive Data Attack

10/24/2017 GRU 85th Main Special Service Center (Unit 26165) (FANCYBEAR)Nation-StateFontanka 51 InformationUndeterminedDisruptive Data Attack

10/24/2017 GRU 85th Main Special Service Center (Unit 26165) (FANCYBEAR)Nation-StateInterfax 51 InformationUndeterminedDisruptive Data Attack

10/24/2017 Mat AKA @0xScriptsCriminal Basetools.ws 51 InformationFinancial Exploitive Exploitation of Application Server

10/23/2017 UndeterminedCriminal Coinhive.com 51 InformationFinancial Exploitive Exploitation of Application Server

10/21/2017 AnonymousHacktivist Telitec 51 InformationProtest Disruptive External Denial of Service

10/21/2017 AnonymousHacktivist Flexinet 51 InformationProtest Disruptive External Denial of Service

10/21/2017 AnonymousHacktivist Banca March 52 Finance and InsuranceProtest Disruptive External Denial of Service

10/21/2017 AnonymousHacktivist Francisco Franco Foundation81 Other Services (except Public Administration)Protest Disruptive External Denial of Service

10/21/2017 AnonymousHacktivist Spanish Constitutional Court92 Public AdministrationProtest Disruptive External Denial of Service

10/21/2017 UndeterminedCriminal Czech Statistical Office (CSU)92 Public AdministrationUndeterminedDisruptive External Denial of Service

10/20/2017 UndeterminedCriminal FirstHealth 62 Health Care and Social AssistanceFinancial Disruptive Data Attack

10/19/2017 UndeterminedCriminal Domino's Pizza 72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Application Server

10/18/2017 UndeterminedCriminal Griffin Funeral Home81 Other Services (except Public Administration)Financial Exploitive Exploitation of Application Server

10/17/2017 The Dark OverlordCriminal London Bridge Plastic Surgery (LBPS)62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

10/17/2017 UndeterminedCriminal Chase Brexton Health Care62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

10/17/2017 Wild NeutronUndeterminedMicrosoft 51 InformationUndeterminedExploitive Exploitation of Application Server

10/16/2017 UndeterminedCriminal We Heart It 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

10/16/2017 UndeterminedCriminal Bithumb 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

10/15/2017 UndeterminedCriminal Pizza Hut 72 Accommodation and Food ServicesFinancial Exploitive Exploitation of End Hosts



10/13/2017 UndeterminedCriminal Politifact 51 InformationFinancial Exploitive Exploitation of End Hosts

10/12/2017 UndeterminedCriminal Public Transport Operator VÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¤sttrafik92 Public AdministrationUndeterminedDisruptive External Denial of Service

10/12/2017 UndeterminedCriminal Sweden Transport Agency (Transportstyrelsen)92 Public AdministrationUndeterminedDisruptive External Denial of Service

10/12/2017 UndeterminedCriminal Hyatt Hotels Corp.72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Sensors

10/12/2017 UndeterminedCriminal Equifax 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of End Hosts

10/11/2017 UndeterminedCriminal Sweden Transport Administration (Trafikverket)92 Public AdministrationUndeterminedDisruptive External Denial of Service

10/11/2017 ALF UndeterminedAustralian Signals Directorate (ASD)92 Public AdministrationIndustrial-EspionageExploitive Exploitation of Application Server

10/11/2017 UndeterminedCriminal Victory Phones 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

10/10/2017 UndeterminedCriminal Rivermend Health 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

10/10/2017 Israel Nation-StateKaspersky Lab 54 Professional, Scientific, and Technical ServicesPolitical-EspionageExploitive Exploitation of Application Server,Exploitation of End Hosts

10/10/2017 UndeterminedCriminal Musgrave Group 44 Retail TradeFinancial Exploitive Exploitation of Application Server

10/10/2017 UndeterminedCriminal U.S. Electric Power Companies22 Utilities Sabotage Exploitive Exploitation of Application Server,Exploitation of End Hosts

10/9/2017 NGB 3rd Technical Surveillance BureauNation-StateFar Eastern International Bank52 Finance and InsuranceFinancial Exploitive Exploitation of Data in Transit

10/6/2017 UndeterminedCriminal Forrester Research54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

10/6/2017 UndeterminedCriminal Disqus 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

10/5/2017 UndeterminedCriminal National Security Agency92 Public AdministrationPolitical-EspionageExploitive Exploitation of End Hosts

10/5/2017 UndeterminedCriminal Movimento 5 Stelle81 Other Services (except Public Administration)UndeterminedDisruptive External Denial of Service

10/5/2017 UndeterminedCriminal John Kelly's personal cellphone81 Other Services (except Public Administration)Political-EspionageExploitive Exploitation of End Hosts

10/4/2017 UndeterminedCriminal 4,000 NATO soldiers92 Public AdministrationPolitical-EspionageExploitive Exploitation of End Hosts

10/4/2017 The Dark OverlordCriminal Austin Manual Therapy Associates62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

10/1/2017 UndeterminedCriminal OKEx 52 Finance and InsuranceFinancial Exploitive Exploitation of End Hosts

10/1/2017 UndeterminedCriminal Etherparty.io 52 Finance and InsuranceFinancial Mixed Message Manipulation,Exploitation of End Hosts

9/30/2017 UndeterminedCriminal national-lottery.co.uk92 Public AdministrationUndeterminedDisruptive External Denial of Service

9/30/2017 UndeterminedCriminal General Confederation of Italian Industry81 Other Services (except Public Administration)Financial Exploitive Exploitation of Application Server

9/30/2017 UndeterminedCriminal R6DB 71 Arts, Entertainment, and RecreationFinancial Disruptive Data Attack

9/30/2017 US Cyber CommandNation-StateNorth Korea's Reconaissance General Bureau92 Public AdministrationSabotage Disruptive External Denial of Service

9/29/2017 UndeterminedCriminal Saudi Arabia's General Entertainment Authority (GEA)92 Public AdministrationUndeterminedDisruptive External Denial of Service

9/29/2017 UndeterminedCriminal San Ysidro School District61 Educational ServicesFinancial Disruptive Data Attack

9/28/2017 UndeterminedCriminal Toms River Police Department92 Public AdministrationFinancial Exploitive Exploitation of Application Server

9/28/2017 Aslan Neferler TimHacktivist Danish Ministry Foreign Affairs92 Public AdministrationProtest Disruptive External Denial of Service

9/28/2017 UndeterminedCriminal Whole Foods Market44 Retail TradeFinancial Exploitive Exploitation of Sensors

9/28/2017 Aslan Neferler TimHacktivist Danish Ministry of Immigration92 Public AdministrationProtest Disruptive External Denial of Service

9/28/2017 UndeterminedCriminal International Security and Arms Control Department, Ministry of Foreign Affairs92 Public AdministrationPolitical-EspionageExploitive Exploitation of End Hosts

9/28/2017 UndeterminedCriminal State Border Committee of the Republic of Belarus92 Public AdministrationPolitical-EspionageExploitive Exploitation of End Hosts

9/28/2017 UndeterminedCriminal Minsk Operational Administration of the Armed Forces92 Public AdministrationPolitical-EspionageExploitive Exploitation of End Hosts

9/28/2017 UndeterminedCriminal Ministry of Defense of the Republic of Belarus92 Public AdministrationPolitical-EspionageExploitive Exploitation of End Hosts

9/28/2017 UndeterminedCriminal Baranovichi Operational Management of the Armed Forces92 Public AdministrationPolitical-EspionageExploitive Exploitation of End Hosts

9/28/2017 UndeterminedCriminal Press Service of the Ministry of Defense of the Republic of Belarus92 Public AdministrationPolitical-EspionageExploitive Exploitation of End Hosts

9/27/2017 UndeterminedCriminal Free Press Fight For the Future81 Other Services (except Public Administration)Political-EspionageExploitive Exploitation of End Hosts

9/27/2017 UndeterminedCriminal Arkansas Oral & Facial Surgery Center62 Health Care and Social AssistanceFinancial Disruptive Data Attack

9/26/2017 UndeterminedCriminal Sonic Drive-In 72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Sensors

9/26/2017 The Dark OverlordCriminal Auburn Eye Care Associates62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

9/25/2017 UndeterminedCriminal showtimeanytime.com51 InformationUndeterminedMixed Exploitation of End Hosts,Internal Denial of Service

9/25/2017 UndeterminedCriminal showtime.com 51 InformationUndeterminedMixed Exploitation of End Hosts,Internal Denial of Service

9/25/2017 UndeterminedCriminal Deloitte 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

9/23/2017 The Dark OverlordCriminal SMART Physical Therapy62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

9/21/2017 The Dark OverlordCriminal Columbia Falls High School61 Educational ServicesFinancial Exploitive Exploitation of Application Server,Exploitation of End Hosts

9/20/2017 UndeterminedCriminal U.S. Securities and Exchange Commission92 Public AdministrationFinancial Exploitive Exploitation of Application Server

9/19/2017 UndeterminedCriminal The Irish National Teachers Organisation (INTO)81 Other Services (except Public Administration)Financial Exploitive Exploitation of Application Server

9/18/2017 UndeterminedCriminal Augusta Medical Center62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

9/17/2017 UndeterminedCriminal Unidentified public organisation in Singapore92 Public AdministrationPolitical-EspionageExploitive Exploitation of End Hosts

9/17/2017 UndeterminedCriminal UAE government 92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

9/15/2017 FSB 18thÃƒÂ‚Ã‚Â Center for Information Security (Berserk Bear)Nation-StateSwiss Federal Department of Defense, Civil Protection and Sports92 Public AdministrationPolitical-EspionageExploitive Exploitation of Application Server

9/15/2017 UndeterminedCriminal Morehead Memorial Hospital62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

9/15/2017 OurMine Hobbyist Vevo 54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server



9/12/2017 UndeterminedCriminal Litebit 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

9/10/2017 UndeterminedCriminal Road Sign in Modesto92 Public AdministrationUndeterminedDisruptive Message Manipulation

9/9/2017 UndeterminedCriminal Children's Hospital Colorado62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

9/8/2017 UndeterminedCriminal Schuyler County Sheriff's Department92 Public AdministrationUndeterminedDisruptive External Denial of Service

9/7/2017 UndeterminedCriminal Tettegouche State Park71 Arts, Entertainment, and RecreationFinancial Exploitive Exploitation of Sensors

9/7/2017 The Dark OverlordCriminal Adult Internal Medicine of North Scottsdale62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

9/7/2017 UndeterminedCriminal AXA Insurance 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

9/6/2017 UndeterminedCriminal Catholic United Financial52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

9/6/2017 GhostwriterNation-Statelzinios.lt 51 InformationSabotage Disruptive Message Manipulation

9/5/2017 UndeterminedCriminal Community Memorial Health System62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

9/5/2017 UndeterminedCriminal West Australian TAFE61 Educational ServicesFinancial Exploitive Exploitation of Application Server

9/5/2017 UndeterminedCriminal cpjobs.com 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

9/4/2017 UndeterminedCriminal Julia Kloeckner Website81 Other Services (except Public Administration)Sabotage Exploitive Exploitation of Application Server

9/4/2017 UndeterminedCriminal Taringa 51 InformationFinancial Exploitive Exploitation of Application Server

9/4/2017 UndeterminedCriminal Verrit 51 InformationUndeterminedDisruptive External Denial of Service

9/2/2017 UndeterminedCriminal Canoe.ca 51 InformationFinancial Exploitive Exploitation of Application Server

9/1/2017 UndeterminedCriminal Google 51 InformationUndeterminedDisruptive External Denial of Service

9/1/2017 UndeterminedCriminal Alaska Department of Health and Social Services (dhss.alaska.gov)92 Public AdministrationFinancial Exploitive Exploitation of End Hosts

9/1/2017 The Dark OverlordCriminal Hand Rehabilitation Specialists62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

9/1/2017 UndeterminedCriminal TrueStresser 54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server

9/1/2017 UndeterminedCriminal Purdue University Pharmacy62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Hosts

8/31/2017 UndeterminedCriminal Central German state of Saxony-Anhalt92 Public AdministrationUndeterminedDisruptive Data Attack

8/31/2017 OurMine Hobbyist WikiLeaks 81 Other Services (except Public Administration)UndeterminedDisruptive Message Manipulation

8/31/2017 UndeterminedCriminal Medical Oncology Hematology Consultants62 Health Care and Social AssistanceFinancial Disruptive Data Attack

8/31/2017 UndeterminedCriminal Instagram 51 InformationFinancial Exploitive Exploitation of Application Server

8/31/2017 UndeterminedCriminal Free Online File Converter54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

8/30/2017 UndeterminedCriminal dms[.]nwcg[.]gov 92 Public AdministrationFinancial Disruptive Data Attack

8/30/2017 UndeterminedCriminal Kaleida Health 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

8/29/2017 UndeterminedCriminal NHS Lanarkshire 62 Health Care and Social AssistanceFinancial Disruptive Data Attack

8/29/2017 UndeterminedCriminal The Young Illustrator Award site administered by Meridian Secondary School61 Educational ServicesUndeterminedExploitive Exploitation of Application Server

8/29/2017 UndeterminedCriminal CeX 44 Retail TradeFinancial Exploitive Exploitation of Application Server

8/28/2017 UndeterminedCriminal Selena Gomez Instagram account81 Other Services (except Public Administration)Personal AttackDisruptive Message Manipulation

8/28/2017 OurMine Hobbyist Real Madrid Twitter Account71 Arts, Entertainment, and RecreationUndeterminedDisruptive Message Manipulation

8/28/2017 UndeterminedCriminal Zazzle 44 Retail TradeFinancial Exploitive Exploitation of Application Server

8/25/2017 UndeterminedCriminal DreamHost 51 InformationProtest Disruptive External Denial of Service

8/25/2017 UndeterminedCriminal HIDS4U 44 Retail TradeFinancial Exploitive Exploitation of Application Server

8/24/2017 UndeterminedCriminal Unnamed Bitcoin exchange in South Korea52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

8/23/2017 OurMine Hobbyist FC Barcelona Facebook account71 Arts, Entertainment, and RecreationUndeterminedDisruptive Message Manipulation

8/23/2017 UndeterminedCriminal Crystal Finance Millennium54 Professional, Scientific, and Technical ServicesUndeterminedDisruptive Data Attack

8/23/2017 OurMine Hobbyist FC Barcelona Twitter account71 Arts, Entertainment, and RecreationUndeterminedDisruptive Message Manipulation

8/23/2017 UndeterminedCriminal MacEwan University61 Educational ServicesFinancial Mixed Exploitation of Application Server,Message Manipulation

8/22/2017 UndeterminedCriminal Loopia 51 InformationFinancial Exploitive Exploitation of Application Server

8/21/2017 UndeterminedCriminal LG 31 ManufacturingFinancial Disruptive Data Attack

8/21/2017 UndeterminedCriminal Sinopec's Shengli Oilfield21 Mining, Quarrying, and Oil and Gas ExtractionFinancial Disruptive Data Attack

8/21/2017 OurMine Hobbyist Official PlayStation Facebook account51 InformationUndeterminedMixed Exploitation of Application Server,Message Manipulation

8/21/2017 UndeterminedCriminal Enigma Blockchain Project52 Finance and InsuranceFinancial Mixed Exploitation of Application Server,Message Manipulation

8/21/2017 UndeterminedCriminal Official PlayStation Twitter account51 InformationUndeterminedMixed Exploitation of Application Server,Message Manipulation

8/19/2017 UndeterminedCriminal Pacific Alliance Medical Center62 Health Care and Social AssistanceFinancial Disruptive Data Attack

8/19/2017 UndeterminedCriminal Bittrex 52 Finance and InsuranceFinancial Mixed Exploitation of Application Server,Message Manipulation,Exploitation of End Hosts

8/18/2017 AnonymousHacktivist 22 GOP Senators 92 Public AdministrationProtest Exploitive Exploitation of Application Server

8/18/2017 AnonymousHacktivist National Health Service62 Health Care and Social AssistanceProtest Exploitive Exploitation of Application Server

8/17/2017 OurMine Hobbyist "Girls" Twitter account51 InformationFinancial Disruptive Message Manipulation

8/17/2017 OurMine Hobbyist "Game of Thrones" Twitter account51 InformationFinancial Disruptive Message Manipulation

8/17/2017 UndeterminedCriminal OSHA (Occupational Safety and Health Administration)92 Public AdministrationFinancial Exploitive Exploitation of Application Server

8/17/2017 OurMine Hobbyist HBO Twitter account51 InformationFinancial Disruptive Message Manipulation



8/15/2017 UndeterminedCriminal Scottish Parliament92 Public AdministrationUndeterminedExploitive Exploitation of End Hosts

8/15/2017 UndeterminedCriminal Blizzard Entertainment71 Arts, Entertainment, and RecreationUndeterminedDisruptive External Denial of Service

8/14/2017 UndeterminedCriminal Namaste Health Care62 Health Care and Social AssistanceFinancial Disruptive Data Attack

8/14/2017 31337 UndeterminedFireEye 54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server

8/12/2017 AnonymousHacktivist Official website of Charlottesville92 Public AdministrationProtest Disruptive External Denial of Service

8/9/2017 UndeterminedCriminal Kenya Electoral Commission IT System92 Public AdministrationUndeterminedDisruptive Message Manipulation

8/8/2017 UndeterminedCriminal Three major banks in Hungary52 Finance and InsuranceFinancial Exploitive Exploitation of End Hosts

8/7/2017 Turkish hackersUndeterminedCivil Service Council of Armenia92 Public AdministrationUndeterminedDisruptive External Denial of Service

8/7/2017 The Binary GuardiansHacktivist National Assembly of Venezuela website92 Public AdministrationProtest Disruptive Message Manipulation

8/7/2017 The Binary GuardiansHacktivist Supreme Tribunal of Justice of Venezuela website92 Public AdministrationProtest Disruptive Message Manipulation

8/7/2017 UndeterminedCriminal Ukrposhta (Ukraine National Postal Service)92 Public AdministrationUndeterminedDisruptive External Denial of Service

8/7/2017 Turkish hackersUndeterminedDevelopment Foundation of Armenia92 Public AdministrationUndeterminedDisruptive External Denial of Service

8/7/2017 The Binary GuardiansHacktivist Government of Venezuela website92 Public AdministrationProtest Disruptive Message Manipulation

8/7/2017 UndeterminedCriminal Steve Weichert Twitter Account81 Other Services (except Public Administration)UndeterminedDisruptive Message Manipulation

8/6/2017 UndeterminedCriminal Surgical Dermatology Group62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

8/4/2017 UndeterminedCriminal Ariana Grande Instagram account81 Other Services (except Public Administration)Personal AttackDisruptive Message Manipulation

8/3/2017 Ne0-H4ck3rHacktivist Pakistan.gov.pk 92 Public AdministrationUndeterminedDisruptive Message Manipulation

8/2/2017 UndeterminedCriminal Chrome Web Store Account for Web Developer51 InformationFinancial Disruptive Message Manipulation

8/1/2017 UndeterminedCriminal Kaleida Health 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

8/1/2017 UndeterminedCriminal Chinese Telecom Firm51 InformationFinancial Disruptive External Denial of Service

8/1/2017 UndeterminedCriminal Big Screen in Cardiff's Queen Street54 Professional, Scientific, and Technical ServicesUndeterminedDisruptive Message Manipulation

7/31/2017 UndeterminedCriminal Copyfish Chrome Web Store Account51 InformationFinancial Exploitive Exploitation of End Hosts

7/31/2017 UndeterminedCriminal Wix.com 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of End Hosts

7/31/2017 UndeterminedCriminal HBO 51 InformationFinancial Exploitive Exploitation of Application Server

7/31/2017 UndeterminedCriminal Mahanagar Telephone Nigam Limited (MTNL)51 InformationFinancial Disruptive Internal Denial of Service

7/31/2017 UndeterminedCriminal Bharat Sanchar Nigam Limited (BSNL)51 InformationFinancial Disruptive Internal Denial of Service

7/31/2017 31337 UndeterminedMandiant 54 Professional, Scientific, and Technical ServicesSabotage Mixed Message Manipulation,Exploitation of End Hosts

7/29/2017 UndeterminedCriminal Women's Health Care Group of PA (WHCGPA)62 Health Care and Social AssistanceFinancial Disruptive Data Attack

7/29/2017 UndeterminedCriminal Plastic Surgery Associates62 Health Care and Social AssistanceFinancial Disruptive Data Attack

7/29/2017 UndeterminedCriminal Equifax 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

7/28/2017 UndeterminedCriminal CIA 92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

7/28/2017 UndeterminedCriminal WestJet 48 Transportation and WarehousingFinancial Exploitive Exploitation of Application Server

7/27/2017 SVR (COZYBEAR)Nation-StateMacron Campaign92 Public AdministrationPolitical-EspionageExploitive Exploitation of End Hosts

7/27/2017 UndeterminedCriminal Virgin America 48 Transportation and WarehousingFinancial Exploitive Exploitation of Application Server

7/26/2017 @headassgangHobbyist Victoria Justice's Twitter account81 Other Services (except Public Administration)Personal AttackExploitive Exploitation of End Hosts

7/26/2017 UndeterminedCriminal UniCredit 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

7/25/2017 UndeterminedCriminal Over 110,000 people from Edinburgh92 Public AdministrationFinancial Exploitive Exploitation of End Hosts

7/25/2017 chikri95 UndeterminedKylie Jenner's Snapchat account81 Other Services (except Public Administration)UndeterminedDisruptive Message Manipulation

7/25/2017 Logan Criminal Over 40 million US voter records92 Public AdministrationFinancial Exploitive Exploitation of Application Server

7/24/2017 UndeterminedCriminal Sarah Hyland 81 Other Services (except Public Administration)Personal AttackExploitive Exploitation of End Hosts

7/24/2017 UndeterminedCriminal Veritaseum 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

7/21/2017 UndeterminedCriminal University of Vermont Medical Center62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

7/21/2017 UndeterminedCriminal Bank of America customers52 Finance and InsuranceFinancial Exploitive Exploitation of End Hosts

7/20/2017 UndeterminedCriminal Kansas Department of Commerce92 Public AdministrationFinancial Exploitive Exploitation of Application Server

7/20/2017 UndeterminedCriminal Newcastle University61 Educational ServicesFinancial Exploitive Exploitation of End Hosts

7/19/2017 UndeterminedCriminal Loblaws 99 UndeterminedFinancial Exploitive Exploitation of Application Server

7/18/2017 UndeterminedCriminal KQED 51 InformationFinancial Disruptive Data Attack

7/17/2017 UndeterminedCriminal CoinDash 52 Finance and InsuranceFinancial Exploitive Exploitation of Data in Transit

7/16/2017 UndeterminedCriminal South Carolina's Voter Registration System92 Public AdministrationSabotage Exploitive Exploitation of Application Server

7/15/2017 UndeterminedCriminal Ireland's Electricity Supply Board22 Utilities Sabotage Exploitive Exploitation of Application Server,Exploitation of End Hosts

7/14/2017 UndeterminedCriminal Square Enix 71 Arts, Entertainment, and RecreationUndeterminedDisruptive External Denial of Service

7/14/2017 UndeterminedCriminal Peachtree Neurological Clinic62 Health Care and Social AssistanceFinancial Mixed Data Attack,Exploitation of Application Server

7/11/2017 UndeterminedCriminal Community Care of St. Catharines and Thorold81 Other Services (except Public Administration)Financial Disruptive Data Attack

7/11/2017 UndeterminedCriminal Trump International Hotels Management72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Application Server

7/11/2017 UndeterminedCriminal Mansfield 103.2 51 InformationUndeterminedDisruptive Message Manipulation



7/9/2017 UndeterminedCriminal Real Estate Business Services (REBS)53 Real Estate and Rental and LeasingFinancial Exploitive Exploitation of End Hosts

7/9/2017 UndeterminedCriminal Reliance Jio 51 InformationFinancial Exploitive Exploitation of Application Server

7/8/2017 UndeterminedCriminal Avanti Markets 52 Finance and InsuranceFinancial Exploitive Exploitation of Sensors

7/8/2017 UndeterminedCriminal Deep Hosting 51 InformationFinancial Exploitive Exploitation of Application Server

7/7/2017 UndeterminedCriminal B&B Theatres 71 Arts, Entertainment, and RecreationFinancial Exploitive Exploitation of Application Server,Exploitation of Sensors

7/7/2017 UndeterminedCriminal gandi.net 51 InformationFinancial Exploitive Exploitation of Data in Transit

7/6/2017 UndeterminedCriminal Loews Hotels 72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Application Server

7/6/2017 UndeterminedCriminal Hard Rock Hotels & Casinos72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Application Server

7/6/2017 UndeterminedCriminal Four Seasons Hotels and Resorts72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Application Server

7/5/2017 UndeterminedCriminal China Digital Times51 InformationPolitical-EspionageExploitive Exploitation of Application Server,Exploitation of End Hosts

7/3/2017 UndeterminedCriminal Medicare 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

7/3/2017 UndeterminedCriminal Google 51 InformationFinancial Exploitive Exploitation of Application Server

7/1/2017 UndeterminedCriminal PVHS-ICM Employee Health and Wellness62 Health Care and Social AssistanceFinancial Disruptive Data Attack

6/30/2017 SVR (COZYBEAR)Nation-StateWolf Creek Nuclear Operating Corporation22 Utilities Political-EspionageExploitive Exploitation of Application Server

6/29/2017 UndeterminedCriminal ClassicEtherWallet.com52 Finance and InsuranceFinancial Exploitive Exploitation of Data in Transit

6/29/2017 UndeterminedCriminal Bithumb 52 Finance and InsuranceFinancial Exploitive Exploitation of End Hosts

6/28/2017 UndeterminedCriminal Ventura County Office Of Education61 Educational ServicesUndeterminedDisruptive Message Manipulation

6/27/2017 UndeterminedCriminal 8tracks 51 InformationFinancial Exploitive Exploitation of Application Server

6/27/2017 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Nation-StateArterium Corporation62 Health Care and Social AssistanceSabotage Disruptive Data Attack

6/27/2017 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Nation-StateFeofania 62 Health Care and Social AssistanceSabotage Disruptive Data Attack

6/27/2017 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Nation-StateBorys Medical Center62 Health Care and Social AssistanceSabotage Disruptive Data Attack

6/27/2017 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Nation-StateFarmak 62 Health Care and Social AssistanceSabotage Disruptive Data Attack

6/27/2017 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Nation-StateTNK 44 Retail TradeSabotage Disruptive Data Attack

6/27/2017 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Nation-StateKlo 44 Retail TradeSabotage Disruptive Data Attack

6/27/2017 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Nation-StateKorrespondent.net51 InformationSabotage Disruptive Data Attack

6/27/2017 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Nation-State"KP in Ukraine" 51 InformationSabotage Disruptive Data Attack

6/27/2017 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Nation-StateMaksymum Radio 51 InformationSabotage Disruptive Data Attack

6/27/2017 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Nation-StateLiuks Radio 51 InformationSabotage Disruptive Data Attack

6/27/2017 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Nation-StateTelekanal 24 51 InformationSabotage Disruptive Data Attack

6/27/2017 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Nation-StatePershyi Natsionalnyi51 InformationSabotage Disruptive Data Attack

6/27/2017 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Nation-StateInter 51 InformationSabotage Disruptive Data Attack

6/27/2017 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Nation-StateFootball.ua 51 InformationSabotage Disruptive Data Attack

6/27/2017 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Nation-StateRadio Era-FM 51 InformationSabotage Disruptive Data Attack

6/27/2017 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Nation-StateArcelor Mittal 99 UndeterminedSabotage Disruptive Data Attack

6/27/2017 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Nation-StateNovus 44 Retail TradeSabotage Disruptive Data Attack

6/27/2017 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Nation-StateKyivvodokanal 22 Utilities Sabotage Disruptive Data Attack

6/27/2017 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Nation-StateNaftohaz Ukrainy 21 Mining, Quarrying, and Oil and Gas ExtractionSabotage Disruptive Data Attack

6/27/2017 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Nation-State??? Bank 52 Finance and InsuranceSabotage Disruptive Data Attack

6/27/2017 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Nation-StatePivdennyi Bank 52 Finance and InsuranceSabotage Disruptive Data Attack

6/27/2017 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Nation-StateUkrhazbank 52 Finance and InsuranceSabotage Disruptive Data Attack

6/27/2017 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Nation-StateTASKomertsbank 52 Finance and InsuranceSabotage Disruptive Data Attack

6/27/2017 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Nation-StateSberbank 52 Finance and InsuranceSabotage Disruptive Data Attack

6/27/2017 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Nation-StateLviv City Council 92 Public AdministrationSabotage Disruptive Data Attack

6/27/2017 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Nation-StateZaporizhzhiaenergo22 Utilities Sabotage Disruptive Data Attack

6/27/2017 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Nation-StateMinistry of Energy of Ukraine92 Public AdministrationSabotage Disruptive Data Attack

6/27/2017 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Nation-StateKyiv State City Administration92 Public AdministrationSabotage Disruptive Data Attack

6/27/2017 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Nation-StateMinistry of Finane of Ukraine92 Public AdministrationSabotage Disruptive Data Attack

6/27/2017 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Nation-StateMinistry of Culture of Ukraine92 Public AdministrationSabotage Disruptive Data Attack

6/27/2017 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Nation-StateInterior Ministry of Ukraine92 Public AdministrationSabotage Disruptive Data Attack

6/27/2017 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Nation-StateCabinet of Ministers of Ukraine92 Public AdministrationSabotage Disruptive Data Attack

6/27/2017 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Nation-StateDniproenergo 22 Utilities Sabotage Disruptive Data Attack

6/27/2017 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Nation-StatePrivatbank 52 Finance and InsuranceSabotage Disruptive Data Attack

6/27/2017 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Nation-StateNova Poshta 99 UndeterminedSabotage Disruptive Data Attack

6/27/2017 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Nation-StateAPM Terminals 48 Transportation and WarehousingSabotage Disruptive Data Attack

6/27/2017 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Nation-StateUkrainian Cyber Police92 Public AdministrationSabotage Disruptive Data Attack



6/27/2017 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Nation-StateUkrainian National Police92 Public AdministrationSabotage Disruptive Data Attack

6/27/2017 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Nation-StateUkrenergo 22 Utilities Sabotage Disruptive Data Attack

6/27/2017 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Nation-StateBeiersdorf 55 Management of Companies and EnterprisesSabotage Disruptive Data Attack

6/27/2017 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Nation-StateNational Bank of Ukraine52 Finance and InsuranceSabotage Disruptive Data Attack

6/27/2017 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Nation-StateBNP Paribas Real Estate53 Real Estate and Rental and LeasingSabotage Disruptive Data Attack

6/27/2017 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Nation-StateAuchan 99 UndeterminedSabotage Disruptive Data Attack

6/27/2017 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Nation-StateMondelez International31 ManufacturingSabotage Disruptive Data Attack

6/27/2017 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Nation-StateUkrainian Railways48 Transportation and WarehousingSabotage Disruptive Data Attack

6/27/2017 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Nation-StateUkrtelecom 51 InformationSabotage Disruptive Data Attack

6/27/2017 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Nation-StateUkrposhta 99 UndeterminedSabotage Disruptive Data Attack

6/27/2017 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Nation-StateNuance Communications51 InformationSabotage Disruptive Data Attack

6/27/2017 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Nation-StateReckitt Benckiser 31 ManufacturingSabotage Disruptive Data Attack

6/27/2017 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Nation-StateDLA Piper 54 Professional, Scientific, and Technical ServicesSabotage Disruptive Data Attack

6/27/2017 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Nation-StateBoryspil International Airport48 Transportation and WarehousingSabotage Disruptive Data Attack

6/27/2017 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Nation-StateChernobyl Nuclear Power Plant21 Mining, Quarrying, and Oil and Gas ExtractionSabotage Disruptive Data Attack

6/27/2017 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Nation-StateCOFCO Group 11 Agriculture, Forestry, Fishing and HuntingSabotage Disruptive Data Attack

6/27/2017 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Nation-StateTNT Express 48 Transportation and WarehousingSabotage Disruptive Data Attack

6/27/2017 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Nation-StateKredoBank 52 Finance and InsuranceSabotage Disruptive Data Attack

6/27/2017 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Nation-StateEpicenter K 44 Retail TradeSabotage Disruptive Data Attack

6/27/2017 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Nation-StateHeritage Health Valley System of Pittsburgh62 Health Care and Social AssistanceSabotage Disruptive Data Attack

6/27/2017 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Nation-StateOshchadbank 52 Finance and InsuranceSabotage Disruptive Data Attack

6/27/2017 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Nation-StateDTEK 22 Utilities Sabotage Disruptive Data Attack

6/27/2017 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Nation-StateWOG 44 Retail TradeSabotage Disruptive Data Attack

6/27/2017 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Nation-StateUkrGasVydobuvannya21 Mining, Quarrying, and Oil and Gas ExtractionSabotage Disruptive Data Attack

6/27/2017 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Nation-StateKyiv Metro 48 Transportation and WarehousingSabotage Disruptive Data Attack

6/27/2017 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Nation-StateATR 51 InformationSabotage Disruptive Data Attack

6/27/2017 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Nation-StateICTV 51 InformationSabotage Disruptive Data Attack

6/27/2017 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Nation-StateSTB 51 InformationSabotage Disruptive Data Attack

6/27/2017 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Nation-StateLifecell 51 InformationSabotage Disruptive Data Attack

6/27/2017 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Nation-StateVodafone Ukraine 51 InformationSabotage Disruptive Data Attack

6/27/2017 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Nation-StateKyivstar 51 InformationSabotage Disruptive Data Attack

6/27/2017 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Nation-StateAntonov 99 UndeterminedSabotage Disruptive Data Attack

6/27/2017 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Nation-StateKyivenergo 22 Utilities Sabotage Disruptive Data Attack

6/27/2017 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Nation-StatePort of Rosario 48 Transportation and WarehousingSabotage Disruptive Data Attack

6/27/2017 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Nation-StateMerck 31 ManufacturingSabotage Disruptive Data Attack

6/27/2017 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Nation-StateSNCF 48 Transportation and WarehousingSabotage Disruptive Data Attack

6/27/2017 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Nation-StateCompagnie de Saint-Gobain54 Professional, Scientific, and Technical ServicesSabotage Disruptive Data Attack

6/27/2017 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Nation-StateMaersk 48 Transportation and WarehousingSabotage Disruptive Data Attack

6/27/2017 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Nation-StateWPP Plc. 54 Professional, Scientific, and Technical ServicesSabotage Disruptive Data Attack

6/27/2017 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Nation-StateRosneft 21 Mining, Quarrying, and Oil and Gas ExtractionSabotage Disruptive Data Attack

6/25/2017 Team System DZHacktivist Ohio Gov. John Kasich's Website92 Public AdministrationProtest Disruptive Message Manipulation

6/23/2017 UndeterminedCriminal UK Parliament 92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

6/23/2017 UndeterminedCriminal Microsoft 51 InformationFinancial Exploitive Exploitation of Application Server

6/22/2017 SVR (COZYBEAR)Nation-StateIllinois State Board of Elections92 Public AdministrationPolitical-EspionageMixed Data Attack,Exploitation of Application Server

6/22/2017 UndeterminedCriminal Cleveland Medical Associates62 Health Care and Social AssistanceFinancial Disruptive Data Attack

6/22/2017 UndeterminedCriminal Airway Oxygen 62 Health Care and Social AssistanceFinancial Disruptive Data Attack

6/22/2017 UndeterminedCriminal Microsoft 51 InformationFinancial Exploitive Exploitation of Application Server

6/21/2017 CyberTeamCriminal Skype 54 Professional, Scientific, and Technical ServicesUndeterminedDisruptive External Denial of Service

6/21/2017 UndeterminedCriminal Election systems in 21 US states92 Public AdministrationSabotage Exploitive Exploitation of Application Server

6/20/2017 Vigilance Hacktivist admin.state.mn.us92 Public AdministrationProtest Exploitive Exploitation of Application Server

6/20/2017 UndeterminedCriminal Lori Sattler 81 Other Services (except Public Administration)Financial Exploitive Exploitation of End Hosts

6/20/2017 Panama Nation-StateCol. Richard Downie81 Other Services (except Public Administration)Political-EspionageExploitive Exploitation of End Hosts

6/20/2017 Panama Nation-StateChristian Ferry 81 Other Services (except Public Administration)Political-EspionageExploitive Exploitation of End Hosts

6/19/2017 UndeterminedCriminal Argentinian Army Website92 Public AdministrationUndeterminedDisruptive Message Manipulation

6/19/2017 UndeterminedCriminal Nayana 51 InformationFinancial Disruptive Data Attack



6/18/2017 MoRo Criminal Miami-Dade County Public Schools61 Educational ServicesFinancial Mixed Exploitation of Application Server,Message Manipulation,Internal Denial of Service

6/17/2017 UndeterminedCriminal The Buckle Inc. 44 Retail TradeFinancial Exploitive Exploitation of Sensors

6/16/2017 UndeterminedCriminal Ulster University 61 Educational ServicesFinancial Disruptive Data Attack

6/15/2017 UndeterminedCriminal University College London61 Educational ServicesFinancial Disruptive Data Attack

6/15/2017 UndeterminedCriminal Bitfinex 52 Finance and InsuranceUndeterminedDisruptive External Denial of Service

6/14/2017 UndeterminedCriminal Waverly Health Center62 Health Care and Social AssistanceFinancial Disruptive Data Attack

6/14/2017 UndeterminedCriminal CashCrate 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

6/14/2017 UndeterminedCriminal ATMs in India 52 Finance and InsuranceFinancial Exploitive Exploitation of Sensors

6/13/2017 UndeterminedCriminal U.S. Electoral System92 Public AdministrationSabotage Mixed Data Attack,Exploitation of Application Server

6/12/2017 UndeterminedCriminal Google News 51 InformationFinancial Mixed Message Manipulation,Exploitation of End Hosts

6/9/2017 UndeterminedCriminal Select Restaurant 72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Sensors

6/8/2017 UndeterminedCriminal CD Projekt Red 71 Arts, Entertainment, and RecreationFinancial Exploitive Exploitation of Application Server

6/8/2017 UndeterminedCriminal Al Jazeera Media Network51 InformationUndeterminedDisruptive External Denial of Service

6/7/2017 Chris HutchesonCriminal Gordon Ramsay 81 Other Services (except Public Administration)Financial Exploitive Exploitation of Application Server,Exploitation of End Hosts

6/7/2017 UndeterminedCriminal Southern Oregon University61 Educational ServicesFinancial Exploitive Exploitation of Application Server

6/6/2017 GRU 85th Main Special Service Center (Unit 26165) (FANCYBEAR)Nation-StateMontenegro 92 Public AdministrationSabotage Exploitive Exploitation of Application Server

6/6/2017 GRU 85th Main Special Service Center (Unit 26165) (FANCYBEAR)Nation-StateRomanian Ministry of Foreign Affairs92 Public AdministrationPolitical-EspionageExploitive Exploitation of Application Server,Exploitation of End Hosts

6/5/2017 UndeterminedCriminal A US voting software supplier54 Professional, Scientific, and Technical ServicesSabotage Exploitive Exploitation of Application Server,Exploitation of End Hosts

6/5/2017 UndeterminedCriminal BTC-E.com 52 Finance and InsuranceFinancial Disruptive External Denial of Service

6/4/2017 The Dark OverlordCriminal Steve Harvey's Funderdome51 InformationFinancial Exploitive Exploitation of Application Server

6/3/2017 UndeterminedCriminal Hotels.com 72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Application Server

6/1/2017 UndeterminedCriminal Good Choice (hotel reservation app)72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Application Server

6/1/2017 UndeterminedCriminal University of Alaska61 Educational ServicesFinancial Exploitive Exploitation of Application Server

6/1/2017 UndeterminedCriminal Stanford University Subdomain61 Educational ServicesFinancial Exploitive Exploitation of Application Server,Exploitation of End Hosts

5/31/2017 UndeterminedCriminal Qnect 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

5/31/2017 UndeterminedCriminal OneLogin 51 InformationFinancial Exploitive Exploitation of Application Server

5/31/2017 UndeterminedCriminal Kmart 44 Retail TradeFinancial Exploitive Exploitation of Sensors

5/30/2017 UndeterminedCriminal Liverpool One Shopping Centre44 Retail TradeUndeterminedDisruptive Message Manipulation

5/30/2017 UndeterminedCriminal Old Mutual 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

5/30/2017 UndeterminedCriminal Road Sign in Houston54 Professional, Scientific, and Technical ServicesUndeterminedDisruptive Message Manipulation

5/28/2017 UndeterminedCriminal Fast Health 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

5/28/2017 UndeterminedCriminal Augusta University61 Educational ServicesFinancial Exploitive Exploitation of Application Server

5/27/2017 UndeterminedCriminal Prairie Mountain Health62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

5/26/2017 UndeterminedCriminal Wooster-Ashland Regional Council of Governments92 Public AdministrationFinancial Exploitive Exploitation of Application Server

5/26/2017 UndeterminedCriminal Trump Organization55 Management of Companies and EnterprisesPolitical-EspionageExploitive Exploitation of Application Server

5/26/2017 UndeterminedCriminal Ismael Borquez 81 Other Services (except Public Administration)Political-EspionageExploitive Exploitation of End Hosts

5/25/2017 UndeterminedCriminal University of Wisconsin Health62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

5/25/2017 UndeterminedCriminal The Harvard Crimson61 Educational ServicesUndeterminedDisruptive Message Manipulation

5/25/2017 UndeterminedCriminal Griselda Triana 81 Other Services (except Public Administration)Political-EspionageExploitive Exploitation of End Hosts

5/24/2017 United Arab EmiratesNation-StateQatar News Agency Twitter account51 InformationUndeterminedDisruptive Message Manipulation

5/24/2017 United Arab EmiratesNation-StateQatar News Agency Website51 InformationUndeterminedDisruptive Message Manipulation

5/23/2017 UndeterminedCriminal Florida Department of Agriculture and Consumer Services92 Public AdministrationFinancial Exploitive Exploitation of Application Server

5/20/2017 UndeterminedCriminal Salem State University Twitter Account61 Educational ServicesUndeterminedDisruptive Message Manipulation

5/19/2017 UndeterminedCriminal Blackburn High School61 Educational ServicesFinancial Exploitive Exploitation of Application Server,Exploitation of End Hosts

5/18/2017 UndeterminedCriminal US Department of Defense92 Public AdministrationPolitical-EspionageExploitive Exploitation of End Hosts

5/18/2017 UndeterminedCriminal University of California Los Angeles61 Educational ServicesFinancial Exploitive Exploitation of Application Server

5/18/2017 UndeterminedCriminal PureMatrimony.com72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Application Server

5/18/2017 UndeterminedCriminal Panic 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server,Exploitation of End Hosts

5/18/2017 UndeterminedCriminal Equifax 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of End Hosts

5/18/2017 UndeterminedCriminal DaFont.com 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

5/17/2017 UndeterminedCriminal UK Parliament 92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

5/17/2017 UndeterminedCriminal Andres Villarreal 81 Other Services (except Public Administration)Political-EspionageExploitive Exploitation of End Hosts

5/17/2017 nclay Criminal Zomato 51 InformationFinancial Exploitive Exploitation of Application Server

5/16/2017 UndeterminedCriminal University of New Mexico Foundation61 Educational ServicesFinancial Exploitive Exploitation of Application Server

5/16/2017 UndeterminedCriminal Bell Canada 51 InformationFinancial Exploitive Exploitation of Application Server



5/15/2017 Ministry of Intelligence and Security (MOIS) (APT 34 OilRig)Nation-StateUnnamed military contractor92 Public AdministrationPolitical-EspionageExploitive Exploitation of Application Server

5/15/2017 UndeterminedCriminal Docusign 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

5/15/2017 APT32 Nation-StatePhilippine Government92 Public AdministrationUndeterminedExploitive Exploitation of Application Server,Exploitation of End Hosts

5/12/2017 UndeterminedCriminal National University of Singapore (NUS)61 Educational ServicesIndustrial-EspionageExploitive Exploitation of Application Server

5/12/2017 UndeterminedCriminal Brooks Brothers 44 Retail TradeFinancial Exploitive Exploitation of Sensors

5/12/2017 UndeterminedCriminal Nanyang Technological University (NTU)61 Educational ServicesIndustrial-EspionageExploitive Exploitation of Application Server

5/12/2017 NGB 3rd Technical Surveillance BureauNation-StateVivo 51 InformationFinancial Disruptive Data Attack

5/12/2017 NGB 3rd Technical Surveillance BureauNation-StateUniversity of Montreal61 Educational ServicesFinancial Disruptive Data Attack

5/12/2017 NGB 3rd Technical Surveillance BureauNation-StateUniversity of Milano-Bicocca61 Educational ServicesFinancial Disruptive Data Attack

5/12/2017 NGB 3rd Technical Surveillance BureauNation-StateUniversitas Jember61 Educational ServicesFinancial Disruptive Data Attack

5/12/2017 NGB 3rd Technical Surveillance BureauNation-StateTSMC 31 ManufacturingFinancial Disruptive Data Attack

5/12/2017 NGB 3rd Technical Surveillance BureauNation-StateTelkom 51 InformationFinancial Disruptive Data Attack

5/12/2017 NGB 3rd Technical Surveillance BureauNation-StateTimrÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¥ Municipality92 Public AdministrationFinancial Disruptive Data Attack

5/12/2017 NGB 3rd Technical Surveillance BureauNation-StateSun Yat-sen University61 Educational ServicesFinancial Disruptive Data Attack

5/12/2017 NGB 3rd Technical Surveillance BureauNation-StateGovernment of West Bengal92 Public AdministrationFinancial Disruptive Data Attack

5/12/2017 NGB 3rd Technical Surveillance BureauNation-StateGovernment of Maharashtra92 Public AdministrationFinancial Disruptive Data Attack

5/12/2017 NGB 3rd Technical Surveillance BureauNation-StateGovernment of Kerala92 Public AdministrationFinancial Disruptive Data Attack

5/12/2017 NGB 3rd Technical Surveillance BureauNation-StateGovernment of Gujarat92 Public AdministrationFinancial Disruptive Data Attack

5/12/2017 NGB 3rd Technical Surveillance BureauNation-StateShandong University61 Educational ServicesFinancial Disruptive Data Attack

5/12/2017 NGB 3rd Technical Surveillance BureauNation-StateSaudi Telecom Company51 InformationFinancial Disruptive Data Attack

5/12/2017 NGB 3rd Technical Surveillance BureauNation-StateJustice Court of Sao  Paulo92 Public AdministrationFinancial Disruptive Data Attack

5/12/2017 NGB 3rd Technical Surveillance BureauNation-StateQ-Park 81 Other Services (except Public Administration)Financial Disruptive Data Attack

5/12/2017 NGB 3rd Technical Surveillance BureauNation-StatePulse FM 51 InformationFinancial Disruptive Data Attack

5/12/2017 NGB 3rd Technical Surveillance BureauNation-StateO2 51 InformationFinancial Disruptive Data Attack

5/12/2017 NGB 3rd Technical Surveillance BureauNation-StateLATAM Airlines Group48 Transportation and WarehousingFinancial Disruptive Data Attack

5/12/2017 NGB 3rd Technical Surveillance BureauNation-StateLAKS 81 Other Services (except Public Administration)Financial Disruptive Data Attack

5/12/2017 NGB 3rd Technical Surveillance BureauNation-StateLakeridge Health 62 Health Care and Social AssistanceFinancial Disruptive Data Attack

5/12/2017 NGB 3rd Technical Surveillance BureauNation-StateInstituto Nacional de Salud92 Public AdministrationFinancial Disruptive Data Attack

5/12/2017 NGB 3rd Technical Surveillance BureauNation-StateHonda 31 ManufacturingFinancial Disruptive Data Attack

5/12/2017 NGB 3rd Technical Surveillance BureauNation-StateHarapan Kita Hospital62 Health Care and Social AssistanceFinancial Disruptive Data Attack

5/12/2017 NGB 3rd Technical Surveillance BureauNation-StateGuilin University of Electronic Technology61 Educational ServicesFinancial Disruptive Data Attack

5/12/2017 NGB 3rd Technical Surveillance BureauNation-StateGuilin University of Aerospace Technology61 Educational ServicesFinancial Disruptive Data Attack

5/12/2017 NGB 3rd Technical Surveillance BureauNation-StateGarena Blade and Soul51 InformationFinancial Disruptive Data Attack

5/12/2017 NGB 3rd Technical Surveillance BureauNation-StateFaculty Hospital, Nitra62 Health Care and Social AssistanceFinancial Disruptive Data Attack

5/12/2017 NGB 3rd Technical Surveillance BureauNation-StateDalian Maritime University61 Educational ServicesFinancial Disruptive Data Attack

5/12/2017 NGB 3rd Technical Surveillance BureauNation-StateCambrian College 61 Educational ServicesFinancial Disruptive Data Attack

5/12/2017 NGB 3rd Technical Surveillance BureauNation-StateBoeing Commercial Airplanes31 ManufacturingFinancial Disruptive Data Attack

5/12/2017 NGB 3rd Technical Surveillance BureauNation-StateAutomobile Dacia 99 UndeterminedFinancial Disruptive Data Attack

5/12/2017 NGB 3rd Technical Surveillance BureauNation-StateAristotle University of Thessaloniki61 Educational ServicesFinancial Disruptive Data Attack

5/12/2017 NGB 3rd Technical Surveillance BureauNation-StateForeign Ministry of Brazil92 Public AdministrationFinancial Disruptive Data Attack

5/12/2017 NGB 3rd Technical Surveillance BureauNation-StateWhite Sands 44 Retail TradeFinancial Disruptive Data Attack

5/12/2017 NGB 3rd Technical Surveillance BureauNation-StateTiong Bahru Plaza44 Retail TradeFinancial Disruptive Data Attack

5/12/2017 NGB 3rd Technical Surveillance BureauNation-StateSandvik 51 InformationFinancial Disruptive Data Attack

5/12/2017 NGB 3rd Technical Surveillance BureauNation-StateRussian Central Bank52 Finance and InsuranceFinancial Disruptive Data Attack

5/12/2017 NGB 3rd Technical Surveillance BureauNation-StateBank of China 52 Finance and InsuranceFinancial Disruptive Data Attack

5/12/2017 NGB 3rd Technical Surveillance BureauNation-StateRussian Railways 48 Transportation and WarehousingFinancial Disruptive Data Attack

5/12/2017 NGB 3rd Technical Surveillance BureauNation-StateTelenor Hungary 51 InformationFinancial Disruptive Data Attack

5/12/2017 NGB 3rd Technical Surveillance BureauNation-StatePortugal Telecom 51 InformationFinancial Disruptive Data Attack

5/12/2017 NGB 3rd Technical Surveillance BureauNation-StatePetrobras 21 Mining, Quarrying, and Oil and Gas ExtractionFinancial Disruptive Data Attack

5/12/2017 NGB 3rd Technical Surveillance BureauNation-StateWest Bengal State Electricity Distribution Company22 Utilities Financial Disruptive Data Attack

5/12/2017 NGB 3rd Technical Surveillance BureauNation-StateGas Natural 22 Utilities Financial Disruptive Data Attack

5/12/2017 NGB 3rd Technical Surveillance BureauNation-StateIberdola 22 Utilities Financial Disruptive Data Attack

5/12/2017 NGB 3rd Technical Surveillance BureauNation-StateAndhra Pradesh state police92 Public AdministrationFinancial Disruptive Data Attack

5/12/2017 NGB 3rd Technical Surveillance BureauNation-StateDharmais Cancer Hospital62 Health Care and Social AssistanceFinancial Disruptive Data Attack

5/12/2017 NGB 3rd Technical Surveillance BureauNation-StateCJ CGV 71 Arts, Entertainment, and RecreationFinancial Disruptive Data Attack



5/12/2017 NGB 3rd Technical Surveillance BureauNation-StateMegaFon 51 InformationFinancial Disruptive Data Attack

5/12/2017 NGB 3rd Technical Surveillance BureauNation-StateRussian Ministry of the Interior92 Public AdministrationFinancial Disruptive Data Attack

5/12/2017 NGB 3rd Technical Surveillance BureauNation-StateVTB 52 Finance and InsuranceFinancial Disruptive Data Attack

5/12/2017 NGB 3rd Technical Surveillance BureauNation-StateSberbank 52 Finance and InsuranceFinancial Disruptive Data Attack

5/12/2017 NGB 3rd Technical Surveillance BureauNation-StateHitachi 55 Management of Companies and EnterprisesFinancial Disruptive Data Attack

5/12/2017 NGB 3rd Technical Surveillance BureauNation-StateChina National Petroleum Corp21 Mining, Quarrying, and Oil and Gas ExtractionFinancial Disruptive Data Attack

5/12/2017 NGB 3rd Technical Surveillance BureauNation-StateNissan 31 ManufacturingFinancial Disruptive Data Attack

5/12/2017 NGB 3rd Technical Surveillance BureauNation-StateRenault 31 ManufacturingFinancial Disruptive Data Attack

5/12/2017 NGB 3rd Technical Surveillance BureauNation-StateDeutsche Bahn 48 Transportation and WarehousingFinancial Disruptive Message Manipulation,Data Attack

5/12/2017 NGB 3rd Technical Surveillance BureauNation-StateTelefonica 51 InformationFinancial Disruptive Data Attack

5/12/2017 NGB 3rd Technical Surveillance BureauNation-StateUK National Health Service62 Health Care and Social AssistanceFinancial Disruptive Data Attack

5/12/2017 NGB 3rd Technical Surveillance BureauNation-StateFedEx 48 Transportation and WarehousingFinancial Disruptive Data Attack

5/11/2017 UndeterminedCriminal Energy networks of the Baltic states22 Utilities Sabotage Exploitive Exploitation of Application Server

5/11/2017 UndeterminedCriminal Energy networks of the Baltic states22 Utilities Sabotage Exploitive Exploitation of Application Server

5/11/2017 UndeterminedCriminal Ukrainian Soldiers92 Public AdministrationSabotage Disruptive Message Manipulation

5/11/2017 UndeterminedCriminal Energy networks of the Baltic states22 Utilities Sabotage Exploitive Exploitation of Application Server

5/11/2017 nclay Criminal Edmodo 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

5/10/2017 UndeterminedCriminal Cedexis 51 InformationUndeterminedDisruptive External Denial of Service

5/7/2017 UndeterminedCriminal FCC (Federal Communications Commission)92 Public AdministrationUndeterminedDisruptive External Denial of Service

5/6/2017 UndeterminedCriminal Confluence Charter Schools61 Educational ServicesFinancial Exploitive Exploitation of Application Server

5/6/2017 UndeterminedCriminal Emmanuel Macron's Staff81 Other Services (except Public Administration)Sabotage Exploitive Exploitation of Application Server

5/5/2017 UndeterminedCriminal Debenhams 44 Retail TradeFinancial Exploitive Exploitation of Application Server

5/4/2017 UndeterminedCriminal Charlotte Flair, Victoria81 Other Services (except Public Administration)Personal AttackExploitive Exploitation of Application Server

5/4/2017 The Dark OverlordCriminal Aesthetic Dentistry OC Gastrocare Tampa Bay Surgery Center62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

5/3/2017 UndeterminedCriminal German O2-Telefonica users51 InformationFinancial Exploitive Exploitation of Application Server,Exploitation of End Hosts,Exploitation of Data in Transit

5/3/2017 TuftsLeaksUndeterminedTufts University 61 Educational ServicesProtest Exploitive Exploitation of Application Server

5/2/2017 UndeterminedCriminal City of Fitchburg 92 Public AdministrationFinancial Exploitive Exploitation of Application Server

5/2/2017 UndeterminedCriminal HandBrake 51 InformationFinancial Exploitive Exploitation of End Hosts

5/2/2017 UndeterminedCriminal Sabre Corp. Hospitality Unit71 Arts, Entertainment, and RecreationFinancial Exploitive Exploitation of Application Server

5/2/2017 UndeterminedCriminal Wellington's Victoria University61 Educational ServicesFinancial Exploitive Exploitation of Application Server

5/2/2017 UndeterminedCriminal Gannett Co. 51 InformationFinancial Exploitive Exploitation of Application Server

5/2/2017 UndeterminedCriminal UK Banks 52 Finance and InsuranceFinancial Mixed Message Manipulation,Exploitation of End Hosts

4/30/2017 OurMine Hobbyist Unity 3D Forum 71 Arts, Entertainment, and RecreationUndeterminedDisruptive Message Manipulation

4/30/2017 UndeterminedCriminal Pekin Community High School61 Educational ServicesFinancial Disruptive Data Attack

4/29/2017 UndeterminedCriminal Virginia Sex Offender and Crimes Against Children Registry (SOR)92 Public AdministrationUndeterminedDisruptive Internal Denial of Service

4/29/2017 UndeterminedCriminal Hill Country Memorial Hospital62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

4/29/2017 UndeterminedCriminal Greenwood County School District 5061 Educational ServicesFinancial Exploitive Exploitation of Application Server

4/28/2017 Evaldas RimasauskasCriminal Facebook 51 InformationFinancial Exploitive Exploitation of Application Server

4/28/2017 Evaldas RimasauskasCriminal Google 51 InformationFinancial Exploitive Exploitation of Application Server

4/28/2017 The Dark OverlordCriminal Netflix 71 Arts, Entertainment, and RecreationFinancial Exploitive Exploitation of Application Server

4/28/2017 Tsar TeamCriminal Grozio Chirurgija 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

4/27/2017 GRU 85th Main Special Service Center (Unit 26165) (FANCYBEAR)Nation-StateDanish Ministry of Defense92 Public AdministrationPolitical-EspionageExploitive Exploitation of Application Server

4/26/2017 GRU 85th Main Special Service Center (Unit 26165) (FANCYBEAR)Nation-StateTwo German think tanks with ties to Christian Democratic Union (CDU) and Social Democratic Party (SPD)81 Other Services (except Public Administration)Political-EspionageExploitive Exploitation of Application Server

4/26/2017 UndeterminedCriminal Chipotle 72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Sensors

4/26/2017 UndeterminedCriminal Ciphr 54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server

4/25/2017 UndeterminedCriminal City of Newark 92 Public AdministrationFinancial Disruptive Data Attack

4/25/2017 GRU 85th Main Special Service Center (Unit 26165) (FANCYBEAR)Nation-StateEmmanuel Macron81 Other Services (except Public Administration)Sabotage Exploitive Exploitation of Application Server

4/25/2017 WauchulaGhostHacktivist 250 ISIS Twitter Accounts81 Other Services (except Public Administration)Personal AttackDisruptive Message Manipulation

4/25/2017 UndeterminedCriminal R2Games 71 Arts, Entertainment, and RecreationFinancial Exploitive Exploitation of Application Server

4/25/2017 UndeterminedCriminal HipChat 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

4/25/2017 UndeterminedCriminal Blowout Cards 44 Retail TradeFinancial Exploitive Exploitation of End Hosts

4/24/2017 UndeterminedCriminal Northrop Grumman92 Public AdministrationFinancial Exploitive Exploitation of Application Server

4/24/2017 UndeterminedCriminal Alison Brie 81 Other Services (except Public Administration)Personal AttackExploitive Exploitation of Application Server

4/24/2017 UndeterminedCriminal Greenway Health 62 Health Care and Social AssistanceFinancial Disruptive Data Attack

4/23/2017 Ayy?ld?z TimHacktivist North Mundham Primary in Chichester61 Educational ServicesUndeterminedDisruptive Message Manipulation



4/23/2017 Zhengquan ZhangUndeterminedKCG Holdings 52 Finance and InsuranceUndeterminedExploitive Exploitation of Application Server

4/22/2017 NGB 3rd Technical Surveillance BureauNation-StateYapizon 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

4/21/2017 Ministry of State Security's (MSS) Tianjin State Security Department (APT10)Nation-StateSouth Korea 52 Finance and InsuranceSabotage Exploitive Exploitation of Application Server,Exploitation of End Hosts

4/21/2017 UndeterminedCriminal Iowa Veterans Home92 Public AdministrationFinancial Exploitive Exploitation of Application Server

4/21/2017 UndeterminedCriminal Atlantic Digestive Specialists62 Health Care and Social AssistanceFinancial Disruptive Data Attack

4/21/2017 UndeterminedCriminal Cleveland Metropolitan School District61 Educational ServicesFinancial Exploitive Exploitation of Application Server

4/20/2017 UndeterminedCriminal Fashion Fantasy Game51 InformationFinancial Exploitive Exploitation of Application Server

4/18/2017 UndeterminedCriminal Retina-X 54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server

4/18/2017 UndeterminedCriminal FlexiSpy 54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server

4/17/2017 UndeterminedCriminal Westminster College61 Educational ServicesFinancial Exploitive Exploitation of End Hosts

4/16/2017 OurMine Hobbyist McAfee Linkedin Page54 Professional, Scientific, and Technical ServicesUndeterminedDisruptive Message Manipulation

4/14/2017 UndeterminedCriminal Best American Hospitality Corp.72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Sensors

4/12/2017 Shadow BrokersCriminal NSA 92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

4/12/2017 UndeterminedCriminal Britain First 81 Other Services (except Public Administration)Protest Disruptive Message Manipulation

4/12/2017 UndeterminedCriminal AQA (Assessment and Qualifications Alliance)61 Educational ServicesFinancial Exploitive Exploitation of Application Server

4/12/2017 UndeterminedCriminal Youku 51 InformationFinancial Exploitive Exploitation of Application Server

4/12/2017 UndeterminedCriminal Melbourne IT 51 InformationFinancial Disruptive External Denial of Service

4/11/2017 UndeterminedCriminal eConcordia 61 Educational ServicesFinancial Exploitive Exploitation of Application Server

4/11/2017 UndeterminedCriminal Union Bank of India52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

4/10/2017 Janitor Criminal Sierra Tel 51 InformationUndeterminedDisruptive Internal Denial of Service

4/10/2017 UndeterminedCriminal Amazon third-party sellers44 Retail TradeFinancial Disruptive Message Manipulation

4/9/2017 UndeterminedCriminal Wonga 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

4/8/2017 UndeterminedCriminal Sirens in Dallas 92 Public AdministrationUndeterminedDisruptive Physical Attack

4/8/2017 Shadow BrokersCriminal NSA 92 Public AdministrationFinancial Exploitive Exploitation of Application Server

4/7/2017 UndeterminedCriminal University of Louisville61 Educational ServicesFinancial Exploitive Exploitation of Application Server

4/7/2017 UndeterminedCriminal Gamestop 44 Retail TradeFinancial Exploitive Exploitation of Application Server

4/6/2017 UndeterminedCriminal Internal Revenue Service92 Public AdministrationFinancial Exploitive Exploitation of Application Server

4/6/2017 UndeterminedCriminal National Foreign Trade Council (NFTC)81 Other Services (except Public Administration)Political-EspionageExploitive Exploitation of End Hosts

4/5/2017 UndeterminedCriminal Anonymous 81 Other Services (except Public Administration)Sabotage Exploitive Exploitation of End Hosts

4/5/2017 NGB 3rd Technical Surveillance BureauNation-StateDefense Integrated Data Center92 Public AdministrationPolitical-EspionageExploitive Exploitation of Application Server

4/4/2017 UndeterminedCriminal Unnamed Kazakh bank52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server,Exploitation of Sensors

4/4/2017 UndeterminedCriminal Unnamed Russian bank52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server,Exploitation of Sensors

4/4/2017 UndeterminedCriminal Unnamed Brazilian bank52 Finance and InsuranceFinancial Mixed Message Manipulation,Exploitation of End Hosts,External Denial of Service,Exploitation of Data in Transit

4/4/2017 UndeterminedCriminal ABCD Pediatrics 62 Health Care and Social AssistanceFinancial Disruptive Data Attack

4/3/2017 GRU 85th Main Special Service Center (Unit 26165) (FANCYBEAR)Nation-StateIAAF 81 Other Services (except Public Administration)Political-EspionageExploitive Exploitation of Application Server

4/2/2017 UndeterminedCriminal German Bundeswehr (armed forces)92 Public AdministrationPolitical-EspionageExploitive Exploitation of Application Server

4/1/2017 UndeterminedCriminal New York Post App51 InformationUndeterminedDisruptive Message Manipulation

3/29/2017 UndeterminedCriminal Bill Marczak 81 Other Services (except Public Administration)Political-EspionageExploitive Exploitation of End Hosts

3/20/2017 UndeterminedCriminal Wind Tre 51 InformationFinancial Exploitive Exploitation of Application Server

3/15/2017 AnonymousHacktivist boaec.com.br 71 Arts, Entertainment, and RecreationProtest Disruptive Message Manipulation

3/15/2017 UndeterminedCriminal Wishbone App 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

3/15/2017 UndeterminedCriminal Dun & Bradstreet 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

3/14/2017 UndeterminedCriminal Statistics Canada 92 Public AdministrationFinancial Mixed Exploitation of Application Server,External Denial of Service

3/14/2017 UndeterminedCriminal Mountain Home Water Department22 Utilities Financial Disruptive Data Attack

3/13/2017 UndeterminedCriminal Welsh NHS 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

3/12/2017 Rekan HerrorHacktivist fifthharmony.com 71 Arts, Entertainment, and RecreationProtest Disruptive Message Manipulation

3/9/2017 UndeterminedCriminal Queensland School Photography54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

3/9/2017 UndeterminedCriminal GMO Payment Gateway Inc52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

3/7/2017 UndeterminedCriminal Verifone 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server,Exploitation of End Hosts

3/6/2017 SVR (COZYBEAR)Nation-StateArabella Avisors 54 Professional, Scientific, and Technical ServicesPolitical-EspionageMixed Data Attack,Exploitation of Application Server

3/6/2017 SVR (COZYBEAR)Nation-StateCenter for American Progress81 Other Services (except Public Administration)Political-EspionageMixed Data Attack,Exploitation of Application Server

3/6/2017 UndeterminedCriminal University of Idaho61 Educational ServicesFinancial Exploitive Exploitation of Application Server

3/6/2017 UndeterminedCriminal Henok Gabisa 81 Other Services (except Public Administration)Political-EspionageExploitive Exploitation of End Hosts

3/4/2017 UndeterminedCriminal Advertisement board in Mexico City54 Professional, Scientific, and Technical ServicesUndeterminedDisruptive Message Manipulation

3/3/2017 UndeterminedCriminal Pennsylvania Senate Democrats92 Public AdministrationFinancial Disruptive Data Attack



3/2/2017 UndeterminedCriminal Daytona State College61 Educational ServicesFinancial Exploitive Exploitation of Application Server

3/2/2017 UndeterminedCriminal Radio Station WZZY-FM51 InformationUndeterminedDisruptive Message Manipulation

3/2/2017 UndeterminedCriminal Lotte Duty Free (lottedfs.com)44 Retail TradeSabotage Disruptive External Denial of Service

3/1/2017 UndeterminedCriminal Kennesaw State University61 Educational ServicesUndeterminedExploitive Exploitation of Application Server

3/1/2017 UndeterminedCriminal Aptos 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of End Hosts

2/28/2017 UndeterminedCriminal Singapore's Ministry of Defence (Mindef)92 Public AdministrationPolitical-EspionageExploitive Exploitation of Application Server

2/27/2017 UndeterminedCriminal Luxembourg government servers92 Public AdministrationUndeterminedDisruptive External Denial of Service

2/27/2017 UndeterminedCriminal Association of British Travel Agents (ABTA)56 Administrative and Support and Waste Management and Remediation ServicesFinancial Exploitive Exploitation of Application Server

2/27/2017 UndeterminedCriminal Diamond Institute for Infertility and Menopause62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

2/27/2017 UndeterminedCriminal Amalgamated Sugar31 ManufacturingFinancial Exploitive Exploitation of Application Server

2/26/2017 UndeterminedCriminal U.S. Residents in 20 states81 Other Services (except Public Administration)Financial Exploitive Exploitation of End Hosts

2/26/2017 UndeterminedCriminal Travel Corporation71 Arts, Entertainment, and RecreationFinancial Exploitive Exploitation of End Hosts

2/26/2017 UndeterminedCriminal Christ The King Academy Primary School61 Educational ServicesUndeterminedExploitive Exploitation of Sensors

2/26/2017 Ministry of State Security's (MSS) (APT19)Nation-StateUK think tanks 81 Other Services (except Public Administration)Political-EspionageExploitive Exploitation of Application Server

2/26/2017 UndeterminedCriminal Porsche Japan 31 ManufacturingFinancial Exploitive Exploitation of Application Server

2/26/2017 UndeterminedCriminal Roberts Hawaii 71 Arts, Entertainment, and RecreationFinancial Exploitive Exploitation of End Hosts

2/26/2017 UndeterminedCriminal St. Mary's Catholic Academy61 Educational ServicesUndeterminedExploitive Exploitation of Sensors

2/25/2017 AnonymousHacktivist Ohio state government websites92 Public AdministrationProtest Disruptive External Denial of Service

2/25/2017 UndeterminedCriminal Inland Revenue Department92 Public AdministrationFinancial Disruptive Data Attack

2/25/2017 UndeterminedCriminal Jorgie Porter 81 Other Services (except Public Administration)Personal AttackExploitive Exploitation of Application Server

2/23/2017 UndeterminedCriminal Apple 54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server

2/22/2017 Berkut Criminal Coachella Music Festival71 Arts, Entertainment, and RecreationFinancial Exploitive Exploitation of Application Server

2/22/2017 UndeterminedCriminal South Washington County School District61 Educational ServicesUndeterminedExploitive Exploitation of Application Server

2/22/2017 UndeterminedCriminal Bitfinex 52 Finance and InsuranceUndeterminedDisruptive External Denial of Service

2/20/2017 UndeterminedCriminal Airsoft GI Forum (airsoftgiforum.com)44 Retail TradeFinancial Exploitive Exploitation of Application Server

2/19/2017 Pro_Mast3rUndeterminedsecure2donaldjtrump.com81 Other Services (except Public Administration)UndeterminedDisruptive Message Manipulation

2/19/2017 Kuroi'SH UndeterminedAsiana Airlines 48 Transportation and WarehousingProtest Disruptive Message Manipulation

2/18/2017 UndeterminedCriminal Unnamed Oklahoma agency92 Public AdministrationFinancial Disruptive Data Attack

2/18/2017 UndeterminedCriminal Family Service Rochester81 Other Services (except Public Administration)Financial Disruptive Data Attack

2/17/2017 UndeterminedCriminal Bingham County 92 Public AdministrationFinancial Disruptive External Denial of Service,Data Attack

2/17/2017 UndeterminedCriminal Lexington Medical Center62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

2/17/2017 UndeterminedCriminal Zcoin 52 Finance and InsuranceFinancial Disruptive Data Attack

2/15/2017 UndeterminedCriminal PharmaNet 92 Public AdministrationFinancial Exploitive Exploitation of Application Server

2/15/2017 UndeterminedCriminal Government of Montenegro (www.gov.me)92 Public AdministrationSabotage Disruptive External Denial of Service

2/15/2017 UndeterminedCriminal Yahoo! 51 InformationPolitical-EspionageExploitive Exploitation of Application Server

2/14/2017 UndeterminedCriminal Emmanuel Macron81 Other Services (except Public Administration)Sabotage Mixed Exploitation of Application Server,External Denial of Service

2/14/2017 UndeterminedCriminal International Trade Union Confederation81 Other Services (except Public Administration)Political-EspionageExploitive Exploitation of End Hosts

2/14/2017 UndeterminedCriminal San Antonio Symphony71 Arts, Entertainment, and RecreationFinancial Exploitive Exploitation of Application Server

2/14/2017 UndeterminedCriminal FunPlus 51 InformationUndeterminedExploitive Exploitation of Application Server

2/14/2017 UndeterminedCriminal Citizens Memorial Hospital62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Hosts

2/10/2017 UndeterminedCriminal Texas Department of Transportation92 Public AdministrationFinancial Exploitive Exploitation of Application Server

2/10/2017 UndeterminedCriminal Italian Foreign Ministry92 Public AdministrationPolitical-EspionageExploitive Exploitation of Application Server

2/10/2017 Pakistan Nation-StateMazagon Dock Shipbuilders Limited31 ManufacturingIndustrial-EspionageExploitive Exploitation of Application Server,Exploitation of End Hosts

2/9/2017 UndeterminedCriminal Arby's 72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Sensors

2/9/2017 UndeterminedCriminal Hitachi Payment Services52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

2/9/2017 UndeterminedCriminal Loblaws 99 UndeterminedFinancial Exploitive Exploitation of Application Server

2/8/2017 UndeterminedCriminal FileSilo.co.uk 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

2/8/2017 UndeterminedCriminal Taiwanese Ministry of Foreign Affairs' Bureau of Consular Affairs (BOCA)92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

2/8/2017 UndeterminedCriminal Sports Direct 44 Retail TradeFinancial Exploitive Exploitation of Application Server

2/8/2017 UndeterminedCriminal Alton Steel, Inc. 31 ManufacturingFinancial Exploitive Exploitation of Application Server

2/8/2017 zerodark70Criminal UPI.com 51 InformationFinancial Exploitive Exploitation of Application Server

2/7/2017 UndeterminedCriminal National Treasury Management Agency92 Public AdministrationProtest Disruptive Message Manipulation

2/7/2017 Aslan Neferler TimHacktivist Austrian Parliament92 Public AdministrationProtest Disruptive External Denial of Service

2/7/2017 UndeterminedCriminal Darcy Vescio's Twitter account (@darcyvee)81 Other Services (except Public Administration)UndeterminedDisruptive Message Manipulation

2/7/2017 UndeterminedCriminal David Beckham 81 Other Services (except Public Administration)Financial Exploitive Exploitation of Application Server



2/7/2017 Fallaga TeamHacktivist Six NHS Websites62 Health Care and Social AssistanceProtest Disruptive Message Manipulation

2/7/2017 UndeterminedCriminal Canadian Tire 44 Retail TradeFinancial Exploitive Exploitation of Application Server

2/6/2017 UndeterminedCriminal 45 Committee 81 Other Services (except Public Administration)Protest Disruptive Message Manipulation

2/6/2017 UndeterminedCriminal Verity Health System62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

2/6/2017 UndeterminedCriminal Logic Supply 99 UndeterminedFinancial Exploitive Exploitation of Application Server

2/5/2017 UndeterminedCriminal Email accounts of Irish solicitors54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

2/4/2017 SVR (COZYBEAR)Nation-StateNorwegian Defense Ministry92 Public AdministrationPolitical-EspionageExploitive Exploitation of Application Server

2/4/2017 SVR (COZYBEAR)Nation-StateNorwegian Foreign Ministry92 Public AdministrationPolitical-EspionageExploitive Exploitation of Application Server

2/4/2017 SVR (COZYBEAR)Nation-StatePolice Security Service92 Public AdministrationPolitical-EspionageExploitive Exploitation of Application Server

2/4/2017 SVR (COZYBEAR)Nation-StateNorway's Radiation Protection Authority92 Public AdministrationPolitical-EspionageExploitive Exploitation of Application Server

2/3/2017 UndeterminedCriminal Tiverton Town Council92 Public AdministrationFinancial Disruptive Data Attack

2/3/2017 SVR (COZYBEAR)Nation-StateNorwegian Labour Party92 Public AdministrationPolitical-EspionageExploitive Exploitation of Application Server

2/3/2017 UndeterminedCriminal Manatee County School District61 Educational ServicesFinancial Exploitive Exploitation of Application Server

2/3/2017 Berkut Criminal PoliceOne 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

2/3/2017 A hacker(s) claiming to be affiliated with AnonymousUndeterminedFreedom Hosting II51 InformationUndeterminedMixed Exploitation of Application Server,Message Manipulation

2/2/2017 UndeterminedCriminal City of Troy 92 Public AdministrationFinancial Disruptive Data Attack

1/31/2017 UndeterminedCriminal Playstation Portable ISO Forums71 Arts, Entertainment, and RecreationFinancial Exploitive Exploitation of Application Server

1/31/2017 UndeterminedCriminal Linking County 92 Public AdministrationFinancial Disruptive Data Attack

1/31/2017 UndeterminedCriminal Czech Foreign Ministry92 Public AdministrationPolitical-EspionageExploitive Exploitation of Application Server

1/31/2017 UndeterminedCriminal Xbox 360 ISO Forums71 Arts, Entertainment, and RecreationFinancial Exploitive Exploitation of Application Server

1/31/2017 UndeterminedCriminal CD Projekt Red 71 Arts, Entertainment, and RecreationFinancial Exploitive Exploitation of Application Server

1/31/2017 UndeterminedCriminal Sunny 107.9 WFBS-LPFM51 InformationUndeterminedDisruptive Message Manipulation

1/30/2017 GRU 85th Main Special Service Center (Unit 26165) (FANCYBEAR)Nation-StatePolish Foreign Ministry92 Public AdministrationPolitical-EspionageExploitive Exploitation of Application Server

1/30/2017 UndeterminedCriminal Romantik Seehotel Jaegerwirt72 Accommodation and Food ServicesFinancial Disruptive Data Attack

1/29/2017 OurMine Hobbyist CNN Politics Facebook page51 InformationUndeterminedDisruptive Message Manipulation

1/29/2017 OurMine Hobbyist CNN International Facebook page51 InformationUndeterminedDisruptive Message Manipulation

1/29/2017 OurMine Hobbyist CNN Facebook page51 InformationUndeterminedDisruptive Message Manipulation

1/28/2017 OurMine Hobbyist WWE Tumblr page71 Arts, Entertainment, and RecreationUndeterminedDisruptive Message Manipulation

1/28/2017 OurMine Hobbyist Triple H Twitter account71 Arts, Entertainment, and RecreationUndeterminedDisruptive Message Manipulation

1/28/2017 OurMine Hobbyist John Cena Twitter account71 Arts, Entertainment, and RecreationUndeterminedDisruptive Message Manipulation

1/28/2017 OurMine Hobbyist WWE Summer Slam Twitter account71 Arts, Entertainment, and RecreationUndeterminedDisruptive Message Manipulation

1/28/2017 OurMine Hobbyist WWE Network Twitter account71 Arts, Entertainment, and RecreationUndeterminedDisruptive Message Manipulation

1/28/2017 OurMine Hobbyist WWE NXT Twitter account71 Arts, Entertainment, and RecreationUndeterminedDisruptive Message Manipulation

1/28/2017 UndeterminedCriminal Emsisoft 54 Professional, Scientific, and Technical ServicesFinancial Disruptive External Denial of Service

1/28/2017 OurMine Hobbyist WWE Universe Twitter account71 Arts, Entertainment, and RecreationUndeterminedDisruptive Message Manipulation

1/27/2017 UndeterminedCriminal D.C. Police 92 Public AdministrationFinancial Disruptive Data Attack

1/27/2017 UndeterminedCriminal Australian Nuclear Science and Technology Organisation (ANSTO)92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

1/27/2017 UndeterminedCriminal Princeton Pain Management62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

1/27/2017 UndeterminedCriminal Sunrun 99 UndeterminedFinancial Exploitive Exploitation of End Hosts

1/26/2017 UndeterminedCriminal Cockrell Hill Police92 Public AdministrationFinancial Disruptive Data Attack

1/26/2017 UndeterminedCriminal Grey Eagle Resort and Casino72 Accommodation and Food ServicesUndeterminedExploitive Exploitation of Application Server

1/26/2017 UndeterminedCriminal Campbell County Health62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Hosts

1/26/2017 UndeterminedCriminal Odessa School District61 Educational ServicesFinancial Exploitive Exploitation of Application Server

1/26/2017 UndeterminedCriminal High Fidelity 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

1/26/2017 Chipher0007UndeterminedAlphaBay 81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of Application Server

1/26/2017 UndeterminedCriminal Hong Kong securities brokers52 Finance and InsuranceFinancial Disruptive External Denial of Service

1/26/2017 GRU 85th Main Special Service Center (Unit 26165) (FANCYBEAR)Nation-StateUnnamed TV station in the UK51 InformationPolitical-EspionageExploitive Exploitation of Application Server

1/25/2017 UndeterminedCriminal eYou.com 51 InformationFinancial Exploitive Exploitation of Application Server

1/25/2017 UndeterminedCriminal Sohu.com 51 InformationFinancial Exploitive Exploitation of Application Server

1/25/2017 UndeterminedCriminal Sina.com.cn 51 InformationFinancial Exploitive Exploitation of Application Server

1/25/2017 UndeterminedCriminal Sina.com 51 InformationFinancial Exploitive Exploitation of Application Server

1/25/2017 UndeterminedCriminal 163.net 51 InformationFinancial Exploitive Exploitation of Application Server

1/25/2017 UndeterminedCriminal Tom.com 51 InformationFinancial Exploitive Exploitation of Application Server

1/25/2017 UndeterminedCriminal QQ.com 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

1/25/2017 UndeterminedCriminal Yeah.net 51 InformationFinancial Exploitive Exploitation of Application Server



1/25/2017 UndeterminedCriminal 163.com 51 InformationFinancial Exploitive Exploitation of Application Server

1/25/2017 UndeterminedCriminal 126.com 51 InformationFinancial Exploitive Exploitation of Application Server

1/25/2017 Four TeenagersCriminal Shoppers Stop 44 Retail TradeFinancial Disruptive Data Attack

1/25/2017 Four TeenagersCriminal Myntra 44 Retail TradeFinancial Disruptive Data Attack

1/25/2017 Four TeenagersCriminal Domino's Pizza 72 Accommodation and Food ServicesFinancial Disruptive Data Attack

1/25/2017 Four TeenagersCriminal Amazon 44 Retail TradeFinancial Disruptive Data Attack

1/25/2017 Four TeenagersCriminal Flipkart 44 Retail TradeFinancial Disruptive Data Attack

1/25/2017 UndeterminedCriminal Swedish Armed Forces92 Public AdministrationPolitical-EspionageExploitive Exploitation of Application Server

1/25/2017 UndeterminedCriminal Argyle school district61 Educational ServicesFinancial Exploitive Exploitation of End Hosts

1/25/2017 UndeterminedCriminal NetEase Inc. 51 InformationFinancial Exploitive Exploitation of Application Server

1/25/2017 Four TeenagersCriminal MakeMyTrip 56 Administrative and Support and Waste Management and Remediation ServicesFinancial Disruptive Data Attack

1/25/2017 UndeterminedCriminal U.S. Cellular 51 InformationFinancial Exploitive Exploitation of Application Server

1/25/2017 UndeterminedCriminal Dr. Web 54 Professional, Scientific, and Technical ServicesFinancial Disruptive External Denial of Service

1/24/2017 UndeterminedCriminal County websites of the Wisconsin Democratic Party81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of Application Server

1/23/2017 UndeterminedCriminal Tipton County Schools61 Educational ServicesFinancial Exploitive Exploitation of End Hosts

1/23/2017 UndeterminedCriminal XP Investimentos SA52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

1/23/2017 UndeterminedCriminal Lloyds Bank 52 Finance and InsuranceFinancial Disruptive External Denial of Service

1/23/2017 UndeterminedCriminal WCHQ 100.9 FM 51 InformationUndeterminedDisruptive Message Manipulation

1/23/2017 OurMine Hobbyist New York Times Video Twitter Account (@nytvideo)51 InformationUndeterminedDisruptive Message Manipulation

1/21/2017 UndeterminedCriminal Racingpulse.in 81 Other Services (except Public Administration)Financial Disruptive Data Attack

1/21/2017 UndeterminedCriminal Sundance Film Festival71 Arts, Entertainment, and RecreationUndeterminedDisruptive External Denial of Service

1/21/2017 UndeterminedCriminal Ohio State Veterinary Medical Center61 Educational ServicesFinancial Exploitive Exploitation of Application Server

1/21/2017 UndeterminedCriminal BBC Northampton Twitter account (@BBCNorthampton)51 InformationUndeterminedDisruptive Message Manipulation

1/21/2017 Sc0rp10nGh0s7Criminal www.nari-icmr.res.in81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of Application Server

1/20/2017 UndeterminedCriminal St. Louis Public Library81 Other Services (except Public Administration)Financial Disruptive Data Attack

1/20/2017 UndeterminedCriminal Bowlmor AMF 71 Arts, Entertainment, and RecreationFinancial Exploitive Exploitation of Sensors

1/18/2017 UndeterminedCriminal POPEYES 72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Sensors

1/18/2017 UndeterminedCriminal College students across the United States61 Educational ServicesFinancial Exploitive Exploitation of End Hosts

1/17/2017 UndeterminedCriminal Laptop belonging to the special investigation team probing President Park Geun-hye's political scandal92 Public AdministrationPolitical-EspionageExploitive Exploitation of End Hosts

1/17/2017 UndeterminedCriminal Supercell 71 Arts, Entertainment, and RecreationFinancial Exploitive Exploitation of Application Server

1/17/2017 UndeterminedCriminal Channel One 51 InformationUndeterminedExploitive Exploitation of Application Server

1/17/2017 UndeterminedCriminal Advanced Flexible Composites Inc.31 ManufacturingFinancial Disruptive Internal Denial of Service

1/16/2017 UndeterminedCriminal Sentara Healthcare62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

1/16/2017 UndeterminedCriminal Barts Health Trust62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of Application Server

1/16/2017 UndeterminedCriminal MrExcel.com 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

1/16/2017 UndeterminedCriminal Three Indian banks52 Finance and InsuranceFinancial Disruptive Message Manipulation,Data Attack

1/15/2017 UndeterminedCriminal IHOP (International House of Pancakes)72 Accommodation and Food ServicesUndeterminedDisruptive Message Manipulation

1/15/2017 UndeterminedCriminal Dracut Public Schools61 Educational ServicesFinancial Exploitive Exploitation of Application Server

1/14/2017 Kapustkiy Hacktivist gdc.gob.ve 92 Public AdministrationProtest Exploitive Exploitation of Application Server

1/13/2017 UndeterminedCriminal University of Maryland School of Medicine62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

1/12/2017 UndeterminedCriminal Cellebrite 54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server

1/12/2017 UndeterminedCriminal General Motors 31 ManufacturingFinancial Exploitive Exploitation of Application Server

1/11/2017 Giulio Occhionero; Francesca Maria OcchioneroUndeterminedMario Monti 81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of Application Server

1/11/2017 The Dark OverlordCriminal Little Red Door Cancer Services of East Central Indiana81 Other Services (except Public Administration)Financial Exploitive Exploitation of Application Server

1/11/2017 Giulio Occhionero; Francesca Maria OcchioneroUndeterminedMatteo Renzi 81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of Application Server

1/11/2017 UndeterminedCriminal Kanawha County Schools61 Educational ServicesFinancial Disruptive Data Attack

1/11/2017 UndeterminedCriminal Jabbim 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

1/11/2017 Giulio Occhionero; Francesca Maria OcchioneroUndeterminedMario Draghi 81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of Application Server

1/11/2017 Giulio Occhionero; Francesca Maria OcchioneroUndeterminedGrand master of Italy's biggest lodge81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of Application Server

1/10/2017 AnonymousHacktivist Thai governmental job portal92 Public AdministrationProtest Exploitive Exploitation of Application Server

1/10/2017 UndeterminedCriminal Susan M. Hughes Center (hughescenter.net)62 Health Care and Social AssistanceFinancial Disruptive Data Attack

1/10/2017 UndeterminedCriminal The Los Angeles Valley College (LAVC)61 Educational ServicesFinancial Disruptive Data Attack

1/9/2017 UndeterminedCriminal http://forumserver.twoplustwo.com71 Arts, Entertainment, and RecreationFinancial Exploitive Exploitation of Application Server

1/8/2017 UndeterminedCriminal esea.net 71 Arts, Entertainment, and RecreationFinancial Exploitive Exploitation of Application Server

1/7/2017 UndeterminedCriminal Princeton University61 Educational ServicesFinancial Disruptive Data Attack



1/7/2017 UndeterminedCriminal MJ Freeway 54 Professional, Scientific, and Technical ServicesUndeterminedDisruptive Internal Denial of Service

1/6/2017 CyberwolfgangCriminal Square Enix's European Twitter Account (@SQUARE_ENIX_EU)71 Arts, Entertainment, and RecreationUndeterminedDisruptive Message Manipulation

1/6/2017 Kapustkiy Hacktivist esguarnacpuntademata.mil.ve92 Public AdministrationProtest Exploitive Exploitation of Application Server

1/6/2017 UndeterminedCriminal Arizona Department of Administration92 Public AdministrationFinancial Exploitive Exploitation of End Hosts

1/6/2017 UndeterminedCriminal 123-Reg 51 InformationUndeterminedDisruptive External Denial of Service

1/5/2017 UndeterminedCriminal University of Alberta61 Educational ServicesFinancial Exploitive Exploitation of Application Server,Exploitation of End Hosts

1/4/2017 Kuroi'SH Undeterminedgoogle.com.br 51 InformationUndeterminedDisruptive Message Manipulation,External Denial of Service

1/4/2017 UndeterminedCriminal Emory Brain Health Center62 Health Care and Social AssistanceFinancial Disruptive Data Attack

1/4/2017 UndeterminedCriminal Northside Independent School District61 Educational ServicesFinancial Exploitive Exploitation of Application Server

1/2/2017 AnonymousHacktivist Victorian Equal Opportunity & Human Rights Commission81 Other Services (except Public Administration)Protest Disruptive Message Manipulation

1/1/2017 CyberZeistHobbyist FBI 92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

12/31/2016 Gh0s7 UndeterminedThailand's National Statistical Office (nso.go.th)92 Public AdministrationProtest Exploitive Exploitation of Application Server

12/31/2016 OurMine Hobbyist Nat Geo Photography Twitter Account (@NatGeoPhotos)81 Other Services (except Public Administration)UndeterminedDisruptive Message Manipulation

12/31/2016 UndeterminedCriminal Turkish Energy Ministry92 Public AdministrationUndeterminedDisruptive Physical Attack

12/30/2016 Shin0bi_H4x0rUndeterminedPhilippine Military (army.mil.ph)92 Public AdministrationUndeterminedDisruptive Message Manipulation

12/30/2016 UndeterminedCriminal PakWheels 51 InformationUndeterminedExploitive Exploitation of Application Server

12/30/2016 UndeterminedCriminal Drudge Report 51 InformationUndeterminedDisruptive External Denial of Service

12/30/2016 UndeterminedCriminal Topps 44 Retail TradeFinancial Exploitive Exploitation of Application Server

12/30/2016 AnonymousHacktivist Bilderberg Group 56 Administrative and Support and Waste Management and Remediation ServicesProtest Disruptive Message Manipulation

12/29/2016 FSB 18thÃƒÂ‚Ã‚Â Center for Information Security (Berserk Bear); GRU Unit 26165 (FANCY BEAR)Nation-StateDemocratic National Committee81 Other Services (except Public Administration)Political-EspionageExploitive Exploitation of Application Server,Exploitation of End Hosts

12/29/2016 GRU 85th Main Special Service Center (Unit 26165) (FANCYBEAR)Nation-StateOSCE (Organization for Security and Co-operation in Europe)92 Public AdministrationPolitical-EspionageExploitive Exploitation of Application Server

12/28/2016 UndeterminedCriminal State's Division of Public Behavioral Health (DPBH)92 Public AdministrationFinancial Exploitive Exploitation of Application Server

12/28/2016 UndeterminedCriminal Intercontinental Hotel Group (IHG)72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Sensors

12/28/2016 UndeterminedCriminal Southcentral Foundation (southcentralfoundation.com)62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

12/28/2016 UndeterminedCriminal ExtraTorrent 51 InformationUndeterminedDisruptive External Denial of Service

12/28/2016 The Dark OverlordCriminal DRI Title & Escrow52 Finance and InsuranceUndeterminedExploitive Exploitation of Application Server

12/28/2016 The Dark OverlordCriminal GS Polymers, Inc.99 UndeterminedFinancial Exploitive Exploitation of Application Server

12/27/2016 AnonymousHacktivist Thai Police Office 92 Public AdministrationProtest Disruptive External Denial of Service

12/27/2016 AnonymousHacktivist Ministry of Tourism and Sports92 Public AdministrationProtest Disruptive External Denial of Service

12/27/2016 AnonymousHacktivist Thai LA consulate (thaiconsulatela.org)92 Public AdministrationProtest Mixed Exploitation of Application Server,Message Manipulation

12/26/2016 OurMine Hobbyist Official Sony Music Global Twitter Account (@SonyMusicGlobal)51 InformationUndeterminedDisruptive Message Manipulation

12/25/2016 Kapustkiy Hacktivist Russian Visa Center in the US (ils-us.com)92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

12/25/2016 Kapustkiy; Cryptolulz666Hobbyist Dutch Chamber of Commerce in Hong Kong (dutchchamber.hk)81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of Application Server

12/25/2016 UndeterminedCriminal KeepKey 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

12/24/2016 Cryptolulz666; EvoIsGodUndeterminedThe Standard Hong Kong (thestandard.com.hk)51 InformationUndeterminedExploitive Exploitation of Application Server

12/23/2016 GRU 85th Main Special Service Center (Unit 26165) (FANCYBEAR)Nation-StateUkrainian Artillery Units92 Public AdministrationPolitical-EspionageExploitive Exploitation of End Hosts

12/23/2016 Phantom Squad; @cripthepoodleCriminal Origin 51 InformationUndeterminedDisruptive External Denial of Service

12/23/2016 Phantom Squad; @cripthepoodleCriminal Steam 51 InformationUndeterminedDisruptive External Denial of Service

12/22/2016 AnonymousHacktivist Thai Navy 92 Public AdministrationProtest Exploitive Exploitation of Application Server

12/22/2016 AnonymousHacktivist Thai Ministry of Foreign Affairs92 Public AdministrationProtest Exploitive Exploitation of Application Server

12/22/2016 UndeterminedCriminal Lithuania 92 Public AdministrationPolitical-EspionageExploitive Exploitation of End Hosts

12/22/2016 CyberZeistHobbyist FBI 92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

12/22/2016 Kapustkiy Hacktivist Costa Rica Embassy in China (costaricaembassycn.com)92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

12/22/2016 OurMine Hobbyist Official Twitter account of Marvel (@Marvel)51 InformationUndeterminedDisruptive Message Manipulation

12/21/2016 Team Pak Cyber AttackerUndeterminedOfficial Google Bangladesh Domain (google.bd)51 InformationUndeterminedDisruptive Message Manipulation

12/21/2016 R.I.U. Star PatrolCriminal Tumblr 51 InformationUndeterminedDisruptive External Denial of Service

12/20/2016 AnonymousHacktivist Thai Ministry of Defence92 Public AdministrationProtest Mixed Exploitation of Application Server,External Denial of Service

12/20/2016 AnonymousHacktivist Thai Ministry of Information and Communication Technology92 Public AdministrationProtest Mixed Exploitation of Application Server,External Denial of Service

12/20/2016 UndeterminedCriminal Hyundai 31 ManufacturingFinancial Exploitive Exploitation of Application Server,Exploitation of End Hosts

12/20/2016 UndeterminedCriminal University of Nebraska-Lincoln (UNL)61 Educational ServicesUndeterminedExploitive Exploitation of Application Server

12/20/2016 UndeterminedCriminal Ethereum 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

12/20/2016 OurMine Hobbyist Official Twitter account of Netflix US (@netflix)51 InformationUndeterminedDisruptive Message Manipulation

12/20/2016 UndeterminedCriminal Kia 31 ManufacturingFinancial Exploitive Exploitation of Application Server,Exploitation of End Hosts

12/19/2016 Kapustkiy Hacktivist Slovak Chamber of Commerce, scci.sk81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of Application Server

12/19/2016 Cryptolulz666Hobbyist Indian Institute of Technology Kharagpur (iitkgp.ac.in)61 Educational ServicesUndeterminedExploitive Exploitation of Application Server



12/19/2016 UndeterminedCriminal Miami Beach City Hall's Sun Trust Bank52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

12/19/2016 UndeterminedCriminal Lynda.com 51 InformationFinancial Exploitive Exploitation of Application Server

12/18/2016 Kelvin OnaghinorCriminal Los Angeles County61 Educational ServicesUndeterminedExploitive Exploitation of Application Server

12/17/2016 Phantom SquadUndeterminedEA Battlefield 1 54 Professional, Scientific, and Technical ServicesUndeterminedDisruptive External Denial of Service

12/17/2016 The Dark OverlordCriminal Precon Products 99 UndeterminedFinancial Exploitive Exploitation of Application Server,Exploitation of End Hosts

12/17/2016 UndeterminedCriminal PayAsUGym 71 Arts, Entertainment, and RecreationFinancial Exploitive Exploitation of Application Server

12/16/2016 Cryptolulz666Hobbyist Russian Federal Drug Control Service Liquidation Commission (fskn.gov.ru)92 Public AdministrationUndeterminedDisruptive External Denial of Service

12/16/2016 Cryptolulz666Hobbyist italiastartupvisa.mise.gov.it92 Public AdministrationUndeterminedDisruptive External Denial of Service

12/16/2016 Cryptolulz666Hobbyist Russian Federation Drug Control Service92 Public AdministrationUndeterminedDisruptive External Denial of Service

12/16/2016 UndeterminedCriminal Summit Reinsurance Services Inc.52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

12/16/2016 UndeterminedCriminal Bleacher Report 51 InformationFinancial Exploitive Exploitation of Application Server

12/16/2016 GRU Unit 74455 (SANDWORM)UndeterminedUkrenergo 22 Utilities Sabotage Disruptive Physical Attack

12/16/2016 UndeterminedCriminal Department of Defense92 Public AdministrationSabotage Mixed Exploitation of Application Server,Internal Denial of Service

12/15/2016 Kapustkiy Hacktivist Official website of the Russian National Visa Bureau in the Netherlands (rnvb.nl)81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of Application Server

12/15/2016 UndeterminedCriminal Election Assistance Commission92 Public AdministrationFinancial Exploitive Exploitation of Application Server

12/15/2016 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Nation-StateUndisclosed Ukrainian banks52 Finance and InsuranceSabotage Mixed Exploitation of Application Server,Data Attack,Exploitation of End Host

12/14/2016 Cryptolulz666Hobbyist Embassy of Russia in Armenia92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

12/14/2016 UndeterminedCriminal Frederick County Public Schools61 Educational ServicesFinancial Exploitive Exploitation of Application Server

12/13/2016 UndeterminedCriminal Ukraine's Ministry of Defence92 Public AdministrationSabotage Disruptive External Denial of Service

12/12/2016 Kapustkiy Hacktivist ambru.nl 92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

12/12/2016 UndeterminedCriminal KFC 72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Application Server

12/9/2016 Legion UndeterminedRavish Kuma 81 Other Services (except Public Administration)UndeterminedDisruptive Message Manipulation

12/9/2016 Legion UndeterminedBarkha Dutt 81 Other Services (except Public Administration)UndeterminedDisruptive Message Manipulation

12/9/2016 UndeterminedCriminal Etana Habte 81 Other Services (except Public Administration)Political-EspionageExploitive Exploitation of End Hosts

12/9/2016 Legion UndeterminedVijay Mallya 51 InformationUndeterminedMixed Exploitation of Application Server,Message Manipulation

12/8/2016 UndeterminedCriminal Akbank 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

12/8/2016 UndeterminedCriminal Kagoya 51 InformationFinancial Exploitive Exploitation of Application Server

12/8/2016 UndeterminedCriminal ThyssenKrupp 99 UndeterminedIndustrial-EspionageExploitive Exploitation of Application Server

12/7/2016 Kapustkiy; Kasimierz LHacktivist Argentinian Ministry of Industry (Ministerio de Produccion, produccion.gob.ar)92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

12/7/2016 UndeterminedCriminal US law firms 54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server

12/6/2016 UndeterminedCriminal Ukrainian Ministry of Finance92 Public AdministrationUndeterminedDisruptive Message Manipulation

12/6/2016 UndeterminedCriminal State Treasury Service of Ukraine92 Public AdministrationUndeterminedDisruptive Message Manipulation

12/6/2016 UndeterminedCriminal South Korean Cyber Command52 Finance and InsurancePolitical-EspionageExploitive Exploitation of Application Server

12/6/2016 UndeterminedCriminal University of Wisconsin-Madison Law School61 Educational ServicesFinancial Exploitive Exploitation of Application Server

12/6/2016 UndeterminedCriminal VTB 52 Finance and InsuranceUndeterminedDisruptive External Denial of Service

12/6/2016 UndeterminedCriminal Bo Shen 81 Other Services (except Public Administration)Financial Exploitive Exploitation of Application Server,Exploitation of End Hosts

12/5/2016 UndeterminedCriminal DailyMotion 51 InformationUndeterminedExploitive Exploitation of Application Server

12/5/2016 UndeterminedCriminal Eir Telecom 51 InformationUndeterminedExploitive Exploitation of Network Infrastructure

12/5/2016 Jonathan LyCriminal Expedia 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server,Exploitation of End Hosts

12/4/2016 Kapustkiy Hacktivist National Assembly of Ecuador (asambleanacional.gob.ec)92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

12/4/2016 UndeterminedCriminal Intercom Wireless Frequency System of McDonald's at the New Bern, N.C72 Accommodation and Food ServicesUndeterminedDisruptive Message Manipulation

12/3/2016 AppState LeaksUndeterminedAppalachian State University61 Educational ServicesUndeterminedExploitive Exploitation of Application Server

12/2/2016 UndeterminedCriminal Saudi Arabian Monetary Agency92 Public AdministrationSabotage Disruptive Data Attack

12/2/2016 UndeterminedCriminal Central Bank of Russia92 Public AdministrationFinancial Exploitive Exploitation of Application Server

12/2/2016 Kapustkiy Hacktivist catropaejb.com.ve92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

12/2/2016 Football LeaksUndeterminedProfessional football players71 Arts, Entertainment, and RecreationUndeterminedExploitive Exploitation of Application Server

12/2/2016 UndeterminedCriminal Health Solutions 62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of Application Server

12/2/2016 UndeterminedCriminal Shiseido Co. 99 UndeterminedFinancial Exploitive Exploitation of Application Server

12/1/2016 UndeterminedCriminal Channel 10 51 InformationProtest Disruptive Message Manipulation

12/1/2016 UndeterminedCriminal TalkTalk 51 InformationUndeterminedDisruptive External Denial of Service

12/1/2016 UndeterminedCriminal Post Office 51 InformationUndeterminedDisruptive External Denial of Service

12/1/2016 UndeterminedCriminal Channel 2 51 InformationProtest Disruptive Message Manipulation

12/1/2016 UndeterminedCriminal Saudi Arabian Ministry of Transportation92 Public AdministrationSabotage Disruptive Data Attack

12/1/2016 UndeterminedCriminal General Authority of Civil Aviation of Saudi Arabia92 Public AdministrationSabotage Disruptive Data Attack

11/30/2016 Legion UndeterminedRahul Gandhi Twitter account81 Other Services (except Public Administration)UndeterminedDisruptive Message Manipulation



11/30/2016 UndeterminedCriminal Erasmus University61 Educational ServicesFinancial Exploitive Exploitation of Application Server

11/30/2016 UndeterminedCriminal The National Lottery71 Arts, Entertainment, and RecreationFinancial Exploitive Exploitation of Application Server

11/29/2016 UndeterminedCriminal The Carleton University61 Educational ServicesFinancial Disruptive Data Attack

11/29/2016 UndeterminedCriminal Deutsche Telekom51 InformationUndeterminedDisruptive External Denial of Service

11/29/2016 UndeterminedCriminal European Commission92 Public AdministrationUndeterminedDisruptive External Denial of Service

11/28/2016 cryptom27 Criminal Muni (San Francisco's Transit System)22 Utilities Financial Disruptive Data Attack

11/28/2016 UndeterminedCriminal Japanese Defence Ministry92 Public AdministrationUndeterminedExploitive Exploitation of Application Server,Exploitation of End Hosts

11/28/2016 UndeterminedCriminal Columbia County School District61 Educational ServicesFinancial Exploitive Exploitation of Application Server

11/27/2016 UndeterminedCriminal Valartis Bank 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

11/26/2016 Kapustkiy Hacktivist The High Commission of Fiji92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

11/26/2016 Kapustkiy Hacktivist The High Commission of Ghana92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

11/26/2016 Group_DmarHacktivist careers.kna.kw (official website of the Kuwaiti parliament)92 Public AdministrationSabotage Disruptive Message Manipulation

11/26/2016 UndeterminedCriminal Quest Diagnostics62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of Application Server

11/25/2016 GRU 85th Main Special Service Center (Unit 26165) (FANCYBEAR)Nation-StateUnited States Anti-Doping Agency81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of Application Server

11/24/2016 UndeterminedCriminal Vascular Surgical Associates62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of Application Server

11/23/2016 UndeterminedCriminal Ask 54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of End Hosts,Exploitation of Network Infrastructure

11/23/2016 Gh0s7 UndeterminedInstituto de la FunciÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â³n Registral del Estado MÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â©xico (IFREM)92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

11/23/2016 UndeterminedCriminal Mailchimp 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server,Exploitation of End Hosts

11/23/2016 UndeterminedCriminal Deliveroo 72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Application Server

11/22/2016 UndeterminedCriminal Madison Square Garden71 Arts, Entertainment, and RecreationFinancial Exploitive Exploitation of Sensors

11/21/2016 Kapustkiy; CyberZeistUndeterminedHungarian Human Rights Foundation (hhrf.org)81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of Application Server

11/21/2016 UndeterminedCriminal Atlantis, Paradise Island72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Sensors

11/21/2016 UndeterminedCriminal TheCounter 54 Professional, Scientific, and Technical ServicesUndeterminedDisruptive Message Manipulation

11/20/2016 Kapustkiy Hacktivist Eastern Indian Regional Council92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

11/18/2016 Kapustkiy Hacktivist mobilita.gov.it 92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

11/18/2016 UndeterminedCriminal USOC (United States Olympic Committee)71 Arts, Entertainment, and RecreationUndeterminedExploitive Exploitation of Application Server

11/18/2016 UndeterminedCriminal Three Mobile 51 InformationFinancial Exploitive Exploitation of Application Server

11/18/2016 Amn3s1a TeamUndeterminedMega.nz 81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of Application Server

11/17/2016 UndeterminedCriminal Canadian army's public recruitment website (forces.ca)92 Public AdministrationUndeterminedDisruptive Message Manipulation

11/17/2016 OurMine Hobbyist Mark Zuckerberg's Pinterest account81 Other Services (except Public Administration)UndeterminedDisruptive Message Manipulation

11/17/2016 The Dark OverlordCriminal Gorilla Glue 42 Wholesale TradeFinancial Exploitive Exploitation of Application Server

11/16/2016 N.T.R. Undeterminedcivilsupplieskerala.gov (Kerala government's civil supplies department)92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

11/15/2016 Carbanak Criminal Three unnamed firms in the hospitality sector72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Application Server,Exploitation of End Hosts,Exploitation of Sensors

11/14/2016 Anthony ClarkCriminal FIFA Ultimate Team54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

11/13/2016 UndeterminedCriminal AdultFriendFinder Networks71 Arts, Entertainment, and RecreationUndeterminedExploitive Exploitation of Application Server

11/13/2016 UndeterminedCriminal Michigan State University61 Educational ServicesFinancial Exploitive Exploitation of Application Server

11/12/2016 ElSurveillanceHacktivist freedateusa.com 81 Other Services (except Public Administration)Protest Exploitive Exploitation of Application Server

11/12/2016 CyberZeistHobbyist Windham County Sheriff's Office92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

11/12/2016 ElSurveillanceHacktivist 24luv.com 81 Other Services (except Public Administration)Protest Exploitive Exploitation of Application Server

11/11/2016 UndeterminedCriminal A&M LLC 99 UndeterminedFinancial Exploitive Exploitation of Sensors

11/10/2016 UndeterminedCriminal Casino Rama Resort72 Accommodation and Food ServicesUndeterminedExploitive Exploitation of Application Server

11/9/2016 UndeterminedCriminal National Crime Agency92 Public AdministrationUndeterminedDisruptive External Denial of Service

11/8/2016 vimproductsCriminal Alfa-Bank 52 Finance and InsuranceFinancial Disruptive External Denial of Service

11/8/2016 vimproductsCriminal Rosbank 52 Finance and InsuranceFinancial Disruptive External Denial of Service

11/8/2016 vimproductsCriminal Bank of Moscow 52 Finance and InsuranceFinancial Disruptive External Denial of Service

11/8/2016 CyberZeistHobbyist Alaskan Elections Results website (elections.alaska.gov)92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

11/8/2016 UndeterminedCriminal YouTube account of Theo Ogden81 Other Services (except Public Administration)Personal AttackDisruptive Message Manipulation,Data Attack

11/8/2016 vimproductsCriminal Moscow Exchange52 Finance and InsuranceFinancial Disruptive External Denial of Service

11/7/2016 AnonymousHacktivist Scotland Yard's website (content.met.police.uk)92 Public AdministrationProtest Disruptive External Denial of Service

11/7/2016 UndeterminedCriminal WikiLeaks 81 Other Services (except Public Administration)UndeterminedDisruptive External Denial of Service

11/7/2016 UndeterminedCriminal Campaign website of Donald Trump81 Other Services (except Public Administration)UndeterminedDisruptive External Denial of Service

11/7/2016 UndeterminedCriminal Tesco Bank 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

11/7/2016 UndeterminedCriminal Campaign website of Hillary Clinton81 Other Services (except Public Administration)UndeterminedDisruptive External Denial of Service

11/7/2016 UndeterminedCriminal Two properties in the city of Lappeenranta53 Real Estate and Rental and LeasingUndeterminedDisruptive External Denial of Service,Physical Attack

11/6/2016 Kapustkiy; Kasimierz LHacktivist Embassys of India in Romania92 Public AdministrationUndeterminedExploitive Exploitation of Application Server



11/6/2016 Kapustkiy; Kasimierz LHacktivist Embassy of India in Mali92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

11/6/2016 Kapustkiy; Kasimierz LHacktivist Embassy of India in Malawi92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

11/6/2016 Kapustkiy; Kasimierz LHacktivist Embassy of India in Switzerland92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

11/6/2016 Kapustkiy; Kasimierz LHacktivist Embassy of India in Italy92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

11/6/2016 Kapustkiy; Kasimierz LHacktivist Embassy of India in Libya92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

11/6/2016 Kapustkiy; Kasimierz LHacktivist Embassy of India in South Africa92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

11/6/2016 UndeterminedCriminal East Baton Rouge Parish School System61 Educational ServicesFinancial Exploitive Exploitation of Application Server

11/6/2016 Kapustkiy Hacktivist Indian Embassy - Switzerland92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

11/6/2016 Kapustkiy Hacktivist Indian Embassy - Italy92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

11/6/2016 Kapustkiy Hacktivist Indian Embassy - Romania92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

11/6/2016 Kapustkiy Hacktivist Indian Embassy - Mali92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

11/6/2016 Kapustkiy Hacktivist Indian Embassy - South Africa92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

11/6/2016 Kapustkiy Hacktivist Indian Embassy - Libya92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

11/6/2016 Kapustkiy Hacktivist Indian Embassy - Malawai92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

11/6/2016 Kapustkiy Hacktivist Paraguay Embassy in Taiwan92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

11/6/2016 Kapustkiy Hacktivist Indian Embassy in New York92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

11/5/2016 UndeterminedCriminal Sam's Club 44 Retail TradeFinancial Exploitive Exploitation of Application Server

11/4/2016 UndeterminedCriminal Sentinel Hotel 72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Sensors

11/2/2016 UndeterminedCriminal City of El Paso 92 Public AdministrationFinancial Exploitive Exploitation of Application Server

11/2/2016 UndeterminedCriminal New Zealand Nurses Organization81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of End Hosts

11/2/2016 OurMine Hobbyist Business Insider 51 InformationUndeterminedDisruptive Message Manipulation

11/2/2016 Jonathan PowellCriminal Pace University 61 Educational ServicesUndeterminedExploitive Exploitation of Application Server

11/1/2016 UndeterminedCriminal PageGroup 54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server

11/1/2016 United Cyber CaliphateTerrorist Raqqa Telegram Channel81 Other Services (except Public Administration)Sabotage Disruptive External Denial of Service

10/31/2016 UndeterminedCriminal City of Duluth 92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

10/30/2016 UndeterminedCriminal National Health Service's Lincolnshire and Goole62 Health Care and Social AssistanceFinancial Disruptive Data Attack

10/29/2016 Anonymous (Poland)Hacktivist Bradley Foundation81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of Application Server

10/28/2016 CyberHuntaUndeterminedVladislav Surkov 92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

10/28/2016 UndeterminedCriminal converse.com.au 31 ManufacturingFinancial Exploitive Exploitation of End Hosts

10/27/2016 Three Dutch hackers named Edwin, Mattijs and VictorUndeterminedDonald Trump's Twitter account81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of End Hosts

10/27/2016 UndeterminedCriminal US Navy 92 Public AdministrationUndeterminedExploitive Exploitation of End Hosts

10/26/2016 UndeterminedCriminal Nets 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

10/26/2016 UndeterminedCriminal DomainTools 54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server

10/24/2016 Syrian Cyber ArmyHacktivist RTFB 51 InformationProtest Disruptive External Denial of Service

10/24/2016 Syrian Cyber ArmyHacktivist Het Belang van Limburg51 InformationProtest Disruptive External Denial of Service

10/24/2016 Syrian Cyber ArmyHacktivist Gazet van Antwerpen51 InformationProtest Disruptive External Denial of Service

10/24/2016 Syrian Cyber ArmyHacktivist Het Nieuwsblad 51 InformationProtest Disruptive External Denial of Service

10/24/2016 UndeterminedCriminal StarHub 51 InformationUndeterminedDisruptive External Denial of Service

10/24/2016 Syrian Cyber ArmyHacktivist De Standaard 51 InformationProtest Disruptive External Denial of Service

10/22/2016 UndeterminedCriminal StarHub 51 InformationUndeterminedDisruptive External Denial of Service

10/21/2016 UndeterminedCriminal Sony PlayStation Network51 InformationUndeterminedDisruptive External Denial of Service

10/21/2016 UndeterminedCriminal Pakistan Government Officials92 Public AdministrationPolitical-EspionageExploitive Exploitation of End Hosts

10/21/2016 UndeterminedCriminal City of Middletown92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

10/21/2016 UndeterminedCriminal Dyn DNS 51 InformationUndeterminedDisruptive External Denial of Service

10/20/2016 UndeterminedCriminal Axis Bank 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

10/20/2016 UndeterminedCriminal YES Bank 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

10/20/2016 UndeterminedCriminal ICICI Bank 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

10/20/2016 UndeterminedCriminal HFDC Bank 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

10/20/2016 UndeterminedCriminal State Bank of India52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

10/20/2016 UndeterminedCriminal Weebly 51 InformationUndeterminedExploitive Exploitation of Application Server

10/19/2016 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Nation-StateDemocratic National Committee81 Other Services (except Public Administration)Sabotage Exploitive Exploitation of Application Server

10/19/2016 UndeterminedCriminal Axis Bank 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

10/19/2016 Peace Criminal AdultFriendFinder 71 Arts, Entertainment, and RecreationUndeterminedExploitive Exploitation of Application Server

10/19/2016 Revolver AKA 1x0123Criminal AdultFriendFinder 71 Arts, Entertainment, and RecreationUndeterminedExploitive Exploitation of Application Server

10/18/2016 UndeterminedCriminal RedBus 71 Arts, Entertainment, and RecreationUndeterminedExploitive Exploitation of Application Server



10/17/2016 SCUWatchUndeterminedUniversity of Santa Clara Office of Marketing and Communication (OMC)61 Educational ServicesUndeterminedExploitive Exploitation of Application Server

10/17/2016 UndeterminedCriminal Road signs in Chicago81 Other Services (except Public Administration)UndeterminedDisruptive Message Manipulation

10/14/2016 UndeterminedCriminal Noble House Hotels and Resorts72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Sensors

10/14/2016 UndeterminedCriminal Evony Gaming 51 InformationUndeterminedExploitive Exploitation of Application Server

10/13/2016 UndeterminedCriminal Potter County 92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

10/13/2016 UndeterminedCriminal John Podesta's Twitter Account81 Other Services (except Public Administration)UndeterminedDisruptive Message Manipulation,Data Attack

10/13/2016 0x2Taylor Hacktivist Modern Business Systems (MBS)54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

10/13/2016 UndeterminedCriminal Vera Bradley 44 Retail TradeFinancial Exploitive Exploitation of Sensors

10/12/2016 Odinaff groupCriminal SWIFT 52 Finance and InsuranceFinancial Exploitive Exploitation of End Hosts,Exploitation of Data in Transit

10/12/2016 UndeterminedCriminal Blockchain.com 52 Finance and InsuranceFinancial Disruptive External Denial of Service,Internal Denial of Service

10/12/2016 UndeterminedCriminal Blockchain.info 52 Finance and InsuranceFinancial Disruptive External Denial of Service,Internal Denial of Service

10/12/2016 UndeterminedCriminal Roman Dobrokhotov81 Other Services (except Public Administration)Political-EspionageExploitive Exploitation of Application Server

10/12/2016 UndeterminedCriminal Nikolay Kavkazsky81 Other Services (except Public Administration)Political-EspionageExploitive Exploitation of Application Server

10/12/2016 UndeterminedCriminal Alexey Shlyapuzhnikov81 Other Services (except Public Administration)Political-EspionageExploitive Exploitation of Application Server

10/12/2016 UndeterminedCriminal Aric Toler 81 Other Services (except Public Administration)Political-EspionageExploitive Exploitation of Application Server

10/12/2016 UndeterminedCriminal Vera Kichanova 81 Other Services (except Public Administration)Political-EspionageExploitive Exploitation of Application Server

10/10/2016 UndeterminedCriminal University of Toyama's Hydrogen Isotope Research Center61 Educational ServicesUndeterminedExploitive Exploitation of Application Server,Exploitation of End Hosts

10/10/2016 UndeterminedCriminal Unnamed German nuclear power plant22 Utilities UndeterminedDisruptive Undetermined

10/6/2016 UndeterminedCriminal The Clinton Foundation81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of Application Server,Exploitation of End Hosts

10/6/2016 UndeterminedCriminal Pont3 56 Administrative and Support and Waste Management and Remediation ServicesFinancial Exploitive Exploitation of Application Server

10/5/2016 OurMine Hobbyist BuzzFeed 51 InformationProtest Disruptive Message Manipulation

10/4/2016 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Nation-StateThe Clinton Foundation81 Other Services (except Public Administration)Sabotage Exploitive Exploitation of Application Server

10/4/2016 UndeterminedCriminal store.nrsc.gov 81 Other Services (except Public Administration)Financial Exploitive Exploitation of Application Server,Exploitation of End Hosts

10/4/2016 UndeterminedCriminal Spotify 51 InformationUndeterminedExploitive Exploitation of End Hosts

10/2/2016 Peace AKA Peace_Of_MindCriminal w0rm 51 InformationPersonal AttackDisruptive Message Manipulation

10/1/2016 UndeterminedCriminal University of Central Florida61 Educational ServicesFinancial Exploitive Exploitation of Application Server

9/30/2016 Websites HunterUndeterminednewseasims.com 54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server

9/30/2016 Russian hackersUndeterminedNewsweek 51 InformationUndeterminedDisruptive External Denial of Service

9/30/2016 UndeterminedCriminal Large LED video screen billboard in South Jakarta51 InformationUndeterminedDisruptive Message Manipulation

9/29/2016 UndeterminedCriminal Jive 54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server

9/29/2016 pr0jekkt Undeterminedfeverclan.com 54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server

9/29/2016 GRU 85th Main Special Service Center (Unit 26165) (FANCYBEAR)Nation-StateBellingcat 51 InformationSabotage Exploitive Exploitation of Application Server,Exploitation of End Hosts

9/27/2016 UndeterminedCriminal Over 100 US Universities61 Educational ServicesFinancial Disruptive Message Manipulation

9/27/2016 The Dark OverlordCriminal WestPark Capital 52 Finance and InsuranceFinancial Exploitive Exploitation of End Hosts

9/27/2016 Nathan Wyatt AKA Crafty CockneyCriminal Pippa Middleton 71 Arts, Entertainment, and RecreationFinancial Exploitive Exploitation of Application Server

9/26/2016 RedHack Hacktivist Berat Albayrak 92 Public AdministrationProtest Exploitive Exploitation of Application Server,Exploitation of End Hosts

9/26/2016 UndeterminedCriminal i-dressup.com 51 InformationUndeterminedExploitive Exploitation of Application Server

9/26/2016 UndeterminedCriminal OVH 51 InformationUndeterminedDisruptive External Denial of Service

9/25/2016 Monte Melkonian Cyber Army (MMCA)Hacktivist Ministry of Foreign Affairs of Azerbaijan92 Public AdministrationProtest Disruptive Message Manipulation

9/25/2016 Monte Melkonian Cyber Army (MMCA)Hacktivist Embassy of Azerbaijan in the Netherlands92 Public AdministrationProtest Disruptive Message Manipulation

9/25/2016 Monte Melkonian Cyber Army (MMCA)Hacktivist Embassy of Azerbaijan in Qatar92 Public AdministrationProtest Disruptive Message Manipulation

9/25/2016 Monte Melkonian Cyber Army (MMCA)Hacktivist Embassy of Azerbaijan in Bulgaria92 Public AdministrationProtest Disruptive Message Manipulation

9/24/2016 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Nation-StateDemocratic Congressional Campaign Committee81 Other Services (except Public Administration)Sabotage Exploitive Exploitation of Application Server

9/23/2016 Bundeswehr's Computer Network Operations Unit (CNO)Nation-StateUnnamed Afghan mobile operator51 InformationUndeterminedExploitive Exploitation of Network Infrastructure

9/23/2016 UndeterminedCriminal apple.afsmith.bm 44 Retail TradeFinancial Exploitive Exploitation of Application Server

9/22/2016 DC Leaks UndeterminedMichelle Obama 92 Public AdministrationSabotage Exploitive Exploitation of Application Server,Exploitation of End Hosts

9/22/2016 UndeterminedCriminal floridabar.org 81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of Application Server

9/22/2016 The Dark OverlordCriminal Peachthree Orthopedic Clinic62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

9/22/2016 UndeterminedCriminal Ethereum 52 Finance and InsuranceUndeterminedDisruptive External Denial of Service

9/22/2016 UndeterminedCriminal Yahoo! 51 InformationUndeterminedExploitive Exploitation of Application Server

9/20/2016 UndeterminedCriminal modaco.com 54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server

9/20/2016 UndeterminedCriminal H&L Australia 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

9/20/2016 UndeterminedCriminal justformen[.]com 44 Retail TradeFinancial Exploitive Exploitation of End Hosts

9/19/2016 UndeterminedCriminal Saint Francis Health System62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

9/18/2016 PoodleCorpCriminal Blizzard's Battle.net51 InformationUndeterminedDisruptive External Denial of Service



9/17/2016 MuslimLeets (aka Muj4hida)Hacktivist Arab and Muslim American Political Action Committee81 Other Services (except Public Administration)Protest Disruptive Message Manipulation

9/17/2016 MuslimLeets (aka Muj4hida)Hacktivist American Muslim Leadership Council81 Other Services (except Public Administration)Protest Disruptive Message Manipulation

9/17/2016 MuslimLeets (aka Muj4hida)Hacktivist American Human Rights Council81 Other Services (except Public Administration)Protest Disruptive Message Manipulation

9/16/2016 UndeterminedCriminal SS&C Technologies52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

9/14/2016 GRU 85th Main Special Service Center (Unit 26165) (FANCYBEAR)Nation-StateWorld Anti-Doping Agency81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of Application Server

9/14/2016 UndeterminedCriminal St. Francis Health System62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

9/14/2016 UndeterminedCriminal Empireminecraft.com51 InformationUndeterminedExploitive Exploitation of Application Server

9/13/2016 UndeterminedCriminal ClixSense 54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server

9/11/2016 B0yzTeamCriminal Bremerton Housing Authority (bremertonhousing.org)53 Real Estate and Rental and LeasingFinancial Mixed Exploitation of Application Server,Message Manipulation

9/10/2016 DayKalif UndeterminedQIP.ru 54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server

9/9/2016 Aslan Neferler TimHacktivist Austrian National Bank (OeNB.at)52 Finance and InsuranceUndeterminedDisruptive External Denial of Service

9/9/2016 UndeterminedCriminal Almelo.nl 92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

9/9/2016 UndeterminedCriminal VoIPTalk 51 InformationUndeterminedExploitive Exploitation of Application Server

9/9/2016 UndeterminedCriminal KrebsOnSecurity 51 InformationUndeterminedDisruptive External Denial of Service

9/9/2016 UndeterminedCriminal EurekAlert! (eurekalert.org)51 InformationUndeterminedExploitive Exploitation of Application Server

9/8/2016 UndeterminedCriminal vDoS 52 Finance and InsuranceUndeterminedExploitive Exploitation of Application Server

9/7/2016 UndeterminedCriminal Project on Crowdsourced Imagery Analysis (geo4nonpro.org)81 Other Services (except Public Administration)Sabotage Disruptive External Denial of Service

9/7/2016 UndeterminedCriminal Hutton Hotel 72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Sensors

9/7/2016 Aslan Neferler TimHacktivist Vienna Airport 48 Transportation and WarehousingProtest UndeterminedUndetermined

9/6/2016 Unknown Nigerian attackersUndeterminedSan Francisco Exploratorium Museum81 Other Services (except Public Administration)UndeterminedMixed Exploitation of Application Server,Data Attack,Internal Denial of Service

9/6/2016 UndeterminedCriminal University of Alaska61 Educational ServicesUndeterminedExploitive Exploitation of Application Server

9/6/2016 DayKalif UndeterminedRambler.ru 51 InformationUndeterminedExploitive Exploitation of Application Server

9/5/2016 UndeterminedCriminal Brazzers 71 Arts, Entertainment, and RecreationUndeterminedExploitive Exploitation of Application Server

9/3/2016 OurMine Hobbyist Variety 51 InformationUndeterminedDisruptive Message Manipulation

9/3/2016 MyrotvoretsHacktivist Ukrainian alleged pro-Russian Journalists51 InformationUndeterminedExploitive Exploitation of Application Server

9/3/2016 Spain SquadCriminal Twitter 51 InformationFinancial Exploitive Exploitation of Application Server

9/2/2016 Anti-Armenia TeamHacktivist Armenian National Security Service92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

9/2/2016 UndeterminedCriminal Lightspeed 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

9/2/2016 UndeterminedCriminal Linode 51 InformationUndeterminedDisruptive External Denial of Service

9/1/2016 UndeterminedCriminal Transmission BitTorrent Client54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of End Hosts,Exploitation of Network Infrastructure

9/1/2016 Ghost SquadHacktivist aais.gov.af 92 Public AdministrationProtest Disruptive Message Manipulation

9/1/2016 Ghost SquadHacktivist arg.gov.af 92 Public AdministrationProtest Disruptive Message Manipulation

9/1/2016 Ghost SquadHacktivist Balkh Governor Office92 Public AdministrationProtest Disruptive Message Manipulation

9/1/2016 Ghost SquadHacktivist Afghan Geodesy and Cartography Head Office92 Public AdministrationProtest Disruptive Message Manipulation

9/1/2016 Ghost SquadHacktivist Afghanistan Railway Authority92 Public AdministrationProtest Disruptive Message Manipulation

9/1/2016 Ministry of State Security's (MSS) Guangdong State Security Department (GSSD) (APT3)Nation-State2 Hong Kong government agencies92 Public AdministrationPolitical-EspionageExploitive Exploitation of Application Server,Exploitation of End Hosts

9/1/2016 Ghost SquadHacktivist Afghan Ministry of Justice92 Public AdministrationProtest Disruptive Message Manipulation

9/1/2016 UndeterminedCriminal University of New Mexico61 Educational ServicesFinancial Exploitive Exploitation of Application Server

9/1/2016 UndeterminedCriminal Last.fm 51 InformationUndeterminedExploitive Exploitation of Application Server

9/1/2016 Expl.oit AKA ExploitUndeterminedexilemod.com 54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server

9/1/2016 Ghost SquadHacktivist Afghan Cart Company92 Public AdministrationProtest Disruptive Message Manipulation

9/1/2016 Ghost SquadHacktivist Afghan Civil Aviation Authority92 Public AdministrationProtest Disruptive Message Manipulation

9/1/2016 Ghost SquadHacktivist Afghan Attorney General's Office92 Public AdministrationProtest Disruptive Message Manipulation

9/1/2016 Ghost SquadHacktivist Afghan Ministry of Refugees and Repatriations92 Public AdministrationProtest Disruptive Message Manipulation

9/1/2016 Ghost SquadHacktivist Afghan Ministry of Foreign Affairs92 Public AdministrationProtest Disruptive Message Manipulation

9/1/2016 Ghost SquadHacktivist Afghan Ministry of Defense92 Public AdministrationProtest Disruptive Message Manipulation

8/31/2016 Websites HunterUndeterminedAl Zahra Private Medical Centre (alzahra.com)62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of Application Server

8/24/2016 Return Criminal manaliveinc.org 81 Other Services (except Public Administration)Financial Exploitive Exploitation of Application Server,Exploitation of Data in Transit

8/22/2016 UndeterminedCriminal Baystate Health 81 Other Services (except Public Administration)Financial Exploitive Exploitation of Application Server

8/21/2016 Anonymous (Italia); Antisec-ItaliaHacktivist Azienda Ospedaliera Santa Maria clinic62 Health Care and Social AssistanceProtest Disruptive Message Manipulation

8/21/2016 Anonymous (Italia); Antisec-ItaliaHacktivist National Institute of Health62 Health Care and Social AssistanceProtest Disruptive Message Manipulation

8/21/2016 Anonymous (Italia); Antisec-ItaliaHacktivist ASL TO2 state clinic in Torino62 Health Care and Social AssistanceProtest Mixed Exploitation of Application Server,Message Manipulation

8/21/2016 Anonymous (Italia); Antisec-ItaliaHacktivist Clinic of the University of Naples Federico II62 Health Care and Social AssistanceProtest Mixed Exploitation of Application Server,Message Manipulation

8/17/2016 UndeterminedCriminal Sage Software 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

8/16/2016 Shadow BrokersCriminal The Equation Group92 Public AdministrationUndeterminedExploitive Exploitation of Application Server



8/15/2016 UndeterminedCriminal HEI Hotels & Resorts72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Sensors

8/13/2016 UndeterminedCriminal Yulia Stepanova's WADA Account81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of Application Server

8/12/2016 Anonymous (Poland)Hacktivist Court of Arbitration for Sport81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of Application Server

8/12/2016 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Nation-StateDemocratic Congressional Campaign Committee81 Other Services (except Public Administration)Sabotage Exploitive Exploitation of Application Server,Exploitation of End Hosts

8/12/2016 Anonymous (Poland)Hacktivist World Anti-Doping Agency81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of Application Server

8/11/2016 Carbanak Criminal Uniwell 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

8/11/2016 Carbanak Criminal PAR Technology 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

8/11/2016 Carbanak Criminal Navy Zebra 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

8/11/2016 UndeterminedCriminal swimming.org.au 71 Arts, Entertainment, and RecreationUndeterminedDisruptive External Denial of Service

8/11/2016 UndeterminedCriminal LinkedIn 54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server

8/11/2016 Carbanak Criminal Cin7 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

8/11/2016 Carbanak Criminal ECRS 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

8/10/2016 UndeterminedCriminal Anderson County 92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

8/10/2016 UndeterminedCriminal Texas family 81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of Sensors

8/9/2016 UndeterminedCriminal Australian Bureau of Statistics (abs.gov.au)92 Public AdministrationUndeterminedDisruptive External Denial of Service

8/9/2016 UndeterminedCriminal Brant County Health Unit62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of Application Server

8/8/2016 Carbanak Criminal MICROS 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server,Exploitation of Sensors

8/7/2016 OurMine Hobbyist Twitter account of Zach Klein81 Other Services (except Public Administration)UndeterminedDisruptive Message Manipulation

8/7/2016 New World Hackers (NWH)Undeterminedmichaelphelps.com71 Arts, Entertainment, and RecreationUndeterminedDisruptive External Denial of Service

8/7/2016 OurMine Hobbyist Quora account of Zach Klein81 Other Services (except Public Administration)UndeterminedDisruptive Message Manipulation

8/6/2016 OurMine Hobbyist Alexa Losey Twitter Account71 Arts, Entertainment, and RecreationUndeterminedDisruptive Message Manipulation

8/5/2016 Anonymous (Brazil)Hacktivist The official website of the Rio 2016 Olympics (rio2016.com)81 Other Services (except Public Administration)Protest Disruptive External Denial of Service

8/5/2016 Anonymous (Brazil)Hacktivist Brazil Olympic Committee COB (cob.org.br)81 Other Services (except Public Administration)Protest Disruptive External Denial of Service

8/5/2016 Anonymous (Brazil)Hacktivist Brazilian Ministry of Sport (esporte.gov.br)92 Public AdministrationProtest Disruptive External Denial of Service

8/5/2016 Anonymous (Brazil)Hacktivist Portal of the State Government of Rio de Janeiro (rj.gov.br)92 Public AdministrationProtest Disruptive External Denial of Service

8/5/2016 Anonymous (Brazil)Hacktivist Brazilian Triathlon Confederation (cbtri.org.br)81 Other Services (except Public Administration)Protest Exploitive Exploitation of End Hosts

8/5/2016 Anonymous (Brazil)Hacktivist Brazilian Confederation of Boxing (cbboxe.com.br)81 Other Services (except Public Administration)Protest Exploitive Exploitation of End Hosts

8/5/2016 Anonymous (Brazil)Hacktivist Brazilian Handball Confederation (brasilhandebol.com.br)81 Other Services (except Public Administration)Protest Exploitive Exploitation of End Hosts

8/5/2016 Anonymous (Brazil)Hacktivist Brazilian Confederation of Modern Pentathlon (pentatlo.org.br)81 Other Services (except Public Administration)Protest Exploitive Exploitation of End Hosts

8/5/2016 Anonymous (Brazil)Hacktivist Three Brazilian businessmen81 Other Services (except Public Administration)Protest Exploitive Exploitation of End Hosts

8/5/2016 Anonymous (Brazil)Hacktivist President of the Brazilian Olympic Committee81 Other Services (except Public Administration)Protest Exploitive Exploitation of End Hosts

8/5/2016 Anonymous (Brazil)Hacktivist Brazil's Minister of Sport92 Public AdministrationProtest Exploitive Exploitation of End Hosts

8/5/2016 Anonymous (Brazil)Hacktivist Governor of Rio de Janeiro92 Public AdministrationProtest Exploitive Exploitation of End Hosts

8/5/2016 Anonymous (Brazil)Hacktivist The official website of the federal government for the 2016 Games (brasil2016.gov.br)92 Public AdministrationProtest Disruptive External Denial of Service

8/5/2016 Anonymous (Brazil)Hacktivist Mayor of Rio de Janeiro92 Public AdministrationProtest Exploitive Exploitation of End Hosts

8/5/2016 UndeterminedCriminal The Khronos Group (khronos.org)81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of Application Server

8/4/2016 UndeterminedCriminal Department of Justice of the Philippines92 Public AdministrationPolitical-EspionageExploitive Exploitation of End Hosts

8/4/2016 UndeterminedCriminal An Garda SÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â-ochÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¡na (Irish Police)92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

8/4/2016 PoodleCorpCriminal PlayStation Network54 Professional, Scientific, and Technical ServicesUndeterminedDisruptive External Denial of Service

8/4/2016 PoodleCorpCriminal GTAOnline 51 InformationUndeterminedDisruptive External Denial of Service

8/4/2016 Intsights Hacktivist Islamic State forum on the dark web81 Other Services (except Public Administration)Political-EspionageExploitive Exploitation of Application Server

8/3/2016 UndeterminedCriminal Romelu Lukaku's Instagram Account71 Arts, Entertainment, and RecreationUndeterminedDisruptive Message Manipulation

8/3/2016 PoodleCorpCriminal League of Legends51 InformationUndeterminedDisruptive External Denial of Service

8/3/2016 PoodleCorpCriminal Blizzard's Battle.net51 InformationUndeterminedDisruptive External Denial of Service

8/2/2016 Rocket KittenNation-StateIranian Telegram users81 Other Services (except Public Administration)Political-EspionageExploitive Exploitation of Application Server,Exploitation of Data in Transit

8/2/2016 Pravyy SectorUndeterminedCentral Ohio Urology Group (centralohiourology.com)62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of Application Server

8/2/2016 UndeterminedCriminal Banner Health 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

8/2/2016 PeggleCrewUndeterminedFosshub (fosshub.com)54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server,Exploitation of End Hosts

8/2/2016 UndeterminedCriminal Bitfinex 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

8/2/2016 Zurael_sTzHacktivist parsiva.daba.co.ir 51 InformationUndeterminedExploitive Exploitation of Application Server

8/2/2016 UndeterminedCriminal 123-Reg (123-reg.co.uk)51 InformationUndeterminedDisruptive External Denial of Service

8/2/2016 UndeterminedCriminal Mukhtar Ablyazov's family81 Other Services (except Public Administration)Political-EspionageExploitive Exploitation of End Hosts

8/2/2016 UndeterminedCriminal Bolat Atabayev 81 Other Services (except Public Administration)Political-EspionageExploitive Exploitation of End Hosts

8/2/2016 UndeterminedCriminal Peter Sahlas 81 Other Services (except Public Administration)Political-EspionageExploitive Exploitation of End Hosts

8/2/2016 UndeterminedCriminal Astolfo di Amato 81 Other Services (except Public Administration)Political-EspionageExploitive Exploitation of End Hosts



8/2/2016 UndeterminedCriminal Alexander Petrushov81 Other Services (except Public Administration)Political-EspionageExploitive Exploitation of End Hosts

8/2/2016 UndeterminedCriminal Irina Petrushova 81 Other Services (except Public Administration)Political-EspionageExploitive Exploitation of End Hosts

8/2/2016 Afzal FaizalHacktivist Unnamed Indian bank52 Finance and InsuranceUndeterminedMixed Exploitation of Application Server,Message Manipulation

8/1/2016 Anonymous (Czech Republic); Anonymous (Slovakia)Hacktivist Wotan Forest 11 Agriculture, Forestry, Fishing and HuntingProtest Disruptive External Denial of Service

8/1/2016 Anonymous (Czech Republic); Anonymous (Slovakia)Hacktivist Uniles 54 Professional, Scientific, and Technical ServicesProtest Disruptive External Denial of Service

8/1/2016 Anonymous (Czech Republic); Anonymous (Slovakia)Hacktivist Penam 31 ManufacturingProtest Disruptive External Denial of Service

8/1/2016 Anonymous (Czech Republic); Anonymous (Slovakia)Hacktivist Preol 99 UndeterminedProtest Disruptive External Denial of Service

8/1/2016 Anonymous (Czech Republic); Anonymous (Slovakia)Hacktivist Cepro 42 Wholesale TradeProtest Disruptive External Denial of Service

8/1/2016 Anonymous (Czech Republic); Anonymous (Slovakia)Hacktivist Hyza 11 Agriculture, Forestry, Fishing and HuntingProtest Disruptive External Denial of Service

8/1/2016 NGB 3rd Technical Surveillance BureauNation-StateSouth Korea 52 Finance and InsurancePolitical-EspionageExploitive Exploitation of Application Server,Exploitation of End Hosts

8/1/2016 Anonymous (Czech Republic); Anonymous (Slovakia)Hacktivist Agrofert 55 Management of Companies and EnterprisesProtest Disruptive External Denial of Service

8/1/2016 UndeterminedCriminal Christians Against Poverty (capuk.org)81 Other Services (except Public Administration)Financial Exploitive Exploitation of Application Server

8/1/2016 UndeterminedCriminal Kimpton Hotels and Restaurants72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Sensors

8/1/2016 Peace Criminal Yahoo! 51 InformationFinancial Exploitive Exploitation of Application Server

7/27/2016 UndeterminedCriminal Claudio X. Gonzlez81 Other Services (except Public Administration)Political-EspionageExploitive Exploitation of End Hosts

7/25/2016 UndeterminedCriminal Interpark Corp. 44 Retail TradeUndeterminedExploitive Exploitation of Application Server

7/15/2016 Pravyy SectorUndeterminedPoland's Defence Ministry92 Public AdministrationFinancial Exploitive Exploitation of Application Server

7/15/2016 ElSurveillanceHacktivist PinkDate.co.uk 81 Other Services (except Public Administration)Protest Exploitive Exploitation of Application Server

7/15/2016 ElSurveillanceHacktivist AfrikaDating.com 81 Other Services (except Public Administration)Protest Exploitive Exploitation of Application Server

7/15/2016 ElSurveillanceHacktivist AdultSingleSites.com.au81 Other Services (except Public Administration)Protest Exploitive Exploitation of Application Server

7/14/2016 Guccifer 2.0Nation-StateDemocratic National Committee81 Other Services (except Public Administration)Sabotage Exploitive Exploitation of Application Server

7/14/2016 UndeterminedCriminal ubuntuforums.org 54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server

7/14/2016 UndeterminedCriminal Steemit 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

7/14/2016 UndeterminedCriminal Fernando Doval 81 Other Services (except Public Administration)Political-EspionageExploitive Exploitation of End Hosts

7/13/2016 UndeterminedCriminal Federal Deposit Insurance Corporation (FDIC)92 Public AdministrationUndeterminedExploitive Exploitation of Application Server,Exploitation of End Hosts

7/12/2016 UndeterminedCriminal East Avenue Medical Center62 Health Care and Social AssistanceUndeterminedDisruptive Message Manipulation,External Denial of Service

7/12/2016 UndeterminedCriminal Manila City Hall 92 Public AdministrationUndeterminedDisruptive Message Manipulation,External Denial of Service

7/12/2016 UndeterminedCriminal National Archives of the Philippines92 Public AdministrationUndeterminedDisruptive Message Manipulation,External Denial of Service

7/12/2016 SonnySpooksUndeterminedfourdollarclick.com54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server

7/12/2016 SonnySpooksUndeterminedsevendollarclick.com54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server

7/12/2016 OurMine Hobbyist HSBC 52 Finance and InsuranceUndeterminedDisruptive External Denial of Service

7/12/2016 UndeterminedCriminal Komisyon sa Wikang Pilipino92 Public AdministrationUndeterminedDisruptive Message Manipulation,External Denial of Service

7/12/2016 UndeterminedCriminal Anhui Women and Children Health Hospital62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of Sensors

7/12/2016 The Dark OverlordCriminal Unnamed healthcare software company54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

7/12/2016 SonnySpooksUndeterminedthreedollarclick.com54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server

7/12/2016 SonnySpooksUndeterminedacparadise.com 54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server

7/12/2016 UndeterminedCriminal Top Eight Banks in Taiwan including Bank of Taiwan, Chang Hwa Bank, First Bank.52 Finance and InsuranceFinancial Exploitive Exploitation of Sensors

7/12/2016 OurMine Hobbyist HSBC 52 Finance and InsuranceUndeterminedDisruptive External Denial of Service

7/12/2016 SonnySpooksUndeterminedpingpong.su 44 Retail TradeUndeterminedExploitive Exploitation of Application Server

7/12/2016 UndeterminedCriminal UK Network Rail 48 Transportation and WarehousingUndeterminedExploitive Exploitation of Application Server

7/12/2016 UndeterminedCriminal Bangko Sentral ng Pilipinas52 Finance and InsuranceUndeterminedDisruptive Message Manipulation,External Denial of Service

7/12/2016 UndeterminedCriminal Philippines' Presidential Management Staff92 Public AdministrationUndeterminedDisruptive Message Manipulation,External Denial of Service

7/12/2016 UndeterminedCriminal National Disaster Risk Reduction and Management Council92 Public AdministrationUndeterminedDisruptive Message Manipulation,External Denial of Service

7/12/2016 UndeterminedCriminal Luis Encarnacin 81 Other Services (except Public Administration)Political-EspionageExploitive Exploitation of End Hosts

7/12/2016 UndeterminedCriminal Metropolitan Manila Development Authority (MMDA)92 Public AdministrationUndeterminedDisruptive Message Manipulation,External Denial of Service

7/12/2016 UndeterminedCriminal Department of Interior and Local Government of the Philippines92 Public AdministrationUndeterminedDisruptive Message Manipulation,External Denial of Service

7/12/2016 UndeterminedCriminal Department of Foreign Affairs of the Philippines92 Public AdministrationUndeterminedDisruptive Message Manipulation,External Denial of Service

7/12/2016 UndeterminedCriminal Department of National Defense of the Philippines92 Public AdministrationUndeterminedDisruptive Message Manipulation,External Denial of Service

7/11/2016 AnonymousHacktivist Armscor (armscor.co.za)92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

7/11/2016 UndeterminedCriminal Dr. Simon Barquera81 Other Services (except Public Administration)Political-EspionageExploitive Exploitation of End Hosts

7/10/2016 UndeterminedCriminal Dota 2 Forum 54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server

7/10/2016 UndeterminedCriminal Shadi.com 81 Other Services (except Public Administration)Financial Exploitive Exploitation of Application Server

7/8/2016 uid0 Criminal A Best Web 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

7/8/2016 uid0 Criminal dBforums 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

7/8/2016 uid0 Criminal HotScripts.com 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server



7/8/2016 uid0 Criminal Mac Forums 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

7/8/2016 OurMine Hobbyist Marissa Mayer Twitter account81 Other Services (except Public Administration)UndeterminedDisruptive Message Manipulation

7/8/2016 OurMine Hobbyist Jack Dorsey's Twitter account81 Other Services (except Public Administration)UndeterminedDisruptive Message Manipulation

7/8/2016 UndeterminedCriminal Datadog 54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server

7/8/2016 uid0 Criminal Web Hosting Talk 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

7/8/2016 0x2Taylor Hacktivist Amazon 44 Retail TradeUndeterminedExploitive Exploitation of Application Server

7/8/2016 UndeterminedCriminal Alejandro Calvillo 81 Other Services (except Public Administration)Political-EspionageExploitive Exploitation of End Hosts

7/8/2016 JokerStashCriminal Omni Hotels 72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Sensors

7/8/2016 UndeterminedCriminal Municipality of Ede92 Public AdministrationUndeterminedMixed Exploitation of Application Server,Message Manipulation

7/7/2016 0x2Taylor Hacktivist Baton Rouge Police (brgov.com)92 Public AdministrationProtest Exploitive Exploitation of Application Server

7/7/2016 Pravyy SectorUndeterminedNetia 51 InformationUndeterminedExploitive Exploitation of Application Server

7/6/2016 UndeterminedCriminal Twitter Account for NASA's Kepler (@NASAKepler)92 Public AdministrationUndeterminedDisruptive Message Manipulation

7/6/2016 AnonymousHacktivist Zimbabwe African National Union- Patriotic Front (ZANU-PF)81 Other Services (except Public Administration)Protest Disruptive External Denial of Service

7/6/2016 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Nation-StateUS Democratic Party81 Other Services (except Public Administration)Sabotage Exploitive Exploitation of Application Server

7/6/2016 OurMine Hobbyist WikiLeaks 81 Other Services (except Public Administration)UndeterminedDisruptive External Denial of Service

7/6/2016 AnonymousHacktivist Zimbabwe Broadcasting Corporation (zbc.co.zw)51 InformationProtest Disruptive External Denial of Service

7/6/2016 AnonymousHacktivist Zimbabwean government official website (zim.gov.zw)92 Public AdministrationProtest Disruptive External Denial of Service

7/4/2016 UndeterminedCriminal Trillian 54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server

7/4/2016 PoodleCorpCriminal LeafyIsHere YouTube Channel51 InformationUndeterminedDisruptive Message Manipulation

7/1/2016 UndeterminedCriminal Three unnamed hospitals62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server,Exploitation of End Hosts,Exploitation of Sensors

7/1/2016 aLem! UndeterminedOfficial website of the Arizona House of Representatives92 Public AdministrationUndeterminedDisruptive Message Manipulation

7/1/2016 aLem! UndeterminedOfficial website of the State of Arizona92 Public AdministrationUndeterminedDisruptive Message Manipulation

7/1/2016 aLem! UndeterminedOfficial website of the Arizona State Legislature92 Public AdministrationUndeterminedDisruptive Message Manipulation

7/1/2016 hackermanfrischUndeterminedSovereign Order of Malta81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of Application Server

7/1/2016 The Dark OverlordCriminal Unknown healthcare database62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

7/1/2016 UndeterminedCriminal topbutton.com 54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server

7/1/2016 UndeterminedCriminal crackingforum.com54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server

7/1/2016 UndeterminedCriminal MTN Irancell 51 InformationUndeterminedExploitive Exploitation of End Hosts

7/1/2016 UndeterminedCriminal libero.it 51 InformationUndeterminedExploitive Exploitation of Application Server

7/1/2016 UndeterminedCriminal oshoworld.com 44 Retail TradeUndeterminedExploitive Exploitation of Application Server

7/1/2016 UndeterminedCriminal DID Electrical (DID.ie)44 Retail TradeFinancial Exploitive Exploitation of Application Server

7/1/2016 UndeterminedCriminal topcon.com 99 UndeterminedFinancial Exploitive Exploitation of Application Server

6/30/2016 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Nation-StateUS Democratic Party81 Other Services (except Public Administration)Sabotage Exploitive Exploitation of Application Server

6/30/2016 UndeterminedCriminal University of Regina61 Educational ServicesUndeterminedExploitive Exploitation of End Hosts

6/30/2016 UndeterminedCriminal Patterson Dental Supply Inc42 Wholesale TradeFinancial Exploitive Exploitation of Application Server

6/30/2016 UndeterminedCriminal Muslim Match 81 Other Services (except Public Administration)Financial Exploitive Exploitation of Application Server

6/29/2016 UndeterminedCriminal Washington County Community Development Agency92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

6/29/2016 UndeterminedCriminal Noodles & Company72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Sensors

6/29/2016 UndeterminedCriminal Hard Rock Hotel and Casino Las Vegas72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Sensors

6/29/2016 @Lid UndeterminedTwitter account of Brendan Iribe, CEO of virtual reality company Oculus51 InformationUndeterminedDisruptive Message Manipulation

6/29/2016 PoodleCorpCriminal Lilly Singh's YouTube Channel51 InformationUndeterminedDisruptive Message Manipulation

6/29/2016 UndeterminedCriminal World-Check Database54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server

6/28/2016 The Dark OverlordCriminal Multiple healthcare databases62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

6/27/2016 UndeterminedCriminal IRS.gov 92 Public AdministrationFinancial Exploitive Exploitation of Application Server

6/27/2016 OurMine Hobbyist Twitter account of Sundar Pichai, Google CEO51 InformationUndeterminedDisruptive Message Manipulation

6/27/2016 UndeterminedCriminal Deutsche Telekom51 InformationFinancial Exploitive Exploitation of Application Server

6/27/2016 UndeterminedCriminal Unnamed jewelry shop44 Retail TradeUndeterminedDisruptive External Denial of Service

6/26/2016 The Dark OverlordCriminal Unnamed healthcare organization in the Central/Midwest US62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

6/26/2016 The Dark OverlordCriminal Unnamed healthcare organization in Atlanta, GA62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

6/26/2016 Nofawkx-al; Kkuq e ziUndeterminedSouth Yorkshire Police92 Public AdministrationUndeterminedDisruptive Message Manipulation

6/26/2016 The Dark OverlordCriminal Unnamed healthcare organization in Farmington, MO62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

6/26/2016 UndeterminedCriminal lookbook.nu 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

6/25/2016 PoodleCorpCriminal Redmercy YouTube channel51 InformationUndeterminedDisruptive Message Manipulation

6/25/2016 PoodleCorpCriminal WatchMojo YouTube channel51 InformationUndeterminedDisruptive Message Manipulation

6/25/2016 UndeterminedCriminal Unnamed Ukrainian bank52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server



6/24/2016 UndeterminedCriminal jkanime.net 51 InformationFinancial Mixed Data Attack,Exploitation of End Host

6/23/2016 UndeterminedCriminal Official website of Rep. Filemon Vela81 Other Services (except Public Administration)UndeterminedDisruptive External Denial of Service

6/23/2016 UndeterminedCriminal Official website of Rep. Jackie Speier81 Other Services (except Public Administration)UndeterminedDisruptive External Denial of Service

6/23/2016 UndeterminedCriminal Official website of Rep. Ed Perlmutter81 Other Services (except Public Administration)UndeterminedDisruptive External Denial of Service

6/23/2016 UndeterminedCriminal Official website of Rep. Richard Neal81 Other Services (except Public Administration)UndeterminedDisruptive External Denial of Service

6/23/2016 UndeterminedCriminal Official website of Rep. Jim McDermott81 Other Services (except Public Administration)UndeterminedDisruptive External Denial of Service

6/23/2016 UndeterminedCriminal Official website of Rep. John Larson81 Other Services (except Public Administration)UndeterminedDisruptive External Denial of Service

6/23/2016 UndeterminedCriminal Official website of Rep. William Keating81 Other Services (except Public Administration)UndeterminedDisruptive External Denial of Service

6/23/2016 UndeterminedCriminal Official website of Rep. Marcy Kaptur81 Other Services (except Public Administration)UndeterminedDisruptive External Denial of Service

6/23/2016 UndeterminedCriminal Official website of Rep. Alan Grayson81 Other Services (except Public Administration)UndeterminedDisruptive External Denial of Service

6/23/2016 UndeterminedCriminal Official website of Rep. Tulsi Gabbard81 Other Services (except Public Administration)UndeterminedDisruptive External Denial of Service

6/23/2016 UndeterminedCriminal Official website of Rep. Sam Farr81 Other Services (except Public Administration)UndeterminedDisruptive External Denial of Service

6/23/2016 UndeterminedCriminal Official website of Rep. Donna Edwards81 Other Services (except Public Administration)UndeterminedDisruptive External Denial of Service

6/23/2016 UndeterminedCriminal Official website of Rep. Tammy Duckworth81 Other Services (except Public Administration)UndeterminedDisruptive External Denial of Service

6/23/2016 UndeterminedCriminal Official website of Rep. Lloyd Doggett81 Other Services (except Public Administration)UndeterminedDisruptive External Denial of Service

6/23/2016 UndeterminedCriminal Official website of Rep. Rosa DeLauro81 Other Services (except Public Administration)UndeterminedDisruptive External Denial of Service

6/23/2016 UndeterminedCriminal Official website of Rep. John Carney81 Other Services (except Public Administration)UndeterminedDisruptive External Denial of Service

6/23/2016 Ghost SquadHacktivist 2,347 US Army personals92 Public AdministrationProtest Exploitive Exploitation of Application Server

6/23/2016 UndeterminedCriminal Official website of Rep. Earl Blumenauer81 Other Services (except Public Administration)UndeterminedDisruptive External Denial of Service

6/23/2016 UndeterminedCriminal University of Cambridge's Cambridge Schools Classics Project (cambridgescp.com)61 Educational ServicesUndeterminedExploitive Exploitation of Application Server

6/23/2016 UndeterminedCriminal Air India 48 Transportation and WarehousingFinancial Exploitive Exploitation of Application Server

6/23/2016 UndeterminedCriminal Carbonite 51 InformationFinancial Exploitive Exploitation of Application Server

6/22/2016 Anonymous LegionHacktivist Minnesota Judicial Court (mncourts.gov)92 Public AdministrationUndeterminedDisruptive External Denial of Service

6/21/2016 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Nation-StateUS Democratic Party81 Other Services (except Public Administration)Sabotage Exploitive Exploitation of Application Server

6/21/2016 nofawkX-alUndeterminedRomanian Football Federation (FRF)71 Arts, Entertainment, and RecreationUndeterminedDisruptive Message Manipulation

6/21/2016 UndeterminedCriminal The DAO 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

6/20/2016 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Nation-StateUS Democratic Party81 Other Services (except Public Administration)Sabotage Exploitive Exploitation of Application Server

6/20/2016 Lizard SquadUndeterminedBlizzard's Battle.net51 InformationUndeterminedDisruptive External Denial of Service

6/20/2016 Red Hell SofyanHacktivist Oi 51 InformationUndeterminedDisruptive Message Manipulation

6/19/2016 UndeterminedCriminal Quebec Liberal Party (PLQ)81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of Sensors

6/18/2016 UndeterminedCriminal GoToMyPC 54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server,Exploitation of End Hosts

6/17/2016 bRpsd UndeterminedBesa Hitman-for-Hire Service54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server

6/17/2016 Union of HacktivistsHacktivist Eleven Media Group (EMG) Myanmar-language website51 InformationUndeterminedDisruptive Message Manipulation

6/15/2016 UndeterminedCriminal JTB 71 Arts, Entertainment, and RecreationFinancial Exploitive Exploitation of Application Server

6/15/2016 UndeterminedCriminal Multi-Color Corporation54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

6/15/2016 1x0123 Criminal Fidelity National Information Services, Inc. (FIS Global)52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

6/15/2016 UndeterminedCriminal Acer 31 ManufacturingFinancial Exploitive Exploitation of Application Server

6/15/2016 UndeterminedCriminal Ricardo Anaya Corts81 Other Services (except Public Administration)Political-EspionageExploitive Exploitation of End Hosts

6/15/2016 UndeterminedCriminal Roberto Gil Zuarth81 Other Services (except Public Administration)Political-EspionageExploitive Exploitation of End Hosts

6/14/2016 SkyNetCentralUndeterminedikhwanweb.com (Muslim Broterhood English Website)81 Other Services (except Public Administration)UndeterminedMixed Exploitation of Application Server,External Denial of Service

6/14/2016 Anonymous (Africa)Hacktivist EFF 81 Other Services (except Public Administration)Protest Disruptive External Denial of Service

6/14/2016 UndeterminedCriminal Vermont Department of Fish and Wildlife (FWD)92 Public AdministrationFinancial Exploitive Exploitation of Application Server

6/14/2016 GRU 85th Main Special Service Center (Unit 26165) (FANCYBEAR)Nation-StateUS government 92 Public AdministrationPolitical-EspionageExploitive Exploitation of Application Server,Exploitation of End Hosts

6/14/2016 Anonymous (Africa)Hacktivist Zimbabwe African National Union- Patriotic Front (ZANU-PF)81 Other Services (except Public Administration)Protest Disruptive External Denial of Service

6/14/2016 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Nation-StateDemocratic National Committee81 Other Services (except Public Administration)Sabotage Exploitive Exploitation of Application Server

6/14/2016 UndeterminedCriminal Unnamed Chinese gambling site71 Arts, Entertainment, and RecreationUndeterminedDisruptive External Denial of Service

6/14/2016 UndeterminedCriminal GitHub 51 InformationUndeterminedExploitive Exploitation of Application Server

6/13/2016 UndeterminedCriminal iMesh 51 InformationFinancial Exploitive Exploitation of Application Server

6/12/2016 AnonymousHacktivist South African Broadcasting Corporation51 InformationProtest Disruptive External Denial of Service

6/12/2016 UndeterminedCriminal Petra News Agency51 InformationUndeterminedDisruptive Message Manipulation

6/12/2016 UndeterminedCriminal University of Greenwich (gre.ac.uk)61 Educational ServicesPersonal AttackMixed Exploitation of Application Server,Message Manipulation

6/11/2016 Faisal 1337Hacktivist Karnataka State Police92 Public AdministrationUndeterminedDisruptive Message Manipulation

6/11/2016 Romantic; IntruderHacktivist High Commission of India in Pretoria, South Africa92 Public AdministrationUndeterminedDisruptive Message Manipulation

6/11/2016 Romantic; IntruderHacktivist Embassy of India in Tajikistan92 Public AdministrationUndeterminedDisruptive Message Manipulation

6/11/2016 Romantic; IntruderHacktivist Embassy of India in Romania92 Public AdministrationUndeterminedDisruptive Message Manipulation



6/11/2016 Romantic; IntruderHacktivist Consulate General of India in Sao Paulo92 Public AdministrationUndeterminedDisruptive Message Manipulation

6/11/2016 Romantic; IntruderHacktivist Embassy of India in Mexico92 Public AdministrationUndeterminedDisruptive Message Manipulation

6/11/2016 Romantic; IntruderHacktivist Embassy of India in Greece92 Public AdministrationUndeterminedDisruptive Message Manipulation

6/11/2016 Romantic; IntruderHacktivist Embassy of India in Turkey92 Public AdministrationUndeterminedDisruptive Message Manipulation

6/11/2016 WauchulaGhostHacktivist Pro-Islamic State Twitter Accounts81 Other Services (except Public Administration)Personal AttackDisruptive Message Manipulation

6/10/2016 Faisal 1337Hacktivist Karnataka State Police92 Public AdministrationUndeterminedDisruptive Message Manipulation

6/10/2016 UndeterminedCriminal DeRay Mckesson's Twitter Account (@deray)81 Other Services (except Public Administration)UndeterminedMixed Message Manipulation,Exploitation of Data in Transit

6/9/2016 National Security AgencyNation-StateUnknown government-linked Louisiana database92 Public AdministrationPolitical-EspionageExploitive Exploitation of Application Server

6/9/2016 UndeterminedCriminal DAC Group 54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server

6/9/2016 AnonymousHacktivist sibex.ro (Romania Stock Exchange)52 Finance and InsuranceProtest Disruptive External Denial of Service

6/9/2016 AnonymousHacktivist bilderbergmeeting.org56 Administrative and Support and Waste Management and Remediation ServicesProtest Disruptive External Denial of Service

6/8/2016 UndeterminedCriminal @NFL Twitter Account71 Arts, Entertainment, and RecreationUndeterminedDisruptive Message Manipulation

6/8/2016 UndeterminedCriminal Castorama 99 UndeterminedUndeterminedDisruptive Message Manipulation

6/8/2016 UndeterminedCriminal UTorrent Forum 51 InformationFinancial Exploitive Exploitation of Application Server

6/7/2016 UndeterminedCriminal Lorrie Cranor 92 Public AdministrationFinancial Exploitive Exploitation of End Hosts

6/7/2016 UndeterminedCriminal George Harrison Twitter Account (@GeorgeHarrison)71 Arts, Entertainment, and RecreationUndeterminedDisruptive Message Manipulation

6/7/2016 UndeterminedCriminal Twitter 51 InformationUndeterminedExploitive Exploitation of Application Server

6/6/2016 OurMine Hobbyist Mark Zuckerberg's Pinterest account81 Other Services (except Public Administration)UndeterminedDisruptive Message Manipulation

6/6/2016 UndeterminedCriminal Kylie Jenner's Twitter account (@KylieJenner)71 Arts, Entertainment, and RecreationUndeterminedDisruptive Message Manipulation

6/6/2016 @2aiden3 UndeterminedDrake's Twitter account (@Drake)71 Arts, Entertainment, and RecreationUndeterminedDisruptive Message Manipulation

6/6/2016 Tessa88 UndeterminedVK.com 51 InformationFinancial Exploitive Exploitation of Application Server

6/6/2016 OurMine Hobbyist Mark Zuckerberg's Twitter account81 Other Services (except Public Administration)UndeterminedDisruptive Message Manipulation

6/5/2016 UndeterminedCriminal Tenacious D Twitter Account (@RealTenaciousD)71 Arts, Entertainment, and RecreationUndeterminedDisruptive Message Manipulation

6/5/2016 UndeterminedCriminal Keith Richards' Twitter Account (@officialKeef)71 Arts, Entertainment, and RecreationUndeterminedDisruptive Message Manipulation

6/5/2016 UndeterminedCriminal Sh0ping[.]su 44 Retail TradeFinancial Exploitive Exploitation of Application Server

6/4/2016 UndeterminedCriminal TeamViewer 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server,Exploitation of End Hosts

6/4/2016 UndeterminedCriminal BitGo 52 Finance and InsuranceUndeterminedDisruptive External Denial of Service

6/3/2016 UndeterminedCriminal CiCi's Pizza 72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Sensors

6/3/2016 UndeterminedCriminal North Carolina State University61 Educational ServicesFinancial Exploitive Exploitation of Application Server

6/3/2016 AnonymousHacktivist Wesizwe 21 Mining, Quarrying, and Oil and Gas ExtractionProtest Exploitive Exploitation of Application Server

6/2/2016 UndeterminedCriminal Badoo 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

6/2/2016 AnonymousHacktivist London Stock Exchange (LSE)52 Finance and InsuranceProtest Disruptive External Denial of Service

6/1/2016 Ghost Squad HackersHacktivist FOX News 51 InformationProtest Disruptive External Denial of Service

6/1/2016 UndeterminedCriminal Taiwan's Democratic Progressive Party (DPP)81 Other Services (except Public Administration)Political-EspionageExploitive Exploitation of End Hosts

6/1/2016 UndeterminedCriminal myrepospace.com54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server

6/1/2016 Ghost Squad HackersHacktivist CNN 51 InformationProtest Disruptive External Denial of Service

6/1/2016 UndeterminedCriminal Several Road Signs in the US51 InformationUndeterminedDisruptive Message Manipulation

5/31/2016 @FkPoliceAnonOpsHacktivist Spanish Police Department92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

5/30/2016 @sw@ylolUndeterminedKaty Perry's Twitter Account (@katyperry)71 Arts, Entertainment, and RecreationUndeterminedDisruptive Message Manipulation

5/30/2016 World Hacker TeamHacktivist National Oil Corporation of Kenya21 Mining, Quarrying, and Oil and Gas ExtractionProtest Exploitive Exploitation of Application Server

5/30/2016 UndeterminedCriminal Jawar Mohammed81 Other Services (except Public Administration)Political-EspionageExploitive Exploitation of End Hosts

5/29/2016 UndeterminedCriminal Transport for NSW48 Transportation and WarehousingFinancial Exploitive Exploitation of Application Server

5/28/2016 Tiger MateUndeterminedZameen.com 53 Real Estate and Rental and LeasingUndeterminedMixed Exploitation of Application Server,Message Manipulation

5/27/2016 UndeterminedCriminal Reddit 51 InformationUndeterminedExploitive Exploitation of Application Server

5/27/2016 SonnySpooksUndeterminedpaypalsucks.com 54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server

5/27/2016 Tessa88 UndeterminedMySpace 54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server

5/27/2016 UndeterminedCriminal Fiverr 54 Professional, Scientific, and Technical ServicesUndeterminedDisruptive External Denial of Service

5/26/2016 MuhmadEmadHacktivist eir.dell.nl 31 ManufacturingProtest Disruptive Message Manipulation

5/26/2016 MuhmadEmadHacktivist eir.dell.co.uk 31 ManufacturingProtest Disruptive Message Manipulation

5/26/2016 MuhmadEmadHacktivist eir.dell.ie 31 ManufacturingProtest Disruptive Message Manipulation

5/26/2016 MuhmadEmadHacktivist eir.dell.fr 31 ManufacturingProtest Disruptive Message Manipulation

5/26/2016 UndeterminedCriminal scrum.org 54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server

5/26/2016 MuhmadEmadHacktivist eir.dell.com 31 ManufacturingProtest Disruptive Message Manipulation

5/26/2016 Caliphate Cyber ArmyHacktivist Arkansas Library Association81 Other Services (except Public Administration)Personal AttackExploitive Exploitation of Application Server

5/25/2016 UndeterminedCriminal NS1 51 InformationUndeterminedDisruptive External Denial of Service



5/24/2016 Attackers from three countries including Saudi ArabiaUndeterminedStatistical Centre of Iran92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

5/24/2016 UndeterminedCriminal hypergen.ch 54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server

5/24/2016 UndeterminedCriminal Salvador Camarena81 Other Services (except Public Administration)Political-EspionageExploitive Exploitation of End Hosts

5/23/2016 Amar^SHGHacktivist Meteo France (meteofrance.com)54 Professional, Scientific, and Technical ServicesUndeterminedDisruptive Message Manipulation

5/22/2016 Azmeth Undeterminedburgerking.com.ar72 Accommodation and Food ServicesUndeterminedExploitive Exploitation of Application Server

5/20/2016 UndeterminedCriminal Santiago Aguirre 81 Other Services (except Public Administration)Political-EspionageExploitive Exploitation of End Hosts,Exploitation of Data in Transit

5/20/2016 UndeterminedCriminal San Juan County 92 Public AdministrationUndeterminedExploitive Exploitation of End Hosts

5/20/2016 UndeterminedCriminal Fur Affinity 51 InformationUndeterminedMixed Data Attack,Exploitation of Application Server

5/20/2016 UndeterminedCriminal Ubiquity Networks 51 InformationUndeterminedExploitive Exploitation of End Hosts

5/20/2016 Phineas FisherHacktivist Sindicat de Mossos d'Esquadra92 Public AdministrationProtest Mixed Exploitation of Application Server,Message Manipulation

5/18/2016 UndeterminedCriminal The Age Digital Editions51 InformationUndeterminedExploitive Exploitation of Application Server

5/18/2016 UndeterminedCriminal Complete Chiropractic & Bodywork Therapies62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of Application Server

5/18/2016 AnonymousHacktivist 33 Turkish Hospitals62 Health Care and Social AssistanceProtest Exploitive Exploitation of Application Server

5/18/2016 UndeterminedCriminal The Sydney Morning Herald51 InformationUndeterminedExploitive Exploitation of Application Server

5/18/2016 UndeterminedCriminal Daniel LizÃƒÂ‚Ã‚Â¡rraga81 Other Services (except Public Administration)Political-EspionageExploitive Exploitation of End Hosts

5/18/2016 UndeterminedCriminal Rafael Cabrera 81 Other Services (except Public Administration)Political-EspionageExploitive Exploitation of End Hosts

5/17/2016 UndeterminedCriminal Alexandra Zapata 81 Other Services (except Public Administration)Political-EspionageExploitive Exploitation of End Hosts

5/16/2016 UndeterminedCriminal Commercial Bank of Ceylon52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

5/15/2016 AnonymousHacktivist Philippine National Bank52 Finance and InsuranceProtest Disruptive External Denial of Service

5/15/2016 AnonymousHacktivist Central Bank of Trinidad and Tobago52 Finance and InsuranceProtest Disruptive External Denial of Service

5/15/2016 AnonymousHacktivist Central Bank of Tunisia52 Finance and InsuranceProtest Disruptive External Denial of Service

5/15/2016 AnonymousHacktivist Central Bank of the United Arab Emirates52 Finance and InsuranceProtest Disruptive External Denial of Service

5/15/2016 UndeterminedCriminal Gatecoin 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

5/15/2016 AnonymousHacktivist Bank of France 52 Finance and InsuranceProtest Disruptive External Denial of Service

5/14/2016 AnonymousHacktivist ncgov.com 92 Public AdministrationProtest Disruptive External Denial of Service

5/14/2016 AnonymousHacktivist northcarolina.gov 92 Public AdministrationProtest Disruptive External Denial of Service

5/14/2016 AnonymousHacktivist governor.state.nc.us92 Public AdministrationProtest Disruptive External Denial of Service

5/14/2016 AnonymousHacktivist np.nc.gov 92 Public AdministrationProtest Disruptive External Denial of Service

5/14/2016 AnonymousHacktivist ncgov.net 92 Public AdministrationProtest Disruptive External Denial of Service

5/14/2016 Bozkurtlar UndeterminedCommercial Bank of Ceylon52 Finance and InsuranceUndeterminedExploitive Exploitation of Application Server

5/14/2016 Bozkurtlar UndeterminedSanima Bank 52 Finance and InsuranceUndeterminedExploitive Exploitation of Application Server

5/14/2016 Bozkurtlar UndeterminedBusiness Universal Development Bank52 Finance and InsuranceUndeterminedExploitive Exploitation of Application Server

5/14/2016 Bozkurtlar UndeterminedTrust Bank 52 Finance and InsuranceUndeterminedExploitive Exploitation of Application Server

5/14/2016 Bozkurtlar UndeterminedThe City Bank 52 Finance and InsuranceUndeterminedExploitive Exploitation of Application Server

5/14/2016 AnonymousHacktivist ncgov.org 92 Public AdministrationProtest Disruptive External Denial of Service

5/14/2016 1x0123 Criminal Pornhub[.]com 71 Arts, Entertainment, and RecreationFinancial Exploitive Exploitation of Application Server

5/14/2016 Bozkurtlar UndeterminedDutch Bangla Bank52 Finance and InsuranceUndeterminedExploitive Exploitation of Application Server

5/13/2016 Anonymous; Ghost SquadHacktivist Central Bank of Montenegro52 Finance and InsuranceProtest Disruptive External Denial of Service

5/13/2016 Anonymous; Ghost SquadHacktivist Bank of Compagnie Monegasque52 Finance and InsuranceProtest Disruptive External Denial of Service

5/13/2016 Anonymous; Ghost SquadHacktivist Central bank of South Korea52 Finance and InsuranceProtest Disruptive External Denial of Service

5/13/2016 UndeterminedCriminal Avention 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server,Exploitation of End Hosts

5/13/2016 NGB 3rd Technical Surveillance BureauNation-StateTien Phong Bank 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

5/13/2016 Anonymous; Ghost SquadHacktivist Central Bank of Jordan52 Finance and InsuranceProtest Disruptive External Denial of Service

5/13/2016 AnonymousHacktivist Bank of England 52 Finance and InsuranceUndeterminedDisruptive Internal Denial of Service

5/13/2016 SonnySpooksUndeterminedfijilive.com 51 InformationUndeterminedExploitive Exploitation of Application Server

5/13/2016 New World Hackers (NWH)UndeterminedUniversity of Limpopo61 Educational ServicesProtest Mixed Exploitation of Application Server,Message Manipulation

5/12/2016 shenfenzhengUndeterminedThe governor of a major Chinese province81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of Application Server

5/12/2016 shenfenzhengUndeterminedLiang Wengen 81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of Application Server

5/12/2016 shenfenzhengUndeterminedWang Jianlin 81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of Application Server

5/12/2016 shenfenzhengUndeterminedLei Jun 81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of Application Server

5/12/2016 shenfenzhengUndeterminedMa Huateng 81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of Application Server

5/12/2016 UndeterminedCriminal Unnamed adult forum51 InformationUndeterminedExploitive Exploitation of Application Server

5/12/2016 shenfenzhengUndeterminedJack Ma 81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of Application Server

5/12/2016 UndeterminedCriminal Sebastin BarragÃƒÂ‚Ã‚Â¡n81 Other Services (except Public Administration)Political-EspionageExploitive Exploitation of End Hosts

5/12/2016 Peace Criminal Tumblr 51 InformationFinancial Exploitive Exploitation of Application Server



5/11/2016 GRU 85th Main Special Service Center (Unit 26165) (FANCYBEAR)Nation-StateGerman Christian Democratic Union92 Public AdministrationPolitical-EspionageExploitive Exploitation of Application Server

5/11/2016 UndeterminedCriminal Medical Colleagues of Texas62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of Application Server

5/11/2016 NGB 3rd Technical Surveillance BureauNation-StateHanjin Heavy Industries31 ManufacturingPolitical-EspionageExploitive Exploitation of Application Server

5/11/2016 UndeterminedCriminal Stephanie Brewer 81 Other Services (except Public Administration)Political-EspionageExploitive Exploitation of End Hosts

5/10/2016 Team Pak Cyber LionsUndeterminedUtkal University (utkaluniversity.ac.in)61 Educational ServicesUndeterminedDisruptive Message Manipulation

5/9/2016 UndeterminedCriminal Mayfield Brain & Spine62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of Application Server,Exploitation of End Hosts

5/9/2016 UndeterminedCriminal UserVoice 54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server

5/9/2016 UndeterminedCriminal Kiddicare 44 Retail TradeFinancial Exploitive Exploitation of Application Server

5/9/2016 UndeterminedCriminal PerezHilton.com 51 InformationFinancial Exploitive Exploitation of End Hosts

5/8/2016 UndeterminedCriminal 51Degrees 54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server

5/7/2016 AnonymousHacktivist Central Bank of Bosnia and Herzegovina52 Finance and InsuranceProtest Disruptive External Denial of Service

5/7/2016 AnonymousHacktivist Central Bank of Mexico52 Finance and InsuranceProtest Disruptive External Denial of Service

5/7/2016 AnonymousHacktivist Central Bank of Kenya52 Finance and InsuranceProtest Disruptive External Denial of Service

5/7/2016 AnonymousHacktivist National Bank of Panama52 Finance and InsuranceProtest Disruptive External Denial of Service

5/6/2016 AnonymousHacktivist Dutch Central Bank52 Finance and InsuranceProtest Disruptive External Denial of Service

5/6/2016 AnonymousHacktivist Central Bank of Maldives52 Finance and InsuranceProtest Disruptive External Denial of Service

5/6/2016 AnonymousHacktivist Guernsey Financial Services Commission52 Finance and InsuranceProtest Disruptive External Denial of Service

5/6/2016 UndeterminedCriminal Fling.com 71 Arts, Entertainment, and RecreationFinancial Exploitive Exploitation of Application Server

5/6/2016 UndeterminedCriminal Nulled.IO 54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server

5/6/2016 AnonymousHacktivist Boris Dobrodeev 51 InformationUndeterminedExploitive Exploitation of Application Server

5/6/2016 Bozkurtlar UndeterminedUAE Investbank 52 Finance and InsuranceUndeterminedExploitive Exploitation of Application Server

5/6/2016 AnonymousHacktivist Central Bank of the Dominican Republic52 Finance and InsuranceProtest Disruptive External Denial of Service

5/5/2016 UndeterminedCriminal Bay Area Children's Association81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of Application Server

5/5/2016 UndeterminedCriminal Saint Agnes Medical Center62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Hosts

5/5/2016 FSB 18thÃƒÂ‚Ã‚Â Center for Information Security (Berserk Bear)Nation-StateRUAG 99 UndeterminedPolitical-EspionageExploitive Exploitation of Application Server

5/5/2016 @TehBVMUndeterminedReddit 51 InformationUndeterminedDisruptive Message Manipulation

5/5/2016 UndeterminedCriminal Neopets 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

5/5/2016 UndeterminedCriminal Equifax 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

5/5/2016 AnonymousHacktivist Central Bank of Cyprus (centralbank.gov.cy)52 Finance and InsuranceProtest Disruptive External Denial of Service

5/4/2016 UndeterminedCriminal WBTV 51 InformationFinancial Exploitive Exploitation of End Hosts

5/4/2016 UndeterminedCriminal KMOV 51 InformationFinancial Exploitive Exploitation of End Hosts

5/3/2016 UndeterminedCriminal Union League Club81 Other Services (except Public Administration)Financial Exploitive Exploitation of Sensors

5/3/2016 AnonymousHacktivist Bank of Greece 52 Finance and InsuranceProtest Disruptive External Denial of Service

5/2/2016 UndeterminedCriminal 70 US military staff92 Public AdministrationPersonal AttackExploitive Exploitation of Application Server

5/2/2016 UndeterminedCriminal Alpha Payroll Services54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server,Exploitation of End Hosts

5/2/2016 UndeterminedCriminal Unidentified Israeli Org92 Public AdministrationPolitical-EspionageExploitive Exploitation of Application Server,Exploitation of End Hosts

5/1/2016 UndeterminedCriminal majorgeeks.com 54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server

5/1/2016 UndeterminedCriminal hortinews.co.ke 51 InformationUndeterminedExploitive Exploitation of Application Server

4/30/2016 Ghost SquadHacktivist Black Lives Matter81 Other Services (except Public Administration)UndeterminedDisruptive External Denial of Service

4/30/2016 UndeterminedCriminal Gryphon Technologies54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

4/29/2016 UndeterminedCriminal Laremy Tunsil Twitter account81 Other Services (except Public Administration)Personal AttackDisruptive Message Manipulation

4/29/2016 United Cyber CaliphateTerrorist 3,600 New York residents81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of Application Server

4/29/2016 UndeterminedCriminal Laremy Tunsil Instagram account81 Other Services (except Public Administration)Personal AttackDisruptive Message Manipulation

4/29/2016 UndeterminedCriminal 17 (an app particularly popular in Asia)54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

4/29/2016 UndeterminedCriminal Maisto.com 31 ManufacturingFinancial Disruptive Data Attack

4/29/2016 UndeterminedCriminal Brunswick Corp. 55 Management of Companies and EnterprisesFinancial Exploitive Exploitation of Application Server

4/28/2016 UndeterminedCriminal Solano Community College61 Educational ServicesFinancial Exploitive Exploitation of End Hosts

4/27/2016 Anonymous (Kenya)Hacktivist Kenyan Ministry of Foreign Affairs (mfa.go.ke)92 Public AdministrationProtest Exploitive Exploitation of Application Server

4/27/2016 UndeterminedCriminal The Pirate Bay 54 Professional, Scientific, and Technical ServicesFinancial Disruptive Data Attack

4/27/2016 UndeterminedCriminal Lucky Pet 44 Retail TradeFinancial Exploitive Exploitation of End Hosts

4/26/2016 UndeterminedCriminal Lifeboat Minecraft Community51 InformationUndeterminedExploitive Exploitation of Application Server

4/26/2016 UndeterminedCriminal RWE Gundremmingen plant22 Utilities UndeterminedExploitive Exploitation of Application Server,Exploitation of End Hosts

4/26/2016 UndeterminedCriminal Goldcorp 21 Mining, Quarrying, and Oil and Gas ExtractionUndeterminedExploitive Exploitation of Application Server

4/25/2016 UndeterminedCriminal The Grand Sierra Resort72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Sensors

4/25/2016 UndeterminedCriminal Qatar National Bank52 Finance and InsuranceUndeterminedExploitive Exploitation of Application Server



4/25/2016 UndeterminedCriminal Lansing Board of Water & Light (BWL)22 Utilities Financial Disruptive Data Attack

4/25/2016 UndeterminedCriminal Spotify 51 InformationFinancial Exploitive Exploitation of Application Server

4/25/2016 UndeterminedCriminal BeautifulPeople.com81 Other Services (except Public Administration)Financial Exploitive Exploitation of Application Server

4/24/2016 Ghost SquadHacktivist Ku Klux Klan 81 Other Services (except Public Administration)Protest Disruptive External Denial of Service

4/23/2016 bRpsd UndeterminedBesa Hitman-for-Hire Service54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server

4/22/2016 UndeterminedCriminal UK Ministry of Defence92 Public AdministrationPolitical-EspionageExploitive Exploitation of Application Server

4/22/2016 New World Hackers (NWH)UndeterminedCity of Denver's website (denvergov.org)92 Public AdministrationProtest Disruptive External Denial of Service

4/22/2016 United Cyber CaliphateTerrorist Lamont Christian Reformed Church (lamontcrc.org)81 Other Services (except Public Administration)UndeterminedDisruptive Message Manipulation

4/21/2016 UndeterminedCriminal Archdiocese of Denver81 Other Services (except Public Administration)Financial Exploitive Exploitation of Application Server

4/21/2016 UndeterminedCriminal Bizmatics 54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server

4/20/2016 UndeterminedCriminal Mario Patrn 81 Other Services (except Public Administration)Political-EspionageExploitive Exploitation of End Hosts

4/19/2016 UndeterminedCriminal Ain Shams University61 Educational ServicesUndeterminedExploitive Exploitation of Application Server

4/19/2016 Berkshire Hathaway Homestate; Cypress Insurance; Zenith InsuranceCriminal Reyes & Barsoum L.L.P.54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

4/19/2016 UndeterminedCriminal ADP 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

4/18/2016 UndeterminedCriminal Newark Police Department92 Public AdministrationUndeterminedDisruptive Internal Denial of Service

4/18/2016 UndeterminedCriminal doTERRA 99 UndeterminedFinancial Exploitive Exploitation of Application Server

4/18/2016 sn0n Undeterminedmayline.com 31 ManufacturingUndeterminedExploitive Exploitation of Application Server

4/18/2016 UndeterminedCriminal Robert Millard 81 Other Services (except Public Administration)Financial Exploitive Exploitation of Application Server

4/17/2016 UndeterminedCriminal Coinroll Bitcoin Casino52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

4/15/2016 UndeterminedCriminal Atique Orthodontics, P.A.62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of End Hosts

4/15/2016 sn0n Undeterminedjcm.co.uk 54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server

4/15/2016 UndeterminedCriminal gamescollection.it 51 InformationUndeterminedExploitive Exploitation of Application Server

4/15/2016 UndeterminedCriminal Innovak International52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

4/15/2016 UndeterminedCriminal Janet 61 Educational ServicesUndeterminedDisruptive External Denial of Service

4/15/2016 Team System DZHacktivist Richland County Emergency Management92 Public AdministrationUndeterminedDisruptive Message Manipulation

4/15/2016 Team System DZHacktivist Richland County Parks Commission92 Public AdministrationUndeterminedDisruptive Message Manipulation

4/15/2016 Team System DZHacktivist Richland County Land Conservation Department92 Public AdministrationUndeterminedDisruptive Message Manipulation

4/15/2016 Team System DZHacktivist Website of the Richland County Fair92 Public AdministrationUndeterminedDisruptive Message Manipulation

4/15/2016 Team System DZHacktivist Richland County Recycling Committee92 Public AdministrationUndeterminedDisruptive Message Manipulation

4/15/2016 Team System DZHacktivist Richland County Veterans Services92 Public AdministrationUndeterminedDisruptive Message Manipulation

4/15/2016 Team System DZHacktivist Richland County Ambulance Service92 Public AdministrationUndeterminedDisruptive Message Manipulation

4/15/2016 Team System DZHacktivist Richland County Sheriff's Department92 Public AdministrationUndeterminedDisruptive Message Manipulation

4/15/2016 Team System DZHacktivist Richland County Government92 Public AdministrationUndeterminedDisruptive Message Manipulation

4/14/2016 UndeterminedCriminal Stamford Podiatry Group62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

4/14/2016 Lizard SquadUndeterminedBlizzard's Battle.net51 InformationUndeterminedDisruptive External Denial of Service

4/13/2016 UndeterminedCriminal Olympia School District61 Educational ServicesFinancial Exploitive Exploitation of End Hosts

4/13/2016 AnonymousHacktivist Dalhousie University (dal.ca)61 Educational ServicesProtest Disruptive External Denial of Service

4/13/2016 UndeterminedCriminal The Fappening Forum54 Professional, Scientific, and Technical ServicesFinancial Mixed Data Attack,Exploitation of Application Server

4/12/2016 The Real DealCriminal Suite703.com 71 Arts, Entertainment, and RecreationFinancial Exploitive Exploitation of Application Server

4/12/2016 The Real DealCriminal NaughtyAmerica.com71 Arts, Entertainment, and RecreationFinancial Exploitive Exploitation of Application Server

4/12/2016 UndeterminedCriminal Swedish air traffic control systems48 Transportation and WarehousingUndeterminedDisruptive External Denial of Service,Physical Attack

4/11/2016 UndeterminedCriminal Swedish Armed Forces92 Public AdministrationUndeterminedMixed Exploitation of Application Server,External Denial of Service

4/10/2016 TheFamily Undeterminedelifeask.com 54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server

4/9/2016 LulzSecITA; Anonymous (Italy)Hacktivist Job-seeking portals54 Professional, Scientific, and Technical ServicesProtest Exploitive Exploitation of Application Server

4/8/2016 Pyopz Undeterminedmothersenvogue.com44 Retail TradeUndeterminedExploitive Exploitation of Application Server

4/7/2016 Anti-Armenia TeamHacktivist Embassy of Russia in Armenia Twitter account92 Public AdministrationProtest Disruptive Message Manipulation

4/7/2016 UndeterminedCriminal nct.org.uk 81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of Application Server

4/7/2016 UndeterminedCriminal solen.cz 54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server

4/6/2016 Cyber Justice TeamHacktivist Nation Agency for Network Services92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

4/6/2016 r3dm0v3 Undeterminedwatsonsauctioneers.co.uk54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server

4/6/2016 UndeterminedCriminal Coinwalllet 52 Finance and InsuranceUndeterminedExploitive Exploitation of Application Server

4/5/2016 UndeterminedCriminal University of Liverpool61 Educational ServicesUndeterminedExploitive Exploitation of Application Server

4/5/2016 UndeterminedCriminal Mossack Fonseca54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server

4/5/2016 UndeterminedCriminal KIFT 51 InformationUndeterminedDisruptive Message Manipulation

4/4/2016 UndeterminedCriminal Trump Hotel Collection72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Sensors



4/4/2016 UndeterminedCriminal Stanford University61 Educational ServicesFinancial Exploitive Exploitation of Application Server

4/2/2016 RyanDa1338Undeterminedintegratorimarket.it44 Retail TradeUndeterminedExploitive Exploitation of Application Server

4/2/2016 Monte Melkonian Cyber Army (MMCA)Hacktivist apa.az 51 InformationProtest Disruptive Message Manipulation,External Denial of Service

4/2/2016 Monte Melkonian Cyber Army (MMCA)Hacktivist gov.az 92 Public AdministrationProtest Disruptive Message Manipulation,External Denial of Service

4/2/2016 Monte Melkonian Cyber Army (MMCA)Hacktivist aze.az 51 InformationProtest Disruptive Message Manipulation,External Denial of Service

4/1/2016 Turk Hack TeamHacktivist Armenian Ministry of Energy and Economy92 Public AdministrationUndeterminedDisruptive External Denial of Service

4/1/2016 Turk Hack TeamHacktivist National Bank of Armenia92 Public AdministrationUndeterminedDisruptive External Denial of Service

4/1/2016 Turk Hack TeamHacktivist National Security Service of Armenia92 Public AdministrationUndeterminedDisruptive External Denial of Service

3/31/2016 TheNeoBossCriminal teamskeet[.]com 71 Arts, Entertainment, and RecreationFinancial Exploitive Exploitation of Application Server

3/30/2016 @gift2deathUndeterminednorfolkadmirals.com71 Arts, Entertainment, and RecreationUndeterminedExploitive Exploitation of Application Server

3/30/2016 UndeterminedCriminal Valley Anesthesiology and Pain Consultants (VAPC)62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

3/30/2016 UndeterminedCriminal Southeast Eye Institute62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of Application Server

3/30/2016 UndeterminedCriminal Coinkite Inc. 52 Finance and InsuranceUndeterminedDisruptive External Denial of Service

3/29/2016 UndeterminedCriminal livejournal.com 51 InformationUndeterminedExploitive Exploitation of End Hosts

3/29/2016 UndeterminedCriminal Weil Gotshal & Manges LLP54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server,Exploitation of End Hosts

3/29/2016 Anonymous (Portugal)Hacktivist Unidentified Angolan Government Websites #192 Public AdministrationProtest Disruptive Message Manipulation

3/29/2016 UndeterminedCriminal likes.com 51 InformationUndeterminedExploitive Exploitation of End Hosts

3/29/2016 UndeterminedCriminal Cravath Swaine & Moore LLP54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server,Exploitation of End Hosts

3/29/2016 AnonymousHacktivist Kenya Petroleum Refineries Limited21 Mining, Quarrying, and Oil and Gas ExtractionProtest Disruptive Message Manipulation

3/29/2016 Anonymous (Portugal)Hacktivist Unidentified Angolan Government Websites #292 Public AdministrationProtest Disruptive Message Manipulation

3/29/2016 Anonymous (Portugal)Hacktivist Unidentified Angolan Government Websites #392 Public AdministrationProtest Disruptive Message Manipulation

3/29/2016 Anonymous (Portugal)Hacktivist Unidentified Angolan Government Websites #492 Public AdministrationProtest Disruptive Message Manipulation

3/29/2016 Anonymous (Portugal)Hacktivist Unidentified Angolan Government Websites #592 Public AdministrationProtest Disruptive Message Manipulation

3/29/2016 Anonymous (Portugal)Hacktivist Unidentified Angolan Government Websites #692 Public AdministrationProtest Disruptive Message Manipulation

3/29/2016 Anonymous (Portugal)Hacktivist Unidentified Angolan Government Websites #792 Public AdministrationProtest Disruptive Message Manipulation

3/29/2016 Anonymous (Portugal)Hacktivist Unidentified Angolan Government Websites #892 Public AdministrationProtest Disruptive Message Manipulation

3/29/2016 Anonymous (Portugal)Hacktivist Unidentified Angolan Government Websites #992 Public AdministrationProtest Disruptive Message Manipulation

3/29/2016 Anonymous (Portugal)Hacktivist Unidentified Angolan Government Websites #1092 Public AdministrationProtest Disruptive Message Manipulation

3/29/2016 Anonymous (Portugal)Hacktivist Unidentified Angolan Government Websites #1192 Public AdministrationProtest Disruptive Message Manipulation

3/29/2016 Anonymous (Portugal)Hacktivist Unidentified Angolan Government Websites #1292 Public AdministrationProtest Disruptive Message Manipulation

3/29/2016 Anonymous (Portugal)Hacktivist Unidentified Angolan Government Websites #1392 Public AdministrationProtest Disruptive Message Manipulation

3/29/2016 Anonymous (Portugal)Hacktivist Unidentified Angolan Government Websites #1492 Public AdministrationProtest Disruptive Message Manipulation

3/29/2016 Anonymous (Portugal)Hacktivist Unidentified Angolan Government Websites #1592 Public AdministrationProtest Disruptive Message Manipulation

3/29/2016 Anonymous (Portugal)Hacktivist Unidentified Angolan Government Websites #1692 Public AdministrationProtest Disruptive Message Manipulation

3/29/2016 Anonymous (Portugal)Hacktivist Unidentified Angolan Government Websites #1792 Public AdministrationProtest Disruptive Message Manipulation

3/29/2016 Anonymous (Portugal)Hacktivist Unidentified Angolan Government Websites #1892 Public AdministrationProtest Disruptive Message Manipulation

3/29/2016 Anonymous (Portugal)Hacktivist Unidentified Angolan Government Websites #1992 Public AdministrationProtest Disruptive Message Manipulation

3/29/2016 Anonymous (Portugal)Hacktivist Unidentified Angolan Government Websites #2092 Public AdministrationProtest Disruptive Message Manipulation

3/29/2016 Anonymous (Portugal)Hacktivist Unidentified Angolan Government Websites #2192 Public AdministrationProtest Disruptive Message Manipulation

3/29/2016 Anonymous (Portugal)Hacktivist Unidentified Angolan Government Websites #2292 Public AdministrationProtest Disruptive Message Manipulation

3/29/2016 Anonymous (Portugal)Hacktivist Unidentified Angolan Government Websites #2392 Public AdministrationProtest Disruptive Message Manipulation

3/29/2016 Anonymous (Portugal)Hacktivist Unidentified Angolan Government Websites #2492 Public AdministrationProtest Disruptive Message Manipulation

3/29/2016 Anonymous (Portugal)Hacktivist Unidentified Angolan Government Websites #2592 Public AdministrationProtest Disruptive Message Manipulation

3/29/2016 Anonymous (Portugal)Hacktivist Unidentified Angolan Government Websites #2692 Public AdministrationProtest Disruptive Message Manipulation

3/29/2016 Anonymous (Portugal)Hacktivist Unidentified Angolan Government Websites #2792 Public AdministrationProtest Disruptive Message Manipulation

3/29/2016 Anonymous (Portugal)Hacktivist Unidentified Angolan Government Websites #2892 Public AdministrationProtest Disruptive Message Manipulation

3/28/2016 Andrew "Weev" AuernheimerUndeterminedMount Holyoke College61 Educational ServicesUndeterminedDisruptive Message Manipulation

3/28/2016 Andrew "Weev" AuernheimerUndeterminedSmith College 61 Educational ServicesUndeterminedDisruptive Message Manipulation

3/28/2016 Andrew "Weev" AuernheimerUndeterminedBrown University 61 Educational ServicesUndeterminedDisruptive Message Manipulation

3/28/2016 Andrew "Weev" AuernheimerUndeterminedUniversity of Massachusetts-Amherst61 Educational ServicesUndeterminedDisruptive Message Manipulation

3/28/2016 Andrew "Weev" AuernheimerUndeterminedUniversity of California-Berkeley61 Educational ServicesUndeterminedDisruptive Message Manipulation

3/28/2016 Andrew "Weev" AuernheimerUndeterminedPrinceton University61 Educational ServicesUndeterminedDisruptive Message Manipulation

3/27/2016 LulzSec PilipinasHacktivist COMELEC (comelec.gov.ph)92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

3/27/2016 AnonymousHacktivist COMELEC (comelec.gov.ph)92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

3/27/2016 UndeterminedCriminal SportPursuit sportpursuit.co.uk44 Retail TradeFinancial Exploitive Exploitation of Application Server



3/27/2016 AnonymousHacktivist BCGold Corp. 21 Mining, Quarrying, and Oil and Gas ExtractionProtest Disruptive Message Manipulation

3/25/2016 UndeterminedCriminal OpSec Security 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

3/25/2016 UndeterminedCriminal Tidewater Community College61 Educational ServicesFinancial Exploitive Exploitation of End Hosts

3/25/2016 UndeterminedCriminal gumtree.com.au 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of End Hosts

3/24/2016 UndeterminedCriminal vbulletin.org 54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server

3/24/2016 Pakistan Nation-StateIndia 92 Public AdministrationPolitical-EspionageExploitive Exploitation of End Hosts

3/24/2016 UndeterminedCriminal vbulletin.com 54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server

3/24/2016 UndeterminedCriminal Verizon Enterprise Solutions51 InformationFinancial Exploitive Exploitation of Application Server

3/23/2016 UndeterminedCriminal Ryman Hospitality Properties72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Application Server

3/23/2016 UndeterminedCriminal Sprouts Farmers Market44 Retail TradeFinancial Exploitive Exploitation of End Hosts

3/22/2016 UndeterminedCriminal Kentucky State University61 Educational ServicesFinancial Exploitive Exploitation of Application Server

3/22/2016 UndeterminedCriminal Kemuri Water Company (pseudonym)22 Utilities UndeterminedMixed Exploitation of Application Server,Physical Attack

3/21/2016 UndeterminedCriminal Norfolk General Hospital62 Health Care and Social AssistanceFinancial Disruptive Data Attack

3/21/2016 UndeterminedCriminal Concordia University61 Educational ServicesUndeterminedExploitive Exploitation of End Hosts

3/20/2016 UndeterminedCriminal Kendall Jenner 71 Arts, Entertainment, and RecreationPersonal AttackExploitive Exploitation of Application Server

3/20/2016 Anonymous (Corrupt)Hacktivist NASA 92 Public AdministrationProtest Disruptive External Denial of Service

3/20/2016 UndeterminedCriminal EC-Council (eccouncil.org)81 Other Services (except Public Administration)Financial Disruptive Data Attack

3/20/2016 UndeterminedCriminal Harry Styles 81 Other Services (except Public Administration)Personal AttackExploitive Exploitation of Application Server

3/19/2016 UndeterminedCriminal naira4dollar.com 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

3/19/2016 UndeterminedCriminal Goteborgs Posten51 InformationSabotage Disruptive External Denial of Service

3/19/2016 UndeterminedCriminal Dagens Industri 51 InformationSabotage Disruptive External Denial of Service

3/19/2016 UndeterminedCriminal Helsingborgs Dagblad51 InformationSabotage Disruptive External Denial of Service

3/19/2016 UndeterminedCriminal Sydsvenskan 51 InformationSabotage Disruptive External Denial of Service

3/19/2016 UndeterminedCriminal Aftonbladet 51 InformationSabotage Disruptive External Denial of Service

3/19/2016 UndeterminedCriminal Svenska Dagbladet51 InformationSabotage Disruptive External Denial of Service

3/19/2016 UndeterminedCriminal Expressen 51 InformationSabotage Disruptive External Denial of Service

3/19/2016 UndeterminedCriminal Dagens Nyheter 51 InformationSabotage Disruptive External Denial of Service

3/18/2016 KarmaSec Hacktivist visit-jy.com 71 Arts, Entertainment, and RecreationProtest Exploitive Exploitation of Application Server

3/18/2016 UndeterminedCriminal usacycling.org (USA Cycling)71 Arts, Entertainment, and RecreationUndeterminedExploitive Exploitation of Application Server

3/18/2016 UndeterminedCriminal BitQuick 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

3/17/2016 UndeterminedCriminal River Cree Casino72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Application Server

3/17/2016 UndeterminedCriminal Lakes Region Scholarship Foundation81 Other Services (except Public Administration)Financial Exploitive Exploitation of Application Server

3/16/2016 NSHC UndeterminedSwiss People's Party (SVP)81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of Application Server

3/15/2016 Metropolis Undeterminedallosambre.com 54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server

3/15/2016 UndeterminedCriminal Bayley's 44 Retail TradeFinancial Exploitive Exploitation of End Hosts

3/15/2016 UndeterminedCriminal LAZ Parking 81 Other Services (except Public Administration)Financial Exploitive Exploitation of End Hosts

3/14/2016 UndeterminedCriminal The City of Baltimore92 Public AdministrationFinancial Exploitive Exploitation of Application Server

3/14/2016 UndeterminedCriminal Elliot J. Martin Chiropractic62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of Application Server

3/13/2016 New World Hackers group (NWH)Hacktivist Downtown Alliance81 Other Services (except Public Administration)Protest Disruptive External Denial of Service

3/13/2016 New World Hackers group (NWH)Hacktivist First Utah Bank 52 Finance and InsuranceProtest Disruptive External Denial of Service

3/13/2016 New World Hackers group (NWH)Hacktivist Salt Lake City International Airport48 Transportation and WarehousingProtest Disruptive External Denial of Service

3/13/2016 New World Hackers group (NWH)Hacktivist Salt Lake City Police92 Public AdministrationProtest Disruptive External Denial of Service

3/11/2016 UndeterminedCriminal West Bloomfield School District61 Educational ServicesUndeterminedExploitive Exploitation of Application Server

3/11/2016 UndeterminedCriminal worldchess.com 51 InformationUndeterminedDisruptive External Denial of Service

3/11/2016 UndeterminedCriminal Hi-Tec Sports 44 Retail TradeFinancial Exploitive Exploitation of End Hosts

3/11/2016 UndeterminedCriminal Staminus 54 Professional, Scientific, and Technical ServicesUndeterminedMixed Exploitation of Network Infrastructure,Internal Denial of Service

3/10/2016 UndeterminedCriminal 21st Century Oncology62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of Application Server

3/10/2016 UndeterminedCriminal virtualworldlets.net54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server

3/10/2016 UndeterminedCriminal Litecointalk Forum51 InformationUndeterminedExploitive Exploitation of Application Server

3/10/2016 SonnySpooksUndeterminedbuzzmachines.com54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server

3/10/2016 UndeterminedCriminal Unnamed American Express third-party card processor52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

3/10/2016 NGB 3rd Technical Surveillance BureauNation-StateBangladesh Central Bank52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

3/8/2016 NGB 3rd Technical Surveillance BureauNation-StateSenior South Korean government officials52 Finance and InsurancePolitical-EspionageExploitive Exploitation of End Hosts

3/8/2016 UndeterminedCriminal Finland Foreign Ministry92 Public AdministrationPolitical-EspionageExploitive Exploitation of Application Server,Exploitation of End Hosts

3/8/2016 UndeterminedCriminal Illinois Valley Podiatry Group62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of Application Server



3/8/2016 UndeterminedCriminal 1-800-FLOWERS 44 Retail TradeFinancial Exploitive Exploitation of Application Server

3/8/2016 UndeterminedCriminal Whiting-Turner 23 ConstructionFinancial Exploitive Exploitation of Application Server

3/8/2016 UndeterminedCriminal Hawking Technology31 ManufacturingFinancial Exploitive Exploitation of Application Server

3/7/2016 UndeterminedCriminal Ezaki Glico Co. 31 ManufacturingFinancial Exploitive Exploitation of End Hosts

3/5/2016 Caliphate Cyber ArmyHacktivist 55 New Jersey police officers92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

3/5/2016 AnonymousHacktivist Donald Trump's voicemail81 Other Services (except Public Administration)Personal AttackExploitive Exploitation of End Hosts

3/5/2016 Islamic StateHacktivist Unnamed South Korean news-clipping firm51 InformationUndeterminedExploitive Exploitation of Application Server

3/4/2016 UndeterminedCriminal Rosen Hotels & Resorts72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Sensors

3/4/2016 UndeterminedCriminal Moneytree 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

3/4/2016 UndeterminedCriminal GCI 51 InformationFinancial Exploitive Exploitation of End Hosts

3/4/2016 UndeterminedCriminal Mansueto Ventures51 InformationFinancial Exploitive Exploitation of Application Server

3/3/2016 UndeterminedCriminal Cox Communications51 InformationFinancial Exploitive Exploitation of Application Server

3/3/2016 UndeterminedCriminal Unnamed global shipping company48 Transportation and WarehousingFinancial Exploitive Exploitation of Application Server

3/2/2016 UndeterminedCriminal cplusplustutor.com51 InformationUndeterminedExploitive Exploitation of Application Server

3/1/2016 @0x1TaylorUndeterminedsktorrent.eu 54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server

3/1/2016 @TheFamilyMethodUndeterminedBank of North Dakota52 Finance and InsuranceUndeterminedExploitive Exploitation of Application Server

3/1/2016 UndeterminedCriminal Seagate 51 InformationFinancial Exploitive Exploitation of End Hosts

3/1/2016 UndeterminedCriminal Maritime Trade Information Sharing Centre, Gulf of Guinea (MTISC-GoG),48 Transportation and WarehousingFinancial Exploitive Exploitation of Application Server

3/1/2016 UndeterminedCriminal GIEI 81 Other Services (except Public Administration)Political-EspionageExploitive Exploitation of End Hosts

2/29/2016 UndeterminedCriminal Mate1.com 81 Other Services (except Public Administration)Financial Exploitive Exploitation of Application Server

2/29/2016 US Cyber CommandNation-StateIslamic State 81 Other Services (except Public Administration)Sabotage Disruptive Message Manipulation,Internal Denial of Service

2/28/2016 Caliphate Cyber ArmyHacktivist Solar UK Ltd 22 Utilities Protest Disruptive Message Manipulation

2/28/2016 TeaMp0isoNHacktivist Time Warner Cable Business Class Managed Security Solutions portal51 InformationUndeterminedMixed Exploitation of Application Server,Message Manipulation

2/27/2016 Truthsec Hacktivist Miami Police Officer92 Public AdministrationPersonal AttackExploitive Exploitation of End Hosts

2/27/2016 LulzSecITAHacktivist primodominio.it 51 InformationUndeterminedExploitive Exploitation of Application Server

2/27/2016 APT27 (Iron Panda)Nation-StateInternational Civil Aviation Organization81 Other Services (except Public Administration)Political-EspionageExploitive Exploitation of Application Server

2/26/2016 AhmetU Undeterminedkorfeztuning.com 51 InformationUndeterminedExploitive Exploitation of Application Server

2/26/2016 UndeterminedCriminal University of California Berkeley61 Educational ServicesFinancial Exploitive Exploitation of Application Server

2/26/2016 UndeterminedCriminal Pickens County School District61 Educational ServicesUndeterminedDisruptive External Denial of Service

2/26/2016 UndeterminedCriminal Snapchat 51 InformationFinancial Exploitive Exploitation of End Hosts

2/26/2016 TheFamily Undeterminedduelyst.com 54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server

2/25/2016 UndeterminedCriminal RubberStamps.net54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

2/25/2016 UndeterminedCriminal Coast Central Credit Union52 Finance and InsuranceFinancial Exploitive Exploitation of End Hosts

2/25/2016 UndeterminedCriminal incipio.com 44 Retail TradeFinancial Exploitive Exploitation of Application Server

2/24/2016 UndeterminedCriminal Steven Petrow 81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of Application Server,Exploitation of End Hosts

2/24/2016 TeaMp0isoNHacktivist World Tourism Organization92 Public AdministrationUndeterminedMixed Exploitation of Application Server,Message Manipulation

2/23/2016 UndeterminedCriminal Pharm-Olam International54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of End Hosts

2/23/2016 UndeterminedCriminal Central Concrete Supply99 UndeterminedFinancial Exploitive Exploitation of End Hosts

2/22/2016 AnonymousHacktivist Centre d'Identification des Materiels de la Defense92 Public AdministrationProtest Disruptive Message Manipulation

2/22/2016 AnonymousHacktivist Cincinnati Police Department92 Public AdministrationProtest Exploitive Exploitation of Application Server

2/22/2016 UndeterminedCriminal York Hospital 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

2/22/2016 AnonymousHacktivist Website of the Italian region of Apulia92 Public AdministrationProtest Disruptive Message Manipulation,External Denial of Service

2/22/2016 AnonymousHacktivist Website of the Italian region of Basilicata92 Public AdministrationProtest Disruptive Message Manipulation,External Denial of Service

2/20/2016 Peace Criminal Linux Mint Distribution54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server,Exploitation of End Hosts

2/19/2016 Qadmon (or Kadimon)Terrorist Israel's CCTV Systems92 Public AdministrationUndeterminedExploitive Exploitation of Sensors

2/19/2016 UndeterminedCriminal Bohemia Interactive54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server

2/18/2016 Peace Criminal Linux Mint Forum 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

2/17/2016 BravewandererUndeterminedbfsihiring.com 54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server

2/17/2016 BravewandererUndeterminedtechfactory.net 44 Retail TradeUndeterminedExploitive Exploitation of Application Server

2/16/2016 UndeterminedCriminal 4,000 confidential records of police officers, lawyers and judges in Palm Beach County92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

2/16/2016 Team FursecUndeterminedDifference Games51 InformationUndeterminedExploitive Exploitation of Application Server

2/16/2016 UndeterminedCriminal Kankakee Valley REMC22 Utilities UndeterminedExploitive Exploitation of Application Server

2/15/2016 World Hacker TeamHacktivist South Africa's Department of Water Affairs (DWA)92 Public AdministrationProtest Exploitive Exploitation of Application Server

2/15/2016 af, UndeterminedRingo Starr's Twitter Account71 Arts, Entertainment, and RecreationUndeterminedDisruptive Message Manipulation

2/15/2016 New World Hackers (NWH)UndeterminedXbox Live 51 InformationUndeterminedDisruptive External Denial of Service



2/15/2016 UndeterminedCriminal Spotify 51 InformationUndeterminedExploitive Exploitation of Application Server

2/15/2016 World Hacker TeamHacktivist Tanzania Telecommunications Company Limited51 InformationProtest Exploitive Exploitation of Application Server

2/15/2016 ROR[RG] Criminal Turkish National Police (EMG)92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

2/14/2016 UndeterminedCriminal Greenshades 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

2/12/2016 AnonymousHacktivist South Africa Government Communications and Information Systems (GCIS)92 Public AdministrationProtest Exploitive Exploitation of Application Server

2/12/2016 UndeterminedCriminal British Association for Counselling and Psychotherapy62 Health Care and Social AssistanceFinancial Disruptive Message Manipulation,Data Attack

2/12/2016 Tobitow Hacktivist Webafrica 51 InformationProtest Disruptive Message Manipulation

2/11/2016 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Nation-StateUkrainian mining company21 Mining, Quarrying, and Oil and Gas ExtractionSabotage Disruptive Data Attack

2/11/2016 AnonymousHacktivist V-Report (v-report.co.za)54 Professional, Scientific, and Technical ServicesProtest Exploitive Exploitation of Application Server

2/11/2016 UndeterminedCriminal digitalnintendo.com54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server

2/11/2016 GRU Main Special Center for Special Technologies (Unit 74455) (SANDWORM)Nation-StateUkrainian railway operator48 Transportation and WarehousingSabotage Disruptive Data Attack

2/10/2016 Chilean hackersHacktivist CONADI 92 Public AdministrationProtest Exploitive Exploitation of Application Server

2/10/2016 Hanom1960; Chilean Hackers; HazzardUndeterminedBolivian Army (ejercito.mil.bo)92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

2/9/2016 UndeterminedCriminal US Internal Revenue Service92 Public AdministrationFinancial Exploitive Exploitation of Application Server

2/9/2016 UndeterminedCriminal South Wales Fire and Rescue Service92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

2/9/2016 Islamic Revolutionary Guard Corps (APT 35 Charming Kitten)Nation-StateEx-Israeli Army Chief of Staff81 Other Services (except Public Administration)Political-EspionageExploitive Exploitation of End Hosts

2/8/2016 Penis AKA @DotGovsHacktivist FBI 92 Public AdministrationProtest Exploitive Exploitation of Application Server

2/8/2016 UndeterminedCriminal Energobank 52 Finance and InsuranceUndeterminedDisruptive Message Manipulation

2/7/2016 Penis AKA @DotGovsHacktivist Department of Homeland Security92 Public AdministrationProtest Exploitive Exploitation of Application Server

2/6/2016 World Hacker TeamHacktivist Broadband Systems Corporation (bsc.rw)54 Professional, Scientific, and Technical ServicesProtest Exploitive Exploitation of Application Server,Exploitation of Network Infrastructure

2/6/2016 Hanom1960Hacktivist Uganda's Ministry of Finance (finance.go.ug)92 Public AdministrationProtest Exploitive Exploitation of Application Server

2/6/2016 Team Pak Cyber AttackerUndeterminedIndian Revenue Service (IRS)92 Public AdministrationUndeterminedDisruptive Message Manipulation

2/6/2016 UndeterminedCriminal Loanbase 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

2/5/2016 @0x1TaylorUndeterminedteksyndicate.com 54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server

2/5/2016 SonnySpooksUndeterminedepicbot.com 54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server

2/5/2016 UndeterminedCriminal Unknown retailer 44 Retail TradeFinancial Exploitive Exploitation of Application Server

2/5/2016 UndeterminedCriminal Alibaba Group's TaoBao44 Retail TradeFinancial Exploitive Exploitation of Application Server

2/4/2016 UndeterminedCriminal University of Central Florida61 Educational ServicesFinancial Exploitive Exploitation of Application Server

2/4/2016 UndeterminedCriminal Russian banks 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server,Exploitation of Data in Transit

2/4/2016 AnonymousHacktivist Roosh V 81 Other Services (except Public Administration)Personal AttackExploitive Exploitation of End Hosts

2/3/2016 Blink Hacker GroupHacktivist Thai Prisons 92 Public AdministrationProtest Exploitive Exploitation of Application Server

2/3/2016 UndeterminedCriminal Magnolia Health Corporation62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Hosts

2/3/2016 UndeterminedCriminal mavic-mp3.com 44 Retail TradeFinancial Exploitive Exploitation of Application Server

2/1/2016 Christopher TaylorCriminal Georgia Institute of Technology61 Educational ServicesUndeterminedExploitive Exploitation of End Hosts,Exploitation of Sensors

2/1/2016 bRpsd Undeterminedfocusfeatures.com71 Arts, Entertainment, and RecreationUndeterminedExploitive Exploitation of Application Server

1/31/2016 Anonsec Hacktivist NASA 92 Public AdministrationUndeterminedMixed Exploitation of Application Server,Physical Attack

1/30/2016 UndeterminedCriminal pastebin.com 55 Management of Companies and EnterprisesUndeterminedDisruptive External Denial of Service

1/29/2016 UndeterminedCriminal jasacare.org 62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of Application Server

1/29/2016 UndeterminedCriminal HSBC 52 Finance and InsuranceUndeterminedDisruptive External Denial of Service

1/29/2016 UndeterminedCriminal Neiman Marcus 44 Retail TradeFinancial Exploitive Exploitation of Application Server

1/28/2016 Monte Melkonian Cyber Army (MMCA)Hacktivist Civil Service Commission of Azerbaijan92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

1/28/2016 Monte Melkonian Cyber Army (MMCA)Hacktivist Official Internet resource of State Bodies of Azerbaijan (gov.az).92 Public AdministrationUndeterminedDisruptive External Denial of Service

1/28/2016 Blink Hacker GroupHacktivist Thai Prison System92 Public AdministrationProtest Disruptive External Denial of Service

1/28/2016 Monte Melkonian Cyber Army (MMCA)Hacktivist Ministry of Taxes of the Republic of Azerbaijan92 Public AdministrationUndeterminedDisruptive External Denial of Service

1/28/2016 UndeterminedCriminal valleyevents.ca 54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server

1/28/2016 UndeterminedCriminal CPanel 54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server

1/28/2016 Monte Melkonian Cyber Army (MMCA)Hacktivist Azerbaijani E-Government portal92 Public AdministrationUndeterminedDisruptive External Denial of Service

1/27/2016 UndeterminedCriminal Wendy's 72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Sensors

1/26/2016 UndeterminedCriminal Fraternal Order of Police (FOP) fop.net92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

1/26/2016 Hanom1960 AKA @hanomlulzsecHacktivist Costa Rican Ministry of  Foreign Affairs and Worship92 Public AdministrationProtest Disruptive Message Manipulation

1/26/2016 UndeterminedCriminal Mercy Iowa City 62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of Application Server,Exploitation of End Hosts

1/26/2016 UndeterminedCriminal Israel's Electric Authority22 Utilities Sabotage Disruptive Data Attack

1/25/2016 Anonymous (Conservative)Hacktivist 2016iowacaucus.com81 Other Services (except Public Administration)Protest Disruptive Message Manipulation

1/25/2016 UndeterminedCriminal Hailey Baldwin 71 Arts, Entertainment, and RecreationPersonal AttackExploitive Exploitation of End Hosts

1/24/2016 UndeterminedCriminal Bank Yerushalayim52 Finance and InsuranceUndeterminedExploitive Exploitation of Application Server



1/24/2016 Gensu & TurkhackteamUndeterminedmuseomodena.ferrari.com48 Transportation and WarehousingUndeterminedExploitive Exploitation of Application Server

1/23/2016 Lorde BashtienUndeterminedMiami Beach Police Department92 Public AdministrationProtest Exploitive Exploitation of Application Server

1/23/2016 Lorde BashtienUndeterminedMiami-Dade Police Department92 Public AdministrationProtest Exploitive Exploitation of Application Server

1/23/2016 Lorde BashtienUndeterminedMiami Police Department92 Public AdministrationProtest Exploitive Exploitation of Application Server

1/23/2016 @ciadotgovUndeterminedkakasure.com 54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server

1/23/2016 Black-Spy UndeterminedToyota (Russia) 31 ManufacturingUndeterminedExploitive Exploitation of Application Server

1/23/2016 AnonymousHacktivist Narita International Airport48 Transportation and WarehousingProtest Disruptive External Denial of Service

1/23/2016 OurMine Hobbyist forums.dayzgame.com54 Professional, Scientific, and Technical ServicesUndeterminedMixed Exploitation of Application Server,Message Manipulation

1/22/2016 UndeterminedCriminal Irish government websites92 Public AdministrationUndeterminedDisruptive External Denial of Service

1/22/2016 Crazy-3r3r Undeterminedblog.imam-khomeini.ir92 Public AdministrationUndeterminedDisruptive Message Manipulation

1/22/2016 UndeterminedCriminal University of Virginia61 Educational ServicesFinancial Exploitive Exploitation of Application Server

1/22/2016 UndeterminedCriminal Premier Lotteries Ireland71 Arts, Entertainment, and RecreationUndeterminedDisruptive External Denial of Service

1/21/2016 Anti-Armenia TeamHacktivist Embassy of Armenia in the United States92 Public AdministrationUndeterminedDisruptive Message Manipulation

1/21/2016 Anti-Armenia TeamHacktivist Embassy of Armenia in the United Arab Emirates92 Public AdministrationUndeterminedDisruptive Message Manipulation

1/21/2016 Anti-Armenia TeamHacktivist Embassy of Armenia in Ukraine92 Public AdministrationUndeterminedDisruptive Message Manipulation

1/21/2016 Anti-Armenia TeamHacktivist Embassy of Armenia in the United Kingdom92 Public AdministrationUndeterminedDisruptive Message Manipulation

1/21/2016 Anti-Armenia TeamHacktivist Embassy of Armenia in Turkmenistan92 Public AdministrationUndeterminedDisruptive Message Manipulation

1/21/2016 Anti-Armenia TeamHacktivist Embassy of Armenia in Sweden92 Public AdministrationUndeterminedDisruptive Message Manipulation

1/21/2016 Anti-Armenia TeamHacktivist Embassy of Armenia in Switzerland92 Public AdministrationUndeterminedDisruptive Message Manipulation

1/21/2016 Anti-Armenia TeamHacktivist Embassy of Armenia in Spain92 Public AdministrationUndeterminedDisruptive Message Manipulation

1/21/2016 Anti-Armenia TeamHacktivist Embassy of Armenia in Romania92 Public AdministrationUndeterminedDisruptive Message Manipulation

1/21/2016 Anti-Armenia TeamHacktivist Embassy of Armenia in Russia92 Public AdministrationUndeterminedDisruptive Message Manipulation

1/21/2016 Anti-Armenia TeamHacktivist Embassy of Armenia in Poland92 Public AdministrationUndeterminedDisruptive Message Manipulation

1/21/2016 Anti-Armenia TeamHacktivist Embassy of Armenia in the Netherlands92 Public AdministrationUndeterminedDisruptive Message Manipulation

1/21/2016 Anti-Armenia TeamHacktivist Embassy of Armenia in Lithuania92 Public AdministrationUndeterminedDisruptive Message Manipulation

1/21/2016 Anti-Armenia TeamHacktivist Embassy of Armenia in Lebanon92 Public AdministrationUndeterminedDisruptive Message Manipulation

1/21/2016 Anti-Armenia TeamHacktivist Embassy of Armenia in Kuwait92 Public AdministrationUndeterminedDisruptive Message Manipulation

1/21/2016 Anti-Armenia TeamHacktivist Embassy of Armenia in Kazakhstan92 Public AdministrationUndeterminedDisruptive Message Manipulation

1/21/2016 Anti-Armenia TeamHacktivist Embassy of Armenia in Japan92 Public AdministrationUndeterminedDisruptive Message Manipulation

1/21/2016 Anti-Armenia TeamHacktivist Embassy of Armenia in Italy92 Public AdministrationUndeterminedDisruptive Message Manipulation

1/21/2016 Anti-Armenia TeamHacktivist Embassy of Armenia in Iraq92 Public AdministrationUndeterminedDisruptive Message Manipulation

1/21/2016 Anti-Armenia TeamHacktivist Embassy of Armenia in India92 Public AdministrationUndeterminedDisruptive Message Manipulation

1/21/2016 Anti-Armenia TeamHacktivist Embassy of Armenia in Vatican City92 Public AdministrationUndeterminedDisruptive Message Manipulation

1/21/2016 Anti-Armenia TeamHacktivist Embassy of Armenia in Greece92 Public AdministrationUndeterminedDisruptive Message Manipulation

1/21/2016 Anti-Armenia TeamHacktivist Embassy of Armenia in Germany92 Public AdministrationUndeterminedDisruptive Message Manipulation

1/21/2016 Anti-Armenia TeamHacktivist Consulate of Armenia in Batumi, Georgia92 Public AdministrationUndeterminedDisruptive Message Manipulation

1/21/2016 Anti-Armenia TeamHacktivist Embassy of Armenia in Georgia92 Public AdministrationUndeterminedDisruptive Message Manipulation

1/21/2016 Anti-Armenia TeamHacktivist Embassy of Armenia in France92 Public AdministrationUndeterminedDisruptive Message Manipulation

1/21/2016 Anti-Armenia TeamHacktivist Embassy of Armenia in Egypt92 Public AdministrationUndeterminedDisruptive Message Manipulation

1/21/2016 Anti-Armenia TeamHacktivist Embassy of Armenia in Denmark92 Public AdministrationUndeterminedDisruptive Message Manipulation

1/21/2016 Anti-Armenia TeamHacktivist Embassy of Armenia in the Czech Republic92 Public AdministrationUndeterminedDisruptive Message Manipulation

1/21/2016 Anti-Armenia TeamHacktivist Embassy of Armenia in China92 Public AdministrationUndeterminedDisruptive Message Manipulation

1/21/2016 Anti-Armenia TeamHacktivist Embassy of Armenia in Canada92 Public AdministrationUndeterminedDisruptive Message Manipulation

1/21/2016 Anti-Armenia TeamHacktivist Embassy of Armenia in Bulgaria92 Public AdministrationUndeterminedDisruptive Message Manipulation

1/21/2016 Anti-Armenia TeamHacktivist Embassy of Armenia in Brazil92 Public AdministrationUndeterminedDisruptive Message Manipulation

1/21/2016 Anti-Armenia TeamHacktivist Embassy of Armenia in Belgium92 Public AdministrationUndeterminedDisruptive Message Manipulation

1/21/2016 Anti-Armenia TeamHacktivist Embassy of Armenia in Belarus92 Public AdministrationUndeterminedDisruptive Message Manipulation

1/21/2016 Anti-Armenia TeamHacktivist Embassy of Armenia in Austria92 Public AdministrationUndeterminedDisruptive Message Manipulation

1/21/2016 Anti-Armenia TeamHacktivist Embassy of Armenia in Argentina92 Public AdministrationUndeterminedDisruptive Message Manipulation

1/21/2016 Anti-Armenia TeamHacktivist Official website of the Permanent Mission of Armenia to the organization for Security and Co-operation in Europe (OSCE)92 Public AdministrationUndeterminedDisruptive Message Manipulation

1/21/2016 Anti-Armenia TeamHacktivist Official website of the Permanent Mission of Armenia to the United Nations92 Public AdministrationUndeterminedDisruptive Message Manipulation

1/21/2016 AnonymousHacktivist Hurley Medical Center62 Health Care and Social AssistanceProtest Disruptive External Denial of Service

1/21/2016 Anti-Armenia TeamHacktivist Official website of the Permanent Mission of Armenia in NATO92 Public AdministrationUndeterminedDisruptive Message Manipulation

1/20/2016 UndeterminedCriminal JYP Entertainment jype.com71 Arts, Entertainment, and RecreationUndeterminedDisruptive External Denial of Service

1/20/2016 UndeterminedCriminal Irish National Lottery71 Arts, Entertainment, and RecreationUndeterminedDisruptive External Denial of Service



1/19/2016 UndeterminedCriminal Royal Melbourne Hospital62 Health Care and Social AssistanceUndeterminedDisruptive Internal Denial of Service

1/19/2016 UndeterminedCriminal MSN.com 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of End Hosts

1/19/2016 WKPF Hacktivist Ekonombank 52 Finance and InsuranceUndeterminedDisruptive Message Manipulation

1/19/2016 UndeterminedCriminal Crelan 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

1/19/2016 UndeterminedCriminal FACC 31 ManufacturingFinancial Exploitive Exploitation of Application Server

1/18/2016 UndeterminedCriminal Metropolitan Jewish Health System62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of Application Server

1/18/2016 Islamic State HackerHacktivist Tsinghua University61 Educational ServicesUndeterminedDisruptive Message Manipulation

1/18/2016 UndeterminedCriminal boards.ie 51 InformationUndeterminedDisruptive External Denial of Service

1/18/2016 Fearz Hacktivist John Holdren 92 Public AdministrationUndeterminedMixed Exploitation of Application Server,Message Manipulation,Exploitation of End Hosts

1/16/2016 UndeterminedCriminal State of Michigan Portal michigan.gov92 Public AdministrationUndeterminedDisruptive External Denial of Service

1/16/2016 UndeterminedCriminal Embassy of Russia in Israel92 Public AdministrationUndeterminedDisruptive Message Manipulation

1/16/2016 UndeterminedCriminal pagesjaunesdusenegal.com54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server

1/16/2016 UndeterminedCriminal KickassTorrents 54 Professional, Scientific, and Technical ServicesUndeterminedDisruptive External Denial of Service

1/16/2016 UndeterminedCriminal Boryspil Airport 48 Transportation and WarehousingUndeterminedDisruptive Data Attack

1/15/2016 UndeterminedCriminal Cryptsy 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

1/14/2016 Crackas With AttitudeHacktivist LinkedIn account of Vonna Weir Heaton81 Other Services (except Public Administration)UndeterminedDisruptive Message Manipulation

1/14/2016 Blink Hacker GroupHacktivist Supreme Court of Thailand92 Public AdministrationProtest Exploitive Exploitation of Application Server

1/14/2016 Crackas With AttitudeHacktivist Facebook media account of Vonna Weir Heaton81 Other Services (except Public Administration)UndeterminedDisruptive Message Manipulation

1/14/2016 UndeterminedCriminal Blue Shield of California62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

1/14/2016 UndeterminedCriminal Hokkaido University61 Educational ServicesUndeterminedExploitive Exploitation of Application Server

1/14/2016 bRpsd Undeterminedemkoelektronik.com.tr99 UndeterminedUndeterminedExploitive Exploitation of Application Server

1/13/2016 AnonymousHacktivist nissan.co.jp 31 ManufacturingProtest Disruptive External Denial of Service

1/13/2016 AnonymousHacktivist Hundreds of Thai government websites92 Public AdministrationProtest Disruptive External Denial of Service

1/13/2016 UndeterminedCriminal TaxSlayer 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

1/13/2016 W0rm Criminal Citrix 51 InformationUndeterminedExploitive Exploitation of Application Server

1/13/2016 AnonymousHacktivist nissan-global.com31 ManufacturingProtest Disruptive External Denial of Service

1/11/2016 UndeterminedCriminal Brigham and Women's Hospital62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of Application Server

1/11/2016 UndeterminedCriminal Minesota Court System mncourts.gov92 Public AdministrationUndeterminedDisruptive External Denial of Service

1/11/2016 UndeterminedCriminal faithless.co.uk 71 Arts, Entertainment, and RecreationFinancial Exploitive Exploitation of Application Server

1/11/2016 UndeterminedCriminal Brigham and Women's Faulkner Hospital62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of Application Server

1/11/2016 UndeterminedCriminal TaxAct 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

1/11/2016 Crackas With AttitudeHacktivist Accounts of James Clapper Director of National Intelligence92 Public AdministrationUndeterminedMixed Exploitation of Application Server,Message Manipulation

1/10/2016 UndeterminedCriminal Jeremy Corbyn Twitter Account (@jeremycorbyn)81 Other Services (except Public Administration)UndeterminedDisruptive Message Manipulation

1/10/2016 @ciadotgovUndeterminedmilq.com 54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server

1/10/2016 Fr0mShell Undeterminedo2c.fr 51 InformationUndeterminedExploitive Exploitation of Application Server

1/10/2016 ROR[RG] Criminal LifeSafer 99 UndeterminedFinancial Exploitive Exploitation of Application Server

1/9/2016 UndeterminedCriminal Interxion 51 InformationUndeterminedExploitive Exploitation of Application Server

1/8/2016 IBH (Indian Black Hats)Hacktivist M. Aslam Sons 31 ManufacturingProtest Disruptive Message Manipulation

1/8/2016 IBH (Indian Black Hats)Hacktivist Centre for Pakistan and Gulf Studies81 Other Services (except Public Administration)Protest Disruptive Message Manipulation

1/8/2016 Anonymous (Nigeria)Hacktivist Nigerian Ministry of Justice92 Public AdministrationProtest Disruptive External Denial of Service

1/8/2016 Anonymous (Nigeria)Hacktivist Nigerian Ministry of Foreign Affairs92 Public AdministrationProtest Disruptive External Denial of Service

1/8/2016 Anonymous (Nigeria)Hacktivist Nigerian Ministry of Finance92 Public AdministrationProtest Disruptive External Denial of Service

1/8/2016 IBH (Indian Black Hats)Hacktivist Pakistan Bar Council92 Public AdministrationProtest Disruptive Message Manipulation

1/8/2016 Anonymous (Nigeria)Hacktivist Federal Capital Territory Administration92 Public AdministrationProtest Disruptive External Denial of Service

1/8/2016 UndeterminedCriminal Indian Institute of Management ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¢ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¢'ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¬ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''" Ahmedabad (IIM-A)61 Educational ServicesUndeterminedExploitive Exploitation of Application Server

1/7/2016 @ciadotgovUndeterminedbattlefy.com 54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server

1/7/2016 UndeterminedCriminal Japanese Banks' Customers52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server,Exploitation of End Hosts

1/7/2016 UndeterminedCriminal Time Warner Cable51 InformationFinancial Exploitive Exploitation of End Hosts

1/6/2016 GeNiuS-JorDanHacktivist Republic of Uganda Ministry of Foreign Affairs92 Public AdministrationProtest Disruptive Message Manipulation

1/6/2016 UndeterminedCriminal Forbes 51 InformationUndeterminedExploitive Exploitation of End Hosts

1/5/2016 AnonymousHacktivist Saudi Ombudsman's Office92 Public AdministrationProtest Disruptive External Denial of Service

1/5/2016 AnonymousHacktivist Saudi Ministry of Finance92 Public AdministrationProtest Disruptive External Denial of Service

1/5/2016 AnonymousHacktivist Saudi Customs Service92 Public AdministrationProtest Disruptive External Denial of Service

1/5/2016 AnonymousHacktivist Saudi Press Association92 Public AdministrationProtest Disruptive External Denial of Service

1/5/2016 AnonymousHacktivist Saudi Ministry of Education92 Public AdministrationProtest Disruptive External Denial of Service



1/5/2016 AnonymousHacktivist Saudi Royal Air Force92 Public AdministrationProtest Disruptive External Denial of Service

1/5/2016 AnonymousHacktivist Saudi Ministry of Defense92 Public AdministrationProtest Disruptive External Denial of Service

1/5/2016 AnonymousHacktivist 14 Thailand police websites92 Public AdministrationProtest Disruptive External Denial of Service

1/5/2016 Islamic StateHacktivist Facebook Account of Ruqia Hassan81 Other Services (except Public Administration)UndeterminedDisruptive Message Manipulation

1/5/2016 @ciadotgovUndeterminedallwomenstalk.com54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server

1/5/2016 UndeterminedCriminal Linode 51 InformationUndeterminedExploitive Exploitation of Application Server

1/5/2016 AnonymousHacktivist Saudi General Passports Service92 Public AdministrationProtest Disruptive External Denial of Service

1/5/2016 Ministry of Intelligence and Security (MOIS) (APT 34 OilRig)Nation-StateAI Squared 44 Retail TradePolitical-EspionageExploitive Exploitation of Network Infrastructure

1/4/2016 UndeterminedCriminal Saudi Ministry of Defense moda.gov.sa92 Public AdministrationUndeterminedDisruptive External Denial of Service

1/3/2016 UndeterminedCriminal Unnamed right-wing Christian group81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of Application Server

1/3/2016 Sc0rp!n Att@ck3r from Muslim Cyber ArmyHacktivist Goa University unigoa.ac.in61 Educational ServicesUndeterminedExploitive Exploitation of Application Server

1/2/2016 Turk Hack TeamHacktivist Russian Federation Ministry of Customs92 Public AdministrationUndeterminedDisruptive External Denial of Service

1/2/2016 Turk Hack TeamHacktivist ROSATOM 92 Public AdministrationUndeterminedDisruptive External Denial of Service

1/2/2016 Turk Hack TeamHacktivist Russian Federation Ministry of Construction92 Public AdministrationUndeterminedDisruptive External Denial of Service

1/2/2016 Turk Hack TeamHacktivist Ministry of the Russian Far East Development92 Public AdministrationUndeterminedDisruptive External Denial of Service

1/2/2016 Turk Hack TeamHacktivist The official website of the President of the Islamic Republic of Iran (president.ir)92 Public AdministrationUndeterminedDisruptive External Denial of Service

1/2/2016 Turk Hack TeamHacktivist Ministry of Energy of Iran92 Public AdministrationUndeterminedDisruptive External Denial of Service

1/2/2016 Turk Hack TeamHacktivist Ministry of Foreign Affairs of Iran92 Public AdministrationUndeterminedDisruptive External Denial of Service

1/2/2016 New World Hacktivists (NWH)Hacktivist donaldjtrump.com 81 Other Services (except Public Administration)UndeterminedDisruptive External Denial of Service

1/2/2016 Turk Hack TeamHacktivist Ministry of Information of Iran92 Public AdministrationUndeterminedDisruptive External Denial of Service

12/31/2015 Mexican drug cartelsCriminal US Customs and Border Protection92 Public AdministrationUndeterminedDisruptive Data Attack

12/31/2015 UndeterminedCriminal Cyberoam 51 InformationFinancial Exploitive Exploitation of Application Server

12/31/2015 UndeterminedCriminal BBC 51 InformationUndeterminedDisruptive External Denial of Service

12/31/2015 bRpsd Undeterminedhttp://www.autolet.it42 Wholesale TradeUndeterminedExploitive Exploitation of Application Server

12/30/2015 UndeterminedCriminal http://www.psicamp.it/81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of Application Server

12/30/2015 Mr 4nOnymOus (part of 034th adr355 Cr3w)Hacktivist Kasganj News Portal51 InformationUndeterminedDisruptive Message Manipulation

12/29/2015 UndeterminedCriminal Abby Lee Miller 81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of Application Server,Exploitation of End Hosts

12/29/2015 UndeterminedCriminal Mackenzie Ziegler81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of Application Server,Exploitation of End Hosts

12/29/2015 UndeterminedCriminal Rutgers University61 Educational ServicesUndeterminedDisruptive External Denial of Service

12/29/2015 UndeterminedCriminal Linode 51 InformationUndeterminedDisruptive External Denial of Service

12/28/2015 UndeterminedCriminal http://tunesoman.com/44 Retail TradeUndeterminedExploitive Exploitation of Application Server

12/26/2015 AnonymousHacktivist Ziraat Bank 52 Finance and InsuranceProtest Disruptive External Denial of Service

12/26/2015 AnonymousHacktivist Garanti BBVA 52 Finance and InsuranceProtest Disruptive External Denial of Service

12/26/2015 AnonymousHacktivist Isbank 52 Finance and InsuranceProtest Disruptive External Denial of Service

12/25/2015 Anonymous (Rabaa Team)Hacktivist Costa Rica Ministry of the Environment92 Public AdministrationUndeterminedDisruptive Message Manipulation

12/25/2015 UndeterminedCriminal Steam 51 InformationUndeterminedDisruptive External Denial of Service

12/25/2015 AnonymousHacktivist Asia Pacific Telecommunity (http://www.apt.int/)81 Other Services (except Public Administration)Protest Mixed Exploitation of Application Server,Message Manipulation

12/24/2015 Phantom SquadUndeterminedEA 51 InformationUndeterminedDisruptive External Denial of Service

12/24/2015 UndeterminedCriminal Livestream 51 InformationUndeterminedExploitive Exploitation of Application Server

12/23/2015 GRU Unit 74455 (SANDWORM)UndeterminedPrykarpattiaoblenergo22 Utilities Sabotage Disruptive External Denial of Service,Data Attack,Physical Attack

12/23/2015 UndeterminedCriminal Hyatt Hotels Corporation72 Accommodation and Food ServicesFinancial Exploitive Exploitation of End Hosts

12/23/2015 GRU Unit 74455 (SANDWORM)UndeterminedKyivoblenergo 22 Utilities Sabotage Disruptive External Denial of Service,Data Attack,Physical Attack

12/21/2015 UndeterminedCriminal Sanrio Digital 99 UndeterminedUndeterminedExploitive Exploitation of Application Server

12/21/2015 UndeterminedCriminal Juan Pardinas 81 Other Services (except Public Administration)Political-EspionageExploitive Exploitation of End Hosts

12/19/2015 Monte Melkonian Cyber Army (MMCA)Hacktivist Azerbaijani Ministry of Emergency Situations92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

12/19/2015 Monte Melkonian Cyber Army (MMCA)Hacktivist Azerbaijani Ministry of Labour and Social Protection92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

12/18/2015 Phantom SquadUndeterminedXbox Live 51 InformationUndeterminedDisruptive External Denial of Service

12/17/2015 UndeterminedCriminal Landry's 72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Sensors

12/17/2015 UndeterminedCriminal NIC.tr 51 InformationSabotage Disruptive External Denial of Service

12/17/2015 UndeterminedCriminal Juniper Networks 51 InformationUndeterminedExploitive Exploitation of Application Server,Exploitation of Data in Transit

12/16/2015 UndeterminedCriminal City of Boston 92 Public AdministrationUndeterminedDisruptive External Denial of Service

12/16/2015 C0d3c1t4d3lUndeterminedhttp://keepyourlinks.com/54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server

12/15/2015 UndeterminedCriminal Swiss Cleaners 81 Other Services (except Public Administration)Financial Exploitive Exploitation of Sensors

12/14/2015 g0tchack Criminal City of Providence (https://www.providenceri.com/)92 Public AdministrationFinancial Exploitive Exploitation of Application Server

12/14/2015 Islamic Cyber ArmyTerrorist Military officials in France92 Public AdministrationUndeterminedExploitive Exploitation of Application Server



12/14/2015 AnonymousHacktivist European Space Agency92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

12/14/2015 Islamic Cyber ArmyTerrorist Military officials in the US92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

12/14/2015 ProjectDumpUndeterminedhttp://www.bluebooktrader.com/44 Retail TradeUndeterminedExploitive Exploitation of Application Server

12/14/2015 Armada CollectiveCriminal Moonfruit 51 InformationFinancial Disruptive External Denial of Service

12/14/2015 UndeterminedCriminal Comcast 51 InformationFinancial Exploitive Exploitation of End Hosts

12/12/2015 AnonymousHacktivist Trump Tower New York53 Real Estate and Rental and LeasingProtest Disruptive External Denial of Service

12/11/2015 UndeterminedCriminal Danish Parliament92 Public AdministrationUndeterminedDisruptive External Denial of Service

12/11/2015 UndeterminedCriminal Glorious Leader! 51 InformationUndeterminedDisruptive Data Attack

12/11/2015 UndeterminedCriminal The Guardian 51 InformationFinancial Exploitive Exploitation of End Hosts

12/11/2015 UndeterminedCriminal Easily 51 InformationUndeterminedExploitive Exploitation of Application Server

12/10/2015 AnonymousHacktivist Japanese Prime Minister92 Public AdministrationProtest Disruptive External Denial of Service

12/10/2015 UndeterminedCriminal Swedish House Mafia Facebook Page71 Arts, Entertainment, and RecreationUndeterminedDisruptive Message Manipulation

12/9/2015 UndeterminedCriminal Elephant Bar 72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Sensors

12/9/2015 UndeterminedCriminal Cricket South Africa Facebook Page71 Arts, Entertainment, and RecreationUndeterminedDisruptive Message Manipulation

12/9/2015 UndeterminedCriminal Middlesex Hospital62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of End Hosts

12/9/2015 UndeterminedCriminal DNS root rervers 51 InformationUndeterminedDisruptive External Denial of Service

12/8/2015 UndeterminedCriminal Nexus Mods 51 InformationUndeterminedExploitive Exploitation of Application Server

12/8/2015 UndeterminedCriminal Pakistani Journalist Hamid Mir81 Other Services (except Public Administration)Personal AttackDisruptive Message Manipulation

12/7/2015 UndeterminedCriminal Janet 61 Educational ServicesUndeterminedDisruptive External Denial of Service

12/7/2015 UndeterminedCriminal Kalahari Resorts 72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Sensors

12/7/2015 UndeterminedCriminal Jim Ross 81 Other Services (except Public Administration)UndeterminedDisruptive Message Manipulation

12/7/2015 Smitt3nz AKA RubberUndeterminedInternet Game Cars Database51 InformationUndeterminedExploitive Exploitation of Application Server

12/7/2015 Smitt3nz AKA RubberUndeterminedhttp://www.the-athenaeum.org54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server

12/7/2015 GrenXPaRTaUndeterminedhttp://www.befriending.co.uk62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of Application Server

12/7/2015 UndeterminedCriminal DailyMotion 51 InformationUndeterminedExploitive Exploitation of End Hosts

12/7/2015 Smitt3nz AKA RubberUndeterminedhttp://artrookie.co.uk51 InformationUndeterminedExploitive Exploitation of Application Server

12/4/2015 AnonymousHacktivist Royal Thai Police 92 Public AdministrationProtest Exploitive Exploitation of Application Server

12/4/2015 UndeterminedCriminal JD Wetherspoon 72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Application Server

12/4/2015 ap3x h4x0rUndeterminedhttp://saifa.ir/ 44 Retail TradeUndeterminedExploitive Exploitation of Application Server

12/3/2015 UndeterminedCriminal TuneCore 51 InformationUndeterminedExploitive Exploitation of Application Server

12/2/2015 AnonymousHacktivist Meta-Fusion GmbH51 InformationProtest Exploitive Exploitation of Application Server

12/1/2015 UndeterminedCriminal Australian Bureau of Meteorology92 Public AdministrationUndeterminedExploitive Exploitation of Application Server,Exploitation of End Hosts

12/1/2015 Muslim Electronic ArmyHacktivist The Barbados Advocate51 InformationUndeterminedDisruptive Message Manipulation

11/30/2015 AnonymousHacktivist Iceland government92 Public AdministrationProtest Disruptive External Denial of Service

11/30/2015 AnonymousHacktivist United Nations Framework Convention on Climate Change92 Public AdministrationProtest Exploitive Exploitation of Application Server

11/28/2015 Team System DZHacktivist Richland County Recycling92 Public AdministrationUndeterminedDisruptive Message Manipulation

11/28/2015 Team System DZHacktivist Richland County Emergency Management92 Public AdministrationUndeterminedDisruptive Message Manipulation

11/28/2015 Pakistani Cyber AttackersHacktivist Jabalpur Police 92 Public AdministrationUndeterminedDisruptive Message Manipulation

11/28/2015 Team System DZHacktivist Richland County Veterans Service Office92 Public AdministrationUndeterminedDisruptive Message Manipulation

11/28/2015 UndeterminedCriminal VTech 99 UndeterminedUndeterminedExploitive Exploitation of Application Server

11/27/2015 Multiple Pakistani hacking groupsHacktivist Central Bank of India52 Finance and InsuranceUndeterminedDisruptive Message Manipulation

11/27/2015 UndeterminedCriminal Hungryhouse 51 InformationUndeterminedExploitive Exploitation of Application Server

11/26/2015 Indian hackersHacktivist Lashkar-e-Taiba 81 Other Services (except Public Administration)Protest Disruptive Message Manipulation

11/25/2015 Turk Hack TeamHacktivist Russian Central Bank (http://www.cbr.ru)52 Finance and InsuranceUndeterminedDisruptive External Denial of Service

11/25/2015 Hacker BubaCriminal Invest Bank 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

11/23/2015 UndeterminedCriminal Gigi Hadid 71 Arts, Entertainment, and RecreationFinancial Exploitive Exploitation of End Hosts

11/23/2015 UndeterminedCriminal Pearson VUE 61 Educational ServicesUndeterminedExploitive Exploitation of Application Server

11/23/2015 RyanDa1338Undeterminedhttp://www.hortinews.co.ke/51 InformationUndeterminedExploitive Exploitation of Application Server

11/22/2015 UndeterminedCriminal Linux Australia 81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of Application Server

11/21/2015 AnonymousHacktivist Japan Health, Labor and Welfare Ministry92 Public AdministrationUndeterminedDisruptive External Denial of Service

11/21/2015 NetPirates AKA @TheNetShipUndeterminedhttp://www.dhiqar.net/81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of Application Server

11/20/2015 UndeterminedCriminal Starwood Hotels & Resorts72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Sensors

11/18/2015 AnonymousHacktivist Islamic State Twitter accounts81 Other Services (except Public Administration)UndeterminedDisruptive Message Manipulation

11/18/2015 AnonymousHacktivist Isdarat 81 Other Services (except Public Administration)UndeterminedDisruptive Message Manipulation

11/18/2015 UndeterminedCriminal Landesk 51 InformationUndeterminedExploitive Exploitation of Application Server



11/17/2015 UndeterminedCriminal http://www.friendshipkey.com/81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of Application Server

11/17/2015 UndeterminedCriminal http://www.trampolining-online.co.uk/44 Retail TradeUndeterminedExploitive Exploitation of Application Server

11/15/2015 UndeterminedCriminal Noble House Hotels and Resorts72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Sensors

11/15/2015 UndeterminedCriminal Fashion to Figure (http://www.fashiontofigure.com)44 Retail TradeUndeterminedExploitive Exploitation of Application Server

11/13/2015 UndeterminedCriminal Brazilian Army 92 Public AdministrationProtest Exploitive Exploitation of Application Server

11/13/2015 UndeterminedCriminal Graham Cluley Blog51 InformationPersonal AttackDisruptive External Denial of Service

11/12/2015 UndeterminedCriminal Korea Advanced Institute of Science Technology61 Educational ServicesFinancial Exploitive Exploitation of Sensors

11/11/2015 Fallaga TeamHacktivist Jewish Free School61 Educational ServicesProtest Disruptive Message Manipulation

11/11/2015 UndeterminedCriminal Securus Technologies51 InformationUndeterminedExploitive Exploitation of Application Server

11/11/2015 Buhtrap Criminal Ammyy 51 InformationFinancial Exploitive Exploitation of End Hosts

11/11/2015 Orion Criminal Comcast 51 InformationFinancial Exploitive Exploitation of Application Server

11/11/2015 A. S. A. L. A.Hacktivist Mortgage Fund sub-domain of the Azerbaijan Central Bank52 Finance and InsuranceUndeterminedMixed Exploitation of Application Server,Message Manipulation

11/10/2015 UndeterminedCriminal TAFE Queensland61 Educational ServicesUndeterminedExploitive Exploitation of Application Server

11/10/2015 UndeterminedCriminal Spotify 51 InformationUndeterminedExploitive Exploitation of Application Server

11/10/2015 Eggfather Undeterminedhttp://www.mwcboard.com/51 InformationUndeterminedExploitive Exploitation of Application Server

11/10/2015 Eggfather Undeterminedhttp://www.c4forums.com51 InformationUndeterminedExploitive Exploitation of Application Server

11/10/2015 Eggfather Undeterminedhttp://forum.chumpcar.com51 InformationUndeterminedExploitive Exploitation of Application Server

11/10/2015 Eggfather Undeterminedhttp://engineerboards.com51 InformationUndeterminedExploitive Exploitation of Application Server

11/10/2015 Armada CollectiveCriminal Neomailbox 51 InformationFinancial Disruptive External Denial of Service

11/9/2015 UndeterminedCriminal UK Parliament 92 Public AdministrationFinancial Exploitive Exploitation of Application Server

11/9/2015 UndeterminedCriminal XAT (http://xat.com)51 InformationUndeterminedExploitive Exploitation of Application Server

11/9/2015 UndeterminedCriminal Hushmail 51 InformationFinancial Disruptive External Denial of Service

11/9/2015 UndeterminedCriminal Fastmail 51 InformationFinancial Disruptive External Denial of Service

11/9/2015 His Royal GingernessHobbyist Norwich International Airport (https://www.norwichairport.co.uk)48 Transportation and WarehousingUndeterminedExploitive Exploitation of Application Server

11/8/2015 KelvinSecTeamUndeterminedAviacion Militar Bolivariana92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

11/8/2015 UndeterminedCriminal Haaretz 51 InformationProtest Disruptive Message Manipulation

11/6/2015 CocaineSecurityCriminal Swedbank 52 Finance and InsuranceFinancial Disruptive External Denial of Service

11/6/2015 Islamic Revolutionary Guard Corps (APT 35 Charming Kitten)Nation-StateObama Administration officials92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

11/6/2015 Crackas With AttitudeHacktivist Joint Automated Booking System92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

11/6/2015 AnonymousHacktivist Ku Klux Klan 81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of Application Server

11/6/2015 UndeterminedCriminal Touchnote 51 InformationUndeterminedExploitive Exploitation of Application Server

11/6/2015 Eggfather Undeterminedhttp://www.sikhawareness.com/51 InformationUndeterminedExploitive Exploitation of Application Server

11/6/2015 Eggfather Undeterminedhttp://www.lonestarspeedzone.com51 InformationUndeterminedExploitive Exploitation of Application Server

11/6/2015 Eggfather Undeterminedhttp://www.islandermania.com51 InformationUndeterminedExploitive Exploitation of Application Server

11/6/2015 Eggfather Undeterminedhttp://pixarra.com/ 51 InformationUndeterminedExploitive Exploitation of Application Server

11/5/2015 UndeterminedCriminal Four Winds Casino Resort72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Sensors

11/5/2015 UndeterminedCriminal Interstitial Cystitis Network (www.ic-network.com)62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

11/5/2015 UndeterminedCriminal Runbox 51 InformationFinancial Disruptive External Denial of Service

11/5/2015 Armada CollectiveCriminal ProtonMail 51 InformationFinancial Disruptive External Denial of Service

11/4/2015 UndeterminedCriminal Zoho 51 InformationUndeterminedDisruptive External Denial of Service

11/4/2015 UndeterminedCriminal ShowTix4U 56 Administrative and Support and Waste Management and Remediation ServicesUndeterminedExploitive Exploitation of Application Server

11/4/2015 Armada CollectiveCriminal VFEmail 51 InformationFinancial Disruptive External Denial of Service

11/3/2015 UndeterminedCriminal Salt Lake City School District61 Educational ServicesUndeterminedDisruptive External Denial of Service

11/3/2015 Smitt3nz AKA RubberUndeterminedhttp://library.killersites.com51 InformationUndeterminedExploitive Exploitation of Application Server

11/3/2015 Smitt3nz AKA RubberUndeterminedchromeplay.com 51 InformationUndeterminedExploitive Exploitation of Application Server

11/2/2015 Anonsec Hacktivist Israel Missile Defense Association81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of Application Server

11/1/2015 Coldzer0 Hobbyist Vbulletin 51 InformationUndeterminedExploitive Exploitation of Application Server

11/1/2015 Coldzer0 Hobbyist Foxit Software 54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server

11/1/2015 Stealth FalconNation-StateRori Donaghy 81 Other Services (except Public Administration)Political-EspionageExploitive Exploitation of End Hosts

10/31/2015 VirushackerHacktivist Anandamohan College61 Educational ServicesUndeterminedDisruptive Message Manipulation

10/31/2015 VirushackerHacktivist Maharaja Mahnindra College61 Educational ServicesUndeterminedDisruptive Message Manipulation

10/31/2015 VirushackerHacktivist Ram Mohan College61 Educational ServicesUndeterminedDisruptive Message Manipulation

10/31/2015 Photon AKA @PhotonicProtonUndeterminedhttp://www.mac-torrents.com/51 InformationUndeterminedExploitive Exploitation of Application Server

10/30/2015 UndeterminedCriminal http://ads.thaimisc.com44 Retail TradeUndeterminedExploitive Exploitation of Application Server

10/30/2015 UndeterminedCriminal http://pukpik.com/ 44 Retail TradeUndeterminedExploitive Exploitation of Application Server



10/30/2015 mr.nsaany Undeterminedhttp://forums.phpfreaks.com51 InformationUndeterminedExploitive Exploitation of Application Server

10/30/2015 UndeterminedCriminal http://thaiind.com/ 44 Retail TradeUndeterminedExploitive Exploitation of Application Server

10/29/2015 NetherlandsMoDzUndeterminedhttp://asialawhouse.com/44 Retail TradeUndeterminedExploitive Exploitation of Application Server,External Denial of Service

10/29/2015 KelvinSecTeamUndeterminedVenezuelan Education Ministry92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

10/28/2015 AnonymousHacktivist National Agriculture Library92 Public AdministrationProtest Exploitive Exploitation of Application Server

10/28/2015 UndeterminedCriminal 000Webhost.com 51 InformationUndeterminedExploitive Exploitation of Application Server

10/28/2015 UndeterminedCriminal British Gas 22 Utilities UndeterminedExploitive Exploitation of Application Server

10/26/2015 National Security AgencyNation-StateGerman Unit of the Federal Chancellery92 Public AdministrationUndeterminedExploitive Exploitation of End Hosts

10/26/2015 UndeterminedCriminal Emergence Health Network62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of Application Server

10/26/2015 UndeterminedCriminal Wichita Public Schools61 Educational ServicesUndeterminedExploitive Exploitation of Application Server

10/25/2015 Anonymous (Lebanon)Hacktivist Lebanon Government Website92 Public AdministrationProtest Disruptive Message Manipulation

10/25/2015 UndeterminedCriminal https://www.amzreviewtrader.com/54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server

10/25/2015 AnonymousHacktivist CAT Telecom Pcl (http://www.cattelecom.com)51 InformationProtest Exploitive Exploitation of Application Server

10/24/2015 Anonymous (R4BIA TEAM)Hacktivist National Planning Institute81 Other Services (except Public Administration)Protest Disruptive Message Manipulation

10/24/2015 Anonymous (R4BIA TEAM)Hacktivist Egyptian Observatory92 Public AdministrationProtest Disruptive Message Manipulation

10/24/2015 Anonymous (R4BIA TEAM)Hacktivist Egypt Information portal92 Public AdministrationProtest Disruptive Message Manipulation

10/24/2015 Anonymous (R4BIA TEAM)Hacktivist Center for Information and Decision Support92 Public AdministrationProtest Disruptive Message Manipulation

10/24/2015 Anonymous (R4BIA TEAM)Hacktivist Egyptian Supreme Council of the Press92 Public AdministrationProtest Disruptive Message Manipulation

10/24/2015 Anonymous (R4BIA TEAM)Hacktivist Egyptian Ministry of Planning92 Public AdministrationProtest Disruptive Message Manipulation

10/24/2015 Anonymous (R4BIA TEAM)Hacktivist Egyptian Ministry of Tourism92 Public AdministrationProtest Disruptive Message Manipulation

10/24/2015 Anonymous (R4BIA TEAM)Hacktivist Cabinet Decision Support Center92 Public AdministrationProtest Disruptive Message Manipulation

10/24/2015 Anonymous (R4BIA TEAM)Hacktivist Website of the Egyptian President92 Public AdministrationProtest Disruptive Message Manipulation

10/24/2015 Fallaga TeamHacktivist Film Federation of India (http://www.filmfed.org/)81 Other Services (except Public Administration)Protest Disruptive Message Manipulation

10/23/2015 UndeterminedCriminal Essex Police 92 Public AdministrationUndeterminedDisruptive Message Manipulation

10/23/2015 UndeterminedCriminal TalkTalk 51 InformationUndeterminedExploitive Exploitation of Application Server

10/22/2015 GRU 85th Main Special Service Center (Unit 26165) (FANCYBEAR)Nation-StateDutch Safety Board92 Public AdministrationPolitical-EspionageExploitive Exploitation of Application Server

10/21/2015 Amped Attacks AKA sgtbilko420Hacktivist Steven Harper 81 Other Services (except Public Administration)Protest Disruptive External Denial of Service

10/21/2015 Amped Attacks AKA sgtbilko420Hacktivist Islamic State-linked site81 Other Services (except Public Administration)Protest Disruptive External Denial of Service

10/21/2015 Amped Attacks AKA sgtbilko420Hacktivist Westboro Baptist Church81 Other Services (except Public Administration)Protest Disruptive External Denial of Service

10/21/2015 NGB 3rd Technical Surveillance BureauNation-StateBlue House 92 Public AdministrationPolitical-EspionageExploitive Exploitation of Application Server

10/21/2015 Amped Attacks AKA sgtbilko420Hacktivist Ku Klux Klan 81 Other Services (except Public Administration)Protest Disruptive External Denial of Service

10/21/2015 UndeterminedCriminal EyeBuyDirect 44 Retail TradeFinancial Exploitive Exploitation of Application Server

10/20/2015 Team Pak Cyber ExpertsHacktivist Passport Office Kolkata92 Public AdministrationProtest Disruptive Message Manipulation

10/20/2015 ph1k3 Undeterminedhttp://www.gobol.in/51 InformationUndeterminedExploitive Exploitation of Application Server

10/20/2015 NGB 3rd Technical Surveillance BureauNation-StateSouth Korean Defense Ministry92 Public AdministrationPolitical-EspionageExploitive Exploitation of End Hosts

10/20/2015 NGB 3rd Technical Surveillance BureauNation-StateSouth Korean Foreign Ministry92 Public AdministrationPolitical-EspionageExploitive Exploitation of End Hosts

10/20/2015 NGB 3rd Technical Surveillance BureauNation-StateSouth Korean National Assembly92 Public AdministrationPolitical-EspionageExploitive Exploitation of End Hosts

10/18/2015 AnonymousHacktivist Chubu Centrair International Airport48 Transportation and WarehousingProtest Disruptive External Denial of Service

10/18/2015 Crackas With AttitudeHacktivist John Brennan 92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

10/18/2015 AnonymousHacktivist Narita International Airport48 Transportation and WarehousingProtest Disruptive External Denial of Service

10/16/2015 UndeterminedCriminal Woods Hole Oceanographic Institution81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of Application Server

10/16/2015 UndeterminedCriminal Peppermill Resort Spa Casino72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Sensors

10/16/2015 UndeterminedCriminal Yellowfront Grocery44 Retail TradeFinancial Exploitive Exploitation of Sensors

10/15/2015 UndeterminedCriminal Permanent Court of Arbitration in The Hague92 Public AdministrationPolitical-EspionageExploitive Exploitation of Application Server,Exploitation of End Hosts

10/15/2015 UndeterminedCriminal EA 51 InformationUndeterminedExploitive Exploitation of Application Server

10/15/2015 Abdellah ElmaghribiHacktivist Adult Magazine (http://adult-mag.com/)51 InformationProtest Disruptive Message Manipulation

10/14/2015 Anonymous (Belgium)Hacktivist Federal Public Service of the Interior92 Public AdministrationProtest Disruptive External Denial of Service

10/14/2015 @HTGzSecurityUndeterminedRoyal Institution of Chartered Surveyors81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of Application Server

10/14/2015 Anonymous (Belgium)Hacktivist Parliament of the Brussels-Capital Region92 Public AdministrationProtest Disruptive External Denial of Service

10/14/2015 Anonymous (Belgium)Hacktivist Official website the Belgian Prime Minister92 Public AdministrationProtest Disruptive External Denial of Service

10/13/2015 UndeterminedCriminal Daily Mail 51 InformationFinancial Mixed Data Attack,Exploitation of End Host

10/13/2015 Kuroi'SH UndeterminedUniformed Services University (https://www.usuhs.mil)92 Public AdministrationUndeterminedMixed Exploitation of Application Server,Message Manipulation

10/12/2015 UndeterminedCriminal America's Thrift Stores81 Other Services (except Public Administration)Financial Exploitive Exploitation of Application Server

10/9/2015 Sally-Anne Jones (Umm Hussain Britaniya)Terrorist Navy SEAL Rob O'Neill81 Other Services (except Public Administration)Personal AttackExploitive Exploitation of End Hosts

10/9/2015 Sally-Anne Jones (Umm Hussain Britaniya)Terrorist Army Sgt. Dillard Johnson81 Other Services (except Public Administration)Personal AttackExploitive Exploitation of End Hosts



10/9/2015 UndeterminedCriminal Dow Jones & Co. 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

10/9/2015 ComcastkidsUndeterminedhttp://shopatsullivan.com44 Retail TradeUndeterminedExploitive Exploitation of Application Server

10/8/2015 UndeterminedCriminal Matthew Craig (matthdgamer)81 Other Services (except Public Administration)Financial Mixed Data Attack,Exploitation of Application Server

10/8/2015 UndeterminedCriminal Bateson87 81 Other Services (except Public Administration)Financial Mixed Data Attack,Exploitation of Application Server

10/8/2015 UndeterminedCriminal Nick28T 81 Other Services (except Public Administration)Financial Mixed Data Attack,Exploitation of Application Server

10/8/2015 UndeterminedCriminal Nepenthez 81 Other Services (except Public Administration)Financial Mixed Data Attack,Exploitation of Application Server

10/8/2015 UndeterminedCriminal W2S 81 Other Services (except Public Administration)Financial Mixed Data Attack,Exploitation of Application Server

10/8/2015 sup3rm4n; j0shua3wHacktivist Brazilian Institute of Research and Development in Astronomy, Geophysics and Metrology of Time and Frequency92 Public AdministrationUndeterminedDisruptive Message Manipulation

10/8/2015 UndeterminedCriminal AnesonGib 81 Other Services (except Public Administration)Financial Mixed Data Attack,Exploitation of Application Server

10/7/2015 Ministry of State Security's (MSS) (APT19)Nation-StateLoopPay 52 Finance and InsurancePolitical-EspionageExploitive Exploitation of Application Server

10/6/2015 UndeterminedCriminal Kennebec County Phone System92 Public AdministrationUndeterminedDisruptive External Denial of Service

10/6/2015 Th3 Ap3x UndeterminedWindsor University School of Medicine61 Educational ServicesUndeterminedExploitive Exploitation of Application Server

10/5/2015 UndeterminedCriminal FXCM 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

10/5/2015 AnoncodersHacktivist Radio Tel Aviv (http://102fm.co.il/)51 InformationUndeterminedDisruptive Message Manipulation

10/5/2015 NetPirates AKA @TheNetShipUndeterminedhttp://www.bharatlaws.com/51 InformationUndeterminedExploitive Exploitation of Application Server

10/5/2015 NGB 3rd Technical Surveillance BureauNation-StateSeoul Subway System48 Transportation and WarehousingUndeterminedExploitive Exploitation of Application Server,Exploitation of End Hosts

10/5/2015 SVR (COZYBEAR)Nation-StateThe Islam Channel51 InformationSabotage Disruptive Physical Attack

10/3/2015 Hell Shield HackersHacktivist Municipal Services Program Khyber Pakhtunkhwa92 Public AdministrationUndeterminedDisruptive Message Manipulation

10/2/2015 UndeterminedCriminal David Jones 44 Retail TradeUndeterminedExploitive Exploitation of Application Server

10/1/2015 UndeterminedCriminal American Bankers Association81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of Application Server

10/1/2015 SuperExtremeShitpostingTeamUndeterminedPatreon 52 Finance and InsuranceUndeterminedExploitive Exploitation of Application Server

10/1/2015 UndeterminedCriminal T-Mobile US (via Experian)51 InformationUndeterminedExploitive Exploitation of Application Server

10/1/2015 UndeterminedCriminal Karla Micheel Salas81 Other Services (except Public Administration)Political-EspionageExploitive Exploitation of End Hosts

9/30/2015 Exfocus Criminal Rutgers University61 Educational ServicesFinancial Disruptive External Denial of Service

9/30/2015 KelvinSecTeamUndeterminedSeniat 92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

9/30/2015 UndeterminedCriminal Trump Hotel Collection72 Accommodation and Food ServicesFinancial Exploitive Exploitation of End Hosts

9/30/2015 0x0D1337 Undetermineddutchwow.com 51 InformationUndeterminedExploitive Exploitation of Application Server

9/30/2015 UndeterminedCriminal Kmart 44 Retail TradeUndeterminedExploitive Exploitation of Application Server

9/28/2015 Ghost ItalyHacktivist Banca Intesa 52 Finance and InsuranceProtest Mixed Exploitation of Application Server,Message Manipulation

9/28/2015 Ghost ItalyHacktivist Unipol Banca 52 Finance and InsuranceProtest Mixed Exploitation of Application Server,Message Manipulation

9/27/2015 Team Pak Cyber AttackerUndeterminedKerala Government Website92 Public AdministrationUndeterminedDisruptive Message Manipulation

9/27/2015 UndeterminedCriminal University of Calgary61 Educational ServicesFinancial Mixed Data Attack,Exploitation of Application Server

9/27/2015 UndeterminedCriminal The Big Blue Bus 48 Transportation and WarehousingUndeterminedExploitive Exploitation of Application Server

9/26/2015 AnonymousHacktivist Canadian Department of Foreign Affairs92 Public AdministrationProtest Exploitive Exploitation of Application Server

9/25/2015 UndeterminedCriminal Hilton Hotel 72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Sensors

9/25/2015 UndeterminedCriminal North Oldham High School61 Educational ServicesUndeterminedExploitive Exploitation of End Hosts

9/25/2015 UndeterminedCriminal http://www.padlocks4less.com/42 Wholesale TradeFinancial Exploitive Exploitation of Application Server

9/25/2015 UndeterminedCriminal David PeÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â±a81 Other Services (except Public Administration)Political-EspionageExploitive Exploitation of End Hosts

9/24/2015 UndeterminedCriminal 8chan 51 InformationUndeterminedDisruptive External Denial of Service

9/24/2015 UndeterminedCriminal 4chan 51 InformationUndeterminedDisruptive External Denial of Service

9/24/2015 UndeterminedCriminal Imgur 51 InformationUndeterminedDisruptive Internal Denial of Service

9/24/2015 NetPirates AKA @TheNetShipUndeterminedDressCloud 44 Retail TradeUndeterminedExploitive Exploitation of Application Server

9/22/2015 AnonymousHacktivist Philippines' National Telecom Commission92 Public AdministrationUndeterminedDisruptive Message Manipulation

9/22/2015 UndeterminedCriminal realtor.com 53 Real Estate and Rental and LeasingUndeterminedExploitive Exploitation of Application Server,Exploitation of End Hosts

9/22/2015 Hack for TrumpCriminal Fidelity Group (http://www.fidelitygroup.com/)52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

9/21/2015 UndeterminedCriminal Association of Professional Engineers and Geoscientists81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of Application Server

9/19/2015 W0rm Criminal Monopoly (hacking crew)51 InformationFinancial Exploitive Exploitation of Application Server

9/18/2015 UndeterminedCriminal Inktank 51 InformationUndeterminedExploitive Exploitation of Application Server

9/18/2015 AnonymousHacktivist The Almanac 51 InformationProtest Disruptive Message Manipulation

9/18/2015 AnonymousHacktivist Pleasanton Weekly51 InformationProtest Disruptive Message Manipulation

9/18/2015 AnonymousHacktivist Mountain View Voice51 InformationProtest Disruptive Message Manipulation

9/18/2015 AnonymousHacktivist Palo Alto Weekly 51 InformationProtest Disruptive Message Manipulation

9/18/2015 UndeterminedCriminal Ceph 51 InformationUndeterminedExploitive Exploitation of Application Server

9/18/2015 ElliotAldersonUndeterminedhttp://asankadr.az 56 Administrative and Support and Waste Management and Remediation ServicesUndeterminedExploitive Exploitation of Application Server

9/18/2015 AnonymousHacktivist Embarcadero Media Group51 InformationProtest Disruptive Message Manipulation



9/18/2015 Horux Criminal Kettering General Hospital62 Health Care and Social AssistanceUndeterminedMixed Exploitation of Application Server,Message Manipulation

9/16/2015 UndeterminedCriminal Oakland Family Services81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of Application Server

9/16/2015 NetPirates AKA @TheNetShipUndeterminedMalabar Institute of Medical Sciences61 Educational ServicesUndeterminedExploitive Exploitation of Application Server

9/15/2015 UndeterminedCriminal Cryptome 81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of End Hosts

9/15/2015 UndeterminedCriminal Milestone Hospitality Management72 Accommodation and Food ServicesFinancial Exploitive Exploitation of End Hosts

9/15/2015 UndeterminedCriminal Forbes 51 InformationUndeterminedExploitive Exploitation of End Hosts

9/14/2015 UndeterminedCriminal The Kremlin 92 Public AdministrationUndeterminedDisruptive External Denial of Service

9/13/2015 Kyfx UndeterminedKumoh National Institute of Technology61 Educational ServicesUndeterminedExploitive Exploitation of Application Server

9/11/2015 Islamic StateHacktivist UK Cabinet Ministers92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

9/11/2015 UndeterminedCriminal Penrith High School61 Educational ServicesUndeterminedExploitive Exploitation of Application Server

9/11/2015 Cyber-71 Hacktivist Dhaka University 61 Educational ServicesProtest Disruptive Message Manipulation

9/10/2015 UndeterminedCriminal Excellus BlueCross BlueShield52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

9/8/2015 UndeterminedCriminal The Pentagon 92 Public AdministrationFinancial Exploitive Exploitation of Application Server

9/8/2015 UndeterminedCriminal Mohu 42 Wholesale TradeFinancial Exploitive Exploitation of Application Server

9/4/2015 Smitt3nz AKA RubberUndeterminedhttp://www.goudpelli.com81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of Application Server

9/4/2015 Smitt3nz AKA RubberUndeterminedhttp://www.vivahamytri.com81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of Application Server

9/4/2015 Smitt3nz AKA RubberUndeterminedhttp://www.srirasthu.in81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of Application Server

9/4/2015 Smitt3nz AKA RubberUndeterminedhttp://ssamb.com 81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of Application Server

9/4/2015 Smitt3nz AKA RubberUndeterminedhttp://www.svmarriageslinks.com81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of Application Server

9/4/2015 Smitt3nz AKA RubberUndeterminedhttp://www.madigapelli.com81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of Application Server

9/4/2015 Smitt3nz AKA RubberUndeterminedhttp://mudirajpelli.com81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of Application Server

9/4/2015 Smitt3nz AKA RubberUndeterminedhttp://thotamarriagelines.com81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of Application Server

9/4/2015 @n0w1337Hobbyist Essex Police 92 Public AdministrationUndeterminedDisruptive External Denial of Service

9/4/2015 UndeterminedCriminal Mozilla Bugzilla 81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of Application Server

9/4/2015 UndeterminedCriminal The University of New South Wales61 Educational ServicesUndeterminedDisruptive Message Manipulation

9/4/2015 Smitt3nz AKA RubberUndeterminedhttp://malapelli.com81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of Application Server

9/3/2015 @n0w1337Hobbyist Manchester Airport92 Public AdministrationUndeterminedDisruptive External Denial of Service

9/3/2015 Prince AKA @n0w1337Hobbyist Greater Manchester Police92 Public AdministrationUndeterminedDisruptive External Denial of Service

9/3/2015 Elite Islamic State HackersHacktivist Wayne County Board of Education61 Educational ServicesUndeterminedDisruptive Message Manipulation

9/3/2015 UndeterminedCriminal Hawaii First Federal Credit Union52 Finance and InsuranceUndeterminedExploitive Exploitation of Application Server

9/3/2015 ConnectingFriend; KheXan rOotUndeterminedhttp://www.askmebazaar.com51 InformationUndeterminedExploitive Exploitation of Application Server

9/1/2015 Lizard SquadUndeterminedUK National Crime Agency92 Public AdministrationUndeterminedDisruptive External Denial of Service

9/1/2015 UndeterminedCriminal Brunswick Hotel & Tavern72 Accommodation and Food ServicesFinancial Exploitive Exploitation of End Hosts

8/31/2015 UndeterminedCriminal Marion Bowman 81 Other Services (except Public Administration)Political-EspionageExploitive Exploitation of End Hosts

8/30/2015 UndeterminedCriminal Emilio Aristegui 81 Other Services (except Public Administration)Political-EspionageExploitive Exploitation of End Hosts

8/29/2015 UndeterminedCriminal Utah Food Bank 81 Other Services (except Public Administration)Financial Exploitive Exploitation of Application Server

8/29/2015 UndeterminedCriminal Michigan Catholic Conference81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of Application Server

8/28/2015 NetPirates AKA @TheNetShipUndeterminedhttp://www.ecaytrade.com/51 InformationUndeterminedExploitive Exploitation of Application Server

8/27/2015 UndeterminedCriminal mumsnet 51 InformationUndeterminedDisruptive External Denial of Service

8/26/2015 MoroccanwolfHacktivist UK National Health Service62 Health Care and Social AssistanceProtest Disruptive Message Manipulation

8/25/2015 UndeterminedCriminal GitHub 51 InformationUndeterminedDisruptive External Denial of Service

8/24/2015 UndeterminedCriminal Totally Promotional54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

8/23/2015 JM511 UndeterminedNorthern Illinois University61 Educational ServicesUndeterminedExploitive Exploitation of Application Server

8/23/2015 JM511 UndeterminedDePaul University 61 Educational ServicesUndeterminedExploitive Exploitation of Application Server

8/23/2015 JM511 UndeterminedUniversity of Minnesota61 Educational ServicesUndeterminedExploitive Exploitation of Application Server

8/23/2015 JM511 UndeterminedWestern Governor's University61 Educational ServicesUndeterminedExploitive Exploitation of Application Server

8/23/2015 Mr.Xpr! Hacktivist Royal Saudi Air Force92 Public AdministrationUndeterminedDisruptive Message Manipulation

8/23/2015 Pinoy LulzSec; Elite Cyber Security; MCA and PHU DDOS SquadHacktivist Philippine Bureau of Customs92 Public AdministrationProtest Disruptive External Denial of Service

8/23/2015 JM511 UndeterminedUniversity of California at Los Angeles61 Educational ServicesUndeterminedExploitive Exploitation of Application Server

8/23/2015 JM511 UndeterminedAuto Zone 44 Retail TradeUndeterminedExploitive Exploitation of Application Server

8/22/2015 Clinkz48 Hobbyist Karnataka State Higher Education Council61 Educational ServicesUndeterminedDisruptive Message Manipulation

8/21/2015 AnonymousHacktivist State Information Technology Agency92 Public AdministrationProtest Exploitive Exploitation of Application Server

8/20/2015 UndeterminedCriminal University of Rhode Island61 Educational ServicesUndeterminedExploitive Exploitation of Application Server

8/20/2015 UndeterminedCriminal Carlos Loret de Mola81 Other Services (except Public Administration)Political-EspionageExploitive Exploitation of End Hosts

8/19/2015 RootDevilz; Jonturk75; Bozkurt97Hacktivist UNICEF India 81 Other Services (except Public Administration)Protest Disruptive Message Manipulation



8/19/2015 UndeterminedCriminal Web.com 51 InformationFinancial Exploitive Exploitation of Application Server

8/19/2015 @DadSecurityUndeterminedmumsnet 51 InformationUndeterminedDisruptive External Denial of Service

8/18/2015 UndeterminedCriminal Tianwang 81 Other Services (except Public Administration)UndeterminedDisruptive External Denial of Service

8/17/2015 Avian; Nepal Cyber ArmyHacktivist Nepal Department of Transportation92 Public AdministrationProtest Exploitive Exploitation of Application Server

8/17/2015 NetPirates AKA @TheNetShipUndeterminedThe Hope Institute (http://www.makehope.org/)81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of Application Server

8/17/2015 AnonymousHacktivist Clayton Valley Charter High School61 Educational ServicesProtest Exploitive Exploitation of Application Server

8/15/2015 Mr.H4rD3nHacktivist Embassy of Azerbaijan in Russia92 Public AdministrationProtest Disruptive Message Manipulation

8/14/2015 UndeterminedCriminal City of Henderson 92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

8/14/2015 UndeterminedCriminal University of Virginia61 Educational ServicesUndeterminedExploitive Exploitation of Application Server

8/14/2015 UndeterminedCriminal Fred's Inc. 99 UndeterminedFinancial Exploitive Exploitation of Application Server

8/12/2015 UndeterminedCriminal Michigan Athletics Facebook page61 Educational ServicesUndeterminedDisruptive Message Manipulation

8/12/2015 UndeterminedCriminal Michigan Basketball Facebook page61 Educational ServicesUndeterminedDisruptive Message Manipulation

8/12/2015 UndeterminedCriminal Michigan Football Facebook page61 Educational ServicesUndeterminedDisruptive Message Manipulation

8/12/2015 UndeterminedCriminal OneBookShelf 51 InformationFinancial Exploitive Exploitation of Application Server

8/10/2015 MexicanH TeamHacktivist Mexican Ministry of Communications and Transportation92 Public AdministrationProtest Disruptive Message Manipulation

8/8/2015 UndeterminedCriminal Carphone Warehouse Affiliates44 Retail TradeFinancial Mixed Exploitation of Application Server,External Denial of Service

8/8/2015 @JM511 UndeterminedThe Employment Agents Movement (TEAM)81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of Application Server

8/8/2015 UndeterminedCriminal Boqueirao Bus Station48 Transportation and WarehousingUndeterminedDisruptive Message Manipulation

8/7/2015 SENAIN Nation-StateDr. Carlos Figeuroa81 Other Services (except Public Administration)Political-EspionageExploitive Exploitation of End Hosts

8/7/2015 UndeterminedCriminal Sabre Corporation56 Administrative and Support and Waste Management and Remediation ServicesUndeterminedExploitive Exploitation of Application Server

8/7/2015 UndeterminedCriminal American Airlines Group Inc.48 Transportation and WarehousingUndeterminedExploitive Exploitation of Application Server

8/7/2015 ph1k3 UndeterminedHemmakvall AB (http://www.hemmakvall.se)42 Wholesale TradeUndeterminedExploitive Exploitation of Application Server

8/6/2015 UndeterminedCriminal United States Department of Defense92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

8/6/2015 Brenda UndeterminedMiranda Lambert 71 Arts, Entertainment, and RecreationUndeterminedExploitive Exploitation of Application Server

8/6/2015 l1kw1d Undeterminedhttp://itembay.ca/ 54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server

8/6/2015 UndeterminedCriminal Dubizzle 44 Retail TradeUndeterminedExploitive Exploitation of Application Server

8/6/2015 UndeterminedCriminal ICANN 51 InformationUndeterminedExploitive Exploitation of Application Server

8/5/2015 UndeterminedCriminal Australian Investment Exchange52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

8/5/2015 UndeterminedCriminal Commsec 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

8/5/2015 Dr.MwNs Hacktivist Sri Lankan Prime Minister92 Public AdministrationUndeterminedDisruptive Message Manipulation

8/5/2015 UndeterminedCriminal Yapstone 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

8/5/2015 UndeterminedCriminal Hover 51 InformationUndeterminedExploitive Exploitation of Application Server

8/5/2015 UndeterminedCriminal E*Trade 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

8/4/2015 UndeterminedCriminal Dota 2 Servers 51 InformationUndeterminedDisruptive External Denial of Service

8/4/2015 UndeterminedCriminal Bodmin College 61 Educational ServicesPersonal AttackDisruptive Message Manipulation

8/4/2015 UndeterminedCriminal Andy Weir 81 Other Services (except Public Administration)UndeterminedMixed Exploitation of Application Server,Message Manipulation

8/3/2015 Telecomix CanadaHacktivist Donald Trump Corporate Website53 Real Estate and Rental and LeasingUndeterminedDisruptive Message Manipulation

8/3/2015 UndeterminedCriminal Two undisclosed UAE banks52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

8/1/2015 MuhmadEmadHacktivist Etowah County Sheriff's Office92 Public AdministrationUndeterminedDisruptive Message Manipulation

8/1/2015 MuhmadEmadHacktivist Hardin Center 71 Arts, Entertainment, and RecreationUndeterminedDisruptive Message Manipulation

8/1/2015 UndeterminedCriminal Orange County Employees Association81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of Application Server

8/1/2015 UndeterminedCriminal Siouxland Pain Clinic62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of Application Server

8/1/2015 UndeterminedCriminal Myanmar Ministry of Information website92 Public AdministrationPolitical-EspionageExploitive Exploitation of End Hosts

7/31/2015 UndeterminedCriminal University of Connecticut61 Educational ServicesUndeterminedExploitive Exploitation of Application Server

7/31/2015 UndeterminedCriminal RBS Banking Group52 Finance and InsuranceUndeterminedDisruptive External Denial of Service

7/30/2015 UndeterminedCriminal Planned Parenthood62 Health Care and Social AssistanceUndeterminedDisruptive External Denial of Service

7/30/2015 UndeterminedCriminal PagerDuty 56 Administrative and Support and Waste Management and Remediation ServicesUndeterminedExploitive Exploitation of Application Server

7/30/2015 UndeterminedCriminal Red Granite Pictures51 InformationUndeterminedMixed Exploitation of Application Server,Message Manipulation

7/29/2015 UndeterminedCriminal Hanesbrands Inc. 31 ManufacturingFinancial Exploitive Exploitation of Application Server

7/29/2015 UndeterminedCriminal United Airlines 48 Transportation and WarehousingPolitical-EspionageExploitive Exploitation of Application Server

7/27/2015 Opheus HaxorUndeterminedhttp://www.j-ax.it 71 Arts, Entertainment, and RecreationUndeterminedExploitive Exploitation of Application Server

7/27/2015 UndeterminedCriminal Village Pizza & Pub72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Sensors

7/26/2015 UndeterminedCriminal Planned Parenthood62 Health Care and Social AssistanceProtest Exploitive Exploitation of Application Server

7/26/2015 VikingDom2016Hacktivist New York Magazine51 InformationUndeterminedDisruptive External Denial of Service

7/25/2015 The Exploit3rsHacktivist Kaspersky Lab 54 Professional, Scientific, and Technical ServicesUndeterminedDisruptive Message Manipulation



7/25/2015 The Exploit3rsHacktivist Microsoft 51 InformationUndeterminedDisruptive Message Manipulation

7/25/2015 The Exploit3rsHacktivist Google 51 InformationUndeterminedDisruptive Message Manipulation

7/25/2015 @NightmareSquadHacktivist University of Queensland61 Educational ServicesProtest Exploitive Exploitation of Application Server

7/25/2015 AnonymousHacktivist Canadian government92 Public AdministrationProtest Exploitive Exploitation of End Hosts

7/24/2015 DetoxRansomeCriminal BitDefender 51 InformationFinancial Exploitive Exploitation of Application Server

7/24/2015 UndeterminedCriminal Healthfirst 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

7/23/2015 UndeterminedCriminal CoinCut 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

7/22/2015 AnonymousHacktivist Public Service Labour Relations and Employment Board92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

7/21/2015 FireHack Undeterminedfurydown.com 51 InformationUndeterminedDisruptive External Denial of Service

7/20/2015 ElSurveillanceHacktivist http://tawnybrie.com81 Other Services (except Public Administration)Protest Mixed Exploitation of Application Server,Message Manipulation

7/20/2015 ElSurveillanceHacktivist http://tabithalayne.com81 Other Services (except Public Administration)Protest Mixed Exploitation of Application Server,Message Manipulation

7/20/2015 ElSurveillanceHacktivist http://taliaamour.com81 Other Services (except Public Administration)Protest Mixed Exploitation of Application Server,Message Manipulation

7/20/2015 ElSurveillanceHacktivist http://sofiadelterra.com81 Other Services (except Public Administration)Protest Mixed Exploitation of Application Server,Message Manipulation

7/20/2015 ElSurveillanceHacktivist http://seductivealchemy.com81 Other Services (except Public Administration)Protest Mixed Exploitation of Application Server,Message Manipulation

7/20/2015 ElSurveillanceHacktivist http://ohcecilia.com81 Other Services (except Public Administration)Protest Mixed Exploitation of Application Server,Message Manipulation

7/19/2015 ElSurveillanceHacktivist captain69.co.uk 81 Other Services (except Public Administration)Protest Exploitive Exploitation of Application Server

7/19/2015 The Impact TeamUndeterminedAshley Madison 81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of Application Server

7/18/2015 ElSurveillanceHacktivist MeetMeInYourCity.com81 Other Services (except Public Administration)Protest Exploitive Exploitation of Application Server

7/18/2015 AnonymousHacktivist Royal Canadian Mounted Police92 Public AdministrationProtest Disruptive External Denial of Service

7/17/2015 UndeterminedCriminal Walmart Canada 44 Retail TradeFinancial Exploitive Exploitation of Application Server

7/17/2015 UndeterminedCriminal Tesco 44 Retail TradeFinancial Exploitive Exploitation of Application Server

7/17/2015 UndeterminedCriminal Rite Aid 44 Retail TradeFinancial Exploitive Exploitation of Application Server

7/17/2015 UndeterminedCriminal Walgreens 44 Retail TradeFinancial Exploitive Exploitation of Application Server

7/17/2015 UndeterminedCriminal Sam's Club 44 Retail TradeFinancial Exploitive Exploitation of Application Server

7/17/2015 Rex MundiCriminal AFC Kredieten 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

7/17/2015 UndeterminedCriminal CVS 44 Retail TradeFinancial Exploitive Exploitation of Application Server

7/17/2015 UndeterminedCriminal University of California Los Angeles61 Educational ServicesUndeterminedExploitive Exploitation of Application Server

7/16/2015 UndeterminedCriminal GO shop 44 Retail TradeUndeterminedExploitive Exploitation of Application Server

7/16/2015 UndeterminedCriminal UniCredit 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server,Exploitation of End Hosts

7/15/2015 Blacksmith Hacker's TeamHacktivist Pakistani Presidential Website92 Public AdministrationUndeterminedDisruptive Message Manipulation

7/15/2015 UndeterminedCriminal Epic Games 51 InformationUndeterminedExploitive Exploitation of Application Server

7/15/2015 UndeterminedCriminal Chris Foome 71 Arts, Entertainment, and RecreationUndeterminedExploitive Exploitation of End Hosts

7/14/2015 UndeterminedCriminal Telegram 51 InformationUndeterminedDisruptive External Denial of Service

7/14/2015 UndeterminedCriminal Insurance Services Office52 Finance and InsuranceUndeterminedExploitive Exploitation of Application Server

7/13/2015 AnonGhostHacktivist Malaysian Police 92 Public AdministrationUndeterminedDisruptive Message Manipulation

7/13/2015 UndeterminedCriminal Voat 51 InformationUndeterminedDisruptive External Denial of Service

7/13/2015 UndeterminedCriminal Envato 51 InformationUndeterminedDisruptive External Denial of Service

7/13/2015 AnonymousHacktivist WXXR 97.3 51 InformationUndeterminedDisruptive Message Manipulation

7/13/2015 austinsimon864Criminal cloudminr.io 51 InformationFinancial Mixed Exploitation of Application Server,Message Manipulation

7/12/2015 UndeterminedCriminal Antrix Corporation92 Public AdministrationUndeterminedDisruptive Message Manipulation

7/12/2015 cybervor UndeterminedMiami University 61 Educational ServicesUndeterminedExploitive Exploitation of Application Server

7/11/2015 Lov3rDns Hacktivist my.barackobama.com81 Other Services (except Public Administration)Protest Disruptive Message Manipulation

7/10/2015 AnonymousHacktivist British Columbia Conservation92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

7/10/2015 AlfabetoVirtualHacktivist New York City Comptroller92 Public AdministrationUndeterminedDisruptive Message Manipulation

7/10/2015 Lizard SquadUndeterminedDaybreak Games 51 InformationPersonal AttackDisruptive External Denial of Service

7/10/2015 UndeterminedCriminal Charlotte Mckinney81 Other Services (except Public Administration)Personal AttackDisruptive Message Manipulation

7/9/2015 Cyber Islamic StateHacktivist Argonne National Laboratory92 Public AdministrationUndeterminedDisruptive Message Manipulation

7/8/2015 Cyber Islamic StateHacktivist State Ministry for Euro-Atlantic Integration of Georgia92 Public AdministrationUndeterminedDisruptive Message Manipulation

7/8/2015 The Cyber Army of the KhilafahHacktivist Syrian Observatory for Human Rights81 Other Services (except Public Administration)UndeterminedDisruptive Message Manipulation

7/8/2015 UndeterminedCriminal Evans Hotels 72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Sensors

7/7/2015 Smitt3nz AKA RubberUndeterminedhttp://iChatUSA.com81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of Application Server

7/7/2015 Smitt3nz AKA RubberUndeterminedhttp://iChatAsia.com81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of Application Server

7/7/2015 UndeterminedCriminal Bundeswehr 92 Public AdministrationUndeterminedDisruptive Physical Attack

7/7/2015 UndeterminedCriminal Edinburgh CIty Council92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

7/7/2015 DangerProHacktivist Pizza Hut Israel (contact.pizzahut.co.il)72 Accommodation and Food ServicesProtest Disruptive Message Manipulation



7/7/2015 Smitt3nz AKA RubberUndeterminedhttp://iChatLatino.com81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of Application Server

7/7/2015 UndeterminedCriminal housing.com 53 Real Estate and Rental and LeasingUndeterminedDisruptive Message Manipulation

7/6/2015 UndeterminedCriminal Vehicle Donation Processing Center81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of Application Server

7/6/2015 UndeterminedCriminal New Jersey Online Casinos71 Arts, Entertainment, and RecreationFinancial Disruptive External Denial of Service

7/5/2015 Hufflepuff Criminal Primedice (primedice.com)71 Arts, Entertainment, and RecreationFinancial Disruptive Data Attack

7/5/2015 Phineas FisherHacktivist Hacking Team 51 InformationProtest Mixed Exploitation of Application Server,Message Manipulation

7/4/2015 AnonOpsIndiaHacktivist Bharat Sanchar Nigam Limited (BSNL)51 InformationProtest Exploitive Exploitation of Application Server

7/3/2015 AnonymousHacktivist National Review Commission92 Public AdministrationProtest Exploitive Exploitation of Application Server

7/3/2015 AnonymousHacktivist Ministry of Labor, Employment and Social Solidarity92 Public AdministrationProtest Exploitive Exploitation of Application Server

7/3/2015 AnonymousHacktivist Quebec Parental Insurance Plan Centre92 Public AdministrationProtest Exploitive Exploitation of Application Server

7/2/2015 Monte Melkonian Cyber Army (MMCA)Hacktivist Azerbaijani State Customs Committee92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

7/2/2015 savaka Criminal Plex 51 InformationFinancial Exploitive Exploitation of Application Server

7/1/2015 UndeterminedCriminal The Trump Hotel Collection72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Sensors

7/1/2015 UndeterminedCriminal Islam Channel 51 InformationUndeterminedExploitive Exploitation of Application Server

6/23/2015 Phenomene DzHacktivist Accademia della Crusca (http://www.accademiadellacrusca.it)54 Professional, Scientific, and Technical ServicesUndeterminedDisruptive Message Manipulation

6/15/2015 KelvinSecTeamUndeterminedJames Rodriguez 71 Arts, Entertainment, and RecreationUndeterminedExploitive Exploitation of Application Server

6/15/2015 UndeterminedCriminal Uber 48 Transportation and WarehousingUndeterminedDisruptive Message Manipulation

6/15/2015 UndeterminedCriminal LastPass 54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server

6/15/2015 @TheNetShipUndeterminedhttp://ecastTV.co.nz51 InformationUndeterminedExploitive Exploitation of Application Server

6/14/2015 UndeterminedCriminal Fort Collins Streets Department92 Public AdministrationUndeterminedDisruptive Message Manipulation

6/13/2015 UndeterminedCriminal Bahraini Human Rights Watch Society Twitter account81 Other Services (except Public Administration)UndeterminedDisruptive Message Manipulation

6/13/2015 UndeterminedCriminal Bahraini Human Rights Watch Society81 Other Services (except Public Administration)UndeterminedDisruptive Message Manipulation

6/11/2015 UndeterminedCriminal Lithuanian Armed Forces92 Public AdministrationUndeterminedDisruptive Message Manipulation

6/11/2015 UndeterminedCriminal Unicor 92 Public AdministrationFinancial Exploitive Exploitation of Application Server

6/10/2015 AnonGhostHacktivist US Air Force 92 Public AdministrationProtest Disruptive Message Manipulation

6/10/2015 Middle East Cyber ArmyHacktivist Arizona Department of Weights and Measures92 Public AdministrationUndeterminedDisruptive Message Manipulation

6/10/2015 UndeterminedCriminal North Dakota Workforce and Safety Institute92 Public AdministrationFinancial Exploitive Exploitation of Application Server

6/10/2015 UndeterminedCriminal Missing Link Networks42 Wholesale TradeFinancial Exploitive Exploitation of Application Server

6/10/2015 UndeterminedCriminal Japanese Petroleum Association81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of End Hosts

6/10/2015 UndeterminedCriminal Kaspersky Lab 54 Professional, Scientific, and Technical ServicesPolitical-EspionageExploitive Exploitation of Application Server

6/9/2015 UndeterminedCriminal Los Angeles County Public Works92 Public AdministrationUndeterminedDisruptive Message Manipulation

6/9/2015 UndeterminedCriminal Freeparking 51 InformationUndeterminedDisruptive External Denial of Service

6/9/2015 Team UnknownCriminal OlaCabs 48 Transportation and WarehousingFinancial Exploitive Exploitation of Application Server

6/8/2015 Syrian Electronic ArmyHacktivist US Army 92 Public AdministrationUndeterminedDisruptive Message Manipulation

6/6/2015 Mufasa Criminal Westnet 51 InformationFinancial Exploitive Exploitation of Application Server

6/5/2015 UndeterminedCriminal Saint Francis Hospital62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Sensors

6/5/2015 UndeterminedCriminal Brabantia 31 ManufacturingFinancial Exploitive Exploitation of Application Server

6/5/2015 UndeterminedCriminal Eataly 72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Application Server

6/4/2015 UndeterminedCriminal Intimacy Bra Fit Stylists44 Retail TradeFinancial Exploitive Exploitation of Application Server

6/4/2015 UndeterminedCriminal Chinanews 51 InformationUndeterminedDisruptive Message Manipulation

6/4/2015 UndeterminedCriminal Pentagon 92 Public AdministrationPolitical-EspionageExploitive Exploitation of Application Server

6/2/2015 AnonGhostHacktivist Piatt County, Illinois92 Public AdministrationProtest Disruptive Message Manipulation

6/2/2015 UndeterminedCriminal Holiday Valley Resort72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Sensors

6/2/2015 UndeterminedCriminal AeroGrow International31 ManufacturingFinancial Exploitive Exploitation of Application Server

6/2/2015 UndeterminedCriminal Medical Information Engineering51 InformationUndeterminedExploitive Exploitation of Application Server

6/2/2015 UndeterminedCriminal Heartland Dental 62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of Application Server

5/31/2015 APT32 Nation-StateOffice of the President92 Public AdministrationPolitical-EspionageExploitive Exploitation of Application Server,Exploitation of End Hosts

5/31/2015 APT32 Nation-StateArmed Forces of the Philippines92 Public AdministrationPolitical-EspionageExploitive Exploitation of Application Server,Exploitation of End Hosts

5/31/2015 APT32 Nation-StateMinistry of Public Works and Transport92 Public AdministrationPolitical-EspionageExploitive Exploitation of Application Server,Exploitation of End Hosts

5/31/2015 APT32 Nation-StateBokeo Province 92 Public AdministrationPolitical-EspionageExploitive Exploitation of Application Server,Exploitation of End Hosts

5/31/2015 APT32 Nation-StateChina National Offshore Oil Corporation92 Public AdministrationPolitical-EspionageExploitive Exploitation of Application Server,Exploitation of End Hosts

5/31/2015 APT32 Nation-StateChina Oilfield Services Limited92 Public AdministrationPolitical-EspionageExploitive Exploitation of Application Server,Exploitation of End Hosts

5/31/2015 APT32 Nation-StateChina National United Oil Corporation92 Public AdministrationPolitical-EspionageExploitive Exploitation of Application Server,Exploitation of End Hosts

5/31/2015 APT32 Nation-StateBDStar Navigation Co.44 Retail TradePolitical-EspionageExploitive Exploitation of Application Server,Exploitation of End Hosts

5/31/2015 APT32 Nation-StateBDStar Information Service Co.44 Retail TradePolitical-EspionageExploitive Exploitation of Application Server,Exploitation of End Hosts



5/31/2015 APT32 Nation-StateNational Election Committee92 Public AdministrationPolitical-EspionageExploitive Exploitation of Application Server,Exploitation of End Hosts

5/31/2015 APT32 Nation-StateMinistry of Social Affairs, Veterans, and Youth Rehabilitation92 Public AdministrationPolitical-EspionageExploitive Exploitation of Application Server,Exploitation of End Hosts

5/31/2015 APT32 Nation-StateMinistry of National Assembly-Senate Relations and Inspection92 Public AdministrationPolitical-EspionageExploitive Exploitation of Application Server,Exploitation of End Hosts

5/31/2015 APT32 Nation-StateNational Police 92 Public AdministrationPolitical-EspionageExploitive Exploitation of Application Server,Exploitation of End Hosts

5/31/2015 APT32 Nation-StateMinistry of Civil Service92 Public AdministrationPolitical-EspionageExploitive Exploitation of Application Server,Exploitation of End Hosts

5/31/2015 APT32 Nation-StateMinistry of Environment92 Public AdministrationPolitical-EspionageExploitive Exploitation of Application Server,Exploitation of End Hosts

5/31/2015 APT32 Nation-StateMinistry of Foreign Affairs92 Public AdministrationPolitical-EspionageExploitive Exploitation of Application Server,Exploitation of End Hosts

5/31/2015 APT32 Nation-StateASEAN Investment92 Public AdministrationPolitical-EspionageExploitive Exploitation of Application Server,Exploitation of End Hosts

5/31/2015 APT32 Nation-StateASEAN Trade Repository92 Public AdministrationPolitical-EspionageExploitive Exploitation of Application Server,Exploitation of End Hosts

5/31/2015 APT32 Nation-StateAssociation of Southeast Asian Nations (ASEAN)92 Public AdministrationPolitical-EspionageExploitive Exploitation of Application Server,Exploitation of End Hosts

5/30/2015 yPeRtRoN Undeterminedthaimassagemodel.com81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of Application Server

5/28/2015 UndeterminedCriminal copart.com 42 Wholesale TradeFinancial Exploitive Exploitation of Application Server

5/28/2015 UndeterminedCriminal Japan universal public pension system92 Public AdministrationUndeterminedExploitive Exploitation of Application Server,Exploitation of End Hosts

5/28/2015 Mak Man Undeterminedgaana.com 51 InformationUndeterminedExploitive Exploitation of Application Server

5/26/2015 UndeterminedCriminal brief.org.uk 62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of Application Server

5/26/2015 UndeterminedCriminal Internal Revenue Service92 Public AdministrationFinancial Exploitive Exploitation of Application Server

5/26/2015 Daniel Soares; Alex Mosquera; Erick VaysmanHobbyist Commack School District61 Educational ServicesUndeterminedDisruptive Data Attack

5/25/2015 Galvanize MobUndeterminedChris Jericho 71 Arts, Entertainment, and RecreationUndeterminedDisruptive Message Manipulation

5/25/2015 UndeterminedCriminal Hex-Rays 51 InformationFinancial Exploitive Exploitation of Application Server

5/24/2015 AnonymousHacktivist Thailand Public Health Ministry92 Public AdministrationProtest Exploitive Exploitation of Application Server

5/24/2015 Dr.SHA6H Hacktivist Embassy of Uzbekistan in Kuwait92 Public AdministrationProtest Disruptive Message Manipulation

5/24/2015 Moroccan Islamic Union-MailHacktivist Embassy of Nepal in Washington92 Public AdministrationProtest Disruptive Message Manipulation

5/24/2015 AnonymousHacktivist Thailand Senate 92 Public AdministrationProtest Exploitive Exploitation of Application Server

5/24/2015 @rmsg0d Hobbyist minecraftpeforum.net51 InformationUndeterminedExploitive Exploitation of Application Server

5/24/2015 UndeterminedCriminal Breetec International42 Wholesale TradeFinancial Exploitive Exploitation of Application Server

5/23/2015 UndeterminedCriminal property.com.na 53 Real Estate and Rental and LeasingUndeterminedExploitive Exploitation of Application Server

5/23/2015 AnonCoderHacktivist Republican Party of Kentucky81 Other Services (except Public Administration)Protest Disruptive Message Manipulation

5/22/2015 @TorProdigyUndeterminedottawaliving.ca 92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

5/22/2015 Moroccan Revolution TeamHacktivist Westchester Health62 Health Care and Social AssistanceUndeterminedDisruptive Message Manipulation

5/22/2015 UndeterminedCriminal Beacon Health System62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of Application Server

5/22/2015 UndeterminedCriminal Bitfinex 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

5/22/2015 UndeterminedCriminal Bitcointalk.org 51 InformationUndeterminedExploitive Exploitation of Application Server

5/22/2015 Yemen Cyber ArmyNation-StateSaudi Ministry of Foreign Affairs92 Public AdministrationSabotage Mixed Exploitation of Application Server,Message Manipulation

5/21/2015 UndeterminedCriminal SafeandVaultStore42 Wholesale TradeFinancial Exploitive Exploitation of Application Server

5/21/2015 UndeterminedCriminal eNom 51 InformationUndeterminedDisruptive Message Manipulation

5/21/2015 UndeterminedCriminal Adult Friend Finder81 Other Services (except Public Administration)Financial Exploitive Exploitation of Application Server

5/20/2015 H1d3n RootHacktivist Philadelphia City Council92 Public AdministrationUndeterminedDisruptive Message Manipulation

5/19/2015 AnonymousHacktivist Italian Ministry of Defense92 Public AdministrationProtest Exploitive Exploitation of Application Server

5/18/2015 Middle East Cyber ArmyHacktivist English Language Academy of the Univerity of Auckland61 Educational ServicesUndeterminedDisruptive Message Manipulation

5/18/2015 UndeterminedCriminal MetroHealth 62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of End Hosts

5/18/2015 AnonGhostHacktivist Wayne County Sheriff's Deparment92 Public AdministrationProtest Mixed Exploitation of Application Server,Message Manipulation

5/17/2015 CyberBloc Hacktivist Chilean National Municipal Information System92 Public AdministrationProtest Mixed Exploitation of Application Server,Message Manipulation

5/16/2015 Pr0digy Undeterminedjonimitchell.com 71 Arts, Entertainment, and RecreationUndeterminedExploitive Exploitation of Application Server

5/15/2015 UndeterminedCriminal Bundestag 92 Public AdministrationPolitical-EspionageExploitive Exploitation of Application Server

5/15/2015 UndeterminedCriminal Pennsylvania State University61 Educational ServicesUndeterminedExploitive Exploitation of Application Server

5/14/2015 UndeterminedCriminal Atlanta Department of Public Works92 Public AdministrationUndeterminedDisruptive Message Manipulation

5/14/2015 UndeterminedCriminal mSpy 51 InformationFinancial Exploitive Exploitation of Application Server

5/14/2015 Syrian Electronic ArmyHacktivist Washington Post 51 InformationProtest Disruptive Message Manipulation

5/13/2015 UndeterminedCriminal Minnesota Department of Education92 Public AdministrationUndeterminedDisruptive External Denial of Service

5/11/2015 AnonymousHacktivist www2.brasil.gov.br92 Public AdministrationProtest Disruptive External Denial of Service

5/11/2015 UndeterminedCriminal International Grand Investment Corporation52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

5/11/2015 UndeterminedCriminal Singapore Ministry of Foreign Affairs92 Public AdministrationUndeterminedExploitive Exploitation of End Hosts

5/11/2015 UndeterminedCriminal badminton-total.com44 Retail TradeUndeterminedExploitive Exploitation of Application Server

5/11/2015 GrenXPaRTaUndeterminedlottoland.co.uk 92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

5/11/2015 AnonymousHacktivist brasil.gov.br 92 Public AdministrationProtest Disruptive External Denial of Service



5/11/2015 Gantengers CrewHobbyist Website of the Kenyan President92 Public AdministrationUndeterminedDisruptive Message Manipulation

5/11/2015 UndeterminedCriminal Starbucks 72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Application Server

5/8/2015 Fokinz Undeterminedeuromilhoes.com 92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

5/8/2015 UndeterminedCriminal Bettys 31 ManufacturingFinancial Exploitive Exploitation of Application Server

5/8/2015 UndeterminedCriminal Mauthausen Nazi Camp71 Arts, Entertainment, and RecreationUndeterminedDisruptive Message Manipulation

5/7/2015 UndeterminedCriminal iLoveMakonnen 81 Other Services (except Public Administration)Personal AttackDisruptive Message Manipulation

5/7/2015 UndeterminedCriminal Intercontinental Hotel Group72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Sensors

5/7/2015 RxR HaCkerHacktivist Iranian Ministry of Defense92 Public AdministrationProtest Disruptive Message Manipulation

5/6/2015 ProtoWaveHobbyist Vitor Vieira Belfort 71 Arts, Entertainment, and RecreationUndeterminedDisruptive Message Manipulation

5/6/2015 UndeterminedCriminal Firekeepers Casino Hotel72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Sensors

5/5/2015 AnonymousHacktivist Areva 23 ConstructionProtest Disruptive External Denial of Service

5/5/2015 UndeterminedCriminal Retail Capital 52 Finance and InsuranceFinancial Exploitive Exploitation of End Hosts

5/4/2015 UndeterminedCriminal University of Montana61 Educational ServicesUndeterminedDisruptive Message Manipulation

5/4/2015 Hagash TeamHacktivist Baltimore Police 92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

5/4/2015 UndeterminedCriminal Sally Beauty Supply44 Retail TradeFinancial Exploitive Exploitation of Sensors

5/3/2015 AnonGhostHacktivist Red Bull 31 ManufacturingUndeterminedDisruptive Message Manipulation

5/3/2015 AnonymousHacktivist Baltimore Police Department92 Public AdministrationProtest Exploitive Exploitation of Application Server

5/2/2015 AnonGhostHacktivist Guam Department of Public Health and Social Services92 Public AdministrationUndeterminedDisruptive Message Manipulation

5/2/2015 Smitt3nz AKA RubberUndeterminedwowfon.com 44 Retail TradeUndeterminedExploitive Exploitation of Application Server

5/2/2015 AnonGhostHacktivist Guam Bureau of Statistics92 Public AdministrationUndeterminedDisruptive Message Manipulation

5/1/2015 AnonymousHacktivist Milan 2015 Expo 71 Arts, Entertainment, and RecreationUndeterminedDisruptive External Denial of Service

5/1/2015 UndeterminedCriminal editors.familyfeatures.com51 InformationUndeterminedExploitive Exploitation of Application Server

5/1/2015 UndeterminedCriminal Compass Group 72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Sensors

5/1/2015 AnonymousHacktivist World Trade Organization81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of Application Server

5/1/2015 UndeterminedCriminal Afognak Native Corp.92 Public AdministrationFinancial Exploitive Exploitation of Application Server

4/30/2015 HolaKo Hacktivist rediff.com 51 InformationProtest Disruptive Message Manipulation

4/30/2015 UndeterminedCriminal Partners HealthCare62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of Application Server

4/30/2015 UndeterminedCriminal Seton Family of Hospitals62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of Application Server

4/30/2015 UndeterminedCriminal University of California Berkeley61 Educational ServicesFinancial Exploitive Exploitation of Application Server

4/29/2015 UndeterminedCriminal Ryanair 48 Transportation and WarehousingFinancial Exploitive Exploitation of Application Server

4/28/2015 UndeterminedCriminal Rutgers University61 Educational ServicesUndeterminedDisruptive External Denial of Service

4/27/2015 KelvinSecTeamUndeterminedamigosmadrid.es 81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of Application Server

4/27/2015 AnonOpsIndiaHacktivist Telecom Regulatory Authority of India92 Public AdministrationProtest Disruptive External Denial of Service

4/27/2015 UndeterminedCriminal Saint Agnes Health Care62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of Application Server

4/26/2015 UndeterminedCriminal Costa Coffee 72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Application Server

4/25/2015 Gantengers CrewHobbyist MasterCard Online Resources52 Finance and InsuranceUndeterminedDisruptive Message Manipulation

4/24/2015 @Compl3x1tyUndeterminedSt. Joseph Medical Group62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of Application Server

4/24/2015 AnonymousHacktivist beastforum.com 51 InformationUndeterminedDisruptive External Denial of Service

4/24/2015 UndeterminedCriminal My Freedom Smokes44 Retail TradeFinancial Exploitive Exploitation of Application Server

4/24/2015 UndeterminedCriminal Federal Reserve Bank of St. Louis52 Finance and InsuranceUndeterminedMixed Message Manipulation,Exploitation of End Hosts

4/23/2015 Team System DZHacktivist Wilmington Public Schools61 Educational ServicesUndeterminedDisruptive Message Manipulation

4/23/2015 UndeterminedCriminal SIGAINT 51 InformationUndeterminedExploitive Exploitation of Application Server

4/23/2015 RIPPRGANG; AutismsquadHobbyist Tesla 31 ManufacturingUndeterminedDisruptive Message Manipulation

4/22/2015 UndeterminedCriminal Minnesota Comprehensive Assessments61 Educational ServicesUndeterminedDisruptive External Denial of Service

4/21/2015 UndeterminedCriminal Hyatt Hotels Corporation72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Application Server

4/21/2015 Angel_Of_TruthHacktivist Detour Gold Corporation21 Mining, Quarrying, and Oil and Gas ExtractionProtest Exploitive Exploitation of Application Server

4/21/2015 AnonymousHacktivist Fab-Defense 31 ManufacturingProtest Exploitive Exploitation of Application Server

4/20/2015 @Apex_HaxorHacktivist calcalit-tamar.co.il 92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

4/17/2015 Team System DZHacktivist University of Toronto61 Educational ServicesUndeterminedDisruptive Message Manipulation

4/17/2015 Chief AKA @PuttiedHobbyist Northwestern University61 Educational ServicesUndeterminedMixed Exploitation of Application Server,Message Manipulation

4/16/2015 UndeterminedCriminal Pacnet 51 InformationFinancial Exploitive Exploitation of Application Server

4/15/2015 Ne0-h4ck3r; TiGER-M@TE; F0RTYS3V3NHobbyist Google Images 51 InformationUndeterminedDisruptive Message Manipulation

4/15/2015 Ne0-h4ck3r; TiGER-M@TE; F0RTYS3V3NHobbyist YouTube 51 InformationUndeterminedDisruptive Message Manipulation

4/15/2015 Ne0-h4ck3r; TiGER-M@TE; F0RTYS3V3NHobbyist Yahoo! 51 InformationUndeterminedDisruptive Message Manipulation

4/15/2015 Ne0-h4ck3r; TiGER-M@TE; F0RTYS3V3NHobbyist Google 51 InformationUndeterminedDisruptive Message Manipulation



4/15/2015 Linker SquadCriminal France Tvisions 51 InformationFinancial Exploitive Exploitation of Application Server

4/14/2015 UndeterminedCriminal PokerStars 71 Arts, Entertainment, and RecreationUndeterminedDisruptive External Denial of Service

4/14/2015 UndeterminedCriminal Unibet 71 Arts, Entertainment, and RecreationUndeterminedDisruptive External Denial of Service

4/14/2015 Gaza TeamHacktivist The Jewish Press 51 InformationUndeterminedDisruptive Message Manipulation

4/14/2015 UndeterminedCriminal Betfair 71 Arts, Entertainment, and RecreationUndeterminedDisruptive External Denial of Service

4/14/2015 UndeterminedCriminal Taipei Mayor's Office92 Public AdministrationUndeterminedExploitive Exploitation of End Hosts

4/14/2015 UndeterminedCriminal Rossel 51 InformationUndeterminedDisruptive External Denial of Service

4/14/2015 Eddie Raymond TiptonCriminal Multi State Lottery Association81 Other Services (except Public Administration)Financial Disruptive Data Attack

4/13/2015 @THTHeraklesHacktivist Vatican City 81 Other Services (except Public Administration)Protest Disruptive External Denial of Service

4/13/2015 UndeterminedCriminal Kelly Brook 81 Other Services (except Public Administration)Personal AttackExploitive Exploitation of End Hosts

4/13/2015 UndeterminedCriminal Homebridge 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

4/13/2015 UndeterminedCriminal Al-Alam 51 InformationUndeterminedDisruptive Message Manipulation

4/13/2015 Yemen Cyber ArmyNation-Statealhayat.com 51 InformationSabotage Exploitive Exploitation of Application Server

4/13/2015 Team System DZHacktivist Hobart Airport 48 Transportation and WarehousingUndeterminedDisruptive Message Manipulation

4/12/2015 Anonymous (Quebec)Hacktivist Montreal Police Department92 Public AdministrationProtest Disruptive External Denial of Service

4/11/2015 AnonymousHacktivist lhbltd.com 42 Wholesale TradeUndeterminedExploitive Exploitation of Application Server

4/10/2015 Anonymous (Globo)Hacktivist Hunan Police Academy92 Public AdministrationProtest Disruptive Message Manipulation

4/10/2015 UndeterminedCriminal Biggby Coffee 72 Accommodation and Food ServicesUndeterminedExploitive Exploitation of Application Server

4/9/2015 Abdellah Elmaghribi; Moroccan WolfHacktivist Embassy of Turkmenistan in Belarus92 Public AdministrationUndeterminedDisruptive Message Manipulation

4/9/2015 GRU 85th Main Special Service Center (Unit 26165) (FANCYBEAR)Nation-StateTV5Monde 51 InformationSabotage Disruptive Message Manipulation,External Denial of Service,Internal Denial of Service, Physical Attack

4/8/2015 UndeterminedCriminal Kendall Jenner 71 Arts, Entertainment, and RecreationUndeterminedDisruptive Message Manipulation

4/7/2015 Anonymous (Arab)Hacktivist PayPal 51 InformationProtest Exploitive Exploitation of Application Server

4/7/2015 Moroccan Islamic Union-MailHacktivist British Department of Environment, Food & Rural Affairs92 Public AdministrationProtest Disruptive Message Manipulation

4/7/2015 UndeterminedCriminal U.S Department of State92 Public AdministrationPolitical-EspionageExploitive Exploitation of Network Infrastructure

4/7/2015 UndeterminedCriminal White House 92 Public AdministrationPolitical-EspionageExploitive Exploitation of Application Server

4/7/2015 Anonymous; AnonGhostHacktivist Technion Faculty of Civil and Environmental Engineering61 Educational ServicesProtest Disruptive Message Manipulation,External Denial of Service

4/7/2015 Anonymous; AnonGhostHacktivist Technion Center for Structural Biology54 Professional, Scientific, and Technical ServicesProtest Disruptive Message Manipulation,External Denial of Service

4/7/2015 Anonymous; AnonGhostHacktivist Honda Israel 31 ManufacturingProtest Disruptive Message Manipulation,External Denial of Service

4/7/2015 Anonymous; AnonGhostHacktivist LandRover Israel 31 ManufacturingProtest Disruptive Message Manipulation,External Denial of Service

4/7/2015 Anonymous; AnonGhostHacktivist The Jewish Community of China81 Other Services (except Public Administration)Protest Disruptive Message Manipulation,External Denial of Service

4/7/2015 Anonymous; AnonGhostHacktivist Jerusalem Center for Public Affairs81 Other Services (except Public Administration)Protest Disruptive Message Manipulation,External Denial of Service

4/5/2015 Cyber FreedomHacktivist United Nations 92 Public AdministrationUndeterminedDisruptive Message Manipulation

4/5/2015 Chief AKA @PuttiedHobbyist Wellesley College 61 Educational ServicesUndeterminedExploitive Exploitation of Application Server

4/4/2015 UndeterminedCriminal Linux Australia 81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of Application Server

4/4/2015 UndeterminedCriminal Synergistic Resources Integration53 Real Estate and Rental and LeasingUndeterminedExploitive Exploitation of Application Server

4/3/2015 UndeterminedCriminal Western Montana Clinic62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

4/1/2015 ph1k3 Undetermineddomainstream.se 51 InformationUndeterminedExploitive Exploitation of Application Server

4/1/2015 UndeterminedCriminal Nite Ize 44 Retail TradeFinancial Exploitive Exploitation of Application Server

3/31/2015 Syrian Electronic ArmyHacktivist Hostmonster 51 InformationUndeterminedExploitive Exploitation of Application Server

3/31/2015 Syrian Electronic ArmyHacktivist Fastdomain 51 InformationUndeterminedExploitive Exploitation of Application Server

3/31/2015 Syrian Electronic ArmyHacktivist Hostgator 51 InformationUndeterminedExploitive Exploitation of Application Server

3/31/2015 Syrian Electronic ArmyHacktivist Justhost 51 InformationUndeterminedExploitive Exploitation of Application Server

3/31/2015 UndeterminedCriminal Office of the Principal Controller of Defence Accounts92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

3/31/2015 SkYz0 Undeterminedpaths-123.com 51 InformationUndeterminedExploitive Exploitation of Application Server

3/31/2015 Syrian Electronic ArmyHacktivist Bluehost 51 InformationUndeterminedExploitive Exploitation of Application Server

3/30/2015 Team Bad DreamHacktivist US Army Picatinny Arsenal92 Public AdministrationUndeterminedDisruptive Message Manipulation

3/30/2015 UndeterminedCriminal Multiplay 71 Arts, Entertainment, and RecreationUndeterminedExploitive Exploitation of Application Server

3/30/2015 UndeterminedCriminal Puush 51 InformationUndeterminedExploitive Exploitation of Application Server

3/30/2015 Algerian MujahideenHacktivist Air France 48 Transportation and WarehousingUndeterminedDisruptive Message Manipulation

3/29/2015 UndeterminedCriminal British Airways 48 Transportation and WarehousingUndeterminedExploitive Exploitation of Application Server

3/29/2015 Histeria Undeterminedlumensfactory.com44 Retail TradeUndeterminedExploitive Exploitation of Application Server

3/28/2015 Nigerian Cyber ArmyHacktivist Nigerian Independent National Electoral Commission92 Public AdministrationUndeterminedDisruptive Message Manipulation

3/28/2015 @YourVikingdom2015Hacktivist Indiana Official Website92 Public AdministrationProtest Disruptive External Denial of Service

3/28/2015 r3dm0v3 UndeterminedVirgil Films 51 InformationUndeterminedExploitive Exploitation of Application Server

3/28/2015 Ebu DuhanUndeterminedpvpserverin.com 51 InformationUndeterminedExploitive Exploitation of Application Server



3/27/2015 UndeterminedCriminal Direct Marketing Association81 Other Services (except Public Administration)Financial Exploitive Exploitation of Application Server

3/27/2015 UndeterminedCriminal Slack 51 InformationUndeterminedExploitive Exploitation of Application Server

3/26/2015 UndeterminedCriminal Police of Finland 92 Public AdministrationUndeterminedDisruptive External Denial of Service

3/26/2015 UndeterminedCriminal GitHub 51 InformationUndeterminedDisruptive External Denial of Service

3/26/2015 UndeterminedCriminal Cryptoine 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

3/25/2015 UndeterminedCriminal Xtube 51 InformationUndeterminedExploitive Exploitation of End Hosts

3/25/2015 UndeterminedCriminal Oriel High School 61 Educational ServicesPersonal AttackDisruptive Message Manipulation

3/24/2015 UndeterminedCriminal EllisLab 51 InformationUndeterminedExploitive Exploitation of Application Server

3/24/2015 bluebunny14Criminal Steam 51 InformationUndeterminedExploitive Exploitation of Application Server

3/24/2015 UndeterminedCriminal Frontpage Mag 51 InformationUndeterminedDisruptive External Denial of Service

3/24/2015 UndeterminedCriminal Betterbee 42 Wholesale TradeFinancial Exploitive Exploitation of Application Server

3/23/2015 AnonymousHacktivist New York Police Department Captain Endowment Association81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of Application Server

3/21/2015 Team System DZHacktivist Richland County Sheriff's Department Website92 Public AdministrationUndeterminedDisruptive Message Manipulation

3/21/2015 Ouch Criminal csagameservs.com51 InformationFinancial Exploitive Exploitation of Application Server

3/21/2015 Ouch Criminal artazart.com 51 InformationFinancial Exploitive Exploitation of Application Server

3/20/2015 UndeterminedCriminal British Judo Association81 Other Services (except Public Administration)Financial Exploitive Exploitation of Application Server

3/20/2015 UndeterminedCriminal Greatfire.org 81 Other Services (except Public Administration)Sabotage Disruptive External Denial of Service

3/20/2015 UndeterminedCriminal St. Mary's Health 62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of Application Server

3/20/2015 UndeterminedCriminal Tom Bradley International Terminal48 Transportation and WarehousingFinancial Exploitive Exploitation of Sensors

3/19/2015 Chrichir Hacktivist FIT College 61 Educational ServicesUndeterminedExploitive Exploitation of Application Server

3/17/2015 UndeterminedCriminal Advantage Dental 62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of Application Server

3/17/2015 Alex Van HandleUndeterminedfederforum.com 51 InformationUndeterminedExploitive Exploitation of Application Server

3/17/2015 UndeterminedCriminal AllCrypt 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

3/17/2015 NGB 3rd Technical Surveillance BureauNation-StateKorea Hydro and Nuclear Power22 Utilities UndeterminedExploitive Exploitation of Application Server,Exploitation of End Hosts

3/16/2015 UndeterminedCriminal Government of Kazakhstan92 Public AdministrationUndeterminedExploitive Exploitation of Application Server,Exploitation of End Hosts

3/16/2015 UndeterminedCriminal Sacred Heart Health62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

3/16/2015 Chrichir Hacktivist University of Oklahoma61 Educational ServicesUndeterminedExploitive Exploitation of Application Server

3/16/2015 Chrichir Hacktivist South West TAFE61 Educational ServicesUndeterminedExploitive Exploitation of Application Server

3/16/2015 UndeterminedCriminal VNPT 51 InformationUndeterminedExploitive Exploitation of Application Server

3/15/2015 Bitcoin BaronHacktivist City of Moore, Oklahoma92 Public AdministrationFinancial Exploitive Exploitation of Application Server

3/14/2015 UndeterminedCriminal Ontario Ministry of Education92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

3/14/2015 UndeterminedCriminal US Department of State92 Public AdministrationPolitical-EspionageExploitive Exploitation of Application Server

3/13/2015 UndeterminedCriminal Jamie Oliver 71 Arts, Entertainment, and RecreationFinancial Exploitive Exploitation of End Hosts

3/13/2015 UndeterminedCriminal Aurora Health Care62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Hosts

3/13/2015 UndeterminedCriminal British Telecom 51 InformationUndeterminedExploitive Exploitation of Data in Transit

3/12/2015 AnonymousHacktivist 5elafa Book 81 Other Services (except Public Administration)UndeterminedDisruptive External Denial of Service

3/12/2015 RedHack Hacktivist Istanbul Police Association81 Other Services (except Public Administration)Protest Disruptive Message Manipulation

3/11/2015 AnonymousHacktivist Madison Police Department92 Public AdministrationProtest Disruptive External Denial of Service

3/11/2015 UndeterminedCriminal MyBB 81 Other Services (except Public Administration)UndeterminedDisruptive Message Manipulation

3/11/2015 UndeterminedCriminal DhakaFM904 51 InformationUndeterminedExploitive Exploitation of Application Server

3/10/2015 UndeterminedCriminal Bistro Burger 72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Sensors

3/9/2015 UndeterminedCriminal Ben Phillips 81 Other Services (except Public Administration)Personal AttackDisruptive Data Attack

3/8/2015 UndeterminedCriminal Femsplain 81 Other Services (except Public Administration)UndeterminedDisruptive External Denial of Service

3/7/2015 AnonGhostHacktivist Rapides Parish Police Jury92 Public AdministrationProtest Disruptive Message Manipulation

3/7/2015 UndeterminedCriminal reliablehost.info 54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server

3/7/2015 FRID4Y Undeterminedepicpr.com 54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server

3/6/2015 AnonGhostHacktivist Larimer County Sheriff's Office92 Public AdministrationProtest Disruptive Message Manipulation

3/5/2015 AnonGhostHacktivist Larimer County Sheriff's Office92 Public AdministrationProtest Disruptive Message Manipulation

3/5/2015 UndeterminedCriminal Rublev 51 InformationUndeterminedDisruptive External Denial of Service

3/5/2015 Bitcoin BaronHacktivist San Marcos Police Department92 Public AdministrationProtest Disruptive Message Manipulation,External Denial of Service

3/5/2015 Bitcoin BaronHacktivist City of San Marcos, TX92 Public AdministrationProtest Disruptive Message Manipulation,External Denial of Service

3/4/2015 UndeterminedCriminal Perspectives 81 Other Services (except Public Administration)Financial Exploitive Exploitation of Application Server

3/4/2015 UndeterminedCriminal Mandarin Oriental Hotel Group72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Sensors

3/4/2015 UndeterminedCriminal Walters McCann Fanska54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

3/3/2015 UndeterminedCriminal ASML 31 ManufacturingUndeterminedExploitive Exploitation of Application Server



3/2/2015 CyberBerkutHacktivist Green Group Defense Services92 Public AdministrationUndeterminedExploitive Exploitation of End Hosts

3/2/2015 Smitt3nz AKA RubberUndeterminedNeofriends.com 81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of Application Server

3/2/2015 Sinister UndeterminedMuscularStrength.com51 InformationUndeterminedExploitive Exploitation of Application Server

3/2/2015 UndeterminedCriminal Natural Grocers 44 Retail TradeFinancial Exploitive Exploitation of Sensors

3/2/2015 Teams HansCriminal Rogers Communications51 InformationFinancial Exploitive Exploitation of Application Server,Exploitation of End Hosts

3/1/2015 UndeterminedCriminal Bradley University 61 Educational ServicesFinancial Exploitive Exploitation of Application Server

3/1/2015 Ministry of State Security's (MSS) Guangdong State Security Department (GSSD) (APT3)Nation-StateHanford Site 92 Public AdministrationPolitical-EspionageExploitive Exploitation of Application Server,Exploitation of End Hosts

2/28/2015 f AKA @CleaverUndeterminedfrontalot.com 81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of Application Server

2/28/2015 Dump PhenomUndeterminedOrphan Boy 71 Arts, Entertainment, and RecreationUndeterminedExploitive Exploitation of Application Server

2/27/2015 AnonymousHacktivist Japan Association of Zoos and Aquariums81 Other Services (except Public Administration)Protest Exploitive Exploitation of Application Server

2/27/2015 Eric WalstromHobbyist New Drop High School61 Educational ServicesUndeterminedDisruptive Data Attack

2/27/2015 Sudoh4k3rsHacktivist University of Lisbon61 Educational ServicesProtest Exploitive Exploitation of Application Server

2/27/2015 UndeterminedCriminal TalkTalk 51 InformationFinancial Exploitive Exploitation of Application Server,Exploitation of End Hosts

2/26/2015 UndeterminedCriminal Chile Ministry of Defense92 Public AdministrationUndeterminedDisruptive Message Manipulation

2/26/2015 Lizard SquadUndeterminedWebnic.cc 54 Professional, Scientific, and Technical ServicesUndeterminedDisruptive Message Manipulation

2/25/2015 UndeterminedCriminal The National Archives71 Arts, Entertainment, and RecreationUndeterminedExploitive Exploitation of Application Server

2/25/2015 UndeterminedCriminal Lime Crime 44 Retail TradeFinancial Exploitive Exploitation of Application Server

2/25/2015 UndeterminedCriminal Chinese Academy of Engineering61 Educational ServicesPolitical-EspionageExploitive Exploitation of End Hosts

2/25/2015 UndeterminedCriminal New York City Government92 Public AdministrationUndeterminedDisruptive External Denial of Service,Internal Denial of Service

2/25/2015 Lizard SquadUndeterminedLenovo 31 ManufacturingProtest Mixed Message Manipulation,Exploitation of Data in Transit

2/24/2015 UndeterminedCriminal The Urban Institute81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of Application Server

2/24/2015 @ThySavi0r; @anonf8Undeterminedhemda.org.il 61 Educational ServicesUndeterminedExploitive Exploitation of Application Server

2/24/2015 Lizard SquadUndeterminedGoogle Vietnam 51 InformationUndeterminedDisruptive Message Manipulation,External Denial of Service

2/23/2015 UndeterminedCriminal Komodia 51 InformationUndeterminedDisruptive External Denial of Service

2/23/2015 Oppressed DefendersHacktivist Arab National Bank52 Finance and InsuranceProtest Disruptive External Denial of Service

2/21/2015 UndeterminedCriminal Kris Jenner 71 Arts, Entertainment, and RecreationFinancial Exploitive Exploitation of Application Server

2/21/2015 LNO uNiTyUndetermineddexsil.com 62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of Application Server

2/19/2015 UndeterminedCriminal Cavirtex 52 Finance and InsuranceUndeterminedExploitive Exploitation of Application Server

2/18/2015 UndeterminedCriminal BigFish Games 51 InformationFinancial Exploitive Exploitation of End Hosts

2/18/2015 UndeterminedCriminal RedTube 51 InformationFinancial Exploitive Exploitation of End Hosts

2/18/2015 AnonGhostHacktivist Army and Navy Academy61 Educational ServicesProtest Disruptive Message Manipulation

2/17/2015 Lizard SquadUndeterminedDaybreak Games 51 InformationUndeterminedDisruptive External Denial of Service

2/17/2015 GrenXPaRTaUndeterminedNigerian National Assembly92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

2/17/2015 UndeterminedCriminal Antonio Cesaro 81 Other Services (except Public Administration)Personal AttackDisruptive Message Manipulation

2/17/2015 UndeterminedCriminal Jamie Oliver 71 Arts, Entertainment, and RecreationFinancial Exploitive Exploitation of End Hosts

2/17/2015 Lizard SquadUndeterminedXbox Live 51 InformationUndeterminedDisruptive External Denial of Service

2/17/2015 @GroundingPlanes; @GuidelinesUndeterminedkiwiblitz.com 51 InformationUndeterminedExploitive Exploitation of Application Server

2/17/2015 Oppressed DefendersHacktivist AlJazira 52 Finance and InsuranceProtest Disruptive External Denial of Service

2/16/2015 UndeterminedCriminal Haskell 81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of Application Server

2/15/2015 AnonGhostHacktivist The Ohio State University61 Educational ServicesUndeterminedDisruptive Message Manipulation

2/14/2015 Bl4CKJ0K3RUndeterminedskikarte.si 54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server

2/14/2015 UndeterminedCriminal Standard Chartered Bank52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

2/14/2015 UndeterminedCriminal Bter 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

2/14/2015 Islamic StateHacktivist Al Ittihad 51 InformationUndeterminedDisruptive Message Manipulation

2/14/2015 UndeterminedCriminal Nissan 31 ManufacturingUndeterminedDisruptive Message Manipulation

2/13/2015 UndeterminedCriminal Columbia, Missouri92 Public AdministrationUndeterminedDisruptive External Denial of Service

2/12/2015 Syrian Electronic ArmyHacktivist Syrian Observatory for Human Rights81 Other Services (except Public Administration)Protest Disruptive Message Manipulation

2/12/2015 abdilo Hobbyist University of Sydney61 Educational ServicesUndeterminedExploitive Exploitation of Application Server

2/12/2015 UndeterminedCriminal Anthony Noto Twitter account51 InformationUndeterminedDisruptive Message Manipulation

2/12/2015 UndeterminedCriminal Boleto Bancario 52 Finance and InsuranceFinancial Exploitive Exploitation of End Hosts

2/11/2015 UndeterminedCriminal Dutch government websites92 Public AdministrationUndeterminedDisruptive External Denial of Service

2/10/2015 UndeterminedCriminal Defense Contract Management Agency92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

2/10/2015 OpSeaWorldHacktivist International Marine Animal Trainers' Association81 Other Services (except Public Administration)Protest Exploitive Exploitation of Application Server

2/10/2015 UndeterminedCriminal Nanyang Polytechnic61 Educational ServicesFinancial Exploitive Exploitation of Application Server

2/10/2015 CyberCaliphateHacktivist Newsweek 51 InformationPersonal AttackDisruptive Message Manipulation



2/10/2015 UndeterminedCriminal Delta Airlines 48 Transportation and WarehousingUndeterminedDisruptive Message Manipulation

2/9/2015 UndeterminedCriminal Martin Schulz website92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

2/9/2015 AnonymousHacktivist Islamic State 81 Other Services (except Public Administration)UndeterminedDisruptive Message Manipulation

2/9/2015 UndeterminedCriminal Chipotle 72 Accommodation and Food ServicesUndeterminedDisruptive Message Manipulation

2/9/2015 UndeterminedCriminal Radhika Apte 71 Arts, Entertainment, and RecreationPersonal AttackExploitive Exploitation of End Hosts

2/6/2015 3xp1r3 Cyber ArmyHacktivist Arizona Army National Guard92 Public AdministrationUndeterminedDisruptive Message Manipulation

2/6/2015 UndeterminedCriminal Jefferson National Parks Association81 Other Services (except Public Administration)Financial Exploitive Exploitation of Sensors

2/5/2015 UndeterminedCriminal Anthem 52 Finance and InsuranceUndeterminedExploitive Exploitation of Application Server

2/4/2015 UndeterminedCriminal Raptr 51 InformationUndeterminedExploitive Exploitation of Application Server

2/3/2015 UndeterminedCriminal White Lodging 72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Sensors

2/3/2015 Zyklon Hobbyist Macalester College61 Educational ServicesUndeterminedExploitive Exploitation of Application Server

2/3/2015 Zyklon Hobbyist Big Blue Interactive51 InformationUndeterminedExploitive Exploitation of Application Server

2/3/2015 UndeterminedCriminal HipChat 54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server

2/3/2015 Zyklon Hobbyist aquamarineboat.com42 Wholesale TradeUndeterminedExploitive Exploitation of Application Server

2/2/2015 Denarius Criminal Book2Park.com 56 Administrative and Support and Waste Management and Remediation ServicesFinancial Exploitive Exploitation of Application Server

2/2/2015 xaxaxax Undeterminedphotostock.am 51 InformationUndeterminedExploitive Exploitation of Application Server

1/31/2015 Anonymous (Philippines)Hacktivist Philippine Government Websites92 Public AdministrationProtest Disruptive Message Manipulation

1/31/2015 UndeterminedCriminal Victor Valley College61 Educational ServicesUndeterminedExploitive Exploitation of Application Server

1/31/2015 p0lak; sh0utzUndeterminedphoncert.com 51 InformationUndeterminedExploitive Exploitation of Application Server

1/31/2015 Bloodsec InternationalHacktivist Hotmanila.ph 51 InformationProtest Disruptive Message Manipulation

1/30/2015 Team System DZHacktivist Women's Resource Center81 Other Services (except Public Administration)UndeterminedDisruptive Message Manipulation

1/29/2015 Moroccan HassanHacktivist Centre Nationale de Recherche Scientifique92 Public AdministrationUndeterminedDisruptive Message Manipulation

1/29/2015 Th3 Ap3x UndeterminedHigher Education Commission of Pakistan92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

1/29/2015 UndeterminedCriminal Christine & the Queens71 Arts, Entertainment, and RecreationUndeterminedDisruptive Message Manipulation

1/29/2015 Moroccan Islamic Union-MailHacktivist University of Washington61 Educational ServicesUndeterminedDisruptive Message Manipulation

1/29/2015 Anonymous (Protection)Hacktivist Lizard Squad 81 Other Services (except Public Administration)UndeterminedDisruptive Message Manipulation,External Denial of Service

1/28/2015 UndeterminedCriminal French Lick Resort72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Sensors

1/28/2015 UndeterminedCriminal Hope FM 51 InformationUndeterminedDisruptive Message Manipulation

1/27/2015 UndeterminedCriminal Taylor Swift Instagram account81 Other Services (except Public Administration)UndeterminedDisruptive Message Manipulation

1/27/2015 UndeterminedCriminal Taylor Swift Twitter account81 Other Services (except Public Administration)UndeterminedDisruptive Message Manipulation

1/27/2015 Rex MundiCriminal Temporis 56 Administrative and Support and Waste Management and Remediation ServicesFinancial Exploitive Exploitation of Application Server

1/26/2015 UndeterminedCriminal CoinFire Twitter account51 InformationUndeterminedDisruptive Message Manipulation

1/26/2015 UndeterminedCriminal CoinFire website 51 InformationUndeterminedDisruptive Internal Denial of Service

1/26/2015 Lizard SquadUndeterminedMalaysia Airlines 48 Transportation and WarehousingUndeterminedDisruptive Message Manipulation

1/25/2015 @IncursioSubterUndeterminedOklahoma County, Oklahoma92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

1/25/2015 MastermindCriminal Topface 81 Other Services (except Public Administration)Financial Exploitive Exploitation of Application Server

1/24/2015 UndeterminedCriminal Nigerian Defence Headquarters92 Public AdministrationUndeterminedDisruptive Message Manipulation

1/24/2015 Carbonic AKA @MarxistAttorneyUndeterminedUniversity of Chicago61 Educational ServicesUndeterminedExploitive Exploitation of Application Server

1/24/2015 Ouch Criminal freshfiction.com 51 InformationUndeterminedExploitive Exploitation of Application Server

1/24/2015 UndeterminedCriminal validdumps.ru 51 InformationUndeterminedExploitive Exploitation of Application Server

1/23/2015 UndeterminedCriminal Barbecue Renew 42 Wholesale TradeFinancial Exploitive Exploitation of Application Server

1/22/2015 AnonGhostHacktivist French Ministry of Defense92 Public AdministrationUndeterminedDisruptive Message Manipulation

1/22/2015 AnonGhostHacktivist French Ministry of Interior92 Public AdministrationUndeterminedDisruptive Message Manipulation

1/21/2015 Alsancak TimHacktivist Ghanian Government Websites92 Public AdministrationUndeterminedDisruptive Message Manipulation

1/20/2015 UndeterminedCriminal Wingstop 72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Sensors

1/20/2015 abdilo Hobbyist Aussie Travel Cover52 Finance and InsuranceUndeterminedExploitive Exploitation of Application Server

1/20/2015 Syrian Electronic ArmyHacktivist Le Monde 51 InformationUndeterminedDisruptive Message Manipulation

1/19/2015 Team Muslim CyberforceHacktivist Live for Tomorrow81 Other Services (except Public Administration)UndeterminedDisruptive Message Manipulation

1/19/2015 Team Muslim CyberforceHacktivist Tindall Foundation81 Other Services (except Public Administration)UndeterminedDisruptive Message Manipulation

1/19/2015 UndeterminedCriminal Microsoft Outlook 51 InformationSabotage Disruptive External Denial of Service

1/18/2015 Team System DZHacktivist Isle of Wight, Virginia92 Public AdministrationUndeterminedDisruptive Message Manipulation

1/18/2015 Dr.SHA6H Hacktivist United Nations Development Programme81 Other Services (except Public Administration)Protest Disruptive Message Manipulation

1/17/2015 UndeterminedCriminal United Press International51 InformationUndeterminedDisruptive Message Manipulation

1/17/2015 p0lak & sh0utzUndeterminedphilsacra.ust.edu.ph61 Educational ServicesUndeterminedExploitive Exploitation of Application Server

1/17/2015 UndeterminedCriminal payivy.com 44 Retail TradeUndeterminedExploitive Exploitation of Application Server



1/17/2015 UndeterminedCriminal New York Post 51 InformationUndeterminedDisruptive Message Manipulation

1/16/2015 Dr.SHA6H Hacktivist Perrysburg, Ohio 92 Public AdministrationProtest Disruptive Message Manipulation

1/16/2015 UndeterminedCriminal Lizard Squad 81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of Application Server

1/16/2015 UndeterminedCriminal Metropolitan State University61 Educational ServicesUndeterminedExploitive Exploitation of Application Server

1/16/2015 Smitt3nz AKA RubberUndeterminedPowerPulse.net 51 InformationUndeterminedExploitive Exploitation of Application Server

1/16/2015 UndeterminedCriminal ValuePetSupplies.com44 Retail TradeFinancial Exploitive Exploitation of Application Server

1/14/2015 Fallaga TeamHacktivist Notepad++ 81 Other Services (except Public Administration)Protest Disruptive Message Manipulation

1/14/2015 Dorking92 Undeterminedlehlel.com 81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of Application Server

1/14/2015 UndeterminedCriminal Crayola 99 UndeterminedUndeterminedDisruptive Message Manipulation

1/12/2015 Islamic StateHacktivist US Central Command YouTube account92 Public AdministrationUndeterminedDisruptive Message Manipulation

1/12/2015 Islamic StateHacktivist US Central Command Twitter account92 Public AdministrationUndeterminedDisruptive Message Manipulation

1/12/2015 AnonymousHacktivist ansar-alhaqq.net 51 InformationProtest Disruptive External Denial of Service

1/12/2015 UndeterminedCriminal Boomerang Rentals53 Real Estate and Rental and LeasingFinancial Exploitive Exploitation of Application Server

1/12/2015 NGB 3rd Technical Surveillance BureauNation-StateBanco del Austro 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

1/12/2015 UndeterminedCriminal Carmen Aristegui 81 Other Services (except Public Administration)Political-EspionageExploitive Exploitation of End Hosts

1/11/2015 Dr.SHA6H Hacktivist Bundaberg Library92 Public AdministrationProtest Disruptive Message Manipulation

1/11/2015 UndeterminedCriminal ExtraTorrent 51 InformationUndeterminedDisruptive External Denial of Service

1/9/2015 CyberCaliphateHacktivist Stewart County, TN92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

1/9/2015 CyberCaliphateHacktivist WBOC Twitter account51 InformationUndeterminedDisruptive Message Manipulation

1/9/2015 CyberCaliphateHacktivist WBOC.com 51 InformationUndeterminedDisruptive Message Manipulation

1/9/2015 Rex MundiCriminal Banque Catonale de Geneve52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

1/9/2015 CyberCaliphateHacktivist Albuquerque Journal51 InformationUndeterminedDisruptive Message Manipulation

1/8/2015 Cyber Haxors GroupHobbyist DKEVR 92 Public AdministrationUndeterminedDisruptive Message Manipulation

1/8/2015 Lizard SquadUndetermined8chan 51 InformationUndeterminedDisruptive External Denial of Service

1/7/2015 CyberBerkutHacktivist bundeskanzlerin.de92 Public AdministrationUndeterminedDisruptive External Denial of Service

1/7/2015 CyberBerkutHacktivist Bundestag 92 Public AdministrationUndeterminedDisruptive External Denial of Service

1/7/2015 Carbonic AKA @MarxistAttorneyUndeterminedCornell University 61 Educational ServicesUndeterminedExploitive Exploitation of Application Server

1/7/2015 CyberBerkutHacktivist Bundeskanzlerin 92 Public AdministrationUndeterminedDisruptive External Denial of Service

1/7/2015 Carbonic AKA @MarxistAttorneyUndeterminedUniversity of Hawaii61 Educational ServicesUndeterminedExploitive Exploitation of Application Server

1/7/2015 Silent Hacker's GroupUndeterminedsoundmass.com 44 Retail TradeUndeterminedExploitive Exploitation of Application Server

1/7/2015 UndeterminedCriminal Hirsche Private Asset52 Finance and InsuranceUndeterminedMixed Exploitation of Application Server,External Denial of Service

1/6/2015 X-saad Hacktivist Sowerby Primary School61 Educational ServicesProtest Disruptive Message Manipulation

1/6/2015 Ulzr1z Hacktivist Massachusetts Institute of Technology61 Educational ServicesUndeterminedDisruptive Message Manipulation

1/5/2015 UndeterminedCriminal Sussex Police 92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

1/5/2015 UndeterminedCriminal OP Pohjola Group52 Finance and InsuranceUndeterminedDisruptive External Denial of Service

1/5/2015 Linker SquadCriminal Orange Spain 51 InformationUndeterminedExploitive Exploitation of Application Server

1/4/2015 Carbonic AKA @MarxistAttorneyUndeterminedAbertay University61 Educational ServicesUndeterminedExploitive Exploitation of Application Server

1/4/2015 Carbonic AKA @MarxistAttorneyUndeterminedCoastal Carolina University61 Educational ServicesUndeterminedExploitive Exploitation of Application Server

1/4/2015 Carbonic AKA @MarxistAttorneyUndeterminedUniversity of Maryland61 Educational ServicesUndeterminedExploitive Exploitation of Application Server

1/4/2015 Carbonic AKA @MarxistAttorneyUndeterminedUniversity of Connecticut61 Educational ServicesUndeterminedExploitive Exploitation of Application Server

1/4/2015 Carbonic AKA @MarxistAttorneyUndeterminedUniversity of Kentucky61 Educational ServicesUndeterminedExploitive Exploitation of Application Server

1/4/2015 UndeterminedCriminal Tan Tock Seng Hospital62 Health Care and Social AssistanceUndeterminedDisruptive Message Manipulation

1/4/2015 Carbonic AKA @MarxistAttorneyUndeterminedCalifornia State University61 Educational ServicesUndeterminedExploitive Exploitation of Application Server

1/4/2015 Linker SquadCriminal TF1 51 InformationUndeterminedExploitive Exploitation of Application Server

1/2/2015 MuhmadEmad; Anonymous (Kurdistan)Hacktivist Afyonkarahisar Provincial Disaster and Emergency Management (http://www.afyonab.gov.tr)92 Public AdministrationProtest Disruptive Message Manipulation

1/2/2015 @ulzr1z Hobbyist United Nations 92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

1/2/2015 UndeterminedCriminal Fast Forward Academy61 Educational ServicesUndeterminedExploitive Exploitation of Application Server

1/2/2015 DarkshadowHacktivist TravelWest 56 Administrative and Support and Waste Management and Remediation ServicesUndeterminedDisruptive Message Manipulation

1/1/2015 Kami HaxorHacktivist Association of Architects of Romania81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of Application Server

1/1/2015 Gantengers CrewHobbyist International Council of Electronic Commerce Consultants61 Educational ServicesUndeterminedDisruptive Message Manipulation

1/1/2015 Zyklon Hobbyist Difference Games51 InformationUndeterminedExploitive Exploitation of Application Server

1/1/2015 Zyklon Hobbyist en.asiadcp.com 44 Retail TradeUndeterminedExploitive Exploitation of Application Server

12/22/2014 UndeterminedCriminal Unnamed German steel mill31 ManufacturingUndeterminedDisruptive Physical Attack

11/21/2014 NGB 3rd Technical Surveillance BureauNation-StateSony Pictures Entertainment71 Arts, Entertainment, and RecreationSabotage Mixed Exploitation of Application Server,Message Manipulation,Exploitation of End Hosts,Data Attack

11/20/2014 UndeterminedCriminal Westinghouse Electric Company22 Utilities Political-EspionageExploitive Exploitation of Application Server,Exploitation of End Hosts



11/13/2014 UndeterminedCriminal Beef O'Brady's 72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Sensors

11/12/2014 UndeterminedCriminal National Oceanic and Atmospheric Agency92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

11/9/2014 UndeterminedCriminal U.S. Postal Service92 Public AdministrationPolitical-EspionageExploitive Exploitation of Application Server

11/7/2014 UndeterminedCriminal Penn Highlands Brookville62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of Application Server

11/1/2014 UndeterminedCriminal President of Myanmar's website92 Public AdministrationPolitical-EspionageExploitive Exploitation of End Hosts

10/31/2014 UndeterminedCriminal CurrentC 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

10/30/2014 UndeterminedCriminal Telethon 81 Other Services (except Public Administration)Financial Disruptive Message Manipulation

10/30/2014 UndeterminedCriminal Cape May-Lewes Ferry48 Transportation and WarehousingFinancial Exploitive Exploitation of Sensors

10/29/2014 UndeterminedCriminal Executive Office of the President92 Public AdministrationPolitical-EspionageExploitive Exploitation of Network Infrastructure

10/29/2014 UndeterminedCriminal Backcountry Gear 44 Retail TradeFinancial Exploitive Exploitation of Sensors

10/28/2014 UndeterminedCriminal Popular Science 51 InformationUndeterminedExploitive Exploitation of End Hosts

10/28/2014 UndeterminedCriminal City of Phoenix, Arizona92 Public AdministrationUndeterminedDisruptive External Denial of Service,Internal Denial of Service

10/27/2014 Z Company Hacking CrewHacktivist Bharatiya Janata Party81 Other Services (except Public Administration)Protest Disruptive Message Manipulation

10/27/2014 UndeterminedCriminal Fidelity National Financial52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

10/27/2014 @security_511Hobbyist giftstore.co.il 44 Retail TradeFinancial Exploitive Exploitation of Application Server

10/26/2014 AnonymousHacktivist State of Israel Mail92 Public AdministrationProtest Disruptive External Denial of Service

10/26/2014 AnonymousHacktivist Israeli Ministry of Industry and Trade92 Public AdministrationProtest Disruptive External Denial of Service

10/26/2014 AnonymousHacktivist Israeli Securities Authority92 Public AdministrationProtest Disruptive External Denial of Service

10/26/2014 AnonymousHacktivist Israeli Ministry of Foreign Affairs92 Public AdministrationProtest Disruptive External Denial of Service

10/26/2014 AnonymousHacktivist Office of the Israeli Prime Minister92 Public AdministrationProtest Disruptive External Denial of Service

10/26/2014 AnonymousHacktivist Israel Defense Forces92 Public AdministrationProtest Disruptive External Denial of Service

10/24/2014 CyberBerkutHacktivist Billboards in Kyiv 51 InformationProtest Disruptive Message Manipulation

10/24/2014 UndeterminedCriminal The Sinclair Group54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

10/24/2014 Islamic StateHacktivist Warsaw Stock Exchange52 Finance and InsuranceUndeterminedExploitive Exploitation of Application Server

10/24/2014 UndeterminedCriminal Breyer Horses 99 UndeterminedFinancial Exploitive Exploitation of Application Server

10/23/2014 Monte Melkonian Cyber Army (MMCA)Hacktivist Embassy of Azerbaijan in Poland92 Public AdministrationProtest Disruptive Message Manipulation

10/23/2014 Monte Melkonian Cyber Army (MMCA)Hacktivist Embassy of Azerbaijan in Belgium92 Public AdministrationProtest Disruptive Message Manipulation

10/23/2014 Monte Melkonian Cyber Army (MMCA)Hacktivist Azerbaijan Bank Training Center52 Finance and InsuranceProtest Disruptive Message Manipulation

10/23/2014 Monte Melkonian Cyber Army (MMCA)Hacktivist Azerbaijan Association of Judges of Specialized Courts81 Other Services (except Public Administration)Protest Disruptive Message Manipulation

10/23/2014 UndeterminedCriminal Sourcebooks 51 InformationFinancial Exploitive Exploitation of Application Server

10/21/2014 UndeterminedCriminal Pandora TV Co. Ltd.51 InformationUndeterminedExploitive Exploitation of Application Server

10/21/2014 UndeterminedCriminal Staples 44 Retail TradeFinancial Exploitive Exploitation of Sensors

10/20/2014 Arab Warriors TeamHacktivist Punjab Police 92 Public AdministrationProtest Exploitive Exploitation of Application Server

10/20/2014 UndeterminedCriminal National Domestic Workers Alliance81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of Application Server

10/20/2014 UndeterminedCriminal Apple iCloud 51 InformationPolitical-EspionageExploitive Exploitation of Data in Transit

10/19/2014 Virkid Hacktivist Ludhiana Rural Police92 Public AdministrationUndeterminedDisruptive Message Manipulation

10/19/2014 Bl@Ck Dr@GoNHacktivist Pakistan People's Party81 Other Services (except Public Administration)Protest Disruptive Message Manipulation

10/18/2014 Serbian HackersHacktivist RTSH 51 InformationUndeterminedDisruptive Message Manipulation

10/17/2014 UndeterminedCriminal Cyberswim.com 99 UndeterminedFinancial Exploitive Exploitation of Application Server

10/16/2014 Kami HaxorHacktivist Beacon House 61 Educational ServicesUndeterminedExploitive Exploitation of Application Server

10/15/2014 IAMLUPO UndeterminedSri Lankan Consumer Affairs Authority92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

10/15/2014 Team DannyHacktivist thesnappening.org81 Other Services (except Public Administration)UndeterminedDisruptive Message Manipulation

10/15/2014 UndeterminedCriminal UC Davis Health System62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of Application Server

10/14/2014 UndeterminedCriminal British Columbia Wildfire Management Branch92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

10/13/2014 UndeterminedCriminal Mohammed Moosa Abd-Ali Ali81 Other Services (except Public Administration)Political-EspionageExploitive Exploitation of End Hosts

10/13/2014 UndeterminedCriminal Jaafar al-Hasabi 81 Other Services (except Public Administration)Political-EspionageExploitive Exploitation of End Hosts

10/13/2014 AnonymousHacktivist Changxing County Administration92 Public AdministrationProtest Exploitive Exploitation of Application Server

10/13/2014 UndeterminedCriminal Professional Commons81 Other Services (except Public Administration)Political-EspionageExploitive Exploitation of End Hosts

10/13/2014 UndeterminedCriminal People Power 81 Other Services (except Public Administration)Political-EspionageExploitive Exploitation of End Hosts

10/13/2014 UndeterminedCriminal Democratic Party Hong Kong81 Other Services (except Public Administration)Political-EspionageExploitive Exploitation of End Hosts

10/13/2014 UndeterminedCriminal Oregon Employment Department92 Public AdministrationFinancial Exploitive Exploitation of Application Server

10/13/2014 AnonymousHacktivist Ningbo Free Trade Zone92 Public AdministrationProtest Exploitive Exploitation of Application Server

10/13/2014 UndeterminedCriminal Alliance for True Democracy81 Other Services (except Public Administration)Political-EspionageExploitive Exploitation of End Hosts

10/13/2014 UndeterminedCriminal Dr. Saeed Shehabi81 Other Services (except Public Administration)Political-EspionageExploitive Exploitation of End Hosts

10/13/2014 UndeterminedCriminal Snapsaved.com 54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server



10/12/2014 UndeterminedCriminal Keke Palmer 81 Other Services (except Public Administration)Personal AttackExploitive Exploitation of End Hosts

10/12/2014 Kai-H4xOrRHacktivist SAMAA TV 51 InformationProtest Disruptive Message Manipulation

10/11/2014 Alicenorin Undeterminedunguband.com 71 Arts, Entertainment, and RecreationUndeterminedExploitive Exploitation of Application Server

10/10/2014 HaX0r Beast PrayerHobbyist http://www.jietjodhpur.com61 Educational ServicesUndeterminedExploitive Exploitation of Application Server

10/10/2014 UndeterminedCriminal Hewlett Packard 54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of End Hosts

10/10/2014 UndeterminedCriminal Kmart 44 Retail TradeFinancial Exploitive Exploitation of Application Server

10/9/2014 The Mallu SoldiersHacktivist Pakistan Electric Power Company22 Utilities UndeterminedDisruptive Message Manipulation

10/9/2014 UndeterminedCriminal Daisy Lowe 81 Other Services (except Public Administration)Personal AttackExploitive Exploitation of Application Server

10/9/2014 The Mallu SoldiersHacktivist National University of Modern Languages, Lahore61 Educational ServicesUndeterminedDisruptive Message Manipulation

10/9/2014 UndeterminedCriminal Bharatiya Janata Party81 Other Services (except Public Administration)UndeterminedDisruptive Message Manipulation

10/9/2014 UndeterminedCriminal Matt Smith 81 Other Services (except Public Administration)Personal AttackExploitive Exploitation of Application Server

10/9/2014 UndeterminedCriminal North Dakota State College of Science61 Educational ServicesUndeterminedExploitive Exploitation of Application Server,Exploitation of End Hosts

10/9/2014 UndeterminedCriminal University College London61 Educational ServicesUndeterminedExploitive Exploitation of Application Server

10/9/2014 Zukr@in Hacktivist Pakistan Railways48 Transportation and WarehousingUndeterminedDisruptive Message Manipulation

10/8/2014 UndeterminedCriminal Mohanlal Viswanathan Nair81 Other Services (except Public Administration)UndeterminedDisruptive Message Manipulation

10/8/2014 Kai-H4xOrR; Shell HaxorHacktivist Pakistan People's Party81 Other Services (except Public Administration)UndeterminedDisruptive Message Manipulation

10/7/2014 Moroccan Islamic Union-MailHacktivist Massachusetts Maritime Academy92 Public AdministrationUndeterminedDisruptive Message Manipulation

10/7/2014 UndeterminedCriminal ABC News 24 51 InformationFinancial Disruptive Data Attack

10/6/2014 UndeterminedCriminal Nina Dobrev 81 Other Services (except Public Administration)Personal AttackExploitive Exploitation of Application Server

10/6/2014 UndeterminedCriminal Erin Heatherton 81 Other Services (except Public Administration)Personal AttackExploitive Exploitation of Application Server

10/6/2014 UndeterminedCriminal Anna Lynne McCord81 Other Services (except Public Administration)Personal AttackExploitive Exploitation of Application Server

10/6/2014 UndeterminedCriminal Nick Hogan 81 Other Services (except Public Administration)Personal AttackExploitive Exploitation of Application Server

10/6/2014 UndeterminedCriminal Winona Ryder 81 Other Services (except Public Administration)Personal AttackExploitive Exploitation of Application Server

10/5/2014 MaDLeeTsHacktivist Google Indonesia 51 InformationUndeterminedDisruptive Message Manipulation

10/3/2014 UndeterminedCriminal Provo City School District61 Educational ServicesUndeterminedExploitive Exploitation of Application Server

10/2/2014 Syrian Electronic ArmyHacktivist UNICEF 81 Other Services (except Public Administration)UndeterminedDisruptive Message Manipulation

10/2/2014 ManiAc NaiemUndetermined5-cont.com 56 Administrative and Support and Waste Management and Remediation ServicesUndeterminedExploitive Exploitation of Application Server

10/2/2014 UndeterminedCriminal Flinn Scientific 99 UndeterminedFinancial Exploitive Exploitation of Application Server

10/2/2014 UndeterminedCriminal Supervalu 44 Retail TradeFinancial Exploitive Exploitation of Sensors

10/1/2014 UndeterminedCriminal Bank of Islam 52 Finance and InsuranceFinancial Exploitive Exploitation of Sensors

10/1/2014 UndeterminedCriminal Al Rajhi Bank 52 Finance and InsuranceFinancial Exploitive Exploitation of Sensors

10/1/2014 UndeterminedCriminal Affin Bank 52 Finance and InsuranceFinancial Exploitive Exploitation of Sensors

10/1/2014 UndeterminedCriminal Multiple Sclerosis Society81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of Application Server

10/1/2014 UndeterminedCriminal United Overseas Bank52 Finance and InsuranceFinancial Exploitive Exploitation of Sensors

10/1/2014 Nathan Leroux; Sanadodeh Nesheiwat; David Pokora; Austin Alcala;Criminal Zombie Studios 51 InformationFinancial Exploitive Exploitation of Application Server

10/1/2014 Nathan Leroux; Sanadodeh Nesheiwat; David Pokora; Austin Alcala;Criminal Epic Games 51 InformationFinancial Exploitive Exploitation of Application Server

10/1/2014 Nathan Leroux; Sanadodeh Nesheiwat; David Pokora; Austin Alcala;Criminal Valve 51 InformationFinancial Exploitive Exploitation of Application Server

10/1/2014 Nathan Leroux; Sanadodeh Nesheiwat; David Pokora; Austin Alcala;Criminal Microsoft 51 InformationFinancial Exploitive Exploitation of Application Server

10/1/2014 Nathan Leroux; Sanadodeh Nesheiwat; David Pokora; Austin Alcala;Criminal US Army 92 Public AdministrationFinancial Exploitive Exploitation of Application Server

9/30/2014 UndeterminedCriminal Japan Airlines 48 Transportation and WarehousingFinancial Exploitive Exploitation of Application Server

9/29/2014 UndeterminedCriminal Ello 51 InformationUndeterminedDisruptive External Denial of Service

9/29/2014 UndeterminedCriminal The Brightside Group52 Finance and InsuranceUndeterminedExploitive Exploitation of Application Server

9/27/2014 UndeterminedCriminal Bay Area Bioscience Association81 Other Services (except Public Administration)Financial Exploitive Exploitation of End Hosts

9/25/2014 UndeterminedCriminal Steve-O 81 Other Services (except Public Administration)UndeterminedDisruptive Message Manipulation

9/24/2014 UndeterminedCriminal Airports Authority of India92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

9/23/2014 UndeterminedCriminal jQuery.com 81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of End Hosts

9/23/2014 UndeterminedCriminal Viator 72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Application Server

9/23/2014 UndeterminedCriminal Grady High School61 Educational ServicesUndeterminedExploitive Exploitation of End Hosts

9/23/2014 The Lizard SquadUndeterminedActivision Blizzard 51 InformationUndeterminedDisruptive External Denial of Service

9/23/2014 UndeterminedCriminal iThemes 51 InformationUndeterminedExploitive Exploitation of Application Server

9/20/2014 @h1v3teamUndeterminedmariavision.com 81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of Application Server

9/19/2014 Anonymous (Romania)Hacktivist General Inspectorate of Romanian Police92 Public AdministrationProtest Disruptive Message Manipulation

9/19/2014 The KnownsHacktivist K Box 71 Arts, Entertainment, and RecreationProtest Exploitive Exploitation of Application Server

9/18/2014 UndeterminedCriminal Jerusalem Post 51 InformationFinancial Exploitive Exploitation of Application Server,Exploitation of End Hosts

9/18/2014 UndeterminedCriminal The Times of Israel51 InformationFinancial Exploitive Exploitation of Application Server,Exploitation of End Hosts



9/17/2014 UndeterminedCriminal C&K Systems 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Sensors

9/17/2014 AnonymousHacktivist Galilee Development Authority92 Public AdministrationProtest Disruptive Message Manipulation

9/17/2014 Smitt3nz AKA RubberUndeterminedhealer.co.uk 54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server

9/17/2014 UndeterminedCriminal RT 51 InformationUndeterminedDisruptive External Denial of Service

9/17/2014 UndeterminedCriminal Unnamed oil and gas company21 Mining, Quarrying, and Oil and Gas ExtractionUndeterminedExploitive Exploitation of End Hosts

9/15/2014 UndeterminedCriminal Politica Estadao 51 InformationUndeterminedExploitive Exploitation of Application Server,Exploitation of Network Infrastructure

9/15/2014 Ashiyane Digital Security TeamHacktivist City of Clarkston, GA92 Public AdministrationUndeterminedDisruptive Message Manipulation

9/15/2014 UndeterminedCriminal Freenode 51 InformationUndeterminedExploitive Exploitation of Application Server

9/14/2014 UndeterminedCriminal Jimmy John's 72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Sensors

9/13/2014 Ali El Top Hobbyist Vodafone Egypt 51 InformationUndeterminedDisruptive Message Manipulation

9/12/2014 UndeterminedCriminal George Mason University61 Educational ServicesUndeterminedExploitive Exploitation of Application Server

9/12/2014 UndeterminedCriminal Steam 51 InformationFinancial Exploitive Exploitation of End Hosts

9/11/2014 UndeterminedCriminal Central Utah Clinic62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of Application Server

9/10/2014 UndeterminedCriminal We End Violence 81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of Application Server

9/9/2014 UndeterminedCriminal EA Firemonkeys 51 InformationFinancial Exploitive Exploitation of Application Server

9/9/2014 UndeterminedCriminal Yandy.com 44 Retail TradeFinancial Exploitive Exploitation of Application Server

9/9/2014 Jeffrey Criminal Satoshi Nakamoto51 InformationFinancial Exploitive Exploitation of Application Server

9/8/2014 AnonGhostHacktivist Israeli Ministry of Education92 Public AdministrationUndeterminedDisruptive Message Manipulation

9/8/2014 UndeterminedCriminal Jerusalem Center for Public Affairs81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of Application Server,Exploitation of End Hosts

9/8/2014 Smitt3nz AKA RubberUndeterminedcomicbookdb.com51 InformationUndeterminedExploitive Exploitation of Application Server

9/8/2014 SdambashaUndeterminedSeverne Shop 44 Retail TradeUndeterminedExploitive Exploitation of Application Server

9/6/2014 Anonymous (Pakistan)Hacktivist Pakistan Ministry of Interior92 Public AdministrationUndeterminedDisruptive Message Manipulation

9/6/2014 UndeterminedCriminal California State University61 Educational ServicesUndeterminedExploitive Exploitation of Application Server

9/5/2014 UndeterminedCriminal Healthcare.gov 92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

9/5/2014 UndeterminedCriminal Sea Pines Resort 72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Sensors

9/5/2014 Pak Cyber EaglezHacktivist Azad Kashmir Government Portal92 Public AdministrationProtest Mixed Exploitation of Application Server,Message Manipulation

9/4/2014 ASOR Hack TeamHacktivist Various Government Websites92 Public AdministrationProtest Exploitive Exploitation of Application Server

9/4/2014 UndeterminedCriminal Sheplers 44 Retail TradeFinancial Exploitive Exploitation of Sensors

9/4/2014 UndeterminedCriminal Score 31 ManufacturingFinancial Exploitive Exploitation of Application Server

9/3/2014 UndeterminedCriminal Bartell Hotels 72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Sensors

9/2/2014 UndeterminedCriminal Undisclosed industrial software company51 InformationUndeterminedExploitive Exploitation of Application Server,Exploitation of End Hosts

9/2/2014 UndeterminedCriminal The Home Depot 44 Retail TradeFinancial Exploitive Exploitation of Sensors

9/1/2014 RawShark Hacktivist Justice Minister Judith Collins92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

9/1/2014 UndeterminedCriminal Pakistan Official Portal92 Public AdministrationProtest Disruptive Message Manipulation

8/31/2014 UndeterminedCriminal Kirsten Dunst 81 Other Services (except Public Administration)Personal AttackExploitive Exploitation of Application Server

8/31/2014 UndeterminedCriminal Lea Michele 81 Other Services (except Public Administration)Personal AttackExploitive Exploitation of Application Server

8/31/2014 UndeterminedCriminal McKayla Maroney 81 Other Services (except Public Administration)Personal AttackExploitive Exploitation of Application Server

8/31/2014 UndeterminedCriminal Victoria Justice 81 Other Services (except Public Administration)Personal AttackExploitive Exploitation of Application Server

8/31/2014 UndeterminedCriminal Ariana Grande 81 Other Services (except Public Administration)Personal AttackExploitive Exploitation of Application Server

8/31/2014 UndeterminedCriminal Kate Upton 81 Other Services (except Public Administration)Personal AttackExploitive Exploitation of Application Server

8/31/2014 UndeterminedCriminal Jennifer Lawrence81 Other Services (except Public Administration)Personal AttackExploitive Exploitation of Application Server

8/30/2014 Dr.SHA6H Hacktivist Israeli Embassy for Uzbekistan92 Public AdministrationProtest Disruptive Message Manipulation

8/30/2014 AnonymousHacktivist Parkistan Army 92 Public AdministrationUndeterminedDisruptive External Denial of Service

8/30/2014 AnonymousHacktivist Government of Punjab92 Public AdministrationUndeterminedDisruptive External Denial of Service

8/30/2014 AnonymousHacktivist Pakistan Meteorological Department92 Public AdministrationUndeterminedDisruptive External Denial of Service

8/30/2014 AnonymousHacktivist Employees Old-Age Benefits Institution92 Public AdministrationUndeterminedDisruptive External Denial of Service

8/29/2014 UndeterminedCriminal MangaGamer 99 UndeterminedUndeterminedExploitive Exploitation of Application Server

8/29/2014 UndeterminedCriminal ClamCase 42 Wholesale TradeFinancial Exploitive Exploitation of Application Server

8/28/2014 Essaji Hacktivist City of Binghamton, NY92 Public AdministrationProtest Disruptive Message Manipulation

8/28/2014 MaeSTro-GhoLHacktivist City of Dubois, PA92 Public AdministrationProtest Disruptive Message Manipulation

8/28/2014 UndeterminedCriminal Dairy Queen 72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Sensors

8/28/2014 UndeterminedCriminal Summit County Fair71 Arts, Entertainment, and RecreationFinancial Exploitive Exploitation of Application Server

8/28/2014 Sahoo Hobbyist Stanford University61 Educational ServicesUndeterminedDisruptive Message Manipulation

8/28/2014 Eg-R1z Hacktivist hackforums.net 51 InformationUndeterminedDisruptive Message Manipulation

8/27/2014 UndeterminedCriminal JPMorgan 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server



8/26/2014 UndeterminedCriminal Geekface 51 InformationUndeterminedExploitive Exploitation of Application Server

8/25/2014 UndeterminedCriminal Grinding Gear Games51 InformationUndeterminedDisruptive External Denial of Service

8/25/2014 UndeterminedCriminal Battle.net 51 InformationUndeterminedDisruptive External Denial of Service

8/25/2014 UndeterminedCriminal Xbox Live 51 InformationUndeterminedDisruptive External Denial of Service

8/25/2014 AnonymousHacktivist Office of the Israeli Prime Minister92 Public AdministrationProtest Disruptive External Denial of Service

8/25/2014 AnonymousHacktivist Bank of Israel 52 Finance and InsuranceProtest Disruptive External Denial of Service

8/25/2014 AnonymousHacktivist Website of the Israeli Prime Minister92 Public AdministrationProtest Disruptive External Denial of Service

8/25/2014 AnonymousHacktivist Israel Defense Forces92 Public AdministrationProtest Disruptive External Denial of Service

8/25/2014 AnonymousHacktivist Bank of Israel 52 Finance and InsuranceProtest Disruptive External Denial of Service

8/25/2014 Nigerian Cyber HuntersUndeterminedBangladesh Airport Armed Police92 Public AdministrationUndeterminedDisruptive Message Manipulation

8/25/2014 Islamic StateHacktivist Sony PlayStation Network51 InformationUndeterminedDisruptive External Denial of Service

8/24/2014 Monte Melkonian Cyber Army (MMCA)Hacktivist Various Government Websites92 Public AdministrationProtest Disruptive Message Manipulation

8/24/2014 Monte Melkonian Cyber Army (MMCA)Hacktivist Various Government Websites92 Public AdministrationUndeterminedDisruptive Message Manipulation,External Denial of Service

8/23/2014 UndeterminedCriminal Otto Pizza 72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Sensors

8/22/2014 UndeterminedCriminal Frankie Grande 81 Other Services (except Public Administration)UndeterminedDisruptive Message Manipulation

8/22/2014 UndeterminedCriminal Cumberland Valley School District61 Educational ServicesUndeterminedExploitive Exploitation of Application Server

8/21/2014 Muhammad BilalhasHacktivist Lal Krishna Advani website81 Other Services (except Public Administration)Protest Disruptive Message Manipulation

8/21/2014 UndeterminedCriminal University of Louisiana at Monroe61 Educational ServicesUndeterminedExploitive Exploitation of Application Server

8/21/2014 UndeterminedCriminal MeetMe 51 InformationUndeterminedExploitive Exploitation of Application Server

8/20/2014 UndeterminedCriminal Malaysia Airlines 48 Transportation and WarehousingUndeterminedExploitive Exploitation of End Hosts

8/20/2014 UndeterminedCriminal Malaysian National Security Council92 Public AdministrationUndeterminedExploitive Exploitation of End Hosts

8/20/2014 UndeterminedCriminal Malaysian Department of Civil Aviation92 Public AdministrationUndeterminedExploitive Exploitation of End Hosts

8/20/2014 UndeterminedCriminal UPS 99 UndeterminedFinancial Exploitive Exploitation of Sensors

8/19/2014 SaLeM Hacktivist Delaware Treasury Division92 Public AdministrationProtest Disruptive Message Manipulation

8/19/2014 UndeterminedCriminal Mizado Cocina 72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Sensors

8/19/2014 UndeterminedCriminal Community Health Systems62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

8/19/2014 UndeterminedCriminal Children's Mercy Hospital62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of Application Server

8/18/2014 UndeterminedCriminal Julie Bishop 92 Public AdministrationPolitical-EspionageExploitive Exploitation of End Hosts

8/18/2014 UndeterminedCriminal Nuclear Regulatory Commission92 Public AdministrationPolitical-EspionageExploitive Exploitation of Application Server,Exploitation of End Hosts

8/18/2014 UndeterminedCriminal Sir Ian Botham 81 Other Services (except Public Administration)UndeterminedDisruptive Message Manipulation

8/17/2014 Rajol HazinHacktivist Ohio State Government92 Public AdministrationUndeterminedDisruptive Message Manipulation

8/17/2014 BundesnachrichtendienstNation-StateHillary Clinton 92 Public AdministrationUndeterminedExploitive Exploitation of End Hosts

8/15/2014 UndeterminedCriminal Supervalu 44 Retail TradeFinancial Exploitive Exploitation of Sensors

8/15/2014 Mr.Rocky; Mr.SlymanHacktivist Alikhbaria 51 InformationUndeterminedMixed Exploitation of Application Server,Message Manipulation

8/14/2014 CyberBerkutHacktivist Various Government Websites92 Public AdministrationProtest Disruptive Message Manipulation

8/14/2014 UndeterminedCriminal St. Louis County Police92 Public AdministrationProtest Disruptive External Denial of Service

8/14/2014 UndeterminedCriminal TheNaturalOnline.com44 Retail TradeFinancial Exploitive Exploitation of Application Server

8/14/2014 Shaltai BoltaiUndeterminedDmitry Medvedev Twitter account92 Public AdministrationUndeterminedMixed Message Manipulation,Exploitation of End Hosts

8/13/2014 AnonymousHacktivist Ferguson Police 92 Public AdministrationProtest Exploitive Exploitation of Application Server

8/13/2014 UndeterminedCriminal Onsite Health Diagnostics62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of Application Server

8/12/2014 UndeterminedCriminal Association of Corporate Travel Executives81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of Application Server

8/12/2014 Smitt3nz AKA RubberUndeterminedeyeofdubai.ae 51 InformationUndeterminedExploitive Exploitation of Application Server

8/11/2014 UndeterminedCriminal City To Bay Fun Run81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of Application Server

8/10/2014 UndeterminedCriminal OmegaNet 51 InformationFinancial Exploitive Exploitation of Application Server

8/9/2014 CyberBerkutHacktivist Dnipropetrovsk Department of Law Enforcement92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

8/8/2014 UndeterminedCriminal Office of the Prime Minister of Ukraine92 Public AdministrationPolitical-EspionageExploitive Exploitation of Application Server,Exploitation of End Hosts

8/8/2014 UndeterminedCriminal Chicago Yacht Club81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of Application Server

8/8/2014 PhineasFisherHacktivist Gamma Group 51 InformationUndeterminedExploitive Exploitation of End Hosts

8/7/2014 Paw SecurityHacktivist Various Government Websites92 Public AdministrationProtest Disruptive External Denial of Service

8/7/2014 Smitt3nz AKA RubberUndeterminedbaltimorejewishlife.com51 InformationUndeterminedExploitive Exploitation of Application Server

8/7/2014 CoMoDo Hacktivist Plexor 31 ManufacturingProtest Disruptive Message Manipulation

8/6/2014 UndeterminedCriminal USIS 56 Administrative and Support and Waste Management and Remediation ServicesPolitical-EspionageExploitive Exploitation of Application Server

8/6/2014 Islamic Cyber ResistanceHacktivist zerem.co.il 56 Administrative and Support and Waste Management and Remediation ServicesProtest Exploitive Exploitation of Application Server

8/5/2014 UndeterminedCriminal wirelessemporium.com44 Retail TradeFinancial Exploitive Exploitation of Application Server

8/5/2014 UndeterminedCriminal Vibram 44 Retail TradeFinancial Exploitive Exploitation of Application Server



8/2/2014 AnonymousHacktivist Mossad 92 Public AdministrationProtest Disruptive External Denial of Service

8/1/2014 UndeterminedCriminal MyCause 81 Other Services (except Public Administration)Financial Exploitive Exploitation of Application Server

8/1/2014 Smitt3nz AKA RubberUndeterminedaeromorning.com 51 InformationUndeterminedExploitive Exploitation of Application Server

8/1/2014 Smitt3nz AKA RubberUndeterminedavitron.fr 44 Retail TradeUndeterminedExploitive Exploitation of Application Server

7/31/2014 AnonGhostHacktivist Website of the Connecticut Governor92 Public AdministrationProtest Disruptive Message Manipulation

7/31/2014 AnonGhostHacktivist Connecticut State Government website92 Public AdministrationProtest Disruptive Message Manipulation

7/31/2014 UndeterminedCriminal Undisclosed number of Delaware restaurants72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Sensors

7/31/2014 UndeterminedCriminal University of West Florida61 Educational ServicesUndeterminedExploitive Exploitation of Application Server

7/30/2014 UndeterminedCriminal Cirrus Communications51 InformationUndeterminedDisruptive External Denial of Service

7/29/2014 UndeterminedCriminal National Research Council92 Public AdministrationPolitical-EspionageExploitive Exploitation of Application Server

7/25/2014 UndeterminedCriminal Department of Agriculture92 Public AdministrationFinancial Disruptive Message Manipulation

7/24/2014 UndeterminedCriminal European Central Bank52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

7/23/2014 Turk GuvengligiHacktivist United Nations Economic and Social Commission for Western Asia92 Public AdministrationProtest Disruptive Message Manipulation

7/23/2014 Turk GuvengligiHacktivist United Nations Integrated Civil Society Organizations System92 Public AdministrationProtest Disruptive Message Manipulation

7/23/2014 W0rm Criminal The Wall Street Journal51 InformationFinancial Exploitive Exploitation of Application Server

7/23/2014 UndeterminedCriminal Metro newspaper 51 InformationFinancial Exploitive Exploitation of Application Server

7/22/2014 W0rm Criminal Vice 92 Public AdministrationFinancial Exploitive Exploitation of Application Server

7/21/2014 AnonymousHacktivist Kenyan Defence Forces92 Public AdministrationProtest Disruptive Message Manipulation

7/21/2014 Kim Jong-CracksUndeterminedBigBoss repository54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server

7/19/2014 Pernicious DevelopersHobbyist Indexeus.org 54 Professional, Scientific, and Technical ServicesUndeterminedDisruptive Message Manipulation

7/18/2014 UndeterminedCriminal Dennis East International44 Retail TradeFinancial Exploitive Exploitation of Application Server

7/17/2014 Al-Qassam BrigadesHacktivist Israeli Channel 1051 InformationProtest Disruptive Message Manipulation

7/17/2014 UndeterminedCriminal Dominion Resources22 Utilities Financial Exploitive Exploitation of Application Server

7/16/2014 UndeterminedCriminal AECOM 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

7/15/2014 AnonGhostHacktivist Haaretz 51 InformationProtest Disruptive Message Manipulation

7/14/2014 UndeterminedCriminal Goodwill Industries99 UndeterminedFinancial Exploitive Exploitation of Sensors

7/14/2014 W0rm Criminal CNET 51 InformationFinancial Exploitive Exploitation of Application Server

7/14/2014 People's Liberation Army Strategic Support Force (PLA Unit 61398)Nation-StateIsraeli Defense Contractors92 Public AdministrationPolitical-EspionageExploitive Exploitation of Application Server

7/13/2014 Su Bin Nation-StateBoeing 31 ManufacturingIndustrial-EspionageExploitive Exploitation of Application Server

7/13/2014 Su Bin Nation-StateLockheed Martin 31 ManufacturingIndustrial-EspionageExploitive Exploitation of Application Server

7/11/2014 UndeterminedCriminal PharmaNet 92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

7/10/2014 UndeterminedCriminal The Houstonian Hotel72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Sensors

7/10/2014 UndeterminedCriminal Penn State College of Medicine61 Educational ServicesFinancial Exploitive Exploitation of End Hosts

7/10/2014 UndeterminedCriminal Froco Fresh Frozen42 Wholesale TradeUndeterminedDisruptive Message Manipulation

7/9/2014 Anonymous (Norway)Hacktivist Danske Bank 52 Finance and InsuranceProtest Disruptive External Denial of Service

7/9/2014 Anonymous (Norway)Hacktivist Nordea 52 Finance and InsuranceProtest Disruptive External Denial of Service

7/9/2014 Anonymous (Norway)Hacktivist Gjensidige 52 Finance and InsuranceProtest Disruptive External Denial of Service

7/9/2014 Anonymous (Norway)Hacktivist Storebrand 52 Finance and InsuranceProtest Disruptive External Denial of Service

7/9/2014 Anonymous (Norway)Hacktivist Sparebank 1 52 Finance and InsuranceProtest Disruptive External Denial of Service

7/9/2014 Anonymous (Norway)Hacktivist DNB 52 Finance and InsuranceProtest Disruptive External Denial of Service

7/9/2014 UndeterminedCriminal Office of Personnel Management92 Public AdministrationPolitical-EspionageExploitive Exploitation of Application Server

7/9/2014 UndeterminedCriminal National Informatics Center92 Public AdministrationUndeterminedExploitive Exploitation of Data in Transit

7/9/2014 Anonymous (Norway)Hacktivist Telenor 51 InformationProtest Disruptive External Denial of Service

7/6/2014 UndeterminedCriminal Ministry of Communications and Information Technology92 Public AdministrationUndeterminedDisruptive Message Manipulation

7/4/2014 Syrian Electronic ArmyHacktivist Israel Defense Forces92 Public AdministrationUndeterminedDisruptive Message Manipulation

7/4/2014 UndeterminedCriminal Gateway Savings and Loans Limited52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

7/3/2014 UndeterminedCriminal DailyMotion 51 InformationUndeterminedExploitive Exploitation of Application Server,Exploitation of End Hosts

7/3/2014 UndeterminedCriminal Total Bank 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

7/2/2014 UndeterminedCriminal Finnish Foreign Ministry92 Public AdministrationPolitical-EspionageExploitive Exploitation of End Hosts

7/1/2014 UndeterminedCriminal Houston Astros 71 Arts, Entertainment, and RecreationUndeterminedExploitive Exploitation of Application Server

6/30/2014 Sum Guy Hobbyist Tails OS 81 Other Services (except Public Administration)UndeterminedDisruptive Message Manipulation

6/30/2014 UndeterminedCriminal Butler University 61 Educational ServicesFinancial Exploitive Exploitation of Application Server

6/30/2014 Green Dragon CrewHacktivist Privatbank 52 Finance and InsuranceProtest Disruptive External Denial of Service

6/28/2014 Anti-Armenia TeamHacktivist Armenian President Website92 Public AdministrationProtest Disruptive Message Manipulation

6/26/2014 UndeterminedCriminal University of California Washington Center61 Educational ServicesUndeterminedExploitive Exploitation of Application Server



6/25/2014 Team Pak Cyber ExpertsHacktivist Directorate General Public Relations, Government of the Punjab92 Public AdministrationProtest Disruptive Message Manipulation

6/25/2014 VirtuaL DARKWAR2Hacktivist Official Portal for Manila, Philippines92 Public AdministrationProtest Disruptive Message Manipulation

6/25/2014 UndeterminedCriminal Cryptome 81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of Application Server

6/25/2014 UndeterminedCriminal Splash Car Wash 81 Other Services (except Public Administration)Financial Exploitive Exploitation of Sensors

6/24/2014 UndeterminedCriminal Montana Department of Public Health92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

6/24/2014 UndeterminedCriminal Undisclosed video game company51 InformationUndeterminedDisruptive External Denial of Service

6/23/2014 UndeterminedCriminal popvote.hk 81 Other Services (except Public Administration)UndeterminedDisruptive External Denial of Service

6/23/2014 UndeterminedCriminal askmen.com 51 InformationUndeterminedExploitive Exploitation of Application Server

6/22/2014 Syrian Electronic ArmyHacktivist Reuters 55 Management of Companies and EnterprisesProtest Disruptive Message Manipulation

6/22/2014 Pakistan Haxors CrewHacktivist PTV Sports 51 InformationProtest Disruptive Message Manipulation

6/22/2014 UndeterminedCriminal British Gas 22 Utilities Financial Disruptive Message Manipulation

6/21/2014 Swan Hacktivist Governor of Arizona92 Public AdministrationUndeterminedDisruptive Message Manipulation

6/21/2014 Pakistan Haxors CrewHacktivist Pakistan Electric Power Company22 Utilities Protest Disruptive Message Manipulation

6/20/2014 UndeterminedCriminal Ministry of Natural Resource and Environment92 Public AdministrationUndeterminedExploitive Exploitation of End Hosts

6/20/2014 UndeterminedCriminal Metropolitan Companies, Inc.56 Administrative and Support and Waste Management and Remediation ServicesFinancial Exploitive Exploitation of Application Server

6/18/2014 UndeterminedCriminal Government Secure Intranet92 Public AdministrationPolitical-EspionageExploitive Exploitation of Application Server

6/18/2014 UndeterminedCriminal Code Spaces 51 InformationFinancial Disruptive External Denial of Service,Data Attack

6/18/2014 UndeterminedCriminal Move, Inc. 53 Real Estate and Rental and LeasingUndeterminedDisruptive External Denial of Service

6/18/2014 UndeterminedCriminal ancestry.com 44 Retail TradeUndeterminedDisruptive External Denial of Service

6/17/2014 AnonymousHacktivist Centrais El tricas do Norte do Brasil22 Utilities Protest Exploitive Exploitation of Application Server

6/17/2014 AnonymousHacktivist Regional Electoral Court of the Amazon92 Public AdministrationProtest Exploitive Exploitation of Application Server

6/17/2014 AnonymousHacktivist Cemig Telecom 51 InformationProtest Exploitive Exploitation of Application Server

6/17/2014 Anonymous (Brazil)Hacktivist Globo TV Brasil 71 Arts, Entertainment, and RecreationProtest Exploitive Exploitation of Application Server

6/17/2014 AnonymousHacktivist Federal Police of Brazil71 Arts, Entertainment, and RecreationProtest Exploitive Exploitation of Application Server

6/16/2014 UndeterminedCriminal Evernote 51 InformationUndeterminedExploitive Exploitation of Application Server

6/16/2014 UndeterminedCriminal AT&T 51 InformationFinancial Exploitive Exploitation of Application Server

6/15/2014 UndeterminedCriminal INVALSI 61 Educational ServicesUndeterminedExploitive Exploitation of End Hosts

6/14/2014 UndeterminedCriminal P. F. Chang's 72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Sensors

6/13/2014 Rex MundiCriminal Domino's Pizza 72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Application Server

6/13/2014 UndeterminedCriminal Synology NAS Boxes51 InformationFinancial Exploitive Exploitation of Application Server

6/12/2014 UndeterminedCriminal Craftsman Book 42 Wholesale TradeFinancial Exploitive Exploitation of Application Server

6/11/2014 Anonymous (Denmark)UndeterminedDenmark's Socialist Party81 Other Services (except Public Administration)Protest Exploitive Exploitation of Application Server

6/11/2014 The BLuE Hobbyist Sky News Egypt 51 InformationUndeterminedDisruptive Message Manipulation

6/11/2014 UndeterminedCriminal Feedly 51 InformationFinancial Disruptive External Denial of Service

6/10/2014 UndeterminedCriminal Undisclosed online gambling website71 Arts, Entertainment, and RecreationUndeterminedDisruptive External Denial of Service

6/10/2014 UndeterminedCriminal Deezer 71 Arts, Entertainment, and RecreationUndeterminedDisruptive External Denial of Service

6/10/2014 UndeterminedCriminal Twitter 51 InformationUndeterminedExploitive Exploitation of End Hosts

6/10/2014 UndeterminedCriminal Evernote 51 InformationUndeterminedDisruptive External Denial of Service

6/10/2014 UndeterminedCriminal Placemark Investments52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

6/9/2014 AnonymousHacktivist New York Board of Elections92 Public AdministrationProtest Disruptive Message Manipulation

6/8/2014 UndeterminedCriminal Rowan Companies21 Mining, Quarrying, and Oil and Gas ExtractionFinancial Exploitive Exploitation of Application Server

6/6/2014 UndeterminedCriminal US Army 92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

6/6/2014 UndeterminedCriminal ESET 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

6/5/2014 UndeterminedCriminal SingPass 92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

6/5/2014 UndeterminedCriminal Autonation 44 Retail TradeFinancial Exploitive Exploitation of Application Server

6/4/2014 Hmei7 Hobbyist Certification ESET Spain54 Professional, Scientific, and Technical ServicesUndeterminedDisruptive Message Manipulation

6/4/2014 Hmei7 Hobbyist ESET Security Forum54 Professional, Scientific, and Technical ServicesUndeterminedDisruptive Message Manipulation

6/4/2014 Hmei7 Hobbyist ESET's Spain domain54 Professional, Scientific, and Technical ServicesUndeterminedDisruptive Message Manipulation

6/4/2014 Hmei7 Hobbyist ESET 54 Professional, Scientific, and Technical ServicesUndeterminedDisruptive Message Manipulation

6/2/2014 UndeterminedCriminal Linkin Park 71 Arts, Entertainment, and RecreationUndeterminedDisruptive Message Manipulation

6/2/2014 UndeterminedCriminal Arkansas State University61 Educational ServicesFinancial Exploitive Exploitation of Application Server

6/2/2014 UndeterminedCriminal Power Equipment Direct44 Retail TradeFinancial Exploitive Exploitation of Application Server

6/2/2014 UndeterminedCriminal Monsanto 11 Agriculture, Forestry, Fishing and HuntingUndeterminedExploitive Exploitation of Application Server

5/30/2014 RedHack Hacktivist Ankara Chamber of Industry81 Other Services (except Public Administration)Protest Disruptive Message Manipulation

5/30/2014 UndeterminedCriminal Brazilian Ministry of External Relations92 Public AdministrationUndeterminedExploitive Exploitation of Application Server,Exploitation of End Hosts



5/29/2014 H4$N4!N H4XORHacktivist ARY News 51 InformationProtest Disruptive Message Manipulation

5/29/2014 UndeterminedCriminal Office 44 Retail TradeFinancial Exploitive Exploitation of Application Server

5/27/2014 H4$N4!N H4XORHacktivist Taj Mahal Website92 Public AdministrationProtest Disruptive Message Manipulation

5/27/2014 UndeterminedCriminal Avast 54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server

5/27/2014 UndeterminedCriminal Spotify 51 InformationUndeterminedExploitive Exploitation of Application Server

5/26/2014 Swan Hacktivist Arizona Department of Homeland Security92 Public AdministrationUndeterminedDisruptive Message Manipulation

5/26/2014 UndeterminedCriminal New Zealand National Institute of Water and Atmospheric Research92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

5/22/2014 CyberBerkutHacktivist Ukrainian Election Commission92 Public AdministrationSabotage Mixed Exploitation of Application Server,Message Manipulation,External Denial of Service,Data Attack

5/21/2014 UndeterminedCriminal American Institutes for Research81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of Application Server

5/21/2014 UndeterminedCriminal eBay 44 Retail TradeUndeterminedExploitive Exploitation of Application Server

5/20/2014 UndeterminedCriminal Plenty of Fish 81 Other Services (except Public Administration)Financial Disruptive External Denial of Service

5/19/2014 UndeterminedCriminal Typepad 51 InformationUndeterminedDisruptive External Denial of Service

5/17/2014 UndeterminedCriminal Moz 51 InformationFinancial Disruptive External Denial of Service

5/17/2014 UndeterminedCriminal Rescator 51 InformationProtest Disruptive Message Manipulation

5/16/2014 Anti Mortadin!@Hacktivist Rawalpindi Police 92 Public AdministrationUndeterminedDisruptive Message Manipulation

5/16/2014 UndeterminedCriminal University of Nebraska Omaha61 Educational ServicesUndeterminedExploitive Exploitation of Application Server

5/16/2014 UndeterminedCriminal Doge Vault 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

5/16/2014 UndeterminedCriminal Paytime Inc. 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

5/16/2014 UndeterminedCriminal Road sign in San Francisco48 Transportation and WarehousingUndeterminedDisruptive Message Manipulation

5/15/2014 UndeterminedCriminal University of California Irvine61 Educational ServicesUndeterminedExploitive Exploitation of End Hosts

5/14/2014 RedHack Hacktivist Soma Municipality92 Public AdministrationProtest Disruptive Message Manipulation

5/14/2014 UndeterminedCriminal antiwar.com 81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of Application Server

5/13/2014 UndeterminedCriminal Gingerbread Shed Corporation71 Arts, Entertainment, and RecreationFinancial Exploitive Exploitation of Application Server

5/12/2014 UndeterminedCriminal Belgian Foreign Ministry92 Public AdministrationPolitical-EspionageExploitive Exploitation of Application Server

5/12/2014 UndeterminedCriminal Gary Barlow 81 Other Services (except Public Administration)UndeterminedDisruptive Message Manipulation

5/11/2014 rOOX Hacktivist Indian Ministry of Railways48 Transportation and WarehousingUndeterminedDisruptive Message Manipulation

5/11/2014 H4$N4!N H4XORHacktivist Tata Motors 31 ManufacturingUndeterminedDisruptive Message Manipulation

5/9/2014 UndeterminedCriminal WooThemes 51 InformationFinancial Exploitive Exploitation of Application Server

5/9/2014 UndeterminedCriminal Point DNS 54 Professional, Scientific, and Technical ServicesUndeterminedDisruptive External Denial of Service

5/8/2014 UndeterminedCriminal Moshtix 71 Arts, Entertainment, and RecreationFinancial Exploitive Exploitation of Application Server

5/7/2014 UndeterminedCriminal Ground(ctrl) 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

5/7/2014 UndeterminedCriminal Orange 51 InformationUndeterminedExploitive Exploitation of Application Server

5/7/2014 Syrian Electronic ArmyHacktivist The Wall Street Journal51 InformationPersonal AttackDisruptive Message Manipulation

5/5/2014 UndeterminedCriminal Affinity Gaming 71 Arts, Entertainment, and RecreationFinancial Exploitive Exploitation of Sensors

5/3/2014 Kai-H4xOrRHacktivist Bharat Sanchar Nigam Limited (BSNL)51 InformationUndeterminedDisruptive Message Manipulation

5/2/2014 AnonymousHacktivist British National Party81 Other Services (except Public Administration)UndeterminedDisruptive Message Manipulation

5/2/2014 UndeterminedCriminal University of North Carolina Wilmington61 Educational ServicesUndeterminedExploitive Exploitation of Application Server

5/2/2014 Jose BautistaCriminal Dr. Micharl M. Krop Senior High School61 Educational ServicesUndeterminedDisruptive Data Attack

4/30/2014 The GreaT TeamHobbyist Kali 81 Other Services (except Public Administration)UndeterminedDisruptive Message Manipulation

4/30/2014 UndeterminedCriminal UltraDNS 54 Professional, Scientific, and Technical ServicesUndeterminedDisruptive External Denial of Service

4/30/2014 UndeterminedCriminal 4chan 51 InformationUndeterminedExploitive Exploitation of Application Server

4/30/2014 UndeterminedCriminal Eircom 51 InformationUndeterminedExploitive Exploitation of Application Server

4/29/2014 Syrian Electronic ArmyHacktivist RSA 81 Other Services (except Public Administration)UndeterminedDisruptive Message Manipulation

4/29/2014 UndeterminedCriminal DeKalb Health 62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

4/28/2014 Libyan Cyber ArmyHacktivist Egyptian Ministry of Information92 Public AdministrationUndeterminedDisruptive Message Manipulation

4/28/2014 AnonymousHacktivist Boston Children's Hospital62 Health Care and Social AssistanceProtest Disruptive External Denial of Service

4/28/2014 UndeterminedCriminal AOL Mail 51 InformationFinancial Exploitive Exploitation of Application Server

4/25/2014 Bl@Ck Dr@GoN; Haxor T0du; Spider64Hacktivist Pakistan Government Establishment Division92 Public AdministrationUndeterminedDisruptive Message Manipulation

4/25/2014 Bl@Ck Dr@GoN; Haxor T0du; Spider64Hacktivist Pakistan Manpower Institute92 Public AdministrationUndeterminedDisruptive Message Manipulation

4/25/2014 Bl@Ck Dr@GoN; Haxor T0du; Spider64Hacktivist Ministry of Defense of Pakistan92 Public AdministrationUndeterminedDisruptive Message Manipulation

4/25/2014 Bl@Ck Dr@GoN; Haxor T0du; Spider64Hacktivist Pakistan Ministry of Railways92 Public AdministrationUndeterminedDisruptive Message Manipulation

4/25/2014 Bl@Ck Dr@GoN; Haxor T0du; Spider64Hacktivist Cabinet Ministry of Pakistan92 Public AdministrationUndeterminedDisruptive Message Manipulation

4/25/2014 Bl@Ck Dr@GoN; Haxor T0du; Spider64Hacktivist Pakistan National Portal92 Public AdministrationUndeterminedDisruptive Message Manipulation

4/25/2014 Rex MundiCriminal AlfaNet 51 InformationFinancial Exploitive Exploitation of Application Server

4/22/2014 UndeterminedCriminal Iowa State University61 Educational ServicesFinancial Exploitive Exploitation of Application Server



4/21/2014 NullCrew Hacktivist International Civil Aviation Organization81 Other Services (except Public Administration)Protest Exploitive Exploitation of Application Server

4/21/2014 NullCrew Hacktivist University of Virginia61 Educational ServicesProtest Exploitive Exploitation of Application Server

4/20/2014 H4x0r10ux m1ndHacktivist Bangalore City Police92 Public AdministrationProtest Disruptive Message Manipulation

4/19/2014 Muhammad BilalHacktivist Bihar Bharatiya Janata Party81 Other Services (except Public Administration)UndeterminedDisruptive Message Manipulation

4/18/2014 UndeterminedCriminal Jon "Bones" Jones81 Other Services (except Public Administration)UndeterminedDisruptive Message Manipulation

4/18/2014 RedHack Hacktivist Aktif Bank 52 Finance and InsuranceUndeterminedMixed Exploitation of Application Server,External Denial of Service

4/17/2014 UndeterminedCriminal University of Pittsburgh Medical Center62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

4/15/2014 UndeterminedCriminal German Aerospace Centre92 Public AdministrationPolitical-EspionageExploitive Exploitation of Application Server

4/15/2014 UndeterminedCriminal Veterans of Foreign Wars81 Other Services (except Public Administration)Political-EspionageExploitive Exploitation of Application Server

4/15/2014 Kami HaxorHacktivist marigold.in 99 UndeterminedUndeterminedExploitive Exploitation of Application Server

4/15/2014 SE2mhZVVY7HF4VEV0cOHUndeterminedtutorialized.com 51 InformationUndeterminedExploitive Exploitation of Application Server

4/15/2014 UndeterminedCriminal LaCie 99 UndeterminedFinancial Exploitive Exploitation of Application Server

4/14/2014 UndeterminedCriminal Canada Revenue Agency92 Public AdministrationFinancial Exploitive Exploitation of Application Server

4/14/2014 UndeterminedCriminal Harley Medical Group62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

4/14/2014 UndeterminedCriminal knowledgeicon.com61 Educational ServicesUndeterminedExploitive Exploitation of Application Server

4/13/2014 Buddhax Hacktivist Anonymous 81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of End Hosts

4/12/2014 r3dm0v3 Undetermined40dni.sk 81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of Application Server

4/11/2014 UndeterminedCriminal Carlson Rezidor Hotel Group72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Application Server

4/11/2014 UndeterminedCriminal Lubbock Cardiology Clinic62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of Application Server

4/11/2014 UndeterminedCriminal mumsnet 51 InformationUndeterminedExploitive Exploitation of Application Server

4/10/2014 Moroccan Islamic Union-MailHacktivist Ministry of Health 92 Public AdministrationProtest Disruptive Message Manipulation

4/9/2014 UndeterminedCriminal Deltek 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

4/8/2014 Godzilla Hacktivist Tehreek e Taliban Pakistan81 Other Services (except Public Administration)UndeterminedDisruptive External Denial of Service

4/8/2014 UndeterminedCriminal Midwest Orthopaedics62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of Application Server

4/8/2014 UndeterminedCriminal St. Aldhelm's Academy61 Educational ServicesFinancial Exploitive Exploitation of Application Server

4/7/2014 UndeterminedCriminal Department of Culture, Media and Sport92 Public AdministrationProtest Disruptive Message Manipulation

4/6/2014 Zer0Pwn Hacktivist realestate.sy 51 InformationUndeterminedExploitive Exploitation of Application Server

4/6/2014 Zer0Pwn Hacktivist job.sy 51 InformationUndeterminedExploitive Exploitation of Application Server

4/6/2014 NullCrew Hacktivist Klas Telecom 51 InformationUndeterminedExploitive Exploitation of Application Server

4/5/2014 UndeterminedCriminal Rural King 44 Retail TradeFinancial Exploitive Exploitation of Application Server

4/4/2014 UndeterminedCriminal Kansas Interactive Testing Engine61 Educational ServicesUndeterminedDisruptive External Denial of Service

4/4/2014 MrNervousCriminal Flight Centre Travel Group72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Application Server

4/3/2014 NullCrew; TheHorseMenLulzHacktivist Al Arabiya 51 InformationUndeterminedExploitive Exploitation of Application Server

4/2/2014 UndeterminedCriminal JSTOR 51 InformationUndeterminedExploitive Exploitation of Application Server

4/2/2014 ProbablyOnionUndeterminedBigMoneyJobs.com56 Administrative and Support and Waste Management and Remediation ServicesUndeterminedExploitive Exploitation of Application Server

4/1/2014 UndeterminedCriminal Boxee.tv 51 InformationUndeterminedExploitive Exploitation of Application Server

4/1/2014 Mark Nsd Criminal Mad Mimi 54 Professional, Scientific, and Technical ServicesFinancial Disruptive External Denial of Service

3/31/2014 AnonymousHacktivist Albuquerque Police Department92 Public AdministrationProtest Disruptive External Denial of Service

3/31/2014 YMH Hobbyist Armed Forces Training Authority92 Public AdministrationUndeterminedDisruptive Message Manipulation

3/30/2014 H4$N4!N H4XORHacktivist Pakistani Consulate in Jeddah92 Public AdministrationProtest Disruptive Message Manipulation

3/30/2014 AnonGhostHacktivist Ministry of Agriculture and Rural Development92 Public AdministrationProtest Disruptive Message Manipulation

3/30/2014 Shmook Amer; Dr.HjdHacktivist Ministry of Interior 92 Public AdministrationProtest Disruptive Message Manipulation

3/29/2014 Anonymous (Ecuador)Hacktivist Rafael Correa Twitter account92 Public AdministrationUndeterminedDisruptive Message Manipulation

3/28/2014 RedHack Hacktivist Telecommunications Directorate92 Public AdministrationProtest Disruptive External Denial of Service

3/28/2014 UndeterminedCriminal University of Wisconsin Parkside61 Educational ServicesUndeterminedExploitive Exploitation of Application Server

3/28/2014 UndeterminedCriminal Cerberus 51 InformationUndeterminedExploitive Exploitation of Application Server

3/28/2014 UndeterminedCriminal Spec's 44 Retail TradeFinancial Exploitive Exploitation of Application Server,Exploitation of Sensors

3/27/2014 UndeterminedCriminal Sorenson Communications51 InformationFinancial Exploitive Exploitation of Application Server

3/26/2014 UndeterminedCriminal El Agave Restaurant72 Accommodation and Food ServicesFinancial Exploitive Exploitation of Sensors

3/26/2014 UndeterminedCriminal Shelburne Country Store44 Retail TradeFinancial Exploitive Exploitation of Application Server

3/26/2014 UndeterminedCriminal Createthe Group 54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server

3/26/2014 SEO Criminal Naver 54 Professional, Scientific, and Technical ServicesFinancial Exploitive Exploitation of Application Server

3/24/2014 UndeterminedCriminal Basecamp 54 Professional, Scientific, and Technical ServicesFinancial Disruptive External Denial of Service

3/22/2014 UndeterminedCriminal California Department of Motor Vehicles92 Public AdministrationFinancial Exploitive Exploitation of Application Server

3/22/2014 HAMAS Terrorist Israel Defense 51 InformationUndeterminedDisruptive Message Manipulation



3/21/2014 UndeterminedCriminal Auburn University 61 Educational ServicesUndeterminedExploitive Exploitation of Application Server

3/21/2014 UndeterminedCriminal GitHub 51 InformationUndeterminedDisruptive External Denial of Service

3/21/2014 UndeterminedCriminal Hootsuite 54 Professional, Scientific, and Technical ServicesFinancial Disruptive External Denial of Service

3/21/2014 UndeterminedCriminal Rosenthal Wine Shop44 Retail TradeFinancial Exploitive Exploitation of Sensors

3/20/2014 UndeterminedCriminal University of Maryland, College Park61 Educational ServicesUndeterminedExploitive Exploitation of End Hosts

3/19/2014 UndeterminedCriminal CoinEX.pw 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

3/19/2014 UndeterminedCriminal EA 51 InformationUndeterminedMixed Exploitation of Application Server,Message Manipulation

3/18/2014 Team Cyber CriminalsHobbyist Chevrolet 31 ManufacturingUndeterminedDisruptive Message Manipulation

3/18/2014 Team Cyber CriminalsHobbyist Toyota (Guatemala)31 ManufacturingUndeterminedDisruptive Message Manipulation

3/18/2014 UndeterminedCriminal Julie Bishop 92 Public AdministrationFinancial Disruptive Message Manipulation

3/18/2014 UndeterminedCriminal Service Coordination Inc.81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of Application Server

3/18/2014 Team Cyber CriminalsHobbyist Renault 31 ManufacturingUndeterminedDisruptive Message Manipulation

3/17/2014 Russian Cyber CommandHacktivist Russian Industrial Investment Fund92 Public AdministrationProtest Exploitive Exploitation of End Hosts

3/17/2014 Syrian Electronic ArmyHacktivist Syrian National Coalition81 Other Services (except Public Administration)UndeterminedDisruptive Message Manipulation

3/17/2014 UndeterminedCriminal Valley View Hospital62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Hosts

3/17/2014 UndeterminedCriminal Citroen 31 ManufacturingUndeterminedExploitive Exploitation of Application Server

3/8/2014 Two StudentsHobbyist College in Shanghai's Songjiang District61 Educational ServicesUndeterminedDisruptive Data Attack

3/6/2014 @RucyborgHacktivist Embassy of India in Russia92 Public AdministrationProtest Exploitive Exploitation of Application Server

3/6/2014 UndeterminedCriminal JCM Partners 53 Real Estate and Rental and LeasingFinancial Exploitive Exploitation of Application Server

3/5/2014 @security_511Hobbyist Church of Cyprus 81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of Application Server

3/5/2014 @security_511Hobbyist Lutheran Church of Australia81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of Application Server

3/5/2014 UndeterminedCriminal Assisted Living Concepts62 Health Care and Social AssistanceFinancial Exploitive Exploitation of Application Server

2/28/2014 UndeterminedCriminal qha.com.ua 81 Other Services (except Public Administration)UndeterminedDisruptive External Denial of Service

2/28/2014 UndeterminedCriminal banderivets.org.ua81 Other Services (except Public Administration)UndeterminedDisruptive External Denial of Service

2/28/2014 UndeterminedCriminal helpmaidan.org.ua81 Other Services (except Public Administration)UndeterminedDisruptive External Denial of Service

2/28/2014 UndeterminedCriminal maidanhelp.com.ua81 Other Services (except Public Administration)UndeterminedDisruptive External Denial of Service

2/28/2014 UndeterminedCriminal maidansupport.com81 Other Services (except Public Administration)UndeterminedDisruptive External Denial of Service

2/28/2014 UndeterminedCriminal Verkhovna Rada 92 Public AdministrationUndeterminedDisruptive External Denial of Service

2/28/2014 UndeterminedCriminal Kaiser Permanente62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of Application Server

2/28/2014 UndeterminedCriminal Sears 44 Retail TradeFinancial Exploitive Exploitation of Sensors

2/27/2014 UndeterminedCriminal Bulk Reef Supply 44 Retail TradeFinancial Exploitive Exploitation of Application Server

2/27/2014 UndeterminedCriminal Alaska Communications51 InformationFinancial Exploitive Exploitation of End Hosts

2/26/2014 AnonymousHacktivist Various Government Websites92 Public AdministrationProtest Disruptive Message Manipulation

2/25/2014 Gantengers CrewHobbyist Earth Hour Philippines81 Other Services (except Public Administration)UndeterminedDisruptive Message Manipulation

2/25/2014 Gantengers CrewHobbyist World Wildlife Fund81 Other Services (except Public Administration)UndeterminedDisruptive Message Manipulation

2/25/2014 MormorothHacktivist Network Information Center of Paraguay54 Professional, Scientific, and Technical ServicesUndeterminedDisruptive Message Manipulation

2/24/2014 UndeterminedCriminal Griminal 81 Other Services (except Public Administration)UndeterminedDisruptive Message Manipulation

2/23/2014 Eugene BelfordHacktivist International Council of E-Commerce Consultants61 Educational ServicesUndeterminedDisruptive Message Manipulation

2/21/2014 @security_511Hobbyist Church of Scotland81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of Application Server

2/21/2014 DeleteSec Hacktivist Spirol International54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server

2/20/2014 DeleteSec Hacktivist United Nations Internet Governance Forum92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

2/20/2014 UndeterminedCriminal Namecheap 51 InformationUndeterminedDisruptive External Denial of Service

2/20/2014 Turkish AjanHacktivist Mercantile Communications Pvt51 InformationUndeterminedExploitive Exploitation of Application Server

2/20/2014 UndeterminedCriminal Energie Steiermark22 Utilities UndeterminedExploitive Exploitation of Application Server

2/19/2014 Zcompany Hacking CrewHacktivist National Portal of India92 Public AdministrationProtest Disruptive Message Manipulation

2/19/2014 Syrian Electronic ArmyHacktivist FC Barcelona 71 Arts, Entertainment, and RecreationProtest Disruptive Message Manipulation

2/19/2014 UndeterminedCriminal Texas State Technical College61 Educational ServicesFinancial Exploitive Exploitation of Application Server

2/19/2014 UndeterminedCriminal University of Maryland, College Park61 Educational ServicesFinancial Exploitive Exploitation of Application Server

2/18/2014 UndeterminedCriminal Wurm Online 51 InformationUndeterminedDisruptive External Denial of Service

2/18/2014 UndeterminedCriminal Snecma 31 ManufacturingUndeterminedExploitive Exploitation of End Hosts

2/18/2014 UndeterminedCriminal Well.ca 44 Retail TradeFinancial Exploitive Exploitation of Application Server

2/17/2014 @th3inf1d3lHacktivist Muslim Directory 51 InformationUndeterminedExploitive Exploitation of Application Server

2/16/2014 UndeterminedCriminal Kickstarter 81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of Application Server

2/15/2014 LulzSec (Peru)Hacktivist United Socialist Party of Venezuela81 Other Services (except Public Administration)Protest Disruptive Message Manipulation

2/14/2014 UndeterminedCriminal Bank of the West 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server



2/14/2014 Syrian Electronic ArmyHacktivist Forbes 51 InformationProtest Mixed Exploitation of Application Server,Message Manipulation

2/13/2014 UndeterminedCriminal UK Ministry of Justice92 Public AdministrationProtest Disruptive External Denial of Service

2/13/2014 Anonymous (Ukraine)Hacktivist Presidential Adviser92 Public AdministrationProtest Exploitive Exploitation of End Hosts

2/13/2014 Anonymous (Ukraine)Hacktivist Ukranian Democratic Alliance for Reform81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of Application Server

2/13/2014 DeleteSec Hacktivist ReadingRockets.org81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of Application Server

2/13/2014 nairb Hacktivist National-Socialist Party of Canada81 Other Services (except Public Administration)Protest Exploitive Exploitation of Application Server

2/13/2014 UndeterminedCriminal Silk Road 81 Other Services (except Public Administration)Financial Exploitive Exploitation of Application Server

2/12/2014 AnonymousHacktivist UK Government Communications Headquarters92 Public AdministrationProtest Disruptive External Denial of Service

2/12/2014 RedHack Hacktivist US Embassy in Turkey92 Public AdministrationProtest Exploitive Exploitation of Application Server

2/12/2014 UndeterminedCriminal Bitstamp 52 Finance and InsuranceUndeterminedDisruptive External Denial of Service

2/12/2014 DeleteSec Hacktivist AVS TV 51 InformationUndeterminedExploitive Exploitation of Application Server

2/11/2014 UndeterminedCriminal Mt. Gox 52 Finance and InsuranceUndeterminedDisruptive External Denial of Service

2/11/2014 Anonymous (Syria)Hacktivist Various Government Websites92 Public AdministrationUndeterminedDisruptive Message Manipulation

2/11/2014 @G3NTbl4ckHacktivist Wide Area and Sensing Conference81 Other Services (except Public Administration)Protest Exploitive Exploitation of Application Server

2/11/2014 UndeterminedCriminal Bitstamp 52 Finance and InsuranceUndeterminedDisruptive External Denial of Service

2/11/2014 UndeterminedCriminal Cloudflare 51 InformationUndeterminedDisruptive External Denial of Service

2/11/2014 Ethical SpectrumHacktivist Supercell Facebook Pages51 InformationUndeterminedMixed Exploitation of Application Server,Message Manipulation

2/10/2014 RedHack Hacktivist Turkish Ministry of Education92 Public AdministrationProtest Exploitive Exploitation of Application Server

2/10/2014 RedHack Hacktivist City of Amasya 92 Public AdministrationProtest Exploitive Exploitation of Application Server

2/10/2014 RedHack Hacktivist Gas Distribution Authority of Sakarya92 Public AdministrationProtest Disruptive Message Manipulation

2/10/2014 UndeterminedCriminal St. Jude Medical 99 UndeterminedIndustrial-EspionageExploitive Exploitation of Application Server

2/10/2014 UndeterminedCriminal Boston Scientific 31 ManufacturingIndustrial-EspionageExploitive Exploitation of Application Server

2/10/2014 TheHorsemenHacktivist Dubai Police 92 Public AdministrationProtest Disruptive Message Manipulation

2/10/2014 RedHack Hacktivist Kars Municipality 92 Public AdministrationProtest Disruptive Message Manipulation

2/10/2014 UndeterminedCriminal Medtronic 31 ManufacturingIndustrial-EspionageExploitive Exploitation of Application Server

2/10/2014 Anti WMD TeamHacktivist Las Vegas Sands Corp72 Accommodation and Food ServicesPolitical-EspionageMixed Exploitation of Application Server,Message Manipulation,Data Attack

2/8/2014 UndeterminedCriminal Official website of the President of Nepal92 Public AdministrationUndeterminedDisruptive Message Manipulation

2/8/2014 Dr.3v1l Hobbyist Official website of the President of Nepal92 Public AdministrationUndeterminedMixed Exploitation of Application Server,Message Manipulation

2/7/2014 Dr.SHA6H Hacktivist PrezidentBank 52 Finance and InsuranceUndeterminedDisruptive Message Manipulation

2/7/2014 AnonymousHacktivist Singapore government employees92 Public AdministrationProtest Exploitive Exploitation of Application Server

2/7/2014 Dr.SHA6H Hacktivist Turkmenbashi Bank52 Finance and InsuranceUndeterminedDisruptive Message Manipulation

2/6/2014 Huawei Nation-StateBharat Sanchar Nigam Limited (BSNL)51 InformationPolitical-EspionageExploitive Exploitation of Network Infrastructure

2/6/2014 Syrian Electronic ArmyHacktivist MarkMonitor 51 InformationUndeterminedDisruptive External Denial of Service

2/5/2014 Syrian Electronic ArmyHacktivist PayPal 51 InformationUndeterminedExploitive Exploitation of End Hosts

2/5/2014 Syrian Electronic ArmyHacktivist eBay 44 Retail TradeProtest Exploitive Exploitation of End Hosts

2/5/2014 UndeterminedCriminal St. Joseph Health System62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of Application Server

2/5/2014 NullCrew Hacktivist Comcast 51 InformationUndeterminedExploitive Exploitation of Application Server

2/4/2014 RedHack Hacktivist Vodafone 51 InformationProtest Exploitive Exploitation of Application Server

2/4/2014 RedHack Hacktivist Turkcell 51 InformationProtest Exploitive Exploitation of Application Server

2/4/2014 Pakistan Haxors CrewHacktivist West Bengal Public Health Engineering Department92 Public AdministrationProtest Disruptive Message Manipulation

2/4/2014 RedHack Hacktivist TTNET 51 InformationProtest Exploitive Exploitation of Application Server

2/3/2014 MaXiMiZerSHacktivist Federal Customs Service92 Public AdministrationProtest Disruptive Message Manipulation

2/3/2014 UndeterminedCriminal Olmsted Medical Center62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of Application Server

2/3/2014 UndeterminedCriminal National Health Service62 Health Care and Social AssistanceUndeterminedExploitive Exploitation of Application Server

2/3/2014 UndeterminedCriminal Orange 51 InformationFinancial Exploitive Exploitation of Application Server

2/2/2014 Pinoy AnonymouzHacktivist Ateneo Integrated Student Information System61 Educational ServicesProtest Disruptive Message Manipulation

2/1/2014 Ukranian Svoboda PartyHacktivist Various Government Websites92 Public AdministrationUndeterminedDisruptive Message Manipulation

2/1/2014 UndeterminedCriminal Carlo Ancelotti 81 Other Services (except Public Administration)UndeterminedDisruptive Message Manipulation

2/1/2014 NullCrew Hacktivist Bell Canada 51 InformationUndeterminedExploitive Exploitation of Application Server

2/1/2014 National Security AgencyNation-StateJean-Jacques Quisquater81 Other Services (except Public Administration)Political-EspionageExploitive Exploitation of End Hosts

1/31/2014 UndeterminedCriminal Dartmouth-Hitchcock62 Health Care and Social AssistanceFinancial Exploitive Exploitation of End Hosts

1/30/2014 Nigerian Cyber ArmyHacktivist Ministry of Police Affairs92 Public AdministrationProtest Disruptive Message Manipulation

1/30/2014 UndeterminedCriminal British Academy of Film and Television Arts81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of Application Server

1/30/2014 UndeterminedCriminal Experian 56 Administrative and Support and Waste Management and Remediation ServicesFinancial Exploitive Exploitation of Application Server

1/30/2014 UndeterminedCriminal State Industrial Products99 UndeterminedFinancial Exploitive Exploitation of Application Server



1/29/2014 UndeterminedCriminal Rovio 51 InformationProtest Disruptive Message Manipulation

1/28/2014 AnonymousHacktivist Sao Paulo State Government92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

1/27/2014 Ashik Iqbal ChyHacktivist Board of Control for Cricket in India71 Arts, Entertainment, and RecreationProtest Disruptive Message Manipulation

1/27/2014 UndeterminedCriminal GitHub 51 InformationUndeterminedDisruptive External Denial of Service

1/27/2014 H4$N4!N H4XORHacktivist Indian Railways 48 Transportation and WarehousingUndeterminedDisruptive Message Manipulation

1/26/2014 UndeterminedCriminal Israeli Defense Ministry92 Public AdministrationPolitical-EspionageExploitive Exploitation of End Hosts

1/25/2014 UndeterminedCriminal US Federal Court System92 Public AdministrationUndeterminedDisruptive External Denial of Service

1/25/2014 UndeterminedCriminal Michael's 44 Retail TradeFinancial Exploitive Exploitation of Sensors

1/24/2014 Syrian Electronic ArmyHacktivist CNN 51 InformationProtest Disruptive Message Manipulation

1/23/2014 Anti-Armenia TeamHacktivist Football Federation of Armenia71 Arts, Entertainment, and RecreationProtest Disruptive Message Manipulation

1/23/2014 Anti-Armenia TeamHacktivist Youth for Achievements81 Other Services (except Public Administration)Protest Disruptive Message Manipulation

1/23/2014 Anti-Armenia TeamHacktivist Artsakh State University61 Educational ServicesProtest Disruptive Message Manipulation

1/23/2014 UndeterminedCriminal Give Me Coins 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

1/23/2014 Anti-Armenia TeamHacktivist Ministry of Education of Armenia92 Public AdministrationProtest Disruptive Message Manipulation

1/22/2014 Islamic Cyber ResistanceHacktivist Perl Blogs 81 Other Services (except Public Administration)Protest Mixed Exploitation of Application Server,Message Manipulation

1/21/2014 UndeterminedCriminal Department of Homeland Securiety92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

1/21/2014 Sultan Haikal; Gantengers CrewHacktivist Ubuntu 51 InformationUndeterminedDisruptive Message Manipulation

1/21/2014 UndeterminedCriminal ThrustVPS 51 InformationUndeterminedDisruptive External Denial of Service

1/21/2014 UndeterminedCriminal Easton-Bell Sports31 ManufacturingFinancial Exploitive Exploitation of Application Server

1/20/2014 AnonymousHacktivist Monsanto 11 Agriculture, Forestry, Fishing and HuntingProtest Mixed Exploitation of Application Server,Message Manipulation

1/19/2014 AnonymousHacktivist Fullerton Police Department92 Public AdministrationProtest Disruptive External Denial of Service

1/17/2014 TeamBerserkHacktivist FBI Fusion Center92 Public AdministrationProtest Exploitive Exploitation of Application Server

1/17/2014 UndeterminedCriminal College of Physicians and Surgeons81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of Application Server

1/16/2014 Syrian Electronic ArmyHacktivist Riyadh Principality magazine website92 Public AdministrationProtest Disruptive Message Manipulation

1/16/2014 Syrian Electronic ArmyHacktivist Rumah Principality92 Public AdministrationProtest Disruptive Message Manipulation

1/16/2014 Syrian Electronic ArmyHacktivist Duruma Principality92 Public AdministrationProtest Disruptive Message Manipulation

1/16/2014 Syrian Electronic ArmyHacktivist Thadiq Principality92 Public AdministrationProtest Disruptive Message Manipulation

1/16/2014 Syrian Electronic ArmyHacktivist Alsulayyl Principality92 Public AdministrationProtest Disruptive Message Manipulation

1/16/2014 Syrian Electronic ArmyHacktivist Alshariq Principality92 Public AdministrationProtest Disruptive Message Manipulation

1/16/2014 Syrian Electronic ArmyHacktivist Alohtah Principality92 Public AdministrationProtest Disruptive Message Manipulation

1/16/2014 Syrian Electronic ArmyHacktivist Alduwadimi Principality92 Public AdministrationProtest Disruptive Message Manipulation

1/16/2014 Syrian Electronic ArmyHacktivist Alquwayiyah Principality92 Public AdministrationProtest Disruptive Message Manipulation

1/16/2014 Syrian Electronic ArmyHacktivist Alghat Principality 92 Public AdministrationProtest Disruptive Message Manipulation

1/16/2014 Syrian Electronic ArmyHacktivist Huraymila Principality92 Public AdministrationProtest Disruptive Message Manipulation

1/16/2014 Syrian Electronic ArmyHacktivist Shaqra Principality92 Public AdministrationProtest Disruptive Message Manipulation

1/16/2014 Syrian Electronic ArmyHacktivist Almuzamiyah Principality92 Public AdministrationProtest Disruptive Message Manipulation

1/16/2014 Syrian Electronic ArmyHacktivist Almajmah Principality92 Public AdministrationProtest Disruptive Message Manipulation

1/16/2014 Syrian Electronic ArmyHacktivist Aldoriyah Principality92 Public AdministrationProtest Disruptive Message Manipulation

1/16/2014 Syrian Electronic ArmyHacktivist Riyadh Principality92 Public AdministrationProtest Disruptive Message Manipulation

1/16/2014 UndeterminedCriminal Edgepark Medical Supplies31 ManufacturingFinancial Exploitive Exploitation of Application Server

1/16/2014 RedHack Hacktivist Central Bank of Turkey52 Finance and InsuranceProtest Disruptive External Denial of Service

1/16/2014 RedHack Hacktivist Turkcell 51 InformationProtest Exploitive Exploitation of End Hosts

1/15/2014 RedHack Hacktivist General Directorate of the EGO92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

1/15/2014 TurkGuvenligiHacktivist Syrian Electronic Army81 Other Services (except Public Administration)UndeterminedDisruptive Message Manipulation

1/15/2014 Hmei7; SultanHaikalHacktivist AVG 51 InformationUndeterminedDisruptive Message Manipulation

1/14/2014 UndeterminedCriminal North East King County Regional Public Safety Communication Agency (NORCOM)56 Administrative and Support and Waste Management and Remediation ServicesUndeterminedExploitive Exploitation of Application Server

1/13/2014 Syrian Electronic ArmyHacktivist Xbox Instagram account51 InformationUndeterminedDisruptive Message Manipulation

1/13/2014 Syrian Electronic ArmyHacktivist Xbox Twitter account51 InformationUndeterminedDisruptive Message Manipulation

1/13/2014 Syrian Electronic ArmyHacktivist Microsoft News 51 InformationProtest Disruptive Message Manipulation

1/13/2014 TeaM MaDLeeTsHacktivist domain.me 54 Professional, Scientific, and Technical ServicesUndeterminedDisruptive Message Manipulation

1/11/2014 RedHack Hacktivist Various Government Websites92 Public AdministrationUndeterminedExploitive Exploitation of Application Server

1/11/2014 AnonymousHacktivist Massachusetts Institute of Technology61 Educational ServicesProtest Disruptive Message Manipulation

1/11/2014 UndeterminedCriminal Neiman Marcus 44 Retail TradeFinancial Exploitive Exploitation of Application Server

1/10/2014 UndeterminedCriminal iiNet 51 InformationUndeterminedExploitive Exploitation of Application Server,Exploitation of Network Infrastructure

1/9/2014 UndeterminedCriminal The Straight Dope51 InformationUndeterminedExploitive Exploitation of Application Server



1/8/2014 AnonymousHacktivist Namibian Government Portal92 Public AdministrationProtest Disruptive External Denial of Service

1/7/2014 ObeySec UndeterminedDirectors Guild of Canada81 Other Services (except Public Administration)UndeterminedExploitive Exploitation of Application Server

1/7/2014 H4x0r HuSsYHobbyist openSUSE 81 Other Services (except Public Administration)UndeterminedDisruptive Message Manipulation

1/6/2014 UndeterminedCriminal PassthePopcorn.me81 Other Services (except Public Administration)UndeterminedDisruptive External Denial of Service

1/6/2014 UndeterminedCriminal Broadcasthe.net 81 Other Services (except Public Administration)UndeterminedDisruptive External Denial of Service

1/6/2014 UndeterminedCriminal What.cd 81 Other Services (except Public Administration)UndeterminedDisruptive External Denial of Service

1/6/2014 Mr.Xhat Hobbyist Tajikistan Domain Registrar54 Professional, Scientific, and Technical ServicesUndeterminedDisruptive Message Manipulation

1/6/2014 HitlerSec UndeterminedMMMOOO 51 InformationUndeterminedExploitive Exploitation of Application Server

1/6/2014 UndeterminedCriminal World of Warcraft 51 InformationFinancial Exploitive Exploitation of End Hosts

1/6/2014 UndeterminedCriminal Alipay 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

1/6/2014 UndeterminedCriminal Staysure 52 Finance and InsuranceFinancial Exploitive Exploitation of Application Server

1/6/2014 UndeterminedCriminal Monju Nuclear Power Plant22 Utilities UndeterminedExploitive Exploitation of Application Server

1/3/2014 DERP TrollingUndeterminedClub Penguin 51 InformationUndeterminedDisruptive External Denial of Service

1/3/2014 DERP TrollingUndeterminedDota 2 51 InformationUndeterminedDisruptive External Denial of Service

1/3/2014 DERP TrollingUndeterminedWorld of Tanks 51 InformationUndeterminedDisruptive External Denial of Service

1/3/2014 DERP TrollingUndeterminedEA.com 51 InformationUndeterminedDisruptive External Denial of Service

1/3/2014 DERP TrollingUndeterminedLeage of Legends 51 InformationUndeterminedDisruptive External Denial of Service

1/3/2014 DERP TrollingUndeterminedBattle.net 51 InformationUndeterminedDisruptive External Denial of Service

1/3/2014 DERP TrollingUndeterminedOrigin 51 InformationUndeterminedDisruptive External Denial of Service

1/3/2014 Evil Shadow TeamHobbyist Malaysian Ministry of Education92 Public AdministrationUndeterminedDisruptive Message Manipulation

1/3/2014 UndeterminedCriminal Steam 51 InformationUndeterminedDisruptive External Denial of Service

1/3/2014 Pakiz Cyber SquadUndeterminedFinancial Services Online52 Finance and InsuranceUndeterminedExploitive Exploitation of Application Server

1/2/2014 UndeterminedCriminal Snapchat 51 InformationUndeterminedExploitive Exploitation of Application Server

1/1/2014 UndeterminedCriminal Record Assist LLC54 Professional, Scientific, and Technical ServicesUndeterminedExploitive Exploitation of Application Server

1/1/2014 Syrian Electronic ArmyHacktivist Skype's Social Media54 Professional, Scientific, and Technical ServicesProtest Disruptive Message Manipulation

1/1/2014 UndeterminedCriminal Barry University 61 Educational ServicesUndeterminedExploitive Exploitation of End Hosts



Raw "Cyber Events Database" built and shared by the Center for International and Security Studies at Maryland University.

scraping data from cybersecurity-related websites worldwide (e.g., cyber blogs and news sites recommended by practitioners, journalists, and academic researchers) from 2014-2023.

description source_urlcountry actor_country

SK USA (Smoothie King) files a notice of data breach after discovering that an unauthorized party was able to access confidential information that had been entrusted to the company.https://www.jdsupra.com/legalnews/smoothie-king-files-notice-of-data-7669542/United States of AmericaUndetermined

The Alpha Team ransomware gang claims responsibility for a cyber attack to Avangate.https://www-redhotcyber-com.translate.goog/post/alpha-team-rivendica-un-attacco-informatico-allitaliana-avangate-14-000-codici-di-attivazione-antivirus-in-mano-alla-cybergang/?_x_tr_sl=auto&_x_tr_tl=en&_x_tr_hl=en-US&_x_tr_pto=wappItaly Undetermined

Dallas County experiences a cybersecurity incident that affected parts of its network. The PLAY ransomware gang claims responsibility for the attack.https://therecord.media/dallas-county-play-ransomware-incidentUnited States of AmericaUndetermined

Activists from the DumpForums group and the Ukrainian Cyber Alliance say they defaced a website of the government-run National Payment Card System (NSPK) and reportedly gained access to the internal systems of the consumer payment network Mir ("world" in Russian), a homegrown alternative to brands like Visa and Mastercard, is operated by the NSPK.https://therecord.media/russia-mir-payment-system-attack-pro-ukraine-groupRussian FederationUkraine

A threat actor encrypts the servers of the local municipal service provider SÃ¼dwestfalen IT. To prevent the malware from spreading, the company restricts access to its infrastructure for over 70 municipalities, primarily in the western German state of North Rhine-Westphalia.https://therecord.media/massive-cyberattack-hinders-services-in-germanyGermany Undetermined

The email addresses of about 632,000 employees from the Justice and Defense departments were accessed in the massive MOVEit hack affecting the Office of Personnel Management.https://www.forbes.com/sites/tylerroush/2023/10/30/russian-hackers-breached-632000-doj-and-pentagon-email-addresses-in-massive-moveit-cyberattack-report-says/United States of AmericaUndetermined

The email addresses of about 632,000 employees from the Justice and Defense departments were accessed in the massive MOVEit hack affecting the Office of Personnel Management.https://www.forbes.com/sites/tylerroush/2023/10/30/russian-hackers-breached-632000-doj-and-pentagon-email-addresses-in-massive-moveit-cyberattack-report-says/United States of AmericaUndetermined

The Russian group UserSec claims responsibility for taking down the Manchester Airport website.https://www.manchestereveningnews.co.uk/news/greater-manchester-news/breaking-manchester-airport-website-down-28011797United Kingdom of Great Britain and Northern IrelandRussian Federation

The Russian group UserSec claims responsibility for taking down the Gatwick Airport website.https://thecyberexpress.com/gatwick-airport-cyberattack-second-uk-target/United Kingdom of Great Britain and Northern IrelandRussian Federation

Milford Management Corporation files a notice of data breach after discovering that an unauthorized party was able to gain access to the company's computer system.https://www.jdsupra.com/legalnews/milford-management-corp-notifies-an-7406045/United States of AmericaUndetermined

Ace Hardware confirms that a cyberattack is preventing local stores and customers from placing orders as the company works to restore 196 servers.https://www.bleepingcomputer.com/news/security/ace-hardware-says-1-202-devices-were-hit-during-cyberattack/United States of AmericaUndetermined

The QuerÃ©taro Intercontinental Airport confirms reports that it had been attacked. The LockBit ransomware gang claims responsibility for the attack.https://therecord.media/queretaro-international-airport-mexico-cyberattackMexico Undetermined

The Toronto Public Library (TPL) warns that many of its online services are offline after suffering a Black Basta ransomware attack over the weekend.https://www.bleepingcomputer.com/news/security/toronto-public-library-services-down-following-weekend-cyberattack/Canada Undetermined

The British Library faces a major outage that impacts the website and many of its services following a cyber attack.https://securityaffairs.com/153309/hacking/british-library-cyber-attack.htmlUnited Kingdom of Great Britain and Northern IrelandUndetermined

Boeing says to be assessing a claim made by the Lockbit ransomware gang that it had "a tremendous amount" of sensitive data stolen from the aerospace giant that it would dump online.https://www.reuters.com/business/aerospace-defense/boeing-assessing-lockbit-hacking-gang-threat-sensitive-data-leak-2023-10-27/United States of AmericaUndetermined

Stanford University investigates a cybersecurity incident within its Department of Public Safety after the Akira ransomware gang claims it attacked the school.https://therecord.media/stanford-investigating-cyberattack-after-ransomwareUnited States of AmericaUndetermined

The group of cyber activists known as the Ukrainian IT Army claims to have taken down three Russian internet providers, Miranda-media, Krimtelekom, and MirTelekom, operating in the occupied territories. https://therecord.media/ukranian-hackers-disrupt-internet-providers-crimeaRussian FederationUkraine

Spotify is down and the pro-Russia group Anonymous Sudan claims responsibility for the attack.https://cybernews.com/news/spotify-is-down/Sweden Sudan

Five Guys discloses a security breach where hackers gained access to the email accounts of two employees.https://www.cybersecuritydive.com/news/five-guys-hack-employees-emails/698185/United States of AmericaUndetermined

ITW Food Equipment Group files a notice of data breach after learning that an unauthorized party was able to access the company's computer system.https://www.jdsupra.com/legalnews/itw-food-equipment-group-announces-data-8518481/United States of AmericaUndetermined

SBM Management Services files a notice of data breach after learning that an unauthorized party may have been able to access and acquire information from the company's computer network.https://www.jdsupra.com/legalnews/sbm-management-services-files-notice-of-8140805/United States of AmericaUndetermined

Drug Free Workplaces USA files a notice of data breach after discovering that an unauthorized party may have gained access to two employee email accounts. https://www.jdsupra.com/legalnews/drug-free-workplaces-usa-notifies-over-5207251/United States of AmericaUndetermined

Western Washington Medical Group (WWMG) files a notice of data breach after discovering that an unauthorized party was able to access information that had been entrusted to the company.https://www.jdsupra.com/legalnews/western-washington-medical-group-files-7378513/United States of AmericaUndetermined

The ALPHV AKA BlackCat ransomware gang claims responsibility for breaching LBA Hospitalityhttps://cybernews.com/news/mgm-ransom-alphv-marriott-hilton-hotels-lba-hospitality/United States of AmericaRussian Federation

The Michael Garron Hospital is hit with an Akira ransomware attack.https://www.databreaches.net/michael-garron-hospital-confirms-some-employee-and-clinician-data-stolen-in-cyberattack-akira-claims-it-stole-882000-files/Canada Undetermined

Chile's Grupo GTD warns that a cyberattack has impacted its Infrastructure as a Service (IaaS) platform, disrupting online services. The attack is attributed to the Rorschach ransomware gang.https://www.bleepingcomputer.com/news/security/chilean-telecom-giant-gtd-hit-by-the-rorschach-ransomware-gang/Chile Undetermined

Bangladeshi hacktivists from Mysterious Team take down the websites of four italian airports (Puglia, Calabria, Valle D'Aosta, and Napoli)https://cyberwarzone.com/bangladeshi-hackers-paralyze-italian-airports-the-rise-of-mysterious-team-and-its-geopolitical-implications/Italy Undetermined

Kearny Bank joins the list of the victims of the massive MOVEit attack.https://cybernews.com/news/kearny-bank-moveit-data-breach/United States of AmericaUndetermined

A threat actor going by the name 'Sheriff' on the darkweb puts on sale 1.2 million records allegedly stolen from Airbnb, including sensitive details such as names, email addresses, countries of residence, cities, and more.https://thecyberexpress.com/airbnb-data-breach-millions-records-on-sale/United States of AmericaUndetermined

South Austin Health Imaging dba Longhorn Imaging Center files a notice of data breach after discovering that confidential information in the company's possession was subject to unauthorized access. https://www.jdsupra.com/legalnews/longhorn-imaging-center-files-notice-of-9223329/United States of AmericaUndetermined

Fredericksburg Foot & Ankle Center reports a data breach that has affected up to 14,912 individuals.https://www.hipaajournal.com/data-breaches-peerstar-la-red-health-center-fredericksburg-foot-ankle-center/United States of AmericaUndetermined

Allen Park Public Schools in Michigan shuts down portions of its network and cancels classes after discovering a cybersecurity threat.https://www.databreaches.net/detroit-area-district-cancels-classes-due-to-cyber-incident/United States of AmericaUndetermined

The city of Victorville is hit with a NoEscape ransomware attack.https://therecord.media/california-victorville-warns-of-data-breach-after-noescape-ransomware-claimsUnited States of AmericaUndetermined

A computer at the University of Tokyo is infected with malware, possibly leaking up to 4,341 files containing addresses and grades of students from the academic years of 2003 to 2022.https://www.databreaches.net/university-of-tokyo-pc-infected-with-malware-in-july-2022-possible-leak-of-students-addresses-grades/Japan Undetermined

Healthcare SaaS provider Welltok warns that a data breach exposed the personal data of nearly 8.5 million patients in the U.S. after the MOVEit file transfer program used by the company was hacked in a data theft attack.https://www.bleepingcomputer.com/news/security/welltok-data-breach-exposes-data-of-85-million-us-patients/United States of AmericaUndetermined

RÃo Hondo College in Southern California is listed in the Lockbit ransomware leak site.https://therecord.media/california-college-rio-hondo-cyberattackUnited States of AmericaUndetermined

A cyberattack on shared service provider TransForm impacts operations in five hospitals in Ontario, Canada - Windsor Regional Hospital, Hotel Dieu Grace, Erie Shores Healthcare, Hospice of Windsor-Essex, Chatham-Kent Health Alliance - impacting patient care and causing appointments to be rescheduled. The Daixin Team ransomware gang claims responsibility for the attack.https://www.bleepingcomputer.com/news/security/cyberattack-on-health-services-provider-impacts-5-canadian-hospitals/Canada China

Andesa Services ("Andesa") files a notice of data breach on behalf of New York Life Insurance Company ("New York Life") after confirming that the widely-known MOVEit vulnerability impacted more than 30,000 New York Life policyholders.https://www.jdsupra.com/legalnews/andesa-services-confirms-over-30k-new-6887025/United States of AmericaUndetermined

Dakota Eye Institute (DEI) files a notice of data breach after discovering that patients' personal information was compromised following a cyberattack.https://www.jdsupra.com/legalnews/dakota-eye-institute-files-notice-of-3981399/United States of AmericaUndetermined

The Hopewell Area School District is the target of a "sophisticated ransomware attack."https://www.databreaches.net/pa-hopewell-area-school-district-says-network-disruption-was-caused-by-ransomware-attack/United States of AmericaUndetermined

Threat actors break into the Orange County District Attorney's office's information technology system last week, the DA's office announced Monday. https://www.databreaches.net/orange-countys-das-office-experiences-data-breach/United States of AmericaUndetermined

The University Hospital of Verona (Azienda Ospedaliera Universitaria Integrata Verona) suffers a cyber attack.https://www-redhotcyber-com.translate.goog/post/attacco-informatico-allospedale-universitario-di-verona-al-pronto-soccorso-solo-per-le-emergenze-ritorna-lo-spettro-della-ulss6/?_x_tr_sl=auto&_x_tr_tl=en&_x_tr_hl=en-US&_x_tr_pto=wappItaly Undetermined

The hacktivists from CYBER ERROR SYSTEM deface the website of ViLab.https://www-redhotcyber-com.translate.goog/post/deface-allazienda-italiana-vilab-pro-indipendenza-del-popolo-palestinese/?_x_tr_sl=auto&_x_tr_tl=en&_x_tr_hl=en-US&_x_tr_pto=wappItaly Undetermined

The French professional basketball team LDLC ASVEL (ASVEL) has confirmed that data was stolen after the NoEscape ransomware gang claimed to have attacked the club.https://www.bleepingcomputer.com/news/security/asvel-basketball-team-confirms-data-breach-after-ransomware-attack/France Undetermined

The ransomware group Hunters International claims to have stolen 1.1 terabytes of data Â– 248,245 files, from Jaime S. Schwartz, M.D., a plastic surgeon.https://www.databreaches.net/another-plastic-surgery-practice-appears-to-have-been-hit-this-time-by-hunters-international/United States of AmericaUndetermined

A threat actor is selling access to Facebook and Instagram's Police Portal used by law enforcement agencies to request data relating to users under investigation.https://securityaffairs.com/152811/cyber-crime/facebook-and-instagrams-police-portal-access.htmlUnited States of AmericaUndetermined

Insurance giant American Family Insurance (AmFam) confirms it suffered a cyberattack and shuts down portions of its IT systems after customers reported website outages all week.https://www.bleepingcomputer.com/news/security/american-family-insurance-confirms-cyberattack-is-behind-it-outages/United States of AmericaUndetermined

Clark County's Information Technology department investigates suspicious activity detected on the county's computer network.https://www.govtech.com/security/clark-county-wash-investigating-suspicious-activity-on-networkUnited States of AmericaUndetermined

Okta says attackers accessed files containing cookies and session tokens uploaded by customers to its support management system after breaching it using stolen credentials.https://www.bleepingcomputer.com/news/security/okta-says-its-support-system-was-breached-using-stolen-credentials/United States of AmericaUndetermined
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The PLAY ransomware group adds Associated Wholesale Grocers (AWG) to the list of their victims.https://thecyberexpress.com/associated-wholesale-grocers-cyberattack/United States of AmericaUndetermined

GPD Holdings d/b/a CoinFlip files a notice of data breach  after discovering that a CoinFlip employee's email account was compromised.https://www.jdsupra.com/legalnews/coinflip-announces-data-breach-after-3547415/United States of AmericaUndetermined

Wescom Credit Union (Wescom) files a notice of data breach after discovering that attackers exploited a vulnerability on their ESG Barracuda Network appliance.https://www.jdsupra.com/legalnews/wescom-credit-union-announces-data-5866354/United States of AmericaUndetermined

Viking Line is hit with a DDoS attackhttps://thecyberexpress.com/viking-line-cyberattack-europe-shipping-indust/Finland Undetermined

PennyMac Loan Services files a notice of data breach after discovering that unauthorized actors were able to access information that had been entrusted to the company.https://www.jdsupra.com/legalnews/pennymac-files-notice-of-data-breach-5140198/United States of AmericaUndetermined

The Facebook page of the Italian Ministry of Infrastructure and Transport is hijacked to promote a bitcoin scam.https://www-redhotcyber-com.translate.goog/post/hackerato-il-profilo-social-del-ministero-delle-infrastrutture-e-dei-trasporti/?_x_tr_sl=auto&_x_tr_tl=en&_x_tr_hl=en-US&_x_tr_pto=wappItaly Undetermined

AIDS Alabama discloses a security breach.https://thecyberexpress.com/aids-alabama-data-breach-update/United States of AmericaUndetermined

Populus Financial Group files a notice of data breach after learning information that had been entrusted to the company was subject to unauthorized access.https://www.jdsupra.com/legalnews/populus-financial-group-notifies-7893809/United States of AmericaUndetermined

Cloudflare also discover malicious activity linked to Okta's breach on its servers.https://www.bleepingcomputer.com/news/security/okta-says-its-support-system-was-breached-using-stolen-credentials/United States of AmericaUndetermined

The government of Chile warns of ransomware attacks by the Black Basta gang after its customs department has to deal with an incident.https://therecord.media/chile-black-basta-ransomware-attack-customs-departmentChile Undetermined

MUSC Health says patients' protected health information may have been compromised as its research support and services provider, Westat, was caught in the massive MOVEit hack.  https://www.beckershospitalreview.com/cybersecurity/data-breach-at-vendor-could-affect-musc-health.htmlUnited States of AmericaUndetermined

The Fantom Foundation, a non-profit organization that supports the Fantom blockchain network, suffers a data breach apparently, due to the CVE-2023-4863 zero-day security vulnerability in Google Chrome, losing over $550,000 in cryptocurrency.https://www.hackread.com/fantom-foundation-wallet-hack-google-chrome-0-day-flaw/UndeterminedUndetermined

The Cactus ransomware gang claims responsibility for a cyber attack to SocietÃ  Canavesana Servizi (SCS).https://www-redhotcyber-com.translate.goog/post/attacco-informatico-allitaliana-scs-spa-rivendicato-da-cactus-pubblicati-samples-e-un-file-archivio-di-51mb/?_x_tr_sl=auto&_x_tr_tl=en&_x_tr_hl=en-US&_x_tr_pto=wappItaly Undetermined

The Knight ransomware gang claims responsibility for a cyber attack to Kinesis Filmhttps://www-redhotcyber-com.translate.goog/post/3-aziende-italiane-violate-da-knight-noescape-ha-in-mano-100gb-di-dati/?_x_tr_sl=auto&_x_tr_tl=en&_x_tr_hl=en-US&_x_tr_pto=wappItaly Undetermined

The Knight ransomware gang claims responsibility for a cyber attack to Mario de Cecco Workwear and Corporate Wear.https://www-redhotcyber-com.translate.goog/post/3-aziende-italiane-violate-da-knight-noescape-ha-in-mano-100gb-di-dati/?_x_tr_sl=auto&_x_tr_tl=en&_x_tr_hl=en-US&_x_tr_pto=wappItaly Undetermined

The Knight ransomware gang claims responsibility for a cyber attack to Faieta Motor Company.https://www-redhotcyber-com.translate.goog/post/3-aziende-italiane-violate-da-knight-noescape-ha-in-mano-100gb-di-dati/?_x_tr_sl=auto&_x_tr_tl=en&_x_tr_hl=en-US&_x_tr_pto=wappItaly Undetermined

The Black Basta ransomware gang claims responsibility for a cyber attack to Piemme Media Platform.https://www-redhotcyber-com.translate.goog/post/rivendicato-un-attacco-informatico-allitaliana-piemme-spa-e-stato-blackbasta-e-pubblica-alcuni-samples/?_x_tr_sl=auto&_x_tr_tl=en&_x_tr_hl=en-US&_x_tr_pto=wappItaly Undetermined

The hacktivists from the CyberAv3ngers claim responsibility for a cyber attack plunging the Israeli city of Nahariya into darkness.https://www-redhotcyber-com.translate.goog/post/linfrastruttura-elettrica-israeliana-e-stata-colpita-da-attacchi-informatici/?_x_tr_sl=auto&_x_tr_tl=en&_x_tr_hl=en-US&_x_tr_pto=wappIsrael Iran (Islamic Republic of)

Japanese electronics manufacturer Casio discloses a data breach impacting customers from 149 countries after hackers gained to the servers of its ClassPad education platform.https://www.bleepingcomputer.com/news/security/casio-discloses-data-breach-impacting-customers-in-149-countries/Japan Undetermined

The Knight ransomware group adds US Claims Solutions (USCS) to the list of its victims.https://thecyberexpress.com/knights-posts-threat-of-the-uscs-cyberattack/United States of AmericaUndetermined

Cape Fear Valley Health discloses that it suffered a data breach affecting 1,943 patients as its research support and services provider, Westat, was caught in the massive MOVEit hack.  https://www.beckershospitalreview.com/cybersecurity/north-carolina-hospital-suffers-data-breach.htmlUnited States of AmericaUndetermined

Westchester Medical Center Health Network releases a statement, warning that HealthAlliance Hospital, Margaretville Hospital and Mountainside Residential Care Center are "experiencing a potential cybersecurity threat and an IT system outage."https://therecord.media/new-york-medical-network-cyberattack-diversionsUnited States of AmericaUndetermined

Gillette Children's Specialty Healthcare confirms that the protected health information of 542 patients was compromised as part of the mass exploitation of the zero day vulnerability in Progress Software's MOVEit Transfer application.https://www.hipaajournal.com/cook-county-health-cyberattack-medical-transcription-firm/United States of AmericaUndetermined

A man-in-the-middle (MitM) attack on jabber.ru (aka xmpp.ru) service's servers, hosted by German providers Hetzner and Linode, is believed to have been set up as lawful interception.https://www.securityweek.com/in-other-news-ex-nsa-employee-spying-for-russia-eu-threat-landscape-cyber-education-funding/Russian FederationUndetermined

Healthcare solutions giant Henry Schein discloses a cybersecurity incident that disrupted some of its business operations and may have resulted in a data breach. The ALPHV/BlackCat ransomware gang claims responsibility for the attack.https://www.bleepingcomputer.com/news/security/blackcat-ransomware-claims-breach-of-healthcare-giant-henry-schein/United States of AmericaRussian Federation

Threat actors deface the Philippine House of Representatives website.https://www.rappler.com/technology/house-of-representatives-website-defaced/PhilippinesUndetermined

Ampersand, a television advertising sales and technology company jointly owned by the three largest U.S. cable operators (Comcast Corporation, Charter Communications and Cox Communications) is hit with a Black Basta ransomware attack.https://therecord.media/ampersand-television-advertising-sales-company-ransomwareUnited States of AmericaUndetermined

The Knight ransomware group claims responsibility for a cyberattack on BMW Munique Motors, a Brazilian authorized BMW dealer.https://thecyberexpress.com/cyberattack-on-bmw-munique-motors/Brazil Undetermined

Two group of Ukrainian hackers, KibOrg and NLB, collaborate with the country's security services, the SBU, to breach Alfa-Bank, Russia's largest private bank, a source within the department confirmed to Recorded Future News.https://therecord.media/surge-in-smokeloader-malware-attacks-targeting-ukrainian-financial-gov-orgsRussian FederationUkraine

The Municipality of Perugia confirms to have been hit with a ransomware attack.https://www-provincia-perugia-it.translate.goog/news/attacco-hacker-alla-provincia-perugia?_x_tr_sl=auto&_x_tr_tl=en&_x_tr_hl=en-US&_x_tr_pto=wappItaly Undetermined

The Rhysida ransomware gang claims to have hit the Portuguese municipality of Gondomar.https://therecord.media/rhysida-ransomware-gang-attacks-on-portugal-dominican-republic-governmentsPortugal Undetermined

Information systems of state courts across Kansas are still offline after they've been disrupted in what the Kansas judicial branch described last Thursday as a "security incident."https://www.bleepingcomputer.com/news/security/kansas-courts-it-systems-offline-after-security-incident/United States of AmericaUndetermined

Atlas Healthcare provides notice of a recent data breach after learning that an unauthorized actor was able to access the company's computer system.https://www.jdsupra.com/legalnews/atlas-healthcare-confirms-data-breach-3438984/United States of AmericaUndetermined

Taylored Services Parent files a notice of data breach after discovering that the company had been the recent victim of a cyberattack.https://www.jdsupra.com/legalnews/taylored-services-parent-co-announces-7327436/United States of AmericaUndetermined

The BlackCat ransomware group adds QSI Banking to its victim list and claims to have stolen 5 TB of data.https://thecyberexpress.com/blackcat-claims-qsi-banking-cyberattack/United States of AmericaRussian Federation

The hacktivist group CyberAv3ngers claims responsibility for a major cyberattack on ORPAK Systems, a prominent provider of gas station solutions in Israel, taking offline 200 gasoline pumps.https://thecyberexpress.com/cyberav3ngers-cyberattack-on-orpak-systems/Israel Iran (Islamic Republic of)

The Rock County Public Health Department is hit with a Cuba ransomware attack.https://therecord.media/wisconsin-county-dealing-with-ransomware-attack-healthcareUnited States of AmericaRussian Federation

?Kwik Trip is impacted by a wide range of mysterious business disruptions that are indicative of a ransomware attack.https://www.bleepingcomputer.com/news/technology/kwik-trip-it-systems-outage-caused-by-mysterious-network-incident/United States of AmericaUndetermined

The multibillion-dollar technology services firm CDW says it is investigating claims made by the LockBit ransomware gang that data was stolen during a cyberattack to Sirius Federal, a small U.S. subsidiary.https://therecord.media/cdw-investigates-ransomware-gang-claimUnited States of AmericaUndetermined

The ALPHV/BlackCat ransomware group adds the Morrison Community Hospital to its dark web leak site and claims to have stolen 5TB of patients' and employee's information.https://securityaffairs.com/152486/cyber-crime/alphv-ransomware-morrison-community-hospital.htmlUnited States of AmericaRussian Federation

Westat discloses a data breach following a cyber attack exploiting the MOVEit CVE-2023-34362 vulnerability.https://www.jdsupra.com/legalnews/westat-announces-data-breach-affecting-6907592/United States of AmericaUndetermined

AvidXchange files a notice of data breach after discovering that a recent cybersecurity event resulted in an unauthorized party being able to access the company's IT network.https://www.jdsupra.com/legalnews/avidxchange-notifies-consumers-of-data-4545443/United States of AmericaUndetermined

Wishbone Medical files a notice of data breach after discovering that certain employee email accounts were subject to unauthorized access.https://www.jdsupra.com/legalnews/wishbone-medical-confirms-recent-data-7496377/United States of AmericaUndetermined

Cognisight files notice of data breach after discovering that the CVE-2023-34362 vulnerability within MOVEit resulted in the exposure of consumers' personal information.https://www.jdsupra.com/legalnews/cognisight-announces-moveit-data-breach-6845471/United States of AmericaUndetermined

The Newtron Group files a notice of data breach after discovering that an unauthorized party had gained access to its computer network.https://www.jdsupra.com/legalnews/the-newtron-group-announces-data-breach-7866070/United States of AmericaUndetermined

Pathward (formerly known as MetaBank), discloses that over 800K users had their information exposed in the MOVEit data breach.https://www.safetydetectives.com/news/800k-users-impacted-by-severe-pathward-data-breach/United States of AmericaUndetermined

The UK premium group of hotels Edwardian Hotels is listed by the Black Basta ransomware group, which also posts some data as proof of the attack.https://thecyberexpress.com/edwardian-hotels-cyberattack-blackbasta/United Kingdom of Great Britain and Northern IrelandUndetermined

Tri Counties Bank files a notice of data breach after discovering that an unauthorized actor was able to access portions of the company's computer network.https://www.jdsupra.com/legalnews/tri-counties-bank-announces-data-breach-5805788/United States of AmericaUndetermined

The NoEscape ransomware gang claims to have successfully compromised the Seattle Housing Authority (SHA), and to have encrypted the SHA's main servers and exfiltrated 158 GB of data.https://www.databreaches.net/seattle-housing-authority-allegedly-compromised-by-ransomware-gang/United States of AmericaUndetermined

For a few minutes, threat actors access two smart billboards in the Holon settlement near Tel Aviv and manage to switch the commercials into anti-Israeli, pro-Hamas footage.https://www.cnbc.com/2023/10/12/billboards-in-tel-aviv-briefly-hacked-to-display-pro-hamas-messages.htmlIsrael Undetermined

The Medusa ransomware criminal gang leaks some data from the Italian company SIMTA on its Data Leak Site.https://www-redhotcyber-com.translate.goog/post/rivendicato-un-attacco-informatico-allitaliana-simta-da-medusa-locker-tra-8gg-la-pubblicazione-dei-dati/?_x_tr_sl=auto&_x_tr_tl=en&_x_tr_hl=en&_x_tr_pto=wappItaly Undetermined

Shadow PC, a provider of high-end cloud computing services, warns customers of a data breach that exposed customers' private information, as a threat actor claims to be selling the stolen data for over 500,000 customers.https://www.bleepingcomputer.com/news/security/shadow-pc-warns-of-data-breach-as-hacker-tries-to-sell-gamers-info/France Undetermined

The Knight ransomware group claims responsibility for a ransomware attack to National Health Mission.https://thecyberexpress.com/national-health-mission-cyberattack-knight/India Undetermined

Frazier & Deeter files a notice of data breach after discovering that an unauthorized party was able to access certain files located on the company's computer network. https://www.jdsupra.com/legalnews/frazier-deeter-announces-data-breach-1242067/United States of AmericaUndetermined

The Department of Information and Communications Technology (DICT) confirms to be investigating a cyberattack on the Philippine Statistics Authority (PSA).https://www.databreaches.net/philippine-statistics-authority-cyberattack-being-probed/PhilippinesUndetermined



Akumin files a notice of data breach after discovering that it had been the recent victim of a ransomware attack.https://www.jdsupra.com/legalnews/akumin-files-notice-of-data-breach-with-1505149/United States of AmericaUndetermined

Simpson Manufacturing discloses via a SEC 8-K filing a cybersecurity incident that caused disruptions in its operations, which are expected to continue.https://www.bleepingcomputer.com/news/security/simpson-manufacturing-shuts-down-it-systems-after-cyberattack/United States of AmericaUndetermined

The Indian Cyber Force, a pro-India group claims responsibility for targeting a Palestinian telecommunications company.https://therecord.media/hacktivists-take-sides-israel-palestinianPalestine, State ofIndia

The Indian Cyber Force also claims responsibility for targeting the National Bank's website.https://therecord.media/hacktivists-take-sides-israel-palestinianPalestine, State ofIndia

The Indian Cyber Force, also claims responsibility for targeting a government webmail service.https://therecord.media/hacktivists-take-sides-israel-palestinianPalestine, State ofIndia

The Indian Cyber Force, also claims responsibility for targeting the official Hamas website.https://therecord.media/hacktivists-take-sides-israel-palestinianPalestine, State ofIndia

Pro-Palestinian hackers launch a campaign against Indian government websites.https://therecord.media/hacktivists-take-sides-israel-palestinianIndia Undetermined

University Federal Credit Union joins the list of the MOVEit data breach victims.https://cybernews.com/news/moveit-hack-credit-union-discloses-100k-victims/United States of AmericaUndetermined

The PLAY ransomware group adds the law firm Hughes Gill Cochrane Tinetti to the list of its victims.https://thecyberexpress.com/play-ransomware-attack-7-firms-listed/United States of AmericaUndetermined

The PLAY ransomware group adds Saltire Energy to the list of its victims.https://thecyberexpress.com/play-ransomware-attack-7-firms-listed/United Kingdom of Great Britain and Northern IrelandUndetermined

The PLAY ransomware group adds Centek industries to the list of its victims.https://thecyberexpress.com/play-ransomware-attack-7-firms-listed/United States of AmericaUndetermined

The PLAY ransomware group adds NachtExpress Austria to the list of its victims.https://thecyberexpress.com/play-ransomware-attack-7-firms-listed/Austria Undetermined

The PLAY ransomware group adds WCM Europe to the list of its victims.https://thecyberexpress.com/play-ransomware-attack-7-firms-listed/United Kingdom of Great Britain and Northern IrelandUndetermined

The PLAY ransomware group adds Starr Finley to the list of its victims.https://thecyberexpress.com/play-ransomware-attack-7-firms-listed/United States of AmericaUndetermined

The PLAY ransomware group adds an undisclosed organization to the list of its victims.https://thecyberexpress.com/play-ransomware-attack-7-firms-listed/United States of AmericaUndetermined

Riverdale Mental Health, doing business as Mosaic Mental Health, reports a cyberattack.https://www.hipaajournal.com/176200-ortho-alaska-patients-affected-by-data-breach/United States of AmericaUndetermined

The Ministry of Education  forces School in Israel to adopt Google Meets, after a Zoom session in the Beit Rivkah school is hijacked by people claiming to be Hamas militants.https://www-mako-co-il.translate.goog/news-money/tech12/Article-454c03c5ca91b81026.htm?_x_tr_sl=auto&_x_tr_tl=en&_x_tr_hl=en&_x_tr_pto=wappIsrael Palestine, State of

The NoEscape ransomware gang claims responsibility for a cyber attack to the Order of Psychologists of Lombardy, whose 7GB of data appears on their Data Leak Site.https://www-redhotcyber-com.translate.goog/post/lattacco-informatico-allordine-degli-psicologi-della-lombardia-e-opera-di-noescape-7gb-pronti-alla-pubblicazione-tra-6gg/?_x_tr_sl=auto&_x_tr_tl=en&_x_tr_hl=en&_x_tr_pto=wappItaly Undetermined

Spanish airline Air Europa warns customers to cancel their credit cards after attackers accessed their card information in a recent data breach.https://www.bleepingcomputer.com/news/security/air-europa-data-breach-customers-warned-to-cancel-credit-cards/Spain Undetermined

Volex, a U.K-based company that produces a range of power products for data centers, electric vehicles and more, says that hackers gained access to some of its IT systems and data.https://therecord.media/manufacturing-giant-hit-with-cyberattackUnited Kingdom of Great Britain and Northern IrelandUndetermined

The payment gateway of Safexpay Technology is allegedly hacked, revealing a massive scam of siphoning off Rs 18,180-crore ($ 22M).https://ciso.economictimes.indiatimes.com/news/cybercrime-fraud/safexpay-technologys-payment-gateway-hacked-thane-police-probe-rs-16180-cr-scam/104291770India Undetermined

Crum & Forster files  a notice of data breach after discovering that an unauthorized party was able to access the company's computer network.https://www.jdsupra.com/legalnews/crum-forster-notifies-nearly-14k-2625262/United States of AmericaUndetermined

An audio clip posted to social media, purporting to show Britain's opposition leader Keir Starmer verbally abusing his staff, is debunked as being AI-generated by private-sector and British government analysis.https://therecord.media/keir-starmer-labour-party-leader-audio-smear-social-media-deepfakeUnited Kingdom of Great Britain and Northern IrelandUndetermined

AnonGhost exploits an API vulnerability in the RedAlert app, which provides real-time rocket alerts for Israelis, to intercept requests, expose vulnerable servers and APIs, and send spam messages to some users of the app, including fake messages about a "nuclear bomb"https://therecord.media/hacktivists-take-sides-israel-palestinianIsrael Undetermined

AnonGhost also claims that it hacked an Israeli flight booking website.https://therecord.media/hacktivists-take-sides-israel-palestinianIsrael Undetermined

AnonGhost also claims it hacked the official app used by police officers in the Israel Defense Forces.https://therecord.media/hacktivists-take-sides-israel-palestinianIsrael Undetermined

The Pro-Russia collective Killnet claims to have taken down an Israeli government website.https://therecord.media/hacktivists-take-sides-israel-palestinianIsrael Russian Federation

The Pro-Russia collective Killnet also claims to have taken down the website of the security agency Shin Bet.https://therecord.media/hacktivists-take-sides-israel-palestinianIsrael Russian Federation

Anonymous Sudan, claims to be behind an attack on the Jerusalem Post, Israel's most-read English news website.https://therecord.media/hacktivists-take-sides-israel-palestinianIsrael Sudan

The Twitter/X account for the Boulder Office of Disaster Management is deactivated after being apparently hacked, putting out crypto-related posts.https://www.govtech.com/security/boulder-disaster-management-social-account-hacked-disabledUnited States of AmericaUndetermined

A new Telegram channel belonging to a previously unknown group called "Malek Team" appears and posts claims of hacking into "Ono Academic College", a private college in Israel, displaying personal data allegedly stolen from staff and students, including campus CCTV videos.https://blog.checkpoint.com/security/the-iron-swords-war-cyber-perspectives-from-the-first-10-days-of-the-war-in-israel/Israel Undetermined

Hacktivists from the ThreatSec group claim to have taken down Alfanet, an internet service provider based in the Gaza Strip.https://www.wired.com/story/israel-hamas-war-hacktivism/Palestine, State ofUndetermined

Facebook's official UK page is taken over by an unknown third party who posts weird messages about cricket and the release from jail of Imran Khan former Pakistani prime minister.https://www.bitdefender.com/blog/hotforsecurity/official-facebook-uk-page-hacked/United Kingdom of Great Britain and Northern IrelandUndetermined

Auto Club Trust files notice describing a third-party data breach related to the file-transfer program MOVEit. https://www.jdsupra.com/legalnews/auto-club-trust-fsb-announces-moveit-5088829/United States of AmericaUndetermined

Web3 credentials and rewards platform Galxe suffers a DNS attack, refunding 980 victims with a total cost for the company a little over $396,000 .https://www.databreachtoday.com/cryptohack-roundup-crackdown-on-hamas-cryptocurrency-flows-a-23302UndeterminedUndetermined

The Italian Province of Cosenza is hit with a ransomware attack.https://www.redhotcyber.com/post/attacco-informatico-alla-provincia-di-cosenza-lintrusione-digitale-ha-scosso-la-provincia/Italy Undetermined

The hacktivists from the CyberAv3ngers group claim responsibility for a cyber attack plunging the city of Yavne into darkness.https://www.politico.com/news/2023/10/15/hackers-israel-hamas-war-00121593Israel Iran (Islamic Republic of)

Israeli President Isaac Herzog's account on the Telegram messaging application is hacked as part of an online scam.https://www.darkreading.com/cyberattacks-data-breaches/suspected-crime-gang-hacks-israeli-president-telegram-accountIsrael Undetermined

The personal details of patients at Royal Women's Hospital in Melbourne are compromised after cybercriminals hack a staff member's private email.https://www.news.com.au/technology/online/hacking/personal-data-of-almost-200-patients-exposed-in-hack-of-melbourne-hospital-staff-members-email/news-story/3c26c9905de8abc68f7aadd804dc07b1Australia Undetermined

The District of Columbia Board of Elections (DCBOE) probes a data leak involving an unknown number of voter records following breach claims from the threat actor known as RansomedVC.https://www.bleepingcomputer.com/news/security/dc-board-of-elections-confirms-voter-data-stolen-in-site-hack/United States of AmericaUndetermined

The Clark County School District (CCSD) is hit by a cyber attack claimed by a threat actor name 'SingularityMD'. Three weeks after, the attacker emails parents their children's' data that was allegedly stolen during the cyberattack.https://www.databreaches.net/hackers-escalate-leak-200k-ccsd-students-data-claim-to-still-have-access-to-ccsd-email-system/United States of AmericaUndetermined

The pro-Ukrainian hacker group Hdr0 defaces the website of the Russian branch of the Red Cross, replacing the content of the main page with its own message.https://therecord.media/hacktivists-respond-to-red-cross-rules-with-ridiculeRussian FederationUndetermined

The PLAY ransomware group adds the municipality of Stavanger to the list of its victims.https://thecyberexpress.com/play-cyber-attack-hits-6-new-victims/Norway Undetermined

The PLAY ransomware group adds the Charmant Group to the list of its victims.https://thecyberexpress.com/play-cyber-attack-hits-6-new-victims/United States of AmericaUndetermined

The PLAY ransomware group adds the Cinepolis to the list of its victims.https://thecyberexpress.com/play-cyber-attack-hits-6-new-victims/United States of AmericaUndetermined

The PLAY ransomware group adds Filtration Control to the list of its victims.https://thecyberexpress.com/play-cyber-attack-hits-6-new-victims/United Kingdom of Great Britain and Northern IrelandUndetermined

The PLAY ransomware group adds Security Instrument to the list of its victims.https://thecyberexpress.com/play-cyber-attack-hits-6-new-victims/United States of AmericaUndetermined

The PLAY ransomware group adds Roof Management to the list of its victims.https://thecyberexpress.com/play-cyber-attack-hits-6-new-victims/United States of AmericaUndetermined

Walmart files a notice of data breach after discovering that an unauthorized party had gained access to information that had been entrusted to the company and compromised the records of 85,952 individuals.https://www.jdsupra.com/legalnews/walmart-inc-files-notice-of-data-breach-8481333/United States of AmericaUndetermined

Flagstar Bank warns that over 800,000 US customers had their personal information stolen by cybercriminals due to a MOVEit breach at Fiserv, a third-party service provider.https://www.bleepingcomputer.com/news/security/third-flagstar-bank-data-breach-since-2021-affects-800-000-customers/United States of AmericaUndetermined

The North Atlantic Treaty Organization (NATO) said it is investigating claims that data was stolen from unclassified websites under the military alliance's control.https://therecord.media/nato-siegedsec-unclassified-websites-alleged-cyberattackIndia Undetermined

Estes Express confirms to have been the target of a cyberattack.https://www.freightwaves.com/news/estes-express-confirms-cyberattackUnited States of AmericaUndetermined

Windak Group is listed among the victims of the Medusa ransomware gang.https://thecyberexpress.com/medusa-cyber-attacks-karamchand-thapar-windak/United States of AmericaUndetermined

Karam Chand Thapar & Bros. (Coal Sales) is listed among the victims of the Medusa ransomware gang.https://thecyberexpress.com/medusa-cyber-attacks-karamchand-thapar-windak/India Undetermined

Allcare Pharmacy is listed among the victims of the Lorenz ransomware gang.https://thecyberexpress.com/allcare-pharmacy-cyber-attack-lorenz-group/United States of AmericaUndetermined



A dark web user dubbed @FEDCREDS is found selling account credentials allegedly from the Law Enforcement Enterprise Portal (LEEP).https://thecyberexpress.com/alleged-fbi-leep-data-sale-classified-at-risk/United States of AmericaUndetermined

The Flagler County School District is the target of a phishing fraud involving around $700,000 of funds.https://www.databreaches.net/flagler-school-district-loses-significant-amount-of-money-in-apparent-phishing-scheme-involving-vendor/United States of AmericaUndetermined

The St. Louis Metro Transit is hit with a cyber attack.https://therecord.media/safford-arizona-hospital-st-louis-call-a-ride-cyberattacksUnited States of AmericaUndetermined

The ALPHV (BlackCat) ransomware lists Prestige Care and Prestige Senior Living in their leak  site, claiming to have 260 GB of files.https://www.databreaches.net/alphv-continues-targeting-medical-sector-large-and-small/United States of AmericaRussian Federation

The Knight ransomware group ads Garn Mason Orthodontics to their leak site.https://www.databreaches.net/and-yet-more-victims-in-the-u-s-medical-sector/United States of AmericaUndetermined

Laspesainfamiglia.coop is listed in the LockBit 3.0, ransomware leak site. https://www.redhotcyber.com/post/rivendicato-un-attacco-informatico-alla-cooperativa-italiana-la-spesa-in-famiglia-tra-8gg-la-pubblicazione-dei-dati/Italy Undetermined

23andMe confirms to be aware of user data from its platform circulating on hacker forums and attributes the leak to a credential-stuffing attack.https://www.bleepingcomputer.com/news/security/genetics-firm-23andme-says-user-data-stolen-in-credential-stuffing-attack/United States of AmericaUndetermined

The ALPHV/BlackCat ransomware gang claims responsibility for an attack affecting state courts across Northwest Florida (part of the First Judicial Circuit).https://www.bleepingcomputer.com/news/security/alphv-ransomware-gang-claims-attack-on-florida-circuit-court/United States of AmericaRussian Federation

Taiwanese networking equipment manufacturer D-Link confirmed a data breach linked to information stolen from its network and put up for sale on BreachForums.https://www.bleepingcomputer.com/news/security/d-link-confirms-data-breach-after-employee-phishing-attack/Taiwan (Province of China)Undetermined

BeyondTrust reveals to have detected an identity-centric attack on an in-house Okta administrator accounthttps://www.bleepingcomputer.com/news/security/okta-says-its-support-system-was-breached-using-stolen-credentials/United States of AmericaUndetermined

Royal.uk, the official website of the UK's royal family, is taken offline by a DDoS attack. The pro-Russia Killnet group claims responsibility for the attack.https://www.infosecurity-magazine.com/news/royal-family-website-downed-ddos/United Kingdom of Great Britain and Northern IrelandRussian Federation

The Monti ransomware group adds Cascade Family Dental to their leak sitehttps://www.databreaches.net/and-yet-more-victims-in-the-u-s-medical-sector/United States of AmericaUndetermined

Innovery, an Italian company delivering IT services, is hit with a cyber attack.https://www.redhotcyber.com/post/attacco-informatico-allitaliana-innovery-rhc-intervista-lazienda-sullincidente-in-corso-molto-bene-quando-la-trasparenza-e-i-clienti-sono-al-primo-posto/Italy Undetermined

The ALPHV/BlackCat ransomware gang adds the hotel chain Motel One to the list of victims.https://securityaffairs.com/151732/cyber-crime/alphv-ransomware-motel-one.htmlGermany Russian Federation

Lyca Mobile releases a statement about an unexpected disruption on its network caused by a cyberattack that may have also compromised customer data.https://www.bleepingcomputer.com/news/security/lyca-mobile-investigates-customer-data-leak-after-cyberattack/United Kingdom of Great Britain and Northern IrelandUndetermined

South Korea's National Intelligence Service reveals that it had observed North Korean threat actors conducting "intensive hacking attacks" on South Korean shipbuilders in August and September.https://www.bankinfosecurity.com/north-korean-hackers-target-south-korean-naval-shipyards-a-23219Korea (the Republic of)Afghanistan

Almost 900 Hong Kong people are victims of data breaches over the last month after fraudsters hijack the WhatsApp accounts of social services and schools.https://www.databreaches.net/data-of-900-hongkongers-exposed-after-hackers-breach-whatsapp-accounts-of-social-services-and-schools/Hong KongUndetermined

A report by Ukraine's Computer Emergency Response Team (CERT-UA) reveals that the state-sponsored Russian hacking group tracked as 'Sandworm' has compromised eleven telecommunication service providers in Ukraine between May and September 2023.https://www.bleepingcomputer.com/news/security/russian-sandworm-hackers-breached-11-ukrainian-telcos-since-may/Ukraine Russian Federation
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The pro-Russian collective NoName057(16) takes down the websites of the Italian Securities and Exchange Commission (CONSOB), Italian Association of Financial Intermediaries (ASSOSIM), Commissariat General for Market and Competition (AGCM), Italian National Association of Financial Planners (ANASF)https://www.redhotcyber.com/post/si-ricomincia-agcom-consob-assosim-anasf-dagli-hacktivisti-di-noname057-che-riprendono-gli-attacchi-contro-litalia/Italy Russian Federation

API Financial Solutions files a notice of data breach after discovering that an unauthorized party accessed the company's computer network.https://www.jdsupra.com/legalnews/api-financial-solutions-reports-data-7819144/United States of AmericaUndetermined

McLaren HealthCare, confirms to be dealing with a ransomware after the BlackCat ransomware group takes credit for the incident. 2.5 million users are affected.https://therecord.media/mclaren-healthcare-ransomware-attack-michiganUnited States of AmericaRussian Federation

Cornerstone Home Lending files a notice of data breach after discovering that information provided to the company by consumers was subject to unauthorized access.https://www.jdsupra.com/legalnews/cornerstone-home-lending-files-notice-8067547/United States of AmericaUndetermined

Classic Residence Management Limited Partnership d/b/a Vi Living files a notice of data breach after discovering that an unauthorized actor was able to gain access to the company's computer system.https://www.jdsupra.com/legalnews/vi-living-confirms-recent-data-breach-4536044/United States of AmericaUndetermined

The Parkers Chapel School District has been hacked, and federal law enforcement agencies, in partnership with the State of Arkansas, are currently investigating the matter.https://www.databreaches.net/parkers-chapel-school-district-network-hacked-fbi-investigating/United States of AmericaUndetermined

1Password, a popular password management platform used by over 100,000 businesses, suffers a security incident after hackers gained access to its Okta ID management tenant.https://www.bleepingcomputer.com/news/security/1password-discloses-security-incident-linked-to-okta-breach/Canada Undetermined

The Medusa ransomware gang claims to have hacked Italtel.https://icsstrive.com/incident/italtel-cyberattack-claimed-by-medusa/Italy Undetermined

Leonardo, the Russian flight booking system is hit by a DDoS attack, allegedly carried out by "foreign hackers,"https://therecord.media/russia-flight-booking-system-leonardo-ddosRussian FederationUkraine

Arietis Health is added to the list of entities affected by the MOVEit breach. 1,975,066 individuals are affected.https://www.databreaches.net/aretis-health-llc-notifies-patients-of-50-entities-about-moveit-breach/United States of AmericaUndetermined

Mt. Graham Regional Medical Center (MGRMC) investigates a cybersecurity incident that is affecting its communication and information systems.https://therecord.media/safford-arizona-hospital-st-louis-call-a-ride-cyberattacksUnited States of AmericaUndetermined

The Indian Cyber Force claims responsibility for a cyberattack that takes down the website of the Canadian Armed Forces.https://thewire.in/world/pro-india-hacker-group-claims-responsibility-for-cyberattack-on-canadian-forces-websiteCanada India

The CACTUS ransomware gang claims responsibility for a cyber attack to Astro Lighting, a supplier of bathroom lightning in the U.K.https://thecyberexpress.com/cactus-cyber-attack-latest-victim-update/United Kingdom of Great Britain and Northern IrelandUndetermined

The CACTUS ransomware gang claims responsibility for a cyber attack to Orthum Bau, a construction company in Germany.https://thecyberexpress.com/cactus-cyber-attack-latest-victim-update/Germany Undetermined

Arkansas Total Care member is also stolen from Ricoh USA, Inc. after the MOVEit Transfer vulnerability was exploited.https://www.hipaajournal.com/oak-valley-hospital-district-cyberattack-impacts-284k-patients/United States of AmericaUndetermined

Erlanger Health is also affected by the MOVEit hack at Nuance Communications.https://www.hipaajournal.com/oak-valley-hospital-district-cyberattack-impacts-284k-patients/United States of AmericaUndetermined

Lost Trust Team adds GI Medical Services in New York to a new leak site.https://www.databreaches.net/and-yet-more-victims-in-the-u-s-medical-sector/United States of AmericaUndetermined

The Medusa ransomware gang claims to have hacked Acoustic Center, an Italian regional company for the distribution of hearing systems.https://www.redhotcyber.com/post/rivendicato-un-attacco-informatico-allitaliana-acustic-center-da-medusa-locker-tra-8gg-la-pubblicazione-dei-dati/Italy Undetermined

Baruch College is hit with a malware attack.https://www.databreaches.net/baruch-college-closed-for-the-remainder-of-the-week-amid-malware-attack/United States of AmericaUndetermined

The European Telecommunications Standards Institute (ETSI) reveals that threat actors have stolen a database identifying its users.https://therecord.media/etsi-telecommunications-standards-body-hack-database-stolenFrance Undetermined

UK charities including Shelter, the RSPCA, the Dogs Trust, Battersea Dogs and Cats Home, and Friends of the Earth warn their supporters that hackers have stolen their data following a breach at Kokoro, a supplier of the charities.https://grahamcluley.com/british-charities-warn-supporters-their-personal-data-has-been-breached/United Kingdom of Great Britain and Northern IrelandUndetermined

PHH Mortgage Corporation files a notice of data breach after discovering that an unauthorized party was able to access information that had been provided to the company.https://www.jdsupra.com/legalnews/phh-mortgage-notifies-consumers-of-a-1678919/United States of AmericaUndetermined

West Virginia University Health System posts a website notice informing patients of a third-party data breach involving an incident that occurred at Nuance Communications exploiting the MOVEit vulnerability.https://www.jdsupra.com/legalnews/wvu-medicine-provides-notice-of-third-7149085/United States of AmericaUndetermined

Johnson Controls International suffers a massive ransomware attack that encrypts many of the company devices, including VMware ESXi servers, impacting the company's and its subsidiaries' operations.https://www.bleepingcomputer.com/news/security/building-automation-giant-johnson-controls-hit-by-ransomware-attack/United States of AmericaUndetermined

In a development following the recent data leak from Sony, the notorious ransomware syndicate Ransomed.vc targets Japan's largest telecommunication giant, NTT Docomo.https://www.infosecurity-magazine.com/news/ransomedvc-group-hits-ntt-docomo/Japan Undetermined

Sony it is investigating allegations of a cyberattack as different hackers have stepped up to claim responsibility for the purported hack and the subsequent leak of 3.14 GB of data.https://www.bleepingcomputer.com/news/security/sony-investigates-cyberattack-as-hackers-fight-over-whos-responsible/Japan Undetermined

The Rhysida ransomware gang leaks some data from the Istituto Prosperius.https://www.redhotcyber.com/post/attacco-informatico-allistituto-prosperius-rhysida-avvia-lasta-online-dei-dati/Italy Undetermined



The Ukraine's cybersecurity service (SSSCIP) reveal the details of a recent cyber espionage campaigns targeting Ukraine's prosecutor general's office, courts, and other entities involved in investigating war crimes.https://therecord.media/russian-hackers-target-ukraine-gov-systems-war-crime-espionageUkraine Undetermined

Community First Medical Center (CFMC) files a notice of data breach after discovering that an unauthorized party accessed the company's computer system.https://www.jdsupra.com/legalnews/community-first-medical-center-sends-1266901/United States of AmericaUndetermined

The Maries County Courthouse announces to have been hit by a cyberattack.https://www.databreaches.net/mo-maries-county-emergency-managements-says-it-was-hit-with-cyber-attack-says-one-911-call-affected/United States of AmericaUndetermined

The hacktivist group ADHD claims to have hacked the Union of Lawyers in Lombardy (Camera Penale della Lombardia) and leaks some data.https://www.redhotcyber.com/post/rivendicato-un-attacco-informatico-alla-camera-penale-della-lombardia-il-gruppo-di-adhd-colpisce-ancora/Italy Italy

The BlackCat ransomware gang adds Clarion to the list of its victims.https://thecyberexpress.com/alphv-ransomware-group-cyberattack-update/PhilippinesRussian Federation

The BlackCat ransomware gang adds MNGI Digestive Health to the list of its victims.https://thecyberexpress.com/alphv-ransomware-group-cyberattack-update/PhilippinesRussian Federation

The BlackCat ransomware gang adds Phil-Data Business Systems to the list of its victims.https://thecyberexpress.com/alphv-ransomware-group-cyberattack-update/PhilippinesRussian Federation

The Hospital for Sick Children, more commonly known as SickKids, discloses to be among the healthcare providers impacted by the recent breach at BORN Ontario.https://www.bleepingcomputer.com/news/security/sickkids-impacted-by-born-ontario-data-breach-that-hit-34-million/Canada Undetermined

Attackers steal $7.9 million from crypto exchange HTX, but the company "resolved all related issues" as it has "fully covered the losses incurred from the attack.https://www.databreachtoday.com/cryptohack-roundup-200m-mixin-network-hack-a-23185United States of AmericaUndetermined

Mixin Network, an open-source, peer-to-peer transactional network for digital assets, announces that deposits and withdrawals are suspended effective immediately due to a $200 million hack the platform suffered.https://www.bleepingcomputer.com/news/security/mixin-network-suspends-operations-following-200-million-hack/Hong KongUndetermined

The Pinal County School Office Data Processing Service Consortium confirms to have been hit by a ransomware attack.https://www.abc15.com/news/state/ransomware-attack-impacts-21-pinal-county-school-districtsUnited States of AmericaUndetermined

A third-party security incident may have reportedly exposed user information of NFT marketplace OpenSea, including API keys.https://www.theblock.co/post/252675/opensea-tells-users-to-rotate-api-keys-after-third-party-security-breachUnited States of AmericaUndetermined

Pain Care Specialists are the victim of a ransomware attack by BlackCat/AlphV. The threat actors add the medical entity to their leak sit. with some files with personal information on employees and patients, part of an alleged 150GB of data stolen.https://www.databreaches.net/pain-care-specialists-may-be-feeling-the-pain-of-a-ransomware-attack/United States of AmericaRussian Federation

The Philippine Health Insurance Corporation (PhilHealth), the government organization that manages the universal healthcare system of the Philippines, discovers an information security incident. The Medusa ransomware gang claims responsibility for the attack.https://therecord.media/philippines-state-health-insurer-struggles-with-ransomwarePhilippinesUndetermined

The Hong Kong Consumer Council is hit with a ransomware attack. 25,000 individuals are affected.https://www.scmp.com/news/hong-kong/law-and-crime/article/3235695/personal-data-over-25000-hongkongers-risk-after-cyberattack-against-consumer-watchdog-earlierHong KongUndetermined

Crimean authorities reveal that their entire internet infrastructure is taken down, causing outages on the peninsula, with multiple Internet providers affected at once.https://www.bitdefender.com/blog/hotforsecurity/massive-ddos-attack-takes-out-crimean-internet/Ukraine Undetermined

Sovos Compliance files another notice of data breach on behalf of Atlantic Shareholder Services affected by a data breach at Sovos involving the MOVEit file transfer application.https://www.jdsupra.com/legalnews/six-additional-companies-impacted-by-2501981/United States of AmericaUndetermined

Sovos Compliance files another notice of data breach on behalf of Bangor Savings Bank affected by a data breach at Sovos involving the MOVEit file transfer application.https://www.jdsupra.com/legalnews/six-additional-companies-impacted-by-2501981/United States of AmericaUndetermined

Sovos Compliance files another notice of data breach on behalf of Celink affected by a data breach at Sovos involving the MOVEit file transfer application.https://www.jdsupra.com/legalnews/six-additional-companies-impacted-by-2501981/United States of AmericaUndetermined

Johnson Financial Group files a notice of data breach after discovering that the vulnerability in the file-transfer application MOVEit allowed attackers to access the personal information of more than 750,000 people.https://www.jdsupra.com/legalnews/johnson-financial-group-provides-notice-8072342/United States of AmericaUndetermined

Sovos Compliance files another notice of data breach on behalf of Pan-American Life Insurance Group affected by a data breach at Sovos involving the MOVEit file transfer application.https://www.jdsupra.com/legalnews/six-additional-companies-impacted-by-2501981/United States of AmericaUndetermined

Sovos Compliance files another notice of data breach on behalf of Patelco Credit Union affected by a data breach at Sovos involving the MOVEit file transfer application.https://www.jdsupra.com/legalnews/six-additional-companies-impacted-by-2501981/United States of AmericaUndetermined

Sovos Compliance files another notice of data breach on behalf of UBS Financial Services affected by a data breach at Sovos involving the MOVEit file transfer application.https://www.jdsupra.com/legalnews/six-additional-companies-impacted-by-2501981/United States of AmericaUndetermined

The NoEscape ransomware gang lists Mulkay Cardiology Consultants to their leak site, claiming to have stolen 60GB of data on more than 30,000 patients.https://www.databreaches.net/ransomware-group-claimed-to-have-hit-a-new-jersey-cardiology-group-did-they/United States of AmericaUndetermined

Ethereum blockchain analytics firm Nansen asks a subset of its users to reset passwords following a recent data breach at its authentication provider.https://www.bleepingcomputer.com/news/security/crypto-firm-nansen-asks-users-to-reset-passwords-after-vendor-breach/Singapore Undetermined

OrthoAlaska files a notice of data breach after discovering that confidential information that had been entrusted to the company was subject to unauthorized access.https://www.jdsupra.com/legalnews/orthoalaska-announces-files-notice-of-4479612/United States of AmericaUndetermined

T-Mobile denies suffering another data breach following reports that a threat actor dubbed 'emo' leaked a large database (89 GB ZIP archive) allegedly containing T-Mobile employees' data, pointing the finger to an authorized retailer.https://www.bleepingcomputer.com/news/security/t-mobile-denies-new-data-breach-rumors-points-to-authorized-retailer/United States of AmericaUndetermined

The Government of British overseas territory Bermuda has linked a cyberattack affecting all its departments' IT systems since Thursday to hackers based out of Russia.https://www.bleepingcomputer.com/news/security/government-of-bermuda-links-cyberattack-to-russian-hackers/Bermuda Undetermined

The Fort Lauderdale Police Department investigates a financial fraud incident involving the City of Fort Lauderdale, which lost $1.2 million dollars in a phishing scam.https://wsvn.com/news/local/broward/city-of-fort-lauderdale-falls-victim-to-1-2-million-fraud-scheme/United States of AmericaUndetermined

Frax Outsourcing files a notice of data breach after determining that it was the recent victim of a cyberattack.https://www.jdsupra.com/legalnews/frax-outsourcing-announces-data-breach-7772087/United States of AmericaUndetermined

Progressive Leasing discloses a ransomware attack. The ALPHV ransomware gang claims responsibility for the attack.https://therecord.media/product-leasing-giant-progressive-ransomwareUnited States of AmericaRussian Federation

The Auckland University of Technology is hit with a Monti ransomware attack.https://therecord.media/auckland-university-operating-cyberattackNew ZealandUndetermined

China's Ministry of State Security (MSS) accuses the U.S. of breaking into Huawei's servers, stealing critical data, and implanting backdoors since 2009.https://thehackernews.com/2023/09/china-accuses-us-of-decade-long-cyber.htmlChina Undetermined

Balancer, an ethereum-based automated market maker, on suffers a security breach that resulted in a loss of $238,000, attributing the compromise to a social engineering attack on the domain registrar EuroDNS.https://www.databreachtoday.com/cryptohack-roundup-private-key-compromise-led-to-coinex-hit-a-23131UndeterminedUndetermined

The social media account of the former US President's son is apparently hacked and publishes some offensive posts, including that his dad had passed away. https://www.euronews.com/2023/09/20/fk-biden-donald-trump-jrs-twitter-x-account-apparently-hackedUnited States of AmericaUndetermined

Lakeland Community College notifies 290,000 people of a data breach that may have compromised their personal, financial and health information. The Vice Society ransomware group claimed responsibility for the attack.https://www.bankinfosecurity.com/ohio-community-college-data-theft-breach-affects-nearly-300k-a-23132United States of AmericaUndetermined

The pro-Iranian Cyber Avengers hacktivist group claims to have hit the Israeli Railways, supposedly revealing information about the electrical infrastructure of the country's railroad network.https://www.darkreading.com/dr-global/pro-iranian-attackers-target-israeli-railroad-networkIsrael Undetermined

Air Canada discloses a cyber security incident in which hackers "briefly" obtained limited access to its internal systems.https://www.bleepingcomputer.com/news/security/air-canada-discloses-data-breach-of-employee-and-certain-records/Canada Undetermined

BMO Bank files a notice of data breach after discovering that information entrusted to the company was accessible to an unauthorized party.https://www.jdsupra.com/legalnews/bmo-bank-na-confirms-recent-data-breach-9291406/United States of AmericaUndetermined

The INC ransomware gang adds the Federal Labor Relations Authority to their leak site.https://www.databreaches.net/inc-ransomware-claims-to-have-hit-federal-labor-relations-authority/United States of AmericaUndetermined

St. Luke's Health System issues a notice saying that it had been notified by Nuance of the MOVEit breach, affecting 4,679 of their patients.https://www.databreaches.net/more-victims-of-moveit-breach-are-revealed-nuance-discloses-for-covered-entities/United States of AmericaUndetermined

In its annual report with the Securities and Exchange Commission, Campbell Soup says it discovered a cyber intrusion in part of its IT network.https://www.cybersecuritydive.com/news/campbell-soup-cyberattack-limited-impact/694758/United States of AmericaUndetermined

The Kfar Shaul Mental Health Center and the Eitanim psychiatric hospital, both part of Jerusalem Mental Health Center, are hit with a cyber attack.https://www.databreaches.net/israeli-mental-health-center-in-jerusalem-hit-with-cyberattack/Israel Undetermined

The ALPHV/BlackCat ransomware gang lists Cadre Services among its victims, claiming to have stolen 100 GB of files.https://www.databreaches.net/another-small-firm-suffers-a-serious-ransomware-attack-cadre-services-gets-mauled-by-alphv/United States of AmericaRussian Federation

The 8BASE ransomware gang lists the Brazilian law firm AraÃƒÂƒÃ‚Âºjo e Policastro Advogados among their victims.https://thecyberexpress.com/araujo-e-policastro-advogados-breach-by-8base/Brazil Undetermined

The Ministry of Finance of Kuwait is hit by a cyber attack. The Rhysida ransomware gang claims responsibility for the attack.https://therecord.media/kuwait-isolates-systems-after-ransomware-attackKuwait Undetermined

Visiting Physician's Network (VPN) is added to the list of the ThreeAM ransomware group.https://www.databreaches.net/visiting-physicians-network-in-texas-silent-about-ransomware-attack-and-incident-response/United States of AmericaUndetermined

The Virginia Department of Medical Assistance Services (DMAS) files a notice of data breach.https://www.jdsupra.com/legalnews/virginia-department-of-medical-5615812/United States of AmericaUndetermined

Bungie reveals hat the login problems that hit Destiny 2 players over the weekend were actually due to a DDoS attack that slowed down the service.https://www.bitdefender.com/blog/hotforsecurity/ddos-attack-on-destiny-2-leaves-players-unable-to-log-in/United States of AmericaUndetermined

The City of Pittsburg is hit with a ransomware attack.https://therecord.media/pittsburg-kansas-government-cyberattackUnited States of AmericaUndetermined

The LockBit ransomware gang claims to have hacked the Italian branch of the TÃƒÂƒÃ…Â“V SÃƒÂƒÃ…Â“D international service corporation.https://www.redhotcyber.com/post/rivendicato-un-attacco-informatico-alla-divisione-italiana-di-tuv-sud-lockbit-pubblica-direttamente-i-dati/Italy Undetermined

One of Thailand's major digital financial platforms, CardX, discloses a data leak that affected their customers. https://securityaffairs.com/150939/data-breach/cardx-data-leak-thailand.htmlThailand Undetermined

The healthcare technology firm Nuance reveals that the Clop extortion gang has stolen personal data on Atrium Health as part of the Progress MOVEit Transfer campaign.https://securityaffairs.com/150949/cyber-crime/north-carolina-hospitals-data-breach.htmlUnited States of AmericaUndetermined

The healthcare technology firm Nuance reveals that the Clop extortion gang has stolen personal data on Catawba Valley Medical Center as part of the Progress MOVEit Transfer campaign.https://securityaffairs.com/150949/cyber-crime/north-carolina-hospitals-data-breach.htmlUnited States of AmericaUndetermined

The healthcare technology firm Nuance reveals that the Clop extortion gang has stolen personal data on Charlotte Radiology as part of the Progress MOVEit Transfer campaign.https://securityaffairs.com/150949/cyber-crime/north-carolina-hospitals-data-breach.htmlUnited States of AmericaUndetermined



The healthcare technology firm Nuance reveals that the Clop extortion gang has stolen personal data on Duke University Health System as part of the Progress MOVEit Transfer campaign.https://securityaffairs.com/150949/cyber-crime/north-carolina-hospitals-data-breach.htmlUnited States of AmericaUndetermined

The healthcare technology firm Nuance reveals that the Clop extortion gang has stolen personal data on Central Carolina Medical Center as part of the Progress MOVEit Transfer campaign.https://securityaffairs.com/150949/cyber-crime/north-carolina-hospitals-data-breach.htmlUnited States of AmericaUndetermined

The healthcare technology firm Nuance reveals that the Clop extortion gang has stolen personal data on ECU Health as part of the Progress MOVEit Transfer campaign.https://securityaffairs.com/150949/cyber-crime/north-carolina-hospitals-data-breach.htmlUnited States of AmericaUndetermined

The healthcare technology firm Nuance reveals that the Clop extortion gang has stolen personal data on FirstHealth of the Carolinas as part of the Progress MOVEit Transfer campaign.https://securityaffairs.com/150949/cyber-crime/north-carolina-hospitals-data-breach.htmlUnited States of AmericaUndetermined

The healthcare technology firm Nuance reveals that the Clop extortion gang has stolen personal data on Mission Health System as part of the Progress MOVEit Transfer campaign.https://securityaffairs.com/150949/cyber-crime/north-carolina-hospitals-data-breach.htmlUnited States of AmericaUndetermined

The healthcare technology firm Nuance reveals that the Clop extortion gang has stolen personal data on Novant Health as part of the Progress MOVEit Transfer campaign.https://securityaffairs.com/150949/cyber-crime/north-carolina-hospitals-data-breach.htmlUnited States of AmericaUndetermined

The healthcare technology firm Nuance reveals that the Clop extortion gang has stolen personal data on Novant Health New Hanover Regional Medical Center as part of the Progress MOVEit Transfer campaign.https://securityaffairs.com/150949/cyber-crime/north-carolina-hospitals-data-breach.htmlUnited States of AmericaUndetermined

The healthcare technology firm Nuance reveals that the Clop extortion gang has stolen personal data on UNC Health as part of the Progress MOVEit Transfer campaign.https://securityaffairs.com/150949/cyber-crime/north-carolina-hospitals-data-breach.htmlUnited States of AmericaUndetermined

The healthcare technology firm Nuance reveals that the Clop extortion gang has stolen personal data on Wake Radiology Diagnostic Imaging as part of the Progress MOVEit Transfer campaign.https://securityaffairs.com/150949/cyber-crime/north-carolina-hospitals-data-breach.htmlUnited States of AmericaUndetermined

The healthcare technology firm Nuance reveals that the Clop extortion gang has stolen personal data on WakeMed Health & Hospitals as part of the Progress MOVEit Transfer campaign.https://securityaffairs.com/150949/cyber-crime/north-carolina-hospitals-data-breach.htmlUnited States of AmericaUndetermined

Limestone bank (now Peoples Bank) discloses a data breach exposing some 50,000 customers' personal details, including financial account and credit card numbers, after it had "identified unusual activity involving an employee's email account."https://cybernews.com/news/limestone-data-breach-exposes-thousands-customers/United States of AmericaUndetermined

LockBit adds Hillsborough County Public Schools to their leak site, claiming to have acquired 2 TB of data, and providing a file list and some sample files.https://www.databreaches.net/fl-hillsborough-county-public-schools-cyberattack-claimed-by-lockbit3-0/United States of AmericaUndetermined

The Canada Border Services Agency (CBSA) is hit with a DDoS attack. The Pro-Russia collective NoName057(16) claims responsibility for the attack.https://therecord.media/canada-border-checkpoint-outages-ddos-attack-russiaCanada Russian Federation

The Canadian Air Transport Security Authority is hit with a DDoS attack. The Pro-Russia collective NoName057(16) claims responsibility for the attack.https://therecord.media/canada-border-checkpoint-outages-ddos-attack-russiaCanada Russian Federation

Some Financial institutions in Canada are hit with a DDoS attack. The Pro-Russia collective NoName057(16) claims responsibility for the attack.https://therecord.media/canada-border-checkpoint-outages-ddos-attack-russiaCanada Russian Federation

Some Government institutions in Canada are hit with a DDoS attack. The Pro-Russia collective NoName057(16) claims responsibility for the attack.https://therecord.media/canada-border-checkpoint-outages-ddos-attack-russiaCanada Russian Federation

The International Criminal Court (ICC) discloses a cyberattack after discovering that its systems had been breached during the previous week.https://www.bleepingcomputer.com/news/security/hackers-breached-international-criminal-courts-systems-last-week/India Undetermined

In name of OpIndia the threat actors from the collective Sylhet Gang claim to have taken down the City Union Bank.https://thecyberexpress.com/sylhet-gang-launches-dbgb-cyber-attack/India India

In name of OpIndia the threat actors from the collective Sylhet Gang claim to have taken down the Dakshin Bihar Gramin Bank.https://thecyberexpress.com/sylhet-gang-launches-dbgb-cyber-attack/India India

The Akira ransomware group claims to have hit American Steel & Aluminum Co, gaining access to 70GB of data.https://thecyberexpress.com/american-steel-aluminum-data-breach-akira/United States of AmericaUndetermined

Patients of CommonSpirit Health had their data compromised in the massive MOVEit hack.https://www.beckershospitalreview.com/cybersecurity/commonspirit-caught-up-in-moveit-hack.htmlUnited States of AmericaUndetermined

The Rhysida ransomware gang claims responsibility for a ransomware attack to the Dominican Republic's Migration Agency (DirecciÃƒÂ³n General de MigraciÃƒÂ³n)https://therecord.media/rhysida-ransomware-gang-attacks-on-portugal-dominican-republic-governmentsDominican RepublicUndetermined

An email account related to the Butler County is compromised, sending unauthorized spam emails.https://www.databreaches.net/pa-butler-county-experienced-security-breach-with-jail-employee-email/United States of AmericaUndetermined

The Auckland Transport (AT) transportation authority in New Zealand is dealing with a widespread outage caused by a cyber incident, a suspected ransomware attack, impacting a wide range of customer services.https://www.bleepingcomputer.com/news/security/auckland-transport-authority-hit-by-suspected-ransomware-attack/New ZealandUndetermined

Mount Graham Regional Medical Center (MGRMC) files a notice of data breach after confirming a recent ransomware attack.https://www.jdsupra.com/legalnews/mt-graham-regional-medical-center-5431319/United States of AmericaUndetermined

Global cryptocurrency exchange CoinEX announces that someone hacked its hot wallets and stole large amounts of digital assets that were used to support the platform's operations. The loss is estimated in $53 million worth and the fingers are pointed to the North Korean Lazarus.https://www.bleepingcomputer.com/news/security/hackers-steal-53-million-worth-of-cryptocurrency-from-coinex/Hong KongAfghanistan

A potential cyber attack is causing classes to be cut to a half day in East Jackson Community Schools.https://www.databreaches.net/mi-cybercrime-investigation-causes-half-day-for-east-jackson-schools/United States of AmericaUndetermined

Multiple prominent government ministries in Colombia, including the Ministry of Health and Social Protection, the country's Judiciary Branch and the Superintendency of Industry and Commerce, announce that an alleged ransomware attack on technology provider IFX Networks Colombia, caused a range of problems limiting the ability of departments to function.https://therecord.media/colombia-government-ministries-cyberattackColombia Undetermined

The ADHD hacktivist group claims responsibility for a cyber attack to SDA, the shipping company of Poste Italiane (the Italian Post Office) and leaks a sample with 100,000 records.https://www.redhotcyber.com/post/gli-hacktivisti-italiani-di-adhd-rivendicano-un-attacco-informatico-al-corriere-sda/Italy Italy

Fauquier County Public Schools is hit with a LockBit ransomware attack.https://therecord.media/virginia-school-district-open-lockbitUnited States of AmericaUndetermined

Sri Lanka's government email network is hit by a ransomware attack that wipes months of data from thousands of email accounts.https://therecord.media/sri-lanka-loses-months-of-government-data-in-ransomware-attackSri Lanka Undetermined

The Canadian Nurses Association (CNA) confirms that it is working with its members to respond to a leak of sensitive data allegedly stolen by the Snatch and Nokoyawa ransomware group.https://therecord.media/cna-confirms-data-incidentCanada Undetermined

The hacktivist group Anonymous Sudan launches a DDoS attack against Telegram in retaliation to the messaging platform's decision to suspend their primary account.https://www.securityweek.com/after-microsoft-and-x-hackers-launch-ddos-attack-on-telegram/Ukraine Sudan

The 8BASE ransomware group claims responsibility for targeting COVESA, a network of Ford dealerships in the provinces of Barcelona and Girona in Spain.https://thecyberexpress.com/8base-ransomware-group-covesa-data-breach/Spain Undetermined

The BlackCat ransomware gang claims responsibility for an attack to TissuPath.https://thecyberexpress.com/cyber-attacks-on-victorian-companies/Australia Russian Federation

The BlackCat ransomware gang claims responsibility for an attack to Strata Plan.https://thecyberexpress.com/cyber-attacks-on-victorian-companies/Australia Russian Federation

The BlackCat ransomware gang claims responsibility for an attack to Barry Plant Blackburn.https://thecyberexpress.com/cyber-attacks-on-victorian-companies/Australia Russian Federation

The BlackCat ransomware gang claims responsibility for an attack to Tisher Liner FC Law.https://thecyberexpress.com/cyber-attacks-on-victorian-companies/Australia Russian Federation

In name of OpIndia, PathLegal, an online legal service provider in India, falls victim to a data breach by the cybercriminal group Hacktivist Indonesia, resulting in the exposure of sensitive information belonging to 127,000 legal professionals and students.https://thecyberexpress.com/pathlegal-cyber-attack-legal-professionals/India India

A DDoS attack takes down Roma Capitale websites managed by Zetema of the cultural project, including that of the superintendency, the municipal museums, and the tourism onehttps://ground.news/article/hacker-attack-on-roma-capitales-websites-apps-for-civic-services-museums-and-tourist-information-are-also-out-of-useItaly Undetermined

The global charity organization Save the Children International confirms that it was recently hit with a cyberattack after the BianLian ransomware group claimed to have breached the organization's systems.https://therecord.media/save-the-children-charity-cyberattackIndia China

The European aerospace giant Airbus says to be investigating a cybersecurity incident following reports that a threat actor named USDoD posted information on 3,200 of the company's vendors to the dark web.https://www.infosecurity-magazine.com/news/pirated-software-cause-airbus/NetherlandsUndetermined

A cyberattack causes St. Louis County to shut down some computer systems used to look up court cases, issue charges and process people in custody at the jail.https://www.databreaches.net/mo-cyberattack-causes-multiple-court-systems-to-shut-down-some-public-safety-computer-servers/United States of AmericaUndetermined

The City of Tomball, Texas files a notice of data breach after learning that the City was the recent target of a ransomware attack.https://www.jdsupra.com/legalnews/city-of-tomball-texas-announces-data-2563483/United States of AmericaUndetermined

The International Joint Commission (IJC), the organization tasked with managing the lake and river systems along the border between the U.S. and Canada, announces that it experienced a cyberattack following reports that the NoEscape ransomware gang claimed to have stolen reams of data.https://therecord.media/us-canada-water-commission-investigating-cyberattackCanada Undetermined

Progressive Leasing files a notice of data breach after discovering that an unauthorized party was able to access files stored on the company's computer system.https://www.jdsupra.com/legalnews/progressive-leasing-notifies-more-than-4145971/United States of AmericaUndetermined

MGM Resorts International discloses to be dealing with a cybersecurity issue that impacted some of its systems, including its main website, online reservations, and in-casino services, like ATMs, slot machines, and credit card machines. The BlackCat ransomware gang claims responsibility for the attack.https://www.bleepingcomputer.com/news/security/mgm-resorts-shuts-down-it-systems-after-cyberattack/United States of AmericaRussian Federation

Dymocks Booksellers warns customers their personal information was exposed in a data breach after the company's database was shared on hacking forums.https://www.bleepingcomputer.com/news/security/dymocks-booksellers-suffers-data-breach-impacting-836k-customers/Australia Undetermined

The Ransomed group adds Linktera to their dark web portal, claiming to have successfully gained unauthorized access to their database.https://thecyberexpress.com/linktera-data-breach-ransomed-vc-group/Turkey Undetermined

The hacktivist group known as "Five Families" claims responsibility for a cyber attack targeting Biostar, a computer hardware accessories manufacturer.https://thecyberexpress.com/the-biostar-cyber-attack-five-families/Taiwan (Province of China)Undetermined

Community Trust Bank provides notice of a data security incident after discovering that one of the company's vendors experienced a data breach related to the vendor's use of the file-transfer application MOVEit.https://www.jdsupra.com/legalnews/community-trust-bank-inc-confirms-6942214/United States of AmericaUndetermined

Northfield Bank discloses a third-party data breach involving the commonly used file transfer application MOVEit.https://www.jdsupra.com/legalnews/northfield-bank-reports-third-party-5508179/United States of AmericaUndetermined

Sightpath Medical files a notice of data breach on behalf of Sutter North Surgery Center after discovering that an unauthorized actor accessed certain files stored within its systems.https://www.jdsupra.com/legalnews/sightpath-medical-llc-announces-data-2938804/United States of AmericaUndetermined

Brady Martz & Associates files a notice of data breach after discovering that an unauthorized party was able to access portions of the company's computer network.https://www.jdsupra.com/legalnews/brady-martz-associates-pc-notifies-53-4811526/United States of AmericaUndetermined

The LockBit ransomware gang adds Skokie-Morton Grove School District 69 to their leak site.https://www.databreaches.net/quick-note-two-more-school-districts-hit-by-cyberattacks/United States of AmericaUndetermined



Decatur ISD suspects a cybersecurity attack is behind the disruptions to the school district's internet and phone service.https://www.databreaches.net/quick-note-two-more-school-districts-hit-by-cyberattacks/United States of AmericaUndetermined

St. Paul Public Schools notifies families and staff of a "data security incident" that may have exposed students' names and email addresses.https://www.databreaches.net/st-paul-public-schools-notifies-families-of-data-breach-from-february/United States of AmericaUndetermined

A threat actor known as "TheSnake" leaks some data from Coca-Cola FEMSA with a claim that they had acquired a full database wit 8.16 GB of data.https://www.databreaches.net/coca-cola-femsa-victim-of-ransomware-attack-and-data-leak/Mexico Undetermined

ProMach files a notice of data breach after discovering that an unauthorized party gained access to the company's IT network.https://www.jdsupra.com/legalnews/promach-inc-confirms-data-breach-8166873/United States of AmericaUndetermined

Johnson & Johnson Health Care Systems (Janssen) informs its CarePath customers that their sensitive information was compromised in a MOVEit data breach involving IBM.https://www.bleepingcomputer.com/news/security/johnson-and-johnson-discloses-ibm-data-breach-impacting-patients/United States of AmericaUndetermined

Fortress Trust discloses a theft of customers' cryptocurrency last week, later revealed to total close to $15 million, stemming from a cyber attack suffered by Retool, a cloud provider.https://www.coindesk.com/business/2023/09/13/phishing-attack-on-cloud-provider-with-fortune-500-clients-led-to-15m-crypto-theft-from-fortress-trust/United States of AmericaUndetermined

In-game trading marketplaces Traderie and another marketplace, Nookazon, owned by the same parent company Akrew, alert users to a data breach impacting their personal information. A threat actor called "victim" claims to be selling the data of as many as 2.6 million users for $5,000 in bitcoin.https://techcrunch.com/2023/09/07/traderie-a-marketplace-for-in-game-items-alerts-users-to-data-breach/United States of AmericaUndetermined

The Trigona ransomware gang claims to have hit the Hong Kong's Cyberport, and to have stolen 436 GB of data.https://thecyberexpress.com/cyberport-cyber-attack-trigona-posts-samples/Hong KongUndetermined

Anonymous Sudan claims responsibility for a DDoS attack on Wells Fargo's websitehttps://thecyberexpress.com/anonymous-sudan-claims-wells-fargo-data-breach/United States of AmericaSudan

The collective Cyb3r Drag0nz Team claims to have successfully breached the Ministry of National Education in Morocco.https://thecyberexpress.com/cyb3r-drag0nz-team-moroccan-government/Morocco Undetermined

Lifeline Systems Company files a notice of data breach after discovering that an unauthorized person accessed documents containing confidential data on the company's computer network.https://www.jdsupra.com/legalnews/lifeline-systems-company-confirms-7199810/United States of AmericaUndetermined

United Healthcare Services files a notice of data breach involving "Unauthorized Access/Disclosure'' of sensitive information that was being stored on an affected network server.https://www.jdsupra.com/legalnews/united-healthcare-services-inc-notifies-5601822/United States of AmericaUndetermined

Ryders Health Management confirms that unauthorized individuals gained access to its network and used ransomware to encrypt files.https://www.hipaajournal.com/snatch-ransomware-group-behind-mount-desert-island-hospital-cyberattack/United States of AmericaUndetermined

The Ragnar Locker ransomware gang adds Do IT Consultants to their list of victims and claims to have stolen 613 GB of data.https://www.databreaches.net/do-it-consultants-victim-of-attack-by-ragnar_locker/Canada Undetermined

The LockBit ransomware gang claims responsibility for a cyber attack to Proto Sign.https://www.redhotcyber.com/post/attacco-informatico-allitaliana-proto-sign-rivendicato-da-lockbit-tra-13gg-la-pubblicazione-dei-dati/Italy Undetermined

The NoEscape ransomware group claims responsibility for a cyber attack to Omniatel, with the alleged possession of 360 gb of data.https://www.redhotcyber.com/post/attacco-informatico-allitaliana-omniatel-rivendicato-da-noescape-360gb-pronti-alla-pubblicazione-tra-9gg/Italy Undetermined

Hinds County is hit with a ransomware attack.https://news.yahoo.com/fbi-investigates-cyberattack-forced-hinds-230013657.htmlUnited States of AmericaUndetermined

Caesars Entertainment, self-described as the largest U.S. casino chain with the most extensive loyalty program in the industry, says it paid a ransom to avoid the online leak of customer data stolen in a recent cyberattack.https://www.bleepingcomputer.com/news/security/caesars-entertainment-confirms-ransom-payment-customer-data-theft/United States of AmericaUndetermined

Travel booking giant Sabre says to be investigating claims of a cyberattack after a tranche of files purportedly stolen from the company appears on the The Dunghill Leak ransomware group leak site, who alleged it took about 1.3 terabytes of data.https://techcrunch.com/2023/09/06/ransomware-gang-claims-credit-for-sabre-data-breach/United States of AmericaUndetermined

The Department of Employment and Economic Development (DEED) in Minnesota notifies jobseekers of a data breach involving unauthorized access to their personal information at the MinnesotaWorks.net platform, after a person claiming to be an employee allegedly, viewed and copied user resume information without authorization.https://www.bitdefender.com/blog/hotforsecurity/minnesota-jobs-website-reports-data-breach-exposing-contact-information-of-job-seekers/United States of AmericaUndetermined

The St Augustine Academy suffers a ransomware attack.https://www.bbc.com/news/uk-england-kent-66744412United Kingdom of Great Britain and Northern IrelandUndetermined

The real estate agency Seymours is listed among the victims of the Cactus ransomware gang.https://thecyberexpress.com/cactus-ransomware-group-major-corporations/United Kingdom of Great Britain and Northern IrelandUndetermined

The Groupe Promotrans is listed among the victims of the Cactus ransomware gang.https://thecyberexpress.com/cactus-ransomware-group-major-corporations/France Undetermined

Mineman, a marketing company for mining, is listed among the victims of the Cactus ransomware gang.https://thecyberexpress.com/cactus-ransomware-group-major-corporations/United States of AmericaUndetermined

Maxxd Trailers is listed among the victims of the Cactus ransomware gang.https://thecyberexpress.com/cactus-ransomware-group-major-corporations/United States of AmericaUndetermined

Marfrig Global Foods is listed among the victims of the Cactus ransomware gang.https://thecyberexpress.com/cactus-ransomware-group-major-corporations/Brazil Undetermined

The Play ransomware gang lists Majestic Spice among its victims.https://cyberwarzone.com/play-ransomware-group-targets-six-prominent-companies/United States of AmericaUndetermined

The Play ransomware gang lists Bordelon Marine among its victims.https://cyberwarzone.com/play-ransomware-group-targets-six-prominent-companies/United States of AmericaUndetermined

The Play ransomware gang lists Master Interiors among its victims.https://cyberwarzone.com/play-ransomware-group-targets-six-prominent-companies/United States of AmericaUndetermined

The Play ransomware gang lists Kikkerland Design among its victims.https://cyberwarzone.com/play-ransomware-group-targets-six-prominent-companies/United States of AmericaUndetermined

The Play ransomware gang lists Precisely among its victims.https://cyberwarzone.com/play-ransomware-group-targets-six-prominent-companies/United States of AmericaUndetermined

The Play ransomware gang lists Micro Automation among its victims.https://cyberwarzone.com/play-ransomware-group-targets-six-prominent-companies/Germany Undetermined

Amerita, a subsidiary of PharMerica, files a notice of data breach after discovering that an unauthorized party was able to access and potentially acquire sensitive data from the company's IT network.https://www.jdsupra.com/legalnews/pharmerica-company-amerita-confirms-3631755/United States of AmericaUndetermined

Lyon Real Estate files a notice of data breach after discovering that an unauthorized party was able to access the company's computer network through a vulnerability in a vendor application program used by Lyonhttps://www.jdsupra.com/legalnews/lyon-real-estate-provides-notice-of-5026566/United States of AmericaUndetermined

NOW Health Group reveals that the protected health information of 4,661 individuals was compromised in a phishing attack.https://www.hipaajournal.com/lifeline-systems-company-notifies-patients-about-august-2022-cyberattack/United States of AmericaUndetermined

Software bug-tracking company Rollbar discloses a data breach after unknown attackers hacked its systems in early August and gained access to customer access tokens.https://www.bleepingcomputer.com/news/security/rollbar-discloses-data-breach-after-hackers-stole-access-tokens/United States of AmericaUndetermined

Trucking and fleet management solutions provider ORBCOMM confirms that a ransomware attack is behind recent service outages preventing trucking companies from managing their fleets.https://www.bleepingcomputer.com/news/security/orbcomm-ransomware-attack-causes-trucking-fleet-management-outage/United States of AmericaUndetermined

The Cactus ransomware gang claims responsibility for a cyber attack to Foroni, an Italian manufacturer of nickel and specialty alloys and leaks a sample of 18 mb of data.https://www.redhotcyber.com/post/attacco-informatico-allitaliana-foroni-spa-rivendicato-da-cactus-pubblicati-samples-e-un-file-archivio-di-18mb/Italy Undetermined

The Play ransomware gang claims to have hit the luxury chain Firmdale Hotels.https://thecyberexpress.com/firmdale-hotels-data-breach-play-ransomware/United Kingdom of Great Britain and Northern IrelandUndetermined

The hacker group Desorden claims responsibility for a data breach on AIS Thailand, a prominent mobile operator in Thailand.https://thecyberexpress.com/ais-thailand-cyber-attack-desorden-hackers/Thailand Undetermined

The city council of Seville is hit by a ransomware LockBit ransomware attack.https://therecord.media/lockbit-cyberattack-shuts-down-networks-in-seville-spainSpain Undetermined

Ukraine's computer emergency response team (CERT-UA) reveals that the infamous Russian cyberespionage group APT 28 was caught attacking a critical energy facility in Ukraine.https://therecord.media/ukraine-energy-facility-cyberattack-fancy-bear-emailUkraine Russian Federation

Dutch semiconductor designer and manufacturer NPX discloses a data breach affecting the email addresses of users who had registered an account on npx.com, but had not used it for at least 18 months.https://techcrunch.com/2023/09/05/chipmaker-nxp-confirms-data-breach-involving-customers-information/NetherlandsUndetermined

More than one million customers of Pizza Hut Australia appear to have had their data acquired by the threat actor named ShinyHunters.https://www.databreaches.net/pizza-hut-australia-customer-data-hacked-shinyhunters-claims-to-have-more-than-1-million-customers-information/Australia Undetermined

The German Federal Financial Supervisory Authority (BaFin) announces that an ongoing distributed denial-of-service (DDoS) attack has been impacting its website.https://www.bleepingcomputer.com/news/security/german-financial-agency-site-disrupted-by-ddos-attack-since-friday/Germany Undetermined

Online cryptocurrency casino Stake.com announces that its ETH/BSC hot wallets had been compromised to perform unauthorized transactions, with over $40 million in crypto reportedly stolen.https://www.bleepingcomputer.com/news/security/crypto-casino-stakecom-loses-41-million-to-hot-wallet-hackers/United States of AmericaAfghanistan

Newton Media is hit with a BlackCat ransomware attack.https://thecyberexpress.com/newton-media-cyber-attack-blackcat/Czechia Russian Federation

A threat actor with the moniker of Nationalist claims to have hacked Simplicia and to have stolen the data of 152,000 employees.https://thecyberexpress.com/simplicia-cyber-attack-exposes-data/France Undetermined

The Maiden Erlegh Trust suffers a ransomware attack.https://www.infosecurity-magazine.com/news/second-school-cyberattack-before/United Kingdom of Great Britain and Northern IrelandUndetermined

The group of hacktivists ADHD claims to have breached Padova Net, the web portal of the municipality of Padova (Padua).https://www.redhotcyber.com/post/gli-hacktivisti-italiani-di-adhd-colpiscono-il-portale-padova-net/Italy Italy

Debenham High School says that all its computer facilities are offline as a result of a cyber attack.https://www.bbc.com/news/uk-england-suffolk-66677856United Kingdom of Great Britain and Northern IrelandUndetermined

The Highgate Wood School delays the beginning of the lessons by 6 days after suffering a cyber attack.https://www.infosecurity-magazine.com/news/second-school-cyberattack-before/United Kingdom of Great Britain and Northern IrelandUndetermined

The Carlisle Area School District is hit with ransomware.https://www.databreaches.net/updating-carlisle-area-school-district-was-hit-with-ransomware/United States of AmericaUndetermined

The Lawrence Public Schools are working to recover $2.7 million in funds that were recently "frozen" when a staffer responded to a phishing email sent by scammers posing as a vendor for the school district.https://www.databreaches.net/lawrence-schools-trying-to-recover-2-7-million-frozen-by-online-phishing-scheme-officials-say/United States of AmericaUndetermined

Comitato Elettrotecnico Italiano, an educational institution, is hit by a suspected ransomware attack.https://www.redhotcyber.com/post/attacco-informatico-al-comitato-elettronico-italiano-una-intrusione-abusiva-mette-fuori-uso-i-sistemi/Italy Undetermined



The LockBit ransomware gang adds the Carthage Area Hospital to their list of victims.https://therecord.media/upstate-new-york-hospitals-ransomware-attackUnited States of AmericaUndetermined

The LockBit ransomware gang adds the Claxton-Hepburn Medical Center to their list of victims.https://therecord.media/upstate-new-york-hospitals-ransomware-attackUnited States of AmericaUndetermined

Deer Oaks Â– The Behavioral Health Solution ("Deer Oaks") files a notice of data breach after discovering that a ransomware attack compromised the security of information stored on the company's computer network.https://www.jdsupra.com/legalnews/deer-oaks-the-behavioral-health-4147599/United States of AmericaUndetermined

The University of Sydney (USYD) announces that a breach at a third-party service provider exposed personal information of recently applied and enrolled international applicants.https://www.bleepingcomputer.com/news/security/university-of-sydney-data-breach-impacts-recent-applicants/Australia Undetermined

AI-powered coding platform Sourcegraph reveals that its website was breached this week using a site-admin access token accidentally leaked online on July 14th.https://www.bleepingcomputer.com/news/security/sourcegraph-website-breached-using-leaked-admin-access-token/United States of AmericaUndetermined

The department of health for Hawai?i (healthybydefault.hawaii.gov) is defaced.https://therecord.media/hawaii-state-department-of-health-website-defacementUnited States of AmericaUndetermined

Researchers from Ahnlab observe the North Korean threat actor known as Andariel employing an arsenal of malicious tools in a recent wave of attacks against South Korean organizations.https://thehackernews.com/2023/09/researchers-warn-of-cyber-weapons-used.htmlKorea (the Republic of)Afghanistan

Crypto trading platform Cypher rolls out a plan to compensate victims of its $1 million hack.https://www.databreachtoday.com/cryptohack-roundup-cypher-comp-plan-a-22977UndeterminedUndetermined

Northwave, the cycling shoes manufacturer, is hit with a ransomware attack.https://tribunatreviso.gelocal.it/regione/2023/08/31/news/ciclismo_ganna_northwave_hacker-13019483/Italy Undetermined

The LockBit ransomware gang claims responsibility for a cyber attack to Zep, an Italian chemical company.https://www.redhotcyber.com/post/attacco-informatico-allitaliana-zep-rivendicato-da-lockbit-tra-19gg-la-pubblicazione-dei-dati/Italy Undetermined

Planet Home Lending files a notice of data breach after discovering that files containing personally identifiable information of some customers were compromised as a result of the MOVEit vulnerability.https://www.jdsupra.com/legalnews/planet-home-lending-llc-notifies-4965533/United States of AmericaUndetermined

Mountain View Family Practice alerts 5,139 about a cyberattack on its systems.https://www.hipaajournal.com/lifeline-systems-company-notifies-patients-about-august-2022-cyberattack/United States of AmericaUndetermined

Fenn Termite & Pest Control is hit by a 8BASE ransomware attack.https://thecyberexpress.com/fenn-termite-pest-8base-ransomware-group/United States of AmericaUndetermined

American entertainment giant Paramount Global discloses a data breach after its systems got hacked and attackers gained access to personally identifiable information (PII).https://www.bleepingcomputer.com/news/security/paramount-discloses-data-breach-following-security-incident/United States of AmericaUndetermined

Supermarket chain Lidl has recalls four types of PAW Patrol-themed snacks across the UK after a website listed on the snack's packaging, Appy Kids Co, was caught serving porn.https://www.bleepingcomputer.com/news/security/childrens-snack-recalled-after-its-website-caught-serving-porn/UndeterminedUndetermined

The BlackCat ransomware gang takes credit for Forsyth County, earlier this year.https://therecord.media/forsyth-county-georgia-ransomware-alphv-postUnited States of AmericaRussian Federation

The LockBit ransomware gang takes credit for an attack on the Commission des services electriques de MontrÃƒÂƒÃ‚Â©al (CSEM) ÃƒÂ¢Ã¢Â‚Â¬" a 100-year-old municipal organization that manages electrical infrastructure in the city of Montreal.https://therecord.media/montreal-electricity-organization-lockbit-victimCanada Undetermined

Prime Therapeutics reveals to have discovered unauthorized access to an employee's mobile email account.https://www.databreaches.net/prime-therapeutics-magellan-rx-discloses-hipaa-breach/United States of AmericaUndetermined

The LockBit ransomware gang claims responsibility for a cyber attack to the Italian Ministry of Culture.https://www.redhotcyber.com/post/attacco-informatico-al-ministero-dei-beni-culturali-italiani-rivendicato-da-lockbit-tra-9gg-la-pubblicazione-dei-dati/Italy Undetermined

The NoEscape ransomware gang claims responsibility for a cyber attack to Pasquale Bruni, a jewels manufacturer.https://www.redhotcyber.com/post/rivendicato-un-attacco-informatico-allitaliana-pasquale-bruni-noescape-ha-in-mano-118gb-di-dati/Italy Undetermined

The Ukraine's National Coordination Center for Cybersecurity (NCCC) reveals a peak of malicious activities from the Russian Gamaredon group against Ukrainian military organizations and government entities.https://therecord.media/gamaredon-hackers-target-ukraine-military-counteroffensiveUkraine Russian Federation

Network monitoring company LogicMonitor confirms today that some users of its SaaS platform have fallen victim to a suspected ransomware attack.https://www.bleepingcomputer.com/news/security/logicmonitor-customers-hacked-in-reported-ransomware-attacks/United States of AmericaUndetermined

Freecycle.org, a platform that allows users to recycle their belongings, prompts 7 millions of users to reset their passwords after their credentials were compromised in a data breach. https://www.securityweek.com/7-million-users-possibly-impacted-by-freecycle-data-breach/United Kingdom of Great Britain and Northern IrelandUndetermined

The Coffee Meets Bagel dating platform confirms that last week's outage was caused by hackers breaching the company's systems and deleting company data.https://www.bleepingcomputer.com/news/security/coffee-meets-bagel-says-recent-outage-caused-by-destructive-cyberattack/United States of AmericaUndetermined

The Municipality of Betton suffers a Medusa ransomware attack.https://www.databreaches.net/cyberattack-on-a-breton-municipality-private-data-released/France Undetermined

The ALPHV (BlackCat) ransomware adds Brooklyn Premier Orthopedics to their leak site.https://www.databreaches.net/alphv-continues-targeting-medical-sector-large-and-small/United States of AmericaRussian Federation

PeakMed Colorado files a notice of data breach after discovering that an unauthorized party had obtained access to an employee's login credentials.https://www.jdsupra.com/legalnews/peakmed-colorado-posts-notice-of-data-6865635/United States of AmericaUndetermined

Postmeds, doing business as 'Truepill,' sends notifications of a data breach informing recipients that threat actors accessed their sensitive personal information. 2.3 million customers are affected.https://www.bleepingcomputer.com/news/security/pharmacy-provider-truepill-data-breach-hits-23-million-customers/United States of AmericaUndetermined

Suspected Chinese hackers breach Japan's cybersecurity agency and potentially access sensitive data stored on its networks for nine months.https://therecord.media/japan-cybersecurity-agency-breached-reportJapan Undetermined

Sovos Compliance files a notice of data breach on behalf of RoundPoint Mortgage Servicing after discovering that the MOVEit breach affected their data.https://www.jdsupra.com/legalnews/roundpoint-mortgage-customers-affected-2118974/United States of AmericaUndetermined

Hospital Sisters Health is hit with a cyber attack.https://www.databreaches.net/developing-hospital-sisters-health-system-and-prevea-health-hit-by-cyberattack/United States of AmericaUndetermined

Prevea Health is hit with a cyber attack.https://www.databreaches.net/developing-hospital-sisters-health-system-and-prevea-health-hit-by-cyberattack/United States of AmericaUndetermined

Software company Retool says the accounts of 27 cloud customers were compromised following a targeted and multi-stage social engineering attack.https://www.bleepingcomputer.com/news/security/retool-blames-breach-on-google-authenticator-mfa-cloud-sync-feature/United States of AmericaUndetermined

The Chambersburg Area School District published announces to have become yet another K-12 school district attacked by a ransomware gang.https://therecord.media/pennsylvania-school-district-stays-open-after-ransomware-attackUnited States of AmericaUndetermined

Louis Garneau Sports discloses that it had found an "unauthorized code" on their systems.https://cybernews.com/news/louis-garneau-sport-card-skimming/Canada Undetermined

Sovos Compliance files notice of a data breach on behalf of PennyMac Loan Services, after the MOVEit breach resulted in an unauthorized access PennyMac customers' sensitive information.https://www.jdsupra.com/legalnews/pennymac-loan-services-llc-impacted-by-1159147/United States of AmericaUndetermined

A subdomain of the Italian region of Lazio (salute.lazio.it) is compromised to serve adult content.https://www.redhotcyber.com/post/lazio-it-super-hot-un-sotto-dominio-della-regione-lazio-espone-un-sito-di-contenuti-espliciti/Italy Undetermined

Topgolf Callaway (Callaway) reveals to have suffered a data breach at the start of August, which exposed the sensitive personal and account data of more than a million customers.https://www.bleepingcomputer.com/news/security/golf-gear-giant-callaway-data-breach-exposes-info-of-11-million/United States of AmericaUndetermined

Forever 21 clothing and accessories retailer sends data breach notifications to more than half a million individuals who had their personal information exposed to network intruders.https://www.bleepingcomputer.com/news/security/forever-21-data-breach-hackers-accessed-info-of-500-000/United States of AmericaUndetermined

The GhostSec hacktivist group claims to have breached the FANAP Behnama software, Iran regime's very own privacy-invading software, xposing 20GB of data including face recognition and motion detection systems that it says are used by the Iranian government to monitor and track its people.https://cybernews.com/cyber-war/iran-spyware-breached-exposed-ghostsec/Iran (Islamic Republic of)Undetermined

An IT contractor of the UK Met Police is hit with a cyber attack exposing the personal information of 47,000 officers and staff.https://www.hackread.com/it-contractor-data-breach-met-police-personnel/United Kingdom of Great Britain and Northern IrelandUndetermined

A hacker steals $900,000 from decentralized finance protocol Balancer, days after the company had warned that a vulnerability - the one the hacker exploited - could put user funds at risk.https://www.databreachtoday.com/cryptohack-roundup-cypher-comp-plan-a-22977UndeterminedUndetermined

The Akira ransomware group adds the Edmonds School District to its list of victims.https://thecyberexpress.com/edmonds-school-district-data-breach/United States of AmericaUndetermined

The Akira ransomware group adds the Jasper High School to its list of victims.https://thecyberexpress.com/edmonds-school-district-data-breach/United States of AmericaUndetermined

The University of Michigan takes all of its systems and services offline to deal with a cybersecurity incident, causing a widespread impact on online services the night before classes started.https://www.bleepingcomputer.com/news/security/university-of-michigan-shuts-down-network-after-cyberattack/United States of AmericaUndetermined

The Ohio History Connection (OHC) is hit with a ransomware attack.https://therecord.media/ohio-archive-org-data-leak-ransomwareUnited States of AmericaUndetermined

The 8Base ransomware group adds Bahamas Medical & Surgical Supplies to the list of victims.https://thecyberexpress.com/bahamas-medical-surgical-supplies-breach/United States of AmericaUndetermined

The Pro-Russia Killnet group claims responsibility for a DDoS attack against three major gas station networks in Ukraine.https://thecyberexpress.com/gas-station-cyber-attacks/Ukraine Russian Federation

The personal details of Standard Insurance Company customers, held by NTT DATA Americas on PBI Research Services servers, were exposed by the MOVEit Transfer attacks and have impacted over 300,000 people.https://cybernews.com/news/standard-insurance-ntt-data-customers-exposed/United States of AmericaUndetermined

Pension Benefit Information (PBI) files a notice of data breach on behalf of Continental Casualty Company (CNA) after learning about the MOVEit-related data breach affecting CNA customers.https://www.jdsupra.com/legalnews/pbi-data-breach-due-to-moveit-5605539/United States of AmericaUndetermined

Associates in Pediatric Dentistry announces that unauthorized individuals gained access to certain employee email accounts that contained patient information.https://www.hipaajournal.com/cyberattacks-reported-by-bienville-orthopaedic-specialists-and-just-kids-dental/United States of AmericaUndetermined

The Metropolitan Police in London, investigates a hack into one of its suppliers that may have exposed officers' details.https://therecord.media/metropolitan-police-data-leak-hackers-ukUnited Kingdom of Great Britain and Northern IrelandUndetermined

A DDoS attack pro-Russia carried out sending "stop" commands via radio frequency halts 20 trains across Poland and paralyzes traffic for hours over the weekend. Two suspects are arrested.https://therecord.media/two-arrested-poland-railway-hackPoland Undetermined

WebDetetive, a spyware vendor in South America, is breached by hackers who manage to scrape user data before deleting devices from the company's network.https://techcrunch.com/2023/08/26/brazil-webdetetive-spyware-deleted/Brazil Undetermined

The NoEscape ransomware gang claims responsibility for a cyber attack to Oswaldo Cruz Foundation (Fiocruz).https://thecyberexpress.com/fiocruz-data-breach/Brazil Undetermined



The Pro-Russia Killnet group claims responsibility for a DDoS attack against three major gas station networks in Ukraine.https://thecyberexpress.com/gas-station-cyber-attacks/Ukraine Russian Federation

The Pro-Russia Killnet group claims responsibility for a DDoS attack against three major gas station networks in Ukraine.https://thecyberexpress.com/gas-station-cyber-attacks/Ukraine Russian Federation

St Helens Borough Council is targeted by a suspected ransomware attack.https://therecord.media/st-helens-council-suspected-ransomware-attack-englandUnited Kingdom of Great Britain and Northern IrelandUndetermined

Chevron Federal Credit Union files a notice of data breach after discovering that the organizations suffered a cyber attack carried out exploiting the MOVEit vulnerability.https://www.jdsupra.com/legalnews/chevron-federal-credit-union-files-7180502/United States of AmericaUndetermined

The U.S. Drug Enforcement Administration (DEA) is duped by a common cryptocurrency scam, resulting in the agency losing over $50,000 in digital money it had seized during a three-year investigation into the use of digital currency for laundering suspected drug proceeds.https://www.databreachtoday.com/cryptohack-roundup-cypher-comp-plan-a-22977United States of AmericaUndetermined

The hacktivist group ADHD leaks the admin credentials of four Italian lawers' sites.https://www.redhotcyber.com/post/il-gruppo-adhd-italian-group-colpisce-gli-studi-legali-italiani/Italy Italy

A data breach at financial and risk advisory company Kroll, carried out via a SIM-swapping attack to an employee, results in exposing to an unauthorized third-party the personal data of some credit claimants.https://www.bleepingcomputer.com/news/security/kroll-data-breach-exposes-info-of-ftx-blockfi-genesis-creditors/United States of AmericaUndetermined

PurFoods the parent company of Mom's Meals, a meal delivery service for people with chronic health conditions, confirms a data breach affecting more than 1.2 million individuals.https://techcrunch.com/2023/08/29/moms-meals-says-data-breach-affects-1-2-million-customers/United States of AmericaUndetermined

The National Police of Spain warns of an ongoing 'LockBit Locker' ransomware campaign targeting architecture companies in the country through phishing emails.https://www.bleepingcomputer.com/news/security/spain-warns-of-lockbit-locker-ransomware-phishing-attacks/Spain Undetermined

The ALPHV AKA BlackCat ransomware group adds North East BIC, a UK-based office space rental agency, to its list of victims.https://thecyberexpress.com/north-east-bic-cyber-attack-alphv-blackcat/United Kingdom of Great Britain and Northern IrelandRussian Federation

The Lockbit ransomware group claims responsibility for a ransomware attack against Stockwell Harris Law.https://thecyberexpress.com/stockwell-harris-law-data-breach-lockbit/United States of AmericaUndetermined

Data Media Associates files a notice of data breach after discovering that an unauthorized party was able to access confidential consumer information stored on the MOVEit platform.https://www.jdsupra.com/legalnews/data-media-associates-announces-moveit-9015131/United States of AmericaUndetermined

IEC Group, which does business under the name AmeriBen, files a notice of data breach after discovering that confidential consumer information that had been entrusted to the company was subject to unauthorized access.https://www.jdsupra.com/legalnews/ameriben-confirms-data-breach-leaked-3233124/United States of AmericaUndetermined

CLEAResult files a notice of data breach after discovering that confidential consumer data that had been entrusted to the company was subject to unauthorized access.https://www.jdsupra.com/legalnews/clearesult-files-notice-of-recent-data-1113946/United States of AmericaUndetermined

Milan Eye Center notifies that a vendor used by the company, iMedicWare, experienced a data breach, resulting in Milan Eye Center patient information being compromised.https://www.jdsupra.com/legalnews/milan-eye-center-announces-data-breach-5306665/United States of AmericaUndetermined

Sovos Compliance files a notice of data breach on behalf of several companies after learning to have been affected by the MOVEit vulnnerability.https://www.jdsupra.com/legalnews/sovos-compliance-provides-notice-of-2551761/United States of AmericaUndetermined

Leaseweb, one of the world's largest cloud and hosting providers, notifies people that it's working on restoring "critical" systems disabled following a recent security breach.https://www.bleepingcomputer.com/news/security/leaseweb-is-restoring-critical-systems-after-security-breach/NetherlandsUndetermined

PÃƒÂƒÃ‚Â´le Emploi, France's government unemployment registration and financial aid agency, informs of a data breach that exposed data belonging to 10 million individuals.https://www.bleepingcomputer.com/news/security/data-breach-at-french-govt-agency-exposes-info-of-10-million-people/France Undetermined

The Public Center for Social Action (CPAS) in Charleroi, Belgium, announced its social branches would be closed "except for absolute emergencies" as a result of a suspected ransomware attack.https://therecord.media/charleroi-belgium-cpas-cyberattackBelgium Undetermined

Gadsden County suffers a security breach but provides no details.https://www.databreaches.net/fl-data-breach-under-investigation-involving-gadsden-county-court-records/United States of AmericaUndetermined

The University of Minnesota confirms that it is investigating a data breach after hackers claimed to have obtained over seven million Social Security numbers from the school's computer network.https://www.jdsupra.com/legalnews/university-of-minnesota-investigates-7068952/United States of AmericaUndetermined

MidFirst Bank files a notice of data breach after discovering that consumer information that had been entrusted to the company was subject to unauthorized access.https://www.jdsupra.com/legalnews/midfirst-bank-files-notice-of-data-2017895/United States of AmericaUndetermined

Swan Retail, a UK-based Retail Management and EPOS Solutions provider is hit with a cyber attack.https://www.hackread.com/cyberattack-uk-swan-retail-affects-retailers/United Kingdom of Great Britain and Northern IrelandUndetermined

Terra announces a temporary shuttering of its website to protect its users from interacting with an ongoing phishing scam on the platform.https://www.databreachtoday.com/cryptohack-roundup-tornado-cash-in-eye-storm-a-22926UndeterminedUndetermined

Absolute Dental Services reveals to have experienced a data security incident that may have impacted personal or protected health information belonging to certain individuals,https://www.prnewswire.com/news-releases/absolute-dental-services-notifies-patients-of-data-security-incident-301906990.htmlUnited States of AmericaUndetermined

Danish hosting firms CloudNordic and AzeroCloud suffer ransomware attacks, causing the loss of the majority of customer data and forcing the hosting providers to shut down all systems, including websites, email, and customer sites.https://www.bleepingcomputer.com/news/security/hosting-firm-says-it-lost-all-customer-data-after-ransomware-attack/Denmark Undetermined

The BlackCat/ALPHV ransomware gang adds Seiko to its extortion site, claiming responsibility for a cyberattack disclosed by the Japanese firm earlier this month.https://www.bleepingcomputer.com/news/security/japanese-watchmaker-seiko-breached-by-blackcat-ransomware-gang/Japan Russian Federation

The Australian software provider Energy One confirms to have been hit by a cyberattack.https://therecord.media/australian-energy-one-hit-with-cyberattackAustralia Undetermined

Ukrainian hackers from the Cyber Resistance collective claim to have broken into the email account of Alexander Babakov, a senior Russian politician and expose 11 GB of emails documents that allegedly prove his involvement in money laundering and sanction evasion schemes.https://therecord.media/ukrainian-hackers-claim-to-leak-emails-of-russia-duma-deputyRussian FederationUkraine

The Snatch ransomware group adds the Department of Defence South Africa to its data leak site.https://securityaffairs.com/149760/cyber-crime/snatch-ransomware-department-of-defence-south-africa.htmlSouth AfricaUndetermined

The Medusa ransomware group adds the International Civil Defense Organization (ICDO) to its list of targeted victims.https://thecyberexpress.com/medusa-group-claims-icdo-cyber-attack/SwitzerlandUndetermined

The Medusa ransomware group adds Novi Pazar-Put to its list of targeted victims.https://thecyberexpress.com/medusa-group-claims-icdo-cyber-attack/Serbia Undetermined

Health Care Service Corporation (HCSC) filed a notice of data breach with the U.S. Department of Health and Human Services Office for Civil Rights after discovering that confidential information that had been entrusted to HCSC was subject to unauthorized access.https://www.jdsupra.com/legalnews/health-care-service-corporation-files-8586946/United States of AmericaUndetermined

A database with 14GB of files with facial photos and 5.1 million records with El Salvadorans personal information is listed for sale on a popular hacking forum.https://www.databreaches.net/el-salvadoran-database-raises-questions-of-possible-political-intrigue/El SalvadorUndetermined

Resort Data Processing (RDP) files a notice of data breach after discovering that an SQL injection attack enabled an unauthorized user to access confidential information in the company's possession.https://www.jdsupra.com/legalnews/resort-data-processing-announces-data-4903519/United States of AmericaUndetermined

Singing River Health System is forced to take several internal services offline after experiencing a cyberattack.https://therecord.media/mississippi-hospital-system-takes-services-offline-after-cyberattackUnited States of AmericaUndetermined

Suspected North Korean hackers from Kimsuky have attempted an attack targeting the annual Ulchi Freedom Shield drills, a major joint military exercise between Seoul and Washington.https://www.securityweek.com/suspected-n-korean-hackers-target-s-korea-us-drills/Korea (the Republic of)Korea (the Democratic People's Republic of)

The Pro-Russia Killnet group claims responsibility for a DDoS attack against 429 gas stations in Lithuania.https://madeinvilnius.lt/naujienos/lietuvos-naujienos/rusijos-programisiu-grupuote-teige-uzpuolusi-lietuvos-degalines-jie-sumokes-uz-savo-proukrainietiska-politika/Ukraine Russian Federation

The Harbor Protocol announces to be dealing with a cyber attack.https://therecord.media/millions-stolen-exactly-harbor-protocol-defi-cryptocurrencyUndeterminedUndetermined

A threat actor calling themselves 'TheSnake' claims to have stolen 1.3 TB of files from RobertoPolizzo.com, a Brazilian plastic surgery.https://www.databreaches.net/two-more-attacks-involving-sensitive-data-a-plastic-surgery-center-in-brazil-and-a-psychiatric-hospital-in-lithuania/Brazil Undetermined

The Respublikin? Vilniaus Psichiatrijos Ligonin? (the Republican Vilnius Psychiatric Hospital) in Lithuania is hit with a NoEscape ransomware attack.https://www.databreaches.net/two-more-attacks-involving-sensitive-data-a-plastic-surgery-center-in-brazil-and-a-psychiatric-hospital-in-lithuania/Lithuania Undetermined

Bolton Group is listed in the website of the Play ransomware group.https://www.redhotcyber.com/post/rivendicato-un-attacco-informatico-alla-bolton-group-play-fissa-il-countdown-a-5-giorni/Italy Undetermined

auDA, the organization that manages Australia's internet domain .au denies that it was affected by a data breach, after the NoEscape ransomware gang adds it to their list of victims.https://therecord.media/australia-domain-name-admin-denies-data-breachAustralia Undetermined

The FBI, the National Counterintelligence and Security Center (NCSC) and the Air Force Office of Special Investigations (AFOSI) warn of increasing cyberattacks targeting U.S.-based space companies by unnamed foreign intelligence services.https://therecord.media/fbi-warns-of-space-cyberattacksUnited States of AmericaUndetermined

Ecuador's national election is hit by difficulties in the voting online for citizens living abroad, attributed to cyberattacks originating from seven different countries.https://therecord.media/ecuador-election-cyberattacks-absentee-votingEcuador Undetermined

Decentralized finance platform Exactly Protocol confirms to be "actively investigating a security issue" temporarily pausing the protocol, after $7.3 million worth of ETH had been stolen during the attack.https://therecord.media/millions-stolen-exactly-harbor-protocol-defi-cryptocurrencyUndeterminedUndetermined

Adams Bank & Trust is listed in the Black Basta ransomware site.https://thecyberexpress.com/black-basta-ransomware-gang-strikes-again/United States of AmericaUndetermined

Twin Towers Trading is listed in the Black Basta ransomware site.https://thecyberexpress.com/black-basta-ransomware-gang-strikes-again/United States of AmericaUndetermined

Deutsche Leasing AG is listed in the Black Basta ransomware site.https://thecyberexpress.com/black-basta-ransomware-gang-strikes-again/Germany Undetermined

An undisclosed German organization in the Appliances Electrical and Electronics Manufacturing sector is listed in the Black Basta ransomware site.https://thecyberexpress.com/black-basta-ransomware-gang-strikes-again/Germany Undetermined

Van der Ven Auto's is listed in the Black Basta ransomware site.https://thecyberexpress.com/black-basta-ransomware-gang-strikes-again/NetherlandsUndetermined

The Illinois Department of Public Health files a notice of data breach after discovering that information belonging to certain residents was compromised.https://www.jdsupra.com/legalnews/illinois-department-of-public-health-1260107/United States of AmericaUndetermined

The Patriot Legal Defense Fund website, established to support aides and employees of former President Donald Trump, is defaced. https://www.forbes.com/sites/daveywinder/2023/08/20/has-trumps-patriot-defense-legal-fund-website-been-hacked/?ss=cybersecurityUnited States of AmericaUndetermined

The customer data of OutletAccessori.it, an Italian e-commerce site, is put up for sale on three different forums.https://www.redhotcyber.com/post/attacco-informatico-allitaliana-outlet-accessori-3-forum-underground-mettono-in-vendita-i-dati/Italy Undetermined

Researchers from SentinelOne discover a second phase of the Operation ChattyGoblin carried out by a China-aligned APT group known as 'Bronze Starlight', targeting the Southeast Asian gambling industry with malware signed using a valid certificate used by the Ivacy VPN provider.https://www.bleepingcomputer.com/news/security/hackers-use-vpn-providers-code-certificate-to-sign-malware/UndeterminedAfghanistan



The French town of Sartrouville is hit with a Medusa ransomware cyberattack.https://therecord.media/french-town-hit-by-cyberattackFrance Undetermined

Researchers from Lumen discover a new HiatusRAT campaign performing reconnaissance against a U.S. military procurement system, and targeting of Taiwan-based organizations.https://www.securityweek.com/us-military-targeted-in-recent-hiatusrat-attack/United States of AmericaUndetermined

Researchers from Adlumin reveal that the Play ransomware group is now hitting managed service providers (MSPs) around the globe in a cyberattack campaign to distribute ransomware to their downstream customers: midsized businesses in the finance, legal, software, shipping, law enforcement, and logistics sectorshttps://www.darkreading.com/cloud/-play-ransomware-group-targeting-msps-worldwide-in-new-campaignUndeterminedUndetermined

The SouthCoast Medical Group files a notice of data breach after discovering that an unauthorized party downloaded certain files from the company's computer network.https://www.jdsupra.com/legalnews/southcoast-medical-group-llc-notified-5901772/United States of AmericaUndetermined

Blue Cross Blue Shield of Arizona files a notice after discovering that TMG Health, one of the vendors used by AZ Blue, experienced a data breach affecting AZ Blue customer datahttps://www.jdsupra.com/legalnews/blue-cross-blue-shield-of-arizona-5135508/United States of AmericaUndetermined

The Harris Center for Mental Health and IDD files a notice of data breach after discovering that one of the organization's vendors experienced a data breach related to a vulnerability in the MOVEit file transfer application.https://www.jdsupra.com/legalnews/the-harris-center-for-mental-health-and-9438324/United States of AmericaUndetermined

The Bailey Cavalieri law firm files a notice of data breach after discovering that an unauthorized party was able to access the company's computer systemhttps://www.jdsupra.com/legalnews/bailey-cavalieri-llc-files-notice-of-5664595/United States of AmericaUndetermined

Borgfeld Dental Center, doing business as Henwood Family Dentistry announces that the protected health information of 7,300 patients was potentially accessed by unauthorized individuals in August.https://www.hipaajournal.com/236000-fairfax-oral-and-maxillofacial-surgery-ransomware-attack/United States of AmericaUndetermined

Researchers from Flare reveal that unknown attackers claim to have breached the network of a major auction house and offered access to whoever was willing to pay $120,000.https://www.bleepingcomputer.com/news/security/hackers-ask-120-000-for-access-to-multi-billion-auction-house/UndeterminedUndetermined

The 8Base ransomware group lists ToyotaLift Northeast, an authorized Toyota forklift dealer, on its list of victims.https://thecyberexpress.com/toyotalift-northeast-cyber-attack-8base/United States of AmericaUndetermined

Banco Popular de Puerto Rico, Puerto Rico's largest bank, joins the victim list of the MOVEit attacks after the personal data of its 82,217 clients were exposed via third-party vendor PricewaterhouseCoopers (PwC). https://cybernews.com/news/pwc-breach-hits-banco-popular/United States of AmericaUndetermined

Medicine Camden Clark Medical Center joins the list of the MOVEit vulnerabilities victims.https://www.beckershospitalreview.com/cybersecurity/add-1-more-health-system-victim-to-massive-hack.htmlUnited States of AmericaUndetermined

First Farmers Bank & Trust files a notice of data breach after discovering that an unauthorized party was able to access confidential FFBT customer information through the MOVEit vulnerability.https://www.jdsupra.com/legalnews/first-farmers-bank-trust-announces-6054375/United States of AmericaUndetermined

University of Massachusetts Chan Medical School (UMass Chan) posts a website notice describing a data breach impacting 134,000 users and resulting from the organization's use of MOVEit.https://www.jdsupra.com/legalnews/university-of-massachusetts-chan-8434309/United States of AmericaUndetermined

Advance America Cash Advance Centers of Montana and Advance America Cash Advance Centers of Vermont (Advance America) file notices of data breach explaining that a cyber incident resulted in an unauthorized party being able to access consumers' sensitive information.https://www.jdsupra.com/legalnews/advance-america-of-vermont-and-montana-8006079/United States of AmericaUndetermined

Cleveland City Schools say they are dealing with the aftermath of a ransomware attack.https://newschannel9.com/news/local/cleveland-city-schools-hit-by-ransomware-attack-tuesday-personal-data-not-affectedUnited States of AmericaUndetermined

Decentralized exchange RocketSwap loses $870,000 in a hack due to multiple vulnerabilities, including storing user private keys on its cloud servers via a brute-force attack.https://www.databreachtoday.com/cryptohack-roundup-argentina-investigates-worldcoin-a-22856UndeterminedUndetermined

The Medusa ransomware gang claims responsibility for a cyber attack against Postel, a company controlled by the Italian National Mail.https://www.suspectfile.com/exclusive-italy-postel-spa-hit-by-medusa-ransomware-group/Italy Undetermined

The Discord.io custom invite service temporarily shuts down after suffering a data breach exposing the information of 760,000 members.https://www.bleepingcomputer.com/news/security/discordio-confirms-breach-after-hacker-steals-data-of-760k-users/UndeterminedUndetermined

Prince George's County Public Schools, one of the largest school districts in the United States, announces that it discovered a cyberattack on its network.https://therecord.media/prince-georges-county-schools-maryland-cyberattackUnited States of AmericaUndetermined

Cleaning product giant Clorox announces a cybersecurity incident that forced it to take several systems offline.https://therecord.media/clorox-takes-servers-offline-after-cyber-incidentUnited States of AmericaUndetermined

The German Federal Bar Association (BRAK) suffers a NoEscape ransomware attack.https://therecord.media/german-national-bar-association-investigating-cyberattackGermany Undetermined

The Rhysida ransomware group adds Programa de Atencion Medica Integral (PAMI), an Argentinian public health insurance agency to its victim list.https://thecyberexpress.com/rhysida-pami-cyber-attack-six-days-deadline/Argentina Undetermined

New York Life Insurance Company (NYLIC), one of the world's largest corporations, admits to have been exposed to the MOVEit Transfer attacks via third-party vendor Pension Benefit Information (PBI).https://cybernews.com/news/new-york-life-insurance-company-data-breach/United States of AmericaUndetermined

Alogent Holdings files a notice of data breach related to an incident occurred exploiting the vulnerability in MOVEit, resulting in an unauthorized party being able to access consumers' sensitive information, which includes their names, account and routing numbers, addresses, phone numbers, check payees and remittance amounts. https://www.jdsupra.com/legalnews/alogent-holdings-moveit-data-breach-8361993/United States of AmericaUndetermined

VNS Health files a notice of data breach after discovering that TMG Health, a third-party vendor of VNS, experienced a data breach affecting information that VNS provided to the vendor.https://www.jdsupra.com/legalnews/vns-health-confirms-data-breach-at-tmg-7934022/United States of AmericaUndetermined

Blue Cross and Blue Shield of Illinois file a notice describing a third-party data breach that occurred at HCSC Insurance Services Company. The incident resulted in an unauthorized party being able to access consumers' sensitive information, which includes their names, addresses, email addresses, phone numbers, dates of birth, Social Security Numbers, claim numbers, bank account numbers and medical service information.https://www.jdsupra.com/legalnews/blue-cross-and-blue-shield-of-illinois-6338062/United States of AmericaUndetermined

M&T Bank files a notice of data breach explaining that an incident resulted in an unauthorized party being able to access consumers' sensitive information, including their names and financial account information.https://www.jdsupra.com/legalnews/m-t-bank-files-notice-of-data-breach-3084032/United States of AmericaUndetermined

El Centro Del Barrio d/b/a CentroMed files a notice of data breach after discovering that unauthorized actors were able to access the company's IT network.https://www.jdsupra.com/legalnews/centromed-files-notice-of-data-breach-2465113/United States of AmericaUndetermined

in Surgut, a Siberian oil town, someone hacks an electronic sign, posting insults against President Putin.https://grahamcluley.com/hacked-electronic-sign-putin/Russian FederationUndetermined

The Medusa ransomware gang blackmails Levare International with a DDoS attack after hitting them with a ransomware.https://www.databreaches.net/everything-old-is-new-again-medusa-attempts-to-up-the-pressure-on-a-victim-with-a-ddos-attacks/Ukraine Undetermined

Attackers exploit a price manipulation vulnerability on decentralized finance platform Zunami Protocol to steal more than $2.1 million and launder it via the U.S. government-sanctioned crypto mixer Tornado Cash.https://www.databreachtoday.com/cryptohack-roundup-argentina-investigates-worldcoin-a-22856UndeterminedUndetermined

A threat actor dubbed Tanaka leaks a database with 320,000 patient records, belonging to the Ministry of Ayush in Jharkhand, India.https://www.infosecurity-magazine.com/news/ayush-jharkhand-hacked/India Undetermined

Fidelity National Information Services (FIS Global) files a notice of data breach after discovering that a vulnerability in the MOVEit file transfer program used by FIS Global compromised consumer informationhttps://www.jdsupra.com/legalnews/data-breach-at-fidelity-national-2260724/United States of AmericaUndetermined

Florida Healthy Kids join the list of the companies affected by the MOVEit breach after the breach suffered by Maximus, who issued the notification.https://www.databreaches.net/florida-healthy-kids-notified-by-maximus-of-moveit-breach/United States of AmericaUndetermined

Belt Railway Company of Chicago, the largest switching and terminal railroad in the U.S. investigates the theft of data after the Akira ransomware group adds the company to its leak site. https://therecord.media/belt-railway-chicago-ransomware-data-theft-akiraUnited States of AmericaUndetermined

The ThreatSec group takes responsibility for infiltrating a data center under the jurisdiction of the Indonesian government.https://thecyberexpress.com/threatsec-indonesian-data-center-hacking/Indonesia Undetermined

A threat actor dubbed Fredens of Security takes credit for exposing  4.5GB, purportedly containing 3 million records linked to India's Ministry of Food Processing.https://thecyberexpress.com/indian-ministry-data-breach-3-million-records/India Undetermined

A threat actor dubbed Fredens of Security takes credit for exposing  4.5GB, purportedly containing 3 million records linked to India's Ministry of Health & Family Welfarehttps://thecyberexpress.com/indian-ministry-data-breach-3-million-records/India Undetermined

A user on a hacker forum is allegedly selling data attributed to Shemaroo Entertainment. The attacker claims that this compromised dataset contains 16.4 million user entries, exposing sensitive details such as email addresses, passwords, phone numbers, and additional personal information.https://thecyberexpress.com/shemaroo-entertainment-data-breach-india/India Undetermined

Cummins Behavioral Health Systems files a notice of data breach after confirming the company was the recent victim of a ransomware attack.https://www.jdsupra.com/legalnews/cummins-behavioral-health-systems-inc-2652533/United States of AmericaUndetermined

Puntozero, the company that provides the IT services to the Italian region of Umbria, is hit with a cyber attack.https://www.redhotcyber.com/post/regione-umbria-nuovo-attacco-informatico-alla-rete-di-puntozero-disagi-ai-servizi-essenziali-e-al-cup/Italy Undetermined

Greater Dallas Healthcare Enterprises (GDHE) files a notice of data breach after discovering that an unauthorized third party gained access to an employee's email account.https://www.jdsupra.com/legalnews/greater-dallas-healthcare-enterprises-9466092/United States of AmericaUndetermined

Germany's domestic intelligence service (Federal Office for the Protection of the Constitution - BfV) publishes a warning that Iranian dissident organizations and individuals in the country are being targeted by Charming Kitten, a suspected Iranian state-sponsored threat group.https://therecord.media/charming-kitten-iran-targets-dissidents-in-germanyGermany Iran (Islamic Republic of)

The California city of El Cerrito investigates the potential theft of data after the LockBit ransomware group adds the city's government to its list of victims.https://therecord.media/california-city-el-cerrito-investigates-data-theft-lockbitUnited States of AmericaUndetermined

Researchers from Kaspersky uncover a suspected cyberattack targeting a power generator in southern Africa with Cobalt Strike beacons and DroxiDat, a new variant of the SystemBC payload.https://therecord.media/southern-africa-utility-targeted-cyberattackSouth AfricaUndetermined

Researchers from EclecticIQ discover a recent campaign targeting the foreign ministries of NATO-aligned governments with two malicious PDF files camouflaged as diplomatic invitations from a German embassy.https://therecord.media/pdf-germany-embassy-lures-russia-linked-malware-dukeUndeterminedRussian Federation

Canadian dental benefits administrator Alberta Dental Service Corporation (ADSC) starts informing roughly 1.47 million individuals that their personal information was compromised in a 8base ransomware attack.https://www.securityweek.com/1-5-million-impacted-by-ransomware-attack-at-canadian-dental-service/Canada Undetermined

The city of New Haven suffers a $6 million theft in a cyber attack after theÃƒÂ‚Ã‚Â Board of Education's Chief Executive Officer and Chief Operating Officer fall victims of a "business email compromise.https://www.databreaches.net/ct-new-haven-board-of-education-victim-of-6-million-cyber-theft/United States of AmericaUndetermined

The Rhysida ransomware operation lists an undisclosed healthcare organization in Australia in their website.https://www.bleepingcomputer.com/news/security/rhysida-ransomware-behind-recent-attacks-on-healthcare/Australia Undetermined

The Virginia Department of Medical Assistance Services files a notice of data breach after discovering that confidential information in its possession was subject to unauthorized access.https://www.jdsupra.com/legalnews/virginia-department-of-medical-4219611/United States of AmericaUndetermined

EMS Management and Consultants files a notice of data breach after discovering that the vulnerability in the MOVEit file transfer system allowed an unauthorized party to access consumer information.https://www.jdsupra.com/legalnews/ems-management-and-consultants-inc-7680549/United States of AmericaUndetermined

Researchers from ESET discover a cyberespionage group named 'MoustachedBouncer', observed using adversary-in-the-middle (AitM) attacks at ISPs to hack foreign embassies in Belarus.https://www.bleepingcomputer.com/news/security/moustachedbouncer-hackers-use-aitm-attacks-to-spy-on-diplomats/UndeterminedBelarus

Jordan Valley Community Health Center discloses it identified suspicious activity in its computer systems. A forensic investigation revealed unauthorized individuals had access to its systems.https://www.hipaajournal.com/oak-valley-hospital-district-cyberattack-impacts-284k-patients/United States of AmericaUndetermined

Fellowship Village files a notice of data breach after discovering that there was unauthorized access to the company's computer network.https://www.jdsupra.com/legalnews/fellowship-village-files-notice-of-data-2411200/United States of AmericaUndetermined



The UK Electoral Commission discloses a massive data breach exposing the personal information of anyone who registered to vote in the United Kingdom between 2014 and 2022 after suffering a cyber attack.https://www.bleepingcomputer.com/news/security/uk-electoral-commission-data-breach-exposes-8-years-of-voter-data/United Kingdom of Great Britain and Northern IrelandUndetermined

Ukrainian security services say they prevented an attempt by Russian state-controlled hackers from the Sandworm group to break into the battlefield management system used by the Ukrainian military.https://therecord.media/ukraine-military-tablets-sandworm-hacking-attemptUkraine Russian Federation

The Israeli hospital Mayanei Hayeshua Medical Center, near Tel Aviv, is hit with a ransomware attack, prompting it to stop admitting new patients and redirecting people to nearby hospitals.https://therecord.media/israeli-hospital-ransomware-attack-disruptionsIsrael Undetermined

The pro-Russia collective NoName057(16) claims responsibility for cyberattacks on government and public services websites in France. The list of the targets include the country's customs service (Direction gÃƒÂƒÃ‚Â©nÃƒÂƒÃ‚Â©rale des douanes et droits indirects) and the French financial regulator.https://therecord.media/prorussian-hackers-claim-attacksFrance Russian Federation

The pro-Russia collective NoName057(16) claims responsibility for cyberattacks on government and public services websites in the Netherlands. The list of the target includes: Dutch public transport website, local bank SNS, the Groningen seaport, and the website of the municipality of Vlardingen.https://therecord.media/prorussian-hackers-claim-attacksNetherlandsRussian Federation

The fifth-largest bank in Thailand, the Bank of Ayudhya, also known as Krungsri is allegedly hacked by K0LzSec group.https://thecyberexpress.com/k0lzsec-hacker-krungsri-data-breach/Thailand Undetermined

The UserSec collective takes responsibility for taking down the website of the Birmingham Airport.https://thecyberexpress.com/birmingham-airport-cyber-attack-usersec-group/United Kingdom of Great Britain and Northern IrelandRussian Federation

The UserSec collective takes responsibility for taking down the website of the Belfast Airport.https://thecyberexpress.com/birmingham-airport-cyber-attack-usersec-group/United Kingdom of Great Britain and Northern IrelandRussian Federation

The Qilin ransomware adds Thonburi Energy Storage Systems (TESM) to its victim list.https://thecyberexpress.com/qilin-leaks-data-from-the-tesm-cyber-attack/Thailand Undetermined

Oregon Sports Medicine is added to the 8Base ransomware leake site.https://www.databreaches.net/oregon-sports-medicine-allegedly-hit-by-8base-threat-actors/United States of AmericaUndetermined

The NoEscape ransomware gang claims responsibility for a cyber attack to Kreacta, a consulting company in Italyhttps://www.redhotcyber.com/post/rivendicato-un-attacco-informatico-allitaliana-kreacta-noescape-ha-in-mano-50gb-di-dati/Italy Undetermined

Rapattoni, a real estate property listings in US, confirms to have been hit with a ransomware attack.https://www.bankinfosecurity.com/ransomware-hit-disrupts-real-estate-property-listings-in-us-a-22818United States of AmericaUndetermined

Acadia Health, which does business under the name Just Kids Dental, files a notice of data breach after discovering that its computer system and network were attacked by ransomware. 129,623 user records are compromised.https://www.jdsupra.com/legalnews/acadia-health-llc-d-b-a-just-kids-3221958/United States of AmericaUndetermined

Researchers from Sentinel One reveal that the North Korean threat group ScarCruft hacked the IT infrastructure and email server for NPO Mashinostroyeniya, a Russian space rocket designer and intercontinental ballistic missile engineering organization using a Windows backdoor named 'OpenCarrot'.https://www.bleepingcomputer.com/news/security/north-korean-hackers-scarcruft-breached-russian-missile-maker/Russian FederationAfghanistan

The LockBit ransomware gang adds to its leak site Varian Medical Systems, a radiation oncology treatments and software maker acquired by Siemens Healthineers two years ago.https://therecord.media/siemens-healthineers-alleged-ransomware-incident-lockbitUnited States of AmericaUndetermined

Aristocrat confirms to have been hit by the Clop ransomware gang exploiting the CVE-2023-34362 vulnerability.https://thecyberexpress.com/aristocrat-data-breach-confirmed/Australia Undetermined

Bank OZK files a notice of data breach after discovering that one of the company's business partners experienced a data breach related to a vulnerability in MOVEit.https://www.jdsupra.com/legalnews/bank-ozk-announces-third-party-data-6438231/United States of AmericaUndetermined

Hartford Life and Accident Insurance Company (The Hartford) files a notice of data breach explaining that a cyber incident resulted in an unauthorized party being able to access consumers' sensitive information, including their names and Social Security numbers. The breach is probably related to the exploitation of the MOVEit vulnerability.https://www.jdsupra.com/legalnews/the-hartford-life-and-accident-5426280/United States of AmericaUndetermined

Vecino Health Centers announces it was affected by the recent MOVEit cyber attackhttps://vecinohealthcenters.org/vecino-health-centers-mitigates-impact-of-moveit-cyber-attack/United States of AmericaUndetermined

The ThreatSec group allegedly claims to have hacked into MindX Technology School (mindx.edu.vn), database and is kept for salehttps://thecyberexpress.com/mindx-technology-cyber-attack-corruption/Viet Nam Undetermined

The Health Service of Madeira (SESARAM) confirms a cyber attack and suspends non-urgent activity.https://www.madeiraislandnews.com/2023/08/sesaram-confirms-cyberattack-and-suspends-non-urgent-activity-this-monday.htmlPortugal Undetermined

Classified military networks run by Japan reportedly suffered a massive breach in 2020 at the hands of a Chinese cyberespionage group. Attackers accessed Ministry of Defense plans as well as information about military capabilities and shortcomings.https://www.bankinfosecurity.com/big-cyberespionage-attack-against-japan-attributed-to-china-a-22757Japan Undetermined

IVF Michigan and Ohio Fertility Centers notifies 9,383 patients that some of their protected health information was compromised in a February 25, 2023, ransomware attack.https://www.hipaajournal.com/ottumwa-fire-department-fires-employees-for-misconduct-and-hipaa-violations/United States of AmericaUndetermined

IBL Healthcare is listed as a new victim by the ALPHV ransomware group on their dark web portal.https://thecyberexpress.com/ibl-healthcare-cyber-attack-alphv-blackcat/Pakistan Russian Federation

The 8BASE ransomware group has disclosed information regarding a cyberattack targeting the website of Delaney Browne Recruitment, an England-based recruitment agency.https://thecyberexpress.com/delaney-browne-cyber-attack-8base-group/United Kingdom of Great Britain and Northern IrelandUndetermined

K & L Gates is added to the list of the victims of the Clop ransomware gang exploiting the CVE-2023-34362 vulnerability.https://www.bleepingcomputer.com/news/security/clop-ransomware-now-uses-torrents-to-leak-data-and-evade-takedowns/United States of AmericaUndetermined

Delaware Life is added to the list of the victims of the Clop ransomware gang exploiting the CVE-2023-34362 vulnerability.https://www.bleepingcomputer.com/news/security/clop-ransomware-now-uses-torrents-to-leak-data-and-evade-takedowns/United States of AmericaUndetermined

Zurich Brazil is added to the list of the victims of the Clop ransomware gang exploiting the CVE-2023-34362 vulnerability.https://www.bleepingcomputer.com/news/security/clop-ransomware-now-uses-torrents-to-leak-data-and-evade-takedowns/Brazil Undetermined

British mesh fencing systems maker Zaun discloses a LockBit ransomware attack that potentially led to the compromise of data related to UK military and intelligence sites.https://www.securityweek.com/ransomware-attack-on-fencing-systems-maker-zaun-impacts-uk-military-data/United Kingdom of Great Britain and Northern IrelandUndetermined

Prospect Medical Holdings, a major hospital network with arms in multiple states, dealing with widespread network outages due to a cyberattack, which the FBI confirmed to be ransomware.https://therecord.media/hospital-network-facing-cyberattackUnited States of AmericaUndetermined

The NDT SEC group claims responsibility for an attack to Delta Electronics in Thailand.https://thecyberexpress.com/delta-electronics-data-breach-ndt-sec-group/Thailand Undetermined

In name of OpIndia, Team R70 claims responsibility for defacing the website of the Chhattisgarh State Biodiversity Board. https://thecyberexpress.com/chhattisgarh-biodiversity-board-cyber-attack/India Undetermined

Radius Global Solutions files a notice of data breach after learning that an unauthorized party was able to access the company's MOVEit server.https://www.jdsupra.com/legalnews/radius-global-solutions-reports-data-3180890/United States of AmericaUndetermined

Loren D. Stark Company files a notice of data breach after discovering that the company was the target of a recent cyberattack.https://www.jdsupra.com/legalnews/loren-d-stark-company-notifies-8523261/United States of AmericaUndetermined

Capital Neurological Surgeons discloses that an unauthorized individual gained access to an employee email account and potentially obtained patient information.https://www.hipaajournal.com/cummins-behavioral-health-reports-157k-record-data-breach/United States of AmericaUndetermined

Researchers from Bi.Zone reveal that the Lone Wolf ransomware group launches multiple campaigns against organizations In Russia in the logistics, manufacturing, and financial sectors.https://bi.zone/news/ataki-s-primeneniem-cobalt-strike-snova-obrushilis-na-rossiyskie-kompanii/Russian FederationUndetermined

The LockBit ransomware group adds Best Motel to the list of their victims.https://thecyberexpress.com/lockbit-ransomware-group-lists-new-victims/Germany Undetermined

The LockBit ransomware group adds Federal Electric Corp (FEC) to the list of their victims.https://thecyberexpress.com/lockbit-ransomware-group-lists-new-victims/Thailand Undetermined

The LockBit ransomware group adds Construction CRD to the list of their victims.https://thecyberexpress.com/lockbit-ransomware-group-lists-new-victims/Canada Undetermined

The Bank of Canton files notice of data breach, after discovering that one of the bank's vendors experienced a MOVEit-related data breach.https://www.jdsupra.com/legalnews/the-bank-of-canton-provides-notice-of-9022720/United States of AmericaUndetermined

The Akira ransomware group adds U.S.-based software company Parathon to its victim list. The hackers claimed to have 560 GB of data of employee data and other information, exfiltrated after the Parathon cyber attack.https://thecyberexpress.com/parathon-cyber-attack-akira-ransomware-data/United States of AmericaUndetermined

Anonymous Sudan claims responsibility for a cyber attack on the website of a Nigerian mobile telecommunication company, MTN,https://thecyberexpress.com/mtn-cyber-attack-anonymous-sudan-group/Nigeria Sudan

The Nigerian National Information Technology Development Agency (NIDTA) warns about DDoS attacks of hacktivists targeting important digital infrastructure in the country.https://www.databreaches.net/nitda-warns-of-cyber-attack-on-nigerian-government-infrastructure/Nigeria Undetermined

The pro-Russian hacktivist group NoName057(16) claims responsibility for multiple DDoS attacks against the websites of at least five banks, including Intesa Sanpaolo, the largest bank in Italy, and the websites of an Italian water supply company, a national business newspaper, and a public transport website.https://therecord.media/russian-hackers-claim-attacks-on-italyItaly Russian Federation

The pro-Russian hacktivist group NoName057(16) claims responsibility for multiple DDoS attacks against the websites of at least five banks, including Intesa Sanpaolo, the largest bank in Italy, and the websites of an Italian water supply company, a national business newspaper, and a public transport website.https://therecord.media/russian-hackers-claim-attacks-on-italyItaly Russian Federation

The pro-Russian hacktivist group NoName057(16) claims responsibility for multiple DDoS attacks against the websites of at least five banks, including Intesa Sanpaolo, the largest bank in Italy, and the websites of an Italian water supply company, a national business newspaper, and a public transport website.https://therecord.media/russian-hackers-claim-attacks-on-italyItaly Russian Federation

The pro-Russian hacktivist group NoName057(16) claims responsibility for multiple DDoS attacks against the websites of at least five banks, including Intesa Sanpaolo, the largest bank in Italy, and the websites of an Italian water supply company, a national business newspaper, and a public transport website.https://therecord.media/russian-hackers-claim-attacks-on-italyItaly Russian Federation

American apparel retailer Hot Topic notifies customers about multiple cyberattacks between February 7 and June 21 that resulted in exposing sensitive information to hackers.https://www.bleepingcomputer.com/news/security/retail-chain-hot-topic-discloses-wave-of-credential-stuffing-attacks/United States of AmericaUndetermined

Lumico Life Insurance Company files a notice of data breach after discovering that a MOVEit data breach at Pension Benefits Information.https://www.jdsupra.com/legalnews/lumico-life-insurance-company-announces-9818373/United States of AmericaUndetermined

The National Science Foundation's National Optical-Infrared Astronomy Research Laboratory (NOIRLab) detects a cyber incident in its computer systems, forcing the suspension of astronomical observations at Gemini North in Hawai'i.https://therecord.media/gemini-north-observatory-cyberattackUnited States of AmericaUndetermined

The pro-Russian group Killnet along with other hacker groups claims to have targeted the London Metal Exchange (LME) with a cyber attack. The London Metal Exchange cyber attack has not been confirmed by the organization.https://thecyberexpress.com/london-metal-exchange-cyber-attack-killnet/United Kingdom of Great Britain and Northern IrelandRussian Federation

LeetSwap halts transactions, after an attacker exploits a smart contract function to inflate the price of $630,000 worth of ETH tokens on the platform before draining themhttps://www.databreachtoday.com/cryptohack-roundup-worldcoin-probes-curve-finance-theft-a-22726UndeterminedUndetermined

Tecnova Group suffers a cyber attack leading to the exfiltration of 7GB of data, of which 800MB are leaked.https://www.redhotcyber.com/post/rivendicato-un-attacco-informatico-allitaliana-tecnova-group-7gb-in-vendita-in-diversi-forum-underground/Italy Undetermined

Kenya's eCitizen Portal suffers a huge DDoS attack that affects services on the key government online platform eCitizen for almost a week.https://www.bbc.com/news/world-africa-66337573Kenya Sudan

The McAlester Regional Health Center is targeted by the Karakurt ransomware group claiming to have stolen over 126GB of data from the facility, including a swath of DNA patient records to be auctioned off to the highest bidder. https://www.beckershospitalreview.com/cybersecurity/hackers-threaten-to-auction-oklahoma-hospital-data.htmlUnited States of AmericaUndetermined



The West Oaks School is hit with a LockBit ransomware attack.https://therecord.media/russian-cybercriminals-target-uk-schoolUnited Kingdom of Great Britain and Northern IrelandUndetermined

Hospice of the Bluegrass, doing business as Bluegrass Care Navigators, discover that an unauthorized third party has gained access to the email account of one of its employees. https://www.hipaajournal.com/176200-ortho-alaska-patients-affected-by-data-breach/United States of AmericaUndetermined

Website of Israel's largest oil refinery operator, BAZAN Group is inaccessible from most parts of the world as threat actors claim to have hacked the Group's cyber systems.https://www.bleepingcomputer.com/news/security/israels-largest-oil-refinery-website-offline-after-ddos-attack/Israel Undetermined

Brighthouse Financial confirms to have suffered a data breach occurred exploiting the MOVEit CVE-2023-34362 vulnerability.https://www.bankinfosecurity.com/latest-moveit-data-breach-victim-tally-455-organizations-a-22650United States of AmericaUndetermined

Decentralized Finance (DeFi) platform Curve Finance says in a post-mortem that at least $61 million worth of cryptocurrency was stolen from the platform through a vulnerability in the Vyper language.https://therecord.media/millions-stolen-in-vyper-crypto-hackUndeterminedUndetermined

Decentralized Finance (DeFi) platform Ellipsis is also victim of a theft of crypto assets exploiting the vulnerability in the Vyper language.https://therecord.media/millions-stolen-in-vyper-crypto-hackUndeterminedUndetermined

Decentralized Finance (DeFi) platform Alchemix is also victim of a theft of crypto assets exploiting the vulnerability in the Vyper language.https://therecord.media/millions-stolen-in-vyper-crypto-hackUndeterminedUndetermined

Decentralized Finance (DeFi) platform Alchemix is also victim of a theft of crypto assets exploiting the vulnerability in the Vyper language.https://therecord.media/millions-stolen-in-vyper-crypto-hackUndeterminedUndetermined

Teachers Retirement System of Georgia (TRS) posts a notice of data breach after discovering that PBI Research Services (PBI), a third-party vendor used by TRS, experienced a data breach related to the company's use of MOVEit.https://www.jdsupra.com/legalnews/teachers-retirement-system-of-georgia-1277662/United States of AmericaUndetermined

BankCard USA pays a $50,000 ransom to the Black Basta group after suffering a ransomware attack.https://www.databreaches.net/attacked-by-black-basta-bankcard-usa-paid-ransom/United States of AmericaUndetermined

United Healthcare Services files a notice of data breach. As a result of the incident, an unauthorized party was able to access sensitive information belonging to 398,319 individuals.https://www.jdsupra.com/legalnews/united-healthcare-services-files-notice-5729302/United States of AmericaUndetermined

T. Rowe Price Retirement Plan Services files a notice of data breach after discovering that hackers accessed a MOVEit server belonging to Pension Benefit Information (PBI), one of TRP's third-party vendors.https://www.jdsupra.com/legalnews/t-rowe-price-retirement-plan-services-8857971/United States of AmericaUndetermined

IMX Medical Management Services confirms that malware was found on a laptop computer that potentially allowed unauthorized individuals to access the protected health information of 7,594 individualshttps://www.hipaajournal.com/168000-patients-have-phi-exposed-in-phishing-attack-on-henry-ford-health/United States of AmericaUndetermined

LifeWorks Wellness Center recently reports a data breach that has affected 17,000 patients, after attackers gained access to its internal file system.https://www.hipaajournal.com/98000-ut-southwestern-medical-center-patients-affected-by-moveit-cyberattack/United States of AmericaUndetermined

Fidelity Life Association files a notice of data breach after discovering that confidential consumer information that had been entrusted to the company was subject to unauthorized access.https://www.jdsupra.com/legalnews/fidelity-life-association-notifies-an-4230360/United States of AmericaUndetermined

The Hallmark Channel joins the list of the victims that the Russian ransomware crew Clop claims to have compromised via the MOVEit vulnerability.https://www.theregister.com/2023/07/27/maximus_deloitte_moveit_hack/United States of AmericaUndetermined

The College of Collin joins the list of the victims that the Russian ransomware crew Clop claims to have compromised via the MOVEit vulnerability.https://www.bankinfosecurity.com/latest-moveit-data-breach-victim-tally-455-organizations-a-22650United States of AmericaUndetermined

The College of Foothill joins the list of the victims that the Russian ransomware crew Clop claims to have compromised via the MOVEit vulnerability.https://www.bankinfosecurity.com/latest-moveit-data-breach-victim-tally-455-organizations-a-22650United States of AmericaUndetermined

The College of Lake Forest joins the list of the victims that the Russian ransomware crew Clop claims to have compromised via the MOVEit vulnerability.https://www.bankinfosecurity.com/latest-moveit-data-breach-victim-tally-455-organizations-a-22650United States of AmericaUndetermined

Pension Benefit Information (PBI) files a notice of data breach on behalf of Transamerica Life Insurance Company after confirming that a vulnerability in the file-transfer program MOVEit resulted in confidential information of Transamerica Life customers being leaked.https://www.jdsupra.com/legalnews/pbi-files-notice-of-moveit-data-breach-3168999/United States of AmericaUndetermined

Transactions Applications Group joins the list of the victims that the Russian ransomware crew Clop claims to have compromised via the MOVEit vulnerability.https://www.bankinfosecurity.com/latest-moveit-data-breach-victim-tally-455-organizations-a-22650United States of AmericaUndetermined

U.S. government contractor Maximus confirms that the Clop Ransomware gang, exploiting the vulnerability in MOVEit Transfer accessed the protected health information of as many as 11 million individuals.https://www.databreachtoday.com/count-organizations-affected-by-moveit-attacks-passes-515-a-22665United States of AmericaUndetermined

Deloitte confirms to be among the victims of a ctyber intrusion occurred exploiting the MOVEit vulnerability.https://www.theregister.com/2023/07/27/maximus_deloitte_moveit_hack/United Kingdom of Great Britain and Northern IrelandUndetermined

China accuses U.S. of hacking the Wuhan Earthquake Monitoring Center.https://therecord.media/china-accuses-us-hacking-earthquake-monitoring-wuhanChina Undetermined

The ALPHV/BlackCat ransomware gang claims responsibility for a ransomware attack to GF Assicurazioni.https://www.redhotcyber.com/post/attacco-informatico-al-gruppo-italiano-cf-assicurazioni-blackcat-minaccia-di-scrivere-ai-clienti/Italy Russian Federation

NATO confirms that its IT team is investigating claims about an alleged data-theft hack on the Communities of Interest (COI) Cooperation Portal (dnbl.ncia.nato.int) by the hacking group known as SiegedSec.https://www.bleepingcomputer.com/news/security/nato-investigates-alleged-data-theft-by-siegedsec-hackers/India Undetermined

Family Vision of Anderson files a notice of data breach after a ransomware attack exposed confidential patient information to unauthorized accesshttps://cybernews.com/news/ransomware-attack-family-vision-optometry-clinic-usa/United States of AmericaUndetermined

Federal and local law enforcement agencies investigate into an alleged phishing scam perpetrated against Johnstown Regional Sewage.https://www.govtech.com/security/johnstown-pa-regional-sewage-targeted-by-phishing-attackUnited States of AmericaUndetermined

United Medical Centers (UMC) files a notice of data breach after discovering that an unauthorized party accessed and removed certain files from the company's computer system.https://www.jdsupra.com/legalnews/united-medical-centers-posts-notice-of-1800272/UndeterminedUndetermined

Care N' Care Insurance Company files a notice of data breach after discovering that the confidential information of tens of thousands of patients was compromised in a cybersecurity incident.https://www.jdsupra.com/legalnews/care-n-care-insurance-company-notified-5152808/United States of AmericaUndetermined

Valley National Bank files a notice of data breach after discovering that confidential data that had been provided to the bank was compromised.https://www.jdsupra.com/legalnews/valley-national-bank-files-notice-of-4477828/United States of AmericaUndetermined

Decentralized lending protocol Era Lend is the victim of a cyberattack, losing $3.4 million.https://www.bankinfosecurity.com/cryptohack-roundup-worldcoin-worries-lazarus-hacking-a-22667UndeterminedUndetermined

CardioComm Solutions, a Canadian provider of consumer and professional-grade heart monitoring technologies, is taken down by an ongoing cybersecurity incident.https://techcrunch.com/2023/07/26/cardiocomm-ecg-monitoring-cyberattack/Canada Undetermined

Michigan State University (MSU) posts a notice on its website describing a third-party data breach that occurred at two vendors used by the University: the Teachers Insurance and Annuity Association (TIAA) and the National Student Clearinghouse ("NSC") both data breaches were related to the file transfer program MOVEit, resulting in the potential exposure of student and retiree data.https://www.jdsupra.com/legalnews/michigan-state-university-notifies-5403828/United States of AmericaUndetermined

Johns Hopkins All Children's Hospital is targeted a cyber attack exploiting the MOVEit vulnerability.https://www.beckershospitalreview.com/cybersecurity/johns-hopkins-all-childrens-caught-in-moveit-breach.htmlUnited States of AmericaUndetermined

The Norwegian government warns that its ICT platform used by 12 ministries suffered a cyberattack after hackers exploited a zero-day vulnerability in third-party software.https://www.bleepingcomputer.com/news/security/norway-says-ivanti-zero-day-was-used-to-hack-govt-it-systems/Norway Undetermined

Azimut Capital Management confirms to have suffered an ALPHV/BlackCat ransomware attack.https://www.reuters.com/technology/italian-asset-manager-azimut-targeted-by-blackcat-hackers-2023-07-24/Italy Russian Federation

An 'established' threat actor claims to be in possession of two million data records stolen from the Egyptian Ministry of Health and Population.https://www.infosecurity-magazine.com/news/hacker-stolen-medical-records/Egypt Undetermined

Mattress giant Tempur Sealy is hit with a ALPHV/BlackCat ransomware attack forcing system shutdown.https://therecord.media/mattress-giant-tempur-sealy-cyberattackUnited States of AmericaRussian Federation

The Cyclops ransomware gang claims responsibility for an attack to Cvlan, an IT service provider, and dumps 1,25GB of data.https://www.redhotcyber.com/post/rivendicato-un-attacco-informatico-allitaliana-cvlan-cyclops-pubblica-samples-e-un-file-da-125gb/Italy Undetermined

Blockchain analysts blame the North Korean Lazarus hacking group for an attack on payment processing platform Alphapo where the attackers stole almost $60 million in crypto.https://www.bleepingcomputer.com/news/security/lazarus-hackers-linked-to-60-million-alphapo-cryptocurrency-heist/Saint Vincent and the GrenadinesAfghanistan

Cognisight files a notice of data breach on behalf of SeniorCare PACE (Sutter Senior Care) after confirming that confidential data belonging to Sutter Senior Care patients was exposed as a result of a vulnerability in MOVEit.https://www.jdsupra.com/legalnews/cognisight-files-notice-of-data-breach-2510879/United States of AmericaUndetermined

Sovos Compliance files a notice of data breach on behalf of Northwestern Mutual after discovering that the secure file transfer program used by Sovos contained a vulnerability resulting in an unauthorized party being able to access files on the company's MOVEit server.https://www.jdsupra.com/legalnews/sovos-compliance-notifies-northwestern-9719781/United States of AmericaUndetermined

Estonian crypto-payments service provider CoinsPaid announces that it experienced a cyber attack that resulted in the theft of $37,200,000 worth of cryptocurrency, blaming the attack on the North Korean hacking group Lazarus.https://www.bleepingcomputer.com/news/security/coinspaid-blames-lazarus-hackers-for-theft-of-37-300-000-in-crypto/Estonia Afghanistan

Buckingham County Public Schools sends notifications to parents of 86 students after a compromise of a district's business email account.https://www.databreaches.net/buckingham-county-public-schools-notifies-86-students-after-a-business-email-account-was-compromised/United States of AmericaUndetermined

The Bates Technical College confirms to have suffered a data breach occurred exploiting the MOVEit CVE-2023-34362 vulnerability against the National Student Clearinghouse.https://www.jdsupra.com/legalnews/multiple-colleges-and-universities-7291774/United States of AmericaUndetermined

The Lake Sumter Community College confirms to have suffered a data breach occurred exploiting the MOVEit CVE-2023-34362 vulnerability against the National Student Clearinghouse.https://www.jdsupra.com/legalnews/multiple-colleges-and-universities-7291774/United States of AmericaUndetermined

The University at Buffalo confirms to have suffered a data breach occurred exploiting the MOVEit CVE-2023-34362 vulnerability against the National Student Clearinghouse.https://www.jdsupra.com/legalnews/multiple-colleges-and-universities-7291774/United States of AmericaUndetermined

The University at Buffalo confirms to have suffered a data breach occurred exploiting the MOVEit CVE-2023-34362 vulnerability against the National Student Clearinghouse.https://www.jdsupra.com/legalnews/multiple-colleges-and-universities-7291774/United States of AmericaUndetermined

The State University of New York at Fredonia (SUNY Freedonia) confirms to have suffered a data breach occurred exploiting the MOVEit CVE-2023-34362 vulnerability against the National Student Clearinghouse.https://www.jdsupra.com/legalnews/multiple-colleges-and-universities-7291774/United States of AmericaUndetermined

The Olympic College confirms to have suffered a data breach occurred exploiting the MOVEit CVE-2023-34362 vulnerability against the National Student Clearinghouse.https://www.jdsupra.com/legalnews/multiple-colleges-and-universities-7291774/United States of AmericaUndetermined

The St. Petersburg College confirms to have suffered a data breach occurred exploiting the MOVEit CVE-2023-34362 vulnerability against the National Student Clearinghouse.https://www.jdsupra.com/legalnews/multiple-colleges-and-universities-7291774/United States of AmericaUndetermined

Massachusetts Mutual Life (MassMutual) joins the list of the victims of the MOVEit CVE-2023-34362 exploitation by the Clop ransomware group.https://www.bankinfosecurity.com/count-organizations-breached-via-moveit-campaign-hits-400-a-22613United States of AmericaUndetermined

The United Kingdom arm of DHL is added to the list of the victims of the Clop ransomware gang exploiting the CVE-2023-34362 vulnerability.https://therecord.media/more-companies-confirm-moveit-related-data-incidents-shutterfly-tjmaxx-tomtomUnited Kingdom of Great Britain and Northern IrelandUndetermined

The institutional webistes of the Italian region of Umbra are hit with a DDoS attack.https://www.redhotcyber.com/post/attacco-informatico-alla-regione-umbria-il-cnaipic-della-polizia-postale-sta-lavorando-per-una-veloce-risoluzione/Italy Undetermined



Yamaha Music Canada suffers a ransomware attack by the Akira group.https://therecord.media/yamaha-confirms-cyberattack-after-multiple-ransomware-gangs-claimCanada Undetermined

American United Life Insurance Company files a notice of data breach after discovering that confidential consumer information in the company's care was subject to unauthorized access.https://www.jdsupra.com/legalnews/american-united-life-insurance-company-9877453/United States of AmericaUndetermined

Attackers exploit two separate vulnerabilities in as many days to steal more than $3.2 million from Conic Finance.https://www.bankinfosecurity.com/cryptohack-roundup-worldcoin-worries-lazarus-hacking-a-22667UndeterminedUndetermined

Ticketing services agency See Tickets notifies more than 300,000 individuals that their payment card data was stolen in a new web skimmer attack. https://www.securityweek.com/see-tickets-alerts-300000-customers-after-another-web-skimmer-attack/United Kingdom of Great Britain and Northern IrelandUndetermined

MasTec files a notice of data breach after discovering a MOVEit-related data breach at Delta Dental affected employees and dependents enrolled in the company's Care Opt Plus Group Benefits Plan For Hourly & Salaried Employees.https://www.jdsupra.com/legalnews/mastec-employees-may-be-the-victim-of-9686189/United States of AmericaUndetermined

The Teachers' Retirement System of the City of New York posts notice of a PBI data security incident on its website.https://www.jdsupra.com/legalnews/teachers-retirement-system-of-the-city-5149687/United States of AmericaUndetermined

Franklin Mint Federal Credit Union is added to the list of the victims of the Clop ransomware gang exploiting the CVE-2023-34362 vulnerability.https://therecord.media/more-companies-confirm-moveit-related-data-incidents-shutterfly-tjmaxx-tomtomUnited States of AmericaUndetermined

Pacific Premier Bank files documents with the Securities and Exchange Commission describing a third-party data breach involving a vendor's use of MOVEithttps://www.jdsupra.com/legalnews/pacific-premier-bank-announces-third-2138607/United States of AmericaUndetermined

Pension Benefits Information (PBI) files a notice of data breach on behalf of Willis Towers Watson (WTW) after discovering that experienced a MOVEit-related breach at PBI affected confidential information that had been provided to WTW.https://www.jdsupra.com/legalnews/willis-towers-watson-confirms-data-2996313/United States of AmericaUndetermined

The Cactus ransomware gang claims responsibility for an attack to confartigianatofc.ithttps://www.redhotcyber.com/post/cactus-colpisce-4-aziende-italiane-confartigianato-rotomail-artemide-e-cws-nel-mirino-della-cybergang/Italy Undetermined

The Cactus ransomware gang claims responsibility for an attack to Rotomail.https://www.redhotcyber.com/post/cactus-colpisce-4-aziende-italiane-confartigianato-rotomail-artemide-e-cws-nel-mirino-della-cybergang/Italy Undetermined

The Cactus ransomware gang claims responsibility for an attack to Artemide.https://www.redhotcyber.com/post/cactus-colpisce-4-aziende-italiane-confartigianato-rotomail-artemide-e-cws-nel-mirino-della-cybergang/Italy Undetermined

The Cactus ransomware gang claims responsibility for an attack to CWS.https://www.redhotcyber.com/post/cactus-colpisce-4-aziende-italiane-confartigianato-rotomail-artemide-e-cws-nel-mirino-della-cybergang/Italy Undetermined

The major gaming platform Roblox has suffered a major data breach, leading to the release of personal information including addresses from those who attended the Roblox Developer Conference between 2017-2020.https://www.pcgamer.com/roblox-data-leak-sees-4000-developer-profiles-including-identifying-information-made-public/United States of AmericaUndetermined

The Associated Press warns of a data breach impacting AP Stylebook customers where the attackers used the stolen data to conduct targeted phishing attacks.https://www.bleepingcomputer.com/news/security/associated-press-warns-that-ap-stylebook-data-breach-led-to-phishing-attack/United States of AmericaUndetermined

DESORDEN Group claims responsibility for an attack disrupting the activities of Ranhill Utilities Berhad, a conglomerate providing water and power supply in Malaysia, affecting over 1 million customers.https://www.databreaches.net/major-malaysian-water-utilities-company-hit-by-hackers-ranhill-offline-hackers-claim-databases-and-backups-deleted/Malaysia Undetermined

8,600 counseling records and about 100 people's government-issued identification numbers are stolen in a Rhysida ransomware attack at Stephen F. Austin State University.https://www.databreaches.net/stephen-f-austin-state-university-breach-included-counseling-records/United States of AmericaUndetermined

The University of Alaska is added to the list of the victims of the Clop ransomware gang exploiting the CVE-2023-34362 vulnerability.https://www.bankinfosecurity.com/number-victims-breached-via-moveit-zero-day-keeps-climbing-a-22573United States of AmericaUndetermined

The University of Alaska is added to the list of the victims of the Clop ransomware gang exploiting the CVE-2023-34362 vulnerability.https://www.bankinfosecurity.com/number-victims-breached-via-moveit-zero-day-keeps-climbing-a-22573United States of AmericaUndetermined

The University of Delaware is added to the list of the victims of the Clop ransomware gang exploiting the CVE-2023-34362 vulnerability.https://www.bankinfosecurity.com/number-victims-breached-via-moveit-zero-day-keeps-climbing-a-22573United States of AmericaUndetermined

The University of Idaho is added to the list of the victims of the Clop ransomware gang exploiting the CVE-2023-34362 vulnerability.https://www.bankinfosecurity.com/number-victims-breached-via-moveit-zero-day-keeps-climbing-a-22573United States of AmericaUndetermined

The Loyola University is added to the list of the victims of the Clop ransomware gang exploiting the CVE-2023-34362 vulnerability.https://www.bankinfosecurity.com/number-victims-breached-via-moveit-zero-day-keeps-climbing-a-22573United States of AmericaUndetermined

The University of Oklahoma is added to the list of the victims of the Clop ransomware gang exploiting the CVE-2023-34362 vulnerability.https://www.bankinfosecurity.com/number-victims-breached-via-moveit-zero-day-keeps-climbing-a-22573United States of AmericaUndetermined

The University of Temple is added to the list of the victims of the Clop ransomware gang exploiting the CVE-2023-34362 vulnerability.https://www.bankinfosecurity.com/number-victims-breached-via-moveit-zero-day-keeps-climbing-a-22573United States of AmericaUndetermined

The Wake Forest University is added to the list of the victims of the Clop ransomware gang exploiting the CVE-2023-34362 vulnerability.https://www.bankinfosecurity.com/number-victims-breached-via-moveit-zero-day-keeps-climbing-a-22573United States of AmericaUndetermined

The University of Worcester is added to the list of the victims of the Clop ransomware gang exploiting the CVE-2023-34362 vulnerability.https://www.bankinfosecurity.com/number-victims-breached-via-moveit-zero-day-keeps-climbing-a-22573United Kingdom of Great Britain and Northern IrelandUndetermined

Sound Community Bank files a notice of potential data breach after discovering that one of the company's vendors used MOVEit to transfer Sound Community Bank customer information.https://www.jdsupra.com/legalnews/sound-community-bank-announces-3036851/United States of AmericaUndetermined

U.S. manufacturer ITT is added to the list of the victims of the Clop ransomware gang exploiting the CVE-2023-34362 vulnerability.https://www.bankinfosecurity.com/number-victims-breached-via-moveit-zero-day-keeps-climbing-a-22573United States of AmericaUndetermined

Software firm Bluefin Payment Systems is added to the list of the victims of the Clop ransomware gang exploiting the CVE-2023-34362 vulnerability.https://www.bankinfosecurity.com/number-victims-breached-via-moveit-zero-day-keeps-climbing-a-22573United States of AmericaUndetermined

Software firm Ventiv Technology is added to the list of the victims of the Clop ransomware gang exploiting the CVE-2023-34362 vulnerability.https://www.bankinfosecurity.com/number-victims-breached-via-moveit-zero-day-keeps-climbing-a-22573United States of AmericaUndetermined

Commission for Communications Regulation, or ComReg, the general communications regulator for Ireland, is added to the list of the victims of the Clop ransomware gang exploiting the CVE-2023-34362 vulnerability.https://techcrunch.com/2023/07/20/ofcom-comreg-moveit-hacks/Ireland Undetermined

A cyberattack impacting Swedish software company Ortivus leaves at least two British ambulance services without access to electronic patient records.https://therecord.media/british-ambulances-unable-to-access-patient-recordsSweden Undetermined

Two ransomware actors, ALPHV/BlackCat and Clop list beauty company EstÃƒÂƒÃ‚Â©e Lauder on their data leak sites as a victim of separate attacks.https://www.bleepingcomputer.com/news/security/est-e-lauder-beauty-giant-breached-by-two-ransomware-gangs/United States of AmericaRussian Federation

The NoEscape ransomware group hits Girardini Group, a manufacturer of stamps.https://www.redhotcyber.com/post/rivendicato-un-attacco-informatico-allitaliana-girardini-group-noescape-ha-in-mano-100gb-di-dati/Italy Undetermined

Two ransomware actors, ALPHV/BlackCat and Clop list beauty company EstÃƒÂƒÃ‚Â©e Lauder on their data leak sites as a victim of separate attacks.https://www.bleepingcomputer.com/news/security/est-e-lauder-beauty-giant-breached-by-two-ransomware-gangs/United States of AmericaUndetermined

Cognizant / TMG files a notice of data breach after discovering that an unauthorized party accessed confidential consumer data stored on the company's computer network.https://www.jdsupra.com/legalnews/cognizant-tmg-files-notice-of-data-9217724/United States of AmericaUndetermined

Oak Valley Hospital District files a notice of data breach with the Attorney General of California after experiencing a "cybersecurity incident."https://www.jdsupra.com/legalnews/oak-valley-hospital-district-notifies-1867367/United States of AmericaUndetermined

RCI is added to the list of the victims of the Clop ransomware gang exploiting the CVE-2023-34362 vulnerability.https://therecord.media/more-companies-confirm-moveit-related-data-incidents-shutterfly-tjmaxx-tomtomUnited States of AmericaUndetermined

Warner Bros Discovery is added to the list of the victims of the Clop ransomware gang exploiting the CVE-2023-34362 vulnerability.https://cybernews.com/news/tomtom-navigates-moveit-attacks-clop/United States of AmericaUndetermined

Crum & Forster is added to the list of the victims of the Clop ransomware gang exploiting the CVE-2023-34362 vulnerability.https://therecord.media/more-companies-confirm-moveit-related-data-incidents-shutterfly-tjmaxx-tomtomUnited States of AmericaUndetermined

Pioneer Electronics is added to the list of the victims of the Clop ransomware gang exploiting the CVE-2023-34362 vulnerability.https://cybernews.com/news/tomtom-navigates-moveit-attacks-clop/Japan Undetermined

Vitesco Technlogies is added to the list of the victims of the Clop ransomware gang exploiting the CVE-2023-34362 vulnerability.https://therecord.media/more-companies-confirm-moveit-related-data-incidents-shutterfly-tjmaxx-tomtomGermany Undetermined

Vitesco Technlogies is added to the list of the victims of the Clop ransomware gang exploiting the CVE-2023-34362 vulnerability.https://therecord.media/more-companies-confirm-moveit-related-data-incidents-shutterfly-tjmaxx-tomtomFinland Undetermined

DESMI is added to the list of the victims of the Clop ransomware gang exploiting the CVE-2023-34362 vulnerability.https://therecord.media/more-companies-confirm-moveit-related-data-incidents-shutterfly-tjmaxx-tomtomDenmark Undetermined

Sierra Wireless is added to the list of the victims of the Clop ransomware gang exploiting the CVE-2023-34362 vulnerability.https://therecord.media/more-companies-confirm-moveit-related-data-incidents-shutterfly-tjmaxx-tomtomUnited States of AmericaUndetermined

Emerson Electric is added to the list of the victims of the Clop ransomware gang exploiting the CVE-2023-34362 vulnerability.https://therecord.media/more-companies-confirm-moveit-related-data-incidents-shutterfly-tjmaxx-tomtomUnited States of AmericaUndetermined

Japan Tobacco International USA is added to the list of the victims of the Clop ransomware gang exploiting the CVE-2023-34362 vulnerability.https://therecord.media/more-companies-confirm-moveit-related-data-incidents-shutterfly-tjmaxx-tomtomUnited States of AmericaUndetermined

Fortescue is added to the list of the victims of the Clop ransomware gang exploiting the CVE-2023-34362 vulnerability.https://therecord.media/more-companies-confirm-moveit-related-data-incidents-shutterfly-tjmaxx-tomtomAustralia Undetermined

Compucom Systems is added to the list of the victims of the Clop ransomware gang exploiting the CVE-2023-34362 vulnerability.https://therecord.media/more-companies-confirm-moveit-related-data-incidents-shutterfly-tjmaxx-tomtomUnited States of AmericaUndetermined

Netscout is named on the Cl0p website, among the victims of the attacks exploiting the CVE-2023-34362 Vulnerability.https://www.securityweek.com/moveit-hack-number-of-impacted-organizations-exceeds-340/United States of AmericaUndetermined

American automotive parts retailer Autozone, is added to the list of the victims of the Clop ransomware gang exploiting the CVE-2023-34362 vulnerability.https://cybernews.com/news/tomtom-navigates-moveit-attacks-clop/United States of AmericaUndetermined

TJX Companies is added to the list of the victims of the Clop ransomware gang exploiting the CVE-2023-34362 vulnerability.https://therecord.media/more-companies-confirm-moveit-related-data-incidents-shutterfly-tjmaxx-tomtomUnited States of AmericaUndetermined

The Nulled ransomware gang claims responsibility for a cyber attack to LePipehttps://www.redhotcyber.com/post/rivendicato-un-attacco-informatico-allitaliana-lepipe-8500-record-di-utenti-online/Italy Undetermined

An unnamed group or individual claims responsibility for a a cyber attack to the plastic surgery practice Hankins & Sohn Plastic Surgery Associates and starts to leak data.https://www.databreaches.net/now-a-third-plastic-surgery-practice-has-nude-patient-photos-leaked/United States of AmericaUndetermined

Customers of the Russian medical laboratory Helix are unable to receive their test results for several days due to an attempted ransomware attack that crippled the company's systems over the weekend.https://therecord.media/russian-medical-lab-suspends-some-services-after-ransomware-attackRussian FederationUndetermined



Norwegian recycling and mining corporation Tomra is in the midst of an "extensive" cyberattack affecting its systems.https://therecord.media/norwegian-giant-tomra-dealing-with-cyberattackNorway Undetermined

The ransomware group ALPHV (AKA BlackCat) adds Highland Health Systems in Alabama to their leak site but remove the data few days after claiming the attack had violated their prohibition against attacking non-profits.https://www.databreaches.net/blackcat-adds-a-community-behavioral-health-center-in-alabama-to-its-leak-site/United States of AmericaRussian Federation

The Play ransomware gang lists Lawer, a manufacturer of systems for the textile industry, in their leak site.https://www.redhotcyber.com/post/attacco-informatico-allitaliana-lawer-spa-rivendicato-da-play-ransomware-6gg-alla-pubblicazione-dei-dati/Italy Undetermined

George County is hit with a ransomware attack.https://therecord.media/coastal-mississippi-county-recovering-from-ransomware-attack-digital-hurricaneUnited States of AmericaUndetermined

The Rhysida ransomware gangs hits CittÃƒÂƒÃ‚Â  Nuova, an Italian publishing house.https://www.redhotcyber.com/post/attacco-informatico-allitaliana-citta-nuova-tra-3gg-rhysida-pubblica-i-dati-e-li-mette-in-vendita/Italy Undetermined

Idea Financial (Idea 247) files a notice of data breach after discovering that an unauthorized party accessed a database containing confidential consumer information.https://www.jdsupra.com/legalnews/idea-financial-files-notice-of-data-4600651/United States of AmericaUndetermined

The Pavilion at Health Park dba Park Royal Hospital files a notice of data breach after discovering that confidential patient information was accessed through a compromised employee email account.https://www.jdsupra.com/legalnews/park-royal-hospital-notifies-patients-9762919/United States of AmericaUndetermined

Shutterfly, an online retail and photography manufacturing platform, is among the latest victims hit by Clop ransomware exploiting the CVE-2023-34362 MOVEit vulnerability.https://www.bleepingcomputer.com/news/security/shutterfly-says-clop-ransomware-attack-did-not-impact-customer-data/United States of AmericaRussian Federation

American Multi-Cinema (AMC Theatres) files a notice of data breach after a cyber incident resulted in an unauthorized party being able to access consumers' sensitive information. According to some source the incident stemmed from the exploitation of the MOVEit vulnerability.https://www.jdsupra.com/legalnews/amc-theatres-files-notice-of-data-5114120/United States of AmericaRussian Federation

Athene Annuity and Life Company files a notice of third-party data breach  after learning that a vendor used by Athene, Pension Benefit Information, LLC ("PBI"), experienced a data breach related to the popular file transfer application MOVEit.https://www.jdsupra.com/legalnews/athene-annuity-and-life-company-files-3132339/United States of AmericaRussian Federation

Global accounting and tax advisory firm Crowe confirms to have been hit by the Cl0p MOVEit breach.https://cybernews.com/news/crowe-confirms-moveit-attacks-clop/United States of AmericaRussian Federation

Hillsborough County is impacted in the MOVEit CVE-2023-34362 vulnerability, and more than 70,000 residents are affected.https://www.fox13news.com/news/global-data-breach-could-impact-70000-residents-vendor-employees-with-hillsborough-countyUnited States of AmericaRussian Federation

Sunflower Bank files a notice of data breach after discovering that the MOVEit file transfer program used by the bank, contained a critical vulnerability allowing hackers to access confidential customer information.https://www.jdsupra.com/legalnews/sunflower-bank-confirms-moveit-7360819/United States of AmericaRussian Federation

Teachers Insurance and Annuity Association of America (TIAA) files a notice of data breach after discovering to have been hit by the MOVEit CVE-2023-34362 vulnerability.https://www.jdsupra.com/legalnews/pension-benefit-information-notifies-9244284/United States of AmericaRussian Federation

The Idaho State Board of Education posts a notice of data on its website after learning that two of the Board's vendors, the Teachers Insurance and Annuity Association ("TIAA") and the National Student Clearinghouse ("NSC"), experienced data breaches related to the file-transfer software MOVEit.https://www.jdsupra.com/legalnews/idaho-state-board-of-education-1515821/United States of AmericaRussian Federation

Vitality Group files a notice of data breach on behalf of GuidePoint Security after discovering that the MOVEit file transfer software used by Vitality contained a critical vulnerability that allowed an unauthorized party to access certain GuidePoint Security employees' sensitive information.https://www.jdsupra.com/legalnews/the-vitality-group-provides-notice-of-8008517/United States of AmericaRussian Federation

Fairfax Oral & Maxillofacial Surgery (FOMS) files a notice of data breach after a cyber incident compromised patients' protected health information.https://www.jdsupra.com/legalnews/fairfax-oral-maxillofacial-surgery-4766651/United States of AmericaUndetermined

RCH, a provider of software and hardware solutions for points of sale, has its database dumped online.https://www.redhotcyber.com/post/rivendicato-un-attacco-informatico-alla-rch-pubblicato-lo-schema-del-db-e-molti-samples/Italy Undetermined

Several instances of the Reddit alternative Lemmy are hacked by attackers who are apparently exploiting a zero-day vulnerability.https://www.securityweek.com/hackers-target-reddit-alternative-lemmy-via-zero-day-vulnerability/UndeterminedUndetermined

Sun Life Assurance Company of Canada (Sun Life) posts a notice on its website revealing to have been hit by the CVE-2023-34362 MOVEit vulnerability.https://www.jdsupra.com/legalnews/sun-life-notifies-members-and-account-8619425/Canada Russian Federation

The Norwegian Refugee Council (NRC) announces that it recently discovered a cyberattack targeting an online database that stores the personal information of project participants.https://therecord.media/norwegian-refugee-council-hit-by-cyberattackNorway Undetermined

The Town of Cornelius, North Carolina, is dealing with delayed or unavailable services after a ransomware attack.https://therecord.media/cornelius-north-carolina-ransomware-attack-lake-normanUnited States of AmericaUndetermined

Konen & Associates, doing business as Unified Pain Management notifies about an email account breach involving at least 500 records. https://www.hipaajournal.com/700000-highly-sensitive-school-records-exposed-online/United States of AmericaUndetermined

Sovos Compliance files a notice of data breach after discovering that MOVEit, the file transfer software used by Sovos, contained a critical vulnerability allowing an unauthorized party to download confidential consumer data provided to Sovos.https://www.jdsupra.com/legalnews/sovos-compliance-notifies-18k-8585550/United States of AmericaRussian Federation

The Colorado State University confirms to have suffered a data breach occurred exploiting the MOVEit CVE-2023-34362 vulnerability.https://csusystem.edu/moveit_cyberattack/United States of AmericaRussian Federation

Mary Kay Corporation is added to the list of the victims of the Clop ransomware gang exploiting the CVE-2023-34362 vulnerability.https://cybernews.com/news/estee-lauder-mary-kay-cosmetics-moveit-clop/United States of AmericaUndetermined

Guarantee Trust Life Insurance Company files a notice of data breach after determining that an unauthorized party accessed an employee's email account that contained confidential consumer information.https://www.jdsupra.com/legalnews/guarantee-trust-life-insurance-company-2990822/United States of AmericaUndetermined

NASCO files a notice of data breach after discovering that the vulnerability within MOVEit resulted in an unauthorized party being able to access certain information in the company's possession.https://www.jdsupra.com/legalnews/nasco-confirms-moveit-related-data-9662508/United States of AmericaUndetermined

The 8Base ransomware gang claims to have attacked Kansas Medical Center and threaten to publish the data as a leak on July 15.https://www.databreaches.net/8base-claims-to-have-stolen-patient-data-and-employee-info-from-kansas-medical-center/United States of AmericaUndetermined

An attacker steals $1.53 million from Arbitrum-based Rodeo Finance, marking the second cyberattack against the decentralized finance protocol this month.https://twitter.com/PeckShieldAlert/status/1678683010802270215UndeterminedUndetermined

Multichain suffers an additional $103 million loss of crypto assets despite it is not clear if the loss is the result of a cyber attack or a rug pull.https://twitter.com/BeosinAlert/status/1678617665735385089Singapore Undetermined

American National Insurance Company confirms to have suffered a data breach occurred exploiting the MOVEit CVE-2023-34362 vulnerability.https://therecord.media/radisson-hotels-major-insurance-firms-disclose-moveit-incidentsUnited States of AmericaRussian Federation

Choice Hotel confirms to have suffered a data breach occurred exploiting the MOVEit CVE-2023-34362 vulnerability. The breach affected also other companies of the group including Radisson Hotels.https://therecord.media/radisson-hotels-major-insurance-firms-disclose-moveit-incidentsUnited States of AmericaRussian Federation

Deutsche Bank AG confirms that a data breach on one of its service providers has exposed its customers' data in a likely MOVEit Transfer data-theft attack. Other impacted banks include Commerzbank, Postbank, Comdirect, and ING.https://www.bleepingcomputer.com/news/security/deutsche-bank-confirms-provider-breach-exposed-customer-data/Germany Russian Federation

Dutch GPS company TomTom confirms to have suffered a data breach occurred exploiting the MOVEit CVE-2023-34362 vulnerability.https://techcrunch.com/2023/07/11/banks-hotels-hospitals-latest-moveit-mass-hack-victims/NetherlandsRussian Federation

Jones Lang LaSalle (JLL) confirms to have suffered a data breach occurred exploiting the MOVEit CVE-2023-34362 vulnerability.https://techcrunch.com/2023/07/11/banks-hotels-hospitals-latest-moveit-mass-hack-victims/United States of AmericaRussian Federation

The Hamilton College confirms to have suffered a data breach occurred exploiting the MOVEit CVE-2023-34362 vulnerability.https://thecyberexpress.com/university-data-breach-moveit-vulnerability/United States of AmericaRussian Federation

The University of Colorado confirms to have been affected by the MOVEit data breach.https://techcrunch.com/2023/07/11/banks-hotels-hospitals-latest-moveit-mass-hack-victims/United States of AmericaRussian Federation

The University of Louisville confirms to have suffered a data breach occurred exploiting the MOVEit CVE-2023-34362 vulnerability.https://therecord.media/radisson-hotels-major-insurance-firms-disclose-moveit-incidentsUnited States of AmericaRussian Federation

UofL Health, an academic health system, confirms  that it had been targeted by a cyber attack exploiting the MOVEit CVE-2023-34362 vulnerability, after being listed on Clop's dark web leak site.https://techcrunch.com/2023/07/11/banks-hotels-hospitals-latest-moveit-mass-hack-victims/United States of AmericaRussian Federation

Washington State University (WSU) posts a notice on its website explaining that a third-party data breach leaked personally identifiable information belonging to current and prospective students as well as employees. The incident involved two service providers, National Student Clearinghouse (NSC) and the Teachers Insurance and Annuity Association (TIAA).https://www.jdsupra.com/legalnews/washington-state-university-notifies-8251841/United States of AmericaRussian Federation

Northern Wisconsin's Langlade County is hit with a LockBit 3.0 ransomware attack.https://therecord.media/wisconsin-county-dealing-with-software-failureUnited States of AmericaUndetermined

Panorama Eyecare is added to LockBit's leak site with a claim that 798 GB of data has been exfiltrated from four of the firm's clients: Eye Center of Northern Colorado, Denver Eye Surgeons, Cheyenne Eye Clinic & Surgery Center; and 2020 Vision Center.https://www.databreaches.net/another-business-associate-attack-results-in-theft-of-patient-data-panorama-eyecare/United States of AmericaUndetermined

HCA Healthcare discloses a data breach impacting an estimated 11 million patients who received care at one of its hospitals and clinics after a threat actor leaked samples of the stolen data on a hacking forum.https://www.bleepingcomputer.com/news/security/hca-confirms-breach-after-hacker-steals-data-of-11-million-patients/United States of AmericaUndetermined

The Rhysida ransomware gangs hits the Municipality of Ferrara (Comune di Ferrara)https://www.redhotcyber.com/post/attacco-informatico-al-comune-di-ferrara-disattivati-una-serie-di-servizi-per-via-precauzionale/Italy Undetermined

The popular fanfiction platform Archive of Our Own (AO3) is hit with a wave of DDoS attacks.https://hackread.com/archive-of-our-own-ao3-faces-ddos-attacks/United States of AmericaUndetermined

Delaware's Kent County suffers a cyberattack affecting municipal services for days.https://therecord.media/delaware-county-struggling-cyberattackUnited States of AmericaUndetermined

The Malta Film Commission's Facebook page is hacked and the profile picture is replaced with a photo of a blonde woman in a car.https://timesofmalta.com/articles/view/malta-film-commission-facebook-account-hacked.1042853Malta Undetermined

Accelya Global (Accelya) files a notice of data breach after discovering that Alight Solutions ("Alight"), one of Accelya's vendors, experienced a data security incident related to the company's use of the file transfer software MOVEit.https://www.jdsupra.com/legalnews/accelya-confirms-confidential-data-4359027/United States of AmericaRussian Federation

Gaming gear company Razer investigates recent rumors of a massive data breach when someone with the moniker 'Nationalist' posted on a forum that they had stolen the source code, database, encryption keys, and backend access logins, letting users know that they started an investigation into the matter, and resetting all member accounts.https://www.bleepingcomputer.com/news/security/razer-investigates-data-breach-claims-resets-user-sessions/Singapore Undetermined

The City of Hayward, California is forced to shut off its website and several online municipal portals in response to a cyberattack.https://therecord.media/hayward-california-shuts-down-municipal-sites-cyberattackUnited States of AmericaUndetermined

The Financial Time reveals that In early 2022, threat actors exploited a zero-day flaw in Revolut payment systems to steal more than $20 million.https://securityaffairs.com/148315/breaking-news/revolut-payment-systems-flaw.htmlUnited Kingdom of Great Britain and Northern IrelandUndetermined

The D#nut Leaks ransomware gangs claims responsibility for a cyber attack against Peroni Pompe, a manufacturer of oscillating process pumps.https://www.redhotcyber.com/post/attacco-informatico-allitaliana-peroni-pompe-rivendicato-da-dnut-leaks-tra-30gg-la-pubblicazione-dei-dati/Italy Undetermined

The Australian infrastructure services provider Ventia reveals to be dealing with a cyberattack that began this weekend.https://therecord.media/ventia-hit-with-cyberattack-australiaAustralia Undetermined

The Jackson Township is hit by an unspecified computer network "incident" that affects the function of multiple systems.https://www.databreaches.net/jackson-township-ohio-hit-by-digital-security-incident/United States of AmericaUndetermined



Clicks Retail Group confirms to have suffered a data breach occurred exploiting the MOVEit CVE-2023-34362 vulnerability.https://therecord.media/three-new-moveit-bugs-spur-cisa-warningSouth AfricaRussian Federation

Plains Capital Bank confirms to have suffered a data breach occurred exploiting the MOVEit CVE-2023-34362 vulnerability.https://therecord.media/three-new-moveit-bugs-spur-cisa-warningUnited States of AmericaRussian Federation

TD Ameritrade confirms to have suffered a data breach occurred exploiting the MOVEit CVE-2023-34362 vulnerability.https://www.aboutschwab.com/international-moveit-hacking-incidentUnited States of AmericaRussian Federation

The Chapman University confirms to have suffered a data breach occurred exploiting the MOVEit CVE-2023-34362 vulnerability.https://attheu.utah.edu/facultystaff/university-of-utah-statement-moveit-vendor-data-breaches/United States of AmericaRussian Federation

The Lake Sumter State College confirms to have suffered a data breach occurred exploiting the MOVEit CVE-2023-34362 vulnerability.https://therecord.media/three-new-moveit-bugs-spur-cisa-warningUnited States of AmericaRussian Federation

The Madison College confirms to have suffered a data breach occurred exploiting the MOVEit CVE-2023-34362 vulnerability.https://therecord.media/three-new-moveit-bugs-spur-cisa-warningUnited States of AmericaRussian Federation

The Middlebury College confirms to have suffered a data breach occurred exploiting the MOVEit CVE-2023-34362 vulnerability.https://therecord.media/three-new-moveit-bugs-spur-cisa-warningUnited States of AmericaRussian Federation

The Pace University confirms to have suffered a data breach occurred exploiting the MOVEit CVE-2023-34362 vulnerability.https://therecord.media/three-new-moveit-bugs-spur-cisa-warningUnited States of AmericaRussian Federation

The Rensselaer Polytechnic Institute confirms to have suffered a data breach occurred exploiting the MOVEit CVE-2023-34362 vulnerability.https://therecord.media/three-new-moveit-bugs-spur-cisa-warningUnited States of AmericaRussian Federation

The Southern Utah University confirms to have suffered a data breach occurred exploiting the MOVEit CVE-2023-34362 vulnerability.https://therecord.media/three-new-moveit-bugs-spur-cisa-warningUnited States of AmericaRussian Federation

The St. Mary's University confirms to have suffered a data breach occurred exploiting the MOVEit CVE-2023-34362 vulnerability.https://therecord.media/three-new-moveit-bugs-spur-cisa-warningUnited States of AmericaRussian Federation

The Trinity College confirms to have suffered a data breach occurred exploiting the MOVEit CVE-2023-34362 vulnerability.https://therecord.media/three-new-moveit-bugs-spur-cisa-warningUnited States of AmericaRussian Federation

The University of Dayton confirms to have suffered a data breach occurred exploiting the MOVEit CVE-2023-34362 vulnerability.https://therecord.media/three-new-moveit-bugs-spur-cisa-warningUnited States of AmericaRussian Federation

The Utah Tech University confirms to have suffered a data breach occurred exploiting the MOVEit CVE-2023-34362 vulnerability.https://therecord.media/three-new-moveit-bugs-spur-cisa-warningUnited States of AmericaRussian Federation

The Webster University confirms to have suffered a data breach occurred exploiting the MOVEit CVE-2023-34362 vulnerability.https://therecord.media/three-new-moveit-bugs-spur-cisa-warningUnited States of AmericaRussian Federation

The Wooster College confirms to have suffered a data breach occurred exploiting the MOVEit CVE-2023-34362 vulnerability.https://therecord.media/three-new-moveit-bugs-spur-cisa-warningUnited States of AmericaRussian Federation

The University of the West of Scotland (UWS) confirms to be'experiencing an "ongoing cyber incident."https://news.stv.tv/west-central/university-of-west-of-scotland-working-with-police-and-government-after-cyber-attackUnited Kingdom of Great Britain and Northern IrelandUndetermined

The Augsburg University confirms to have suffered a data breach occurred exploiting the MOVEit CVE-2023-34362 vulnerability.https://thecyberexpress.com/university-data-breach-moveit-vulnerability/United States of AmericaRussian Federation

First Merchants Bank (FMB) confirms to have been affected by the MOVEit data breach.https://techcrunch.com/2023/07/06/more-organizations-confirm-moveit-related-breaches-as-hackers-claim-to-publish-stolen-data/United States of AmericaRussian Federation

The Cambridgeshire County Council confirms to have suffered a data breach occurred exploiting the MOVEit CVE-2023-34362 vulnerability.https://techcrunch.com/2023/07/06/more-organizations-confirm-moveit-related-breaches-as-hackers-claim-to-publish-stolen-data/United Kingdom of Great Britain and Northern IrelandRussian Federation

The law firms Proskauer Rose is listed by the Cl0p gang among the victims of a data breach occurred exploiting the MOVEit vulnerability.https://abovethelaw.com/2023/07/top-biglaw-firms-targeted-in-global-cyberattackUnited States of AmericaRussian Federation

The crypto platform Multichain suspends its services as it investigates claims that more than $125 million in cryptocurrency was stolen.https://therecord.media/millions-stolen-from-multichain-cryptoSingapore Undetermined

The Facebook page of the State Statistics Service of Ukraine runs a disinformation campaign for a short time after Russian hacktivists gain administrator access to the page.https://www.databreachtoday.com/breach-roundup-iranian-group-targets-nuclear-experts-a-22480Ukraine Undetermined

The Russian state-owned railway company RZD is taken down by a DDoS attack from the hacktivists of the Ukrainian IT Army.https://therecord.media/russian-railway-site-taken-down-by-ukrainian-hackersRussian FederationUkraine

Rodeo Finance suffers a loss of $50,000 worth from the platform.https://twitter.com/HypernativeLabs/status/1676525533293690881UndeterminedUndetermined

ZooTampa, the Tampa Bay Zoo confirms to have been hit by a BlackSuit (a Royal spinoff) ransomware attack.https://therecord.media/tampa-zoo-targeted-in-cyberattackUnited States of AmericaUndetermined

Runner.it, an Italian distributor of IT technologies, has its database dumped online.https://www.redhotcyber.com/post/rivendicato-un-attacco-allitaliana-runner-it-il-software-in-eol-deve-essere-sostituito/Italy Undetermined

Acque Veronesi, a local water utility in Italy discloses to have suffered a cyber attack.https://www.redhotcyber.com/post/attacco-informatico-ad-acque-veronesi-lazienda-notifica-una-violazione-del-sito-web-e-dei-dati-personali-agli-interessati/Italy Undetermined

The Port of Nagoya, the largest and busiest port in Japan, is targeted in a ransomware attack that impacts the operation of container terminals.https://www.bleepingcomputer.com/news/security/japans-largest-port-stops-operations-after-ransomware-attack/Japan Undetermined

The University of Illinois confirms to have suffered a data breach occurred exploiting the MOVEit CVE-2023-34362 vulnerability.https://www.nprillinois.org/education-desk/2023-07-10/u-of-i-student-information-is-caught-in-global-cyberattackUnited States of AmericaRussian Federation

The Belarusian hacker group known as the Cyber Partisans claims to have attacked the country's largest state-owned university Belarusian State University (BSU), accessing 3 terabytes of data from the university's system, and also encrypting and wiping some servers.https://therecord.media/cyber-partisans-belarusian-state-university-attackBelarus Belarus

The LockBit ransomware gang claims to have hacked Blowtherm, a manufacturer of paint booths and finishing equipment for the automotive.https://www.redhotcyber.com/post/attacco-informatico-allitaliana-blowtherm-rivendicato-da-lockbit-tra-13gg-la-pubblicazione-dei-dati/Italy Undetermined

The Rhysida ransomware group adds BM GROUP POLYTEC to their victim list and claim to have kept the data for auction in their dark web portal.https://twitter.com/FalconFeedsio/status/1675775824920707073Italy Undetermined

The ransomware group 8Base lists ClearMedi Health on their leak site.https://www.databreaches.net/why-ransomware-groups-are-targeting-indian-pharma-companies-and-the-healthcare-sector-clearmedi-allegedly-hacked/United Kingdom of Great Britain and Northern IrelandUndetermined

Serco Inc, the Americas division of multinational outsourcing company Serco Group, discloses a data breach after attackers stole the personal information of over 10,000 individuals from a third-party vendor's MoveIT managed file transfer (MFT) server.https://www.bleepingcomputer.com/news/security/us-govt-contractor-serco-discloses-data-breach-after-moveit-attacks/United States of AmericaUndetermined

North Mississippi Health Services reveals that they discovered unauthorized access through an employee's email account after a phishing email was unintentionally opened.https://www.databreaches.net/kudos-to-north-mississippi-health-services-for-fast-detection-and-disruption-of-attack/United States of AmericaUndetermined

Crypto platform Poly Network suspends service after hacker steals 4.4 millions of dollars in digital assets using compromised keys.https://therecord.media/crypto-platform-poly-network-suspends-service-after-hackChina Undetermined

AON confirms to have suffered a data breach occurred exploiting the MOVEit CVE-2023-34362 vulnerability. Among the impacted customers there is the Dublin Airport.https://www.bitdefender.com/blog/hotforsecurity/dublin-airport-staff-pay-details-stolen-by-hackers-after-moveit-attack-at-third-party-provider/United Kingdom of Great Britain and Northern IrelandRussian Federation

The hacker group KromSec leaks the personal information belonging to more than 1,100 employees of the Ministry of Justice.https://twitter.com/FalconFeedsio/status/1675585245301837824France Undetermined

Hacktivists from SiegedSec claim to have hacked various satellite receivers and industrial control systems, allowing to control multiple companies including Halliburton, Shell, Helix Energy and Oceaneering.https://cyberscoop.com/siegedsec-hack-transition-bans-satellite-systems/United States of AmericaUndetermined

Hacktivists from SiegedSec claim to have hacked various satellite receivers and industrial control systems, allowing to control multiple companies including Halliburton, Shell, Helix Energy and Oceaneering.https://cyberscoop.com/siegedsec-hack-transition-bans-satellite-systems/United States of AmericaUndetermined
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The Luigi Vanvitelli University Hospital is hit with a ransomware attack.https://www.italianpost.news/naples-hacker-attack-on-vanvitelli-hospital/Italy Undetermined

The U.S. Cybersecurity and Infrastructure Security Agency (CISA) warns of ongoing distributed denial-of-service (DDoS) attacks after U.S. organizations across multiple industry sectors are hit.https://www.bleepingcomputer.com/news/security/cisa-issues-ddos-warning-after-attacks-hit-multiple-us-orgs/United States of AmericaSudan

Anonymous Sudan claims to have taken down the website of the U.S. Commerce Department.https://www.bleepingcomputer.com/news/security/cisa-issues-ddos-warning-after-attacks-hit-multiple-us-orgs/United States of AmericaSudan

Anonymous Sudan also claims responsibility for another DDoS attack that targeted Stripe's dashboard for managing business payments, refunds, and operations.https://www.bleepingcomputer.com/news/security/cisa-issues-ddos-warning-after-attacks-hit-multiple-us-orgs/Ireland Sudan

Cambridgeshire Police says they are in the "early stages" of investigating a "data breach" involving exam boards Pearson Edexcel.https://therecord.media/exam-boards-uk-data-breachUnited Kingdom of Great Britain and Northern IrelandUndetermined

Cambridgeshire Police says they are also investigating a "data breach" involving exam boards OCRhttps://therecord.media/exam-boards-uk-data-breachUnited Kingdom of Great Britain and Northern IrelandUndetermined

Police are also investigating a cyber-attack at England's largest exam board AQA, the third board to be targeted. https://therecord.media/exam-boards-uk-data-breachUnited Kingdom of Great Britain and Northern IrelandUndetermined

The Maryland's Department of Health and Human Services is listed among the victims of the Cl0p ransomware gang exploiting the CVE-2023-34362 Vulnerability.https://www.databreachtoday.com/hhs-tells-congress-100000-people-affected-by-moveit-hacks-a-22420?highlight=trueUnited States of AmericaUndetermined

United Bank files a notice regarding a data breach within a third-party software tool. It is suspected that the breach involves the CVE-2023-34362 vulnerability in MOVEit.https://www.jdsupra.com/legalnews/corebridge-financial-inc-confirms-5207627/United States of AmericaUndetermined

Gates Corporation files a notice of data breach after confirming that the company was the victim of a ransomware attack.https://www.jdsupra.com/legalnews/gates-corporation-experiences-5820888/United States of AmericaUndetermined

Clearwater Credit Union files a notice of data breach after discovering the personal information of 25,660 individuals was leaked as a result of the massive MOVEit vulnerability.https://www.jdsupra.com/legalnews/clearwater-credit-union-files-notice-of-1798472/United States of AmericaUndetermined

Union Bank and Trust Company (UBT) files a notice of data breach after discovering the personal information of 25,660 individuals was leaked as a result of the massive MOVEit vulnerability.https://www.jdsupra.com/legalnews/clearwater-credit-union-files-notice-of-1798472/United States of AmericaUndetermined



ARx Patient Solutions files a notice of data breach after discovering that an employee's M365 email account was accessed by an unauthorized party.https://www.jdsupra.com/legalnews/arx-patient-solutions-files-notice-of-4479080/United States of AmericaUndetermined

The University of Salerno is hit with a Rhysida ransomware attack.https://www.redhotcyber.com/post/attacco-informatico-alluniversita-degli-studi-di-salerno-rischio-di-fuoriuscite-di-dati-sensibili/Italy Undetermined

Nickelodeon, a Paramount-owned American pay TV channel, confirms that 500 gb of data leaked from an alleged breach of the company is legitimate but some of it appears to be decades old.https://www.bleepingcomputer.com/news/security/nickelodeon-investigates-breach-after-leak-of-decades-old-data/United States of AmericaUndetermined

The Trinidad and Tobago Office of the Attorney General and Ministry of Legal Affairs (AGLA) is hit with a cyberattack impacting the ministry's operations.https://therecord.media/trinidad-tobago-hit-with-cyberattackTrinidad and TobagoUndetermined

Barts Health NHS Trust confirms it's investigating a ransomware incident by the BlackCat/ALPHV ransomware gang.https://techcrunch.com/2023/07/10/uk-hacks-public-sector-nhs-ransomware/United Kingdom of Great Britain and Northern IrelandRussian Federation

Fidelity & Guaranty Life Insurance Company confirms that the Clop Ransomware gang, exploiting the vulnerability in MOVEit Transfer accessed the protected health information of about 873,000 people.https://therecord.media/dhl-moveit-breach-investigationUnited States of AmericaUndetermined

EP Global Production Solutions (Entertainment Partners) files a notice of data breach after discovering that an unauthorized party was able to access and acquire files from the company's computer network.https://www.jdsupra.com/legalnews/entertainment-partners-notifies-471k-of-3579067/United States of AmericaUndetermined

KNP Logistics, described as one of the United Kingdom's largest privately owned logistics groups, declares itself insolvent, blaming a ransomware attack, claimed by the Akira group, back in June.https://therecord.media/knp-logistics-ransomware-insolvency-ukUnited Kingdom of Great Britain and Northern IrelandUndetermined

Amnesty International discover a campaign allegedly carried out by the Vietnamese government with the Predator spyware against targets including members of the U.S. Congress and European officials. https://www.bankinfosecurity.com/vietnam-accused-using-predator-to-spy-on-eu-us-lawmakers-a-23299UndeterminedViet Nam

The law firms Kirkland & Ellis is listed by the Cl0p gang among the victims of a data breach occurred exploiting the MOVEit vulnerability.https://www.securityweek.com/over-130-organizations-millions-of-individuals-believed-to-be-impacted-by-moveit-hack/United States of AmericaUndetermined

The law firms K&L Gates is listed by the Cl0p gang among the victims of a data breach occurred exploiting the MOVEit vulnerability.https://www.securityweek.com/over-130-organizations-millions-of-individuals-believed-to-be-impacted-by-moveit-hack/United States of AmericaUndetermined

The Minnesota business firm The Harrington Company is added to the Clop ransomware leak site of the victims of the MOVEit breach.https://cybernews.com/news/us-health-dept-law-firms-join-list-of-moveit-victims/United States of AmericaUndetermined

City National Bank in Miami, Florida is added to the Clop ransomware leak site of the victims of the MOVEit breach.https://cybernews.com/news/us-health-dept-law-firms-join-list-of-moveit-victims/United States of AmericaUndetermined

The head of UAE Cyber Security reveals that, earlier in 2023, Israel aided the United Arab Emirates (UAE) in helping repel a major distributed denial-of-service (DDoS) attack.https://www.darkreading.com/dr-global/israel-aided-uae-in-defending-against-ddos-attackUndeterminedUndetermined

Bristol Myers Squibb files a notice regarding a data breach resulting from the CVE-2023-34362 vulnerability in MOVEit.https://www.jdsupra.com/legalnews/bristol-myers-squibb-informs-employees-7692011/United States of AmericaUndetermined

Advanced Medical Management files a notice of data breach after discovering that portions of the company's IT network that were designed and maintained by third-party vendors were accessible to an unauthorized party.https://www.jdsupra.com/legalnews/advanced-medical-management-experiences-4914831/United States of AmericaUndetermined

The Henrietta Johnson Medical Center postes notice that some patient data was involved in a breach at Delaware Health Network (DHN), a healthcare-controlled network provider and electronic health records management provider that provides services to Henrietta Johnson Medical Center (HJMC) and other entities.https://www.databreaches.net/henrietta-johnson-medical-center-patients-affected-by-breach-at-delaware-health-network/United States of AmericaUndetermined

A relatively new ransomware group, Cyclops, claims to have attacked Atherfield Medical & Skin Cancer Clinic in Australia:https://www.databreaches.net/au-atherfield-medical-skin-cancer-clinic-victim-of-cyberattack-by-cyclops/Australia Undetermined

Talcott Resolution Life Insurance Company is listed among the victims of the Cl0p ransomware gang exploiting the CVE-2023-34362 Vulnerability.https://www.databreachtoday.com/clops-moveit-campaign-affects-over-16-million-individuals-a-22398United States of AmericaUndetermined

The University of Southern Illinois is listed among the victims of the Cl0p ransomware gang exploiting the CVE-2023-34362 Vulnerability.https://www.databreachtoday.com/clops-moveit-campaign-affects-over-16-million-individuals-a-22398United States of AmericaUndetermined

Taiwan Semiconductor Manufacturing Company (TSMC), the world's largest contract chipmaker, confirms it's experienced a data breach after being listed as a victim by the LockBit ransomware gang. However the Ransomware gang hit one of the company's IT hardware suppliers, named as Kinmax Technology.https://techcrunch.com/2023/06/30/tsmc-confirms-data-breach-after-lockbit-cyberattack-on-third-party-supplier/Taiwan (Province of China)Undetermined

The University of Utah confirms to have suffered a data breach occurred exploiting the MOVEit CVE-2023-34362 vulnerability.https://attheu.utah.edu/facultystaff/university-of-utah-statement-moveit-vendor-data-breaches/United States of AmericaRussian Federation

US energy services firm BHI Energy discloses to have been hit by an Akira ransomware attack.https://www.bleepingcomputer.com/news/security/us-energy-firm-shares-how-akira-ransomware-hacked-its-systems/United States of AmericaUndetermined

A group of previously unknown attackers allegedly affiliated with the Wagner Group claims responsibility for a cyberattack on the Russian satellite communications provider Dozor-Teleport and its parent company Amtel Svyaz.https://therecord.media/hackers-take-down-russian-satellite-providerRussian FederationRussian Federation

Hacktivists from the SiegedSec collective dump some data from the Nebraska Supreme Court.https://therecord.media/states-investigate-siegedsec-hacking-campaignUnited States of AmericaUndetermined

Hacktivists from the SiegedSec collective dump some data from the South Dakota Boards and Commissionshttps://therecord.media/states-investigate-siegedsec-hacking-campaignUnited States of AmericaUndetermined

Hacktivists from the SiegedSec collective dump some data from the South Dakota Boards and Commissionshttps://therecord.media/states-investigate-siegedsec-hacking-campaignUnited States of AmericaUndetermined

Hacktivists from the SiegedSec collective dump some data from the Pennsylvania Provider Self-Servicehttps://therecord.media/states-investigate-siegedsec-hacking-campaignUnited States of AmericaUndetermined

Hacktivists from the SiegedSec collective dump some data from the South Carolina Criminal Justice Information Services (CJIS)https://therecord.media/states-investigate-siegedsec-hacking-campaignUnited States of AmericaUndetermined

Sony is listed by the Cl0p gang among the victims of a data breach occurred exploiting the MOVEit vulnerability.https://www.securityweek.com/siemens-energy-schneider-electric-targeted-by-ransomware-group-in-moveit-attack/Japan Undetermined

Cognizant is listed by the Cl0p gang among the victims of a data breach occurred exploiting the MOVEit vulnerability.https://www.securityweek.com/siemens-energy-schneider-electric-targeted-by-ransomware-group-in-moveit-attack/United States of AmericaUndetermined

The U.S. Department of Health and Human Services (HHS) is listed by the Cl0p gang among the victims of a data breach occurred exploiting the MOVEit vulnerability.https://www.reuters.com/world/us/us-health-department-law-firms-reportedly-latest-hit-wide-ranging-hack-2023-06-28/United States of AmericaUndetermined

Radeal, the Polish developer of the Android stalkerware 'LetMeSpy', informs users that their personal information and collected data was stolen as a result of a cyberattack. https://www.securityweek.com/sensitive-information-stolen-in-letmespy-stalkerware-hack/Poland Undetermined

The pro-Russian hacktivists from the NoName057(16) collective take down the website of the Swedish railway carrier SJ ABhttps://cybernews.com/cyber-war/ukrainian-banks-hit-pro-russian-noname-hackers/Sweden Russian Federation

The pro-Russian hacktivists from the NoName057(16) collective take down the website of the Swedish Financial Supervisory Authority, Finansinspektionen (FI). https://cybernews.com/cyber-war/ukrainian-banks-hit-pro-russian-noname-hackers/Sweden Russian Federation

Wealth Enhancement Group (WEG) files a notice of data breach after discovering that an unauthorized party was able to access a standalone server in one of the company's advisor team offices.https://www.jdsupra.com/legalnews/wealth-enhancement-group-notifies-6520334/United States of AmericaUndetermined

The BianLian Ransomware gang claims responsibility for the alleged Piramal Group cyber attack, listing the Indian business conglomerate as a victim on the ransomware gang's leak site.https://thecyberexpress.com/piramal-group-cyber-attack-bianlian-ransomware/India China

The ALPHV AKA BlackCat ransomware gang claims to have acquired 575 GB of data from Coachella Valley Collection Service, a service that provides debt collection services.https://www.databreaches.net/blackcat-continues-attempting-to-extort-healthcare-entities/United States of AmericaRussian Federation

Siemens Energy confirms that data was stolen during the recent Clop ransomware data-theft attacks using the zero-day vulnerability in the MOVEit Transfer platform.https://www.bleepingcomputer.com/news/security/siemens-energy-confirms-data-breach-after-moveit-data-theft-attack/Germany Undetermined

The Clop ransomware gang claims to have stolen data from MOVEit Transfer systems of the University of California, Los Angeles (UCLA).https://www.reuters.com/technology/siemens-energy-no-critical-data-was-compromised-after-moveit-data-breach-2023-06-27/United States of AmericaUndetermined

The Clop ransomware gang claims to have stolen data from MOVEit Transfer systems of the biopharmaceutical company AbbViehttps://www.reuters.com/technology/siemens-energy-no-critical-data-was-compromised-after-moveit-data-breach-2023-06-27/United States of AmericaUndetermined

The pro-Russian hacktivists from the NoName057(16) collective take down several banks in Ukraine including four of the nation's largest commercial banks: First Ukrainian International Bank (PUMB), State Savings Bank of Ukraine (Oshchadbank), Credit Agricole Bank, and Universal Bank. https://cybernews.com/cyber-war/ukrainian-banks-hit-pro-russian-noname-hackers/Ukraine Russian Federation

U.S. government contractor Maximus is listed among the victims of the Clop ransomware gang campaign exploiting the MOVEit CVE-2023-34362 Vulnerability.https://www.databreachtoday.com/count-organizations-affected-by-moveit-attacks-passes-515-a-22665United States of AmericaUndetermined
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AmeriSave Mortgage is listed among the victims of the Clop ransomware gang campaign exploiting the MOVEit CVE-2023-34362 Vulnerability.https://www.databreachtoday.com/count-organizations-affected-by-moveit-attacks-passes-515-a-22665United States of AmericaUndetermined

Agilysys is listed among the victims of the Clop ransomware gang campaign exploiting the MOVEit CVE-2023-34362 Vulnerability.https://www.databreachtoday.com/count-organizations-affected-by-moveit-attacks-passes-515-a-22665United States of AmericaUndetermined

The College of American Pathologists is listed among the victims of the Clop ransomware gang campaign exploiting the MOVEit CVE-2023-34362 Vulnerability.https://www.databreachtoday.com/count-organizations-affected-by-moveit-attacks-passes-515-a-22665United States of AmericaUndetermined

Chuck E. Cheese is listed among the victims of the Clop ransomware gang campaign exploiting the MOVEit CVE-2023-34362 Vulnerability.https://www.databreachtoday.com/count-organizations-affected-by-moveit-attacks-passes-515-a-22665United States of AmericaUndetermined

The Boston Globe joins the list of the victims of the Clop ransomware gang campaign exploiting the MOVEit CVE-2023-34362 Vulnerability.https://www.databreachtoday.com/extortion-group-clops-moveit-attacks-hit-over-130-victims-a-22384United States of AmericaUndetermined

Datasite files a notice of data breach following a third-party data breach occurred exploiting the MOVEit CVE-2023-34362 Vulnerability.https://www.jdsupra.com/legalnews/datasite-reportedly-experienced-third-6459032/United States of AmericaUndetermined

A subpage of the website of the Italian Ministry of Economy and Finance (the welfare fund), is defaced to advertise a gambling site.https://www.redhotcyber.com/post/attacco-informatico-al-fondo-di-previdenza-del-personale-del-ministero-delleconomia-e-delle-finanze/Italy Undetermined

The BlackBasta ransomware gang claims responsibility for a cyber attack to Giambelli, an Italian Real Estate firm.https://www.redhotcyber.com/post/rivendicato-un-attacco-informatico-allitaliana-giambelli-e-stato-blackbasta-e-pubblica-alcuni-samples/Italy Russian Federation

The ALPHV AKA BlackCat ransomware gang claims to have acquired 467 GB of data from Kansas Joint & Spine Specialists.https://www.databreaches.net/blackcat-continues-attempting-to-extort-healthcare-entities/United States of AmericaRussian Federation



JumpCloud, a US-based enterprise software firm notifies several customers of an "ongoing incident" and as a caution, the company invalidates existing admin API keys to protect its customer organizations. Few days later, the breach is traced back to North Korean state-sponsored actors from Lazarus Group.https://techcrunch.com/2023/07/17/jumpcloud-nation-state-breach/United States of AmericaAfghanistan

Safilo Group, an Italian manufacturer of eyeglasses, joins the list of the victims of the Clop ransomware gang.https://www.redhotcyber.com/post/cl0p-rivendica-un-attacco-informatico-allitaliana-safilo-group/Italy Undetermined

CareSource notifies of a data breach involving the company's use of the MOVEit file transfer application.https://www.jdsupra.com/legalnews/caresource-announces-moveit-data-breach-3233795/United States of AmericaUndetermined

Jackson National Life Insurance discloses that 700K-800K of its customers were exposed in a  data breach stemming from the exploitation of the MOVEit vulnerability.https://therecord.media/ucla-siemens-energy-latest-moveit-victimsUnited States of AmericaUndetermined

Barrow County in Georgia issued a breach notice about a breach of its email environment that occurred between March and August of 2022.https://www.databreaches.net/barrow-county-notifies-people-of-a-breach-that-began-more-than-a-year-ago/United States of AmericaUndetermined

The Rhysida ransomware gang adds Fassi Gru to their leak site and claims to be in possession of 490 Gb of data.https://www.redhotcyber.com/post/attacco-informatico-alla-fassi-gru-s-p-a-rhysida-pubblica-490gb-di-dati-online/Italy Undetermined

Legalilavoro, an Italian law firm, suffers a cyber attack from the 8Base ransomware gang.https://www.redhotcyber.com/post/8base-rivendica-un-attacco-allitaliana-legalilavoro-6gg-dalla-pubblicazione-dei-dati/Italy Undetermined

The criminal gang NoEscape claims responsibility for an attack to the Italian financial provider CreditTeam, and leaks 12.1 Gb of data.https://www.redhotcyber.com/post/attacco-informatico-rivendicato-allitaliana-creditteam-e-stata-la-cybergang-noescape-che-ha-in-mano-121gb/Italy Undetermined

The Clop ransomware gang claims to have stolen data from MOVEit Transfer systems of another industry giant, Schneider Electric.https://www.bleepingcomputer.com/news/security/siemens-energy-confirms-data-breach-after-moveit-data-theft-attack/France Undetermined

Petro-Canada gas stations across Canada are impacted by technical problems preventing customers from paying with credit card or rewards points as its parent company, Suncor Energy, discloses they suffered a cyberattack.https://www.bleepingcomputer.com/news/security/suncor-energy-cyberattack-impacts-petro-canada-gas-stations/Canada Undetermined

A distributed denial-of-service (DDoS) attack targets the servers of Diablo's developer, Activision Blizzard.https://therecord.media/activision-blizzard-crippled-by-ddosUnited States of AmericaUndetermined

Aurora National Life Assurance Company files a notice of data breach after discovering that an incident at a third-party vendor resulted in confidential consumer information being exposed to unauthorized access.https://www.jdsupra.com/legalnews/aurora-national-life-assurance-company-1645773/United States of AmericaUndetermined

The New York City Department of Education (NYC DOE) says hackers stole documents containing the sensitive personal information of up to 45,000 students from its MOVEit Transfer server.https://www.bleepingcomputer.com/news/security/hackers-steal-data-of-45-000-new-york-city-students-in-moveit-breach/United States of AmericaUndetermined

Officials in Fort Worth, Texas, confirm that a website with government information was breached and accessed by a group of hackers but downplayed the severity of the incident.https://therecord.media/fort-worth-cyberattack-sieged-secUnited States of AmericaUndetermined

PBI Research Services (PBI) suffers a data breach with three clients (Genworth Financial, Wilton Reassurance, and CalPERS - California Public Employees' Retirement System) disclosing that the data for 4.75 million people was stolen in the recent MOVEit Transfer data-theft attacks.https://www.bleepingcomputer.com/news/security/moveit-breach-impacts-genworth-calpers-as-data-for-32-million-exposed/United States of AmericaUndetermined

The Superannuation Arrangements of the University of London warns of a data breach occurred after the Cl0p ransomware gang exploited the CVE-2023-34362 Vulnerability.https://www.databreachtoday.com/extortion-group-clops-moveit-attacks-hit-over-130-victims-a-22384United Kingdom of Great Britain and Northern IrelandUndetermined

The database of an undisclosed Italian airport with 7.8 million records is on sale in the dark web.https://twitter.com/DailyDarkWeb/status/1672347293884862466Italy Undetermined

Bloom Health Centers identifies suspicious activity in its Microsoft 365 email environmenthttps://www.hipaajournal.com/60000-individuals-affected-by-texas-medical-liability-trust-data-breach/United States of AmericaUndetermined

PricewaterhouseCoopers (PWC) discloses that a small number of clients had some files impacted in a cyber incident involving the MOVEit vulnerabilityhttps://therecord.media/calpers-california-pension-fund-affected-by-moveit-breachUnited States of AmericaUndetermined

EY also confirms a MOVEit-related breach.https://therecord.media/calpers-california-pension-fund-affected-by-moveit-breachUnited States of AmericaUndetermined

Researchers from Check Point disclose the details of a cyber incident involving a hospital that was inadvertently affected by a self-propagating malware infection introduced to the healthcare institution's network via a USB drive.https://therecord.media/china-apt-infected-european-hospitalUndeterminedChina

Vitality Group International files a notice of data breach after discovering that a vulnerability in a file transfer software used by the company allowed attackers to access certain confidential consumer information. The breach is believed to be related to the MOVEit CVE-2023-34362 Vulnerability.https://www.jdsupra.com/legalnews/vitality-group-confirms-moveit-1611521/United States of AmericaUndetermined

The American Civil Liberties Union Foundation confirms that the Clop Ransomware gang, exploiting the vulnerability in MOVEit Transfer accessed the  information of about 575 people.https://therecord.media/dhl-moveit-breach-investigationUnited States of AmericaUndetermined

Indiana University Health (IU Health) posts a notice on its website announcing a data breach that occurred as a result of a third-party vendor's (TMG Health) use of the file transfer program MOVEit.https://www.jdsupra.com/legalnews/indiana-university-health-reports-data-2164719/United States of AmericaUndetermined

Multinational shipping company UPS alerts Canadian customers that some of their personal information might have been exposed via its online package look-up tools and abused in phishing attacks.https://www.bleepingcomputer.com/news/security/ups-discloses-data-breach-after-exposed-customer-info-used-in-sms-phishing/Canada Undetermined

Cybersecurity giant Gen, which owns well-known brands like Norton, Avast, LifeLock, Avira, AVG, ReputationDefender and CCleaner, confirms that its data was accessed through a cyber attack exploiting the MOVEit CVE-2023-34362 vulnerability.https://therecord.media/moveit-vulnerabilities-attacks-gen-norton-vancouver-missouriUnited States of AmericaUndetermined

The Metro Vancouver Transit Police confirms to have suffered a cyber attack exploiting the MOVEit CVE-2023-34362 vulnerability.https://therecord.media/moveit-vulnerabilities-attacks-gen-norton-vancouver-missouriCanada Undetermined

The University of Missouri confirms to have suffered a cyber attack exploiting the MOVEit CVE-2023-34362 vulnerability.https://therecord.media/moveit-vulnerabilities-attacks-gen-norton-vancouver-missouriUnited States of AmericaUndetermined

Telos, a US defense contractor specializing in cybersecurity, says that attackers downloaded its client data by exploiting the MOVEit transfer vulnerability.https://cybernews.com/news/telos-confirms-data-breach-moveit/United States of AmericaUndetermined

The ALPHV/BlackCat ransomware gang claims responsibility for the attack to Beverly Hills Plastic Surgery (BHPS).https://www.bitdefender.com/blog/hotforsecurity/hackers-threaten-to-release-photos-of-beverly-hills-plastic-surgery-patients/United States of AmericaRussian Federation

Researchers from Elastic reveal that an unknown cryptocurrency exchange located in Japan was the target of an attack to deploy the Apple macOS backdoor called JokerSpy.https://thehackernews.com/2023/06/japanese-cryptocurrency-exchange-falls.htmlJapan Undetermined

A threat actor with the moniker labs666 active on a Russian-language hacker forum posts an advertisement offering access for sale to a military satellite operated by Maxar Technologies.https://www.hackread.com/military-satellite-access-russian-hacker-forum/United States of AmericaUndetermined

The same threat actor is also offering email account access to AT&T Corporation.https://www.hackread.com/military-satellite-access-russian-hacker-forum/United States of AmericaUndetermined

Forevermoto, an Italian e-commerce site dedicated to motorbikes has its database leaked online.https://www.redhotcyber.com/post/rivendicato-un-attacco-informatico-allitaliana-forevermoto/Italy Undetermined

Omaha Health Insurance Company files a notice of data breach after discovering that an incident at a third-party vendor compromised consumers enrolled in the Medicare Part D Prescription Drug Plan.https://www.jdsupra.com/legalnews/mutual-of-omaha-rx-reports-data-breach-1448715/United States of AmericaUndetermined

UofL Health confirms to have been affected by the data breach on popular file transfer tool MOVEithttps://www.beckershospitalreview.com/cybersecurity/kentucky-health-system-falls-victim-to-massive-moveit-breach.htmlUnited States of AmericaUndetermined

A joint investigation conducted by Ukraine's Computer Emergency Response Team (CERT-UA) and Recorded Future reveal that the APT28 group, linked to Russia's General Staff Main Intelligence Directorate (GRU), has breached Roundcube email servers belonging to multiple Ukrainian organizations, including government entities, exploiting the vulnerabilities CVE-2020-35730, CVE-2020-12641, and CVE-2021-44026.https://www.bleepingcomputer.com/news/security/russian-apt28-hackers-breach-ukrainian-govt-email-servers/Ukraine Russian Federation

Car mount and mobile accessory maker iOttie warns that its site was compromised for almost two months to steal online shoppers' credit cards and personal information.https://www.bleepingcomputer.com/news/security/iottie-discloses-data-breach-after-site-hacked-to-steal-credit-cards/United States of AmericaUndetermined

HawaiÃƒÂƒÃ…Â "i Community College discloses to be dealing with a ransomware attack.https://therecord.media/hawaii-community-college-ransomwareUnited States of AmericaUndetermined

Vincera Institute, a leading healthcare facility in Philadelphia, issues a notice regarding a recent ransomware attackhttps://www.databreaches.net/vincera-institute-notifies-patients-after-ransomware-attack/United States of AmericaUndetermined

Community Research Foundation (CRF) files a notice of data breach, noting that a "Hacking/IT Incident" resulted in the confidential information of 30,057 individuals being leaked.https://www.jdsupra.com/legalnews/community-research-foundation-posts-3395308/United States of AmericaUndetermined

Stephen F. Austin State University is hit with a cyberattack.https://www.databreaches.net/stephen-f-austin-state-university-students-grow-anxious-about-falling-behind-as-school-reels-from-cyberattack-last-week/United States of AmericaUndetermined

A database with 25,000 records of the Italian jewelry firm RadÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Â , is published on Breach Forums.https://www.redhotcyber.com/post/rivendicato-un-attacco-informatico-allitaliana-rada-25k-clienti-in-possesso-del-threat-actors/Italy Undetermined

The City of San Luis discloses an unauthorized access to an employee's email account that contained the protected health information of 6,848 individualshttps://www.hipaajournal.com/559000-individuals-affected-murfreesboro-medical-clinic-surgicenter-cyberattack/United States of AmericaChina

The pro-Russian Killnet hacktivist group claims to have taken down the network infrastructure of the European Investment Bank - EIB.https://cybernews.com/news/european-investment-bank-cyberattack-russia/UndeterminedRussian Federation

The reincarnated BreachForums site just has its user database stolen and published.https://cybernews.com/news/breachforums-data-leak-hack/UndeterminedUndetermined

Umpqua Bank confirms that it was impacted by the massive cyberattack targeting the MOVEit file transfer software.https://www.jdsupra.com/legalnews/umpqua-bank-confirms-data-breach-6991908/United States of AmericaUndetermined

Approximately 16,000 members of Blue Cross Vermont health plans have their protected health information compromised in a January 2023 cyberattack carried out exploiting the CVE-2023-0669 zero-day vulnerability in Fortra's GoAnywhere MFT file transfer solution and accessed and stole sensitive data such as names, birth dates, addresses, medical information, and insurance information. Around 5% of the affected individuals also had their financial information stolen.https://vtdigger.org/2023/06/19/16000-vermont-health-insurance-customers-affected-by-data-theft-more-than-previously-known/United States of AmericaUndetermined

Software development firm Informatica reports that the Clop ransomware gang campaign obtained some files exploiting the MOVEit CVE-2023-34362 Vulnerability.https://knowledge.informatica.com/s/article/Informatica-statement-on-Progress-Software-s-MOVEit-Vulnerability-CVE-2023-34362-the-MOVEit-VulnerabilityUnited States of AmericaUndetermined

The Colorado Department of Higher Education (CDHE) discloses a massive data breach impacting students, past students, and teachers after suffering a ransomware attack in June.https://www.bleepingcomputer.com/news/security/colorado-department-of-higher-education-warns-of-massive-data-breach/United States of AmericaUndetermined

Australia's largest private health insurer Medibank Private discloses that a file containing names and contact details of staff members had been compromised after its property manager faced a cybersecurity breach due to the exploitation of the MOVEit CVE-2023-34362 vulnerability.https://www.reuters.com/technology/medibanks-building-manager-faces-cyberattack-staff-details-stolen-2023-06-20/Australia Undetermined

The collective Turk Hack Team takes down the website of the Central Bank of Maltahttps://cyberwarzone.com/cyber-attack-on-central-bank-of-malta-turk-hack-team-takes-credit/Mali Turkey

The U.S. Office of Personnel Management confirms to have suffered a cyber attack exploiting the MOVEit CVE-2023-34362 vulnerability.https://therecord.media/third-moveit-vulnerability-raises-alarmsUnited States of AmericaUndetermined

The U.S. Department of Agriculture confirms to have suffered a cyber attack exploiting the MOVEit CVE-2023-34362 vulnerability.https://therecord.media/third-moveit-vulnerability-raises-alarmsUnited States of AmericaUndetermined

Honeywell International posts a notice on its website describing a data breach resulting from the CVE-2023-34362 vulnerability in MOVEit.https://www.jdsupra.com/legalnews/honeywell-confirms-confidential-3420270/United States of AmericaUndetermined



East Western Bank joins the list of the victims of the data breach resulting from the CVE-2023-34362 vulnerability in MOVEit.https://techcrunch.com/2023/06/16/us-confirms-federal-agencies-hit-by-moveit-breach-as-hackers-list-more-victims/United States of AmericaUndetermined

Software firm Nuance joins the list of the victims of the data breach resulting from the CVE-2023-34362 vulnerability in MOVEit.https://techcrunch.com/2023/06/16/us-confirms-federal-agencies-hit-by-moveit-breach-as-hackers-list-more-victims/United States of AmericaUndetermined

Parker Wellbore files a notice of data breach after learning that hackers gained access to confidential information that had been entrusted to the company.https://www.jdsupra.com/legalnews/parker-wellbore-files-notice-of-recent-8516842/United States of AmericaUndetermined

MyShopCasa, an Italian e-commerce site has its database leaked.https://www.redhotcyber.com/post/attacco-informatico-a-myshopcasa-8700-record-di-clienti-in-possesso-della-cybergang/Italy Undetermined

The Studio Legale Ranchino, an Italian law firm suffers a ransomware attack by the 8Base gang.https://www.redhotcyber.com/post/lo-studio-legale-ranchino-rimane-vittima-dei-criminali-informatici-di-8base/Italy Undetermined

Milliman Solutions files a notice of data breach after discovering that one of the company's vendors, Pension Benefit Information, experienced a data security incident involving the file sharing application MOVEit.https://www.jdsupra.com/legalnews/milliman-solutions-llc-notifies-over-1-3423555/United States of AmericaUndetermined

Louisiana Office of Motor Vehicles warns that 6 millions of driver's licenses were exposed in a data breach after the Clop ransomware gang hacked their MOVEit Transfer security file transfer systems to steal stored data.https://www.bleepingcomputer.com/news/security/millions-of-oregon-louisiana-state-ids-stolen-in-moveit-breach/United States of AmericaUndetermined

Oregon Office of Motor Vehicles (Oregon Department of Transportation) warns that 3.5 millions of driver's licenses were exposed in a data breach after the Clop ransomware gang hacked their MOVEit Transfer security file transfer systems to steal stored data.https://www.bleepingcomputer.com/news/security/millions-of-oregon-louisiana-state-ids-stolen-in-moveit-breach/United States of AmericaUndetermined

The U.S Department of Energy confirms that two DOE entities suffered a breach after the Clop ransomware gang exploited the CVE-2023-34362 vulnerability, affecting the MOVEit file transfer tool.https://therecord.media/several-us-federal-agencies-affected-by-moveit-breachUnited States of AmericaUndetermined

Colorado Department of Health Care Policy & Financing confirms that it is in the process of investigating an incident involving the data of state residents stolen exploiting the CVE-2023-34362 vulnerability, affecting the MOVEit file transfer tool.https://therecord.media/moveit-vulnerabilities-attacks-gen-norton-vancouver-missouriUnited States of AmericaUndetermined

1st Source, a U.S.-based financial services organization is listed in the Clop ransomware gang leak site after the attackers exploited the MOVEit CVE-2023-34362 vulnerability.https://techcrunch.com/2023/06/15/moveit-clop-mass-hacks-banks-universities/United States of AmericaUndetermined

First National Bankers Bank, a U.S.-based financial services organization is listed in the Clop ransomware gang leak site after the attackers exploited the MOVEit CVE-2023-34362 vulnerability.https://techcrunch.com/2023/06/15/moveit-clop-mass-hacks-banks-universities/United States of AmericaUndetermined

The Boston-based investment management firm Putnam Investments is listed in the Clop ransomware gang leak site after the attackers exploited the MOVEit CVE-2023-34362 vulnerability.https://techcrunch.com/2023/06/15/moveit-clop-mass-hacks-banks-universities/United States of AmericaUndetermined

GreenShield Canada, a non-profit benefits carrier that provides health and dental benefits, is listed in the Clop ransomware gang leak site after the attackers exploited the MOVEit CVE-2023-34362 vulnerability.https://techcrunch.com/2023/06/15/moveit-clop-mass-hacks-banks-universities/Canada Undetermined

Financial software provider Datasite is listed in the Clop ransomware gang leak site after the attackers exploited the MOVEit CVE-2023-34362 vulnerability.https://techcrunch.com/2023/06/15/moveit-clop-mass-hacks-banks-universities/United States of AmericaUndetermined

Educational non-profit National Student Clearinghouse, is listed in the Clop ransomware gang leak site after the attackers exploited the MOVEit CVE-2023-34362 vulnerability.https://techcrunch.com/2023/06/15/moveit-clop-mass-hacks-banks-universities/United States of AmericaUndetermined

American manufacturer Leggett & Platt is listed in the Clop ransomware gang leak site after the attackers exploited the MOVEit CVE-2023-34362 vulnerability.https://techcrunch.com/2023/06/15/moveit-clop-mass-hacks-banks-universities/United States of AmericaUndetermined

Swiss insurance company ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬"KK is listed in the Clop ransomware gang leak site after the attackers exploited the MOVEit CVE-2023-34362 vulnerability.https://techcrunch.com/2023/06/15/moveit-clop-mass-hacks-banks-universities/SwitzerlandUndetermined

The Johns Hopkins University confirms to have been hit by a cyber attack exploiting the MOVEit CVE-2023-34362 vulnerability.https://techcrunch.com/2023/06/15/moveit-clop-mass-hacks-banks-universities/United States of AmericaUndetermined

Transport for London (TfL) confirms to have been hit by a cyber attack exploiting the MOVEit CVE-2023-34362 vulnerability.https://www.bbc.com/news/technology-65877210United Kingdom of Great Britain and Northern IrelandUndetermined

Ernst & Young (EY) confirms to have been hit by a cyber attack exploiting the MOVEit CVE-2023-34362 vulnerability.https://www.bbc.com/news/technology-65877210United Kingdom of Great Britain and Northern IrelandUndetermined

Service members across the military report receiving smartwatches unsolicited in the mail. The smartwatches, when used, auto-connect to Wi-Fi and begin connecting to cell phones unprompted, gaining access to a myriad of user data, and could also connect malware.https://www.cid.army.mil/Media/Press-Center/Article-Display/Article/3429159/cid-lookout-unsolicited-smartwatches-received-by-mail/United States of AmericaUndetermined

Corebridge Financial files a notice regarding a data breach resulting from the CVE-2023-34362 vulnerability in MOVEit.https://www.jdsupra.com/legalnews/corebridge-financial-inc-confirms-5207627/United States of AmericaUndetermined

Floating Point Group suspends operations out of an "abundance of caution" after a hacker stole at least $15million to $20 million from the crypto brokerage firm, https://www.bankinfosecurity.com/cryptohack-roundup-100-million-atomic-wallet-heist-a-22309United States of AmericaUndetermined

An attacker exploits a smart contract vulnerability to steal at least $600,000 from trading firm Hashflow.https://www.bankinfosecurity.com/cryptohack-roundup-100-million-atomic-wallet-heist-a-22309United States of AmericaUndetermined

Missouri's Office of Administration, Information Services and Technology Division (OA-ITSD) reveals to be investigating what may have been taken by hackers during a cyberattack exploiting the CVE-2023-34362 MOVEit vulnerability.https://therecord.media/illinois-misouri-investigate-moveit-incidentsUnited States of AmericaUndetermined

The Rhysida ransomware gang adds the Paris High School in Illinois to their leak site as an "auction" item.https://www.databreaches.net/rhysida-claims-to-have-attacked-paris-high-school-in-illinois/United States of AmericaUndetermined

The school community OSG Hengelo is hit with a ransomware attack.https://www.databreaches.net/school-community-osg-hengelo-closes-deal-with-hackers-after-ransomware-attack/NetherlandsUndetermined

subitodisponibile.com, an Italian e-commerce portal, has 300,000 users leaked on the Exposed forum.https://www.redhotcyber.com/post/300-000-utenti-del-sito-italiano-subitodisponibile-sono-in-vendita-su-exposed/Italy Undetermined

Bi-Bett Corporation files a notice of data breach after discovering that an unauthorized party was able to access an employee's email account containing sensitive patient information.https://www.jdsupra.com/legalnews/bi-bett-corporation-announces-data-2021926/United States of AmericaUndetermined

Yamaha Music Canada suffers a ransomware attack by the Black Byte group.https://therecord.media/yamaha-confirms-cyberattack-after-multiple-ransomware-gangs-claimCanada Undetermined

Brunswick Corporation experiences a cyber attack.https://www.bloomberg.com/press-releases/2023-06-13/brunswick-corporation-experiences-it-security-incidentUnited States of AmericaUndetermined

Missouri's Department of Social Services (DSS) warns that protected Medicaid healthcare information was exposed in a data breach after IBM suffered a MOVEit data theft attack.https://www.bleepingcomputer.com/news/security/missouri-warns-that-health-info-was-stolen-in-ibm-moveit-data-breach/United States of AmericaUndetermined

The Colorado Department of Health Care Policy & Financing (HCPF) alerts more than four million individuals of a data breach that impacted their personal and health information, after IBM suffered a MOVEit data theft attack.https://www.bleepingcomputer.com/news/security/colorado-warns-4-million-of-data-stolen-in-ibm-moveit-breach/United States of AmericaUndetermined

A press release on the Swiss government portal warns of access problems on various Federal Administration websites, as well as its online services due to a DDos attack by the pro-Russia NoName057(16) collective.https://www.bleepingcomputer.com/news/security/swiss-government-warns-of-ongoing-ddos-attacks-data-leak/SwitzerlandRussian Federation

Zacks Investment Research (Zacks) reportedly suffers an older, previously undisclosed data breach impacting 8.8 million customers, with the database now shared on a hacking forum.https://www.bleepingcomputer.com/news/security/have-i-been-pwned-warns-of-new-zacks-data-breach-impacting-8-million/United States of AmericaUndetermined

Atlanta Women's Health Group (AWHG) files a notice of data breach after learning about a recent cybersecurity incident that made confidential patient information available to an unauthorized party.https://www.jdsupra.com/legalnews/atlanta-women-s-health-group-files-1924648/United States of AmericaUndetermined

Generations Federal Credit Union (GFCU) files a notice of data breach after learning that confidential consumer information entrusted to the company was subject to unauthorized access.https://www.jdsupra.com/legalnews/generations-federal-credit-union-files-3293315/United States of AmericaUndetermined

The Trigona ransomware gang claims to have breached the city of Franklin, Tennessee.https://www.databreaches.net/franklin-tennessee-suffered-a-cyberattack-in-march-do-employees-know-their-information-was-involved/United States of AmericaUndetermined

Sturdy Finance offers a $10,000 "bounty" and no legal consequences to a hacker if they return the $800,000 they stole from the decentralized finance platform.https://www.bankinfosecurity.com/cryptohack-roundup-100-million-atomic-wallet-heist-a-22309United States of AmericaUndetermined

Centro Basile, an Italian healthcare company, is hit with a cyber attack.https://www.redhotcyber.com/post/attacco-informatico-allazienda-sanitaria-italiana-centro-basile-rallentamenti-operativi-e-servizi-temporaneamente-chiusi/Italy Undetermined

San Luis Obispo County Office of Education suffers a cyber attack.https://www.ksby.com/news/local-news/slo-county-office-of-education-latest-california-agency-to-suffer-from-data-breachUnited States of AmericaUndetermined

The Lumberton Independent School District is hit with a Rhysida ransomware attack.https://www.databreaches.net/lumberton-isd-cyberattacked-personal-information-stolen/United States of AmericaUndetermined

Coastal Orthopedics & Sports Medicine of Southwest Florida posts a "Notice of Privacy Event" on its website after discovering that an unauthorized party was able to gain access to the company's computer network.https://www.jdsupra.com/legalnews/coastal-orthopedics-sports-medicine-of-7749544/United States of AmericaUndetermined

The Drake University confirms to have suffered a data breach occurred exploiting the MOVEit CVE-2023-34362 vulnerability.https://news.drake.edu/2023/07/25/cybersecurity-incident-alert/United States of AmericaUndetermined

Eftpos provider Smartpay reveals that criminals stole customer data in a ransomware attack.https://www.nzherald.co.nz/business/eftpos-provider-smartpay-suffers-ransomware-attack/UDINJ5GA5VC6RF4NWJ2IZXJKCQ/New ZealandUndetermined

The University of Manchester warns staff and students that they suffered a cyberattack (rumored as ransomware) where threat actors likely stole data from the University's network.https://www.bleepingcomputer.com/news/security/university-of-manchester-says-hackers-likely-stole-data-in-cyberattack/United Kingdom of Great Britain and Northern IrelandUndetermined

The Kaiserslautern University of Applied Sciences (HS Kaiserslautern) is the latest German-speaking university to be hit by a ransomware attackhttps://therecord.media/ransomware-attack-kaiserslautern-university-applied-sciences-germanyGermany Undetermined

A website called sorgupaneli.org is offering to provide Turkish 85 million citizens' private data allegedly stolen from the e-Devlet government services website, even claiming to be able to offer President Recep Tayyip Erdogan's personal information.https://balkaninsight.com/2023/06/09/turkish-citizens-personal-data-offered-online-after-govt-site-hacked/Turkey Undetermined

The Minnesota Department of Education (MDE), is listed in the Clop ransomware gang leak site after the attackers exploited the MOVEit CVE-2023-34362 vulnerability.https://www.securityweek.com/new-moveit-vulnerabilities-found-as-more-zero-day-attack-victims-come-forward/United States of AmericaUndetermined

A group of Ukrainian hackers known as the Cyber.Anarchy.Squad claims responsibility for an attack that took down Russian telecom provider Infotel JSC.https://www.bleepingcomputer.com/news/security/ukrainian-hackers-take-down-service-provider-for-russian-banks/Russian FederationUkraine

The mayor of New Jersey township Montclair says the government is dealing with a cyber incident that has limited operations.https://therecord.media/montclair-new-jersey-cyberattackUnited States of AmericaUndetermined

The city of Fayetteville takes web-based city services offline due to a "suspected cyber incidenthttps://therecord.media/fayetteville-arkansas-dealing-with-debilitating-cyber-incidentUnited States of AmericaUndetermined

The Australian Capital Territory government (ACT) discloses to be one of the victims of the CVE-2023-2868 vulnerability found in Barracuda's email security gateway (ESG).https://www.csoonline.com/article/575545/act-government-falls-victim-to-barracuda-s-esg-vulnerability.htmlAustralia China

HRM Enterprises, owner of the US's largest independent hardware store, is hit by a cyberattack resulting in the credit cards of more than 40K clients being stolen after HRM's ecommerce platform provider, Commerce V3, is breached.https://cybernews.com/news/us-hrm-hardware-store-commercev3-data-breach/United States of AmericaUndetermined



The UniversitÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Â© Aix-Marseille (Aix-Marseille University), one of the oldest in France, announces that it had been hit by a cyberattack, sending staff home as they could not access the university network.https://therecord.media/aix-marseille-university-cyberattack-franceFrance Undetermined

Extreme Networks reveals to be investigating the impact of a data breach related to MOVEit CVE-2023-34362 vulnerability.https://community.extremenetworks.com/t5/general-announcements/general-announcement-regarding-moveit-security-breach/ba-p/96050United States of AmericaUndetermined

Bennet, an Italian supermarket chain, temporarily suspends the online services after suffering a cyber attack.https://www.redhotcyber.com/post/attacco-informatico-allitaliana-bennet-nessun-rischio-per-i-dati-dei-clienti/Italy Undetermined

Mayberry Investments Limited is hit with a Play ransomware attack.https://www.databreaches.net/jm-mayberry-clients-urged-to-act-fast-after-cyberattack-by-play-gang/Jamaica Undetermined

The LockBit ransomware gang claims responsibility for an attack to STIM Group, exfiltrating 14 gb of data.https://www.redhotcyber.com/post/attacco-informatico-allitaliana-stim-group-14-gb-di-dati-nelle-mani-di-lockbit/Italy Undetermined

ABIM confirm to have been hit by a cyber attack exploiting the MOVEit CVE-2023-34362 Vulnerabilityhttps://blog.abim.org/moveit-transfer-vulnerability-affects-abim/United States of AmericaUndetermined

Unknown hackers manage to compromise radio and TV broadcasts in several Russian regions, transmitting a fake message from President Vladimir Putin announcing martial law due to a supposedly massive Ukraine incursion.https://www.vice.com/en/article/ak33ge/russia-says-fake-putin-address-declaring-martial-law-was-a-hackRussian FederationUndetermined

Outlook.com suffers a series of outages, with hacktivists known as Anonymous Sudan claiming to perform DDoS attacks on the service.https://www.bleepingcomputer.com/news/microsoft/outlookcom-hit-by-outages-as-hacktivists-claim-ddos-attacks/United States of AmericaSudan

The BBC, British Airways (BA), Boots, and Aer Lingus confirm that the personal data of their staff has been exposed to hackers following a cyber incident impacting their payroll provider Zellis carried out exploiting the MOVEit CVE-2023-34362 Vulnerabilityhttps://therecord.media/bbc-british-airways-hit-by-zellis-zero-dayUnited Kingdom of Great Britain and Northern IrelandUndetermined

Attackers claim to have successfully breached the admin credentials of i2VPN, a popular freemium VPN proxy server app available for download on Google Play and the App Store, and publish the admin credentials in a Telegram channel.https://www.hackread.com/hackers-i2vpn-admin-credentials-telegram-leak/United Kingdom of Great Britain and Northern IrelandUndetermined

The Computer Emergency Response Team of Ukraine (CERT-UA) discover a cyber espionage campaign active since mid-2022 that gained unauthorized access to "several dozen" computers via an infostealer for Chrome and Opera browsers dubbed ThumbChop.https://www.bankinfosecurity.com/ukraine-warns-against-cyberespionage-campaign-a-22244Ukraine Undetermined

The Snatch ransomware group claims to have breached EliTech group, based in Paris, a global in-vitro diagnostics company with laboratories in more than 100 countries around the world and over 650 employees.https://techmonitor.ai/technology/cybersecurity/snatch-ransomware-briars-group-cyberattackFrance Undetermined

The Snatch ransomware group claims to have breached Briars Group, a London-based consultancy company.https://techmonitor.ai/technology/cybersecurity/snatch-ransomware-briars-group-cyberattackUnited Kingdom of Great Britain and Northern IrelandUndetermined

The Snatch ransomware group claims to have breached Mount Desert Hospital in Maine.https://techmonitor.ai/technology/cybersecurity/snatch-ransomware-briars-group-cyberattackUnited States of AmericaUndetermined

Pharmaceutical company Eisai has discloses it suffered a ransomware incident that impacted its operations, admitting that attackers encrypted some of its servers.https://www.bleepingcomputer.com/news/security/japanese-pharma-giant-eisai-discloses-ransomware-attack/Japan Undetermined

Realm IDX, a diagnostics company, confirms to have suffered a data breach occurred exploiting the MOVEit CVE-2023-34362 vulnerability.https://techcrunch.com/2023/07/11/banks-hotels-hospitals-latest-moveit-mass-hack-victims/United States of AmericaUndetermined

The developers of Atomic Wallet investigate reports of large-scale theft of cryptocurrency from users' wallets, with over $35 million in crypto reportedly stolen. The North Korean threat actors from the Lazarus Group are believed to be behind the attack.https://www.bleepingcomputer.com/news/security/lazarus-hackers-linked-to-the-35-million-atomic-wallet-heist/Estonia Afghanistan

Sky Italia informs some customers of "illicit cyber activities" that could have affected their data.https://www.redhotcyber.com/post/attacco-informatico-a-sky-italia-la-pay-tv-sta-informando-gli-interessati-di-alcune-attivita-informatiche-illecite/Italy Undetermined

The Snatch ransomware team adds SsangYong Motor to the list of their victimshttps://twitter.com/TMRansomMonitor/status/1664898213537562630Korea (the Republic of)Undetermined

The DarkRace cyber criminal gang claims responsibility for a cyber attack to Conateco, a terminal in the Naples port.https://www.redhotcyber.com/post/la-cyber-gang-darktrace-rivendica-un-attacco-allitaliana-conateco-il-sito-web-e-offline/Italy Undetermined

The DarkRace cyber criminal gang claims responsibility for a cyber attack to Pluriservice, leading to the exfiltration of 43 gb of data.https://www.redhotcyber.com/post/la-cyber-gang-darktrace-rivendica-un-attacco-allitaliana-conateco-il-sito-web-e-offline/Italy Undetermined

The government of Nova Scotia confirms a data theft as a result of the exploitation of the CVE-2023-34362 vulnerability affecting popular file transfer tool MOVEit.https://therecord.media/rochester-university-nova-scotia-move-it-victimsCanada Undetermined

The ALPHV/BlackCat ransomware gang claims responsibility for the attack on Automatic Systems, a subsidiary of French conglomerate BollorÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Â©. The gang's post on its leak site includes over a hundred samples of stolen data, ranging from non-disclosure agreements (NDAs) to copies of passports.https://cybernews.com/news/bollore-subsidiary-breach-exposed-thales-alibaba/France Russian Federation

The pro-Russia NoName057(16) collective attacks the Swiss parliament website while its members discuss whether the country abandoned its neutrality to send aid to Ukraine.https://www.bleepingcomputer.com/news/security/swiss-government-warns-of-ongoing-ddos-attacks-data-leak/SwitzerlandRussian Federation

Globalcaja, a major lender in Spain reveals to be dealing with a ransomware attack affecting several offices. The Play ransomware gang claims responsibility for the attack.https://therecord.media/spain-globalcaja-bank-confirms-ransomware-attackSpain Undetermined

The University of Rochester confirms a data theft as a result of the exploitation of the CVE-2023-34362 vulnerability affecting popular file transfer tool MOVEit.https://therecord.media/rochester-university-nova-scotia-move-it-victimsUnited States of AmericaUndetermined

CareNet Medical Group (CMG) files a notice of data breach after learning that hackers were able to obtain confidential patient information stored on the company's IT network.https://www.jdsupra.com/legalnews/carenet-medical-group-pc-confirms-data-9024812/United States of AmericaUndetermined

Elgon Information Systems (Elgon), which does business under the name HomecareGPS, files a notice of data breach after learning that confidential consumer information entrusted to the company was subject to unauthorized access.https://www.jdsupra.com/legalnews/homecaregps-announces-data-breach-1741146/United States of AmericaUndetermined

The Japanese zipper giant YKK confirms that its U.S. operations were targeted by hackers in recent weeks but said it was able to contain the threat before damage was caused. However the LockBit ransomware gang posts the company name on its leak site, threatening to leak the stolen data.https://therecord.media/ykk-zipper-manufacturer-cyberattack-us-operationsJapan Undetermined

Gruppo Mercurio, an Italian vehicle transportation company, is hit with a LockBit 3.0 ransomware attack.https://www.redhotcyber.com/post/attacco-informatico-allitaliana-gruppo-mercurio-tra-8-giorni-i-dati-saranno-pubblicati-online/Italy Undetermined

Harris Health System notifies patients and employees that some of their protected health information may have been compromised during a cyberattack exploiting the CVE-2023-34362 MOVEit vulnerability.https://www.beckershospitalreview.com/cybersecurity/texas-health-system-breached-due-to-software-vulnerability.htmlUnited States of AmericaUndetermined

Wake Family Eye Care files a notice of data breach after discovering that a recent ransomware attack compromised confidential patient information.https://www.jdsupra.com/legalnews/wake-family-eye-care-experiences-7029952/United States of AmericaUndetermined

PokerStars is added to the list of the victims of the Clop ransomware gang exploiting the CVE-2023-34362 vulnerability.https://therecord.media/more-companies-confirm-moveit-related-data-incidents-shutterfly-tjmaxx-tomtomUnited States of AmericaUndetermined

Hospitality Staffing Solutions (HSS) files a notice of data breach after discovering that an unauthorized party accessed the company's computer network.https://www.jdsupra.com/legalnews/hospitality-staffing-solutions-files-6254852/United States of AmericaUndetermined

Performance Health Technology (PH Tech), a company that provides data management services to U.S. healthcare insurers, confirms in a notice that it was impacted by the MOVEit mass-hackshttps://techcrunch.com/2023/08/04/oregon-health-data-accessed-moveit-mass-hacks/United States of AmericaUndetermined

Threat actors are actively exploiting a zero-day vulnerability in the MOVEit Transfer file transfer software, tracked as CVE-2023-34362, to steal data from organizations. Few days later the Clop ransomware gang claims responsibility for the attacks and starts extorting companies impacted by the data theft attacks,https://www.bleepingcomputer.com/news/security/clop-ransomware-gang-starts-extorting-moveit-data-theft-victims/NetherlandsUndetermined

Threat actors are actively exploiting a zero-day vulnerability in the MOVEit Transfer file transfer software, tracked as CVE-2023-34362, to steal data from organizations. Few days later the Clop ransomware gang claims responsibility for the attacks and starts extorting companies impacted by the data theft attacks,https://www.bleepingcomputer.com/news/security/clop-ransomware-gang-starts-extorting-moveit-data-theft-victims/United States of AmericaUndetermined

Threat actors are actively exploiting a zero-day vulnerability in the MOVEit Transfer file transfer software, tracked as CVE-2023-34362, to steal data from organizations. Few days later the Clop ransomware gang claims responsibility for the attacks and starts extorting companies impacted by the data theft attacks,https://www.bleepingcomputer.com/news/security/clop-ransomware-gang-starts-extorting-moveit-data-theft-victims/United States of AmericaUndetermined

Threat actors are actively exploiting a zero-day vulnerability in the MOVEit Transfer file transfer software, tracked as CVE-2023-34362, to steal data from organizations. Few days later the Clop ransomware gang claims responsibility for the attacks and starts extorting companies impacted by the data theft attacks,https://www.bleepingcomputer.com/news/security/clop-ransomware-gang-starts-extorting-moveit-data-theft-victims/United States of AmericaUndetermined

Threat actors are actively exploiting a zero-day vulnerability in the MOVEit Transfer file transfer software, tracked as CVE-2023-34362, to steal data from organizations. Few days later the Clop ransomware gang claims responsibility for the attacks and starts extorting companies impacted by the data theft attacks,https://www.bleepingcomputer.com/news/security/clop-ransomware-gang-starts-extorting-moveit-data-theft-victims/Germany Undetermined

Threat actors are actively exploiting a zero-day vulnerability in the MOVEit Transfer file transfer software, tracked as CVE-2023-34362, to steal data from organizations. Few days later the Clop ransomware gang claims responsibility for the attacks and starts extorting companies impacted by the data theft attacks,https://www.bleepingcomputer.com/news/security/clop-ransomware-gang-starts-extorting-moveit-data-theft-victims/United States of AmericaUndetermined

Russian cybersecurity firm Kaspersky discloses 'Operation Triangulation': some iPhones on its network were hacked using an iOS vulnerability that installed malware via iMessage zero-click exploits.https://www.bleepingcomputer.com/news/security/russia-says-us-hacked-thousands-of-iphones-in-ios-zero-click-attacks/Russian FederationUndetermined

Russia's Federal Security Service (FSB) also accuses U.S. intelligence of hacking "thousands of Apple phones" to spy on Russian diplomats exploiting the same vulnerability.https://therecord.media/russia-accusses-us-of-hacking-apple-devices-to-spy-on-diplomatsRussian FederationUndetermined

The superintendent for Middlesex County Public Schools confirms that the school division was the subject of a recent ransomware attack.https://www.databreaches.net/middlesex-co-public-schools-confirms-ransomware-attack/United States of AmericaUndetermined

Britain's communications regulator Ofcom announces that confidential information which it held on companies it regulates was downloaded by hackers exploiting the CVE-2023-34362 vulnerability in the MOVEit file transfer tool.https://therecord.media/ofcom-cyberattack-uk-regulator-moveit-vulnerabilityUnited Kingdom of Great Britain and Northern IrelandUndetermined

Allegiant Air confirms that 1,405 people had information accessed through the exploitation of the MOVEit vulnerability.https://therecord.media/ucla-siemens-energy-latest-moveit-victimsUnited States of AmericaUndetermined

The Law Foundation of Silicon Valley, a California law firm that provides free services to those in need, discloses to have been it by a ransomware attack compromising the data of 42,000 individuals.https://therecord.media/thousands-affected-by-ransomware-on-law-firmUnited States of AmericaUndetermined

bioMÃƒÂƒÃ‚Â©rieux files a notice of data breach after discovering that the MOVEit file transfer software used by Vitality Group, contained a vulnerability allowing hackers to access confidential consumer information that had been provided to bioMÃƒÂƒÃ‚Â©rieux. https://www.jdsupra.com/legalnews/biomerieux-announces-third-party-data-6180363/France Russian Federation

Allegheny County, Pennsylvania, files a notice of data breach after confirming that a vulnerability in MOVEit, a file-transfer program used by Allegheny County, resulted in an unauthorized party being able to access confidential consumer information.https://www.jdsupra.com/legalnews/allegheny-county-pennsylvania-confirms-1466762/United States of AmericaUndetermined

Discovery at Home issues a website notice about a phishing incident they discovered on June 1.https://www.hipaajournal.com/lockbit-ransomware-group-threatens-to-publish-stolen-cancer-patient-data/United States of AmericaUndetermined

Unum Group's subsidiary Starmount Life Insurance Company posts a notice of data breach on its website after discovering that the company's MOVEit server was accessed by an unauthorized party.https://www.jdsupra.com/legalnews/unum-group-confirms-moveit-data-breach-2113405/United States of AmericaUndetermined

Delta Dental of California files a notice of data breach after discovering that attackers exploited the vulnerability in MOVEit, the file-transfer application used by the company.https://www.jdsupra.com/legalnews/delta-dental-of-california-experiences-5960113/United States of AmericaUndetermined

Cadence Bank files a notice of data breach after discovering that the MOVEit file transfer application used by Cadence, contained a critical vulnerability, with the incident resulting in an unauthorized party being able to access consumers' sensitive information.https://www.jdsupra.com/legalnews/cadence-bank-confirms-moveit-data-5123726/United States of AmericaUndetermined

North Mississippi Health Services (NMHS) posts a notice on its website describing a third-party data breach at Cadence Bank, a company that provides treasury management services to NMHS, due to the exploitation of MOVEit vulnerability.https://www.jdsupra.com/legalnews/north-mississippi-health-services-5856870/United States of AmericaUndetermined

Pathology Resource Network (PRN) adds a website notice on its homepage after discovering that Cadence Bank, which provides treasury management services to PRN, experienced a MOVEit-related data breach.https://www.jdsupra.com/legalnews/pathology-resource-network-provides-1157155/United States of AmericaUndetermined



Leaked S.T.A.L.K.E.R 2 dev builds surface online, leaving users to wonder if it was somehow related to the GSC Game World security incident a couple of months ago or if it's another issue entirely.https://www.bitdefender.com/blog/hotforsecurity/s-t-a-l-k-e-r-2-dev-builds-leaked-online/Ukraine Undetermined

Casepoint says it's investigating a potential cybersecurity incident after the ransomware group BlackCat claims to have compromised the legal technology platform to steal terabytes of sensitive data.https://techcrunch.com/2023/06/01/legal-tech-casepoint-investigates-breach-hackers-theft/United States of AmericaRussian Federation

BORN Ontario (Better Outcomes Registry & Network) reveals to have been hit by a data breach related to MOVEit CVE-2023-34362 vulnerability.https://www.bornontario.ca/en/news/cybersecurity-incident-moveit.aspxCanada Undetermined

The Illinois Department of Innovation & Technology (DoIT) reveals to be investigating the impact of a data breach related to MOVEit CVE-2023-34362 vulnerability.https://therecord.media/illinois-misouri-investigate-moveit-incidentsUnited States of AmericaUndetermined

The Russia-linked ransomware group LockBit claims responsibility for a cyberattack on Indian pharmaceutical giant Granules India, and publishes portions of the data it allegedly stole.https://techcrunch.com/2023/06/15/lockbit-ransomware-granules-india/India Russian Federation

Prudential Insurance Company of America files a notice of data breach after discovering that one of the company's vendors (PBI) experienced a data breach related to the file transfer program MOVEit.https://www.jdsupra.com/legalnews/prudential-insurance-company-files-8788805/United States of AmericaUndetermined

Quorum Federal Credit Union files a notice of data breach after discovering that a vulnerability within the file transfer software MOVEit resulted in an unauthorized party being able to access confidential customer data.https://www.jdsupra.com/legalnews/quorum-federal-credit-union-announces-2209888/United States of AmericaUndetermined

UnitedHealthcare Student Resources (Student Resources) files a notice of data breach after discovering that an unauthorized party was able to access confidential information stored on the organization's MOVEit server.https://www.jdsupra.com/legalnews/unitedhealthcare-student-resources-1909341/United States of AmericaUndetermined

VALIC Retirement Services Company (VRSCO, VALIC) files a notice of data breach after discovering that one of the company's vendors experienced a MOVEit data breach resulting in confidential client information being leaked.https://www.jdsupra.com/legalnews/valic-retirement-services-company-9894056/United States of AmericaUndetermined

The Centers for Medicare & Medicaid Services (CMS) notified 612,000 Medicare beneficiaries of a data breach stemming from a vulnerability in Progress Software's MOVEit Transfer software.https://healthitsecurity.com/news/moveit-transfer-breach-impacts-612k-medicare-beneficiaries-cms-saysUnited States of AmericaUndetermined

The Johns Hopkins University and the Johns Hopkins Health System Corporation (collectively "Johns Hopkins'') file a notice of data breach on behalf of the Kennedy Krieger Institute after learning that a software vulnerability resulted in confidential consumer information being leaked.https://www.jdsupra.com/legalnews/kennedy-krieger-institute-data-leaked-7429649/United States of AmericaUndetermined

Tampa General Hospital discloses that the sensitive data of 1.2 million was stolen in a failed ransomware attack.https://therecord.media/tampa-hospital-says-data-on-over-1-million-stolen-in-failed-ransomware-attackUnited States of AmericaUndetermined

Paramedic Billing Services announces that it fell victim to a cyberattack in late May 2023.https://www.hipaajournal.com/98000-ut-southwestern-medical-center-patients-affected-by-moveit-cyberattack/United States of AmericaUndetermined

Researchers from Cofense discover a phishing campaign was observed targeting a notable energy company in the US, employing QR codes to slip malicious emails into inboxes and bypass security.https://www.bleepingcomputer.com/news/security/major-us-energy-org-targeted-in-qr-code-phishing-attack/United States of AmericaUndetermined

The Indiana Family and Social Services Administration (FSSA) posts a notice announcing that the protected health information of an estimated 212,193 Indiana Medicaid members was impacted by the MOVEit data breach affecting CareSource.https://www.jdsupra.com/legalnews/the-indiana-family-and-social-services-1493409/United States of AmericaUndetermined

Financial Institution Service files a notice of data breach after discovering that the vulnerability in the file-transfer application MOVEit allowed attackers to access the personal information of more than 750,000 people.https://www.jdsupra.com/legalnews/financial-institution-service-corp-6279433/United States of AmericaUndetermined

West Texas Gas (WTG) filed a notice of data breach after discovering that an unauthorized party gained access to their systems, copied certain files, and deleted other files.https://www.jdsupra.com/legalnews/west-texas-gas-files-notice-of-data-3629008/United States of AmericaUndetermined

Greater Rochester Independent Practice Association (GRIPA) files a notice of data breach after discovering that the software vulnerability within MOVEit enabled hackers to access confidential consumer information within the company's possession.https://www.jdsupra.com/legalnews/gripa-files-notice-of-recent-moveit-4900833/United States of AmericaUndetermined

The maker of the popular optimization app CCleaner confirms that threat actors stole a trove of personal information about its paid customers following a MOVEit data breach in May.https://techcrunch.com/2023/10/27/ccleaner-says-hackers-stole-users-personal-data-during-moveit-mass-hack/United Kingdom of Great Britain and Northern IrelandUndetermined

Barrick Gold files a notice of data breach after discovering that attackers exploited the vulnerability in the MOVEit secure file-transfer software used by the company.https://www.jdsupra.com/legalnews/barrick-gold-confirms-data-breach-5677051/United States of AmericaUndetermined

End-of-year high school exams in Greece are disrupted by "one of the most extensive cyberattacks in the country's history," according to the country's Education Ministry.https://therecord.media/cyberattack-disrupts-greek-examsGreece Undetermined

A user dubbed fibonacci leaks the entire database (364,000 records) of Italia Militare, an e-commerce portal for military goods.https://www.redhotcyber.com/post/il-database-di-italia-militare-e-online-364-000-utenti-liberamente-scaricabili/Italy Undetermined

Canada's University of Waterloo confirms to be dealing with a ransomware attack on its email system.https://therecord.media/canadian-uni-dealing-with-ransomware-attackCanada Undetermined

Reports begin to emerge about a MOVEit data breach at the University of Texas Southwestern Medical Center (UTSW) resulting in an unauthorized party being able to access patients' sensitive information.https://www.jdsupra.com/legalnews/the-university-of-texas-southwestern-7380334/United States of AmericaUndetermined

The MHMR Authority of Brazos Valley reveals to have suffered a Hive ransomware attack.https://www.databreaches.net/mhmr-authority-of-brazos-valley-provides-notice-of-ransomware-attack-last-november/United States of AmericaRussian Federation

Global Atlantic Financial Group files a notice of data breach after discovering the MOVEit-related data breach at Pension Benefit Information.https://www.jdsupra.com/legalnews/global-atlantic-financial-group-1406533/United States of AmericaUndetermined

Jefferson County Health Center reveals that unauthorized individuals gained access to its network between April 04, 2023, and May 30, 2023, and may have obtained files containing patients' protected health information. The Karakurt ransomware gang claims responsibility for the attack.https://www.hipaajournal.com/ottumwa-fire-department-fires-employees-for-misconduct-and-hipaa-violations/United States of AmericaUndetermined

Meadville Medical Center confirms that it was affected by the MOVEit Transfer hackshttps://www.hipaajournal.com/ambulances-diverted-after-westchester-medical-center-health-network-cyberattack/United States of AmericaUndetermined

Hacktivists from Ukraine breach the systems of Skolkovo Foundation, the agency which oversees the high-tech business area located on the outskirts of Moscow. According to Skolkovo's statement, the hackers managed to gain limited access to certain information systems of the organization, including its file hosting service on physical servers.https://therecord.media/skolkovo-foundation-cyberattack-russia-ukraineRussian FederationUkraine

A database for the notorious RaidForums hacking forums is leaked online in the Exposed forum.https://www.bleepingcomputer.com/news/security/new-hacking-forum-leaks-data-of-478-000-raidforums-members/United Kingdom of Great Britain and Northern IrelandUndetermined

A trove of documents, images and videos from the offices of Iranian President Ebrahim Raisi are posted online and appear to be authentic.https://cyberscoop.com/iranian-dissidents-presidential-hack/Iran (Islamic Republic of)Undetermined

Threat actors behind a recently surfaced ransomware operation known as Rhysida have leak online what they claim to be documents stolen from the network of the Chilean Army (EjÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Â©rcito de Chile).https://www.bleepingcomputer.com/news/security/rhysida-ransomware-leaks-documents-stolen-from-chilean-army/Chile Undetermined

Jimbos Protocol, an Arbitrum-based DeFi project, suffers a flash loan attack that resulted in the loss of more than of 4000 ETH tokens, currently valued at over $7,500,000.https://www.bleepingcomputer.com/news/security/flash-loan-attack-on-jimbos-protocol-steals-over-75-million/UndeterminedUndetermined

The pro-Russian group NoName057(16) takes down the website of the Italian Bank BCC Credito Cooperativo.https://www.redhotcyber.com/post/attacco-informatico-al-sito-del-banca-di-credito-cooperativo-di-roma/Italy Russian Federation

Medford Radiology Group discloses a cyberattack that occurred over the Memorial Day weekend.https://www.hipaajournal.com/clinical-test-data-of-2-5-million-individuals-stolen-in-enzo-biochem-ransomware-attack/United States of AmericaUndetermined

The Monti ransomware gang claims responsibility for an attack against Servizi Omnia.https://www.redhotcyber.com/post/attacco-informatico-ai-servizi-omnia-monti-gli-italiani-subiscono-ancora-una-volta-una-violazione-dei-dati-dei-loro-clienti/Italy Undetermined

Italy's Ministry of Industry says its website and applications were out of order after being hit by a "heavy cyberattack".https://www.reuters.com/technology/italys-industry-ministry-reports-heavy-cyberattack-2023-05-26/Italy Undetermined

South Jersey Behavioral Health Resources discloses to have suffered a phishing attack.https://www.hipaajournal.com/iowa-medicaid-soutth-jersey-behavioral-health-resources-breaches/United States of AmericaUndetermined

edgeMED Healthcare files a notice of data breach after discovering that confidential patient information was compromised in a recent cybersecurity incident.https://www.jdsupra.com/legalnews/edgemed-healthcare-llc-announces-data-5388158/United States of AmericaUndetermined

Suffolk University files a notice of data breach after learning that a recent cybersecurity event resulted in confidential student information being accessed or obtained by an unauthorized party.https://www.jdsupra.com/legalnews/suffolk-university-notifies-over-53k-7415884/United States of AmericaUndetermined

New England Life Care (NELC) files a notice of data breach after discovering that certain files on the company's computer network were unauthorized.https://www.jdsupra.com/legalnews/new-england-life-care-notifies-over-51k-2491830/United States of AmericaUndetermined

UC Davis Health confirms that the email account of an employee had been accessed by an unauthorized individual.https://www.hipaajournal.com/98000-ut-southwestern-medical-center-patients-affected-by-moveit-cyberattack/United States of AmericaUndetermined

The City of Philadelphia investigates a data breach after attackers "may have gained access" to City email accounts containing personal and protected health information five months ago, in May.https://www.bleepingcomputer.com/news/security/city-of-philadelphia-discloses-data-breach-after-five-months/United States of AmericaUndetermined

Thomas Hardye School in Dorchester is hit with a ransomware attack.https://www.bbc.com/news/uk-england-dorset-65685607United Kingdom of Great Britain and Northern IrelandUndetermined

Grant Regional Health Center notifies 4,135 patients about a breach of an employee email account. https://www.hipaajournal.com/idaho-hospitals-divert-ambulances-clinic-closes-cyberattack/United States of AmericaUndetermined

The 8Base gang claims responsibility for a cyber attack against SiComputer.https://www.redhotcyber.com/post/la-gang-8base-rivendica-un-attacco-informatico-allitaliana-sicomputer/Italy Undetermined

The Swiss government discloses that they were impacted by a ransomware attack on Xplain, a Swiss technology provider supplying various government departments, administrative units, and even the country's military force with software solutions.https://www.bleepingcomputer.com/news/security/swiss-government-warns-of-ongoing-ddos-attacks-data-leak/SwitzerlandUndetermined

Bunker Hill Community College discloses a. May ransomware attack.https://www.databreaches.net/bunker-hill-community-college-discloses-may-ransomware-attack/United States of AmericaUndetermined

The pro-Russian group NoName057(16) takes down the website of ATM, the company that manages the public transport in the city of Milan, and the Italian Transport Regulation Authority (AutoritÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Â  di Regolazione dei Trasporti ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬" ART) https://www.redhotcyber.com/post/noname05716-attacca-lautorita-di-regolazione-dei-trasporti-ma-le-infrastrutture-iniziano-a-migliorare/Italy Russian Federation

The Morris Hospital is hit with a Royal ransomware attack.https://www.databreaches.net/morris-hospital-investigating-attack-by-royal-ransomware-group/United States of AmericaUndetermined

Madhya Pradesh Power Management Company (MPPMC) is hit with a ransomware attack.https://energy.economictimes.indiatimes.com/news/power/mp-power-mgmt-co-hit-by-ransomware/100579661?redirect=1India Undetermined

Mondelez, the U.S. manufacturer of Oreo cookies and Milka chocolate, warns employees that their personal data has been compromised through a breach at the law firm Bryan Cave, which provides legal services to Mondelez and other Fortune 500 companies.https://therecord.media/bryan-cave-data-breach-mondelezUnited States of AmericaUndetermined

Trust Benefit Technologies files a notice of data breach after discovering that an unauthorized party was able to access portions of the company's computer system.https://www.jdsupra.com/legalnews/trust-benefit-technologies-announces-1763395/United States of AmericaUndetermined

LiveAction files a notice of data breach after the company was the target of a ransomware attack.https://www.jdsupra.com/legalnews/liveaction-inc-files-notice-of-data-1721043/United States of AmericaUndetermined

The Development Bank of Southern Africa reveals that it was hit with an Akira ransomware attack.https://therecord.media/development-bank-of-southern-africa-akira-ransomware-attackSouth AfricaUndetermined



An attacker exploits crypto mixer Tornado Cash to take full control of the decentralized platform and steal $1 million. The day after the attacker reverts the control back.https://www.databreachtoday.com/cryptohack-roundup-tornado-cash-hack-a-22170Russian FederationUndetermined

The National Institutes of Health Federal Credit Union confirm to have suffered a data breach occurred exploiting the MOVEit CVE-2023-34362 vulnerability.https://therecord.media/three-new-moveit-bugs-spur-cisa-warningUnited States of AmericaRussian Federation

Buckley King, a law firm, is hit with a BlackBasta ransomware attack.https://www.databreaches.net/oh-buckley-king-law-firm-hit-by-blackbasta/United States of AmericaRussian Federation

The Trigona ransomware gang claims responsibility for an attack to Lolaico Impianti.https://www.redhotcyber.com/post/trigona-ransomware-rivendica-un-attacco-informatico-allitaliana-lolaico-impianti/Italy Undetermined

Columbus Regional Healthcare System (CRHS) is hit with a Daixin ransomware attack.https://www.databreaches.net/another-hospital-hit-by-ransomware-columbus-regional-healthcare-system-in-north-carolina-hit-by-daixin/United States of AmericaUndetermined

The Reeds Spring school district notifies employees and families that it was the "victim of a sophisticated cyber attack" that involved the unauthorized access Â— and acquisition Â— of district and personal data.https://www.databreaches.net/cyber-attack-hits-reeds-spring-schools-data-breach-includes-social-security-numbers/United States of AmericaUndetermined

Great Expressions Dental Centers (GEDC) filed a notice of data breach after determining that an unauthorized party was able to access and remove certain confidential patient information from the company's computer network.https://www.jdsupra.com/legalnews/great-expressions-dental-centers-notify-2389113/United States of AmericaUndetermined

The city of Augusta in Georgia, U.S., confirms that the most recent IT system outage was caused by unauthorized access to its network. The BlackByte ransomware gang claims responsibility for the attack.https://www.bleepingcomputer.com/news/security/blackbyte-ransomware-claims-city-of-augusta-cyberattack/United States of AmericaRussian Federation

Technology provider ScanSource announces it has fallen victim to a ransomware attack impacting some of its systems, business operations, and customer portals.https://www.bleepingcomputer.com/news/security/scansource-says-ransomware-attack-behind-multi-day-outages/United States of AmericaUndetermined

The LockBit ransomware group publishes 1.5 terabytes of personal and financial information the group said it stole from Bank Syariah Indonesia after ransom negotiations broke down.https://www.bankinfosecurity.com/lockbit-leaks-15tb-data-stolen-from-indonesias-bsi-bank-a-22110Indonesia Undetermined

The Government of Martinique is hit with a Rhysida ransomware attack.https://www.databreaches.net/rhysida-ransomware-group-claims-attack-on-martinique/France Undetermined

Henry Ford Health confirms that an email phishing scheme led to a data breach affecting 168,000 patients.https://www.clickondetroit.com/news/local/2023/07/17/henry-ford-health-confirms-data-breach-affecting-168000-patients/United States of AmericaUndetermined

The Philadelphia Inquirer daily newspaper is working on restoring systems impacted by what was described as a cyberattack that hit its network over the weekend.https://cyware.com/news/multifunctional-and-sophisticated-devopt-backdoor-discovered-f7a0d8adUnited States of AmericaUndetermined

Technological equipment giant Lacroix Group says it has closed three production sites for the week after experiencing a ransomware attack.https://www.securityweek.com/lacroix-closes-production-sites-following-ransomware-attack/France Undetermined

Summit Eye & Optical discloses a data breach that impacted 5,727 individuals after the organization discovered unauthorized access to its computers systems on March 4, 2023.https://healthitsecurity.com/news/utah-health-system-suffers-healthcare-data-breach-103k-impactedUnited States of AmericaUndetermined

Franklin County Public Schools remain close after suffering a ransomware attack.https://www.databreaches.net/franklin-county-public-schools-hit-by-ransomware-attack/United States of AmericaUndetermined

Mississippi Children's Home Society, CARES Center, Inc., Mississippi Children's Home Services, Inc., d.b.a. Canopy Children's Solutions (Canopy) issues a press release acknowledging that on April 4, they experienced an attack that encrypted some of their files. The Nokoyawa ransomware gang claims responsibility for the attack.https://www.databreaches.net/canopy-childrens-solutions-continues-to-investigate-ransomware-attack-in-april/United States of AmericaUndetermined

The ransomware group AlphV (BlackCat) adds Academy Mortgage to its leak site.https://www.databreaches.net/only-months-after-dealing-with-one-problem-academy-mortgage-gets-hit-with-a-ransomware-attack/United States of AmericaRussian Federation

Bank of New York Mellon Corporation (BNY Mellon) files a notice of data breach after learning that confidential information that had been entrusted to the company was leaked in what appears to be a third-party data breach.https://www.jdsupra.com/legalnews/bny-mellon-files-notice-of-data-breach-6827427/United States of AmericaUndetermined

The Russian collective NoName057(16) claims to have taken down the website of the Italian Ministry of Interior.https://www.redhotcyber.com/post/attacco-informatico-al-ministero-dellinterno-e-al-csm-da-parte-degli-hacktivisti-filorussi/Italy Russian Federation

The Russian collective NoName057(16) claims to have taken down the website of the Italian High Council of the Judiciary.https://www.redhotcyber.com/post/attacco-informatico-al-ministero-dellinterno-e-al-csm-da-parte-degli-hacktivisti-filorussi/Italy Russian Federation

Discord notifies users of a data breach that occurred after the account of a third-party support agent was compromised.https://www.bleepingcomputer.com/news/security/discord-discloses-data-breach-after-support-agent-got-hacked/United States of AmericaUndetermined

Attackers install password-stealing malware on the devices of multiple Worldcoin Orb operators, giving them full access to the Worldcoin operator dashboard.https://techcrunch.com/2023/05/12/hackers-stole-passwords-of-worldcoin-orb-operators/Cayman IslandsUndetermined

The personal information of 237,000 current and former federal government employees is exposed in a data breach at the U.S. Transportation Department (USDOT) TRANServe transit benefits system.https://www.reuters.com/world/us/data-237000-us-government-employees-breached-2023-05-12/United States of AmericaUndetermined

The Illinois Department of Healthcare and Family Services (HFS) and Department of Human Services (IDHS) disclose a data breach within the State of Illinois Application for Benefits Eligibility (ABE) system's Manage My Case (MMC) portal.https://www.countryherald.com/news/local/illinois-data-breach-exposes-private-information-of-medicaid-snap-and-tanf-recipients/United States of AmericaUndetermined

A threat actor lists a dataset for sale that allegedly contains the records of 50,000 employees of the American electronics manufacturer Sanmina Corporation.https://cybernews.com/news/hackers-sell-confidential-data-sanmina/United States of AmericaUndetermined

MercyOne Clinton notifies 20,865 patients about a security incident that disrupted its network possibly due to a ransomware attack.https://www.hipaajournal.com/patient-data-loss-likely-mercy-medical-center-clinton/United States of AmericaUndetermined

The Idaho Department of Health and Welfare confirms that the personal information of 2,501 Medicaid recipients has potentially been accessed and/or obtained in a data breach at its claims processor, Gainwell Technologies.https://www.idstrong.com/sentinel/the-idaho-dhw-data-breach/United States of AmericaUndetermined

U.S. law firm Quinn Emanuel Urquhart & Sullivan has data from a limited number of clients potentially stolen following a ransomware attack against its third-party data center provider last year.https://www.reuters.com/legal/legalindustry/quinn-emanuel-reports-cyber-attack-involving-limited-client-data-2023-07-24/United States of AmericaUndetermined

Richmond University Medical Center (RUMC) is hit with a ransomware attack.https://www.scmagazine.com/news/ransomware/staten-island-hospital-operating-in-network-downtime-amid-ransomware-attackUnited States of AmericaUndetermined

The BianLain ransomware group adds North Shore Medical Labs to their leak site.https://www.databreaches.net/more-breach-news-from-the-u-s-healthcare-sector/United States of AmericaUndetermined

The BianLain ransomware group adds Earlens Corporation to their leak site.https://www.databreaches.net/more-breach-news-from-the-u-s-healthcare-sector/United States of AmericaUndetermined

The LockBit ransomware gang claims responsibility for a cyber attack to Metronotte Vigilanza, an Italian private surveillance company.https://www.redhotcyber.com/post/lockbit-rivendica-un-attacco-informatico-allitaliana-metronotte-vigilanza-tra-12gg-la-pubblicazione-dei-dati/Italy Undetermined

The Arizona Health Care Cost Containment System (AHCCCS) discloses a data breach compromising over 2,000 Medicaid members.https://healthitsecurity.com/news/imagine360-suffers-third-party-data-breach-112k-impactedUnited States of AmericaUndetermined

The Korean National Police Agency (KNPA) warns that North Korean hackers had breached the network of one of the country's largest hospitals, Seoul National University Hospital (SNUH), to steal sensitive medical information and personal details.https://www.bleepingcomputer.com/news/security/north-korean-hackers-breached-major-hospital-in-seoul-to-steal-data/Korea (the Republic of)Afghanistan

Australian enterprise resource planning solutions provider TechnologyOne halts trading for a couple of days after detecting unauthorized access to some of its systems.https://www.securityweek.com/australian-enterprise-software-maker-technologyone-resumes-trading-following-hack/Australia Undetermined

About 24,000 customers of broadband service provider WhizComms have their personal information stolen by an external party.https://www.straitstimes.com/singapore/whizcomms-data-breach-50-of-customers-affected-notified-on-may-10Singapore Undetermined

Amtel AKA Connectivity Source files a notice of data breach after learning that an unauthorized party had gained access to the company's IT network and accessed sensitive information belonging to 17,835 current and former employees.https://www.jdsupra.com/legalnews/amtel-llc-dba-connectivity-source-3147197United States of AmericaUndetermined

Uintah Basin Healthcare notifies more than one hundred thousand individuals of a hacking incident involving health information of individuals that received care for over a decade-long period.https://www.bankinfosecurity.com/uintah-basin-healthcare-data-breach-affects-over-100000-a-22066United States of AmericaUndetermined

Conner Strong & Buckelew files a notice of data breach after learning that an unauthorized party was able to access confidential consumer data after obtaining the login credentials to several employee email accounts.https://www.jdsupra.com/legalnews/conner-strong-buckelew-announces-recent-3624377/United States of AmericaUndetermined

ARC Document Solutions files a notice of data breach after confirming that an unauthorized party was able to access files stored on the company's computer network that contained confidential consumer information.https://www.jdsupra.com/legalnews/arc-document-solutions-inc-experiences-1507991/United States of AmericaUndetermined

The Bianlian ransomware gang claims responsibility for a cyber attack against Lifenet Healthcare, an Italian company managing hospitals and clinics.https://www.redhotcyber.com/post/bianlian-rivendica-un-attacco-informatico-allitaliana-lifenet-15tb-in-possesso-dei-criminali-informatici/Italy Undetermined

The Indian manufacturing plant responsible for manufacturing Suzuki motorcycles is forced to shut down following a cyber attack.https://www.bitdefender.com/blog/hotforsecurity/suzuki-motorcycle-plant-shut-down-by-cyber-attack/India Undetermined

Cooperativa de Ahorro y CrÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Â©dito Ahorrocoop, a Chilean savings and credit cooperative, is added to the Medusa ransomware leak site.https://www.databreaches.net/bits-n-pieces-trozos-y-piezas-38/Chile Undetermined

Mercer University reveals to have suffered a cybersecurity incident, announcing that the attackers stole the sensitive information of students, parents and employees. The Akira ransomware gang claims responsibility for the attack.https://therecord.media/cyberattacks-chattanooga-state-mercer-universityUnited States of AmericaUndetermined

Researchers from ESET disclose the details of Operation ChattyGoblin, a campaign against a gambling company in the Philippines carried out by a China-aligned threat actor via trojanized chat applications Comm100 and LiveHelp100.https://thehackernews.com/2023/05/operation-chattygoblin-hackers.htmlPhilippinesUndetermined

Skybound Entertainment, the company behind The Walking Dead series, allegedly suffers a data breach with attackers selling sensitive data of users and employees on a criminal forum.https://cybernews.com/news/skybound-walking-dead-celebrity-data-leak/United States of AmericaUndetermined

Fontainebleau Florida Hotel files a notice of data breach after learning that confidential consumer information stored on the company's computer network was accessed by an unauthorized party.https://www.jdsupra.com/legalnews/fontainebleau-florida-hotel-llc-4168410/United States of AmericaUndetermined

Gary Motykie, a plastic surgeon, notifies patients about a cyberattack and data theft incident, when the surgeon was contacted by a cyber threat actor who claimed to have accessed his IT systems and was in possession of sensitive patient information.https://www.hipaajournal.com/naked-patient-photos-published-after-ransomware-attack-on-plastic-surgery-clinic/United States of AmericaUndetermined

Thousands of health-care workers' personal information is compromised in a data breach that's targeted three websites on servers at the Health Employers Association of BC.https://bc.ctvnews.ca/b-c-health-care-workers-private-information-subject-to-data-breach-1.6502818Canada Undetermined

The personal data and medical history of about 100,000 patients at OT&P Healthcare could have been leaked due to a cyberattack.https://www.scmp.com/news/hong-kong/health-environment/article/3219827/personal-data-medical-history-100000-patients-may-have-been-leaked-cyberattack-hong-kong-healthcareHong KongUndetermined

ASAS Health files a notice of data breach after determining that a security incident earlier this year compromised the confidential information of over 25,000 individuals.https://www.jdsupra.com/legalnews/asas-health-llc-notifies-more-than-25k-1998723/United States of AmericaUndetermined

Public Health Management Corporation (PHMC) files a notice of data breach after discovering that an unauthorized party was able to access confidential consumer information stored on the organization's computer network.https://www.jdsupra.com/legalnews/public-health-management-corporation-7717159/United States of AmericaUndetermined

Catholic Charities of the Archdiocese of Newark confirms that unauthorized individuals gained access to some of its computer systems.https://www.hipaajournal.com/24400-rite-aid-customers-had-personal-informatiion-compromised-in-may-cyberattack/United States of AmericaUndetermined

The Chattanooga State Community College is hit with a cyberattack, forcing the school to cancel classes and modify schedules for staff members.https://therecord.media/cyberattacks-chattanooga-state-mercer-universityUnited States of AmericaUndetermined



Kabarak University's Facebook account was seized by hackers who have been using it to spread malicious and misleading images and content that contravenes the institution's Christian values and have since tabled their demandshttps://www.pulselive.co.ke/news/local/kabarak-university-gives-way-forward-after-hackers-tabled-their-demand/448rzl2Kenya Undetermined

Swiss multinational company ABB, a leading electrification and automation technology provider, suffers a Black Basta ransomware attack, reportedly impacting business operations.https://www.bleepingcomputer.com/news/security/multinational-tech-firm-abb-hit-by-black-basta-ransomware-attack/SwitzerlandUndetermined

Researchers from Microsoft reveal that Iranian state-backed hackers from Mango Sandstorm (aka Mercury or Muddywater) have joined the ongoing assault targeting vulnerable PaperCut MF/NG print management servers.https://www.bleepingcomputer.com/news/security/microsoft-iranian-hacking-groups-join-papercut-attack-spree/Australia Iran (Islamic Republic of)

Researchers from Microsoft reveal that Iranian state-backed hackers from Mint Sandstorm (also known as Phosphorus or APT35) have joined the ongoing assault targeting vulnerable PaperCut MF/NG print management servers.https://www.bleepingcomputer.com/news/security/microsoft-iranian-hacking-groups-join-papercut-attack-spree/Australia Iran (Islamic Republic of)

Attackers from the pro-Russian collective NoName057(16) claim to have taken down the website of the French Senate.https://www.securityweek.com/pro-russian-hackers-claim-downing-of-french-senate-website/France Russian Federation

Attackers from the pro-Russian collective NoName057(16) claim to have taken down the website of the French National Institute of Labour, Employment and Vocational Training.https://securityaffairs.com/145813/hacktivism/noname-ddos-french-senate.htmlFrance Russian Federation

Attackers from the pro-Russian collective NoName057(16) claim to have taken down the website of the National Center for Space Research of France.https://securityaffairs.com/145813/hacktivism/noname-ddos-french-senate.htmlFrance Russian Federation

Attackers from the pro-Russian collective NoName057(16) claim to have taken down the website of the French defense company Naval Group.https://securityaffairs.com/145813/hacktivism/noname-ddos-french-senate.htmlFrance Russian Federation

Smashing Pumpkins frontman Billy Corgan reveals he had to pay a hacker's ransom to prevent them leaking songs from the band's new three-part rock opera Atum.https://securityaffairs.com/146029/cyber-crime/smashing-pumpkins-paid-ransom.htmlUnited States of AmericaUndetermined

The Medusa ransomware gang adds the Crown Princess Mary Cancer Centre to the list of the victims in their leak site.https://www.abc.net.au/news/2023-05-04/crown-princess-mary-cancer-centre-being-hacked/102305996Australia Undetermined

The Adna School District is defrauded of $346,000 through what school officials have called a "sophisticated phishing scam,"https://www.databreaches.net/wa-adna-school-district-defrauded-346000-in-phishing-scam/United States of AmericaUndetermined

The Bl00dy ransomware gang claims to have breached the Movement Schoolhttps://www.databreaches.net/nc-ransomware-cult-claims-to-have-hacked-two-local-schools/United States of AmericaUndetermined

The Bl00dy ransomware gang claims to have breached the Socrates Academyhttps://www.databreaches.net/nc-ransomware-cult-claims-to-have-hacked-two-local-schools/United States of AmericaUndetermined

Mount Desert Island Hospital (MDIH) files a notice of data breach after discovering that an unauthorized party had gained access to confidential patient information stored on the company's computer network.https://www.jdsupra.com/legalnews/mount-desert-island-hospital-notifies-4812568/United States of AmericaUndetermined

The Black Basta ransomware gang starts posting sensitive personal information connected to a devastating attack on the Raleigh Housing Authority (RHA) that disrupted the organization for weeks in May.https://therecord.media/raleigh-housing-authority-black-basta-ransomware-groupUnited States of AmericaUndetermined

Sysco, a leading global food distribution company, confirms that its network was breached by attackers who stole sensitive information, including business, customer, and employee data.https://www.bleepingcomputer.com/news/security/food-distribution-giant-sysco-warns-of-data-breach-after-cyberattack/United States of AmericaUndetermined

The RansomHouse ransomware gang publishes a trove of sensitive data stolen from payment software company AvidXchange after the company fell victim to ransomware for the second time this year.https://techcrunch.com/2023/05/03/avidxchange-second-ransomware-attack-2023/United States of AmericaUndetermined

Veridian Credit Union files a notice of data breach after determining that a hacker successfully obtained access to Veridian's online membership application process.https://www.jdsupra.com/legalnews/veridian-credit-union-files-notice-of-8403862/United States of AmericaUndetermined

Triad Business Bank files a notice of data breach following a cybersecurity incident that compromised the confidential information of at least 8,235 individuals. Based on the company's official filing, the incident resulted in an unauthorized party gaining access to consumers' names and Social Security numbershttps://www.jdsupra.com/legalnews/triad-business-bank-files-notice-of-6310743/United States of AmericaUndetermined

Eurasia Group discovers suspicious activity within its email system by a sophisticated threat actor in two different circumstances.https://www.databreaches.net/persistent-attackers-eurasia-group-believes-it-has-been-dealing-with-the-same-attackers-since-2020/United States of AmericaUndetermined

The Monti ransomware gang hits the ASL 1 L'Aquila (the Italian National Health Department of the Abruzzo region) and leaks 522 GB of data.https://www.redhotcyber.com/post/attacco-informatico-alla-asl1-dellaquila-dati-dei-pazienti-sieropositivi-e-522gb-in-possesso-di-monti/Italy Undetermined

The BlackCat ransomware gang lists the Italian sensor manufacturing company AECO in its leak site.https://www.redhotcyber.com/post/blackcat-rivendica-un-attacco-informatico-allitaliana-aeco-72-ore-alla-pubblicazione-dei-dati/Italy Russian Federation

Franklin Templeton Canada and Mackenzie Investments disclose to have suffered a breach after their vendor InvestorCOM was affected by a breach carried out exploiting the CVE-2023-0669 Fortra GoAnywhere MFT Vulnerabilityhttps://www.theglobeandmail.com/business/article-mackenzie-investments-data-breach-complaints/Canada Undetermined

American Airlines and Southwest Airlines, two of the largest airlines in the world, disclose data breaches caused by the hack of Pilot Credentials, a third-party vendor that manages multiple airlines' pilot applications and recruitment portals.https://www.bleepingcomputer.com/news/security/american-airlines-southwest-airlines-disclose-data-breaches-affecting-pilots/United States of AmericaUndetermined

Optima Tax Relief files a notice of data breach after learning that a recent data security incident exposed the confidential information of certain customers to an unauthorized party.https://www.jdsupra.com/legalnews/optima-tax-relief-llc-reports-data-1057640/United States of AmericaUndetermined

Northwest Health ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬" La Porte confirms that the protected health information of 10,256 patients was compromised in the Clop ransomware group's series of attacks exploiting the zero-day vulnerability in Fortra's GoAnywhere file transfer.https://www.hipaajournal.com/19000-amazon-pillpack-customer-accounts-compromised/United States of AmericaUndetermined

Wichita State University takes proactive measures and disconnects several University systems to isolate an unauthorized attempt by a third party to access the University's systemshttps://www.databreaches.net/wichita-state-university-restoring-systems-after-cyber-attack/United States of AmericaUndetermined

The Argentinian Instituto Nacional de Tecnologia Agropecuaria (INTA), a public agency under the Ministry of Agriculture and Fisheries of the Nation, is hit with a cyber attack.https://www.databreaches.net/bits-n-pieces-trozos-y-piezas-38/Argentina Undetermined

Physicians Insurance A Mutual Company, its affiliate MedChoice Risk Retention Group, and its subsidiary Experix (collectively "Physicians Insurance") file a notice of data breach after discovering that an unauthorized party gained access to an employee's email account.https://www.jdsupra.com/legalnews/multiple-colleges-and-universities-7291774/United States of AmericaUndetermined

The City of Dallas suffers a Royal ransomware attack, causing it to shut down some of its IT systems to prevent the attack's spread.https://www.bleepingcomputer.com/news/security/city-of-dallas-hit-by-royal-ransomware-attack-impacting-it-services/United States of AmericaUndetermined

Attackers exploit a Level Finance smart contract vulnerability to drain approximately $1,100,000 worth of cryptocurrency.https://www.bleepingcomputer.com/news/security/level-finance-crypto-exchange-hacked-after-two-security-audits/Singapore Undetermined

Heritage Group files a notice of data breach after an unauthorized party gained access to the company's computer network and was able to access confidential information belonging to certain current and former employees and their dependents.https://www.jdsupra.com/legalnews/the-heritage-group-notifies-current-and-4804914/United States of AmericaUndetermined

Researchers from ClearSky Security reveal the details of 'Fata Morgana' a watering hole attack on at least eight shipping and logistics companies in Israel. The attack is highly likely to be orchestrated by a nation-state actor from Iran, with a low confidence specific attribution to Tortoiseshell (also called TA456 or Imperial Kitten).https://therecord.media/israel-shipping-logistics-watering-hole-cyberattacksIsrael Iran (Islamic Republic of)

Researchers from ClearSky Security reveal the details of 'Fata Morgana' a watering hole attack on at least eight shipping and logistics companies in Israel. The attack is highly likely to be orchestrated by a nation-state actor from Iran, with a low confidence specific attribution to Tortoiseshell (also called TA456 or Imperial Kitten).https://therecord.media/israel-shipping-logistics-watering-hole-cyberattacksIsrael Iran (Islamic Republic of)

Barracuda, a company known for its email and network security solutions, warns customers that some of their Email Security Gateway (ESG) appliances were breached last week by targeting CVE-2023-2868, a now-patched zero-day vulnerability.https://www.bleepingcomputer.com/news/security/barracuda-zero-day-abused-since-2022-to-drop-new-malware-steal-data/United States of AmericaUndetermined

Emby says it remotely shut down an undisclosed number of user-hosted media server instances that were recently hacked by exploiting a previously known vulnerability and an insecure admin account configuration.https://www.bleepingcomputer.com/news/security/emby-shuts-down-user-media-servers-hacked-in-recent-attack/United States of AmericaUndetermined

Mission Community Hospital is added to the list of the victims of the RansomHouse group, which claimed to have stolen 2.5 TB of data, including a large amount of patient data exploiting vulnerabilities on Paragon and Cisco.https://www.jdsupra.com/legalnews/mission-community-hospital-confirms-8597009/United States of AmericaUndetermined

Roosevelt University (RU) files a notice of data breach after discovering that an unauthorized actor was able to access confidential student and prospective student information in the school's possession.https://www.jdsupra.com/legalnews/roosevelt-university-notifies-47-877-8336794/United States of AmericaUndetermined

Precision Anesthesia Billing files a notice of data breach after discovering that an unauthorized party was able to access confidential patient information provided to the company.https://www.jdsupra.com/legalnews/precision-anesthesia-billing-llc-files-7278172/United States of AmericaUndetermined

The Bluefield University is hit with an Avos ransomware attack. Few days later the ransomware gang hijacks the University's emergency broadcast system, "RamAlert," to send students and staff SMS texts and email alerts that their data was stolen and would soon be released.https://www.bleepingcomputer.com/news/security/ransomware-gang-hijacks-university-alert-system-to-issue-threats/United States of AmericaUndetermined

Data extortion group Karakurt claims it attacked Our Sunday Visitor, a Catholic publishing company, The attackers claim to have stolen 130 gigabytes of data, including accounting documents, HR information, employee data, financial contracts, invoices, marketing information and more.https://therecord.media/cybercrime-groups-find-new-target-churchesUnited States of AmericaUndetermined

The Australian commercial law firm HWL Ebsworth falls victim to a BlackCat, ransomware attack, with attackers claiming to have obtained client information and employee data.https://www.theguardian.com/technology/2023/may/02/australian-law-firm-hwl-ebsworth-hit-by-russian-linked-ransomware-attackAustralia Russian Federation

ChildFund in New Zealand issues a public notice about a data breach involving a telemarketing company, Pareto Phone Limited. ChildFund had contracted with Pareto in 2014 to conduct fundraising activity on its behalf.https://www.databreaches.net/childfund-nz-discloses-third-party-breach/Australia Undetermined

Orqa, a maker of First Person View (FPV) drone racing goggles, claims that a contractor introduced code into its devices' firmware that acted as a time bomb designed to brick them.https://www.bleepingcomputer.com/news/technology/drone-goggles-maker-claims-firmware-sabotaged-to-brick-devices/Croatia Undetermined

The South Carolina county of Spartanburg is dealing with a ransomware attack that has limited its IT and phone systems.https://therecord.media/south-carolina-spartanburg-county-dealing-with-ransomware-attackUnited States of AmericaUndetermined

The notorious LockBit ransomware group adds South Carolina-based Relentless Church to its list of victims, claiming to have stolen employee data ranging from passports to financial documents. https://therecord.media/cybercrime-groups-find-new-target-churchesUnited States of AmericaUndetermined

Penncrest School District announces a ransomware attack over the weekend that disrupted their systems.https://therecord.media/colleges-schools-suffer-from-ransomware-and-cyberattacksUnited States of AmericaUndetermined

Alto Calore Servizi, an Italian company that provides drinking water to nearly half a million people is experiencing some technical disruptions following a ransomware attack.https://therecord.media/italian-water-supplier-ransomware-attack-disruptions-medusaItaly Undetermined

The National Smallbore Rifle Association (NSRA) confirms that it has been the victim of a cyber-attack.https://www.infosecurity-magazine.com/news/gun-owners-targeted-rifle/United Kingdom of Great Britain and Northern IrelandUndetermined

Berlin Packaging files a notice of data breach after discovering that a recent cyberattack compromised confidential human resources information stored on the company's computer network.https://www.jdsupra.com/legalnews/berlin-packaging-files-notice-of-data-4838029/United States of AmericaUndetermined

Montana State University posts a notice informing students and employees of a system outage. The Royal ransomware group claims responsibility for the attack.https://www.databreaches.net/montana-state-university-update-on-cyberattack-doesnt-disclose-its-ransomware/United States of AmericaUndetermined

UnitedHealthcare (UHC) reports a data breach after the organization identified suspicious activity on the UHC mobile application.https://www.cbsnews.com/losangeles/news/united-healthcare-reports-data-breach-that-may-have-revealed-customers-personal-information/United States of AmericaUndetermined

Health and personal information of up to 100,000 patients at Queensway Carleton Hospital are affected by a major data breach involving Aetonix Systems, an Ottawa-based third-party software provider.https://www.databreaches.net/data-breach-could-affect-up-to-100000-patients-at-queensway-carleton-hospital/Canada Undetermined

Grohler Hearing Aid Center, Inc, doing business as Beltone Hearing Aid Centers notifies 5,272 individuals about the exposure of some of their protected health information when the employee responded to a phishing email.https://www.hipaajournal.com/apria-healthcare-breach-affects-up-to-1-8-million-individuals/United States of AmericaUndetermined

U.S. tech company and Siemens subsidiary Brightly Software notifies customers that their personal information and credentials were stolen by attackers who gained access to the database of its SchoolDude online platform.https://www.bleepingcomputer.com/news/security/brightly-warns-of-schooldude-data-breach-exposing-credentials/United States of AmericaUndetermined



Attackers steal mail addresses, direct messages, and other personal data from users of CityJerks[.]com, a dating website.https://techcrunch.com/2023/04/27/hackers-steal-emails-private-messages-from-hookup-websites/United States of AmericaUndetermined

Attackers steal mail addresses, direct messages, and other personal data from users of TruckerSucker[.]com, a dating website.https://techcrunch.com/2023/04/27/hackers-steal-emails-private-messages-from-hookup-websites/United States of AmericaUndetermined

Hardenhuish School, a secondary school in the UK, confirms it has been the victim of a ransomware attack which has affected its IT network.https://www.bbc.com/news/uk-england-wiltshire-65411450United Kingdom of Great Britain and Northern IrelandUndetermined

Emmanuel College in Boston appears to have become a victim of Avos Locker ransomware. The college is added to the threat actor's leak site yesterday, with the attacker claiming to have exfiltrated 140. gb of data.https://www.databreaches.net/emmanuel-college-working-to-recover-from-attack-that-claims-faculty-and-student-data-stolen/United States of AmericaUndetermined

Activate Healthcare files a notice of data breach after learning that an unauthorized party was able to access confidential patient information following what appears to have been a cyberattack.https://www.jdsupra.com/legalnews/activate-healthcare-notifies-patients-7697622/United States of AmericaUndetermined

The official personal website of Israel's Prime Minister Benjamin Netanyahu is briefly taken down by a DDoS attack.https://www.bitdefender.com/blog/hotforsecurity/israels-prime-minister-has-his-facebook-account-hijacked-website-knocked-offline/Israel Sudan

Anonymous Sudan claims to have taken down the Israel National Insurance Institute.https://www.bitdefender.com/blog/hotforsecurity/israels-prime-minister-has-his-facebook-account-hijacked-website-knocked-offline/Israel Sudan

Anonymous Sudan claims to have taken down Israel's spy agency Mossad.https://www.bitdefender.com/blog/hotforsecurity/israels-prime-minister-has-his-facebook-account-hijacked-website-knocked-offline/Israel Sudan

Anonymous Sudan takes down the websites of major Israeli news outlet Maariv.https://www.jpost.com/breaking-news/article-741298Israel Sudan

Truman State University in Kirksville, Missouri says it is in the process of recovering from a "cybersecurity virus attack" that forced it to shut down the campus network and order all school-issued devices to be turned off.https://therecord.media/truman-state-university-cyberattack-shut-downUnited States of AmericaUndetermined

The LockBit ransomware gang apologizes for breaching Keystone SMILES Community Learning Center,  nonprofit preschool organization.https://therecord.media/cybercrime-groups-find-new-target-churchesUnited States of AmericaUndetermined

The Facebook account of Israel's Prime Minister is hijacked (albeit briefly) by unauthorised parties who manage to update it with a video of prayers at a mosque, accompanied by Arabic verses from the Quran.https://www.bitdefender.com/blog/hotforsecurity/israels-prime-minister-has-his-facebook-account-hijacked-website-knocked-offline/Israel Undetermined

The City of Lowell announces to have been hit by a ransomware attack. The Play ransomware gang claims responsibility for the attack.https://therecord.media/lowell-massachusetts-city-ransomware-attack-play-cybercrimeUnited States of AmericaUndetermined

StaffScapes, a Colorado-based human resources services company, discloses that an unauthorized party gained access to its environments following an e-mail compromise.https://cybernews.com/news/staffscape-data-breach/United States of AmericaUndetermined

Multimedica is hit with a ransomware attack and several hospitals in Italy cannot provide services to their patients.https://www.redhotcyber.com/post/attacco-informatico-alla-multimedica-pronto-soccorso-di-milano-e-sesto-san-giovanni-bloccati/Italy Undetermined

Yellow Pages Canada, a Canadian directory publisher confirms to have been hit by a cyber attack. The Black Basta ransomware and extortion gang claims responsibility for the attack and posts sensitive documents and data over the weekend.https://www.bleepingcomputer.com/news/security/yellow-pages-canada-confirms-cyber-attack-as-black-basta-leaks-data/Canada Undetermined

The cryptocurrency exchange KuCoin's Twitter account is hacked, allowing attackers to promote a fake giveaway scam that led to the theft of over $22.6K in cryptocurrency.https://www.bleepingcomputer.com/news/security/kucoins-twitter-account-hacked-to-promote-crypto-scam/SeychellesUndetermined

A threat actor dubbed Sharpboys leaks tens of thousands of records from Israel ATID group.https://www.middleeastmonitor.com/20230427-israel-hackers-leak-thousands-of-personal-details-as-netanyahus-facebook-account-targeted/Israel Iran (Islamic Republic of)

CIC Group files a notice of data breach after learning that confidential consumer information that had been entrusted to the company was subject to unauthorized access.https://www.jdsupra.com/legalnews/cic-group-inc-notifies-individuals-of-7298563/United States of AmericaUndetermined

Livingston International files a notice of data breach determining that confidential consumer information that had been entrusted to the company was subject to unauthorized access.https://www.jdsupra.com/legalnews/livingston-international-inc-files-4349525/United States of AmericaUndetermined

UniSat Wallet experiences a large number of double-spend attacks due to a vulnerability in the codebase.https://www.databreachtoday.com/cryptohack-roundup-merlin-kucoin-trust-unisat-wallet-a-21885United Kingdom of Great Britain and Northern IrelandUndetermined

The LockBit ransomware claims to have hit Indian non-bank lender Fullerton India and threatens to dump more than 600 gigabytes of financial data unless it receives a $3 million extortion payment.https://www.databreachtoday.com/breach-roundup-ukrainian-police-detain-pii-vendor-a-21883India Undetermined

The Clarke County Hospital is added to the list of the Royal ransomware victims.https://thecyberexpress.com/lake-dallas-district-cyber-attack-clarke-county-hospital-cyber-attack/United States of AmericaUndetermined

Senior Choice, doing business as The Atrium,  Beacon Ridge, and The Patriot reports a cyber incident.https://www.databreaches.net/four-senior-residences-in-pennsylvania-disclose-a-data-security-breach-in-april/United States of AmericaUndetermined

Williamsport Home confirms that it experienced a data incident,https://finance.yahoo.com/news/williamsport-home-provides-notice-security-210000103.htmlUnited States of AmericaUndetermined

Both BianLian and RansomHouse ransomware gangs list Albany ENT & Allergy Services in their leak site.https://www.databreaches.net/two-ransomware-groups-list-albany-ent-allergy-services-on-their-leak-sites/United States of AmericaUndetermined

Kenya's Naivas supermarket chain is the victim of a BlackCat ransomware incident.https://www.databreaches.net/naivas-supermarkets-system-hacked-data-stolen/Kenya Russian Federation

The Airport transfers service Terravision suffers a data breach, exposing over 2M records of customer data including names, phone numbers, email addresses, salted password hashes and in some cases, date of birth and country of origin.https://www.databreachtoday.com/breach-roundup-ukrainian-police-detain-pii-vendor-a-21883Italy Undetermined

The National Gallery of Canada says it's 'recovering' following a ransomware attack.https://therecord.media/national-gallery-canada-recovering-from-ransomware-attackCanada Undetermined

Desert Physicians Management (DPM) files a notice of data breach after determining that a recent cybersecurity incident compromised confidential patient information.https://www.jdsupra.com/legalnews/desert-physicians-management-announces-5429923/United States of AmericaUndetermined

Limbach Facility Services confirms to have fallen victim to a cyberattack that affected the availability and functionality of its computer network.https://www.hipaajournal.com/healthcare-providers-and-vendors-confirm-recent-phi-disclosure-incidents/United States of AmericaUndetermined

Sanford Health alerts certain patients that some of their protected health information was exposed in a security incident at its imaging vendor, DMS Health Technologies.https://www.beckershospitalreview.com/cybersecurity/21-000-sanford-patients-affected-by-vendor-breach.htmlUnited States of AmericaUndetermined

The Cl0p ransomware gang leaks some data from Allied Benefit allegedly exfiltrated exploiting the CVE-2023-0669 Fortra GoAnywhere MFT Vulnerability.https://www.databreaches.net/the-fortra-goanywhere-breach-also-affected-healthcare-entities-heres-what-we-know-so-far-part-2/United States of AmericaUndetermined

The Cl0p ransomware gang leaks some data from CloudMed allegedly exfiltrated exploiting the CVE-2023-0669 Fortra GoAnywhere MFT Vulnerability.https://www.databreaches.net/the-fortra-goanywhere-breach-also-affected-healthcare-entities-heres-what-we-know-so-far-part-2/United States of AmericaUndetermined

The Cl0p ransomware gang claims to have hacked Multiplan, allegedly exfiltrated exploiting the CVE-2023-0669 Fortra GoAnywhere MFT Vulnerability.https://www.databreaches.net/the-fortra-goanywhere-breach-also-affected-healthcare-entities-heres-what-we-know-so-far-part-2/United States of AmericaUndetermined

The Cl0p ransomware gang claims to have hacked ITx, a revenue management company, allegedly exfiltrated exploiting the CVE-2023-0669 Fortra GoAnywhere MFT Vulnerability.https://www.databreaches.net/the-fortra-goanywhere-breach-also-affected-healthcare-entities-heres-what-we-know-so-far-part-2/United States of AmericaUndetermined

The Cl0p ransomware gang claims to have hacked MedExHCO, allegedly exfiltrated exploiting the CVE-2023-0669 Fortra GoAnywhere MFT Vulnerability.https://www.databreaches.net/the-fortra-goanywhere-breach-also-affected-healthcare-entities-heres-what-we-know-so-far-part-2/United States of AmericaUndetermined

Trust Wallet discloses to have patched a security vulnerability that had led to its users losing nearly $170,000.https://www.databreachtoday.com/cryptohack-roundup-merlin-kucoin-trust-unisat-wallet-a-21885United States of AmericaUndetermined

Murfreesboro Medical Clinic & SurgiCenter is forced offline after a cyberattack.https://www.scmagazine.com/news/breach/tennessee-health-system-stops-all-operations-amid-cyberattack-recoveryUnited States of AmericaUndetermined

Researchers from Symantec/Broadcom reveal that the software supply chain attack that led to last month's 3CX breach has also impacted at least several critical infrastructure organizations in the United States and Europe.https://www.bleepingcomputer.com/news/security/critical-infrastructure-also-hit-by-supply-chain-attack-behind-3cx-breach/United States of AmericaAfghanistan

Robeson Health Care Corporation files a notice of data breach after learning that confidential patient data was accessed by an unauthorized party following a malware attack.https://www.jdsupra.com/legalnews/robeson-health-care-corporation-reports-8143147/United States of AmericaUndetermined

Saville Row, a Chilean clothing store, is added to BlackCat's ransomware leak site.https://www.databreaches.net/bits-n-pieces-trozos-y-piezas-37/Chile Russian Federation

Seguros la Occidental, a Venezuelan insurer that offers general and life insurance products, is added to BlackCat's ransomware leak site with samples containing 27 screenshots of images of various insurance company documents that included ID cards.https://www.databreaches.net/bits-n-pieces-trozos-y-piezas-37/Venezuela (Bolivarian Republic of)Russian Federation

Cementos Progreso is added to BlackCat's ransomware leak site. As proof, they offer some samples with internal documents.https://www.databreaches.net/bits-n-pieces-trozos-y-piezas-37/GuatemalaRussian Federation

LogÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Â-stica Integrada Sulamericana (LISA) is listed in the BlackCat's ransomware leak site.https://www.databreaches.net/bits-n-pieces-trozos-y-piezas-38/Brazil Russian Federation

Researchers from Mandiant reveal that the 3CX supply chain attack was caused by another supply chain compromise where suspected North Korean attackers breached the site of stock trading automation company Trading Technologies to push trojanized software builds.https://www.bleepingcomputer.com/news/security/3cx-hack-caused-by-trading-software-supply-chain-attack/United States of AmericaKorea (the Democratic People's Republic of)

Security researchers observe websites of multiple U.S. universities, including Stanford, MIT, Berkeley, UMass Amherst, Northeastern, Caltech, serving Fortnite and 'gift card' spam. https://www.bleepingcomputer.com/news/security/university-websites-using-mediawiki-twiki-hacked-to-serve-fortnite-spam/United States of AmericaUndetermined

Security researchers observe websites of multiple U.S. universities, including Stanford, MIT, Berkeley, UMass Amherst, Northeastern, Caltech, serving Fortnite and 'gift card' spam. https://www.bleepingcomputer.com/news/security/university-websites-using-mediawiki-twiki-hacked-to-serve-fortnite-spam/United States of AmericaUndetermined
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Even a Brazilian state government website (semed.capital.ms.gov.br) is observed serving Fortnite spam within the same campaign.https://www.bleepingcomputer.com/news/security/university-websites-using-mediawiki-twiki-hacked-to-serve-fortnite-spam/Brazil Undetermined

Even the Europa.eu website is observed serving Fortnite spam within the same campaign.https://www.bleepingcomputer.com/news/security/university-websites-using-mediawiki-twiki-hacked-to-serve-fortnite-spam/Belgium Undetermined

Indian start-up furniture rental platform RentoMojo discloses a data breach impacting over 150,000 subscribers.https://www.bitdefender.com/blog/hotforsecurity/rentomojo-subscribers-receive-blackmail-messages-from-hackers-who-allegedly-breached-the-start-up-company/India Undetermined



Peachtree Orthopedics posts a notice of data breach on the company's website after determining that an unauthorized party had gained access to its computer network. The Karakurt ransomware gang claims responsibility for the attack.https://www.databreaches.net/peachtree-orthopedics-alerts-patients-of-cyberattack-third-patient-data-breach-in-seven-years/United States of AmericaUndetermined

Atrium Health Wake Forest Baptist announces that patient information was stored in an employee email account that was accessed by unauthorized individuals as a result of the employee being tricked by a phishing email.https://www.hipaajournal.com/cyberattackprecision-imaging-centers-marshall-melhorn-atrium-health-wake-forest-baptist/United States of AmericaUndetermined

Europe's air-traffic control agency EUROCONTROL announces to be under attack from the Killnet pro-Russian attackers.https://securityaffairs.com/145114/hacktivism/pro-russia-hackers-ddos-eurocontrol.htmlBelgium Russian Federation

Print management software developer PaperCut warns customers to update their software immediately, as hackers are actively exploiting two flaws, ZDI-CAN-18987 / PO-1216 and ZDI-CAN-19226 / PO-1219, to gain access to vulnerable servers. Later the attacks are attributed to the Cl0p ransomware gang.https://therecord.media/hackers-use-papercut-vulnerabilities-to-deploy-clop-ransomwareAustralia Undetermined

Rubino & Company files a notice of data breach after learning that confidential consumer information stored on the company's IT network was subject to unauthorized access.https://www.jdsupra.com/legalnews/accounting-firm-rubino-company-files-8098110/United States of AmericaUndetermined

IMA Financial Group files a notice of data breach after experiencing a data security incident resulting in confidential consumer data being made accessible to an unauthorized party.https://www.jdsupra.com/legalnews/ima-financial-group-inc-files-notice-of-1178553/United States of AmericaUndetermined

Coldiretti, the Italian organization of agricultural entrepreneurs, suffers a Play ransomware attack.https://www.redhotcyber.com/post/attacco-informatico-alla-coldiretti-tra-10-giorni-play-ransomware-minaccia-di-pubblicare-i-dati/Italy Undetermined

New Horizons Medical files a notice of data breach after learning that a recent data security incident compromised the personal information of 12,317 New Horizons patients.https://www.jdsupra.com/legalnews/new-horizons-medical-inc-reports-leaked-9183342/United States of AmericaUndetermined

The UK National Cyber Security Centre (NCSC), US Cybersecurity and Infrastructure Security Agency (CISA), NSA, FBI, and Cisco warn of Russian state-sponsored APT28 hackers deploying a custom malware named 'Jaguar Tooth' on Cisco IOS routers, exploiting CVE-2017-6742, allowing unauthenticated access to the device.https://www.bleepingcomputer.com/news/security/us-uk-warn-of-govt-hackers-using-custom-malware-on-cisco-routers/United Kingdom of Great Britain and Northern IrelandRussian Federation

Huntington Ingalls Industries (HII) files a notice of data breach after learning that confidential consumer information stored on the company's computer network was accessed by an unauthorized party.https://www.jdsupra.com/legalnews/huntington-ingalls-industries-files-3524071/United States of AmericaUndetermined

The Royal ransomware gang adds Lake Dallas Independent School District in Texas to its leak site.https://www.databreaches.net/lake-dallas-independent-school-district-notifies-21982-texans-of-breach/United States of AmericaUndetermined

The pro-Russian hacktivist group KillNet starts its campaign agan Italy and takes down multiple websites including the Italian Labour Ministry, Carabinieri, the Italian High Council of the Judiciary (Consiglio Superiore Della Magistratura), Azienda Trasporti Milanesi (ATM), multiple airports, several banks, the Ministry of Infrastructure and Transport.https://www.redhotcyber.com/post/attacco-informatico-alla-consiglio-superiore-della-magistratura/Italy Russian Federation

The pro-Russian hacktivist group KillNet starts its campaign agan Italy and takes down multiple websites including the Italian Labour Ministry, Carabinieri, the Italian High Council of the Judiciary (Consiglio Superiore Della Magistratura), Azienda Trasporti Milanesi (ATM), multiple airports, several banks, the Ministry of Infrastructure and Transport.https://www.redhotcyber.com/post/attacco-informatico-alla-consiglio-superiore-della-magistratura/Italy Russian Federation
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The pro-Russian hacktivist group KillNet starts its campaign agan Italy and takes down multiple websites including the Italian Labour Ministry, Carabinieri, the Italian High Council of the Judiciary (Consiglio Superiore Della Magistratura), Azienda Trasporti Milanesi (ATM), multiple airports, several banks, the Ministry of Infrastructure and Transport.https://www.redhotcyber.com/post/attacco-informatico-alla-consiglio-superiore-della-magistratura/Italy Russian Federation

The pro-Russian hacktivist group KillNet starts its campaign agan Italy and takes down multiple websites including the Italian Labour Ministry, Carabinieri, the Italian High Council of the Judiciary (Consiglio Superiore Della Magistratura), Azienda Trasporti Milanesi (ATM), multiple airports, several banks, the Ministry of Infrastructure and Transport.https://www.redhotcyber.com/post/attacco-informatico-alla-consiglio-superiore-della-magistratura/Italy Russian Federation

Collins Electrical Construction Company discloses a data breach stemming from an unauthorized access to the network.https://cybernews.com/news/five-cyberattacks-one-day-us-data-risk/United States of AmericaUndetermined

The Ukraine's computer emergency response team, CERT-UA, identifies a cyber-espionage campaign carried on by an unidentified threat actor named UAC-0063, targeting an undisclosed government agency in Ukraine.https://therecord.media/cyber-espionage-ukraine-uac-0063-cert-uaUkraine Undetermined

Pineland Schools is added to the LockBit ransomware site with some files as proof of claim. The attackers claim  to have 64GB of data.https://www.databreaches.net/two-more-school-districts-hit-by-ransomware-pineland-schools-uniondale-union-free-school-district/United States of AmericaUndetermined

Uniondale Union Free School District (UUFSD) in New York is added to Medusa's leak site with some files leaked.https://www.databreaches.net/two-more-school-districts-hit-by-ransomware-pineland-schools-uniondale-union-free-school-district/United States of AmericaUndetermined

Point32Health, a New England health insurance firm serving more than two million people, is dealing with a ransomware attack impacting several of its systems.https://therecord.media/point32health-hit-with-ransomware-attackUnited States of AmericaUndetermined

MAC Pizza Management files a notice of data breach after learning that confidential information belonging to thousands of people was compromised following a ransomware attack.https://www.jdsupra.com/legalnews/mac-pizza-files-notice-of-data-breach-7600736/United States of AmericaUndetermined

The Chattanooga Heart Institute notifies more than 170,000 patients and others that hackers may have stolen their sensitive personal and medical information in a cyberattack detected in April. The Karakurt ransomware group claimed credit for the hack a month later.https://www.bankinfosecurity.com/tennessee-heart-clinic-tells-170000-hacking-data-breach-a-22712United States of AmericaUndetermined

Valid Certificadora, a Brazilian firm that issues digital certificates used by both businesses and public entities is added to the CrossLock ransomware leak site.https://www.databreaches.net/bits-n-pieces-trozos-y-piezas-37/Brazil Undetermined

Multi-chain lending protocol Hundred Finance suffers a security breach, which results in the theft of approximately $7M worth of assets.https://cryptopotato.com/defi-protocol-hundred-finance-loses-7m-in-latest-exploit/UndeterminedUndetermined

International Chapter of the P.E.O. Sisterhood (P.E.O.) files a notice of data breach after learning that a recent ransomware attack resulted in an unauthorized party gaining access to confidential consumer information.https://www.jdsupra.com/legalnews/international-chapter-of-the-p-e-o-3424574/United States of AmericaUndetermined

UK-based photo editing, graphic design and publishing software developer Affinity informs its forum members of a data breach.https://www.securityweek.com/creative-software-maker-affinity-informs-customers-of-forum-breach/United Kingdom of Great Britain and Northern IrelandUndetermined

NationsBenefits Holding files a notice of data breach after learning that the company and its customers were affected by the third-party data breach at Fortra.https://web.archive.org/web/20230418223043/https://www.jdsupra.com/legalnews/nationsbenefits-holding-llc-announces-5556008/United States of AmericaUndetermined

Apro, a Chilean company that sells personal protection and industrial safety items, is added to LockBit's leak site.https://www.databreaches.net/bits-n-pieces-trozos-y-piezas-36/Chile Undetermined

Mexico's National Water Commission (Conagua), which manages, protects, and controls national waters in Mexico, is reportedly attacked by the BlackByte ransomware gang.https://www.databreaches.net/bits-n-pieces-trozos-y-piezas-36/Mexico Russian Federation

Caremar (Compagnia Regionale Marittima) has some data dumped in the XSS underground forum.https://www.redhotcyber.com/post/in-vendita-i-dati-dellitaliana-caremar-sul-forum-underground-xss/Italy Undetermined

NCR suffers an outage on its Aloha point of sale platform after being hit by an ransomware attack claimed by the BlackCat/ALPHV gang.https://www.bleepingcomputer.com/news/security/ncr-suffers-aloha-pos-outage-after-blackcat-ransomware-attack/United States of AmericaRussian Federation

Commonwealth Health Physician Network-Cardiology, also known as Great Valley Cardiology (GVC), notifies 181,764 patients of a network breach that resulted in access to protected health informationhttps://www.databreaches.net/commonwealth-health-physician-network-cardiology-notified-181764-patients-of-network-breach/United States of AmericaUndetermined

LÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Â¼rssen, a German manufacturer of military vessels and luxury yachts reportedly suffered a ransomware attack over the Easter holiday.https://therecord.media/german-builder-of-superyachts-and-military-boatsGermany Undetermined

The Karakurt ransomware gang is back and adds Medicalodges to their leak site.https://www.databreaches.net/looks-like-karakurt-is-back/United States of AmericaUndetermined

The Karakurt ransomware gang also adds Petaluma Health Center  to their leak site.https://www.databreaches.net/looks-like-karakurt-is-back/United States of AmericaUndetermined

The LockBit 3.0 ransomware gang claims to have breached Comacchio, an Italian drilling company, and as a proof dumps some data online.https://www.redhotcyber.com/post/attacco-informatico-allitaliana-comacchio-da-parte-di-lockbit-i-samples-sono-online/Italy Undetermined

Fincantieri Marinette Marine, a US commercial and defense shipbuilder with ties to the government, discloses to have been hit by a ransomware attack.https://www.infosecurity-magazine.com/news/us-navy-contractor-cyberattack/United States of AmericaUndetermined

Pinnacle Propane files a notice of data breach after confirming that consumer data within the company's possession was leaked as a result of a recent cyberattack.https://www.jdsupra.com/legalnews/pinnacle-propane-notifies-victims-of-7662898/United States of AmericaUndetermined

The National Security Agency reveals that Russian threat actors have logged into private security cameras in Ukraine coffee shops to collect intelligence on aid convoys.https://www.theguardian.com/world/2023/apr/11/russian-hackers-target-security-cameras-inside-ukraine-coffee-shopsUkraine Undetermined

Hyundai discloses a data breach impacting Italian and French car owners and those who booked a test drive, warning that hackers gained access to personal data.https://www.bleepingcomputer.com/news/security/hyundai-data-breach-exposes-owner-details-in-france-and-italy/France Undetermined

Cornwall Community Hospital, a healthcare facility serving the residents of Cornwall and several other counties in Canada, says it discovered a "network issue" that was later revealed to be a cyberattack.https://therecord.media/canadian-hospital-treatment-delays-cyberattack-ontarioCanada Undetermined

Data from the city of Collegedale is leaked after the city's computer systems were hacked by the BlackByte ransomware gang.https://www.govtech.com/security/collegedale-tenn-has-computer-systems-hacked-restoredUnited States of AmericaRussian Federation

Belgian HR and payroll giant SD Worx suffers a cyberattack causing them to shut down all IT systems for its UK and Ireland services.https://www.bleepingcomputer.com/news/security/sd-worx-shuts-down-uk-payroll-hr-services-after-cyberattack/Belgium Undetermined

RoadSafe Traffic Systems files a notice of data breach after confirming that an unauthorized party was able to bypass the company's data security system, accessing confidential consumer data.https://www.jdsupra.com/legalnews/roadsafe-traffic-systems-inc-notifies-9-1477841/United States of AmericaUndetermined

South Korean cryptocurrency exchange GDAC is the target of attackers, with the platform losing nearly $13M during the attack.https://cryptodaily.co.uk/2023/04/south-korean-exchange-gdac-hacked-loses-23-of-its-assetsKorea (the Republic of)Undetermined

Southern California's San Bernardino County Sheriff's Department says it experienced a "network disruption" to its electronic systems and has referred the problem to the FBI and Department of Homeland Security. https://apnews.com/article/san-bernardino-county-sheriffs-department-network-disruption-fbi-investigation-0b361eaa030d4985fffd5574196d3e7aUnited States of AmericaUndetermined

PRGX Global files a notice of data breach after discovering that an unauthorized party was able to access confidential consumer data stored on the company's computer network.https://www.jdsupra.com/legalnews/prgx-global-inc-notifies-13-231-2850522/United States of AmericaUndetermined

The Kodi Foundation discloses a data breach after hackers stole the organization's MyBB forum database containing user data and private messages and attempted to sell it online.https://www.bleepingcomputer.com/news/security/kodi-discloses-data-breach-after-forum-database-for-sale-online/United States of AmericaUndetermined

BrightSpring Health is listed among the victims of the Money Message ransomware in their leak site.https://www.healthcarefacilitiestoday.com/posts/BrightSpring-Health-Services-Targeted-in-Ransomware-Attack--28485United States of AmericaUndetermined

PharMerica Corporation is listed among the victims of the Money Message ransomware in their leak site.https://thevpn.guru/pharmerica-money-message-data-breach/United States of AmericaUndetermined

The Tompkins-Seneca-Tioga Board of Cooperative Educational Services (TST BOCES), files a notice of data breach after learning about a data security incident that leaked the personal information of over 11,000 individuals.https://www.jdsupra.com/legalnews/tst-boces-files-notice-of-data-breach-2459010/United States of AmericaUndetermined

Apple releases emergency security updates to address two new zero-day vulnerabilities (CVE-2023-28205 and CVE-2023-28206) exploited in attacks to compromise iPhones, Macs, and iPads.https://www.bleepingcomputer.com/news/apple/apple-fixes-two-zero-days-exploited-to-hack-iphones-and-macs/United States of AmericaUndetermined

The police department in Camden County, New Jersey confirmed that it was hit with a ransomware attack and is still investigating the incident.https://therecord.media/camden-county-police-ransomware-new-jersey-philadelphiaUnited States of AmericaUndetermined

The Rochester Public Schools announces that it is canceling classes for all 42 schools it operates after it was hit by a suspected cyberattack.https://therecord.media/minnesota-school-district-cancels-classes-cyberattac-rochesterUnited States of AmericaUndetermined



German drug development giant Evotec discloses it suffered a cyberattack that forced it to take all of its IT systems offline.https://therecord.media/german-drug-company-says-cyberattack-causing-delaysGermany Undetermined

The municipality of Herselt in Belgium has been hit by a cyberattackhttps://web.archive.org/web/20230407153708/https://cyberwarzone.com/herselt-municipality-hit-by-cyberattack/Belgium Undetermined

A leak site called "Abyss" adds 7ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬"7 Dental Implant & Oral Surgery Specialists of San Francisco (7ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬"7) to their site and claims to have leaked 114 GB of the dental practice's files.https://www.turkestrauss.com/2023/04/07/7x7-dental-implant-oral-surgery-specialists-data-breach-investigation/United States of AmericaUndetermined

Aspire Public Schools submits notifications, according to which, it learned that an unauthorized party gained access to one Aspire email account at various times between February 2022 and August 2022.https://www.databreaches.net/aspire-public-schools-reveals-2022-breach-rochester-public-schools-dealing-with-current-attack/United States of AmericaUndetermined

Pacific Union College (PUC) posts a data breach notice on its website after confirming that an April 2023 "cybersecurity issue" turned out to be a ransomware attack by the Trigona group.https://www.jdsupra.com/legalnews/pacific-union-college-acknowledges-7850665/United States of AmericaUndetermined

Killer Instinct, a company that trades high-tech modern adaptations of the archaic long-range weapon, discloses a data breach affecting over 800 users.https://cybernews.com/news/killer-instinct-data-breach/United States of AmericaUndetermined

Lending protocol Sentiment manages to recover the stolen funds from a recent hack by offering the hacker a bounty worth $95,000.https://cointelegraph.com/news/sentiment-recovers-870k-after-negotiations-with-the-hackerUnited States of AmericaUndetermined

BridgeValley Community and Technical College suffers an Akira ransomware attck.https://wvmetronews.com/2023/04/06/bridgevalley-community-and-technical-college-experiences-malware-data-security-incident/United States of AmericaUndetermined

The ALPHV ransomware gang appears to have started leaking data from Essen Medical Associates on its leak site.https://www.databreaches.net/more-breach-news-from-the-u-s-healthcare-sector/United States of AmericaRussian Federation

Freedom Mortgage Corporation files a notice of data breach after learning that confidential consumer data entrusted to the company was subject to unauthorized access through attack on thrid-party vendor.https://www.jdsupra.com/legalnews/freedom-mortgage-customers-social-1702901/United States of AmericaUndetermined

A ransomware attack on Enzo Biochem resulted in the compromise of test information and personal data of nearly 2.5 million people, according to regulatory filings.https://therecord.media/clinical-test-data-of-enzio-biochem-stolenUnited States of AmericaUndetermined

Mortgage Industry Advisory Corporation (MIAC) files a notice of data breach on behalf of FirstBank Puerto Rico after MIAC determined that a cyberattack targeting the company's IT network resulted in FirstBank customer data being leaked.https://www.jdsupra.com/legalnews/firstbank-puerto-rico-announces-data-2253411/United States of AmericaUndetermined

The Israel Postal Company detects a cyber attack from a "hostile party" targeting their computer servers, and shuts down part of its computer systems in response to the attack.https://www.calcalistech.com/ctechnews/article/hj000lsgm3Israel Undetermined

Prescott College files a notice of data breach after the school learned that an unauthorized party had gained access to and removed certain files that were stored on its computer system.https://www.jdsupra.com/legalnews/prescott-college-files-notice-of-recent-1178084/United States of AmericaUndetermined

Woodward Communications files a notice of data breach after experiencing a cybersecurity event that compromised the security of consumer data in the company's possession.https://www.jdsupra.com/legalnews/woodward-communications-inc-files-9306455/United States of AmericaUndetermined

The LockBit 3.0 ransomware gang claims to have hit the Olympia CUSD (Olympia Community Unified School District 16) in Illinois, and post 4 files with personal information as proof.https://www.databreaches.net/illinoiss-olympia-cusd-16-hit-by-lockbit3-0/United States of AmericaUndetermined

Unique Imaging is listed in the Trigona ransomware leak site.https://www.databreaches.net/unwelcome-guest-trigona-ransomware-group-claims-theyve-taken-up-residence-in-unique-imagings-network/United States of AmericaUndetermined

South Jersey Behavioral Health Resources discloses to have suffered a ransomware attack.https://www.hipaajournal.com/iowa-medicaid-soutth-jersey-behavioral-health-resources-breaches/United States of AmericaUndetermined

The pro-Russia hacker group Noname 057(16) announces to be behind a series of DDoS attacks on the Finnish parliament's website as Finland prepares to join the Nato military alliance at a ceremony in Brussels.https://yle.fi/a/74-20025824Finland Russian Federation

The Noname 057(16) group is also believed to be behind a similar attack on at least one other official website as well as the personal website of outgoing Finnish PM Sanna Marin (SDP).https://yle.fi/a/74-20025824Finland Russian Federation

KNVB, the governing body for soccer in the Netherlands, discloses that hackers were able to steal the personal information of its employees during a cyberattack. The LockBit ransomware gangs claims responsibility for the attack.https://therecord.media/netherlands-dutch-football-association-cyberattack-soccerNetherlandsUndetermined

The web site of Check Point, one of Israel's largest cybersecurity companies, is taken down by Anonymous Sudan.https://www.jpost.com/breaking-news/article-736351Israel Sudan

The websites of multiple major universities in Israel, including Tel Aviv University, the Hebrew University of Jerusalem, Ben-Gurion University of the Negev, Haifa University, Weizmann Institute of Science, Open University of Israel and Reichman University, are taken down by Anonymous Sudan.https://www.jpost.com/breaking-news/article-736351Israel Sudan

The websites of multiple major universities in Israel, including Tel Aviv University, the Hebrew University of Jerusalem, Ben-Gurion University of the Negev, Haifa University, Weizmann Institute of Science, Open University of Israel and Reichman University, are taken down by Anonymous Sudan.https://www.jpost.com/breaking-news/article-736351Israel Sudan

The websites of multiple major universities in Israel, including Tel Aviv University, the Hebrew University of Jerusalem, Ben-Gurion University of the Negev, Haifa University, Weizmann Institute of Science, Open University of Israel and Reichman University, are taken down by Anonymous Sudan.https://www.jpost.com/breaking-news/article-736351Israel Sudan

The websites of multiple major universities in Israel, including Tel Aviv University, the Hebrew University of Jerusalem, Ben-Gurion University of the Negev, Haifa University, Weizmann Institute of Science, Open University of Israel and Reichman University, are taken down by Anonymous Sudan.https://www.jpost.com/breaking-news/article-736351Israel Sudan

The websites of multiple major universities in Israel, including Tel Aviv University, the Hebrew University of Jerusalem, Ben-Gurion University of the Negev, Haifa University, Weizmann Institute of Science, Open University of Israel and Reichman University, are taken down by Anonymous Sudan.https://www.jpost.com/breaking-news/article-736351Israel Sudan

The websites of multiple major universities in Israel, including Tel Aviv University, the Hebrew University of Jerusalem, Ben-Gurion University of the Negev, Haifa University, Weizmann Institute of Science, Open University of Israel and Reichman University, are taken down by Anonymous Sudan.https://www.jpost.com/breaking-news/article-736351Israel Sudan

The websites of multiple major universities in Israel, including Tel Aviv University, the Hebrew University of Jerusalem, Ben-Gurion University of the Negev, Haifa University, Weizmann Institute of Science, Open University of Israel and Reichman University, are taken down by Anonymous Sudan.https://www.jpost.com/breaking-news/article-736351Israel Sudan

The websites of multiple major universities in Israel, including Tel Aviv University, the Hebrew University of Jerusalem, Ben-Gurion University of the Negev, Haifa University, Weizmann Institute of Science, Open University of Israel and Reichman University, are taken down by Anonymous Sudan.https://www.jpost.com/breaking-news/article-736351Israel Sudan

In name of OpDenmark, a group of Turkish hacktivists dubbed TurkHackTeam defaces several Banks and Government agencies in Denmark.https://cyberwarzone.com/turkish-hacking-group-turkhackteam-targets-banks-and-government-agencies-in-defacement-attacks/Denmark Turkey

UnitedLex, a legal consulting firm, is hit by the D0nut ransomware gang.https://www.databreaches.net/unitedlex-hit-by-d0nut-ransomware-team-200-gb-of-corporate-files-leaked/United States of AmericaUndetermined

The LockBit 3.0 ransomware gang claims to have breached Errebielle, an Italian company specialized in the production of doors and furniture accessories, and dumps 34 gb of data.https://www.redhotcyber.com/post/attacco-informatico-allitaliana-errebielle-da-parte-di-lockbit-34gb-di-dati-online/Italy Undetermined

Link Audiology, a provider of audiology services,confirms that the protected health information of up to 7,200 current and former patients has been exposed due to the hacking of an employee email account.https://linkaudiology.com/data-breach/United States of AmericaUndetermined

Maimonides Medical Center (MMC) posts a notice on its website informing patients of a recent data breach after learning that hackers were able to illegally obtain access to confidential patient information.https://www.jdsupra.com/legalnews/maimonides-medical-center-posts-notice-6184604/United States of AmericaUndetermined

The Jefferson County School System discloses it was the victim of a ransomware computer attack during Spring Break.https://www.govtech.com/education/k-12/jefferson-county-schools-hit-by-ransomwareUnited States of AmericaUndetermined

The Isaac Regional Council, a local government body in the central Queensland area of Australia, discloses that a ransomware attack targeted its internal systems and resulted in reduced customer service capabilities.https://www.databreachtoday.com/breach-roundup-uber-nebu-oakland-california-a-21640Australia Undetermined

A hacker returned assets worth $465,000 stolen from Allbridge, taking up the multichain token bridge's offer of a white hat bounty and no legal proceedings. The compensation plan came into place after the hacker drained $573,000 by manipulating Allbridge's swap price function.https://www.databreachtoday.com/cryptohack-roundup-thieves-return-stolen-funds-a-21642Ukraine Undetermined

One of the major Ethereum MEV bots is targeted in an attack, apparently by one of the blockchain's validators, resulting in the loss of almost $20 million.https://www.coindesk.com/business/2023/04/03/ethereum-mev-bot-gets-attacked-for-20m-as-validator-strikes-back/SwitzerlandUndetermined

Canadian diversified software company Constellation Software confirmes that some of its systems were breached by threat actors who also stole personal information and business data. The BlackCat ransomware gangs claims responsibility for the attack.https://securityaffairs.com/144974/cyber-crime/experts-temporary-distrupted-redline-stealer-op.htmlCanada Russian Federation

South Suburban Surgical Suites reports a breach of a legacy Microsoft Office 365-hosted business email account.https://www.hipaajournal.com/healthcare-providers-and-vendors-confirm-recent-phi-disclosure-incidents/United States of AmericaUndetermined

Amazon's PillPack notifies consumers that an unauthorized person took customer emails and passwords to log into 19,032 PillPack accounts.https://www.beckershospitalreview.com/cybersecurity/amazons-pillpack-suffers-data-breach.htmlUnited States of AmericaUndetermined

The State Service of Special Communications and Information Protection of Ukraine (SSCIP) reveals that Russian hackers took a sudden interest in obtaining personal data and mounted successful attacks against more than one-third of the country's largest insurers.https://www.bankinfosecurity.com/russian-hackers-target-ukrainians-personal-data-says-kyiv-a-22097Ukraine Russian Federation

Benefit Management announces a data breach after learning that confidential patient information in the company's care was subject to unauthorized access due to a phishing attack.https://www.jdsupra.com/legalnews/benefit-management-llc-notifies-1479668/United States of AmericaUndetermined

The Chilean IT multinational SONDA, which has a presence in 11 countries, is placed on the leaks page of the ransomware threat actor Medusa Locker.https://www.databreaches.net/bits-n-pieces-trozos-y-piezas-35/Chile Undetermined

The Instituto De EducaciÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Â³n Secundaria Ies Emilio Canalejo Olmeda (IESCO) is hit by the pro-Russian Stormous ransomware group.https://www.databreaches.net/bits-n-pieces-trozos-y-piezas-34/Spain Russian Federation

Blauw, a dutch marketing firm suffers a data breach affecting 1.5 million individuals.https://nltimes.nl/2023/03/30/heineken-cz-also-part-major-dutch-data-breach-15-million-affectedNetherlandsUndetermined

At least eight new healthcare providers reveal to have been involved in the breach of Adelanto HealthCare Ventures, a consulting firm supporting healthcare organizations.https://www.scmagazine.com/news/breach/healthcare-vendor-reports-breach-from-2021-at-least-9-providers-impactedUnited States of AmericaUndetermined

Our Lady of the Lake University (OLLU) posts a notice of data breach on its website after the institution learned that an unauthorized party was able to access and remove files containing confidential student information from its computer system.https://www.jdsupra.com/legalnews/our-lady-of-the-lake-university-posts-8519510/United States of AmericaUndetermined

Southwest Healthcare Services files a notice of data breach after the organization learned that an unauthorized party was able to access confidential patient information stored on its computer system.https://www.jdsupra.com/legalnews/southwest-healthcare-services-announces-1734352/United States of AmericaUndetermined

Lewis & Clark College in Oregon is the victim of a ransomware attack by Vice Society.https://www.databreaches.net/attacked-by-vice-society-earlier-this-month-lewis-clark-finds-files-with-personal-information-have-now-been-leaked/United States of AmericaUndetermined

The Neue ZÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Â¼rcher Zeitung (NZZ) shuts down the newspaper production system after a ransomware attack.https://unternehmen.nzz.ch/2023/05/cyberangriff-auf-das-unternehmen-nzz-veroeffentlichung-von-nzz-daten-im-darknet/UndeterminedUndetermined

T-Mobile discloses the second data breach of 2023 after discovering that attackers had access to the personal information of 836 customers for more than a month, starting late February 2023.https://www.bleepingcomputer.com/news/security/t-mobile-discloses-second-data-breach-since-the-start-of-2023/United States of AmericaUndetermined

Catholic Health posted notice of a third-party data breach following an incident at one of the organization's vendors, Minimum Data Set Consultants.https://www.jdsupra.com/legalnews/catholic-health-announces-third-party-7280678/United States of AmericaUndetermined

The Insurance Information Bureau of India (IIB) discloses a ransomware attack.https://timesofindia.indiatimes.com/city/hyderabad/russian-hackers-carry-out-ransomware-attack-iib-hit/articleshow/100433653.cmsIndia Undetermined



Phoenician Medical Center and its affiliates, Phoenix Neurological & Pain Institute and Laser Surgery Center (PMC), file a notice of data breach after discovering that an unauthorized party accessedÃƒÂ¢Ã¢Â‚Â¬"and potentially stoleÃƒÂ¢Ã¢Â‚Â¬"patient data.https://www.jdsupra.com/legalnews/phoenician-medical-center-inc-notifies-2077858/United States of AmericaUndetermined

Life Management Center of Northwest Florida experiences a data security incident that may have involved personal and / or protected health information belonging to certain current and former patients and employees.https://www.hipaajournal.com/lockbit-ransomware-group-threatens-to-publish-stolen-cancer-patient-data/United States of AmericaUndetermined

Broomfield Skilled Nursing and Rehabilitation Center reaches an agreement for a March 2021 data breach, when t two employee email accounts were compromised. https://www.databreaches.net/broomfield-skilled-nursing-and-rehabilitation-center-settles-breach-related-charges-with-colorado-attorney-general/United States of AmericaUndetermined

A group of hackers claims to have broken into the email accounts of a Russian colonel, revealing personal information and military secrets.https://www.vice.com/en/article/bvjxmv/hackers-claim-to-dox-russian-war-criminal-convince-his-wife-to-do-patriotic-photoshootRussian FederationUkraine

TMX Finance and its subsidiaries TitleMax, TitleBucks, and InstaLoan have collectively disclosed a data breach that exposed the personal data of 4,822,580 customers.https://www.bleepingcomputer.com/news/security/consumer-lender-tmx-discloses-data-breach-impacting-48-million-people/Canada Undetermined

Santa Clara Family Health Plan (SCFHP) files a notice of data breach after learning that confidential consumer information in the company's possession was subject to unauthorized access.https://www.jdsupra.com/legalnews/santa-clara-family-health-plan-notifies-3997832/United States of AmericaUndetermined

Sarah D. Culbertson Memorial Hospital informs the public that staff had discovered a "network disruption" on March 30.https://therecord.media/illinois-hospital-network-back-online-after-cyberattackUnited States of AmericaUndetermined

Evide, a data management company in Northern Ireland, is hit with a ransomware attack.https://www.thejournal.ie/investigation-cyber-attack-ireland-charities-6045882-Apr2023/Ireland Undetermined

NextGen Healthcare, a U.S.-based provider of electronic health record software, admits that hackers breached its systems and stole the personal data of 1.05 million patients.https://techcrunch.com/2023/05/08/nextgen-healthcare-data-breach/United States of AmericaUndetermined

MasterCorp, Inc. files a notice of data breach after learning that an unauthorized party had gained access to files containing confidential consumer information stored on the company's computer network.https://www.jdsupra.com/legalnews/mastercorp-inc-files-notice-of-data-9902949/United States of AmericaUndetermined

The LockBit 3.0 ransomware gang claims to have breached the South Korean National Tax Service and threatens to leak the stolen data.https://securityaffairs.com/144342/cyber-crime/lockbit-south-korean-national-tax-service.htmlKorea (the Republic of)Undetermined

The LockBit ransomware group leaks data it stole from Washington County Sheriff's Office in northeastern Florida.https://therecord.media/florida-sheriff-data-leak-lockbit-ransomwareUnited States of AmericaUndetermined

NoName057(16), an anti-Ukrainian hacktivist collective, takes down the website of the French National Assembly in retaliation for France's support for Ukraine. https://cybernews.com/news/kremlin-hackers-strike-french-parliament/France Russian Federation

NoName057(16), an anti-Ukrainian hacktivist collective, takes down the website of the Children's Parliament in retaliation for France's support for Ukraine. https://cybernews.com/news/kremlin-hackers-strike-french-parliament/France Russian Federation

The Play ransomware group claims to have hit BMW France, but in reality the victim turns out to be a local dealer.https://therecord.media/bmw-says-play-ransomware-only-hit-local-dealershipFrance Undetermined

The hospitality giant in Australia, Meriton Suites, discloses that hackers had stolen nearly 36 gigabytes of data.https://www.databreachtoday.com/breach-roundup-lumen-qnap-ncb-toyota-italy-a-21570Australia Undetermined

The Newton Public Schools district cancels all classes after a computer network breach.https://www.databreaches.net/ks-newton-schools-closed-after-network-security-breach/United States of AmericaUndetermined

The Vascular Center of Intervention is hit with a BianLian ransomware attack.https://www.databreaches.net/the-vascular-center-of-intervention-breach-what-their-notification-says-and-what-it-didnt-say/United States of AmericaChina

Lancaster Orthopedic Group discloses an unauthorized access to its network.https://www.hipaajournal.com/24400-rite-aid-customers-had-personal-informatiion-compromised-in-may-cyberattack/United States of AmericaUndetermined

Tecnosys Italia is hit with a LockBit 3.0 ransomware attack.https://www.redhotcyber.com/post/attacco-informatico-allitaliana-tecnosysitalia-da-parte-di-lockbit-tra-9gg-i-dati-online/Italy Undetermined

AudienceView, an online ticketing platform, discloses to have been hit by a cyber attack impacting students at dozens of the biggest universities and colleges in the U.S. and Canada.https://therecord.media/universities-affected-by-ticketing-software-cyberattack-audienceviewUnited States of AmericaUndetermined

Majestic Care files a notice of data breach after learning that hackers successfully launched a cyberattack, giving them access to confidential information belonging to current and former residents and staff members. https://www.jdsupra.com/legalnews/majestic-care-files-notice-of-data-8668771/United States of AmericaUndetermined

Central National Bank files a notice of data breach after learning that confidential client data entrusted to the bank was leaked following a cybersecurity event.https://www.jdsupra.com/legalnews/central-national-bank-notifies-texas-ag-7514080/United States of AmericaUndetermined

Sparta Community Hospital District in Illinois confirms that the protected health information of up to 900 patients has been exposed and potentially obtained by an unauthorized individual who accessed an employee email account from March 27, 2023, to March 28, 2023.https://www.beckershospitalreview.com/cybersecurity/illinois-hospital-says-hacker-accessed-employee-email-account.htmlUnited States of AmericaUndetermined

Crown Resorts, Australia's largest gambling and entertainment company, confirms that it suffered a ransomware attack after its GoAnywhere secure file-sharing server was breached using the CVE-2023-0669 zero-day vulnerability.https://www.bleepingcomputer.com/news/security/crown-resorts-confirms-ransom-demand-after-goanywhere-breach/Australia Undetermined

The Tanbridge House School is listed in the Ransom House ransomware gang leak site.https://therecord.media/ransomware-school-england-tanbridge-houseUnited Kingdom of Great Britain and Northern IrelandUndetermined

A recent NullMixer campaign hits targets in Italy, France and North America.https://securityaffairs.com/144092/malware/maas-threats-delivered-through-nullmixer-malware.htmlCanada Undetermined

Lumen Technologies tells regulators that it had discovered two cybersecurity incidents, including a ransomware attack that has been degrading services for some enterprise customers.https://therecord.media/telecom-giant-lumen-discovered-two-cyber-intrusionsUnited States of AmericaUndetermined

Bright Horizons Family Solutions files a notice of data breach after learning that an unauthorized actor logged on to the company's corporate system and stole files containing confidential employee information.https://www.jdsupra.com/legalnews/bright-horizons-notifies-current-and-7006622/United States of AmericaUndetermined

The Medusa ransomware gang claims responsibility for a cyberattack on the Open University of Cyprus (OUC), which caused severe disruptions of the organization's operations.https://www.bleepingcomputer.com/news/security/medusa-ransomware-claims-attack-on-open-university-of-cyprus/Cyprus Undetermined

Network infrastructure provider CommScope confirms that it suffered a ransomware attack and is investigating claims of stolen information leaked on the dark web by the Vice Society ransomware gang.https://www.bleepingcomputer.com/news/security/general-bytes-bitcoin-atms-hacked-using-zero-day-15m-stolen/United States of AmericaUndetermined

Onix Group publishes a "Notice of Data Security Incident" press release after learning that a recent ransomware attack resulted in an unauthorized party being able to access confidential consumer data in the company's possession.https://www.jdsupra.com/legalnews/onix-group-llc-announces-data-breach-4296104/United States of AmericaUndetermined

Mountrail County Medical Center is affected by a cybersecurity incident at its imaging vendor, DMS Health Technologies.https://www.hipaajournal.com/oak-valley-hospital-district-cyberattack-impacts-284k-patients/United States of AmericaUndetermined

Sun Pharmaceuticals, the largest pharmaceutical company in India confirms a ransomware attack in its regulatory filings, explaining that the incident involved the theft of company data and personal information.https://therecord.media/sun-pharma-india-ransomware-attackIndia Russian Federation

ATAC, the company managing the public transportation of the city of Rome, is hit by a DDoS attack launched by the pro-Russian NoName057(16) collective.https://www.redhotcyber.com/post/follow-up-ddos-al-sistema-dellatac-sempre-noname05716/Italy Russian Federation

MW Components files a notice of data breach after discovering that an unauthorized party was able to access certain information contained on its computer network after a ransomware attack.https://www.jdsupra.com/legalnews/mw-components-announces-data-breach-3836944/United States of AmericaUndetermined

A new wave of DDoS attacks by the NoName057(16) collective hits several websites in Italy including the Constitutional Court, and the National Authority of Transports.https://www.redhotcyber.com/post/follow-up-di-noname05716-sulla-infrastrutture-italiane-colpita-autorita-trasporti-e-corte-costituzionale/Italy Russian Federation

The Italian manufacturing Cospec is hit with a RansomHouse ransomware attack.https://www.redhotcyber.com/post/attacco-informatico-allitaliana-cospec-ransomhouse-pubblica-i-dati-online/Italy Undetermined

SLT Lending SPV, the company that owns and operates Sur La Table, files a notice of data breach after confirming that an unauthorized party accessed certain files on the company's computer network that contained confidential employee information.https://www.jdsupra.com/legalnews/sur-la-table-confirms-march-2023-data-5186388/United States of AmericaUndetermined

Fabrega Molino is Panamanian law firm is reportedly hacked by the BlackCat ransomware gang, which claims to have 113GB of files.https://www.databreaches.net/bits-n-pieces-trozos-y-piezas-33/Panama Russian Federation

The Clop ransomware gang adds the government of Tasmania to its list of organizations breached via the CVE-2023-0669 Fortra GoAnywhere MFT Vulnerability,https://therecord.media/tasmania-added-to-clop-ransomware-listAustralia Undetermined

The French IT company ATOS confirms that Nimbix, a subsidiary, suffered a Clop ransomware attack occurred exploiting the CVE-2023-0669 Fortra GoAnywhere MFT Vulnerability.https://atos.net/en/2023/news_2023_03_24/security-statementFrance Undetermined

The Italian Municipality of Taggia is hit by the RansomHouse ransomware gang.https://www.redhotcyber.com/post/attacco-ransomware-al-comune-di-taggia-e-stata-ransomhouse-e-pubblica-i-dati-online/Italy Undetermined

The Australian pension fund NGS Super confirms a cyberattack that occurred earlier this month, in which "some limited data" was stolenhttps://www.databreachtoday.com/breach-roundup-lumen-qnap-ncb-toyota-italy-a-21570Australia Undetermined

The University of New Orleans restores its network after the Louisiana State Police said it found evidence that their systems had been compromised.https://therecord.media/louisiana-colleges-shut-down-systems-compromise-university-of-new-orleansUnited States of AmericaUndetermined

The LSU Agricultural Center restores its network after the Louisiana State Police said it found evidence that their systems had been compromised.https://therecord.media/louisiana-colleges-shut-down-systems-compromise-university-of-new-orleansUnited States of AmericaUndetermined

The Nunez Community College restores its network after the Louisiana State Police said it found evidence that their systems had been compromised.https://therecord.media/louisiana-colleges-shut-down-systems-compromise-university-of-new-orleansUnited States of AmericaUndetermined

The River Parishes Community College restores its network after the Louisiana State Police said it found evidence that their systems had been compromised.https://therecord.media/louisiana-colleges-shut-down-systems-compromise-university-of-new-orleansUnited States of AmericaUndetermined

The Southern University at Shreveport restores its network after the Louisiana State Police said it found evidence that their systems had been compromised.https://therecord.media/louisiana-colleges-shut-down-systems-compromise-university-of-new-orleansUnited States of AmericaUndetermined

Nearly half a million people have their sensitive financial information leaked during a cyberattack on NCB Management Services ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬" a company that purchases debt.https://therecord.media/debt-buyer-cyberattack-data-breachUnited States of AmericaUndetermined

American Pain and Wellness files a notice of data breach after learning that an unauthorized party was able to access confidential patient data stored on the company's computer network.https://www.jdsupra.com/legalnews/american-pain-and-wellness-pllc-files-3796162/United States of AmericaUndetermined

Tri Counties Bank posts a "Network Outage Update" after determining that a recent ransomware attack may have resulted in confidential consumer data being exposed to hackers.https://www.jdsupra.com/legalnews/did-the-tri-counties-bank-ransomware-5307668/United States of AmericaUndetermined

Frideres Dental confirms that the protected health information of 1,596 patients was potentially compromised in a cyberattack. https://www.hipaajournal.com/hacking-incidents-reported-by-chippewa-county-and-frideres-dental/United States of AmericaUndetermined

Some United States Postal Service workers in the eastern North Carolina and Jacksonville area lose their paychecks due to a cyber attack.https://www.databreaches.net/cyber-breach-affects-eastern-nc-postal-service/United States of AmericaUndetermined

The University of the People (UoPeople) files a notice of data breach after learning that an unauthorized party was able to access confidential information stored on the school's SharePoint platform.https://www.jdsupra.com/legalnews/university-of-the-people-notifies-1284375/United States of AmericaUndetermined



The BlackCat ransomware gang claims to have breached Noteboom, a law firm.https://www.databreaches.net/noteboom-the-law-firm-hit-by-blackcat/United States of AmericaRussian Federation

The Play ransomware group threatens to dump personal and confidential data, projects and employee payroll information of Switzerland-based CH Media if its ransom demands are not met.https://www.databreachtoday.com/breach-roundup-hyundai-yum-brands-dutch-raidforums-users-a-21674SwitzerlandUndetermined

Tennessee Orthopaedic Clinics (TOC) files a notice of data breach after determining that an unauthorized party was able to access confidential patient data stored on the company's computer network.https://www.jdsupra.com/legalnews/tennessee-orthopaedic-clinics-notifies-4908917/United States of AmericaUndetermined

Pharm-Pacc files a notice of data breach after discovering that an unauthorized party gained access to its computer network.https://www.jdsupra.com/legalnews/pharm-pacc-announces-files-notice-of-4483159/United States of AmericaUndetermined

Piedmont Healthcare confirms to have been affected by a cyberattack on its claims processing and administrative services provider, Pharm-Pacc.https://www.hipaajournal.com/236000-fairfax-oral-and-maxillofacial-surgery-ransomware-attack/United States of AmericaUndetermined

The City of Toronto appears among Clop ransomware gang's latest victims hit in the ongoing GoAnywhere hacking spree.https://www.bleepingcomputer.com/news/security/city-of-toronto-confirms-data-theft-clop-claims-responsibility/Canada Undetermined

Munich Re, the German insurance company, appears among Clop ransomware gang's latest victims hit in the ongoing GoAnywhere hacking spree.https://www.bleepingcomputer.com/news/security/city-of-toronto-confirms-data-theft-clop-claims-responsibility/Germany Undetermined

Procter & Gamble (P&G) appears among Clop ransomware gang's latest victims hit in the ongoing GoAnywhere hacking spree.https://cybernews.com/news/procter-gamble-goanywhere-bug-breach-clop/Germany Undetermined

Mexican airline Volaris appears among Clop ransomware gang's latest victims hit in the ongoing GoAnywhere hacking spree.https://cybernews.com/news/virgin-group-cl0p-ransomware-gang-victim/Mexico Undetermined

Virgin Red, the Virgin Rewards program, appears among Clop ransomware gang's latest victims hit in the ongoing GoAnywhere hacking spree.https://www.bleepingcomputer.com/news/security/city-of-toronto-confirms-data-theft-clop-claims-responsibility/United Kingdom of Great Britain and Northern IrelandUndetermined

The UK's Pension Protection Fund (PPF) appears among Clop ransomware gang's latest victims hit in the ongoing GoAnywhere hacking spree.https://www.bleepingcomputer.com/news/security/city-of-toronto-confirms-data-theft-clop-claims-responsibility/United Kingdom of Great Britain and Northern IrelandUndetermined

US-based TV network Gray Television appears among Clop ransomware gang's latest victims hit in the ongoing GoAnywhere hacking spree.https://cybernews.com/news/virgin-group-cl0p-ransomware-gang-victim/United States of AmericaUndetermined

Pluralsight appears among Clop ransomware gang's latest victims hit in the ongoing GoAnywhere hacking spree.https://cybernews.com/news/virgin-red-pluralsight-munichre-downplay-clop-attacks/United States of AmericaUndetermined

The Walsall Healthcare NHS Trust, which runs Walsall Manor Hospital, discloses that it has been impacted by a "contained" cyber incident.https://therecord.media/hospital-cyberattack-walsall-englandUnited Kingdom of Great Britain and Northern IrelandUndetermined

Wisconsin Court System is hit with a DDoS attack.https://therecord.media/wisconsin-court-system-hit-with-ddos-attackUnited States of AmericaUndetermined

Attackers steal the personal data of about one million of users from kids' tech coding camp iD Tech.https://techcrunch.com/2023/03/23/id-tech-kids-tech-camp-data-breach/United States of AmericaUndetermined

Astral Brands, a beauty product company is breached in a cyberattack, exposing the financial data of hundreds of customers.https://cybernews.com/news/astral-brands-data-breach/United States of AmericaUndetermined

UI Community HomeCare, a subsidiary of University of Iowa Health System, files a notice of data breach after learning that confidential consumer information that had been entrusted to the company was subject to unauthorized access after a ransomware attack.https://www.jdsupra.com/legalnews/ui-community-homecare-files-notice-of-8252280/United States of AmericaUndetermined

Atlanta Postal Credit Union (APCU) files a notice of data breach after learning that a recent ransomware attack compromised the confidential information of some bank customers.https://www.jdsupra.com/legalnews/atlanta-postal-credit-union-files-5414645/United States of AmericaUndetermined

Private equity firm Onex joins the list of the victims of the Clop ransomware attack carried out exploiting the CVE-2023-0669 Fortra GoAnywhere MFT Vulnerability,https://techcrunch.com/2023/03/22/fortra-goanywhere-ransomware-attack/Canada Undetermined

Rehab and mental health provider Homewood Health joins the list of the victims of the Clop ransomware attack carried out exploiting the CVE-2023-0669 Fortra GoAnywhere MFT Vulnerability,https://techcrunch.com/2023/03/22/fortra-goanywhere-ransomware-attack/Canada Undetermined

Swiss pharmaceutical giant Galderma joins the list of the victims of the Clop ransomware attack carried out exploiting the CVE-2023-0669 Fortra GoAnywhere MFT Vulnerability,https://techcrunch.com/2023/03/22/fortra-goanywhere-ransomware-attack/SwitzerlandUndetermined

Colombian energy giant Grupo Vanti joins the list of the victims of the Clop ransomware attack carried out exploiting the CVE-2023-0669 Fortra GoAnywhere MFT Vulnerability,https://techcrunch.com/2023/03/22/fortra-goanywhere-ransomware-attack/Colombia Undetermined

England-based affordable housing provider Guinness Partnership joins the list of the victims of the Clop ransomware attack carried out exploiting the CVE-2023-0669 Fortra GoAnywhere MFT Vulnerability,https://techcrunch.com/2023/03/22/fortra-goanywhere-ransomware-attack/United Kingdom of Great Britain and Northern IrelandUndetermined

Payment software startup AvidXchange joins the list of the victims of the Clop ransomware attack carried out exploiting the CVE-2023-0669 Fortra GoAnywhere MFT Vulnerability,https://techcrunch.com/2023/03/22/fortra-goanywhere-ransomware-attack/United States of AmericaUndetermined

Healthcare call center provider ITx Companies joins the list of the victims of the Clop ransomware attack carried out exploiting the CVE-2023-0669 Fortra GoAnywhere MFT Vulnerability,https://techcrunch.com/2023/03/22/fortra-goanywhere-ransomware-attack/United States of AmericaUndetermined

Child mental health startup Brightline joins the list of the victims of the Clop ransomware attack carried out exploiting the CVE-2023-0669 Fortra GoAnywhere MFT Vulnerability,https://techcrunch.com/2023/03/22/fortra-goanywhere-ransomware-attack/United States of AmericaUndetermined

Events planner Emerald Expositions joins the list of the victims of the Clop ransomware attack carried out exploiting the CVE-2023-0669 Fortra GoAnywhere MFT Vulnerability,https://techcrunch.com/2023/03/22/fortra-goanywhere-ransomware-attack/United States of AmericaUndetermined

MedMinder joins the list of the victims of the Clop ransomware attack carried out exploiting the CVE-2023-0669 Fortra GoAnywhere MFT Vulnerability,https://techcrunch.com/2023/03/22/fortra-goanywhere-ransomware-attack/United States of AmericaUndetermined

Retail banking company Avidia Bank joins the list of the victims of the Clop ransomware attack carried out exploiting the CVE-2023-0669 Fortra GoAnywhere MFT Vulnerability,https://techcrunch.com/2023/03/22/fortra-goanywhere-ransomware-attack/United States of AmericaUndetermined

Medex Healthcare joins the list of the victims of the Clop ransomware attack carried out exploiting the CVE-2023-0669 Fortra GoAnywhere MFT Vulnerability,https://techcrunch.com/2023/03/22/fortra-goanywhere-ransomware-attack/United States of AmericaUndetermined

Cornerstone Home Lending joins the list of the victims of the Clop ransomware attack carried out exploiting the CVE-2023-0669 Fortra GoAnywhere MFT Vulnerability,https://techcrunch.com/2023/03/22/fortra-goanywhere-ransomware-attack/United States of AmericaUndetermined

The Italian Ministry of Infrastructure and Transport is taken down by a DDoS attack launched by the pro-Russian hacktivists of the NoName057(16) collective.https://www.redhotcyber.com/post/noname057-attacca-il-ministero-delle-infrastrutture-e-dei-trasporti-il-sito-e-offline/Italy Russian Federation

Alliance Healthcare, the fourth largest pharmaceutical distributor in Spain, is hit with a cyber attack.https://cybernews.com/news/cyberattack-alliance-healthcare/Spain Undetermined

US Wellness files a notice of data breach after learning that a data security incident at one of the company's vendors compromised certain customers' protected health information.https://www.prnewswire.com/news-releases/us-wellness-provides-notification-of-data-security-incident-301779022.htmlUnited States of AmericaUndetermined

The Clop ransomware gang claims to have attacked Saks Fifth Avenue on its dark web leak site.https://www.bleepingcomputer.com/news/security/clop-ransomware-claims-saks-fifth-avenue-retailer-says-mock-data-stolen/United States of AmericaUndetermined

M7 Group's Czech and Slovak operator Skylink is the victim of a DDoS attack by Russian threat actors.https://www.broadbandtvnews.com/2023/03/22/skylink-hit-by-hacker-attack/Czechia Russian Federation

Security researchers from Cyble discover a new campaign by the Pakistani cyberespionage group SideCopy APT employing fresh tactics to target workers at India's Defense Research and Development Organization and steal sensitive military secrets.https://www.bankinfosecurity.com/sidecopy-apt-targets-indias-premier-defense-research-agency-a-21512India Pakistan

Australian airline Qantas issues standing orders to its pilots advising them that some of its fleet experienced interference on VHF stations from sources purporting to be the Chinese Military.https://www.theregister.com/2023/03/20/vessels_claiming_to_be_chinese/Australia China

The website of the Costa Rican Consejo Nacional de SupervisiÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Â³n del Sistema Financiero (CONASSIF) is defaced.https://www.databreaches.net/bits-n-pieces-trozos-y-piezas-33/Costa RicaUndetermined

The Twitter account of one of the leading news channels in India ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬" News24 ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬" is the victim of a cryptocurrency scheme, with attackers breaching their security to post phishing links of a fake XRP drop.https://cryptopotato.com/crypto-hackers-promote-fake-xrp-airdrop-on-news24-twitter-account/India Undetermined

Ferrari discloses a data breach following a ransom demand received after attackers gained access to some of the company's IT systems.https://www.bleepingcomputer.com/news/security/ferrari-discloses-data-breach-after-receiving-ransom-demand/Italy Undetermined

The Lansing Community College brings systems back online after experiencing a cyberattack that cut off campus Wi-Fi and forced the school to temporarily cancel its online courses.https://therecord.media/lansing-community-college-hit-with-cyberattackUnited States of AmericaUndetermined

Oklahoma City University (OCU) files a notice of data breach after learning that a cyberattack compromised the security of current and former students and employees, https://www.jdsupra.com/legalnews/oklahoma-city-university-notifies-5674983/United States of AmericaUndetermined

A ransomware attack forces the majority of Shoreline Community College students and staff to transition to remote work.https://www.databreaches.net/shoreline-college-website-hacked-officials-investigating/United States of AmericaUndetermined

Fertility Specialists Medical Group files a notice of data breach after confirming that an unauthorized party illegally accessed confidential patient data stored on the company's computer network.https://www.jdsupra.com/legalnews/fertility-specialists-medical-group-8813508/United States of AmericaUndetermined

The High Council of the Judiciary is taken down by a DDoS attack launched by the hacktivists of the pro-Russian NoName057(16) collective.https://www.redhotcyber.com/post/attacco-informatico-al-csm-la-notizia-e-che-in-2-settimane-non-siamo-riusciti-a-fare-nulla/Italy Russian Federation

QIMR Berghofer, an Australian medical research institute, is hit by a data breach after Datatime, a technology company hired by QIMR, suffers a cyber attack.https://www.abc.net.au/news/2023-03-20/australias-largest-cancer-survey-hit-by-data-breach/102105720Australia Undetermined

The Vice Society ransomware gang claims to have hit the Puerto Rico Aqueduct and Sewer Authority (PRASA)https://therecord.media/fbi-investigating-cyberattack-on-puerto-ricoUnited States of AmericaUndetermined

The Italian Zucchetti Kos, a manufacturer of sanitary taps, is hit by the Clop ransomware gang.https://www.redhotcyber.com/post/attacco-informatico-allitaliana-zucchetti-kos-i-dati-sono-stati-pubblicati-dalla-gang-cl0p/Italy Undetermined

The CHC MontlÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Â©gia in LiÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Â¨ge is still down for a cyber attack suffered in November 2022.https://www.databreaches.net/four-months-after-cyberattack-chc-montlegia-hospital-system-still-offline/Belgium Undetermined

Leading Bitcoin ATM maker General Bytes discloses that hackers stole cryptocurrency from the company and its customers using a zero-day vulnerability in its BATM management platform. $1.5M worth are stolen.https://www.bleepingcomputer.com/news/security/general-bytes-bitcoin-atms-hacked-using-zero-day-15m-stolen/United States of AmericaUndetermined

Alaska Railroad Corporation (ARRC) discloses to have suffered a cyber attack compromising the details of 7,413 individuals.https://cybernews.com/news/cyberattack-us-railroad-critical-infrastructure/United States of AmericaUndetermined

Rio Tinto, the world's second-largest metals and mining corporation, ia added to Clop's ransomware list of victims.https://www.reuters.com/technology/rio-tinto-data-vendor-goanywheres-possible-breach-spotted-jan-end-2023-03-24/Australia Undetermined

Investissement QuÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Â©bec, a government organization created to attract businesses to the region, confirms that one of its suppliers was attacked through the GoAnywhere MFT product by the Clop ransomware gang.https://therecord.media/clop-ransomware-adds-dozens-to-goanywhere-victim-listCanada Undetermined



Hitachi Energy confirms it suffered a data breach after the Clop ransomware gang stole data using the GoAnywhere zero-day vulnerability.https://www.bleepingcomputer.com/news/security/hitachi-energy-confirms-data-breach-after-clop-goanywhere-attacks/SwitzerlandUndetermined

The Cooperativa de Electricidad Obras y Servicios PÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Âºblicos de San Antonio de Areco (CEOSP) posts a notice about a malware incident:https://www.databreaches.net/bits-n-pieces-trozos-y-piezas-32/Argentina Undetermined

The NBA (National Basketball Association) notifies fans of a data breach after some of their personal information, "held" by a third-party newsletter service, was stolen.https://www.bleepingcomputer.com/news/security/nba-alerts-fans-of-a-data-breach-exposing-personal-information/United States of AmericaUndetermined

The largest provider of mobile, television, internet and telephone services to the U.S. territories of Guam and the Northern Mariana Islands, Docomo Pacific, recovers from a cyberattack that brought down many of its services.https://therecord.media/guam-telecom-cyberattack-restoreUnited States of AmericaUndetermined

Sunland Asphalt and Construction files a notice of data breach after learning that an unknown actor had gained access to certain parts of the Sunland network that stored confidential consumer information.https://www.jdsupra.com/legalnews/sunland-asphalt-and-construction-llc-2018012/United States of AmericaUndetermined

The Health Plan of San Mateo files a notice of data breach after learning that an unauthorized party was able to access confidential member information stored in an employee's email account.https://www.jdsupra.com/legalnews/the-health-plan-of-san-mateo-reports-5379882/United States of AmericaUndetermined

Associates in Dermatology (AID) files a notice of data breach after a ransomware attack targeting its vendor Virtual Private Network Solutions (VPN Solutions),https://www.jdsupra.com/legalnews/associates-in-dermatology-announces-8303613/United States of AmericaUndetermined

El Camino Health investigates claims of a possible data breach.https://www.databreaches.net/el-camino-health-investigating-claims-of-a-data-breach/United States of AmericaUndetermined

eFile.com, an IRS-authorized e-file software service provider used by many for filing their tax returns, has been caught serving JavaScript malware.https://www.bleepingcomputer.com/news/security/irs-authorized-efilecom-tax-return-software-caught-serving-js-malware/United States of AmericaUndetermined

Village Bank discloses that it experienced a data breach in which the sensitive personal identifiable information in its systems might have been accessed.https://cybernews.com/news/five-cyberattacks-one-day-us-data-risk/United States of AmericaUndetermined

A pro-Russian hacker group, Phoenix, claims to have hacked the Indian Health Ministry, and stolen sensitive information on hospitals, staff, patients and more. https://www.timesnownews.com/india/russian-hackers-target-indian-health-ministrys-website-cyber-intelligence-firm-article-98674867India Ukraine

Australian financial services company Latitude Financial Services reveals that personal information of approximately 14 million individuals might have been compromised in a data breach.https://www.latitudefinancial.com.au/about-us/media-releases/cybercrime-update-27-03-2023.htmlAustralia Undetermined

Happy State Bank (HSB) files a notice of data breach after learning that confidential consumer information stored on the company's computer system was compromised following an email phishing attack.https://www.jdsupra.com/legalnews/happy-state-bank-notifies-10-069-1662365/United States of AmericaUndetermined

The local government of Ballwin, a St. Louis, Missouri suburb is investigating a "network security incident" that is believed to have started last month but is still affecting systems. The Royal ransomware gang claims responsibility for the attack.https://therecord.media/st-louis-suburb-investigating-cyber-incidentUnited States of AmericaUndetermined

The CISA, FBI, and MS-ISAC reveal that a U.S. federal agency's Microsoft Internet Information Services (IIS) web server was hacked by exploiting a critical .NET deserialization vulnerability in the Progress Telerik UI for ASP.NET AJAX component.https://www.bleepingcomputer.com/news/security/us-federal-agency-hacked-using-old-telerik-bug-to-steal-data/United States of AmericaUndetermined

An unknown hacker offers up a cache of 60GB of sensitive files, allegedly stolen from Deutsche Bank by the infamous LockBit ransomware gang. https://cybernews.com/news/deutsche-bank-data-offered-up-on-dark-web/Germany Undetermined

A forum user on BreachForums lists data from the HLA Grupo Hospitalario in Spain for sale. The listing advertises 45,000 patient records and information on 1,600 doctors, with samples provided of each.https://www.databreaches.net/bits-n-pieces-trozos-y-piezas-32/Spain Undetermined

The Municipality of Taggia in Italy is hit with a cyber attack.https://www.redhotcyber.com/post/attacco-informatico-al-comune-di-taggia-chiesti-300-000-dollari-di-riscatto/Italy Undetermined

An attacker steals $390,000 from cross-chain platform Poolz Financehttps://www.databreachtoday.com/cryptohack-roundup-chipmixer-euler-finance-unpatched-bugs-a-21451Saint Vincent and the GrenadinesUndetermined

Autoridad de Acueductos y Alcantarillados (AAA) confirms it suffered a ransomware attack. The attack reportedly affects AAA's electronic customer service systems.https://www.databreaches.net/bits-n-pieces-trozos-y-piezas-32/Puerto RicoUndetermined

Kroger Postal Prescription Services (Kroger PPS) files a notice of data breach after learning that confidential consumer information in the company's possession was subject to unauthorized access.https://www.jdsupra.com/legalnews/kroger-postal-prescription-services-4845634/United States of AmericaUndetermined

Merritt Healthcare Advisors reports a phishing attack that exposed the data of some of its healthcare clients.https://www.hipaajournal.com/tallahassee-memorial-healthcare-patient-data-stolen-in-cyberattack/United States of AmericaUndetermined

Harding, Shymanski & Company files a notice of data breach after learning that an employee's credentials were used to access customer 2021 tax returns, leading to fraudulent 2022 tax returns being filed on behalf of certain patients.https://www.jdsupra.com/legalnews/accounting-firm-harding-shymanski-2624005/United States of AmericaUndetermined

Retirement Clearinghouse files a notice of data breach after learning that an unauthorized party had gained access to an employee email account that contained confidential information pertaining to certain individuals.https://www.jdsupra.com/legalnews/retirement-clearinghouse-notifies-10-1017597/United States of AmericaUndetermined

The smart doorbell and security camera company Ring is allegedly hit with a BlackCat ransomware attack, despite the company denied it was hit.https://www.vice.com/en/article/qjvd9q/ransomware-group-claims-hack-of-amazons-ringUnited States of AmericaRussian Federation

Cybersecurity company Rubrik confirms that its data was stolen using a zero-day vulnerability in the Fortra GoAnywhere secure file transfer platform.https://www.bleepingcomputer.com/news/security/rubrik-confirms-data-theft-in-goanywhere-zero-day-attack/United States of AmericaUndetermined

Researchers from Cyble discover GoatRAT, an Android banking Trojan targeting Brazilian banks.https://www.darkreading.com/attacks-breaches/goatrat-android-trojan-targets-mobile-banking-automated-payment-systemBrazil Undetermined

Researchers from Cyble discover GoatRAT, an Android banking Trojan targeting Brazilian banks.https://www.darkreading.com/attacks-breaches/goatrat-android-trojan-targets-mobile-banking-automated-payment-systemBrazil Undetermined

Researchers from Cyble discover GoatRAT, an Android banking Trojan targeting Brazilian banks.https://www.darkreading.com/attacks-breaches/goatrat-android-trojan-targets-mobile-banking-automated-payment-systemBrazil Undetermined

Kernelware postes data from PetroVietnam, a state-owned oil and gas group.https://www.databreaches.net/data-from-vietnams-state-owned-oil-and-gas-group-and-affiliated-firms-leaked/Viet Nam Undetermined

Kernelware posts data from Long Son Petrochemicalshttps://www.databreaches.net/data-from-vietnams-state-owned-oil-and-gas-group-and-affiliated-firms-leaked/Viet Nam Undetermined

Kernelware postes data from POSCO Engineering & Construction.https://www.databreaches.net/data-from-vietnams-state-owned-oil-and-gas-group-and-affiliated-firms-leaked/Viet Nam Undetermined

The LockBit ransomware group claims to have stolen valuable SpaceX files after breaching the systems of piece part production company Maximum Industries.https://www.securityweek.com/ransomware-group-claims-theft-of-valuable-spacex-data-from-contractor/United States of AmericaUndetermined

Researchers from BlackBerry reveal that the Russian state-backed group known as Nobelium is behind recent attempted cyberattacks on diplomatic entities and government agencies in the European Union via phishing emails with a malicious document attached, using the Polish Foreign Minister's recent visit to the US as a lure.https://therecord.media/nobelium-apt29-cozy-bear-phishing-eu-ukraineUndeterminedRussian Federation

A threat actor leaks some data allegedly stolen from the Italian engineering company Fincantieri. A subsequent analysis reveals that the data was stolen from a third party.https://www.redhotcyber.com/post/una-perdita-di-dati-coinvolge-litaliana-fincantieri-167gb-liberamente-scaricabili-online/Italy Undetermined

Independent Living Systems (ILS), a Miami-based healthcare administration and managed care solutions provider, discloses a data breach that exposed the personal information of 4,226,508 individuals.https://www.bleepingcomputer.com/news/security/healthcare-provider-ils-warns-42-million-people-of-data-breach/United States of AmericaUndetermined

NorthStar Emergency Medical Services discloses a breach that might have given bad actors access to the records of more than 80,000 current and former patients.https://tuscaloosathread.com/data-breach-at-tuscaloosas-northstar-paramedic-services-could-impact-82000-patients/United States of AmericaUndetermined

Voya Financial Advisors (VFA) files a notice of data breach after learning that sensitive consumer information stored on the company's computer system was accessible to an unauthorized party.https://www.jdsupra.com/legalnews/voya-financial-advisors-inc-reports-6569660/United States of AmericaUndetermined

Wymondham College, the largest state boarding school in the United Kingdom, announces that it had been hit by a "sophisticated cyberattack".https://therecord.media/wymondham-college-cyberattack-uk-boarding-schoolUnited Kingdom of Great Britain and Northern IrelandUndetermined

Researchers from Cisco Talos discover a new threat actor named 'YoroTrooper' running cyber-espionage campaigns since at least June 2022, targeting government and energy organizations in Commonwealth of Independent States (CIS) countries, embassies and EU health care agency.https://blog.talosintelligence.com/yorotrooper-espionage-campaign-cis-turkey-europe/UndeterminedUndetermined

Researchers from Cisco Talos discover a new threat actor named 'YoroTrooper' running cyber-espionage campaigns since at least June 2022, targeting government and energy organizations in Commonwealth of Independent States (CIS) countries, embassies and EU health care agency.https://blog.talosintelligence.com/yorotrooper-espionage-campaign-cis-turkey-europe/UndeterminedUndetermined

German automotive and arms manufacturer Rheinmetall suffers a cyberattack. The Pro-Russia hacktivist group Killnet claims responsibility for the attack after the company's talks of constructing a new tank factory in Ukraine.https://www.bleepingcomputer.com/news/security/arms-maker-rheinmetall-confirms-blackbasta-ransomware-attack/Germany Undetermined

Singapore-based cryptocurrency trading platform Bitrue says that $23 million was stolen from one of its own digital wallets.https://therecord.media/bitrue-23million-stolen-cryptocurrencySingapore Undetermined

PharMerica, one of the largest pharmacy service providers in the United States has confirmed that hackers accessed the personal data of almost six million patients.https://www.bleepingcomputer.com/news/security/ransomware-gang-steals-data-of-58-million-pharmerica-patients/United States of AmericaUndetermined

The Hatcher Agency files a notice of data breach after learning that a recent data security incident resulted in confidential consumer information being accessible to an unauthorized party.https://www.jdsupra.com/legalnews/the-hatcher-agency-confirms-data-breach-8817525/United States of AmericaUndetermined

The KalvinSecurity hacker group shares hundreds of documents online containing information on the development of the Sputnik V COVID-19 vaccine, with some including the names of deceased participants of its clinical trials. https://cybernews.com/news/classified-documents-russian-sputnik-vaccine-online/Russian FederationUndetermined

Lubrimetal, an Italian chemical firm, is hit with a LockBit ransomware attack.https://www.redhotcyber.com/post/attacco-informatico-allitaliana-lubrimetal-da-parte-di-lockbit-tra-14gg-i-dati-online/Italy Undetermined

The Play ransomware group adds the Dutch maritime logistics company Royal Dirkzwager to its list of its victims.https://therecord.media/royal-dirkzwager-ransomware-attack-dutch-shippingNetherlandsUndetermined

Lending protocol Euler Finance is hit by a cryptocurrency flash loan attack, with the threat actor stealing $197 million in multiple digital assets.https://www.bleepingcomputer.com/news/security/hackers-steal-197-million-in-crypto-in-euler-finance-attack/United Kingdom of Great Britain and Northern IrelandUndetermined

After an email phishing attack, AllCare Plus Pharmacy reports that 5,971 patients potentially had their protected health information (PHI) exposed.https://healthitsecurity.com/news/ma-pharmacy-falls-victim-to-email-phishing-attack-results-in-phi-exposureUnited States of AmericaUndetermined

The Guam Memorial Hospital is hit wth a cyber attack.https://www.pacificislandtimes.com/post/cyber-attack-hits-guam-hospitalUnited States of AmericaUndetermined

Kannact discloses to have suffered a cyber attack, allegedly carried out by the Cl0p ransomware ganga exploiting the CVE-2023-0669 Fortra GoAnywhere MFT Vulnerability.https://www.databreaches.net/the-fortra-goanywhere-breach-also-affected-healthcare-entities-heres-what-we-know-so-far/United States of AmericaUndetermined

Kline & Specter discloses to have suffered a ransomware attack.https://cybernews.com/news/five-cyberattacks-one-day-us-data-risk/United States of AmericaUndetermined

Kannact files a notice of data breach after determining that a recent data security incident resulted in unauthorized access to confidential consumer information that was in the company's possession.https://www.jdsupra.com/legalnews/kannact-notifies-over-100k-individuals-1891528/United States of AmericaUndetermined

Orrick, Herrington & Sutcliffe, a globla law firm, notifies nearly 153,000 individuals of a hacking incident that compromised several client files.https://www.bankinfosecurity.com/law-firm-hack-affects-victims-earlier-breach-again-a-22633United States of AmericaUndetermined



GSC Game World, the developer of the 'STALKER 2: Heart of Chornobyl' game, warns their systems were breached, allowing threat actors to steal game assets during the attack.https://www.bleepingcomputer.com/news/security/stalker-2-game-developer-hacked-by-russian-hacktivists-data-stolen/Ukraine Undetermined

The Diocese of Las Vegas announces a cybersecurity breach that potentially compromised "sensitive information of its volunteers, parishioners, donors and other stakeholders." https://www.ktnv.com/news/some-sensitive-information-potentially-compromised-diocese-of-las-vegas-reports-cybersecurity-breachUnited States of AmericaUndetermined

The Grupo Hospitalar Vida is hit with a LockBit ransomware attack.https://www.databreaches.net/weekend-update-non-us-hospitals-hit-by-cyberattacks/Brazil Undetermined

Schrader Camargo is listed in the site of the LockBit 3.0 ransomware gang.https://www.databreaches.net/bits-n-pieces-trozos-y-piezas-32/Colombia Undetermined

BontÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Â  Viva, an Italian dairy, is listed in the site of the LockBit 3.0 ransomware gang.https://www.redhotcyber.com/post/attacco-informatico-allitaliana-bonta-viva-tra-12gg-i-dati-online/Italy Undetermined

Centre Hospitalier Universitaire (CHU) Saint-Pierre in Belgium is hit with a cyber attack.https://therecord.media/brussels-hospital-cyberattack-belgium-saint-pierreBelgium Undetermined

The Franklin Mutual Insurance Group (FMI) files a notice of data breach after a ransomware attack resulted in an unauthorized party being able to access consumers' sensitive information.https://www.jdsupra.com/legalnews/the-franklin-mutual-insurance-group-1289433/United States of AmericaUndetermined

The Municipality of Turate in Italy is hit with a cyber attack.https://www.redhotcyber.com/post/attacco-informatico-al-comune-di-turate-un-evento-criminoso-di-forza-maggiore/Italy Undetermined

Medical technology developer Zoll Medical notifies roughly one million individuals that their personal information might have been compromised in a recent data breach.https://www.securityweek.com/zoll-medical-data-breach-impacts-1-million-individuals/United States of AmericaUndetermined

Florida Medical Clinic (FMC) files a notice of data breach after learning that unauthorized actors gained access to the FMC computer system following a ransomware attack.https://www.jdsupra.com/legalnews/florida-medical-clinic-notifies-nearly-2402737/United States of AmericaUndetermined

Community Health Systems Professional Services Company (CHSPSC) files a notice of data breach after the organization learned that a cybersecurity event at Fortra, one of the company's vendors, subjected patient information to unauthorized access.https://www.jdsupra.com/legalnews/chspsc-inc-files-notice-of-data-breach-8059129/United States of AmericaUndetermined

Wilkes-Barre Career and Technical Center in Pennsylvania reportedly thwarts a cyber attack with backup procedures and by shutting down its network.https://www.govtech.com/education/higher-ed/tech-school-prevented-catastrophe-with-antivirus-backupUnited States of AmericaUndetermined

The data from the Autoridad para la ReconstrucciÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Â³n con Cambios (ARCC) are listed by a new group called Dark Power.https://www.databreaches.net/bits-n-pieces-trozos-y-piezas-31/Peru Undetermined

Audio-Technica, the Japanese audio equipment manufacturer, is uploaded to LockBit's dark-web blog, suggesting the company may have been breached by the notorious ransomware gang.https://cybernews.com/news/lockbit-adds-audio-technica-to-victim-list/Japan Undetermined

Bishop Luffa School, a British secondary school, has student data exposed after a likely ransomware attack by the Medusa gang.https://cybernews.com/news/bishop-luffa-school-attack-leak-student-names/United Kingdom of Great Britain and Northern IrelandUndetermined

The Clinica Santa Chiara di Locarno is hit with a cyber attack.https://www.redhotcyber.com/post/attacco-informatico-alla-clinica-santa-chiara-di-locarno-i-dati-esfiltrati-non-contengono-dati-sanitari/SwitzerlandUndetermined

Hawaii's Department of Health says it is sending out breach notification letters after a cyberattack in January gave hackers limited access to the state's death registry.https://therecord.media/hawaii-death-records-system-data-breach-notificationUnited States of AmericaUndetermined

Merced College (MCCD) files a notice of data breach after learning that a ransomware attack resulted in confidential student information being exposed to an unauthorized party.https://www.jdsupra.com/legalnews/merced-college-provides-notice-of-data-9173166/United States of AmericaUndetermined

Trinity Health Corporation files a notice of data breach after learning that a phishing incident resulted in the confidential information of tens of thousands of patients being leaked.https://www.jdsupra.com/legalnews/trinity-health-corporation-reports-data-9963776/United States of AmericaUndetermined

Carvin Software files a notice of data breach after learning that an unauthorized party was able to copy files containing confidential consumer information from the company's computer network.https://www.jdsupra.com/legalnews/carvin-software-data-breach-affects-187-8824546/United States of AmericaUndetermined

Populus Financial files a notice of data breach after experiencing a cybersecurity event that compromised confidential consumer information that had been entrusted to the company.https://www.jdsupra.com/legalnews/populus-financial-group-inc-files-7750417/United States of AmericaUndetermined

Alvaria files a notice of data breach on behalf of Shasta Community Health Center, after Alvaria determined that a recent ransomware attack targeting the company's IT network compromised confidential information related to certain Shasta patients.https://www.jdsupra.com/legalnews/shasta-community-health-center-patients-7173817/United States of AmericaUndetermined

The Accreditation Commission for Education in Nursing (ACEN) files a notice of data breach after learning that its managed file transfer server was compromised, resulting in an unauthorized party being able to access consumers' sensitive information, including their names and Social Security numbers. https://www.jdsupra.com/legalnews/the-accreditation-commission-for-6800062/United States of AmericaUndetermined

A hacker using the alias Kernelware leaks 7.5 GB of customer data with over 72 million entries belonging to HDB Financial Services, a subsidiary of India's largest private bank, HDFC Bank.https://www.hackread.com/hackers-india-hdfc-bank-data-leak/India Undetermined

A Canadian engineering giant Black & McDonald, working with critical military, power and transportation infrastructure across the country is hit with a ransomware attack.https://ca.news.yahoo.com/ransomware-attack-hits-engineering-company-181923913.htmlCanada Undetermined

The Italian IT company Exprivia suffers a possible ransomware attack.https://www.redhotcyber.com/post/attacco-informatico-allitaliana-exprivia-si-tratta-di-un-attacco-alla-supply-chain/Italy Undetermined

Beaver Medical Group (BMG) files a notice of data breach after discovering that a successful email phishing attack provided an unauthorized party with access to files containing confidential patient information.https://www.jdsupra.com/legalnews/beaver-medical-group-files-notice-of-5272247/United States of AmericaUndetermined

Wichita Urology Group notifies 1,493 individuals that unauthorized individuals gained access to its network and potentially viewed or obtained files containing names, prescription information, billing information, and health insurance information.https://www.hipaajournal.com/protected-health-information-exposed-in-5-recent-hacking-incidents/United States of AmericaUndetermined

Northeast Surgical Group notifies 15,298 patients of a HIPAA breach, deriving from a BianLian ransomware attack.https://www.databreaches.net/northeast-surgical-group-notifies-15298-patients-of-a-hipaa-breach-but-doesnt-tell-them-their-information-has-been-dumped/United States of AmericaChina

A group known as Dark Angels claims to have stolen 3 terabytes of corporate and employee information from controversial Brazilian multinational Andrade Gutierrez.https://www.infosecurity-magazine.com/news/brazilian-conglomerate-3tb-data/Brazil Undetermined

Nearly 7 GB of data from the Council of Grenada are posted online by the GhostSec group.https://www.databreaches.net/council-of-granada-database-was-sold-by-hacker-should-anyone-be-concerned/Spain Undetermined

The FBI is investigating a data breach affecting U.S. House of Representatives members and staff after their account and sensitive personal information was stolen from DC Health Link's servers.https://www.bleepingcomputer.com/news/security/fbi-investigates-data-breach-impacting-us-house-members-and-staff/United States of AmericaUndetermined

The same attacker publishes a 12 Gb archive file allegedly containing certificate files, command logs, system configurations and information logs, filesystem archives, scripts, and backup configuration data stolen from Acronis.https://www.securityweek.com/acronis-clarifies-hack-impact-following-data-leak/SwitzerlandUndetermined

Taiwanese computer giant Acer confirms that it suffered a data breach after threat actors hacked a server hosting private documents used by repair technicians and leaked 160GB of data.https://www.bleepingcomputer.com/news/security/acer-confirms-breach-after-160gb-of-data-for-sale-on-hacking-forum/Taiwan (Province of China)Undetermined

Essendant, a wholesale distributor of stationery and office supplies, notifies to be experiencing a multi-day systems "outage" preventing customers and suppliers from placing and fulfilling online orders. Few days after the LockBit ransomware gang claims responsibility for the attack.https://www.bleepingcomputer.com/news/security/lockbit-ransomware-claims-essendant-attack-company-says-network-outage-/United States of AmericaUndetermined

The systems of Attent Zorg en Behandeling, a care facility in the Netherlands, are hacked by the notorious Qilin ransomware group.https://cyberwarzone.com/qilin-ransomware-attack-elderly-care-facility-breached-and-confidential-data-leaked-online/NetherlandsUndetermined

SundaySky files a notice of data breach following a cybersecurity incident in which an unauthorized party copied files containing confidential consumer information.https://www.jdsupra.com/legalnews/sundaysky-inc-notifies-37-095-consumers-9885854/United States of AmericaUndetermined

Bone & Joint began notifies current and former patients and employees of a data breach after experiencing a reported "network outage," resulting in sensitive information in the company's possession being compromised.https://www.jdsupra.com/legalnews/bone-joint-reports-recent-system-outage-9099914/United States of AmericaUndetermined

Credit Control Corporation (CCC), a debt collection services company, falls victim to a cyber attack leading to a data breach that compromised the personal data of numerous healthcare institutions.https://dkrpa.com/rb-corporation-of-virginia-d-b-a-credit-control-corporation-ccc-data-breach-investigation/#:~:text=Unfortunately%2C%20between%20March%202%2C%202023%2C%20and%20March%207%2C,account%20balances%2C%20and%20dates%20of%20service%2C%20was%20exposedUnited States of AmericaUndetermined

Winslow Memorial Hospital, doing business under the name Little Colorado Medical Center (LCMC), files a notice of data breach after learning that an unauthorized party carried out a cyberattack resulting in leaked patient data. https://www.jdsupra.com/legalnews/winslow-memorial-hospital-notifies-8754328/United States of AmericaUndetermined

MercyOne Clinton (MercyOne, MercyOne Clinics) files a notice of data breach after learning that confidential patient information was leaked following a cyberattack.https://www.jdsupra.com/legalnews/mercyone-files-notice-of-data-breach-5311539/United States of AmericaUndetermined

Peerstar, a provider of mental health support services, notifies 11,438 patients about the exposure and potential theft of their protected health information.https://www.hipaajournal.com/data-breaches-peerstar-la-red-health-center-fredericksburg-foot-ankle-center/United States of AmericaUndetermined

La Red Health Center reports a data breach affecting 35,602 individuals in total.https://www.hipaajournal.com/data-breaches-peerstar-la-red-health-center-fredericksburg-foot-ankle-center/United States of AmericaUndetermined

The City of Waynesboro is hit with a BianLian ransomware attack and leaks 350 GB of data.https://www.scmagazine.com/brief/ransomware/virginia-city-claimed-to-be-attacked-by-bianlian-ransomwareUnited States of AmericaChina

The Hospital ClÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Â-nic de Barcelona suffers a RansomHouse ransomware attack, severely disrupting its healthcare services after the institution's virtual machines were targeted by the attacks.https://www.bleepingcomputer.com/news/security/hospital-cl-nic-de-barcelona-severely-impacted-by-ransomware-attack/Spain Undetermined

AT&T notifies roughly 9 million customers that some of their information was exposed after a marketing vendor was hacked in January.https://www.bleepingcomputer.com/news/security/atandt-alerts-9-million-customers-of-data-breach-after-vendor-hack/United States of AmericaUndetermined

Texas Medical Liability Trust (TMLT) files a notice of data breach after learning that confidential consumer information entrusted to the company was leaked in a recent cybersecurity incident.https://www.jdsupra.com/legalnews/texas-medical-liability-trust-files-7210212/United States of AmericaUndetermined

The American Bar Association (ABA) discloses a data breach after hackers compromised its network and gained access to older credentials for 1,466,000 members.https://www.bleepingcomputer.com/news/security/american-bar-association-data-breach-hits-14-million-members/United States of AmericaUndetermined

Methodist Family Health (MFH) discloses to have suffered a security breach. The Avos Locker ransomware gang claims responsibility for the attack.https://www.databreaches.net/methodist-family-health-discloses-breach-potentially-involving-sensitive-info-on-children/United States of AmericaUndetermined

Lake County Health Department and Community Health Center (LCHD/CHC) discloses a breach that impacted 17,000 individuals, when an unauthorized party accessed a Lake County employee's email account.https://healthitsecurity.com/news/utah-health-system-suffers-healthcare-data-breach-103k-impactedUnited States of AmericaUndetermined

People Incorporated of Sequoyah County, a provider of behavioral health, addiction recovery, and anger management services, discloses that an unauthorized third party gained access to the sensitive data of 8,725 current and former patients in a recent ransomware attack.https://www.hipaajournal.com/5-healthcare-providers-suffer-phi-breaches/United States of AmericaUndetermined

A LockBit ransomware attack on Managed Care of North America (MCNA), a major dental insurance provider , compromises the personal information of nearly nine million people across the United States, according to documents filed with state regulators.https://therecord.media/nearly-nine-million-affected-by-mcna-breachUnited States of AmericaUndetermined

Flutterwave, Africa's largest startup by private valuation, is involved in a hack that results in more than ÃƒÂƒÃ‚Â¢'ÃƒÂ‚Ã‚Â¦2.9 billion (~$4.2 million) missing from its accounts.https://techcrunch.com/2023/03/05/alleged-security-breach-leaves-millions-of-dollars-missing-from-flutterwave-accounts/Nigeria Undetermined

Northern Essex Community College remains shuttered after suffering a cyberattack.https://therecord.media/northern-essex-community-college-cyberattackUnited States of AmericaUndetermined

Bienville Orthopaedic Specialists files a notice of data breach after discovering that an unauthorized party was able to access and acquire certain information from its network.https://www.jdsupra.com/legalnews/bienville-orthopaedic-specialists-data-7807013/United States of AmericaUndetermined



The SeigedSec hacking group claims to have defaced the tourist website for the Faroe Islands ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬" a self-governing territory of the Kingdom of Denmark ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬" and to have stolen employee data and other sensitive information.https://therecord.media/faroe-islands-website-defacedDenmark Undetermined

The Vice Society ransomware group adds the Hamburg University of Applied Sciences (HAW Hamburg) to its leak site following an attack that the institution said took place late last year.https://therecord.media/germany-ransomware-haw-hamburg-vice-societyGermany Undetermined

The BianLian ransomware group claims to have stolen employee information, including passport details, as well as information on the company's partners, data on park-related incidents, financial records, internal emails and legal documents from Parques Reunidos Group, a Spanish amusement park company.https://therecord.media/spanish-amusement-park-giant-hit-with-cyberattackSpain China

The city of Lille is disrupted by a cyberattack that partially affects the operation of public services.https://www.bitdefender.com/blog/hotforsecurity/city-of-lille-disrupted-by-cyberattack-investigation-ongoing/France Undetermined

Personal information belonging to some 15,000 Denver Public Schools (DPS) employees was stolen in what the district is calling a "cybersecurity incident" that went on for a month. https://www.9news.com/article/news/crime/denver-public-schools-cybersecurity-incident/73-5a79182e-4b9d-49b0-ab32-5dfe98b269eeUnited States of AmericaUndetermined

Henrico Doctors' Hospital notifies 990 patients that some of their protected health information was compromised in a data breach.https://www.beckershospitalreview.com/cybersecurity/virginia-hospital-notifies-patients-of-data-breach.htmlUnited States of AmericaUndetermined

A cyberattack disrupts Houston Healthcare's operations.https://www.beckershospitalreview.com/cybersecurity/georgia-health-systems-operations-disrupted-by-cyberattack.htmlUnited States of AmericaUndetermined

Gaston College posts a "System Interruption" notice after the school confirmed that it was the victim of a ransomware attackhttps://www.jdsupra.com/legalnews/gaston-college-looks-into-possible-data-2765878/United States of AmericaUndetermined

Traditions Bank files a notice of data breach after learning that an unauthorized party removed files containing confidential customer information from the bank's computer system.https://www.jdsupra.com/legalnews/traditions-bank-files-official-notice-7510753/United States of AmericaUndetermined

Gallivan, the provider of the student health, dental, and wellness program for students at the University of Guelph, notifies students of a data breach which included access to personal information, occurred exploiting the CVE-2023-0669 Fortra GoAnywhere MFT Vulnerability.https://kitchener.ctvnews.ca/u-of-g-students-notified-of-benefits-data-breach-4-months-later-1.6497513Canada Undetermined

Ben E. Keith Company files  a notice of data breach after discovering that an unauthorized party was able to access files stored on the company's computer network.https://www.jdsupra.com/legalnews/ben-e-keith-company-notifies-over-39-5112736/United States of AmericaUndetermined

Bettuzzi And Partners, an Italian accounting firm is hit with a RansomEXX ransomware attack.https://www.redhotcyber.com/post/attacco-informatico-alla-bettuzzi-and-partners-34-66gb-sono-stati-pubblicati-online-mentre-il-sito-e-offline/Italy Undetermined

British retailer WH Smith suffers a data breach that exposes information belonging to current and former employees.https://www.bleepingcomputer.com/news/security/british-retail-chain-wh-smith-says-data-stolen-in-cyberattack/United Kingdom of Great Britain and Northern IrelandUndetermined

The Sandbox blockchain game warns its community that a security incident caused some users to receive fraudulent emails impersonating the game, trying to infect them with malware.https://www.bleepingcomputer.com/news/security/sandbox-blockchain-game-breached-to-send-emails-linking-to-malware/UndeterminedUndetermined

Hackers breach GunAuction.com, a website that allows people to buy and sell guns, exposing the identities of 550,000 users.https://techcrunch.com/2023/03/02/hackers-steal-gun-owners-data-from-firearm-auction-websiteUnited States of AmericaUndetermined

Ascension postes a notice describing a "security incident"  after learning that a ransomware cyberattack at Vertex, one of the company's vendors resulted in leaked patient data.https://www.jdsupra.com/legalnews/ascension-announces-data-breach-4335354/United States of AmericaUndetermined

Concorde Investment Partners, parent company to Concorde Investment Services, Concorde Asset Management, and Concorde Insurance Agency (collectively "Concorde"), files a notice of data breach after discovering that an unauthorized party was able to access an employee's email account.https://www.jdsupra.com/legalnews/concorde-investment-partners-confirms-4056543/United States of AmericaUndetermined

Poland's tax service website is hit by a DDoS attack believed to have been carried out by Russian hackers.https://therecord.media/poland-blames-russian-hackers-for-cyberattack-on-tax-service-websitePoland Russian Federation

The Hospital of Parma suffers a cyber attack.https://www.redhotcyber.com/post/attacco-infrmatico-allospedale-universitario-di-parma-a-rischio-dati-sensibili-degli-utenti/Italy Undetermined

The insurance company Group 1001 restores the operations after suffering a ransomware attack.https://www.cybersecuritydive.com/news/insurance-holding-1001-restored-ransomware/644330/United States of AmericaUndetermined

Codman Square Health Center files a notice of data breach after learning that a ransomware attack targeting the company's IT system compromised confidential patient information.https://www.jdsupra.com/legalnews/codman-square-health-center-reports-1915772/United States of AmericaUndetermined

The Chippewa County Human Resources Division notifies that the laptop computer of an employee was compromised and 25-35MB of data was stolen from the device, including information protected under HIPAA.https://www.hipaajournal.com/hacking-incidents-reported-by-chippewa-county-and-frideres-dental/United States of AmericaUndetermined

Hatch Bank, a digital-first bank that provides infrastructure for fintech companies offering their own brand credit cards, confirms that attackers exploited the Fortra's GoAnywhere CVE-2023-0669 zero-day vulnerability in the company's internal file transfer software that allowed access to thousands of customer Social Security numbers.https://techcrunch.com/2023/03/02/hatch-bank-breach-fortra-goanywhere-exploit/United States of AmericaUndetermined

The Russian ransomware gang Snatch claims to have stolen data from Ingenico, a merchant services technology company based in France.https://cybernews.com/news/snatch-ransom-gang-ingenico/France Undetermined

Veris Residential files a notice of data breach following a cybersecurity incident that leaked confidential consumer information.https://www.jdsupra.com/legalnews/veris-residential-inc-notifies-victims-2473843/United States of AmericaUndetermined

Compass Behavioral Health discloses a data security incident that involved the protected health information (PHI) of 1,064 patients.https://healthitsecurity.com/news/hawaii-skilled-nursing-facility-notifies-20k-of-healthcare-data-breachUnited States of AmericaUndetermined

LockBit adds White Settlement Independent School District in Texas to their leak site, with a proof pack that suggests that the threat actors were able to access and may have exfiltrated a lot of files.https://www.databreaches.net/another-texas-school-district-with-a-data-breach/United States of AmericaUndetermined

The FederaciÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Â³n de Aseguradores Colombianos (Fasecolda), an association for Colombian insurers, suffers a cyber attack.https://www.databreaches.net/bits-n-pieces-trozos-y-piezas-30/Colombia Undetermined

Oregon City discloses to have been hit by a sophisticated ransomware attack.https://www.govtech.com/security/oregon-city-server-outage-caused-by-ransomware-officials-sayUnited States of AmericaUndetermined

Chinese state-sponsored threat actors managed to breach the mail servers operated by the Association of Southeast Asian Nations, stealing a trove of data that may have contained strategic information about the economy and politics of member countries.https://www.wired.co.uk/article/china-hack-emails-asean-southeast-asiaUndeterminedUndetermined

Montgomery General Hospital is forced to take its systems offline after it was breached and hit by a ransomware attack.https://www.databreaches.net/employee-and-patient-files-from-montgomery-general-hospital-leaked-by-ransomware-group/United States of AmericaUndetermined

Customers who purchased gift certificates from Thermea spa between early November and late February are told in an email that their credit card information may have been compromised, alongside their full names, phone numbers and email and street addresses.https://www.databreaches.net/customers-of-winnipegs-thermea-spa-alarmed-after-notification-of-significant-data-breach/Canada Undetermined

LastPass discloses more information on a "coordinated second attack," where a threat actor accessed and stole data from the Amazon AWS cloud storage servers for over two months.https://support.lastpass.com/help/incident-2-additional-details-of-the-attackUnited States of AmericaUndetermined

The U.S. Marshals Service (USMS) is investigating the theft of sensitive law enforcement information following a ransomware attack that has impacted what it describes as "a stand-alone USMS system."https://www.bleepingcomputer.com/news/security/us-marshals-service-investigating-ransomware-attack-data-theft/United States of AmericaUndetermined

A cyberattack on Pipefitters Local 537, a Boston-based labor union's health fund, results in the loss of $6.4 million.https://www.securityweek.com/cyberattack-on-boston-union-results-in-6-4m-loss/United States of AmericaUndetermined

Pierce Transit discloses to have been hit with a LockBit 3.0 ransomware attack.https://www.msn.com/en-us/news/us/ransomware-attacks-reported-against-pierce-transit-lakewood-threatening-private-data/ar-AA182PnPUnited States of AmericaUndetermined

A series of distributed-denial-of-service (DDoS) attacks shut down nine Danish hospitals' websites for a few hours, but did not have any life-threatening impact on the medical centers' operations or digital infrastructure.https://www.theregister.com/2023/02/28/anonymous_sudan_ddos_hospitals/Denmark Russian Federation

Tennessee State University (TSU) posts a "Notice of Suspicious Network Activity" after the institution experienced what it believes to have been a ransomware attack.https://www.jdsupra.com/legalnews/tennessee-state-university-posts-notice-5172954/United States of AmericaUndetermined

American TV giant and satellite broadcast provider, Dish Network confirms that a ransomware attack was the cause of a multi-day network and service outage.https://www.bleepingcomputer.com/news/security/dish-network-confirms-ransomware-attack-behind-multi-day-outage/United States of AmericaUndetermined

Southeastern Louisiana University (SLU) posts notice of a potential data breach after certain SLU systems were down in response to what the school characterized as a "Temporary Network and System Disruption." The BianLian ransomware gang claims responsibility for the attack.https://www.jdsupra.com/legalnews/southeastern-louisiana-university-2753035/United States of AmericaChina

Baldor Specialty Foods files a notice of data breach after a malicious actor carried out a cyberattack against the company resulting in confidential consumer information being compromised.https://www.jdsupra.com/legalnews/baldor-specialty-foods-reports-data-4363336/United States of AmericaUndetermined

LCS Financial Services files a notice of data breach after discovering that hackers were able to access the company's computer system.https://www.jdsupra.com/legalnews/debt-collection-company-lcs-financial-6536086/United States of AmericaUndetermined

Aloha Nursing Rehab Centre (Aloha) files notice of a data breach after learning that an unauthorized party accessed electronic files containing confidential patient information from the company's computer network.https://www.jdsupra.com/legalnews/aloha-nursing-rehab-centre-reports-2022-3681534/United States of AmericaUndetermined

Crystal Bay Casino files notice of a data breach after learning that an unauthorized party accessed files on the company's computer network containing confidential consumer information.https://www.jdsupra.com/legalnews/crystal-bay-casino-notifies-86-291-2253639/United States of AmericaUndetermined

Advanced Health Media (AHM) files a notice of data breach after learning that an unauthorized party was able to access certain company servers that stored confidential consumer data.https://www.jdsupra.com/legalnews/advanced-health-media-reports-leaked-3893013/United States of AmericaUndetermined

The Health Sector Cybersecurity Coordination Center (HC3) warns organizations in the healthcare about the MedusaLocker ransomware.https://healthitsecurity.com/news/medusalocker-ransomware-leveraged-in-healthcare-cyberattacksUnited States of AmericaUndetermined

Encino Energy, one of the largest private natural gas and oil producers in the U.S., said it has investigated and remediated a recent cyberattack allegedly carried out by the BlackCat ransomware gang.https://therecord.media/encino-energy-cyberattack-alleged-data-leak-alphvUnited States of AmericaRussian Federation

Minneapolis Public Schools reveals to be experiencing technical difficulties due to an encryption event due to a ransomware attack.https://therecord.media/minneapolis-public-schools-still-investigating-what-caused-encryption-eventUnited States of AmericaUndetermined

The Empresa Distribuidora Del Este (EdeEste), an electricity distribution firm, is named on BlackCat's ransomware leak site. The group claims to have 420 GB of information from the company.https://www.databreaches.net/bits-n-pieces-trozos-y-piezas-29/Dominican RepublicRussian Federation

ÃƒÂƒÃ†Â’'ncora Sistemas de FixaÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Â§ÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Â£o, a company specializing in the manufacture and marketing of fasteners for civil construction, is added to the Royal gang's leak site with 88 GB uploaded to the site at the same time.https://www.databreaches.net/bits-n-pieces-trozos-y-piezas-29/Brazil Undetermined

La Segunda Seguros insurance company is named by LockBit on its leaks site with some samples as proof of claims.https://www.databreaches.net/bits-n-pieces-trozos-y-piezas-29/Argentina Undetermined

The Zurcal group, which belongs to the energy saving and efficiency sector, is named by the Stormous ransomware group in its Telegram channel.https://www.databreaches.net/bits-n-pieces-trozos-y-piezas-30/Spain Russian Federation

The City of Rosarito discloses to have been hit by a cyber attack.https://www.databreaches.net/bits-n-pieces-trozos-y-piezas-30/Mexico Undetermined

The Computer Emergency Response Team of Ukraine (CERT-UA) reveals that Russian state-sponsored threat actors have breached multiple government websites this week using backdoors planted as far back as December 2021.https://www.bleepingcomputer.com/news/security/ukraine-says-russian-hackers-backdoored-govt-websites-in-2021/Ukraine Russian Federation

Data belonging to customers of The Good Guys are compromised in a security breach involving the Australian retailer's former third-party supplier, My Rewards.https://www.zdnet.com/article/australia-retailers-customer-data-compromised-in-third-party-breach/Australia Undetermined



Texas Orthopaedics & Sports Medicine notifies 537 individuals of breach involving some patient information.https://healthitsecurity.com/news/hawaii-skilled-nursing-facility-notifies-20k-of-healthcare-data-breachUnited States of AmericaUndetermined

The Hospital JoaquÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Â-n Paz Borrero is hit with a ransomware attack.https://www.databreaches.net/bits-n-pieces-trozos-y-piezas-29/Colombia Undetermined

AESCULAPIUS Farmaceutici, an Italian producer of pharmaceutical products, is hit with a RansomHouse ransomware attack and has some data leaked.https://www.redhotcyber.com/post/litaliana-aesculapius-farmaceutici-rimane-vittima-di-ransomhouse-i-dati-sono-stati-pubblicati-online/Italy Undetermined

Lawrence General Hospital files a notice of data breach after learning that confidential patient information that had been entrusted to the company was leaked following a cybersecurity event.https://www.jdsupra.com/legalnews/lawrence-general-hospital-files-notice-1375411/United States of AmericaUndetermined

The Russian group NoName057(16) targets some Italian institutions and companies following a visit by Italy's prime minister Giorgia Meloni to Ukraine. Targets include Italy's Foreign Ministry, Defense Ministry, Interior Ministry, and Telecom Italiahttps://www.yenisafak.com/en/world/italian-institutions-companies-hit-by-russian-linked-cyberattack-3661054Italy Russian Federation

Radio stations across multiple Russian cities are hacked and blast fake air raid warnings.https://cybernews.com/news/hacked-russian-radio-stations/Russian FederationUndetermined

The BlackCat ransomware gang (ALPHV) lists the City of Lakewood on its data leak site.https://cybernews.com/news/washington-state-ransomware/United States of AmericaRussian Federation

Crum & Forster (C&F) files notice of a data breach after confirming that an unauthorized party was able to access confidential consumer data as a result of a successful cyberattack.https://www.jdsupra.com/legalnews/crum-forster-announces-data-breach-4643897/United States of AmericaUndetermined

Alvaria files notice of a data breach after confirming that a recent cybersecurity event was a Hive ransomware attack resulting in confidential employee information being leaked.https://www.jdsupra.com/legalnews/alvaria-inc-announces-data-breach-9436938/United States of AmericaRussian Federation

Chile's National Health Fund (FONASA) reveals that it suffered a malware attack causing some minor interruptions and delays at its branches.https://www.databreaches.net/bits-n-pieces-trozos-y-piezas-31/Chile Russian Federation

The Ragnar Locker ransomware gang leaks 200 GB of files from the AssociaÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Â§ÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Â£o de Advogados de SÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Â£o Paulo (AASP) plus numerous screenshots with personal information after the association denies it was hacked.https://www.databreaches.net/bits-n-pieces-trozos-y-piezas-30/Brazil Undetermined

PeopleConnect, the owners of the TruthFinder and Instant Checkmate background check services, confirm they suffered a data breach after hackers leaked a 2019 backup database containing the info of 20 millions of customers.https://www.bleepingcomputer.com/news/security/truthfinder-instant-checkmate-confirm-data-breach-affecting-20m-customers/United States of AmericaUndetermined

A suspected distributed denial of service (DDoS) attack downs several websites broadcasting President Putin's state on the nation. IT Army of Ukraine claims responsibility for the attack.https://www.infosecurity-magazine.com/news/putin-speech-interrupted-by-ddos/Russian FederationUkraine

Emtec files notice of a data breach, after determining that confidential consumer information was leaked following a cyberattack.https://www.jdsupra.com/legalnews/emtec-inc-reports-data-breach-affecting-5770530/United States of AmericaUndetermined

Henrico Doctors' Hospital notifies 990 patients that some of their protected health information was compromised in a data breach after detecting suspicious activity within its information network.https://www.beckershospitalreview.com/cybersecurity/virginia-hospital-notifies-patients-of-data-breach.htmlUnited States of AmericaUndetermined

KFI Engineers pays a $300k ransom, to the Black Basta ransomware gang.https://www.databreaches.net/mn-kfi-engineers-pays-300k-ransom-black-basta-ransomware-group-thanks/United States of AmericaUndetermined

Activision confirms that it suffered a data breach in early December 2022 after hackers gained access to the company's internal systems by tricking an employee with an SMS phishing text. Few days later the threat actors leak some data allegedly stolen from the company.https://www.bleepingcomputer.com/news/security/activision-confirms-data-breach-exposing-employee-and-game-info/United States of AmericaUndetermined

Lehigh Valley Health Network (LVHN) is hit with a BlackCat ransomware attack.https://www.bitdefender.com/blog/hotforsecurity/blackcat-hackers-denied-ransom-in-attack-on-leigh-valley-health-network/United States of AmericaRussian Federation

RailYatri, a popular Indian train ticket booking platform, suffers a massive data breach that exposes the personal information of over 31 million (31,062,673) users/travellers.https://www.hackread.com/indian-ticketing-platform-railyatri-hacked/India Undetermined

Virgin Media Television, the Irish broadcaster, says that an attempted hack was going to impact its programming in coming days.https://therecord.media/virgin-media-television-ireland-cyberattackIreland Undetermined

A fake website of the popular Ethereum Denver conference is able to steal over $300,000 worth of Ether.https://www.databreaches.net/fake-ethereum-denver-website-linked-to-notorious-phishing-wallet/United States of AmericaUndetermined

The 0mega ransomware gangs dumps 200 GB of data allegedly stolen from Aviacode.https://www.databreaches.net/aviacode-remains-silent-after-0mega-dumps-200-gb-of-their-files/United States of AmericaUndetermined

The ASL5 La Spezia, the local health service of the city of La Spezia, suffers a serious cyber attack and as a consequence multiple services are disrupted.https://www.redhotcyber.com/post/attacco-informatico-alla-asl5-sotto-controllo-i-macchinari-di-radioterapia-e-annullate-le-sedute/Italy Undetermined

EpiSource files a notice of data breach after learning that suspicious activity within the company's Amazon Web Services (AWS) environment resulted in an unauthorized party being able to access confidential consumer data.https://www.jdsupra.com/legalnews/episource-llc-confirms-recent-data-4870082/United States of AmericaUndetermined

The LockBit ransomware gang claims to have hacked Aguas do Porto, a Portuguese municipal water utility company, and is threatening to leak the stolen data.https://securityaffairs.com/142477/cyber-crime/lockbit-water-utility-aguas-do-porto.htmlPortugal Undetermined

The U.S. Federal Bureau of Investigation (FBI) is reportedly investigating malicious cyber activity on the agency's network involving an FBI New York Field Office computer system used to investigate child sexual exploitation.https://www.bleepingcomputer.com/news/security/fbi-is-investigating-a-cybersecurity-incident-on-its-network/United States of AmericaUndetermined

Web hosting giant GoDaddy says it suffered a breach where unknown attackers have stolen source code and installed malware on its servers after breaching its cPanel shared hosting environment in a multi-year attack.https://www.bleepingcomputer.com/news/security/godaddy-hackers-stole-source-code-installed-malware-in-multi-year-breach/United States of AmericaUndetermined

Coinbase cryptocurrency exchange platform has disclosed that an unknown threat actor stole the login credentials of one of its employees in an attempt to gain remote access to the company's systems.https://www.bleepingcomputer.com/news/security/coinbase-cyberattack-targeted-employees-with-fake-sms-alert/United States of AmericaUndetermined

Dole Food Company, one of the world's largest producers and distributors of fresh fruit and vegetables, announces that it is dealing with a ransomware attack that impacted its operations.https://www.bleepingcomputer.com/news/security/fruit-giant-dole-suffers-ransomware-attack-impacting-operations/Ireland Undetermined

Canada's second-largest telecom, TELUS investigates a potential data breach after a threat actor shares samples online of what appears to be employee data. The threat actor subsequently posts screenshots that apparently show private source code repositories and payroll records held by the company.https://www.bleepingcomputer.com/news/security/telus-investigating-leak-of-stolen-source-code-employee-data/Canada Undetermined

Cleveland Brothers Holdings (CBH) files a notice of data breach after learning that "unusual activity" on the company's network resulted in an unauthorized party gaining access to confidential consumer information.https://www.jdsupra.com/legalnews/cleveland-brothers-holdings-inc-files-2662333/United States of AmericaUndetermined

Rockler Companies files a notice of data breach following a data security incident resulting in the personal information of 8,604 consumers being leaked.https://www.jdsupra.com/legalnews/rockler-companies-inc-announces-data-8935871/United States of AmericaUndetermined

Hutchinson Clinic posts notice of a data breach about an incident resulting in an unauthorized party gaining access to consumers' names, contact information, dates of birth, Social Security numbers, driver's license numbers, health insurance information, medical record numbers, medical history, diagnoses, and treatment information, and physician names.https://www.jdsupra.com/legalnews/hutchinson-clinic-posts-notice-of-data-8538351/United States of AmericaUndetermined

Tom James Company files notice of a data breach after experiencing a ransomware attack that compromised the security of information stored on the company's computer network.https://www.jdsupra.com/legalnews/tom-james-company-files-notice-of-data-6030573/United States of AmericaUndetermined

O'Neal Industries files notice of a data breach after learning that confidential consumer information stored on the company's computer network was accessible to an unauthorized party.https://www.jdsupra.com/legalnews/o-neal-industries-inc-reports-recent-7315885/United States of AmericaUndetermined

Paul Smith's College files notice of a data breach after learning that an unauthorized party gained access to its computer systems where they were able to access confidential information belonging to certain students and employees.https://www.jdsupra.com/legalnews/paul-smith-s-college-announces-data-5746237/United States of AmericaUndetermined

Grupo Albanesi, a private company dedicated to the distribution of energy in Argentina, is added to LockBit3.0's ransomware leak site.https://www.databreaches.net/bits-n-pieces-trozos-y-piezas-28/Argentina Undetermined

Dental Health Management Solutions (DHMS) announces that the protected health information of 3,205 patients was exposed in a 2021 hacking incident.https://www.hipaajournal.com/dental-health-management-solutions-notified-patients-about-historic-data-breach/United States of AmericaUndetermined

The personal and health data of 59,872 Optima Dermatology patients is potentially accessed after the hack of an employee email account.https://optimadermatology.com/optima-press-releaseUnited States of AmericaUndetermined

Skidmore College files a notice of data breach after discovering that an unauthorized party was able to access the school's IT network through a ransomware attack.https://www.jdsupra.com/legalnews/skidmore-college-confirms-recent-6438827/United States of AmericaUndetermined

The websites of several German airports are hit by a DDoS attack launched by the Killnet pro-Russian group.https://securityaffairs.com/142373/breaking-news/german-airports-websites-failures.htmlGermany Russian Federation

The websites of several German airports are hit by a DDoS attack launched by the Killnet pro-Russian group.https://securityaffairs.com/142373/breaking-news/german-airports-websites-failures.htmlGermany Russian Federation
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The websites of several German airports are hit by a DDoS attack launched by the Killnet pro-Russian group.https://securityaffairs.com/142373/breaking-news/german-airports-websites-failures.htmlGermany Russian Federation

The websites of several German airports are hit by a DDoS attack launched by the Killnet pro-Russian group.https://securityaffairs.com/142373/breaking-news/german-airports-websites-failures.htmlGermany Russian Federation

A hacking crew called SiegedSec posts data on what appears to be thousands of employees and floor plans for two of the company's offices. The company admits that the hack was carried out using accounts stolen from Envoy, a third-party.https://cyberscoop.com/atlassian-hack-employee-data-seigedsec/Australia Undetermined

British independent advice firm Succession Wealth confirmed a cyberattackhttps://cybernews.com/news/succession-wealth-suffers-cyberattack/United Kingdom of Great Britain and Northern IrelandUndetermined

Decentralized finance protocol Platypus, suffers a fresh loan attack causing $8.5 million drained from the protocol. The suspect is identified shortly after.https://cointelegraph.com/news/platypus-defi-faces-flash-loan-attack-according-to-certikUndeterminedUndetermined

Sweetwater Union High School District is hit with 'undefined' outage.https://www.databreaches.net/sweetwater-union-high-school-district-still-dealing-with-impact-of-undefined-situation/United States of AmericaUndetermined

The LockBit ransomware gang claims to have hit Trudi, an italian manufacturer of soft toys.https://www.redhotcyber.com/post/attacco-informatico-allazienda-italiana-dei-peluche-trudi-rivendicato-dalla-cybergang-lockbit/Italy Undetermined

Unlimited Care files a notice of data breach after learning that a "network disruption" resulted in confidential employee information being compromised. https://www.jdsupra.com/legalnews/unlimited-care-inc-files-notice-of-data-1965752/United States of AmericaUndetermined

Kyocera AVX Components Corporation (Kyocera) files a notice of data breach after discovering that portions of its network were encrypted following a ransomware cyberattack.https://www.jdsupra.com/legalnews/kyocera-avx-notifies-39-111-of-data-2055772/United States of AmericaUndetermined

The California Northstate University suffers a leak from the Avos Locker ransomware gang.https://www.databreaches.net/california-northstate-university-student-and-employee-data-stolen/United States of AmericaUndetermined

B&G Foods is hit by a Daixin Team ransomware attack.https://www.databreaches.net/b-files-leaked/United States of AmericaChina



University of Hawaii Maui College (UH Hawaii College) posted notice of a data breach on its website following a February cyberattack.https://www.jdsupra.com/legalnews/university-of-hawaii-maui-college-7130666/United States of AmericaUndetermined

Attackers from Al-Toufan, or "The Flood" say they had taken down the websites of Bahrain's international airport and state news agency to mark the 12-year anniversary of an Arab Spring uprising in the small Gulf country.https://www.securityweek.com/hackers-target-bahrain-airport-news-sites-to-mark-uprising/Bahrain Undetermined

A cyberattack on Scandinavian Airlines (SAS) knocks its website offline and exposed some customer datahttps://therecord.media/scandinavian-airlines-cyberattack-anonymous-sudan/Sweden Sudan

Skin and hair products firm Montibello is added by the LockBit3.0 ransomware gang to their leaks page.https://www.databreaches.net/bits-n-pieces-trozos-y-piezas-28/Spain Undetermined

Attackers share the data (a dataset of nearly 600 MB) allegedly taken from the creators of Escalators, a game from Supersonic Studios LTDhttps://cybernews.com/news/mobile-game-spills-source-code-endangers-user-data/Israel Undetermined

1st Franklin Financial Corporation (1FFC) files notice of a data breach after confirming that a recent data security incident compromised consumer data stored on the company's computer network.https://www.jdsupra.com/legalnews/1st-franklin-financial-corporation-2797955/United States of AmericaUndetermined

Burton Snowboards, a leading snowboard manufacturing company, cancels all online orders following what it describes as a "cyber incident."https://www.bleepingcomputer.com/news/security/burton-snowboards-cancels-online-orders-after-cyber-incident/United States of AmericaUndetermined

The LockBit 3.0 ransomware gang hits the Cassa Nazionale di Previdenza ed Assistenza Ragionieri e Periti Commerciali (CNPR)https://www.redhotcyber.com/post/attacco-informatico-allitaliana-cassa-ragionieri-anche-se-si-parla-di-blocco-dei-sistemi-non-prevedibile-e-ora-risolto/Italy Undetermined

Tonga Communications Corporation (TCC) reveals to have been hit with a ransomware attack. The Medusa ransomware group takes credit for the attack.https://therecord.media/tonga-is-the-latest-pacific-island-nation-hit-with-ransomware/Tonga Undetermined

Community Health Systems estimates that 1 million patients have been impacted by the GoAnywhere breach.https://www.databreaches.net/community-health-systems-estimates-1-million-patients-impacted-by-vendors-goanywhere-breach/United States of AmericaUndetermined

Asian Health Services (AHS) files a notice of data breach after learning that an unauthorized actor was able to access confidential patient information following a compromised employee email account.https://www.jdsupra.com/legalnews/asian-health-services-provides-notice-8173999/United States of AmericaUndetermined

A new ransomware group going by the name 'DarkBit' has hit Technion - Israel Institute of Technology, one of Israel's leading research universities.https://www.bleepingcomputer.com/news/security/massive-ad-fraud-op-dismantled-after-hitting-millions-of-ios-devices/Israel Undetermined

The Pro-Russia Killnet collective claims responsibility for a DDoS attack against NATO's Special Operations Headquarters and Strategic Airlift Capability.https://www.darkreading.com/attacks-breaches/russian-hackers-disrupt-nato-earthquake-relief-operations-Belgium Russian Federation

Domain registrar Namecheap has their email account breached, causing a flood of MetaMask and DHL phishing emails that attempted to steal recipients' personal information and cryptocurrency wallets.https://www.bleepingcomputer.com/news/security/namecheaps-email-hacked-to-send-metamask-dhl-phishing-emails/United States of AmericaUndetermined

The Ali's Justice (Edalat-e Ali) hacker group claims responsibility for hacking the live transmission of an Iranian state-run TV and radio station to disrupt the speech of Iranian president Ebrahim Raisi during the Revolution Day ceremonies.https://www.hackread.com/iran-tv-hacked-revolution-day/Iran (Islamic Republic of)Iran (Islamic Republic of)

Gruppo Beltrame, a steel manufacturing company is hit with a LockBit ransomware attack.https://www.redhotcyber.com/post/lazienda-siderurgica-italiana-gruppo-beltrame-e-stata-vittima-di-un-attacco-informatico/Italy Undetermined

Microgame, an Italian network of gambling companies, is hit with a Play ransomware attack. 5gb of data is leaked.https://www.redhotcyber.com/post/lattacco-alla-microgame-e-un-attacco-ransomware-a-colpire-e-stato-royal-che-pubblica-5gb-di-dati/Italy Undetermined

The websites for the Philadelphia Orchestra and its home venue, the Kimmel Center, are down days after they posted a notice saying they were dealing with a cyberattack. https://therecord.media/philadelphia-orchestra-kimmel-center-websites-down-after-cyberattack-cripples-ticket-sales/United States of AmericaUndetermined

The Bridgewater-Raritan Regional School District suffers a breachhttps://www.databreaches.net/employee-personal-data-exposed-in-nj-school-district-cyber-breach/United States of AmericaUndetermined

The Edmonds School District reveals that an "unauthorized actor" was able to get into the school's network and view personal information.https://www.databreaches.net/personal-information-exposed-during-breach-in-edmonds-school-districts-network/United States of AmericaUndetermined

Evergreen Treatment Services (ETS) files notice of a data breach after learning that a recent cyberattack resulted in confidential patient information being leaked.https://www.jdsupra.com/legalnews/evergreen-treatment-services-confirms-3060102/United States of AmericaUndetermined

The Arc of Essex County, an organization for children with intellectual and developmental disabilities (IDD), appears on LockBit ransomware leak site.https://cybernews.com/news/lockbit-targets-idd-clinic/United States of AmericaUndetermined

The city of Modesto is hit by a ransomware attack.https://cybernews.com/news/oakland-modesto-ransomware-attack-old-school-policing/United States of AmericaUndetermined

A cyber attack takes down the network of the law firm Troutman Pepper.https://www.databreaches.net/cybersecurity-incident-shuts-down-biglaw-network/United States of AmericaUndetermined

Pharmaceutical distributor AmerisourceBergen confirms that attackers compromised the IT system of one of its subsidiaries after threat actors from the Lorenz ransomware group began leaking allegedly stolen data.https://www.bleepingcomputer.com/news/security/drug-distributor-amerisourcebergen-confirms-security-breach/United States of AmericaUndetermined

Attackers attempt to infect Ukrainian and Polish government computer systems with malware hosted on fake websites posing as Ukraine's Ministry of Foreign Affairs and Poland's Central Cybercrime Bureau. One of the distributed malware samples is Aperetif.https://therecord.media/hackers-used-fake-websites-to-target-state-agencies-in-ukraine-and-poland/Poland Undetermined

Attackers attempt to infect Ukrainian and Polish government computer systems with malware hosted on fake websites posing as Ukraine's Ministry of Foreign Affairs and Poland's Central Cybercrime Bureau. One of the distributed malware samples is Aperetif.https://therecord.media/hackers-used-fake-websites-to-target-state-agencies-in-ukraine-and-poland/Ukraine Undetermined

Care Dimensions, a provider of hospice, palliative, and home primary care services, reports a data breach that has affected up to 1,713 patients, when the donation page of its website had been altered, and malicious code was added to capture the payment card details of donors.https://www.newstrail.com/cole-van-note-announces-care-dimensions-data-breach-investigation/United States of AmericaUndetermined

90 Degree Benefits reports a data breach that involved the protected health information of 175,000 individuals.https://www.hipaajournal.com/data-breaches-reported-by-the-hutchinson-clinic-90-degree-benefits/United States of AmericaUndetermined

The City of Oakland is hit by a ransomware attack that forces it to take all systems offline until the network is secured and affected services are brought back online.https://www.bleepingcomputer.com/news/security/city-of-oakland-systems-offline-after-ransomware-attack/United States of AmericaUndetermined

La Clinica de La Raza files a notice of data breach after learning that certain employee email accounts containing confidential patient information were accessed by an unauthorized party over the course of a two-week period.https://www.jdsupra.com/legalnews/la-clinica-de-la-raza-files-notice-of-2413607/United States of AmericaUndetermined

Kimco Realty Corporation files a notice of data breach after a company Kimco had acquired, Weingarten Realty Investors, experienced a cyberattack resulting in confidential consumer data being exposed to unauthorized access.https://www.jdsupra.com/legalnews/kimco-realty-corporation-notifies-1599770/United States of AmericaUndetermined

D'Youville University files a notice of data breach after discovering that certain files containing confidential student information were removed from the school's computer network by an unauthorized partyhttps://www.jdsupra.com/legalnews/d-youville-university-experienced-data-8768611/United States of AmericaUndetermined

Cantina Tollo, an Italian winery, is hit with a LockBit ransomware attack.https://www.redhotcyber.com/post/attacco-informatico-a-cantina-tollo-da-parte-di-lockbit-un-encomio-per-la-comunicazione/Italy Undetermined

Tor Project's Executive Director Isabela Dias Fernandes reveals that a wave of distributed denial-of-service (DDoS) attacks has been targeting the Tor network since at least July 2022.https://www.bleepingcomputer.com/news/security/tor-and-i2p-networks-hit-by-wave-of-ongoing-ddos-attacks/United States of AmericaUndetermined

Dorben Group, a luxury brands retailer in Latin America, allegedly suffers a data breach as information belonging to 790,000 customers ended up on a hacker forum.https://cybernews.com/news/hackers-target-valentino-michael-kors-creed/Panama Undetermined

The co-founder of Web3 metaverse game engine "Webaverse" reveals they were victims of a $4 million crypto hack after meeting with scammers posing as investors in a hotel lobby in Rome.https://cointelegraph.com/news/haunts-me-to-this-day-crypto-project-hacked-for-4m-in-a-hotel-lobbyUnited States of AmericaUndetermined

Munster Technological University (MTU) in Ireland announces that its campuses in Cork would be closed following a "significant IT breach and telephone outage." The ALPHV ransomware gang claims responsibility for the attack.https://therecord.media/alphv-blackcat-posted-data-ireland-munster-technical-university/Ireland Russian Federation

U.S. wireless telecom UScellular says a data breach at a third-party vendor resulted in a leak of 52,000 names and email addresses.https://www.databreachtoday.com/uscellular-customer-data-on-hacker-forum-a-21130United States of AmericaUndetermined

The Weee! Asian and Hispanic food delivery service suffers a data breach exposing the personal information of 1.1 million customers.https://www.bleepingcomputer.com/news/security/weee-grocery-service-confirms-data-breach-11-million-affected/United States of AmericaUndetermined

The Ukraine's computer emergency response team (CERT-UA) reveals that in a recent phishing campaign against Ukrainian government agencies, attackers attempted to install the Remcos surveillance software on victims' computers.https://therecord.media/remcos-spyware-ukraine-government-agencies-uac0050/Ukraine Undetermined

MSX International files a notice of data breach after discovering that an unauthorized party was able to access, and potentially remove, confidential consumer data stored on the company's computer network.https://www.jdsupra.com/legalnews/msx-international-reports-data-breach-4198240/United States of AmericaUndetermined

Thomas J. Schandy is listed on the leak site of the AvosLocker ransomware gang, which claims to have stolen 100 GB of information.https://www.databreaches.net/bits-n-pieces-trozos-y-piezas-27/Uruguay Undetermined

Reddit suffers a a phishing attack, allowing hackers to access internal business systems and steal internal documents and source code.https://www.bleepingcomputer.com/news/security/hackers-breach-reddit-to-steal-source-code-and-internal-data/United States of AmericaUndetermined

A suspected ransomware attack hits Ross Memorial Hospital disabling some important diagnostic systems and access to medical files.https://www.databreaches.net/suspected-ransomware-attack-disables-some-systems-at-ross-memorial-hospital/Canada Undetermined

Topcon Healthcare Solutions, a provider of imaging, diagnostic, and intelligent data technologies, reports a security breach that exposed protected health information. https://www.hipaajournal.com/patient-data-loss-likely-mercy-medical-center-clinton/United States of AmericaUndetermined

iSpace files a notice of data breach after learning that an unauthorized party recently gained access to the company's computer network where confidential consumer data was stored.https://www.jdsupra.com/legalnews/ispace-inc-files-notice-of-data-breach-2958304/United States of AmericaUndetermined

Tonoli, an Italian transportation company, is hit by a LockBit ransomware attack.https://www.redhotcyber.com/post/attacco-informatico-allitaliana-tonioli/Italy Undetermined

The Hidalgo County Adult Probation Office is hit with a ransomware attack.https://www.databreaches.net/hidalgo-county-adult-probation-office-hit-by-ransomware-attack/United States of AmericaUndetermined

Jackson & Joyce Family Dentistry is added to the LockBit ransomware leak site.https://www.databreaches.net/four-more-attacks-on-the-healthcare-sector-weekend-edition/United States of AmericaUndetermined

MKS Instruments says it is investigating a ransomware attack that affected the semiconductor equipment maker's production-related systems.https://www.reuters.com/technology/chip-equipment-maker-mks-instruments-says-it-is-investigating-ransomware-attack-2023-02-06/United States of AmericaUndetermined

Acea, the energy utility of the City of Rome, is hit with a BlackBasta ransomware attack.https://www.repubblica.it/tecnologia/2023/02/02/news/attacco_hacker_acea-386209816/Italy Russian Federation

The textile distributor "Avante Textil" is added to the LockBit3.0 ransomware leak page.https://www.databreaches.net/bits-n-pieces-trozos-y-piezas-27/Mexico Undetermined

Casa Ley is added to the Royal ransomware leak site.https://www.databreaches.net/bits-n-pieces-trozos-y-piezas-26/Mexico Undetermined

Tallahassee Memorial HealthCare (TMH) takes its IT systems offline and suspends non-emergency procedures following a suspected ransomware attack.https://www.bleepingcomputer.com/news/security/florida-hospital-takes-it-systems-offline-after-cyberattack/United States of AmericaUndetermined



Intellihartx, a company providing patient balance resolution services to hospitals, informs roughly 490,000 individuals that their personal information was compromised in the GoAnywhere zero-day attack earlier this year. https://www.securityweek.com/intellihartx-informs-490k-patients-of-goanywhere-related-data-breach/United States of AmericaUndetermined

SocietÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Â  Italiana Brevetti, an intellectual property consulting firm, is hit with a Vice Society ransomware attack.https://www.redhotcyber.com/post/la-societa-italiana-brevetti-rimane-vittima-del-ransomware-vice-society-e-pubblica-i-dati-online/Italy Undetermined

Retina & Vitreous of Texas files a notice of data breach after learning that confidential patient information that had been entrusted to the company was accessible to unauthorized parties following a cybersecurity incident.https://www.prnewswire.com/news-releases/retina--vitreous-of-texas-pllc-provides-notification-of-data-security-incident-301793695.htmlUnited States of AmericaUndetermined

WellBe Senior Medical joins the list of the victims of the CVE-2023-0669 Fortra GoAnywhere MFT Vulnerability.https://www.databreaches.net/the-fortra-goanywhere-breach-also-affected-healthcare-entities-heres-what-we-know-so-far/United States of AmericaUndetermined

The email addresses of thousands of MetaMask users who raised customer support tickets between Aug. 1 and Feb. 10 may have been compromised in a third-party cybersecurity incident suffered by the parent company ConsenSys.https://www.databreachtoday.com/cryptohack-roundup-bitrue-hundred-finance-safemoon-a-21715United States of AmericaUndetermined

The pro-Russian group "Anonymous Sudan" makes an unexpected demand of $3 million from Scandinavian Airlines (SAS) in order to halt distributed denial-of-service attacks (DDoS) that have been targeting the airline's websites since February.https://therecord.media/hacker-group-anonymous-sudan-demands-three-million-from-sasDenmark Sudan

Gateway First Bank files a notice of data breach after confirming that unusual activity within multiple employee email accounts resulted in confidential customer information being leaked.https://www.jdsupra.com/legalnews/gateway-first-bank-experiences-data-3340789/United States of AmericaUndetermined

In name of #OpRussia, the Anonymous leak 128GB of data stolen from Russian ISP Convex.https://securityaffairs.com/141888/hacktivism/anonymous-fsb-surveillance.htmlRussian FederationRussian Federation

The LockBit ransomware gang claims responsibility for the cyberattack on ION Group, a UK-based software company whose products are used by financial institutions, banks, and corporations for trading, investment management, and market analytics.https://www.bleepingcomputer.com/news/security/ransomware-attack-on-ion-group-impacts-derivatives-trading-market/United Kingdom of Great Britain and Northern IrelandUndetermined

Nantucket Public Schools are hit with a ransomware attack.https://www.securityweek.com/ransomware-leads-to-nantucket-public-schools-shutdown/United States of AmericaUndetermined

About 400 parents of students attending Mount Lilydale Mercy College, a Catholic high school near Melbourne, Australia, are informed of a cyberattack that exposed their credit card details.https://www.bitdefender.com/blog/hotforsecurity/parents-credit-card-info-stolen-in-australian-high-school-hack/Australia Undetermined

The LockBit ransomware group adds Juva Skin & Laser Center ito its dark web leak site.https://www.scmagazine.com/analysis/breach/maryland-hospital-facing-outages-after-significant-ransomware-attackUnited States of AmericaUndetermined

The LockBit ransomware group adds Arizona Liver Health ito its dark web leak site.https://www.scmagazine.com/analysis/breach/maryland-hospital-facing-outages-after-significant-ransomware-attackUnited States of AmericaUndetermined

The beverage company Super Bock is the target of a cyberattack that causes "disruptions in computer services, with constraints on regular operations, namely in terms of service."https://www.theportugalnews.com/news/2023-01-31/restrictions-with-super-bock-after-cyber-attack/74342Portugal Undetermined

The Appui SantÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Â© Nord FinistÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Â¨re is hit with a ransomware attack.https://www.fortinet.com/blog/threat-research/ransomware-roundup-monti-blackhunt-and-moreFrance Undetermined

Miggliorshop, a service provider for e-commerce pharmacy sites, suffers a cyber attack, and as a consequence multiple retailer are impacted.https://www.redhotcyber.com/post/i-dati-di-15-milioni-di-utenti-italiani-delle-farmacie-online-sono-stati-compromessi/Italy Undetermined

Western Digital announces that its network has been breached and an unauthorized party gained access to multiple company systems. The statement suggests a possible ransomware attack.https://www.bleepingcomputer.com/news/security/western-digital-discloses-network-breach-my-cloud-service-down/United States of AmericaUndetermined

British outsourcing services provider Capita announces that a cyberattack is preventing access to its internal Microsoft Office 365 applications.https://www.bleepingcomputer.com/news/security/capita-cyberattack-disrupted-access-to-its-microsoft-office-365-apps/United Kingdom of Great Britain and Northern IrelandUndetermined

Genova Burns, a mid-sized law firm representing Uber notifies an unknown number of its drivers that sensitive data was exposed and stolen due to a cyber-attack.https://www.theregister.com/2023/04/03/uber_drivers_info_stolen/United States of AmericaUndetermined

Researchers from Recorded Future discover a new wave of attacks of the Chinese threat actor known as Xiaoqiying, targeting organizations in South Korea.https://therecord.media/chinese-language-threat-group-targeted-south-koreaKorea (the Republic of)China

Researchers from Recorded Future discover a new wave of attacks of the Chinese threat actor known as Xiaoqiying, targeting organizations in South Korea.https://therecord.media/chinese-language-threat-group-targeted-south-koreaKorea (the Republic of)China

Researchers from Recorded Future discover a new wave of attacks of the Chinese threat actor known as Xiaoqiying, targeting organizations in South Korea.https://therecord.media/chinese-language-threat-group-targeted-south-koreaKorea (the Republic of)China

Researchers from Recorded Future discover a new wave of attacks of the Chinese threat actor known as Xiaoqiying, targeting organizations in South Korea.https://therecord.media/chinese-language-threat-group-targeted-south-koreaKorea (the Republic of)China

Credit Union of Southern California (CU SoCal) files a notice of data breach after learning that an unauthorized party accessed emails and attachments information stored in an employee's email account.https://www.jdsupra.com/legalnews/credit-union-of-southern-california-9116929/United States of AmericaUndetermined

Francesca's Acquisition files a notice of data breach after discovering that an unauthorized party accessed portions of its computer network.https://www.jdsupra.com/legalnews/francesca-s-acquisition-llc-provides-9762784/United States of AmericaUndetermined

Dollar Energy Fund (DEF) files a notice of data breach after discovering that its network was accessed by an unauthorized party.https://www.jdsupra.com/legalnews/dollar-energy-fund-notifies-more-than-8019987/United States of AmericaUndetermined

UK sports apparel chain JD Sports warns customers of a data breach after a server was hacked that contained online order information for 10 million customers.https://www.bleepingcomputer.com/news/security/jd-sports-says-hackers-stole-data-of-10-million-customers/United Kingdom of Great Britain and Northern IrelandUndetermined

Atlantic General Hospital is hit with a ransomware attack.https://healthitsecurity.com/news/maryland-hospital-suffers-ransomware-attackUnited States of AmericaUndetermined

An unauthorized person or group gains access to internal systems used by Skyview Networks, disrupting the delivery of the CBS World News Roundup and other programming to radio affiliates.https://www.databreaches.net/skyview-networks-suffers-security-incident/United States of AmericaUndetermined

The LockBit ransomware gang claims to have attacked Luaces Asesores, an accounting, tax, and labor advisor firm.https://www.databreaches.net/bits-n-pieces-trozos-y-piezas-26/Spain Undetermined

Telecommunications firm IT Servicios is also added to LockBit3.0's ransomware leak site.https://www.databreaches.net/bits-n-pieces-trozos-y-piezas-26/Mexico Undetermined

The Denmark's Centre for Cyber Security is taken down by a DDoS attack allegedly carried out by pro-Russian hacktivists, following an announcement raising its cyber risk alert level.https://therecord.media/ddos-denmark-us-russia-killnet/Denmark Undetermined

The Tucson Unified School District is hit with a Royal ransomware attack.https://therecord.media/k-12-schools-ransomware-tucson-nantucket/United States of AmericaUndetermined

Access to TesorerÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Â-a General de la RepÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Âºblica, the General Treasury of the Republic of Chile (TGR) may be up for sale on a popular hacking forum.https://www.databreaches.net/now-hundreds-of-debts-have-been-forgiven-hundreds-of-rejections-have-been-accepted-claims-by-hacker-of-chiles-general-treasury-of-the-republic/Chile Undetermined

The IT Army of Ukraine claims to have accessed a 1.5 GB archive of files belonging to the Russian state-controlled energy giant, Gazprom.https://cybernews.com/news/it-army-of-ukraine-hacked-gazprom/Russian FederationUkraine

Seguros Equinoccial S.A., an insurance firm, is added to Vice Society's ransomware leak site.https://www.databreaches.net/bits-n-pieces-trozos-y-piezas-26/Ecuador Undetermined

Dutch cyber authorities say that several hospital websites in the Netherlands and Europe were targeted by the pro-Kremlin hacking group Killnet with DDoS attacks because of their countries' support for Ukraine.https://www.securityweek.com/dutch-european-hospitals-hit-by-pro-russian-hackers/NetherlandsRussian Federation

The BlackCat Ransomware gang added Solar Industries India to the list of victims published on its Tor leak site.https://securityaffairs.com/141409/data-breach/blackcat-ransomware-solar-industries-india.htmlIndia Russian Federation

Stroke Scan files notice of a data breach \after learning that confidential consumer information stored on the company's computer network had been compromised.https://www.jdsupra.com/legalnews/stroke-scan-inc-files-notice-of-data-4844451/United States of AmericaUndetermined

Morgan Hill Unified School District in California discloses a breach that occurred when an employee's email account was accessed without authorization.https://www.databreaches.net/morgan-hill-unified-school-district-discloses-data-breach/United States of AmericaUndetermined

IntelBroker leaks a database, allegedly from Verizon, for free, containing 7.5 million clients' records, only first names, device types (Apple or Android), and service plans. Verizon verified that the data leak was legitimate and originated from a vendor which creates videos to assist clients.https://cybernews.com/news/hackers-target-us-telecommunications-firms/United States of AmericaUndetermined

Matco Tools Corporation files notice of a data breach following a cybersecurity incident that leaked confidential consumer information that was in the company's possession.https://www.jdsupra.com/legalnews/matco-tools-corporation-files-official-3908561/United States of AmericaUndetermined

The South East Regional Health Authority (SERHA) in Jamaica is hit with a ransomware attack.https://www.databreaches.net/jm-south-east-regional-health-authority-victim-of-ransomware-attack/Jamaica Undetermined

Telecommunications company Charter Communications says one of its third-party vendors suffered from a security breach after data from the company showed up on a hacking forum.https://therecord.media/telecom-giant-charter-communications-says-third-party-vendor-had-security-breach/United States of AmericaUndetermined

A U.S. No Fly list with over 1.5 million records of banned flyers and upwards of 250,000 'selectees' is shared publicly on a hacking forum.https://www.bleepingcomputer.com/news/security/us-no-fly-list-shared-on-a-hacking-forum-government-investigating/United States of AmericaUndetermined

Webster Bank files a notice of data breach after learning of a third-party data breach at Guardian Analytics, one of Webster Bank's vendors.https://www.jdsupra.com/legalnews/webster-bank-reports-third-party-data-5682440/United States of AmericaUndetermined

The Circleville Municipal Court is hit with a LockBit 3.0 ransomware attack.https://therecord.media/ohio-town-working-to-restore-municipal-court-systems-after-cyberattack/United States of AmericaUndetermined

The ice rink operator Planet Ice suffers a data breach, and approximately 200,000 people have their details stolen.https://www.bbc.com/news/uk-england-bristol-64388071United Kingdom of Great Britain and Northern IrelandUndetermined

Private data allegedly belonging to more than 230,000 Puma customers in Chile is found on a hacker forum.https://www.databreaches.net/puma-investigates-claims-of-leaking-more-than-230k-customers-data/Chile Undetermined

Xavier University of Louisiana (XULA) says it suffered a cyberattack compromising Social Security numbers and other personal information from more than 44,000 students and vendors.https://therecord.media/louisiana-hbcu-says-personal-data-from-44000-students-accessed-in-november-cyberattack/United States of AmericaUndetermined

The database of ePublic, an IT service provider offering services to multiple Italian municipalities, is leaked online.https://www.redhotcyber.com/post/il-database-delle-email-dei-comuni-italiani-e-trapelato-nelle-underground/Italy Undetermined

The California-based networking hardware manufacturer A10 Networks confirms that the Play ransomware gang briefly gained access to its IT infrastructure and compromised data.https://www.bleepingcomputer.com/news/security/a10-networks-confirms-data-breach-after-play-ransomware-attack/United States of AmericaUndetermined

Audifarma, a Colombian pharmacy chain, announces that it had been the victim of a cyber attack.https://www.databreaches.net/bits-n-pieces-trozos-y-piezas-25/Colombia Undetermined

The Instituto Federal Do ParÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Â¡ (IFPA), a public education institution in Brazil, is added to the leaks site of the ALPHV (BlackCat) ransomware gang. https://www.databreaches.net/bits-n-pieces-trozos-y-piezas-25/Brazil Russian Federation

Members Trust of the Southwest Federal Credit Union files notice of a data breach after confirming that the confidential information of some bank customers was accessible by an unauthorized party.https://www.jdsupra.com/legalnews/members-trust-of-the-southwest-federal-4437139/United States of AmericaUndetermined



The Wawasee Community School Corporation is hit with a ransomware attack.https://www.databreaches.net/update-wawasee-community-school-corporation-victim-of-blackcat-attack/United States of AmericaRussian Federation

The Guildford County School is hit with a Vice Society ransomware attack.https://therecord.media/vice-society-ransomware-guildford-school-student-data-extortion/United Kingdom of Great Britain and Northern IrelandUndetermined

Renewal by Andersen files a notice of data breach after confirming that a security incident involving the company's IT network resulted in an unauthorized party gaining access to confidential consumer data.https://www.jdsupra.com/legalnews/renewal-by-andersen-notifies-13-464-7385523/United States of AmericaUndetermined

Yum! Brands, the fast food brand operator of KFC, Pizza Hut, Taco Bell, and The Habit Burger Grill fast-food restaurant chains, is targeted by a ransomware attack that forces the closure of 300 locations in the United Kingdom.https://www.bleepingcomputer.com/news/security/ransomware-gang-steals-data-from-kfc-taco-bell-and-pizza-hut-brand-owner/United States of AmericaUndetermined

Researchers from Palo Alto Networks discover a new campaign by APT15 targeting the Iranian government.https://www.infosecurity-magazine.com/news/chinese-apt-group-vixen-panda/Iran (Islamic Republic of)Afghanistan

Renowned Italian clothing company the Benetton Group reportedly is hit with a cyberattack from an unknown threat grouphttps://thecyberexpress.com/italian-clothing-giant-benetton-cyber-attack/Italy Undetermined

Over 600,000 "rows of private data" from the Penang government's official website are allegedly stolen and uploaded onto the internet.https://www.databreaches.net/penang-government-data-leaked-online/Malaysia Undetermined

NoName057(16) claims to have conducted DDoS attacks against the website and subdomains of a Czech ministry.https://t.me/noname05716/1567Czechia Russian Federation

The Russian-affiliated People's CyberArmy claims to have conducted a DDoS attack against the website of a Ukrainian company producing medicinal products.https://t.me/CyberArmyofRussia_Reborn/2354Ukraine Russian Federation

NoName057(16) claims to have conducted DDoS attacks against the websites of three Czech manufacturing companies.https://t.me/noname05716/1561Czechia Russian Federation

United Health Services of Delaware (UHS of Delaware) files a notice of data breach after learning that a vendor experienced a phishing attack compromising UHS of Delaware patient information.https://www.jdsupra.com/legalnews/uhs-of-delaware-files-notice-of-third-6591190/United States of AmericaUndetermined

South Texas Health System notifies patients that some of their protected health information may have been compromised when an unauthorized party accessed a business associate's email account using a phishing tactic.https://www.beckershospitalreview.com/cybersecurity/texas-health-system-phi-compromised-following-phishing-attack.htmlUnited States of AmericaUndetermined

CRC Insurance Services files a notice of data breach after discovering that an unauthorized party had accessed several employee email accounts.https://www.jdsupra.com/legalnews/crc-insurance-services-llc-announces-2447540/United States of AmericaUndetermined

Costa Rica's Ministry of Public Works and Transport (MOPT) says in a statement that it suffered a ransomware attack encrypting 12 of its servers.https://therecord.media/costa-ricas-ministry-of-public-works-and-transport-crippled-by-ransomware-attack/Costa RicaUndetermined

Mscripts files notice of a data breach after determining confidential consumer information entrusted to the company was accessible by an unauthorized party.https://www.jdsupra.com/legalnews/mscripts-llc-reports-data-breach-with-8025059/United States of AmericaUndetermined

The University of Colorado Hospital Authority ("UCHealth") files notice of a data breach after learning about a cybersecurity incident at one of the organization's vendors, Diligent Corporation.https://www.jdsupra.com/legalnews/university-of-colorado-hospital-2697397/United States of AmericaUndetermined

A group of Russian hacktivists going by the name "Genesis Day" claims it attacked Samsung's offices in South Korea because of the country's recent opening of a mission to the North Atlantic Treaty Organization (NATO). The group said it hacked the internal File Transfer Protocol service of the Samsung Group in South Korea as well as the internal employee system and the Samsung Group intranet. https://therecord.media/samsung-investigating-claims-of-hack-on-south-korea-systems-internal-employee-platform/Korea (the Republic of)China

The Computer Emergency Response Team of Ukraine (CERT-UA) links a destructive malware attack targeting the country's national news agency (Ukrinform) to Sandworm Russian military hackers.https://www.bleepingcomputer.com/news/security/ukraine-links-data-wiping-attack-on-news-agency-to-russian-hackers/Ukraine Russian Federation

The School District 42 has 19,126 records released in a breach when the documents appear to have been uploaded to a popular hacker forum.https://www.databreaches.net/more-than-19000-records-released-in-b-c-school-district-data-breach/Canada Undetermined

Hospital technology giant NextGen Healthcare said it is responding to a cyberattack after a the ALPHVM ransomware group adds the company to its list of victims.https://web.archive.org/web/20230123111413/https://therecord.media/electronic-health-record-giant-nextgen-dealing-with-cyberattack/United States of AmericaRussian Federation

Nonstop Health has its source code and some data leaked in a hacking forum.https://www.databreaches.net/nonstop-health-data-and-source-code-appear-to-have-been-leaked-on-hacking-forum/United States of AmericaUndetermined

According to CERT-UA, Sandworm has conducted a cyberattack, using CaddyWiper, against the Ukrainian National Information Agency.https://cert.gov.ua/article/3639362Ukraine Russian Federation

NoName057(16) claims to have conducted DDoS attacks against the websites, and subdomains of some, of seven Czech manufacturing companies.https://t.me/noname05716/1549Czechia Russian Federation

The UK's Criminal Records Office (ACRO) confirms that online portal issues experienced resulted from what it described as a "cyber security incident."https://www.bleepingcomputer.com/news/security/uk-criminal-records-office-confirms-cyber-incident-behind-portal-issues/UndeterminedUndetermined

Anonymous Russia and Infinity Hackers BY claim to have conducted a hack and leak operation against US federal tax authorities. The leak allegedly contains 198 million lines of personal information.https://t.me/anon_by/2610United States of AmericaRussian Federation

NoName057(16) claims to have conducted DDoS attacks against the websites, and subdomains of some, of seven Czech manufacturing companies.https://t.me/noname05716/1536Czechia Russian Federation

Threat actors disrupt the 24 Hours of Le Mans Virtual esports event.https://www.bitdefender.com/blog/hotforsecurity/hackers-disrupt-24-hours-of-le-mans-virtual-esports-event/France Undetermined

The website for ODIN Intelligence, a company that provides technology and tools for law enforcement and police departments, is defaced.https://techcrunch.com/2023/01/15/odin-intelligence-website-defaced-sweepwizard/United States of AmericaUndetermined

Qulliq Energy Corporation (QEC) in Canada's Nunavut territory suffers a cyber attack that cripples the company's administrative offices.https://web.archive.org/web/20230123111423/https://therecord.media/cyberattack-on-nunavut-energy-supplier-limits-company-operations/Canada Undetermined

Riot Games, the video game developer and publisher behind League of Legends and Valorant, says it will delay game patches after its development environment was compromisedhttps://www.bleepingcomputer.com/news/security/riot-games-hacked-delays-game-patches-after-security-breach/United States of AmericaUndetermined

NoName057(16) claims to have conducted DDoS attacks against the website and subdomains of a Danish bank.https://t.me/noname05716/1529Denmark Russian Federation

The Health Sector Cybersecurity Coordination Center issues an alert regarding a new relatively unknown ransomware group named TimisoaraHackerTeam that recently targeted an undisclosed U.S. cancer center.https://www.scmagazine.com/news/ransomware-cancer-center-alertUnited States of AmericaUndetermined

Somacis, a manufacturer of printed circuit boards, has 252 Gb of data leaked by the ALPHV (BlackCat) ransomware gang.https://www.redhotcyber.com/post/blackcat-rivendita-un-attacco-informatico-allitaliana-somacis-spa/Italy Russian Federation

NoName057(16) has conducted DDoS attacks for two consecutive days against the website and subdomains of a Danish bank.https://t.me/noname05716/1505Denmark Russian Federation

Anonymous Russia claims to have conducted DDoS attacks against the websites of four Slovakian TV channels.https://t.me/anon_by/2595Slovakia Russian Federation

NoName057(16) claims to have conducted DDoS attacks for two consecutive days against the website and one subdomain of the Czech statistical office.https://t.me/noname05716/1503Czechia Russian Federation

Citi Trends files a notice of data breach after discovering that an unauthorized party was able to access confidential employee information stored on the company's IT network.https://www.jdsupra.com/legalnews/citi-trends-inc-announces-data-breach-7838536/United States of AmericaUndetermined

Solaris, a large darknet marketplace focused on drugs and illegal substances, is taken over by a smaller competitor named 'Kraken,' who claims to have hacked.https://www.bleepingcomputer.com/news/security/illegal-solaris-darknet-market-hijacked-by-competitor-kraken/Russian FederationUndetermined

A hacktivist group named Enlace Hacktivist leaks 1.7TB of data of Cellebrite.https://securityaffairs.com/140838/data-breach/cellebrite-software-leaked-online.htmlIsrael Undetermined

The same hacktivist group Enlace Hacktivist leaks some data from the Swedish forensic firm MSAB.https://securityaffairs.com/140838/data-breach/cellebrite-software-leaked-online.htmlSweden Undetermined

The Clop AKA Cl0p ransomware gang adds the New York City Bar Association to their leak site today.https://www.databreaches.net/cl0p-adds-the-new-york-city-bar-association-to-their-leak-site/United States of AmericaUndetermined

Jefferson County Health Center d/b/a Jefferson County Health Department files notice of a data breach after learning that confidential patient information entrusted to the organization had been compromised in a recent cyberattack.https://www.jdsupra.com/legalnews/jefferson-county-health-department-9509472/United States of AmericaUndetermined

Anonymous Russia claims to have conducted DDoS attacks against the websites of seven Slovakian public institutions.https://t.me/anon_by/2589Slovakia Russian Federation

Anonymous Russia claims to have conducted DDoS attacks against the websites of one Slovakian bank and the Association of Slovakian banks.https://t.me/anon_by/2591Slovakia Russian Federation

The Russian-affiliated People's CyberArmy claims to have conducted a DDoS attack against the website of a Ukrainian insurance company.https://t.me/CyberArmyofRussia_Reborn/2270Ukraine Russian Federation

Charter Foods files a notice of data breach following a "criminal cyberattack" that compromised highly sensitive consumer information in the company's possessionhttps://www.jdsupra.com/legalnews/charter-foods-inc-notifies-109-194-3217860/United States of AmericaUndetermined

The Quintana Roo Attorney General's Office appears to have suffered a data leak after a file with 7,910 complaints is published on a popular hacking forum.https://www.databreaches.net/bits-n-pieces-trozos-y-piezas-23/Mexico Undetermined

NoName057(16) claims to have conducted DDoS attacks for two consecutive days against the website and two subdomains of a Czech ministry.https://t.me/noname05716/1480Czechia Russian Federation

Anonymous Russia claims to have conducted DDoS attacks against the websites of six Polish public administrations.https://t.me/anon_by/2585Poland Russian Federation

The Sistema Integral De Control Alimentario (SICA) is hit with a cyber attack.https://www.databreaches.net/bits-n-pieces-trozos-y-piezas-23/Venezuela (Bolivarian Republic of)Undetermined

The Court of Justice of the State of ParÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Â¡ suffers a cyberattack.https://www.databreaches.net/bits-n-pieces-trozos-y-piezas-23/Brazil Undetermined

The pro-Russian group NoName057(16) launches a DDoS campaign against multiple websites owned by the 2023 Czech presidential election candidates.https://therecord.media/pro-russia-hackers-use-telegram-github-to-attack-czech-presidential-election/Czechia Russian Federation

The Liquor Control Board of Ontario (LCBO), a Canadian government enterprise and the country's largest beverage alcohol retailer, reveals that unknown attackers had breached its website to inject malicious code designed to steal customer and credit card information at check-out.https://www.bleepingcomputer.com/news/security/canadas-largest-alcohol-retailers-site-hacked-to-steal-credit-cards/Canada Undetermined

Email marketing firm MailChimp suffers another breach after hackers accessed an internal customer support and account administration tool, allowing the threat actors to access the data of 133 customers.https://techcrunch.com/2023/01/18/mailchimp-hacked/United States of AmericaUndetermined

The French Prison of Draguignan is hit with a cyber attack.https://www.varmatin.com/amp/vie-locale/la-prison-de-draguignan-victime-dun-virus-informatique-822231France Undetermined



Bear IT Army, a Russian-affiliated collective, claims to have conducted a DDoS attack against the website of a Lithuanian ministry.https://t.me/BEARITARMY/18056Lithuania Russian Federation

NoName057(16) claims to have conducted a DDoS attack against the website of a Danish ministry.https://t.me/noname05716/1467Denmark Russian Federation

NoName057(16) claims to have conducted a DDoS attack against the subdomain of a Danish bank.https://t.me/noname05716/1466Denmark Russian Federation

The pro-Russian group NoName057(16) launches a DDoS attack against the websites of Denmark's central bank and seven private banks in the country.https://www.reuters.com/technology/denmarks-central-bank-website-hit-by-cyberattack-2023-01-10/Denmark Russian Federation

The British company Morgan Advanced Materials, which produces ceramic and carbon parts used in semiconductor manufacturing, files a cyber security incident notice.https://therecord.media/british-company-that-helps-make-semiconductors-hit-by-cyber-incident/UndeterminedUndetermined

Threat actors claim to have a database with over 140k email addresses and corresponding passwords from the American Institute of Certified Public Accountants (AICPA), however the organization denies the breach.https://cybernews.com/news/attackers-steal-aicpa-emails-passwords/United States of AmericaUndetermined

The GhostSec leaks 845 MB of data from the webmail of gov.br.https://www.databreaches.net/bits-n-pieces-trozos-y-piezas-23/Brazil Undetermined

In name of OpRussia, the Anonymous affiliate GhostSec claims to have carried out a ransomware attack against a remote terminal unit used in ICS environments.https://www.securityweek.com/cybersecurity-experts-cast-doubt-hackers-ics-ransomware-claimsBelarus Undetermined

The Royal Mail stops its international shipping services due to "severe service disruption" caused by what it described as a "cyber incident."https://www.bleepingcomputer.com/news/security/royal-mail-cyberattack-linked-to-lockbit-ransomware-operation/United Kingdom of Great Britain and Northern IrelandUndetermined

Des Moines Public Schools, the largest school district in Iowa, cancels all classes after taking all networked systems offline in response to "unusual activity" detected on its network.https://www.bleepingcomputer.com/news/security/iowa-s-largest-school-district-cancels-classes-after-cyberattack/United States of AmericaUndetermined

The Japanese customers of two large insurance companies, Aflac and Zurich, have their personal information leaked after the breach of a third-party service provider. it is unclear if the breaches are related and the service provider is the same.https://therecord.media/millions-of-aflac-zurich-insurance-customers-in-japan-have-data-leaked-after-breach/Japan Undetermined

The Japanese customers of two large insurance companies, Aflac and Zurich, have their personal information leaked after the breach of a third-party service provider. it is unclear if the breaches are related and the service provider is the same.https://therecord.media/millions-of-aflac-zurich-insurance-customers-in-japan-have-data-leaked-after-breach/Japan Undetermined

Nearly 16,000 students and 1,200 staff at Okanagan College are unable to access campus network services after a cyber attack.https://www.databreaches.net/canadas-okanagan-college-warns-of-potential-privacy-breach-after-cyber-attack/Canada Undetermined

NFT Investments, a British company that invests in companies developing non-fungible tokens (NFTs), announces that it lost $250,000 of assets in a cyberattack.https://therecord.media/british-nft-investments-says-hackers-stole-250000-worth-of-assets/UndeterminedUndetermined

Fruttagel, an Italian food company suffers a BlackCat ransomware attack and has 720 Gb of data leaked.https://www.redhotcyber.com/post/attacco-ransomware-allitaliana-fruttagel-rivendicato-dalla-cybergang-blackcat/Italy Russian Federation

NoName057(16) claims to have conducted DDoS attacks against the websites of two Polish public institutions.https://t.me/noname05716/1435Poland Russian Federation

NoName057(16) claims to have conducted a DDoS attack against the website of a Polish weapons manufacturer.https://t.me/noname05716/1439Poland Russian Federation

NoName057(16) claims to have conducted a DDoS attack against the website of Estonia's railways.https://t.me/noname05716/1440Estonia Russian Federation

NoName057(16) claims to have conducted DDoS attacks against the websites of four Lithuanian logistics companies.https://t.me/noname05716/1433Lithuania Russian Federation

The Serbian government announces that the website and IT infrastructure of its Ministry of Internal Affairs has been hit by several "massive" distributed denial-of-service (DDoS) attacks.https://therecord.media/serbian-government-reports-massive-ddos-attack-amid-heightened-tensions-in-balkans/Serbia Undetermined

About 1,000 vessels are affected by a ransomware attack against DNV, a major software supplier for ships.https://therecord.media/ransomware-attack-on-maritime-software-impacts-1000-ships/Norway Undetermined

The City Council of Durango reports to be "completely paralyzed" by a cyberattack.https://www.databreaches.net/bits-n-pieces-trozos-y-piezas-23/Spain Undetermined

NoName057(16) claims to have conducted a DDoS attack against the website of Latvia's financial intelligence services.https://t.me/noname05716/1427Latvia Russian Federation

NoName057(16) claims to have conducted a DDoS attack against a Polish logistics company.https://t.me/noname05716/1430Poland Russian Federation

NoName057(16) claims to have conducted a DDoS attack against a Polish railways ticket portal.https://t.me/noname05716/1431Poland Russian Federation

Air France and KLM inform Flying Blue customers that some of their personal information was exposed after their accounts were breached.https://www.bleepingcomputer.com/news/security/air-france-and-klm-notify-customers-of-account-hacks/France Undetermined

The Russian group Cold River targeted the Brookhaven Nuclear Laboratory with a spear phishing campaign creating fake login pages.https://www.reuters.com/world/europe/russian-hackers-targeted-us-nuclear-scientists-2023-01-06/United States of AmericaRussian Federation

The Russian group Cold River targeted the Argonne Nuclear Laboratory with a spear phishing campaign creating fake login pages.https://www.reuters.com/world/europe/russian-hackers-targeted-us-nuclear-scientists-2023-01-06/United States of AmericaRussian Federation

The Russian group Cold River targeted the Lawrence Livermore Nuclear Laboratory with a spear phishing campaign creating fake login pages.https://www.reuters.com/world/europe/russian-hackers-targeted-us-nuclear-scientists-2023-01-06/United States of AmericaRussian Federation

The Hive ransomware gang leaks 550 GB of data stolen from Consulate Health Care, including customer and employee PII data.https://securityaffairs.com/140452/cyber-crime/consulate-health-care-hive-ransomware.htmlUnited States of AmericaRussian Federation

Fidelity Building Services Group files notice of a data breach following an incident in which an unauthorized party was able to access confidential information that had been entrusted to the company.https://www.jdsupra.com/legalnews/fidelity-building-services-group-files-5153777/United States of AmericaUndetermined

The Vice Society ransomware group leaks the data of 14 schools including the Carmel College.https://www.bbc.com/news/uk-england-gloucestershire-63637883United Kingdom of Great Britain and Northern IrelandUndetermined

The Vice Society ransomware group leaks the data of 14 schools including the Frances King School of English.https://www.bbc.com/news/uk-england-gloucestershire-63637883United Kingdom of Great Britain and Northern IrelandUndetermined

The Vice Society ransomware group leaks the data of 14 schools including the Gateway College.https://www.bbc.com/news/uk-england-gloucestershire-63637883United Kingdom of Great Britain and Northern IrelandUndetermined

The Vice Society ransomware group leaks the data of 14 schools including the Holy Family RC + CE College.https://www.bbc.com/news/uk-england-gloucestershire-63637883United Kingdom of Great Britain and Northern IrelandUndetermined

The Vice Society ransomware group leaks the data of 14 schools including the Lampton School.https://www.bbc.com/news/uk-england-gloucestershire-63637883United Kingdom of Great Britain and Northern IrelandUndetermined

The Vice Society ransomware group leaks the data of 14 schools including the Mossbourne Federation.https://www.bbc.com/news/uk-england-gloucestershire-63637883United Kingdom of Great Britain and Northern IrelandUndetermined

The Vice Society ransomware group leaks the data of 14 schools including the Pilton Community College.https://www.bbc.com/news/uk-england-gloucestershire-63637883United Kingdom of Great Britain and Northern IrelandUndetermined

The Vice Society ransomware group leaks the data of 14 schools including the Samuel Ryder Academy.https://www.bbc.com/news/uk-england-gloucestershire-63637883United Kingdom of Great Britain and Northern IrelandUndetermined

The Vice Society ransomware group leaks the data of 14 schools including the School of Oriental and African Studies.https://www.bbc.com/news/uk-england-gloucestershire-63637883United Kingdom of Great Britain and Northern IrelandUndetermined

The Vice Society ransomware group leaks the data of 14 schools including the St Paul's Catholic College.https://www.bbc.com/news/uk-england-gloucestershire-63637883United Kingdom of Great Britain and Northern IrelandUndetermined

The Vice Society ransomware group leaks the data of 14 schools including the Test Valley School.https://www.bbc.com/news/uk-england-gloucestershire-63637883United Kingdom of Great Britain and Northern IrelandUndetermined

The Vice Society ransomware group leaks the data of 14 schools including the De Montfort School.https://www.bbc.com/news/uk-england-gloucestershire-63637883United Kingdom of Great Britain and Northern IrelandUndetermined

The ALPHV AKA BlackCat ransomware group, claims to have attacked Grupo Estrategas EMM.https://www.databreaches.net/bits-n-pieces-trozos-y-piezas-22/Mexico Russian Federation

The Cl0p ransomware group adds Universidad De La Salle to its leak pagehttps://www.databreaches.net/bits-n-pieces-trozos-y-piezas-22/Colombia Undetermined

The BL00DY Ransomware gang claims an attack on the Venezuelan textile company Telas Palo Grande.https://www.databreaches.net/bits-n-pieces-trozos-y-piezas-22/Venezuela (Bolivarian Republic of)Undetermined

SB Tactical, one of the most popular AR-15 pistol brace manufacturers, appears to have been hit with a data breach, where customer data, including names, addresses, and credit card information, was leaked online.https://www.databreaches.net/email-reveals-ar-15-pistol-brace-company-hit-with-data-breach-ahead-of-atf-ruling/United States of AmericaUndetermined

San Francisco's Bay Area Rapid Transit (BART) investigates an alleged ransomware attack after the Vice Society ransomware gang claimed to have attacked the agency.https://therecord.media/san-francisco-bart-investigating-ransomware-attack/United States of AmericaUndetermined

A threat actor named IntelBroker claims to have found a third-party vendor's unsecured cloud storage containing 37 million AT&T client records. The threat actor shares a sample of 5 million records.https://cybernews.com/news/hackers-target-us-telecommunications-firms/United States of AmericaUndetermined

NoName057(16) claims to have conducted a DDoS attack against the website of a Lithuanian data center.https://t.me/noname05716/1417Lithuania Russian Federation

The Russian-affiliated People's CyberArmy claims to have conducted a DDoS attack against the website of a Ukrainian insurance provider.https://t.me/CyberArmyofRussia_Reborn/2204Ukraine Russian Federation

NoName057(16) claims to have conducted a DDoS attack against the website and a subdomain of a Latvian ship repairment company.https://t.me/noname05716/1419Latvia Russian Federation

NoName057(16) claims to have conducted DDoS attacks against the websites of three Lithuanian logistics companies.https://t.me/noname05716/1413Lithuania Russian Federation

T-Mobile discloses a new data breach after a threat actor stole the personal information of 37 million current postpaid and prepaid customer accounts through one of its Application Programming Interfaces (APIs).https://www.bleepingcomputer.com/news/security/t-mobile-hacked-to-steal-data-of-37-million-accounts-in-api-data-breach/United States of AmericaUndetermined

CGM LLC, a U.S. SaaS provider is hit by the Clop ransomware gang.https://cybernews.com/news/hackers-target-us-telecommunications-firms/United States of AmericaUndetermined



The Russian-affiliated People's CyberArmy claims to have conducted a DDoS attack against the website of a Ukrainian mobile operator.https://t.me/CyberArmyofRussia_Reborn/2197Ukraine Russian Federation

NoName057(16) claims to have conducted DDoS attacks against the websites of nine Lithuanian logistics companies.https://t.me/noname05716/1405Lithuania Russian Federation

CircleCI, a software development service discloses a security incident and is urging users to rotate their secrets.https://www.bleepingcomputer.com/news/security/circlecis-hack-caused-by-malware-stealing-engineers-2fa-backed-session/United States of AmericaUndetermined

The Russian-affiliated People's CyberArmy claims to have conducted a DDoS attack against the website of a Ukrainian gas station network.https://t.me/CyberArmyofRussia_Reborn/2190Ukraine Russian Federation

The Swansea Public Schools institution is also hit with a ransomware attack.https://therecord.media/massachusetts-school-district-community-college-dealing-with-fallout-from-ransomware-attacks/United States of AmericaUndetermined

Live Oak Surgery Center discloses that two employee email accounts were compromised by an unauthorized third party, which in turn potentially caused the information of 5,264 patients to be viewed or taken.https://www.beckershospitalreview.com/cybersecurity/hackers-access-texas-surgery-centers-employee-email-accounts.htmlUnited States of AmericaUndetermined

University of Miami Health System (UHealth) announces that the protected health information of 973 patients has potentially been compromised as a result of an employee's personal data breach.https://www.databreaches.net/university-of-miami-health-breach-notice/United States of AmericaUndetermined

The website of Shibuya Ward (Municipality of Shibuya) is taken down by a DDoS attack.https://www3.nhk.or.jp/nhkworld/en/news/20230104_20/Japan Undetermined

Threat actors abuse an open redirect on the official website of the United Kingdom's Department for Environment, Food & Rural Affairs (DEFRA) to direct visitors to fake OnlyFans adult dating sites.https://www.bleepingcomputer.com/news/security/fake-onlyfans-dating-sites-abuse-uk-environment-agency-open-redirect/United Kingdom of Great Britain and Northern IrelandUndetermined

NoName057(16) claims to have conducted DDoS attacks against the websites of four Lithuanian logistics companies.https://t.me/noname05716/1392Lithuania Russian Federation

The Hive ransomware gang adds another medical entity to its leak site. This time, it's Centro MÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Â©dico Virgen De La Caridad health system in Cartagena, Spain.https://www.databreaches.net/ransomware-group-claims-to-have-encrypted-centro-medico-virgen-de-la-caridad/Spain Russian Federation

Anonymous Cuba disables some pages of the University of Havana departments.https://www.databreaches.net/bits-n-pieces-trozos-y-piezas-22/Cuba Cuba

Moldova's government institutions are hit by a wave of phishing attacks after it pledged support for Ukraine in its defense against Russia.https://therecord.media/moldova%ca%bcs-government-hit-by-flood-of-phishing-attacks/Moldova (the Republic of)Undetermined

Pharma Gestao is added to the LockBit ransomware leak site.https://www.databreaches.net/bits-n-pieces-trozos-y-piezas-26/Brazil Undetermined

Black and White Cabs, a digital ride-booking service, shuts down the company's phone and online booking system after a cyber attack.https://www.abc.net.au/news/2023-02-02/black-and-white-cabs-offline-after-cyber-attack/101923130Australia Undetermined

Coster, a company producing systems for the automation and energy efficiency in buildings, suffers 16,000 records leaked on Breach Forums.https://www.redhotcyber.com/post/rivendicato-un-a-attacco-informatico-allitaliana-coster-su-un-forum-underground/Italy Undetermined

Mirai, a KillNet-affiliated collective, claims to have conducted a DDoS attack against the website of a live streaming video game service.https://t.me/PassionBotnet/38United States of AmericaRussian Federation

NoName057(16) claims to have conducted a series of DDoS attacks against the servers of a Lithuanian-based logistics company, temporarily blocking access to six subdomains.https://t.me/noname05716/1385Lithuania Russian Federation

NoName057(16) claims to have conducted a DDoS attack against the website of a Lithuanian logistics company.https://t.me/noname05716/1387Lithuania Russian Federation

Toyota Kirloskar Motor reports a data breach.https://www.livemint.com/auto-news/toyota-kirloskar-motor-confirms-data-breach-in-its-system-11672581044645.htmlIndia Undetermined

Lorenzi, an Italian manufacturer of microfiber products for the shoes industry, is paralyzed by a ransomware attack.https://www.redhotcyber.com/post/attacco-ransomware-allitaliana-lorenzi-ma-nessuna-richiesta-di-riscatto/Italy Undetermined

NoName057(16) claims to have conducted a DDoS attack against the website of a Latvian ship repairment company.https://t.me/noname05716/1382Latvia Russian Federation

Monarch experienced a ransomware attack resulted in confidential patient information being exposed to an unauthorized party.https://www.jdsupra.com/legalnews/monarch-of-north-carolina-announces-1812120/United States of AmericaUndetermined

Ukrainian hacktivists claimed to launch distributed denial-of-service attacks on several Iranian websites, including the website of Iran's supreme leader Ali Khamenei, and the National Iranian Oil Company (NIOC)https://therecord.media/irans-support-of-russia-draws-attention-of-pro-ukraine-hackers/Iran (Islamic Republic of)Undetermined

The Housing Authority of the City of Los Angeles (HACLA) has confirmed that it is dealing with a cyberattack after the agency appeared on the leak site of the LockBit ransomware group.https://therecord.media/los-angeles-housing-authority-says-cyberattack-disrupting-systems/United States of AmericaUndetermined

IT Army of Ukraine claims to have conducted defacement operations against the websites of at least seven Russian district administrations. The defacements displayed the New Year's speech of Ukraine's President.https://t.me/itarmyofukraine2022/943Russian FederationUkraine

NoName057(16) claims to have conducted DDoS attacks against the website and two subdomains of a Latvian freight carrier.https://t.me/noname05716/1374Latvia Russian Federation

Mirai, a KillNet-affiliated collective, claims to have conducted a DDoS attack against the website of an online journal providing business information and predictive intelligence.https://t.me/ucheniye_ddos/186United States of AmericaRussian Federation

Synergy Healthcare Services files a notice of data breach after discovering that an unauthorized actor had gained access to portions of the company's computer network.https://www.jdsupra.com/legalnews/synergy-healthcare-services-sends-data-8353153/United States of AmericaUndetermined

Hub International Limited files a notice of data breach after discovering that files on the company's IT network were accessed and copied by an unauthorized party.https://www.jdsupra.com/legalnews/hub-international-limited-files-notice-7826466/United States of AmericaUndetermined

DDoS attack against the Polish parliament website.https://www.bleepingcomputer.com/news/security/poland-warns-of-attacks-by-russia-linked-ghostwriter-hacking-group/Poland Russian Federation

CentraState Medical Center in New Jersey is facing continued disruptions due to cybersecurity incidents in the last few weeks, officials say the hospital is facing "some technical problems related to an IT security issue" https://www.scmagazine.com/analysis/ransomware/nj-hospital-centrastate-diverting-patients-after-cyberattack-it-shutdownUnited States of AmericaUndetermined

Iran Airlines online services have stopped working properly due to a DDOS attack.https://therecord.media/irans-support-of-russia-draws-attention-of-pro-ukraine-hackers/Iran (Islamic Republic of)Ukraine

The Russian-affiliated People's CyberArmy claims to have conducted a DDoS attack against the website of a Ukrainian bank.https://t.me/CyberArmyofRussia_Reborn/2165Ukraine Russian Federation

NoName057(16) claims to have conducted a series of DDoS attacks against the domain of Latvia's railways, temporarily blocking access to eight subdomains.https://t.me/noname05716/1366Latvia Russian Federation

The Iowa branch of the Public Broadcasting Service was victim to a ransomware attack.https://therecord.media/royal-ransomware-group-claims-it-attacked-iowa-pbs-station/United States of AmericaUndetermined

Bay Bridge Administrators, LLC ("BBA") filed notice of a data breach after an unauthorized party was able to access sensitive consumer information stored on the company's computer network.https://www.jdsupra.com/legalnews/bay-bridge-administrators-llc-reports-6185667/United States of AmericaUndetermined

MJ Care, a New Berlin, WI-based provider of rehabilitation and health services, has notified 1,832 patients that some of their protected health information has potentially been accessed or obtained by an unauthorized individual.https://www.hipaajournal.com/phishing-attack-on-washington-therapist-exposes-patients-phi/United States of AmericaUndetermined

Stratford University, discloses a ransomware attack, probably by the Avos Locker gang.https://www.databreaches.net/stratford-university-discloses-ransomware-attack-but-which-ransomware-attack/United States of AmericaUndetermined

NoName057(16) claims to have conducted a DDoS attack against a Latvian energy production and distribution plant website.https://t.me/noname05716/1359Latvia Russian Federation

UnitedHealthcare notifies individuals across the country of a recent data breach after an unauthorized party was able to access a UHC broker portal.https://www.jdsupra.com/legalnews/unitedhealthcare-notifies-customers-of-1414735/United States of AmericaUndetermined

An anonymous Twitter user published yesterday a set of 10,000 API keys allegedly obtained from the 3Commas cryptocurrency trading platform.https://www.bleepingcomputer.com/news/security/crypto-platform-3commas-admits-hackers-stole-api-keys/Estonia Undetermined

The ransomware gang Snatch, published within its data leak site a post where it claims the attack on the  nonprofit "Centro Turistico Giovanile".https://www.redhotcyber.com/post/snatch-ransomware-colpisce-il-centro-turistico-giovanile-una-associazione-italiana-senza-scopo-di-lucro/Italy Undetermined

Telekom Malaysia has confirmed that a data breach which affects its Unifi Mobile users, both individual customers and small and medium-sized enterprises.https://www.thestar.com.my/tech/tech-news/2022/12/30/over-200000-customers-affected-by-unifi-mobile-data-breachMalaysia Undetermined

The IT services and digital solutions company Einatec was added to Snatch Team's leak site.https://www.databreaches.net/bits-n-pieces-trozos-y-piezas-21/Spain Undetermined

Zacks Investment Research (Zacks) discloses that threat actors breached Zacks Investment Research and gained access to personal and sensitive information belonging to 820,000 customers.https://www.bleepingcomputer.com/news/security/zacks-investment-research-data-breach-affects-820-000-clients/United States of AmericaUndetermined

Motto Mortgage files notice of a data breach after learning that an unauthorized party was able to access confidential consumer information stored on the company's computer system.https://www.jdsupra.com/legalnews/motto-mortgage-files-notice-of-recent-7192039/United States of AmericaUndetermined

Data from Seguros Equinoccial appear in the Vice Society ransomware leak site.https://www.databreaches.net/bits-n-pieces-trozos-y-piezas-26/Ecuador Undetermined

Mirai, a KillNet-affiliated collective, claims to have conducted a DDoS attack against the support webpage of a popular search engine.https://t.me/BotNet_Bandaxd/3144United States of AmericaRussian Federation

The Russian-affiliated People's CyberArmy claims to have conducted a DDoS attack against the website of a Ukrainian bank.https://t.me/CyberArmyofRussia_Reborn/2149Ukraine Russian Federation

NoName057(16) claims to have conducted a DDoS attack against the website of Latvia's state-owned energy company.https://t.me/noname05716/1348Latvia Russian Federation

CGM files a notice of data breach after learning that an unauthorized party was able to access confidential personal information stored on the company's computer system.https://www.jdsupra.com/legalnews/cgm-inc-files-notice-of-data-breach-9865489/United States of AmericaUndetermined

BlueNoroff has been blamed for numerous cyberattacks targeting banks and cryptocurrency firms as a part of larger malware campaign aimed against the financial institutions of numerous nations.https://www.securityweek.com/north-korean-hackers-created-70-fake-bank-venture-capital-firm-domains/United States of AmericaKorea (the Democratic People's Republic of)

BlueNoroff has been blamed for numerous cyberattacks targeting banks and cryptocurrency firms as a part of larger malware campaign aimed against the financial institutions of numerous nations.https://www.securityweek.com/north-korean-hackers-created-70-fake-bank-venture-capital-firm-domains/Japan Korea (the Democratic People's Republic of)

BlueNoroff has been blamed for numerous cyberattacks targeting banks and cryptocurrency firms as a part of larger malware campaign aimed against the financial institutions of numerous nations.https://www.securityweek.com/north-korean-hackers-created-70-fake-bank-venture-capital-firm-domains/Viet Nam Korea (the Democratic People's Republic of)



BlueNoroff has been blamed for numerous cyberattacks targeting banks and cryptocurrency firms as a part of larger malware campaign aimed against the financial institutions of numerous nations.https://www.securityweek.com/north-korean-hackers-created-70-fake-bank-venture-capital-firm-domains/United Arab EmiratesKorea (the Democratic People's Republic of)

Ransomware attack hit Chicago-based Sargent & Lundy, an engineering firm that was responsible for designing energy infrastructurehttps://edition.cnn.com/2022/12/27/politics/hackers-data-utilities-ransomware-sargent-lundyUnited States of AmericaUndetermined

A cybercrime forum listed for sale what a seller purports to be 30 million passenger records for users of India's railways, including names, email addresses, phone numbers and more.https://www.bankinfosecurity.com/indian-railways-says-its-source-alleged-data-breach-a-20825India Undetermined

The Canadian Copper Mountain Mining Corporation (CMMC) in British Columbia has announced that it was the target of a ransomware attack that impacted its operations.https://www.bleepingcomputer.com/news/security/canadian-mining-firm-shuts-down-mill-after-ransomware-attack/Canada Undetermined

The Advanced Systems company, an Italian IT provider, informs that it has been the victim of a ransomware which has affected some company servers.https://www.redhotcyber.com/post/lazienda-italiana-advanced-system-colpita-dal-ransomware-lo-avverte-lazienda-con-un-comunicato-stampa/Italy Undetermined

Threat actors gained access to Slack's externally hosted GitHub repositories via a "limited" number of Slack employee tokens that were stolen.https://www.bleepingcomputer.com/news/security/slacks-private-github-code-repositories-stolen-over-holidays/United States of AmericaUndetermined

NoName057(16) claims to have conducted a DDoS attack against the website of a Latvian airline.https://t.me/noname05716/1341Latvia Russian Federation

NoName057(16) claims to have conducted a DDoS attack against the website, and two subdomains, of a Latvian private freight carrier.https://t.me/noname05716/1342Latvia Russian Federation

NoName057(16) claims to have conducted a DDoS attack against the website of a Latvian port.https://t.me/noname05716/1343Latvia Russian Federation

Harrington Raceway and Casino files a notice of data breach with the Maine Attorney General after learning that hackers were able to access confidential consumer information located on the company's servers for a period of two weeks.https://www.jdsupra.com/legalnews/harrington-raceway-inc-announces-data-1258063/United States of AmericaUndetermined

Cott Systems, a cloud-based solutions provider, informed its customers that an "organized cyberattack" had hit the company systems and resulted in "unusual activity" on its servershttps://www.bankinfosecurity.com/cyberattack-on-records-vendor-affects-scores-us-counties-a-20856United States of AmericaUndetermined

The BlackCat ransomware gang publish the data of a compromised a company in financial services, and create a replica of the victim's site to publish stolen data on it.https://www.bleepingcomputer.com/news/security/ransomware-gang-cloned-victim-s-website-to-leak-stolen-data/UndeterminedRussian Federation

NoName057(16) claims to have conducted a DDoS attack against the website of a Latvian regulatory body.https://t.me/noname05716/1332Latvia Russian Federation

The Administration of the Port of Lisbon was hit by a ransomware attack  leveraging financial reports, audits, budgets, contracts, cargo information, ship logs, crew details, customer PII (personally identifiable information), port documentation, email correspondence, and more.https://www.bleepingcomputer.com/news/security/lockbit-ransomware-claims-attack-on-port-of-lisbon-in-portugal/Portugal Undetermined

A website had listed details of 3.5 million Astro customers.https://www.theborneopost.com/2022/12/30/fahmi-ministry-of-communications-and-digital-investigating-alleged-data-leak-involving-maybank-astro-and-ec/Malaysia Undetermined

Communications and Digital minister Fahmi Fadzil said his ministry through the Personal Data Protection Department in collaboration with CyberSecurity Malaysia is seeking feedback from Maybank and Astro on the alleged data leaks to ensure the legitimacy of data ownershiphttps://www.theborneopost.com/2022/12/30/fahmi-ministry-of-communications-and-digital-investigating-alleged-data-leak-involving-maybank-astro-and-ec/Malaysia Undetermined

The Ministry of Communications and Digital (KKD) takes seriously the alleged data leak, via a website on December 25, that allegedly involves Maybank, Astro and the Election Commission (EC).https://www.theborneopost.com/2022/12/30/fahmi-ministry-of-communications-and-digital-investigating-alleged-data-leak-involving-maybank-astro-and-ec/Malaysia Undetermined

NoName057(16) claims to have conducted DDoS attacks against the websites of eight Polish public institutions.https://t.me/noname05716/1327Poland Russian Federation

NoName057(16) claims to have conducted DDoS attacks against the websites of seven Polish public institutions.https://t.me/noname05716/1322Poland Russian Federation

A threat actor claims to be selling public and private data of 400 million Twitter users scraped in 2021 using a now-fixed API vulnerability.https://www.bleepingcomputer.com/news/security/hacker-claims-to-be-selling-twitter-data-of-400-million-users/United States of AmericaUndetermined

The auto giants' computer system were wiped which resulted in the loss of thousands of customer details.https://www.thescottishsun.co.uk/news/9982216/arnold-clark-cyber-attack/United Kingdom of Great Britain and Northern IrelandUndetermined

Bristol Community College is hit with a ransomware attack.https://therecord.media/massachusetts-school-district-community-college-dealing-with-fallout-from-ransomware-attacks/United States of AmericaUndetermined

NoName057(16) claims to have conducted a DDoS attack against the website of a Latvian charity organization.https://t.me/noname05716/1317Latvia Russian Federation

NoName057(16) claims to have conducted a DDoS attack against the website of a British munition manufacturer.https://t.me/noname05716/1319United Kingdom of Great Britain and Northern IrelandRussian Federation

Albertsons Companies files a notice of data breach after learning that confidential information belonging to certain individuals was accessed by an unauthorized party following a malware attack.https://www.jdsupra.com/legalnews/albertsons-companies-inc-files-notice-2255040/United States of AmericaUndetermined

Pro-Russian threat actor group Killnet decided to advance their political goals by targeting American hospitals and healthcare organizationshttps://cybernews.com/news/killnet-targets-us-healthcare/United States of AmericaRussian Federation

An unauthorized third party had accessed and potentially obtained certain files containing patient names, addresses, identification numbers, health insurance information, payment information, dates of birth, and clinical information.https://healthitsecurity.com/news/louisiana-health-system-notifies-270k-of-healthcare-data-breachUnited States of AmericaUndetermined

New malicious campaign targeting the operations of the Indian Governmenthttps://www.securonix.com/blog/new-steppykavach-attack-campaign/India Undetermined

A cyber attack at Queensland's second-largest university has caused campus printers to spit out ransomware notes in bulk.https://www.databreaches.net/queensland-university-of-technology-shuts-it-systems-after-being-hit-by-ransomware-attack-by-royal-team/Australia Undetermined

Minuteman Senior Services confirms that an unauthorized individual gained access to the email account of an employee.https://www.databreaches.net/second-verse-same-as-the-first-minuteman-senior-services-reports-another-breach-of-an-employee-email-account/United States of AmericaUndetermined

IT Army of Ukraine has conducted a DDoS attack against the servers of a Russian freelancing platform.https://t.me/itarmyofukraine2022/939Russian FederationUkraine

Nonstop Administration and Insurance Services files a notice of data breach on behalf of Eisner Health after learning that a 2022 cyberattack compromised confidential information belonging to Eisner Health patients.https://www.jdsupra.com/legalnews/eisner-health-patients-confidential-3322745/United States of AmericaUndetermined

Undetermined https://www.hackread.com/russian-killnet-hackers-fbi-agents/United States of AmericaRussian Federation

Killnet claims to have breached private accounts of indviduals within the Federal Motor Carrier Safety Administrationhttps://www.hackread.com/russian-killnet-hackers-fbi-agents/United States of AmericaRussian Federation

Italian manufacturer Bavelloni is hit by a ransomware attack with data exfiltrated from the company's IT infrastructure.https://www.redhotcyber.com/post/lockbit-rivendita-un-attacco-allitaliana-bavelloni-spa-9gg-e-i-dati-saranno-online/Italy Undetermined

PayPal sends out data breach notifications to approximately 35,000 users who had their accounts accessed through credential stuffing attacks that exposed some personal data.https://www.bleepingcomputer.com/news/security/paypal-accounts-breached-in-large-scale-credential-stuffing-attack/United States of AmericaUndetermined

NoName057(16) claims to have conducted DDoS attacks against the websites of three Latvian public institutions.https://t.me/noname05716/1309Latvia Russian Federation

MedInform files a notice of data breach after learning that an unauthorized user was able to access confidential information belonging to Cleveland Clinic patients that were stored on the company's computer network.https://www.jdsupra.com/legalnews/medinform-inc-announces-data-breach-6424529/United States of AmericaUndetermined

GeoSouthern Energy Corporation file a notice of data breach after learning that a recent cyberattack compromised confidential information belonging to current and former employees as well as their dependents.https://www.jdsupra.com/legalnews/geosouthern-energy-corporation-confirms-2026131/United States of AmericaUndetermined

The Guardian Newspaper is struck by ransomware attackhttps://therecord.media/guardian-newspaper-hit-by-suspected-ransomware-attack-staff-told-not-to-come-to-office/United Kingdom of Great Britain and Northern IrelandUndetermined

A listing appeared on a popular forum that offered documents allegedly from St. Rose Hospital in Hayward, California.https://www.databreaches.net/st-rose-hospital-patient-data-appears-on-hacking-forum/United States of AmericaChina

Mount Saint Mary College ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬" a liberal arts college in New York ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬" confirms it experienced a ransomware attack in December after the Vice Society group publicly shares details about the incident.https://therecord.media/mount-saint-mary-college-confirms-december-ransomware-attack/United States of AmericaUndetermined

NoName057(16) claims to have conducted a DDoS attack against the website of Latvia's financial intelligence services.https://t.me/noname05716/1303Latvia Russian Federation

NoName057(16) claims to have conducted a DDoS attack against the website of a Latvian company responsible for the registration of companies.https://t.me/noname05716/1304Latvia Russian Federation

An Iranian group of hackers, known as Moses Staff, had seized control of dozens of Israeli CCTV cameras.https://securityaffairs.com/139934/hacking/iranian-group-hacked-israeli-cctv-cameras.htmlIsrael Iran (Islamic Republic of)

Medstar Mobile Healthcare experienced a recent hacking incident targeting the company's computer system which compromised confidential information belonging to certain patients.https://www.jdsupra.com/legalnews/medstar-mobile-healthcare-files-notice-8635495/United States of AmericaUndetermined

ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬'Comcast Xfinity customers report their accounts being hacked in widespread attacks that bypass two-factor authentication. These compromised accounts are then used to reset passwords for other services.https://www.bleepingcomputer.com/news/security/comcast-xfinity-accounts-hacked-in-widespread-2fa-bypass-attacks/United States of AmericaUndetermined

The city of Mount Vernon, Ohio said its police department, municipal court and other government offices were affected by a ransomware attack.https://therecord.media/lockbit-ransomware-group-attacks-ohio-towns-court-police-department-and-more/United States of AmericaUndetermined

Monte Cristalina S.A. was added to LockBit3.0's leak site and access to Monte Cristalina's website has been blockedhttps://www.databreaches.net/bits-n-pieces-trozos-y-piezas-21/Brazil Undetermined

Mirai, a KillNet-affiliated collective, claims to have conducted a DDoS attack against the support webpage of a Swedish audio streaming and media services provider.https://t.me/ucheniye_ddos/130Sweden Russian Federation

NoName057(16) claims to have conducted a DDoS attack against the website of a Polish armament manufacturer.https://t.me/noname05716/1296Poland Russian Federation

NoName057(16) claims to have conducted a DDoS attack against the website of a Lithuanian energy distributor.https://t.me/noname05716/1298Lithuania Russian Federation

Fairfax County Public Schools (FCPS) discloses a security breach where a threat actor accessed two FCPS business email accounts.https://www.databreaches.net/va-fairfax-county-public-schools-breach-exposed-sensitve-student-information/United States of AmericaUndetermined

SickKids suffered a ransomware attack that impacted internal and corporate systems, hospital phone lines, and the website.https://www.bleepingcomputer.com/news/security/ransomware-gang-apologizes-gives-sickkids-hospital-free-decryptor/Canada Undetermined

CervecerÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Â-a Regional was added to the leaks page of the threat actor "Play.https://www.databreaches.net/bits-n-pieces-trozos-y-piezas-21/Venezuela (Bolivarian Republic of)Undetermined



The Royal ransomware gang claims a new attack on another Italian organization. Today it's the turn of the Conform that has to fight with the ransomware.https://www.redhotcyber.com/post/royal-rivendica-un-attacco-informatico-allitaliana-conform/Italy Undetermined

Pepsi Bottling Ventures LLC suffered a data breach caused by a network intrusion that resulted in the installation of information-stealing malware and the extraction of data from its IT systems.https://www.bleepingcomputer.com/news/security/pepsi-bottling-ventures-suffers-data-breach-after-malware-attack/United States of AmericaUndetermined

The Russian-affiliated People's CyberArmy claims to have conducted DDoS attacks against the websites of three Ukrainian football teams.https://t.me/CyberArmyofRussia_Reborn/2037Ukraine Russian Federation

Vice Society encrypted and leaked data stolen from University Institute of Technology of Paris onto their dark web sitehttp://vsociethok6sbprvevl4dlwbqrzyhxcxaqpvcqt5belwvsuxaxsutyad.onion/partners.htmlFrance Undetermined

An infamous hacker known as Jason Brubeck succeeded in stealing approximately 850 ETH ($1+ million) worth of Bored Ape collection.https://www.cryptopolitan.com/infamous-hacker-steals-14-baycs/UndeterminedUndetermined

Hackers have breached the Indian government's web portal for COVID-19 vaccination, CoWIN.gov.in, selling sensitive information to the highest bidder on the Dark Web.https://www.timesnownews.com/technology-science/hackers-selling-user-data-from-cowin-platform-on-darkweb-article-96301909/ampIndia Undetermined

NoName057(16) claims to have conducted a DDoS attack against a Polish public institution's website and IT services for the social security system of farmers.https://t.me/noname05716/1290Poland Russian Federation

A cyber attack on the after-hours call service of New Zealand's largest insurer of medical professionals has potentially exposed the personal data of its members.https://www.databreaches.net/cyber-attack-on-nzs-largest-insurer-of-doctors-mas-may-have-exposed-members-personal-data/New ZealandUndetermined

A compromised Ukrainian Ministry of Defense email account was found sending phishing emails and instant messages to users of the 'DELTA' situational awareness program to infect systems with information-stealing malware.https://www.bleepingcomputer.com/news/security/ukraines-delta-military-system-users-targeted-by-info-stealing-malware/Ukraine Undetermined

NoName057(16) claims to have conducted a DDoS attack against the website and nine online resources of the national railway system of Austria.https://t.me/noname05716/1286Austria Russian Federation

Ukrainian government entities were hacked in targeted attacks after their networks were first compromised via trojanized ISO files posing as legitimate Windows 10 installers.https://www.bleepingcomputer.com/news/security/ukrainian-govt-networks-breached-via-trojanized-windows-10-installers/Ukraine Russian Federation

School board confirms hack; attacker sent note through photocopiershttps://www.sootoday.com/local-news/school-board-confirms-hack-attacker-sent-note-through-photocopiers-6254540United States of AmericaUndetermined

Pro-Russian hacktivists of the NoName057(16) collective claim to have taken down 9 sites belonging to the Italian Ministry of Defense.https://www.redhotcyber.com/post/attacco-al-ministero-della-difesa-italiano-gli-hacktivisti-colpiscono-con-attacchi-ddos/Italy Russian Federation

Vice Society encrypted and leaked data stolen from Universidade Catolica Portuguesa onto their dark web sitehttp://vsociethok6sbprvevl4dlwbqrzyhxcxaqpvcqt5belwvsuxaxsutyad.onion/partners.htmlPortugal Undetermined

Vice Society encrypted and leaked data stolen from Fire Rescue Victoria onto their dark web sitehttp://vsociethok6sbprvevl4dlwbqrzyhxcxaqpvcqt5belwvsuxaxsutyad.onion/partners.htmlAustralia Undetermined

Rochester Public Library was notified that one of its library service partners, MNLINK, experienced a data breach. Through the random cyber attack, the names and email address of 1,709 Rochester library customers might have been accessed.https://www.postbulletin.com/news/local/state-network-data-breach-has-potential-impact-on-some-rochester-public-library-usersUnited States of AmericaUndetermined

Restaurant customer management platform SevenRooms confirms it suffered a data breach after a threat actor began selling stolen data on a hacking forum.https://www.bleepingcomputer.com/news/security/restaurant-crm-platform-sevenrooms-confirms-breach-after-data-for-sale/United States of AmericaUndetermined

Reventics files notice of a data breach after discovering that a hacker accessed and stole confidential consumer information from the company's computer network.https://www.jdsupra.com/legalnews/reventics-an-omega-healthcare-company-7454016/United States of AmericaUndetermined

Highmark Health files a notice of data breach after learning that an employee's email account had been compromised following a phishing attack.https://www.jdsupra.com/legalnews/highmark-inc-announces-data-breach-1155706/United States of AmericaUndetermined

NLB, a Ukrainian-affiliated threat actor, has leaked information of 1.5 million clients of a Russian online platform providing travel services.https://www.securitylab.ru/news/535272.php?r=2Russian FederationUkraine

NoName057(16) claims to have conducted a DDoS attack against the website of the lower house of the Polish parliament.https://t.me/noname05716/1281Poland Russian Federation

IT Army of Ukraine claims to have conducted a DDoS attack against the servers of a Russian freelancing platform.https://t.me/itarmyofukraine2022/938Russian FederationUkraine

Social media analytics platform Social Blade has confirmed they suffered a data breach after its database was breached and put up for sale on a hacking forum.https://www.bleepingcomputer.com/news/security/social-blade-confirms-breach-after-hacker-posts-stolen-user-data/United States of AmericaUndetermined

FuboTV says World Cup streaming outage caused by a cyberattackhttps://www.bleepingcomputer.com/news/security/fubotv-says-world-cup-streaming-outage-caused-by-a-cyberattack/United States of AmericaUndetermined

Australia's TPG Telecom this week announced that a threat actor has gained unauthorized access to a service hosting the email accounts of 15,000 customers.https://www.securityweek.com/email-hack-hits-15000-business-customers-australian-telecoms-firm-tpg/Australia Undetermined

Vice Society encrypted and leaked data stolen from Xavier University of Louisiana onto their dark web sitehttp://vsociethok6sbprvevl4dlwbqrzyhxcxaqpvcqt5belwvsuxaxsutyad.onion/partners.htmlUnited States of AmericaUndetermined

Aegea Saneamento e ParticipaÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Â§ÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Âµes S.A, a private company operating in the water and waste sector, has experienced a cyber-attack. https://www.databreaches.net/bits-n-pieces-trozos-y-piezas-20/Brazil Undetermined

Mirai, a KillNet-affiliated collective, claims to have conducted a DDoS attack against the cloud service of a US multinational technology company.https://t.me/PassionBotNet/31United States of AmericaRussian Federation

IT Army of Ukraine has conducted a DDoS attack against the servers of a Russian freelancing platform.https://t.me/itarmyofukraine2022/933Russian FederationUkraine

The Department of Finance in California has been the target of a cyberattack now claimed by the LockBit ransomware gang.https://www.bleepingcomputer.com/news/security/lockbit-claims-attack-on-californias-department-of-finance/United States of AmericaUndetermined

NLB, a group of pro-Ukrainian hackers, has released more than three million personal records from the state-run Moscow Electronic School website ÃƒÂ¢Ã¢Â‚Â¬" an educational platform used by Moscow public schools.https://meduza.io/en/news/2022/12/14/hackers-release-over-3-million-personal-records-from-moscow-public-education-databaseRussian FederationUkraine

Vice Society encrypted and leaked data stolen from Publicare onto their dark web sitehttp://vsociethok6sbprvevl4dlwbqrzyhxcxaqpvcqt5belwvsuxaxsutyad.onion/partners.htmlSwitzerlandUndetermined

NLB, a Ukrainian-affiliated threat actor, has leaked an extensive database containing data of students in educational institutions in Moscow. The leak includes names, birthdays, phone numbers, email addresses, and login details.https://t.me/data1eaks/696Russian FederationUkraine

Mirai, a KillNet-affiliated collective, claims to have conducted a DDoS attack against the website of a US agency responsible for the civil space program, aeronautics research, and space research.https://t.me/PassionBotNet/18United States of AmericaRussian Federation

Ukrainian government agencies and the state railway are the latest victims of a new wave of phishing attacks, Ukraine's Computer Emergency Response Team (CERT-UA) reported last week.https://therecord.media/ukrainian-railway-state-agencies-allegedly-targeted-by-dolphincape-malware/Ukraine Russian Federation

The Public is advised that the QEH is currently Investigating a cyber security incident on its Internet network. As a result of this incident there will be disruptions and delays in services, the duration of which is unknown at this time.https://www.qehconnect.com/cybersecurity-incident-dec-2022-updates/#latestBarbados Undetermined

On December 12, 2022, North Star Leasing, a wholly-owned subsidiary of Peoples Bancorp, reported a data breach with the Massachusetts Office of Consumer Affairs and Business Regulation after discovering that certain information that consumers had entrusted to the company was accessible to an unauthorized partyÃƒÂ¢Ã¢Â‚Â¬"possibly as a result of a cyberattack.https://www.jdsupra.com/legalnews/north-star-leasing-a-division-of-9849850/United States of AmericaUndetermined

Hive ransomware gang claims responsibility for attack on Intersport that left cash registers disabledhttps://www.bitdefender.com/blog/hotforsecurity/hive-ransomware-gang-claims-responsibility-for-attack-on-intersport-that-left-cash-registers-disabled/France Russian Federation

Colombian energy supplier EPM hit by BlackCat ransomware attackhttps://www.bleepingcomputer.com/news/security/colombian-energy-supplier-epm-hit-by-blackcat-ransomware-attack/Colombia Russian Federation

Crisis situation' declared as two Swedish municipalities hit by cyberattackhttps://therecord.media/crisis-situation-declared-as-two-swedish-municipalities-hit-by-cyberattack/Sweden Undetermined

Crisis situation' declared as two Swedish municipalities hit by cyberattackhttps://therecord.media/crisis-situation-declared-as-two-swedish-municipalities-hit-by-cyberattack/Sweden Undetermined

Gen Digital, formerly Symantec Corporation and NortonLifeLock, sends data breach notifications to customers, informing them that threat actors have successfully breached Norton Password Manager accounts in credential-stuffing attacks.https://www.bleepingcomputer.com/news/security/nortonlifelock-warns-that-hackers-breached-password-manager-accounts/United States of AmericaUndetermined

Wentworth Health Partners Garrison Women's Health (GWH) informs patients that a third-party data breach impacted its IT infrastructure, making some patient information inaccessible and unrecoverable.https://www.databreaches.net/medical-records-for-4158-garrison-womens-health-patients-lost-due-to-attack-on-it-vendor/United States of AmericaUndetermined

Anonymous Russia claims to have conducted DDoS attacks against the websites of six Finnish banks.https://t.me/anon_by/2061Finland Russian Federation

HawaiiUSA Federal Credit Union (HawaiiUSA) files a notice of data breach after a phishing incident leaks the personal information of more than 20,000 bank customers.https://www.jdsupra.com/legalnews/hawaiiusa-federal-credit-union-confirms-6926519/United States of AmericaUndetermined

Cheyenne Radiology Group & MRI issues notifications to its patients about a ransomware attack that was discovered and stopped on December 12, 2022.https://www.hipaajournal.com/170450-cyberattack-the-chattanooga-heart-institute/United States of AmericaUndetermined

The Play ransomware gang has claimed responsibility for a cyber attack on H-Hotels (h-hotels.com) that has resulted in communication outages for the company.https://www.bleepingcomputer.com/news/security/play-ransomware-claims-attack-on-german-hotel-chain-h-hotels/Germany Undetermined

RansomExx encrypted and leaked data stolen from REC Silicon onto their dark web sitehttp://rnsm777cdsjrsdlbs4v5qoeppu3px6sb2igmh53jzrx7ipcrbjz5b2ad.onion/4912a2b1b4f875eb4dd411a554573010796532c2/Norway Undetermined

The Russian-affiliated People's CyberArmy claims to have conducted a DDoS attack against the website of a Ukrainian company providing ride-hailing services.https://t.me/CyberArmyofRussia_Reborn/1953Ukraine Russian Federation

Anonymous Russia claims to have conducted a DDoS attack against the official website of the European Union.https://t.me/anon_by/2057Belgium Russian Federation

Anonymous Russia claims to have conducted a DDoS attack against the website of the diplomatic service of the European Union.https://t.me/anon_by/2057Belgium Russian Federation

InfraGard, a program run by the U.S. Federal Bureau of Investigation (FBI) to build cyber and physical threat information sharing partnerships with the private sector, this week saw its database of contact information on more than 80,000 members go up for sale on an English-language cybercrime forum.https://krebsonsecurity.com/2022/12/fbis-vetted-info-sharing-network-infragard-hacked/?v=2United States of AmericaUndetermined

The Russian-affiliated People's CyberArmy claims to have conducted a DDoS attack against the online tracking services of the website of Ukrainian postal services.https://t.me/CyberArmyofRussia_Reborn/1942Ukraine Russian Federation

Minnesota and Wisconsin locations of 90 Degree Benefits files a notice of data breach after the company confirmed that certain files containing confidential consumer data were accessed by an unauthorized party following a cyberattack.https://www.jdsupra.com/legalnews/michigan-wisconsin-locations-of-90-7347864/United States of AmericaUndetermined

The healthcare management company, Epic Management LLC, has recently announced that unauthorized individuals gained access to its digital environment and accessed files and data stored in its email system.https://www.hipaajournal.com/six-data-breaches-reported-by-healthcare-providers-and-business-associates/United States of AmericaUndetermined



Lorenz encrypted and leaked data stolen from Shelco onto their dark web sitehttp://lorenzmlwpzgxq736jzseuterytjueszsvznuibanxomlpkyxk6ksoyd.onion/United States of AmericaUndetermined

On December 8, 2022, Veros Credit reported a data breach with the Texas Attorney General's office after the company learned that an unauthorized party was able to access confidential consumer information that had been entrusted to the company.https://www.jdsupra.com/legalnews/veros-credit-files-notice-of-data-1325458/United States of AmericaUndetermined

On December 8, 2022, Teleperformance USA reported a data breach with the Texas Attorney General after learning that an unauthorized party had accessed confidential consumer information that was entrusted to the company.https://www.jdsupra.com/legalnews/teleperformance-usa-notifies-consumers-3944531/United States of AmericaUndetermined

On December 8, 2022, Crane Worldwide Logistics reported a data breach with the Attorney General of Texas after confirming that a recent cybersecurity event compromised confidential consumer information in the company's control.https://www.jdsupra.com/legalnews/crane-worldwide-logistics-reports-8160329/United States of AmericaUndetermined

Morgan County Schools recently discovered a cybersecurity incident impacting its network environment.https://www.databreaches.net/morgan-county-school-district-re-3-canceled-classes-on-friday-in-wake-of-cybersecurity-incident/United States of AmericaUndetermined

JAKKS experienced what many other companies have been and are experiencing: a ransomware attack by bad actors who inserted malware into JAKKS' computer network and locked up servers.https://www.databreaches.net/double-trouble-for-jakks-pacific-double-locked-by-two-ransomware-groups/United States of AmericaRussian Federation

JAKKS experienced what many other companies have been and are experiencing: a ransomware attack by bad actors who inserted malware into JAKKS' computer network and locked up servers.https://www.databreaches.net/double-trouble-for-jakks-pacific-double-locked-by-two-ransomware-groups/United States of AmericaRussian Federation

Multiple medical groups in the Heritage Provider Network in California suffer a ransomware attack, exposing sensitive patient information to cybercriminals.https://www.bleepingcomputer.com/news/security/california-medical-group-data-breach-impacts-33-million-patients/United States of AmericaUndetermined

Metropolitan Opera dealing with cyberattack that shut down website, box officehttps://therecord.media/metropolitan-opera-dealing-with-cyberattack-that-shut-down-website-box-office/United States of AmericaUndetermined

Indian cybersecurity firm CloudSEK says a threat actor gained access to its Confluence server using stolen credentials for one of its employees' Jira accounts.https://www.bleepingcomputer.com/news/security/cloudsek-claims-it-was-hacked-by-another-cybersecurity-firm/India Undetermined

A new ransomware group that is apparently motivated more by politics than profit has been spotted in the wild by cyber defense company Cyble. Calling itself BlackMagic, it is believed to be linked to Iran and primarily going after companies in Israel.https://cybernews.com/cyber-war/israel-iranian-threat-actor/Israel Iran (Islamic Republic of)

Lorenz encrypted and leaked data stolen from Thor Specialties, Inc. onto their dark web sitehttp://lorenzmlwpzgxq736jzseuterytjueszsvznuibanxomlpkyxk6ksoyd.onion/United States of AmericaUndetermined

GitHub says unknown attackers stole encrypted code-signing certificates for its Desktop and Atom applications after gaining access to some of its development and release planning repositories.https://www.bleepingcomputer.com/news/security/github-revokes-code-signing-certificates-stolen-in-repo-hack/United States of AmericaUndetermined

Tuesday, December 6, around 5:30 p.m., the ambulances of the Three Cantons in Peyrehorade, in the south of the Landes, were the victims of a cyberattack with a ransom demand.https://www.databreaches.net/fr-victim-of-a-cyberattack-trois-cantons-ambulances-in-peyrehorade-alerts-its-patients/France Undetermined

The Congress of Jalisco announced that it has been affected by a ransomware attack on December 6 by a group called "Play."https://www.databreaches.net/bits-n-pieces-trozos-y-piezas-19/Mexico Undetermined

Vice Society encrypted and leaked data stolen from Feu Vert onto their dark web sitehttp://vsociethok6sbprvevl4dlwbqrzyhxcxaqpvcqt5belwvsuxaxsutyad.onion/partners.htmlSpain Undetermined

Diamond Lakes Federal Credit Union files a notice of data breach after learning that an unauthorized party accessed an employee email account containing confidential customer information.https://www.jdsupra.com/legalnews/diamond-lakes-federal-credit-union-4076761/United States of AmericaUndetermined

The city of Antwerp, Belgium, is working to restore its digital services that were disrupted last night by a cyberattack on its digital provider.https://www.bleepingcomputer.com/news/security/antwerps-city-services-down-after-hackers-attack-digital-partner/Belgium Undetermined

The AndrÃƒÂƒÃ‚Â©-Mignot teaching hospitalÃƒÂ‚Ã‚Â in the suburbs of Paris had to shut down its phone and computer systems because of a ransomware attack that hit on Saturday evening.https://www.bleepingcomputer.com/news/security/ransomware-attack-forces-french-hospital-to-transfer-patients/France Undetermined

Sao Paulo-based automotive components manufacturer Iochpe-Maxion has issued a statement about a cyberattack it experienced on December 5. The translation is as follows:https://www.databreaches.net/bits-n-pieces-trozos-y-piezas-19/Brazil Undetermined

Prolific Chinese Hackers Stole US COVID fundshttps://www.infosecurity-magazine.com/news/prolific-chinese-hackers-stole-us/United States of AmericaChina

On December 5, the National Institute of Statistics and Census (INDEC) announced on its social networks that it had suffered a virus.https://www.databreaches.net/bits-n-pieces-trozos-y-piezas-19/Argentina Undetermined

On December 5, 2022, Snap Finance, LLC and Snap RTO, LLC reported a data breach with the Texas Attorney General after the company learned that an unauthorized party was able to access confidential information that was stored on its computer network.https://www.jdsupra.com/legalnews/snap-finance-llc-files-notice-of-data-9536432/United States of AmericaUndetermined

An unidentified Russian hacker group have claimed to have attacked the Italian Ministry of Agriculture. According to the reports, the attack was carried out after the declaration of Giorgia Meloni to further support Ukraine in supplying weapons to Ukraine.https://thecyberexpress.com/italian-ministry-of-agriculture-hacked/Italy Russian Federation

Team Mysterious Bangladesh' Hackers Target Indian Education Entityhttps://www.infosecurity-magazine.com/news/bangladesh-hackers-target-indian/India Bangladesh

Vice Society encrypted and leaked data stolen from Glutz onto their dark web sitehttp://vsociethok6sbprvevl4dlwbqrzyhxcxaqpvcqt5belwvsuxaxsutyad.onion/partners.htmlSwitzerlandUndetermined

The technology system of the Superior Audit Office of Guanajuato (ASEG) suffered a ransomware attack that encrypted all the information of the system.https://www.databreaches.net/bits-n-pieces-trozos-y-piezas-20/Mexico Undetermined

NoName057(16) claims to have conducted a DDoS attack against the website of a company providing blockchain personal banking.https://t.me/noname05716/1212Lithuania Russian Federation

NoName057(16) claims to have conducted a DDoS attack against a Lithuanian oil refinery's website.https://t.me/noname05716/1210Lithuania Russian Federation

NoName057(16) claims to have conducted a DDoS attack against the website of Estonia's railways.https://t.me/noname05716/1214Estonia Russian Federation

NoName057(16) claims to have conducted DDoS attacks against the website of a Lithuanian port and a company operating on that port.https://t.me/noname05716/1209Lithuania Russian Federation

With a message reported on its Telegram channels, the cybergang Bl00dy ransomware claims a cyber attack against the Italian Lucchini Group.https://www.redhotcyber.com/post/bl00dy-ransomware-colpisce-litaliana-lucchini-group/Italy Undetermined

Howard Memorial Hospital ("HMH") provided notice of a data breach on its website after receiving reports that an unauthorized party had stolen patient information from the hospital's computer network during a cyberattack.https://www.jdsupra.com/legalnews/howard-memorial-hospital-posts-notice-2443526/United States of AmericaUndetermined

Safdarjung Hospital officials on Saturday said the hospital was under a cyber-attack, but the damage was not as severe as it had been for the All India Institute of Medical Sciences (AIIMS) hospital.https://timesofindia.indiatimes.com/city/delhi/safdarjung-hospital-reports-cyberattack-but-not-ransomware-aiims-server-down-for-11th-day/articleshow/95967250.cmsIndia Undetermined

BTC.com, one of the world's largest cryptocurrency mining pools, announced it was the victim of a cyberattack that resulted in the theft of approximately $3 million worth of crypto assets belonging to both customers and the company.https://www.bleepingcomputer.com/news/security/btccom-lost-3-million-worth-of-cryptocurrency-in-cyberattack/China Undetermined

NoName057(16) claims to have conducted a DDoS attack against the website and self-service of a Ukrainian telecommunication company.https://t.me/noname05716/1169Ukraine Russian Federation

NoName057(16) claims to have conducted a DDoS attack against the Polish electronic tax and customs services website.https://t.me/noname05716/1176Poland Russian Federation

Uber staff info leaks after supplier Teqtivity gets pwnedhttps://www.theregister.com/2022/12/13/uber_data_breach_teqtivity/United States of AmericaUndetermined

The Argentinian retailer of technology, household items, and appliances has reportedly been affected by a ransomware attack at the beginning of December.https://www.databreaches.net/bits-n-pieces-trozos-y-piezas-19/Argentina Undetermined

Rackspace Admits Security Incident, Helps Customers Migrate to Microsoft 365 Accountshttps://status.apps.rackspace.com/index/viewincidents?group=2United States of AmericaUndetermined

The offices of San Diego Unified School District have experienced a computer-network security breach, SDUSD officials disclosed this week.https://www.kpbs.org/news/local/2022/12/02/cybersecurity-incident-hits-san-diego-unified-computer-networkUnited States of AmericaUndetermined

Russia's second-largest financial institution VTB Bank says it is facing the worse cyberattack in its history after its website and mobile apps were taken offline due to an ongoing DDoS (distributed denial of service) attack.https://www.bleepingcomputer.com/news/security/massive-ddos-attack-takes-russia-s-second-largest-bank-vtb-offline/Russian FederationUkraine

Hive Ransomware Group, a FBI-identified criminal organization, has claimed credit for ongoing "disruptions" to Knox College's computer systems.https://www.galesburg.com/story/news/local/2022/12/09/notorious-ransomware-group-claims-credit-for-knox-college-disruptions/69712979007/United States of AmericaRussian Federation

Brazilian debt collection firm pays Hive $500k ransomhttps://www.databreaches.net/brazilian-debt-collection-firm-pays-hive-500k-ransom-while-suspectfile-spectates-it-all/Brazil Russian Federation

Automovil Club Argentino posted a notice on its Facebook account that it suffered a network intrusion on December 1st.https://www.databreaches.net/bits-n-pieces-trozos-y-piezas-19/Argentina Undetermined

Royal Ransomware gang claimed responsibility for a cyber attack against telecommunications company Intradohttps://www.bleepingcomputer.com/news/security/royal-ransomware-claims-attack-on-intrado-telecom-provider/United States of AmericaUndetermined

The Saint Gheorghe Recovery Hospital in BotoÃƒÂƒÃ¢Â€Â¦ÃƒÂ…Ã‚Â¸ani, northeastern Romania, is hit by a ransomware attack that impacts its medical operations.https://securityaffairs.com/140446/cyber-crime/saint-gheorghe-recovery-hospital-ransomware.htmlRomania Undetermined

Sharp HealthCare, San Diego's largest health provider, announces that it has begun notifying 62,777 of its patients that some of their personal information was compromised during a hacking attack on the computers that run its website, sharp.com.https://www.securityweek.com/patient-information-compromised-in-data-breach-at-san-diego-healthcare-provider/United States of AmericaUndetermined

NoName057(16) claims to have conducted a DDoS attack against the website of an urban railway in a metropolitan area in Poland.https://t.me/noname05716/1161Poland Russian Federation

West Technology Group (WTG) files a notice of data breach after confirming that an unauthorized party was able to access and remove confidential employee information from the company's computer network.https://www.jdsupra.com/legalnews/west-technology-group-llc-confirms-5093317/United States of AmericaUndetermined

Remote access and collaboration company GoTo discloses that they suffered a security breach where threat actors gained access to their development environment and third-party cloud storage service.https://www.bleepingcomputer.com/news/security/goto-says-hackers-breached-its-dev-environment-cloud-storage/United States of AmericaUndetermined

LastPass says unknown attackers breached its cloud storage using information stolen during a previous security incidentÃƒÂ‚Ã‚Â from August 2022.https://www.bleepingcomputer.com/news/security/lastpass-says-hackers-accessed-customer-data-in-new-breach/United States of AmericaUndetermined

Suffolk University reports a data breach after learning that an unauthorized party was able to access and remove certain files containing sensitive student information from the school's computer network.https://www.jdsupra.com/legalnews/suffolk-university-reports-data-breach-4061273/United States of AmericaUndetermined

The official Vatican website is taken offline on, following an apparent hacking attack. The suspected hack came a day after Moscow criticised Pope Francis's latest condemnation of Russia's invasion of Ukraine.https://www.reuters.com/technology/vatican-website-down-suspected-hacker-attack-2022-11-30/Holy See Undetermined

Argentina de Soluciones Satelitales (ARSAT) discloses a cyberattack.https://www.databreaches.net/bits-n-pieces-trozos-y-piezas-18/Argentina Undetermined



The Vice Society ransomware group adds Plascar ParticipaÃƒÂƒÃ‚Â§ÃƒÂƒÃ‚Âµes Industriais S.A. (Plascar) to their dedicated leak site. The threat actors claim to have 650 GB of information about the company that they have leaked.https://www.databreaches.net/bits-n-pieces-trozos-y-piezas-18/Brazil Undetermined

NZ Privacy Commissioner Investigates Mercury IT Ransomware Attack.https://www.infosecurity-magazine.com/news/nz-privacy-commissioner/New ZealandUndetermined

Lorenz encrypted and leaked data stolen from Chestertons Inc. onto their dark web sitehttp://lorenzmlwpzgxq736jzseuterytjueszsvznuibanxomlpkyxk6ksoyd.onion/United Kingdom of Great Britain and Northern IrelandUndetermined

Legacy Hospice in Alabama notified 21,202 individuals of a breach that stemmed from unauthorized access to a limited number of employee email accounts.https://healthitsecurity.com/news/3-latest-email-security-breaches-impact-phiUnited States of AmericaUndetermined

People's CyberArmy claims to have conducted a DDoS attack against the website of the president of the Government of Spain and the Council of Ministers.https://t.me/CyberArmyofRussia_Reborn/1848Spain Russian Federation

NoName057(16) claims to have conducted a DDoS attack against the website of a British financial service providerhttps://t.me/noname05716/1147United Kingdom of Great Britain and Northern IrelandRussian Federation

NoName057(16) claims to have conducted a DDoS attack against the website of a British energy companyhttps://t.me/noname05716/1148United Kingdom of Great Britain and Northern IrelandRussian Federation

Anonymous Russia claims to have conducted a DDoS attack against a Latvian portal providing access to state services and local government institutions.https://t.me/anon_by/1898Latvia Russian Federation

Crown Point Community School reveals to have been the victim of a ransomware attack costing $1M to resolve.https://www.databreaches.net/crown-point-schools-2022-ransomware-attack-cost-1m-to-resolve/United States of AmericaUndetermined

Russian hackers from the XakNet collective claim to have breached the Ukraine Ministry of Finance, gaining access to more than one million documents.https://www.redhotcyber.com/post/gli-hacker-russi-hanno-attaccato-il-ministero-delle-finanze-dellucraina/Ukraine Russian Federation

Ransomware cartel Vice Society adds data stolen from IKEA Morocco to the gang's website. The company confirms it was attacked.https://cybernews.com/news/ikea-posted-ransomware-gang/Maldives Undetermined

Ransomware cartel Vice Society adds data stolen from IKEA Kuwait to the gang's website. The company confirms it was attacked.https://cybernews.com/news/ikea-posted-ransomware-gang/Kuwait Undetermined

Camst, an Italian company operating in the catering services, is hit with a ransomware attack.https://www.redhotcyber.com/post/attacco-informatico-allitaliana-camst-rallentamenti-negli-ordini-e-nella-cottura-dei-pasti/Italy Undetermined

Wings Financial admitted to the breach by filing a notice with the Maine Attorney General. The company also sent notification letters to the victims of the breach, alerting them to its occurrence to help ensure their future safety.https://www.idstrong.com/sentinel/wings-financial-suffers-data-breach/United States of AmericaUndetermined

VFS has been impacted by and is investigating a suspected cyber incident. We are currently investigating and are taking all steps possible to contain and mitigate any associated risks.https://biv.com/article/2022/12/vancouver-film-school-hit-paralyzing-cyberattackCanada Undetermined

Hayward Sisters Hospital, which operates under the name St. Rose Hospital, files notice of a data breach after learning that an unauthorized party accessed and removed files containing sensitive patient information from its computer network.https://www.jdsupra.com/legalnews/hayward-sisters-hospital-d-b-a-st-rose-5641330/United States of AmericaUndetermined

Oceansview Optical suffers a ransomware attack.https://www.hipaajournal.com/ransomware-attacks-md-tx-fl/United States of AmericaUndetermined

Leading sports betting company BetMGM disclosed a data breach after a threat actor stole personal information belonging to an undisclosed number of customers.https://www.bleepingcomputer.com/news/security/leading-sports-betting-firm-betmgm-discloses-data-breach/United States of AmericaUndetermined

ESET researchers have discovered a new Sandworm campaign, using a ransomware dubbed RansomBoggs, targeting Ukrainian organizations.https://www.welivesecurity.com/2022/11/28/ransomboggs-new-ransomware-ukraine/Ukraine Russian Federation

Ayuntamiento Requena (Requena City Council) discloses a BlackCat ransomware attack.https://www.databreaches.net/bits-n-pieces-trozos-y-piezas-19/Spain Russian Federation

The Keralty multinational healthcare organization suffers a RansomHouse ransomware attack, disrupting the websites and operations of the company and its subsidiaries.https://www.bleepingcomputer.com/news/security/keralty-ransomware-attack-impacts-colombias-health-care-system/Colombia Undetermined

On November 27, The Beacon Insurance Company Ltd was named on a web site called "DataLeak." The site claims to have about 310GB of information on this insurer that has not yet been leaked.https://www.databreaches.net/bits-n-pieces-trozos-y-piezas-20/Trinidad and TobagoUndetermined

Data of Israeli Employees from 29 Logistics Firms Sold Onlinehttps://www.hackread.com/israel-logistics-employees-data/Israel Undetermined

Quality Behavioral Health reports a hacking incident that has affected 500 individuals.https://www.hipaajournal.com/round-up-of-recent-hacking-incidents-and-email-account-breaches/United States of AmericaUndetermined

The Vice Society ransomware operation claims responsibility for a cyberattack on Cincinnati State Technical and Community College, with the threat actors now leaking data allegedly stolen during the attack.https://www.bleepingcomputer.com/news/security/vice-society-ransomware-claims-attack-on-cincinnati-state-college/United States of AmericaUndetermined

The island of Guadeloupe is dealing with the aftereffects of a ransomware attack.https://therecord.media/guadeloupe-kickstarts-continuity-plan-after-wide-ranging-cyberattack/GuadeloupeUndetermined

Iran's Fars state news agency is hit with a cyberattack claimed by the hacktivist group Black Reward Team. Hacktivists claim to have deleted nearly 250 terabytes of data.https://www.hackread.com/fars-news-agency-website-iran-hacked/Iran (Islamic Republic of)Undetermined

Researchers from Dragos report that Russian hackers from Xenotime and Kamacite have been doing "exploratory research" into the systems of the Dutch LNG (Liquid Natural Gas) terminals.https://finance.yahoo.com/news/russian-hackers-target-dutch-lng-170000151.htmlNetherlandsRussian Federation

LV adds UnitedAuto, a Mexican automotive company, to its leak site, claiming to have more than 2TB of stolen personal information.https://www.databreaches.net/bits-n-pieces-trozos-y-piezas-17/Mexico Undetermined

La Piamontesa food company in Argentina is added to BlackByte's ransomware leaks site.https://www.databreaches.net/bits-n-pieces-trozos-y-piezas-17/Argentina Russian Federation

The Italian Municipality of Macerata is hit with an alleged Royal ransomware attack.https://www.redhotcyber.com/post/attacco-informatico-al-comune-di-macerata-possibile-legame-con-royal-ransomware/Italy Undetermined

The Ragnar Locker ransomware gang publishesÃƒÂ‚Ã‚Â stolen data from what they thought was theÃƒÂ‚Ã‚Â municipality of Zwijndrecht, but turned out to be stolen from Zwijndrecht police, a local police unit in Antwerp, Belgium.https://www.bleepingcomputer.com/news/security/ransomware-gang-targets-belgian-municipality-hits-police-instead/Belgium Undetermined

The Durham District School Board (DDSB) says it's currently recovering from what it calls a 'cyber-incident', likely a ransomware attack, that has left schools without access to phone or email services as well as emergency contact information.https://www.cp24.com/news/ddsb-recovering-from-cyber-attack-that-left-schools-without-access-to-email-or-emergency-contact-information-1.6170841Canada Undetermined

The website of the European Parliament is taken down following a DDoS attack claimed by Anonymous Russia, part of the pro-RussianÃƒÂ‚Ã‚Â hacktivist group Killnet.https://www.bleepingcomputer.com/news/security/pro-russian-hacktivists-take-down-eu-parliament-site-in-ddos-attack/Bonaire, Sint Eustatius and SabaRussian Federation

Hospitality company Sonder confirms a data breach that has potentially compromised guest records.https://www.infosecurity-magazine.com/news/sonder-confirms-data-breach/United States of AmericaUndetermined

Upper Peninsula Power Company (UPPCO) reports a data breach after the company learned that an unauthorized party was able to access sensitive consumer information by gaining access to its computer network.https://www.jdsupra.com/legalnews/upper-peninsula-power-company-reports-4975915/United States of AmericaUndetermined

Ingalls & Snyder reports a data breach after an unauthorized party was able to bypass the company's data security system and access sensitive client information stored on the company's computer network.https://www.jdsupra.com/legalnews/ingalls-snyder-llc-files-notice-of-data-1857063/United States of AmericaUndetermined

Columbia Grain International reports a data breach after the company experienced a data security incident that compromised sensitive consumer information stored on its computer network.https://www.jdsupra.com/legalnews/columbia-grain-international-llc-7354385/United States of AmericaUndetermined

HomeTrust Mortgage reports a data breach after hackers carried out a successful ransomware attack against the company, compromising consumer data stored on the company's computer system.https://www.jdsupra.com/legalnews/hometrust-mortgage-reports-data-breach-2834587/United States of AmericaUndetermined

The All India Institute of Medical Sciences (AIIMS) is hit with a ransomware attack.https://indianexpress.com/article/cities/delhi/aiims-ransomware-attack-services-hit-8285901/India Undetermined

An Iranian hacker group by the name of Moses Staff publishes footage of the bombing attack in Jerusalem on its Telegram group, claiming to have hacked the surveillance cameras belonging to a major Israeli security organization. However Israeli authorities deny the hack.https://www.hackread.com/moses-staff-hackers-jerusalem-footage/Israel Iran (Islamic Republic of)

Lorenz encrypted and leaked data stolen from Holler-Classic onto their dark web sitehttp://lorenzmlwpzgxq736jzseuterytjueszsvznuibanxomlpkyxk6ksoyd.onion/United States of AmericaUndetermined

ISD 728 in Minnesota was hit with a ransomware attack that involved names and social security numbers.https://www.databreaches.net/mn-isd-728-statement-about-ransomware-attack/United States of AmericaUndetermined

The LockBit ransomware group claims responsibility for a ransomware attack on PBS KVIE, a public broadcasting affiliate in Sacramento, California. https://therecord.media/lockbit-takes-credit-kvie-pbs-ransomware/United States of AmericaUndetermined

NoName057(16) claims to have conducted a DDoS attack against an online resource of a Ukrainian bank.https://t.me/noname05716/1108Ukraine Russian Federation

The Killnet Russian collective claims to have taken down the website of the Prince of Wales over the UK's continued support for Ukraine.https://www.express.co.uk/news/uk/1699778/Killnet-hackers-Russia-war-UK-websites-Royal-Family-latest-updateUnited Kingdom of Great Britain and Northern IrelandRussian Federation

Southampton County in Virginia starts informing individuals that their personal information might have been compromised in a ransomware attack.https://www.securityweek.com/virginia-county-confirms-personal-information-stolen-ransomware-attackUnited States of AmericaUndetermined

Mena Regional Health System reports a data breach after the healthcare provider learned that patients' confidential information was leaked after an unauthorized party gained access to its computer system and removed certain data.https://www.jdsupra.com/legalnews/mena-regional-health-system-reports-3199091/United States of AmericaUndetermined

Children's charity The Smith Family has been hit with a cyberattack, with some personal information of donors potentially stolen.https://www.9news.com.au/national/smith-family-cyber-attack-attempted-robbery-charity-funds/e00f150f-9798-47cf-bfe2-b9edd75ba68bAustralia Undetermined

The LockBit 3.0 cyber criminal group claims responsibility for the ransomware attack that halted municipal services and shut down employee email accounts in Westmount, Quebechttps://www.bankinfosecurity.com/lockbit-30-says-its-holding-canadian-city-for-ransom-a-20529Canada Undetermined

On November 22, 2022, CloudSEK discovered a post that advertised the sale of sensitive data sourced from Three Cube IT Lab India - a Chennai-based provider of business and consulting services.https://www.indiatimes.com/technology/news/personal-data-from-tn-hospital-on-dark-web-586554.htmlIndia Undetermined

Lorenz encrypted and leaked data stolen from Albina Asphalt onto their dark web sitehttp://lorenzmlwpzgxq736jzseuterytjueszsvznuibanxomlpkyxk6ksoyd.onion/United States of AmericaUndetermined

Russian Hackers Team claims to have conducted a DDoS attack against the website of a Moldovan ministry.https://t.me/russian_hackers_team/602Moldova (the Republic of)Russian Federation

NoName057(16) claims to have conducted DDoS attacks against the websites of three Ukrainian banks.https://t.me/noname05716/1105Ukraine Russian Federation

KillNet claims to have conducted a DDoS attack against the website of a British organization responsible for clearing and settlement of UK automated direct debit and providing third-party services.https://t.me/killnet_reservs/3672United Kingdom of Great Britain and Northern IrelandRussian Federation



KillNet claims to have conducted a DDoS attack against the stock exchange website in the City of London.https://t.me/killnet_reservs/3670United Kingdom of Great Britain and Northern IrelandRussian Federation

Anonymous Russia claims to have conducted a DDoS attack against the website of a European multi-national group providing missiles and missile systems.https://t.me/anon_by/1686France Russian Federation

NoName057(16) claims to have conducted two DDoS attacks against Ukraine's postal services website.https://t.me/noname05716/1104Ukraine Russian Federation

Sports betting company DraftKings reveals that it would make whole customers affected by a credential stuffing attack that led to losses of up to $300,000.https://www.bleepingcomputer.com/news/security/hackers-steal-300-000-in-draftkings-credential-stuffing-attack/United States of AmericaUndetermined

Hope Health Systems (HHS) reports a data breach after the company learned that sensitive patient information stored on its network was leaked following a ransomware attack.https://www.jdsupra.com/legalnews/hope-health-systems-inc-experiences-6248777/United States of AmericaUndetermined

Receivables Performance Management reports a data breach after the company learned that it had been the target of a 2021 ransomware attack compromising sensitive consumer information stored on its computer network.https://www.jdsupra.com/legalnews/receivables-performance-management-llc-1006368/United States of AmericaUndetermined

South Walton Fire District discloses an unauthorized access to their network, potentially affecting sensitive information such as: names, addresses, Social Security numbers, dates of birth, treatment dates, medical diagnostic and treatment information, and health insurance information.https://www.databreaches.net/fl-south-walton-fire-district-notifies-patients-of-breach/United States of AmericaUndetermined

The personal data of over 30,000 students at Kannur University is reportedly leaked.https://www.databreaches.net/personal-data-of-over-30000-students-leaked-from-kannur-universitys-official-website/India Undetermined

Generali EspaÃƒÂƒÃ‚Â±a confirms that a security incident might have affected former customers.https://www.databreaches.net/bits-n-pieces-trozos-y-piezas-17/Spain Undetermined

The company that holds the World Cup broadcasting rights for sub-Saharan Africa says it has suffered a series of cyber-attacks since the tournament began.https://www.bbc.com/sport/africa/63853981Togo Undetermined

XakNet claims to have conducted a hack and leak operation against a Ukrainian ministry, exfiltrating 1.000.000 files.https://t.me/xaknet_team/421Ukraine Russian Federation

NoName057(16) claims to have conducted a DDoS attack against the website of the oldest foreign bank in Ukraine.https://t.me/noname05716/1096Ukraine Russian Federation

NoName057(16) claims to have conducted DDoS attacks against a Ukrainian bank's website and online resources.https://t.me/noname05716/1093Ukraine Russian Federation

NoName057(16) claims to have conducted a DDoS attack against the website of a Ukrainian logistics company.https://t.me/noname05716/1094Ukraine Russian Federation

NoName057(16) claims to have conducted DDoS attacks against the administration of Ukraine's public railway transport website and online resources.https://t.me/noname05716/1095Ukraine Russian Federation

NoName057(16) claims to have conducted DDoS attacks against the online resources of a Ukrainian industrial company, a global producer of steel pipes and railway wheels.https://t.me/noname05716/1091Ukraine Russian Federation

NoName057(16) claims to have conducted a DDoS attack against the website of a global engineering and manufacturing company.https://t.me/noname05716/1090United Kingdom of Great Britain and Northern IrelandRussian Federation

The Russian-affiliated People's CyberArmy claims to have conducted a DDoS attack against the website of the largest producer and exporter of chicken in Ukraine.https://t.me/CyberArmyofRussia_Reborn/1709Ukraine Russian Federation

A unit of the Russian internet and media regulator Roskomnadzor confirms that hackers had breached its systems after the Belarusian hacktivist group known as the Cyber Partisans claimed to attack the organization.https://therecord.media/belarusian-hacktivists-claim-to-breach-russias-internet-regulator/Russian FederationBelarus

One Brooklyn Health is hit with a cyberattack causing disruption at its three hospitals ÃƒÂ¢Ã¢Â‚Â¬" Interfaith Medical Center, Brookdale Hospital Medical Center, and Kingsbrook Jewish Medical Centerhttps://www.hipaajournal.com/one-brooklyn-health-dealing-with-ongoing-cyber-incident/United States of AmericaUndetermined

Exploitation of Application Server https://www.espn.com/chalk/story/_/id/35156137/source-fbi-investigating-cyberattack-online-sportsbooksUnited States of AmericaUndetermined

NoName057(16) claims to have conducted a DDoS attack against the website of a Ukrainian bank.https://t.me/noname05716/1088Ukraine Russian Federation

NoName057(16) claims to have conducted a DDoS attack against the website of an Estonian bank.https://t.me/noname05716/1086Estonia Russian Federation

The website and online resources of an Estonian state-owned energy company operating in the gas and electricity markets have been disrupted by a significant DDoS attack.https://t.me/noname05716/1085Estonia Russian Federation

CIBT (CIBT Visas) files a notice of data breach after confirming that suspicious activity on the company's computer network was the result of a recent cyberattack.https://www.jdsupra.com/legalnews/cibt-inc-notifies-employees-and-6993974/United States of AmericaUndetermined

The Russian hacktivists from the Killnet collective claim to have take down the Elon Musk's Starlink website.https://www.darkreading.com/threat-intelligence/killnet-gloats-ddos-attacks-starlink-whitehouse-govUnited States of AmericaRussian Federation

Wright & Filippis reports a data breach after the company learned it had been the target of a ransomware attack.https://www.jdsupra.com/legalnews/wright-filippis-files-notice-of-data-3499228/United States of AmericaUndetermined

Gateway Rehabilitation Center reports a data breach after the company learned that an unauthorized party was able to access sensitive consumer information contained on its computer network.https://www.jdsupra.com/legalnews/gateway-rehabilitation-center-announces-7807062/United States of AmericaUndetermined

India's leading central securities depository, Central Depository Services Limited, or CDSL, says its systems have been compromised by malware.https://techcrunch.com/2022/11/18/cdsl-malware-internal-systems/India Undetermined

The Municipality of Torre del Greco is hit with a ransomware attack.https://www.redhotcyber.com/post/attacco-informatico-al-comune-di-torre-del-greco-napoli-200mila-euro-la-richiesta-di-riscatto/Italy Undetermined

NoName057(16) claims to have conducted DDoS attacks against the websites of six Ukrainian banks.https://t.me/noname05716/1080Ukraine Russian Federation

NoName057(16) claims to have conducted a DDoS attack against the website of a Latvian electronic systems manufacturer.https://t.me/noname05716/1081Latvia Russian Federation

The Russian collective Killnet claims to have taken down briefly the website of the White House (whitehouse.gov).https://www.darkreading.com/threat-intelligence/killnet-gloats-ddos-attacks-starlink-whitehouse-govUnited States of AmericaRussian Federation

The Rosewood Corporation reports a data breach after an unauthorized party was able to access sensitive consumer information in the company's possession.https://www.jdsupra.com/legalnews/the-rosewood-corporation-files-notice-9308173/United States of AmericaUndetermined

The county ofÃƒÂ‚Ã‚Â TehamaÃƒÂ‚Ã‚Â announces that it has addressed a data security incident that resulted in unauthorized access to files on its systems.https://www.databreaches.net/county-of-tehama-calif-identifies-and-addresses-data-security-incident/United States of AmericaUndetermined

Pearland ISD alerts parents and others associated with the district that partiesÃƒÂ‚Ã‚Â responsible for a recent breach of its computer system may try to contact them.https://www.databreaches.net/tx-pearland-isd-says-hackers-in-recent-computer-breach-may-contact-harass-parents/United States of AmericaUndetermined

The Klinikum Lippe hospital is hit with a ransomware attack.https://www.databreaches.net/de-klinikum-lippe-hospital-decrypts-data-after-intensive-negotiations-with-ransomware-attackers/Germany Undetermined

P2 Energy Solutions reported a data breach after learning that an unauthorized party was able to bypass the company's data security system and access confidential consumer information.https://www.jdsupra.com/legalnews/p2-energy-solutions-notifies-over-69k-2149111/United States of AmericaUndetermined

NoName057(16) claims to have conducted DDoS attacks against the websites of three cities and one regional council in the United Kingdom.https://t.me/noname05716/1075United Kingdom of Great Britain and Northern IrelandRussian Federation

Anonymous Russia claims to have conducted a DDoS attack against the website of Warsaw's metro.https://t.me/anon_by/1588Poland Russian Federation

Lake Charles Memorial Health System (LCMH) confirms to have been hit with a Hive ransomware attack.https://www.databreaches.net/lake-charles-memorial-health-system-issues-statement-about-cyberattack-hive-responds/United States of AmericaRussian Federation

A newly-registered website called Moldova Leaks releases damaging private exchanges of at least two prominent political figures, causing a major political scandal.https://cybernews.com/news/government-moldova-hack-leak-operation/Moldova (the Republic of)Undetermined

San Gorgonio Memorial Hospital (SGMH) is hit with a malware attack.https://www.beckershospitalreview.com/cybersecurity/california-hospital-confirms-it-security-incident.htmlUnited States of AmericaUndetermined

Anonymous Russia claims to have conducted DDoS attacks against the websites of 5 Polish data centers.https://t.me/anon_by/1571Poland Russian Federation

Anonymous Russia claims to have conducted DDoS attacks against the websites of four Polish airports.https://t.me/anon_by/1568Poland Russian Federation

Anonymous Russia claims to have conducted DDoS attacks against the websites of 13 Polish police stations throughout the country.https://t.me/anon_by/1569Poland Russian Federation

Researchers from Kaspersky reveal the details of the latest campaign from the North Korean group Lazarus targeting multiple organizations in Europe and America via the DTrack modular backdoor.https://www.bleepingcomputer.com/news/security/north-korean-hackers-target-european-orgs-with-updated-malware/Brazil Afghanistan

Dallas Central Appraisal District is hit by a ransomware attack.https://www.databreaches.net/tx-dallas-central-appraisal-district-systems-still-down-a-week-after-ransomware-attack/United States of AmericaUndetermined

CVA, an Italian local water utility is hit with a cyber attack.https://www.redhotcyber.com/post/attacco-informatico-allitaliana-cva-ne-da-notizia-la-stessa-azienda/Italy Undetermined

Fonderia Boccacci, an Italian foundry, is hit with a MedusaLocker ransomware attack.https://www.redhotcyber.com/post/litaliana-fonderia-boccacci-rimane-vittima-della-gang-medusalocker/Italy Undetermined

Tel.ene, a local Italian telco provider, has 11,5GB (4.107 files) leaked by the Kelvin Security group.https://www.redhotcyber.com/post/litaliana-tel-ene-e-rimasta-vittima-della-cybergang-kelvin-security/Italy Undetermined

Researchers from Kaspersky reveal the details of the latest campaign from the North Korean group Lazarus targeting multiple organizations in Europe and America via the DTrack modular backdoor.https://www.bleepingcomputer.com/news/security/north-korean-hackers-target-european-orgs-with-updated-malware/SwitzerlandAfghanistan

Researchers from Kaspersky reveal the details of the latest campaign from the North Korean group Lazarus targeting multiple organizations in Europe and America via the DTrack modular backdoor.https://www.bleepingcomputer.com/news/security/north-korean-hackers-target-european-orgs-with-updated-malware/Germany Afghanistan

Researchers from Kaspersky reveal the details of the latest campaign from the North Korean group Lazarus targeting multiple organizations in Europe and America via the DTrack modular backdoor.https://www.bleepingcomputer.com/news/security/north-korean-hackers-target-european-orgs-with-updated-malware/India Afghanistan

Researchers from Kaspersky reveal the details of the latest campaign from the North Korean group Lazarus targeting multiple organizations in Europe and America via the DTrack modular backdoor.https://www.bleepingcomputer.com/news/security/north-korean-hackers-target-european-orgs-with-updated-malware/Italy Afghanistan



Researchers from Kaspersky reveal the details of the latest campaign from the North Korean group Lazarus targeting multiple organizations in Europe and America via the DTrack modular backdoor.https://www.bleepingcomputer.com/news/security/north-korean-hackers-target-european-orgs-with-updated-malware/Mexico Afghanistan

Researchers from Kaspersky reveal the details of the latest campaign from the North Korean group Lazarus targeting multiple organizations in Europe and America via the DTrack modular backdoor.https://www.bleepingcomputer.com/news/security/north-korean-hackers-target-european-orgs-with-updated-malware/Saudi ArabiaAfghanistan

Researchers from Kaspersky reveal the details of the latest campaign from the North Korean group Lazarus targeting multiple organizations in Europe and America via the DTrack modular backdoor.https://www.bleepingcomputer.com/news/security/north-korean-hackers-target-european-orgs-with-updated-malware/Turkey Afghanistan

Researchers from Kaspersky reveal the details of the latest campaign from the North Korean group Lazarus targeting multiple organizations in Europe and America via the DTrack modular backdoor.https://www.bleepingcomputer.com/news/security/north-korean-hackers-target-european-orgs-with-updated-malware/United States of AmericaAfghanistan

On November 15th, 2022 we notified you that our network and internet services experienced a disruption. We have recently learned that unauthorized activity was detected within our environment on or about November 15, 2022. https://www.databreaches.net/wi-adams-friendship-area-school-district-hit-by-ransomware/United States of AmericaUndetermined

NoName057(16) claims to have conducted DDoS attacks against the website, investment portal, and ticket-buying webpage of the operator of Ukraine's railways.https://t.me/noname05716/1071Ukraine Russian Federation

NoName057(16) claims to have conducted a DDoS attack against the website of a British online magazine.https://t.me/noname05716/1066United Kingdom of Great Britain and Northern IrelandRussian Federation

The personal information of more than 2,000 TAFE SA students is stolen in a serious data breach, when the South Australia police finds a USB drive containing students' data. https://www.tafesa.edu.au/about-tafesa/data-breachAustralia Undetermined

Jackson County Intermediate School District is hit with a ransomware attack.https://therecord.media/michigan-school-districts-reopen-after-two-day-closure-due-to-ransomware-attack/United States of AmericaUndetermined

Hillsdale County Intermediate School District is hit with a ransomware attack.https://therecord.media/michigan-school-districts-reopen-after-two-day-closure-due-to-ransomware-attack/United States of AmericaUndetermined

Connexin Software (Office Practicum) reports a data breach after the company learned that an unauthorized party was able to access sensitive patient information that had been entrusted to the company.https://www.jdsupra.com/legalnews/connexin-software-inc-office-practicum-8083170/United States of AmericaUndetermined

The pro-Russian hacking group KillNet claims responsibility for a denial-of-service attack against FBI websites,https://www.bankinfosecurity.com/pro-moscow-nuisance-hackers-claim-ddos-attack-on-fbi-website-a-20471United States of AmericaRussian Federation

A ransomware attack takes down the websites of the Vanuatu government.https://www.bbc.com/news/world-asia-63632129Vanuatu Undetermined

Ticketmaster releases a statement attributing the Taylor Swift concert ticketing issues to bots overloading their website.https://therecord.media/ticketmaster-blames-bot-attacks-for-taylor-swift-ticket-fiasco/United States of AmericaUndetermined

ESO, a company that provides record management system software, allowing emergency responders and paramedic agencies, receives an alert from its security team and shuts down its system.https://www.databreaches.net/no-sign-patient-information-leaked-interdev-platform-for-canadian-paramedic-agencies-taken-offline/United States of AmericaUndetermined

Intelligent Business Solutions (IBS) starts sending notifications to cardio-thoracic patients of Riverside Health System to inform them that some of their personal and protected health information has potentially been accessed or stolen after a malware attack.https://www.hipaajournal.com/phi-compromised-in-4-recent-ransomware-and-malware-attacks/United States of AmericaUndetermined

The Russian-affiliated People's CyberArmy claims to have conducted a DDoS attack against the website of Ukrainian tax authorities.https://t.me/CyberArmyofRussia_Reborn/1630Ukraine Russian Federation

NoName057(16) claims to have conducted a DDoS attack against the website of a Ukrainian online trading platform.https://t.me/noname05716/1060Ukraine Russian Federation

NoName057(16) claims to have conducted a DDoS attack against the website of an educational platform for starting entrepreneurs in Ukraine.https://t.me/noname05716/1059Ukraine Russian Federation

Lorenz encrypted and leaked data stolen from Nissan of Las Cruces onto their dark web sitehttp://lorenzmlwpzgxq736jzseuterytjueszsvznuibanxomlpkyxk6ksoyd.onion/United States of AmericaUndetermined

NoName057(16) claims to have conducted a DDoS attack against the website of a Polish district court.https://t.me/noname05716/1057Poland Russian Federation

NoName057(16) claims to have conducted a DDoS attack against the website of a Polish Provincial Road Transport Inspectorate.https://t.me/noname05716/1055Poland Russian Federation

NoName057(16) claims to have conducted a DDoS attack against the website of the Polish governmental administration service centerhttps://t.me/noname05716/1054Poland Russian Federation

Anonymous Russia claims to have conducted DDoS attacks against the websites of three Bulgarian public administrations: the website of the government, the website of a ministry, and the information portal of the European structural and investment funds.https://t.me/anon_by/1521Bulgaria Russian Federation

Anonymous Russia claims to have conducted DDoS attacks against the websites of three Bulgarian companies in the transportation sector: the flag carrier airline of Bulgaria, a company servicing public transportation in the capital, Sofia, and a state-owned company servicing the railways.https://t.me/anon_by/1521Bulgaria Russian Federation

The Russian-affiliated People's CyberArmy claims to have conducted a DDoS attack against the website of a Lviv-based university.https://t.me/CyberArmyofRussia_Reborn/1624Ukraine Russian Federation

AirAsia falls victim of a ransomware attack carried out by the Daixin Team gang.https://www.databreaches.net/airasia-victim-of-ransomware-attack-passenger-and-employee-data-acquired/Malaysia China

NoName057(16) claims to have conducted DDoS attacks against the websites of three Polish district courts.https://t.me/noname05716/1048Poland Russian Federation

RADIS, a KillNet-affiliated collective, claims to have conducted DDoS attacks against the website, and online resources, of the state-controlled electric power company.https://t.me/radis_raw/143Greece Undetermined

KillMilk claims to have conducted a DDoS attack against the website of a Greek TV channel.https://t.me/killmilk_rus/221Greece Russian Federation

NoName057(16) claims to have conducted a DDoS attack against the website of the Polish Scientific Excellence Council.https://t.me/noname05716/1051Poland Russian Federation

BlackCat ransomware gang lists Conforama, said to be Europe's second-largest home furnishing retail chain, on its victim list, and claims to have stolen over 1TB of data.https://cybernews.com/news/french-furnishing-retail-giant-allegedly-hit-with-ransomware/France Russian Federation

A cyberattack on a debt collection provider used by Orange breaches some customers' personal information.https://www.databreaches.net/bits-n-pieces-trozos-y-piezas-16/Spain Undetermined

67 gb with the the personal details of 800,000 Malaysian voters are posted online on a forum. The data should belong to the Malaysian Election Commission, which denies the breach.https://www.databreaches.net/personal-info-of-800000-voters-compromised-by-alleged-breach-of-ec-database/Malaysia Undetermined

A hacking group named Sawarim has breached eKRÃƒÂƒÃ¢Â€Â°TA, the company behind a school management platform widely deployed across Hungary. The platform is believed to store the personal details of more than 720,000 Hungarian students, aged between 6 and 18 years.https://www.databreaches.net/hu-edtech-firm-ekreta-that-stores-personal-info-of-students-breached-by-hacking-group/Hungary Undetermined

Stanley Street Treatment and Resources (SSTAR) reports a data breach after learning that an unauthorized party accessed the organization's computer system and removed confidential patient information.https://www.jdsupra.com/legalnews/stanley-street-treatment-and-resources-9169420/United States of AmericaUndetermined

The Greene County Tech School District is hit with a malware attack.https://www.kait8.com/2022/11/11/internet-issues-leave-school-district-disconnected/United States of AmericaUndetermined

FTX, the massive crypto exchange that went bankrupt, suffers a hack exceeding $400 million, probably the work of an insider.https://www.coindesk.com/business/2022/11/14/ftx-hacker-panicked-still-holds-339m-in-ether-cryptos-arkham-intelligence/UndeterminedUndetermined

Several government websites in Bahrain are hit by a DDoS attack.https://abcnews.go.com/International/wireStory/bahrain-websites-attacked-parliamentary-election-93144919Bahrain Undetermined

Norigine, an Italian pharmaceutical company, has 3,15GB of data exfiltrated by the Kelvin Security gang.https://www.redhotcyber.com/post/lazienda-italiana-norigine-e-stata-colpita-dalla-cybergang-kelvin-security/Italy Undetermined

The Russian scooter-sharing service Whoosh confirms a data breach after hackers started to sell a database containing the details of 7.2 million customers on a hacking forum.https://www.bleepingcomputer.com/news/security/whoosh-confirms-data-breach-after-hackers-sell-72m-user-records/Russian FederationUndetermined

The Little Rock School Board on Monday authorized Superintendent Jermall Wright to enter into a settlement to end, as favorably as possible for the district, a cyberattack on the 21,000-student school system's data networks.https://www.nwaonline.com/news/2022/dec/06/ransom-for-data-approved-by-board/United States of AmericaUndetermined

Embattled cryptocurrency exchange FTX claims that $415m worth of digital currency has been stolen by hackers.https://www.infosecurity-magazine.com/news/ftx-over-400m-stolen-from-bankrupt/Bahamas Undetermined

KillNet collective claims to have conducted a DDoS attack against the website of a Greek mobile operator.https://t.me/anon_by/1491Greece Russian Federation

NoName057(16) claims to have conducted a DDoS attack against the website of a Polish national agency for energy saving.https://t.me/noname05716/1046Poland Russian Federation

NoName057(16) claims to have conducted a DDoS attack against the portal of a Polish program aiming at digitalizing the country. The program is a subsidiary of Poland's Ministry of Funds and Regional Policy.https://t.me/noname05716/1045Poland Russian Federation

NoName057(16) claims to have conducted a DDoS attack against the website of a Polish district court.https://t.me/noname05716/1044Poland Russian Federation

Leidos files a notice of data breach after learning that confidential consumer data in the company's possession was subject to unauthorized access after a vulnerability in software created by Diligent Corporation was exploited.https://www.jdsupra.com/legalnews/leidos-experiences-data-breach-5720784/United States of AmericaUndetermined

The U.S. Department of Health and Human Services (HHS) warns that Venus ransomware attacks are also targeting the country's healthcare organizations.https://www.bleepingcomputer.com/news/security/us-health-dept-warns-of-venus-ransomware-targeting-healthcare-orgs/United States of AmericaUndetermined

A threat actor (0x_dump) claims to have hacked the multinationalÃƒÂ‚Ã‚Â investment bank Deutsche Bank and is offering access to its network for sale online.https://securityaffairs.co/wordpress/138416/data-breach/deutsche-bank-alleged-data-breach.htmlGermany Undetermined

Lorenz encrypted and leaked data stolen from Main & Main Capital Group onto their dark web sitehttp://lorenzmlwpzgxq736jzseuterytjueszsvznuibanxomlpkyxk6ksoyd.onion/United States of AmericaUndetermined

CyberOptics Corporation hit by SchoolBoysGang ransomware group, exfiltrate 650 GB of data.https://www.suspectfile.com/minneapolis-mn-cyberoptics-corporation-hit-by-schoolboysgang-ransomware-group-exfiltrate-650gb-of-data/United States of AmericaUndetermined

NoName057(16) claims to have conducted a DDoS attack against the website of a regional Polish tax administration .https://t.me/noname05716/1040Poland Russian Federation

NoName057(16) claims to have conducted a DDoS attack against the website of a Polish district court.https://t.me/noname05716/1037Poland Russian Federation

NoName057(16) claims to have conducted a DDoS attack against the website of a Polish correctional facility.https://t.me/noname05716/1041Poland Russian Federation



NoName057(16) claims to have conducted a DDOS attack against the website of a Polish graduate tracking system.https://t.me/noname05716/1039Poland Russian Federation

Silverstone, one of the most popular motor racing circuits in the United Kingdom is investigating a ransomware attack after the Royal gang added it to its list of victims.https://therecord.media/popular-uk-motor-racing-circuit-investigating-ransomware-attack/United Kingdom of Great Britain and Northern IrelandUndetermined

Commack School District faces a ransomware attackhttps://www.databreaches.net/ny-commack-school-district-faces-ransomware-attack-superintendent-says/United States of AmericaUndetermined

Autovie Venete suffers a cyber attack that prevents the access to its IT services.https://www.redhotcyber.com/post/litaliana-autovie-venete-viene-colpita-da-un-attacco-informatico/Italy Undetermined

NoName057(16) claims to have conducted a DDoS attack against the website of a Polish district court.https://t.me/noname05716/1033Poland Russian Federation

NoName057(16) claims to have conducted a DDoS attack against the website of a Polish agency enterprise development.https://t.me/noname05716/1033Poland Russian Federation

NoName057(16) claims to have conducted a DDoS attack against the online resource of a Polish ministry.https://t.me/noname05716/1030Poland Russian Federation

NoName057(16) claims to have conducted a DDoS attack against the website of a Polish ministry.https://t.me/noname05716/1030Poland Russian Federation

NoName057(16) claims to have conducted a DDoS attack against the website of a Polish district court.https://t.me/noname05716/1030Poland Russian Federation

NoName057(16) claims to have conducted a DDoS attack against the website of a Polish district court.https://t.me/noname05716/1022Poland Russian Federation

NoName057(16) claims to have conducted a DDoS attack against the website of a Polish provincial veterinary inspectorate.https://t.me/noname05716/1023Poland Russian Federation

The Russian-affiliated People's CyberArmy claims to have conducted a DDoS attack against the website of a Ukrainian online payment system.https://t.me/CyberArmyofRussia_Reborn/1595Ukraine Russian Federation

NoName057(16) claims to have conducted a DDoS attack against the website of the first Polish digital archive.https://t.me/noname05716/1023Poland Russian Federation

NoName057(16) claims to have conducted a DDoS attack against the website of a Polish regional assay office.https://t.me/noname05716/1023Poland Russian Federation

NoName057(16) claims to have conducted a DDoS attack against the website of the oldest public health institution in Poland.https://t.me/noname05716/1033Poland Russian Federation

Several Mississippi state websites are knocked offline during midterm election. A Pro-Russian group claims responsibility for the attack.https://therecord.media/mississippi-election-websites-knocked-out-by-ddos-attack/United States of AmericaRussian Federation

Eagle Bank reports a data breach after an unauthorized party was able to gain access to sensitive consumer information that had been entrusted to the bank.https://www.jdsupra.com/legalnews/eagle-bank-reports-that-recent-data-1912935/United States of AmericaUndetermined

Champaign County Clerk is hit by a DDoS attack.https://www.databreaches.net/il-champaign-county-clerk-reports-cyber-attacks-on-servers/United States of AmericaUndetermined

Pro-Ukrainian threat actors have allegedly conducted a hack and leak operation against a Russian vertical video service. Tables with 2 million rows turned out to be publicly available, containing full names, mobile phones, registration dates, and other data of service users.https://www.kommersant.ru/doc/5653066Russian FederationUndetermined

NoName057(16) claims to have conducted a DDoS attack against the website of a Polish district court.https://t.me/noname05716/1027Poland Russian Federation

According to CERT-UA, Gamaredon has conducted a phishing campaign sending email pretended to be from the State Special Communication Service of Ukraine. The phishing emails contain malicious links, which when opened download a number of malwares, including info stealers.https://cert.gov.ua/article/2681855Ukraine Russian Federation

Pearland Independent School District (Pearland ISD) files a notice of data breach after learning that confidential information stored on the district's computer system was accessed by an unauthorized party.https://www.jdsupra.com/legalnews/pearland-independent-school-district-9088422/United States of AmericaUndetermined

Ukrainian hacktivists from the Ukraine's IT Army claim to have breached the Central Bank of Russia, stealing thousands of internal documents.https://therecord.media/ukrainian-hacktivists-claim-to-leak-trove-of-documents-from-russias-central-bank/Russian FederationUkraine

The Canadian food retail giant Sobeys is hit with a Black Basta ransomware attack.https://www.bleepingcomputer.com/news/security/canadian-food-retail-giant-sobeys-hit-by-black-basta-ransomware/Canada Undetermined

Researchers at Cyfirma discover a new malicious Android installation package, a variant of the Spymax RAT, targeting Indian defense personnel since at least July 2021.https://www.infosecurity-magazine.com/news/android-rat-targets-india-defence/India Undetermined

The group of threat actors calling themselves 'Justice Blade' publishes leaked data from Smart Link BPO Solutions, an outsourcing IT vendor working with major enterprises and government agencies in the Kingdom of Saudi Arabia and other countries in the GCC.ÃƒÂ‚Ã‚Â https://securityaffairs.co/wordpress/138213/hacking/justice-blade-targets-saudi-arabia.htmlSaudi ArabiaUndetermined

Metropolitan Associates reports a data breach after the company learned that an unauthorized party was able to access sensitive consumer information that was stored on its network.https://www.jdsupra.com/legalnews/metropolitan-associates-reports-leaked-8138962/United States of AmericaUndetermined

Camping World and Good Sam (CWGS) reports a data breach after the company confirmed that an unauthorized party was able to access sensitive consumer information in its possession.https://www.jdsupra.com/legalnews/camping-world-and-good-sam-announce-6543086/United States of AmericaUndetermined

TransUnion LLC reports a data breach after information in the company's possession was subject to unauthorized access.https://www.jdsupra.com/legalnews/transunion-llc-confirms-recent-data-6828319/United States of AmericaUndetermined

West Oaks Eyecare discloses a ransomware incident.https://www.databreaches.net/tx-west-oaks-eyecare-discloses-malware-incident/United States of AmericaUndetermined

Russian Hackers Team claims to have conducted a DDoS attack against the website of a Moldovan ministry.https://t.me/russian_hackers_team/472Moldova (the Republic of)Russian Federation

NoName057(16) claims to have conducted DDoS attacks against the websites of three Polish regional courts.https://t.me/noname05716/1017Poland Russian Federation

NoName057(16) claims to have conducted a DDoS attack against the website of the Polish Platform for Electronic Tax and Customs Services.https://t.me/noname05716/1015Poland Russian Federation

NoName057(16) claims to have conducted a DDoS attack against the website of a Polish agency for academic exchange.https://t.me/noname05716/1013Poland Russian Federation

Maple Leaf Foods confirms that it experienced a cybersecurity incident causing a system outage and disruption of operations.https://www.bleepingcomputer.com/news/security/maple-leaf-foods-suffers-outage-following-weekend-cyberattack/Canada Undetermined

The ransomware group LockBit claims to have stolen data from consulting and IT services provider Kearney & Company.https://securityaffairs.co/wordpress/138136/cyber-crime/lockbit-ransomware-kearney-company.htmlUnited States of AmericaUndetermined

France-based music-streaming platform Deezer admits being hit with a data breach that potentially compromised the information of over 220 million users.https://www.musicbusinessworldwide.com/deezer-admits-data-breach-that-potentially-exposed-over-220-million-users-info/France Undetermined

The Empresa de transportes urbanos de Sevilla (Tussam) discloses it had been the target of a cyber attack and that both the mobile application and the information panels at bus stops were disabled as a result.https://www.databreaches.net/bits-n-pieces-trozos-y-piezas-16/Spain Undetermined

NoName057(16) claims to have conducted a DDoS attack against the website of a Polish regional court.https://t.me/noname05716/1009Poland Russian Federation

NoName057(16) claims to have conducted DDoS attacks against the websites of five Polish district courts.https://t.me/noname05716/1008Poland Russian Federation

Anonymous Russia claims to have conducted DDoS attacks against the websites of six Czech banks.https://t.me/anon_by/1397Czechia Russian Federation

NoName057(16) claims to have conducted a DDoS attack against the website of a Polish regional court.https://t.me/noname05716/1009Poland Russian Federation

NoName057(16) claims to have conducted DDoS attacks against the websites of five Polish district courts.https://t.me/noname05716/1008Poland Russian Federation

The Russian-affiliated "People's CyberArmy" claims to have conducted a DDoS attack against the website of a Ukrainian electricity supply company.https://t.me/CyberArmyofRussia_Reborn/1565Ukraine Russian Federation

NoName057(16) claims to have conducted a DDoS attack against the website of a Polish national school educating future judges and prosecutors.https://t.me/noname05716/1011Poland Russian Federation

NoName057(16) claims to have conducted a DDoS attack against the website of the national archive in a Polish city.https://t.me/noname05716/1004Poland Russian Federation

The Albany City School District suffers a cyber attack and urges the personnel to stay offline.https://www.timesunion.com/news/article/Possible-cyberattack-leads-to-Internet-shutdown-17564012.phpUnited States of AmericaUndetermined

NoName057(16) claims to have conducted a DDoS attack against the administrative website of an autonomous and demilitarised region of Finland.https://t.me/noname05716/994Finland Russian Federation

NoName057(16) claims to have conducted a DDoS attack against the website of a Polish state-owned and largest power producing company in Poland.https://t.me/noname05716/996Poland Russian Federation

NoName057(16) claims to have conducted a DDoS attack against the website of a Polish airport.https://t.me/noname05716/995Poland Russian Federation

KillNet has conducted a DDoS attack against the website of Bulgaria's foreign intelligence. According to the speaker of the government of Bulgaria, the attack caused inaccessibility to the website for a few minutes.https://t.me/killnet_reservs/3364Bulgaria Russian Federation

NoName057(16) claims to have conducted a DDoS attack against the website of a Polish state-owned and largest power producing company in Poland.https://t.me/noname05716/996Poland Russian Federation

NoName057(16) claims to have conducted a DDoS attack against the website of a Polish airport.https://t.me/noname05716/995Poland Russian Federation

KillNet has conducted a DDoS attack against the website of Bulgaria's foreign intelligence. According to the speaker of the government of Bulgaria, the attack caused inaccessibility to the website for a few minutes.https://t.me/killnet_reservs/3364Bulgaria Russian Federation

Many county government employees are working without computers after a Rogers-based information technology company tells them to shut down computer servers because of a possible security breach.https://www.arkansasonline.com/news/2022/nov/10/county-offices-working-without-computers-during/United States of AmericaUndetermined



Landi Renzo SpA, an Italian firm that researches and manufactures eco-friendly automotive fuel supply systems, is added to Hive's ransomware leak site. The threat actors leak 534 GB of files.https://www.databreaches.net/landi-renzo-s-p-a-victim-of-cyberattack-by-hive/Italy Russian Federation

Cooperativa Antonio Vega Granados R.L. in Costa Rica is added to Lockbit's ransomware site.https://www.databreaches.net/bits-n-pieces-trozos-y-piezas-15/Costa RicaUndetermined

Sociedad Balbiana, an event and meetings venue in Spain, is added to Lockbit's ransomware site.https://www.databreaches.net/bits-n-pieces-trozos-y-piezas-15/Spain Undetermined

Macrotel, an IT solutions firm in Argentina, is added to Lockbit's ransomware site. The threat actors claim to have acquired 16,428 files comprising 15 GB of data.https://www.databreaches.net/bits-n-pieces-trozos-y-piezas-15/Argentina Undetermined

Happmobi, a digital training program startup in Brazil, is added to Lockbit's ransomware site.https://www.databreaches.net/bits-n-pieces-trozos-y-piezas-15/Brazil Undetermined

Unidad Medica AngloAmericana is added to Vice Society's ransomware leak site.https://www.databreaches.net/bits-n-pieces-trozos-y-piezas-15/Spain Undetermined

Norman Public Schools suffers a ransomware attack.https://www.databreaches.net/ok-norman-public-schools-experiencing-malicious-ransomware-attack/United States of AmericaUndetermined

Veroni, an Italian producer of cured meats, is hit by a Royal ransomware attack.https://www.redhotcyber.com/post/royal-rivendica-lattacco-allitaliana-f-lli-veroni-100-mb-pubblicati-nelle-underground/Italy Undetermined

KillMilk claims to have conducted a DDoS attack against the log-in portal of a US cybersecurity agency.https://t.me/killmilk_rus/200United States of AmericaRussian Federation

KillNet claims to have conducted a DDoS attack against the website of a US department.https://t.me/killnet_reservs/3333United States of AmericaRussian Federation

NoName057(16) claims to have conducted a DDoS attack against the website and online resources of a Finnish state-owned enterprise offering environmental services.https://t.me/noname05716/984Finland Russian Federation

NoName057(16) claims to have conducted a DDoS attack against three online services of a Finnish ministry.https://t.me/noname05716/985Finland Russian Federation

Anonymous Russia claims to have conducted DDoS attacks against the websites of seven Latvian credit providers.https://t.me/anon_by/1342Latvia Russian Federation

The Russian-affiliated collective People's CyberArmy claims to have conducted a DDoS attack against the website of a Polish manufacturer of heavy-tracked vehicles for military and civil purposes.https://t.me/CyberArmyofRussia_Reborn/1555Poland Russian Federation

KillNet claims to have conducted DDoS attacks against the websites of eight US airports.https://t.me/killnet_reservs/3344United States of AmericaRussian Federation

IT Army of Ukraine claims to have conducted a hack and leak operation against a Russian online university of social sciences, providing courses on volunteering and collecting an endowment fund to support the Russian military.https://t.me/itarmyofukraine2022/854Russian FederationUkraine

KillMilk claims to have conducted a DDoS attack against the log-in portal of a US cybersecurity agency.https://t.me/killmilk_rus/200United States of AmericaRussian Federation

KillNet claims to have conducted a DDoS attack against the website of a US department.https://t.me/killnet_reservs/3333United States of AmericaRussian Federation

NoName057(16) claims to have conducted a DDoS attack against the website and online resources of a Finnish state-owned enterprise offering environmental services.https://t.me/noname05716/984Finland Russian Federation

NoName057(16) claims to have conducted a DDoS attack against three online services of a Finnish ministry.https://t.me/noname05716/985Finland Russian Federation

Anonymous Russia claims to have conducted DDoS attacks against the websites of seven Latvian credit providers.https://t.me/anon_by/1342Latvia Russian Federation

The Russian-affiliated collective People's CyberArmy claims to have conducted a DDoS attack against the website of a Polish manufacturer of heavy-tracked vehicles for military and civil purposes.https://t.me/CyberArmyofRussia_Reborn/1555Poland Russian Federation

KillNet claims to have conducted DDoS attacks against the websites of eight US airports.https://t.me/killnet_reservs/3344United States of AmericaRussian Federation

IT Army of Ukraine claims to have conducted a hack and leak operation against a Russian online university of social sciences, providing courses on volunteering and collecting an endowment fund to support the Russian military.https://t.me/itarmyofukraine2022/854Russian FederationUkraine

North Idaho College is hit with a cyberattack that led to network shutdown.https://therecord.media/north-idaho-college-recovering-from-cyberattack-that-led-to-network-shutdown/United States of AmericaUndetermined

United Veterinary Care reports a data breach after the company discovered that personal consumer information stored on its computer network was compromised.https://www.jdsupra.com/legalnews/united-veterinary-care-sends-data-6993925/United States of AmericaUndetermined

Alinsco Managing General Agency files an official notice of a data breach following a data security incident that compromised sensitive consumer information in the company's possession.https://www.jdsupra.com/legalnews/alinsco-managing-general-agency-inc-8855718/United States of AmericaUndetermined

Researchers at Zscaler discover a new campaign carried out by the Pakistan-based threat actor APT36, abusing Google ad for malvertising, to distribute backdoored versions of Kavach multi-authentication (MFA) applications.https://cyware.com/news/apt36-targets-indian-government-employees-with-limepad-b9245567India Pakistan

Thousands of Victorian students and their families may have had personal data stolen after PNORS Technology Group, a technology company that has contracts with the Victorian government is hacked.https://www.theage.com.au/national/victoria/data-hack-at-it-firm-may-include-health-records-of-victorian-school-students-20221105-p5bvuz.htmlAustralia Undetermined

Russian Hackers Team claims to have conducted a DDoS attack against the website of a cross-platform voice-over IP and messaging application.https://t.me/russian_hackers_team/455France Russian Federation

Anonymous Russia claims to have conducted DDoS attacks against the websites of seven Latvian web hosting service providers.https://t.me/anon_by/1333Latvia Russian Federation

Russian Hackers Team claims to have conducted a DDoS attack against the website of a Ukrainian political party.https://t.me/russian_hackers_team/452Ukraine Russian Federation

Phoenix claims to have conducted a DDoS attack against a Ukrainian ministry.https://t.me/phoenixinform/878Ukraine Ukraine

Phoenix claims to have conducted a DDoS attack against a Ukrainian ministry.https://t.me/phoenixinform/879Ukraine Ukraine

Phoenix claims to have conducted a DDoS attack against the website of a Ukrainian bank.https://t.me/phoenixinform/877Ukraine Ukraine

NoName057(16) claims to have conducted a DDoS attack against Norway's premier supplier of defense and aerospace-related systems and solutions.https://t.me/noname05716/977Norway Russian Federation

Anonymous Russia claims to have conducted DDoS attacks against the websites of six Latvian taxi companies.https://t.me/anon_by/1337Latvia Russian Federation

Russian Hackers Team claims to have conducted a DDoS attack against the website of a cross-platform voice-over IP and messaging application.https://t.me/russian_hackers_team/455France Russian Federation

Anonymous Russia claims to have conducted DDoS attacks against the websites of seven Latvian web hosting service providers.https://t.me/anon_by/1333Latvia Russian Federation

Russian Hackers Team claims to have conducted a DDoS attack against the website of a Ukrainian political party.https://t.me/russian_hackers_team/452Ukraine Russian Federation

Phoenix claims to have conducted a DDoS attack against a Ukrainian ministry.https://t.me/phoenixinform/878Ukraine Ukraine

Phoenix claims to have conducted a DDoS attack against a Ukrainian ministry.https://t.me/phoenixinform/879Ukraine Ukraine

Phoenix claims to have conducted a DDoS attack against the website of a Ukrainian bank.https://t.me/phoenixinform/877Ukraine Ukraine

NoName057(16) claims to have conducted a DDoS attack against Norway's premier supplier of defense and aerospace-related systems and solutions.https://t.me/noname05716/977Norway Russian Federation

Cryptocurrency derivatives platform Deribit says a hacker stole $28 million from the company, forcing it to halt withdrawals as it investigates the incident.https://therecord.media/28-million-stolen-from-cryptocurrency-platform-deribit/UndeterminedUndetermined

Vodafone Italia sends customers notices of a data breach, informing that one of its commercial partners, FourB S.p.A., who operates as a reseller of the telecommunicationsÃƒÂ‚Ã‚Â services in the country, has sufferedÃƒÂ‚Ã‚Â a cyber attack.https://www.bleepingcomputer.com/news/security/vodafone-italy-discloses-data-breach-after-reseller-hacked/Italy Undetermined

Researchers from Proofpoint reveal that threat actors are using the compromised infrastructure of an undisclosed media company to deploy the SocGholish JavaScript malware framework (also known as FakeUpdates) on the websites of hundreds of newspapers across the U.S.https://www.bleepingcomputer.com/news/security/hundreds-of-us-news-sites-push-malware-in-supply-chain-attack/United States of AmericaUndetermined

Petersen International Underwriters reports a data breach after the company learned that some of the information contained on its computer system was compromised.https://www.jdsupra.com/legalnews/petersen-international-underwriters-7209508/United States of AmericaUndetermined

Jeppesen, a wholly-owned Boeing subsidiary that provides navigation and flight planning tools, confirms that it is dealing with a cybersecurity incident, likely a ransomware attack, that has caused some flight disruptions.https://therecord.media/cyber-incident-at-boeing-subsidiary-causes-flight-planning-disruptions/United States of AmericaUndetermined

Hawaiian Eye Center in Wahiawa, HI, has recently started notifying certain patients that some of their protected health information was stored on a server that was accessed by unauthorized individuals. https://www.hipaajournal.com/six-data-breaches-reported-by-healthcare-providers-and-business-associates/United States of AmericaUndetermined

Russian Hackers Team claims to have conducted a DDoS attack against three Moldovan governmental websites.https://t.me/russian_hackers_team/432Moldova (the Republic of)Russian Federation

Anonymous Russia claims to have conducted DDoS attacks against the websites of three Ukrainian cargo transportation companies.https://t.me/anon_by/1317Ukraine Russian Federation

Russian Hackers Team claims to have conducted a DDoS attack against the website of a Moldovan airport.https://t.me/russian_hackers_team/426Moldova (the Republic of)Russian Federation

Russian Hackers Team claims to have conducted a DDoS attack against the website of a Moldovan taxi company.https://t.me/russian_hackers_team/431Moldova (the Republic of)Russian Federation

Anonymous Russia claims to have conducted DDoS attacks against the websites of three Polish taxi companies.https://t.me/anon_by/1310Poland Russian Federation



Anonymous Russia claims to have conducted DDoS attacks against the websites of four public transport operators in Polish cities.https://t.me/anon_by/1301Poland Russian Federation

Anonymous Russia claims to have conducted DDoS attacks against the websites of eight Latvian news media.https://t.me/anon_by/1323Latvia Russian Federation

Russian Hackers Team claims to have conducted a DDoS attack against three Moldovan governmental websites.https://t.me/russian_hackers_team/432Moldova (the Republic of)Russian Federation

Anonymous Russia claims to have conducted DDoS attacks against the websites of three Ukrainian cargo transportation companies.https://t.me/anon_by/1317Ukraine Russian Federation

Russian Hackers Team claims to have conducted a DDoS attack against the website of a Moldovan airport.https://t.me/russian_hackers_team/426Moldova (the Republic of)Russian Federation

Russian Hackers Team claims to have conducted a DDoS attack against the website of a Moldovan taxi company.https://t.me/russian_hackers_team/431Moldova (the Republic of)Russian Federation

Anonymous Russia claims to have conducted DDoS attacks against the websites of four public transport operators in Polish cities.https://t.me/anon_by/1310Poland Russian Federation

Anonymous Russia claims to have conducted DDoS attacks against the websites of eight Latvian news media.https://t.me/anon_by/1323Latvia Russian Federation

Anonymous Russia claims to have conducted DDoS attacks against two Ukrainian shops selling military equipment.https://t.me/anon_by/1307Ukraine Russian Federation

Precision Imaging Centers files a notice of data breach after the company discovered that it had been the recent victim of a cyberattack, giving hackers to confidential consumer data. https://www.jdsupra.com/legalnews/precision-imaging-centers-experiences-4286122/United States of AmericaUndetermined

Morrison Products reports a data breach after the company learned that an unauthorized party was able to access sensitive information belonging to certain employees.https://www.jdsupra.com/legalnews/morrison-products-inc-reports-data-6763888/United States of AmericaUndetermined

Quantum encrypted and leaked data stolen from MCV Holding Company LLC onto their dark web sitehttp://quantum445bh3gzuyilxdzs5xdepf3b7lkcupswvkryf3n7hgzpxebid.onion/target/capitalpowerUnited States of AmericaUndetermined

Security breach to the San Benito school districthttps://myrgv.com/local-news/2022/12/21/das-office-probing-san-benito-security-breach/United States of AmericaUndetermined

L. Knife & Son filed notice of a data breach after learning that an unauthorized party gained access to confidential consumer data stored on the company's computer network.https://www.jdsupra.com/legalnews/l-knife-son-informs-customers-and-5887275/United States of AmericaUndetermined

The Kelberman Center, a provider of services to individuals with autism, notifies 3,501 patients about a breach of employee email accounts.https://www.hipaajournal.com/round-up-of-recent-hacking-incidents-and-email-account-breaches/United States of AmericaUndetermined

A threat actor released a data set consisting of 200 million Twitter profiles for approximately $2.https://www.bleepingcomputer.com/news/security/200-million-twitter-users-email-addresses-allegedly-leaked-online/United States of AmericaUndetermined

DotHouse Health files notice of a data breach after learning that an unauthorized party was able to access confidential information stored on the company's computer systems.https://www.jdsupra.com/legalnews/dothouse-health-inc-announces-data-4952900/United States of AmericaUndetermined

Benefit Administrative Systems notifies certain individuals about the exposure of an electronic file that contained sensitive personally identifiable information and was accessed by unauthorized individuals,https://www.hipaajournal.com/ransomware-attacks-hacks-and-pixel-related-data-breaches-reported/United States of AmericaUndetermined

Russian Hackers Team claims to have conducted a DDoS attack against the website of a Moldovan ministry.https://t.me/russian_hackers_team/417Moldova (the Republic of)Russian Federation

Anonymous Russia claims to have conducted DDoS attacks against the websites of four Ukrainian banks.https://t.me/anon_by/1259Ukraine Russian Federation

The cybersecurity counselor to the Deputy of the U.S. department managing federal finances announced that they have thwarted a Killnet DDoS attack.https://t.me/killnet_reservs/3327United States of AmericaRussian Federation

NoName057(16) claims to have conducted a DDoS attack against the website of a Polish airport.https://t.me/noname05716/968Poland Russian Federation

NoName057(16) claims to have conducted a DDoS attack against a Lithuanian logistics company.https://t.me/noname05716/969Lithuania Russian Federation

Anonymous Russia claims to have conducted DDoS attacks against the websites of four Ukrainian online retailers.https://t.me/anon_by/1267Ukraine Russian Federation

In November 2022, BlackBerry uncovered a new Gamaredon campaign that relied on a multi-stage Telegram scheme to first profile potential victims and then deliver the final payload along with the malicious command-and-control (C&C). According to BlackBerry, the targeted victims belong to strategic industries in Ukraine, such as law enforcement and others.https://blogs.blackberry.com/en/2023/01/gamaredon-abuses-telegram-to-target-ukrainian-organizationsUkraine Russian Federation

Anonymous Russia claims to have conducted a DDoS attack against the website of a Ukrainian mobile operator.https://t.me/anon_by/1266Ukraine Russian Federation

Russian Hackers Team claims to have conducted a DDoS attack against the website of a Moldovan ministry.https://t.me/russian_hackers_team/417Moldova (the Republic of)Russian Federation

Anonymous Russia claims to have conducted DDoS attacks against the websites of four Ukrainian banks.https://t.me/anon_by/1259Ukraine Russian Federation

NoName057(16) claims to have conducted a DDoS attack against the website of a Polish airport.https://t.me/noname05716/968Poland Russian Federation

NoName057(16) claims to have conducted a DDoS attack against a Lithuanian logistics company.https://t.me/noname05716/969Lithuania Russian Federation

Anonymous Russia claims to have conducted DDoS attacks against the websites of four Ukrainian online retailers.https://t.me/anon_by/1267Ukraine Russian Federation

In November 2022, BlackBerry uncovered a new Gamaredon campaign that relied on a multi-stage Telegram scheme to first profile potential victims and then deliver the final payload along with the malicious command-and-control (C&C). According to BlackBerry, the targeted victims belong to strategic industries in Ukraine, such as law enforcement and others.https://blogs.blackberry.com/en/2023/01/gamaredon-abuses-telegram-to-target-ukrainian-organizationsUkraine Russian Federation

The Snatch ransomware group claims to have hacked HENSOLDT France, a company specializing in military and defense electronics.https://securityaffairs.co/wordpress/137886/cyber-crime/snatch-hensoldt-france-ransomware.htmlFrance Undetermined

Threat actors have conducted a ransomware attack against ForceNet, a communications platform used by Australian military personnel and defense staff.https://www.infosecurity-magazine.com/news/ransomware-australian-defence/Australia Undetermined

Three Rivers Provider Network (TRPN) submits notice of a data breach after the company determined that an unauthorized party was able to access an employee's email account containing sensitive information belonging to certain individuals.https://www.jdsupra.com/legalnews/three-rivers-provider-network-confirms-7725861/United States of AmericaUndetermined

Administrative Fund of the Detectives' Endowment Association, Inc., Police Department of New York ("NYCDEA") reports a data breach after the organization confirmed that member information was compromised after an unauthorized party gained access to the NYCDEA email system.https://www.jdsupra.com/legalnews/administrative-fund-of-the-detectives-6239759/United States of AmericaUndetermined

Ethos Group announces that the company recently experienced a data breach impacting the security of consumer information stored on its computer systems.https://www.jdsupra.com/legalnews/ethos-group-confirms-recent-data-breach-2611640/United States of AmericaUndetermined

Wenco Management informs 20,526 employees enrolled in its health and welfare benefit plan that their data was accessed during a network hack.https://www.scmagazine.com/analysis/ransomware/ransomware-attack-on-ascension-st-vincents-legacy-emr-spurs-breach-noticeUnited States of AmericaUndetermined

Osaka General Medical Center suspends non-emergency outpatient services and operations following a ransomware cyberattack on its electronic medical record system.https://www3.nhk.or.jp/nhkworld/en/news/20221101_07/Japan Undetermined

Bitron, an Italian manufacturing company, is hit by the LockBit ransomware.https://www.redhotcyber.com/post/litaliana-bitron-colpita-dal-ransomware-blackbasta/Italy Undetermined

Lodi Unified School District discloses a security breach.https://www.databreaches.net/lodi-unified-school-district-reports-breach-involving-its-aeries-application/United States of AmericaUndetermined

DESORDEN GROUP is back and lists a stock brokerage firm, UOB KayHian, as a victimhttps://www.databreaches.net/malaysian-online-stock-brokerage-firm-victim-of-cyberattack/Malaysia Undetermined

The General Council of the Judiciary (CGPJ) suffers a cyberattack on its Punto Neutro Judicial (PNJ) platform that connects judicial bodies with other government agencies, including the National Police Force, the Attorney General's Office, and the General Secretariat of Penitentiary Institutions. Half a million taxpayers and 50,000 police officers have their information stolen.https://www.databreaches.net/bits-n-pieces-trozos-y-piezas-16/Spain Undetermined

Researchers from Trend Micro discover a new campaign, conducted between March and October 2022, targeting government, academic, foundations, and research sectors of multiple countries including Myanmar, Australia, the Philippines, Japan, and Taiwan.https://www.bleepingcomputer.com/news/security/chinese-hackers-use-google-drive-to-drop-malware-on-govt-networks/Australia China

The TOR site of the Yanluo Wang ransomware gang is hacked and the chats are leaked.https://therecord.media/the-yanluowang-ransomware-group-in-their-own-words/UndeterminedUndetermined

Guilford College confirms that the Hive ransomware actors attacked their school also stole sensitive data of students, faculty and staff.https://therecord.media/north-carolina-college-confirms-ransomware-group-stole-sensitive-data/United States of AmericaRussian Federation

Canadian menswear retailer Harry Rosen acknowledges being hit by a BianLian ransomware attack.https://www.itworldcanada.com/article/canadian-menswear-chain-harry-rosen-confirms-cyber-attack/515325Canada China

Researchers from Trend Micro discover a new campaign, conducted between March and October 2022, targeting government, academic, foundations, and research sectors of multiple countries including Myanmar, Australia, the Philippines, Japan, and Taiwan.https://www.bleepingcomputer.com/news/security/chinese-hackers-use-google-drive-to-drop-malware-on-govt-networks/Myanmar China

Researchers from Trend Micro discover a new campaign, conducted between March and October 2022, targeting government, academic, foundations, and research sectors of multiple countries including Myanmar, Australia, the Philippines, Japan, and Taiwan.https://www.bleepingcomputer.com/news/security/chinese-hackers-use-google-drive-to-drop-malware-on-govt-networks/PhilippinesChina

Researchers from Trend Micro discover a new campaign, conducted between March and October 2022, targeting government, academic, foundations, and research sectors of multiple countries including Myanmar, Australia, the Philippines, Japan, and Taiwan.https://www.bleepingcomputer.com/news/security/chinese-hackers-use-google-drive-to-drop-malware-on-govt-networks/Taiwan (Province of China)China

Researchers from Trend Micro discover a new campaign, conducted between March and October 2022, targeting government, academic, foundations, and research sectors of multiple countries including Myanmar, Australia, the Philippines, Japan, and Taiwan.https://www.bleepingcomputer.com/news/security/chinese-hackers-use-google-drive-to-drop-malware-on-govt-networks/Japan China

Hack and leak operation against Russia's largest supplier of modern energy-efficient solutions in the power industry. The leak contains data on 376 customers.https://twitter.com/Ksecureteamlab/status/1586882461828632577/photo/1Russian FederationUndetermined

The Taiwanese Ministry of Interior (MOI) denies being the source of a data leak reportedly posting private details of 200,000 local people online.https://www.databreaches.net/taiwan-ministry-of-interior-denies-responsibility-for-data-leak/Taiwan (Province of China)Undetermined

The LockBit ransomware group claims to have hacked the French defense and technology firm Thales. The company denies the hack.https://therecord.media/french-defense-firm-denies-ransomware-attack-after-leak-site-posting/France Undetermined

The BlackByte ransomware group claims to have compromised Asahi Group Holdings, a beverage giant.https://securityaffairs.co/wordpress/137803/cyber-crime/blackbyte-ransomware-asahi-group-holdings.htmlChina Russian Federation



St. Luke's Health notifies 16,906 individuals of a third-party data breach that impacted Adelanto Healthcare Ventures (AHCV), a consulting services vendor, after two of its employee email accounts were compromised by a third party.https://www.hipaajournal.com/st-lukes-health-reports-third-party-data-breach/United States of AmericaUndetermined

Belletti Ascensori is hit with a LockBit ransomware attack.https://www.redhotcyber.com/post/litaliana-belletti-ascensori-vittima-del-ransomware-lockbit-3-0/Italy Undetermined

Clowns, a pro-Russian collective, claims to have conducted a DDoS attack against the website of a Kyiv hospital.https://t.me/weareclons/32Ukraine Undetermined

Phoenix claims to have conducted a DDoS attack against the website of a Kyiv hospital.https://t.me/phoenixinform/850Ukraine Ukraine

Phoenix claims to have conducted a DDoS attack against the website of a Kyiv hospital.https://t.me/phoenixinform/853Ukraine Ukraine

Bed Bath & Beyond reveals in an SEC filing that it recently suffered a data breach after an employee fell victim to a phishing attack.https://www.securityweek.com/bed-bath-beyond-investigating-data-breach-after-employee-falls-phishing-attackUnited States of AmericaUndetermined

The Atacama Large Millimeter Array (ALMA) Observatory in Chile suspends all astronomical observation operations and takes its public website offline following a cyberattack.https://www.bleepingcomputer.com/news/security/alma-observatory-shuts-down-operations-due-to-a-cyberattack/Chile Undetermined

NoName057(16) claims to have conducted a DDoS attack against the website of the Polish Office of Competition and Consumer Protection.https://t.me/noname05716/962Poland Russian Federation

NoName057(16) claims to have conducted a DDoS attack against the Polish operator of the Yamal-Europe natural gaz pipeline.https://t.me/noname05716/963Poland Russian Federation

NoName057(16) claims to have conducted a DDoS attack against the website of a Polish airport.https://t.me/noname05716/961Poland Russian Federation

German copper producer Aurubis announces that it suffered a cyberattack that forced it to shut down IT systems to prevent the attack's spread.https://www.bleepingcomputer.com/news/security/largest-eu-copper-producer-aurubis-suffers-cyberattack-it-outage/Germany Undetermined

Air New Zealand discloses to have suffered a security breach, with multiple customers have been locked out of their accounts after the incident.https://securityaffairs.co/wordpress/137793/cyber-crime/air-new-zealand-breach.htmlNew ZealandUndetermined

The Everest ransomware gang claims to have hacked AT&T, selling an alleged access to the company in a forum.https://cybernews.com/news/att-hit-everest-ransomware/United States of AmericaUndetermined

The Universidad Nacional De Educacion de Peru is hit with a BlackByte ransomware attack.https://www.databreaches.net/bits-n-pieces-trozos-y-piezas-14/Peru Russian Federation

Personal Paraguay, a privately owned Paraguayan telco company, notifies to have suffered an outage due to a cyber attack.https://www.databreaches.net/bits-n-pieces-trozos-y-piezas-15/Paraguay Undetermined

Supeo, a Danish company that provides enterprise asset management solutions to railway companies, is hit by an alleged ransomware attack, and as a consequence DSB, the largest train operator in Denmark, stops all the activities.https://www.reuters.com/technology/danish-train-standstill-saturday-caused-by-cyber-attack-2022-11-03/Denmark Undetermined

New York Post confirms that it was hacked by an internal employee after its website and Twitter account were used by the attackers to publish offensive headlines and tweets targeting U.S. politicians.https://www.bleepingcomputer.com/news/security/new-york-post-hacked-with-offensive-headlines-targeting-politicians/United Kingdom of Great Britain and Northern IrelandUndetermined

Cloud communications company Twilio disclosed a new data breach stemming from a June 2022 security incident where the same attackers behind the August hack accessed some customers' information.https://www.bleepingcomputer.com/news/security/twilio-discloses-another-hack-from-june-blames-voice-phishing/United States of AmericaUndetermined

Decentralized finance platform Team Finance confirms that hackers exploited a vulnerability and stole $14.5 million worth of cryptocurrency.https://therecord.media/defi-platform-robbed-of-nearly-15-million-in-hack/UndeterminedUndetermined

The Slovakia's parliament suspends the sessions after suffering a cyber attack allegedly coming from Russia..https://therecord.media/votes-in-slovakias-parliament-suspended-after-alleged-cybersecurity-incident/Slovakia Undetermined

The Polish parliament is also hit with a cyber attack allegedly coming from Russia.https://www.securityweek.com/slovak-polish-parliaments-hit-cyberattacksPoland Undetermined

Information about individual diseases diagnoses, payment cards and national insurance cards is among the data stolen by threat actors of the Quantum ransomware group from Australian company Medlab Pathology.https://www.bankinfosecurity.com/medlab-pathology-breach-impacts-223000-australians-a-20351Australia Undetermined

More than 200,000 records of Finnish LinkedIn users are leaked on a hacking forum. The company denies the breach.https://cybernews.com/news/160k-stolen-us-credit-cards/Finland Undetermined

Enercity, one of Germany's largest municipal energy suppliers, confirms it was targeted by a cyberattack on Wednesday morning.https://therecord.media/major-german-energy-supplier-hit-by-cyberattack/Germany Undetermined

The ALPHV AKA BlackCat ransomware gang claims to have breached the Joint Command of the Armed Forces of Ecuador (Comando Conjunto de las Fuerzas Armadas Del Ecuador). The agency denies the breach.https://therecord.media/ecuadors-military-denies-ransomware-attack-after-website-goes-offline/Ecuador Russian Federation

Convergent Outsourcing reports a data breach after the company experienced a ransomware attack.https://www.jdsupra.com/legalnews/convergent-outsourcing-inc-reports-data-1164060/United States of AmericaUndetermined

Fisco SaÃƒÂƒÃ‚Âºde, a health insurance organization in Brazil, is hit by a LockBit ransomware attack.https://www.databreaches.net/bits-n-pieces-trozos-y-piezas-15/Brazil Undetermined

The credentials to access the network of the municipality of Padua end up being on sale in a dark web forum.https://www.redhotcyber.com/post/presunto-attacco-informatico-al-comune-di-padova-credenziali-in-vendita-nelle-underground/Italy Undetermined

On December 13, 2022, Lakeside Software, LLC reported a data breach with the Massachusetts Office of Consumer Affairs and Business Regulation after learning of unauthorized connections between a third party's device and Lakeside's computer servers. https://www.jdsupra.com/legalnews/lakeside-software-llc-files-notice-of-6477975/United States of AmericaUndetermined

Lorenz encrypted and leaked data stolen from Miracapo pizza company onto their dark web sitehttp://lorenzmlwpzgxq736jzseuterytjueszsvznuibanxomlpkyxk6ksoyd.onion/United States of AmericaUndetermined

Customer service solutions provider Zendesk suffers a data breach that resulted from employee account credentials getting phished by hackers.https://www.securityweek.com/zendesk-hacked-after-employees-fall-for-phishing-attack/United States of AmericaUndetermined

Bryant Bank files a notice of data breach after determining that an unauthorized party was able to access confidential customer information stored on the company's computer network.https://www.jdsupra.com/legalnews/bryant-bank-files-notice-of-data-breach-9836399/United States of AmericaUndetermined

Pinnacle Claims Management reports a data breach after the company determined that an unauthorized party had gained access to files containing sensitive consumer information.https://www.jdsupra.com/legalnews/pinnacle-claims-management-inc-files-6357106/United States of AmericaUndetermined

Patients of Dutch mental health clinics are warned that their personal records have fallen into the hands of hackers following a security breach at Nedap, a technology provider used by thousands of healthcare institutions throughout the country to share digital health records and personal data.https://www.bitdefender.com/blog/hotforsecurity/extortion-fears-after-hacker-stole-patient-files-from-dutch-mental-health-clinics/NetherlandsUndetermined

The Municipality of Chihuahua in Mexico is added to the BlackByte ransomware leak site.https://www.databreaches.net/bits-n-pieces-trozos-y-piezas-14/Mexico Russian Federation

Kelvin Security leaks some data from Filomeno Wi-Fi, a local connectivity provider.https://www.redhotcyber.com/post/litaliana-filomento-wi-fi-e-stata-colpita-dalla-cybergang-di-kelvin-security/Italy Undetermined

Russian Hackers Team claims to have conducted a DDoS attack against the website of the national library of Croatia.https://t.me/russian_hackers_team/376Croatia Russian Federation

The Russian-affiliated People's CyberArmy claims to have conducted a DDoS attack against the website of a state-owned power company in Poland, the largest power producing company in the country.https://t.me/CyberArmyofRussia_Reborn/1474Poland Russian Federation

The Iranian Atomic Energy Organization (AEOI) confirms that one of its subsidiaries' email servers was hacked after the ''Black Reward" hacking group published stolen data online.https://www.bleepingcomputer.com/news/security/iran-s-atomic-energy-agency-confirms-hack-after-stolen-data-leaked-online/Iran (Islamic Republic of)Undetermined

Unknown threat actors flood the LinkedIn Chat with a fake Eventbrite link to a conference by the Australian Institute of Company Directors (AIDC).https://www.smh.com.au/national/hackers-hit-cybersecurity-conference-20221024-p5bsiq.htmlAustralia Undetermined

Somnia Pain Management of Kentucky reports a data breach after the company experienced a third-party data breach through its "Management Services Organization."https://www.jdsupra.com/legalnews/somnia-pain-management-of-kentucky-2355330/United States of AmericaUndetermined

Cryptocurrency exchangeÃƒÂ‚Ã‚Â FTX will provide around $6 million in compensation to victims of a phishing scam that allowed hackers to conduct unauthorized trades on certain FTX users' accounts.https://www.databreaches.net/ftx-to-give-a-one-time-6m-compensation-to-phishing-victims/Bahamas Undetermined

The Mexican SecretarÃƒÂƒÃ‚Â-a de Comunicaciones y Transportes stops issuing new permits, license plates and driver's licenses for commercial truck operators until Dec. 31 because of a cyberattackhttps://www.databreaches.net/cyberattack-disrupts-mexicos-transportation-system/Mexico Undetermined

Australian real estate agency Harcourts reveals it was affected by a cyber attack last month, with the personal information of tenants, landlords, and tradespeople potentially exposed.https://www.sbs.com.au/news/article/advocates-had-warned-of-the-dangers-of-a-real-estate-data-breach-it-just-happened/6mlieq0g0Australia Undetermined

SAIF Corporation files notice of a data breach after the company experienced what it characterized as a "brief period of unauthorized access" to its computer network.https://www.jdsupra.com/legalnews/saif-corporation-notifies-workers-9551853/United States of AmericaUndetermined

Anonymous Russia claims to have conducted a DDoS attack against the website of the Kazakhstan government.https://t.me/anon_by/1129KazakhstanRussian Federation

KillNet claims to have conducted a DDoS attack against the website, and online resources, of Warsaw's stock exchange market.https://t.me/killnet_reservs/3201Poland Russian Federation

Anonymous Russia claims to have conducted a DDoS campaign against the websites of six Ukrainian taxi companies.https://t.me/anon_by/1117Ukraine Russian Federation

The Snatch ransomware group claims to have compromised the Kenosha Unified School District.https://therecord.media/ransomware-group-claims-attack-on-wisconsin-school-district/United States of AmericaUndetermined

NoName057(16) claims to have conducted a DDoS attack against the website of a Lithuanian bank.https://t.me/noname05716/954Lithuania Russian Federation

XakNet claims to have conducted a DDoS attack against the website of the parliament of Israel.https://t.me/XakNet_CyberDDoS/12Israel Russian Federation

The Russian-affiliated People's CyberArmy claims to have conducted a DDoS attack against the website of a Ukrainian news media.https://t.me/CyberArmyofRussia_Reborn/1457Ukraine Russian Federation

Label printing giant Multi-Color Corporation (MCC) starts informing employees that their personal information might have been compromised in a cyberattack.https://www.securityweek.com/label-giant-multi-color-corporation-discloses-data-breachUnited States of AmericaUndetermined

NoName057(16) claims to have conducted a DDoS attack against the website of a Lithuanian company providing business loans.https://t.me/noname05716/950Lithuania Russian Federation

NoName057(16) claims to have conducted a DDoS attack against the website of a Lithuanian logistics company.https://t.me/noname05716/952Lithuania Russian Federation



Pendragon Group, with more than 200 car dealerships in the U.K., is breached in a cyberattack from the LockBit ransomware gang, who allegedly demanded $60 million to decrypt files and not leak them.https://www.bleepingcomputer.com/news/security/pendragon-car-dealer-refuses-60-million-lockbit-ransomware-demand/United Kingdom of Great Britain and Northern IrelandUndetermined

RansomExx claims to have stolen 5.8 GB of files from Unimed Belem.https://www.databreaches.net/bits-n-pieces-trozos-y-piezas-13/Brazil Undetermined

The Universidad Piloto de Colombia is hit with an ALPHV ransomware attack.https://www.databreaches.net/bits-n-pieces-trozos-y-piezas-14/Colombia Russian Federation

According to Ukrainian CERT, Ukrainian state organizations have been targeted by cyberattacks using the RomCom malware. The attack vector was a phishing email, allegedly sent on behalf of the Press Service of the General Staff of the Ukrainian Armed Forces.https://cert.gov.ua/article/2394117Ukraine Undetermined

The Midland Information Technology Consortium is hit with a ransomware attack.https://www.govtech.com/security/investigation-into-michigan-it-consortium-hack-continuesUnited States of AmericaUndetermined

Azienda Ospedaliera di Alessandria hospital is hit by a ransomware attack, the hospital's SQL database was compromised as well as the personal information of hundreds of thousands of patients.https://www.databreaches.net/attack-on-the-azienda-ospedaliera-di-alessandria-hospital-additional-details-on-the-case/Italy Undetermined

Russian Hackers Team claims to have conducted a DDoS attack against the website of Moldova's government.https://t.me/russian_hackers_team/334Moldova (the Republic of)Russian Federation

XakNet claims to have conducted a DDoS attack against the website of an electricity transmission system operator in Ukraine and the sole operator of the country's high-voltage transmission lines.https://t.me/XakNet_CyberDDoS/8Ukraine Russian Federation

Country Doctor Community Health Clinic (CDCHC) notifies 38,751 individuals of a healthcare data breach, after discovering unusual activity in its environment.https://healthitsecurity.com/news/healthcare-data-breach-at-ga-cardiology-practice-impacts-71kUnited States of AmericaUndetermined

Dollmar s.p.a., an Italian industrial painting company is hit by the Ragnar Locker ransomware gang.https://www.redhotcyber.com/post/attacco-informatico-allitaliana-dollmar-s-p-a-da-parte-di-ragnar-locker/Italy Undetermined

XakNet claims to have conducted a DDoS attack against the website of the principal public agency for conducting criminal prosecutions in England and Wales.https://t.me/XakNet_CyberDDoS/5United Kingdom of Great Britain and Northern IrelandRussian Federation

IT Army of Ukraine claims to have conducted a cyberattack against Russia's Federal Tax authorities.https://t.me/itarmyofukraine2022/813Russian FederationUkraine

Verizon warns an undisclosed number of prepaid customers that attackers gained access to Verizon accounts and used exposed credit card info in SIM swapping attacks.https://www.bleepingcomputer.com/news/security/verizon-notifies-prepaid-customers-their-accounts-were-breached/United States of AmericaUndetermined

Decentralized finance (DeFi) platform Moola Market suffers a security incident leading to a loss of up to $9m worth of cryptocurrency.https://www.infosecurity-magazine.com/news/moola-market-crypto-exploit/UndeterminedUndetermined

Kingfisher Insurance confirms a LockBit 3.0 ransomware attack after the ransomware gang leaks 1.4 Tb of data.https://cybernews.com/news/kingfisher-confirms-its-it-systems-were-breached/United Kingdom of Great Britain and Northern IrelandUndetermined

Members of Parliament in Canada are asked to change their email passwords and some internet-based services on Parliament Hill are restricted after what's being described as a "cyber incident."https://www.databreaches.net/mps-warned-to-change-email-passwords-after-cyber-attack-on-canadian-government/Canada Undetermined

A private maternity hospital in France, HÃƒÂƒÃ‚Â´pital Pierre RouquÃƒÂƒÃ‚Â¨s ÃƒÂ¢Ã¢Â‚Â¬" Les Bluets is the victim of a ransomware attack by Vice Society.https://www.databreaches.net/french-maternity-hospital-hit-by-ransomware-attack-by-vice-society-attackers-claim-to-have-150-gb-of-files/France Undetermined

Spain's National Renewable Energy Center (CENER) reportedly suffers a cyber attack.https://www.databreaches.net/bits-n-pieces-trozos-y-piezas-13/Spain Undetermined

Lorenz encrypted and leaked data stolen from Wes-tec inc. onto their dark web sitehttp://lorenzmlwpzgxq736jzseuterytjueszsvznuibanxomlpkyxk6ksoyd.onion/United States of AmericaUndetermined

Journalists from the Kyivpost have received a claim on behalf of the National Republican Army, a Russian oppositionary collective, about a large-scale cyberattack against several major Russian ICT companies, providing services in the area of national security to the government of the Russian Federation.https://www.kyivpost.com/russias-war/russians-against-putin-nra-claims-massive-hack-of-russian-government-contractors-computers.htmlRussian FederationRussian Federation

The website of a Bulgarian national radio broadcasting organization was targeted by a DDoS attack.https://bnr.bg/post/101722401/saitat-na-bnr-e-podlojen-na-hakerska-atakaBulgaria Undetermined

The IT infrastructure of the Japanese tech company Oomiya is hit with the LockBit 3.0 ransomware.https://securityaffairs.co/wordpress/137243/cyber-crime/oomiya-lockbit-3-0-ransomware.htmlJapan Undetermined

Wine retailer Vinomofo is targeted by threat actors, with reports suggesting as many as half a million customers may have had their information exposed.https://www.infosecurity-magazine.com/news/breaches-expose-millions-at-aussie/Australia Undetermined

MODE Global reports a data breach after the company discovered that an unauthorized party had gained access to its computer system.https://www.jdsupra.com/legalnews/mode-global-llc-reports-data-breach-8396768/United States of AmericaUndetermined

The Federal Aviation Administration investigates the cause of mysterious GPS interference that, over the past few days, has closed one runway at the Dallas-Fort Worth International Airport and prompted some aircraft in the region to be rerouted to areas where signals were working properly.https://arstechnica.com/information-technology/2022/10/cause-is-unknown-for-mysterious-gps-outage-that-rerouted-texas-air-traffic/United States of AmericaUndetermined

International wholesale giant METRO is experiencing infrastructure outages and store payment issues following a recent cyberattack.https://www.bleepingcomputer.com/news/security/wholesale-giant-metro-hit-by-it-outage-after-cyberattack/France Undetermined

Uruguay's Ministry of Transport and Public Works (MTOP) is hit with a ransomware attack.https://www.databreaches.net/bits-n-pieces-trozos-y-piezas-18/Uruguay Undetermined

An unauthorized party was able to access files on the company's computer system containing confidential consumer information. Based on the company's official filing, the incident resulted in an unauthorized party gaining access to consumers' names and Social Security numbers.https://www.jdsupra.com/legalnews/the-robins-morton-group-files-notice-of-5035278/United States of AmericaUndetermined

The Russian-affiliated "People's CyberArmy" claims to have conducted a DDoS attack against the website of a Ukrainian electricity supply company.https://t.me/CyberArmyofRussia_Reborn/1390Ukraine Russian Federation

NoName057(16) claims to have conducted a DDoS attack against the website of Estonia's railways.https://t.me/noname05716/941Estonia Russian Federation

Pro-Russian hackers from the Killnet collective take down some Bulgarian government websites: the presidential administration, the Defense Ministry, the Interior Ministry, the Justice Ministry, and the Constitutional Court.https://therecord.media/cyberattack-disrupts-bulgarian-government-websites-over-betrayal-to-russia/Bulgaria Russian Federation

Popular international fine wine online retailer iDealwine suffers a data breach.https://www.helpnetsecurity.com/2022/10/19/idealwine-data-breach/France Undetermined

Pro-Russian hackers from the Killnet collective take down some Bulgarian government websites: the presidential administration, the Defense Ministry, the Interior Ministry, the Justice Ministry, and the Constitutional Court.https://therecord.media/cyberattack-disrupts-bulgarian-government-websites-over-betrayal-to-russia/Bulgaria Russian Federation

Pro-Russian hackers from the Killnet collective take down some Bulgarian government websites: the presidential administration, the Defense Ministry, the Interior Ministry, the Justice Ministry, and the Constitutional Court.https://therecord.media/cyberattack-disrupts-bulgarian-government-websites-over-betrayal-to-russia/Bulgaria Russian Federation

Pro-Russian hackers from the Killnet collective take down some Bulgarian government websites: the presidential administration, the Defense Ministry, the Interior Ministry, the Justice Ministry, and the Constitutional Court.https://therecord.media/cyberattack-disrupts-bulgarian-government-websites-over-betrayal-to-russia/Bulgaria Russian Federation

Pro-Russian hackers from the Killnet collective take down some Bulgarian government websites: the presidential administration, the Defense Ministry, the Interior Ministry, the Justice Ministry, and the Constitutional Court.https://therecord.media/cyberattack-disrupts-bulgarian-government-websites-over-betrayal-to-russia/Bulgaria Russian Federation

Russian Hackers Team claims to have conducted DDoS attacks against five Moldovan institutions.https://t.me/russian_hackers_team/255Moldova (the Republic of)Russian Federation

German newspaper 'Heilbronn Stimme' is hit with a ransomware attack crippling its printing systems.https://www.bleepingcomputer.com/news/security/ransomware-attack-halts-circulation-of-some-german-newspapers/Germany Undetermined

Health insurance provider Medibank confirms that a ransomware attack is responsible for a disruption of online services.https://www.bleepingcomputer.com/news/security/australian-insurance-firm-medibank-confirms-ransomware-attack/Australia Undetermined

Woolworths' MyDeal subsidiary, an Australian retail marketplace, discloses a data breach affecting 2.2 million customers, with the hacker trying to sell the stolen data on a hacker forum.https://www.bleepingcomputer.com/news/security/mydeal-data-breach-impacts-22m-users-stolen-data-for-sale-online/Australia Undetermined

Indian energy giant Tata Power announces to be dealing with a cyberattack impacting some of its systems.https://therecord.media/indian-energy-company-tata-power-announces-cyberattack-affecting-it-infrastructure/India Undetermined

Keystone Health starts informing patients of a data breach potentially impacting the personal information of 235,000 patients.https://www.securityweek.com/keystone-health-data-breach-impacts-235000-patientsUnited States of AmericaUndetermined

The LockBit ransomware gangs claims to have hit Tamash, an Israeli company which specializes in the development, production, and marketing of electrical cabinets and various metal products.https://securityaffairs.co/wordpress/137243/cyber-crime/oomiya-lockbit-3-0-ransomware.htmlIsrael Undetermined

WakeMed Health & Hospitals files an official notice of a data breach involving the names, protected health information, and potentially the Social Security numbers of affected parties.https://www.jdsupra.com/legalnews/wakemed-health-hospitals-announces-data-7615058/United States of AmericaUndetermined

A phishing incident hitting a vendor of Seton Medical Center may have exposed the patient names and clinical information.https://www.databreaches.net/phishing-incident-may-have-exposed-seton-patient-names-clinical-information/United States of AmericaUndetermined

Carousell, a buy-and-sell digital platform used by around four in ten Singaporeans, is hacked, leaving 1.95 million customer details exposed.https://cybernews.com/news/singapore-sales-portal-hacked-leaving-two-million-customers-exposed-to-cyber-fraud/Singapore Undetermined

Dropbox discloses a security breach after threat actors stole 130 code repositories after gaining access to one of its GitHub accounts using employee credentials stolen in a phishing attack.https://www.bleepingcomputer.com/news/security/dropbox-discloses-breach-after-hacker-stole-130-github-repositories/United States of AmericaUndetermined

Royal Alliance files a notice of a data breach on behalf of Financial Dimensions Group, The breach resulted in the names, addresses, dates of birth, driver's license numbers, financial account numbers, Social Security numbers, and other information belonging to certain clients being compromised.https://www.jdsupra.com/legalnews/financial-dimensions-group-inc-3919344/United States of AmericaUndetermined

Family Medicine Shady Grove (FMSG) discloses a ransomware attack.https://healthitsecurity.com/news/pa-dermatology-practice-suffers-healthcare-data-breach-33k-impactedUnited States of AmericaUndetermined

Messaging app Snap has employee data exposed by a breach at a third-party document analysis firm Elevate, after an unauthorized party had accessed some of Elevate's computer systems.https://www.reuters.com/technology/snap-employee-data-exposed-after-breach-document-company-elevate-letter-2022-10-13/United States of AmericaUndetermined

The Church of Jesus Christ of Latter-day Saints detect unauthorized activity that affected personal data of some Church members, employees, contractors, and friends.?The attack was part of a large-scale, state-sponsored scheme targeting organizations and governments worldwide.https://www.theregister.com/2022/10/14/mormon_church_hacked/United States of AmericaUndetermined

Genealogy website FamilySearch announces that hackers had broken into its systems and stolen personal data about its users.https://grahamcluley.com/seven-months-after-it-found-out-familysearch-tells-users-their-personal-data-has-been-breached/United States of AmericaUndetermined

New Mexico's Cybersecurity Office investigates an unauthorized access to the information systems at the New Mexico Regulation and Licensing Department (RLD).https://www.databreaches.net/new-mexicos-cybersecurity-office-investigating-unauthorized-access-to-information-systems-at-state-agency/United States of AmericaUndetermined

Mango Markets, a cryptocurrency trading platform, is robbed of more than $100 million after a hacker used a flash loan attack to exploit the platform.https://therecord.media/crypto-trading-platform-mango-markets-drained-of-more-than-100-million-in-flash-loan-attack/UndeterminedUndetermined

Cloudflare reveals to have detected and mitigated a large 2.5 Tbps DDoS attack launched by a Mirai botnet variant, aimed at the Minecraft server, Wynncraft.https://www.bleepingcomputer.com/news/security/cloudflare-mitigated-record-ddos-attack-against-minecraft-server/UndeterminedUndetermined



Russian hacktivists from the Cyber Army claim to have hacked the websites of the Lviv Chamber of Commerce.https://therecord.media/internet-disruptions-cyberattacks-hit-ukraine-following-russian-missile-strikes/Ukraine Russian Federation

Radiology Associates of Albuquerque, also known as RAA Imaging, informs an undisclosed number of patients of a health data breach involving protected health information exposure.https://healthitsecurity.com/news/nm-radiology-practice-health-data-breach-results-in-phi-exposureUnited States of AmericaUndetermined

Aesthetic Dermatology Associates is hit with a BianLian ransomware attack.https://www.databreaches.net/aesthetic-dermatology-associates-notifies-patients-of-breach-but-data-already-leaking-on-dark-web/United States of AmericaChina

Legacy Post Acute Care confirms that multiple employee email accounts were accessed by an unauthorized individual, who may have viewed or acquired the protected health information of certain patients.https://www.hipaajournal.com/70000-valle-del-sol-community-health-patients-cyberattack/United States of AmericaUndetermined

MultiCare Health System says that some of its employees' personal data was compromised in a ransomware attack against third-party printing vendor Kaye-Smith.https://www.beckershospitalreview.com/cybersecurity/multicare-says-employee-data-enmeshed-in-vendor-ransomware-attack.htmlUnited States of AmericaUndetermined

The Indianapolis Housing Agency is hit with a cyber attack.https://www.databreaches.net/public-housing-assistance-tenants-in-indianapolis-fear-eviction-compromised-bank-accounts-after-cyber-attack/United States of AmericaUndetermined

On December 16, 2022, Louise W. Eggleston Center, Inc. ("Eggleston Center," "Eggleston") reported a data breach with the Attorney general of Maine after the company learned that hackers were able to access sensitive consumer information in its possession following a ransomware attack.https://www.jdsupra.com/legalnews/louise-w-eggleston-center-inc-reports-8793936/United States of AmericaUndetermined

Russian Hackers Team claims to have conducted a DDoS attack against the website of a Canadian airport.https://t.me/russian_hackers_team/217Canada Russian Federation

Russian Hackers Team claims to have conducted a DDoS attack against the website of a Canadian airport.https://t.me/russian_hackers_team/216Canada Russian Federation

Texas Medical Liability Trust files a notice of data breach on behalf of itself and its affiliates, Texas Medical Insurance Company, Physicians Insurance Company, and Lone Star Alliance (TMLT), explaining that an incident resulted in an unauthorized party being able to access consumers' sensitive information.https://www.jdsupra.com/legalnews/texas-medical-liability-trust-announces-5828285/United States of AmericaUndetermined

BBRG TR files a notice of a data breach after an unauthorized party was able to gain access to the companies' computer networks.https://www.jdsupra.com/legalnews/bbrg-tr-llc-reports-data-breach-4150936/United States of AmericaUndetermined

The RansomExx gang publishes a 52-gigabyte file containing data taken from the Consorci Sanitari Integral, a public entity that provides medical and social services.https://www.bankinfosecurity.com/ransomexx-leaks-52-gb-barcelona-health-centers-data-a-20260Spain Undetermined

The municipality of Belen in Costa Rica is hit with a Karakurt ransomware attack.https://www.databreaches.net/bits-n-pieces-trozos-y-piezas-12/Costa RicaUndetermined

KillNet claims to have conducted a DDoS attack against a US bank.https://t.me/killnet_reservs/3029United States of AmericaRussian Federation

IT Army of Ukraine conducted a cyberattack against a regional electric grid company, servicing the power grids of St Petersburg and Leningrad.https://t.me/s/itarmyofukraine2022/809Russian FederationUkraine

The Microsoft Threat Intelligence Center has identified a ransomware campaign using "Prestige ransomware" to target transportation and logistics organizations in Ukraine.https://www.microsoft.com/security/blog/2022/10/14/new-prestige-ransomware-impacts-organizations-in-ukraine-and-poland/Ukraine Russian Federation

The Microsoft Threat Intelligence Center has identified a ransomware campaign using "Prestige ransomware" to target transportation and logistics organizations in Poland.https://www.microsoft.com/security/blog/2022/10/14/new-prestige-ransomware-impacts-organizations-in-ukraine-and-poland/Poland Russian Federation

Russian Hackers Team claims to have conducted a DDoS attack against the website of a Canadian airport.https://t.me/russian_hackers_team/204Canada Russian Federation

Russian hacktivists from the Cyber Army claim to have hacked an Ukraine's armored vehicle producershttps://therecord.media/internet-disruptions-cyberattacks-hit-ukraine-following-russian-missile-strikes/Ukraine Russian Federation

The pro-Russian hacktivist group 'KillNet' claims large-scale distributed denial-of-service (DDoS) attacks against websites of several major airports in the U.S., making them unaccessible.https://www.bleepingcomputer.com/news/security/us-airports-sites-taken-down-in-ddos-attacks-by-pro-russian-hackers/United States of AmericaRussian Federation

Pro-Russia attackers launch DDoS attacks against the Ukrainian mobile bank Monobank, sending 6 million requests per minute.https://therecord.media/internet-disruptions-cyberattacks-hit-ukraine-following-russian-missile-strikes/Ukraine Undetermined

Telecommunication giant Singtel conforms that another of its Australian subsidiaries, consulting unit Dialog, was the victim of a hack.https://www.infosecurity-magazine.com/news/singtel-dialog-suffers-data-breach/Australia Undetermined

Northern Data Systems files notice of a data breach, after the company confirmed that sensitive consumer data stored on its computer system was accessible to an unauthorized party.https://www.jdsupra.com/legalnews/northern-data-systems-inc-files-notice-1797659/United States of AmericaUndetermined

The Scoular Company confirms that the company recently experienced a data breach after an unauthorized party was confirmed to have accessed the company's secure computer network.https://www.jdsupra.com/legalnews/the-scoular-company-confirms-recent-6201632/United States of AmericaUndetermined

Enel, the main Italian provider of Electricity, warns its customer that a third-party partner, Network Contacts, has suffered a security breach.https://www.redhotcyber.com/post/attacco-informatico-ad-un-fornitore-di-enel-limportanza-della-supply-chain/Italy Undetermined

The pro-Russian hacktivist group 'KillNet' claims large-scale distributed denial-of-service (DDoS) attacks against websites of several major airports in the U.S., making them unaccessible.https://www.bleepingcomputer.com/news/security/us-airports-sites-taken-down-in-ddos-attacks-by-pro-russian-hackers/United States of AmericaRussian Federation

IT Army of Ukraine has conducted a DDoS attack against a Russian bank.https://t.me/itarmyofukraine2022/784Russian FederationUkraine

Hackers backing Iran's wave of women-led protests interrupt a state TV news broadcast with an image of gun-sight crosshairs and flames over the face of supreme leader Ayatollah Ali Khamenei.https://www.securityweek.com/iran-state-tv-hacked-image-supreme-leader-crosshairsIran (Islamic Republic of)Undetermined

DESORDEN Group hacks Johnson Fitness and Wellness and leaks 71 GB of data.https://www.databreaches.net/johnson-fitness-and-wellness-hit-by-desorden-group/Thailand Undetermined

The Bishop of Hereford's Bluecoat School has its data leaked online after suffering a ransomware attack by the Vice Society threat actor.https://cybernews.com/news/data-of-hereford-schools-pupils-posted-on-darkweb/United Kingdom of Great Britain and Northern IrelandUndetermined

NoName057(16) claims to have conducted a DDoS attack against the website of Estonia's railways.https://t.me/noname05716/920Estonia Russian Federation

NoName057(16) claims to have conducted a DDoS attack against the website of Latvia's electronic healthcare service.https://t.me/noname05716/918Latvia Russian Federation

The Everest ransomware operators claim to have hacked South Africa state-owned company ESKOM.https://securityaffairs.co/wordpress/136866/cyber-crime/south-africa-eskom-everest-ransomware.htmlSouth AfricaUndetermined

News outlet RecordTV is allegedly the victim of an attack by ALPHV (AKA BlackCat) with the ransomware group demanding approximately $5 million to provide a decryptor and not to leak the data.ÃƒÂ‚Ã‚Â https://www.databreaches.net/bits-n-pieces-trozos-y-piezas-13/Brazil Russian Federation

Health Care Management Solutions reports a data breach after the company was the target of a ransomware attack compromising patients' sensitive information.https://www.jdsupra.com/legalnews/health-care-management-solutions-llc-2788603/United States of AmericaUndetermined

The Russian-affilaited Phoenix collective claims to have conducted a DDoS attack against a Ukrainian company providing payment services.https://t.me/phoenixinform/824Ukraine Ukraine

NoName057(16) claims to have conducted a DDoS attack against the website of a Lithuanian state-owned energy company.https://t.me/noname05716/916Lithuania Russian Federation

NoName057(16) claims to have conducted a DDoS attack against the website of the operator of the largest Lithuanian power plant.https://t.me/noname05716/913Lithuania Russian Federation

AlTahrea, an Iraqi collective, has allegedly perpetrated a cyberattack against the regional sections of Ukrainian railways.https://t.me/ALtahrea/148Ukraine Iraq

NoName057(16) claims to have conducted a DDoS attack against the website of a Lithuanian international airport.https://t.me/noname05716/912Lithuania Russian Federation

Sberbank reveals to have suffered a massive DDoS attack.https://cybernews.com/news/russias-bank-cyberattack/Russian FederationUndetermined

Urology of Greater Atlanta (UGATL) files an official notice of a data breach after information that had been entrusted to the practice group was compromisedhttps://www.jdsupra.com/legalnews/urology-of-greater-atlanta-llc-8804615/United States of AmericaUndetermined

Lake Nona Estates Management files an official notice of a data breach after an unauthorized party was able to gain access to sensitive consumer information stored on the company's computer system.https://www.jdsupra.com/legalnews/lake-nona-estates-management-reports-3750643/United States of AmericaUndetermined

GEE Group files an official notice of a data breach after an unauthorized party accessed and encrypted sensitive data located on its computer servers.https://www.jdsupra.com/legalnews/gee-group-inc-reports-data-breach-1668545/United States of AmericaUndetermined

Trillium Health reports a data security incident that exposed the protected health information of 3,191 patients, after suspicious activity in the email account of one of its employees was discovered.https://www.hipaajournal.com/email-breach-at-csi-laboratories-impacts-almost-245000-patients/United States of AmericaUndetermined

A ransomware attack on a Saskatoon obstetrics and gynecology clinic leaves the personal health information of up to 20,000 patients compromised.https://www.databreaches.net/saskatoon-gynecology-clinic-hit-with-ransomware-attack-report/United States of AmericaUndetermined

A Russian banking and financial services company, headquartered in Moscow, repelled a DDoS attack that lasted 24 hours.https://tass.ru/ekonomika/16146055?ysclid=l9xxzlpre8520120210Russian FederationUndetermined

Hackers reportedly steal 2 million Binance Coins (BNB), worth $566 million, from the Binance Bridge.https://www.bleepingcomputer.com/news/security/hacker-steals-566-million-worth-of-crypto-from-binance-bridge/Cayman IslandsUndetermined

Massachusetts Mutual Life Insurance files an official notice of a data breach after an unauthorized party gained access to sensitive consumer information.https://www.jdsupra.com/legalnews/massachusetts-mutual-life-insurance-3237410/United States of AmericaUndetermined

Eventus WholeHealth files an official notice of a data breach after the company learned that an unauthorized party had gained access to an employee's email account.https://www.jdsupra.com/legalnews/eventus-wholehealth-pllc-reports-data-6515908/United States of AmericaUndetermined

Amerigroup Insurance reports a data breach, resulting in the names, addresses, Social Security numbers, and health insurance information belonging to certain individuals being compromised.https://www.jdsupra.com/legalnews/amerigroup-insurance-company-files-6069196/United States of AmericaUndetermined

DESORDEN claims to have hacked REDTONE DIGITAL, a Malaysian telecom.https://www.databreaches.net/revenge-telecom-hacking-by-desorden-group-third-attack-threatened/Myanmar Undetermined

The City of Houston Website is possibly hacked after a string of unusual posts.https://www.govtech.com/security/houston-website-possibly-hacked-after-string-of-unusual-postsUnited States of AmericaUndetermined

Covisian, an Italian company providing technology services, is hit with a ransomware attack.https://www.redhotcyber.com/post/litaliana-covisian-e-stata-colpita-da-un-attacco-ransomware/Italy Undetermined

THE HUMAN RESOURCES, payroll, and benefits management company Sequoia said in disclosures to customers at the beginning of the month that it detected unauthorized access to a cloud storage repository that contained an array of sensitive and personal data related to the company's Sequoia One customers. https://www.wired.com/story/sequoia-hr-data-breach/United States of AmericaUndetermined



Amnesty International's Canadian branch has disclosed a security breach detected in early October and linked by cybersecurity firm Secureworks, who investigated the incident, to a threat group likely sponsored by China.https://www.bleepingcomputer.com/news/security/amnesty-international-canada-breached-by-suspected-chinese-hackers/Canada Undetermined

Quantum encrypted and leaked data stolen from Midland Cogeneration Venture onto their dark web sitehttp://quantum445bh3gzuyilxdzs5xdepf3b7lkcupswvkryf3n7hgzpxebid.onion/target/midlandcogenerationventureUnited States of AmericaUndetermined

IT Army of Ukraine has conducted a DDoS attack against a Russian local search company that develops digital maps and guides of cities in several countries including Russia and Ukraine.https://t.me/itarmyofukraine2022/754Russian FederationUkraine

The Russian-affiliated collective Phoenix claims to have conducted a DDoS attacks against the official website of the government of Dagestan. Phoenix justified their attacks with the anti-mobilization protests in the Republic of Dagestan.https://t.me/phoenixinform/811Russian FederationUkraine

Pro-Ukrainian hacker group OneFist claims to have breached Russia's Low Earth orbit (LEO) communication satellite system Gonets ("Messenger").https://cybernews.com/cyber-war/we-breached-russian-satellite-network-say-pro-ukraine-partisans/Russian FederationUkraine

CommonSpirit, the second-largest nonprofit hospital chain in the U.S., confirms a cybersecurity incident, likely a ransomware attack, that is disrupting medical services across the country. Involved entities include CHI Memorial Hospital, St. Luke's Health, and Virginia Mason Franciscan Health.https://techcrunch.com/2022/10/05/us-hospital-chain-commonspirit-health-says-it-security-issue-is-disrupting-services/United States of AmericaUndetermined

Insurance giant Lloyd's of London says that it is investigating a possible cyber attack.https://therecord.media/insurance-giant-lloyds-of-london-investigating-cyberattack/United Kingdom of Great Britain and Northern IrelandUndetermined

Valle del Sol Community Health notifies 70,268 patients that some of their protected health information has been exposed after an unauthorized access.https://www.hipaajournal.com/70000-valle-del-sol-community-health-patients-cyberattack/United States of AmericaUndetermined

Hartnell College reveals to have been hit by a cyber attack after suspicious activity was detected.https://www.govtech.com/education/higher-ed/cyber-attack-suspected-in-hartnell-college-network-outageUnited States of AmericaUndetermined

The city of Dunedin announces that officials discovered a cybersecurity incident impacting its network.https://wusfnews.wusf.usf.edu/politics-issues/2022-10-05/cybersecurity-incident-dunedin-network-environmentNew ZealandUndetermined

Russian-speaking hackers from the KillNet collective claim responsibility for knocking offline state government websites in Colorado, Kentucky and Mississippi, among other stateshttps://edition.cnn.com/2022/10/05/politics/russian-hackers-state-government-websites/index.htmlUnited States of AmericaRussian Federation

The city of Hamden reveals to have been hit with a cyber event.https://www.databreaches.net/ct-hamden-mayor-estimates-500000-cost-to-address-spring-cyberattack/United States of AmericaUndetermined

Hundreds of people have their personal email addresses exposed in a data breach at the University of Limerick (UL).https://www.databreaches.net/hundreds-of-students-have-personal-emails-exposed-in-data-breach-at-university-of-limerick/Ireland Undetermined

The Grain Valley School District confirms it is investigating a cyber attack.https://www.databreaches.net/mo-grain-valley-school-district-investigates-cyberattack/United States of AmericaUndetermined

The municipality of Rosignano Marittimo in Tuscany is hit with a ransomware attack.https://www.redhotcyber.com/post/attacco-informatico-al-comune-di-rosignano-marittimo/Italy Undetermined

Russian-speaking hackers from the KillNet collective claim responsibility for knocking offline state government websites in Colorado, Kentucky and Mississippi, among other stateshttps://edition.cnn.com/2022/10/05/politics/russian-hackers-state-government-websites/index.htmlUnited States of AmericaRussian Federation

Russian-speaking hackers from the KillNet collective claim responsibility for knocking offline state government websites in Colorado, Kentucky and Mississippi, among other stateshttps://edition.cnn.com/2022/10/05/politics/russian-hackers-state-government-websites/index.htmlUnited States of AmericaRussian Federation

The Russian-affiliated "People's CyberArmy" claims to have conducted a DDoS attack against the website of a Ukrainian regional administration.https://t.me/CyberArmyofRussia_Reborn/1287Ukraine Russian Federation

The Cybersecurity and Infrastructure Security Agency (CISA), FBI and National Security Agency (NSA), say it is likely that multiple government hacking groups had "long-term" access to the network of a defense company, exploiting Microsoft Exchange vulnerabilities to gain access remotely and compromise legitimate company accounts to access emails, meetings, and contacts belonging to other employees, via a custom data exfiltration tool, CovalentStealer.https://therecord.media/cisa-multiple-government-hacking-groups-had-long-term-access-to-defense-company/United States of AmericaUndetermined

Australia's largest telecommunications company Telstra discloses a data breach through Pegasus Group Australia, a third-party supplier.https://securityaffairs.co/wordpress/136683/hacking/telstra-third-party-breach.htmlAustralia Undetermined

Columbia River Mental Health Services files an official notice of a data breach after the company learned that hackers had access to several employee email accounts for more than a yearhttps://www.jdsupra.com/legalnews/columbia-river-mental-health-services-6496473/United States of AmericaUndetermined

Pinnacle Midlands Health Network is hit with a cyber attack.https://cybernews.com/news/450k-patient-data-leaked-new-zealand/New ZealandUndetermined

DDoS Campaign: IT Army of Ukraine has conducted a DDoS campaign against close to 70 Russian specialized online drone stores.https://t.me/itarmyofukraine2022/752Russian FederationUkraine

Anonymous Russia claims to have conducted a DDoS attack against the official website of the government of Romania.https://t.me/anon_by/876Romania Russian Federation

KillMilk, the founder of KillNet, claims to have conducted a DDoS attack against the website of a European nuclear research organization.https://t.me/killmilk_rus/124SwitzerlandRussian Federation

The Federal Bureau of Investigation (FBI) warns of a rise in 'Pig Butchering' cryptocurrency scams used to steal ever-increasing amounts of crypto from unsuspecting investors.https://www.bleepingcomputer.com/news/security/fbi-warns-of-pig-butchering-cryptocurrency-investment-schemes/United States of AmericaUndetermined

Colombia's National Food and Drug Surveillance Institute (INVIMA) says it is dealing with a cyberattack that has disrupted operations at the agency.https://therecord.media/colombia-national-food-and-drug-surveillance-institute-hit-with-cyberattack/Colombia Undetermined

Mativ Holdings files an official notice of a data breach after the company experienced a cyberattack that compromised sensitive employee information contained on its computer network.https://www.jdsupra.com/legalnews/mativ-holdings-inc-confirms-recent-data-6386647/United States of AmericaUndetermined

VisionWeb Holdings files an official notice of a data breach after an unauthorized party was able to gain access to sensitive consumer information that had been entrusted to the company.https://www.jdsupra.com/legalnews/visionweb-holdings-llc-reports-recent-2308781/United States of AmericaUndetermined

The current mobile phone number of the U.K. Prime Minister Liz Truss is being sold online, similarly the mobile phone numbers for Chancellor of the Exchequer, Kwasi Kwarteng, and 24 other members of the U.K. Cabinet are also accessible.https://www.forbes.com/sites/daveywinder/2022/10/03/phenomenal-security-breach-as-new-uk-prime-minister-liz-truss-mobile-phone-number-leaked/United Kingdom of Great Britain and Northern IrelandUndetermined

The Mars Area School District is hit with a Vice Society ransomware attack.https://www.databreaches.net/mars-k-12-district-in-pennsylvania-victim-of-ransomware-attack-data-leaked/United States of AmericaUndetermined

Bank of Brasilia is hit with a ransomware attack,https://www.databreaches.net/bank-of-brasilia-attacked-by-ransomware-demanding-50-btc/Brazil Undetermined

KillNet claims to have conducted a DDoS attack against US governmental sources for geospatial intelligence.https://t.me/killnet_reservs/2917United States of AmericaRussian Federation

Russian threat actors have begun launching cyber-attacks at targets inside their country, in retaliation for what they see as a needless war with Ukraine. Unisoftware, a Russian software developer, is the first victim.https://www.infosecurity-magazine.com/news/russian-hackers-take-aim-at/Russian FederationRussian Federation

Russian retail chain DNS (Digital Network System) discloses that they suffered a data breach that exposed the personal information of customers and employees, allegedly carried out by pro-Ukrainian attackers via ransomware.https://www.bleepingcomputer.com/news/security/russian-retail-chain-dns-confirms-hack-after-data-leaked-online/Russian FederationUkraine

The ransomware group RansomEXX posted to its leak site on Sunday claiming to have stolen 7 GB of data from the company. Ferrari denies the breach.https://therecord.media/ferrari-denies-data-breach-and-ransomware-attack-following-gangs-online-claims/Italy Undetermined

Transit Swap, a decentralized finance platform, suffers a $28.9 million hack, with just under $19 million returned to the platform by the attacker.https://therecord.media/hacker-returns-nearly-19-million-stolen-on-transit-swap-defi-platform/UndeterminedUndetermined

An investigation reveals that Mexican journalists and a human rights defender investigating links between extrajudicial killings, drugs cartels, and the Mexican military, were infected with NSO Group's Pegasus spyware.https://therecord.media/mexican-journalists-targeted-by-zero-click-spyware-infections/Mexico Undetermined

DESORDEN group discloses a hack of The Icon Group, leaking 161 GB of databases and files, including personal information of 264,128 customers.https://www.databreaches.net/thailands-the-icon-group-hacked-by-desorden/Thailand Undetermined

The Orange Southwest Supervisory District's website is hacked and inundated with "hate speech, symbols, and photographs targeting transgender individuals."https://www.databreaches.net/vt-randolph-area-school-district-disables-its-own-website-following-transphobic-hack/United States of AmericaUndetermined

On December 5, 2022, Hartnell Community College District reported a data breach with the California Attorney General after the school experienced what appears to have been a cyberattack that resulted in sensitive student information being leaked.https://www.jdsupra.com/legalnews/hartnell-community-college-district-7353042/United States of AmericaUndetermined

NoName057(16) claims to have conducted a DDoS attack against the website of a Polish mechanical plant.https://t.me/noname05716/904Poland Russian Federation

NoName057(16) claims to have conducted a DDoS attack against the website of a Polish mechanical plant.https://t.me/noname05716/903Poland Russian Federation

Electricity Company of Ghana is hit with a ransomware attack.https://www.databreaches.net/electricity-company-of-ghana-systems-hacked-with-ransomware-sources/Ghana Undetermined

A U.S. Treasury official reveals that the organization countered a DDoS attack by the Pro-Russian group Killnet during October.https://www.reuters.com/world/us-treasury-targeted-by-russian-hacker-group-last-month-official-2022-11-01/United States of AmericaRussian Federation

Middletown Valley Bank reports a data breach after the company discovered that an unauthorized party had gained access to files on the bank's computer network containing sensitive consumer information.https://www.jdsupra.com/legalnews/middletown-valley-bank-reports-data-6177965/United States of AmericaUndetermined

Rundle Eye Care notifies patients of data breach due to an Everest ransomware attack.https://www.databreaches.net/rundle-eye-care-notifies-patients-of-data-breach/United States of AmericaUndetermined

NoName057(16) claims to have conducted a DDoS attack against the website of a Ukrainian factory.https://t.me/noname05716/899Ukraine Russian Federation

EnergyAustralia discloses a security breach, allowing threat actors to access the information on 323 customers.https://securityaffairs.co/wordpress/137473/data-breach/energyaustralia-data-breach.htmlAustralia Undetermined

In name of Operation Repressive Forces, hacktivists from the Guacamaya group leak 10 terabytes including data from military and police agencies across several Latin American countries.https://www.securityweek.com/hack-puts-latin-american-security-agencies-edgeChile Undetermined

The Coeur Group notifies 2,020 patients that some of their protected health information has potentially been accessed by an unauthorized individual who gained access to an employee's email account.https://www.databreaches.net/the-coeur-group-notifies-patients-of-data-breach/United States of AmericaUndetermined

Riverside Medical Group reveals that hackers gained access to a legacy server at its clinic in West Orange and may have viewed or obtained files containing patient data.https://www.hipaajournal.com/hacking-database-misconfigurations-improper-disposal-incidents-reported/United States of AmericaUndetermined

In name of Operation Repressive Forces, hacktivists from the Guacamaya group leak 10 terabytes including data from military and police agencies across several Latin American countries.https://www.securityweek.com/hack-puts-latin-american-security-agencies-edgeColombia Undetermined

In name of Operation Repressive Forces, hacktivists from the Guacamaya group leak 10 terabytes including data from military and police agencies across several Latin American countries.https://www.securityweek.com/hack-puts-latin-american-security-agencies-edgeMexico Undetermined

In name of Operation Repressive Forces, hacktivists from the Guacamaya group leak 10 terabytes including data from military and police agencies across several Latin American countries.https://www.securityweek.com/hack-puts-latin-american-security-agencies-edgePeru Undetermined



In name of Operation Repressive Forces, hacktivists from the Guacamaya group leak 10 terabytes including data from military and police agencies across several Latin American countries.https://www.securityweek.com/hack-puts-latin-american-security-agencies-edgeEl SalvadorUndetermined

The Hive ransomware threat actors listed "TCQ", Quetzal Container Terminal, on their dedicated leak site,https://www.databreaches.net/bits-n-pieces-trozos-y-piezas-16/GuatemalaRussian Federation

IBW reported a data breach after discovering that sensitive consumer information was compromised following what appears to have been a cyberattack committed against the company's computer network.https://www.jdsupra.com/legalnews/industrial-bank-files-notice-of-data-4551926/United States of AmericaUndetermined

The Mission Essential Group (MEG) files a notice of data breach after discovering that certain MEG email accounts may have been accessed by an unauthorized party.https://www.jdsupra.com/legalnews/the-mission-essential-group-files-7105156/United States of AmericaUndetermined

A threat actor claims to have breached the Swachhata Platform and stolen 16 million records.https://www.infosecurity-magazine.com/news/leakbase-breach-indias-swachhata/India Undetermined

The ALPHV/BlackCat ransomware gang claims to have breached the IT firm NJVC, which supports the federal government and the United States Department of Defense.https://securityaffairs.co/wordpress/136537/cyber-crime/njvc-data-breach.htmlUnited States of AmericaRussian Federation

The Prefetura de Mimoso do Sul reports a cyber attack.https://www.databreaches.net/bits-n-pieces-trozos-y-piezas-10/Brazil Undetermined

Avos Locker adds DLS Motors Paraguay to its leak site, and claims to have 50 GB of information.https://www.databreaches.net/bits-n-pieces-trozos-y-piezas-10/Paraguay Undetermined

Threat actors calling themselves VSOP add the Ministry of Foreign Affairs of Guatemala to their leak site.https://www.databreaches.net/bits-n-pieces-trozos-y-piezas-10/GuatemalaUndetermined

Lockbit adds the Universidad Internacional Del Ecuador (UIDE) to its leaks sitehttps://www.databreaches.net/bits-n-pieces-trozos-y-piezas-10/Ecuador Undetermined

Alia Servizi Ambientali is hit with a Hive ransomware attack.https://www.redhotcyber.com/post/litaliana-alia-servizi-ambientali-subisce-un-nuovo-attacco-informatico/Italy Russian Federation

The Russian-affiliated collective "People's CyberArmy" claims to have conducted a DDoS attack against a Ukrainian news media, focusing on society and culture.https://t.me/CyberArmyofRussia_Reborn/1247Ukraine Russian Federation

Fast Company takes its website offline after it was hacked to display stories and push out Apple News notifications containing obscene and racist comments.https://www.bleepingcomputer.com/news/security/hacker-shares-how-they-allegedly-breached-fast-company-s-site/United States of AmericaUndetermined

focusIT files an official notice of a data breach after the company learned that an unauthorized party gained access to sensitive consumer information in its possession.https://www.jdsupra.com/legalnews/focusit-inc-files-official-notice-of-6228126/United States of AmericaUndetermined

The Aoyuan Healthy Life Group is allegedly hit by the PT_Moisha ransomware group.https://www.databreaches.net/hong-kong-aoyuan-healthy-life-group-hit-by-pt_moisha-ransomware-group/China Undetermined

Kelvin Security leaks 68 Gb of data with 23,000 files from GenialMoney.https://www.redhotcyber.com/post/litaliana-genial-money-colpita-dalla-cybergang-kelvin-security/Italy Undetermined

Dallam Hartley Counties Hospital District reports a data breach after the organization learned that an unauthorized party was able to access confidential patient information contained on its computerhttps://www.jdsupra.com/legalnews/dallam-hartley-counties-hospital-7954836/United States of AmericaUndetermined

Disability Services of the Southwest suffers a ransomware attack after unauthorized individuals gained access to its employment and training website.https://www.hipaajournal.com/ransomware-attacks-md-tx-fl/United States of AmericaUndetermined

An Ethereum arbitrage trading bot is able to earn 800 ETH and loses 1100 ETH (around $1.41 million) one hour later when an unknown attacker exploits a vulnerability.https://cointelegraph.com/news/mev-bot-earns-1m-but-loses-everything-to-a-hacker-an-hour-laterUndeterminedUndetermined

Cox Communications reveals that an internet outage that affected the city of Tucson over the weekend was due to a cyber attack.https://www.databreaches.net/internet-outage-in-tucson-area-was-due-to-cyber-attack-cox-says/United States of AmericaUndetermined

Brazilian media conglomerate Jaime CÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Â¢mara Group (JCG) is the victim of a ransomware attack.https://www.databreaches.net/bits-n-pieces-trozos-y-piezas-11/Brazil Undetermined

On December 15, 2022, Hope College reported a data breach with the Montana Attorney General after the school determined that an unauthorized party had gained access to files containing confidential student information.https://www.jdsupra.com/legalnews/hope-college-files-notice-of-data-9716570/United States of AmericaUndetermined

The Russian hacker group RaHDIt posts the data of 1,500 employees of the Ukrainian foreign intelligence service.https://russia.postsen.com/world/165420/Russian-hackers-RaHDIt-leaked-data-about-Ukrainian-spies-in-the-West.htmlUkraine Russian Federation

The Bl00dy ransomware, built from the LockBit 3.0 Builder, hits an undisclosed victim in Ukraine.https://www.bleepingcomputer.com/news/security/leaked-lockbit-30-builder-used-by-bl00dy-ransomware-gang-in-attacks/Ukraine Undetermined

Authentication service provider Auth0 discloses what it calls a "security event" involving some of its code repositories (from 2020 and earlier) obtained by unknown means from its environment.https://www.bleepingcomputer.com/news/security/auth0-warns-that-some-source-code-repos-may-have-been-stolen/United States of AmericaUndetermined

CSI Laboratories discloses to have been hit by a phishing attack.https://www.businesswire.com/news/home/20220926005750/en/Notice-of-Phishing-Incident-from-CSI-LaboratoriesUnited States of AmericaUndetermined

Luxury pre-owned watch website Watchfinder warns its user base that their personal data has been accessed after an employee's account was broken into and a customer list accessed.https://grahamcluley.com/watchfinder-warns-customers-that-hackers-stole-their-data/United Kingdom of Great Britain and Northern IrelandUndetermined

The Poder Judicial de Chile issues an alert about a computer virus.https://www.databreaches.net/bits-n-pieces-trozos-y-piezas-10/Chile Undetermined

IT Army of Ukraine conducted a DDoS attack against a Russian organization providing services for paying in gas stations.https://t.me/itarmyofukraine2022/714Russian FederationUkraine

NoName057(16) claims to have conducted a DDoS attack against a Latvian governmental service.https://t.me/noname05716/889Latvia Russian Federation

The Russian-affiliated collective "People's CyberArmy" claims to have conducted a DDoS attack against a company operating the gas infrastructure of Kyiv.https://t.me/CyberArmyofRussia_Reborn/1227Ukraine Russian Federation

An unknown Ukrainian-affiliated threat actor has conducted a cyberattack against a satellite television provider in Novosibirsk. The broadcast was defaced with a broadcast of an appeal from the Armed Forces of Ukraine.https://sprotyv.info/video/ukra%d1%97nski-hakeri-zlamali-provajdera-suputnikovogo-telebachennya-v-novosibirsku-video/Russian FederationUndetermined

A threat actor claims to have breached the BankingLab banking platform exploiting the CVE-2022-35405 vulnerability affecting multiple Zoho ManageEngine products.https://cybernews.com/news/fintech-breach-following-critical-zoho-flaw/Latvia Undetermined

The Russian-affiliated collective "People's CyberArmy" claims to have conducted a DDoS attack against the website of a Ukrainian chain store.https://t.me/CyberArmyofRussia_Reborn/1225Ukraine Russian Federation

Anonymous Russia claims to have conducted a DDoS attack against the official website for German tourism.https://t.me/anon_by/792Germany Russian Federation

Hacktivist collective Anonymous claims to have leaked the personal data of over 300,000 individuals from the Russian Ministry of Defense likely to be mobilized by the Russian government to fight in Ukraine.https://www.infosecurity-magazine.com/news/russian-reservists-leaked-anonymous/Russian FederationUndetermined

Northern California Fertility Medical Center (NCFMC) files an official notice of a data breach after an unauthorized party accessed the company's network and attempted to encrypt certain files.https://www.jdsupra.com/legalnews/northern-california-fertility-medical-4779039/United States of AmericaUndetermined

Resource Anesthesia of California reports a data breach following a Network IT / Hacking incident that compromised sensitive information patients entrusted to the practice.https://www.jdsupra.com/legalnews/resource-anesthesia-of-california-9743955/United States of AmericaUndetermined

FMC Services confirms that the company experienced a data breach after an unauthorized party gained access to sensitive consumer data contained on its network.https://www.jdsupra.com/legalnews/fmc-services-llc-announces-data-breach-6165700/United States of AmericaUndetermined

Diodes Incorporated confirms that the company experienced a data breach after consumer data entrusted to the company was accessible to an unauthorized party.https://www.jdsupra.com/legalnews/diodes-incorporated-confirms-recent-4573117/United States of AmericaUndetermined

Apex Capital Corp. confirms that the company experienced a data breach after an unauthorized party gained access to sensitive consumer data that had been entrusted to the company.https://www.jdsupra.com/legalnews/apex-capital-corp-reports-data-breach-6442475/United States of AmericaUndetermined

Sparta Blog lists Sercom Informatica SL on their leak site. They also provided samples of files exfiltrated from Sercom customers, including the Hospital Puigcerda.https://www.databreaches.net/bits-n-pieces-trozos-y-piezas-9/Spain Undetermined

Attackers allegedly steal over $8,000 in paychecks following an email hack from the Reidville Fire Department.https://www.databreaches.net/hackers-steal-south-carolina-fire-departments-paychecks/United States of AmericaUndetermined

An archive of 7.3 Gb of data and 13,000 files belonging to RP Consulting SpA is leaked on Breach Forums.https://www.redhotcyber.com/post/i-dati-dellitaliana-rp-company-spa-sono-in-vendita-nelle-underground/Italy Undetermined

Delta Dental of Washington announces that the protected health information of 6,361 members of its dental benefits plans has potentially been compromised in a cyberattack on its mail and printing vendor, Kaye-Smithhttps://www.hipaajournal.com/phi-of-almost-34000-patients-potentially-compromised-in-michigan-medicine-phishing-attack/United States of AmericaUndetermined

IT Army of Ukraine claims to have conducted a DDoS attack against a Russian card payment service for electronic fund transfers established by the Central Bank of Russia, and its governmental operator.https://t.me/itarmyofukraine2022/704Russian FederationUkraine

Australia telecoms giant Optus says current and former 11 million customer data was accessed following a cyberattack on its systems.https://techcrunch.com/2022/09/22/optus-australia-data-breach/Australia Undetermined

Researchers from CloudSEK discover a new campaign by a group of Bangladeshi hacktivists targeting multiple government organizations in India.https://cio.economictimes.indiatimes.com/news/digital-security/bangladeshi-hacktivist-group-targeting-indian-govt-websites-servers/94448475India Bangladesh

DESORDEN takes responsibility for the hack and data breach of PT CARE TECHNOLOGIES, an insurance software and IT vendor, stealing 2.2 GB of databases from their network.https://www.databreaches.net/desorden-leaks-more-data-from-indonesia-indo-data-is-officially-worthless/Indonesia Undetermined

The Everest group claims to have hacked the Argentina's Ministry of Economy and puts on sale the access to its network.https://www.databreaches.net/bits-n-pieces-trozos-y-piezas-9/Argentina Undetermined

Your Private Italy, an Italian luxury travel agency, is hit by the LockBit 3.0 ransomware.https://www.redhotcyber.com/post/i-viaggi-di-lusso-in-italia-sono-stati-colpiti-dal-ransomware-lockbit/Italy Undetermined

Berkshire Farm Center & Services for Youth confirms that an unauthorized third party gained access to certain servers and potentially viewed or obtained files containing protected health informationhttps://www.hipaajournal.com/70000-valle-del-sol-community-health-patients-cyberattack/United States of AmericaUndetermined

GATE Petroleum Company reports a data breach after the company learned that an unauthorized party had gained access to sensitive information stored on its computer network.https://www.jdsupra.com/legalnews/gate-petroleum-company-announces-data-4473464/United States of AmericaUndetermined

IT Army of Ukraine claims to have conducted a DDoS attack against the largest exchange in Russia, operating trading markets in equities, bonds, derivatives, the foreign exchange market, money markets, and precious metals.https://t.me/itarmyofukraine2022/699Russian FederationUkraine

The Hampton Public Library is hacked, redirecting people to an adult retail store website.https://www.databreaches.net/va-hampton-public-library-website-hacked-redirects-to-adult-retail-store/United States of AmericaUndetermined



Circles of Care files notice of a data breach after confirming that an unauthorized party was able to access, and possibly steal, confidential patient information from the organization's computer network.https://www.jdsupra.com/legalnews/circles-of-care-inc-files-notice-of-9081492/United States of AmericaUndetermined

Anonymous Russia claims to have conducted a DDoS attack against a Ukrainian consruction company.https://t.me/anon_by/735Ukraine Russian Federation

XakNet claims to have conducted a hack and leak operation against a Ukrainian automobile manufacturing and service company, and the largest automobile distributor in the country.https://t.me/xaknet_team/356Ukraine Russian Federation

The websites of major Russian airports were defaced by an unknown threat actor. The defacement attack modified the websites' main pages, replacing their usual content with an anti-mobilization banner.https://biz.nv.ua/ukr/tech/hakeri-zlamali-sayti-velikih-aeroportiv-u-rf-zaklikayut-ne-yti-na-viynu-novini-rosiji-50271507.htmlRussian FederationUndetermined

Digital assets trading firm Wintermute is hacked and loses $162.2 million in DeFi operations.https://www.bleepingcomputer.com/news/security/hackers-steal-162-million-from-wintermute-crypto-market-maker/UndeterminedUndetermined

American video game publisher 2K confirms that its help desk platform was hacked and used to target customers with fake support tickets pushing malware via embedded links, after an unauthorized third party illegally accessed the credentials of one of the vendors to the help desk platform.https://www.bleepingcomputer.com/news/security/2k-games-says-hacked-help-desk-targeted-players-with-malware/United States of AmericaUndetermined

Hacktivists from the Anonymous collective claim to be behind attacks on several websites affiliated with the Iranian government amid protests following the death of 22-year-old Mahsa Amini.https://therecord.media/anonymous-takes-down-iranian-government-websites-amid-protests-following-death-of-mahsa-amini/Iran (Islamic Republic of)Undetermined

The Everest ransom group adds the Government of Brazil to their leak site, claiming they got their hands on the access of gov.br network, a government services website, and stole 3TB of sensitive data.https://cybernews.com/news/hackers-stole-3tb-of-sensitive-data-from-the-brazilian-government/Brazil Undetermined

Sigmund Software is hit by two ransomware attacks by Hive and Spy.https://www.databreaches.net/scoop-vss-medical-technologys-terrible-horrible-no-good-very-bad-day/United States of AmericaRussian Federation

The South Redford School District postes a notice saying that school is closed because of a cyberattack.https://www.databreaches.net/mi-south-redford-school-district-cancels-classes-following-cyberattack/United States of AmericaUndetermined

The Scholars' Education Trust suffers a breach and many of its internal systems remain offline. The trust runs six schools: Buntingford First School, Harpenden Academy, Priory Academy, Robert Barclay Academy, Samuel Ryder Academy and Sir John Lawes School.https://www.databreaches.net/uk-six-uk-schools-hit-by-cyberattack-on-multi-academy-trust/United Kingdom of Great Britain and Northern IrelandUndetermined

The Deutscher Caritasverband (German branch of the Caritas catholic association, is hit with a BlackCat ransomware attack.https://www.redhotcyber.com/post/anche-la-caritas-non-si-salva-dal-ransomware-blackcat-alphv/Germany Russian Federation

Anonymous Russia claims to have conducted a DDoS attack against a Kyiv-based news media.https://t.me/anon_by/730Ukraine Russian Federation

Threat actors get access and encrypt a database with over 152,000 customer records before its owner, the Turkish branch of Harvard Business Review, closed it.https://securityaffairs.co/wordpress/136860/cyber-crime/harvard-business-publishing-licensee-hit-by-ransomware.htmlTurkey Undetermined

The hacktivist group known as the Ukraine IT Army publishes a screenshot that showed the group hacked into a website allegedly linked to the Wagner group.https://www.vice.com/en/article/4ax459/pro-ukraine-hacktivists-claim-to-have-hacked-notorious-russian-mercenary-groupRussian FederationUkraine

DESORDEN claims to have hit redONE Network Sdn Bhd, a Malaysian telco company, and leaks databases and source code.https://www.databreaches.net/malaysian-telecom-redone-hit-by-desorden/Malaysia Undetermined

IT Army of Ukraine has conducted a DDoS attack against a Russian job search website.https://t.me/itarmyofukraine2022/692Russian FederationUkraine

Grand Theft Auto 6 gameplay videos and source code are leaked after a hacker breached Rockstar Game's Slack server and Confluence wiki.https://www.bleepingcomputer.com/news/security/gta-6-source-code-and-videos-leaked-after-rockstar-games-hack/United States of AmericaUndetermined

The Russian-affiliated collective "People's CyberArmy" claims to have conducted a DDoS attack against a Russian civilian committee opposing the conflict in Ukraine.https://t.me/CyberArmyofRussia_Reborn/1167Russian FederationRussian Federation

The Russian-affiliated collective "People's CyberArmy" claims to have conducted a DDoS attack against the website of a pizzeria established by Ukrainian military veterans.https://t.me/CyberArmyofRussia_Reborn/1164Ukraine Russian Federation

The Russian-affiliated collective "People's CyberArmy" claims to have conducted a DDoS attack against the website of Ukrainian state service.https://t.me/CyberArmyofRussia_Reborn/1152Ukraine Russian Federation

NoName057(16) claims to have conducted a DDoS attack against a Polish financial state service.https://t.me/noname05716/871Poland Russian Federation

NoName057(16) claims to have conducted a DDoS attack against a Latvian state agency.https://t.me/noname05716/873Latvia Russian Federation

NoName057(16) claims to have conducted a DDoS attack against a Polish airport.https://t.me/noname05716/872Poland Russian Federation

NoName057(16) claims to have conducted a DDoS attack against a Polish railway ticket website.https://t.me/noname05716/874Poland Russian Federation

Ethos Technologies, Inc. filed notice of a data breach with the Montana Office of Consumer Protection, a division of the state's attorney general's office, after hackers successfully carried out a cyberattack against the company.https://www.jdsupra.com/legalnews/ethos-technologies-inc-reports-recent-8964669/United States of AmericaUndetermined

 Five Guys Enterprises, LLC filed notice of a data breach after learning about a cyberattack that compromised confidential information related to individuals who applied to work for the company.https://www.jdsupra.com/legalnews/five-guys-enterprises-llc-announces-3894616/United States of AmericaUndetermined

Uber suffers a cyberattack with an allegedly 18-year-old hacker (likely part of the Lapsus$ gang) downloading HackerOne vulnerability reports and sharing screenshots of the company's internal systems, email dashboard, and Slack server.https://www.bleepingcomputer.com/news/security/uber-links-breach-to-lapsus-group-blames-contractor-for-hack/United States of AmericaUndetermined

American Airlines notifies customers of a data breach after attackers compromised an undisclosed number of employee email accounts and gained access to sensitive personal information.https://www.bleepingcomputer.com/news/security/american-airlines-discloses-data-breach-after-employee-email-compromise/United States of AmericaUndetermined

The Singapore division of Starbucks, the popular American coffeehouse chain, admits that it suffered a data breach incident impacting over 219,000 of its customers.https://www.bleepingcomputer.com/news/security/hacker-sells-stolen-starbucks-data-of-219-000-singapore-customers/Singapore Undetermined

Berry, Dunn, McNeil & Parker confirm that the company experienced a data breach after an unauthorized party gained access to sensitive consumer data through a compromised employee email account.https://www.jdsupra.com/legalnews/berry-dunn-mcneil-parker-llc-reports-4066311/United States of AmericaUndetermined

Country Doctor Community Clinic files an official notice of a data breach after the company experienced a hacking/IT incident that compromised consumer data.https://www.jdsupra.com/legalnews/country-doctor-community-clinic-files-6704625/United States of AmericaUndetermined

The LockBit 3.0 ransomware gangs claims to have exfiltrated 180 GB of information from Independence, a Colombian firm that provides drilling and maintenance services for oil and gas wells.https://www.databreaches.net/bits-n-pieces-trozos-y-piezas-8/Colombia Undetermined

The LockBit 3.0 ransomware gangs claims to have exfiltrated information from Quintal, a Colombian firm that provides manufacturing and distribution of manganese-based chemicals.https://www.databreaches.net/bits-n-pieces-trozos-y-piezas-8/Colombia Undetermined

The LockBit 3.0 ransomware gangs claims to have hacked Makler, a Venezuelan insurance brokerage firm.https://www.databreaches.net/bits-n-pieces-trozos-y-piezas-8/Colombia Undetermined

Software Line is hit with a Lockbit ransomware attack.https://www.redhotcyber.com/post/litaliana-software-line-e-stata-colpita-dal-ransomware-lockbit/Italy Undetermined

The STORMOUS cyber criminal gang claims to have hacked the university of Rome Tor Vergatahttps://www.redhotcyber.com/post/attacco-alluniversita-di-tor-vergata-stormous-luniversita-usa-ancora-password-deboli-dati-in-vendita-a-2000-dollari/Italy Russian Federation

Commonwealth Care Alliance of California ("CCA Health California") reports a data breach after an unauthorized party was able to access files on the company's network containing sensitive information belonging to certain individuals.https://www.jdsupra.com/legalnews/commonwealth-care-alliance-of-5328755/United States of AmericaUndetermined

Anonymous Russia claims to have conducted a DDoS attack against a popular Russian social media due to its alleged support for Ukraine.https://t.me/anon_by/693Russian FederationRussian Federation

IT Army of Ukraine claims to have conducted a DDoS attack campaign against four Russian online spare parts stores for foreign cars.https://t.me/itarmyofukraine2022/668Russian FederationUkraine

The Twitter account of the Italian Ministry of Ecological Transition is hacked by an unknown individual who takes over the profile with the identity of Ethereum founder Vitalik Buterin.https://en.cryptonomist.ch/2022/09/16/fake-news-vitalik-buterin-hacks-ministry-of-ecological-transition/Italy Undetermined

Researchers from Akamai reveal to have mitigated a record-breaking DDoS attack peaking at 704.8 Mpps.https://www.bleepingcomputer.com/news/security/akamai-stopped-new-record-breaking-ddos-attack-in-europe/UndeterminedUndetermined

The Neurology Center of Nevada (NCNV) confirms it experienced a data breach after the computers become inaccessible.https://www.jdsupra.com/legalnews/neurology-center-of-nevada-reports-1999387/United States of AmericaUndetermined

The Bank of Eastern Oregon files notice of a data breach after learning that employee email accounts containing confidential customer information were accessed by an unauthorized party.https://www.jdsupra.com/legalnews/bank-of-eastern-oregon-files-official-4882338/United States of AmericaUndetermined

The Russian-affiliated collective "People's CyberArmy" claims to have conducted a DDoS attack against a Ukrainian national youth scout organization.https://t.me/CyberArmyofRussia_Reborn/1136Ukraine Russian Federation

The Russian-affiliated collective "People's CyberArmy" claims to have conducted a DDoS attack against the website of a Ukrainian municipal enterprise.https://t.me/CyberArmyofRussia_Reborn/1139Ukraine Russian Federation

Seesaw, a popular messaging application used by school districts across the U.S. is forced to apologize after parents said an inappropriate photo was sent out as a consequence of a credential stuffing attack.https://therecord.media/school-messaging-app-apologizes-for-inappropriate-image-sent-after-cyberattack/United States of AmericaUndetermined

Medical Associates of the Lehigh Valley (MATLV) announces that it fell victim to a sophisticated ransomware attack on its network.https://www.hipaajournal.com/ransomware-attack-on-medical-associates-of-the-lehigh-valley-affects-75k-patients/United States of AmericaUndetermined

M.C. Dean confirms that the company experienced a data breach after an unauthorized party gained access to sensitive consumer data contained on its network.https://www.jdsupra.com/legalnews/m-c-dean-inc-reports-data-breach-after-1236681/United States of AmericaUndetermined

IPCA Laboratories, one of the biggest pharmaceutical companies in India, is hit by RansomHouse that claims to have stolen 500 gigabytes of data from its systems.https://techcrunch.com/2022/09/14/ipca-laboratories-ransom-house/India Undetermined

InSpecs EyeWear is added to the LockBit 3.0 ransomware leak site.https://www.databreaches.net/a-busy-morning-for-those-tracking-ransomware-in-the-healthcare-sector/United States of AmericaUndetermined

The Comision Nacional de AcreditaciÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Â³n in Chile is hit with a LockBit 3.0 ransomware attack.https://www.databreaches.net/bits-n-pieces-trozos-y-piezas-8/Chile Undetermined

Researchers from Otorio disclose a new attack from the GhostSec hacktivists against a hotel pool's water system in Israel.https://www.securityweek.com/hacktivist-attacks-show-ease-hacking-industrial-control-systemsIsrael Undetermined

The Russian-affiliated collective "People's CyberArmy" claims to have conducted a DDoS attack against the website of the executive committee of the council of a Ukrainian city.https://t.me/CyberArmyofRussia_Reborn/1133Ukraine Russian Federation

The Russian-affiliated collective "People's CyberArmy" claims to have conducted a DDoS attack against the website of Kyiv-based taxi service.https://t.me/CyberArmyofRussia_Reborn/1131Ukraine Russian Federation



The Russian-affiliated collective "People's CyberArmy" claims to have conducted a DDoS attack against the website of Kyiv's bus station.https://t.me/CyberArmyofRussia_Reborn/1129Ukraine Russian Federation

Davenport Community Schools confirms that an unauthorized user gained access to personal information belonging to current or former employees. The Karakurt ransomware gang claims responsibility for the attack.https://www.databreaches.net/davenport-community-schools-server-issues-were-karakurt-issues/United States of AmericaUndetermined

Legislatura CABA discloses a ransomware attack.https://therecord.media/buenos-aires-legislature-announces-ransomware-attack/Argentina Undetermined

City Furniture confirms that the company experienced a data breach after sensitive consumer data contained on its network was compromised.https://www.jdsupra.com/legalnews/city-furniture-inc-files-notice-of-data-8534893/United States of AmericaUndetermined

The Instituto De Desarrollo Profesional (IDEPRO) has 1GB of data leaked on a popular forum.https://www.databreaches.net/bits-n-pieces-trozos-y-piezas-8/Peru Undetermined

IT Army of Ukraine claims to have conducted a DDoS attack against a Russian bank.https://t.me/itarmyofukraine2022/653Russian FederationUkraine

The Russian-affiliated collective "People's CyberArmy" claims to have conducted a DDoS attack against the website of a Ukrainian news media.https://t.me/CyberArmyofRussia_Reborn/1115Ukraine Russian Federation

NoName057(16) claims to have defaced the online resources of a Kyiv-based university.https://t.me/noname05716/859Ukraine Russian Federation

A Belgium news media reports that it has been targeted by cyberattacks for five days. The news media asserts that the attacks come from Russia and are related to the media's coverage of the conflict in Ukraine, and their condemnation of the "the Russian attack and calls for accountability to hold those responsible.".https://brusselsmorning.com/brussels-morning-is-under-attack-from-the-russian-state/26321/Belgium Undetermined

The channel of a popular viral YouTuber Jake Koehler (aka Scuba Jake) is hacked to run a crypto scam.https://www.hackread.com/youtuber-scuba-jake-channel-hacked-crypto-scam/United States of AmericaUndetermined

The Russian-affiliated collective Phoenix claims to have conducted a DDoS attack against the online resources of a Japanese multinational conglomerate corporation.https://t.me/phoenixinform/772Japan Ukraine

The Ukrainian-affiliated collective Haydamaki claims to have conducted a DDoS attack against a Russian manufacturer of automobile mats and linings.https://t.me/haydamaki/248Russian FederationUkraine

A group of pro-Ukrainian hackers named hdr0 take credit for breaching Russian TV channels and broadcasting anti-war messages comparing Russia's attack on Ukraine to the September 11 terrorist attacks in New York.https://therecord.media/pro-ukraine-hackers-claim-hack-on-russian-tv-broadcasts/Russian FederationUndetermined

Oakbend Medical Center reveals to have been hit by a ransomware attack.https://www.databreaches.net/oakbend-medical-center-hit-by-ransomware-daixin-team-claims-responsibility/United States of AmericaChina

China denounces the U.S. Embassy in Beijing following a joint report from two of the country's most prominent cyber authorities (China's National Computer Virus Emergency Response Center (CVERC) and the company 360) accusing the National Security Agency of stealing "sensitive information" from Chinese institutions, in particular the Northwestern Polytechnical University.https://therecord.media/beijing-rebukes-u-s-over-alleged-cyberattack-on-chinese-university/China United States of America

Suffolk County continues to investigate a possible ransomware attack.https://www.newsday.com/long-island/suffolk/ransomware-attack-suffolk-county-rv9yvfvnUnited Kingdom of Great Britain and Northern IrelandUndetermined

A group of pro-Ukrainian hackers named hdr0 take credit for breaching Russian TV channels and broadcasting anti-war messages comparing Russia's attack on Ukraine to the September 11 terrorist attacks in New York.https://therecord.media/pro-ukraine-hackers-claim-hack-on-russian-tv-broadcasts/Russian FederationUndetermined

A group of pro-Ukrainian hackers named hdr0 take credit for breaching Russian TV channels and broadcasting anti-war messages comparing Russia's attack on Ukraine to the September 11 terrorist attacks in New York.https://therecord.media/pro-ukraine-hackers-claim-hack-on-russian-tv-broadcasts/Russian FederationUndetermined

Doctors' Center Hospital reports a data breach after the company learned that an unauthorized party was able to gain access to sensitive patient information.https://www.jdsupra.com/legalnews/doctors-center-hospital-announces-data-4833617/United States of AmericaUndetermined

NoName057(16) claims to have conducted a DDoS attack against the parliament of Estonia.https://t.me/noname05716/852Estonia Russian Federation

NoName057(16) claims to have conducted a DDoS attack against the website of a Lithuanian bank.https://t.me/noname05716/853Lithuania Russian Federation

The Russian-affiliated collective Phoenix claims to have conducted a DDoS attack against the online resources of a US unmanned aerial vehicle manufacturer.https://t.me/phoenixinform/771United States of AmericaUkraine

The Russian-affiliated collective "People's CyberArmy" claims to have conducted a DDoS attack against the website of the Ukrainian national company servicing the railways.https://t.me/CyberArmyofRussia_Reborn/1106Ukraine Russian Federation

NoName057(16) claims to have conducted a DDoS attack against the website of a Lithuanian airport.https://t.me/noname05716/855Lithuania Russian Federation

AnonymousX777Z an affiliate of the Annonymous Russia claims to have conducted a DDoS attack against a German news agency.https://t.me/AnonymousX777Z/3194Germany Undetermined

IT Army of Ukraine claims to have conducted a DDoS attack against an online marketplace for cars and counterparts.https://t.me/itarmyofukraine2022/643Russian FederationUkraine

The Russian-affiliated collective Phoenix claims to have conducted a DDoS attack against the website of a Japanese association.https://t.me/phoenixinform/768Japan Ukraine

The Russian-affiliated collective Phoenix claims to have conducted a DDoS attack against the website of a Japanese federation of companies.https://t.me/phoenixinform/768Japan Ukraine

The Russian-affiliated collective Phoenix claims to have conducted a DDoS attack against the website of a Japanese hospital.https://t.me/phoenixinform/768Japan Ukraine

The servers of the Parliamentary Assembly of Bosnia and Herzegovina are taken down by an alleged ransomware attack.https://therecord.media/bosnia-and-herzegovina-investigating-alleged-ransomware-attack-on-parliament/Bosnia and HerzegovinaUndetermined

A new cyber attack allegedly carried out by Iranian threat actors takes down the Total Information Management System.https://therecord.media/albanian-pm-says-iranian-hackers-hit-country-with-another-cyberattack/Albania Undetermined

Revolut suffers a cyberattack that gave an unauthorized third party access to personal information of tens of thousands of clients.https://www.bleepingcomputer.com/news/security/revolut-hack-exposes-data-of-50-000-users-fuels-new-phishing-wave/United Kingdom of Great Britain and Northern IrelandUndetermined

On December 5, 2022, Black, Gould & Associates, Inc. ("BGA") reported a data breach with the Maine Attorney General after the company discovered that consumer information stored on its computer system was compromised after an unauthorized party gained access to the BGA network.https://www.jdsupra.com/legalnews/black-gould-associates-inc-notifies-4485640/United States of AmericaUndetermined

NoName057(16) claims to have conducted a DDoS attack against a Polish airport.https://t.me/noname05716/849Poland Russian Federation

The Russian-affiliated collective "People's CyberArmy" claims to have conducted a DDoS attack against a Ukrainian news website.https://t.me/CyberArmyofRussia_Reborn/1097Ukraine Russian Federation

Indian pharmaceutical major, Aarti Drugs is hit with a BianLian ransomware attack.https://ciso.economictimes.indiatimes.com/news/after-ipca-laboratories-pharma-major-aarti-drugs-hit-by-ransomware-attack-data-leaked-on-dark-web/94913796India Undetermined

The protected health information of 34,306 patients tied to the Henderson & Walton Women's Center in Alabama is compromised during the hack of an employee email hack.https://www.scmagazine.com/analysis/ransomware/law-firm-informs-255k-of-hipaa-data-incident-10-months-after-hackUnited States of AmericaUndetermined

The hack of an email account belonging to an employee of NorthStar Healthcare Consulting led to the possible access or theft of Georgia Medicaid information for 18,354 members.https://www.scmagazine.com/analysis/ransomware/law-firm-informs-255k-of-hipaa-data-incident-10-months-after-hackUnited States of AmericaUndetermined

One Medical confirms that the company experienced a data breach after an unauthorized party gained access to sensitive consumer data that had been entrusted to the company.https://www.jdsupra.com/legalnews/one-medical-inc-reports-data-breach-4624279/United States of AmericaUndetermined

La Calera Agricola is hit with a LockBit 3.0 ransomware attack.https://www.databreaches.net/bits-n-pieces-trozos-y-piezas-7/Peru Undetermined

Polsinelli PC, a Kansas City, MO-based law firm that provides corporate legal services to hospitals, says files that contained patient information were accessed on September 9, 2022, from two locations by unauthorized individuals. https://www.hipaajournal.com/six-data-breaches-reported-by-healthcare-providers-and-business-associates/United States of AmericaUndetermined

The Russian-affiliated collective "People's CyberArmy" claims to have conducted a DDoS attack against a Ukrainian ministry.https://t.me/CyberArmyofRussia_Reborn/1091Ukraine Russian Federation

The Russian-affiliated collective "People's CyberArmy" claims to have conducted a DDoS attack against a Ukrainian national agency regulating energy and communication services.https://t.me/CyberArmyofRussia_Reborn/1095Ukraine Russian Federation

Anonymous Russia claims to have conducted a DDoS attack against the website of the president of Ukraine, removing part of the website.https://t.me/anon_by/570Ukraine Russian Federation

The Armed Forces General Staff agency of Portugal (EMGFA) suffers a cyberattack that allegedly allowed the theft of classified NATO documents, which are now sold on the dark web.https://www.bleepingcomputer.com/news/security/classified-nato-documents-stolen-from-portugal-now-sold-on-darkweb/Portugal Undetermined

Savannah College of Art and Design (SCAD) discloses to have suffered a ransomware attack.https://www.databreaches.net/hackers-acquire-info-on-current-and-former-students-and-staff-at-savannah-college-of-art-and-design/United States of AmericaUndetermined

Eurocell, a leading British PVC manufacturer, contacts current and former employees to inform them about a "substantial" data breach.https://www.infosecurity-magazine.com/news/hackers-employee-data-pvcmaker/United Kingdom of Great Britain and Northern IrelandUndetermined

DaVita confirms that the company experienced a data breach after an unauthorized party accessed sensitive consumer data entrusted to the company.https://www.jdsupra.com/legalnews/davita-inc-confirms-recent-data-breach-8853192/United States of AmericaUndetermined

Wilson's Gun Shop confirms that the company experienced a data breach after an unauthorized party gained access to sensitive consumer information that was entrusted to the company.https://www.jdsupra.com/legalnews/wilson-s-gun-shop-inc-announces-data-8244887/United States of AmericaUndetermined

Stratford University is allegedly hacked by the Snatch Team ransomware group.https://www.databreaches.net/how-many-times-was-stratford-university-hacked/United States of AmericaUndetermined

Attackers compromise the DB of COVID-19 tracking platform of the Codelco mining company and list it for sale on a popular forum. Almost 17,500 emails and more than 1,800 are from corporate users.https://www.databreaches.net/bits-n-pieces-trozos-y-piezas-7/Chile Undetermined

An attacker steals $1.25 million worth of cryptocurrency from newly established decentralized finance protocol New Free DAO in a flash loan attack. The thief cashes out nearly half of the stolen funds so far.https://www.databreachtoday.com/13-million-stolen-from-new-free-dao-in-flash-loan-attack-a-20037UndeterminedUndetermined

Teknozone, an e-commerce portal of electronics, has 75.000 records leaked on the infamous portal Breach Forums.https://www.redhotcyber.com/post/il-dati-del-portale-italiano-tecnozone-sono-in-vendita-nelle-underground/Italy Undetermined

Thoro Bicycles, an e-commerce portal of cycling accessories, has 31.000 records leaked on the infamous portal Breach Forums.https://www.redhotcyber.com/post/in-vendita-i-dati-dellitaliana-thoro-bicycles-su-breach-forums/Italy Undetermined

New York-Presbyterian Hospital discloses a security incident after detecting a possible attempts to download information by an unauthorized user.https://www.databreaches.net/new-york-presbyterian-hospital/United States of AmericaUndetermined



The Ukrainian-affiliated collective Haydamaki claims to have conducted a DDoS attack against a Russian equipment supplier for trucks and cars.https://t.me/haydamaki/245Russian FederationUkraine

Lojas Torra, a fashion retailer in Brazil, is hit with a Qilin ransomware attack.https://www.databreaches.net/bits-n-pieces-trozos-y-piezas-12/Brazil Undetermined

Someone is flooding Cobalt Strike servers operated by former members of the Conti ransomware gang with anti-Russian messages to disrupt their activity.https://www.bleepingcomputer.com/news/security/ransomware-gangs-cobalt-strike-servers-ddosed-with-anti-russia-messages/UndeterminedUndetermined

Canarbino is the third energy group in Italy to suffer a cyber attack allegedly carried out by Russian threat actors.https://www.redhotcyber.com/post/attacco-informatico-allitaliana-canarbino/Italy Undetermined

The RussiaÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬"affiliated group Killnet claims responsibility for a series of cyberÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬"attacks against Japanese companies and 20 websites across four government ministries.https://www.infosecurity-magazine.com/news/japan-govt-websites-killnet/Japan Russian Federation

A hacker under the moniker of Bjorka claims to have hacked the General Elections Commission of Indonesia and leaks the data of 105 million citizens.https://cybernews.com/news/hackers-leak-sensitive-data-of-over-105m-indonesian-citizens/Indonesia Undetermined

The BianLian ransomware group hits Alegria Family Services (AFS), a community services organization for adults with disabilities.https://www.databreaches.net/bianlian-hits-a-community-services-organization-for-adults-with-serious-disabilities/United States of AmericaChina

The municipality of Ourique discloses to have suffered a ransomware attack,https://www.databreaches.net/bits-n-pieces-trozos-y-piezas-7/Portugal Undetermined

An attacker steals at least $370,000 worth of USDC stablecoins from a smart contract on the Avalanche blockchain in a flash loan attack, affecting multiple liquidity providers.https://www.databreachtoday.com/thief-steals-370000-in-avalanche-linked-flash-loan-attack-a-20030UndeterminedUndetermined

The RussiaÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬"affiliated group Killnet claims responsibility for a series of cyberÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬"attacks against Japanese companies and 20 websites across four government ministries.https://www.infosecurity-magazine.com/news/japan-govt-websites-killnet/Japan Russian Federation

The RussiaÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬"affiliated group Killnet claims responsibility for a series of cyberÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬"attacks against Japanese companies and 20 websites across four government ministries.https://www.infosecurity-magazine.com/news/japan-govt-websites-killnet/Japan Russian Federation

The RussiaÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬"affiliated group Killnet claims responsibility for a series of cyberÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬"attacks against Japanese companies and 20 websites across four government ministries.https://www.infosecurity-magazine.com/news/japan-govt-websites-killnet/Japan Russian Federation

DOCS Medical Group discloses a ransomware attack.https://www.databreaches.net/docs-medical-group-discloses-september-ransomware-incident/United States of AmericaUndetermined

AAA Collections reports a data breach after the company learned that an unauthorized party was able to access sensitive consumer data contained on its computer system.https://www.jdsupra.com/legalnews/aaa-collections-inc-files-notice-of-9773143/United States of AmericaUndetermined

On December 15, 2022, Order Express, Inc. reported a data breach with several state attorney general offices after the company learned of a data security incident resulting in the sensitive information of more than 63,000 consumers being leaked.https://www.jdsupra.com/legalnews/order-express-inc-reports-data-breach-9269889/United States of AmericaUndetermined

Lorenz encrypted and leaked data stolen from Laddawn Inc. onto their dark web sitehttp://lorenzmlwpzgxq736jzseuterytjueszsvznuibanxomlpkyxk6ksoyd.onion/United States of AmericaUndetermined

Transportation group Go-Ahead shares a statement with the London Stock Exchange indicating "unauthorized activity" had been discovered on its network.https://www.infosecurity-magazine.com/news/londons-biggest-bus-operator-hit/United Kingdom of Great Britain and Northern IrelandUndetermined

The Stern Cardiovascular Foundation (SCF) announces that it experienced a data security incident that caused disruption to certain parts of its computer network.https://www.hipaajournal.com/ransomware-attacks-md-tx-fl/United States of AmericaUndetermined

IT Army of Ukraine claims to have conducted a DDoS attack against a private Russian bank.https://t.me/itarmyofukraine2022/615Russian FederationUkraine

The Russian-affiliated collective "People's CyberArmy" claims to have conducted a DDoS attack against a Ukrainian toy manufacturer.https://t.me/CyberArmyofRussia_Reborn/1072Ukraine Russian Federation

Hospitality company InterContinental Hotels Group PLC (also known as IHG Hotels & Resorts) says its information technology (IT) systems have been disrupted after its network was breached. A couple from Vietnam claims responsibility for the attack.https://www.bbc.com/news/technology-62937678United Kingdom of Great Britain and Northern IrelandViet Nam

Salud Family Health reports a data breach after the company learned that an unauthorized party was able to access sensitive employee and patient information contained on its network.https://www.jdsupra.com/legalnews/salud-family-health-reports-data-breach-8364475/United States of AmericaUndetermined

The Russian-affiliated collective "People's CyberArmy" claims to have conducted a DDoS attack against a Ukrainian company providing the service of finding freelancers for business needs.https://t.me/CyberArmyofRussia_Reborn/1065Ukraine Russian Federation

Pro-Palestinian Hacking Group GhostSec claims to have compromised 55 Berghof programmable logic controllers (PLCs) used by Israeli organizations as part of a Free Palestine campaign.https://securityaffairs.co/wordpress/135656/hacktivism/ghostsec-hacked-berghof-plcs-israel.htmlIsrael Undetermined

Hackers linked to Iran publish personal photos and medical records of Mossad intelligence agency chief David Barnea, after accessing his wife phone.https://www.jns.org/iran-linked-hackers-release-mossad-chiefs-medical-records-personal-photos/Israel Undetermined

Los Angeles Unified School District (LAUSD), the second largest school district in the U.S., disclosed that a ransomware attack hit its Information Technology (IT) systems,https://www.bleepingcomputer.com/news/security/second-largest-us-school-district-lausd-hit-by-ransomware/United States of AmericaUndetermined

NoName057(16) claims to have conducted a DDoS attack against a Lithuanian logistics company.https://t.me/noname05716/812Lithuania Russian Federation

NoName057(16) claims to have conducted a DDoS attack against a Lithuanian logistics company.https://t.me/noname05716/813Lithuania Russian Federation

The Russian-affiliated collective "People's CyberArmy" claims to have conducted a DDoS attack against a Ukrainian television company.https://t.me/CyberArmyofRussia_Reborn/1058Ukraine Russian Federation

The Russian-affiliated collective "Red Hackers Alliance" claims to have conducted a DDoS attack against the website of a Ukrainian news media.https://t.me/RHA_Red_Hackers_Alliance_Russia/130Ukraine Undetermined

IT Army of Ukraine has conducted a DDoS attack against a Russian news media group.https://t.me/itarmyofukraine2022/605Russian FederationUkraine

A group known as 'AgainstTheWest' claims to have breached both TikTok and WeChat, sharing screenshots of an alleged database belonging to the companies, which they say was accessed on an Alibaba cloud instance containing data for both TikTok and WeChat users.https://www.bleepingcomputer.com/news/security/tiktok-denies-security-breach-after-hackers-leak-user-data-source-code/China Undetermined

The RansomExx ransomware group leaks 62 TB of files from the National Fund for Educational Development (FNDE).https://www.databreaches.net/bits-n-pieces-trozos-y-piezas-7/Brazil Undetermined

Kelvin Security puts on sale a 310Gb archive containing the data of 10 million Italian Vodafone customers.https://en.gizchina.it/2022/09/vodafone-furto-dati-clienti-vendita-deep-web/Italy Undetermined

A group known as 'AgainstTheWest' claims to have breached both TikTok and WeChat, sharing screenshots of an alleged database belonging to the companies, which they say was accessed on an Alibaba cloud instance containing data for both TikTok and WeChat users.https://www.bleepingcomputer.com/news/security/tiktok-denies-security-breach-after-hackers-leak-user-data-source-code/China Undetermined

RansomExx encrypted and leaked data stolen from Fundo Nacional de Desenvolvimento da EducaÃƒÂƒÃ‚Â§ÃƒÂƒÃ‚Â£oÃƒÂ‚Ã‚Â  onto their dark web sitehttp://rnsm777cdsjrsdlbs4v5qoeppu3px6sb2igmh53jzrx7ipcrbjz5b2ad.onion/e0739189370cb967d7320f00a835411681448e47/Brazil Undetermined

The Russian-affiliated collective "People's CyberArmy" claims to have conducted a DDoS attack against Ukrainian media.https://t.me/CyberArmyofRussia_Reborn/1047Ukraine Russian Federation

The Russian-affiliated collective "People's CyberArmy" claims to have conducted a DDoS attack against a Ukrainian restaurant in Lviv.https://t.me/CyberArmyofRussia_Reborn/1052Ukraine Russian Federation

The Anonymous announce to have hacked the Yandex Taxi app, the largest taxi service in Russia, and used it to cause a massive traffic jam in Moscow. The threat actors ordered all available taxis to a particular address.https://securityaffairs.co/wordpress/135280/hacktivism/anonyomus-hacked-yandex-taxi.htmlRussian FederationUndetermined

A ransomware attack takes down Bardstown Connect, the municipal ISP of the city of Bardstown.https://therecord.media/bardstown-ransomware-isp/United States of AmericaUndetermined

CBC Group (CBC) reports a data breach resulting in the names, Social Security numbers, driver's licenses or government identification card numbers, financial account numbers, and passport numbers of certain individuals being compromised.https://www.jdsupra.com/legalnews/cbc-group-inc-files-official-notice-of-7338136/United States of AmericaUndetermined

Hackers known as DESORDEN hit BOGA Group, which operates more than 200 restaurants and outlets across Indonesia and Malaysia, and acquire more than 400,000 customer records and 16,000 employee records.https://www.databreaches.net/customer-data-from-hundreds-of-indonesian-and-malaysian-restaurants-hacked-by-desorden/Indonesia Undetermined

Two individuals steal 450 NFTs from Rug Pull Finder, a security company that offers smart contract audits to blockchain companies.https://www.databreachtoday.com/smart-contract-auditing-firm-suffers-smart-contract-exploit-a-20005UndeterminedUndetermined

Old Point National Bank reports a data breach after the company learned that an unauthorized party was able to access an employee's email account that contained sensitive information belonging to certain bank customers.https://www.jdsupra.com/legalnews/old-point-national-bank-announces-data-6119165/United States of AmericaUndetermined

An unauthorized party was able to access confidential patient information by gaining access to several employee email accounts of FoundCare, Inc.https://www.jdsupra.com/legalnews/foundcare-inc-files-notice-of-data-6627780/United States of AmericaUndetermined

The Russian-affiliated collective "People's CyberArmy" claims to have conducted a DDoS attack against the website of a Ukrainian city.https://t.me/CyberArmyofRussia_Reborn/1042Ukraine Russian Federation

The REvil ransomware group claims to have breached Midea Group, a major Chinese electrical appliance manufacturer.https://cybernews.com/news/revil-claims-to-have-hit-a-fortune-500-company/China Russian Federation

An unknown attacker named Bjorka leaks the SIM data of 1.3 billion SIM numbers in Indonesia.https://www.thetechoutlook.com/news/technology/security/bjorka-gained-access-to-1-3-billion-sim-numbers-in-indonesia/Indonesia Undetermined

Native American Rehabilitation Association of the Northwest (NARA NW) reports a breach of the email accounts of seven employees.https://www.hipaajournal.com/6-hipaa-regulated-entities-report-phishing-attacks-and-unauthorized-email-account-access/United States of AmericaUndetermined

Researchers from Mandiant reveal the details of an attack against a Ukrainian organization, carried out by the Russian state-sponsored threat actor Turla, and leveraging a legacy Andromeda malware likely deployed by other hackers via an infected USB drive.https://www.securityweek.com/russian-turla-cyberspies-leveraged-other-hackers-usb-delivered-malwareUkraine Russian Federation

Anonymous in cooperation with the IT Army of Ukraine conducted a cyberattack against one of Russia's largest taxi services. The attack consisted of ordering all available taxis to a particular address, thus creating a massive traffic jam in Moscow.https://www.hackread.com/anonymous-russian-yandex-taxi-app-hacked/Russian FederationUndetermined

IT Army of Ukraine claims to have conducted a defacement of several TV channels broadcasting in Crimea. Instead of continuing with their program, the TV channels were defaced to broadcast a speech by the president of Ukraine.https://t.me/itarmyofukraine2022/577Ukraine Ukraine

Apria Healthcare notifies over 1.8 million patients and employees that their personal, financial and health data was accessed during a systems hack.https://www.scmagazine.com/news/breach/apria-healthcare-notifies-nearly-2-million-patients-of-2021-data-breachUnited States of AmericaUndetermined

Italian oil giant Eni is hit with a cyber attack. The BlackCat ransomware gangs claims responsibility for the attack.https://securityaffairs.co/wordpress/135116/hacking/eni-suffered-cyberattack.htmlItaly Russian Federation

The International Centre for Migration Policy Development (ICMPD) confirms it suffered a cyberattack that led to a data breach. The Karakurt ransomware group claims responsibility for the attack.https://therecord.media/migration-policy-org-confirms-cyberattack-after-extortion-group-touts-theft/Austria Undetermined



Platinum Performance reports a data breach after the company was targeted in an email phishing attack.https://www.jdsupra.com/legalnews/platinum-performance-reports-data-4245822/United States of AmericaUndetermined

NCG Medical is hit with a Hive ransomware attack.https://www.databreaches.net/medical-billing-service-in-florida-one-of-the-latest-victims-of-ransomware-attacks/United States of AmericaRussian Federation

Alta Forest Products experiences a cyberattack in which the protected health information of up to 2,100 members of the Alta Forest Products Health and Welfare Plan was exposed.https://www.hipaajournal.com/patient-data-compromised-in-5-hacking-incidents-ransomware-attacks-and-break-ins/United States of AmericaUndetermined

Russian courts and government agencies have been hit by a previously-undocumented strain of data-wiping malware known as CryWiper.https://www.bitdefender.com/blog/hotforsecurity/russian-courts-attacked-by-crywiper-malware-that-poses-as-ransomware/Russian FederationUndetermined

The Russian-affiliated collective "People's CyberArmy" claims to have conducted a DDoS attack against a Russian oppositionary organization.https://t.me/CyberArmyofRussia_Reborn/1027Germany Russian Federation

Emtelco, a Colombian customer experience firm, is hit with a Qilin ransomware attack.https://www.databreaches.net/bits-n-pieces-trozos-y-piezas-12/Colombia Undetermined

Michigan Medicine notifies 33,850 patients of a phishing attack that may have exposed their health information.https://healthitsecurity.com/news/michigan-medicine-notifies-33k-patients-of-phishing-attackUnited States of AmericaUndetermined

Regions Hospital notifies 980 patients that some of their personal information has been compromised after an individual had improperly gained access to its secure network with the aim of stealing payments from a health insurer.https://www.beckershospitalreview.com/cybersecurity/hacker-compromises-social-security-numbers-of-980-patients-at-minnesota-hospital.htmlUnited States of AmericaUndetermined

Liz Truss's personal mobile phone was hacked by agents suspected of working for the Kremlin.https://www.dailymail.co.uk/news/article-11368619/Liz-Trusss-personal-phone-hacked-Putins-spies-secret-details-negotiations.htmlUnited Kingdom of Great Britain and Northern IrelandUndetermined

Overby-Seawell Company (OSC) reports a data breach when an unauthorized party had gained access to the companyÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Â•s systems.https://www.jdsupra.com/legalnews/overby-seawell-company-reports-data-8546707/United States of AmericaUndetermined

Northern Trust Corporation confirms that the company experienced a data breach after an unauthorized party gained access to sensitive consumer data contained on its network.https://www.jdsupra.com/legalnews/northern-trust-corporation-reports-data-8388802/United States of AmericaUndetermined

The Municipality of Gorizia is hit by a LockBit 3.0 ransomware attack.https://www.redhotcyber.com/post/e-stato-lockbit-3-0-a-colpire-il-comune-di-gorizia-9gg-alla-pubblicazione-dei-dati/Italy Undetermined

Meriplex Communications files notice of a data breach after discovering that confidential consumer data stored on the company's computer network was subject to unauthorized access.https://www.jdsupra.com/legalnews/meriplex-communications-announces-data-6732149/United States of AmericaUndetermined

The press representative of a Lithuanian bank announced a DDoS attack targeting the bank's websites. The attack occured one day after the bank announced an electricity saving initiative "putinOUT".https://thepostedia.com/economy/77083.htmlLithuania Undetermined

Ethan Health confirms that the protected health information of 4,047 individuals was contained in employee email accounts that were accessed by unauthorized individuals. https://www.hipaajournal.com/credential-stuffing-attack-exposed-united-healthcare-member-data/United States of AmericaUndetermined

The BlackCat/ALPHV ransomware gang claims responsibility for an attack that hits the systems of Italy's energy agency Gestore dei Servizi Energetici SpA (GSE).https://www.bleepingcomputer.com/news/security/blackcat-ransomware-claims-attack-on-italian-energy-agency/Italy Russian Federation

Kiwi Farms, a website that hosts user-generated content and discussion forums (accused of doxing, harassment, and cyberbullying) is taken down by a DDOS attack.https://www.hackread.com/kiwi-farms-offline-ddos-attack-hosting-issues/UndeterminedUndetermined

The chief executive officerÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Âs️ (CEOÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Âs️) email account of a multinational company in India is hacked and the company is duped of Rs54.39 lakh ($68,000) by cyber fraudsters.https://www.hindustantimes.com/cities/pune-news/ceos-email-hacked-fraudsters-dupe-leading-firm-in-pune-of-rs54-39-lakh-101661796263689.htmlIndia Undetermined

The city of Lexington asks the Lexington Police Financial Crimes Unit to investigate the electronic theft of approximately $4 million in federal rent assistance and transitional housing funds.https://www.lexingtonky.gov/news/08-29-2022/police-investigate-electronic-theft-federal-fundsUnited States of AmericaUndetermined

SCA Pharmaceuticals reports a data breach after the company experienced a malware attack.https://www.jdsupra.com/legalnews/sca-pharmaceuticals-llc-announces-data-3642373/United States of AmericaUndetermined

Donlen Corporation reports a data breach after the company detected ÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Â±unusual activity related to the inaccessibility of certain systemsÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Â® on its computer network.https://www.jdsupra.com/legalnews/donlen-corporation-reports-data-breach-8797830/United States of AmericaUndetermined

Ellington Management Group reports a data breach after the company learned that an unauthorized party had gained access to two employee email accounts.https://www.jdsupra.com/legalnews/ellington-management-group-llc-4015369/United States of AmericaUndetermined

The BlackByte ransomware group hits the Grande Stevens Law Firm, one of the most important law firms in Italy.https://www.redhotcyber.com/post/attacco-informatico-allo-studio-italiano-grande-stevens-lo-studio-della-famiglia-agnelli/Italy Russian Federation

6000 individuals are impacted by a malicious code attack hitting Franklin College.https://www.databreaches.net/nearly-6000-impacted-by-franklin-college-hack/United States of AmericaUndetermined

The City of Wheat Ridge is hit with a ransomware attack.https://www.databreaches.net/denver-suburb-wont-cough-up-millions-in-ransomware-attack-that-closed-city-hall/United States of AmericaUndetermined

NoName057(16) claims to have conducted a DDoS attack against the Lithuanian branch of a telecommunication company.https://t.me/noname05716/788Lithuania Russian Federation

NoName057(16) claims to have conducted a DDoS attack against a Lithuanian company providing IT services.https://t.me/noname05716/789Lithuania Russian Federation

NoName057(16) claims to have conducted a DDoS attack against a Ukrainian commericlal bank.https://t.me/noname05716/781Ukraine Russian Federation

NoName057(16) claims to have conducted a DDoS attack against a Ukrainian bank.https://t.me/noname05716/783Ukraine Russian Federation

NoName057(16) claims to have conducted a DDoS attack against a Ukrainian bank.https://t.me/noname05716/785Ukraine Russian Federation

NoName057(16) claims to have conducted a DDoS attack against a Ukrainian bank.https://t.me/noname05716/791Ukraine Russian Federation

NoName057(16) claims to have conducted a DDoS attack against a Lithuanian bank.https://t.me/noname05716/786Lithuania Russian Federation

Russian media streaming platform ÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Â¯STARTÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Â ️(start.ru) confirms rumors of a data breach impacting 7.5 millions of users. The platformÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Âs️ administrators shared that network intruders managed to steal a 2021 database from its systems and are now distributing samples online.https://www.bleepingcomputer.com/news/security/russian-streaming-platform-confirms-data-breach-affecting-75m-users/Russian FederationUndetermined

EmergeOrtho starts sending notification letters to patients whose protected health information may have been accessed during a ransomware attack in May.https://www.databreaches.net/emergeortho-notifying-75200-patients-about-ransomware-incident/United States of AmericaUndetermined

A Russian streaming platform was the victim of a data exfiltration cyberattack, causing the leakage of more than 70 GB of private information.https://therecord-media.cdn.ampproject.org/c/s/therecord.media/leading-russian-streaming-platform-suffers-data-leak-allegedly-impacting-44-million-users/amp/Russian FederationUndetermined

The Russian-affiliated collective "People's CyberArmy" claims to have conducted a DDoS attack against a Ukrainian martkeplace.https://t.me/CyberArmyofRussia_Reborn/1008Ukraine Russian Federation

IT Army of Ukraine has conducted a DDoS attack against a Russian retail chain.https://t.me/itarmyofukraine2022/567Russian FederationUkraine

The Chilean National Consumer Service is hit with a ransomware attack.https://www.securityweek.com/ransomware-attacks-target-government-agencies-latin-americaChile Undetermined

IT Army of Ukraine claims to have conducted a DDoS attack against a Russian media outlet.https://www.thetechoutlook.com/news/technology/security/it-army-of-ukraine-inflicted-damage-on-the-russian-media-outlet-mk/Russian FederationUkraine

MontenegroÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Âs️ security agency warns that hackers from Russia have launched a massive, coordinated cyber attack against the small nationÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Âs️ government and its services. The culprit is the Russian Cuba ransomware gang.https://www.securityweek.com/cybercriminals-apparently-involved-russia-linked-attack-montenegro-governmentMontenegroRussian Federation

Chester Upland School District announces that an international thief or thieves stole approximately $3 million from the school district during 2021.https://www.databreaches.net/pa-chester-upland-schools-victim-of-bec-scheme-to-the-tune-of-3-million/United States of AmericaUndetermined

New Hampshire Lottery officials warn of a cyberattack on its website.https://www.wmur.com/article/new-hampshire-lottery-website-experiences-cyber-attack/41000488United States of AmericaUndetermined

Data for over 2.5 million individuals with student loans from Oklahoma Student Loan Authority (OSLA) and EdFinancial is exposed after hackers breached the systems of technology services provider Nelnet Servicing.https://www.bleepingcomputer.com/news/security/nelnet-servicing-breach-exposes-data-of-25m-student-loan-accounts/United States of AmericaUndetermined

The Ragnar Locker ransomware gang claims responsibility for an attack on the flag carrier of Portugal, TAP Air Portugal, disclosed by the airline.https://www.bleepingcomputer.com/news/security/ragnar-locker-ransomware-claims-attack-on-portugals-flag-airline/Portugal Undetermined

First Street Family Health reveals to have suffered a destructive cyber attack, in which files containing patient information were exfiltrated and then deleted from its systems.https://www.hipaajournal.com/cyberattack-with-data-destruction-reported-by-first-street-family-health/United States of AmericaUndetermined

The Vice Society ransomware gang leaks a confusing dump allegedly belonging to Family Medicine Centers.https://www.databreaches.net/a-confusing-data-dump-from-vice-society/United States of AmericaUndetermined

A seller lists data from correos.gob.bo, the Bolivian postal agency. The seller claims to have 3 sql files, totaling 1.47 GB of data. The breach appears to be from 2022.https://www.databreaches.net/bits-n-pieces-trozos-y-piezas-5/Bolivia (Plurinational State of)Undetermined

Several ministries and state agencies of Montenegro have been hit by the largest cyberattack in the country's history according to the Minister of Administration. The Minister of Defence has attributed the attacks to Russia.https://www.euractiv.com/section/global-europe/news/cyberattack-hits-montenegro-government-defence-minister-points-at-russia/MontenegroUndetermined

IT Army of Ukraine has conducted a DDoS attack against a Russian news agency.https://sputniknews.com/20220826/sputnik-news-agency-under-massive-ddos-cyber-attack-1100018212.htmlRussian FederationUkraine

The Russian-affiliated collective "People's CyberArmy" claims to have conducted a DDoS attack against a Ukrainian entertainment company.https://t.me/CyberArmyofRussia_Reborn/1002Ukraine Russian Federation

LastPass discloses a data breach where internal source code and documents have been stolen from an intruder.https://www.theregister.com/2022/08/25/lastpass_security/United States of AmericaUndetermined

Researchers from Avanan reveal the details of a BEC attack targeting an undisclosed sports corporation.https://www.avanan.com/blog/cfo-spoofed-in-convincing-business-email-compromise-scamUndeterminedUndetermined

Food delivery firm DoorDash discloses a data breach exposing customer and employee data that is linked to the recent cyberattack on Twilio.https://www.bleepingcomputer.com/news/security/doordash-discloses-new-data-breach-tied-to-twilio-hackers/United States of AmericaUndetermined

Researchers from Resecurity discover leaked PII stolen from ThailandÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Â•s Department of Medical Sciences containing information about citizens with COVID-19.https://securityaffairs.co/wordpress/134952/deep-web/covid-19-data-dark-web.htmlThailand Undetermined

CorrectHealth discloses a data breach it suffered on November 2021 after external intruders accessed some employees' email accounts.https://www.databreaches.net/correcthealth-notifies-employees-of-breach-in-2021-makes-changes/United States of AmericaUndetermined



Ancora Holdings Group reports a data breach when an unauthorized party had gained access to one employeeÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Â•s email account.https://www.jdsupra.com/legalnews/ancora-holdings-group-inc-announces-6140768/United States of AmericaUndetermined

Valex Corporation files an official notice of a data breach after the company reportedly experienced a malware attack that leaked consumer data.https://www.jdsupra.com/legalnews/valex-corporation-announces-data-breach-8512646/United States of AmericaUndetermined

PT JASAMARGA TOLLROAD OPERATOR, IndonesiaÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Â•s largest major tollway and highway operator is hit by the DESORDEN threat actor, who dump 252 GB of data.https://www.databreaches.net/major-indonesia-tollroad-operator-hacked-by-desorden/Indonesia Undetermined

The clinic Don Serafino Ronchi, a clinic focused on Physiotherapy is hit by a LockBit 3.0 ransomware attack.https://www.redhotcyber.com/post/la-clinica-fisioterapica-italiana-don-serafino-ronchi-colpita-da-lockbit-3-0/Italy Undetermined

The Hive ransomware operation claims responsibility for an attack on the New York Racing Association (NYRA).https://www.bleepingcomputer.com/news/security/hive-ransomware-claims-attack-on-new-york-racing-association/United States of AmericaRussian Federation

The 2402team threat actor has targeted the largest Russian provider of online banking software, exfiltrating and publishing more than 500 GB of information.https://www.thetechoutlook.com/news/technology/security/2402-team-continues-to-attack-russia-says-we-will-destroy-you-to-an-it-service-company-called-right-line/Russian FederationUndetermined

IT Army of Ukraine claims to have conducted a DDoS attack against a Russian state-owned news agency.https://t.me/itarmyofukraine2022/551Russian FederationUkraine

NoName057(16) claims to have conducted a DDoS attack against the national healthcare system of Latvia.https://t.me/noname05716/755Latvia Russian Federation

Plex begins notifying users via email of a data breach.https://www.zdnet.com/article/plex-breached-change-your-passwords-now/United States of AmericaUndetermined

The Dominican Republic's Instituto Agrario Dominicano is hit by a Quantum ransomware attack.https://www.bleepingcomputer.com/news/security/quantum-ransomware-attack-disrupts-govt-agency-in-dominican-republic/Dominican RepublicUndetermined

The Securities and Exchange Commission of Pakistan (SECP) suffers a security breach.https://www.databreaches.net/pk-tension-within-secp-escalates-as-it-tries-to-downplay-data-breach/Pakistan Undetermined

The Northeast Rehabilitation Hospital Network discloses a cyber incident in their network.https://www.databreaches.net/nh-northeast-rehabilitation-hospital-network-updates-their-2021-breach-notification/United States of AmericaUndetermined

Gifted Healthcare reports a security breach involving the protected health information of its patients following a phishing attack.https://www.hipaajournal.com/phi-compromised-correcthealth-uf-health-shands-peter-brasseler-gifted-healthcare/United States of AmericaUndetermined

Whitman-Hanson School District investigates a data security incident that occurred at the end of July.https://www.databreaches.net/ma-whitman-hanson-school-officials-investigating-data-security-breach/United States of AmericaUndetermined

Studio Barba, an Italian Accounting firm, is hit by a LockBit 3.0 ransomware attack.https://www.redhotcyber.com/post/litaliana-studio-barba-e-stata-colpita-dal-ransomware-lockbit-3-0/Italy Undetermined

Warner Norcross & Judd reports a hacking/IT incident involving a network server and affecting the PHI of 255,160 individuals.https://www.databreachtoday.com/law-firm-says-year-old-hack-affected-phi-255000-people-a-20027United States of AmericaUndetermined

IT Army of Ukraine claims to have conducted a cyberattack and defacement operation against the biggest Russian internet provider in Crimea.https://www.thetechoutlook.com/news/technology/security/it-army-of-ukraine-claims-to-have-destroyed-russian-miranda-media/Ukraine Ukraine

NoName057(16) claims to have conducted a DDoS attack against a public servants academy.https://t.me/noname05716/743Poland Russian Federation

St. Amant Centre, an organization supporting persons with intellectual disabilities, reveals it was the victim of an attempted ransomware attack.https://www.databreaches.net/st-amant-centre-victim-of-attempted-ransomware-attack/Canada Undetermined

The identity management and authentication platform QuickLaunch is hit with a DDoS attack.https://edscoop.com/quicklaunch-university-outages-havoc-first-day-campus/United States of AmericaUndetermined

Accelya, a technology provider for many of the worldÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Â•s largest airlines, confirms to have been hit with a ransomware attack impacting some of its systems.https://therecord.media/major-airline-technology-provider-accelya-attacked-by-ransomware-group/United States of AmericaRussian Federation

The Donut Leaks ransomware gang is behind the ransomware attack against the multinational construction company Sando.https://www.bleepingcomputer.com/news/security/new-donut-leaks-extortion-gang-linked-to-recent-ransomware-attacks/Singapore Undetermined

Baker & Taylor, which describes itself as the world's largest distributor of books to libraries worldwide, is hit by a ransomware attack.https://www.bleepingcomputer.com/news/security/leading-library-services-firm-baker-and-taylor-hit-by-ransomware/United States of AmericaUndetermined

The Asl Citt di Torino is hit with a ransomware attack.https://www.cybersecurity360.it/nuove-minacce/asl-di-torino-colpita-da-attacco-informatico-molti-disagi-per-i-pazienti/Italy Undetermined

Axel Royal reports a data breach after an unauthorized party gained access to the companyÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Â•s computer network.https://www.jdsupra.com/legalnews/axel-royal-llc-confirms-recent-data-4237012/United States of AmericaUndetermined

CiCiÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Â•s Pizza confirms that the company experienced a data breach after an unauthorized party gained access to sensitive consumer data contained on its network.https://www.jdsupra.com/legalnews/cici-enterprises-lp-announces-data-4301509/United States of AmericaUndetermined

Community Loan Servicing (CLS) confirms that the company experienced a data breach after an unauthorized party gained access to sensitive consumer data contained on its network.https://www.jdsupra.com/legalnews/community-loan-servicing-llc-files-6371613/United States of AmericaUndetermined

A threat actor leaks 750 records from an Illinois K-12 School District.https://www.databreaches.net/todays-reminder-to-read-email-alerts-and-acknowledge-them/United States of AmericaUndetermined

Moon Area School District is hit with a ransomware attack. Vice Society claims responsibility for the attack.https://www.databreaches.net/todays-reminder-to-read-email-alerts-and-acknowledge-them/United States of AmericaUndetermined

IT Army of Ukraine claims to have conducted a hack and leak operation against the founder and technical director of a Russian fintech company that services Russian and Belarusian banks.https://t.me/itarmyofukraine2022/539Russian FederationUkraine

Killnet announced a campaign against a number of Moldovan state institutions and companies. According to the Moldovan Information Technology and Cyber ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬'Security Service (STISC), the campaign lasted a minimum of 72 hours and targeted about 80 information systems, platforms and public portals.https://t.me/killnet_reservs/2444Moldova (the Republic of)Russian Federation

NoName057(16) claims to have conducted a DDoS attack against a Latvian company which provides with security services to the railway.https://t.me/noname05716/735Latvia Russian Federation

NoName057(16) claims to have conducted a DDoS attack against a subsidiary of Latvian Railways, which services local infrastructure railway.https://t.me/noname05716/737Latvia Russian Federation

The Russian-affiliated collective "People's CyberArmy" claims to have conducted a DDoS attack against a Ukrainian bank.https://t.me/CyberArmyofRussia_Reborn/990Ukraine Russian Federation

NoName057(16) claims to have conducted a DDoS attack against a Latvian local cargo carrier.https://t.me/noname05716/734Latvia Russian Federation

The California Department of Corrections and Rehabilitation discloses a potential exposure of medical information, for employees and visitors who were tested for the coronavirus, after discovering some suspicious activity in a file transfer system.https://www.securityweek.com/data-california-prisons-visitors-staff-inmates-exposedUnited States of AmericaUndetermined

Mansfield Independent School District is hit with a ransomware attack.https://www.databreaches.net/schools-in-texas-pennsylvania-and-california-hit-with-ransomware-as-schools-reopen-for-the-year/United States of AmericaUndetermined

The Russian-affiliated collective "People's CyberArmy" claims to have conducted a DDoS attack against a Ukrainian bank.https://t.me/CyberArmyofRussia_Reborn/988Ukraine Russian Federation

IT Army of Ukraine claims to have conducted a DDoS attacks against two money transfer providers.https://t.me/itarmyofukraine2022/536Russian FederationUkraine

NoName057(16) claims to have conducted a DDoS attack against an Estonian news agency.https://t.me/noname05716/719Estonia Russian Federation

Haydamaki claims to have conducted a DDoS attack against the website of a Russian restaurant in Moscow.https://t.me/haydamaki/237Russian FederationUkraine

NoName057(16) claims to have conducted a DDoS attack against an Estonian website facilitating real estate purchases.https://t.me/noname05716/720Estonia Russian Federation

A breach exposes the names and Social Security numbers of current and former Elmbrook School District employees.https://eu.jsonline.com/story/communities/west/2023/04/10/names-social-security-numbers-exposed-in-data-breach-at-elmbrook/70077855007/United States of AmericaUndetermined

Australian fruit and vegetable supplier Costa Group says it was subjected to a malicious and sophisticated phishing attack that resulted in unauthorized access to its servers.https://www.bankinfosecurity.com/australian-firm-costa-group-suffers-phishing-attack-a-20231Australia Undetermined

After claiming responsibility for the attack against Entrust, the blog of the ransomware gang LockBit is taken down by a DDoS attack.https://techcrunch.com/2022/08/22/entrust-lockbit-ddos-ransomware/UndeterminedUndetermined

The South Francilien Hospital Center (CHSF) is hit with a LockBit ransomware attack.https://therecord.media/lockbit-ransomware-group-implicated-in-crippling-attack-on-french-hospital/France Russian Federation

A threat actor under the moniker of Bjorka leaks the browser history of 26M Indonesian people, allegedly hacked from IndiHome.https://www.databreaches.net/id-communication-ministry-studying-report-of-indihome-data-leak/Indonesia Undetermined

NoName057(16) claims to have conducted a DDoS attack against a Latvian telecommunication company.https://t.me/noname05716/708Latvia Russian Federation

The Russian-affiliated collective "People's CyberArmy" claims to have conducted a DDoS attack against a Ukrainian ministry.https://t.me/CyberArmyofRussia_Reborn/982Ukraine Russian Federation

The Russian-affiliated collective "People's CyberArmy" claims to have conducted a DDoS attack against an international consultation and coordination format initiated by Ukraine.https://t.me/CyberArmyofRussia_Reborn/984Ukraine Russian Federation

GreeceÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Â•s national natural gas operator DESFA confirms that it was hit with a cyberattack but said it will not negotiate with the people behind the incident. The Ragnar Locker ransomware gang adds the organization to its leak site.https://therecord.media/greek-gas-operator-refuses-to-negotiate-with-ransomware-group-after-attack/Greece Undetermined

Sierra College discloses to have been hit with a ransomware attack.https://www.databreaches.net/schools-in-texas-pennsylvania-and-california-hit-with-ransomware-as-schools-reopen-for-the-year/United States of AmericaUndetermined

The Hive ransomware gang claims responsibility for an attack that hit the systems of Bell Canada subsidiary Bell Technical Solutions (BTS).https://www.govtech.com/education/higher-ed/whitworth-university-still-recovering-from-ransomware-attackUnited States of AmericaRussian Federation

NoName057(16) claims to have conducted a DDoS campaign against the websites of nine regional Polish courtshttps://t.me/noname05716/693Poland Russian Federation

The Whitworth University is hit with a ransomware attack.https://www.govtech.com/education/higher-ed/whitworth-university-still-recovering-from-ransomware-attackUnited States of AmericaUndetermined



Textile company Sferra Fine Linens announces that it has started notifying individuals of a cybersecurity incident involving their personal information.https://www.securityweek.com/textile-company-sferra-discloses-data-breachUnited States of AmericaUndetermined

Holdcroft Motor Group, one of the UKÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Âs️ largest family-run car dealerships, admits suffering a serious ransomware attack, which resulted in data theft (two years' worth of data) and the damage ÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Â±beyond repairÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Â® of some core systems.https://www.infosecurity-magazine.com/news/car-dealership-hit-by-major/United Kingdom of Great Britain and Northern IrelandUndetermined

Fremont County is hit by a BlackCat ransomware attack.https://www.koaa.com/news/covering-colorado/fremont-county-cyberattack-updatesUnited States of AmericaRussian Federation

North DakotaÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Â•s Department of Workforce Safety & Insurance (WSI) discloses a phishing incident compromising the personal information of 182 individuals.https://www.govtech.com/security/employee-data-exposed-after-north-dakota-phishing-attackUnited States of AmericaUndetermined

The Prefeitura do Rio confirms to have hit by a cyber attack.https://www.databreaches.net/bits-n-pieces-trozos-y-piezas-4/Brazil Undetermined

Zarya claims to have hacked, and exfiltrated data from, the official website of a Ukrainian administrative center, and have subsequently leaked the data of thousands of Ukrainian citizens.https://t.me/ddos_channel_rus/432Ukraine Russian Federation

NoName057(16) claims to have conducted a DDoS attack against the website of a higher Polish court.https://t.me/noname05716/680Poland Russian Federation

NoName057(16) claims to have conducted a DDoS campaign against the websites of six regional Polish courtshttps://t.me/noname05716/681Poland Russian Federation

IT Army of Ukraine claims to have conducted a DDoS campaign against three companies and their online resources providing banking services for international debit cards and money transfers today.https://t.me/itarmyofukraine2022/531Russian FederationUkraine

The Russian-affiliated collective "People's CyberArmy" claims to have conducted a DDoS attack against a news agency.https://t.me/CyberArmyofRussia_Reborn/976Ukraine Russian Federation

Vice Society encrypts network and threatens to leak data on their dark web portal.http://ecdmr42a34qovoph557zotkfvth4fsz56twvwgiylstjup4r5bpc4oad.onion/JhykowedsgX/Z1S2K8tyqb7h9v/Canada Undetermined

Vice Society encrypts network and threatens to leak data on their dark web portal.http://ecdmr42a34qovoph557zotkfvth4fsz56twvwgiylstjup4r5bpc4oad.onion/JhykowedsgX/jDSxoxQa5zse1L/France Undetermined

Estonia claims to have repelled "the most extensive cyber attacks since 2007", shortly after removing Soviet monuments in a region with an ethnic Russian majority.https://www.reuters.com/world/europe/estonia-says-it-repelled-major-cyber-attack-after-removing-soviet-monuments-2022-08-18/Estonia Russian Federation

The pro-Russian collective Killnet takes down ESTO AS, the main payment provider in Estonia.https://runews24.ru/society/17/08/2022/a66e4f36646d32e3bb459604947b3390Estonia Russian Federation

Google says it has blocked the largest ever HTTPS-based distributed-denial-of-service (DDoS) attack in June, which peaked at 46 million requests per second.https://www.theregister.com/2022/08/18/google_record_ddos/UndeterminedUndetermined

Bitcoin ATM manufacturer General Bytes confirms that it was a victim of a cyberattack that exploited a previously unknown flaw in its software to plunder cryptocurrency from its users.https://thehackernews.com/2022/08/hackers-stole-crypto-from-bitcoin-atms.htmlUnited States of AmericaUndetermined

Puerto RicoÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Â•s Oficina de Servicios Legislativos (OLS) confirms to have suffered a cyber attackhttps://www.databreaches.net/bits-n-pieces-trozos-y-piezas-4/United States of AmericaUndetermined

Henderson & Walton WomenÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Â•s Center (HWWC) notifies 34,306 patients that some of their protected health information may have been compromised as a result of a hacker gaining access to the email account of one of its employees.https://www.hipaajournal.com/data-breach-henderson-walton-womens-center-genesis-health-care-inc/United States of AmericaUndetermined

SF Fire Credit Union reports a data breach impacting affected membersÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Â• names, credit card numbers, CVV numbers, card expiration dates, and PIN numbers.https://www.jdsupra.com/legalnews/sf-fire-credit-union-reports-data-7735822/United States of AmericaUndetermined

Newcourse Communications reports a data breach after the companyÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Â•s computer systems were hacked.https://www.jdsupra.com/legalnews/newcourse-communications-inc-announces-8964303/United States of AmericaUndetermined

Lionel Holdings reports a data breach after the company fell victim to a ransomware attack.https://www.jdsupra.com/legalnews/lionel-holdings-llc-reports-data-breach-4087972/United States of AmericaUndetermined

The Russian-affiliated collective "People's CyberArmy" has conducted a DDoS attack against an online forum of Russian oppositionhttps://t.me/CyberArmyofRussia_Reborn/969Ukraine Russian Federation

NoName057(16) claims to have conducted a DDoS attack against the website of a higher Polish court.https://t.me/noname05716/670Poland Russian Federation

The Russian-affiliated collective "People's CyberArmy" claims to have conducted a DDoS attack against an alcohol manufacturer.https://t.me/CyberArmyofRussia_Reborn/974Ukraine Russian Federation

RANSOM HOUSE criminal gang exploits data and encrypts systems. Data and ransom demands presented on "leak" site on dark web.http://xw7au5pnwtl6lozbsudkmyd32n6gnqdngitjdppybudan3x3pjgpmpid.onion/r/4fbda4d30d071e3485877fa270faf24923cde58cItaly Undetermined

RANSOM HOUSE criminal gang exploits data and encrypts systems. Data and ransom demands presented on "leak" site on dark web.http://xw7au5pnwtl6lozbsudkmyd32n6gnqdngitjdppybudan3x3pjgpmpid.onion/r/4fbda4d30d071e3485877fa270faf24923cde58cItaly Undetermined

RANSOM HOUSE criminal gang exploits data and encrypts systems. Data and ransom demands presented on "leak" site on dark web.http://xw7au5pnwtl6lozbsudkmyd32n6gnqdngitjdppybudan3x3pjgpmpid.onion/r/4fbda4d30d071e3485877fa270faf24923cde58cItaly Undetermined

RANSOM HOUSE criminal gang exploits data and encrypts systems. Data and ransom demands presented on "leak" site on dark web.http://xw7au5pnwtl6lozbsudkmyd32n6gnqdngitjdppybudan3x3pjgpmpid.onion/r/4fbda4d30d071e3485877fa270faf24923cde58cItaly Undetermined

RANSOM HOUSE criminal gang exploits data and encrypts systems. Data and ransom demands presented on "leak" site on dark web.http://xw7au5pnwtl6lozbsudkmyd32n6gnqdngitjdppybudan3x3pjgpmpid.onion/r/4fbda4d30d071e3485877fa270faf24923cde58cItaly Undetermined

RANSOM HOUSE criminal gang exploits data and encrypts systems. Data and ransom demands presented on "leak" site on dark web.http://xw7au5pnwtl6lozbsudkmyd32n6gnqdngitjdppybudan3x3pjgpmpid.onion/r/4fbda4d30d071e3485877fa270faf24923cde58cItaly Undetermined

RANSOM HOUSE criminal gang exploits data and encrypts systems. Data and ransom demands presented on "leak" site on dark web.http://xw7au5pnwtl6lozbsudkmyd32n6gnqdngitjdppybudan3x3pjgpmpid.onion/r/4fbda4d30d071e3485877fa270faf24923cde58cItaly Undetermined

RANSOM HOUSE criminal gang exploits data and encrypts systems. Data and ransom demands presented on "leak" site on dark web.http://xw7au5pnwtl6lozbsudkmyd32n6gnqdngitjdppybudan3x3pjgpmpid.onion/r/4fbda4d30d071e3485877fa270faf24923cde58cItaly Undetermined

Peter Brasseler Holdings confirms it was the victim of a ransomware attack.https://www.hipaajournal.com/phi-compromised-correcthealth-uf-health-shands-peter-brasseler-gifted-healthcare/United States of AmericaUndetermined

Calcium Products reports a data breach after the company experienced a ÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Â±data security incident."https://www.jdsupra.com/legalnews/calcium-products-inc-confirms-recent-4802844/United States of AmericaUndetermined

Forsyth County Medical Office discloses a cyber attack where suspicious emails were being sent out through the practices email system.https://www.databreaches.net/ga-hacker-disrupts-systems-at-forsyth-county-medical-office/United States of AmericaUndetermined

NoName057(16) claims to have conducted a DDoS campaign against the main 16 Polish judicial courts.https://t.me/noname05716/652Poland Russian Federation

The Russian-affiliated collective "People's CyberArmy" claims to have conducted a DDoS attack against a company that develops, manufactures and sells metal products.https://t.me/CyberArmyofRussia_Reborn/964Ukraine Russian Federation

The Russian-affiliated collective "People's CyberArmy" has conducted a DDoS attack against the website of a Ukrainian heating provider.https://t.me/CyberArmyofRussia_Reborn/967Ukraine Russian Federation

Vice Society encrypts network and threatens to leak data on their dark web portal.http://ecdmr42a34qovoph557zotkfvth4fsz56twvwgiylstjup4r5bpc4oad.onion/JhykowedsgX/fgh5dvwi1agdTY/Spain Undetermined

Vice Society encrypts network and threatens to leak data on their dark web portal.http://ecdmr42a34qovoph557zotkfvth4fsz56twvwgiylstjup4r5bpc4oad.onion/JhykowedsgX/Koi9GR67WWqmbD/Spain Undetermined

UkraineÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Â•s state nuclear power company Energoatom said Russian-based hackers launched a major three-hour attack on its website but had not caused significant problems.https://www.reuters.com/article/ukraine-crisis-energoatom-cyber-idINL1N2ZS1MJUkraine Russian Federation

Service By Medallion (SBM) reports a data breach after an unauthorized party gained access to an employee's email account.https://www.jdsupra.com/legalnews/service-by-medallion-inc-reports-data-8815042/United States of AmericaUndetermined

HanesBrands, reports a data breach after the company experienced a ransomware attack.https://www.jdsupra.com/legalnews/hanesbrands-inc-reports-data-breach-7421811/United States of AmericaUndetermined

Argentinian agribusiness Aceitera General Deheza (AGD) discloses a ransomware attack.https://www.databreaches.net/ar-aceitera-general-dehezas-discloses-ransomware-attack/Argentina Undetermined

The Russian-affiliated collective "People's CyberArmy" claims to have conducted a DDoS attack against an organization collecting donations in support of the Ukrainian armed forces.https://t.me/CyberArmyofRussia_Reborn/955Ukraine Russian Federation

The Ukrainian-affiliated collective StudentCyberArmy claims to have conducted a DDoS campaign against the servers of Russian regional administrations.https://t.me/studentcyberarmy/625Russian FederationUkraine

IT Army of Ukraine claims to have conducted a DDoS attack against all Internet resources of a Russian political party.https://t.me/ITArMOfUKEnG100/523Russian FederationUkraine

The Ukrainian-affiliated collective Cyber Palyanitsa claims to have conducted a DDoS attack against the servers of a Russian news agency.https://t.me/CyberPalyanitsa/426Russian FederationUkraine

The Russian-affiliated collective "People's CyberArmy" claims to have conducted a DDoS attack against a Ukrainianian national institute.https://t.me/CyberArmyofRussia_Reborn/960Ukraine Russian Federation

Haydamaki claims to have conducted a DDoS attack against the website of a Russian tour operating company.https://t.me/haydamaki/234Russian FederationUkraine

Ascension St. Vincent's Coastal Cardiology files an official notice of a data breach after the company experienced a ransomware attack.https://www.jdsupra.com/legalnews/ascension-st-vincent-s-coastal-6277323/United States of AmericaUndetermined

Argentina's Judiciary of CÃƒÂƒÃ†Â’'rdoba shuts down its IT systems after suffering a ransomware attack, reportedly at the hands of the new 'Play' ransomware operation.https://www.bleepingcomputer.com/news/security/argentinas-judiciary-of-c-rdoba-hit-by-play-ransomware-attack/Argentina Undetermined

South Staffordshire Water, a company supplying 330 million liters of drinking water to 1.6m consumers daily, issues a statement confirming IT disruption from a cyberattack. The Cl0p ransomware gang claims responsibility but they misidentify the victim.https://www.bleepingcomputer.com/news/security/hackers-attack-uk-water-supplier-but-extort-wrong-company/United Kingdom of Great Britain and Northern IrelandUndetermined

DigitalOcean warns customers that the recent MailChimp security breach exposed the email addresses of some customers, with a small number receiving unauthorized password resets.https://www.bleepingcomputer.com/news/security/new-mailchimp-breach-exposed-digitalocean-customer-email-addresses/United States of AmericaUndetermined

The BlackByte ransomware group is back and leaks immediately a new victim in their new website.https://www.bleepingcomputer.com/news/security/blackbyte-ransomware-gang-is-back-with-new-extortion-tactics/UndeterminedUndetermined



San Diego American Indian Health Center (SDAIHC) discloses to have suffered a data breach that involved an undisclosed number of current and former individuals served by the health center.https://healthitsecurity.com/news/ny-billing-company-suffers-ransomware-attack-942k-impactedUnited States of AmericaUndetermined

Florida Springs Surgery Center discloses t was the victim of a phishing attack where 2,203 patients' information was affected.https://www.beckershospitalreview.com/cybersecurity/2-203-patients-affected-by-florida-surgery-center-phishing-attack.htmlUnited States of AmericaUndetermined

Elefondati is hit with an LV ransomware attack. The attackers also offer a security audit, should the company decide to pay the ransom.https://www.redhotcyber.com/post/attacco-informatico-allitaliana-elefondati-con-il-riscatto-anche-i-risultati-dellaudit-tecnico/Italy Undetermined

Clark Patterson Lee (CPL) reports a data breach after the company experienced what appears to be a ransomware attack.https://www.jdsupra.com/legalnews/clark-patterson-lee-reports-data-breach-5046039/United States of AmericaUndetermined

United HealthCare Services confirms that the company experienced a data breach.https://www.jdsupra.com/legalnews/united-healthcare-services-inc-2892704/United States of AmericaUndetermined

Damart, a French clothing company with over 130 stores across the world, is being extorted for $2 million after a cyberattack from the Hive ransomware gang.https://www.bleepingcomputer.com/news/security/damart-clothing-store-hit-by-hive-ransomware-2-million-demanded/France Russian Federation

Eagle Mountain City falls victim to a BEC scam that resulted in the loss of nearly $1.13 million.https://www.fox13now.com/news/crime/eagle-mountain-city-falls-victim-to-cybercrime-loses-nearly-1-13-millionUnited States of AmericaUndetermined

NoName057(16) claims to have conducted a DDoS attack against a Latvian company providing microfinancial services.https://t.me/noname05716/638Latvia Russian Federation

NoName057(16) claims to have conducted a DDoS attack against a Latvian company providing issuance of loans to the public.https://t.me/noname05716/639Latvia Russian Federation

NoName057(16) claims to have conducted a DDoS attack against a Latvian company providing financial services, such as consumer and pawn loans.https://t.me/noname05716/640Latvia Russian Federation

NoName057(16) claims to have conducted a DDoS attack against a Latvian company providing credits.https://t.me/noname05716/641Latvia Russian Federation

The Chilean Empresa Nacional del PetrÃƒÂƒÃ†Â’'leo (ENAP) suffers a BEC scam, but is able to avoid financial losses thanks to a bank alert.https://www.databreaches.net/chile-empresa-nacional-del-petroleo-spared-from-financial-losses-in-bec-attack-by-alert-bank/Chile Undetermined

Family Walk-In Clinic discloses to have suffered a data security incident that resulted in information being taken from its systems.https://healthitsecurity.com/news/primary-care-clinic-network-suffers-healthcare-data-breach-233k-impactedUnited States of AmericaUndetermined

Anonymous Russia claims to have conducted a DDoS attack against a Ukrainian telecommunication provider.https://t.me/anon_by/311Ukraine Russian Federation

NoName057(16) claims to have conducted a DDoS attack against a Lithuanian mobile operator.https://t.me/noname05716/635Lithuania Russian Federation

The Russian-affiliated collective Phoenix claims to have conducted a DDoS attack against a Danish Institution.https://t.me/phoenixinform/734Denmark Ukraine

NoName057(16) claims to have conducted a DDoS attack against a Latvian organisationhttps://t.me/noname05716/630Latvia Russian Federation

NoName057(16) claims to have conducted a DDoS attack against a Latvian association uniting companies outside the banking sector that provide financial services to Latvian citizens using financial technologies.https://t.me/noname05716/631Latvia Russian Federation

NoName057(16) claims to have conducted a DDoS attack against a Polish logistics operator, the largest rail freight carrier in the country.https://t.me/noname05716/633Poland Russian Federation

NoName057(16) claims to have conducted a DDoS attack against a Lithuanian company providing transport services.https://t.me/noname05716/634Lithuania Russian Federation

IT Army of Ukraine claims to have conducted a DDoS campaign against 62 Russian news agencies.https://t.me/itarmyofukraine2022/523Russian FederationUkraine

The Russian-affiliated collective "People's CyberArmy" claims to have conducted a DDoS attack against an online marketplace.https://t.me/CyberArmyofRussia_Reborn/940Ukraine Russian Federation

Haydamaki claims to have conducted a DDoS attack against the website of a Russian tour operating company.https://t.me/haydamaki/233Russian FederationUkraine

CS.MONEY, one of the largest platforms for trading CS:GO (Counter-Strike: Global Offensive) skins, takes its website offline after a cyberattack allows hackers to loot 20,000 items worth approximately $6,000,000.https://www.bleepingcomputer.com/news/security/cs-go-trading-site-hacked-to-steal-6-million-worth-of-skins/UndeterminedUndetermined

Researchers from CloudSEK reveal that BharatPayÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Âs️ backend database containing customersÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Â ️personal information, bank balance, and transaction data from Feb. 2018 to Aug. 2022 is leaked on a cybercrime forum.https://ciso.economictimes.indiatimes.com/news/bharatpay-finance-services-breached-personal-data-transaction-details-of-37000-users-leaked-online/93586873India Undetermined

NoName057(16) claims to have conducted a DDoS attack against the website of a Latvian instutiton.https://t.me/noname05716/627Latvia Russian Federation

ShitExpress, a web service that lets you send a box of feces along with a personalized message to friends and enemies, is breached after a threat actor spots a vulnerability and downloads the entire database.https://www.bleepingcomputer.com/news/security/anonymous-poop-gifting-site-hacked-customers-exposed/UndeterminedUndetermined

MailChimp discloses a security incident targeting crypto companies.https://mailchimp.com/en-gb/august-2022-security-incident/United States of AmericaUndetermined

Conifer Health Solutions finds out that an unauthorized third-party acquired access to a business email account hosted by Microsoft Office 365.https://www.defensorum.com/independent-case-management-conifer-health-solutions-report-cyberattacks/United States of AmericaUndetermined

Overlake Medical Center & Clinics notifies 557 individuals of an email security incident involving some patient information.https://healthitsecurity.com/news/baton-rouge-general-confirms-healthcare-data-breachUnited States of AmericaUndetermined

Onyx Technologies notifies regulators and others about a ransomware attack that impacted 96,814 individuals.https://www.databreaches.net/md-onyx-technology-alerts-clients-and-patients-of-ransomware-incident/United States of AmericaUndetermined

A hacker claims to have obtained the personal information of 48.5 million users of a COVID health mobile app run by the city of Shanghai.https://www.databreaches.net/hacker-offers-to-sell-data-of-48-5-mln-users-of-shanghais-covid-app/China Undetermined

The e-mail server of the Presidency of Moldova is compromised.https://www.databreaches.net/cyberattack-on-the-presidency-of-moldova-compromised-servers/Moldova (the Republic of)Undetermined

MorrieÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Â•s Auto Group reports a data breach after detecting suspicious activity within its computer system.https://www.jdsupra.com/legalnews/morrie-s-auto-group-confirms-data-7048562/United States of AmericaUndetermined

Vitra Health notifies 1,618 patients that some of their protected health information has been exposed and potentially stolen after an employee email account had been accessed by an unauthorized individual.https://www.hipaajournal.com/hacking-and-data-theft-incident-reported-by-centrastate-healthcare-system/United States of AmericaUndetermined

IT Army of Ukraine claims to have conducted a DDoS attack against all Internet resources of a Russian videoconferance product.https://t.me/itarmyofukraine2022/522Russian FederationUkraine

The pro-Russian hacktivist gang known as Killnet claims responsibility for an attack to Lockheed Martin and leaks some PII data of its employees.https://www.securityweek.com/killnet-releases-proof-its-attack-against-lockheed-martinUnited States of AmericaRussian Federation

The pro-Russian hacker gang known as Killnet takes down the website of LatviaÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Âs️ parliament after lawmakers there designated Russia as a ÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Â±state sponsor of terrorism.ÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Â®https://therecord.media/pro-kremlin-hackers-target-latvias-parliament-after-declaring-russia-a-sponsor-of-terrorism/Latvia Russian Federation

Lee County Emergency Medical Services notifies an undisclosed number of individuals of a third-party security breach relating to Intermedix Corporation.https://healthitsecurity.com/news/ransomware-attack-at-lamoille-health-partners-impacts-59kUnited States of AmericaUndetermined

A large database containing 23 Million unique records of AT&T customer is discovered in the dark web. The company claims the database has been taken from a credit agency.https://therecord.media/att-denies-connection-to-database-of-23-million-ssns-says-it-may-be-tied-to-credit-agency-breach/United States of AmericaUndetermined

Payment gateway provider iPay88 reveals in a statement that it suffered a "cybersecurity incident" that may have compromised customers' card data.https://www.thestar.com.my/tech/tech-news/2022/08/11/payment-gateway-provider-ipay88-says-cybersecurity-incident-may-have-compromised-users-card-dataMalaysia Undetermined

A ransomware infection may have exposed 2,000 Ypsilanti-area utility customersÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Â• bank payment information to unauthorized individuals.https://www.databreaches.net/ransomware-potentially-exposed-2000-ypsilanti-area-utility-customers-bank-information/United States of AmericaUndetermined

MJH Life Sciences (MJH) reports a data breach after the company suffers a cyberattack.https://www.jdsupra.com/legalnews/mjh-life-sciences-confirms-recent-data-1002386/United States of AmericaUndetermined

Blume Global reports a data breach stemming from what the company characterizes as a malware attack.https://www.jdsupra.com/legalnews/blume-global-inc-confirms-data-breach-9224147/United States of AmericaUndetermined

Yale Medicine discloses a ransomware incident.https://www.databreaches.net/yale-medicine-discloses-breach-of-doctors-prior-patient-records-system/United States of AmericaUndetermined

Haydamaki claims to have conducted a DDoS attack against the website of a Russian tour operating company.https://t.me/haydamaki/230Russian FederationUkraine

Cisco confirms that a threat actor breached its corporate network and tried to extort them under the threat of leaking stolen files online.https://www.bleepingcomputer.com/news/security/russian-svr-hackers-use-google-drive-dropbox-to-evade-detection/United States of AmericaUndetermined

Butler County Health Care Center is hit by a cyber attack thwarted with the support of FBI.https://www.beckershospitalreview.com/cybersecurity/fbi-thwarts-cyberattack-at-omaha-hospital.htmlUnited States of AmericaUndetermined

The Municipalities of Valdisieve and Valdarno are hit with a RansomHouse ransomware attack.https://www.redhotcyber.com/post/i-dati-dellunione-dei-comuni-valdisieve-e-valdarno-sono-online-li-pubblica-ransomhouse/Italy Undetermined

Ista International takes their systems offline after a ransomware attack. Daixin Team claims responsibility.https://www.databreaches.net/scoop-ista-international-takes-systems-offline-in-wake-of-ransomware-attack-daixin-team-claims-thousands-of-servers-encrypted/Germany China

Sumiwa Koun Co. is hit with a ransomware attack.https://www.databreaches.net/malware-attacks-reported-by-three-japanese-entities/Japan Undetermined

Multiple members of the Peruvian Congress of the Republic receive suspicious messages on their cell phones after their information is leaked on the internet.https://www.databreaches.net/personal-details-of-peruvian-congress-and-parliamentarians-leaked-on-internet-used-for-phishing-attempts/Peru Undetermined

A data breach at the University of Kashmir exposes the personal information of over 1 million students of the university and employees.https://www.databreaches.net/kashmir-university-hacking-data-of-1-million-students-found-on-dark-web/India Undetermined

NAF, Inc. reports a data breach after detecting unusual activity on its network.https://www.jdsupra.com/legalnews/naf-inc-reports-data-breach-following-7897257/United States of AmericaUndetermined

Legacy Supply Chain Services confirms that the company experienced a data breach after an unauthorized party gained access to sensitive consumer data contained on its network.https://www.jdsupra.com/legalnews/legacy-supply-chain-services-inc-3551819/United States of AmericaUndetermined



The Russian-affiliated collective Anonymous Russia claims to have conducted a DDoS attack against the website of the Security Services of Ukraine.https://t.me/anon_by/283Ukraine Russian Federation

A threat actor Russian-affiliated threat actor conducted a DDoS attack against a Latvian news agency.https://www.lsm.lv/raksts/zinas/latvija/zinu-agentura-leta-nedelas-nogale-piedzivojusi-vienu-no-lielakajiem-kiberuzbrukumiem.a468840/Latvia Undetermined

Cloudflare says some of its employees' credentials were also stolen in an SMS phishing attack similar to the one that led to Twilio's network being breached last week.https://www.bleepingcomputer.com/news/security/cloudflare-employees-also-hit-by-hackers-behind-twilio-breach/United States of AmericaUndetermined

Pro-Russian hackers from the NoName057(16) take down the website of Finland's parliament, citing HelsinkiÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Â•s NATO application as the reason behind the DDoS attack.https://cybernews.com/cyber-war/russian-hackers-target-finland-parliaments-website/Finland Russian Federation

Cloudflare says some of its employees' credentials were also stolen in an SMS phishing attack similar to the one that led to Twilio's network being breached last week.https://www.bleepingcomputer.com/news/security/cloudflare-employees-also-hit-by-hackers-behind-twilio-breach/United States of AmericaUndetermined

Curve Finance is compromised, as threat actors are able to effectively ÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Â±cloneÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Â® curve.fi and send user traffic to its fake crypto-exchange site. $770,000 worth is stolen by the attackers.https://www.scmagazine.com/analysis/application-security/cryptocurrency-exchanges-thrown-another-curve-with-recent-dns-attackUndeterminedUndetermined

BRP discloses a ransomware attack that forces the company to suspend the operations temporarily.https://www.theglobeandmail.com/business/article-ski-doo-maker-brp-hit-by-cyberattack-temporarily-suspends-operations/Canada Undetermined

The computer systems of the Simon-Marius-Gymnasium in Gunzenhausen are temporarily unavailable after a ransomware attack.https://www.databreaches.net/german-school-hit-by-ransomware/Germany Undetermined

The Atsugishi Fishery Cooperative Association reveals that customer information on the storeÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Â•s mail order site, Auroko, may have been leaked to outside parties due to infection by the malware Emotet.https://www.databreaches.net/malware-attacks-reported-by-three-japanese-entities/Japan Undetermined

The Judicial Poder of Quintana Roo suffers a ransomware attack.https://www.databreaches.net/bits-n-pieces-trozos-y-piezas-3/Mexico Undetermined

Texas Meter & Device Company (TMD) reports a data breach stemming from an incident in which an attacker gained access to the companyÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Â•s computer network.https://www.jdsupra.com/legalnews/texas-meter-device-company-announces-1041400/United States of AmericaUndetermined

Killnet claims to have conduced a DDoS attack against a Swiss-based international organisation who is committed to advancing human rights to all people, disregarding gender identity, sex characteristics and expression.https://t.me/killnet_reservs/2270SwitzerlandRussian Federation

The Russia-afifliated collective "People's CyberArmy" claims to have conducted a DDoS attack against a Ukrainian printing plant.https://t.me/CyberArmyofRussia_Reborn/898Ukraine Russian Federation

The Russian-affiliated collective Phoenix claims to have conducted a DDoS campaign against British hospitals and foundations assisting Ukraine.https://t.me/phoenixinform/766United Kingdom of Great Britain and Northern IrelandUkraine

7-Eleven stores in Denmark shut down after a cyber attack disrupts storesÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Â• payment and checkout systems throughout the country. A ransomware attack is confirmed few days later.https://www.bleepingcomputer.com/news/security/7-eleven-stores-in-denmark-closed-due-to-a-cyberattack/Denmark Undetermined

Email marketing firm Klaviyo discloses a data breach after threat actors steal an employee's login credentials in a phishing attack and gain access to internal systems and download marketing lists for cryptocurrency-related customershttps://www.bleepingcomputer.com/news/security/email-marketing-firm-hacked-to-steal-crypto-focused-mailing-lists/United States of AmericaUndetermined

Columbia River Mental Health Services discloses a data security breach involving some employee email accounts.https://www.databreaches.net/wa-columbia-river-mental-health-services-issues-preliminary-media-notice-of-a-breach/United States of AmericaUndetermined

The website and servers of the Bulgarian Food Safety Agency (BFSA) have come under a cyber attack.https://www.databreaches.net/bits-n-pieces-77/Bulgaria Undetermined

eCapital Corp. reports a data breach after the company detected unauthorized access within its computer network.https://www.jdsupra.com/legalnews/ecapital-corp-announces-june-2021-data-8800694/United States of AmericaUndetermined

7-Eleven stores in Denmark shut down after a cyber attack disrupts storesÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Â• payment and checkout systems throughout the country. A ransomware attack is confirmed few days later.https://www.bleepingcomputer.com/news/security/7-eleven-stores-in-denmark-closed-due-to-a-cyberattack/Denmark Undetermined

Email marketing firm Klaviyo discloses a data breach after threat actors steal an employee's login credentials in a phishing attack and gain access to internal systems and download marketing lists for cryptocurrency-related customershttps://www.bleepingcomputer.com/news/security/email-marketing-firm-hacked-to-steal-crypto-focused-mailing-lists/United States of AmericaUndetermined

Columbia River Mental Health Services discloses a data security breach involving some employee email accounts.https://www.databreaches.net/wa-columbia-river-mental-health-services-issues-preliminary-media-notice-of-a-breach/United States of AmericaUndetermined

The website and servers of the Bulgarian Food Safety Agency (BFSA) have come under a cyber attack.https://www.databreaches.net/bits-n-pieces-77/Bulgaria Undetermined

The CÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Â¤mara Municipal de Teresina in Brazil is taken down after a cyber attack.https://www.databreaches.net/bits-n-pieces-trozos-y-piezas-3/Brazil Undetermined

eCapital Corp. reports a data breach after the company detected unauthorized access within its computer network.https://www.jdsupra.com/legalnews/ecapital-corp-announces-june-2021-data-8800694/United States of AmericaUndetermined

Tift Regional Medical Center is the victim of a Hive ransomware attack.https://www.databreaches.net/scoop-tift-regional-medical-center-victim-of-ransom-attack-in-july/United States of AmericaRussian Federation

IT Army of Ukraine claims to have conducted a DDoS attack against all Internet resources of a Russian platform for video calls and remote works.https://t.me/itarmyofukraine2022/516Russian FederationUkraine

The Russia-affiliated collective "People's CyberArmy" claims to have conducted a DDoS attack against the supreme auditing institution of Ukraine.https://t.me/CyberArmyofRussia_Reborn/877Ukraine Russian Federation

The Russia-afifliated collective "People's CyberArmy" claims to have conducted a DDoS attack against a Ukrainian governmental database.https://t.me/CyberArmyofRussia_Reborn/873Ukraine Russian Federation

The official website of the administration of a Ukrainian city of was subjected to a powerful DDoS attack.https://www.mk.ru/politics/2022/08/08/khakery-atakovali-sayt-administracii-donecka.html?ysclid=l6m9g6u0as146693563Ukraine Undetermined

Killnet claims to have conducted a DDoS attack against a US federal agency in the health sector.https://t.me/killnet_reservs/2253United States of AmericaRussian Federation

Haydamaki claims to have conducted a DDoS attack against the website of a Russian entertainment facility that provides wind tunneling.https://t.me/haydamaki/229Russian FederationUkraine

Presbyterian Healthcare Services reveals that the protected health information of 2,624 patients was stored in an employee email account that was accessed by an unauthorized third party following a phishing email.https://www.hipaajournal.com/235000-keystone-health-patients-affected-by-august-2022-cyberattack/United States of AmericaUndetermined

Cloud communications company Twilio says some of its customers' data was accessed by attackers who breached internal systems after stealing employee credentials in an SMS phishing attack.https://www.bleepingcomputer.com/news/security/twilio-discloses-data-breach-after-sms-phishing-attack-on-employees/United States of AmericaUndetermined

Steven Galanis, the CEO of celebrity video platform Cameo gets his Apple ID hacked, and as a result, he loses a variety of NFTs.https://www.theverge.com/2022/8/8/23296811/cameo-ceo-steven-galanis-bayc-otherside-apecoin-nft-theftUnited States of AmericaUndetermined

Primary Care of Long Island is hit with a ransomware attack.https://www.databreaches.net/new-york-medical-practices-hit-by-bl00dy-ransomware-gang/United States of AmericaUndetermined

oncallpractice.com is hit with a ransomware attack.https://www.databreaches.net/new-york-medical-practices-hit-by-bl00dy-ransomware-gang/United States of AmericaUndetermined

Cloud communications company Twilio says some of its customers' data was accessed by attackers who breached internal systems after stealing employee credentials in an SMS phishing attack.https://www.bleepingcomputer.com/news/security/twilio-discloses-data-breach-after-sms-phishing-attack-on-employees/United States of AmericaUndetermined

Steven Galanis, the CEO of celebrity video platform Cameo gets his Apple ID hacked, and as a result, he loses a variety of NFTs.https://www.theverge.com/2022/8/8/23296811/cameo-ceo-steven-galanis-bayc-otherside-apecoin-nft-theftUnited States of AmericaUndetermined

Primary Care of Long Island is hit with a ransomware attack.https://www.databreaches.net/new-york-medical-practices-hit-by-bl00dy-ransomware-gang/United States of AmericaUndetermined

oncallpractice.com is hit with a ransomware attack.https://www.databreaches.net/new-york-medical-practices-hit-by-bl00dy-ransomware-gang/United States of AmericaUndetermined

Formosa Television (FTV) suffers a cyber attack and its live online content is changed to pro-China messages.https://www.taipeitimes.com/News/taiwan/archives/2022/08/11/2003783346Taiwan (Province of China)Undetermined

SERV Behavioral Health System is allegedly hit by a Hive ransomware attack.https://www.databreaches.net/nj-serv-behavioral-health-system-remains-quiet-about-alleged-ransomware-attack-in-may/United States of AmericaRussian Federation

Disability Help Group is hit by a ransomware attack.https://www.databreaches.net/ransomware-team-hits-disability-help-group/United States of AmericaUndetermined

Formosa Television (FTV) suffers a cyber attack and its live online content is changed to pro-China messages.https://www.taipeitimes.com/News/taiwan/archives/2022/08/11/2003783346Taiwan (Province of China)Undetermined

SERV Behavioral Health System is allegedly hit by a Hive ransomware attack.https://www.databreaches.net/nj-serv-behavioral-health-system-remains-quiet-about-alleged-ransomware-attack-in-may/United States of AmericaRussian Federation

Disability Help Group is hit by a ransomware attack.https://www.databreaches.net/ransomware-team-hits-disability-help-group/United States of AmericaUndetermined

Elbit Systems of America, a subsidiary of Israeli defense giant Elbit Systems, confirms suffering a data breach, a few months after the Black Basta ransomware gang claimed to have hacked the company's systems.https://www.securityweek.com/defense-giant-elbit-confirms-data-breach-after-ransomware-gang-claims-hackUnited States of AmericaUndetermined

Colosseum Dental Benelux is hit with a ransomware attack. More than 100 shops are forced to close.https://www.techzine.eu/news/security/85448/cyberattack-closes-more-than-100-dental-practices-in-benelux/NetherlandsUndetermined

United Kingdom's National Health Service (NHS) 111 emergency services are affected by a significant and ongoing outage triggered by a cyberattack that hit the systems of British managed service provider (MSP) Advanced.https://www.bleepingcomputer.com/news/security/uk-nhs-suffers-outage-after-cyberattack-on-managed-service-provider/United Kingdom of Great Britain and Northern IrelandUndetermined

Attackers suspected to be from the North Korean Lazarus group used a phishing email to trick company employees and steal cryptocurrency from deBridge Finance, a cross-chain protocol that enables the decentralized transfer of assets between various blockchains.https://www.bleepingcomputer.com/news/security/debridge-finance-crypto-platform-targeted-by-lazarus-hackers/UndeterminedAfghanistan

Priority Health issues a notice about a third-party data breach that originated at the law firm Warner Norcross & Judd (WNJ) in October 2021 when WNJ discovered unauthorized activity on some of its systems. The incident impacted approximately 120,000 members.https://healthitsecurity.com/news/120k-priority-health-members-impacted-by-third-party-data-breachUnited States of AmericaUndetermined

Sheppard Robson, a UK architecture firm suffers a ransomware attack.https://cybernews.com/news/british-architecture-firm-suffers-a-ransomware-attack/United States of AmericaUndetermined

An anonymous source leaks around 4TB of proprietary data belonging to Israeli digital intelligence firm, Cellebrite.https://www.hackread.com/anonymous-leaks-4tb-cellebrite-data-cyberattack/Israel Undetermined

Centerstone, a nonprofit health organization, discloses an email security incident that may have involved personal and protected health information belonging to certain current and former Centerstone clients.https://www.prnewswire.com/news-releases/centerstone-provides-notice-of-data-security-incident-301601090.htmlUnited States of AmericaUndetermined



The Warsaw Municipal Police suffers a DDoS attack carried out flooding their systems with emails.https://www.databreaches.net/bits-n-pieces-77/Poland Undetermined

Atlantic Dialysis Management Services notifies its patients of a data security incident.https://www.databreaches.net/atlantic-dialysis-management-services-notifies-patients-of-data-security-incident/United States of AmericaUndetermined

AD Consulting is hit with a BlackCat ransomware attack.https://www.redhotcyber.com/post/litaliana-ad-consulting-rimane-vittima-di-blackcat-ransomware/Italy Russian Federation

Colosseum Dental Benelux is hit with a ransomware attack. More than 100 shops are forced to close.https://www.techzine.eu/news/security/85448/cyberattack-closes-more-than-100-dental-practices-in-benelux/NetherlandsUndetermined

United Kingdom's National Health Service (NHS) 111 emergency services are affected by a significant and ongoing outage triggered by a cyberattack that hit the systems of British managed service provider (MSP) Advanced.https://www.bleepingcomputer.com/news/security/uk-nhs-suffers-outage-after-cyberattack-on-managed-service-provider/United Kingdom of Great Britain and Northern IrelandUndetermined

Priority Health issues a notice about a third-party data breach that originated at the law firm Warner Norcross & Judd (WNJ) in October 2021 when WNJ discovered unauthorized activity on some of its systems. The incident impacted approximately 120,000 members.https://healthitsecurity.com/news/120k-priority-health-members-impacted-by-third-party-data-breachUnited States of AmericaUndetermined

Sheppard Robson, a UK architecture firm suffers a ransomware attack.https://cybernews.com/news/british-architecture-firm-suffers-a-ransomware-attack/United States of AmericaUndetermined

An anonymous source leaks around 4TB of proprietary data belonging to Israeli digital intelligence firm, Cellebrite.https://www.hackread.com/anonymous-leaks-4tb-cellebrite-data-cyberattack/Israel Undetermined

Centerstone, a nonprofit health organization, discloses an email security incident that may have involved personal and protected health information belonging to certain current and former Centerstone clients.https://www.prnewswire.com/news-releases/centerstone-provides-notice-of-data-security-incident-301601090.htmlUnited States of AmericaUndetermined

The Warsaw Municipal Police suffers a DDoS attack carried out flooding their systems with emails.https://www.databreaches.net/bits-n-pieces-77/Poland Undetermined

The Brazil National Petroleum, Natural Gas and Biofuels Agency (ANP) is taken down after an attempted cyber attack.https://www.databreaches.net/bits-n-pieces-trozos-y-piezas-3/Brazil Undetermined

Atlantic Dialysis Management Services notifies its patients of a data security incident.https://www.databreaches.net/atlantic-dialysis-management-services-notifies-patients-of-data-security-incident/United States of AmericaUndetermined

An employee email account from Orlando (Fla.) Health was accessed by an unauthorized user, which may have compromised the information of 3,662 patients. https://www.beckershospitalreview.com/cybersecurity/hacker-accesses-orlando-health-employees-email.htmlUnited States of AmericaUndetermined

NoName057(16) claims to have conducted a DDoS campaign against 18 Polish regional courts between 5 and 8 of August.https://t.me/noname05716/582Poland Russian Federation

TaiwanÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Â•s Ministry of National Defense says its network was taken offline by a distributed denial-of-service (DDoS) incident for about two hours following a visit to the island from U.S. House Speaker Nancy Pelosi.https://therecord.media/taiwan-defense-ministry-says-ddos-incident-briefly-took-down-network-after-pelosi-visit/Taiwan (Province of China)Undetermined

Hackers attempt to extort the online survey platform QuestionPro after claiming to have stolen the company's database containing respondents' personal information.https://www.bleepingcomputer.com/news/security/hackers-try-to-extort-survey-firm-questionpro-after-alleged-data-theft/United States of AmericaUndetermined

Medical billing and practice management company Practice Resources, LLC (PRL) notifies 942,138 individuals of a ransomware attack that impacted 26 of its healthcare organization clients.https://healthitsecurity.com/news/ny-billing-company-suffers-ransomware-attack-942k-impactedUnited States of AmericaUndetermined

Spinneys, a major retailer in UAE, discloses a ransomware attack.https://securereading.com/uae-spinneys-customer-data-leak/United Arab EmiratesUndetermined

Friedrich Air Conditioning reports a data breach after the company detected a data security incident affecting the functionality of its network.https://www.jdsupra.com/legalnews/friedrich-air-conditioning-llc-3096613/United States of AmericaUndetermined

ENN Group, a Chinese energy producer is hit by a Hive ransomware attack.https://twitter.com/AlvieriD/status/1555169934086389760China Russian Federation

TaiwanÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Â•s Ministry of National Defense says its network was taken offline by a distributed denial-of-service (DDoS) incident for about two hours following a visit to the island from U.S. House Speaker Nancy Pelosi.https://therecord.media/taiwan-defense-ministry-says-ddos-incident-briefly-took-down-network-after-pelosi-visit/Taiwan (Province of China)Undetermined

Hackers attempt to extort the online survey platform QuestionPro after claiming to have stolen the company's database containing respondents' personal information.https://www.bleepingcomputer.com/news/security/hackers-try-to-extort-survey-firm-questionpro-after-alleged-data-theft/United States of AmericaUndetermined

Medical billing and practice management company Practice Resources, LLC (PRL) notifies 942,138 individuals of a ransomware attack that impacted 26 of its healthcare organization clients.https://healthitsecurity.com/news/ny-billing-company-suffers-ransomware-attack-942k-impactedUnited States of AmericaUndetermined

Friedrich Air Conditioning reports a data breach after the company detected a data security incident affecting the functionality of its network.https://www.jdsupra.com/legalnews/friedrich-air-conditioning-llc-3096613/United States of AmericaUndetermined

The Solana blockchain platform suffers a cyber attack that leads to the theft of $5.2 million in crypto assets from 7,936 wallets.https://www.bleepingcomputer.com/news/security/thousands-of-solana-wallets-drained-in-attack-using-unknown-exploit/American SamoaUndetermined

Independent Case Management (ICM) informs 3,307 persons about the potential theft of some of their protected health information (PHI) in a ransomware attack.https://www.defensorum.com/independent-case-management-conifer-health-solutions-report-cyberattacks/United States of AmericaUndetermined

The Agencia Nacional de Hidrocarburos (ANH) in Colombia is also among the victims of the Guacamaya leakhttps://www.cyberscoop.com/environmentalist-hacktivist-collective-mining-company/Colombia Undetermined

The New Granada Energy Corporation in Colombia is also among the victims of the Guacamaya leakhttps://www.cyberscoop.com/environmentalist-hacktivist-collective-mining-company/Colombia Undetermined

Quiborax, a mining company in Chile, is also among the victims of the Guacamaya leak.https://www.cyberscoop.com/environmentalist-hacktivist-collective-mining-company/Chile Undetermined

Oryx, an oil company in Venezuela, is also among the victims of the Guacamaya leak.https://www.cyberscoop.com/environmentalist-hacktivist-collective-mining-company/Venezuela (Bolivarian Republic of)Undetermined

Tejucana, a Brazilian mining company, is also among the victims of the Guacamaya leak.https://www.cyberscoop.com/environmentalist-hacktivist-collective-mining-company/Brazil Undetermined

The GuatemalaÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Â•s Ministerio De Ambiente y Recursos Naturales, is also among the victims of the Guacamaya leak.https://www.cyberscoop.com/environmentalist-hacktivist-collective-mining-company/GuatemalaUndetermined

Hackers claiming to be affiliated with Anonymous deface a Chinese government website in support of Taiwan and Speaker of the House Nancy PelosiÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Â•s visit to the country.https://www.vice.com/en/article/xgyykz/hacktivists-deface-chinese-government-website-to-welcome-nancy-pelosi-to-taiwanChina Undetermined

Tribunal de JustiÃƒÂƒ'ÃƒÂ‚Ã‚Âa️ do Distrito Federal e dos TerritÃƒÂƒÃ†Â’'rios is back online after being hit by a cyber attack.https://www.databreaches.net/bits-n-pieces-trozos-y-piezas-2/Brazil Undetermined

Linn-Mar School District is hit with a Vice Society ransomware attack.https://www.databreaches.net/leaked-image-shows-ransomware-attack-hit-linn-mar-school-district/United States of AmericaUndetermined

The Country Club at Woodfield (Woodfield Country Club) reports a data breach after the organization learned it was the victim of a cyberattack.https://www.jdsupra.com/legalnews/the-country-club-at-woodfield-inc-8945070/United States of AmericaUndetermined

The Solana blockchain platform suffers a cyber attack that leads to the theft of $5.2 million in crypto assets from 7,936 wallets.https://www.bleepingcomputer.com/news/security/thousands-of-solana-wallets-drained-in-attack-using-unknown-exploit/UndeterminedUndetermined

The Association of German Chambers of Industry and Commerce (DIHK) is forced to shut down all of its IT systems and switch off digital services, telephones, and email servers, in response to a cyberattack.https://www.bleepingcomputer.com/news/security/german-chambers-of-industry-and-commerce-hit-by-massive-cyberattack/Germany Undetermined

Independent Case Management (ICM) informs 3,307 persons about the potential theft of some of their protected health information (PHI) in a ransomware attack.https://www.defensorum.com/independent-case-management-conifer-health-solutions-report-cyberattacks/United States of AmericaUndetermined

An hacktivist group called Guacamaya publishes more than 2TB of data from multiple companies including ENAMI, an Ecuadorian state mining company.https://www.cyberscoop.com/environmentalist-hacktivist-collective-mining-company/Ecuador Undetermined

The Agencia Nacional de Hidrocarburos (ANH) in Colombia is also among the victims of the Guacamaya leakhttps://www.cyberscoop.com/environmentalist-hacktivist-collective-mining-company/Colombia Undetermined

The New Granada Energy Corporation in Colombia is also among the victims of the Guacamaya leakhttps://www.cyberscoop.com/environmentalist-hacktivist-collective-mining-company/Colombia Undetermined

Quiborax, a mining company in Chile, is also among the victims of the Guacamaya leak.https://www.cyberscoop.com/environmentalist-hacktivist-collective-mining-company/Chile Undetermined

Oryx, an oil company in Venezuela, is also among the victims of the Guacamaya leak.https://www.cyberscoop.com/environmentalist-hacktivist-collective-mining-company/Venezuela (Bolivarian Republic of)Undetermined

The GuatemalaÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Â•s Ministerio De Ambiente y Recursos Naturales, is also among the victims of the Guacamaya leak.https://www.cyberscoop.com/environmentalist-hacktivist-collective-mining-company/GuatemalaUndetermined

Linn-Mar School District is hit with a Vice Society ransomware attack.https://www.databreaches.net/leaked-image-shows-ransomware-attack-hit-linn-mar-school-district/United States of AmericaUndetermined

The Country Club at Woodfield (Woodfield Country Club) reports a data breach after the organization learned it was the victim of a cyberattack.https://www.jdsupra.com/legalnews/the-country-club-at-woodfield-inc-8945070/United States of AmericaUndetermined

NoName057(16) claims to have conducted a DDoS attack against the servers of state-owned public energy company.https://t.me/noname05716/562Poland Russian Federation

NoName057(16) claims to have conducted a DDoS attack against the servers of a Polish research institute.https://t.me/noname05716/563Poland Russian Federation

Lifespire Services files notice of a data breach after the organization experienced a cybersecurity threat compromising information stored on its servers.https://www.jdsupra.com/legalnews/lifespire-services-inc-reports-data-3300713/United States of AmericaUndetermined

Several websites run by the government of Taiwan are disrupted by DDoS attacks hours before U.S. House Speaker Nancy Pelosi became the first high-ranking U.S. official in 25 years to visit the country.https://therecord.media/taiwanese-government-sites-disrupted-by-hackers-ahead-of-pelosi-trip/Taiwan (Province of China)Undetermined

WDB Holdings confirms a ransomware attack.https://www.databreaches.net/malware-attacks-reported-by-three-japanese-entities/Japan Undetermined

Tekinox, an Italian manufacturing company is hit with a LockBit ransomware attack.https://www.redhotcyber.com/post/attacco-informatico-allitaliana-tekinox-6gg-alla-pubblicazione-dei-dati/Italy Russian Federation

The data of 700,000 residents in Italy, allegedly stolen from an undisclosed Italian company, is put on sale.https://www.redhotcyber.com/post/700-000-record-di-dati-personali-di-italiani-in-vendita-per-250-euro/Italy Undetermined

Several websites run by the government of Taiwan are disrupted by DDoS attacks hours before U.S. House Speaker Nancy Pelosi became the first high-ranking U.S. official in 25 years to visit the country.https://therecord.media/taiwanese-government-sites-disrupted-by-hackers-ahead-of-pelosi-trip/Taiwan (Province of China)Undetermined



Tekinox, an Italian manufacturing company is hit with a LockBit ransomware attack.https://www.redhotcyber.com/post/attacco-informatico-allitaliana-tekinox-6gg-alla-pubblicazione-dei-dati/Italy Russian Federation

The data of 700,000 residents in Italy, allegedly stolen from an undisclosed Italian company, is put on sale.https://www.redhotcyber.com/post/700-000-record-di-dati-personali-di-italiani-in-vendita-per-250-euro/Italy Undetermined

The Russia-affiliated collective "People's CyberArmy" has conducted a DDoS attack against the servers of a Ukrainian regional council.https://t.me/CyberArmyofRussia_Reborn/846Ukraine Russian Federation

NoName057(16) claims to have conducted a DDoS attack against the servers of a Polish airline.https://t.me/noname05716/561Poland Russian Federation

Ticketing service provider 'See Tickets' discloses a data breach, informing customers that cybercriminals might have accessed their payment card details via a skimmer on its website.https://www.bleepingcomputer.com/news/security/see-tickets-discloses-25-years-long-credit-card-theft-breach/United Kingdom of Great Britain and Northern IrelandUndetermined

The pro-Russian group Killnet claims responsibility for a DDoS attack against Lockheed Martin.https://www.hackread.com/killnet-hackers-hit-lockheed-martin-employee-data/United States of AmericaRussian Federation

German power electronics manufacturer Semikron discloses that it was hit by a ransomware attack that partially encrypted the company's network. The attackers stole 2TB of data.https://www.bleepingcomputer.com/news/security/semiconductor-manufacturer-semikron-hit-by-lv-ransomware-attack/Germany Undetermined

The official Instagram account of cricketing legend and former Pakistan Prime Minister Imran Khan is hacked in order to promote a cryptocurrency scam.https://www.bitdefender.com/blog/hotforsecurity/imran-khans-instagram-account-hacked-to-promote-phoney-elon-musk-100-million-crypto-giveaway/Pakistan Undetermined

Crypto platform Nomad is robbed of more than $156 million in cryptocurrency after a vulnerability in a recent update was discovered and replicated by dozens of attackers.https://therecord.media/frenzied-mob-steals-more-than-156-million-from-crypto-platform-nomad/United States of AmericaUndetermined

The pro-Russian group Killnet claims responsibility for a DDoS attack against Lockheed Martin.https://www.hackread.com/killnet-hackers-hit-lockheed-martin-employee-data/United States of AmericaRussian Federation

The official Instagram account of cricketing legend and former Pakistan Prime Minister Imran Khan is hacked in order to promote a cryptocurrency scam.https://www.bitdefender.com/blog/hotforsecurity/imran-khans-instagram-account-hacked-to-promote-phoney-elon-musk-100-million-crypto-giveaway/Pakistan Undetermined

Crypto platform Nomad is robbed of more than $156 million in cryptocurrency after a vulnerability in a recent update was discovered and replicated by dozens of attackers.https://therecord.media/frenzied-mob-steals-more-than-156-million-from-crypto-platform-nomad/United States of AmericaUndetermined

Haydamaki claims to have conducted a DDoS attack against the website of a Russian Ministry.https://t.me/haydamaki/219Russian FederationUkraine

IT Army of Ukraine claims to have conducted a DDoS campaign against a number of Russian banks.https://t.me/itarmyofukraine2022/500Russian FederationUkraine

Adrastea threat actor claims to have conducted a cyberattack against a European mutlinational missile manufacturer. The cyberattack targeted the Italian office of the said corporation. Adrastea also claims to have exfiltrated more than 60 GB of information, including secret information on the company's involvement in 'closed military projects.' The claims of Adrastea were posted on a popular Russian-speaking hacker forum.https://cybernews.com/news/attackers-claim-they-hacked-european-missiles-maker-mbda/Italy Undetermined

NoName057(16) claims to have conducted a DDoS attack against a Polish industrial group uniting defense industry enterprises.https://t.me/noname05716/555Poland Russian Federation

NoName057(16) claims to have conducted a DDoS attack against a Polish arms manufacturer.https://t.me/noname05716/556Poland Russian Federation

The Russia-affiliated collective "People's CyberArmy" has conducted a DDoS attack against the server of an authorised state-owned Ukrainian intermediary company dealing with export and import of military and special products and services.https://t.me/CyberArmyofRussia_Reborn/841Ukraine Russian Federation

DESORDEN claims to have stolen more than 369 GB of data with approximately 3.28 million customer records and 462,980 from Srikrung Broker Co., an insurance broker.https://www.databreaches.net/thai-entities-continue-to-fall-prey-to-cyberattacks-and-leaks/Thailand Undetermined

DESORDEN claims to have stolen the personal data of 312,834 individuals from Frasers Property Thailand Public Company Limited.https://www.databreaches.net/thai-entities-continue-to-fall-prey-to-cyberattacks-and-leaks/Thailand Undetermined

DESORDEN claims to have stolen the personal data of 30,000+ individuals from Union Auction Public Company Limited.https://www.databreaches.net/thai-entities-continue-to-fall-prey-to-cyberattacks-and-leaks/Thailand Undetermined

DESORDEN claims to have stolen 1.75 TB of documents from 724.co.th, an insurance marketplace.https://www.databreaches.net/thai-entities-continue-to-fall-prey-to-cyberattacks-and-leaks/Thailand Undetermined

Ticketera, a ticket sales platform, suffers a cyber attack.https://www.databreaches.net/bits-n-pieces-trozos-y-piezas/Brazil Undetermined

The Twitter account of WWE Hall of Famer Mick Foley is compromised by a hacker who used his account to deploy a PS5 giveaway scam.https://www.bitdefender.com/blog/hotforsecurity/wwe-star-mick-foley-regains-access-to-twitter-account-after-weekend-hack/United States of AmericaUndetermined

The Twitter account of WWE Hall of Famer Mick Foley is compromised by a hacker who used his account to deploy a PS5 giveaway scam.https://www.bitdefender.com/blog/hotforsecurity/wwe-star-mick-foley-regains-access-to-twitter-account-after-weekend-hack/United States of AmericaUndetermined

Samsung confirms a new data breach after some of its U.S. systems were hacked to steal customer data.https://www.bleepingcomputer.com/news/security/samsung-discloses-data-breach-after-july-hack/United States of AmericaUndetermined

The Shangri-La hotel group says a database containing the personal information of customers at eight of its Asian properties has been hacked.https://www.securityweek.com/shangri-la-hotels-customer-database-hackedChina Undetermined

Bromford Housing Association is targeted by a cyber attack.https://www.bbc.com/news/uk-england-gloucestershire-62351508United Kingdom of Great Britain and Northern IrelandUndetermined

Vice Society encrypts network and threatens to leak data on their dark web portal.http://ecdmr42a34qovoph557zotkfvth4fsz56twvwgiylstjup4r5bpc4oad.onion/JhykowedsgX/6hnt5fc9JKLqSA/United States of AmericaUndetermined

Vice Society encrypts network and threatens to leak data on their dark web portal.http://ecdmr42a34qovoph557zotkfvth4fsz56twvwgiylstjup4r5bpc4oad.onion/JhykowedsgX/6hnt5fc9JKLqSA/United States of AmericaUndetermined

Hackers target Japanese politicians with new MirrorStealer malwarehttps://www.bleepingcomputer.com/news/security/hackers-target-japanese-politicians-with-new-mirrorstealer-malware/Japan Undetermined

The Russia-affiliated collective "People's CyberArmy" has conducted a DDoS attack against the servers of a Ukrainian regional administration.https://t.me/CyberArmyofRussia_Reborn/835Ukraine Russian Federation

NoName057(16) claims to have conducted a DDoS attack against the website of a Polish airport.https://t.me/noname05716/544Poland Russian Federation

The Hive ransomware group demands a ransom of ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â£500,000 (about $608,000) from Wootton Upper School after breaching its systems.https://therecord.media/ransomware-group-demands-500000-from-british-schools-citing-cyber-insurance-policy/United Kingdom of Great Britain and Northern IrelandRussian Federation

The same ransomware group demands a ransom of ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â£500,000 (about $608,000) from Kimberley College after breaching its systems.https://therecord.media/ransomware-group-demands-500000-from-british-schools-citing-cyber-insurance-policy/United Kingdom of Great Britain and Northern IrelandRussian Federation

The names and medical histories of 8,000 Allegheny Health Network patients might have been leaked in a data breach after an employee opened a phishing email that compromised their accounthttps://triblive.com/local/regional/thousands-affected-in-allegheny-health-network-data-breach/United States of AmericaUndetermined

Goldsboro Podiatry announces that unauthorized individuals potentially obtained the protected health information (PHI) of 30,669 individuals, after an unnamed company that manages the electronic medical records of patients suffered a ransomware attack.https://www.defensorum.com/data-breaches-announced-by-allegheny-health-network-st-lukes-health-system-goldsboro-podiatry/United States of AmericaUndetermined

Healthback Holdings, a home health company discloses a healthcare data breach that impacted 21,114 individuals, having discovered unauthorized activity within its employee email.https://healthitsecurity.com/news/oklahoma-home-health-company-reports-email-security-breach-21k-impactedUnited States of AmericaUndetermined

Minuteman Senior Services (MSS) reports an email breach that impacted 4,000 individuals.https://healthitsecurity.com/news/oklahoma-home-health-company-reports-email-security-breach-21k-impactedUnited States of AmericaUndetermined

Wisan Smith Racker & Prescott (WSRP) confirms that the company experienced a data breach after an unauthorized party gained access to sensitive consumer data contained on its networkhttps://www.jdsupra.com/legalnews/wisan-smith-racker-prescott-confirms-5913417/United States of AmericaUndetermined

Gardner Resources Consulting confirms that the company experienced a data breach after an unauthorized party gained access to sensitive consumer data contained on its network.https://www.jdsupra.com/legalnews/gardner-resources-consulting-llc-2032655/United States of AmericaUndetermined

RetireOne, a platform for fee-based insurance solutions developed and maintained by Aria Retirement Solutions, experiences a data breach after an unauthorized party gained access to sensitive consumer data through a compromised employee email account.https://www.jdsupra.com/legalnews/aria-retirement-solutions-inc-announces-4292827/United States of AmericaUndetermined

Community Surgical Supply (CSS) reports a data breach after the company discovered that some of its files had been encrypted and were accessible to the unauthorized party that orchestrated the ransomware attack.https://www.jdsupra.com/legalnews/community-surgical-supply-inc-reports-9530859/United States of AmericaUndetermined

Central Maine Medical Center confirms that the company experienced a data breach after an unauthorized party gained access to sensitive consumer data contained on its network.https://www.jdsupra.com/legalnews/central-maine-medical-center-files-6832655/United States of AmericaUndetermined

SNATCH executed exfiltration of data and ransomeware in targeted network. Data presented on dark web "leak site"http://hl66646wtlp2naoqnhattngigjp5palgqmbwixepcjyq5i534acgqyad.onion/index.php?page=1India Undetermined

Haydamaki claims to have conducted a DDoS attack against the website of a Russian Internet provider.https://t.me/haydamaki/216Russian FederationUkraine

NoName057(16) claims to have conducted a DDoS attack against the website of a Polish airport.https://t.me/noname05716/540Poland Russian Federation

NoName057(16) claims to have conducted a DDoS attack against the website of a Polish airport.https://t.me/noname05716/542Poland Russian Federation

An unknown threat actor leaked 10 million lines of information stolen from the servers of Russian Post. Per representatives of Russian Posts, the threat actors have stolen a fragment of a database that does not include any personal information that could threaten their security.https://xakep.ru/2022/07/30/pochta-leak/Russian FederationUndetermined

The Russia-affiliated collective "People's CyberArmy" has conducted a DDoS attack against the servers of a Ukrainian news agency.https://t.me/CyberArmyofRussia_Reborn/832Ukraine Russian Federation

ALPHVM Leaks data on their ransomware drop site on the dark web.http://alphvmmm27o3abo3r2mlmjrpdmzle3rykajqc5xsj7j7ejksbpsa36ad.onion/India Russian Federation

ALPHVM Leaks data on their ransomware drop site on the dark web.http://alphvmmm27o3abo3r2mlmjrpdmzle3rykajqc5xsj7j7ejksbpsa36ad.onion/Brazil Russian Federation

During a public hearing, it turns out that the US federal court system suffered a major cybersecurity breach in 2020.https://www.securityweek.com/major-cybersecurity-breach-us-court-system-comes-lightUnited States of AmericaUndetermined

Gaedeke Group, LLC confirms that the company experienced a data breach after an unauthorized party gained access to sensitive consumer data contained on various compromised employee email accounts.https://www.jdsupra.com/legalnews/gaedeke-group-llc-confirms-compromised-2274304/United States of AmericaUndetermined

911[.]re, a proxy service that since 2015 has sold access to hundreds of thousands of Microsoft Windows computers daily, announces that it is shutting down in the wake of a data breach that destroyed key components of its business operations.https://krebsonsecurity.com/2022/07/911-proxy-service-implodes-after-disclosing-breach/UndeterminedUndetermined



The decentralized finance platform Nirvana Finance suffers a $3.5 million hack involving the use of flash loans to manipulate and drain its liquidity pools.https://www.business2community.com/crypto-news/defi-hack-solana-based-lender-nirvana-finance-loses-3-5-million-02529689United States of AmericaUndetermined

The Municipalities of Valdisieve and Valdarno is hit with a cyber attack.https://www.redhotcyber.com/post/attacco-informatico-allunione-dei-comuni-valdisieve-e-valdarno/Italy Undetermined

Flambeau reports a data breach after the company experienced what appears to be a cyberattack targeting its computer systems.https://www.jdsupra.com/legalnews/flambeau-inc-reports-data-breach-3043205/United States of AmericaUndetermined

A US managed service provider, NetStandard, suffers a possible ransomware attack causing the company to shut down its cloud services.https://www.bleepingcomputer.com/news/security/kansas-msp-shuts-down-cloud-services-to-fend-off-cyberattack/United States of AmericaUndetermined

Akamai reveals to have detected and mitigated the largest DDoS attack ever launched against a European organization, with globally distributed attack traffic peaking at 853.7 Gbps and 659.6 Mpps over 14 hours.https://www.bleepingcomputer.com/news/security/akamai-blocked-largest-ddos-in-europe-against-one-of-its-customers/Kiribati Undetermined

A ransomware attack to OneTouchPoint, a printing and mailing services provide, affects at least 34 healthcare orgs.https://therecord.media/at-least-34-healthcare-orgs-affected-by-alleged-ransomware-attack-on-onetouchpoint/United States of AmericaUndetermined

St. Luke's Health System discloses that the information of 31,573 individuals is compromised after a vendor, Kaye Smith, suffers a cyber incident.https://www.databreaches.net/id-st-lukes-vendor-suffers-data-breach-affecting-some-patients/United States of AmericaUndetermined

Gatto, Pope & Walrick confirms that the company experienced a data breach after an unauthorized party gained access to sensitive consumer data contained on some employees' accounts.https://www.jdsupra.com/legalnews/gatto-pope-walrick-llp-files-notice-of-1377408/United States of AmericaUndetermined

Gelt Finance reports a data breach after the company confirmed unauthorized access to its IT network.https://www.jdsupra.com/legalnews/gelt-finance-inc-reports-unauthorized-5306660/United States of AmericaUndetermined

Behavioral Health Group files official notice of a data breach after a "security incident" affecting the company's computer system resulted in an unauthorized party being able to access sensitive information belonging to certain patients.https://www.jdsupra.com/legalnews/behavioral-health-group-reports-data-4862288/United States of AmericaUndetermined

Lorenz executed exfiltration of data and ransomeware in targeted network. Data presented on dark web "leak site" http://lorenzmlwpzgxq736jzseuterytjueszsvznuibanxomlpkyxk6ksoyd.onion/United States of AmericaUndetermined

The Russia-affiliated collective "People's CyberArmy" has conducted a DDoS attack against the servers of a Ukrainian regional administration.https://t.me/CyberArmyofRussia_Reborn/818Ukraine Russian Federation

ALPHVM Leaks data on their ransomware drop site on the dark web.http://alphvmmm27o3abo3r2mlmjrpdmzle3rykajqc5xsj7j7ejksbpsa36ad.onion/United States of AmericaRussian Federation

A security audit by the European Parliament reveals attempts to plant the Cytrox surveillance software on the phone of Nikos Androulakis, a Greek lawmaker.https://www.securityweek.com/european-lawmaker-targeted-cytrox-predator-surveillance-spywareGreece Undetermined

Laborers International Union of North America Local 1098 (LIUNA Local 1098, LIUNA 1098) reports a data breach stemming from an incident involving unauthorized access to an employee email account.https://www.jdsupra.com/legalnews/laborers-international-union-of-north-3277714/United States of AmericaUndetermined

Gannon Associates Insurance Agency reports a data breach after the company experienced an "information security incident."https://www.jdsupra.com/legalnews/gannon-associates-insurance-agency-7094390/United States of AmericaUndetermined

DigiPen Institute of Technology reports a data breach after an unauthorized party, during a ransomware attack, gained access to files on its network that contained sensitive consumer information.https://www.jdsupra.com/legalnews/digipen-institute-of-technology-6448789/United States of AmericaUndetermined

The official English Twitter account of AV-TEST is hijacked by NFT spammers.https://grahamcluley.com/testing-times-for-av-test-as-twitter-account-hijacked-by-nft-spammers/Germany Undetermined

Police investigate a report that paychecks for an employee of the town of Saugerties were diverted to an incorrect bank through an apparent cyber fraud schemehttps://www.govtech.com/security/kentucky-city-investigates-employee-paycheck-cyber-fraudUnited States of AmericaUndetermined

SNATCH executed exfiltration of data and ransomeware in targeted network. Data presented on dark web "leak site"http://hl66646wtlp2naoqnhattngigjp5palgqmbwixepcjyq5i534acgqyad.onion/index.php?page=1United Kingdom of Great Britain and Northern IrelandUndetermined

The supermarket group Rede Top is hit with a cyber attack.https://www.databreaches.net/bits-n-pieces-trozos-y-piezas/Brazil Undetermined

Outdoor apparel brand 'The North Face' is targeted in a large-scale credential stuffing attack resulting in the hacking of 194,905 accounts on the thenorthface.com website.https://www.bleepingcomputer.com/news/security/200-000-north-face-accounts-hacked-in-credential-stuffing-attack/United States of AmericaUndetermined

Latvia's anti-corruption agency was targeted by a cyberattack.https://bnn-news.com/knab-comes-under-cyber-attack-political-parties-financing-database-and-mobile-apps-down-236371Latvia Undetermined

The hot water supply has been cut in a district in Minsk. According to Belarusian officials, power cut was due to an accident. Team OneFist collective claims responsibility for the accident as part of a larger attack campaign against electrical control systems.https://minsknews.by/vo-frunzenskom-rajone-otklyucheno-goryachee-vodosnabzhenie-iz-za-avarii/Belarus Ukraine

NoName057(16) claims to have conducted a DDoS attack against the website of a Polish airport.https://t.me/noname05716/519Poland Russian Federation

NoName057(16) claims to have conducted a DDoS attack against the website of a Polish airport.https://t.me/noname05716/520Poland Russian Federation

NoName057(16) claims to have conducted a DDoS attack against the website of a Polish airport.https://t.me/noname05716/521Poland Russian Federation

The LockBit ransomware gang claims to have breached the Italian Tax Agency (Agenzia delle Entrate). In reality the real victim is a different company (GESIS) breached by a different ransomware group (LV Blog).https://www.newsy-today.com/alleged-attack-on-the-revenue-agency-published-data-the-hypothesis-of-an-exchange-of-companies-made-its-way/Italy Undetermined

The ALPHV ransomware gang, aka BlackCat, claims responsibility for a cyberattack against Creos Luxembourg S.A., a natural gas pipeline and electricity network operator in the central European country.https://www.bleepingcomputer.com/news/security/blackcat-ransomware-claims-attack-on-european-gas-pipeline/LuxembourgRussian Federation

Enovos, another energy supplier in Luxembourg belonging to the Encevo Group is hit by the same ransomware attack.https://therecord.media/luxembourg-energy-companies-struggling-with-alleged-ransomware-attack-data-breach/LuxembourgRussian Federation

Wilson Tool International reports a ransomware data breach after the company discovered that an unauthorized party accessed and encrypted certain files on the company's network.https://www.jdsupra.com/legalnews/wilson-tool-international-confirms-1657393/United States of AmericaUndetermined

Boeing Employees' Credit Union (BECU) files an official notice of a data breach with various government entities after the company learned of a network security incident at a third-party vendorhttps://www.jdsupra.com/legalnews/boeing-employees-credit-union-announces-3892044/United States of AmericaUndetermined

The LockBit ransomware gang locks the internal servers and encrypts the data of St. Marys, a town in southwestern Ontario.https://cybernews.com/news/lockbit-targets-small-canadian-town-with-extortion/Canada Russian Federation

A threat actor claims to have breached Lopes, a Brazilian firm that provides real estate services, and stolen 13 GB of data.https://www.databreaches.net/months-after-lopes-claimed-no-anomalies-found-in-their-system-hackers-were-in-their-system/Brazil Undetermined

The Russian hacker collective "Zarya" announced that they have conducted a large scale cyberattack against one of Ukraine's largest Internet provider. The governmental agency, has its own technical platforms (nodes) in most regional centers of Ukraine, its own backbone network data transmission using optical fiber technology, and its own external access channels to global information networks.https://t.me/ddos_channel_rus/391Ukraine Russian Federation

The website of a Moscow-based daily newspaper was targetted by a DDoS attack. According to the technical director of the newspaper, the attack began at around 17:00 on 25 July and conitnued until the next day. According to the technical director, the internet traffic behind the attack was coming from the USA, Japan, and Guatemala.https://www.mk.ru/social/2022/07/26/komanda-mk-otbila-virtualnyy-prilet.htmlRussian FederationUndetermined

ALPHVM Leaks data on their ransomware drop site on the dark web.http://alphvmmm27o3abo3r2mlmjrpdmzle3rykajqc5xsj7j7ejksbpsa36ad.onion/United States of AmericaRussian Federation

ALPHVM Leaks data on their ransomware drop site on the dark web.http://alphvmmm27o3abo3r2mlmjrpdmzle3rykajqc5xsj7j7ejksbpsa36ad.onion/United States of AmericaRussian Federation

The decentralized music platform Audius is hacked, with threat actors stealing over 18 million AUDIO tokens worth approximately $6 million.https://www.bleepingcomputer.com/news/security/hackers-steal-6-million-from-blockchain-music-platform-audius/United States of AmericaUndetermined

Indian insurance company Policybazaar warns that it suffered a data breach, having discovered an "illegal and unauthorized access" exploiting vulnerabilities in its systems.https://www.infosecurity-magazine.com/news/indian-insurance-policybazaar/India Undetermined

A company providing credits, was targeted by a DDoS attack.t.me/noname05716/507Lithuania Russian Federation

The company managing and developing Lithuania's rail frieght terminals was targetted by a DDoS attack.t.me/noname05716/505Lithuania Russian Federation

A Lithuanian logistics company, was targeted by a DDoS attack.t.me/noname05716/506Lithuania Russian Federation

ALPHVM Leaks data on their ransomware drop site on the dark web.http://alphvmmm27o3abo3r2mlmjrpdmzle3rykajqc5xsj7j7ejksbpsa36ad.onion/United States of AmericaRussian Federation

The Russia-affiliated collective "People's CyberArmy" has conducted a DDoS attack against the official website a Ukrainian city.https://t.me/CyberArmyofRussia_Reborn/795Ukraine Russian Federation

NoName057(16) claims to have conducted a DDoS attack against the website of a Lithuanian logistics company.https://t.me/noname05716/498Lithuania Russian Federation

NoName057(16) claims to have conducted a DDoS attack against the website of a Lithuanian transportation company.https://t.me/noname05716/500Lithuania Russian Federation

Twitter suffers a data breach after threat actors used a vulnerability to build a database of phone numbers and email addresses belonging to 5.4 million accounts, with the data now up for sale on a hacker forum for $30,000.https://www.bleepingcomputer.com/news/security/hacker-selling-twitter-account-data-of-54-million-users-for-30k/United States of AmericaUndetermined

The City of Newport informs 6,109 past and current employees of a data breach that impacted their personal information when unauthorized activity in its network was detected.https://healthitsecurity.com/news/oklahoma-home-health-company-reports-email-security-breach-21k-impactedUnited States of AmericaUndetermined

Clinivate, a provider of EHR solutions for behavioral health agencies and schools, notifies its customers of a data security incident that may have exposed the protected health information of individuals within Clinivate's electronic health record system.https://www.itpro.co.uk/security/data-breaches/368648/clinivate-notifies-customers-of-data-breachUnited States of AmericaUndetermined

Arhaus reports a data breach stemming from a phishing incident in which an unauthorized party accessed sensitive employee information contained on the company's systems.https://www.jdsupra.com/legalnews/arhaus-confirms-data-breach-affecting-4093873/United States of AmericaUndetermined

Shields Health Care Group files an official notice of a data breach after an unauthorized party gained access to the company's computer systems for a period of about two weeks.https://www.jdsupra.com/legalnews/shields-health-care-group-inc-announces-8019546/United States of AmericaUndetermined

In name of OperationJane, pro-choice hacktivists leak more than 74 gigabytes of data connected to evangelical organizations from Liberty Counsel. The data is allegedly obtained after hacking WMTEK, a company that offers web design and website management.https://www.cyberscoop.com/evangelical-wmtek-liberty-counsel-hack-donors-operation-jane/United States of AmericaUndetermined

Oklahoma City Housing Authority (OCHA) discloses a phishing incident.https://www.prnewswire.com/news-releases/oklahoma-city-housing-authority-provides-notice-of-data-breach-301591952.htmlUnited States of AmericaUndetermined

Western Australia's biggest arts organisations are notified that Arts and Culture Trust suffered a data breach after a third-party software used by the companies had been hacked.https://www.databreaches.net/perth-festival-black-swan-theatre-and-other-arts-organisations-hit-by-major-data-breach/Australia Undetermined



A threat actor claims to have breached a database containing the details of 30 million Thai individuals.https://www.databreaches.net/recent-cyberattacks-put-thai-citizens-privacy-and-data-security-at-greater-risk/Thailand Undetermined

Qmunity, a Vancouver-based LGBTQ+ advocacy group says that it has been the target of a cyberattack.https://www.databreaches.net/prominent-b-c-lgbtq-advocacy-group-hit-with-cyberattack/Canada Undetermined

Rovagnati, an Italian producer of curated meat is hit by a LockBit 3.0 ransomware attack.https://www.wired.it/article/rovagnati-attacco/Italy Undetermined

NoName057(16) claims to have conducted a DDoS attack against the website of a Lithuanian logistics company.https://t.me/noname05716/493Lithuania Russian Federation

NoName057(16) claims to have conducted a DDoS attack against the website of a Lithuanian transportation company.https://t.me/noname05716/494Lithuania Russian Federation

NoName057(16) claims to have conducted a DDoS attack against the website of a Lithuanian international transportation company.https://t.me/noname05716/495Lithuania Russian Federation

Ukrainian media group TAVR Media confirms that it was hacked to spread fake news about President Zelenskiy being in critical condition and under intensive care.https://www.bleepingcomputer.com/news/security/hackers-breach-ukrainian-radio-network-to-spread-fake-news-about-zelenskiy/Ukraine Undetermined

Digital security giant Entrust confirms that it suffered a ransomware attack where threat actors breached their network and stole data from internal systems.https://www.bleepingcomputer.com/news/security/digital-security-giant-entrust-breached-by-ransomware-gang/United States of AmericaUndetermined

Researchers from Proofpoint discover a campaign carried out by TA4563, targeting various European financial and investment entities through the EvilNum malware.https://securityaffairs.co/wordpress/133535/apt/ta4563-group-evilnum-malware.htmlUndeterminedUndetermined

MVD Digital, an Italian company of digital services, is hit with a LockBit 3.0 ransomware attack.https://www.redhotcyber.com/post/litaliana-mwd-digital-colpita-dal-ransomware-lockbit-3-0/Italy Undetermined

RANSOM HOUSE criminal gang exploits data and encrypts systems. Data and ransom demands presented on "leak" site on dark web.http://xw7au5pnwtl6lozbsudkmyd32n6gnqdngitjdppybudan3x3pjgpmpid.onion/r/1654e31e0ba4691926652310f2915bb1f2a4cb41United States of AmericaUndetermined

Vice Society encrypts network and threatens to leak data on their dark web portal.http://ecdmr42a34qovoph557zotkfvth4fsz56twvwgiylstjup4r5bpc4oad.onion/JhykowedsgX/Smv50LASwmjgv3/Poland Undetermined

ALPHVM Leaks data on their ransomware drop site on the dark web.http://alphvmmm27o3abo3r2mlmjrpdmzle3rykajqc5xsj7j7ejksbpsa36ad.onion/Austria Russian Federation

Virtual pet website Neopets has suffered a data breach leading to the theft of source code and a database containing the personal information of over 69 million members.https://www.bleepingcomputer.com/news/security/neopets-data-breach-exposes-personal-data-of-69-million-members/UndeterminedUndetermined

The Waterloo Region District School Board says it's working to restore its IT system and safeguard personal information of staff, students and families after it was the target of a cyberattack.https://www.databreaches.net/ca-waterloo-region-district-school-board-hit-by-cyberattack/Canada Undetermined

The Bronx Accountable Healthcare Network notifies about a hacking incident involving email that impacted 17,161 patients.https://www.databreaches.net/roundup-four-more-breaches-in-the-healthcare-sector-healthback-holdings-zenith-american-solutions-bronx-accountable-healthcare-network-and-centerstone/United States of AmericaUndetermined

SNATCH executed exfiltration of data and ransomeware in targeted network. Data presented on dark web "leak site"http://hl66646wtlp2naoqnhattngigjp5palgqmbwixepcjyq5i534acgqyad.onion/index.php?page=1United States of AmericaUndetermined

NoName057(16) claims to have conducted a DDoS attack against the website of the Lithuanian division of an Estonian bank.https://t.me/noname05716/475Lithuania Russian Federation

Killnet claims to have conducted a DDoS attack against the servers of an aerospace company from the US as part of a larger campaign against countries supporting Ukraine.t.me/killnet_reservs/2179United States of AmericaRussian Federation

An explosion was reported at the Gysinoozerskaya Hydro-Power Plant in Russia leading to the subsequent emergency shutdown of the power plan. The GhostSec threat actor claimed responsibility for this attack. GhostSec justified its cyberattack as a response against Russia's invasion of Ukraine.https://www.thetechoutlook.com/news/technology/security/exclusive-ghostsec-has-taken-the-responsibility-for-the-recent-russian-ics-attack-with-zero-causality/Russian FederationUndetermined

ALPHVM Leaks data on their ransomware drop site on the dark web.http://alphvmmm27o3abo3r2mlmjrpdmzle3rykajqc5xsj7j7ejksbpsa36ad.onion/United States of AmericaRussian Federation

ALPHVM Leaks data on their ransomware drop site on the dark web.http://alphvmmm27o3abo3r2mlmjrpdmzle3rykajqc5xsj7j7ejksbpsa36ad.onion/United Kingdom of Great Britain and Northern IrelandRussian Federation

ALPHVM Leaks data on their ransomware drop site on the dark web.http://alphvmmm27o3abo3r2mlmjrpdmzle3rykajqc5xsj7j7ejksbpsa36ad.onion/Canada Russian Federation

The Quantum ransomware gand drops leaked data samples on their TOR site.http://quantum445bh3gzuyilxdzs5xdepf3b7lkcupswvkryf3n7hgzpxebid.onion/target/delonhamptonassociatescharteredUnited States of AmericaUndetermined

Researchers from Palo Alto reveal the details of a new cyber espionage campaign carried out by the Russian threat actor APT29 targeting a Nato country in Europe.https://www.bleepingcomputer.com/news/security/russian-svr-hackers-use-google-drive-dropbox-to-evade-detection/UndeterminedRussian Federation

Vista Bank reports a data breach resulting in the names, Social Security numbers and financial information of 14,418 individuals being compromised.https://www.jdsupra.com/legalnews/vista-bank-reports-data-breach-9337894/United States of AmericaUndetermined

Desorden claims to have breached Better Way Thailand Company Limited, a personal care products and cosmetics distributor, and stolen 180 GB of data and 60 GB of files, affecting more than 20 million individuals.https://www.databreaches.net/desorden-is-back-declares-an-attack-on-mistine-better-way-thailand-company/Thailand Undetermined

Vice Society encrypts network and threatens to leak data on their dark web portal.http://ecdmr42a34qovoph557zotkfvth4fsz56twvwgiylstjup4r5bpc4oad.onion/JhykowedsgX/tR3sXCf8JkLAs4/Australia Undetermined

Vice Society encrypts network and threatens to leak data on their dark web portal.http://ecdmr42a34qovoph557zotkfvth4fsz56twvwgiylstjup4r5bpc4oad.onion/JhykowedsgX/LqwErt5GBVkl1w/United States of AmericaUndetermined

Vice Society encrypts network and threatens to leak data on their dark web portal.http://ecdmr42a34qovoph557zotkfvth4fsz56twvwgiylstjup4r5bpc4oad.onion/JhykowedsgX/nVC6yhklO0qwEW/Germany Undetermined

NYSARC Columbia County Chapter (COARC) discloses a ransomware incident.https://www.databreaches.net/nysarc-columbia-county-chapter-discloses-ransomware-incident-in-july/United States of AmericaUndetermined

NoName057(16) claims to have conducted a DDoS attack against the website of a Lithuanian company providing car rental services.https://t.me/noname05716/472Lithuania Russian Federation

NYSARC Columbia County Chapter (COARC) confirms that they experienced a ransomware attack in July 2022.https://www.prnewswire.com/news-releases/nysarc-columbia-county-chapter-provides-notice-of-security-incident-301808887.htmlUnited States of AmericaUndetermined

ALPHVM Leaks data on their ransomware drop site on the dark web.http://alphvmmm27o3abo3r2mlmjrpdmzle3rykajqc5xsj7j7ejksbpsa36ad.onion/United States of AmericaRussian Federation

The Quantum ransomware gand drops leaked data samples on their TOR site.http://quantum445bh3gzuyilxdzs5xdepf3b7lkcupswvkryf3n7hgzpxebid.onion/target/broshuisdrivinginnovationNetherlandsUndetermined

The Minister for Foreign Affairs of Belgium says multiple Chinese state-backed threat groups, including APT27, targeted the country's defense and interior ministries.https://www.bleepingcomputer.com/news/security/belgium-says-chinese-hackers-attacked-its-ministry-of-defense/Belgium China

The Minister for Foreign Affairs of Belgium says multiple Chinese state-backed threat groups, including APT30, targeted the country's defense and interior ministries.https://www.bleepingcomputer.com/news/security/belgium-says-chinese-hackers-attacked-its-ministry-of-defense/Belgium China

The Minister for Foreign Affairs of Belgium says multiple Chinese state-backed threat groups, including APT31, targeted the country's defense and interior ministries.https://www.bleepingcomputer.com/news/security/belgium-says-chinese-hackers-attacked-its-ministry-of-defense/Belgium China

The Minister for Foreign Affairs of Belgium says multiple Chinese state-backed threat groups, including Gallium, targeted the country's defense and interior ministries.https://www.bleepingcomputer.com/news/security/belgium-says-chinese-hackers-attacked-its-ministry-of-defense/Belgium China

The police department of the town of Frederick, Colorado says it is investigating claims that the town government was hit with a LockBit ransomware attack.https://therecord.media/colorado-police-investigating-ransomware-attack-on-small-town/United States of AmericaRussian Federation

Popular Indian flight booking site Cleartrip announces a data breach involving the unauthorized access to the information of an unknown number of victims.https://therecord.media/indian-flight-booking-site-cleartrip-announces-data-breach/India Undetermined

At least 30 political activists in Thailand have been hacked using Israeli surveillance spyware Pegasus by NSO Group, according to a joint investigation by human rights and cyber monitoring groups.https://www.reuters.com/technology/pegasus-phone-spyware-used-target-30-thai-activists-cyber-watchdogs-say-2022-07-18/Thailand Thailand

Israel's Health Ministry is taken down by a DDoS attack launched by the pro-Iranian group Altahrea Team.https://www.i24news.tv/en/news/israel/defense/1658119439-israel-health-ministry-website-faces-cyberattack-oversea-access-blocked?&web_view=trueIsrael Iran (Islamic Republic of)

Zabicall, a South Korean call taxi system is hit with a ransomware attack.https://www.databreaches.net/south-korean-call-taxi-system-paralyzed-by-ransomware-attack-company-pays-ransom-to-get-decryptor/Korea (the Republic of)Undetermined

NoName057(16) claims to have conducted a DDoS attack against the website of the Lithuanian division of a European bank.https://t.me/noname05716/469Lithuania Russian Federation

XakNet Team breached the largest Ukrainian metal manufacturer. Thereafter, the group leaked over 2GB of data online.https://www.linkedin.com/feed/update/urn:li:activity:6955143509234343936/Ukraine Russian Federation

The government of Albania is forced to take its websites offline due to a cyberattack.https://therecord.media/albania-shuts-down-government-websites-services-due-to-wide-ranging-cyberattack/Albania Undetermined

The popular NFT platform, Premint NFT, is hacked, with the threat actors compromising its official website and stole 314 NFTs.https://securityaffairs.co/wordpress/133339/cyber-crime/crooks-stole-375k-from-premint-nft-it-is-one-of-the-biggest-nft-hacks-ever.htmlUnited States of AmericaUndetermined

A hacker posts a 4Gb archive of what appears to be a cache of internal documents stolen from an employee who works for the massively popular gaming platform Robloxhttps://www.vice.com/en/article/g5vqx3/hacker-posts-internal-roblox-employee-documents-onlineUnited States of AmericaUndetermined

NoName057(16) claims to have conducted a DDoS attack against the website of a Lithuanian energy company.https://t.me/noname05716/458Lithuania Russian Federation

NoName057(16) claims to have conducted a DDoS attack against the website of a Lithuanian logistics company.https://t.me/noname05716/456Lithuania Russian Federation

The Securities and Exchange Board of India (Sebi) discloses a phishing incident.https://www.livemint.com/news/india/sebi-files-fir-in-cyber-security-incident-as-email-accounts-of-11-officials-hacked-see-here-11658016879223.htmlIndia Undetermined

The Spanish National Research Council (CSIC) reveals to have been hit by a ransomware attack that is now attributed to Russian hackers.https://www.bleepingcomputer.com/news/security/spanish-research-agency-still-recovering-after-ransomware-attack/Spain Undetermined

The Spanish National Research Council (CSIC) reveals to have been hit by a ransomware attack that is now attributed to Russian hackers.https://www.bleepingcomputer.com/news/security/spanish-research-agency-still-recovering-after-ransomware-attack/Spain Undetermined

NoName057(16) claims to have conducted a DDoS attack against the website of a Lithuanian company optimizing logistic processes.https://t.me/noname05716/454Lithuania Russian Federation



Morgan Hunt discloses a cyber security incident, in which one of its databases is accessed by an unauthorized third party, and some of the personal data contained on the accessed database may have been copied.https://www.theregister.com/2022/07/15/digital_burglary_at_recruitment_agency/United Kingdom of Great Britain and Northern IrelandUndetermined

The Narragansett Bay Commission, a Rhode Island sewer-system operator, is hit with a ransomware attack.https://www.databreaches.net/rhode-island-sewer-system-operator-hit-by-cyber-attack/United States of AmericaUndetermined

NFT artist DeeKay Kwon has his Twitter account hacked by scammers who managed to steal NFTs valued at $150,000 from his followers.https://www.bitdefender.com/blog/hotforsecurity/hacker-hijacks-nft-artist-deekays-twitter-account-steals-150-000-worth-of-nfts-from-fans/UndeterminedUndetermined

Gas South reports that the company experienced a data breach after an unauthorized party gained access to sensitive consumer data contained on its networkhttps://www.jdsupra.com/legalnews/gas-south-llc-confirms-unauthorized-9513888/United States of AmericaUndetermined

AllOne Health Resources confirms that the company experienced a data breach after an unauthorized party gained access to an employee's email account.https://www.jdsupra.com/legalnews/allone-health-resources-inc-discovers-8173610/United States of AmericaUndetermined

Northcentral University (NCU) confirms that the company experienced a data breach after detecting suspicious activity on its network.https://www.jdsupra.com/legalnews/northcentral-university-announces-data-4994249/United States of AmericaUndetermined

The Canadian College of MontMorency is hit by an Avos Locker ransomware attack.https://www.databreaches.net/the-canadian-college-montmorency-under-the-blows-of-a-data-leak/Canada Undetermined

The official Twitter account for the city of Wichita is hacked by attackers coming from Turkey.https://www.govtech.com/security/hackers-successfully-target-wichita-kan-twitter-accountUnited States of AmericaUndetermined

OrthoArizona starts notifying 2,748 individuals that their protected health information was exposed and potentially stolen in a cyberattack that was detected on October 30, 2021.https://www.hipaajournal.com/healthback-holdings-email-security-breach-affects-21000-individuals/United States of AmericaUndetermined

The Altahrea TeamÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â hacking groupÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â has taken responsibility for a power plant fire in Israel today, saying it assumed control of the plant's remote management system ahead of the blaze.https://techmonitor.ai/technology/cybersecurity/alahrea-team-power-plant-fire-israelIsrael Iran (Islamic Republic of)

Anesthesia Associates provides notice of a data security incident impacting its Management Company that may have resulted in the compromise of protected health information for the Provider's patients.https://healthitsecurity.com/news/healthcare-data-breach-impacts-13-anesthesia-providers-380k-individualsUnited States of AmericaUndetermined

OneAmerica Financial Partners files notice of a data breach after discovering that an email phishing attack compromised the security of certain personal information in the company's possession.https://www.jdsupra.com/legalnews/oneamerica-financial-partners-inc-files-5255537/United States of AmericaUndetermined

NoName057(16) claims to have conducted DDoS attacks against the websites of four Lithuanian logistics companies.https://t.me/noname05716/445Lithuania Russian Federation

ALPHVM Leaks data on their ransomware drop site on the dark web.http://alphvmmm27o3abo3r2mlmjrpdmzle3rykajqc5xsj7j7ejksbpsa36ad.onion/GuatemalaRussian Federation

ALPHVM Leaks data on their ransomware drop site on the dark web.http://alphvmmm27o3abo3r2mlmjrpdmzle3rykajqc5xsj7j7ejksbpsa36ad.onion/United States of AmericaRussian Federation

ALPHVM Leaks data on their ransomware drop site on the dark web.http://alphvmmm27o3abo3r2mlmjrpdmzle3rykajqc5xsj7j7ejksbpsa36ad.onion/United States of AmericaRussian Federation

Researchers from Proofpoint reveal the details of a campaign carried out by the North Korean threat group Lazarus Group (AKA TA404) targeting an undisclosed US-based media organization.https://www.bleepingcomputer.com/news/security/hackers-pose-as-journalists-to-breach-news-media-org-s-networks/United States of AmericaAfghanistan

Petersen International Underwriters ("PIU") files an official notice of a data breach with various state governments following an incident in which an unauthorized party gained access to sensitive consumer data on the company's network.https://www.jdsupra.com/legalnews/petersen-international-underwriters-3123421/United States of AmericaUndetermined

Data of 345,000 customers might have been leaked after the Lithuanian ad website alio.lt is hit by a cyber attack. Fingers are pointed to possible Russian attackers.https://www.lrt.lt/en/news-in-english/19/1739037/lithuanian-ad-website-hit-by-cyberattack-warns-of-possible-customer-data-leakLithuania Undetermined

Centerspace provides a notice of a data breach after learning that an unauthorized party was able to access company files and that these files contained the personal information of certain consumers.https://www.jdsupra.com/legalnews/centerspace-lp-files-notice-of-data-5427632/United States of AmericaUndetermined

Lawson Products confirms that the company experienced a data breach, after detecting a cyber incident affecting its computer network.https://www.jdsupra.com/legalnews/lawson-products-inc-reports-data-breach-8623857/United States of AmericaUndetermined

The Hilton Garden Inn Cleveland Downtown notifies customers that payment information may have been stolen from cards used in the food and beverage area of the hotel between September 24, 2021, through May 5, 2022.https://www.databreaches.net/hilton-garden-inn-cleveland-downtown-warns-of-credit-card-data-breach/United States of AmericaUndetermined

The University of Windsor confirms it has restored the "vast majority" of its systems following a cyber security breach that temporarily shut down its website.https://www.databreaches.net/university-of-windsor-restores-vast-majority-of-systems-after-security-breach/Canada Undetermined

NoName057(16) claims to have conducted a DDoS attack against the website of the Lithuanian division of a Polish oil refinery.https://t.me/noname05716/438Lithuania Russian Federation

Game publishing giant Bandai Namco confirms that they suffered a cyberattack that may have resulted in the theft of customers' personal data.https://www.bleepingcomputer.com/news/security/bandai-namco-confirms-hack-after-alphv-ransomware-data-leak-threat/Japan Russian Federation

Colorado Springs Utilities says in an email to customers that sensitive data stored by a subcontractor had been accessed by an "unauthorized party" in June.https://www.databreaches.net/200000-colorado-springs-utilities-notified-after-unauthorized-data-access-of-subcontractors-system/United States of AmericaUndetermined

Researchers from Cisco Talos reveal the details of a new campaign carried out by the Pakistani APT group known as Transparent Tribe, targeting students at various educational institutions in India at least since December 2021.https://thehackernews.com/2022/07/pakistani-hackers-targeting-indian.htmlIndia Pakistan

NoName057(16) claims to have conducted a DDoS attack against the website of a Lithuanian company providing loan broker services.https://t.me/noname05716/435Lithuania Russian Federation

NoName057(16) claims to have conducted a DDoS attack against the website of a Lithuanian logistics company.https://t.me/noname05716/437Lithuania Russian Federation

Stanly Community College files a notice of data breach after the school learned that confidential information in its possession was subject to unauthorized access after a phishing attack.https://www.jdsupra.com/legalnews/stanly-community-college-files-notice-9854634/United States of AmericaUndetermined

Documents Leaked on ransomware site.http://cuba4ikm4jakjgmkezytyawtdgr2xymvy6nvzgw5cglswg3si76icnqd.onion/Saudi ArabiaRussian Federation

The Quantum ransomware gand drops leaked data samples on their TOR site.http://quantum445bh3gzuyilxdzs5xdepf3b7lkcupswvkryf3n7hgzpxebid.onion/target/americaninternationalindustriesUnited States of AmericaUndetermined

Several Russian cinema chains are hit with a DDoS attack.https://therecord.media/ddos-attacks-surge-in-popularity-in-ukraine-but-are-they-more-than-a-cheap-thrill/Russian FederationUkraine

Uniswap, a popular decentralized cryptocurrency exchange, looses close to $8 million worth of Ethereum in a sophisticated phishing attack.https://www.bleepingcomputer.com/news/security/8-million-stolen-in-large-scale-uniswap-airdrop-phishing-attack/United States of AmericaUndetermined

The European Central Bank says that its president, Christine Lagarde, was targeted in a hacking attempt but no information was compromised.https://www.securityweek.com/european-central-bank-head-targeted-hacking-attemptKiribati Undetermined

Deakin University discloses an incident in which a staff member's username and password was hacked and used by an unauthorized person to access information held by a third-party provider. The personally identifiable information of nearly 47,000 current and past students is compromised.https://www.databreachtoday.com/deakin-uni-students-suffer-smishing-attack-data-breach-a-19559Australia Undetermined

The pro-Palestinian militant group al-Tahera defaces the website of the Tel Aviv Municipality.https://www.databreaches.net/tel-aviv-municipality-website-targeted-in-latest-iraqi-cyberattack-against-israeli-institutions/Israel Iran (Islamic Republic of)

Allied Urological Services discloses to have suffered an email phishing attack.https://www.jdsupra.com/legalnews/allied-urological-services-llc-6140472/United States of AmericaUndetermined

The Chinese cybersecurity company Antiy unveils a new series of attacks by the Indian APT Confucius against Pakistani government and military institutions.https://www.globaltimes.cn/page/202207/1270391.shtmlPakistan India

Several Russian cinema chains are hit with a DDoS attack.https://therecord.media/ddos-attacks-surge-in-popularity-in-ukraine-but-are-they-more-than-a-cheap-thrill/Russian FederationUkraine

Several Russian cinema chains are hit with a DDoS attack.https://therecord.media/ddos-attacks-surge-in-popularity-in-ukraine-but-are-they-more-than-a-cheap-thrill/Russian FederationUkraine

Several Russian cinema chains are hit with a DDoS attack.https://therecord.media/ddos-attacks-surge-in-popularity-in-ukraine-but-are-they-more-than-a-cheap-thrill/Russian FederationUkraine

UT Specialty Dental Services (AKA Aspire Surgical) announces that it is notifying individuals whose information was involved in a recent cybersecurity incident.https://www.databreaches.net/ut-aspire-surgical-notifying-patients-of-data-breach/United States of AmericaUndetermined

McPherson Hospital (McPherson Center for Health) files a notice of data breach after learning that a ransomware attack resulted in confidential patient information being accessible to unauthorized parties.https://www.jdsupra.com/legalnews/mcpherson-hospital-inc-notifies-over-3304026/United States of AmericaUndetermined

ALPHVM Leaks data on their ransomware drop site on the dark web.http://alphvmmm27o3abo3r2mlmjrpdmzle3rykajqc5xsj7j7ejksbpsa36ad.onion/United States of AmericaRussian Federation

A new ransomware group dubbed BianLian claims to have hacked Mooresville Schools. The group claims to have stolen ~4,200 student records.https://www.databreaches.net/a-new-group-on-the-ransomware-scene-bianlian-claims-to-have-hacked-mooresville-schools/United States of AmericaChina

The Department of Indre-et-Loire is the victim of a computer attack. All of the local authority's services were paralyzed.https://www.databreaches.net/fr-the-department-of-indre-et-loire-victim-of-a-cyber-attack/France Undetermined

The Prefeitura Municipal de Itapemirim in Brazil is hit with a ransomware attack.https://www.databreaches.net/br-prefeitura-municipal-de-itapemirim-suffered-a-cyber-attack/Brazil Undetermined

The Physicians' Spine and Rehabilitation Specialists of Georgia confirms that the company experienced a data breach after an unauthorized party gained access to sensitive consumer data through what appears to be a ransomware attack.https://www.jdsupra.com/legalnews/the-physicians-spine-and-rehabilitation-3438609/United States of AmericaUndetermined

Lubbock Heart & Surgical Hospital files official notice of a data breach with the U.S. Department of Health and Human Services Office for Civil Rights following a data security incident that disrupted the hospital's computer network.https://www.jdsupra.com/legalnews/lubbock-heart-surgical-hospital-reports-6782813/United States of AmericaUndetermined

The website of the SBU (Security Service of Ukraine) has been targetted by a DDOS attack. Allegedly, the perpetrators are RaHDIt, per Russian news agencies. Furthermore, some Russian news agencies report that RaHDIt have stolen information from SBU's servers.https://twitter.com/Cyberknow20/status/1546845025111195648Ukraine Russian Federation

A distribution of emails entitled "Joint Official Report on the Humanitarian Situation. Ukraine" and attachment in the form of a XLS document "The humanitarian catastrophy in Ukraine 24 February 2022" compromised Ukrainian state organs and affected systems with the Cobalt Strike Beacon program.https://cert.gov.ua/article/703548Ukraine Russian Federation

Killnet claims to have conducted a DDoS attack against the online resources of an official Polish authority.https://t.me/killnet_reservs/2144Poland Russian Federation

WordFly, a tech company providing digital marketing for dozens of the most popular cultural organizations in several countries, is hit with a ransomware attack.https://therecord.media/arts-organizations-alarmed-after-wordfly-ransomware-attack/United States of AmericaUndetermined

Lorenz executed exfiltration of data and ransomeware in targeted network. Data presented on dark web "leak site" http://lorenzmlwpzgxq736jzseuterytjueszsvznuibanxomlpkyxk6ksoyd.onion/United States of AmericaUndetermined



Anonymous claims to have attacked the Belarus National Legal Internet Portal (law.by).https://twitter.com/YourAnonSpider/status/1546018101359263744Belarus Undetermined

Ignitis Group, a Lithuanian energy company is hit with a DDoS attack.https://www.infosecurity-magazine.com/news/lithuanian-energy-ddos-attack/Lithuania Undetermined

NoName057(16) claims to have conducted a DDoS attack against the website of a Lithuanian port.https://t.me/noname05716/412Lithuania Russian Federation

Attackers post an ad on a mostly Russian-speaking hacker forum, putting on sale a database allegedly belonging to Rogers Communications, a Canadian company providing wireless, cable, and internet services.https://cybernews.com/news/rogers-communications-data-breach/Canada Russian Federation

Latvia comes under an intense wave of cyberattacks carried out by the pro-Russian Killnet collective.https://www.thetimes.co.uk/article/pro-kremlin-hackers-killnet-hit-latvia-with-biggest-cyberattack-in-its-history-2jvmp8hk7Latvia Russian Federation

French mobile phone network La Poste Mobile is hit by a ransomware attack that has crippled its administrative and management services.https://therecord.media/french-telecom-company-la-poste-mobile-struggling-to-recover-from-ransomware-attack/France Russian Federation

Southern Environmental, Inc. ("SEI") reports that the company experienced a data breach earlier this year after an unauthorized party gained access to sensitive consumer data contained on its network.https://www.jdsupra.com/legalnews/southern-environmental-inc-reports-data-1877076/United States of AmericaUndetermined

Family Practice Center ("FPC") files notice of a data security incident, when the company suffered an attempt to shut down its computer operations, which resulted in certain patient data being accessible to an unauthorized party.https://www.databreaches.net/family-practice-center-discloses-a-breach-from-october-2021/United States of AmericaUndetermined

Central Licensing Bureau confirms that the company experienced a data breach following a ransomware attack.https://www.jdsupra.com/legalnews/central-licensing-bureau-inc-falls-7910922/United States of AmericaUndetermined

Killnet, a pro-Russian cybercrime group briefly attacks the Congress.gov website with a DDoS.https://www.cyberscoop.com/killnet-congress-ddos-russia-hacktivist/United States of AmericaRussian Federation

Lamoille Health Partners is hit with a BlackByte ransomware attack.https://www.databreaches.net/a-community-health-provider-in-vermont-and-an-addiction-rehab-organization-in-pennsylvania-fall-prey-to-blackbyte/United States of AmericaRussian Federation

Gateway Rehab is hit with a BlackByte ransomware attack.https://www.databreaches.net/a-community-health-provider-in-vermont-and-an-addiction-rehab-organization-in-pennsylvania-fall-prey-to-blackbyte/United States of AmericaRussian Federation

The Italian Fondazione Edmund Mach is hit with an unspecified cyber attack.https://www.redhotcyber.com/post/attacco-informatico-allitaliana-fem-fondazione-edmund-mach/Italy Undetermined

Arlington Skin notifies 17,468 patients that their protected health information may have been accessed by unauthorized individuals in a security breach at business associate, Virtual Private Network Solutions (VPN Solutions).https://www.hipaajournal.com/first-choice-community-healthcare-and-arlington-skin-notify-patients-about-cyberattacks/United States of AmericaUndetermined

The North Highland Company confirms that the company experienced a data breach after an unauthorized party gained access to sensitive consumer data contained on North Highland's network through a ransomware attack.https://www.jdsupra.com/legalnews/the-north-highland-company-llc-3787425/United States of AmericaUndetermined

NoName057(16) claims to have conducted a DDoS attack against the website of the Lithuanian national railways.https://t.me/noname05716/407Lithuania Russian Federation

Disneyland officials investigate an incident in which the Facebook and Instagram accounts of the theme park were hacked and used to send several offensive messages.https://therecord.media/disneyland-investigating-compromised-facebook-and-instagram-accounts/United States of AmericaUndetermined

A ransomware attack targets a flood monitoring system in Goa, India, demanding Bitcoin in return for decrypting the data.https://ciso.economictimes.indiatimes.com/news/hackers-target-wrds-flood-monitoring-system/92739107?India Undetermined

A hacker infiltrates the Booking account of the Marino Boutique Hotel in Lisbon, and has managed to steal almost half a million euros in false bookings.https://www.databreaches.net/pt-hacker-targets-lisbon-hotel-clients/Portugal Undetermined

Mattituck School District is hit with a ransomware attack.https://www.databreaches.net/ny-mattituck-school-district-targeted-in-ransomware-attack-wednesday/United States of AmericaUndetermined

The website of the Ukrainian archive services was defaced by the Russian hacker groups Zarya and Xaknet. The Russian hackers played a fake video of an actor resembling Ukraine's President Zelenskyy signing the capitulation of Ukraine.https://t.me/readovkanews/38261Ukraine Russian Federation

NoName057(16) claims to have conducted a DDoS attack against a Polish agency that supports the foreign expansion of Polish business and the inflow of foreign direct investment into Poland.https://t.me/noname05716/394Poland Russian Federation

SHI International, a provider of Information Technology products and services, confirms that a malware attack hit its network over the weekend.https://www.bleepingcomputer.com/news/security/it-services-giant-shi-hit-by-professional-malware-attack/United States of AmericaUndetermined

ALPA, an Italian chemical industry, is the victim of a LockBit 3.0 ransomware attack.https://www.redhotcyber.com/post/litaliana-alpa-colpita-dal-ransomware-lockbit-3-0/Italy Undetermined

Comic reading platform Mangatoon suffers a data breach that exposed information belonging to 23 million user accounts after a hacker stole it from an unsecured Elasticsearch database.https://www.bleepingcomputer.com/news/security/mangatoon-data-breach-exposes-data-from-23-million-accounts/UndeterminedUndetermined

Hotel giant Marriott International confirms it was hit by another data breach after an unknown threat actor breached one of its properties (BWI Airport Marriott) and stole 20GB of files.https://www.databreaches.net/exclusive-marriott-hacked-again-yes-heres-what-we-know/United States of AmericaUndetermined

College of the Desert suffers from a cyberattack that brings down the school's online services and campus phone lines.https://therecord.media/cyberattack-knocks-out-california-community-college-email-website-landlines/United States of AmericaUndetermined

Researchers from Secuinfra reveal that an advanced persistent threat (APT) operating under the name of 'Bitter' continues to conduct cyber-attacks against military entities in Bangladesh.https://www.infosecurity-magazine.com/news/apt-bitter-attack-military/BangladeshIndia

Southwest Health Center discloses a data security incident that may have involved the personal and protected health information belonging to certain current and former employees.https://www.prnewswire.com/news-releases/southwest-health-center-provides-notice-of-data-security-incident-301581026.htmlUnited States of AmericaUndetermined

The Japan CERT (JPCERT) discover a new version of the VSingle malware, used by the Lazarus Group, able to retrieve the C2 servers information from GitHub.https://blogs.jpcert.or.jp/en/2022/07/vsingle.htmlJapan Afghanistan

Lorenz executed exfiltration of data and ransomeware in targeted network. Data presented on dark web "leak site" http://lorenzmlwpzgxq736jzseuterytjueszsvznuibanxomlpkyxk6ksoyd.onion/United States of AmericaUndetermined

Attackers steal personal data including Social Security numbers, addresses and account numbers of home mortgage holders at KeyBank, after successfully breaching the insurance services provider Overby-Seawell.https://apnews.com/article/technology-hacking-data-privacy-23b0d233ddaf6fee4831f69e7b113848United States of AmericaUndetermined

The official website of the administration of a Ukrainian city of was subjected to a powerful DDoS attack.https://ria.ru/20220705/sayt-1800430530.htmlUkraine Undetermined

On July 5 at midnight, the IT services of a regional city hall were targetted by a cyberattack. This incident can be seen as a part of a larger cyber campaign against Poland, a key ally of Ukraine.http://goleniow.pl/component/k2/item/7714-cyberatak-na-urz%C4%85d-gminy-i-miasta-w-goleniowie?jjj=1658917289881Poland Undetermined

Documents Leaked on ransomware site.http://cuba4ikm4jakjgmkezytyawtdgr2xymvy6nvzgw5cglswg3si76icnqd.onion/UndeterminedRussian Federation

An anonymous threat actor, under the handle of ChinaDan, sells several databases they claim to contain more than 22 terabytes of stolen information on roughly 1 billion Chinese citizens for 10 bitcoins (approximately $195,000).https://www.bleepingcomputer.com/news/security/hacker-claims-to-have-stolen-data-on-1-billion-chinese-citizens/China Undetermined

According to the Iran's semi official Fars News Agency, a militant Palestinian group launched a cyber attack against Mass Transit System Ltd, a company involved in the construction of the Tel Aviv metro.https://securityaffairs.co/wordpress/132897/hacking/tel-aviv-metro-company-attacked.htmlIsrael Iran (Islamic Republic of)

A cyberattack discovered over the holiday weekend causes the Cedar Rapids Community School District to suspend summer programming until July 11.https://www.databreaches.net/cyberattack-suspends-cedar-rapids-summer-school-activities/United States of AmericaUndetermined

Kokikai Yasue Hospital announces that the personal information of up to 111,991 patients may have been leaked due to unauthorized access to the hospital computers.https://www.databreaches.net/jp-information-of-111191-patients-and-715-employees-at-kokikai-yasue-hospital-leaked/Japan Undetermined

The Italian manufacturer of automatic gates FAAC Group is the first known victim of the LockBit 3.0 ransomware group.https://www.newsy-today.com/italian-multinational-group-faac-is-the-first-victim-of-lockbit-3-0/Italy Undetermined

Vice Society encrypts network and threatens to leak data on their dark web portal.http://ecdmr42a34qovoph557zotkfvth4fsz56twvwgiylstjup4r5bpc4oad.onion/JhykowedsgX/hjLK8531zxcvch/Spain Undetermined

Reiter Affiliated Companies reports a data breach with the U.S. Department of Health and Human Services Office for Civil Rights after sensitive consumer information entrusted to the company was accessed by an unauthorized party.https://www.jdsupra.com/legalnews/major-berry-producer-reiter-affiliated-4783686/United States of AmericaUndetermined

A Norwegian provider of websites was subjected to a DDoS attack. The websites of a number of client organizations were also affected by the DDoS and unaccessible to users.https://www.aftenposten.no/norge/i/Kz0oXX/russiske-hackere-angrep-nye-norske-nettsiderNorway Russian Federation

An unknown threat actor conducted a hack and leak operation against a Russian company selling tickets for Russian public transport.https://xakep.ru/2022/07/04/tutu-leak/Russian FederationUndetermined

The Anonymous-affiliated hacker group Spid3r claims to have breached Russia's primary institution for space exploration, the Space Research Institute of the Russian Academy of Sciences (IKI RAN).https://cybernews.com/cyber-war/anonymous-hits-russia-over-killnets-attacks-on-lithuania-and-norway/Russian FederationUndetermined

British Army's Twitter and YouTube accounts are hacked and altered to promote online crypto scams.https://www.bleepingcomputer.com/news/security/uk-army-s-twitter-youtube-accounts-hacked-to-push-crypto-scam/United Kingdom of Great Britain and Northern IrelandUndetermined

Decentralized finance platform Crema Finance announces that it was hacked and had about $8.8 million stolen during the attack. Few days after the attacker returns $8 million in stolen funds, and they are awarded a $1.68 million bounty.https://therecord.media/crema-defi-hacker-returns-8-million-in-stolen-funds-awarded-a-1-68-million-bounty/Taiwan (Province of China)Undetermined

Lorenz executed exfiltration of data and ransomeware in targeted network. Data presented on dark web "leak site" http://lorenzmlwpzgxq736jzseuterytjueszsvznuibanxomlpkyxk6ksoyd.onion/United States of AmericaUndetermined

Two days after the defacement of the Ukrainian TV channel by Xaknet, another Russian-aligned hacker collective "ICC_H@ckTeam" perpetuated a cyberattack on the same Ukranian TV channel. The Information Coordination Center's telegram channel, the actor behind the collective "ICC_H@ckTeam" released a live feed from the surveillance cameras located within the premises of the Ukrainian TV channel.https://t.me/xaknet_team/320Ukraine Russian Federation

The Vice Society ransomware group leaks some data from the Pilton Community College.https://www.databreaches.net/uk-thousands-of-students-have-data-leaked-on-dark-web-by-vice-society/United Kingdom of Great Britain and Northern IrelandUndetermined

The Vice Society ransomware group leaks some data from the De Montfort School.https://www.databreaches.net/uk-thousands-of-students-have-data-leaked-on-dark-web-by-vice-society/United Kingdom of Great Britain and Northern IrelandUndetermined

The Vice Society ransomware group leaks some data from the St Paul's Catholic Collegehttps://www.databreaches.net/uk-thousands-of-students-have-data-leaked-on-dark-web-by-vice-society/United Kingdom of Great Britain and Northern IrelandUndetermined

The Vice Society ransomware group leaks some data from the Carmel Collegehttps://www.databreaches.net/uk-thousands-of-students-have-data-leaked-on-dark-web-by-vice-society/United Kingdom of Great Britain and Northern IrelandUndetermined

The Vice Society ransomware group leaks some data from the St Helens Collegehttps://www.databreaches.net/uk-thousands-of-students-have-data-leaked-on-dark-web-by-vice-society/United Kingdom of Great Britain and Northern IrelandUndetermined

The Vice Society ransomware group leaks some data from the Merseyside Collegehttps://www.databreaches.net/uk-thousands-of-students-have-data-leaked-on-dark-web-by-vice-society/United Kingdom of Great Britain and Northern IrelandUndetermined



The Vice Society ransomware group leaks some data from the Mossbourne Federationhttps://www.databreaches.net/uk-thousands-of-students-have-data-leaked-on-dark-web-by-vice-society/United Kingdom of Great Britain and Northern IrelandUndetermined

The cyber-espionage group Cloud Atlas has ramped up activities targeting Russia, Belarus and disputed parts of Ukraine and Moldova since Russia's invasion this year, according to a new report.https://therecord.media/cyber-espionage-group-cloud-atlas-targets-russia-and-its-supporters/Moldova (the Republic of)Undetermined

The Office of the President's website has been targeted with DDoS attacks for the past three weeks. The peak of this has been registered on the 2nd of July with around 40 million requests in a few hours. Other than the webaite being down, there is no other impact.https://news.err.ee/1608648340/president-s-official-website-hit-by-major-cyber-attack-on-saturdayEstonia Undetermined

A Norwegian bank was exposed to a computer attack of the same type as several Norwegian institutions have been exposed to in the same week. The measures that were implemented to block the attack meant that some customers could experience instability when they had to log in to the online bank.https://www.nrk.no/nyheter/dataangrep-og-hacking-1.11351804Norway Undetermined

A Russian-speaking hacking group known as XakNet claims to have breached DTEK, Ukraine's biggest private energy conglomerate, and post screenshots on Telegram.https://edition.cnn.com/2022/07/01/politics/russia-ukraine-dtek-hack/index.htmlUkraine Russian Federation

The Russian cyber group Killnet claims to have taken down the website of the US Federal Tax Payment System (Payusatax.com) for five hourshttps://thearraypost.com/russian-cyber-group-killnet-attacked-the-website-of-the-us-federal-tax-payment-system/United States of AmericaRussian Federation

Professional Finance Company Inc. (PFC), a full-service accounts receivables management company, says that a Quantum ransomware attack in late February led to a data breach affecting over 600 healthcare organizations. 1.9 million individuals are affected.https://www.bleepingcomputer.com/news/security/quantum-ransomware-attack-affects-657-healthcare-orgs/United States of AmericaUndetermined

ATC Healthcare Services confirms that the company experienced a data breach after an unauthorized party gained access to sensitive patient information through multiple compromised employee email accountshttps://www.jdsupra.com/legalnews/atc-healthcare-services-llc-announces-7750395/United States of AmericaUndetermined

Christus Spohn Health System Corporation files an official notice of a data breach following what appears to be a large-scale ransomware attack.https://www.jdsupra.com/legalnews/christus-spohn-health-system-2513343/United States of AmericaUndetermined

Carolina Behavioral Health Alliance confirms that the company experienced a data breach after a ransomware attack.https://www.jdsupra.com/legalnews/carolina-behavioral-health-alliance-llc-2147259/United States of AmericaUndetermined

East West Family of Companies confirms that the company experienced a data breach after an unauthorized party gained access to sensitive consumer information stored on the company's computer network.https://www.jdsupra.com/legalnews/east-west-family-of-companies-announces-6678748/United States of AmericaUndetermined

Amalfitana Gas, an Italian utility, is the victim of an Everest ransomware attack.https://www.redhotcyber.com/post/litaliana-amalfitana-gas-srl-colpita-da-everest/Italy Undetermined

Vice Society encrypts network and threatens to leak data on their dark web portal.http://ecdmr42a34qovoph557zotkfvth4fsz56twvwgiylstjup4r5bpc4oad.onion/JhykowedsgX/Khas32WER41dfK/Italy Undetermined

The cyber-espionage group Cloud Atlas has ramped up activities targeting Russia, Belarus and disputed parts of Ukraine and Moldova since Russia's invasion this year, according to a new report.https://therecord.media/cyber-espionage-group-cloud-atlas-targets-russia-and-its-supporters/Belarus Undetermined

Retreat Behavioral Health filed notice of a data breachafter the company learned it had been the target of a ransomware attack that compromised confidential information belonging to certain patients.https://www.jdsupra.com/legalnews/retreat-behavioral-health-announces-8528109/United States of AmericaUndetermined

Cardiac Imaging Associates (CIA) discloses a phishing incident.https://healthitsecurity.com/news/pa-dermatology-practice-suffers-healthcare-data-breach-33k-impactedUnited States of AmericaUndetermined

SNATCH executed exfiltration of data and ransomeware in targeted network. Data presented on dark web "leak site"http://hl66646wtlp2naoqnhattngigjp5palgqmbwixepcjyq5i534acgqyad.onion/index.php?page=1France Undetermined

Tessie Cleveland Community Services discloses a breach due to a phishing attack.https://healthitsecurity.com/news/cancer-testing-diagnostics-lab-suffers-phishing-attack-244k-impactedUnited States of AmericaUndetermined

The Xavier College discloses to have suffered a cyber attack, with the attackers threatening to release the stolen data.https://www.theage.com.au/national/victoria/xavier-college-says-stolen-student-data-might-be-released-after-hack-20221122-p5c0fq.htmlAustralia Undetermined

The cyber-espionage group Cloud Atlas has ramped up activities targeting Russia, Belarus and disputed parts of Ukraine and Moldova since Russia's invasion this year, according to a new report.https://therecord.media/cyber-espionage-group-cloud-atlas-targets-russia-and-its-supporters/Russian FederationUndetermined

Killnet claims to have conducted a DDoS attack against the website of the Colombian stock exchange. A day before the DDoS attack, KillNet posted a news article reporting that the Colombian government decided to officially send military engineers to support Ukraine's army. Killnet posted the article with the words "Why are you doing so, Colombia?".t.me/killnet_reservs/2003Colombia Russian Federation

Ukrainian collective "IT Army of Ukraine" conducted a DDoS attack against Russia's largest state-owned bidding company. Subsequently, the collective announced the DDoS attack was a deception for a hack and leak operation, which resulted in the leakage of the personal details of 500 000 customers.https://newkhakasiya.online/news/politics/01-07-2022/ukrainskie-hakery-zayavili-ob-utechke-dannyh-polumilliona-polzovateley-roseltorgaRussian FederationUkraine

The Quantum ransomware gand drops leaked data samples on their TOR site.http://quantum445bh3gzuyilxdzs5xdepf3b7lkcupswvkryf3n7hgzpxebid.onion/target/crupigroupCanada Undetermined

The Quantum ransomware gand drops leaked data samples on their TOR site.http://quantum445bh3gzuyilxdzs5xdepf3b7lkcupswvkryf3n7hgzpxebid.onion/target/zeusscientificUnited States of AmericaUndetermined

SNATCH executed exfiltration of data and ransomeware in targeted network. Data presented on dark web "leak site"http://hl66646wtlp2naoqnhattngigjp5palgqmbwixepcjyq5i534acgqyad.onion/index.php?page=1United States of AmericaUndetermined

Home Care Providers of Texas discloses a ransomware incident affecting more than 124,000 individuals.https://www.databreaches.net/home-care-providers-of-texas-discloses-ransomware-incident-affecting-more-than-124000/United States of AmericaUndetermined

A DDoS attack took place against public and private organizations' networks in Norway. The secure national data network was targeted forcing temporarily the suspension of online services for several hours. The website of the country's largest electronic banking identification system as well as Norway's largest newspaper were affected.https://nsm.no/aktuelt/malrettede-tjenestenektangrep-mot-norske-nettstederNorway Russian Federation

A DDoS attack took place against public and private organizations' networks in Norway. The secure national data network was targeted forcing temporarily the suspension of online services for several hours. The website of the country's largest electronic banking identification system as well as Norway's largest newspaper were affected.https://nsm.no/aktuelt/malrettede-tjenestenektangrep-mot-norske-nettstederNorway Russian Federation

A DDoS attack took place against public and private organizations' networks in Norway. The secure national data network was targeted forcing temporarily the suspension of online services for several hours. The website of the country's largest electronic banking identification system as well as Norway's largest newspaper were affected.https://nsm.no/aktuelt/malrettede-tjenestenektangrep-mot-norske-nettstederNorway Russian Federation

Vice Society encrypts network and threatens to leak data on their dark web portal.http://ecdmr42a34qovoph557zotkfvth4fsz56twvwgiylstjup4r5bpc4oad.onion/JhykowedsgX/KKlw5qn309FFgs/Indonesia Undetermined

Imperva announces its DDoS mitigation solution has broken a new record, defending against a single attack that sent over 25.3 billion requests to one of its customers.https://www.bleepingcomputer.com/news/security/imperva-mitigated-long-lasting-253-billion-request-ddos-attack/China Undetermined

A DDoS attack targeted websites of government agencies and private firms, and part of the secure national data network in Lithuania. The State Tax Inspectorate and Migration Department and the the country's leading accounting services provider were among the affected organisations. Killnet claimed responsibility for at least some of the attacks.https://www.aljazeera.com/news/2022/6/27/russia-hackers-claim-responsibility-for-cyber-attack-on-lithuaniaLithuania Russian Federation

Vice Society encrypts network and threatens to leak data on their dark web portal.http://ecdmr42a34qovoph557zotkfvth4fsz56twvwgiylstjup4r5bpc4oad.onion/JhykowedsgX/bT5juI8io90vwq/Austria Undetermined

U.S. rail and locomotive company Wabtec Corporation has disclosed a data breach that exposed personal and sensitive information.https://www.bleepingcomputer.com/news/security/rail-giant-wabtec-discloses-data-breach-after-lockbit-ransomware-attack/United States of AmericaUndetermined

On December 5, 2022, Macmillan reported a data breach with the Texas Attorney General after an unauthorized party was able to bypass its data security system and gain access to sensitive consumer information on the company's computer system.https://www.jdsupra.com/legalnews/macmillan-reports-data-breach-leaking-4086648/United States of AmericaUndetermined

The Quantum ransomware gand drops leaked data samples on their TOR site.http://quantum445bh3gzuyilxdzs5xdepf3b7lkcupswvkryf3n7hgzpxebid.onion/target/avantehealthsolutionsUnited States of AmericaUndetermined

Lorenz executed exfiltration of data and ransomeware in targeted network. Data presented on dark web "leak site" http://lorenzmlwpzgxq736jzseuterytjueszsvznuibanxomlpkyxk6ksoyd.onion/United States of AmericaUndetermined

SNATCH executed exfiltration of data and ransomeware in targeted network. Data presented on dark web "leak site"http://hl66646wtlp2naoqnhattngigjp5palgqmbwixepcjyq5i534acgqyad.onion/index.php?page=1United States of AmericaUndetermined

SNATCH executed exfiltration of data and ransomeware in targeted network. Data presented on dark web "leak site"http://hl66646wtlp2naoqnhattngigjp5palgqmbwixepcjyq5i534acgqyad.onion/index.php?page=1United States of AmericaUndetermined

HealthPlan Services files a notice of data breach after learning that a recent malware attack subjected confidential consumer information in the company's possession to unauthorized access.https://www.jdsupra.com/legalnews/healthplan-services-inc-files-notice-of-4822291/United States of AmericaUndetermined

Documents Leaked on ransomware site.http://cuba4ikm4jakjgmkezytyawtdgr2xymvy6nvzgw5cglswg3si76icnqd.onion/Italy Russian Federation

SNATCH executed exfiltration of data and ransomeware in targeted network. Data presented on dark web "leak site"http://hl66646wtlp2naoqnhattngigjp5palgqmbwixepcjyq5i534acgqyad.onion/index.php?page=1United Arab EmiratesUndetermined

SNATCH executed exfiltration of data and ransomeware in targeted network. Data presented on dark web "leak site"http://hl66646wtlp2naoqnhattngigjp5palgqmbwixepcjyq5i534acgqyad.onion/index.php?page=1United States of AmericaUndetermined

Vice Society encrypts network and threatens to leak data on their dark web portal.http://ecdmr42a34qovoph557zotkfvth4fsz56twvwgiylstjup4r5bpc4oad.onion/JhykowedsgX/UdfGe4kmvb81sp/Indonesia Undetermined

Nissan North America begins sending data breach notifications informing customers of a breach at a third-party service provider that exposed customer information.https://www.bleepingcomputer.com/news/security/nissan-north-america-data-breach-caused-by-vendor-exposed-database/UndeterminedUndetermined

Vice Society encrypts network and threatens to leak data on their dark web portal.http://ecdmr42a34qovoph557zotkfvth4fsz56twvwgiylstjup4r5bpc4oad.onion/JhykowedsgX/dsW64POGklt8Xx/United Kingdom of Great Britain and Northern IrelandUndetermined

Puma Biotechnology reveals to have suffered a security breach.https://cybernews.com/news/five-cyberattacks-one-day-us-data-risk/United States of AmericaUndetermined

Threat actors breached the system used by Germany's Green party and accessed accounts previously used by Germany's Foreign Minister, and Germany's Economy Minister. The two ministers were amongst the most active German public officials in support of Ukraine, whereas one of them is in charge of Germany's energy policy.https://www.dw.com/en/germany-greens-foreign-and-economy-ministers-targeted-by-hackers/a-62178236Germany Undetermined

Vice Society encrypts network and threatens to leak data on their dark web portal.http://ecdmr42a34qovoph557zotkfvth4fsz56twvwgiylstjup4r5bpc4oad.onion/JhykowedsgX/Cver5k7HG10vbW/United States of AmericaUndetermined

Radio Free Asia, a U.S. government-sponsored news outlet, announces a breach that affected almost 4,000 people ÃƒÂ¢Ã¢Â‚Â¬" leaking troves of personal information including Social Security and passport numbers, as well as financial data.https://therecord.media/personal-data-of-nearly-4000-people-leaked-in-hack-of-radio-free-asia/United States of AmericaUndetermined

The Quantum ransomware gand drops leaked data samples on their TOR site.http://quantum445bh3gzuyilxdzs5xdepf3b7lkcupswvkryf3n7hgzpxebid.onion/target/rgalliancegroupUnited States of AmericaUndetermined

Lorenz executed exfiltration of data and ransomeware in targeted network. Data presented on dark web "leak site" http://lorenzmlwpzgxq736jzseuterytjueszsvznuibanxomlpkyxk6ksoyd.onion/United States of AmericaUndetermined

The website of a regional administration - notably the "House of Soviets" - suffered a DDoS attack and was unaccessible. This was reported as not being the first attack on the entity.http://www.dddkursk.ru/lenta/2022/06/16/087208/Russian FederationUndetermined

Russian President Vladimir Putin was forced to delay his speech at the St. Petersburg International Economic Forum after a cyberattack disrupted the accreditation system. The DDoS started the day before and mobile internet access in the area appeared also to be cut off.https://www.independent.co.uk/news/world/europe/putin-speech-russia-cyber-attack-b2103420.htmlRussian FederationUndetermined

United Steelworkers Local 286 files a notice of data breach after the organization learned that an unauthorized party had gained access to confidential member information through an employee's compromised email account.https://www.jdsupra.com/legalnews/united-steelworkers-local-286-notifies-5987651/United States of AmericaUndetermined



A threat actor known as 'Blue Mockingbird' is targeting Telerik UI vulnerabilities to compromise servers, install Cobalt Strike beacons, and mine Monero by hijacking system resources.https://www.bleepingcomputer.com/news/security/hackers-exploit-three-year-old-telerik-flaws-to-deploy-cobalt-strike/UndeterminedUndetermined

Benefit Plan Administrators, Inc. (BPA) confirms that the company experienced a data breach after an unauthorized party gained access to the company's computer network and the sensitive consumer data containedhttps://www.jdsupra.com/legalnews/benefit-plan-administrators-inc-3941545/United States of AmericaUndetermined

University of Chicago Medical Center (UCMC) notifies patients that an unauthorized user had access to some employee email accounts, putting protected health information of patients at risk.https://www.beckershospitalreview.com/cybersecurity/uchicago-medicine-employee-email-accounts-hacked.htmlUnited States of AmericaUndetermined

The Allison Inn & Spa is hit with a ransomware attack.https://www.oregonlive.com/silicon-forest/2022/06/prominent-oregon-resort-hit-by-unusual-cyberattack-employee-data-guests-names-posted-on-public-internet.htmlUnited States of AmericaUndetermined

Benefit Plan Administrators, Inc. (BPA) confirms that the company experienced a data breach after an unauthorized party gained access to the company's computer network and the sensitive consumer data containedhttps://www.jdsupra.com/legalnews/benefit-plan-administrators-inc-3941545/United States of AmericaUndetermined

University of Chicago Medical Center (UCMC) notifies patients that an unauthorized user had access to some employee email accounts, putting protected health information of patients at risk.https://www.beckershospitalreview.com/cybersecurity/uchicago-medicine-employee-email-accounts-hacked.htmlUnited States of AmericaUndetermined

Vice Society encrypts network and threatens to leak data on their dark web portal.http://ecdmr42a34qovoph557zotkfvth4fsz56twvwgiylstjup4r5bpc4oad.onion/JhykowedsgX/mVR32seFFG87gJ/France Undetermined

The Quantum ransomware gand drops leaked data samples on their TOR site.http://quantum445bh3gzuyilxdzs5xdepf3b7lkcupswvkryf3n7hgzpxebid.onion/target/mgreenandcompanyllpUnited States of AmericaUndetermined

The Quantum ransomware gand drops leaked data samples on their TOR site.http://quantum445bh3gzuyilxdzs5xdepf3b7lkcupswvkryf3n7hgzpxebid.onion/target/ymcaUnited States of AmericaUndetermined

The Quantum ransomware gand drops leaked data samples on their TOR site.http://quantum445bh3gzuyilxdzs5xdepf3b7lkcupswvkryf3n7hgzpxebid.onion/target/medlabpathologyAustralia Undetermined

The Quantum ransomware gand drops leaked data samples on their TOR site.http://quantum445bh3gzuyilxdzs5xdepf3b7lkcupswvkryf3n7hgzpxebid.onion/target/shredstationUnited States of AmericaUndetermined

HR consulting firm Robert Half starts informing customers that their personal and financial information might have been compromised after hackers targeted their accounts.https://www.securityweek.com/staffing-firm-robert-half-says-hackers-targeted-over-1000-customer-accountsUnited States of AmericaUndetermined

Ameriprise Financial, Inc. discloses a security incident.https://www.jdsupra.com/legalnews/ameriprise-financial-inc-announces-4068781/United States of AmericaUndetermined

DiversiTech Corporation confirms that the company experienced a data breach apparently related to unauthorized access to a company email account.https://www.jdsupra.com/legalnews/diversitech-corporation-reports-data-1611822/United States of AmericaUndetermined

HR consulting firm Robert Half starts informing customers that their personal and financial information might have been compromised after hackers targeted their accounts.https://www.securityweek.com/staffing-firm-robert-half-says-hackers-targeted-over-1000-customer-accountsUnited States of AmericaUndetermined

Ameriprise Financial, Inc. discloses a security incident.https://www.jdsupra.com/legalnews/ameriprise-financial-inc-announces-4068781/United States of AmericaUndetermined

The Belarusian Cyber Partisans release what they say is wiretapped audio of foreign embassies, consulates and other calls in Belarus gathered surreptitiously by the Belarusian Ministry of Internal Affairs.https://www.cyberscoop.com/belarusian-hacktivist-group-releases-purported-belarusian-wiretapped-audio-of-russian-embassy/Belarus Belarus

Guadalupe County investigates a potential network breach.https://www.databreaches.net/tx-guadalupe-county-investigating-potential-network-breach/United States of AmericaUndetermined

The Malaysia-linked hacktivist group DragonForce Malaysia takes credit for attacking and defacing at least 70 Indian government and private sector websites.https://www.databreachtoday.com/malaysian-hacktivists-target-indian-websites-as-payback-a-19325India Malaysia

Montrose Environmental Group, a US-based provider of environmental services, reveals it was hit by a ransomware attack last weekend that disrupted its laboratory testing operations.https://portswigger.net/daily-swig/ransomware-attack-on-montrose-environmental-group-disrupts-lab-testing-servicesUnited States of AmericaUndetermined

The Belarusian Cyber Partisans release what they say is wiretapped audio of foreign embassies, consulates and other calls in Belarus gathered surreptitiously by the Belarusian Ministry of Internal Affairs.https://www.cyberscoop.com/belarusian-hacktivist-group-releases-purported-belarusian-wiretapped-audio-of-russian-embassy/Belarus Belarus

Guadalupe County investigates a potential network breach.https://www.databreaches.net/tx-guadalupe-county-investigating-potential-network-breach/United States of AmericaUndetermined

The Malaysia-linked hacktivist group DragonForce Malaysia takes credit for attacking and defacing at least 70 Indian government and private sector websites.https://www.databreachtoday.com/malaysian-hacktivists-target-indian-websites-as-payback-a-19325India Malaysia

Montrose Environmental Group, a US-based provider of environmental services, reveals it was hit by a ransomware attack last weekend that disrupted its laboratory testing operations.https://portswigger.net/daily-swig/ransomware-attack-on-montrose-environmental-group-disrupts-lab-testing-servicesUnited States of AmericaUndetermined

W.W. Wallwork, Inc. filed notice of a data breach with the Montana Office of Consumer Protection after learning that an unauthorized party was able to access sensitive consumer information stored on the company's computer network.https://www.jdsupra.com/legalnews/w-w-wallwork-inc-reports-data-breach-2767302/United States of AmericaUndetermined

DialAmerica Marketing, a call center service, reports a breach to HHS that impacted 19,796 individuals.https://www.healthitsecurity.com/news/2-texas-hospitals-infected-with-malicious-code-face-potential-phi-exposureUnited States of AmericaUndetermined

Entega, a German energy supplier is hit by a cyber attack that mainly affected the firm's website and staff email accounts.https://cybernews.com/news/hackers-knock-out-two-german-energy-suppliers/Germany Undetermined

Mainzer Stadtwerke, an additional German energy supplier is hit by a cyber attack that mainly affected the firm's website and staff email accounts.https://cybernews.com/news/hackers-knock-out-two-german-energy-suppliers/Germany Undetermined

DialAmerica Marketing, a call center service, reports a breach to HHS that impacted 19,796 individuals.https://www.healthitsecurity.com/news/2-texas-hospitals-infected-with-malicious-code-face-potential-phi-exposureUnited States of AmericaUndetermined

Entega, a German energy supplier is hit by a cyber attack that mainly affected the firm's website and staff email accounts.https://cybernews.com/news/hackers-knock-out-two-german-energy-suppliers/Germany Undetermined

Mainzer Stadtwerke, an additional German energy supplier is hit by a cyber attack that mainly affected the firm's website and staff email accounts.https://cybernews.com/news/hackers-knock-out-two-german-energy-suppliers/Germany Undetermined

Southeast Colorado Hospital District (SECHD) files notice of a data breach after learning that an employee's email account containing confidential patient information became compromised.https://www.jdsupra.com/legalnews/southeast-colorado-hospital-district-4232541/United States of AmericaUndetermined

Vice Society encrypts network and threatens to leak data on their dark web portal.http://ecdmr42a34qovoph557zotkfvth4fsz56twvwgiylstjup4r5bpc4oad.onion/JhykowedsgX/SDu87wlpoNM96s/Italy Undetermined

Shoprite Holdings, Africa's largest supermarket chain that operates almost three thousand stores across twelve countries in the continent, is hit by a RansomHouse ransomware attack.https://www.bleepingcomputer.com/news/security/extortion-gang-ransoms-shoprite-largest-supermarket-chain-in-africa/South AfricaUndetermined

Alliance Physical Therapy Partners confirms that an unauthorized third party accessed certain systems within its network that contained patients' protected health information.https://www.hipaajournal.com/5-hipaa-regulated-entities-announced-hacking-incidents-that-exposed-phi/United States of AmericaUndetermined

Weller Truck Parts confirms that the company experienced a data breach after discovering that it was the victim of a malware attackhttps://www.jdsupra.com/legalnews/weller-truck-parts-reports-data-breach-8470341/United States of AmericaUndetermined

The People Concern, a homeless service, discovers that the email accounts of some of its employees have been accessed by an unauthorized third party.https://www.hipaajournal.com/security-breaches-reported-by-benefit-plan-administrators-and-the-people-concern/United States of AmericaUndetermined

Alliance Physical Therapy Partners confirms that an unauthorized third party accessed certain systems within its network that contained patients' protected health information.https://www.hipaajournal.com/5-hipaa-regulated-entities-announced-hacking-incidents-that-exposed-phi/United States of AmericaUndetermined

The People Concern, a homeless service, discovers that the email accounts of some of its employees have been accessed by an unauthorized third party.https://www.hipaajournal.com/security-breaches-reported-by-benefit-plan-administrators-and-the-people-concern/United States of AmericaUndetermined

Anonymous was able to hack a state intermediary agency for Russia's exports/imports of defense-related and dual use products. Anonymous leaked various classified information about Moscow's unmanned aircraft (UAV) plans and tactics, making it available to everyone on the web. Data from a screenshot shared on Twitter showed that Anonymous gained access to the list of the largest exporters and competitors in the UAV industry as well as a technical and commercial offer for the unmanned aerial vehicle "Orion-E."https://www.computing.co.uk/news/4051258/anonymous-claims-hacks-russian-dronesRussian FederationUndetermined

The Yakutia State Assembly portal was temporarily unavailable due to DDoS attacks.https://twitter.com/cyber_etc/status/1535210893495132161Russian FederationUndetermined

Via Telegram, Noname05716 - a pro-russian hacktivist group - has claimed a DDoS attack against a manufacturing corporation in the US.https://twitter.com/Cyberknow20/status/1535376953510834176United States of AmericaRussian Federation

90 Degree Benefits Minnesota begins notifying an undisclosed number of individuals of a data security incident that it discovered in late February 2022.https://healthitsecurity.com/news/2-texas-hospitals-infected-with-malicious-code-face-potential-phi-exposureUnited States of AmericaUndetermined

Christiana Spine Center confirms it was the victim of a recent ransomware attack.https://www.hipaajournal.com/fitzgibbon-hospital-diskriter-christiana-spine-center-suffer-ransomware-attacks/United States of AmericaUndetermined

Simpson University confirms to have experienced a data breach involving unauthorized access to employee email accounts.https://www.jdsupra.com/legalnews/simpson-university-confirms-data-breach-7498820/United States of AmericaUndetermined

90 Degree Benefits Wisconsin begins notifying an undisclosed number of individuals of a data security incident that it discovered in late February 2022.https://healthitsecurity.com/news/2-texas-hospitals-infected-with-malicious-code-face-potential-phi-exposureUnited States of AmericaUndetermined

90 Degree Benefits Minnesota begins notifying an undisclosed number of individuals of a data security incident that it discovered in late February 2022.https://healthitsecurity.com/news/2-texas-hospitals-infected-with-malicious-code-face-potential-phi-exposureUnited States of AmericaUndetermined

Christiana Spine Center confirms it was the victim of a recent ransomware attack.https://www.hipaajournal.com/fitzgibbon-hospital-diskriter-christiana-spine-center-suffer-ransomware-attacks/United States of AmericaUndetermined

Simpson University confirms to have experienced a data breach involving unauthorized access to employee email accounts.https://www.jdsupra.com/legalnews/simpson-university-confirms-data-breach-7498820/United States of AmericaUndetermined

The NB65 group claim to have gained access to surveillance footage, looked at sensitive data, stored credentilas as well as got access to 5TB fo surveillance footage.https://twitter.com/xxNB65/status/1534787642461765633Russian FederationUkraine

The official website of Russia's Federal Service for Surveillance on Consumer Rights Protection and Human Wellbeing - was subjected to a DDoS attack that made their webiste and online services unavailable.https://twitter.com/cyber_etc/status/1534945796864475145Russian FederationUndetermined

The online bulletin broadcast of a Russian radio station, Kommersant FM, is interrupted when the content was replaced with the Ukrainian national anthem and antiwar songs.https://www.hackread.com/russian-radio-station-hacked-with-ukraine-national-anthem/Russian FederationUndetermined

Choice Health Insurance notifies people of a data breach caused by human error of a vendor. they learned on May 14 that an unauthorized person was "offering to make available data allegedly taken from Choice Health.https://www.databreaches.net/choice-health-insurance-notifying-people-after-vendor-error-resulted-in-data-breach/United States of AmericaUndetermined

The Optimism Foundation suffers a $16 million worth theft of tokens. Shortly after the attacker returns $15 million.https://www.vice.com/en/article/4axgmn/stay-optimistic-hacker-returns-dollar15-million-in-optimism-tokensUndeterminedUndetermined

GYM Network, a cross-protocol DeFi aggregator, is hacked with the loss of $2.1M of cryptocurrency.https://cryptonews.net/news/security/7907487/UndeterminedUndetermined



Osmosis, a decentralized exchange (DEX) built on the Cosmos network, is halted after attackers exploited a liquidity provider (LP) bug to the tune of roughly $5 million. $2m are returned shortly after.https://cointelegraph.com/news/attackers-loot-5m-from-osmosis-in-lp-exploit-2m-returned-soon-afterUndeterminedUndetermined

The online bulletin broadcast of a Russian radio station, Kommersant FM, is interrupted when the content was replaced with the Ukrainian national anthem and antiwar songs.https://www.hackread.com/russian-radio-station-hacked-with-ukraine-national-anthem/Russian FederationUndetermined

Choice Health Insurance notifies people of a data breach caused by human error of a vendor. they learned on May 14 that an unauthorized person was "offering to make available data allegedly taken from Choice Health.https://www.databreaches.net/choice-health-insurance-notifying-people-after-vendor-error-resulted-in-data-breach/United States of AmericaUndetermined

GYM Network, a cross-protocol DeFi aggregator, is hacked with the loss of $2.1M of cryptocurrency.https://cryptonews.net/news/security/7907487/UndeterminedUndetermined

The website of a government facility in Kamchatka was temporarily unavailable on the morning of June 8 due to DDoS cyberattacks.https://twitter.com/cyber_etc/status/1534493380834623489Russian FederationUndetermined

Rainier Arms, an e-commerce site, discloses a data breach resulting from card skimmer infection on its site.https://www.bleepingcomputer.com/news/security/online-gun-shops-in-the-us-hacked-to-steal-credit-cards/United States of AmericaUndetermined

The NSA, CISA, and the FBI reveal that Chinese-backed threat actors have targeted and compromised major telecommunications companies and network service providers to steal credentials and harvest data.https://www.bleepingcomputer.com/news/security/us-chinese-govt-hackers-breached-telcos-to-snoop-on-network-traffic/UndeterminedUndetermined

Atrium Health informs 6,695 individuals of a phishing attack between April 7 and April 8. An unauthorized party used a phishing scam to gain access to an employee's business email and messaging account.https://healthitsecurity.com/news/mcg-health-data-breach-impacts-8-organizations-793k-individualsUnited States of AmericaUndetermined

Central Florida Inpatient Medicine (CFIM) discloses a data security incident that impacted 197,733 individuals. The practice determined on May 5, 2022 that an unauthorized actor had accessed an employee email account between August 21, 2021 and September 17, 2021.https://healthitsecurity.com/news/yuma-regional-medical-center-experiences-ransomware-attackUnited States of AmericaUndetermined

Afni files official notice of a data breach that impacted the sensitive information of certain individuals, after detecting anomalous activity on its network.https://www.jdsupra.com/legalnews/afni-inc-announces-data-breach-1289845/United States of AmericaUndetermined

Rainier Arms, an e-commerce site, discloses a data breach resulting from card skimmer infection on its site.https://www.bleepingcomputer.com/news/security/online-gun-shops-in-the-us-hacked-to-steal-credit-cards/United States of AmericaUndetermined

Atrium Health informs 6,695 individuals of a phishing attack between April 7 and April 8. An unauthorized party used a phishing scam to gain access to an employee's business email and messaging account.https://healthitsecurity.com/news/mcg-health-data-breach-impacts-8-organizations-793k-individualsUnited States of AmericaUndetermined

Central Florida Inpatient Medicine (CFIM) discloses a data security incident that impacted 197,733 individuals. The practice determined on May 5, 2022 that an unauthorized actor had accessed an employee email account between August 21, 2021 and September 17, 2021.https://healthitsecurity.com/news/yuma-regional-medical-center-experiences-ransomware-attackUnited States of AmericaUndetermined

Afni files official notice of a data breach that impacted the sensitive information of certain individuals, after detecting anomalous activity on its network.https://www.jdsupra.com/legalnews/afni-inc-announces-data-breach-1289845/United States of AmericaUndetermined

The website of a Russian regional legislative assembly was targeted by a cyberattack and rendered inaccessible for more than 12 hours. According to the victim organisation the attack was carried out of Ukraine, from servers located mainly in the United States.https://regnum.ru/news/accidents/3612323.htmlRussian FederationUndetermined

The website of a regional administration suffered a DDoS attack and was unaccessible.https://regnum.ru/news/accidents/3612483.htmlRussian FederationUndetermined

Numrich Gun Parts Corporation, an e-commerce site, discloses a data breach resulting from card skimmer infection on its site.https://www.bleepingcomputer.com/news/security/online-gun-shops-in-the-us-hacked-to-steal-credit-cards/United States of AmericaUndetermined

An attacker exploits a vulnerability in the Maiar decentralized exchange to steal an estimated $113 million.https://www.vice.com/en/article/88q45a/decentralized-crypto-exchange-maiar-offline-after-hacker-steals-dollar113mUndeterminedUndetermined

The Floyd County school system confirms reports of a cyberattack that resulted in $194,672.76 being stolen from the school system.https://www.databreaches.net/ga-funds-stolen-from-floyd-county-schools-in-cyberattack-police-investigating/United States of AmericaUndetermined

Numrich Gun Parts Corporation, an e-commerce site, discloses a data breach resulting from card skimmer infection on its site.https://www.bleepingcomputer.com/news/security/online-gun-shops-in-the-us-hacked-to-steal-credit-cards/United States of AmericaUndetermined

The Floyd County school system confirms reports of a cyberattack that resulted in $194,672.76 being stolen from the school system.https://www.databreaches.net/ga-funds-stolen-from-floyd-county-schools-in-cyberattack-police-investigating/United States of AmericaUndetermined

The website of Russia's Ministry of Construction, Housing and Utilities appeared to have been hacked, with an internet search for the site leading to a "Glory to Ukraine" sign in Ukrainian.https://www.business-standard.com/article/international/russian-ministry-website-appears-hacked-users-data-protected-report-122060600191_1.htmlRussian FederationUndetermined

The website of the Bashkiria State Assembly has been the target of hacker attacks. Due to cyber attacks the website was unaccessible.https://regnum.ru/news/3612103.htmlRussian FederationUndetermined

Hospital San JosÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒ'ÃƒÂ‚Ã‚Â© de Gran Canaria has some data dumped in the Conti ransomware website.https://www.databreaches.net/four-ransomware-attacks-on-non-u-s-medical-entities-did-anyone-get-notified/Spain Russian Federation

According to the State Service of Special Communications and Information Protection of Ukraine (SSSCIP), the broadcast of the Football World Cup 2022 qualifier game between Wales and Ukraine is interrupted in Ukraine by a cyberattack that targeted OLL.TV, a Ukrainian online broadcasting platform. SSSCIP claims that malicious actors succeeded in gaining access to a Content delivery network (CDN) nod and rerouted the traffic. Ukrainian authorities temporarily stopped the broadcast to restart the traffic.https://cybernews.com/cyber-war/russia-targets-football-games-officials-phones-with-cyberattacks/Ukraine Undetermined

Hospital San Jose de Gran Canaria has some data dumped in the Conti ransomware website.https://www.databreaches.net/four-ransomware-attacks-on-non-u-s-medical-entities-did-anyone-get-notified/Spain Russian Federation

Cardiac Imaging Associates (CIA) notifies people of a breach that occurred after an unauthorized actor could access files in an email account.https://www.databreaches.net/ca-cardiac-imaging-associates-notifying-patients-of-data-breach/United States of AmericaUndetermined

The Russian Ministry of Construction, Housing and Utilities (minstroyrf.gov.ru) is hacked. When searched on the internet, the site's address leads to a sign in the Ukrainian language that read- Glory to Ukraine.ÃƒÂƒ'ÃƒÂ‚Ã‚Â• The attackers also demanded ransom to prevent the leaking of personal data of the site users.https://www.hackread.com/russian-ministry-website-hacked-glory-to-ukraine/Russian FederationUkraine

The Russian Ministry of Construction, Housing and Utilities (minstroyrf.gov.ru) is hacked. When searched on the internet, the sites address leads to a sign in the Ukrainian language that read- Glory to Ukraine.ÃƒÂƒ'ÃƒÂ‚Ã‚Â• The attackers also demanded ransom to prevent the leaking of personal data of the site users.https://www.hackread.com/russian-ministry-website-hacked-glory-to-ukraine/Russian FederationUndetermined

In name of #OpRussia, the Anonymous release a terabyte of data and emails from Rustam Kurmaev and Partners (RKP Law), a Russian law firm that works with major banking, media, oil and industrial firms and state interests.https://securityaffairs.co/wordpress/131933/hacktivism/anonymous-operation-russia-100-days.htmlRussian FederationUndetermined

Pharmaceutical giant Novartis says no sensitive data was compromised in a recent cyberattack by the Industrial Spy data-extortion gang.https://www.bleepingcomputer.com/news/security/novartis-says-no-sensitive-data-was-compromised-in-cyberattack/SwitzerlandUndetermined

Bergen's Promise discloses a phishing attack that impacted 6,948 individuals.https://healthitsecurity.com/news/two-orgs-suffer-email-data-breaches-ecl-breach-tally-risesUnited States of AmericaUndetermined

The City of Palermo in Southern Italy suffers a ransomware attack, which has a massive impact on a broad range of operations and services to both citizens and visiting tourists. The city is forced to shut down all the systems.https://www.bleepingcomputer.com/news/security/italian-city-of-palermo-shuts-down-all-systems-to-fend-off-cyberattack/Italy Undetermined

In name of #OpRussia, the Anonymous release a terabyte of data and emails from Rustam Kurmaev and Partners (RKP Law), a Russian law firm that works with major banking, media, oil and industrial firms and state interests.https://securityaffairs.co/wordpress/131933/hacktivism/anonymous-operation-russia-100-days.htmlRussian FederationUndetermined

Bergens Promise discloses a phishing attack that impacted 6,948 individuals.https://healthitsecurity.com/news/two-orgs-suffer-email-data-breaches-ecl-breach-tally-risesUnited States of AmericaUndetermined

Innovative Service Technology Management Services reports a data breach after the company experienced a ransomware attack targeting its computer system.https://www.jdsupra.com/legalnews/innovative-service-technology-2523106/United States of AmericaUndetermined

SATT Sud-Est is the first victim of a new modus operandi by a ransomware gang dubbed Industrial Spy that compromises the victim's website to announce the attack.https://www.bleepingcomputer.com/news/security/ransomware-gang-now-hacks-corporate-websites-to-show-ransom-notes/France Undetermined

The exiled group People's Mujahedin of Iran (MEK) claims responsibility for a cyber attack that took temporarily control of dozens of websites run by Tehran's municipality and around 5,000 of the capital's surveillance cameras.https://www.securityweek.com/exiled-iran-group-claims-tehran-hacking-attackIran (Islamic Republic of)Iran (Islamic Republic of)

Prothena, a late-stage clinical company, notifies certain individuals that their data was compromised during a four-month hack of an employee email account.https://www.scmagazine.com/editorial/analysis/breach/ransomware-attack-on-yuma-regional-medical-leads-to-data-theft-for-700k-patientsUnited States of AmericaUndetermined

Tenafly Public Schools reveal to be in the process of recovering from a ransomware attack and are forced to cancel final exams.https://therecord.media/new-jersey-school-district-forced-to-cancel-final-exams-amid-ransomware-recovery-effort/United States of AmericaUndetermined

SATT Sud-Est is the first victim of a new modus operandi by a ransomware gang dubbed Industrial Spy that compromises the victim's website to announce the attack.https://www.bleepingcomputer.com/news/security/ransomware-gang-now-hacks-corporate-websites-to-show-ransom-notes/France Undetermined

Prothena, a late-stage clinical company, notifies certain individuals that their data was compromised during a four-month hack of an employee email account.https://www.scmagazine.com/editorial/analysis/breach/ransomware-attack-on-yuma-regional-medical-leads-to-data-theft-for-700k-patientsUnited States of AmericaUndetermined

Tenafly Public Schools reveal to be in the process of recovering from a ransomware attack and are forced to cancel final exams.https://therecord.media/new-jersey-school-district-forced-to-cancel-final-exams-amid-ransomware-recovery-effort/United States of AmericaUndetermined

Lorenz executed exfiltration of data and ransomeware in targeted network. Data presented on dark web "leak site" http://lorenzmlwpzgxq736jzseuterytjueszsvznuibanxomlpkyxk6ksoyd.onion/United States of AmericaUndetermined

Vice Society encrypts network and threatens to leak data on their dark web portal.http://ecdmr42a34qovoph557zotkfvth4fsz56twvwgiylstjup4r5bpc4oad.onion/JhykowedsgX/Zer56JKwS9ooLm/United Kingdom of Great Britain and Northern IrelandUndetermined

Vice Society encrypts network and threatens to leak data on their dark web portal.http://ecdmr42a34qovoph557zotkfvth4fsz56twvwgiylstjup4r5bpc4oad.onion/JhykowedsgX/Vbn2sLK5BFas7q/United Kingdom of Great Britain and Northern IrelandUndetermined

Vice Society encrypts network and threatens to leak data on their dark web portal.http://ecdmr42a34qovoph557zotkfvth4fsz56twvwgiylstjup4r5bpc4oad.onion/JhykowedsgX/jhgfduytr6mRTV/United Kingdom of Great Britain and Northern IrelandUndetermined

Documents Leaked on ransomware site.http://cuba4ikm4jakjgmkezytyawtdgr2xymvy6nvzgw5cglswg3si76icnqd.onion/Taiwan (Province of China)Russian Federation

The chief of the United State Cyber Command, General Paul Nakasone confirms for the first time that the US had conducted a series of cyber operations in response to Russia's invasion of Ukraine.https://news.sky.com/story/us-military-hackers-conducting-offensive-operations-in-support-of-ukraine-says-head-of-cyber-command-12625139Russian FederationUnited States of America

In name of #OpRussia, the Anonymous collective release 1.5 million emails (823 GB) from the Vyberi Radio group, which operates around 100 radio stations in 18 cities throughout Russia, with over 8 million listeners.https://securityaffairs.co/wordpress/131933/hacktivism/anonymous-operation-russia-100-days.htmlRussian FederationUndetermined

The chief of the United States Cyber Command, General Paul Nakasone confirms for the first time that the US had conducted a series of cyber operations in response to Russia's invasion of Ukraine.https://news.sky.com/story/us-military-hackers-conducting-offensive-operations-in-support-of-ukraine-says-head-of-cyber-command-12625139Russian FederationUnited States of America

In name of #OpRussia, the Anonymous collective release 1.5 million emails (823 GB) from the Vyberi Radio  group, which operates around 100 radio stations in 18 cities throughout Russia, with over 8 million listeners.https://securityaffairs.co/wordpress/131933/hacktivism/anonymous-operation-russia-100-days.htmlRussian FederationUndetermined

Tulsa Tech reveals that someone stole data belonging to students who were enrolled in its classes between 1986 and 1999.https://www.databreaches.net/tulsa-tech-hit-by-data-breach/United States of AmericaUndetermined

The website of the state owned Latvian railway company was target by a DDoS cyber attack. Ticket sales on the website as well as the mobile application were disrupted.https://www.tvnet.lv/7540737/atkartoti-notiek-kiberuzbrukums-pasazieru-vilciena-timekla-vietneiLatvia Undetermined

UW Medicine notifies patients about a ransomware attack at its mail service vendor Kaye-Smith, which has compromised the protected health information of 3,800 patients.https://www.beckershospitalreview.com/cybersecurity/3-800-uw-medicine-patients-affected-by-3rd-party-data-breach.htmlUnited States of AmericaUndetermined



In name of #OpRussia, the Anonymous leak a trove of emails from Metprom Group, a metallurgical engineering and investment firm.https://www.bleepingcomputer.com/news/security/new-xloader-botnet-uses-probability-theory-to-hide-its-servers/Russian FederationUndetermined

Costa Rica's public health service (known as Costa Rican Social Security Fund or CCCS) are hit by a Hive ransomware attack.https://www.bleepingcomputer.com/news/security/fbi-warns-of-ukrainian-charities-impersonated-to-steal-donations/Costa RicaRussian Federation

Virginia Mason Medical Center (VMMC) discloses an incident where an external third party "intruded" three servers between January 16 and January 20, 2022.https://www.bleepingcomputer.com/news/security/google-fixes-actively-exploited-android-kernel-vulnerability/United States of AmericaUndetermined

Google releases the second part of the May security patch for Android, including a fix for CVE-2021-22600, an actively exploited Linux kernel vulnerability.https://www.databreaches.net/school-board-hacked-after-emails-of-contractors-compromised/UndeterminedUndetermined

The Calcasieu Parish School Board is the victim of a cyber fraud incident when the emails of a contractor are compromised.https://www.zdnet.com/article/australian-national-disability-insurance-scheme-provider-breached-and-treating-its-database-as-compromised/United States of AmericaUndetermined

Foxconn electronics manufacturer confirms that one of its Mexico-based production plants has been impacted by a ransomware attack in late May.https://www.bleepingcomputer.com/news/security/foxconn-confirms-ransomware-attack-disrupted-production-in-mexico/Mexico Russian Federation

Lorenz executed exfiltration of data and ransomeware in targeted network. Data presented on dark web "leak site" http://lorenzmlwpzgxq736jzseuterytjueszsvznuibanxomlpkyxk6ksoyd.onion/United States of AmericaUndetermined

The City of Tucson discloses a data breach affecting the personal information of more than 123,000 individuals.https://www.bleepingcomputer.com/news/security/city-of-tucson-discloses-data-breach-affecting-over-123-000-people/United States of AmericaUndetermined

Geisinger Health System discloses a ransomware attack affecting its email vendor Kaye-Smith.https://www.hipaajournal.com/more-than-233000-patients-affected-by-cyberattack-on-fmc-services/United States of AmericaUndetermined

Seattle Children's Hospital discloses a ransomware attack affecting its email vendor Kaye-Smith.https://www.hipaajournal.com/more-than-233000-patients-affected-by-cyberattack-on-fmc-services/United States of AmericaUndetermined

Farmers Investment Company (FICO), doing business as Green Valley Pecan Company, files notice of a data breach after learning that an unauthorized party was able to access confidential consumer information stored on the company's computer network.https://www.jdsupra.com/legalnews/green-valley-pecan-company-reports-4671223/United States of AmericaUndetermined

The websites of the talian Ministries of Defense and Foreign Affairs are taken down by the pro-Russian Killnet collective.https://www.bleepingcomputer.com/news/security/new-microsoft-office-zero-day-used-in-attacks-to-execute-powershell/Italy Russian Federation

The Mirror Protocol, a decentralized finance platform on the Terra network, has more than $2 million drained from it due to an issue affecting how its price-setting software reacted to the historic Luna cryptocurrency crash.https://securityaffairs.co/wordpress/131807/hacking/whatsapp-otp-scam.htmlUndeterminedUndetermined

Turkish flight operator Pegasus Airlines suffers a data breach after an AWS cloud storage bucket is reportedly left unprotected and there was unauthorized access to certain information held by carrier.https://portswigger.net/daily-swig/data-breach-at-australian-pension-provider-spirit-super-impacts-50k-victims-following-phishing-attackTurkey Undetermined

The Cape Cod Regional Transit Authority (CCRTA) discloses to have been hit by an LV ransomware attack.https://therecord.media/cape-cod-transit-bureau-still-recovering-from-memorial-day-ransomware-attack/United States of AmericaUndetermined

Lorenz executed exfiltration of data and ransomeware in targeted network. Data presented on dark web "leak site" http://lorenzmlwpzgxq736jzseuterytjueszsvznuibanxomlpkyxk6ksoyd.onion/United States of AmericaUndetermined

The Ontario Secondary School Teachers' Federation (OSSTF) says it was the victim of a ransomware attack earlier this year that compromised members' personal information.https://www.thepeterboroughexaminer.com/ts/news/gta/2022/11/23/osstf-victim-of-ransomware-attack-notifies-members-of-personal-data-compromised.htmlCanada Undetermined

Anonymous-affiliated collective Spid3r claims to have attacked Belarus' government websites in retaliation for the country's alleged support of Russia's invasion of Ukraine.https://www.redhotcyber.com/post/ministero-degli-esteri-e-difesa-risultano-offline/Belarus Undetermined

Regina Public Schools are hit by a ransomware attack.https://www.infosecurity-magazine.com/news/anonymous-claims-attacks-against/Canada Russian Federation

The sensitive information of two million people is accessed during a cyberattack on Shields Health Care Group, a Massachusetts-based healthcare organization that provides services to dozens of hospitals and other medical facilities.https://therecord.media/cybercriminal-scams-city-of-portland-ore-for-1-4-million/United States of AmericaUndetermined

The City of Portland investigates a cybersecurity breach that resulted in a $1.4 million fraudulent transaction with city funds in April.https://healthitsecurity.com/news/aesto-health-aon-plc-alameda-health-system-suffer-healthcare-data-breachesUnited States of AmericaUndetermined

Aon PLC reports a hacking incident that impacted 28,714 individuals.https://www.hipaajournal.com/email-account-breaches-reported-by-allaire-healthcare-group-and-platinum-hospitalists/United States of AmericaUndetermined

BJC HealthCare starts notifying certain patients that some of their protected health information was stored in email accounts that were accessed by an unauthorized individual.https://www.infosecurity-magazine.com/news/magniber-ransomware-targets-windows/United States of AmericaUndetermined

North Lakes Pain Consultants discloses a breach affecting 620 individualshttps://www.databreaches.net/cyberattack-against-regina-public-schools-likely-ransomware/United States of AmericaUndetermined

The Quantum ransomware gand drops leaked data samples on their TOR site.http://quantum445bh3gzuyilxdzs5xdepf3b7lkcupswvkryf3n7hgzpxebid.onion/target/floridadepartmentofveteransaffairsUnited States of AmericaUndetermined

The FBI issues an alert about usernames and passwords giving access to colleges and universities based in the U.S., available for sale on Russian cybercriminal forums.https://www.bleepingcomputer.com/news/security/enemybot-malware-adds-exploits-for-critical-vmware-f5-big-ip-flaws/United States of AmericaUndetermined

Canadian healthcare service provider Scarborough Health Network (SHN) warns that a data breach may have exposed patient healthcare records.https://www.vice.com/en/article/wxdwxn/hacker-steals-database-of-hundreds-of-verizon-employeesCanada Undetermined

A hacker obtains a database that includes the full name, email address, corporate ID numbers, and phone number of hundreds of Verizon employees.https://www.databreaches.net/martin-university-discloses-ransomware-incident/United States of AmericaUndetermined

Empress EMS (Emergency Medical Services), a New York-based emergency response and ambulance service provider, discloses a data breach that exposed customer information after a Hive ransomware attack.https://www.bleepingcomputer.com/news/security/new-york-ambulance-service-discloses-data-breach-after-ransomware-attack/United States of AmericaRussian Federation

Low-cost Indian airline SpiceJet informs its customers of an attempted ransomware attack that has impacted some of its systems and caused delays on flight departures.https://www.bleepingcomputer.com/news/security/new-chromeloader-malware-surge-threatens-browsers-worldwide/India Undetermined

The Conti ransomware gang publishes all of the data it stole during a January attack on the government servers of Linn County.https://www.reuters.com/technology/exclusive-russian-hackers-are-linked-new-brexit-leak-website-google-says-2022-05-25/United States of AmericaUndetermined

Lifespan Services, a non-profit provider of services to individuals with disabilities, confirms it was the victim of a ransomware attack that affected data on its servers.https://www.scmp.com/tech/big-tech/article/3179123/chinese-internet-firm-sohus-employees-duped-email-scam-promised?utm_source=feedly_feedUnited States of AmericaUndetermined

Chinese internet portal operator Sohu.com says that two dozen employees lost more than 40,000 yuan (US$6,000) after they fell victim to an email scam, which promised "allowances" to recipients who provided their bank accounts and other personal identification information.https://www.databreaches.net/calgary-charity-hit-by-data-breach-says-it-responded-appropriately-despite-client-concerns/China Undetermined

The Calgary Urban Project Society (CUPS) informs him that a staff member's email account had been hacked and some of his personal information may have been put at risk.https://www.databreaches.net/ambulance-billing-service-and-two-health-systems-report-breaches-involving-protected-health-information/Canada Undetermined

Ambulance billing service Comstar LLC notifies an as-yet undisclosed number of people following a data security breach of their systems that was detected on March 26, 2022.https://www.beckershospitalreview.com/cybersecurity/33-smaller-cyberattacks-that-hit-healthcare-providers.htmlUnited States of AmericaUndetermined

Fred Hutchinson Cancer Center discloses a breach affecting 500 individualshttps://www.beckershospitalreview.com/cybersecurity/33-smaller-cyberattacks-that-hit-healthcare-providers.htmlUnited States of AmericaUndetermined

The Multiple Sclerosis Center of Atlanta discloses a breach affecting 2,820 individuals.https://www.bleepingcomputer.com/news/security/intuit-warns-of-quickbooks-phishing-threatening-to-suspend-accounts/United States of AmericaUndetermined

A hack on police servers in China's Xinjiang region yields thousands of graphic images and videos of Uyghur detainees suffering in detention camps.https://www.dataguidance.com/news/usa-vvrmc-notifies-ocr-data-security-incidentChina Undetermined

The Pro-Iranian group ALtahrea Team takes down the website of the Port of London Authority/PLA.https://www.vice.com/en/article/pkp7pm/hacker-steals-dollar14-million-in-nfts-from-collector-in-one-sweepUnited Kingdom of Great Britain and Northern IrelandIran (Islamic Republic of)

A hacker steals dozens of NFTs worth more than $1.4 million from a single collector on Tuesday, according to blockchain observers.https://www.bleepingcomputer.com/news/security/spicejet-airline-passengers-stranded-after-ransomware-attack/UndeterminedUndetermined

The Somerset County is hit with a ransomware attack.https://cybernews.com/security/exposed-the-threat-actors-who-are-poisoning-facebook/United States of AmericaUndetermined

Austrian federal state Carinthia is hit by the BlackCat ransomware gang, also known as ALPHV, who demands a $5 million to unlock the encrypted computer systems.https://therecord.media/personal-data-of-2-million-leaked-in-cyberattack-on-massachusetts-healthcare-group/Austria Russian Federation

Washington University School of Medicine announces that patient information has been exposed as a result of a recent data security incident when an unknown actor gained access to the email accounts of certain employees between March 4, 2022, and March 28, 2022.https://www.hipaajournal.com/email-incidents-reported-by-washington-university-school-of-medicine-oswego-county-opportunities/United States of AmericaUndetermined

The data of 28,332 patients of Homestead Hospice & Palliative Care in Georgia is potentially compromised during a yearlong hack of multiple employee email accounts between April 1, 2021, and March 31, 2022.UndeterminedUndetermined

Miscreants dump on Telegram more than 142 million customer records stolen from MGM Resorts, exposing names, postal and email addresses, phone numbers, and dates of birth for any would-be identity thief.https://www.theregister.com/2022/05/25/mgm_customers_data_dumped_again/United States of AmericaUndetermined

Hackers take control of the Twitter account of the well-known NFT artist Beeple and are able gather around $270,000 in ETH and steal 45 NFTs worth around $165,000.https://www.vice.com/en/article/z3npp8/hackers-took-control-of-famous-nft-artist-beeples-twitter-accountUnited States of AmericaUndetermined

SNATCH executed exfiltration of data and ransomeware in targeted network. Data presented on dark web "leak site"http://hl66646wtlp2naoqnhattngigjp5palgqmbwixepcjyq5i534acgqyad.onion/index.php?page=1Canada Undetermined

Wedding registry website Zola confirms that it was hit with a cyberattack after dozens of customers complained on social media about their accounts being drained or breached.https://therecord.media/zola-confirms-cyberattack-that-drained-hundreds-from-wedding-registry-accounts/United States of AmericaUndetermined

Russia's banking and financial services company Sberbank is being targeted in a wave of unprecedented DDoS attackshttps://www.bleepingcomputer.com/news/security/russian-sberbank-says-it-s-facing-massive-waves-of-ddos-attacks/Russian FederationUkraine

The websites of the Italian airports of Malpensa, Linate and Orio al Serio are taken down by the pro-Russian Killnet collective.https://milano.corriere.it/notizie/cronaca/22_maggio_20/attacco-hacker-siti-web-linate-malpensa-orio-serio-firma-collettivo-filo-russo-killnet-9bd35294-d856-11ec-927f-5d06a100b198.shtmlItaly Russian Federation

Aesto Health says it suffered a data security incident that impacted its internal IT systems when an unauthorized actor had accessed Aesto Health's systems between December 25 and March 8.https://healthitsecurity.com/news/aesto-health-aon-plc-alameda-health-system-suffer-healthcare-data-breachesUnited States of AmericaUndetermined

Oswego County Opportunities (OCO) announces that a limited number of employee email accounts were accessed by an unknown actor, when suspicious email activity was detected and the email accounts were immediately secured.https://www.hipaajournal.com/email-incidents-reported-by-washington-university-school-of-medicine-oswego-county-opportunities/United States of AmericaUndetermined

OE Enterprise discloses a phishing attack impacting 4,075 individuals.https://www.beckershospitalreview.com/cybersecurity/33-smaller-cyberattacks-that-hit-healthcare-providers.htmlUnited States of AmericaUndetermined

RANSOM HOUSE criminal gang exploits data and encrypts systems. Data and ransom demands presented on "leak" site on dark web.http://xw7au5pnwtl6lozbsudkmyd32n6gnqdngitjdppybudan3x3pjgpmpid.onion/r/7909f604c3c79fb059fb772535169a1fdb0f23f0Sweden Undetermined

Vice Society encrypts network and threatens to leak data on their dark web portal.http://ecdmr42a34qovoph557zotkfvth4fsz56twvwgiylstjup4r5bpc4oad.onion/JhykowedsgX/r6c4l9N8c4sDwQ/United States of AmericaUndetermined



The Cl0p ransomware gang leaks the data stolen from the Fort Sumner Municipal Schools.https://therecord.media/k-12-cyberattacks-new-mexico-ohio/United States of AmericaUndetermined

The Vice Society ransomware gang claims to have acquired patient files from Atlanta Perinatal Associates.https://www.databreaches.net/vice-society-claims-to-have-acquired-patient-files-from-atlanta-perinatal-associates/United States of AmericaUndetermined

A phishing attack at Australian pension provider Spirit Super results in "some personal details being compromised".https://securityaffairs.co/wordpress/131933/hacktivism/anonymous-operation-russia-100-days.htmlAustralia Undetermined

Lorenz executed exfiltration of data and ransomeware in targeted network. Data presented on dark web "leak site" http://lorenzmlwpzgxq736jzseuterytjueszsvznuibanxomlpkyxk6ksoyd.onion/United States of AmericaUndetermined

Vice Society encrypts network and threatens to leak data on their dark web portal.http://ecdmr42a34qovoph557zotkfvth4fsz56twvwgiylstjup4r5bpc4oad.onion/JhykowedsgX/Dew3aQ7jKMN5sr/Brazil Undetermined

Vice Society encrypts network and threatens to leak data on their dark web portal.http://ecdmr42a34qovoph557zotkfvth4fsz56twvwgiylstjup4r5bpc4oad.onion/JhykowedsgX/hjG5fdrcXX2ahq/United Kingdom of Great Britain and Northern IrelandUndetermined

Vice Society encrypts network and threatens to leak data on their dark web portal.http://ecdmr42a34qovoph557zotkfvth4fsz56twvwgiylstjup4r5bpc4oad.onion/JhykowedsgX/zG78hjwvx06jkK/United States of AmericaUndetermined

The Washington Local Schools says a cyberattack affected phone, email, internet and WiFi networks as well as all Google Classroom systems.https://therecord.media/k-12-cyberattacks-new-mexico-ohio/United States of AmericaUndetermined

The government of Greenland confirms reports that the island's hospital system was severlyÃƒÂƒ'ÃƒÂ‚Ã‚Â• impacted by a cyberattack.https://therecord.media/greenland-cyberattack-healthcare-systems/Greenland Undetermined

Allaire Healthcare Group reveals that an unauthorized individual has gained access to the email account of one of its employees.https://www.hipaajournal.com/email-account-breaches-reported-by-allaire-healthcare-group-and-platinum-hospitalists/United States of AmericaUndetermined

Machatt Co., Ltd. issues a notice in which it addressed a data breach potentially affecting the personal information of up to 16,093 customers. In particular, Machatt confirmed that it discovered that personal information of customers from the Machatt online store operated by its company may have been leaked due to unauthorised access by a third party.https://www.dataguidance.com/news/japan-machatt-addresses-data-breach-potentiallyJapan Undetermined

The data of 22.5 million Malaysians, allegedly leaked from the National Registration Department (NRD) is leaked.https://www.databreaches.net/data-leak-containing-info-of-22-5-million-malaysians-not-from-nrd-says-hamzah/Malaysia Undetermined

The LockBit ransomware gang claims to have hit the Mercyhurst University.https://www.databreaches.net/pa-ransomware-group-claims-to-have-hit-mercyhurst-university/United States of AmericaRussian Federation

The Quantum ransomware gand drops leaked data samples on their TOR site.http://quantum445bh3gzuyilxdzs5xdepf3b7lkcupswvkryf3n7hgzpxebid.onion/target/texisleUnited States of AmericaUndetermined

The Quantum ransomware gand drops leaked data samples on their TOR site.http://quantum445bh3gzuyilxdzs5xdepf3b7lkcupswvkryf3n7hgzpxebid.onion/target/hirschwatchstrapsaccessoriesUnited States of AmericaUndetermined

As part of #OpRussia, the Anonymous Collective hacked a major Russian Bank. As per the recent tweets, they claim to have leaked several numbers of emails, phone numbers, and addresses.https://www.thetechoutlook.com/news/cyber-war-against-russia-anonymous-collective-has-hacked-sberbank-and-leaked-a-lot-of-data/Russian FederationUndetermined

US car manufacturer General Motors discloses that it was the victim of a credential stuffing attack that exposed some customers' information and allowed the attackers to redeem rewards points for gift cards.https://www.bleepingcomputer.com/news/security/general-motors-credential-stuffing-attack-exposes-car-owners-info/United States of AmericaUndetermined

Heidell, Pittoni, Murphy & Bach, LLP ('HPM&B') discloses a data security incident affecting 114,979 individuals.https://www.dataguidance.com/news/usa-heidell-pittoni-murphy-bach-notifies-ocr-dataUnited States of AmericaUndetermined

Hokusen Co., issues a notice in which it addressed a data breach potentially affecting the personal information of up to 44,559 customers, when it discovered that personal information may have been leaked due to unauthorised access by a third party.https://www.dataguidance.com/news/japan-hokusen-addresses-data-breach-potentiallyJapan Undetermined

The Elgin County suffers a cyber attack that puts its email and website offline for nearly one month. The data of 330 individuals is also compromised.https://www.databreaches.net/ca-elgin-data-breach-devastating-for-victims-county-not-transparent-about-incident-cavoukian/Canada Undetermined

Michigan Avenue Immediate Care is hacked by an unknown threat actor, and more that 580 GB personal information about  ~43.000 patients is leaked.https://www.databreaches.net/immediate-care-facility-in-chicago-hacked-in-december-do-patients-know/United States of AmericaUndetermined

Lorenz executed exfiltration of data and ransomeware in targeted network. Data presented on dark web "leak site" http://lorenzmlwpzgxq736jzseuterytjueszsvznuibanxomlpkyxk6ksoyd.onion/China Undetermined

The Italian Police says to have fended off a DDoS attack by the Russian collective Killnet.https://www.reuters.com/world/europe/italian-police-prevents-pro-russian-hacker-attacks-during-eurovision-contest-2022-05-15/Italy Russian Federation

CTARS, the makers of a cloud-based client management system used by the Australian National Disability Insurance Scheme (NDIS) as well as disability services, out of home care, and children's services, reveals it was breached on May 15 and found the data posted to the dark web a week later.Australia Undetermined

In name of #OpRussia two hacktivists leak 466 GB of emails from the Polar Branch of the Russian Federal Research Institute of Fisheries and Oceanography.https://securityaffairs.co/wordpress/131264/hacktivism/anonymous-oprussia-updates.htmlRussian FederationUndetermined

In name of #OpRussia the Anonymous collective leaks a 106 GB archive  that contains nearly 77,500 emails from Port and Railway Projects Service of JSC UMMC.https://securityaffairs.co/wordpress/131264/hacktivism/anonymous-oprussia-updates.htmlRussian FederationUndetermined

In name of #OpRussia the Anonymous collective steals over 7,000 emails from the Achinsk city government and leak an 8.5GB archive.https://securityaffairs.co/wordpress/131264/hacktivism/anonymous-oprussia-updates.htmlRussian FederationUndetermined

In name of #OpRussia the Anonymous collective leaks a 130 GB archive that contains nearly 116,500 emails from SOCAR Energoresource.https://securityaffairs.co/wordpress/131264/hacktivism/anonymous-oprussia-updates.htmlRussian FederationUndetermined

On December 14, 2022, Avem Health Partners reported a data breach with several state attorney general offices after the company learned of a cybersecurity incident at 365 Data Centers, a vendor used by one of Avem's service providers.https://www.jdsupra.com/legalnews/avem-health-partners-files-notice-of-3638798/United States of AmericaUndetermined

Documents Leaked on ransomware site.http://cuba4ikm4jakjgmkezytyawtdgr2xymvy6nvzgw5cglswg3si76icnqd.onion/Kuwait Russian Federation

Shaker Heights City School District discloses a security incident.https://www.databreaches.net/oh-shaker-heights-city-school-district-discloses-hacking-incident/United States of AmericaUndetermined

Brazilian e-commerce conglomerate Americanas.com report a multimillion-dollar loss in sales in its financial results (923 million Brazilian reais equivalent to $183 million) after a major cyber attack earlier this year.https://www.zdnet.com/article/brazilian-e-commerce-firm-americanas-reports-multimillion-dollar-loss-following-cyberattack/Brazil Undetermined

The National Bank of Zambia is hit with a Hive ransomware attack.https://www.bloomberg.com/news/articles/2022-05-18/ransomware-attackers-get-short-shrift-from-zambian-central-bankZambia Russian Federation

Italy's Computer Security Incident Response Team (CSIRT) discloses DDoS attacks against crucial government sites in the country over the past couple of days.https://www.bleepingcomputer.com/news/security/italian-cert-hacktivists-hit-govt-sites-in-slow-http-ddos-attacks/Italy Russian Federation

Publishing giant Nikkei discloses that the group's headquarters in Singapore was hit by a ransomware attack on May 13, 2022.https://www.bleepingcomputer.com/news/security/media-giant-nikkei-s-asian-unit-hit-by-ransomware-attack/Singapore Undetermined

A Ukrainian city council files were stolen during a cyberattack and published on Russians Telegram channels. A small part of services and employees' computers were affected. Part of the services were restored within two days.https://www.pravda.com.ua/eng/news/2022/05/15/7346414/Ukraine Undetermined

DDoS attacks on over 70 Latvian government websites were allegedly repelled. The pro-Russian collective KillNet had earlier shared a list of 100 Latvian organiaztions across its Telegram channel.https://twitter.com/certlv/status/1528680273465991171Latvia Russian Federation

A Russian company operating an oil refinery and several oilfields and partially owned by the State Oil Company of Azerbaijan Republic (SOCAR) had data leaked by the Anonymous collective who released a 130 GB archive via DDoSecrets that contains nearly 116,500 emails.https://ddosecrets.com/wiki/SOCAR_EnergoresourceRussian FederationUndetermined

The Mission School District suffers a phishing attack, and teachers' emails are exploited to send out additional phishing messages.https://www.databreaches.net/mission-school-district-suffers-it-breach-phishing-emails-being-sent-from-teachers-accounts/United States of AmericaUndetermined

The Cameron County Elections Department acknowledges a security breach in which someone gained access to files containing the personal identifying information of staff members and poll workers handled by Easy Vote, a company that provides poll worker management software.https://www.databreaches.net/cameron-county-elections-office-reports-online-security-breach/United States of AmericaUndetermined

Quantum Imaging & Therapeutic Associates (QITA) notifies patients of a data breach detected on October 7, 2021.https://www.hipaajournal.com/refuah-health-center-alerts-260k-patients-about-may-2021-cyberattack/United States of AmericaUndetermined

Venus Protocol, a decentralized money market, announces that about $11 million has been lost due to people exploiting the historic collapse of the Luna cryptocurrency and its sister stablecoin UST.https://therecord.media/collapse-of-luna-cryptocurrency-leads-to-11-million-exploit-on-venus-protocol/UndeterminedUndetermined

The Springs Living reports a data breach after an unauthorized party gained access to sensitive information on the company's computer network.https://www.jdsupra.com/legalnews/the-springs-living-inc-files-notice-of-6836823/United States of AmericaUndetermined

A Latvian charity, which facilitates donations for Ukraine, was hit by a DDoS attack after it had started to collect donations for the demolition of Victory Park - a Soviet monument. On the same day, a list of around 100 Latvian organizations was posted across Russian websites calling for DDoS attacks.https://www.lsm.lv/raksts/zinas/latvija/ziedotlv-un-citas-vietnes-latvija-piedzivo-kiberuzbrukumus.a456567/Latvia Russian Federation

Arizona Health Advantage, also known as Arizona Priority Care (APC) and AZPC Clinics notifies several health plans of a recent data breach that impacted nearly 11,000 individuals in total.https://www.databreaches.net/arizona-priority-care-and-azpc-clinics-notify-10978-patients-of-malware-attack/United States of AmericaUndetermined

Cardiovascular Associates (CVA) files a notice of data breach after the company learned that certain systems within its network were subject to unauthorized access.https://www.jdsupra.com/legalnews/cardiovascular-associates-files-notice-1897175/United States of AmericaUndetermined

Christus Health is hit by a ransomware attack by Avos Locker. The gang publishes the leaked data on their website.https://www.databreaches.net/christus-health-ransomware-incident-involved-theft-of-sensitive-patient-and-employee-data/United States of AmericaUndetermined

Healthcare technology company Omnicell revealed in a filing with the United States Securities and Exchange Commission (SEC) that it recently fell victim to a ransomware attack.https://www.securityweek.com/healthcare-technology-provider-omnicell-discloses-ransomware-attackUnited States of AmericaUndetermined

Top Aces, a Canadian company that supplies fighter jets for airborne training exercises is hit with a LockBit ransomware attack.https://therecord.media/top-aces-ransomware-attack-lockbit/Canada Russian Federation

Researchers from Fortinet discover a novel attack attributed to the Iranian hacking group known as APT34 group or Oilrig, targeting a Jordanian diplomat with custom-crafted tools.https://www.bleepingcomputer.com/news/security/iranian-hackers-exposed-in-a-highly-targeted-espionage-campaign/Jordan Iran (Islamic Republic of)

Vice Society encrypts network and threatens to leak data on their dark web portal.http://ecdmr42a34qovoph557zotkfvth4fsz56twvwgiylstjup4r5bpc4oad.onion/JhykowedsgX/6hnKJo0sgQC6nB/United States of AmericaUndetermined

Vice Society encrypts network and threatens to leak data on their dark web portal.http://ecdmr42a34qovoph557zotkfvth4fsz56twvwgiylstjup4r5bpc4oad.onion/JhykowedsgX/0Fq2sdWMXo8gty/Spain Undetermined

Vice Society encrypts network and threatens to leak data on their dark web portal.http://ecdmr42a34qovoph557zotkfvth4fsz56twvwgiylstjup4r5bpc4oad.onion/JhykowedsgX/Dbv7xVVeRR3mp0/Singapore Undetermined

Using the Mirai malware to create a botnet, Killnet and Legion conducted a DDoS attack against several Italian institutional websites, including the Italian Senate, the Ministry of Defense, and the National Institute of Health. Their websites were taken offline and unreachable for a few hours.https://sysdig.com/blog/killnet-italy-and-nato/Italy Russian Federation

Part of the Anonymous collective claims to have leaked 466 GB of emails from the branch of a Russian Federal Research Institutehttps://ddosecrets.com/wiki/Polar_Branch_of_the_Russian_Federal_Research_Institute_of_Fisheries_and_OceanographyRussian FederationUndetermined



Around 106 GB worth of data leaked from a deparment of a Russian based metals and coal producer, which manages Russia's two main coal-shipping ports.https://ddosecrets.com/wiki/Port_and_Railway_Projects_Service_of_JSC_UMMCRussian FederationUndetermined

Gateway Ambulatory Surgery Center reports a data breach after the company confirmed that patient data was leaked after a successful email phishing attack.https://www.jdsupra.com/legalnews/gateway-ambulatory-surgery-center-4078032/United States of AmericaUndetermined

AA Traveller a website used for travel bookings, suffers a data breach when an authorized party accesses the internal information because of a vulnerability.https://www.databreaches.net/nz-data-breach-on-aa-traveller-website/New ZealandUndetermined

McKenzie Health System informs 25,318 individuals regarding the theft of some of their protected health information (PHI) due to a recent security incident that interrupted the operations of a number of its systems.https://www.defensorum.com/mckenzie-health-system-omnicell-report-cyberattacks/United States of AmericaUndetermined

Researchers from Checkpoint discover a years-long phishing campaign has targeted German companies in the automotive industry, attempting to infect their systems with password-stealing malware.https://www.bleepingcomputer.com/news/security/german-automakers-targeted-in-year-long-malware-campaign/Germany Undetermined

The Belton Police Department is hit with a ransomware attack.https://www.govtech.com/security/belton-mo-police-respond-to-malware-attack-on-networkUnited States of AmericaUndetermined

NuLife Med discloses a data security incident that impacted 81,244 individuals.https://healthitsecurity.com/news/nh-medical-device-company-faces-data-security-incident-81k-impactedUnited States of AmericaUndetermined

Opus Interactive, a web hosting provider, is hit with a ransomware attack.https://www.securityweek.com/hackers-hit-web-hosting-provider-linked-oregon-electionsUnited States of AmericaUndetermined

Russian video content provider RuTube also announces that their site was offline after suffering a cyberattack.https://www.bleepingcomputer.com/news/security/hackers-display-blood-is-on-your-hands-on-russian-tv-take-down-rutube/Russian FederationUkraine

During the Russian President Putin's speech at today's "Victory Day" military parade, pro-Ukrainian hacking groups defaced the online Russian TV schedule page to display anti-war messages.https://www.bleepingcomputer.com/news/security/hackers-display-blood-is-on-your-hands-on-russian-tv-take-down-rutube/Russian FederationUkraine

Large-scale DDoS attack against leading telecommunications companies in Ukraine resulted in partial inaccessibility of their websites.https://ukranews.com/en/news/856131-russia-carried-out-large-scale-cyber-attack-on-ukrainian-telecom-operators-websitesUkraine Undetermined

The U.S. Drug Enforcement Administration (DEA) says it is investigating reports that hackers gained unauthorized access to the Law Enforcement Inquiry and Alerts database.https://krebsonsecurity.com/2022/05/dea-investigating-breach-of-law-enforcement-data-portal/United States of AmericaUndetermined

The Conti ransomware gang adds the intelligence Peru MOF ÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Â¢ÃƒÂƒÃ‚Â¢'ÃƒÂ‚Ã‚Â¬" DirecciÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒ'ÃƒÂ‚Ã‚Â³n General de Inteligencia (DIGIMIN) to the list of its victims.https://securityaffairs.co/wordpress/131093/cyber-crime/conti-ransomware-peru-direccion-general-de-inteligencia.htmlPeru Russian Federation

The operators of decentralized finance (DeFi) lending and credit protocol Fortress announce that about $3 million worth of cryptocurrency was stolen during an attack on third-party infrastructure.https://therecord.media/defi-protocol-fortress-announces-3-million-hack/UndeterminedUndetermined

The Costa Rican President Rodrigo Chaves declares a national emergency following cyber attacks from Conti ransomware group on multiple government bodies.https://www.bleepingcomputer.com/news/security/costa-rica-declares-national-emergency-after-conti-ransomware-attacks/Costa RicaRussian Federation

The City of Quincy is hit with a cyber attack.https://www.databreaches.net/il-quincy-facing-one-of-the-worst-cyber-attacks-to-ever-hit-the-community/United States of AmericaUndetermined

Ukraine's Computer Emergency Response Team (CERT-UA) warns of the mass distribution of Jester Stealer malware via phishing emails using warnings of impending chemical attacks to scare recipients into opening attachments.https://www.bleepingcomputer.com/news/security/ukraine-warns-of-chemical-attack-phishing-pushing-stealer-malware/Ukraine Undetermined

Community Psychiatry Management, which does business under the name Mindpath Health, files notice of a data breach after discovering that an unauthorized party was able to gain access to two employee email accounts containing confidential patient informationhttps://www.jdsupra.com/legalnews/community-psychiatry-management-llc-dba-6040416/United States of AmericaUndetermined

OpenSea, a non-fungible token marketplace, is the victim of a hack on its main Discord channel: threat actors post fake announcements about partnerships between OpenSea and other projects.https://www.databreaches.net/opensea-discord-server-hacked-increasing-the-risk-of-phishing-scams/United States of AmericaUndetermined

WellDyneRx, a pharmacy benefits service provider, discloses to have been hit by a phishing attack.https://www.databreaches.net/sunday-notes-welldyne-north-alabama-bone-joint-clinic-disclose-breaches-affecting-patient-data/United States of AmericaUndetermined

AGCO, a leading US-based agricultural machinery producer, announces it was hit by a ransomware attack impacting some of its production facilities.https://www.bleepingcomputer.com/news/security/us-agricultural-machinery-maker-agco-hit-by-ransomware-attack/United States of AmericaUndetermined

One of Ferrari's subdomains (forms.ferrari.com) is hijacked to host a scam promoting fake Ferrari NFT collection.https://www.bleepingcomputer.com/news/security/ferrari-subdomain-hijacked-to-push-fake-ferrari-nft-collection/Italy Undetermined

Google releases the second part of the May security patch for Android, including a fix for CVE-2021-22600, an actively exploited Linux kernel vulnerability.https://www.bleepingcomputer.com/news/security/google-fixes-actively-exploited-android-kernel-vulnerability/UndeterminedUndetermined

NB65, a group affiliated to the Anonymous leak a 482.5 GB archive containing 75,000 files, emails and disk images from CorpMSP. a federal institution providing support to small and medium-sized businesses.https://securityaffairs.co/wordpress/130992/hacktivism/anonymous-ukraine-it-army-vs-russia.htmlRussian FederationUkraine

SNATCH executed exfiltration of data and ransomeware in targeted network. Data presented on dark web "leak site"http://hl66646wtlp2naoqnhattngigjp5palgqmbwixepcjyq5i534acgqyad.onion/index.php?page=2United States of AmericaUndetermined

Vice Society encrypts network and threatens to leak data on their dark web portal.http://ecdmr42a34qovoph557zotkfvth4fsz56twvwgiylstjup4r5bpc4oad.onion/JhykowedsgX/ln7fgHaB2xo9zq/Greece Undetermined

Black Basta drops examples of sensitive organizational data on their dark web page demanding payment under threat of publication.https://stniiomyjliimcgkvdszvgen3eaaoz55hreqqx6o77yvmpwt7gklffqd.onion/?id=PRGX%20Global%20Inc.United States of AmericaUndetermined

MM.Finance announces that attackers managed to steal $2 million worth of digital assets in a Domain Name System (DNS) attack.https://therecord.media/more-than-2-million-stolen-from-defi-platform-mm-finance/UndeterminedUndetermined

Researchers from INKY reveal that for about half a year, work email accounts belonging to over 100 employees of the National Health System (NHS) in the U.K. were used in several phishing campaigns, some aiming to steal Microsoft logins.https://www.bleepingcomputer.com/news/security/attackers-hijack-uk-nhs-email-accounts-to-steal-microsoft-logins/United Kingdom of Great Britain and Northern IrelandUndetermined

Salesforce-owned Heroku performs a forced password reset on a subset of user accounts. The company admits that the stolen GitHub integration OAuth tokens from last month further led to the compromise of an internal customer database.https://www.bleepingcomputer.com/news/security/heroku-forces-user-password-resets-but-fails-to-explain-why/United States of AmericaUndetermined

Researchers from Crowdstrike reveal that Docker images with a download count of over 150,000 have been used to run DDoS attacks against a dozen of Russian and Belarusian websites managed by government, military, and news organizations.https://www.bleepingcomputer.com/news/security/pro-ukraine-hackers-use-docker-images-to-ddos-russian-sites/Russian FederationUkraine

Anonymous leak a 20.4 GB archive containing 31,990 emails from LLC Capital.https://securityaffairs.co/wordpress/130992/hacktivism/anonymous-ukraine-it-army-vs-russia.htmlRussian FederationUndetermined

Researchers from Crowdstrike reveal that Docker images with a download count of over 150,000 have been used to run DDoS attacks against a dozen of Russian and Belarusian websites managed by government, military, and news organizations.https://www.bleepingcomputer.com/news/security/pro-ukraine-hackers-use-docker-images-to-ddos-russian-sites/Belarus Ukraine

Kaiser Permanente, one of America's leading not-for-profit health plans and health care providers, recently discloses a data breach that exposed the health information of more than 69,000 individuals when the email of an employee is compromised.https://www.bleepingcomputer.com/news/security/kaiser-permanente-data-breach-exposes-health-data-of-69k-people/United States of AmericaUndetermined

Kaiser Permanente, one of America's leading not-for-profit health plans and health care providers, recently discloses a data breach that exposed the health information of more than 69,000 individuals when the email of an employee is compromised.https://www.bleepingcomputer.com/news/security/kaiser-permanente-data-breach-exposes-health-data-of-69k-people/United States of AmericaUndetermined

Vice Society encrypts network and threatens to leak data on their dark web portal.http://ecdmr42a34qovoph557zotkfvth4fsz56twvwgiylstjup4r5bpc4oad.onion/JhykowedsgX/cXZW2mhil8v5sH/United States of AmericaUndetermined

A Latvian national news agency and another latvian news organization were hit by DDoS attacks on May 04. This attack was the largest of a spate of attacks that had affected the news agency since the start of the war.https://www.lsm.lv/raksts/zinas/latvija/ziedotlv-un-citas-vietnes-latvija-piedzivo-kiberuzbrukumus.a456567/Latvia Undetermined

Transport for NSW confirms its Authorised Inspection Scheme (AIS) online application was impacted by a cyber incident in early April.https://www.zdnet.com/article/transport-for-nsw-struck-by-cyber-attack/Australia Undetermined

Google's Threat Analysis Group reveals that the Chinese threat actor Curious Gorge has remained active against government, military, logistics and manufacturing organizations in Ukraine, Russia and Central Asia.https://www.bleepingcomputer.com/news/security/google-chinese-state-hackers-keep-targeting-russian-govt-agencies/UndeterminedChina

Google's Threat Analysis Group reveals that the Belarusian threat actor Ghostwriter has resumed its activity of targeting Gmail accounts via credential phishing.https://www.bleepingcomputer.com/news/security/google-chinese-state-hackers-keep-targeting-russian-govt-agencies/Ukraine Belarus

Google's Threat Analysis Group reveals that the Russian threat actor Calisto is targeting government and defense officials, politicians, NGOs and think tanks, and journalists via phishing links directly in the email, linking to PDFs and/or DOCs hosted on Google Drive and Microsoft One Drive.https://www.bleepingcomputer.com/news/security/google-chinese-state-hackers-keep-targeting-russian-govt-agencies/UndeterminedRussian Federation

Google's Threat Analysis Group reveals that the Russian threat actor Turla is targeting defense and cybersecurity organizations in the Baltics via emails distributing malicious documents.https://www.bleepingcomputer.com/news/security/google-chinese-state-hackers-keep-targeting-russian-govt-agencies/UndeterminedRussian Federation

Allwell Behavioral Health Services announces that a computer system used to store quality assurance information related to the treatment of patients was accessed by an unauthorized individual.https://www.hipaajournal.com/email-accounts-compromised-at-bjc-healthcare-cooper-university-health-care/United States of AmericaUndetermined

Capsule, a digital pharmacy, starts notifying 27,486 individuals that some of their protected health information has been exposed in a cyberattack where unauthorized individuals gained access to certain Capsule accounts on April 5, 2022.https://www.hipaajournal.com/email-accounts-compromised-at-bjc-healthcare-cooper-university-health-care/United States of AmericaUndetermined

SNATCH executed exfiltration of data and ransomeware in targeted network. Data presented on dark web "leak site"http://hl66646wtlp2naoqnhattngigjp5palgqmbwixepcjyq5i534acgqyad.onion/index.php?page=2United Kingdom of Great Britain and Northern IrelandUndetermined

SNATCH executed exfiltration of data and ransomeware in targeted network. Data presented on dark web "leak site"http://hl66646wtlp2naoqnhattngigjp5palgqmbwixepcjyq5i534acgqyad.onion/index.php?page=2United Kingdom of Great Britain and Northern IrelandUndetermined

Vice Society encrypts network and threatens to leak data on their dark web portal.http://ecdmr42a34qovoph557zotkfvth4fsz56twvwgiylstjup4r5bpc4oad.onion/JhykowedsgX/fft7s2lkM9hn6v/Malaysia Undetermined

The Anonymous collective releases 82GB worth of emails apparently belonging to the Nauru Police Force in protest against the alleged ill-treatment of asylum seekers and refugees carried out by Island authorities on behalf of the Australian government.https://www.hackread.com/anonymous-leak-police-emails-australia-offshore-detention/Nauru Undetermined

Spanish government officials reveal that the mobile phones used by Spain's Prime Minister Pedro Sanchez and Defense Minister Margarita Robles were infected with Pegasus spyware, a well-known surveillance tool made by Israel's NSO Group.https://therecord.media/spyware-attack-targeted-spanish-prime-ministers-phone/Spain Undetermined

Over several days, the websites of German authorities and ministries have been targeted in a series of DDoS attacks. the targets included the Ministry of Defence, the Bundestag, the Federal Police and several state police authorities.https://www.spiegel.de/politik/deutschland/killnet-cyberangriffe-wladimir-putin-fans-attackieren-deutsche-behoerdenseiten-a-2be17f20-3688-4674-b82d-d7889a532c80Germany Russian Federation

Dis-Chem Pharmacies reveals that nearly 3.7 million of its clients' records were compromised during an incident involving a third-party service provider.https://mybroadband.co.za/news/security/444004-dis-chem-data-breach-3-7-million-client-records-exposed.htmlSouth AfricaUndetermined

In name of #OpRussia, NB65, one of the Anonymous affiliate hacktivist groups claims to have gained access to the database of Qiwi, a Russian Payment Processor.https://www.hackread.com/anonymous-nb65-hacki-russia-payment-processor-qiwi/Russian FederationUkraine

A number of web pages belonging to public authorities were subjected to DDoS attacks. The attacks compromise equipment and networks, by exploiting security vulnerabilities and enrolling them in botnet network.https://europe-cities.com/2022/05/01/killnet-attacked-several-websites-of-state-institutions-in-the-republic-of-moldova/Moldova (the Republic of)Russian Federation

Valley View Hospital is hit by a phishing attack, potentially impacting the personal data of about 21,000 people.https://www.databreaches.net/over-20000-peoples-data-potentially-compromised-in-phishing-scam-targeting-valley-view-hospital/United States of AmericaUndetermined

Saddle Finance reports that about $10.3 million worth of cryptocurrency was stolen from their platform.https://therecord.media/hackers-steal-90-million-from-defi-platforms-rari-capital-and-saddle-finance/UndeterminedUndetermined



Rari Capital confirms reports from several blockchain security companies that about $80 million worth of cryptocurrency was stolen through their platform.https://therecord.media/hackers-steal-90-million-from-defi-platforms-rari-capital-and-saddle-finance/UndeterminedUndetermined

The State Bar of Georgia discloses an unauthorized access to its network.https://portswigger.net/daily-swig/state-bar-of-georgia-reels-from-cyber-attackUnited States of AmericaUndetermined

Kellogg Community College is hit with a ransomware attack.https://therecord.media/kellogg-community-college-ransomware-michigan/United States of AmericaUndetermined

The Quantum ransomware gand drops leaked data samples on their TOR site.http://quantum445bh3gzuyilxdzs5xdepf3b7lkcupswvkryf3n7hgzpxebid.onion/target/petroserveUnited States of AmericaUndetermined

The Quantum ransomware gand drops leaked data samples on their TOR site.http://quantum445bh3gzuyilxdzs5xdepf3b7lkcupswvkryf3n7hgzpxebid.onion/target/henryCanada Undetermined

The Quantum ransomware gand drops leaked data samples on their TOR site.http://quantum445bh3gzuyilxdzs5xdepf3b7lkcupswvkryf3n7hgzpxebid.onion/target/hufcorUnited States of AmericaUndetermined

The Quantum ransomware gand drops leaked data samples on their TOR site.http://quantum445bh3gzuyilxdzs5xdepf3b7lkcupswvkryf3n7hgzpxebid.onion/target/grosvenorengineeringgroupAustralia Undetermined

The Quantum ransomware gand drops leaked data samples on their TOR site.http://quantum445bh3gzuyilxdzs5xdepf3b7lkcupswvkryf3n7hgzpxebid.onion/target/valleyrentalsUnited States of AmericaUndetermined

The Quantum ransomware gand drops leaked data samples on their TOR site.http://quantum445bh3gzuyilxdzs5xdepf3b7lkcupswvkryf3n7hgzpxebid.onion/target/driveproductsCanada Undetermined

Vice Society encrypts network and threatens to leak data on their dark web portal.http://ecdmr42a34qovoph557zotkfvth4fsz56twvwgiylstjup4r5bpc4oad.onion/JhykowedsgX/eSi7fmVC9kaqfn/Germany Undetermined

Vice Society encrypts network and threatens to leak data on their dark web portal.http://ecdmr42a34qovoph557zotkfvth4fsz56twvwgiylstjup4r5bpc4oad.onion/JhykowedsgX/djw2lqW3bcLSoa/Brazil Undetermined

The Romanian national cyber security and incident response team, DNSC, issues a statement about a series of DDoS attacks targeting several public websites managed by the state entities carried out by a pro-Russian group dubbed Killnet.https://www.bleepingcomputer.com/news/security/russian-hacktivists-launch-ddos-attacks-on-romanian-govt-sites/Romania Russian Federation

in name of #OpRussia, the Anonymous collective releases a 1.1 TB archive that contains nearly 1.1 million emails from ALET, a customs broker for companies in the fuel and energy industries.https://securityaffairs.co/wordpress/130726/cyber-warfare-2/anonymous-hack-russian-companies.htmlRussian FederationUndetermined

Worcester County discloses a breach of the county government email account which contained limited personal information belonging to about 3,000 government and board of education employee and retiree accounts.https://www.databreaches.net/md-worcester-co-addresses-government-email-breach/United States of AmericaUndetermined

The Conti ransomware group dumps the data allegedly leaked from Elgin County.https://www.databreaches.net/purported-elgin-county-data-posted-online-by-ransomware-group-cyber-threat-expert/United States of AmericaRussian Federation

Battelle for Kids, a company that houses student's state testing information for districts across Ohio, is the victim of a ransomware attack.https://www.databreaches.net/current-former-lakota-local-schools-students-possibly-impacted-by-vendors-data-breach/United States of AmericaUndetermined

The largest supermarket chain in Trinidad struggled to recover from a cyberattack that caused outages at all of its locations throughout the country this weekend.  On Thursday, Massy Stores released a statement saying it was experiencing "technical challenges" with its front-end checkout systems that made it so products could not be purchased from its supermarkets and pharmacies.https://therecord.media/trinidads-largest-supermarket-chain-crippled-by-cyberattack/Trinidad and TobagoUndetermined

Black Basta drops examples of sensitive organizational data on their dark web page demanding payment under threat of publication.https://stniiomyjliimcgkvdszvgen3eaaoz55hreqqx6o77yvmpwt7gklffqd.onion/?id=PRGX%20Global%20Inc.United States of AmericaUndetermined

ÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Â¢ÃƒÂƒÃ‚Â¢'ÃƒÂ‚Ã‚Â¬'Car rental giant Sixt is hit by a weekend cyberattack causing business disruptions at customer care centers and select branches.https://www.bleepingcomputer.com/news/security/car-rental-giant-sixt-facing-disruptions-due-to-a-cyberattack/Germany Undetermined

The Quantum ransomware gand drops leaked data samples on their TOR site.http://quantum445bh3gzuyilxdzs5xdepf3b7lkcupswvkryf3n7hgzpxebid.onion/target/tehamacountysocialservicesUnited States of AmericaUndetermined

Vice Society encrypts network and threatens to leak data on their dark web portal.http://ecdmr42a34qovoph557zotkfvth4fsz56twvwgiylstjup4r5bpc4oad.onion/JhykowedsgX/cDs7h1Y9oPqhsR/Thailand Undetermined

Vice Society encrypts network and threatens to leak data on their dark web portal.http://ecdmr42a34qovoph557zotkfvth4fsz56twvwgiylstjup4r5bpc4oad.onion/JhykowedsgX/tfd8BVHJ3ds9mm/Brazil Undetermined

Vice Society encrypts network and threatens to leak data on their dark web portal.http://ecdmr42a34qovoph557zotkfvth4fsz56twvwgiylstjup4r5bpc4oad.onion/JhykowedsgX/Cx7uT4mlkJh99h/United States of AmericaUndetermined

Vice Society encrypts network and threatens to leak data on their dark web portal.http://ecdmr42a34qovoph557zotkfvth4fsz56twvwgiylstjup4r5bpc4oad.onion/JhykowedsgX/8gDrt4vklosHgf/Brazil Undetermined

Vice Society encrypts network and threatens to leak data on their dark web portal.http://ecdmr42a34qovoph557zotkfvth4fsz56twvwgiylstjup4r5bpc4oad.onion/JhykowedsgX/Jk87ghrT3LaD2N/Italy Undetermined

Vice Society encrypts network and threatens to leak data on their dark web portal.http://ecdmr42a34qovoph557zotkfvth4fsz56twvwgiylstjup4r5bpc4oad.onion/JhykowedsgX/oo0ghweRD32nhU/France Undetermined

Vice Society encrypts network and threatens to leak data on their dark web portal.http://ecdmr42a34qovoph557zotkfvth4fsz56twvwgiylstjup4r5bpc4oad.onion/JhykowedsgX/l6g6wQ2KM9fgDs/Australia Undetermined

Vice Society encrypts network and threatens to leak data on their dark web portal.http://ecdmr42a34qovoph557zotkfvth4fsz56twvwgiylstjup4r5bpc4oad.onion/JhykowedsgX/R3xgHy5lpOun9g/Spain Undetermined

A spear phishing campaign against the State authorities of Ukraine used emails entitled "Decree of the Press Office of the European Union No. 576/22 on uninterrupted security measures" to deliver an ISO image file. As a result, the devices were infected with the malware "Meterpreter".https://securityintelligence.com/posts/trickbot-group-systematically-attacking-ukraine/Ukraine Russian Federation

A DDoS attack on a Czech television news channelhttps://www.idnes.cz/zpravy/domaci/kyberneticky-utok-web-ct24-server-irozhlas-hackerska-skupina.A220428_195539_domaci_mislCzechia Undetermined

Decentralized finance (DeFi) platform Deus Finance confirms reports that an attacker stole about $13.4 million worth of cryptocurrency.https://therecord.media/more-than-13-million-stolen-from-defi-platform-deus-finance/UndeterminedUndetermined

Austin Peay State University (APSU) confirms to have been hit with a ransomware attack.https://www.bleepingcomputer.com/news/security/austin-peay-state-university-resumes-after-ransomware-cyber-attack/United States of AmericaUndetermined

In name of #OpRussia, the Anonymous collective leals 1.23 million emails (1.7 TB of data) from Elektrocentromontazh (ECM), the primary power organization of Russia.https://securityaffairs.co/wordpress/130726/cyber-warfare-2/anonymous-hack-russian-companies.htmlRussian FederationUndetermined

The Quantum ransomware gand drops leaked data samples on their TOR site.http://quantum445bh3gzuyilxdzs5xdepf3b7lkcupswvkryf3n7hgzpxebid.onion/target/elgincountyCanada Undetermined

Vice Society encrypts network and threatens to leak data on their dark web portal.http://ecdmr42a34qovoph557zotkfvth4fsz56twvwgiylstjup4r5bpc4oad.onion/JhykowedsgX/0gRn8jLsdAx5n4/Kuwait Undetermined

Vice Society encrypts network and threatens to leak data on their dark web portal.http://ecdmr42a34qovoph557zotkfvth4fsz56twvwgiylstjup4r5bpc4oad.onion/JhykowedsgX/gK73ZsaphB6m0w/Colombia Undetermined

Coca-Cola investigates the claims of a cyberattack on its network after the Stormous ransomware gang said that it successfully breached some of the company's servers and stole 161 GB of data.https://www.bleepingcomputer.com/news/security/coca-cola-investigates-hackers-claims-of-breach-and-data-theft/United States of AmericaRussian Federation

Black Basta drops examples of sensitive organizational data on their dark web page demanding payment under threat of publication.https://stniiomyjliimcgkvdszvgen3eaaoz55hreqqx6o77yvmpwt7gklffqd.onion/?id=PRGX%20Global%20Inc.Germany Undetermined

The Quantum ransomware gand drops leaked data samples on their TOR site.http://quantum445bh3gzuyilxdzs5xdepf3b7lkcupswvkryf3n7hgzpxebid.onion/target/confcommercioalessandriahomeItaly Undetermined

RANSOM HOUSE criminal gang exploits data and encrypts systems. Data and ransom demands presented on "leak" site on dark web.http://xw7au5pnwtl6lozbsudkmyd32n6gnqdngitjdppybudan3x3pjgpmpid.onion/r/ee1711ae03079ad7a5f1a95b9bc20f4a6391b6eaUnited States of AmericaUndetermined

Aeropost suffers a credit card breach.https://www.databreaches.net/mailpac-customers-affected-by-aeropost-data-breach/United States of AmericaUndetermined

A group of hackers purportedly linked to Iran dubbed Hackers of Savior, claims to have succeeded in hacking into the system used to transfer money between Israeli banks and through it entered into people's personal accounts.https://www.databreaches.net/iranian-hackers-claim-theyve-hit-the-bank-of-israel-but-no-proof-cyber-authority-says/Israel Undetermined

Popular NFT company Bored Ape Yacht Club (BAYC) reveals that cybercriminals hacked its Instagram account and used the access to share fraudulent phishing sites that allowed the theft of dozens of NFTs worth millions of dollars.https://therecord.media/bored-ape-yacht-club-says-instagram-hacked-nfts-stolen/UndeterminedUndetermined

Yuma Regional Medical Center (YRMC) discloses a ransomware attack that compromised the SSNs of 700,000 individuals.https://therecord.media/arizona-hospital-says-ssns-of-700000-people-leaked-during-april-ransomware-attack/United States of AmericaUndetermined

Yuma Regional Medical Center (YRMC) discloses a ransomware attack that compromised the SSNs of 700,000 individuals.https://therecord.media/arizona-hospital-says-ssns-of-700000-people-leaked-during-april-ransomware-attack/United States of AmericaUndetermined

Lorenz executed exfiltration of data and ransomeware in targeted network. Data presented on dark web "leak site" http://lorenzmlwpzgxq736jzseuterytjueszsvznuibanxomlpkyxk6ksoyd.onion/United States of AmericaUndetermined

Researchers at The DFIR Report disclose the technical details of a Quantum ransomware attack that lasted only 3 hours and 44 minutes from initial infection to the completion of encrypting devices.https://www.bleepingcomputer.com/news/security/quantum-ransomware-seen-deployed-in-rapid-network-attacks/UndeterminedUndetermined

The Conti ransomware gang cripples the systems of the Junta Administrativa del Servicio ElÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â©ctrico de Cartago (JASEC).https://therecord.media/conti-ransomware-cripples-systems-of-electricity-manager-in-costa-rican-town/Costa RicaRussian Federation

Black Basta drops examples of sensitive organizational data on their dark web page demanding payment under threat of publication.https://stniiomyjliimcgkvdszvgen3eaaoz55hreqqx6o77yvmpwt7gklffqd.onion/?id=PRGX%20Global%20Inc.United States of AmericaUndetermined

Black Basta drops examples of sensitive organizational data on their dark web page demanding payment under threat of publication.https://stniiomyjliimcgkvdszvgen3eaaoz55hreqqx6o77yvmpwt7gklffqd.onion/?id=PRGX%20Global%20Inc.France Undetermined

Black Basta drops examples of sensitive organizational data on their dark web page demanding payment under threat of publication.https://stniiomyjliimcgkvdszvgen3eaaoz55hreqqx6o77yvmpwt7gklffqd.onion/?id=PRGX%20Global%20Inc.Germany Undetermined

Black Basta drops examples of sensitive organizational data on their dark web page demanding payment under threat of publication.https://stniiomyjliimcgkvdszvgen3eaaoz55hreqqx6o77yvmpwt7gklffqd.onion/?id=PRGX%20Global%20Inc.Germany Undetermined

Costa Rica's Junta De Proteccion Social is added to LockBit 3.0's leak site, with the ransomware gang claiming to have about 7.8 GB of information.https://www.thetechoutlook.com/news/technology/security/data-worth-of-3-7-gb-leaked-assumed-to-be-of-costa-ricas-junta-de-proteccion-social/Costa RicaUndetermined

Black Basta drops examples of sensitive organizational data on their dark web page demanding payment under threat of publication.https://stniiomyjliimcgkvdszvgen3eaaoz55hreqqx6o77yvmpwt7gklffqd.onion/?id=PRGX%20Global%20Inc.Germany Undetermined

The American Dental Association (ADA) is hit by the new Black Basta ransomware.https://www.bleepingcomputer.com/news/security/american-dental-association-hit-by-new-black-basta-ransomware/United States of AmericaUndetermined



The Secretary of State for Finance of Rio de Janeiro confirms that it was dealing with a ransomware attack on its systems.https://therecord.media/rio-de-janeiro-finance-department-hit-with-lockbit-ransomware/Brazil Russian Federation

T-Mobile confirms that the Lapsus$ extortion gang breached its network "several weeks ago" using stolen credentials and gained access to internal systems.https://www.bleepingcomputer.com/news/security/t-mobile-confirms-lapsus-hackers-breached-internal-systems/United States of AmericaUndetermined

In name of #OpRussia the Anonymous leak 645,000 emails (432 GB) from Enerpred, the largest producer of hydraulic tools in Russia specializing in the energy, petrochemical, coal, gas and construction industries.https://securityaffairs.co/wordpress/130554/hacktivism/anonymous-leaked-5-8-tb-russian-data.htmlRussian FederationUndetermined

Ukraine's national postal service Ukrposhta is hit with a DDoS attack.https://www.reuters.com/world/europe/ukraines-postal-service-hit-by-cyberattack-after-sales-warship-stamp-go-online-2022-04-22/Ukraine Undetermined

Black Basta drops examples of sensitive organizational data on their dark web page demanding payment under threat of publication.https://stniiomyjliimcgkvdszvgen3eaaoz55hreqqx6o77yvmpwt7gklffqd.onion/?id=PRGX%20Global%20Inc.Germany Undetermined

Black Basta drops examples of sensitive organizational data on their dark web page demanding payment under threat of publication.https://stniiomyjliimcgkvdszvgen3eaaoz55hreqqx6o77yvmpwt7gklffqd.onion/?id=PRGX%20Global%20Inc.United States of AmericaUndetermined

Black Basta drops examples of sensitive organizational data on their dark web page demanding payment under threat of publication.https://stniiomyjliimcgkvdszvgen3eaaoz55hreqqx6o77yvmpwt7gklffqd.onion/?id=PRGX%20Global%20Inc.United States of AmericaUndetermined

Black Basta drops examples of sensitive organizational data on their dark web page demanding payment under threat of publication.https://stniiomyjliimcgkvdszvgen3eaaoz55hreqqx6o77yvmpwt7gklffqd.onion/?id=PRGX%20Global%20Inc.United States of AmericaUndetermined

Black Basta drops examples of sensitive organizational data on their dark web page demanding payment under threat of publication.https://stniiomyjliimcgkvdszvgen3eaaoz55hreqqx6o77yvmpwt7gklffqd.onion/?id=PRGX%20Global%20Inc.United States of AmericaUndetermined

Black Basta drops examples of sensitive organizational data on their dark web page demanding payment under threat of publication.https://stniiomyjliimcgkvdszvgen3eaaoz55hreqqx6o77yvmpwt7gklffqd.onion/?id=PRGX%20Global%20Inc.United States of AmericaUndetermined

Black Basta drops examples of sensitive organizational data on their dark web page demanding payment under threat of publication.https://stniiomyjliimcgkvdszvgen3eaaoz55hreqqx6o77yvmpwt7gklffqd.onion/?id=PRGX%20Global%20Inc.United States of AmericaUndetermined

Black Basta drops examples of sensitive organizational data on their dark web page demanding payment under threat of publication.https://stniiomyjliimcgkvdszvgen3eaaoz55hreqqx6o77yvmpwt7gklffqd.onion/?id=PRGX%20Global%20Inc.United States of AmericaUndetermined

Black Basta drops examples of sensitive organizational data on their dark web page demanding payment under threat of publication.https://stniiomyjliimcgkvdszvgen3eaaoz55hreqqx6o77yvmpwt7gklffqd.onion/?id=PRGX%20Global%20Inc.NetherlandsUndetermined

Black Basta drops examples of sensitive organizational data on their dark web page demanding payment under threat of publication.https://stniiomyjliimcgkvdszvgen3eaaoz55hreqqx6o77yvmpwt7gklffqd.onion/?id=PRGX%20Global%20Inc.United States of AmericaUndetermined

Black Basta drops examples of sensitive organizational data on their dark web page demanding payment under threat of publication.https://stniiomyjliimcgkvdszvgen3eaaoz55hreqqx6o77yvmpwt7gklffqd.onion/?id=PRGX%20Global%20Inc.United States of AmericaUndetermined

Black Basta drops examples of sensitive organizational data on their dark web page demanding payment under threat of publication.https://stniiomyjliimcgkvdszvgen3eaaoz55hreqqx6o77yvmpwt7gklffqd.onion/?id=PRGX%20Global%20Inc.United States of AmericaUndetermined

Black Basta drops examples of sensitive organizational data on their dark web page demanding payment under threat of publication.https://stniiomyjliimcgkvdszvgen3eaaoz55hreqqx6o77yvmpwt7gklffqd.onion/?id=PRGX%20Global%20Inc.United States of AmericaUndetermined

Black Basta drops examples of sensitive organizational data on their dark web page demanding payment under threat of publication.https://stniiomyjliimcgkvdszvgen3eaaoz55hreqqx6o77yvmpwt7gklffqd.onion/?id=PRGX%20Global%20Inc.Germany Undetermined

Black Basta drops examples of sensitive organizational data on their dark web page demanding payment under threat of publication.https://stniiomyjliimcgkvdszvgen3eaaoz55hreqqx6o77yvmpwt7gklffqd.onion/?id=PRGX%20Global%20Inc.United States of AmericaUndetermined

Black Basta drops examples of sensitive organizational data on their dark web page demanding payment under threat of publication.https://stniiomyjliimcgkvdszvgen3eaaoz55hreqqx6o77yvmpwt7gklffqd.onion/?id=PRGX%20Global%20Inc.United States of AmericaUndetermined

Black Basta drops examples of sensitive organizational data on their dark web page demanding payment under threat of publication.https://stniiomyjliimcgkvdszvgen3eaaoz55hreqqx6o77yvmpwt7gklffqd.onion/?id=PRGX%20Global%20Inc.Germany Undetermined

Black Basta drops examples of sensitive organizational data on their dark web page demanding payment under threat of publication.https://stniiomyjliimcgkvdszvgen3eaaoz55hreqqx6o77yvmpwt7gklffqd.onion/?id=PRGX%20Global%20Inc.United Kingdom of Great Britain and Northern IrelandUndetermined

Black Basta drops examples of sensitive organizational data on their dark web page demanding payment under threat of publication.https://stniiomyjliimcgkvdszvgen3eaaoz55hreqqx6o77yvmpwt7gklffqd.onion/?id=PRGX%20Global%20Inc.Canada Undetermined

Black Basta drops examples of sensitive organizational data on their dark web page demanding payment under threat of publication.https://stniiomyjliimcgkvdszvgen3eaaoz55hreqqx6o77yvmpwt7gklffqd.onion/?id=PRGX%20Global%20Inc.United States of AmericaUndetermined

Black Basta drops examples of sensitive organizational data on their dark web page demanding payment under threat of publication.https://stniiomyjliimcgkvdszvgen3eaaoz55hreqqx6o77yvmpwt7gklffqd.onion/?id=PRGX%20Global%20Inc.Denmark Undetermined

Black Basta drops examples of sensitive organizational data on their dark web page demanding payment under threat of publication.https://stniiomyjliimcgkvdszvgen3eaaoz55hreqqx6o77yvmpwt7gklffqd.onion/?id=PRGX%20Global%20Inc.Canada Undetermined

Black Basta drops examples of sensitive organizational data on their dark web page demanding payment under threat of publication.https://stniiomyjliimcgkvdszvgen3eaaoz55hreqqx6o77yvmpwt7gklffqd.onion/?id=PRGX%20Global%20Inc.United States of AmericaUndetermined

Black Basta drops examples of sensitive organizational data on their dark web page demanding payment under threat of publication.https://stniiomyjliimcgkvdszvgen3eaaoz55hreqqx6o77yvmpwt7gklffqd.onion/?id=PRGX%20Global%20Inc.Germany Undetermined

Black Basta drops examples of sensitive organizational data on their dark web page demanding payment under threat of publication.https://stniiomyjliimcgkvdszvgen3eaaoz55hreqqx6o77yvmpwt7gklffqd.onion/?id=PRGX%20Global%20Inc.United States of AmericaUndetermined

Black Basta drops examples of sensitive organizational data on their dark web page demanding payment under threat of publication.https://stniiomyjliimcgkvdszvgen3eaaoz55hreqqx6o77yvmpwt7gklffqd.onion/?id=PRGX%20Global%20Inc.Germany Undetermined

Black Basta drops examples of sensitive organizational data on their dark web page demanding payment under threat of publication.https://stniiomyjliimcgkvdszvgen3eaaoz55hreqqx6o77yvmpwt7gklffqd.onion/?id=PRGX%20Global%20Inc.Belgium Undetermined

Black Basta drops examples of sensitive organizational data on their dark web page demanding payment under threat of publication.https://stniiomyjliimcgkvdszvgen3eaaoz55hreqqx6o77yvmpwt7gklffqd.onion/?id=PRGX%20Global%20Inc.Germany Undetermined

Black Basta drops examples of sensitive organizational data on their dark web page demanding payment under threat of publication.https://stniiomyjliimcgkvdszvgen3eaaoz55hreqqx6o77yvmpwt7gklffqd.onion/?id=PRGX%20Global%20Inc.Germany Undetermined

Black Basta drops examples of sensitive organizational data on their dark web page demanding payment under threat of publication.https://stniiomyjliimcgkvdszvgen3eaaoz55hreqqx6o77yvmpwt7gklffqd.onion/?id=PRGX%20Global%20Inc.Germany Undetermined

Black Basta drops examples of sensitive organizational data on their dark web page demanding payment under threat of publication.https://stniiomyjliimcgkvdszvgen3eaaoz55hreqqx6o77yvmpwt7gklffqd.onion/?id=PRGX%20Global%20Inc.Italy Undetermined

Black Basta drops examples of sensitive organizational data on their dark web page demanding payment under threat of publication.https://stniiomyjliimcgkvdszvgen3eaaoz55hreqqx6o77yvmpwt7gklffqd.onion/?id=PRGX%20Global%20Inc.Austria Undetermined

Black Basta drops examples of sensitive organizational data on their dark web page demanding payment under threat of publication.https://stniiomyjliimcgkvdszvgen3eaaoz55hreqqx6o77yvmpwt7gklffqd.onion/?id=PRGX%20Global%20Inc.United States of AmericaUndetermined

Black Basta drops examples of sensitive organizational data on their dark web page demanding payment under threat of publication.https://stniiomyjliimcgkvdszvgen3eaaoz55hreqqx6o77yvmpwt7gklffqd.onion/?id=PRGX%20Global%20Inc.United States of AmericaUndetermined

Black Basta drops examples of sensitive organizational data on their dark web page demanding payment under threat of publication.https://stniiomyjliimcgkvdszvgen3eaaoz55hreqqx6o77yvmpwt7gklffqd.onion/?id=PRGX%20Global%20Inc.Germany Undetermined

Black Basta drops examples of sensitive organizational data on their dark web page demanding payment under threat of publication.https://stniiomyjliimcgkvdszvgen3eaaoz55hreqqx6o77yvmpwt7gklffqd.onion/?id=PRGX%20Global%20Inc.United Kingdom of Great Britain and Northern IrelandUndetermined

Black Basta drops examples of sensitive organizational data on their dark web page demanding payment under threat of publication.https://stniiomyjliimcgkvdszvgen3eaaoz55hreqqx6o77yvmpwt7gklffqd.onion/?id=PRGX%20Global%20Inc.Spain Undetermined

Black Basta drops examples of sensitive organizational data on their dark web page demanding payment under threat of publication.https://stniiomyjliimcgkvdszvgen3eaaoz55hreqqx6o77yvmpwt7gklffqd.onion/?id=PRGX%20Global%20Inc.Canada Undetermined

Black Basta drops examples of sensitive organizational data on their dark web page demanding payment under threat of publication.https://stniiomyjliimcgkvdszvgen3eaaoz55hreqqx6o77yvmpwt7gklffqd.onion/?id=PRGX%20Global%20Inc.United States of AmericaUndetermined

Black Basta drops examples of sensitive organizational data on their dark web page demanding payment under threat of publication.https://stniiomyjliimcgkvdszvgen3eaaoz55hreqqx6o77yvmpwt7gklffqd.onion/?id=PRGX%20Global%20Inc.United States of AmericaUndetermined

Black Basta drops examples of sensitive organizational data on their dark web page demanding payment under threat of publication.https://stniiomyjliimcgkvdszvgen3eaaoz55hreqqx6o77yvmpwt7gklffqd.onion/?id=PRGX%20Global%20Inc.United States of AmericaUndetermined

Black Basta drops examples of sensitive organizational data on their dark web page demanding payment under threat of publication.https://stniiomyjliimcgkvdszvgen3eaaoz55hreqqx6o77yvmpwt7gklffqd.onion/?id=PRGX%20Global%20Inc.United States of AmericaUndetermined

Black Basta drops examples of sensitive organizational data on their dark web page demanding payment under threat of publication.https://stniiomyjliimcgkvdszvgen3eaaoz55hreqqx6o77yvmpwt7gklffqd.onion/?id=PRGX%20Global%20Inc.Canada Undetermined

Black Basta drops examples of sensitive organizational data on their dark web page demanding payment under threat of publication.https://stniiomyjliimcgkvdszvgen3eaaoz55hreqqx6o77yvmpwt7gklffqd.onion/?id=PRGX%20Global%20Inc.Belgium Undetermined

Black Basta drops examples of sensitive organizational data on their dark web page demanding payment under threat of publication.https://stniiomyjliimcgkvdszvgen3eaaoz55hreqqx6o77yvmpwt7gklffqd.onion/?id=PRGX%20Global%20Inc.United States of AmericaUndetermined

Black Basta drops examples of sensitive organizational data on their dark web page demanding payment under threat of publication.https://stniiomyjliimcgkvdszvgen3eaaoz55hreqqx6o77yvmpwt7gklffqd.onion/?id=PRGX%20Global%20Inc.United Kingdom of Great Britain and Northern IrelandUndetermined

Black Basta drops examples of sensitive organizational data on their dark web page demanding payment under threat of publication.https://stniiomyjliimcgkvdszvgen3eaaoz55hreqqx6o77yvmpwt7gklffqd.onion/?id=PRGX%20Global%20Inc.Germany Undetermined

Black Basta drops examples of sensitive organizational data on their dark web page demanding payment under threat of publication.https://stniiomyjliimcgkvdszvgen3eaaoz55hreqqx6o77yvmpwt7gklffqd.onion/?id=PRGX%20Global%20Inc.United States of AmericaUndetermined

Black Basta drops examples of sensitive organizational data on their dark web page demanding payment under threat of publication.https://stniiomyjliimcgkvdszvgen3eaaoz55hreqqx6o77yvmpwt7gklffqd.onion/?id=PRGX%20Global%20Inc.United States of AmericaUndetermined

Black Basta drops examples of sensitive organizational data on their dark web page demanding payment under threat of publication.https://stniiomyjliimcgkvdszvgen3eaaoz55hreqqx6o77yvmpwt7gklffqd.onion/?id=PRGX%20Global%20Inc.United States of AmericaUndetermined

Black Basta drops examples of sensitive organizational data on their dark web page demanding payment under threat of publication.https://stniiomyjliimcgkvdszvgen3eaaoz55hreqqx6o77yvmpwt7gklffqd.onion/?id=PRGX%20Global%20Inc.United States of AmericaUndetermined



Black Basta drops examples of sensitive organizational data on their dark web page demanding payment under threat of publication.https://stniiomyjliimcgkvdszvgen3eaaoz55hreqqx6o77yvmpwt7gklffqd.onion/?id=PRGX%20Global%20Inc.United States of AmericaUndetermined

Black Basta drops examples of sensitive organizational data on their dark web page demanding payment under threat of publication.https://stniiomyjliimcgkvdszvgen3eaaoz55hreqqx6o77yvmpwt7gklffqd.onion/?id=PRGX%20Global%20Inc.Canada Undetermined

Black Basta drops examples of sensitive organizational data on their dark web page demanding payment under threat of publication.https://stniiomyjliimcgkvdszvgen3eaaoz55hreqqx6o77yvmpwt7gklffqd.onion/?id=PRGX%20Global%20Inc.United States of AmericaUndetermined

Black Basta drops examples of sensitive organizational data on their dark web page demanding payment under threat of publication.https://stniiomyjliimcgkvdszvgen3eaaoz55hreqqx6o77yvmpwt7gklffqd.onion/?id=PRGX%20Global%20Inc.Germany Undetermined

Black Basta drops examples of sensitive organizational data on their dark web page demanding payment under threat of publication.https://stniiomyjliimcgkvdszvgen3eaaoz55hreqqx6o77yvmpwt7gklffqd.onion/?id=PRGX%20Global%20Inc.Austria Undetermined

Black Basta drops examples of sensitive organizational data on their dark web page demanding payment under threat of publication.https://stniiomyjliimcgkvdszvgen3eaaoz55hreqqx6o77yvmpwt7gklffqd.onion/?id=PRGX%20Global%20Inc.Denmark Undetermined

Black Basta drops examples of sensitive organizational data on their dark web page demanding payment under threat of publication.https://stniiomyjliimcgkvdszvgen3eaaoz55hreqqx6o77yvmpwt7gklffqd.onion/?id=PRGX%20Global%20Inc.United States of AmericaUndetermined

Black Basta drops examples of sensitive organizational data on their dark web page demanding payment under threat of publication.https://stniiomyjliimcgkvdszvgen3eaaoz55hreqqx6o77yvmpwt7gklffqd.onion/?id=PRGX%20Global%20Inc.United States of AmericaUndetermined

Black Basta drops examples of sensitive organizational data on their dark web page demanding payment under threat of publication.https://stniiomyjliimcgkvdszvgen3eaaoz55hreqqx6o77yvmpwt7gklffqd.onion/?id=PRGX%20Global%20Inc.Germany Undetermined

Vice Society encrypts network and threatens to leak data on their dark web portal.http://ecdmr42a34qovoph557zotkfvth4fsz56twvwgiylstjup4r5bpc4oad.onion/JhykowedsgX/NnmU5lka23DSwe/United Kingdom of Great Britain and Northern IrelandUndetermined

Vice Society encrypts network and threatens to leak data on their dark web portal.http://ecdmr42a34qovoph557zotkfvth4fsz56twvwgiylstjup4r5bpc4oad.onion/JhykowedsgX/W76fgWER34ww05/France Undetermined

In name of #OpRussia the Anonymous leak 365.000 emails (211 GB) from the Russian real-estate investment firm Accent Capital.https://securityaffairs.co/wordpress/130554/hacktivism/anonymous-leaked-5-8-tb-russian-data.htmlRussian FederationUndetermined

Black Basta drops examples of sensitive organizational data on their dark web page demanding payment under threat of publication.https://stniiomyjliimcgkvdszvgen3eaaoz55hreqqx6o77yvmpwt7gklffqd.onion/?id=PRGX%20Global%20Inc.Germany Undetermined

Black Basta drops examples of sensitive organizational data on their dark web page demanding payment under threat of publication.https://stniiomyjliimcgkvdszvgen3eaaoz55hreqqx6o77yvmpwt7gklffqd.onion/?id=PRGX%20Global%20Inc.France Undetermined

Vice Society encrypts network and threatens to leak data on their dark web portal.http://ecdmr42a34qovoph557zotkfvth4fsz56twvwgiylstjup4r5bpc4oad.onion/JhykowedsgX/fDS19htyEEe5kl/India Undetermined

DDoS cyberattacks temporarily disrupted and blocked access to Estonian government websites. Targeted websites included the president's (president.ee), Ministry of Foreign Affairs (vm.ee), Police and Border Guard Board (politsei.ee), digital state services portal (eesti.ee) and ID card information page (id.ee).https://news.err.ee/1608573376/ddos-cyberattacks-temporarily-disrupt-estonian-government-websitesEstonia Russian Federation

A pro-Iran hacking group named Altahrea Team hits the website of the Israel Airports Authority.https://www.databreaches.net/report-pro-iran-hackers-target-israel-airports-authority-website-israeli-portal-also-hit/Israel Iran (Islamic Republic of)

REvil ransomware's servers in the TOR network are back up after months of inactivity and redirecting to a new operation that launched recently.https://www.bleepingcomputer.com/news/security/revils-tor-sites-come-alive-to-redirect-to-new-ransomware-operation/UndeterminedRussian Federation

In name of #OpRusiia, the Anonymous collective leaks 222 GB of data from Gazregion, a construction company specializing in gas pipelines and facilitieshttps://securityaffairs.co/wordpress/130409/hacktivism/anonymous-hacked-other-russian-organizations.htmlRussian FederationUndetermined

In name of #OpRussia the Anonymous collective leaks 1.2 GB of data from Synesis Surveillance System.https://securityaffairs.co/wordpress/130409/hacktivism/anonymous-hacked-other-russian-organizations.htmlRussian FederationUndetermined

In name of #OpRussia, the group GhostSec, affiliated to the Anonymous collective, claims to have breached Metrospetstekhnika, provider of 'every metro in Russia.https://securityaffairs.co/wordpress/130409/hacktivism/anonymous-hacked-other-russian-organizations.htmlRussian FederationUndetermined

In name of #OpRussia, the Anonymous release 575,000 emails (432 GB) from Sawatzky, a property management company.https://securityaffairs.co/wordpress/130554/hacktivism/anonymous-leaked-5-8-tb-russian-data.htmlRussian FederationUndetermined

In name of #OpRussia, the Anonymous release 250,000 emails (130 GB) from Worldwide Invest, an investment firms with ties to Estonia and Russian railways.https://securityaffairs.co/wordpress/130554/hacktivism/anonymous-leaked-5-8-tb-russian-data.htmlRussian FederationUndetermined

The Quantum ransomware gand drops leaked data samples on their TOR site.http://quantum445bh3gzuyilxdzs5xdepf3b7lkcupswvkryf3n7hgzpxebid.onion/target/camdencityschooldistrictUnited States of AmericaUndetermined

The GHT Coeur Grand Est. Hospitals and Health Care group disconnects all incoming and outgoing Internet connections after discovering they suffered a cyberattack that resulted in the theft of sensitive administrative and patient data.https://www.bleepingcomputer.com/news/security/french-hospital-group-disconnects-internet-after-hackers-steal-data/France Undetermined

An undisclosed airline systems provider is breached and as a consequence, thousands of passengers of Canadian low-cost airline, Sunwing Airlines Inc, face flight delays.https://www.infosecurity-magazine.com/news/cyberattackers-hit-sunwing-airlines/Canada Undetermined

The British retailer Funky Pigeon announces that it had experienced a "cyber incident."https://cybernews.com/news/british-retailer-funky-pigeon-suspends-digital-orders-following-a-cyber-incident/United Kingdom of Great Britain and Northern IrelandUndetermined

Several systems operated by the government of Costa Rica are hit by a Conti ransomware attack.https://therecord.media/conti-ransomware-attack-was-aimed-at-destabilizing-government-transition-costa-rican-president-says/Costa RicaRussian Federation

In name of #OpRussia, the Anonymous leak 87,500 emails (107GB) from Neocom Geoservice, an engineering firm specializing in exploring oil and gas fields and providing drilling support.https://securityaffairs.co/wordpress/130409/hacktivism/anonymous-hacked-other-russian-organizations.htmlRussian FederationUndetermined

In name of #OpRussia, the Anonymous leak more than 15,000 emails from the Russian General Department of Troops and Civil Constructionhttps://securityaffairs.co/wordpress/130409/hacktivism/anonymous-hacked-other-russian-organizations.htmlRussian FederationUndetermined

In name of #OpRussia, the Anonymous collective leaks 426,000 emails (160 GB) from Tendertech, a firm specializing in processing financial and banking documents on behalf of businesses and entrepreneurs.https://securityaffairs.co/wordpress/130409/hacktivism/anonymous-hacked-other-russian-organizations.htmlRussian FederationUndetermined

Black Basta drops examples of sensitive organizational data on their dark web page demanding payment under threat of publication.https://stniiomyjliimcgkvdszvgen3eaaoz55hreqqx6o77yvmpwt7gklffqd.onion/?id=PRGX%20Global%20Inc.Germany Undetermined

Lorenz executed exfiltration of data and ransomeware in targeted network. Data presented on dark web "leak site" http://lorenzmlwpzgxq736jzseuterytjueszsvznuibanxomlpkyxk6ksoyd.onion/Japan Undetermined

Library lending app Onleihe announces problems lending several media formats offered on the platform, like audio, video, and e-book files, after a ransomware attack targeted their service provider EKZ.https://www.bleepingcomputer.com/news/security/online-library-app-onleihe-faces-issues-after-cyberattack-on-provider/Germany Russian Federation

The pro-Russian collective Killnet takes down multiple websites in Czech Republic.https://www.databreachtoday.com/pro-russian-killnet-group-in-ddos-attacks-on-czech-entities-a-18949Czechia Russian Federation

Tenet Healthcare Corporation investigates a cybersecurity incident. The Dallas, Texas-based health system, which consists of 60 hospitals and 550 outpatient centers, said it immediately suspended user access to impacted IT applications upon discovery of the incident. While it worked to contain the incident, Tenet said it experienced temporary disruptions to "a subset of acute care operations." However, the health system assured patients that its hospitals remained operational and were able to effectively deliver care using backup processes.https://healthitsecurity.com/news/tenet-healthcare-investigating-cybersecurity-incidentUnited States of AmericaUndetermined

In name of #OpRussia, NB65, a group affiliated to the Anonymous, leaks 229,000 emails and 630,000 files from the Petersburg Social Commercial Bank (JSC Bank "PSCB"), one of the top 100 Russian banks.https://securityaffairs.co/wordpress/130726/cyber-warfare-2/anonymous-hack-russian-companies.htmlRussian FederationUndetermined

Black Basta drops examples of sensitive organizational data on their dark web page demanding payment under threat of publication.https://stniiomyjliimcgkvdszvgen3eaaoz55hreqqx6o77yvmpwt7gklffqd.onion/?id=PRGX%20Global%20Inc.Germany Undetermined

SNATCH executed exfiltration of data and ransomeware in targeted network. Data presented on dark web "leak site"http://hl66646wtlp2naoqnhattngigjp5palgqmbwixepcjyq5i534acgqyad.onion/index.php?page=2United States of AmericaUndetermined

SNATCH executed exfiltration of data and ransomeware in targeted network. Data presented on dark web "leak site"http://hl66646wtlp2naoqnhattngigjp5palgqmbwixepcjyq5i534acgqyad.onion/index.php?page=2Germany Undetermined

SNATCH executed exfiltration of data and ransomeware in targeted network. Data presented on dark web "leak site"http://hl66646wtlp2naoqnhattngigjp5palgqmbwixepcjyq5i534acgqyad.onion/index.php?page=2United Arab EmiratesUndetermined

The pro-Russian collective Killnet takes down multiple websites in Czech Republic.https://www.databreachtoday.com/pro-russian-killnet-group-in-ddos-attacks-on-czech-entities-a-18949Czechia Russian Federation

The pro-Russian collective Killnet takes down multiple websites in Czech Republic.https://www.databreachtoday.com/pro-russian-killnet-group-in-ddos-attacks-on-czech-entities-a-18949Czechia Russian Federation

The pro-Russian collective Killnet takes down multiple websites in Czech Republic.https://www.databreachtoday.com/pro-russian-killnet-group-in-ddos-attacks-on-czech-entities-a-18949Czechia Russian Federation

Rideau Hall discloses a "sophisticated computer breach.https://www.databreaches.net/cyberbreach-at-rideau-hall-was-sophisticated-intrusion-internal-documents-reveal/Canada Undetermined

The decentralized, credit-based finance system Beanstalk discloses that it suffered a security breach that resulted in financial losses of $182 million, the attacker stealing $80 million in crypto assets.https://www.bleepingcomputer.com/news/security/beanstalk-defi-platform-loses-182-million-in-flash-loan-attack/UndeterminedUndetermined

Documents Leaked on ransomware site.http://cuba4ikm4jakjgmkezytyawtdgr2xymvy6nvzgw5cglswg3si76icnqd.onion/United States of AmericaRussian Federation

Vice Society encrypts network and threatens to leak data on their dark web portal.http://ecdmr42a34qovoph557zotkfvth4fsz56twvwgiylstjup4r5bpc4oad.onion/JhykowedsgX/Bvx7eH2HJkpO0z/Spain Undetermined

Killnet claims to have conducted a DDoS attack against the website and the mobile application of a German bank as part of a larger campaign against countries supporting Ukraine.https://t.me/killnet_reservs/598Germany Russian Federation

Killnet claims to have conducted a DDoS attack against the website of a German bank as part of a larger campaign against countries supporting Ukraine.https://t.me/killnet_reservs/600Germany Russian Federation

The Unified Government of Wyandotte County and Kansas City is hit by a cyber attack.https://www.databreaches.net/unified-government-of-wyandotte-county-and-kansas-city-hit-by-cybersecurity-attack-over-holiday-weekend/United States of AmericaUndetermined

RANSOM HOUSE criminal gang exploits data and encrypts systems. Data and ransom demands presented on "leak" site on dark web.http://xw7au5pnwtl6lozbsudkmyd32n6gnqdngitjdppybudan3x3pjgpmpid.onion/r/28d4697a5d40e7aab930af84ac2273d1b2d3b688Germany Undetermined

DDOSecrets publishes 250,000 emails from the Deptartment of Education of a Russian City District Administration.https://ddosecrets.com/wiki/Dept_of_Education_of_the_Strezhevoy_City_District_AdministrationRussian FederationUndetermined

Killnet claims to have conducted a DDoS attack against the website of one of North America's leading oil and gas producers as part of a larger campaign against countries supporting Ukraine.https://t.me/killnet_reservs/578United States of AmericaRussian Federation

Killnet claims to have conducted a DDoS attack against the official website of an airport in the United Kingdom as part of a larger campaign against countries supporting Ukraine.https://t.me/killnet_reservs/574United Kingdom of Great Britain and Northern IrelandRussian Federation



On 16 April 2022 the Bulgarian State Post Office was hit by a significant cyberattack, which disrupted its operations. According to Bozhidar Bozhanov, Bulgaria's Minister of Electronic Governance, the malware was installed on 4 April 2022 and was activated in a specific time, when the Post Offices will be busy the most.https://www.bgpost.bg/bg/messages/3371Bulgaria Undetermined

Internet infrastructure company Cloudflare reveals that it mitigated a 15.3 million request-per-second (rps) volumetric distributed denial of service (DDoS) attack.https://therecord.media/cloudflare-detects-one-of-the-largest-ddos-attacks-on-record-targeting-crypto-platform/UndeterminedUndetermined

A hacker accessed sensitive data belonging to McDonald's Costa Rica customers through an exposed database managed by a third-party service provider.https://www.databreaches.net/mcdonalds-is-informing-its-costa-rica-customers-about-a-data-breach/Costa RicaUndetermined

In name of #OpRussia, the Anonymous-linked group NB 65 leaks nearly 400 GB of files and databases from Continent Express, Russia's largest independent travel agency.https://cybernews.com/cyber-war/russian-social-media-giant-vk-allegedly-hacked/Russian FederationUndetermined

GhostSec exfiltrated over 100MB of data from a Russian internet domain registration provider. The leak includes screenshots of sensitive files and excel spreadsheet data. During the breach, GhostSec identified over 4TB of SQL databases, but the company's intrusion detection systems and kicked them off the network before the SQL data could be harvested.https://www.darkowl.com/blog-content/developing-impacts-of-ukraine-invasion-felt-across-the-darknet/Russian FederationUndetermined

Killnet claims to have conducted a DDoS attack against the official website of a German International Airport as part of a larger campaign against countries supporting Ukraine.https://t.me/killnet_reservs/564Germany Russian Federation

The Spanish football federation (RFEF) says it was victim of a hacking attack which resulted in the loss of data belonging to president Luis Rubiales.https://www.databreaches.net/spanish-football-federation-reports-data-stolen-by-hackers/Spain Undetermined

Dayton Independent School District in Texas notifies the Texas Attorney General's Office of a data breach that involved names and Social Security Numbers of 841 Texans.`https://www.databreaches.net/tx-dayton-independent-school-district-reports-breach/United States of AmericaUndetermined

Attackers exploit a design flaw in the Rarible NFT marketplace to steal a non-fungible token from Taiwanese singer and actor Jay Chou and sell it for about $500,000.https://www.theregister.com/2022/04/15/rarible-flaw-nft/Taiwan (Province of China)Undetermined

In name of #OpRussia, the Anonymous leak 768,000 new emails (728GB) from Gazprom Linde Engineering, which specializes in designing gas and petrochemical processing facilities and oil refineries.https://securityaffairs.co/wordpress/130262/hacktivism/anonymous-targets-russian-entities.htmlRussian FederationUndetermined

New Creation Counseling Center (NCCC) reveals to have suffered a ransomware attack that impacted 24,029 individualshttps://healthitsecurity.com/news/smile-brands-updates-breach-information-2.6m-affectedUnited States of AmericaUndetermined

Researchers from Symantec Broadcom reveal that the Operation Dream Job has now been expanded to target chemical and IT sector organizations in South Korea.https://therecord.media/chemical-sector-targeted-by-north-korea-linked-hacking-group-researchers-say/Korea (the Republic of)Afghanistan

The Computer Emergency Response Team of Ukraine (CERT-UA) reveal the details of a campaign targeting organizations in Ukraine and exploiting the Zimbra CVE-2018-6882 vulnerability.https://www.bleepingcomputer.com/news/security/hackers-target-ukrainian-govt-with-icedid-malware-zimbra-exploits/Ukraine Russian Federation

The Computer Emergency Response Team of Ukraine (CERT-UA) reveal the details of a campaign targeting organizations in Ukraine and distributing the IcedID (aka BankBot) malware.https://www.bleepingcomputer.com/news/security/hackers-target-ukrainian-govt-with-icedid-malware-zimbra-exploits/Ukraine Russian Federation

In name of #OpRussia, the Anonymous collective leaks 495,000 new emails (440GB) from the Russian firm Technotec, which provides oil and gas field services to companies including Rosneft and Gazprom Neft.https://securityaffairs.co/wordpress/130262/hacktivism/anonymous-targets-russian-entities.htmlRussian FederationUndetermined

Lorenz executed exfiltration of data and ransomeware in targeted network. Data presented on dark web "leak site" http://lorenzmlwpzgxq736jzseuterytjueszsvznuibanxomlpkyxk6ksoyd.onion/United States of AmericaUndetermined

Documents Leaked on ransomware site.http://cuba4ikm4jakjgmkezytyawtdgr2xymvy6nvzgw5cglswg3si76icnqd.onion/United States of AmericaRussian Federation

Lorenz executed exfiltration of data and ransomeware in targeted network. Data presented on dark web "leak site" http://lorenzmlwpzgxq736jzseuterytjueszsvznuibanxomlpkyxk6ksoyd.onion/United States of AmericaUndetermined

Hours after Currency.com, a global cryptocurrency exchange, announces that it was halting operations in Russia, it faces a distributed denial-of-service attack.https://www.databreachtoday.com/crypto-firm-currencycom-mitigates-ddos-attack-a-18922Gibraltar Undetermined

Federal agents in Honolulu disrupt an apparent cyberattack on an unnamed telecommunication company's servers associated with an underwater cable responsible for internet, cable service and cell connections in Hawaii and the region.https://www.cyberscoop.com/undersea-cable-operator-hacked-hawaii/United States of AmericaUndetermined

The Governor's office of the Tver region suffers a leak of 116 GB containing 130,000 emails.https://cybernews.com/cyber-war/anonymous-leaked-700-gb-of-russian-government-data/Russian FederationUndetermined

The City of Blagoveshchensk suffers a leak of 150 GB containing 230,000 emails.https://cybernews.com/cyber-war/anonymous-leaked-700-gb-of-russian-government-data/Russian FederationUndetermined

The Ministry of Culture of the Russian Federation suffers a leak of 446 GB containing 230,000 emails.https://cybernews.com/cyber-war/anonymous-leaked-700-gb-of-russian-government-data/Russian FederationUndetermined

Elephant Money, the decentralized finance (DeFi) protocol behind the ELEPHANT token and the TRUNK stablecoin, announces that hackers stole $11.2 million worth of Binance Coin.https://therecord.media/hackers-steal-more-than-11-million-from-elephant-money-defi-platform/UndeterminedUndetermined

Researchers from Sophos reveal that a regional U.S. government agency compromised with LockBit ransomware had the threat actor in its network for at least five months before the payload was deployed.https://www.bleepingcomputer.com/news/security/lockbit-ransomware-gang-lurked-in-a-us-gov-network-for-months/United States of AmericaRussian Federation

Lorenz executed exfiltration of data and ransomeware in targeted network. Data presented on dark web "leak site" http://lorenzmlwpzgxq736jzseuterytjueszsvznuibanxomlpkyxk6ksoyd.onion/United States of AmericaUndetermined

A new DDOS attack was launched on April 12 against en-marche.fr, two days after the first round of the presidential election.https://www.numerama.com/cyberguerre/950355-des-hackers-russes-ont-attaque-le-site-de-campagne-de-macron-pendant-la-presidentielle.htmlFrance Russian Federation

Contra Costa County reveals a breach of employee email accounts and the exposure of sensitive personal information.https://www.hipaajournal.com/email-account-breaches-reported-by-newman-regional-health-and-contra-costa-county/United States of AmericaUndetermined

Adaptive Health Integrations discloses to have suffered a hacking incident that impacted 510,574 individuals.https://healthitsecurity.com/news/adaptive-health-integrations-data-breach-impacts-510kUnited States of AmericaUndetermined

Signature Healthcare Corporation (SHC) reveals to have suffered a data breach that potentially resulted in personal information exposure, when an unauthorized individual had temporarily accessed clinician employees' email accounts.https://healthitsecurity.com/news/latest-healthcare-data-breaches-impact-providers-business-associatesUnited States of AmericaUndetermined

The BlackCat (ALPHV) ransomware group claims to have breached the Florida International University, stealing 1.2 TB of data.https://therecord.media/blackcat-ransomware-group-claims-attack-on-florida-international-university/United States of AmericaRussian Federation

The Quantum ransomware gand drops leaked data samples on their TOR site.http://quantum445bh3gzuyilxdzs5xdepf3b7lkcupswvkryf3n7hgzpxebid.onion/target/hitechhoneycombUnited States of AmericaUndetermined

The Quantum ransomware gand drops leaked data samples on their TOR site.http://quantum445bh3gzuyilxdzs5xdepf3b7lkcupswvkryf3n7hgzpxebid.onion/target/serviceemployeesinternationalunionUnited States of AmericaUndetermined

The Quantum ransomware gand drops leaked data samples on their TOR site.http://quantum445bh3gzuyilxdzs5xdepf3b7lkcupswvkryf3n7hgzpxebid.onion/target/broadleafUnited States of AmericaUndetermined

The Quantum ransomware gand drops leaked data samples on their TOR site.http://quantum445bh3gzuyilxdzs5xdepf3b7lkcupswvkryf3n7hgzpxebid.onion/target/wolfeindustrialUnited States of AmericaUndetermined

The Quantum ransomware gand drops leaked data samples on their TOR site.http://quantum445bh3gzuyilxdzs5xdepf3b7lkcupswvkryf3n7hgzpxebid.onion/target/jetstarAustralia Undetermined

Heartland Healthcare Services confirms that files containing patient data were exfiltrated from its network in an April 2022 ransomware attack.https://www.hipaajournal.com/5-security-breaches-reported-in-which-phi-was-potentially-compromised/United States of AmericaUndetermined

Lorenz executed exfiltration of data and ransomeware in targeted network. Data presented on dark web "leak site" http://lorenzmlwpzgxq736jzseuterytjueszsvznuibanxomlpkyxk6ksoyd.onion/United States of AmericaUndetermined

Genesis Health Care reports a data breach after the company discovered that an unauthorized party had access to its computer system for a period of nearly three months.https://www.jdsupra.com/legalnews/genesis-health-care-inc-reports-data-4652282/United States of AmericaUndetermined

A cyber-attack on Sabre Corporation exposes the personal data of thousands of guests who stayed at five hotels in Finland.https://www.infosecurity-magazine.com/news/finnish-hotels-data-compromised/Finland Undetermined

Tehama County Social Services Department continues its investigation into a technical disruption to the operations of systems within its computer network on April 9.https://www.databreachtoday.com/latest-attacks-target-entities-handling-sensitive-data-a-18997United States of AmericaUndetermined

Researchers from ESET and the Computer Emergency Team of Ukraine (CERT-UA) reveal that the Russian state-sponsored hacking Sandworm, tried to to take down a large Ukrainian energy provider via a new wiper malware called Industroyer2.https://www.bleepingcomputer.com/news/security/sandworm-hackers-fail-to-take-down-ukrainian-energy-provider/Ukraine Russian Federation

Black River Falls School District cancels all classes because of an incident involving unauthorized access to the district's IT network.https://www.databreaches.net/wi-black-river-falls-school-district-closed-friday-after-cyberattack/United States of AmericaUndetermined

A DDoS attack takes down the websites of the Finnish ministries of Defense and Foreign Affairs, while Ukrainian President Volodymyr Zelenskyy addressed Finland's members of parliament (MPs).https://securityaffairs.co/wordpress/130032/hacking/ddos-took-down-finnish-govt-sites.htmlFinland Undetermined

The Anonymous collective leaks 100,000 emails inside 145 GB of data from Forest.https://cybernews.com/cyber-war/three-russian-firms-have-over-400-gb-worth-of-emails-leaked/Russian FederationUndetermined

The Anonymous collective leaks 100,000 emails inside 145 GB of data from Aerogas.https://cybernews.com/cyber-war/three-russian-firms-have-over-400-gb-worth-of-emails-leaked/Russian FederationUndetermined

The Anonymous collective leaks 300,000 emails inside 244 GB of data from Petrovsky Fort.https://cybernews.com/cyber-war/three-russian-firms-have-over-400-gb-worth-of-emails-leaked/Russian FederationUndetermined

Assurance Health System announces that the email accounts of two employees have been accessed by unauthorized individuals.https://www.hipaajournal.com/6-hipaa-regulated-entities-report-phishing-attacks-and-unauthorized-email-account-access/United States of AmericaUndetermined

The Avos Locker ransomware gang lists McKenzie Health System among their victims.https://www.databreaches.net/five-ransomware-groups-five-victims-will-it-ever-ease-up/United States of AmericaUndetermined

CitySprint warns couriers it has suffered a data breach that may have allowed hackers to access their sensitive personal data.https://grahamcluley.com/citysprint-confirms-security-breach-warns-delivery-drivers-their-personal-data-may-be-in-the-hands-of-hackers/United Kingdom of Great Britain and Northern IrelandUndetermined

The IT ARMY of Ukraine claims to have breached Rossgram, a Russian version of Instagram. The group of hacktivists also claims to have created a fake Rossgram app.https://securityaffairs.co/wordpress/129991/hacktivism/anonymous-it-army-of-ukraine-vs-russia.htmlRussian FederationUkraine

Researchers from Kaspersky provide an analysis of a BlackCat ransomware attack targeting an undisclosed oil, gas, mining and construction company in South America via a data exfiltration tool called Fendr and ExMatter.https://www.securityweek.com/blackcat-ransomware-targets-industrial-companiesUndeterminedRussian Federation

Researchers from Kaspersky provide an analysis of a BlackCat ransomware attack targeting an undisclosed ERP provider in the Middle East.https://www.securityweek.com/blackcat-ransomware-targets-industrial-companiesUndeterminedRussian Federation

Meta detects a spike in compromise attempts aimed at members of the Ukrainian military by Ghostwriter,https://therecord.media/meta-said-it-disrupted-a-network-of-fake-accounts-targeting-ukrainians-with-espionage/Ukraine Belarus

The operators of cryptocurrency play-to-earn game WonderHero disable the service after hackers stole about $320,000 worth of Binance Coin (BNB).https://therecord.media/wonderhero-game-disabled-after-hackers-steal-320000-in-cryptocurrency/UndeterminedUndetermined



The Student CyberArmy, a Ukrainian-affiliated collective, has conducted a DDoS attack against the servers of the Russian operator of the Unified National System for Digital Marking and Tracking of Goods.https://t.me/studentcyberarmy/283Russian FederationUkraine

Bernards Township School DistrictÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â in New Jersey mailed notices Wednesday that personal information may have been breached through the school computer data system last year.ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â https://www.databreaches.net/weekend-potpourri-of-breaches-and-leaks/United States of AmericaUndetermined

Hacktivists from the Black Rabbit World claim to have gained access to the Kremlin CCTV system.https://securityaffairs.co/wordpress/129991/hacktivism/anonymous-it-army-of-ukraine-vs-russia.htmlRussian FederationUndetermined

Central Vermont Eye Care reports a hacking incident affecting 30,000 patients.https://www.hipaajournal.com/resources-for-human-development-wellstar-health-central-vermont-eye-care-announce-data-breaches/United States of AmericaUndetermined

The website of a Russian oil producer went down after an apparent hack. The website briefly showed a statement purporting to be from the company's executive director, a close friend of the President of the Russian Federation.https://www.reuters.com/business/energy/russian-oil-company-gazprom-nefts-website-appears-have-been-hacked-2022-04-06/Russian FederationUndetermined

Multinational video hosting service Vevo says it is investigating a recent incident where someone took over the YouTube pages for several high-profile artists and either uploaded music videos or changed the names of popular videos.https://therecord.media/vevo-announces-investigation-after-youtube-accounts-for-rihanna-justin-beiber-taylor-swift-kanye-and-more-hacked/United States of AmericaUndetermined

Conti threat actors add I-SEC, one of the main providers in the field of aviation security, to their leak site and have provided some proof of claim.https://www.databreaches.net/i-sec-attacked-by-conti-threat-actors/Germany Russian Federation

The Guidance Center reveals to have discovered that unauthorized individuals gained access to several employee email accounts. 23,104 individuals are affected.https://www.hipaajournal.com/urgent-team-holdings-reports-breach-of-the-phi-of-166600-individuals/United States of AmericaUndetermined

UK retail chain The Works announces it was forced to shut down several stores due to till issues caused by a cyber-security incident involving unauthorized access to its computer systems.https://www.bleepingcomputer.com/news/security/uk-retail-chain-the-works-shuts-down-stores-after-cyberattack/United Kingdom of Great Britain and Northern IrelandUndetermined

Hacktivists from Ukraine IT Army take down EGAIS (ÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚ÂÃ️ƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â¢ÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Â"️ÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚ÂÃ️ƒÂƒ'ÃƒÂ‚Ã‚ÂÃ️ƒÂƒÃ†Â’ÃƒÂ‚Ã‚ÂÃ️ƒÂƒ'ÃƒÂ…"ÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚ÂÃ️ƒÂƒ'ÃƒÂ‚Ã‚Â¡), a portal that is considered crucial for the distribution of alcoholic beverages in Russia.https://www.bleepingcomputer.com/news/security/ukraine-s-it-army-is-disrupting-russias-alcohol-distribution/Russian FederationUkraine

The RansomEXX ransomware gand drops leaked data samples on their TOR site.http://rnsm777cdsjrsdlbs4v5qoeppu3px6sb2igmh53jzrx7ipcrbjz5b2ad.onion/ee526856af750121cfae96e43ae125f9ba896910/Portugal Russian Federation

Lorenz executed exfiltration of data and ransomeware in targeted network. Data presented on dark web "leak site" http://lorenzmlwpzgxq736jzseuterytjueszsvznuibanxomlpkyxk6ksoyd.onion/UndeterminedUndetermined

Moving and storage giant U-Haul International (U-Haul) discloses a data breach after a customer contract search tool was hacked to access customers' names and driver's license information.https://www.bleepingcomputer.com/news/security/u-haul-discloses-data-breach-exposing-customer-driver-licenses/United States of AmericaUndetermined

Physician's Business Office (PBO) reveals to have suffered a data breach that impacted 196,573 individuals.https://healthitsecurity.com/news/primary-care-clinic-network-suffers-healthcare-data-breach-233k-impactedUnited States of AmericaUndetermined

Emma The Sleep confirms it suffered a Magecart attack which enabled the attackers to skim customers' credit or debit card data from its website.https://www.theregister.com/2022/04/04/emma_the_sleep_company_admits/Germany Undetermined

The Anonymous collective leakes personal details of the Russian military stationed in Bucha.https://securityaffairs.co/wordpress/129844/hacktivism/anonymous-targets-russian-military-state-television.htmlRussian FederationUndetermined

RANSOM HOUSE criminal gang exploits data and encrypts systems. Data and ransom demands presented on "leak" site on dark web.http://xw7au5pnwtl6lozbsudkmyd32n6gnqdngitjdppybudan3x3pjgpmpid.onion/r/b247b003bcba1842beb1ad509c94dd3c0f26b7aaCanada Undetermined

Maternal & Family Health Services discloses that social Security numbers and other sensitive data was stolen by cybercriminals in a ransomware attack.https://therecord.media/social-security-numbers-stolen-in-ransomware-attack-on-maternal-health-org/United States of AmericaUndetermined

Anonymous has hacked a rations manufacturer for the Russian military, and leaked thousands of emails (82 GB).https://www.thetechoutlook.com/news/technology/anonymous-hacks-korolevskiy-a-russian-military-manufacturer/Russian FederationUndetermined

An attack on decentralized finance (DeFi) protocol Inverse Finance leads to the theft of more than $15 million in cryptocurrency.https://therecord.media/more-than-15-million-stolen-after-hackers-exploit-defi-platform-inverse-finance/UndeterminedUndetermined

The Conti ransomware operation claims responsibility for a cyberattack on wind turbine giant Nordex, which was forced to shut down IT systems and remote access to the managed turbines.https://www.bleepingcomputer.com/news/security/wind-turbine-firm-nordex-hit-by-conti-ransomware-attack/Germany Russian Federation

In name of #OpRussia, the Anonymous leak 15GB of data stolen from the Russian Orthodox Church's charitable wing and release roughly 57,500 emails.https://securityaffairs.co/wordpress/129760/hacktivism/anonymous-hacked-russian-orthodox-church.htmlRussian FederationUndetermined

Yandex blames one of its employees for the hacking and subsequent leak of data from Yandex Food, a popular food delivery service in Russia.https://www.databreaches.net/food-delivery-leak-unmasks-russian-security-agents/Russian FederationUndetermined

Researchers from Malwarebytes reveal that the cyberespionage actor UAC-0056, also known as SaintBear, UNC2589 and TA471, is using a macro-embedded Excel document to target several entities in Ukraine, including ICTV, a private TV channel.https://www.databreachtoday.com/cyberespionage-actor-deploying-malware-using-excel-a-18830Ukraine Russian Federation

According to the Ukrainian Security Service (SBU), China staged a huge cyberattack on Ukraine's military and nuclear facilities in the build-up to Russia's invasion.https://www.databreaches.net/china-accused-of-hacking-ukraine-days-before-russian-invasion/Ukraine Undetermined

Black Basta drops examples of sensitive organizational data on their dark web page demanding payment under threat of publication.https://stniiomyjliimcgkvdszvgen3eaaoz55hreqqx6o77yvmpwt7gklffqd.onion/?id=PRGX%20Global%20Inc.Germany Undetermined

Documents Leaked on ransomware site.http://cuba4ikm4jakjgmkezytyawtdgr2xymvy6nvzgw5cglswg3si76icnqd.onion/United States of AmericaRussian Federation

Vice Society encrypts network and threatens to leak data on their dark web portal.http://ecdmr42a34qovoph557zotkfvth4fsz56twvwgiylstjup4r5bpc4oad.onion/JhykowedsgX/YYw38k7dGniOl7/French GuianaUndetermined

Anonymous hacked a Russian mechanical plant, which manufactures components for anti-aircraft missile launchers and other military equipment. They have leaked 25GB of documents from the anti-aircraft and tank manufacturer.https://gagadget.com/en/114181-anonymous-hacked-the-server-of-a-plant-in-russia-that-produces-components-for-anti-aircraft-missile-launchers/#:~:text=Mini%20Projectors%20%C3%97-,Anonymous%20hacked%20the%20server%20of%20a%20plant%20in%20Russia%20that,for%20anti%2Daircraft%20missile%20launchers&text=The%20Anonymous%20hacker%20group%20continues,It%20manufactures%20defense%20productsRussian FederationUndetermined

Anonymous leaked 60GB of emails exfiltrated from the website of a Russian law firm.https://twitter.com/NatSecGeek/status/1509922008586461198Russian FederationUndetermined

Researchers from Secureworks discover a campaign carried out by the Mustang Panda group targeting Russian state officers with the PlugX remote access tool.https://www.bleepingcomputer.com/news/security/chinese-state-backed-hackers-now-target-russian-state-officers/Russian FederationChina

Researchers from Forescout reveal the detail of a BlackCat ransomware attack during an attack exploiting an Internet-exposed SonicWall firewall to gain initial access to the network and then moving to and encrypting a VMware ESXi virtual farm.https://www.zdnet.com/article/inside-a-ransomware-incident-how-a-single-mistake-left-a-door-open-for-attackers/UndeterminedRussian Federation

Cyber-criminals are impersonating the confectioner Cadbury online to steal personal data.https://www.infosecurity-magazine.com/news/cadbury-warns-of-easter-egg-scam/United Kingdom of Great Britain and Northern IrelandUndetermined

Iberdrola suffers a cyberattack leading to the teft of the personal information of 1.3 million customers has been stolen.https://www.infosecurity-magazine.com/news/scottish-power-parent-data-breach/Spain Undetermined

Decentralized lending platform Ola Finance says it was hacked, reporting that about $4.67 million in cryptocurrency was stolen.https://therecord.media/ola-finance-defi-platform-hacked-nearly-5-million-stolen/UndeterminedUndetermined

In name of #OpRussia, the Anonymous deface the a website of the Government of Belarus dedicated to the Economy of Volozhin, a Belarusian city in the Minsk regionhttps://securityaffairs.co/wordpress/129713/hacktivism/anonymous-hacked-marathon-group.htmlRussian FederationUndetermined

In name of #OpRussia, the Anonymous hacks the Marathon Group, a Russian investment firm owned by oligarch Alexander Vinokurov, and releases 62,000 emails.https://securityaffairs.co/wordpress/129713/hacktivism/anonymous-hacked-marathon-group.htmlRussian FederationUndetermined

SNATCH executed exfiltration of data and ransomeware in targeted network. Data presented on dark web "leak site"http://hl66646wtlp2naoqnhattngigjp5palgqmbwixepcjyq5i534acgqyad.onion/index.php?page=2Thailand Undetermined

XakNet claims to have conducted a hacking operation against a Ministry of Ukraine exfiltrating business letters, notes, notifications and claims on various topics which were latter leaked to a Russian news outlet.https://t.me/xaknet_team/127Ukraine Russian Federation

Englewood Health discloses a phishing attack that exposed 3,901 patients' informationhttps://www.beckershospitalreview.com/cybersecurity/hackers-expose-4-000-englewood-health-patients-data.htmlUnited States of AmericaUndetermined

IT and software consultancy firm Globant confirms they were breached by the Lapsus$ data extortion group, where data consisting of administrator credentials and source code leaked by the threat actors.https://www.bleepingcomputer.com/news/security/globant-confirms-hack-after-lapsus-leaks-70gb-of-stolen-data/Australia Undetermined

In name of #OpRussia, the Anonymous release 5,500 emails from Thozis Corp., a Russian investment firm owned by Zakhar Smushkin, a Russian oligarch which is involved in the project to build a satellite city in Saint Petersburg.https://securityaffairs.co/wordpress/129651/hacktivism/anonymous-hacked-thozis-corp.htmlRussian FederationUndetermined

TIC International Corporation (TIC) reports a data breach after the company learned it had been the target of a ransomware attack.https://www.jdsupra.com/legalnews/tic-international-corporation-reports-9831157/United States of AmericaUndetermined

Unknown actors compromised the network of a major media organization.https://query.prod.cms.rt.microsoft.com/cms/api/am/binary/RE4VwwdUkraine Undetermined

The Weatherford ISD reports a phishing incident reportedly affecting 1,254 Texanshttps://www.databreaches.net/details-on-the-weatherford-isd-data-breach/United States of AmericaUndetermined

In name of #OpRussia, the Anonymous release 140,000 emails from MashOil is a Moscow based company known for designing, manufacturing, and maintaining equipment used in the drilling, mining, and fracking industries.https://www.hackread.com/anonymous-hack-russian-industrial-firms-data-leak/Russian FederationUndetermined

The website of the Bradley International Airport is hit with a DDoS attack.https://www.databreaches.net/connecticuts-bradley-airport-website-hit-by-ddos-russias-rosaviatsia-suffers-significant-cyberattack/United States of AmericaUndetermined

The Federal Bureau of Investigation (FBI) warns US election officials of an ongoing and widespread phishing campaign in at least nine states, trying to steal their credentials since at least October 2021.https://www.bleepingcomputer.com/news/security/fbi-warns-election-officials-of-credential-phishing-attacks/United States of AmericaUndetermined

The RansomEXX ransomware gand drops leaked data samples on their TOR site.http://rnsm777cdsjrsdlbs4v5qoeppu3px6sb2igmh53jzrx7ipcrbjz5b2ad.onion/47e7dff6f575e4aaa950feb8e968d906fd1f7a51/United States of AmericaRussian Federation

Lorenz executed exfiltration of data and ransomeware in targeted network. Data presented on dark web "leak site" http://lorenzmlwpzgxq736jzseuterytjueszsvznuibanxomlpkyxk6ksoyd.onion/United States of AmericaUndetermined

Vice Media suffers a cyber attack and a breach leaking the sensitive information and financial data of more than 1,700 people.https://therecord.media/data-breach-at-vice-media-involved-ssns-financial-info/United States of AmericaUndetermined

Rostec, a Russian state-owned aerospace and defense conglomerate, says its website is taken down following what it described as a "cyberattack."https://www.bleepingcomputer.com/news/security/russian-defense-firm-rostec-shuts-down-website-after-ddos-attack/Russian FederationUkraine

The Hive ransomware group claims to have hacked First Choice Community Healthcare.https://www.databreaches.net/five-ransomware-groups-five-victims-will-it-ever-ease-up/United States of AmericaRussian Federation

Web traffic from major Ukrainian internet service provider Ukrtelecom is once again disrupted.https://therecord.media/traffic-at-major-ukrainian-internet-service-provider-ukrtelecom-disrupted/Ukraine Undetermined

In name of #OpRussia, NB65, a group affiliated to the Anonymous collective leaks 900,000 emails and 4,000 files from VGTRK (All-Russia State Television and Radio Broadcasting Company)https://securityaffairs.co/wordpress/129844/hacktivism/anonymous-targets-russian-military-state-television.htmlRussian FederationUndetermined



Russian Aviation Authority Rosaviatsiya is forced to switch to pen and paper after losing 65TB of data for an alleged cyber attack.https://cybernews.com/cyber-war/russian-aviation-authority-switches-to-paper-after-losing-65tb-of-data/Russian FederationUndetermined

Vice Society encrypts network and threatens to leak data on their dark web portal.http://ecdmr42a34qovoph557zotkfvth4fsz56twvwgiylstjup4r5bpc4oad.onion/JhykowedsgX/iOT66vS20lKnvr/United States of AmericaUndetermined

Vice Society encrypts network and threatens to leak data on their dark web portal.http://ecdmr42a34qovoph557zotkfvth4fsz56twvwgiylstjup4r5bpc4oad.onion/JhykowedsgX/lLar4J8fVo0ss5/United States of AmericaUndetermined

Vice Society encrypts network and threatens to leak data on their dark web portal.http://ecdmr42a34qovoph557zotkfvth4fsz56twvwgiylstjup4r5bpc4oad.onion/JhykowedsgX/fXzcw7q3k9vGr6/United States of AmericaUndetermined

Vice Society encrypts network and threatens to leak data on their dark web portal.http://ecdmr42a34qovoph557zotkfvth4fsz56twvwgiylstjup4r5bpc4oad.onion/JhykowedsgX/hGy62dW0n0uiDw/Lebanon Undetermined

Vice Society encrypts network and threatens to leak data on their dark web portal.http://ecdmr42a34qovoph557zotkfvth4fsz56twvwgiylstjup4r5bpc4oad.onion/JhykowedsgX/Te45Sdqw23j9K8/Argentina Undetermined

Anonymous leaks the personal data of over 600 officers of a Russian security service operating in Moscow. These include names, dates of birth, registration addresses, passport numbers, debts, air tickets, SIM cards, etc. A list of 620 names was previously published on the official website of the ministry of defence of Ukraine.https://www.express.co.uk/news/science/1597762/putin-news-anonymous-hack-russia-fsb-officers-emails-leakedRussian FederationUndetermined

Several websites that are supposedly close to Hungary's ruling political party were said to be defaced by Anonymous due to the Hungarian government's stance on Russia's invasion of Ukraine.https://hungarytoday.hu/several-pro-fidesz-gvernment-websites-hacked-anonymous/Hungary Undetermined

Dental and orthodontic care provider JDC Healthcare Management (JDC) reveals that the information of a large number of Texans (over 1 million) was compromised in a data breach discovered last year.https://www.securityweek.com/over-1-million-impacted-data-breach-texas-dental-services-providerUnited States of AmericaUndetermined

In nome of #OpRussia, the Anonymous leak 2.4GB worth of files from RostProekt, a Russian construction company.https://www.hackread.com/anonymous-hack-russian-industrial-firms-data-leak/Russian FederationUndetermined

Decentralized finance (DeFi) protocol Revest Finance discloses that $2 million was stolen through a vulnerability on their platform.https://therecord.media/2-million-stolen-from-defi-protocol-revest-finance-platform-unable-to-reimburse-victims/UndeterminedUndetermined

Vice Society encrypts network and threatens to leak data on their dark web portal.http://ecdmr42a34qovoph557zotkfvth4fsz56twvwgiylstjup4r5bpc4oad.onion/JhykowedsgX/mN7faZwod9bFF2/Brazil Undetermined

Email marketing firm MailChimp disclosed that they had been hit by hackers who gained access to internal customer support and account management tools to steal audience data and conduct phishing attacks.https://www.bleepingcomputer.com/news/security/hackers-breach-mailchimps-internal-tools-to-target-crypto-customers/United States of AmericaUndetermined

An attack on Russian Federal Air Transport Agency infrastructure has erased all documents, files, aircraft registration data and emails from the servers. About 65 terabytes of data was erased. No backup of these data exists due to lack of funds allocated by Russia's Ministry of Finance. The agency's official website (favt.ru) went also down.https://www.aviation24.be/miscellaneous/russo-ukrainian-war/powerful-cyber-attack-on-russias-civil-aviation-authority-servers-no-more-data-nor-back-up/Russian FederationUndetermined

Colorado Physician Partners (CPP) reveals to have suffered a data breach due to an email hacking incident.https://healthitsecurity.com/news/latest-healthcare-data-breaches-impact-providers-business-associatesUnited States of AmericaUndetermined

North Orange County Community College District (NOCCCD) suffers a data breach that affects 19,678 individuals.https://www.databreaches.net/ca-north-orange-county-community-college-district-updates-students-and-faculty-on-breach/United States of AmericaUndetermined

North Carolina A&T State University is hit with an ALPHV Ransomware attack.https://arstechnica.com/information-technology/2022/04/ransomware-sent-north-carolina-at-university-scrambling-to-restore-services/United States of AmericaRussian Federation

Clinic of North Texas announces it was the victim of a cyberattack in which hackers gained access to patient data stored on its systems. 244,174 individuals are affected.https://www.hipaajournal.com/horizon-actuarial-services-reports-data-theft-and-extortion-incident/United States of AmericaUndetermined

Val Verde Regional Medical Center (VVRMC) appears to have been the victim of a ransomware attack involving LockBit.https://www.databreaches.net/tx-val-verde-regional-medical-center-patient-data-dumped-by-lockbit/United States of AmericaRussian Federation

SuperCare Health notifies 318,379 patients that some of their protected health information has been exposed and potentially accessed by unauthorized individuals in a cyberattack that occurred in July 2021.https://www.databreaches.net/supercare-health-notifies-318379-patients-of-july-breach/United States of AmericaUndetermined

Cytometry Specialists, also known as CSI Laboratories, notifies patients of a February cyberattack that disrupted the cancer testing lab information systems.https://healthitsecurity.com/news/health-plans-laboratories-health-departments-hit-by-healthcare-data-breachesUnited States of AmericaUndetermined

Documents Leaked on ransomware site.http://cuba4ikm4jakjgmkezytyawtdgr2xymvy6nvzgw5cglswg3si76icnqd.onion/United Kingdom of Great Britain and Northern IrelandRussian Federation

MCG Health a software company that provides patient care guidelines to providers and health plans using artificial intelligence and technology solutions, notifies about a recent data breach. 1.1 million people are possibly affected.https://www.databreaches.net/updates-to-the-mcg-health-breach-incident/United States of AmericaUndetermined

MCG Health a software company that provides patient care guidelines to providers and health plans using artificial intelligence and technology solutions, notifies about a recent data breach. 1.1 million people are possibly affected.https://www.databreaches.net/updates-to-the-mcg-health-breach-incident/United States of AmericaUndetermined

Killnet claims to have conducted a DDoS attack against the website of the Supreme Court of Poland as part of a larger campaign against countries supporting Ukraine.https://t.me/killnet_reservs/275Poland Russian Federation

The Anonymous collective leaks a 10GB trove of data from NestlÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â© after the company unintentionally exposed some test data.https://therecord.media/nestle-denies-cyberattack-says-stolen-data-came-from-business-test-website/Chile Undetermined

In name of #OpRussia, the Black Rabbit World, an hacktivist group affiliated with the Anonymous collective, leaks 28GB of data allegedly stolen from the Central Bank of Russia.https://securityaffairs.co/wordpress/129490/hacking/central-bank-of-russia-data-leak-anonymous.htmlRussian FederationUndetermined

The UK Ministry of Defence suspends online application and support services for the British Army's Capita-run Defence Recruitment System and confirms that digital intruders compromised some data.https://www.theregister.com/2022/03/24/ministry_of_defence/United Kingdom of Great Britain and Northern IrelandUndetermined

Christie Clinic issues a notice about a recent email security incident that potentially exposed certain patient information.https://healthitsecurity.com/news/phishing-attacks-email-security-incidents-hit-3-healthcare-orgsUnited States of AmericaUndetermined

Spokane Regional Health District (SRHD) says it suffered a phishing attack that potentially exposed the personal information of 1,260 individuals. The organization discovered a phishing email on February 24 and found that an unauthorized actor potentially previewed some protected health information.https://healthitsecurity.com/news/health-plans-laboratories-health-departments-hit-by-healthcare-data-breachesUnited States of AmericaUndetermined

Partnership HealthPlan of California is hit with a Hive ransomware attack.https://therecord.media/hive-ransomware-shuts-down-california-health-care-organization/United States of AmericaRussian Federation

In name of #OpRussia, the Anonymous collective takes down the Russian website of Decathlon.https://securityaffairs.co/wordpress/129447/hacking/anonymous-companies-active-russia.htmlRussian FederationUndetermined

In name of #OpRussia, the Anonymous collective takes down the Russian website of Leroymerlin.https://securityaffairs.co/wordpress/129447/hacking/anonymous-companies-active-russia.htmlRussian FederationUndetermined

In name of #OpRussia, the Anonymous collective takes down the Russian website of Auchan.https://securityaffairs.co/wordpress/129447/hacking/anonymous-companies-active-russia.htmlRussian FederationUndetermined

A hacker steals almost $620 million in Ethereum and USDC tokens from Axie Infinity's Ronin network bridge, making it possibly the largest crypto hack in history.https://www.bleepingcomputer.com/news/cryptocurrency/620-million-in-crypto-stolen-from-axie-infinitys-ronin-bridge/UndeterminedUndetermined

An anoymous attacker uses an infinite loop vulnerability to mint and steal the equivalent of $48M.https://rekt.news/cashio-rekt/UndeterminedUndetermined

Italian railway company Ferrovie dello Stato Italiane temporarily halts some ticket sale services as it feared they had been targeted by a cyber attack.https://www.reuters.com/world/us/italys-state-railway-may-have-been-target-cyber-attack-2022-03-23/Italy Undetermined

Vice Society encrypts network and threatens to leak data on their dark web portal.http://ecdmr42a34qovoph557zotkfvth4fsz56twvwgiylstjup4r5bpc4oad.onion/JhykowedsgX/yH69vbSD2k0DF1/Italy Undetermined

Vice Society encrypts network and threatens to leak data on their dark web portal.http://ecdmr42a34qovoph557zotkfvth4fsz56twvwgiylstjup4r5bpc4oad.onion/JhykowedsgX/jH34sqERp09nbZ/United States of AmericaUndetermined

A number of web pages belonging to public authorities were subjected to DDoS attacks. The attacks compromised equipment and networks, by exploiting security vulnerabilities and enrolling them in a botnet network.https://www.bleepingcomputer.com/news/security/phishing-campaign-targets-russian-govt-dissidents-with-cobalt-strike/Russian FederationUndetermined

Anonymous leaked 28GB worth of a Russian bank's data now available for public download. Distributed Denial of Secrets (aka DDoSecrets) announced archiving the entire data on its official website. Those 35,000 files contain some of the regulator's "secret agreements". They have been distributed to various online points. According to a post by the BBC Russian Service, in the files are hundreds of audit reports and information on bank owners.http://anonymousleaks.xyz/centralbankofrussia.htmlRussian FederationUndetermined

Multiple Chinese APT groups leveraged the Russia and Ukraine war as a lure for cyberespionage operations. The APT groups have been using sanctions-related baits to attack Russian defense institutes, part of the Rostec Corporation. The hackers used new tools, which have not previously been described: a sophisticated multi-layered loader and a backdoor dubbed SPINNER. These tools use advanced evasion and anti-analysis techniques such as multi-layer in-memory loaders and compiler-level obfuscations. The operation targeted defense research institutes in Russia and possibly also in Belarus. The purpose of the backdoor and the operation is likely to collect information from targets inside the high-tech Russian defense industry to support China in its technological advancement.https://research.checkpoint.com/2022/twisted-panda-chinese-apt-espionage-operation-against-russians-state-owned-defense-institutes/Russian FederationChina

Swedish authorities reported an increase in DDoS attacks against government entities, specifically mentioning the targeting of financial and transportation administration.https://www.vk.se/2022-03-23/msb-flera-cyberattacker-mot-sverigeSweden Undetermined

UAC-0082 conducted a destructive attack on the network of a transportation/logistics provider, the type of organization that could be involved in moving Ukrainian supplies to conflict hotspots. The firm is headquartered in western Ukraine, where much of the foreign military and humanitarian assistance is entering the country.https://query.prod.cms.rt.microsoft.com/cms/api/am/binary/RE4VwwdUkraine Russian Federation

Advanced Medical Practice Management (AMPM) reveals to have suffered a data breach that impacted over 56,000 individualshttps://healthitsecurity.com/news/latest-healthcare-data-breaches-impact-providers-business-associatesUnited States of AmericaUndetermined

Alacrity Solutions Group, LLC notifies 54,674 people about a breach that involved their personal information.https://www.databreaches.net/55000-there-190000-there-1-8-million-there-and-the-breaches-roll-on/United States of AmericaUndetermined

Japanese confectionery manufacturer Morinaga warns that a suspected data breach of its online store may have exposed the personal information of more than 1.6 million customers.https://portswigger.net/daily-swig/network-cavity-blamed-for-data-breach-at-japanese-candy-maker-morinagaJapan Undetermined

Moscow-based meat producer and distributor Miratorg Agribusiness Holding suffers a major cyberattack that encrypts its IT systems using Windows BitLocker.https://www.bleepingcomputer.com/news/security/top-russian-meat-producer-hit-with-windows-bitlocker-encryption-attack/Russian FederationUndetermined

Microsoft confirms that one of their employees was compromised by the Lapsus$ hacking group, allowing the threat actors to access and steal portions of their source code.https://www.bleepingcomputer.com/news/microsoft/microsoft-confirms-they-were-hacked-by-lapsus-extortion-group/United States of AmericaUndetermined

SNATCH executed exfiltration of data and ransomeware in targeted network. Data presented on dark web "leak site"http://hl66646wtlp2naoqnhattngigjp5palgqmbwixepcjyq5i534acgqyad.onion/index.php?page=2United States of AmericaUndetermined

SNATCH executed exfiltration of data and ransomeware in targeted network. Data presented on dark web "leak site"http://hl66646wtlp2naoqnhattngigjp5palgqmbwixepcjyq5i534acgqyad.onion/index.php?page=2Qatar Undetermined

As part of a cyber-enabled information operation, around 10 articles on the website of a Croatian newspaper - were replaced by articles promoting Russian disinformation.https://balkaninsight.com/2022/03/23/hackers-attack-croatian-daily-post-kremlin-propaganda/Croatia Undetermined

Horizon Actuarial Services, a consulting firm that provides actuarial solutions to multiemployer benefit plans, notifies 38,418 individuals of a ransomware cyberattack.https://healthitsecurity.com/news/healthcare-cyberattacks-impact-benefit-plans-safety-net-clinicsUnited States of AmericaUndetermined

Attackers steal $1.4 million from the One Ring protocol via a flash loan attack.https://portswigger.net/daily-swig/flash-loan-attack-on-one-ring-protocol-nets-crypto-thief-1-4-millionUndeterminedUndetermined

VKontakte users receive messages from what appears to be the official VK account about Russia's war on Ukraine, suggesting a possible hack.https://cybernews.com/cyber-war/russian-social-media-giant-vk-allegedly-hacked/Russian FederationUndetermined



The Anonymous collective leaks roughly 79 gigabytes of emails allegedly stolen from Russian state-controlled oil pipeline company Transneft.https://www.securityweek.com/hacktivists-leak-data-allegedly-stolen-russian-energy-giant-transneftRussian FederationUndetermined

Johnson Memorial Hospital announces that the personal and protected health information of some of its patients has been exposed as a result of a malware infection at the law firm, Reid and Riege.https://www.hipaajournal.com/more-than-233000-patients-affected-by-cyberattack-on-fmc-services/United States of AmericaUndetermined

ELTA, the state-owned provider of postal services in Greece, discloses a ransomware incident that is still keeping most of the organizations services offline.https://www.bleepingcomputer.com/news/security/greeces-public-postal-service-offline-due-to-ransomware-attack/Greece Undetermined

The RansomEXX ransomware gand drops leaked data samples on their TOR site.http://rnsm777cdsjrsdlbs4v5qoeppu3px6sb2igmh53jzrx7ipcrbjz5b2ad.onion/f74fd79bdeed5177207d1f40cae2abdf2a3ecec5/United Kingdom of Great Britain and Northern IrelandRussian Federation

Anonymous claimed to have remotely accessed printers across Russia and forced them to print over 100,000 documents with messages against war and propaganda, and how to bypass censorship in the country. The hacked printers were forced to print PDFs with a message informing Russians that "their president, the government, and media all have been feeding them lies."https://www.express.co.uk/news/science/1584911/putin-humiliated-anonymous-hacked-russian-printers-spew-out-anti-propagandaRussian FederationUndetermined

Customer relationship management company HubSpot confirms being targeted by hackers after several cryptocurrency services started informing their customers about a cybersecurity incident involving HubSpot.https://www.securityweek.com/cryptocurrency-services-hit-data-breach-crm-company-hubspotUnited States of AmericaUndetermined

Partnership Health Plan of California (PHC) suffers a HIve ransomware attack. The attackers claim that 400 gigabytes of data was exfiltrated from PHC systems that included 850,000 PII records.https://www.databreaches.net/hive-claims-partnership-healthplan-of-california-as-a-victim/United States of AmericaRussian Federation

Documents Leaked on ransomware site.http://cuba4ikm4jakjgmkezytyawtdgr2xymvy6nvzgw5cglswg3si76icnqd.onion/Korea (the Republic of)Russian Federation

Lakeview Loan Servicing says it had uncovered "a security incident involving unauthorized access to the file servers.https://www.databreaches.net/big-coral-gables-mortgage-servicer-hit-by-data-breach-exposing-clients-personal-information/United States of AmericaUndetermined

The East Windsor Township's computer system has been compromised by unknown hackershttps://www.databreaches.net/nj-east-windsor-township-computer-system-hacked/United States of AmericaUndetermined

The health data of more than half a million people in France are stolen from insurance body l'Assurance Maladie after the accounts of 19 healthcare staff were hacked.https://www.databreaches.net/health-insurance-data-of-more-than-500000-people-stolen-in-france/France Undetermined

Wheeling Health Right (WHR) notifies an undisclosed number of individuals of a ransomware incident that it suffered in January 2022.https://healthitsecurity.com/news/healthcare-cyberattacks-impact-benefit-plans-safety-net-clinicsUnited States of AmericaUndetermined

Cancer and Hematology Centers of Western Michigan falls victim to a ransomware attack that impacted 43,071 individualshttps://healthitsecurity.com/news/health-plans-laboratories-health-departments-hit-by-healthcare-data-breachesUnited States of AmericaUndetermined

Hood LLC is the victim of a "cyber security event," that forces to take all the systems offline.https://www.securityweek.com/most-hood-plants-after-cyber-event-schools-concernedUnited States of AmericaUndetermined

Scottish Association for Mental Health (SAMH), a mental health charity, is hit with a RansomExx ransomware attack.https://therecord.media/ransomware-group-attacks-scottish-mental-health-charity/United Kingdom of Great Britain and Northern IrelandUndetermined

Morgan Stanley Wealth Management, the wealth and asset management division of Morgan Stanley, says some of its customers had their accounts compromised in voice phishing (vishing) social engineering attacks.https://www.bleepingcomputer.com/news/security/morgan-stanley-client-accounts-breached-in-social-engineering-attacks/United States of AmericaUndetermined

TransUnion South Africa discloses that hackers breached one of their servers using stolen credentials and demanded a ransom payment not to release stolen data (54 million customer records).https://www.bleepingcomputer.com/news/security/hackers-claim-to-breach-transunion-south-africa-with-password-password/South AfricaUndetermined

IT Army of Ukraine claims to have conducted a hack and leak operation against a Russian social media application. The operation consisted of exploiting a vulnerability in the beta version of the software, and the subsequent infection of all beta testers with an updated malicious version of the application.https://t.me/itarmyofukraine2022/276Russian FederationUkraine

Tague Family Practice falls victim of a LockBit ransomware attack.https://www.databreaches.net/mo-tague-family-practice-patient-records-stolen-and-leaked/United States of AmericaRussian Federation

Jefferson Dental and Orthodontics discloses a data breach, due to a malware attack, affecting up to 1,026,820 Texans.https://www.databreaches.net/1-million-texans-potentially-impacted-by-dental-care-data-breach/United States of AmericaUndetermined

After about two months of investigation and various denials, lawmakers confirm that there was a security breach in the operations of the Philippine Commission on Elections' (Comelec) service contractor, Smartmatic.https://www.databreaches.net/ph-media-was-right-lawmakers-confirm-data-breach-hacking-of-voters-info/PhilippinesUndetermined

A joint advisory of the FBI, the US Treasury Department and the Financial Crimes Enforcement Network (FinCEN) warns of AvosLocker ransomware being used in attacks targeting multiple US critical infrastructure sectors.https://www.bleepingcomputer.com/news/security/fbi-avoslocker-ransomware-targets-us-critical-infrastructure/United States of AmericaUndetermined

The Anonymous deface the Russian Ministry of Emergencies.https://securityaffairs.co/wordpress/129157/hacktivism/anonymous-vs-russia-2.htmlRussian FederationUndetermined

The Ukranian Ministry of Defense notified CERT-UA about the distribution of e-mails containing malicious files and targeting Ukrainian government and military entities. As a result of the attack, the victim's computer would be infected with SPECTR malware.https://cert.gov.ua/article/37815Ukraine Ukraine

Charleston Area Medical Center (CAMC) discloses a phishing attack that impacted 54,000 individuals.https://healthitsecurity.com/news/phishing-attacks-email-security-incidents-hit-3-healthcare-orgsUnited States of AmericaUndetermined

Facebook removes a deepfake video of Ukrainian President Volodymyr Zelenskyy spreading across the social network and asking Ukrainian troops lay down their arms and surrender.https://www.bleepingcomputer.com/news/technology/facebook-removes-deepfake-of-ukrainian-president-zelenskyy/Ukraine Undetermined

Tuloso Midway Independent School District discloses that one employee's email account was accessed without authorization.https://www.databreaches.net/tx-tuloso-midway-independent-school-district-discloses-march-2022-data-security-incident/United States of AmericaUndetermined

The Ukrainian Red Cross reported a hack of their website on 16 March which was restored the same day. No personal data of beneficiaries was stored on the website. Only the information component of the site was affected.https://twitter.com/RedCrossUkraine/status/1504123401941790720Ukraine Undetermined

A suspected Russian actor deleted data from a regional government network in eastern Ukraine disrupting government services.https://query.prod.cms.rt.microsoft.com/cms/api/am/binary/RE4VwwdUkraine Undetermined

TV station Ukraine 24 falsely reported Wednesday that the Ukrainian President had urged Ukrainians to stop fighting and give up their weapons in what has been reported as disinformation. The program's news ticker was hacked to display messages to appear as though they were coming from the president. The TV network confirmed that the news ticker was hacked and the messages were false. On the same day, a Telegram channel reported that hackers published to Ukrainian websites a deepfake video of the president repeating similar messages.https://www.forbes.com/sites/zacharysmith/2022/03/16/hacked-ukrainian-tv-station-transmits-fake-zelensky-surrender-announcement/?sh=3f3f70ca528dUkraine Undetermined

Urgent Team Holdings notifies 166,601 patients that some of their protected health information may have been obtained by unauthorized individuals in a November 2021 cyberattack.https://www.hipaajournal.com/urgent-team-holdings-reports-breach-of-the-phi-of-166600-individuals/United States of AmericaUndetermined

A hacker makes off with approximately $11 million in cryptocurrency after using a "re-entrancy" attack on decentralized finance (DeFi) lending protocol applications Agave and Hundred Finance.https://cointelegraph.com/magazine/2022/03/19/pow-avoids-eu-ban-defi-protocols-suffer-11m-hack-bayc-apecoin-airdrop-hodlers-digest-march-13-19UndeterminedUndetermined

The Chelan Douglas Health District warns the public of a data breach that may have led to the loss of identifiable personal and health information.https://www.databreaches.net/wa-chelan-douglas-health-district-warning-residents-of-2021-data-breach/United States of AmericaUndetermined

Heriot-Watt University in Scotland is hit by a serious security incident.https://www.theregister.com/2022/03/24/heriot_watt_outage/United Kingdom of Great Britain and Northern IrelandUndetermined

The Anonymous collective claims to have hacked more than 1300 network cameras from Russia/Belarushttps://securityaffairs.co/wordpress/129157/hacktivism/anonymous-vs-russia-2.htmlBelarus Undetermined

The Anonymous collective claims to have hacked more than 1300 network cameras from Russia/Belarushttps://securityaffairs.co/wordpress/129157/hacktivism/anonymous-vs-russia-2.htmlRussian FederationUndetermined

The Anonymous collective claims to have hacked (again) Rosatom, the Russia's state nuclear energy corporation founded by Vladimir Putin himself.https://securityaffairs.co/wordpress/129157/hacktivism/anonymous-vs-russia-2.htmlRussian FederationUndetermined

A hacker dubbed Spielerkid89 remotely accesses a computer belonging to a regional Ministry of Health in Russia, exploiting a VNC Server without authenticationhttps://cybernews.com/cyber-war/hacker-breaches-key-russian-ministry-in-blink-of-an-eye/Russian FederationUndetermined

RiverKids Pediatric Home Health notifies 3,494 patients that some of their protected health information has potentially been viewed or stolen as a result of an email security incident.https://www.hipaajournal.com/refuah-health-center-alerts-260k-patients-about-may-2021-cyberattack/United States of AmericaUndetermined

A DDoS attack on the website of the Spanish parliament affected availability of the website.https://www.surinenglish.com/spain/cyberattack-iberdrola-accessed-20220401183800-nt.htmlSpain Undetermined

The Anonymous collective takes responsibility for taking down top Russian government websites in a series of DDoS attacks. The list of the targets include the official website of the Federal Security Service (FSB), the Stock Exchange, the Analytical Center for the Government of the Russian Federation, and the Ministry of Sport of the Russian Federation.https://www.hackread.com/ddos-attacks-anonymous-cripple-russia-fsb-websites/Russian FederationUndetermined

The developer behind the popular "node-ipc" NPM package released a new tampered version to condemn Russia's invasion of Ukraine. The alterations introduced by its maintainer RIAEvangelist brought about undesirable behavior by targeting users with IP addresses located either in Russia or Belarus, and wiping arbitrary file contents and replacing them with a heart emoji. In a latter release, any time the node-ipc module functionality gets called, it prints to STDOUT a message taken out of the peacenotwar module, as well as places a file on the user's Desktop directory with contents relating to the current war-time situation of Russia and Ukraine.https://thehackernews.com/2022/03/popular-npm-package-updated-to-wipe.htmlRussian FederationUnited States of America

The developer behind the popular "node-ipc" NPM package released a new tampered version to condemn Russia's invasion of Ukraine. The alterations introduced by its maintainer RIAEvangelist brought about undesirable behavior by targeting users with IP addresses located either in Russia or Belarus, and wiping arbitrary file contents and replacing them with a heart emoji. In a latter release, any time the node-ipc module functionality gets called, it prints to STDOUT a message taken out of the peacenotwar module, as well as places a file on the user's Desktop directory with contents relating to the current war-time situation of Russia and Ukraine.https://thehackernews.com/2022/03/popular-npm-package-updated-to-wipe.htmlBelarus United States of America

Newman Regional Health (NRH) notifies 52,224 patients that unauthorized individuals have gained access to certain employee email accounts that contained protected health information.https://www.hipaajournal.com/email-account-breaches-reported-by-newman-regional-health-and-contra-costa-county/United States of AmericaUndetermined

The Conti ransomware group leaks several gigabytes of files allegedly stolen from US industrial components giant Parker Hannifin.https://www.securityweek.com/ransomware-gang-leaks-files-stolen-industrial-giant-parker-hannifinUnited States of AmericaRussian Federation

Law Enforcement Health Benefits Inc. (LEHB) notifies plan members of a September 2021 ransomware attack that impacted over 85,000 individuals.https://healthitsecurity.com/news/law-enforcement-health-benefits-plan-ransomware-attack-impacts-85kUnited States of AmericaUndetermined

Israel's National Cyber Directorate reveals that the country suffered a cyber attack that briefly took down a number of government websites.https://www.securityweek.com/israel-says-government-sites-targeted-hackIsrael Undetermined

The RansomEXX ransomware gand drops leaked data samples on their TOR site.http://rnsm777cdsjrsdlbs4v5qoeppu3px6sb2igmh53jzrx7ipcrbjz5b2ad.onion/1196ffc0b13415ee35d56342f76cf9bc1077ae93/Colombia Russian Federation

A seller called "Data," lists a database on a forum with the data of 350 million users allegedly obtained from Ask.FM.https://www.databreaches.net/ask-fm-user-database-with-350m-user-records-has-shown-up-for-sale/Lithuania Undetermined

Elevate Services, Inc. experienced what appears to have been a ransomware attack that leaked confidential information belonging to certain consumers.https://www.jdsupra.com/legalnews/elevate-services-inc-confirms-recent-3700290/United States of AmericaUndetermined

ESET researchers have uncovered yet another destructive data wiper that was used in attacks against a limited number of organizations in Ukraine. No code similarities to either HermeticWiper or IsaacWiper were identified. There's evidence to suggest that the threat actors behind CaddyWiper infiltrated the target's network before executing the wiper.https://twitter.com/ESETresearch/status/1503436423818534915Ukraine Russian Federation

East Tennessee Children's Hospital is the victim of an information technology security issuehttps://healthitsecurity.com/news/east-tennessee-childrens-hospital-experiencing-security-issueUnited States of AmericaUndetermined

A suspected Russian nation state actor stole data from a nuclear safety organization. "EnergeticBear" compromised this entity in December 2021 and stole data from it from December through mid-March.https://query.prod.cms.rt.microsoft.com/cms/api/am/binary/RE4VwwdUkraine Russian Federation

The German Federal Office for Information Security (BSI) confirms that the local subsidiary of the Russian energy giant Rosneft has been hit by a cyberattack, after the Anonymous collective claims to have stolen 20 terabytes of data.https://www.securityweek.com/hackers-target-german-branch-russian-oil-giant-rosneftGermany Undetermined

Whitefish School District reports a data breach after an investigation discovered that an employee's computer had been accessible to an attacker after the employee had fallen for a social engineering scam.https://www.databreaches.net/whitefish-school-district-notifies-1663-after-employee-fell-for-social-engineering-scam/United States of AmericaUndetermined



Altoona Area School District discloses to have been hit by a cyber attack back in December 2021 when employees' data appear in the dark web.https://www.databreaches.net/altoona-area-school-district-data-shows-up-on-dark-web-months-after-cyberattack/United States of AmericaUndetermined

Labette Health begins notifying an undisclosed number of individuals of an October 2021 data breach.https://healthitsecurity.com/news/labette-health-capital-region-medical-center-confirm-data-breachesUnited States of AmericaUndetermined

UK ferry operator Wightlink is hit by a "highly sophisticated" cyber-attack that may have compromised personal data belonging to "a small number of customers and staff".https://portswigger.net/daily-swig/uk-ferry-operator-wightlink-flags-potential-data-breach-after-highly-sophisticated-cyber-attackUnited Kingdom of Great Britain and Northern IrelandUndetermined

Documents Leaked on ransomware site.http://cuba4ikm4jakjgmkezytyawtdgr2xymvy6nvzgw5cglswg3si76icnqd.onion/United States of AmericaRussian Federation

The website of a Russian aerospace and defense conglomerate was allegedly hit by a cyberattack that forced it offline for several hours. Earlier in the day, multipme domains had been assigned for targeting on the IT Army of Ukraine's website.https://interfax.com/newsroom/top-stories/76404/Russian FederationUndetermined

SNATCH executed exfiltration of data and ransomeware in targeted network. Data presented on dark web "leak site"http://hl66646wtlp2naoqnhattngigjp5palgqmbwixepcjyq5i534acgqyad.onion/index.php?page=3United States of AmericaUndetermined

SNATCH executed exfiltration of data and ransomeware in targeted network. Data presented on dark web "leak site"http://hl66646wtlp2naoqnhattngigjp5palgqmbwixepcjyq5i534acgqyad.onion/index.php?page=3Canada Undetermined

A suspected Russian threat actor compromised an institution in Ukraine that was featured in false Russian weapons conspiracies in the past.https://query.prod.cms.rt.microsoft.com/cms/api/am/binary/RE4VwwdUkraine Iran (Islamic Republic of)

Anonymous breached the 

database of a Russian federal 

agency responsible for 

supervision of communication, 

information technology and 

mass media, and then 

released 820 GB of data from 

a sector of the agency:

 - Over 360,000 files from the 

network, totaling 526.9 GB. 

Some as recent as March 5, 

2022.

 - Two directories containing 

the raw data files (290.6 GB). 

One appears to be a legal 

research database that was 

last modified in 2020. The 

other appears to be a 

database for HR procedures. https://ddosecrets.substack.com/p/release-roskomnadzor-820-gb?s=rRussian FederationUndetermined

North Alabama Bone & Joint Clinic, P.C. ("NABJC") confirms that some employee email accounts had been accessed without authorization.https://www.databreaches.net/sunday-notes-welldyne-north-alabama-bone-joint-clinic-disclose-breaches-affecting-patient-data/United States of AmericaUndetermined

RANSOM HOUSE criminal gang exploits data and encrypts systems. Data and ransom demands presented on "leak" site on dark web.http://xw7au5pnwtl6lozbsudkmyd32n6gnqdngitjdppybudan3x3pjgpmpid.onion/r/03991aa4f55401b57e9a1feb868b481e39229659United States of AmericaUndetermined

RANSOM HOUSE criminal gang exploits data and encrypts systems. Data and ransom demands presented on "leak" site on dark web.http://xw7au5pnwtl6lozbsudkmyd32n6gnqdngitjdppybudan3x3pjgpmpid.onion/r/4b822db03abb3ee5bad8883ef7bcbdc6deb803f5United States of AmericaUndetermined

Reports circulated suggesting telecommunication service provider was hit by a cyberattack. Three sources within the company and a former co-founder of the business said a cyberattack had occurred, with one claiming some of the company's internal computers had stopped working because the "attackers reset the settings to the factory level."https://www.forbes.com/sites/thomasbrewster/2022/03/10/cyberattack-on-major-ukraine-internet-provider-causes-major-outages/?sh=44ed6ff06573Ukraine Undetermined

Central Indiana Orthopedics (CIO) discloses a data security incident that impacted 83,705 individualshttps://healthitsecurity.com/news/healthcare-cyberattacks-impact-benefit-plans-safety-net-clinicsUnited States of AmericaUndetermined

The Anonymous collective claims to have defaced the official website of the Russian Federal Penitentiary Service.https://securityaffairs.co/wordpress/128847/hacktivism/anonymous-vs-russia.htmlRussian FederationUndetermined

The Anonymous collective hacks some public cameras in Russia and transmits their live feed.https://securityaffairs.co/wordpress/128847/hacktivism/anonymous-vs-russia.htmlRussian FederationUndetermined

Argentinian e-commerce giant Mercado Libre confirms "unauthorized access" to a part of its source, adding that data of around 300,000 of its users was accessed by threat actors.https://www.bleepingcomputer.com/news/security/e-commerce-giant-mercado-libre-confirms-source-code-data-breach/Argentina Undetermined

Lorenz executed exfiltration of data and ransomeware in targeted network. Data presented on dark web "leak site" http://lorenzmlwpzgxq736jzseuterytjueszsvznuibanxomlpkyxk6ksoyd.onion/United Kingdom of Great Britain and Northern IrelandUndetermined

Researchers from Mandiant detect an incident where APT29 successfully phished a European diplomatic entity and ultimately abused the Windows Credential Roaming feature.https://securityaffairs.co/wordpress/138322/apt/apt29-windows-credential-roaming.htmlUndeterminedRussian Federation

Russian federal agencies' websites compromised in a supply chain attack. Attackers compromised the stats widget used to track the number of visitors. The attackers published their own content and blocked access to the websites.https://www.bleepingcomputer.com/news/security/russian-government-sites-hacked-in-supply-chain-attack/?&web_view=trueRussian FederationUndetermined

Russian federal agencies' websites compromised in a supply chain attack. Attackers compromised the stats widget used to track the number of visitors. The attackers published their own content and blocked access to the websites.https://www.bleepingcomputer.com/news/security/russian-government-sites-hacked-in-supply-chain-attack/?&web_view=trueRussian FederationUndetermined
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Russian federal agencies' websites compromised in a supply chain attack. Attackers compromised the stats widget used to track the number of visitors. The attackers published their own content and blocked access to the websites.https://www.bleepingcomputer.com/news/security/russian-government-sites-hacked-in-supply-chain-attack/?&web_view=trueRussian FederationUndetermined

Salusive Health informs patients of a data security incident involving patient information.https://healthitsecurity.com/news/salusive-health-shuts-doors-provides-data-breach-notificationUnited States of AmericaUndetermined

The town of East Windsor officials confirm that the township experienced a cyber breach that wreaked havoc on its systems and is sending residents fraudulent emails.https://www.govtech.com/security/east-windsor-n-j-works-to-restore-system-after-hackUnited States of AmericaUndetermined

Ascension Michigan notifies patients of a data breach that impacted its EHR system and affected 27,177 individuals.https://healthitsecurity.com/news/duncan-regional-hospital-data-breach-impacts-92kUnited States of AmericaUndetermined

Romania's Rompetrol gas station network is hit by a Hive ransomware attack.https://www.bleepingcomputer.com/news/security/rompetrol-gas-station-network-hit-by-hive-ransomware/Romania Russian Federation

Google's Threat Analysis Group confirms that DDoS attacks are currently ongoing against numerous Ukraine sites, including the Ministry of Foreign Affairs, Ministry of Internal Affairshttps://www.zdnet.com/article/phishing-attempts-from-fancybear-and-ghostwriter-stepping-up-says-google/Ukraine Undetermined

Google's Threat Analysis Group reveals that threat actors from APT28 have conducted several credential phishing campaigns targeting Polish and Ukrainian government and military organizations.https://www.zdnet.com/article/phishing-attempts-from-fancybear-and-ghostwriter-stepping-up-says-google/Poland Belarus

Google's Threat Analysis Group reveals that threat actors from APT28 have conducted several credential phishing campaigns targeting Polish and Ukrainian government and military organizations.https://www.zdnet.com/article/phishing-attempts-from-fancybear-and-ghostwriter-stepping-up-says-google/Ukraine Belarus

Russia says some of its federal agencies' websites were compromised in a supply chain attack after unknown attackers hacked the stats widget used to track the number of visitors by multiple government agencieshttps://www.bleepingcomputer.com/news/security/russian-government-sites-hacked-in-supply-chain-attack/Russian FederationUndetermined

A Russian nuclear powerplant was allegedly targeted in a cyberattack by GURMO. The threat actors breached the plant's business network and exfiltrated a large amount of data including contracts, architectural diagrams, alarm system configurations, set-up instructions for control system parts, etc.https://jeffreycarr.substack.com/p/russias-beloyarsk-nuclear-power-plant?s=rRussian FederationUkraine

Anime giant Toei suffers a cyberattack causing delays in airing new episodes of popular anime series.https://www.bleepingcomputer.com/news/security/new-one-piece-anime-episodes-delayed-after-toei-cyberattack/Japan Undetermined

The Anonymous collective claims to have hacked three Russian-state TV channels, Russia 24, Moscow 24, and Channel One and two Netflix-like Russian streaming services, Ivi and Wink and broadcasts war footage from Ukraine.https://www.hackread.com/anonymous-hack-russia-tv-streaming-service-ukraine-war/Russian FederationUndetermined



A Russian TV channel in France was allegedly compromised by Anonymous.https://www.ukrinform.ua/rubric-world/3422289-hakeri-anonymous-povidomili-pro-zlam-derzavnih-telekanaliv-rf.htmlRussian FederationUndetermined

The hacker group Anonymous today hacked the Russian streaming services Wink and Ivi (like Netflix) and the live TV channels "Russia 24", "Pervyi Kanal", "Moscow 24" in order to broadcast footage of the war from Ukrainehttps://www.ukrinform.ua/rubric-world/3422289-hakeri-anonymous-povidomili-pro-zlam-derzavnih-telekanaliv-rf.htmlRussian FederationUndetermined
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The hacker group Anonymous today hacked the Russian streaming services Wink and Ivi (like Netflix) and the live TV channels "Russia 24", "Pervyi Kanal", "Moscow 24" in order to broadcast footage of the war from Ukrainehttps://www.ukrinform.ua/rubric-world/3422289-hakeri-anonymous-povidomili-pro-zlam-derzavnih-telekanaliv-rf.htmlRussian FederationUndetermined

The Anonymous linked group Ghostsec claims to have hacked the Department of Information Projects (homk.ru).https://securityaffairs.co/wordpress/128922/hacking/anonymouys-hacked-russian-roskomnadzor.htmlRussian FederationUndetermined

Technology Management Resources, a payment processor, discloses to have been hit by a breach when discovering unusual activity with a user account. Multiple entities are affected.https://www.databreaches.net/another-technology-management-resources-client-reports-a-data-breach/United States of AmericaUndetermined

The business management and information technology solution provider PracticeMax discloses a ransomware attack that affected 165,698 individuals.https://www.hipaajournal.com/phi-of-over-500000-individuals-potentially-compromised-in-these-4-security-incidents/United States of AmericaUndetermined

The Anonymous collective leaks the database of the Russian Government website gov.ruhttps://securityaffairs.co/wordpress/128703/hacking/anonymous-a-week-of-battles.htmlRussian FederationUndetermined

Anonymous-linked group ATW claims to have breached Gazprom and leaks its databasehttps://securityaffairs.co/wordpress/128703/hacking/anonymous-a-week-of-battles.htmlRussian FederationUndetermined

The Lapsus$ data extortion group leaks 190GB of confidential data they claim to be from Samsung Electronics. Few days later the company confirms to have suffered the breach.https://www.bleepingcomputer.com/news/security/hackers-leak-190gb-of-alleged-samsung-data-source-code/Korea (the Republic of)Undetermined

PressReader, a digital platform for hundreds of print newspapers and magazines, says that its systems are slowly returning to normal after suffering a cyberattack.https://www.bleepingcomputer.com/news/security/fbi-govt-officials-impersonated-in-widespread-extortion-schemes/Canada Undetermined

Hacktivists from a group going by the Twitter handle of "v0g3lSec" deface a subdomain of the website of a Russian Space Research Institute (IKI) and leak some data.https://www.hackread.com/anonymous-hack-russia-space-research-institute-site/Russian FederationUndetermined

The Security Service of Ukraine (SSU) says that "enemy" hackers are using compromised local government and regional authorities' websites to push rumors that Ukraine surrendered and signed a peace treaty with Russia.https://www.bleepingcomputer.com/news/security/ukraine-says-local-govt-sites-hacked-to-push-fake-capitulation-news/Ukraine Undetermined

FPS Medical Center notifies 28,024 patients that their data was potentially compromised during a ransomware attack in March.https://www.scmagazine.com/analysis/ransomware/over-194k-patients-added-to-ongoing-eye-care-leaders-breach-tallyUnited States of AmericaUndetermined

SNATCH executed exfiltration of data and ransomeware in targeted network. Data presented on dark web "leak site"http://hl66646wtlp2naoqnhattngigjp5palgqmbwixepcjyq5i534acgqyad.onion/index.php?page=3UndeterminedUndetermined

Legacy Post Acute Care notifies patients that their personal data was compromised after the hack of multiple employee accounts.https://healthitsecurity.com/news/latest-healthcare-data-breaches-have-varying-impacts-on-health-dataUnited States of AmericaUndetermined

Killnet targeted La RÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Â©publique En Marche (LREM) website during the French election in what they claim to be retaliation for France's alleged supplies of military aid to Ukraine. The threat actors saturated the server by multiplying false connections, rendering the site inactive for a few hours.https://www.20minutes.fr/high-tech/3285003-20220506-cyberattaque-site-emmanuel-macron-pirate-russes-pendant-presidentielleFrance Russian Federation

Pioneer Valley Ophthalmic Consultants (PVOC) files a notice of data breach after learning that a ransomware attack to a third-party vendor, Alta Medical Management, resulted in the confidential information of PVOC patients being subject to unauthorized accesshttps://www.jdsupra.com/legalnews/pioneer-valley-ophthalmic-consultants-3495570/United States of AmericaUndetermined

Fleetwood Area School District is hit with a ransomware attack.https://www.databreaches.net/pa-fleetwood-area-school-district-hit-by-ransomware/United States of AmericaUndetermined

Lorenz executed exfiltration of data and ransomeware in targeted network. Data presented on dark web "leak site" http://lorenzmlwpzgxq736jzseuterytjueszsvznuibanxomlpkyxk6ksoyd.onion/United States of AmericaUndetermined

The Ukrainian Embassy in London has been under cyber attack amid Russia's invasion of Ukraine.https://twitter.com/UkrEmbLondon/status/1499372807481929741Ukraine Undetermined

Tuloso Midway ISD reports a security incident.https://www.databreaches.net/two-texas-school-districts-report-breaches-but-what-happened/United States of AmericaUndetermined

An online press conference via Zoom by a Catholic charity on the humanitarian situation in Ukraine is disrupted by a stream of obscenities.https://www.databreaches.net/hackers-interrupt-catholic-charitys-online-press-conference-on-ukraine/Venezuela (Bolivarian Republic of)Undetermined

NB65, a group of hackers affiliated with Anonymous claims to have disrupted Roscosmos, the Russian space agency, and in particular Russia's vehicle monitoring system.https://cybernews.com/news/prominent-hackers-target-russias-spy-satellites/Russian FederationUndetermined

The Anonymous collective claims to have hacked into IP cameras used to monitor the movements of Ukrainians.https://securityaffairs.co/wordpress/128703/hacking/anonymous-a-week-of-battles.htmlRussian FederationUndetermined

The Anonymous collective claims to have leaked the database of the RUssian Ministry of Economic Development.https://securityaffairs.co/wordpress/128703/hacking/anonymous-a-week-of-battles.htmlRussian FederationUndetermined

Martin University discloses to have been hit with a ransomware incident.https://www.bleepingcomputer.com/news/security/blackcat-alphv-ransomware-asks-5-million-to-unlock-austrian-state/United States of AmericaUndetermined

SNATCH executed exfiltration of data and ransomeware in targeted network. Data presented on dark web "leak site"http://hl66646wtlp2naoqnhattngigjp5palgqmbwixepcjyq5i534acgqyad.onion/index.php?page=3United States of AmericaUndetermined

An Anonymous affiliate claimed to have shut down a control server for the "Vehicle Monitoring System" of the Russian space agency.https://www.businessinsider.in/tech/news/anonymous-hacking-group-has-broken-into-a-russian-space-website-and-leaked-files-belonging-to-its-space-agency-roscosmos/articleshow/89985696.cmsRussian FederationUndetermined

Suspected Russian threat actor launched "DesertBlade" malware against a major broadcasting company on March 1, the same day that the Russian military announced its intention to destroy "disinformation" targets in Ukraine and directed a missile strike against a TV tower in Kyiv.https://query.prod.cms.rt.microsoft.com/cms/api/am/binary/RE4VwwdUkraine Undetermined

The ransomware group Vice Society claims responsibility for an attack to ABI, the Italian Bank Association, and publishes some employees data.https://www.wired.it/article/abi-ransomware-associazione-banche-italia-sicurezza/Italy Undetermined

Researchers from Symantec/Broadcom reveal that an unnamed engineering company with energy and military customers was recently the target of the North Korean group Stonefly.https://therecord.media/north-korea-hackers-stonefly-symantec/UndeterminedKorea (the Democratic People's Republic of)

Panasonic Canada discloses a Conti ransomware attack.https://www.databreachtoday.com/panasonic-breached-again-conti-takes-responsibility-a-18890Canada Russian Federation

A District 518 employee's email is hacked and an investigation is underway to determine whether any data was compromised.https://www.databreaches.net/mn-district-518-is-investigating-whether-data-was-compromised-when-an-employees-email-account-was-hacked/United States of AmericaUndetermined

Anonymous defaces the websites of Russian state run media outlets.https://www.securityweek.com/anonymous-hacker-group-targets-russian-state-mediaRussian FederationUndetermined

Anonymous defaces the websites of Russian state run media outlets.https://www.securityweek.com/anonymous-hacker-group-targets-russian-state-mediaRussian FederationUndetermined

Anonymous defaces the websites of pro-Kremlin Russian media sites.https://www.securityweek.com/anonymous-hacker-group-targets-russian-state-mediaRussian FederationUndetermined

Anonymous defaces the websites of pro-Kremlin Russian media sites.https://www.securityweek.com/anonymous-hacker-group-targets-russian-state-mediaRussian FederationUndetermined

Anonymous defaces the websites of pro-Kremlin Russian media sites.https://www.securityweek.com/anonymous-hacker-group-targets-russian-state-mediaRussian FederationUndetermined

"AgainstTheWest" group claims to have hacked the Russian state nuclear energy corporation.https://cybernews.com/news/hackers-breach-rosatom-russias-state-nuclear-energy-corporation/Russian FederationUndetermined

The Ukraine IT Army claims to have taken down the website of the Moscow Exchange.https://www.forbes.com/sites/thomasbrewster/2022/02/28/moscow-exchange-and-sberbank-websites-knocked-offline-was-ukraines-cyber-army-responsible/?sh=4ac526ee77caRussian FederationUkraine

The Quantum ransomware gand drops leaked data samples on their TOR site.http://quantum445bh3gzuyilxdzs5xdepf3b7lkcupswvkryf3n7hgzpxebid.onion/target/infotekconsultingservicesCanada Undetermined

Hackers allegedly connected to the Iranian government have been accused of targeting diamond companies in South Africa, Israel and Hong Kong with a wiper malware built to destroy data.  https://therecord.media/iranian-hackers-accused-of-targeting-diamond-industry-with-wiper-malware/South AfricaIran (Islamic Republic of)

Hackers allegedly connected to the Iranian government have been accused of targeting diamond companies in South Africa, Israel and Hong Kong with a wiper malware built to destroy data.  https://therecord.media/iranian-hackers-accused-of-targeting-diamond-industry-with-wiper-malware/Israel Iran (Islamic Republic of)

Hackers allegedly connected to the Iranian government have been accused of targeting diamond companies in South Africa, Israel and Hong Kong with a wiper malware built to destroy data.  https://therecord.media/iranian-hackers-accused-of-targeting-diamond-industry-with-wiper-malware/Hong KongIran (Islamic Republic of)

An attack forced an electric vehicle charging station's screen to display messages against President Putin and in support of Ukrainian President. The screen also displayed a "Glory to Ukraine" message. Anonymous also claimed responsibility for hacking and taking control of a Russian Linux terminal and gas control system located in Nogir, North Ossetia.https://www.hackread.com/anonymous-hack-russian-tv-electric-charging-station/Russian FederationUndetermined

Bridgestone tire factories across North America are hit by a sever cyberattack causing a complete interruption of operations for multiple days.https://www.zdnet.com/article/bridgestone-still-struggling-with-plant-closures-after-cyberattack/United States of AmericaUndetermined

Belarusian Cyber Partisans claim to have breached the railway systems to disrupt Russian efforts to move soldiers and equipmnt through the country.https://www.bloomberg.com/news/articles/2022-02-27/belarus-hackers-allegedly-disrupted-trains-to-thwart-russiaBelarus Belarus

UK manufacturing group suffers LockBit ransomware attack.https://www.bbc.com/news/world-europe-isle-of-man-60555839United Kingdom of Great Britain and Northern IrelandUndetermined

AgainstTheWest (ATW) claims to have attacked a department of the Administration of the Pskov Region with their own custom "wiper" malware. All data has been reportedly saved and deleted.https://www.darkowl.com/blog-content/developing-impacts-of-ukraine-invasion-felt-across-the-darknet/Russian FederationUndetermined

GhostSec (Anonymous) released a sample of databases stolen from additional government and municipality sites across Russia. They conducted attacks against "Russian hackers" and the "hacker group GhostWriter" (a.k.a. UNC1151).https://www.darkowl.com/blog-content/developing-impacts-of-ukraine-invasion-felt-across-the-darknet/Belarus Undetermined

GhostSec (Anonymous) released a sample of databases stolen from additional government and municipality sites across Russia. They conducted attacks against "Russian hackers" and the "hacker group GhostWriter" (a.k.a. UNC1151).https://www.darkowl.com/blog-content/developing-impacts-of-ukraine-invasion-felt-across-the-darknet/Russian FederationUndetermined

Anonymous claimed to have exfiltrated and leaked a database of a Russian bank "in support of the Ukrainian people." The data was uploaded on February 27.https://twitter.com/youranonnews/status/1498141037138780161Russian FederationUndetermined



A Ukrainian cybersecurity researcher published the biggest leak ever of files and data from Conti following Conti's publicly supporting Russia's invasion of Ukraine. Conti is a syndicate of Russian and Eastern Europe cybercriminals wanted by the FBI for conducting attacks on hundreds of US organizations and causing millions of dollars in losses. The thousands of internal documents and communications leaked include evidence that appears to suggest Conti operatives have contacts within the Russian government, including the FSB intelligence service.https://edition.cnn.com/2022/03/30/politics/ukraine-hack-russian-ransomware-gang/Russian FederationUndetermined

Anonymous hacks Belarusian weapons manufacturer and releases 200GB of stolen emails.https://cybernews.com/news/hero-hackers-claim-to-have-breached-belarusian-weapons-firm/Belarus Undetermined

A Ukraine border control station is struck with a data wiper cyberattack severely slowing the process of allowing refugees to cross into Romania.https://venturebeat.com/2022/02/27/ukraine-border-control-hit-with-wiper-cyberattack-slowing-refugee-crossing/Ukraine Undetermined

Anonymous Liberland & the Pwn-BÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Â¤r Hack Team have leaked to the journalism collective DDoSecrets over 200GB of emails from a Belarusian weapons manufacturer. The latter has operated since 2001 and offers missile and gun systems, air defense and surveillance radar systems, specialist training, as well as system repair and upgrades.https://twitter.com/MikaelThalen/status/1497366625237934081Belarus Undetermined

A number of Russia's largest domestic news websites were attacked and information replaced with a "tombstone" for the war dead. Many of the sites were then taken offline.https://www.independent.co.uk/tech/russia-ukraine-hack-website-cyber-attack-b2024823.htmlRussian FederationUndetermined

Dubai's largest education operator suffers a cyberattack compromising student personal information.https://www.databreaches.net/dubai-based-gems-education-hit-by-cyber-attack-scope-of-attack-under-investigation/United Arab EmiratesRussian Federation

Anonymous breaches a Russian Ministry of Defense database including personal contact information and leaks it online.https://cybernews.com/news/anonymous-leaks-database-of-the-russian-ministry-of-defence/Russian FederationUndetermined

Louisiana medical center is hit with Conti ransomware attack.https://www.databreaches.net/la-spine-diagnostic-pain-treatment-patient-files-show-up-on-ransomware-site/United States of AmericaRussian Federation

New York government ethics watch dog is forced to shut dow all systems following an unidentified cyberattack.https://www.infosecurity-magazine.com/news/cyber-attack-on-new-york-ethics/United States of AmericaUndetermined

Professional services and insurance firm AON suffers a cyberattack.https://www.bleepingcomputer.com/news/security/insurance-giant-aon-hit-by-a-cyberattack-over-the-weekend/United Kingdom of Great Britain and Northern IrelandUndetermined

A Ukraine border control station has been struck with a data wiper cyberattack that has slowed the process of allowing refugees to cross into Romania.https://www.washingtonpost.com/world/2022/02/26/europe-welcomes-refugees-ukraine-russia/Ukraine Undetermined

Russian government entities and state-owned companies have been targeted over events in Ukraine, with the websites of the Kremlin, flagship carrier and major lender among those to have seen outages or temporary access issues.https://www.reuters.com/technology/russian-company-websites-hit-by-increased-hacking-march-says-cyber-firm-2022-03-11/Russian FederationUndetermined

Russian government entities and state-owned companies have been targeted over events in Ukraine, with the websites of the Kremlin, flagship carrier and major lender among those to have seen outages or temporary access issues.https://www.reuters.com/technology/russian-company-websites-hit-by-increased-hacking-march-says-cyber-firm-2022-03-11/Russian FederationUndetermined

Russian government entities and state-owned companies have been targeted over events in Ukraine, with the websites of the Kremlin, flagship carrier and major lender among those to have seen outages or temporary access issues.https://www.reuters.com/technology/russian-company-websites-hit-by-increased-hacking-march-says-cyber-firm-2022-03-11/Russian FederationUndetermined

The Wordfence team has 

identified a cyberattack on 

Ukrainian universities that 

coincided with the invasion of 

Ukraine by Russia, and 

resulted in at least 30 

compromised Ukrainian 

university websites. 

 The threat actor has stated 

publicly that they support 

Russia in the conflict. https://www.wordfence.com/blog/2022/03/ukraine-universities-hacked-by-brazilian-via-finland-as-russian-invasion-started/Ukraine Brazil

UNC1151 has targeted a number of Belarusian organizations. Mass phishing emails have recently been observed; after the account is compromised, the threat actiors, by the IMAP protocol, get access to all the messages. Subsequently, the attacks leverage the contact information stored in the victim's address book to propagate the phishing messages to other targets.https://thehackernews.com/2022/02/russia-ukraine-war-phishing-malware-and.htmlBelarus Belarus

UNC1151 has targeted Employees of a Kazakhstani education institution. Mass phishing emails have recently been observed; after the account is compromised, the threat actiors, by the IMAP protocol, get access to all the messages. Subsequently, the attacks leverage the contact information stored in the victim's address book to propagate the phishing messages to other targets.https://thehackernews.com/2022/02/russia-ukraine-war-phishing-malware-and.htmlKazakhstanBelarus

ARcare notifies people whose personal and/or medical information may have been accessed or acquired in a malware incident impacting 345,353 patients.https://www.databreaches.net/arcare-reports-breach-smile-brands-updates-its-disclosure-to-2-6-million-affected/United States of AmericaUndetermined

Anonymous takes down the site of Russian news outlet RT.https://www.zdnet.com/article/anonymous-hacktivists-ransomware-groups-get-involved-in-ukraine-russia-conflict/Russian FederationUndetermined

The official Twitter account for the Baltimore State Attorney's Office is hacked.https://www.govtech.com/security/baltimore-states-attorney-has-twitter-account-hacked-recoveredUnited States of AmericaUndetermined

A phishing campaign was observed using a possibly compromised Ukrainian armed service member's email account, to target European government personnel involved in managing the logistics of refugees fleeing Ukraine. Researchers indicate there was a clear preference for targeting individuals with responsibilities related to transportation, financial and budget allocation, administration, and population movement within Europe.https://www.proofpoint.com/us/blog/threat-insight/asylum-ambuscade-state-actor-uses-compromised-private-ukrainian-military-emailsUkraine Belarus

ESET identified a further wiper in Ukrainian government networks, affecting organizations that had not been attacked by HermeticWiper and does not share any code similarity with it. On February 25, the attackers dropped a new version of IsaacWiper with debug logs, indicating that the attackers were unable to wipe some of the compromised machines. The malware was developed/employed at least since October 19, 2021.https://www.welivesecurity.com/2022/03/01/isaacwiper-hermeticwizard-wiper-worm-targeting-ukraine/Ukraine Undetermined

A Ukrainian news website reports that its site has been under constant cyberattack during the Russian-Ukrainian armed conflict. The DDOS attack incapacitated their systems and they had to find alternative means to publish the news by posting shortened stories on Facebook, Twitter, and LinkedIn.https://twitter.com/KyivPost/status/1496775905192161280?ref_src=twsrc%5Etfw%7Ctwcamp%5Etweetembed%7Ctwterm%5E1496775905192161280%7Ctwgr%5E%7Ctwcon%5Es1_c10&ref_url=https%3A%2F%2Fwww.news18.com%2Fnews%2Ftech%2Fukrainian-publication-kyiv-post-says-website-hacked-amid-russian-cyberattacks-heres-whats-happening-4809248.htmlUkraine Undetermined

During the early hours of February 24, satellite internet connections were disrupted at Viasat. A mysterious cyberattack against the satellite's ground infrastructureÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¢ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¢'ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¬"not the satellite itselfÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¢ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¢'ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¬"plunged tens of thousands of people into internet darkness. Impacted the ability of customers to connect to the ground network. https://www.wired.com/story/viasat-internet-hack-ukraine-russia/Ukraine Undetermined

The Mental Health Center of Greater Manchester (MHCGM) in New Hampshire has announced that patient data was potentially compromised in a cyberattack at a third-party community mental health services partner, Center for Life Management (CLM), which was used for data storage.https://www.hipaajournal.com/hacking-incidents-reported-by-illinois-gastroenterology-group-the-mental-health-center-of-greater-manchester/United States of AmericaUndetermined

US chip manufacturer Nvidia suffers data breach, Lapsus$ group compromises 1TB of proprietary data and employee information.https://www.bleepingcomputer.com/news/security/nvidia-confirms-data-was-stolen-in-recent-cyberattack/United States of AmericaUndetermined

SNATCH executed exfiltration of data and ransomeware in targeted network. Data presented on dark web "leak site"http://hl66646wtlp2naoqnhattngigjp5palgqmbwixepcjyq5i534acgqyad.onion/index.php?page=3UndeterminedUndetermined
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A number of organizations in Ukraine have been hit by a cyberattack, infecting hundreds of computers. The attack involved new data-wiping malware dubbed HermeticWiper ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬" a destructive malware that can delete or corrupt data on a targeted computer or network. The wiper has been detected in Ukraine, Latvia and Lithuania.https://www.welivesecurity.com/2022/02/24/hermeticwiper-new-data-wiping-malware-hits-ukraine/Ukraine Russian Federation
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A number of organizations in Ukraine have been hit by a cyberattack, infecting hundreds of computers. The attack involved new data-wiping malware dubbed HermeticWiper ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬" a destructive malware that can delete or corrupt data on a targeted computer or network. The wiper has been detected in Ukraine, Latvia and Lithuania.https://www.welivesecurity.com/2022/02/24/hermeticwiper-new-data-wiping-malware-hits-ukraine/Ukraine Russian Federation

The websites of several Ukrainian banks and government departments, including the Ministry of Foreign Affairs, Ministry of Defense, Ministry of Internal Affairs, Security Service (SBU) and Cabinet of Ministers became inaccessible following a large DDoS attack. Most other sites came online within two hours of the attack but latency and outages continued into the following day for others.https://www.politico.eu/article/minister-ukraine-websites-down-in-another-massive-online-attack/Ukraine Undetermined
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More than 600 websites belonging to the defence ministry in Kyiv and other institutions suffered attacks with the launch of thousands of exploits with attempts pointed to at least 20 distinct vulnerabilities. The campaign started mid-February and peaked on 23 February. The attacks sought to infiltrate targets ranging from border defence forces to the national bank and railway authority. They were designed to steal data and explore ways to shut down or disrupt vital defence and civilian infrastructure. The Times, allegedly quoting a source at the SBU, claimed the campaign was co-ordinated by the Chinese government. The SBU went on to deny The Times report.https://www.thetimes.co.uk/article/china-cyberattack-ukraine-z9gfkbmgf?utm_medium=Social&utm_source=Twitter#Echobox=1648831425Ukraine Undetermined

UAC-0082 (a.k.a. Sandworm) staged a file encryptor on the network of an agricultural firm, holding this entity at risk for future destruction. Microsoft assesses that this was likely targeting grain production, a major export commodity in Ukraine's economy.https://query.prod.cms.rt.microsoft.com/cms/api/am/binary/RE4VwwdUkraine Russian Federation
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Hacker steals around $295,000 from decentralized platform Flurry Finance.https://portswigger.net/daily-swig/flurry-finance-heist-nets-crypto-thieves-295kUndeterminedUndetermined

The WMATA Twitter account is hacked and obsene messages are posted.https://www.infosecurity-magazine.com/news/wmata-twitter-account-hacked/United States of AmericaUndetermined

Logistics and freight company suffers ransomware attack causing a shut down of most worldwide operations.https://www.bleepingcomputer.com/news/security/expeditors-shuts-down-global-operations-after-likely-ransomware-attack/United States of AmericaUndetermined

Axis Communications is victim of a phishing attack, the company shuts down most of its system in response causing severe disruptions.https://www.bleepingcomputer.com/news/security/axis-communications-shares-details-on-disruptive-cyberattack/SwitzerlandUndetermined

TruConnect files notice of a data breach after learning that an unauthorized party was able to access confidential consumer data stored on the company's computer network.https://www.jdsupra.com/legalnews/truconnect-files-notice-of-data-breach-6606636/United States of AmericaUndetermined

Livingston Memorial VNA Health Corporation files notice of a data breach after the company experienced what appears to have been a ransomware attack.https://www.jdsupra.com/legalnews/livingston-memorial-vna-reports-data-8220770/United States of AmericaUndetermined

Memorial Village ER notifies 80,000 individuals following a February 18 hacking incident.https://healthitsecurity.com/news/over-611k-impacted-in-most-recent-string-of-healthcare-data-breachesUnited States of AmericaUndetermined

Kansas school district suffers ransomware attack disrupting operations.https://www.databreaches.net/ks-hays-schools-hacked-with-ransomware/United States of AmericaUndetermined

Work Health Solutions reports a data breach after an unauthorized party was able to access an employee's email account that contained sensitive information related to certain individuals.https://www.jdsupra.com/legalnews/work-health-solutions-reports-data-3873476/United States of AmericaUndetermined

The Ukrainian Ministry of Defense is hammered in a string of DDOS attacks taking it offline.https://www.bleepingcomputer.com/news/security/ukrainian-military-agencies-state-owned-banks-hit-by-ddos-attacks/Ukraine Undetermined

One of Ukraine's largest banks is hammered in a string of DDOS attacks interrupting customer access to accounts.https://www.bleepingcomputer.com/news/security/ukrainian-military-agencies-state-owned-banks-hit-by-ddos-attacks/Ukraine Undetermined
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The Ukrainian Armed Forces are hammered in a string of DDOS attacks.https://www.bleepingcomputer.com/news/security/ukrainian-military-agencies-state-owned-banks-hit-by-ddos-attacks/Ukraine Undetermined

The RansomEXX ransomware gand drops leaked data samples on their TOR site.http://rnsm777cdsjrsdlbs4v5qoeppu3px6sb2igmh53jzrx7ipcrbjz5b2ad.onion/6fe6cfadfa22ad404ec45cad392012f4143cec7c/United States of AmericaRussian Federation

The NFL's San Francisco 49ers team suffers a ransomware attack against its corporate IT network.https://www.bleepingcomputer.com/news/security/nfls-san-francisco-49ers-hit-by-blackbyte-ransomware-attack/United States of AmericaRussian Federation

The Italian Agency for Tourism suffers LockBit 2.0 ransomware attack.https://www.cybersecurity360.it/nuove-minacce/ransomware/enit-agenzia-turismo-pubblicati-i-dati-rubati-dal-ransomware-massima-allerta/Italy Undetermined

Documents Leaked on ransomware site.http://cuba4ikm4jakjgmkezytyawtdgr2xymvy6nvzgw5cglswg3si76icnqd.onion/United States of AmericaRussian Federation

CERT-UA reported mass distribution of phishing emails supposedly originating from Ukrainian state bodies and targeting Ukrainian entities. The lure is a Ukrainian language translation software, leading to the infection of GrimPlant and GraphSteel.https://cert.gov.ua/article/37704Ukraine Russian Federation

Automotive giant Denso confirms a cyberattack impacting the firm's German operations. The Pandora ransomware group takes credit.https://www.zdnet.com/article/automotive-giant-denso-reveals-hack-pandora-ransomware-group-takes-credit/Germany Undetermined

Oklahoma City Indian Clinic (OKCIC) experiences a cyberattack that has disables certain pharmacy services indefinitely.https://healthitsecurity.com/news/oklahoma-city-indian-clinic-cyberattack-causes-pharmacy-disruptionsUnited States of AmericaUndetermined

Highmark Inc., a non-profit healthcare company and Integrated Delivery Network announces that some HIPAA-protected data has been exposed in a data breach at the printing and mailing vendor, Quantum Group.https://www.hipaajournal.com/data-breaches-reported-by-new-jersey-brain-and-spine-highmark-inc-and-dialyze-direct/United States of AmericaUndetermined

New Jersey Brain and Spine (NJBS) notifies patients of a November 2021 ransomware attack that impacted 92,453 individualshttps://healthitsecurity.com/news/nj-dialysis-center-neurosurgery-practice-both-face-cyberattacksUnited States of AmericaUndetermined

Anonymous claims to have hacked the Russian Federal Service for Supervision of Communications, Information Technology and Mass Media, also known as Roskomnadzor, releasing 360,000 files.https://securityaffairs.co/wordpress/128922/hacking/anonymouys-hacked-russian-roskomnadzor.htmlRussian FederationUndetermined

Vodafone launches an investigation after the cybercrime group Lapsus$ claims to have obtained roughly 200 Gb of source code files, allegedly representing approximately 5,000 GitHub repositories.https://www.securityweek.com/vodafone-investigating-source-code-theft-claimsUnited Kingdom of Great Britain and Northern IrelandUndetermined

Ubisoft confirms it experienced a cyber security incident that caused temporary disruption to some games, systems, and services and forces a company-wide password refresh.https://www.zdnet.com/article/ubisoft-reveals-security-incident-forcing-company-wide-password-refresh/France Undetermined

Also the network of Triolan, a second Ukrainian service provider, is taken down by multiple DDoS attacks.https://therecord.media/ukraines-internet-infrastructure-struggles-as-russian-invasion-continues/Ukraine Undetermined

The network of Ukrtelecom, a Ukrainian service provider, is taken down by multiple DDoS attacks.https://therecord.media/ukraines-internet-infrastructure-struggles-as-russian-invasion-continues/Ukraine Undetermined

Finland's Transport and Communications Agency, Traficom, issues a public announcement informing of an unusual spike in GPS interference near the country's eastern border.https://www.bleepingcomputer.com/news/technology/finnish-govt-agency-warns-of-unusual-aircraft-gps-interference/Finland Undetermined

Dialyze Direct reveals to have suffered an email data breach that impacted 14,203 individuals.https://healthitsecurity.com/news/nj-dialysis-center-neurosurgery-practice-both-face-cyberattacksUnited States of AmericaUndetermined

Documents Leaked on ransomware site.http://cuba4ikm4jakjgmkezytyawtdgr2xymvy6nvzgw5cglswg3si76icnqd.onion/United States of AmericaRussian Federation

Croatian phone carrier suffers data breach exposing personal informatino of 200,000 customers.https://www.bleepingcomputer.com/news/security/croatian-phone-carrier-data-breach-impacts-200-000-clients/Croatia Undetermined

Information on over 1 million customers is compromised in cyberattack on the Harbour Plaza Hotel Group.https://www.databreaches.net/hk-harbour-plaza-hotel-customers-warned-over-data-leak/China Undetermined

Slovenia's top TV channel is hit with a cyberattack interrupting its broadcast capabilities in an apparent extortion attempt.https://therecord.media/cyber-attack-disrupts-slovenias-top-tv-station/Slovenia Undetermined

SNATCH executed exfiltration of data and ransomeware in targeted network. Data presented on dark web "leak site"http://hl66646wtlp2naoqnhattngigjp5palgqmbwixepcjyq5i534acgqyad.onion/index.php?page=3United States of AmericaUndetermined

Wellstar Health System notifies individuals of a data security incident that occurred when an unauthorized party gained access to two Wellstar email accounts.https://healthitsecurity.com/news/phi-potentially-accessed-in-ballad-health-email-data-breachUnited States of AmericaUndetermined

Vodafone Portugal suffers cyberattack interrupting 4G and 5G connectivity for all customers.https://www.bleepingcomputer.com/news/security/vodafone-portugal-4g-and-5g-services-down-after-cyberattack/Portugal Undetermined

The Quantum ransomware gand drops leaked data samples on their TOR site.http://quantum445bh3gzuyilxdzs5xdepf3b7lkcupswvkryf3n7hgzpxebid.onion/target/jazeeraairwaysKuwait Undetermined

Cash Express reports a data breach after the company experienced a data breach involving an unauthorized party gaining access to sensitive consumer data.https://www.jdsupra.com/legalnews/cash-express-llc-files-notice-of-data-9828084/United States of AmericaUndetermined

Lockbit ransomware gang steals a database containing personal data of 100,000 customers of PayBito cryptocurrency exchange.https://securityaffairs.co/wordpress/127683/cyber-crime/lockbit-ransomware-hit-paybito.htmlUnited States of AmericaUndetermined

Blockchain infrastrucuture company Meter is hacked, $4.4 million is stolen.https://www.zdnet.com/finance/blockchain/4-4-million-stolen-in-attack-on-blockchain-infrastructure-meter/United States of AmericaUndetermined

Online retailer is hacked and a credit card skimmer is installed on its site.https://www.bleepingcomputer.com/news/security/popular-e-cigarette-store-was-compromised-to-steal-credit-cards/United States of AmericaUndetermined

GiveSendGo, a crowdsourcing platform, is hit with a DDOS attack when it begins raising money for the Canadian "Freedom Convoy."https://www.hackread.com/christian-crowdfunding-givesendgo-ddos-attack/United States of AmericaUndetermined

Aviation Services company, Swissport International, suffers ransomware attack impacting IT systems and causing flight delays.https://www.bleepingcomputer.com/news/security/swissport-ransomware-attack-delays-flights-disrupts-operations/SwitzerlandUndetermined

Sports brand Mizuno is hit with a ransomware attack impacting its corporate network and causing order delays.https://www.bleepingcomputer.com/news/security/sports-brand-mizuno-hit-with-ransomware-attack-delaying-orders/United States of AmericaUndetermined

Personal information of over 23,000 students is stolen when the Thai University Central Admission System is hacked.https://www.databreaches.net/another-day-another-data-breach-thai-students-data-hacked-sold-on-dark-web/Thailand Undetermined

Fairfield County Implants and Periodontics (FCIP) notifies patients of an email data security incident that impacted 10,502 individuals. The Connecticut provider discovered a compromised email account on March 2, 2022.https://healthitsecurity.com/news/3-orgs-fall-victim-to-separate-phishing-email-security-incidentsUnited States of AmericaUndetermined

The Quantum ransomware gand drops leaked data samples on their TOR site.http://quantum445bh3gzuyilxdzs5xdepf3b7lkcupswvkryf3n7hgzpxebid.onion/target/altoonaareaschooldistrictUnited States of AmericaUndetermined

Wilkins Recreational Vehicles, Inc. ("Wilkins RV") confirms that the company experienced a data breach after it was the target of a ransomware attack earlier this year. The data of 17,408 customers is compromised.https://www.jdsupra.com/legalnews/wilkins-recreational-vehicles-inc-6683621/United States of AmericaUndetermined

South Denver Cardiology Associates is hit with a cyber attack and the data of more than 287,000 patients is exfiltratedhttps://www.securityweek.com/over-500000-patients-hit-data-breaches-healthcare-firms-alabama-coloradoUnited States of AmericaUndetermined

Iran's national broadcasting channel is hacked and an anti-regime message is broadcast.https://therecord.media/irans-national-tv-stream-hacked-for-the-second-time-in-a-week/Iran (Islamic Republic of)Iran (Islamic Republic of)

Documents Leaked on ransomware site.http://cuba4ikm4jakjgmkezytyawtdgr2xymvy6nvzgw5cglswg3si76icnqd.onion/United States of AmericaRussian Federation

A malicious Word document attached to a spear-phishing email allegedly targeted the Ukrainian Ministry of Foreign Affairs. The file was backdoored with a VBS script to download and install a persistent file on the victim's machine.https://www.trellix.com/en-us/about/newsroom/stories/threat-labs/growling-bears-make-thunderous-noise.htmlUkraine Russian Federation

Spear phishing email was sent to an employee of a Ukrainian energy organization containing malicious files that would download and install a payload known as SaintBot (a downloader) and OutSteel (a document stealer). The same threat actor group targeted a Western government entity in Ukraine, as well as several Ukrainian government organizations back in March 2021.https://unit42.paloaltonetworks.com/ukraine-targeted-outsteel-saintbot/Ukraine Russian Federation

Okta says it is investigating claims of data breach after the Lapsus$ extortion group posts screenshots in their Telegram channel of what it alleges to be access to Okta's backend administrative consoles and customer data. Few hours later the company confirms the breach: 2.5% of their customers are affected.https://www.bleepingcomputer.com/news/security/okta-confirms-25-percent-customers-impacted-by-hack-in-january/United States of AmericaUndetermined
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The Quantum ransomware gand drops leaked data samples on their TOR site.http://quantum445bh3gzuyilxdzs5xdepf3b7lkcupswvkryf3n7hgzpxebid.onion/target/maplelodgefarmsCanada Undetermined

Lighting and building management giant Acuity Brands has publicly disclosed two data breaches suffered by the company in recent years, including one that may have involved ransomwarehttps://www.securityweek.com/lighting-giant-acuity-brands-discloses-two-data-breaches/United States of AmericaUndetermined

Belgian oil transporter, Sea-Invest, is hit with a ransomware attack crippling its operations.https://therecord.media/string-of-cyberattacks-on-european-oil-and-chemical-sectors-likely-not-coordinated-officials-say/Belgium Undetermined

Oil terminal in the Netherlands is hit with a cyberattack causing significant operations interruptions.https://www.cpomagazine.com/cyber-security/fuel-troubles-continue-in-europe-as-oil-terminals-in-netherlands-and-belgium-suffer-cyber-attacks-unclear-if-breaches-are-coordinated/NetherlandsUndetermined

Two German petrol distributors and subsidiaries of Marquard & Bahls group are hit with a cyberattack severly interrupting its operations.https://www.bleepingcomputer.com/news/security/german-petrol-supply-firm-oiltanking-paralyzed-by-cyber-attack/Germany Russian Federation

Two German petrol distributors and subsidiaries of Marquard & Bahls group are hit with a cyberattack severly interrupting its operations.https://www.bleepingcomputer.com/news/security/german-petrol-supply-firm-oiltanking-paralyzed-by-cyber-attack/Germany Russian Federation

KP Snacks is hit by Conti ransomware causing supply delays.https://www.bleepingcomputer.com/news/security/kp-snacks-giant-hit-by-conti-ransomware-deliveries-disrupted/United Kingdom of Great Britain and Northern IrelandRussian Federation

The RansomEXX ransomware gand drops leaked data samples on their TOR site.http://rnsm777cdsjrsdlbs4v5qoeppu3px6sb2igmh53jzrx7ipcrbjz5b2ad.onion/b257fb81ae2c69e46de346bdbe53f81a9fc74b7b/Germany Russian Federation

The French Ministry of Justice suffers a LockBit 2.0 ransomware attack.https://www.securityweek.com/french-ministry-justice-targeted-ransomware-attackFrance Undetermined

Iranian state broadcaster IRIB is briefly hijacked by the People's Mujahideen Organization of Iran.https://www.digitaltveurope.com/2022/01/28/iranian-state-broadcaster-irib-hacked-by-opposition-group/Iran (Islamic Republic of)Iran (Islamic Republic of)

Threat actors exploits vulnerability to steal approximately $80 million in Binance coins.https://therecord.media/qubit-finance-platform-hacked-for-80-million-worth-of-cryptocurrency/UndeterminedUndetermined

Vice Society encrypts network and threatens to leak data on their dark web portal.http://ecdmr42a34qovoph557zotkfvth4fsz56twvwgiylstjup4r5bpc4oad.onion/JhykowedsgX/Bbzx8Jk3aQp63r/Argentina Undetermined

Vice Society encrypts network and threatens to leak data on their dark web portal.http://ecdmr42a34qovoph557zotkfvth4fsz56twvwgiylstjup4r5bpc4oad.onion/JhykowedsgX/tUJ54QApovDF65/United Kingdom of Great Britain and Northern IrelandUndetermined

Lutheran Social Services of Illinois (LSSI) files notice of a data breach following a ransomware attack that compromised confidential patient information stored on the company's computer network.https://www.jdsupra.com/legalnews/lutheran-social-services-of-illinois-6041662/United States of AmericaUndetermined

The North Korean internet is hit with a coordinated Distributed Denial of Service attack and DNS outage taking the country completely offline for a number of hours.https://www.reuters.com/world/asia-pacific/nkorean-internet-downed-by-suspected-cyber-attacks-researchers-2022-01-26/Korea (the Democratic People's Republic of)Undetermined

Puerto Rico's Senate is targetted in a cyber attack disabling its internet and phone system as well as its official online page.https://www.securityweek.com/official-says-puerto-ricos-senate-targeted-cyberattackUnited States of AmericaUndetermined

Hong Kong's largest online shopping platforms is hacked and customer information is stolen.https://www.databreaches.net/small-portion-of-customer-data-accessed-without-authorisation-in-security-breach-at-hong-kong-online-shopping-platform/China Undetermined

Kentucky hospital suffers cyber attack interrupting its operations.https://www.scmagazine.com/analysis/cybercrime/kentucky-hospital-reports-network-outage-care-delays-amid-cyberattackUnited States of AmericaUndetermined

Documents Leaked on ransomware site.http://cuba4ikm4jakjgmkezytyawtdgr2xymvy6nvzgw5cglswg3si76icnqd.onion/United States of AmericaRussian Federation

The Belarusian Cyber-Partisans encrypt the servers of the Belarusian Railway in protest against Russia's use of the rail system to move military units and equipment.https://www.bleepingcomputer.com/news/security/hackers-say-they-encrypted-belarusian-railway-servers-in-protest/Belarus Belarus

French city of Saint-Cloud is hit with cyber attack.https://www.lemagit.fr/actualites/252512561/LockBit-20-menace-de-divulguer-des-donnees-de-la-Justice-francaise?mid=1#cid=408186France Undetermined

Washington Department of Licensing suffers data breach of its online portal  compromising personal information of hundreds of thousands of licensed professionals.https://therecord.media/washington-state-agency-discloses-data-breach-impacting-hundreds-of-thousands-of-licensed-professionals/United States of AmericaUndetermined

Boston law firm suffers data breach.https://www.databreaches.net/boston-law-firm-taylor-ganson-perrin-notifies-clients-of-data-breach/United States of AmericaUndetermined

Andorra Telecom, the country's only internet provider, suffers a Distributed Denial of Service attack interrupting internet connectivity for multiple days.https://therecord.media/ddos-attacks-on-andorras-internet-linked-to-squid-game-minecraft-tournament/Andorra Undetermined

The website of a white supremacist group, Patriot Front, is hacked and 400 GB of data is leaked online.https://arstechnica.com/information-technology/2022/01/data-leak-from-neo-nazi-site-shows-members-conspiring-in-hate-crimes/United States of AmericaUndetermined

California community college is hit with ransomware attack compromising student personal information and disrupting online services for 17 days.https://www.infosecurity-magazine.com/news/californian-college-ransomware/United States of AmericaUndetermined

Valley View Hospital announces that the email accounts of four employees have been accessed by unauthorized individuals after the employees responded to phishing emails.https://www.hipaajournal.com/6-hipaa-regulated-entities-report-email-account-breaches-and-the-exposure-of-phi/United States of AmericaUndetermined

A cyber attack against a Red Cross contractor compromises personal data of over 515,000 individuals in the 'Restoring Family Links'  program.https://www.bleepingcomputer.com/news/security/red-cross-cyberattack-exposes-data-of-515-000-people-seeking-missing-family/UndeterminedUndetermined

Sound Generations, a service provider for adults with disabilities, suffers a data breach.https://www.hipaajournal.com/data-breaches-suncoast-skin-solutions-raveco-medical-south-city-hospital-colorado-dhs/United States of AmericaUndetermined

The Canadian government department for foreign and consular affairs suffers a cyber attack causing some services to shut down.https://www.bleepingcomputer.com/news/security/canadas-foreign-affairs-ministry-hacked-some-services-down/Canada Undetermined

Delta Electronics, a major Taiwanese manufacturer and supplier to Apple and Tesla, is hit with significant Conti ransomware attack.https://therecord.media/conti-ransomware-hits-apple-tesla-supplier/Taiwan (Province of China)Russian Federation

Documents Leaked on ransomware site.http://cuba4ikm4jakjgmkezytyawtdgr2xymvy6nvzgw5cglswg3si76icnqd.onion/United States of AmericaRussian Federation

Crypto.com suffers a hack compromising 483 customer accounts with an impact estimated around $34 million.https://www.bleepingcomputer.com/news/security/cryptocom-confirms-483-accounts-hacked-34-million-withdrawn/Singapore Undetermined

Duncan Regional Hospital (DRH) suffers a data breach in January 2022 that impacted over 92,000 individuals,https://healthitsecurity.com/news/duncan-regional-hospital-data-breach-impacts-92kUnited States of AmericaUndetermined

Documents Leaked on ransomware site.http://cuba4ikm4jakjgmkezytyawtdgr2xymvy6nvzgw5cglswg3si76icnqd.onion/Austria Russian Federation

One of at least 15 websites belonging to Ukrainian public institutions compromised, defaced, and taken offline in a GhostWriter attack utilizing CVE-2021-32658.https://www.bleepingcomputer.com/news/security/multiple-ukrainian-government-websites-hacked-and-defaced/Ukraine Belarus

One of at least 15 websites belonging to Ukrainian public institutions compromised, defaced, and taken offline in a GhostWriter attack utilizing CVE-2021-32658.https://www.bleepingcomputer.com/news/security/multiple-ukrainian-government-websites-hacked-and-defaced/Ukraine Belarus

One of at least 15 websites belonging to Ukrainian public institutions compromised, defaced, and taken offline in a GhostWriter attack utilizing CVE-2021-32658.https://www.bleepingcomputer.com/news/security/multiple-ukrainian-government-websites-hacked-and-defaced/Ukraine Belarus

One of at least 15 websites belonging to Ukrainian public institutions compromised, defaced, and taken offline in a GhostWriter attack utilizing CVE-2021-32658.https://www.bleepingcomputer.com/news/security/multiple-ukrainian-government-websites-hacked-and-defaced/Ukraine Belarus

One of at least 15 websites belonging to Ukrainian public institutions compromised, defaced, and taken offline in a GhostWriter attack utilizing CVE-2021-32658.https://www.bleepingcomputer.com/news/security/multiple-ukrainian-government-websites-hacked-and-defaced/Ukraine Belarus

Polish Ministry of National Defnse databases containing sensitive military information are compromised.https://www.bleepingcomputer.com/news/security/multiple-ukrainian-government-websites-hacked-and-defaced/Poland Belarus

American non-profit Goodwill suffers data breach involving information of customers using its e-commerce platform.https://www.bleepingcomputer.com/news/security/goodwill-discloses-data-breach-on-its-shopgoodwill-platform/United States of AmericaUndetermined

Vice Society encrypts network and threatens to leak data on their dark web portal.http://ecdmr42a34qovoph557zotkfvth4fsz56twvwgiylstjup4r5bpc4oad.onion/JhykowedsgX/nnVx00sAg1lkuN/United Kingdom of Great Britain and Northern IrelandUndetermined

Vice Society encrypts network and threatens to leak data on their dark web portal.http://ecdmr42a34qovoph557zotkfvth4fsz56twvwgiylstjup4r5bpc4oad.onion/JhykowedsgX/r39tVSqlJ63cVx/United States of AmericaUndetermined

Vice Society encrypts network and threatens to leak data on their dark web portal.http://ecdmr42a34qovoph557zotkfvth4fsz56twvwgiylstjup4r5bpc4oad.onion/JhykowedsgX/lM8F4S2j4S0ioF/United States of AmericaUndetermined

Vice Society encrypts network and threatens to leak data on their dark web portal.http://ecdmr42a34qovoph557zotkfvth4fsz56twvwgiylstjup4r5bpc4oad.onion/JhykowedsgX/4rt2lkJE517hnO/United States of AmericaUndetermined

Vice Society encrypts network and threatens to leak data on their dark web portal.http://ecdmr42a34qovoph557zotkfvth4fsz56twvwgiylstjup4r5bpc4oad.onion/JhykowedsgX/kLd34HydA98N73/United States of AmericaUndetermined

Vice Society encrypts network and threatens to leak data on their dark web portal.http://ecdmr42a34qovoph557zotkfvth4fsz56twvwgiylstjup4r5bpc4oad.onion/JhykowedsgX/HJj76xxTY54qWW/Spain Undetermined

Vice Society encrypts network and threatens to leak data on their dark web portal.http://ecdmr42a34qovoph557zotkfvth4fsz56twvwgiylstjup4r5bpc4oad.onion/JhykowedsgX/mMZHXWpo87fgAA/United Kingdom of Great Britain and Northern IrelandUndetermined

Vice Society encrypts network and threatens to leak data on their dark web portal.http://ecdmr42a34qovoph557zotkfvth4fsz56twvwgiylstjup4r5bpc4oad.onion/JhykowedsgX/km56AS8Qweq8lu/Colombia Undetermined

Vice Society encrypts network and threatens to leak data on their dark web portal.http://ecdmr42a34qovoph557zotkfvth4fsz56twvwgiylstjup4r5bpc4oad.onion/JhykowedsgX/iiGH67dSD9kjHT/United Kingdom of Great Britain and Northern IrelandUndetermined

Vice Society encrypts network and threatens to leak data on their dark web portal.http://ecdmr42a34qovoph557zotkfvth4fsz56twvwgiylstjup4r5bpc4oad.onion/JhykowedsgX/hg23FQ1Jpo98mX/Germany Undetermined

Vice Society encrypts network and threatens to leak data on their dark web portal.http://ecdmr42a34qovoph557zotkfvth4fsz56twvwgiylstjup4r5bpc4oad.onion/JhykowedsgX/CAsP7Q2ytMc7dQ/United States of AmericaUndetermined

Vice Society encrypts network and threatens to leak data on their dark web portal.http://ecdmr42a34qovoph557zotkfvth4fsz56twvwgiylstjup4r5bpc4oad.onion/JhykowedsgX/FgvCDft5MkjgF6/Germany Undetermined



Vice Society encrypts network and threatens to leak data on their dark web portal.http://ecdmr42a34qovoph557zotkfvth4fsz56twvwgiylstjup4r5bpc4oad.onion/JhykowedsgX/VhgTYY73SXwLbn/Germany Undetermined

Vice Society encrypts network and threatens to leak data on their dark web portal.http://ecdmr42a34qovoph557zotkfvth4fsz56twvwgiylstjup4r5bpc4oad.onion/JhykowedsgX/HjskYQ4bnOL89d/United States of AmericaUndetermined

Vice Society encrypts network and threatens to leak data on their dark web portal.http://ecdmr42a34qovoph557zotkfvth4fsz56twvwgiylstjup4r5bpc4oad.onion/JhykowedsgX/NbSxCvUiOPqWeM/United States of AmericaUndetermined

Vice Society encrypts network and threatens to leak data on their dark web portal.http://ecdmr42a34qovoph557zotkfvth4fsz56twvwgiylstjup4r5bpc4oad.onion/JhykowedsgX/ZHhftfPOqmjSDX/United States of AmericaUndetermined

Vice Society encrypts network and threatens to leak data on their dark web portal.http://ecdmr42a34qovoph557zotkfvth4fsz56twvwgiylstjup4r5bpc4oad.onion/JhykowedsgX/FgweRFDqiLfROI/Italy Undetermined

Vice Society encrypts network and threatens to leak data on their dark web portal.http://ecdmr42a34qovoph557zotkfvth4fsz56twvwgiylstjup4r5bpc4oad.onion/JhykowedsgX/KquDshUyETmnLq/United States of AmericaUndetermined

Vice Society encrypts network and threatens to leak data on their dark web portal.http://ecdmr42a34qovoph557zotkfvth4fsz56twvwgiylstjup4r5bpc4oad.onion/JhykowedsgX/McVtreDkQXcpOs/Italy Undetermined

Vice Society encrypts network and threatens to leak data on their dark web portal.http://ecdmr42a34qovoph557zotkfvth4fsz56twvwgiylstjup4r5bpc4oad.onion/JhykowedsgX/GhaQkLDPaoTnXo/France Undetermined

Vice Society encrypts network and threatens to leak data on their dark web portal.http://ecdmr42a34qovoph557zotkfvth4fsz56twvwgiylstjup4r5bpc4oad.onion/JhykowedsgX/TyQNSdkxctBroT/United Kingdom of Great Britain and Northern IrelandUndetermined

Vice Society encrypts network and threatens to leak data on their dark web portal.http://ecdmr42a34qovoph557zotkfvth4fsz56twvwgiylstjup4r5bpc4oad.onion/JhykowedsgX/KLnhEriYuSgLWc/Canada Undetermined

Vice Society encrypts network and threatens to leak data on their dark web portal.http://ecdmr42a34qovoph557zotkfvth4fsz56twvwgiylstjup4r5bpc4oad.onion/JhykowedsgX/qHTYiiFReVZxqw/United States of AmericaUndetermined

Vice Society encrypts network and threatens to leak data on their dark web portal.http://ecdmr42a34qovoph557zotkfvth4fsz56twvwgiylstjup4r5bpc4oad.onion/JhykowedsgX/FQjTUvsHdfRTMO/United States of AmericaUndetermined

Vice Society encrypts network and threatens to leak data on their dark web portal.http://ecdmr42a34qovoph557zotkfvth4fsz56twvwgiylstjup4r5bpc4oad.onion/JhykowedsgX/FgrQkWyVXhswWk/Spain Undetermined

Vice Society encrypts network and threatens to leak data on their dark web portal.http://ecdmr42a34qovoph557zotkfvth4fsz56twvwgiylstjup4r5bpc4oad.onion/JhykowedsgX/LshjwOPsNCazPQ/United States of AmericaUndetermined

Vice Society encrypts network and threatens to leak data on their dark web portal.http://ecdmr42a34qovoph557zotkfvth4fsz56twvwgiylstjup4r5bpc4oad.onion/JhykowedsgX/HjkDrTjkFGasDr/United States of AmericaUndetermined

On January 14, 2022 Orthodox New Year, over 70 Ukrainian government websites were defaced with political imagery and a statement in Russian, Ukrainian, and Polish before going down temporarily. Most sites were restored within hours. The attack crippled much of the government's public-facing digital infrastructure, including the most widely used site for handling government services online, Diia. Diia also has a role in Ukraine's coronavirus response and in encouraging vaccination. It also crippled the sites of the Cabinet of Ministers, and the ministries of energy, sports, agriculture, veterans' affairs, and ecology. The Ukrainian company Kitsoft also confirmed that it found the WhisperGate malware on some of its systems. At least 50 of the 70 sites targeted for defacement were developed and maintained by Kitsoft. Kitsoft was compromised, which allowed the hackers to gain access to Kitsoft's administrator panel and use the company's credentials to deface customer web sites.https://www.nytimes.com/2022/01/14/world/europe/hackers-ukraine-government-sites.htmlUkraine Russian Federation

Ballad Health discloses a phishing incident that potentially led to protected health information (PHI) exposure.https://healthitsecurity.com/news/phi-potentially-accessed-in-ballad-health-email-data-breachUnited States of AmericaUndetermined

Florida town is victim of ransomware attack.https://www.govtech.com/security/south-florida-city-grapples-with-ransomware-attackUnited States of AmericaUndetermined

The Quantum ransomware gand drops leaked data samples on their TOR site.http://quantum445bh3gzuyilxdzs5xdepf3b7lkcupswvkryf3n7hgzpxebid.onion/target/lewisclarkcollegeUnited States of AmericaUndetermined

Vice Society encrypts network and threatens to leak data on their dark web portal.http://ecdmr42a34qovoph557zotkfvth4fsz56twvwgiylstjup4r5bpc4oad.onion/JhykowedsgX/zAq67pl5gtCDjh/Brazil Undetermined

Vice Society encrypts network and threatens to leak data on their dark web portal.http://ecdmr42a34qovoph557zotkfvth4fsz56twvwgiylstjup4r5bpc4oad.onion/JhykowedsgX/FF5wer23Mk907T/United Kingdom of Great Britain and Northern IrelandUndetermined

Vice Society encrypts network and threatens to leak data on their dark web portal.http://ecdmr42a34qovoph557zotkfvth4fsz56twvwgiylstjup4r5bpc4oad.onion/JhykowedsgX/hjGTY78ZWqghch/United States of AmericaUndetermined

Vice Society encrypts network and threatens to leak data on their dark web portal.http://ecdmr42a34qovoph557zotkfvth4fsz56twvwgiylstjup4r5bpc4oad.onion/JhykowedsgX/gvTY54sd3MLPOi/Germany Undetermined

Vice Society encrypts network and threatens to leak data on their dark web portal.http://ecdmr42a34qovoph557zotkfvth4fsz56twvwgiylstjup4r5bpc4oad.onion/JhykowedsgX/jHG9UIlcSDqWER/NetherlandsUndetermined

Vice Society encrypts network and threatens to leak data on their dark web portal.http://ecdmr42a34qovoph557zotkfvth4fsz56twvwgiylstjup4r5bpc4oad.onion/JhykowedsgX/LKwerDoTiSqbnE/United States of AmericaUndetermined

Vice Society encrypts network and threatens to leak data on their dark web portal.http://ecdmr42a34qovoph557zotkfvth4fsz56twvwgiylstjup4r5bpc4oad.onion/JhykowedsgX/DgFRtyxnBgkALm/SwitzerlandUndetermined

Vice Society encrypts network and threatens to leak data on their dark web portal.http://ecdmr42a34qovoph557zotkfvth4fsz56twvwgiylstjup4r5bpc4oad.onion/JhykowedsgX/jDFbAspOiqMnkl/New ZealandUndetermined

Vice Society encrypts network and threatens to leak data on their dark web portal.http://ecdmr42a34qovoph557zotkfvth4fsz56twvwgiylstjup4r5bpc4oad.onion/JhykowedsgX/SfDObnMFqCVyUY/United States of AmericaUndetermined

Vice Society encrypts network and threatens to leak data on their dark web portal.http://ecdmr42a34qovoph557zotkfvth4fsz56twvwgiylstjup4r5bpc4oad.onion/JhykowedsgX/OKlsGfWyRtaSdl/Saudi ArabiaUndetermined

Microsoft identified a destructive malware (dubbed WhisperGate) operation targeting multiple organizations in Ukraine. This malware first appeared on victim systems in Ukraine on January 13, 2022. The malware is assessed to be designed to look like ransomware but lacking a ransom recovery mechanism and is intended to be destructive rendering targeted devices inoperable rather than to obtain a ransom. Victims span multiple government, non-profit, and information technology organizations. A Ukrainian IT company also confirmed that it found the WhisperGate malware on some of its systems. At least 50 of the 70 sites targeted for defacement were developed and maintained by the said IT company. The latter was compromised, which allowed the hackers to gain access to its' administrator panel and use the company's credentials to deface customer web sites. Microsoft named the samples WhisperGate, while other security companies labeled the downloader as WhisperGate and WhisperKill as the actual wiper, which was considerhttps://www.microsoft.com/security/blog/2022/01/15/destructive-malware-targeting-ukrainian-organizations/Ukraine Russian Federation

Microsoft identified a destructive malware (dubbed WhisperGate) operation targeting multiple organizations in Ukraine. This malware first appeared on victim systems in Ukraine on January 13, 2022. The malware is assessed to be designed to look like ransomware but lacking a ransom recovery mechanism and is intended to be destructive rendering targeted devices inoperable rather than to obtain a ransom. Victims span multiple government, non-profit, and information technology organizations. A Ukrainian IT company also confirmed that it found the WhisperGate malware on some of its systems. At least 50 of the 70 sites targeted for defacement were developed and maintained by the said IT company. The latter was compromised, which allowed the hackers to gain access to its' administrator panel and use the company's credentials to deface customer web sites. Microsoft named the samples WhisperGate, while other security companies labeled the downloader as WhisperGate and WhisperKill as the actual wiper, which was considerhttps://www.microsoft.com/security/blog/2022/01/15/destructive-malware-targeting-ukrainian-organizations/Ukraine Russian Federation

Microsoft identified a destructive malware (dubbed WhisperGate) operation targeting multiple organizations in Ukraine. This malware first appeared on victim systems in Ukraine on January 13, 2022. The malware is assessed to be designed to look like ransomware but lacking a ransom recovery mechanism and is intended to be destructive rendering targeted devices inoperable rather than to obtain a ransom. Victims span multiple government, non-profit, and information technology organizations. A Ukrainian IT company also confirmed that it found the WhisperGate malware on some of its systems. At least 50 of the 70 sites targeted for defacement were developed and maintained by the said IT company. The latter was compromised, which allowed the hackers to gain access to its' administrator panel and use the company's credentials to deface customer web sites. Microsoft named the samples WhisperGate, while other security companies labeled the downloader as WhisperGate and WhisperKill as the actual wiper, which was considerhttps://www.microsoft.com/security/blog/2022/01/15/destructive-malware-targeting-ukrainian-organizations/Ukraine Russian Federation

Catholic Hospice suffers phishing attack resulting in unauthroized access to employee email account containing patient information.https://www.hipaajournal.com/healthcare-organizations-report-email-compromises-hacking-incidents-and-other-ephi-exposures/United States of AmericaUndetermined

UK subsidiary of multinational defense contractor is hit with a Lorenz ransomware attack.https://www.bleepingcomputer.com/news/security/defense-contractor-hensoldt-confirms-lorenz-ransomware-attack/Germany Undetermined

New Mexico school system is hit with ransomware attack forcing school closures effecting about one quarter of the state's students.https://therecord.media/albuquerque-schools-are-having-a-cybersecurity-snow-day-and-they-arent-alone/United States of AmericaUndetermined

Prominent accounting firm suffers apparent ransomware attack causing significant operations disruptions.https://www.theregister.com/2022/01/18/sjd_accountancy_ransomware_attack/United Kingdom of Great Britain and Northern IrelandUndetermined

Parasol Group is hit with a cyber attack resulting in a multi day outage.https://www.theregister.com/2022/01/14/multiday_it_systems_outage_whacks/United Kingdom of Great Britain and Northern IrelandUndetermined

Prominent accounting firm suffers apparent ransomware attack causing significant operations disruptions.https://www.theregister.com/2022/01/18/sjd_accountancy_ransomware_attack/United Kingdom of Great Britain and Northern IrelandUndetermined

Boulder County is able to recover the almost $238,000 it mistakenly sent to a fraudulent account after a phishing scam in September.https://www.govtech.com/security/colorado-county-recovers-nearly-238k-lost-to-scammersUnited States of AmericaUndetermined

Teijin Automotive Technologies files notice of a data breach after learning that a ransomware attack compromised confidential information belonging to certain employees.https://www.jdsupra.com/legalnews/teijin-automotive-technologies-files-4847803/United States of AmericaUndetermined

Emil Frey, one of Europe's biggest car dealers, confirms it was hit with a Hive ransomware attack.https://www.zdnet.com/article/europes-biggest-car-dealer-hit-with-ransomware-attack/SwitzerlandRussian Federation

Documents Leaked on ransomware site.http://cuba4ikm4jakjgmkezytyawtdgr2xymvy6nvzgw5cglswg3si76icnqd.onion/UndeterminedRussian Federation

Vice Society encrypts network and threatens to leak data on their dark web portal.http://ecdmr42a34qovoph557zotkfvth4fsz56twvwgiylstjup4r5bpc4oad.onion/JhykowedsgX/cEgv75g9b1SDqw/Sweden Undetermined

The Vice Society ransomware claims responsibility for a November 2022 cyberattack on the University of Duisburg-Essen (UDE) and also leaks files they claim to have stolen from the university during the breach, exposing potentially sensitive details about the university's operations, students, and personnel.https://www.bleepingcomputer.com/news/security/vice-society-ransomware-leaks-university-of-duisburg-essen-s-data/Germany Undetermined

Researchers at ESET reveal that the Russia-affiliated Sandworm used yet another wiper malware strain dubbed NikoWiper as part of an attack that took place in October 2022 targeting an energy sector company in Ukraine.https://thehackernews.com/2023/01/new-report-reveals-nikowiper-malware.htmlUkraine Russian Federation

Florida hospital suffers significant data breach.https://www.beckershospitalreview.com/cybersecurity/patient-data-exposed-during-florida-hospital-hacking-incident.htmlUnited States of AmericaUndetermined

Illuminate Education discloses to have suffered a security breach that resulted in the leak of 820,000 student data.https://therecord.media/nyc-officials-call-for-investigation-after-data-of-820000-students-compromised-in-hack/United States of AmericaUndetermined

Michigan public school system suffers ransomware attack.https://www.databreaches.net/monroe-public-schools-notifies-1201-of-data-breach-in-june/United States of AmericaUndetermined

CompSource Mutual Insurance Company files a notice of data breach after determining that an unauthorized party accessed confidential consumer information stored on the company's computer system.https://www.jdsupra.com/legalnews/compsource-mutual-insurance-company-9194657/United States of AmericaUndetermined

Bernailillo County government is hit with a significant ransomware attack causing the closure of all public offices across Albuquerque, Los Ranchos, and Tijeras for multiple days.https://therecord.media/albuquerque-impacted-by-ransomware-attack-on-bernalillo-county-government/United States of AmericaUndetermined

Specialty chemicals company experiences an apparent ransomware attack.https://www.securityweek.com/chemicals-company-element-solutions-discloses-cybersecurity-incidentUnited States of AmericaUndetermined

Montana medical center is hacked, protected health information of over 200,000 individuals is compromised.https://www.hipaajournal.com/logan-health-medical-center-cyberattack-affects-more-than-213000-patients/United States of AmericaUndetermined

The pharmacy benefit management organization, Express Scripts, announces that the accounts of certain customers have been accessed by an unauthorized third party.https://www.hipaajournal.com/5-hipaa-regulated-entities-announced-hacking-incidents-that-exposed-phi/United States of AmericaUndetermined

The pharmacy benefit management organization, Express Scripts, announces that the accounts of certain customers have been accessed by an unauthorized third party.https://www.hipaajournal.com/5-hipaa-regulated-entities-announced-hacking-incidents-that-exposed-phi/United States of AmericaUndetermined

Software provider for K-12 schools and University wesbites suffers ransomware attack disrupting access for thousands of schools worldwide.https://www.bleepingcomputer.com/news/security/finalsite-ransomware-attack-shuts-down-thousands-of-school-websites/United States of AmericaUndetermined



Israeli media outlet is defaced. https://www.securityweek.com/israeli-media-outlets-hacked-soleimani-killing-anniversaryIsrael Undetermined

Israeli media outlet is defaced. https://www.securityweek.com/israeli-media-outlets-hacked-soleimani-killing-anniversaryIsrael Undetermined

Official Twitter account of the Indian Medical Association is compromised and defaced with a crypto scam.https://www.databreachtoday.com/indian-medical-associations-twitter-account-compromised-a-18231India Undetermined

Official Twitter account of the Indian Council of World Affairs is compromised and defaced in a series of crypto scams.https://www.databreachtoday.com/indian-medical-associations-twitter-account-compromised-a-18231India Undetermined

Official Twitter account of Mann Deshi Bank is compromised in a series of crypto scams.https://www.databreachtoday.com/indian-medical-associations-twitter-account-compromised-a-18231India Undetermined

The Lapsu$ ransomware gang hacks and extorts the largest media conglomerate in Portugal.https://therecord.media/lapsus-ransomware-gang-hits-sic-portugals-largest-tv-channel/Portugal Undetermined

The Vice Society ransomware group leaks the data of 14 schools including the Durham Johnston Comprehensive School.https://www.bbc.com/news/uk-england-gloucestershire-63637883United Kingdom of Great Britain and Northern IrelandUndetermined

Guernsey's Medical Specialist Group (GMSG) confirms it experienced a "cyber incident" which affected their email system in December 2021.https://www.bbc.com/news/world-europe-guernsey-61284203United Kingdom of Great Britain and Northern IrelandUndetermined

Reuters reveals that senior officials at the European Commission were targeted last year with the NSO spy software.https://www.reuters.com/technology/exclusive-senior-eu-officials-were-targeted-with-israeli-spyware-sources-2022-04-11/UndeterminedUndetermined

Michigan Medicine begins notifying 2,920 patients of an email data breach that potentially exposed some protected health informationhttps://healthitsecurity.com/news/co-hospital-suffers-email-data-breach-52k-impactedUnited States of AmericaUndetermined

The Quantum ransomware gand drops leaked data samples on their TOR site.http://quantum445bh3gzuyilxdzs5xdepf3b7lkcupswvkryf3n7hgzpxebid.onion/target/chattanoogachamberofcommerceUnited States of AmericaUndetermined

United Health Centers of the San Jaoquin Valley (UHC) notifies individuals of a 2021 ransomware attackhttps://healthitsecurity.com/news/ny-billing-company-suffers-ransomware-attack-942k-impactedUnited States of AmericaUndetermined

Pakistani police department suffers data breach, over 1,400 allegedly compromised documents are posted for sale online.https://www.databreaches.net/pk-hackers-steal-put-up-for-sale-khyber-pakhtunkhwa-police-data/Pakistan Undetermined

A service provider for the New Jersey Office of Information Technology shuts down all systems following a cyberattack, thus impacting some state government operations.https://nj1015.com/nj-cant-print-mvc-documents-issue-checks-because-of-cyber-attack/United States of AmericaUndetermined

The largest local news publisher in Norway suffers significant cyberattack interrupting operations including the printing of newspapers.https://therecord.media/cyberattack-on-one-of-norways-largest-media-companies-shuts-down-presses/Norway Undetermined

Crawford Couty Assessor's Office suffers data breach.https://www.databreaches.net/ar-crawford-county-assessors-office-is-the-latest-public-entity-to-be-hit-by-a-cyberattack/United States of AmericaUndetermined

Michigan health center is hacked compromising information of nearly 15,000 individuals.https://healthitsecurity.com/news/houston-health-department-suffers-healthcare-data-breachUnited States of AmericaUndetermined

Saskatchewan Liquor and Gaming Authority suffers unidentified cyber incident causing a shutdown of its systems.https://therecord.media/cyberattack-on-one-of-norways-largest-media-companies-shuts-down-presses/United States of AmericaUndetermined

The  account information of over three million users is stolen from the compromised servers of a popular schedule management program.https://www.bleepingcomputer.com/news/security/flexbooker-discloses-data-breach-over-37-million-accounts-impacted/United States of AmericaUndetermined

The Quantum ransomware gand drops leaked data samples on their TOR site.http://quantum445bh3gzuyilxdzs5xdepf3b7lkcupswvkryf3n7hgzpxebid.onion/target/sodibaAngola Undetermined

The Quantum ransomware gand drops leaked data samples on their TOR site.http://quantum445bh3gzuyilxdzs5xdepf3b7lkcupswvkryf3n7hgzpxebid.onion/target/biotiqueIndia Undetermined

Documents Leaked on ransomware site.http://cuba4ikm4jakjgmkezytyawtdgr2xymvy6nvzgw5cglswg3si76icnqd.onion/United States of AmericaRussian Federation

Spokane Regional Health District is victim to a phishing attack.https://www.databreaches.net/wa-patient-info-possibly-disclosed-in-spokane-health-district-data-breach/United States of AmericaUndetermined

Canadian hospital suffers data breach.https://www.databreaches.net/ca-cyberattack-at-arnprior-regional-health-data-stolen/Canada Undetermined

Georgia laboratroy services provider suffers data breach compromising protected health information of over 25,000 individuals.https://www.hipaajournal.com/6-healthcare-providers-and-business-associates-report-hacks-and-ransomware-attacks/United States of AmericaUndetermined

Medical software vendor suffers a ransomware attack impacting internal services.https://www.beckershospitalreview.com/cybersecurity/most-of-compugroup-medical-s-systems-back-online-after-ransomware-attack.htmlGermany Undetermined

Ubisoft confirms cyberattack targetting data from the popular game Just Dance.https://www.zdnet.com/article/ubisoft-confirms-just-dance-data-breach-amid-developer-exodus/France Undetermined

The Gloucester City Council website and systems are disrupted following a cyberattack.https://www.bbc.com/news/uk-england-gloucestershire-59831468United Kingdom of Great Britain and Northern IrelandUndetermined

French IT service provider is hit with ransomware attack, impact is limited.https://www.bleepingcomputer.com/news/security/global-it-services-provider-inetum-hit-by-ransomware-attack/France Undetermined

Decentralized platform Grim Finance is hacked, hackers steal about $30 million.https://www.zdnet.com/article/30-million-stolen-from-defi-protocol-grim-finance-audit-firm-apologizes-for-missing-vulnerability/UndeterminedUndetermined

Two Israeli hiking websites suffer cyberattacks, hackers offer personal information of three million users for sale.https://www.databreaches.net/hackers-attack-israeli-hiking-websites-leak-personal-information/Israel Undetermined

Two Israeli hiking websites suffer cyberattacks, hackers offer personal information of three million users for sale.https://www.databreaches.net/hackers-attack-israeli-hiking-websites-leak-personal-information/Israel Undetermined

IT Recruitment firm suffers a ransomware attack, company data is published on the Conti leak site.https://www.zdnet.com/article/nsw-government-casual-recruiter-suffers-ransomware-hit/Australia Russian Federation

Missouri medical center suffers a cyberattack forcing a shutdown of network and phone systems.https://www.hipaajournal.com/hospital-pharmacy-and-dental-practice-report-hacking-incidents-impacting-more-than-355000-patients/United States of AmericaUndetermined

Missouri hospital experiences cyber attack disrupting online operations and compromising patient information.https://www.beckershospitalreview.com/cybersecurity/missouri-hospital-restores-some-systems-after-cyberattack-says-patient-data-exposed.htmlUnited States of AmericaUndetermined

Documents Leaked on ransomware site.http://cuba4ikm4jakjgmkezytyawtdgr2xymvy6nvzgw5cglswg3si76icnqd.onion/United States of AmericaRussian Federation

Lorenz executed exfiltration of data and ransomeware in targeted network. Data presented on dark web "leak site" http://lorenzmlwpzgxq736jzseuterytjueszsvznuibanxomlpkyxk6ksoyd.onion/Germany Undetermined

Radiology Ltd discloses a security breach.https://www.databreaches.net/late-notification-raises-questions-about-a-us-radiology-specialists-breach-last-year/United States of AmericaUndetermined

Gateway Diagnostics Imaging discloses a security breach.https://www.databreaches.net/late-notification-raises-questions-about-a-us-radiology-specialists-breach-last-year/United States of AmericaUndetermined

Belgium's Ministry of Denfense is hit by a cyberattack, attackers exploit CVE-2021-44228. Log4j, vulnerability.https://securityaffairs.co/wordpress/125813/cyber-warfare-2/belgian-defense-ministry-hit-cyberattack.htmlBelgium Undetermined

Researchers discover a threat actor has gained access to the internal network of US government agency.https://therecord.media/us-federal-agency-compromised-in-suspected-apt-attack/United States of AmericaUndetermined

Priority Health patient portal is hacked compromising patient information and causing interruptions to access.https://healthitsecurity.com/news/malware-employee-email-breaches-result-in-phi-exposureUnited States of AmericaUndetermined

Spanish hospital suffers ransomware attack, 127 GB of data is stolen containing limited patient information.https://www.databreaches.net/saved-by-the-backups-hospital-centro-de-andalucia-recovered-quickly-from-ransomware-attack/Spain Undetermined

Texas health center suffers ransomware attack compromising patient data and blocking access to system networks for six days.https://www.hipaajournal.com/hacking-incidents-reported-by-accelhealth-and-pace-center-for-girls/United States of AmericaUndetermined

New York fertility clinic suffers ransomware attack, patient information of over 10,000 individuals is exfiltrated.https://www.hipaajournal.com/four-healthcare-providers-hit-with-ransomware-attacks/United States of AmericaUndetermined

Documents Leaked on ransomware site.http://cuba4ikm4jakjgmkezytyawtdgr2xymvy6nvzgw5cglswg3si76icnqd.onion/United States of AmericaRussian Federation

An undisclosed number of patients tied to Acorda Therapeutics are notified that their data was accessed during the hack of its business email environment.https://www.beckershospitalreview.com/cybersecurity/33-smaller-cyberattacks-that-hit-healthcare-providers.htmlUnited States of AmericaUndetermined

The RansomEXX ransomware gand drops leaked data samples on their TOR site.http://rnsm777cdsjrsdlbs4v5qoeppu3px6sb2igmh53jzrx7ipcrbjz5b2ad.onion/bd1029b05168289713d72474cc77006320a56a45/United States of AmericaRussian Federation

Network of opioid treatment facilities takes all IT systems offline following a cyberattack causing significant interruptions to patient care.https://www.bleepingcomputer.com/news/security/cyberattack-on-bhg-opioid-treatment-network-disrupts-patient-care/United States of AmericaUndetermined

Missouri school district suffers ransomware attack, files containing employee information are released online.https://www.databreaches.net/missouri-school-districts-employee-data-dumped-by-ransomware-group/United States of AmericaUndetermined

Cryptocurrency gaming platform is hacked, hackers compromise private keys of 96 wallets and steal approximately $135 million.https://www.vice.com/en/article/4awxep/hackers-steal-dollar140-million-from-users-of-crypto-gaming-companyUndeterminedUndetermined

Dublin hospital suffers a ransomware attack causing a shut down of IT systems.https://www.databreachtoday.com/irish-hospital-texas-practice-deal-attack-aftermath-a-18160Ireland Undetermined

USCellular suffers data breach involving unauthorized access to the company billing system compromising customer personal information.https://www.bleepingcomputer.com/news/security/uscellular-discloses-data-breach-after-billing-system-hack/United States of AmericaUndetermined

Florida education program for at risk teenage girls experiences unauthorized access to servers compromising student data.https://www.hipaajournal.com/hacking-incidents-reported-by-accelhealth-and-pace-center-for-girls/United States of AmericaUndetermined

Documents Leaked on ransomware site.http://cuba4ikm4jakjgmkezytyawtdgr2xymvy6nvzgw5cglswg3si76icnqd.onion/France Russian Federation



Greencore Group PLC, one of the UK's leading manufacturers of convenience foods, contacts current and former employees to provide details about a recent data breach, following what they have described as an 'IT Incident'.https://www.databreaches.net/greencore-case-highlights-risk-of-employee-data-breach-claims/United Kingdom of Great Britain and Northern IrelandUndetermined

Official Twitter account of Indian Prime Minister, Narendra Modi, is hacked to post fraudulent message.India Undetermined

Major natural gas supplier, Superior Plus, suffers ransomware attack.https://www.zdnet.com/article/billion-dollar-natural-gas-supplier-superior-plus-hit-with-ransomware/United States of AmericaUndetermined

The Virginia legislature's IT agency is hit with ransomware attack signifcantly affecting operations.https://apnews.com/article/technology-legislature-executive-branch-virginia-ralph-northam-8adc7aa73b93c91b0687b741b6acd202United States of AmericaUndetermined

Oregon restaurant and hotel chain is hit with Conti ransomware forcing them to take all operation systems offline.https://www.bleepingcomputer.com/news/security/mcmenamins-breweries-hit-by-a-conti-ransomware-attack/United States of AmericaRussian Federation

Cryptocurrency platform is hit by a cyberattack, an estimated $77 million is stolen.https://www.zdnet.com/article/after-77-million-hack-crypto-platform-ascendex-to-reimburse-customers/Singapore Undetermined

Documents Leaked on ransomware site.http://cuba4ikm4jakjgmkezytyawtdgr2xymvy6nvzgw5cglswg3si76icnqd.onion/United States of AmericaRussian Federation

Workforce management solutions provider, UKG, suffers ransomware attack causing service outages lasting weeks.https://www.bleepingcomputer.com/news/security/kronos-ransomware-attack-may-cause-weeks-of-hr-solutions-downtime/United Kingdom of Great Britain and Northern IrelandUndetermined

Vietnamese cryptocurrency playform suffers a ransomware attack, hackers exploit CVE-2021-44228, Log4j, vulnerability.https://www.bleepingcomputer.com/news/security/fintech-firm-hit-by-log4j-hack-refuses-to-pay-5-million-ransom/Viet Nam Undetermined

Brazil's Ministry of Health suffers a signficant ransomware attack, data on Covid 19 vaccinations is lost disrupting use of online vaccination certifcates. https://www.zdnet.com/article/brazilian-ministry-of-health-suffers-cyberattack-and-covid-19-vaccination-data-vanishes/Brazil Undetermined

Shutterfly suffers signficant ransomware attack, Conti gang encrypted over 4,000 devices and 120 servers.https://www.bleepingcomputer.com/news/security/shutterfly-services-disrupted-by-conti-ransomware-attack/United States of AmericaRussian Federation

The Nobel Foundation is hit with a Distributed Denial of Service attack during its streaming of the Nobel Prize Award ceremony.https://www.bleepingcomputer.com/news/security/nobel-foundation-site-hit-by-ddos-attack-on-award-day/Norway Undetermined

Arizona health center suffers ransomware attack compromising patient data.https://www.databreaches.net/az-la-posada-notifies-current-and-former-employees-of-malware-incident/United States of AmericaUndetermined

Chicago hospital suffers ransomware attack compromising patient data.https://www.hipaajournal.com/hackers-gained-access-to-files-containing-the-phi-of-115670-south-shore-hospital-patients/United States of AmericaUndetermined

The RansomEXX ransomware gand drops leaked data samples on their TOR site.http://rnsm777cdsjrsdlbs4v5qoeppu3px6sb2igmh53jzrx7ipcrbjz5b2ad.onion/9bdbcb833db8b4dbd583582dfcf38a642f788372/Malaysia Russian Federation

Oahu Transit Services is hit with an apparent ransomware attack disrupting transportation operations on the island.https://www.staradvertiser.com/2021/12/09/breaking-news/possible-cyberattack-takes-down-thebus-handi-van-servers/United States of AmericaUndetermined

The Municipality of Nowiny is hit with a ransomware attack.https://www.databreaches.net/swietokrzyskie-personal-data-leaked-from-the-commune-office-in-nowiny/Poland Undetermined

German logistics provider suffers ransomware attack.https://www.infosecurity-magazine.com/news/cyberattack-on-hellmann-worldwide/Germany Undetermined

Banking group suffers data breach compromising data of 745,000 homeowners.https://www.databreaches.net/za-standard-bank-on-delay-in-telling-public-about-data-breach-we-complied-with-the-law/South AfricaUndetermined

The Quantum ransomware gand drops leaked data samples on their TOR site.http://quantum445bh3gzuyilxdzs5xdepf3b7lkcupswvkryf3n7hgzpxebid.onion/target/digitalworkplaceservicessolutionsUndeterminedUndetermined

The Quantum ransomware gand drops leaked data samples on their TOR site.http://quantum445bh3gzuyilxdzs5xdepf3b7lkcupswvkryf3n7hgzpxebid.onion/target/zepterSwitzerlandUndetermined

The Quantum ransomware gand drops leaked data samples on their TOR site.http://quantum445bh3gzuyilxdzs5xdepf3b7lkcupswvkryf3n7hgzpxebid.onion/target/thejewelryexchangeisthenations1diamondstoreUnited States of AmericaUndetermined

The Quantum ransomware gand drops leaked data samples on their TOR site.http://quantum445bh3gzuyilxdzs5xdepf3b7lkcupswvkryf3n7hgzpxebid.onion/target/pridecommunityservicesUnited States of AmericaUndetermined

Monongalia Health System suffers cyberattack potentially compromising patient information.https://www.securityweek.com/healthcare-company-mon-health-discloses-second-data-breachUnited States of AmericaUndetermined

Northern Rockies Orthopaedics discloses a phishing incident affecting  6,701 individualshttps://www.beckershospitalreview.com/cybersecurity/33-smaller-cyberattacks-that-hit-healthcare-providers.htmlUnited States of AmericaUndetermined

Missouri school district is forced to close schools for one day following a ransomware attack.https://krcgtv.com/news/local/eldon-schools-close-due-to-cyber-attackUnited States of AmericaUndetermined

Documents Leaked on ransomware site.http://cuba4ikm4jakjgmkezytyawtdgr2xymvy6nvzgw5cglswg3si76icnqd.onion/United States of AmericaRussian Federation

Tennessee community college is hit with ransomware attack disrupting campus operations.https://www.databreaches.net/tn-pellissippi-state-community-college-impacted-by-ransomware-attack/United States of AmericaUndetermined

Idaho school district suffers a ransomware attack, student personal informatin is not compromised.https://www.databreaches.net/id-ransomware-attacks-shelley-school-district-computers/United States of AmericaUndetermined

The RansomEXX ransomware gand drops leaked data samples on their TOR site.http://rnsm777cdsjrsdlbs4v5qoeppu3px6sb2igmh53jzrx7ipcrbjz5b2ad.onion/39fe7b6fa85e6155eece1870532900bf5978f026/United States of AmericaRussian Federation

An investigation by Front Line Defenders and Citizen Lab reveals that the iPhone of Jordanian journalist Suhair Jaradat was hacked with Pegasus, the spyware of the NSO group.https://techcrunch.com/2022/04/05/nso-pegasus-jordan-apple/Jordan Undetermined

Maryland health department is taken offline by an unidentified cyberattack.https://www.databreaches.net/cyberattack-freezes-maryland-health-department/United States of AmericaUndetermined

A French IT service provider is hit with Hive ransomware interrupting services to three municipalities.https://www.databreaches.net/france-department-of-seine-saint-denis-ransomware-attack-several-municipalities-involved/France Russian Federation

Documents Leaked on ransomware site.http://cuba4ikm4jakjgmkezytyawtdgr2xymvy6nvzgw5cglswg3si76icnqd.onion/United States of AmericaRussian Federation

The RansomEXX ransomware gand drops leaked data samples on their TOR site.http://rnsm777cdsjrsdlbs4v5qoeppu3px6sb2igmh53jzrx7ipcrbjz5b2ad.onion/16209c5f2127dc8fb7cef0ebd3b217adcc696d02/Jamaica Russian Federation

Cryptocurrency exchange is hacked, $150 million of assets is stolen.https://therecord.media/bitmart-loses-150-million-in-the-second-largest-crypto-heist-of-the-year/UndeterminedUndetermined

Chain of supremarkets suffers significant disruptions from cyber attack, 330 stores are forced to close or switch to cash only operations.https://www.bleepingcomputer.com/news/security/hundreds-of-spar-stores-shut-down-switch-to-cash-after-cyberattack/United Kingdom of Great Britain and Northern IrelandUndetermined

New York school district is hit with ransomware attack.https://www.databreaches.net/ny-riverhead-schools-hit-by-ransomware-attack-shutting-down-computer-and-tech-infrastructure/United States of AmericaUndetermined

Lincoln College is hit by a ransomware attack and is forced to shut down the operations.https://www.databreaches.net/lincoln-college-was-already-struggling-then-came-ransomware/United States of AmericaUndetermined

Nordic Choic Hotels chain is hit with Conti ransomware significantly disrupting company wide operations.https://www.bleepingcomputer.com/news/security/nordic-choice-hotels-hit-by-conti-ransomware-no-ransom-demand-yet/Norway Russian Federation

Hackers steal estimated $120 million worth of cryptocurrency from Badger, a decentralized platform.https://therecord.media/hackers-steal-120-million-from-badger-defi-platform/UndeterminedUndetermined

Documents Leaked on ransomware site.http://cuba4ikm4jakjgmkezytyawtdgr2xymvy6nvzgw5cglswg3si76icnqd.onion/Canada Russian Federation

Indian fashion retailer suffers a data breach.https://www.databreaches.net/major-indian-fashion-retailer-hacked-and-data-leaked/United States of AmericaUndetermined

RR Donnelley suffers Conti ransomware attack.https://www.bleepingcomputer.com/news/security/marketing-giant-rrd-confirms-data-theft-in-conti-ransomware-attack/United States of AmericaRussian Federation

The Indonesian central bank is hit with a Conti ransomware attack.https://www.reuters.com/world/asia-pacific/indonesia-cbank-attacked-by-ransomware-says-no-impact-services-2022-01-20/Indonesia Russian Federation

John & Kira's and Smithfield Specialty Foods each file a notice of data breach after learning about an incident that occurred at CommerceV3, a company that provides various web-hosting services.https://www.jdsupra.com/legalnews/commercev3-experienced-data-breach-6055816/United States of AmericaUndetermined

Scott County discloses a phishing attack.https://www.databreaches.net/scott-county-iowa-discloses-data-security-incident/United States of AmericaUndetermined

The Hyderabad City Police details an attack to the Andra Pradesh Mahesh Co-Operative Urban Bank that let the attackers steal a few million funds.https://www.theregister.com/2022/04/05/mahesh_bank_no_firewall_attack/India Undetermined

The Lithuanian Ministry of Foreign Affairs appears to be the victim of a cyber attack when stolen emails are posted for sale on the dark web.https://www.bleepingcomputer.com/news/security/emails-from-lithuanian-ministry-of-foreign-affairs-for-sale-on-data-trading-forum/Lithuania Undetermined

Volvo discloses that company R&D information is stolen from exploited servers.https://www.bleepingcomputer.com/news/security/volvo-cars-discloses-security-breach-leading-to-randd-data-theft/Sweden Undetermined

The Quantum ransomware gand drops leaked data samples on their TOR site.http://quantum445bh3gzuyilxdzs5xdepf3b7lkcupswvkryf3n7hgzpxebid.onion/target/uablsaArgentina Undetermined

Lorenz executed exfiltration of data and ransomeware in targeted network. Data presented on dark web "leak site" http://lorenzmlwpzgxq736jzseuterytjueszsvznuibanxomlpkyxk6ksoyd.onion/United States of AmericaUndetermined

Lewis and Clark Community College is hit with ransomware attack causing the campus to shut down all IT systems and activities for multiple days.https://www.databreaches.net/ransomware-attack-shuts-down-lewis-clark-community-college/United States of AmericaUndetermined

Queensland government-owned energy generator is hit with ransomware attack.https://www.zdnet.com/article/queensland-government-energy-generator-hit-by-ransomware/Australia Undetermined

Australian electricity provider is hit with Conti ransomware attack.https://www.csenergy.com.au/news/cyber-incident-updateAustralia Russian Federation



IKEA warns employees of an ongoing reply-chain phishing cyberattack targeting internal mailboxes.https://www.bleepingcomputer.com/news/security/ikea-email-systems-hit-by-ongoing-cyberattack/Sweden Undetermined

A provider of background screening, drug testing, and security consulting to businesses and governments suffers a data brech compromising personal information of over 164,000 individuals.https://www.infosecurity-magazine.com/news/background-check-company-sued-over/United States of AmericaUndetermined

U.K. Department for Transport website is defaced.https://www.bleepingcomputer.com/news/security/uk-government-transport-website-caught-showing-porn/United Kingdom of Great Britain and Northern IrelandUndetermined

Service provider for the offshore oil and gas industry  is hit with ransomware attack, primarily employee personal information is compromised.https://www.bleepingcomputer.com/news/security/marine-services-provider-swire-pacific-offshore-hit-by-ransomware/United States of AmericaRussian Federation

Healthplex Inc. announces that the email account of an employee was compromised in a phishing attack on November 24, 2021.https://www.hipaajournal.com/email-security-incidents-reported-by-healthplex-and-optima-dermatology/United States of AmericaUndetermined

Personal data of 22,000 S&R members is compromised in a cyberattack.https://www.databreaches.net/ph-personal-data-of-22000-sr-shopping-members-compromised-in-cyber-attack/PhilippinesUndetermined

Spencer Gifts suffers unauthorized access to its network compromising personal information of over 10,000 members of its health and welfare benefits plan.https://www.hipaajournal.com/hackers-gained-access-to-files-containing-the-phi-of-115670-south-shore-hospital-patients/United States of AmericaUndetermined

Bryan County Ambulance Authority notifies 14,000 patients that their data was stolen ahead of a November 2021 ransomware attack.https://www.scmagazine.com/editorial/analysis/ransomware/over-194k-patients-added-to-ongoing-eye-care-leaders-breach-tallyUnited States of AmericaUndetermined

Cooper University Health Care announces that the email account of an employee was accessed by an unauthorized individual on November 24, 2021https://www.hipaajournal.com/sac-health-theft-incident-and-multiple-ransomware-attacks-reported/United States of AmericaUndetermined

Cannazon, a dark web marketplace, shuts down permanantly after suffering a DDOS attack.https://www.bleepingcomputer.com/news/security/dark-web-market-cannazon-shuts-down-after-massive-ddos-attack/UndeterminedUndetermined

New York City medical center suffers data breach effecting 4,897 patients.https://www.hipaajournal.com/data-breaches-suncoast-skin-solutions-raveco-medical-south-city-hospital-colorado-dhs/United States of AmericaUndetermined

Iran's largest privately owned airline is hit with a cyberattack shutting down its website, hackers claim confidential data theft.https://www.bleepingcomputer.com/news/security/hackers-hit-irans-mahan-airline-claim-confidential-data-theft/Iran (Islamic Republic of)Undetermined

Researchers report that India's top public bank suffered a cyberattack compromising personal and financial information of 180 million customers, the bank denies the claim.https://www.databreaches.net/pnb-denies-cybersecurity-firms-claim-that-180-million-customers-data-was-breached-but-cyberx9-calls-their-denial-false-and-misleading/India Undetermined

Crossroads Health identifies a data security incident that impacted more than 10,300 individuals.https://healthitsecurity.com/news/duncan-regional-hospital-data-breach-impacts-92kUnited States of AmericaUndetermined

Bureau Veritas discloses an unspecified cyberattack.https://group.bureauveritas.com/newsroom/information-cyber-attackFrance Undetermined

Philadelphia community health centers are victim of a cyber attack.https://www.hipaajournal.com/15000-patients-affected-by-philadelphia-fight-community-health-centers-cyberattack/United States of AmericaUndetermined

Leading wind turbine manufacturer and service provider suffers ransomware attack causing a shut down of IT systems and significant service interruptions.https://www.bleepingcomputer.com/news/security/wind-turbine-giant-vestas-data-compromised-in-cyberattack/United States of AmericaUndetermined

Pennsylvania community college is hit with Vice Society ransomware attack compromising employee and student personal information.https://www.databreaches.net/pa-butler-county-community-college-data-from-november-ransomware-attack-appears-on-dark-web/United States of AmericaUndetermined

Hacker claims to have stolen database of personal information of over 28,000 Indonesian police officers.https://www.databreaches.net/indonesia-probe-police-hack-in-latest-cyber-breach/Indonesia Undetermined

Wisconsin school district suffers data breach resulting in unauthorized access to personal information of 1,399 individuals.https://www.databreaches.net/luxemburg-casco-school-district-notifies-employees-of-data-breach/United States of AmericaUndetermined

The personal information of over 9,000 Jefferson Health patients is compromised by unauthorized access to its online insurance portal.https://www.hipaajournal.com/data-breaches-reported-by-jefferson-health-and-allegheny-health-network-home-infusion/United States of AmericaUndetermined

Illinois medical center suffers ransomware attack compromising patient personal information.https://healthitsecurity.com/news/illinois-hospital-fqhc-suffer-healthcare-data-breaches-phi-exposureUnited States of AmericaUndetermined

Oklahoma DNA Solutions, which processes rape kits for the Oklahoma police, is compromised by unauthorized access to its network exposing victim personal information.https://portswigger.net/daily-swig/dna-data-of-sexual-assault-victims-exposed-in-breach-at-us-laboratoryUnited States of AmericaUndetermined

California social service organization suffers phishing attack compromising client information.https://www.hipaajournal.com/phi-of-138k-individuals-exposed-in-3-email-security-incidents/United States of AmericaUndetermined

Lorenz executed exfiltration of data and ransomeware in targeted network. Data presented on dark web "leak site" http://lorenzmlwpzgxq736jzseuterytjueszsvznuibanxomlpkyxk6ksoyd.onion/United States of AmericaUndetermined

Twitter account of North Carolina medical center is hacked.https://www.beckershospitalreview.com/cybersecurity/novant-health-hospital-twitter-hijacked-forcing-it-to-shut-down-account.htmlUnited States of AmericaUndetermined

The RansomEXX ransomware gand drops leaked data samples on their TOR site.http://rnsm777cdsjrsdlbs4v5qoeppu3px6sb2igmh53jzrx7ipcrbjz5b2ad.onion/186e775584e9deb077301f6a439592820140416b/Italy Russian Federation

Medical clinic suffers apparent ransomware attack disrupting regular operations.https://www.databreaches.net/rideau-valley-health-centre-service-disrupted-due-to-cyber-security-incident/Canada Undetermined

Maryland based biopharmaceutical company suffers Hive ransomware attack, 1.5 TB of data is exfiltrated.https://www.securityweek.com/ransomware-operators-threaten-leak-15tb-supernus-pharmaceuticals-dataUnited States of AmericaUndetermined

New Jersey ophtamology practice suffers ransomware attack compromising patient personal information.https://www.hipaajournal.com/millennium-eye-care-says-ransomware-gang-stole-a-large-amount-of-patient-data/United States of AmericaUndetermined

Frontier Software, used widely by the Australian Government, suffers a ransomware attack compromising personal information of up to 80,000 government employees.https://www.bleepingcomputer.com/news/security/data-breach-impacts-80-000-south-australian-govt-employees/Australia Russian Federation

Medical center suffers a cyberattack causing significant disruptions to operations.https://www.databreaches.net/southern-ohio-medical-center-hit-by-cyber-attack/United States of AmericaUndetermined

Voice over internet provider, Telnyx, is hit with DDOS attack causing signifcant outages.https://www.bleepingcomputer.com/news/security/telnyx-is-the-latest-voip-provider-hit-with-ddos-attacks/United States of AmericaUndetermined

Kisters AG is hit with a ransomware attack, exfiltrated data is posted to Conti gangs leak site.https://www.databreaches.net/cyber-%e2%80%8b%e2%80%8battack-on-kisters-ag-by-orchestrated-ransomware-attack/Germany Russian Federation

Spain's second largest beer brewery suffers significant cyberattack, severely interrupting operations.https://www.infosecurity-magazine.com/news/spanish-brewery-paralyzed-by/Spain Undetermined

Arvin Club demands payment for data aquired. Information is posted on dark web site.http://3kp6j22pz3zkv76yutctosa6djpj4yib2icvdqxucdaxxedumhqicpad.onion/?p=72NetherlandsIran (Islamic Republic of)

Database of clients of the Russian air carrier utair in the database there are phone numbers and addresses of famous Russian senatorshttp://3kp6j22pz3zkv76yutctosa6djpj4yib2icvdqxucdaxxedumhqicpad.onion/?p=68Russian FederationIran (Islamic Republic of)

Part of Cards which possess Track2 Datahttp://3kp6j22pz3zkv76yutctosa6djpj4yib2icvdqxucdaxxedumhqicpad.onion/?p=62Iran (Islamic Republic of)Iran (Islamic Republic of)

Arvin Club demands payment for data aquired. Information is posted on dark web site.http://3kp6j22pz3zkv76yutctosa6djpj4yib2icvdqxucdaxxedumhqicpad.onion/?p=57Iran (Islamic Republic of)Iran (Islamic Republic of)

Database containing information of 33 million real and legal customers of Bank Mellat, including national code, account number, name, surname, father's name, ID number, date of birth, city, province, city of birth, province of birth, address, Card number and mobile phone numberhttp://3kp6j22pz3zkv76yutctosa6djpj4yib2icvdqxucdaxxedumhqicpad.onion/?p=54Iran (Islamic Republic of)Iran (Islamic Republic of)

Electronics retailer suffers significant ransomware attack disrupting store operations across Germany and the Netherlands.https://www.bleepingcomputer.com/news/security/mediamarkt-hit-by-hive-ransomware-initial-240-million-ransom/Germany Russian Federation

Belarus Cyber-Partisans claim to have accessed full database of border crossings over the past 15 years.https://portswigger.net/daily-swig/belarusian-hackers-claim-to-have-accessed-full-database-of-those-crossing-the-countrys-bordersBelarus Undetermined

Comic book company is hit with ransomware attack disrupting internal operations.https://www.zdnet.com/article/comic-book-distributor-struggling-with-shipments-after-ransomware-attack/United States of AmericaUndetermined

Law firm is hit with ransomware attack interrupting operations and causing delays in ongoing propety sales.https://www.bbc.com/news/uk-england-leicestershire-59334339United Kingdom of Great Britain and Northern IrelandUndetermined

In a massive ransomware attack Colorado electric company loses 25 years of historical data and has 90% of internal systems shut down for multiple days.https://www.zdnet.com/article/colorado-energy-company-loses-25-years-of-data-after-cyberattack-still-rebuilding-network/United States of AmericaUndetermined

North Korean threat actor steals $55 million worth of cryptocurrency assets from decentralized finance platform after compromising an employee private key through spear-phishing.https://therecord.media/hacker-steals-55-million-from-bzx-defi-platform/UndeterminedKorea (the Democratic People's Republic of)

Fishing retailer is hacked, website is redirected to inappropriate content pages.https://www.theregister.com/2021/11/08/angling_direct/United Kingdom of Great Britain and Northern IrelandUndetermined

Costco discovers a credit card skimmer planted at one store location and notifies customers payment information may have been stolen.https://www.bleepingcomputer.com/news/security/costco-discloses-data-breach-after-finding-credit-card-skimmer/United States of AmericaUndetermined

Jukin Media is hacked, data is dumped online.https://www.databreaches.net/jukin-media-hacked-and-data-dumped-while-company-claims-a-password-reset-is-required-due-to-a-security-upgrade/United States of AmericaUndetermined

Upstate Homecare is hit with ransomware attack compromising personal information of 5,100 patients.https://www.hipaajournal.com/sarasota-mri-consociate-health-upstate-homecare-notify-patients-about-data-breaches/United States of AmericaUndetermined

Heartland Healthcare Services confirms that files containing patient data were exfiltrated from its network in an April 2022 ransomware attack.https://www.hipaajournal.com/5-security-breaches-reported-in-which-phi-was-potentially-compromised/United States of AmericaUndetermined

IT service provider suffers a ransomware attack, the attack spreads to 10% of its customers encrypting files. https://www.databreaches.net/cyberattack-hits-multiple-greek-shipping-firms/Greece Undetermined

Montana school district is hit with AvosLocker ransomware.https://www.databreaches.net/montana-high-school-hit-by-ransomware/United States of AmericaUndetermined

Seattle area school suffers a nondescript cyberattack.https://www.databreaches.net/lakeside-school-breach-what-happened/United States of AmericaUndetermined

Stock trading platform Robinhood suffers ransomware attack impacting 7 million customers.https://www.bleepingcomputer.com/news/security/robinhood-discloses-data-breach-impacting-7-million-customers/United States of AmericaUndetermined



Lorenz executed exfiltration of data and ransomeware in targeted network. Data presented on dark web "leak site" http://lorenzmlwpzgxq736jzseuterytjueszsvznuibanxomlpkyxk6ksoyd.onion/United States of AmericaUndetermined

South Australia's transportation deparment accounts are hacked compromising driver registration and licensing information.https://www.zdnet.com/article/hackers-gained-access-to-mysa-gov-accounts-including-licence-and-rego-details/Australia Undetermined

The Medical Review Institute of America suffers ransomware incident, hackers exploit the SonicWall vulnerability.https://www.databreaches.net/the-medical-review-institute-of-america-notifies-patients-of-ransomware-incident/United States of AmericaUndetermined

Phoenix Programs of Florida files an official notice of a data breach after several company email accounts were compromised.https://www.jdsupra.com/legalnews/phoenix-programs-of-florida-inc-6761591/United States of AmericaUndetermined

Massachusetts athletic associate website is defaced.https://www.databreaches.net/hacker-who-posted-pwned-on-miaa-website-says-they-hoped-to-help-expose-security-flaws/United States of AmericaUndetermined

German medical software vendor suffers ransomware attack disrupting operations and compromising customer logins.https://www.bleepingcomputer.com/news/security/medical-software-firm-urges-password-resets-after-ransomware-attack/Germany Undetermined

Public ilbrary suffers ransomware attack disrupting internal operations.https://www.govtech.com/security/cyber-attack-knocks-ohio-county-library-computers-offlineUnited States of AmericaUndetermined

National University of Singapore Society website is hacked, personal information of 1,355 members is stolen.https://www.databreaches.net/1355-nus-society-members-personal-data-stolen-possibly-put-on-sale-on-dark-web/United States of AmericaUndetermined

Online retailer suffers data breach compromising financial information of customers.https://www.bleepingcomputer.com/news/security/pro-wrestling-tees-discloses-data-breach-after-credit-cards-stolen/United States of AmericaUndetermined

California school district suffers data breach compromising personal information of current and former employees.https://www.databreaches.net/monterey-peninsula-unified-school-district-notifying-current-and-former-employees-of-data-security-incident/United States of AmericaUndetermined

Bl@ckt0r drops data on leak site.http://bl4cktorpms2gybrcyt52aakcxt6yn37byb65uama5cimhifcscnqkid.onion/Venezuela (Bolivarian Republic of)Undetermined

VPN Solutions suffers ransomware attack, multiple clients lack access to data months after the attack.https://www.databreaches.net/vpn-solutions-llc-suffered-a-ransomware-attack-two-months-ago-some-clients-still-cant-access-patient-data-hosted-on-the-service/United States of AmericaUndetermined

Loyola University Medical Center notifies 16,934 patients that some protected health informatin may have been accessed by an unauthorized individual who gained access to an employee email accounty.https://www.hipaajournal.com/healthcare-providers-and-health-plans-report-phishing-related-phi-breaches/United States of AmericaUndetermined

Toronto Transit Commission which runs the city's public transportation system suffers a ransomware attack disrupting some operations.https://www.zdnet.com/article/toronto-subways-hit-by-ransomware-as-us-lawmakers-slam-burdensome-cybersecurity-rules/Canada Undetermined

Israeli webhosting provider is hit with BlackShadow ransomware attack, client databases are stolen and company operations disrupted.https://www.bleepingcomputer.com/news/security/blackshadow-hackers-breach-israeli-hosting-firm-and-extort-customers/Israel Iran (Islamic Republic of)

The National Bank of Pakistan suffers a destructive cyberattack impacting the bank's internal network, ATMs, and mobile app.https://therecord.media/destructive-cyberattack-hits-national-bank-of-pakistan/Pakistan Undetermined

NRA files are leaked online following an apparent ransomware attack.https://www.bleepingcomputer.com/news/security/nra-no-comment-on-russian-ransomware-gang-attack-claims/United States of AmericaUndetermined

Cream Finance suffers a cyberattack, hackers steal estimated $130 million of Ethereum tokens.https://therecord.media/hackers-steal-130-million-from-cream-finance-the-companys-3rd-hack-this-year/UndeterminedUndetermined

Internet based pharmacy service suffers a data breach after its AWS portal is hacked.https://www.bleepingcomputer.com/news/security/us-online-pharmacy-ravkoo-links-data-breach-to-aws-portal-incident/United States of AmericaUndetermined

Cyberattack disrupts operations of all NIOPDC gas stations in Iran.https://www.bleepingcomputer.com/news/security/iranian-gas-stations-out-of-service-after-distribution-network-hacked/Iran (Islamic Republic of)Undetermined

Hackers breach the Venezuelan intelligence body database and publicize personal details of alleged Hezbollah operatives residing in the country.https://www.databreaches.net/political-refuge-for-terrorists-the-hezbollah-incubator-in-south-america-is-published/Venezuela (Bolivarian Republic of)Bolivia (Plurinational State of)

Florida pharmacy suffers data breach.https://www.databreaches.net/optometry-services-provider-and-specialty-pharmacy-services-both-report-breaches/United States of AmericaUndetermined

Cookware manufacturer is hit with Conti ransomware compromising employee data.https://www.securityweek.com/cookware-distribution-giant-meyer-discloses-data-breachUnited States of AmericaRussian Federation

Group of Pakistani hackers defaces website of Sambalpur University.https://www.databreaches.net/pakistani-agents-hack-sambalpur-university-website/India Undetermined

U.K. supermarket chain suffers a cyberattack interrupting online orders and deliveries.https://www.zdnet.com/article/tescos-website-restored-after-suspected-cyberattack/United Kingdom of Great Britain and Northern IrelandUndetermined

Arvin Club demands payment for data aquired. Information is posted on dark web site.https://cloudsek.com/threatintelligence/ransomware-group-profile-arvin-club/#:~:text=Arvin%20Club%20is%20a%20popular,latest%20attacks%20and%20data%20breaches.India Iran (Islamic Republic of)

Pennsylvania health system is hit with a Groove ransomware attack.https://www.databreaches.net/under-attack-by-groove-trivalley-primary-care-posts-notice-on-web-site-and-continues-caring-for-patients/United States of AmericaRussian Federation

German manufacturing company suffers ransomware attack interrupting operations.https://therecord.media/workers-sent-home-after-ransomware-attack-on-major-automotive-parts-manufacturer/Germany Undetermined

Wisconsin school district is hit with ransomware attack locking students and staff out of web portals.https://www.databreaches.net/wi-janesville-schools-hit-with-ransomware-attack-locking-digital-systems/United States of AmericaUndetermined

Major dairy processing company suffers ransomware attack interrupting operations and delaying supply chain.https://www.zdnet.com/article/schreiber-foods-back-to-normal-after-ransomware-attack-shut-down-milk-plants/United States of AmericaUndetermined

Medical laboratory company is hit with ransomware attack compromising personal information of over 33,000 individuals.https://www.hipaajournal.com/nationwide-laboratory-services-ransomware-attack-affects-33000-patients/United States of AmericaUndetermined

Illinois Gastroenterology Group (IGG) discloses to have suffered a data security incident that potentially impacted 227,943 individuals.https://healthitsecurity.com/news/illinois-gastroenterology-group-data-breach-impacts-228kUnited States of AmericaUndetermined

Internet telephone service provider suffers major outage from  extortion DDOS attack.https://www.theregister.com/2021/10/26/voipfone_outage/United Kingdom of Great Britain and Northern IrelandUndetermined

Ransomware attack disrupts government payments and operations in Papua New Guinea.https://www.securityweek.com/ransomware-attack-hits-png-finance-ministryPapua New GuineaUndetermined

Ohio based retirement organization suffers two consecutive ransomware attacks compromising personal information of over 4,000 individuals.https://www.databreaches.net/episcopal-retirement-services-suffered-two-ransomware-attacks-in-a-one-month-period/United States of AmericaUndetermined

The Los Angeles County Department of Mental Health reveals to have suffered a "malicious cyberattack" that compromised client information of 5,129 individuals.https://healthitsecurity.com/news/3-orgs-fall-victim-to-separate-phishing-email-security-incidentsUnited States of AmericaUndetermined

A series of small email service providers are hit with DDOS attacks and a ransom demand.https://therecord.media/ddos-attacks-hit-multiple-email-providers/UndeterminedUndetermined

A series of small email service providers are hit with DDOS attacks and a ransom demand.https://therecord.media/ddos-attacks-hit-multiple-email-providers/UndeterminedUndetermined

A series of small email service providers are hit with DDOS attacks and a ransom demand.https://therecord.media/ddos-attacks-hit-multiple-email-providers/UndeterminedUndetermined

A series of small email service providers are hit with DDOS attacks and a ransom demand.https://therecord.media/ddos-attacks-hit-multiple-email-providers/UndeterminedUndetermined

A series of small email service providers are hit with DDOS attacks and a ransom demand.https://therecord.media/ddos-attacks-hit-multiple-email-providers/UndeterminedUndetermined

A series of small email service providers are hit with DDOS attacks and a ransom demand.https://therecord.media/ddos-attacks-hit-multiple-email-providers/UndeterminedUndetermined

A series of small email service providers are hit with DDOS attacks and a ransom demand.https://therecord.media/ddos-attacks-hit-multiple-email-providers/UndeterminedUndetermined

A series of small email service providers are hit with DDOS attacks and a ransom demand.https://therecord.media/ddos-attacks-hit-multiple-email-providers/UndeterminedUndetermined

Taiwanese computer hardware manufacturer is victim of AvosLocker ransomware.https://cybernews.com/news/gigabyte-fell-victim-to-ransomware-again/Taiwan (Province of China)Undetermined

Indiana school district is hit with ransomware attack, information related to employee health plans is compromised.https://www.databreaches.net/duneland-school-corporation-notifying-employees-and-dependents-of-data-breach/United States of AmericaUndetermined

Italian agency responsible for protection of intellectual property rights of copyright holders' creative works is hit with ransomware attack, 60 GB of data is leaked. https://www.bleepingcomputer.com/news/security/italian-celebs-data-exposed-in-ransomware-attack-on-siae/Italy Undetermined

Swiss events organizer and marketing company suffers ransomware attack.https://portswigger.net/daily-swig/swiss-exhibitions-organizer-mch-group-hit-by-cyber-attackSwitzerlandUndetermined

Unknown attackers breach servers of Bosch iSite stealing 5G IoT source code and leaking it online for free.https://cybernews.com/news/threat-actors-leak-bosch-isite-platform-source-code/United States of AmericaUndetermined

Cambridge museum suffers a phishing attack revealing names and email addresses of customers.https://www.theregister.com/2021/10/20/centre_for_computing_data_breach/United Kingdom of Great Britain and Northern IrelandUndetermined

Turkish hacker defaces website of former President Donald Trump.https://www.vice.com/amp/en/article/4avkkn/hacker-turkey-hacks-defaces-donald-trump-websiteUnited States of AmericaUnited States of America

Ottawa's French Public School Board is victim of a ransomware attack.https://www.databreaches.net/ottawas-french-public-school-board-paid-hackers-a-ransom-following-cyberattack/Canada Undetermined

The Quantum ransomware gand drops leaked data samples on their TOR site.http://quantum445bh3gzuyilxdzs5xdepf3b7lkcupswvkryf3n7hgzpxebid.onion/target/tiliagroupUndeterminedUndetermined

The Quantum ransomware gand drops leaked data samples on their TOR site.http://quantum445bh3gzuyilxdzs5xdepf3b7lkcupswvkryf3n7hgzpxebid.onion/target/pvrltdIndia Undetermined

Management company suffers cyberattack interrupting operations.https://www.zdnet.com/article/customer-services-firm-atento-hit-by-cyberattack/Brazil Undetermined



Vantage Healthcare Network is hit with ransomware attack.https://www.hipaajournal.com/data-breaches-reported-by-jefferson-health-and-allegheny-health-network-home-infusion/United States of AmericaUndetermined

A data breach at Riviera Utilities exposes the personal details of customers after employee email accounts were accessed.https://portswigger.net/daily-swig/data-breach-at-us-energy-supplier-riviera-utilities-exposes-customer-informationUnited States of AmericaUndetermined

Ten unidentified Israeli hospitals are hit in a wave of DeepBlueMagic ransomware attacks.https://www.bleepingcomputer.com/news/security/suspected-chinese-hackers-behind-attacks-on-ten-israeli-hospitals/Israel Undetermined

Sinclair Broadcast Group is hit with Macaw Locker ransomware attack severly interrupting operations.https://www.bleepingcomputer.com/news/security/sinclair-tv-stations-crippled-by-weekend-ransomware-attack/United States of AmericaRussian Federation

Central Indiana Orthopedics is hit with Greif ransomware attack.https://www.databreaches.net/indiana-orthopedics-practice-becomes-a-victim-of-a-ransomware-attack/United States of AmericaUndetermined

Pennsylvania school district is hit with a ransomware attack.https://www.databreaches.net/pa-corry-school-district-says-ransomware-attack-may-have-exposed-current-and-very-old-data-on-staff-students/United States of AmericaUndetermined

Massachusetts hospital notifies 9,798 patients of unathorized access to its email enviornment that may have compromised protected health information.https://www.hipaajournal.com/healthcare-providers-and-health-plans-report-phishing-related-phi-breaches/United States of AmericaUndetermined

Graff, a high society jeweler, is hit with Conti ransomware, records of purchases by world leaders and public figures are stolen.https://securityaffairs.co/wordpress/123980/cyber-crime/conti-ransomware-graff-jeweller.htmlUnited Kingdom of Great Britain and Northern IrelandRussian Federation

Acer Taiwan suffers a cyberattack compromsing employee and prodcut information, the second attack against Acer by the same group in one week.https://www.bleepingcomputer.com/news/security/acer-hacked-twice-in-a-week-by-the-same-threat-actor/Taiwan (Province of China)Undetermined

Four affiliated online sports retailers suffer cyberattacks, hackers collectively steal credit card information of 1.8 million customers.https://www.bleepingcomputer.com/news/security/credit-card-info-of-18-million-people-stolen-from-sports-gear-sites/United States of AmericaUndetermined

Four affiliated online sports retailers suffer cyberattacks, hackers collectively steal credit card information of 1.8 million customers.https://www.bleepingcomputer.com/news/security/credit-card-info-of-18-million-people-stolen-from-sports-gear-sites/United States of AmericaUndetermined

Four affiliated online sports retailers suffer cyberattacks, hackers collectively steal credit card information of 1.8 million customers.https://www.bleepingcomputer.com/news/security/credit-card-info-of-18-million-people-stolen-from-sports-gear-sites/United States of AmericaUndetermined

Four affiliated online sports retailers suffer cyberattacks, hackers collectively steal credit card information of 1.8 million customers.https://www.bleepingcomputer.com/news/security/credit-card-info-of-18-million-people-stolen-from-sports-gear-sites/United States of AmericaUndetermined

Florida health system suffers a large data breach compromising  information of over 1.3 million individuals.https://www.bleepingcomputer.com/news/security/broward-health-discloses-data-breach-affecting-13-million-people/United States of AmericaUndetermined

One of Brazil's largest insurance groups suffers unidentified cyberattack interrupting operations.https://www.zdnet.com/article/brazilian-insurance-giant-porto-seguro-hit-by-cyberattack/Brazil Undetermined

Thai hotel and resort suffers ransomware attack compromising customer personal information.https://www.zdnet.com/article/luxury-hotel-chain-in-thailand-reports-data-breach/Thailand Undetermined

Tennessee healthcare management group suffers ransomware attack.https://www.databreaches.net/tn-professional-healthcare-management-discloses-ransomware-incident/United States of AmericaUndetermined

Acer's after-sales service systems in India suffer ransomware attack, 60 GB of data is leaked online.https://www.bleepingcomputer.com/news/security/acer-confirms-breach-of-after-sales-service-systems-in-india/India Undetermined

Israeli hospital is hit with a ransomware attack.https://www.securityweek.com/israeli-hospital-targeted-ransomware-attackIsrael Undetermined

University suffers major cyberattack interrupting campus operations for many days.https://www.bleepingcomputer.com/news/security/university-of-sunderland-announces-outage-following-cyberattack/United Kingdom of Great Britain and Northern IrelandUndetermined

Hackers plant web skimmer malicious code in government online store.https://therecord.media/hackers-plant-card-stealing-malware-on-website-that-sells-baron-and-duke-titles/UndeterminedUndetermined

Autonomous University of Barcelona suffers a significant ransomware attack, operations are interrupted for over a month.https://www.catalannews.com/society-science/item/autonomous-university-of-barcelona-servers-still-down-a-month-after-ransomware-attackSpain Undetermined

Olympus reveals a potential cybersecurity incident affecting its America IT systems.https://www.bleepingcomputer.com/news/security/olympus-us-systems-hit-by-cyberattack-over-the-weekend/United States of AmericaUndetermined

California health system suffers an apparent ransomware attack, health information of over 650,000 patients is potentially compromised.https://www.databreaches.net/community-medical-centers-notifying-656047-patients-of-ransomware-incident/United States of AmericaUndetermined

U.S. candy company is hit with ransomware attack weeks before Halloween.https://www.zdnet.com/article/illinois-candy-giant-hit-with-ransomware-weeks-before-halloween/United States of AmericaUndetermined

Threat actor compromises Aruba Central, an HPE network monitoring platform, data using a stolen access key.https://www.bleepingcomputer.com/news/security/hpe-says-hackers-breached-aruba-central-using-stolen-access-key/United States of AmericaUndetermined

Planned Parenthood Los Angeles suffers ransomware attack compromising protected health information of over 400,000 patients.https://www.bleepingcomputer.com/news/security/planned-parenthood-la-discloses-data-breach-after-ransomware-attack/United States of AmericaUndetermined

The Charlotte YMCA discloses suffering a data breach as a result of a ransomware attack.https://www.databreaches.net/some-members-getting-alerted-about-a-september-ransomware-attack-charlotte-ymca-says/United States of AmericaUndetermined

Hackers deface twitch changing background game images for a number of hours.https://www.theverge.com/2021/10/8/22716184/twitch-hack-jeff-bezos-pictures-defacedUnited States of AmericaUndetermined

Inidana dental practice suffers data breach, patient files are leaked online.https://www.databreaches.net/compton-and-broomhead-dental-center-alleged-victim-of-cyberattack/United States of AmericaUndetermined

The official facebook page of Navy warship USS Kidd is hacked, the page live streams online video gaming.https://threatpost.com/navy-warships-facebook-age-empires-gaming/175409/United States of AmericaUndetermined

Twitch game streaming platform is hacked, 125 GB of source code and user information is leaked online.https://www.bleepingcomputer.com/news/security/massive-twitch-hack-source-code-and-payment-reports-leaked/United States of AmericaUndetermined

South Dakota health system is hit with a cyberattack disrupting network operations.https://www.beckershospitalreview.com/cybersecurity/hackers-breach-south-dakota-health-system-5-details.htmlUnited States of AmericaUndetermined

Hong Kong based marketing firm is hit with REvil ransomware attack.https://www.zdnet.com/article/hong-kong-firm-becomes-latest-marketing-company-hit-with-revil-ransomware/China Russian Federation

Small health insurance provider suffers a data breach, personal information of over 62,000 individuals is revealed.https://portswigger.net/daily-swig/data-breach-at-new-mexico-healthcare-business-impacts-62-000-state-residentsUnited States of AmericaUndetermined

The Cl0p ransomware gang attacks Dacoll, a technology service provider to the UK polic, confidential data held by law enforcement is leaked online.https://securityaffairs.co/wordpress/125792/cyber-crime/clop-ransomware-uk-police.htmlUnited Kingdom of Great Britain and Northern IrelandUndetermined

Large international hotel chain suffers a ransomware attack crippling its operations.https://therecord.media/cyberattack-hits-melia-one-of-the-largest-hotel-chains-in-the-world/Spain Undetermined

Israeli aerospace and defense firm is hit by LockBit 2.0 ransomware.https://securityaffairs.co/wordpress/122892/cyber-crime/e-m-i-t-aviation-consulting-ransomware.htmlIsrael Undetermined

California school district discloses an unidentified cyber incident which interrupted internet access.https://www.databreaches.net/ca-lodi-schools-lose-internet-access-due-to-cyber-security-issue/United States of AmericaUndetermined

South Carolina school district suffers cyber incident interrupting school operations.https://www.infosecurity-magazine.com/news/cyber-incident-south-carolina/United States of AmericaUndetermined

National Association of Community Health Centers suffers ransomware attack.https://www.databreaches.net/national-association-of-community-health-centers-to-notify-current-and-former-employees-of-data-breach/United States of AmericaUndetermined

Fantasy Football Hub suffers data breach via comromised WordPress administrator dashboard.https://cybernews.com/news/fantasy-football-hub-suffered-a-data-breach-we-are-deeply-sorry-for-everything/United Kingdom of Great Britain and Northern IrelandUndetermined

Val Verde Regional Medical Center ('VVRMC') discloses a data security incident affecting 86,562 individuals.https://www.infosecurity-magazine.com/news/goodwill-ransomware-help-vulnerable/United States of AmericaUndetermined

Publication and webhosting giant suffers ransomware attack shutting down operations.https://www.bleepingcomputer.com/news/security/sandhills-online-machinery-markets-shut-down-by-ransomware-attack/United States of AmericaRussian Federation

Ransomware attack shuts down webpage and services of tourism company CVC.https://olhardigital.com.br/2021/10/04/seguranca/cvc-ataque-ransomware/United Kingdom of Great Britain and Northern IrelandUndetermined

Desorden Group claims to have breached Malaysian carrier company compromising  millions of customers' data.https://www.databreaches.net/another-malaysia-carrier-allegedly-hacked-and-data-exfiltrated-skynet/Malaysia Undetermined

Indiana health system suffers a cyberattack forcing a pivot to downtime procedures.https://www.scmagazine.com/news/incident-response/cyberattack-drives-johnson-memorial-into-ehr-downtime-proceduresUnited States of AmericaUndetermined

Medical Healthcare Solutions suffers ransomware attack, patient protected health information is leaked online.https://www.databreaches.net/hit-by-conti-ransomware-in-october-medical-healthcare-solutions-now-notifying-clients-patients/United States of AmericaRussian Federation

Valley Regional Transit suffers ransomware attack compromising personal information of 535 employees and contractors.https://www.databreaches.net/valley-regional-transit-target-of-ransomware-attack-info-may-have-been-compromised/United States of AmericaUndetermined

Bl@ckt0r drops data on leak site.http://bl4cktorpms2gybrcyt52aakcxt6yn37byb65uama5cimhifcscnqkid.onion/United States of AmericaUndetermined

Bl@ckt0r drops data on leak site.http://bl4cktorpms2gybrcyt52aakcxt6yn37byb65uama5cimhifcscnqkid.onion/Indonesia Undetermined

Quality Temporary Services, Inc. ("Qualified Staffing") reported a data breach after the company was the victim of a 2021 ransomware attack. 81,000 accounts are compromised.https://www.jdsupra.com/legalnews/more-than-81-000-social-security-6807521/United States of AmericaUndetermined

Quality Temporary Services, Inc. ("Qualified Staffing") reported a data breach after the company was the victim of a 2021 ransomware attack. 81,000 accounts are compromised.https://www.jdsupra.com/legalnews/more-than-81-000-social-security-6807521/United States of AmericaUndetermined

Researchers from Recorded Future reveal to have observed network intrusions targeting at least 7 Indian electricity grid centers by a Chinese state-sponsored actor dubbed TAG-38.https://therecord.media/suspected-china-backed-hackers-target-7-indian-electricity-grid-centers/India China

JVCKenwoods suffers significant ransomware attack, hackers claim to steal 1.7TB of data.https://www.bleepingcomputer.com/news/security/jvckenwood-hit-by-conti-ransomware-claiming-theft-of-15tb-data/Japan Russian Federation



TiteLive, a SaaS provider, suffers ransomware attack causing a complete shutdown of its products thus impacting hundreds of client companies.https://therecord.media/ransomware-attack-disrupts-hundreds-of-bookstores-across-france-belgium-and-the-netherlands/France Undetermined

Hacker breaches Argentinian government's IT network and steals ID card details of the country's entire population.https://therecord.media/hacker-steals-government-id-database-for-argentinas-entire-population/Argentina Undetermined

Care management provider is hit with phishing attack targeting an employee's paycheck, personal informaiton of 3,000 individuals is potentially compromised.https://www.hipaajournal.com/phi-of-40000-individuals-exposed-in-email-account-breaches/United States of AmericaUndetermined

Schneck Medical Center suffers cyberattack impacting organizational operations.https://www.hipaajournal.com/cyberattacks-reported-by-schneck-medical-center-and-epilepsy-foundation-of-texas/United States of AmericaUndetermined

Schneck Medical Center announces that it was notifying "a limited number" of patients of a data security incident that resulted in the access and exfiltration of some files containing protected health information (PHI).https://www.databreaches.net/in-schneck-medical-center-notifying-patients-about-data-security-incident/United States of AmericaUndetermined

Health information of employees enrolled in company health plan health is compromised in a cyberattack.https://www.hipaajournal.com/ransomware-attack-affects-81000-howard-university-college-of-dentistry-patients/United States of AmericaUndetermined

Mexican government health agency involved in COVID testing and research suffers a data breach.https://www.databreaches.net/mx-el-instituto-nacional-de-medicina-genomica-inmegen-hit-by-cyberattack/Mexico Undetermined

Union of eight towns in Italy is hit with ransomware attack, 80 GB of data is leaked online.https://www.redhotcyber.com/post/otto-comuni-bolognesi-colpiti-dal-ransomware-ransomexx-60gb-onlineItaly Undetermined

The RansomEXX ransomware gand drops leaked data samples on their TOR site.http://rnsm777cdsjrsdlbs4v5qoeppu3px6sb2igmh53jzrx7ipcrbjz5b2ad.onion/f8396912cf62435d63ae277feb2f13f413e153d2/Italy Russian Federation

Bandwidth.com, a voice over internet provider, suffers a DDOS attack disrupting company operations.https://www.bleepingcomputer.com/news/security/bandwidthcom-is-latest-victim-of-ddos-attacks-against-voip-providers/United States of AmericaUndetermined

Texas school district suffers ransomware attack disrupting IT systems.https://www.databreaches.net/tx-lufkin-isd-hit-by-ransomware-attack/United States of AmericaUndetermined

School system suffers ransomware attack compromising personal information of employees.https://www.databreaches.net/stonington-schools-were-victim-of-ransomware-attack-school-officials/United States of AmericaUndetermined

New ransomware dubbed colossus is discovered in attack against  automotive dealership group.https://www.securityweek.com/colossus-ransomware-hits-automotive-company-usUnited States of AmericaUndetermined

Ohio based retirement organization suffers two consecutive ransomware attacks compromising personal information of over 4,000 individuals.https://www.databreaches.net/episcopal-retirement-services-suffered-two-ransomware-attacks-in-a-one-month-period/United States of AmericaUndetermined

Bitcoin.org is defaced to promote a cryptocurrency giveaway scam,hackers steal $17,000.https://www.bleepingcomputer.com/news/security/bitcoinorg-hackers-steal-17-000-in-double-your-cash-scam/UndeterminedUndetermined

A suspected state-sponsored hacking group unsuccessfully attempts to breach the network of the Port of Houston.https://therecord.media/state-sponsored-hacking-group-targets-port-of-houston-using-zoho-zero-day/United States of AmericaUndetermined

Desorden Group claims to have stolen 200 GB of data from ABX Express.https://www.databreaches.net/desorden-group-claims-to-have-stolen-200-gb-of-data-from-abx-express/Malaysia Undetermined

Alabama health clinic suffers a ransomware attack compromising some patient information.https://www.databreaches.net/two-providers-in-colorado-and-alabama-report-breaches-and-a-benefits-administrator-in-georgia-also-reports-a-cyberattack/United States of AmericaUndetermined

Medsurant Health suffers ransomware attack impacting 45,000 individuals.https://www.databreaches.net/medsurant-health-discloses-ransomware-incident-but-not-yet-notifying-patients/United States of AmericaUndetermined

Texas educational non-profit suffers data breach compromising personal information of over 190,000 individuals.https://www.databreaches.net/national-math-and-science-initiative-notifies-more-than-190000-of-data-security-incident/United States of AmericaUndetermined

Researchers discover spearphishing campaign targeting a developer of fuel for Russia's ballistic missiles via a Microsoft vulnerability.https://therecord.media/russian-missile-fuel-maker-targeted-with-recent-office-zero-day/Russian FederationUndetermined

UK payroll firm suffers ransomware attack shutting down all systems for over a week.https://www.theregister.com/2021/09/28/giantpay_confirms_cyberattack/United Kingdom of Great Britain and Northern IrelandUndetermined

Health services provider suffers data breach potentially compromising patient personal information.https://www.databreaches.net/samaritan-daytop-village-discloses-breach/United States of AmericaUndetermined

Colorado health system suffers unauthorized access to employee email compromising protected health information of over 21,000 patients.https://www.hipaajournal.com/phi-of-40000-individuals-exposed-in-email-account-breaches/United States of AmericaUndetermined

A phishing incident at Central Minnesota Mental Health Center (CMMHC) potentially exposed the information of 28,725 individualshttps://healthitsecurity.com/news/phishing-attacks-email-security-incidents-hit-3-healthcare-orgsUnited States of AmericaUndetermined

Norwood Clinic is hit with a cyber attack and 228,000 individuals are likely impacted.https://www.securityweek.com/over-500000-patients-hit-data-breaches-healthcare-firms-alabama-coloradoUnited States of AmericaUndetermined

U.S. farmers cooperative suffers a BlackMatter ransomware attack, 1000 GB of data is stolen.https://www.bleepingcomputer.com/news/security/us-farmer-cooperative-hit-by-59m-blackmatter-ransomware-attack/United States of AmericaRussian Federation

Business solutionsp rovider suffers BlackMatter ransomware attack shutting down all services.https://www.bleepingcomputer.com/news/security/marketron-marketing-services-hit-by-blackmatter-ransomware/United States of AmericaRussian Federation

Ransomware attack disrupts services at North Carolina medical center.https://www.databreaches.net/ransomware-disrupts-services-at-coos-county-family-health-services-in-berlin/United States of AmericaUndetermined

French containerline suffers data breach compromising customer personal information.https://www.databreaches.net/fr-cma-cgm-hit-by-another-cyber-attack/France Undetermined

ALTDOS claims to have hacked Sunway Group, one of Maylaysia's biggest conglomerates.https://www.databreaches.net/altdos-claims-to-have-hacked-one-of-malaysias-biggest-conglomerates/Malaysia Undetermined

Hacktivist group exfiltrates data on 37,000 agents of El Salvador police.https://www.databreaches.net/focaleaks-claims-to-have-hacked-el-salvador-police-gained-access-to-records-on-civilians-agents-and-criminal-investigations/El SalvadorUndetermined

Arvin Club demands payment for data aquired. Information is posted on dark web site.https://cloudsek.com/threatintelligence/ransomware-group-profile-arvin-club/#:~:text=Arvin%20Club%20is%20a%20popular,latest%20attacks%20and%20data%20breaches.Belgium Iran (Islamic Republic of)

The RansomEXX ransomware gand drops leaked data samples on their TOR site.http://rnsm777cdsjrsdlbs4v5qoeppu3px6sb2igmh53jzrx7ipcrbjz5b2ad.onion/729db496c871250fe28f09f9623a91254aa6cc89/Saudi ArabiaRussian Federation

Minnesota farming supply cooperative suffers ransomware attack causing a shutdown of all IT systems.https://www.bleepingcomputer.com/news/security/second-farming-cooperative-shut-down-by-ransomware-this-week/United States of AmericaUndetermined

Decentralized finance platform suffers the theft of 277 bitcoin.https://www.infosecurity-magazine.com/news/hacker-steals-12m-from-defi/UndeterminedUndetermined

Georgia based benefits consulting firm is hit with ransomware attack.https://www.databreaches.net/two-providers-in-colorado-and-alabama-report-breaches-and-a-benefits-administrator-in-georgia-also-reports-a-cyberattack/United States of AmericaUndetermined

Malaysia web hosting service suffers ransomware attack.https://www.lowyat.net/2021/253244/exabytes-ransomware-attack/Malaysia Undetermined

Spanish language call center provider suffers debilitating ransomware attack.https://therecord.media/major-european-call-center-provider-goes-down-in-ransomware-attack/Spain Russian Federation

Washington based nonprofit suffers two consecutive ransomware attacks.https://www.hipaajournal.com/sound-generations-reports-two-ransomware-attacks-affecting-over-100000-individuals/United States of AmericaUndetermined

County in Kansas suffers ransomware attack disrupting county operations.https://www.databreaches.net/ks-pottawatomie-co-cyber-attack-encrypts-multiple-servers-extent-unclear/United States of AmericaUndetermined

Voice over internet provider suffers a DDOS attack disrupting company operations.https://www.bleepingcomputer.com/news/security/voipms-phone-services-disrupted-by-ddos-extortion-attack/Canada Undetermined

Decentralized finance platform suffers supply chain attack, hacker steals about $3 million of Ethereum.https://arstechnica.com/information-technology/2021/09/cryptocurrency-launchpad-hit-by-3-million-supply-chain-attack/UndeterminedUndetermined

Virginia school district suffers ransomware attack interrupting telecommunication functioning, district data is leaked on PayorGrief site.https://www.databreaches.net/va-greensville-county-public-schools-hit-by-grief-threat-actors/United States of AmericaUndetermined

The server of the German election commissioner suffers a hack taking down its website for a few moments.https://www.reuters.com/article/germany-election-cyber-idUSL8N2QH438Germany Undetermined

Scottish engineering firm is hit with a ransomware attack causing significant disruption.https://www.bleepingcomputer.com/news/security/engineering-giant-weir-group-hit-by-ransomware-attack/United Kingdom of Great Britain and Northern IrelandUndetermined

Pizza chain suffers a data breach revealing social security numbers of over 100,000 current and former employees.https://techcrunch.com/2021/11/18/california-pizza-kitchen-data-breach/United States of AmericaUndetermined

California medical center suffers phishing attack compromising protected health information of over 17,000 patients.https://www.hipaajournal.com/data-breaches-reported-by-uh-college-of-optometry-and-valley-mountain-regional-center/United States of AmericaUndetermined

New York school district suffers ransomware attack, student and employee personal information is leaked online.https://www.databreaches.net/update-student-and-personnel-files-from-manhasset-union-free-school-district-appear-on-the-dark-web/United States of AmericaUndetermined

Kansas medical clinic suffers data breach.https://www.hipaajournal.com/phi-potentially-compromised-in-hacking-incidents-at-four-healthcare-providers/United States of AmericaUndetermined

Massachusetts non-profit provider suffers data breach impacting personal information of over 68,000 individuals.https://www.hipaajournal.com/cyberattacks-and-data-theft-incidents-reported-by-medical-healthcare-solutions-and-advocates-inc/United States of AmericaUndetermined

Marshall & Melhorn files a notice of data breach after determining that an unauthorized party was able to access confidential information stored on the firm's IT network.https://www.jdsupra.com/legalnews/marshall-melhorn-llc-notifies-over-27k-2079887/United States of AmericaUndetermined

Cyber attack shuts down computer sysem of Jefferson Parish's courthouse forcing them to close for multiple days.https://www.databreaches.net/la-post-ida-cyber-attack-hits-jefferson-parish-courts-closures-to-last-until-at-least-sept-20/United States of AmericaUndetermined

Desert Pain Institute suffers data breach, unauthorized access to patient and employee personal information.https://www.databreaches.net/technology-vendor-mental-health-services-provider-and-pain-management-clinic-all-report-breaches-involving-protected-health-information/United States of AmericaUndetermined

Texas optometry clinic suffers data breach compromising personal information of over 18,000 individuals.https://www.hipaajournal.com/data-breaches-reported-by-uh-college-of-optometry-and-valley-mountain-regional-center/United States of AmericaUndetermined



The website of the Texas GOP is defaced in protest.https://portswigger.net/daily-swig/texas-republican-party-website-defaced-in-anonymous-protest-against-abortion-lawUnited States of AmericaUndetermined

Customer support company is hit with Ragnar Locker ransomware.https://krebsonsecurity.com/2021/09/customer-care-giant-ttec-hit-by-ransomware/United States of AmericaUndetermined

Personal data of 1.4 million people who took Covid tests in the Paris region in mid 2020 is stolen by hackers.https://www.securityweek.com/mass-personal-data-theft-paris-covid-tests-hospitalsFrance Undetermined

Personal information of nearly 350,000 employees and reitrees is potentially compromised through unauthorized access to employee email.https://www.databreaches.net/a-rough-week-for-missouri-teachers-who-are-notified-of-not-one-but-two-separate-incidents/United States of AmericaUndetermined

New York Psychotherapy and Counseling Center server is accessed by an unauthorized party comprimising some patient protected health information.https://www.databreaches.net/technology-vendor-mental-health-services-provider-and-pain-management-clinic-all-report-breaches-involving-protected-health-information/United States of AmericaUndetermined

Spotswood Public Schools discloses ransomware attack impacted 424 employees.https://www.databreaches.net/nj-spotswood-public-schools-to-notify-424-employees-impacted-by-a-ransomware-incident/United States of AmericaUndetermined

The city of Yonkers is the victim of a ransomware attack shutting down all city hall computers for over a week.https://www.databreaches.net/city-of-yonkers-hacked-no-computers-for-the-past-week-ransom-demanded-city-hall-says-no/United States of AmericaUndetermined

Dorcester County Government is victim of unauthroized access to its email accounts.https://www.databreaches.net/sc-dorchester-county-government-notice-of-february-security-incident/United States of AmericaUndetermined

US security blog is the target of a DDOS attack executed by the Meris botnet.https://krebsonsecurity.com/2021/09/krebsonsecurity-hit-by-huge-new-iot-botnet-meris/United States of AmericaUndetermined

The website of Brazil's National Health Surveillance Agency is defaced in an apparent protest against the suspension of a World Cup qualifing match.https://www.databreaches.net/br-hackers-take-part-of-anvisas-website-off-the-air-and-replace-it-with-argentinas-flag/Brazil Undetermined

New group claims responsibility for data breach of SANSA and leaks 16TB of data on dark web.https://www.databreaches.net/sansa-breach-international-hacker-group-claims-responsibility-for-space-agency-leak/South AfricaUndetermined

Tennessee area Chamber of Commerce suffers data breach, 77 GB of data is posted for sale.https://www.govtech.com/security/is-someone-selling-data-from-local-tenn-commerce-chamberUnited States of AmericaUndetermined

New Zealand bank suffers DDOS attack taking its banking app and website offline.https://www.zdnet.com/article/anz-new-zealand-back-online-after-outage-from-ddos-attack/New ZealandUndetermined

New Zealand bank suffers DDOS attack causing interruptions in services.https://www.stuff.co.nz/business/300402182/government-still-gauging-impact-of-wednesdays-denialofservice-attacksNew ZealandUndetermined

New Zealand meterological service is one of several organizations to suffer a coordinated DDOS attack.https://www.stuff.co.nz/business/300402182/government-still-gauging-impact-of-wednesdays-denialofservice-attacksNew ZealandUndetermined

New Zealand postal service is one of several organizations to suffer a coordinated DDOS attack.https://www.stuff.co.nz/business/300402182/government-still-gauging-impact-of-wednesdays-denialofservice-attacksNew ZealandUndetermined

New Zealand government ministry is one of several organizations to suffer a coordinate DDOS attack.https://www.stuff.co.nz/business/300402182/government-still-gauging-impact-of-wednesdays-denialofservice-attacksNew ZealandUndetermined

Hackers deface Russian government website promoting a bitcoin scheme.https://www.databreaches.net/hackers-hijack-russian-government-website-prompts-ponzi-bitcoin-scheme/Russian FederationUndetermined

Personal information of over 40,000 patients Is stolen in a ransomware attack against hospital in Thailand.https://www.databreaches.net/th-hacker-steals-40000-patients-data-from-kidney-hospital/Thailand Undetermined

Olympus is hit by an attempted malware attack impacing its Europe, Middle East, and Africa IT systems.https://www.bleepingcomputer.com/news/security/blackmatter-ransomware-hits-medical-technology-giant-olympus/United States of AmericaRussian Federation

Russian internet giant is targeted in a massived DDOS attack continuing for over a week.https://www.bleepingcomputer.com/news/security/yandex-is-battling-the-largest-ddos-in-russian-internet-history/Russian FederationUndetermined

REvil leaks data stolen from South Carolina Legal Services including sensitive personal information.https://securityaffairs.co/wordpress/121952/cyber-crime/revil-ransomware-gang-servers-back-online.htmlUnited States of AmericaRussian Federation

Revil leaks data stolen from Ensinger Plastics in a malware attack.https://securityaffairs.co/wordpress/121952/cyber-crime/revil-ransomware-gang-servers-back-online.htmlUnited States of AmericaRussian Federation

Hacker claims to have stolen personal information of 7 million Israelis from the CITY4U website.https://securityaffairs.co/wordpress/121984/breaking-news/israelis-data-online.htmlIsrael Undetermined

Personal informatin of over 10,000 patients is stolen in cyber attack against hospital in Thailand.https://www.databreaches.net/th-hacked-hospital-patients-data-not-important/Thailand Undetermined

Student data is stolen from Dutch university in cyber attack and distrbuted online.https://www.databreaches.net/hacker-puts-stolen-data-online-because-college-refuses-to-pay/NetherlandsUndetermined

Ransomware attack encrypts the entire network of the South African Justice Department making all electronic services unavailable.https://www.bleepingcomputer.com/news/security/ransomware-encrypts-south-africas-entire-dept-of-justice-network/South AfricaUndetermined

Using a compromised password hacker gains access to GoDaddy WordPress hosting environment and data on up to 1.2 million customers.https://www.bleepingcomputer.com/news/security/godaddy-data-breach-hits-12-million-managed-wordpress-customers/United States of AmericaUndetermined

Nevada medical center suffers ransomware attack, hackers compromise encrypted patient data.https://www.databreaches.net/las-vegas-cancer-center-hit-by-ransomware-over-labor-day-weekend-3000-patients-notified/United States of AmericaUndetermined

Hackers exploit vulnerability to install Monero miner in the Jenkin's Confluence project system.https://www.bleepingcomputer.com/news/security/jenkins-projects-confluence-server-hacked-to-mine-monero/United States of AmericaUndetermined

California bank is hit with a ransomware attack.https://securityaffairs.co/wordpress/121872/cyber-crime/pacific-city-bank-avos-locker-ransomware.htmlUnited States of AmericaUndetermined

Utah Imaging Associates is hit with cyberattack compromising files containing protected health information of patients.https://www.hipaajournal.com/phi-of-1-27-million-patients-compromised-in-two-healthcare-data-breaches/United States of AmericaUndetermined

New Zealand's third largest internet provider is hit with a massive DDOS attack causing temporary widespread internet outage.https://www.reuters.com/technology/widespread-internet-outages-hits-users-across-new-zealand-2021-09-03/New ZealandUndetermined

Howard University suffers a ransomware attacking shutting down campus wifi and cancelling classes.https://www.bleepingcomputer.com/news/security/howard-university-shuts-down-network-after-ransomware-attack/United States of AmericaUndetermined

Howard University College of Dentistry suffers ransomware attack interrupting classes and compromising patient dental records.https://www.hipaajournal.com/ransomware-attack-affects-81000-howard-university-college-of-dentistry-patients/United States of AmericaUndetermined

Optima Dermatology Holdings announces it has experienced an email security incident that resulted in the exposure of the protected health information of patients of The Dermatology Center of Indiana and Advanced Dermatology & Skin Cancer Center.https://www.hipaajournal.com/email-security-incidents-reported-by-healthplex-and-optima-dermatology/United States of AmericaUndetermined

UK telecommunications company is hit with a sophisticated DDOS attack and attached to a ransom demand.https://www.theregister.com/2021/09/02/uk_voip_telcos_revil_ransom/United Kingdom of Great Britain and Northern IrelandRussian Federation

UK telecommunications company is hit with a sophisticated DDOS attack and attached to a ransom demand.https://www.theregister.com/2021/09/02/uk_voip_telcos_revil_ransom/United Kingdom of Great Britain and Northern IrelandRussian Federation

Researchers detect espionage campaign against one of Afghanistan's largest telecommunications providers.https://www.recordedfuture.com/chinese-APT-groups-target-afghan-telecommunications-firm/AfghanistanChina

Iranian group compromised email accounts at Bahrain-based IT company that works with government clients, who were likely the group's ultimate target.https://www.bleepingcomputer.com/news/security/microsoft-iranian-state-hackers-increasingly-target-it-sector/Bahrain Iran (Islamic Republic of)

Employee email accounts at Advent Health Partners containing some personal information experience unauthorized access.https://www.hipaajournal.com/healthcare-providers-and-health-plans-report-phishing-related-phi-breaches/United States of AmericaUndetermined

California based health centers suffer ransomware attack disrupting operations at all locations and compromising patient data.https://www.bleepingcomputer.com/news/security/united-health-centers-ransomware-attack-claimed-by-vice-society/United States of AmericaUndetermined

Florida bank is hit with LockBit 2.0 ransomware attack.https://www.tallahassee.com/story/money/2021/08/26/envision-credit-union-taking-steps-after-possible-cyber-attack-lockbit/8254377002/United States of AmericaUndetermined

Cream Finance suffers a cyber attack, hacker utilized a reentrancy attack on the flash loan feature to steal $29 million in cryptocurrenies.https://therecord.media/hackers-steal-29-million-from-crypto-platform-cream-finance/UndeterminedUndetermined

North East ISD discovers an email account is compromised  in an attempted wire fraud.https://www.databreaches.net/hacker-compromises-personal-info-of-neisd-employees/United States of AmericaUndetermined

California hospital suffers a ransomware attack, some patient informaiton is leaked on dark web.https://www.zdnet.com/article/ransomware-groups-continue-assault-on-healthcare-orgs-as-covid-19-infections-increase/United States of AmericaUndetermined

Individuals protected health information is compromised through unauthroized access to an employee email account.https://www.databreaches.net/council-on-aging-of-southwestern-ohio-notifies-clients-after-employee-email-account-compromsed/United States of AmericaUndetermined

California insurance broker suffers ransomware attack.https://www.databreaches.net/blue-shield-of-california-insurance-broker-victim-of-ransomware-attack/United States of AmericaUndetermined

Healthcare technology services company is hit with a ransomware attack following a compromised patient portal, the incident impacts over 6,000 individuals.https://www.databreaches.net/technology-vendor-mental-health-services-provider-and-pain-management-clinic-all-report-breaches-involving-protected-health-information/United States of AmericaUndetermined

The RansomEXX ransomware gand drops leaked data samples on their TOR site.http://rnsm777cdsjrsdlbs4v5qoeppu3px6sb2igmh53jzrx7ipcrbjz5b2ad.onion/eb6b21be0cbd07589dff284de4e20bbdff54e097/United States of AmericaRussian Federation

Boston Public Library System suffers a cyber attack causing a system-wide outage.https://www.bleepingcomputer.com/news/security/boston-public-library-discloses-cyberattack-system-wide-technical-outage/United States of AmericaUndetermined

Texas hospital is hit with ransomware attack compromising personal information of over 3,000 employees and patients.https://www.hipaajournal.com/security-breaches-reported-by-lavaca-medical-center-and-throckmorten-county-memorial-hospital/United States of AmericaUndetermined

California health and social services provider suffers unauthorized network access compromising protected health information of nearly 20,000 individuals.https://www.hipaajournal.com/cyberattacks-reported-by-las-vegas-cancer-center-and-seneca-family-of-agencies/United States of AmericaUndetermined

Maryland hospital suffers email server breach comrpomising patient person information.https://www.beckershospitalreview.com/cybersecurity/maryland-hospital-patient-information-exposed-in-email-breach.htmlUnited States of AmericaUndetermined

Hacktivist group breaches Tehran prison complex video system and leaks videos showing extensive prisoner abuse.https://therecord.media/hacktivists-leak-videos-of-abuse-in-iran-evin-prison/Iran (Islamic Republic of)Iran (Islamic Republic of)



Bangkok Airways is hit with LockBit 2.0 ransomware attack, passenger information is compromised.https://www.bangkokair.com/press-release/view/clarifies-the-incident-of-a-cybersecurity-attackThailand Undetermined

Patient personal information is compromised following unauthorized access to an employee email.https://www.hipaajournal.com/hospital-pharmacy-and-dental-practice-report-hacking-incidents-impacting-more-than-355000-patients/United States of AmericaUndetermined

Educational institution suffers a ransomware attack blocking all student and employee access to files and systems.https://www.databreaches.net/educational-institution-roc-mondriaan-in-the-hague-victim-of-major-cyber-attack/NetherlandsUndetermined

Brazil's largest department store chain suffers a severe ransomware attack shutting down systems and its web store.https://therecord.media/ransomware-hits-lojas-renner-brazils-largest-clothing-store-chain/Brazil Undetermined

Manufacturing company suffers ransomware attack comrpomising protected health information of its employees covered by employee insurance.https://www.hipaajournal.com/phi-of-employees-potentially-compromised-in-tech-etch-ransomware-attack/United States of AmericaUndetermined

Pharmacy group is victim of phishing attack compromising personal information of over 28,000 individuals.https://healthitsecurity.com/news/houston-health-department-suffers-healthcare-data-breachUnited States of AmericaUndetermined

Liquid crypotcurrency exchange is hacked, $90 million in cryptocurrencies is stolen and all exchanges are temporarily shut down.https://www.bleepingcomputer.com/news/security/liquid-cryptocurency-exchange-loses-over-90-million-following-hack/Japan Undetermined

Ibex notifies customers of a previous data breach as a result of a malware incident.https://www.databreaches.net/ibex-provides-notice-of-data-security-incident/United States of AmericaUndetermined

Texas hospital notifies over 48,000 individuals their patient information may have been compromised in a cyberattack.https://www.beckershospitalreview.com/cybersecurity/hacker-breaches-texas-hospital-s-it-systems-exposing-48-000-patients.htmlUnited States of AmericaUndetermined

Singapore insurance company is hit by an undisclosed ransomware attack.https://www.bleepingcomputer.com/news/security/japanese-insurer-tokio-marine-discloses-ransomware-attack/Singapore Undetermined

Dubai medical center suffers a ransomware attack, hackers claim to have stolen 60Gb of data including patient information.https://www.databreaches.net/moorfields-eye-hospital-investigating-cyberattack-on-dubai-hospital-notifying-patients/United Arab EmiratesUndetermined

JDC Healthcare Management discloses ransomware attack.https://www.databreaches.net/jdc-healthcare-discloses-ransomware-incident-still-figuring-out-who-needs-to-be-notified/United States of AmericaUndetermined

Texas pharmacy suffers ransomware attack compromising customer personal information.https://www.hipaajournal.com/ransomware-roundup-5-healthcare-organizations-fall-victim-to-ransomware-attacks/United States of AmericaUndetermined

Non-profit hospital system is hit with a ransomware attack shutting down hospital systems and stealing sensitive patient data.https://www.bleepingcomputer.com/news/security/hive-ransomware-attacks-memorial-health-system-steals-patient-data/United States of AmericaRussian Federation

Israel's Bar Ilan University is hit with an apparent ransomware attack.https://www.haaretz.com/israel-news/tech-news/.premium-cyberattack-on-israeli-university-data-being-erased-right-now-1.10119912Israel Undetermined

Belarusian hackers release stolen data from the government's secret police.https://www.bloomberg.com/news/articles/2021-08-24/belarus-hackers-seek-to-overthrow-local-government?sref=E9Urfma4Belarus Belarus

MNG Kargo is hacked, customer information is stolen.https://www.databreaches.net/tr-mng-kargo-hacked-user-information-stolen/Turkey Undetermined

Hacker claims to have breached T-Mobile's servers stealing personal data of approximately 100 million customers.https://www.bleepingcomputer.com/news/security/hacker-claims-to-steal-data-of-100-million-t-mobile-customers/United States of AmericaUndetermined

Brazilian National Treasury is hit with a ransomware attack but able to quickly contain damage.https://www.zdnet.com/article/brazilian-national-treasury-hit-with-ransomware-attack/Brazil Undetermined

Cook County Circuit Court website is manipulated to direct users to an NFL website.https://www.databreaches.net/cook-county-circuit-clerks-website-may-not-be-fully-functional-for-a-few-weeks/United States of AmericaUndetermined

Missouri Delta Medical Center appears to have suffered a Hive ransomware attack.https://www.databreaches.net/missouri-delta-medical-center-silent-about-patient-data-dump-and-claimed-ransomware-attack/United States of AmericaRussian Federation

New Zealand plumbing company files appears on Lockbit leak site.https://www.stuff.co.nz/business/126017957/ransomware-attackers-claim-to-have-stolen-data-from-three-nz-firmsNew ZealandUndetermined

County in Idaho suffers a malware attack taking multiple departments offline for many days.https://www.govtech.com/security/idaho-county-experiences-network-outages-due-to-malwareUnited States of AmericaUndetermined

The RansomEXX ransomware gand drops leaked data samples on their TOR site.http://rnsm777cdsjrsdlbs4v5qoeppu3px6sb2igmh53jzrx7ipcrbjz5b2ad.onion/11452f257a405227ef796fbc1039b218359d6727/Taiwan (Province of China)Russian Federation

Accenture suffers a ransomware attack that appears to stem from a compromised employee computer, hackers claim to have stolen 6TB of data.https://www.bleepingcomputer.com/news/security/accenture-confirms-hack-after-lockbit-ransomware-data-leak-threats/United States of AmericaUndetermined

Anonymous Belarusian hackers breach the national civil status system revealing hidden Covid-19 death statistics.https://www.databreaches.net/lukashenko-hid-the-real-data-of-covid-19-mortality-a-cyber-attack-has-revealed-figures-about-14-times-higher/Belarus Belarus

Poly Network suffers a cyber attack, hacker steals $600 million in various cryptocurrencies, making it the largest cryptocurrency hack to date.https://www.bleepingcomputer.com/news/security/over-600-million-reportedly-stolen-in-cryptocurrency-hack/UndeterminedUndetermined

French government's visa website suffers a cyber attack exposing personal data of visa applicants.https://portswigger.net/daily-swig/french-government-visa-website-hit-by-cyber-attack-that-exposed-applicants-personal-dataFrance Undetermined

Optometry practice suffers data breach as a result of unauthorized access to employee email.https://portswigger.net/daily-swig/oregon-eye-specialists-discloses-data-breach-following-employee-email-compromiseUnited States of AmericaUndetermined

U.S. fertility clinic suffers a ransomware attack and data breach, exposing significant health and financial information of about 350,000 patients.https://www.zdnet.com/article/quest-owned-fertility-clinic-announces-data-breach-after-august-ransomware-attack/United States of AmericaUndetermined

Utah health insurance provider suffers data breach compromising customer information.https://www.databreaches.net/ut-emi-health-alerting-plan-members-to-breach-notices-will-follow-at-a-later-date/United States of AmericaUndetermined

Texas medical practice is victim of a cyberattack compromising protected health information of over 500,000 patients.https://www.hipaajournal.com/over-535000-individuals-affected-by-ransomware-attack-on-texas-ent-specialists/United States of AmericaUndetermined

Korean branch of Chanel suffers a data breach revealing personal information of customers.https://www.infosecurity-magazine.com/news/chanel-apologizes-for-data-breach/Korea (the Republic of)Undetermined

Dallas Independent School District reveals personal information of all students, employees, and contractors has been compromised in a ransomware attack.https://www.zdnet.com/article/dallas-school-district-admits-ssns-and-more-of-all-employees-and-students-since-2010-accessed-during-security-incident/United States of AmericaUndetermined

Italian luxury brand is hit by RansomEXX attack, hackers claim to have stolen 20Gb of data.https://securityaffairs.co/wordpress/120898/data-breach/ransomexx-ransomware-zegna.htmlItaly Undetermined

Singapore real estate company suffers a data security breach.https://www.databreaches.net/sg-orangetee-real-estate-group-suffers-data-security-breach/Singapore Undetermined

Singapore medical center suffers ransomware attack, patient data is compromised.https://www.infosecurity-magazine.com/news/cyber-attack-compromises-patient/Singapore Undetermined

California recruiting firm suffers ransomware attack compromising information of nearly 50,000 individuals.https://www.securityweek.com/recruiting-firm-apparently-pays-ransom-after-being-targeted-hackersUnited States of AmericaUndetermined

The RansomEXX ransomware gand drops leaked data samples on their TOR site.http://rnsm777cdsjrsdlbs4v5qoeppu3px6sb2igmh53jzrx7ipcrbjz5b2ad.onion/8dbbf447fa05f73d6b0335e7d067245f5516283f/United States of AmericaRussian Federation

The Illinois Firearm Owners Identication card portal is hit with a cyber attack compromising information on 2,000 card holders.https://www.databreaches.net/illinois-foid-card-system-hit-by-cyber-attack/United States of AmericaUndetermined

Italian renewable energy provider quickly recovers from an undisclosed ransomware attack.https://www.bleepingcomputer.com/news/security/energy-group-erg-reports-minor-disruptions-after-ransomware-attack/Italy Undetermined

Sewage treatment plant in rural Maine suffers a ransomware attack shutting down the control computer.https://www.securityweek.com/rural-sewage-plants-hit-ransomware-attacks-maineUnited States of AmericaUndetermined

Florida medical center suffers ransomware attack compromising patient personal information.https://www.databreaches.net/two-more-ransomware-attacks-on-medical-entities-impact-56000-patients-in-florida-and-texas/United States of AmericaUndetermined

Texas medical center suffers ransomawre attack compromising patient personal information.https://www.databreaches.net/two-more-ransomware-attacks-on-medical-entities-impact-56000-patients-in-florida-and-texas/United States of AmericaUndetermined

UK federation of six schools  is hit with a ransomware attack that encrypts all its data.https://www.bbc.com/news/uk-england-hampshire-58078670United Kingdom of Great Britain and Northern IrelandUndetermined

Florida foster agency files appear on PYSA data leak website.https://www.databreaches.net/u-s-medical-entities-fall-prey-to-pysa-threat-actors-but-many-havent-disclosed-it-at-least-not-yet/United States of AmericaUndetermined

Drug and Alcohol entity files appear on PYSA data leak website.https://www.databreaches.net/u-s-medical-entities-fall-prey-to-pysa-threat-actors-but-many-havent-disclosed-it-at-least-not-yet/United States of AmericaUndetermined

Taiwanese computer hardware manufacturer suffers RansomEXX attack shutting down systems in Taiwan, hackers claim to have stolen 112 Gb of data.https://www.bleepingcomputer.com/news/security/computer-hardware-giant-gigabyte-hit-by-ransomexx-ransomware/Taiwan (Province of China)Undetermined

New York social service provider suffers cyberattack compromising protected health informaiton of 8,214 individuals.https://www.hipaajournal.com/cyberattacks-reported-by-family-of-woodstock-and-viverant/United States of AmericaUndetermined

The Rhode Island Public Transit Authority suffers a data breach compromising personal information associated with employee health plans.https://www.zdnet.com/article/rhode-island-attorney-general-opening-investigation-into-transit-authority-after-data-breach/United States of AmericaUndetermined

Paxton Media Group suffers a cyber attack compromising employee personal information.https://www.databreaches.net/paxton-newspaper-employees-data-copied-company-reveals/United States of AmericaUndetermined

The European Commission's Cybersecurity Atlas appears to be the victim of a cyberattack when its entire backend database is posted for sale on the dark web.https://therecord.media/eu-officials-investigating-breach-of-cybersecurity-atlas-project/UndeterminedUndetermined

U.S. defense contractor suffers data breach as a result of a compromised employee email account, employee personal information is stolen and other sensitive company files were vulnerable.https://www.bleepingcomputer.com/news/security/us-defense-contractor-electronic-warfare-hit-by-data-breach/United States of AmericaUndetermined

Colorado medical center suffers unauthorized access to employee email accounts compromising information of over 52,000 individuals.https://www.securityweek.com/over-500000-patients-hit-data-breaches-healthcare-firms-alabama-coloradoUnited States of AmericaUndetermined

California based WWS is hit with Ghost variant ransomware attack.https://us-cert.cisa.gov/ncas/alerts/aa21-287aUnited States of AmericaUndetermined



The Region of Lazio suffers a ransomware attack that encrypts all files in its data center and disrupts its IT network, shutting down regional operations including the Covid-19 vaccination effort.https://www.bleepingcomputer.com/news/security/ransomware-attack-hits-italys-lazio-region-affects-covid-19-site/Italy Undetermined

New Zealand retailer files appear on Lockbit leak site.https://www.stuff.co.nz/business/126017957/ransomware-attackers-claim-to-have-stolen-data-from-three-nz-firmsNew ZealandUndetermined

HVAC vendor for multiple Boston hospitals is targetd in a supply chain ransomware attack.https://www.databreaches.net/exclusive-attack-on-hvac-vendor-gave-threat-actor-access-to-boston-childrens-hospital/United States of AmericaUndetermined

Data capture and storage company suffers ransomware attack.https://www.theregister.com/2021/11/10/stor_a_file_ransomware_attack_solarwinds_serv_u/United Kingdom of Great Britain and Northern IrelandRussian Federation

South Dakota county suffers data breach.https://www.databreaches.net/sd-brown-county-received-notification-of-a-breach-when-computer-system-shut-down-in-august/United States of AmericaUndetermined

OpenSubtitles, a website that provides free subtitles, was previously hacked and paid a ransom; months later data on over 6.7 million users is leaked online.https://therecord.media/opensubtitles-discloses-successful-extortion-attempt-data-breach/United States of AmericaUndetermined

Business services provider suffers ransomware attack resulting in significant data breach including personal information of over 500,000 individuals.https://www.bleepingcomputer.com/news/security/business-services-provider-morley-discloses-ransomware-incident/United States of AmericaUndetermined

The RansomEXX ransomware gand drops leaked data samples on their TOR site.http://rnsm777cdsjrsdlbs4v5qoeppu3px6sb2igmh53jzrx7ipcrbjz5b2ad.onion/c74c3896ecb1652a55b805c6fd61747231f550e2/United Kingdom of Great Britain and Northern IrelandRussian Federation

Lorenz executed exfiltration of data and ransomeware in targeted network. Data presented on dark web "leak site" http://lorenzmlwpzgxq736jzseuterytjueszsvznuibanxomlpkyxk6ksoyd.onion/United States of AmericaUndetermined

North Carolina mental health service provider appears to be the victim of a cyberattack, over 600Gb of exfiltrated data containing personal and medical information is posted for sale online.https://www.databreaches.net/nc-sandhills-center-remains-silent-after-threat-actors-claim-to-have-hacked-them-and-exfiltrated-634-gb-of-their-files/United States of AmericaUndetermined

South African non-profit blood bank discloses an unspecified cyberattack.https://www.databreaches.net/za-blood-service-hit-by-cyberattack/South AfricaUndetermined

Silicon Valley venture capital firm sufffers a ransomware attack, personal information of 300 investors stolen.https://www.securityweek.com/advanced-technology-ventures-discloses-ransomware-attackUnited States of AmericaUndetermined

New Zealand property maintence company suffers Lockbit ransomware attack.https://www.stuff.co.nz/business/126017957/ransomware-attackers-claim-to-have-stolen-data-from-three-nz-firmsNew ZealandUndetermined

Karapatan, a human rights group, suffers an ongoing DDOS attack that appears to be linked to the Philippine Army. https://therecord.media/investigation-links-ddos-attack-on-filipino-media-outlets-to-government-agencies/PhilippinesPhilippines

Educators Mutual Insurance Associate discovers unauthorized network access potentially compromising protected health information of its members.https://www.hipaajournal.com/data-breaches-reported-by-true-health-new-mexico-educators-mutual-insurance-association/United States of AmericaUndetermined

ACE Surgical Supply suffers unauthorized network access, hackers may have obtained health information of 12,000 individuals.https://www.hipaajournal.com/hacking-incidents-reported-by-retinal-consultants-medical-group-three-rivers-regional-commission-ace-surgical-supply/United States of AmericaUndetermined

Lorenz executed exfiltration of data and ransomeware in targeted network. Data presented on dark web "leak site" http://lorenzmlwpzgxq736jzseuterytjueszsvznuibanxomlpkyxk6ksoyd.onion/United States of AmericaUndetermined

Canadian mental health service provider is hacked and personal information of patients is posted for sale online.https://www.databreaches.net/ca-unknown-number-of-peoples-personal-information-for-sale-online-after-homewood-health-hacked/Canada Undetermined

Babuk v.2.0 drops data dump of 130gb sensitive information on the dark web, including the full emails archives.http://nq4zyac4ukl4tykmidbzgdlvaboqeqsemkp4t35bzvjeve6zm2lqcjid.onion/blog/0f09749244704dd7eda6e563ddd286eb4bd7ab0138dfefbc93a237c6179c0b21/United States of AmericaUndetermined

The Instagram account of Australian news channel SBS is hacked.https://grahamcluley.com/vikings-hack-instagram-account-of-sbs-news-in-australia/Australia Undetermined

Coghlin Electrical is hit with a ransomware attack, exfiltrated data is leaked online including financial documents.https://www.databreaches.net/coghlin-electrical-co-hit-with-ransomware-attack/United States of AmericaUndetermined

North American food importer suffers data breach involving employee personal information as the result of a ransomware attack.https://portswigger.net/daily-swig/us-food-importer-atalanta-admits-ransomware-attackUnited States of AmericaUndetermined

Babuk v.2.0 drops 400 gb of data in total. Which includes the following : customer data, corporative clients, confidential files, agreements, taxes, funds transfers and about 1 gb of you emails of sensitive information on the dark web.http://nq4zyac4ukl4tykmidbzgdlvaboqeqsemkp4t35bzvjeve6zm2lqcjid.onion/blog/3483b78af6ee44881238e7fc60509b54c0e83edce7687f606c2682e60ab9b981/United States of AmericaUndetermined

An online petition calling for investigation into a US biological laboratory is hit with a denial of services cyberattack.http://www.chinadaily.com.cn/a/202107/26/WS60fe1610a310efa1bd6644b0.htmlUndeterminedUndetermined

The Clinical Hospital in Romania's capital city is hit with a ransomware attack.https://www.databreaches.net/phobos-ransomware-infection-at-the-clinical-hospital-no-1-cf-witting-in-bucharest/Romania Undetermined

Emma Willard School is hit with a ransomware attack that compromises financial information of some school members.https://www.databreaches.net/emma-willard-school-hit-by-ransomware-attack/United States of AmericaUndetermined

Greece's second largest city suffers a ransomware attack shutting down online operations.https://www.databreaches.net/cyberattack-shuts-down-services-in-greeces-second-largest-city/Greece Undetermined

THORChain suffers a cyberattack, hacker steals $8 million of Ether cryptocurrency.https://www.hackread.com/defi-protocol-thorchain-hacked-whitehat-attack/UndeterminedUndetermined

Names and addresses of over 100,000 customers of Guntrader.uk are stolen are published online.https://www.bbc.com/news/technology-57932823United Kingdom of Great Britain and Northern IrelandUndetermined

Transnet, the state run operator of South African major ports and railways, suffers an unidentified cyberattack shutting down port operations. https://www.reuters.com/world/africa/exclusive-south-africas-transnet-hit-by-cyber-attack-sources-2021-07-22/South AfricaUndetermined

The city of Sunset Beach, North Carolina suffers a series of ransomware attacks. https://www.govtech.com/security/ransomware-hackers-attack-n-c-town-for-more-than-a-monthUnited States of AmericaUndetermined

New Zealand Department of Conservation discloses an isolated ransomware attack, impact is minor.https://www.databreaches.net/nz-an-isolated-ransomware-attack-occurred-on-21-july-at-the-search-and-rescue-base-at-aoraki-mount-cook/New ZealandUndetermined

Austin Cancer Centers suffers a ransomware attack.https://www.databreaches.net/two-more-ransomware-attacks-on-medical-entities-impact-56000-patients-in-florida-and-texas/United States of AmericaUndetermined

The RansomEXX ransomware gand drops leaked data samples on their TOR site.http://rnsm777cdsjrsdlbs4v5qoeppu3px6sb2igmh53jzrx7ipcrbjz5b2ad.onion/752c4bb6d74d99f647866ff73b79bb4cfeafd0d1/Ecuador Russian Federation

An apparent ransomware attack against Northern Rail takes 600 self-service ticket machines offline in Northern England.https://www.zdnet.com/article/hundreds-of-touchscreen-ticket-machines-are-offline-after-a-ransomware-attack/United Kingdom of Great Britain and Northern IrelandUndetermined

Kenya's electoral body is hacked revealing personal information of over 60,000 registered voters.https://www.databreaches.net/ke-our-database-has-never-been-hacked-says-iebc/Kenya Kenya

Connecticut law firm discloses ransomware attack.https://www.databreaches.net/ct-wiggin-and-dana-law-firm-discloses-ransomware-attack/United States of AmericaUndetermined

Pionet, an Israeli IT company, is the target of a ransomware attack paralyzing many of its systems.https://www.databreaches.net/il-ransomware-attack-on-israeli-it-company-impacts-more-than-100-customers-including-hospitals/Israel Undetermined

Georgia regional planning organization suffers ransomware attack compromising personal information of 2,000 individuals.https://www.hipaajournal.com/hacking-incidents-reported-by-retinal-consultants-medical-group-three-rivers-regional-commission-ace-surgical-supply/United States of AmericaUndetermined

Washington based nonprofit suffers two consecutive ransomware attacks.https://www.hipaajournal.com/sound-generations-reports-two-ransomware-attacks-affecting-over-100000-individuals/United States of AmericaUndetermined

Ecuador's state-run telecommunication company suffers a significant ransomware attack disrupting business operations and stealing 190Gb of data.https://www.bleepingcomputer.com/news/security/ecuadors-state-run-cnt-telco-hit-by-ransomexx-ransomware/Ecuador Undetermined

CloudStar, a cloud hosting service, is hit with a ransomware attack disrupting operations for multiple days. https://therecord.media/ransomware-incident-at-major-cloud-provider-disrupts-real-estate-title-industry/United States of AmericaUndetermined

City of Geneva, Ohio is hit with a ransomware attack, data is leaked online. https://www.databreaches.net/geneva-ohio-discloses-ransomware-attack/United States of AmericaUndetermined

Florida's Department of Economic Opportunity suffers a databreach exposing information in nearly 60,000 claimant accounts.https://www.darkreading.com/attacks-breaches/florida-deo-discloses-data-breach-affecting-58-000-accountsUnited States of AmericaUndetermined

Missouri hospital is hit with ransomware attack compromising protected health information of nearly 7,000 patients.https://www.hipaajournal.com/data-breaches-reported-by-lakeshore-bone-joint-institute-and-putnam-county-memorial-hospital/United States of AmericaUndetermined

The Maldova Court of Accounts suffers a cyber attack that destroys agency databases and audit reports, shutting down operations.https://www.bleepingcomputer.com/news/security/cyberattack-on-moldovas-court-of-accounts-destroyed-public-audits/Moldova (the Republic of)Undetermined

Bus operator is hit with an unidentified cyber attack.https://www.bbc.com/news/uk-england-nottinghamshire-57853881United Kingdom of Great Britain and Northern IrelandUndetermined

California non-profit discovers unauthorized access to email accounts containing protected health information of over 12,000 individuals.https://www.hipaajournal.com/email-breaches-reported-by-eastern-los-angeles-regional-center-mercy-grace-private-practice/United States of AmericaUndetermined

It is reported that the U.S. State Department is hit by an undisclosed cyber attack.https://www.reuters.com/world/us/us-state-department-recently-hit-by-cyber-attack-fox-news-2021-08-21/United States of AmericaUndetermined

california medical foundation suffers ransomware attack potentially compromising patient personal information.https://www.hipaajournal.com/ransomware-attacks-reported-by-family-medical-center-of-michigan-buddhist-tzu-chi-medical-foundation/United States of AmericaUndetermined

California medical center employee email account is compromised exposing health information of nearly 13,000 individuals.https://www.hipaajournal.com/email-breaches-reported-by-eastern-los-angeles-regional-center-mercy-grace-private-practice/United States of AmericaUndetermined

In an apparent data breach, the entire database of voters in Mexico, over 91 million records, is leaked. https://www.databreaches.net/how-many-leaks-have-there-been-of-mexicos-voter-database/Mexico Undetermined

Florida network of dermatology clinics suffers ransomware attack compromising information of over 57,000 patients.https://www.hipaajournal.com/data-breaches-suncoast-skin-solutions-raveco-medical-south-city-hospital-colorado-dhs/United States of AmericaUndetermined

Chemonics International files an official notice of a data breach with the various state attorney general offices after the company was the victim of a sophisticated cyberattack that compromised several email accounts of its employees.https://www.jdsupra.com/legalnews/chemonics-international-inc-files-1035878/United States of AmericaUndetermined

D-Box Technologies suffers a ransomware attack that encrypts all data on the company network.https://www.databreaches.net/d-box-technologies-hit-by-ransomware-that-affected-most-of-its-systems/Canada Undetermined



German t-shirt company suffers data breach, personal information of customers and employees is leaked.https://grahamcluley.com/spreadshop-hacked-t-shirt-lovers-warned-of-considerably-vicious-data-breach/Germany Undetermined

DuPage Medical Group suffers a ransomware attack compromising personal informatin of over 650,000 patients.https://www.scmagazine.com/analysis/breach/dupage-medical-group-notifies-600k-patients-after-cyberattack-outageUnited States of AmericaUndetermined

Medical group suffers data brach compromising personal information of over 11,000 patients.https://www.hipaajournal.com/hacking-incidents-reported-by-retinal-consultants-medical-group-three-rivers-regional-commission-ace-surgical-supply/United States of AmericaUndetermined

The RansomEXX ransomware gand drops leaked data samples on their TOR site.http://rnsm777cdsjrsdlbs4v5qoeppu3px6sb2igmh53jzrx7ipcrbjz5b2ad.onion/c5ad6acbff83ad36763c5b0d21f42e4e5485fdd5/Taiwan (Province of China)Russian Federation

Oregon Anesthesiology Group suffers ransomware attack, personal information of 750,000 patients is compromised.https://www.zdnet.com/article/oregon-medical-group-notifies-patients-of-cybersecurity-breach-says-fbi-seized-hellokitty-accounts/United States of AmericaUndetermined

Vista radiology suffers ransomware attack compromising protected health information of over 3,600 patients.https://www.hipaajournal.com/data-breaches-reported-by-vista-radiology-indian-creek-foundation-mankato-clinic/United States of AmericaUndetermined

Government of Kazakhstan's online portal is infected with Razy malware.https://www.databreaches.net/parts-of-kazakhstan-e-gov-portal-infected-with-razy-malware/KazakhstanUndetermined

Royatonic, a French spa, suffers a ransomware attack that blocks access to its server shutting down operations for 15 days. https://www.databreaches.net/fr-ransomware-attack-on-spa-is-anything-but-relaxing/France Undetermined

Train services in Iran are disrupted and delayed by an appartent cyberattack.https://www.reuters.com/world/middle-east/hackers-breach-iran-rail-network-disrupt-service-2021-07-09/Iran (Islamic Republic of)Undetermined

Football apparel retailer suffers cyber attack that results in customers receiving phising emails.https://www.bbc.com/news/business-57766908United Kingdom of Great Britain and Northern IrelandUndetermined

The Department of Education in New South Wales suffers an unidentified cyberattack.https://www.databreaches.net/au-cyber-attackers-partially-knockout-australian-education-department-while-unrelated-leak-impacts-blackboard-collab-users/Australia Undetermined

Wiregrass Electic Cooperative in rural Alabama is hit with a ransomware attack temporarily disrupting payment systems.https://www.securityweek.com/rural-alabama-electric-cooperative-hit-ransomware-attackUnited States of AmericaUndetermined

The city of Joplin, Missouri is hit with a ransomware attack that shuts down all online systems. https://apnews.com/article/technology-business-health-coronavirus-pandemic-michael-brown-510ebc313dce8f3288c10a652a9998edUnited States of AmericaUndetermined

Swiss price comparison service Comparis suffers a sophisticated ransomware attack that took down its network and breached customer data.https://www.bleepingcomputer.com/news/security/comparis-customers-targeted-by-scammers-after-ransomware-attack/SwitzerlandUndetermined

Orthopedic practice suffers unauthorized access to employee email account compromising personal and health information of 23,000 individuals.https://www.hipaajournal.com/data-breaches-reported-by-lakeshore-bone-joint-institute-and-putnam-county-memorial-hospital/United States of AmericaUndetermined

Babuk v.2.0 drops data dump of 495Gb sensitive information, including the full emails archives.http://nq4zyac4ukl4tykmidbzgdlvaboqeqsemkp4t35bzvjeve6zm2lqcjid.onion/blog/11ac6b8c40ceefc19fdefe1df6e614ab9f8ba80dd5f38c78ec6bc90f22668cdc/Saudi ArabiaUndetermined

GETTR, a new social media site, is hacked and the personal information of 90,000 members is leaked online. https://www.bleepingcomputer.com/news/security/hacker-dumps-private-info-of-pro-trump-gettr-social-network-members/United States of AmericaUndetermined

Babuk v.2.0 drops data dump of sensitive information on the dark web.http://nq4zyac4ukl4tykmidbzgdlvaboqeqsemkp4t35bzvjeve6zm2lqcjid.onion/blog/7fd2e7bd0b942ee4b7319d5fc9d52f784bc9f5161edd94ab5257e9f0c00079ff/United Kingdom of Great Britain and Northern IrelandUndetermined

The Romanian municipality of Oradea is hit with a ransomware attack shutting down most operations for one day.https://www.databreaches.net/cyberattacks-continue-to-interfere-with-vaccination-efforts-and-municipal-governments/Romania Undetermined

REvil targets one of Spain's largest telecom providers with a ransomware attack.https://securityaffairs.co/wordpress/119719/cyber-crime/masmovil-ransomware-attack.htmlSpain Russian Federation

York Animal Hospital suffers a ransomware attack that wipes its an entire system resulting in the loss loses all patient records.https://www.seacoastonline.com/story/news/crime/2021/07/12/york-animal-hospital-maine-ransomware-cyberattack-wipes-pet-medical-records-suspects-russia-bitcoin/7938174002/United States of AmericaUndetermined

California non-profit suffers ransomware attack compromising patient information.https://www.scmagazine.com/analysis/breach/dupage-medical-group-notifies-600k-patients-after-cyberattack-outageUnited States of AmericaUndetermined

Florida housing provider suffers ransomware attack, personal information of nearly 20,000 individuals compromised.https://www.databreaches.net/two-more-ransomware-attacks-on-medical-entities-impact-56000-patients-in-florida-and-texas/United States of AmericaUndetermined

In the country of Georgia, the registration portal for covid-19 vaccination appointments is taken down by a DDOS attack.  https://www.databreaches.net/cyberattacks-continue-to-interfere-with-vaccination-efforts-and-municipal-governments/Georgia Undetermined

A cyber attack against Synnex is tied to a breach of computer systems at the Republican National Committee.https://www.bloomberg.com/news/articles/2021-07-06/russian-state-hackers-breached-republican-national-committeeUnited States of AmericaRussian Federation

The official Formula 1 app is hacked, two strange push notifications are sent to all app users. https://www.forbes.com/sites/leemathews/2021/07/06/cyber-incident-sees-official-formula-1-app-blast-users-with-weird-notifications/?ss=cybersecurity&sh=65782ce93fffUnited States of AmericaUndetermined

Kaseya VSA is attacked with REvil ransomware launching a massive supply chain attack impacting as many as 1500 organizations.https://www.bleepingcomputer.com/news/security/revil-ransomware-hits-1-000-plus-companies-in-msp-supply-chain-attack/United States of AmericaRussian Federation

Two alternative media outlets in the Philippines suffer DDOS attacks carried out by the Philippine Army.https://www.cnn.ph/news/2021/9/24/Philippine-Army-cyber-attack-media-Bulatlat-Altermidya.htmlPhilippinesPhilippines

Two alternative media outlets in the Philippines suffer DDOS attacks carried out by the Philippine Army.https://www.cnn.ph/news/2021/9/24/Philippine-Army-cyber-attack-media-Bulatlat-Altermidya.htmlPhilippinesPhilippines

Japanese shipping company suffers a breach and unauthroized access to its overseas subsidiaries.https://www.databreaches.net/japans-k-line-apologizes-for-second-cyberattack-in-months/Japan Undetermined

Maine based WWS is targeted with ZuCaNo ransomware on its SCADA computer.https://us-cert.cisa.gov/ncas/alerts/aa21-287aUnited States of AmericaUndetermined

Iranian group compromised Israeli business management software company to extend attacks downstram in defense, energy, and legal sectors in Israel.https://www.bleepingcomputer.com/news/security/microsoft-iranian-state-hackers-increasingly-target-it-sector/Israel Iran (Islamic Republic of)

The RansomEXX ransomware gand drops leaked data samples on their TOR site.http://rnsm777cdsjrsdlbs4v5qoeppu3px6sb2igmh53jzrx7ipcrbjz5b2ad.onion/df58922766604673327ab0f1bb8403fb6a5dce41/Taiwan (Province of China)Russian Federation

Russian threat actors have been attacking Hungary, especially one of its' ministries for at least a decade. Some of the attacks are believed to be carried out by Russian state agencies. These cyberattacks proved so successful, that even now during the war in Ukraine, they may have partial access to some of the information transmitted on the Hungarian ministry's networks.The infection entered the Ministry with phishing attacks and e-mail attachments containing viruses, and then spread throughout the internal network.https://www.direkt36.hu/putyin-hekkerei-is-latjak-a-magyar-kulugy-titkait-az-orban-kormany-evek-ota-nem-birja-elharitani-oket/Hungary Undetermined

Refuah Health Center notifies 260,740 individuals of a cybersecurity incident that occurred between May 31 and June 1, 2021.https://healthitsecurity.com/news/refuah-health-center-suffers-cybersecurity-incident-260k-impactedUnited States of AmericaUndetermined

Russian state-run TV network, Rossiya-24, suffers a DDoS attack that interrupts a "phone-in" with President Putin. https://www.securityweek.com/putins-phone-hit-cyberattacksRussian FederationUndetermined

The UK branch of the Salvation Army suffers a ransomware attack.https://www.theregister.com/2021/06/30/salvation_army_ransomware_attack/United Kingdom of Great Britain and Northern IrelandUndetermined

New Skills Academy, an online learning provider, suffers a data breach exposing the account login information of its customers.https://www.hackread.com/new-skills-academy-data-breach-alerts-users/United Kingdom of Great Britain and Northern IrelandUndetermined

Booneville School District is hit with a PayorGrief ransomware attack, data is leaked online.https://www.databreaches.net/booneville-and-lancaster-school-districts-dealing-with-alleged-cyberattacks/United States of AmericaUndetermined

Lancaster ISD is hit with a PayorGrief ransomware attack, data is leaked online.https://www.databreaches.net/booneville-and-lancaster-school-districts-dealing-with-alleged-cyberattacks/United States of AmericaUndetermined

Florida Blue insurance provider is the victim of a cyber-spoofing attack revealing personal information of 30,000 customers.https://www.beckershospitalreview.com/cybersecurity/hackers-hit-florida-blue-with-cyber-spoofing-attack-expose-30-000-members-info.htmlUnited States of AmericaUndetermined

University Medical Center in Utah is hit by a REvil ransomware attack, files of patient personal information are posted online.https://www.securityweek.com/university-medical-center-says-hackers-breached-data-serverUnited States of AmericaRussian Federation

LimeVPN provider suffers a ransomware attack that shuts down the website and steals login credentials of 69,000 users.https://threatpost.com/hacked-data-limevpn-dark-web/167492/United States of AmericaUndetermined

The city of Grass Valley suffers a ransomware attack.https://www.databreaches.net/ransomware-attack-on-grass-valley/United States of AmericaUndetermined

CareATC discovers unauthorized access to employee email accounts containing protected health information of nearly 100,000 patients.https://www.scmagazine.com/analysis/breach/dupage-medical-group-notifies-600k-patients-after-cyberattack-outageUnited States of AmericaUndetermined

Frederick School District in Oklahoma suffers a ransomware attack and files containing personal information of employees are leaked online.https://www.databreaches.net/frederick-public-schools-in-oklahoma-back-up-and-running-after-ransomware-attack/United States of AmericaUndetermined

A cyber breach against the Public Distribution Service of the state of Tamil Nadu leaks the personal informatin of over 5 million customers.https://www.databreaches.net/breach-of-data-in-public-distribution-system-of-tamil-nadu-identifies-technisanct/India Undetermined

Whitehouse Independent School District suffers a ransomware attack, peronsal information of students and employees is leaked.https://www.databreaches.net/tx-thousands-of-employees-and-dependents-of-whitehouse-isd-just-had-their-data-dumped-on-the-dark-web/United States of AmericaUndetermined

The municipality of Cagliari in Italy is hit with a ransomware attack.https://www.databreaches.net/it-muncipality-of-cagliari-services-interrupted-by-cyberattack/Italy Undetermined

DragonForce, a Malaysian anti-Israel group, coordinates a DDOS attack against multiple Israeli financial institutions; some minor damage is caused for a short period. https://www.ynet.co.il/digital/technews/article/rkBWvx82uIsrael Malaysia

Prague's Institute of Planning and Development reports to have been infected with a cryptominer virus.https://www.databreaches.net/bits-n-pieces-part-2-some-non-u-s-incidents/Czechia Undetermined

DragonForce, a Malaysian anti-Israel group, coordinates a DDOS attack against multiple Israeli financial institutions; some minor damage is caused for a short period. https://www.ynet.co.il/digital/technews/article/rkBWvx82uIsrael Malaysia

Hollingsworth, a large US law firm, is the target of a cyberattack, 58GB of company data is posted for sale online.https://securityaffairs.co/wordpress/119405/cyber-crime/marketo-marketplace.htmlUnited States of AmericaUndetermined

Bordeaux-Gironde Chamber of Commerce and Industry (CCI) is hit with a ransomware attack, CCI's firewall prevents attackers from exfiltrating any data.https://www.databreaches.net/bordeaux-gironde-chamber-of-commerce-gerry-weber-hit-in-germany/France Undetermined

DragonForce, a Malaysian anti-Israel group, coordinates a DDOS attack against multiple Israeli financial institutions; some minor damage is caused for a short period. https://www.ynet.co.il/digital/technews/article/rkBWvx82uIsrael Malaysia



Pennsylvania mental health service provider suffers a data breach.https://www.hipaajournal.com/philadelphia-mental-health-service-provider-breach-affects-29000-patients/United States of AmericaUndetermined

REvil ransomware gang attacks the system of French Connection, a fashion company, stealing internal company data. https://www.theregister.com/2021/06/24/french_connection_says_fcuk_as/United Kingdom of Great Britain and Northern IrelandRussian Federation

The database of NewsBlur, a web-based RSS reader, is wiped in a ransomware attack. https://therecord.media/hacker-wipes-database-of-newsblur-rss-reader/United States of AmericaUndetermined

All 12 of Bridgewater-Raritan School District's websites are hacked and defaced with vulgar messaging.https://patch.com/new-jersey/bridgewater/vulgar-messages-appear-bridgewater-schools-websites-hackedUnited States of AmericaUndetermined

A Portugese hospital is hit with a significant cyberattack severely limiting hospital operations.https://www.databreaches.net/portugal-cyberattack-on-hospital-do-divino-espirito-santo-impacting-notification-of-covid-19-test-results/Portugal Undetermined

Metro Infectious Disease Consultanta notifies over 170,000 patients of unauthroized access to an email account containing patient infromation.https://www.databreaches.net/metro-infectious-disease-consultants-notifies-171740-individuals-of-privacy-incident/United States of AmericaUndetermined

Washington based health center is  victim of a hack compromising personal information of over 680,000 individuals.https://www.hipaajournal.com/phi-of-1-27-million-patients-compromised-in-two-healthcare-data-breaches/United States of AmericaUndetermined

Kentucky medical center discovers unauthorized access to multiple employee email accounts, protected health information of over 100,000 patients is compromised.https://www.hipaajournal.com/hacking-incidents-reported-by-southern-orthopaedic-associates-and-eduro-healthcare/United States of AmericaUndetermined

An employee email account at a health information management company is accessed by an unauthorized user potentially compromising protected health information.https://www.infosecurity-magazine.com/news/hackers-hit-healthcare-data-co/United States of AmericaUndetermined

Lorenz executed exfiltration of data and ransomeware in targeted network. Data presented on dark web "leak site" http://lorenzmlwpzgxq736jzseuterytjueszsvznuibanxomlpkyxk6ksoyd.onion/United States of AmericaUndetermined

One of Austria's largest dairy is struck by a signifcant cyberattack that shut down all systems.https://www.databreaches.net/bits-n-pieces-part-2-some-non-u-s-incidents/Austria Undetermined

Cobb County suffers a sophisticated phishing attack disrupting the county's email functions for several days.https://www.govtech.com/security/hack-drives-cybersecurity-staffing-talks-in-cobb-county-gaUnited States of AmericaUndetermined

All five secondary schools on the island of Anglesey are hit by a cyber-attack forcing affected systems to be shut down.https://www.bbc.com/news/uk-wales-57603612United Kingdom of Great Britain and Northern IrelandUndetermined

Brazilian medical diagnostic company, Grupo Fleury, is the target of a REvil ransomware attack forcing it to take its systems offline. https://www.bleepingcomputer.com/news/security/healthcare-giant-grupo-fleury-hit-by-revil-ransomware-attack/Brazil Russian Federation

American authorities seize a range of 33 Iranian state-linked news websites accused of sprading missinformation.https://www.securityweek.com/us-takes-down-iran-linked-news-sites-alleges-disinformationIran (Islamic Republic of)United States of America

Bauhaus, a chain of home construction goods, suffers an undisclosed cyberattack. https://www.databreaches.net/dk-bauhaus-remains-open-while-recovering-from-cyber-incident/Denmark Undetermined

Massena Central School suffers an undisclosed cyberattack disrupting network systems.https://www.databreaches.net/ny-cyber-attack-at-massena-central-school-under-investigation/United States of AmericaUndetermined

California school district suffers ransomware attack exposing student personal information.https://www.databreaches.net/ca-centinela-valley-union-high-school-district-notifying-employees-and-students-of-malware-incident/United States of AmericaUndetermined

Threat actor gains access to Panasonic's internal network and remains undetected for nearly four months.https://therecord.media/panasonic-discloses-four-months-long-data-breach/Japan Undetermined

Sacramento County employees are victim to phishing attack compromising five employee email accounts.https://www.hipaajournal.com/email-breaches-reported-by-university-of-arkansas-for-medical-sciences-and-sacramento-county/United States of AmericaUndetermined

A Japanese airport refueling service suffers a ransomware attack that does not disrupt fuel operations.https://www.databreaches.net/jp-japan-airport-refueling-co-discloses-ransomware-incident-refueling-work-not-impacted/Japan Undetermined

Data from the website for the Muncipality of San Pedro is leaked online.https://www.databreaches.net/bits-n-pieces-part-2-some-non-u-s-incidents/Argentina Undetermined

Data from the website for the Judicial Power of the City of Mendoza is leaked online.https://www.databreaches.net/bits-n-pieces-part-2-some-non-u-s-incidents/Argentina Undetermined

Data from the website for the Institute of Social Work of the Pronvincial Employee is leaked online.https://www.databreaches.net/bits-n-pieces-part-2-some-non-u-s-incidents/Argentina Undetermined

Data from the website for the Honorable Deliverable Council of the City of San Nicolas is leaked online.https://www.databreaches.net/bits-n-pieces-part-2-some-non-u-s-incidents/Argentina Undetermined

AcadeME, and Israeli service for students, is hacked by a pro-Palestinian group which leaks personal information of over 280,000 students online.https://www.databreaches.net/il-details-of-over-200000-students-leaked-in-cyberattack/Israel Malaysia

Liege, Belgium's third largest city, suffers a serious ransomware attack shutting down most city services for multiple days; reports indicate it is Ryuk ransomware. https://therecord.media/city-of-liege-belgium-hit-by-ransomware/Belgium Undetermined

North Korean hackers breach DSME, South Korea's top submarine builder. https://therecord.media/north-korean-hackers-breach-south-korean-submarine-builder-again/Korea (the Republic of)Undetermined

Judson Independent School District in Texas suffers a suspected ransomware shutting down all communication systems for the district.https://www.databreaches.net/tx-judson-isd-investigating-possible-ransomware-attack-affecting-district-communication-officials-say/United States of AmericaUndetermined

St. Joseph's/Candler Health System, one of the largest in the state of Georgia, takes its systems offline in response to a ransomware attack. https://www.scmagazine.com/news/security-news/ransomware/georgia-st-josephs-candler-health-system-shifts-to-downtime-procedures-amid-ransomware-attackUnited States of AmericaUndetermined

Lucky Star Casino closes its locations across the state of Oklahoma after suffering an undisclosed ransomware attack.https://www.databreaches.net/ok-lucky-star-casino-confirmed-it-suffered-ransomware-attack/United States of AmericaUndetermined

A UK listed law firm is hit with a ransomware attack.https://www.databreaches.net/gateley-suffers-data-breach-following-cyber-security-incident/United Kingdom of Great Britain and Northern IrelandUndetermined

Medical device manufacturer suffers a data breach reveal protected medical information of 47,000 patients.https://www.beckershospitalreview.com/cybersecurity/47-000-potentially-exposed-in-electromed-data-breach.htmlUnited States of AmericaUndetermined

SAC Wireless suffers a Conti ransomware attack, 250Gb of data is stolen including employee personal information.https://www.bleepingcomputer.com/news/security/nokia-subsidiary-discloses-data-breach-after-conti-ransomware-attack/United States of AmericaRussian Federation

University of Massachusetts Lowel is hit with a cyberattack that shuts down all campus operations and classes for nearly a week.https://www.databreaches.net/ma-umass-lowell-closed-due-to-cybersecurity-incident/United States of AmericaUndetermined

Babuk v.2.0 drops data dump of sensitive information on the dark web.http://nq4zyac4ukl4tykmidbzgdlvaboqeqsemkp4t35bzvjeve6zm2lqcjid.onion/blog/efcc06636b8343665024cac5fca80b93a04e96c5a54ccf8c4fbe7f3c1986c5c6/Germany Undetermined

Menominee Casino Resort is hit with a data attack forcing the resort to shut down all operations.https://www.databreaches.net/wi-menominee-casino-resort-temporarily-closes-after-cyberattack/United States of AmericaUndetermined

South Korea's government-sponsored insitute for nuclear power research is hacked by North Korean actors exploiting a VPN vulnerability.https://www.bleepingcomputer.com/news/security/south-koreas-nuclear-research-agency-hacked-using-vpn-flaw/Korea (the Republic of)Korea (the Democratic People's Republic of)

Altus Group, a software solutions company, announces a databreach which is followed by company data being leaked online. https://securityaffairs.co/wordpress/119418/cyber-crime/new-ransomware-group-hive-leaks-altus-group-sample-files.htmlCanada Russian Federation

Humber River Hospital is hit with an attempted ransomware attack and quickly responds preventing data encryption.https://www.databreaches.net/ca-humber-river-hospital-hit-by-ransomware-variant-prompt-response-prevented-encryption-and-exfiltration/Canada Undetermined

A Pakistani music streaming site suffers a data breach, the login credentials of over 250,000 users is dumped online.https://www.hackread.com/pakistani-music-streaming-site-patari-hacked/Pakistan Undetermined

An undisclosed amount of TurboTax customer accounts were breached using stolen login credentials exposing customer information.https://www.bleepingcomputer.com/news/security/intuit-notifies-customers-of-compromised-turbotax-accounts/United States of AmericaUndetermined

Stillwater Medical Center is hit with a ransomware attack.https://www.scmagazine.com/news/health-care/health-care-ransomware-attacks-oklahoma-health-system-driven-to-ehr-downtimeUnited States of AmericaUndetermined

A UK based law firm suffers a ransomware attack.https://www.theregister.com/2021/07/06/ransomware_4_new_square_chambers/United Kingdom of Great Britain and Northern IrelandUndetermined

Radiant Logistics discloses to have suffered a ransomware attack.https://www.jdsupra.com/legalnews/radiant-logistics-inc-announces-data-6509579/United States of AmericaUndetermined

Woodruff Institute, a dermatology and plastic surgery center, is hit by PayorGrief ransomware, some files containing business information and patient records are dumped. https://www.databreaches.net/fl-grief-claims-to-have-breached-the-woodruff-institute/United States of AmericaUndetermined

Volkswagen, Audi reveals a data breach in which an outside affiliate company stole contact information of over 3 million customers. https://edition.cnn.com/2021/06/11/cars/vw-audi-hack-customer-information/index.htmlUnited States of AmericaUndetermined

Mcdonald's suffers a data breach in which U.S. business information and some customer information from South Korea and Taiwan is compromised.https://www.securitymagazine.com/articles/95404-mcdonalds-corp-suffers-data-breachUnited States of AmericaUndetermined

Edward Don, a key distributor in the supply chain for foodservice equipment and supplies, is forced to shut down its networks during a ransomware attack; Qbot is believed to be in the systems. https://www.bleepingcomputer.com/news/security/foodservice-supplier-edward-don-hit-by-a-ransomware-attack/United States of AmericaUndetermined

Ito Yogyo, a concrete manufacturer, reports a ransomware incident. https://www.databreaches.net/jp-sports-club-nas-and-concrete-manufacturer-ito-yogyo-both-report-ransomware-incidents/Japan Undetermined

Electronic Arts, the gaming giant behind FIFA and Madden NFL, is hacked; reportedly 750GB of data including game source code is stolen. https://www.bleepingcomputer.com/news/security/hackers-breach-gaming-giant-electronic-arts-steal-game-source-code/United States of AmericaUndetermined

Luma Energy, the operator of Puerto Rico's electric power distribution, suffers a targeted denial of services attack against its website and mobile application. https://www.wsj.com/articles/puerto-ricos-power-distributor-suffered-a-cyberattack-hours-before-a-devastating-fire-11623453388United States of AmericaUndetermined

Mint Mobile is hit with a data breach, a small number of customers' phone numbers are ported and personal information accessed. https://www.bleepingcomputer.com/news/security/mint-mobile-hit-by-a-data-breach-after-numbers-ported-data-accessed/United States of AmericaUndetermined

Arnoff Moving and Storage is targeted by REvil ransomware, hackers claim to have downloaded all sensitive data from the network including customers' addresses and credit card numbers. https://www.databreaches.net/ny-arnoff-moving-storage-data-breach-revealed-customer-information-what-we-know/United States of AmericaRussian Federation

The Ministry of Labor and Social Economy in Spain is hit with a cyberattack, little is disclosed about the nature of the attack. https://www.bleepingcomputer.com/news/security/spains-ministry-of-labor-and-social-economy-hit-by-cyberattack/Spain Undetermined



South African insurance provider, QSure suffers unauthroized access to its systems potentially revealing sensitive information of customers.https://www.databreaches.net/south-african-insurance-provider-has-been-hit-by-a-major-data-breach/South AfricaUndetermined

The City of Chester loses $400K, after it is the victim of a BEC attack.https://www.govtech.com/security/chester-pa-lost-400k-to-phishing-scheme-over-summerUnited States of AmericaUndetermined

New York City's Law Department is forced offline after hackers infiltrate the system using one user's stolen password.https://www.usnews.com/news/best-states/new-york/articles/2021-06-08/nycs-1-000-lawyer-law-department-targeted-by-cyberattackUnited States of AmericaUndetermined

iConstituent, a service used by members of Congress to communicate with constituents, is hit with a ransomware attack. https://www.zdnet.com/article/constituent-platform-used-by-congress-hit-with-ransomware-as-nyc-faces-legal-department-hack/United States of AmericaUndetermined

Skinners' Kent Academy and Primary School are forced to close temporarily after suffering a cyberattack which encrypted vital data.https://www.bbc.com/news/uk-england-kent-57404917United Kingdom of Great Britain and Northern IrelandUndetermined

Kingsthorpe College is hit with a cyberattack forcing the school to close for over a week.https://www.databreaches.net/national-cyber-crime-investigation-sparked-after-northampton-college-hit-by-hackers/United Kingdom of Great Britain and Northern IrelandUndetermined

George County School District in Mississippi is hit by an undisclosed cyberattack.https://www.databreaches.net/ms-george-county-school-district-hit-by-cybersecurity-attack/United States of AmericaUndetermined

Epilepsy Foundation of Texas suffers a phishing attack compromising some patient personal information.https://www.hackmageddon.com/2021/11/15/1-15-october-2021-cyber-attacks-timeline/United States of AmericaUndetermined

Apache Pizza, Ireland's largest pizza chain, suffers a data breach exposing customers' delivery information. https://www.databreaches.net/apache-pizza-announce-data-breach-associated-with-details-of-delivery-customers/Ireland Undetermined

Fetch.ai's Binance account is accessed by an unauthorized user who steals $2.6 million in cryptocurrencies.https://www.databreachtoday.com/binance-ordered-to-freeze-attackers-accounts-a-17299UndeterminedUndetermined

Western Michigan University's School of Medicine suffered a phising attack that compromised the data of 2,474 inividuals with employee healthcare coverage.  https://www.databreaches.net/mi-wmed-warns-2474-employees-and-beneficiaries-enrolled-in-healthcare-coverage-of-phishing-incident/United States of AmericaUndetermined

Pearl, a large German online retailer, suffers a data attack causing it to shut down operations for multiple days. https://www.databreaches.net/de-pearl-takes-online-shop-offline-after-cyberattack/Germany Undetermined

Virginia surgery center notfies 174,000 individuals of a data breach involving their personal information.https://www.databreaches.net/jefferson-surgical-clinic-notifies-174769-about-june-2021-data-breach/United States of AmericaUndetermined

The orgainzing committee for the Tokyo Games suffers a data breach through unauthorized access to an information-sharing tool.https://www.databreaches.net/tokyo-games-organizers-hit-by-data-breach-and-info-leak/Japan Undetermined

Three Ukranian cybersecurity agencies are targeted by Russian spear-phising operations aiming to gain intelligence.https://therecord.media/ukraine-warns-of-massive-russian-spear-phishing-campaign/Ukraine Undetermined

Three Ukranian cybersecurity agencies are targeted by Russian spear-phising operations aiming to gain intelligence.https://therecord.media/ukraine-warns-of-massive-russian-spear-phishing-campaign/Ukraine Undetermined

Three Ukranian cybersecurity agencies are targeted by Russian spear-phising operations aiming to gain intelligence.https://therecord.media/ukraine-warns-of-massive-russian-spear-phishing-campaign/Ukraine Undetermined

A French company that manufactures building faÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â§ade is hit with a ransomware attack.https://www.databreaches.net/fr-produits-de-revetement-du-batiment-hit-by-cyberattack/France Undetermined

The official twitter account of Gaurav Gupta, the commissioner of Inida's fourth largest municipal corporation, is hacked.https://timesofindia.indiatimes.com/city/bengaluru/hackers-target-bruhat-bengaluru-mahanagara-palike-chief-commissioner-gaurav-guptas-twitter-a/c-post-bitcoin-messages/articleshow/83251454.cmsIndia Undetermined

Forefront Dermatology suffers a ransomware attack from unauthorized access to personal and medical information of over 2.4 million patients.https://www.databreaches.net/forefront-dermatology-notifying-patients-and-employees-about-ransomware-incident/United States of AmericaUndetermined

Taiwan Kadokawa is hit with a ransomware attack.https://www.databreaches.net/taiwan-kadokawa-notifies-consumers-while-responding-to-ransomware-attack/Taiwan (Province of China)Undetermined

The municipality of Maca is hit with a ransomware attack.https://www.databreaches.net/br-macae-municipality-points-to-ransomware-type-cyberattack/Brazil Undetermined

CIUSS Montreal suffers a ransomware attack revealing the personal information of over 2,000 medical residents. https://queenscitizen.ca/2021/06/18/hackers-steal-data-from-2300-people-at-ciusss-de-lest-de-montreal/Canada Undetermined

Fiducia, a German company that operates technology for the nation's cooperative banks, suffered a DDoS attack disrupting more than 800 financial institutions. https://www.reuters.com/technology/german-it-company-that-serves-banks-experiences-ddos-hack-attack-2021-06-04/Germany Undetermined

Cox Media Group is hit with a ransomware attack causing live streams for its radio and TV stations to be unavailable.https://therecord.media/live-streams-go-down-across-cox-radio-tv-stations-in-apparent-ransomware-attack/United States of AmericaUndetermined

Sol Oriens, a subcontractor for the DOD and DOE that works on nuclear weapons technologies, is hit by a REvil ransomware attack. https://threatpost.com/revil-hits-us-nuclear-weapons-contractor-sol-oriens/166858/United States of AmericaRussian Federation

The municipality of Pont-Saint-Esprit is hit with a ransomware attack.https://www.databreaches.net/fr-camaieu-retailer-and-municipality-of-pont-saint-esprit-by-security-incidents/France Undetermined

Rehabilitation Support Services suffers a ransomware attack and files containing personal infromation of employees and patients are leaked.https://www.databreaches.net/ny-grief-claims-to-have-breached-rehabilitation-support-services/United States of AmericaUndetermined

The website for the Myanmar President's Office was hacked and malware was planted in a font package available for download from the webpage.https://therecord.media/backdoor-malware-found-on-the-myanmar-presidents-website-again/Myanmar China

Des Moines Area Community College suffers a ransomware attack forcing online classes to be cancelled for two weeks while internal systems were being secured.https://kwwl.com/2021/06/17/dmacc-resuming-online-courses-two-weeks-after-cyberattack/United States of AmericaUndetermined

Massachusetts' largest ferry service suffers a ransomware attack impacting its ticketing and reservation systems.https://www.bleepingcomputer.com/news/security/massachusetts-largest-ferry-service-hit-by-ransomware-attack/United States of AmericaUndetermined

A-1 Machine Manufacturing suffers a Thanos ransomware attack by the Prometheus group.https://blog.cyble.com/2021/06/05/prometheus-an-emerging-apt-group-using-thanos-ransomware-to-target-organizations/United States of AmericaUndetermined

South Korean government ministers are hit with a spearfishing attack.https://www.databreachtoday.com/apt-group-kimsuky-has-new-attack-technique-researchers-say-a-16833Korea (the Republic of)Afghanistan

LaConcha is hit with a ransomware attack.https://www.suspectfile.com/esclusiva-suspectfile-il-gruppo-ransomware-grief-cambia-le-regole-della-negoziazione/Mexico Undetermined

Puntacana group is hit with a ransomware attack.https://www.suspectfile.com/esclusiva-suspectfile-il-gruppo-ransomware-grief-cambia-le-regole-della-negoziazione/Dominican RepublicUndetermined

Fujifilm is hit with a REvil ransomware attack temporarily shutting down online operations.https://www.bleepingcomputer.com/news/security/fujifilm-confirms-ransomware-attack-disrupted-business-operations/Japan Russian Federation

AOA suffers data breach affecting over 27,000 individuals.https://www.infosecurity-magazine.com/news/data-stolen-american-osteopath/United States of AmericaUndetermined

Lorenz executed exfiltration of data and ransomeware in targeted network. Data presented on dark web "leak site" http://lorenzmlwpzgxq736jzseuterytjueszsvznuibanxomlpkyxk6ksoyd.onion/Australia Undetermined

AudioHouse is hit with a ransomware attack when hacking group Altdos gains access to its servers and steals personal information of over 290,000 customers. https://www.straitstimes.com/tech/tech-news/audio-house-customer-data-possibly-stolen-by-hackersSingapore Undetermined

New York Pizza, a Dutch pizza chain, is extorted by a hacker that stole the personal information of over 3.9 million customers. https://therecord.media/dutch-pizza-chain-discloses-breach-after-hacker-tries-to-extort-company/NetherlandsUndetermined

UF Health Central Florida suffered a ransomware attack that forced two hospistals to shut down portions of their IT network.https://www.bleepingcomputer.com/news/security/uf-health-florida-hospitals-back-to-pen-and-paper-after-cyberattack/United States of AmericaUndetermined

Nucleus Software Exports, an Indian lending software company, has suffered a ransomware attack that crippled internal networks and encrypted sensitive information https://therecord.media/epsilonred-ransomware-group-hits-one-of-indias-financial-software-powerhouses/India Undetermined

Swiss town of Rolle suffers a ransomware attack, personal data of the entire population exposed online.https://www.securityweek.com/hack-exposes-personal-data-entire-swiss-town-reportSwitzerlandUndetermined

The city of Bridgeport notifies residents that the government suffered a ransomware attakc potentially compromising residents' personal information.https://wajr.com/bridgeport-city-government-hacked-residents-put-on-notice/United States of AmericaUndetermined

The Municipality of Porto Sant'Elpidio is hit with a PayOrG (PayOrGrief) ransomware attack.https://www.databreaches.net/it-municipality-of-porto-santelpidio-publicly-quiet-after-ransomware-attack-and-partial-dump-of-files/Italy Undetermined

Furniture Village, the UK's largest furniture retailers, is hit with a cyberattack causing them to shut down internal systems for over a week. https://www.theregister.com/2021/06/04/furniture_village_confirms_cyberattack/United Kingdom of Great Britain and Northern IrelandUndetermined

Oklahoma mental health clinic is hit with ransomware attack compromising protected health information of 127,000 patients.https://www.hipaajournal.com/phi-of-127000-northcare-patients-potentially-compromised-in-ransomware-attack/United States of AmericaUndetermined

Five Rivers Health Centers suffers a data breach as a result of a phising incident.https://www.databreaches.net/oh-five-rivers-health-centers-notified-155748-patients-after-phishing-incident/United States of AmericaUndetermined

St. Clair County is hit with a ransomware attack, it is alleged that 2.5GB of data was stolen including personal and customer information.  https://www.infosecurity-magazine.com/news/illinois-county-stricken-with-grief/United States of AmericaUndetermined

Vicksburg Warren School District discloses a Grief ransomware incident.https://www.databreaches.net/ms-vicksburg-warren-school-district-sends-notifications-for-grief-ransomware-incident-in-2021/United States of AmericaRussian Federation

Mexico's PronÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¢ÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Â¢'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¬ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â '''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â³sticos Deportivos suffers an Avaddon ransomware attack and blocks access to IP addresses outside of Mexico after the ransomware gang threatened to perform denial of service attacks. The group also threatened to release more documents if negotiations didn't begin within 10 days.https://www.bleepingcomputer.com/news/security/mexico-walls-off-national-lottery-sites-after-ransomware-ddos-threat/Mexico Russian Federation

The Clover Park School District suffers a PayOrG (PayOrGrief) ransomware attack. They are giving the victim 21 days to pay or have their data dumped.https://www.databreaches.net/wa-clover-park-school-district-investigating-ransomware-attack/United States of AmericaUndetermined

Clover Park School District is hit with a ransomware attack, sensitive student and employee data is stolen and dumped online. https://www.databreaches.net/update-clover-park-school-district-notifies-1583-impacted-by-ransomware-incident/United States of AmericaUndetermined

California City is hit with a ransomware attack leaving its computer systems down for many weeks.https://www.databreaches.net/california-city-computer-system-down-for-weeks-in-ransomware-attack-mayor/United States of AmericaUndetermined

Employee email account at the Wisconsin Institute of Urology is compromised.https://www.databreaches.net/cayuga-medical-center-and-wisconsin-institute-of-urology-notifying-patients-of-breaches/United States of AmericaUndetermined



Hackers post 42 gigabytes of data allegedly stolen from CEFCO Convenience Stores.https://www.databreaches.net/cefco-allegedly-victim-of-data-theft/United States of AmericaUndetermined

Idaho health system suffers a phishing attack compromising protected health information of over 15,000 patients.https://www.hipaajournal.com/phi-of-40000-individuals-exposed-in-email-account-breaches/United States of AmericaUndetermined

Coastal Family Health Center is targeted by Xing Team ransomware exfiltrating a suspected 500GB of data including patient personal infromation and medical records.https://www.databreaches.net/healthcare-entities-in-saudi-arabia-illinois-and-mississippi-fall-prey-to-xing-team/United States of AmericaUndetermined

Spine & Disc Medical Center is hit with an Avaddon ransomware attack. They leaked some of the data as proof, stating that more would be leaked if the ransom isn't paid.https://www.databreaches.net/phoenix-chiropractic-practice-offline-after-ransomware-attack/United States of AmericaRussian Federation

The network of Mobile County, Alabama is hit with a PayorGrief ransomware attack, 95GB of data is reportedly compromised.https://www.databreaches.net/al-mobile-county-cyberattack-shut-down-systems-for-3-days-sparked-federal-investigation/United States of AmericaUndetermined

WSSC Water, which provides water to 2 million customers, is hit with a ransomware attack on its non-essential business systems.https://securityaffairs.co/wordpress/119700/cyber-crime/wssc-water-ransomware-attack.htmlUnited States of AmericaUndetermined

New Jersey town suffers phising attack against employee email resulting in unauthorized access.https://www.databreaches.net/plumsted-township-reveals-data-breach-in-april-may/United States of AmericaUndetermined

Ohio based DNA testing center suffers data breach impacting over 2 million individuals.https://www.bleepingcomputer.com/news/security/dna-testing-firm-discloses-data-breach-affecting-21-million-people/United States of AmericaUndetermined

A leading computer memory and storage manufacturer, ADATA, suffers a ransomware attack in which 1.5TB of data is stolen; Ragnar Locker claims the attack.https://www.bleepingcomputer.com/news/security/computer-memory-maker-adata-hit-by-ragnar-locker-ransomware/Taiwan (Province of China)Undetermined

Eastern Hancock Schools fall victim of a ransomware attack.https://www.databreaches.net/in-eastern-hancock-schools-fall-victim-to-ransomware-attack/United States of AmericaUndetermined

Pacific Market Research (PMR) is victim of a ransomware attack, information on over 16,000 employees may have been exposed.https://www.databreaches.net/wa-ransomware-attack-may-have-exposed-information-on-over-16000-workers-state-says/United States of AmericaUndetermined

the Research Foundation for the State University of New York suffers a data breach.https://www.databreaches.net/the-research-foundation-for-the-state-university-of-new-york-notifying-46734-of-breach/United States of AmericaUndetermined

The City of Grenoble is hit by a DDoS attack.https://www.databreaches.net/some-incidents-reported-in-france-this-week/France Undetermined

The Grenoble-Alpes Mtropole is hit by a DDoS attack.https://www.databreaches.net/some-incidents-reported-in-france-this-week/France Undetermined

Another Toyota subsidiary, Auto Parts Manufacturing Mississippi, discloses a ransomware attack. Some financial and customer data was exfiltrated and exposed.https://www.theregister.com/2021/05/21/toyota_cyber_attacks/United States of AmericaUndetermined

Arizona medical center suffers a ransomware attack compromisng personal information of over 35,000 patients and making the data unrecoverable.https://www.zdnet.com/article/healthcare-orgs-in-california-arizona-send-out-breach-notice-letters-for-nearly-150000-after-ssns-accessed-during-ransomware-attacks/United States of AmericaUndetermined

Navistar, a truck and military vehicle manufacturer, reports that data was stolen from company systems in an apparent ransomware attack. https://www.bleepingcomputer.com/news/security/us-truck-and-military-vehicle-maker-navistar-discloses-data-breach/United States of AmericaUndetermined

The Sierra College is hit with a ransomware attack.https://www.databreaches.net/ca-sierra-college-victim-of-ransomware-incident/United States of AmericaUndetermined

Australian digital real estate business, Domain Group, confirms its platform was the victim of a phishing attack.https://www.zdnet.com/article/domain-group-says-phishing-attack-targeted-site-users/Australia Undetermined

The email address of one faculty member at UNC Hospitals is compromised in a phising attack.https://www.databreaches.net/nc-university-of-north-carolina-at-chapel-hill-school-of-medicine-and-university-of-north-carolina-hospitals-notifying-some-patients-of-breach/United States of AmericaUndetermined

Volunteer Service Abroad (VSA) announces it had been the victim of a "sophisticated" ransomware attack.https://www.databreaches.net/nz-volunteer-service-abroad-targetted-by-sophisticated-ransomware-attack/New ZealandUndetermined

OSF Healthcare is targeted by Xing Team ransomware exfiltrating 112GB of data including patient personal information and medical records.https://www.databreaches.net/healthcare-entities-in-saudi-arabia-illinois-and-mississippi-fall-prey-to-xing-team/United States of AmericaUndetermined

Sports Club Nas in Japan suffers a ransomware attack, customer and employee personal information is leaked online. https://www.databreaches.net/jp-sports-club-nas-and-concrete-manufacturer-ito-yogyo-both-report-ransomware-incidents/Japan Undetermined

The Rockland Public Schools district is hit with a ransomware attack.https://www.databreaches.net/public-school-districts-on-both-coasts-hit-by-ransomware/United States of AmericaUndetermined

Visalia Unified School District reveals to have been hit with a ransomware attack.https://www.databreaches.net/public-school-districts-on-both-coasts-hit-by-ransomware/United States of AmericaUndetermined

Waikato District Health Board is hit with a Conti ransomware attack.https://www.rnz.co.nz/news/national/442795/waikato-hospitals-hit-by-cyber-security-incidentAustralia Russian Federation

Multiple eye care practices file notice of a data breach from a third-party data breach at U.S. Vision.https://www.jdsupra.com/legalnews/u-s-vision-inc-announces-data-breach-1577984/United States of AmericaUndetermined

TPG Telecom reveals that it had the data of two customers accessed on its legacy TrustedCloud hosting service.https://www.zdnet.com/article/a-pair-of-tpg-trustedcloud-customers-were-breached/Australia Undetermined

Maximus, a provider of health data services, suffers a data breach exposing the personal information of over 330,000 Medicaid healthcare providers.  https://www.databreaches.net/ohio-medicaid-providers-data-may-have-been-exposed-from-data-breach/United States of AmericaUndetermined

USV Optical suffers data breach compromising data of over 180,000 individuals.https://www.scmagazine.com/analysis/breach/180k-patients-affected-by-usv-optical-systems-hack-health-data-theftUnited States of AmericaUndetermined

The Avaddon ransomware gang hits the France-based financial consultancy firm Acer Finance and threaten to leak data if they don't pay the ransom.https://securityaffairs.co/wordpress/117991/cyber-crime/avaddon-ransomware-acer-finance-axa.htmlFrance Russian Federation

French insurer AXA confirms that a ransomware attack affected its Asian operations. The Avaddon ransomware operators posted screenshots of information online.https://www.cyberscoop.com/axa-cyber-insurance-ransomware-avaddon-cna/France Russian Federation

Apex America is hit by the Sodinokibi ransomware gang, who threatens to release the data if the ransom isn't paid.https://www.databreaches.net/apex-america-hit-by-sodinokibi-ransomware/Argentina Russian Federation

Toshiba Tec Corp says it was struck by a ransomware attack impacting some regions in Europe. As a consequence, the networks between Japan, Europe, and its subsidiaries are shut down.https://www.zdnet.com/article/toshiba-unit-struck-by-darkside-ransomware-group/Japan Russian Federation

Ireland's Health Service Executive (HSE), the country's publicly funded healthcare system, shuts down all IT systems after it suffers a Conti ransomware attack.https://www.bleepingcomputer.com/news/security/irish-healthcare-shuts-down-it-systems-after-conti-ransomware-attack/Ireland Russian Federation

American Family Insurance notifies 283,734 of a breach linked to its insurance quote platform.https://www.databreaches.net/american-family-insurance-to-notify-283734-of-breach-linked-to-unemployment-benefits-fraud/United States of AmericaUndetermined

Manager of long term care facilities suffers a data breach.https://www.databreaches.net/al-nhs-management-discloses-incident-from-last-may/United States of AmericaUndetermined

Insurance firm One Call is hit with a DarkSide ransomware attacks with DarkSide threatening to leak the data if the ransom is not paid.https://www.theregister.com/2021/05/21/darkside_ransomware_doncaster/United Kingdom of Great Britain and Northern IrelandRussian Federation

Pi Network, a cryptocurrency mining app for mobile users, may have been connected to 17GB worth of personal data leaks.https://www.databreaches.net/crypto-exchanges-btcturk-and-pi-network-linked-to-security-incidents/Viet Nam Undetermined

Utility Trailer Manufacturing is hit by a Cl0p ransomware attack. They leaked over 5 GB of data on the internet.https://www.databreaches.net/trailer-maker-utility-targeted-in-cyber-event/United States of AmericaUndetermined

Rede Bahia is hit with a ransomware attack, with some of their data leaked online. https://www.databreaches.net/br-rede-bahia-suffers-a-cyberattack-and-reported-databreach/Brazil Undetermined

The Irish Department of Health is hit with a Conti ransomware attack.https://www.bbc.com/news/world-europe-57149087Ireland Russian Federation

The CPTrans website suffered the attack on Thursday (04.03) and Educa em Casa was attacked today (05.03) in the morning. The municipality clarifies that all data is in the public domain and there has been no change in any content on both pages.https://www.databreaches.net/br-cyber-%e2%80%8b%e2%80%8battack-on-the-cptrans-website-and-the-educa-em-casa-platform/Brazil Undetermined

The CPTrans website suffered the attack on Thursday (04.03) and Educa em Casa was attacked today (05.03) in the morning. The municipality clarifies that all data is in the public domain and there has been no change in any content on both pages.https://www.databreaches.net/br-cyber-%e2%80%8b%e2%80%8battack-on-the-cptrans-website-and-the-educa-em-casa-platform/Brazil Undetermined

The Tigerton School District is taken down by a ransomware attack.https://www.databreaches.net/wi-ransomware-attack-responsible-for-internet-issues-at-tigerton-schools/United States of AmericaUndetermined

US chain of optometry clinics suffers from unauthroized access to employee email accounts compromising personal information of over 144,000 individuals.https://portswigger.net/daily-swig/us-optometry-provider-simon-eye-hit-by-data-breach-impacting-144-000-patientsUnited States of AmericaUndetermined

Surgical center suffers ransomware attack compromising personal data of over 29,000 patients.https://www.hipaajournal.com/phi-of-29000-patients-potentially-compromised-in-mcallen-surgical-specialty-center-ransomware-attack/United States of AmericaUndetermined

Energy Hamburg Radio is hit with a cyber attack that encrypted their data.https://www.databreaches.net/de-hackers-attack-energy-hamburg-radio/Germany Undetermined

Lorenz executed exfiltration of data and ransomeware in targeted network. Data presented on dark web "leak site" http://lorenzmlwpzgxq736jzseuterytjueszsvznuibanxomlpkyxk6ksoyd.onion/United States of AmericaUndetermined

A data breach at graduation cap and gown vendor Herff Jones has some students' bank information compromised.https://www.databreaches.net/tx-herff-jones-data-breach-leaves-students-bank-information-compromised/United States of AmericaUndetermined

Yamabiko, a Tokyo-headquartered manufacturer of power tools and agricultural and industrial machinery, is apparently added to the data leak site used by the Babuk ransomware group.https://www.technadu.com/japanese-power-tool-maker-yamabiko-claimed-victim-babuk/273865/Japan Undetermined

J.J. Keller, a company providing DOT compliance consulting to the nation's largest propane distributor, suffers a data breach caused by a phishing attack. https://www.bleepingcomputer.com/news/security/largest-us-propane-distributor-discloses-8-second-data-breach/United States of AmericaUndetermined

West Virginia hospital system suffers a data breach resulting from a phishing attack.https://www.zdnet.com/article/phishing-incident-causes-data-breach-at-west-virginia-hospitals/United States of AmericaUndetermined

A cyber attack against a Florida cardiology practice reveals personal and medical information of 45,148 individuals.https://www.beckershospitalreview.com/cybersecurity/cyberattack-exposes-info-of-45-000-florida-cardiology-clinic-patients.htmlUnited States of AmericaUndetermined

The Oviedo City Council (Ayuntamiento de Oviedo) is taken down by a ransomware attack.https://www.databreaches.net/es-it-services-of-the-oviedo-city-council-knocked-out/Spain Undetermined



Colonial Pipeline, the largest fuel pipeline in the United States, shuts down operations after suffering what is reported to be a DarkSide ransomware attack.https://www.bleepingcomputer.com/news/security/largest-us-pipeline-shuts-down-operations-after-ransomware-attack/United States of AmericaRussian Federation

GlobeMed Saudi, a healthcare benefits management firm, is targeted by Xing Team ransomware exfiltrating over 200GB of data including patient medical information of adults and children. https://www.databreaches.net/healthcare-entities-in-saudi-arabia-illinois-and-mississippi-fall-prey-to-xing-team/Saudi ArabiaUndetermined

The Cluj County Council is hacked and the attackers demand $100 USD in BTC if the council doesn't want the files dumped.https://www.databreaches.net/ro-cluj-county-councils-website-was-hacked-by-hackers-they-are-asking-for-100-in-bitcoins/Romania Undetermined

Chemical distribution company Brenntag pays a $4.4 million ransom in Bitcoin to the DarkSide ransomware gang to receive a decryptor for encrypted files and prevent the threat actors from publicly leaking the stolen data.https://www.bleepingcomputer.com/news/security/chemical-distributor-pays-44-million-to-darkside-ransomware/Germany Russian Federation

Ehrmann SE, a dairy producer headquartered in Germany, is hit with a ransomware attack.https://www.databreaches.net/de-hackers-attack-ehrmann-demand-million-dollar-sum/Germany Undetermined

The Australia's Labor Party (New South Wales Branch) falls prey of an Avaddon ransomware attack. The threat actors threaten to release sensitive data if they don't pay the ransom.https://www.databreaches.net/au-avaddon-threat-attackers-demand-ransom-from-nsw-labor/Australia Russian Federation

Norway-based green energy solutions provider Volue is hit with a Ryuk ransomware attack.https://www.securityweek.com/green-energy-company-volue-hit-ransomwareNorway Russian Federation

Ohio adult education center suffers data breach as a result of unauthorized network access.https://www.databreaches.net/adult-students-ssns-from-more-than-60-years-ago-caught-up-in-ohio-breach/United States of AmericaUndetermined

Albioma, a French independent renewable energy producer, is hit with a ransomware attack.https://www.databreaches.net/fr-albioma-hit-by-ransomware-type-virus/France Undetermined

The Edinburgh Practice is at the centre of a probe into a data breach after hundreds of client contact details are accessed as part of a phishing scam.https://www.databreaches.net/uk-edinburgh-mental-health-clinic-in-probe-after-client-information-accessed-in-scam/United Kingdom of Great Britain and Northern IrelandUndetermined

Most of the Belgium government's IT network (affecting approximately 200 government organizations) is down after a massive DDoS attack knocks offline Belnet, a government-funded ISP that provides internet connectivity for Belgian government organizations. Apparently, the attack occurred when the Belgian Parliament was meant to hold a debate on the Uyghurs in China.https://therecord.media/belgiums-government-network-goes-down-after-massive-ddos-attack/Belgium Undetermined

Exagrid is hit with Conti ransomware; criminals download consumer and employee data and confidential contracts.https://www.computerweekly.com/news/252501665/Exagrid-pays-26m-to-Conti-ransomware-attackersUnited States of AmericaRussian Federation

Betenbough Homes have their data leaked by the Sodinokibi ransomware gang.https://www.databreaches.net/tx-betenbough-homes-target-of-sodinokibi-threat-actors/United States of AmericaRussian Federation

An undisclosed nonprofit company was breached by ransomware in the wave of cyber attacks by N3TW0RM, who threatened to leak the data.https://www.bleepingcomputer.com/news/security/n3tw0rm-ransomware-emerges-in-wave-of-cyberattacks-in-israel/Israel Undetermined

An undisclosed company was breached by ransomware in the wave of cyber attacks by N3TW0RM, who threatened to leak the data.https://www.bleepingcomputer.com/news/security/n3tw0rm-ransomware-emerges-in-wave-of-cyberattacks-in-israel/Israel Undetermined

An undisclosed company was breached by ransomware in the wave of cyber attacks by N3TW0RM, who threatened to leak the data.https://www.bleepingcomputer.com/news/security/n3tw0rm-ransomware-emerges-in-wave-of-cyberattacks-in-israel/Israel Undetermined

Veritas Logistic joins the list of the victims of the N3TW0RM ransomware group and has 9 GB of data leaked.https://www.bleepingcomputer.com/news/security/n3tw0rm-ransomware-emerges-in-wave-of-cyberattacks-in-israel/Israel Undetermined

H&M Israel is hit by a N3TW0RM ransomware attack. The attackers leak 110 GB of data and appear similar to the Pay2Key politically motivated ransomware group.https://www.bleepingcomputer.com/news/security/n3tw0rm-ransomware-emerges-in-wave-of-cyberattacks-in-israel/Israel Undetermined

StudentAid BC, the website that British Columbia students visit to manage their student loans, is defaced.https://www.databreaches.net/ca-b-c-student-loan-website-down-after-being-taken-over-by-hackers/Canada Undetermined

UNM Health is victim of an ongoing data breach revealing data belonging to 637,252 patients.https://www.scmagazine.com/analysis/breach/637k-unm-health-patients-impacted-by-two-month-network-hack-data-theftUnited States of AmericaUndetermined

LineStar Integrity Services, which provides comliance, maintence, and technology servies to pipeline customers, is hit with a ransomware attack; 70GB of company data is leaked. https://www.wired.com/story/linestar-pipeline-ransomware-leak/United States of AmericaUndetermined

Nonprofit health care provider Scripps Health in San Diego is hit with a ransomware attack that forces the organization to suspend user access to its online portal and switch to alternative methods for patient care operations.https://www.bleepingcomputer.com/news/security/health-care-giant-scripps-health-hit-by-ransomware-attack/United States of AmericaUndetermined

Gemini Advisory reveals to have identified a malicious payload that infected Easy Ordering's sites.https://www.databreaches.net/breached-online-ordering-platforms-expose-hundreds-of-restaurants/United States of AmericaUndetermined

Sewage treatment plant in rural Maine suffers a ransomware attack shutting down the control computer.https://www.securityweek.com/rural-sewage-plants-hit-ransomware-attacks-maineUnited States of AmericaUndetermined
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Technische UniversitÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¤t Berlin announces that they had become the victim of what sounds like a ransomware attack.https://www.databreaches.net/de-information-for-technische-universitat-berlin-members-several-it-services-currently-unavailable/Germany Undetermined

HBP Financial Services discovers two compromised email accounts utilized to commit financial fraud.https://www.databreaches.net/hbp-financial-services-group-notice-of-breach-impacting-pathology-consultants-of-new-london-pc/United Kingdom of Great Britain and Northern IrelandUndetermined

More than one million South African citizens have had personal data compromised in a cyberattack against debt recovery service firm.https://portswigger.net/daily-swig/millions-of-south-africans-caught-up-in-security-incident-after-debt-recovery-firm-suffers-significant-data-breachSouth AfricaUndetermined

New York surgery center suffers data breach from unauthorized network access compromising protected health informatin of nearly 25,000 patients.https://www.hipaajournal.com/phi-of-24891-specialty-surgery-center-of-central-new-york-patients-potentially-compromised/United States of AmericaUndetermined

Maryland medical practice reveals unauthorized systems access potentially compromising personal medical information of patients.https://www.databreaches.net/jev-plastic-surgery-medical-aesthetics-notifies-patients-of-malware-incident/United States of AmericaUndetermined

Cryptocurrency trading platform Hotbit shuts down all services for at least a week after a cyberattack takes down several of its services.https://www.bleepingcomputer.com/news/security/hotbit-cryptocurrency-exchange-down-after-hackers-targeted-wallets/Estonia Undetermined

Gemini Advisory reveals to have identified a malicious payload that infected MenuSifu's sites.https://www.databreaches.net/breached-online-ordering-platforms-expose-hundreds-of-restaurants/United States of AmericaUndetermined

Gemini Advisory reveals to have identified a malicious payload that infected E-Dining Express's sites.https://www.databreaches.net/breached-online-ordering-platforms-expose-hundreds-of-restaurants/United States of AmericaUndetermined

Gemini Advisory reveals to have identified a malicious payload that infected Food Dudes Delivery.https://www.databreaches.net/breached-online-ordering-platforms-expose-hundreds-of-restaurants/United States of AmericaUndetermined

Gemini Advisory reveals to have identified a malicious payload that infected Grabull.https://www.databreaches.net/breached-online-ordering-platforms-expose-hundreds-of-restaurants/United States of AmericaUndetermined

Zambon, an Italian pharmaceutical company is hit with a Babuk ransomware attack.https://www.databreaches.net/it-hacker-attack-on-pharmaceutical-company-zambon/Italy Undetermined

Japan's biggest dating app, Omiai, is hacked and personal data of 1.71 million users such as drivers' licenses, insurance cards, and passports is accessed by threat actors.https://www.hackread.com/japanese-dating-app-omiai-hack-users-at-risk/Japan Undetermined

The Arikara Nation, an affiliate tribe, falls prey of a ransomware attack.https://www.databreaches.net/three-affiliated-tribes-hit-by-ransomware-attack-holding-tribal-information-hostage/United States of AmericaUndetermined

The Hidatsa Nation, an affiliate tribe, falls prey of a ransomware attack.https://www.databreaches.net/three-affiliated-tribes-hit-by-ransomware-attack-holding-tribal-information-hostage/United States of AmericaUndetermined

The Mandan Nation, an affiliate tribe, falls prey of a ransomware attack.https://www.databreaches.net/three-affiliated-tribes-hit-by-ransomware-attack-holding-tribal-information-hostage/United States of AmericaUndetermined

Groupe Boutin suffers a cyber attack by the Cl0p ransomware gang and receives a random demand. Cl0p threatens to leak the data if the ransom isn't paid.https://www.databreaches.net/ca-boutin-transport-company-victim-of-a-cyber-attack/Canada Undetermined

The Resort Municipality of Whistler (RMOW) suffers a ransomware attack and has 800Gb leaked.https://www.bleepingcomputer.com/news/security/whistler-resort-municipality-hit-by-new-ransomware-operation/Canada Undetermined

Brazil's Tribunal de Justce do Estado do Rio Grande do Sul is hit with a REvil ransomware attack that forces the courts to shut down their network.https://www.bleepingcomputer.com/news/security/brazils-rio-grande-do-sul-court-system-hit-by-revil-ransomware/Brazil Russian Federation

U.S. clothing manufacturer suffers a data breach via a phishing attack against employee emails.https://portswigger.net/daily-swig/us-clothing-brand-next-level-apparel-reports-phishing-related-data-breachUnited States of AmericaUndetermined

Schepisi Communications, a partner of telecom provider Telstra, is hit with an Avaddon ransomware attack, As a proof, the ransomware gang leaks the SIM data.https://www.hackread.com/avaddon-hackers-sim-card-data-from-telstra/Australia Russian Federation

A cybercriminal manages to break into the Spanish delivery startup Glovo, selling access to both customer and courier accounts, with the ability to change their passwords.https://www.forbes.com/sites/thomasbrewster/2021/05/04/exclusive-hackers-break-into-2-billion-delivery-startup-glovo/?ss=cybersecurity&sh=3ea5be6c734dSpain Undetermined

Swiss Cloud Computing AG suffers a ransomware attack. The data of 6,500 customers is impacted.https://www.databreaches.net/ch-cyber-attack-on-swiss-cloud-computing-ag/SwitzerlandUndetermined

Banca di Credito Coperativo (BCC) is hit with a DarkSide ransomware attack.https://securityaffairs.co/wordpress/117360/cyber-crime/banca-di-credito-cooperativo-darkside-ransomware.htmlItaly Russian Federation

Veja, a French footwear and accessories brand known for its eco-friendly sneakers, is hacked.https://www.databreaches.net/fr-eco-friendly-sneaker-brand-veja-hacked/France Undetermined

The Colchester Institute suffers a suspected ransomware attack.https://www.databreaches.net/uk-colchester-institute-suffers-cyber-security-attack/United Kingdom of Great Britain and Northern IrelandUndetermined

The Guilderland Central School District is hit with a ransomware attack.https://www.securityweek.com/officials-say-school-district-near-albany-hit-cyberattackUnited States of AmericaUndetermined

Centennial School District is hit with a ransomware attack.https://www.databreaches.net/or-centennial-schools-to-close-for-2-days-after-hackers-breach-school-technology-systems/United States of AmericaUndetermined

Mipharm SPA is hit by a REvil ransomware attack.https://www.databreaches.net/milan-the-pharmaceutical-company-mipharm-spa-victim-of-a-hacker-attack/Italy Russian Federation

Mspharma joins the list of the Avaddon ransomware victims.https://www.databreaches.net/milan-the-pharmaceutical-company-mipharm-spa-victim-of-a-hacker-attack/Jordan Russian Federation

ClearBalance, a medical loan service provider, suffers a phising attack compromising email accounts which contain personal and medical information of clients. https://www.databreaches.net/clearbalance-notifying-more-than-209000-patients-who-have-medical-expense-loans/United States of AmericaUndetermined



The Bank of Oak Ridge suffers a cybersecurity incident that allowed unauthorized access to systems containing sensitive financial information of customers.https://www.rhinotimes.com/news/hackers-steal-critical-customer-data-from-bank-of-oak-ridge/United States of AmericaUndetermined

Invicta Group, a French company specializing in wood heating is down after a cyber attack.https://www.databreaches.net/fr-ardennes-invicta-group-at-a-standstill-since-monday-after-a-cyber-attack/France Undetermined

UnitingCare Queensland confirms it has fallen victim to a ransomware cyber incident, rendering some of its systems inaccessible.https://www.zdnet.com/article/unitingcare-queensland-security-incident-takes-some-systems-offline/Australia Undetermined

Nissan Securities issues a statement disclosing that it experienced unauthorized access.https://www.databreaches.net/jp-notice-about-the-occurrence-of-an-online-trading-system-failure-due-to-unauthorized-access/Japan Undetermined

The Avaddon ransomware group publishes screenshots of some data stolen during the cyber attack on the Unione di Comuni Colli del Monferratohttps://www.databreaches.net/it-union-of-comuni-colli-del-monferrato-cyber-attack-hackers-publish-data/Italy Russian Federation
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The city of Bourg-Saint-Maurice is hit with a ransomware attack.https://www.databreaches.net/fr-savoie-bourg-saint-maurice-town-hall-is-the-target-of-a-cyber-attack/France Undetermined

Nordlo, a provider of digitalization and managed IT services in Norway and Sweden, is hit with a ransomware attack.https://www.databreaches.net/no-ransomware-attack-on-nordlo-knocked-out-vakt-og-alarms-sick-signal-systems-in-several-care-institutions/Norway Undetermined

A suspected ransomware attack hits the publishing company Madsack Media Group.https://www.databreaches.net/de-suspected-ransomware-cyber-attack-on-the-madsack-publishing-group/Germany Undetermined

Italian hosting provier suffers data breach that revealed customer billing and personal data.https://www.databreaches.net/italian-hosting-firm-aruba-it-defends-data-breach-notification-delay/Italy Undetermined

A reported ransomware attack on the CompuGroup Medical data center partner, MedNetwoRX, prevents some customers' access to their Aprima electronic health record systems for more than two weeks.https://www.databreaches.net/reported-ransomware-attack-leads-to-weeks-of-aprima-ehr-outages/United States of AmericaUndetermined

A hacker going by the online handle of Pompompurin leaked a database containing personal and sensitive household data of over 250 million (250,807,711) American citizens and residents.https://www.hackread.com/hacker-dumps-household-records-of-americans/United States of AmericaUndetermined

Multiple employee email accounts at Wayne County Hospital are compromised in a phising attack exposing patient information.https://www.beckershospitalreview.com/cybersecurity/thousands-of-patients-exposed-after-phishing-attack-on-iowa-hospital.htmlUnited States of AmericaUndetermined

BLK Sport discloses that they had been hit by a DarkSide ransomware attack on April 21, 2021.https://www.databreaches.net/au-blk-sport-reveals-darkside-attack/Australia Russian Federation

Hoya Vision Care US is hit with a ransomware attack. The attackers steal about 300 gigabytes of confidential corporate data.https://www.bloomberg.com/news/articles/2021-04-21/hackers-target-iconic-japan-s-toshiba-rival-hoya-with-ransomwareUnited States of AmericaUndetermined

Several United States hospitals are thought to have been affected after a security breach at Elekta, a specialist provider of equipment for cancer treatments last week.https://www.infosecurity-magazine.com/news/cancer-patients-diverted-attack/Sweden Undetermined

Click Studios, the company behind the Passwordstate enterprise password manager, notifies customers that attackers compromised the app's update mechanism to deliver malware in a supply-chain attack after breaching its networks.https://arstechnica.com/gadgets/2021/04/hackers-backdoor-corporate-password-manager-and-steal-customer-data/Australia Undetermined

A malware attack on Radixx trigger a dayslong outage causing reservations systems to crash at about 20 low-cost airlines around the world.https://www.securityweek.com/outages-blamed-malware-still-plaguing-budget-airlinesUnited States of AmericaUndetermined

Ransomware group REvil claims in a blog post published to have stolen blueprints for Apple's latest products after the supplier Quanta is hacked.https://www.bloomberg.com/news/articles/2021-04-21/apple-targeted-in-50-million-ransomware-hack-of-supplier-quantaTaiwan (Province of China)Russian Federation

Universidad de Castilla-La Mancha suffers a ransomware attack.https://www.databreaches.net/es-university-of-castilla-la-mancha-uclm-suffers-a-ransomware-attack/Spain Undetermined

UW Health notifies over 4,000 patients of a data breach allowing unauthroized access to their Epic MyChart patient portal. https://www.beckershospitalreview.com/cybersecurity/hackers-access-4-000-uw-health-patients-epic-mychart-portals-for-nearly-4-months.htmlUnited States of AmericaUndetermined

Virginia Children's hospital discloses unauthorized access to employee email accounts which held patient informaiton.https://www.beckershospitalreview.com/cybersecurity/hacker-breaks-into-virginia-hospital-s-email-accounts.htmlUnited States of AmericaUndetermined

Missouri school district suffers ransomware attack.https://www.databreaches.net/mo-rockwood-school-district-provides-notice-of-ransomware-incident/United States of AmericaUndetermined

Oregon health clinic suffers ransomware attack, exfiltrated data is dumped on Pysa leak site.https://www.databreaches.net/or-one-community-health-reports-april-cyberattack/United States of AmericaUndetermined

The Metropolitan Police Department of the District of Columbia confirms that they suffered a cyberattack after the Babuk ransomware gang leaked screenshots of stolen data.https://www.bleepingcomputer.com/news/security/dc-police-confirms-cyberattack-after-ransomware-gang-leaks-data/United States of AmericaUndetermined

Union Community School District is targetted by DoppelPaymer ransomware attack, 2GB of files are dumped on the dark web after the ransom is not paid. https://www.databreaches.net/ia-union-community-school-district-publicly-silent-after-threat-actors-dump-files-on-dark-web/United States of AmericaRussian Federation

UK rail network Merseyrail confirms a cyberattack after the Lockbit ransomware gang use their email system to email employees and journalists about the attack.https://www.bleepingcomputer.com/news/security/uk-rail-network-merseyrail-likely-hit-by-lockbit-ransomware/United Kingdom of Great Britain and Northern IrelandUndetermined

The Presque Isle Police Department suffers an Avaddon ransomware attack.https://www.databreaches.net/presque-isle-police-data-leaked-by-threat-actors-somewhat/United States of AmericaRussian Federation

A threat actor claims to have hacked Domino's India, stealing 13TB worth of data.https://www.infosecurity-magazine.com/news/threat-actor-claims-to-have-hacked/India Undetermined
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A Birmingham, Alabama based lawfirm is hit with a ransomware attack, the firm notifies clients that personal information stolen in the attack has supposedly been deleted. https://www.databreaches.net/lightfoot-franklin-white-notifies-clients-of-ransomware-incident/United States of AmericaUndetermined

Matthew Clark Bibendum (MCB), a distributor of alcoholic beverages and soft drinks in the UK and Ireland, says it's working to restore IT systems following a cybersecurity incident.https://www.databreaches.net/uk-drinks-giant-cc-group-subsidiary-shuts-down-it-systems-following-security-incident/United Kingdom of Great Britain and Northern IrelandUndetermined

The cliniques of Fondation sant des tudiants de France are paralyzed by a cyber attack.https://www.databreaches.net/fr-the-gresivaudan-clinic-victim-of-a-cyberattack/France Undetermined

Phone House Spain is hit with a Babuk ransomware attack. The criminals demand a $6M ransom.https://www.databreaches.net/phone-house-spain-hit-by-babuk-ransomware-3-million-users-affected/Spain Undetermined

Multiple targets in Slovakia are hit with a ransomware attack.https://www.databreaches.net/sk-state-institution-in-slovakia-target-of-ransomware-attacks/Slovakia Undetermined

Bank holding company First Horizon Corporation discloses that some of its customers had their online banking accounts breached by unknown attackers earlier this month.https://www.bleepingcomputer.com/news/security/first-horizon-bank-online-accounts-hacked-to-steal-customers-funds/United States of AmericaUndetermined

The Houston Rockets are hit by the Babuk ransomware gang that threatens to leak 500 Gb of data.https://www.forbes.com/sites/leemathews/2021/04/15/ransomware-gang-strikes-the-houston-rockets/?ss=cybersecurity&sh=3cd67f8274baUnited States of AmericaUndetermined

Jones Family Dental suffers a data breach potentially revealing the personal information of patients.https://www.databreaches.net/jones-family-dental-notice-of-data-event/United States of AmericaUndetermined

Personal information of over 400,000 Orlando Health Physicians' patients is exposed through the compromise of four employee email accounts. https://www.beckershospitalreview.com/cybersecurity/447-000-patients-exposed-after-phishing-attack-on-florida-practice.htmlUnited States of AmericaUndetermined

Secure Administrative Solutions suffers a ransomware attack.https://www.databreaches.net/health-insurer-notifies-members-after-third-party-vendor-suffers-ransomware-attack/United States of AmericaUndetermined

The Bavarian city of Kammeltal is hit with a ransomware attack.https://www.databreaches.net/de-cyberattack-on-bavarian-city-of-kammeltal/Germany Undetermined

The University of Hertfordshire suffers a devastating cyberattack that knocks out all of its IT systems, including Office 365, Teams and Zoom, local networks, Wi-Fi, email, data storage and VPN.https://www.zdnet.com/article/cyberattack-on-uk-university-knocks-out-online-learning-teams-and-zoom/United Kingdom of Great Britain and Northern IrelandUndetermined

Cryptocurrency rewards platform Celsius Network discloses a security breach exposing customer information that led to a phishing attack.https://www.bleepingcomputer.com/news/security/celsius-email-system-breach-leads-to-phishing-attack-on-customers/United Kingdom of Great Britain and Northern IrelandUndetermined

Griesser AG, a Swiss firm that manufactures sun protection window treatments falls prey to a ransomware attack.https://www.databreaches.net/ch-griesser-ag-victim-of-ransomware-attack/SwitzerlandUndetermined

The Czech branch of Asbis, a distributor of consumer electronics and IT products and solutions in central and eastern Europe, is hit with an Avaddon ransomware attack.https://www.databreaches.net/cz-asbis-hit-by-ransomware-working-to-recover/Czechia Russian Federation

The University of Portsmouth closes its campus due to 'technical disruption' to its IT network in what is believed to be a ransomware attack.https://www.databreaches.net/uk-university-of-portsmouth-closes-campus-due-to-ransomware-attack/United Kingdom of Great Britain and Northern IrelandUndetermined

WorkForce West Virginia suffers a data breach when an unauthorized individual accessed an employment services database.https://www.databreaches.net/workforce-west-virginia-notifies-clients-of-potential-data-breach/United States of AmericaUndetermined

California town suffers externsive data breach involving protected personal information of all city employees and vendors as well as anyone who had given their personal information to the police department.https://www.zdnet.com/article/california-town-announces-extensive-data-breach-involving-police-department-loan-provider/United States of AmericaUndetermined

Lorenz executed exfiltration of data and ransomeware in targeted network. Data presented on dark web "leak site" http://lorenzmlwpzgxq736jzseuterytjueszsvznuibanxomlpkyxk6ksoyd.onion/Austria Undetermined

A cyber attack disrupts some of the Fiji Government's online services and networks.https://www.databreaches.net/fj-cyber-attack-disrupts-government-online-services/Fiji Russian Federation

The Hillsborough School District remains down after a cyber attack.https://www.infosecurity-magazine.com/news/new-jersey-schools-cyber-attack/United States of AmericaUndetermined

Logansport Community School is hit with a Pysa ransomware attack.https://www.databreaches.net/data-from-indiana-and-oregon-school-districts-dumped-by-ransomware-threat-actors/United States of AmericaUndetermined

Security researcher Jeremiah Fowler discovers a database exposed, containing 200,000 records, containing evidence that the data might be accessed by criminals.https://www.forbes.com/sites/leemathews/2021/05/11/hackers-stole-data-on-nearly-200000-veterans-seeking-disability-benefits/?sh=39a4e22d5540United States of AmericaUndetermined

The Brazilian Biblioteca Nacional reveals to have been hit with a ransomware attack.https://www.databreaches.net/br-the-national-library-website-falls-victim-to-a-ransomware-attack-and-goes-offline/Brazil Undetermined

Indian stock trading firm Upstox reveals to users that it has suffered a serious security breach that may have seen unauthorized criminal access to millions of customers' personal information.https://thehackernews.com/2021/04/indian-brokerage-firm-upstox-suffers.htmlIndia Undetermined



The healthcare facility USL Umbria 2 is hit with a ransomware attack.https://www.databreaches.net/it-uslumbria2-a-healthcare-facility-attacked-with-ransomware/Italy Undetermined

The operators of the DoppelPaymer ransomware leak a large collection of files from the Illinois Office of the Attorney General.https://therecord.media/ransomware-gang-leaks-court-and-prisoner-files-from-illinois-attorney-general-office/United States of AmericaRussian Federation

The Belgian city of Floreffe is hit with a ransomware attack.https://www.databreaches.net/be-the-city-of-floreffe-victim-of-a-cyberattack/Belgium Undetermined

The Turin Territorial Housing Agency (ATC) website is hit with a ransomware attack. The criminals demand a ransom of $ 700,000.https://www.databreaches.net/it-threat-actors-attack-atc-website-demand-ransom/Italy Undetermined

Office of Illinois Attorney General is hit with a DoppelPaymer ransomware attack exposing personal information of residents.https://patch.com/illinois/chicago/illinois-ag-raoul-invests-2-5m-after-ransomware-hack-reportUnited States of AmericaRussian Federation

DigitalOcean emails customers warning of a data breach involving customers' billing data.https://techcrunch.com/2021/04/28/digitalocean-customer-billing-data-breach/United States of AmericaUndetermined

The City of Mori res-"Ias-Avignon is hit with a ransomware attack.https://www.databreaches.net/fr-morieres-les-avignon-douai-wurth-france-suffer-cyber-attacks/France Undetermined

The City of Isle-sur-la-Sorgue is hit with a ransomware attack, with criminals demanding a ransom of 500,000 euros.https://www.databreaches.net/fr-city-of-isle-sur-la-sorgue-victim-of-ransomware-wont-pay-e500000-demand/France Undetermined

The Swiss General trade school (Allgemeine Gewerbeschule) is hit by Ryuk ransomware.https://www.databreaches.net/ch-general-trade-school-allgemeine-gewerbeschule-hit-by-ryuk-ransomware/SwitzerlandRussian Federation

The Partit Nazzjonalista (Nationalist Party of Malta) is hit with an Avaddon ransomware attack.https://www.databreaches.net/avaddon-starts-dumping-data-from-maltas-nationalist-party/Italy Russian Federation

The Municipality of Douai is hit with a cyber attack the blocks the telephone lines and emails.https://www.databreaches.net/fr-morieres-les-avignon-douai-wurth-france-suffer-cyber-attacks/France Undetermined

The French Hospital de Saint-Gauden is hit with a ransomware attack.https://www.databreaches.net/another-french-hospital-hit-by-cyberattack/France Undetermined

The Astro Team ransomware threat actors dump 40GB patient-related files allegedly from Eduro Healthcare.https://www.databreaches.net/eduro-healthcare-hacked-copies-of-files-stolen/United States of AmericaUndetermined

Thousands of New York residents who live in buildings run by Douglas Elliman's property management arm may have had their personal information compromised after the company's IT network is breached.https://www.databreaches.net/ellimans-property-management-arm-suffers-data-breach/United States of AmericaUndetermined

The Bernards School District remains down after a cyber attack.https://www.infosecurity-magazine.com/news/new-jersey-schools-cyber-attack/United States of AmericaUndetermined

The Gruppo Gino car dealer is hit with a ransomware attack.https://www.databreaches.net/it-gino-group-car-dealership-notifies-customers-of-ransomware-attack/Italy Undetermined

The Czech municipality of Olomouc is hit with a ransomware attack.https://www.databreaches.net/cz-olomouc-paralyzed-by-a-cyberattack-all-municipal-services-remain-unavailable/Czechia Undetermined

Georg Wieser's TÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¼rnitzer "Nah & Frisch"market is hit with a ransomware attack.https://www.databreaches.net/at-nahfrisch-wieser-turnitz-hit-by-ransomware-attack/Austria Undetermined

A ransomware attack forces the Haverhill Public Schools to cancel classes.https://www.databreaches.net/ransomware-attack-forces-haverhill-schools-to-cancel-classes/United States of AmericaUndetermined

Reproductive Biology Associates, a fertility clinic, suffers a ransomware attack, stolen data includes patients' personal information and embryology data. https://www.bleepingcomputer.com/news/security/fertility-clinic-discloses-data-breach-exposing-patient-info/United States of AmericaUndetermined

City Hall computers at the City of El Monte are replaced after an unauthorized access.https://www.databreaches.net/ca-servers-at-el-monte-city-hall-being-replaced-investigation-of-unauthorized-access-continues/United States of AmericaUndetermined

A ransomware attack against conditioned warehousing and transportation provider Bakker Logistiek causes a cheese shortage in Dutch supermarkets.https://www.bleepingcomputer.com/news/security/dutch-supermarkets-run-out-of-cheese-after-ransomware-attack/NetherlandsUndetermined

Illinois school district suffers attack, 10 GB of data is leaked online.https://www.databreaches.net/two-more-ransomware-attacks-on-the-education-sector-revealed/United States of AmericaUndetermined

New York law firm suffers data breach revealing client personal information.https://www.databreaches.net/another-law-firm-gets-hit-and-yes-medical-info-was-in-its-files/United States of AmericaUndetermined

French subsidiary of the German hardware chain, experiences an unspecified "security incident".https://www.lemagit.fr/actualites/252499168/Wuerth-France-en-proie-a-un-incident-de-securite-informatiqueFrance Undetermined

The City of Lawrence is hit with a ransomware attack.https://www.databreaches.net/ma-city-of-lawrence-hit-with-significant-ransomware-attack/United States of AmericaUndetermined

Tasmania Casino operator Federal Group is hit with a ransomware attack.https://www.abc.net.au/news/2021-04-13/ransomware-attack-hits-federal-group-casino-operator/100064038Australia Undetermined

The National College of Ireland is hit with a ransomware attack.https://www.bleepingcomputer.com/news/security/ransomware-hits-tu-dublin-and-national-college-of-ireland/Ireland Undetermined

Axios Italia, the provider of one of the most used electronic register applications by Italian schools, Axios RE, is offline due to a ransomware attack.https://www.databreaches.net/axios-italia-hit-thousands-of-schools-potentially-impacted/Italy Undetermined

Asteelflash, a leading French electronics manufacturing services company, suffers a cyberattack by the REvil ransomware gang who is demanding a $24 million ransom.https://www.bleepingcomputer.com/news/security/asteelflash-electronics-maker-hit-by-revil-ransomware-attack/France Russian Federation

The Technological University of Dublin is hit with a ransomware attack.https://www.databreaches.net/technological-university-of-dublin-victim-of-ransomware-attack/Ireland Undetermined

J&B Importers is hit with a ransomware attack.https://www.databreaches.net/jb-importers-falls-victim-to-a-ransomware-attack/United States of AmericaUndetermined

Protected health information of over 125,000 individuals is potentially exposed through unauthorized access to email accounts.https://www.infosecurity-magazine.com/news/data-breach-us-dental-patients/United States of AmericaUndetermined

Babuk v.2.0 drops 400 gb of data in total. Which includes the following : customer data, corporative clients, confidential files, agreements, taxes, funds transfers and about 1 gb of you emails of sensitive information on the dark web.https://socradar.io/what-is-babuk-the-ransomware-gang-you-should-know-about/United States of AmericaUndetermined

Lorenz executed exfiltration of data and ransomeware in targeted network. Data presented on dark web "leak site" http://lorenzmlwpzgxq736jzseuterytjueszsvznuibanxomlpkyxk6ksoyd.onion/United States of AmericaUndetermined

The Pierre Fabre pharmaceutical company shuts down following a cyberattackhttps://www.databreaches.net/the-pierre-fabre-company-shut-down-following-a-cyberattack/France Undetermined

Italian menswear premium brand Boggi Milano is hit with a Ragnarok ransomware attack. 40Gb of data is allegedly stolen.https://www.bloomberg.com/news/articles/2021-03-31/hackers-target-italian-menswear-boggi-milano-with-ransomwareItaly Undetermined

Pierre Fabre suffers a REvil ransomware attack where the threat actors initially demanded a $25 million ransom.https://www.bleepingcomputer.com/news/security/leading-cosmetics-group-pierre-fabre-hit-with-25-million-ransomware-attack/France Russian Federation

The University of California Davis joins the list of the victims hit via the exploitation of the Accellion FTA vulnerability.https://www.ucdavis.edu/news/uc-among-targets-nationwide-cyberattackUnited States of AmericaUndetermined

The University of California joins the list of the victims hit via the exploitation of the Accellion FTA vulnerability.https://ucnet.universityofcalifornia.edu/news/2021/03/uc-part-of-nationwide-cyber-attack.htmlUnited States of AmericaUndetermined

The City of AngermÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¼nde is hit with a ransomware attack.https://www.databreaches.net/de-city-administration-angermunde-temporarily-unavailable/Germany Undetermined

Researchers from Group-IB warn that cybercriminals are targeting Indonesia's major banks posing as bank representatives or customer support team members on Twitter.https://securityaffairs.co/wordpress/116173/cyber-crime/5-star-customer-service-fraudsters-launch-massive-campaign-against-indonesias-major-banks-on-twitter.htmlIndonesia Undetermined

A malware attack on emissions testing company Applus Technologies prevents vehicle inspections in eight states, including Connecticut, Georgia, Idaho, Illinois, Massachusetts, Utah, and Wisconsin.https://www.bleepingcomputer.com/news/security/malware-attack-is-preventing-car-inspections-in-eight-us-states/United States of AmericaUndetermined

Unix Auto SRL, a supplier of car parts in Romania, is hit with a ransomware attack.https://www.databreaches.net/the-largest-supplier-of-car-parts-based-in-cluj-napoca-blackmailed-by-hackers/Romania Undetermined

The Municipality of Brescia is hit with a DoppelPaymer ransomware attack.https://www.databreaches.net/brescia-and-rho-municipalities-report-cyberattacks/Italy Russian Federation

The Municipality of Rho is hit with a DoppelPaymer ransomware attack.https://www.databreaches.net/brescia-and-rho-municipalities-report-cyberattacks/Italy Russian Federation

The Municipality of Caselle Torinese is hit with a DoppelPaymer ransomware attack.https://www.databreaches.net/cyber-%e2%80%8b%e2%80%8battacks-on-the-municipalities-of-brescia-caselle-torinese-and-rho-first-stolen-data-published/Italy Russian Federation

Researchers from Proofpoint reveal the details of BadBlood, a cyber espionage campaign carried out by malicious actors from Iran, targeting senior medical professionals in the United States and Israelhttps://www.securityweek.com/iranian-hackers-target-medical-personnel-us-israelIsrael Iran (Islamic Republic of)

MBA Group, a print group, is hit with a REvil ransomware attack.https://www.databreaches.net/uk-print-group-hit-by-cyber-attack/United Kingdom of Great Britain and Northern IrelandRussian Federation

The Evangelical Hospital in Lippstadt stops to accept patients after it is hit by a cyber attack.https://www.databreaches.net/cyber-%e2%80%8b%e2%80%8battack-evk-lippstadt-stops-patient-admission/Germany Undetermined

Brown University disables systems and cuts connections to the data center after suffering a cyberattack.https://www.bleepingcomputer.com/news/security/brown-university-hit-by-cyberattack-some-systems-still-offline/United States of AmericaUndetermined

MobiKwik says it is investigating claims of data breach after a website claimed to have exposed private information of nearly 100 million users of the Indian mobile payments startup.https://techcrunch.com/2021/03/30/mobikwik-investigating-data-breach-after-100m-user-records-found-online/India Undetermined

Researchers from Proofpoint reveal the details of BadBlood, a cyber espionage campaign carried out by malicious actors from Iran, targeting senior medical professionals in the United States and Israelhttps://www.securityweek.com/iranian-hackers-target-medical-personnel-us-israelUnited States of AmericaIran (Islamic Republic of)

California surgical center discovers unauthorized access to its network compromising patient medical information.https://www.hipaajournal.com/k-and-b-surgical-center-healthpointe-medical-group-notify-patients-about-hacking-incidents/United States of AmericaUndetermined

Oklahoma social service provider suffers ransomware attack affecting 10,438 individuals.https://www.hipaajournal.com/jefferson-surgical-clinic-announces-june-2021-data-breach-impacting-174769-patients/United States of AmericaUndetermined



About 1 million people's information is stolen in a cyberattack targeting the municipality of Konya in central Turkey.https://www.databreaches.net/cyberattack-steals-info-of-one-million-in-turkeys-konya/Turkey Undetermined

The University of California, Berkeley (UC Berkeley) confirms it suffered a data breach, becoming another victim of the Accellion cyber-attack.https://portswigger.net/daily-swig/uc-berkeley-confirms-data-breach-becomes-latest-victim-of-accellion-cyber-attackUnited States of AmericaUndetermined

Vhive, a popular retail furniture chain in Singapore, posts a notice on their web site and Facebook page announcing  a cyberattack.https://www.databreaches.net/sg-vhive-alerts-consumers-to-cyberattack/Singapore Undetermined

Researchers from Akamai reveal that in February they dealt with a 800 Gbps+ attack against a European gambling company.https://www.bleepingcomputer.com/news/security/800gbps-ddos-extortion-attack-hits-gambling-company/UndeterminedUndetermined

TA505 leaks the data belonging to the Yeshiva University stolen exploiting the Accellion vulnerability.https://www.securityweek.com/cybercriminals-publish-data-allegedly-stolen-shell-multiple-universitiesUnited States of AmericaUndetermined

TA505 leaks the data belonging to the Stanford University stolen exploiting the Accellion vulnerability.https://www.securityweek.com/cybercriminals-publish-data-allegedly-stolen-shell-multiple-universitiesUnited States of AmericaUndetermined

TA505 leaks the data belonging to the University of California stolen exploiting the Accellion vulnerability.https://www.zdnet.com/article/ransomware-group-targets-universities-of-maryland-california-in-new-data-leaks/United States of AmericaUndetermined

TA505 leaks the data belonging to the University of Maryland stolen exploiting the Accellion vulnerability.https://www.zdnet.com/article/ransomware-group-targets-universities-of-maryland-california-in-new-data-leaks/United States of AmericaUndetermined

Lorenz executed exfiltration of data and ransomeware in targeted network. Data presented on dark web "leak site" http://lorenzmlwpzgxq736jzseuterytjueszsvznuibanxomlpkyxk6ksoyd.onion/PhilippinesUndetermined

A ransomware attack hits the Australian Channel Nine's live broadcasts causing the disruption of its operations, despite the reason seems a retaliatory act.https://securityaffairs.co/wordpress/116053/breaking-news/channel-nine-cyber-attack.htmlAustralia Undetermined

The Town of Didsbury is hit with a ransomware attack.https://www.databreaches.net/ca-hackers-demand-ransom-from-town-of-didsbury-in-cyber-attack/United States of AmericaUndetermined

Yemeksepeti, an online food delivery chain in Turkey and Cyprus, suffers a cyber attack.https://www.databreaches.net/tr-cyber-%e2%80%8b%e2%80%8battack-statement-from-yemeksepeti/Turkey Undetermined

The Babuk ransomware operators claim responsibility for the intrusion and theft of 23 GB of data from YposKesi's computer system.https://www.databreaches.net/fr-hackers-attack-telethon-biotech-yposkesi-targeted-with-ransomware/France Undetermined

The healthcare institute Sant de l'Ouest is hit with a ransomware attack.https://www.zataz.com/fuite-de-donnees-pour-linstitut-de-formation-sante-de-louest/France Undetermined

The Broward County Public Schools is hit with a Conti ransomware attack, asking for a $40 million ransom.https://www.databreaches.net/broward-county-public-schools-cyberattack-was-ransomware-attack-new-details-emerge/United States of AmericaRussian Federation

London-based nonprofit multi-academy trust Harris Federation is taken down by a ransomware attack.https://www.bleepingcomputer.com/news/security/harris-federation-hit-by-ransomware-attack-affecting-50-schools/United Kingdom of Great Britain and Northern IrelandUndetermined

Someone is selling account information for 21 million customers of ParkMobile, a mobile parking app that's popular in North America.https://krebsonsecurity.com/2021/04/parkmobile-breach-exposes-license-plate-data-mobile-numbers-of-21m-users/United States of AmericaUndetermined

Healthgrades Operating Company suffers a security breach in its platform, and several companies are impacted including Lexington Medical Center.https://www.wakehealth.edu/Locations/Hospitals/Lexington-Medical-Center/Notice-of-a-Vendor-Data-Privacy-IncidentUnited States of AmericaUndetermined

Redborne Upper School and Community College is disrupted by a cyber attack.https://www.bbc.com/news/uk-england-beds-bucks-herts-56544529United Kingdom of Great Britain and Northern IrelandUndetermined

Researchers from Accenture reveal the details of the latest Hades ransomware campaign targeting an undisclosed global manufacturer in the US.https://www.zdnet.com/article/hades-ransomware-operators-are-hunting-big-game-in-the-us/United States of AmericaRussian Federation

Researchers from Accenture reveal the details of the latest Hades ransomware campaign targeting an undisclosed consumer products retailer in the US.https://www.zdnet.com/article/hades-ransomware-operators-are-hunting-big-game-in-the-us/United States of AmericaRussian Federation

Researchers from Accenture reveal the details of the latest Hades ransomware campaign targeting an undisclosed transport & logistics company in the US.https://www.zdnet.com/article/hades-ransomware-operators-are-hunting-big-game-in-the-us/United States of AmericaRussian Federation

Email accounts of multiple German Parliament members are targeted in a spearphishing attack. It is not yet known if any data was stolen during the incident.https://www.bleepingcomputer.com/news/security/german-parliament-targeted-again-by-russian-state-hackers/Germany Belarus

The U.S. Virgin Islands Government investigates a possible cyber attack to the Recorder of Deeds and Cadastral Divisions.https://www.govtech.com/security/Possible-Cyber-Attack-Targets-US-Virgin-Islands-Government.htmlUnited States of AmericaUndetermined

The City of Alton confirms to have been hit with a ransomware attack.https://www.databreaches.net/il-alton-confirms-data-incident-in-early-march/United States of AmericaUndetermined

Personal Touch Holding Corp. (PTHC) announces to suffered a data breach, after its MSP is hit with a ransomware attack.https://www.databreaches.net/ny-personal-touch-holding-corp-hit-by-ransomware-attack-at-msp-more-than-750000-affected/United States of AmericaUndetermined

RDC, a Dutch company that provides garage and maintenance services to Dutch car owners, confirms a data breach after the personal and vehicle details of 7.5 millions of Dutch car owners are posted for sale on a well-known cybercrime forum.https://therecord.media/data-for-7-3-million-dutch-car-owners-sold-on-hacking-forum/NetherlandsUndetermined

30M records from Astoria Company LLC, a Lead Generation company are leaked in the DarkWeb.https://securityaffairs.co/wordpress/115934/breaking-news/astoria-company-data-leak.htmlUnited States of AmericaUndetermined

Town of Deerfield suffers a data breach compromising resident personal information.https://www.databreaches.net/town-of-deerfield-offering-credit-monitoring-after-data-breach-potentially-exposed-more-than-8100-residents-info/United States of AmericaUndetermined

SalusCare, a substance abuse and mental health services provider, discloses an attack impacting both patient and employee data.https://www.databreaches.net/saluscare-sues-amazon-to-compel-production-of-information-about-storage-bucket-used-by-cyberattacker/United States of AmericaUndetermined

Harper County Community Hospital discloses that it experienced a ransomware attack.https://www.databreaches.net/ok-harper-county-community-hospital-targeted-with-ransomware/United States of AmericaUndetermined

The City of Frankfort is hit with a ransomware attack.https://www.databreaches.net/ky-city-of-frankfort-has-it-network-hacked/United States of AmericaUndetermined

Mott Community College announces to  have identified and addressed a data security breach.https://www.databreaches.net/mi-mott-community-college-addresses-data-security-breach/United States of AmericaUndetermined

PCS Revenue Control Systems, Inc notifies multiple schools to have suffered a data breach in December 2019. The list of victims include: Polk County Schools, Alachua County Schools, Dekalb Schools.https://www.databreaches.net/fl-polk-county-schools-says-student-information-may-have-been-exposed-in-data-breach/United States of AmericaUndetermined

MND reveals to have been hit by a cyber attack.https://www.actusnews.com/en/mnd/pr/2021/03/24/mnd-statement-on-cyber-attackFrance Undetermined

Dollar Bank files a notice of data breach after learning that an unauthorized party was able to access confidential information belonging to Standard Bank customers before the two banks merged.https://www.jdsupra.com/legalnews/dollar-bank-files-notice-of-data-breach-4826718/United States of AmericaUndetermined

The Babuk ransomware gang leaks 700 GB of data belonging to PDI Group, a US military contractor.https://therecord.media/ransomware-gang-leaks-data-from-us-military-contractor-the-pdi-group/United States of AmericaUndetermined

Private aviation services provider Solairus Aviation announces that some employee and customer data was compromised in a security incident at third-party vendor Avianis.https://www.securityweek.com/air-charter-firm-solairus-aviation-suffers-data-breachUnited States of AmericaUndetermined

The University of Miami joins the list of the victims of the Accellion breach.https://www.databreaches.net/threat-actors-leak-files-with-protected-health-information-from-u-miami/United States of AmericaUndetermined

British clothing brand FatFace sends a controversial 'confidential' data breach notification to customers after suffering a Conti ransomware attack earlier this year.https://www.bleepingcomputer.com/news/security/fatface-sends-controversial-data-breach-email-after-ransomware-attack/United Kingdom of Great Britain and Northern IrelandRussian Federation

Industrial giant Honeywell reveals that some of its IT systems were disrupted as a result of a recent malware attack.https://www.securityweek.com/honeywell-says-malware-disrupted-it-systemsUnited States of AmericaUndetermined

Insurance giant CNA suffers a ransomware attack using a new variant called Phoenix CryptoLocker that is possibly linked to the Evil Corp hacking group.https://www.bleepingcomputer.com/news/security/insurance-giant-cna-hit-by-new-phoenix-cryptolocker-ransomware/United States of AmericaRussian Federation

Sierra Wireless, a world-leading IoT solutions provider, discloses a ransomware attack that forces to halt production at all manufacturing sites.https://www.bleepingcomputer.com/news/security/ransomware-attack-shuts-down-sierra-wireless-iot-maker/Canada Undetermined

Shell is affected by the Accellion breach.https://www.infosecurity-magazine.com/news/shell-latest-to-fall-to-accellion/NetherlandsUndetermined

The University of Miami is affected by the Accellion hack.https://www.databreaches.net/threat-actors-leak-files-with-protected-health-information-from-u-miami/United States of AmericaUndetermined

ATC Transportation discloses a ransomware attack.https://www.databreaches.net/atc-transportation-discloses-ransomware-attack/United States of AmericaUndetermined

Spargo, an event management firm, is hit with a cyber attack.https://www.cyberscoop.com/ransomware-attacks-spargo-sierra-wireless/United States of AmericaUndetermined

The Park Hill School District is forced to cancel classes due to a malware attack.https://www.kshb.com/news/local-news/park-hill-schools-closed-monday-due-to-malware-attackUnited States of AmericaUndetermined

DeCotiis, FitzPatrick, Cole & Giblin, LLP ("DFCG") provides notice of a phishing incident.https://www.databreaches.net/nj-law-firm-provides-notice-of-breach/United States of AmericaUndetermined

The Railway Administration in the Czech Republic is hit with a cyber attack.https://www.databreaches.net/cz-railway-administration-was-attacked-by-hackers-operations-not-endangered/Czechia Undetermined

Hackers expose online personal details of 6.5 million Israeli voters, less than 24 hours before the country goes to the polls in the fourth election in the last two years, allegedly stolen from the Elector app.https://securityaffairs.co/wordpress/115918/hacking/israeli-voters-leak.htmlIsrael Undetermined

Stratus Technologies suffers a ransomware attack that required systems to be taken offline to prevent the attack's spread.https://www.bleepingcomputer.com/news/security/high-availability-server-maker-stratus-hit-by-ransomware/United States of AmericaUndetermined

Physician's email was hacked to bait colleagues in spear-phising attack resulting in 4206 patients of Chicago-based Swedish Hospital having their data breached.https://www.beckershospitalreview.com/cybersecurity/swedish-hospital-physician-s-email-hacked-to-bait-colleagues-in-spear-phishing-attack.htmlUnited States of AmericaUndetermined

People's Community Health Center reveals that during a period in March there had been unauthorized access to an employee's email.https://www.databreaches.net/ia-peoples-community-health-clinic-notifying-patients-after-discovering-compromise-of-employee-email-account/United States of AmericaUndetermined

Manga translation site MangaDex is temporarily shut down after suffering a cyberattack and having its source code stolen.https://www.bleepingcomputer.com/news/security/mangadex-manga-site-temporarily-shut-down-after-cyberattack/UndeterminedUndetermined



Eyemart Express, LLC reveals it was targeted by a phishing attack.https://www.databreaches.net/eyemart-express-notifies-patients-of-breach/United States of AmericaUndetermined

The UK Ministry of Defence academy is hit by major cyber attack by 'foreign power'https://securityaffairs.co/wordpress/115870/hacking/ministry-of-defence-hacked.htmlUnited Kingdom of Great Britain and Northern IrelandUndetermined

Physicians Dialysis discovers unauthroized access to its database containing personal and health information of current and former patients.https://www.databreaches.net/fl-physicians-dialysis-provides-notification-of-data-security-incident/United States of AmericaUndetermined

Kentucky Wesleyan College notifies o have experienced a network security incident.https://www.databreaches.net/kentucky-wesleyan-college-notice-of-data-security-incident-should-the-ftc-investigate/United States of AmericaUndetermined

The California State Controller's Office (SCO) reports that a phishing attack led to a data breach that exposed personnel files and email contacts for more than a day.https://www.darkreading.com/attacks-breaches/california-state-controllers-office-suffers-data-breach/d/d-id/1340508United States of AmericaUndetermined

Liker.com, the anti-Trump social Network, is breached and around 400, records are leaked.https://www.zataz.com/liker-com-lanti-trump-pirate/United States of AmericaUndetermined

Police have arrested the man suspected of hacking and disseminating the information of 223 million Brazilians, the largest leak in that country's history. The hacker reportedly accessed the data of the Individual Taxpayer Registry (CPF) and the Corporate Taxpayer Registry (CNPJ).https://www.databreaches.net/federal-police-arrest-hacker-suspected-of-the-largest-data-leak-in-brazil/Brazil United States of America

Police have arrested the man suspected of hacking and disseminating the information of 223 million Brazilians, the largest leak in that country's history. The hacker reportedly accessed the data of companies such as the Individual Taxpayer Registry (CPF) and the Corporate Taxpayer Registry (CNPJ).https://www.databreaches.net/federal-police-arrest-hacker-suspected-of-the-largest-data-leak-in-brazil/Brazil United States of America

Cancer Treatment Centers of America reveals to have been hit by a phishing attack.https://www.beckershospitalreview.com/cybersecurity/105-000-patients-affected-in-cancer-treatment-centers-employee-email-hack.htmlUnited States of AmericaUndetermined

Celg Gera  e Transmiss  (Celg GT) reports a cyber attack.https://www.databreaches.net/br-hacker-attack-compromises-operation-of-celg-gt-applications-and-files/Brazil Undetermined

The Maricopa County Community College District announces to cancel classes after a cybersecurity issue forced its network system offline.https://www.databreaches.net/az-maricopa-community-colleges-cancel-classes-amid-cybersecurity-issue/United States of AmericaUndetermined

Jefit releases a public announcement about a cyber-incident that may have exposed customer account information.https://www.databreaches.net/jefit-data-incident-public-announcement/United States of AmericaUndetermined

NHS executive Helen Bevan has her two Twitter accounts, with nearly 140,000 followers, stolen by hackers and used to promote fake PlayStation 5 sales.https://www.bbc.com/news/technology-56456002United Kingdom of Great Britain and Northern IrelandUndetermined

Acer is attacked by the REvil ransomware threat actors, who demand a $50 million ransom.https://www.databreaches.net/acer-data-breach-sodinokibi-ransomware-group-publishes-first-stolen-data/Taiwan (Province of China)Russian Federation

Celg Gera  e Transmiss  reported that it suffered a cyber attack that left access to the entire corporate network of applications and files compromised.https://www.databreaches.net/br-hacker-attack-compromises-operation-of-celg-gt-applications-and-files/Brazil Undetermined

Carnival Corporation discloses a data breach in which a small number of email accounts were accessed resulting in some employee and customer information being breachedhttps://www.bleepingcomputer.com/news/security/carnival-cruise-hit-by-data-breach-warns-of-data-misuse-risk/United States of AmericaUndetermined

Wellington Oral Surgery reveals to have suffered a phishing attack.https://www.rnz.co.nz/news/national/438652/lumino-dental-firm-email-hack-patient-information-accessedNew ZealandUndetermined

The chemical company Remmers suffers a cyber attack.https://www.databreaches.net/de-police-are-investigating-a-cyber-attack-on-paint-manufacturer-remmers/United States of AmericaUndetermined

Some surgeries are cancelled at Eastern Health facilities, following a "cyber incident"https://www.zdnet.com/article/eastern-health-cyber-incident-cancels-surgeries-across-melbourne/Australia Undetermined

The Midlands News Association has confirmed a data security incident, which led to sensitive information of former employees being published online.https://www.databreaches.net/uk-journalists-personal-and-bank-details-made-public-after-publisher-data-breach/United Kingdom of Great Britain and Northern IrelandUndetermined

Azusa Police Department in California reveals to have been hit by a DoppelPaymer ransomware attack.https://www.databreaches.net/ca-azusa-police-reveal-ransomware-attack-in-march/United States of AmericaRussian Federation

600,000 stolen credit cards emerge after the database of Swarmshop, an underground marketplace, is leaked.https://www.bleepingcomputer.com/news/security/over-600-000-stolen-credit-cards-leaked-after-swarmshop-hack/UndeterminedUndetermined

Some schools in South Gloucestershire are left without access to their IT systems after being subjected to a targeted ransomware attack.https://www.databreaches.net/uk-south-gloucestershire-schools-hit-by-ransomware-attack/United Kingdom of Great Britain and Northern IrelandUndetermined

The Midlands News Association confirms a "data security incident", which led to the personal information of former employees being published online.https://www.databreaches.net/uk-journalists-personal-and-bank-details-made-public-after-publisher-data-breach/United Kingdom of Great Britain and Northern IrelandUndetermined

The Sewell Family of Companies (a car dealership organization) discloses a security breach.https://www.databreaches.net/tx-sewell-family-of-companies-discloses-breach/United States of AmericaUndetermined

University of Northampton is hit by a cyber-attack.https://www.bbc.com/news/uk-england-northamptonshire-56500434United Kingdom of Great Britain and Northern IrelandUndetermined

Two Polish government websites are hacked and used briefly to spread false information about a non-existent radioactive threat, in what a Polish government official said had the hallmarks of a Russian cyberattack.https://www.securityweek.com/polish-state-websites-hacked-and-used-spread-false-infoPoland Undetermined

Chile's Comision para el Mercado Financiero (CMF) has disclosed that their Microsoft Exchange server was compromised through the recently disclosed ProxyLogon vulnerabilities.https://www.bleepingcomputer.com/news/security/chiles-bank-regulator-shares-iocs-after-microsoft-exchange-hack/Chile China

The Leon County Schools website is defaced with offensive posts.https://www.databreaches.net/fl-leon-county-schools-website-hacked-during-spring-break/United States of AmericaUndetermined

Schools in the Castle School Education Trust are affected by a ransomware attack.https://www.databreaches.net/uk-south-gloucestershire-schools-hit-by-ransomware-attack/United Kingdom of Great Britain and Northern IrelandUndetermined

Schools in the Castle School Education Trust are affected by a ransomware attack.https://www.databreaches.net/uk-south-gloucestershire-schools-hit-by-ransomware-attack/United Kingdom of Great Britain and Northern IrelandUndetermined

Schools in the Castle School Education Trust are affected by a ransomware attack.https://www.databreaches.net/uk-south-gloucestershire-schools-hit-by-ransomware-attack/United Kingdom of Great Britain and Northern IrelandUndetermined

Schools in the Castle School Education Trust are affected by a ransomware attack.https://www.databreaches.net/uk-south-gloucestershire-schools-hit-by-ransomware-attack/United Kingdom of Great Britain and Northern IrelandUndetermined

Schools in the Castle School Education Trust are affected by a ransomware attack.https://www.databreaches.net/uk-south-gloucestershire-schools-hit-by-ransomware-attack/United Kingdom of Great Britain and Northern IrelandUndetermined

Schools in the Castle School Education Trust are affected by a ransomware attack.https://www.databreaches.net/uk-south-gloucestershire-schools-hit-by-ransomware-attack/United Kingdom of Great Britain and Northern IrelandUndetermined

Schools in the Castle School Education Trust are affected by a ransomware attack.https://www.databreaches.net/uk-south-gloucestershire-schools-hit-by-ransomware-attack/United Kingdom of Great Britain and Northern IrelandUndetermined

The Pimpri-Chinchwad Municipal Corporation Smart City has suffered a ransomware attack.https://www.databreaches.net/ransomware-attack-on-pimpri-chinchwad-smart-city-servers-managed-by-tech-mahindra/India Undetermined

Hackers have attacked three Prague polyclinics belonging to Poliklinika IPP, disrupting email and the ordering system.https://www.databreaches.net/hackers-hacked-into-the-system-of-three-prague-polyclinics-e-mails-and-ordering-system-do-not-work/Czechia Undetermined

Nikkei has revealed incidents of unauthorized access to some email accounts used by Nikkei China and Nikkei's Hong Kong bureau.https://www.databreaches.net/nikkeis-hong-kong-affiliate-hit-by-unauthorized-access/China Undetermined

Unknown attackers hack into the systems of three Prague polyclinics.https://www.databreaches.net/hackers-hacked-into-the-system-of-three-prague-polyclinics-e-mails-and-ordering-system-do-not-work/Czechia Undetermined

The Tri County Public Safety is hit with a ransomware attack.https://www.databreaches.net/ny-tri-county-sheriff-dispatch-hit-with-ransomware-attack/United States of AmericaUndetermined

Metro Presort in Oregon reports a ransomware attack 21 months after it occurred.https://www.databreaches.net/21-months-after-a-ransomware-attack-a-business-associate-breach-first-shows-up-on-hhss-breach-tool-heres-why/United States of AmericaRussian Federation

The Metropolitan Area of ??Barcelona is suffering from a cyberattack that is suspected of being ransomware.https://www.databreaches.net/the-metropolitan-area-of-%e2%80%8b%e2%80%8bbarcelona-hit-by-ransomware/Spain Undetermined

Laura Rose Carroll and her daughter have been arrested for illegally the accounts of Tate High School students to manipulate votes for Homecoming Court.https://www.databreaches.net/fdle-arrests-mother-and-daughter-for-unauthorized-access-into-hundreds-of-student-accounts/United States of AmericaUndetermined

The Tri County Public Safety network is hit by ransomware.https://www.databreaches.net/ny-tri-county-sheriff-dispatch-hit-with-ransomware-attack/United States of AmericaUndetermined

Destination Maternity notifies over 90,000 employees that personal information was compromised in a hacking incident.https://www.databreaches.net/destination-maternity-notifying-93776-employees-of-hacking-incident/United States of AmericaUndetermined



Blender.org, the official 

website of the popular 3D 

computer graphics software 

Blender, is now in 

maintenance mode according 

to a message displayed on the 

site.

"The http://blender.org website 

is undergoing maintenance 

due to a hacking attempt," the 

official Blender account on 

Twitter said. https://www.bleepingcomputer.com/news/security/blender-website-in-maintenance-mode-after-hacking-attempt/NetherlandsUndetermined

South and City College Birmingham is hit by ransomware.https://www.databreaches.net/uk-college-closes-all-campuses-for-a-week-following-major-cyber-attack/United Kingdom of Great Britain and Northern IrelandUndetermined

The website of the Troy School District is defaced with discriminatory messages.https://www.databreaches.net/mi-troy-school-district-website-down-after-hacking-from-outside-u-s-leaders-say/United States of AmericaUndetermined

Wellington Oral Surgery has discovered that a staff member's email account had been hacked and patients' personal information had been accessed.https://www.databreaches.net/nz-lumino-dental-firm-email-hack-patient-information-accessed/New ZealandUndetermined

HOYA Optical Labs notifies patients that personal information has been leaked following a ransomware attack on company systems.https://www.databreaches.net/bits-n-pieces-76/United States of AmericaUndetermined

Lorenz executed exfiltration of data and ransomeware in targeted network. Data presented on dark web "leak site" http://lorenzmlwpzgxq736jzseuterytjueszsvznuibanxomlpkyxk6ksoyd.onion/United Kingdom of Great Britain and Northern IrelandUndetermined

Lorenz executed exfiltration of data and ransomeware in targeted network. Data presented on dark web "leak site" http://lorenzmlwpzgxq736jzseuterytjueszsvznuibanxomlpkyxk6ksoyd.onion/United States of AmericaUndetermined

A security breach at cryptocurrency platform Roll allows a hacker to obtain the private key to its hot wallet and steal its contents ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â '''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¢ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¢'ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¬" worth about $5.7 million.https://techcrunch.com/2021/03/16/5-7m-stolen-in-roll-crypto-heist-after-hot-wallet-hacked/United States of AmericaUndetermined

Bridgeway Inc., a mental health rehabilitation facility, files containing detailed medical and criminal data appear on PYSA data leak websitehttps://www.databreaches.net/u-s-medical-entities-fall-prey-to-pysa-threat-actors-but-many-havent-disclosed-it-at-least-not-yet/United States of AmericaUndetermined

BlackShadow have now hacked the servers of K.L.S. Capital Ltd.https://www.databreaches.net/israeli-car-financing-company-hacked-dozens-of-personal-documents-leaked/Israel Iran (Islamic Republic of)

Newberry County Memorial Hospital reveals to have been hit with a ransomware attack in February.https://www.databreaches.net/sc-newberry-county-memorial-hospital-experienced-ransomware-attack-last-month/United States of AmericaUndetermined

A malware infects the email account of an employee at i-vic International, leading to the unauthorized access of the mailbox, which had personal data of the affected 30,000 individuals.https://www.zdnet.com/article/third-party-security-breach-compromises-data-of-singapore-job-matching-service/Singapore Undetermined

Overseas Service Corporation announced a phishing email incident that involved a small number of email accounts in its computer environment.https://www.databreaches.net/overseas-service-corporation-notification-of-a-breach/United States of AmericaUndetermined

Buffalo Public Schools has canceled all remote classes as a result of a ransomware attack.https://www.databreaches.net/ny-buffalo-public-schools-hit-with-ransomware-event/United States of AmericaUndetermined

Researchers from eSentire reveal the details of a new campaign of attacks by the REvil ransomware gang. The affected organizations include two law firms, an insurance company, an architectural firm, a construction company and an agricultural co-op, all located in the U.S.; as well as two large international banks (one in Mexico and one in Africa); and a European manufacturer.https://threatpost.com/revil-claims-ransomware-attacks/164739/Mexico Russian Federation

Researchers from eSentire reveal the details of a new campaign of attacks by the REvil ransomware gang. The affected organizations include two law firms, an insurance company, an architectural firm, a construction company and an agricultural co-op, all located in the U.S.; as well as two large international banks (one in Mexico and one in Africa); and a European manufacturer.https://threatpost.com/revil-claims-ransomware-attacks/164739/United States of AmericaRussian Federation
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Researchers from eSentire reveal the details of a new campaign of attacks by the REvil ransomware gang. The affected organizations include two law firms, an insurance company, an architectural firm, a construction company and an agricultural co-op, all located in the U.S.; as well as two large international banks (one in Mexico and one in Africa); and a European manufacturer.https://threatpost.com/revil-claims-ransomware-attacks/164739/United States of AmericaRussian Federation

On February 25, Trillium Community Health Plan in Oregon disclosed that they had been notified by Accellion on January 25 of the cyberattack that impacted dozens of Accellion's clients.https://www.databreaches.net/trillium-community-health-plan-members-impacted-by-accellion-breach/United States of AmericaUndetermined

A user on a popular hacker forum is selling a database containing highly sensitive information of more than 24,000 customers of the now-defunct illegal online service WeLeakInfo.https://cybernews.com/security/hacker-on-hacker-crime-personal-information-of-24000-illegal-data-buyers-put-for-sale-online/UndeterminedUndetermined

Health Net LLC joins the list of the victims hit through the Accellion vulnerability.https://news.bloomberglaw.com/tech-and-telecom-law/centene-sues-accellion-over-personal-health-data-exposed-in-hackUnited States of AmericaUndetermined

The City of Covington, LA is hit with a ransomware attack.https://www.databreaches.net/hackers-attack-city-of-covington-computer-systems/United States of AmericaUndetermined

Upstate Home Care files appear on PYSA data leak website, files do not contain signifcant patient data.https://www.databreaches.net/u-s-medical-entities-fall-prey-to-pysa-threat-actors-but-many-havent-disclosed-it-at-least-not-yet/United States of AmericaUndetermined

Lorenz executed exfiltration of data and ransomeware in targeted network. Data presented on dark web "leak site" http://lorenzmlwpzgxq736jzseuterytjueszsvznuibanxomlpkyxk6ksoyd.onion/United States of AmericaUndetermined

Urban Research has revealed the unauthorized access of the personal information of 317,326 persons by a third party.https://www.databreaches.net/jp-unauthorized-access-occurred-in-urban-research-personal-information-of-about-310000-people-leaked/Japan Undetermined

Molson Coors is the victim of an apparent ransomware attack.https://www.databreaches.net/cyber-attack-causes-systems-outage-at-molson-coors/United States of AmericaUndetermined

The TikTok account of South Korean boy band BTS has been hacked.https://www.infosecurity-magazine.com/news/superstar-kpop-bands-tiktok-hacked/Korea (the Republic of)Undetermined

The city administration of Ebeleben was the victim of a hacker attack that has disabled all servers.https://www.databreaches.net/meanwhile-over-in-germany/Germany Undetermined

The Norwegian Parliament has been infiltrated due to the Microsoft Exchange vulnerability.https://www.databreaches.net/norways-parliament-hit-by-new-hack-attack/Norway Undetermined

The German Federal Office for Information Security (BSI) reveals that two federal authorities in Germany have been hacked exploiting the Microsoft vulnerability.https://www.reuters.com/article/usa-cyber-microsoft-germany/up-to-60000-computer-systems-exposed-in-germany-to-microsoft-flaw-bsi-idUSL8N2L85U2Germany Undetermined

The German Federal Office for Information Security (BSI) reveals that two federal authorities in Germany have been hacked exploiting the Microsoft vulnerability.https://www.reuters.com/article/usa-cyber-microsoft-germany/up-to-60000-computer-systems-exposed-in-germany-to-microsoft-flaw-bsi-idUSL8N2L85U1Germany Undetermined

A database apparently belonging to Guns.com is dumped on a hacker forum. Guns.com also acknowledged that it was the victim of a disruptive cyberattack in January.https://www.hackread.com/hacker-dumps-guns-com-database-customers-admin-data/United States of AmericaUndetermined

Hackers gained access to live surveillance cameras installed at Tesla, Equinox, healthcare clinics, jails, and banks, including the Bank of Utah. In addition to images captured from the cameras, the hacker also shared screenshots of their ability to gain root shell access to the surveillance systems used by Cloudflare and at Telsa HQ.https://www.bleepingcomputer.com/news/security/hackers-access-surveillance-cameras-at-tesla-cloudflare-banks-more/United States of AmericaUndetermined

Hackers gained access to live surveillance cameras installed at Tesla, Equinox, healthcare clinics, jails, and banks, including the Bank of Utahhttps://www.bleepingcomputer.com/news/security/hackers-access-surveillance-cameras-at-tesla-cloudflare-banks-more/United States of AmericaUndetermined

Hackers gained access to live surveillance cameras installed at Tesla, Equinox, healthcare clinics, jails, and banks, including the Bank of Utah. In addition to images captured from the cameras, the hacker also shared screenshots of their ability to gain root shell access to the surveillance systems used by Cloudflare and at Telsa HQ.https://www.bleepingcomputer.com/news/security/hackers-access-surveillance-cameras-at-tesla-cloudflare-banks-more/United States of AmericaUndetermined

The website of SEPE, the public employment system, is down this Tuesday as a result of a cyberattack that SEPE's computer systems have received. Sources from the Ministry of Labor indicate that at the moment the origin is unknown and work is being done to raise the service.https://www.databreaches.net/another-hospital-hit-by-ransomware-in-france-spains-public-employment-service-hit-with-ryuk-and-chinas-cosco-shipping-allegedly-hacked-by-lordbr/Spain Russian Federation

A group of hackers say they breached a massive trove of security-camera data collected by Silicon Valley startup Verkada Inc., gaining access to live feeds of 150,000 surveillance cameras inside hospitals, companies, police departments, prisons and schools.https://www.databreaches.net/hackers-breach-thousands-of-security-cameras-exposing-tesla-jails-hospitals/United States of AmericaUndetermined

Lot-et-Garonne firefighters are the victims of a ransomware attack.https://www.databreaches.net/lot-et-garonne-firefighters-victims-of-a-cyber-attack/France Undetermined

The US Department of Justice seizes usaregenermedicals[.]com, a domain used to impersonate the official site of Regeneron Pharmaceuticals, a biotechnology company involved in COVID-19 vaccine development.https://www.bleepingcomputer.com/news/security/us-seizes-more-domains-used-in-covid-19-vaccine-phishing-attacks/United States of AmericaUndetermined

The systems of SEPE, the Spanish government agency for labor, are taken down following a ransomware attack that hit more than 700 agency offices across Spain.https://www.bleepingcomputer.com/news/security/ryuk-ransomware-hits-700-spanish-government-labor-agency-offices/Spain Russian Federation

Minnesota physical therapy office suffers data breach of patient personal information as a result of a compromised employee email.https://portswigger.net/daily-swig/data-breach-at-us-healthcare-provider-viverant-pt-impacts-more-than-6-500-patientsUnited States of AmericaUndetermined



The Williams team presented its new Formula One car on Friday, but hackers partially ruined the launch by hacking an "augmented reality" app that was designed to show the new vehicle.https://securityaffairs.co/wordpress/115377/hacking/williams-fw43b-launch-hackers.htmlUnited Kingdom of Great Britain and Northern IrelandUndetermined

Magnolia ISD is responding to a technology breach that occurred Sunday afternoon, school officials confirmed. The district said the unauthorized messages were shared via social media, text messages, emails and phone calls.https://www.databreaches.net/cyberattack-houston-area-school-district-investigates-troubling-messages-sent-during-technology-breach/United States of AmericaUndetermined

The European Banking Authority's Microsoft Exchange servers have been hacked. The Chinese threat actors Hafnium are suspected.https://www.bleepingcomputer.com/news/security/european-banking-authority-discloses-exchange-server-hack/France China

Decentralized exchange and liquidity provider DODO is hacked, resulting in a loss of funds amounting to $3.8 million.https://finance.yahoo.com/news/decentralized-exchange-dodo-hacked-3-004826782.htmlUndeterminedUndetermined

The Oloron Sainte-Marie hospital (PyrÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â©nÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â©es-Atlantiques) was the victim of a cyberattack on Monday March 8 in the early afternoon. No application works and a message asking for a ransom of $ 50,000 to be transferred to a bitcoin account paralyzes the entire computer system. https://www.databreaches.net/another-hospital-hit-by-ransomware-in-france-spains-public-employment-service-hit-with-ryuk-and-chinas-cosco-shipping-allegedly-hacked-by-lordbr/France Undetermined

American automotive tools manufacturer Snap-on announces a data breach exposing associate and franchisee data after the Conti ransomware gang began leaking the company's data in March.https://www.bleepingcomputer.com/news/security/snap-on-discloses-data-breach-claimed-by-conti-ransomware-gang/United States of AmericaRussian Federation

Bose Corporation (Bose) discloses a data breach following a ransomware attack that hit the company's systems in early March.https://www.bleepingcomputer.com/news/security/audio-maker-bose-discloses-data-breach-after-ransomware-attack/United States of AmericaUndetermined

The computer network of the University of Texas at El Paso was turned off  after a "potentially malicious intrusion" was detected in. Email and the server hosting the university's website were affected by the incident, forcing faculty and students to communicate via Blackboard. The cyber-attack has also led to the closure of the university's walk-up COVID-19 testing sites.https://www.infosecurity-magazine.com/news/hackers-target-texas-university/United States of AmericaUndetermined

The University of the Highlands and Islands reveals to have been hit with a cyberattack. The University of Central Lancashir and Queen's University in Belfast are hit with similar attacks.https://www.databreaches.net/university-of-the-highlands-and-islands-working-to-recover-from-cyberattack/United Kingdom of Great Britain and Northern IrelandUndetermined

The University of Central Lancashire reveals to have been hit with a cyberattack. The University of the Highlands and Islands in Scotland and Queen's University in Belfast are hit with similar attacks.https://www.bbc.com/news/uk-england-lancashire-56347708United Kingdom of Great Britain and Northern IrelandUndetermined

Robotron, a provider of backup software, is hit with an attack that installs ransomware on the networks of its clients. The latest automatic update of the Robotron Werkzeugkasten installed installed a new ransomware called BlockKopieren.https://icssecuritynews.blogspot.com/2021/03/robotron-backup-software-compromised.html?m=1Germany Undetermined

The website of attorney Debra Katz was hacked to display the phrase "AGENT-TEST". Katz represents Charlotte Bennet in the investigation into alleged sexual harassment by New York Governor Andrew Cuomo.https://www.databreaches.net/someone-hacked-the-website-of-the-attorney-representing-one-of-new-york-gov-andrew-cuomos-accusers/United States of AmericaUndetermined

The Exploit cybercrime forum is hacked and member data is leaked.https://securityaffairs.co/wordpress/115308/cyber-crime/cybercrime-forums-hacked.htmlUndeterminedUndetermined

The Crdclub cybercrime forum is hacked and member data is leaked.https://securityaffairs.co/wordpress/115308/cyber-crime/cybercrime-forums-hacked.htmlUndeterminedUndetermined

Cosco Shipping, the world's third largest container line, has its email system compromised, allegedly by the Brazilian hacker known as L0RDBR.https://www.databreaches.net/another-hospital-hit-by-ransomware-in-france-spains-public-employment-service-hit-with-ryuk-and-chinas-cosco-shipping-allegedly-hacked-by-lordbr/China Undetermined

Spirit Airlines is attacked by the Nefilim ransomware threat actors.https://www.databreaches.net/spirit-airlines-hit-by-nefilim-ransomware-report/United States of AmericaUndetermined

A communications and IT vendor for 90 percent of the world's airlines, SITA, has been breached, compromising passenger data stored on the company's U.S. servers in what the company is calling a "highly sophisticated attack."https://threatpost.com/supply-chain-cyberattack-airlines/164549/Singapore Undetermined

A communications and IT vendor for 90 percent of the world's airlines, SITA, has been breached, compromising passenger data stored on the company's U.S. servers in what the company is calling a "highly sophisticated attack."https://threatpost.com/supply-chain-cyberattack-airlines/164549/Malaysia Undetermined

A communications and IT vendor for 90 percent of the world's airlines, SITA, has been breached, compromising passenger data stored on the company's U.S. servers in what the company is calling a "highly sophisticated attack."https://threatpost.com/supply-chain-cyberattack-airlines/164549/United States of AmericaUndetermined

The Southern Illinois University School of Medicine is affected by the Accellion breach.https://www.databreaches.net/southern-illinois-university-school-of-medicine-impacted-by-accellion-breach-notifies-patients/United States of AmericaUndetermined

Chester Upland School District loses "millions" due to an alleged cyber attack.https://www.databreaches.net/pa-delco-school-district-missing-millions-suggests-hackers-took-it/United States of AmericaUndetermined

Hackers obtain sensitive documents related to the Foreign, Commonwealth and Development Office (FCDO).https://www.databreaches.net/hackers-obtain-sensitive-data-on-uk-aid-projects-overseas/United Kingdom of Great Britain and Northern IrelandUndetermined

Public administration systems in Prague are hit by a large-scale cyberattack, according to the city's mayor. The Ministry of Labour and Social Affairs is also attacked.https://www.euronews.com/2021/03/05/czech-officials-in-prague-hit-by-massive-cyber-attackCzechia Undetermined

Public administration systems in Prague are hit by a large-scale cyberattack, according to the city's mayor. The Ministry of Labour and Social Affairs is also attacked.https://www.euronews.com/2021/03/05/czech-officials-in-prague-hit-by-massive-cyber-attackCzechia Undetermined

Norwestern Illinois Area Agency on Aging notifies clients that stored data may have been accessed by unauthroized users.https://www.databreaches.net/northwestern-illinois-area-agency-on-aging-notifyng-clients-of-breach/United States of AmericaUndetermined

Mental healthcare provider suffers a ransomware attack compromising protected health information of over 27,000 individuals.https://www.infosecurity-magazine.com/news/mental-healthcare-data-breaches/United States of AmericaUndetermined

The Center for Early Education's digital servers have been breached in recent weeks, and law enforcement is investigating, The Hollywood Reporter has learned. One or more hackers have published staff payroll documentation in email blasts riddled with racist, sexist and homophobic language.https://www.databreaches.net/hollywoods-elite-private-schools-hacked/United States of AmericaUndetermined

The Center for Early Education's digital servers have been breached in recent weeks, and law enforcement is investigating, The Hollywood Reporter has learned. One or more hackers have published staff payroll documentation in email blasts riddled with racist, sexist and homophobic language.https://www.databreaches.net/hollywoods-elite-private-schools-hacked/United States of AmericaUndetermined

The Center for Early Education's digital servers have been breached in recent weeks, and law enforcement is investigating, The Hollywood Reporter has learned. One or more hackers have published staff payroll documentation in email blasts riddled with racist, sexist and homophobic language.https://www.databreaches.net/hollywoods-elite-private-schools-hacked/United States of AmericaUndetermined

Schools across Nottinghamshire have had to shut down their IT networks after a central trust that manages their systems was hit by a cyber attack. All 15 secondary schools that are part of the Nova Education Trust are currently unable to access emails or their websites, and are still unable to conduct lessons remotely.https://www.databreaches.net/uk-15-schools-in-nottinghamshire-crippled-by-cyber-attack/United Kingdom of Great Britain and Northern IrelandUndetermined

The Verified cybercrime forum is hacked and member data is leaked.https://www.bleepingcomputer.com/news/security/notorious-maza-cybercrime-forum-attacked-by-other-hackers/Russian FederationUndetermined

A user on a popular hacking forum purportedly sells the stolen credentials from 6 South American countries for the Swiss-based Adecco Group. The databse contains 5 million records and covers Peru, Brazil, Argentina, Colombia, Chile, and Ecuador.https://cybernews.com/security/5-million-adecco-com-users-data-leaked/SwitzerlandUndetermined

Atlanta Allergy & Asthma is attacked by the Nefilim ransomware threat actors.https://www.databreaches.net/ga-atlanta-allergy-asthma-hit-by-nefilim-threat-actors/United States of AmericaUndetermined

JFC International (Europe) was recently subject to a ransomware attack that briefly disrupted its IT systems.https://securityaffairs.co/wordpress/115150/malware/jfc-international-ransomware-attack.htmlUnited States of AmericaUndetermined

Leading payroll company PrismHR is suffering a massive outage after suffering a cyberattack this weekend that looks like a ransomware attack from conversations with customers.https://www.databreaches.net/payroll-giant-prismhr-outage-likely-caused-by-ransomware-attack/United States of AmericaUndetermined

A cyber attack has impacted Hanover Area School District and some neighboring school districts, Superintendent Nathan Barrett said Tuesday during a virtual school board meeting. The district experienced intermittent internet issues on Monday and Tuesday.https://www.databreaches.net/pa-cyber-attack-affecting-hanover-area/United States of AmericaUndetermined

The data leak from the American Patriots Three Percent website revealed the names, phone numbers and photographs of members ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â '''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¢ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¢'ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¬" who ranged in age from their 20s to 70s and were drawn from a variety of backgrounds ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â '''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¢ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¢'ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¬" that were obtained by activists who posted the information on an internet archiving site.https://www.databreaches.net/right-wing-militants-furious-after-data-leak-exposes-their-involvement-in-paramilitary-group/United States of AmericaUndetermined

Controversial cryptocurrency developer Tether says it will not give in to extortionists who are demanding a 500 Bitcoin ransom payment (currently worth approximately US $24 million).https://www.databreaches.net/crypto-firm-tether-says-it-wont-pay-24-million-ransom-after-being-threatened-with-document-leak/United States of AmericaUndetermined

NCIIPC informed [Power Ministry] through a mail dated 12th February, 2021 about the threat by Red Echo through a malware called Shadow Pad. It stated that Chinese state-sponsored threat Actor group known as Red Echo is targeting Indian Power sector's Regional Load Dispatch Centres (RLDCs) along with State Load Dispatch Centres (SLDCs).https://www.thequint.com/news/india/link-between-power-outage-in-mumbai-and-india-china-relations-study-reveals#read-more#read-more#read-moreIndia China

A Dutch e-Ticketing platform has suffered a data breach after a user database containing 1.9 million unique email addresses was stolen from an unsecured staging server.https://www.databreaches.net/european-e-ticketing-platform-ticketcounter-extorted-in-data-breach/NetherlandsUndetermined

Douglas County is the victim of a cyberattack by Hafnium, a Chinese threat actor. The attackers exploited a weakness in Microsoft servers.https://www.databreaches.net/wa-douglas-county-targeted-as-part-of-international-cyber-attack/United States of AmericaChina
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Orthopedic Associates of Dutchess County (OADC) discloses to have some data compromised, after detecting suspicious activity involving the encryption and leak.https://www.databreaches.net/orthopedic-associates-of-dutchess-county-notifies-more-than-330000-patients-of-breach/United States of AmericaUndetermined

Atlantic Media reveals to have suffered an unauthorized access.https://www.databreaches.net/statement-from-atlantic-media-on-unauthorized-access-of-its-servers/United States of AmericaUndetermined

IamNoobie noticed that the server of the Civil Service Commission (CSC) has promising results when he Google dorked government websites. When IamNoobie saw other groups downloading data, he then decided to disconnect them one by one and started to secure the server of the CSC. https://www.databreaches.net/ph-civil-service-commission-data-breach-thousands-of-user-details-exposed/PhilippinesPhilippines

A cyber attack by hackers targeted the logistics of the capsules of one of the most important Italian and international manufacturers. This is the Caffitaly of Gaggio Montano (Bologna) on the Bolognese Apennines.https://www.databreaches.net/caffitaly-impacted-by-cyberattack-on-a-supplier/Italy Undetermined



Researchers from Cyfirma reveal the details of a campaign aimed to steal intellectual property related to COVID-19. One of the targets is Indian vaccine maker Serum Serum Institute of India.https://www.databreaches.net/chinese-hackers-target-indian-vaccine-makers-sii-bharat-biotech-says-security-firm/India China

Researchers from Cyfirma reveal the details of a campaign aimed to steal intellectual property related to COVID-19. One of the targets is Indian vaccine maker Serum Serum Institute of India.https://www.reuters.com/article/health-coronavirus-india-china/chinese-hackers-target-indian-vaccine-makers-sii-bharat-biotech-says-security-firm-idUSL3N2KZ19UIndia China

Nevada based WWS is victim of an unknown ransomware variant infected its SCADA system.https://us-cert.cisa.gov/ncas/alerts/aa21-287aUnited States of AmericaUndetermined

Researchers detect an additional intrusion activity against one of Afghanistan's largest telecommunications providers.https://www.recordedfuture.com/chinese-APT-groups-target-afghan-telecommunications-firm/AfghanistanChina

Researchers detect espionage campaign against undisclosed Afghan telecommunications provider.https://www.recordedfuture.com/chinese-APT-groups-target-afghan-telecommunications-firm/AfghanistanChina

The UK Defense Academy suffers an unidentified cyberattack that had "significant" impact on the organization.https://www.zdnet.com/article/ex-officer-reveals-cyberattack-against-uk-ministry-of-defence-training-academy/United Kingdom of Great Britain and Northern IrelandUndetermined

Captify Health starts notifying users of its Your Patient Advisor online service that their sensitive information has been exposed and obtained by unauthorized individuals.https://www.hipaajournal.com/3-year-data-breach-your-patient-advisor-captify-health/United States of AmericaUndetermined

Millersville University confirmed that on Sunday, February 28 they received an external attack on their network.https://www.databreaches.net/pa-millersville-university-confirms-external-cyber-attack-on-network/United States of AmericaUndetermined

Adim Adim, a volunteer Turkish organizatio, has been hacked.https://www.databreaches.net/tr-adim-adim-hacked/Turkey Undetermined

US managed service provider CompuCom has suffered a DarkSide ransomware attack.https://www.bleepingcomputer.com/news/security/compucom-msp-hit-by-darkside-ransomware-cyberattack/United States of AmericaRussian Federation

The Groupe Lactalis (Lactalis Group) suffers a cyber intrusion.https://www.zataz.com/tentative-dintrusion-sur-le-reseau-informatique-du-groupe-lactalis/France Undetermined

An hacktivist claims to have hacked the Far-Right Platform Gab and leaks a collection of more than 70 gigabytes of data representing more than 40 million posts.https://www.wired.com/story/gab-hack-data-breach-ddosecrets/United States of AmericaUnited States of America

The City of Kingman is hit with a cyber attack.https://www.databreaches.net/az-city-of-kingman-government-computer-system-hit-by-cyberattack/United States of AmericaUndetermined

The Anonymous collective breaches and leaks database of Epik web hosting provider.https://therecord.media/anonymous-hacks-and-leaks-data-from-domain-registrar-epik/United States of AmericaUndetermined

Hawaii Payroll Services suffers ransomware attack affecting 4,500 individuals.https://www.govtech.com/security/thousands-affected-by-ransomware-attack-on-hawaii-companyUnited States of AmericaUndetermined

Researchers discover attack against India's largest media conglomerate.https://therecord.media/report-china-linked-hackers-take-aim-at-times-of-india-and-a-biometric-bonanza/India China

Researchers discover cyberattack against Unique Identification Authority of India which contains significant amounts of biomentric information.https://therecord.media/report-china-linked-hackers-take-aim-at-times-of-india-and-a-biometric-bonanza/India China

Zee5, an Indian OTT platform with over 150 million users has a part of its userbase's data (9 million records) leaked (again.)https://www.databreaches.net/zee5-data-breach-pii-of-9-million-zee5-users-allegedly-leaked-online/India Undetermined

Furucombo, a tool designed to help users to interact with multiple decentralized finance (DeFi) protocols suffers a 14M$ hack.https://cointelegraph.com/news/transaction-batching-protocol-furucombo-suffers-14-million-evil-contract-hackUndeterminedUndetermined

AllyAlign Health disccloses a ransomware attack occurred November 14, 2020.https://www.beckershospitalreview.com/cybersecurity/34-000-affected-in-virginia-health-plan-data-breach.htmlUnited States of AmericaUndetermined

Prominent U.S. law firm suffers a ransomware attack resulting in a data breach of sensitive client information.https://www.bleepingcomputer.com/news/security/ransomware-hits-law-firm-counseling-fortune-500-global-500-companies/United States of AmericaUndetermined

A ransomware gang called Hotarus Corp hits the Ecuador's Ministry of Finance.https://www.bleepingcomputer.com/news/security/ransomware-gang-hacks-ecuadors-largest-private-bank-ministry-of-finance/Ecuador Undetermined

Hotarus Corp also hits the Ecuador's largest bank Pichincha.https://www.bleepingcomputer.com/news/security/ransomware-gang-hacks-ecuadors-largest-private-bank-ministry-of-finance/Ecuador Undetermined

Realty firm Ansal Housing discloses that the company had faced multiple ransomware attacks on its IT system since February 26, which may have resulted in some data loss.https://www.databreaches.net/ransomware-attacks-ansal-fears-data-loss/India Undetermined

Pembina Valley reports that  Altona Clinic was the victim of a ransomware attack on February 26.https://www.databreaches.net/ransomware-attacks-of-two-more-medical-entities-disclosed-one-in-u-s-one-in-canada/Canada Undetermined

The Nunavut Department of Education has confirmed a ransomware attack on Edsembli, the company that maintains the territory's school information system that stores grades, attendance, and enrollment.https://www.databreaches.net/ca-nunavut-schools-confirm-school-information-system-vendor-suffered-ransomware-attack/Canada Undetermined

190,000 records from the recruitment portal Turnover-it are leaked in the Internethttps://www.zataz.com/fuite-de-donnees-pour-turnover-it/France Undetermined

T-Mobile discloses a data breach after an unknown number of customers were apparently affected by SIM swap attacks.https://www.bleepingcomputer.com/news/security/t-mobile-discloses-data-breach-after-sim-swapping-attacks/United States of AmericaUndetermined

The Home for the Little Wanderers discloses a phishing incident.https://www.prnewswire.com/news-releases/the-home-for-the-little-wanderers-provides-notice-of-a-data-security-incident-301236728.htmlUnited States of AmericaUndetermined

The data of 21 million users from 3 popular Android VPNs are leaked on a forum.https://cybernews.com/security/one-of-the-biggest-android-vpns-hacked-data-of-21-million-users-from-3-android-vpns-put-for-sale-online/Pakistan Undetermined

Summit Behavioral Healthcare discloses a phishing attack occurred in May 2020.https://www.prnewswire.com/news-releases/summit-behavioral-healthcare-llc-notifies-customers-of-data-security-incident-301236599.htmlUnited States of AmericaUndetermined

Staring College pays a ransom to cyber criminals after being hit by a ransomware attack.https://www.databreaches.net/nl-secondary-school-in-lochem-pays-ransom-after-cyber-attack-criminals/NetherlandsUndetermined

British energy provider Npower suffers a credential stuffing attack, forcing the company to shut down its mobile app.https://www.verdict.co.uk/npower-data-breach/United Kingdom of Great Britain and Northern IrelandUndetermined

An attacker reveals to have stolen 150,000 records from "Le Service Postal"https://www.zataz.com/fuite-de-donnees-pour-le-service-postal/France Undetermined

The data of 21 million users from 3 popular Android VPNs are leaked on a forum.https://cybernews.com/security/one-of-the-biggest-android-vpns-hacked-data-of-21-million-users-from-3-android-vpns-put-for-sale-online/UndeterminedUndetermined

Florida Studio Theatre is hit with a DoppelPaymer ransomware attack.https://www.databreaches.net/florida-studio-theatre-recovering-from-ransomware-attack/United States of AmericaRussian Federation

The data of 21 million users from 3 popular Android VPNs are leaked on a forum.https://cybernews.com/security/one-of-the-biggest-android-vpns-hacked-data-of-21-million-users-from-3-android-vpns-put-for-sale-online/UndeterminedUndetermined

Arizona Complete Health joins the list of the victims of the cyber attacks carried out exploiting the Accellion vulnerability.https://www.azcompletehealth.com/newsroom/cyber-accellion.htmlUnited States of AmericaRussian Federation

Altona Clinic is hit with a ransomware attack.https://www.databreaches.net/ransomware-attacks-of-two-more-medical-entities-disclosed-one-in-u-s-one-in-canada/United States of AmericaUndetermined

Victor Valley Union High School District is infected with malware; the names and social sercurity numbers of some employees are accessed by malicious actors.https://www.databreaches.net/ca-victor-valley-union-high-school-district/United States of AmericaUndetermined

The California Department of State Hospitals (DSH) announced that an employee improperly accessed approximately 1,415 patient and former patient, and 617 employee names, COVID-19 test results, and health information necessary for tracking COVID-19 at Atascadero State Hospital.https://www.databreaches.net/ca-data-breach-reported-at-atascadero-state-hospital/United States of AmericaUndetermined

Volunteers of America Chesapeake & Carolinas (VOACC) notifies individuals of a phishing incident.https://www.prnewswire.com/news-releases/volunteers-of-america-chesapeake--carolinas-notice-of-security-incident-301236736.htmlUnited States of AmericaUndetermined

Trillium Community Health Plan joins the list of the Accellium vulnerabiliy victims.https://www.databreaches.net/accellions-data-breach-left-clients-in-tough-position-pay-extortion-to-criminals-or-have-their-data-dumped/United States of AmericaRussian Federation

American VC firm Sequoia Capital has disclosed a data breach following what looks like a failed business email compromise (BEC) attack from January.https://www.bleepingcomputer.com/news/security/vc-giant-sequoia-capital-discloses-data-breach-after-failed-bec-attack/United States of AmericaUndetermined

The Oxford University confirms that it had detected and isolated an incident at the Division of Structural Biology (known as "Strubi").https://www.forbes.com/sites/thomasbrewster/2021/02/25/exclusive-hackers-break-into-biochemical-systems-at-oxford-uni-lab-studying-covid-19/?sh=159195282a39United Kingdom of Great Britain and Northern IrelandUndetermined

Morgan County has some data leaked by the DoppelPaymer ransomware gang.https://www.databreaches.net/morgan-county-missouri-doppelpaymer-publishes-the-first-data-stolen-during-the-cyber-attack/United States of AmericaRussian Federation

JFC International (Europe) is subject to a ransomware attackhttps://www.jfc.eu/assets/2021/02/JFC_2021-02-25_Website-Statement_Final_EN.pdfGermany Undetermined

Family Medical Center, part of Gore Medical Management notifies patients that their personal information may have been exposed through a hacking incident in 2017.https://www.beckershospitalreview.com/cybersecurity/fbi-finds-79-100-georgia-medical-center-patients-data-on-unauthorized-computer.htmlUnited States of AmericaUndetermined

Undisclosed attackers leak some data allegedly stolen from Dun & Bradstreet Malaysia.https://www.forbes.com/sites/thomasbrewster/2021/02/25/exclusive-hackers-break-into-biochemical-systems-at-oxford-uni-lab-studying-covid-19/?sh=159195282a39Malaysia Undetermined

Cornerstone Care discloses a phishing attack occurred on June 2020.https://www.databreaches.net/without-undue-delay-friday-edition/United States of AmericaUndetermined

Affton School District suffers a ransomware attack.https://www.databreaches.net/mo-affton-school-district-discloses-ransomware-attack-current-and-former-employees-impacted/United States of AmericaUndetermined

The Affton School District discloses a ransomware attack.https://www.databreaches.net/mo-affton-school-district-discloses-ransomware-attack-current-and-former-employees-impacted/United States of AmericaUndetermined

The Irish Data Protection Commission says it's received a breach notification from Fastway Couriers. 446,143 are affected.https://www.databreaches.net/fastway-couriers-notifies-irish-data-protection-commission-of-a-hack/Ireland Undetermined

The Queen's University reveals to have been hit with a cyberattack. The University of the Highlands and Islands in Scotland and University of Central Lancashire are hit with similar attacks.https://www.bbc.com/news/uk-northern-ireland-56287355United Kingdom of Great Britain and Northern IrelandUndetermined

The National Security and Defense Council of Ukraine (NSDC) has linked Russian-backed hackers to attempts to breach state agencies after compromising the government's document management system.https://www.bleepingcomputer.com/news/security/ukraine-ddos-attacks-on-govt-sites-originated-from-russia/Ukraine Undetermined



The National Security and Defense Council of Ukraine (NSDC) links Russian-backed hackers to attempts to breach state agencies after compromising the System of Electronic Interaction of Executive Bodies (SEI EB) used by most public authorities to share documents.https://www.bleepingcomputer.com/news/security/russian-hackers-linked-to-attack-targeting-ukrainian-government/Ukraine Undetermined

The website of the Amsterdam housing association Stadgenoot is hacked. Data of 30,000 people is stolen.https://www.databreaches.net/housing-corporation-stadgenoot-hacked-data-stolen-30000-people/NetherlandsUndetermined

The Manutan Group is hit with a ransomware attack.https://www.databreaches.net/fr-manutan-group-addresses-ransomware-incident/France Undetermined

The Kentucky Office of Unemployment Insurance suffers a DDoS attack.https://www.databreaches.net/kentucky-reports-possible-cyberattack-on-unemployment-claims-website/United States of AmericaUndetermined

The personal information of patients at Fisher-Titus Medical Center was compromised after an unknown person gained access to an employee's email account.https://www.databreaches.net/oh-fisher-titus-medical-center-notified-patients-employee-email-account-accessed-last-year/United States of AmericaUndetermined

Elara Caring notifies more than 100,000 patients after corporate email accounts hacked.https://www.databreaches.net/tx-elara-caring-notifies-more-than-100000-patients-after-corporate-email-accounts-hacked/United States of AmericaUndetermined

Covenant HealthCare notifies 45,000 patients and employees about a data breach that occurred last May 4 when threat actor(s) accessed two employee email accounts.https://www.databreaches.net/mi-covenant-healthcare-reports-data-breach-through-employee-emails/United States of AmericaUndetermined

The Cobb County School District investigates a malfunction of its emergency alert system, saying it was a "targeted, external attack" that placed all 112 of its schools on lockdown.https://www.ajc.com/news/atlanta-news/district-says-cyber-attack-prompted-code-red-lockdown-of-cobb-schools/P26MYZAJZZCGFK5CG522SLR2EY/United States of AmericaUndetermined

Employee email account of a Florida medical center is accessed by an unauthorized user compromising protected health information of over 60,000 patients.https://www.hipaajournal.com/phi-of-138k-individuals-exposed-in-3-email-security-incidents/United States of AmericaUndetermined

Risk and compliance startup LogicGate confirms a data breach after an unauthorized third party obtains credentials to its Amazon Web Services-hosted cloud storage.https://techcrunch.com/2021/04/13/logicgate-risk-cloud-data-breach/United States of AmericaUndetermined

An unnamed consulting firm in Japan is hit by ransomware and the personal info of 350 households is leaked.https://www.databreaches.net/jp-consulting-firm-hit-with-ransomware-350-households-have-info-possibly-leaked/Japan Undetermined

University Hospital in Newark, N.J., notifies consumers that an unauthorized individual gained access to the hospital's computer systems, in a notice published Feb. 23.https://www.beckershospitalreview.com/cybersecurity/new-jersey-hospital-warns-consumers-of-data-breach.htmlUnited States of AmericaUndetermined

Transport for New South Wales (TfNSW) confirms being impacted by a cyber attack on the Accellion file transfer system.https://www.zdnet.com/article/transport-for-nsw-confirms-data-taken-in-accellion-data-breach/Australia Russian Federation

Finnish IT services giant TietoEVRY suffers a ransomware attack that forces the company to disconnect clients' services.https://techcrunch.com/2021/02/02/metromile-website-bug-hacker/Finland Undetermined

NSW health also confirms being impacted by a cyber attack on the Accellion file transfer system.https://www.securityweek.com/australian-health-and-transport-agencies-hit-accellion-hackAustralia Russian Federation

Jacobson Memorial Hospital & Care Center discloses a phishing attack occurred on July 2020.https://www.databreaches.net/without-undue-delay-friday-edition/United States of AmericaUndetermined

The Cuyahoga Metropolitan Housing Authority is hit by a DoppelPaymer ransomware attack.https://www.databreaches.net/cleveland-ohio-cmha-doppel-paymer-ransomware-publishes-first-stolen-data/United States of AmericaRussian Federation

Business jet maker Bombardier is the latest company to suffer a data breach by the Clop gang after attackers exploited the Accellion zero-day vulnerability to steal company data.https://www.bleepingcomputer.com/news/security/ransomware-gang-extorts-jet-maker-bombardier-after-accellion-breach/Canada Russian Federation

A virtual trip of students at the Ben Franklin High School is hacked.https://www.databreaches.net/police-investigate-racist-hack-that-disrupted-ben-franklin-high-students-virtual-field-trip/United States of AmericaUndetermined

The Angolan Ministry of Finance suffers a cyber attack.https://www.databreaches.net/ao-ministry-of-finance-suffers-cyber-attack/Angola Undetermined

Bolton Street Pediatrics files appear on PYSA data leak website, includes medical and personal data for over 1,000 patients.https://www.databreaches.net/u-s-medical-entities-fall-prey-to-pysa-threat-actors-but-many-havent-disclosed-it-at-least-not-yet/United States of AmericaUndetermined

The National Security and Defense Council (NSDC) of Ukraine accuses threat actors located on Russia networks of performing DDoS attacks on Ukrainian government websites.https://www.bleepingcomputer.com/news/security/ukraine-ddos-attacks-on-govt-sites-originated-from-russia/Ukraine Undetermined

Enders insurance issues a press release about a phishing attack that occurred last April when an employee's email account was compromised.https://www.databreaches.net/pa-colonial-park-realty-co-t-a-enders-notifies-customers-of-data-breach/United States of AmericaUndetermined

Danaher joins the list of the victims of the Accellion vulnerability.https://www.bleepingcomputer.com/news/security/global-accellion-data-breaches-linked-to-clop-ransomware-gang/United States of AmericaRussian Federation
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American Bureau of Shipping (ABS Group) joins the list of the victims of the Accellion vulnerability.https://www.bleepingcomputer.com/news/security/global-accellion-data-breaches-linked-to-clop-ransomware-gang/United States of AmericaRussian Federation
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Oilfield services company Gyrodata admits it suffered a ransomware attack which may have led to the compromise of data belonging to current and former employees.https://www.infosecurity-magazine.com/news/us-drilling-giant-gyrodata/United States of AmericaUndetermined
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Saginaw Township Community Schools experiences IT issues following what is believed to be a ransomware attack.https://www.infosecurity-magazine.com/news/fbi-investigating-michigan-school/United States of AmericaUndetermined

he Coleman Group of Companies says it was the target of a cyberattack in late February and has reason to believe some of its human resources and payroll files were accessed.https://www.databreaches.net/ca-coleman-group-says-it-caught-cyberattack-in-progress-that-may-have-accessed-employee-files/Canada Undetermined

NurseryCam, a webcam system that lets parents watch their children while at nursery school has written to families to tell them of a data breach. A attacker is able to obtain the data for 12,000 accounts.https://www.theregister.com/2021/02/22/nurserycam_breach/United Kingdom of Great Britain and Northern IrelandUndetermined

Fintech platform Cashalo is hit with a data breach and the data of 3.3 million users are on sale in the dark web.https://www.databreaches.net/ph-npc-finds-data-breach-in-cash-loaning-app/PhilippinesUndetermined

Pan-American Life Insurance Group is hit with a REvil ransomware attack.https://www.securityweek.com/disruptions-pan-american-life-likely-caused-ransomware-attackUnited States of AmericaRussian Federation

Yuba County is hit by a ransomware attack.https://www.databreaches.net/yuba-county-was-the-subject-of-a-ransomware-cyber-attack/United States of AmericaUndetermined

An unknown attacker leaks the data stolen from an undisclosed French Adult site.https://www.zataz.com/un-site-francais-pour-adultes-pirate-les-secrets-des-amateurs-devoiles/France Undetermined

UL LLC, better known as Underwriters Laboratories, has suffered a ransomware attack that encrypted its servers and caused them to shut down systems while they recover.https://www.bleepingcomputer.com/news/security/underwriters-laboratories-ul-certification-giant-hit-by-ransomware/United States of AmericaUndetermined

Beneteau is hit by a cyberattack that forces to shut down the network.https://www.databreaches.net/vendee-the-beneteau-company-victim-of-a-cyberattack/France Undetermined

Afnor is hit by a Ryuk ransomware attack.https://www.databreaches.net/cyber-%e2%80%8b%e2%80%8battack-afnor-admits-to-being-confronted-with-ryuk-ransomware/France Undetermined

Hawaii medical center suffers ransomware attack compromising patient information.https://healthitsecurity.com/news/montana-medical-center-faces-hacking-incident-impacting-214kUnited States of AmericaUndetermined

Sapphire Community Health notifies 4,000 patients about a ransomware attack.https://www.beckershospitalreview.com/cybersecurity/montana-medical-group-locked-out-of-patient-files-while-attackers-demanded-ransom.htmlUnited Kingdom of Great Britain and Northern IrelandUndetermined

Harvard Eye Associates reveals that its online storage vendor paid a ransom to ransomware attackers to have back their data and the ones of another healthcare provider: Alicia Surgery Center.https://www.databreachtoday.com/eye-care-practice-vendor-paid-ransom-for-return-data-a-16029United States of AmericaUndetermined

Melbourne's RMIT University is hit with a phishing attack.https://www.zdnet.com/article/rmit-claims-significant-progress-in-bouncing-back-from-fridays-it-outage/Australia Undetermined

The National Security and Defense Council (NSDC) of Ukraine is accusing threat actors located on Russia networks of performing DDoS attacks on Ukrainian government websites since February 18th.https://www.bleepingcomputer.com/news/security/ukraine-ddos-attacks-on-govt-sites-originated-from-russia/Ukraine Undetermined

A group called Myanmar Hackers disrupt multiple government websites including the Central Bank, Myanmar Military's propaganda page, state-run broadcaster MRTV, the Port Authority, Food and Drug Administration.https://www.securityweek.com/hackers-target-myanmar-government-websites-coup-protestMyanmar Myanmar

Canadian undergraduate research university Lakehead is hit with a cyberattack that forces the institution to cut off access to its servers.https://www.bleepingcomputer.com/news/security/lakehead-university-shuts-down-campus-network-after-cyberattack/Canada Undetermined

Kettering Health Network warns that scammers have created a fake COVID-19 vaccine scheduling webpage so they can procure patients' personal and banking information.https://www.beckershospitalreview.com/cybersecurity/scammers-post-fake-vaccine-registration-website-pose-as-ohio-health-system.htmlUnited States of AmericaUndetermined

Hackley Community Care notifies around 2,500 patients that their personal and health information was exposed during a phishing attack on employee email accounts.https://www.beckershospitalreview.com/cybersecurity/email-phishing-attack-at-michigan-clinic-exposes-2-500-patients-info.htmlUnited States of AmericaUndetermined

34,000 patients of Grand River Medical Group are affected by a potential data breach after an employee's email is compromised.https://kwwl.com/2021/02/18/34000-patients-potentially-impacted-by-dubuque-medical-provider-data-breach/United States of AmericaUndetermined

Automatic Funds Transfer Services (AFTS), a payment processor used by many cities and agencies in Washington and other US, is hit by a Cuba ransomware attack.https://www.bleepingcomputer.com/news/security/us-cities-disclose-data-breaches-after-vendors-ransomware-attack/United States of AmericaUndetermined

The data of 50,000 healthcare French professionals are on-sale in the underground market.https://www.zataz.com/nouvelle-fuite-de-donnees-dans-la-sante-francaise/France Undetermined

Gaming manufacturer website is hacked, malicious script is planted to steal customer credit card information.https://www.bleepingcomputer.com/news/security/scuf-gaming-store-hacked-to-steal-credit-card-info-of-32-000-customers/United States of AmericaUndetermined

On February 17, the Arizona entity posted a notice on their web site that disclosed that it had experienced a ransomware attack on January 13.  The type of ransomware was not named but their patient scheduling and billing software were encrypted by the attack.https://www.databreaches.net/ransomware-attacks-of-two-more-medical-entities-disclosed-one-in-u-s-one-in-canada/United States of AmericaUndetermined

Watermark Retirement Communities announces to have suffered a "cyber intrusion" in September 2020.https://www.databreaches.net/watermark-takes-action-after-data-security-breach-potentially-affects-people-in-10-states/United States of AmericaUndetermined

The University of Amsterdam is hit with a cyber attack.https://www.databreaches.net/hogeschool-van-amsterdam-and-the-university-of-amsterdam-hit-in-cyberattack/NetherlandsUndetermined



The Southern Arkansas University is hit with a Sodinokibi ransomware attack.https://www.databreaches.net/first-it-was-blackbaud-now-its-sodinokibi-southern-arkansas-university-becomes-a-breach-victim-again/United States of AmericaRussian Federation

Multiple UAH email accounts were compromised through a phishing attempt in January.https://www.databreaches.net/hundreds-of-university-of-alabama-huntsville-email-accounts-compromised-through-phishing-attempts/United States of AmericaUndetermined

Regional Independent School District 2142 falls victim of a phishing attack.https://www.databreaches.net/mn-school-district-employees-falls-for-phishing-attack-w-2-forms-of-677-employees-now-compromised/United States of AmericaUndetermined

Hellenic Defense Systems is hit with a ransomware attack.https://www.databreaches.net/hacker-attack-on-hellenic-defense-systems-%ce%b5%ce%bb%ce%bb%ce%b7%ce%bd%ce%b9%ce%ba%ce%ac-%ce%b1%ce%bc%cf%85%ce%bd%cf%84%ce%b9%ce%ba%ce%ac-%cf%83%cf%85%cf%83%cf%84%ce%ae%ce%bc%ce%b1%cf%84%ce%b1-eas/United States of AmericaUndetermined

Police in Lithuania are investigating after the personal data of 110,000 customer of the CityBee car sharing service is leaked.https://www.euronews.com/amp/2021/02/17/thousands-of-citybee-users-have-their-personal-data-leaked-onlineLithuania Undetermined

The ValdÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¢ÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Â¢'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¬ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â '''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¨s Analysis Laboratory is hit by a Ragnar Locker ransomware attack.https://www.databreaches.net/ransomware-attacks-on-medical-entities-continue-a-laboratory-in-italy-and-a-health-care-service-in-new-mexico-among-latest-victims/Italy Undetermined

The hacker group that breached Rehoboth stole sensitive employee files, such as job applications and background check authorizations that included Social Security numbers, and posted them to its website in an apparent attempt to extort the hospital for payment.https://www.databreaches.net/ripe-for-extortion-navajo-nation-hospital-targeted-by-large-scale-ransomware-hack/United States of AmericaUndetermined

The Club2Crd cybercrime forum is hacked and member data is leaked.https://www.bleepingcomputer.com/news/security/notorious-maza-cybercrime-forum-attacked-by-other-hackers/Russian FederationUndetermined

The Dread cybercrime forum is hacked and member data is leaked.https://www.bleepingcomputer.com/news/security/notorious-maza-cybercrime-forum-attacked-by-other-hackers/Russian FederationUndetermined

Tirrena Scavi S.p.A. is hit with a Conti ransomware attack.https://www.suspectfile.com/tirrena-scavi-spa-vittima-di-un-attacco-informatico-di-tipo-ransomware/Italy Russian Federation

Simon Fraser University warns its school community about a cyberattack that breached a server which stored information on student and employee ID numbers and other data, including admissions or academic standing.https://www.cbc.ca/news/canada/british-columbia/sfu-warns-cybertattack-exposed-personal-information-of-about-200-000-students-and-staff-1.5916153Canada Undetermined

North Korean hackers have targeted pharma giant Pfizer in a bid to steal information on its Covid-19 vaccines and treatments.https://en.yna.co.kr/view/AEN20210216008451315?section=nk/nkUnited States of AmericaAfghanistan

Meddi Laborat rio is hit with an Avaddon ransomware attack.https://www.databreaches.net/ransomware-attacks-on-medical-entities-continue-a-laboratory-in-italy-and-a-health-care-service-in-new-mexico-among-latest-victims/Brazil Russian Federation

Kia Motors America has suffered a ransomware attack by the DoppelPaymer gang, demanding $20 million for a decryptor and not to leak stolen data.https://www.bleepingcomputer.com/news/security/kia-motors-america-suffers-ransomware-attack-20-million-ransom/United States of AmericaRussian Federation

Kayseri OSB is hit by a ransomware attack.https://www.databreaches.net/tr-hacker-attack-on-kayseri-osb/Turkey Undetermined

Indian Railways reveals it suffered "a number of incidents regarding breaches in various IT applications".https://www.theregister.com/2021/02/24/indian_railways_admits_multiple_breaches/India Undetermined

Hyundai Motor America is also hit by DoppelPaymerhttps://www.securityweek.com/carmakers-kia-and-hyundai-say-no-evidence-ransomware-attackUnited States of AmericaRussian Federation

Capital Medical Center is hit with an Avaddon ransomware attack.https://www.databreaches.net/cancer-patients-in-the-state-of-washington-had-their-sensitive-records-hacked-and-dumped-have-they-been-notified/United States of AmericaRussian Federation

The Maza cybercrime forum is hacked and member data is leaked.https://securityaffairs.co/wordpress/115308/cyber-crime/cybercrime-forums-hacked.htmlRussian FederationUndetermined

The Villefranche-sur-SaÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¢ÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Â¢'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¬ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â '''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â´ne (RhÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¢ÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Â¢'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¬ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â '''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â´nhttps://www.databreaches.net/villefranche-sur-saone-hospital-victim-of-a-computer-attack/France Undetermined

The Urological Clinic Munich Planegg is hit with a ransomware attack.https://www.databreaches.net/hacker-attack-on-the-urological-clinic-munich-planegg/Germany Undetermined

Sutter Buttes Imaging Medical Group notifies patients that their protected health information may have been accessed by unauthorized individuals who hacked into its vendor's IT infrastructure in 2019.https://www.beckershospitalreview.com/cybersecurity/california-imaging-provider-ehr-hacked-patient-info-exposed.htmlUnited States of AmericaUndetermined

Rehoboth Mckinley Christian Health Care Services is hit by a Conti ransomware attack.https://www.databreaches.net/ransomware-attacks-on-medical-entities-continue-a-laboratory-in-italy-and-a-health-care-service-in-new-mexico-among-latest-victims/United States of AmericaRussian Federation

Omnicom Media Group is allegedly hit by a cyber attackhttps://www.databreaches.net/omnicom-media-group-reportedly-falls-prey-to-cyber-attack/United Kingdom of Great Britain and Northern IrelandUndetermined

The Netherlands Organization for Scientific Research (NWO) is hit by a cyber attack.https://www.databreaches.net/nl-the-netherlands-organization-for-scientific-research-nwo-hit-by-threat-actors/NetherlandsUndetermined

The servers of British cryptocurrency exchange EXMO were taken offline temporarily after being targeted in a distributed denial-of-service (DDoS) attack.https://www.bleepingcomputer.com/news/security/ddos-attack-takes-down-exmo-cryptocurrency-exchange-servers/United States of AmericaUndetermined

The French pharmaceutical lab Bailly-Creat is hit with the DoppelPaymer ransomware.https://www.zataz.com/des-donnees-dun-laboratoire-pharmaceutique-francais-publiees-par-des-pirates/France Russian Federation

Personal information of over 15,000 people is compromised through unauthorized access to Indiana school district employee email accounts.https://www.databreaches.net/in-carmel-clay-schools-notifying-15817-after-compromise-of-employee-email-accounts/United States of AmericaUndetermined

A ransomware cyberattack has targeted the Ness Digital Engineering company which operates in Israel, the US and India.https://www.databreaches.net/ransomware-attack-targets-ness-it-company-in-israel-us-india-report/Israel Undetermined

France Service, a portal providing services to the French people leaving in the US, ia hacked.https://www.zataz.com/le-site-france-service-pirate-donnees-utilisateurs-voles/France Undetermined

The data of 490,000 French patients are on sale in the black market.https://www.zataz.com/plus-de-400-000-donnees-de-patients-francais-vendus-dans-le-blackmarket/France Undetermined

Vision for Hope, a non-profit foundation for children with Autism, announces unauthroized access to an employee email account.  https://www.databreaches.net/vision-for-hope-notification-of-data-security-incident/United States of AmericaUndetermined

Canadian Discount Car and Truck Rentals is hit with a DarkSide ransomware attack where the hackers claim to have stolen 120GB of data.https://www.bleepingcomputer.com/news/security/leading-canadian-rental-car-company-hit-by-darkside-ransomware/Canada Russian Federation

Canadian Discount Car and Truck Rentals has been hit with a DarkSide ransomware attack where the hackers claim to have stolen 120GB of data.https://www.bleepingcomputer.com/news/security/leading-canadian-rental-car-company-hit-by-darkside-ransomware/Canada Russian Federation

An attacker successfully drains over $37 million from the Alpha Homora protocol.https://cointelegraph.com/news/alpha-homora-loses-37-million-following-iron-bank-exploitUndeterminedUndetermined

Trigano, a manufacturer of caravans, motorhomes, camping furniture and mobile homes, is hit with a Sodinokibi ransomware attack.https://www.databreaches.net/the-trigano-company-victim-of-a-cyberattack-the-tournon-sur-rhone-plant-shut-down/France Russian Federation

Notion, an online workspace startup is knocked offline after a DNS outage deriving from a phishing attack.https://techcrunch.com/2021/02/12/notion-outage-dns-domain-issues/United States of AmericaUndetermined

The city od Seraing is paralyzed by a cyber attack.https://www.databreaches.net/be-seraing-the-city-hit-by-a-cyber-attack/Belgium Undetermined

Central Piedmont Community College is hit with a ransomware attack.https://www.databreaches.net/nc-central-piedmont-community-college-impacted-by-ransomware-attack/United States of AmericaUndetermined

Brazil's National Data Protection Authority (ANPD) starts an investigation for the exposure of data relating to more than 102 million mobile phone lines from two mobile operators, Vivo (57,2 million)and Claro (45,6 million).https://www.zdnet.com/article/brazilian-authorities-start-probe-as-102-million-consumers-are-exposed-in-new-leak/Brazil Undetermined

The personal documents of thousands of car drivers are leaked in the dark web.https://www.zataz.com/decouverte-de-plusieurs-milliers-de-permis-de-conduire-pirates/France Undetermined

ECU Worldwide is hit by a 'cyber incident'.https://www.databreaches.net/ecu-worldwide-chief-confirms-it-systems-are-down-after-cyber-incident/United States of AmericaUndetermined

Brazil's National Data Protection Authority (ANPD) starts an investigation for the exposure of data relating to more than 102 million mobile phone lines from two mobile operators, Vivo (57,2 million)and Claro (45,6 million).https://www.zdnet.com/article/brazilian-authorities-start-probe-as-102-million-consumers-are-exposed-in-new-leak/Brazil Undetermined

Bannock County discloses that its network was potentially accessed by an unknown actor.https://www.databreaches.net/bannock-county-idaho-notice-of-data-security-event/United States of AmericaUndetermined

Lorenz executed exfiltration of data and ransomeware in targeted network. Data presented on dark web "leak site" http://lorenzmlwpzgxq736jzseuterytjueszsvznuibanxomlpkyxk6ksoyd.onion/United States of AmericaUndetermined

The Conti ransomware group lists a British Columbia-based real estate agency, ReMax Kelowna, as one of its victims on its website.https://www.databreaches.net/british-columbia-real-estate-agency-sustains-unusual-ransomware-attack/Canada Russian Federation

The Penn Foundation, an upstate New York behavioral-health and substance abuse non-profit, is hit by a ransomware attack.https://www.databreaches.net/bucks-county-behavioral-health-and-substance-abuse-nonprofit-struck-in-cyberattack-urges-clients-to-check-their-information/United States of AmericaUndetermined

A web hosting company named No Support Linux Hosting announces to shut down after a hacker breaches its internal systems and compromised its entire operation.https://www.zdnet.com/article/web-hosting-provider-shuts-down-after-cyber-attack/United States of AmericaUndetermined

Video game developer CD Projekt Red announced on Twitter that it has been hacked and a ransom demand received.https://www.databreaches.net/cd-projekt-red-hacked-refuses-to-pay-ransom-opts-for-transparency/Poland Undetermined

The Sturdy Memorial Hospital is hit with a ransomware attack. The hospital paid the ransom in exchange for assurances that the information acquired would be destroyed.https://www.databreaches.net/ma-sturdy-hospital-pays-ransom-after-patient-information-is-stolen/United States of AmericaUndetermined

The University of Colorado announces to have been hit by the Accellion breach.https://www.databreaches.net/university-of-colorado-responds-to-accellion-breach/United States of AmericaUndetermined

Two pirate IPTV services have become the latest victims in a growing line of services to be hacked by malicious actors. The platforms, which appear to be linked, have been ordered to pay a bitcoin ransom of around US$94,000. https://www.databreaches.net/hacker-blackmails-pirate-iptv-services-threatens-to-send-user-data-to-police/United Kingdom of Great Britain and Northern IrelandUndetermined

Two pirate IPTV services have become the latest victims in a growing line of services to be hacked by malicious actors. The platforms, which appear to be linked, have been ordered to pay a bitcoin ransom of around US$94,000. https://www.databreaches.net/hacker-blackmails-pirate-iptv-services-threatens-to-send-user-data-to-police/United Kingdom of Great Britain and Northern IrelandUndetermined

The Dax hospital's information system was out of service because of a data encryption attack.https://www.databreaches.net/fr-the-dax-hospital-center-targeted-by-a-large-scale-cyber-attack/France Undetermined

The Dax Hospital is hit by a large-scale cyber attack.https://www.databreaches.net/fr-the-dax-hospital-center-targeted-by-a-large-scale-cyber-attack/France Undetermined



Wolfe Eye Clinic is hit with a Lorenz ransomware attack.https://www.databreaches.net/ia-wolfe-eye-clinic-victim-of-lorenz-threat-actors/United States of AmericaUndetermined

Hackers break into the computer system of a facility that treats water for the city of Oldsmar, Florida and try to increase the concentration of sodium hydroxide (NaOH).https://www.reuters.com/article/us-usa-cyber-florida/hackers-broke-into-florida-towns-water-treatment-plant-attempted-to-poison-supply-sheriff-says-idUSKBN2A82FVUnited States of AmericaUndetermined

Somerset Independent School District in Texas was reportedly attacked by Avaddon threat actors. The threat actors dumped personal and sensitive information about students.https://www.databreaches.net/update-threat-actors-dump-somerset-isd-student-personal-and-health-information/United States of AmericaRussian Federation

Cann Group, an Australian cannabis company is hit by a cyber attack, and loses $3.6m to attackers.https://stockhead.com.au/health/cann-group-gets-hit-by-cyber-attack-says-its-given-a-fraudster-3-6m/Australia Undetermined

A mysterious group of hacktivists has poisoned the DNS records of several Sri Lankans (.lk) websites on Saturday and redirected users to a web page detailing various social issues impacting the local population.https://www.zdnet.com/article/hacktivists-deface-multiple-sri-lankan-domains-including-google-lk/Sri Lanka Undetermined

A mysterious group of hacktivists poisons the DNS records of several Sri Lankans (.klm) websites, redirecting users to a web page detailing various social issues impacting the local population. Two high-profile domains for Google.lk and Oracle.lk, are also impactedhttps://www.zdnet.com/article/hacktivists-deface-multiple-sri-lankan-domains-including-google-lk/Sri Lanka Undetermined

The exchange said several bitcoin (BTC, -4.74%) withdrawal requests had been initiated from customer accounts to an address belonging to the attackers. The attackers did steal customer data including email addresses, names, trade counts, total traded amount and hashed passwords.https://www.databreaches.net/keepchange-foils-bitcoin-theft-but-loses-user-data-in-sunday-breach/United States of AmericaUndetermined

A mysterious group of hacktivists has poisoned the DNS records of several Sri Lankans (.lk) websites on Saturday and redirected users to a web page detailing various social issues impacting the local population.https://www.zdnet.com/article/hacktivists-deface-multiple-sri-lankan-domains-including-google-lk/United States of AmericaUndetermined

Airtel continues to deny that it had a breach affecting more than 2.5 million subscribers' data, despite reports and seeming evidence to the contrary. https://www.databreaches.net/alleged-breaches-impacting-indians-malaysians-under-investigation/India Undetermined

Multiple healthcare providers across the United States are reporting being impacted by a ransomware attack on CaptureRx, a San Antonio-based company providing drug-related administrative services.https://www.zdnet.com/article/ransomware-attack-on-healthcare-admin-company-capturerx-exposes-multiple-providers-across-united-states/United States of AmericaUndetermined

Multiple healthcare providers across the United States are reporting being impacted by a ransomware attack on CaptureRx, a San Antonio-based company providing drug-related administrative services.https://www.zdnet.com/article/ransomware-attack-on-healthcare-admin-company-capturerx-exposes-multiple-providers-across-united-states/United States of AmericaUndetermined

Multiple healthcare providers across the United States are reporting being impacted by a ransomware attack on CaptureRx, a San Antonio-based company providing drug-related administrative services.https://www.zdnet.com/article/ransomware-attack-on-healthcare-admin-company-capturerx-exposes-multiple-providers-across-united-states/United States of AmericaUndetermined

A database containing 200,000 users of Ifmal, a Malaysian e-commerce platform is put on sale on a forum.https://www.lowyat.net/2021/232002/new-database-sold-online-200k-malaysia/Malaysia Undetermined

The French polling firm BVA is hit with a ransomware attack.https://www.databreaches.net/fr-mutuelle-nationale-des-hospitaliers-et-des-professionnels-de-la-sante-et-du-social-mnh-discloses-cyberattack/France Undetermined

Pennsylvania health service provider suffers a ransomware incident.https://www.databreaches.net/pa-indian-creek-foundation-provides-notification-ransomware-incident/United States of AmericaUndetermined

The MNH disconnected computer systems on Friday, February 5, 2021 because of a cyberattack. A Citrix / Netscaler Gateway system was affected by the CVE-2019-19781 vulnerability, known as Shitrix. https://www.databreaches.net/fr-mutuelle-nationale-des-hospitaliers-et-des-professionnels-de-la-sante-et-du-social-mnh-discloses-cyberattack/France Undetermined

SVI Assurances is hit with an Avaddon ransomware attack.https://www.zataz.com/un-assureur-et-un-geant-du-nettoyage-dans-la-tourmente-des-pirates-davaddon/France Russian Federation

SitePoint, an Australian learn-to-code publishing website, has been compromised while promoting the book Hacking for Dummies on its homepage.https://www.databreaches.net/sitepoint-hacked-hashed-salted-passwords-pinched-from-web-dev-learning-site-via-github-tool-pwnage/Australia Undetermined

A virtual poetry slam part of Black History Month events at Salt Lake Community College is commandeered by unknown individuals who display racist and anti-Black messages as well as inappropriate images of children.https://www.deseret.com/utah/2021/2/5/22267707/slcc-black-student-union-poetry-slam-hacked-racist-messages-inappropriate-images-childrenUnited States of AmericaUndetermined

Qualinet is hit with an Avaddon ransomware attack.https://www.zataz.com/un-assureur-et-un-geant-du-nettoyage-dans-la-tourmente-des-pirates-davaddon/Canada Russian Federation

Charles J. Hilton & Associates (CJH) reveals to have suffered a phishing attack, potentially exposing the personal health information of more than 36,000 patients of University of Pittsburgh Medical Center (UPMC).https://www.infosecurity-magazine.com/news/law-firm-data-breach-impacts-upmc/United States of AmericaUndetermined

Squirrel Hill Health Center is unable to access certain files due to malware.https://www.databreaches.net/they-too-also-issued-breach-notices/United States of AmericaUndetermined

Wonderbox, is hit with a ransomware attack and 30 gb of data is leaked.https://www.lemagit.fr/actualites/252495838/Wonderbox-victime-du-ransomware-DarksideFrance Russian Federation

French cyber-security firm Stormshield, a major provider of security services and network security devices to the French government, said that a threat actor gained access to one of its customer support portals and stole information on some of its clients. The company is also reporting that attackers managed to steal parts of the source code for the Stormshield Network Security (SNS) firewall. https://www.databreaches.net/security-firm-stormshield-discloses-data-breach-theft-of-source-code/France Undetermined

The Belgian military and the European Space Agency (ESA) are among organisations that have sought assurances from Serco, the company behind NHS Test and Trace, following a cyber attack.https://news.sky.com/story/serco-cyber-attack-belgian-military-and-european-space-agency-told-no-data-compromised-despite-hack-12208489Belgium Undetermined

A collective of anti-fascist Israeli hackers dubbed Hayalim Almonim, breaks into a website of the Patriotic Brigade Knights a group allied to the white-supremacist Ku Klux Klan (KKK).https://www.bbc.com/news/technology-55937133United States of AmericaUnited States of America

A significant number of user accounts belonging to local e-payment provider, E-Pay Malaysia has made their way to a popular database marketplace forum. According to the listing, the seller claims that the database which was dated January 2020 contained information belonging to 380,000 accounts.https://www.databreaches.net/alleged-breaches-impacting-indians-malaysians-under-investigation/Malaysia Undetermined

South Korean cybersecurity firm ENKI report that they were the target of a campaign by the Lazarus Group exploiting an Internet Explorer 0-day vulnerability.https://www.bleepingcomputer.com/news/security/hacking-group-also-used-an-ie-zero-day-against-security-researchers/Korea (the Republic of)Afghanistan

A nuclear power subsidiary of Brazil's Eletrobras suffered a malware attack but no operations were impacted. The network that was attacked by ransomware is not related to the operational systems of nuclear energy plants Angra 1 and Angra 2, said Electrobras. https://www.reuters.com/article/us-eletrobras-cyber/brazils-eletrobras-says-nuclear-unit-hit-with-cyberattack-idUSKBN2A41JNBrazil Undetermined

Hackers  said they gained access to Copel's CyberArk cloud security solution for privileged access management and exfiltrated plaintext passwords across Copel's local and internet infrastructure, according to the report.https://threatpost.com/ransomware-attacks-major-utilities/163687/Brazil Russian Federation

Florida City is hit with phishing attack compromising employee email accounts and personal information within them.https://www.databreaches.net/the-city-of-titusville-provides-notice-of-data-security-incident/United States of AmericaUndetermined

The Sacred Heart Hospital in Mol is hit by a cyber attackhttps://www.databreaches.net/__trashed-12/Belgium Undetermined

Antivirus solutions provider Emsisoft reveals last that a third-party had accessed a publicly exposed database containing technical logs.https://www.securityweek.com/antivirus-firm-emsisoft-discloses-data-breachNew ZealandUndetermined

The Oklahoma Tourism and Recreation Department has received notice that an unknown person has been claiming to have stolen data from TravelOK.com and related websites.https://www.databreaches.net/oklahoma-tourism-and-recreation-department-investigates-potential-data-security-incident/United States of AmericaUndetermined

Guess, Inc. notifies customers of a data breach that revealed personal and financial information; Guess, Inc. is listed on DarkSide's data leak site. https://www.bleepingcomputer.com/news/security/fashion-retailer-guess-discloses-data-breach-after-ransomware-attack/United States of AmericaRussian Federation

LendUS suffers phishing attack compromising some employee email accounts.https://www.databreaches.net/one-year-after-it-started-lendus-discloses-that-they-had-a-breach/United States of AmericaUndetermined

Midwest Transplant Network suffers a ransomware attack and 17,000 individuals are affected.https://www.databreaches.net/ransomware-attack-on-midwest-transplant-network-affects-more-than-17000/United States of AmericaUndetermined

Home Hardware Stores acknowledges to have been hit by a ransomware attack in February.https://www.databreaches.net/canadian-retailer-home-hardware-hit-by-ransomware/Canada Russian Federation

Manhunt, a gay dating app that claims to have 6 million male members, confirms it was hit by a data breach in February after a hacker gained access to the company's accounts database.https://techcrunch.com/2021/04/14/gay-dating-site-manhunt-hacked/United States of AmericaUndetermined

The city of Houilles (department of Yvelines) is hit with a cyberattack.https://www.databreaches.net/fr-yvelines-the-town-of-houilles-paralyzed-by-a-cyberattack/France Undetermined

The Florida-based Leon Medical Center and Nocona General Hospital in Texas have suffered attacks from hackers that have resulted in extensive information about their patients being published on the internet.https://hotforsecurity.bitdefender.com/blog/hackers-publish-patient-data-stolen-from-two-us-hospital-chains-25295.htmlUnited States of AmericaRussian Federation

Car insurance startup Metromile says it has fixed a security flaw on its website that allowed a hacker to obtain driver license numbers.https://techcrunch.com/2021/02/02/metromile-website-bug-hacker/United States of AmericaUndetermined

The Florida-based Leon Medical Center and Nocona General Hospital in Texas have suffered attacks from hackers that have resulted in extensive information about their patients being published on the internet.https://hotforsecurity.bitdefender.com/blog/hackers-publish-patient-data-stolen-from-two-us-hospital-chains-25295.htmlUnited States of AmericaRussian Federation

In February 2021, NZ$62,000 worth of XSN cryptocurrency had been stolen from a cold (offline) wallet on Crptopia, a cryptocurrency exchange. https://securityaffairs.co/wordpress/115099/hacking/cryptopia-hacked-twice.htmlNew ZealandUndetermined

Fertility center notifies nearly 80,000 current and former patients that protected health information may have been accessed by an unauthroized individual.https://www.zdnet.com/article/illinois-fertility-clinic-online-pharmacy-giant-ravkoo-report-breaches/United States of AmericaUndetermined

Researchers at Trend Micro discover a previously unknown Chinese APT dubbed 'Earth Longzhi' targeting multiple organizations in East Asia, Southeast Asia, and Ukraine.https://www.bleepingcomputer.com/news/security/new-hacking-group-uses-custom-symatic-cobalt-strike-loaders/China China

Researchers at Trend Micro discover a second campaign by the Chinese APT dubbed 'Earth Longzhi' targeting multiple organizations in East Asia, Southeast Asia, and Ukraine.https://www.bleepingcomputer.com/news/security/new-hacking-group-uses-custom-symatic-cobalt-strike-loaders/China China

Researchers at Trend Micro discover a previously unknown Chinese APT dubbed 'Earth Longzhi' targeting multiple organizations in East Asia, Southeast Asia, and Ukraine.https://www.bleepingcomputer.com/news/security/new-hacking-group-uses-custom-symatic-cobalt-strike-loaders/Taiwan (Province of China)China

Researchers at Trend Micro discover a second campaign by the Chinese APT dubbed 'Earth Longzhi' targeting multiple organizations in East Asia, Southeast Asia, and Ukraine.https://www.bleepingcomputer.com/news/security/new-hacking-group-uses-custom-symatic-cobalt-strike-loaders/India China

Researchers at Trend Micro discover a second campaign by the Chinese APT dubbed 'Earth Longzhi' targeting multiple organizations in East Asia, Southeast Asia, and Ukraine.https://www.bleepingcomputer.com/news/security/new-hacking-group-uses-custom-symatic-cobalt-strike-loaders/Malaysia China

Researchers at Trend Micro discover a second campaign by the Chinese APT dubbed 'Earth Longzhi' targeting multiple organizations in East Asia, Southeast Asia, and Ukraine.https://www.bleepingcomputer.com/news/security/new-hacking-group-uses-custom-symatic-cobalt-strike-loaders/Taiwan (Province of China)China

Researchers at Trend Micro discover a second campaign by the Chinese APT dubbed 'Earth Longzhi' targeting multiple organizations in East Asia, Southeast Asia, and Ukraine.https://www.bleepingcomputer.com/news/security/new-hacking-group-uses-custom-symatic-cobalt-strike-loaders/Thailand China

Researchers at Trend Micro discover a second campaign by the Chinese APT dubbed 'Earth Longzhi' targeting multiple organizations in East Asia, Southeast Asia, and Ukraine.https://www.bleepingcomputer.com/news/security/new-hacking-group-uses-custom-symatic-cobalt-strike-loaders/Pakistan China

Researchers at Trend Micro discover a second campaign by the Chinese APT dubbed 'Earth Longzhi' targeting multiple organizations in East Asia, Southeast Asia, and Ukraine.https://www.bleepingcomputer.com/news/security/new-hacking-group-uses-custom-symatic-cobalt-strike-loaders/Ukraine China

Codecov online platform for hosted code testing reports and statistics announces that a threat actor had modified its Bash Uploader script, exposing sensitive information in customershttps://www.bleepingcomputer.com/news/security/popular-codecov-code-coverage-tool-hacked-to-steal-dev-credentials/UndeterminedUndetermined



The myNewJersey portal for state employees was victim to what's known as a credential stuffing attack, using compromised login credentials, according to the Office of Information Technology.https://www.databreaches.net/cyberattack-hits-nj-employee-portal-containing-sensitive-data/United States of AmericaUndetermined

A malware attack struck Victor Central School District in New York, closing all in-person classes. All internet services and phones had stopped operating as a result of the attack.https://www.databreaches.net/ny-victor-central-school-district-closed-monday-to-in-person-classes-due-to-malware-attack/United States of AmericaUndetermined

The French municipality annouced on its social media that the City of Houilles is a victim of a cyberattacl. The attack stopped operations of the city's website and municipal IT and digital services. The malware has ben described as South Korean.https://www.databreaches.net/fr-yvelines-the-town-of-houilles-paralyzed-by-a-cyberattack/France Undetermined

Raychat, a popular Iranian business and social messenger, exposes its entire database (267M+ accounts w/ names, emails, passwords, metadata, encrypted chats etc.), which is then destroyed by a bot attack.https://www.databreaches.net/leaks-leaks-leaks/Iran (Islamic Republic of)Undetermined

The Victor Central School District is hit with a malware attack that has caused all internet services and phones in the district to stop operating.https://www.databreaches.net/ny-victor-central-school-district-closed-monday-to-in-person-classes-due-to-malware-attack/United States of AmericaUndetermined

Serco, one of the companies involved in the NHS Test and Trace operations, confirms it has been hit by a ransomware attack.https://www.verdict.co.uk/serco-cyberattack/United Kingdom of Great Britain and Northern IrelandUndetermined

British Mensa has had its website hacked after failing to properly secure the data of its 18,000 members.https://www.databreaches.net/mensa-website-hacked-after-britains-smartest-folk-failed-to-secure-passwords/United Kingdom of Great Britain and Northern IrelandUndetermined

Iranian state aligned actor compromised an University of London webpage to host credential harvesting software and shared the page with particular targets including research experts and journalists focused on the Middle East.https://www.proofpoint.com/us/blog/threat-insight/operation-spoofedscholars-conversation-ta453United Kingdom of Great Britain and Northern IrelandIran (Islamic Republic of)

USCellular has suffered a data breach after hackers gained access to a computer in a retail store and its CRM network.https://www.databreaches.net/uscellular-hit-by-a-data-breach-after-hackers-access-crm-software/United States of AmericaUndetermined

A US farm suffers ransomware attack from a compromised login credential shutting down its operations.https://therecord.media/us-farm-loses-9-million-in-the-aftermath-of-a-ransomware-attack/United States of AmericaUndetermined

Italian luxury fashion giant is hit with ransomware, data is sold online.https://www.bleepingcomputer.com/news/security/fashion-giant-moncler-confirms-data-breach-after-ransomware-attack/Italy Russian Federation

The perl.com domain has been taken over by hackers and pointed to an IP address associated with malware campaigns.https://securityaffairs.co/wordpress/114006/hacking/website-perl-com-hijacked.htmlUnited States of AmericaUndetermined

A cyberattack affected Baldwin Wallace University, cancelling classes and closing their offices. https://www.databreaches.net/oh-baldwin-wallace-university-target-of-cyber-attack/United States of AmericaUndetermined

Malicious hackers targeted the organizers of Miss England, an English beauty pageant, with ransomware.https://www.infosecurity-magazine.com/news/miss-england-held-to-ransom-by/United Kingdom of Great Britain and Northern IrelandUndetermined

Researchers from CloudSEK discover a post on a well-known database sharing forum advertising the PII of 500,000 Indian citizens. An analysis of the data shows that the victims are candidates who took a preliminary exam conducted by the Bihar Police Subordinate Commission.https://cloudsek.com/threatintelligence/police-exam-database-exposes-500k-indian-citizens-pii/India Undetermined

The UK Research and Innovation has sustained a cyber attack that has adversely affected several of its web assets and has resulted in data being encrypted by a third party.https://www.databreaches.net/ukri-issues-statement-about-ransomware-attack/United Kingdom of Great Britain and Northern IrelandUndetermined

Crisp Regional Health Services is the victim of a ransomware attack.https://www.databreaches.net/ga-crisp-regional-health-services-falls-victim-to-ransomware-attack/United States of AmericaUndetermined

Premier Tech is the victim of an apparent ransomware attack, but declines to provide details of the incident.https://www.databreaches.net/ca-premier-tech-victim-of-a-cyberattack/Canada Undetermined

La Clinica de la Raza is hit with a malware attack.https://www.databreaches.net/they-too-also-issued-breach-notices/United States of AmericaUndetermined

The American Armed Forces Mutual Aid Association, a non-profit organization in Virginia that provides insurance and benefits services to the military community, is notifying 161,621 individuals of a hacking incident.https://www.databreaches.net/american-armed-forces-mutual-aid-association-hack-impacted-more-than-161000/United States of AmericaUndetermined

Lebanese Cedar, a Hezbollah-affiliated threat actor, has been linked to a hacking campaign that affected telecoms and ISPs in the US, the UK, and the Middle East. One of the victims is Hadara.https://www.zdnet.com/article/hezbollahs-cyber-unit-hacked-into-telecoms-and-isps/Israel Lebanon

Lebanese Cedar, a Hezbollah-affiliated threat actor, has been linked to a hacking campaign that affected telecoms and ISPs in the US, the UK, and the Middle East. One of the victims is Etisalat.https://www.zdnet.com/article/hezbollahs-cyber-unit-hacked-into-telecoms-and-isps/United Arab EmiratesLebanon

Lebanese Cedar, a Hezbollah-affiliated threat actor, has been linked to a hacking campaign that affected telecoms and ISPs in the US, the UK, and the Middle East. One of the victims is Jordanian Universities Network L.L.C.https://www.zdnet.com/article/hezbollahs-cyber-unit-hacked-into-telecoms-and-isps/Jordan Lebanon

Lebanese Cedar, a Hezbollah-affiliated threat actor, has been linked to a hacking campaign that affected telecoms and ISPs in the US, the UK, and the Middle East. One of the victims is the National Information Technology Center.https://www.zdnet.com/article/hezbollahs-cyber-unit-hacked-into-telecoms-and-isps/Jordan Lebanon

Lebanese Cedar, a Hezbollah-affiliated threat actor, has been linked to a hacking campaign that affected telecoms and ISPs in the US, the UK, and the Middle East. One of the victims is Vtel Holdings Limited/Jordan Co.https://www.zdnet.com/article/hezbollahs-cyber-unit-hacked-into-telecoms-and-isps/Jordan Lebanon

Lebanese Cedar, a Hezbollah-affiliated threat actor, has been linked to a hacking campaign that affected telecoms and ISPs in the US, the UK, and the Middle East. One of the victims is Arabian Internet & Communications Services Co.ltd.https://www.zdnet.com/article/hezbollahs-cyber-unit-hacked-into-telecoms-and-isps/Saudi ArabiaLebanon

Lebanese Cedar, a Hezbollah-affiliated threat actor, has been linked to a hacking campaign that affected telecoms and ISPs in the US, the UK, and the Middle East. One of the victims is Middle East Internet Company Limited.https://www.zdnet.com/article/hezbollahs-cyber-unit-hacked-into-telecoms-and-isps/Saudi ArabiaLebanon

Lebanese Cedar, a Hezbollah-affiliated threat actor, has been linked to a hacking campaign that affected telecoms and ISPs in the US, the UK, and the Middle East. One of the victims is SaudiNet.https://www.zdnet.com/article/hezbollahs-cyber-unit-hacked-into-telecoms-and-isps/Saudi ArabiaLebanon

Lebanese Cedar, a Hezbollah-affiliated threat actor, has been linked to a hacking campaign that affected telecoms and ISPs in the US, the UK, and the Middle East. One of the victims is Mobily.https://www.zdnet.com/article/hezbollahs-cyber-unit-hacked-into-telecoms-and-isps/Saudi ArabiaLebanon

Lebanese Cedar, a Hezbollah-affiliated threat actor, has been linked to a hacking campaign that affected telecoms and ISPs in the US, the UK, and the Middle East. One of the victims is Vodafone Egypt.https://www.zdnet.com/article/hezbollahs-cyber-unit-hacked-into-telecoms-and-isps/Egypt Lebanon

Lebanese Cedar, a Hezbollah-affiliated threat actor, has been linked to a hacking campaign that affected telecoms and ISPs in the US, the UK, and the Middle East. One of the victims is TE Data.https://www.zdnet.com/article/hezbollahs-cyber-unit-hacked-into-telecoms-and-isps/Egypt Lebanon

Lebanese Cedar, a Hezbollah-affiliated threat actor, has been linked to a hacking campaign that affected telecoms and ISPs in the US, the UK, and the Middle East. One of the victims is Iomart Cloud Services Limited.https://www.zdnet.com/article/hezbollahs-cyber-unit-hacked-into-telecoms-and-isps/United Kingdom of Great Britain and Northern IrelandLebanon

Lebanese Cedar, a Hezbollah-affiliated threat actor, has been linked to a hacking campaign that affected telecoms and ISPs in the US, the UK, and the Middle East. One of the victims is Secured Servers LLC.https://www.zdnet.com/article/hezbollahs-cyber-unit-hacked-into-telecoms-and-isps/United States of AmericaLebanon

Lebanese Cedar, a Hezbollah-affiliated threat actor, has been linked to a hacking campaign that affected telecoms and ISPs in the US, the UK, and the Middle East. One of the victims is Frontier Communications.https://www.zdnet.com/article/hezbollahs-cyber-unit-hacked-into-telecoms-and-isps/United States of AmericaLebanon

Lebanese Cedar, a Hezbollah-affiliated threat actor, has been linked to a hacking campaign that affected telecoms and ISPs in the US, the UK, and the Middle East. One of the victims is the Oklahoma Office of Management & Enterprise Service.https://www.zdnet.com/article/hezbollahs-cyber-unit-hacked-into-telecoms-and-isps/United States of AmericaLebanon

Austrian crane manufacturer Palfinger Group is hit by a ransomware attack.https://www.infosecurity-magazine.com/news/manufacturing-giant-suffers-major/Austria Undetermined

The Municipality of Balne rio Cambor was hit by a ransomware attack.https://www.databreaches.net/br-municipality-of-balneario-camboriu-hit-by-ransomware/Brazil Undetermined

Massachusetts medical system suffers data breach from a compromised employee email revealing personal information of over 200,000 individuals.https://www.securityweek.com/massachusetts-health-network-hacked-patient-info-exposedUnited States of AmericaUndetermined

The Peel District School Board says that it is recovering from a cyber security incident that resulted in the encryption of files and systems.https://www.databreaches.net/ca-cyber-security-incident-at-peel-district-school-board-causes-system-outage/Canada Undetermined

Washington's State Auditor Office suffers a data breach that exposes the personal information in 1.6 million employment claims after a threat actor exploited a vulnerability in a secure file transfer service from Accellion.https://www.bleepingcomputer.com/news/security/data-breach-exposes-16-million-washington-unemployment-claims/United States of AmericaUndetermined

A hacking group has compromised the server of infrastructure of BigNox to deliver malware to several victims in Asia.https://www.zdnet.com/article/hacker-group-inserted-malware-in-noxplayer-android-emulator/China Undetermined

Driveline Retail Merch., Inc. suffered a phishing attack which resulted in the disclosure of current and former employees' sensitive information.https://www.databreaches.net/denied-court-rejects-motion-to-certify-class-in-data-breach-alleging-disclosure-of-employees-sensitive-tax-information/United States of AmericaUndetermined

Dutch police have arrested two individuals for allegedly selling data they illegally obtained from IT systems used by the Dutch Municipal Health Service.https://www.databreaches.net/dutch-covid-19-patient-data-sold-on-the-criminal-underground/NetherlandsUndetermined

A 28-year old has been arrested for allegedly carrying out a cyberattack against Welland Park Academy. The attack prevented the school from delivering remote learning.https://www.databreaches.net/man-arrested-after-uk-school-finds-wiped-hard-drives-on-devices-connected-to-network/United Kingdom of Great Britain and Northern IrelandUndetermined

Georgetown County, SC has suffered a "major infrastructure breach" that is affecting most of its electronic systems.https://www.databreaches.net/sc-georgetown-county-computer-network-down-after-cyber-attack/United States of AmericaUndetermined

The hacking group ShinyHunters has leaked the details of more than 2 million users of dating site MeetMindful.com.https://www.zdnet.com/article/hacker-leaks-data-of-2-28-million-dating-site-users/United States of AmericaUndetermined

Golden Entertainment discloses suffering a ransomware attack which compromised customer data.https://www.databreaches.net/golden-entertainment-notification-of-malware-incident/United States of AmericaUndetermined

Over the weekend, the ransomware actors from DeroHE hack again the IObit forums to display a message demanding that IObit pay them $100,000 in DERO or the attacks would continue.https://www.bleepingcomputer.com/news/security/ransomware-gang-taunts-iobit-with-repeated-forum-hacks/United States of AmericaUndetermined

Supermarket giant Kroger has suffered a data breach after a service used to transfer files securely was hacked, and threat actors stole files. Kroger disclosed that they were the latest company to be affected by a security vulnerability in the Accellion FTA software that allowed hackers to steal data from companies utilizing the service.https://www.bleepingcomputer.com/news/security/kroger-data-breach-exposes-pharmacy-and-employee-data/United States of AmericaRussian Federation

Security firm Malwarebytes has said it was breached by the SolarWinds hackers.https://www.databreaches.net/security-firm-malwarebytes-was-infected-by-same-hackers-who-hit-solarwinds/United States of AmericaRussian Federation

Networking device vendor SonicWall has said that it was hacked using zero-days in its own products. The threat actors breached the company's internal network.https://www.zdnet.com/article/sonicwall-says-it-was-hacked-using-zero-days-in-its-own-products/United States of AmericaUndetermined

WestRock Company has announced that it detected a ransomware incident impacting parts of its operational and IT systems.https://www.databreaches.net/westrock-reports-ransomware-incident/United States of AmericaUndetermined

Bonobos men's clothing store has suffered a massive data breach exposing millions of customers' personal information after a cloud backup of their database was downloaded by a threat actor.https://www.bleepingcomputer.com/news/security/bonobos-clothing-store-suffers-a-data-breach-hacker-leaks-70gb-database/United States of AmericaUndetermined

Tennessee Wesleyan University was the victim of a ransomware attack.https://www.databreaches.net/tennessee-wesleyan-university-systems-recovering-after-friday-ransomware-attack/United States of AmericaUndetermined

Noblr Reciprocal Exchange notifies 97,633 consumers of a breach involving its insurance quote platform. Attackers used a feature of the platform to illicitly obtain personal information of other drivers.https://www.databreaches.net/noblr-reciprocal-exchange-to-notify-97633-consumers-of-breach-involving-insurance-quote-platform/United States of AmericaUndetermined



Geico, the second-largest auto insurer in the U.S., suffers a data breach when threat actors exploit a bug in their website to steal the driver's licenses for policyholders for several weeks.https://securityaffairs.co/wordpress/117009/data-breach/geico-data-breach.htmlUnited States of AmericaUndetermined

The ShinyHunters gang has leaked the data of BuyUcoin.https://hotforsecurity.bitdefender.com/blog/hundreds-of-thousands-of-cryptocurrency-investors-put-at-risk-after-buyucoin-security-breach-25173.htmlIndia Undetermined

The Vienne department is suffering from what appears to be a ransomware attack.https://www.databreaches.net/fr-services-of-the-department-of-vienne-victims-of-computer-hacking/France Undetermined

Waste Management Resources suffers a data breach exposing employee healthcare information.https://portswigger.net/daily-swig/data-breach-at-us-waste-management-firm-exposes-employees-healthcare-detailsUnited States of AmericaUndetermined

The Nefilim ransomware gang has attacked Colliers International Group, a Toronto-based real estate services firm.https://www.databreaches.net/colliers-international-group-gets-slammed-by-cyberattack/Canada Undetermined

Walmart discloses a data breach after a data hosting service used by one of its suppliers was compromised.https://www.databreaches.net/walmart-notice-of-data-security-incident/United States of AmericaUndetermined

Goodwin Procter experienced an indirect security breach involving Accellion, a firewall vendor, whose services the firm uses for large file transfers.https://www.databreaches.net/goodwin-says-vendor-breach-may-have-exposed-client-data/United States of AmericaRussian Federation

A hacker has leaked 1.9 million Pixlr user records containing information that could be used to perform targeted phishing and credential stuffing attacks.https://www.bleepingcomputer.com/news/security/hacker-posts-19-million-pixlr-user-records-for-free-on-forum/United States of AmericaUndetermined

The Butler County Sheriff's Office reveals to have been hit by a malware attack during the holiday season.https://www.govtech.com/security/Butler-County-Ohio-to-Increase-Cybersecurity-After-Breach.htmlUnited States of AmericaUndetermined

The vehicle rental company Ucar revealed that it was the victim of a ransomware attack earlier this year.https://www.databreaches.net/ucar-reveals-cyberattack-earlier-this-year/France Undetermined

Illinois school district suffers ransomware attack.https://www.databreaches.net/griggsville-perry-school-district-hit-by-ransomware-attack-early-dismissal/United States of AmericaUndetermined

The Bangladesh Export Import Company Limited (BEXIMCO) has been hacked by ALTDOS, but has not responded to the hackers' demands.https://www.databreaches.net/hackers-claim-to-have-attacked-major-bangladeshi-conglomerate/BangladeshUndetermined

Amey PLC has been targeted by the MountLocker ransomware threat actors. The hackers are demanding $2 billion from the firm.https://www.databreaches.net/uk-trafford-bin-collection-firm-suffers-major-cyber-attack-with-contracts-passports-financial-details-leaked-publicly/United Kingdom of Great Britain and Northern IrelandUndetermined

The Clark County School District has said it found out how a person gained access to its Canvas system and posted "inappropriate messages". The school involved in the incident was Basic High School.https://www.databreaches.net/update-security-breach-that-led-to-abusive-posts-on-canvas-solved-clark-county-school-district-says/United States of AmericaUndetermined

Diamond Foods discovers unauthorized access to its server and data stored on it as well as unauthroized access to an employees email account.https://www.prnewswire.com/news-releases/diamond-foods-llc-provides-notice-of-a-data-privacy-event-301335216.htmlUnited States of AmericaUndetermined

On Monday, January 18, 2021, Netcom Kassel Gesellschaft fÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¢ÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Â¢'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¬ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â '''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¼r Telekommunikation mbH was the target of a hacker attack. Information was encrypted and customer information had been accessed. https://www.databreaches.net/de-netcom-kassel-announces-breach/Germany Undetermined

During a routine Darkweb monitoring, researchers from Cyble found a leak of 500K+ records of C-level people from Capital Economics on a Russian-speaking forum.https://securityaffairs.co/wordpress/113581/deep-web/capital-economics-data-leak.htmlUnited Kingdom of Great Britain and Northern IrelandUndetermined

Researchers from Cyble discover a leak of 500K+ records of C-level executives from Capital Economics on a Russian-speaking forum.https://securityaffairs.co/wordpress/113581/deep-web/capital-economics-data-leak.htmlUnited States of AmericaUndetermined

The Okanogan County government is suffering from a cyberattack that has affected its phone and email systems.https://www.databreaches.net/wa-okanogan-co-government-hit-with-cyber-attack-working-to-restore-systems/United States of AmericaUndetermined

Midland University suffers ransomware attack.https://www.databreaches.net/midland-university-in-nebraska-victim-of-ransomware-attack-last-january/United States of AmericaUndetermined

The Wentworth golf club in Surrey has suffered a data breach. Membership data was stolen.https://www.databreaches.net/uk-wentworth-golf-club-members-informed-of-hack/United Kingdom of Great Britain and Northern IrelandUndetermined

The CHwapi hospital center in Tournai, Belgium has been hit by ransomware. However, no ransom was demanded.https://www.databreaches.net/chwapi-hospital-hit-by-ransomware-operations-canceled-and-another-city-hit/Belgium Undetermined

An aftercare hospital in HoraÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â '''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¢ÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Â¢'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¬ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¦ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¾?ovice has been attacked by what appears to be ransomware.https://www.databreaches.net/cz-they-attacked-hospital-of-aftercare-in-horazdovice-police-are-investigating/Czechia Undetermined

OpenWRT has disclosed a data breach that occurred after a hacker accessed a forum administrator account.https://www.databreaches.net/openwrt-reports-data-breach-after-hacker-gained-access-to-forum-admin-account/UndeterminedUndetermined

The city of Montmagne has been hit by ransomware that completely shutdown its computer and telephone systems.https://www.databreaches.net/cyber-%e2%80%8b%e2%80%8battack-ransomware-victim-montmagne-city/Canada Undetermined

Dotty's. which operates 120 gaming venues in Nevada, suffers a data breach compromising the personal information of players in its database. https://www.databreaches.net/dottys-reveals-details-about-data-breach-incident/United States of AmericaUndetermined

Owner of slot machine parlor chain suffers a data breach exposing a signficant amount of personal and financial information of employees and customers.https://www.zdnet.com/article/popular-slot-machine-chain-dottys-reveals-data-breach-exposing-ssns-financial-account-numbers-biometric-data-medical-records-and-more/United States of AmericaUndetermined

Injured Workers Pharmacy suffers data breach when seven employee email accounts are accessed by unauthorized users.https://www.hipaajournal.com/phi-of-138k-individuals-exposed-in-3-email-security-incidents/United States of AmericaUndetermined

On 15 January 2021 the National Communications Commission (NCC) issued an official order of recall against Taiwan Mobile because a a trojan virus had been implanted on the Amazing A32 smartphone during the manufacturing process in China, which eventually led to identity theft. https://www.databreaches.net/taiwan-mobile-operators-security-breach-hits-headlines/Taiwan (Province of China)Undetermined

Oxfam Australia has confirmed a data breach after suffering a cyberattack and their donor databases put up for sale on a hacker forum in January.https://www.bleepingcomputer.com/news/security/oxfam-australia-confirms-data-breach-after-stolen-info-sold-online/Australia Undetermined

Ronald McDonald House Charities joins the list of the Blackbaud ransomware attack.https://www.databreaches.net/ronald-mcdonald-house-notifying-almost-18000-guests-of-blackbaud-breach/United States of AmericaUndetermined

Threat actors targeted a Shabbat service being broadcast live from an Atlanta synagogue on January 15, where US Senator-elect Raphael Warnock was scheduled to speak. People attempting to watch the service were unable to access it.https://www.infosecurity-magazine.com/news/atlanta-synagogue-reports/United States of AmericaUndetermined

The city of Angers was affected by a ransomware attack that took services offline from 15 - 16 of Januaryhttps://www.lemagit.fr/actualites/252494954/La-ville-dAngers-fait-a-son-tour-les-frais-dune-cyberattaque-par-ransomwareFrance Undetermined

Virgin Mobile Polska has had a fine imposed on it for failing to secure user data which led to a data breach.https://www.databreaches.net/polish-dpa-fines-virgin-mobile-polska-e460000-incidental-safeguards-review-is-not-regular-testing-of-technical-measures/Poland Undetermined

The Australian Securities and Investment Commission has detected a breach at a server it used to transfer files including credit license applications. The ASIC is one of the victims of the Accellion hack.https://www.databreaches.net/australias-securities-regulator-says-server-hit-by-cyber-security-breach/Australia Undetermined

Texas community service provider discovers unauthorized access to an employee email account compromising protected health information of over 12,000 individuals.https://www.hipaajournal.com/data-breaches-reported-by-houston-area-community-services-county-of-kings-and-nyu-langone-health/United States of AmericaUndetermined

Bricker & Eckler LLP reveals to have been hit with a ransomware attack.https://www.infosecurity-magazine.com/news/consulting-firm-data-breach/United States of AmericaUndetermined

Massive pan-Asian retail chain operator Dairy Farm Group was attacked this month by the REvil ransomware operation. The attackers claim to have demanded a $30 million ransom.https://www.bleepingcomputer.com/news/security/pan-asian-retail-giant-dairy-farm-suffers-revil-ransomware-attack/China Russian Federation

The National Detergent Company has been exposed to an "electronic attack" that led to "the loss of some electronic data".https://www.databreaches.net/national-detergent-company-in-oman-hit-by-cyberattack/Oman Undetermined

The personal details of 13 million DailyQuiz users are leaked online after a hacker breached the quiz builder's database and stole its content.https://therecord.media/8-3-million-plaintext-passwords-exposed-in-dailyquiz-data-breach/Israel Undetermined

A County Meath school's video lesson was disrupted by a number of men who then engaged in appropriate behavior.https://www.databreaches.net/ie-schools-on-security-alert-as-gardai-probe-online-class-breach/Ireland Undetermined

Payroll provider Symatrix discloses to have been hit with a ransomware attack.https://www.databreaches.net/uk-arup-staff-hit-by-cyberhacker-attack-at-payroll-provider/United Kingdom of Great Britain and Northern IrelandUndetermined

Energy supplier Eneco is warning former customers of a possible data breach. The company has established that cyber criminals have managed to gain access to the accounts of 1,700 customers and that personal information may have been stolen.https://www.databreaches.net/eneco-warns-customers-for-data-breach-change-your-password-personal-data-may-have-been-accessed/NetherlandsUndetermined

The Reserve Bank of New Zealand is the victim of a cyberattack. The data breach occurred through a vulnerability in a File Transfer Application provided by Accellion that was targeted in mid-December and affected multiple victims.https://www.infosecurity-magazine.com/news/new-zealands-central-bank-probes/New ZealandUndetermined

Email security provider Mimecast said that hackers hijacked its products in order to spy on its customers. It is believed that Mimecast is another victim of the SolarWinds hack.https://www.databreaches.net/email-security-firm-mimecast-says-hackers-hijacked-its-products-to-spy-on-customers/United Kingdom of Great Britain and Northern IrelandRussian Federation

Brazilian fuel distribution company Ultrapar is the victim of a ransomware attack.https://www.brecorder.com/news/40055749/brazil-fuel-distributor-ultrapar-says-operations-back-to-normal-after-cyber-attackBrazil Undetermined

The Chicago Public Schools suffers a massive data breach that exposes the data of almost 500,000 students and 60,000 employee after their vendor, Battelle for Kids, suffered a ransomware attack in December 2021https://www.bleepingcomputer.com/news/security/ransomware-attack-exposes-data-of-500-000-chicago-students/United States of AmericaUndetermined

Lorenz executed exfiltration of data and ransomeware in targeted network. Data presented on dark web "leak site" http://lorenzmlwpzgxq736jzseuterytjueszsvznuibanxomlpkyxk6ksoyd.onion/United States of AmericaUndetermined

A data leak affects more than 13,000 members and about 100,000 non-members of the Institute of Bankers following a ransomware incident.https://www.databreaches.net/hk-thousands-affected-by-institute-of-bankers-data-leak-following-ransomware-incident/Hong KongUndetermined

The biographies of outgoing US President Donald Trump and his Vice President Mike Pence were changed on the official US State Department website by a disgruntled employee.https://grahamcluley.com/donald-trump-presidency-ended-today-claims-altered-us-state-department-website/United States of AmericaUndetermined

Ubiquiti informed customers of unauthorized access to certain information technology systems hosted by a third party cloud provider. Ubiquiti states that they are not aware of any customer databases that were illegally accessed but cannot be sure that the attack did not expose customers' data.https://www.bleepingcomputer.com/news/security/networking-giant-ubiquiti-alerts-customers-of-potential-data-breach/United States of AmericaUndetermined

Delta Dental Plans Association has its data dumped by the Egregor ransomware group.https://www.databreaches.net/without-undue-delay-part-2/United States of AmericaUndetermined

An unconfirmed Australian dental surgery practice has its data dumped by the Egregor ransomware group. However, the victim is not listed on Egregor's leak site.https://www.databreaches.net/without-undue-delay-part-2/Australia Undetermined

Bollywood actress Esha Deol has her Instagram account hacked and warns her followers not to click on links from her direct messages (DMs) due to the hack.https://gadgets.ndtv.com/apps/news/instagram-phishing-scam-esha-deol-copyright-violation-dm-password-extract-2350670India Undetermined

3BB, a subsidiary of Jasmine International PLC, has been hacked by the ALTDOS hackers.https://www.databreaches.net/angering-hackers-is-probably-not-a-winning-incident-response-strategy/Thailand Undetermined



On Monday morning, it was announced that the aquaculture equipment manufacturer on Sunday was hit by a ransomware attack. Those who attacked AKVA obtained the company's production data. https://salmonbusiness.com/ransom-demanded-after-akva-group-victim-of-major-virus-attack/Norway Undetermined

15 percent of Clearfield County's computers were affected by malware activity on the county computer network.https://www.databreaches.net/pa-clearfield-co-hit-by-cyberattack/United States of AmericaUndetermined

Behavioral Health Partners of Metrowest (BHPMW) informs 11,288 patients that their data was "copied from its digital environment" by a hacker.https://www.scmagazine.com/analysis/ransomware/over-194k-patients-added-to-ongoing-eye-care-leaders-breach-tallyUnited States of AmericaUndetermined

Lorenz executed exfiltration of data and ransomeware in targeted network. Data presented on dark web "leak site" http://lorenzmlwpzgxq736jzseuterytjueszsvznuibanxomlpkyxk6ksoyd.onion/United States of AmericaUndetermined

Montreal car-sharing service Communauto was the target of a cyber attack resulting in a number of locked servers and encrypted data.https://www.databreaches.net/ca-communauto-car-sharing-service-victim-of-a-cyberattack/Canada Undetermined

A hacker who goes by the name Crash Override on Twitter claims she found a web address that Parler used internally to retrieve data. She made a list of all posts, videos, and images uploaded to Parler, including posts that users had deleted, such as those referring to the Capitol attack on January 6. https://www.vice.com/en/article/jgqbex/parler-is-gone-but-hackers-say-they-downloaded-everything-firstUnited States of AmericaUnited States of America

Preferred Home Care of New York is attacked by the REvil ransomware gang.https://www.databreaches.net/ny-home-care-agency-notifies-more-than-92000-after-ransomware-attack/United States of AmericaRussian Federation

The Administrative Office of the U.S. Courts on Wednesday disclosed the "apparent compromise" of the electronic filing and case management system, known as CM/ECF. An AO spokesperson stated the compromise is likely connected to the hack of SolarWinds' Orion products, which affected multiple government agencies and companies.https://www.databreaches.net/corporate-secrets-at-risk-in-hack-of-u-s-courts-documents/United States of AmericaRussian Federation

The University of Kentucky discovers a data breach on one of its test-taking platforms, stolen database contained data on 355,000 individuals.https://therecord.media/university-of-kentucky-discovers-data-breach-during-scheduled-pen-test/United States of AmericaUndetermined

Arizona Complete Health is impacted by the Accellion breach.https://www.databreaches.net/arizona-complete-health-notifies-plan-members-of-accellion-breach/United States of AmericaUndetermined

ANWB states that personal data of customers has been stolen in a cyberattack. ANWB uses a collection agency, Trust Krediet Beheer BV (TKB), whose data was made illegible by an apparent ransomware attack.https://www.databreaches.net/personal-data-of-anwb-customers-may-have-been-stolen-after-a-cyber-attack/NetherlandsUndetermined

A cyberattack targeted Ben-Gurion University of the Negev resulting in a breach of a number of its servers, the university announced https://www.databreaches.net/ben-gurion-university-targeted-by-cyberattack-extent-of-damage-unclear/Israel Undetermined

The private details of every Tasmanian who has called an ambulance since November last year have been published online by a third party in a list still updating each time paramedics are dispatched.https://www.databreaches.net/tasmania-police-called-in-after-ambulance-patient-details-published-online/Australia Undetermined

The Mono Next Public Company Limited, a Jasmine International PLC subsidiary, has been hacked by the ALTDOS hackers after negotiations following an attack on 3BB (another Jasmine subsidiary) failed.https://www.databreaches.net/thai-media-and-content-conglomerate-mono-next-public-company-hit-by-altdos-hackers/Thailand Undetermined

Colorado Retina Associates notifies 26,609 patients that an unauthorized party gained access to employee work email accounts.https://www.beckershospitalreview.com/cybersecurity/nearly-30-000-affected-in-colorado-eye-care-provider-phishing-email-scam.htmlUnited States of AmericaUndetermined

The Upper Grand District School Board suffered a breach that resulted in inappropriate emails being sent to students.https://www.databreaches.net/ca-thousands-of-ugdsb-students-back-on-email-following-breach-last-week/Canada Undetermined

A former Kentucky prinicpal has been ordered to pay $3.6 million for confiscating students' phones, and downloading and trading their nude photos online.https://www.databreaches.net/school-principal-ordered-to-pay-3-6m-for-sharing-students-nude-pictures-online/United States of AmericaUnited States of America

Mendelson Kornblum Orthopedic and Spine Specialists has notified 28,658 patients of a data security incident where an unauthorized party viewed limited health information.https://www.databreaches.net/mi-mendelson-kornblum-orthopedic-and-spine-specialists-notifies-28658-patients-of-breach/United States of AmericaUndetermined

Exclusive Networks reveals it has been hit by a cyber breach, affecting the cyber security distributor's systems across five countries (UK, US, France, Singapore, and the UAE) with the breach resulting in unauthorized access to data.https://www.channelpro.co.uk/news/12012/exclusive-networks-struck-by-cyber-breachFrance Undetermined

The same threat actor leaks the data of several Banamex credit cardholders.https://www.bleepingcomputer.com/news/security/hacker-posts-data-of-10-000-american-express-accounts-for-free/Mexico Undetermined

The same threat actor leaks the data of several Santander credit cardholders.https://www.bleepingcomputer.com/news/security/hacker-posts-data-of-10-000-american-express-accounts-for-free/Mexico Undetermined

This week a threat actor leaks the data of 10,000 Mexico-based American Express credit cardholders on a forum.https://www.bleepingcomputer.com/news/security/hacker-posts-data-of-10-000-american-express-accounts-for-free/Mexico Undetermined

Diponegoro University revealed that hackers had attempted to breach its servers that contain student data.https://www.databreaches.net/diponegoro-university-responds-to-student-data-breach-allegation/Indonesia Undetermined

According to a media release from Saint Agnes, an employee of Oregon/Idaho-based Saint Alphonsus Health System had their email compromised by an unauthorized user. This individual used the employee's account to send phishing emails in an attempt to obtain login IDs and passwords from January 4-6.https://www.databreaches.net/ca-st-agnes-medical-center-patient-data-compromised-in-email-breach-at-st-alphonsus/United States of AmericaUndetermined

Personal data of 3 Million+ customers exposed in a hack of DriveSure, a car dealership service provider. https://www.riskbasedsecurity.com/2021/02/01/personal-data-of-3-million-people-exposed-in-drivesure-hack/United States of AmericaUndetermined

The South African Social Security Agency is in talks to replace cards used for collecting social grants after a security breach compromised the master keys for the cards in 2019.https://www.databreaches.net/za-government-to-replace-sassa-grant-cards-after-security-breach/South AfricaUndetermined

The Durham Region joins the list of the victims of the Accellion breach.https://www.databreaches.net/ca-durham-region-hit-by-cyberattack/Canada Undetermined

California Health & Wellness joins the list of the victims of the Accellion breach.https://www.databreachtoday.com/more-accellion-health-data-breaches-revealed-a-16350United States of AmericaUndetermined

Trinity Health reports that 580,000 patients have been affected by the Accellion data breach.https://www.beckershospitalreview.com/cybersecurity/trinity-health-reports-580-000-affected-by-accellion-data-breach-bringing-total-to-3-3-million.htmlUnited States of AmericaUndetermined

A medical practice management firm that provides support to Tacoma-based MultiCare Health System has alerted over 200,000 patients, providers and staff that their personal information may have been exposed.https://www.databreaches.net/woodcreek-provider-services-notifies-more-than-210000-patients-of-netgain-ransomware-incident/United States of AmericaUndetermined

Saint Alphonsus patients' personal information may have been accessed via an email security breach, but cannot determine which emails were accessed. https://www.databreaches.net/how-do-you-make-a-data-breach-even-worse-you-notify-the-victims-that-they-are-dead/United States of AmericaUndetermined

Georiga based insurance broker discloses ransomware attack potentially compromising some protected health information.https://www.hipaajournal.com/phi-of-anthem-members-and-advocate-aurora-health-patients-potentially-compromised/United States of AmericaUndetermined

American media conglomerate News Corp is the target of a persistent cyberattack believed to be associated with a foreign government.https://www.bleepingcomputer.com/news/security/news-corp-discloses-hack-from-persistent-nation-state-cyber-attacks/United States of AmericaUndetermined

The city of Fresno discloses to have lost about $400,000 in 2020 after falling victim to a business email compromise (BEC) scam.https://www.databreaches.net/fresno-lost-more-than-600000-to-a-phishing-scam-in-2020-but-we-werent-supposed-to-know-yet/United States of AmericaUndetermined

Prestera Center for Mental Health Services provides notice of a phishing attack resulting in the exposure of personal information of current and past patients.https://www.databreaches.net/wv-prestera-center-notifies-patients-of-data-security-incident/United States of AmericaUndetermined

A multinational engineering company headquartered in Pune is defrauded of 56,000 euros.https://indianexpress.com/article/cities/pune/pune-based-engineering-company-loses-56000-euros-in-cyber-attack-7126733/India Undetermined

IndiGo, India's biggest airline, reveals some segments of its data servers were breached in a hacking incident in December, which may have compromised  some data.https://www.bloomberg.com/news/articles/2021-01-01/indigo-says-some-data-may-be-compromised-in-server-breachIndia Undetermined

A data broker is selling 368.8 million stolen user records from twenty-six companies on a hacker forum. One of these victims is Singlesnet.com.https://www.bleepingcomputer.com/news/security/data-breach-broker-selling-user-records-stolen-from-26-companies/United States of AmericaUndetermined

A data broker is selling 368.8 million stolen user records from twenty-six companies on a hacker forum. One of these victims is ModaOperandi.com.https://www.bleepingcomputer.com/news/security/data-breach-broker-selling-user-records-stolen-from-26-companies/United States of AmericaUndetermined

A data broker is selling 368.8 million stolen user records from twenty-six companies on a hacker forum. One of these victims is Pizap.com.https://www.bleepingcomputer.com/news/security/data-breach-broker-selling-user-records-stolen-from-26-companies/United States of AmericaUndetermined

A data broker is selling 368.8 million stolen user records from twenty-six companies on a hacker forum. One of these victims is Fotolog.com.https://www.bleepingcomputer.com/news/security/data-breach-broker-selling-user-records-stolen-from-26-companies/United States of AmericaUndetermined

A data broker is selling 368.8 million stolen user records from twenty-six companies on a hacker forum. One of these victims is Reverbnation.com.https://www.bleepingcomputer.com/news/security/data-breach-broker-selling-user-records-stolen-from-26-companies/United States of AmericaUndetermined

A data broker is selling 368.8 million stolen user records from twenty-six companies on a hacker forum. One of these victims is Netlog.com (Twoo.com).https://www.bleepingcomputer.com/news/security/data-breach-broker-selling-user-records-stolen-from-26-companies/Belgium Undetermined

A data broker is selling 368.8 million stolen user records from twenty-six companies on a hacker forum. One of these victims is Accuradio.com.https://www.bleepingcomputer.com/news/security/data-breach-broker-selling-user-records-stolen-from-26-companies/United States of AmericaUndetermined

A data broker is selling 368.8 million stolen user records from twenty-six companies on a hacker forum. One of these victims is Hybris.com (SAP.com).https://www.bleepingcomputer.com/news/security/data-breach-broker-selling-user-records-stolen-from-26-companies/United States of AmericaUndetermined

A data broker is selling 368.8 million stolen user records from twenty-six companies on a hacker forum. One of these victims is Knockcrm.com.https://www.bleepingcomputer.com/news/security/data-breach-broker-selling-user-records-stolen-from-26-companies/United States of AmericaUndetermined

A data broker is selling 368.8 million stolen user records from twenty-six companies on a hacker forum. One of these victims is Juspay.in.https://www.bleepingcomputer.com/news/security/data-breach-broker-selling-user-records-stolen-from-26-companies/India Undetermined

A data broker is selling 368.8 million stolen user records from twenty-six companies on a hacker forum. Of these victims, eight are new alleged data breaches including ClickIndia.com.https://www.bleepingcomputer.com/news/security/data-breach-broker-selling-user-records-stolen-from-26-companies/India Undetermined

A data broker is selling 368.8 million stolen user records from twenty-six companies on a hacker forum. Of these victims, eight are new alleged data breaches including Sitepoint.com.https://www.bleepingcomputer.com/news/security/data-breach-broker-selling-user-records-stolen-from-26-companies/Australia Undetermined

A data broker is selling 368.8 million stolen user records from twenty-six companies on a hacker forum. Of these victims, eight are new alleged data breaches including Wahoofitness.com.https://www.bleepingcomputer.com/news/security/data-breach-broker-selling-user-records-stolen-from-26-companies/United States of AmericaUndetermined

A data broker is selling 368.8 million stolen user records from twenty-six companies on a hacker forum. Of these victims, eight are new alleged data breaches including Eventials.com.https://www.bleepingcomputer.com/news/security/data-breach-broker-selling-user-records-stolen-from-26-companies/Brazil Undetermined

A data broker is selling 368.8 million stolen user records from twenty-six companies on a hacker forum. Of these victims, eight are new alleged data breaches including Chqbook.com.https://www.bleepingcomputer.com/news/security/data-breach-broker-selling-user-records-stolen-from-26-companies/United Kingdom of Great Britain and Northern IrelandUndetermined

A data broker is selling 368.8 million stolen user records from twenty-six companies on a hacker forum. Of these victims, eight are new alleged data breaches including Chqbook.com.https://www.bleepingcomputer.com/news/security/data-breach-broker-selling-user-records-stolen-from-26-companies/India Undetermined

A data broker is selling 368.8 million stolen user records from twenty-six companies on a hacker forum. Of these victims, eight are new alleged data breaches including MyON.com.https://www.bleepingcomputer.com/news/security/data-breach-broker-selling-user-records-stolen-from-26-companies/United States of AmericaUndetermined

A data broker is selling 368.8 million stolen user records from twenty-six companies on a hacker forum. Of these victims, eight are new alleged data breaches including Teespring.com.https://www.bleepingcomputer.com/news/security/data-breach-broker-selling-user-records-stolen-from-26-companies/United States of AmericaUndetermined



Ticketmaster has been fined $10 million for illegally accessing the systems of CrowdSurge, one of its competitors.https://www.bleepingcomputer.com/news/security/ticketmaster-fined-10-million-for-breaking-into-rival-s-systems/United States of AmericaUndetermined

The personal data of over 2.5 million customers of Italian phone service company Ho-Mobile, are being sold on the dark web.https://www.databreaches.net/italys-ho-mobile-database-with-2-5m-accounts-allegedly-stolen-sold/Italy Undetermined

The networks of the Lithuanian National Center for Public Health and several municipalities have been infected with Emotet malware. In addition to infecting computers, the malware sends out fake emails to infect more targets.https://www.bleepingcomputer.com/news/security/emotet-malware-hits-lithuanias-national-public-health-center/Lithuania Undetermined

A hacker group called Spiderz claims to have successfully hacked into the Hezbollah's Al-Qard Al-Hassan financial organization and leaks details on depositors and borrowers from the lender.https://www.jpost.com/breaking-news/hezbollah-affiliated-financial-org-hacked-information-leaked-653690Lebanon Undetermined

Hackers have compromised the Parliament of Finalnd and accessed to the email accounts of some of its members. The incident occurred in the fall of 2020 around the same time Norway's Parliament was subject to a similar attack. In March 2021, Finnish officials attributed the attack to APT31.https://www.zdnet.com/article/finland-says-hackers-accessed-mps-emails-accounts/Finland China

T-Mobile has revealed a data breach that has exposed customers' proprietary network information, including phone numbers and call records. Approximately 200,000 people are affected.https://www.bleepingcomputer.com/news/security/t-mobile-data-breach-exposed-phone-numbers-call-records/United States of AmericaUndetermined

The Beech Acres Parenting Center discovers that employee email accounts with personal and sensitive information had been hacked and accessed between Dec. 29 and March 18https://www.databreaches.net/email-breach-at-beech-acres-resulted-in-private-client-information-being-obtained/United States of AmericaUndetermined

General Medical Laboratory (AML) in Antwerp is the victim of a ransomware attack.https://www.databreaches.net/antwerp-laboratory-becomes-latest-victim-of-cyber-attack/Belgium Undetermined

Whirlpool has been attacked by the Nefilim ransomware threat actors.https://www.bleepingcomputer.com/news/security/home-appliance-giant-whirlpool-hit-in-nefilim-ransomware-attack/United States of AmericaUndetermined

PeakTPA, a healthcare management services provider, has suffered a ransomware attack.https://www.databreaches.net/ar-total-life-healthcare-data-breached-in-ransomware-attack/United States of AmericaUndetermined

The Voyager cryptocurrency brokerage platform suffered a cyberattack targeting its DNS configuration.https://www.bleepingcomputer.com/news/security/voyager-cryptocurrency-broker-halted-trading-due-to-cyberattack/United States of AmericaUndetermined

Researchers from ESET discover "Operation SignSight", a supply chain attack against Vietnamese private companies and government agencies, carried out by inserting malware inside two applications of an official government software toolkit (Vietnam Government Certification Authority - VGCA).https://www.zdnet.com/article/vietnam-targeted-in-complex-supply-chain-attack/Viet Nam Undetermined

Kawasaki Heavy Industries, Ltd. has announced that it was subject to unauthorized access from outside the company. It is unclear whether any data was stolen because the hack had been carried with advanced technology withouth leaving a trace.https://www.databreaches.net/kawasaki-announces-security-incident-and-responsive-measures/Japan Undetermined

AIDA Cruises appears to have been attacked by the DoppelPaymer ransomware actors. As a result, the company has cancelled some upcoming cruises.https://www.databreaches.net/aida-cruise-ships-under-cyber-attack/Germany Undetermined

The city of La Rochelle is the apparent victim of a disruptive cyberattack.https://www.databreaches.net/fr-la-rochelle-the-computer-networks-of-the-city-and-the-agglomeration-inaccessible-due-to-a-cyber-attack/France Undetermined

Snaitech, one of the maiin legal gaming operators in Italy, is hit by a ransomware attack.https://www.databreaches.net/snai-down-the-company-explains-cyber-attack-on-the-website-and-app-of-online-submissions/Italy Undetermined

The agglomeration of Grand Annecy is the apparent victim of a ransomware attack.https://www.databreaches.net/fr-grand-annecy/France Undetermined

The City of Cornelia suffered a ransomware attack on the day after Christmas.https://www.databreaches.net/cornelia-georgia-hit-by-ransomware-attack-on-the-day-after-christmas/United States of AmericaUndetermined

Singtel and the QIMR Berghofer Medical Research Institute disclosed data breaches caused by a vulnerability in the Accellion FTA secure file transfer software. "A third-party file sharing system provided by Accellion called FTA has been illegally accessed through a zero-day vulnerability or previously unknown vulnerability. Singtel uses this system to share information internally as well as with external stakeholders and organisations," Singtel announced in a security incident notification.https://www.bleepingcomputer.com/news/security/singtel-qimr-berghofer-report-accellion-related-data-breaches/Singapore Russian Federation

QIMR Berghofer Medical Research Institute disclosed a data breach caused by a vulnerability in the Accellion FTA secure file transfer software. According to the research institute, the data breach appears to have occurred on December 25, 2020, when threat actors accessed approximately 4 percent, or 620MB, of data stored on the Accellion FTA service.https://www.bleepingcomputer.com/news/security/singtel-qimr-berghofer-report-accellion-related-data-breaches/Australia Russian Federation

Washington's State Auditor office has suffered a data breach that exposed the personal information in 1.6 million employment claims. The Office of the Washington State Auditor ("SAO") states that they suffered a data breach after a threat actor exploited a vulnerability in a secure file transfer service from Accellion.https://www.bleepingcomputer.com/news/security/data-breach-exposes-16-million-washington-unemployment-claims/United States of AmericaRussian Federation

A hacking group has posted files that it claims to be from Jones Day after the law firm was hit by a data breach at one of its vendors. Jones Day denied that its own network had been hacked and said the vendor hack was not a ransomware attack.https://www.abajournal.com/news/article/jones-day-is-hit-by-vendor-data-breach-hackers-post-files-they-claim-were-stolen-from-the-law-firmUnited States of AmericaRussian Federation

A data breach at Aurora Cannabis has exposed the personal information of an unknown number of the Canadian company's current and former employees.https://www.databreaches.net/aurora-cannabis-breach-exposes-personal-data-of-former-current-workers/Canada Undetermined

The ransomware group Pay2Key, which has been linked to Iran, claims to have stolen almost 1TB of data (and as proof publishes 3 gigabytes) from the Israeli cyber security company Portnox.https://www.timesofisrael.com/iran-linked-hackers-say-they-breached-israeli-cyber-security-firm-portnox/Israel Undetermined

About 30,000 customers of Now:Pensions have their sensitive personal details being posted on the internet after an outside contractor is breached.https://www.databreaches.net/personal-data-from-thousands-of-pension-plan-accounts-breachedthird-party-service-provider-blamed/United Kingdom of Great Britain and Northern IrelandUndetermined

A vendor of billing and coding services to health centers is hit by a ransomware attack, protected health information of over 1.2 million people is stolen.https://www.beckershospitalreview.com/cybersecurity/ransomware-attack-on-revenue-cycle-vendor-exposes-1-2-million-patients-employees.htmlUnited States of AmericaUndetermined

The Belgian financial consultant Finalyse has fallen victim to a ransomware attack.https://www.databreaches.net/belgian-consultancy-finalyse-emerges-unscathed-from-ransomware-attack/Belgium Russian Federation

Colorado-based short line rail operator and logistics provider OmniTRAX was hit by a recent ransomware attack and data theft that targeted its corporate parent, Broe Grouphttps://www.freightwaves.com/news/ransomware-attack-hits-short-line-rail-operator-omnitraxUnited States of AmericaRussian Federation

The Department of Justice has revealed that hackers have accessed its networks as a result of the SolarWinds hack. The attackers breached the Department's Office 365 system and read its emails.https://www.databreaches.net/doj-says-solarwinds-hackers-breached-its-office-365-system-and-read-email/United States of AmericaRussian Federation

Citrix has confirmed that a DDoS attack is affecting its Application Delivery Controller (ADC) networking appliances.https://www.bleepingcomputer.com/news/security/citrix-confirms-ongoing-ddos-attack-impacting-netscaler-adcs/United States of AmericaUndetermined

The REvil ransomware gang hacks The Hospital Group and threatens to release before-and-after pictures of celebrity clients.https://www.bbc.com/news/technology-55439190United Kingdom of Great Britain and Northern IrelandRussian Federation

Sangoma has disclosed a data breach after files that were stolen by the Conti ransomware threat actors were published online after an attack.https://www.bleepingcomputer.com/news/security/freepbx-developer-sangoma-hit-with-conti-ransomware-attack/Canada Russian Federation

A former BitGrail administrator has been found to be responsible for a 120 million euro fraud that was the result of a bug exploit. The defendant in the case purposefully failed to fix the bug and allowed hackers to steal from BitGrail.https://www.databreaches.net/florence-120-million-euro-cryptocurrency-fraud-precautionary-measure-for-former-bitgrail-administrator/Italy Undetermined

Innovaphone has been hit by a hacker. The company believes that the hacker's motive was vandalism.https://www.databreaches.net/nl-cyber-%e2%80%8b%e2%80%8battack-hits-ip-telephony-supplier-innovaphone/Germany Undetermined

Transform Hospital Group has been attacked by the REvil ransomware threat actors.https://www.databreaches.net/uk-transform-hospital-group-falls-prey-to-ransomware-attack/United Kingdom of Great Britain and Northern IrelandRussian Federation

Russian broker Freedom Finance has admitted to a data leak after the information of 16,000 clients appeared on several shadow forums.https://www.databreaches.net/ru-freedom-finance-admits-data-leak-of-16000-clients/Russian FederationUndetermined

The Scottish Environment Protection Agency is targeted in a cyberattack which has impacted its contact center, internal systems, processes and internal communications. The incident is revealed to be a ransomware attack by the Conti gang.https://www.databreaches.net/scottish-environment-protection-agency-targeted-in-cyberattack/United Kingdom of Great Britain and Northern IrelandRussian Federation

Gastroenterology Consultants Ltd have some data dumped from the Conti ransomware group.https://www.databreaches.net/without-undue-delay-part-2/United States of AmericaRussian Federation

Innovative Solution for Healthcare (iSofH) misconfigured a database of sensitive patient data which was then attacked by the meow bot.https://www.databreaches.net/vn-leaky-server-exposes-12-million-medical-records-to-meow-attacker/Viet Nam Undetermined

The Russian cryptocurrency exchange Livecoin was hacked. The hackers took control of Livecoin's infrastructure and withdrew funds from accounts after modifying exchange rates, generating massive profits.https://www.zdnet.com/article/russian-crypto-exchange-livecoin-hacked-after-it-lost-control-of-its-servers/Russian FederationUndetermined

Proliance Surgeons has disclosed a data breach where payment card information may have been exposed for customers who made online payments on Proliance's platform.https://www.databreaches.net/proliance-surgeons-inc-notifies-customers-of-data-security-incident/United States of AmericaUndetermined

TaskRabbit resets an unknown number of customer passwords after confirming it detected "suspicious activity" on its network.https://techcrunch.com/2020/12/22/taskrabbit-resets-passwords-suspicious-activity-network/United States of AmericaUndetermined

The website of the European Court of Human Rights was knocked offline after issuing a ruling that called on Turkey to release a prominent Kurdish politician.https://www.infosecurity-magazine.com/news/cyberattack-on-european-court-of/France France

Koei Tecmo Europe Limited, the UK subsidiary of Koei Tecmo Holdings Co., Ltd., is the victim of a cyberattack where user data was breached.https://www.databreaches.net/koei-tecmo-websites-down-due-while-probable-cyberattack-investigated/United Kingdom of Great Britain and Northern IrelandUndetermined

Leon Medical Centers has been attacked by the Conti ransomware gang.https://www.databreaches.net/exclusive-conti-describes-how-they-attacked-leon-medical-centers-shows-databreaches-net-almost-2-million-patient-related-files/United States of AmericaRussian Federation

Iranian-linked hackers leaked sensitive data on the dark web. The attack comes in the backdrop of Iranian pledge to retaliate against the killing of key Iranian nuclear scientist Mohsen Fakhrizadhe last month.https://www.databreaches.net/israeli-company-engaged-by-jamaica-targeted-by-cyber-crooks/Israel Undetermined

A second hacking has targeted SolarWinds to plant malware on corporate and government networks.https://www.zdnet.com/article/a-second-hacking-group-has-targeted-solarwinds-systems/United States of AmericaUndetermined

NetGalley ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â '''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¢ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¢'ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¬" a website that gives book reviewers pre-release access to new titles ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â '''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¢ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¢'ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¬" has warned users about aÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â '''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â data breachÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â '''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂhttps://www.bleepingcomputer.com/news/security/netgalley-discloses-data-breach-after-website-was-hacked/United States of AmericaUndetermined

Vmware had its systems breached as a result of the Solarwinds hack.https://www.bleepingcomputer.com/news/security/vmware-latest-to-confirm-breach-in-solarwinds-hacking-campaign/United States of AmericaRussian Federation

UK cryptocurrency exchange EXMO has suffered a breach and had funds stolen from its hot wallets.https://www.bleepingcomputer.com/news/security/exmo-cryptocurrency-exchange-hacked-loses-5-percent-of-total-assets/United Kingdom of Great Britain and Northern IrelandUndetermined

The City of Ellensburg is the victim of a ransomware attack. The majority of the city's network drives and data cannot be accessed.https://www.databreaches.net/wa-city-of-ellensburg-is-the-victim-of-a-ransomware-cyberattack/United States of AmericaUndetermined

The Center Hospitalier Albertville-MoÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â '"tiers is the victim of a ransomware attack.https://www.databreaches.net/fr-albertville-hospital-victim-of-ransomware-attack/France Undetermined

DuBreton Meats is the victim of a cyberattack that mainly affected its administrative servers.https://www.databreaches.net/ca-dubreton-meats-victim-of-cyber-%e2%80%8b%e2%80%8battack/Canada Undetermined

The ransomware group Pay2Key, linked to Iran, claims to have successfully hacked the largest Israeli airpower defense corporation: Israel Aerospace Industries.https://www.jpost.com/breaking-news/suspected-iranian-cyberattack-targets-israel-aerospace-industries-652731Israel Undetermined

London-based reporter Rani Dridi has had her iPhone compromised with what appears Pegasus spyware for the past year. Researchers have said Dridi was likely targeted by the government of the UAE. The campaign is also thought to have affected at least 36 other journalists working for Al Jazeera and been perpetrated by the UAE, Saudi Arabia, and two other unnamed actors.https://www.databreaches.net/dozens-of-journalists-iphones-hacked-with-nso-zero-click-spyware-says-citizen-lab/United Kingdom of Great Britain and Northern IrelandUnited Arab Emirates



Lorenz executed exfiltration of data and ransomeware in targeted network. Data presented on dark web "leak site" http://lorenzmlwpzgxq736jzseuterytjueszsvznuibanxomlpkyxk6ksoyd.onion/United States of AmericaUndetermined

Florida officials have anonymously said that the state's Agency for Healthcare Administration was infiltrated as a result of the SolarWinds hack.https://www.databreaches.net/florida-launches-investigation-into-hacking-of-its-servers/United States of AmericaRussian Federation

Brendon Gyermek., a retailer of baby clothes, reveals to have been hit with a Zeppelin ransomware attack.https://www.databreaches.net/hu-brendon-notifies-customers-of-ransomware-attack/Hungary Undetermined

The city of Paderborn's "Lernstatt" network has been affected by a major cyberattack. Numerous mail accounts and web conferences have been paralyzed.https://www.databreaches.net/paderborns-lernstatt-under-attack/Germany Undetermined

The National Nuclear Security Administration has revealed that hackers have accessed its networks as a result of the SolarWinds hack.https://www.databreaches.net/nuclear-weapons-agency-breached-amid-massive-cyber-onslaught/United States of AmericaRussian Federation

The Department of Energy has revealed that hackers have accessed its networks as a result of the SolarWinds hack.https://www.databreaches.net/nuclear-weapons-agency-breached-amid-massive-cyber-onslaught/United States of AmericaRussian Federation

Japanese game developer Koei Tecmo suffered a data breach in which a hacker stole a forum database. The attacker attempted to sell the database, but then stated that he leaked it for free because Koei Tecmo failed to follow GDPR guidelines.https://www.bleepingcomputer.com/news/security/koei-tecmo-discloses-data-breach-after-hacker-leaks-stolen-data/Japan Undetermined

Researchers from Cyble discover a targeted phishing campaign against Kraeber & Co, a company involved in the COVID-19 vaccine development.https://securityaffairs.co/wordpress/112433/hacking/covid-19-attacks-2.htmlGermany Undetermined

Smart Mortgage has filed a suit against Brian Noe, one of its former senior loan processors, for allegedly stealing a database containing client information and bringing it to NEXA Mortgage, his new employer.https://www.databreaches.net/nexa-mortgage-sued-over-brokers-alleged-data-theft/United States of AmericaUndetermined

The city of ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¢ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¢'ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¬ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â°vreux is the apparent victim of a ransomware attack.https://www.databreaches.net/fr-services-in-evreux-and-the-agglomeration-shut-down-after-cyberattack/France Undetermined

The Virginia State Corporation Commission has been breached by the SolarWinds hackers.https://www.forbes.com/sites/thomasbrewster/2021/01/25/solarwinds-hacks-virginia-regulator-and-5-billion-cybersecurity-firm-confirmed-as-targets/?sh=3e511faa7f17United States of AmericaRussian Federation

Cisco has been compromised by the SolarWinds hackers.https://www.bloomberg.com/news/articles/2020-12-18/cisco-latest-victim-of-russian-cyber-attack-using-solarwindsUnited States of AmericaRussian Federation

The City of Austin has been breached by the SolarWinds hackers.https://theintercept.com/2020/12/17/russia-hack-austin-texas/United States of AmericaRussian Federation

The US Department of State has been breached by the SolarWinds hackers.https://www.zdnet.com/article/microsoft-was-also-breached-in-recent-solarwinds-supply-chain-hack-report/United States of AmericaRussian Federation

The US Department of Homeland Security has been breached by the SolarWinds hackers.https://www.zdnet.com/article/microsoft-was-also-breached-in-recent-solarwinds-supply-chain-hack-report/United States of AmericaRussian Federation

The Cybersecurity and Infrastructure Agency has been breached by the SolarWinds hackers.https://www.zdnet.com/article/microsoft-was-also-breached-in-recent-solarwinds-supply-chain-hack-report/United States of AmericaRussian Federation

The US Department of Health's National Institutes of Health has been breached by the SolarWinds hackers.https://www.zdnet.com/article/microsoft-was-also-breached-in-recent-solarwinds-supply-chain-hack-report/United States of AmericaRussian Federation

The US Department of Commerce's National Telecommunications and Information Administration has been breached by the SolarWinds hackers.https://www.zdnet.com/article/microsoft-was-also-breached-in-recent-solarwinds-supply-chain-hack-report/United States of AmericaRussian Federation

Microsoft states that its internal network was breached by the SolarWinds hackers and then used to further attacks against other companies.https://www.zdnet.com/article/microsoft-was-also-breached-in-recent-solarwinds-supply-chain-hack-report/United States of AmericaRussian Federation

Total Health Care notifies 221,454 health plan members and physicians of a hacking incident on its employee email accounts.https://www.beckershospitalreview.com/cybersecurity/michigan-health-plan-cyberattack-affects-220-000-physicians-members.htmlUnited States of AmericaUndetermined

The Jefferson County Property Valuation Administrator's office has been hit by a ransomware attack.https://www.databreaches.net/ky-jefferson-county-pva-office-hit-by-ransomware-attack/United States of AmericaUndetermined

People's Energy, a UK energy supplier, has suffered a data breach that has affected its entire customer base.https://www.infosecurity-magazine.com/news/uk-energy-data-breach-customer/United Kingdom of Great Britain and Northern IrelandUndetermined

Taylor Made Diagnostics is attacked by the Conti ransomware gang.https://www.databreaches.net/threat-actors-attack-diagnostic-laboratories-in-virginia-and-new-york/United States of AmericaRussian Federation

Fareva Group, a pharmaceutical company involved in packaging COVID vaccines, is hit by a disruptive cyberattack.https://www.databreaches.net/french-pharmaceutical-firm-involved-in-packaging-anti-covid-vaccines-hit-by-cyberattack/France Undetermined

Elara Caring, a provider of home-based care, suffered a data security breach that they learned about in mid-December. A notice on their web site explains that a number of corporate email accounts had been compromised ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â '''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¢ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¢'ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¬" accounts that contained both employee and patient information.https://www.databreaches.net/tx-elara-caring-notifies-more-than-100000-patients-after-corporate-email-accounts-hacked/United States of AmericaUndetermined

A London ad agency that counts Atlantic Records, Suzuki, and Penguin Random House among its clients has had its files dumped online by a ransomware gang.https://www.theregister.com/2021/01/22/the7stars_ransomware_attack_clop/United Kingdom of Great Britain and Northern IrelandUndetermined

The City of Independence, Missouri has suffered a ransomware attack.https://www.bleepingcomputer.com/news/security/ransomware-attack-causing-billing-delays-for-missouri-city/United States of AmericaUndetermined

Forward Air has been attacked by Hades, a new ransomware threat actor.https://www.bleepingcomputer.com/news/security/trucking-giant-forward-air-hit-by-new-hades-ransomware-gang/United States of AmericaRussian Federation

Huber & Suhner has been hit by a cyberattack that has halted production.https://www.databreaches.net/huber-suhner-victim-of-cyber-attack-production-stands-still/SwitzerlandUndetermined

Wildan Group suffers a Conti ransomware attack, 136Gb of data is leaked.https://www.databreaches.net/willdan-group-inc-willdan-provides-notice-of-data-privacy-incident/United States of AmericaRussian Federation

Automotive services provider Inchcape Australia appears to have been compromised by the Windows Ransomexx ransomware, with the cyber criminals who hit the company leaking some data that they stole, on the dark web.https://www.databreaches.net/auto-services-firm-inchcape-hit-by-windows-ransomexx-ransomware/Australia Undetermined

Automotive services provider Inchcape Australia appears to have been hit by the Ransomexx ransomware, with the cyber criminals leaking some data that they stole, on the dark web.https://itwire.com/security/auto-services-firm-inchcape-hit-by-windows-ransomexx-ransomware.htmlAustralia Undetermined

UK's largest woodland conversation charity discloses a "high-level" cyber incident it fell victim to in December - and is investigating if membership data has been stolen by criminals.https://www.zdnet.com/article/a-month-after-a-high-level-cyberattack-charity-says-many-it-systems-are-still-offline/United Kingdom of Great Britain and Northern IrelandUndetermined

Fragrance developer Symrise has been hit by the Clop ransomware actors. The attackers have allegedly stolen 500 GB of data.https://www.bleepingcomputer.com/news/security/flavors-designer-symrise-halts-production-after-clop-ransomware-attack/Germany Undetermined

NorwegianÃƒÂ‚Ã‚Â cruise company Hurtigruten has experienced a cyberattack which caused several key systems are to go down.https://www.databreaches.net/norwegian-cruise-company-hurtigruten-experiences-cyber-attack/Norway Undetermined

The website of North Shore Hebrew Academy was defaced with racial slurs and anti-Semitic propaganda.https://www.databreaches.net/ny-great-neck-yeshiva-hs-site-hacked-anti-semitic-propaganda-posted/United States of AmericaUndetermined

Apex Laboratory is attacked by the DoppelPaymer ransomware gang.https://www.databreaches.net/threat-actors-attack-diagnostic-laboratories-in-virginia-and-new-york/United States of AmericaRussian Federation

An online class at South Amherst Middle School was hacked, with the hacker displaying pornography on their screen.https://www.databreaches.net/oh-firelands-middle-school-online-classes-suspended-following-zoom-bombing-incident/United States of AmericaUndetermined

The Weslaco Independent School District in Texas is a victim of the Conti ransomware threat actors.https://www.databreaches.net/ransomware-threat-actors-dump-data-from-yet-another-k-12-district/United States of AmericaRussian Federation

The Department of the Treasury is a victim of the SolarWinds hack. The hackers, who are backed by a foreign government, stole information from its networks.https://www.databreaches.net/u-s-treasury-breached-by-hackers-backed-by-foreign-government-sources/United States of AmericaRussian Federation

SolarWinds has been hacked by alleged Russian state-sponsored actors in a supply chain attack. As a result, the hackers installed a backdoor that allowed them to penetrate the systems of dozens of companies and US government agencies for months.https://www.bleepingcomputer.com/news/security/the-solarwinds-cyberattack-the-hack-the-victims-and-what-we-know/United States of AmericaRussian Federation

A major leak has exposed the information of almost two million Chinese Communist Party members.https://www.databreaches.net/major-leak-exposes-members-and-lifts-the-lid-on-the-chinese-communist-party/China Undetermined

AI processor developer Haban Labs has been hit by the Pay2Key ransomware. Pay2Key has been tied to Iran.https://www.bleepingcomputer.com/news/security/intels-habana-labs-hacked-by-pay2key-ransomware-data-stolen/Israel Undetermined

Amital Data is hit by a cyberattack. As a result, at least 40 of its clients are affected as well. Iranian hackers are suspected.https://www.databreaches.net/cyberattack-hits-israeli-companies-with-iran-reportedly-the-likely-culprit/Israel Undetermined

Nygard, a Canada-based fashion line, is hit with a ransomware attack.https://www.cbc.ca/news/canada/manitoba/peter-nygard-bail-ransomware-attack-1.5859131Canada Undetermined

Personal information belonging to clients of Staircase Financial Management has been published on the dark web after the company fell to a ransomware attack.https://www.databreaches.net/hackers-publish-client-data-stripped-from-auckland-financial-services-company-on-dark-web/New ZealandUndetermined

Roanoke College has been forced to delay the start of its spring semester due to what appears to be a ransomware attack.https://www.bleepingcomputer.com/news/security/roanoke-college-delays-spring-semester-after-cyberattack/United States of AmericaUndetermined

The ambulance service in Wroc?aw reveals to have been hit by a ransomware attack.https://www.databreaches.net/cyberattack-on-emergency-ambulance-service-in-wroclaw/Poland Undetermined

A cyberattack has disabled Promutuel Assurance's IT systems. The attack looks to be the work of the DoppelPaymer ransomware gang.https://www.databreaches.net/promutuel-assurances-it-systems-disabled-by-cyberattack/United States of AmericaRussian Federation

Subway UK that a hacked system used for marketing campaigns was used for distributing phishing emails sent out to customers. The emails distributed Excel documents laden with the latest version of the Trickbot malware.https://www.bleepingcomputer.com/news/security/subway-marketing-system-hacked-to-send-trickbot-malware-emails/United Kingdom of Great Britain and Northern IrelandUndetermined

Dassault Falcon Jet has been attacked by the RagnarLocker ransomware operators.https://www.lemagit.fr/actualites/252493480/Ransomware-Ragnar-Locker-revendique-une-cyberattaque-contre-Dassault-AviationFrance Undetermined

The Socorro Independent School District has been hit by a ransomware attack.https://www.databreaches.net/tx-socorro-independent-school-districts-internal-computer-network-taken-down-due-to-virus/United States of AmericaUndetermined

A hacked database belonging to Fax Express was found advertised on hacker forums.https://www.databreaches.net/fax-express-leaked-database-noted-by-new-jersey/United States of AmericaUndetermined

Amg Energia in Palermo is the victim of seems to be a ransomware attack.https://www.italpress.com/palermo-attacco-informatico-ai-sistemi-di-amg-energia/Italy Undetermined

The city of Pantin is the victim of what looks to be a ransomware attack.https://www.databreaches.net/fr-city-of-pantin-likely-a-victim-of-a-ransomware-attack/France Undetermined



Ryan Hernandez, a California man who admitted to hacking Nintendo and leaking proprietary data several times since 2016 has been sentenced to three years in prison.https://www.infosecurity-magazine.com/news/nintendo-hacker-jailed/Japan Undetermined

Air France-KLM has reported that it was the victim of a cyberattack. The hacking attempt appears to be intended to gather intelligence for a potential follow-up attack. The attackers initially targeted the Dutch side of the network. When extra security measures were taken there, the hackers attacked the French branch.https://www.databreaches.net/air-france-klm-victim-of-cyber-attack-media/NetherlandsUndetermined

Air France-KLM has reported that it was the victim of a cyberattack. The hacking attempt appears to be intended to gather intelligence for a potential follow-up attack. The attackers initially targeted the Dutch side of the network. When extra security measures were taken there, the hackers attacked the French branch.https://www.databreaches.net/air-france-klm-victim-of-cyber-attack-media/France Undetermined

The Chinese Embassy in the United States stated that its Twitter account was hacked after retweeting a claim from President Trump about the election.https://www.databreaches.net/chinese-embassy-blames-hackers-for-retweet-of-trumps-claim-that-democrats-cheated-in-election/China Undetermined

A Chinese state-sponsored hacking group is suspected of breaching Able Software and compromising a chat app used by the Mongolian government. The hackers targeted Able Desktop, which is used by over 430 Mongolian government agencies including the Office of the President.https://www.zdnet.com/article/chinese-apt-suspected-of-supply-chain-attack-on-mongolian-government-agencies/Mongolia Undetermined

Chicago law firm suffers ransomware attack, the breach affected over 70,000 individuals.https://www.hipaajournal.com/chicago-accountancy-firm-discovers-data-was-stolen-in-december-2020-ransomware-attack/United States of AmericaUndetermined

The European Medicines Agency, which is responsible for COVID-19 vaccine approval, has been hit by a cyberattack. Pfizer and BioNTech have stated that documents related to their vaccines were accessed during the attack. The EMA later revealed that some of those documents were doctored by the threat actors to undermine the public's trust in the vaccines.https://www.databreaches.net/hackers-leaked-altered-pfizer-data-to-sabotage-trust-in-vaccines/NetherlandsUndetermined

Florida Healthy Kids Corporation has disclosed that its website has been hacked. The victim's web hosting vendor had unpatched vulnerabilities dating back to late 2013, allowing the hackers access to sensitive information.https://www.databreaches.net/florida-healthy-kids-website-breached-vendor-blamed-for-not-patching/United States of AmericaUndetermined

The town of Ludlow was the victim of a ransomware attack. As a result, documents relating to the payroll system of the Ludlow Town Hall were accessed.https://www.databreaches.net/ma-payroll-system-compromised-in-ransomware-attack-on-town-of-ludlow/United States of AmericaUndetermined

Researchers from Trend Micro discover a new campaign from the Sidewinder APT targeting government entities in South Asia. One of the targets is the Presidential Palace in Afghanistan.https://threatpost.com/sidewinder-apt-nepal-afghanistan-spy-campaign/162086/AfghanistanIndia

Researchers from Trend Micro discover a new campaign from the Sidewinder APT targeting government entities in South Asia. One of the targets is the Sri Lankan Ministry of Defense.https://threatpost.com/sidewinder-apt-nepal-afghanistan-spy-campaign/162086/Sri Lanka India

Researchers from Trend Micro discover a new campaign from the Sidewinder APT targeting government entities in South Asia. One of the targets is the Afghanistan National Security Council.https://threatpost.com/sidewinder-apt-nepal-afghanistan-spy-campaign/162086/AfghanistanIndia

Researchers from Trend Micro discover a new campaign from the Sidewinder APT targeting government entities in South Asia. One of the targets is the Nepali Army.https://threatpost.com/sidewinder-apt-nepal-afghanistan-spy-campaign/162086/Nepal India

Researchers from Trend Micro discover a new campaign from the Sidewinder APT targeting government entities in South Asia. One of the targets is the Nepali Ministry of Foreign Affairs.https://threatpost.com/sidewinder-apt-nepal-afghanistan-spy-campaign/162086/Nepal India

Researchers from Trend Micro discover a new campaign from the Sidewinder APT targeting government entities in South Asia. One of the targets is the Nepali Ministry of Defense.https://threatpost.com/sidewinder-apt-nepal-afghanistan-spy-campaign/162086/Nepal India

In a coordinated cyber-attack on Lithuania, hackers have breached multiple content management systems to gain access to 22 different websites operated by Lithuania's public sector. The attackers then published articles containing misinformation on the sites. Russia is identified as the likely culprit.https://www.infosecurity-magazine.com/news/lithuania-cyberattack/Lithuania Undetermined

FireEye has revealed that a nation-state hacking group has accessed its systems and stolen hacking tools it uses for penetration testing. Later it was revealed that FireEye was breached as a result of the SolarWinds hack.https://www.databreaches.net/fireeye-a-top-cybersecurity-firm-says-it-was-hacked-by-a-nation-state/United States of AmericaRussian Federation

Payment card processing company TSYS has suffered a ransomware attack. The attackers also stole and publishe TSYS data.https://krebsonsecurity.com/2020/12/payment-processing-giant-tsys-ransomware-incident-immaterial-to-company/United States of AmericaRussian Federation

The City of Marieville is the apparent victim of a ransomware attack.https://rimq.qc.ca/social/ioti/article/municipal/categorie/Technologie/71/871974/La-Ville-victime-d-une-cyberattaque.htmlCanada Undetermined

The Avaddon threat actors claim to have attacked the city of Dade City, FL.https://www.databreaches.net/threat-actors-claim-to-have-attacked-city-of-dade-city-florida/United States of AmericaRussian Federation

Sensitive details belonging to 7 million debit and credit cardholders in India are available on a public Google Drive document that has been circulating on the dark web.https://www.databreaches.net/sensitive-details-of-of-7-million-indian-cardholders-available-on-dark-web/India Undetermined

Nevada Health Centers is notifying an unspecified number of patients after discovering an unauthorized person accessed an employee's email account between November 20 and December 7.https://www.databreaches.net/patient-data-breaches-disclosed-by-nevada-pennsylvania-entities/United States of AmericaUndetermined

The website of the Australia Post was altered to display a message saying, "We're smoking meth" in the "Latest news" section.https://grahamcluley.com/australia-post-isnt-smoking-meth/Australia Undetermined

The City of Ottawa says that OC Transpo My Alerts subscribers may have had their email addresses and passwords compromised.https://www.databreaches.net/ca-oc-transpo-notifying-my-alerts-subscribers-of-data-breach/Canada Undetermined

A court in China finds a Gionee subsidiary guilty of intentionally installing malware on millions of smartphones. The company knowingly infected nearly 21.75 million devices with a Trojan and made $4.2 million in profit.https://www.hackread.com/gionee-implanted-malware-20-million-phones/China Undetermined

Nutrasource, a firm that does clinical trials, is among the unconfirmed victims of the Egregor ransomware. Egregor claims to have struck the company.https://www.itworldcanada.com/article/ransomware-update-documents-from-calgary-energy-firm-released/439150Canada Undetermined

A Cardiff high school teacher has been jailed for hacking his students' phones to steal pictures and storing them on his computer.https://www.databreaches.net/uk-school-it-teacher-40-is-jailed-for-six-years-after-he-hacked-into-his-pupils-mobile-phones-to-steal-naked-selfies-from-teenage-girls-and-store-them-on-his-computer/United Kingdom of Great Britain and Northern IrelandUndetermined

GBMC HealthCare in Boston is the victim of a ransomware attack.https://www.gbmc.org/computer-network-incident-update-12-06-2020United States of AmericaUndetermined

REvil (Sodinokibi) claims to have attacked RWD Kwikform, a construction company in Walsall.https://www.databreaches.net/firm-that-built-nhs-nightingale-hospital-hit-by-cyber-attack/United Kingdom of Great Britain and Northern IrelandRussian Federation

The municipality of Hof van Twente has fallen to a ransomware attack.https://www.databreaches.net/nl-nightmare-for-the-municipality-of-hof-van-twente-all-computer-systems-down-due-to-a-cyber-attack/NetherlandsUndetermined

The IT system of the municipality of Braunau am Inn was targeted by a cyberattack that encrypted all data on the servers.https://www.databreaches.net/at-cyber-%e2%80%8b%e2%80%8battack-causes-chaos-in-the-braunau-town-hall/Austria Undetermined

The Greater Baltimore Medical Center is hit by ransomware.https://www.databreaches.net/md-ransomware-impacted-greater-baltimore-medical-centers-information-technology-systems/United States of AmericaUndetermined

Texarkana Water Utility is the victim of a ransomware attack.https://www.databreaches.net/ransomware-attack-causing-major-outages-to-city-and-county-services/United States of AmericaUndetermined

A ransomware attack has affected city computers and caused outages across Miller County.https://www.databreaches.net/ransomware-attack-causing-major-outages-to-city-and-county-services/United States of AmericaUndetermined

A ransomware attack has affected city computers and caused outages across Bowie County.https://www.databreaches.net/ransomware-attack-causing-major-outages-to-city-and-county-services/United States of AmericaUndetermined

Helicopter maker Kopter has been hit by the LockBit ransomware gang.https://www.zdnet.com/article/ransomware-hits-helicopter-maker-kopter/SwitzerlandUndetermined

Italian police have arrested two people for allegedly using malware to steal 10 GB of data from Leonardo S.p.A., an Italian defense contractor. One of the defendants used a USB key to infect 94 workstations between 2015 and 2017 .https://www.bleepingcomputer.com/news/security/police-arrest-two-in-data-theft-cyberattack-on-leonardo-defense-corp/Italy Undetermined

Philabundance, a Philadelphia food bank, has fallen victim to a BEC scam, and lost nearly $1,000,000 as a result.https://grahamcluley.com/food-bank-loses-nearly-1000000-in-business-email-compromise-scam/United States of AmericaUndetermined

Unidentified hackers attacked the checkpoints of PickPoint online order delivery service. As a result, lockers at the checkpoints were unlocked.https://www.databreaches.net/cyber-attack-in-moscow-pickpoint-online-order-delivery-service-hacked-by-unknown-hackers/Russian FederationUndetermined

Radio Azzurra, a Novara radio station, has been hit by what appears to be a ransomware attack.https://www.databreaches.net/it-radio-azzurra-hit-by-cyberattack-ransom-demand/Italy Undetermined

Human resources firm Ranstad has been attacked by the Egregor ransomware threat actors.https://www.bleepingcomputer.com/news/security/largest-global-staffing-agency-randstad-hit-by-egregor-ransomware/NetherlandsUndetermined

The website of the Austrian Ministry of Health has gone offline after a flood of requests.https://www.databreaches.net/at-corona-mass-tests-cyber-%e2%80%8b%e2%80%8battack-and-data-breach-paralyzed-website/Austria Undetermined

A cyber attack has caused computer failure and paralyzed the online services at La Capitale Insurance.https://www.databreaches.net/ca-ssq-and-la-capitale-sites-paralyzed/Canada Undetermined

A cyber attack has caused computer failure and paralyzed the online services at SSQ Insurance.https://www.databreaches.net/ca-ssq-and-la-capitale-sites-paralyzed/Canada Undetermined

The University of Memphis sends out a notice after an individual hacked into a university email account.https://www.databreaches.net/tn-personal-information-of-some-university-of-memphis-employees-exposed-in-security-breach/United States of AmericaUndetermined

CGSEC, a Thai securities trading firm, has been hacked by a group calling itself ALTDOS. Th hackers stole sensitive documents and encrypted files on the CGSEC network.https://www.databreaches.net/thai-securities-trading-firm-goes-offline-after-cyberattack/Thailand Undetermined

The New York City Department of Education is affected by a ransomware attack after Ubiqus Group, a contractor that provides hearing transcripts was attacked.https://nypost.com/2021/01/02/cyberattack-cripples-nyc-does-teacher-disciplinary-system/United States of AmericaUndetermined

Eurolls has been hit with a cyberattack that allowed access to company, and caused the blocking of the disruption of correspondence and the billing system. The hacker gained access via a remote worker's computer.https://www.databreaches.net/hacker-attack-blocks-eurolls-accessed-via-remote-workers-pc/Italy Undetermined

Kmart has suffered a ransomware attack by the Egregor operators. The Windows domain for Kmart was compromised during the attack.https://www.bleepingcomputer.com/news/security/kmart-nationwide-retailer-suffers-a-ransomware-attack/United States of AmericaUndetermined

Hackers have targeted the European Commission's Directorate-General for Taxation and Customs Unio as part of a campaign to collect information on COVID-19 vaccine distribution.https://www.bleepingcomputer.com/news/security/hackers-target-eu-commission-covid-19-cold-chain-supply-orgs/UndeterminedUndetermined

Healthcare provider and staffing agency discloses a past data breach compromising patient personal information.https://www.databreaches.net/maxim-healthcare-notifies-patients-of-breach-that-occurred-in-october-2020/United States of AmericaUndetermined

OGUsers, a forum that sells and trades access to compromised social media accounts, has been hacked. The OGUsers homepage was also defaced saying the forum had been compromised.https://krebsonsecurity.com/2020/12/account-hijacking-site-ogusers-hacked-again/UndeterminedUndetermined

Sporting goods retailer Intersport has been hit with a Conti ransomware attack. The threat actors have dumped more than two dozen files as proof of access.https://www.databreaches.net/intersport-victim-of-cyberattack-for-a-second-time-in-2020/SwitzerlandRussian Federation

The Estonian Ministry of Social Affairs suffered a data breach in November.https://www.databreaches.net/three-estonian-ministries-had-significant-data-breaches-in-november/Estonia Undetermined

The Estonian Estonian Ministry of Foreign Affairs suffered a data breach in November.https://www.databreaches.net/three-estonian-ministries-had-significant-data-breaches-in-november/Estonia Undetermined



The Estonian Ministry of Economic Affairs and Communications suffered a data breach in November.https://www.databreaches.net/three-estonian-ministries-had-significant-data-breaches-in-november/Estonia Undetermined

Dedalus has suffered a ransomware attack. The attack was blocked and no ransom was paid.https://www.databreaches.net/fr-the-publisher-dedalus-victim-of-a-cyber-attack/France Undetermined

A hacker calling himself "Daniel" hijacked the Spotify pages of several artists to pledge his love for Taylor Swift.https://threatpost.com/spotify-wrapped-2020-rollout-pop-star-hacks/161811/Sweden Undetermined

Employee email accounts at UCSD Health are compromised in a phising attack revealing patient personal and medical information.https://www.bleepingcomputer.com/news/security/uc-san-diego-health-discloses-data-breach-after-phishing-attack/United States of AmericaUndetermined

Canada Post informs 44 of its large commercial customers that a ransomware attack on Commport Communications, a third-party service provider, exposed shipping information for their customers. The ransomware group called Lorenz has leaked information on their data leak site.https://www.bleepingcomputer.com/news/security/canada-post-hit-by-data-breach-after-supplier-ransomware-attack/Canada Undetermined

The U.S. Agency for Global Media (USAGM) discloses that they suffered a data breach after falling for a phishing attack in December 2020.https://www.bleepingcomputer.com/news/security/us-agency-for-global-media-data-breach-caused-by-a-phishing-attack/United States of AmericaUndetermined

A cyberattack on a Pennsylvania law firm has potentially exposed the personal health information of more than 36,000 patients of Pittsburgh Medical Center. United States of AmericaUndetermined

A data broker who allegedly hacked adult chat and web-streaming website MyFreeCams.com has sold nearly 2 million user records on a dark web forum. The hacker exfiltrated records from the company's servers in December 2020 after an SQL injection.https://hotforsecurity.bitdefender.com/blog/2-million-user-records-from-adult-streaming-website-myfreecams-com-sold-in-underground-forum-25178.htmlUnited States of AmericaUndetermined

Warren-Washington-Albany ARC has some data leaked by the Conti ransomware gang.https://www.databreaches.net/without-undue-delay-part-2/United States of AmericaRussian Federation

A ransomware attack by the Egregor threat actors has crippled the operations of TransLink, the public transportation agency of Vancouver, Canada.https://www.zdnet.com/article/ransomware-attack-cripples-vancouver-public-transportation-agency/Canada Undetermined

Brazilian aerospace and defence group Embraer is targeted by a RansomExx ransomware cyberattack. A few days later the attackers leak the stolen data.https://www.zdnet.com/article/hackers-leak-data-from-embraer-worlds-third-largest-airplane-maker/Brazil Undetermined

Ransomware operators attack the Huntsville City Schools district in Alabama, forcing them to shut down schools.https://www.bleepingcomputer.com/news/security/alabama-school-district-shut-down-by-ransomware-attack/United States of AmericaUndetermined

Online education giant K12 Inc. reveals to have paid a ransom after their systems were hit by the Ryuk ransomware in the middle of November.https://www.bleepingcomputer.com/news/security/k12-online-schooling-giant-pays-ryuk-ransomware-to-stop-data-leak/United States of AmericaRussian Federation

A cybercrime group calling themselves 'BlackShadow' tweets that they hacked into the Israeli Shirbit insurance company and stole files during the attack. The threat actors extort the company by demanding almost $1 million in bitcoin to stop leaking the company's stolen data.https://www.bleepingcomputer.com/news/security/blackshadow-hackers-extort-israeli-insurance-company-for-1-million/Israel Iran (Islamic Republic of)

The Nama Khoi Municipality in the Northern Cape Province is struggling to restore IT systems that were hit by a Pysa ransomware attack last year. They started dumping data as proof without making a ransom demand first.https://www.databreaches.net/za-ncape-municipality-battles-devastating-ransomware-attack/South AfricaUndetermined

Electronics giant Foxconn suffered a ransomware attack at a Mexican facility. The attackers have demanded a $34 million ransom.https://www.bleepingcomputer.com/news/security/foxconn-electronics-giant-hit-by-ransomware-34-million-ransom/Mexico Russian Federation

DoppelPaymer cybercriminals have attacked the network of Delaware County, PA government and are demanding $500,000 to free it up.https://www.bleepingcomputer.com/news/security/pennsylvania-county-pays-500k-ransom-to-doppelpaymer-ransomware/United States of AmericaRussian Federation

More than 3.8 Gb of Overlake OB/GYN files appear on PYSA data leak website, files include detailed medical history and personal data.https://www.databreaches.net/u-s-medical-entities-fall-prey-to-pysa-threat-actors-but-many-havent-disclosed-it-at-least-not-yet/United States of AmericaUndetermined

Stuller, Inc. is hit with a cyber attack that disrupts operations.https://www.databreaches.net/la-stuller-hit-by-cyberattack/United States of AmericaUndetermined

The Brazilian Tribunal Regional da Primeira RegiÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â£o is hit with a cyber attack. The attackers claim to have accessed more than 40 court databases.https://www.databreaches.net/hackers-attack-trf-1-get-data-and-celebrate-on-networks/Brazil Undetermined

The personal information of over 21,000 British motorists is being sold on the dark web. The data was reportedly obtained after hackers breached a server owned by an insurance company.https://www.databreaches.net/hackers-selling-data-of-21000-british-motorists-on-the-dark-web/United Kingdom of Great Britain and Northern IrelandUndetermined

French multinational production and distribution firm Banijay Group SAS has been hit by a DoppelPaymer ransomware attack and had sensitive information stolen by the operators.https://www.bleepingcomputer.com/news/security/masterchef-big-brother-producer-hit-by-doppelpaymer-ransomware/France Russian Federation

Koninklijke Nederlandsche Wielren Unie (The Royal Dutch Cycling Union) has reported a data breach of a legacy database. The hackers appear to be holding the data for ransom.https://www.databreaches.net/nl-koninklijke-nederlandsche-wielren-unie-knwu-reports-a-data-breach-of-legacy-database/NetherlandsUndetermined

Gardiner Public Schools district are hit with a ransomware attack.https://www.databreaches.net/statement-by-gardiner-public-schools-about-ransomware-attack/United States of AmericaRussian Federation

Cape Verde's State Private Technology Network (RTPE) is the apparent victim of a ransomware attack.https://www.databreaches.net/cv-cyber-%e2%80%8b%e2%80%8battack-government-does-not-confirm-ransom-request/Cabo VerdeUndetermined

Spring Independent School District in Houston is the victim of Egregor ransomware.https://www.databreaches.net/two-more-k-12-school-districts-allegedly-hit-by-ransomware-threat-actors/United States of AmericaUndetermined

Networking device manufacturer Belden has been with a cyberattack that allowed the hackers to steal employee and business partner information.https://www.bleepingcomputer.com/news/security/belden-networking-giants-company-data-stolen-in-cyberattack/United States of AmericaUndetermined

St. Margaret's Hospicce files appear on PYSA data leak wesbite, less than 500 files include patient information.https://www.databreaches.net/u-s-medical-entities-fall-prey-to-pysa-threat-actors-but-many-havent-disclosed-it-at-least-not-yet/United States of AmericaUndetermined

Law In Order, an Australian supplier of document and digital services to law firms, suffered a ransomware infection over the weekend that is believed to be the Netwalker malware.https://www.databreaches.net/law-in-order-hit-by-ransomware-attack/Australia Undetermined

Hosting provider Netgain has been forced to take down some of its data centers after a ransomware attack.https://www.bleepingcomputer.com/news/security/ransomware-forces-hosting-provider-netgain-to-take-down-data-centers/United States of AmericaUndetermined

Floor coverings distributor Headlam Group has detected unauthorized access to some of its computer systems.https://www.databreaches.net/floor-covering-provider-headlam-discloses-data-breach/United Kingdom of Great Britain and Northern IrelandUndetermined

Transportation technology firm Rand McNally was hit by a cyberattack that disrupted certain portions of its computer network.https://www.bleepingcomputer.com/news/security/truck-routing-provider-rand-mcnally-hit-by-cyberattack/United States of AmericaUndetermined

Baltimore County Public Schools have been struck by ransomware two days before Thanksgiving.https://www.infosecurity-magazine.com/news/ransomware-attack-on-baltimore/United States of AmericaUndetermined

Ritzau, Denmark's largest independent news agency, has refused to pay the ransom demanded after a ransomware gang attacked its systems.https://www.bleepingcomputer.com/news/security/danish-news-agency-ritzau-refuses-to-pay-after-ransomware-attack/Denmark Undetermined

California medical center suffers of a ransomware attack, personal and medical information of over 115,000 patients is accessed.https://www.zdnet.com/article/healthcare-orgs-in-california-arizona-send-out-breach-notice-letters-for-nearly-150000-after-ssns-accessed-during-ransomware-attacks/United States of AmericaUndetermined

Levitas Capital, a Sydney-based hedge fund is forced to close after a hacker was able to send off fake invoices on behalf of the firm.https://www.gizmodo.com.au/2020/11/a-hacker-nearly-stole-8-million-from-an-aussie-hedge-fund-using-a-fake-zoom-invite/Australia Undetermined

The database of the Indian job board IIMJobs is leaked on a hacking forum after the website suffered a data breach. 1.4 million users are affected.https://www.hackread.com/indian-job-portal-iimjobs-hacked-database-leaked/India Undetermined

Crypto currency trading platform NiceHash is affected by the attack on GoDaddy and is hacked in a domain name hosting attack.https://www.zdnet.com/article/godaddy-staff-fall-prey-to-social-engineering-scams-in-cryptocurrency-exchange-attack-wave/Slovenia Undetermined

Brazilian car rental compnany Unidas has suffered a data breach.https://www.databreaches.net/unidas-lcam3-updates-report-on-data-breach/Brazil Undetermined

Pickle Finance has fallen victim to a hack and lost about $20 million of users' funds in DAI tokens.https://www.databreaches.net/nearly-20-million-stolen-from-the-defi-protocol-pickle-finance/UndeterminedUndetermined

South Korean fashion and retail conglomerate E-Land Group said it has suspended operations at nearly half of its stores in the country due to a ransomware attack.https://www.bleepingcomputer.com/news/security/ransomware-forces-e-land-south-korean-retail-giant-to-close-stores/Korea (the Republic of)Undetermined

Mid-Florida Pathology files appear on PYSA data leak website.https://www.databreaches.net/u-s-medical-entities-fall-prey-to-pysa-threat-actors-but-many-havent-disclosed-it-at-least-not-yet/United States of AmericaUndetermined

Vote Joe, the site set up by the Biden-Harris Presidential campaign has been defaced by a Turkish hacker.https://www.bleepingcomputer.com/news/security/joe-bidens-vote-joe-website-defaced-by-turkish-hackers/United States of AmericaUnited States of America

A cyberattack disrupted the computer system at Ouest-France, a newspaper in Rennes, France.https://www.databreaches.net/pays-de-la-loire-ouest-france-victim-of-a-cyberattack/France Undetermined

Chip maker Advantech has been hit by the Conti ransmware gang. The threat actor is demanding a $14 million ransom to decrypt the affected systems.https://www.bleepingcomputer.com/news/security/iot-chip-maker-advantech-confirms-ransomware-attack-data-theft/Taiwan (Province of China)Russian Federation

Online retail operator, Lazada, insisted it was not responsible for leaking any online shoppers' data following a report claiming that about 13 million records from Lazada Thailand were being offered for sale on an underground trading forum.https://www.databreaches.net/lazada-denies-being-behind-data-leak/Thailand Undetermined

The email account of a teacher in Niles Township High School District 219 has been hijacked and was used to send offensive emails to students and community members, according to a statement from the school board.https://www.databreaches.net/il-beyond-troubling-emails-sent-from-hacked-teachers-account/United States of AmericaUndetermined

NZBGeek, a popular Usenet site, is hacked with user information including credit card details stolen.https://siliconangle.com/2020/12/29/usenet-site-nzbgeeks-hacked-credit-card-details-stolen/UndeterminedUndetermined

Irish gym management software company Glofox investigates reports of a recent data breach in which users' personal details may have been compromised. The startup was reportedly hacked by ShinyHunters.https://www.irishtimes.com/business/technology/irish-start-up-glofox-investigates-possible-data-breach-1.4414837Ireland Undetermined

The Sherman Independent School District is investigating a data breach after two Sherman High School students accessed private information.https://www.databreaches.net/tx-police-investigate-sherman-isd-data-breach/United States of AmericaUnited States of America

Mansfield public schools in Massachusetts are the victim of a DDoS attack.https://www.databreaches.net/mansfield-schools-victims-of-ddos-attack-working-to-resolve-issues/United States of AmericaUndetermined

Anonymous have taken down the Uganda Police website downed in the wake of protests trigerred by the arrest of presidential candidate Robert Kyagulanyi Ssentamu (AKA Bobi Wine).https://www.infosecurity-magazine.com/news/anonymous-hacks-uganda-police/Uganda Undetermined

Mitsubishi Electric Corp. has been hit by a massive cyberattack that may have resulted in the leaking of information related to its business partners.https://www.databreaches.net/mitsubishi-electric-again-falls-victim-to-cyberattack/Japan Undetermined

English football club Manchester United is hit by a ransomware attack. The attackers reportedly had access to club data, but it is unclear what information is involved.https://securityboulevard.com/2020/11/the-multi-million-pound-manchester-united-hack/United Kingdom of Great Britain and Northern IrelandUndetermined

The Munich GWG housing association has been the victim of a ransomware attack.ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â '''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â A lot of the company's IT systems and data is affected, including backup servers and other data backups.https://www.databreaches.net/de-ransomware-attack-at-the-gwg-housing-association/Germany Undetermined



Oglethorpe County schools have been hit with ransomware.https://www.databreaches.net/ga-ransomware-attack-cripples-oglethorpe-county-school-system/United States of AmericaUndetermined

TheÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â '''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â Paris-NormandyÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â '''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â dailyÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â '''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â is the victim of a cyberattack which has prevented it from updatingÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â '''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â its websiteÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚https://www.databreaches.net/french-newspaper-crippled-by-ransomware-attack/France Undetermined

Researchers from Cybereason Nocturnus discover Chaes a malware targeting the financial information of Brazilian customers of MercadoLivre, the largest Brazilian e-commerce platform.https://www.zdnet.com/article/chaes-malware-strikes-customers-of-latin-americas-largest-e-commerce-platform/Brazil Undetermined

Wirex.app is allegedly hit as a result of the GoDaddy hack.https://krebsonsecurity.com/2020/11/godaddy-employees-used-in-attacks-on-multiple-cryptocurrency-services/Slovakia Undetermined

Celsius.network is allegedly hit as a  result of the GoDaddy hack.https://krebsonsecurity.com/2020/11/godaddy-employees-used-in-attacks-on-multiple-cryptocurrency-services/United Kingdom of Great Britain and Northern IrelandUndetermined

Cryptocurrency Bibox.com is an alleged victim of the GoDaddy hack.https://krebsonsecurity.com/2020/11/godaddy-employees-used-in-attacks-on-multiple-cryptocurrency-services/Estonia Undetermined

Sportfondsen Nederland has been hit by ransomware.https://www.sportfondsen.nl/nieuws/accommodaties-weer-geopendNetherlandsUndetermined

Hampton Roads Sanitation District is hit with a ransomware attack.https://www.databreaches.net/ransomware-attack-on-hampton-roads-sanitation-district-knocks-out-billing-system/United States of AmericaUndetermined

Hackers are demanding a $200,000 ransom after encryting the computer servers and files of the Port of Kennewick.https://www.govtech.com/security/Hackers-Demand-200K-From-Washington-Port-to-Unlock-Data.htmlUnited States of AmericaUndetermined

Reconstructive Orthopedic Center has been attacked by the DoppelPaymer gang who have added it to their leak site.https://www.databreaches.net/under-the-radar-more-attacks-on-healthcare-entities/United States of AmericaRussian Federation

The municipal services in Kuurne have been hit by a "wannamine" attack which uses the power of a hacked network to mine cryptocurrency.https://www.databreaches.net/kuurne-municipal-services-down-due-to-cryptomining-attack/Belgium Undetermined

Manquen Vance is hit with a phishing attack.https://www.databreaches.net/they-too-also-issued-breach-notices/United States of AmericaUndetermined

The Egregor ransomware gang has attached the Delta Dental Plans Association.https://www.databreaches.net/egregor-threat-actors-pose-risk-to-medical-and-dental-entities/United States of AmericaUndetermined

The Egregor ransomware gang has attacked Coldwater Orthodontics.https://www.databreaches.net/egregor-threat-actors-pose-risk-to-medical-and-dental-entities/United States of AmericaUndetermined

The Egregor ransomware gang has attacked Paramount Dental Studio.https://www.databreaches.net/egregor-threat-actors-pose-risk-to-medical-and-dental-entities/United States of AmericaUndetermined

American Bank Systems has been hit by a ransomware attack and had 53 GB of data stolen.https://www.databreaches.net/american-bank-systems-hit-by-ransomware-attack-full-53-gb-data-dump-leaked/United States of AmericaRussian Federation

Northampton Public Library in Pennsylvania has been hit by ransomware.https://www.databreaches.net/northampton-public-library-working-to-recover-from-ransomware-attack/United States of AmericaUndetermined

Suspected North Korea-linked hackers targeted AstraZeneca, one of the companies that are developing a COVID vaccine.https://securityaffairs.co/wordpress/111569/cyber-warfare-2/astrazeneca-north-korea-hackers.htmlUnited Kingdom of Great Britain and Northern IrelandUndetermined

Cold storage giant Americold is the apparent victim of a ransomware attack.https://www.infosecurity-magazine.com/news/americold-operations-downed-by/United States of AmericaUndetermined

Daniel Stenberg, the creator of cURL, has his Twitter acccount hacked to impersonate Elon Musk and peddle a Bitcoin scam.https://www.theregister.com/2020/11/18/curlr_bitcoin_hack/Sweden Undetermined

Managed web hosting provider Managed.com has been attacked by the REvil ransomware threat actors.https://www.bleepingcomputer.com/news/security/revil-ransomware-hits-managedcom-hosting-provider-500k-ransom/United States of AmericaRussian Federation

The Archdiocese of St. Louis websites are down after a "coordinated ransomware campaign". The Archdiocese was made aware of the attack on Nov. 16. Several websites, including ArchSTL.org, StLouisReview.org and Cemeteries.ArchSTL.org were not working properly.https://www.databreaches.net/archdiocese-of-st-louis-websites-down-after-ransomware-attack/United States of AmericaUndetermined

The City of Saint John has been hit by a cyberattack that has crippled its entire IT municipal infrastructure. It is believed that the attack has been carried out by a ransomware gang.https://securityaffairs.co/wordpress/111259/cyber-crime/saint-john-cyber-attack.htmlCanada Undetermined

A hackerÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â '''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â is sharing what they state are 3.2 million Pluto TV user records that were stolen during a data breach. The data breach is attributed to ShinyHunters.https://www.bleepingcomputer.com/news/security/hacker-shares-32-million-pluto-tv-accounts-for-free-on-forum/United States of AmericaUndetermined

Chilean retail giant Cencosud is attacked by the Egregor ransomware. It is unclear if data has been stolen, but printers in numerous retail outlets began printing out ransom notes as devices were encrypted.https://www.bleepingcomputer.com/news/security/retail-giant-cencosud-hit-by-egregor-ransomware-attack-stores-impacted/Chile Undetermined

Umanis, a digital services company, has been hit bt the NetWalker ransomware.https://www.databreaches.net/umanis-hit-by-netwalker-ransomware/France Undetermined

Parkland Corp. has suffered a rasnomware attack. TA505 started publishing stolen data.https://www.itworldcanada.com/article/ransomware-update-documents-from-calgary-energy-firm-released/439150Canada Undetermined

Maine Township High School District 207 had its website hacked to promote hate speech and lewd material.https://www.databreaches.net/chicago-suburban-school-districts-experience-apparent-hacks-in-which-offensive-sexual-messages-sent/United States of AmericaUndetermined

Township High School District 211 had its systems hacked which compromised outgoing emails, phone calls and text messages. Parents said they received offensive messages as a result of the hack.https://www.databreaches.net/chicago-suburban-school-districts-experience-apparent-hacks-in-which-offensive-sexual-messages-sent/United States of AmericaUndetermined

The social landlord FinistÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¨re Habitat was targeted by the the NetWalker ransomware on November 13.https://www.databreaches.net/finistere-habitat-paralyzed-by-a-cyberattack/France Undetermined

AllyAlign Health (AAH), a Medicare Advantage special needs plan administrator, recently notified 76,348 members and providers of an attempted ransomware attack.https://www.databreaches.net/allyalign-notifies-76348-members-and-providers-of-ransomware-attack/United States of AmericaUndetermined

Bayhealth notifies 78,000 patients and donors that their information was involved in the Blackbaud ransomware data breach.https://www.govtech.com/security/Blackbaud-Breach-78K-Delaware-Hospital-Donors-Affected.htmlUnited States of AmericaUndetermined

The Chicago Bar Association reveals to have been compromised via unauthorized code inserted into their website through third-party commerce and management software.https://www.abajournal.com/news/article/biglaw-firm-and-bar-groups-report-data-breachesUnited States of AmericaUndetermined

The New York Bar Association reveals to have been compromised via unauthorized code inserted into their website through third-party commerce and management software.https://www.abajournal.com/news/article/biglaw-firm-and-bar-groups-report-data-breachesUnited States of AmericaUndetermined

Crypto currency trading platform Liquid is affected by the attack on GoDaddy and is hacked in a domain name hosting attack.https://www.zdnet.com/article/liquid-crypto-exchange-says-hacker-accessed-internal-network-stole-user-data/Japan Undetermined

ShinyHunters has put up the Sonicbids database up for sale.https://www.databreaches.net/more-drama-on-a-forum-and-a-slew-of-new-databases-dumped/United States of AmericaUndetermined

ShinyHunters has put up the Revelo.com.br database up for sale.https://www.databreaches.net/more-drama-on-a-forum-and-a-slew-of-new-databases-dumped/Brazil Undetermined

ShinyHunters has put up the LIVEauctioneers.com database up for sale.https://www.databreaches.net/more-drama-on-a-forum-and-a-slew-of-new-databases-dumped/United States of AmericaUndetermined

ShinyHunters has put up the Dave.com database up for sale.https://www.databreaches.net/more-drama-on-a-forum-and-a-slew-of-new-databases-dumped/United States of AmericaUndetermined

ShinyHunters has put up the Promo.com database up for sale.https://www.databreaches.net/more-drama-on-a-forum-and-a-slew-of-new-databases-dumped/Israel Undetermined

ShinyHunters has put up the Indabamusic.com database up for sale.https://www.databreaches.net/more-drama-on-a-forum-and-a-slew-of-new-databases-dumped/United States of AmericaUndetermined

ShinyHunters has put up the Minted database up for sale.https://www.databreaches.net/more-drama-on-a-forum-and-a-slew-of-new-databases-dumped/United States of AmericaUndetermined

ShinyHunters has put up the ScentBird database up for sale.https://www.databreaches.net/more-drama-on-a-forum-and-a-slew-of-new-databases-dumped/United States of AmericaUndetermined

ShinyHunters has put up the Home Chef database up for sale.https://www.databreaches.net/more-drama-on-a-forum-and-a-slew-of-new-databases-dumped/United States of AmericaUndetermined

ShinyHunters has put up the Storybird database up for sale.https://www.databreaches.net/more-drama-on-a-forum-and-a-slew-of-new-databases-dumped/Canada Undetermined

Stock photo site 123RF has suffered a data breach after aÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â '''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â hacker began selling a database containing 8.3 million user records on a hacker forum.https://www.bleepingcomputer.com/news/security/popular-stock-photo-service-hit-by-data-breach-83m-records-for-sale/Malaysia Undetermined

Newcastle Grammar School has been the target of a cyber attack by criminals. School officials became aware of the attack at the weekend, with ransomware used to encrypt and destroy part of the school's IT network.https://www.databreaches.net/au-newcastle-grammar-school-targeted-in-cyber-attack/Australia Undetermined

The Wash Tub is notifying customers of a year-long payment card breach after discovering suspicious activity on cards used at various Wash Tub locations.https://www.databreaches.net/the-wash-tub-is-notifying-customers-of-a-year-long-payment-card-breach/United States of AmericaUndetermined

Since Thursday, November 12, 2020, theÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â '''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â City of Bondy (Seine-Saint-Denis ) has been fully mobilized against a cyberattackÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â '''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â affecting municipal services. The attack rendered a large part of the city's IT equipment inoperative.https://www.databreaches.net/seine-saint-denis-cyberattack-at-bondy-town-hall-a-complaint-has-been-filed/France Undetermined

Cryptocurrency borrowing and lending service Akropolis says a hacker used a "flash loan" attack against its platform and stole roughly $2 million worth of Dai cryptocurrency.https://www.zdnet.com/article/hacker-steals-2-million-from-cryptocurrency-service-akropolis/Gibraltar Undetermined

Pakistan International Airlines has suffered a data breach. A threat actor is selling the company's network access and databases on the dark web for $4,000.https://www.infosecurity-magazine.com/news/hacker-sells-access-to-pakistani/Pakistan Undetermined

Vertrafore, a provider of insurance software, has disclosed a data breach after a third-party accessed the details of 27.7. million Texas drivers. The breach was a result of three files being stored in an unsecured external storage device.https://www.zdnet.com/article/info-of-27-7-million-texas-drivers-exposed-in-vertafore-data-breach/United States of AmericaUndetermined

A former Microsoft employee is found guilty of stealing $10 million from the company. He sold digital gift cards and other currency stored value items which he had access to as a result of his work.https://www.infosecurity-magazine.com/news/exmicrosoft-engineer-nine-years/United States of AmericaUndetermined

The ransomware gang from Ragnar Locker hacks the Facebook account of Hodson Event Entertainment to promote the Campari hack.https://krebsonsecurity.com/2020/11/ransomware-group-turns-to-facebook-ads/United States of AmericaUndetermined

The personal information of roughly 2,550 people was compromised by a "phishing" attack on the email account of an employee at Jefferson Healthcare.https://www.ptleader.com/stories/jefferson-healthcare-hit-by-phishing-cyber-attack,73154United States of AmericaUndetermined



French pharmaceutical company Bailly Creat has been hit by the DoppelPaymer ransomware operators.https://www.databreaches.net/damien-bancal/France Russian Federation

A hacker has leaked the data of more than 4.2 million users registered onÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â '''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â Peatix, an event organizing platform.https://www.zdnet.com/article/hacker-leaks-the-user-data-of-event-management-app-peatix/Japan Undetermined

E-commerce software vendor X-Cart is the victim of a ransomware attack.https://www.zdnet.com/article/ransomware-hits-e-commerce-platform-x-cart/United States of AmericaUndetermined

Taiwanese laptop manufacturer Compal is hit by the DoppelPaymer ransomware. The threat actors are asking for $16.7 million for a decryption key.https://www.theregister.com/2020/11/09/compal_ransomware_report/Taiwan (Province of China)Russian Federation

A Zoom meeting of the Gonzaga University Black Student Union was interrupted by hackes yelling racial and homophobic slurs.https://securityaffairs.co/wordpress/110927/cyber-crime/gonzaga-zoom-bombings-attack.htmlUnited States of AmericaUndetermined

Quebec's largest agricultural company, Sollio Groupe coopratif suffered a ransomware attack. The hackers are threatening to publish the mass of data they have stolen.https://www.databreaches.net/ca-the-former-coop-federee-is-the-target-of-cyber-hackers/Canada Undetermined

The bank account details and medical histories of customers were stolen during a February cyberattack against Sandicliffe, a UK car dealership company.https://www.databreaches.net/uk-thousands-of-people-could-have-had-personal-details-in-cyber-attack-on-sandicliffe-car-dealership/United Kingdom of Great Britain and Northern IrelandUndetermined

The Municipality of Gaiba was the subject of a cyberattack that accessed personal data on a central server.https://www.databreaches.net/it-gaiba-municipality-central-server-hacked/Italy Undetermined

Seeley Medical in Ohio reported a breach where an unauthorized actor accessed certain files within Seely's system and also infected the network with malware which prevented access to certain files on the system.https://www.databreaches.net/under-the-radar-more-attacks-on-healthcare-entities/United States of AmericaUndetermined

The systems of theÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â '''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â Community of Communes Haute-AriÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¨geÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â '''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â (CCHA) were subjected to a ransomware attack. The perpetrators demanded a ransom.https://www.databreaches.net/the-haute-ariege-community-of-communes-hit-by-a-cyberattack-and-a-ransom-demand/France Undetermined

The Alfortville town hall was the target of a ransomware attack.https://www.databreaches.net/val-de-marne-alfortville-town-hall-paralyzed-by-a-computer-attack/France Undetermined

A verified fake "Elon Musk" Twitter account was puttting out a cryptocurrency scam in the wake of the Presidential election.https://hotforsecurity.bitdefender.com/blog/fake-elon-musk-twitter-account-celebrates-2020-elections-with-cryptocurrency-scam-24479.htmlUnited States of AmericaUndetermined

Indian pharmaceutical company Lupin has reported an "information security incident" that has affected several of its internal systems.https://www.businessinsider.in/tech/enterprise/news/lupin-reports-cybersecurity-breach-within-two-weeks-of-ransomware-hack-on-dr-reddys/articleshow/79061065.cmsIndia Undetermined

The Manila Land Transoprtation Office has suffered a data breach. The breach seems to have happened after customers put in information into a phishing website.https://www.databreaches.net/how-hackers-collected-sensitive-data-from-the-land-transportation-office/PhilippinesUndetermined

Kingston Health Sciences Centre has confirmed a cyberattack on its hospital systems, which affected both internal and external communications. The attack had a temporary impact on internet and email access.https://www.databreaches.net/ca-kingston-health-sciences-centre-investigating-possible-cyber-security-incident/Canada Undetermined

Cit0day.in, a data breach index site, has been hacked and leaked 23,600 stolen databases.https://www.zdnet.com/article/23600-hacked-databases-have-leaked-from-a-defunct-data-breach-index-site/UndeterminedUndetermined

Data belonging to the culture and technology news website Mashable has been leaked on the internet by a hacker known for targeting websites and apps.https://www.infosecurity-magazine.com/news/mashable-customer-data-leaked/United States of AmericaUndetermined

Biomedical and clinical research companyÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â '''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â Miltenyi BiotecÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â '''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â has been hit by a Mount Locker ransomware attack.https://www.bleepingcomputer.com/news/security/biotech-research-firm-miltenyi-biotec-hit-by-ransomware-data-leaked/Germany Undetermined

A ransomware attack brought Brazil's Superior Court of Justice systems to a standstill for over two weeks and is reportedly the "worst-ever" cyberattack suffered by a Brazilian government body.https://www.bleepingcomputer.com/news/security/brazils-court-system-under-massive-ransomexx-ransomware-attack/Brazil Undetermined

Unknown hackers disclose 4GB of data belonging to Panasonic India. It seems that the disclosure happened after Panasonic refused to pay a $500,000 ransom to a hacking group.https://www.databreachtoday.com/panasonic-indias-data-released-in-extortion-plot-a-15573India Undetermined

The Maze ransomware gang adds Abington Reproductive Medicine to the list of their victims.https://www.databreaches.net/wp-content/uploads/Without_Undue_Delay.pdfUnited States of AmericaUndetermined

The Maze ransomware gang adds Medical Management, Inc. to the list of their victims.https://www.databreaches.net/wp-content/uploads/Without_Undue_Delay.pdfUnited States of AmericaUndetermined

The French city of Vincennes is the apparent target of a ransomware attack.https://www.lemagit.fr/actualites/252491580/Vincennes-vient-allonger-la-liste-des-victimes-de-ransomwareFrance Undetermined

French pharmaceutical company Expanscience has been hit by the Egregor ransomware operators.https://www.databreaches.net/damien-bancal/France Undetermined

Australian firm Nexia has been hit by the REvil ransomware, but denies that any data has been exfiltrated.https://www.databreaches.net/melbourne-firm-denies-data-stolen-during-ransomware-attack/Australia Russian Federation

A subsidiary of Scutum has been targeted by the NetWalker ransomware.https://www.lemagit.fr/actualites/252491627/Un-ransomware-a-lassaut-de-la-filiale-francaise-du-specialiste-de-la-surete-ScutumFrance Undetermined

Japanese game developer Capcom has suffered a ransomware attack by the Ragnar Locker gang. The threat actors claim to have stolen 1TB of data from the company's corporate networks.https://www.bleepingcomputer.com/news/security/capcom-hit-by-ragnar-locker-ransomware-1tb-allegedly-stolen/Japan Undetermined

Employment Specialists of Maine revealrs that it thwarted a ransomware attack in November.https://www.databreaches.net/maine-disability-services-provider-notifies-3000-patients-after-thwarting-ransomware-attack/United States of AmericaUndetermined

Saskatchewan Polytechnic has cancelled classes following a cyberattack. The incident looks like ransomware but that has not been confirmed.https://www.databreaches.net/cyberattack-shuts-down-saskatchewan-polytechnic/Canada Undetermined

Italian beverage company Campari has been hit by the Ragnar Locker ransomware. The hackers claim to have stolen 2TB worth data and have demanded a $15 million ransom.https://securityaffairs.co/wordpress/110470/cyber-crime/campari-cyber-attack.htmlItaly Undetermined

ShinyHunters leaks approximately 20 million BigBasket user records containing personal information and hashed passwords on a popular hacking forum.https://www.bleepingcomputer.com/news/security/hacker-leaks-20-million-alleged-bigbasket-user-records-for-free/India Undetermined

Social housing provider Flagship Group has said it was hit by the REvil ransomware gang.https://www.theregister.com/2020/11/06/revil_sodinokibi_ransomware_gang_flagship_group_housingUnited Kingdom of Great Britain and Northern IrelandRussian Federation

The REvil threat actors added GPI (Gaming Partners International) to their dedicated leak site.https://www.databreaches.net/revil-ransomware-threat-actors-reveal-their-gaming-company-victim/United States of AmericaRussian Federation

Personal data from potentially 2.8 million eatigo accounts in Singapore, Hong Kong, and Thailand were illegally assessedÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â '''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â in a data breach.https://www.databreaches.net/eatigo-reports-data-breach-personal-data-from-customer-accounts-listed-for-sale-online/Thailand Undetermined

Rady Children's Hospital has disclosed that some patient data was impacted by the Blackbaud ransomware incident earlier this year.https://www.databreaches.net/data-breach-involving-personal-information-reported-at-rady-childrens-hospital/United States of AmericaUndetermined

The personal information of 1.1 million RedMart user accounts was stolen from a customer database and put up for sale on an online forum.https://www.databreaches.net/personal-data-of-1-1-million-redmart-user-accounts-stolen-in-lazada-breach-and-put-up-for-sale/Singapore Undetermined

U.K. analytics firm, Polecat,  left 30TB of data and billions of records exposed on an elasticsearch server that was not secured. As a result, a Meow attack wiped half the data on the server. https://www.databreaches.net/uk-reputation-risk-intelligence-company-left-30tb-server-exposed/United Kingdom of Great Britain and Northern IrelandUndetermined

Gainwell Technologies has announced that an unauthorized individual gained may have gained access to information of participants in Wisconsin's Medicaid program.https://www.databreaches.net/wisconsin-medicaid-information-accessed-by-unauthorized-individual/United States of AmericaUndetermined

Breach Candy Hospital was breached in February 2020 with over 121 million medical records being compromised.https://www.databreaches.net/pharma-data-breaches-should-stop-once-data-protection-law-comes-into-force/India Undetermined

The Dickinson County Healthcare System is a victim of Ryuk ransomware.https://www.nbcnews.com/tech/tech-news/more-hospitals-hit-ransomware-feds-warn-about-cyberattacks-n1245292United States of AmericaRussian Federation

Researchers from Inky reveal that cybercriminals are hijacking legitimate email accounts from more than a dozen universities ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â '''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¢ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¢'ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¬" including the University of Califronia, Los Angeles ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â '''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¢ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¢'ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¬" and using the accounts to bypass detection and trick victims into handing over their email credentials or installing malware.https://threatpost.com/university-email-hijacking-phishing-malwarephishing-malware/160735/United States of AmericaUndetermined

Researchers from Inky reveal that cybercriminals are hijacking legitimate email accounts from more than a dozen universities ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â '''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¢ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¢'ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¬" including the University of Utah ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â '''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¢ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¢'ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¬" and using the accounts to bypass detection and trick victims into handing over their email credentials or installing malware.https://threatpost.com/university-email-hijacking-phishing-malwarephishing-malware/160735/United States of AmericaUndetermined

Researchers from Inky reveal that cybercriminals are hijacking legitimate email accounts from more than a dozen universities ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â '''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¢ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¢'ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¬" including the University of Califronia, Davis ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â '''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¢ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¢'ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¬" and using the accounts to bypass detection and trick victims into handing over their email credentials or installing malware.https://threatpost.com/university-email-hijacking-phishing-malwarephishing-malware/160735/United States of AmericaUndetermined

Researchers from Inky reveal that cybercriminals are hijacking legitimate email accounts from more than a dozen universities ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â '''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¢ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¢'ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¬" including Louisiana State University ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â '''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¢ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¢'ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¬" and using the accounts to bypass detection and trick victims into handing over their email credentials or installing malware.https://threatpost.com/university-email-hijacking-phishing-malwarephishing-malware/160735/United States of AmericaUndetermined

Sky Lakes Medical Center is a victim of Ryuk ransomware.https://www.nbcnews.com/tech/tech-news/more-hospitals-hit-ransomware-feds-warn-about-cyberattacks-n1245292United States of AmericaRussian Federation

Taiwanese chip-maker United Microelectronics Corporation (UMC) has pleaded guilty to trade secret theft in the United States and will pay a $60 million fine in a case where it was accused of helping a Chinese state-owned chipmaker steal secrets from Micron Technology Inc in 2018.https://www.theregister.com/security/2020/10/23/doj_decides_60m_is_enough/United States of AmericaUndetermined
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The Proton Therapy Center in Knoxville, TN has reported a "security incident" that has resulted in disurptions to some clinical and financial operations.https://www.databreaches.net/tennessee-proton-therapy-centers-report-cyber-security-breach/United States of AmericaUndetermined

Chatham County is hit with a disruptive cyberattack.https://www.govtech.com/security/Chatham-County-NC-Systems-Inoperable-After-Cyberattack.htmlUnited States of AmericaUndetermined

Researchers from Accenture reveal that Turla has hacked into the systems of an undisclosed European government organization.https://www.bleepingcomputer.com/news/security/russian-turla-hackers-breach-european-government-organization/UndeterminedRussian Federation

A fake COVID-19 survey targeted at employees at the University of British Columbia served as a way to deliver ransomware to the victims.https://blog.malwarebytes.com/cybercrime/2020/10/fake-covid-19-survey-hides-ransomware-in-canadian-university-attack/Canada Undetermined

In itsannual report, the Australian Digital Health Agency (ADHA), the agency responsible for oversigth of My Health Record has revealed two incidents that compromised the medical records system during FY 2020. The second incident involved unauthorized access  to an individual's My Health Record by a member of the person's treatment team.https://www.zdnet.com/article/adha-records-only-two-my-health-record-security-incidents-in-fy20/Australia Undetermined

The Wisconsin Department of Workforce Development says that hackers were able to access 116 active unemployment accounts in a credential stuffing attack and divert unemployment insurance payments.https://www.databreaches.net/cyber-attack-on-wis-unemployment-system-exposes-banking-information/United States of AmericaUndetermined

The St. Lawrence Health System has suffered a ransomware attack, which the system describes as a never-before seen variant of Ryuk. As a result, computers at Canton-Potsdam, Massena, and Gouverneur hospitals have been hit.https://www.databreaches.net/update-st-lawrence-health-confirms-ransomware-attack/United States of AmericaRussian Federation

The Fort Zumwalt School District is investigating a data breach where a student accessed one of the district's servers without authorization.https://www.databreaches.net/mo-fort-zumwalt-investigates-data-breach-involving-student/United States of AmericaUndetermined

A former technology employee at Trillium Health is accused of accessing the personal information of numerous co-workers and stealing nude photographs and videos of themhttps://www.democratandchronicle.com/story/news/2020/10/28/trillium-health-hacked-ameer-elashmawy-stole-nude-photos-rochester-ny/6058141002/United States of AmericaUndetermined

Wyckoff Heights Medical Center in Brooklyn has suffered a Ryuk ransomware attack.https://www.bleepingcomputer.com/news/security/brooklyn-and-vermont-hospitals-are-latest-ryuk-ransomware-victims/United States of AmericaRussian Federation

A threat actor is selling account databases containing an aggregate total of 34 million user records that they claim were stolen from seventeen companies during data breaches including Toddycafe.com.https://www.bleepingcomputer.com/news/security/hacker-is-selling-34-million-user-records-stolen-from-17-companies/United States of AmericaUndetermined

A threat actor is selling account databases containing an aggregate total of 34 million user records that they claim were stolen from seventeen companies during data breaches including Athletico.com.br.https://www.bleepingcomputer.com/news/security/hacker-is-selling-34-million-user-records-stolen-from-17-companies/Brazil Undetermined

A threat actor is selling account databases containing an aggregate total of 34 million user records that they claim were stolen from seventeen companies during data breaches including Fantasycruncher.com.https://www.bleepingcomputer.com/news/security/hacker-is-selling-34-million-user-records-stolen-from-17-companies/United States of AmericaUndetermined

A threat actor is selling account databases containing an aggregate total of 34 million user records that they claim were stolen from seventeen companies during data breaches including Apps-builder.com.https://www.bleepingcomputer.com/news/security/hacker-is-selling-34-million-user-records-stolen-from-17-companies/Italy Undetermined

A threat actor is selling account databases containing an aggregate total of 34 million user records that they claim were stolen from seventeen companies during data breaches including Invideo.io.https://www.bleepingcomputer.com/news/security/hacker-is-selling-34-million-user-records-stolen-from-17-companies/United Kingdom of Great Britain and Northern IrelandUndetermined

A threat actor is selling account databases containing an aggregate total of 34 million user records that they claim were stolen from seventeen companies during data breaches including Game24h.vn.https://www.bleepingcomputer.com/news/security/hacker-is-selling-34-million-user-records-stolen-from-17-companies/Viet Nam Undetermined

A threat actor is selling account databases containing an aggregate total of 34 million user records that they claim were stolen from seventeen companies during data breaches including W3layouts.com.https://www.bleepingcomputer.com/news/security/hacker-is-selling-34-million-user-records-stolen-from-17-companies/India Undetermined

A threat actor is selling account databases containing an aggregate total of 34 million user records that they claim were stolen from seventeen companies during data breaches including Coupontools.com.https://www.bleepingcomputer.com/news/security/hacker-is-selling-34-million-user-records-stolen-from-17-companies/Belgium Undetermined

A threat actor is selling account databases containing an aggregate total of 34 million user records that they claim were stolen from seventeen companies during data breaches including Wedmegood.com.https://www.bleepingcomputer.com/news/security/hacker-is-selling-34-million-user-records-stolen-from-17-companies/India Undetermined

A threat actor is selling account databases containing an aggregate total of 34 million user records that they claim were stolen from seventeen companies during data breaches including Katapult.com.https://www.bleepingcomputer.com/news/security/hacker-is-selling-34-million-user-records-stolen-from-17-companies/United States of AmericaUndetermined

A threat actor is selling account databases containing an aggregate total of 34 million user records that they claim were stolen from seventeen companies during data breaches including Everything5pounds.com.https://www.bleepingcomputer.com/news/security/hacker-is-selling-34-million-user-records-stolen-from-17-companies/United Kingdom of Great Britain and Northern IrelandUndetermined

A threat actor is selling account databases containing an aggregate total of 34 million user records that they claim were stolen from seventeen companies during data breaches including Cermati.com.https://www.bleepingcomputer.com/news/security/hacker-is-selling-34-million-user-records-stolen-from-17-companies/Indonesia Undetermined

A threat actor is selling account databases containing an aggregate total of 34 million user records that they claim were stolen from seventeen companies during data breaches including Wongnai.com.https://www.bleepingcomputer.com/news/security/hacker-is-selling-34-million-user-records-stolen-from-17-companies/Thailand Undetermined

A threat actor is selling account databases containing an aggregate total of 34 million user records that they claim were stolen from seventeen companies during data breaches including Clip.mx.https://www.bleepingcomputer.com/news/security/hacker-is-selling-34-million-user-records-stolen-from-17-companies/Mexico Undetermined

A threat actor is selling account databases containing an aggregate total of 34 million user records that they claim were stolen from seventeen companies during data breaches including Geekie.com.br.https://www.bleepingcomputer.com/news/security/hacker-is-selling-34-million-user-records-stolen-from-17-companies/Brazil Undetermined

Amazon fires an employee after they disclosed customer emails to an unauthorized third party.https://www.infosecurity-magazine.com:443/news/amazon-insider-disclosing/United States of AmericaUndetermined

Media monitoring giant Isentia is the target of a likely ransomware attack.https://www.infosecurity-magazine.com/news/isentia-reeling-after-suspected/Australia Undetermined

Donald Trump's presidential campaign website was briefly hacked and defaced by hackers who have "had enough of the President's fake news". The defaced website also invited people to donate Monero digital currency to two wallets to either vote for or against the leak of evidence that supposedly discredits the President.https://www.theregister.com/2020/10/28/trump_website_hacked/United States of AmericaUndetermined

Hackers published online at least 38,000 documents stolen from Gunnebo Group in March 2020.https://krebsonsecurity.com/2020/10/security-blueprints-of-many-companies-leaked-in-hack-of-swedish-firm-gunnebo/Sweden Undetermined

The Jewish General Hospital and its sister institutions are responding to what appears to be a computer virus that struck its information technology systems Wednesday evening. Dr. Lawrence Rosenberg, executive director of the health authority in charge of the Jewish General, denied it was a ransomware attack, since no ransom has been requested.https://www.databreaches.net/ca-cyber-attack-hits-jewish-generals-it-network-but-no-ransomware-demand/Canada Undetermined

The University of Vermont Health Network is experiencing a systemwide network disruption following a cyberattack Wednesday. Six hospitals throughout Vermont and northern New York are being affected.https://www.databreaches.net/cyberattack-causes-significant-uvm-health-network-technology-outage/United States of AmericaRussian Federation

A cyberattack on the Online Voter Registration System of the state of Alaska exposed the information of 113,000 voters. The attack happened in early September.https://www.govtech.com/security/Alaska-Voter-Data-Breached-Election-Results-Unaffected.htmlUnited States of AmericaUndetermined

Five Points Eye Care reports a phishing attack that occurred in October 2020.https://www.wgauradio.com/news/athens-optometrist-reports-data-breach/HJHNH2MMQNEDBLORXOY25UCOEM/United States of AmericaUndetermined

Researchers from Kaspersky reveal details on a COVID-19-themed campaign, carried out by the North Korean actor Lazarus Group, and targeting a health ministry.https://www.bleepingcomputer.com/news/security/north-korean-state-hackers-breach-covid-19-research-entities/UndeterminedAfghanistan

South African financial services group Absa has revelaed that one of its employees sold the personal information of 200,000 clients to third parties.https://www.infosecurity-magazine.com/news/bank-employee-sells-personal-data/South AfricaSouth Africa

PagoFX, Santander's international money transfer startup, has been hacked and its database schemas, infrastructure docs, digital risk assessments, customer security checsk, and Salesforce training material have reportedly been put up for sale on an underground hacking forum. Santander has downplayed the incident and stated that the leak is mostly sample source code.https://www.theregister.com/2020/10/27/in_brief_security/Spain Undetermined

Japan's Nuclear Regulation Authority has temporarily disabled its email systems after detecting an unknown external party manged to gain unauthorized access to its networks.https://grahamcluley.com/japanese-nuclear-agency-cyber-attack/Japan Undetermined

A woman from Florida has been arrested after allegedly hacking into the home camera system of a family member as part of an extortion attempt.https://www.infosecurity-magazine.com:443/news/floridian-arrested-for-hacking/United States of AmericaUndetermined

CMC in Ravenna has been compromised by NetWalker ransomware.https://www.databreaches.net/netwalker-hits-cmc-in-ravenna/Italy Undetermined

The Hanover Chamber of Crafts has been breached by the REvil threat actors. However, data on the network does not appear to be encrypted.https://www.databreaches.net/sodinokibi-ransomware-group-hits-the-hanover-chamber-of-crafts/Germany Russian Federation

A hacker has stolen roughly $24 million worth of cryptocurrency assets from decentralized finance serviceÃƒÂ‚Ã‚Â Harvest Finance, a web portal that lets users invest cryptocurrencies and then farm the price variations for small profit yields. In response, the company put out a $100,000 bounty for help in contacting the attacker.https://www.zdnet.com/article/hacker-steals-24-million-from-cryptocurrency-service-harvest-finance/UndeterminedUndetermined

British Nando's customers have had their accounts compromised with the hackers hijacking their accounts to place largage orders.https://www.infosecurity-magazine.com/news/nandos-customers-hit-credential/United Kingdom of Great Britain and Northern IrelandUndetermined

Players of the 'Among Us' are spammed with ads from a player named Eris Loris, rendering the game useless.https://threatpost.com/among-us-mobile-game-attackers/160555/United States of AmericaUndetermined

Vastaamo, a company that offers psychotherapy to thousands of patients across Finland says it's been the victim of aÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â '''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â data breach, with the personal information of customers held for ransom. In addition to extorting the company, the attacker has contacted individual patients to demand payment for their data.https://www.databreaches.net/a-nightmare-breach-involving-psychotherapy-records-just-got-worse/Finland Undetermined

The Press Trust of India's computer servers suffered a massive ransomware attack, disrupting operations and the delivery of news to hundreds of subscribers across India for several hours.https://www.databreaches.net/press-trust-of-india-services-disrupted-by-lockbit-ransomware-attack/India Undetermined

Hector Navarro, a former Human Resources systems administrator at Century 21's Manhattan department store, has been indicted for breaching the company's network to steal and alter data after resigning in October 2019.https://www.databreaches.net/insider-threat-vengeful-former-century-21-employee-charged-with-alleged-computer-tampering/United States of AmericaUndetermined

Centerstone, a provider of substance abuse and mental health services, is notifying employees and patients of a breach. The investigation into the "IT security incident" started after an employee for Centerstone of Tennessee, Inc. noticed "unusual activity" involving their email account.https://www.databreaches.net/centerstone-patients-employees-impacted-by-data-breach/United States of AmericaUndetermined

The Agency for Community Treatment Services announced that it is the victim of an apparent ransomware attack.https://www.databreaches.net/fl-agency-for-community-treatment-services-inc-notification-of-ransomware-attack/United States of AmericaUndetermined

Virginia Beach City Public Schools said it's investigating after someone hacked into a Zoom classroom at Windsor Oaks Elementary School and showed a picture of a man's body parts on the screen.https://www.databreaches.net/picture-of-mans-genitalia-shows-up-on-screen-during-virtual-class-for-students-in-virginia-beach/United States of AmericaUndetermined

A man allegedly hacked the server of four schools and issued transfer certificates of 130 students in Rajasthan's Sikar district. He then wrote to the district superintendent of police and district education officer, confessing to his crime and alleging that these schools were pressuring the families of children admitted under theÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â '''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â Right to Education Act.https://www.databreaches.net/alleging-harassment-of-kids-admitted-under-rte-rajasthan-man-hacks-schools-servers/India Undetermined

Japanese pharmaceutical firm Shionogi & Co. said Thursday that its Taiwanese subsidiary was hit by a cyberattack earlier this month leading to a data breach. The attack was announced by the REvil ransomware group.https://www.databreaches.net/japanese-drug-firm-shionogi-hit-by-cyberattack-and-data-breach/Taiwan (Province of China)Russian Federation

US-based ski and golf resort operator Boyne Resorts has suffered a cyberattack by the WastedLocker operation that has impacted company-wide reservation systems.https://www.bleepingcomputer.com/news/security/wastedlocker-ransomware-hits-boyne-resorts-ski-resort-operator/United States of AmericaRussian Federation

The AdventHealth Foundation alerts donors of the security breach due to the Blackbaud ransomware attack.https://www.msn.com/en-us/news/us/adventhealth-foundation-donors-alerted-to-security-breach/ar-BB1aggRbUnited States of AmericaUndetermined

Minerals Technologies, Inc. has disclosed a ransomware attack.https://www.sec.gov/ix?doc=/Archives/edgar/data/891014/000089101420000047/form8k_102620.htmUnited States of AmericaUndetermined

The Robert Koch Institute for infectious disease control had its website knocked out by a DDoS attack days before it was the target of an arson attempt.https://www.databreaches.net/german-infectious-disease-agency-hit-by-hackers-days-before-arson-attack-spiegel/Germany Undetermined



Furniture manufacturer Steelcase is reportedly hit by a Ryuk ransomware attack.https://www.bleepingcomputer.com/news/security/steelcase-furniture-giant-hit-by-ryuk-ransomware-attack/United States of AmericaRussian Federation

Hackers stole $2.3 million from the Wisconsin Republican Party's account that was being used to help reelect President Donald Trump in the state.https://www.infosecurity-magazine.com/news/scammers-maga-hat-vendors-steal/United States of AmericaUndetermined

A six-month-long data breach of Made in Oregon's e-commerce site has led to customers succumbing to fraud after their financial information was exposed.https://www.infosecurity-magazine.com/news/oregon-retailer-suffers-sustained/United States of AmericaUndetermined

European IT services group Sopra Steria is battling a suspected ransomware attack on its network. The virus has been identified as a previosuly unknown version of the Ryuk ransomware.https://www.infosecurity-magazine.com/news/sopra-steria-hit-by-new-ryuk/France Russian Federation

Digital wealth manger Scalable notified customers of a large data breach.https://www.databreaches.net/scalable-capital-sees-large-data-breach/United Kingdom of Great Britain and Northern IrelandUndetermined

After reports of a data leak from Hyderabad-based global pharmaceutical company Dr Reddy's Laboratories Ltd, one of country's leading pathology laboratory chains came out, IT has been forced to temporarily shut operations in its plants across the world.https://www.infosecurity-magazine.com/news/covid19-vaccine-global/India Undetermined

Chenango County has suffered a ransomware attack. Hackers locked out employees and demanded $450 for each computer in exchange for the decryption key.https://www.databreaches.net/chenango-county-hit-with-cyberattack/United States of AmericaUndetermined

Indian River County officials are investigating a cybersecurity incident that has shut down employee emails, VoIP phones, and the county's website.https://www.databreaches.net/fl-cybersecurity-incident-causes-indian-river-county-network-to-shutdown/United States of AmericaUndetermined

The Netwalker ransomware gang adds Wilmington Surgical to the list of their victims.https://www.databreaches.net/wp-content/uploads/Without_Undue_Delay.pdfUnited States of AmericaUndetermined

Criminals impersonate the CEO of Marks & Spencer to trick victims into sharing their bank account details.https://www.infosecurity-magazine.com/news/ms-boss-spoofed-in-gift-voucher/United Kingdom of Great Britain and Northern IrelandUndetermined

The telephone data of thousands of Greek citizensÃƒÂ‚Ã‚Â have reportedly been stolen in a massive hacking operation that took place from September 1 to 5 through the OTE telecommunicationsÃƒÂ‚Ã‚Â network.https://www.databreaches.net/probe-ordered-after-phone-data-theft/Greece Undetermined

ANSA McAL, the biggest conglomerate in the Caribbean, has been attacked by the REvil ransomware operators.https://www.databreaches.net/another-revil-attack-creates-havoc-for-the-caribbeans-biggest-conglomerate/Trinidad and TobagoRussian Federation

The town of Salem, NH is the victim of a cybersecruity attack involving ransomware.https://www.databreaches.net/nh-info-may-be-stolen-in-salem-computer-attack/United States of AmericaUndetermined

A massive data breach suffered by the Nitro PDF service impacts many well-known organizations, including Google, Apple, Microsoft, Chase, and Citibank. A threat actor is reportedly selling the stolen data with the starting price set at $80,000. In January 2021, a threat actor claiming to be a part of ShinyHunters leaked the full database for free and set a price of $3 for access to the download link.https://www.bleepingcomputer.com/news/security/massive-nitro-data-breach-impacts-microsoft-google-apple-more/United States of AmericaUndetermined

The Twitter account of Fort Bragg was hacked, with the attacker posting lewd messages on the page.https://www.infosecurity-magazine.com/news/us-army-bases-twitter-account/United States of AmericaUndetermined

The Revil ransomware operators add Beacon Health Solutions, LLC to the list of their victims.https://www.databreaches.net/wp-content/uploads/Without_Undue_Delay.pdfUnited States of AmericaRussian Federation

Riverside Community Care is hit with a Conti ransomware attack.https://www.databreaches.net/wp-content/uploads/Without_Undue_Delay.pdfUnited States of AmericaRussian Federation

The Greensboro-based health system announced that on Oct. 21, Alamance Skin Center in Burlington was the victim of a ransomware attack.https://www.databreaches.net/alamance-skin-center-reports-ransomware-attack/United States of AmericaUndetermined

OSF HealthCare System reveals to have been involved in the Blackbaud ransomware attack.https://www.databreaches.net/osf-healthcare-notifying-patients-of-the-blackbaud-incident/United States of AmericaUndetermined

The OSF HealthCare System is another organization affected by the Blackbaud hack.https://www.databreaches.net/osf-healthcare-notifying-patients-of-the-blackbaud-incident/United States of AmericaUndetermined

Dental Health Associates, P.A. has some data leaked from the REvil ransomware group.https://www.databreaches.net/without-undue-delay-part-2/United States of AmericaRussian Federation

Mississippi's Pascagoula-Gautier School District is hit by the DoppelPaymer threat actors.https://www.databreaches.net/doppelpaymer-dumps-data-from-public-school-districts-in-mississippi-and-montana/United States of AmericaRussian Federation

Multinational energy company Enel Group is hit by a Netwalker ransomware attack for the second time this year. The criminals ask a $14 million ransom.https://www.bleepingcomputer.com/news/security/enel-group-hit-by-ransomware-again-netwalker-demands-14-million/Italy Undetermined

The City of Shafter has announced that its IT system has been compromised by ransomware.https://www.databreaches.net/ca-city-of-shafter-hit-with-ransomware-attack/United States of AmericaUndetermined

Croton-Harmon School District is the victim of a ransomware attack.https://www.databreaches.net/ny-yorktown-croton-harmon-schools-suffer-cybersecurity-attacks/United States of AmericaUndetermined

Yorktown School District is the victim of an apparent ransomware attack.https://www.databreaches.net/ny-yorktown-croton-harmon-schools-suffer-cybersecurity-attacks/United States of AmericaUndetermined

Australian gas producer Kleenheat has warned a number of its customers about a data breach that may have resulted in information such as name and address being exposed. The company believes the breach occurred in 2014.https://www.zdnet.com/article/kleenheat-customer-names-and-addresses-exposed-in-system-breach/Australia Undetermined

Family Health Centers Of Georgia, Inc.? is hit with a Conti ransomware attack.https://www.databreaches.net/wp-content/uploads/Without_Undue_Delay.pdfUnited States of AmericaRussian Federation

Montreal'sÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â '''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â SociÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â©tÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â© de transport de MontrÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'Ãƒhttps://www.infosecurity-magazine.com/news/montreal-metro-hacker-demands-28m/Canada Undetermined

The American Museum of Natural History says hackers accessed personal information about visitors in a data breach as a consequence of the Blackbaud ransomware breach.https://abc7ny.com/museum-of-natural-history-american-data-breach-hackers/7090773/United States of AmericaUndetermined

Researchers from Cyble reveal that donor data of over five lakh (500,000) people has been stolen from narendramodi.in, the personal website of Prime Minister Modi, and the details are on sale on the dark web.https://www.indiatoday.in/technology/news/story/donor-data-from-narendramodi-in-stolen-cyber-security-firm-says-it-is-on-sale-on-dark-web-1732571-2020-10-17India Undetermined

Cosmote, Greece's largest mobile network operator, has revealed that the information of thousands of its customers was accessed during a cyberattack in September.https://www.databreaches.net/cosmote-reveals-cyber-attack-exposed-telephone-data-from-thousands-of-customers/Greece Undetermined

Commission Kings, a large affiliate network catering to sports betting and iGaming, is sufferting from a major cyberattack which has led to long outages.https://www.databreaches.net/commission-kings-brands-suffer-cyber-attack-outage/United States of AmericaUndetermined

Albion Online, a popular online game, has disclosed a breach of its forum. The hacker claims to have access to the main game's database, the payment database, and other databases with sensitive information.https://www.zdnet.com/article/albion-online-game-maker-discloses-data-breach/Germany Undetermined

Med-Care Infusion Services, Inc. joins the list of the DoppelPaymer ransomware victims.https://www.databreaches.net/wp-content/uploads/Without_Undue_Delay.pdfUnited States of AmericaRussian Federation

The ThunderX ransomware changes its name to Ranzy Locker and launches a data leak site. The first leaked victim is a company that develops power control solutions.https://www.bleepingcomputer.com/news/security/thunderx-ransomware-rebrands-as-ranzy-locker-adds-data-leak-site/UndeterminedUndetermined

Mortgage loan servicing company SN Servicing Corporation notified at least two states in recent weeks of a ransomware attack on its systems. Filings submitted to the California and Vermont state attorneys general disclosed that the company was hit by ransomware attacks on or around Oct. 15, 2020.https://www.scmagazine.com/home/security-news/mortgage-loan-servicing-company-discloses-ransomware-attack-to-multiple-states/United States of AmericaUndetermined

Columbus City Schools notifies an undisclosed number of people whose names and social security numbers were in an employee's email account that was compromised on May 1st.https://www.databreaches.net/another-k-12-district-reports-a-data-breach/United States of AmericaUndetermined

Puerto Rico's firefigthing department has disclosed a data breach, and that the hackers demanded $600,000 to release the encrypted data.https://securityaffairs.co/wordpress/109551/hacking/puerto-rico-firefighting-department-attack.htmlUnited States of AmericaUndetermined

Egregor claim to have breached Ubisoft's network and stolen unencrypted data.https://www.bleepingcomputer.com/news/security/crytek-hit-by-egregor-ransomware-ubisoft-data-leaked/France Undetermined

German game developer Crytek has suffered a ransomware attack at the hands of the Egregor operators.https://www.bleepingcomputer.com/news/security/crytek-hit-by-egregor-ransomware-ubisoft-data-leaked/Germany Undetermined

Dickey's Barbecue Pit, the largest barbecue restaurant chain in the US, suffered a POS breach between July 2019 and August 2020, affecting 3 million customers.https://www.zdnet.com/article/card-details-for-3-million-dickeys-customers-posted-on-carding-forum/United States of AmericaUndetermined

Iranian hackers with a history of launching phishing attacks against acedmic institutions have launched a new campaign, including against McGill University.https://www.zdnet.com/article/iranian-hackers-restart-attacks-on-universities-as-the-new-school-year-begins/Canada Undetermined

Iranian hackers with a history of launching phishing attacks against acedmic institutions have launched a new campaign, including against the University of North Texas.https://www.zdnet.com/article/iranian-hackers-restart-attacks-on-universities-as-the-new-school-year-begins/United States of AmericaUndetermined

Iranian hackers with a history of launching phishing attacks against acedmic institutions have launched a new campaign, including against the TH Mittelhessen University of Applied Sciences.https://www.zdnet.com/article/iranian-hackers-restart-attacks-on-universities-as-the-new-school-year-begins/Germany Undetermined

Iranian hackers with a history of launching phishing attacks against acedmic institutions have launched a new campaign, including against the University of Lincoln.https://www.zdnet.com/article/iranian-hackers-restart-attacks-on-universities-as-the-new-school-year-begins/United Kingdom of Great Britain and Northern IrelandUndetermined

Iranian hackers with a history of launching phishing attacks against acedmic institutions have launched a new campaign, including against the Nanyang Technological University.https://www.zdnet.com/article/iranian-hackers-restart-attacks-on-universities-as-the-new-school-year-begins/Singapore Undetermined

Iranian hackers with a history of launching phishing attacks against acedmic institutions have launched a new campaign, including against LaTrobe University.https://www.zdnet.com/article/iranian-hackers-restart-attacks-on-universities-as-the-new-school-year-begins/Australia Undetermined

Iranian hackers with a history of launching phishing attacks against acedmic institutions have launched a new campaign, including against the Queen Mary University of London.https://www.zdnet.com/article/iranian-hackers-restart-attacks-on-universities-as-the-new-school-year-begins/United Kingdom of Great Britain and Northern IrelandUndetermined

Iranian hackers with a history of launching phishing attacks against acedmic institutions have launched a new campaign, including against King's College London.https://www.zdnet.com/article/iranian-hackers-restart-attacks-on-universities-as-the-new-school-year-begins/United Kingdom of Great Britain and Northern IrelandUndetermined

Iranian hackers with a history of launching phishing attacks against acedmic institutions have launched a new campaign, including against the Western University Canada.https://www.zdnet.com/article/iranian-hackers-restart-attacks-on-universities-as-the-new-school-year-begins/Canada Undetermined

Iranian hackers with a history of launching phishing attacks against acedmic institutions have launched a new campaign, including against the GÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¶teborg Universitet.https://www.zdnet.com/article/iranian-hackers-restart-attacks-on-universities-as-the-new-school-year-begins/Sweden Undetermined

Iranian hackers with a history of launching phishing attacks against acedmic institutions have launched a new campaign, including against the University of Kent.https://www.zdnet.com/article/iranian-hackers-restart-attacks-on-universities-as-the-new-school-year-begins/United Kingdom of Great Britain and Northern IrelandUndetermined

Iranian hackers with a history of launching phishing attacks against acedmic institutions have launched a new campaign, including against the University of York.https://www.zdnet.com/article/iranian-hackers-restart-attacks-on-universities-as-the-new-school-year-begins/United Kingdom of Great Britain and Northern IrelandUndetermined

Iranian hackers with a history of launching phishing attacks against acedmic institutions have launched a new campaign, including against the Karolinska Medical Institutet.https://www.zdnet.com/article/iranian-hackers-restart-attacks-on-universities-as-the-new-school-year-begins/Sweden Undetermined



Iranian hackers with a history of launching phishing attacks against acedmic institutions have launched a new campaign, including against the University of Cambridge.https://www.zdnet.com/article/iranian-hackers-restart-attacks-on-universities-as-the-new-school-year-begins/United Kingdom of Great Britain and Northern IrelandUndetermined

Iranian hackers with a history of launching phishing attacks against acedmic institutions have launched a new campaign, including against the University of Toronto.https://www.zdnet.com/article/iranian-hackers-restart-attacks-on-universities-as-the-new-school-year-begins/Canada Undetermined

Iranian hackers with a history of launching phishing attacks against acedmic institutions have launched a new campaign, including against the University of Bristol.https://www.zdnet.com/article/iranian-hackers-restart-attacks-on-universities-as-the-new-school-year-begins/United Kingdom of Great Britain and Northern IrelandUndetermined

Iranian hackers with a history of launching phishing attacks against acedmic institutions have launched a new campaign, including against Victoria University.https://www.zdnet.com/article/iranian-hackers-restart-attacks-on-universities-as-the-new-school-year-begins/Australia Undetermined

Iranian hackers with a history of launching phishing attacks against acedmic institutions have launched a new campaign, including against the Universiteit Utrecht.https://www.zdnet.com/article/iranian-hackers-restart-attacks-on-universities-as-the-new-school-year-begins/NetherlandsUndetermined

Iranian hackers with a history of launching phishing attacks against acedmic institutions have launched a new campaign, including against Stony Brook University.https://www.zdnet.com/article/iranian-hackers-restart-attacks-on-universities-as-the-new-school-year-begins/United States of AmericaUndetermined

Iranian hackers with a history of launching phishing attacks against acedmic institutions have launched a new campaign, including against Glasgow Caledonian University.https://www.zdnet.com/article/iranian-hackers-restart-attacks-on-universities-as-the-new-school-year-begins/United Kingdom of Great Britain and Northern IrelandUndetermined

Iranian hackers with a history of launching phishing attacks against acedmic institutions have launched a new campaign, including against the University of Adelaide Library.https://www.zdnet.com/article/iranian-hackers-restart-attacks-on-universities-as-the-new-school-year-begins/Australia Undetermined

Bigbasket, an Indian online grocery store, has suffered a data breach with the details of over 20 million people being exposed.https://securityaffairs.co/wordpress/110543/data-breach/bigbasket-details-dark-web.htmlIndia Undetermined

London's Hackney Council has reported it has been the target of a serious cyber-attackÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â '''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â which is affecting many of its services and IT systems. Data was stolen from the Council and published by the Pysa ransomware gang in January.https://www.infosecurity-magazine.com/news/hackney-council-attack/United Kingdom of Great Britain and Northern IrelandUndetermined

After a ransomware attack, Intcomex suffers a major data breach, with nearly 1 TB of its users' data leaked. The leaked data includes credit cards, passport and license scans, personal data, payroll, financial documents, customer databases, employee information and more.https://threatpost.com/cybercriminals-steal-data-miami-tech-firm/160073/United States of AmericaUndetermined

The online proctoring service ProctorTrack has disabled its service after its service company, Verificient, was hacked. The hacker sent offensive emails from the Verificient Support account and also defaced the Verificient website.https://www.databreaches.net/online-proctor-service-proctortrack-disables-service-after-hack/United States of AmericaUndetermined

Five employees at Hennepin HealthCare have been fired for improperly accessing George Floyd's medical information.https://www.databreaches.net/documents-give-details-on-hennepin-healthcare-employees-fired-for-improperly-accessing-george-floyd-records/United States of AmericaUndetermined

Indian authorities are searching for a hacker who accessed the confidential data of an e-commerce company and advertised the sale of the information on the dark net. The hacker allegedly demanded money from the owner of the company to take down the list.https://www.thehindu.com/news/cities/bangalore/client-data-stolen-from-e-commerce-platform/article33187082.eceIndia Undetermined

The Sisters of Charity Health System is another organization affected by the Blackbaud hack.https://hotforsecurity.bitdefender.com/blog/sisters-of-charity-health-system-informs-patients-of-data-breach-24251.htmlUnited States of AmericaUndetermined

Researchers from Cyble discover a post shared by an unknown threat actor that goes online with the moniker Spectre123, where he has allegedly leaked the sensitive documents of NATO.https://securityaffairs.co/wordpress/109386/breaking-news/nato-turkey-data-leak.htmlBelgium Undetermined

Researchers from the US-based firm Havelsan recently came across a post shared by an unknown threat actor that goes online with the moniker Spectre123, where he has allegedly leaked the sensitive documents Havelsan, a Turkish Military/defence manufacturer.https://securityaffairs.co/wordpress/109386/breaking-news/nato-turkey-data-leak.htmlTurkey Undetermined

The Yazoo County School District votes to pay a company $300,000 to recover files encrypted by ransomware threat actors.https://www.infosecurity-magazine.com/news/cyberattack-on-mississippi-schools/United States of AmericaUndetermined

Walled Lake Consolidated School District says a system outage has been linked to a ransomware attack. Several weeks later, the DoppelPaymer threat actors dumped some limited data as proof of access to the district's systems.https://www.databreaches.net/threat-actors-dump-personal-employee-and-student-data-from-walled-lake-consolidated-district/United States of AmericaRussian Federation

A threat actor has shared two databases belonging to online-game Animal Jam on a hacker forum. The databases were stolen by ShinyHunters after compromising WildWorks, the game's creator.https://www.bleepingcomputer.com/news/security/animal-jam-kids-virtual-world-hit-by-data-breach-impacts-46m-accounts/United States of AmericaUndetermined

Sonoma Valley Hospital reported that a security incident on Oct. 11 knocked out its computer systems, and is not fully restored.https://www.databreaches.net/sonoma-valley-hospital-computer-systems-shut-down-by-security-incident/United States of AmericaUndetermined

The state of Hawaii is investigating a potential breach of data within one of their systems tied to the Attorney General's office. Nearly 150 individuals who applied for a travel exemption through the state Attorney General's website were notified Friday about the potential breach.https://www.databreaches.net/hi-potential-data-breach-exposed-in-states-travel-exemption-request-system/United States of AmericaUndetermined

The Hendrick Health System has notified patients of a network security breach.https://www.databreaches.net/tx-hendrick-computer-network-breach-compromised-some-patients-information/United States of AmericaUndetermined

Keolis Commuter Services reveals to have been hit by a cyberattack on October 10. As a precaution, Keolis deactivated its Boston-area network.https://www.govtech.com/security/MBTA-Commuter-Rail-Operator-Confirms-Cyberincident.htmlUnited States of AmericaUndetermined

Sports data provider Stats Perform has suffered an outage as a result of a cyberattack.https://www.legalsportsreport.com/44946/stats-perform-cyber-attack-2/United States of AmericaUndetermined

Barnes & Noble has confirmed a cyberattack impacting Nook services and potentially exposing customer data. The Egregor ransomware gang is claiming responsibility.https://www.bleepingcomputer.com/news/security/barnes-and-noble-hit-by-egregor-ransomware-strange-data-leaked/United States of AmericaUndetermined

The personal and health data of children and adults involved in Child Protective Services cases was exposed after a breach at the Georgia Department of Humans Services.https://www.zdnet.com/article/children-and-parent-info-exposed-in-georgia-dhs-data-breach/United States of AmericaUndetermined

Seyfarth Shaw LLP discloses a ransomware attack.https://www.databreaches.net/law-firm-discloses-ransomware-attack/United States of AmericaUndetermined

A Crown Prosecution Service lawyer is on trial accused of unlawfully accessing information about his judge wife's new lover.https://www.theregister.com/2020/10/09/cps_solicitor_computer_misuse_act_charges/United Kingdom of Great Britain and Northern IrelandUndetermined

eSewa, a digital wallet in Nepal, suffers a massive data breach, exposing email addresses, phone numbers and passwords and other details of an undetermined number of its users.https://myrepublica.nagariknetwork.com/news/esewa-data-breached-a-hacker-releases-nearly-two-dozen-esewa-users-details-including-passwords/Nepal Undetermined

Tyngsboro High School has suffered a DDoS attack.https://www.infosecurity-magazine.com/news/ddos-attacks-disrupt-massachusetts/United States of AmericaUndetermined

Tyngsboro Middle School has suffered a DDoS attack.https://www.infosecurity-magazine.com/news/ddos-attacks-disrupt-massachusetts/United States of AmericaUndetermined

A Crown Prosecution Service lawyer is on trial accused of unlawfully accessing information about his judge wife's new lover.https://www.theregister.com/2020/10/09/cps_solicitor_computer_misuse_act_charges/United Kingdom of Great Britain and Northern IrelandUndetermined

The electronic document-signing service Docsketch says an unauthorized third-party accessed a three-week old copy of its database in early August.https://www.zdnet.com/article/document-signing-service-docsketch-discloses-security-breach/United States of AmericaUndetermined

A Friday afternoon cyberattack on NextLight, Longmont's high-speed, fiber optic broadband internet service, affected a number of customers but has been resolved. Longmont Power and Communications spokesman Scott Rochat wrote in an email that the disruption was the result of DDoS attack.https://www.databreaches.net/some-longmont-nextlight-customers-service-affected-by-friday-cyberattack/United States of AmericaUndetermined

Spotless Group, the Downer-owned facilities services provider, is the latest high-profile Australian company to fall victim to ransomware attackers.https://www.databreaches.net/au-spotless-hit-by-ransomware-attack/Australia Undetermined

Town officials from the City of Franklin announce to have been victimized by a "spearphishing" attack that resulted in $522,000 being "misdirected to a third party."https://www.govtech.com/security/Spearphishing-Attack-Steals-522K-from-Franklin-Mass.htmlUnited States of AmericaUndetermined

It'se Ye-Ye Casino in Kamiah reopened in Idaho on Monday after aÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â '''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â cyber attackÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â '''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â led to the closure of the gaming property for about 10 full days. The attack seems to resemble ransomware.https://www.databreaches.net/recent-closing-of-three-tribal-casinos-provides-cyberattack-lessons/United States of AmericaUndetermined

Clearwater River Casino & Lodge in Lewiston reopened in Idaho on Monday after aÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â '''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â cyber attackÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â '''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â led to the closure of the gaming property for about 10 full days. The attack seems to resemble ransomware.https://www.databreaches.net/recent-closing-of-three-tribal-casinos-provides-cyberattack-lessons/United States of AmericaUndetermined

Sandwich Public Schools suffered a week of connection issues which were determined to be the result of a DDoS attack.https://www.infosecurity-magazine.com/news/ddos-attacks-disrupt-massachusetts/United States of AmericaUndetermined

The Springfield Public Schools district in Massachusetts has become the victim of a ransomware attack that has caused the closure of schools while they investigate the cyberattack.https://www.bleepingcomputer.com/news/security/massachusetts-school-district-shut-down-by-ransomware-attack/United States of AmericaUndetermined

The North Face was the victim of a credential stuffing attack in October.https://www.tripwire.com/state-of-security/security-data-protection/the-north-face-resets-passwords-after-credential-stuffing-attack/United States of AmericaUndetermined

Florida Department of Business and Professional Regulation is investigating "malicious activity" that affected the state's top regulatory agency, causing days of computer system outages and disruptions to online services.https://www.govtech.com/public-safety/Florida-Investigates-Malicious-Activity-in-Business-System.htmlUnited States of AmericaUndetermined

Scholarship America joins the list of the victims of the Blackbaud ransomware attack.https://www.databreaches.net/blackbaud-data-breach-non-profit-foundations-part-one/United States of AmericaUndetermined

Shady Hill School joins the list of the victims of the Blackbaud ransomware attack.https://www.databreaches.net/blackbaud-data-breach-non-profit-foundations-part-one/United States of AmericaUndetermined

MacDowell joins the list of the victims of the Blackbaud ransomware attack.https://www.databreaches.net/blackbaud-data-breach-non-profit-foundations-part-one/United States of AmericaUndetermined

The AAA Ambulance Service on Mississippi was the target of an attempted ransomware attack over the summer. However, the personal information of certain individuals may have been accessed.https://www.databreaches.net/ms-aaa-ambulance-service-experienced-ransomware-attack/United States of AmericaUndetermined

The DoppelPaymer ransomware gang has released unencrypted data stolen from Hall County, Georgia, during a ransomware attack earlier this month.https://www.bleepingcomputer.com/news/security/georgia-county-voter-information-leaked-by-ransomware-gang/United States of AmericaRussian Federation

A Welsh police officer plead guilty to misusing Dyfed-Powys Police computers to unlawfully access information about the ex-partner of a woman he was in a relationship with.https://www.theregister.com/2020/10/07/michael_westbury_police_computer_misuse/United Kingdom of Great Britain and Northern IrelandUndetermined

UK school payment service Wisepay has revealed that the card details of parents who made transactions on its site between October 2 and 5 have been compromised.https://www.theregister.com/2020/10/07/wisepay_outage_was_cyber_attack/United Kingdom of Great Britain and Northern IrelandUndetermined

The City of Mt. Pleasant has fallen victim to a ransomware attack, according to city officials.https://www.databreaches.net/mi-city-of-mt-pleasant-falls-victim-to-remote-ransomware-attack/United States of AmericaUndetermined

Chicago-based Asian food delivery serviceÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â '''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â ChowbusÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â '''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â has suffered a data breach with more than 800,000 customer records and 444,000 unique email address exposed.https://www.bleepingcomputer.com/news/security/chowbus-delivery-service-breached-hacker-emails-data-to-users/United States of AmericaUndetermined

About 20 cryptocurrency executives in Israel have their phones hacked and their online identity stolen in a SS7 attack.https://www.haaretz.com/israel-news/tech-news/.premium-exclusive-intricate-hack-against-israeli-crypto-execs-mossad-investigating-1.9211991Israel Undetermined

Credit card skimming group Fullz House has compromised and injected the website of US mobile virtual network operator (MVNO) Boom! Mobile with a credit card stealer script.https://www.bleepingcomputer.com/news/security/hacker-group-compromises-mobile-provider-to-steal-credit-cards/United States of AmericaUndetermined

The Institute of Distance and Open Learning (IDOL) of the University of Mumbai postpones the exams after a cyber attack.https://www.databreaches.net/cyber-attack-on-server-delays-mumbai-universitys-idol%e2%80%89course-exams/India Undetermined



University Hospital LimerickÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â '''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â (UHL) is in the process of sending letters to over 600 patients following an alleged major data breach concerning patient data, including details of 95 children, which was then posted on social media. It is believed that the data was extracted by a third-party employee without authorization.https://www.databreaches.net/university-hospital-limerick-writing-to-630-patients-after-alleged-major-data-breach-which-saw-information-posted-on-twitter/Ireland Undetermined

Jersey-headquartered insurance company Ardonagh Group has suffered a potential ransomware infection.https://www.theregister.com/2020/10/06/ardonagh_group_ransomware/United Kingdom of Great Britain and Northern IrelandUndetermined

The WhatsApp account of South Africa's Minister of Communications and Digital Technologies, Stella Ndabeni-Abrahams is hacked, resulting in private and confidential information being in the hands of a third party.https://www.businessinsider.co.za/minister-stella-ndabeni-abrahams-whatsapp-hacked-2020-10South AfricaUndetermined

Hackers have managed to steal salary payments from employees at an unnamed Swiss university.https://securityaffairs.co/wordpress/109100/hacking/swiss-universities-hacked.htmlSwitzerlandUndetermined

Hackers have managed to steal salary payments from employees at two unnamed Swiss universities.https://securityaffairs.co/wordpress/109100/hacking/swiss-universities-hacked.htmlSwitzerlandUndetermined

Hackers have managed to steal salary payments from employees at the University of Basel.https://securityaffairs.co/wordpress/109100/hacking/swiss-universities-hacked.htmlSwitzerlandUndetermined

1111, a Taiwanese online job site, has allegedly been hacked by Chinese hackers.https://www.databreaches.net/chinese-hackers-steal-personal-data-of-half-of-taiwans-workforce-what-next/Taiwan (Province of China)Undetermined

Heartland Community College is working with outside consultants after detecting that an outside source had compromised some of its systems.https://www.databreaches.net/updated-heartland-community-college-working-with-consultants-on-cybersecurity-breach/United States of AmericaUndetermined

Gulf Coast State College has notified some students and employees that a hacker accessed several employees' email accounts.https://www.databreaches.net/fl-students-and-employees-notified-of-gulf-coast-state-college-data-breach/United States of AmericaUndetermined

The Bay Shore School District is hit with a DDoS attack.https://www.databreaches.net/to-add-to-woes-school-districts-now-being-hit-with-ddos-attacks/United States of AmericaUndetermined

TA505 hits the network of German enterprise software giant Software AG last, asking for a ransom of $23 million after stealing employee information and company documents.https://www.zdnet.com/article/german-tech-giant-software-ag-down-after-ransomware-attack/Germany Undetermined

Financial details belonging to customers of UK estate agency Foxtons are widely available on the dark web following a malware attack in October last year that affected parent company Foxtons Group.https://www.itpro.co.uk/security/data-breaches/358510/foxtons-customer-data-found-available-on-dark-webUnited States of AmericaUndetermined

Hackers also appear to have hijacked the Canadian Olympic runner Nicole Sifuentes to promote an additional bitcoin scam impersonating Elon Musk.https://www.msn.com/en-us/news/technology/verified-elon-musk-impersonator-hitches-a-ride-on-trump-s-viral-covid-tweet-for-bitcoin-scam/ar-BB19DVTfCanada Undetermined

Unknown hackers appear to have hijacked verified the Twitter account of Cincinnati Bengals player to promote a bitcoin scam, this time impersonating Elon Musk.https://www.msn.com/en-us/news/technology/verified-elon-musk-impersonator-hitches-a-ride-on-trump-s-viral-covid-tweet-for-bitcoin-scam/ar-BB19DVTfUnited States of AmericaUndetermined

Over the past 10 days, someone has been launching a series of coordinated attacks designed to disrupt the Trickbot botnet.https://krebsonsecurity.com/2020/10/attacks-aimed-at-disrupting-the-trickbot-botnet/UndeterminedUndetermined

Richard Liriano was sentenced yesterday to 30 months in prison for engaging in a scheme to use malicious software programs, including a program known as a "keylogger," on dozens of his coworkers' computers at a New York City-area hospital, secretly obtaining user names and passwords to his victims' personal email and other accounts, and using that unauthorized access to steal private and confidential files.https://www.databreaches.net/ny-former-information-technology-employee-of-hospital-sentenced-to-30-months-in-prison-for-computer-intrusion/United States of AmericaUndetermined

The city of Odessa has suffered a breach of its Click2Gov portal.https://www.databreaches.net/tx-odessa-residents-suffer-from-second-click2gov-breach/United States of AmericaUndetermined

A zero-day hunter has told The Register  he realised he'd been targeted by a North Korean campaign aimed at stealing Western researchers' vulns.https://www.theregister.com/2021/01/26/north_korea_targeted_me_0_day/United States of AmericaKorea (the Democratic People's Republic of)

Pitkin County has disclosed a data sercurity incident where a file was left accessible via the Internet and was subject to unauthorized access.https://www.databreaches.net/co-pitkin-county-covid-19-case-investigations-inadvertently-exposed-online/United States of AmericaUndetermined

104 Job Bank, a popular Taiwanese online job site, has allegedly been hacked by Chinese hackers and sold on the dark web.https://www.databreaches.net/chinese-hackers-steal-personal-data-of-half-of-taiwans-workforce-what-next/Taiwan (Province of China)Undetermined

Visa reveals that two North American hospitality merchants were hacked and had their system infected with point-of-sale (POS) malware earlier this year (May and June 2020).https://www.zdnet.com/article/two-north-american-hospitality-merchants-hacked-in-may-and-june/United States of AmericaUndetermined

The Jersey City Municipal Utilities Authority was hit with a ransomware attack that blocked access to "vital" water and sewer service information.https://www.databreaches.net/jersey-city-utilities-agency-investigating-ransomware-attack-that-blocked-access-to-vital-data/United States of AmericaUndetermined

United Jewish Israel Appeal, a British Jewish charity, was the target of a cyberattack during its virtual centenary. Hundreds of participants were kicked off the video conference or prevented from joining it.https://www.databreaches.net/uk-cyber-attack-on-jewish-charity-event-being-investigated-reported-to-regulator/United Kingdom of Great Britain and Northern IrelandUndetermined

The United Nations' International Maritime Organization (UN IMO) disclosed a security breach over the weekend that the agency categorized as a "sophisticated cyber-attack" against its IT systems.https://www.securityweek.com/un-maritime-agency-hit-sophisticated-cyberattackUnited Kingdom of Great Britain and Northern IrelandUndetermined

Users of CloudBees' CodeShip are advised to immediately rotate any keys and other secrets in their pipelines after the DevOps solutions provider discovers a long-lasting data breach.https://www.itnews.com.au/news/devops-solutions-provider-cloudbees-discloses-data-breach-554150United States of AmericaUndetermined

A hacker group previously associated with the North Korean regime has been spotted launching spear-phishing attacks to compromise officials part of the United Nations Security Council. The attacks have taken place this year and have targeted at least 28 UN officials, including at least 11 individuals representing six countries of the UN Security Council.https://www.zdnet.com/article/north-korea-has-tried-to-hack-11-officials-of-the-un-security-council/UndeterminedAfghanistan

New Jersey WWS suffers a Makop ransomware attack which compromised files within its system.https://www.govtech.com/security/new-jersey-city-utility-struggling-with-costly-cyberattack.htmlUnited States of AmericaUndetermined

Embedded system software provider Wind River Systems informs employees of a data breach that resulted in their personal information being stolen by a third party.https://www.databreaches.net/wind-river-security-incident-affects-ssns-passport-numbers/United States of AmericaUndetermined

ADRA International reveals to be among the victims of the Blackbaud ransomware attack.https://www.databreaches.net/blackbaud-data-breach-non-profit-foundations-part-one/United States of AmericaUndetermined

River City Bank notifies its customers after an employee downloaded customer data to a personal drive and sent it to a third party. The download was not part of the employee's authorized access or duties.https://www.databreaches.net/river-city-bank-notifies-customers-after-discovering-insider-wrongdoing/United States of AmericaUndetermined

Bay Shore School District is hit by a DDoS attack.https://www.newsday.com/long-island/education/bay-shore-schools-hack-1.50010940United States of AmericaUndetermined

Lindenhurst School District is hit by a DDoS attack.https://patch.com/new-york/lindenhurst/lindenhurst-school-district-cyberattack-caused-internet-outageUnited States of AmericaUndetermined

The British government is probing a hack carried out on computer systems belonging to the British Foreign Ministry, which resulted in hundreds of files exposing its propaganda operations in Syria being stolen.https://www.databreaches.net/uk-investigates-cyberattack-leaking-syria-propaganda-operations/United Kingdom of Great Britain and Northern IrelandUndetermined

The Swiss watch manufacturer, Swatch, shuts down its IT-systems in response to a cyberattack.https://www.infosecurity-magazine.com/news/swatch-group-hit-by-likely/SwitzerlandUndetermined

PlaneFinder has had its services disrupted as a result of multiple cyberattacks.https://www.hackread.com/major-flight-tracking-services-hit-cyberattacks/United Kingdom of Great Britain and Northern IrelandUndetermined

Flightradar24 has had its services disrupted as a result of three cyberattacks in two days.https://www.hackread.com/major-flight-tracking-services-hit-cyberattacks/Sweden Undetermined

CMA CGM, the French container line, is working to reverse the impact of a ransomware attack that has shut down many of its online services. The cyber attack was launched using Ragnar Locker.https://lloydslist.maritimeintelligence.informa.com/LL1134044/CMA-CGM-confirms-ransomware-attackFrance Undetermined

USNR LLC, a manufacturing firm, is hit with a ransomware attack.https://www.databreaches.net/a-rough-week-in-ransomware/United States of AmericaUndetermined

Some current and former Lexington city employees' personal information was put at risk when Metaformers Inc., a third-party contractor working on city technology projects was hacked in July.https://www.databreaches.net/ky-breach-of-city-contractor-e-mail-put-some-city-workers-info-at-risk/United States of AmericaUndetermined

Some Gulf Coast State College students and employees receive a letter from school officials, about a data breach that took place back between March 31, 2020 and June 3, 2020, when a hacker accessed several employees' email accounts.https://www.databreaches.net/fl-students-and-employees-notified-of-gulf-coast-state-college-data-breach/United States of AmericaUndetermined

Red Funnel ferry's IT is hit by a 'malicious attack'.https://www.bbc.com/news/uk-england-hampshire-54368110United Kingdom of Great Britain and Northern IrelandUndetermined

Hackers have launched a sprawling, multi-faceted attack against the state of Washington, with many of the state's agencies falling victim to malware.https://www.databreaches.net/hackers-have-infiltrated-many-of-washington-states-agencies/United States of AmericaUndetermined

Twin Med notifies 366 employees of unauthorized access to their information.https://www.databreaches.net/bits-n-pieces-76/United States of AmericaUndetermined

Haven Behavioral Hospital provides notice of a "cyber security incident".https://www.databreaches.net/haven-behavioral-hospital-provides-notice-of-data-incident/United States of AmericaUndetermined

GenRx Pharmacy has suffered a ransomware attack with the hackers removing some health information.https://www.databreaches.net/genrx-pharmacy-breach-notice-shows-how-to-do-it-right/United States of AmericaUndetermined

Universal Health Services (UHS), a Fortune 500 hospital and healthcare services provider, has reportedly shut down systems at healthcare facilities around the US after a cyber-attack that hit its network during early Sunday morning.https://www.bleepingcomputer.com/news/security/uhs-hospitals-hit-by-reported-country-wide-ryuk-ransomware-attack/United States of AmericaRussian Federation

Hackers attacked a South Africa's justice department fund last week, the department said on Sept 30, but said it did not receive any ransom demands. DoppelPaymer claims responsibility for the attack.https://www.databreaches.net/hackers-hit-south-african-government-fund-for-children-and-missing-people/South AfricaRussian Federation

Singapore-based hospitality start-up RedDoorz acknowledged on Saturday (Sept 26) that one of its IT databases suffered a breach. In November, a threat actor began selling the stolen database.https://www.databreaches.net/singapore-shopback-reddoorz-report-breaches/Singapore Undetermined

The website data of Martin County is hacked by a hacker whose motives are "not altruistic".https://www.databreaches.net/fl-martin-county-website-data-hacked-investigation-launched-as-county-downplays-threat/United States of AmericaUndetermined

A data breach at Stone Refurb led to theft of customers' bank details.https://www.databreaches.net/customers-bank-details-stolen-as-hackers-target-staffordshire-firm/United Kingdom of Great Britain and Northern IrelandUndetermined

International insurance brokerage firm Arthur J. Gallagher & Co has confirmed that it was the target of a ransomware attack on September 26th.https://www.databreaches.net/arthur-j-gallagher-targeted-in-ransomware-attack/United States of AmericaUndetermined

The University of Cumbria is another victim of the Blackbaud hack.https://www.databreaches.net/legal-action-underway-over-university-of-cumbria-data-breach/United Kingdom of Great Britain and Northern IrelandUndetermined

The University of Surrey is among the victims of the Blackbaud ransomware attack.https://www.getsurrey.co.uk/news/surrey-news/data-breach-following-cyber-attack-18991055United Kingdom of Great Britain and Northern IrelandUndetermined

YoungMinds is among the victims of the Blackbaud ransomware attack.https://www.bbc.com/news/technology-53528349United Kingdom of Great Britain and Northern IrelandUndetermined

Human Rights Watch is among the victims of the Blackbaud ransomware attack.https://www.bbc.com/news/technology-53528348United States of AmericaUndetermined



The Northwest Immigrant Rights Project is among the victims of the Blackbaud ransomware attack.https://www.bbc.com/news/technology-53528347United States of AmericaUndetermined

Vermont Public Radio is among the victims of the Blackbaud ransomware attack.https://www.bbc.com/news/technology-53528346United States of AmericaUndetermined

The Vermont Foodbank is among the victims of the Blackbaud ransomware attack.https://www.bbc.com/news/technology-53528345United States of AmericaUndetermined

The Choir with No Name is among the victims of the Blackbaud ransomware attack.https://www.bbc.com/news/technology-53528344United Kingdom of Great Britain and Northern IrelandUndetermined

The Rhode Island School of Design is among the victims of the Blackbaud ransomware attack.https://www.bbc.com/news/technology-53528343United States of AmericaUndetermined

Ambrose University is among the victims of the Blackbaud ransomware attack.https://www.bbc.com/news/technology-53528342Canada Undetermined

The University of North Florida is among the victims of the Blackbaud ransomware attack.https://www.bbc.com/news/technology-53528341United States of AmericaUndetermined

The The Bishop Strachan School is among the victims of the Blackbaud ransomware attack.https://www.bbc.com/news/technology-53528340Canada Undetermined

Cheverus High School is among the victims of the Blackbaud ransomware attack.https://www.bbc.com/news/technology-53528339United States of AmericaUndetermined

New College of Florida is among the victims of the Blackbaud ransomware attack.https://www.bbc.com/news/technology-53528338United States of AmericaUndetermined

West Virginia University is among the victims of the Blackbaud ransomware attack.https://www.bbc.com/news/technology-53528337United States of AmericaUndetermined

Middlebury College is among the victims of the Blackbaud ransomware attack.https://www.bbc.com/news/technology-53528336United States of AmericaUndetermined

University College, Oxford is among the victims of the Blackbaud ransomware attack.https://www.bbc.com/news/technology-53528335United Kingdom of Great Britain and Northern IrelandUndetermined

The University of London is among the victims of the Blackbaud ransomware attack.https://www.bbc.com/news/technology-53528334United Kingdom of Great Britain and Northern IrelandUndetermined

Loughborough University is among the victims of the Blackbaud ransomware attack.https://www.bbc.com/news/technology-53528333United Kingdom of Great Britain and Northern IrelandUndetermined

Oxford Brookes University is among the victims of the Blackbaud ransomware attack.https://www.bbc.com/news/technology-53528332United Kingdom of Great Britain and Northern IrelandUndetermined

The University of Exeter is among the victims of the Blackbaud ransomware attack.https://www.bbc.com/news/technology-53528331United Kingdom of Great Britain and Northern IrelandUndetermined

The University of Strathclyde is among the victims of the Blackbaud ransomware attack.https://www.bbc.com/news/technology-53528330United Kingdom of Great Britain and Northern IrelandUndetermined

De Montfort University is among the victims of the Blackbaud ransomware attack.https://www.bbc.com/news/technology-53528329United Kingdom of Great Britain and Northern IrelandUndetermined

King's College London is among the victims of the Blackbaud ransomware attack.https://www.getsurrey.co.uk/news/surrey-news/data-breach-following-cyber-attack-18991055United Kingdom of Great Britain and Northern IrelandUndetermined

The University of Reading is among the victims of the Blackbaud ransomware attack.https://www.getsurrey.co.uk/news/surrey-news/data-breach-following-cyber-attack-18991055United Kingdom of Great Britain and Northern IrelandUndetermined

Newcastle University is among the victims of the Blackbaud ransomware attack.https://www.getsurrey.co.uk/news/surrey-news/data-breach-following-cyber-attack-18991055United Kingdom of Great Britain and Northern IrelandUndetermined

The University of Birmingham is among the victims of the Blackbaud ransomware attack.https://www.getsurrey.co.uk/news/surrey-news/data-breach-following-cyber-attack-18991055United Kingdom of Great Britain and Northern IrelandUndetermined

The University of Leeds is among the victims of the Blackbaud ransomware attack.https://www.getsurrey.co.uk/news/surrey-news/data-breach-following-cyber-attack-18991055United Kingdom of Great Britain and Northern IrelandUndetermined

The University of South Wales is among the victims of the Blackbaud ransomware attack.https://www.getsurrey.co.uk/news/surrey-news/data-breach-following-cyber-attack-18991055United Kingdom of Great Britain and Northern IrelandUndetermined

The University of York is among the victims of the Blackbaud ransomware attack.https://www.getsurrey.co.uk/news/surrey-news/data-breach-following-cyber-attack-18991055United Kingdom of Great Britain and Northern IrelandUndetermined

Researchers from Kaspersky reveal details on a COVID-19-themed campaign, carried out by the North Korean actor Lazarus Group, and targeting a pharmaceutical company.https://www.bleepingcomputer.com/news/security/north-korean-state-hackers-breach-covid-19-research-entities/UndeterminedAfghanistan

Correio Angolense, an independent Angolan online news provider, is hit with a DDoS attack after reporting that the president's chief of staff had embezzled public funds.https://www.infosecurity-magazine.com/news/cyberattacks-on-angolan-journalists/Angola Undetermined

Transport Malta is hit by a cyberattack.https://www.databreaches.net/transport-malta-hit-by-cyberattack-recovers-after-5-days/Malta Undetermined

The source code for Windows XP SP1 and other versions of the operating system is leaked online.https://www.bleepingcomputer.com/news/microsoft/the-windows-xp-source-code-was-allegedly-leaked-online/United States of AmericaUndetermined

Nebraska Medicine confirmed that it was the victim of a cyberattack which caused significant downtime for its IT system.https://www.databreaches.net/nebraska-medicine-was-victim-of-cyber-attack/United States of AmericaUndetermined

Local authorities are investigating a data breach at home-grown e-commerce cashback platform ShopBack, after the firm made public an incident involving unauthorised access to customers' personal data.https://www.databreaches.net/singapore-shopback-reddoorz-report-breaches/Singapore Undetermined

The Singapore-headquartered cryptocurrency exchange KuCoin said that it detected large withdrawals of bitcoin and ethereum from its hot wallets.https://www.zdnet.com/article/kucoin-cryptocurrency-exchange-hacked-for-150-million/Singapore Undetermined

Montgomery County's government networks were taken down over the weekend during a "data security incident".https://www.databreaches.net/tn-data-security-incident-shuts-down-montgomery-countys-computer-network/United States of AmericaUndetermined

The names and Social Security numbers of about 9,800 Syracuse University students, alumni and applicants have been exposed after someone gained unauthorized access to an employee's email account.https://www.databreaches.net/ny-syracuse-university-email-hack-compromises-personal-info-of-9800/United States of AmericaUndetermined

The Egregor ransomware gang has attacked Dyras Dental.https://www.databreaches.net/egregor-threat-actors-pose-risk-to-medical-and-dental-entities/United States of AmericaUndetermined

Immigration law firm Fragomen, Del Rey, Bernsen & Loewy, LLP has disclosed a data breach. The security breach exposed current and former Google employees' personal information after an unauthorized third party gained access to a single file containing personal information relating to I-9 employment verification services.https://securityaffairs.co/wordpress/110054/data-breach/fragomen-data-breach.htmlUnited States of AmericaUndetermined

Sam's Club has been notifying customers that may have been victims of credential stuffing and phishing attacks in mid-September.https://www.bleepingcomputer.com/news/security/sams-club-customer-accounts-hacked-in-credential-stuffing-attacks/United States of AmericaUndetermined

Mr Bricolage is hit with a ransomware attack.https://lexpansion.lexpress.fr/high-tech/mr-bricolage-victime-d-un-rancongiciel_2135452.htmlFrance Undetermined

Scouts Victoria warns about a phishing incident that occurred in late July and early August.https://www.zdnet.com/article/scouts-victoria-phished-for-data-treasure-trove-including-tfns-and-bank-account-history/Australia Undetermined

A hacker has gained access and exfiltrated data from a federal agency, the Cybersecurity and Infrastructure Security Agency (CISA) said on Thursday. The name of the hacked federal agency, the date of the intrusion, or any details about the intruder, such as an industry codename or state affiliation, were not disclosed.https://www.engadget.com/russia-fancy-bear-reportedly-hacked-us-agency-213304085.htmlUnited States of AmericaRussian Federation

A powerful cyberattack has targeted Hungarian banking institutions. OTP Bank is one of the victims.https://www.reuters.com/article/us-hungary-cyber/hungary-hit-by-large-cyber-attack-from-asia-magyar-telekom-idUSKBN26H0CB?il=0Hungary Undetermined

A powerful cyberattack has targeted Hungarian telecommunication company Magyar Telekom.https://www.reuters.com/article/us-hungary-cyber/hungary-hit-by-large-cyber-attack-from-asia-magyar-telekom-idUSKBN26H0CB?il=0Hungary Undetermined

Russian hackers used compromised credentials to install malware and ultimately steal files from computers at an unnamed US agency.https://www.wired.com/story/russias-fancy-bear-hack-us-federal-agency/United States of AmericaRussian Federation

Sandhills Medical Foundation, Inc. ("Sandhills") uses an outside vendor to provide electronic data storage for some of its scheduling, billing, and reporting systems.  On January 8, 2021, the vendor informed Sandhills that the vendor experienced a ransomware attack that affected Sandhills' systems and the data stored in them. https://www.databreaches.net/sc-sandhills-medical-foundation-notifies-patients-of-vendor-breach/United States of AmericaUndetermined

Trinity Health notifies donors and certain patients to be among the victims of the Blackbaud ransomware attack.https://www.msn.com/en-us/news/us/parent-company-to-mercy-health-and-st-joe-e2-80-99s-systems-sends-data-breach-letter-to-clients/ar-BB19k2t2United States of AmericaUndetermined

Golden Gate Regional Center (GGRC) reveals to have been hit by a ransomware attack on September 23.https://www.databreaches.net/attacked-by-ransomware-golden-gate-regional-center-continues-providing-services-to-developmentally-disabled-clients/United States of AmericaRussian Federation

The Lake George Land Conservancy is in the process of upgrading its servers after experiencing a ransomware attack last month. The organization announced the Sept. 23 security breach in a letter posted to its website Wednesday.https://www.databreaches.net/lake-george-land-conservancy-reports-they-recovered-from-a-ransomware-attack-by-use-of-a-backup-no-ransom-paid/United States of AmericaUndetermined

A cyberattack takes down the website of the Ukraine National Police website.https://www.hackread.com/ukraine-national-police-website-shuts-down-hacker-intrusion/Ukraine Undetermined

GEFCO Logistics is hit with a Egregor ransomware attack.https://threatpost.com/egregor-ransomware-mass-media-corporate-data/159816/France Undetermined

The religious group People of Praise has suffered a data breach ahead of Amy Coney Barrett's Supreme Court nomination.https://www.businessinsider.com/people-of-praise-hacked-amy-coney-barrett-supreme-court-nomination-2020-9United States of AmericaUndetermined

Tyler Technologies, a leading government technology services provider has suffered a ransomware attack.https://www.databreaches.net/government-software-provider-tyler-technologies-appears-to-have-been-hit-by-ransomexx-ransomware-report/United States of AmericaUndetermined

A mix of social engineering, SIM-swapping, and the use of AnyDesk remote desktop software allows a scammer to empty the bank accounts of at least three victims, stealing the equivalent of $350,000.https://www.bleepingcomputer.com/news/security/scammers-drain-bank-accounts-using-anydesk-and-sim-swapping/Hungary Undetermined

Stony Brook University Hospital joins the list of the victims of the Blackbaud ransomware attack.https://www.databreaches.net/blackbaud-data-breach-non-profit-foundations-part-one/United States of AmericaUndetermined

A trove of leaked documents from the US Financial Crimes Enforcement Network (FinCEN) shows that global financial institutions have largely failed to prevent mass money laundering.https://www.infosecurity-magazine.com/news/fincen-leak-2-trillion-money/United States of AmericaUndetermined



Shopify Inc. is working with the FBI after two "rogue members" of its support team engaged in a scheme to illegitimately obtain customer transactional records of some merchants.https://www.databreaches.net/shopify-says-two-rogue-employees-involved-in-data-breach-to-obtain-customer-records/Canada Undetermined

Eyewear and eyecare giant Luxottica has suffered a ransomware attack that has led to the shutdown of operations in China and Italy.https://www.bleepingcomputer.com/news/security/ray-ban-owner-luxottica-confirms-ransomware-attack-work-disrupted/Italy Undetermined

Northern Light Health A.R. Gould Hospital notifies patients that it has been hit by the Blackbaud breach.https://www.msn.com/en-us/health/medical/northern-light-health-reports-cyber-breach/ar-BB19gUlhUnited States of AmericaUndetermined

Hackers compromise Virgin Mobile's office network in Saudi Arabia, gained access to its email system and an Active Directory domain controller and offered stolen data for sale on private dark web forums.https://www.databreachtoday.com/exclusive-hackers-hit-virgin-mobile-in-saudi-arabia-a-15018Saudi ArabiaUndetermined

St. Clair County is the victim of a cyberattack, but no data appears to have been stolen.https://www.databreaches.net/al-st-clair-county-is-latest-victim-of-cyberattack/United States of AmericaUndetermined

IPG Photonics, a leading U.S. developer of fiber lasers for cutting, welding, medical use, and laser weaponry has suffered a ransomware attack that is disrupting their operations.https://www.databreaches.net/leading-u-s-laser-developer-ipg-photonics-hit-with-ransomware/United States of AmericaUndetermined

The Australian Federal Police (AFP) on Monday announced the sentencing of a 34-year old man from Sydney for using Commonwealth Scientific and Industrial Research Organisation (CSIRO) equipment to carry out cryptocurrency mining.https://www.zdnet.com/article/sydney-man-sentenced-for-mining-over-au9000-of-crypocurrency-on-csiro-kit/Australia Australia

Montefiore Medical CenterÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â '''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â alerted patientsÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â '''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â that a former employee had recently stolen personal information from roughly 4,000 patient records, which led Montefiore to terminate the employee upon learning of the security breach and potential identity theft.https://www.databreaches.net/montefiore-employee-terminated-after-data-breach-affected-up-to-4000-patient-records/United States of AmericaUndetermined

Saint Alphonsus Hospital system says some patient and donor information may have been compromised in the Blackbaud ransomware attack.https://idahonews.com/news/local/trinity-health-announces-data-breach-involving-patient-informationUnited States of AmericaUndetermined

AÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â '''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â ransomware attack has targeted eResearch Tecnology, a Philadelphia company that develops software for clinical trials, including the crash effort to develop rapid coronavirus tests, treatment, and the vaccine.https://www.infosecurity-magazine.com/news/ransomware-disrupts-covid19/United States of AmericaUndetermined

The Cache Creek Casino Resort is shut down by a cyber attack.https://www.databreaches.net/northern-california-casino-shut-down-by-external-computer-attack/United States of AmericaUndetermined

According to reports, more than 500,000 Activision accounts may have been hacked with login data compromised. However the company denies any compromise.https://www.forbes.com/sites/daveywinder/2020/09/21/activision-accounts-hacked-500000-call-of-duty-players-could-be-affected-report/?sh=73105bd07bbeUnited States of AmericaUndetermined

Lawrence General Hospital suffers a disruptive cybersecurity incident that creates a 36-hours disruption.https://www.govtech.com/security/Massachusetts-Hospital-Investigates-Data-Security-Incident.htmlUnited States of AmericaUndetermined

Geisinger Berwick is notifying more than 700 patients whose patients' records were accessed without justification by a now-former employee.https://www.databreaches.net/pa-geisinger-berwick-notifying-hundreds-of-patients-after-firing-employee-for-improper-access-to-records/United States of AmericaUndetermined

Maze attacked the National Highway Authority of India in August which resulted in a complete shutdown of the systems for nearly 48 hours.https://cio.economictimes.indiatimes.com/news/digital-security/cyber-security-breach-at-national-informatics-centre-malware-attack-traced-to-bengaluru/78202086India Undetermined

A malware attack on 100 computers of the National Informatics Centre is reported.https://cio.economictimes.indiatimes.com/news/digital-security/cyber-security-breach-at-national-informatics-centre-malware-attack-traced-to-bengaluru/78202086India Undetermined

A group of hackers has leaked the names and personal details of more than 1,000 high-ranking Belarusian police officers in response to violent police crackdowns against anti-government demonstrations.https://www.zdnet.com/article/hackers-leak-details-of-1000-high-ranking-belarus-police-officers/Belarus Undetermined

The Ball State University is also hit by the Blackbaud ransomware attack.https://www.databreaches.net/blackbaud-data-breach-non-profit-foundations-part-one/United States of AmericaUndetermined

Gillette Children's Specialty Healthcare reveals to have been hit by the Blackbaud ransomware attack.https://www.securityweek.com/health-care-patient-donor-data-may-have-been-breachedUnited States of AmericaUndetermined

Regions Hospital reveals to have been hit by the Blackbaud ransomware attack.https://www.securityweek.com/health-care-patient-donor-data-may-have-been-breachedUnited States of AmericaUndetermined

Allina Health reveals to have been hit by the Blackbaud ransomware attack.https://www.securityweek.com/health-care-patient-donor-data-may-have-been-breachedUnited States of AmericaUndetermined

Children's Minnesota reveals to have been hit by the Blackbaud ransomware attack.https://www.securityweek.com/health-care-patient-donor-data-may-have-been-breachedUnited States of AmericaUndetermined

Dental Care Alliance is notifying more than a million patients that their data may have been exposed during a cyberattack.https://www.infosecurity-magazine.com/news/1m-us-dental-patients-impacted-by/United States of AmericaUndetermined

Konikoff Dental Associates Harbour View released a statement on its website warning patients of a possible data breach. The statement says the dentistry became aware of the incident on October 11 and it may affect the security of personal information for some patients and employees.https://www.databreaches.net/va-konikoff-dental-associates-notifies-patients-and-employees-of-possible-data-breach/United States of AmericaUndetermined

Computers of the Indian Ministry of Electronics and Information Technology are reportedly compromised after a suspected malware attack.https://www.indiatoday.in/india/story/malware-targets-100-govt-computers-in-major-breach-mail-came-from-bengaluru-it-firm-1723010-2020-09-18India Undetermined

The city of Carmel is investigating a hacking incident of its website.https://www.databreaches.net/update-city-of-carmel-website-remains-down-after-hacking-incident/United States of AmericaUndetermined

A 13-year-old Benjamin Franklin Middle School student was arrested and faces a felony charge of hacking into Valparaiso Community Schools' computer system in the wake of ongoing disruptions in online learning.https://www.databreaches.net/13-year-old-student-nabbed-in-cyber-attacks-on-valpo-schools-police-say/United States of AmericaUnited States of America

New York Foundation for Senior Citizens? is hit by the Conti ransomware.https://www.databreaches.net/wp-content/uploads/Without_Undue_Delay.pdfUnited States of AmericaRussian Federation

Scammers copy the Facebook fan page of the Taiwanese supermaket chain PXMart, with the aim of "doing something nasty to those who fell for the scam".https://www.theregister.com/2020/09/17/taiwans_cert_analsyes_covid_hacks/Taiwan (Province of China)Undetermined

Melbourne-based global derivatives broker Pepperstone is hit by cybercriminals for a second time this year with the personal data of an as-yet-unknown number of customers compromised.https://www.afr.com/companies/financial-services/pepperstone-hit-in-sophisticated-and-multifaceted-cyber-attack-20200916-p55w3rAustralia Undetermined

Jekyll IslandÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â '''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â Authority fell victim last week to a ransomware attack that has since been mostly addressed.https://www.databreaches.net/ga-jekyll-island-authority-computer-system-infiltrated-in-ransomware-attack/United States of AmericaUndetermined

Floral Park-Bellerose school district officials announced that the district's computer system had been infected with a ransomware.https://www.databreaches.net/ny-floral-park-bellerose-school-district-hit-with-ransomware-attack/United States of AmericaUndetermined

Higginbotham Family Dental is hit by the Conti ransomware.https://www.databreaches.net/wp-content/uploads/Without_Undue_Delay.pdfUnited States of AmericaRussian Federation

West County School District announced on Friday that, although it had experienced a possible data breach between Oct. 6 and Nov. 20 last year, to date it's had no reports from anyone affected by that unauthorized access of information on a computer server used for summer school.https://www.databreaches.net/west-county-provides-notice-of-data-breach-last-year-no-identity-theft-reported-so-far/United States of AmericaUndetermined

University Hospital New Jersey (UHNJ) has suffered a massive data leak with over 48,000 documents floating on the dark web after a ransomware attack.https://www.bleepingcomputer.com/news/security/university-hospital-new-jersey-hit-by-suncrypt-ransomware-data-leaked/United States of AmericaUndetermined

Administrators with theÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â '''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â Skidmore-Tynan Independent School DistrictÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â '''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â reported they have reached out to the Federal Bureau of Investigation following a cyberattack.https://www.databreaches.net/tx-school-district-reaches-out-to-fbi-following-cyberattack/United States of AmericaUndetermined

LSU Health New Orleans Health Care Services Division said it became aware of a cyber intrusion into an employee's electronic mailbox. Email messages or attachments contained limited information about patients who received care at Lallie Kemp Regional Medical Center in Independence; Leonard J. Chabert Medical Center in Houma; W. O. Moss Regional Medical Center in Lake Charles; and the former Earl K. Long Medical Center in Baton Rouge; Bogalusa Medical Center in Bogalusa; University Medical Center in Lafayette; and Interim LSU Hospital in New Orleans.https://www.infosecurity-magazine.com/news/louisiana-hospitals-report-data/United States of AmericaUndetermined

LockBit announces its entry into the ransomware "big leagues" by launching its own blog and publishing a database from Yaskawa Electric.https://geminiadvisory.io/lockbit-launches-ransomware-blog/Japan Undetermined

LockBit announces its entry into the ransomware "big leagues" by launching its own blog and publishing a database from Overseas Express Shipping Company.https://geminiadvisory.io/lockbit-launches-ransomware-blog/Croatia Undetermined

The St. Bonaventure University is also hit by the Blackbaud ransomware attack.https://www.databreaches.net/blackbaud-data-breach-non-profit-foundations-part-one/United States of AmericaUndetermined

The Christ Hospital Health Network notifies its patients of the Blackbaud ransomware security incident.https://www.prnewswire.com/news-releases/the-christ-hospital-health-network-notifies-patients-of-blackbaud-security-incident-301130375.html#:~:text=On%20July%2016%2C%202020%2C%20Blackbaud,the%20data%20was%20permanently%20destroyed.United States of AmericaUndetermined

US Fertility, the largest fertility clinic operator in the US, has been hit by ransomware and had its data stolen in the attack.https://www.bleepingcomputer.com/news/security/ransomware-hits-largest-us-fertility-network-patient-data-stolen/United States of AmericaUndetermined

An Atlanta court hearing on election security was Zoombombed with porn, swastikas and images of the 9/11 attacks.https://www.theregister.com/2020/09/14/court_hearing_on_election_security/United States of AmericaUndetermined

The Fourth District Court of Louisiana is hit with a Conti ransomware attack.https://www.darkreading.com/attacks-breaches/ransomware-hits-us-district-court-in-louisiana/d/d-id/1338899United States of AmericaRussian Federation

Encrypted email service Tutanota continues to be hit by DDoS attacks.https://tutanota.com/blog/posts/ddos-attack-update/Germany Undetermined

VeiligheidsregioÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â '''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â Noord- en Oost-Gelderland (VNOG) was infected by ransomware over the weekend. The attack left the internal systems damaged. Some functionality is limited or not working at all.https://www.databreaches.net/gelderland-security-region-hit-in-ransomware-attack/NetherlandsUndetermined

TheÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â '''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â personal information of around 46,000 veterans was exposed during a hack, the US Department of Veterans Affairs said Monday. One of the online apps for the VA Financial Services Center "was accessed by unauthorized users" who diverted payments that were meant to go to health care providers for veterans' medical treatment.https://www.zdnet.com/article/department-of-veteran-affairs-discloses-breach-impacting-46000-veterans/United States of AmericaUndetermined

The Newhall School District was forced to cancel online classes after being hit with a ransomware attack.https://losangeles.cbslocal.com/2020/09/15/newhall-school-district-cancels-classes-tuesday-after-ransomware-attack/United States of AmericaUndetermined

The Pysa ransomware operators add Assured Imaging to the list of their victims.https://www.databreaches.net/wp-content/uploads/Without_Undue_Delay.pdfUnited States of AmericaUndetermined

Brooklyn Defender Services has identified a data breach in which an unauthorized third-party gained access to some employees' email accounts.https://www.databreaches.net/brooklyn-defender-services-identifies-and-addresses-data-security-incident/United States of AmericaUndetermined

Guilford Technical Community College is hit with ransomware.https://www.databreaches.net/nc-guilford-technical-community-college-hit-with-ransomware/United States of AmericaRussian Federation

Roper St. Francis is notifying 93,000 patients about a breach involving their protected health information in the aftermath of the Blackbaud hack.https://www.live5news.com/2020/09/08/roepr-st-francis-sends-data-security-breach-warning-almost-k-patients/United States of AmericaUndetermined

AspenPointe,ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â '''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â a Colorado provider of outpatient and inpatient crisis, mental health, substance abuse, and behavioral services suffered a data breach in September that involved the exfiltration of certain information including name, date of birth, Social Security number, driver's license number, and/or bank account information.https://www.databreaches.net/colorado-mental-health-services-provider-reveals-september-attack-impacted-hundreds-of-thousands-of-clients-and-employees/United States of AmericaUndetermined

CU Collecions was the victim of a cyber attack, enabling unauthorized parties to access personal information and financial information.https://www.databreaches.net/cu-collections-notifies-customers-of-data-security-incident/United States of AmericaUndetermined

Artech Information Systems, one of the largest US IT staffing companies, has disclosed a data breach caused by a ransomware attack that affected some of its systems during early January 2020.https://www.databreaches.net/us-staffing-firm-artech-discloses-ransomware-attack-data-breach/United States of AmericaRussian Federation



Malsmoke places malvertising on the adult site xHamster as part of a broader malvertising campaign across adult ad networks.https://www.zdnet.com/article/porn-site-users-targeted-with-malicious-ads-redirecting-to-exploit-kits-malware/UndeterminedUndetermined

Enloe Medical Center is another organization affected by the Blackbaud hack.https://www.databreaches.net/ca-enloe-medical-center-also-notifying-patients-after-blackbaud-ransomware-incident/United States of AmericaUndetermined

Nuvance Health is also hit by the Blackbaud ransomware attack.https://www.msn.com/en-us/news/us/nuvance-health-announces-third-party-data-breach/ar-BB18WD2eUnited States of AmericaUndetermined

Hackers have hacked the computer system data of the Karachi Police Office Media Cell and demanded a ransom.https://www.bleepingcomputer.com/news/security/the-week-in-ransomware-september-11th-2020-a-barrage-of-attacks/Pakistan Undetermined

Unknown users are disrupting virtual classrooms in Chesterfield County public schools.https://www.databreaches.net/chesterfield-county-public-schools-battles-hackers-as-school-year-begins/United States of AmericaUndetermined

Secure Data Technologies, Inc. sued a former employee for hacking the company's emai system and removing confidential and proprietary information.https://lawstreetmedia.com/tech/secure-data-tech-sues-ex-employee-for-breach-of-contract/United States of AmericaUndetermined

The threat actors known as "Conti" have claimed that they are responsible for the attack on Millstone Township School District. That claim was made on Conti's dark web leak site on September 11.https://www.databreaches.net/school-districts-in-new-jersey-and-california-join-the-list-of-ransomware-victims/United States of AmericaRussian Federation

There was nothing on the homepage of Fairfax County Public Schools in Virginia that would indicate any cyberattack or problem, butÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â '''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â the ransomware threat actors known as Maze hadÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â '''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â listed the FCPS on its leak site this week and provided some files as proof of access/acquisition.https://www.databreaches.net/fairfax-county-public-schools-confirms-it-was-a-victim-of-cyberattack/United States of AmericaUndetermined

Data center and colocation giant Equinix has been hit with a Netwalker ransomware attack where threat actors are demanding $4.5 millionÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â '''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â for a decryptor and to prevent the release of stolen data.https://www.bleepingcomputer.com/news/security/equinix-data-center-giant-hit-by-netwalker-ransomware-45m-ransom/United States of AmericaUndetermined

NorthShore University HealthSystem said the personal information of about 348,000 people may have been exposed as a result of the Blackbaud hack.https://www.databreaches.net/northshore-health-system-reports-348000-affected-by-blackbaud-breach/United States of AmericaUndetermined

SCL Health joins the list of the victims of the Blackbaud ransomware attack.https://billingsgazette.com/news/local/medical-group-announces-data-breach-of-patient-information-at-montana-hospitals/article_6ab38cde-0fe6-5048-be6f-e97c68ff3677.htmlUnited States of AmericaUndetermined

The California Employment Development Department reveals that cyber criminals have been collecting credentials from breaches worldwide to fraudulently collect California unemployment benefits.https://www.mercurynews.com/2020/09/10/crooks-data-breach-name-edd-fraud-unemployment-job-economy-tech/United States of AmericaUndetermined

Bitcoin, Ether, ALGO, Ripple, Tezos, and TRON assets are stolen from ETERBASE, a Slovak-based cryptocurrency exchange, totalling some $5.4 million.https://www.zdnet.com/article/slovak-cryptocurrency-exchange-eterbase-discloses-5-4-million-hack/Slovakia Undetermined

SegurCaixa Adeslas has activated its contigency plan after suffering a ransomware attack.https://www.databreaches.net/segurcaixa-adeslas-activates-its-contingency-plan-due-to-a-ransomware-attack/Spain Undetermined

German authorities say a hacker attack caused the failure of IT systems at a major hospital in DÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¼sseldorf and a woman who needed urgent admission died after she had to be taken to another city for treatment.https://www.databreaches.net/did-ransomware-threat-actors-hit-a-german-medical-clinic-by-mistake-either-way-someone-died-as-a-result/Germany Undetermined

SKDK, a campaign advisory firm working closely with Joe Biden's campaign is believed to have been targeted by Russian state-backed hackers.https://www.reuters.com/article/us-usa-election-cyber-biden-exclusive/exclusive-russian-state-hackers-suspected-in-targeting-biden-campaign-firm-sources-idUSKBN2610I4United States of AmericaUndetermined

After one day of classes, the Somerset Hills School District closed down the schools on Tuesday because it said there was an "unexpected network disruption." The disruption was later revealed to be ransomware.https://www.nj.com/education/2020/09/school-district-had-to-shut-down-in-person-classes-because-of-ransomware-attack-superintendent-says.htmlUnited States of AmericaUndetermined

Strontium has targeted The German Marshall Fund of the United States, among other think-tanks, as part of a phishing campaign ahead of the 2020 election.https://blogs.microsoft.com/on-the-issues/2020/09/10/cyberattacks-us-elections-trump-biden/United States of AmericaRussian Federation

The Philippines National Bureau of Investigation has arrested four Nigerian nationals for alleged involvement in a syndicate that hacks and siphons funds from banks. The fraudsters' were found after hacking into a Philippine banks and transferring P100 million to a different account.https://www.databreaches.net/philippines-police-nab-four-nigerians-for-allegedly-hacking-siphoning-funds-from-bank/PhilippinesPhilippines

Guthrie Clinic is hit by the Blackbaud data breach and 92,064 patients are affected.https://www.dataguidance.com/news/usa-guthrie-clinic-notifies-ocr-health-data-breach-92064-patients-affectedUnited States of AmericaUndetermined

Inova Health Systems notifies customers that it was hit by the ransomware attack through Blackbaud.https://www.darkreading.com/attacks-breaches/inova-suffers-third-party-data-breach/d/d-id/1338872United States of AmericaUndetermined

Toledo Public Schools also experience a security breach where a hacker got ahold of a classroom passcode and broke in to post racially and sexually offensive comments.https://www.13abc.com/2020/10/16/i-team-investigation-major-tps-data-breach-exposes-personal-information-of-students-staff/United States of AmericaUndetermined

The Twitter account of China's Ambassador to the UK, Liu Xiaoming,is hacked.https://www.theregister.com/2020/09/10/uk_china_ambassador_twitter_hack/China Undetermined

A hacker was able to access a virtual classroom at Trinity West Elementary School and introduce offensive comments.https://www.databreaches.net/trinity-area-school-district-police-investigating-after-security-breaches-during-virtual-classrooms/United States of AmericaUndetermined

The Fort Dodge Community School District is the victim of a cyberattack.https://www.databreaches.net/ia-fort-dodge-community-school-district-to-reopen-after-cyberattack/United States of AmericaUndetermined

The Central Bank of Seychelles (CBS) has been informed of a ransomware attack on the network of the Development Bank of Seychelles (DBS). The incident was communicated to CBS on Wednesday 9 September 2020.https://www.bleepingcomputer.com/news/security/development-bank-of-seychelles-hit-by-ransomware-attack/SeychellesUndetermined

TheÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â '''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â College of Nurses of Ontario has been dealing with a "cyber security incident" that may have compromised the personal information of its almost 200,000 members. The name of the college and some of its information appears on a website associated with ransomware attacks.https://www.infosecurity-magazine.com/news/netwalker-goes-after-nurses-data/Canada Undetermined

Northwestern Memorial HealthCare has notified the U.S. Department of Health and Human Services about a data breach, which the provider says was initiated via one of its vendors, Blackbaud.https://www.dotmed.com/news/story/52431United States of AmericaUndetermined

Toledo Public Schools experienced an apparent DDoS attack at the beginning of September.https://www.infosecurity-magazine.com/news/major-data-breach-at-ohio-school/United States of AmericaUndetermined

Officials from the city of Hartford, Connecticut, were forced to postpone the first day of the new school calendar year after aÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â '''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â ransomware infectionÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â '''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â impacted the city's IT network. The attack also impacted other city services.https://www.zdnet.com/article/city-of-hartford-postpones-first-day-of-school-after-ransomware-attack/United States of AmericaUndetermined

The Pickens County School District said that the recent outages on school and student devices were caused by a DDoS attack on servers tasked with running Pickens County School District Online Services.https://www.databreaches.net/sc-pickens-county-school-district-internet-outage-caused-by-cyberattack-district-says/United States of AmericaUndetermined

Toledo Public Schools experienced a ransomware attack and the threat actors dumped TPS data a month later.https://www.databreaches.net/privacy-nightmare-for-toledo-public-schools-hackers-dumped-student-and-employee-data/United States of AmericaUndetermined

San Juan Regional Medical Center suffers an exploitive attack in which the personal and medical information of nearly 70,000 patients was stolen from servers.https://www.sanjuanregional.com/News/Default.aspx?PageIndex=1&sid=1&nid=334United States of AmericaUndetermined

K-Electric, Pakistan's largest power supplier, has suffered a Netwalker ransomware attack that led to the disruption of billing and online services.https://www.bleepingcomputer.com/news/security/netwalker-ransomware-hits-pakistans-largest-private-power-utility/Pakistan Undetermined

The Emotet malware has infected the computers on the network of the Parisian court system.https://www.zdnet.com/article/france-japan-new-zealand-warn-of-sudden-spike-in-emotet-attacks/France Undetermined

Perez Art Museum of Miami (PAMM) reveals to be among the victims of the Blackbaud ransomware attack.https://www.databreaches.net/blackbaud-data-breach-non-profit-foundations-part-one/United States of AmericaUndetermined

Adams County Memorial Hospital is hit by the Conti ransomware.https://www.databreaches.net/wp-content/uploads/Without_Undue_Delay.pdfUnited States of AmericaRussian Federation

BancoEstado, one of Chile's three biggest banks, was forced to shut down all branches following aÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â '''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â ransomware attack.https://www.zdnet.com/article/chilean-bank-shuts-down-all-branches-following-ransomware-attack/Chile Russian Federation

The director of Saraburi Hospital confirmed the hospital computer system had been attacked with ransomware, but said no demand for money was received.https://www.databreaches.net/ransomware-attack-on-saraburi-hospital/Thailand Undetermined

Israeli chip manufacturer Tower SemiconductorsÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â '''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â TSEM.TAÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â '''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â said on Sunday some of its systems were hit by a cyber attack and as a result it was putting on hold some servers and manufacturing operations.https://www.calcalistech.com/ctech/articles/0,7340,L-3848490,00.htmlIsrael Undetermined

Cygilant, a threat detection cybersecurity company, confirms a ransomware attack.https://techcrunch.com/2020/09/03/cygilant-ransomware/United States of AmericaUndetermined

The personal information from donors to the University of Missouri's four campuses was stolen during the Blackbaud data breach.https://www.govtech.com/security/University-of-Missouri-Donors-Alerted-to-Data-Breach.htmlUnited States of AmericaUndetermined

The University Tor Vergata in Rome is hit with a ransomware attack.https://roma.repubblica.it/cronaca/2020/09/09/news/roma_attacco_hacker_a_tor_vergata_colpite_le_ricerche_sul_covid_si_blocca_anche_la_didattica_a_distanza-266680697/Italy Undetermined

The Essex Region Conservation Authority (ERCA) loses $300,000 to a phishing scam.https://www.cbc.ca/news/canada/windsor/fraud-essex-region-conservation-authority-phishing-scam-1.5712797Canada Undetermined

An Australian homebuyer, Steve Fisher, had a $90,000 house payment intercepted by hackers and transferred to a different account.https://www.databreaches.net/au-hackers-foiled-in-attempt-to-steal-90000-from-church-abuse-survivor-in-email-compromise-scam/Australia Undetermined

Newcastle University is attacked by the DoppelPaymer ransomware operators.https://www.databreaches.net/uk-hackers-hold-newcastle-uni-student-data-to-ransom/United Kingdom of Great Britain and Northern IrelandRussian Federation

In an attempt to refute the claims that they were behind the PAyTM hacks, "John Wick' hacked the TV channle CNN-News 18 to spread a message claiming their innocence.https://www.bleepingcomputer.com/news/security/cnn-news18-allegedly-hacked-to-deny-paytm-hack-claims/India Afghanistan

Planned Parenthood of Metropolitan Washington, D.C., on Friday reveals it had a breach of patient information last fall.https://www.databreaches.net/without-undue-delay-saturday-edition-d-c-s-planned-parenthood-reports-data-was-breached-last-fall/United States of AmericaUndetermined

Maynooth University is another victim of the Blackbaud hack.https://www.thejournal.ie/maynooth-university-cyber-attack-blackboard-random-paid-5194864-Sep2020/Ireland Undetermined

Warner Music Group fell victim to a Magecart attack between April 25 and August 5 of this year.https://www.zdnet.com/article/warner-music-discloses-months-long-web-skimming-incident/United States of AmericaUndetermined

A hacker has accessed an Oregon State University Ecampus server that contained student and faculty directory information such as email addresses, phone numbers and mailing addresses. No social security numbers were compromised in the incident.https://www.databreaches.net/oregon-state-university-reports-it-security-incident/United States of AmericaUndetermined

The Twitter account of Indian Prime Minister Narendra Modi has been hijacked to spread a cryptocurrency scam. The hackers also put out a message refuting the allegations that they hacked PayTM.https://hotforsecurity.bitdefender.com/blog/hackers-hijack-indian-pm-narendra-modi-twitter-account-24051.htmlIndia Undetermined

Petco Health and Wellness Company subsidiary PupBox, Inc. was victim of a data breach that resulted in the exposure of payment card information of tens of thousands of customers. https://www.infosecurity-magazine.com/news/law-firm-investigating-pupbox-data/United States of AmericaUndetermined

Giant office retail company Staples informed some of its customers that data related to their orders has been accessed without authorization.https://www.bleepingcomputer.com/news/security/staples-discloses-data-breach-exposing-customer-info/United States of AmericaUndetermined

A 19-year-old man is charged with making a bomb threat against the University of Houston over Zoom.https://www.justice.gov/usao-sdtx/pr/local-man-charged-making-threat-during-university-zoom-lectureUnited States of AmericaUndetermined



Timberline Billing Services, Inc., which provides Medicaid billing and reimbursement services to more than 190 schools in Iowa, has reported a ransomware attack in which the attacker was able to encrypt and exfiltrate information on its networks.https://www.databreaches.net/ia-ocsd-kcsd-report-data-security-breach-of-student-info-at-medicaid-billing-service/United States of AmericaUndetermined

The Meteorological Service of New Zealand (Metservice) is hit with a DDoS attack.https://www.rnz.co.nz/news/national/425016/metservice-site-down-a-day-after-cyber-attackNew ZealandUndetermined

Google has removed an Android app from the Play Store that was used to collect personal information from Belarusians attending anti-government protests.https://www.zdnet.com/article/google-removes-android-app-that-was-used-to-spy-on-belarusian-protesters/Belarus Undetermined

The Roswell Park Alliance Foundation is hit by the Blackbaud breach.https://buffalonews.com/news/local/local-hospitals-disclose-data-breach-blamed-on-national-software-company/article_61c999de-ed1e-11ea-995b-0799a158eae0.htmlUnited States of AmericaUndetermined

Catholic Health joins the list of the entities hit with the Blackbaud breach.https://buffalonews.com/news/local/local-hospitals-disclose-data-breach-blamed-on-national-software-company/article_61c999de-ed1e-11ea-995b-0799a158eae0.htmlUnited States of AmericaUndetermined

Four Winds Hospital in Katonah, New York has revealed that it was attacked by ransomware in September.https://www.databreaches.net/ny-four-winds-hospital-reveals-september-ransomware-attack/United States of AmericaUndetermined

Unidentified hackers successfully infiltrate and delete the entire database of Bykea, a Pakistan-based vehicle for hire and delivery company.https://www.hackread.com/hackers-delete-bykea-database-evades-data-loss-backups/Pakistan Undetermined

Mansfield City Schools in Ohio are apparently hit by ransomware, but personal data was not exposed.https://www.databreaches.net/oh-mansfield-city-schools-no-personal-data-compromised-during-cyber-attack/United States of AmericaUndetermined

The Georgian Ministry of Health is the victim of a cyberattack. According to the Ministry of Internal Affairs, the attack was executed on the territory of a neighboring country to steal data on the Russian nerve agent Novichok.https://www.ehackingnews.com/2020/09/hackers-broke-into-system-of-georgian.htmlGeorgia Undetermined

St. Louis County government's information technology staff took down the county website on Sept. 1 after discovering attacks on its server designed to take control of the site, the IT director said Monday. They were able to respond to the threat before the hackers could succeed.https://www.stltoday.com/news/local/govt-and-politics/hackers-tried-to-slip-trojan-viruses-into-st-louis-county-s-website-but-never-got/article_6a021642-0d7b-5f70-812e-125a67ff8b38.htmlUnited States of AmericaUndetermined

Ukrainian software developer and IT services provider SoftServe suffers a RansomExx ransomware attack.https://www.bleepingcomputer.com/news/security/softserve-hit-by-ransomware-windows-customization-tool-exploited/Ukraine Undetermined

The National Board of Certified Counselors is providing information about a security incident where its network was infiltrated by malware which prevented access to certain files. The threat actor who introduced the malware also acquired certain files.https://www.databreaches.net/national-board-of-certified-counselors-inc-notice-of-data-breach/United States of AmericaUndetermined

Galstan & Ward Family and Cosmetic Dentistry in Georgia is the victim of a ransomware attack. The hacker demanded a ransom over the phone.https://www.infosecurity-magazine.com/news/cyberattacks-on-three-us/United States of AmericaRussian Federation

Northumbria University is hit with what appears to be a ransomware attack.https://www.infosecurity-magazine.com/news/northumbria-uni-campus-closed/United Kingdom of Great Britain and Northern IrelandUndetermined

Anglicare Sydney has confirmed that it is being held to ransom over a large amount of potentially sensitive information that has been stolen from its computer system.https://www.abc.net.au/news/2020-09-19/anglicare-sydney-victim-of-cyber-security-breach-involving-data/12681510Australia Undetermined

The Medisys Health Group and its affiliate Copeman Healthcare say they paid an unspecified ransom to retrieve personal information for about 60,000 clients after detecting a security breach on Aug. 31.https://www.databreaches.net/ca-two-telus-health-medical-service-providers-pay-ransom-after-60k-client-files-accessed/Canada Undetermined

The Norwegian Parliament (Stortinget) has become the latest cyberattack victim, according to a statement released by administrative director Marianne Andreassen which states that the attackers targeted the Stortinget internal email systems. Norway has accused Russia of the hack.https://hotforsecurity.bitdefender.com/blog/cybercriminals-target-norwegian-parliament-email-accounts-of-elected-members-and-employees-compromised-24045.htmlNorway Russian Federation

Miami-Dade County Public Schools (M-DCPS) have suffered daily DDoS attacks since the start of the school year.https://hotforsecurity.bitdefender.com/blog/ddos-attacks-disrupt-miami-dade-public-schools-virtual-learning-classes-police-looking-for-culprits-24056.htmlUnited States of AmericaUndetermined

Defense supplierÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â '''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â PULAU CorporationÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â '''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â is notifying their employees about an intrusion and unauthorized access into parts of their network between June 11 and June 29.https://www.databreaches.net/pulau-corporation-notifies-employees-of-june-hack/United States of AmericaUndetermined

TheÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â '''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â American Payroll Association (APA) disclosed a data breach affecting members and customers after attackers successfully planted a web skimmer on the organization's website login and online store checkoutÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â '''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â pages.https://www.bleepingcomputer.com/news/security/american-payroll-association-discloses-credit-card-theft-incident/United States of AmericaUndetermined

PayTM Group suffers a breach after hackers from John Wick access its internal database.https://cybleinc.com/2020/08/30/paytm-mall-suffered-an-alleged-data-breach-data-hacked-ransom-demanded/India Undetermined

Researchers from Kela reveal that an undisclosed American Video Delivery Solutions Provider was hit with the REvil ransomware exploiting the CVE-2019-11510 vulnerability.https://ke-la.com/easy-way-in-5-ransomware-victims-had-their-pulse-secure-vpn-credentials-leaked/United States of AmericaRussian Federation

A user loses 1400 Bitcoin ($16 million worth) via a fake bitcoin wallet.https://www.hackread.com/fake-wallet-update-steals-bitcoin-from-electrum-user/UndeterminedUndetermined

Greenville Technical College claims to have recovered from a ransomware attack and that no personal data was affected. However, the hackers claim that they stole 600 GB of sensitive data.https://www.databreaches.net/greenville-technical-college-claims-no-personal-data-affected-by-ransomware-incident-threat-actors-claim-otherwise/United States of AmericaRussian Federation

Tweak.nl is one of more than a dozen European ISPs whose DNS infrastructure is the target of a DDoS attack. The attackers demanded a Bitcoin payment to stop the attack.https://www.zdnet.com/article/european-isps-report-mysterious-wave-of-ddos-attacks/NetherlandsUndetermined

Signet is one of more than a dozen European ISPs whose DNS infrastructure is the target of a DDoS attack. The attackers demanded a Bitcoin payment to stop the attack.https://www.zdnet.com/article/european-isps-report-mysterious-wave-of-ddos-attacks/NetherlandsUndetermined

Online.nl is one of more than a dozen European ISPs whose DNS infrastructure is the target of a DDoS attack. The attackers demanded a Bitcoin payment to stop the attack.https://www.zdnet.com/article/european-isps-report-mysterious-wave-of-ddos-attacks/NetherlandsUndetermined

FreedomNet is one of more than a dozen European ISPs whose DNS infrastructure is the target of a DDoS attack. The attackers demanded a Bitcoin payment to stop the attack.https://www.zdnet.com/article/european-isps-report-mysterious-wave-of-ddos-attacks/NetherlandsUndetermined

Delta is one of more than a dozen European ISPs whose DNS infrastructure is the target of a DDoS attack. The attackers demanded a Bitcoin payment to stop the attack.https://www.zdnet.com/article/european-isps-report-mysterious-wave-of-ddos-attacks/NetherlandsUndetermined

Caiway is one of more than a dozen European ISPs whose DNS infrastructure is the target of a DDoS attack. The attackers demanded a Bitcoin payment to stop the attack.https://www.zdnet.com/article/european-isps-report-mysterious-wave-of-ddos-attacks/NetherlandsUndetermined

SFR is one of more than a dozen European ISPs whose DNS infrastructure is the target of a DDoS attack.https://www.zdnet.com/article/european-isps-report-mysterious-wave-of-ddos-attacks/France Undetermined

K-net is one of more than a dozen European ISPs whose DNS infrastructure is the target of a DDoS attack.https://www.zdnet.com/article/european-isps-report-mysterious-wave-of-ddos-attacks/France Undetermined

FDN is one of more than a dozen European ISPs whose DNS infrastructure is the target of a DDoS attack.https://www.zdnet.com/article/european-isps-report-mysterious-wave-of-ddos-attacks/France Undetermined

EDP is one of more than a dozen European ISPs whose DNS infrastructure is the target of a DDoS attack.https://www.zdnet.com/article/european-isps-report-mysterious-wave-of-ddos-attacks/Belgium Undetermined
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Bouygues TÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â©lÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â©com is one of more than a dozen European ISPs whose DNS infrastructure is the target of a DDoS attack.https://www.zdnet.com/article/european-isps-report-mysterious-wave-of-ddos-attacks/France Undetermined

The website of the Tirto.id media outlet is defaced.https://www.infosecurity-magazine.com/news/jakarta-cyberattacks-touted-as/Indonesia Undetermined

The website of the Tempo.co media outlet is defaced.https://www.infosecurity-magazine.com/news/jakarta-cyberattacks-touted-as/Indonesia Undetermined

The Twitter account of Pandu Riono, an epidemiologist from the University of Indiana, is hacked.https://www.infosecurity-magazine.com/news/jakarta-cyberattacks-touted-as/Indonesia Undetermined

Clark County schools in Las Vegas notify parents of a "data security incident" involving district computers.https://kxnt.radio.com/articles/ap-news/ccsd-sends-notice-of-data-security-incidentUnited States of AmericaUndetermined

Selma Unified School District is hit by ransomware.https://kmph.com/news/local/selma-unified-hit-with-ransomware-attackUnited States of AmericaUndetermined

Email service provider Sendgrid is grappling with an unusually large number of customer accounts whose passwords have been cracked, sold to spammers, and abused for sending phishing and email malware attacks.https://krebsonsecurity.com/2020/08/sendgrid-under-siege-from-hacked-accounts/United States of AmericaUndetermined

A former Cisco employee pleaded guilty to accessing the company's cloud infrastructure in 2018,ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â '''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â five months after resigning, to deploy code that led to the shut down of more than 16,000 WebEx Teams accounts and the deletion of 456 virtual machines.https://www.bleepingcomputer.com/news/security/cisco-engineer-resigns-then-nukes-16k-webex-accounts-456-vms/United States of AmericaUnited States of America

Australian IT vendor Data#3 notifies to have experienced what it dubbed as a "cyber incident".https://www.zdnet.com/article/data3-says-it-has-been-hit-by-a-non-notifiable-cyber-incident/Australia Undetermined

NCR Corporation has confirmed to SC Media that it found malware-infected computers in an isolated non-production lab environment outside of the U.S., but claims its clients were never at risk of a secondary infection.ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â '''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â https://www.scmagazine.com/home/security-news/malware/exclusive-trojan-apparently-infects-ncr-posing-possible-supply-chain-risk/United States of AmericaUndetermined

Venmo is the victim of a Ddos attack. The attackers are demanding a Bitcoin payment to stop the attacks.https://www.zdnet.com/article/ddos-extortionists-target-nzx-moneygram-braintree-and-other-financial-services/United States of AmericaUndetermined

Braintree is the victim of a Ddos attack. The attackers are demanding a Bitcoin payment to stop the attacks.https://www.zdnet.com/article/ddos-extortionists-target-nzx-moneygram-braintree-and-other-financial-services/United States of AmericaUndetermined

PayPal is the victim of a Ddos attack. The attackers are demanding a Bitcoin payment to stop the attacks.https://www.zdnet.com/article/ddos-extortionists-target-nzx-moneygram-braintree-and-other-financial-services/United States of AmericaUndetermined

Argentina's official immigration agency, DirecciÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â³n Nacional de Migraciones, suffers a Netwalker ransomware attack that temporarily halts border crossing into and out of the country.https://www.bleepingcomputer.com/news/security/netwalker-ransomware-hits-argentinian-government-demands-4-million/Argentina Undetermined

Wordplay is the victim of a Ddos attack. The attackers are demanding a Bitcoin payment to stop the attacks.https://www.zdnet.com/article/ddos-extortionists-target-nzx-moneygram-braintree-and-other-financial-services/United States of AmericaUndetermined

YesBank India is the victim of a Ddos attack. The attackers are demanding a Bitcoin payment to stop the attacks.https://www.zdnet.com/article/ddos-extortionists-target-nzx-moneygram-braintree-and-other-financial-services/India Undetermined

MoneyGram is the victim of a Ddos attack. The attackers are demanding a Bitcoin payment to stop the attacks.https://www.zdnet.com/article/ddos-extortionists-target-nzx-moneygram-braintree-and-other-financial-services/United States of AmericaUndetermined

The North Okangan Pediatric Clinic was subject to a remote hacking attempt in late May 2020. The attacker may have accessed historical patient profile information, but it appears they were focused on encrypting the files for ransom.https://www.keremeosreview.com/news/north-okanagan-pediatric-clinic-hacked/United States of AmericaUndetermined

Valley Health Systems has been targeted by REvil ransomware operators, according to Cyble security researchers.https://hotforsecurity.bitdefender.com/blog/revil-ransomware-operators-claim-valley-health-systems-as-new-victim-24020.htmlUnited States of AmericaRussian Federation

The U.S.ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â '''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â Justice Department today filed aÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â '''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â civil forfeiture complaint aiming to seize control ofÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â '''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â 280 Bitcoin (BTC) andÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â '''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â EthereumÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃhttps://www.bleepingcomputer.com/news/security/us-wants-to-seize-cryptocurrency-stolen-by-north-korean-hackers/UndeterminedAfghanistan



The MetroHealth Foundation is among the victims of the Blackbaud ransomware attack.https://www.cleveland.com/news/2020/08/metrohealth-foundation-responds-to-blackbaud-ransomware-attack.htmlUnited States of AmericaUndetermined

The MetroHealth Foundation is among the victims of the Blackbaud ransomware attack.https://www.cleveland.com/news/2020/08/metrohealth-foundation-responds-to-blackbaud-ransomware-attack.htmlUnited States of AmericaUndetermined

A 15-year old Merseyside boy has been arrested under the suspicion of hacking into a number of PayPal accounts earlier this year.https://www.databreaches.net/15-year-old-merseyside-boy-arrested-for-hacking-uk-paypal-accounts/United Kingdom of Great Britain and Northern IrelandUndetermined

A data leak containing 54,000 scanned New South Wales (NSW) driver's licenses and various tolling notice statutory declarations was discovered by security researcher Bob Diachenko last week.https://hotforsecurity.bitdefender.com/blog/security-researcher-discovers-over-50000-scanned-drivers-licenses-exposed-on-unsecured-amazon-server-24038.htmlAustralia Undetermined

An advanced hackers-for-hire group has compromised computers of an architecture firm involved in luxury real-estate projects worth billions of US dollars.https://www.bleepingcomputer.com/news/security/hackers-for-hire-attack-architecture-firm-via-3ds-max-exploit/UndeterminedUndetermined

New Zealand's stock exchange (NZX) has been impacted by aÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â '''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â distributed denial-of-service (DDoS) attack during the last two days, forcing it to shut down trading until the connectivity issues were resolved.https://www.bleepingcomputer.com/news/security/new-zealand-stock-exchange-halted-trading-after-ddos-attacks/New ZealandUndetermined

Treasure Valley Community College has suffered a data breach after the compromise of an employee email account.https://www.databreaches.net/or-treasure-valley-community-college-notifies-community-members-of-breach-after-late-discovery/United States of AmericaUndetermined

The Lazarus Group has targeted an unnamed cryptocurrency exchange.https://www.zdnet.com/article/lazarus-group-strikes-cryptocurrency-firm-through-linkedin-job-adverts/UndeterminedAfghanistan

North American land developer and home builder Brookfield Residential is one of the first victims of the new DarkSide ransomware.https://www.bleepingcomputer.com/news/security/darkside-ransomware-hits-north-american-real-estate-developer/United States of AmericaRussian Federation

Holden Forests and Gardens reveals to have been affected by the Blackbaud ransomware attack.https://www.govtech.com/security/Ohio-Institutions-Affected-by-Blackbaud-Ransomware-Attack.htmlUnited States of AmericaUndetermined

Piedmont Community College in North Carolina has been hit with ransomware.https://www.databreaches.net/another-north-carolina-community-college-hit-with-ransomware/United States of AmericaUndetermined

Holden Forests and Gardens reveals to have been affected by the Blackbaud ransomware attack.https://www.govtech.com/security/Ohio-Institutions-Affected-by-Blackbaud-Ransomware-Attack.htmlUnited States of AmericaUndetermined

A virtual Spanish class was interrupted with offensive content at Lee County High School.https://www.infosecurity-magazine.com/news/hacker-disrupts-north-carolina/United States of AmericaUndetermined

A cyber-attack has shut down virtual classes in the Rialto Unified School District.https://www.infosecurity-magazine.com/news/cyberattack-on-rialto-school/United States of AmericaUndetermined

The University of Utah has paid nearly half a million dollars after succumbing to a  ransomware attack.https://news.softpedia.com/news/university-of-utah-pays-hackers-half-a-million-dollars-after-ransomware-attack-530879.shtmlUnited States of AmericaUndetermined

The popular dark web site Empire Market has been down for at least 48 hours, with some users suspecting an exit scam and others blaming a prolonged distributed denial-of-service (DDoS) attack.https://www.bleepingcomputer.com/news/cryptocurrency/dark-web-market-empire-down-for-days-from-ddos-attack/UndeterminedUndetermined

The SunCrypt Ransomware shuts down the Haywood County School district.https://www.bleepingcomputer.com/news/security/suncrypt-ransomware-shuts-down-north-carolina-school-district/United States of AmericaUndetermined

Mental Health Partners of Boulder County issues a press release about an employee email account compromise that was discovered in late March.https://www.databreaches.net/co-mental-health-partners-discloses-email-hack-potentially-compromised-employee-and-patient-data/United States of AmericaUndetermined

The Gosnell School District is recovering from a ransomware attack.https://www.databreaches.net/ar-gosnell-schools-hit-with-ransomware-attack/United States of AmericaUndetermined

Researchers from Kela reveal that an undisclosed Japanese Manufacturing Company was hit with the LockBit ransomware exploiting the CVE-2019-11510 vulnerability.https://ke-la.com/easy-way-in-5-ransomware-victims-had-their-pulse-secure-vpn-credentials-leaked/Japan Undetermined

Sweets manufacturer Mithaas has been hit by a ransomware attack.https://www.databreaches.net/another-noida-sweets-manufacturer-attacked-by-ransomware/India Undetermined

The Center for Indonesia's Strategic Development Initiatives (CISDI), also known to be critical of the Indonesian government's coronavirus policies, is defaced.https://www.thejakartapost.com/news/2020/08/23/civil-groups-condemn-cyberattacks-on-indonesian-government-critics.htmlIndonesia Undetermined

Even Planned Parenthood is hit with the Blackbaud breach.https://www.newsobserver.com/news/business/article245140810.htmlUnited States of AmericaUndetermined

The Food Bank of Central & Eastern North Carolina reveals it was a victim in the Blackbaud data breach.https://www.newsobserver.com/news/business/article245140810.htmlUnited States of AmericaUndetermined

The Sverdlovsk Regional Clinical Center suffers a ransomware attack.https://www.ehackingnews.com/2020/09/cyber-criminals-broke-into-database-of.htmlRussian FederationUndetermined

Myerscough College is hit with a cyber attack.https://www.bbc.com/news/uk-england-lancashire-53822246United Kingdom of Great Britain and Northern IrelandUndetermined

Even Planned Parenthood is hit with the Blackbaud breach.https://www.newsobserver.com/news/business/article245140810.htmlUnited States of AmericaUndetermined

The Food Bank of Central & Eastern North Carolina reveals it was a victim in the Blackbaud data breach.https://www.newsobserver.com/news/business/article245140810.htmlUnited States of AmericaUndetermined

The Maze ransomware operators claim to have attacked Vietnamese steel manufacturer Hoa Sen Group.https://securityaffairs.co/wordpress/107379/cyber-crime/hoa-sen-group-maze-ransomware.htmlViet Nam Undetermined

Freepik says thatÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â '''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â hackers were able to steal emails and password hashes for 8.3 million Freepik and Flaticon users in anÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â '''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â SQL injection attack against the company's Flaticon website.https://www.bleepingcomputer.com/news/security/freepik-data-breach-hackers-stole-83m-records-via-sql-injection/Spain Undetermined

A group of hackers says they have obtained internal files from three Chinese social media monitoring companies. The victims are Knowlesys, Yunrun Big Data Service, and OneSight.https://www.vice.com/en/article/dyzewz/hackers-leak-alleged-internal-files-of-chinese-social-media-monitoring-firmsChina China

A group of hackers says they have obtained internal files from three Chinese social media monitoring companies. The victims are Knowlesys, Yunrun Big Data Service, and OneSight.https://www.vice.com/en/article/dyzewz/hackers-leak-alleged-internal-files-of-chinese-social-media-monitoring-firmsChina China

South Korean semiconductor manufacturer SK hynix is hit with a Maze ransomware attack.https://www.theregister.com/2020/08/20/maze_crew_sk_hynix/Korea (the Republic of)Undetermined

A group of hackers says they have obtained internal files from three Chinese social media monitoring companies. The victims are Knowlesys, Yunrun Big Data Service, and OneSight.https://www.vice.com/en/article/dyzewz/hackers-leak-alleged-internal-files-of-chinese-social-media-monitoring-firmsChina China

A virtual class at Southeast Middle School is disrupted.https://abc11.com/millbrook-high-school-magnet-oberlin-middle-virtual-disruptions/6380512/United States of AmericaUndetermined

Australian actress Olympia Valance has fallen victim to a phone hack that resulted in private images being shared without her consent.https://www.infosecurity-magazine.com/news/phone-hack-traumatizes-neighbours/Australia Undetermined

A virtual class at Oberlin Magnet Middle School is disrupted.https://abc11.com/millbrook-high-school-magnet-oberlin-middle-virtual-disruptions/6380512/United States of AmericaUndetermined

Millbrook Magnet High School reports that virtual instruction was disrupted with inappropriate and offensive language.https://abc11.com/millbrook-high-school-magnet-oberlin-middle-virtual-disruptions/6380512/United States of AmericaUndetermined

Warehouse management software provider SnapFulfill is hit by ransomware.https://www.theregister.com/2020/08/20/snapfulfil_ransomware_attack/United Kingdom of Great Britain and Northern IrelandUndetermined

US-based grocery delivery and pick-up service Instacart has disclosed a security incident that involved unauthorized access of customer information by two support agents from a third-party vendor retained by the company.https://hotforsecurity.bitdefender.com/blog/data-breach-instacart-shoppers-warned-of-security-incident-after-third-party-contractors-review-too-many-user-profiles-23990.htmlUnited States of AmericaUndetermined

Hackers may have seized childrens' personal details after targeting the Donkey Sanctuary, as a consequence of the Blackbaud breach.https://www.birminghammail.co.uk/news/midlands-news/childrens-personal-details-hacked-sutton-18784609United Kingdom of Great Britain and Northern IrelandUndetermined

French pharmaceutical company Expanscience has been hit by the Maze ransomware operators.https://app.hacknotice.com/#/hack/5f3de4354b8c442470e38037?utm_source=dlvr.it&utm_medium=facebookFrance Undetermined

TheÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â '''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â GEO Group, a company known for running private prisons and immigration detention centers in the US and other countries, says it suffered a ransomware attack over the summer.https://www.zdnet.com/article/company-that-runs-us-illegal-immigration-detention-centers-discloses-ransomware-attack/United States of AmericaUndetermined

Hackers may have seized childrens' personal details after targeting the Donkey Sanctuary, as a consequence of the Blackbaud breach.https://www.birminghammail.co.uk/news/midlands-news/childrens-personal-details-hacked-sutton-18784609United Kingdom of Great Britain and Northern IrelandUndetermined

Chinese hackers have gained access to around 6,000 email accounts beloning to at least 10 Taiwan government agencies.https://securityaffairs.co/wordpress/107335/cyber-warfare-2/taiwan-government-agencies-email-hacked.htmlTaiwan (Province of China)Undetermined

Tens of suspects have been arrested for exploiting a glitch in the software of Santander ATMs to cash-out more money than was stored on cards.https://www.zdnet.com/article/tens-of-suspects-arrested-for-cashing-out-santander-atms-using-software-glitch/United States of AmericaUndetermined

Experian has experienced a breach of data which has exposed personal information of as many as 24 million South Africans and 793,749 business entities to a suspected fraudster.https://www.databreaches.net/data-breach-at-experian-24-million-south-africans-personal-information-exposed/South AfricaUndetermined

Delivery company Canpar Express experienced a ransomware attack, and as a result orders are being and held and shipments backed up.https://montreal.ctvnews.ca/customers-complain-of-delays-after-ransomware-attack-on-delivery-company-canpar-express-1.5074228Canada Undetermined

Australian design platform Canva unwittingly provided phishing campaigns with graphics, making threat actors' schemes appear more legitimate as they pilfer credentials through social engineering trickery. Hackers hijacked the graphic design site and used it to leverage other brands like Sharepoint, Microsoft Office and Docusign in their messages.https://www.scmagazine.com/home/security-news/phishing/hackers-hijack-design-platform-to-go-phishing/Australia Undetermined

Even the Cleveland Museum of Natural History is affected by the Blackbaud ransomware breach.https://www.cleveland.com/news/2020/08/cleveland-museum-of-natural-history-targeted-in-ransomware-attack.htmlUnited States of AmericaUndetermined

Even the Cleveland Museum of Natural History is affected by the Blackbaud ransomware breach.https://www.cleveland.com/news/2020/08/cleveland-museum-of-natural-history-targeted-in-ransomware-attack.htmlUnited States of AmericaUndetermined

Ponca City Schools is recovering from a ransomware attack that hit PowerSchool, the system the district uses to determine schedules, contain information, and keep parents informed.https://www.databreaches.net/ok-ponca-city-public-schools-address-cyber-attack/United States of AmericaUndetermined

The Turkish data protection authority (KVKK) announcedÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â '''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â a data breach suffered by Rezzan GÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¼nday (?im?ek Pharmacy). The breach resulted from the misconduct of a former employee and involvedÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â '''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â obtaining the identification numbers of patientsÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒhttps://www.databreaches.net/turkey-kvkk-announces-rezzan-gunday-data-breach/Turkey Undetermined

East Anglia's Children's Hospices (EACH) joins the victims of the Blackbaud ransomware cyber attack.https://www.bbc.com/news/uk-england-norfolk-53809015United Kingdom of Great Britain and Northern IrelandUndetermined

East Anglia's Children's Hospices (EACH) joins the victims of the Blackbaud ransomware cyber attack.https://www.bbc.com/news/uk-england-norfolk-53809015United Kingdom of Great Britain and Northern IrelandUndetermined



Students in Australian Capital Territory (Canberra) schools are unable to access Google Classroom as a result of being spammed with offensive content.https://www.news.com.au/technology/online/security/act-school-students-lose-google-classroom-after-being-spammed-with-porn/news-story/e28a45b24beb54ef061672ce5e0f5e33Australia Undetermined

According to a press release issued by the Treasury Board of Canada Secretariat, thousands of user accounts for online government services were recently hacked. The hackers targeted GCKey, a service that is used by some 30 federal departments, with credential stuffing.https://www.bleepingcomputer.com/news/security/canada-suffers-cyberattack-used-to-steal-covid-19-relief-payments/Canada Undetermined

Cyber attacks directed at the internent service for Baugo Community Schools have disrupted virtual learning.https://www.databreaches.net/baugo-community-schools-dealing-with-cyber-attack/United States of AmericaUndetermined

Earlier this month, datasets containing over 240,000 records of the Utah Gun Exchange website were posted openly on a popular hacking forum.https://hotforsecurity.bitdefender.com/blog/utah-gun-exchange-confirms-data-breach-after-bad-actors-publishes-stolen-customer-records-online-23967.htmlUnited States of AmericaUndetermined

A former admissions worker at Tennessee State University (TSU) was sentenced to more than 30 months in federal prison after pleading guilty to student loan, wire fraud and aggravated identity theft. He was arrested for managing an elaborate scheme to steal and divert $84,506 in student loans into a bank account set up using a false name and Social Security number.https://hotforsecurity.bitdefender.com/blog/ex-tennessee-university-employee-sentenced-to-over-30-months-for-student-loan-fraud-aggravated-identity-theft-23960.htmlUnited States of AmericaUndetermined

The Rochester City School District's first parent forum of the 2020-2021 school year, which was held over Zoom, was interrupted by attackers posting racist comments and hurtful symbols.https://www.databreaches.net/ny-rcsd-reopening-forum-hacked-on-zoom/United States of AmericaUndetermined

Cruise line operator Carnival Corporation has disclosed that one of their brands suffered a ransomware attack over the past weekend.https://www.bleepingcomputer.com/news/security/worlds-largest-cruise-line-operator-carnival-hit-by-ransomware/United States of AmericaUndetermined

Diners at the luxury Ritz hotel in London have been targeted by "extremely convincing" scammers who posed as hotel staff to steal payment card details.https://www.bbc.com/news/technology-53793922United Kingdom of Great Britain and Northern IrelandUndetermined

The Oklahoma State Board of Education is Zoom-bombed.https://www.databreaches.net/ny-rcsd-reopening-forum-hacked-on-zoom/United States of AmericaUndetermined

Brown-Forman Corp., a manufacturer of alcoholic beverages including Jack Daniel's and Finlandia, said it was hit by a cyber-attack in which some information, including employee data, may have been impacted. The company, however, was able to prevent its systems from being encrypted.https://www.bloomberg.com/news/articles/2020-08-14/brown-forman-was-target-of-apparent-ransomware-attackUnited States of AmericaRussian Federation

Germany's Bundestag administration and federal parliamentarians were told Friday that unknown hackers had infiltrated the FuhrparkService (BWFU) transport fleet. The fleet is reportedly run by the German military and the hackers could have obtained parliamentarians' sensitive information.https://www.dw.com/en/germanys-military-run-transport-fleet-hacked/a-54584239Germany Undetermined

Rocky Mount, NC is hit by a ransomware attack.https://www.cbs17.com/news/local-news/rocky-mount-wont-pay-ransom-to-group-behind-cyberattack-on-city-systems/#:~:text=ROCKY%20MOUNT%2C%20N.C.%20(WNCN),with%20malware%2C%20the%20City%20said.United States of AmericaUndetermined

R1 RCM Inc., one of the nation's largest medical debt collection companies, has been hit in a ransomware attack.https://krebsonsecurity.com/2020/08/medical-debt-collection-firm-r1-rcm-hit-in-ransomware-attack/United States of AmericaUndetermined

The Canada Revenue Agency was recently hit by two cyberattacks, compromising thousands of accounts linked to the agency's services. The agency confirmed on Saturday that as of Aug. 14, aboutÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â '''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â 5,500 accounts had been affected by the separate attacksÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â '''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â but that the breaches are now contained.https://www.cbc.ca/news/politics/canada-revenue-agency-cra-cyberattack-1.5688163Canada Undetermined

Even the Harvard University might have compromised by the Blackbaud breach.https://www.thecrimson.com/article/2020/8/13/blackbaud-data-breach/United States of AmericaUndetermined

The Bletchley Park Trust is another victim hit in Blackbaud breach.https://www.bbc.com/news/technology-53771942United Kingdom of Great Britain and Northern IrelandUndetermined

Financial services group Momentum Metropolitan warns that a third party unlawfully accessed a limited portion of data of a subsidiary of the group.https://businesstech.co.za/news/enterprise/425830/momentum-warns-of-cyber-security-breach/South AfricaUndetermined

Even the Harvard University might have compromised by the Blackbaud breach.https://www.thecrimson.com/article/2020/8/13/blackbaud-data-breach/United States of AmericaUndetermined

The Bletchley Park Trust is another victim hit in Blackbaud breach.https://www.bbc.com/news/technology-53771942United Kingdom of Great Britain and Northern IrelandUndetermined

Nykaa, an Indian retail seller of beauty, wellness and fashion, loses Rs 62 lakh (around USD 85,000) after the email of an Italian supplier is spoofed.https://mumbaimirror.indiatimes.com/coronavirus/news/cyber-criminals-dupe-fashion-retailer-of-over-rs-60-lakh/articleshow/77515201.cmsIndia Undetermined

The U.S. Financial Industry Regulatory Authority (FINRA) warns its members that a copycat site is impersonating them and potentially being used in phishing attacks.https://www.bleepingcomputer.com/news/security/us-stock-broker-regulator-finra-warns-of-copycat-phishing-site/United States of AmericaUndetermined

Atrium Health joins the list of the victims of the Blackbaud ransomware attack.https://www.govtech.com/security/North-Carolina-Health-System-Notifies-Patients-of-Data-Breach.htmlUnited States of AmericaUndetermined

The Pace Center for Girls has been hit by a data breach in the aftermath of the Blackbaud hack.https://www.infosecurity-magazine.com/news/pace-center-for-girls-donor-data/United States of AmericaUndetermined

The Latin School of Chicago is among the victims of the Blackbaud ransomware attack.https://www.databreaches.net/blackbaud-data-breach-non-profit-foundations-part-one/United States of AmericaUndetermined

Atrium Health joins the list of the victims of the Blackbaud ransomware attack.https://www.govtech.com/security/North-Carolina-Health-System-Notifies-Patients-of-Data-Breach.htmlUnited States of AmericaUndetermined

Personal information of people who left comments about local planning issues on Flintshire council's website is hacked.https://www.bbc.com/news/uk-wales-53759654United Kingdom of Great Britain and Northern IrelandUndetermined

A report reveals that NHS staff were hit with a wave of malicious email attacks at the height of the COVID-19 pandemic, with doctors, nurses and other key workers reporting over 40,000 spam and phishing attacks between March and the first half of July.https://www.zdnet.com/article/nhs-staff-hit-with-over-40000-scam-emails-at-height-of-covid-19-pandemic/United Kingdom of Great Britain and Northern IrelandUndetermined

A virtual class in Gwinnett County's Archer High School gets Zoom-bombed by two men.https://www.fox5atlanta.com/news/gwinnett-county-high-school-virtual-class-gets-zoom-bombedUnited States of AmericaUndetermined

The Pace Center for Girls has been hit by a data breach in the aftermath of the Blackbaud hack.https://www.infosecurity-magazine.com/news/pace-center-for-girls-donor-data/United States of AmericaUndetermined

Israel claimed Wednesday that it had thwarted a cyberattack by a North Korea-linked hacking group on its classified defense industry. However, security researchers at ClearSky said the hackers penetrated the computer systems and were likely to have stolen a large amount of classified data.https://www.databreaches.net/north-korean-hacking-group-attacks-israeli-defense-industry/Israel Afghanistan

A file containing the information of 50,000 members of Kariyer.net is found on the web by LVKK, the Turkish data protection authority.https://www.databreaches.net/turkey-kvkk-announces-kariyer-net-data-breach/Turkey Undetermined

One of India's most popular travel booking hubs has suffered a significant data breach that led to the loss of over 43GB of data as a result of a Meow bot attack. Preceding the attack, the affected Elastic search server was left publicly exposed for several days.https://www.safetydetectives.com/blog/railyatri-leak-report/India Undetermined

Hackers have managed to infiltrate the Canadian Justice Department's system in August, and send Emotet malware to citizens who traded with these addresses.https://www.databreaches.net/ca-ministry-of-justice-victim-of-cyberattack-that-resulted-in-members-of-the-public-receiving-emails-with-emotet/Canada Undetermined

Luminate Education Group (LEG) is hit by a cyber attack, affecting Leeds City College, Keighley College, Harrogate College, Leeds Sixth Form College and University Centre Leeds.https://www.bbc.com/news/uk-england-leeds-53917033United Kingdom of Great Britain and Northern IrelandUndetermined

An unsecured database with 3.1 million patients' details is exposed by a medical software company and subsequently destroyed by a "meow" attack.https://www.databreachtoday.com/unsecured-database-exposed-on-web-then-deleted-a-14814United States of AmericaUndetermined

High-speed trading firm Virtu Financial says it lost $6.9 million in a business email compromise scam in May.https://www.databreachtoday.com/bec-scam-costs-trading-firm-virtu-financial-69-million-a-14804United States of AmericaUndetermined

Researchers from threat intelligence firm Cyble reported that Nefilim ransomware operators allegedly hackedÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â '''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â The SPIE Group, an independent European leader in multi-technical services.https://securityaffairs.co/wordpress/106969/malware/nefilim-ransomware-spie-group.htmlFrance Undetermined

Olympia House Rehab is hit by Netwalker ransomware.https://www.databreaches.net/three-more-medical-practices-hit-by-ransomware/United States of AmericaUndetermined

The Center for Fertility and Gynecology is hit by Netwalker ransomware.https://www.databreaches.net/three-more-medical-practices-hit-by-ransomware/United States of AmericaUndetermined

The Buffalo and Erie County Public Library discloses to have been hit by hackers earlier this year.https://www.govtech.com/security/Brief-Hackers-May-Have-Breached-Library-Donor-Data-in-New-York.htmlUnited States of AmericaUndetermined

The gang behind the Avaddon ransomware launches a data leak site to extort victims and published the data of a construction company.https://www.bleepingcomputer.com/news/security/avaddon-ransomware-launches-data-leak-site-to-extort-victims/UndeterminedRussian Federation

Ashley County Medical Center is investigating a former employee who they claim inappropriately accessed medical records. It appears that the information was viewed out of curiosity and has not been shared with a third-party.https://www.databreaches.net/ashley-county-medical-center-investigates-former-employee-accused-of-violating-federal-privacy-laws/United States of AmericaUnited States of America

Piedmont Orthopedics has been hit Pysa (Mespinoza) and have 3.5 GB of their data dumped by the threat actors.https://www.databreaches.net/three-more-medical-practices-hit-by-ransomware/United States of AmericaUndetermined

The defcon.org forum is attacked with CVE-2019-16759 (targeting vBulletin), three hours after it is disclosed.https://www.bleepingcomputer.com/news/security/vbulletin-fixes-ridiculously-easy-to-exploit-zero-day-rce-bug/United States of AmericaUndetermined

ProctorU confirms a data breach after a threat actor released a stolen database of user records on a hacker forum.https://www.bleepingcomputer.com/news/security/proctoru-confirms-data-breach-after-database-leaked-online/United States of AmericaUndetermined

The FDA-approved Coronavirus ventilator manufacturer Boyce Technologies has been targeted by ransomware launched by the DoppelPaymer gang, who areÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â '''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â  threatening to leak data from the company.https://www.databreaches.net/ransomware-threatens-production-of-300-ventilators-per-day/United States of AmericaRussian Federation

The Southeastern Pennsylvania Transportation Authority is hit with a malware attack.https://www.govtech.com/security/Pennsylvania-Transit-Agency-Disrupted-by-Malware-Attack.htmlUnited States of AmericaUndetermined

Britain's National Trust is the latest data breach victim to be affected by the Blackbaud hack.https://www.infosecurity-magazine.com/news/blackbaud-breach-impacts-national/United Kingdom of Great Britain and Northern IrelandUndetermined

Britain's National Trust is the latest data breach victim to be affected by the Blackbaud hack.https://www.infosecurity-magazine.com/news/blackbaud-breach-impacts-national/United Kingdom of Great Britain and Northern IrelandUndetermined

Tens of Reddit channels have been hacked and defaced to show messages in support of Donald Trump's reelection campaign.https://www.zdnet.com/article/hackers-are-defacing-reddit-with-pro-trump-messages/United States of AmericaUndetermined

The Netwalker ransomware operators attack Forsee Power.https://securityaffairs.co/wordpress/106833/malware/forsee-power-netwalker-ransomware.htmlFrance Undetermined

The Cuyahoga Community College Foundation notifies to be among the organizations affected by the Blackbaud ransomware attack.https://www.govtech.com/security/Ohio-Institutions-Affected-by-Blackbaud-Ransomware-Attack.htmlUnited States of AmericaUndetermined

The Cuyahoga Community College Foundation notifies to be among the organizations affected by the Blackbaud ransomware attack.https://www.govtech.com/security/Ohio-Institutions-Affected-by-Blackbaud-Ransomware-Attack.htmlUnited States of AmericaUndetermined

Interactive Data, a data broker, is hacked and fuels fraudulent small business loans and unemployment insurance benefits from COVID-19 economic relief effortshttps://krebsonsecurity.com/2020/08/hacked-data-broker-accounts-fueled-phony-covid-loans-unemployment-claims/United States of AmericaUndetermined

Attorney Trina Chu is charged with illegally copying sensitive court documents from the Louisiana 2nd Circuit Court of Appeals in 2018.https://www.infosecurity-magazine.com/news/louisiana-judicial-candidate/United States of AmericaUndetermined



Canon has suffered a ransomware attack and reportedly has 10 TB of data stolen.https://www.bleepingcomputer.com/news/security/canon-confirms-ransomware-attack-in-internal-memo/Japan Undetermined

A Toronto woman is waiting to receive her next Canada emergency response benefit check after a fraudster makes an employment insurance claim in her name.https://www.databreaches.net/toronto-womans-cerb-payments-on-hold-after-fraudster-makes-ei-claim-in-her-name/Canada Undetermined

The Hudson Independent School District websire is down as a result of a DDoS attack against a third-party host.https://www.databreaches.net/tx-cyber-attack-affects-hudson-isd-website/United States of AmericaUndetermined

A hacker has published today a list of plaintext usernames and passwords, along with IP addresses for more than 900 Pulse Secure VPN enterprise servers.https://www.databreaches.net/hacker-leaks-passwords-for-900-enterprise-vpn-servers/United States of AmericaUndetermined

Intel is investigating a breach after 20 GB of internal documents were uploaded on the online file-sharing site MEGA.https://www.databreaches.net/intel-investigating-breach-after-20gb-of-internal-documents-leak-online/United States of AmericaUndetermined

Schools in the Community School Corporation of Southern Hancock County district were subject to a cyber attack over the last two days, primarily affecting internet connectivity for teachers and students.https://www.databreaches.net/hancock-county-school-district-hit-by-cyber-attack-internet-connectivity-affected/United States of AmericaUndetermined

The SANS cybersecurity training organization has suffered a data breach after one of their employees fell victim to a phishing attack.https://www.bleepingcomputer.com/news/security/sans-infosec-training-org-suffers-data-breach-after-phishing-attack/United States of AmericaUndetermined

A ransomware attack on Imperial Valley College's computer system has brought down critical systems that remain offline.https://calexicochronicle.com/2020/08/calexico-local-news/breaking-ivc-reportedly-hit-with-ransomware-attack-systems-impacted/United States of AmericaUndetermined

A Web-streamed court hearing for the 17-year-old alleged mastermind of the July 15 mass hack againstÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â '''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â TwitterÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â '''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â was cut short this morning after mischief makers injected a pornographic video clip into the proceeding.https://krebsonsecurity.com/2020/08/porn-clip-disrupts-virtual-court-hearing-for-alleged-twitter-hacker/United States of AmericaUndetermined

Academic HealthPlans, a provider of student health insurance, suffers a cyberattack resulting in the compromise of two employee email accounts. https://www.beckershospitalreview.com/cybersecurity/2-330-unitedhealthcare-patients-exposed-after-broker-breached-in-phishing-attack.htmlUnited States of AmericaUndetermined

Einstein Healthcare Network has notified patients that a number of employees' email accounts were accessed by an unauthorized third-party.https://www.databreaches.net/pa-einstein-healthcare-network-notifies-patients-august-email-hack/United States of AmericaUndetermined

Eyewear giant Luxottica has suffered a data breach that has exposed the personal and protected health information of 829,454ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â '''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â patients at LensCrafters, Target Optical, EyeMed, and other eye care practices.https://www.databreaches.net/luxottica-has-a-lot-more-explaining-to-do/Italy Undetermined

A Zoom-bomber interrupts court proceedings in Bexar County, TX.https://www.expressnews.com/news/local/article/Zoom-bombing-temporarily-stops-court-15467495.phpUnited States of AmericaUndetermined

The hack of Trade Minister Liam Fox's email account led to the leak of US-UK trade documents.https://www.scmagazine.com/home/security-news/trade-minister-hack-led-to-trade-secrets-leak-before-u-k-election/United Kingdom of Great Britain and Northern IrelandUndetermined

Isetan Mitsukoshi Co., Ltd and Mcard Co., Ltd announced, on 5 August 2020, that theyÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â '''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â had suffered a data breach affecting approximately 19,000 customers as a result of unauthorised access. The member name, expected billing amount, and current membership points held on the Micard homepage were accessed.https://www.databreaches.net/japan-mitsukoshi-and-mi-card-announce-data-breach-affecting-approximately-19000-customers/Japan Undetermined

Isetan Mitsukoshi Co., Ltd and Mcard Co., Ltd announced, on 5 August 2020, that theyÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â '''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â had suffered a data breach affecting approximately 19,000 customers as a result of unauthorised access. Personal information such as name, address, phone number, email address, and date of birth of customers of the Mitsukoshi online store was accessed.https://www.databreaches.net/japan-mitsukoshi-and-mi-card-announce-data-breach-affecting-approximately-19000-customers/Japan Undetermined

The Jewish Federation of Greater Washington reported a hack that drained $7.5ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â '''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â million from its endowment fund and funneled the money into international accounts.https://www.databreaches.net/jewish-federation-of-greater-washington-reports-7-5-million-hack/United States of AmericaUndetermined

Cyble security researchers discover UberEats user records on the dark web.https://securityaffairs.co/wordpress/106770/deep-web/ubereats-data-leaked-dark-web.htmlUnited States of AmericaUndetermined

Beaumont Health, Michigan's largest healtchare provider, has warned 6,000 patients that their data may have been exposed following a cyber-attack.https://www.infosecurity-magazine.com/news/michigan-healthcare-provider/United States of AmericaUndetermined

The Maze operators have published stolen Xerox files after a failed extortion attempt.https://www.zdnet.com/article/ransomware-gang-publishes-tens-of-gbs-of-internal-data-from-lg-and-xerox/United States of AmericaUndetermined

The Maze operators have published stolen LG files after a failed extortion attempt.https://www.zdnet.com/article/ransomware-gang-publishes-tens-of-gbs-of-internal-data-from-lg-and-xerox/Korea (the Republic of)Undetermined

Valley Regional Hospital suffers from a data breach as result of a breach at Nova Scotia Health.https://www.cbc.ca/news/canada/nova-scotia/nova-scotia-health-privacy-breaches-200-people-1.5673578Canada Undetermined

Aberdeen Hospital suffers from a data breach as result of a breach at Nova Scotia Health.https://www.cbc.ca/news/canada/nova-scotia/nova-scotia-health-privacy-breaches-200-people-1.5673578Canada Undetermined

A hacker stole $7.5 million from the endowment funds of The Jewish Federation of Greater Washington, a non-profit from Maryland in the US, after compromising an employee's personal computer.https://hotforsecurity.bitdefender.com/blog/hacker-steals-7-5-million-from-maryland-non-profit-by-compromising-employees-personal-computer-24078.htmlUnited States of AmericaUndetermined

Alameda Health System (AHS) notifies 90,000 individuals of a data breach that occurred in 2020, when an unauthorized actor was able to remotely access an employee's email account.https://healthitsecurity.com/news/aesto-health-aon-plc-alameda-health-system-suffer-healthcare-data-breachesUnited States of AmericaUndetermined

The Tacoma Public Schools email platform is hacked and sends out phishing emails.https://www.govtech.com/security/Hacked-Washington-Schools-Platform-Sends-Phishing-E-Mails.htmlUnited States of AmericaUndetermined

Kent State University is among the victims of the Blackbaud ransomware attack.https://www.govtech.com/security/Ohio-Institutions-Affected-by-Blackbaud-Ransomware-Attack.htmlUnited States of AmericaUndetermined

Kent State University is among the victims of the Blackbaud ransomware attack.https://www.govtech.com/security/Ohio-Institutions-Affected-by-Blackbaud-Ransomware-Attack.htmlUnited States of AmericaUndetermined

Aged care operator Regis has been hit by a cyber attack. The incident led to data loss, but does not seem to have disrupted its services.https://www.databreaches.net/au-aged-care-operators-resident-data-stolen-and-dumped-in-ransomware-attack/Australia Undetermined

Houston's United Memorial Medical Center is attacked by the Maze Team ransomware operators and has its data leaked.https://www.databreaches.net/already-in-the-midst-of-a-crisis-a-houston-hospital-was-attacked-by-ransomware/United States of AmericaUndetermined

One of the leading Pakistan News Channels, Dawn, was reportedly targeted by Indian hackers.https://www.hackread.com/pakistani-news-channel-transmission-hacked-indian-flag/Pakistan Pakistan

Telstra suffers a DDoS attack. https://www.zdnet.com/article/telstra-dns-falls-over-after-denial-of-service-attack/Australia Undetermined

Ventura Orthopedics is hit by the Maze ransomware and has its data published. Ventura's data is also published by Conti-Ryuk. It is unclear whether Maze and Conti hit Ventura separately or as part of a joint effort.https://www.databreaches.net/ventura-orthopedics-hit-by-ransomware-weeks-ago-some-patient-data-dumped/United States of AmericaUndetermined

Researchers from Kela reveal that an undisclosed Vietnamese IT corporation was hit with the Maze ransomware exploiting the CVE-2019-11510 vulnerability.https://ke-la.com/easy-way-in-5-ransomware-victims-had-their-pulse-secure-vpn-credentials-leaked/Viet Nam Undetermined

An unauthorize third-party gained access to the computer network of the Sheldon Independent School District. It was later revealed that the district was attacked by the Pysa ransomware operators in March.https://www.databreaches.net/tx-sheldon-isd-notifies-current-and-former-staff-and-students-of-network-breach/United States of AmericaUndetermined

Elkins Rehabilitation & Care Center notifies residents and employees of a phishing attack discovered in February 2019.https://www.databreaches.net/wv-elkins-rehabilitation-care-center-notifies-residents-and-employees-of-breach-first-discovered-in-february-2019/United States of AmericaUndetermined

2gether reveals a cyberattack in which roughly ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â '''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¢ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â '''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¬1.2 million in cryptocurrency has been stolen from cryptocurrency investment accounts.https://www.zdnet.com/article/2gether-crypto-market-platform-hacked-eur1-3m-in-cryptocurrency-stolen/Spain Undetermined

New London Hospital notifies 34,878 patients that an unauthorized party gained access to a file on the hospital's network in a targeted cyberattack.https://www.beckershospitalreview.com/cybersecurity/34-000-affected-in-new-hampshire-hospital-data-breach.htmlUnited States of AmericaUndetermined

Chinese government-backed hackers have targeted Moderna in a bid to steal data.https://www.reuters.com/article/us-health-coronavirus-moderna-cyber-excl/exclusive-chinese-backed-hackers-targeted-covid-19-vaccine-firm-moderna-idUSKCN24V38MUnited States of AmericaUndetermined

Recover Our Youth notifies clients and guardians of a data security incident.https://www.databreaches.net/recover-our-youth-notifies-clients-and-guardians-of-data-security-incident/United States of AmericaUndetermined

Scentbird discloses a security breach after ShinyHunters leak their database.https://www.bleepingcomputer.com/news/security/startups-disclose-data-breaches-after-massive-386m-records-leak/United States of AmericaUndetermined

The British Dental Association suffers from a ransomware attack and possibly has sensitive information of its members exposed.https://www.databreaches.net/uk-dentists-may-have-had-bank-details-stolen-following-data-breach/United States of AmericaUndetermined

Konica Minolta is hit with a RansomEXX ransomware attack.https://www.bleepingcomputer.com/news/security/business-technology-giant-konica-minolta-hit-by-new-ransomware/Japan Undetermined

Michigan medical center suffers ransomware attack, only financial data is compromised,https://www.hipaajournal.com/ransomware-attacks-reported-by-family-medical-center-of-michigan-buddhist-tzu-chi-medical-foundation/United States of AmericaUndetermined

Camino Real Middle School suffers a Zoom bombing attack.https://www.databreaches.net/las-cruces-school-meeting-zoom-bombed/United States of AmericaUndetermined

Athens ISD pays a $50,000 ransom for school data that was taken in a ransomware attack.https://www.easttexasmatters.com/news/education/athens-isd-pays-50k-for-release-of-data-in-ransomware-attack/United States of AmericaUndetermined

The European Bank for Reconstruction and Development (EBRD) Twitter account is hijacked.https://grahamcluley.com/ebrd-hacker-twitter/United Kingdom of Great Britain and Northern IrelandUndetermined

Researchers from Recorded Future reveal that the Vatican's computer networks have allegedly been infiltrated by Chinese hackers in the run up to sensitive talks between the Catholic Church and Beijing focusing on the religion's status in China.https://www.infosecurity-magazine.com/news/vatican-infiltrated-chinese/UndeterminedUndetermined

Havenly discloses a data breach that impacted 1.3 million users.https://securityaffairs.co/wordpress/106680/data-breach/havenly-discloses-data-breach.htmlUnited States of AmericaUndetermined

After three weeks the Samaritan Medical Center restores from a malware attack.https://www.cyberscoop.com/samaritan-medical-center-new-york-malware-recovery/United States of AmericaUndetermined

The Nefilim ransomware operation begins to publish unencrypted files stolen from a Dussmann Group subsidiary, Dresdner KÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¼hlanlagenbau GmbH (DKA), during a recent attack.https://www.bleepingcomputer.com/news/security/business-giant-dussmann-groups-data-leaked-after-ransomware-attack/Germany Undetermined

The Providence Children's Museum is another victim of the Blackbaud hack.https://www.govtech.com/security/Rhode-Island-Entities-Breached-Through-Software-Service-Provider.htmlUnited States of AmericaUndetermined

Rhode Island College Foundation is another victim of the Blackbaud ransomware attack.https://www.govtech.com/security/Rhode-Island-Entities-Breached-Through-Software-Service-Provider.htmlUnited States of AmericaUndetermined

Mattapan Community Health Center (MCHC) provides notice of a phishing incident involving potential unauthorized access to personal information.https://www.databreaches.net/ma-mattapan-community-health-center-notifies-patients-of-breach/United States of AmericaUndetermined

One of Ireland's largest banks, Bank of Ireland, has been fined almost ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â '''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¢ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â '''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¬1.7 million after regulators discovered it had failed to inform financial regulators and the police after a fraudster tricked them into transferring funds from a client's account.https://hotforsecurity.bitdefender.com/blog/bank-of-ireland-fined-e1-66-million-after-being-tricked-by-fraudster-23832.html#new_tabIreland Undetermined



Toy maker Mattel has disclosed that it suffered a ransomware attack in July that impacted some of its business functions but did not lead to data theft.https://www.bleepingcomputer.com/news/security/leading-toy-maker-mattel-hit-by-ransomware/United States of AmericaUndetermined

Century Specialty Script, LLC disclosed a data breach from July where one employee's Microsoft Office365 account was compromised.https://www.databreaches.net/ny-century-specialty-script-notifying-customers-and-patients-after-employee-office-account-compromised/United States of AmericaUndetermined

The Providence Children's Museum is another victim of the Blackbaud hack.https://www.govtech.com/security/Rhode-Island-Entities-Breached-Through-Software-Service-Provider.htmlUnited States of AmericaUndetermined

Rhode Island College Foundation is another victim of the Blackbaud ransomware attack.https://www.govtech.com/security/Rhode-Island-Entities-Breached-Through-Software-Service-Provider.htmlUnited States of AmericaUndetermined

Legacy Commmunity Health'sÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â '''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â notificationÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â '''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â indicates that an employee fell for a phishing attack on July 28. The compromise was detected on July 29. Although they have no indications of misuse, patient information in emails in that employee's mailbox contained some patients'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â '''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â names, dates of service, and health information related to care at Legacy. "In limited insthttps://www.databreaches.net/houston-area-health-organization-says-patients-targeted-in-phishing-incident/United States of AmericaUndetermined

The New York Metropolitan Authority blames Google algorithm for adding porn titles to train station search results.https://grahamcluley.com/google-porn-titles-train-station-search-results/United States of AmericaUndetermined

Delivery startup, iVoy, suffers a breach with 127,432 account users' emails and passwords being exposed on an online forum.https://www.databreaches.net/delivery-startup-ivoy-experiences-data-breach-over-127000-accounts-exposed/Mexico Undetermined

The Catholic Diocese of Hong Kong to China has been hacked by RedDelta, a Chinese-state sponsored threat actor. The network intrusion was part of a campaign that occurred ahead of the anticipated September 2020 renewal of the China-Vatican provisional agreement.https://www.recordedfuture.com/reddelta-targets-catholic-organizations/China China

The Pontifical Institute for Foreign Missions (PIME) has been hacked by RedDelta, a Chinese-state sponsored threat actor. The network intrusion was part of a campaign that occurred ahead of the anticipated September 2020 renewal of the China-Vatican provisional agreement.https://www.recordedfuture.com/reddelta-targets-catholic-organizations/Italy China

The Hong Kong Study Mission to China has been hacked by RedDelta, a Chinese-state sponsored threat actor. The network intrusion was part of a campaign that occurred ahead of the anticipated September 2020 renewal of the China-Vatican provisional agreement.https://www.recordedfuture.com/reddelta-targets-catholic-organizations/China China

ShinyHunters leaks the database of Drizly, containing approximately 2.5 million recordshttps://www.bleepingcomputer.com/news/security/startups-disclose-data-breaches-after-massive-386m-records-leak/Italy Undetermined

Promo.com, an Israeli-based marketing video creation site, discloses a data breach after a database containing 22 million user records is leaked for free on a hacker forum.https://www.bleepingcomputer.com/news/security/promocom-discloses-data-breach-after-22m-user-records-leaked-online/United States of AmericaUndetermined

The City of Lafayette suffers a ransomware attack that impact the phone services, email, and online payment reservation systems. The city is forced to pay $45,000.https://www.zdnet.com/article/ransomware-why-one-city-chose-to-the-pay-the-ransom-after-falling-victim/United States of AmericaUndetermined

Software testing service Flood.io suffers a breach blamed on OAuth tokens stolen by the attackers from Waydev.https://www.zdnet.com/article/hackers-stole-github-and-gitlab-oauth-tokens-from-git-analytics-firm-waydev/Australia Undetermined

Loan app Dave.com has 7.5 million records leaked, blaming the breach to the OAuth tokens stolen by the attackers from Waydev.https://www.zdnet.com/article/tech-unicorn-dave-admits-to-security-breach-impacting-7-5-million-users/United States of AmericaUndetermined

Hackers use a blind SQL injection vulnerability to gain access to Waydev's database, from where they stole GitHub and GitLab OAuth tokens from other companies.https://www.zdnet.com/article/hackers-stole-github-and-gitlab-oauth-tokens-from-git-analytics-firm-waydev/United States of AmericaUndetermined

Beaumont Health, Michigan's largest healthcare provider warns around 6,000 patients that their data may have been exposed following a phishing attack that occurred between January 3, 2020, and January 29, 2020.https://www.infosecurity-magazine.com/news/michigan-healthcare-provider/United States of AmericaUndetermined

US corporate travel management firm Carlson Wagonlit Travel (CWT) suffers an intrusion and it is believed to have paid a $4.5m ransom to get its data back.https://www.theregister.com/2020/07/31/carlson_wagonlit_travel_ragnarlocker_ransom_paid/United States of AmericaUndetermined

The Aberystwyth University is an additional university affected by the Blackbaud hack.https://www.bbc.com/news/uk-wales-53534177?intlink_from_url=https://www.bbc.com/news/topics/cz4pr2gd85qt/cyber-securityUnited Kingdom of Great Britain and Northern IrelandUndetermined

Sheldon Independent School District notifies current and former staff and students of an unauthorized access to its network that occurred around June 15, 2020.https://www.databreaches.net/tx-sheldon-isd-notifies-current-and-former-staff-and-students-of-network-breach/United States of AmericaUndetermined

The Aberystwyth University is an additional university affected by the Blackbaud hack.https://www.bbc.com/news/uk-wales-53534177?intlink_from_url=https://www.bbc.com/news/topics/cz4pr2gd85qt/cyber-securityUnited Kingdom of Great Britain and Northern IrelandUndetermined

Someone is taking fun at the Emotet botnet and disrupting its operations by hacking into the malware's distribution sites and replacing malicious payloads with memes and GIFs.https://www.bleepingcomputer.com/news/security/emotet-malware-operation-hacked-to-show-memes-to-victims/UndeterminedUndetermined

A town board meeting in Sylva, NC was Zoom-bombed with unknown participants shouting racist remarks.https://www.newsbreak.com/north-carolina/sylva/news/2048399089923/no-charges-possible-in-zoombombing-incidentUnited States of AmericaUndetermined

Garmin is hit by a WastedLocker ransomware attack.https://www.bleepingcomputer.com/news/security/garmin-outage-caused-by-confirmed-wastedlocker-ransomware-attack/United States of AmericaRussian Federation

Online shopping service Instacart says reused passwords are to blame for a recent spate of account breaches, which saw personal data belonging to hundreds of thousands of Instacart customers stolen and put up for sale on the dark web.https://techcrunch.com/2020/07/24/instacart-data-theft-two-factor/United States of AmericaUndetermined

CouchSurfing, an online service that lets users find free lodgings, investigates a security breach after hackers began selling the details of 17 million users on Telegram channels and hacking forums.https://www.zdnet.com/article/couchsurfing-investigates-data-breach-after-17m-user-records-appear-on-hacking-forum/United States of AmericaUndetermined

Administrador de Infraestructuras Ferroviarias (ADIF), a Spanish state-owned railway infrastructure manager is hit by REvil ransomware operators.https://securityaffairs.co/wordpress/106304/cyber-crime/adif-revil-ransomware-attack.htmlSpain Russian Federation

About 50 computers at SUNY Erie Community College are disabled by a malware attack.https://www.govtech.com/security/New-York-Community-College-Computers-Disabled-by-Cyberattack.htmlUnited States of AmericaUndetermined

Researchers from Palo Alto Networks discover a series of cyberattacks on a telecom company in the Middle East signaling the return of the OilRig APT. The attacks also revealed a revised backdoor tool in the group's arsenal, called RDAT.https://threatpost.com/oilrig-apt-unique-backdoor/157646/UndeterminedIran (Islamic Republic of)

Twilio discloses that its TaskRouter JS SDK was compromised by attackers after they gained access to one of its misconfigured Amazon AWS S3 buckets which left the SDK's path publicly readable and writable for roughly five years, since 2015.https://www.bleepingcomputer.com/news/security/twilio-exposes-sdk-attackers-inject-it-with-malvertising-code/United States of AmericaUndetermined

Coinbase reveals that it stopped scammers from stealing an extra $280,000 of cryptocurrency during the Twitter hack which affected dozens of high profile accounts as well Coinbase's own account.https://hotforsecurity.bitdefender.com/blog/coinbase-stopped-scammers-from-stealing-an-extra-280000-during-twitter-hack-23783.html#new_tabUnited States of AmericaUndetermined

UFO VPN database is destroyed by a 'meow' attack.https://www.hackread.com/hackers-destroy-ufo-vpn-database-meow-attack/China Undetermined

MyHeritage, a genealogy website based in Israel, announces that some of its users had been subjected to a phishing attack to obtain their log-in details for the site, apparently targeting email addresses obtained in the attack on GEDmatch just two days before.https://www.buzzfeednews.com/article/peteraldhous/hackers-gedmatch-dna-privacyIsrael Undetermined

Pepperstone sends out an email to clients, alerting them of a data security incident in which third parties are reaching out to the broker's clients and falsely claiming to be Pepperstone.https://www.databreaches.net/pepperstone-updates-clients-on-data-breach-investigation/Australia Undetermined

The DoppelPaymer ransomware threat actors posted data Amphastar Pharmaceuticals data that had been stolen in a May attack.https://www.databreaches.net/amphastar-pharmaceuticals-discovers-that-threat-actors-had-exfiltrated-employee-data-in-may-ransomware-attack/United States of AmericaRussian Federation

DeepSource resets the user logins after an employee falls for the Sawfish phishing campaign.https://www.bleepingcomputer.com/news/security/deepsource-resets-logins-after-employee-falls-for-sawfish-phishing/United States of AmericaUndetermined

University of Utah Health notifies 10,000 patients after it suffered a phishing attack.https://www.databreaches.net/university-of-utah-notifying-patients-after-phishing-attack/United States of AmericaUndetermined

Researchers claim to have found evidence that cybercriminals are offering for sale a database containing the personal details of 3.4 million users of LiveAuctioneers, an online art and antiques auction website, as well as three million cracked passwords.https://grahamcluley.com/liveauctioneers-passwords-for-sale/United States of AmericaUndetermined

More than a million DNA profiles are available to search on GEDMatch after the genealogy portal is hacked.https://www.buzzfeednews.com/article/peteraldhous/hackers-gedmatch-dna-privacyUnited States of AmericaUndetermined

The REvil ransomware gang infects the internal network of Telecom Argentina, and asks for a $7.5 million ransom demand to unlock encrypted files.https://www.zdnet.com/article/ransomware-gang-demands-7-5-million-from-argentinian-isp/Argentina Russian Federation

La Casa de Salud discloses an email account breach that was detected on July 17, 2020.https://www.hipaajournal.com/6-hipaa-regulated-entities-report-email-account-breaches-and-the-exposure-of-phi/United States of AmericaUndetermined

Lorien Health Services announces that it was the victim of a ransomware incident in early June. Data was stolen and then encrypted during the incident.https://www.bleepingcomputer.com/news/security/lorien-health-services-discloses-ransomware-attack-affecting-nearly-50-000/United States of AmericaUndetermined

Gold seller JM Bullion was the victim of a MageCart-style attack for five months.https://www.bleepingcomputer.com/news/security/gold-seller-jm-bullion-hacked-to-steal-customers-credit-cards/United States of AmericaUndetermined

Somerset Berkley Regional High School was a victim of a ransomware attack in July.https://www.databreaches.net/ma-somerset-berkley-regional-high-school-a-victim-of-ransomware-attack/United States of AmericaUndetermined

A second attack hit water pumps in the central province of Mateh Yehuda.https://www.zdnet.com/article/two-more-cyber-attacks-hit-israels-water-system/Israel Undetermined

Local news outlet in Israel report that the agricultural water pumps in upper Galilee were hit by a cyber attack back in June.https://www.zdnet.com/article/two-more-cyber-attacks-hit-israels-water-system/Israel Undetermined

The Sheffield Hallam University confirms that it is dealing with a data breach linked to the software provider Blackbaud.https://www.infosecurity-magazine.com/news/sheffield-hallam-uni-breach/United Kingdom of Great Britain and Northern IrelandUndetermined

The University of North Carolina System is another victim of the Blackbaud hack.https://www.northcarolina.edu/blackbaud-information-security-incident/United States of AmericaUndetermined

The Sheffield Hallam University confirms that it is dealing with a data breach linked to the software provider Blackbaud.https://www.infosecurity-magazine.com/news/sheffield-hallam-uni-breach/United Kingdom of Great Britain and Northern IrelandUndetermined

The University of North Carolina System is another victim of the Blackbaud hack.https://www.northcarolina.edu/blackbaud-information-security-incident/United States of AmericaUndetermined

A number of high profile Twitter accounts, including Bill Gates, Elon Musk and Apple, are hijacked to promote a bitcoin scam. The author of the hack is arrested by the FBI two weeks later.https://www.zdnet.com/article/twitter-accounts-of-elon-musk-bill-gates-and-others-hijacked-to-promote-crypto-scam/United States of AmericaUndetermined

ArbiterSports, the official software provider for the NCAA and many other leagues, says that the details of 540,000 referees were taken in a failed ransomware attack.https://www.zdnet.com/article/details-of-540000-sports-referees-taken-in-failed-ransomware-attack/United States of AmericaUndetermined

An Auckland research firm, Gravitas, suffers a hack and loses the information provided by the NZ Police. As a consequence the police decides to close the contract.https://www.databreaches.net/nz-police-terminate-contract-with-gravitas-after-breach/New ZealandUndetermined

Blackbaud, a cloud software provider specializing in fundraising suites for charities and educational institutions, discloses a ransomware attack that occurred in May, 2020.https://www.theregister.com/2020/07/17/blackbaud_paid_ransomware/United States of AmericaUndetermined

Hackers from the Ghost Squad deface a domain of the European Space Agency (ESA): business.esa.int.https://securityaffairs.co/wordpress/105918/hacktivism/european-space-agency-esa-site-defacement.htmlFrance United States of America



China's government hackers have targeted members of the Hong Kong Catholic Church in a series of spear-phishing operations traced back to May this year.https://www.zdnet.com/article/chinese-state-hackers-target-hong-kong-catholic-church/China China

An actor sells what they claim to be a database with information on 2,000,000 Citrix customers on the dark web. An official statement by the company reveals that the database has been obtained from a third-party.https://www.bleepingcomputer.com/news/security/citrix-no-breach-hacker-stole-business-info-from-third-party/United States of AmericaUndetermined

Security researchers from KELA discover a database containing millions of emails and usernames up for sale on the dark web, linked to a well-known UK ticketing provider.https://www.infosecurity-magazine.com/news/millions-logins-uk-ticket-site/United Kingdom of Great Britain and Northern IrelandUndetermined

Hackers from the LulzSecurityITA collective dump the list of 23 databases from the airports of Milan Linate and Milan Malpensa.https://twitter.com/LulzSecurityITA/status/1283033454976933889Italy Italy

Roger Torrent, the speaker of the Catalan parliament, and at least two other pro-independence supporters, have reportedly been told their phones were targeted last year using the 'Pegasus' spyware.https://www.infosecurity-magazine.com/news/catalonian-phone-targeted-spyware/Spain Undetermined

Hackers from the LulzSecurityITA collective dump the list of 23 databases from the airports of Milan Linate and Milan Malpensa.https://twitter.com/LulzSecurityITA/status/1283033454976933889Italy Italy

Collabera discloses a ransomware attack that occurred on June 8th.https://www.theregister.com/2020/07/14/collabera_ransomware/United States of AmericaUndetermined

An allegedly stolen Wattpad database containing 270 million records is being sold in private sales for over $100,000 and offered for free on hacker forums.https://www.bleepingcomputer.com/news/security/wattpad-data-breach-exposes-account-info-for-millions-of-users/Canada Undetermined

Antwerp-based savings bank Argenta shuts down 143 ATM machines after falling victim to what is believed to be Belgium's first jackpotting attacks.https://www.infosecurity-magazine.com/news/belgium-suffers-first-jackpotting/Belgium Undetermined

A hacker going by the handle of NightLion claims to have breached the backend servers belonging to DataViper, a cyber security firm, and dumps 8,225 databases.https://www.zdnet.com/article/hacker-breaches-security-firm-in-act-of-revenge/United States of AmericaUndetermined

Haldiram's Snacks has disclosed that the company was attacked with ransomware in July. The attackers also reportedly exfiltrated sensitive information including financial data.https://www.databreaches.net/hackers-attack-haldirams-servers-demand-rs-7-5-lakh/India Undetermined

Indian delivery service Dunzo said it suffered a data breach that left customer data including email IDs and phone numbers exposed, after attackers accessed one of its databases.https://www.databreaches.net/google-backed-indian-delivery-startup-dunzo-suffers-data-breach/India Undetermined

U.K.-based cryptocurrency exchange Cashaa reports that hackers stole more than 336 Bitcoin (BTC) and ceases all the crypto-related transactions.https://cointelegraph.com/news/hacker-stole-336-btc-from-crypto-exchange-cashaaUnited Kingdom of Great Britain and Northern IrelandUndetermined

LiveAuctioneers discloses a data breach after a well-known data breach broker begins selling 3.4 million stolen user records on a hacker forum.https://www.bleepingcomputer.com/news/security/liveauctioneers-reports-data-breach-after-user-records-sold-online/United States of AmericaUndetermined

Researchers from Cyble discover internal data from Alfanar leaked from the Netwalker ransomware operators.https://cybleinc.com/2020/07/10/alfanar-a-globally-renowned-manufacturer-and-supplier-of-electrical-construction-products-got-allegedly-targeted-by-the-netwalker-ransomware-operators-data-leak/Saudi ArabiaUndetermined

Vancouver Coastal Health reveals to have suffered a ransomware attack on May 21.https://www.databreaches.net/vancouver-coastal-health-hit-by-cyberattack-but-says-no-evidence-data-stolen/Canada Undetermined

A malicious hacker disrupts a Jewish congregation's virtual prayer service to display symbols synonymous with anti-Semitism.https://www.infosecurity-magazine.com/news/jewish-service-zoombombed-with/United States of AmericaUndetermined

The Italian Civil Aviation Authority is hit with a cyber attack.https://www.repubblica.it/economia/2020/07/14/news/enac_attacco_hacker_il_10_luglio_nessun_furto_di_dati_-261905716/Italy Italy

Administrative Advantage, a company providing support services to healthcare providers, suffered a phishing attack in July 2020.https://www.databreaches.net/administrative-advantage-notifies-patients-of-remedy-medical-group-after-email-hack/United States of AmericaUndetermined

Cloudflare reveals that on June 21 it detected and mitigated a packet-based volumetric DDoS attack that peaked at 754 million packets-per-second.https://www.darkreading.com/attacks-breaches/huge-ddos-attack-launched-against-cloudflare-in-late-june/d/d-id/1338323United States of AmericaUndetermined

Researchers from Cyble discover 5 million records from Religare Health Insurance up for sale on the dark web.https://inc42.com/buzz/major-data-breach-at-religare-health-insurance-cyble-warns-of-phishing/India Undetermined

The push-to-talk app, Zello, discloses a data breach that revealed user's email addresses and hashed passwords after discovering unauthorized activity on their systems on July 8, 2020.https://www.bleepingcomputer.com/news/security/zello-resets-all-user-passwords-after-data-breach/United States of AmericaUndetermined

Roper St. Francis Hospital (RSFH) has reported that 6,000 patients are directly affected by a data breach that allowed attackers to steal their medical records and other personal information.https://hotforsecurity.bitdefender.com/blog/data-breach-at-roper-st-francis-hospital-affects-6000-patients-24075.htmlUnited States of AmericaUndetermined

Researchers from Cyble identify a threat actor claiming to be in possession of more than 500,000 confidential data records of Impact Guru, a crowdfunding platform.https://cybleinc.com/2020/07/08/impact-guru-indias-leading-crowdfunding-platform-breached-500000-user-records-leaked-in-darkweb/India Undetermined

VOXX International notifies employees and dependents enrolled in their health plan of a ransomware attack.https://www.databreaches.net/voxx-international-notifies-employees-and-dependents-enrolled-in-their-health-plan-of-ransomware-attack/United States of AmericaUndetermined

Chilton County shuts down after being targeted by a suspected ransomware attack.https://www.infosecurity-magazine.com/news/cyberattack-downs-alabama-countys/United States of AmericaUndetermined

The Center for Alternative Sentencing and Employment Services has put out a notification stating that a number of employee email accounts were compromised in 2020.https://www.databreaches.net/ny-cases-notifies-clients-of-data-security-breach/United States of AmericaUndetermined

BCycle, a bicycle sharing service, suffered a malware attack in April and launched an investigation, according to a company letter. The stolen information may have included names, credit card numbers and addresses.https://www.govtech.com/security/Texas-Bicycle-Sharing-Company-Breached-by-Malware.htmlUnited States of AmericaUndetermined

Brazilian health insurer Hapvida reveals to have suffered a cyber attack potentially involving access to the personal information of its customers.https://www.databreaches.net/brazils-hapvida-discloses-cyber-breach-potential-client-data-leak/Brazil Undetermined

A new release of the Lampion trojan banker targets uses in Portugal.https://securityaffairs.co/wordpress/105634/malware/new-release-lampion-trojan.htmlPortugal Undetermined

Using the alias "Sheriff," a threat actor advertises an auction for 62,000 accounts belonging to users of the eToro social trading platform.https://www.bleepingcomputer.com/news/security/etoro-accounts-peddled-by-the-thousands-on-cybercrime-forums/Israel Undetermined

The personal information of 10,000 patients is compromised after a medical study in Turkey suffers a cyber attack.https://www.databreaches.net/turkey-kvkk-announces-data-breach-suffered-by-doctors-office/Turkey Undetermined

Global IT services and solutions provider DXC Technology announces over the weekend a ransomware attack on systems from its Xchanging subsidiary.https://www.bleepingcomputer.com/news/security/ransomware-attack-on-insurance-msp-xchanging-affects-clients/United States of AmericaUndetermined

Orange is hit with a ransomware attack through the "Orange Business Solutions" division.https://www.bleepingcomputer.com/news/security/orange-confirms-ransomware-attack-exposing-business-customers-data/France Undetermined

The Sheriff's Office for Cooke County is hit by a ransomware attack.https://www.govtech.com/security/Texas-County-Sheriffs-Office-Suffers-Ransomware-Attack.htmlUnited States of AmericaRussian Federation

PEI-Genesis, Inc. ("PEI-Genesis") recently announced an event that may have impacted the privacy of personal information relating to certain individuals and businesses. https://www.databreaches.net/pei-genesis-inc-provides-notice-of-data-privacy-event/United States of AmericaUndetermined

Kingston's Royal Military College is one of four military training schools in Canada targeted in a ransomware attack. The attack also affected RMC Saint-Jean in Quebec, the Canadian Forces College in Toronto, and the Chief Warrant Officer Robert Osside Institute.https://www.databreaches.net/ca-four-military-schools-in-canada-suffer-cyberattacks/Canada Undetermined

Kingston's Royal Military College is one of four military training schools in Canada targeted in a ransomware attack. The attack also affected RMC Saint-Jean in Quebec, the Canadian Forces College in Toronto, and the Chief Warrant Officer Robert Osside Institute.https://www.databreaches.net/ca-four-military-schools-in-canada-suffer-cyberattacks/Canada Undetermined

Kingston's Royal Military College is one of four military training schools in Canada targeted in a ransomware attack. The attack also affected RMC Saint-Jean in Quebec, the Canadian Forces College in Toronto, and the Chief Warrant Officer Robert Osside Institute.https://www.databreaches.net/ca-four-military-schools-in-canada-suffer-cyberattacks/Canada Undetermined

Technology Management Resources, Inc. suffers a phishing attack. Many organizations are affected.https://www.databreaches.net/arkansas-methodist-medical-center-notification-of-technology-management-resources-security-incide/United States of AmericaUndetermined

Logins for more than 3600 MyGov accounts are listed for sale on the dark web.https://www.databreaches.net/au-hacked-thousands-of-mygov-accounts-for-sale-on-dark-web/Australia Undetermined

Swvl, a bus-booking app and operator of bus routes in Egypt, Kenya, and Pakistan, becomes aware of "unauthorized access to its IT infrastructure".https://www.databreaches.net/egyptian-bus-operator-swvl-hit-by-data-breach/Egypt Undetermined

Kingston's Royal Military College is one of four military training schools in Canada targeted in a ransomware attack. The attack also affected RMC Saint-Jean in Quebec, the Canadian Forces College in Toronto, and the Chief Warrant Officer Robert Osside Institute.https://www.databreaches.net/ca-four-military-schools-in-canada-suffer-cyberattacks/Canada Undetermined

A cyberattack against Wayne County School District's 16th Section Principal Fund Account has resulted in an investigation by the FBI after they were contacted by school officials shortly after the breach was discovered on July 2.https://www.databreaches.net/fbi-investigating-after-cyberattack-targets-wayne-county-school-district/United States of AmericaUndetermined

A group composed of dissidents within Iran's military and security forces claim to be behind the fire at the Natanz nuclear facility.https://www.bbc.com/news/world-middle-east-53305940Iran (Islamic Republic of)Undetermined

The names and Social Security numbers of 56,000 people who used CNY Works employment services are exposed in a ransomware incident that was discovered in December 2019.https://www.govtech.com/security/NY-Employment-Nonprofit-Client-Data-Potentially-Exposed.htmlUnited States of AmericaUndetermined

A phishing attack at Heartland Farm Mutual, a Canadian insurance firm, may have exposed the personal data of clients, the company warns.https://www.databreaches.net/data-breach-at-canadian-insurance-firm-exposes-personal-information/Canada Undetermined

Unknown hackers hijack the Twitter account of Russia's Ministry of Foreign Affairs, offer to sell stolen data.https://grahamcluley.com/hack-russia-twitter-account/Russian FederationUndetermined

A former vice president of a company in Georgia has been sent behind bars for sabotaging systems and causing delays in the shipment of Personal Protective Equipment (PPE).https://www.zdnet.com/article/disgruntled-former-vp-hacks-company-disrupts-ppe-supply-earns-jail-term/United States of AmericaUnited States of America

The cybercriminals behind NetWalker publish online evidence of an attack on Trinity Metro, a transit agency that operates bus and commuter rail transportation services in Fort Worth and its nearby Tarrant County suburbs.https://www.scmagazine.com/home/security-news/ransomware/netwalker-ransomware-group-claims-attack-on-fort-worth-transportation-agency/United States of AmericaUndetermined

In a report the UK National Cyber Security Centre has reported that an unnamed English football club was targeted by ransomware that crippled its IT systems and stopped their turnstiles from working.https://securityboulevard.com/2020/11/the-multi-million-pound-manchester-united-hack/United Kingdom of Great Britain and Northern IrelandUndetermined

Researchers from Lookout discover four Android surveillance tools, named SilkBean, DoubleAgent, CarbonSteal, and GoldenEagle, elements of campaigns originating in China, and primarily targeting the Uyghur ethnic minority.https://www.scmagazine.com/home/security-news/apts-cyberespionage/report-accuses-china-of-extensive-mobile-spyware-use-to-track-ethnic-minority-group/China Undetermined

An unknown third party tried to redirect funds from Utah Pathology in June.https://www.databreaches.net/utah-pathology-services-notifying-more-than-110000-patients-of-data-breach/United States of AmericaUndetermined

Hackers use leaked credentials on pastebin to deface Roblox profiles to support Donald Trump in the forthcoming US presidential election.https://www.bbc.com/news/technology-53236050United States of AmericaUndetermined

New Mexico State University Foundation is another victim of the Blackbaud hack.https://www.govtech.com/security/NMSU-Foundation-Says-Cyberattack-Did-Not-Compromise-Data.htmlUnited States of AmericaUndetermined



Duncannon reveals to have been hit with a ransomware attack in April, which left many municipal computer systems inoperable and caused the borough to pay out more than $40,000 to the hackers to restore systems.https://www.govtech.com/security/Duncannon-Pa-Bolsters-Cybersecurity-After-Ransomware-Attack.htmlUnited States of AmericaUndetermined

Duncannon reveals to have been hit with a ransomware attack in April, which left many municipal computer systems inoperable and caused the borough to pay out more than $40,000 to the hackers to restore systems.https://www.govtech.com/security/Duncannon-Pa-Bolsters-Cybersecurity-After-Ransomware-Attack.htmlUnited States of AmericaUndetermined

The National Highway Authority of India (NHAI) is attacked by malware.https://www.databreaches.net/nhai-server-attacked-by-malware-govt-says-no-data-loss/India Undetermined

The online Israel Philharmonic Orchestra concert, hosted by Helen Mirren, was disrupted by cyberattackers.https://slippedisc.com/2020/06/cyber-attacks-downs-helen-mirrens-israel-philharmonic-concert/Israel Undetermined

The Kerala Cyber Hackers claim they have accessed the personal data of 80,000 COVID-19 patients in New Delhi, in protest at the treatment of healthcare workers.https://www.telegraph.co.uk/global-health/terror-and-security/hackers-obtain-covid-19-patient-database-protest-treatment-indian/India India

The Kerala Cyber Hackers claim they have accessed the personal data of 80,000 COVID-19 patients in New Delhi, in protest at the treatment of healthcare workers.https://www.telegraph.co.uk/global-health/terror-and-security/hackers-obtain-covid-19-patient-database-protest-treatment-indian/India India

Media firm E27 is hacked, and attackers ask for a small "donation" to provide information on the vulnerabilities used in the attack.https://www.bleepingcomputer.com/news/security/hackers-breach-e27-want-donation-to-reveal-vulnerabilities/Singapore Undetermined

Researchers from Trend Micro reveal that eight cities across three states in the United States have fallen victim to a Magecart card skimming attack. The sites all appear to have been built using Click2Gov.https://threatpost.com/8-city-gov-websites-magecart/156954/United States of AmericaUndetermined

The France TÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â©lÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â©visions group announces it was the victim of a cyber attack that targeted one of its broadcasting sites.https://securityaffairs.co/wordpress/105269/hacking/france-televisions-group-cyber-attack.htmlFrance Undetermined

Media firm E27 is hacked, and attackers ask for a small "donation" to provide information on the vulnerabilities used in the attack.https://www.bleepingcomputer.com/news/security/hackers-breach-e27-want-donation-to-reveal-vulnerabilities/Singapore Undetermined

The Brazilian federal police are investigating the leak of personal details of senior government officials including president Jair Bolsonaro.https://www.zdnet.com/article/brazilian-federal-police-investigates-presidential-data-leak/Brazil Brazil

A Texas Medicaid subcontractor has been terminated after a data-privacy breach caused by a ransomware attack from Russia last year exposed the personal information of tens of thousands of low-income residents.https://www.databreaches.net/terminated-texas-medicaid-subcontractor-dumped-after-data-breach-in-ransomware-attack-from-russia/United States of AmericaRussian Federation

South Country Health Alliance disclosed a data security incident after an employee email account was breached in June 2020.https://www.databreaches.net/as-2020-draws-to-a-close-it-still-takes-too-long-to-detect-and-notify-patients-of-most-breaches/United States of AmericaUndetermined

Crypto-wallet firm Ledger reveals a major security breach of its e-commerce and marketing database, resulting in the compromise of one million customer email addresses and the personal details of thousands after the vulnerability was exploited on June 25, 2020.https://www.infosecurity-magazine.com/news/crypto-firm-ledgers-breach-one/France Undetermined

Maze ransomware operators update their list of victims adding Xerox Corporation.https://www.bleepingcomputer.com/news/security/business-giant-xerox-allegedly-suffers-maze-ransomware-attack/United States of AmericaUndetermined

Maze ransomware operators claim on their website that they breached and locked the network of the South Korean multinational LG Electronics.https://www.bleepingcomputer.com/news/security/lg-electronics-allegedly-hit-by-maze-ransomware-attack/UndeterminedUndetermined

Mercy Iowa City notifies its patients of a data breach that occurred in the spring after an employee's email account was compromised and exposed the information of 92,795 people. The hacker reportedly used the compromised email account to send spam and phishing emails.https://www.databreaches.net/mercy-iowa-city-notifies-92795-after-discovering-employees-email-account-compromised/United States of AmericaUndetermined

U.S. business consulting firm Frost & Sullivan is breached after data from an unsecured backup folder exposed on the Internet is sold on a hacker forum.https://www.bleepingcomputer.com/news/security/exposed-frost-and-sullivan-databases-for-sale-on-hacking-forum/United States of AmericaUndetermined

U.S. business consulting firm Frost & Sullivan is breached after data from an unsecured backup folder exposed on the Internet is sold on a hacker forum.https://www.bleepingcomputer.com/news/security/exposed-frost-and-sullivan-databases-for-sale-on-hacking-forum/United States of AmericaUndetermined

Researchers from ESET discover a malicious Android app in disguise of Canada's official COVID-19 tracing app, but hiding the CryCryptor ransomware.https://www.zdnet.com/article/new-crycryptor-ransomware-masquerades-as-covid-19-contact-tracing-app-on-your-device/Canada Undetermined

Researchers from ESET discover a malicious Android app in disguise of Canada's official COVID-19 tracing app, but hiding the CryCryptor ransomware.https://www.zdnet.com/article/new-crycryptor-ransomware-masquerades-as-covid-19-contact-tracing-app-on-your-device/Canada Undetermined

The Tax Collector's Office for Polk County blames malware found on an employee's computer for a data breach that affected around 450,000 residents of Polk County. The breach occurred in June.https://www.infosecurity-magazine.com/news/florida-tax-office-blames-data/United States of AmericaUndetermined

Choice Health Management Services notifies an unspecified number of individuals of a phishing attack that occurred in late 2019.https://www.databreaches.net/if-you-needed-yet-one-more-example-of-the-risks-of-phi-in-employee-email-accounts/United States of AmericaUndetermined

According to a letter sent to parents by Coastal Preparatory Academy and a lawsuit filed in Superior Court, a former employee obtained extremely sensitive personal information about parents and students, including social security numbers, health and financial information, and employment records. The employee also allegedly locked Academy leadership out of the computer system by refusing to provide passwords.https://portcitydaily.com/local-news/2020/08/16/lawsuit-alarming-data-breach-at-coastal-prep-academy-exposed-sensitive-personal-data/United States of AmericaUndetermined

Indian conglomerate Indiabulls Group is allegedly hit with a cyberattack from the CLOP Ransomware operators who have leaked screenshots of stolen data.https://www.bleepingcomputer.com/news/security/indiabulls-group-hit-by-clop-ransomware-gets-24h-leak-deadline/India Undetermined

Iowa State University officials announce that nearly 4,900 Iowa State University-affiliated email accounts were the recipients of a racist cyberattack from an email sender claiming to be Equity Prime Mortgage.https://www.govtech.com/security/Iowa-State-University-Emails-Targeted-by-Racist-Cyberattack.htmlUnited States of AmericaUndetermined

The encrypted chat Encrochat shuts down after a police hack.https://www.vice.com/en_us/article/5dz9qx/encrochat-hacked-shutting-down-encrypted-phoneUndeterminedUnited Kingdom of Great Britain and Northern Ireland

More than one million players of the video game Stalker Online are at risk after a database containing over 1.2 million user records is being sold on hacking forums. Separately, another database which is said to contain more than 136,000 records from the game's forums is also being offered for sale.https://grahamcluley.com/stalker-online-hacked-over-one-million-gamers-passwords-download/UndeterminedUndetermined

Indian conglomerate Indiabulls Group is allegedly hit with a cyberattack from the CLOP Ransomware operators who have leaked screenshots of stolen data.https://www.bleepingcomputer.com/news/security/indiabulls-group-hit-by-clop-ransomware-gets-24h-leak-deadline/India Undetermined

Akamai reveals that a bank in Europe was hit by a massive distributed denial-of-service (DDoS) attack that peaked at a record 809 million packets per second (PPS).https://securityaffairs.co/wordpress/105223/hacking/akamai-record-ddos-attack.htmlUndeterminedUndetermined

A racist cyberattack email is delivered to thousands of University of California, Davis email accounts, prompting the university to block most of the emails, officials said Tuesday.https://www.govtech.com/security/Brief-UC-Davis-Targeted-in-Series-of-Racist-Cyberattacks.htmlUnited States of AmericaUndetermined

Tallapoosa County Probate Office is hit with a ransomware attack.https://www.databreaches.net/al-tallapoosa-county-recovers-from-ransomware-attack/United States of AmericaUndetermined

Crozer-Keystone Health System suffers a ransomware attack by the NetWalker ransomware gang. The gang auctions the stolen data through its darknet website.https://cointelegraph.com/news/ransomware-gang-auctions-off-us-healthcare-data-for-bitcoinUnited States of AmericaUndetermined

A leak-focused activist group known as Distributed Denial of Secrets publishes BlueLeaks, a 269-gigabyte collection of police data, allegedly received from the Anonymous collective, which includes emails, audio, video, and intelligence documents, with more than a million files in total.https://www.wired.com/story/blueleaks-anonymous-law-enforcement-hack/United States of AmericaUndetermined

The Florida Orthopedic Institute warns of a data breach that occured on or around April 9.https://www.databreaches.net/one-of-floridas-largest-orthopedic-providers-faces-class-action-lawsuit-after-data-breach/United States of AmericaUndetermined

An attacker breaks into the Mid-Michigan College's email system, compromising the accounts of 10 employees and compromising personal data of potentially up to 16,000 people.https://www.databreaches.net/data-breach-at-mid-michigan-college-endangers-personal-data-of-up-to-16000/United States of AmericaUndetermined

Popular Australian surfer Blaze Angel Roberts has her Instagram account hacked, posting sexually explicit images.https://grahamcluley.com/surfer-hacked-instagram-explicit/Australia Undetermined

A leak-focused activist group known as Distributed Denial of Secrets publishes BlueLeaks, a 269-gigabyte collection of police data, allegedly received from the Anonymous collective, which includes emails, audio, video, and intelligence documents, with more than a million files in total.https://www.wired.com/story/blueleaks-anonymous-law-enforcement-hack/United States of AmericaUndetermined

Club Fitness Holdings, Inc. was the victim of a data security event that prevented access to data and programs on its network. As a result of the attack an unknown actor also gained access to data on the network.https://www.databreaches.net/club-fitness-provides-notice-of-data-security-incident/United States of AmericaUndetermined

Researchers from Armorblox discover a phishing campaign against Bank of America customers that able to bypass security filters.https://www.bleepingcomputer.com/news/security/why-did-this-bank-of-america-phishing-email-bypass-spam-filters/United States of AmericaUndetermined

Researchers from Abnormal Security discover a phishing campaign impersonating the Wells Fargo Security Team and luring potential victims to phishing pages with the help of calendar invites.https://www.bleepingcomputer.com/news/security/wells-fargo-phishing-baits-customers-with-calendar-invites/United States of AmericaUndetermined

Hackers steal data from RBX.Place, a grey marketplace where players of the massively popular online game Roblox can sell in-game items for real money.https://www.vice.com/en_us/article/m7jbg8/roblox-rbx-place-hackedUndeterminedUndetermined

Australian beverage giant Lion is hit by a second cyber attack.https://www.theregister.com/2020/06/19/lion_brewery_second_cyber_attack_australia/Australia Undetermined

Researchers from Armorblox discover a phishing campaign against Bank of America customers that able to bypass security filters.https://www.bleepingcomputer.com/news/security/why-did-this-bank-of-america-phishing-email-bypass-spam-filters/United States of AmericaUndetermined

Researchers from Abnormal Security discover a phishing campaign impersonating the Wells Fargo Security Team and luring potential victims to phishing pages with the help of calendar invites.https://www.bleepingcomputer.com/news/security/wells-fargo-phishing-baits-customers-with-calendar-invites/United States of AmericaUndetermined

MEDNAX Services, Inc. has revealed that an unauthorized third-party gained access to some MEDNAX business email accounts.https://www.databreaches.net/mednax-services-notifies-patients-of-data-breach/United States of AmericaUndetermined

Sodinokibi ransomware (aka REvil) operators breach the Brazilian-based electrical energy company Light S.A. and demand a $14 million worth ransom.https://securityaffairs.co/wordpress/105477/cyber-crime/sodinokibi-ransomware-light-s-a.htmlBrazil Russian Federation

1,000 student accounts from the Far Eastern University (FEU) are made public, with details such as names, student numbers, and passwords exposed.https://www.databreaches.net/ph-cebu-normal-university-suspends-subdomain-after-anonymous-website-hack/PhilippinesUndetermined

Subdomains of the Cebu Normal University (CNU) website, particularly the Library and Journal for Higher Education (JHE), are hacked by unknown entities.https://rappler.com/technology/cebu-normal-university-suspends-subdomain-anonymous-website-hackPhilippinesUndetermined

A Zoom meeting regarding issues surrounding police discipline is interrupted by callers shouting racist and homophobic remarks.https://www.govtech.com/security/Lexington-Ky-PD-Investigating-Virtual-Meeting-Hijackings.htmlUnited States of AmericaUndetermined

An unnamed webhost was hit with one of the largest DDoS attacks ever registered by Akamai (1.44 terabit-per-second).https://hotforsecurity.bitdefender.com/blog/akamai-registers-massive-1-44-terabit-per-second-ddos-attack-23535.htmlUndeterminedUndetermined

Sodinokibi ransomware (aka REvil) operators breach the Brazilian-based electrical energy company Light S.A. and demand a $14 million worth ransom.https://securityaffairs.co/wordpress/105477/cyber-crime/sodinokibi-ransomware-light-s-a.htmlBrazil Russian Federation

Oswego Health has reported an unauthorized access to an employee email account.https://www.databreaches.net/oswego-health-some-patient-data-potentially-exposed/United States of AmericaUndetermined

China launches DDOS attacks against Indian information websites and the country's financial payments system, amid growing tensions over border disputes in the Kashmir region.https://www.databreaches.net/china-launches-cyber-attacks-on-government-websites-and-banks-following-india-massacre/India Undetermined

South Africa's Postbank believes that an employee or employees stole the bank's master key, and used it to steal more than $3.2 million from customer balances.https://www.zdnet.com/article/south-african-bank-to-replace-12m-cards-after-employees-stole-master-key/South AfricaUndetermined



The website of Intersport, one of Europe's largest sporting goods retail chains, is hit by a Magecart attack. The attack affects Intersport's web sites in Slovenia, Croatia, Serbia, Bosnia and Hercegovina and Montenegrohttps://www.zdnet.com/article/web-skimmers-found-on-the-websites-of-intersport-claires-and-icing/SwitzerlandUndetermined

Researchers from Sansec reveal that the websites for U.S. based jewelry and accessory giant Claire's, and its subsidiary Icing, were compromised in April via a Magecart attack.https://www.bleepingcomputer.com/news/security/accessories-giant-claires-hacked-to-steal-credit-card-info/United States of AmericaUndetermined

Geox, the Italian shoe maker is hit with a ransomware attack.https://www.wired.it/internet/web/2020/06/16/geox-ransomware/Italy Undetermined

The details of 727,000 Foodora accounts in 14 countries are leaked online.https://www.govinfosecurity.com/delivery-hero-confirms-foodora-data-breach-a-14435Germany Undetermined

U.S. system-on-chip (SOC) maker company MaxLinear discloses that some of its computing systems were encrypted by Maze Ransomware operators. The attack was discovered on May 24.https://www.bleepingcomputer.com/news/security/chipmaker-maxlinear-reports-data-breach-after-maze-ransomware-attack/United States of AmericaUndetermined

The Anonymous claim to have taken down the website of the Atlanta Police Department (atlantapd.org).https://www.scmagazine.com/website-web-server-security/anonymous-claims-credit-for-taking-down-atlanta-pd-website/United States of AmericaUnited States of America

Israeli software company Sapiens International falls victim to a ransomware attack, paying $250,000 in Bitcoin to hackers.https://www.calcalistech.com/ctech/articles/0,7340,L-3833070,00.htmlIsrael Undetermined

The Maze ransomware gang hits Threadstone Advisors LLP, a US corporate advisory firm specializing in M&A.https://securityaffairs.co/wordpress/104718/cyber-crime/threadstone-advisors-maze-ransomware.htmlUnited States of AmericaUndetermined

Israeli software company Sapiens International falls victim to a ransomware attack, paying $250,000 in Bitcoin to hackers.https://www.calcalistech.com/ctech/articles/0,7340,L-3833070,00.htmlIsrael Undetermined

The Maze ransomware gang hits Threadstone Advisors LLP, a US corporate advisory firm specializing in M&A.https://securityaffairs.co/wordpress/104718/cyber-crime/threadstone-advisors-maze-ransomware.htmlUnited States of AmericaUndetermined

Rangely District Hospital (RDH) reveals to have been hit by a ransomware attack in April 2020.https://www.databreaches.net/co-rangely-district-hospital-unable-to-access-some-patient-records-after-ransomware-attack/United States of AmericaUndetermined

The NHS confirms that 113 internal email accounts were compromised and used to send malicious spam between May 30 and June 1, 2020.https://www.infosecurity-magazine.com/news/nhs-100-email-accounts-hijacked/United Kingdom of Great Britain and Northern IrelandUndetermined

A Russian hacker named m1x breaches a Mexican government web portal (puebla.gob.mx) and three days later once the government refused to pay a ransom, publicly-releases some 14,000 Mexican taxpayer ID numbers.https://www.scmagazine.com/home/security-news/apts-cyberespionage/russian-hacker-releases-at-least-14000-mexican-taxpayer-ids/Mexico Russian Federation

Canadian managed service Pivot Technology Solutions was the victim of a ransomware attack in June. The attack did not encrypt its systems, but did lead to the loss of some data.https://www.databreaches.net/ca-ransomware-attack-on-msp-failed-but-attackers-exfiltrated-some-data-pivot-technology-solutions/Canada Undetermined

A data leak that contains sensitive information of 12,472 Indian blood donors is posted on two forums.https://www.databreaches.net/12000-indian-blood-donors-pii-and-passwords-leaked/India Undetermined

Cano Health warns its patients of a phishing attack involving three employees that was discovered on April 2020 and occurred on May 2018.https://www.databreaches.net/fl-cano-health-advises-patients-of-breach-that-began-two-years-ago/United States of AmericaUndetermined

University of Missouri Health Care (MU Health Care) discloses a breach that occurred in September 2019, when the email accounts of some students had been accessed without authorization.https://www.databreaches.net/university-of-missouri-health-care-discloses-2019-breach/United States of AmericaUndetermined

A data leak that contains sensitive information of 12,472 Indian blood donors is posted on two forums.https://www.databreaches.net/12000-indian-blood-donors-pii-and-passwords-leaked/India Undetermined

Cano Health warns its patients of a phishing attack involving three employees that was discovered on April 2020 and occurred on May 2018.https://www.databreaches.net/fl-cano-health-advises-patients-of-breach-that-began-two-years-ago/United States of AmericaUndetermined

Electronic Waveform Lab, Inc. reveals that it suffered a ransomware attack on April 11, 2020.https://www.databreaches.net/electronic-waveform-lab-reports-ransomware-incident/United States of AmericaUndetermined

The City of Knoxville, Tennessee, was forced to shut down its entire computer network following a ransomware attack that took place overnight and targeted the city's offices.https://www.bleepingcomputer.com/news/security/city-of-knoxville-shuts-down-network-after-ransomware-attack/United States of AmericaUndetermined

The University of the Philippines Visayas confirmed on its official Facebook page that its website, upv.edu.ph, was defaced on Thursday, June 11.https://r3.rappler.com/technology/news/263568-up-visayas-down-after-defacementPhilippinesUndetermined

Activewear retailer In Sport reveals to have suffered a Sodinokibi ransomware attack back in May 2020.https://www.databreaches.net/au-activewear-retailer-hacked-data-now-on-the-dark-web/Australia Russian Federation

eHealth Saskatchewan admits to have suffered a ransomware attack on December 20.https://www.databreaches.net/ehealth-ransomware-attack-potentially-catastrophic-for-saskatchewan-health-card-holders/Canada Undetermined

The Infinity Diagnostics Center Instagram account is compromised by an unknown hacker. After gaining access, the threat actor uploads multiple stories designed to paint the business as racist.https://www.infosecurity-magazine.com/news/life-threatening-houston-hack/United States of AmericaUndetermined

A1 Telekom, the largest internet service provider in Austria, admits a malware security breach from December 2019 to May 2020.https://www.zdnet.com/article/hackers-breached-a1-telekom-austrias-largest-isp/Austria Undetermined

TAIT Towers, one of the world's leading live event solutions providers, discloses a data breach that led to the exposure of personal and financial information stored on a server and on the email accounts of some of its employees.https://www.bleepingcomputer.com/news/security/live-event-solutions-leader-tait-discloses-data-breach/United States of AmericaUndetermined

The City of Knoxville, Tennessee, was forced to shut down its entire computer network following a ransomware attack that took place overnight and targeted the city's offices.https://www.bleepingcomputer.com/news/security/city-of-knoxville-shuts-down-network-after-ransomware-attack/United States of AmericaUndetermined

Researchers from Kaspersky reveal that China-linked cyber-espionage group Cycldek is showing increasing sophistication in a series of recent attacks targeting government and military entities in Vietnam.https://www.securityweek.com/china-linked-cycldek-hackers-target-vietnamese-government-militaryViet Nam China

The city of Keizer is hit with a ransomware attack, and is able to restore the data, paying the perpetrators a $48,000 ransom.https://www.databreaches.net/or-keizer-city-computers-hacked-and-ransomed-for-48000/United States of AmericaUndetermined

Microsoft reveals that attackers recently hijacked powerful machine-learning clusters inside Microsoft's Azure cloud-computing service to mine cryptocurrency at the expense of the customers who rented them.https://arstechnica.com/information-technology/2020/06/machine-learning-clusters-in-azure-hijacked-to-mine-cryptocurrency/United States of AmericaUndetermined

South Africa's Life Healthcare says its southern African operation is hit by a cyber attack affecting its admissions systems, business processing systems and email servers.https://africa.cgtn.com/2020/06/09/cyber-hackers-attack-south-africas-life-healthcare/South AfricaUndetermined

Slovak authorities arrest four suspects as part of an investigation into a series of suspicious devices found connected to the government's official IT network.https://www.zdnet.com/article/slovak-police-seize-wiretapping-devices-connected-to-government-network/Slovakia Undetermined

Researchers from Cyble report that a threat actor is offering documents of the Indian defence contractor Bharat Earth Movers Limited (BEML) on a dark web black-market.https://securityaffairs.co/wordpress/104495/data-breach/beml-data-leak.htmlIndia India

Australian beverage giant Lion is hit by a ransomware attack.https://www.zdnet.com/article/lion-warns-of-beer-shortages-following-ransomware-attack/Australia Undetermined

Premier Health Partners is notifying of a data breach which saw an unauthorized third-party access certain email accounts.https://www.databreaches.net/oh-premier-health-partners-discloses-breach-but-no-notifications-to-patients-yet/United States of AmericaUndetermined

Researchers from Risk Based Security reveal that personal data of an estimated 350,000 social media influencers and users has been accessed and partially leaked following a breach at social media marketing firm Preen.Me.https://www.infosecurity-magazine.com/news/data-breach-social-media/Israel Undetermined

Researchers at RapidSpike discover that payment card data from customers of Greenworks hardware tools website is being stolen by hackers via a malicious script with self-cloaking capabilities and anti-tampering protection.https://www.bleepingcomputer.com/news/security/self-destructing-skimmer-steals-credit-cards-of-greenworks-customers/United States of AmericaUndetermined

Cosmetics giant Avon discloses a security incident allegedly due to the DoppelPaymer ransomware.https://www.zdnet.com/article/avon-recovering-after-mysterious-cyber-security-incident/United Kingdom of Great Britain and Northern IrelandRussian Federation

Computer networks in Europe and Japan from car manufacturer giant Honda are also affected by issues that are reportedly related to a SNAKE Ransomware cyber-attack.https://www.bleepingcomputer.com/news/security/honda-investigates-possible-ransomware-attack-networks-impacted/Japan Undetermined

Hockley Medical Practice have the records of nearly 9,000 patients hacked.https://www.databreaches.net/uk-fears-patient-files-at-hockley-gp-surgery-hacked-urgent-probe-launched/United Kingdom of Great Britain and Northern IrelandUndetermined

Unknown attackers break into the evaluation portal of the University of the Philippines Cebu.https://www.databreaches.net/ph-san-beda-student-portal-hacked-personal-data-of-thousands-stolen/PhilippinesUndetermined

The Enel Group is hit by a ransomware attack from EKANS (SNAKE) ransomware operators that affected its internal network.https://www.bleepingcomputer.com/news/security/power-company-enel-group-suffers-snake-ransomware-attack/#:~:text=Ionut%20Ilascu&text=European%20energy%20company%20giant%20Enel,targeted%20Honda%20earlier%20this%20week.Italy Undetermined

A hacker(s) identifying themselves as "John Wick" and "Korean Hackers" claim to have breached the systems for Indian video on-demand giant ZEE5 and are threatening to sell the database on criminal markets.https://www.bleepingcomputer.com/news/security/zee5-allegedly-hacked-by-korean-hackers-customer-info-at-risk/India Undetermined

The city of Florence, Alabama, is hit by the DoppelPaymer ransomware.https://securityaffairs.co/wordpress/104666/breaking-news/city-of-florence-ransomware.htmlUnited States of AmericaUndetermined

The University of Utah notifies its patients after a phishing incident compromised employee email accounts between April 6 and May 22.https://www.databreaches.net/university-of-utah-patients-notified-after-phishing-incident-compromised-employee-email-accounts/United States of AmericaUndetermined

The threat actors behind the Maze ransomware steal and leak the data of ST Engineering.https://securityaffairs.co/wordpress/104351/cyber-crime/st-engineering-maze-ransomware.htmlSingapore Undetermined

The city of Florence, Alabama, is hit by the DoppelPaymer ransomware.https://securityaffairs.co/wordpress/104666/breaking-news/city-of-florence-ransomware.htmlUnited States of AmericaUndetermined

Canadian retailer Fitness Depot announces customers that their personal and financial information was stolen following a breach that affected the company's e-commerce platform last month.https://www.bleepingcomputer.com/news/security/fitness-depot-hit-by-data-breach-after-isp-fails-to-activate-the-antivirus/Canada Undetermined

An unidentified hacker infiltrates the online student portal of San Beda University (SBU), gaining access to personal information and social media passwords of thousands of students and apparently releasing them online.https://www.databreaches.net/ph-san-beda-student-portal-hacked-personal-data-of-thousands-stolen/PhilippinesUndetermined

Chartered Professional Accountants of Canada (CPA) disclose a cyberattack against their website that allowed unauthorized third parties to access the personal information of over 329,000 members and other stakeholders.https://www.bleepingcomputer.com/news/security/cpa-canada-discloses-data-breach-affecting-329-000-individuals/Canada Undetermined

The Netwalker Ransomware operators claim to have successfully attacked the Columbia College of Chicago, stolen unencrypted data, and encrypted their computers.https://www.bleepingcomputer.com/news/security/netwalker-ransomware-continues-assault-on-us-colleges-hits-ucsf/United States of AmericaUndetermined

The Netwalker Ransomware operators claim to have successfully attacked the University of California San Francisco (UCSF), stolen unencrypted data, and encrypted their computers.https://www.bleepingcomputer.com/news/security/netwalker-ransomware-continues-assault-on-us-colleges-hits-ucsf/United States of AmericaUndetermined

The Netwalker Ransomware operators claim to have successfully attacked the Columbia College of Chicago, stolen unencrypted data, and encrypted their computers.https://www.bleepingcomputer.com/news/security/netwalker-ransomware-continues-assault-on-us-colleges-hits-ucsf/United States of AmericaUndetermined

The Duluth School District reveals the details of a security breach involving 14 student accounts.https://www.govtech.com/security/BRIEF-Minnesota-School-District-Addresses-Cybersecurity-Breach.htmlUnited States of AmericaUndetermined



Viva Republica Inc., a fintech firm, has its Toss platform hacked suffering a loss worth 9.4 million won ($7,853).https://www.databreaches.net/kr-viva-republica-in-hot-water-over-alleged-security-breach/UndeterminedUndetermined

The threat actors behind the Maze ransomware steal and leak the data of Westech International, a US military contractor.https://news.sky.com/story/hackers-steal-secrets-from-us-nuclear-missile-contractor-11999442United States of AmericaUndetermined

The DoppelPaymer ransomware gang says it successfully breached the network of Digital Management Inc. (DMI), a managed IT and cyber-security services on demand, NASA contractor.https://www.zdnet.com/article/ransomware-gang-says-it-breached-one-of-nasas-it-contractors/United States of AmericaRussian Federation

The San Francisco Employees' Retirement System (SFERS) suffers a data breach after an unauthorized person gains access to a database hosted in a test environment. The breach occurred on February 24, 2020.https://www.bleepingcomputer.com/news/security/san-francisco-retirement-program-sfers-suffers-data-breach/United States of AmericaUndetermined

The gang behind the Sodinokibi ransomware puts on sale on an auction site the data stolen from Agromart Group.https://www.databreaches.net/agromarts-data-up-for-auction-while-threat-actors-read-and-publish-their-victims-emails-about-the-attack/Canada Russian Federation

Nearly a thousand members of Kentucky Employees' Health Plan (KEHP) are victims of two connected data breaches that took place in late April and mid-May.https://www.govtech.com/security/Two-Data-Breaches-Hit-Kentucky-Employees-Health-Plan.htmlUnited States of AmericaUndetermined

The Minnesota Senate's servers are hacked, and the attackers are able to access a file of passwords used by senators and staff.https://www.govtech.com/security/Cyberattack-Afflicts-Minnesota-State-Senate-Computers.htmlUnited States of AmericaUndetermined

Security Industry Specialists has discovered that some of its systemshttps://www.databreaches.net/security-firm-notifies-36762-after-malware-attack/United States of AmericaUndetermined

A hacker has leaked the details of millions of users registered on Teespring, a web portal that lets users create and sell custom-printed apparel.https://www.zdnet.com/article/hacker-leaks-data-of-millions-of-teespring-users/United States of AmericaUndetermined

The University of California, San Francisco has paid a $1.14 million ransom to a criminal gang after getting hit with ransomware in June.https://www.theregister.com/2020/06/29/ucsf_1_14m_dollar_ransom_paid_netwalker/United States of AmericaUndetermined

Japanese cryptocurrency exchange Coincheck says hackers took control over its account at Oname.com, a local domain registrar and hijacked one of its domain names, which they later used to contact some of its customers.https://www.zdnet.com/article/hackers-hijack-one-of-coinchecks-domains-for-spear-phishing-attacks/Japan Undetermined

Anonymous takes down the Minneapolis Police Department website in retaliation for the murder of George Floyd.https://variety.com/2020/digital/news/anonymous-hackers-minneapolis-police-department-website-george-floyd-1234621332/United States of AmericaUndetermined

Sekhmet ransomware operators claim to have hit an international IT firm, Excis.https://www.databreaches.net/sekhmet-ransomware-team-claims-to-have-hit-international-it-firm-very-hard/United Kingdom of Great Britain and Northern IrelandUndetermined

Neiman Marcus suffers a data breach compromising personal information of approximately 4.6 million customers.https://www.bleepingcomputer.com/news/security/neiman-marcus-sends-notices-of-breach-to-43-million-customers/United States of AmericaUndetermined
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The Maze Ransomware operators claim to have successfully attacked business services giant Conduent, where they stole unencrypted files and encrypted devices on their network.https://www.bleepingcomputer.com/news/security/business-services-giant-conduent-hit-by-maze-ransomware/United States of AmericaUndetermined

The National Railroad Passenger Corporation (Amtrak) discloses a data breach that may have resulted in the compromise of customer personally identifiable information (PII). The data breach was discovered on April 16, 2020 and was carried out via compromised credentials.https://www.zdnet.com/article/amtrak-discloses-data-breach-potential-leak-of-sensitive-customer-information/United States of AmericaUndetermined

Researchers from Cyble discover a database containing details of over 20 million Taiwanese citizens on the dark web. The data was stolen from the Ministry of the Interior's Department of Household Registration.https://www.taiwannews.com.tw/en/news/3942167#:~:text=According%20to%20researchers%20at%20Cyble,DB%E2%80%9D%20onto%20the%20dark%20web.&text=The%203.5%20GB%2Ddatabase%20lists,more%20than%2020%20million%20citizens.Taiwan (Province of China)Undetermined

The operators of the NetWalker (Mailto) ransomware announce that they've infected the network of Michigan State University.https://www.zdnet.com/article/michigan-state-university-hit-by-ransomware-gang/United States of AmericaUndetermined

Stark Summit Ambulance suffered a data breach in May 2020 which exposed personal and protected health information.https://www.databreaches.net/oh-stark-summit-ambulance-notified-patients-and-employees-of-data-breach/United States of AmericaUndetermined

City government systems in Minneapolis are taken down by a DDoS attack.https://thehill.com/policy/cybersecurity/500009-minneapolis-city-systems-temporarily-brought-down-by-cyberattackUnited States of AmericaUndetermined

Cisco discloses a security breach that impacted a small part of its backend infrastructure: hackers used a vulnerability in the SaltStack software package, which Cisco bundles with some products, to gain access to six servers.https://www.zdnet.com/article/cisco-discloses-security-breach-that-impacted-virl-pe-infrastructure/United States of AmericaUndetermined

The Austrian City of Weiz is hit by the NetWalker ransomware.https://cointelegraph.com/news/ransomware-attack-kidnaps-austrian-cityAustria Undetermined

Blogging platform LiveJournal appears to have suffered a security breach in 2014, and multiple hackers are selling the company's user database on the dark web and on hacking forums (26 million users).https://www.zdnet.com/article/26-million-livejournal-credentials-leaked-online-sold-on-the-dark-web/Russian FederationUndetermined

Ghostwriter, a suspected Belarus-backed hacking group, has compromised websites and email accounts in Latvia, Lithuania, and PolandÃƒÂ‚Ã‚Â to publish fabricated documents pushing anti-North Atlantic Treaty Organization (NATO) narratives consistent with Kremlin talking points. The influence campaign started in 2017.https://www.fireeye.com/content/dam/fireeye-www/blog/pdfs/Ghostwriter-Influence-Campaign.pdfPoland Belarus
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Arbonne International exposes the personal information and credentials of thousands after its internal systems were breached by an unauthorized party.https://www.bleepingcomputer.com/news/security/arbonne-mlm-data-breach-exposes-user-passwords-personal-info/United States of AmericaUndetermined

Researchers from Cyble discover the databases of three hacking forums Nulled.ch, Sinfulsite.com, and suxx.to leaked online.https://securityaffairs.co/wordpress/103726/data-breach/3-hacking-forums-hacked.htmlUndeterminedUndetermined

Researchers from Cyble discover the databases of three hacking forums Nulled.ch, Sinfulsite.com, and suxx.to leaked online.https://securityaffairs.co/wordpress/103726/data-breach/3-hacking-forums-hacked.htmlUndeterminedUndetermined

Researchers from Cyble discover the databases of three hacking forums Nulled.ch, Sinfulsite.com, and suxx.to leaked online.https://securityaffairs.co/wordpress/103726/data-breach/3-hacking-forums-hacked.htmlSwitzerlandUndetermined

Researchers from Cyble discover a dump containing 29.1 million Indian jobseekers personal details, offered for free in the hacking underground.https://securityaffairs.co/wordpress/103694/data-breach/indian-jobseekers-data-leak.htmlIndia Undetermined

Everett & Hurite Ophthalmic Association notifies 34,113 patients of a phishing attack that occurred between February and March 2020.https://www.databreaches.net/pa-everett-hurite-ophthalmic-association-discloses-breach-involving-protected-health-information/United States of AmericaUndetermined

Online education site EduCBA starts notifying customers that they are resetting their passwords after suffering a data breach.https://www.bleepingcomputer.com/news/security/online-education-site-educba-discloses-data-breach-after-hack/India Undetermined

ShinyHunters breaches Mathway, a popular math solving application, stealing more than 25 million emails and passwords.https://www.zdnet.com/article/25-million-user-records-leak-online-from-popular-math-app-mathway/United States of AmericaUndetermined

Hackers from LulzSecITA leak sensitive data from the San Raffaele Hospital in Milan. Data includes personal details of patients, doctors, nurses, and various employees. The breach occurred two months ago.https://www.technadu.com/milan-hospita-victim-embarrassing-data-stealing-cyber-attack/102620/Italy Italy
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FARO Technologies has been attacked by the REvil threat actors.https://www.lemagit.fr/actualites/252484677/Ransomware-quest-il-arrive-a-FARO-TechnologiesUnited States of AmericaRussian Federation

ShinyHunters puts up for sale the details of 40 million users registered on Wishbone, a popular mobile app that lets users compare two items in a simple voting poll.https://www.zdnet.com/article/hacker-selling-40-million-user-records-from-popular-wishbone-app/United States of AmericaUndetermined

EasyJet admits that a "highly sophisticated cyber-attack" has affected approximately nine million customers. Email addresses and travel details have also been stolen and 2,208 customers also had their credit and debit card details "accessed". The attack was discovered in January.https://www.bbc.com/news/amp/technology-52722626United Kingdom of Great Britain and Northern IrelandUndetermined

The Greenbug group has used off-the-shelf tools and living-off-the-land techniques to gain access to South Asian telecommunication providers' database servers, including at least three Pakistani telecom companies.https://www.cyberscoop.com/greenbug-symantec-iran-hacking-pakistan/Pakistan Iran (Islamic Republic of)

M.J. Brunner is hit with a Maze ransomware attack.https://www.bloomberg.com/news/articles/2020-07-27/fund-administrator-to-pimco-and-others-saw-data-breach-at-vendorUnited States of AmericaUndetermined

Researchers from Trend Micro reveal the details of a campaign targeting the air-gapped networks of the Taiwanese and the Philippine military via the USBferry malware.https://www.zdnet.com/article/hackers-target-the-air-gapped-networks-of-the-taiwanese-and-philippine-military/PhilippinesChina

Covve, the popular address book app, is identified as the source of a data breach that exposed the details of nearly 23 million individuals.https://www.databreaches.net/covve-revealed-as-source-of-data-breach-impacting-23m-individuals/Cyprus Undetermined

Researchers from Trend Micro reveal the details of a campaign targeting the air-gapped networks of the Taiwanese and the Philippine military via the USBferry malware.https://www.zdnet.com/article/hackers-target-the-air-gapped-networks-of-the-taiwanese-and-philippine-military/Taiwan (Province of China)China

BlueScope confirms it was the victim of a cyber incident.https://www.zdnet.com/article/bluescope-reports-cyber-incident-affecting-australian-operations/Australia Undetermined

A database with 129 million records of car owners in Moscow is being offered for sale on a dark web forum.https://www.bleepingcomputer.com/news/security/hacker-sells-129-million-sensitive-records-of-russian-car-owners/Russian FederationUndetermined

Data belonging to nine million customers of the CDEK Express transportation service is up for sale on the Web for 70 thousand rubles ($950).https://www.databreaches.net/ru-data-of-9-million-customers-of-the-russian-courier-service-leaked-but-whose-leak-is-it/Russian FederationUndetermined

Crypto lending provider BlockFi reports that it suffered a data breach after, some of the company's client data was breached through a SIM card swap attack performed on one of its employees.https://cointelegraph.com/news/blockfis-data-breach-may-allow-criminals-to-extort-rich-clientsUnited States of AmericaUndetermined

A Des Moines civil rights meeting is abandoned after being Zoombombed.https://www.infosecurity-magazine.com/news/iowa-civil-rights-meeting/United States of AmericaUndetermined

Elexon, a middleman in the UK power grid network, reports that it fell victim to a cyber-attack (probably malware).https://www.zdnet.com/article/uk-electricity-middleman-hit-by-cyber-attack/United Kingdom of Great Britain and Northern IrelandUndetermined

A new ransomware attack hits the network of the Texas Department of Transportation (TxDOT).https://www.bleepingcomputer.com/news/security/ransomware-attack-impacts-texas-department-of-transportation/United States of AmericaUndetermined



North Shore Pain Management has 4 GB of data leaked by the AKO ransomware gang.https://www.databreaches.net/ako-ransomware-operators-put-some-hurt-on-pain-management-doctors/United States of AmericaUndetermined

Wright County notifies residents of a phishing attack that occurred on January 31, 2019.https://www.databreaches.net/wright-county-notifies-residents-of-2019-email-hack-covid-19-response-somewhat-delayed-notification/United States of AmericaUndetermined

German Chancellor Angela Merkel reveals that Russia was targeting her in hacking attacks, saying she had concrete proof of the "outrageous" spying attempts.https://uk.news.yahoo.com/merkel-cites-hard-evidence-russian-hackers-targeted-her-111740669.htmlGermany Undetermined

Bam Construct is hit by malware.https://www.bbc.com/news/technology-52646808United Kingdom of Great Britain and Northern IrelandUndetermined

Interserve, a contractor for Britain's Ministry of Defence suffers a security breach, after hackers break into a database and steal up to 100,000 past and current employees details.https://securityaffairs.co/wordpress/103285/data-breach/interserve-data-breach.htmlUnited Kingdom of Great Britain and Northern IrelandUndetermined

The hackers behind the Nefilim malware say they have stolen over 800 gigabytes of personnel and financial data from W&T Offshore Inc.https://www.databreaches.net/oil-and-gas-hackers-chase-bigger-pandemic-paydays/United States of AmericaUndetermined

ESET fends off a DDoS attack facilitated by "Updates for Android", a malicious news app hosted in the Google Play Store and downloaded 50,000 times.https://www.zdnet.com/article/android-app-promised-to-serve-news-updates-served-eset-with-a-ddos-attack-instead/Slovakia Undetermined

Bernards Township is hit with a ransomware attack.https://www.databreaches.net/nj-systems-returning-after-computer-hack-in-bernards-township/United States of AmericaUndetermined

The database for the defunct hacker forum and data breach marketplace WeLeakData.com is being sold on the dark web and exposes the private conversations of hackers who used the site.https://www.bleepingcomputer.com/news/security/hackers-private-chats-leaked-in-stolen-weleakdata-database/UndeterminedUndetermined

Pitney Bowes suffers a cyber attack for the second time in few months. The attackers are detected but manage to steal some files.https://www.bleepingcomputer.com/news/security/maze-ransomware-fails-to-encrypt-pitney-bowes-steals-files/United States of AmericaUndetermined

Diebold Nixdorf, a major provider of automatic teller machines (ATMs) and payment technology to banks and retailers, suffers a ProLock ransomware attack that disrupts some operations.https://krebsonsecurity.com/2020/05/ransomware-hit-atm-giant-diebold-nixdorf/United States of AmericaUndetermined

A Greek group called Powerful Greek Army leaks dozens of email addresses and passwords from staffers in North Macedonia's Ministry of Economy and Finance, as well as from the municipality of Strumica.https://www.databreaches.net/hackers-expose-gaping-holes-in-north-macedonias-it-systems/Republic of North MacedoniaUndetermined

Iranian officials say that hackers damaged a small number of computers in a cyber-attack against the port of Bandar Abbas, the country's largest port in the Strait of Hormuz.https://www.zdnet.com/article/iran-reports-failed-cyber-attack-on-strait-of-hormuz-port/Iran (Islamic Republic of)Undetermined

Israel appears to be behind a cyberattack on Iran's Shahid Rajaee port that has caused significant backups on waterways and roads leading to the facility. The attack is apparently a response to an attempted Iranian hacking of Israeliwater distribution systems in April.https://www.ynetnews.com/article/SJrBTJWo8Iran (Islamic Republic of)Israel

MyBudget, one of Australia's largest debt-management services is taken down by malware.https://www.theregister.com/2020/05/14/mybudget_outage/Australia Undetermined

The ShinyHunters leak 30 million accounts from Zoosk.https://www.bleepingcomputer.com/news/security/hacker-group-floods-dark-web-with-data-stolen-from-11-companies/United States of AmericaUndetermined

1 Million accounts from the Star Tribune are leaked by the ShinyHunters.https://www.bleepingcomputer.com/news/security/hacker-group-floods-dark-web-with-data-stolen-from-11-companies/United States of AmericaUndetermined

2 million accounts from Mindful are leaked by the ShinyHunters.https://www.bleepingcomputer.com/news/security/hacker-group-floods-dark-web-with-data-stolen-from-11-companies/United States of AmericaUndetermined

Ggumim has 2 million records leaked by ShinyHunters.https://www.bleepingcomputer.com/news/security/hacker-group-floods-dark-web-with-data-stolen-from-11-companies/UndeterminedUndetermined

Styleshare, an online platform that allows users to share and receive updates on fashion and beauty, is breached by ShinyHunters. 6 million records are leaked.https://www.bleepingcomputer.com/news/security/hacker-group-floods-dark-web-with-data-stolen-from-11-companies/UndeterminedUndetermined

Minted, an online marketplace of independent artists and designers, suffers 5 million accounts leaked by ShinyHunters.https://www.bleepingcomputer.com/news/security/hacker-group-floods-dark-web-with-data-stolen-from-11-companies/United States of AmericaUndetermined

Bhinneka has 1.2 million records dumped by ShinyHunters.https://www.bleepingcomputer.com/news/security/hacker-group-floods-dark-web-with-data-stolen-from-11-companies/Indonesia Undetermined

International rail vehicle construction company, Stadler, disclosed that it was the victim of a cyberattack which might have also allowed the attackers to steal company and employee data.https://www.bleepingcomputer.com/news/security/rail-vehicle-manufacturer-stadler-hit-by-cyberattack-blackmailed/SwitzerlandUndetermined

Bitly, the URL shortening service, is hacked, with probable compromising of user data.ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â '''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â The vulnerable data includes email addresses, encrypted passwords, API keys, and OAuth tokens.https://www.theatlantic.com/technology/archive/2014/05/url-shortening-service-bitly-hacked-heres-what-to-do/362024/United States of AmericaUndetermined

Nipissing First Nation is hit by a ransomware attack.https://www.databreaches.net/ransomware-attack-targets-nipissing-first-nation/Canada Russian Federation

Nikkei Inc. announces that personal information on a total of 12,514 people had been leaked after a computer used by a group company employee was infected with a virus in an apparent cyberattack.https://www.databreaches.net/personal-info-on-over-12000-people-leaked-after-nikkei-comes-under-cyberattack/Japan Undetermined

A data breach at the U.S. Marshals Service exposes the personal information of current and former prisoners (387,000 individuals are affected). The breach occurred in December 2019.https://techcrunch.com/2020/05/08/us-marshals-prisoner-data-breach/United States of AmericaUndetermined

The Texas Office of Court Administration (OCA) is hit by ransomware.https://www.bleepingcomputer.com/news/security/texas-courts-hit-by-ransomware-network-disabled-to-limit-spread/United States of AmericaUndetermined

The Sodinokibi ransomware group threatens to release hundreds of gigabytes of legal documents from Grubman Shire Meiselas & Sacks, a prominent entertainment and law firm that counts dozens of international stars as their clients, including Madonna, Lady Gaga, Elton John, Robert de Niro, Nicki Minaj, Chris Brown, Usher, U2, Timbaland, Rick Ross, and many others.https://www.bleepingcomputer.com/news/security/revil-ransomware-threatens-to-leak-a-list-celebrities-legal-docs/United States of AmericaRussian Federation

A database with 8 million records belonging to the meal kit delivery service HomeChef is put on sale on the dark web.https://www.bleepingcomputer.com/news/security/hackers-sell-stolen-user-data-from-homechef-chatbooks-and-chronicle/United States of AmericaUndetermined

Hackers linked to Iran have targeted staff at U.S. drugmaker Gilead Sciences Inc. in recent weeks, as the company races to deploy a treatment for the COVID-19 virus.https://www.reuters.com/article/us-healthcare-coronavirus-gilead-iran-ex-idUSKBN22K2EVUnited States of AmericaUndetermined

TheÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â '''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â Central California Alliance for Health (the Alliance)ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â '''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â announced Tuesday it recently become aware of a data security breach that may have resulted in the unintentional disclosure of member health information.https://www.govtech.com/security/California-Health-Care-Plan-Warns-of-Data-Breach.htmlUnited States of AmericaUndetermined

Nippon Telegraph & Telephone (NTT) discloses a security breach. Hackers gained access to its internal network from Singapore and stole information on 621 customers from its communications subsidiary, NTT Communications.https://www.zdnet.com/article/fortune-500-company-ntt-discloses-security-breach/Japan Undetermined

The e-commerce website StorEnvy is hacked and as a result, personal details of over 1.5 million customers and merchants are leaked online.https://www.hackread.com/e-commerce-firm-storenvy-hacked-accounts-leaked/United States of AmericaUndetermined

NBA Milwaukee Bucks' player Giannis Antetokounmpo's Twitter account is hacked.https://www.scmagazine.com/home/security-news/cybercrime/hacker-hijacks-milwaukee-bucks-stars-twitter-account-posts-offensive-trash-talk/United States of AmericaUndetermined

The personal details of 3,688,060 users registered on the MobiFriends dating app are posted online and available for download. The data was obtained in a security breach that took place in January 2019.https://www.zdnet.com/article/dating-app-mobifriends-silent-on-security-breach-impacting-3-6-million-users/Spain Undetermined

The Ruhr University Bochum (RUB) announces that it was forced to shut down large parts of its central IT infrastructure, after a ransomware attack that took place between May 6 and May 7.https://www.bleepingcomputer.com/news/security/ruhr-university-bochum-shuts-down-servers-after-ransomware-attack/Germany Undetermined

For the second time in three months, Toll Group becomes the victim of a ransomware attack.https://www.zdnet.com/article/transport-logistics-firm-toll-group-hit-by-ransomware-for-the-second-time-in-three-months/Australia Undetermined

Maxwell Aesthetics is hit by the Maze ransomware gang.https://www.databreaches.net/nashville-plastic-surgery-center-hit-by-ransomware/United States of AmericaUndetermined

Saint Paulus Lutheran Church sues video chat company Zoom after a hacker allegedly hijacked a virtual Bible study class to post graphic images of child abuse.https://www.bbc.com/news/world-us-canada-52668124United States of AmericaUndetermined

The details of 44 million Pakistani mobile subscribers are leaked online.https://www.zdnet.com/article/details-of-44m-pakistani-mobile-users-leaked-online-part-of-bigger-115m-cache/Pakistan Undetermined

A hacker dubbed ShinyHunters claims to have stolen over 500GB of data from Microsoft's private GitHub repositorieshttps://www.bleepingcomputer.com/news/security/microsofts-github-account-hacked-private-repositories-stolen/United States of AmericaUndetermined

Fresenius, Europe's largest private hospital operator and a major provider of dialysis products and services is hit in a Snake ransomware cyber attack on its technology systems.https://krebsonsecurity.com/2020/05/europes-largest-private-hospital-operator-fresenius-hit-by-ransomware/Germany Undetermined

A Zoom hacker scares a group of about 60 children taking part in a fitness class, streaming child sex abuse footage.https://www.bbc.com/news/uk-england-devon-52576466United Kingdom of Great Britain and Northern IrelandUndetermined

Formosa Petrochemical Corp. is hit by a malware attack.https://www.databreaches.net/taiwans-formosa-petrochemical-gas-stations-hit-by-malware-attack/Taiwan (Province of China)Undetermined

Unknown hackers post swastikas on the Mercedes-Benz Instagram account.https://www.msn.com/en-us/news/technology/hackers-post-swastikas-on-mercedes-benz-instagram-account/ar-BB13EQLfGermany Undetermined

ProPath Services, LLC in Texas has notified patients of a data security breach stemming from compromise of two employees' email accounts. The incident occurred in 2020, but ProPath doesn't state exactly when they first discovered the breach.https://www.databreaches.net/tx-propath-notifies-patients-of-data-security-incident/United States of AmericaUndetermined

China-linked threat actors Winnti Umbrella have launched a ransomware attack against CPC Corporation, Taiwan's state oil company.https://www.cyberscoop.com/cpc-ransomware-winnti-taiwan-china/Taiwan (Province of China)China

The data of 13 million users of the e-commerce platform Bukalapak are posted on a dark web forum, despite the company denying the breach.https://www.databreaches.net/our-data-is-secure-bukalapak-denies-reports-of-user-data-breach/Indonesia Undetermined

Chronicle.com, a news source for higher education, is the latest victim to have a database dumped from the ShinyHunters collective (3 million records).https://www.bleepingcomputer.com/news/security/hackers-sell-stolen-user-data-from-homechef-chatbooks-and-chronicle/United States of AmericaUndetermined

A database with 15 million records belonging to ChatBooks, a photo print service, is put on sale on the dark web.https://www.bleepingcomputer.com/news/security/hackers-sell-stolen-user-data-from-homechef-chatbooks-and-chronicle/United States of AmericaUndetermined

Search service Algolia says it suffered a security breach over the weekend after hackers exploited a well-known vulnerability in the Salt server configuration software to gain access to its infrastructure.https://www.zdnet.com/article/search-provider-algolia-discloses-security-incident-due-to-salt-vulnerability/United States of AmericaUndetermined

A virtual ceremony by Florida Gulf Coast University is disrupted by a DDoS attack.https://www.infosecurity-magazine.com/news/cyberattack-delays-virtual/United States of AmericaUndetermined

Food supplier Harvest Sherwood Food Distributors is hit by a REvil ransomware attack.https://www.darkreading.com/attacks-breaches/hackers-hit-food-supply-company/d/d-id/1337852United States of AmericaRussian Federation

Xen Orchestra, a platform that provides tools to administrate Citrix Hypervisor is also compromised via the Salt vulnerability.https://xen-orchestra.com/blog/saltstack-cve-2020-11651-and-cve-2020-11652-incident/United States of AmericaUndetermined



Digicert is compromised as a consequence of the Salt vulnerability.https://www.bleepingcomputer.com/news/security/hackers-exploit-salt-rce-bugs-in-widespread-attacks-pocs-public/United States of AmericaUndetermined

The blogging platform Ghost is compromised exploiting the Salt vulnerability. The attackers install a cryptominer.https://www.zdnet.com/article/ghost-blogging-platform-servers-hacked-and-infected-with-crypto-miner/United States of AmericaUndetermined

A security flaw in patches from game developer Naughty Dog give hackers access to unreleased content from the upcoming The Last of Us Part II that was stored in an Amazon S3 bucket.https://www.bleepingcomputer.com/news/security/game-patch-gives-hackers-access-to-development-content-on-amazon-s3/United States of AmericaUndetermined

Online learning platform Unacademy suffers a data breach after a hacker gains access to their database and starts selling the account information for close to 22 million users.https://www.bleepingcomputer.com/news/security/hacker-sells-22-million-unacademy-user-records-after-data-breach/India Undetermined

A hacker sells aÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â '''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â database containing the information of 91 million Tokopedia accounts on a dark web market for $5,000. Other threat actors start to crack passwords and share them online.https://www.bleepingcomputer.com/news/security/hacker-sells-91-million-tokopedia-accounts-cracked-passwords-shared/Indonesia Undetermined

Hackers breach the main infrastructure of the LineageOS Android, causing a full outage. The attackers exploited a high-severity vulnerability in the open source "Salt" management framework that was disclosed to the public on April 30.https://www.bleepingcomputer.com/news/security/lineageos-outage-caused-by-hackers-breaching-main-infrastructure/UndeterminedUndetermined

Epilepsy Florida reveals to have been hit by the Blackbaud breach.https://www.databreaches.net/they-too-also-issued-breach-notices/United States of AmericaUndetermined

The Methodist Hospital of Southern California joins the list of the Blackbaud ransomware attack.https://www.pasadenastarnews.com/2020/12/29/arcadia-hospital-hacked-in-widespread-data-breach/United States of AmericaUndetermined

Columbus City Schools have notified an undisclosed number of people that an employee's email account was breached in May.https://www.databreaches.net/another-k-12-district-reports-a-data-breach/United States of AmericaUndetermined

The threat group Maze publishes what it claims is data stolen from Sparboe Companies, a Minnesota egg supplier during a ransomware attack.https://www.infosecurity-magazine.com/news/maze-claims-ransomware-attack-on-us/United States of AmericaUndetermined

York University suffers a "serious" cyber attack.https://www.cbc.ca/news/canada/toronto/york-university-cyber-attack-1.5555106Canada Undetermined

Dakota Carrier Network, a consortium of 14 independent broadband companies, is hit by the Maze ransomware.https://www.databreaches.net/dakota-carrier-network-hit-by-maze-ransomware/United States of AmericaUndetermined

MJ Payne, a London accountancy firm, suffers a REvil ransomware attack.https://www.databreaches.net/london-accounting-firm-attacked-by-sodinokibi-operators/United Kingdom of Great Britain and Northern IrelandRussian Federation

Dr. Kristin Tarbet's Plastic Surgery Center is hit by a Maze ransomware attack.https://www.databreaches.net/so-much-for-their-moratorium-on-attacking-healthcare-entities-maze-team-attacks-a-plastic-surgeon/United States of AmericaUndetermined

Nashville Plastic Surgery Institute, dba Maxwell Aesthetics, is hit by a Maze ransomware attack.https://www.databreaches.net/nashville-plastic-surgery-center-hit-by-ransomware/United States of AmericaUndetermined

Hackers claim to have gained access to the network of Banco BCR, the state-owned Bank of Costa Rica, and stolen 11 million credit card credentials along with other data.https://www.bleepingcomputer.com/news/security/hackers-say-they-stole-millions-of-credit-cards-from-banco-bcr/Costa RicaUndetermined

NWT Power Corporation (Northwest Territories Power Corporation) confirms to have been hit with a Netwalker ransomware attack.https://cabinradio.ca/36092/news/nwt-power-corporation-confirms-ransomware-attack/Canada Undetermined

The Polish University of Humanities and Social Sciences is hit with a ransomware attack.https://www.databreaches.net/poland-uodo-begins-investigation-of-data-breach-at-swps-university/Poland Undetermined

The Warwick University reveals to have been breached last year (and tried to cover up the breach).https://www.infosecurity-magazine.com/news/warwick-uni-under-fire-reported/United Kingdom of Great Britain and Northern IrelandUndetermined

The Chinese-linked threat actor Pirate Panda sent phishing emails to Vietnamese government officials located in Da Nang, Vietnam. It is believed that the group attempted to access the accounts of employees in a government data center as part of an espionage campaign to gain information on issues surrounding the territorial conflict in the South China Sea.https://www.anomali.com/blog/anomali-suspects-that-china-backed-apt-pirate-panda-may-be-seeking-access-to-vietnam-government-data-centerViet Nam China

UseNeXT and Usenet.nl, two companies that provide Usenet services, disclose security breaches today, blaming the breaches on "a security vulnerability at a partner company."https://www.zdnet.com/article/two-usenet-providers-blame-data-breaches-on-partner-company/NetherlandsUndetermined

Researchers from Check Point reveal that attackers infected more than 75% of a multinational conglomerate's managed Android devices with the Cerberus banking trojan using the company's compromised Mobile Device Manager (MDM) server.https://www.bleepingcomputer.com/news/security/hackers-breach-company-s-mdm-server-to-spread-android-malware/UndeterminedUndetermined

UseNeXT and Usenet.nl, two companies that provide Usenet services, disclose security breaches today, blaming the breaches on "a security vulnerability at a partner company."https://www.zdnet.com/article/two-usenet-providers-blame-data-breaches-on-partner-company/Germany Undetermined

Chegg confirms its third data breach in the past three years: hackers stole 700 current and former employee records, including their names and Social Security numbers.https://techcrunch.com/2020/04/29/hackers-chegg-employee-breach/United States of AmericaUndetermined

French flooring company Tarkett reveals that it was hit by a cyber attack on April 29th, and that its operations continue to be disrupted as a result.https://www.grahamcluley.com/tarkett-floored-by-cyber-attack/France Undetermined

A group of hackers breaches the network of Zaha Hadid Architects, one of the world's leading architectural firms. The attackers threaten to release sensitive information on the dark web unless the company pays a ransom demand.https://www.zdnet.com/article/hackers-threaten-to-leak-data-from-high-end-architecture-firm-zaha-hadid/United Kingdom of Great Britain and Northern IrelandUndetermined

Scholarship America is providing notice of unauthorized access to several Microsoft Office 365 email accounts.https://www.databreaches.net/scholarship-america-notifies-individuals-of-breach/United States of AmericaUndetermined

National Cardiovascular Partners recently notified 78,070 patients that their data was potentially compromised after an attacker gained access to an employee email account.https://healthitsecurity.com/news/national-cardiovascular-partners-email-hack-impacts-78k-patientsUnited States of AmericaUndetermined

CivicSmart, a vendor of smart parking meters, is hit with a Sodinokibi ransomware attack.https://www.databreaches.net/smart-parking-meter-vendor-had-data-stolen-in-ransomware-attack/United States of AmericaRussian Federation

Lumberton Township Public Schools in Burlington County announces it will temporarily stop using Zoom after a hacker reportedly streamed pornography and used racist language during a lesson for middle school students.https://www.infosecurity-magazine.com/news/porn-disrupts-nj-zoom-lesson/United States of AmericaUndetermined

Multiple school districts are impacted by a breach of Aeries Student Information Systems that occurred in November 2019.https://www.databreaches.net/aeries-student-information-system-discloses-breach/United States of AmericaUndetermined

Robert Dyas notifies customers to have been hit by a malicious script in the payment page between 7-30 March.https://www.grahamcluley.com/hackers-robert-dyas/United Kingdom of Great Britain and Northern IrelandUndetermined

Researchers from Cyble identify a threat actor attempting to sell Huiying Medical Technology's source code for AI-assisted COVID-19 detection and experimental data.https://securityaffairs.co/wordpress/102270/data-breach/huiying-medical-technology-data-breach.htmlChina Undetermined

PeroxyChem is hit by a Maze ransomware attack.https://www.databreaches.net/pa-peroxychem-discloses-ransomware-attack-as-it-continues-to-address-recovery/United States of AmericaUndetermined

Illinois Valley Community College is hit with a ransomware attack.  In September the Pysa threat actors who carried out the attack published sensitive IVCC information for not paying the ransom.https://www.databreaches.net/email-class-registration-payroll-down-from-computer-hack-at-illinois-valley-community-college/United States of AmericaUndetermined

SeaChange is hit with the Sodinokibi ransomware.https://www.bleepingcomputer.com/news/security/seachange-video-platform-allegedly-hit-by-sodinokibi-ransomware/United States of AmericaRussian Federation

GoDaddy notifies some of its customers that an unauthorized party used their web hosting account credentials to connect to their hosting account via SSH.https://www.bleepingcomputer.com/news/security/godaddy-notifies-users-of-breached-hosting-accounts/United States of AmericaUndetermined

The Israeli National Cyber-Directorate (INCD) warns that hackers have targeted its water supply and treatment facilities. The agency is urging personnel at companies active in the energy and water sectors to change passwords for all internet-connected systems. Iran is suspected to be behind the attack.https://www.washingtonpost.com/national-security/intelligence-officials-say-attempted-cyberattack-on-israeli-water-utilities-linked-to-iran/2020/05/08/f9ab0d78-9157-11ea-9e23-6914ee410a5f_story.htmlIsrael Undetermined

CHI St. Luke's Health-Memorial Lufkin notifies of a phishing incident that occurred on April 23, 2020.https://www.databreaches.net/chi-st-lukes-health-memorial-lufkin-notifies-patients-of-april-security-incident/United States of AmericaUndetermined

The source code of Valve's Team Fortress 2 and Counter-Strike: Global Offensive games was leaked.https://www.bleepingcomputer.com/news/security/valve-reassures-gamers-after-cs-go-and-team-fortress-2-leaks/United States of AmericaUndetermined

Service NSW reveals to have fallen victim to a phishing attack occurred on April 22.https://www.zdnet.com/article/citizen-data-compromised-as-service-nsw-falls-victim-to-phishing-attack/Australia Undetermined

Ghostwriter, a suspected Belarus-backed hacking group, has compromised websites and email accounts in Latvia, Lithuania, and PolandÃƒÂ‚Ã‚Â to publish fabricated documents pushing anti-North Atlantic Treaty Organization (NATO) narratives consistent with Kremlin talking points. The influence campaign started in 2017.https://www.fireeye.com/content/dam/fireeye-www/blog/pdfs/Ghostwriter-Influence-Campaign.pdfPoland Belarus

Ghostwriter, a suspected Belarus-backed hacking group, has compromised websites and email accounts in Latvia, Lithuania, and PolandÃƒÂ‚Ã‚Â to publish fabricated documents pushing anti-North Atlantic Treaty Organization (NATO) narratives consistent with Kremlin talking points. The influence campaign started in 2017.https://www.fireeye.com/content/dam/fireeye-www/blog/pdfs/Ghostwriter-Influence-Campaign.pdfPoland Belarus

Ghostwriter, a suspected Belarus-backed hacking group, has compromised websites and email accounts in Latvia, Lithuania, and PolandÃƒÂ‚Ã‚Â to publish fabricated documents pushing anti-North Atlantic Treaty Organization (NATO) narratives consistent with Kremlin talking points. The influence campaign started in 2017.https://www.fireeye.com/content/dam/fireeye-www/blog/pdfs/Ghostwriter-Influence-Campaign.pdfPoland Belarus

Hackers breached Poland's War Studies University's website and posted a fake letter from the university's commander, urging Polish soldiers "to fight against the American occupation."ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â '''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â•https://www.cyberscoop.com/poland-cyberattack-russia-us-military/Poland Undetermined

Vietnamese hackers have sent spear-phishing messages to the China's Ministry of Emergency Management as part of a campaign to gather information about China's COVID-19 response.https://www.cyberscoop.com/vietnam-coronavirus-china-apt32-fireeye/China Viet Nam

Vietnamese hackers have sent spear-phishing messages to the government of the Wuhan province as part of a campaign to gather information about China's COVID-19 response.https://www.cyberscoop.com/vietnam-coronavirus-china-apt32-fireeye/China Viet Nam

An online auction of rare whiskies is postponed indefinitely following a DDoS attack.https://www.infosecurity-magazine.com/news/whisky-auction-ruined-by-cyber/United States of AmericaUndetermined

Parkview Medical Center is hit with a ransomware attack.https://www.techrepublic.com/article/ransomware-attack-on-colorado-hospital-highlights-fears-of-more-healthcare-hostage-situations/United States of AmericaUndetermined

The City of Torrance of the Los Angeles metropolitan area is hit by the DoppelPaymer Ransomware.https://www.bleepingcomputer.com/news/security/doppelpaymer-ransomware-hits-los-angeles-county-city-leaks-files/United States of AmericaRussian Federation

The personal data of 274,837 has been exposed after a data breach at Benefit Recovery Specialists, Inc., a Texas-based billing and collection company.https://www.infosecurity-magazine.com/news/data-breach-at-texas-benefits/United States of AmericaUndetermined

Brandywine Counseling and Community Services notifies patients of a ransomware incident that occurred on February 2020.https://www.databreaches.net/brandywine-counseling-and-community-services-notifies-patients-of-ransomware-incident/United States of AmericaUndetermined

The Chartered Institute for Securities and Investments (CISI) confirms that some of its members may have had their financial information stolen after "malicious code" was inserted on its website.https://www.databreaches.net/cisi-payment-breach-leaves-members-vulnerable-to-fraud/United Kingdom of Great Britain and Northern IrelandUndetermined

Hackers infiltrate a  Zoom meeting of a virtual church service hosted by Adam Evers, the founder of the Christian LGBTQ+ dating app Believr.https://www.hackread.com/hackers-deface-zoom-church-service-child-abuse-content/United States of AmericaUndetermined

Researchers from QuoIntelligence (QuoINT) reveal that attackers from Winnti (aka APT41, BARIUM, Blackfly) attempted to breach the internal network of Gravity, the South Korean gaming company behind the popular Ragnarok Online Massive Multiplayer Online Role-Playing Game.https://www.zdnet.com/article/chinese-hackers-targeted-company-behind-ragnarok-online-mmorpg/UndeterminedChina



Fortune 500 insurance holding company Genworth Financial discloses a data breach after an unauthorized party gained access to insurance agents' online accounts using compromised login credentials. The breach was discovered by Genworth on April 20.https://www.bleepingcomputer.com/news/security/fortune-500-insurance-firm-genworth-discloses-data-breach/United States of AmericaUndetermined

Danish Agro is hit with a ransomware attack.https://www.databreaches.net/danish-agros-computer-systems-hacked/Denmark Undetermined

Researchers from Tesly reveal that data on about 3,000 UniCredit SpA employees was put up for sale on cybercrime forums after an SQL Injection attack.https://www.bloomberg.com/news/articles/2020-04-20/unicredit-workers-data-for-sale-on-cybercrime-forums-after-hackItaly Undetermined

The same hackers steal more than $25 million in cryptocurrency from the Lendf.me lending platform but they need to return the money after they are caught.https://www.zdnet.com/article/hackers-steal-25-million-worth-of-cryptocurrency-from-uniswap-and-lendf-me/UndeterminedUndetermined

Hackers try to attack the Uniswap cryptocurrency exchange but the attack is unsuccessful.https://www.zdnet.com/article/hackers-steal-25-million-worth-of-cryptocurrency-from-uniswap-and-lendf-me/United States of AmericaUndetermined

Desmond Babloo Singh has been charged with cyber-stalking a female college student. In addition to creating over 100 social media accounts to harass the victim, he also accessed some of her electronic accounts and posting offensive images statements to them.https://www.infosecurity-magazine.com/news/us-teen-accused-of-deadly/United States of AmericaUndetermined

A hacker leaks the usernames and passwords of nearly 23 million players of Webkinz World, an online children's game managed by Canadian toy company Ganz.https://www.zdnet.com/article/hacker-leaks-23-million-usernames-and-passwords-from-webkinz-childrens-game/Canada Undetermined

Information technologies services giant Cognizant is hit by the Maze Ransomware.https://www.bleepingcomputer.com/news/security/it-services-giant-cognizant-suffers-maze-ransomware-cyber-attack/United States of AmericaUndetermined

Etana Custody states that its "client user interface was accessed by an external unauthorized party".https://cointelegraph.com/news/users-funds-are-safe-following-reported-etana-custody-breachUnited States of AmericaUndetermined

A Clayton County school's Zoom call was interrupted with pornographic images.https://www.fox5atlanta.com/news/clayton-county-school-zoom-call-hacked-with-child-pornographyUnited States of AmericaUndetermined

Olean City is hit with a ransomware attack.https://www.databreaches.net/ransomware-attack-temporarily-knocks-out-olean-city-systems/United States of AmericaUndetermined

Aurora Medical Center Bay Area notifies to have been hit with a phishing attack that occurred on January 2020.https://www.databreaches.net/hackers-may-have-accessed-personal-information-of-aurora-medical-center-bay-area-patients/United States of AmericaUndetermined

PrimoHoagies reveals that cyber-attackers had broken into its online payment platform and accessed the payment card information of customers who made online purchases between July 15, 2019, and February 18, 2020.https://www.infosecurity-magazine.com/news/primohoagies-sued-over-data-breach/United States of AmericaUndetermined

U.S. pharmaceutical giant ExecuPharm has its data leaked after it refuses to pay a ransom.https://techcrunch.com/2020/04/27/execupharm-clop-ransomware/United States of AmericaUndetermined

A hacker leaks the details of 20 million users of Aptoide, a third-party app store for Android applications.https://www.zdnet.com/article/details-of-20-million-aptoide-app-store-users-leaked-on-hacking-forum/Portugal Undetermined

The FBI reveals that foreign government hackers have broken into companies conducting research into treatments for COVID-19.https://www.reuters.com/article/us-health-coronavirus-cyber/fbi-official-says-foreign-hackers-have-targeted-covid-19-research-idUSKBN21Y3GL?il=0United States of AmericaUndetermined

The South African Department for Women, Youth, and Persons with Disabilities is the latest victim of a Zoom bombing attack.https://www.hackread.com/minister-zoom-webinar-hijacked-display-porn/South AfricaUndetermined

EA Sports is hit by a DDoS attack.https://www.hackread.com/ea-sports-down-gaming-giant-hit-by-ddos-attacks/United States of AmericaUndetermined

Applications Software Technologies reveals to have discovered on March 9 that an unauthorized party had accessed the company by obtaining access to a company email account.https://www.scmagazine.com/home/security-news/data-breach/california-software-developer-hit-with-w-2-scam/United States of AmericaUndetermined

Tech company Wappalyzer discloses a security incident after a hacker began emailing its customers and offering to sell Wappalyzer's database for $2,000. The incident took place on January 20.https://www.zdnet.com/article/wappalyzer-discloses-security-breach-after-hacker-starts-emailing-users/Australia Undetermined

A group of hackers manage to gain access to the .np domain of Mercantile Communications Pvt Ltd.https://thehimalayantimes.com/nepal/hackers-gain-unauthorised-access-to-np-domain/Nepal Undetermined

Two Manitoba law firms are hit with a ransomware attack.https://www.databreaches.net/ransomware-attacks-lock-2-manitoba-law-firms-out-of-computer-systems/Canada Undetermined

Researchers from Palo Alto discover a ransomware attack against a Canadian medical research facility exploiting the COVID-19 pandemic.https://securityaffairs.co/wordpress/101571/malware/healthcare-coronavirus-ransomware-attacks.htmlCanada Undetermined

Researchers from Palo Alto discover a ransomware attack against a Canadian government healthcare organization exploiting the COVID-19 pandemic.https://securityaffairs.co/wordpress/101571/malware/healthcare-coronavirus-ransomware-attacks.htmlCanada Undetermined

Financial trading provider City Index informs users of a breach of their personal data, after its network was accessed by an unauthorized third party on April 14.https://www.infosecurity-magazine.com/news/city-index-data-breach/United Kingdom of Great Britain and Northern IrelandUndetermined

Attackers using the Ragnar Locker ransomware encrypt the systems of Portuguese multinational energy giant Energias de Portugal (EDP) and are now asking for a 1580 BTC ransom ($10.9M or ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â '''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¢ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â '''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¬9.9M).https://www.bleepingcomputer.com/news/security/ragnarlocker-ransomware-hits-edp-energy-giant-asks-for-10m/Portugal Undetermined

McLeod Health is notifying patients of a data breach after an unauthorized third-party breached an employee email account and downloaded information from it.https://www.databreaches.net/sc-mcleod-health-notifying-patients-after-breach-of-employee-email-account/United States of AmericaUndetermined

Doctors Community Medical Center notifies an unreported number of patients whose protected health information was potentially compromised by a phishing incident discovered in January.https://www.databreaches.net/md-doctors-community-medical-center-notifies-patients-after-phishing-incident-put-patient-info-at-risk/United States of AmericaUndetermined

Hartford HealthCare releases a statement warning patients about a phishing incident that took place between February 13 and February 14 this year.https://www.infosecurity-magazine.com/news/hartford-healthcare-data-breach/United States of AmericaUndetermined

A cybercriminal is selling the personal and contact details of 1.41 million doctors based in the United States.https://www.hackread.com/personal-data-us-doctors-sold-hacker-forum/United States of AmericaUndetermined

New York State officials are investigating a breach of the state government computer network. The attack, discovered in late January, is believed to have originated outside of the United States.https://www.darkreading.com/attacks-breaches/new-york-state-confirms-breach-of-government-network/d/d-id/1337571United States of AmericaUndetermined

Hackers accessed the mailboxes of some employees at Italian state-owned bank Monte dei Paschi and send emails to clients. The attack occurred on March 30.https://www.reuters.com/article/us-monte-dei-paschi-italy-bank-hacker/staff-mailboxes-at-italys-monte-dei-paschi-suffer-hacker-attack-document-idUSKCN21T0H6Italy Undetermined

Lafayette Regional Rehabilitation Hospital suffers a second phishing attack in a few months.https://www.databreaches.net/less-than-two-weeks-after-an-indiana-hospital-reported-a-phishing-related-hipaa-breach-they-had-a-second-one/United States of AmericaUndetermined

Magellan Health Inc. announces that it was the victim of a ransomware attack on April 11, 2020, which led to the theft of personal information from one of its corporate servers.https://www.bleepingcomputer.com/news/security/healthcare-giant-magellan-health-hit-by-ransomware-attack/United States of AmericaUndetermined

The Nefilim ransomware group operators leak the data of MAS Holdings.https://cybleinc.com/2020/04/10/nefilim-ransomware-operators-breached-mas-holdings-south-asias-largest-manufacturer-of-lingerie/Sri Lanka Undetermined

An unauthorized party gained entry into an employee's email account at Saint Francis Ministries, accessing sensitive personal identifying information, as well as financial and protected health data between Dec. 13 and 20 of 2019.https://www.scmagazine.com/home/security-news/cybercrime/compromised-email-account-leads-to-saint-francis-ministries-data-breach/United States of AmericaUndetermined

Mediterranean Shipping Co., the world's second largest container line, says it has been hit by a network outage. A few days later the company confirms a malware cyber attack.https://www.infosecurity-magazine.com/news/msc-suffers-suspected-cyberattack/SwitzerlandUndetermined

Quidd, an online marketplace for trading stickers, cards, toys, and other collectibles, appears to have suffered a data breach in 2019, and the details of around four million users are now being shared for free on underground hacking forums.https://www.zdnet.com/article/account-details-for-4-million-quidd-users-shared-on-hacking-forum/United States of AmericaUndetermined

Someone is selling the personal details of 45,000 Iranians on the dark web. The data appears to have been taken from several sites including Niazpardaz[.]ir and Arzi24[.]com.https://www.hackread.com/iranian-id-cards-selfies-sold-dark-web-hacking-forum/Iran (Islamic Republic of)Undetermined

Camden County, MO is the victim of a "sophisticated encryption attack".https://www.lakeexpo.com/news/crime/how-badly-did-camden-countys-computers-get-hacked-sparse-details-offer-clues/article_5ca6caee-80ea-11ea-a806-47732bdc7fd3.htmlUnited States of AmericaUndetermined

Someone is selling the personal details of 45,000 Iranians on the dark web. The data appears to have been taken from several sites including Niazpardaz[.]ir and Arzi24[.]com.https://www.hackread.com/iranian-id-cards-selfies-sold-dark-web-hacking-forum/Iran (Islamic Republic of)Undetermined

DESMI, a global company specialized in the development and manufacture of pump solutions, discloses a cyber attack.https://securityaffairs.co/wordpress/101495/hacking/desmi-discloses-cyber-attack.htmlDenmark Undetermined

The government of North Rhine-Westphalia, a province in western Germany, is believed to have lost tens of millions of euros through a phishing operation mimicking a website built to distribute COVID-19 aid.https://www.zdnet.com/article/german-government-might-have-lost-tens-of-millions-of-euros-in-covid-19-phishing-attack/Germany Undetermined

Cryptocurrency exchange Bisq halts trading following a cyberattack leading to the theft of $250,000 worth of virtual currency from users.https://www.zdnet.com/article/bisq-bitcoin-exchange-slams-on-the-breaks-following-exploit-of-critical-security-flaw/UndeterminedUndetermined

Hackers manage to access the database of Vianet and steal the details of more than 160,000 current and former users.https://thehimalayantimes.com/business/vianet-hacked-personal-details-of-160000-plus-users-stolen/Nepal Undetermined

EVERSANA, a global commercial services provider to healthcare entities, discloses a phishing attack that occurred between April 1 and July 3, 2019.https://www.databreaches.net/wi-eversana-reports-breach-of-protected-health-information-that-occurred-in-2019/United States of AmericaUndetermined

San Francisco International Airport (SFO) discloses a data breach after two of its websites, SFOConnect.com and SFOConstruction.com, were hacked during March 2020.https://www.zdnet.com/article/russian-state-hackers-behind-san-francisco-airport-hack/United States of AmericaRussian Federation

Premier Kids Care of Georgia has been targeted by a cyberattack in which a threat actor obtained personal information stored on a company computer.https://www.databreaches.net/premier-kids-care-inc-notifies-patients-of-attack-first-discovered-in-april/United States of AmericaUndetermined

The Puget Sound Educational Service District (PSESD) sends out a notice to current and former students, and employees of King and Pierce County Schools, after learning of a data breach within their computer network.https://www.databreaches.net/puget-sound-educational-service-district-reports-data-breach/United States of AmericaUndetermined

MNP, an accounting firm in Canada is hit by a ransomware attack.https://www.bleepingcomputer.com/news/security/leading-accounting-firm-mnp-hit-with-cyberattack/Canada Undetermined

The data of more than 600,000 Email.it users is currently being sold on the dark web. The breach allegedly occurred two years ago.https://www.zdnet.com/article/email-provider-got-hacked-data-of-600000-users-now-sold-on-the-dark-web/Italy Undetermined

Wolfe & Associates, Property Services discloses that an online database was compromised by cyber-criminals in a data breach that may have occurred as many as six months ago. In January 2021, San Diego residents Gordon Welterlen and Nicole Milan admitted to hacking Wolfe & Associates and stealing the identities of more than 9,000 clients. They used that information for fraudulent purposes.https://www.databreaches.net/ca-serious-prison-time-for-hackers-behind-wolf-associates-breach/United States of AmericaUndetermined

OGUsers, one of the most popular hacking forums on the internet, discloses  a security breach, the second such incident in the past year.https://www.zdnet.com/article/hacking-forum-gets-hacked-for-the-second-time-in-a-year/UndeterminedUndetermined

Criminals disrupt a Zoom meeting held at the highest levels of the US government, despite warnings against using the software.https://www.zdnet.com/article/zoom-bombing-disrupted-a-house-oversight-committee-meeting/United States of AmericaUndetermined

Kent Commercial Services reveals to have been hit with a ransomware attack on April 2. The attackers demanded 800,000 GBP.https://www.bbc.com/news/uk-england-kent-52880218United Kingdom of Great Britain and Northern IrelandUndetermined



Kent Commercial Services reveals to have been hit with a ransomware attack on April 2. The attackers demanded 800,000 GBP.https://www.bbc.com/news/uk-england-kent-52880218United Kingdom of Great Britain and Northern IrelandUndetermined

Hackers working in the interests of the Iranian government have sent phishing emails masquerading as Google web services to WHO employees, attempting to gain access to internal information.https://www.reuters.com/article/us-health-coronavirus-cyber-iran-exclusi/exclusive-hackers-linked-to-iran-target-who-staff-emails-during-coronavirus-sources-idUSKBN21K1RCUndeterminedUndetermined

10x Genomics notifies about a Sodinokibi ransomware attack.https://www.databreaches.net/another-covid-19-research-firm-targeted-by-ransomware-attack/United States of AmericaRussian Federation

The Maze ransomware group posts data from Berkine, a joint venture between Sonatrach, the state-owned oil company of Algeria, and the US firm formerly known as Anadarko Petroleum Corporation.https://www.hackread.com/maze-ransomware-group-hacks-oil-giant-leaks-data/Algeria Undetermined

Bl@ckt0r drops data on leak site.http://bl4cktorpms2gybrcyt52aakcxt6yn37byb65uama5cimhifcscnqkid.onion/Italy Undetermined

The Nefilim Ransomware operators leak the data of Cosan, a Brazilian conglomerate producer of bioethanol, sugar and energy.https://medium.com/@beenuarora/marriott-international-hotel-chain-hit-by-cyber-attack-908a4ae83c60Brazil Undetermined

Marriott confirms a second data breach in three years, this time involving the personal information on 5.2 million guests. The attackers obtained the login details of two employees, and broke in weeks earlier during mid-January. The breach was discovered on February.https://techcrunch.com/2020/03/31/marriott-hotels-breached-again/United States of AmericaUndetermined

Online gambling operator BetUS is the latest target of the Maze ransomware gang.https://cybleinc.com/2020/04/29/maze-ransomware-leaked-files-of-online-sports-betting-company-betus/UndeterminedUndetermined

A spear-phishing  hits a customer service employee at GoDaddy.com, the world's largest domain name registrar. The phisher modifies key customer records, including transaction brokering site escrow.com.https://krebsonsecurity.com/2020/03/phish-of-godaddy-employee-jeopardized-escrow-com-among-others/United States of AmericaUndetermined

Christopher Dobbins has been sentenced to federal prison for hacking his former employer and sabotaging their electronic shipping records, causing more than $200,000 in damage and delaying the shipment of personal protective equipment.https://www.databreaches.net/insider-threat-former-employee-of-medical-packaging-company-sentenced-to-federal-prison-for-disrupting-ppe-shipments/United States of AmericaUndetermined

A phishing incident at the Teaching Council leads to personal information relating to 9,735 teachers being shared.https://www.independent.ie/irish-news/education/data-of-9735-teachers-shared-after-phishing-email-breach-39083093.htmlIreland Undetermined

A filing from Cadwalader, Wickersham & Taft reveals that one of its vendors, TBG West Insurance, was hit with a ransomware attack on March 2020.https://www.abajournal.com/news/article/biglaw-firm-and-bar-groups-report-data-breachesUnited States of AmericaUndetermined

SBTech is hit with a ransomware infection.https://www.casino.org/news/betamerica-still-out-two-weeks-after-sbtech-ransomware-attack/Malta Undetermined

Social Bluebook, a Los Angeles-based company that allows advertisers to pay social media "influencers" for posts that promote their products and services, is hacked.https://techcrunch.com/2020/03/27/social-bluebook-hacked/United States of AmericaUndetermined

Magnolia Pediatrics has disclosed a March data breach.https://www.databreaches.net/magnolia-pediatrics-notifies-patients-of-a-security-incident-after-ocr-tells-them-its-reportable/United States of AmericaUndetermined

A hacker having the handle "Bassterlord", claims to have Admin access to an Indian State Tax office's network on a Russian hacking forum.https://cloudsek.com/threatintelligence/800-gb-of-indian-tax-office-data-for-sale-on-russian-hacking-forum/India Undetermined

Meadville Medical Center is hit with a malware attack.https://www.databreaches.net/pa-meadville-medical-center-still-not-fully-recovered-from-malware-attack-in-march/United States of AmericaUndetermined

A hacker having the handle "Bassterlord", claims to have Admin access to an Indian State Tax office's network on a Russian hacking forum,https://cloudsek.com/threatintelligence/800-gb-of-indian-tax-office-data-for-sale-on-russian-hacking-forum/India Undetermined

A US health care provider is hit with the Ryuk ransomware.https://www.bleepingcomputer.com/news/security/ryuk-ransomware-keeps-targeting-hospitals-during-the-pandemic/United States of AmericaRussian Federation

Kimchuk, a medical and military electronics maker, is hit by the DoppelPaymer ransomwarehttps://techcrunch.com/2020/03/26/kimchuk-medical-military-ransomware/United States of AmericaRussian Federation

Chubb, a major cybersecurity insurance provider for businesses hit by data breaches, is hit with a Maze ransomware attack.https://techcrunch.com/2020/03/26/chubb-insurance-breach-ransomware/United States of AmericaUndetermined

The town of Jupiter is hit by a REvil/Sodinokibi ransomware attack.https://www.scmagazine.com/home/security-news/ransomware/jupiter-fla-fighting-revil-sodinokibi-ransomware-and-coronavirus/United States of AmericaUndetermined

The operator of the biggest free host for dark web sites, Daniel's Hosting, confirms that the service has been shut down following a hack attack that deleted all 7,595 site databases.https://www.zdnet.com/article/dark-web-hosting-provider-hacked-again-7600-sites-down/Germany Undetermined

AMD admits that a hacker has stolen files related to some of its graphics products.https://securityaffairs.co/wordpress/100609/data-breach/amd-gpus-files-stolen.htmlUnited States of AmericaUndetermined

Private data of more than 2 million users are shared on a hacking forum following a major security breach of the Indian property website PropTiger in 2018.https://www.databreaches.net/indian-property-site-hack-leads-to-2-million-users-data-exposed/India Undetermined

LTI Power System is hit with a ransomware attack.https://www.databreaches.net/ameren-missouri-equipment-supplier-targeted-in-ransomware-attack/United States of AmericaUndetermined

118 118 Money writes to personal loans and credit card customers to notify an intrusion.https://www.theregister.co.uk/2020/03/24/got_yuor_number_maybe_118/United Kingdom of Great Britain and Northern IrelandUndetermined

Reuters reveal that hackers tried to break into the World Health Organization earlier this month.https://www.reuters.com/article/us-health-coronavirus-who-hack-exclusive/exclusive-elite-hackers-target-who-as-coronavirus-cyberattacks-spike-idUSKBN21A3BNSwitzerlandUndetermined

Golden Valley Health Centers notifies patients after an employee email account was compromised on March 3.https://www.databreaches.net/golden-valley-health-centers-notifies-patients-after-employee-email-account-comprised/United States of AmericaUndetermined

The Oregon Department of Human Services announces that it uncovered a "phishing" incident on March 6 that affected one staff member's e-mail.https://www.databreaches.net/oregon-dhs-notifies-public-of-data-breach/United States of AmericaUndetermined

Rotherham Council's IT system is compromised by an email with "COVID-19" in the subject field.https://www.bbc.com/news/uk-england-tees-51980150United Kingdom of Great Britain and Northern IrelandUndetermined

The University of Utah Health discloses a security breach, due to unauthorized access to some employee email accounts along with the presence of malware on its systems. The intrusion took place between January 7 and February 21, 2020.https://securityaffairs.co/wordpress/100298/data-breach/university-of-utah-health-hack.htmlUnited States of AmericaUndetermined

Finastra, a leading financial technology provider from the UK, announces that it had to take several servers offline following a ransomware attack.https://www.bleepingcomputer.com/news/security/uk-fintech-firm-finastra-hit-by-ransomware-shuts-down-servers/United Kingdom of Great Britain and Northern IrelandUndetermined

Russian hacker group Digital Revolution claims to have breached InformInvestGroup CJSC, a contractor for the FSB, Russia's national intelligence service, and discovered details about Fronton, a project intended for hacking Internet of Things (IoT) devices.https://www.zdnet.com/article/hackers-breach-fsb-contractor-and-leak-details-about-iot-hacking-project/Russian FederationRussian Federation

General Electric (GE) discloses that personally identifiable information of current and former employees, as well as beneficiaries, was exposed in a security incident experienced by one of GE's service providers, Canon Business Process Services. One of their employees' email accounts was breached by an unauthorized party in February.https://www.bleepingcomputer.com/news/security/tech-giant-ge-discloses-data-breach-after-service-provider-hack/United States of AmericaUndetermined

Cybercriminals try to disrupt a charity initiative by Keen aimed to deliver shoes to the workers on the front lines and the families at home fighting through the COVID-19 crisis.https://www.techrepublic.com/article/cybercriminals-attack-keen-shoe-drive-for-people-affected-by-coronavirus-pandemic/United States of AmericaUndetermined

The German food delivery service Takeaway is hit with a DDoS attack.https://www.bleepingcomputer.com/news/security/food-delivery-service-in-germany-under-ddos-attack/Germany Undetermined

The Sodinokibi Ransomware operators publish over 12 GB of stolen data allegedly belonging to a company named Brooks International for not paying the ransom.https://www.bleepingcomputer.com/news/security/sodinokibi-ransomware-data-leaks-now-sold-on-hacker-forums/United States of AmericaUndetermined

Ghostwriter, a suspected Russia-backed hacking group, has compromised websites and email accounts in Latvia, Lithuania, and PolandÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â '''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â to publish fabricated documents pushing anti-North Atlantic Treaty Organization (NATO) narratives consistent with Kremlin talking points. The influence campaign started in 2017.https://www.fireeye.com/content/dam/fireeye-www/blog/pdfs/Ghostwriter-Influence-Campaign.pdfUnited Kingdom of Great Britain and Northern IrelandBelarus

NutriBullet is the victim of a Magrcart attack.https://www.zdnet.com/article/skimming-code-lurking-on-nutribullet-website-puts-customer-credit-card-data-at-risk/United States of AmericaUndetermined

Blizzard is hit with a DDoS attack.https://www.hackread.com/blizzard-ddos-attack-ea-sports-lagging-issue/United States of AmericaUndetermined

Tandem Diabetes Care notifies 140,781 patients of a phishing incident discovered on January 17, 2020https://www.databreaches.net/tandem-diabetes-care-notifies-customers-of-phishing-incident/United States of AmericaUndetermined

The Town of Houlton Police discloses that it suffered a malware attack discovered on October 2019.https://www.databreaches.net/town-of-houlton-police-discloses-malware-attack-again/United States of AmericaUndetermined

Fraudsters running business email compromise scams were able to swindle Norfund, Norway's state investment fund, out of $10 million.https://www.bleepingcomputer.com/news/security/scammers-steal-10-million-from-norways-state-investment-fund/Norway Undetermined

Avalon Health Care Management notifies 14,500 patients of a phishing incident occurred on March 16, 2020.https://healthitsecurity.com/news/ransomware-attack-on-brandywine-urology-impacts-131k-patientsUnited States of AmericaUndetermined

College of DuPage offers nearly free credit monitoring to over 1,700 current and former employees following a data breach.https://www.infosecurity-magazine.com/news/illinois-college-suffers-data/United States of AmericaUndetermined

Bluffton Township Fire District is hit with a ransomware attack.https://www.databreaches.net/sc-bluffton-township-fire-district-systems-attacked-with-ransomware/United States of AmericaUndetermined

The townhall of Marseille is hit with a ransomware attack.https://securityaffairs.co/wordpress/99658/malware/marseille-city-massive-attack.htmlFrance Undetermined

The United States Health and Human Services Department's web site is hit with a DDoS cyber attack in the middle of the Coronavirus outbreak.https://www.bloomberg.com/news/articles/2020-03-16/u-s-health-agency-suffers-cyber-attack-during-covid-19-responseUnited States of AmericaUndetermined

Jamaica National Group is hit with a ransomware attack.https://www.databreaches.net/police-investigate-ransomware-attack-at-jamaica-national/Jamaica Undetermined

Hammersmith Medicines Research (HMR) is hit with a Maze ransomware attack.https://www.computerweekly.com/news/252480425/Cyber-gangsters-hit-UK-medical-research-lorganisation-poised-for-work-on-CoronavirusUnited Kingdom of Great Britain and Northern IrelandUndetermined

Advanced Urgent Care of the Florida Keys suffers a cyber attack.https://www.databreaches.net/urgent-care-walk-in-centers-in-texas-and-florida-suffer-cyberattacks/United States of AmericaUndetermined

AffordaCare Urgent Care Clinic is hit by the Maze ransomware team.https://www.databreaches.net/urgent-care-walk-in-centers-in-texas-and-florida-suffer-cyberattacks/United States of AmericaUndetermined

The Jay Public School District is hit with a cyber attack.https://www.databreaches.net/ok-jay-schools-working-to-recover-from-cyber-attack/United States of AmericaUndetermined

Randleman Eye Center discloses a malware attack occurred on January 13.https://www.databreaches.net/nc-randleman-eye-center-discloses-malware-attack/United States of AmericaUndetermined



Aerial Direct reveals that an unauthorized third party had been able to access customer data on 26 February through an external backup database, which included personal information on both current and expired subscribers from the last six years.https://www.theregister.co.uk/2020/03/13/o2_customer_data_slurped_through_partner_databse/United Kingdom of Great Britain and Northern IrelandUndetermined

The Brno University Hospital, a COVID-19 testing center, is hit by a cyberattack right in the middle of a COVID-19 outbreak.https://www.zdnet.com/article/czech-hospital-hit-by-cyber-attack-while-in-the-midst-of-a-covid-19-outbreak/Czechia Undetermined

The National, a Scottish newspaper, is hit by a DDoS attack.https://www.thescottishsun.co.uk/news/5385146/newspaper-independence-china-cyber-attack/United Kingdom of Great Britain and Northern IrelandUndetermined

Open Exchange Rates announces a data breach that exposed the personal information and salted and hashed passwords for customers of its API service. The breach occurred between February 9th, 2020, and March 2nd, 2020.https://www.bleepingcomputer.com/news/security/open-exchange-rates-data-breach-affects-users-of-well-known-orgs/United States of AmericaUndetermined

The Russian threat actor Turla compromised four Armenian websites, including the website of the Armenian Deposit Guarantee Fund, to use in a strategic web compromise/watering-hole attack.https://www.welivesecurity.com/2020/03/12/tracking-turla-new-backdoor-armenian-watering-holes/Armenia Russian Federation

The Russian threat actor Turla compromised four Armenian websites, including the website of the Armenian Institute of International and Security Affairs, to use in a strategic web compromise/watering-hole attack.https://www.welivesecurity.com/2020/03/12/tracking-turla-new-backdoor-armenian-watering-holes/Armenia Russian Federation

The Russian threat actor Turla compromised four Armenian websites, including the website of the Ministry of Nature Protection and Natural Reosurces of the Republic of Artsakh, to use in a strategic web compromise/watering-hole attack. https://www.welivesecurity.com/2020/03/12/tracking-turla-new-backdoor-armenian-watering-holes/Armenia Russian Federation

The Russian threat actor Turla compromised four Armenian websites, including the website of the consular Section of the Embassy of Armenia in Russia, to use in a strategic web compromise/watering-hole attack.https://www.welivesecurity.com/2020/03/12/tracking-turla-new-backdoor-armenian-watering-holes/Armenia Russian Federation

Northeast Radiology announces that on January 11, 2020, unauthorized individuals gained access to Northeast Radiology's picture archiving and communication system ("PACS"),https://www.databreaches.net/northeast-radiology-notifies-patients-of-pacs-data-security-incident/United States of AmericaUndetermined

In the midst of a coronavirus pandemic, the Champaign-Urbana Public Health District is hit with a NetWalker ransomware attack.https://www.news-gazette.com/news/local/health-care/c-u-public-health-district-s-website-held-hostage-by/article_2dadedcd-aadb-5cb1-8740-8bd9e8800e27.htmlUnited States of AmericaUndetermined

Wichita State University notifies 1,762 individuals whose personal information was accessed by hackers between December 3, 2019 and December 5, 2019.https://www.databreaches.net/wichita-state-university-notifying-1762-iowans-whose-personal-info-was-accessed-by-hacker/United States of AmericaUndetermined

St. Michael's Hospital says that roughly 150 patients have been impacted after a third-party employee allegedly stole medical reports in order to extort money from their company after being let go.https://www.databreaches.net/medical-data-of-150-toronto-hospital-patients-allegedly-used-to-extort-money-from-company/Canada Undetermined

The Fort Worth Independent School District is hit with a ransomware attack,https://www.databreaches.net/fort-worth-isd-hacked-joining-other-texas-schools-towns-hit-by-ransomware-attacks/United States of AmericaUndetermined

The popular online guitar tutoring website TrueFire suffers a 'Magecart' attack that might have exposed customers' personal information and payment card data.https://securityaffairs.co/wordpress/99875/hacking/truefire-magecart-attack.htmlUnited States of AmericaUndetermined

The European Network of Transmission System Operators for Electricity (ENTSO-E), says that its IT network had been compromised in a "cyber intrusion."https://www.cyberscoop.com/european-entso-breach-fingrid/Belgium Undetermined

The University of Kentucky and UK HealthCare discovers that is suffered a malware attack aimed to install cryptominers.https://www.databreaches.net/computer-systems-at-university-of-kentucky-and-uk-healthcare-hobbled-by-massive-month-long-cyber-attack/United States of AmericaUndetermined

Foodmandu, an e-commerce company providing on-demand food delivery service across Kathmandu valley suffered a data breach. 50,000 customers' data is dumped on the web.https://myrepublica.nagariknetwork.com/news/foodmandu-s-website-hacked-50-thousand-users-data-dumped/Nepal Undetermined

The Maze Ransomware gang breach and successfully encrypt the systems of VT San Antonio Aerospace. They also steal and leak unencrypted files. The attack occurred in April 2020.https://www.bleepingcomputer.com/news/security/us-aerospace-services-provider-breached-by-maze-ransomware/United States of AmericaUndetermined

The Maze Ransomware gang breach and successfully encrypt the systems of VT San Antonio Aerospace. They also steal and leak unencrypted files. The attack occurred in April 2020.https://www.bleepingcomputer.com/news/security/us-aerospace-services-provider-breached-by-maze-ransomware/United States of AmericaUndetermined

The City of Durham and Durham County are hit by two separate Ryuk ransomware attacks.https://www.forbes.com/sites/daveywinder/2020/03/10/two-russian-ransomware-attacks-take-down-north-carolina-city-and-county-government-systems/#55c26e4e588fUnited States of AmericaRussian Federation

BJC HealthCare warns patients that their information may have been exposed after it discovered someone gained unauthorized access to three employee email accounts on March 6.https://www.databreaches.net/mo-bjc-healthcare-warns-patients-of-possible-data-breach/United States of AmericaUndetermined

Telus-owned Koodo Mobile suffers a data breach after their systems were hacked on February 13, 2020, and customer data from August and September 2017 was stolen by the attackers.https://www.bleepingcomputer.com/news/security/telus-owned-koodo-mobile-announces-data-breach-stolen-info-for-sale/Canada Undetermined

US radio giant Entercom reports a data breach that took place in August 2019 after an unauthorized party was able to access database backup files stored in a third-party cloud hosting service and containing Radio.com user credentials.https://www.bleepingcomputer.com/news/security/entercom-radio-giant-says-data-breach-exposed-user-credentials/United States of AmericaUndetermined

The usernames and passwords of more than a quarter of a million Trident Crypto Fund customers have been stolen and published online.https://cointelegraph.com/news/trident-crypto-fund-data-breach-266-000-passwords-stolenMalta Undetermined

The City of Durham and Durham County are hit by two separate Ryuk ransomware attacks.https://www.forbes.com/sites/daveywinder/2020/03/10/two-russian-ransomware-attacks-take-down-north-carolina-city-and-county-government-systems/#55c26e4e588fUnited States of AmericaRussian Federation

EVRAZ, one of the world's largest steel manufacturers and mining operations, has its North American activities taken down by a Ryuk ransomware attack.https://www.zdnet.com/article/one-of-roman-abramovichs-companies-got-hit-by-ransomware/United States of AmericaUndetermined

Communications & Power Industries (CPI) is still down after a ransomware attack suffered in January.https://techcrunch.com/2020/03/05/cpi-ransomware-defense-contractor/United States of AmericaUndetermined

Carnival Corp. announces that two of its most popular lines, Holland America and Princess Cruises, were hit by a phishing attack between April 11 and July 23, 2019.https://www.cnbc.com/2020/03/05/how-to-protect-yourself-from-princess-cruise-and-holland-america-data-hack.htmlUnited States of AmericaUndetermined

Boots suspends payments using loyalty points in shops and online after attempts to break into customers' accounts using stolen passwords.https://www.bbc.co.uk/news/technology-51742079United Kingdom of Great Britain and Northern IrelandUndetermined

The Australian Signals Directorate (ASD) reveals that a vulnerability in Citrix, could have been used by malicious actors to access a database of Australian Defence recruitment details.https://www.zdnet.com/article/citrix-vulnerability-used-for-potential-defence-recruitment-database-access/Australia Undetermined

US telecommunications giant T-Mobile discloses a security breach that impacted both its employees and customers alike. The attackers gained access to "certain T-Mobile employee email accounts, some of which contained account information for T-Mobile customers and employees."https://www.zdnet.com/article/t-mobile-says-hacker-gained-access-to-employee-email-accounts-user-data/United States of AmericaUndetermined

Four Queens Hotel and Casino and Binion's Casino are hit with a ransomware attack.https://www.databreaches.net/casinos-in-las-vegas-hit-by-suspected-ransomware-attack/United States of AmericaUndetermined

Four Queens Hotel and Casino and Binion's Casino are hit with a ransomware attack.https://www.databreaches.net/casinos-in-las-vegas-hit-by-suspected-ransomware-attack/United States of AmericaUndetermined

Clothing giant J.Crew says an unknown number of customers had their online accounts accessed "by an unauthorized party" in or around April 2019.https://techcrunch.com/2020/03/04/jcrew-unauthorized-accounts/United States of AmericaUndetermined

The Syrian Electronic Army publishes some invoices leaked from Microsoft indicating that the company charges the FBI to view customers' information.http://www.dailydot.com/news/microsoft-compliance-emails-fbi-ditu/United States of AmericaSyrian Arab Republic

A threat actor posts another database, this time from technology company GeoCloud, leaked through a public Amazon server. The data contains users' names, email addresses, and passwords as well as the company's social media keys and company information.https://www.riskbasedsecurity.com/2020/03/20/indias-vijay-sales-leaks-private-information-through-exposed-amazon-backup-server/Israel Undetermined

A threat actor posts a leaked Vijay Sales, a large electronics retail store chain in India, database on a popular dark web hacker forum. The threat actor claims the source was from an "exposed backup server" breached in February 2020.https://www.riskbasedsecurity.com/2020/03/20/indias-vijay-sales-leaks-private-information-through-exposed-amazon-backup-server/India Undetermined

Tesco issues new cards to 600,000 Clubcard account holders after a credential stuffing attack.https://www.bbc.com/news/technology-51710687United Kingdom of Great Britain and Northern IrelandUndetermined

Spartanburg School District One is hit with a ransomware attack.https://www.msn.com/en-us/news/crime/spartanburg-county-school-district-one-computer-network-issues-due-to-ransomware/ar-BB10DUEBUnited States of AmericaUndetermined

The City of Novi Sad in Serbia is hit by the PwndLocker ransomware.https://www.bleepingcomputer.com/news/security/new-pwndlocker-ransomware-targeting-us-cities-enterprises/Serbia Undetermined

Community Development Bank becomes the latest victim of the Maze ransomware team.https://www.databreaches.net/texas-bank-attacked-with-doppelpaymer-ransomware-attackers-report/United States of AmericaUndetermined

Visser Precision, parts maker for space and defense contractors confirms a DoppelPaymer ransomware attack.https://techcrunch.com/2020/03/01/visser-breach/United States of AmericaUndetermined

A hacker dubbed Digileaker claims to have stolen the data related to 8,000 Digitex users.https://cointelegraph.com/news/digileaker-claims-to-have-stolen-kyc-documents-for-8-000-digitex-usersSeychellesUndetermined

Fintech startup Loqbox reveals to have suffered an "attack" which potentially revealed its customers' names, postal addresses, dates of birth, email addresses and phone numbers.https://www.theregister.co.uk/2020/03/02/financial_startup_loqbox_data_breach/United Kingdom of Great Britain and Northern IrelandUndetermined

RailWorks Corporation, one of the leading providers of rail infrastructure solutions in North America, discloses a ransomware attack.https://securityaffairs.co/wordpress/98669/data-breach/railworks-ransomware-data-breach.htmlUnited States of AmericaUndetermined

Legal services giant Epiq Global is hit by a ransomware attack.https://techcrunch.com/2020/03/02/epiq-global-ransomware/United States of AmericaUndetermined

Munson Healthcare Group discloses that hackers gained access to patient data placed by compromising the email accounts of at least two employees. Patient records were accessed from July 31, 2019, to October 22, 2019, but the breach went undetected until January 16, 2020.https://www.infosecurity-magazine.com/news/munson-healthcare-data-breach/United States of AmericaUndetermined

OKEx and Bitfinex suffered simultaneous distributed denial of service (DDoS) attacks.https://cointelegraph.com/news/crypto-exchanges-okex-and-bitfinex-suffer-simultaneous-ddos-attacksMalta Undetermined

OKEx and Bitfinex suffered simultaneous distributed denial of service (DDoS) attacks.https://cointelegraph.com/news/crypto-exchanges-okex-and-bitfinex-suffer-simultaneous-ddos-attacksChina Undetermined

Jordan Health is hit with a ransomware attack.https://www.databreaches.net/ny-ransomware-attack-on-jordan-health-causes-computer-shutdown/United States of AmericaUndetermined

The Democratic National Committee warns its presidential candidates to be cautious after Bernie Sanders' campaign reported that an "impersonator" with a domain registered overseas had posed as one of its staffers and sought conversations with members of at least two other campaigns.https://apnews.com/8450292b687cefcaa7ab58037bcc1a46United States of AmericaUndetermined

The operators behind the Sodinokibi Ransomware (AKA Revil) publish the download links to files containing what they claim is financial and work documents, as well as customers' personal data stolen from Kenneth Cole Productions.https://www.bleepingcomputer.com/news/security/sodinokibi-ransomware-posts-alleged-data-of-kenneth-cole-fashion-giant/United States of AmericaUndetermined

Barbara Corcoran, a renowned real-estate broker and business expert, admits she lost $380,000 via a BEC scam.https://www.forbes.com/sites/rachelsandler/2020/02/27/shark-tank-host-barbara-corcoran-loses-380000-in-email-scam/#35c94806511aUnited States of AmericaUndetermined

Sachs Sax Caplan, P.L. announces that an unauthorized third-party has gained access to certain systems and email accounts.https://www.databreaches.net/florida-law-firm-notifies-individuals-of-2020-hack-of-employee-email-accounts/United States of AmericaUndetermined

Rady's Children's Hospital notifies patients whose data were accessed via an "open port" on June 2019, and January 2020.https://www.databreaches.net/radys-childrens-hospital-notifies-patients-whose-data-were-accessed-via-an-open-port/United States of AmericaUndetermined



British utility Southern Water is the victim of a phishing attack, resulting in a shutdown of some of the company's systems.https://www.theregister.co.uk/2020/02/28/southern_water_phishing/United Kingdom of Great Britain and Northern IrelandUndetermined

Cloud services provider Bretagne TÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â©lÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â©com is hacked by the threat actors behind the DoppelPaymer Ransomware using CVE-2019-19781.https://www.bleepingcomputer.com/news/security/doppelpaymer-hacked-bretagne-t-l-com-using-the-citrix-adc-flaw/France Russian Federation

Clearview AI discloses to its customers that an intruder "gained unauthorized access" to its list of customers, to the number of user accounts those customers had set up, and to the number of searches its customers have conducted.https://www.thedailybeast.com/clearview-ai-facial-recognition-company-that-works-with-law-enforcement-says-entire-client-list-was-stolenUnited States of AmericaUndetermined

Hutt Valley High School reveals that it was hit with a cyber attack.https://www.databreaches.net/nz-cyberattackers-hack-wellington-schools-computer-system/New ZealandUndetermined

Gadsden Independent School District (GISD) shuts down its internet and communication systems, after a RYUK ransomware attack.https://www.databreaches.net/gadsden-isd-has-shut-down-its-internet-system-due-to-ransomware/United States of AmericaRussian Federation

The personal information of some current and former Advocate Aurora Health employees, including their Social Security numbers and bank accounts, might have been compromised in an email phishing campaign.https://www.databreaches.net/advocate-auroras-hr-system-breached-in-email-phishing-campaign/United States of AmericaUndetermined

Overlake Medical Center & Clinics reveals to have been hit by a phishing attack from Dec. 6 to 9, 2019.https://www.databreachtoday.com/phishing-in-healthcare-yet-another-major-incident-a-13767United States of AmericaUndetermined

NRC Health discloses that it was hit by a ransomware attack that took place on February 11.https://securityaffairs.co/wordpress/98614/cyber-crime/nrc-health-ransomware.htmlUnited States of AmericaUndetermined

La Salle County is hit with a PwndLocker ransomware attack.https://www.mywebtimes.com/2020/02/26/ransomware-attack-responsible-for-la-salle-county-technology-issues/a3utsw7/United States of AmericaUndetermined

Transmit Security is breached after a security researcher contacts some of its customers and reports unauthorized access to the data.https://www.vice.com/en_us/article/wxepb4/transmit-security-authentication-banks-hackedIsrael Undetermined

The data of 80,000 Transavia passengers are compromised after a phishing attack.https://www.databreaches.net/transavia-data-breach-could-affect-80000-passengers/NetherlandsUndetermined

Grayson County is hit with a ransomware attack.https://www.databreaches.net/grayson-county-texas-systems-offline-due-to-ransomware-attack/United States of AmericaUndetermined

Pacific Specialty Insurance notifies plan members of a phishing attack that occurred in March, 2019https://www.databreaches.net/pacific-specialty-insurance-company-notifies-plan-members-of-breach-that-occurred-in-march-2019/United States of AmericaUndetermined

A hacker stole the personal data of 1,000 employees of the Ordnance Survey, the government-owned mapping agency for Britain. The breach occurred on January this year.https://www.verdict.co.uk/ordnance-survey-hacked/United Kingdom of Great Britain and Northern IrelandUndetermined

According to multiple reports, a critical PayPal vulnerability is behind thefts over recent days from numerous German PayPal users (fraudulent transactions with U.S. stores).https://www.forbes.com/sites/zakdoffman/2020/02/25/critical-paypal-security-hack-multiple-thefts-now-reported-check-your-settings/#2753d6386e98Germany Undetermined

Federal authorities are 

investigating the ransomware 

attack that caused a network 

outage at Allergy Partners 

locations in the mountains.

The attack happened on Feb. 

23 and continued for eight 

days as hackers wanted a 

king's ransom of $1.75 million, 

according to a report filed with 

Asheville Police Department. https://www.databreaches.net/nc-fbi-investigating-8-day-cyber-attack-after-ransomware-attack-on-allergy-partners/United States of AmericaUndetermined

Total Quality Logistics confirms it was the victim of a data breach.https://www.databreaches.net/update-tql-says-data-breach-was-not-malware-or-ransomware-attack/United States of AmericaUndetermined

Prince Edward Island reveals it was hit with a Maze ransomware attack.https://www.databreaches.net/hit-with-ransomware-prince-edward-island-notifies-residents-and-continues-recovery-efforts/Canada Undetermined

Mexico's economy ministry detects a cyber attack on some of its servers.https://www.reuters.com/article/us-mexico-economy-cyberattack/mexicos-economy-ministry-hit-by-cyber-attack-idUSKCN20J0BIMexico Undetermined

An unknown investor claims to have lost reported $45 million worth of cryptovalues in a SIM Swapping attack.https://www.forex.academy/an-investor-loses-45m-worth-of-crypto-via-a-sim-attack/UndeterminedUndetermined

Coinhako is hit by a sophisticated attack.https://twitter.com/coinhako/status/1233025365334822912Singapore Undetermined

Jackson Public Schools is hit with a ransomware attack.https://www.databreaches.net/ms-fbi-investigating-after-jackson-public-schools-computer-system-hacked/United States of AmericaUndetermined

The Moses Lake School District is hit by a ransomware attack.https://www.databreaches.net/wa-a-ransomware-attack-took-the-16-school-district-offline-for-more-than-two-weeks/United States of AmericaUndetermined

Endeavor Energy Resources notifies employees and dependents after employee fell prey to phishing attack on January 14.https://www.databreaches.net/endeavor-energy-resources-notifies-employees-and-dependents-after-employee-fell-prey-to-phishing-attack/United States of AmericaUndetermined

The Reading Municipal Light Department (RMLD), an electric utility in Massachusetts, announces it was hit by a ransomware attack.https://securityaffairs.co/wordpress/98508/cyber-crime/reading-municipal-light-department-ransomware.htmlUnited States of AmericaUndetermined

Slickwraps suffers a data breach after an individual is able to access their systems and after receiving no response to emails, publicly discloses how the access to the site was gained and the data that was exposed.https://www.bleepingcomputer.com/news/security/slickwraps-data-breach-exposes-financial-and-customer-info/United States of AmericaUndetermined

The South Adams Schools district is hit with a ransomware attack.https://www.databreaches.net/in-south-adams-schools-hit-with-ransomware-cyber-attack/United States of AmericaUndetermined

A business email compromise targets the San Felipe Del Rio CISD.https://www.databreaches.net/tx-school-district-falls-victim-to-business-email-compromise-scam/United States of AmericaUndetermined

VibrantCare Rehabilitation notifies 1,655 patients after an employee's email account is accessed.https://www.databreaches.net/ca-vibrantcare-rehabilitation-notifies-patients-after-employee-email-account-compromised/United States of AmericaUndetermined

IIT Madras is hit with the GlobeImposter ransomware.https://www.edexlive.com/news/2020/feb/20/has-iit-madras-been-hit-by-ransomware-that-is-holding-all-their-research-data-hostage-10320.htmlIndia Undetermined

The U.S. Defence Information Systems Agency reveals that Social Security numbers and other personal data in its network may have been compromised between May and July 2019.https://www.reuters.com/article/us-usa-defense-breach/u-s-agency-that-handles-trumps-secure-communication-suffered-data-breach-idUSKBN20E27AUnited States of AmericaUndetermined

United Regional Health Care System discloses an incident that occurred last July when someone accessed an employee email account. 2,000 individuals are affected.https://www.databreaches.net/united-regional-sends-letters-to-patients-about-information-breach/United States of AmericaUndetermined

The city of Wayne is hit with a ransomware attack.https://www.databreaches.net/city-of-wayne-nebraska-hit-by-ransomware-attack/United States of AmericaUndetermined

Maroof International Hospital is hit with a severe ransomware attackhttps://www.databreaches.net/maroof-international-hospital-hit-with-severe-ransomware-attack/Pakistan Undetermined

The personal details of more than 10.6 million users who stayed at MGM Resorts hotels have been published on a hacking forum this week.https://www.zdnet.com/article/exclusive-details-of-10-6-million-of-mgm-hotel-guests-posted-on-a-hacking-forum/United States of AmericaUndetermined

The PII of at least 51,400, and possibly as many as 360,000 educators, in Quebec Province are exposed when a malicious actor obtained login credentials to the MinistÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¨re de l'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¢ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¢'ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¬ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â°ducation et de l'Enseignement SupÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Âhttps://www.scmagazine.com/home/security-news/data-breach/360000-quebec-teachers-pii-possibly-compromised/Canada Undetermined

PaperlessPay Corporation, an e-pay vendor, discovers to have been hacked on February 18, putting at risk the identity of multiple customers.https://www.databreaches.net/thousands-of-employees-at-risk-of-identity-theft-tax-refund-fraud-after-hack-of-e-payroll-vendor/United States of AmericaUndetermined

A Rwandan data centre that hosts servers related to the country's government is taken down by hackers.https://www.databreaches.net/hackers-shut-down-rwandan-government-data-centre/Rwanda Undetermined

The Cybersecurity and Infrastructure Security Agency (CISA) alerts organizations across all critical U.S. infrastructure sectors about a recent ransomware attack that affected a natural gas compression facility.https://www.bleepingcomputer.com/news/security/us-govt-warns-of-ransomware-attacks-on-pipeline-operations/United States of AmericaUndetermined

More than 7,000 patients of Monroe County Hospital & Clinics are notified that their personal information may have been leaked in a phishing attack occurred on December 2019.https://www.databreaches.net/data-breach-at-monroe-county-hospital-clinics-results-in-notification-to-7500-patients/United States of AmericaUndetermined

East House provide notices of a phishing attack occurred on July 25, 2019.https://www.databreaches.net/ny-east-house-provides-notice-of-data-privacy-event/United States of AmericaUndetermined

The Rabun County is hit with a ransomware attack.https://www.databreaches.net/rabun-county-in-georgia-thwarts-apparent-computer-hacking-attempt/United States of AmericaUndetermined

A ransomware attack hits the major facilities company ISS World, which has half a million employees worldwide.https://www.bbc.com/news/technology-51572575Denmark Undetermined

Butler County Community College is hit with a ransomware attack.https://www.databreaches.net/butler-county-community-college-recovering-from-ransomware-attack/United States of AmericaUndetermined



An IDF's spokesperson reveals that IDF (Israel Defense Force) and ISA (Israel Security Agency AKA "Shin Bet") conducted a joint operation to take down a Hamas operation targeting IDF soldiers, dubbed 'Rebound'.https://www.bleepingcomputer.com/news/security/hacker-group-catfishes-israeli-soldiers-into-installing-mobile-rat/Israel Palestine, State of

EMCOR Group, a Fortune 500 company specialized in engineering and industrial construction services, discloses a Ryuk ransomware incident that took down some of its IT systems.https://www.zdnet.com/article/ryuk-ransomware-hits-fortune-500-company-emcor/United States of AmericaUndetermined

School officials in Lodi are investigating after student data is breached at two different schools: Bear Creek High and Ronald E. McNair High.https://www.databreaches.net/lodi-school-district-officials-report-data-breach-at-2-schools/United States of AmericaUndetermined

Wake County notifies that 1,900 employees are affected by a phishing attack to Interactive Medical Systems, a former benefits administrator.https://www.databreaches.net/nc-wake-county-learns-that-1900-employees-affected-by-breach-at-former-benefits-administrator/United States of AmericaUndetermined

The International Olympic Committee Twitter Account Twitter account is hacked by OurMine.https://hotforsecurity.bitdefender.com/blog/twitter-accounts-of-the-olympics-and-fc-barcelona-hijacked-by-ourmine-hacking-group-22331.htmlSwitzerlandSaudi Arabia

Hackers from the OurMine collective claim to have hijacked the Twitter account of FC Barcelona.https://www.welivesecurity.com/2020/02/17/fcbarcelona-twitter-account-hacked-again/Spain Saudi Arabia

The Port Lavaca City Hall is hit with a Ryuk ransomware attack,https://www.cisomag.com/ryuk-ransomware-campaign-targets-port-lavaca-city-hall/United States of AmericaUndetermined

School officials in Lodi are investigating after student data is breached at two different schools: Bear Creek High and Ronald E. McNair High.https://www.databreaches.net/lodi-school-district-officials-report-data-breach-at-2-schools/United States of AmericaUndetermined

Neebs Gaming, a highly popular YouTube gaming channel is hacked by unidentified crypto scammers, who change its name and banner to Coinbase Pro to collect Bitcoin from its viewers/subscribers.https://www.hackread.com/popular-youtube-gaming-channel-hacked-crypto-scam/United States of AmericaUndetermined

Tennessee Orthopaedic Alliance notifies more than 81,000 patients after discovering two employee email accounts had been compromised on October 18, 2019.https://www.databreaches.net/tennessee-orthopaedic-alliance-notifies-more-than-81000-patients-after-discovering-two-employee-email-accounts-had-been-compromised/United States of AmericaUndetermined

A Maze ransomware attack on BST, an accounting firm in December exposes the patient data of Community Care Physicians, a large upstate New York medical group, as well as other clients of the firm.https://www.databreachtoday.com/hacking-accounting-firm-affects-medical-group-a-13746United States of AmericaUndetermined

A ransomware attack cripples some business operations at INA Group, Croatia's biggest oil company, and its largest petrol station chain.https://www.zdnet.com/article/croatias-largest-petrol-station-chain-impacted-by-cyber-attack/Croatia Undetermined

Charleston Lube Partners reveals to have been hit by a PoS malware between February 14, 2019 and August 19, 2019.https://www.databreaches.net/wv-charleston-lube-partners-llc-provides-notice-of-a-payment-card-security-event/United States of AmericaUndetermined

PSL Services notifies its clients of a phishing attack occurred on December 17, 2019.https://www.databreaches.net/psl-services-in-maine-notifies-hhs-clients-after-discovering-employee-email-accounts-compromised/United States of AmericaUndetermined

The Grand Est region is hit with a ransomware attack.https://www.databreaches.net/how-the-grand-est-region-fights-against-the-ransomware-attack-that-paralyzed-its-computer-network/France Undetermined

Relation Insurance discloses a phishing attack occurred on August 15, 2019.https://www.databreaches.net/relation-insurance-discloses-data-security-incident/United States of AmericaUndetermined

Nedbank discloses a security incident that impacts the personal details of 1.7 million users. The bank says the breach occurred at Computer Facilities (Pty) Ltd, a South African company the bank was using to send out marketing and promotional campaigns.https://www.zdnet.com/article/nedbank-says-1-7-million-customers-impacted-by-breach-at-third-party-provider/South AfricaUndetermined

Rutter's discloses that 71 locations were infected with a point-of-sale (POS) malware that was used by attackers to steal customers' credit card information.https://www.bleepingcomputer.com/news/security/us-store-chain-rutter-s-hit-by-credit-card-stealing-malware/United States of AmericaUndetermined

Illinois healthcare system FHN notifies its patients of a data breach that occurred in February.https://www.infosecurity-magazine.com/news/data-breach-at-illinois-healthcare/United States of AmericaUndetermined

It is reported that Palm Beach election office had its computer systems infected and encrypted by ransomware just weeks before the 2016 US presidential elections.https://www.zdnet.com/article/florida-county-election-office-hit-by-ransomware-before-2016-presidential-election/United States of AmericaUndetermined

Central Kansas Orthopedic Group notifies more than 17,000 patients to have suffered a ransomware attack on January 9, 2019.https://www.databreaches.net/attacked-by-ransomware-central-kansas-orthopedic-group-refused-to-pay-ransom-and-restored-from-backups/United States of AmericaUndetermined

IOTA Foundation, the nonprofit organization behind the IOTA cryptocurrency, shuts down its entire network after hackers exploit a vulnerability in the IOTA wallet app to steal user funds.https://www.zdnet.com/article/iota-cryptocurrency-shuts-down-entire-network-after-wallet-hack/Germany Undetermined

Puerto Rico's government loses more than $2.6 million after falling for a Business Email Compromise Scam. The incident occurred on January 17.https://apnews.com/e03bea7e491b9c95350887880376562fUnited States of AmericaUndetermined

Altice USA Inc. exposes the Social Security numbers, birth dates and other personal information of all 12,000 current employees as well as some former employees and a small number of customers, after a phishing attack in November 2019.https://www.databreaches.net/data-breach-exposes-altice-employee-optimum-customer-information/United States of AmericaUndetermined

Carson City is the latest victim of the Click2Gov breach.https://www.databreaches.net/nv-hackers-compromise-financial-information-for-carson-city-residents-who-pay-water-bill-online/United States of AmericaUndetermined

The Pediatric Physicians' Organization at Children's (PPOC) is hit with a ransomware attack.https://www.boston25news.com/news/malware-attack-hits-pediatric-records-chlidrens-hospital-affiliates/ZV7QZ57P6VFN3F547UHHHEBHRQ/United States of AmericaUndetermined

The Baker Wotring law firm has its data exposed by the Maze gang, including fee agreements and diaries from personal injury cases.https://www.abajournal.com/news/article/hacking-group-publishes-full-dump-of-law-firms-data-another-responds-to-cybersecurity-incidentUnited States of AmericaUndetermined

Doctors from the College of Family Physicians of Canada are the targets of a phishing campaign.https://www.cbc.ca/news/canada/manitoba/doctor-phishing-scam-college-physicians-1.5458458Canada Undetermined

A ransomware attack affects some computers at Nacogdoches Independent School District.https://www.ktre.com/2020/02/11/nacogdoches-isd-working-restore-computers-after-ransomware-attack/United States of AmericaUndetermined

Vernon Schools shut down the internet after suffering a cyber attack.https://www.databreaches.net/ct-no-e-mail-internet-at-vernon-schools-monday-amid-security-check/United States of AmericaUndetermined

The City of Garrison is hit with a ransomware attack.https://www.scmagazine.com/home/security-news/ransomware/texas-attack-garrison-nacogdoches-schools-hit-with-ransomware/United States of AmericaUndetermined

The law firm Wilson Elser Moskowitz Edelman & Dicker is hit with a ransomware attack.https://www.abajournal.com/news/article/hacking-group-publishes-full-dump-of-law-firms-data-another-responds-to-cybersecurity-incidentUnited States of AmericaUndetermined

Havre Public Schools are hit with a ransomware attack.https://www.missoulacurrent.com/business/2020/02/ransomware-havre-schools/United States of AmericaUndetermined

Iran is allegedly hit with a powerful cyber attack able to take down the 25% if its Internet.https://www.forbes.com/sites/daveywinder/2020/02/09/powerful-iran-cyber-attack-takes-down-25-of-national-internet/#77b40f7820dcIran (Islamic Republic of)Undetermined

Redcar and Cleveland Council is hit with a ransomware cyber-attack.https://www.bbc.com/news/uk-england-tees-51480600United Kingdom of Great Britain and Northern IrelandUndetermined

The Italian hacktivist collective LulzSec ITA claims via Twitter to have hacked three Italian universities: Basilicata, Napoli and Roma Tre.https://securityaffairs.co/wordpress/97802/breaking-news/lulzsec-ita-hacked-italian-universities.htmlItaly Italy

The Italian hacktivist collective LulzSec ITA claims via Twitter to have hacked three Italian universities: Basilicata, Napoli and Roma Tre.https://securityaffairs.co/wordpress/97802/breaking-news/lulzsec-ita-hacked-italian-universities.htmlItaly Italy

Shields Health Solutions notifies its patients after an the email account of an employee is hacked between October 22 and October 24 2019.https://www.databreaches.net/ma-shields-health-solutions-notified-patients-after-hack-of-employee-email-account/United States of AmericaUndetermined

The Allegheny Intermediate Unit school system is hit with a ransomware attack.https://www.scmagazine.com/home/security-news/ransomware/a-tail-of-two-ransomware-attacks/United States of AmericaUndetermined

The Italian hacktivist collective LulzSec ITA claims via Twitter to have hacked three Italian universities: Basilicata, Napoli and Roma Tre.https://securityaffairs.co/wordpress/97802/breaking-news/lulzsec-ita-hacked-italian-universities.htmlItaly Italy

Some Rockdale County services are impacted  after multiple county servers were hit by a ransomware attack.https://www.ajc.com/news/breaking-news/ransomware-attack-hits-rockdale-county-servers-impacts-some-services/gfYVTZ93c1Sbr1UbObEqKP/United States of AmericaUndetermined

Hackers from the OurMine collective claim to have taken over Facebook's Twitter account.https://techcrunch.com/2020/02/07/facebooks-twitter-account-compromised-hacker-group-claims-credit/United States of AmericaSaudi Arabia

Idaho Central Credit Union informs some customers of two data breaches that impacted the financial institution.https://www.scmagazine.com/home/security-news/data-breach/idaho-central-credit-union-reports-two-breaches/United States of AmericaUndetermined

The Japanese defense contractor Kobe Steel disclosed a security breach that happened in June 2015 and August 2016. Chinese threat actors Bronze Butler are believed to have been involved.https://www.bleepingcomputer.com/news/security/japanese-defense-contractors-kobe-steel-pasco-disclose-breaches/Japan Undetermined

The Japanese defense contractor Pasco disclosed a security breach that happened in May 2018. Chinese threat actors Bronze Butler are believed to have been involved.https://www.bleepingcomputer.com/news/security/japanese-defense-contractors-kobe-steel-pasco-disclose-breaches/Japan Undetermined

All About Potential Family Chiropractic is hit with a Maze ransomware attack.https://www.databreaches.net/maze-team-continues-naming-victims-and-dumping-data/United States of AmericaUndetermined

Educational Enrichment Systems discloses a phishing attack occurred between May and July 2019.https://www.databreaches.net/educational-enrichment-systems-inc-notice-of-data-breach/United States of AmericaUndetermined

Mississippi Center for Legal Services and North Mississippi Rural Legal Services warn to have been hit with a Ryuk ransomware attack on Christmas Eve.https://www.databreaches.net/mississippi-center-for-legal-services-and-north-mississippi-rural-legal-services-hit-by-ryuk-ransomware-on-christmas-eve/United States of AmericaUndetermined

Altsbit announces to have been hit with a devastating hack. Criminals made off with 1,066 Komodo (KMD) tokens and 283,375 Verus (VRSC) "coins" with a combined value of $27,000.https://www.infosecurity-magazine.com/news/crypto-exchange-loses-almost-all/Italy Undetermined

The Russia-aligned threat actor Gamaredon intensified its efforts to compromise Ukrainian defense and intelligence targets. The attacks include both cyberespionage and attempted sabotage of physical assets. Among the victims is the Hetman Petro Sahaidachnyi National Ground Forces Academy.https://threatpost.com/gamaredon-apt-toolset-ukraine/152568/Ukraine Russian Federation

Eastern Virginia Medical School discloses a phishing attack that could have exposed employees' personal information, including bank accounts and Social Security numbers.https://www.databreaches.net/data-breach-potentially-exposes-eastern-virginia-medical-school-employees-bank-accounts/United States of AmericaUndetermined

More than 5,100 St. Louis Community College students and employees have their personal information accessed via a phishing attack discovered on January 13.https://www.databreaches.net/phishing-scam-targets-st-louis-community-college-private-information-exposed/United States of AmericaUndetermined

Golden Entertainment notifies customers, employees, and vendors of a phishing attack occurred between May and October 2019.https://www.databreaches.net/golden-entertainment-addresses-data-breach/United States of AmericaUndetermined

The North Miami Beach Police Department determines to have been impacted by ransomware.https://www.databreaches.net/north-miami-beach-affected-by-ransomware-attack/United States of AmericaUndetermined

Ukrainian police arrest a 16-year-old from the city of Odessa for attempting to extort a local ISP into sharing data on one of its subscribers.https://www.zdnet.com/article/teen-takes-down-isp-with-ddos-attacks-to-get-info-on-one-of-its-subscribers/Ukraine Undetermined



The US Federal Bureau of Investigation (FBI) warns of a potential DDoS attack that targeted a state-level voter registration and information site.https://www.bleepingcomputer.com/news/security/fbi-warns-of-ddos-attack-on-state-voter-registration-site/United States of AmericaUndetermined

Systems of the Credit Union National Association are knocked offline following a "cyber incident."https://techcrunch.com/2020/02/05/cuna-ransomware-offline/United States of AmericaUndetermined

Toll Group announces that to have experienced a "cybersecurity incident", and shuts down a number of IT systems at multiple sites across Australia in a bid to resolve the issue. The attack is allegedly caused by the Kokoklock (or Mailto) ransomware.https://www.infosecurity-magazine.com/news/cybersecurity-incident-toll-group/Australia Undetermined

Penncrest School District announced that it resolved a ransomware intrusion. No personal data was exposed.https://www.meadvilletribune.com/news/local_news/meadville-reveals-months-old-suspicious-data-incident/article_8cb45290-3b4f-11eb-b1d3-7fb4e56b6397.htmlUnited States of AmericaUndetermined

Confederation College suffers a malware attack.https://www.databreaches.net/ca-confederation-college-investigates-security-breach/United States of AmericaUndetermined

Five U.S. law firms are among the companies and organizations targeted by a new round of ransomware attacks.https://www.lawsitesblog.com/2020/02/ransomware-attacks-hit-three-law-firms-in-last-24-hours.htmlUnited States of AmericaUndetermined

Belvidere City Hall is the victim of a cyber attack.https://www.databreaches.net/il-belvidere-city-hall-victim-to-cyberattack/United States of AmericaUndetermined

Fondren Orthopedic Group notifies patients after a malware incident occurred on November 21, 2019, destroyed patient records.https://www.databreaches.net/fondren-orthopedic-group-notifies-patients-after-malware-incident-destroyed-patient-records/United States of AmericaUndetermined

The Everton Fan Services Twitter account is allegedly hacked.https://www.grahamcluley.com/everton-soares-twitter-hack/United Kingdom of Great Britain and Northern IrelandUndetermined

Dundee and Angus College is apparently hit with a ransomware attack.https://dundeeandangus.ac.uk/news-events/cyber-attack/United Kingdom of Great Britain and Northern IrelandUndetermined

A security researcher discovers a cryptocurrency-mining botnet inside a web server operated by the US Department of Defense (DOD).https://www.zdnet.com/article/bug-hunter-finds-cryptocurrency-mining-botnet-on-dod-network/United States of AmericaUndetermined

The city of Racine is hit with a ransomware attack that knocks most of its non-emergency computer services offline.https://www.scmagazine.com/home/security-news/ransomware/ransomware-knocks-racine-city-offline/United States of AmericaUndetermined

TVEyes, a broadcast television search engine used by political campaigns to monitor opponents and track ads, is hit with a ransomware attack.https://www.cnet.com/news/ransomware-hits-tv-search-engine-popular-among-political-campaigns/United States of AmericaUndetermined

Researchers from ESET discover a new campaign of the Winnti group targeting some Hong Kong universities via the ShadowPad backdoor.https://www.bleepingcomputer.com/news/security/winnti-group-infected-hong-kong-universities-with-malware/China China

French construction giant Bouygues Construction shut down their computer network to avoid having all of their data encrypted by the Maze Ransomware.https://www.bleepingcomputer.com/news/security/bouygues-construction-shuts-down-network-to-thwart-maze-ransomware/France Undetermined

Mountain View Los Altos High School is hit with a cyber attack.https://www.databreaches.net/ca-mountain-view-high-school-teachers-and-administrators-forced-offline-after-cyber-attacker-breaches-district/United States of AmericaUndetermined

The Grundy County Courthouse experiences a "cybersecurity breach".https://www.databreaches.net/mo-grundy-county-courthouse-hit-with-cybersecurity-breach/United States of AmericaUndetermined

Hackers posing as a veteran London art dealer trick Rijksmuseum Twenthe, a Dutch museum, buying a John Constable painting into paying 2.4 million pounds ($3.1 million) to a fraudulent bank account.https://www.bloomberg.com/news/articles/2020-01-30/fraudsters-posing-as-art-dealer-got-gallery-to-transfer-millionsNetherlandsUndetermined

A Canadian insurance company paid nearly $1 million USD (about $1.3 million CAD) following a ransomware attack.https://mobilesyrup.com/2020/01/30/ransomware-attack-canadian-insurance-company-resulted-1-million-payout/Canada Undetermined

NEC confirms to have been hit with a cyberattack since 2018 that resulted in unauthorized access to its internal network and the exposure of 28,000 files.https://www.bleepingcomputer.com/news/security/nec-defense-contracts-info-potentially-compromised-in-breach/#UpdateJapan Undetermined

Ghostwriter, a suspected Belarus-backed hacking group, has compromised websites and email accounts in Latvia, Lithuania, and PolandÃƒÂ‚Ã‚Â to publish fabricated documents pushing anti-North Atlantic Treaty Organization (NATO) narratives consistent with Kremlin talking points. The influence campaign started in 2017.https://www.fireeye.com/content/dam/fireeye-www/blog/pdfs/Ghostwriter-Influence-Campaign.pdfLithuania Belarus

Ghostwriter, a suspected Belarus-backed hacking group, has compromised websites and email accounts in Latvia, Lithuania, and PolandÃƒÂ‚Ã‚Â to publish fabricated documents pushing anti-North Atlantic Treaty Organization (NATO) narratives consistent with Kremlin talking points. The influence campaign started in 2017.https://www.fireeye.com/content/dam/fireeye-www/blog/pdfs/Ghostwriter-Influence-Campaign.pdfLithuania Belarus

Ghostwriter, a suspected Belarus-backed hacking group, has compromised websites and email accounts in Latvia, Lithuania, and PolandÃƒÂ‚Ã‚Â to publish fabricated documents pushing anti-North Atlantic Treaty Organization (NATO) narratives consistent with Kremlin talking points. The influence campaign started in 2017.https://www.fireeye.com/content/dam/fireeye-www/blog/pdfs/Ghostwriter-Influence-Campaign.pdfLithuania Belarus

Ghostwriter, a suspected Belarus-backed hacking group, has compromised websites and email accounts in Latvia, Lithuania, and PolandÃƒÂ‚Ã‚Â to publish fabricated documents pushing anti-North Atlantic Treaty Organization (NATO) narratives consistent with Kremlin talking points. The influence campaign started in 2017.https://www.fireeye.com/content/dam/fireeye-www/blog/pdfs/Ghostwriter-Influence-Campaign.pdfLatvia Belarus

The Iranian state-backed threat actor Charming Kitten impersonated prominent journalists and sent targets fake interview requests in order to steal their credentials and send them malware. Among the victims is Erfan Kasraie, an Iranian academic who received a fake message from Farnaz Fassihi, an Iranian-American journalist.https://www.reuters.com/article/us-iran-hackers-exclusive/exclusive-iran-linked-hackers-pose-as-journalists-in-email-scam-idUSKBN1ZZ1MSGermany Iran (Islamic Republic of)

The Iranian state-backed threat actor Charming Kitten impersonated prominent journalists and sent targets fake interview requests in order to steal their credentials and send them malware. Among the victims is Hassan Sarbakhshian, an Iranian photojournalist who received a fake message from Farnaz Fassihi, an Iranian-American journalist.https://www.reuters.com/article/us-iran-hackers-exclusive/exclusive-iran-linked-hackers-pose-as-journalists-in-email-scam-idUSKBN1ZZ1MSCzechia Iran (Islamic Republic of)

The Iranian state-backed threat actor Charming Kitten impersonated prominent journalists and sent targets fake interview requests in order to steal their credentials and send them malware. Among the victims is Hassan Sarbakhshian, an Iranian photojournalist who received a fake message from Azadeh Shafiee, an anchor for London-based broadcaster Iran International.https://www.reuters.com/article/us-iran-hackers-exclusive/exclusive-iran-linked-hackers-pose-as-journalists-in-email-scam-idUSKBN1ZZ1MSCzechia Iran (Islamic Republic of)

The Iranian state-backed threat actor Charming Kitten impersonated prominent journalists and sent targets fake interview requests in order to steal their credentials and send them malware. One of the fake messages was from Azadeh Shafiee, an anchor for London-based broadcaster Iran International, that attempted to target one of her relatives.https://www.reuters.com/article/us-iran-hackers-exclusive/exclusive-iran-linked-hackers-pose-as-journalists-in-email-scam-idUSKBN1ZZ1MSUnited Kingdom of Great Britain and Northern IrelandIran (Islamic Republic of)

Facebook reveals that back in October, hackers commandeered the personal account of a LiveRamp employee and used it to gain access to the company's Business Manager account -- allowing them to run ads using other people's money.https://www.cnet.com/news/hackers-infiltrated-a-big-facebook-data-partner-to-launch-scams/United States of AmericaUndetermined

Electronic Warfare Associates (EWA), a 40-year-old electronics company and a well-known US government contractor, is hit with the Ryuk ransomware.https://www.zdnet.com/article/dod-contractor-suffers-ransomware-infection/United States of AmericaUndetermined

Police investigate after thieves hack three banking machines in the greater Montreal area, making off with an estimated $55,000.https://www.cbc.ca/news/canada/montreal/atm-thieves-1.5442698Canada Undetermined

Personal Touch Home Care of Greater Portsmouth notifies a Maze ransomware attack occurred on December 1, 2019.https://ago.vermont.gov/blog/2020/01/28/personal-touch-holding-corp-personal-touch-home-care-of-greater-portsmouth-notice-of-data-breach-to-consumers/United States of AmericaUndetermined

Tissue Regenix Group PLC says that its computer systems and a third-party IT service provider in the United States were accessed without authorization.https://www.infosecurity-magazine.com/news/tissue-regenix-shuts-plant/United States of AmericaUndetermined

Red Kite Community Housing announces to have fallen victim to a cyber-scam in which criminals posed as genuine service providers to steal a staggering ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â '''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â£932,000.https://www.infosecurity-magazine.com/news/red-kite-spoofing-scam/United Kingdom of Great Britain and Northern IrelandUndetermined

The Facebook account of the Minnesota Vikings has been hacked by the OurMine group.https://www.bleepingcomputer.com/news/security/ourmine-hackers-are-back-hijack-nfl-teams-social-accounts/United States of AmericaSaudi Arabia

The Instagram account of the Minnesota Vikings has been hacked by the OurMine group.https://www.bleepingcomputer.com/news/security/ourmine-hackers-are-back-hijack-nfl-teams-social-accounts/United States of AmericaSaudi Arabia

The Facebook account of the Buffalo Bills has been hacked by the OurMine group.https://www.bleepingcomputer.com/news/security/ourmine-hackers-are-back-hijack-nfl-teams-social-accounts/United States of AmericaSaudi Arabia

The Instagram account of the Buffalo Bills has been hacked by the OurMine group.https://www.bleepingcomputer.com/news/security/ourmine-hackers-are-back-hijack-nfl-teams-social-accounts/United States of AmericaSaudi Arabia

The Twitter account of the Arizona Cardinals has been hacked by the OurMine group.https://www.bleepingcomputer.com/news/security/ourmine-hackers-are-back-hijack-nfl-teams-social-accounts/United States of AmericaSaudi Arabia

The Twitter account of the Cleveland Browns has been hacked by the OurMine group.https://www.bleepingcomputer.com/news/security/ourmine-hackers-are-back-hijack-nfl-teams-social-accounts/United States of AmericaSaudi Arabia

The Twitter account of the San Francisco 49ers has been hacked by the OurMine group.https://www.bleepingcomputer.com/news/security/ourmine-hackers-are-back-hijack-nfl-teams-social-accounts/United States of AmericaSaudi Arabia

The social media accounts of the Los Angeles Chargers have been hacked by the OurMine group.https://www.businessinsider.com/nfl-twitter-accounts-hacke-teams-facebook-instagram-ourmine-claims-responsibility-2020-1United States of AmericaSaudi Arabia

The Twitter account of the Tampa Bay Bucaneers has been hacked by the OurMine group.https://www.bleepingcomputer.com/news/security/ourmine-hackers-are-back-hijack-nfl-teams-social-accounts/United States of AmericaSaudi Arabia

The Twitter account of the Philadelphia Eagles has been hacked by the OurMine group.https://www.bleepingcomputer.com/news/security/ourmine-hackers-are-back-hijack-nfl-teams-social-accounts/United States of AmericaSaudi Arabia

The Twitter account of the New York Giants has been hacked by the OurMine group.https://www.bleepingcomputer.com/news/security/ourmine-hackers-are-back-hijack-nfl-teams-social-accounts/United States of AmericaSaudi Arabia

The Facebook account of the Houston Texans has been hacked by the OurMine group.https://www.bleepingcomputer.com/news/security/ourmine-hackers-are-back-hijack-nfl-teams-social-accounts/United States of AmericaSaudi Arabia

The Twitter account of the Indianapolis Colts has been hacked by the OurMine group.https://www.bleepingcomputer.com/news/security/ourmine-hackers-are-back-hijack-nfl-teams-social-accounts/United States of AmericaSaudi Arabia

The Twitter account of the Denver Broncos has been hacked by the OurMine group.https://www.bleepingcomputer.com/news/security/ourmine-hackers-are-back-hijack-nfl-teams-social-accounts/United States of AmericaSaudi Arabia

The Facebook account of the Dallas Cowboys has been hacked by the OurMine group.https://www.bleepingcomputer.com/news/security/ourmine-hackers-are-back-hijack-nfl-teams-social-accounts/United States of AmericaSaudi Arabia

The Instagram account of the Dallas Cowboys has been hacked by the OurMine group.https://www.bleepingcomputer.com/news/security/ourmine-hackers-are-back-hijack-nfl-teams-social-accounts/United States of AmericaSaudi Arabia

The Facebook account of the Green Bay Packers has been hacked by the OurMine group.https://www.bleepingcomputer.com/news/security/ourmine-hackers-are-back-hijack-nfl-teams-social-accounts/United States of AmericaSaudi Arabia

The Twitter account of the Green Bay Packers has been hacked by the OurMine group.https://www.bleepingcomputer.com/news/security/ourmine-hackers-are-back-hijack-nfl-teams-social-accounts/United States of AmericaSaudi Arabia

The Twitter account of the Kansas City Chiefs has been hacked by the OurMine group.https://www.bleepingcomputer.com/news/security/ourmine-hackers-are-back-hijack-nfl-teams-social-accounts/United States of AmericaSaudi Arabia

The NFL's Twitter account has been hacked by the OurMine group.https://www.bleepingcomputer.com/news/security/ourmine-hackers-are-back-hijack-nfl-teams-social-accounts/United States of AmericaSaudi Arabia

The NFL's Facebook account has been hacked by the OurMine group.https://www.bleepingcomputer.com/news/security/ourmine-hackers-are-back-hijack-nfl-teams-social-accounts/United States of AmericaSaudi Arabia



The Royal Yachting Association (RYA) forces a password reset for all online users after warning that some that their data may have been compromised by a third party.https://www.infosecurity-magazine.com/news/royal-yachting-association/United Kingdom of Great Britain and Northern IrelandUndetermined

Turkish hackers have attacked at least thirty organizations across the Middle East and Europe, including Cypriot and Greek government email services and the Iraqi government's national security advisor since late 2018. Their methods include intercepting internet traffic to victim websites.https://www.reuters.com/article/us-cyber-attack-hijack-exclusive/exclusive-hackers-acting-in-turkeys-interests-believed-to-be-behind-recent-cyberattacks-sources-idUSKBN1ZQ10XAlbania Undetermined

Turkish hackers have attacked at least thirty organizations across the Middle East and Europe, including Cypriot and Greek government email services and the Iraqi government's national security advisor since late 2018. Their methods include intercepting internet traffic to victim websites.https://www.reuters.com/article/us-cyber-attack-hijack-exclusive/exclusive-hackers-acting-in-turkeys-interests-believed-to-be-behind-recent-cyberattacks-sources-idUSKBN1ZQ10XTurkey Undetermined

Turkish hackers have attacked at least thirty organizations across the Middle East and Europe, including Cypriot and Greek government email services and the Iraqi government's national security advisor since late 2018. Their methods include intercepting internet traffic to victim websites.https://www.reuters.com/article/us-cyber-attack-hijack-exclusive/exclusive-hackers-acting-in-turkeys-interests-believed-to-be-behind-recent-cyberattacks-sources-idUSKBN1ZQ10XIraq Undetermined

Turkish hackers have attacked at least thirty organizations across the Middle East and Europe, including Cypriot and Greek government email services and the Iraqi government's national security advisor since late 2018. Their methods include intercepting internet traffic to victim websites.https://www.reuters.com/article/us-cyber-attack-hijack-exclusive/exclusive-hackers-acting-in-turkeys-interests-believed-to-be-behind-recent-cyberattacks-sources-idUSKBN1ZQ10XGreece Undetermined

Turkish hackers have attacked at least thirty organizations across the Middle East and Europe, including Cypriot and Greek government email services and the Iraqi government's national security advisor since late 2018. Their methods include intercepting internet traffic to victim websites.https://www.reuters.com/article/us-cyber-attack-hijack-exclusive/exclusive-hackers-acting-in-turkeys-interests-believed-to-be-behind-recent-cyberattacks-sources-idUSKBN1ZQ10XCyprus Undetermined

The Twitter account of the Chicago Bears has been hacked by the OurMine group.https://www.bleepingcomputer.com/news/security/ourmine-hackers-are-back-hijack-nfl-teams-social-accounts/United States of AmericaSaudi Arabia

The online gambling platform SuperCasino experiences a data breach that exposes sensitive information belonging to its customers.https://www.databreaches.net/supercasino-breached-by-hackers-and-customer-info-leaked/Malta Undetermined

Bird Construction acknowledges to have been recently hit with a Maze ransomware attack.https://www.cbc.ca/news/politics/ransomware-bird-construction-military-1.5434308Canada Undetermined

Brandywine Urology Consultants notify about a ransomware attack. The attack occurred on January 25, and the practice became aware of it on January 27.https://healthitsecurity.com/news/ransomware-attack-on-brandywine-urology-impacts-131k-patientsUnited States of AmericaUndetermined

A new DDoS attack hits the official state websites of the Greek prime minister, the national police and fire service and other ministries.https://securityaffairs.co/wordpress/96797/hacking/greek-government-websites-ddos.htmlGreece Undetermined

A new DDoS attack hits the official state websites of the Greek prime minister, the national police and fire service and other ministries.https://securityaffairs.co/wordpress/96797/hacking/greek-government-websites-ddos.htmlGreece Undetermined

The Tampa Bay Times suffers a Ryuk ransomware attack.https://www.scmagazine.com/home/security-news/tampa-bay-times-hit-by-ryuk-new-variant-of-stealer-aimed-at-govt-finance/United States of AmericaUndetermined

A new DDoS attack hits the official state websites of the Greek prime minister, the national police and fire service and other ministries.https://securityaffairs.co/wordpress/96797/hacking/greek-government-websites-ddos.htmlGreece Undetermined

Researchers at Palo Alto Networks' Unit 42 discover a new campaign dubbed "Fractured Statue", carried out via a malware called CARROTBALL, used in targeted attacks, against a U.S. government agency and non-US foreign nationals professionally affiliated with current activities in North Korea.https://www.bleepingcomputer.com/news/security/us-govt-agency-hit-with-new-carrotball-malware-dropper/United States of AmericaAfghanistan

The City of Potsdam severs the administration servers' Internet connection following a ransomware attack carried out exploiting the CVE-2019-1978 vulnerability.https://www.bleepingcomputer.com/news/security/city-of-potsdam-servers-offline-following-cyberattack/Germany Undetermined

Bitcoin Gold experiences a 51% attack. A total amount of over $70,000 is double-spent.https://cryptopotato.com/over-70000-double-spent-as-bitcoin-gold-experiences-its-second-51-attack/UndeterminedUndetermined

The sites belonging to a reseller of tickets for Euro Cup and the Tokyo Summer Olympics (olympictickets2020[.]com), are the victims of a magecart attack.https://www.bleepingcomputer.com/news/security/euro-cup-and-olympics-ticket-reseller-hit-by-magecart/UndeterminedUndetermined

As Israel hosted dozens of world leaders last week for the World Holocaust Forum, the country's cyber defense system fended off hundreds of cyberattacks targeting the country's international airport and the planes of the world leaders.https://www.timesofisrael.com/world-leaders-planes-faced-cyberattacks-as-they-landed-in-israel-last-week/Israel Undetermined

The sites belonging to a reseller of tickets for Euro Cup and the Tokyo Summer Olympics (olympictickets2020[.]com), are the victims of a magecart attack.https://www.bleepingcomputer.com/news/security/euro-cup-and-olympics-ticket-reseller-hit-by-magecart/UndeterminedUndetermined

Parts manufacturer Gedia Automotive Group shuts down its network after being hit with a Sodinokibi ransomware attack.https://www.computerweekly.com/news/252477247/Travelex-hackers-shut-down-German-car-parts-company-Gedia-in-massive-cyber-attackGermany Undetermined

The Twitter account of Dave Moss is hacked by the OurMine group.https://www.bleepingcomputer.com/news/security/ourmine-hackers-are-back-hijack-nfl-teams-social-accounts/United States of AmericaSaudi Arabia

The Twitter account of Will Smith is hacked by the OurMine group.https://www.bleepingcomputer.com/news/security/ourmine-hackers-are-back-hijack-nfl-teams-social-accounts/United States of AmericaSaudi Arabia

The Twitter account of "Queer Eye" star Bobby Berk, is hacked by the OurMine group.https://www.bleepingcomputer.com/news/security/ourmine-hackers-are-back-hijack-nfl-teams-social-accounts/United States of AmericaSaudi Arabia

The Twitter account of Facebook co-founder, Eduardo Saverin, is hacked by the OurMine group.https://www.bleepingcomputer.com/news/security/ourmine-hackers-are-back-hijack-nfl-teams-social-accounts/United States of AmericaSaudi Arabia

The Twitter account of director Matt Raub is hacked by the OurMine group.https://www.bleepingcomputer.com/news/security/ourmine-hackers-are-back-hijack-nfl-teams-social-accounts/United States of AmericaSaudi Arabia

Greenville Water is hit by a cyber attack.https://www.infosecurity-magazine.com/news/cyber-attack-on-greenvillewater/United States of AmericaUndetermined

Tillamook County is hit by a ransomware attack.https://www.infosecurity-magazine.com/news/tillamook-county-ransomware-attack/United States of AmericaUndetermined

The Twitter account of second-baseman for the LA Dodgers, Enrique HernÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¡ndez, is hacked by the OurMine group.https://www.bleepingcomputer.com/news/security/ourmine-hackers-are-back-hijack-nfl-teams-social-accounts/United States of AmericaSaudi Arabia

Crossroads Technologies is hit with a Maze ransomware attack.https://www.databreaches.net/wp-content/uploads/Without_Undue_Delay.pdfUnited States of AmericaUndetermined

The https://career.gov.ua has leaked the personal data of an unidentified number of job applicants. It is unclear whether the leak was a result of cyberattack or human error.https://news.softpedia.com/news/ukrainian-govt-leaks-citizens-personal-data-including-passport-diploma-scans-528921.shtmlUkraine Undetermined

Researchers discover a new Citibank phishing scam that utilizes a convincing domain name, TLS certs, and even requests OTP codes that could easily trick their victims.https://www.bleepingcomputer.com/news/security/this-citibank-phishing-scam-could-trick-many-people/United States of AmericaUndetermined

Sensitive personal and financial information of UPS Store customers is exposed in a phishing incident affecting roughly 100 local store locations between September 29, 2019, and January 13, 2020.https://www.bleepingcomputer.com/news/security/phishing-incident-at-ups-store-chain-exposes-customer-info/United States of AmericaUndetermined

600 staff and public access computers were taken down at Volusia County Public Library (VCPL) branches from Daytona Beach, Florida, following a cyberattack that started around 7 AM on January 9.https://www.bleepingcomputer.com/news/security/600-computers-taken-down-after-florida-library-cyberattack/United States of AmericaUndetermined

An investigation reveals that Jeff Bezos' phone exfiltrated a massive amounts of personal information after receiving a WhatsApp-attached video file sent by the future king of Saudi Arabia, Prince Mohammed bin Salman on May 1, 2018.https://arstechnica.com/information-technology/2020/01/report-bezos-phone-uploaded-gbs-of-personal-data-after-getting-saudi-princes-whatsapp-message/United States of AmericaSaudi Arabia

US children's apparel maker and online retailer Hanna Andersson discloses that its online purchasing platform was hacked and malicious code was deployed to steal customers' payment info for almost two months.https://www.bleepingcomputer.com/news/security/us-retailer-hanna-andersson-hacked-to-steal-credit-cards/United States of AmericaUndetermined

Mitsubishi Electric discloses a security breach that might have caused the leak of personal and confidential corporate information. The breach was detected on June 28, 2019. It was later revealed that the breach may have resulted in the theft of data on a hypersonic missile.https://www.bleepingcomputer.com/news/security/mitsubishi-electric-warns-of-data-leak-after-security-breach/Japan China

Oman United Insurance, one among the largest insurers in the country discloses a "ransomware attack" on the company's data centre early this month.https://www.databreaches.net/omans-largest-insurance-company-hit-by-ransomware-attack/Oman Undetermined

UFC champion Kamaru Usman says his Twitter account was hacked, after series of explicit tweets against Conor McGregor.https://www.grahamcluley.com/ufc-twitter-hack/United States of AmericaUndetermined

A hardcore gamer plugged in his Playstation 4 to a monitor used to display passenger information at Portland International Airport.https://news.softpedia.com/news/bored-gamer-connects-ps4-to-airport-screen-asks-security-to-let-him-finish-game-528904.shtmlUnited States of AmericaUndetermined

Adventist Health notifies 2,653 patients after suffering a phishing incident.https://www.databreaches.net/ca-adventist-health-notifies-2653-patients-after-phishing-incident/United States of AmericaUndetermined

The New Orleans Ernest N. Morial Convention Center is hit with a ransomware attack.https://www.nola.com/news/business/article_e48dfd8a-3a57-11ea-aa33-1396ee83e1e3.htmlUnited States of AmericaUndetermined

Anonymous Greece responds to the ongoing attacks of Turkish hackers by attacking the Turkish channel Top Channel 24 TV.http://en.protothema.gr/anonymous-greece-responded-to-the-turkish-hackers-with-a-12-hour-cyber-attack/Turkey Greece

The Temple Har Shalom Synagogue is hit with a Sodinokibi RansomwareÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â '''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â attack.https://www.bleepingcomputer.com/news/security/new-jersey-synagogue-suffers-sodinokibi-ransomware-attack/United States of AmericaRussian Federation

Several Greek government websites are taken down by Turkish hackers. Targets include the Greek Parliament, the Foreign Affairs Ministry, the Athens Stock Exchange, the National Intelligence Service (EYP) and the Finance Ministry.https://www.cshub.com/attacks/articles/greek-government-intelligence-agency-and-businesses-knocked-offline-by-cyber-attacksGreece Turkey

Several Greek government websites are taken down by Turkish hackers. Targets include the Greek Parliament, the Foreign Affairs Ministry, the Athens Stock Exchange, the National Intelligence Service (EYP) and the Finance Ministry.https://www.cshub.com/attacks/articles/greek-government-intelligence-agency-and-businesses-knocked-offline-by-cyber-attacksGreece Turkey

Several Greek government websites are taken down by Turkish hackers. Targets include the Greek Parliament, the Foreign Affairs Ministry, the Athens Stock Exchange, the National Intelligence Service (EYP) and the Finance Ministry.https://www.cshub.com/attacks/articles/greek-government-intelligence-agency-and-businesses-knocked-offline-by-cyber-attacksGreece Turkey

Several Greek government websites are taken down by Turkish hackers. Targets include the Greek Parliament, the Foreign Affairs Ministry, the Athens Stock Exchange, the National Intelligence Service (EYP) and the Finance Ministry.https://www.cshub.com/attacks/articles/greek-government-intelligence-agency-and-businesses-knocked-offline-by-cyber-attacksGreece Turkey

Stockdale Radiology confirms to have been hit by the Maze ransomware.https://www.databreaches.net/stockdale-radiologys-notification-may-confuse-readers/United States of AmericaUndetermined

Sunset Cardiology is hit with a Maze ransomware attack.https://www.databreaches.net/more-maze-team-victims-are-revealed/United States of AmericaUndetermined

In proximity of the tax season, cybercriminals launch a phishing campaign targeting some ADP users.https://www.darkreading.com/threat-intelligence/adp-users-hit-with-phishing-scam-ahead-of-tax-season/d/d-id/1336829United States of AmericaUndetermined

Several Greek government websites are taken down by Turkish hackers. Targets include the Greek Parliament, the Foreign Affairs Ministry, the Athens Stock Exchange, the National Intelligence Service (EYP) and the Finance Ministry.https://www.cshub.com/attacks/articles/greek-government-intelligence-agency-and-businesses-knocked-offline-by-cyber-attacksGreece Turkey

The City of Detroit officials warn data breach exposed city workers and residents after several email accounts were compromised.https://www.databreaches.net/detroit-officials-warn-data-breach-exposed-city-workers-residents/United States of AmericaUndetermined

Forensic evidence shows signs that a Georgia election server may have been hacked ahead of the 2016 and 2018 elections by someone who exploited Shellshock.https://arstechnica.com/information-technology/2020/01/a-georgia-election-server-was-vulnerable-to-shellshock-and-may-have-been-hacked/United States of AmericaUndetermined

The Rudolf and Stephanie Hospital in BeneÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â '''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¢ÃƒÂƒÃ†Â’ÃƒÂ‚Ã‚Â¢'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¬ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¦ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¡ov is hit with a Ryuk ransomware attack.https://www.radio.cz/en/section/panorama/russian-crypto-ransomware-virus-behind-attack-on-benesov-hospitalCzechia Russian Federation



The Albany County town of Colonie is hit by a cyber-attack that takes the town's computer system and email offline.https://www.infosecurity-magazine.com/news/us-county-suffers-two-cyberattacks/United States of AmericaUndetermined

Canadian online pharmacy PlanetDrugsDirect emails customers, notifying them of a data security incident that might have impacted some of their sensitive personal and financial information. 400,000 individuals are potentially compromised.https://www.bleepingcomputer.com/news/security/online-pharmacy-planetdrugsdirect-discloses-security-breach/Canada Undetermined

P&N Bank in Western Australia informs its customers that hackers may have accessed personal information stored on its systems following a cyber attack on December 12, during an upgrade at a third-party hosting company.https://www.bleepingcomputer.com/news/security/customer-owned-bank-informs-100k-of-breach-exposing-account-balance-pii/Australia Undetermined

The United Nations is hit by a cyberattack through the Emotet malware.https://www.techradar.com/news/united-nations-hit-by-major-phishing-attackUndeterminedUndetermined

The New Mexico Public Regulation Commission is "hacked by an outside source"https://www.govtech.com/public-safety/New-Mexico-Public-Regulation-Commission-Site-Hacked.htmlUnited States of AmericaUndetermined

Researchers from Area 1 reveal that Russian spies from GRU are suspected of trying to hack into Burisma, the Ukrainian gas company with whom Hunter Biden worked.https://www.forbes.com/sites/thomasbrewster/2020/01/14/russian-hackers-target-burisma-claim-ex-nsa-agents/?ss=cybersecurity#6f071470dc06Ukraine Russian Federation

49 million user records extracted from a misconfigured Elasticsearch database by US data broker LimeLeads are put up for sale online.https://www.zdnet.com/article/49-million-user-records-from-us-data-broker-limeleads-put-up-for-sale-online/United States of AmericaUndetermined

More than 5,100 St. Louis Community College students and employees have their personal information accessed via a phishing scam.https://www.databreaches.net/phishing-scam-targets-st-louis-community-college-private-information-exposed/United States of AmericaUndetermined

Researchers from Guardicore reveal the details of an attack targeting a company in the medical tech sector via a malware hiding its modules in WAV audio files and spreading to vulnerable Windows 7 machines on the network via EternalBlue.https://www.bleepingcomputer.com/news/security/windows-bsod-betrays-cryptominer-hidden-in-wav-file/UndeterminedUndetermined

Hackers from Anonymous Iran claim to have defaced the website of city of Ozark.https://www.wtvy.com/content/news/Did-those-who-support-Iran-hack-the-city-of-Ozark-website--566910081.htmlUnited States of AmericaIran (Islamic Republic of)

Panama-Buena Vista Union School District is hit with a ransomware attack.https://www.databreaches.net/ca-panama-buena-vista-school-district-ransomware-attack-will-delay-report-cards/United States of AmericaUndetermined

PIH Health notifies almost 200,000 patients whose protected health information was in employee email accounts that were compromised.https://www.databreaches.net/pih-health-notifies-almost-200000-patients-whose-protected-health-information-was-sitting-in-employee-email-accounts-that-were-compromised/United States of AmericaUndetermined

Los Angeles County confirms it was the target of a phishing attack last month, which staff detected and contained before it exposed any county resident data.https://www.govtech.com/security/LA-County-Confirms-Phishing-Attack-No-Services-Disrupted.htmlUnited States of AmericaUndetermined

The Center for Facial Restoration reveals to have been victim of hack back in November 2019, with the attackers threatening to release the patients' data.https://www.infosecurity-magazine.com/news/patients-of-hacked-surgical/United States of AmericaUndetermined

The popular Boing Boing blog is hacked by an unknown party who plants malicious code into the site's WordPress theme. Users visiting the site from desktop computers are redirected to a fake download page for an Adobe Flash update.https://www.grahamcluley.com/boing-boing-hack/United States of AmericaUndetermined

Researchers from Malwarebytes discover that attackers compromised a website collecting donations for the victims of the Australia bushfires and injected ATMZOW, a malicious script that steals the payment information of the donors.https://www.bleepingcomputer.com/news/security/australia-bushfire-donors-affected-by-credit-card-skimming-attack/Australia Undetermined

Manor Independent School District announces that email scammers had fleeced the District out of $2.3 million.https://www.forbes.com/sites/leemathews/2020/01/13/phishing-scam-costs-texas-school-district-23-million/?ss=cybersecurity#60f77d6441b3United States of AmericaUndetermined

The City of Dawson Creek says its computer systems were hacked in an apparent ransomware attack.https://www.databreaches.net/hackers-attack-city-of-dawson-creeks-computer-systems/Canada Undetermined

The Bartlett Public Library District's computer systems recovers from a ransomware attack occurred on Saturday, November 30.https://www.databreaches.net/il-bartlett-public-library-recovered-from-ransomware-attack/United States of AmericaUndetermined

btyDental notifies patients after suffering a ransomware attack discovered on November 2019.https://www.databreaches.net/btydental-notifies-patients-after-ransomware-attack/United States of AmericaUndetermined

The City of Dunwoody reveals to have been hit by a cyber attack during the Christmas Eve.https://www.govtech.com/security/Another-Local-Gov-in-Metro-Atlanta-Suffers-Cyberattack.htmlUnited States of AmericaUndetermined

Researchers from Dragos reveal that a state-sponsored group affiliated to Iran called Magnallium has been probing American electric utilities for the past year.https://www.wired.com/story/iran-apt33-us-electric-grid/United States of AmericaIran (Islamic Republic of)

Albany International Airport's staff announces that the New York airport's administrative servers were hit by Sodinokibi Ransomware following a cyberattack that took place over Christmas.https://www.bleepingcomputer.com/news/security/sodinokibi-ransomware-hits-new-york-airport-systems/United States of AmericaUndetermined

Kuwait state news agency says its Twitter was hacked to spread misinformation about US withdrawal.https://www.theverge.com/2020/1/8/21057228/kuwait-news-agency-twitter-hack-iranKuwait Undetermined

The FBI says that also a US municipal government was breached via the CVE-2019-11510 Pulse Secure VPN flaw.https://www.bleepingcomputer.com/news/security/fbi-says-state-actors-hacked-us-govt-network-with-pulse-vpn-flaw/United States of AmericaUndetermined

The FBI says that unidentified threat actors have used the CVE-2019-11510 Pulse Secure VPN flaw "to exploit a notable US financial entity's research network since August 2019.https://www.bleepingcomputer.com/news/security/fbi-says-state-actors-hacked-us-govt-network-with-pulse-vpn-flaw/United States of AmericaUndetermined

The City of Las Vegas is hit by a cyber attack via a malicious email.https://www.infosecurity-magazine.com/news/las-vegas-suffers-cyber-attack/United States of AmericaUndetermined

The City of Bend is the latest victim of the Click2Gov breach.https://www.databreaches.net/or-the-city-of-bend-discloses-click2gov-breach/United States of AmericaUndetermined

Enloe Medical Center is hit by a ransomware attack that causes the hospital to reschedule some elective procedures.https://www.databreaches.net/ca-enloe-targeted-by-ransomware-attack-and-elective-procedures-delayed/United States of AmericaUndetermined

The Twitter account of former Australian cricket coach Darren Lehmann is hacked by a Donald Trump supporter.https://www.sportingnews.com/au/cricket/news/darren-lehmann-account-hacked-twitter-cricket-iran/g399yyj2edp61on5m3usn49xcAustralia Undetermined

The Wallace State Community College is hit by a cyber attack.https://www.govtech.com/security/Cyberattack-Delays-Classes-at-Alabama-Community-College.htmlUnited States of AmericaUndetermined

Public schools in Hamden are taken down by a malware attack.https://www.nhregister.com/news/article/Virus-takes-down-email-internet-in-Hamden-schools-14962477.phpUnited States of AmericaUndetermined

Students in the Pittsburg Unified School District of Pennsylvania are left without internet access as the result of a ransomware attack.https://www.infosecurity-magazine.com/news/cyberattack-pennsylvania-schools/United States of AmericaUndetermined

Researchers from Juniper Threat Labs reveal that the website of popular photography and imaging retailer Focus Camera got hacked late in December 2019 by MageCart attackers to inject malicious code that stole customer payment card details.https://www.bleepingcomputer.com/news/security/magecart-attackers-steal-card-info-from-focus-camera-shoppers/United States of AmericaUndetermined

Canyon announces it was struck by a "massive cyber attack" over the Christmas break by a "professionally organized group".https://www.pinkbike.com/news/canyon-targeted-by-massive-cyber-attack-over-christmas-period.htmlGermany Undetermined

The Texas Department of Agriculture is hit with a cyberattack that defaces its website with an image of Gen. Qassem Soleimani, the top Iranian commander who was killed in a U.S. strike the previous week.https://thehill.com/policy/cybersecurity/477408-texas-department-of-agriculture-website-featured-pro-iran-image-afterUnited States of AmericaUndetermined

Hackers make through the first level of security for Saskatchewan's eHealth records system, locking the government out of some systems and asking for a ransom.https://www.databreaches.net/hackers-access-sask-ehealth-system-demand-ransom/Canada Undetermined

For the same reason, a group of Iranian hackers dubbed "Shield Iran" defaces the Sierra Leone Commercial Bank.https://www.hackread.com/iranian-hackers-deface-us-government-african-bank-website/Sierra LeoneSierra Leone

The homepage for the U.S. Federal Depository Library Program is briefly altered to show a pro-Iranian message and an image of bloodied Donald Trump being punched in the face.https://www.cbsnews.com/news/iran-hackers-briefly-deface-website-for-u-s-government-library-with-pro-iranian-message/United States of AmericaUndetermined

Austria's foreign ministry is targeted by a cyber-attack that is suspected to have been conducted by a foreign country.https://www.theregister.com/2020/02/14/austria_foreign_ministry_hack_turla_group_allegs/Austria Russian Federation

Native American Rehabilitation Association announces that it experienced an Emotet attack on November 4-5, 2019.https://www.databreaches.net/native-american-rehabilitation-association-of-the-northwest-reports-emotet-attack/United States of AmericaUndetermined

The Contra Costa County Library System is hit by ransomwarehttps://www.govtech.com/security/Bay-Area-Library-System-Suffers-Ransomware-Attack.htmlUnited States of AmericaUndetermined

The personal and medical information of 49,351 patients is exposed following a security incident involving two employees' email accounts.https://www.bleepingcomputer.com/news/security/medical-info-of-roughly-50k-exposed-in-minnesota-hospital-breach/United States of AmericaUndetermined

Using a new exploit named Aria-body, APT 30 attempted to compromise networks belonging to governments and state-owned companies in Australia and Southeast Asia. One of the group's targets is the office of Mark McGowan, Western Australia's premier. The hackers compromised a computer at the Indonesian embassy in Canberra and sent a malicious document to a staff member at McGowan's office from that machine.https://www.nytimes.com/2020/05/07/world/asia/china-hacking-military-aria.htmlAustralia China

Klamath County Veterans Service Office notifies a phishing attack occurred on September 19, 2019https://www.databreaches.net/or-klamath-county-veterans-service-office-provides-notice-of-data-security-incident/United States of AmericaUndetermined

Adam Sandler's Twitter account is hacked and used to post offensive messages against Mariah Carey, President Obama, and President Trump.https://www.forbes.com/sites/daveywinder/2020/01/03/mariah-carey-and-adam-sandler-social-media-accounts-with-23-million-followers-hacked/#627027931e8bUnited States of AmericaUndetermined

Aurora Water announces yet another data breach involving the Click2Gov payment system. Payments between Aug. 30 and Oct. 14 were impacted.https://www.databreaches.net/co-aurora-water-announces-data-breach-involving-click2gov-payment-system/United States of AmericaUndetermined

Mariah Carey's Twitter account appears to have been hacked.https://www.hollywoodreporter.com/news/mariah-careys-twitter-hacked-series-eminem-directed-tweets-posted-report-1265439United States of AmericaUndetermined

Restaurant chain Landry's discloses a security incident that involved the discovery of malware on the network of 63 restaurants. The malware was designed to collect payment card data from cards swiped at its bars and restaurants, and was active from March 13 to October 2019.https://www.zdnet.com/article/landrys-restaurant-chain-disclose-pos-malware-incident/United States of AmericaUndetermined

Travelex is forced to take down its website after a ransomware attack.https://www.bbc.com/news/business-50977582United Kingdom of Great Britain and Northern IrelandUndetermined

School software vendor Active Network notifies to have suffered a breach between Oct. 1, 2019 and Nov. 13, 2019, when there was illegal activity taking place on its Blue Bear platform during which time personal information was accessed or acquired by malicious actors.https://www.scmagazine.com/home/security-news/data-breach/school-software-vendor-active-network-suffers-data-breach/United States of AmericaUndetermined

The Poloniex Exchange forces a password reset after someone leaked a list of email addresses and passwords on Twitter.https://bitcoinist.com/poloniex-exchange-security-breach/Poland Undetermined

Colorado Town of Erie loses more than $1 million to a business email compromise scam (BEC).https://www.bleepingcomputer.com/news/security/colorado-town-wires-over-1-million-to-bec-scammers/United States of AmericaUndetermined

The U.S. Coast Guard issues a security alert after a Ryuk ransomware attack takes down the network of a federally regulated maritime facility.https://www.govinfosecurity.com/us-coast-guard-warns-over-ryuk-ransomware-attacks-a-13563United States of AmericaRussian Federation

Multiple sources reveal that Iranian state-sponsored hackers have deployed Dustman, a new strain of data-wiping malware on the network of Bapco, Bahrain's national oil company. The attack occurred on December 29, 2019.https://www.zdnet.com/article/new-iranian-data-wiper-malware-hits-bapco-bahrains-national-oil-company/Bahrain Iran (Islamic Republic of)



Special Olympics of New York, a nonprofit organization focused on competitive athletes with intellectual disabilities, has its email server hacked and later used to launch a phishing campaign against previous donors.https://www.bleepingcomputer.com/news/security/special-olympics-new-york-hacked-to-send-phishing-emails/United States of AmericaUndetermined

Richmond Community Schools are hit with a ransomware attack.https://www.scmagazine.com/home/security-news/ransomware/ransomware-forces-richmond-community-schools-to-close/United States of AmericaUndetermined

Authorities in Thailand investigate an apparent online break-in by a computer hacker that allowed him to broadcast surveillance video from inside a prison in the country's south.https://apnews.com/5c290e2d728c573d16a71247d44b50daThailand Undetermined

Almex, a booking site for customers of Japanese "love hotels" is hacked. Customer data including guest email addresses, handle name, birth date and gender, telephone number, log-ins, address and credit card information could all have been swiped by attackers.https://www.infosecurity-magazine.com/news/japanese-love-hotel-breached/Japan Undetermined

San Antonio's The Center for Health Care Services (CHSC) shuts down computing systems for all its clinics in response to a larger-scale cyber-attack.https://www.bleepingcomputer.com/news/security/criminals-pull-hard-before-xmas-attack-us-health-industry/United States of AmericaUndetermined

The Heritage Company, a telemarketing company, sends home more than 300 employees and tells them to find new jobs after IT recovery efforts didn't go according to plan following a ransomware incident that took place at the start of October 2019.https://www.zdnet.com/article/company-shuts-down-because-of-ransomware-leaves-300-without-jobs-just-before-holidays/United States of AmericaUndetermined

Synoptek, a California business that provides cloud hosting and IT management services, suffers a Sodinokibi ransomware attack that disrupts operations for many of its clients. The company reportedly pays a ransom demand in a bid to restore operations as quickly as possible.https://krebsonsecurity.com/2019/12/ransomware-at-it-services-provider-synoptek/United States of AmericaUndetermined

Maastricht University (UM) announces that almost all of its Windows systems have been encrypted by ransomware following a cyber-attack that took place on December 23.https://www.bleepingcomputer.com/news/security/ransomware-hits-maastricht-university-all-systems-taken-down/NetherlandsUndetermined

Roosevelt General Hospital informs its patients to monitor their credit reports after the healthcare unit discovered malware on a digital imaging server on November 14, 2019.https://www.bleepingcomputer.com/news/security/criminals-pull-hard-before-xmas-attack-us-health-industry/United States of AmericaUndetermined

The accounting, consulting and wealth management firm Moss Adams posts a cybersecurity incident notice centered on an employee email account that was accessed by an unauthorized person compromising PII.https://www.scmagazine.com/home/security-news/data-breach/names-social-security-numbers-exposed-in-moss-adams-breach/United States of AmericaUndetermined

Entercom is targeted in a new cyberattack that may have impacted the back-office functions.https://www.bleepingcomputer.com/news/security/entercom-radio-network-hit-by-second-cyber-attack-this-year/United States of AmericaUndetermined

The Town of New Milford provides notice of a phishing incident occurred on October 3, 2019.https://www.databreaches.net/new-milford-ct-issues-data-security-incident-notice/United States of AmericaUndetermined

Juniata College reveals the details of a phishing incident occurred in March 2019.https://www.databreaches.net/pa-juniata-college-provides-notice-of-data-incident/United States of AmericaUndetermined

The Singapore Ministry of Defence (MINDEF) and Singapore Armed Forces (SAF) announce that two of its vendors, HMI Institute of Health Sciences and ST Logistics, have suffered a data breach, respectively a ransomware and phishing attack. Over 120,000 individuals are involved.https://www.theonlinecitizen.com/2019/12/23/over-120000-individuals-data-compromised-in-two-malware-incident-including-that-of-over-100000-mindef-saf-personnel/Singapore Undetermined

The Singapore Ministry of Defence (MINDEF) and Singapore Armed Forces (SAF) announce that two of its vendors, HMI Institute of Health Sciences and ST Logistics, have suffered a data breach, respectively a ransomware and phishing attack. Over 120,000 individuals are involved.https://www.theonlinecitizen.com/2019/12/23/over-120000-individuals-data-compromised-in-two-malware-incident-including-that-of-over-100000-mindef-saf-personnel/Singapore Undetermined

RavnAir cancels at least a half-dozen flights in Alaska, following what the company described as "a malicious cyber attack" on its computer network. Fingers are pointed to ransomware.https://eu.usatoday.com/story/travel/news/2019/12/22/alaska-airline-cancels-flights-after-malicious-cyber-attack/2727709001/United States of AmericaUndetermined

Monroe County reveals to have been alerted on Nov. 1 that Master's Touch, LLC, which provides the online Web portal fell victim to a malware attack on Oct. 23.https://www.govtech.com/security/Monroe-County-Ind-Suffers-Property-Tax-Portal-Breach.htmlUnited States of AmericaUndetermined

The popular game modification site Nexus Mods announces a security incident: an unauthorized actor hacked their services on November 8th, 2019 through an exploit in their legacy codebase.https://www.bleepingcomputer.com/news/security/nexus-mods-game-modding-site-discloses-data-breach/United Kingdom of Great Britain and Northern IrelandUndetermined

Sinai Health System discovers that the email accounts of two of its employees have been compromised as a result of responses to phishing emails discovered on October, 16.https://www.securitymagazine.com/articles/91497-chicago-healthcare-provider-sinai-health-system-hit-with-data-breachUnited States of AmericaUndetermined

Fratelli Beretta, one of the most important food companies in Italy, is hit with the Maze ransomware.https://www.zataz.com/beretta-ransomware/Italy Undetermined

Iren, one of the most important utilities in Italy, is crippled by a ransomware attack.https://www.repubblica.it/economia/2019/12/19/news/attacco_informatico_bloccati_da_due_settimane_tutti_i_dati_di_iren-243898592/Italy Undetermined

The log-in credentials for 3,672 Ring camera owners are compromised, exposing log-in emails, passwords, time zones, and the names people give to specific Ring cameras.https://www.buzzfeednews.com/article/carolinehaskins1/data-leak-exposes-personal-data-over-3000-ring-camera-usersUnited States of AmericaUndetermined

Frankfurt shuts down its IT network following an infection with the Emotet malware.https://www.zdnet.com/article/frankfurt-shuts-down-it-network-following-emotet-infection/Germany Undetermined

Even Champagne French Bakery CafÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â© announces a credit card breach due to a PoS malware.https://www.bleepingcomputer.com/news/security/one-day-three-credit-card-data-breach-notifications/United States of AmericaUndetermined

Islands restaurants announces a PoS malware incident.https://www.bleepingcomputer.com/news/security/one-day-three-credit-card-data-breach-notifications/United States of AmericaUndetermined

Convenience store chain Wawa discloses today a card breach after its security team finds malware installed on its payment processing systems. The malware was installed on March 4 this year, and impacts potentially all locations.https://www.zdnet.com/article/wawa-says-pos-malware-incident-impacts-potentially-all-locations/United States of AmericaUndetermined

Ghostwriter, a suspected Belarus-backed hacking group, has compromised websites and email accounts in Latvia, Lithuania, and PolandÃƒÂ‚Ã‚Â to publish fabricated documents pushing anti-North Atlantic Treaty Organization (NATO) narratives consistent with Kremlin talking points. The influence campaign started in 2017.https://www.fireeye.com/content/dam/fireeye-www/blog/pdfs/Ghostwriter-Influence-Campaign.pdfLatvia Belarus

Marietta, Ga., Power & Water Department is the latest victim of the Click2Gov breach.https://www.govtech.com/public-safety/Security-Breach-Affects-Utility-Customers-in-Marietta-Ga.htmlUnited States of AmericaUndetermined

Andrew Agencies is another victim of the Maze Ransomware with allegedly 245 computers encrypted during a cyberattack in October.https://www.bleepingcomputer.com/news/security/canadian-insurance-firm-hit-by-maze-ransomware-denies-data-theft/Canada Undetermined

Also the City of Bad Homburg is hit with an Emotet infection.https://www.bad-homburg.de/rathaus/aktuelles/neues_aus_der_Stadt/schadsoftware.phpGermany Undetermined

The St. Lucie County Sheriff's Department is forced to shutter most of its network after it is struck with ransomware.https://www.scmagazine.com/home/security-news/ransomware/galt-st-lucie-police-hit-with-ransomware/United States of AmericaUndetermined

Researchers from Palo Alto reveal a new wave of attacks carried out by a Chinese APT dubbed Rancor, using a new malware strain dubbed Dudell.https://unit42.paloaltonetworks.com/rancor-cyber-espionage-group-uses-new-custom-malware-to-attack-southeast-asia/Cambodia China

Katholische Hochschule Freiburg is also hit with an Emotet infection.https://www.facebook.com/KHFreiburg/photos/a.137657446279792/2643170985728413/?type=1&theaterGermany Undetermined

The Justus Liebig University is hit with an Emotet malware attack and as consequence 38,000 students and staff are asked to change their password.https://www.zdnet.com/article/more-than-38000-people-will-stand-in-line-this-week-to-get-a-new-password/Germany Undetermined

LifeLabs Medical Laboratory Services, Canada's largest lab testing company, reveals to have paid a ransom after a major cyberattack led to the theft of lab results for 85,000 Ontarians and potentially the personal information of 15 million customers.https://www.theglobeandmail.com/business/article-lifelabs-pays-ransom-after-massive-data-breach-affecting-up-to-1/Canada Undetermined

The Epilepsy Foundation files a criminal complaint and requests investigation in response to some attacks on its Twitter feed, showing flashing and strobing lights.https://www.scmagazine.com/home/security-news/cyberattack/epilepsy-foundation-files-complaint-seeks-investigation-on-twitter-attacks/United States of AmericaUndetermined

The city of Galt, California, is hit with a ransomware attack.https://www.scmagazine.com/home/security-news/ransomware/galt-st-lucie-police-hit-with-ransomware/United States of AmericaUndetermined

The largest hospital in New Jersey, the Hackensack Meridian Health, reveals it was the victim of a ransomware attack that disrupted its network, and also that the IT staff decided to pay the ransom to restore the files.https://securityaffairs.co/wordpress/95152/cyber-crime/new-jersey-hospital-ransomware-attack.htmlUnited States of AmericaUndetermined

Iran telecommunications minister announces that for the second time in a week, the country has foiled a cyber attack against its infrastructure allegedly carried out by APT27.https://securityaffairs.co/wordpress/95169/apt/iran-foiled-2-attack.htmlIran (Islamic Republic of)China

Payments processor VISA says North American merchants who operate gas stations and gas pumps are facing a rash of attacks from cybercrime groups wanting to deploy point-of-sale (POS) malware on their networks. VISA has identified two specific attacks which were attributed to FIN8.https://www.zdnet.com/article/visa-warns-of-pos-malware-incidents-at-gas-pumps-across-north-america/UndeterminedUndetermined

Payments processor VISA says North American merchants who operate gas stations and gas pumps are facing a rash of attacks from cybercrime groups wanting to deploy point-of-sale (POS) malware on their networks. VISA has identified two specific attacks which were attributed to FIN8.https://www.zdnet.com/article/visa-warns-of-pos-malware-incidents-at-gas-pumps-across-north-america/UndeterminedUndetermined

Keybase announces the closure of its free Lumens (XLM) cryptocurrency drop scheme due to an influx of spam accounts.https://www.zdnet.com/article/spammers-force-keybase-to-stop-stellar-space-drop-cryptocurrency-handouts/United States of AmericaUndetermined

Vimly Benefit Solutions says that it is mailing letters to some of its customers whose information may have been compromised as part of a phishing attempt.https://www.govtech.com/security/Data-Breach-May-Have-Compromised-Police-Firefighter-Info.htmlUnited States of AmericaUndetermined

Love Bonito reports a data breach, with personal and credit card information potentially accessed. The company discovered a malicious code being added to their e-commerce site on 10 Dec.https://mustsharenews.com/love-bonito-data-breach/Singapore Undetermined

The city of New Orleans is hit with a ransomware attack. All employees are immediately alerted to power down computers, unplug devices & disconnect from the city's WiFi.https://www.zdnet.com/article/new-orleans-hit-by-ransomware-city-employees-told-to-turn-off-computers/United States of AmericaUndetermined

The city of Odessa notifies residents of the Click2Gov breach.https://www.databreaches.net/tx-city-of-odessa-notifies-residents-of-click2gov-breach/United States of AmericaUndetermined

The City of Sugarland joins the list of the victims of the Click2Gov breach.https://www.databreaches.net/another-click2gov-victim-is-revealed-in-texas/United States of AmericaUndetermined

Baton Rouge Community College servers and computers are shut down following a ransomware attack.https://www.infosecurity-magazine.com/news/louisiana-college-struck-by/United States of AmericaUndetermined

GoSport et Courir is hit by a ransomware attack. 2 out of 84 shops are closed as a consequence of the attack.https://www.zataz.com/gosport-et-courir-sous-les-coups-dun-ransomware/France Undetermined

Arrigo Automotive Group is hit by a ransomware attack costing up to $250,000.https://heliontechnologies.com/2020/01/02/automotive-news-ransomware-is-an-escalating-problem-for-dealers/United States of AmericaUndetermined

Rooster Teeth Productions notifies to have suffered a data breach that allowed attackers to steal credit card and other payment information from shoppers on the company's online store. The breach was discovered on December 2nd.https://www.bleepingcomputer.com/news/security/attackers-steal-credit-cards-in-rooster-teeth-data-breach/United States of AmericaUndetermined

Cheyenne Regional Medical Center notifies patients and employee of a phishing attack occurred in March.https://www.databreaches.net/cheyenne-regional-medical-center-notifying-patients-employee-email-accounts-had-been-hacked-in-march/United States of AmericaUndetermined

A ransomware attack temporarily halts cancer radiation treatment services at The Cancer Center of Hawaii. The attack occurred on November 5.https://www.databreaches.net/cyber-attack-halts-radiation-treatment-by-oahu-cancer-center/United States of AmericaUndetermined

The City of Waco is the latest victim of the Click2Gov breach and warns residents that their online payments for water services may have been intercepted by hackers who stole credit card details.https://www.tripwire.com/state-of-security/security-data-protection/waco-water-bill-attack-click2gov-breaches/United States of AmericaUndetermined

Maze Ransomware operators claim responsibility for the cyber attack against leading wire and cable manufacturer Southwire Company, LLC. They demand a $6 million ransom.https://www.bleepingcomputer.com/news/security/maze-ransomware-demands-6-million-ransom-from-southwire/United States of AmericaUndetermined



Researchers from Group-IB reveal that details for 463,378 Turkish payment cards are currently being sold online on Joker's Stash. Javascript skimmers are suspect number one.https://www.zdnet.com/article/455000-turkish-card-details-put-up-for-sale-web-skimmers-suspected/Turkey Undetermined

Iranian Telecoms Minister reveals to have foiled a major state-sponsored cyber attack on its infrastructure that was launched by a foreign government.https://www.reuters.com/article/us-iran-cyber-idUSKBN1YF16OIran (Islamic Republic of)Undetermined

Popular 'pirate' IPTV provider Helix Hosting appears to be facing a crisis after someone claiming to be a hacker posts a message on the service's homepage.https://torrentfreak.com/helix-iptv-hackers-threaten-to-expose-resellers-customers-191210/UndeterminedUndetermined

The Yerington Paiute Tribe is hit by a ransomware virus.https://www.databreaches.net/yerington-paiute-tribe-hacked-in-cyber-attack/United States of AmericaUndetermined

The private details of 15 million debit cards in Iran are published on Telegram. Cyber security experts suspect it was the work of intelligence agencies from the U.S. or Israel.https://www.nytimes.com/2019/12/10/world/middleeast/Iran-bank-hacking-protests.htmlIran (Islamic Republic of)Undetermined

The city of Pascagoula confirms to have been hit by a ransomware attack.https://www.govtech.com/security/Mississippi-City-Operations-Disrupted-by-Ransomware-Attack.htmlUnited States of AmericaUndetermined

Walla Walla University is disrupted by a ransomware attack.https://www.databreaches.net/walla-walla-wash-university-disrupted-by-cyberattack/United States of AmericaUndetermined

A Maze ransomware attack cripples the city of Pensacola's computer communication systems. The attackers demand $1M ransom.https://eu.pnj.com/story/news/2019/12/09/city-pensacola-currently-experiencing-cyber-attack-mayor-says/2629993001/United States of AmericaUndetermined

The City of East Greenwich is hit by a ransomware attack.https://www.databreaches.net/ri-east-greenwich-town-computers-fall-victim-to-ransomware-attack/United States of AmericaUndetermined

Prison Rehabilitative Industries and Diversified Enterprises Inc (PRIDE) is hit by a ransomware attack.https://www.bleepingcomputer.com/news/security/ransomware-hits-florida-pride-on-saturday-systems-still-down/United States of AmericaUndetermined

Complete Technology Solutions (CTS), a company that specializes in providing IT services to dental offices suffers a Sodinokibi (AKA rEvil) ransomware attack that is disrupting operations for more than 100 dentistry practices.https://krebsonsecurity.com/2019/12/ransomware-at-colorado-it-provider-affects-100-dental-offices/United States of AmericaUndetermined

German media report that hackers from APT32 AKA Ocean Lotus, suspected to have ties to the Vietnamese government, have breached the networks of two car manufacturers, namely BMW and Hyundai.https://www.zdnet.com/article/bmw-and-hyundai-hacked-by-vietnamese-hackers-report-claims/Germany Viet Nam

The Leesport borough issues an alert to residents, advising taxpayers that a tax collector has been hacked.https://www.govtech.com/public-safety/Tax-Collector-Database-in-Pennsylvania-Reports-Breach.htmlUnited States of AmericaUndetermined

Cucamonga Valley Water District discloses a new Click2Gov data breach.https://www.databreaches.net/cucamonga-valley-water-district-discloses-click2gov-breach/United States of AmericaUndetermined

Sunrise Community Health Notifies Patients of a phishing attack occurred on November 6th.https://www.databreaches.net/co-sunrise-community-health-notifies-patients-of-data-security-incident/United States of AmericaUndetermined

Hackers break into WebSAMS (web-based school administrative and management system), a government system used by most of Hong Kong's schools, as a consequence eight schools are breached, with three of them reporting data leaks.https://www.scmp.com/news/hong-kong/law-and-crime/article/3041065/hong-kong-schools-fall-victim-cyberattack-raisingChina Undetermined

The Indian Armed forces are hit by a spear phishing attack. The attacks are believed to originate from Pakistan or China.https://www.newindianexpress.com/nation/2019/dec/07/military-comes-under-phishing-attack-army-points-finger-at-crooks-in-pak-china-2072861.htmlIndia Undetermined

German media report that hackers from APT32 AKA Ocean Lotus, suspected to have ties to the Vietnamese government, have breached the networks of two car manufacturers, namely BMW and Hyundai.https://www.zdnet.com/article/bmw-and-hyundai-hacked-by-vietnamese-hackers-report-claims/Germany Viet Nam

Researchers from Google and FireEye reveal that threat actors from APT28 and Sandworm hacked the correspondence of French President Emmanuel Macron in May 2017.https://www.lemonde.fr/pixels/article/2019/12/06/macronleaks-des-hackeurs-d-etat-russes-ont-bien-vise-la-campagne-presidentielle-de-2017_6021987_4408996.htmlFrance Russian Federation

Southeastern Minnesota Oral & Maxillofacial Surgery is hit with a ransomware attack. 80,000 patients are notified.https://www.infosecurity-magazine.com/news/ransomware-attack-on-minnesota/United States of AmericaUndetermined

The Fort Worth Water Department notifies about 3,000 customers that their payment information may have been exposed during a data breach. This is another occurrence of the Click2Gov breach.https://www.scmagazine.com/home/security-news/data-breach/3000-affected-by-fort-worth-water-utility-data-breach/United States of AmericaUndetermined

The Department of Homeland Security alerts institutions from the financial services sector of risks stemming from ongoing Dridex malware attacks.https://www.bleepingcomputer.com/news/security/us-govt-alerts-financial-services-of-ongoing-dridex-malware-attacks/United States of AmericaUndetermined

The Ethiopia Information Network Security Agency (INSA) reveals that a cyber attack directed at financial institutions in the country forced the agency to disconnect the Internet in the country for up to 20 minutes.http://www.xinhuanet.com/english/africa/2019-12/07/c_138613947.htmEthiopia Undetermined

CyrusOne, one of the biggest data center providers in the US, is hit with a REvil (Sodinokibi) ransomware attack.https://www.zdnet.com/article/ransomware-attack-hits-major-us-data-center-provider/United States of AmericaRussian Federation

Researchers from Check Point reveal the case of a Chinese venture capital firm, losing one million USD after falling victim of a BEC scam during a deal with an Israeli Startup.https://research.checkpoint.com/2019/incident-response-casefile-a-successful-bec-leveraging-lookalike-domains/China Undetermined

Sycamore School District 427 is hit with a ransomware attack.https://www.databreaches.net/il-ransomware-attack-hits-sycamore-school-district-427/United States of AmericaUndetermined

Monash IVF Group says scammers accessed emails, email addresses and address books belonging to a number of staff members in the targeted phishing attack.https://www.databreaches.net/au-fears-over-patient-data-breach-after-cyberattack-on-monash-ivf/Australia Undetermined

ASD Audit, a provider of software for financial auditing and analysis, is another Ryuk victim.https://twitter.com/1ZRR4H/status/1201660933183098883Spain Undetermined

T-System, a provider of end-to-end solutions for emergency care facilities in the U.S. falls victim to Ryuk ransomware.https://www.bleepingcomputer.com/news/security/ryuk-ransomware-is-making-victims-left-and-right/United States of AmericaUndetermined

The web site for UK retailer Sweaty Betty is the victim of a Magecart attack, and hacked to insert malicious code that attempts to steal a customer's payment information when making purchases.https://www.bleepingcomputer.com/news/security/uk-retailer-sweaty-betty-hacked-to-steal-customer-payment-info/United Kingdom of Great Britain and Northern IrelandUndetermined

RiverKids Pediatric Home Health is affected by a hacking incident.https://www.bleepingcomputer.com/news/security/criminals-pull-hard-before-xmas-attack-us-health-industry/United States of AmericaUndetermined

Maine School Administrative District 6 is hit with a ransomware attack.https://www.databreaches.net/me-u-s-secret-service-investigates-data-hack-at-bonny-eagle-schools/United States of AmericaUndetermined

American gun manufacturer Smith & Wesson's online store is compromised with a Magecart attack, by attackers who have injected a malicious script attempting to steal customer's payment information.https://www.bleepingcomputer.com/news/security/smith-and-wesson-web-site-hacked-to-steal-customer-payment-info/United States of AmericaUndetermined

TECNOL, a manufacturer of products for waterproofing, insulating, cleaning, biotechnology, is another victim of the Ryuk ransomware.https://twitter.com/1ZRR4H/status/1201483886179565568Spain Undetermined

A ransomware attack takes down the ticketing system and patron database for the Shakespeare Theatre of New Jersey and has also affected at least one other organization in the Madison area (the Museum of Early Trades and Crafts).https://www.bleepingcomputer.com/news/security/ransomware-writes-drama-at-shakespeare-theatre/United States of AmericaUndetermined

The UK National Cyber Security Centre (NCSC) is called in after a cyber attack on a major player in Britain's nuclear power industry triggers a security crisis.https://www.binarydefense.com/threat_watch/uks-nuclear-industry-under-attack/United Kingdom of Great Britain and Northern IrelandUndetermined

Researchers from Anomali reveal a new campaign carried out by the Russia-linked Gamaredon cyberespionage group,  targeting Ukrainian targets, including diplomats, government and military officials. One of the targets is the Dnipro Control System, which is used by the Ukrainian Armed Forces.https://securityaffairs.co/wordpress/94792/apt/gamaredon-target-ukraine.htmlUkraine Russian Federation

Researchers from Anomali reveal a new campaign carried out by the Russia-linked Gamaredon cyberespionage group,  targeting Ukrainian targets, including diplomats, government and military officials. One of the targets is the Ukrainian Ministry of Foreign Affairs.https://securityaffairs.co/wordpress/94792/apt/gamaredon-target-ukraine.htmlUkraine Russian Federation

LIHKG, an online forum used by activists behind the ongoing Hong Kong protests is once again hit by a DDoS attack launched from the China Great DDoS Cannon.https://www.zdnet.com/article/china-resurrects-great-cannon-for-ddos-attacks-on-hong-kong-forum/China Undetermined

A data breach at Mixcloud, a U.K.-based audio streaming platform, leaves more than 20 million user accounts exposed after the data is put on sale on the dark web.https://techcrunch.com/2019/11/29/mixcloud-data-breach/United Kingdom of Great Britain and Northern IrelandUndetermined

Spanish multinational security firm Prosegur is hit by the Ryuk ransomware, and shuts down its IT network, reportedly sending its employees home.https://thenextweb.com/hardfork/2019/11/29/prosegur-ryuk-ransomware-bitcoin-payment/Spain Undetermined

The Twitter account of Huawei Brazil is hacked and starts to post offensive tweets against Apple.https://news.softpedia.com/news/huawei-twitter-account-insults-apple-company-says-it-got-hacked-528406.shtmlBrazil Undetermined

South Korean cryptocurrency exchange Upbit informs customers that a cyberattack has led to the theft of $48.5 million in cryptocurrency (342,000 in Ethereum).https://www.zdnet.com/article/upbit-cryptocurrency-exchange-loses-48-5-million-to-hackers/Korea (the Republic of)Undetermined

Datrix suffers a phishing attack that resulted in some customers' contact details being compromised.https://www.theregister.co.uk/2019/11/28/datrix_phishing_attack/United Kingdom of Great Britain and Northern IrelandUndetermined

The Loudoun Medical Group D/B/A Comprehensive Sleep Care Center notifies patients after an employee email account is compromised. The attack occurred between June 15 and June 19.https://www.databreaches.net/loudoun-medical-group-d-b-a-comprehensive-sleep-care-center-notifies-patients-after-employee-email-account-compromise/United States of AmericaUndetermined

Adobe discloses a security breach that impacts users registered on the company's Magento Marketplace. The point of entry was a vulnerability in the Magento Marketplace website that allowed "an unauthorized third-party" to access account information for registered users.https://www.zdnet.com/article/adobe-discloses-security-breach-impacting-magento-marketplace-users/United States of AmericaUndetermined

Ohio officials reveal to have thwarted a cyber attack against its election infrastructure earlier this month (November 5). The attack was apparently linked to a Russian company in Panama.https://securityaffairs.co/wordpress/94652/hacking/ohio-election-day-cyberattack.htmlUnited States of AmericaUndetermined

Ivy Rehab Physical Therapy reveals to have discovered that in May, some employee email accounts may have been compromised.https://www.databreaches.net/ivyrehab-reports-data-security-breach-after-employee-email-accounts-compromised/United States of AmericaUndetermined

Youth Development, Inc. reveals to have been hit by a phishing attack.https://www.databreaches.net/nm-youth-development-inc-discloses-breach-that-occurred-last-year/United States of AmericaUndetermined

DiBella's Old Fashioned Submarines reveals that its stores in Connecticut, Indiana, Michigan, Ohio, New York and Pennsylvania may have had the information on as many as 305,000 payment cards compromised between March 22, 2018 and December 28, 2018.https://www.scmagazine.com/home/security-news/data-breach/fin7-behind-dibellas-data-breach-affecting-305000-cards/United States of AmericaRussian Federation

On the Border, a border-style Mexican food chain notifies a data breach in a payment-processing system serving restaurants in 28 states. Some customer credit card information could have been compromised on visits between April 10 and August 10, 2019.https://www.darkreading.com/attacks-breaches/on-the-border-warns-of-data-breach/d/d-id/1336467United States of AmericaUndetermined

Great Plains Health medical center is hit by a ransomware and forces switching to pen and paper to maintain activity.https://healthitsecurity.com/news/ransomware-attack-forces-great-plains-health-to-ehr-downtimeUnited States of AmericaUndetermined

Gamaredon, a Russian-speaking APT, targeted Ukrainian government entities, including the Ministry of Foreign Affairs, from September to November 2019.https://www.anomali.com/files/white-papers/Anomali_Threat_Research-Gamaredon_TTPs_Target_Ukraine-WP.pdfUkraine Russian Federation

The Waterloo Catholic District School Board is hit by a ransomware attack.https://www.databreaches.net/significant-malware-attack-hits-waterloo-catholic-district-school-board-social-sharing/Canada Undetermined

The New York Post reveals that the New York City Police Department's fingerprint database was hit with ransomware in October 2018.https://www.scmagazine.com/home/security-news/ransomware/nypd-fingerprint-database-touched-by-ransomware/United States of AmericaUndetermined



Catch Hospitality Group discloses that PoS systems at Catch NYC, Catch Rooftop, and Catch Steak were infected with malware that allowed attackers to steal credit card information from customers.https://www.bleepingcomputer.com/news/security/catch-restaurants-disclose-credit-card-stealing-malware-incident/United States of AmericaUndetermined

Virtual Care Provider Inc., providing  technology services to more than 100 nursing homes, is hold hostage of a ransomware after the company couldn't afford a $14 million ransom demand.https://eu.jsonline.com/story/news/local/2019/11/23/milwaukee-firm-falls-victim-hackers-100-plus-nursing-homes-affected/4285213002/United States of AmericaUndetermined

Belgium's trade mission to China suffers a "massive cyber-attack." China State Security is indicated as the possible culprit.https://www.vrt.be/vrtnws/en/2019/11/23/belgian-trade-mission-suffers-massive-attack-in-china/Belgium Undetermined

Church's Chicken investigates a possible data breach involving credit and debit card information at some of its company owned locations in the U.S.https://www.databreaches.net/churchs-chicken-probes-data-security-breach-at-company-owned-sites/United States of AmericaUndetermined

Livingston School District is hit by ransomware.https://www.usnews.com/news/best-states/new-jersey/articles/2019-11-25/new-jersey-school-district-hit-with-ransomware-attackUnited States of AmericaUndetermined

OnePlus discloses a security breach that impacted users of its online store. The breach, caused by an undisclosed vulnerability, occurred last week and saw attackers gaining access to past customer orders.https://www.zdnet.com/article/smartphone-maker-oneplus-discloses-data-breach/China Undetermined

The US branch of telecommunications giant T-Mobile discloses a security breach that impacted a small number of customers of its prepaid service. The company said its cybersecurity team discovered and shut down malicious, unauthorized access to some information related to T-Mobile prepaid wireless accounts.https://www.zdnet.com/article/t-mobile-discloses-security-breach-impacting-prepaid-customers/United States of AmericaUndetermined

Ferguson Medical Group (FMG) reveals to have been hit with a ransomware attack on September 20th.https://www.databreaches.net/mo-saint-francis-healthcare-announces-ransomware-incident-involving-ferguson-medical-group-not-all-records-recovered/United States of AmericaUndetermined

Southern First Nations Network of CareÃƒÂ‚Ã‚Â is hit by a ransomware attack.https://www.databreaches.net/ca-ransomwares-latest-victim-a-child-welfare-authority/Canada Undetermined

The City of Dothan is another victim of the Click2Gov breach.https://www.databreaches.net/yet-another-city-reports-a-click2gov-breach/United States of AmericaUndetermined

Allied Universal is hit by the Maze ransomware and has some of the stolen data leaked.https://www.bleepingcomputer.com/news/security/allied-universal-breached-by-maze-ransomware-stolen-data-leaked/United States of AmericaUndetermined

Payment solutions giant Edenred reveals in a statement that a malware incident affected an undisclosed number of its computing systems.https://www.bleepingcomputer.com/news/security/edenred-payment-solutions-giant-announces-malware-incident/France Undetermined

Chicopee Public Schools computers are hit by a Ryuk ransomware attack.https://www.databreaches.net/ma-chicopee-school-computers-servers-hit-by-ransomware/United States of AmericaUndetermined

VEP Healthcare notifies patients of a phishing attack.https://www.beckershospitalreview.com/cybersecurity/emergency-medicine-staffing-firm-offers-patients-up-to-1m-insurance-policy-after-phishing-incident.htmlUnited States of AmericaUndetermined

The Twitter account of Arron Banks, the founder of the pro-Brexit campaign Leave.EU, is hacked. The attackers leak thousands of his private messages.https://www.bbc.com/news/technology-50474626United Kingdom of Great Britain and Northern IrelandUndetermined

The FBI warns private industry partners of incoming cyberattacks against the US automotive industry targeting sensitive corporate and enterprise data.https://edition.cnn.com/2019/11/20/politics/fbi-us-auto-industry-hackers/index.htmlUnited States of AmericaUndetermined

The official website of the Monero cryptocurrency is compromised to deliver a malware-infected file that steals funds from account owners.https://www.zdnet.com/article/official-monero-website-compromised-with-malware-that-steals-funds/UndeterminedUndetermined

The University Hospital Centre (CHU) in Rouen is forced to abandon PCs after a ransomware attack.https://www.bbc.com/news/technology-50503841France Undetermined

The Cayman National Bank (Isle of Man) Limited confirms to have been hacked by Phineas Fisher back in 2016https://www.vice.com/en_ca/article/ne8p9b/offshore-bank-targeted-phineas-fisher-confirms-hack-cayman-national-bankIsle of ManItaly

A ransomware infection takes down 79 IT systems and websites managed by the Louisiana state government. Targets include: the Office of the Governor, Louisiana State Legislature, Office of Motor Vehicles, Department of Corrections, the Louisiana Division of Administration, the Department of Transportation & Development, and more.https://www.zdnet.com/article/ransomware-hits-louisiana-state-government-systems/United States of AmericaUndetermined

Liver Wellness, writes to customers to inform them that the company's email account had been hacked.https://www.databreaches.net/ie-liver-patients-exposed-in-data-breach/Ireland Undetermined

CAH Holdings Inc. notifies a data security incident involving some employee email accounts that may have impacted a limited amount of personally identifiable information and protected health information (PHI).https://www.databreaches.net/cah-holdings-issues-notice-after-employee-email-accounts-compromised/United States of AmericaUndetermined

Choice Cancer Care Treatment Center notifies patients of a May data security incident due to a phishing attack.https://www.databreaches.net/choice-cancer-care-treatment-center-notifies-patients-of-may-data-security-incident/United States of AmericaUndetermined

The bank accounts of several executives and journalists of the Italian National TV are breached by attackers from Eastern Europe.https://www.repubblica.it/cronaca/2019/11/17/news/rai_dopo_quello_del_conduttore_di_report_violati_gli_account_dei_vertici_aziendali-241274195/Italy Undetermined

The social media accounts of 2K Interactive are hacked. The attackers post offensive content.https://kotaku.com/2ks-social-media-accounts-have-been-hacked-to-post-some-1839901366United States of AmericaUndetermined

Macy's announces a data breach caused by Magecart card-skimming code being implanted in the firm's online payment portal. The incident was discovered on October 15, and was active since October 7.https://www.zdnet.com/article/macys-suffers-online-magecart-card-skimming-attack/United States of AmericaUndetermined

DarkSly claims to have hacked Hyundai Saudi Arabia.https://www.databreaches.net/its-not-just-state-actors-going-after-automotive-companies-darksly-claims-hacks-of-hyundai-and-jaguar-landrover/Saudi ArabiaUndetermined

The City of San Angelo investigates a security breach with the city's online water billing system after fears customer's credit card information may have been stolen in the wake of the City2Gov breach.https://www.databreaches.net/tx-city-of-san-angelo-investigating-click2gov-breach/United States of AmericaUndetermined

Select Health Network reveals compromise of employee email accounts that may impact an unspecified number of patients.https://www.databreaches.net/select-health-network-reveals-compromise-of-employee-email-accounts-that-may-impact-an-unspecified-number-of-patients/United States of AmericaUndetermined

Solara Medical Supplies warns that a number of its employees' Office 365 accounts were accessed without authorization between April 2, 2019, and June 20, 2019 after a series of phishing attacks. The breach was discovered on June 28.https://www.bleepingcomputer.com/news/security/us-health-network-supplier-expose-pii-phi-data-in-breaches/United States of AmericaUndetermined

Select Health discloses that one of its employee's email accounts was accessed by a not yet known actor without authorization from May 22, 2019 to June 13, 2019.https://www.bleepingcomputer.com/news/security/us-health-network-supplier-expose-pii-phi-data-in-breaches/United States of AmericaUndetermined

Sources reveal that suspected Chinese hackers broke into the National Association of Manufacturers over the summer.https://www.reuters.com/article/us-usa-trade-china-cyber-exclusive/exclusive-u-s-manufacturing-group-hacked-by-china-as-trade-talks-intensified-sources-idUSKBN1XN1AY?il=0United States of AmericaUndetermined

Union County, NJ is the victim of an apparent ransomware attack, with the threat actors disrupting employee email access.https://www.govtech.com/security/Cyberattacks-Take-Aim-at-Two-Counties-in-New-Jersey.htmlUnited States of AmericaUndetermined

Starling Physicians reveals to have been hit by a phishing attack on February 8.https://www.databreaches.net/ct-starling-physicians-warns-patients-of-data-breach/United States of AmericaUndetermined

Port Neches-Groves Independent School District is hit by a ransomware, causing the disruption of all technology connections.https://www.databreaches.net/tx-pngisd-technology-held-for-ransom/United States of AmericaUndetermined

The University of North Carolina - Chapel Hill School of Medicine notifies 3,716 patients that their PII was exposed after a phishing incident occurred on between May 17, 2018 and June 18, 2018 and confirmed on September 2019.https://www.databreaches.net/the-university-of-north-carolina-chapel-hill-school-of-medicine-notifying-patients-after-2018-phishing-incident/United States of AmericaUndetermined

Arvan, a cloud infrastructure provider in Iran, is hit by a DDoS attack through Telegram Proxy servers.https://www.bleepingcomputer.com/news/security/telegram-mtproxy-servers-used-to-ddos-iranian-cloud-provider/Iran (Islamic Republic of)Undetermined

The Penn-Harris-Madison School is hit by a ransomware attack.https://www.miamiherald.com/news/business/technology/article237370419.htmlUnited States of AmericaUndetermined

The UK Conservative Party is hit by a DDoS attack in the same day.https://www.reuters.com/article/us-britain-election-labour-cyber/hackers-hit-uk-political-parties-with-back-to-back-cyberattacks-idUSKBN1XM19IUnited Kingdom of Great Britain and Northern IrelandUndetermined

The UK Labour Party is hit by two DDoS attack in the same day. The Lizard Squad group takes responsibility for the attack.https://www.reuters.com/article/us-britain-election-labour-cyber/hackers-hit-uk-political-parties-with-back-to-back-cyberattacks-idUSKBN1XM19IUnited Kingdom of Great Britain and Northern IrelandUndetermined

Thousands of hacked Disney+ accounts are already for sale on hacking forums, immediately after the launch of the streaming service.https://www.zdnet.com/article/thousands-of-hacked-disney-accounts-are-already-for-sale-on-hacking-forums/United States of AmericaUndetermined

Sag Harbor's Pierson High School is hit by a ransomware attack.https://www.databreaches.net/sag-harbor-school-computers-impacted-by-ransomware-attack/United States of AmericaUndetermined

ZoneAlarm suffers a data breach that  exposes the data of the discussion forum users (forum.zonealarm.com). Around 4,500 users are affected.https://thehackernews.com/2019/11/zonealarm-forum-data-breach.htmlIsrael Undetermined

A ransomware attack hits computer servers and halts administrative work at Mexican state oil firm Pemex.https://www.reuters.com/article/mexico-pemex-idINKBN1XM06UMexico Undetermined

The town of Dover's municipal computers are hit by the Ryuk ransomware. The attack was repelled swiftly and no ransom demand was made.https://www.govtech.com/security/Cyberattacks-Take-Aim-at-Two-Counties-in-New-Jersey.htmlUnited States of AmericaRussian Federation

SmarterASP.NET, an ASP.NET hosting provider with more than 440,000 customers, is hit by ransomware.https://www.zdnet.com/article/major-asp-net-hosting-provider-infected-by-ransomware/United States of AmericaUndetermined

Delta Dental of Arizona discloses a July 8 phising incident possibly compromising PHI and PII of its patients.https://www.databreaches.net/dental-delta-of-arizona-discloses-phishing-attack-possibly-compromising-pii-and-phi/United States of AmericaUndetermined

WTVG 13abc is hit by a ransomware attack.https://www.toledoblade.com/a-e/tv-radio/2019/11/08/WTVG-TV-Channel-13-infected-with-computer-virus-affecting-videos/stories/20191108084United States of AmericaUndetermined

ConnectWise warns customers that hackers are targeting its software to gain access to their client networks and install ransomware.https://www.zdnet.com/article/connectwise-warns-of-ongoing-ransomware-attacks-targeting-its-customers/United States of AmericaUndetermined

Salem Health Hospitals & Clinics reveals that an unauthorized person gained access to employee email accounts back in July.https://www.databreaches.net/no-patient-information-misused-after-salem-health-employee-email-breach-spokesman-says/United States of AmericaUndetermined

It is believed that North Korean hackers from the Lazarus group targeted the Indian Space Research Organisation during the Chandrayaan-2 moon mission in September.https://www.dailymail.co.uk/news/article-7663917/Indias-doomed-moon-mission-hacked-North-Korea-cyber-experts-believe.htmlIndia Afghanistan

Action sports giant Boardriders is hit by a ransomware attack that affected some of its subsidiaries, including QuikSilver and Billabong, and forced the company to shut down computing systems all over the world.https://www.bleepingcomputer.com/news/security/quiksilver-and-billabong-affected-by-ransomware-attack/United States of AmericaUndetermined

The DNA-testing firm Veritas Genetics experiences a security breach that included customer information, when a customer-facing portal is accessed by an unauthorized user.https://www.bloomberg.com/news/articles/2019-11-06/breach-at-dna-test-firm-veritas-exposed-customer-informationUnited States of AmericaUndetermined

In name of Operation #FifthOfNovember, the hacktivists of LulzSec ITA dump 5.4 Gb of personal data belonging to Lyca Mobile Italian customers.https://securityaffairs.co/wordpress/93474/hacktivism/lulzsecita-lyca-mobile.htmlItaly Italy

Marine services provider James Fisher and Sons says that hackers had gained unauthorized access to its computer systems, sending its shares down as much as 5.7%.https://www.reuters.com/article/us-james-fisher-cybercrime/marine-firm-james-fisher-reports-cyber-breach-idUSKBN1XF1SQUnited Kingdom of Great Britain and Northern IrelandUndetermined



In name of Operation #FifthOfNovember, the hacktivists of Anonymous Italy hack several central and local government websites including  the Chamber of Deputies, the prefecture of Naples, the order of the lawyers of Arezzo, Grosseto and Perugia, the Environment Agency in the Abruzzo and Puglia regions and many other sites.https://securityaffairs.co/wordpress/93474/hacktivism/lulzsecita-lyca-mobile.htmlItaly Italy
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Researchers from PerimeterX reveal that PEXSuperstore.com is the latest victim of a Magecart attack (simultaneously by two different criminal groups).https://threatpost.com/magecart-groups-attack-simultaneous-sites-in-card-theft-frenzy/149872/United States of AmericaUndetermined

Healthcare provider InterMed informs about 30,000 patients that some of their PHI has been involved in a data breach, after an employee's email account was compromised between September 4 and September 6.https://www.scmagazine.com/home/security-news/data-breach/maines-intermed-suffers-data-breach-30000-affected/United States of AmericaUndetermined

Lincoln County School District is hit by a ransomware attackhttps://eu.clarionledger.com/story/news/local/2019/11/05/cyber-attack-ransomware-lincoln-county-school-district-mississippi-internet-safety/4164970002/United States of AmericaUndetermined

Tejasswi Prakash's WhatsApp account is hacked and the attacker uses the hacked account to make vulgar video calls.https://www.indiatoday.in/television/celebrity/story/tejasswi-prakash-s-whatsapp-hacked-he-is-using-my-account-to-make-vulgar-video-calls-1615474-2019-11-04India Undetermined

A targeted ransomware attack takes down the network of the radio company Sociedad EspaÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â±ola de RadiodifusiÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â³n (Cadena SER).https://arstechnica.com/information-technology/2019/11/spanish-companies-networks-shut-down-as-result-of-ransomware/Spain Undetermined

A targeted ransomware attack takes down the network of Everis, a major IT services and consulting subsidiary of Japan-based global communications company NTT.https://arstechnica.com/information-technology/2019/11/spanish-companies-networks-shut-down-as-result-of-ransomware/Spain Undetermined

A ransomware attack cripples essential electronic communications within the Government of Nunavut.https://nunatsiaq.com/stories/article/hackers-inflict-major-cyber-attack-on-government-of-nunavuts-network/Canada Undetermined

The U.S. Virgin Islands Water and Power Authority is the latest victim of a new Click2Gov Breach.https://www.databreaches.net/more-victims-of-yet-another-click2gov-breach-this-week/United States of AmericaUndetermined

The Indian interactive online tutoring platform Vedantu suffered a data breach which exposed the personal data of 687k users.https://www.infosecurity-magazine.com/news/attack-on-indian-ed-tech-firm/India Undetermined

The Brooklyn Hospital Center reveals that a ransomware attack occurred in late July caused permanent loss of some patient's data.https://www.bleepingcomputer.com/news/security/brooklyn-hospital-loses-patient-data-in-ransomware-attack/United States of AmericaUndetermined

Perth Anaesthetic Group is hacked: criminals access patient information and several patients are sent fake invoices from the attackers demanding payments.https://www.dailymail.co.uk/news/article-7639273/Perth-Anaesthetic-Group-hacked-cyber-security-breach.htmlAustralia Undetermined

Watertown School District is hit by a ransomware attack.https://www.databreaches.net/schools-in-connecticut-and-mississippi-report-ransomware-attacks/United States of AmericaUndetermined

Hackers access the Utah Valley Eye Center third-party portal (DemandForce) that reminds patients of scheduled appointments and send emails to inform patients they had received payment from PayPal. The incident occurred on June 18, 2018.https://threatpost.com/eye-clinic-breach-reveals-data-of-20000-patients/149878/United States of AmericaUndetermined

Winamax is hit by a DDoS attack.https://www.informationsecuritybuzz.com/expert-comments/european-online-gambling-sites-crash-from-halloween-ddos-attacks-expert-reaction/France Undetermined

Unit 02616 of Uzbekistan's National Security Service used FinFisher, a German spyware, to attack dissidents. Among the targets is the Palestine Chronicle a regional news outlet that reports on the Uzbek government.https://www.reuters.com/article/us-uzbekistan-cyber/uzbek-spies-attacked-dissidents-with-off-the-shelf-hacking-tools-idUSKBN1WI0YLUzbekistanUzbekistan

Unit 02616 of Uzbekistan's National Security Service used FinFisher, a German spyware, to attack dissidents. Among the targets is Centre1 a regional news outlet that reports on the Uzbek government.https://www.reuters.com/article/us-uzbekistan-cyber/uzbek-spies-attacked-dissidents-with-off-the-shelf-hacking-tools-idUSKBN1WI0YLUzbekistanUzbekistan

Unit 02616 of Uzbekistan's National Security Service used FinFisher, a German spyware, to attack dissidents. Among the targets is Eltuz a regional news outlet that reports on the Uzbek government.https://www.reuters.com/article/us-uzbekistan-cyber/uzbek-spies-attacked-dissidents-with-off-the-shelf-hacking-tools-idUSKBN1WI0YLUzbekistanUzbekistan

Unit 02616 of Uzbekistan's National Security Service used FinFisher, a German spyware, to attack dissidents. Among the targets is Fergana News a regional news outlet that reports on the Uzbek government.https://www.reuters.com/article/us-uzbekistan-cyber/uzbek-spies-attacked-dissidents-with-off-the-shelf-hacking-tools-idUSKBN1WI0YLUzbekistanUzbekistan

A third-party email vendor for the Ontario Science Centre suffers a data breach exposing some PII of 174,000 of the Centre's members, donors and customers. The breach occurred on August 16https://www.scmagazine.com/home/security-news/data-breach/ontario-science-centres-marking-firm-hit-with-breach-174k-affected/Canada Undetermined

Marriott International notifies some of its associates of an incident that exposed their social security numbers (SSNs) to an unknown party who may have accessed the information from the network of an unnamed vendor.https://www.bleepingcomputer.com/news/security/marriott-reports-exposure-of-associates-social-security-numbers/United States of AmericaUndetermined

Nuclear Power Corporation of India Ltd (NPCIL) confirms that the network of a nuclear power plant was infected with malware. Several security researchers identify the malware as a version of DTrack, a backdoor trojan developed by the Lazarus Group.https://www.zdnet.com/article/confirmed-north-korean-malware-found-on-indian-nuclear-plants-network/India Afghanistan

Nikkei loses roughly 29 million dollars after an employee of the Nikkei America subsidiary is tricked by scammers to send the funds to a bank account they controlled.https://www.bleepingcomputer.com/news/security/media-giant-nikkei-loses-29-million-to-bec-scammers/United States of AmericaUndetermined

Prisma Health discloses a cyber attack after an employee falls victim of a phishing attack.https://www.databreaches.net/sc-prisma-health-discloses-third-patient-data-breach-in-two-months/United States of AmericaUndetermined

A ransomware attack hits Las Cruces Public Schools and forces the district to shut down the entire computer system to contain the infection.https://www.bleepingcomputer.com/news/security/ransomware-attack-causes-school-district-wide-shutdown/United States of AmericaUndetermined

Bed Bath & Beyond discloses that an unauthorized party obtained login information for some of its customers (1% of customer base).https://www.bleepingcomputer.com/news/security/bed-bath-and-beyond-discloses-customer-login-credentials-breach/United States of AmericaUndetermined

Researchers from Group-IB discover more than 1.3 million Indian payment card details put up for sale on Joker's Stash, the internet's largest carding shop.https://www.zdnet.com/article/details-for-1-3-million-indian-payment-cards-put-up-for-sale-on-jokers-stash/India Undetermined

A Magecart attack is detected in the American Cancer Society online store.https://www.scmagazine.com/home/retail/skimming-malware-found-on-american-cancer-societys-online-store/United States of AmericaUndetermined

U.S. fast-food restaurant chain Krystal discloses a security incident involving one of is payment processing systems and affecting some of its restaurants between July and September 2019.https://www.forbes.com/sites/leemathews/2019/10/30/yet-another-restaurant-chain-has-suffered-a-major-credit-card-hack/?ss=cybersecurity#6a9025682957United States of AmericaUndetermined

The City of Ocala in Florida falls victim to a business email compromise scam (BEC) that ends with redirecting over $742,000 to a bank account controlled by the fraudster(s).https://www.bleepingcomputer.com/news/security/bec-fraudsters-divert-742-000-from-ocala-city-in-florida/United States of AmericaUndetermined

French fashion online store Sixth June is infected some time ago with code that steals payment card info at checkout.https://www.bleepingcomputer.com/news/security/sixth-june-fashion-site-hacked-to-steal-credit-cards/France Undetermined

UniCredit uncover a data breach involving the personal records of 3 million domestic clients from a compromised 2015 file.https://www.reuters.com/article/us-unicredit-cyber/unicredit-unveils-2015-data-breach-involving-3-million-italian-clients-idUSKBN1X70HMItaly Undetermined

The websites of several Georgian government agencies, media outlets, and NGOs are hit by cyberattattacks. Among the victims are the websites of President Salome Zourabichvili and the Goergian courts. Russia is blamed for the attacks.https://www.forbes.com/sites/daveywinder/2019/10/29/georgia-ill-be-back-cyber-attack-terminates-tv-takes-down-15000-websites/?sh=21efbccf7a50Georgia Undetermined

Russian group Sandworm carried out large-scale cyberattacks against targets in Georgia. The hackers disrupted Proservice a webhosting site, which led to the defacement of as many as 15,000 websites. Additionally, two TV broadcasters, Imedi TV and Maestro, were taken offline as well.https://www.forbes.com/sites/daveywinder/2019/10/29/georgia-ill-be-back-cyber-attack-terminates-tv-takes-down-15000-websites/?sh=21efbccf7a50Georgia Russian Federation

Russian group Sandworm carried out large-scale cyberattacks against targets in Georgia. The hackers disrupted Proservice a webhosting site, which led to the defacement of as many as 15,000 websites. Additionally, two TV broadcasters, Imedi TV and Maestro, were taken offline as well.https://www.forbes.com/sites/daveywinder/2019/10/29/georgia-ill-be-back-cyber-attack-terminates-tv-takes-down-15000-websites/?sh=21efbccf7a49Georgia Russian Federation

Russian group Sandworm carried out large-scale cyberattacks against targets in Georgia. The hackers disrupted Proservice a webhosting site, which led to the defacement of as many as 15,000 websites. Additionally, two TV broadcasters, Imedi TV and Maestro, were taken offline as well.https://www.forbes.com/sites/daveywinder/2019/10/29/georgia-ill-be-back-cyber-attack-terminates-tv-takes-down-15000-websites/?sh=21efbccf7a48Georgia Russian Federation

National Veterinary Associates (NVA), a California company that owns more than 700 animal care facilities around the globe, is hit by a ransomware attack.https://krebsonsecurity.com/2019/11/ransomware-bites-400-veterinary-hospitals/United States of AmericaUndetermined

Turkish officials confirm that cyberattacks which targeted TÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¼rk Telekom and Garanti BBVA, among many others, were behind the nationwide disruption in internet traffic.https://www.dailysabah.com/turkey/2019/10/28/cyberattacks-blamed-for-sundays-internet-disruption-across-turkeyTurkey Undetermined

Turkish officials confirm that cyberattacks which targeted TÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¼rk Telekom and Garanti BBVA, among many others, were behind the nationwide disruption in internet traffic.https://www.dailysabah.com/turkey/2019/10/28/cyberattacks-blamed-for-sundays-internet-disruption-across-turkeyTurkey Undetermined

NCR Corp. temporarily blocks third-party financial data aggregators Mint and QuickBooks Online from accessing Digital Insight, an online banking platform, in response to a series of bank account takeovers.https://krebsonsecurity.com/2019/11/ncr-barred-mint-quickbooks-from-banking-platform-during-account-takeover-storm/United States of AmericaUndetermined

Betty Jean Kerr People's Health Centers, a was hit last September by a ransomware attack that continues to prevent access to data collected from patients, health care providers and employees.https://www.scmagazine.com/home/security-news/ransomware/st-louis-health-center-stymied-by-september-ransomware-attack/United States of AmericaUndetermined

Hackers in May planted an e-skimmer on Procter & Gamble's site First Aid Beauty, still stealing payment card. The MageCart script selects its victims from the US.https://www.bleepingcomputer.com/news/security/pandg-online-beauty-store-hacked-to-steal-payment-info/United States of AmericaUndetermined

The South African Banking Risk Information Centre (SABRIC) announces that the South African banking industry has been hit by a wave of DDoS attacks targeting consumer-facing services.https://ewn.co.za/2019/10/26/sabric-confirms-ransom-driven-cyber-attacks-on-banksSouth AfricaUndetermined

Researchers from Lookout reveal that over the past few months, a pervasive spear-phishing campaign has hit some human rights organizations across the world, including the Red Cross, UNICEF, and the UN World Food and the UN Development programs.https://www.zdnet.com/article/un-unicef-red-cross-officials-targeted-in-recent-phishing-campaign/United States of AmericaUndetermined

Researchers from Lookout reveal that over the past few months, a pervasive spear-phishing campaign has hit some human rights organizations across the world, including the Red Cross, UNICEF, and the UN World Food and the UN Development programs.https://www.zdnet.com/article/un-unicef-red-cross-officials-targeted-in-recent-phishing-campaign/Italy Undetermined

Researchers from Lookout reveal that over the past few months, a pervasive spear-phishing campaign has hit some human rights organizations across the world, including the Red Cross, UNICEF, and the UN World Food and the UN Development programs.https://www.zdnet.com/article/un-unicef-red-cross-officials-targeted-in-recent-phishing-campaign/United States of AmericaUndetermined

Researchers from Lookout reveal that over the past few months, a pervasive spear-phishing campaign has hit some human rights organizations across the world, including the Red Cross, UNICEF, and the UN World Food and the UN Development programs.https://www.zdnet.com/article/un-unicef-red-cross-officials-targeted-in-recent-phishing-campaign/United States of AmericaUndetermined

The City of Johannesburg shuts down its website and billing systems after a group hacked into the authority's system and demanded a ransom of four Bitcoins worth about $30,000.https://www.bloomberg.com/news/articles/2019-10-25/south-africa-s-johannesburg-shuts-billing-over-security-breachSouth AfricaUndetermined

Pine County says that around 4,400 people may have their data breached after a county employee had their email account accessed by unauthorized personnel.https://www.databreaches.net/mn-thousands-potentially-affected-in-pine-county-data-breach/United States of AmericaUndetermined

The Chilean Carabineros are hacked and the attackers leak 10,000 sensitive files.https://www.databreaches.net/hack-of-chilean-national-police-exposes-more-than-10000-files-including-intelligence/Chile Undetermined

Kalispell Regional Healthcare notifies nearly 130,000 patients whose personal information may have been compromised after a phishing attack occurred in May 2019.https://hotforsecurity.bitdefender.com/blog/hospital-leaks-129k-patient-records-in-sophisticated-phishing-scam-21674.htmlUnited States of AmericaUndetermined



Lottomatica is hit by a DDoS attack. The attack lasts for more than two weeks.https://www.informationsecuritybuzz.com/expert-comments/european-online-gambling-sites-crash-from-halloween-ddos-attacks-expert-reaction/Italy Undetermined

Avast discloses a security breach that impacted its internal network. The attack's purpose was to insert malware into the CCleaner software, similar to the 2017 incident. The breach occurred because the attacker compromised an employee's VPN credentials.https://www.zdnet.com/article/avast-says-hackers-breached-internal-network-through-compromised-vpn-profile/Czechia Undetermined

Czech government officials reveal that they dismantled a Russian cyber-espionage network operating in the country. The attack occurred in March.https://www.zdnet.com/article/czech-authorities-dismantle-alleged-russian-cyber-espionage-network/Czechia Undetermined

The San Bernardino City Unified School District is knocked offline by a ransomware attack.https://www.scmagazine.com/home/security-news/ransomware/san-bernadino-city-schools-hit-with-ransomware/United States of AmericaUndetermined

OpenVPN keys and configuration files from VikingVPN are also leaked online.https://www.bleepingcomputer.com/news/security/hacker-breached-servers-belonging-to-multiple-vpn-providers/United States of AmericaUndetermined

TorGuard also confirms to have suffered a breach in September 2017.https://www.bleepingcomputer.com/news/security/hacker-breached-servers-belonging-to-multiple-vpn-providers/United States of AmericaUndetermined

NordVPN is compromised as theÃƒÂ‚Ã‚Â private keys for their web site certificateÃƒÂ‚Ã‚Â are publicly leaked on the Internet The company confirms the breach was discovered on March 2018.https://www.bleepingcomputer.com/news/security/hacker-breached-servers-belonging-to-multiple-vpn-providers/Panama Undetermined

The Universiti Malaya E-Pay Cashless Payment and Records portal is hacked but no data is compromised apparently.https://www.databreaches.net/universiti-malaya-no-data-compromised-in-e-pay-portal-hack/Malaysia Undetermined

U.S. financial services provider Billtrust experiences an outage affecting all of its services after some of the company's computing systems are impacted by a malware attack allegedly caused by the BitPaymer ransomware.https://www.bleepingcomputer.com/news/security/billing-provider-billtrust-suffers-outage-after-malware-attack/United States of AmericaUndetermined

Researchers from Cyberbit uncover a large infection of cryptominers at an unnamed "international airport in Europe".https://www.zdnet.com/article/cyberbit-discovers-international-airport-riddled-with-bitcoin-mining-malware/UndeterminedUndetermined

Web.com, the parent company of world's first domain registrar Network Solutions discloses a security breach occurred in August 2019. A third-party infiltrated some of the company's systems. Even Register.com is affected.https://www.scmagazine.com/home/security-news/data-breach/web-com-discloses-breach-affecting-customer-account-info/United States of AmericaUndetermined

Jasper County suffers a ransomware attack on their countywide systems, including email and emergency response systems.https://www.databreaches.net/sc-ransomware-attack-may-be-affecting-911-emergency-dispatch-in-jasper-co/United States of AmericaUndetermined

"BriansClub" one of the largest underground stores for buying stolen credit card data, is itself hacked. The data stolen from BriansClub encompasses more than 26 million credit and debit card records.https://krebsonsecurity.com/2019/10/briansclub-hack-rescues-26m-stolen-cards/UndeterminedUndetermined

Ingredion Incorporated reveals that it recently detected suspicious activity on some data center servers due to malware.https://www.securityweek.com/ingredients-giant-ingredion-hit-malwareUnited States of AmericaUndetermined

TrialWorks is reportedly hit by a ransomware attack, shutting down its platform for at least four days and locking some lawyers out of their case files.https://www.lawsitesblog.com/2019/10/ransomware-attack-reportedly-hits-practice-management-company-locking-lawyers-out-of-their-case-files.htmlUnited States of AmericaUndetermined

Jack Monroe says she has lost about ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â£5,000 after her phone number was hijacked and re-activated on another Sim card.https://www.bbc.com/news/technology-50043230United Kingdom of Great Britain and Northern IrelandUndetermined

Eurobet, the online gambling portal, is taken down by a DDoS attack.https://www.italiasera.it/eurobet-it-inaccessibile-i-nostri-sistemi-non-sono-al-momento-disponibili-si-teme-attacco-hacker/Italy Undetermined

According to Logically AI, Pakistan starts a misinformation campaign against India, dubbed #GobackModi, via Twitter.https://www.outlookindia.com/newsscroll/pakistan-ups-cyber-warfare-against-india-on-twitter/1640275India Pakistan

Researchers from ESET reveal that the Winnti Group hackers have used a new modular Windows backdoor, called PortReuse, to target a high-profile Asian mobile hardware and software manufacturer.https://www.bleepingcomputer.com/news/security/winnti-group-uses-new-portreuse-malware-against-asian-manufacturer/UndeterminedChina

Pitney Bowes is hit by a ransomware attack, according to a statement released from the mailing services company.https://www.darkreading.com/attacks-breaches/pitney-bowes-hit-by-ransomware/d/d-id/1336083United States of AmericaUndetermined

The Sunapee New Hampshire School District is hit by a ransomware attack.https://www.databreaches.net/schools-in-connecticut-and-mississippi-report-ransomware-attacks/United States of AmericaUndetermined

Pilz, one of the world's largest producers of automation tools, is hit by a ransomware attack.https://www.zdnet.com/article/major-german-manufacturer-still-down-a-week-after-getting-hit-by-ransomware/Germany Undetermined

The M6 Group (Groupe M6), France's largest privately-owned multimedia group, is the victim of ransomware, but none of the company's TV and radio channels suffered any downtime.https://www.zdnet.com/article/m6-one-of-frances-biggest-tv-channels-hit-by-ransomware/France Undetermined

South Knox School Corporation is hit by a ransomware.https://www.databreaches.net/in-south-knox-school-corporation-recovers-from-malware-virus/United States of AmericaUndetermined

Central Valley Regional Center in California notifies patients of a breach occurred when an employee's email account was accessed by an unauthorized third party between July 25ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â '''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¢ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¢'ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¬"August 2, 2019.https://www.databreaches.net/monterey-health-center-in-oregon-central-valley-regional-center-in-california-both-announce-patient-data-breaches/United States of AmericaUndetermined

Monterey Health Center notifies a ransomware attack occurred on August 2019.https://www.databreaches.net/monterey-health-center-in-oregon-central-valley-regional-center-in-california-both-announce-patient-data-breaches/United States of AmericaUndetermined

The Hunt Memorial Hospital District releases an update regarding a cyber attack occurred in May 2018.https://www.databreaches.net/tx-hunt-memorial-hospital-district-notifies-additional-patients-about-may-2018-breach/United States of AmericaUndetermined

Click2Mail sends out a notice to 200,000 customers to warn them of a hack discovered on October, 4th.https://www.databreaches.net/click2mail-issues-statement-to-customers-acknowledges-hack/United States of AmericaUndetermined

Mission Health reveals that to have discovered, on September 13, that malicious code has been implanted into its online store websites.https://eu.citizen-times.com/story/news/local/2019/10/18/mission-health-data-breach-e-commerce-site-contained-malicious-code-for-3-years/4007997002/United States of AmericaUndetermined

A Bulgarian hacker known as InstaKilla breaches EscortForumIt[.]xxx and Hookers[.]nl two online escort forums and stole the user information that he is now offering for sale on a hacking forum.https://securityaffairs.co/wordpress/92375/hacking/escort-forums-hack.htmlNetherlandsBulgaria

A Bulgarian hacker known as InstaKilla breaches EscortForumIt[.]xxx and Hookers[.]nl two online escort forums and stole the user information that he is now offering for sale on a hacking forum.https://securityaffairs.co/wordpress/92375/hacking/escort-forums-hack.htmlItaly Bulgaria

Over 1,000 Boston University students are forced to change their account passwords after the servers are flooded with spam emails from student accounts. The spam is believed to be a result of a 2018 breach of the educational site Chegg.https://www.databreaches.net/following-flood-of-spam-emails-more-than-1000-student-accounts-temporarily-disabled/United States of AmericaUndetermined

Attackers target students at a Fairfield County High School in a phishing scheme.https://www.databreaches.net/ct-hackers-target-weston-students-in-phishing-scheme/United States of AmericaUndetermined

The city of Carrollton, Texas, is the victim of a cyber attack that makes some services unavailable.https://www.databreaches.net/city-of-carrollton-texas-victimized-by-cyber-attack/United States of AmericaUndetermined

Magnolia Pediatrics is hit by ransomware. The infection occurred on August 2019.https://www.theadvocate.com/baton_rouge/news/communities/ascension/article_b6194b7a-eba2-11e9-a388-5b6eedc7c596.htmlUnited States of AmericaUndetermined

Amnesty International uncovers targeted attacks against two prominent Moroccan Human Rights Defenders using NSO Group's Pegasus spyware. Targeted attacks have been ongoing since at least 2017.https://www.amnesty.org/en/latest/research/2019/10/morocco-human-rights-defenders-targeted-with-nso-groups-spyware/Morocco Undetermined

Researchers from FireEye discover new tools from the FIN7 group: a loader, dubbed BOOSTWRITE, that delivers payloads into memory and a module, dubbed RDFSNIFFER, that hooks into the remote administration software of ATM maker NCR Corporation.https://www.bleepingcomputer.com/news/security/fin7-hackers-load-new-rat-malware-into-atm-makers-software/United States of AmericaRussian Federation

Amnesty International uncovers targeted attacks against two prominent Moroccan Human Rights Defenders using NSO Group's Pegasus spyware. Targeted attacks have been ongoing since at least 2017.https://www.amnesty.org/en/latest/research/2019/10/morocco-human-rights-defenders-targeted-with-nso-groups-spyware/Morocco Undetermined

Amnesty International released a report showing how Morocco's government used the NSO Group's Pegasus malware to target two human rights activists in Morocco. The first target is Maati Monjib, an academic and activist.https://www.amnesty.org/en/latest/research/2019/10/morocco-human-rights-defenders-targeted-with-nso-groups-spyware/Morocco Undetermined

Amnesty International released a report showing how Morocco's government used the NSO Group's Pegasus malware to target two human rights activists in Morocco. The second target is Abdessadak El Bouchattaoui, a human rights lawyer.https://www.amnesty.org/en/latest/research/2019/10/morocco-human-rights-defenders-targeted-with-nso-groups-spyware/Morocco Undetermined

Blue Earth Area High School replaces its gymnasium floor in the wake of a Sept. 19 cyberattack at the school that hit the computer that controls the humidity level in the building.https://www.databreaches.net/mn-blue-earth-to-replace-gym-floor-after-cybersecurity-attack/United States of AmericaUndetermined

Methodist Hospitals from Gary, Indiana, discloses that sensitive personal and medical information for 68,039 individuals may have been exposed following a successful phishing attack against two of its employees occurred in June 2019.https://www.bleepingcomputer.com/news/security/phishing-incident-exposes-medical-personal-info-of-60k-patients/United States of AmericaUndetermined

Immutable is hit by a cyber attack after it offered to support a professional gamer banned from his sport for endorsing Hong Kong democracy protests.https://www.smh.com.au/business/companies/sydney-startup-under-fire-online-for-supporting-pro-hong-kong-protest-gamer-20191009-p52z2g.htmlAustralia Undetermined

The personal information of about 37,000 Canadians is compromised after the fraudulent use of one if TransUnion's legitimate business customer's login credentials. The breach occurred between June and July.https://globalnews.ca/news/6012007/transunion-data-compromised-canadians/Canada Undetermined

Hibiscus Petroleum reveals that its IT system was "subjected to an attack" the previous week.https://www.databreaches.net/hibiscus-petroleum-suffers-cyber-attack/Malaysia Undetermined

The data of 8.7 million customers from Russian internet service provider Beeline is being sold and shared online. The breach occurred in 2017.https://www.zdnet.com/article/data-breach-at-russian-isp-impacts-8-7-million-customers/Russian FederationUndetermined

Hackers breach the infrastructure of Volusion, a provider of cloud-hosted online stores, and deliver malicious code that records and steals payment card details entered by users in online forms. More than 6,500 stores are impacted,https://www.zdnet.com/article/hackers-breach-volusion-and-start-collecting-card-details-from-thousands-of-sites/United States of AmericaUndetermined

A hacker dubbed Nathan uses the mailing list of retailer TOMS Shoes to tell users it's time to log off.https://www.vice.com/en_us/article/a35434/toms-shoes-mailing-list-hacked-hacker-says-log-offUnited States of AmericaUndetermined

Bonjour-Sant, a private Quebec medical-booking service that promises quick appointments, was the victim of a cyber attack.https://montrealgazette.com/news/local-news/cyber-attack-hits-bonjour-santeCanada Undetermined

Anonymous Italia hacks 8 websites of the Italian Democratic Party (PD) and leaks 220 databases containing personal data in clear text.https://www.wired.it/internet/web/2019/10/08/anonymous-partito-democratico/?refresh_ce=Italy Italy

In the wake of a cyber attack occurred in August, T? Ora Compass Health discovers to have been affected by a cyber attack from 2016 to March 2019, resulting in the potential exposure of sensitive medical information belonging to one million individuals.https://www.zdnet.com/article/tu-ora-data-breach-exposes-medical-data-of-one-million-new-zealand-residents/New ZealandUndetermined

UAB Medical is hit by a phishing attack occurred on August 7th, 2019, which targeted the payroll department. The attackers gained access to numerous employee emails containing the health information for 19,557 patients.https://www.bleepingcomputer.com/news/security/uab-medicine-data-breach-exposes-patient-info-in-phishing-attack/United States of AmericaUndetermined

Researchers from Check Point disclose an ongoing hacking campaign targeting Asterisk FreePBX, one of the world's most popular services for making voice over IP phone calls.https://www.zdnet.com/article/this-mysterious-hacking-campaign-is-snooping-on-a-popular-form-of-voip-software/United States of AmericaUndetermined

A hacker takes over the computer system of the southern Spanish city of Jerez de la Frontera and demands a ransom paid in bitcoin to unlock it.http://en.rfi.fr/contenu/20191004-hacker-seeking-bitcoin-ransom-hits-spanish-citys-computer-sytemSpain Undetermined

Goshen Health notifies potentially affected patients that an unauthorized third party may have potentially accessed two employees' email accounts from approximately August 2, 2018 to August 13, 2018.https://www.databreaches.net/in-goshen-health-notifies-patients-potentially-impacted-by-2018-data-security-breach/United States of AmericaUndetermined



The Egyptian government installed mobile apps on targets' phones to extract files, track their locations, and identify contacts. One of the targets is an official with the Egyptian-Canadian Coalition for Democracy who was targeted after his organization published a video of an Egyptian government minister making threatening gestures during a speech.https://www.nytimes.com/2019/10/03/world/middleeast/egypt-cyber-attack-phones.htmlCanada Undetermined

The Egyptian government installed mobile apps on targets' phones to extract files, track their locations, and identify contacts. One of the targets is Afaf Mahfouz, an 81-year old psychoanalyst and civil society activist.https://www.nytimes.com/2019/10/03/world/middleeast/egypt-cyber-attack-phones.htmlUnited States of AmericaUndetermined

The Egyptian government installed mobile apps on targets' phones to extract files, track their locations, and identify contacts. One of the targets is Ragia Omran, a lawyer and human rights activist.https://www.nytimes.com/2019/10/03/world/middleeast/egypt-cyber-attack-phones.htmlEgypt Undetermined

The Egyptian government installed mobile apps on targets' phones to extract files, track their locations, and identify contacts. One of the targets is Dr. Shady al-Ghazaly Harba, a surgeon and opposition activist who has been detained since 2018.https://www.nytimes.com/2019/10/03/world/middleeast/egypt-cyber-attack-phones.htmlEgypt Undetermined

The Egyptian government installed mobile apps on targets' phones to extract files, track their locations, and identify contacts. One of the targets is Khaled Dawoud, a former journalist and leader of the Constitution Party.https://www.nytimes.com/2019/10/03/world/middleeast/egypt-cyber-attack-phones.htmlEgypt Undetermined

The Egyptian government installed mobile apps on targets' phones to extract files, track their locations, and identify contacts. One of the targets is Hassan Nafaa, a political scientist at Cairo University.https://www.nytimes.com/2019/10/03/world/middleeast/egypt-cyber-attack-phones.htmlEgypt Undetermined

The Tukwila School District is the victim of a "phishing scam".https://www.databreaches.net/wa-tukwila-school-district-victim-of-a-phishing-scam/United States of AmericaUndetermined

A ransomware attack on City of Cornelia's billing system results in a day of lost productivity.https://www.databreaches.net/ga-cornelia-fends-off-third-ransomware-attack-of-the-year-upgrades-firewall/United States of AmericaUndetermined

Researchers at JPCERT reveal the details of a campaign targeting Japanese government agencies and exploiting a vulnerability in the local SkySea Client View software (CVE-2016-7836).https://threatpost.com/virus-bulletin-japanese-attacks-apt-strategygy/148859/Japan China

Researchers at JPCERT reveal the details of a campaign targeting Japanese government agencies and exploiting a vulnerability in the local Sanshiro spreadsheet application (CVE-2014-0810).https://threatpost.com/virus-bulletin-japanese-attacks-apt-strategygy/148859/Japan China

McAlister's Deli, Moe's Southwest Grill, and Schlotzsky's (all of them owned by Focus Brands) disclose publicly that their networks were infected with point-of-sale malware.https://www.bleepingcomputer.com/news/security/four-us-food-chains-disclose-payment-card-theft-via-pos-malware/United States of AmericaUndetermined

Customer service software company Zendesk notifies a security incident, occurred in 2016, that might have impacted roughly 10,000 Zendesk Support and Chat accounts activated prior to November 1, 2016.https://www.bleepingcomputer.com/news/security/zendesk-security-breach-may-impact-orgs-like-uber-slack-and-fcc/United States of AmericaUndetermined

McAlister's Deli, Moe's Southwest Grill, and Schlotzsky's (all of them owned by Focus Brands) disclose publicly that their networks were infected with point-of-sale malware.https://www.bleepingcomputer.com/news/security/four-us-food-chains-disclose-payment-card-theft-via-pos-malware/United States of AmericaUndetermined

McAlister's Deli, Moe's Southwest Grill, and Schlotzsky's (all of them owned by Focus Brands) disclose publicly that their networks were infected with point-of-sale malware.https://www.bleepingcomputer.com/news/security/four-us-food-chains-disclose-payment-card-theft-via-pos-malware/United States of AmericaUndetermined

Centers for Advanced Orthopaedics notifies 125,291 patients, employees and dependents of a cyberattack that took place over a yearlong breach.https://www.beckershospitalreview.com/cybersecurity/cybercriminals-accessed-maryland-orthopedic-center-s-emails-for-a-year-affecting-125-000.htmlUnited States of AmericaUndetermined

The Pipestone Kin-Ability Centre in Moosomin, Sask is hit by a cyber attack in its payroll system. The criminals steal $400,000.https://www.cbc.ca/news/canada/saskatchewan/kin-ability-cyber-attack-sask-1.5349230Canada Undetermined

A school district in Luzerne County confirms it was the victim of a ransomware attack that locked up their computers for weeks.https://www.databreaches.net/pa-wyoming-area-school-district-pays-38000-ransom-to-free-their-network-from-attack/United States of AmericaUndetermined

North Florida OB-GYN notifies its patients of a ransomware attack discovered on July 27. Potentially 520,000 users are affected.https://www.databreaches.net/528k-patients-impacted-by-months-long-north-florida-ob-gyn-hack/United States of AmericaUndetermined

Seven hospitals in Gippsland and Victoria, Australia, are also paralyzed for more than 24 hours for a ransomware attack.https://arstechnica.com/information-technology/2019/10/hamstrung-by-ransomware-10-hospitals-are-turning-away-some-patients/Australia Undetermined

Fayette Medical Center  paralyzed by a Ryuk ransomware attackhttps://arstechnica.com/information-technology/2019/10/hamstrung-by-ransomware-10-hospitals-are-turning-away-some-patients/United States of AmericaUndetermined

Northport Medical Center is also paralyzed by a Ryuk ransomware attack.https://arstechnica.com/information-technology/2019/10/hamstrung-by-ransomware-10-hospitals-are-turning-away-some-patients/United States of AmericaUndetermined

The FBI is investigating after someone allegedly tried to hack into Voatz, West Virginia's mobile voting app during the 2018 midterm elections.https://edition.cnn.com/2019/10/01/politics/fbi-hacking-attempt-alleged-mobile-voting-app-voatz/index.htmlUnited States of AmericaUndetermined

DCH Regional Medical Center in Tuscaloosa is paralyzed by a Ryuk ransomware attack and forced to turn away patients.https://arstechnica.com/information-technology/2019/10/hamstrung-by-ransomware-10-hospitals-are-turning-away-some-patients/United States of AmericaUndetermined

Researchers from Netskope discover a campaign against the US petroleum industry carried out via a new Adwind Remote Access Trojan (RAT) variant.https://www.bleepingcomputer.com/news/security/new-adwind-rat-variant-used-against-the-us-petroleum-sector/United States of AmericaUndetermined

Bradford City Hall suffers a ransomware attack.https://www.databreaches.net/pa-bradford-city-hall-nearly-back-to-normal-after-ransomware-incident/United States of AmericaUndetermined

Goshen Health discloses a security incident that involved the personal information of some of its patients. An unauthorized third party may have  accessed two employees' email accounts from approximately August 2, 2018 to August 13, 2018.https://www.databreaches.net/in-goshen-health-notifies-patients-potentially-impacted-by-2018-data-security-breach/United States of AmericaUndetermined

Wood Ranch Medical permanently closes its doors, after the provider was unable to recover its patient records encrypted by ransomware back in August.https://healthitsecurity.com/news/california-provider-to-close-after-ransomware-attack-damages-systemUnited States of AmericaUndetermined

ITarian, also owned by Comodo is hit by the same attack (that's probably the origin of the breach).https://www.bleepingcomputer.com/news/security/comodo-forums-breached-data-of-over-170-000-users-up-for-grabs/United States of AmericaUndetermined

Account data belonging to more than half of all Comodo Forums users (170,000 users) has been stolen and is now traded online. The breach was possible by exploiting a vulnerability in the vBulletin software that powers the forum.https://www.bleepingcomputer.com/news/security/comodo-forums-breached-data-of-over-170-000-users-up-for-grabs/United States of AmericaUndetermined

Demant, one of the world's largest manufacturers of hearing aids, expects to incur losses of up to $95 million following what appears to be a ransomware infection that hit the company at the start of the month.https://www.zdnet.com/article/ransomware-incident-to-cost-danish-company-a-whopping-95-million/Denmark Undetermined

Gnosticplayers claims to have stolen more than 218 million records from Words with Friends a popular mobile social game from Zynga Inc.https://securityaffairs.co/wordpress/91850/data-breach/zynga-game-data-breach.htmlUnited States of AmericaUndetermined

Major sportswear brand Asics blames a "cyberattack" after large storefront display screens played pornography to passersby for nine hours. The incident took place at a busy Asics store on a major high street in Auckland.https://www.forbes.com/sites/zakdoffman/2019/09/30/asics-blames-hackers-for-running-hours-of-porn-on-store-window-display-screens/#13fc1fdd6ad3New ZealandUndetermined

Two individuals play an adult pornography video on a billboard on Interstate 75 near Michigan highway 59.https://www.bleepingcomputer.com/news/security/highway-advertisement-billboard-hacked-to-play-porn-video/United States of AmericaUndetermined

Meridian Lightweight Technologies, a supplier of lightweight magnesium for car parts, is hit by a ransomware attack.https://lfpress.com/news/local-news/cyber-attack-on-strathroy-manufacturer-latest-in-string-in-southwestern-ontarioCanada Undetermined

The CHI Health clinic at Lakeside Hospital informs patients that their personal information may have been exposed during a ransomware incident, occurred Aug. 1.https://www.databreaches.net/ne-chi-health-says-ransomware-incident-may-have-exposed-info-of-patients-at-lakeside-hospitals-orthopedic-clinic/United States of AmericaUndetermined

Cancer Treatment Centers of America at Southeastern Regional Medical Center notifies of a phishing incident, potentially impacting 4,559 patients.https://www.databreaches.net/cancer-treatment-centers-of-america-in-atlanta-discloses-three-phishing-incidents-in-6-months/United States of AmericaUndetermined

The Wingham Hospital is hit by a ransomware attack.https://kitchener.ctvnews.ca/3-more-southwestern-ontario-cities-hit-by-cyber-attacks-1.4614458Canada Undetermined

The Listowel Hospital is hit by a ransomware attack.https://kitchener.ctvnews.ca/3-more-southwestern-ontario-cities-hit-by-cyber-attacks-1.4614458Canada Undetermined

An undisclosed manufacturing company in Strathroy is hit by a ransomware attack.https://kitchener.ctvnews.ca/3-more-southwestern-ontario-cities-hit-by-cyber-attacks-1.4614458Canada Undetermined

Defence Construction Canada (DCC) is hit by a ransomware attack.https://www.bleepingcomputer.com/news/security/cyber-attacks-hit-defense-contractors-in-europe-and-north-america/Canada Undetermined

DoorDash announces that the personal data of 4.9 million people on its platform has been compromised in a security breach. The breach occurred on May 4.https://gizmodo.com/doordash-breach-exposed-the-private-data-of-4-9-million-1838499197United States of AmericaUndetermined

A malware infection at German car parts manufacturer Rheinmetall Automotive has caused "significant disruption" to production at company plants in Brazil, Mexico, and the United States, the company disclosed Thursday.https://www.cyberscoop.com/rheinmetall-malware-disruption-manufacturing/Germany Undetermined

A series of cyber attacks on Airbus in the past few months was conducted via the computer systems of its suppliers and security sources suspect a link to China.https://www.reuters.com/article/us-airbus-cyberattack-report/hackers-tried-to-steal-airbus-secrets-via-contractors-afp-idUSKBN1WB0U9France Undetermined

Vmedia reveals that its forum has been compromised and shuts it down temporarily, urging users to change password.https://www.databreaches.net/in-september-vmedia-notified-members-of-a-vbulletin-0day/Canada Undetermined

Northshore School District in Washington is hit by a ransomware attack.https://www.forbes.com/sites/leemathews/2019/09/25/yet-another-u-s-school-district-has-been-ravaged-by-malware/United States of AmericaUndetermined

The Czech Intelligence reveals that China was behind a major cyber attack at a key government institution in the Czech Republic last year.https://www.securityweek.com/czech-intelligence-blames-china-major-cyber-attackCzechia Undetermined

Ghostwriter, a suspected Belarus-backed hacking group, has compromised websites and email accounts in Latvia, Lithuania, and PolandÃƒÂ‚Ã‚Â to publish fabricated documents pushing anti-North Atlantic Treaty Organization (NATO) narratives consistent with Kremlin talking points. The influence campaign started in 2017.https://www.fireeye.com/content/dam/fireeye-www/blog/pdfs/Ghostwriter-Influence-Campaign.pdfLithuania Belarus

Mobile County Public Schools are impacted by a ransomware attack.https://www.databreaches.net/mobile-county-public-schools-impacted-by-ransomware-attack-on-vendor-back-online-now/United States of AmericaUndetermined

Peoples Injury Network Northwest (PINN) notifies 12,502 Washington residents that their data was potentially at risk from an April 22 ransomware attack that infected three of their servers.https://www.databreaches.net/personal-injury-network-northwest-notifies-patients-of-ransomware-incident/United States of AmericaUndetermined

Guthrie Public Schools are hit by a ransomware attack.https://www.databreaches.net/ok-guthrie-public-schools-hit-by-ransomware-attack/United States of AmericaUndetermined

The Instagram profile of the Italian singer Laura Pausini is hacked and starts to promote giveaways.https://www.huffingtonpost.it/entry/hackerato-il-profilo-instagram-di-laura-pausini-pubblicava-pubblicita-e-spam_it_5d8a1e99e4b0d2694654df87Italy Undetermined

Union City is hit by a malware. https://www.databreaches.net/virus-cripples-most-city-owned-computers-in-union-city/United States of AmericaUndetermined

The City of Woodstock tries to recover from a cyber attack that has blocked access to email and most of the files involved in the operation of the municipal government.https://www.cbc.ca/news/canada/london/city-of-woodstock-cyber-attack-email-data-blocked-1.5295452Canada Undetermined

GNV reports it has been the victim of a sophisticated cyber-attack that has led to a breach of personal information of a number of passengers and credit card holders. The attack took place in the period from 25 June to 18 July 2019.https://info.gnv.it/en/avviso-attacco.htmlItaly Undetermined

Researchers from Proofpoint disclose a new attack targeting US Utilities. The operation is dubbed LookBack.https://www.forbes.com/sites/zakdoffman/2019/09/23/chinese-state-hackers-suspected-as-nasty-new-cyberattack-hits-us-utilities-report/#72f4462273e5United States of AmericaChina



A prolonged DDoS attack takes down Cool Ideas, one of South Africa's largest ISPs.https://www.zdnet.com/article/carpet-bombing-ddos-attack-takes-down-south-african-isp-for-an-entire-day/South AfricaUndetermined

Lee County is hit with a cyber attack.https://www.databreaches.net/fl-lee-county-hit-with-cybersecurity-attack/United States of AmericaUndetermined

Campbell County Health in Gillette, Wyoming, is hit by a ransomware attack.https://www.databreaches.net/wy-gillette-hospital-targeted-in-ransomware-attack/United States of AmericaUndetermined

Magellan Health issues a statement saying two of its subsidiaries - National Imaging Associates and Magellan Healthcare - "discovered a potential data breach related to a phishing attack.https://www.careersinfosecurity.com/2-phishing-attacks-affect-presbyterian-health-plan-members-a-13125United States of AmericaUndetermined

Kent State University announces over 3,000 student emails has been hacked the week before, as a result of credential harvesting.https://www.databreaches.net/3000-kent-state-student-emails-hacked/United States of AmericaUndetermined

The Instagram account of singer-songwriter Nicole Scherzinger is hacked.https://www.bleepingcomputer.com/news/security/celebrity-instagram-accounts-being-hacked-to-push-scams/United States of AmericaUndetermined

The details of over 24.3 million Lumin PDF users have been shared today on a hacking forumhttps://www.zdnet.com/article/data-of-24-3-million-lumin-pdf-users-shared-on-hacking-forum/New ZealandUndetermined

The Instagram account of Yanet GarcÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â-a is hacked.https://www.bleepingcomputer.com/news/security/celebrity-instagram-accounts-being-hacked-to-push-scams/United States of AmericaUndetermined

A ransomware attack on the Wallenpaupack Area School District, leads to a shut down of all 3,000 or so computers district-wide.https://www.databreaches.net/wallenpaupack-area-school-district-computers-paralyzed-in-second-ransomware-attack/United States of AmericaUndetermined

The Dighton Police Department warns of a wave of phishing scams targeting users of Venmo mobile payment service with text messages that direct to a fake website.https://www.bleepingcomputer.com/news/security/beware-of-venmo-scams-targeting-users-via-text-messages/United States of AmericaUndetermined

The Irish Department of Communications, Climate Action and the Environment admits to have been hit by a ransomware attack last year.https://www.databreaches.net/irish-government-admits-ransomware-breach/Ireland Undetermined

The Guardian's SecureDrop whistleblower submission site is targeted with a phishing page that attempts to harvest the unique "codenames" for sources who submitted information using the service.https://www.bleepingcomputer.com/news/security/phishing-attack-targets-the-guardians-whistleblowing-site/United Kingdom of Great Britain and Northern IrelandUndetermined

A hacker spends $1,000 in EOS to steal more than $110,000 in cryptocurrency through an exploit of EOS gambling game EOSPlay.https://cointelegraph.com/news/hacker-spends-1k-to-win-over-110k-in-eos-betting-game-using-rexPanama Undetermined

A ransomware attack results in the loss of Robstown Police Department evidence and reports in pending investigations from 2018 and 2019.https://www.databreaches.net/robstown-police-evidence-reports-lost-during-data-breach/United States of AmericaUndetermined

The Hungarian Development Center is hit by a cyber attack allegedly carried out by hackers from North Korea.https://www.ibtimes.sg/hacker-destroys-hungarian-development-centers-digital-database-32408Hungary Undetermined

Sarrell Dental notifies almost 400,000 patients after a ransomware attack.https://www.databreaches.net/sarrell-dental-notifies-almost-400000-patients-after-ransomware-attack/United States of AmericaUndetermined

The Garmin South Africa shopping portal (shop.garmin.co.za) is the latest victim of a magecart attack.https://www.theregister.co.uk/2019/09/13/garmin_breach_notification/South AfricaUndetermined

The Travis Central Appraisal District is hit by a ransomware attack.https://www.databreaches.net/hackers-hit-travis-central-appraisal-district-website/United States of AmericaUndetermined

The Wakulla County School District is hit by a ransomware attack.https://www.databreaches.net/hackers-target-wakulla-schools-shut-down-district-wide-emails-in-ransomware-attack/United States of AmericaUndetermined

Premier Family Medical notifies 320,000 patients of a ransomware incident that they disclosed in August. The incident occurred on July 8.https://www.scmagazine.com/home/security-news/cybercrime/ransomware-attack-on-premier-family-medical-reportedly-impacts-records-of-320k-patients/United States of AmericaUndetermined

Researchers at Fortinet uncover a malspam campaign aimed to distribute the LokiBot malware at a US manufacturing company.https://securityaffairs.co/wordpress/91150/malware/lokibot-spam-campaign.htmlUnited States of AmericaUndetermined

The U.S. Secret Service investigates a breach at Miracle Systems, a government technology contractor that saw access to several of its systems put up for sale in the cybercrime underground.https://krebsonsecurity.com/2019/09/secret-service-investigates-breach-at-u-s-govt-it-contractor/United States of AmericaUndetermined

Entercom Communications, one of the largest radio station owners in the U.S. is allegedly hit by a ransomware, affecting all offices the company has across the country.https://www.bleepingcomputer.com/news/security/giant-entercom-radio-network-deals-with-ransomware-like-incident/United States of AmericaUndetermined

Metro Mobility notifies 15,000 customers of a data breach when an employee's e-mail account was hacked by an unauthorized person, compromising personal ride information between June 13 and Aug. 14.https://www.databreaches.net/mn-metro-mobility-notifies-15000-customers-of-data-breach-that-may-have-exposed-personal-information/United States of AmericaUndetermined

Rockford Public Schools is hit by a ransomware attack.https://www.scmagazine.com/home/security-news/the-rockford-files-ransomware-disrupts-illinois-school-districts-systems/United States of AmericaUndetermined

World of Warcraft Classic is also hit by a DDoS attack.https://hotforsecurity.bitdefender.com/blog/wikipedia-and-world-of-warcraft-classic-targeted-by-ddos-attacks-21496.htmlUnited States of AmericaUndetermined

Wikipedia is forced offline in several countries after a cyber attack hits the global encyclopedia.https://techcrunch.com/2019/09/07/wikipedia-blames-malicious-ddos-attack-after-site-goes-down-across-europe-middle-east/United States of AmericaUndetermined

The Hong Kong Exchanges and Clearing Limited (HKEX) is hit by a DDoS attack.https://www.theedgemarkets.com/article/hong-kong-stock-exchange-says-its-website-was-hacked-while-it-halted-derivatives-trading-fixChina Undetermined

Oklahoma Law Enforcement Retirement System (OLERS) Agency reveals that cyber-thieves made off with $4.2 million. The theft occurred on August 26, 2019, when the perpetrators managed to hack into the email account of an investment manager.https://www.infosecurity-magazine.com/news/hackers-steal-from-pension-fund/United States of AmericaUndetermined

The Instagram account of Robert Downey Jr. is hacked. The attackers post fake giveaways for Apple products.https://securityaffairs.co/wordpress/91047/breaking-news/robert-downey-jr-instagram-hacked.htmlUnited States of AmericaUndetermined

Toyota Boshoku Corporation announces that one of its European subsidiaries lost more than $37 million due to a business email compromise (BEC) attack.https://www.bleepingcomputer.com/news/security/over-37-million-lost-by-toyota-boshoku-subsidiary-in-bec-scam/Japan Undetermined

Meridian Community College notifies a phishing incident occurred in January.https://www.databreaches.net/meridian-community-college-discloses-a-breach-that-was-discovered-in-january/United States of AmericaUndetermined

The Flagstaff Unified School District is closed by a ransomware attack.https://www.bleepingcomputer.com/news/security/students-rejoice-school-district-closed-by-ransomware-attack/United States of AmericaUndetermined

The City of Unalaska recovers more than $2.3 million dollars, after wiring  $2,985,406.10 to a fraudulent bank account as a result of a phishing email scam between May 15 and July 9.https://www.databreaches.net/unalaska-recovers-2-3m-after-phishing-email-scam/United States of AmericaUndetermined

State Police are investigating the discovery of ransomware on Sherman School computer servers on August 16.https://www.databreaches.net/ct-police-investigate-attempted-sherman-school-data-breach/United States of AmericaUndetermined

UC Health discloses that it is investigating a recent email phishing incident that may have involved patient information. Some e-mail accounts were accessed between July 6, 2019 and July 12, 2019.https://www.databreaches.net/oh-uc-health-to-notify-patients-of-phishing-incident/United States of AmericaUndetermined

For the second time in four months, the Wolcott school district is the victim of a ransomware attack.https://securityaffairs.co/wordpress/91122/cyber-crime/wolcott-schools-ransomware-attack.htmlUnited States of AmericaUndetermined

A ransomware gang tried to extract a ransom of $5.3 million from the city of New Bedford, but the city chose to restore from backups after hackers rejected a counter-offer of $400,000. The incident, due to the Ryuk ransomware, happened in early July.https://www.zdnet.com/article/ransomware-gang-wanted-5-3-million-from-us-city-but-they-only-offered-400000/United States of AmericaUndetermined

Temple University Health System is back online after an unconfirmed ransomware attack.https://www.databreaches.net/temple-university-health-system-back-online-after-cyber-attack/United States of AmericaUndetermined

New York's Monroe-Woodbury Central School District delays the first day of school due to a ransomware attack.https://www.darkreading.com/risk/back-to-school-not-so-fast-cybercriminals-say/d/d-id/1335728United States of AmericaUndetermined

Multiple threat actors compromised and exploited eleven websites that published news and cultural information related to the Uighur populations in China, particularly the East Turkestan region. The threat actors imitated the domains of Google, the Turkistan Times, and the Uyghur Academy, and used Google applications to gain access to Gmail accounts and infect victims' devices.https://www.volexity.com/blog/2019/09/02/digital-crackdown-large-scale-surveillance-and-exploitation-of-uyghurs/TurkmenistanUndetermined
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The Souderton Area School District is hit by a ransomware attack.https://www.databreaches.net/souderton-area-school-district-contending-with-ransomware-cyberattack/United States of AmericaUndetermined

The forums of the XKCD webcomic are currently offline after being impacted by a data breach which exposed the information of 561,991 users on July 1.https://www.bleepingcomputer.com/news/security/xkcd-forum-breach-exposes-emails-passwords-of-562-000-users/United States of AmericaUndetermined

LIHKG, an online forum used by activists behind the ongoing Hong Kong protests suffers a DDoS attack forcing its servers to go offline for a short period of time.https://www.zdnet.com/article/china-resurrects-great-cannon-for-ddos-attacks-on-hong-kong-forum/China Undetermined

Software testing and delivery company CircleCI notifies a security incident involving the company and a third-party analytics vendor. An attacker was able to improperly access some user data in the vendor account.https://www.databreaches.net/how-sweet-it-isnt-chocolatier-announces-breach/United States of AmericaUndetermined



Russell Stover Chocolates reveals that a malware infection to its POS systems compromised customer's data between February 9, 2019 and August 7, 2019.https://www.databreaches.net/how-sweet-it-isnt-chocolatier-announces-breach/United States of AmericaUndetermined

A phishing scheme succeeds in breaking into the email accounts of five Oregon Judicial Department employees, exposing personal information of more than 6,000 people.https://www.databreaches.net/phishing-scheme-gains-entry-to-oregon-judicial-department-emails/United States of AmericaUndetermined

The University of Ghana accommodation registration portal is hacked, redirecting students to a wrong site to register.https://www.databreaches.net/university-of-ghana-accommodation-registration-portal-hacked-authorities/Ghana Undetermined

Foxit Software, the company behind the Foxit PDF reader app, announces that hackers breached its servers and made off with some user information.https://www.zdnet.com/article/company-behind-foxit-pdf-reader-announces-security-breach/United States of AmericaUndetermined

An insurance firm (Euler Hermes Group SA) reveals that criminals used artificial intelligence-based software to impersonate a CEO's voice and demand a fraudulent transfer of ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â '''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¢ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â '''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¬220,000 ($243,000) back in March.https://www.wsj.com/articles/fraudsters-use-ai-to-mimic-ceos-voice-in-unusual-cybercrime-case-11567157402United Kingdom of Great Britain and Northern IrelandUndetermined

Hackers take over Twitter CEO Jack Dorsey's Twitter account, and tweet offensive and racist content.https://www.zdnet.com/article/jack-dorseys-twitter-account-got-hacked/United States of AmericaUndetermined

A leaked report reveals that the European network of the United Nations was compromised during the summer of 2019.https://www.thenewhumanitarian.org/investigation/2020/01/29/united-nations-cyber-attackUndeterminedUndetermined

Hundreds of dental practice offices in the US are infected with Sodinokibi ransomware, after attackers compromise two software providers, The Digital Dental Record and PerCSoft, and use them to distribute the ransomware.https://www.zdnet.com/article/ransomware-hits-hundreds-of-dentist-offices-in-the-us/United States of AmericaUndetermined

Hundreds of dental practice offices in the US are infected with Sodinokibi ransomware, after attackers compromise two software providers, The Digital Dental Record and PerCSoft, and use them to distribute the ransomware.https://www.zdnet.com/article/ransomware-hits-hundreds-of-dentist-offices-in-the-us/United States of AmericaUndetermined

Wolcott Public Schools reveals that it has not fully recovered from a ransomware attack at the end of the last year.https://www.databreaches.net/ct-ransomware-attack-targets-wolcott-public-schools/United States of AmericaUndetermined

Lumber Liquidators reveals that a malware attack took down its network. The attack occurred on August 21.https://securityaffairs.co/wordpress/90517/hacking/lumber-liquidators-malware-attack.htmlUnited States of AmericaUndetermined

New Kent Co. Public Schools are hit by a ransomware attack ahead of new school year.https://www.databreaches.net/va-ransomware-attack-hits-new-kent-co-public-schools-ahead-of-new-school-year/United States of AmericaUndetermined

A Capital & Coast DHB staff member falls victim to an email phishing scam which took thousands of emails from their address.https://www.databreaches.net/nz-hospital-emails-stolen-in-phishing-scam/New ZealandUndetermined

Criminals steal more than ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â '''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¢ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â '''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¬1.5 million ($1.65 million) from OLB by cloning customer debit cards and then cashing out user funds across Brazil, despite the original cards being protected by EMV (chip-and-PIN) technology.https://www.zdnet.com/article/german-bank-loses-eur1-5-million-in-mysterious-cashout-of-emv-cards/Germany Undetermined

Imperva discloses a security incident that impacts customers of its cloud Web Application Firewall. Apparently the intruders made off with customer API keys and SSL certificates.https://krebsonsecurity.com/2019/08/cybersecurity-firm-imperva-discloses-breach/#more-48736Israel Undetermined

Tens of thousands of Australians have had their personal banking information hacked by fraudsters, after fraudulent accounts worked to generate a series of random numbers and retrieve the victims' PayID details.https://7news.com.au/lifestyle/personal-finance/westpac-customers-urged-to-remain-vigilant-after-hackers-accessed-c-417666Australia Undetermined

The Rockville Center, N.Y. School District pays an $88,000 ransom to regain access to files encrypted by Ryuk ransomware. The attack took place on July 25.https://www.scmagazine.com/home/security-news/ransomware/rockville-center-school-district-pays-100000-ransom/United States of AmericaUndetermined

Hostinger discloses a security incident that impacted its platform and users. A hacker gained access to an internal server, where he found an authorization token for an internal API used to retrieve information about up to 14 million clients.https://www.zdnet.com/article/hostinger-resets-customer-passwords-after-security-incident/LiechtensteinUndetermined

A ransomware attack forces emergency shutdown of Lake County government servers.https://www.databreaches.net/in-ransomware-attack-forces-emergency-shutdown-of-lake-county-government-servers-it-working-through-weekend-to-purge-system/United States of AmericaUndetermined

Mastercard discloses a data breach to the German and Belgian Data Protection Authorities involving customer data from the company's Priceless Specials loyalty program. Two files with the details of the loyalty program members are leaked on the Internet.https://www.bleepingcomputer.com/news/security/mastercard-reports-data-breach-to-german-and-belgian-dpas/Germany Undetermined

Lyons Companies announces that two employee email accounts were accessed without authorization  between February 4 and March 12, 2019.https://www.databreaches.net/lyons-companies-breach-notice/United States of AmericaUndetermined

Mastercard discloses a data breach to the German and Belgian Data Protection Authorities involving customer data from the company's Priceless Specials loyalty program. Two files with the details of the loyalty program members are leaked on the Internet.https://www.bleepingcomputer.com/news/security/mastercard-reports-data-breach-to-german-and-belgian-dpas/Belgium Undetermined

The domain of Sonoma Valley Hospital is hijacked.https://healthitsecurity.com/news/sonoma-valley-hospital-website-email-addresses-hijackedUnited States of AmericaUndetermined

Researchers from FireEye reveal that back in February, a hacker broke into a leading India-based healthcare website, stealing 6.8 million records containing patient and doctor information.https://www.databreaches.net/hackers-attack-indian-healthcare-website-steal-68/India Undetermined

Alberta Health Services warns 7,000 patients their personal health information is compromised in an email hack.https://www.databreaches.net/alberta-health-services-warns-7000-patients-their-personal-health-information-compromised-in-email-hack/Canada Undetermined

Astro announces that its database was accessed impacting customer data.https://www.databreaches.net/my-astro-customer-data-and-personal-details-leaked-yet-again/Malaysia Undetermined

Massachusetts General Hospital (MGH) exposed private data, including genetic information, on 9,900 people participating in research programs, after an "unauthorized third party" gained access to the data between June 10 and June 16.https://www.scmagazine.com/home/security-news/data-breach/mass-general-breach-exposes-private-info-on-9900-in-research-programs/United States of AmericaUndetermined

Researchers from Cyren discover Syrk, a ransomware, in disguise of an aimbot cheat tool, targeting Fortnite players.https://www.forbes.com/sites/daveywinder/2019/08/22/fortnite-hack-warning-issued-for-250-million-players/#3279d839ffd2United States of AmericaUndetermined

A threat actor targeted a number of foreign ministries, a Chinese technology company, Stanford University, think tanks in the United States and the United Kingdom, and other entities that have focused on North Korea's nuclear efforts or the related international sanctions. The threat actor created a network of malicious websites imitating the login portals of targets.https://www.cyberscoop.com/north-korean-hacking-espionage-phishing/United States of AmericaAfghanistan
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A threat actor targeted a number of foreign ministries, a Chinese technology company, Stanford University, think tanks in the United States and the United Kingdom, and other entities that have focused on North Korea's nuclear efforts or the related international sanctions. The threat actor created a network of malicious websites imitating the login portals of targets.https://www.cyberscoop.com/north-korean-hacking-espionage-phishing/Slovakia Afghanistan

A threat actor targeted a number of foreign ministries, a Chinese technology company, Stanford University, think tanks in the United States and the United Kingdom, and other entities that have focused on North Korea's nuclear efforts or the related international sanctions. The threat actor created a network of malicious websites imitating the login portals of targets.https://www.cyberscoop.com/north-korean-hacking-espionage-phishing/France Afghanistan

The Hospice of San Joaquin notifies the California Attorney General's Office that it had suffered a ransomware attack on July 2.https://www.databreaches.net/hospice-of-san-joaquin-discloses-ransomware-attack/United States of AmericaUndetermined

A scammer is able to successfully fool the City of Saskatoon into transferring them a little over $1 million. Part of the money is recovered though.https://www.bleepingcomputer.com/news/security/scammer-tricks-city-into-1-million-wire-transfer/United States of AmericaUndetermined

The PokerTracker website is compromised and loaded with a Magecart script.https://www.bleepingcomputer.com/news/security/pokertrackercom-hacked-to-inject-payment-card-stealing-script/Panama Undetermined

The Macon County Circuit Clerk's website is defaced.https://cyware.com/news/macon-county-circuit-clerk-website-hacked-by-iranian-hackers-51e72053United States of AmericaUndetermined

The Portland Public Schools district falls victim of a BEC scam costing around $2.9 million (but manages to recover the stolen amount).https://www.bleepingcomputer.com/news/security/portland-public-schools-recovers-29-million-lost-in-bec-scam/United States of AmericaUndetermined

The UK Russian Embassy is taken down by a DDoS attack and remains unreliable for nearly 20 hours.https://www.rt.com/newsline/466908-ddos-russian-embassy-london/Russian FederationUndetermined

A cyber attack takes down the websites of four Wairarapa medical practices: Tu Ora Compass Health, Kuripuni, Greytown, Featherston, and Carterton medical centres.https://www.databreaches.net/nz-cyber-attack-hits-medical-centres/New ZealandUnited States of America
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Tivoli, the popular amusement park in Denmark, reveals that its website was compromised early August and up to a thousand guests had their personal information stolen.https://www.databreaches.net/hackers-target-denmarks-tivoli-park-steal-information-of-up-to-1000-guests/Denmark Undetermined
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Cable One Inc. reveals that the compromise of 14 email accounts earlier this year could have affected the personal information of some current and former employees and their family members.https://www.databreaches.net/cable-one-email-data-breach-could-affect-employees-family-members/United States of AmericaUndetermined

Michigan Medicine notifies approximately 5,500 patients about a phishing email campaign that may have exposed some of their health information. The attack was discovered between July 9 and July 12.https://www.databreaches.net/michigan-medicine-notifies-patients-of-health-information-breach/United States of AmericaUndetermined

A coordinated ransomware attack takes down 23 government ggencies across Texas.https://gizmodo.com/23-texas-government-agencies-knocked-offline-in-coordin-1837372109United States of AmericaUndetermined

Virginia State Police announces to have recovered part of the money ($600,000) stolen from Spotsylvania County in a phishing attack earlier in July.https://www.databreaches.net/police-recover-chunk-of-spotsylvania-county-money-stolen-in-phishing-scam/United States of AmericaUndetermined

KNEO radio station is hit by a ransomware attack.https://www.databreaches.net/kneo-radio-station-attacked-by-ransomware/United States of AmericaUndetermined

NCH Healthcare System discloses a phishing attack to some employees' email accounts.https://www.databreaches.net/fl-nch-healthcare-system-investigating-impact-of-phishing-attack/United States of AmericaUndetermined

Virginia Gay Hospital notifies patients after discovering a compromised employee email account.https://www.databreaches.net/ia-virginia-gay-hospital-notifies-patients-after-discovering-compromised-employee-email-account/United States of AmericaUndetermined

The San Dieguito Union High School District sends out an email alerting them of a malware attack on August 9.https://www.databreaches.net/ca-malware-attack-targets-san-dieguito-union-high-school-district/United States of AmericaUndetermined



The European Central Bank uncovers a data breach in its Bank newsletter. The attackers had access for months to the contact information of hundreds of financial industry subscribers to the Banks' Integrated Reporting Dictionary (BIRD) website.https://www.securityweek.com/ecb-uncovers-data-breach-bank-newsletterGermany Undetermined

Eye Care Associates Inc., is the victim of a ransomware attack. The attack occurred approximately two weeks before.https://www.databreaches.net/healthcare-entities-continue-to-be-targeted-eye-care-provider-in-ohio-hit-with-ransomware-dental-practice-in-minnesota-reports-cyberattack/United States of AmericaUndetermined

Supermarket chain Hy-Vee publishes a warning to customers, after staff discovered a security breach on some of its point-of-sale (PoS) systems.https://www.zdnet.com/article/hy-vee-issues-warning-to-customers-after-discovering-point-of-sale-breach/United States of AmericaUndetermined

Bayview Dental is hit by an unspecified cyber attack. The attack was discovered on July 4.https://www.databreaches.net/healthcare-entities-continue-to-be-targeted-eye-care-provider-in-ohio-hit-with-ransomware-dental-practice-in-minnesota-reports-cyberattack/United States of AmericaUndetermined

The Indian Army detects a cybersecurity incident involving the computer of a senior office infected with malware.https://www.databreaches.net/indianindian-army-detects-cybersecurity-breach-in-northern-command-officers-computer/India Undetermined

Hackers claim to have stolen 700,000 guest records belonging to Choice Hotels, one of the largest hotel chains in the world. The data was left exposed in an unsecured MongoDB.https://www.comparitech.com/blog/vpn-privacy/choice-hotels-data-leak/United States of AmericaUndetermined

According to a parliamentary committee, a foreign state is believed to be behind a cyberattack on the Czech Foreign Ministry.https://www.reuters.com/article/us-czech-security-cyber/foreign-power-was-behind-cyber-attack-on-czech-ministry-senate-idUSKCN1V31DSCzechia Undetermined

Hackers from Raidforums breach the site of rival hacking forum Cracked.to and spill data for more than 321,000 of its members. The breach occurred in July.https://arstechnica.com/information-technology/2019/08/hacker-sites-incriminating-database-published-online-by-rival-group/UndeterminedUndetermined

Hackers leak 700 GB of data obtained from the government of Argentina, including confidential documents, wiretaps and biometric information from the Argentine Federal Police, along with the personal data of police officers. The Twitter account of the Argentine Naval Prefecture was hacked as well and used to share the stolen infomration and post fake news stories.https://www.databreaches.net/hackers-leaked-sensitive-government-data-in-argentina-and-nobody-cares/Argentina Undetermined

Hackers leak 700 GB of data obtained from the government of Argentina, including confidential documents, wiretaps and biometric information from the Argentine Federal Police, along with the personal data of police officers. The Twitter account of the Argentine Naval Prefecture was hacked as well and used to share the stolen information and post fake news stories.https://www.databreaches.net/hackers-leaked-sensitive-government-data-in-argentina-and-nobody-cares/Argentina Undetermined

VandaTheGod defaces multiple sites associated with the University of Florida.https://www.databreaches.net/university-of-florida-websites-hacked/United States of AmericaUnited States of America

Nearly 11,000 Mid-Valley Behavioral Care Networks (BCN) are notified of a potential breach of their data, after a phishing attack on two employee email accounts.https://healthitsecurity.com/news/sonoma-valley-hospital-website-email-addresses-hijackedUnited States of AmericaUndetermined

Air New Zealand sends e-mails to customers enrolled in its Airpoints loyalty program?????? to warn them of a phishing attack that successfully compromised the email accounts of two staff members.https://www.bleepingcomputer.com/news/security/customer-information-exposed-in-air-new-zealand-phishing-attack/New ZealandUndetermined

TAFE NSW has two dozen employees hit by a phishing attack.https://www.databreaches.net/au-tafe-nsw-staff-details-stolen-after-computer-systems-allegedly-hacked/Australia Undetermined

Transport for London (TfL) is forced to temporarily suspend the website for its Oyster system after an apparent credential stuffing attack on customers.https://www.infosecurity-magazine.com/news/tfl-suspends-oyster-site/United Kingdom of Great Britain and Northern IrelandUndetermined

The Township of Maplewood discovers a malware infection. The infection started on December 2018.https://www.databreaches.net/township-of-maplewood-nj-provides-media-notification-of-data-security-incident/United States of AmericaUndetermined

The website for the National Baseball Hall of Fame is hacked to include a  MageCart script that stole the payment information of customers who purchased items on the site. The infection occurred between November 15, 2018 and May 14, 2019.https://www.bleepingcomputer.com/news/security/national-baseball-hall-of-fame-hit-by-payment-card-stealing-attack/United States of AmericaUndetermined

US banking and insurance giant State Farm says it suffered a credential stuffing attack in July, during which "a bad actor" was able to confirm valid usernames and passwords for State Farm online accounts.https://www.zdnet.com/article/state-farm-says-hackers-confirmed-valid-usernames-and-passwords-in-credentials-stuffing-attack/United States of AmericaUndetermined

A threat actor broke into the systems of Bahrain's National Security Agency, Ministry of Interior, and office of the first deputy prime minister. On July 25, 2019, Bahraini authorities detected intrusions into its electric and water authority that shut down several systems. The attacks were similar to two hacks in 2012, in which the Shamoon virus was used to knock Qatar's natural gas firm RasGas offline and wipe data from the hard drives at Saudi Aramco, Saudi Arabia's national oil company. Iran is believed to be behind the attacks.https://www.forbes.com/sites/zakdoffman/2019/08/08/iranian-hackers-suspected-of-cyberattacks-on-bahrain-sending-message-beyond-the-gulf-report/?sh=1fed0241324bBahrain Undetermined

A threat actor broke into the systems of Bahrain's National Security Agency, Ministry of Interior, and office of the first deputy prime minister. On July 25, 2019, Bahraini authorities detected intrusions into its electric and water authority that shut down several systems. The attacks were similar to two hacks in 2012, in which the Shamoon virus was used to knock Qatar's natural gas firm RasGas offline and wipe data from the hard drives at Saudi Aramco, Saudi Arabia's national oil company. Iran is believed to be behind the attacks.https://www.forbes.com/sites/zakdoffman/2019/08/08/iranian-hackers-suspected-of-cyberattacks-on-bahrain-sending-message-beyond-the-gulf-report/?sh=1fed0241324bBahrain Undetermined

A threat actor broke into the systems of Bahrain's National Security Agency, Ministry of Interior, and office of the first deputy prime minister. On July 25, 2019, Bahraini authorities detected intrusions into its electric and water authority that shut down several systems. The attacks were similar to two hacks in 2012, in which the Shamoon virus was used to knock Qatar's natural gas firm RasGas offline and wipe data from the hard drives at Saudi Aramco, Saudi Arabia's national oil company. Iran is believed to be behind the attacks.https://www.forbes.com/sites/zakdoffman/2019/08/08/iranian-hackers-suspected-of-cyberattacks-on-bahrain-sending-message-beyond-the-gulf-report/?sh=1fed0241324bBahrain Undetermined

The US Department of Justice reveals that an AT&T employees took bribes to unlock millions of smartphones, and to install malware and unauthorized hardware on the company's network.https://www.zdnet.com/article/at-t-employees-took-bribes-to-plant-malware-on-the-companys-network/United States of AmericaUnited States of America

Camp Verde Unified School District reveals to have been hit by a ransomware attack.https://www.databreaches.net/az-camp-verde-unified-school-district-hit-with-ransomware-attack-as-school-year-starts/United States of AmericaUndetermined

CafePress, the custom T-shirt and merchandise company, is hacked. According to various reports, the breach that compromised more than 23 million accounts happened on February 20.https://www.forbes.com/sites/daveywinder/2019/08/05/cafepress-hacked-23m-accounts-compromised-is-yours-one-of-them/#3423549c407eUnited States of AmericaUndetermined

Researchers from ESET reveal the details of Machete, a cyber espionage group active since 2010, stealing sensitive files from the Venezuelan military.https://www.zdnet.com/article/a-cyber-espionage-group-has-been-stealing-files-from-the-venezuelan-military/Venezuela (Bolivarian Republic of)Undetermined

A Russian hacker sells on a top-tier underground forum close to 900,000 gift cards with a total value estimated at $38 million. The cards are allegedly stolen from Cardpool.com.https://www.bleepingcomputer.com/news/security/hacker-sells-38m-worth-of-gift-cards-from-thousands-of-shops/United States of AmericaUndetermined

The online access portal for Murfreesboro Water Department bill payment is defaced.https://www.databreaches.net/tn-murfreesboro-water-departments-bill-pay-website-hacked/United States of AmericaUndetermined

Presbyterian Healthcare Services is the victim of a phishing attack impacting around 183,000 patients and health plan members.https://www.databreaches.net/presbyterian-data-breach-affects-some-183000-patients/United States of AmericaUndetermined

SuperINN notifies its clients of a hack impacting more than 43,000 consumers.https://www.databreaches.net/superinn-plus-notifying-clients-of-hack-more-than-43000-consumers-impacted/United States of AmericaUndetermined

The City of Naples, Florida, loses $700,000 after a spear phishing attack.https://securityaffairs.co/wordpress/89703/cyber-crime/naples-city-cyberattack.htmlUnited States of AmericaUndetermined

Broken Arrow Public Schools are hit by a ransomware attack.https://www.databreaches.net/broken-arrow-schools-victim-of-ransomware-attack/United States of AmericaUndetermined

Poshmark, an online marketplace where North American users can buy and sell new or used clothes, shoes, and accessories, discloses a data breach: an unauthorized party gained access to its servers from where it stole personal information.https://www.zdnet.com/article/poshmark-clothing-marketplace-says-hacker-stole-customer-details/United States of AmericaUndetermined

StockX, a popular site for buying and selling sneakers and other apparel, resets customer passwords after it is hacked back in May. More than 6.8 million records were stolen.https://techcrunch.com/2019/08/03/stockx-hacked-millions-records/United States of AmericaUndetermined

A bookseller in Mexico named LibrerÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â-a PorrÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Âºa leaves a MongoDB exposed on the Internet and has the 2.1 customer records stolen and replaced by a ransom note.https://www.bleepingcomputer.com/news/security/ransom-note-replaces-21m-customer-records-on-open-mongodb/Mexico Undetermined

Gadsden Independent School District is hit by a ransomware attack.https://www.tripwire.com/state-of-security/security-data-protection/gadsden-independent-school-district-discloses-malware-attack/United States of AmericaUndetermined

Pearson PLC, the British maker of educational software, warns school districts that a 2018 data breach has exposed details on thousands of students, chiefly in the U.S.https://www.wsj.com/articles/pearson-hack-exposed-details-on-thousands-of-u-s-students-11564619001United Kingdom of Great Britain and Northern IrelandUndetermined

The Randolph County website is defaced.https://www.databreaches.net/dozens-of-government-websites-defaced-by-vandathegod-hacktivists/United States of AmericaUnited States of America

Tangipahoa Parish School District is hit by a ransomware attack.https://securityaffairs.co/wordpress/89194/cyber-crime/louisiana-schools-cyber-attacks.htmlUnited States of AmericaUndetermined

A ransomware attack delays the school year's opening.https://www.bleepingcomputer.com/news/security/malware-attack-delays-alabama-districts-school-year-twice/United States of AmericaUndetermined

After falling for a BEC scam, Cabarrus County in North Carolina loses $1,728,082.60 after sending $2.5 million to scammers pretending to be contractors building the county's new high school.https://www.bleepingcomputer.com/news/security/north-carolina-county-lost-17-million-in-bec-scam/United States of AmericaUndetermined

Sure is the victim of a phishing attack that steals around 400 suppliers', employees' and former employees' data.https://gsy.bailiwickexpress.com/gsy/news/phishing-attack-steals-sure-employees-details/#.XW9ypVDRbxhUnited Kingdom of Great Britain and Northern IrelandUndetermined

A suspected hacker claims to have stolen the personal information of about 2,500 LAPD officers, trainees, and recruits, along with approximately 17,500 police officer applicants.https://www.nbclosangeles.com/news/local/LAPD-Police-Officers-Personal-Information-Stolen-Data-Breach-513340401.htmlUnited States of AmericaUndetermined

Capital One discloses a data breach impacting 100 million people in the United States, and 6 million in Canada. Data between 2005 and 2019 was accessed and related to information on consumers at the time when they applied for a credit card.https://www.zdnet.com/article/100-million-americans-and-6-million-canadians-caught-up-in-capital-one-breach/United States of AmericaUndetermined

The Watertown City School District is the latest to be hit with a cyberattack.https://www.scmagazine.com/home/security-news/cyberattack/cyberattack-strikes-watertown-schools/United States of AmericaUndetermined

ProtonMail reveals that Reporters investigating Russian military intelligence have been targeted by highly sophisticated cyberattacks through their encrypted email accounts, with evidence suggesting Moscow was responsible.https://www.thelocal.ch/20190729/swiss-based-email-provider-protonmail-targeted-in-cyberattackSwitzerlandUndetermined

A hacker gain access to internal files and documents owned by security company and former SSL certificate issuer Comodo by using an email address and password mistakenly exposed on the internet (GitHub).https://techcrunch.com/2019/07/27/comodo-password-access-data/United States of AmericaUndetermined

Bayamn Medical Center and its affiliated Puerto Rico Women And Children's Hospital are hit by a ransomware attack.https://www.databreaches.net/puerto-rico-two-hospitals-report-ransomware-incident-potentially-affecting-more-than-520000-patients/United States of AmericaUndetermined

Bayamn Medical Center and its affiliated Puerto Rico Women And Children's Hospital are hit by a ransomware attack.https://www.databreaches.net/puerto-rico-two-hospitals-report-ransomware-incident-potentially-affecting-more-than-520000-patients/United States of AmericaUndetermined

Blastech Mobile is hit by a ransomware attack.https://www.databreaches.net/second-entity-in-mobile-alabama-hit-with-ransomware/United States of AmericaUndetermined

DNForum.com sends out password reset requests to its users after attempts to access the accounts.https://www.databreaches.net/dnforum-sends-out-password-reset/United States of AmericaUndetermined

Lincoln County Sheriff's Office is hit by a ransomware attack.https://www.databreaches.net/hackers-attack-cabarrus-anson-lincoln-county-websites-computers/United States of AmericaUndetermined

The City of Concord website is defaced with offensive images.https://www.databreaches.net/hackers-attack-cabarrus-anson-lincoln-county-websites-computers/United States of AmericaUndetermined

The Anson County website is defaced with offensive images.https://www.databreaches.net/hackers-attack-cabarrus-anson-lincoln-county-websites-computers/United States of AmericaUndetermined

And the Georgia Capitol Police is the third victim of the same attack.http://www.fox5atlanta.com/news/multiple-georgia-state-law-enforcement-agencies-hit-by-ransomware-attackUnited States of AmericaUndetermined

The same attack also hits the State Capitol Police.http://www.fox5atlanta.com/news/multiple-georgia-state-law-enforcement-agencies-hit-by-ransomware-attackUnited States of AmericaUndetermined



A ransomware attack hits the Georgia State Patrol.http://www.fox5atlanta.com/news/multiple-georgia-state-law-enforcement-agencies-hit-by-ransomware-attackUnited States of AmericaUndetermined

A disgruntled administrator leaves a backdoor in Club Penguin Rewritten (a kids' gaming website) that enabled hackers to steal login data for a little over 4 million accounts.https://www.bleepingcomputer.com/news/security/logins-stolen-from-admin-backdoored-club-penguin-rewritten-site/United States of AmericaUnited States of America

Park DuValle Community Health Center is hit by a ransomware attack and pays hackers nearly $70,000 in hopes of unlocking the medical records of some 20,000 patients.https://www.databreaches.net/ky-park-duvalle-health-center-pays-70000-ransom-for-patient-records-in-cyberattack/United States of AmericaUndetermined

The Brazilian Justice Ministry reveals that cellphones used by President Jair Bolsonaro were a target of cyber attacks.https://www.reuters.com/article/us-brazil-politics/brazil-president-bolsonaros-cellphones-targeted-by-hackers-justice-ministry-idUSKCN1UK1VDBrazil Undetermined

City Power, a major electricity supplier in South Africa's largest city has suffered a ransomware attack, leaving some residents without power. More than a quarter of a million people might have been affected.https://www.bbc.com/news/technology-49125853South AfricaUndetermined

A threat actor broke into the systems of Bahrain's National Security Agency, Ministry of Interior, and office of the first deputy prime minister. On July 25, 2019, Bahraini authorities detected intrusions into its electric and water authority that shut down several systems. The attacks were similar to two hacks in 2012, in which the Shamoon virus was used to knock Qatar's natural gas firm RasGas offline and wipe data from the hard drives at Saudi Aramco, Saudi Arabia's national oil company. Iran is believed to be behind the attacks.https://www.forbes.com/sites/zakdoffman/2019/08/08/iranian-hackers-suspected-of-cyberattacks-on-bahrain-sending-message-beyond-the-gulf-report/?sh=1fed0241324bBahrain Undetermined

Grays Harbor Community Hospital is hit by a ransomware attack (and plays mum).https://www.databreaches.net/wa-hospital-still-mum-on-ransomware-attack/United States of AmericaUndetermined

Springhill Medical Center is the victim of a ransomware attack.https://www.databreaches.net/springhill-medical-center-victim-of-ransomware-attack/United States of AmericaUndetermined

The New Haven Public School district is hit by a recent ransomware attack.https://www.databreaches.net/new-haven-public-schools-hit-by-ransomware-attack/United States of AmericaUndetermined

Researchers from Imperva reveal that an undisclosed streaming service was hit by a massive DDoS attack that lasted for 13 days, launched from 402,000 different IPs, with a peak flow of 292,000 requests per second.https://www.welivesecurity.com/2019/07/25/streaming-service-ddos/UndeterminedUndetermined

Vigo County is hit by a ransomware attack.https://securityaffairs.co/wordpress/88860/malware/indiana-county-ransomware-attacks.htmlUnited States of AmericaUndetermined

Intrusion Truth, an online group of anonymous cyber-security analysts, reveals the details of APT17 (AKA Deputy Dog and Axiom) another cyber-espionage hacking group linked to the Chinese government.https://www.zdnet.com/article/apt-doxing-group-expose-apt17-as-jinan-bureau-of-chinas-security-ministry/China Undetermined

Ouachita  Parish School District is hit by a ransomware attack.https://www.zdnet.com/article/louisiana-governor-declares-state-emergency-after-local-ransomware-outbreak/United States of AmericaUndetermined

Sabine Parish School District is hit by a ransomware attack.https://arstechnica.com/tech-policy/2019/07/louisiana-declares-state-emergency-in-response-to-ransomware-attack/United States of AmericaUndetermined

Morehouse Parish School District is hit by a ransomware attack.https://arstechnica.com/tech-policy/2019/07/louisiana-declares-state-emergency-in-response-to-ransomware-attack/United States of AmericaUndetermined

A threat actor, believed to be the Chinese APT Winnti, used aÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â '''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â Trojan horse to gain aÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â '''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â remote backdoor access to German energy technology company Siemens, chemical firm BASF, and consumer goods company Henkel. Non-German companies Roche, Lion Air, and Marriott, among others, were also targeted.https://www.cpomagazine.com/cyber-security/winnti-malware-rampages-through-major-international-companies/Germany China
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A threat actor, believed to be the Chinese APT Winnti, used aTrojan horse to gain aremote backdoor access to German energy technology company Siemens, chemical firm BASF, and consumer goods company Henkel. Non-German companies Roche, Lion Air, and Marriott, among others, were also targeted.https://www.cpomagazine.com/cyber-security/winnti-malware-rampages-through-major-international-companies/United States of AmericaChina
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A threat actor, believed to be the Chinese APT Winnti, used aÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â '''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â Trojan horse to gain aÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â '''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â remote backdoor access to German energy technology company Siemens, chemical firm BASF, and consumer goods company Henkel. Non-German companies Roche, Lion Air, and Marriott, among others, were also targeted.https://www.cpomagazine.com/cyber-security/winnti-malware-rampages-through-major-international-companies/Indonesia China

A threat actor, believed to be the Chinese APT Winnti, used aÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â '''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â Trojan horse to gain aÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â '''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â remote backdoor access to German energy technology company Siemens, chemical firm BASF, and consumer goods company Henkel. Non-German companies Roche, Lion Air, and Marriott, among others, were also targeted.https://www.cpomagazine.com/cyber-security/winnti-malware-rampages-through-major-international-companies/SwitzerlandChina

A threat actor, believed to be the Chinese APT Winnti, used aÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â '''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â Trojan horse to gain aÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â '''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â remote backdoor access to German energy technology company Siemens, chemical firm BASF, and consumer goods company Henkel. Non-German companies Roche, Lion Air, and Marriott, among others, were also targeted.https://www.cpomagazine.com/cyber-security/winnti-malware-rampages-through-major-international-companies/Germany China

A threat actor, believed to be the Chinese APT Winnti, used aÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â '''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â Trojan horse to gain aÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â '''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â remote backdoor access to German energy technology company Siemens, chemical firm BASF, and consumer goods company Henkel. Non-German companies Roche, Lion Air, and Marriott, among others, were also targeted.https://www.cpomagazine.com/cyber-security/winnti-malware-rampages-through-major-international-companies/Germany China

A threat actor, believed to be the Chinese APT Winnti, used aÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â '''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â Trojan horse to gain aÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â '''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â remote backdoor access to German energy technology company Siemens, chemical firm BASF, and consumer goods company Henkel. Non-German companies Roche, Lion Air, and Marriott, among others, were also targeted.https://www.cpomagazine.com/cyber-security/winnti-malware-rampages-through-major-international-companies/Germany China

Dr. Carl Bilancione Dentist s the latest victim of a ransomware attack.https://www.databreaches.net/maitland-dentist-office-threatened-with-20000-ransomware/United States of AmericaUndetermined

Personal information for as many as 70,000 public school students may have been compromised after Graduation Alliance, a University of Hawaii vendor, detected "suspicious" unauthorized access to one of its servers.https://www.databreaches.net/personal-information-for-70000-hawaii-students-potentially-compromised/United States of AmericaUndetermined

The Tennessee Higher Education Commission investigates a possible data breach of a 3rd party vendor, that potentially has exposed personal information of thousands of students.https://www.databreaches.net/tn-data-breach-of-vendor-puts-personal-info-of-tn-high-school-students-at-risk/United States of AmericaUndetermined

A threat actor conducted a phishing attack on Bellingcat who have been probing Russian intelligence activities. The phishing email was sent to Christo Grozev, a Bellingcat contributor. APT28 is suspected to be the threat actor.https://threatconnect.com/blog/building-out-protonmail-spoofed-infrastructure/United Kingdom of Great Britain and Northern IrelandRussian Federation

The planning portal of Milton Keynes Council is crippled by a cyber attack.https://www.ibtimes.sg/englands-milton-keynes-council-hit-by-cyber-attack-31838United Kingdom of Great Britain and Northern IrelandUndetermined

The Butler County Federated Library System is hit by a ransomware attack.https://www.databreaches.net/pa-ransomware-attack-hits-local-libraries/United States of AmericaUndetermined

Jessica Alba's Twitter Account is hacked and starts to post racial tweets.https://heavy.com/news/2019/07/jessica-alba-twitter-hacked/United States of AmericaUndetermined

Florien High School is hit by a ransomware attack.https://arstechnica.com/tech-policy/2019/07/louisiana-declares-state-emergency-in-response-to-ransomware-attack/United States of AmericaUndetermined

Taiwan job bank 1111 confirms that the personal data of its online members was hacked and leaked to a foreign-based hacker forum.https://www.databreaches.net/personal-data-of-users-on-1111-job-bank-leaked-on-overseas-forum/Taiwan (Province of China)Undetermined

Cyber criminals hit Midlands Technical College computers with a malware.https://www.databreaches.net/sc-hackers-attack-midlands-tech/United States of AmericaUndetermined

Records and ID documents of some Lancaster University students are accessed in the phishing attack and fraudulent invoices are sent to undergraduate applicants. A british citizen is arrested few days after.https://www.theguardian.com/technology/2019/jul/23/lancaster-university-students-data-stolen-cyber-attackUnited Kingdom of Great Britain and Northern IrelandUndetermined

The Israeli Elite Force claims to have hacked the Palestinian Ministry of Interior.https://www.jerusalemonline.com/israeli-cyber-agency-hacks-palestinian-ministry-of-interior-database/Israel Israel

A group of hackers publish a list of email addresses and passwords they say they phished from users of gaming chat platform Discord.https://www.vice.com/en_us/article/evye3a/hackers-publish-list-of-discord-email-addresses-passwords-login-credentialsUnited States of AmericaUndetermined

The Metropolitan Police's Twitter account is hit by hackers who post a series of bizarre messages. The breach is due to the compromise of the MyNewsDesk platform.https://www.bbc.com/news/uk-england-london-49054332United Kingdom of Great Britain and Northern IrelandUndetermined

Wise Health notifies almost 36,000 patients after a phishing attack compromised employees' email accounts.https://www.databreaches.net/wise-health-notifies-almost-36000-after-phishing-attack-compromised-employees-email-accounts/United States of AmericaUndetermined

Edgepark Medical Supplies notifies 6,572 patients after a "password spray attack" occurred in May 2019.https://www.databreaches.net/oh-edgepark-medical-supplies-notifying-6572-patients-after-a-password-spray-attack/United States of AmericaUndetermined

The Town of Collierville's computer systems are hit by a ransomware attack.https://www.databreaches.net/tn-town-of-collierville-computer-systems-attacked-by-ransomware/United States of AmericaUndetermined

The Bahamas Ministry of Tourism is hit by a ransomware attack.https://www.databreaches.net/tourism-ministrys-servers-breached/Bahamas Undetermined

Henry County is hit by a malware attack.https://www.databreaches.net/ga-henry-county-networks-still-offline-five-days-after-malware-attack/United States of AmericaUndetermined

The Asian Art Museum in San Francisco is hit by a ransomware attack. The attack occurred in May.https://www.databreaches.net/hackers-demanded-ransom-in-may-attack-on-asian-art-museum-computers/United States of AmericaUndetermined

Slack resets the passwords for 1% of its users after receiving a batch of users' credentials related to the 2015 hack.https://www.zdnet.com/article/slack-resets-passwords-for-1-of-its-users-because-of-2015-hack/United States of AmericaUndetermined

Hackers target the systems of 62 colleges and universities by exploiting a vulnerability in third-party software used by the universities.https://www.zdnet.com/article/hackers-target-62-us-colleges-by-exploiting-erp-vulnerability/United States of AmericaUndetermined

The University of Alabama discovers a 2009 computer security incident involving a server for Brewer-Porch Children's Center. The server was accessed by outside hackers who got hold of 1,400 former clients, employees and medical providers.https://www.databreaches.net/university-of-alabama-warns-of-computer-breach-at-brewer-porch-center/United States of AmericaUndetermined

Puerto Rican governor Ricardo Rossell's private chat group messages are leaked on Telegram.https://www.scmagazine.com/home/security-news/rickygate-puerto-rican-governors-private-chat-group-messages-leaked-on-telegram/United States of AmericaUndetermined

iNSYNQ, a cloud computing provider of virtual desktop environments is down after its servers are infected with ransomware.https://www.zdnet.com/article/cloud-based-virtual-desktop-provider-hit-by-ransomware/United States of AmericaUndetermined

US mobile network operator Sprint says hackers broke into an unknown number of customer accounts via the Samsung.com "add a line" website. The breach occurred on June 22.https://www.zdnet.com/article/sprint-says-hackers-breached-customer-accounts-via-samsung-website/United States of AmericaUndetermined

Google warns Hong Kong activist Joshua Wong about government-backed hacking attempts.https://www.databreaches.net/google-warns-hong-kongs-joshua-wong-of-government-backed-hackers/China Undetermined

The Foodpanda Singapore Instagram account is hacked.https://www.ibtimes.sg/foodpanda-singapore-instagram-account-hacked-woman-receives-abusive-messages-31748Singapore Undetermined

The Lyon County School District is hit by a ransomware attack.https://www.databreaches.net/lyon-county-school-district-hacked-in-latest-cyber-attack-against-local-agencies/United States of AmericaUndetermined



A hacker steals the personal details of millions of Bulgarians and emails download links to local news publications. The data is believed to come from the country's National Revenue Agency (NRA). Kristian Boykov, a 20-year-old IT technician is arrested.https://www.zdnet.com/article/hacker-steals-data-of-millions-of-bulgarians-emails-it-to-local-media/Bulgaria Bulgaria

The city of New Bedford is hit by what appears to be a ransomware attack.https://www.scmagazine.com/home/security-news/ransomware/triple-cyberattacks-hit-new-bedford-gila-and-syracuse-schools/United States of AmericaUndetermined

A hacking group under the name 0v1ru$ breaches SyTech, a major FSB contractor, defaces the web site, manages to steal 7.5 terabytes of data, exposing secret FSB project to de-anonymize Tor browsing.https://www.forbes.com/sites/zakdoffman/2019/07/20/russian-intelligence-has-been-hacked-with-social-media-and-tor-projects-exposed/#42a16ef6b115Russian FederationRussian Federation

Onondaga County Libraries are hit by a ransomware attack.https://www.databreaches.net/ny-onondaga-libraries-hit-by-ransomware-attack/United States of AmericaUndetermined

MyDashWallet.org recommends that its users remove any funds from their wallets as the site has been compromised for the past two months, between May 13 and July 12.https://www.scmagazine.com/home/security-news/cryptocurrency/mydashwallet-compromised-for-two-months-wallet-keys-taken/NetherlandsUndetermined

Japanese cryptocurrency exchange Bitpoint suspends all services after losing about 3.5 billion yen ($32 million) in a hack that involved Ripple and other cryptocurrencies.https://www.bloomberg.com/news/articles/2019-07-12/japan-s-bitpoint-loses-32m-in-lastest-crypto-exchange-hackJapan Undetermined

The Northwest Indian College is hit by a Ryuk ransomware attack.https://www.databreaches.net/northwest-indian-college-suffered-major-file-loss-in-ryuk-ransomware-incident/United States of AmericaUndetermined

The personal data of 14,591 L.A. County patients is exposed after an employee of  Nemadji Research Corporation, a contractor that identifies and verifies patient eligibility for programs that reimburse care provided by DHS, is victim of a phishing attack.https://www.databreaches.net/data-breach-exposes-information-of-nearly-15000-patients-of-la-countys-department-of-health-services-officials-say/United States of AmericaUndetermined

Arlington County has revealed a cyber attack that penetrated the county's payroll system. The attack is the result of phishing.https://www.databreaches.net/va-arlington-investigating-cyber-attack-on-county-payroll-system/United States of AmericaUndetermined

KHSU the radio of Humboldt State University, is hit by a ransomware attack.https://www.databreaches.net/ca-khsu-hit-by-cyber-attack/United States of AmericaUndetermined

Monroe College is hit by a ransomware attack.https://nakedsecurity.sophos.com/2019/07/16/ransomware-attackers-demand-1-8m-from-us-college/United States of AmericaUndetermined

Researchers from ESET discover a zero-day exploit (CVE-2019-1132), deployed in a highly targeted attack in Eastern Europe.https://www.forbes.com/sites/daveywinder/2019/07/12/confirmed-microsoft-windows-zero-day-exploit-used-in-government-espionage-operation/#3c93afe1767dUndeterminedUndetermined

Philadelphia Federal Credit Union confirms a security breach involving 400 card holders.https://www.databreaches.net/philadelphia-federal-credit-union-confirms-security-breach/United States of AmericaUndetermined

The Gila County is hit by a ransomware attack.https://www.scmagazine.com/home/security-news/ransomware/triple-cyberattacks-hit-new-bedford-gila-and-syracuse-schools/United States of AmericaUndetermined

Syracuse City School is hit by ransomware.https://cnycentral.com/news/local/onondaga-county-library-syracuse-city-school-district-computers-crippled-by-ransomwareUnited States of AmericaUndetermined

The US Cost Guard publishes an alert after it was made aware of a cyber-security incident that impacted a vessel on an international voyage bound for the Port of New York.https://www.zdnet.com/article/us-coast-guard-warns-about-malware-designed-to-disrupt-ships-computer-systems/United States of AmericaUndetermined

La Porte County is hit by a ransomware attack and pays $130,000 to recover data.https://www.bleepingcomputer.com/news/security/la-porte-county-pays-130-000-ransom-to-ryuk-ransomware/United States of AmericaUndetermined

A new report reveals that Croatian government employees have been targeted by a state-sponsored actor between February and April this year, via the Empire and SilentTrinity backdoors.https://www.zdnet.com/article/croatian-government-targeted-by-mysterious-hackers/Croatia Undetermined

The Maryland Department of Labor (Maryland DoL) publishes a press release explaining that sensitive information of roughly 78,000 customers including names and social security numbers was accessed by an unauthorized party.https://www.bleepingcomputer.com/news/security/maryland-govt-agency-breach-exposes-names-ssns-of-78k-people/United States of AmericaUndetermined

Over $800,000 are stolen from the City of Griffin, Georgia, by scammers in a BEC (Business Email Compromise) attack by redirecting two transactions to their own bank accounts.https://www.bleepingcomputer.com/news/security/over-800-000-stolen-by-scammers-in-atlanta-area-city-bec-fraud/United States of AmericaUndetermined

American Land Title Association (ALTA) publishes a warning about hundreds of title company records having been supposedly stolen as part of a phishing campaign targeting ALTA members.https://www.bleepingcomputer.com/news/security/industry-breach-alert-published-by-us-national-trade-association-alta/United States of AmericaUndetermined

Three banks in Bangladesh are hit by the Silence group in May, suffering losses up to $3M.https://www.bleepingcomputer.com/news/security/silence-group-likely-behind-recent-3m-bangladesh-bank-heist/BangladeshUndetermined

Three banks in Bangladesh are hit by the Silence group in May, suffering losses up to $3M.https://www.bleepingcomputer.com/news/security/silence-group-likely-behind-recent-3m-bangladesh-bank-heist/BangladeshUndetermined

Three banks in Bangladesh are hit by the Silence group in May, suffering losses up to $3M.https://www.bleepingcomputer.com/news/security/silence-group-likely-behind-recent-3m-bangladesh-bank-heist/BangladeshUndetermined

A ransomware attack temporarily blocks St. John Ambulance staff from accessing its systems. The attack was detected and was resolved within half an hour.https://www.infosecurity-magazine.com/news/st-john-ambulance-hit-ransomware/United Kingdom of Great Britain and Northern IrelandUndetermined

Approximately 900 customers of 7-Eleven Japan have lost a collective of ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â '''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¥55 million ($510,000) after hackers hijacked their 7pay app accounts and made illegal charges in their names.https://www.zdnet.com/article/7-eleven-japanese-customers-lose-500000-due-to-mobile-app-flaw/Japan Undetermined

The GitHub account of Canonical Ltd., the company behind the Ubuntu Linux distribution, is hacked.https://www.zdnet.com/article/canonical-github-account-hacked-ubuntu-source-code-safe/United Kingdom of Great Britain and Northern IrelandUndetermined

The Chilean Ministry of Agriculture is hit by the DoppelPaymer ransomware.https://www.bleepingcomputer.com/news/security/new-doppelpaymer-ransomware-emerges-from-bitpaymers-code/Chile Undetermined

The Water and Power Authority of the US Virgin Islands is the victim of a Business Email Compromise scam, costing $2.3 million.https://stthomassource.com/content/2019/07/01/is-the-virgin-islands-the-latest-municipality-hit-by-cyber-crime/United States of AmericaUndetermined

The Georgia Court System is hit by a ransomware attack. The attackers demand around $2 million in Bitcoin to restore access.https://www.darkreading.com/perimeter/ransomware-hits-georgia-court-system/d/d-id/1335099United States of AmericaUndetermined

Someone hacks the website of the University of Ottawa Newspaper (called The Fulcrum) and deletes all the online content.https://www.cbc.ca/news/canada/ottawa/u-of-o-student-newspaper-hacked-content-deleted-1.5195809Canada Undetermined

More than 500 patient medical records and other personal information are at-risk as a result of an email phishing incident that targeted Summa Health employees.https://www.databreaches.net/oh-more-than-500-summa-health-patients-information-at-risk-after-possible-data-breach/United States of AmericaUndetermined

More than 500 patient medical records and other personal information are at-risk as a result of an email phishing incident that targeted Summa Health employees.https://www.databreaches.net/oh-more-than-500-summa-health-patients-information-at-risk-after-possible-data-breach/United States of AmericaUndetermined

The U.S. Virgin Islands Police Department is still struggling against a ransomware attack that occurred back in April.https://www.govtech.com/security/FBI-Works-to-Counter-the-Effects-of-Virgin-Island-PD-Hack.htmlUnited States of AmericaUndetermined

Bitrue is the latest victim of a hack against a crypto wallet. The funds of 90 people are accessed and $4 million worth of cryptocurrency is stolen.https://securityaffairs.co/wordpress/87663/hacking/bitrue-cryptocurrency-exchange-theft.htmlSingapore Undetermined

An intrusion at PCM Inc., a cloud solution provider, allows hackers to access email and file sharing systems for some of the company's clients. PCM discovered the intrusion in mid-May 2019. The attackers stole administrative credentials for Office 365.https://krebsonsecurity.com/2019/06/breach-at-cloud-solution-provider-pcm-inc/United States of AmericaUndetermined

Since early June, GPS signals at the Ben Gurion airport have been unreliable for pilots and planes using the location. Israeli authorities point the finger to Russia, who denies the accusations.https://www.bbc.com/news/technology-48786085Israel Undetermined

The Village of Key Biscayne is hit by a ransomware attack.https://www.scmagazine.com/home/security-news/village-of-key-biscayne-hit-with-a-cyberattack/United States of AmericaUndetermined

The U.S. Virgin Islands Police Department is still struggling against a ransomware attack occurred back in April.https://www.govtech.com/security/FBI-Works-to-Counter-the-Effects-of-Virgin-Island-PD-Hack.htmlUnited States of AmericaUndetermined

Bitrue is the latest victim of a hack against a crypto wallet. The funds of 90 people are accessed and $4 million worth of cryptocurrency is stolen.https://securityaffairs.co/wordpress/87663/hacking/bitrue-cryptocurrency-exchange-theft.htmlSingapore Undetermined

An intrusion at PCM Inc., a cloud solution provider, allows hackers to access email and file sharing systems for some of the company?s clients. PCM discovered the intrusion in mid-May 2019. The attackers stole administrative credentials for Office 365.https://krebsonsecurity.com/2019/06/breach-at-cloud-solution-provider-pcm-inc/United States of AmericaUndetermined

Reuters reveal that hackers working for Western intelligence agencies broke into Russian internet search company Yandex in late 2018. Apparently the attack was carried out with a Regin variant.https://www.reuters.com/article/us-usa-cyber-yandex-exclusive/exclusive-western-intelligence-hacked-russias-google-yandex-to-spy-on-accounts-sources-idUSKCN1TS2SXRussian FederationUndetermined

A press release reveals that for nearly two months this year, an unauthorized party had illegitimate access to the email accounts of certain employees working for the city of Sun Prairie.https://www.scmagazine.com/home/security-news/sun-prairie-wisc-warns-of-data-breach-after-intruder-accesses-employee-email-accounts/United States of AmericaUndetermined

Dominion National discloses a breach occurred as early as August 25, 2010. The breach was discovered on April 24, 2019, so ten years later.https://www.bleepingcomputer.com/news/security/dominion-national-discovers-breach-9-years-after-it-happened/United States of AmericaUndetermined

Borough of Westwood, discloses a data breach that began in December 2018.https://www.databreaches.net/borough-of-westwood-nj-provides-notice-of-a-data-breach-that-began-in-2018/United States of AmericaUndetermined

Tesco Twitter account is apparently hacked, changes its profile to a fake Bill Gates' profile, and starts promoting Bitcoin's scams.`https://www.bleepingcomputer.com/news/security/tesco-hacked-on-twitter-spoofs-bill-gates-and-pushes-btc-scam/United Kingdom of Great Britain and Northern IrelandUndetermined

A press release reveals that for nearly two months this year, an unauthorized party had illegitimate access to the email accounts of certain employees working for the city of Sun Prairie.https://www.scmagazine.com/home/security-news/sun-prairie-wisc-warns-of-data-breach-after-intruder-accesses-employee-email-accounts/United States of AmericaUndetermined

Tesco Twitter account is apparently hacked, changes its profile to a fake Bill Gates' profile, and starts promoting Bitcoin's scams.`https://www.bleepingcomputer.com/news/security/tesco-hacked-on-twitter-spoofs-bill-gates-and-pushes-btc-scam/United Kingdom of Great Britain and Northern IrelandUndetermined

SocialEngineered.net, a forum dedicated to social engineering announces to have been breached and data from tens of thousands of members leaked online.https://www.bleepingcomputer.com/news/security/social-engineering-forum-hacked-data-shared-on-leak-sites/United States of AmericaUndetermined

The Village of Key Biscayne is hit by a ransomware attack.https://www.scmagazine.com/home/security-news/village-of-key-biscayne-hit-with-a-cyberattack/United States of AmericaUndetermined

School District No. 5 Southeast Kootenay discloses an incident occurred on January 23 in which computers at the School Board Office and the Fernie Learning Centre were infected with the Emotet Virus.https://www.databreaches.net/ca-southeast-kootenay-school-district-reveals-that-they-suffered-emotet-attack-in-january/Canada Undetermined

Takeaway apps Deliveroo and Just Eat say they are working to combat fraud, after customers reported their accounts had been used to buy food they did not order.https://www.bbc.com/news/uk-48719098United Kingdom of Great Britain and Northern IrelandUndetermined

Takeaway apps Deliveroo and Just Eat say they are working to combat fraud, after customers reported their accounts had been used to buy food they did not order.https://www.bbc.com/news/uk-48719098United Kingdom of Great Britain and Northern IrelandUndetermined

Dominion National discloses a breach occurred as early as August 25, 2010. The breach was discovered on April 24, 2019, so ten years later.https://www.bleepingcomputer.com/news/security/dominion-national-discovers-breach-9-years-after-it-happened/United States of AmericaUndetermined

Riviera Beach agrees to pay $600,000 in ransom to hackers who took over its computer system in a ransomware attack.https://www.cbsnews.com/news/riviera-beach-florida-ransomware-attack-city-council-pays-600000-to-hackers-who-seized-its-computer-system/United States of AmericaUndetermined



Geraldton Catholic School confirms it was the victim of a cyber attack, saying bank account and credit card information may have been stolen, including signatures scanned when parents paid school fees.https://www.databreaches.net/parents-financial-details-stolen-in-cyber-attack-on-geraldton-catholic-school/Australia Undetermined

A report from NASA reveals an April 2018 security breach, wherein a Raspberry Pi that was not authorized to be linked to the JPL network was targeted by hackers.https://www.engadget.com/2019/06/20/nasa-jpl-cybersecurity-weaknesses/United States of AmericaUndetermined

SocialEngineered.net, a forum dedicated to social engineering announces to have been breached and data from tens of thousands of members leaked online.https://www.bleepingcomputer.com/news/security/social-engineering-forum-hacked-data-shared-on-leak-sites/United States of AmericaUndetermined

Riviera Beach agrees to pay $600,000 in ransom to hackers who took over its computer system in a ransomware attack.https://www.cbsnews.com/news/riviera-beach-florida-ransomware-attack-city-council-pays-600000-to-hackers-who-seized-its-computer-system/United States of AmericaUndetermined

Winrar.it, the italian distributor of the famous compression software, is hacked to distribute the Sodinokibi ransomware.https://www.bleepingcomputer.com/news/security/sodinokibi-ransomware-spreads-wide-via-hacked-msps-sites-and-spam/Italy Undetermined

The US launch a cyber-attack on Iranian weapons systems. The cyber-attack disables computer systems controlling rocket and missile launchers.https://www.bbc.com/news/world-us-canada-48735097Iran (Islamic Republic of)United States of America

Pennsylvania trucking firm A. Duie Pyle reports to have been hit with a ransomware attack.https://www.scmagazine.com/home/security-news/ransomware/a-duie-pyle-knocked-offline-by-ransomware-goes-extra-mile-to-keep-customers-informed/United States of AmericaUndetermined

Geraldton Catholic School confirms it was the victim of a cyber attack, saying bank account and credit card information may have been stolen, including signatures scanned when parents paid school fees.https://www.databreaches.net/parents-financial-details-stolen-in-cyber-attack-on-geraldton-catholic-school/Australia Undetermined

Online food ordering service EatStreet discloses a security incident between May 3 and May 17, which led to a data breach involving customer payment card information and sensitive info of delivery and restaurant partners.https://www.bleepingcomputer.com/news/security/hacker-steals-customer-payment-info-in-eatstreet-data-breach/United States of AmericaUndetermined

Seneca Nation Health System is hit by a ransomware attack.https://www.databreaches.net/ny-cyber-attacks-cripple-olean-medical-group-possibly-seneca-nation-health-system/United States of AmericaUndetermined

Olean Medical Group is hit by a ransomware attack.https://www.databreaches.net/ny-cyber-attacks-cripple-olean-medical-group-possibly-seneca-nation-health-system/United States of AmericaUndetermined

Tenx Systems reveals to have been hit by a ransomware attack discovered on April 9.https://www.prnewswire.com/news-releases/residex-software-announces-data-security-incident--minnesota-300869162.htmlUnited States of AmericaUndetermined

Online food ordering service EatStreet discloses a security incident between May 3 and May 17, which led to a data breach involving customer payment card information and sensitive info of delivery and restaurant partners.https://www.bleepingcomputer.com/news/security/hacker-steals-customer-payment-info-in-eatstreet-data-breach/United States of AmericaUndetermined

A report from NASA reveals an April 2018 security breach, wherein a Raspberry Pi that was not authorized to be linked to the JPL network was targeted by hackers.https://www.engadget.com/2019/06/20/nasa-jpl-cybersecurity-weaknesses/United States of AmericaUndetermined

Australian Catholic University (ACU) reveals that a data breach occurred on its systems as a result of a phishing attack discovered on May 22.https://www.zdnet.com/article/australian-catholic-university-phished-with-staff-accounts-and-systems-compromised/Australia Undetermined

Australian Catholic University (ACU) reveals that a data breach occurred on its systems as a result of a phishing attack discovered on May 22.https://www.zdnet.com/article/australian-catholic-university-phished-with-staff-accounts-and-systems-compromised/Australia Undetermined

Pennsylvania trucking firm A. Duie Pyle reports to have been hit with a ransomware attack.https://www.scmagazine.com/home/security-news/ransomware/a-duie-pyle-knocked-offline-by-ransomware-goes-extra-mile-to-keep-customers-informed/United States of AmericaUndetermined

Iran says it had exposed a large cyber espionage network allegedly run by the U.S. Central Intelligence Agency (CIA).https://www.reuters.com/article/us-usa-iran-cyber/iran-says-it-dismantled-a-us-cyber-espionage-network-idUSKCN1TI1IYIran (Islamic Republic of)United States of America

In response to a hack of her private photos, Bella Thorne reacts publishing the stolen pictures.https://securityaffairs.co/wordpress/87197/cyber-crime/bella-thorne-nude-photos.htmlUnited States of AmericaUndetermined

Missouri Southern State University (MSSU) states that it was alerted of a possible cyber attack triggered by a phishing email on January 9. The phishing attack made several victims among the university's employees.https://www.bleepingcomputer.com/news/security/three-us-universities-disclose-data-breaches-over-two-day-span/United States of AmericaUndetermined

Oregon State University (OSU) states that 636 student records and family records of students containing personally identifiable information were potentially affected by a data breach that occurred in early May, when an employee's email was hacked.https://www.bleepingcomputer.com/news/security/three-us-universities-disclose-data-breaches-over-two-day-span/United States of AmericaUndetermined

Graceland University says in a notice of data breach that an "unauthorized user gained access to the email accounts of current employees," on March 29, 2019, as well as "from April 1-30 and April 12-May 1, 2019, respectively."https://www.bleepingcomputer.com/news/security/three-us-universities-disclose-data-breaches-over-two-day-span/United States of AmericaUndetermined

Estes Park Health suffers a ransomware attack on June 2, and decides to pay the ransom to get the data back.https://www.databreaches.net/co-hit-by-ransomware-estes-park-health-decides-to-pay-the-ransom-to-get-decryption-keys/United States of AmericaUndetermined
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The New York Times, citing current and former government officials, reveals that the United States planted a potentially destructive malware in Russia's electric power grid.https://securityaffairs.co/wordpress/87220/cyber-warfare-2/malware-russian-power-grid.htmlRussian FederationUndetermined

N.E.O. Urology decides to pay attackers $75,000 after their computer systems were encrypted by ransomware.https://www.databreaches.net/oh-n-e-o-urology-pays-attackers-75000-after-ransomware-attack/United States of AmericaUndetermined

Seneca Nation Health System is hit by a ransomware attack.https://www.databreaches.net/ny-cyber-attacks-cripple-olean-medical-group-possibly-seneca-nation-health-system/United States of AmericaUndetermined
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Graceland University says in a notice of data breach that an "unauthorized user gained access to the email accounts of current employees," on March 29, 2019, as well as "from April 1-30 and April 12-May 1, 2019, respectively."https://www.bleepingcomputer.com/news/security/three-us-universities-disclose-data-breaches-over-two-day-span/United States of AmericaUndetermined

The city of Burlington says it has fallen victim to a $503,000 phishing scheme occurred on May 16.https://www.cbc.ca/news/canada/hamilton/city-of-burlington-falls-for-503-000-phishing-scheme-1.5174695Canada Undetermined

Symantec downplays a data breach that allowed a hacker to access passwords and a purported list of its clients. The companies states that the ?minor incident? involved ?an isolated, self-enclosed demo lab in Australiahttps://www.theguardian.com/technology/2019/jun/14/cybersecurity-giant-symantec-plays-down-unreported-breach-of-test-dataAustralia Undetermined

N.E.O. Urology decides to pay attackers $75,000 after their computer systems were encrypted by ransomware.https://www.databreaches.net/oh-n-e-o-urology-pays-attackers-75000-after-ransomware-attack/United States of AmericaUndetermined

Estes Park Health suffers a ransomware attack on June 2, and decides to pay the ransom to get the data back.https://www.databreaches.net/co-hit-by-ransomware-estes-park-health-decides-to-pay-the-ransom-to-get-decryption-keys/United States of AmericaUndetermined

Symantec downplays a data breach that allowed a hacker to access passwords and a purported list of its clients. The companies states that the "minor incident" involved an isolated, self-enclosed demo lab in Australiahttps://www.theguardian.com/technology/2019/jun/14/cybersecurity-giant-symantec-plays-down-unreported-breach-of-test-dataAustralia Undetermined

The city of Edcouch is hit by a ransomware attack.https://www.databreaches.net/tx-edcouch-hit-by-ransomware/United States of AmericaUndetermined

Telegram is hit by a DDoS attack. The attack seems to be originating from China and seems to be related to the protests in Hong Kong against a controversial extradition bill.https://www.bleepingcomputer.com/news/security/ddos-attack-on-telegram-messenger-leaves-users-hanging/United States of AmericaUndetermined

After a May 21, 2019, cyber-attack downed Philadelphia's online court system for e-filing and docketing services, issues remain throughout the county.https://www.theverge.com/2019/6/11/18661484/philadelphia-court-system-shutdown-computer-virus-document-file-systemUnited States of AmericaUndetermined

The U.S. Customs and Border Protection says that a data breach exposed photos of the faces and license plates for more than 100,000 travelers. The breach is allegedly related to the one suffered by Perceptics earlier this year.https://threatpost.com/data-breach-exposes-100k-u-s-traveler-photos-license-plates/145557/United States of AmericaUndetermined

ASCO, a world leader in manufacturing of aerospace components, is hit by a ransomware attack.https://securityaffairs.co/wordpress/87059/hacking/asco-ransomware-attack.htmlBelgium Undetermined

Alternative rock band Radiohead releases 18 tracks of its OK Computer album sessions after hackers stole several archived mini discs from Thom Yorke, the band's lead singer and main songwriter.https://www.bleepingcomputer.com/news/security/radiohead-releases-ok-computer-sessions-after-hack-wont-pay-ransom/United Kingdom of Great Britain and Northern IrelandUndetermined

Hopkins County School System is hit by a phishing attack.https://www.databreaches.net/ky-hopkins-county-school-system-dealing-with-data-breach/United States of AmericaUndetermined

Nova Scotia Health Authority notifies about 3,000 potential victims of a phishing attack occurred on May 8, 2019.https://www.databreaches.net/ca-nova-scotia-health-authority-suffers-data-breach-nearly-3000-patients-possibly-affected/Canada Undetermined

The official Twitter account of Bollywood's legend actor and producer Amitabh Bachchan is apparently hacked by Turkish hacking group calling itself Ayy?ld?z Tim.https://www.hackread.com/amitabh-bachchan-twitter-hacked-with-photo-of-pakistani-pm-imran-khan/India United Kingdom of Great Britain and Northern Ireland

Lake City is hit by a ransomware attack that knocks out its email and online payment systems.https://www.scmagazine.com/home/security-news/ransomware/lake-city-recovering-from-ransomware-attack/United States of AmericaUndetermined

Researchers from Morphisec Labs observe a new, highly sophisticated variant of the ShellTea/PunchBuggy backdoor malware that attempted to infiltrate a number of machines within the network of a target in the hotel-entertainment industry.http://blog.morphisec.com/security-alert-fin8-is-backUndeterminedUndetermined

The Emuparadise retro gaming site reportedly suffers a data breach, dating back April 2018. The breach exposed account information for approximately 1.1 million forum members.https://www.bleepingcomputer.com/news/security/gaming-site-emuparadise-suffered-data-breach-of-11m-accounts/China Undetermined

Cyber criminals steal 3.2 million Ripple coins (XRP), worth nearly $10 million, from the users of the GateHub cryptocurrency wallet service. The hack occurred on June 1st.https://securityaffairs.co/wordpress/86769/hacking/gatehub-cyber-heist.htmlUnited Kingdom of Great Britain and Northern IrelandUndetermined

Rapper Dave East may have fallen victim to a nude leak after a series of explicit photos purportedly of the rapper emerge online.https://www.scmagazine.com/home/security-news/data-breach/rapper-dave-east-may-have-fallen-victim-to-an-alleged-nude-leak-on-june-5th-after-a-series-of-explicit-photos-purportedly-of-the-rapper-emerged-online/United States of AmericaUndetermined

Auburn Food Bank in King County, Washington, falls victim to a ransomware attack (GlobeImposter 2.0).https://www.bleepingcomputer.com/news/security/food-bank-hit-by-ransomware-needs-your-charity-to-rebuild/United States of AmericaUndetermined

The European Union's embassy in Moscow was hacked and had information stolen from its network back in February 2017. The attack was discovered in April 2019.https://www.buzzfeednews.com/article/albertonardelli/eu-embassy-moscow-hack-russiaRussian FederationUndetermined

Ellwood City Medical Center officials investigate whether any patient records were compromised after a cyber attack.https://www.databreaches.net/ellwood-city-medical-center-victim-of-cyber-attack-not-sure-if-patient-records-were-exposed/United States of AmericaUndetermined

Up to 200,000 students and staff of the Australian National University have personal data stolen in a "sophisticated" cyber attack. The attackers stole data stretching back 19 years. The breach occurred in late 2018 and was detected two weeks ago.https://www.smh.com.au/politics/federal/anu-says-sophisticated-operator-stole-data-in-cyber-breach-20190604-p51ua9.htmlAustralia Undetermined

Jason, a tool for hijacking Microsoft Exchange email accounts allegedly used by the Iran-linked OilRig hacker group is leaked online.https://www.bleepingcomputer.com/news/security/new-email-hacking-tool-from-oilrig-apt-group-leaked-online/Iran (Islamic Republic of)Iran (Islamic Republic of)



A malicious activity on the payment pages of the American Medical Collection Agency, leads to the compromise of millions of records, including 11.9 from Quest Diagnostic and 7.7 from LabCorp. The breach dated back to August 1, 2018 until March 30, 2019.https://techcrunch.com/2019/06/03/quest-diagnostics-breach/United States of AmericaUndetermined

Eurofins Scientific is hit by a ransomware attack.https://www.eurofins.com/media-centre/press-releases/2019-06-03-8/Belgium Undetermined

Broome County says an unauthorized individual may have had access to the personal information of county employees and individuals who receive the county?s care, after a phishing attack between November 2018 and January 2019.https://www.databreaches.net/ny-broome-county-security-breach-put-employees-and-clients-personal-information-at-risk/United States of AmericaUndetermined

Broome County says an unauthorized individual may have had access to the personal information of employees and individuals who receive the county's care. An employee email account was compromised between Nov. 20, 2018, and Jan. 2.https://www.databreaches.net/ny-broome-county-security-breach-put-employees-and-clients-personal-information-at-risk/United States of AmericaUndetermined

Leicester City FC notifies people who used its online shop that their financial details have been stolen by hackers, including credit card numbers and CVVs. The hack occurred between 23 April and 4 May, 2019.https://www.theregister.co.uk/2019/05/31/leicester_city_fc_hacked_credit_card_data/United Kingdom of Great Britain and Northern IrelandUndetermined

People Inc., a New York non-profit agency, reveals a data breach occurred on February 19, 2019 when two email accounts were compromised.https://www.zdnet.com/article/one-of-new-yorks-largest-nonprofits-suffers-data-breach/United States of AmericaUndetermined

APNIC, the organization providing IP addressing services to the APAC reveals that earlier in May, the traffic going through a DNS run by the Taiwan Network Information Center (TWNIC) was rerouted to an entity in Brazil for about three and a half minutes.https://blog.apnic.net/2019/05/30/public-dns-in-taiwan-the-latest-victim-of-bgp-hijack/Taiwan (Province of China)Undetermined

The Lewes Board of Public Works announces to customers that their information may have been compromised as part of a hacking attempt.https://www.databreaches.net/lewes-public-works-customers-may-have-had-their-information-stolen/United States of AmericaUndetermined

Checkers and Rally's discloses a security breach which allowed attackers to steal payment card data from customers after infecting the POS systems in 103 locations from 20 states with malware.https://www.checkers.com/security-issue/United States of AmericaUndetermined

Iggy Azalea has deactivated her social media accounts, after her topless photos were leaked online.https://www.bbc.com/news/entertainment-arts-48431172Australia Undetermined

Flipboard identifies unauthorized access to some databases containing certain users' account information, including account credentials. The unauthorized access occurred between June 2, 2018 and March 23, 2019 and April 21-22, 2019.https://about.flipboard.com/support-information-incident-May-2019/United States of AmericaUndetermined

Canva, a Sydney-based startup that's behind the eponymous graphic design service is hacked and data for roughly 139 million users are compromised.https://www.zdnet.com/article/australian-tech-unicorn-canva-suffers-security-breach/Australia Undetermined

Hackers make off with hundreds, possibly thousands, of identity card scans after breaking into the computer system of rental housing agency NederWoon.https://www.dutchnews.nl/news/2019/05/hackers-steal-key-info-about-home-hunters-from-housing-agency/NetherlandsUndetermined

Perceptics, the maker of vehicle license plate readers used by the US government is hacked. Its internal files are leaked and offered for free on the dark web to download.https://www.theregister.co.uk/2019/05/23/perceptics_hacked_license_plate_recognition/United States of AmericaUndetermined

The third-party mailbox used by Computacenter UK Ltd employees and contractors to deposit data for security clearance applications is hacked and used in phishing scams.https://www.theregister.co.uk/2019/05/23/computacenter_staff_security_clearance_application_mailbox_breached/United Kingdom of Great Britain and Northern IrelandUndetermined

Hackers access users' personal details in a cyber attack on Sunderland City Council's library database.https://www.databreaches.net/uk-cyber-attack-on-sunderland-city-council-database-investigation-after-personal-data-accessed-by-hackers/United Kingdom of Great Britain and Northern IrelandUndetermined

The US Air Force opens an investigation into a "malware" infection, which it is blaming on lawyers employed by the US Navy who are working on a war crimes case.https://www.theregister.co.uk/2019/05/22/us_navy_us_air_force_friendly_fire_malware_allegations/United States of AmericaUndetermined

In name of #OpPulizia, Anonymous Italia release leaks of the Italian Union of State Police and four additional national organizations.https://roguemedialabs.com/2019/05/21/oppulizia-anonymous-italia-cyberguerrilla-release-leaks-of-italian-union-of-state-police-workers-4-other-national-organizations/Italy Italy

Channel One TV, the channel that broadcasts the show "The Voice Kids" in Russia, announces to cancel the results of the vote after an investigation by Group-IB reveals a massive automated SMS spamming" in favor of one participant.https://nakedsecurity.sophos.com/2019/05/20/bots-rigged-russian-finale-of-the-voice-kids-talent-show/Russian FederationUndetermined

The Louisville Regional Airport Authority (LRAA) is hit by a ransomware attack.https://www.scmagazine.com/home/security-news/louisville-regional-airport-authority-grounded-by-ransomware-attack/United States of AmericaUndetermined

Coventry Local School District is forced to send students and some of its staff home after a Trickbot malware infection causes major issues to its IT infrastructure.https://www.zdnet.com/article/ohio-school-sends-students-home-because-of-trickbot-malware-infection/United States of AmericaUndetermined

Hackers access President Trump's U.S. Golf Association account and add four fake golf scores for games allegedly played at two courses.https://www.scmagazine.com/home/security-news/hackers-add-bogus-scores-to-trumps-u-s-golf-association-account/United States of AmericaUndetermined

Passwords and log-in details for hundreds of LibertyBus customers are obtained by attackers, who used a spoof website to divert those wanting to top up their pre-paid cards.https://jerseyeveningpost.com/news/2019/05/18/bus-passengers-affected-by-data-breach/United States of AmericaUndetermined

Cancer Treatment Centers of America sends notification letters to patients whose protected health information was in an employee email account compromised by a phishing attack.https://www.databreaches.net/cancer-treatment-centers-of-america-notifies-patients-after-phishing-attack-on-employee-email-account/United States of AmericaUndetermined

The Oregon Construction Contractors Board says it has discovered a breach involving 8,013 accounts. Unauthorized individuals gained access to some contractors' usernames and passwords between Oct. 27 and Oct. 29, 2018, and was discovered on April 12, 2019https://www.databreaches.net/oregon-construction-contractors-board-reports-data-breach/United States of AmericaUndetermined

TeamViewer confirms today that it has been the victim of a cyber attack which was discovered during the autumn of 2016, but was never disclosed. This attack is thought to be of Chinese origins and utilized the Winnti backdoor.https://www.bleepingcomputer.com/news/security/teamviewer-confirms-undisclosed-breach-from-2016/Germany China

Theater company The Shubert Organization discloses a data breach. An authorized party had accessed certain Shubert employees' email accounts, which contained customer information.https://www.scmagazine.com/home/security-news/data-breach/shubert-theater-company-organization-shines-spotlight-on-customer-data-breach/United States of AmericaUndetermined

The Singapore Red Cross says its website has been hacked and the personal data of more than 4,000 potential blood donors compromised.https://www.databreaches.net/singapore-red-cross-website-hacked-more-than-4000-blood-donors-info-compromised/Singapore Undetermined

OGUSERS, a forum where hackers and cybercriminals trade stolen Instagram and Twitter accounts is apparently hacked.https://www.vice.com/en_us/article/bj97nd/infamous-forum-for-instagram-hackers-gets-hacked-by-other-hackersUndeterminedUndetermined

In a short announcement, Stack Overflow informs that it was the target of an attack that resulted in hackers accessing its production systems. The breach occurred on May 5.https://www.bleepingcomputer.com/news/security/hackers-accessed-stack-overflows-production-systems/United States of AmericaUndetermined

Boost Mobile is hit with a breach which affected an unknown number of customer accounts. The company experienced unauthorized online account on March 14, 2019.https://www.scmagazine.com/home/security-news/data-breach/boost-mobile-was-hit-with-a-breach-which-affected-an-unknown-number-of-customer-accounts/United States of AmericaUndetermined

The Paterson Public Schools is hit by a massive breach: 23,103 account passwords and other computer access tokens are stolen.http://patersontimes.com/2019/05/13/paterson-23000-school-district-passwords-stolen-in-data-breach/United States of AmericaUndetermined

Researchers from Bad Packets discover that hackers injected the Forbes' subscription website with a Magecart script which collects payment card data customers introduce on the checkout page and exfiltrates it to a server controlled by the attackers.https://www.bleepingcomputer.com/news/security/hackers-inject-magecart-card-skimmer-in-forbes-subscription-site/United States of AmericaUndetermined

In name of #OpPharma, Anonymous Italia defaces and dumps data from the websites of four healthcare websites: the National Association of Hospital Primaries, ASSIST Italy, HS Hospital Services, and the Association of Surgeons and Odontologists in Savona.https://roguemedialabs.com/2019/05/15/oppharma-anonymous-hackers-publishes-leaks-across-european-health-care-organizations/Italy Italy

In name of #OpPharma, Anonymous Italia defaces and dumps data from the websites of four healthcare websites: the National Association of Hospital Primaries, ASSIST Italy, HS Hospital Services, and the Association of Surgeons and Odontologists in Savona.https://roguemedialabs.com/2019/05/15/oppharma-anonymous-hackers-publishes-leaks-across-european-health-care-organizations/Italy Italy
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In name of #OpPharma, Anonymous Italia defaces and dumps data from the websites of four healthcare websites: the National Association of Hospital Primaries, ASSIST Italy, HS Hospital Services, and the Association of Surgeons and Odontologists in Savona.https://roguemedialabs.com/2019/05/15/oppharma-anonymous-hackers-publishes-leaks-across-european-health-care-organizations/Italy Italy

Equitas Health notifies 569 members after discovering two employee email accounts had been compromised.https://www.databreaches.net/equitas-health-notifies-569-members-after-discovering-two-employee-email-accounts-had-been-compromised/United States of AmericaUndetermined

Oklahoma City Public Schools confirm they are addressing a recent ransomware attack, compromising the district's network.https://www.databreaches.net/okcps-confirms-ransomware-cyber-attack/United States of AmericaUndetermined

Israel's webcast of the Eurovision Song Contest semi-final is hacked with animated images of explosions. KAN, the national TV broadcaster in Israel, blames Hamas for the attack.https://www.reuters.com/article/us-music-eurovision-israel/israels-eurovision-webcast-hacked-with-animated-blast-images-idUSKCN1SL0RNIsrael Palestine, State of

Governor Ron DeSantis reveals that Russian hackers hit two Florida voter databases during the 2016 US presidential election.https://www.cnet.com/news/two-florida-counties-were-hacked-in-2016-election-says-gov-desantis/United States of AmericaUndetermined

Sanguine Security researcher Willem de Groot discovers that hackers compromised the script used by Best of the Web to display their trust seal on their customers' websites and to add two key logging scripts designed to sniff keystrokes from visitors.https://www.bleepingcomputer.com/news/security/keyloggers-injected-in-web-trust-seal-supply-chain-attack/United States of AmericaUndetermined

Oregon Health Authority provides early notification to Oregon State Hospital patients of a phishing incident occurred on May 6 and targeting an email account containing OSG data.https://www.databreaches.net/oregon-health-authority-provides-early-notification-to-oregon-state-hospital-patients-of-a-phishing-incident/United States of AmericaUndetermined

Fast Retailing, the company behind multiple Japanese retail brands, announces that the UNIQLO Japan and GU Japan online stores have been hacked and third parties accessed 461,091 accounts following a credential stuffing attack between April 23 and May 10.https://www.bleepingcomputer.com/news/security/hackers-access-over-461-000-accounts-in-uniqlo-data-breach/Japan Undetermined

Fast Retailing, the company behind multiple Japanese retail brands, announces that the UNIQLO Japan and GU Japan online stores have been hacked and third parties accessed 461,091 accounts following a credential stuffing attack between April 23 and May 10.https://www.bleepingcomputer.com/news/security/hackers-access-over-461-000-accounts-in-uniqlo-data-breach/Japan Undetermined

Hackers breach the Cloud CMS managed CDN and modify one of the Alpaca Form scripts to inject malicious code in over 3,400 sites.https://www.zdnet.com/article/hackers-are-collecting-payment-details-user-passwords-from-4600-sites/United States of AmericaUndetermined

Hackers breach the analytics service Picreel and embed malicious code on over 1,200 websites.https://www.zdnet.com/article/hackers-are-collecting-payment-details-user-passwords-from-4600-sites/United States of AmericaUndetermined

FirstBank cancels debit cards because of what the bank described as a "possible external security" incident that affected the bank.https://www.databreaches.net/firstbank-canceling-debit-cards-due-to-possible-external-security-incident-accounts-may-have-been-compromised-the-bank-warns/United States of AmericaUndetermined

A data breach involving a medical collection agency affects more than 200,000 patients who had used the firm's online payment portal between September, 2018 and the beginning of March, 2019. The data is found on the dark web.https://www.databreaches.net/american-medical-collection-agency-breach-impacted-200000-patients-gemini-advisory/United States of AmericaUndetermined

Episcopal Health Services warn of a data breach due to a suspicious activity in employee email accounts between August 28, 2018 and October 5, 2018.https://www.databreaches.net/ny-episcopal-health-services-notice-of-data-privacy-event/United States of AmericaUndetermined

The Southeastern Council on Alcoholism and Drug Dependence, Inc. ("SCADD") provides notice of a ransomware attack affecting 25,148 patients.https://www.databreaches.net/25148-patients-served-by-southeastern-council-on-alcoholism-and-drug-dependence-notified-of-ransomware-incident/United States of AmericaUndetermined

Pacers Sports & Entertainment (PSE), the legal entity behind the Indiana Pacers and the Indiana Fever NBA and WNBA basketball teams, announces a security breach during which hackers gained access to sensitive user information via a phishing attack.https://www.zdnet.com/article/indiana-pacers-disclose-security-breach/United States of AmericaUndetermined

CondÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â© Nast notifies about 1,100 WIRED subscribers of a breach involving their payment information, when an unauthorized party accessed a third-party vendor's systems between April 14 and April 17, 2019.https://www.databreaches.net/conde-nast-notifies-1100-wired-subscribers-after-subscriber-page-vendor-breach/United States of AmericaUndetermined

Two new leaks exposing Iranian cyber-espionage operations are published via Telegram, the Dark Web and the Internet. One claims to contain data from the MuddyWater group, while the second leak exposes a new group identified as the Rana Institute.https://www.zdnet.com/article/new-leaks-of-iranian-cyber-espionage-operations-hit-telegram-and-the-dark-web/Iran (Islamic Republic of)Iran (Islamic Republic of)

Amazon.com Inc. said it was hit by an "extensive" fraud, revealing that unidentified hackers were able to siphon funds from merchant accounts over six months last year.https://www.bloomberg.com/news/articles/2019-05-08/amazon-hit-by-extensive-fraud-as-hackers-siphoned-merchant-fundsUnited States of AmericaUndetermined



The "Unistellar" hacking group steals 275 million records of Indian citizens from a publicly configured Mongo database exposing and hold them for ransom.https://www.scmagazine.com/home/security-news/hackers-hold-275m-records-on-indian-citizens-for-ransom-after-removing-them-from-open-database/India Undetermined

Daviess County Public is hit by a ransomware attack.https://www.databreaches.net/ky-daviess-co-library-closed-due-to-recent-ransomware-attack/United States of AmericaUndetermined

Spectrum Health Lakeland notifies a breach of billing provider, OS Inc. Other victims include: Tahoe Forest Health District, Sparta Community Hospital, Sauk Prairie Healthcare, Idaho Department of Health and Welfare, Fort Healthcare, Midwest MC.https://www.databreaches.net/numbers-from-the-os-inc-breach-dribble-in/United States of AmericaUndetermined

Systems at a number of Baltimore's city government departments are taken offline by a ransomware attack caused by the RobbinHood malware.https://arstechnica.com/information-technology/2019/05/baltimore-city-government-hit-by-robbinhood-ransomware/United States of AmericaUndetermined

Metro Presort was attacked by the Ryuk ransomware gang. At the time, the company was serving 21 healthcare entities which may have been affected by the attack.https://www.databreaches.net/vendor-ransomware-attack-by-ryuk-impacted-21-healthcare-entities-in-2019/United States of AmericaRussian Federation

Middletown Public Schools are hit by a ransomware attack.https://www.databreaches.net/ct-middletown-schools-thwart-malware-attack/United States of AmericaUndetermined

American Baptist Homes of the Midwest notifies patients and residents of ransomware incident occurred on May 6, 2019.https://www.databreaches.net/mn-american-baptist-homes-of-the-midwest-notifies-patients-and-residents-of-ransomware-incident/United States of AmericaUndetermined

Wyzant, an online marketplace that connects parents and students reveals a data breach which has led to the compromise of user data including Facebook profile information. The breach occurred on April 27.https://www.zdnet.com/article/wyzant-online-tutoring-platform-suffers-data-breach/United States of AmericaUndetermined

Hackers from LulzSec Italia and Anonymous Italia leak online sensitive data of 30,000 Roman lawyers, including the Mayor of Rome Virginia Raggi.https://securityaffairs.co/wordpress/85145/hacktivism/lulzsec-hack-roman-lawyers.htmlItaly Italy

The global information services firm Wolters Kluwer is crippled by a ransomware attack.https://krebsonsecurity.com/2019/05/whats-behind-the-wolters-kluwer-tax-outage/NetherlandsUndetermined

Several Airbnb users complain that their accounts have been "hacked" with some finding holidays unknowingly booked in their name costing thousands of pounds.https://www.databreaches.net/airbnb-users-complain-of-accounts-being-hacked-saying-theyve-been-charged-thousands-and-had-bookings-cancelled/United Kingdom of Great Britain and Northern IrelandUndetermined

Austrian construction company Porr detects a cyber attack on its communication infrastructure and its telephone lines and emails are disrupted.https://www.reuters.com/article/us-porr-cyber/austrian-construction-group-porr-hit-by-cyber-attack-idUSKCN1S812VAustria Undetermined

Officials reveal that the Tertiary Education Subsidy (TES) applicants database, containing the private data of 1,130,899 applicants was accessed by unknown intruders on March 16.https://www.databreaches.net/ph-hackers-breach-database-of-unifast/PhilippinesUndetermined

Augustana College is the victim of a ransomware attack.https://www.databreaches.net/augustana-colleges-reports-a-ransomware-attack/United States of AmericaUndetermined

The websites of Telangana State Southern Power Distribution Company Ltd (TSSPDCL) and its AP counterpart were hacked a couple of days ago, disrupting web services, including online payments.https://www.thehindubusinessline.com/info-tech/ransomware-attack-on-ap-telangana-power-utility-sites/article27027361.eceIndia Undetermined

Charles River Laboratories International, Inc. notifies clients of unauthorized access into portions of its information systems.https://www.databreaches.net/charles-river-laboratories-discloses-a-breach-but-details-are-lacking/United States of AmericaUndetermined

Michael BublÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â©'s Instagram account is apparently hacked, when some strange images are shown for about half an hour.https://www.grahamcluley.com/michael-buble-instagram/Canada Undetermined

A report posted by the Department of Energy indicates that a cyber event interrupted grid operations in parts of the western United States on March 5.https://www.eenews.net/stories/1060242741/United States of AmericaUndetermined

Citycomp GMBH is hacked. The attackers claim to have stolen 312,570 files (over 516GBb of information). Targets include Ericsson, Leica, Toshiba, UniCredit, British Telecom, Hugo Boss, NH Hotel Group, Oracle, Airbus, Porsche, and Volkswagen.https://www.vice.com/en_us/article/d3np4y/hackers-steal-ransom-citycomp-airbus-volkswagen-oracle-valuable-companiesGermany Undetermined

A detailed list or 137,000 SkyMed members accounts is found, on March 27th, into an unsecured Elasticsearch database. The leak also shows evidence of ransomware inside the network.https://securitydiscovery.com/skymed/United States of AmericaUndetermined

Puma Australia is the latest victim of a Magecart attack.https://www.cnet.com/news/puma-australia-shoppers-hit-with-credit-card-hack-researcher-says/Australia Undetermined

Hackers steal $1.75 million from the Saint Ambrose Catholic Parish following a successful BEC attack which was discovered on April 17 after payments related to the church's Vision 2020 project were not received by a contractor.https://www.bleepingcomputer.com/news/security/175-million-stolen-by-crooks-in-church-bec-attack/United States of AmericaUndetermined

Users of a McDonald's app in Canada are having their accounts hijacked by hackers who are using the accounts to order food for themselves, racking up bills in excess of CAD $2,000.https://www.businessinsider.com/mcdonalds-mymcds-app-users-swindled-thousands-canada-2019-4?IR=TCanada Undetermined

Cleveland Hopkins International Airport reveals to have been hit by a ransomware attack.https://www.forbes.com/sites/leemathews/2019/04/28/ransomware-hits-yet-another-u-s-airport/#4d88a87e461cUnited States of AmericaUndetermined

A Ryuk cyber attack takes down the data infrastructure of Johnson Newspaper Corp.https://www.databreaches.net/ny-north-country-newspaper-group-faces-ryuk-attack-but-is-it-second-attack-or-just-more-of-the-first/United States of AmericaRussian Federation

A ransomware attack takes down servers at Sugar-Salem School District 322.https://www.databreaches.net/id-ransomware-takes-down-servers-at-sugar-salem-school-district-322/United States of AmericaUndetermined

The Woodruff Arts Center says it is investigating a security breach after a massive network outage, allegedly caused by ransomware.https://www.databreaches.net/security-breach-shuts-down-network-for-woodruff-arts-center-high-museum/United States of AmericaUndetermined

The University of Alaska notifies potentially affected students and individuals after an investigation into a data privacy incident involving potential unauthorized access to certain UA email accounts, occurred in February 2018.https://www.prnewswire.com/news-releases/university-of-alaska---notice-of-data-breach-300839171.htmlUnited States of AmericaUndetermined

Cartoon Network websites in at least 16 countries/regions are hacked to play videos of Arabic memes and a Brazilian male stripper, among other things. Cartoon Network portals in the UK, Hungary, Romania, Germany, Russia, Poland, the Czech Republic, Denmark, Norway, the Netherlands, Italy, Turkey, Mexico, Brazil, the Africa region, and the Arabic region have been affected.https://www.zdnet.com/article/cartoon-network-websites-hacked-to-show-arabic-memes-and-brazilian-male-stripper/Brazil Brazil

Cartoon Network websites in at least 16 countries/regions are hacked to play videos of Arabic memes and a Brazilian male stripper, among other things. Cartoon Network portals in the UK, Hungary, Romania, Germany, Russia, Poland, the Czech Republic, Denmark, Norway, the Netherlands, Italy, Turkey, Mexico, Brazil, the Africa region, and the Arabic region have been affected.https://www.zdnet.com/article/cartoon-network-websites-hacked-to-show-arabic-memes-and-brazilian-male-stripper/Mexico Brazil

Cartoon Network websites in at least 16 countries/regions are hacked to play videos of Arabic memes and a Brazilian male stripper, among other things. Cartoon Network portals in the UK, Hungary, Romania, Germany, Russia, Poland, the Czech Republic, Denmark, Norway, the Netherlands, Italy, Turkey, Mexico, Brazil, the Africa region, and the Arabic region have been affected.https://www.zdnet.com/article/cartoon-network-websites-hacked-to-show-arabic-memes-and-brazilian-male-stripper/Turkey Brazil

Cartoon Network websites in at least 16 countries/regions are hacked to play videos of Arabic memes and a Brazilian male stripper, among other things. Cartoon Network portals in the UK, Hungary, Romania, Germany, Russia, Poland, the Czech Republic, Denmark, Norway, the Netherlands, Italy, Turkey, Mexico, Brazil, the Africa region, and the Arabic region have been affected.https://www.zdnet.com/article/cartoon-network-websites-hacked-to-show-arabic-memes-and-brazilian-male-stripper/Italy Brazil

Cartoon Network websites in at least 16 countries/regions are hacked to play videos of Arabic memes and a Brazilian male stripper, among other things. Cartoon Network portals in the UK, Hungary, Romania, Germany, Russia, Poland, the Czech Republic, Denmark, Norway, the Netherlands, Italy, Turkey, Mexico, Brazil, the Africa region, and the Arabic region have been affected.https://www.zdnet.com/article/cartoon-network-websites-hacked-to-show-arabic-memes-and-brazilian-male-stripper/NetherlandsBrazil

Cartoon Network websites in at least 16 countries/regions are hacked to play videos of Arabic memes and a Brazilian male stripper, among other things. Cartoon Network portals in the UK, Hungary, Romania, Germany, Russia, Poland, the Czech Republic, Denmark, Norway, the Netherlands, Italy, Turkey, Mexico, Brazil, the Africa region, and the Arabic region have been affected.https://www.zdnet.com/article/cartoon-network-websites-hacked-to-show-arabic-memes-and-brazilian-male-stripper/Norway Brazil

Cartoon Network websites in at least 16 countries/regions are hacked to play videos of Arabic memes and a Brazilian male stripper, among other things. Cartoon Network portals in the UK, Hungary, Romania, Germany, Russia, Poland, the Czech Republic, Denmark, Norway, the Netherlands, Italy, Turkey, Mexico, Brazil, the Africa region, and the Arabic region have been affected.https://www.zdnet.com/article/cartoon-network-websites-hacked-to-show-arabic-memes-and-brazilian-male-stripper/Denmark Brazil

Cartoon Network websites in at least 16 countries/regions are hacked to play videos of Arabic memes and a Brazilian male stripper, among other things. Cartoon Network portals in the UK, Hungary, Romania, Germany, Russia, Poland, the Czech Republic, Denmark, Norway, the Netherlands, Italy, Turkey, Mexico, Brazil, the Africa region, and the Arabic region have been affected.https://www.zdnet.com/article/cartoon-network-websites-hacked-to-show-arabic-memes-and-brazilian-male-stripper/Czechia Brazil

Cartoon Network websites in at least 16 countries/regions are hacked to play videos of Arabic memes and a Brazilian male stripper, among other things. Cartoon Network portals in the UK, Hungary, Romania, Germany, Russia, Poland, the Czech Republic, Denmark, Norway, the Netherlands, Italy, Turkey, Mexico, Brazil, the Africa region, and the Arabic region have been affected.https://www.zdnet.com/article/cartoon-network-websites-hacked-to-show-arabic-memes-and-brazilian-male-stripper/Poland Brazil

Cartoon Network websites in at least 16 countries/regions are hacked to play videos of Arabic memes and a Brazilian male stripper, among other things. Cartoon Network portals in the UK, Hungary, Romania, Germany, Russia, Poland, the Czech Republic, Denmark, Norway, the Netherlands, Italy, Turkey, Mexico, Brazil, the Africa region, and the Arabic region have been affected.https://www.zdnet.com/article/cartoon-network-websites-hacked-to-show-arabic-memes-and-brazilian-male-stripper/Russian FederationBrazil

Cartoon Network websites in at least 16 countries/regions are hacked to play videos of Arabic memes and a Brazilian male stripper, among other things. Cartoon Network portals in the UK, Hungary, Romania, Germany, Russia, Poland, the Czech Republic, Denmark, Norway, the Netherlands, Italy, Turkey, Mexico, Brazil, the Africa region, and the Arabic region have been affected.https://www.zdnet.com/article/cartoon-network-websites-hacked-to-show-arabic-memes-and-brazilian-male-stripper/Germany Brazil

Cartoon Network websites in at least 16 countries/regions are hacked to play videos of Arabic memes and a Brazilian male stripper, among other things. Cartoon Network portals in the UK, Hungary, Romania, Germany, Russia, Poland, the Czech Republic, Denmark, Norway, the Netherlands, Italy, Turkey, Mexico, Brazil, the Africa region, and the Arabic region have been affected.https://www.zdnet.com/article/cartoon-network-websites-hacked-to-show-arabic-memes-and-brazilian-male-stripper/Romania Brazil

Cartoon Network websites in at least 16 countries/regions are hacked to play videos of Arabic memes and a Brazilian male stripper, among other things. Cartoon Network portals in the UK, Hungary, Romania, Germany, Russia, Poland, the Czech Republic, Denmark, Norway, the Netherlands, Italy, Turkey, Mexico, Brazil, the Africa region, and the Arabic region have been affected.https://www.zdnet.com/article/cartoon-network-websites-hacked-to-show-arabic-memes-and-brazilian-male-stripper/Hungary Brazil

Cartoon Network websites in at least 16 countries/regions are hacked to play videos of Arabic memes and a Brazilian male stripper, among other things. Cartoon Network portals in the UK, Hungary, Romania, Germany, Russia, Poland, the Czech Republic, Denmark, Norway, the Netherlands, Italy, Turkey, Mexico, Brazil, the Africa region, and the Arabic region have been affected.https://www.zdnet.com/article/cartoon-network-websites-hacked-to-show-arabic-memes-and-brazilian-male-stripper/United Kingdom of Great Britain and Northern IrelandBrazil

A new phishing scam targeting Chase bank customers is discovered that not only asks for personal information, but also requests that the victim uploads a selfie of himself holding his ID or driver license.https://www.bleepingcomputer.com/news/security/devious-chase-bank-phishing-scam-asks-for-selfies/United States of AmericaUndetermined

An unauthorized person gain access to a Docker Hub database that exposed sensitive information for approximately 190,000 users. This information included some usernames and hashed passwords, as well as tokens for GitHub and Bitbucket repositories.https://www.bleepingcomputer.com/news/security/docker-hub-database-hack-exposes-sensitive-data-of-190k-users/United States of AmericaUndetermined

The Hong Kong branch of human rights group Amnesty International reveal it was targeted by state-sponsored hackers in a cyberattack "consistent with those carried out by hostile groups linked to the Chinese government".https://www.scmp.com/news/hong-kong/law-and-crime/article/3007736/london-based-human-rights-group-amnesty-internationalChina Undetermined

Researchers from Cybereason discover a spear phishing campaign targeting a financial institution, and installing a sophisticated backdoor called ServHelper to take over the network.https://www.bleepingcomputer.com/news/security/ta505-spear-phishing-campaign-uses-lolbins-to-avoid-detection/UndeterminedUndetermined

Delta Dental discloses a security incident affecting an unspecified number of their insured members and dependents. An employee had fallen prey to a phishing attack between December 21 and December 28 last year.https://www.databreaches.net/illinois-dental-insurer-notifies-members-after-phishing-attack/United States of AmericaUndetermined

Doctors' Management Services (DMS) reveals to have been struck with GandCrab ransomware on Christmas Eve last year, possibly exposing the PII of its clients' patients.https://www.scmagazine.com/home/security-news/ransomware/gandcrab-ransomware-strikes-doctors-management-services/United States of AmericaUndetermined

Scott County Schools announce that the district was the victim of a $3.7 million online scam, when an undisclosed vendor told the district it never was paid for an invoice.https://www.databreaches.net/ky-scott-county-schools-victim-of-3-7-million-scam/United States of AmericaUndetermined

Security researchers at Yoroi-Cybaze ZLab uncover a new campaign carried out by the Russian state-actor dubbed Gamaredon targeting Military personnel in Ukraine.https://securityaffairs.co/wordpress/84430/apt/gamaredon-ukrainian-mod-campaign.htmlUkraine Russian Federation

Hackers from LulzSec Italia dump more than 5,000 credentials from the National Archives of the Italian Ministry of Cultural Heritage and Activities.https://www.lastampa.it/2019/04/24/tecnologia/hacker-attaccano-gli-archivi-di-stato-pi-di-mila-password-rubate-7s2AZBVmrtzrrZO0t2OSxM/pagina.htmlItaly Italy

Eight e-scooters from Lime, a Brisbane-based manufacturer, have their audio files swapped during a test in the streets of Brisbane.https://www.hackread.com/watch-hackers-send-explicit-messages-hacked-e-scooter-riders/Australia Undetermined

A ransomware infection takes down the operations of A2 Hosting, a US-based web hosting provider.https://www.zdnet.com/article/windows-server-hosting-provider-still-down-a-week-after-ransomware-attack/United States of AmericaUndetermined

Aebi Schmidt, a Swiss manufacturing giant with operations in the U.S., is hit by a ransomware attack.https://techcrunch.com/2019/04/23/aebi-schmidt-ransomware/SwitzerlandUndetermined

Potter County is hit by ransomware.https://www.newschannel10.com/2019/04/23/potter-county-officials-computers-remain-dark-after-viruses-hit/United States of AmericaUndetermined



Bodybuilding.com notifies its customers of a security breach detected during February 2019 which was the direct result of a phishing email received back in July 2018. Potentially 18M users are impacted.https://www.bleepingcomputer.com/news/security/bodybuildingcom-security-breach-all-customer-passwords-reset/United States of AmericaUndetermined

EmCare Inc. discloses that an unauthorized party obtained access to a number of employees' email accounts that contained the personal information of as many as 60,000 individuals, 31,000 of which are patients.https://www.bloomberg.com/news/articles/2019-04-20/kkr-s-emcare-says-patient-employee-personal-data-was-accessed-jupwipt7United States of AmericaUndetermined

The online shop for the Atlanta Hawks professional NBA basketball team has malicious code injected into (Magecart Infection).https://www.bleepingcomputer.com/news/security/atlanta-hawks-online-shop-hit-with-credit-card-stealing-attack/United States of AmericaUndetermined

Partners for Quality notifies 3,673 clients after some employees' email accounts are compromised.https://www.databreaches.net/pa-partners-for-quality-notifies-3673-clients-after-employee-email-accounts-compromised/United States of AmericaUndetermined

The City of Augusta municipal services are hit by a ransomware attack.https://www.sunjournal.com/2019/04/18/city-of-augusta-hit-by-computer-virus-city-center-closed/United States of AmericaUndetermined

The Weather Channel is hit by a ransomware attack.https://www.engadget.com/2019/04/18/the-weather-channel-ransomware/United States of AmericaUndetermined

A collective dubbed Lab Dookhtegan reveal details about the inner workings of the cyber-espionage group known as OilRig, APT34, and HelixKitten, linked to the Iranian government. The source code of their tools is leaked on Telegram.https://www.bleepingcomputer.com/news/security/hacker-group-exposes-iranian-apt-operations-and-members/Iran (Islamic Republic of)Iran (Islamic Republic of)

Some Chipotle customers claim their accounts have been hacked and report fraudulent orders charged to their credit cards. The company states credential stuffing is to blame.https://techcrunch.com/2019/04/17/chipotle-accounts-hacked/United States of AmericaUndetermined

The Israel offices of US cyber-security firm Verint are hit by ransomware.https://www.zdnet.com/article/cyber-security-firm-verint-hit-by-ransomware/Israel Undetermined

Centrelake Medical Group notifies almost 198,000 patients after a virus investigation reveals earlier intrusion and suspicious activity.https://www.databreaches.net/centrelake-medical-group-notifies-patients-after-ransomware-investigation-reveals-earlier-intrusion-and-suspicious-activity/United States of AmericaUndetermined

Researchers from FireEye reveal that multiple Ukrainian military departments were targeted by a spear phishing campaign which attempted to drop a RATVERMIN backdoor as part of a second-stage payload delivered with the help of a Powershell script.https://www.bleepingcomputer.com/news/security/hacker-group-uses-ratvermin-backdoor-to-target-ukrainian-military/Ukraine Undetermined

Indian IT outsourcing and consulting giant Wipro Ltd. investigates reports that its own IT systems have been hacked and are being used to launch attacks against some of the company's customers.https://krebsonsecurity.com/2019/04/experts-breach-at-it-outsourcing-giant-wipro/India Undetermined

The same group that hacked the FBINAA claims to have published what appears to be the information of tens of thousands of American Advertising Federation (AAF) members, saying it's an FBI watchlist. However there are many doubts.https://www.bleepingcomputer.com/news/security/hackers-publish-aaf-member-data-claim-its-fbi-watchlist/United States of AmericaUndetermined

The city of Stratford is hit by a ransomware attack.https://www.cbc.ca/news/canada/kitchener-waterloo/hack-cyber-attack-stratford-1.5098407Canada Undetermined

Imperial County is hit by a ransomware attack.https://www.latimes.com/local/lanow/la-me-imperial-county-website-down-20190418-story.htmlUnited States of AmericaUndetermined

The City of Stuart is hit by a Ryuk ransomware attack.https://www.darkreading.com/endpoint/city-of-stuart-still-recovering-from-ryuk-ransomware-attack-/d/d-id/1334510United States of AmericaUndetermined

Garfield County reveals it was the victim of a ransomware attack, crippling the work of city personnel for weeks before they were able to pay to get access to their own data.https://www.stgeorgeutah.com/news/archive/2019/04/13/fxn-ransomware-attack-hits-garfield-county-shutting-off-access-to-government-computers-for-weeks/#.XL6Y8KaEbxgUnited States of AmericaUndetermined

A 0-day vulnerability in the Yuzo WordPress plugin causes the Flashpoint website to briefly redirect the users to an external website with a pop-up leading to malware.https://www.scmagazine.com/home/security-news/flashpoint-our-site-was-not-dishing-malware/United States of AmericaUndetermined

Kyushu Railway Co. reveals that personal and credit information on up to 8,000 customers were stolen from the goods store website for its "Seven Stars in Kyushu" luxury cruise train.https://www.databreaches.net/jp-customer-information-stolen-from-popular-luxury-cruise-trains-site/Japan Undetermined

Dakota County notifies 1000 individuals of an incident occurred on February 13, 2019, when an email account belonging to one of its employees was accessed without authorization.https://www.databreaches.net/mn-dakota-county-notifies-1000-clients-after-employee-email-account-hacked/United States of AmericaUndetermined

Blue Cross of Idaho Health Service notifies that, on March 21, 2019, an unauthorized user accessed Blue Cross of Idaho's online provider portal and was able to access provider remittance documents, which contained PHI.https://www.databreaches.net/blue-cross-of-idaho-notice-of-privacy-breach/United States of AmericaUndetermined

Questcare Medical Services announces to have discovered a security incident. On February 13, an unauthorized third party obtained access to an employee's email account.https://www.databreaches.net/questcare-medical-services-notifies-north-texas-patients-of-data-security-breach/United States of AmericaUndetermined

A hacker group breaches three sites associated with the FBI National Academy Associates and uploads their contents to the web, including dozens of files containing the personal information of thousands of federal agents and law enforcement officers.https://techcrunch.com/2019/04/12/police-data-hack/United States of AmericaUndetermined

Riverplace Counseling Center notifies 11,639 patients after a security incident due to a ransomware occurred on January 20, 2019.https://www.databreaches.net/mn-riverplace-counseling-center-notifies-11639-patients-after-security-incident/United States of AmericaUndetermined

Uniden's website for commercial security products is hacked to host a Word document that delivers what appears to be a garden variety of the Emotet trojan, also known as Geodo and Heodo.https://www.bleepingcomputer.com/news/security/hacked-uniden-commercial-site-serves-emotet-trojan/Japan Undetermined

The website of the free multimedia editor VSDC is breached again to distribute a banking trojan and an info stealer (Win32.Bolik.2 and KPOT stealer).https://www.bleepingcomputer.com/news/security/vsdc-site-hacked-again-to-spread-password-stealing-malware/Russian FederationUndetermined

The city of Greenville is hit by the RobbinHood ransomware. A new strain that claims to protect the victim's privacy.https://www.bleepingcomputer.com/news/security/robbinhood-ransomware-claims-its-protecting-your-privacy/United States of AmericaUndetermined

Father Bill's and MainSpring, a nonprofit homeless shelter, announces that it had been attacked by ransomware in April.https://www.databreaches.net/massachusetts-nonprofit-shelter-targeted-by-ransomware/United States of AmericaUndetermined

An undisclosed number of patients at the Rehabilitation Hospital of Northwest Ohio have their personal data compromised after "unauthorized access" to employee email accounts in October.https://www.databreaches.net/patients-at-an-ohio-rehab-hospital-were-notified-of-breach-was-that-breach-part-of-a-coordinated-attack-on-ernest-health-hospitals/United States of AmericaUndetermined

Researchers from SI-LAB reveal the details of a cyber attack carried out via a variant of the EMOTET banking trojan, targeting users in Chile.https://securityaffairs.co/wordpress/83620/breaking-news/emotet-targets-chile.htmlChile Undetermined

Matrix.org is the victim of a cyberattack which forces the organization to overhaul its entire production infrastructure and inform users of a widespread credentials leak.https://www.zdnet.com/article/matrix-hack-forces-servers-offline-user-credentials-leaked/UndeterminedUndetermined

An orchestrated disinformation campaign hits the Lithuanian Ministry of Defense.https://securityaffairs.co/wordpress/83813/cyber-warfare-2/attack-hit-lithuanian-defense.htmlLithuania Undetermined

Tenx Systems reveals to have been hit by a ransomware attack discovered on April 9.https://www.prnewswire.com/news-releases/residex-software-announces-data-security-incident--minnesota-300869162.htmlUnited States of AmericaUndetermined

The largest transport company in the Republic of Bashkortostan Bashauto (Bashavtotrans) is hacked.http://www.ehackingnews.com/2019/04/hackers-broke-into-database-bashauto.htmlRussian FederationUndetermined

King's College London warns staff and students that some accounts have been "compromised" due to an apparent brute-force attack on password systems.https://www.theregister.co.uk/2019/04/10/kcl_mass_password_reset/United Kingdom of Great Britain and Northern IrelandUndetermined

Minnesota Department of Human Services announced to have suffered a data breach that may have exposed the personal information of about 11,000 people after an employee's email is compromised on March 26, 2019.https://securityaffairs.co/wordpress/83609/data-breach/minnesota-department-of-human-services-breach.htmlUnited States of AmericaUndetermined

The official website of the Bangladesh Oil, Gas and Mineral Corporation (Petrobangla) is defaced twice in the space of few hours.https://www.databreaches.net/petrobangla-website-hacked-again/BangladeshUndetermined

Weslaco Regional Rehabilitation Hospital notifies patients their information may have been compromised, after some employees' email accounts were compromised in October 2018.https://www.databreaches.net/tx-weslaco-hospital-patient-data-potentially-compromised/United States of AmericaUndetermined

Baystate Medical Center warns that personal information belonging to about 12,000 patients was compromised following an email phishing attack occurred between Feb. 7 and March 7.https://www.scmagazine.com/home/security-news/data-breach/phishing-attacker-gains-access-to-baystate-medical-center-patient-records/United States of AmericaUndetermined

RS Medical discloses a phishing attack occurred February 11/12 2019.https://www.databreaches.net/wa-rs-medical-notifies-patients-because-an-attacker-potentially-had-access-to-their-information/United States of AmericaUndetermined

Hardin Memorial Hospital experiences some type of attack or interruption over the weekend that might be a hacking incident. The nature is unclear.https://www.databreaches.net/hardin-memorial-hospital-issues-statement-on-information-technology-disturbance/United States of AmericaUndetermined

The election results service in Finland is the target of a DDoS attack.http://www.helsinkitimes.fi/finland/finland-news/domestic/16333-dos-attack-against-election-results-portal-under-investigation-in-finland.htmlFinland Undetermined

Users of the blockchain platform Zilliqa are the targets of a phishing attack carried out by a fraudulent entity calling itself Zollo.https://forum.zilliqa.com/t/phishing-alert-technical-report-on-zollo-scamming-incident/587Singapore Undetermined

Japanese eyeglass lens maker Hoya Corp. reports it was hit by a cyberattack at its key production base in Thailand in late February. Attackers started to mine cryptocurrency and led to a partial shutdown of its factory lines for three days.https://www.japantimes.co.jp/news/2019/04/06/business/corporate-business/hoya-hit-cyberattack-february-disrupting-thai-factory-operations/#.XL6SvaaEbxgJapan Undetermined

Metrocare Services notifies 5,290 clients of a breach after an unauthorized third party gained access into some employees' email accounts beginning on January 2019.https://www.databreaches.net/five-months-after-disclosing-a-patient-phi-breach-involving-employee-email-accounts-metrocare-discloses-a-second-identical-breach/United States of AmericaUndetermined

Clearway Pain Solutions Institute notifies 35,000 patients after discovering on February 20 that their EMR system had been accessed without authorization.https://www.databreaches.net/fl-clearway-pain-solutions-institute-notifies-patients-after-emr-hack-was-discovered/United States of AmericaUndetermined

Health Recovery Services notifies 20,485 patients after discovering that an unauthorized IP address had accessed their network between November 2018 and February 5 2019.https://www.databreaches.net/oh-health-recovery-services-notifying-more-than-20000-patients-after-discovering-unauthorized-access-that-began-in-2018/United States of AmericaUndetermined

Klaussner Furniture notifies more than 9,000 employees and their dependents of a data security incident when an unauthorized third party gained access to two computers on its network in February 2019.https://www.databreaches.net/klaussner-furniture-notified-more-than-9000-employees-and-their-dependents-of-a-data-security-incident-involving-health-plan-data/United States of AmericaUndetermined

AeroGrow says in a letter to customers that its website had credit card scraping malware for more than four months. Anyone who bought something through its website between October 29, 2018 and March 4, 2019 could have been affected.https://techcrunch.com/2019/04/05/aerogarden-credit-card-breach/United States of AmericaUndetermined

Emerging reports claim that the website of the training school of the First Scout Ranger Regiment, one of the Philippine Army's (PA) elite units, was hacked last year.https://www.pna.gov.ph/articles/1066440PhilippinesUndetermined

The Sylvan Union School District is hit by an apparent ransomware attack whose remediation costs exceed $1 million.https://www.databreaches.net/cyber-attack-threat-is-costly-for-modesto-schools-the-total-estimate-may-surprise-you/United States of AmericaUndetermined

Bayer reveals to have contained a cyber attack carried out by the Wicked Panda Group via the WINNTI malware.https://www.reuters.com/article/us-bayer-cyber-idUSKCN1RG0NNGermany China

Almost half a million dollars is diverted out of the city of Tallahassee's employee payroll after a suspected foreign cyber-attack of its human resources management application.https://www.databreaches.net/almost-500000-swiped-in-city-of-tallahassee-payroll-hack/United States of AmericaUndetermined

Genesee County is hit with a ransomware attack and the county has been working non-stop to get their systems back online.https://www.bleepingcomputer.com/news/security/genesee-county-michigan-recovering-from-ransomware-attack/United States of AmericaUndetermined

Arizona Beverages, one of the largest beverage suppliers in the U.S., is hit by a ransomware attack.https://techcrunch.com/2019/04/02/arizona-beverages-ransomware/United States of AmericaUndetermined



Georgia Tech announces that a vulnerability in a web application allowed an attacker to gain access to the personal information of up to 1.3 million students, college applications, staff, and faculty members. The breach was discovered on March 21.https://www.bleepingcomputer.com/news/security/georgia-tech-data-breach-exposes-info-for-13-million-people/United States of AmericaUndetermined

Belgian officials said that hackers breached the network of its interior ministry in a security incident that took place in April 2019. The investigation found that the threat actor's motive was likely espionage.https://therecord.media/belgium-government-discovers-old-2019-hack-during-hafnium-investigation/Belgium Undetermined

Hackers used spyware, developed by Israeli technology firm NSO Group, that exploited a vulnerability in the messaging app WhatsApp to inject spyware onto the phones of opposition politicians and prominent religious leaders in Togo. The hack coincided with pro-reform protests in the country. Among the victims is Raymond Houndjo, a prominent member of the opposition party.https://citizenlab.ca/2020/08/nothing-sacred-nso-sypware-in-togo/Togo Togo

Hackers used spyware, developed by Israeli technology firm NSO Group, that exploited a vulnerability in the messaging app WhatsApp to inject spyware onto the phones of opposition politicians and prominent religious leaders in Togo. The hack coincided with pro-reform protests in the country. Among the victims is Elliott Ohin who has served in several cabinet roles.https://citizenlab.ca/2020/08/nothing-sacred-nso-sypware-in-togo/Togo Togo

Hackers used spyware, developed by Israeli technology firm NSO Group, that exploited a vulnerability in the messaging app WhatsApp to inject spyware onto the phones of opposition politicians and prominent religious leaders in Togo. The hack coincided with pro-reform protests in the country. Among the victims is Father Pierre Marie-Chanel Affognon, a Catholic priest.https://citizenlab.ca/2020/08/nothing-sacred-nso-sypware-in-togo/Togo Togo

Hackers used spyware, developed by Israeli technology firm NSO Group, that exploited a vulnerability in the messaging app WhatsApp to inject spyware onto the phones of opposition politicians and prominent religious leaders in Togo. The hack coincided with pro-reform protests in the country. Among the victims is Monseigneur BenoÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â®t Comlan Alowonou, the Bishop of KpalimÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â©.https://citizenlab.ca/2020/08/nothing-sacred-nso-sypware-in-togo/Togo Togo

The City of Albany, the capital of the U.S. state of New York, is hit by a ransomware attack, with city officials working over the weekend to respond to the incident.https://www.bleepingcomputer.com/news/security/new-york-albany-capital-hit-by-ransomware-attack/United States of AmericaUndetermined

Jill Halfpenny is targeted by hackers who post 19 intimate photos of her online.https://www.thesun.co.uk/tvandshowbiz/8751757/jill-halfpenny-hackers-cyber-attack-intimate-photos/United Kingdom of Great Britain and Northern IrelandUndetermined

Federal authorities investigate a possible Chinese intelligence operation targeting President Donald Trump, after a Chinese woman is arrested while trying to enter the Palm Beach club, Mar-a-Lago with a thumb drive infected with malware.https://www.miamiherald.com/news/politics-government/article228783369.htmlUnited States of AmericaUndetermined

Bithumb is hacked for the second time in less than a year as attackers (probably an insider job) manage to steal $21 million worth (3 million EOS coins and 20 million XRP).https://www.ccn.com/newsflash-bithumb-hacked-again-13-million-in-eos-20-million-xrp-on-the-moveUndeterminedUndetermined

Womens' Health USA notifies 17,531 patients, after disclosing that its employees were hit by a phishing attack that began in April, 2018 and also occurred in August.https://www.databreaches.net/two-newly-revealed-phishing-attacks-in-2018-potentially-compromised-41000-patients-ephi/United States of AmericaUndetermined

Palmetto Health reports that a phishing attack sometime in November 2018, hit 23,811 patients.https://www.databreaches.net/two-newly-revealed-phishing-attacks-in-2018-potentially-compromised-41000-patients-ephi/United States of AmericaUndetermined

Southern Hills Eye Care notifies patients of a ransomware attack occurred in January 2019.https://www.databreaches.net/ia-southern-hills-eye-care-notifies-patients-of-ransomware-attack/United States of AmericaUndetermined

Local housing and health provider DePaul experiences a phishing attack in February that exposed some clients' sensitive information.https://www.databreaches.net/depaul-experienced-phishing-related-data-breach-notified-41000-behavioral-health-program-clients/United States of AmericaUndetermined

Brookside ENT and Hearing Center is hit by a ransomware attack.https://www.scmagazine.com/home/security-news/ransomware/michigan-medical-practice-folds-after-ransomware-attack/United States of AmericaUndetermined

Researchers from MalwareHunterTeam discover a DHL phishing page hosted in the web page of the Nigerian National Assembly (NASS).https://www.bleepingcomputer.com/news/security/ironically-phishing-kit-hosted-on-nigerian-government-site/Nigeria Undetermined

Earl Enterprises admits having suffered a payment card data breach from tens of its restaurants over a period of 10 months. Victims include: Buca di Beppo, Earl of Sandwich, Planet Hollywood, Chicken Guy!, Mixology and Tequila Taqueria.https://securityaffairs.co/wordpress/83154/data-breach/earl-enterprises-card-breach.htmlUnited States of AmericaUndetermined

The personal information of roughly 3.1 million Toyota customers may have been leaked following an authorized access of multiple Toyota and Lexus sales subsidiaries.https://www.bleepingcomputer.com/news/security/toyota-security-breach-exposes-personal-info-of-31-million-clients/Japan Viet Nam

A data breach at Canada's Natural Health Services (NHS) exposes personal information of roughly 34,000 medical marijuana users after a record is accessed by an "unauthorized user".https://www.zdnet.com/article/data-breach-exposes-data-of-34000-medical-marijuana-patients/Canada Undetermined

CoinBene is the second cryptocurrency portal believed to be hacked with losses estimated at over $45 million, according to industry observers.https://www.zdnet.com/article/cryptocurrency-platforms-dragonex-and-coinbene-disclose-hacks/China Undetermined

Kansas WWS is hacked by former employee able to use creditentials to remotely tamper with facility processes and threaten safety of drinking water.https://therecord.media/man-charged-for-hacking-kansas-water-utility-with-intent-to-harm-public/United States of AmericaUnited States of America

Oregon state government employees on regain the ability to email after a state employee fell victim to a phishing attack that briefly resulted in the state being blacklisted by email services offered by Microsoft.https://www.databreaches.net/phishing-incident-gets-oregon-gov-emails-blacklisted-by-microsoft-again/United States of AmericaUndetermined

Precise ParkLink, the parking garage used by employees of the Canadian Internet Registration Authority (CIRA), is hit by the Dharma ransomware.https://www.bleepingcomputer.com/news/security/ransomware-hits-garage-of-canadian-domain-registration-authority/Canada Undetermined

Verity Medical Foundation discloses a third incident involving access to employees' email accounts.https://www.databreaches.net/verity-medical-foundation-discloses-third-incident-involving-access-to-employees-email-accounts/United States of AmericaUndetermined

Superior Dental Care announces that a phishing incident occurred in January 2019 may have resulted in unauthorized access to some of its members' personal information.https://www.databreaches.net/ohio-dental-insurance-carrier-disclosed-breach-involving-some-members-information/United States of AmericaUndetermined

The cryptocurrency exchange portal DragonEx discloses a hacks, The portal is believed to have lost over $1 million worth of cryptocurrency.https://www.zdnet.com/article/cryptocurrency-platforms-dragonex-and-coinbene-disclose-hacks/Singapore Undetermined

Researchers at Kaspersky Lab reveal the details of Operation #ShadowHammer: ASUS, one of the world's largest computer makers, was used to install a malicious backdoor on thousands of its customers' computers between June and November 2018.https://motherboard.vice.com/en_us/article/pan9wn/hackers-hijacked-asus-software-updates-to-install-backdoors-on-thousands-of-computersTaiwan (Province of China)Undetermined

Navicent Health, announces it was the victim of a cyber attack that targeted its email system during the "past summer".https://www.databreaches.net/navicent-health-announces-cyber-attack-targeting-its-email-system/United States of AmericaUndetermined

The Human Development Center in Duluth says a data breach occurred in January, when an employee's email account was compromised and accessed by individuals outside HDC.https://www.databreaches.net/human-development-center-in-duluth/United States of AmericaUndetermined

Taos Municipal Schools District struggles to recover from a ransomware attack occurred three weeks ago.https://www.databreaches.net/everywhere-you-look-it-seems-schools-are-struggling-with-malware/United States of AmericaUndetermined

The U.K.'s Police Federation is hit by a ransomware attack.https://techcrunch.com/2019/03/21/police-federation-ransomware/United Kingdom of Great Britain and Northern IrelandUndetermined

The Oregon Department of Human Services (DHS) announces that roughly 2 million emails with Protected Health Information from more than 350,000 customers have been potentially exposed after 9 employee mailboxes were compromised in a spear phishing attack.https://www.bleepingcomputer.com/news/security/2-million-emails-of-350k-clients-possibly-exposed-in-oregon-dhs-data-breach/United States of AmericaUndetermined

The Police Federation of England and Wales is hit by a malware..https://www.databreaches.net/uk-hampshires-police-federation-comes-under-cyber-attack-from-hackers/United Kingdom of Great Britain and Northern IrelandUndetermined

Hartwig Moss Insurance Agency reveals that a phishing attack may have exposed personal info for roughly 1,100 customers.https://www.databreaches.net/hartwig-moss-insurance-agency-discloses-data-breach-affecting-1100-customers/United States of AmericaUndetermined

Lynn Public Schools shut down internet after a computer virus.https://www.databreaches.net/everywhere-you-look-it-seems-schools-are-struggling-with-malware/United States of AmericaUndetermined

Also Amerisleep was affected by MageCart attacks starting in April 2017.https://www.bleepingcomputer.com/news/security/payment-card-thieves-slip-into-mypillow-and-amerisleep-bedding-sites/United States of AmericaUndetermined

Researchers from RiskIQ reveal that MyPillow.com has had numerous MageCart attackers present on their site between October 2018 and November 2018.https://www.bleepingcomputer.com/news/security/payment-card-thieves-slip-into-mypillow-and-amerisleep-bedding-sites/United States of AmericaUndetermined

Researchers from Anomali reveal the details of Bad Tidings, a three-years-long phishing campaign targeting Saudi Government Agencies.https://threatpost.com/phishing-campaign-saudi-gov/142998/Saudi ArabiaUndetermined

Researchers from Palo Alto Networks reveal a campaign against Israeli fintech firms using the Cardinal RAT.https://www.zdnet.com/article/this-updated-trojan-malware-campaign-is-targeting-fintech-and-cryptocurrency-trading-companies/Israel Undetermined

One of the largest aluminum producers in the world, Norsk Hydro, is forced to switch to partial manual operations after suffering a cyber attack allegedly pushing LockerGoga ransomware.https://www.bleepingcomputer.com/news/security/lockergoga-ransomware-sends-norsk-hydro-into-manual-mode/Norway Undetermined

Haylands Primary School in Ryde become aware of a malware virus affecting their IT systems. Upon investigation they realize there had been unauthorised log-ins to the school server.https://www.databreaches.net/cyber-attack-at-isle-of-wight-primary-school-personal-data-may-have-been-stolen/United Kingdom of Great Britain and Northern IrelandUndetermined

Frederick Regional Health System discloses a phishing incident, occurred on January 2019, which compromised an undisclosed number of hospice patients' personal and protected health information.https://www.databreaches.net/frederick-regional-health-system-notifies-hospice-patients-of-phishing-incident/United States of AmericaUndetermined

The Orange County is knocked offline by a ransomware attack.https://www.scmagazine.com/home/security-news/ransomware/orange-county-hit-and-taken-offline-with-ransomware/United States of AmericaUndetermined

A threat actor associated with the Chinese government compromised Amnesty International Hong Kong's system to steal the personal information of supporters.https://www.amnesty.org/en/latest/news/2019/04/state-sponsored-cyber-attack-hong-kong/China Undetermined

Yandex and several other major Russian resources are hit by a DNS Hijacking attack.http://www.ehackingnews.com/2019/03/hackers-used-roskomnadzor-registry-for.htmlRussian FederationUndetermined

Fort Collins Loveland Water District and South Fort Collins Sanitation District are the victim of a ransomware attack occurred on February 11.https://www.databreaches.net/cyberattacker-demands-ransom-from-northern-colorado-utility/United States of AmericaUndetermined

The Ballard Northwest Senior Center has its server wiped just by a ransomware attack, just weeks before their biggest fundraiser of the year.https://www.kiro7.com/news/local/ballard-nw-senior-center-attacked-by-ransomware-ahead-of-annual-fundraiser/930703676United States of AmericaUndetermined

Clothing retailer Kathmandu Holdings confirms it is currently conducting an "urgent" investigation into a security incident that may have captured the personal information of customers, after an unidentified third party gained access to the website.https://www.zdnet.com/article/kathmandu-urgently-investigating-incident-potentially-exposing-customer-info/New ZealandUndetermined

Orchard View Schools officials reveal that students in Michigan hacked into the school district's computer system and changed grades and attendance records.https://www.bleepingcomputer.com/news/security/students-hack-school-system-to-change-grades-and-attendance/United States of AmericaUndetermined

A Pakistani government site used as a tracking platform for passport applications is compromised to deliver a ScanBox framework payload which captures the visitors' machine information and logs their keystrokes.https://www.bleepingcomputer.com/news/security/pakistani-government-site-compromised-logs-visitor-keystrokes/Pakistan Undetermined

Fort Collins Loveland Water District and South Fort Collins Sanitation District are the victim of a ransomware attack occurred on February 11.https://www.databreaches.net/cyberattacker-demands-ransom-from-northern-colorado-utility/United States of AmericaUndetermined

Container World, a warehousing and logistics company is hit by a ransomware attack on Feb. 14.https://www.databreaches.net/hack-attack-at-major-b-c-booze-distributor-leaves-customers-struggling-with-backlog/Canada Undetermined

Online advertising firm Sizmek Inc. says it is investigating a security incident in which a hacker was reselling access to a user account with the ability to modify ads and analytics for a number of big-name advertisers.https://krebsonsecurity.com/2019/03/ad-network-sizmek-probes-account-breach/United States of AmericaUndetermined

Sources report that the cellphone of Benny Gantz, Prime Minister Benjamin Netanyahu's biggest rival and the chair of the political alliance Kahol Lavan, was hacked by Iranian intelligence.https://www.haaretz.com/israel-news/elections/benny-gantz-s-cellphone-hacked-by-iranian-intelligence-1.7022269Israel Iran (Islamic Republic of)

Direct Scripts suffers a ransomware attack on January 30, 2019 which resulted in the encryption of files containing patients' protected health information.https://www.hipaajournal.com/three-healthcare-ransomware-attacks-reported-70000-individuals-affected/United States of AmericaUndetermined



Maffi Clinics, alerts 10,465 patients that some of their protected health information was potentially compromised as a result of a September 11, 2018 ransomware attack.https://www.hipaajournal.com/three-healthcare-ransomware-attacks-reported-70000-individuals-affected/United States of AmericaUndetermined

Delaware Guidance Services for Children and Youth (DGS) is forced to pay a ransom to recover files that had been encrypted in a Christmas Day ransomware attack.https://www.hipaajournal.com/three-healthcare-ransomware-attacks-reported-70000-individuals-affected/United States of AmericaUndetermined

Carmel Unified School District notifies employees that a successful phishing attack had gained access to an employee's email account containing sensitive documents.https://www.databreaches.net/carmel-unified-school-district-notifies-employees-of-phishing-incident/United States of AmericaUndetermined

The Sir John Colfox Academy is the victim of a ransomware attack that encrypts some files, causing to lose some students' GCSE coursework.https://www.bbc.com/news/uk-england-dorset-47551331United Kingdom of Great Britain and Northern IrelandUndetermined

A hacker sets off the tornado emergency sirens for the cities of DeSoto and Lancaster.https://www.zdnet.com/article/hacked-tornado-sirens-taken-offline-in-two-texas-cities-ahead-of-major-storm/United States of AmericaUndetermined

Momentive, a chemical company controlled by the same fund than Hexion, is also hit by the LockerGoga ransomware.https://motherboard.vice.com/en_us/article/8xyj7g/ransomware-forces-two-chemical-companies-to-order-hundreds-of-new-computersUnited States of AmericaUndetermined

Hexion, a chemical company is hit by the LockerGoga ransomware.https://motherboard.vice.com/en_us/article/8xyj7g/ransomware-forces-two-chemical-companies-to-order-hundreds-of-new-computersUnited States of AmericaUndetermined

The Committee for Public Counsel Services in Boston is crippled by a ransomware attack for two weeks.https://www.databreaches.net/bitcoin-ransomware-cripples-boston-legal-system-for-two-weeks/United States of AmericaUndetermined

Researchers from Cybereason discover a new variant of the Ursnif malware, using most new evasion techniques and targeting Japanese Users.https://www.zdnet.com/article/this-banking-malware-just-returned-with-new-sneaky-tricks-to-steal-you-data/Japan Undetermined

A hacker sets off the tornado emergency sirens for the cities of DeSoto and Lancaster.https://www.zdnet.com/article/hacked-tornado-sirens-taken-offline-in-two-texas-cities-ahead-of-major-storm/United States of AmericaUndetermined

Students at three elite colleges Hamilton, Grinnell, and Oberlin are delivered ransom notes and informed by the hackers that they have gained access to their students' application files.https://www.hackread.com/applicants-data-of-3-elite-us-colleges-hacked-for-ransom/United States of AmericaUndetermined

Students at three elite colleges Hamilton, Grinnell, and Oberlin are delivered ransom notes and informed by the hackers that they have gained access to their students' application files.https://www.hackread.com/applicants-data-of-3-elite-us-colleges-hacked-for-ransom/United States of AmericaUndetermined

Cybercriminals block the computer system of The Piccadilly, a five-star hotel in Lucknow.https://timesofindia.indiatimes.com/city/lucknow/ransomware-attack-on-citys-5-star-hotel-cyber-cell-grapples-for-clues/articleshow/68350054.cmsIndia Undetermined

A statement issued by the People's Government of Yiling District, Yichang reveals that Chinese officials have been the target of a Gandcrab ransomware attack.https://news.bitcoin.com/chinese-government-ransomware-north-korea/China Undetermined

Students at three elite colleges Hamilton, Grinnell, and Oberlin are delivered ransom notes and informed by the hackers that they have gained access to their students' application files.https://www.hackread.com/applicants-data-of-3-elite-us-colleges-hacked-for-ransom/United States of AmericaUndetermined

A Ryuk ransomware attack hits the computers of Jackson County, Georgia, reducing government activity to a crawl until officials decide to pay cybercriminals $400,000 in exchange for the file decryption key.https://www.bleepingcomputer.com/news/security/ransomware-attack-on-jackson-county-gets-cybercriminals-400-000/United States of AmericaUndetermined

Columbia Surgical Specialists confirms to have paid a $15,000 ransom after being infected by a ransomware on January 9, and having the information of 400,000 patients encrypted.https://www.databreaches.net/to-protect-the-health-and-well-being-of-patients-scheduled-for-surgery-columbia-surgical-specialists-paid-ransom/United States of AmericaUndetermined

Nearly 4,800 patients at Mary Free Bed Rehabilitation Hospital are notified of the ransomware attack to Wolverine Solutions.https://www.databreaches.net/mi-thousands-of-mary-free-bed-patients-impacted-by-wolverines-ransomware-incident/United States of AmericaUndetermined

Health Alliance Plan notifies more than 120,000 patients of Wolverine Solutions Group breach.https://www.databreaches.net/health-alliance-plan-notifies-more-than-120000-patients-of-wolverine-solutions-group-breach/United States of AmericaUndetermined

FBI informs Citrix of a data breach that appears to have begun with a 'password spraying' attack aimed to steal weak credentials to access the company's network.https://www.darkreading.com/application-security/citrix-hacked-by-international-cybercriminals/d/d-id/1334122United States of AmericaUndetermined

The town of Hollywood Park, TX is still trying to recover a portion of nearly half a million dollars that were stolen from it in March 2019.https://www.databreaches.net/town-of-hollywood-park-attempting-to-recover-nearly-200000-stolen-in-2019-cyber-theft/United States of AmericaUndetermined

Thomas County School District notifies employees of an online banking system breach.https://www.databreaches.net/pa-thomas-county-school-district-notifies-employees-of-online-banking-system-breach/United States of AmericaUndetermined

The official website of India's governing Bharatiya Janata Party (BJP) is down after reports it was hacked.https://www.bbc.com/news/world-asia-india-47452531India Undetermined

Chinese hackers targeted twenty-seven universities in the United States, Canada, and Southeast Asia as part of a scheme to steal research about maritime technology under development for military use. Among the victimis is Duke University.https://www.theverge.com/2019/3/5/18251836/chinese-hackers-us-servers-universities-military-secrets-cybersecurityUnited States of AmericaChina

Chinese hackers targeted twenty-seven universities in the United States, Canada, and Southeast Asia as part of a scheme to steal research about maritime technology under development for military use. Among the victimis is Pennsylvania State University.https://www.theverge.com/2019/3/5/18251836/chinese-hackers-us-servers-universities-military-secrets-cybersecurityUnited States of AmericaChina

Chinese hackers targeted twenty-seven universities in the United States, Canada, and Southeast Asia as part of a scheme to steal research about maritime technology under development for military use. Among the victimis is the Massachusetts Institute of Technology.https://www.theverge.com/2019/3/5/18251836/chinese-hackers-us-servers-universities-military-secrets-cybersecurityUnited States of AmericaChina

Chinese hackers targeted twenty-seven universities in the United States, Canada, and Southeast Asia as part of a scheme to steal research about maritime technology under development for military use. Among the victimis is the University of Washington.https://www.theverge.com/2019/3/5/18251836/chinese-hackers-us-servers-universities-military-secrets-cybersecurityUnited States of AmericaChina

Chinese hackers targeted twenty-seven universities in the United States, Canada, and Southeast Asia as part of a scheme to steal research about maritime technology under development for military use. Among the victimis is the University of Hawaii.https://www.theverge.com/2019/3/5/18251836/chinese-hackers-us-servers-universities-military-secrets-cybersecurityUnited States of AmericaChina

Hackers from Pakistan attack over 90 Indian government websites and critical systems few hours after the Pulwama suicide strike.https://www.hindustantimes.com/india-news/indo-pak-tensions-play-out-in-cyberspace-websites-hit/story-0qj6riwp9ETU6mKQrsjbCN.htmlIndia Pakistan

Researchers from Palo Alto Networks reveal that the Iran-linked Chafer APT group used a new Python-based backdoor in recent attacks aimed at a Turkish government entity.https://securityaffairs.co/wordpress/82004/breaking-news/chafer-apt-python-backdoor.htmlTurkey Iran (Islamic Republic of)

BambooHR discloses a breach involving tax payroll.https://www.databreaches.net/bamboohr-discloses-breach-involving-traxpayroll/United States of AmericaUndetermined

Researchers at Sixgill's threat intelligence team discover an "experienced threat actor" selling access to the admin panel of a Chinese rail control system on the Dark Web.https://www.hackread.com/dark-web-hacker-selling-admin-access-to-a-chinese-railway-company/China Undetermined

Patients of a Bon Secours St. Francis Health System medical practice are being that their personal information may be at risk after a data breach at the practice.https://www.databreaches.net/sc-patients-of-milestone-family-medicine-notified-of-data-breach/United States of AmericaUndetermined

Several websites belonging to Newsquest Media Group, the second largest publisher of regional and local newspapers in the United Kingdom, are apparently defaced.https://www.databreaches.net/uk-newsquest-websites-comprised-by-major-security-breach/United Kingdom of Great Britain and Northern IrelandUndetermined

Researcher Marco Ramilli publishes the analysis of a malware allegedly designed to target PIK-Group, the largest real estate and homebuilder company in Russia.https://securityaffairs.co/wordpress/81766/malware/pik-group-malware.htmlRussian FederationUndetermined

Pasquotank-Camden Emergency Medical Service notifies 40,000 individuals after an unauthorized intrusion from outside the U.S. occurred in late December 2018.https://www.databreaches.net/nc-pasquotank-camden-ems-notifies-40000-after-hacking-incident/United States of AmericaUndetermined

Sports trading card and collectible company Topps issues a data breach notification stating that it was affected by a Magecart attack, which possibly exposed the payment and address information of its customers.https://www.bleepingcomputer.com/news/security/toppscom-sports-collectible-site-exposes-payment-info-in-magecart-attack/United States of AmericaUndetermined

Zillow is sued for $60 million after a hacker manages to gain access to a property's Zillow listing page, and update its information.https://www.grahamcluley.com/zillow-sued-for-60-million-after-mansion-listing-hijacked/United States of AmericaUndetermined

Florida Keys Community College discovers that it became the target of a phishing email campaign that compromised several employee email account credentials back in October 2018.https://www.databreaches.net/florida-keys-community-college-provides-notice-of-data-security-incident/United States of AmericaUndetermined

Researchers from Trustwave reveal that the web site for the Bangladeshi Embassy in Cairo has been compromised so that it distributes malicious Word documents, which install malware downloaders onto an infected computer.https://www.bleepingcomputer.com/news/security/web-site-for-a-bangladesh-embassy-compromised-with-malicious-docs/BangladeshUndetermined

Wolverine Solutions Group (WSG) says that it discovered its systems had suffered a ransomware infection on September 25 last year. More than 700 companies and 1.2 million patients are affected.https://www.tripwire.com/state-of-security/healthcare/thousands-patients-ransomware-attack-medical-billing-company/United States of AmericaUndetermined

Aurora City Schools investigates a 'sophisticated' financial cyber-security breach.https://www.databreaches.net/oh-aurora-city-schools-investigating-sophisticated-financial-cyber-security-breach/United States of AmericaUndetermined

Researchers from Group-IB discover two new databases with a total of 69,189 Pakistani banks' cards, shown up for sale on the dark web. Meezan Bank is among the victims of the breach.https://securityaffairs.co/wordpress/81579/cyber-crime/pakistani-banks-cards-darkweb.htmlPakistan Undetermined

Pompano Beach is the latest municipality to warn its residents (4,000 people) of the Click2Gov breach.https://www.databreaches.net/pompano-beach-warned-nearly-4000-residents-of-data-breach-involving-click2gov/United States of AmericaUndetermined

Payroll software provider Apex Human Capital Management suffers a ransomware attack that severs payroll management services for hundreds of the company's customers for nearly three days. The company decides to pay the ransom.https://krebsonsecurity.com/2019/02/payroll-provider-gives-extortionists-a-payday/United States of AmericaUndetermined

A hacker steals $7.7 million worth of EOS cryptocurrency after one of the 21 maintainers of an EOS blacklist fails to update it. The maintainer is identified in eos.games.https://www.zdnet.com/article/hacker-steals-7-7-million-in-eos-cryptocurrency-after-blacklist-snafu/Singapore Undetermined

Unknown attackers break into the systems of ATM (the public company responsible for public transportation in Milan).https://milano.repubblica.it/cronaca/2019/02/22/news/atm_milano_hacker_sistema_telecamere-219799041/Italy Undetermined

Rutland Regional Medical Center notifies patients after an employee email accounts hacked back in December 2018.https://www.databreaches.net/vt-rutland-regional-medical-center-notifies-patients-after-employee-email-accounts-hacked/United States of AmericaUndetermined

UConn Health discloses that an unauthorized third party had accessed employee email accounts, potentially breaching the privacy of 326,000 patients and others.https://www.scmagazine.com/home/security-news/breach-could-impact-roughly-326000-uconn-health-patients/United States of AmericaUndetermined

After receiving complaints for the impossibility to book appointments, the Russian embassy in Austria discovers to be the victim of a DDoS attack via automated requests made by IP addresses from Iraq, Thailand, Indonesia and other countries.http://tass.com/world/1045965Russian FederationUndetermined

Joker's Stash, a well-known underground marketplace for selling stolen credit card dumps, advertises the "DaVinci Breach," a dump containing the card details for over 2.15 million US bank customers from 40 states.https://www.zdnet.com/article/credit-card-details-worth-nearly-3-5-million-put-up-for-sale-on-hacking-forum/United States of AmericaUndetermined

A hacker takes over the Twitter account of Tampa Mayor Bob Buckhorn and sends out a fake ballistic missile warning and a bomb threat.https://www.scmagazine.com/home/security-news/a-hacker-took-over-the-twitter-account-of-tampa-fl-mayor-bob-buckhorn-and-sent-out-a-fake-ballistic-missile-warning-and-a-bomb-threat-from-the-compromised-account/United States of AmericaUndetermined

The UK's Labour Party locks down access to membership databases and campaign tools after a number of attempts to access personal data on its systems by "individuals who are not, or are no longer, authorized to do so".https://www.theregister.co.uk/2019/02/21/data_breach_labour_locks_down_member_databases/United Kingdom of Great Britain and Northern IrelandUndetermined

Researchers from Sucuri discover a malicious spam campaign, targeting a Polish Bank and using a replica of Google reCAPTCHA.https://blog.sucuri.net/2019/02/hackers-use-fake-google-recaptcha-to-cloak-banking-malware.htmlPoland Undetermined

Researchers of Palo Alto Networks reveal the details of an additional attack by the Windhsift APT, targeting a Middle Eastern government agency.https://unit42.paloaltonetworks.com/shifting-in-the-wind-windshift-attacks-target-middle-eastern-governments/UndeterminedUndetermined



The official website of BJP Chhattisgarh is defaced by a Pakistani hacker.https://timesofindia.indiatimes.com/india/chhattisgarh-bjp-website-hacked-by-pakistani-hackers/articleshow/68099543.cmsIndia India

Toyota Australia admits to have been hit by a ransomware attack.https://www.tripwire.com/state-of-security/featured/toyota-australia-cyber-attack-heart-hospital-ransomware/Australia Undetermined

In name of Operation Green Rights (#OpGreenRights) LulzSecITA hack and deface several domains belonging to the Italian Ministry of Environment.https://roguemedialabs.com/2019/02/21/italian-ministero-dellambiente-e-della-tutela-del-territorio-e-del-mare-pwned-by-lulzsecita-2-31-gb-of-compressed-database-files-leaked-online/Italy Italy

Centinela Valley Union High School District notifies employees of W-2 phishing incident.https://www.databreaches.net/centinela-valley-union-high-school-district-notifies-employees-of-w-2-phishing-incident/United States of AmericaUndetermined

Alan Smith, leader of Allerdale Borough Council, blames hackers for posting a link of a golliwog on his Facebook page.https://www.bbc.com/news/uk-england-cumbria-47362901?intlink_from_url=United Kingdom of Great Britain and Northern IrelandUndetermined

Cabrini Hospital is hit by a ransomware attack.https://www.theage.com.au/national/victoria/crime-syndicate-hacks-15-000-medical-files-at-cabrini-hospital-demands-ransom-20190220-p50z3c.htmlAustralia Undetermined

Chester County is hit by a malware attack.https://www.databreaches.net/pa-malware-breach-strikes-chester-county-computers/United States of AmericaUndetermined

Columbia Surgical Specialists of Spokane is the victim of a ransomware attack affecting 400,000 patients.https://www.databreaches.net/update-on-columbia-surgical-specialists-of-spokane-hipaa-incident-affecting-400000-patients/United States of AmericaUndetermined

Just days after the attack on CRPF convoy in Pulwama, more than 200 Pakistani websites, including the Ministry of Foreign Affairs, are reportedly defaced by an Indian hacker group - 'Team I Crew', as a sign of protest.http://www.ehackingnews.com/2019/02/indian-hackers-hack-over-200-pakistani.htmlPakistan Pakistan
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CHI Health officials reveal that a device brought in by a third-party vendor introduced a malware into the health system's network.https://www.beckershospitalreview.com/cybersecurity/ransomware-attack-locks-chi-health-providers-out-of-ehr-database.htmlUnited States of AmericaUndetermined

AZ Plastic Surgery Center reveals to have been hacked by TheDarkOverlord as early as December 10, 2018.https://www.databreaches.net/az-plastic-surgery-center-refuses-thedarkoverlords-handsome-proposition-notifies-patients-and-hhs-of-hack/United States of AmericaUnited Kingdom of Great Britain and Northern Ireland

AltaMed Health Services Corporation notifies 5,767 California residents of a data security incident at Sharecare Health Data Services, a business affiliate. SHDS detected an unauthorized third-party access as early as May 21, 2018https://www.databreaches.net/altamed-blueshield-of-california-notify-patients-and-regulators-after-breach-at-sharecare-health-data-services/United States of AmericaUndetermined

Hampton Roads Community Health Center reveals that a server hosting unencrypted patient data was compromised back in December 2018.https://www.databreaches.net/hampton-roads-community-health-center-notifies-patients-after-discovering-server-compromise/United States of AmericaUndetermined

Memorial Hospital at Gulfport reveals a phishing incident that exposed 30,000 patients' information.https://www.databreaches.net/memorial-hospital-at-gulfport-phishing-incident-exposed-30000-patients-information/United States of AmericaUndetermined

AdventHealth Medical Group's Pulmonary & Sleep Medicine discovers that hackers gained access to its systems and compromised the information of up to 42,161 patients. The breach started on August 2017 and was discovered on December 2018.https://www.hipaajournal.com/16-month-malware-infection-at-florida-pulmonary-sleep-medicine-center-impacts-42000-patients/United States of AmericaUndetermined

North Country Business Products point-of-sale and security solutions provider discloses a data breach which led to the exposure of payment information for clients who used their credit and debit cards at 137 restaurants.https://www.bleepingcomputer.com/news/security/cards-used-at-137-restaurants-exposed-by-point-of-sale-breach/United States of AmericaUndetermined

Reserve Bank of India warns banks and payment system operators about a mobile application called 'AnyDesk' used by fraudsters to access data on mobile devices.https://www.databreaches.net/reserve-bank-of-india-warns-of-mobile-data-theft-by-anydesk-app/India Undetermined

An attacker takes control of the British Army's "influence and outreach" Twitter account (@77th_Brigade).https://www.theregister.co.uk/2019/02/21/77_brigade_twitter_account_hacked/United Kingdom of Great Britain and Northern IrelandUndetermined

Credit card information for customers dining at Truluck's Seafood, Steak & Crab House in downtown Dallas and Southlake might have been copied by malware inserted into point of sale systems at the restaurants.https://www.databreaches.net/business-hotspot-trulucks-reports-data-breach-at-8-restaurants/United States of AmericaUndetermined

Image-I-Nation Technologies, Inc, a technology partner of the three big credit reporting agencies, is the victim of a supply-chain attack. The incident was discovered on December 20, and occurred between November 1-15, 2018.https://www.infosecurity-magazine.com/news/equifax-partner-breaches-customer-1/United States of AmericaUndetermined

The Financial Industry Regulatory Authority (FINRA) issues an information notice to brokerage firms regarding an ongoing phishing attack which currently targets member firms with malicious spam e-mails.https://www.bleepingcomputer.com/news/security/brokerage-firms-warned-by-finra-regulator-of-new-phishing-attack/United States of AmericaUndetermined

Users of the photography site 500px are forced to reset their passwords, following a breach where an attacker was able to take "partial user data" from July 5 last year.https://www.zdnet.com/article/data-breach-confirmed-by-500px-with-partial-user-data-hit/Canada Undetermined

Bank of Valletta shuts down all of its operations on Wednesday after hackers broke into its systems and shifted funds overseas.https://www.reuters.com/article/us-bank-valetta-cyber/cyber-attack-on-malta-bank-tried-to-transfer-cash-abroad-idUSKCN1Q21KZMalta Undetermined

Up to 100,000 customers have personal information including property valuations, phone numbers and dates of birth leaked as part of the data breach at LandMark White.https://www.smh.com.au/business/companies/nab-pulls-plug-on-landmark-white-as-home-loan-breach-scandal-grows-20190213-p50xkk.htmlAustralia Undetermined

Dunkin' Donuts announces that it was the victim of a credential stuffing attack during which hackers gained access to customer accounts.https://www.zdnet.com/article/dunkin-donuts-accounts-compromised-in-second-credential-stuffing-attack-in-three-months/United States of AmericaUndetermined

Users of the OkCupid dating app are the victims of a credential stuffing attack.https://www.infosecurity-magazine.com/news/okcupid-users-victims-of/United States of AmericaUndetermined

The U.S. servers of privacy-focused e-mail provider VFEmail is hacked on February 11 and all the data is destroyed, on both the main and the backup systems.https://www.bleepingcomputer.com/news/security/hackers-wipe-vfemail-servers-may-shut-down-after-catastrophic-data-loss/United States of AmericaUndetermined

In name of Operation Green Rights (#OpGreenRights) the Italian branch of the Anonymous releases a dump of data stolen from several domains belonging to the Italian regions of Veneto and Trentino.https://roguemedialabs.com/2019/02/13/anonymous-italy-announces-string-of-5-hacks-leaks-effecting-the-cities-of-trento-vento-italy/Italy Undetermined

In name of Operation Green Rights (#OpGreenRights) the Italian branch of the Anonymous releases a dump of data stolen from several domains belonging to the Italian regions of Veneto and Trentino.https://roguemedialabs.com/2019/02/13/anonymous-italy-announces-string-of-5-hacks-leaks-effecting-the-cities-of-trento-vento-italy/Italy Undetermined

Pharmaca notifies customers of payment card breach affecting several retail locations. The incident occurred between July 19, and December 12, 2018.https://www.databreaches.net/pharmaca-notifies-customers-of-payment-card-breach-affecting-brick-and-mortar-stores/United States of AmericaUndetermined

Pawnee County Memorial Hospital in Nebraska notifies 7,038 patients of a malware incident affecting protected health information. The attack happened on November 29, 2018.https://www.databreaches.net/pawnee-county-memorial-hospital-notifies-7038-patients-after-employee-email-account-compromised-by-phishing-attack/United States of AmericaUndetermined

The South Canterbury Property Investors' Association (SCPIA) database is hacked and the blacklist of tenant's criminal convictions is leaked online.https://www.databreaches.net/nz-landlords-blacklist-of-tenants-criminal-convictions-hacked-and-leaked-online/New ZealandUndetermined

Authorities in Australia say they are investigating an attempt to hack into its parliament's computer network. There is no evidence that information has been accessed or stolen. The hack likely came from a foreign state.https://www.bbc.com/news/world-australia-47166590Australia Undetermined

Authorities in Australia have concluded that China was responsible for hacking the Australian Labor Party before the Australian election in a campaign that also included the hacking of the country's Parliament.https://www.reuters.com/article/us-australia-china-cyber-exclusive/exclusive-australia-concluded-china-was-behind-hack-on-parliament-political-parties-sources-idUSKBN1W00VFAustralia Undetermined

Authorities in Australia have concluded that China was responsible for hacking the National Party of Australia before the Australian election in a campaign that also included the hacking of the country's Parliament.https://www.reuters.com/article/us-australia-china-cyber-exclusive/exclusive-australia-concluded-china-was-behind-hack-on-parliament-political-parties-sources-idUSKBN1W00VFAustralia Undetermined

Authorities in Australia have concluded that China was responsible for hacking the Liberal Party of Australia before the Australian election in a campaign that also included the hacking of the country's Parliament.https://www.reuters.com/article/us-australia-china-cyber-exclusive/exclusive-australia-concluded-china-was-behind-hack-on-parliament-political-parties-sources-idUSKBN1W00VFAustralia Undetermined

EyeSouth Partners notifies 24,000 patients after an employee email account is hacked.https://www.databreaches.net/eyesouth-partners-notifies-24000-patients-after-employee-email-account-hacked/United States of AmericaUndetermined

Movie and TV-tracking service Trakt notifies its subscribers of a breach occurred in 2014, carried out using a PHP exploit.https://www.scmagazine.com/home/security-news/movie-and-tv-tracking-service-trakt-belatedly-discovers-2014-breach/United States of AmericaUndetermined

A suspected cyber-attack "potentially compromised" the bank account details of 200 workers at Bernard Matthews. The attack occurred on January 22.https://www.bbc.com/news/uk-england-norfolk-47161878United Kingdom of Great Britain and Northern IrelandUndetermined

The Bayside Covenant Church reports that for three months last year (from August 3,to October 20), unauthorized personnel accessed some employee information.https://www.scmagazine.com/home/security-news/data-breach/bayside-covenant-church-phished-and-breached/United States of AmericaUndetermined

Roper St. Francis Healthcare notifies patients after employees fall for phishing attack back in November 2018.https://www.databreaches.net/sc-roper-st-francis-notifying-patients-after-employees-fall-for-phishing-attack/United States of AmericaUndetermined

Crosby ISD officials notified parents and staff that a ransomware virus has infiltrated the school district's IT system.https://www.databreaches.net/tx-crosby-isds-it-system-hacked-by-ransomware-virus/United States of AmericaUndetermined

More than 200 current and former students of Pellissippi State Community College could be in danger of identity theft because an unauthorized user had access to their personal information.https://sites.pstcc.edu/news/2019/02/04/pellissippi-state-responds-to-cybersecurity-incident/United States of AmericaUndetermined



Mount Zion School District is hit by a ransomware.https://www.databreaches.net/il-school-district-computer-system-most-data-recovered-superintendent-says/United States of AmericaUndetermined

MPs are targeted by a new phishing campaign after a government whip's accounts are hacked. The victim in question is Mike Freezer.https://www.buzzfeed.com/alexwickham/a-malicious-hack-accessing-mps-phone-and-email-contactsUnited Kingdom of Great Britain and Northern IrelandUndetermined

Norwegian software firm Visma reveals to be among the victims of the Cloudhopper campaign allegedly orchestrated by Chinese state-sponsored actors.https://www.reuters.com/article/us-china-cyber-norway-visma/china-hacked-norways-visma-to-steal-client-secrets-investigators-idUSKCN1PV141Norway China

South African energy supplier Eskom Group is hit with a double security breach consisting of an unsecured database containing customer information and a corporate computer infected with the Azorult information-stealing Trojan.https://www.bleepingcomputer.com/news/security/power-company-has-security-breach-due-to-downloaded-game/South AfricaUndetermined

Olympia Financial Group Inc. announces that it was subject to a ransomware cyber attack on its information technology systems.https://ca.finance.yahoo.com/news/olympia-financial-group-inc-announces-015601589.htmlCanada Undetermined

Fast food restaurant chain Huddle House discloses that they were affected by a data breach in the point of sale system at some locations that allowed attackers to steal payment information.https://www.huddlehouse.com/data-protection-notification/United States of AmericaUndetermined

Reproductive Medicine and Infertility Associates announces that it was the target of a malware attack in December that may have exposed the personal information of its clients.https://www.databreaches.net/mn-infertility-clinic-reports-malware-incident/United States of AmericaUndetermined

Metro Bank falls victim of an SS7 attack.https://motherboard.vice.com/en_us/article/mbzvxv/criminals-hackers-ss7-uk-banks-metro-bankUnited Kingdom of Great Britain and Northern IrelandUndetermined

Centinela Valley Union High School District notifies employees of a W-2 phishing incident.https://www.databreaches.net/centinela-valley-union-high-school-district-notifies-employees-of-w-2-phishing-incident/United States of AmericaUndetermined

Valley Professional Community Health Center notifies 12,000 patients of a phishing attack occurred in late November.https://www.databreaches.net/in-thousands-of-patients-information-compromised-in-data-breach/United States of AmericaUndetermined

Home improvement startup Houzz informs its users that it suffered a data breach in December 2018. The company has not provided details about the occurrence but contacted its users to encourage them to change their passwords as a precautionary measure.https://www.digitaltrends.com/home/houzz-data-breach-password-change/United States of AmericaUndetermined

HackersÃƒÂ‚Ã‚Â sentÃƒÂ‚Ã‚Â spoof e-mails to people who work with the German Marshall Fund in an attempt to trick them into handing over information, such as passwords.https://www.washingtonpost.com/technology/2019/02/20/microsoft-says-it-has-found-another-russian-operation-targeting-prominent-think-tanks/United States of AmericaRussian Federation

HackersÃƒÂ‚Ã‚Â sentÃƒÂ‚Ã‚Â spoof e-mails to people who work with the Aspen Institute Germany in an attempt to trick them into handing over information, such as passwords.https://www.washingtonpost.com/technology/2019/02/20/microsoft-says-it-has-found-another-russian-operation-targeting-prominent-think-tanks/Germany Russian Federation

HackersÃƒÂ‚Ã‚Â sentspoof e-mails to people who work with the German Council on Foreign Relations in an attempt to trick them into handing over information, such as passwords.https://www.washingtonpost.com/technology/2019/02/20/microsoft-says-it-has-found-another-russian-operation-targeting-prominent-think-tanks/Germany Russian Federation

HackersÃƒÂ‚Ã‚Â set up fake login pages for people who work with the Center for Strategic and International Studies think tanks in an attempt to trick them into handing over information, such as passwords.https://www.cnn.com/2019/01/30/politics/fancy-bear-microsoft-csis-think-tank/index.htmlUnited States of AmericaRussian Federation

Officials in Palisades Park are notified that nearly half a million dollars have been drained from its accounts at Mariner's Bank.https://www.databreaches.net/palisades-park-officials-say-nearly-500000-is-missing-from-its-accounts-in-bank-breach/United States of AmericaUndetermined

Kwik Fit confirms that its computer network has been infected with malware, disrupting its ability to book in vehicle repairs and handle other customer requests.https://www.bbc.com/news/technology-47062480United Kingdom of Great Britain and Northern IrelandUndetermined

Airbus says it detected a cyber attack on its information systems which resulted in a data breach but it said the incident did not affect its commercial operations.https://www.reuters.com/article/us-airbus-cyber/airbus-reports-breach-into-its-systems-after-cyber-attack-idUSKCN1PO2TQFrance Undetermined

Former U.S. government intelligence operatives working for the UAE used the spying tool Karma to hack the iPhones of activists, diplomats, and rival foreign leaders. One of the targets is Tawakkol Karman, a human rights activist known as the Iron Woman of Yemen.https://www.reuters.com/article/us-usa-spying-karma-exclusive/exclusive-uae-used-cyber-super-weapon-to-spy-on-iphones-of-foes-idUSKCN1PO1ANYemen United Arab Emirates

Former U.S. government intelligence operatives working for the UAE used the spying tool Karma to hack the iPhones of activists, diplomats, and rival foreign leaders. One of the targets is Oman's head of foreign affairs, Yusuf bin Alawi bin Abdullah.https://www.reuters.com/article/us-usa-spying-karma-exclusive/exclusive-uae-used-cyber-super-weapon-to-spy-on-iphones-of-foes-idUSKCN1PO1ANOman United Arab Emirates

Former U.S. government intelligence operatives working for the UAE used the spying tool Karma to hack the iPhones of activists, diplomats, and rival foreign leaders. One of the targets is Turkey's former Deputy Prime Minister Mehmet ?im?ek.https://www.reuters.com/article/us-usa-spying-karma-exclusive/exclusive-uae-used-cyber-super-weapon-to-spy-on-iphones-of-foes-idUSKCN1PO1ANTurkey United Arab Emirates

Former U.S. government intelligence operatives working for the UAE used the spying tool Karma to hack the iPhones of activists, diplomats, and rival foreign leaders. One of the targets is Qatar's Emir Sheikh Tamim bin Hamad al-Thani.https://www.reuters.com/article/us-usa-spying-karma-exclusive/exclusive-uae-used-cyber-super-weapon-to-spy-on-iphones-of-foes-idUSKCN1PO1ANQatar United Arab Emirates

Roper St. Francis Healthcare notifies patients after employees fall for phishing attack.https://www.databreaches.net/sc-roper-st-francis-notifying-patients-after-employees-fall-for-phishing-attack/United States of AmericaUndetermined

Delaware's Department of Insurance announces that 650 residents and 5 companies located within the state are impacted by a 2018 data breach of BenefitMall, an HR services administrator. An employee email was compromised between June 2018 and October 11.https://www.scmagazine.com/home/security-news/data-breach/hundreds-of-delaware-residents-among-the-victims-of-benefitmall-breach/United States of AmericaUndetermined

Basecamp suffers an hour-long credential stuffing attack targeting its platform.https://www.bleepingcomputer.com/news/security/basecamp-successfully-defends-against-credential-stuffing-attack/United States of AmericaUndetermined

The Brazilian multinational mining company Vale is hacked and confidential internal documents are leaked (about 40 thousand files in a 500 MB folder).https://www.databreaches.net/vale-e-hackeada-e-documentos-mostram-como-empresa-lida-com-acidentes-vale-is-hacked-documents-show-how-company-handles-accidents/Brazil Undetermined

LocalBitcoins, a peer-to-peer cryptocurrency exchange portal, announces a security breach after the forum site is taken over with a phishing page.https://www.zdnet.com/article/localbitcoins-blames-security-breach-on-forum-third-party-software/Finland Undetermined

Critical Care, Pulmonary & Sleep Associates notifies 23,377 patients of a phishing attack occurred back in November 23.https://www.databreaches.net/co-critical-care-pulmonary-sleep-associates-notifies-almost-24000-patients-after-hack-of-employee-email-accounts/United States of AmericaUndetermined

A total of 1,164,540 records, belonging to students at Universiti Teknologi Mara (UiTM) between 2000 and 2018 are leaked online. According to sources, the data happened between February and March 2018.https://www.databreaches.net/my-over-1-million-uitm-students-and-alumni-personal-details-leaked-online/Malaysia Undetermined

Verity Health System of California, Inc. and Verity Medical Foundation notify individuals and regulatory bodies of two phishing incidents occurred in late November and one in mid-January.https://www.databreaches.net/verity-health-system-of-california-inc-and-verity-medical-foundation-notify-individuals-and-regulatory-bodies-of-data-security-incident/United States of AmericaUndetermined

Dr. DeLuca & Dr. Marciano Eye Associates notify almost 24,000 patients after a ransomware attack.https://www.databreaches.net/ct-dr-deluca-dr-marciano-eye-associates-notify-almost-24000-patients-after-ransomware-attack/United States of AmericaUndetermined

Discover Financial Services reveals that on August 13, 2018, an undisclosed number of Discover card accounts might have been part of a data breach to occurred to a merchant.https://www.bleepingcomputer.com/news/security/discover-card-users-affected-by-data-breach-new-credit-cards-issued/United States of AmericaUndetermined

Video sharing platform DailyMotion announces that it was the victim of a credential stuffing attack.https://www.zdnet.com/article/dailymotion-discloses-credential-stuffing-attack/France Undetermined

French engineering consultancy Altran Technologies reveals to have suffered a cyber attack that hit operations in some European countries. The attack seems to have been caused by ransomware (LockerGoga). No customer data has been stolen.https://www.reuters.com/article/us-altran-tech-cyber/frances-altran-tech-hit-by-cyber-attack-idUSKCN1PM0IJFrance Undetermined

The head of Ukraine's cyber police says that Hackers likely controlled by Russia are stepping up efforts to disrupt Ukraine's presidential election in March with cyber attacks on electoral servers and personal computers of election staff.https://www.reuters.com/article/us-ukraine-cyber-exclusive-idUSKCN1PJ1KXUkraine Undetermined

The Association of National Advertisers admits it suffered a phishing attack last year (October) that may have resulted in the theft of employee data, including names and social security numbers.https://www.databreaches.net/ana-suffers-phishing-attack-possible-theft-of-data/United States of AmericaUndetermined

The City of Sammamish is hit by a ransomware attack.https://www.scmagazine.com/home/security-news/ransomware/ransomware-attacks-take-down-sammamish-city-hall-and-salisbury-pd/United States of AmericaUndetermined

Metals producer Nyrstar is hit by a cyber attack and shuts down some IT systems, including email, to contain the issue.https://www.reuters.com/article/nyrstar-cyber/belgian-metals-producer-nyrstar-hit-by-cyber-attack-idUSL8N1ZM6BMBelgium Undetermined

Graeter's Ice Cream issues notices to 12,000 customers to customers who made purchases on its website last year, after an "unauthorized code" was added to the website's checkout page.https://www.databreaches.net/graeters-website-breach-could-compromise-12000-customers-credit-card-data/United States of AmericaUndetermined

A Northern California family experiences "five minutes of sheer terror" after their Nest surveillance camera is hacked, warning them of a North Korea missile attack. Apparently other Nest cameras are involved.https://www.mercurynews.com/2019/01/21/it-was-five-minutes-of-sheer-terror-hackers-infiltrate-east-bay-familys-nest-surveillance-camera-send-warning-of-incoming-north-korea-missile-attack/United States of AmericaUndetermined

Newcastle's Royal Grammar School warns parents of a "sophisticated attack" carried out via fraudulent emails sent from school accounts, offering a 25% discount on fees for paying quickly via Bitcoin.https://www.bbc.com/news/uk-england-tyne-46920810United Kingdom of Great Britain and Northern IrelandUndetermined

Cebuana Lhuillier reveals that one of its servers fell victim to data breach incidents, occurred in August 2018, that may have compromised personal information of 900,000 customers.https://www.databreaches.net/ph-cebuana-lhuillier-reveals-data-breach-tells-clients-to-secure-accounts/PhilippinesUndetermined

The web site for the WordPress Multilingual Plugin (WPML) WordPress plugin is hacked and users of the plugin start receiving  emails stating that the plugin is filled with vulnerabilities.https://www.bleepingcomputer.com/news/security/ex-employee-hacks-wpml-wordpress-plugin-site-and-spams-users/China China

Valley Hope Association addiction treatment centers notifying patients their personal information may have been compromised in a phishing attack occurred between Oct. 9-10, 2018.https://www.scmagazine.com/home/security-news/kansas-based-valley-hope-association-addiction-treatment-centers-are-notifying-patients-their-personal-information-may-have-been-compromised/United States of AmericaUndetermined

A cyberattack on Health Sciences North disrupts multiple systems at 24 of the Canadian health provider's hospital facilities.https://www.scmagazine.com/home/security-news/cyberattack-forces-health-sciences-north-to-place-systems-on-downtime-at-24-hospitals/Canada Undetermined

The online servers of the newly launched ATLAS game suffer some "technical difficulties" after players hack a STEAM admin account and spam fellow players for hours with "Subscribe to PewDiePie" messages.https://www.zdnet.com/article/atlas-game-taken-offline-twice-after-users-hack-admin-account-find-server-exploit/United States of AmericaUndetermined

Tampa Bay Credit Union members have their debit card information spoofed after threat actors generate false cards using the financial institution's bin numbers.https://www.scmagazine.com/home/security-news/cybercrime/tampa-bay-credit-union-members-had-their-debit-card-information-spoofed-after-threat-actors-generated-false-cards-using-the-banks-bin-numbers/United States of AmericaUndetermined

Flashpoint analysts believe that the Lazarus Group is behind the recent intrusion suffered by Chilean interbank network Redbanc via carried out via the PowerRatankba malware.https://www.flashpoint-intel.com/blog/disclosure-chilean-redbanc-intrusion-lazarus-ties/Chile Afghanistan

Alleged state-sponsored actors compromise 30 PCs at the South Korea Defense Acquisition Program Administration which is the office that manages the military procurement. In 10 of them data was leaked.https://securityaffairs.co/wordpress/79993/cyber-warfare-2/south-korea-defense-hack.htmlKorea (the Republic of)Undetermined

Officials based at the City of Del Rio, in Texas, are forced to abandon electronic services and switch to pen and paper after a ransomware attack effectively closed down City Hall servers.https://www.zdnet.com/article/ransomware-attack-sends-city-of-del-rio-back-to-the-days-of-pen-and-paper/United States of AmericaUndetermined

Sunderland City Council reveals to have been hit with phishing and spoofing emails, and at least one Distributed Denial of Service (DDoS) attack, back in November.https://www.bbc.com/news/uk-england-tyne-46865177United Kingdom of Great Britain and Northern IrelandUndetermined

Faben Obstetrics and Gynecology notifies more than 6,000 patients after a GandCrab ransomware attack occurred in November 2018.https://www.databreaches.net/faben-obstetrics-and-gynecology-notifies-more-than-6000-patients-after-ransomware-attack/United States of AmericaUndetermined

The Shift News suffers a DDoS attack, following the publication of a series of investigative stories on a hospitals deal.https://theshiftnews.com/2019/01/14/the-shift-facing-cyber-attack-after-revelations-on-hospital-deal/Malta Undetermined

Cryptopia currency exchange pulls its website and services offline, citing a "security breach" resulting in "significant losses." Apparently the equivalent of $1.2 million is transferred to an unknown address.https://www.zdnet.com/article/cryptopia-cryptocurrency-exchange-pulled-offline-cites-security-breach/New ZealandUndetermined

Researchers from Cybaze-Yoroi ZLab reveal a campaign against an undisclosed Italian organization in the Oil and Gas sector, exploiting CVE-2017-11882 to distribute the AVE_MARIA malware.https://blog.yoroi.company/research/the-ave_maria-malware/Italy Undetermined



The Indian subsidiary of Tecnimont SpA falls prey to a fraud wherein $18.6 million (INR 130 crore) were being stolen by a group of Chinese hackers pretending to be trading an acquisition in China.http://www.ehackingnews.com/2019/01/chinese-hackers-pulled-theft-of-186.htmlIndia Undetermined

Sacred Heart Rehabilitation Center notifies patients of a phishing incident occurred in early April.https://www.databreaches.net/mi-sacred-heart-rehabilitation-center-notifies-patients-of-phishing-incident/United States of AmericaUndetermined

Another victim of Magecart. Discountmugs.com reveals that anyone who used a credit between August 5, 2018, and November 16, 2018 may have had their information compromised.https://www.scmagazine.com/home/security-news/kitchenware-companies-breached-in-dual-attacks/United States of AmericaUndetermined

The Salisbury Police Department is hit by a ransomware attack.https://www.scmagazine.com/home/security-news/ransomware/ransomware-attacks-take-down-sammamish-city-hall-and-salisbury-pd/United States of AmericaUndetermined

Another victim of the Click2Gov breach. Officials disclose that an unauthorized party stole credit card information between Aug. 1, 2018 and Jan. 9, 2019.https://www.scmagazine.com/home/security-news/click2gov-breach-threatens-credit-card-data-of-hanover-county-residents/United States of AmericaUndetermined

Kent County Community Mental Health Authority notifies 2,284 patients after phishing attackhttps://www.databreaches.net/mi-kent-county-community-mental-health-authority-notifies-2284-patients-after-phishing-attack/United States of AmericaUndetermined

The Bridgeport, Connecticut, School District is hit with a ransomwarehttps://www.ctpost.com/local/article/Bridgeport-Schools-computer-network-hit-by-13515819.phpUnited States of AmericaUndetermined

The Caddo Parish School System is scammed out of nearly $1 million in tax payer money after a phishing attack.https://www.databreaches.net/la-caddo-schools-scammed-out-of-nearly-1-million/United States of AmericaUndetermined

OXO International discloses a data breach that spans numerous periods over two years. Customer and payment information may have been exposed. The attack was most likely a MageCart attack.https://www.bleepingcomputer.com/news/security/oxo-breach-involved-magecart-attack-that-targeted-customer-data/United States of AmericaUndetermined

Coinbase detects a "deep chain reorganization" of the Ethereum Classic (ETC) blockchain. The equivalent of $1.1M is double spent, but the attacker reportedly returns $100,000 to cryptocurrency exchange Gate.io.https://cointelegraph.com/news/ethereum-classic-51-attackers-allegedly-returned-100-000-to-crypto-exchangeUnited States of AmericaUndetermined

Conservative Senator Linda Frum's Twitter account is hacked. The attackers share personal information including her drivers license and post racial tweets.https://www.databreaches.net/canadian-senators-personal-data-leaked-online-in-apparent-twitter-hack/United States of AmericaUndetermined

A hacker gains unauthorized access to the Queensland EWN, or Early Warning Network, and used it to send a spam alert via SMS, landline, and email to the company's subscribers.https://www.bleepingcomputer.com/news/security/hacker-uses-australian-early-warning-network-to-send-spam-alerts/Australia Undetermined

The Resort Municipality of Whistler (RMOW) is reporting that its municipal website, whistler.ca, has been breached.https://www.databreaches.net/ca-rmow-says-municipal-website-subject-to-security-breach/Canada Undetermined

At least three employees of Wichita State University do not receive their paychecks after they fall victim of an e-mail phishing scheme.https://www.databreaches.net/ks-wichita-state-u-employees-fall-victim-to-phishing-scam-lose-paychecks/United States of AmericaUndetermined

Chaplaincy Health Care offers free identity protection and credit monitoring to more than 1,000 people after an employee's email login credentials are compromised through an apparent phishing scheme.https://www.databreaches.net/wa-heres-what-you-need-to-know-about-chaplaincy-health-cares-email-breach/United States of AmericaUndetermined

In what is immediately called "Hacker-Angriff" (Hacker Attack), someone publishes the personal details of hundreds of German politicians, artists and local YouTube celebrities. Few days later a 20-year-old German confesses to be the author of the attack.https://www.theregister.co.uk/2019/01/08/german_20_yr_old_confess_mass_hack_angriff/Germany Undetermined

The website of the tram operator Luas is taken down after a cyber attack. The author threatens to dump the records of about 3,000 if the ransom of 1 BTC ($3,843 worth) is not paid.https://www.irishtimes.com/news/ireland/irish-news/over-3-000-luas-user-records-may-have-been-compromised-in-cyber-attack-1.3746674Ireland Undetermined

Data thieves steal the personal information of nearly 5 million people from an unconfirmed number of Chinese online ticket reservation platforms, according to Beijing police, who arrested a suspect in the case.https://technode.com/2019/01/02/beijing-police-data-leak-5-million/China Undetermined

BlankMediaGames (BMG) admits that a hacker has stolen the personal details of 7.6 million users of browser-based game the "Town of Salem".https://www.zdnet.com/article/town-of-salem-game-suffers-data-breach-exposing-7-6-million-user-details/United States of AmericaUndetermined

This cyber breach allegedly arose when a RMS employee clicked on a hyperlink in a phishing email that falsely appeared to originate from a RMS business partner.  The RMS employee provided her email credentials to the malicious website opened by the hyperlink.https://www.databreaches.net/nydfs-penalizes-mortgage-company-for-not-disclosing-2019-breach/United States of AmericaUndetermined

Hackers launch an attack on the website of showman Volodymyr Zelenskiy following the announcement of his candidacy for president on New Year's Eve.https://www.kyivpost.com/ukraine-politics/hackers-take-down-website-of-presidential-candidate-zelenskiys-team.htmlUkraine Undetermined

The work details of 30,000 Victorian public servants have been stolen in a data breach, after part of the Victorian Government directory was downloaded by an unknown party after an employee's email account is compromised.https://www.abc.net.au/news/2019-01-01/victorian-government-employee-directory-data-breach/10676932?pfmredir=smAustralia Undetermined

TheDarkOverlord announces it had breached a law firm handling cases related to the 9/11 attacks, and threatens to release the internal files unless their ransom demands were met. The group claims theu have hacked several insurers and legal firms including Hiscox Syndicates Ltd, Lloyds of London, and Silverstein Properties. To provide evidence, the group publishes the link to a 10GB archive.https://motherboard.vice.com/en_us/article/yw79k5/hacker-group-threatens-dump-911-insurance-files-dark-overlordUnited Kingdom of Great Britain and Northern IrelandUnited Kingdom of Great Britain and Northern Ireland

TheDarkOverlord announces it had breached a law firm handling cases related to the 9/11 attacks, and threatens to release the internal files unless their ransom demands were met. The group claims theu have hacked several insurers and legal firms including Hiscox Syndicates Ltd, Lloyds of London, and Silverstein Properties. To provide evidence, the group publishes the link to a 10GB archive.https://motherboard.vice.com/en_us/article/yw79k5/hacker-group-threatens-dump-911-insurance-files-dark-overlordUnited Kingdom of Great Britain and Northern IrelandUnited Kingdom of Great Britain and Northern Ireland

Choice Rehabilitation notifies patients after hack of corporate email account. The suspicious activity occurred from July 1, 2018 through September 30, 2018.https://www.databreaches.net/mo-choice-rehabilitation-notifies-patients-after-hack-of-corporate-email-account/United States of AmericaUndetermined

TheDarkOverlord announces it had breached a law firm handling cases related to the 9/11 attacks, and threatens to release the internal files unless their ransom demands were met. The group claims theu have hacked several insurers and legal firms including Hiscox Syndicates Ltd, Lloyds of London, and Silverstein Properties. To provide evidence, the group publishes the link to a 10GB archive.https://motherboard.vice.com/en_us/article/yw79k5/hacker-group-threatens-dump-911-insurance-files-dark-overlordUnited States of AmericaUnited Kingdom of Great Britain and Northern Ireland

Sen. Claire McCaskill and her staffers are the targets of a spear phishing campaign allegedly orchestrated by the infamous Fancy Bear AKA APT28.https://www.thedailybeast.com/russian-hackers-new-target-a-vulnerable-democratic-senatorUnited States of AmericaRussian Federation

Hackers from the Anonymous collective release the contact information of over 200 Italian police officers, including their full names and personal email addresses. Hackers also post the user login name and password of 26 website administrators.https://roguemedialabs.com/2019/01/02/italian-trade-union-of-state-police-officers-hacked-defaced-by-the-anonymous-anarchist-agency/Italy Undetermined

City of Lake Charles reports security breach of its information technology systems.https://www.databreaches.net/la-city-of-lake-charles-reports-security-breach-of-its-information-technology-systems/United States of AmericaUndetermined

Cloud hosting provider Dataresolution.net struggles to bring its systems back online after suffering a Ryuk ransomware infestation on Christmas Eve.https://krebsonsecurity.com/2019/01/cloud-hosting-provider-dataresolution-net-battling-christmas-eve-ransomware-attack/United States of AmericaUndetermined

Almost 1,000 North Korean defectors have their personal data leaked after a computer at the North Gyeongsang resettlement centre is hacked.https://www.bbc.com/news/world-asia-46698646Korea (the Republic of)Undetermined

Family Physicians Group notifies more than 8,000 patients about a phishing attack on an employee's email account. Patient data may have been exposed between Aug. 7 and Aug. 21, 2018, when the company discovered the attack.https://www.databreaches.net/privacy-breach-at-family-physicians-group-may-have-affected-8400-orlando-patients/United States of AmericaUndetermined

Dental Center of Northwest Ohio reveals that a ransomware attack affecting its local third-party IT vendor (Arakyta) may have endangered personal data belonging to current and former patients and employees.https://www.scmagazine.com/home/security-news/dental-center-of-nw-ohio-feels-bite-of-ransomware-attack-on-it-vendor/United States of AmericaUndetermined

Westminster College in Salt Lake City, Utah notifies people after eleven of their employees fell prey to phishing attacks.https://www.databreaches.net/ut-westminster-college-notifies-individuals-following-phishing-attack/United States of AmericaUndetermined

College of Eastern Idaho notifies a security incident discovered on September 5, 2018, when suspicious email activity was detected within an employee's email account.https://www.databreaches.net/another-day-another-edu-sector-breach-as-employees-continue-to-fall-for-phishing-attacks/United States of AmericaUndetermined

A Ryuk ransomware attack is suspected of preventing production of several newspapers, including the Wall Street Journal and Los Angeles Times. The attack affected the systems at Tribune Publishing's Southern California printing plant.https://www.cnet.com/news/malware-suspected-of-hobbling-newspapers-production/United States of AmericaUndetermined

Alcohol retailer BevMo reveals that its website was breached, compromising the credit card data of nearly 15,000 customers: a "malicious code" placed on the checkout page, compromising data between Aug. 2 and Sept. 26.https://www.scmagazine.com/home/security-news/data-breach-hits-15000-bevmo-e-commerce-customers/United States of AmericaUndetermined

The news sites of Bulatlat, Kodao and Pinoy Weekly are taken down by a DDoS attack, after stories on the Communist Party of the Philippines' 50th anniversary were posted.https://www.philstar.com/headlines/2018/12/28/1880570/altermidya-slams-cyberattacks-vs-members-sitesPhilippinesUndetermined

The news sites of Bulatlat, Kodao and Pinoy Weekly are taken down by a DDoS attack, after stories on the Communist Party of the Philippines' 50th anniversary were posted.https://www.philstar.com/headlines/2018/12/28/1880570/altermidya-slams-cyberattacks-vs-members-sitesPhilippinesUndetermined

The news sites of Bulatlat, Kodao and Pinoy Weekly are taken down by a DDoS attack, after stories on the Communist Party of the Philippines' 50th anniversary were posted.https://www.philstar.com/headlines/2018/12/28/1880570/altermidya-slams-cyberattacks-vs-members-sitesPhilippinesUndetermined

"Captain America" actress Hayley Atwell's nude photos are allegedly hacked and those behind it threatened to release the images, according to reports.https://www.ibtimes.com/nude-photo-leak-2018-hayley-atwells-images-hacked-posted-x-rated-website-2745314United Kingdom of Great Britain and Northern IrelandUndetermined

Thousands of sensitive documents have been stolen by hackers in a cyber-attack on the influential investment bank Evercore, after an employee in London falls victim of a phishing attack.https://www.thetimes.co.uk/edition/business/hackers-steal-thousands-of-files-from-dealmaker-evercore-pdcrhfqqgUnited Kingdom of Great Britain and Northern IrelandUndetermined

A threat actor compromised the British Post Office and local government networks, stealing personal data including email addresses and mobile phone numbers of thousands of employees.https://www.mirror.co.uk/news/uk-news/major-cyber-attack-uk-infrastructure-14226055United Kingdom of Great Britain and Northern IrelandIran (Islamic Republic of)

The borough of Westwood, discloses a data breach that began in December 2018.https://www.databreaches.net/borough-of-westwood-nj-provides-notice-of-a-data-breach-that-began-in-2018/United States of AmericaUndetermined

Another consequence of the Click2Gov breach: the city of Saint John shuts down its online system used to pay parking tickets after discovering a data breach that could have exposed customer names, addresses and credit card information.https://www.cbc.ca/news/canada/new-brunswick/saint-john-parking-data-breach-1.4957310Canada Undetermined

The San Diego Unified School District (SDUSD) reveals that PII of more than a half million students and staff were compromised as the result of a phishing attack that may have occurred as early as January 2018.https://www.scmagazine.com/home/security-news/san-diego-unified-school-district-data-breach-exposed-500000-students-staff-parents/United States of AmericaUndetermined

A clever phishing attack targeting Electrum Bitcoin wallets results in the theft of more than $750,000 worth of cryptocurrency.https://www.scmagazine.com/home/security-news/electrum-wallet-phishing-and-malware-attacks-net-more-than-750000-in-bitcoin/Germany Undetermined

US coffee store chain Caribou Coffee announces a security breach after it discovered unauthorized access of its POS systems. The breach was discovered on November 28, and the company listed 239 stores of its total 603 locations as impacted.https://www.zdnet.com/article/caribou-coffee-chain-announces-card-breach-impacting-239-stores/United States of AmericaUndetermined

The Podiatric Offices of Bobby Yee notifies 24,000 patients after ransomware attack.https://www.databreaches.net/bobby-yee-d-p-m-notified-24000-patients-after-ransomware-attack/United States of AmericaUndetermined

Warby Parker discloses that roughly 198,000 of its customers may have been affected by a credential stuffing attack targeting the eyeglass retail chain. The unauthorized activity started on Sept. 25 and continued through late November.https://www.scmagazine.com/home/security-news/credential-stuffing-attack-focuses-on-glasses-retailer-warby-parker/United States of AmericaUndetermined

DrBenLynch.com notifies customers of payment card compromise after detecting a code injection into their web site that captured order information placed between September 8 and October 2.https://www.databreaches.net/drbenlynch-com-notifies-customers-of-payment-card-compromise/United States of AmericaUndetermined

An attack on the Italian oil firm Saipem targeted servers based in India, Kuwait, Saudi Arabia, Scotland, and the United Arab Emirates. Hackers used a variant of the Shamoon virus.https://www.reuters.com/article/us-italy-cyber-saipem/saipem-servers-suffer-cyber-attack-in-middle-east-idUSKBN1O92B1Italy Undetermined

The APT 10 threat actors, in conjunction with the Tianjin State Security Bureau, compromised eight technology service providers, including Hewlett Packard Enterprise and IBM (their cloud services in particular were targeted), to steal commercial secrets from over forty-five client technology companies. The victims include Swedish telecom giant Ericsson, U.S. Navy shipbuilder Huntington Ingalls Industries, and travel reservation system Sabre.https://globalnews.ca/news/5432525/china-cyberattack-computer-services-cloud-hopper/Sweden China
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A report by Area 1 Security reveals that a successful phishing attack on the Ministry of Foreign Affairs of Cyprus, an EU member nation, compromised the diplomatic communication network for the European Union (COREU).https://www.prnewswire.com/news-releases/area-1-security-uncovers-cybersecurity-breach-of-european-diplomatic-network-initiated-by-chinese-government-300768487.htmlCyprus China

The California Department of Consumer Affairs suffers a malware attack, affecting workstations and disrupting computer networks.https://www.databreaches.net/california-department-of-consumer-affairs-suffers-malware-attack/United States of AmericaUndetermined

The Digital Revolution group claims to have hacked the servers of Moscow-based Kvant Scientific Research Institute, and gathered evidence of a neural networks tool used to analyze activities on social networks.https://globalvoices.org/2018/12/22/report-says-hackers-detected-online-protest-sniffing-software-in-kazakhstan/Russian FederationRussian Federation

Steelite International discovers that hackers had encrypted its servers to cause "maximum disruption" to its payroll systems.https://www.bbc.com/news/uk-england-stoke-staffordshire-46622375United Kingdom of Great Britain and Northern IrelandUndetermined

The Wellcome Trust reveals in its annual report, that the email of four senior executives was compromised and sensitive information monitored for several months.https://www.thetimes.co.uk/article/fraudsters-got-access-to-top-charity-with-phishing-scam-nxxgzp2blUnited Kingdom of Great Britain and Northern IrelandUndetermined

Hammer Nutrition notifies customers after discovering a malicious script injection into their website as a consequence of the compromise of their third-party website provider.https://www.databreaches.net/hammer-nutrition-notifies-customers-after-discovering-hack-of/United States of AmericaUndetermined

NASA alerts its employees of a possible compromise of NASA servers containing personally identifiable information. The breach was discovered on October 23, and affects NASA Civil Service employees from July 2006 through October 2018.http://spaceref.com/news/viewsr.html?pid=52074United States of AmericaUndetermined

At least 5,850 people are alerted about a possible breach of credit card information through Barnes-Jewish Company HealthCare's online payment portal. The breach was discovered on Nov. 19 and involved the injection of malicious code into their website.https://www.databreaches.net/mo-use-bjcs-patient-portal-to-pay-your-bills-company-announces-possible-malware-breach/United States of AmericaUndetermined

According to a new report published by Gemini Advisory, in the wake of the Click2Gov breach, at least 294,929 payment records have been compromised in 46 U.S. cities and sold in the Dark Web.http://fortune.com/2018/12/18/click2gov-local-government-portals-hackers-credit-card-breach/United States of AmericaUndetermined

The Wall Street Journal's website is defaced with a post containing a fake apology supporting YouTube megastar PewDiePie, previously accused of antisemitism by the same paper.https://motherboard.vice.com/en_us/article/9k4mz5/hackers-deface-wall-street-journal-wsj-pewdiepie-tseriesUnited States of AmericaUndetermined

University of Vermont Health Network ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â '''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¢ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¢'ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¬" Elizabethtown Community Hospital notifies 32,000 patients after an employee's email account is accessed without authorization. The incident occurred on October 9, 2018.https://www.databreaches.net/university-of-vermont-health-network-elizabethtown-community-hospital-notifies-32000-patients-after-employees-email-account-was-accessed-without-authorization/United States of AmericaUndetermined

CCRM Dallas-Fort Worth becomes aware of a potential data security incident that may have resulted in the inadvertent exposure of patients' personal and health information, after a former nurse's email account is hacked.https://www.databreaches.net/ccrm-dallas-fort-worth-notifies-patients-of-data-security-incident/United States of AmericaUndetermined

According to a new report, classified military information including missile plans have been stolen from contractors working for the US Navy by hackers linked to China.https://www.wsj.com/articles/u-s-navy-is-struggling-to-fend-off-chinese-hackers-officials-say-11544783401United States of AmericaUndetermined

Brazil-based IT services and business process outsourcing provider Tivit has data from many of its large customers leaked online, after nine members of staff have suffered a phishing attack.https://www.reuters.com/article/us-iran-cyber-hackers/iran-hit-by-global-cyber-attack-that-left-u-s-flag-on-screens-idUSKBN1HE0MHBrazil Undetermined

Schenectady County, shuts down its government website after a cyberattack via malware.https://www.scmagazine.com/home/security-news/schenectady-county-govt-website-knocked-offline-by-cyberattack/United States of AmericaUndetermined

The personal information of 540,563 individuals is stolen from an emergency contact database after the website of the French Ministry of Europe, and Foreign Affairs is hacked.https://techcrunch.com/2018/12/13/frances-ministry-of-foreign-affairs-says-emergency-contact-information-database-has-been-breached/France Undetermined

Save the Children reveals to have been hit last year with a business email compromise scam that cost the charity $1 million. The incident took place in May 2017.https://www.scmagazine.com/home/security-news/save-the-children-loses-1-million-to-bec-scam/United Kingdom of Great Britain and Northern IrelandUndetermined

Ronin Gallery notifies customers of payment card breach when unauthorized code is inserted in their web site able to capture customers' data.https://www.databreaches.net/ny-ronin-gallery-notifies-customers-of-payment-card-breach/United States of AmericaUndetermined

Former and current employees of AOS 77 in Washington County are made aware of a data breach in the school department's central office.https://www.databreaches.net/me-school-department-officials-notify-current-and-former-staff-of-hack/United States of AmericaUndetermined

A cyber attack on the Ramsey County Social Services, occurred in August, may have compromised hundreds of clients' private health information.https://www.twincities.com/2018/12/11/ramsey-county-data-breach-may-have-affected-hundreds-of-clients/United States of AmericaUndetermined

The city of North Bend is hit by a ransomware attack which temporarily locks out city workers from their computers and databases.https://www.scmagazine.com/home/security-news/ransomware/the-city-of-north-bend-ore-was-hit-with-a-ransomware-attack-which-temporarily-locked-out-city-workers-from-their-computers-and-databases/United States of AmericaUndetermined

Baylor Scott & White Medical Center notifies approximately 47,000 patients or guarantors that their payment information, including partial credit card information, may have been subject to a computer intrusion to a third-party credit card processing system.https://www.databreaches.net/baylor-scott-white-medical-center-frisco-notifies-47000-patients-after-third-party-bill-payment-vendor-was-hacked/United States of AmericaUndetermined

Italian oil services company SAIPEM is hit by a new version of the Shamoon malware. The attack started in India and hit the servers in Saudi Arabia, the United Arab Emirates and Kuwait. Fingers are pointed to Iran.https://thehackernews.com/2018/12/shamoon-malware-attack.htmlItaly Iran (Islamic Republic of)

The University of Maryland Medical System is hit by a ransomware attack, affecting about 250 of the system's 27,000 devices.https://www.scmagazine.com/home/security-news/ransomware-strikes-university-of-maryland-medical-system/United States of AmericaUndetermined

Another possible Click2Gov breach: Topeka's third-party payment vendor is breached possibly exposing the personal information of about 10,000 residents.https://www.scmagazine.com/home/security-news/topeka-billing-system-data-breach-10000-potentially-affected/United States of AmericaUndetermined

The Cape Cod Community College notifies its employees that Hackers stole more than $800,000 when they infiltrated the school's bank accounts.https://www.databreaches.net/hackers-steal-800000-from-cape-cod-community-college/United States of AmericaUndetermined

Titan Manufacturing and Distributing notifies consumers that its computer system had been compromised by malware during the period of November 23, 2017 to October 25, 2018.https://www.databreaches.net/titan-notifies-customers-of-payment-card-compromise/United States of AmericaUndetermined

The Linux.org website is defaced via a DNS hijack.https://securityaffairs.co/wordpress/78791/hacking/linux-org-defacement.htmlUnited States of AmericaUndetermined

The Redwood Eye Center notifies 16,000 California residents their personal information may have been compromised when a company subcontractor (IT Lighthouse) suffered a ransomware attack on September 19.https://www.scmagazine.com/home/security-news/redwood-eye-care-hit-with-ransomware-16000-records-encrypted/United States of AmericaUndetermined

The blockchain of Vertcoin is under a 51% attack. The attack could have resulted in a theft of over $100,000.https://www.ccn.com/vertcoin-hit-by-51-attack-allegedly-lost-100000-in-double-spending/UndeterminedUndetermined

Politico reveals that the emails of top NRCC officials were hacked in a major 2018 attack that occurred in April.https://www.politico.com/story/2018/12/04/exclusive-emails-of-top-nrcc-officials-stolen-in-major-2018-hack-1043309United States of AmericaUndetermined

The gaming subscription site Humble Bundle informs its customers of a data breach that may have exposed a person's subscription status.https://www.scmagazine.com/home/security-news/humble-bundle-breach-could-be-first-step-in-wider-attack/United States of AmericaUndetermined

BeatStars, a marketplace for selling music production beats, is mass-defaced.http://indianexpress.com/article/cities/chandigarh/cyber-attack-hits-haryanas-power-discoms-billing-data-5115191/United States of AmericaUndetermined

Dozens of San Francisco State University student accounts are hacked in a phishing attack.https://www.databreaches.net/dozens-of-sf-state-student-accounts-hacked-in-phishing-attacks/United States of AmericaUndetermined

Prime Staff Inc. joins the list of the companies hacked by TheDarkOverlord. Thousands of employees' files are stolen.https://www.databreaches.net/california-based-professional-employer-organization-hacked-by-thedarkoverlord-thousands-of-employees-files-stolen/United States of AmericaUnited Kingdom of Great Britain and Northern Ireland

The Security Service of Ukraine (SBU) reveals to have stopped a "massive" cyberattack against the country's telecommunications network, and blames the Kremlin for the attempted hack.https://www.computerweekly.com/news/252453892/Phishing-at-centre-of-cyber-attack-on-Ukraine-infrastructureUkraine Undetermined

Caribbean Island Properties is hacked by TheDarkOverlord.https://www.databreaches.net/caribbean-island-properties-pillaged-by-thedarkoverlord/Barbados United Kingdom of Great Britain and Northern Ireland

The Czech Security Intelligence Service (BIS) says that two Russian-linked cyber-espionage groups have hacked into the Czech Republic's government networks during 2016 and 2017.https://www.zdnet.com/article/czech-republic-blames-russia-for-multiple-government-network-hacks/Czechia Russian Federation

The Czech Security Intelligence Service (BIS) says that two Russian-linked cyber-espionage groups have hacked into the Czech Republic's government networks during 2016 and 2017.https://www.zdnet.com/article/czech-republic-blames-russia-for-multiple-government-network-hacks/Czechia Russian Federation

Cancer Treatment Centers of America notifies almost 42,000 patients of possible access to their protected health information after a phishing attack occurred on May 2 and discovered on September 26.https://uk.reuters.com/article/us-usa-puertorico-cyberattack/puerto-rico-power-utility-hacked-but-customer-data-not-at-risk-idUKKBN1GV30AUnited States of AmericaUndetermined

Quora announces that one of their systems was hacked on November 30, and has led to the exposure of approximately 100 million user's data to an unauthorized third-party.https://www.bleepingcomputer.com/news/security/quora-hacked-100-million-users-data-exposed/United States of AmericaUndetermined

Customers of Dutch clothing company OppoSuits are warned to monitor their credit card accounts after the firm discovers the Magecart malware planted on its website could have stolen the details of 7,000 customers.https://www.itwire.com/security/85506-clothing-company-opposuits-hit-by-magecart-attack.htmlNetherlandsUndetermined

The Czech Security Intelligence Service (BIS) says that two Russian-linked cyber-espionage groups have hacked into the Czech Republic's government networks during 2016 and 2017.https://www.zdnet.com/article/czech-republic-blames-russia-for-multiple-government-network-hacks/Czechia Russian Federation

Investigations by a law firm and forensic accounting firm determined that emails and personal information of approximately 40 staffers were hacked between December 2018 and August 2020.https://www.databreaches.net/robservations-two-year-data-breach-hits-employees-email-at-wttw-wfmt/United States of AmericaUndetermined



Over 100,000 computers in China are  infected in just a few days by the 'WeChat Ransom' ransomware.https://www.bleepingcomputer.com/news/security/ransomware-infects-100k-pcs-in-china-demands-wechat-payment/China Undetermined

The Italian Football Team Palermo Calcio reveals to have suffered an intrusion with the consequent leak of fake news about the imminent sale of the team.https://palermo.meridionews.it/articolo/71958/attacco-hacker-al-sistema-informatico-rosanero-accesso-abusivo-denunceremo-atto-criminale/Italy Undetermined

The data breach to Click2Gov online payment system might have exposed information on 4,600 people who used Ames, Iowa, online ticket payment system between Aug. 10 to Nov. 19, 2018.https://www.scmagazine.com/home/security-news/ames-iowa-parking-ticket-payment-system-breached/United States of AmericaUndetermined

The records of 500 million customers of the hotel group Marriott International are compromised. In particular the guest reservation database of its Starwood division has been compromised by an unauthorised party since 2014.https://www.nytimes.com/2018/12/11/us/politics/trump-china-trade.htmlUnited States of AmericaUndetermined

Technic Forums is compromised by an unknown third-party.https://www.databreaches.net/nampa-school-district-investigating-cyber-security-breach/United States of AmericaUndetermined

The Canadian operations of 1-800-FLOWERS discloses a four-year data breach affecting customers who purchased goods on its website. An unauthorized actor gained access to customers' payment card data from Aug. 15, 2014 through Sept. 15, 2018.https://www.scmagazine.com/home/security-news/bloom-is-off-the-rose-canadian-1-800-flowers-operation-discloses-four-year-breach/Canada Undetermined

Sotheby's Home website is the latest casualty of Magecart after a breach sees card-skimming code deployed by the cyber criminals.https://www.infosecurity-magazine.com/news/southebys-site-infected-magecart/United Kingdom of Great Britain and Northern IrelandUndetermined

The information of 900 people of Christiansburg is compromised in a phishing scam.https://www.wdbj7.com/content/news/900-residents-501601722.htmlUnited States of AmericaUndetermined

Dunkin' Donuts informs some of its DD Perks program members that their account information may have been exposed through a credential stuffing attack. The incident was discovered on October 31, 2018.https://threatpost.com/hackers-breach-dunkin-donuts-accounts-in-credential-stuffing-attack/139472/United States of AmericaUndetermined

Rhode Island's Thundermist Health Center is hit by ransomware.https://www.scmagazine.com/home/security-news/rhode-islands-thundermist-health-center-struck-by-ransomware/United States of AmericaUndetermined

Mind & Motion notifies 16,000 after a ransomware attack.http://www.dailymail.co.uk/news/article-5511033/National-Lottery-warns-10-5m-players-change-passwords.htmlUnited States of AmericaUndetermined

Georgia Spine and Orthopaedics of Atlanta notifies 7,012 patients after a phishing attack occurred on July 2018.https://www.databreaches.net/georgia-spine-and-orthopaedics-of-atlanta-notifies-7012-patients-after-phishing-attack/United States of AmericaUndetermined

One day after opening to the general public, Moscow's first-ever cable car is forced to shut down after a reported ransomware cyberattack.https://www.cyberdefensemagazine.com/moscows-new-cable-car-closed-due-to-a-ransomware-infection/Russian FederationUndetermined

Dell releases an update on its website acknowledging that it warded off a possible hack that happened on November 9th. According to the company, it is possible some information was removed from Dell's network.http://www.nwfdailynews.com/news/20180312/okaloosa-water-and-sewer-warns-users-of-possible-security-breachUnited States of AmericaUndetermined

Attackers manage to steal and hold for ransom 14,000 profiles and 16,000 chats from PratenOnline.nl, a website where young people with anxiety and depression can chat anonymously with a professional.https://www.databreaches.net/private-data-of-users-of-pratenonline-nl-stolen-and-held-for-ransom/NetherlandsUndetermined

Atrium Health says that data of about 2.65 million patients including addresses, dates of birth and SSN may have been compromised in a breach at its third-party provider AccuDoc Solutions. The breach occurred between  Sept. 22 and 29.https://www.healthcareitnews.com/news/atrium-health-breach-data-265m-patients-potentially-exposedUnited States of AmericaUndetermined

An unknown actor with a connection to Iran hijacked DNS records to target the traffic of governments and telecommunications organizations around the world. One of the victims is the UAE Telecommunication Regulatory Authority.https://blog.talosintelligence.com/2018/11/dnspionage-campaign-targets-middle-east.htmlUnited Arab EmiratesUndetermined

In his latest SIM swap hack, Nicholas Truglia steals $1M worth in crypto currencies from Robert Ross, a Silicon Valley executive.https://www.cnbc.com/2018/11/21/hacker-lifts-1-million-in-cryptocurrency-using-mans-phone-number.htmlUnited States of AmericaUndetermined

A ransomware attack hits computer systems at the East Ohio Regional Hospital and Ohio Valley Medical Center reportedly disrupting the hospitals' emergency rooms.https://securityaffairs.co/wordpress/78441/breaking-news/ohio-hospital-system-ransomware.htmlUnited States of AmericaUndetermined

Drake's Fortnite account is hacked and joins a charity livestream, yelling obscenities during the event.https://www.theverge.com/2018/11/24/18110186/fortnite-drake-ninja-charity-live-stream-racial-slurCanada Undetermined

A ransomware attack hits computer systems at the East Ohio Regional Hospital and Ohio Valley Medical Center reportedly disrupting the hospitals' emergency rooms.https://securityaffairs.co/wordpress/78441/breaking-news/ohio-hospital-system-ransomware.htmlUnited States of AmericaUndetermined

Following a hack that resulted in leaking about 808,000 email addresses and over 1.8 million usernames and passwords, a social network website in Germany received a fine of EUR 20,000 from the Baden-WÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¼rttemberg Data Protection Authority.https://www.bleepingcomputer.com/news/security/first-gdpr-sanction-in-germany-fines-flirty-chat-platform-eur-20-000/Germany Undetermined

The website of High Tail Hall, an adult video game is hacked, with the information of nearly half a million subscribers stolen. The breach occurred back in August.https://www.bbc.com/news/technology-46289639United States of AmericaUndetermined

The Computer Emergency Response Team of Ukraine (CERT-UA) and the Foreign Intelligence Service of Ukraine detect a new strain of the Pterodo Windows backdoor targeting computers at Ukrainian government agencies.https://arstechnica.com/information-technology/2018/11/ukraine-detects-new-pterado-backdoor-malware-warns-of-russian-cyberattack/Ukraine Russian Federation

Johannesburg-Lewiston Area Schools (JLAS) falls victim to a ransomware attack.https://www.databreaches.net/mi-johannesburg-lewiston-area-schools-recovering-from-ransomware-attack/United States of AmericaUndetermined

Two employees at East Tennessee State University fall for an email phishing scam and pave the way for a breach at the school.https://www.scmagazine.com/home/security-news/etsu-breached-after-phishing-scam/United States of AmericaUndetermined

Unknown attackers compromise worldwish.org, a website managed by a charitable organization, and implant the CoinIMP Javascript miner.https://www.bleepingcomputer.com/news/security/make-a-wish-website-compromised-for-cryptojacking-operation/United States of AmericaUndetermined

The Quebec region of MÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â©kinac pays a $30,000 Bitcoin ransom after its servers are hit by ransomware.https://www.cbc.ca/news/canada/montreal/quebec-cyberattacks-local-governments-1.4910720Canada Undetermined

VisionDirect, a popular contact lens online merchant, posts an advisory stating that their web site was compromised causing the theft of credit card and account information. The breach occurred between November 3rd and November 8th.https://techcrunch.com/2018/11/18/vision-direct-reveals-breach-that-skimmed-customer-credit-cards/United Kingdom of Great Britain and Northern IrelandUndetermined

TheDarkOverlord claims to have hacked Channel Ship Services and have acquired personal data and information that can jeopardize maritime security.https://www.databreaches.net/channel-ship-services-hacked-by-thedarkoverlord-has-maritime-security-been-compromised/United States of AmericaUnited Kingdom of Great Britain and Northern Ireland

New York Oncology Hematology notifies nearly 130,000 patients and employees that it was the victim of a phishing attack occurred between April 20 and April 27.https://www.databreaches.net/new-york-oncology-hematology-notifying-more-than-128400-employees-and-patients-after-phishing-attack/United States of AmericaUndetermined

The Center for Vitreo-Retinal Diseases in Illinois notifies more than 20,300 patients after a ransomware attack.https://www.databreaches.net/il-center-for-vitreo-retinal-diseases-notifies-more-than-20300-patients-after-ransomware-attack/United States of AmericaUndetermined

OSIsoft LLC discloses a security breach which affected its employees, consultants, interns, and contractors. The credential theft involves 29 computers and 135 accounts.https://news.softpedia.com/news/osisoft-breached-all-domain-accounts-emails-and-passwords-assumed-compromised-523863.shtmlUnited States of AmericaUndetermined

Some 2,000 clients of Albany-based nonprofit Family Tree Relief Nursery are notified of a ransomware attack occurred between June and August.https://www.databreaches.net/family-tree-relief-nursery-notifies-families-of-ransomware-attack/United States of AmericaUndetermined

An intruder accesses the email accounts of two HealthEquity members, exposing protected and personal information of 20,906 subscribers. The breach dates back to September and October, and was discovered on October 5th.https://news.softpedia.com/news/new-healthequity-data-breach-exposes-pii-phi-of-almost-21-000-customers-523829.shtmlUnited States of AmericaUndetermined

Hackers compromise Daniel's Hosting, one of the largest Dark Web hosting provider, and deleted 6,500+ sites.https://securityaffairs.co/wordpress/78165/cyber-crime/daniels-hosting-hacked.htmlUndeterminedUndetermined

Unknown hackers gain access to thousands of Italian certified email accounts, including those of magistrates and security officials.https://www.reuters.com/article/us-italy-cyber-idUSKCN1NO2I6Italy Undetermined

A Magecart credit card skimming attack is discovered on the online store for the Infowars web site.https://www.bleepingcomputer.com/news/security/infowars-store-affected-by-magecart-credit-card-stealing-hack/United States of AmericaUndetermined

Midlands Regional Hospital in Tullamore is hit by a ransomware attack.https://www.databreaches.net/ie-tullamore-hospital-hit-by-ransomware-attack/Ireland Undetermined

The Democratic National Committee (DNC) claims that Russian hackers tried to break into its servers in November 2018, shortly after the conclusion of the US midterm elections.https://www.zdnet.com/article/dnc-says-russia-tried-to-hack-its-servers-again-in-november-2018/United States of AmericaRussian Federation

German security officials detected a cyberattack, believed to be by the Russian group Snake, on the email accounts of German celebrities, lawmakers, military officials, and staff of several German embassies. As a result of the hack, the personal details of the victims were leaked online by the hackers. One of the victimis is TV presenter Christian Ehring.https://www.forbes.com/sites/daveywinder/2019/01/05/russia-or-the-far-right-who-hacked-german-politics/?sh=27eaa98112c3Germany Russian Federation

German security officials detected a cyberattack, believed to be by the Russian group Snake, on the email accounts of German celebrities, lawmakers, military officials, and staff of several German embassies. As a result of the hack, the personal details of the victims were leaked online by the hackers. One of the victimis is German President Frank-Walter Steinmeier.https://www.forbes.com/sites/daveywinder/2019/01/05/russia-or-the-far-right-who-hacked-german-politics/?sh=27eaa98112c2Germany Russian Federation

German security officials detected a cyberattack, believed to be by the Russian group Snake, on the email accounts of German celebrities, lawmakers, military officials, and staff of several German embassies. As a result of the hack, the personal details of the victims were leaked online by the hackers. One of the victimis is German Chancellor Angela Merkel.https://www.forbes.com/sites/daveywinder/2019/01/05/russia-or-the-far-right-who-hacked-german-politics/?sh=27eaa98112c1Germany Russian Federation

An unknown actor with a connection to Iran hijacked DNS records to target the traffic of governments and telecommunications organizations around the world. One of the victims is Middle East Airlines, a Lebanese airline.https://blog.talosintelligence.com/2018/11/dnspionage-campaign-targets-middle-east.htmlLebanon Undetermined

Google's official G Suite Twitter account, which has more than 800,000 followers, is the latest victim of an increasingly widespread Bitcoin scam.https://threatpost.com/bitcoin-giveaway-scam-balloons-with-google-the-latest-victim/139088/United States of AmericaUndetermined

Researchers from Recorded Future reveal the details of a spear phishing campaign carried out by the Chinese TEMP.Periscope group against a UK based engineering company, leveraging Russian APT Techniques.https://www.recordedfuture.com/chinese-threat-actor-tempperiscope/United Kingdom of Great Britain and Northern IrelandChina

Target's Twitter account is hacked and its feed used to trick unsuspecting consumers into giving away cryptocurrency.https://www.pymnts.com/news/security-and-risk/2018/target-twitter-scam-bitcoin-cryptocurrency/United States of AmericaUndetermined

Cylance uncover a sophisticated state-sponsored campaign, tracked as Operation Shaheen, against the Pakistan Air Force, carried out by a nation-state actor tracked as the White Company.https://securityaffairs.co/wordpress/77982/apt/operation-shaheen-campaign.htmlPakistan Undetermined

Health First, Inc. notifies 42,000 patients after a phishing incident.https://www.databreaches.net/fl-health-first-inc-notified-42000-patients-after-phishing-incident/United States of AmericaUndetermined

Midlands State University is forced to postpone its Student Representative Council Elections after hackers breach the security system.https://www.databreaches.net/universities-hacked-in-zimbabwe-canada/Zimbabwe Undetermined

May Eye Care notifies 30,000 patients after ransomware incident.https://www.databreaches.net/pa-may-eye-care-notified-30000-patients-after-ransomware-incident/United States of AmericaUndetermined

Metrocare Services notifies 1,804 patients after some employees' email is hacked. The incident occurred on September 4, 2018.https://www.databreaches.net/tx-metrocare-notifies-1804-patients-after-employees-email-hacked/United States of AmericaUndetermined

Florida's Department of Health issues a notice of data breach detailing the compromise of an employee's Microsoft Outlook 365 account. The breach occurred between October 8 ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â '''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¢ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¢'ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¬" October 16, 2018.https://www.wkrg.com/news/northwest-florida/breach-notice-issued-for-patients-of-florida-department-of-health-clinics/1584318622United States of AmericaUndetermined

Huntsville Hospital also reports the information of job applicants who applied to the facility may be at risk after the breach at Jobscience.https://www.scmagazine.com/home/security-news/huntsville-hospital-in-alabama-notifies-job-applicants-of-data-breach/United States of AmericaUndetermined

A malware received via phishing emails take down the systems of Chesapeake Public Schools.https://www.databreaches.net/va-chesapeake-public-schools-computer-network-affected-by-malware-from-phishing-emails/United States of AmericaUndetermined



LPL Financial sends a notification about a third-party hack involving Capital Forensics, Inc.https://www.databreaches.net/lpl-financial-notifying-clients-after-capital-forensics-inc-was-hacked/United States of AmericaUndetermined

Southwest Washington Regional Surgery Center notifies 2,393 patients after phishing attack exposed their PHI.https://www.databreaches.net/southwest-washington-regional-surgery-center-notifies-2393-patients-after-phishing-attack-exposed-their-phi/United States of AmericaUndetermined

Altus Baytown Hospital (ABH) is hit by a Dharma ransomware attack on September 3, 2018, with a lot of documents containing patient info being encrypted and the attackers requesting a ransom to unlock the hospital's data.https://news.softpedia.com/news/dharma-ransomware-hits-altus-baytown-hospital-s-systems-523692.shtmlUnited States of AmericaUndetermined

Media Prima Bhd is hit by a ransomware attack and asked to pay a ransom of 1,000 bitcoins.http://www.theedgemarkets.com/article/media-prima-hit-ransomware-attack-%E2%80%94-sourcesMalaysia Undetermined

A hacker dubbed Erwincho leaks a file containing more than 5.4 million email addresses and 31,000 bank card numbers (six digits covered), claiming they belong to clients of Mobile World.https://www.vir.com.vn/mobile-world-flounders-after-serious-security-breach-63663.htmlViet Nam Undetermined

Bankers Life notifies more than 566,000 individuals after the hack of some employees' email results in a breach of PHI. The breach occurred between May 30 and September 13, 2018.https://www.databreaches.net/bankers-life-notified-more-than-566000-after-hack-of-employees-email-resulted-in-breach-of-phi/United States of AmericaUndetermined

The Twitter account of India's National Disaster Management Authority (NDMA) is hijacked to promote fake bitcoins giveaways.https://thenextweb.com/hardfork/2018/11/06/india-bitcoin-twitter-musk/India Undetermined

Megacable notifies its users of a cyber attack.https://navva.org/mexico/mexico/megacable-was-the-victim-of-a-cyber-attack/Mexico Undetermined

An unknown actor with a connection to Iran hijacked DNS records to target the traffic of governments and telecommunications organizations around the world. One of the victims is the Finance Ministry of Lebanon.https://blog.talosintelligence.com/2018/11/dnspionage-campaign-targets-middle-east.htmlLebanon Undetermined

Several of Cambodia's biggest internet service providers (EZECOM, SINET, Telcotech, and Digi) are hit by large-scale DDoS attacks.https://www.zdnet.com/article/cambodias-isps-hit-by-some-of-the-biggest-ddos-attacks-in-the-countrys-history/Cambodia Undetermined

Several of Cambodia's biggest internet service providers (EZECOM, SINET, Telcotech, and Digi) are hit by large-scale DDoS attacks.https://www.zdnet.com/article/cambodias-isps-hit-by-some-of-the-biggest-ddos-attacks-in-the-countrys-history/Cambodia Undetermined

Several of Cambodia's biggest internet service providers (EZECOM, SINET, Telcotech, and Digi) are hit by large-scale DDoS attacks.https://www.zdnet.com/article/cambodias-isps-hit-by-some-of-the-biggest-ddos-attacks-in-the-countrys-history/Cambodia Undetermined

After unauthorized charges are done with cards used on www.myidentifiers.com, a site responsible for issuing ISBNs, an investigation reveals that unauthorized code was added to the checkout page affecting transactions between May 1 and October 23.https://www.databreaches.net/bowker-investigating-breach-of-isbn-site/United States of AmericaUndetermined

The official account of PathÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â©, the world's second oldest operating film company and Europe's second largest studio, has been hacked to spread malicious Bitcoin giveaway links.https://thenextweb.com/hardfork/2018/11/05/elon-musk-bitcoin-twitter/France Undetermined

Several of Cambodia's biggest internet service providers (EZECOM, SINET, Telcotech, and Digi) are hit by large-scale DDoS attacks.https://www.zdnet.com/article/cambodias-isps-hit-by-some-of-the-biggest-ddos-attacks-in-the-countrys-history/Cambodia Undetermined

The Washington Post reveals that a cyber-attack by a US security agency against Russia's infamous troll factory (Internet Research Agency) has resulted in a destroyed server RAID controller and formatted hard drives.https://www.zdnet.com/article/us-wiped-some-hard-drives-of-russias-troll-factory-in-last-years-hack/Russian FederationUnited States of America

Guests of two Tasmania's luxury hotels are notified that their personal data may have been accessed by an unauthorised third party.https://www.abc.net.au/news/2018-11-02/privacy-breach-at-resorts-owned-by-federal-group/10462072Australia Undetermined

Five Guys notifies employees of data breach after an employee falls victim for a phishing attack.https://www.databreaches.net/five-guys-notifies-employees-of-data-breach/United States of AmericaUndetermined

ASI Computer Systems notifies some of their customers after discovering that usernames and passwords on a support web site had been hacked prior to December 2016.https://www.databreaches.net/asi-computer-systems-notifies-customers-after-discovering-support-site-compromise-of-login-credentials/United States of AmericaUndetermined

Attackers gain access to some customer's information in HSBC, such as account numbers, balances, addresses, transaction history, etc.. The attack hits about 1% of U.S. accounts and occurred between October 4, 2018 and October 14, 2018.https://www.bleepingcomputer.com/news/security/hsbc-bank-data-breach-exposed-account-numbers-balances-and-more/United States of AmericaUndetermined

Hackers access confidential documents about nuclear plants and prisons in a cyberattack on the French Ingerop and leak 65Gb of data. The attack occurred back in June.https://www.dw.com/en/hackers-obtain-nuclear-power-plant-plans-in-france/a-46126878France Undetermined

Educational electronics outlet Kitronik is the latest victim of the Magecart gang. The hack occurred between August and September.https://www.theregister.co.uk/2018/11/02/kitronik_online_shop_malware/United Kingdom of Great Britain and Northern IrelandUndetermined

Guests of two Tasmania's luxury hotels are notified that their personal data may have been accessed by an unauthorised third party.https://www.abc.net.au/news/2018-11-02/privacy-breach-at-resorts-owned-by-federal-group/10462072Australia Undetermined

AnonPlus hacks the website of the Italian Society of Authors and Publishers (SIAE) and leak 4Gb of data.https://www.repubblica.it/tecnologia/sicurezza/2018/11/03/news/tecnologia_altro_attacco_di_anonplus_bucato_il_sito_della_siae_e_rubati_4_giga_di_dati-210654944/Italy Italy

Colbi Trent Defiore, an employee at a Virginia tech company, has been sent to prison for stealing PII from Healthcare.gov customers. Defiore improperly accessed the Healthcare.gov database several times in November 2018 and used the stolen information to commit fraud.https://www.infosecurity-magazine.com/news/healthcaregov-data-thief-jailed/United States of AmericaUnited States of America

Tallahassee Memorial Hospital reports the information of job applicants who applied to the facility may be at risk after a breach at Jobscience, a recruiting firm it uses.https://www.databreaches.net/jobscience-breach-also-impacted-tallahassee-memorial-hospital-job-applicants/United States of AmericaUndetermined

Episcopal Health Services notifies patients after employee email accounts are hacked.https://www.databreaches.net/ny-st-johns-episcopal-hospital-episcopal-health-services-notifies-patients-after-employee-email-accounts-were-hacked/United States of AmericaUndetermined

Canadian St. Francis Xavier University shuts down the entire network following a cryptojacking attack which attempted to use its systems' computing power to mine for Bitcoin.https://news.softpedia.com/news/bitcoin-cryptojacking-attack-forces-university-to-disable-entire-network-523646.shtmlCanada Undetermined

Australian defence shipbuilder Austal is the victim of a data breach and an extortion attempt. The attackers gain access to ship designs and to some staff email addresses and mobile phone numbers. Fingers point to Iran.https://www.reuters.com/article/us-australia-iran-cybercrime/australias-cyber-security-chief-says-austal-defense-hack-investigation-may-take-years-idUSKCN1NI03XAustralia Undetermined

The hotel chain Radisson Hotel Group suffered a security breach that exposed personal information of the members of its loyalty scheme. The incident happened on September 11, but was identified only on October first.https://securityaffairs.co/wordpress/77530/data-breach/radisson-hotel-group-data-breach.htmlUnited States of AmericaUndetermined

NorthBay Healthcare Corporation suffers a data breach affecting the information of everyone who applied for a position within the organization between December 2012 and May 2018.https://news.softpedia.com/news/social-security-numbers-pii-stolen-in-northbay-healthcare-data-breach-523548.shtmlUnited States of AmericaUndetermined

FIFA acknowledges that its computer systems were hacked earlier in March, for the second time, and officials from European soccer's governing body fear they also might have suffered a data breach.https://www.nytimes.com/2018/10/30/sports/soccer/fifa-uefa-hack.htmlSwitzerlandUndetermined

The hacktivist group Anonymous takes down 70 Gabon government websites as part of its "anti-dictatorships" campaign.https://www.scmagazine.com/home/security-news/anonymous-knocks-out-gabon-government-sites-with-dos-attack/Gabon Undetermined

Hackers breach computer security at the Tomorrowland festival organizers, and steal the data of 64,000 people who signed up for tickets for the 2004 edition.http://www.brusselstimes.com/art-culture/12957/hackers-steal-personal-details-of-64-000-tomorrowland-visitorsBelgium Undetermined

MapleChange, a Canadian crypto exchange, suffers a hack and looses all the funds (913 BTC, $6M worth), despite many accuse the exchange of attempting to stage an exit scam.https://ethereumworldnews.com/maplechange-crypto-exchange-hacked-for-913-bitcoin-btc-exit-scam-likely/Canada Undetermined

Karachi-based Bank Islami acknowledges of suffering a security breach of its payment cards system but denies reports of having lost an alleged $6 million in what local press have called the biggest cyber-attack in the country's history.https://www.zdnet.com/article/pakistani-bank-denies-losing-6-million-in-countrys-biggest-cyber-attack/Pakistan Undetermined

Ghostwriter, a suspected Belarus-backed hacking group, has compromised websites and email accounts in Latvia, Lithuania, and PolandÃƒÂ‚Ã‚Â to publish fabricated documents pushing anti-North Atlantic Treaty Organization (NATO) narratives consistent with Kremlin talking points. The influence campaign started in 2017.https://www.fireeye.com/content/dam/fireeye-www/blog/pdfs/Ghostwriter-Influence-Campaign.pdfLithuania Belarus

Cathay Pacific announces to have discovered unauthorised access to some of its information system containing passenger data of up to 9.4 million people. The attack started in March and went undetected for some months.https://news.cathaypacific.com/cathay-pacific-announces-data-security-event-affecting-passenger-data-197761China Undetermined

40K users are affected by a ransomware attack, occurred on August 23, targeting Jones Eye Clinic and Surgery Center.https://news.softpedia.com/news/40k-customers-affected-after-jones-eye-clinic-and-surgery-center-attack-523447.shtmlUnited States of AmericaUndetermined

Children's Hospital of Philadelphia (CHOP) notifies some of its current and former patients of two email incidents, both involving health information, occurred respectively on August 23, and September 6.https://www.databreaches.net/childrens-hospital-of-philadelphia-provides-notice-of-two-email-incidents/United States of AmericaUndetermined

Insurer Axa reveals it suffered a cyber attack that prompted an alert from the Mexico central bank, however clients' information and resources are safe and have not been affected.https://www.reuters.com/article/mexico-centralbank-incident/mexico-central-bank-issues-alert-after-insurer-axa-cyberattack-idUSL2N1X403ZMexico Undetermined

Internet Solutions (IS) sends a notice to clients to warn them about a breach, and urges them to change their passwords and take additional steps to secure their servers. Later the company confirms that its internal monitoring systems have detected "irregular activity" on some of its virtual services.https://www.databreaches.net/za-internet-solutions-warns-of-security-breach/South AfricaUndetermined

Eurostar has reset its customers' login passwords after detecting attempts to break into an unspecified number of accounts taking place between 15 and 19 October.https://www.bbc.com/news/technology-46048597United Kingdom of Great Britain and Northern IrelandUndetermined

Hackers breach the Orange County, Calif. branch of the Girl Scouts of America, potentially exposing personal information for 2,800 members and their families.https://securityaffairs.co/wordpress/77512/data-breach/girl-scouts-data-breach.htmlUnited States of AmericaUndetermined

The website of the Saudi Arabian investment conference, referred to as "Davos in the Desert", is defaced with anti-Saudi messages, to protest against the death of journalist Jamal Khashoggi.https://www.scmagazine.com/home/security-news/saudi-investment-conference-website-hacked-defaced/Saudi ArabiaUndetermined

Cryptocurrency exchange Trade.io reveals a security breach: an unknown party withdraws over 50 million Trade tokens (TIO), worth over $7.5 million, from its cold storage wallets.https://www.zdnet.com/article/trade-io-loses-7-5mil-worth-of-cryptocurrency-in-mysterious-cold-wallet-hack/SwitzerlandUndetermined

Eight poorly secured websites are hacked, exposing megabytes of personal data. 1.2 million users are exposed.https://arstechnica.com/information-technology/2018/10/hack-on-8-adult-websites-exposes-oodles-of-intimate-user-data/United States of AmericaUndetermined

The Centers for Medicare & Medicaid Services (CMS) announces that Healthcare.gov, the federally operated health insurance marketplace, has suffered a data breach. The CMS believes files for as many as 75,000 people were accessed.https://www.engadget.com/2018/10/19/healthcare-gov-breach/United States of AmericaUndetermined

Catawba Valley Medical Center notifies patients of a phishing email incident occurred on August 13, 2018.https://www.databreaches.net/nc-notice-to-catawba-valley-medical-center-patients-of-a-phishing-email-incident/United States of AmericaUndetermined

The Indiana National Guard reports that a non-military server that contains the personal information of civilian and military personnel is hit with ransomware.https://www.scmagazine.com/home/security-news/west-haven-indiana-national-guard-muscatine-hit-with-ransomware-attacks/United States of AmericaUndetermined

The City of Muscatine is hit with a ransomware attack on October 17. Financial and other servers are affected.https://www.scmagazine.com/home/security-news/west-haven-indiana-national-guard-muscatine-hit-with-ransomware-attacks/United States of AmericaUndetermined

As reported by Troy Hunt's Have I Been Pwned breach notification service, the Facepunch game studio was the victim of a data breach in June 2016 which led to sensitive information of 396,650 users being exposed.https://news.softpedia.com/news/information-of-396k-users-exposed-in-facepunch-data-breach-523291.shtmlUnited Kingdom of Great Britain and Northern IrelandUndetermined

Vesta Control Panel, the provider of an open-source hosting panel software reveals a security breach during which an unknown hacker contaminated the project's source code with malware. The malicious code was added on May 31, this year, and later removed two weeks later, on June 13.https://www.zdnet.com/article/open-source-web-hosting-software-compromised-with-ddos-malware/UndeterminedUndetermined

Researchers from Yoroi discover a new targeted campaign against one of the most important companies in the Italian naval industry. The malware is dubbed MartyMcFly.https://securityaffairs.co/wordpress/77195/malware/martymcfly-malware-cyber-espionage.htmlItaly Undetermined

The City of West Haven pays $2,000 after having 23 of its servers encrypted from a ransomware attack.https://www.scmagazine.com/home/security-news/west-haven-indiana-national-guard-muscatine-hit-with-ransomware-attacks/United States of AmericaUndetermined



Hackers are believed to have stolen $338,000 worth of EOS cryptocurrency from blockchain-powered gambling dApp EOSBet.https://thenextweb.com/hardfork/2018/10/15/eos-dapp-hacked/UndeterminedUndetermined

The Onslow Water and Sewer Authority (ONWASA) is hit by a targeted ransomware attack carried out via Ryuk.https://www.darkreading.com/endpoint/nc-water-utility-fights-post-hurricane-ransomware/d/d-id/1333049United States of AmericaUndetermined

The Henderson school district in Texas is hit with a business email compromise (BEC) attack resulting in a $600,000 loss for the district. The attack took place on September, 26th.https://www.scmagazine.com/home/security-news/bec-attack-scamstexas-school-district-out-of-600000/United States of AmericaUndetermined

Sodexo Motivation Solutions' internal IT systems are hit by malware and as a consequence the Sodexo Engage's website lifestylehub.co.uk is pulled offline.https://www.theregister.co.uk/2018/10/10/sodexo_breach/United Kingdom of Great Britain and Northern IrelandUndetermined

The Minnesota Department of Human Services falls victim to a phishing email scam. The attackers accessed the information of approximately 21,000 individuals in two incidents back in June and July.https://www.databreaches.net/minnesota-dhs-notifies-residents-after-discovering-two-successful-phishing-attacks/United States of AmericaUndetermined

5,000 people's personal information, who used a parking app, collected by Cork City Council, is illegally accessed by a hacker.https://www.thejournal.ie/cork-council-app-hacking-4274141-Oct2018/Ireland Undetermined

Customers of the City of Lake Worth Utilities who utilized the online option to pay their bill, between August 28 and October 9, may have experienced a possible breach of their credit card information.https://www.databreaches.net/lake-worth-utilities-customers-may-have-had-credit-card-information-stolen/United States of AmericaUndetermined

Rebound Orthopedics & Neurosurgery reports a data breach occurred back in May, when an employee's email account was improperly accessed. 2,800 employees and patients may have been compromised.https://www.databreaches.net/rebound-orthopedics-neurosurgery-reports-data-breach/Canada Undetermined

Shopper Approved is the latest victim of the Magecart gang. The incident took place on September 15.https://www.zdnet.com/article/new-magecart-hack-detected-at-shopper-approved/United States of AmericaUndetermined

A ransomware attack hits Madison County Government services.https://www.scmagazine.com/home/security-news/madison-county-idaho-hit-with-ransomware-attack/United States of AmericaUndetermined

Rep. Pete King's campaign website is defaced.https://www.washingtontimes.com/news/2018/oct/9/rep-peter-kings-congressional-campaign-site-hacked/United States of AmericaUnited Kingdom of Great Britain and Northern Ireland

The Magecart gang hit the Cancer Research UK back in 2016 with the same modus operandi.https://www.dailymail.co.uk/news/article-6248983/Cyber-criminals-tried-steal-card-details-people-buying-gifts-charitys-website.htmlUnited Kingdom of Great Britain and Northern IrelandUndetermined

Anne Arundel County Public Library officials announce that nearly 600 staff and public library computers have been hit by the Emotet virus. 4,768 customers who used public computers since September 17 are also notified.https://news.softpedia.com/news/annapolis-library-computers-infected-with-emotet-almost-5k-customers-affected-523119.shtmlUnited States of AmericaUndetermined

SpankChain, an adult industry focused cryptocurrency, has $38,000 worth of Ethereum stolen due to a smart contract bug.https://www.bleepingcomputer.com/news/security/naughty-hacker-steals-38k-from-spankchain-cryptocurrency/United States of AmericaUndetermined

The City of St. Petersburg notifies a data breach of the third-party Click2Gov self-service payment which affected users who made payments between August 11, 2018, and September 25, 2018, using their credit cards.https://news.softpedia.com/news/city-of-st-petersburg-s-click2gov-payment-system-breached-523077.shtmlUnited States of AmericaUndetermined

Ubisoft's Assassin's Creed Odyssey's launch is disrupted by a DDoS attack on the day of its release.https://www.grahamcluley.com/assassins-creed-odyssey-suffers-ddos-attack-at-launch/France Undetermined

National Ambulatory Hernia Institute notifies almost 16,000 patients of Gamma ransomware attackhttps://www.databreaches.net/national-ambulatory-hernia-institute-notifies-almost-16000-patients-of-gamma-ransomware-attack/United States of AmericaUndetermined

The South African branch of Hetzner, a well-known web hosting provider, suffers a new security breach. The attacker manages to gain access to customer details.https://www.zdnet.com/article/hackers-breach-web-hosting-provider-for-the-second-time-in-the-past-year/South AfricaUndetermined

North American Risk Services, suffers a data breach between February 7 and March 27, when the company notices suspicious emails being sent from one of their employee's accounts.https://news.softpedia.com/news/hundreds-of-california-residents-affected-by-north-american-risk-services-breach-523086.shtmlUnited States of AmericaUndetermined

Roughly 30,000 DOD military and civilian personnel are believed to be affected by a cyber attack. A third-party contractor is compromised, granting the attackers access to the Pentagon network to steal travel data for DOD personnel.https://www.zdnet.com/article/pentagon-discloses-card-breach/United States of AmericaUndetermined

The same day Square Enix also announces to be fighting off a DDoS attack aimed towards its popular game, Final Fantasy XIV.https://www.scmagazine.com/home/security-news/ddos-attacks-target-multiple-games-including-final-fantasy-xiv/Japan Undetermined

Tillamook Chiropractic Clinic reveals that on May 2016, malware was installed on the primary insurance billing system, which hackers then used as a staging area to collect patient records.https://www.databreaches.net/notice-of-security-breach-tillamook-chiropractic-clinic/United States of AmericaUndetermined

A threat actor compromised the Federation Internationale de Football Association (FIFA) in December 2016 and January 2017. Seven of the individuals alleged to be behind this incident, believed to be Russian military intelligence (known as GRU), were indicted by the U.S. Justice Department.https://www.justice.gov/opa/pr/us-charges-russian-gru-officers-international-hacking-and-related-influence-andSwitzerlandRussian Federation

A threat actor compromised the Canadian Centre for Ethics in Sport. Seven of the individuals alleged to be behind this incident, believed to be Russian military intelligence (known as GRU), were indictedby the U.S. Justice Department. Canada issued a statement attributing the incident to Russian military intelligence.https://www.justice.gov/opa/pr/us-charges-russian-gru-officers-international-hacking-and-related-influence-andCanada Russian Federation

A threat actor, believed to be Russian military intelligence, targeted the office of the Organization for the Prohibition of Chemical Weapons in The Hague with a view of compromising its Wi-Fi network for espionage purposes.https://english.defensie.nl/latest/news/2018/10/04/netherlands-defence-intelligence-and-security-service-disrupts-russian-cyber-operation-targeting-opcwNetherlandsRussian Federation

The Black History Month website falls victim to two cyber attacks in just 24 hours.https://www.dailymail.co.uk/news/article-6234321/Cyber-racist-hackers-Black-History-Month-website-twice-24-hours.htmlUnited Kingdom of Great Britain and Northern IrelandUndetermined

The US Department of Homeland Security issues an alert about "ongoing" cyber-attacks against managed service providers, indirectly attributed to APT10.https://www.zdnet.com/article/dhs-aware-of-ongoing-apt-attacks-on-cloud-service-providers/United States of AmericaChina

A joint technical alert from the DHS, the FBI, and the Treasury warns about a new ATM cash-out scheme, dubbed "FASTCash," used by the Hidden Cobra APT.https://securityaffairs.co/wordpress/76798/hacking/fastcash-hidden-cobra-attacks.htmlUnited States of AmericaAfghanistan

A city of Regina email is hacked, and used as a phishing tool to try and get passwords and emails from other city of Regina staff as well as external groups.https://globalnews.ca/news/4521346/city-of-regina-email-hacked-experts-warn-citys-website-unsafe-as-well/Canada Undetermined

Mauritius banking group SBM Holdings unveils that its Indian operations suffered a cyber fraud earlier in the week, and that the bank has potentially lost up to $14 million worth. The bank is able to recover $10 million.https://www.bloombergquint.com/business/cyberattack-on-indian-operations-of-state-bank-of-mauritiusIndia Undetermined

A report from The Citizen Lab reveals that the Canadian permanent resident and Saudi dissident Omar Abdulaziz was targeted by an attack infecting his phone with NSO's Pegasus spyware.https://citizenlab.ca/2018/10/the-kingdom-came-to-canada-how-saudi-linked-digital-espionage-reached-canadian-soil/Canada Saudi Arabia

Apollo, a sales engagement startup boasting a database of more than 200 million contact records, is hacked and sends an email to its affected customers.https://techcrunch.com/2018/10/01/apollo-contacts-data-breach/United States of AmericaUndetermined

Burgerville reveals a data breach impacting the chain which may have led to the theft of detailed credit card information belonging to customers.https://www.zdnet.com/article/burgerville-customer-credit-card-info-stolen-in-data-breach-laid-at-fin7s-feet/United States of AmericaRussian Federation

Following the defeat of the Bangladeshi cricket team against India at the 2018 Asia Cup final, a group of Bangladeshi hackers defaces Virat Kohli's official website (the current captain of India's team) to protest against an 'unfair decision' during the match.https://www.thequint.com/sports/bangladeshi-fans-hack-virat-kohli-website-over-asia-cup-final-defeatIndia India

Gwinnett Medical Center(GMC) is hacked and the patient data is posted online.https://www.databreaches.net/ga-gwinnett-medical-center-investigating-possible-data-breach/United States of AmericaUndetermined

Recipe Unlimited, a Canadian restaurant chain that operates over 20 restaurant brands, suffers a country-wide outage of its IT systems over the weekend in a ransomware incident.https://www.zdnet.com/article/restaurant-chain-suffers-canada-wide-outage-after-malware-outbreak/Canada Undetermined

Toyota Industries North America notifies individuals of a phishing incident, potentially impacting approximately 19,000 current/former employees and health plan participants.https://www.databreaches.net/toyota-notifies-employees-and-health-plan-participants-of-data-breach/United States of AmericaUndetermined

A criminal cyber-attack is thought to have affected roughly 6.42 million customers of fashion brand SHEIN. The attack took place on August 22, and gained access to email addresses and encrypted password credentials of customers who visited the company website.https://hotforsecurity.bitdefender.com/blog/malware-steals-passwords-from-6-4-million-shein-customers-20375.htmlUnited States of AmericaUndetermined

Facebook says a breach affected 50 million people on the social network. The vulnerability stemmed from the "view as" feature, which lets people see what their profiles look like to others. Attackers exploited code associated with the feature that allowed them to steal "access tokens" that could be used to take over people's accounts.https://www.cnet.com/news/facebook-breach-affected-50-million-people/United States of AmericaUndetermined

The developers behind the pigeoncoin cryptocurrency confirm that an unknown attacker successfully took advantage of a bitcoin bug, printing 235 million pigeoncoins worth about $15,000.https://www.coindesk.com/bitcoin-bug-exploited-on-crypto-fork-as-attacker-prints-235-million-pigeoncoins/United States of AmericaUndetermined

Aspire Health, is hacked earlier this month and loses at least some patient information to an unknown cyber attacker.https://www.databreaches.net/aspire-health-hacked-by-phishing-scheme-lost-protected-health-information/United States of AmericaUndetermined

Educational technology company Chegg resets the passwords for 40 million of its users after news broke that the firm was breached in April of this year.https://www.scmagazine.com/home/news/chegg-forces-password-reset-on-40-million-users/United States of AmericaUndetermined

Online news aggregation service NewsNow admits that it has suffered a security breach and an encrypted version of the passwords may have been accessed.https://www.grahamcluley.com/newsnow-suffers-security-breach-passwords-should-be-considered-compromised/United Kingdom of Great Britain and Northern IrelandUndetermined

Service to the public in the Port of San Diego are impacted by a ransomware attack.https://www.zdnet.com/article/port-of-san-diego-suffers-cyber-attack-second-port-in-a-week-after-barcelona/United States of AmericaUndetermined

Unknown attackers launch a large-scale DDoS attack that takes down RWE's website.https://www.dw.com/en/hackers-attack-rwe-website-amid-hambach-forest-evictions/a-45624149Germany Undetermined

Food delivery startup DoorDash receives dozens of complaints from customers who say their accounts have been hacked. The users are the target of a credential stuffing attack.https://techcrunch.com/2018/09/25/doordash-customers-say-their-accounts-have-been-hacked/United States of AmericaUndetermined

The Oklahoma City Public School District is affected by a DDoS attack on their parent portal.https://www.databreaches.net/okcps-student-information-system-down-after-denial-of-service-attack/United States of AmericaUndetermined

Infinite Campus, one of the largest student information management systems used by schools in America, is coping with the latest in a string of Distributed Denial-of-Service (DDoS) attacks.https://www.zdnet.com/article/infinite-campus-ddos-attack-impedes-access-to-student-data/United States of AmericaUndetermined

AdGuard, a popular ad blocker for Android, iOS, Windows, and Mac, resets all user passwords, after suffering a brute-force attack during which an unknown attacker tried to log into user accounts by guessing their passwords.https://www.zdnet.com/article/adguard-resets-all-user-passwords-after-credential-stuffing-attack/United States of AmericaUndetermined

A DDoS attack takes down California Democratic congressional hopeful Bryan Caforio's website just hours before he steps onto the debate stage to face fellow Democrats.https://www.scmagazine.com/home/news/ddos-attacks-took-down-calif-democratic-hopefuls-website-during-primaries/United States of AmericaUndetermined

Arran Brewery says it was locked out of its own computer system after being duped into opening an email attachment that contained a ransomware. The attackers then demanded a 2BTC ransom.https://www.bbc.com/news/uk-scotland-scotland-business-45587903United Kingdom of Great Britain and Northern IrelandUndetermined

The land operations of the Port of Barcelona are impacted by a ransomware attack.https://www.zdnet.com/article/port-of-san-diego-suffers-cyber-attack-second-port-in-a-week-after-barcelona/Spain Undetermined

Yet another Japan-based cryptocurrency exchange is hacked, losing a 6.7 billion yen (about $60 million worth of cryptocurrency), including 5,966 bitcoins.https://www.coindesk.com/crypto-exchange-zaif-hacked-in-60-million-6000-bitcoin-theft/Japan Undetermined

A virus shuts down many city operations including phone and internet services for several departments.https://www.databreaches.net/virus-shuts-down-city-services-in-beatrice-nebraska/United States of AmericaUndetermined

Researchers from RiskIQ, together with Volexity, reveal that California-based retailer Newegg is the latest well-known merchant to succumb to the Magecart group.https://www.zdnet.com/article/magecart-claims-another-victim-in-newegg-merchant-data-theft/United States of AmericaUndetermined



FireEye has revealed that a yet-to-be-identified hacker group is behind the hack against the Click2Gov servers, used to plant malware that stole payment card details.https://www.zdnet.com/article/hackers-swipe-card-numbers-from-local-government-payment-portals/United States of AmericaUndetermined

213 customers of ABS-CBN, a Filipino media conglomerate, have their financial data stolen data due to a payment skimmer discovered in the broadcaster's online store.https://www.zdnet.com/article/broadcasting-giant-abs-cbn-customer-data-stolen-sent-to-russian-servers/PhilippinesUndetermined

A data breach at Perth Mint sees hackers take the personal details of about 3200 customers, far more than initially suspected. The breach occurred on the system of a third-party technology provider and only involved 13 customers initially.https://www.bankinfosecurity.com/perth-mint-says-3200-customers-affected-by-data-breach-a-11521Australia Undetermined

LulzSecITA leaks the personal details of about 300 retired military officials.https://www.wired.it/internet/web/2018/09/17/lulzsec-italia-militari-congedo/Italy Italy

Bob Diachenko, a security researcher, identifies an unsecured MongoDB server leaking the personal details of nearly 11 million users. The database seems to have been ransomed back in June.https://www.zdnet.com/article/mongodb-server-leaks-11-million-user-records-from-e-marketing-service/United States of AmericaUndetermined

The portal of the Italian National Institute for Social Assistance (INAS) is hacked, compromising the information of 37,500 individuals.https://www.governmentcomputing.com/business/news/cyber-attack-italian-national-institute-social-assistance-threatens-users-personal-dataItaly Italy

A gambling application that is based on the EOS blockchain has a flaw in its smart contract system exploited. The attacker is able to make off with $200,000 worth of EOS due to the vulnerability.https://thenextweb.com/hardfork/2018/09/14/eos-gambling-app-hacked/UndeterminedUndetermined

Guardant Health suffered a phishing attack in July 2018 according to an SEC filing for the firm's initial public offering, where private information from about 1,100 individuals was compromised.https://www.databreaches.net/guardant-health-to-notify-hhs-1100-individuals-of-phishing-attack-that-involved-phi/United States of AmericaUndetermined

Flight information screens are blacked out over the weekend at the Bristol Airport. Airport officials blame the incident on a ransomware infection that affected the computers running the airport's in-house TV.https://www.zdnet.com/article/ransomware-attack-blacks-out-screens-at-bristol-airport/United Kingdom of Great Britain and Northern IrelandUndetermined

Groopdealz joins the list of the victims of the Magecart group.https://twitter.com/ydklijnsma/status/1040229145119141888United States of AmericaUndetermined

Colorado Timberline, a Colorado printing company claims to have been forced out of business after being hit with a severe ransomware attack from which it could not recover.https://www.scmagazine.com/home/news/colorado-firm-claims-ransomware-attack-behind-closure/United States of AmericaUndetermined

Honolulu-based Fetal Diagnostic Institute of the Pacific (FDIP) announces to have been hit by a ransomware attack that may have compromised patient data.https://www.scmagazine.com/home/news/honolulu-based-fetal-diagnostic-institute-of-the-pacific-hit-with-ransomware/United States of AmericaUndetermined

A GandCrab ransomware attack forces Monroe County School District in Florida to shut down its computer systems for at least three days.https://www.scmagazine.com/home/news/new-gandcrab-variant-attacks-florida-school-district/United States of AmericaUndetermined

The website of Edinburgh University is down after the institution suffered a major DDoS attack.https://www.infosecurity-magazine.com/news/edinburgh-uni-hit-by-major-cyber/United Kingdom of Great Britain and Northern IrelandUndetermined

The UK branch of the appliance manufacturer SMEG reveals to have been hit by a "targeted cyber attack".https://www.theregister.co.uk/2018/09/18/smeg_cyber_attack/United Kingdom of Great Britain and Northern IrelandUndetermined

Customer engagement service Feedify is hit by Magecart attackers, who repeatedly modified a script that it serves to a few hundred websites to include payment card skimming code.https://www.helpnetsecurity.com/2018/09/13/feedify-magecart-compromise/United States of AmericaUndetermined

The city of Tyler is the latest victim of the Click2Gov payment system breach.https://www.databreaches.net/click2gov-payment-system-security-breach/United States of AmericaUndetermined

Nearly 250 University of Louisville faculty and staff enrolled between 2007 and 2014 have their personal info stolen through the "Get Healthy Now" program.https://www.louisvillecardinal.com/2018/09/brief-uofl-faculty-and-staff-facing-data-breach/United States of AmericaUndetermined

The Indian online food platform FreshMenu admits to have hidden a data breach affecting 110K users for two years. The data breach happened on July 1, 2016.https://latesthackingnews.com/2018/09/12/indian-online-food-platform-freshmenu-hid-data-breach-affecting-110k-users-for-two-years/India Undetermined

Betting platform DEOSGames is drained of a significant chunk of its operating funds in a heist that netted one 'lucky' punter almost $24,000.https://thenextweb.com/hardfork/2018/09/10/eos-betting-platform-hacked/Malta Undetermined

Cryptocurrency exchange C-CEX is hacked. The attackers are successfully able to withdraw all Litecoin (LTC) and Dogecoin (DOGE) from company servers.https://bitcoinexchangeguide.com/c-cex-crypto-exchange-experiences-hack-loses-all-doge-and-ltc-funds/Germany Undetermined

The State Department suffers a breach of its unclassified email system, and the compromise exposes the personal information of a small number of employees.https://www.politico.com/story/2018/09/17/state-department-email-personal-information-792665United States of AmericaUndetermined

A data breach at Cork City Park by Phone service in Ireland affects more than 5,000 people. The unauthorized access started in May.https://www.scmagazine.com/home/news/park-by-phone-data-breach-affects-5000-customers/Ireland Undetermined

British Airways notifies authorities, after being hacked between August 21 and September 5, with 380,000 payments compromised.https://www.telegraph.co.uk/business/2018/09/06/british-airways-hacked-380000-sets-payment-details-stolen/United Kingdom of Great Britain and Northern IrelandUndetermined

A threat actor targeted Mammoth Screen, a UK production company that produced Opposite Number, a television drama set in North Korea.https://www.bbc.com/news/technology-41640976United Kingdom of Great Britain and Northern IrelandAfghanistan

Rousseau, the online platform of the Italian Five Star Movement is hacked again by rogue0, who leaks private data related to the donors.https://www.corriere.it/tecnologia/18_settembre_06/m5s-tornato-l-hacker-rousseau-pubblicati-numeri-alcuni-donatori-7a4e4402-b1a5-11e8-b837-d3ad6d664b0d.shtmlItaly Undetermined

Brazilian credit bureau Boa Vista SCPC investigates a possible hack, after a group of hackers called Fatal Error claimed it accessed the database of the company which has more than 350M personal data.https://www.bnamericas.com/en/news/banking/brazilian-credit-bureau-investigates-potential-data-leakBrazil Undetermined

The official Chrome extension for the MEGA.nz file sharing service is compromised with malicious code that steals usernames and passwords, but also private keys for cryptocurrency accounts.https://www.zdnet.com/article/mega-nz-chrome-extension-caught-stealing-passwords-cryptocurrency-private-keys/New ZealandUndetermined

The South African Department of Labour confirms a DDoS attack which disrupted the government agency's website.https://mybroadband.co.za/news/security/274161-hackers-did-not-compromise-our-servers-department-of-labour.htmlSouth AfricaUndetermined

The Hoopeston Area School District website is hacked with pictures and repeated emergency callout messages to district families.https://www.databreaches.net/il-hoopeston-area-school-district-website-hacked-false-emergency-messages-sent-out/United States of AmericaUndetermined

An online community promoting female escorts and reviews of their services has suffered a data breach after a hacker downloaded the site's database. The site ran vBulletin 3.8.9, which has known vulnerabilities that could allow attackers to breach the site. It is unknown if the forum was hacked using one of these vulnerabilities or if the site left an unsecured backup of the database online.https://www.bleepingcomputer.com/news/security/female-escort-review-site-data-breach-affects-470-000-members/United States of AmericaUndetermined

The small Canadian town of Midland, Ontario plans to pay off a $35,000 ransom to the malicious actors who shut down the municipalities computer system with a ransomware attack.https://www.scmagazine.com/home/news/canadian-town-bows-to-ransomware-attack-will-pay-attackers/Canada Undetermined

Researchers from NetScout Arbor reveal the details of a new campaign carried out by the Cobalt Group via spear phishing. One of the targets is NS Bank.https://asert.arbornetworks.com/double-the-infection-double-the-fun/Russian FederationSpain

An anonymous hacker is able to find the key to the cloud servers of Family Orbit and leaks 281 Gb of pictures and videos.https://motherboard.vice.com/en_us/article/ywk8gy/spyware-family-orbit-children-photos-data-breachUnited States of AmericaUndetermined

Researchers from NetScout Arbor reveal the details of a new campaign carried out by the Cobalt Group via spear phishing. One of the targets is Patria Bank.https://asert.arbornetworks.com/double-the-infection-double-the-fun/Romania Spain

The Brazilian operation of international fashion retail clothing chain C&A confirms a cyberattack to its gift card platform. Data from 36,000 customers who purchased gift cards is leaked on Pastebin.https://www.zdnet.com/article/c-a-suffers-data-leak-in-brazil/Brazil Undetermined

University of Oregon is target of a phishing campaign.https://www.dailyemerald.com/2018/08/29/phishing-scam-targets-university-of-oregon-email-addresses/United States of AmericaUndetermined

The University of Missouri suspends email delivery after a Missouri State Democratic Party email seeking interns helps jumpstart a phishing attempt.http://www.columbiatribune.com/news/20180829/university-of-missouri-suspends-email-deliveries-after-phishing-attemptUnited States of AmericaUndetermined

Cloquet school district is hit by a ransomware attack second time in the past three years.https://www.databreaches.net/cloquet-school-district-again-targeted-by-a-ransomware-attack/United States of AmericaUndetermined

Air Canada says the personal information for about 20,000 customers "may potentially have been improperly accessed" via a breach in its mobile app, so the company has locked down all 1.7 million accounts as a precaution until customers change their passwords.https://www.cbc.ca/news/business/air-canada-mobile-app-1.4802879Canada Undetermined

West Vancouver warns thousands of its residents after discovering hackers installed malicious software on the district server used to store personal information collected through its website. The attack was discovered on July 31.https://www.nsnews.com/news/hackers-hit-west-vancouver-s-server-1.23415718Canada Undetermined

Shanghai police launches an investigation into the alleged massive data breach of Huazhu Group Ltd., one of China's largest hotel operators. An online post emerges, containing nearly 500 million pieces of information related to the hotel group's customers.http://www.xinhuanet.com/english/2018-08/29/c_137427355.htmChina Undetermined

A hacker breaks into the servers of TheTruthSpy, one of the most notorious stalkerware companies out there, and stole logins, audio recordings, pictures, and text messages, among other data. The breach occurred on February 2018.https://motherboard.vice.com/en_us/article/mb4y5x/thetruthspy-spyware-domestic-abusers-hacked-data-breachUnited States of AmericaUndetermined

Atlas, a popular Brazilian cryptocurrency investment platform is hacked. The personal information of over 264,000 of its customers is leaked, including 4,500 records that detail users' balances on the platform.https://www.ccn.com/brazilian-crypto-investment-platform-atlas-hacked-data-of-264000-users-leaks/Brazil Undetermined

Hacktivists from Anonymous Catalonia claim to have taken down the website of Bank of Spain.https://www.bleepingcomputer.com/news/security/anonymous-catalonia-claims-ddos-attack-on-bank-of-spain-website/Spain Spain

Coweta County restores most of its computer servers, nearly two weeks after hackers demanded $341,000 in bitcoins.https://www.databreaches.net/coweta-county-ga-largely-restores-servers-following-ransomware-attack/United States of AmericaUndetermined

Schneider Electric finds a malicious code on the USB drives that have been shipped with Conext ComBox and Conext Battery Monitor products.https://securityaffairs.co/wordpress/75986/malware/schneider-usb-drives-malware.htmlFrance Undetermined

T-Mobile reveals that hackers stole some of the personal data of 2 million people in a new data breach. The intrusion took place on August 20 when hackers accessed company servers through an API that "didn't contain any financial data or other sensitive data."https://motherboard.vice.com/en_us/article/a3qpk5/t-mobile-hack-data-breach-api-customer-dataUnited States of AmericaUndetermined

Restaurants in 23 states belonging to Cheddar Scratch Kitchen are affected by a cyberattack that exposed payment card information. The amount of impacted card details is estimated to be 567,000 and were stolen between November 3, 2017, and January 2, 2018.https://investor.darden.com/investors/press-releases/press-release-details/2018/Notice-of-Unauthorized-Access-to-Cheddars-Scratch-Kitchen-Guest-Data/default.aspxUnited States of AmericaUndetermined

Kaspersky Lab reveals the details of Operation AppleJeus, an attack against cryptocurrency exchanges carried out via a trojanized cryptocurrency trading application distributing the Fallchill malware.https://securelist.com/operation-applejeus/87553/UndeterminedAfghanistan

Legacy Health notifies 38,000 patients that a phishing attack may have breached their data. Officials discovered unauthorized access to some employee email accounts on June 21. However, the access began several weeks before in May 2018.https://www.healthcareitnews.com/news/phishing-attack-breaches-38000-patient-records-legacy-healthUnited States of AmericaUndetermined

Animoto, a cloud-based video maker service for social media sites, reveals a data breach. The breach occurred on July 10 but was confirmed by the company in early August, and later reported to the California attorney general. Names, dates of birth and user email addresses were accesed by the hackers, but the company said it wasn't known if data had been exfiltrated.https://techcrunch.com/2018/08/20/animoto-hack-exposes-personal-information-geolocation-data/United States of AmericaUndetermined

Superdrug confirms that hackers claim to have obtained the personal details of almost 20,000 individuals who shopped online at Superdrug.https://www.theregister.co.uk/2018/08/21/superdrug_hackers_claims/United Kingdom of Great Britain and Northern IrelandUndetermined

Reuters reveals that the U.S. Federal Bureau of Investigation is investigating a cyber attack on the congressional campaign of David Min, a Democratic candidate in California.https://www.reuters.com/article/us-usa-election-hacking-exclusive/exclusive-fbi-probing-cyber-attack-on-congressional-campaign-in-california-sources-idUSKBN1L22BZUnited States of AmericaUndetermined

Some Bossier City water customers may have had their information compromised due to a possible breach of an online billing payment system.https://www.databreaches.net/la-bossier-city-shuts-downs-online-water-bill-payment-system-over-possible-data-breach/United States of AmericaUndetermined



Eastern Maine Community College in Bangor warns of a possible data breach that could have exposed the personal information of current and former staff and students. School officials notify 42,000 current and former students and employees that certain computers were recently infected with malware and may have been hacked.https://www.pressherald.com/2018/08/17/eastern-maine-community-college-warns-of-possible-data-breach/United States of AmericaUndetermined

Dallas County Community College discloses a breach after some employees' emails credentials are compromised by a phishing attack from September 14, 2017 to December 18, 2017.https://www.databreaches.net/dallas-county-community-college-district-notification-of-breach/United States of AmericaUndetermined

Augusta University Health discloses a breach affecting 417,000 patients as a consequence of two phishing attacks occurred on September 11, 2017 and July 31, 2018.https://www.ajc.com/news/state--regional/university-breach-risks-health-personal-information-417-000/nPuUSV8qqvQXTQjY0ML8wN/United States of AmericaUndetermined

A threat actor is targeting multiple organizations with trade ties to China, including those connected with China's Belt and Road Initiative. The actor also targets organizations in advance of officials' meetings with Chinese trade officials.https://www.recordedfuture.com/chinese-cyberespionage-operations/Germany Undetermined

A threat actor is targeting multiple organizations with trade ties to China, including those connected with China's Belt and Road Initiative. The actor also targets organizations in advance of officials' meetings with Chinese trade officials.https://www.recordedfuture.com/chinese-cyberespionage-operations/United States of AmericaUndetermined

A threat actor is targeting multiple organizations with trade ties to China, including those connected with China's Belt and Road Initiative. The actor also targets organizations in advance of officials' meetings with Chinese trade officials.https://www.recordedfuture.com/chinese-cyberespionage-operations/United States of AmericaUndetermined

A threat actor is targeting multiple organizations with trade ties to China, including those connected with China's Belt and Road Initiative. The actor also targets organizations in advance of officials' meetings with Chinese trade officials.https://www.recordedfuture.com/chinese-cyberespionage-operations/United States of AmericaUndetermined

A threat actor is targeting multiple organizations with trade ties to China, including those connected with China's Belt and Road Initiative. The actor also targets organizations in advance of officials' meetings with Chinese trade officials.https://www.recordedfuture.com/chinese-cyberespionage-operations/United States of AmericaUndetermined

A threat actor is targeting multiple organizations with trade ties to China, including those connected with China's Belt and Road Initiative. The actor also targets organizations in advance of officials' meetings with Chinese trade officials.https://www.recordedfuture.com/chinese-cyberespionage-operations/United States of AmericaUndetermined

A threat actor is targeting multiple organizations with trade ties to China, including those connected with China's Belt and Road Initiative. The actor also targets organizations in advance of officials' meetings with Chinese trade officials.https://www.recordedfuture.com/chinese-cyberespionage-operations/Kenya Undetermined

A threat actor is targeting multiple organizations with trade ties to China, including those connected with China's Belt and Road Initiative. The actor also targets organizations in advance of officials' meetings with Chinese trade officials.https://www.recordedfuture.com/chinese-cyberespionage-operations/Kenya Undetermined

A threat actor is targeting multiple organizations with trade ties to China, including those connected with China's Belt and Road Initiative. The actor also targets organizations in advance of officials' meetings with Chinese trade officials.https://www.recordedfuture.com/chinese-cyberespionage-operations/Kenya Undetermined

A threat actor is targeting multiple organizations with trade ties to China, including those connected with China's Belt and Road Initiative. The actor also targets organizations in advance of officials' meetings with Chinese trade officials.https://www.recordedfuture.com/chinese-cyberespionage-operations/Mongolia Undetermined

A threat actor is targeting multiple organizations with trade ties to China, including those connected with China's Belt and Road Initiative. The actor also targets organizations in advance of officials' meetings with Chinese trade officials.https://www.recordedfuture.com/chinese-cyberespionage-operations/Mongolia Undetermined

A threat actor is targeting multiple organizations with trade ties to China, including those connected with China's Belt and Road Initiative. The actor also targets organizations in advance of officials' meetings with Chinese trade officials.https://www.recordedfuture.com/chinese-cyberespionage-operations/Brazil Undetermined

Michael Terpin, a bitcoin investor is suing AT&T for $240m after it allegedly ported his phone number to a hacker, allowing the criminal to steal $24m in cryptocurrency.https://www.theregister.co.uk/2018/08/15/att_sued_cryptocurrency/United States of AmericaUndetermined

Rolling Stone reveals that the U.S. Federal Bureau of Investigation is investigating a series of cyberattacks over the past year that targeted Dr. Hans Keirstead, a Democratic candidate in California.https://www.rollingstone.com/politics/politics-news/california-election-hacking-711202/United States of AmericaUndetermined

Cyber criminals hack the systems of India's Cosmos Bank and siphon off nearly 944 million rupees ($13.5 million) through simultaneous withdrawals across 28 countries. Unidentified hackers stole customer information through a malware attack on its ATM server.https://www.reuters.com/article/cyber-heist-india/indias-cosmos-bank-loses-13-5-mln-in-cyber-attack-idUSL4N1V551GIndia Undetermined

Adams County officials release a media statement and a detailed notification regarding a security breach affecting 258,120 individuals in the Adams County. The investigations revealed that the breach, due to an unauthorized access, lasted for around six years.https://latesthackingnews.com/2018/08/12/massive-wisconsin-data-breach-data-of-more-than-258k-people-accessed/United States of AmericaUndetermined

Butlin's has confirmed that the records of up to 34,000 guests have been accessed by hackers. The stolen data does not include payment details, but customers' names, holiday dates, postal and email addresses and telephone numbers.https://news.sky.com/story/butlins-admits-34000-guest-records-lost-in-hack-11468288United Kingdom of Great Britain and Northern IrelandUndetermined

Officials reveal that cyber attackers have infiltrated e-mail accounts for about 20 Hennepin County employees since late June, and may have accessed the private information of people who rely on the county's services.https://www.databreaches.net/mn-cyberattackers-successfully-phish-numerous-hennepin-county-workers-e-mails/United States of AmericaUndetermined

PGA of America's computers are locked by a ransomware.https://golfweek.com/2018/08/08/hackers-target-pga-servers-seek-bitcoin-ransom/United States of AmericaUndetermined

Livecoin crypto exchange announces that it met considerable losses because crucial bug in Monero code, allowing to manipulate transaction amounts. The total amount of the funds lost is 15108 XMR (more than $1,8 million).https://icobrothers.media/2018/08/04/livecoin-crypto-exchange-lost-more-than-18-million-because-of-monero-code-vulnerability/United States of AmericaUndetermined

An RAF airwoman has her Tinder profile hacked. The attackers use the hacked profile to steal secrets of Britain's new F-35 Lightning II stealth fighter.https://www.dailymail.co.uk/news/article-6027207/Honeytrap-spy-stole-secrets-new-RAF-stealth-jet-hacking-Tinder-profile.htmlUnited Kingdom of Great Britain and Northern IrelandUndetermined

Mention CEO Matthieu Vaxelaire informs users of the occurrence of a data security breach involving a third-party provider. The breach occurred in July and Mention promptly reported details to the French data protection authorities.https://www.siliconrepublic.com/enterprise/mention-data-breachFrance Undetermined

Researchers from Oracle publish the details of three DNS hijacks against three payment processors.https://blogs.oracle.com/internetintelligence/bgp-dns-hijacks-target-payment-systemsUnited States of AmericaUndetermined

A computer virus, later reported to be a variant of WannaCry, halts several Taiwan Semiconductor Manufacturing Co. factories, the sole maker of the iPhone's main processor.https://www.bloomberg.com/news/articles/2018-08-04/tsmc-takes-emergency-steps-as-operations-hit-by-computer-virusTaiwan (Province of China)Undetermined

Researchers from Oracle publish the details of three DNS hijacks against three payment processors.https://blogs.oracle.com/internetintelligence/bgp-dns-hijacks-target-payment-systemsUnited States of AmericaUndetermined

Researchers from Oracle publish the details of three DNS hijacks against three payment processors.https://blogs.oracle.com/internetintelligence/bgp-dns-hijacks-target-payment-systemsUnited States of AmericaUndetermined

Three computers at the Hong Kong Department of Health are hit by ransomware.https://www.scmp.com/news/hong-kong/hong-kong-law-and-crime/article/2158023/after-singapore-medical-data-hack-hong-kongsChina Undetermined

Reddit discloses a breach of its systems that compromised user data including some current email addresses and salted and hashed passwords from a 2007 database backup. The attacker gained access to several employee accounts via SMS intercept between June 14 and June 18.https://www.reddit.com/r/announcements/comments/93qnm5/we_had_a_security_incident_heres_what_you_need_to/United States of AmericaUndetermined

A user called booloop a publishes a database containing over 850,000 US military officers personal information.https://www.databreaches.net/forum-post-claims-breach-of-850k-us-military-related-personal/United States of AmericaUndetermined

Amnesty International reveals to have been targeted by a campaign carried out via the surveillance malware developed by the Israel surveillance vendor, NSO Group.https://www.amnesty.org/en/latest/research/2018/08/amnesty-international-among-targets-of-nso-powered-campaign/United Kingdom of Great Britain and Northern IrelandUndetermined

A threat actor targeted Ghanem al-Masarir, a Saudi dissident, for espionage purposes. The threat actor used the Pegasus tool, created by the NSO Group.https://www.nytimes.com/2020/01/28/reader-center/phone-hacking-saudi-arabia.htmlUnited Kingdom of Great Britain and Northern IrelandSaudi Arabia

A threat actor targeted Yahya Assiri, a critic of the Kingdom of Saudi Arabia, for espionage purposes. The threat actor used the Pegasus tool, created by the NSO Group.https://www.nytimes.com/2020/01/28/reader-center/phone-hacking-saudi-arabia.htmlUnited Kingdom of Great Britain and Northern IrelandSaudi Arabia

Also the City of Valdez is hit by CryptoLocker.https://www.scmagazine.com/alaska-city-borough-under-attack-by-cryptolocker/article/784776/United States of AmericaUndetermined

The Borough of Matanuska-Susitna is hit by CryptoLocker. The attack took place on July 24 but was maybe dormant since May. The IT systems are not operational with some users starting to use typewriters.https://www.bbc.com/news/amp/technology-45032132United States of AmericaUndetermined

Jersey Mike's Subs warns some of their customers to change their account passwords to ensure account security. According to the email, the firm suspected a possible data breach at some third party.https://latesthackingnews.com/2018/08/02/jersey-mikes-warns-customers-to-reset-passwords/United States of AmericaUndetermined

UnityPoint Health warns 1.4 million patients their information might have been breached by email hackers after a phishing attack.https://www.infosecurity-magazine.com/news/phishing-attack-strikes-unitypoint/United States of AmericaUndetermined

An anonymous computer hacker demands US$5000 from a H?wera High School to return course work they are holding for ransom.https://www.stuff.co.nz/taranaki-daily-news/news/105913739/taranaki-high-school-in-digital-lockdown-after-hacker-demands-us5000-to-release-school-workNew ZealandUndetermined

The state-run Spiez laboratory near Bern, which analyzed the nerve agent samples from Salisbury, reveals to have been targeted by hackers believed to be linked to the Russian government ahead of a conference of chemical and biological warfare.https://www.telegraph.co.uk/news/2018/07/30/swiss-lab-analysed-salisbury-nerve-agent-says-targeted-russian/SwitzerlandRussian Federation

Altex Exchange acknowledges that a double-counting bug in Monero (XMR) cryptocurrency did result in a major undisclosed financial loss.https://www.newsbtc.com/2018/08/02/monero-wallet-bug-sees-altex-exchange-suffer-major-loss/UndeterminedUndetermined

Alleged personal details of the Telecom Regulatory Authority of India (TRAI) chairman R S Sharma are leaked after he tweeted his 12-digit Unique Identification Authority of India or UIDAI number and challenged hackers.https://www.latestly.com/india/aadhaar-details-of-trai-chief-leaked-after-he-tweets-his-uidai-number-throwing-security-breach-challenge-293454.htmlIndia Undetermined

Confluence Health discloses a patient data breach after an employee email account is hacked on March 30 and May 28, 2018.https://www.databreaches.net/confluence-health-discloses-patient-data-breach/United States of AmericaUndetermined

Additional 55,106 cards are leaked in Chile.https://www.bnamericas.com/en/news/chile-probes-credit-card-details-leak/?position=729004Chile Undetermined

Researchers from Palo Alto Networks Unit 42 unveils a targeted attack against a government agency in the Middle East carried out by a threat actor dubbed DarkHydrus.https://researchcenter.paloaltonetworks.com/2018/07/unit42-new-threat-actor-group-darkhydrus-targets-middle-east-government/UndeterminedUndetermined

Kaiser Permanente's Health Innovations website is defaced by Dohaeragon.https://www.databreaches.net/hear-me-roar-kaiser-permanente-site-defaced-by-got-fans/United States of AmericaUndetermined

Coaches for the football team at Braden River (Bradenton, Fla.), are caught using a college Hudl account to access opponents' game and practice videos.https://usatodayhss.com/2018/school-nicknamed-the-pirates-steals-opponents-hudl-videosUnited States of AmericaUndetermined

Healthcare provider Blue Springs Family Care discloses a ransomware attack resulting from an authorized access that may have also compromised 44,979 patients records.https://www.scmagazine.com/data-breach-at-blue-springs-family-care-endangers-patient-records-enables-ransomware-attack/article/784080/United States of AmericaUndetermined

Yale University notifies members of breach that took place between 2008 and 2009, when a threat actor managed to access a database and exfiltrate names, Social Security numbers, and dates of birth. The breach was discovered on June 16 this year.https://www.zdnet.com/article/yale-discloses-old-school-data-breach/United States of AmericaUndetermined

Idaho prison officials announce in a press release that they've identified 364 inmates who have exploited a vulnerability in their prison-issued tablets and have used it to assign nearly $225,000 worth of digital credits to their tablet accounts.https://www.hackread.com/364-inmates-hacked-prison-tablets-to-steal-money/United States of AmericaUndetermined

KICKICO, an Initial Coin Offering (ICO) project suffers a security breach. Attackers access the private key of the smart contract and as a result, steal more than 70 million KickCoins which is around $7.7 million.https://www.hackread.com/ico-hacked-hackers-steal-millions-kickico-blockchain/Russian FederationUndetermined

1,842 Medford residents are impacted by a City of Medford data breach after the city's online utility billing service is infected with malware. The breaches happened between February 18th through March 14th and March 29th through April 16th.https://www.databreaches.net/or-city-of-medford-notifies-1842-after-malware-attack/United States of AmericaUndetermined

The Securities Investors Association Singapore (SIAS) announces to have suffered a breach. The breach occurred in 2013 and that the NRIC numbers, home addresses, email addresses, mobile and landline numbers of 70,000 people were compromised in the incident.https://www.scmagazine.com/singapore-securities-investor-database-breached-in-2013/article/783413/Singapore Undetermined

Hackers from the Shadow Brokers gain access to some 14,000 credit card numbers in Chile and publish them on social media.https://gulfnews.com/news/americas/chile-reports-hack-of-14-000-credit-cards-1.2257221Chile Russian Federation



Computer systems of Kasikornbank (Kbank) and Krungthai Bank (KTB) are compromised, affecting the security of the personal and corporate data of more than 120,000 customers.https://www.straitstimes.com/asia/se-asia/data-leaks-at-2-thai-banks-spark-call-for-legal-safeguardsThailand Undetermined

A ransomware attack severely disables the U.S. network of COSCO (China Ocean Shipping Company), one of the world's largest shipping companies.https://www.scmagazine.com/ransomware-attack-knocks-out-cosco-shipping-giants-american-network/article/783584/China Undetermined

Computer systems of Kasikornbank (Kbank) and Krungthai Bank (KTB) are compromised, affecting the security of the personal and corporate data of more than 120,000 customers.https://www.straitstimes.com/asia/se-asia/data-leaks-at-2-thai-banks-spark-call-for-legal-safeguardsThailand Undetermined

Brian Krebs reveals that hackers used phishing emails to break into The National Bank of Blacksburg in two separate cyber intrusions over an eight-month period, making off with more than $2.4 million total. The breaches happened in May 2016 and January 2017.https://krebsonsecurity.com/2018/07/hackers-breached-virginia-bank-twice-in-eight-months-stole-2-4m/United States of AmericaUndetermined

The Southern Baptist Convention's (SBC) International Mission Board announces to have suffered a data breach earlier this year (on April 11) exposing the personally identifiable information on its current and former employees, volunteers and applicants.https://www.scmagazine.com/southern-baptist-convention-imb-suffers-data-breach/article/782884/United States of AmericaUndetermined

An apparent hacker is able to hack a discontinued TV show's verified Twitter account (@AlmostHumanFOX) to impersonate Justin Sun, the founder of the decentralized Tron currency and promote a cryptocurrency scam.https://mashable.com/2018/07/24/verified-twitter-hack-almost-human-fox-cryptocurrency-scam/?europe=trueUnited States of AmericaUndetermined

A "security incident" occurred on April 3 at a third-party vendor (Accreditation, Audit & Risk Management Security, LLC) may have compromised the personal information of employees, inmates and others involved with the Pennsylvania Department of Corrections.https://www.databreaches.net/pa-state-dept-of-corrections-notifies-employees-inmates-of-online-security-incident-with-third-party-vendor/United States of AmericaUndetermined

Homeland Security Officials reveal that attackers from the malicious actor Dragonfly AKA Energetic Bear might have accessed the control rooms of U.S. Energetic Utilities.https://www.wsj.com/articles/russian-hackers-reach-u-s-utility-control-rooms-homeland-security-officials-say-1532388110United States of AmericaRussian Federation

Visitors of the popular Ethereum blockchain explorer Etherscan.io are shown a pop-up message showing "1337" indicating the website has been compromised.https://motherboard.vice.com/en_us/article/ywkw9j/etherscan-l337-hackUndeterminedUndetermined

Microsoft reveals to have helped the U.S. government to fend off attempts by Russia to hack into the campaigns of three congressional candidates earlier this year.https://www.scmagazine.com/microsoft-shares-evidence-russia-hacked-2018-congressional-candidates-house-votes-down-additional-state-election-funds/article/782184/United States of AmericaUndetermined

Singapore's largest health care group, SingHealth, reveals to have suffered a cyber attack to a company database in which attackers copied information belonging to roughly 1.5 million patients, including the country's prime minster, Lee Hsien Loong.https://www.reuters.com/article/singapore-cyberattack-symantec/state-sponsored-espionage-group-whitefly-behind-major-singapore-cyberattack-report-idUSL1N20T03VSingapore Undetermined

An unspecified cyber incident at Ochre Health Wollongong medical centre leaves patients without the possibility to access their patient data.https://www.databreaches.net/au-patients-concerns-over-hacking-incident-at-ochre-health-wollongong/Australia Undetermined

NorthStar Anesthesia notifies patients after some employee email accounts are compromised between April 3 and May 24, 2018.https://www.databreaches.net/northstar-anesthesia-notifies-patients-after-employee-email-accounts-compromised/United States of AmericaUndetermined

MedSpring Urgent Care notifies 13,000 patients after a phishing attack occurred on May 8.https://www.databreaches.net/tx-medspring-urgent-care-notifies-13000-patients-after-phishing-attack/United States of AmericaUndetermined

Golden Heart Administrative Professionals, a billing company and business associate of several healthcare providers in Alaska, notifies 44,600 individuals that some of their protected health information has potentially been accessed by unauthorized individuals.https://www.hipaajournal.com/golden-heart-administrative-professionals-ransomware-attack-impacts-44600-patients/United States of AmericaUndetermined

Boys Town National Research Hospital discloses data breach that may have exposed PHI on 105,309 individuals. The hospital, on May 23, discovered unusual activity relating to an employee's email account.https://healthitsecurity.com/news/phi-of-105k-people-at-risk-in-boys-town-healthcare-data-breachUnited States of AmericaUndetermined

Clark University in Massachusetts notifies some students whose personal information, including Social Security Numbers, were in an employee's email account that had been accessed between March 19 and March 23rd, amid a phishing attack.https://www.databreaches.net/clark-university-notifies-students-of-phishing-incident/United States of AmericaUndetermined

Cybercriminals part of the notorious hacking group MoneyTaker attack the PIR Bank of Russia and steal $1M. The hacking is carried out after infiltrating the bank's systems by compromising an old, outdated router. The router was installed at one of the regional branches of the bank.https://www.hackread.com/hackers-attack-russian-bank-to-steal-1m-using-an-outdated-router/Russian FederationUndetermined

Roblox, a hugely popular online game for kids, is hacked by an individual who subverts the game's protection systems in order to have customized animations appear. This allows two male avatars to gang rape a young girl's avatar on a playground in one of the Roblox games.https://techcrunch.com/2018/07/18/roblox-responds-to-the-hack-that-allowed-a-childs-avatar-to-be-raped-in-its-game/United States of AmericaUndetermined

Liverpool FC's fan database is hacked resulting in a serious data breach for around 150 supporters. The club confirms that season ticket holder information - including home addresses and bank details - were stolen from a club email account.https://www.liverpoolecho.co.uk/news/liverpool-news/liverpool-fc-hacked-club-admits-14929140United Kingdom of Great Britain and Northern IrelandUndetermined

Cloud-based human resources company ComplyRight reveals that a security breach of its Web site may have compromised sensitive consumer information ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¢ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¢'ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¬ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''" including names, addresses, phone numbers, email addresses and Social Security numbers ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¢ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¢'ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¬ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''" from tax forms submitted by the company's thousands of clients on behalf of employees.https://krebsonsecurity.com/2018/07/human-resources-firm-complyright-breached/United States of AmericaUndetermined

The website of Adhoc, a Cambodian rights group, is defaced.https://www.rfa.org/english/news/cambodia/hacked-07192018173610.htmlCambodia Undetermined

Video game publisher Ubisoft suffers a series of massive DDoS attacks. As a result, several Ubisoft gaming servers face connectivity issues.https://www.hackread.com/ubisoft-games-hit-by-massive-ddos-attacks/France Undetermined

The city of Bozeman says some customers that used its Click2Gov utility payment system in 2017 may have had their credit information stolen.https://www.databreaches.net/mt-bozeman-says-security-breach-stole-some-utility-customers-credit-cards/United States of AmericaUndetermined

UPMC Cole has notified 790 patients treated at UPMC Cole that their personal information may have been inappropriately accessed after two phishing attacks on June 7 and June 14.https://www.databreaches.net/university-of-pittsburgh-medical-center-cole-notifies-patients-of-personal-data-breach/United States of AmericaUndetermined

Sunspire Health notifies an undisclosed number of individuals after several employee email accounts were accessed in a phishing attack between March 1, 2018 and May 4, 2018.https://www.databreaches.net/sunspire-health-notifying-patients-after-employee-email-accounts-accessed-in-phishing-attack/United States of AmericaUndetermined

The Southern College of Optometry notifies an undisclosed number of students whose student loan information and Social Security numbers were in an employee email account that was hacked.https://www.databreaches.net/southern-college-of-optometry-notifies-students-whose-loan-information-was-hacked/United States of AmericaUndetermined

LabCorp, the US' biggest blood testing laboratories network, announces that hackers breached its IT network over the weekend.https://www.bleepingcomputer.com/news/security/hackers-breach-network-of-labcorp-us-biggest-blood-testing-laboratories/United States of AmericaUndetermined

Thousands of credentials for accounts associated with New Zealand-based file storage service Mega are published online. The text file contains over 15,500 usernames, passwords, and files names.https://www.zdnet.com/article/thousands-of-mega-logins-dumped-online-exposing-user-files/New ZealandUndetermined

Security researchers from the Z-Lab at CSE Cybersec reveal the details of Operation "Roman Holiday" an operation carried on by APT28 (AKA Fancy Bear) and targeting the Italian Military.https://www.theregister.co.uk/2018/07/16/apt28_italian_job/Italy Russian Federation

League of Legends Philippines' confirms an unauthorized modification in their client lobby code resulting in the injection of the Coinhive Monero miner.https://latesthackingnews.com/2018/07/15/league-of-legends-philippines-attacked-by-coinhive-monero-mining-malware/PhilippinesUndetermined

The Mahatma Gandhi Mission Hospital in Mumbai is hit by a ransomware attack.https://indianexpress.com/article/cities/mumbai/mumbai-ransomware-dadar-office-bitcoins-5281187/India Undetermined

E-commerce site ROMWE has been hacked with over 7.3 million passwords and emails stolen. The data theft is thought to have started in July 2018.https://www.databreaches.net/__trashed-3/China Undetermined

A government spokesman reveals that the Pennsylvania Department of Health's birth certificate system was shut down for nearly a week last month after someone hacked into an internal website but did not take or alter citizens records.https://www.databreaches.net/pennsylvania-birth-certificate-system-hacked-no-records-stolen/United States of AmericaUndetermined

Billings Clinic discloses a breach exposing details of 8,400 patients. The organization detected anomalous activity on one of the employees' email accounts on May 14, 2018. The investigation revealed the account was compromised while the employee was travelling.https://www.billingsclinic.com/app/files/public/3296/Data-Breach-PDF-July2018.pdfUnited States of AmericaUndetermined

Alive Hospice notifies patients whose personal and protected health information were in employee emails that were accessed by an unknown person or persons beginning on December 20, 2017 and again on April 5, 2018 after two employees fell prey to phishing attempts.https://www.prnewswire.com/news-releases/alive-hospice-notice-of-data-privacy-event-300680932.htmlUnited States of AmericaUndetermined

UMC Physicians (UMCP) notifies patients who may have been affected by a recent data breach. On May 18, the UMCP IT team discovered an employee's email account was hacked on March 15, potentially compromising the personal health information of more than 18,000 patients.https://www.databreaches.net/tx-umc-physicians-offers-identity-protection-to-18000-patients-after-data-breach/United States of AmericaUndetermined

Researchers from ESET reveal that on June 13 or 14, the Ammyy website was compromised to serve a malware-tainted version of this otherwise legitimate software bundling the Kasidet trojan. To add an interesting twist to the incident, the attackers tried to hide their malicious activity behind the brand of the ongoing FIFA World Cup.https://www.welivesecurity.com/2018/07/11/ammyy-admin-compromised-malware-world-cup-cover/United States of AmericaUndetermined

While researching underground hacker marketplaces, researchers from McAfee discover that access linked to security and building automation systems of a major international airport could be bought for only US$10.https://www.mcafee.com/blogs/other-blogs/mcafee-labs/organizations-leave-backdoors-open-to-cheap-remote-desktop-protocol-attacks/United States of AmericaUndetermined

The Ukrainian Secret Service (SBU) reveals it stopped a cyber-attack with the VPNFilter malware on a chlorine distillation plant in the village of Aulska, in the Dnipropetrovsk region. The SBU accuses Russia of operating the malware and launching the attack.https://www.bleepingcomputer.com/news/security/ukraine-says-it-stopped-a-vpnfilter-attack-on-a-chlorine-distillation-station/Ukraine Undetermined

BP emails about 60,000 people who applied for jobs in its retail stores since 2008 to notify them they could have had their personal information accessed by hackers. The company originally thought about 10,000 applicants' data had been breached.https://www.databreaches.net/update-bp-data-breach-affected-60000-after-malware-attack-on-pageup-job-portal/United Kingdom of Great Britain and Northern IrelandUndetermined

Aviation ID Australia, the company that issues Aviation Security Identity Cards (ASICs) is hacked and notifies hundreds of people that their ASIC application information may have been stolen.http://www.abc.net.au/news/2018-07-12/afp-investigating-airport-security-card-data-hack/9981796Australia Undetermined

Security Firm Recorded Future identifies an attempted sale of what is believed to be highly sensitive U.S. Air Force documents pertaining to the MQ-9 Reaper drone. The attack was carried on via the default FTP authentication credentials in Netgear routers.https://www.recordedfuture.com/reaper-drone-documents-leaked/United States of AmericaUndetermined

Researchers from FireEye reveal a large scale operation from TEMP.Periscope, a Chinese cyber espionage group seeking to monitor the country's upcoming and contentious July 29 national elections.https://www.fireeye.com/blog/threat-research/2018/07/chinese-espionage-group-targets-cambodia-ahead-of-elections.htmlCambodia China

Cass Regional Medical Center, a Missouri health care center, announces that they have been affected by an undisclosed ransomware. This incident affected their internal communications system and their electronic health record (EHR) system.https://www.bleepingcomputer.com/news/security/cass-regional-medical-center-hit-with-unidentified-ransomware/United States of AmericaUndetermined

Career and Technology Education Centers (C-TEC) reveals it suffered a possible data breach earlier this year that could have exposed individuals' names and Social Security numbers. The breach happened on May 25 when an unauthorized person had access to a private file for several minutes.https://www.scmagazine.com/career-and-technology-education-centers-of-licking-county-acknowledge-possible-breach/article/780212/United States of AmericaUndetermined

A threat actor has compromised political parties, as well as organizations charged with overseeing the 2018 Cambodian elections, for espionage purposes. The threat actors, who are likely Chinese, have also targeted Cambodian government organizations. One of the targets is the Cambodian Ministry of Economics and Finance.https://www.fireeye.com/blog/threat-research/2018/07/chinese-espionage-group-targets-cambodia-ahead-of-elections.htmlCambodia China

A threat actor has compromised political parties, as well as organizations charged with overseeing the 2018 Cambodian elections, for espionage purposes. The threat actors, who are likely Chinese, have also targeted Cambodian government organizations. One of the targets is the Cambodian Senate.https://www.fireeye.com/blog/threat-research/2018/07/chinese-espionage-group-targets-cambodia-ahead-of-elections.htmlCambodia China

A threat actor has compromised political parties, as well as organizations charged with overseeing the 2018 Cambodian elections, for espionage purposes. The threat actors, who are likely Chinese, have also targeted Cambodian government organizations. One of the targets is the Cambodian Ministry of Foreign Affairs and International Cooperation.https://www.fireeye.com/blog/threat-research/2018/07/chinese-espionage-group-targets-cambodia-ahead-of-elections.htmlCambodia China

A threat actor has compromised political parties, as well as organizations charged with overseeing the 2018 Cambodian elections, for espionage purposes. The threat actors, who are likely Chinese, have also targeted Cambodian government organizations. One of the targets is the Cambodian Ministry of the Interior.https://www.fireeye.com/blog/threat-research/2018/07/chinese-espionage-group-targets-cambodia-ahead-of-elections.htmlCambodia China

A threat actor has compromised political parties, as well as organizations charged with overseeing the 2018 Cambodian elections, for espionage purposes. The threat actors, who are likely Chinese, have also targeted Cambodian government organizations. One of the targets is the ruling Cambodian People's Party.https://www.rfa.org/english/news/cambodia/hacked-07192018173610.htmlCambodia China

A threat actor has compromised political parties, as well as organizations charged with overseeing the 2018 Cambodian elections, for espionage purposes. The threat actors, who are likely Chinese, have also targeted Cambodian government organizations. One of the targets is the opposition Cambodia National Rescue Party.https://www.rfa.org/english/news/cambodia/hacked-07192018173610.htmlCambodia China

A threat actor has compromised political parties, as well as organizations charged with overseeing the 2018 Cambodian elections, for espionage purposes. The threat actors, who are likely Chinese, have also targeted Cambodian government organizations. One of the targets is the Cambodian National Election Committee.https://www.rfa.org/english/news/cambodia/hacked-07192018173610.htmlCambodia China

A threat actor has compromised political parties, as well as organizations charged with overseeing the 2018 Cambodian elections, for espionage purposes. The threat actors, who are likely Chinese, have also targeted Cambodian government organizations. One of the targets is Monovithya Kem, the daughter of a jailed opposition leader.https://apnews.com/article/0b52e20517a74b678cf5eae5d0e177abCambodia China

Police in Detroit are looking into an apparent hack at a gas station that allowed people to steal more than 600 gallons of gas, valued at over $1,800. Authorities believe the thieves used some sort of remote device to take control of the pump.http://fortune.com/2018/07/09/hackers-gas-stations/United States of AmericaUndetermined



Macy's Inc. warns customers that hackers compromised the login information of some users of the retailer's websites. The suspicious activity took place from April 26 to June 12. A third party obtained valid usernames and passwords through websites not related to macys.com.https://www.bizjournals.com/cincinnati/news/2018/07/09/macys-hit-by-data-breach.amp.htmlUnited States of AmericaUndetermined

Token creation platform Bancor goes offline following a "security breach" that sees the platform lose millions of dollars worth of cryptocurrency. The company lost roughly $13.5 million in the hack and the value of the coin quickly drops 14%.https://www.coindesk.com/token-platform-bancor-goes-offline-following-security-breach/SwitzerlandUndetermined

Timehop discloses a security breach that has compromised the personal data of 21 million users (essentially its entire user base). Around a fifth of the affected users have also had a phone number that was attached to their account breached in the attack.https://techcrunch.com/2018/07/09/timehop-discloses-july-4-data-breach-affecting-21-million/United States of AmericaUndetermined

Blizzard Entertainment is hit by a DDoS attack. Players of Overwatch, Heroes of the Storm, and World of Warcraft are affected.https://www.scmagazine.com/blizzard-hit-with-another-dos-attack-affecting-overwatch-heroes-of-the-storm-world-of-warcraft/article/780371/United States of AmericaUndetermined

B&B Hospitality Group (B&BHG) announces that it has identified and addressed a payment card security incident that affected nine restaurants in the New York metropolitan area.https://www.prnewswire.com/news-releases/bb-hospitality-group-reports-findings-from-investigation-of-payment-card-security-incident-300677177.htmlUnited States of AmericaUndetermined

China-based hackers have successfully infiltrated the IT systems at the Australian National University, potentially compromising the home of Australia's leading national security college and key defence research projects.https://www.smh.com.au/politics/federal/chinese-hackers-breach-anu-putting-national-security-at-risk-20180706-p4zq0q.htmlAustralia Undetermined

Research from Qihoo 360 Total Security reveal that hackers have breached the website of VSDC, a popular company that provides free audio and video conversion and editing software. Three different incidents have been recorded during which hackers changed the download links on the VSDC website with links that initiated downloads from servers operated by the attackers.https://www.bleepingcomputer.com/news/security/popular-software-site-hacked-to-redirect-users-to-keylogger-infostealer-more/New ZealandUndetermined

Lake Oswego School District warns students about a phishing email after the District Twitter account and an employee email accounts are hacked.https://www.databreaches.net/lake-oswego-school-district-warns-students-about-phishing-email-after-employee-account-hacked/United States of AmericaUndetermined

Online travel booking website Yatra.com is compromised and attackers steal 5 million user records that include email address & physical addresses, phone numbers & plain text passwords & PINs. The breach happened back in 2013, and it came to light now.https://www.thenewsminute.com/article/yatracom-breach-how-check-if-your-data-compromised-and-what-do-if-it-84247India Undetermined

MSK Group notifies patients of a data security incident that they discovered on May 7, due to an unauthorized access to certain parts of the network at times over several month.https://www.databreaches.net/msk-group-notifying-patients-of-data-security-incident/United States of AmericaUndetermined

The Israeli military say it had uncovered a plot by Hamas militants to spy on soldiers by befriending them on social media and then luring them into downloading fake dating applications that gave Hamas access to their smartphones.https://www.bloomberg.com/news/articles/2018-07-03/israel-hamas-tried-to-spy-on-soldiers-with-fake-dating-appsIsrael Palestine, State of

German hosting provider Domain Factory experiences a data breach which has exposed customer data. After an unknown threat actor posts claims that suggest they had managed to compromise the firm's systems and access information, the company launches an investigation.https://www.zdnet.com/article/user-data-exposed-in-domain-factory-hosting-security-breach/Germany Undetermined

The Democratic Progressive Party's (DPP) official website is defaced by Chinese hackers and the website is replaced with pictures and words reading "Chinese netizens are supporting Tsai Ing-wen to run for re-election" in simplified Chinese characters.https://www.taiwannews.com.tw/en/news/3473203Taiwan (Province of China)Undetermined

Whitbread's online recruitment system has suffered a data breach, affecting a number of the company's brands including Premier Inn, and the UK outlets of Costa Coffee. The breach is a consequence of the attack to PageUp.https://www.irishtimes.com/business/agribusiness-and-food/whitbread-recruitment-system-suffers-data-breach-1.3551307United Kingdom of Great Britain and Northern IrelandUndetermined

Luxury retailer Fortnum & Mason is the latest big brand to be involved in a significant data breach after the company admits the details of around 23,000 competition and survey participants have been compromised in the wake of the Typeform breach.https://www.infosecurity-magazine.com/news/fortnum-mason-23000-affected-by/United Kingdom of Great Britain and Northern IrelandUndetermined

The team behind the Trezor multi-cryptocurrency wallet service discovers a phishing attack against some of its users that took place over the weekend, carried on via DNS poisoning or BGP hijacking.https://www.bleepingcomputer.com/news/security/dns-poisoning-or-bgp-hijacking-suspected-behind-trezor-wallet-phishing-incident/Czechia Undetermined

Major Turkish crypto exchange BtcTurk confirms a data breach from mid-2018 that leaked sensitive information of over 500,000 users.https://www.databreaches.net/crypto-exchanges-btcturk-and-pi-network-linked-to-security-incidents/Turkey Undetermined

Notre Dame de Namur University notifies some financial aid applicants that their information may have been compromised when an employee fell prey to a phishing attack on April 23, 2018.https://www.databreaches.net/notre-dame-de-namur-university-notifying-financial-aid-applicants-of-data-security-incident/United States of AmericaUndetermined

Klook Travel informs its users about a data breach incident it suffered. The attackers exploited a malicious JS code associated with SOCIAPlus, a third-party tool integrated on the site.https://latesthackingnews.com/2018/07/02/klook-travel-suffered-data-breach-exposing-users-credit-card-details/China Undetermined

Hunt Regional Medical Center notifies patients of a possible breach due to the hack of an employee email occurred on May 1st, 2018.https://www.databreaches.net/tx-hunt-regional-medical-center-notifies-patients-of-possible-breach-due-to-hack-of-employee-email/United States of AmericaUndetermined

The Algonquin College publishes a note indicating that the education community is still not sure how many current and former students and employees could be affected by a cyber attack that happened weeks earlier.https://www.databreaches.net/mysterious-algonquin-college-cyber-attack-could-affect-thousands/Canada Undetermined

Barcelona-based online survey and form building service Typeform announces a data breach after an unknown attacker downloaded a backup file containing sensitive customer information. The backup file contained data gathered by Typeform customers through surveys and online forms up until May 3, 2018.https://www.bleepingcomputer.com/news/security/typeform-announces-breach-after-hacker-grabs-backup-file/Spain Undetermined

City of Midland is the latest municipality being breached because of a vulnerability in the Superion's Click2Gov application.https://www.infosecurity-magazine.com/news/municipalities-breached-from/United States of AmericaUndetermined

Personal information of hundreds of staff at the South Eastern Regional College is compromised after detecting suspicious email activity as the consequence of a hack.https://www.belfasttelegraph.co.uk/news/northern-ireland/regional-college-staffs-personal-data-at-risk-after-massive-security-breach-37065332.htmlUnited Kingdom of Great Britain and Northern IrelandUndetermined

The Middletown School District is hit by a ransomware.https://www.databreaches.net/middletown-schools-hit-with-ransomware-attack/United States of AmericaUndetermined

Adidas alerts customers about a possible data breach on its U.S. website. On June 26, the company became aware that an unauthorized party claimed to have acquired limited data associated with certain consumers.https://www.bloomberg.com/news/articles/2018-06-28/adidas-says-millions-of-u-s-customers-being-alerted-of-breachUnited States of AmericaUndetermined

The official website of Ernakulam Siva Temple is defaced with anti-national slogans and offensive language besides a Pakistan flag.https://www.thehindu.com/news/cities/Kochi/probe-on-into-temple-website-hacking/article24294762.eceIndia Undetermined

An unknown hacker temporarily takes control over the GitHub account of the Gentoo Linux organization and embed malicious code inside the operating system's distributions that would delete user files. The malicious code fails to trigger properly and users' remain safe.https://www.bleepingcomputer.com/news/linux/file-wiping-malware-placed-inside-gentoo-linux-code-after-github-account-hack/United States of AmericaUndetermined

Researchers from Malwarebytes discover that the Red Hen restaurant that refused to serve Sarah Sanders is hit by a SEO Spam cyberattack.https://blog.malwarebytes.com/cybercrime/2018/06/red-hen-website-suffers-seo-spam-compromise/United States of AmericaUndetermined

Ticketing service Ticketmaster announces a data breach affecting roughly 5% of its entire customer base, resulting in the theft of customer data, Ticketmaster login information, and payment details. The breach didn't occur at Ticketmaster itself, but at Inbenta, a provider of AI-powered live chat widgets, which Ticketmaster was deploying on some of its localized sites across the world.https://www.bleepingcomputer.com/news/security/ticketmaster-announces-data-breach-affecting-5-percent-of-all-users/United States of AmericaUndetermined

Unauthorized individuals gain access to 21 accounts of the Connecticut Higher Education Trust (CHET) and make 44 withdrawals, for a total of $1,416,635, of which, $442,540 is recovered or stopped.https://www.databreaches.net/nearly-1-million-stolen-from-connecticut-higher-education-trust-accounts-during-security-breach/United States of AmericaUndetermined

ProtonMail is hit by a DDoS attack.https://securityaffairs.co/wordpress/73969/hacking/prolonged-ddos-hit-protonmail.htmlSwitzerlandUndetermined

Digital marketing and web provider Cyanweb Solutions loses nearly all customer data and backups after a "criminal hacking incident" that compromises one of its servers.https://www.databreaches.net/au-cyanweb-solutions-hit-by-criminal-hacking-website-data-and-backups-lost/Australia Undetermined

New Zealand-based fuel supplier Z Energy Ltd says it has been presented with evidence that customer data from its Z Card Online database was accessed by a third party in November 2017.https://www.databreaches.net/new-zealands-z-energy-flags-possible-data-breach-in-november/New ZealandUndetermined

The personal details and payment card data of guests from hundreds of hotels, are stolen by an unknown attacker from FastBooking, a Paris-based company that sells hotel booking software to more than 4,000 hotels in 100 countries. The breach occurred on June 14.https://www.bleepingcomputer.com/news/security/hundreds-of-hotels-affected-by-data-breach-at-hotel-booking-software-provider/France Undetermined

Midwest City, Oklahoma, reports that about 2,300 customers are potentially affected by a breach involving Superion's software Click2Gov.https://www.databreaches.net/midwest-city-notifies-residents-of-incident-that-affected-numerous-municipalities/United States of AmericaUndetermined

Researchers from Palo Alto Networks uncover a new operation conducted by the cyber espionage group known as Tick APT. The campaign targets a secure USB drive built by a South Korean defense company.https://researchcenter.paloaltonetworks.com/2018/06/unit42-tick-group-weaponized-secure-usb-drives-target-air-gapped-critical-systems/Korea (the Republic of)China

The email of a city-based businessman is hacked and INR12.5 lakh (USD 18,230) stolen and transferred to two bank accounts in China.https://www.thehindu.com/news/cities/bangalore/businessmans-email-hacked-conned-of-125-lakh/article24247467.eceIndia Undetermined

PDQ, a fast-casual dining restaurant warns customers about a cyber attack on its computer systems in which hackers were able to access or acquire personal information from the chain's customers who paid with credit cards. The breach lasted nearly a year, from May 19, 2017 to April 20, 2018.https://www.databreaches.net/restaurant-chain-pdq-says-customers-credit-card-info-was-hacked/United States of AmericaUndetermined

Manitowoc County officials release more information about a data breach of a Manitowoc County email account in January, when an employee falls victim of a phishing attack.https://eu.htrnews.com/story/news/2018/07/05/manitowoc-county-data-breach-privacy-email-scam-health-medical-information-risk-wisconsin/751930002/United States of AmericaUndetermined

Health insurer Humana notifies an unspecified number of health plan members after detecting and blocking a credential stuffing attack against Humana.com and Go365.com. The attacks took place on June 3 and June 4 from overseas IP addresses.https://www.databreaches.net/humana-notifies-members-after-credential-stuffing-attack-on-humana-com-and-go365-com/United States of AmericaUndetermined

The Saudi hackers KINGDOM launched a phishing attack to attempt to trick journalist Ben Hubbard into installing NSO Group's Pegasus malware onto his phone. Hubbard does not recall clicking on the infected link sent to him via text message and it is unknown if his phone was infected.https://citizenlab.ca/2020/01/stopping-the-press-new-york-times-journalist-targeted-by-saudi-linked-pegasus-spyware-operator/Lebanon Saudi Arabia

Someone hacks a road sign close to the ICE headquarter in Portland and defaces it with the "Abolish ICE" message.https://www.hackread.com/traffic-sign-near-ice-headquarters-hacked-with-abolish-ice-message/United States of AmericaUndetermined

South Korean cryptocurrency exchange Bithumb says that 35 billion won ($31.5 million) worth of virtual coins have been stolen by hackers.https://www.reuters.com/article/us-crypto-currencies-southkorea/south-korea-cryptocurrency-exchange-bithumb-says-hacked-32-million-in-coins-stolen-idUSKBN1JG07FUndeterminedUndetermined

Med Associates notifies its patients that the facility suffered a data breach on March 22, when unusual activity was detected, potentially exposing PII, including medical diagnosis and payment card information of about 270,000 patients.https://www.scmagazine.com/270000-med-associates-records-possibly-compromised-in-data-breach/article/775441/United States of AmericaUndetermined

CarePartners' computer system is breached and as a result patient and employee information including personal health and financial information, are inappropriately accessed.http://www.nugget.ca/2018/06/18/data-breach-at-carepartnersCanada Undetermined

Users of the popular flight-tracking site Flightradar24 are told to change their passwords after the site warns of a data breach. The breach may have compromised the email addresses and hashed passwords for a small subset of Flightradar24 users (those who registered prior to March 16, 2016).https://www.theregister.co.uk/2018/06/21/flightradar24_data_breach/Sweden Undetermined

Liberty Life's IT system are attacked by unknown hackers, who reportedly obtain sensitive data about some of the insurer's top clients and ask for a ransom.https://mybroadband.co.za/news/security/264799-hackers-want-millions-from-liberty-or-will-start-releasing-sensitive-data-report.htmlSouth AfricaUndetermined

Med Associates, notifies of a security incident that may have compromised its patients protected information.https://www.databreaches.net/med-associates-provides-notice-to-patients-of-hack/United States of AmericaUndetermined

About 23,000 accounts are compromised by a data breach that took place at HealthEquity in April when an employee fell for a phishing scam.https://www.scmagazine.com/healthequity-breach-exposes-pii-of-23000-customers/article/773654/United States of AmericaUndetermined

According to a statement by the company, millions of user accounts of the Chinese video sharing platform AcFun are hacked. According to the same statement, the accessed data includes the user IDs, nicknames and passwords of nearly 10 million users.http://www.china.org.cn/arts/2018-06/14/content_52191174.htmChina Undetermined

Black River Medical Center in Missouri notifies an unspecified number of patients potentially affected by a phishing incident discovered on April 23.https://www.databreaches.net/mo-black-river-medical-center-notified-patients-whose-information-was-potentially-accessed/United States of AmericaUndetermined

Malicious actors replace the legitimate Windows installer for Syscoin's cryptocurrency with a version containing malware, which was available on the company's Github page for several days.https://www.scmagazine.com/malicious-version-of-syscoins-windows-installer-found-on-github/article/774513/Canada Undetermined

Dixons Carphone has admitted a huge data breach involving 5.9 million payment cards and 1.2 million personal data records. The breach began in July last year and 105,000 cards without chip-and-pin protection have been leaked.https://www.bbc.com/news/business-44465331United Kingdom of Great Britain and Northern IrelandUndetermined

A threat actor has compromised a government data center in Mongolia. Kaspersky Lab assesses that the threat actor used its access to compromise websites that they will use in subsequent watering-hole attacks.https://www.cyberscoop.com/apt27-mongolia-kaspersky/Mongolia China



Several Slovakian websites including the Slovak Hydro-meteorological Institute and slovensko.sk are hit by a wave of DDoS attacks.https://www.databreaches.net/slovakia-is-facing-multiple-attacks-by-hackers/Slovakia Undetermined

An audit reveals that a scammer stole nearly $94,000 in public funds from the Massachusetts Clean Energy Center last year.https://www.databreaches.net/phishing-theft-of-93g-at-clean-energy-agency-went-unreported-for-months/United States of AmericaUndetermined

A lawsuit filed by a former employee alleges that AI startup Clarifai's computer systems were compromised by one or more people in Russia, potentially exposing technology used by the US military. The lawsuit says Clarifai learned of the breach last November, but that Clarifai's CEO and other executives did not promptly report it to the Pentagon.https://www.wired.com/story/startup-working-on-contentious-pentagon-ai-project-was-hacked/United States of AmericaUndetermined

The website of the Mexican National Action Party is hit by a cyber attack during the final television debate between presidential candidates ahead of the July 1 vote, after the site had published documents critical of the leading candidate.https://www.reuters.com/article/uk-mexico-election-cyber/cyber-attack-on-mexico-campaign-site-triggers-election-nerves-idUKKBN1J93C0Mexico Undetermined

Several Slovakian websites including the Slovak Hydro-meteorological Institute and slovensko.sk are hit by a wave of DDoS attacks.https://www.databreaches.net/slovakia-is-facing-multiple-attacks-by-hackers/Slovakia Undetermined

North Korea-linked Lazarus APT Group planted an ActiveX zero-day exploit on the website of a South Korean think tank focused on national security.https://securityaffairs.co/wordpress/73456/apt/lazarus-apt-activex-attacks.htmlKorea (the Republic of)Afghanistan

Shares in the Bank of Chile are down after it confirms hackers siphon off $10 million of its funds, mainly to Hong Kong. However the bank says no client accounts have been impacted. Apparently a wiper malware was used to conceal the real purpose of the attack.https://www.reuters.com/article/us-chile-banks-cyberattack/bank-of-chile-trading-down-after-hackers-rob-millions-in-cyberattack-idUSKBN1J72FCChile Undetermined

Coinrail, a South Korean cryptocurrency exchange, says that its systems have been hacked. It is believed that hackers stole about 40 billion won (US$37.2 million) worth of cryptocurrency from Coinrail, including 21 billion won worth of Pundi X and 14.9 billion won worth of Aston.https://www.scmagazine.com/south-korean-cryptocurrency-exchange-hit-sparking-drop-in-bitcoin-prices/article/772651/Korea (the Republic of)Undetermined

Chinese government hackers have compromised the computers of a Navy contractor, stealing 600+ Gb of highly sensitive data related to undersea warfare, including secret plans to develop a supersonic anti-ship missile for use on U.S. submarines by 2020, accordding to American officials.https://www.washingtonpost.com/world/national-security/china-hacked-a-navy-contractor-and-secured-a-trove-of-highly-sensitive-data-on-submarine-warfare/2018/06/08/6cc396fa-68e6-11e8-bea7-c8eb28bc52b1_story.htmlUnited States of AmericaUndetermined

Terros Health warns that 1,600 patient records were exposed in a data breach earlier this spring. The breach, due to a phishing attack, was discovered on April 12 and happened November 16, 2017.https://www.abc15.com/news/region-phoenix-metro/central-phoenix/terros-health-data-breach-1600-patients-potentially-impactedUnited States of AmericaUndetermined

The personal information of Elmcroft Senior Living residents and their family members, employees and others could have been stolen in a data breach that occurred in mid-May.https://www.scmagazine.com/elmcroft-senior-living-suffers-data-breach-patient-pii-exposed/article/773108/United States of AmericaUndetermined

Wellington officials reveal to have been recently notified by Superion, their software vendor, about potential unauthorized charges on credit cards used by customers to pay their utility bills.https://www.databreaches.net/wellington-fla-breach-larger-than-initially-thought/United States of AmericaUndetermined

RISE Wisconsin (formerly Community Partnerships and Center for Families) notifies its participants of a ransomware attack occurred on April 8, 2018.https://www.databreaches.net/rise-wisconsin-notifies-plan-participants-of-data-security-incident/United States of AmericaUndetermined

Danielle Lloyd, English model and former Miss England and Miss Great Britain, has her iCloud account hacked, with attackers stealing intimate images that were eventually posted online.https://news.softpedia.com/news/the-fappening-2018-former-miss-england-danielle-lloyd-hacked-nude-pic-leaks-521569.shtmlUnited Kingdom of Great Britain and Northern IrelandUndetermined

Australia-based human resources firm PageUp confirms it found "unusual" activity on its IT infrastructure on May 23, which has resulted in the potential compromise of client data.https://www.zdnet.com/article/malware-hits-hr-software-firm-pageup-with-possible-data-compromise/Australia Undetermined

Litecoin Cash is the latest crypto currency to suffer a 51% attack.https://www.livebitcoinnews.com/litecoin-cash-51-attack-highlights-insecurity-of-smaller-pow-coins/UndeterminedUndetermined

Shopin, a universal shopper profile using blockchain and Artificial Intelligence, releases an official statement indicating that a significant token distributor was hacked on June 1st, resulting in a loss of more than $10 million USD of a variety of tokens.https://www.prnewswire.com/news-releases/japanese-syndicate-wallet-hacked-10-million-usd-reported-missing-300660484.htmlJapan Undetermined

Explicit videos and pictures of New York Giants defensive end Avery Moss are posted on his Twitter timeline after his account is hacked.http://www.espn.com/nfl/story/_/id/23696554/avery-moss-new-york-giants-hacked-explicit-content-postedUnited States of AmericaUndetermined

Morinaga Milk Industry Co. says that personal data on up to 92,822 customers may have been stolen as its health food shopping website was hacked. Credit card information belonging to up to 29,773 of the affected customers was leaked and that around 300 cases of illicit use of this information involving some ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¥20 million, have been confirmed so far.https://www.databreaches.net/morinaga-milk-customer-data-stolen-after-website-hacking/Japan Undetermined

MyHeritage, the genealogy website and DNA testing service, warns that the email addresses and hashed passwords of its customer database, approximately 92 million user accounts, have been found on a private server.https://blog.myheritage.com/2018/06/myheritage-statement-about-a-cybersecurity-incident/United States of AmericaUndetermined

The Shiawassee County financial administrator resigns after being caught in a phishing scam and mistakenly wiring $50,000 to an overseas bank account.https://www.databreaches.net/mi-phishing-scam-costs-shiawassee-county-50000/United States of AmericaUndetermined

Several Australian citizens are the victims of a tech support scam, through which the attackers are able to take over their webcams and upload videos to YouTube.http://www.abc.net.au/news/2018-06-03/australian-web-cams-hacked-to-make-secret-recordings-online/9807960Australia Undetermined

ZenCash, an upcoming privacy coin, is the victim of a 51% attack.https://news.bitcoin.com/bitcoin-in-brief-monday-zencash-targeted-in-51-attack-ticketfly-hijacked-for-ransom/United States of AmericaUndetermined

Holland Eye Surgery & Laser Center notifies 42,200 patients about a hack occurred in 2016.https://www.databreaches.net/mi-holland-eye-surgery-laser-center-notifies-42200-patients-about-2016-hack/United States of AmericaUndetermined

Rhode Island officials say several state agencies are targeted by malware. The list of victims include: the Department of Children, Youth and Families, the Department of Human Services, and the Department of Behavioral Healthcare.https://www.washingtontimes.com/news/2018/jun/4/multiple-rhode-island-state-agencies-targeted-by-m/United States of AmericaUndetermined

A hacker manages to take control of the official Twitter account of Buffalo Wild Wings (@BWWings) and posts a number of crude and racist tweets, including one that claims to give out the "secret recipe" for the company's wings.https://gizmodo.com/a-hacker-hijacked-the-buffalo-wild-wings-twitter-accoun-1826501723United States of AmericaUndetermined

Rhode Island officials say several state agencies are targeted by malware. The list of victims include: the Department of Children, Youth and Families, the Department of Human Services, and the Department of Behavioral Healthcare.https://www.washingtontimes.com/news/2018/jun/4/multiple-rhode-island-state-agencies-targeted-by-m/United States of AmericaUndetermined

Rhode Island officials say several state agencies are targeted by malware. The list of victims include: the Department of Children, Youth and Families, the Department of Human Services, and the Department of Behavioral Healthcare.https://www.washingtontimes.com/news/2018/jun/4/multiple-rhode-island-state-agencies-targeted-by-m/United States of AmericaUndetermined

The Sooke School District warns parents about a privacy invasion after an employee's email was hacked.https://www.databreaches.net/ca-sooke-school-district-warns-parents-of-privacy-breach/United States of AmericaUndetermined

The Ticketfly website is defaced with an image of V from the film V for Vendetta. Unfortunately, after refusing to pay a 1 BTC ransom, Ticketfly reveals that the personal information of 27 million accounts, including ticket buyers and venue operators, was compromised.https://gizmodo.com/a-day-later-ticketfly-is-still-offline-after-failing-t-1826499017United States of AmericaUndetermined

A database from the Harare Institute of Technology is leaked, containing 3,500 users.https://www.databreaches.net/zw-harare-institute-of-technology-hacked-again-more-than-3500-student-account-credentials-leaked/Zimbabwe Undetermined

Also the Canadian Imperial Bank of Commerce (CIBC), the country's fifth largest bank is affected by the same incident, and they believe that 40,000 users could be possibly affected from its subsidiary Simplii Financial.https://www.scmagazine.com/canadian-banks-warn-data-breach-may-have-affected-90000-customers/article/769080/Canada Undetermined

Bank of Montreal, the country's fourth bank, announces to have been contacted by fraudsters claiming to have stolen personal and financial information of a limited number of the bank's customers. According to the bank, less than 50,000 c customers are affected.https://www.scmagazine.com/canadian-banks-warn-data-breach-may-have-affected-90000-customers/article/769080/Canada Undetermined

The creators of the Taylor cryptocurrency trading app claim that an unidentified hacker has stolen around $1.35 million worth of Ether from the company's wallets.https://www.bleepingcomputer.com/news/security/hacker-steals-135-million-from-cryptocurrency-trading-app-taylor/Estonia Undetermined

Comedy and entertainment agency Goliath and Goliath suffered a loss of more than 300,000 ZAR (22,000 USD worth) in what appears to be a phishing scam.https://www.fin24.com/Companies/ICT/hackers-loot-r300-000-from-goliath-and-goliath-im-petrified-says-ceo-20180527-3South AfricaUndetermined

Afghan diplomats in Pakistan are warned they are believed to be victims of "government-backed" digital attacks trying to steal their email passwords.https://www.bbc.com/news/world-asia-44250769AfghanistanUndetermined

Arlo advises its customers to change their passwords after credential-stuffing attempts detected.https://www.databreaches.net/arlo-advises-customers-to-change-passwords-after-credential-stuffing-attempts-detected/United States of AmericaUndetermined

Oxnard city officials are contacted by a bank representative about fraudulent purchases being made with the cards people used to pay their utility bills.https://www.databreaches.net/oxnard-city-officials-investigate-data-breach/United States of AmericaUndetermined

About 42,600 patients tied to AultWorks Occupational Medicine, Aultman Hospital, and some Aultman physician offices may have had personal health and identification information stolen in a data breach after unknown and unauthorized individuals gained access to certain email accounts in February and March.https://www.databreaches.net/aultman-data-breach-may-have-accessed-patient-information/United States of AmericaUndetermined

American Family Life Assurance Company of Columbus (Aflac) issues a press release concerning the breach of independent contractor sales agents' email accounts. The breach occurred between Jan. 17 and April 2 and has reportedly affected some clients' personal information.https://www.databreaches.net/aflac-says-agent-emails-were-hacked-exposing-personal-information-of-clients/United States of AmericaUndetermined

Associates in Psychiatry and Psychology notifies 6,546 patients and the U.S. Department of Health and Human Services (HHS) of a ransomware incident that occurred in March.https://www.databreaches.net/mn-associates-in-psychiatry-and-psychology-disclose-ransomware-incident/United States of AmericaUndetermined

Hackers deface the screens at the Mashhad airport in Iran to protest against the government and the military's activities in the Middle East. The hackers also took control of the email account of the Mashhad airport civil aviation head, Mohsen Eidizadeh to spread the news of the hack.https://securityaffairs.co/wordpress/72969/hacktivism/mashhad-airport-defacement.htmlIran (Islamic Republic of)Undetermined

University of Vermont officials say they have no reason to believe the personal information of 37,000 current and former faculty, staff and students fell into the wrong hands following an intrusion of the school's computer systems.https://www.databreaches.net/university-of-vermont-notifies-community-of-hack-of-netid-portal/United States of AmericaUndetermined

A hacker finds a way around a previous patch in the Verge cryptocurrency source code and takes advantage of the flaw to monopolize mining operations and create Verge coins (XVG) at a rapid pace. He is able to mine over 35 million XVG coins in just a few hours.https://www.bleepingcomputer.com/news/security/verge-cryptocurrency-network-falls-victim-to-same-attack-even-after-hard-fork/UndeterminedUndetermined

Monacoin suffers a 51% attack. https://www.newsbtc.com/2018/05/22/japans-monacoin-network-still-suffering-selfless-mining-attack/Japan Undetermined

Bombas notifies consumers of breach going back to 2015 when malware in the code of the e-commerce platform was identified and removed on February 9, 2015.https://www.databreaches.net/bombas-notifies-consumers-of-breach-going-back-to-2013/United States of AmericaUndetermined

Allied Physicians reports it was hit with a SamSam ransomware attack earlier this month (May 17).https://www.scmagazine.com/allied-physicians-hit-with-samsam-ransomware/article/767654/United States of AmericaUndetermined

Manuel Delia's blog (a Maltese journalist and blogger) is the target of a DDoS attack. Apparently the attack comes from Ukraine.https://lovinmalta.com/news/manuel-delias-blog-cyber-attacked-by-ukrainian-hackers-on-a-scale-rarely-seen-on-other-maltese-websitesMalta Undetermined

Two students from Bloomfield Hills High School are the main suspects of a recent hack discovered at the school. The two broke into the school's MISTAR Student Information System portal where they changed grades, attendance records, and attempted to refund lunch purchases.https://www.bleepingcomputer.com/news/security/students-hack-high-school-to-change-grades-get-lunch-refunds/United States of AmericaUnited States of America

Dubliner Connor Freeman has been arrested for his role in a SIM-swap cryptocurrency theft conspiracy that robbed victims of their life savings. One of the victims was Michael Templeman who lost $167,622.22.https://www.infosecurity-magazine.com/news/dubliner-jailed-over-2m/UndeterminedIreland

Actress Shona McGarty, who plays Whitney Carter in EastEnders, is the latest celebrity to have intimate pictures leaked on the internet. Apparently her photos were stolen from the iCloud account.https://news.softpedia.com/news/the-fappening-2018-shona-mcgarty-s-nude-photos-leaked-521231.shtmlUnited Kingdom of Great Britain and Northern IrelandUndetermined

Jay-Z's Tidal streaming platform announces to have enlisted an "independent, third party cyber-security firm" to investigate a possible data breach, after reports of inflated subscriber and streaming numbers.https://variety.com/2018/digital/news/tidal-investigating-potential-data-breach-after-reports-of-inflated-subscriber-and-streaming-numbers-1202815447/United States of AmericaUndetermined

University of Buffalo confirms to be investigating and responding to a breach of 2,690 UBITName accounts.https://www.databreaches.net/ny-2690-university-of-buffalo-logins-stolen-in-data-breach/United States of AmericaUndetermined

An unidentified hacker performs several "double spend" attacks on the infrastructure of the Bitcoin Gold cryptocurrency and manages to amass over $18 million worth of BTG (Bitcoin Gold) coins in the process.https://www.bleepingcomputer.com/news/security/hacker-makes-over-18-million-in-double-spend-attack-on-bitcoin-gold-network/UndeterminedUndetermined

blackphoenixalchemylab.com discovers malware inserted into the portion of the checkout page between May 1 and May 16.https://www.databreaches.net/notice-of-data-breach-at-blackphoenixalchemylab-com/United States of AmericaUndetermined



An online forum designated for California's First Congressional District debate was hacked by unknown hackers, who take over the live stream to broadcast gay pornography.https://www.hackread.com/someone-hacked-live-congressional-debate-with-gay-porn/United States of AmericaUndetermined

Hackers steal the personally identifiable information of 5,678 customers of the Corporation Service Company (CSC), according to a notice the company sent to the California attorney general's office.https://www.scmagazine.com/corporation-service-company-breach-exposes-pii-on-5678-customers/article/767991/United States of AmericaUndetermined

Dubliner Connor Freeman has been arrested for his role in SIM-swap cryptocurrency theft conspiracy that robbed victims of their life savings. One of the victims was Seth Shapiro who lost $1,921,335.https://www.infosecurity-magazine.com/news/dubliner-jailed-over-2m/UndeterminedIreland

A hacker provides Motherboard with 2,800 login details for Securus, a company that buys phone location data from major telecom companies and then sells it to law enforcement. The company confirms the breach few days later.https://motherboard.vice.com/en_us/article/gykgv9/securus-phone-tracking-company-hackedUnited States of AmericaUndetermined

LifeBridge Health and LifeBridge Potomac Professionals notify patients about a malware incident that occurred back in March 18, 2018. The number of affected patients could be 500,000.https://www.databreaches.net/update-lifebridge-health-notifying-500000-patients-of-security-incident/United States of AmericaUndetermined

LifeBridge Health and LifeBridge Potomac Professionals notify patients about a malware incident that occurred back in March 18, 2018. The number of affected patients could be 500,000.https://www.databreaches.net/update-lifebridge-health-notifying-500000-patients-of-security-incident/United States of AmericaUndetermined

Dubliner Connor Freeman has been arrested for his role in SIM-swap cryptocurrency theft conspiracy that robbed victims of their life savings. One of the victims was Darran Marble who lost $100,000.https://www.infosecurity-magazine.com/news/dubliner-jailed-over-2m/UndeterminedIreland

Family Planning NSW tells customers their personal information may have been compromised after the not-for-profit fell victim to a ransomware attack. Around 8,000 users might be affected.https://www.zdnet.com/article/information-on-thousands-of-clients-accessed-in-family-planning-nsw-breach/Australia Undetermined

Thieves siphon 300 million pesos ($15.4 million) out of five Mexican banks, including No. 2 Banorte, by creating phantom orders that wired funds to bogus accounts and promptly withdrew the money.https://www.reuters.com/article/us-mexico-cyber/thieves-suck-millions-out-of-mexican-banks-in-transfer-heist-idUSKCN1IF1X7Mexico Undetermined

Capitol Administrators notifies individuals of a phishing attack.https://www.databreaches.net/ca-notice-to-individuals-regarding-privacy-incident-involving-capitol-administrators-inc/United States of AmericaUndetermined

Chili's Restaurant reveals that some restaurants have been impacted by a data incident, which may have resulted in unauthorized access or acquisition of payment card data between March and April 2018.https://www.indystar.com/story/news/2018/05/13/chilis-data-breach-leaves-credit-and-debit-card-information-exposed/605767002/United States of AmericaUndetermined

Bemus Point School District Superintendent reveals that some students in the district might have been compromised amid the breach of Maia Learning by a competitor.https://www.databreaches.net/officials-student-info-breached-in-bemus-point/United States of AmericaUndetermined

The Danish state rail operator DSB is hit by a massive DDoS attack, paralyzing some operations, including ticketing systems and the communication infrastructure.https://securityaffairs.co/wordpress/72530/hacking/rail-operator-dsb-ddos.htmlDenmark Undetermined

A vigilante hacker claims to have hacked the alleged Iran-linked group behind the ZooPark campaign discovered by Kaspersky earlier this month, and dumps the files purportedly stolen from a server controlled by the attackers.https://motherboard.vice.com/en_us/article/qvn4kq/vigilante-hacks-government-zoopark-cyberespionageIran (Islamic Republic of)Undetermined

Wasaga Beach pays the ransom to hackers who took over its computer system earlier this month.https://www.databreaches.net/ca-wasaga-pays-ransom-for-town-data/Canada Undetermined

The Anonymous deface several subdomains of the official website of Russia's Federal Agency for International Cooperation (Rossotrudnichestvo) against the ongoing censorship in the country especially the recent ban on Telegram.https://www.hackread.com/anonymous-hacks-russian-govt-website-against-censorship/Russian FederationUndetermined

Malley's Chocolates reveals that its website has been hacked, and the card information of 3,400 online customers has been breached.https://www.databreaches.net/malleys-chocolates-website-hacked-3400-online-customers-card-information-breached/United States of AmericaUndetermined

Speech recognition software firm Nuance announces the breach of thousands of patient records after a former employee breached its servers and accessed the personal information of 45,000 individuals from several contracted clients between November 20 and December 9 of 2017.https://www.scmagazine.com/speech-recognition-software-firm-breach-exposes-thousands-of-patient-records/article/767531/United States of AmericaUndetermined

After receiving a report from a credit card issuer, Morinaga Milk Industry Co. says that credit card or other personal information of up to 120,000 online customers may have leaked.https://www.databreaches.net/jp-morinaga-milk-fears-leak-of-120000-online-customers-info/Japan Undetermined

The Oregon Clinic announces that a data security incident may have affected protected health information (PHI) after an unauthorized third party accessed an internal email account.https://www.databreaches.net/the-oregon-clinic-notifies-patients-after-employee-email-account-hacked/United States of AmericaUndetermined

The Sun calls in the UK's cybersecurity authorities after detecting Russian hackers trying to access the tabloid newspaper's internal computer systems.https://www.buzzfeed.com/markdistefano/the-sun-is-being-targeted-by-russian-hackers?utm_term=.luxmvyA0QUnited Kingdom of Great Britain and Northern IrelandUndetermined

The City of Goodyear announces that its bill pay system may have been compromised. The possible breach could expose 30,000 utility customers.https://www.scmagazine.com/goodyear-ariz-utility-pos-system-breached/article/764973/United States of AmericaUndetermined

Sheffield Credit Union is the victim of a Cyber attack, which is believed to have taken place on 14 February 2018 but only recently comes to light after a blackmailing attempt by the attackers. The personal data of about 15,000 members is compromised.https://www.bbc.com/news/uk-england-south-yorkshire-44039296United Kingdom of Great Britain and Northern IrelandUndetermined

A ransomware attack targets Roseburg Public Schools, blocking access to the district's email, website and software.https://www.databreaches.net/or-roseburg-public-schools-computer-system-hacked/United States of AmericaUndetermined

Turkish hackers from Akincilar launch a new cyber attack against Honda Greece. The automaker's website in Greece is infiltrated with a message condemning the country for "partnering" with terrorists.http://greece.greekreporter.com/2018/05/07/turkish-hackers-launch-cyber-attack-on-honda-greece/Greece Turkey

Mason Law Office discovers evidence of unauthorized access to their mycase.com instance by an unknown individual or group of individuals. Client data is potentially accessed.https://www.databreaches.net/mason-law-office-notifies-clients-of-hack-involving-mycase-com/United States of AmericaUndetermined

Ransomware infects the servers of the Riverside Fire and Police department for the second time in a month.https://www.bleepingcomputer.com/news/security/police-dept-loses-10-months-of-work-to-ransomware-gets-infected-a-second-time/United States of AmericaUndetermined

The City of Tulsa confirms that computer hackers broke into several City controlled accounts but says it appears there have been no effects on city systems.https://www.databreaches.net/city-of-tulsa-systems-hacked/United States of AmericaUndetermined

The email account of the Northwest University's CFO is hacked. As a consequence $60,000 are stolen.https://www.databreaches.net/wa-email-account-of-northwest-universitys-cfo-hacked-school-out-nearly-60000/United States of AmericaUndetermined

Hackers from the collective AnonPlus, a splinter cell of Anonymous, deface the website of K9 Web Protection (belonging to Symantec).http://www.tgcom24.mediaset.it/tgtech/web-hackerato-il-sito-dell-azienda-leader-degli-anti-virus-offline-chi-contribuisce-al-controllo-delle-masse-_3139071-201802a.shtmlUnited States of AmericaItaly

Shares in Banco Inter fall as much as 11 percent after reports that a hacking attack had obtained sensitive data pertaining to clients. Banco Inter reveals it was "the victim of attempted extortion."https://in.reuters.com/article/banco-inter-cyber/brazil-prosecutors-open-investigation-into-banco-inter-data-hack-idINKBN1IA3GDBrazil Undetermined

Unknown hackers disrupt the Copenhagen city's bicycle sharing system "Bycyklen", erasing the data of 1,860 bicycles.https://www.hackread.com/copenhagen-citys-bicycle-sharing-system-hacked/Denmark Undetermined

While finalizing end-year school rankings, W.S. Neal High School realizes that someone has been changing grades since 2016.http://www.wkrg.com/news/local-news/state-investigates-grade-changes-at-local-high-school/1159762292United States of AmericaUndetermined

Several Florida Hospital Websites are taken offline after being affected by a malware that could have compromised patient information. The list of the affected hospitals include: FloridaBariatric.com, FHOrthoInstitute.com and FHExecutiveHealth.com.https://www.databreaches.net/malware-may-have-compromised-some-florida-hospital-patient-information/United States of AmericaUndetermined

World Rugby is forced to suspend its training and education website after the governing body is the target of a cyber attack that sees hackers obtain personal data from thousands of subscribers.https://www.telegraph.co.uk/rugby-union/2018/05/12/cyber-attack-claims-player-details-world-rugby/Ireland Undetermined

Fleetcor Technologies, a company specializing in fuel cards and workforce payment products and services, publicly discloses that its gift card systems were accessed last month by an unauthorized party. A "significant number" of gift cards that are at least six months old, as well as PIN numbers, were accessed.https://www.scmagazine.com/fleetcor-technologies-gift-card-systems-breached/article/763965/United States of AmericaUndetermined

Several Florida Hospital Websites are taken offline after being affected by a malware that could have compromised patient information. The list of the affected hospitals include: FloridaBariatric.com, FHOrthoInstitute.com and FHExecutiveHealth.com.https://www.databreaches.net/malware-may-have-compromised-some-florida-hospital-patient-information/United States of AmericaUndetermined

As a retaliation for the attacks of the Turkish collective Akincilar, Greek hackers from Anonymous paralyze the 24TV Live website for several hours. They also claim to have hacked 12,987 routers of Turk Telekom.http://greece.greekreporter.com/2018/05/07/turkish-hackers-launch-cyber-attack-on-honda-greece/Turkey Undetermined

Meituan Dianping, the internet giant backed by Tencent, China's most valuable tech corporation, begins investigating reports of a data breach that exposed the private information of tens of thousands of users.https://www.bloomberg.com/news/articles/2018-05-03/tencent-backed-meituan-will-probe-reports-of-huge-user-data-leakChina Undetermined

Several Florida Hospital Websites are taken offline after being affected by a malware that could have compromised patient information. The list of the affected hospitals include: FloridaBariatric.com, FHOrthoInstitute.com and FHExecutiveHealth.com.https://www.databreaches.net/malware-may-have-compromised-some-florida-hospital-patient-information/United States of AmericaUndetermined

The Turkish hacker group Akincilar ("Invaders") starts its offensive against Greece and defaces four websites (Greek Foreign Ministry, Athens-Macedonia News Agency - ANA -, the Greek Handball Federation, and Suzuki-Greece).https://www.hackread.com/cyberwar-greek-turkish-hackers-target-media-outlets/Greece Turkey
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The Turkish hacker group Akincilar ("Invaders") starts its offensive against Greece and defaces four websites (Greek Foreign Ministry, Athens-Macedonia News Agency - ANA -, the Greek Handball Federation, and Suzuki-Greece).https://www.hackread.com/cyberwar-greek-turkish-hackers-target-media-outlets/Greece Turkey

A Fredericksburg school system employee falls for phishing attack.https://www.databreaches.net/fredericksburg-school-system-employee-falls-for-phishing-attack-with-predictable-results/United States of AmericaUndetermined

The Tennessee county's website is taken down by a DDoS attack on election night.https://techcrunch.com/2018/05/04/tennessee-election-ddos-knox-county-voting/United States of AmericaUndetermined

Rail Europe, a site used by Americans to buy train tickets in Europe, reveals a three-month data breach of credit cards and debit cards. Hackers implanted credit card-skimming malware on its website between late-November 2017 and mid-February 2018.https://www.zdnet.com/article/rail-europe-had-a-three-month-long-credit-card-breach/United States of AmericaUndetermined

The website of the City of Bologna is defaced by AnonPlus.http://bologna.repubblica.it/cronaca/2018/04/26/news/bologna_il_sito_del_comune_sotto_attacco_informatico-194878573/Italy Italy

The Hawaii-based Zippy's Restaurants reports that its point-of-sale system at 25 of its locations have been compromised exposing customer data from November 23, 2017, to March 29, 2018.https://www.scmagazine.com/zippys-restaurants-suffers-pos-data-breach/article/762902/United States of AmericaUndetermined

Scenic Bluffs Community Health Centers notifies 2,889 patients of a potential breach of personal patient information after discovering March 1, 2018, that one staff email account had been hacked on Feb. 28, 2018, by an unauthorized party.https://www.databreaches.net/scenic-bluffs-community-health-centers-notifies-patients-of-security-breach/United States of AmericaUndetermined

Billings Clinic notifies 949 patients of a breach affecting its email security system causing an unknown individual to access patients' information back in February.https://billingsgazette.com/news/local/data-breach-affects-billings-clinic-patients-who-used-pharmacy-at-downtown-location/article_b8704016-b8a9-5aa1-8fd7-fd74a7ebeb29.htmlUnited States of AmericaUndetermined

Leominster Schools District pays $10,000 worth of Bitcoins ransom following a cyberattack on their system.http://boston.cbslocal.com/2018/04/27/leominster-schools-ransom-hackers-cyberattack/United States of AmericaUndetermined

Three banks in Mexico are targeted by a cyber attack aimed to penetrate Mexico's electronic payment systems (SPEI).https://www.bloomberg.com/news/articles/2018-04-28/mexican-banks-are-said-to-have-been-targeted-in-cyber-attackMexico Undetermined

Someone hacks a highway sign in Arizona and defaces it with 'Hail Hitler' text.https://www.hackread.com/someone-hacked-highway-sign-defaced-with-hail-hitler/United States of AmericaUndetermined

Sen. Richard Pan, D-Sacramento, claims that thieves hacked his email account and stole $46,000 from his re-election campaign in a "sophisticated" scheme earlier this year.http://www.sacbee.com/news/politics-government/capitol-alert/article209807229.htmlUnited States of AmericaUndetermined



A hacker (or group of hackers) hijacks the Amazon DNS servers of MyEtherWallet.com, a web-based Ether wallet service. Users accessing the site are redirected to a fake version of the website. Those who logged in had their wallet private keys stolen, which the attacker used to empty accounts.https://www.bleepingcomputer.com/news/security/hacker-hijacks-dns-server-of-myetherwallet-to-steal-160-000/United States of AmericaUndetermined

Unknown hackers use ransomware to take the website of Ukraine's energy ministry offline and encrypt its files.http://www.bbc.com/news/technology-43877677Ukraine Undetermined

Poker tournaments are disrupted after a spite of DDoS attacks on Americas Cardroom.https://www.hackread.com/poker-tournaments-disrupted-ddos-attacks-americas-cardroom/United States of AmericaUndetermined

A ransomware attack takes down the Prince Edward Island Government website.http://www.theguardian.pe.ca/news/pei-government-website-hit-by-ransomware-attack-204179/Canada Undetermined

According to FireEye, the Chinese group APT10 has targeted Japanese defense companies, possibly to get information on Tokyo's policy toward resolving the North Korean nuclear impasse.http://fortune.com/2018/04/23/china-japan-north-korea-cyberspies-secrets/Japan China

The official website of Thai Airways is hacked by a Pakistani with the moniker "Hunter butt". The hacker uploads a deface page on 23 subdomains.https://thehackpost.com/thai-airways-hacked.htmlThailand Undetermined

Careem, Uber's main ride-hailing app rival in the Middle East, is hit by a cyber attack that compromises the data of 14 million users. The breach was discovered on January 14.https://www.reuters.com/article/us-careem-cyberattack/dubais-careem-hit-by-cyber-attack-affecting-14-million-users-idUSKBN1HU1WJUnited Arab EmiratesUndetermined

The Red Bull website is defaced twice in few hours, probably exploiting the Drupalgeddon 2 vulnerability.https://thehackpost.com/red-bull-hacked.htmlAustria Undetermined

Hackers from AnonPlus deface ilgiornale.it, one of the main newspapers in Italy, with a fake news about Mr. Silvio Berlusconi in jail.https://www-ilfattoquotidiano-it.cdn.ampproject.org/c/s/www.ilfattoquotidiano.it/2018/04/22/ultimora-berlusconi-in-galera-abbiamo-fornito-le-prove-ai-magistrati-hackerato-il-sito-de-ilgiornale/4308838/amp/Italy Italy

The emails of about 1,100 Hamilton residents have been compromised following a data breach of two waste collection apps, according to the city of Hamilton.https://www.databreaches.net/ca-1100-hamilton-residents-emails-compromised-following-data-breach/Canada Undetermined

The website of Supreme Court of India is defaced.https://www.bankinfosecurity.asia/supreme-court-website-defaced-a-10867India Undetermined

Ian Balina, a well-known sponsored YouTube blogger is hacked, while streaming, loosing roughly $2 million in tokens.https://www.hackread.com/vlogger-loses-cryptocurrency-during-youtube-live-stream/United States of AmericaUndetermined

Sangamo Therapeutics announces a data security incident involving compromise of a senior executive's company email account.https://www.databreaches.net/sangamo-therapeutics-says-co-announced-a-data-security-incident-involving-compromise-of-a-senior-executives-company-email-account/United States of AmericaUndetermined

California's Center for Orthopaedic Specialists (COS) discloses to have been hit by a ransomware attack. The incident impacts the records of approximately 85,000 patients across three facilities in West Hills, Simi Valley and Westlake Village.https://www.scmagazine.com/ransomware-exposes-records-of-85000-center-for-orthopaedic-specialists-patients/article/761844/United States of AmericaUndetermined

Annual tests in several states are delayed by what appears to be a suspected hack to Questar, a K12 assessment solutions provider.https://www.databreaches.net/tn-county-schools-testing-disrupted-by-suspected-hacking-of-questar/United States of AmericaUndetermined

An NHS website is defaced. http://www.bbc.com/news/technology-43812539United Kingdom of Great Britain and Northern IrelandUndetermined

Researchers from Lookout reveal the details of an espionage campaign using two malware strains called Desert Scorpion and FrozenCell, to spy on targets in Palestine. The attackers are thought to be linked to Hamas.https://blog.lookout.com/desert-scorpion-google-playIsrael Palestine, State of

Researchers from Lastline reveal that an African ambassador in Dublin was compromised by cyber criminals with hackers gaining access to entire nation's digital data.https://www.thesun.ie/news/2447183/african-embassy-in-dublin-targeted-by-cyber-criminals-with-hackers-gaining-access-to-entire-nations-digital-data/Ireland Undetermined

Partial social security numbers of more than 1,200 employees at Irvington schools are distributed via email to an unknown number of recipients by an unidentified attacker.https://www.databreaches.net/hacker-sent-email-with-1200-partial-social-security-numbers-to-school-staff/United States of AmericaUndetermined

Hong Kong Broadband Network, the city's second largest fixed-line residential broadband provider, discovers that an inactive customer database has been accessed without authorization. The personal data of some 380,000 customers, including details for more than 40,000 credit cards, were compromised in a cyberattack against the telecommunications company's database.http://www.scmp.com/news/hong-kong/law-crime/article/2142317/personal-data-some-380000-hong-kong-broadband-customersChina Undetermined

TaskRabbit, a web-based service owned by IKEA that connects freelance handymen with clients in various local US markets, emails customers admitting it suffered a security breach. The company takes down its app and website while investigating the incident.https://www.bleepingcomputer.com/news/security/taskrabbit-takes-down-app-and-website-after-getting-hacked/United States of AmericaUndetermined

UnityPoint Health notifies patients of a phishing attack occurred between November 1, 2017 and February 7, 2018https://www.databreaches.net/unitypoint-health-notifying-patients-of-phishing-attack/United States of AmericaUndetermined

Texas Health Resources reveals that an unauthorized party may have gained access to patient information back in October 2017 by compromising some of the organization's email accounts. The breach was discovered in January 4,000 and might impact 4,000 users.https://www.scmagazine.com/texas-health-resources-patient-information-exposed-in-october-2017-email-compromise/article/758653/United States of AmericaUndetermined

Mise En Place Restaurant Services announces that it was subject to a ransomware attack, which may have potentially exposed some information of clients and individuals.https://www.databreaches.net/mise-en-place-restaurant-services-inc-notifies-clients-individuals-following-cyberattack/United States of AmericaUndetermined

Diagnostic Radiology & Imaging notifies 800 patients of phishing incident occurred in November 2017.https://www.databreaches.net/nc-diagnostic-radiology-imaging-notifies-800-patients-of-phishing-incident-in-2017/United States of AmericaUndetermined

Inogen, a California-based medical device manufacturer, reports that 30,000 former and current customers may have had their personal information exposed when a company employee's email account was compromised sometime between Jan. 2, 2018, and Mar. 14, 2018.https://www.scmagazine.com/medical-supplier-inogen-hit-with-breach-30000-possibly-affected/article/758676/United States of AmericaUndetermined

The California based website security provider Sucuri suffers a series of massive DDoS attacks causing service outage in West Europe, South America and parts of Eastern United States.https://www.hackread.com/website-security-firm-sucuri-hit-by-ddos-attacks/United States of AmericaUndetermined

Cryptocurrency exchange Coinsecure, India's second exchange, announces that it has suffered a severe issue, 438 bitcoin, $3,3 million worth, have been transferred from the main wallet to an account that is not under their control.https://securityaffairs.co/wordpress/71322/hacking/coinsecure-hacked.htmlIndia Undetermined

Great Western Railway reset more than a million customer accounts after discovering hackers had successfully breached a small percentage of them. According to the operator, about 1,000 of its passengers' details have been exposed.http://www.bbc.com/news/technology-43725640United Kingdom of Great Britain and Northern IrelandUndetermined

Two hackers manage to deface several popular YouTube music videos, changing titles and thumbnail images. The list of the victims include the most-viewed YouTube video of all time, "Despacito". The two claim to have done it for Palestine.https://www.hackread.com/vevo-youtube-account-hacked-despacito-video-deleted/United States of AmericaUnited States of America

Victoria independent School District notifies employees that some email accounts were inappropriately accessed between July and October 2017. Some of the emails in those accounts contained employees' personal information.https://www.databreaches.net/tx-victoria-isd-notifies-employees-of-breach-involving-their-personal-information/United States of AmericaUndetermined

Sodexo food services and facilities management company notifies a number of customers that it was the victim of a targeted attack on its cinema vouchers platform Sodexo Filmology.https://securityaffairs.co/wordpress/71211/data-breach/sodexo-filmology-data-breach.htmlUnited Kingdom of Great Britain and Northern IrelandUndetermined

The Armed Forces Recreation Center Edelweiss Lodge and Resort investigates a data breach that left some guests open to identity theft. At least 18 guests ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¢ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¢'ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¬ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''" primarily soldiers and retirees ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¢ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¢'ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¬ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''" who stayed at the resort between November 2017 and February 2018 reported that their credit cards were misused after their stays.https://www.stripes.com/news/data-breach-at-military-resort-in-germany-leaves-soldiers-open-to-identity-theft-1.521097Germany Undetermined

EastEnders star Natalie Cassidy is the latest celebrity to have her intimate pictures leaked online in yet another evolution of the Fappening 2018 scandal.https://news.softpedia.com/news/the-fappening-2018-soap-opera-actress-natalie-cassidy-s-private-photos-leaked-520694.shtmlUnited Kingdom of Great Britain and Northern IrelandUndetermined

Drake Bell appears to be the most recent victim of hackers as part of another episode of the Fappening saga.https://news.softpedia.com/news/the-fappening-2018-drake-bell-hacked-nude-photos-leaked-520598.shtmlUnited States of AmericaUndetermined

The website of India's Ministry of Defence is defaced by suspected Chinese attackers.https://www.databreachtoday.com/indias-ministry-defense-website-defaced-a-10779India Undetermined

[24]7.ai, a firm providing online customer support services based on artificial intelligence and machine learning, is breached. As consequence other companies using its services suffer a theft of customer payment information. The breach occurred between September 26, 2017 and Octover 12, 2017.https://www.infosecurity-magazine.com/news/sears-kmart-and-delta-hit-with/United States of AmericaUndetermined

The Japanese government's cybersecurity center reveals that the email addresses and passwords of thousands of ministry employees have been leaked and are being sold on the Internet.https://www.databreaches.net/jp-massive-data-leak-from-government-ministries/Japan Undetermined

A police investigation reveals that hackers attempted to change grades at Oakton High School, using an attack carried on via a malicious email.https://www.washingtonpost.com/local/public-safety/hackers-tried-to-change-grades-at-virginia-high-school-police-say/2018/04/03/924ecf82-3765-11e8-acd5-35eac230e514_story.html?utm_term=.1c4f8f8aeb49United States of AmericaUndetermined

An unknown attacker has exploited a bug in the Verge cryptocurrency network code to mine Verge coins at a very rapid pace.https://www.bleepingcomputer.com/news/cryptocurrency/hacker-uses-exploit-to-generate-verge-cryptocurrency-out-of-thin-air/UndeterminedUndetermined

Less than an hour after tweeting about being safe during the active shooting at YouTube's headquarters, the Twitter and Flipboard accounts of Vadim Lavrusik, a product manager at Youtube, are hit by hackers.https://www.cnet.com/news/youtube-staffer-suffered-hacks-of-twitter-flipboard-accounts/United States of AmericaUndetermined

Researchers from ESET reveal that the infamous Lazarus Group, a malicious actor linked to North Korea, has used a new toolset, including the destructive KillDisk, to target the network of an online Casino in Central America.https://securityaffairs.co/wordpress/71074/apt/lazarus-online-casino.htmlUndeterminedAfghanistan

At least four U.S. pipeline companies have seen their electronic systems for communicating with customers shut down, with three confirming it resulted from a cyberattack to Latitude Technology, a third-party provider.https://www.bloomberg.com/news/articles/2018-04-03/day-after-cyber-attack-a-third-gas-pipeline-data-system-shutsUnited States of AmericaUndetermined
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At least four U.S. pipeline companies have seen their electronic systems for communicating with customers shut down, with three confirming it resulted from a cyberattack to Latitude Technology, a third-party provider.https://www.bloomberg.com/news/articles/2018-04-03/day-after-cyber-attack-a-third-gas-pipeline-data-system-shutsUnited States of AmericaUndetermined

The entire government of Sint Maarten, an independent country within the Kingdom of the Netherlands, is taken down for a week by a cyber attack.https://www.theregister.co.uk/2018/04/10/cyber_attack_takes_out_national_government_for_a_week/Antarctica Undetermined

Three Montrealers have been arrested in connection with a 2018 data breach that exposed the information of 360,000 current and former teachers in Quebec.https://www.databreaches.net/three-montrealers-arrested-after-quebec-teachers-personal-information-stolen/Canada Canada

Retailer Hudson's Bay Company discloses that it was the victim of a security breach that compromised data on payment cards used at Saks and Lord & Taylor stores in North America. Millions of cards may have been compromised (5 millions are already offeredhttps://geminiadvisory.io/fin7-syndicate-hacks-saks-fifth-avenue-and-lord-taylor/Canada Undetermined

Guardian Pharmacy of Jacksonville notifies 11,521 patients of email compromise of protected health information.https://www.databreaches.net/guardian-jacksonville-notifies-11521-patients-of-email-compromise-of-protected-health-information/United States of AmericaUndetermined

A phishing email attack on Baltimore-based CareFirst BlueCross BlueShield may have comprised nearly 6,800 members' personal data. The insurer learned on March 12 that one of its employees fell victim to a phishing email that compromised his or her email account.https://www.distilnfo.com/payer/2018/04/04/carefirst-phishing-attack-affects-6-8k/United States of AmericaUndetermined

Bank Negara Malaysia reveals to have foiled cyberattack in which fraudulent messages to transfer funds were sent on the SWIFT transactions platform.http://www.themalaymailonline.com/malaysia/article/bank-negara-says-foiled-attempts-at-unauthorised-fund-transfersMalaysia Undetermined

Under Armour, Inc. announces that it is notifying users of MyFitnessPal - the company's food and nutrition application and website, about a data security issue. On March 25, the MyFitnessPal team became aware that an unauthorized party acquired data associated with MyFitnessPal user accounts in late February 2018.http://investor.underarmour.com/releasedetail.cfm?ReleaseID=1062368United States of AmericaUndetermined

Thousands of user account detailsÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¢ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¢'ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¬ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''"many related to a bestiality websiteÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¢ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¢'ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¬ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''"are circulating on public image boards, according to data obtained by Motherboard.https://motherboard.vice.com/en_us/article/evqvpz/bestiality-website-hacked-troy-hunt-have-i-been-pwnedUndeterminedUndetermined

Italian newspaper "Il Tempo" reports that Italian football team Lazio have fallen for an email scam and paid ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â£1.75m (ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¢ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â '''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¬2m) of the final instalment for defender Stefan de Vrij's transfer from Dutch club Feyenoord to fraudsters.http://www.skysports.com/football/news/11862/11307229/lazio-fall-for-1-75m-hacking-scam-according-to-italian-newspaper-reportItaly Undetermined



A Boeing facility in South Carolina is hit by the Wannacry ransomware.https://gizmodo.com/boeing-says-suspected-wannacry-attack-only-affected-sma-1824163495United States of AmericaUndetermined

Stormont (the Northern Irish Parliament) issues a warning to all staff, including political parties, after discovering its email service was hit by a cyber attack.http://www.bbc.com/news/uk-northern-ireland-43558156United Kingdom of Great Britain and Northern IrelandUndetermined

Nigerian hackers hack into Naukri.com's servers, stealing 100,000 resumes and contacting 10,000 job seekers for fake interviews.https://www.deccanherald.com/content/666792/hackers-break-naukricom-steal-over.htmlIndia Undetermined

The UK Anti-Doping Agency revels to have foiled an attempted cyberattack during the weekend that tried to access confidential medical and drug?testing data.https://www.theguardian.com/sport/2018/mar/26/ukad-cyber-attack-famcy-bears-linkUnited Kingdom of Great Britain and Northern IrelandRussian Federation

Unknown actors temporarily cause a shutdown of Baltimore's automated dispatch system, impacting the messaging functions within the Computer Aided Dispatch (CAD) system used by both of the city's 911 and 311 services.https://www.zdnet.com/article/cyberattack-disrupted-baltimore-emergency-responders/United States of AmericaUndetermined

The Russian Defense Ministry reveals that a total of 7 DDoS attacks are carried out against its website during the final vote of the general elections.https://sputniknews.com/russia/201803221062808572-russian-mod-website-ddos-attack/Russian FederationUndetermined

IT systems used by the City of Atlanta, are hit by a SamSam ransomware attack, cutting off some online city services and potentially putting the personal information of employees and citizens at risk.https://www.theregister.co.uk/2018/03/22/atlanta_pwned_by_ransomware_attack/United States of AmericaUndetermined

Uttar Haryana Bijli Vitran Nigam Limited (UHBVNL), a power distribution company suffers a cyber attack on its Automatic Meter Reading System (AMR) in which billing data of about 4,000 industrial consumers are encrypted. The attackers demand a ransomware extortion payment.http://indianexpress.com/article/cities/chandigarh/cyber-attack-hits-haryanas-power-discoms-billing-data-5115191/India Undetermined

David Nott, a British surgeon who helped carry out operations in Aleppo, reveals that the hacking of his computer could have led to a hospital being bombed by suspected Russian warplanes.https://www.telegraph.co.uk/news/2018/03/20/british-surgeon-helped-syrian-operations-hacked-reveal-secret/Syrian Arab RepublicUndetermined

Finger Lakes Health is functioning the old-fashioned way while its computer system remains locked up by an unspecified type of ransomware.https://www.databreaches.net/ny-finger-lakes-health-systems-reports-security-break/United States of AmericaUndetermined

Orbitz, a subsidiary of online travel agency Expedia Inc reveals that hackers may have accessed personal information from about 880,000 payment cards. The breach may have occurred between Jan. 1, 2016 and Dec. 22, 2017 for its partner platform and between Jan. 1, 2016 and June 22, 2016 for its consumer platform.https://www.reuters.com/article/us-orbitz-cyber/expedias-orbitz-says-880000-payment-cards-hit-in-breach-idUSKBN1GW23VUnited States of AmericaUndetermined

Trusted Quid reports a theft of data from unauthorised access to its website. The incident relates to data directly entered by people applying for a loan only on the Trusted Quid website between 1 July 2016 and 17 February 2018. Up to 65,925 people may have been affected by the incident.https://www.databreaches.net/trusted-quid-notification-of-web-site-data-breach-affecting-loan-applicants/United Kingdom of Great Britain and Northern IrelandUndetermined

Puerto Rico's Power Utility, PREPA reveals to have been hacked over the weekend, but customer information was not compromised.https://uk.reuters.com/article/us-usa-puertorico-cyberattack/puerto-rico-power-utility-hacked-but-customer-data-not-at-risk-idUKKBN1GV30AUnited States of AmericaUndetermined

The Russian Central Election Commission is hit by a DDoS attack.https://www.rt.com/news/421622-russian-election-under-cyber-attack/Russian FederationUndetermined

Atrium Hospitality notifies 376 hotel guests of a ransomware attack that occurred on December 2017.https://www.databreaches.net/atrium-hospitality-notifies-hotel-guests-of-ransomware-incident/United States of AmericaUndetermined

The UK National Lottery advises all 10.5 million people with online accounts to change their passwords following an attempt by hackers to access accounts using credential stuffing.http://www.dailymail.co.uk/news/article-5511033/National-Lottery-warns-10-5m-players-change-passwords.htmlUnited Kingdom of Great Britain and Northern IrelandUndetermined

Frost Bank investigates a breach after the company discovered unauthorized access to digital images stored in those customers' commercial image archives.https://www.databreaches.net/frost-bank-investigating-breach-contacting-affected-customers/United States of AmericaUndetermined

Security firm FireEye reveals the details of TEMP.Periscope, a Chinese group focused on U.S. maritime entities that were either linked to -- or have clients operating in -- the South China Sea.https://www.bloomberg.com/news/articles/2018-03-16/china-hackers-hit-u-s-firms-linked-to-sea-dispute-fireeye-saysUnited States of AmericaChina

TheDarkOverlord claims to have breached H-E Parts Morgan. The breach seems to have occurred in November.https://www.databreaches.net/h-e-parts-morgan-hacked-thedarkoverlord/United States of AmericaUnited Kingdom of Great Britain and Northern Ireland

Researchers from Palo Alto Networks reveal a new campaign carried on by the infamous APT28 (AKA Fancy Bear AKA Sofacy) targeting an unnamed European Government, exploiting an updated version of DealersChoice, a platform that exploits a Flash vulnerability.https://www.zdnet.com/article/hackers-are-using-a-flash-flaw-in-fake-document-in-this-new-spying-campaign/UndeterminedRussian Federation

The Fappening saga continues with new photo leaks published online. The most recent victim is none other than Meghan Markle, the soon-to-be Mrs. Prince Harry. Some believe ISIS could be involved in the hack, even if no official claim is made.http://news.softpedia.com/news/the-fappening-2018-alleged-meghan-markle-nude-photo-leaks-520262.shtmlUnited Kingdom of Great Britain and Northern IrelandUndetermined

The Nampa School District informed its employees of a potential security issue involving personally identifiable information of about 3,983 of its current and past employees.https://www.databreaches.net/nampa-school-district-investigating-cyber-security-breach/United States of AmericaUndetermined

The shipping company Svitzer suffers a significant data breach affecting almost half its Australian employees when three employees have had emails auto-forwarded in the past 11 months.http://www.abc.net.au/news/2018-03-15/sensitive-data-stolen-from-global-shipping-company-svitzer/9552600?section=technologyAustralia Undetermined

The New York Times reveals that back in August, a petrochemical company with a plant in Saudi Arabia was hit by a cyberattack aimed to sabotage the firm's operations and trigger an explosion.https://www.nytimes.com/2018/03/15/technology/saudi-arabia-hacks-cyberattacks.htmlSaudi ArabiaUndetermined

Patients of the Purdue University Pharmacy and the Family Health Clinic of Carroll County receive notices that their information might be compromised because of a security breach. A malicious file was installed on some computers on September 1st.https://eu.jconline.com/story/news/local/purdue/2018/05/30/purdue-warns-patients-their-information-might-compromised/655611002/United States of AmericaUndetermined

Several news reports surface of the suspected hacking of player accounts of popular video game Fortnite, with some gamers apparently faced with large credit card charges from fraudulent purchases.https://www.infosecurity-magazine.com/news/fortnite-gamers-account-hacking/United States of AmericaUndetermined

ABC News reveals that overseas hackers breached the Queensland Transport Department's security network last year, before attempting to steal information from staff members from other sections of government.http://www.abc.net.au/news/2018-03-14/hackers-breach-queensland-department-of-transport-security/9544218Australia Undetermined

Gwent Police is being investigated after failing to inform up to 450 people that hackers may have accessed their confidential reports to the force.https://news.sky.com/story/gwent-police-investigated-for-hiding-potential-hack-11287980United Kingdom of Great Britain and Northern IrelandUndetermined

The Port of Longview is hit by a cyber attack that may have affected hundreds of past and current employees and dozens of vendors.https://www.databreaches.net/wa-port-of-longview-hit-with-major-cyberattack/United States of AmericaUndetermined

ATI Physical Therapy notifies patients of a security incident that appears to have targeted employees' email accounts.https://www.databreaches.net/ati-physical-therapy-notifies-patients-of-data-breach/United States of AmericaUndetermined

Okaloosa Water and Sewer warns its users of a security breach involving external vendors which process electronic credit/debit card payments for water and sewer bills.http://www.nwfdailynews.com/news/20180312/okaloosa-water-and-sewer-warns-users-of-possible-security-breachUnited States of AmericaUndetermined

Mississippi Valley State University's campus was temporary without internet service this week after university officials said the school was hit by a SamSam ransomware attack.https://www.databreaches.net/mvsu-campus-loses-internet-after-samsam-ransomware-attack/United States of AmericaUndetermined

According to a report released by Netlab, three different National Rifle Association (NRA) websites experienced Distributed Denial of Service (DDoS) attacks.https://www.inverse.com/article/42069-nra-websites-target-in-ddos-attackUnited States of AmericaUndetermined

JJ Meds, a medical marijuana delivery service in Canada, goes offline after having received an extortion demand.https://www.databreaches.net/ca-jj-meds-was-attacked-today/Canada Undetermined

Researchers at NCC Group reveal to have discovered multiple backdoors on a UK government contractor's computer systems designed to steal sensitive government and military data. The hack is tied to China-linked cyber espionage group APT15.https://threatpost.com/china-linked-apt15-used-myriad-of-new-tools-to-hack-uk-government-contractor/130376/United Kingdom of Great Britain and Northern IrelandChina

Florida Virtual Learning School notifies 368,000 current and former students, after an individual with the moniker $2a$45 uploads information of 35,000 students on a forum. Leon County Schools is among the affected organizations.https://www.databreaches.net/leon-county-schools-vendors-data-leak-exposed-368000-current-and-former-flvs-students-details-lcs-teacher-data-and-more/United States of AmericaUndetermined

The Italian branch of the Anonymous collective leaks from the Italian Ministry of Education, 26,000 emails of teachers belonging to all level of schools. They also leak 200 administrative staff addresses.https://medium.com/@arturodicorinto/anonymous-has-hacked-and-put-into-the-net-26-thousand-email-addresses-of-italian-teachers-b94e679d2743Italy Undetermined

Former Tennessee Gov. Phil Bredesen's Senate campaign tells the FBI in a letter that it fears it was hacked.https://edition.cnn.com/2018/03/08/politics/tn-senate-campaign-fbi-letter-hack/index.htmlUnited States of AmericaUndetermined

According to local reports in the Netherlands, hackers manage to breach the surveillance camera system in a dressing room of a sauna hosting the women handball team, and post the recordings on adult websites last December.https://nltimes.nl/2018/03/08/nude-videos-dutch-handball-team-leak-online-sauna-camera-hackNetherlandsUndetermined

The Pinelands Regional School District is hit by the Emotet malware.https://www.databreaches.net/pinelands-regional-school-district-computers-hit-by-emotet-virus/United States of AmericaUndetermined

A large scale phishing campaign causes a massive unauthorized cryptocurrency sell-off activity for the users of Binance, a Chinese cryptocurrency trader.https://www.zdnet.com/article/binance-cryptocurrency-sell-off-disaster-blamed-on-mass-phishing-campaign/China Undetermined

Flexible Benefit Service Corporation notifies 5,123 of a phishing incident occurred on February 16.https://www.databreaches.net/flexible-benefit-service-corporation-notifies-5123-of-phishing-incident/United States of AmericaUndetermined

Few days after GitHub suffered a massive 1.3 Tbps DDoS attack, Arbor Networks unveil the details of a new record DDoS attack that clocked at 1.7 Tbps. The attack was aimed at a yet-to-be-identified "US service provider."https://www.bleepingcomputer.com/news/security/new-ddos-record-is-now-17-tbps/United States of AmericaUndetermined

The intimate photos of singer Peter Andre and wife Emily MacDonagh have reportedly been stolen and published online as part of a new episode from the Fappening saga.http://news.softpedia.com/news/the-fappening-2018-nude-photos-of-peter-andre-and-wife-emily-leaked-520083.shtmlUnited Kingdom of Great Britain and Northern IrelandUndetermined

The intimate photos of singer Peter Andre and wife Emily MacDonagh have reportedly been stolen and published online as part of a new episode from the Fappening saga.http://news.softpedia.com/news/the-fappening-2018-nude-photos-of-peter-andre-and-wife-emily-leaked-520083.shtmlUnited Kingdom of Great Britain and Northern IrelandUndetermined

RMH Franchise Holdings reveals that PoS systems at the Applebee's network of restaurants were infected with a PoS malware. 160 restaurants are affected. The breach was discovered on February 13, and took place between November 23, 2017, and January 2, 2018.http://securityaffairs.co/wordpress/69877/data-breach/applebee-payment-card-breach.htmlUnited States of AmericaUndetermined

St. Peter's Surgery & Endoscopy Center reveal that hackers potentially compromised medical records of about 135,000 patients earlier this year.https://www.timesunion.com/business/article/Hackers-hit-patient-records-at-St-Peter-s-center-12723418.phpUnited States of AmericaUndetermined

An employee falls victim of a phising email and delivers to the attacker the personal information of ABC employees.https://www.doj.nh.gov/consumer/security-breaches/documents/abc-bus-20180302.pdfUnited States of AmericaUndetermined

For the second time in two weeks, the computers at the Colorado Department of Transportation Agency shut down 2,000 computers after a ransomware infection.https://securityaffairs.co/wordpress/69946/cyber-crime/cdot-second-ransomware-attack.htmlUnited States of AmericaUndetermined

Hope Hicks tells the House Intelligence Committee that one of her email accounts was hacked, according to people who were present for her testimony in the panel's Russia probe.https://www.nbcnews.com/politics/politics-news/hope-hicks-told-house-intelligence-committee-she-was-hacked-sources-n854601United States of AmericaUndetermined

Japanese gaming developer Nippon Ichi Software reveals that its American arm, NIS America, has suffered a major data breach compromising the personal and financial data of online customers. The breach, due to malware implanted in the checkout page, took place sometime between January 23 and February 26.https://www.ibtimes.co.uk/nis-america-hacked-customer-payment-card-data-stolen-5-off-next-purchase-offered-apology-gift-1665152United States of AmericaUndetermined

Primary Health Care notifies patients after discovering hack of employee email accounts.https://www.databreaches.net/ia-primary-health-care-notifies-patients-after-discovering-hack-of-employee-email-accounts/United States of AmericaUndetermined

Greyhealth Group reveals to have suffered a phishing attack compromising the personal information of 683 individuals.https://www.doj.nh.gov/consumer/security-breaches/documents/greyhealth-20180301.pdfUnited States of AmericaUndetermined

The Payroll Department of the Scottsboro City Board of Education falls victim of a phishing scam. The attackers requested W-2 information from all employees.https://blog.knowbe4.com/w-2-information-of-scottsboro-city-schools-employees-compromised-in-phishing-incidentUnited States of AmericaUndetermined

An email phishing scheme causes several Rockdale ISD employees' taxes to be falsely filed and compromises confidential tax information for all employees.http://www.kvue.com/article/news/local/rockdale-isd-employees-tax-information-compromised-in-data-breach/269-524456613United States of AmericaUndetermined



ASI Constructors, Inc. reveals to have suffered a phishing attack targeting employees' 2017 W-2 forms. The attack occurred on January 31, 2018.https://www.doj.nh.gov/consumer/security-breaches/documents/asi-construction-20180301.pdfUnited States of AmericaUndetermined

The Financial Services Information Sharing and Analysis Center (FS-ISAC), an industry forum for sharing data about critical cybersecurity threats facing the banking and finance industries, reveals that a successful phishing attack on one of its employees was used to launch additional phishing attacks against FS-ISAC members.https://krebsonsecurity.com/2018/03/financial-cyber-threat-sharing-group-phished/United States of AmericaUndetermined

According to a report issued by the German news agency DPA, malicious actors from APT28 AKA Fancy Bear infiltrated several German government agencies, including the Defense and Foreign ministries, for more than a year. The hackers reportedly infiltrated the Informationsverbund Berlin-Bonn, an air-gapped network used by the German government.http://www.dpa-international.com/topic/cyberattacks-brought-control-says-german-interior-ministry-180228-99-282593Germany Russian Federation

GitHub suvives the largest DDoS attack recorded (so far), reching a stunning 1.35 terabits/sec. leveraging memcached servers.https://www.wired.com/story/github-ddos-memcached/United States of AmericaUndetermined

The Financial Services Information Sharing and Analysis Center (FS-ISAC), an industry forum for sharing data about critical cybersecurity threats facing the banking and finance industries, reveals that a successful phishing attack on one of its employees was used to launch additional phishing attacks against FS-ISAC members.https://krebsonsecurity.com/2018/03/financial-cyber-threat-sharing-group-phished/United States of AmericaUndetermined

A computer virus is suspected of crashing cash registers at over 1,000 Tim Hortons coffee and donuts fast food restaurants.https://www.bleepingcomputer.com/news/security/virus-knocks-out-cash-registers-at-tim-hortons-franchisees/Canada Undetermined

FastHealth reveals that in mid-August 2017, an unauthorized party gained access to their web server and obtained patient data.https://www.databreaches.net/fasthealth-notifies-patients-of-2017-incident-involving-their-data/United States of AmericaUndetermined

Personal and financial information of current and former employees of Wallace Community College Selma is leaked through a phishing scam.https://www.databreaches.net/cyber-criminals-target-wallace-employees/United States of AmericaUndetermined

Students at Teesside University are warned about a possible email security breach and urged to reset their university password.https://www.databreaches.net/teesside-university-urges-hundreds-of-students-and-staff-to-reset-passwords-following-security-concern/United States of AmericaUndetermined

And after the personal blog, hacktivists from Anonymous also deface Matteo Salvini's blog page.https://middleeasternet.com/anonymous-thwarted-islamic-state-terror-plot-in-italy-and-hacked-matteo-salvinis-page-on-facebook/?lang=enItaly Undetermined

About one dozen Connecticut government agencies are hit with what one published report says is a WannaCry attack that knocks about 160 computers offline.https://statescoop.com/160-connecticut-computers-targeted-by-wannacry-virus/United States of AmericaUndetermined

The Los Angeles Philharmonic falls victim to a cyberattack that results in the theft of W-2 information for everyone that worked there in 2017. The security beach happened as the result of a "spear phishing" attack.http://abc7.com/la-phil-employees-w-2-info-stolen-in-cyberattack/3125933/United States of AmericaUndetermined

Dozens of current and former employees and students of the University of Alaska are unable to access their Alaska.edu accounts. According to the investigation, user passwords have been changed by a third party.https://www.databreaches.net/university-of-alaska-data-breach-affects-employees-students/United States of AmericaUndetermined

A hacker breaks into two consumer spyware companies, Mobistealth and Spy Master Pro and dumps a large cache of data.https://motherboard.vice.com/en_us/article/7x77ex/hacker-strikes-stalkerware-companies-stealing-alleged-texts-and-gps-locations-of-customersUnited States of AmericaUndetermined

A hacker breaks into two consumer spyware companies, Mobistealth and Spy Master Pro and dumps a large cache of data.https://motherboard.vice.com/en_us/article/7x77ex/hacker-strikes-stalkerware-companies-stealing-alleged-texts-and-gps-locations-of-customersUnited States of AmericaUndetermined

10,000 Credit Cards details from Punjab National Bank are leaked in the dark web.https://www.databreaches.net/punjab-national-bank-data-breach-10000-credit-and-debit-cards-and-associated-details-affected-report/India Undetermined

The Italian elections are approaching, so Hacktivists from the collective LulzSecITA hack the blog of Matteo Salvini, the leader of right-wind Italian party "La Lega" and dump 70,000 emails.https://www.anonymous-france.eu/matteo-salvini-hackerato-da-lulzsecita.htmlItaly Italy

Curtis Lumber is the victim of a spear phishing attack.http://ago.vermont.gov/blog/2018/02/26/curtis-lumber-co-sbn-consumers-_redacted/United States of AmericaUndetermined

The University of Virginia Health System notifies almost 2,000 patients that their health records may have been exposed when an unauthorized third party implanted malware on a staffer's computer active between May 2015 and December 2016.https://www.scmagazine.com/2000-uva-health-system-patients-information-compromised/article/745936/United States of AmericaUndetermined

ASCD is the victim of a W-2 scam.https://dojmt.gov/wp-content/uploads/Association-for-Supervision-and-Curriculum-Development-ASCD.pdfUnited States of AmericaUndetermined

CDOT is hit with a ransomware attack, attributed to SamSam, which forces the organization to shut down 2,000 computers.https://www.scmagazine.com/colorado-dot-allentown-pa-in-recovery-mode-after-costly-cyberattacks/article/746109/United States of AmericaUndetermined

The HardwareZone (HWZ) Forum website is hacked and approximately 685,000 user profiles are affected. A senior moderator's account has been compromised by an unidentified hacker, and used to access the user profiles since September 2017.https://www.databreaches.net/hardwarezone-forum-hit-by-security-breach-685000-user-profiles-affected/Singapore Undetermined

Troy Mursch, a security researcher at Bad Packets Report, finds cryptojacking code hidden (based on Coinhive) on the Los Angeles Times' interactive Homicide Report webpage.https://threatpost.com/cryptojacking-attack-found-on-los-angeles-times-website/130041/United States of AmericaUndetermined

Researchers at security firm RedLock say hackers accessed one of Tesla's Amazon cloud accounts and used it to run currency-mining software. The breach started with a Kubernetes console left exposed.https://www.wired.com/story/cryptojacking-tesla-amazon-cloud/United States of AmericaUndetermined

American model and entrepreneur Blac Chyna falls victim of The Fappening, having intimate content posted online.http://news.softpedia.com/news/the-fappening-2018-blac-chyna-sex-tape-leaked-online-519883.shtmlUnited States of AmericaUndetermined

India's City Union Bank reveals that cyber criminals have been able to hack its systems and transfer nearly $2 million through three unauthorized remittances to lenders overseas via the SWIFT financial platform.https://www.reuters.com/article/us-city-union-bank-swift/indias-city-union-bank-ceo-says-suffered-cyber-hack-via-swift-system-idUSKCN1G20AFIndia Undetermined

The Davidson County computers are hit by an unspecified ransomware.http://www.the-dispatch.com/news/20180216/county-computers-shut-down-by-ransomwareUnited States of AmericaUndetermined

Jemison Internal Medicine notifies 6,550 patients of a ransomware attack. However the investigation reveals that the systems had already been compromised.https://www.databreaches.net/jemison-internal-medicine-discloses-ransomware-event/United States of AmericaUndetermined

The Russian Central Bank reveals that unknown hackers stole 339.5 million roubles ($6 million) from a Russian bank last year in an attack using the SWIFT international payments messaging system.https://www.reuters.com/article/us-russia-cyber-swift/hackers-stole-6-million-from-russian-bank-via-swift-system-central-bank-idUSKCN1G00DVRussian FederationUndetermined

White and Bright Family Dental notifies patients of a hack occurred on January 30, 2018.https://www.databreaches.net/white-and-bright-family-dental-notifies-patients-after-hackers-accessed-phi/United States of AmericaUndetermined

Laufer Group International is the victim of a W-2 scam.https://www.doj.nh.gov/consumer/security-breaches/documents/laufer-20180227.pdfUnited States of AmericaUndetermined

Roomsurf notifies its users of a data breach in which the attacker has been able to obtain usernames, phone numbers, and email addresses.https://www.databreaches.net/new-details-emerge-on-roomsurf-hack/United States of AmericaUndetermined

A vigilante hacker claims to have wiped 1 Terabyte of data from Retina-X Studios, a company that sells spyware products.https://motherboard.vice.com/en_us/article/3k7a5k/hacker-wipes-spyware-retina-x-flexispyUnited States of AmericaUndetermined

The Staybridge Suites Lexington Hotel is hit with what appears to be a point of sales data breach that occurred when several devices at the hotel were hit with malware.https://www.scmagazine.com/staybridge-suites-lexington-hotel-hit-with-data-breach/article/744956/United States of AmericaUndetermined

Reports emerge that the Olympic Destroyer malware might be used months before to target Atos, the IT provider of Winter Olympics.https://www.cyberscoop.com/atos-olympics-hack-olympic-destroyer-malware-peyongchang/France Undetermined

Western Union warns that some customers' information may have been accessed without authorization as a result of a computer intrusion against an external vendor system formerly used by Western Union for secure data storage.https://www.databreaches.net/western-union-customer-data-stolen-company-blames-an-unnamed-storage-firm/United States of AmericaUndetermined

The city of Allentown is hit by the Emotet Trojan. The City believes that the cost of remediation is closeto $1 million.https://www.scmagazine.com/colorado-dot-allentown-pa-in-recovery-mode-after-costly-cyberattacks/article/746109/United States of AmericaUndetermined

The city of Savannah is in recovery mode after being hit by a malware attack when a city worker most likely opened a malicious email.https://www.scmagazine.com/savannah-still-suffering-effects-from-cyberattack/article/745767/United States of AmericaUndetermined

And the last victim of the cryptocurrency frenzy is an advertisement screen in London that is infected by a miner.https://www.hackread.com/someone-hacked-this-advertising-screen-to-mine-bitcoin/United Kingdom of Great Britain and Northern IrelandUndetermined

A hack of two email accounts at the Idaho Transportation Department (ITD) potentially exposes the personal information of commercial truckers whose rigs are registered in Idaho, including Social Security and credit card numbers.https://www.databreaches.net/idaho-transportation-department-email-hack-may-have-exposed-truckers-private-information/United States of AmericaUndetermined

Entergy notifies employees of a W-2 breach involving the TALX portal (a wholly-owned subsidiary of Equifax). The breach involves 2016 W-2 data.https://www.databreaches.net/entergy-notifies-employees-of-w-2-breach-involving-talx-portal/United States of AmericaUndetermined

Newtek Business Services Corp., a Web services conglomerate that operates more than 100,000 business Web sites and some 40,000 managed technology accounts, has several of its core domain names stolen over the weekend.https://krebsonsecurity.com/2018/02/domain-theft-strands-thousands-of-web-sites/United States of AmericaUndetermined

Pyeongchang Winter Olympics organizers confirm that the Games had fallen victim to a cyber attack during Friday's opening ceremony, but they refused to reveal the source. US intelligence the attack was carried by Russia while trying to make it appear as though North Korea was responsible.https://www.washingtonpost.com/world/national-security/russian-spies-hacked-the-olympics-and-tried-to-make-it-look-like-north-korea-did-it-us-officials-say/2018/02/24/44b5468e-18f2-11e8-92c9-376b4fe57ff7_story.htmlKorea (the Republic of)Russian Federation

Italian cryptocurrency exchange BitGrail reports a loss of 17 million Nano, valued at over $170 million at the time of the hack. However, conflicting reports surface with some believing the exchange to be insolvent for a number of months.http://bitcoinist.com/bitgrail-cryptocurrency-exchange-hacked-170-million-nano-allegedly-stolen/Italy Undetermined

The Fappening scandal continues even in 2018, and Guardians of the Galaxy actress Mikaela Hoover appears to be the most recent victim.http://news.softpedia.com/news/the-fappening-2018-guardians-of-the-galaxy-actress-mikaela-hoover-nudes-leak-519721.shtmlUnited States of AmericaUndetermined

Decatur County General Hospital in Parsons, Tenn., publicly discloses that an unauthorized party accessed the server for its electronic medical record system and secretly implanted cryptomining malware.https://www.scmagazine.com/adversary-breaches-tennessee-hospitals-medical-records-server-to-install-cryptominer/article/743319/United States of AmericaUndetermined

Researchers from Radiflow discover the first example of a malware attacking the operational network of a water utility company in order to mine the Monero cryptocurrency,https://www.scmagazine.com/first-cryptocurrency-malware-attack-on-a-scada-network/article/742992/UndeterminedUndetermined

The city of Enumclaw accidentally sends an email to an "individual pretending to be a member of City administration" and compromises the W-2s of hundreds of employees.http://www.kiro7.com/news/local/tax-documents-sent-to-scammer/701641370United States of AmericaUndetermined

Smith Dental notifies of a ransomware attack affecting 1,500 patients.https://www.databreaches.net/tn-smith-dental-notifies-hhs-of-ransomware-attacking-affecting-1500/United States of AmericaUndetermined

The Sacramento Bee deletes two databases hosted by a third party after a ransomware attack exposed the voter records of 19.5 million California voters and 53,000 current and former subscribers to the newspaper.https://www.scmagazine.com/ransomware-attack-on-sacramento-bee-database-exposes-voter-records-of-195m-californians/article/743302/United States of AmericaUndetermined

Swisscom, the biggest telecom company in Switzerland, suffers a data breach that resulted in the compromise of personal data of some 800,000 customers, i.e., nearly ten percent of the entire Swiss population. The breach dates back to Autumn 2017.https://www.helpnetsecurity.com/2018/02/08/swisscom-data-breach/SwitzerlandUndetermined

Press release network Business Wire admits suffering an ongoing Distributed Denial of Service (DDoS) attack lasting a week.https://www.infosecurity-magazine.com/news/business-wire-suffers-weeklong/United States of AmericaUndetermined

Personal data of 500,000 Nova Poshta clients, the largest private delivery company in Ukraine, is allegedly leaked to dark web.https://www.databreaches.net/personal-data-of-500000-nova-poshta-clients-allegedly-leaked-to-dark-web/Ukraine Undetermined

The same hackers also claim to have hacked the website of Provincia di Milano (Province of Milan) in Italy.http://www.huffingtonpost.it/2018/02/06/larghe-intese-anti-hacker-anonplus-attacca-il-sito-del-pd-firenze-online-il-cellulare-di-renzi-che-incassa-la-solidarieta-m5s_a_23354307/Italy Italy

The AnonPlus hacker group says they have hacked the Florence branch of the Italian centre-left Democratic Party (PD) and leaked data regarding leader Matteo Renzi online.https://www.ansa.it/english/news/politics/2018/02/06/florence-pd-hacked-renzi-data-published-2_e65dc016-237d-482b-80d6-0072e65ee307.htmlItaly Italy



A phishing attack compromised the information of 100 Waldo County employees.https://www.scmagazine.com/waldo-county-maine-employee-data-breached-after-phishing-attack/article/743142/United States of AmericaUndetermined

Partners HealthCare System reveals to have discovered a malware attack, occurred in May, 2017 that may have exposed 2,600 patients' information.https://www.databreaches.net/malware-incident-discovered-in-may-2017-affected-2600-patients-partners-healthcare-system/United States of AmericaUndetermined

The private information of 12 University of Northern Colorado employees is compromised after an "unknown person or group" accessed their profiles on Ursa, UNC's online portal.https://www.databreaches.net/12-unc-employees-personal-information-comprised-in-cybersecurity-breach/United States of AmericaUndetermined

The City of Keokuk says a data breach resulted in the release of personal information of current and former city employees and elected leaders. An unauthorized party was able to obtain 2017 W-2 tax forms through the use of a "criminal phishing email."http://tspr.org/post/keokuk-data-breach-results-stolen-city-employee-informationUnited States of AmericaUndetermined

Ron's Pharmacy Services notifies certain patients of the unauthorized access to certain limited pieces of patient information, including patient names, Ron's Pharmacy internal account numbers, and payment adjustment information.https://www.databreaches.net/rons-pharmacy-services-notifies-patients-of-email-compromise/United States of AmericaUndetermined

The City of Pittsburg in Kansas reveals to have been subjected to a sophisticated phishing scheme targeting employee payroll data. The attack results in the release of sensitive information for current and former city employees who received a W-2 for the 2017 fiscal year.https://www.databreaches.net/pittsburgh-employees-notified-after-their-w-2-data-stolen-in-phishing-scheme/United States of AmericaUndetermined

The city of Batavia reports employees' personal and financial information was compromised through an email phishing of W-2 tax forms. The information includes names, social security numbers, addresses and earnings.http://kanecountyconnects.com/2018/02/alert-batavia-employees-w-2-forms-compromised-irs-warns-of-major-w-2-phishing/United States of AmericaUndetermined

Coastal Cape Fear Eye Associates notifies HHS of a ransomware incident that impacted 925 patients.https://www.databreaches.net/nc-coastal-cape-fear-eye-associates-notifies-patients-after-ransomware-attack/United States of AmericaUndetermined

The Purchase Line School District is the victim of a email spoofing attack by an individual pretending to be a school district employee.https://www.indianagazette.com/news/local/officials-discuss-cybersecurity-after-incident/article_7d72d571-6fe8-5972-b551-21830bd7cf05.htmlUnited States of AmericaUndetermined

HORNE LLP notifies an incident affecting the security of protected health information of certain Forrest General Hospital patients. On November 1, 2017, the company discovered that the email account of one of its employees was sending phishing emails.https://www.databreaches.net/forrest-general-hospital-patients-notified-after-business-associate-breach-involving-protected-health-information/United States of AmericaUndetermined

Aperio informs of a data breach that occurred when two employees' email accounts were compromised by successful phishing attacks that resulted in auto-forwarding email from those accounts to two external accounts.https://www.databreaches.net/aperio-group-client-account-data-breached-by-successful-phishing-attack/United States of AmericaUndetermined

Kinetics Systems falls victim of a phishing attack. The personal information of 11 residents of New Hampshire, including their W-2 forms, is compromised.https://www.doj.nh.gov/consumer/security-breaches/documents/kinetics-systems-20180207.pdfUnited States of AmericaUndetermined

Car-sharing company GoGet discloses a major data breach seven months after it was first detected in June 2017 as the alleged hacker is arrested by Australian police this week. In an email sent to customers, the firm says its IT team identified "unauthorised activity" on its system on 27 June last year and immediately launched a full internal investigation.http://www.ibtimes.co.uk/goget-hacked-car-sharing-firm-discloses-major-mid-2017-data-breach-after-police-arrest-alleged-1657566Australia Undetermined

Users who were aiming to buy Bee Tokens during a Token Generation Event (i.e., an initial coin offering) are tricked into sending the money to scammers instead. The attackers steal nearly $1M worth of cryptocurrency.https://www.helpnetsecurity.com/2018/02/02/bee-token-ico-scam/United States of AmericaUndetermined

The Spartanburg Public Library system is shut down after it is hit with a ransomware attack.https://www.scmagazine.com/spartanburg-sc-library-system-hit-with-ransomware-attack/article/740721/United States of AmericaUndetermined

And during the same wave of DDoS attacks, also ING is targeted (once again).http://www.dutchnews.nl/news/archives/2018/01/more-breakdowns-for-dutch-banks-but-who-is-behind-the-cyber-attacks/NetherlandsUndetermined

ABN Ambro is targeted by a new DDoS attack. Now the fingers are pointed to Russia.http://www.dutchnews.nl/news/archives/2018/01/more-breakdowns-for-dutch-banks-but-who-is-behind-the-cyber-attacks/Russian FederationUndetermined

The Dutch Tax Authority is also taken down by a DDoS attack.https://www.politico.eu/article/dutch-tax-authority-banks-under-cyberattack/NetherlandsUndetermined

The Dutch official online signature system DigID is also reportedly hit by the same wave of DDoS attacks.http://www.ibtimes.co.uk/dutch-banks-tax-office-hit-by-ddos-attacks-amid-reports-intel-spying-russia-linked-cozy-bear-1657302NetherlandsUndetermined

Chester County School District posts on its Facebook page that ransomware hit the district's servers over the weekend.http://www.heraldonline.com/news/local/education/article198608754.htmlUnited States of AmericaUndetermined

Rabobank is the third of the big Dutch banks to be targeted by a DDoS attack.http://www.dutchnews.nl/news/archives/2018/01/rabobank-hit-by-cyber-attack-after-rivals-targeted-over-the-weekend/NetherlandsUndetermined

The Ontario Progressive Conservative Party's internal database is locked up by a ransomware attack in early November. The incident is first being acknowledged now.https://www.databreaches.net/ontario-progressive-conservative-party-database-hacked-sources/Canada Undetermined

A hacker tricks Experty ICO participants into sending Ethereum funds to the wrong wallet address. He is able to do this by sending emails with a fake pre-ICO sale announcement to Experty users who signed up for notifications. The bounty amounts to $150,000.https://www.bleepingcomputer.com/news/security/hacker-steals-over-150-000-worth-of-ethereum-from-experty-ico-participants/SwitzerlandUndetermined

During the same weekend, also ING is targeted.http://www.dutchnews.nl/news/archives/2018/01/renewed-cyber-attacks-on-dutch-banks-abn-amro-ing-at-weekend/NetherlandsUndetermined

ABN Ambro is the victim of a sustained DDoS attack. The wave of cyberattacks comes just days after local media reported that Dutch intelligence agency AIVD spied on Russia-linked hacker group Cozy Bear, also known as APT29, as early as 2014.http://www.dutchnews.nl/news/archives/2018/01/renewed-cyber-attacks-on-dutch-banks-abn-amro-ing-at-weekend/NetherlandsUndetermined

An unknown attacker compromises download links for the phpBB forum software, according to a statement released today by the phpBB development team.https://www.bleepingcomputer.com/news/security/hacker-compromised-official-phpbb-download-links/UndeterminedUndetermined

Japanese cryptocurrency exchange Coincheck confirms that some $524 million worth of digital coins (a cryptocurrency called NEM) has been stolenÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¢ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¢'ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¬ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''"likely making it the largest single hack on an exchange.http://fortune.com/2018/01/26/bitcoin-price-coincheck-nem-mt-gox/Japan Undetermined

A threat actor successfully compromised the networks of the Dukes (Cozy Bear), gaining visibility into the Dukes' targeting methods and operations. This compromise allegedly helped the U.S. intelligence community to attribute the 2016 compromise of the Democratic National Committee and other entities to Russian state-sponsored actors.https://www.washingtonpost.com/news/worldviews/wp/2018/01/26/dutch-media-reveal-country-to-be-secret-u-s-ally-in-war-against-russian-hackers/Russian FederationNetherlands

Harris County lose almost $900K in a phishing scam. The attack dates back to September 2017.https://www.houstonchronicle.com/news/houston-texas/houston/article/Harris-County-looks-to-boost-cyber-security-after-12524738.phpUnited States of AmericaUndetermined

Another data breach in Malaysia. A technology forum publishes details of a trove of data which includes the personal information of more than 220,000 organ donors.https://www.lowyat.net/2018/153125/personal-details-220000-malaysian-organ-donors-next-kin-leaked-online/Malaysia Undetermined

Police are investigating a new data breach at Bell Canada (the second in eight months), which says hackers have illegally obtained customer information, primarily subscriber names and e-mail addresses of up to 100,000 users.https://www.theglobeandmail.com/report-on-business/police-probing-bell-canada-data-breach-up-to-100000-customers-affected/article37701579/Canada Undetermined

Ontario transit agency Metrolinx says it was the target of a cyberattack that originated in North Korea, but no personal information was compromised.https://www.theglobeandmail.com/news/toronto/metrolinx-says-it-was-targeted-by-cyberattack-that-originated-in-north-korea/article37712443/Canada Undetermined

National Stores, Inc. announces that it has been the victim of a malware attack, enabling unauthorized parties to access payment card information. It appears that payment cards used by customers at some National Stores locations between July 16 and December 11, 2017 may be involved.https://www.databreaches.net/national-stores-inc-notifies-customers-that-malware-may-have-compromised-payment-cards/United States of AmericaUndetermined

The Turkish Cyber Army hacking group strikes again and hijacks the Twitter account of vocal Donald Trump supporter and ex-Milwaukee County Sheriff David Clarke Jr.http://www.ibtimes.co.uk/turkish-hackers-hijack-twitter-account-trump-ally-ex-sheriff-david-clarke-latest-cyberattack-1656221United States of AmericaUnited Kingdom of Great Britain and Northern Ireland

Fox Sports host Charissa Thompson is the latest celebrity whose nude photos are stolen by hackers and then published online as part of The Fappening scandal.http://news.softpedia.com/news/the-fappening-2018-fox-sports-host-charissa-thompson-s-nude-photos-leaked-519481.shtmlUnited States of AmericaUndetermined

341 employees of the Charlotte Housing Authority have their W-2 forms compromised after scammers sent CHA staffers an e-mail pretending to be from CEO.http://www.fox46charlotte.com/news/local-news/exclusive-charlotte-housing-authority-suffers-data-breach-341-employees-impactedUnited States of AmericaUndetermined

Westminster Ingleside King Farm Presbyterian Retirement Communities notifies 5,228 Residents of a malware attack that occurred on November 21, 2017.https://www.databreaches.net/westminster-ingleside-king-farm-presbyterian-retirement-communities-notifies-5228-residents-of-data-security-incident/United States of AmericaUndetermined

Russian authorities identify a distributed malware campaign targeting electronic gas stations using software programs at the pumps. Dozens of gas stations have been attacked with customers paying more for fuel (around 3 to 7% increment per gallon).https://www.hackread.com/hacker-used-malware-to-hike-prices-for-gas-station-customers/Russian FederationUndetermined

A data breach at the company that develops New York State's third-through-eighth grade reading and math tests allows an unauthorized user to access information about 52 students. Also students in another state are affected, but the company does not provide further details.https://www.nytimes.com/2018/01/18/nyregion/breach-at-questar-allows-access-to-52-students-data.htmlUnited States of AmericaUndetermined

A ransomware attack takes down some of the applications used by Allscripts.https://histalk2.com/2018/01/18/ransomware-attack-takes-down-some-allscripts-systems/United States of AmericaUndetermined

Two Ontario children's aid societies (Children's Aid Society of Oxford County and Family and Children's Services of Lanark, Leeds and Grenville) are hit by ransomware.https://www.thestar.com/news/insight/2018/02/22/ransomware-attacks-hit-two-ontario-childrens-aid-societies.htmlCanada Undetermined

Ghostwriter, a suspected Belarus-backed hacking group, has compromised websites and email accounts in Latvia, Lithuania, and PolandÃƒÂ‚Ã‚Â to publish fabricated documents pushing anti-North Atlantic Treaty Organization (NATO) narratives consistent with Kremlin talking points. The influence campaign started in 2017.https://www.fireeye.com/content/dam/fireeye-www/blog/pdfs/Ghostwriter-Influence-Campaign.pdfLithuania Belarus

Former Fox News hosts Eric Bolling and Greta Van Susteren appear to have their Twitter accounts hijacked by a group of suspected Turkish hackers dubbed Ayy?ld?z Tim.http://www.ibtimes.co.uk/turkish-hackers-hijack-ex-fox-news-hosts-twitter-accounts-post-personal-data-private-messages-1655644United States of AmericaUnited Kingdom of Great Britain and Northern Ireland

Former Fox News hosts Eric Bolling and Greta Van Susteren appear to have their Twitter accounts hijacked by a group of suspected Turkish hackers dubbed Ayy?ld?z Tim.http://www.ibtimes.co.uk/turkish-hackers-hijack-ex-fox-news-hosts-twitter-accounts-post-personal-data-private-messages-1655644United States of AmericaUnited Kingdom of Great Britain and Northern Ireland

Chinese smartphone manufacturer OnePlus launches an investigation after a number of customers who used its website to purchase products complain of attempted fraud. Few days after (January 19) the company confirms to have been hacked via a malicious script.http://www.ibtimes.co.uk/oneplus-website-hacked-firm-confirms-investigation-amid-card-fraud-complaints-1655218China Undetermined

The verified Twitter account of Syed Akbaruddin. India's top diplomat to the United Nations, is briefly taken over by suspected Turkish hackers.http://www.ibtimes.co.uk/hackers-hijack-twitter-account-indias-top-diplomat-post-photos-pakistans-flag-1655147India United Kingdom of Great Britain and Northern Ireland

The same hackers also manage to hijack the verified account of Borge Brende, the president of the World Economic Forum and former minister of foreign affairs for Norway.http://www.ibtimes.co.uk/hackers-hijack-twitter-account-indias-top-diplomat-post-photos-pakistans-flag-1655147Norway United Kingdom of Great Britain and Northern Ireland

New Zealand Football says it is investigating a potential hack of its official website after a fake news article popped up "announcing" the resignation of its CEO Andy Martin.http://www.ibtimes.co.uk/new-zealand-football-website-hacked-fake-news-ceo-andy-martins-resignation-1655003New ZealandUndetermined

An unidentified thief reportedly steals more than $400,000 in Stellar lumens after hacking the digital wallet provider BlackWallet.https://www.coindesk.com/400k-hacker-makes-off-with-stellar-lumens-in-blackwallet-theft/Germany Undetermined

Researchers from Trend Micro reveal that the state sponsored hackers behind APT28 (AKA Pawn Storm AKA Fancy Bear) targeted the US Senate in mid-2017).http://www.businessinsider.com/russian-hackers-fancy-bear-laying-groundwork-to-spy-on-us-senate-2018-1?IR=TUnited States of AmericaRussian Federation

The Hancock Regional Hospital, in the state of Indiana, confirms to be running on pen and paper following a SAMSAM ransomware attack, which hit the day prior. The hospital eventually pays up hackers $55,000 to restore control.http://www.ibtimes.co.uk/hospital-pays-55000-bitcoin-hackers-after-samsam-ransomware-locks-systems-1655412United States of AmericaUndetermined

Monticello Central School District warns of a sophisticated e-mail phishing attack occurred on November 1st, 2017. Potentially 2,598 individuals are affected.https://www.databreaches.net/monticello-central-school-district-notifying-almost-2600-of-phishing-attack-last-year/United States of AmericaUndetermined

A threat actor targeted international sports organizations in Western Europe in the run-up to the International Olympic Committee's banning Russian athletes from participating in the 2018 Winter Olympics in South Korea.https://www.trendmicro.com/en_us/research/18/a/update-pawn-storm-new-targets-politically-motivated-campaigns.htmlGermany Russian Federation

A threat actor targeted international sports organizations in Western Europe in the run-up to the International Olympic Committee's banning Russian athletes from participating in the 2018 Winter Olympics in South Korea.https://www.trendmicro.com/en_us/research/18/a/update-pawn-storm-new-targets-politically-motivated-campaigns.htmlSwitzerlandRussian Federation
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A threat actor targeted international sports organizations in Western Europe in the run-up to the International Olympic Committee's banning Russian athletes from participating in the 2018 Winter Olympics in South Korea.https://www.trendmicro.com/en_us/research/18/a/update-pawn-storm-new-targets-politically-motivated-campaigns.htmlUndeterminedRussian Federation

Adams Health Network, which runs Adams Memorial Hospital, confirms that a ransomware attack targeted some of its computer servers.http://wane.com/2018/01/18/ransomware-attack-targets-adams-memorial-hospital/United States of AmericaUndetermined

Hackers have attempted to steal money from Bancomext, Mexico's government-run export bank, causing the lender to suspend operations in its international payment platform.https://www.wired.com/story/mexico-bank-hack/Mexico Afghanistan

APT28 AKA Pawn Storm AKA Fancy Bear publish a set of apparently stolen emails purportedly belong to officials from the International Olympic Committee, the United States Olympic Committee, and third-party groups associated with the organizations.https://www.wired.com/story/russian-fancy-bears-hackers-release-apparent-ioc-emails/SwitzerlandRussian Federation

APT28 AKA Pawn Storm AKA Fancy Bear publish a set of apparently stolen emails purportedly belong to officials from the International Olympic Committee, the United States Olympic Committee, and third-party groups associated with the organizations.https://www.wired.com/story/russian-fancy-bears-hackers-release-apparent-ioc-emails/United States of AmericaRussian Federation

Onco360 notifies a phishing incident involving an employee's email account and affecting potentially 53,000 users.https://www.healthcareitnews.com/news/53000-patient-records-breached-after-phishing-hack-onco360-caremedUnited States of AmericaUndetermined

Health South-East RHF, a healthcare organization that manages hospitals in Norway's southeast region, announces a security breach. A hacker or hacker group might have stolen healthcare data for more than half of Norway's population (over 2.9 million individuals).https://www.bleepingcomputer.com/news/security/hacker-might-have-stolen-the-healthcare-data-for-half-of-norways-population/Norway Undetermined

Caremed Specially Pharmacy is victim of the same event affecting Onco360.https://www.prnewswire.com/news-releases/onco360-and-caremed-specialty-pharmacy-patients-notified-of-data-security-incident-300582137.htmlUnited States of AmericaUndetermined

A phishing attack on an employee at Florida's Agency for Health Care Administration (discovered in November 20, 2017) results in the exposure of sensitive information on 30,000 Medicaid patients.https://www.scmagazine.com/breach-possibly-exposed-sensitive-data-on-up-to-30k-florida-medicaid-recipients/article/735618/United States of AmericaUndetermined

The Blackberry Mobile site is hacked exploiting a vulnerability of Magento. The attackers install a Monero miner using the Coinhive library.http://securityaffairs.co/wordpress/67503/hacking/blackberry-mobile-website-hacked.htmlCanada Undetermined

Oklahoma State University Center for Health Sciences notifies an undisclosed number of affected patients of an unauthorized third party occurred on November 2017.https://www.databreaches.net/oklahoma-state-university-center-for-health-sciences-notice-to-medicaid-patients-of-a-data-security-incident/United States of AmericaUndetermined

The Columbia Falls School District Number 6 in Montana, sends out letters to notify the breach occurred after the attack carried on by The Dark Overlord begun on September 1st, 2017.https://www.databreaches.net/columbia-falls-school-district-number-6-notifies-employees-whose-data-may-have-been-compromised-by-thedarkoverlord/United States of AmericaUnited Kingdom of Great Britain and Northern Ireland

Reddit confirms that one of its email providers, Mailgun, has been breached, resulting in the hacks of user profiles and their linked cryptocurrency accounts.https://www.infosecurity-magazine.com/news/reddit-users-lose-bitcoin/United States of AmericaUndetermined

Beautyblender notifies 3,673 individuals that their information might have been compromised after the discovery of a malware on its online shop.https://www.bleepingcomputer.com/news/security/online-shop-cant-determine-card-breach-severity-due-to-lack-of-backups/United States of AmericaUndetermined

The city of Belle Fourche is hit by a ransomware attack.https://www.scmagazine.com/belle-fourche-sd-city-hall-hit-with-ransomware/article/736278/United States of AmericaUndetermined

Goldjoy, another travel agency in Hong Kong, reveals that unauthorised parties accessed its customer database containing personal information such as names and ID card numbers, passport details and phone numbers, asking for a ransom.http://www.scmp.com/news/hong-kong/law-crime/article/2126763/hong-kong-travel-agency-apologises-hackers-demand-paymentChina Undetermined

Big Line Holiday, a Hong Kong travel agency, reveals that hackers might have broken into its database a day before and gained possession of some of its customers' personal information.http://www.scmp.com/news/hong-kong/law-crime/article/2126763/hong-kong-travel-agency-apologises-hackers-demand-paymentChina Undetermined

The city of Farmington is hit by a variant of the SamSam ransomware.http://www.daily-times.com/story/news/local/farmington/2018/01/18/farmington-recovering-after-ransomware-attack/1044845001/United States of AmericaUndetermined

A hacker using the twitter handle @0x55Taylor posts some screenshots of a breach affecting all users who registered at thefly.com a leading digital publisher of real-time financial news between 2006 and 2015. The leak contains the data of 100,000 individuals.https://www.cyber.nj.gov/public-data-breaches/theflycom/United States of AmericaUndetermined

2018 begins with a new round of Fappening leaks. This time the victim is Faye Brookes, whose explicit video is leaked on several video sharing websites.http://news.softpedia.com/news/the-2018-fappening-faye-brookes-sex-tape-leaks-519225.shtmlUnited Kingdom of Great Britain and Northern IrelandUndetermined

Rockingham County Schools servers are compromised by the Emotet malware after an employee opens a phishing email.https://www.databreaches.net/nc-emotet-malware-compromised-rockingham-county-schools-servers-after-employees-opened-phishing-emails/United States of AmericaUndetermined

The Anonymous hack the speed cameras database of an Italian city (Correggio) and dump the content.https://www.databreaches.net/anonymous-hacks-italian-speed-camera-database/Italy Undetermined

Miracle-Ear Inc. says that 554 patient records have been compromised in a security breach of its e-mail system. The incident occurred Oct. 24, when "an unknown and unauthorized intruder" gained access to the e-mail account of an employee of Miracle-Ear's parent company Amplifon.https://www.databreaches.net/miracle-ear-reports-privacy-breach-of-nearly-600-patients/United States of AmericaUndetermined

A cyberattack disrupts computer systems at Jones Memorial Hospital.https://www.scmagazine.com/cyberattack-forces-new-york-state-hospital-to-run-on-downtime-procedures/article/733482/United States of AmericaUndetermined

A UK-based Bitcoin exchange called Exmo is hit by a targeted DDoS attack. The attack happens just days after one of Exmo's leading analysts, a blockchain expert named Pavel Lerner, is kidnapped in Kiev while leaving his office.http://www.ibtimes.co.uk/exmo-hack-uk-bitcoin-exchange-hit-ddos-attack-days-after-lead-analyst-was-kidnapped-1653141United Kingdom of Great Britain and Northern IrelandUndetermined

John McAfee has his Twitter account hacked and used to promote lesser-known crypto-currencies.http://www.bbc.com/news/technology-42502770United Kingdom of Great Britain and Northern IrelandUndetermined

Longs Peak Family Practice notifies patients following a ransomware and hacking incident that were first detected on November 5.https://www.databreaches.net/colorado-family-practice-notifies-patients-following-hacking-incidents/United States of AmericaUndetermined

hounddawgs.org, a popular torrent tracker is hacked. The attacker claims to have downloaded the entire database and the site source code.https://torrentfreak.com/popular-danish-torrent-tracker-shuts-down-after-hack-180102/Denmark Undetermined

Migos' Offset's iCloud is hacked and nude images of fiancÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â© Cardi B leaked.https://www.scmagazine.com/cardi-b-threatens-legal-action-against-offsets-icloud-hackers/article/733179/United States of AmericaUndetermined

Veyna & Forschino disclose a breach involving an unauthorized access to a company email. Compromised information includes individuals' name, date of birth, telephone numbers, address, Social Security number, W-2 information, 1099 records (including account number if provided), and direct deposit bank account information.https://www.databreaches.net/notice-of-data-incident-regarding-veyna-forschino/United States of AmericaUndetermined

Colorado Mental Health Institute notifies 650 patients after a phishing incident.https://www.databreaches.net/colorado-mental-health-institute-at-pueblo-notified-650-patients-after-phishing-incident/United States of AmericaUndetermined

Jason's Deli notifies its customers that a large quantity of payment card information has appeared for sale on the "dark web," and that an analysis of the data indicated that at least a portion of the data may have come from various Jason's Deli locations.https://www.databreaches.net/statement-of-jasons-deli-regarding-customer-financial-data/United States of AmericaUndetermined

Unknown hackers leaked a new private photo of WWE Diva Paige.https://www.hackread.com/hackers-leak-personal-videos-of-wwe-diva-paige/United Kingdom of Great Britain and Northern IrelandUndetermined

Hackers try to steal 55 million rubles ($940,000) from Russian state bank Globex using the SWIFT international payments messaging system. At the end the hackers only withdraw around $100,000.https://www.reuters.com/article/us-russia-cyber-globex/russias-globex-bank-says-hackers-targeted-its-swift-computers-idUSKBN1EF294Russian FederationUndetermined

Nissan Canada's vehicle-financing wing has been hacked, putting personal information of as many as 1.13 million customers at risk. The exposed data includes at least customer names, addresses, vehicle makes and models, vehicle identification numbers (VINs), credit scores, loan amounts and monthly payment figures.https://www.theregister.co.uk/2017/12/22/nissan_canada_hacked/Canada Undetermined

Popular cryptocurrency exchange EtherDelta is hacked, with many users unknowingly sending their tokens to the hacker instead of the exchange. At least 308 ETH ($266,789) were stolen, as well as a large number of tokens potentially worth hundreds of thousands of dollars.http://mashable.com/2017/12/21/etherdelta-hacked/United States of AmericaUndetermined

The website of medhost.com is redirected to a page where the attackers post a message claiming to have stolen personal information from the servers. However they do not provide any evidence of the data.https://www.databreaches.net/attackers-claim-to-have-hacked-medhost/United States of AmericaUndetermined

The South Korean Bitcoin exchange Youbit, previously known as Yapizon quits its operation and files for bankruptcy due to two cyber attacks in the last eight months. The company suffers another data breach in which 17% of total assets have been stolen.http://www.bbc.com/news/technology-42409815Korea (the Republic of)Undetermined

Bitfinex is, once again hit by a massive DDoS attack.https://www.hackread.com/bitfinex-cryptocurrency-exchange-hit-by-heavy-ddos-attack-again/China Undetermined

Students from 39 East Texas School Districts have their information compromised by an October hack of the Texas Department of Agriculture. The Department oversees school breakfast and lunch programs.https://www.databreaches.net/east-texas-area-school-officials-scope-of-computer-breach-still-unclear/United States of AmericaUndetermined

Secureworks reveals a new spearphishing campaign circulating across bitcoin industry insiders in London, carried on via a fake job opening, and aimed to steal their online credentials. The fingers are pointed to the North Korean hackers of the Lazarus Group.https://www.reuters.com/article/us-markets-bitcoin-northkorea/suspected-north-korean-cyber-group-seeks-to-woo-bitcoin-job-seekers-idUSKBN1E91ZWUnited Kingdom of Great Britain and Northern IrelandAfghanistan

Transneft reveals that its computers have been used for the unauthorized manufacture, or "mining", of the cryptocurrency Monero.https://www.reuters.com/article/us-russia-transneft-cryptocurrency/transneft-says-its-computers-were-used-for-mining-cryptocurrency-idUSKBN1E90X2Russian FederationUndetermined

500 computers from Stanislaus County's Mental Health Department are quarantined after ransomware is detected in the network.https://www.databreaches.net/500-stanislaus-county-computers-from-mental-health-department-quarantined-after-ransomware-detected-on-network/United States of AmericaUndetermined

John Kahlbetzer, one of Australia's richest men suffers a $1m loss after his assistant is taken in by a classic Business Email Compromise (BEC) scam.https://www.bloomberg.com/news/articles/2017-12-15/how-one-of-australia-s-richest-men-lost-1-million-to-email-scamAustralia Undetermined

The Proctor school district is hit by ransomware.https://www.databreaches.net/proctor-schools-hit-by-ransomware-attack/United States of AmericaUndetermined

Security firm FireEye and Schneider Electric SE reveal the details of a new operation targeting Triconex industrial safety technology widely used inside nuclear, oil and gas plants. The first victim is allegedly located in Saudi Arabia. The malware is dubbed "Triton". A June 2021 indictment charges Evgeny Viktorovich Gladkikh, an employee of a Russian Ministry of Defense research institute and his co-conspirators, over causing two separate emergency shutdowns at a foreign targeted facility after deploying the Triton/Trisis malware.https://www.theguardian.com/technology/2017/dec/15/triton-hackers-malware-attack-safety-systems-energy-plantSaudi ArabiaRussian Federation

Dutch security firm Fox-IT reveals to have fallen victim of a DNS Hijacking attack on September 19th 2017. The attacker modifies a DNS record for one particular server to point to a server in their possession and to intercept and forward the traffic to the original server that to Fox-IT.https://www.fox-it.com/en/insights/blogs/blog/fox-hit-cyber-attack/NetherlandsUndetermined

CNN says Anderson Cooper's Twitter account was hacked after a since-removed tweet from his handle called the president a "tool" and a "pathetic loser" following Democrat Doug Jones win in Alabama's Senate election.http://www.ibtimes.co.uk/anderson-cooper-claims-his-twitter-account-was-hacked-call-trump-tool-pathetic-loser-1651461United States of AmericaUndetermined

Osaka University says that personal data of around 80,000 students, graduates, staff, former workers and others may have been stolen by hackers.https://www.japantimes.co.jp/news/2017/12/13/national/crime-legal/hackers-may-stolen-personal-data-80000-people-associated-osaka-university/Japan Undetermined

Midland Memorial Hospital announces a data security incident involving a limited number of patients' personal information after an unauthorized third party may have obtained access to an employee's e-mail account on or about Oct. 10.https://www.databreaches.net/tx-mmh-announces-data-security-incident-involving-patient-information/United States of AmericaUndetermined

Bitfinex is forced to shut down its ongoing operations after suffering a series of non-stop DDoS attacks.https://www.hackread.com/bitfinex-cryptocurrency-exchange-hit-by-ddos-attacks/China Undetermined

Another round of "The Fappening". Hackers leak alleged nude pics and sex tape of "Charmed" star Rose McGowan.http://news.softpedia.com/news/the-fappening-alleged-nude-pics-sex-tape-of-charmed-star-rose-mcgowan-leaked-518920.shtmlUnited States of AmericaUndetermined

Jerome School District falls victim to ransomware.https://www.databreaches.net/id-jerome-school-district-falls-victim-to-ransomware/United States of AmericaUndetermined

Pinterest notifies users of suspicious activity due to attackers trying to compromise accounts using 'credential stuffing' (credentials obtained from other breaches).https://www.theregister.co.uk/2017/12/11/pinterest_hack_concerns/United States of AmericaUndetermined



National Capital Poison Center reports a ransomware incident.https://www.databreaches.net/national-capital-poison-center-discloses-ransomware-incident/United States of AmericaUndetermined

A Vietnamese man, Le Duc Hoang Hai, is arrested for stealing sensitive security details and building plans from Perth Airport after breaking into its computer systems. The hack happened in March last year, and was carried on using the credentials of a third-party contractor.https://thewest.com.au/news/wa/significant-amount-of-sensitive-security-data-stolen-in-perth-airport-hacking-ng-b88686393zAustralia Viet Nam

Jeffree Star is the victim of a data hack, after a member of staff at cosmetics store Sephora allegedly hacks into her account and leaks sensitive information about his spending habits.https://www.databreaches.net/jeffree-stars-private-info-just-got-hacked-and-leaked-online/United States of AmericaUndetermined

A traffic sign near North Central Expressway in Dallas is hacked and defaced with an obscene message against the President of United States Donald Trump and his voters.https://www.hackread.com/someone-hacked-traffic-sign-anti-trump-message/United States of AmericaUndetermined

In name of #OpIsrael and #OpUSA, hacktivists from the Anonymous Collective leak online names, emails, and passwords of Israeli public employees and share a list of US government sites to target, calling on action against them.http://securityaffairs.co/wordpress/66491/hacktivism/opisrael-opus-anonymous.htmlIsrael Undetermined

The Village of Nashotah pays an unidentified hacker a $2,000 ransom to decrypt its computer system after a hack in late November.https://www.databreaches.net/wi-after-computer-hack-nashotah-pays-2k-ransom-for-residents-personal-information/United States of AmericaUndetermined

At least two employees at Sinai Health System had their email accounts compromised in a phishing incident, potentially affecting the information of 11,350 people.http://www.chicagotribune.com/business/ct-biz-sinai-phishing-incident-20171207-story.htmlUnited States of AmericaUndetermined

Clarion University employees are notified after two employees fall victim of a phishing attack.https://www.databreaches.net/clarion-u-students-notified-after-employees-fall-for-phishing-attack/United States of AmericaUndetermined

Roughly 18,500 patients at Henry Ford Health System have possibly had their personal information stolen in a data breach occurred in early October after the email credentials of a group of employees were stolen.https://www.databreaches.net/henry-ford-health-system-warns-18470-patients-of-data-breach/United States of AmericaUndetermined

Police launch an investigation after 817 people report fraud attempts following a breach of the Royal National Institute for the Blind (RNIB) web store occurred on November 16th.https://www.infosecurity-magazine.com/news/rnib-breach-may-have-hit-hundreds/United Kingdom of Great Britain and Northern IrelandUndetermined

Bitcoin mining platform and exchange NiceHash is hacked and forced to suspend the operations for 24 hours after cyber criminals make off with $68 million worth in BTC.https://www.reddit.com/r/NiceHash/comments/7i0s6o/official_press_release_statement_by_nicehash/United States of AmericaUndetermined

A threat actor targeted Ethiopian dissidents for the purpose of espionage, using commercially available spyware sold by Cyberbit, an Israel-based company. Most notably, the actor targeted the Oromia Media Network and some individuals associated with it.https://citizenlab.ca/2017/12/champing-cyberbit-ethiopian-dissidents-targeted-commercial-spyware/United States of AmericaUndetermined

Data of 17,908 customers of Brazilian retailer Netshoes is dumped on pastebin.https://www.tecmundo.com.br/seguranca/124937-exclusivo-vazam-milhares-dados-pessoais-clientes-netshoes.htmBrazil Undetermined

Colorado Center for Reproductive Medicine Minneapolis warns customers that, in the wake of a ransomware attack that occurred in October 2017, an unauthorized third-party may have breached the clinic's computer security and viewed or accessed patient information that was on the server.https://www.databreaches.net/mn-colorado-center-for-reproductive-medicine-in-minneapolis-warns-clients-of-data-breach/United States of AmericaUndetermined

Baptist Health Louisville notifies 880 patients of a phishing incident that occurred in early October.https://www.databreaches.net/baptist-health-louisville-notifies-880-patients-after-phishing-incident/United States of AmericaUndetermined

The website of a naked charity calendar featuring male rowers at Warwick University is taken down by a DDoS attack after having allegedly offended Russia's "gay propaganda" laws.https://www.thetimes.co.uk/edition/news/warwick-university-s-naked-rowers-fall-foul-of-russia-s-law-against-gays-nsknfd5xsUnited Kingdom of Great Britain and Northern IrelandUndetermined

A new batch of explicit photos of WWE wrestler Maria Kanellis is leaked.http://www.ibtimes.co.uk/pregnant-wwe-star-maria-kanellis-nude-photos-leaked-again-by-hackers-1650522United States of AmericaUndetermined

Mecklenburg County, which includes the city of Charlotte and surrounding areas, is hit with ransomware and struggles to get its systems back online ever since. In the meantime, county officials are forced to revert to paper systems.https://gizmodo.com/ransomware-shut-down-a-whole-north-carolina-county-1821097027United States of AmericaUndetermined

Mad River Township Fire and EMS station has all its data encrypted by ransomware.https://www.databreaches.net/mad-river-twp-fire-and-ems-data-hacked-encrypted-with-ransomware/United States of AmericaUndetermined

The Anonymous leak some topology data belonging to Brazilian public sector.http://securityaffairs.co/wordpress/66268/hacktivism/anonymous-brazil-data-leak.htmlBrazil Undetermined

Tenafly High School informs parents that a student has gained access to its internal IT systems, changed grades to improve his GPA, and sent out college applications immediately after.https://www.bleepingcomputer.com/news/security/student-hacks-high-school-changes-grades-and-sends-college-applications/United States of AmericaUndetermined

PayPal Holdings suspends the operations of TIO Networks, a publicly traded payment processor PayPal acquired in July 2017, after a review of TIO's network has identified a potential compromise of personally identifiable information for approximately 1.6 million customers.https://www.businesswire.com/news/home/20171201005719/en/TIO-Networks-Update-Suspension-OperationsUnited States of AmericaUndetermined

Several East Texas school districts are affected by ransomware, according to a notice from the Texas Department of Agriculture. Affected school districts include New Diana, Ore City, Gilmer, Gladewater, Harleton, Harrison County Juvenile Services, Karnack, Union Grove and Union Hill.https://www.news-journal.com/news/local/state-ag-dept-east-texas-school-districts-among-those-affected-by-ransomware/article_6cb7d203-1bba-5bf1-9ad8-9d214403b5a1.htmlUnited States of AmericaUndetermined
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Bulletproof Coffee, the company behind the trendy energy-boosting, butter-infused java, says it has suffered a data breach, compromising the personal and financial details of its customers. The company discovered "unauthorised computer code" added to the software that operates the checkout page on its website.http://www.ibtimes.co.uk/bulletproof-coffee-hacked-customers-personal-credit-card-details-stolen-data-breach-1649162United States of AmericaUndetermined

The U.S. Department of Justice indicted three members of Boyusec, a China-based internet security firm, on charges including conspiring to commit computer fraud and abuse and conspiring to commit trade-secret theft. The victims included Moody's Analytics, Siemens, and Trimble. Though not mentioned in the indictment, Boyusec is believed to work on behalf of China's Ministry of State Security and be a front for APT3.https://www.justice.gov/opa/pr/us-charges-three-chinese-hackers-who-work-internet-security-firm-hacking-three-corporationsUnited States of AmericaChina
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Imgur is notified of a potential security breach that occurred in 2014 and affected the email addresses and passwords of 1.7 million user accounts.https://blog.imgur.com/2017/11/24/notice-of-data-breach/United States of AmericaUndetermined

Austrian police say cyber-thieves transferred bitcoin worth more than ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¢ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â '''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¬100,000 ($117,000) from a man's account while he was logged in on a restaurant's public WiFi network.http://www.ibtimes.co.uk/fake-wifi-network-used-by-hackers-steal-more-100000-worth-bitcoin-1648424Austria Undetermined

The YMCA of Central Florida (YMCA) announces it is notifying individuals related to an isolated security incident involving certain personal information.https://www.databreaches.net/ymca-of-central-florida-notifies-individuals-of-security-incident/United States of AmericaUndetermined

Loake Shoes warns its customers to have been the victim of a cyber attack. Apparently the email server has been compromised even if no other details are disclosed.https://www.theregister.co.uk/2017/11/22/loake_shoes_email_accounts_compromised/United Kingdom of Great Britain and Northern IrelandUndetermined

Hackers allegedly steal over $655,000 worth of Verge cryptocurrency from the CoinPouch wallet.http://www.ibtimes.co.uk/coinpouch-hack-over-655000-worth-verge-cryptocurrency-was-stolen-by-hackers-1648850United States of AmericaUndetermined

More than $3.3 million worth of Cryptocurrency is stolen as part of an elaborate scam that took advantage of bitcoin users seeking to claim their share of the newly created cryptocurrency Bitcoin Gold.https://www.coindesk.com/bitcoin-gold-wallet-scam-nets-3-million-illicit-earnings/UndeterminedUndetermined

Bloomberg reveals that hackers stole the personal data of 57 million customers and drivers from Uber, a massive breach that the company concealed for more than a year, after paying $100,000 to the attackers.https://www.bloomberg.com/news/articles/2017-11-21/uber-concealed-cyberattack-that-exposed-57-million-people-s-dataUnited States of AmericaUndetermined

The Sacramento Regional Transit system is hit by destructive ransomware, and the attackers threaten to do more damages if the SacRT doesn't pay them the equivalent of $8,000 in bitcoins.https://www.helpnetsecurity.com/2017/11/21/sacramento-regional-transit-hack/United States of AmericaUndetermined

Tether, a start-up known for offering dollar-backed cryptocurrency, announces that hackers have breached their security and stole a whopping $30 million worth of tokens. The breach took place on 19th November 2017.https://www.cryptocoinsnews.com/tether-treasury-hacked-31-million-flagged-as-not-redeemable/China Undetermined

Police investigate the hacking of Melbourne International Shooting Club, a gun club database that may have exposed where more than 1500 semi-automatic handguns are stored. The breach happened in September.http://www.theage.com.au/victoria/police-investigate-hack-of-guns-database-20171117-gznsuf.htmlAustralia Undetermined

Xinmin Secondary School is discovered to have been breached when names and identity card numbers of its students have been leaked on pastebin.http://www.tnp.sg/news/singapore/schools-data-breach-spooks-studentsSingapore Undetermined

A group of Iraqi hackers called Daeshgram places pornographic images into the terror group's communication networks in order to undermine ISIS credibility.http://www.ibtimes.co.uk/isis-trolled-by-iraqi-hackers-porn-riddled-fake-propaganda-sites-1649221UndeterminedIraq

The Medical College of Wisconsin reveals that the confidential medical information or other personal data of 9,500 patients was compromised by a targeted attack on the school's email system in July.https://www.databreaches.net/9500-patients-at-the-medical-college-of-wisconsin-notified-of-phishing-incident/United States of AmericaUndetermined

The Montgomery County Emergency Management Agency reported that much of the county's computer system went down last week due to what it is calling a malware incident.https://www.scmagazine.com/montgomery-county-ill-government-offices-taken-offline-by-malware/article/708468/United States of AmericaUndetermined

The Algerian state telecom operator Algerie Telecom is hit by a prolonged DDoS attack.http://securityaffairs.co/wordpress/65822/hacking/algerie-telecom-cyberattack.htmlAlgeria Undetermined

Cash Converters warns customers about a data breach on its website. The company says customer usernames, passwords and addresses have potentially been accessed by a third party. The breach happened on the company's old UK website, which was replaced in September 2017.http://www.bbc.co.uk/news/technology-42010140United Kingdom of Great Britain and Northern IrelandUndetermined

UPMC Susquehanna notifies 1,200 patients treated at various locations that their personal information, including names, dates of birth, contact information and Social Security numbers, may have been inappropriately accessed.http://www.dailyitem.com/news/upmc-susquehanna-notifies-patients-of-data-breach/article_ee1b32c6-cbb6-11e7-97e6-bf68278e1b03.htmlUnited States of AmericaUndetermined

An in-development home made ransomware named J. Sterling Ransomware is discovered. This ransomware strain targets the high school students of the J. Sterling Morton school district in Cicero, Illinois by pretending to be a student survey.https://www.bleepingcomputer.com/news/security/ransomware-targets-j-sterling-morton-high-school-students-with-fake-survey/United States of AmericaUndetermined

Builders merchant Jewson notifies 1,659 customers that their private information could have been exposed in a breach occurred late this summer. The breach happened after malicious code was implanted in the Jeson Direct website.https://www.theregister.co.uk/2017/11/14/jewson_suffers_data_breach/United Kingdom of Great Britain and Northern IrelandUndetermined

Fashion retailer Forever 21 discloses a breach due to an unauthorized access to data from payment cards used at certain of its stores.https://www.reuters.com/article/us-forever21-cyber/fashion-retailer-forever-21-reports-payment-card-security-breach-idUSKBN1DE2SKUnited States of AmericaUndetermined



Security firm McAfee blocks access to the website of its service McAfee ClickProtect after reposts suggested the site was used to distribute the Emotet malware.http://www.zdnet.com/article/mcafees-own-anti-hacking-service-exposed-users-to-banking-malware/United States of AmericaUndetermined

The Anonymous collective publishes some internal documents stolen from the email accounts of some government employees.https://news.trust.org/item/20171114194755-qn91vItaly Undetermined

A private radio station in Sweden, Mix Megapol, suffers a cyber attack when someone hacks its transmission to play a pro-ISIS song for 30 minutes.https://www.hackread.com/someone-hacked-swedish-radio-station-play-pro-isis-song/Sweden Undetermined

A North Korean radio station is reportedly hijacked by an unknown hacker to play the 1980's hit song "The Final Countdown". The short-wave radio station, 6400kHz is known to be used by Pyongyang to transmit secret codes.http://www.ibtimes.co.uk/hacker-hijacks-north-korean-radio-station-plays-final-countdown-1647371Korea (the Democratic People's Republic of)Undetermined

The City of Spring Hill, Tennessee is hit by a ransomware attack. The attackers demand a $250,000 ransom.https://www.scmagazine.com/tennessee-city-hit-with-ransomware-250k-demanded/article/706452/United States of AmericaUndetermined

Hackers from Team System Dz deface the Prince Albert Police homepage and leave the message "I love Islamic State".http://www.ibtimes.co.uk/hackers-keep-defacing-websites-us-canada-i-love-islamic-state-slogans-1646623Canada Algeria

And Australian singer SIA, having heard of her nude photos possibly being leaked, prevents the fappening, by posting herself personal naked photos.http://news.softpedia.com/news/australian-singer-sia-prevents-the-fappening-by-leaking-nude-photo-herself-518425.shtmlAustralia Undetermined

Goldon Optometric informs some patients whose information was affected by a CrySiS ransomware attack.https://www.databreaches.net/encryption-protected-golden-optometric-patients-ehr-from-crysis-attack/United States of AmericaUndetermined

Hackers from Team System Dz deface hundreds of websites across the US to post pro-ISIS messages, images of Saddam Hussein and a recruitment video. SchoolDesk, the Atlanta, Georgia-based web hosting company servicing these sites, confirmed the attack.http://www.ibtimes.co.uk/pro-isis-hackers-hijack-800-us-schools-sites-saddam-hussein-photo-i-love-islamic-state-message-1646210United States of AmericaAlgeria

UK cryptocurrency startup Electroneum is the victim of a DDoS attack immediately after having raised $40m (ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â£30m).http://www.telegraph.co.uk/technology/2017/11/06/british-cryptocurrencyelectroneum-hit-cyber-attack-raising-30m/United Kingdom of Great Britain and Northern IrelandUndetermined

A new file containing more x-rated photos of WWE Diva Paige is leaked online. Although it is unclear who is behind the leak this time it can be confirmed that the leaked content belongs to Paige.https://www.hackread.com/hackers-leak-whatsapp-chat-personal-photos-of-wwe-diva-paige/United Kingdom of Great Britain and Northern IrelandUndetermined

Another WWE Diva has her private photos leaked. This time the victim is Maria Kanellis.https://www.hackread.com/hackers-leak-nude-photos-wwe-diva-maria-kanellis/United States of AmericaUndetermined

And Joseann 'JoJo' Offerman is the third WWE Diva who suffers nude photo leaked.http://news.softpedia.com/news/the-new-fappening-maria-kanellis-joseann-jojo-offerman-nude-photos-leaked-518447.shtmlUnited States of AmericaUndetermined

Crunchyroll.com is the victim of a DNS hijack attack, so the visitors are redirected to a malicious website designed to infect them with malware.https://www.scmagazine.com/anime-enemy-asian-content-distributor-crunchyroll-blames-dns-hijack-for-malicious-redirection/article/705510/United States of AmericaUndetermined

NIC Asia Bank, based in Kathmandu, suffers a hack on its computer networks, which abused the SWIFT financial messaging system to help steal approximately $4.4m https://thehimalayantimes.com/business/nic-asia-bank-seeks-cib-help-to-track-down-swift-server-hacker/Nepal Undetermined

The Times of Israel and Asia Times websites are hijacked and defaced by suspected Turkish hackers, who post messages in favor of Palestine, on the 100th anniversary of the Balfour Declaration.http://www.ibtimes.co.uk/times-israel-asia-times-websites-hijacked-defaced-by-suspected-pro-palestine-turkish-hackers-1645729China Israel

For the second time since June 2016, hackers compromise Verticalscope.com, a Canadian company that manages hundreds of popular Web discussion forums totaling more than 45 million user accounts, and sell the stolen account in the black market.https://krebsonsecurity.com/2017/11/2nd-breach-at-verticalscope-impacts/Canada Undetermined

The Times of Israel and Asia Times websites are hijacked and defaced by suspected Turkish hackers, who post messages in favor of Palestine, on the 100th anniversary of the Balfour Declaration.http://www.ibtimes.co.uk/times-israel-asia-times-websites-hijacked-defaced-by-suspected-pro-palestine-turkish-hackers-1645729Israel Israel

An unknown attacker (or groups of attackers) breaches the network of University of Fraser Valley (UFV) and threatens to dump student information unless university top brass pay 30,000 CAD (23,000 USD).https://www.bleepingcomputer.com/news/security/hacker-holds-university-for-ransom-threatens-to-dump-student-info/Canada Undetermined

A key database operated by large South African data centre operator and website hosting service provider Hetzner is compromised, and the company advises clients to change their passwords immediately. Compromised data includes customer and bank account details.https://techcentral.co.za/hetzner-hacked-customer-details-compromised/77920/South AfricaUndetermined

British shipping services provider Clarkson Plc reveals to have been the victim of a cyber security hack and warns that the person or persons behind the attack may release some data shortly.https://uk.reuters.com/article/uk-clarkson-cyber/uk-shipping-firm-clarkson-reports-cyber-attack-idUKKBN1DT1O6United Kingdom of Great Britain and Northern IrelandUndetermined

Two Ontario children's aid societies (Children's Aid Society of Oxford County and Family and Children's Services of Lanark, Leeds and Grenville) are hit by ransomware.https://www.thestar.com/news/insight/2018/02/22/ransomware-attacks-hit-two-ontario-childrens-aid-societies.htmlCanada Undetermined

North Korea is suspected to have stolen South Korean warship blueprints after hacking into Daewoo Shipbuilding & Marine Engineering Co Ltd's database in April last year.https://www.reuters.com/article/us-northkorea-missiles-cybercrime/north-korea-hacked-daewoo-shipbuilding-took-warship-blueprints-south-korea-lawmaker-idUSKBN1D00EXKorea (the Republic of)Undetermined

Line 204, a Hollywood film and television production and rental company, reveals that hackers from The Dark Overlord collective have stolen its client database. The breach probably happened in September 2017.http://labusinessjournal.com/news/2017/oct/30/hackers-steal-client-data-line-204-studios/United States of AmericaUnited Kingdom of Great Britain and Northern Ireland

T-Mobile warns customers targeted by hackers trying to take control of their SIM cards, exploiting a vulnerability on its website.https://motherboard.vice.com/en_us/article/a37epb/t-mobile-alert-victims-sim-card-hackUnited States of AmericaUndetermined

The Midland County District Attorney warns residents after their third-party payment system is hacked.https://www.databreaches.net/midland-county-notifies-residents-of-data-breach/United States of AmericaUndetermined

The personal information of about 4,600 past and present clients and several employees of Catholic Charities may have been exposed after a computer server in the Glens Falls office was hacked as early as 2015.https://www.databreaches.net/ny-catholic-charities-server-hacked-possibly-as-early-as-2015/United States of AmericaUndetermined

Two hackers going by the online handle of "n3tr1x" and "str0ng" deface the official blog (blog.jquery.com) of jQuery.https://thehackernews.com/2017/10/jquery-hacked.htmlUnited States of AmericaUndetermined

According to the security group RedLock, a group of hackers managed to breach Amazon Web Services belonging to two companies on the Amazon Cloud: Aviva and Gemalto. The breach was due to poor password policy and aimed to use the resources to mine cryptocurrency.https://en.softonic.com/articles/amazon-cloud-has-been-hacked-two-companies-have-been-affectedNetherlandsUndetermined

According to the security group RedLock, a group of hackers managed to breach Amazon Web Services belonging to two companies on the Amazon Cloud: Aviva and Gemalto. The breach was due to poor password policy and aimed to use the resources to mine cryptocurrency.https://en.softonic.com/articles/amazon-cloud-has-been-hacked-two-companies-have-been-affectedUnited Kingdom of Great Britain and Northern IrelandUndetermined

Tarte Cosmetics exposes nearly two million customers' personal data to the public via two unsecured MongoDB databases. Unfortunately the gang Cru3lty get hold of the data, demanding 0.2 Bitcoins for recovering the database once the data had been deleted or encrypted.http://www.ibtimes.co.uk/tarte-cosmetics-data-leak-hackers-get-hold-nearly-2-million-customers-data-left-exposed-1644433United States of AmericaUndetermined

KrebsOnSecurity reveals that a web site set up by PC maker Dell Inc. to help customers recover from malicious software (DellBackupandRecoveryCloudStorage.com) may have been hijacked for a few weeks this summer.https://krebsonsecurity.com/2017/10/dell-lost-control-of-key-customer-support-domain-for-a-month-in-2017/United States of AmericaUndetermined

Appleby, a Bermuda law firm, admits to have been hacked, prompting fears of a Panama Papers-style exposÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â© into the tax affairs of the super rich.https://www.theregister.co.uk/2017/10/25/bermuda_law_firm_hack/Bermuda Undetermined

Using a tool called Bad Rabbit, a threat actor launched a ransomware operation that encrypted data on networks in Bulgaria, Japan, Russia, Turkey, and Ukraine. The operation is believed to have disrupted the Kiev metro system's payment network and delayed flights at Odessa's airport. In October 2018, the United Kingdom attributed this incident to Russian military intelligence.https://money.cnn.com/2017/10/24/technology/bad-rabbit-ransomware-attack/index.htmlUkraine Russian Federation
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A hacker dubbed Mat AKA @0xScripts breaches Basetools.ws, an underground forum and demands a $50K ransom to avoid sharing stolen data with law enforcement.http://securityaffairs.co/wordpress/64890/data-breach/basetools-underground-forum-hacked.htmlUndeterminedUndetermined

The DNS records for coinhive.com are manipulated to redirect requests for the coinhive.min.js to a third party server hosting a modified version of the JavaScript file with a hardcoded site key and letting the attacker "steal" hashes from users.https://coinhive.com/blog/dns-breachUndeterminedUndetermined

In name of #OpCatalunya the Anonymous take down several Spanish including the Constitutional Court.https://politica.elpais.com/politica/2017/10/21/actualidad/1508574710_898791.html?id_externo_rsoc=FB_CMSpain Undetermined
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Two websites run by the Czech Statistical Office (CSU) are taken offline after a DDoS attack tries to disrupt reporting of the country's parliamentary elections.https://www.infosecurity-magazine.com/news/ddos-attack-takes-czech-election/Czechia Undetermined

The network of FirstHealth is hit by WannaCry and forced to suspend operations.https://www.databreaches.net/firsthealth-computer-network-threatened-by-malware-virus/United States of AmericaUndetermined

Domino's Australia investigates a potential breach of its computer systems after a number of customers received personalised spam emails from the pizza company. The company claims the breach happened to a "secondary supplier".http://www.ibtimes.co.uk/spam-menu-dominos-hackers-fry-suppliers-system-1643796Australia Undetermined

A sick hack: hackers take over the email account of Griffin Funeral Home, and send email scams to the company's customers, asking for money.https://www.bleepingcomputer.com/news/security/hackers-take-over-funeral-homes-email-account-and-run-online-scams/United States of AmericaUndetermined

The Dark Overlord hackers break into London Bridge Plastic Surgery, a high profile, London-based plastic surgeon, and steal photos, including in-progress genitalia and breast enhancement.https://www.thedailybeast.com/hackers-steal-photos-from-plastic-surgeon-to-the-stars-claim-they-include-royalsUnited Kingdom of Great Britain and Northern IrelandUnited Kingdom of Great Britain and Northern Ireland

Chase Brexton Health Care notifies 16,562 patients after four employees fell for a phishing attack. The phishing emails were sent on August 2 and 3, and by August 4, the attackers had re-routed employees' paychecks.https://www.databreaches.net/chase-brexton-health-care-notifies-more-than-16000-patients-after-phishing-incident/United States of AmericaUndetermined

According to five former employees, Microsoft Corp's secret internal database for tracking bugs in its own software was broken into by a highly sophisticated hacking group more than four years ago.http://www.reuters.com/article/us-microsoft-cyber-insight/exclusive-microsoft-responded-quietly-after-detecting-secret-database-hack-in-2013-idUSKBN1CM0D0United States of AmericaUndetermined

We Heart It, an image-sharing site, informs users their personal data may have been compromised. The breach, involving 8 million users, took place a few years ago and includes email addresses, usernames and encrypted passwords for We Heart It accounts created between 2008 and November 2013.https://techcrunch.com/2017/10/16/we-heart-it-says-a-data-breach-affected-over-8-million-accounts-included-emails-and-passwords/United States of AmericaUndetermined

Local news publications and leading media outlets in South Korea reported that Bithumb, the world's largest cryptocurrency exchange by trading volume, suffered a security breach that affected 30,000 users on the trading platform.https://www.databreaches.net/south-korean-govt-investigating-bithumb-security-breach-worlds-largest-cryptocurrency-exchange/UndeterminedUndetermined

Pizza Hut admits to have suffered a data breach, through which a hacker has stolen payment card details for a small number of clients.https://www.bleepingcomputer.com/news/security/users-report-fraudulent-transactions-after-pizza-hut-admits-card-breach/United States of AmericaUndetermined



Politifact, the Pulitzer Prize-winning website devoted to checking the factual accuracy of US politicians' words, appears to have been hacked so that it secretly mines cryptocurrency in visitors' browsers via CoinHive.https://www.theregister.co.uk/2017/10/13/politifact_mining_cryptocurrency/United States of AmericaUndetermined

The Sweden Transport Agency (Transportstyrelsen), and public transport operator VÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¤sttrafik are hit by a DDOS attack.https://www.bleepingcomputer.com/news/security/ddos-attacks-cause-train-delays-across-sweden/Sweden Undetermined

The Sweden Transport Agency (Transportstyrelsen), and public transport operator VÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¤sttrafik are hit by a DDOS attack.https://www.bleepingcomputer.com/news/security/ddos-attacks-cause-train-delays-across-sweden/Sweden Undetermined

Hyatt Hotels Corp reveals to have discovered unauthorized access to payment card information at certain Hyatt-managed locations worldwide between March 18, 2017 and July 2, 2017.https://www.reuters.com/article/us-hyatt-hotels-cyber/hyatt-hotels-discovers-card-data-breach-at-41-properties-idUSKBN1CH2WPUnited States of AmericaUndetermined

Equifax says it has removed third-party code from its credit report assistance Web site that prompted visitors to download spyware disguised as an update for Adobe's Flash Player software.https://krebsonsecurity.com/2017/10/equifax-credit-assistance-site-served-spyware/United States of AmericaUndetermined

A DDoS attack targets the Sweden Transport Administration (Trafikverket)https://www.bleepingcomputer.com/news/security/ddos-attacks-cause-train-delays-across-sweden/Sweden Undetermined

Australia's foreign intelligence collection agency, the Australian Signals Directorate (ASD), says a hacker stole over 30 GB of data on the country's military capabilities, including details on fighter jets, military aircraft, and naval ships.https://www.bleepingcomputer.com/news/government/hacker-alf-stole-30gb-of-data-on-australias-fighter-jets-planes-ships/Australia Undetermined

Victory Phones, a phone polling firm is hacked, exposing several database files, one of which totaled 223 gigabytes in size and amounted to about two billion lines. The data was stolen in January.http://www.zdnet.com/article/republican-polling-firm-hacked-exposing-donor-records/United States of AmericaUndetermined

Rivermend Health notifies 1,300 patients who had information in an employee's email account that was compromised.https://www.databreaches.net/rivermend-health-notifies-1300-after-employees-email-account-compromised/United States of AmericaUndetermined

The New York Times reveals that Israeli hackers broke into the Kaspersky network back in 2014 and advised the US about the NSA breach.https://www.nytimes.com/2017/10/10/technology/kaspersky-lab-israel-russia-hacking.htmlRussian FederationIsrael

Musgrave Group, the owner of Ireland's most popular supermarket is hit by a cyber attack, with criminals trying to get shoppers' credit and debit card details.https://www.thesun.ie/news/1649024/supervalu-centra-and-daybreak-targeted-by-cyber-criminals-trying-to-get-customers-bank-card-details/Ireland Undetermined

FireEye says in a new report to private clients that hackers linked to North Korea recently targeted U.S. electric power companies with spearphishing emails.https://www.nbcnews.com/news/north-korea/experts-north-korea-targeted-u-s-electric-power-companies-n808996United States of AmericaUndetermined

A hacking gang abuses the SWIFT banking network to steal $60 million after planting malware on a Taiwanese bank's servers. Two arrests are made in Sri Lanka related to the attack. The Lazarus Group is believed to be behind the attack.https://www.reuters.com/article/us-cyber-heist-north-korea-taiwan/north-korea-likely-behind-taiwan-swift-cyber-heist-bae-idUSKBN1CL2VOTaiwan (Province of China)Afghanistan

Forrester, one of the world's leading market research and investment advisory firms, admits that a security breach took place during the past week. An unidentified attacker (or attackers) has gained access to the infrastructure hosting its website stealing site credentials and proprietary research.https://www.bleepingcomputer.com/news/security/market-research-firm-forrester-says-hackers-stole-sensitive-reports/United States of AmericaUndetermined

Disqus confirms a data breach that appears to have taken place in the summer of 2012, and during which an unknown attacker(s) made off with details for at least 17.5 million user accounts.https://www.bleepingcomputer.com/news/security/disqus-confirms-2012-data-breach-that-exposed-details-for-17-5-million-users/United States of AmericaUndetermined

The Wall Street Journal reveals that hackers working for the Russian government stole details of how the U.S. penetrates foreign computer networks and defends against cyberattacks after a National Security Agency contractor removed the highly classified material and put it on his home computer.https://www.wsj.com/articles/russian-hackers-stole-nsa-data-on-u-s-cyber-defense-1507222108United States of AmericaUndetermined

A new attack takes down Rousseau, the online voting platform used by the Italian Movimento 5 Stelle. Some internal screenshots are also posted online.https://www.reuters.com/article/us-italy-politics-5star/hacking-attacks-a-pre-election-setback-for-italys-5-star-movement-idUSKBN1CA1TMItaly Undetermined

White House officials believe that chief of staff John Kelly's personal cellphone was compromised, potentially as long ago as December, according to three U.S. government officials.https://www.politico.com/story/2017/10/05/john-kelly-cell-phone-compromised-243514United States of AmericaUndetermined

The Wall Street Journal reports that Russian hackers have so far accessed the phones of 4,000 NATO troops in Europe.https://www.wsj.com/articles/russia-targets-soldier-smartphones-western-officials-say-1507109402UndeterminedUndetermined

The Dark Overlord claims to have hacked Austin Manual Therapy Associates and leaks a sample data.https://www.databreaches.net/austin-manual-therapy-associates-patient-data-hacked-thedarkoverlord/United States of AmericaUnited Kingdom of Great Britain and Northern Ireland

After victims reported collectively losing over 600 Bitcoins, worth around 20 million Chinese yuan, at the time of the thefts, or around 3 million USD, OKEx, a Bitcoin exchange based in China, issues a statement, denying it was hacked earlier in August.https://www.bleepingcomputer.com/news/security/bitcoin-exchange-denies-getting-hacked-after-customers-lose-3-million/China Undetermined

Hackers disrupt the Etherparty ICO (Initial Coin Offering) after hijacking the platform's website, displaying their own Ethereum address, tricking 59 ICO participants into sending funds to the wrong wallets.https://www.bleepingcomputer.com/news/security/hackers-hijack-another-ethereum-ico-small-number-of-users-affected/United States of AmericaUndetermined

Camelot reveals that a DDoS attack took down the website of the National Lottery.http://www.mirror.co.uk/news/uk-news/national-lottery-website-brought-down-11267701United Kingdom of Great Britain and Northern IrelandUndetermined

The director of the General Confederation of Italian Industry group in Brussels falls victim of an email scam and transfers 500,000 EUR (590,000 USD) to an unknown bank account.http://www.repubblica.it/cronaca/2017/09/30/news/beffa_a_bruxelles_mister_confindustria_truffato_e_licenziato-176906111/Italy Undetermined

R6DB, a fan-powered online gaming service that provides statistics for players of Ubisoft's tactical FPS Rainbow Six Siege, is hit by hackers, who wipe its databases and hold the data for ransom.https://securityaffairs.co/wordpress/63702/breaking-news/r6db-hacked.htmlUnited States of AmericaUndetermined

U.S. government officials told the Washington Post that the United States had launched a denial of service campaign against North Korea's Reconnaissance General Bureau, the country's intelligence agency.https://www.washingtonpost.com/world/national-security/trump-signed-presidential-directive-ordering-actions-to-pressure-north-korea/2017/09/30/97c6722a-a620-11e7-b14f-f41773cd5a14_story.htmlKorea (the Democratic People's Republic of)United States of America

Saudi Arabia's General Entertainment Authority (GEA), says that its website had been the target of cyber attacks from outside the kingdom.https://www.reuters.com/article/us-saudi-cyber-attack/saudi-entertainment-authority-says-hit-by-cyber-attack-idUSKCN1C427RSaudi ArabiaUndetermined

Malware infects the San Ysidro School District, deleting emails and forcing the district to temporarily shut down part of its systems.https://www.databreaches.net/malware-attacks-san-ysidro-school-district-demands-19k-ransom/United States of AmericaUndetermined

The township of Toms River plans to notify about 3,700 people that their personal information may have been compromised by a data breach inside the police department over the summer.https://www.databreaches.net/data-breach-at-toms-river-police-headquarters/United States of AmericaUndetermined

The Ministry of Immigration and the Ministry of Foreign Affairs of Denmark, are hit by a DDoS attack thought to have come from a Turkish hacker group dubbed Aslan Neferler Tim.https://www.thelocal.dk/20170928/two-danish-ministries-taken-offline-by-cyber-attackDenmark Austria

Whole Foods Market says payment card information has been stolen from taprooms, restaurants and other venues located within some of its stores.https://www.reuters.com/article/us-amazon-com-cyber/whole-foods-says-taprooms-restaurants-hacked-idUSKCN1C33DFUnited States of AmericaUndetermined
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A threat actor targeted the government of Belarus for espionage purposes, using a tool known as Travle or PYLOT, which is believed to be an update of malware used by NetTraveler. Between June and August the threat actor sent a total of 20 unique emails to various government entities. The emails contained a series of subject lines revolving around Zapad-2017, a joint exercise between the Russian and Belarusian militaries.https://unit42.paloaltonetworks.com/unit42-threat-actors-target-government-belarus-using-cmstar-trojan/Belarus Undetermined
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The Electronic Frontier Foundation (EFF) reveals the details of "Phish For The Future," an advanced persistent spearphishing campaign targeting digital civil liberties activists at Free Press and Fight For the Future discovered between July 7th and August 8th of 2017.https://www.eff.org/deeplinks/2017/09/phish-futureUndeterminedUndetermined

Arkansas Oral & Facial Surgery Center disclose a ransomware incident that may or may not have resulted in access to protected health information of as many as 128,000 patients.https://www.databreaches.net/arkansas-oral-facial-surgery-center-notifies-128000-patients-of-ransomware-incident/United States of AmericaUndetermined

Sonic Drive-In, a fast-food chain with nearly 3,600 locations across 45 U.S. states, acknowledges a breach affecting an unknown number of store payment systems.https://krebsonsecurity.com/2017/09/breach-at-sonic-drive-in-may-have-impacted-millions-of-credit-debit-cards/United States of AmericaUndetermined

TheDarkOverlord reveal another hack involving patient data. This time the victim is Auburn Eye Care Associates, despite the original hack dating back to June.https://www.databreaches.net/auburn-eye-care-associates-can-you-see-it-now/United States of AmericaUnited Kingdom of Great Britain and Northern Ireland

Two Showtime domains are found serving Coinhive, a JavaScript library that mines Monero using the CPU resources of users visiting Showtime's websites. It is not clear if the event is the consegue of a hack or an experiment.https://www.bleepingcomputer.com/news/security/showtime-websites-used-to-mine-monero-unclear-if-hack-or-an-experiment/United States of AmericaUndetermined

Two Showtime domains are found serving Coinhive, a JavaScript library that mines Monero using the CPU resources of users visiting Showtime's websites. It is not clear if the event is the consegue of a hack or an experiment.https://www.bleepingcomputer.com/news/security/showtime-websites-used-to-mine-monero-unclear-if-hack-or-an-experiment/United States of AmericaUndetermined

The Guardian reveals that Deloitte, one of the world's "big four" accountancy firms has been targeted by a sophisticated hack that compromised the confidential emails and plans of some of its blue-chip clients.https://www.theguardian.com/business/2017/sep/25/deloitte-hit-by-cyber-attack-revealing-clients-secret-emailsUnited Kingdom of Great Britain and Northern IrelandUndetermined

SMART ("Sports Medicine and Rehabilitation Therapy") Physical Therapy is the n-th victim of The Dark Overlord.https://www.databreaches.net/ma-smart-physical-therapy-hacked-by-thedarkoverlord/United States of AmericaUnited Kingdom of Great Britain and Northern Ireland

The Dark Overlord sends a threatening ransom note to the Columbia Falls (Montana) school district forcing officials to shutter its schools to ensure the safety of the students.https://www.scmagazine.com/the-dark-overlord-cybergang-threatens-kids-in-its-latest-attack/article/690482/United States of AmericaUnited Kingdom of Great Britain and Northern Ireland

The U.S Securities and Exchange Commission reveals that its computer system had been hacked last year, giving the attackers private information that could have been exploited for trading. The breach was discovered in August.https://www.sec.gov/news/press-release/2017-170United States of AmericaUndetermined

The Irish National Teachers Organisation warns users of its online learning portal that their personal data may have been compromised following the hacking of the website. Around 30,000 users details were potentially compromised by the hack.https://www.rte.ie/news/2017/0919/905903-into-hacking/Ireland Undetermined

Nearly five months after it happened, Augusta Medical Center announces that some patients may have had their personal information compromised by an attack on faculty email accounts.https://www.hipaajournal.com/augusta-university-medical-center-phishing-attack-8971/United States of AmericaUndetermined

According to a report released by the Cyber Security Agency of Singapore (CSA), an unidentified public organisation in Singapore faced a foreign "state-sponsored" cyberattack late last year.http://www.channelnewsasia.com/news/singapore/singapore-public-organisation-faced-state-sponsored-cyberattack-9218776Singapore Undetermined

A trove of leaking emails belonging to the UAE government reveals an alleged plot to "conquer" Qatar.http://www.middleeasteye.net/news/saudi-arabia-came-close-conquering-qatar-new-leaked-emails-show-1491607860United Arab EmiratesUndetermined

Switzerland's Federal Department of Defense, Civil Protection and Sports reveals to have detected a cyber attack carried on by the infamous Turla APT.http://www.firstpost.com/tech/news-analysis/swiss-defence-ministry-foils-cyber-attack-attempt-by-malware-seen-in-other-global-hacks-4048165.htmlSwitzerlandRussian Federation

Morehead Memorial says that a data breach due to a phishing attack has potentially exposed patient and employee information.https://www.databreaches.net/nc-morehead-memorial-hospital-data-breach-may-have-leaked-patient-and-employee-information/United States of AmericaUndetermined

Vevo, the joint venture between Universal Music Group, Sony Music Entertainment, Abu Dhabi Media, Warner Music Group, and Alphabet Inc. is hacked by OurMine. Roughly 3.12TB worth of internal files are posted online.https://gizmodo.com/welp-vevo-just-got-hacked-1813390834United States of AmericaSaudi Arabia



Hackers gain access to Litebit's backend and obtain email addresses, hashed passwords, and IBAN information, among other things. No money is stolen in the process, though.https://themerkle.com/dutch-bitcoin-broker-litebit-suffers-from-second-data-breach-in-six-weeks/NetherlandsUndetermined

An electronic road sign in the city of Modesto, California is hacked and defaced with a message against President Donald Trump.https://www.hackread.com/road-sign-in-modesto-hacked-with-anti-trump-message/United States of AmericaUndetermined

Children's Hospital Colorado notifies 3,400 families after an employee's email account was improperly accessed on July 11, 2017.https://www.databreaches.net/childrens-hospital-colorado-notifies-3400-families-after-employees-email-account-was-improperly-accessed/United States of AmericaUndetermined

Schuyler County Sheriff's Department is disrupted by a hacking attack.https://www.databreaches.net/ny-sheriffs-warn-of-hackers-after-brute-force-attack/United States of AmericaUndetermined

The popular Tettegouche State Park says its computer systems have been infected with malware and warns visitors to check their credit cards.http://www.ibtimes.co.uk/popular-minnesota-state-park-hit-malicious-malware-warns-visitors-check-their-credit-cards-1638682United States of AmericaUndetermined

Adult Internal Medicine of North Scottsdale notifies of an incident affecting 11,798 patients.https://www.databreaches.net/another-victim-of-thedarkoverlord-comes-forward/United States of AmericaUnited Kingdom of Great Britain and Northern Ireland

AXA Insurance sends out an email to some customers informing that the personal data of 5,400 customers in Singapore has been stolen due to a cyber attack.http://www.straitstimes.com/singapore/axa-data-breach-affects-5400-singapore-customersSingapore Undetermined

An unknown attacker accesses nearly 130K accounts at Catholic United Financial. The attack happened on September 6th.https://www.databreaches.net/data-breach-at-arden-hills-based-catholic-financial-services-provider-affects-nearly-130k-accounts/United States of AmericaUndetermined

Ghostwriter, a suspected Belarus-backed hacking group, has compromised websites and email accounts in Latvia, Lithuania, and PolandÃƒÂ‚Ã‚Â to publish fabricated documents pushing anti-North Atlantic Treaty Organization (NATO) narratives consistent with Kremlin talking points. The influence campaign started in 2017.https://www.fireeye.com/content/dam/fireeye-www/blog/pdfs/Ghostwriter-Influence-Campaign.pdfLithuania Belarus

The Community Memorial Health System sends out a notice regarding a data security breach involving patient information after a phishing attack happened on June 23.https://www.databreaches.net/community-memorial-health-system-in-ventura-suffers-data-security-breach/United States of AmericaUndetermined

An attacker infiltrates the systems of a West Australian TAFE on August 28 and September 5 and accesses the sensitive personal details of staff and more than 13,000 students.https://www.itnews.com.au/news/hacker-steals-thousands-of-student-records-from-wa-tafe-472704Australia Undetermined

Online jobs platform cpjobs.com reports an unauthorised third-party attack on the website, compromising the security of user data. Impacted pages are shut down and all users' passwords are deactivated.https://www.databreaches.net/customer-data-stolen-after-attack-on-jobs-platform-cpjobs-com/China Undetermined

Julia Kloeckner, a top leader of German Chancellor Angela Merkel's conservative party says her website has been hit by thousands of cyber attacks -- many from Russian IP addresses -- ahead of the television election debate between Merkel and her opponent, Social Democratic leader Martin Schulz.http://in.reuters.com/article/germany-election-cyber/merkel-ally-cites-thousands-of-cyber-attacks-from-russian-ip-addresses-idINKCN1BF1F0Germany Undetermined

LeakBase, a breach notification service, obtains a copy of the hacked database of Taringa, a social network popular in Latin America, containing details on 28,722,877 accounts, which includes usernames, email addresses and hashed passwords.https://thehackernews.com/2017/09/taringa-data-breach-hacking.htmlArgentina Undetermined

Verrit, a political fact-checking site is DDoSed almost immediately after it was endorsed by Hillary Clinton.https://www.cnet.com/au/news/hillary-clinton-verrit-backs-fact-check-site-targeted-by-hackers-donald-trump-fake-news/United States of AmericaUndetermined

The free news and entertainment portal Canoe.ca, operated by MediaQMI Inc. and owned by Sun Media Corp. prior to 2015, wishes to inform users that some of its databases containing records from the period of 1996 to 2008 have been breached.https://www.databreaches.net/notice-of-canoe-ca-data-breach-affecting-1-million-site-users/Canada Undetermined

The Google Cloud teamÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â revealed a previously undisclosed DDoS attack that targeted Google service back in September 2017 and which clocked at 2.54 Tbps, making it the largest DDoS attack recorded to date.https://www.bleepingcomputer.com/news/security/nation-state-actor-hit-google-with-the-largest-ddos-attack/United States of AmericaUndetermined

The Alaska Department of Health and Social Services reveals to have suffered a security breach in July that may have disclosed personal information of individuals who have interacted with the Office of Children's Services.https://www.databreaches.net/alaska-malware-incident-may-have-compromised-personal-info-held-by-office-of-childrens-services/United States of AmericaUndetermined

Hand Rehabilitation Specialists notifies patients of a possible hack by The Dark Overlord that occurred back in July.https://www.databreaches.net/hand-rehabilitation-specialists-notifies-patients-of-possible-hack/United States of AmericaUnited Kingdom of Great Britain and Northern Ireland

A dissatisfied customer breaches the server of TrueStresser, a DDoS-for-hire service, pilfering its database, and leaking some of the content online.https://www.bleepingcomputer.com/news/security/ddos-booter-service-suffers-security-breach/United States of AmericaUndetermined

Patients of the Purdue University Pharmacy and the Family Health Clinic of Carroll County receive notices that their information might be compromised because of a security breach. A malicious file was installed on some computers on September 1st.https://eu.jconline.com/story/news/local/purdue/2018/05/30/purdue-warns-patients-their-information-might-compromised/655611002/United States of AmericaUndetermined

Internet and telephone networks at the regional parliament in the central German state of Saxony-Anhalt are offline after a ransomware attack.http://www.dw.com/en/malware-attack-forces-german-state-parliament-offline/a-40306864Germany Undetermined

WikiLeaks' website appears to have been hacked by the OurMine collective.https://www.theverge.com/2017/8/31/16232164/wikileaks-hacked-ourmine-websiteUndeterminedSaudi Arabia

Medical Oncology Hematology Consultants, reports a ransomware attack that affected 19,203 patients.https://www.databreaches.net/medical-oncology-hematology-consultants-notifies-19203-patients-after-ransomware-incident/United States of AmericaUndetermined

Instagram reveals that one or more hackers have been stealing celebrities' e-mail addresses, phone numbers, and other personal information by exploiting a bug. A database, Doxagram, is published online immediately after with the attacker claiming to have stolen 6 million records.https://arstechnica.com/information-technology/2017/09/site-sells-instagram-users-phone-and-e-mail-details-10-a-search/United States of AmericaUndetermined

An anonymous researcher reveals that the server hosting dozens of free-to-use online file conversion websites, including combinepdf.com, imagetopdf.com, jpg2pdf.com, pdftoimage.com, pdfcompressor.com, and wordtojpeg.com, has been hacked several times in the past year.http://www.zdnet.com/article/dozens-of-online-file-converter-sites-are-unsafe-to-use-warns-researcher/France Undetermined

Ankit Anubhav of NewSky Security discovers a U.S. government website hosting a malicious JavaScript downloader, leading victims to installations of Cerber ransomware.https://threatpost.com/us-government-site-removes-link-to-cerber-ransomware-downloader/127767/United States of AmericaUndetermined

Kaleida Health notifies (once again) 2,800 patients of a new phishing attack.https://www.databreaches.net/largest-healthcare-provider-in-western-new-york-successfully-phished-in-two-consecutive-months/United States of AmericaUndetermined

NHS services in Lanarkshire (Scotland) are hit by a new ransomware campaign. The culprit is identified as a new variant of Bitpaymer ransomware.http://www.zdnet.com/article/this-new-strain-of-ransomware-was-to-blame-for-hospital-cyber-attack/United Kingdom of Great Britain and Northern IrelandUndetermined

The Young Illustrator Award site administered by Meridian Secondary School is taken down after being hacked.http://www.todayonline.com/singapore/meridian-secondary-schools-art-competition-site-hackedSingapore Undetermined

Second-hand electronics dealership CeX notifies 2 million customers that their personal information may have been compromised by hackers.https://www.theregister.co.uk/2017/08/29/cex_servers_hacked/United Kingdom of Great Britain and Northern IrelandUndetermined

Selena Gomez's Instagram account is hacked and posts several nude photos of Justin Bieber.https://variety.com/2017/music/news/justin-bieber-nude-photo-selena-gomez-instagram-1202540648/United States of AmericaUndetermined

Real Madrid's official Twitter account is hacked with a post announcing the signing of rival Lionel Messi appearing on their feed.https://www.welivesecurity.com/2017/08/28/hacking-group-spanish-giants/Spain Saudi Arabia

Zazzle sends an email to customers revealing that hackers in June used brute-force techniques to cycle through account usernames and passwords that were stolen from a breach of another unnamed site.http://www.zdnet.com/article/zazzle-resets-password-after-brute-force-login-attacks/United States of AmericaUndetermined

DreamHost is hit by a powerful and sustained DDoS attack after briefly hosting a new edition of the neo-Nazi website Daily Stormer.http://www.ibtimes.co.uk/dreamhost-hit-by-powerful-ddos-attack-after-briefly-hosting-neo-nazi-website-daily-stormer-1636666United States of AmericaUndetermined

UK firm HIDS4U, warns customers to be wary of phishing emails after it came to light that a database of customers was found on a hacked website.https://www.grahamcluley.com/hids4u-customers-warned-free-gift-email-attack-customer-database-leaks/United Kingdom of Great Britain and Northern IrelandUndetermined

The CWIC Cyber Warfare Research Center in South Korea reveals that a domestic exchange for bitcoin has been the target of an attempted hacking. Suspects are directed to North Korea.https://www.upi.com/Top_News/World-News/2017/08/24/North-Korea-targeted-bitcoin-exchange-in-hacking-attempt-expert-says/8651503582036/Korea (the Republic of)Undetermined

The OurMine collective takes over the official Twitter and Facebook accounts of Barcelona and falsely announce the signing of Angel Di Maria from Paris Saint-Germain.http://www.ibtimes.co.uk/barcelonas-social-media-accounts-hacked-by-ourmine-announce-signing-angel-di-maria-1636245Spain Saudi Arabia

Hackers breach the servers of Crystal Finance Millennium (CFM), another Ukraine company that makes accounting software for local businesses, sparking fear of a new global cyberattack.https://www.bleepingcomputer.com/news/security/ukraine-fears-second-ransomware-outbreak-as-another-accounting-firm-got-hacked/Ukraine Undetermined

The OurMine collective takes over the official Twitter and Facebook accounts of Barcelona and falsely announce the signing of Angel Di Maria from Paris Saint-Germain.http://www.ibtimes.co.uk/barcelonas-social-media-accounts-hacked-by-ourmine-announce-signing-angel-di-maria-1636245Spain Saudi Arabia

MacEwan University staffers are tricked into transferring $11.8 million into scammers' bank accounts. The majority of the money, $11.4 million, has been traced to bank accounts in Montreal and Hong Kong.http://edmontonjournal.com/news/local-news/11-8-million-transferred-from-macewan-university-accounts-in-phishing-attackCanada Undetermined

Swedish web hosting provider Loopia reveals to have been hacked with the attackers able to access part of the customer database.http://securityaffairs.co/wordpress/62489/data-breach/Loopia-data-breach.htmlSweden Undetermined

Global consumer electronics manufacturer LG confirms it had to shut down some parts of its network after systems fell victim to WannaCry ransomware. Ransomware is also found on an LG self-service kiosk in South Korea.http://www.zdnet.com/article/wannacry-ransomware-attack-at-lg-electronics-takes-systems-offline/Korea (the Republic of)Undetermined

Sinopec's Shengli Oilfield says it will cut its Internet connection for some of its offices after a ransomware attacked 21 of its Internet terminals.https://www.reuters.com/article/us-china-cyberattack-idUSKCN1B11AMChina Undetermined

The official Twitter and Facebook PlayStation accounts are taken over by the hacking group OurMine. The attackers also claim to have managed to access a PSN database.http://www.businessinsider.com/playstation-network-allegedly-hacked-ourmine-2017-8?IR=TJapan Saudi Arabia

Another attack exploiting an Initial Coin Offering. As much as $500,000 in ether is stolen from supporters of the Enigma blockchain project following a security compromise. Attackers are able to take control of the project's website domain, one of the administrator accounts on its Slack channel and its mailing lists.https://www.coindesk.com/ico-scammers-steal-500k-phony-enigma-project-pre-sale-launch/United States of AmericaUndetermined

The official Twitter and Facebook PlayStation accounts are taken over by the hacking group OurMine. The attackers also claim to have managed to access a PSN database.http://www.businessinsider.com/playstation-network-allegedly-hacked-ourmine-2017-8?IR=TJapan Undetermined

Pacific Alliance Medical Center notifies 266,123 patients of a ransomware incident that occurred on June 14.https://www.databreaches.net/pacific-alliance-medical-center-notifies-266123-patients-of-ransomware-incident/United States of AmericaUndetermined

A fake website pretends to be the official site for Bittrex exchange, but in reality, it is a phishing domain not only stealing login credentials of unsuspecting users, but also the money saved in the exchange.https://www.hackread.com/fake-bittrex-cryptocurrency-exchange-site-stealing-user-funds/United States of AmericaUndetermined

Hacktivist collective Anonymous reportedly leaks the private contact details of 22 GOP senators, in the wake of the Charlottesville violence and US President Donald Trump's controversial response to the event, asking for Trump's impeachment.http://www.ibtimes.co.uk/anonymous-calls-trumps-impeachment-leaks-private-contact-details-22-gop-senators-1635570United States of AmericaUndetermined

A member of the Anonymous hacking collective claims to have stolen data belonging to 1.2 million patients of the United Kingdom's National Health Service (NHS). The breach affected SwiftQueue, a software provider of dashboard and metrics solutions to healthcare providers.https://www.thesun.co.uk/tech/4274225/anonymous-hacker-claims-to-have-stolen-the-nhs-medical-records-of-1-2million-brits/United Kingdom of Great Britain and Northern IrelandUndetermined

Several HBO Twitter accounts are taken over by the notorious OurMine hacking group, posting #HBOHacked messages and warnings about security. Affected accounts include the main HBO Twitter account, as well as those for TV shows including Game of Thrones and Girls.https://www.theguardian.com/media/2017/aug/17/game-of-thrones-secrets-revealed-as-hbo-twitter-accounts-hackedUnited States of AmericaSaudi Arabia

Several HBO Twitter accounts are taken over by the notorious OurMine hacking group, posting #HBOHacked messages and warnings about security. Affected accounts include the main HBO Twitter account, as well as those for TV shows including Game of Thrones and Girls.https://www.theguardian.com/media/2017/aug/17/game-of-thrones-secrets-revealed-as-hbo-twitter-accounts-hackedUnited States of AmericaSaudi Arabia

OSHA suspends user access to the Injury Tracking Application (ITA) after the Department of Homeland Security notifies the Department of Labor of a potential compromise of user information.https://www.databreaches.net/osha-suspends-ita-due-to-security-breach/United States of AmericaUndetermined

Several HBO Twitter accounts are taken over by the notorious OurMine hacking group, posting #HBOHacked messages and warnings about security. Affected accounts include the main HBO Twitter account, as well as those for TV shows including Game of Thrones and Girls.https://www.theguardian.com/media/2017/aug/17/game-of-thrones-secrets-revealed-as-hbo-twitter-accounts-hackedUnited States of AmericaSaudi Arabia



Officials reveal that the Scottish Parliament has been targeted by a "brute force" cyber attack. The attack, from "external sources", was similar to that which affected Westminster in June.http://www.bbc.com/news/uk-scotland-scotland-politics-40941722United Kingdom of Great Britain and Northern IrelandUndetermined

The web servers of Blizzard Entertainment suffer a series of massive distributed denial-of-service (DDoS) attacks.https://www.hackread.com/blizzard-entertainment-hit-by-massive-ddos-attack/United States of AmericaUndetermined

Namaste Health notifies about 1,600 patients its office experienced a security incident over the weekend of Aug. 12-13, when, when the file server was targeted by ransomware.https://www.databreaches.net/ashland-clinic-notifies-1600-patients-after-ransomware-incident/United States of AmericaUndetermined

A group of hackers called 31337 leaks a second dump of data allegedly stolen from security company FireEye.https://motherboard.vice.com/en_us/article/3kkq5w/hackers-mock-cybersecurity-firm-fireeye-with-second-data-dumpUnited States of AmericaUndetermined

The Anonymous claim responsibility for carrying out a DDoS attack on the official website of Charlottesville city Virginia. The attack is conducted under the banner of #OpDomesticTerrorism.https://www.hackread.com/anonymous-shut-down-charlottesville-city-website/United States of AmericaUndetermined

Kenya opposition presidential candidate Raila Odinga claims the electoral commission's IT system has been hacked to manipulate the election results.http://www.bbc.com/news/world-africa-40872778Kenya Undetermined

The National Bank of Hungary reveals that hackers have been targeting three major banks in Hungary with a slew of phishing attempts.http://www.ibtimes.co.uk/hackers-have-been-targeting-3-major-hungarian-banks-series-phishing-attacks-since-june-1634177Hungary Undetermined

Turkish hackers continue to target Armenian websites. The list of the targets involved in the latest spree of attacks includes the official website of the Development Foundation of Armenia and the official website of the Civil Service Council of Armenia.https://armenpress.am/eng/news/901015/Armenia Undetermined

A hacking collective called The Binary Guardians defaces roughly 40 Venezuelan websites including those of the government, the Supreme Court and the legislature.http://www.ibtimes.co.uk/our-struggle-digital-hackers-open-about-attacks-venezuelan-government-websites-1634050Venezuela (Bolivarian Republic of)Venezuela (Bolivarian Republic of)

A hacking collective called The Binary Guardians defaces roughly 40 Venezuelan websites including those of the government, the Supreme Court and the legislature.http://www.ibtimes.co.uk/our-struggle-digital-hackers-open-about-attacks-venezuelan-government-websites-1634050Venezuela (Bolivarian Republic of)Venezuela (Bolivarian Republic of)

The website for Ukraine's national postal service Ukrposhta was recently taken down by DDoS attacks for two days in a row, Interfax reports.http://en.interfax.com.ua/news/general/441141.htmlUkraine Undetermined

Turkish hackers continue to target Armenian websites. The list of the targets involved in the latest spree of attacks includes the official website of the Development Foundation of Armenia and the official website of the Civil Service Council of Armenia.https://armenpress.am/eng/news/901015/Armenia Undetermined

A hacking collective called The Binary Guardians defaces roughly 40 Venezuelan websites including those of the government, the Supreme Court and the legislature.http://www.ibtimes.co.uk/our-struggle-digital-hackers-open-about-attacks-venezuelan-government-websites-1634050Venezuela (Bolivarian Republic of)Venezuela (Bolivarian Republic of)

Steve Weichert, a politician running for District 17's State Senate Seat in the 2018 election reveals that his Twitter account has been hacked. The alleged attackers post pornographic content.http://www.abc15.com/news/region-southeast-valley/chandler/senate-candidate-says-his-phone-was-hacked-tweeting-out-pornographic-imagesUnited States of AmericaUndetermined

Surgical Dermatology Group notifies patients after its cloud hosting and server management provider TekLinks discovers a security breach dating back to March 23, 2017.https://www.databreaches.net/surgical-dermatology-group-notifies-patients-after-teklinks-hacked/United States of AmericaUndetermined

Ariana Grande is the latest celebrity that gets hacked. This time her Instagram account is hacked.https://news.softpedia.com/news/ariana-grande-s-instagram-account-hacked-517301.shtmlUnited States of AmericaUndetermined

An Indian hacker going by the online handle of Ne0-H4ck3r defaces the official government portal of Pakistan (Pakistan.gov.pk), leaving a deface page along with a message and a patriotic Indian song.https://www.hackread.com/pakistani-govt-portal-hacked-to-play-indian-national-anthem/Pakistan Pakistan

The Chrome Web Store Account for Web Developer, a popular extension, is compromised via a phishing trick, and pushes adware to millions.https://arstechnica.com/information-technology/2017/08/after-phishing-attacks-chrome-extensions-push-adware-to-millions/United States of AmericaUndetermined

Kaleida Health notifies 2,789 patients about a phishing incident that happened on May 24.https://www.databreaches.net/ny-kaleida-health-notifies-2789-patients-about-phishing-incident/United States of AmericaUndetermined

The Kaspersky Lab Q2 2017 DDoS Intelligence Report reveals the details of a DDoS attack launched against a Chinese Telecom Firm, lasting for 11 days.https://www.hackread.com/chinese-telecom-firm-suffered-massive-ddos-attacks-for-11-days/China Undetermined

A big screen in Cardiff's main shopping street, Queen Street, is reportedly hacked with images of swastikas and messages about 'Shariah' appearing.http://www.walesonline.co.uk/news/wales-news/big-screen-cardiffs-main-shopping-13420039United Kingdom of Great Britain and Northern IrelandUndetermined

Phishers hack Copyfish, an extension for Google Chrome, after compromising the Chrome Web Store account of German developer team a9t9 software and abusing it to distribute spam messages to unsuspecting users.http://thehackernews.com/2017/07/chrome-extention-hacking-adware.htmlGermany Undetermined

Website-building service Wix.com reveals to have been the subject of a massive cyber-attack in April 2016 when a botnet of rogue Chrome extensions was creating Wix websites to spread itself to new users.https://www.bleepingcomputer.com/news/security/a-botnet-of-rogue-chrome-extensions-assaulted-wix-in-april-2016/United States of AmericaUndetermined

HBO joins the ranks of Hollywood entertainment companies to suffer a major cyber attack. The company network is compromised and the attackers claim to have stolen 1.5 TB of data. Few days after they leak an episode of the new season of Games of Thrones.http://ew.com/tv/2017/07/31/hbo-hacked-game-of-thrones/United States of AmericaUndetermined

The author of the BrickerBot malware claims responsibility for a cyber-attack that took place in various Indian states and causes over 60,000 modems and routers to lose Internet connectivity.https://www.bleepingcomputer.com/news/security/brickerbot-dev-claims-cyber-attack-that-affected-over-60-000-indian-modems/India Undetermined

The author of the BrickerBot malware claims responsibility for a cyber-attack that took place in various Indian states and causes over 60,000 modems and routers to lose Internet connectivity.https://www.bleepingcomputer.com/news/security/brickerbot-dev-claims-cyber-attack-that-affected-over-60-000-indian-modems/India Undetermined

A Mandiant threat intelligence analyst is the victim of Operation #LeakTheAnalyst. Attackers infiltrate his computer for more than a year and leak some internal data.https://thenextweb.com/insider/2017/07/31/hackers-kick-off-leaktheanalyst-campaign-by-dumping-data-of-1bn-security-firm/United States of AmericaUndetermined

Women's Health Care Group of PA (WHCGPA) reveals to have been hit by ransomware on May 16, 2017. 300,000 patient records are affected.https://www.hackread.com/healthcare-clinic-suffers-ransomware-attack-300k-patients-impacted/United States of AmericaUndetermined

Plastic Surgery Associates reveals that a data breach may have compromised patient records after it was hit with a ransomware attack earlier this year on 12 February.http://www.ibtimes.co.uk/plastic-surgery-associates-data-breach-patients-records-payment-card-details-possibly-compromised-1632555United States of AmericaUndetermined

Equifax, reveals to have been hit by a data breach that could potentially affect 143 million consumers in the United States. The breach was discovered on July 29th.https://www.cnbc.com/2017/09/07/credit-reporting-firm-equifax-says-cybersecurity-incident-could-potentially-affect-143-million-us-consumers.htmlUnited States of AmericaUndetermined

WikiLeaks publishes three new alleged CIA hacking tools as part of its new Vault 7 dump.http://www.ibtimes.co.uk/wikileaks-new-dump-imperial-exposes-3-cia-hacking-tools-targeting-macs-linux-1632359United States of AmericaUndetermined

WestJet says it is working with police in Calgary and the RCMP cybercrime unit after some members' profile data were disclosed online.http://www.cbc.ca/news/canada/calgary/westjet-privacy-breach-rewards-members-1.4227534Canada Undetermined

Reuters reveals that Russian intelligence agents attempted to spy on President Emmanuel Macron's election campaign earlier this year by creating phony Facebook personas.https://www.reuters.com/article/us-cyber-france-facebook-spies-exclusive-idUSKBN1AC0EIFrance Russian Federation

Virgin America confirms that a hacker broke into its corporate network earlier this year on March 13.http://www.zdnet.com/article/virgin-america-hacked-network-forced-employees-change-passwords/United States of AmericaUndetermined

Victoria Justice's Twitter account is hacked. The attacker claims to reveal nude pictures.https://www.gossipcop.com/victoria-justice-twitter-hacked-tweets/United States of AmericaUndetermined

UniCredit SpA, Italy's No. 1 bank, says that hackers took biographical and loan data from 400,000 client accounts. The attack occurred in September and October of 2016 and June and July of this year.https://www.bloomberg.com/news/articles/2017-07-26/unicredit-says-400-000-clients-affected-by-security-breachItaly Undetermined

Cybercriminals have reportedly been found selling personal information of over 110,000 people from Edinburgh on an unspecified dark web marketplace.http://www.ibtimes.co.uk/over-100000-ids-edinburg-sale-dark-web-1631799United Kingdom of Great Britain and Northern IrelandUndetermined

Kylie Jenner's Snapchat account is hacked. The attacker claims to reveal nude pictures.http://www.dailymail.co.uk/tvshowbiz/article-4723166/Kylie-Jenner-s-Snapchat-HACKED.htmlUnited States of AmericaUndetermined

A dark web vendor is reportedly selling over 40 million US voter records from nine states in an underground market called RaidForums. The data being sold allegedly includes full names, addresses, voter IDs, voter status and party affiliations.http://www.ibtimes.co.uk/dark-web-criminal-selling-over-40-million-voter-records-9-us-states-under-5-1631842United States of AmericaUndetermined

Nude photos and video of Sarah Hyland are leaked online.https://www.spamfighter.com/News-21028-Nude-Photos-and-Videos-of-Sarah-Hyland-Leaked.htmUnited States of AmericaUndetermined

Another day another Ethereum related breach. This time the target is Veritaseum, whose Initial Coin Offering (ICO) suffers a data breach in which around US$8.4 million worth of Ethereum are stolen.https://www.hackread.com/veritaseum-hack-another-ethereum-ico-hacked-loses-84m/United States of AmericaUndetermined

University of Vermont Medical Center notifies 2,300 patients of a phishing incident that occurred back in May 2017.https://www.databreaches.net/university-of-vermont-medical-center-notifies-2300-patients-of-phishing-incident/United States of AmericaUndetermined

A new campaign targets Bank of America customers via emails pretending to be from representatives of the Bank of America.https://www.hackread.com/bank-of-america-phishing-scam/United States of AmericaUndetermined

A security breach in the Kansas Department of Commerce exposes millions of Social Security numbers from people across 10 states to hackers. Many other accounts are also attacked.http://kcur.org/post/hackers-kansas-system-accessed-social-security-numbers-millions-10-statesUnited States of AmericaUndetermined

Newcastle University issues an alert, warning prospective students to be careful when seeking to apply and pay online for courses, after discovering the existence of a sophisticated phishing scam.http://www.ibtimes.co.uk/newcastle-university-plagued-by-fake-phishing-site-that-accepts-payment-courses-1631260United Kingdom of Great Britain and Northern IrelandUndetermined

According to an email sent out to Loblaws account holders, the security of a 'small number' of accounts has been compromised, marking the second time the company has suffered a security breach this year. Comprised websites include Loblaws.ca, Joefresh.com and Beautyboutique.ca.https://mobilesyrup.com/2017/07/19/loblaws-suffers-another-security-breach/Canada Undetermined

KQED, a San Francisco radio station is still recovering from a ransomware attack, nearly one month after.http://www.sfchronicle.com/business/article/Ransomware-attack-puts-KQED-in-low-tech-mode-11295175.phpUnited States of AmericaUndetermined

An unknown hacker takes over the official website of the CoinDash platform and modifies an Ethereum wallet address during the company's ICO (Initial Coin Offering) being able to steal $7 million worth of Ethereum.https://www.bleepingcomputer.com/news/security/hacker-steals-7-million-worth-of-ethereum-from-coindash-platform/United States of AmericaUndetermined

According to a post-election report by the South Carolina State Election Commission, South Carolina's voter registration system was reportedly hit by almost 150,000 hack attempts on Election Day 2016.https://www.wsj.com/articles/south-carolina-may-prove-a-microcosm-of-u-s-election-hacking-efforts-1500202806United States of AmericaUndetermined

The Times reveals that hackers backed by the Russian government have targeted the Republic of Ireland's energy sector, and aimed to infiltrate control systems. This would have given them the power to knock out parts of the grid in Northern Ireland. The attackers sent phishing emails to senior engineers at Ireland's Electricity Supply Board.https://www.thetimes.co.uk/edition/news/russia-backed-hackers-try-to-hijack-britain-s-power-supply-55bj9790rIreland Undetermined

Square Enix attributes the connectivity issues that have plagued Final Fantasy 14's Stormblood expansion since its release in June on continuous distributed denial-of-service (DDoS) attacks from a third party.http://na.finalfantasyxiv.com/lodestone/news/detail/943f91bc27073dba50f8e848ce2c73ef704df951Japan Undetermined

While investigating a ransomware incident, Peachtree Neurological Clinic discovers that its computer system had been previously accessed without its knowledge by unauthorized individuals between February 2016 and May 2017.https://www.databreaches.net/atlanta-neurological-clinic-notifies-patients-of-ransomware-attack-and-an-older-hack/United States of AmericaUndetermined

Community Care of St. Catharines and Thorold notifies to be still recovering from a cyberattack that shut its computers down for more than a week.https://www.databreaches.net/ca-community-care-discloses-ransomware-incident/United States of AmericaUndetermined

Trump International Hotels Management reveals that the data breach to Sabre Corp, which occurred in May 2017, compromised card payment details at 14 of its properties. The compromised information included payment card numbers and card security codes for some of the hotel chain's reservations  processed through Sabre's central reservation system.https://uk.reuters.com/article/us-trumphotels-cyber-idUKKBN19X2G2United States of AmericaUndetermined

The UK Communications Regulator (Ofcom) is hunting a pirate who persistently overrides frequency of Mansfield 103.2 to play a modified version of "The Winker's Song".https://www.theguardian.com/tv-and-radio/2017/jul/11/local-radio-station-mansfield-hijacked-masturbation-winkers-songUnited Kingdom of Great Britain and Northern IrelandUndetermined



Real Estate Business Services (REBS), a subsidiary of the California Association of Realtors, acknowledges to have suffered a data breach that exposed user information for a two-month period earlier this year.https://www.scmagazine.com/data-breach-hits-california-association-of-realtors/article/673795/United States of AmericaUndetermined

Personal details of some 120 million Reliance Jio customers are exposed on the Internet in probably the biggest breach of personal data ever in India.http://www.zdnet.com/article/indias-reliance-jio-suffers-data-breach-report/India Undetermined

Avanti Markets, a self-service payment kiosks vendors acknowledges to have suffered of breach of its internal networks in which hackers were able to push malicious software out to payment devices.https://krebsonsecurity.com/2017/07/self-service-food-kiosk-vendor-avanti-hacked/United States of AmericaUndetermined

Deep Hosting, a Dark Web hosting service, admits to have suffered a major security incident during which "some sites have been exported".https://www.bleepingcomputer.com/news/security/dark-web-hosting-service-hacked-some-data-was-stolen/UndeterminedUndetermined

B&B Theatres, a company that owns and operates the 7th-largest theater chain in America, says it is investigating a breach of its credit card systems starting in September 2015.https://krebsonsecurity.com/2017/07/bb-theatres-hit-in-2-year-credit-card-breach/United States of AmericaUndetermined

French domain registrar Gandi loses control over 751 customer domains, which have their DNS records altered to point incoming traffic to websites hosting exploits kits.https://www.bleepingcomputer.com/news/security/751-domains-hijacked-to-redirect-traffic-to-exploit-kits/France Undetermined

And the same happens for luxury hotel chain Loews Hotels.http://www.nbcphiladelphia.com/news/local/Loews-Hotels-Warns-Customers-of-Data-Breach-432998953.htmlUnited States of AmericaUndetermined

Another consequence of the Sabre breach, Hard Rock Hotels and & Casinos reveals that for seven months, attackers had unauthorized access to a third-party reservation system, which allowed them to attain unencrypted credit card payment information, as well as guest names, addresses and phone numbers.https://www.infosecurity-magazine.com/news/hard-rock-loews-warn-on-breach/United States of AmericaUndetermined

And the list of the victims of the Sabre attack also includes Four Seasons Hotels and Resorts.https://www.scmagazine.com/home/security-news/data-breach/trump-hotels-joins-hard-rock-loews-and-four-seasons-as-victims-of-sabre-hospitality-breach/United States of AmericaUndetermined

A threat actor targeted the China Digital Times, a civil-society and news organization based outside China that publishes English- and Chinese-language content, using phishing techniques with the goal of compromising its network.https://citizenlab.ca/2017/07/insider-information-an-intrusion-campaign-targeting-chinese-language-news-sites/United States of AmericaUndetermined

The Guardian reveals that a darknet trader is illegally selling the Medicare patient details of any Australian on request by "exploiting a vulnerability" in a government system.https://www.theguardian.com/australia-news/2017/jul/04/the-medicare-machine-patient-details-of-any-australian-for-sale-on-darknetAustralia Undetermined

In the wake of the breach that occurred at Sabre Hospitality Solutions earlier in May, the personal details of a small number of Google staffers have been exposed, according to a notification letter Google sends out to affected employees.https://www.bleepingcomputer.com/news/security/data-of-google-employees-exposed-in-sabre-breach/United States of AmericaUndetermined

PVHS-ICM Employee Health and Wellness notifies its patients to have been hit by a ransomware attack.https://www.databreaches.net/so-many-notifications-due-to-ransomware-but-are-these-really-necessary/United States of AmericaUndetermined

A threat actor targeted employees of companies that operate nuclear power plants in the United States, which prompted the Department of Homeland Security and the FBI to issue an alert to the industry. An administrative network of the Wolf Creek Nuclear Operating Corporation was compromised.https://www.washingtonpost.com/world/national-security/us-officials-say-russian-government-hackers-have-penetrated-energy-and-nuclear-company-business-networks/2017/07/08/bbfde9a2-638b-11e7-8adc-fea80e32bf47_story.htmlUnited States of AmericaRussian Federation

An unknown attacker gains control over the web domain of Classic Ether Wallet, a client-side wallet system for the Ethereum Classic (ETC) cryptocurrency, being able to phish credentials and redirect transactions. Based on reported cases, the hacker might have stolen nearly $300,000.https://www.bleepingcomputer.com/news/security/classic-ether-wallet-hacked-users-report-massive-losses/UndeterminedUndetermined

The largest bitcoin and ether exchange in South Korea by volume, Bithumb, is hacked. The losses could be in the billions of won.https://bravenewcoin.com/news/fourth-largest-bitcoin-exchange-bithumb-hacked-for-billions-of-won/Korea (the Republic of)Undetermined

The websites of numerous school districts in Ventura County go offline amid an attack able to redirect users to a group's webpage where pro-ISIS views were posted.https://www.databreaches.net/hackers-target-ventura-countys-office-of-education-web-system/United States of AmericaUndetermined

Motherboard reveals that millions of accounts for internet radio service 8tracks are being traded on the digital underground. The total number of affected accounts could be as high as 18 million.https://motherboard.vice.com/en_us/article/mbjm83/hacker-steals-millions-of-accounts-from-internet-radio-service-8tracksUnited States of AmericaUndetermined
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Threat actors deploy a tool, called NotPetya, with the purpose of encrypting data on victims' machines and rendering it unusable. The malware was spread through tax software that companies and individuals require for filing taxes in Ukraine and spread globally.ÃƒÂ‚Ã‚Â Australia, Estonia,ÃƒÂ‚Ã‚Â Denmark, Lithuania, Ukraine, the United Kingdom, and the United States issued statements attributing NotPetya to Russian state-sponsored actors.https://www.ukrinform.net/rubric-polytics/2255698-cyber-attack-on-ukrainian-government-and-corporate-networks-halted.htmlUkraine Russian Federation

Threat actors deploy a tool, called NotPetya, with the purpose of encrypting data on victims' machines and rendering it unusable. The malware was spread through tax software that companies and individuals require for filing taxes in Ukraine and spread globally.ÃƒÂ‚Ã‚Â Australia, Estonia,ÃƒÂ‚Ã‚Â Denmark, Lithuania, Ukraine, the United Kingdom, and the United States issued statements attributing NotPetya to Russian state-sponsored actors.https://www.straitstimes.com/asia/cyber-attack-reaches-asia-and-australia-as-new-targets-hit-by-ransomware-demandArgentina Russian Federation

Threat actors deploy a tool, called NotPetya, with the purpose of encrypting data on victims' machines and rendering it unusable. The malware was spread through tax software that companies and individuals require for filing taxes in Ukraine and spread globally.ÃƒÂ‚Ã‚Â Australia, Estonia,ÃƒÂ‚Ã‚Â Denmark, Lithuania, Ukraine, the United Kingdom, and the United States issued statements attributing NotPetya to Russian state-sponsored actors.https://nypost.com/2017/06/27/europe-cyberattack-also-breaches-merck-headquarters-in-us/United States of AmericaRussian Federation

Threat actors deploy a tool, called NotPetya, with the purpose of encrypting data on victims' machines and rendering it unusable. The malware was spread through tax software that companies and individuals require for filing taxes in Ukraine and spread globally.ÃƒÂ‚Ã‚Â Australia, Estonia,ÃƒÂ‚Ã‚Â Denmark, Lithuania, Ukraine, the United Kingdom, and the United States issued statements attributing NotPetya to Russian state-sponsored actors.https://www.leparisien.fr/high-tech/cyberattaque-le-logiciel-de-rancon-notpetya-a-touche-des-milliers-d-ordinateurs-28-06-2017-7094472.phpFrance Russian Federation

Threat actors deploy a tool, called NotPetya, with the purpose of encrypting data on victims' machines and rendering it unusable. The malware was spread through tax software that companies and individuals require for filing taxes in Ukraine and spread globally.ÃƒÂ‚Ã‚Â Australia, Estonia,ÃƒÂ‚Ã‚Â Denmark, Lithuania, Ukraine, the United Kingdom, and the United States issued statements attributing NotPetya to Russian state-sponsored actors.https://www.reuters.com/article/us-cyber-attack-idUSKBN19I1TDFrance Russian Federation

Threat actors deploy a tool, called NotPetya, with the purpose of encrypting data on victims' machines and rendering it unusable. The malware was spread through tax software that companies and individuals require for filing taxes in Ukraine and spread globally.ÃƒÂ‚Ã‚Â Australia, Estonia,ÃƒÂ‚Ã‚Â Denmark, Lithuania, Ukraine, the United Kingdom, and the United States issued statements attributing NotPetya to Russian state-sponsored actors.https://www.straitstimes.com/asia/cyber-attack-reaches-asia-and-australia-as-new-targets-hit-by-ransomware-demandDenmark Russian Federation

Threat actors deploy a tool, called NotPetya, with the purpose of encrypting data on victims' machines and rendering it unusable. The malware was spread through tax software that companies and individuals require for filing taxes in Ukraine and spread globally.ÃƒÂ‚Ã‚Â Australia, Estonia,ÃƒÂ‚Ã‚Â Denmark, Lithuania, Ukraine, the United Kingdom, and the United States issued statements attributing NotPetya to Russian state-sponsored actors.https://www.nytimes.com/2017/06/27/technology/ransomware-hackers.htmlUnited Kingdom of Great Britain and Northern IrelandRussian Federation

Threat actors deploy a tool, called NotPetya, with the purpose of encrypting data on victims' machines and rendering it unusable. The malware was spread through tax software that companies and individuals require for filing taxes in Ukraine and spread globally.ÃƒÂ‚Ã‚Â Australia, Estonia,ÃƒÂ‚Ã‚Â Denmark, Lithuania, Ukraine, the United Kingdom, and the United States issued statements attributing NotPetya to Russian state-sponsored actors.https://www.offshore-energy.biz/report-maersk-rosneft-hit-by-cyberattack/Russian FederationRussian Federation

Ohio Gov. John Kasich's website is hacked, appearing to show pro-ISIS propaganda. Ohio first lady Karen Kasich's website, along with the Ohio Department of Rehabilitation and Corrections website, are also hacked.http://thehill.com/policy/cybersecurity/339395-kasichs-website-hacked-with-what-appears-to-be-pro-isis-messagesUnited States of AmericaAlgeria

Up to 90 email accounts are compromised amid a brute-force cyber-attack on UK Parliament.https://www.theguardian.com/world/2017/oct/14/iran-to-blame-for-cyber-attack-on-mps-emails-british-intelligenceUnited Kingdom of Great Britain and Northern IrelandUndetermined

A massive trove of Microsoft's internal Windows 10 operating system builds and portions of its core source code (a total of 32TB) are leaked online.https://www.theregister.co.uk/2017/06/23/windows_10_leak/United States of AmericaUndetermined

New details emerge about the alleged hacks before the 2016 elections. Ken Menzel, general counsel of the State Board of Elections, reveals that nearly 90,000 records containing personal information were accessed by Russian hackers, with 90 percent of those records containing some kind of personal information.http://nymag.com/selectall/2017/06/hackers-successfully-altered-voter-data-in-2016-election.htmlUnited States of AmericaRussian Federation

Cleveland Medical Associates reveals the details of a ransomware attack that happened on April 21, 2017.https://www.databreaches.net/cleveland-medical-associates-tells-patients-of-ransomware-incident/United States of AmericaUndetermined

Airway Oxygen notifies that a ransomware attack in mid-April resulted in the compromise of data belonging to 550,000 customers and employees.https://www.databreaches.net/airway-oxygen-notifies-500000-patients-after-ransomware-attack/United States of AmericaUndetermined

British police announces to have arrested two suspects part of an international group that hacked into Microsoft's network.https://www.bleepingcomputer.com/news/security/two-men-arrested-for-hacking-microsoft/United States of AmericaUndetermined

A hacking group called CyberTeam claims responsibility for a DDoS attack against Skype.https://www.scmagazine.com/hacking-group-cyberteam-claiming-responsibility-for-skype-outage-threatens-steam/article/670258/United States of AmericaUndetermined

Jeanette Manfra of the Department of Homeland Security (DHS), during her testimony before a Senate panel, reveals that Russian hackers targeted election systems in 21 US states during last year's campaign.http://www.bbc.co.uk/news/world-us-canada-40357357United States of AmericaUndetermined

A hacker calling himself Vigilance hacks a database belonging to the Minnesota state government, and steals about 1,400 email addresses and passwords.https://motherboard.vice.com/en_us/article/ywzje5/hacktivist-breaks-into-minnesota-government-databases-to-protest-philando-castile-verdictUnited States of AmericaUnited States of America

Lori Sattler, a state Supreme Court judge, is scammed out of more than $1 million after being fooled by an email she thought had been sent by her real estate lawyer, sending the money to an account to Commerce Bank of China.http://www.nydailynews.com/new-york/state-supreme-court-judge-loses-1m-real-estate-email-scam-article-1.3263091United States of AmericaUndetermined

A threat actor targeted individuals who were political critics and business rivals of Ricardo Martinelli, president of Panama between 2009 and 2014, for espionage purposes. The threat actor uses the Pegasus tool, created by the NSO Group. One of the victims is Col. Richard Downie (ret.), the former director of the Center for Hemispheric Studies at the National Defense University. He worked on the 2014 presidential campaign of Juan Carlos Navarro.https://www.univision.com/univision-news/latin-america/exclusive-panamas-ex-president-wiretapped-americans-according-to-court-documentsPanama Panama

A threat actor targeted individuals who were political critics and business rivals of Ricardo Martinelli, president of Panama between 2009 and 2014, for espionage purposes. The threat actor uses the Pegasus tool, created by the NSO Group. One of the victims is Christian Ferry, a political consultant who advised the 2014 campaign of Martinelli's successor: Juan Carlos Varela.https://www.univision.com/univision-news/latin-america/exclusive-panamas-ex-president-wiretapped-americans-according-to-court-documentsPanama Panama

Argentina's army says that its website has been hacked and images purported to be of members of the Islamic State militant group were posted on it.http://www.reuters.com/article/us-argentina-security-idUSKBN19A2R7Argentina Undetermined

A South Korean Web-hosting service provider, Nayana, agrees to pay $1 million to a ransomware operation that encrypted data stored on 153 Linux servers and 3,400 customer websites via the Erebus ransomware.https://arstechnica.co.uk/security/2017/06/web-host-agrees-to-pay-1m-after-its-hit-by-linux-targeting-ransomware/Korea (the Republic of)Undetermined



It looks like two months before the U.S. Presidential Elections. MoRo, a group of hackers from Morocco allegedly tried to hack the US voting systems. In an attempt, they hacked four school districts from Florida, including the Miami-Dade School District.http://www.miamiherald.com/news/local/education/article156544589.htmlUnited States of AmericaUndetermined

The Buckle Inc., a clothier that operates more than 450 stores in 44 U.S. states, discloses that its retail locations have been hit by malicious software designed to steal customer credit card data.https://krebsonsecurity.com/2017/06/credit-card-breach-at-buckle-stores/United States of AmericaUndetermined

The Ulster University is also hit by ransomware.https://www.infosecurity-magazine.com/news/ulster-university-also-suffered/United Kingdom of Great Britain and Northern IrelandUndetermined

University College London is hit by a "major" ransomware attack which brings down its shared drives and student management system. The attack also leads to a number of hospital trusts suspending their email servers as a precautionary measure, in an attempt to prevent the repetition of last month's damaging WannaCry epidemic.https://www.theguardian.com/technology/2017/jun/15/university-college-london-hit-by-ransomware-attack-hospitals-email-phishingUnited Kingdom of Great Britain and Northern IrelandUndetermined

Bitfinex, the world's largest US dollar-based Bitcoin exchange, is still suffering from the effects of a DDoS attack on its systems earlier this week, rendering IOTA deposits unavailable for users.https://www.infosecurity-magazine.com/news/worlds-largest-bitcoin-exchange/China Undetermined

Waverly Health Center is hit by ransomware, causing the medical facility to shut down their IT systems.http://techtalk.pcpitstop.com/2017/06/19/iowan-hospital-infected-ransomware/United States of AmericaUndetermined

Motherboard reveals that hackers made off with 6 million user accounts for CashCrate, a site where users can be paid to complete online surveys.https://motherboard.vice.com/en_us/article/bj8pvq/hackers-steal-6-million-user-accounts-for-cash-for-surveys-siteUnited States of AmericaUndetermined

ATMs in India are under attack via Rufus, a Chinese malware targeting cash machines running outdated Windows XP.http://www.dailymail.co.uk/indiahome/indianews/article-4605014/Cyber-crooks-use-XP-malware-clean-cash-machines.htmlIndia Undetermined

New investigations reveal that Russia's cyberattack on the U.S. electoral system before Donald Trump's election was far more widespread than publicly revealed, including incursions into voter databases and software systems in almost twice as many states as previously reported.https://www.bloomberg.com/news/articles/2017-06-13/russian-breach-of-39-states-threatens-future-u-s-electionsUnited States of AmericaUndetermined

Legitimate news sites listed on Google News replace articles with spam ads for drugs and dating sites. The incident occurred after two online wine magazine (Palate Press and the Boyne City Gazette) were hacked.http://www.ibtimes.co.uk/google-news-has-been-hijacked-by-drugs-dating-site-spam-ads-1626068United States of AmericaUndetermined

Ohio-based Select Restaurant chain reports it suffered a point-of-sale breach during which customer payment card information was compromised. The breach took place between October 36, 2016 and February 3, 2017 at 12 of the company's restaurants.https://www.scmagazine.com/select-restaurant-chain-hit-with-pos-data-breach/article/668407/United States of AmericaUndetermined

CD Projekt Red, the Polish studio maker behind the popular The Witcher 3 RPG, suffers a data breach and the attacker is holding the company for ransom, threatening to release stolen files if the game maker doesn't pay an undisclosed sum of money.https://www.bleepingcomputer.com/news/security/game-studio-behind-witcher-3-held-for-ransom-over-stolen-files/Poland Undetermined

The websites and digital platforms of Al Jazeera Media Network are undergoing "systematic and continual hacking attempts". Internal sources reveal that the network is facing a DDoS attack.http://www.aljazeera.com/news/2017/06/al-jazeera-media-platforms-cyberattack-170608170600837.htmlQatar Undetermined

The father-in-law of celebrity chef Gordon Ramsay is jailed for six months after pleading guilty to attempting to hack into his computer to steal financial information and 'dirty' secrets on the star for the hacking plot to crack into Ramsay's private email.http://www.ibtimes.co.uk/gordon-ramsays-father-law-jailed-six-months-hacking-chefs-computer-1625253United Kingdom of Great Britain and Northern IrelandUnited Kingdom of Great Britain and Northern Ireland

Southern Oregon University announces that it is the latest organization to fall victim to a business email compromise (BEC) attack after fraudsters tricked the educational establishment into transferring money into a bank account under their control.https://www.tripwire.com/state-of-security/security-data-protection/single-email-stole-1-9-million-southern-oregon-university/United States of AmericaUndetermined

Security firm FireEye reveals the details of a wave of attacks targeting Montenegro using spear-phishing, after its decision to join NATO.https://www.theregister.co.uk/2017/06/06/russian_hackers_target_montenegro/MontenegroRussian Federation

APT28 has targeted the Romanian Ministry of Foreign Affairs with phishing emails by spoofing a NATO email address.https://www.cyberscoop.com/dnc-hackers-impersonated-nato-attempt-hack-romanian-government/Romania Russian Federation

A new report reveals that Russian military intelligence executed a cyberattack on at least one U.S. voting software supplier and sent spear-phishing emails to 122 local election officials just days before last November's presidential election.https://theintercept.com/2017/06/05/top-secret-nsa-report-details-russian-hacking-effort-days-before-2016-election/United States of AmericaUndetermined

BTC-E.com, the popular Bitcoin and Litecoin exchange platform is the target of a DDoS Attack.https://www.hackread.com/bitcoin-litecoin-exchange-suffer-ddos-attacks/Russian FederationUndetermined

The Dark Overlord, which recently leaked ten episodes of Netflix's "Orange is the New Black" makes a resurgence, releasing on the Pirate Bay a selection of eight episodes from ABC's upcoming network television show "Steve Harvey's Funderdome".http://www.ibtimes.co.uk/netflix-hackers-return-eight-episodes-unaired-abc-show-leaked-pirate-bay-1624802United States of AmericaUnited Kingdom of Great Britain and Northern Ireland

Hotels.com sends an email to some customers advising that their username, password, email address, and the last four digits of stored credit card numbers were potentially stolen last month (between may 22 and 29).http://www.irishexaminer.com/business/data-breach-affects-irish-users-of-global-hotel-website-451636.htmlUnited States of AmericaUndetermined

Hackers suspected of breaching a popular South Korean mobile app and stealing the personal data of more than 990,000 are arrested by local police in Korea.https://www.databreaches.net/hackers-in-south-korea-arrested-after-breach-of-hotel-app/Korea (the Republic of)Undetermined

A phishing scam in December 2016 resulted in a data breach at the University of Alaska, affecting around 25,000 students, staff and faculty members.https://www.scmagazine.com/phishing-scam-compromises-data-on-25000-individuals-at-university-of-alaska/article/665470/United States of AmericaUndetermined

For almost four months, one of Stanford's subdomains (Paul F. Glenn Center for the Biology of Aging at Stanford University) has been compromised and used for hosting web shells, mailers, and other types of web malware.https://www.bleepingcomputer.com/news/security/stanford-university-site-hosted-malware-for-months/United States of AmericaUndetermined

Qnect, a Sydney startup has its customer data stolen with the hackers threatening to publish the information unless bitcoins are paid out.https://www.businessinsider.com.au/the-federal-police-were-called-after-a-sydney-startup-was-hacked-and-blackmailed-2017-5Australia Undetermined

OneLogin reveals the details about an attack on its systems, confirming that a "threat actor" has accessed database tables including "information about users, apps, and various types of keys." The attacker was been able to rifle through OneLogin's infrastructure for seven hours.https://arstechnica.com/security/2017/06/onelogin-data-breach-compromised-decrypted/United States of AmericaUndetermined

For the second time in less than three years, Kmart Stores suffers a malware-based security breach of its store credit card processing systems.https://krebsonsecurity.com/2017/05/credit-card-breach-at-kmart-stores-again/United States of AmericaUndetermined

Liverpool One shopping centre is forced to shut down a slew of digital billboards after an unknown hacker tampers with the signage.http://www.bbc.co.uk/news/technology-40092037United Kingdom of Great Britain and Northern IrelandUndetermined

Financial services company Old Mutual has notified its customers of a data breach, after it detected unauthorised entry to one of its systems which led to some personal customer information being accessed.https://businesstech.co.za/news/banking/177021/old-mutual-targeted-in-data-breach/South AfricaUndetermined

Someone hacks a road sign in Houston with a message against Donald Trump.https://www.hackread.com/road-sign-hacked-with-impeach-trump-message/United States of AmericaUndetermined

Fast Health reports a security breach that could affect over 700 of their patients, when a third-party altered a code on their server, stealing the credit card information of close to 700 customers who paid bills online from January 14, 2016 to December 20, 2016.https://www.databreaches.net/fast-health-in-tehachapi-suffers-security-breach/United States of AmericaUndetermined

A phishing attack hits Augusta University faculty email accounts containing the health information of patients.https://www.databreaches.net/ga-investigation-into-phishing-attack-at-augusta-university/United States of AmericaUndetermined

The personal and medical information of more than 1,000 Prairie Mountain Health patients are at risk after an internal website is hacked.http://www.brandonsun.com/breaking-news/website-hack-exposed-pmhpatients-personal-medical-info-424721963.htmlUnited States of AmericaUndetermined

The Wooster-Ashland Regional Council of Governments computer network is hacked and more than 200,000 records in are compromised.https://www.databreaches.net/ohio-police-fire-dispatch-center-hacked/United States of AmericaUndetermined

ABC News reveals that the FBI is investigating an attempted overseas cyberattack against the Trump Organization, summoning President Donald Trump's sons, Don Jr. and Eric, for an emergency session with the bureau's cybersecurity agents and representatives.http://abcnews.go.com/Politics/fbi-probing-attempted-hack-trump-organization-officials/story?id=47652150United States of AmericaUndetermined

The Mexican government is suspected of using NSO Group spyware to compromise the personal devices of journalists, lawyers, activists, scientists, politicians, and civil society organizations. One of the victims is Ismael Borquez, the director of R Doce and a colleague of Javier Valdez. Valdez was killed in May 2017 and was investigating organized crime in the state of Sinaloa.https://citizenlab.ca/2018/11/mexican-journalists-investigating-cartels-targeted-nso-spyware-following-assassination-colleague/Mexico Undetermined

UW Health says that 2,036 patients had information compromised after an employee's email account was used by an unauthorized user on March 28, 2017.http://www.wbay.com/content/news/UW-Health-information-on-2036-patients-compromised-424454484.htmlUnited States of AmericaUndetermined

The website of Harvard's 144-year-old newspaper is defaced and posts fake stories and an altered picture of Facebook CEO Mark Zuckerberg (who was visiting the institution).http://gizmodo.com/harvards-student-paper-is-drunk-and-taking-potshots-at-1795550748United States of AmericaUndetermined

The Mexican government is suspected of using NSO Group spyware to compromise the personal devices of journalists, lawyers, activists, scientists, politicians, and civil society organizations. One of the victims is Ismael Borquez, the director of R Doce and a colleague of Javier Valdez. Valdez was killed in May 2017 and was investigating organized crime in the state of Sinaloa.https://citizenlab.ca/2019/03/nso-spyware-slain-journalists-wife/Mexico Undetermined

Unknown hackers break into the website of the Qatar state-run news agency and publish a fake story quoting the ruling emir making comments that expressed support for Iran, Israel, Hezbollah and Hamas. The agency's Twitter feed is also compromised posting fake quotes from Qatar's foreign minister alleging a plot against the country by other Arab nations. US intelligence believes the hack was carried out by the United Arab Emirates.https://www.washingtonpost.com/world/national-security/uae-hacked-qatari-government-sites-sparking-regional-upheaval-according-to-us-intelligence-officials/2017/07/16/00c46e54-698f-11e7-8eb5-cbccc2e7bfbf_story.html?utm_term=.1fed4b000ad2Qatar United Arab Emirates

Unknown hackers break into the website of the Qatar state-run news agency and publish a fake story quoting the ruling emir making comments that expressed support for Iran, Israel, Hezbollah and Hamas. The agency's Twitter feed is also compromised posting fake quotes from Qatar's foreign minister alleging a plot against the country by other Arab nations. US intelligence believes the hack was carried out by the United Arab Emirates.https://www.washingtonpost.com/world/national-security/uae-hacked-qatari-government-sites-sparking-regional-upheaval-according-to-us-intelligence-officials/2017/07/16/00c46e54-698f-11e7-8eb5-cbccc2e7bfbf_story.html?utm_term=.1fed4b000ad2Qatar United Arab Emirates

Florida officials reveal that hackers may have stolen the names of over 16,000 people who have concealed weapon permits in the state. The breach occurred two weeks ago through its online payment system, which processes payments for customers' permits and other applications.http://www.ibtimes.co.uk/massive-data-breach-exposes-over-16000-concealed-weapons-permit-holders-florida-1622952United States of AmericaUndetermined

Salem State University officials apologize after several racist tweets (against Black Lives Matter) were sent out when the school's Twitter account was hacked (@SalemState).http://boston.cbslocal.com/2017/05/20/salem-state-racist-tweets-donald-trump/United States of AmericaUndetermined

Police investigate a major privacy breach at Blackburn High School, which saw the personal information of families, including their phone numbers, addresses and Medicare details, published online.http://www.theage.com.au/victoria/blackburn-high-school-families-details-illegally-downloaded-in-targeted-attack-20170524-gwbsc9.htmlAustralia Undetermined

A Times report suggests that Russia may have used Twitter as a tool of international espionage: agents of the Russian government could have sent malware-laced Twitter messages to more than 10,000 employees of the US Department of Defense.https://www.theverge.com/2017/5/18/15658300/russia-hacking-twitter-bots-pentagon-putin-electionUnited States of AmericaUndetermined

UCLA reports a cyberattack against a Summer Sessions & International Education Office server that contains personal information provided by students. The attack happened on May 18 and affects potentially up to 32,000 students.https://dailybruin.com/2017/08/04/cyberattack-on-ucla-server-potentially-breaches-student-informationUnited States of AmericaUndetermined

Muslim focused site PureMatrimony.com says it has informed its users of an apparent data breach, and asked them to reset their passwords. 120,000 accounts are compromised.https://www.vice.com/en_us/article/z4j5nx/muslim-dating-site-pure-matrimony-reset-your-passwordsUnited States of AmericaUndetermined

Apple app maker Panic's CEO Steven Frank says he mistakenly downloaded the malware-laced DVD-ripping app HandBrake resulting in some of the company's source code being stolen.https://www.scmagazine.com/panic-ceo-pwned-has-company-source-code-stolen/article/662674/United States of AmericaUndetermined

Equifax reveals the details of an unauthorized access to customers' employee tax records happened that between April 17, 2016 and March 29, 2017. The list of victims includes including defense contractor giant Northrop Grumman; staffing firm Allegis Group; Saint-Gobain Corp.; Erickson Living; and the University of Louisville.https://krebsonsecurity.com/2017/05/fraudsters-exploited-lax-security-at-equifaxs-talx-payroll-division/United States of AmericaUndetermined

The popular font sharing site DaFont.com is hacked, exposing the site's entire database of 699,464 user accounts.http://www.zdnet.com/article/font-sharing-site-dafont-hacked-thousands-of-accounts-stolen/United States of AmericaUndetermined

The Telegraph reveals that members of UK Parliament have been deliberately targeted by hackers trying to break into online accounts, earlier this year.http://www.telegraph.co.uk/news/2017/05/17/mystery-cyber-attackers-targeted-mps-earlier-year-security-officials/United Kingdom of Great Britain and Northern IrelandUndetermined

The Mexican government is suspected of using NSO Group spyware to compromise the personal devices of journalists, lawyers, activists, scientists, politicians, and civil society organizations. One of the victims is Andres Villarreal, a journalist at RÃƒÂ‚Ã‚Â-o Doce and a colleague of Javier Valdez. Valdez was killed in May 2017 and was investigating organized crime in the state of Sinaloa.https://citizenlab.ca/2018/11/mexican-journalists-investigating-cartels-targeted-nso-spyware-following-assassination-colleague/Mexico Undetermined

Zomato, the popular restaurant and event listing service, is hacked and 17 million accounts are listed for sale on the dark web. The data on sale includes emails and hashed passwords of Zomato users, but the company said no payment or credit card data was not affected.https://www.hackread.com/zomato-hacked-17-million-accounts-sold-on-dark-web/India Undetermined

A month after discovering a computer server breach that may have compromised personal information for about 23,000 people, the University of New Mexico Foundation begins sending notification letters about the incident.https://www.databreaches.net/university-of-new-mexico-foundation-notifies-community-of-data-breach/United States of AmericaUndetermined

Bell Canada says that 1.9 million customer account details have been stolen by unknown hackers, although no payment card numbers or passwords have been taken.https://www.theregister.co.uk/2017/05/16/bell_canada_quieting_fears_post_data_heist/Canada Undetermined



TrapX reveals to have repelled an attack against an unnamed military contractor carried on by Iranian hackers using a Russian Toolset.https://www.nytimes.com/2017/05/15/technology/web-defenders-detect-russian-hand-in-iranians-hacking-attempt.html?_r=0United States of AmericaIran (Islamic Republic of)

DocuSign acknowledges that a series of recent malware phishing attacks targeting its customers and users was the result of a data breach at one of its computer systems.https://krebsonsecurity.com/2017/05/breach-at-docusign-led-to-targeted-email-malware-campaign/United States of AmericaUndetermined

Vietnamese threat actor Ocean Lotus has released documents stolen from the Philippine government including a transcript of a phone call between President Duterte and President Trump.https://www.cyberscoop.com/apt-32-trump-duterte-hacking-xi-jinping-vietnam/PhilippinesViet Nam

Reports emerge that two Singapore universities suffered APT (advanced persistent threat) attacks last month, with the attackers specifically targeting government and research data.http://www.zdnet.com/article/singapore-university-breaches-reveal-wider-attack-surface-to-safeguard/Singapore Undetermined

U.S. clothing company Brooks Brothers reveals that payment card information of certain customers was compromised at some of its retail locations in the United States and Puerto Rico over 11 months until March.http://www.reuters.com/article/us-brooks-brothers-cyber-idUSKBN1882QUUnited States of AmericaUndetermined

Reports emerge that two Singapore universities suffered APT (advanced persistent threat) attacks last month, with the attackers specifically targeting government and research data.http://www.zdnet.com/article/singapore-university-breaches-reveal-wider-attack-surface-to-safeguard/Singapore Undetermined

A threat actor used a tool called WannaCry to encrypt data in compromised networks, and intended to provide the victims with theÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â decryption key only after a ransom had been paid. The threat actors used an exploit, called EternalBlue--first discovered by the U.S. National Security Agency--to propagate WannaCry in organizations using the Windows operating system.https://www.opovo.com.br/jornal/economia/2017/05/wannacry-no-brasil-e-no-mundo.htmlBrazil Afghanistan
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A threat actor used a tool called WannaCry to encrypt data in compromised networks, and intended to provide the victims with theÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â decryption key only after a ransom had been paid. The threat actors used an exploit, called EternalBlue--first discovered by the U.S. National Security Agency--to propagate WannaCry in organizations using the Windows operating system.https://milano.repubblica.it/cronaca/2017/05/12/news/milano_virus_ransomware_universita_bicocca-165302056/Italy Afghanistan
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A threat actor used a tool called WannaCry to encrypt data in compromised networks, and intended to provide the victims with theÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â decryption key only after a ransom had been paid. The threat actors used an exploit, called EternalBlue--first discovered by the U.S. National Security Agency--to propagate WannaCry in organizations using the Windows operating system.https://www.bankinfosecurity.com/chipmaker-tsmc-wannacry-attack-could-cost-us170-million-a-11285Taiwan (Province of China)Afghanistan
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A threat actor used a tool called WannaCry to encrypt data in compromised networks, and intended to provide the victims with theÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â decryption key only after a ransom had been paid. The threat actors used an exploit, called EternalBlue--first discovered by the U.S. National Security Agency--to propagate WannaCry in organizations using the Windows operating system.https://www.straitstimes.com/world/organisations-hit-by-global-cyberattackChina Afghanistan

A threat actor used a tool called WannaCry to encrypt data in compromised networks, and intended to provide the victims with theÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â decryption key only after a ransom had been paid. The threat actors used an exploit, called EternalBlue--first discovered by the U.S. National Security Agency--to propagate WannaCry in organizations using the Windows operating system.https://www.ndtv.com/india-news/ransomware-wannacry-surfaces-in-kerala-bengal-10-facts-1693806India Afghanistan
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A threat actor used a tool called WannaCry to encrypt data in compromised networks, and intended to provide the victims with theÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â decryption key only after a ransom had been paid. The threat actors used an exploit, called EternalBlue--first discovered by the U.S. National Security Agency--to propagate WannaCry in organizations using the Windows operating system.https://www.opovo.com.br/jornal/economia/2017/05/wannacry-no-brasil-e-no-mundo.htmlBrazil Afghanistan

A threat actor used a tool called WannaCry to encrypt data in compromised networks, and intended to provide the victims with theÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â decryption key only after a ransom had been paid. The threat actors used an exploit, called EternalBlue--first discovered by the U.S. National Security Agency--to propagate WannaCry in organizations using the Windows operating system.https://www.nu.nl/internet/4691349/parkeerbedrijf-q-park-kampt-nog-steeds-met-ransomware-aanval.html?redirect=1NetherlandsAfghanistan

A threat actor used a tool called WannaCry to encrypt data in compromised networks, and intended to provide the victims with theÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â decryption key only after a ransom had been paid. The threat actors used an exploit, called EternalBlue--first discovered by the U.S. National Security Agency--to propagate WannaCry in organizations using the Windows operating system.https://www.radioinfo.com.au/news/ransomware-infects-narrowcast-radio-stationAustralia Afghanistan

A threat actor used a tool called WannaCry to encrypt data in compromised networks, and intended to provide the victims with theÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â decryption key only after a ransom had been paid. The threat actors used an exploit, called EternalBlue--first discovered by the U.S. National Security Agency--to propagate WannaCry in organizations using the Windows operating system.https://www.haz.de/Nachrichten/Wirtschaft/Deutschland-Welt/WannaCry-Kundendienst-von-O2-ausgefallenGermany Afghanistan

A threat actor used a tool called WannaCry to encrypt data in compromised networks, and intended to provide the victims with theÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â decryption key only after a ransom had been paid. The threat actors used an exploit, called EternalBlue--first discovered by the U.S. National Security Agency--to propagate WannaCry in organizations using the Windows operating system.https://thehill.com/blogs/pundits-blog/technology/333506-havoc-wrought-by-wannacry-ransomware-might-be-just-theChile Afghanistan

A threat actor used a tool called WannaCry to encrypt data in compromised networks, and intended to provide the victims with theÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â decryption key only after a ransom had been paid. The threat actors used an exploit, called EternalBlue--first discovered by the U.S. National Security Agency--to propagate WannaCry in organizations using the Windows operating system.https://www.nu.nl/internet/4706262/laks-tweede-nederlandse-slachtoffer-ransomware-wannacry.htmlNetherlandsAfghanistan

A threat actor used a tool called WannaCry to encrypt data in compromised networks, and intended to provide the victims with theÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â decryption key only after a ransom had been paid. The threat actors used an exploit, called EternalBlue--first discovered by the U.S. National Security Agency--to propagate WannaCry in organizations using the Windows operating system.https://www.thestar.com/news/canada/2017/05/13/ontario-health-ministry-on-high-alert-amid-global-cyberattack.htmlCanada Afghanistan
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A threat actor used a tool called WannaCry to encrypt data in compromised networks, and intended to provide the victims with theÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â decryption key only after a ransom had been paid. The threat actors used an exploit, called EternalBlue--first discovered by the U.S. National Security Agency--to propagate WannaCry in organizations using the Windows operating system.https://www.avast.com/c-wannacryChina Afghanistan
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A threat actor used a tool called WannaCry to encrypt data in compromised networks, and intended to provide the victims with theÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â decryption key only after a ransom had been paid. The threat actors used an exploit, called EternalBlue--first discovered by the U.S. National Security Agency--to propagate WannaCry in organizations using the Windows operating system.https://www.blognone.com/node/92406Thailand Afghanistan
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A threat actor used a tool called WannaCry to encrypt data in compromised networks, and intended to provide the victims with theÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â decryption key only after a ransom had been paid. The threat actors used an exploit, called EternalBlue--first discovered by the U.S. National Security Agency--to propagate WannaCry in organizations using the Windows operating system.https://www.manufacturing.net/home/news/13160665/the-latest-global-cyberattack-hits-brazils-systemsBrazil Afghanistan

Message Manipulation; Data Attackhttps://www.dataprotectionreport.com/2017/05/wannacry-ransomware-attack-summary/Singapore Afghanistan

Message Manipulation; Data Attackhttps://www.dataprotectionreport.com/2017/05/wannacry-ransomware-attack-summary/Singapore Afghanistan

A threat actor used a tool called WannaCry to encrypt data in compromised networks, and intended to provide the victims with theÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â decryption key only after a ransom had been paid. The threat actors used an exploit, called EternalBlue--first discovered by the U.S. National Security Agency--to propagate WannaCry in organizations using the Windows operating system.https://www.dataprotectionreport.com/2017/05/wannacry-ransomware-attack-summary/Sweden Afghanistan

A threat actor used a tool called WannaCry to encrypt data in compromised networks, and intended to provide the victims with theÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â decryption key only after a ransom had been paid. The threat actors used an exploit, called EternalBlue--first discovered by the U.S. National Security Agency--to propagate WannaCry in organizations using the Windows operating system. The Russian Central Bank detected an attack on its systems, but was able to thwart it.https://www.dataprotectionreport.com/2017/05/wannacry-ransomware-attack-summary/Russian FederationAfghanistan

A threat actor used a tool called WannaCry to encrypt data in compromised networks, and intended to provide the victims with theÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â decryption key only after a ransom had been paid. The threat actors used an exploit, called EternalBlue--first discovered by the U.S. National Security Agency--to propagate WannaCry in organizations using the Windows operating system.https://www.dataprotectionreport.com/2017/05/wannacry-ransomware-attack-summary/China Afghanistan

A threat actor used a tool called WannaCry to encrypt data in compromised networks, and intended to provide the victims with theÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â decryption key only after a ransom had been paid. The threat actors used an exploit, called EternalBlue--first discovered by the U.S. National Security Agency--to propagate WannaCry in organizations using the Windows operating system.https://www.dataprotectionreport.com/2017/05/wannacry-ransomware-attack-summary/Russian FederationAfghanistan

A threat actor used a tool called WannaCry to encrypt data in compromised networks, and intended to provide the victims with theÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â decryption key only after a ransom had been paid. The threat actors used an exploit, called EternalBlue--first discovered by the U.S. National Security Agency--to propagate WannaCry in organizations using the Windows operating system.https://www.dataprotectionreport.com/2017/05/wannacry-ransomware-attack-summary/Hungary Afghanistan

A threat actor used a tool called WannaCry to encrypt data in compromised networks, and intended to provide the victims with theÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â decryption key only after a ransom had been paid. The threat actors used an exploit, called EternalBlue--first discovered by the U.S. National Security Agency--to propagate WannaCry in organizations using the Windows operating system.https://www.dataprotectionreport.com/2017/05/wannacry-ransomware-attack-summary/Portugal Afghanistan

A threat actor used a tool called WannaCry to encrypt data in compromised networks, and intended to provide the victims with theÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â decryption key only after a ransom had been paid. The threat actors used an exploit, called EternalBlue--first discovered by the U.S. National Security Agency--to propagate WannaCry in organizations using the Windows operating system.https://www.dataprotectionreport.com/2017/05/wannacry-ransomware-attack-summary/Brazil Afghanistan

A threat actor used a tool called WannaCry to encrypt data in compromised networks, and intended to provide the victims with theÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â decryption key only after a ransom had been paid. The threat actors used an exploit, called EternalBlue--first discovered by the U.S. National Security Agency--to propagate WannaCry in organizations using the Windows operating system.https://www.dataprotectionreport.com/2017/05/wannacry-ransomware-attack-summary/India Afghanistan

A threat actor used a tool called WannaCry to encrypt data in compromised networks, and intended to provide the victims with theÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â decryption key only after a ransom had been paid. The threat actors used an exploit, called EternalBlue--first discovered by the U.S. National Security Agency--to propagate WannaCry in organizations using the Windows operating system.https://www.bbc.com/news/world-39919255Spain Afghanistan

A threat actor used a tool called WannaCry to encrypt data in compromised networks, and intended to provide the victims with theÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â decryption key only after a ransom had been paid. The threat actors used an exploit, called EternalBlue--first discovered by the U.S. National Security Agency--to propagate WannaCry in organizations using the Windows operating system.https://www.bbc.com/news/world-39919254Spain Afghanistan

A threat actor used a tool called WannaCry to encrypt data in compromised networks, and intended to provide the victims with theÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â decryption key only after a ransom had been paid. The threat actors used an exploit, called EternalBlue--first discovered by the U.S. National Security Agency--to propagate WannaCry in organizations using the Windows operating system.https://www.bbc.com/news/world-39919253India Afghanistan

A threat actor used a tool called WannaCry to encrypt data in compromised networks, and intended to provide the victims with theÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â decryption key only after a ransom had been paid. The threat actors used an exploit, called EternalBlue--first discovered by the U.S. National Security Agency--to propagate WannaCry in organizations using the Windows operating system.https://www.bbc.com/news/world-39919252Indonesia Afghanistan

A threat actor used a tool called WannaCry to encrypt data in compromised networks, and intended to provide the victims with theÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â decryption key only after a ransom had been paid. The threat actors used an exploit, called EternalBlue--first discovered by the U.S. National Security Agency--to propagate WannaCry in organizations using the Windows operating system.https://www.bbc.com/news/world-39919251UndeterminedAfghanistan



A threat actor used a tool called WannaCry to encrypt data in compromised networks, and intended to provide the victims with theÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â decryption key only after a ransom had been paid. The threat actors used an exploit, called EternalBlue--first discovered by the U.S. National Security Agency--to propagate WannaCry in organizations using the Windows operating system.https://www.bbc.com/news/world-39919250Russian FederationAfghanistan

A threat actor used a tool called WannaCry to encrypt data in compromised networks, and intended to provide the victims with theÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â decryption key only after a ransom had been paid. The threat actors used an exploit, called EternalBlue--first discovered by the U.S. National Security Agency--to propagate WannaCry in organizations using the Windows operating system.https://www.bbc.com/news/world-39919249Russian FederationAfghanistan

A threat actor used a tool called WannaCry to encrypt data in compromised networks, and intended to provide the victims with theÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â decryption key only after a ransom had been paid. The threat actors used an exploit, called EternalBlue--first discovered by the U.S. National Security Agency--to propagate WannaCry in organizations using the Windows operating system.https://www.reuters.com/article/us-cyber-attack-russia-cenbank/wannacry-cyber-attack-compromised-some-russian-banks-central-bank-idUSKCN18F16VRussian FederationAfghanistan

A threat actor used a tool called WannaCry to encrypt data in compromised networks, and intended to provide the victims with theÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â decryption key only after a ransom had been paid. The threat actors used an exploit, called EternalBlue--first discovered by the U.S. National Security Agency--to propagate WannaCry in organizations using the Windows operating system.https://www.reuters.com/article/us-cyber-attack-russia-cenbank/wannacry-cyber-attack-compromised-some-russian-banks-central-bank-idUSKCN18F16VRussian FederationAfghanistan

A threat actor used a tool called WannaCry to encrypt data in compromised networks, and intended to provide the victims with theÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â decryption key only after a ransom had been paid. The threat actors used an exploit, called EternalBlue--first discovered by the U.S. National Security Agency--to propagate WannaCry in organizations using the Windows operating system.https://www.bbc.com/news/world-39919249Japan Afghanistan

A threat actor used a tool called WannaCry to encrypt data in compromised networks, and intended to provide the victims with theÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â decryption key only after a ransom had been paid. The threat actors used an exploit, called EternalBlue--first discovered by the U.S. National Security Agency--to propagate WannaCry in organizations using the Windows operating system.https://www.bbc.com/news/world-39919249China Afghanistan

A threat actor used a tool called WannaCry to encrypt data in compromised networks, and intended to provide the victims with theÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â decryption key only after a ransom had been paid. The threat actors used an exploit, called EternalBlue--first discovered by the U.S. National Security Agency--to propagate WannaCry in organizations using the Windows operating system. The attack shut down a Nissan factory in Sunderland.https://www.bbc.com/news/world-39919249United Kingdom of Great Britain and Northern IrelandAfghanistan

A threat actor used a tool called WannaCry to encrypt data in compromised networks, and intended to provide the victims with theÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â decryption key only after a ransom had been paid. The threat actors used an exploit, called EternalBlue--first discovered by the U.S. National Security Agency--to propagate WannaCry in organizations using the Windows operating system. The attack shut down Renault operations in several countries.https://www.bbc.com/news/world-39919249France Afghanistan

A threat actor used a tool called WannaCry to encrypt data in compromised networks, and intended to provide the victims with theÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â decryption key only after a ransom had been paid. The threat actors used an exploit, called EternalBlue--first discovered by the U.S. National Security Agency--to propagate WannaCry in organizations using the Windows operating system.https://www.bbc.com/news/world-39919249Germany Afghanistan

A threat actor used a tool called WannaCry to encrypt data in compromised networks, and intended to provide the victims with theÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â decryption key only after a ransom had been paid. The threat actors used an exploit, called EternalBlue--first discovered by the U.S. National Security Agency--to propagate WannaCry in organizations using the Windows operating system.https://www.bbc.com/news/world-39919249Spain Afghanistan

A threat actor used a tool called WannaCry to encrypt data in compromised networks, and intended to provide the victims with theÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â decryption key only after a ransom had been paid. The threat actors used an exploit, called EternalBlue--first discovered by the U.S. National Security Agency--to propagate WannaCry in organizations using the Windows operating system.https://www.bbc.com/news/technology-40297493United Kingdom of Great Britain and Northern IrelandAfghanistan

A threat actor used a tool called WannaCry to encrypt data in compromised networks, and intended to provide the victims with theÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â decryption key only after a ransom had been paid. The threat actors used an exploit, called EternalBlue--first discovered by the U.S. National Security Agency--to propagate WannaCry in organizations using the Windows operating system.https://www.bbc.com/news/world-39919249United States of AmericaAfghanistan

Reuters reports that suspected Russia-backed hackers have launched exploratory cyber attacks against the energy networks of the Baltic states.http://www.reuters.com/article/us-baltics-cyber-insight-idUSKBN1871W5Lithuania Undetermined

Reuters reports that suspected Russia-backed hackers have launched exploratory cyber attacks against the energy networks of the Baltic states.http://www.reuters.com/article/us-baltics-cyber-insight-idUSKBN1871W5Latvia Undetermined

Ukrainian soldiers are hit by an ongoing campaign of propaganda-texting. The campaign is attributed to Russian forces equipped with cell site simulators (IMSI-catchers).https://apnews.com/9a564a5f64e847d1a50938035ea64b8f/Sinister-text-messages-reveal-high-tech-front-in-Ukraine-warUkraine Undetermined

Reuters reports that suspected Russia-backed hackers have launched exploratory cyber attacks against the energy networks of the Baltic states.http://www.reuters.com/article/us-baltics-cyber-insight-idUSKBN1871W5Estonia Undetermined

A hacker steals millions of user account details from popular education platform Edmodo, and the data is apparently for sale on the so-called dark web. The organization claims to have over 78 million members.https://motherboard.vice.com/en_us/article/hacker-steals-millions-of-user-account-details-from-education-platform-edmodoUnited States of AmericaUndetermined

A DDos attack against Cedexis knocks out several major French news websites including Le Monde and Le Figaro.http://www.ibtimes.co.uk/ddos-attack-knocks-out-major-french-news-sites-including-le-monde-le-figaro-1621040United States of AmericaUndetermined

The FCC website is hit by a DDoS Attack.https://www.theregister.co.uk/2017/05/09/fcc_ddos/United States of AmericaUndetermined

The network servers for Confluence Charter Schools are hacked, but school leadership say there is no evidence that student or employee data have been compromised.https://www.databreaches.net/confluence-charter-school-servers-are-hacked/United States of AmericaUndetermined

The French presidential candidate Emmanuel Macron is targeted by a "massive and coordinated" hacking attack, hours before voters go to the polls. Tens of thousands of internal emails and other documents (9Gb) are released online.https://www.theguardian.com/world/2017/may/06/emmanuel-macron-targeted-by-hackers-on-eve-of-french-electionFrance Undetermined

Malware infects the backend systems used by British high street chain Debenhams, and steals 26,000 people's personal information in the process. The hack happened after compromising the systems at Ecomnova, the firm that runs the Debenhams Flowers business, for more than six weeks.https://www.theregister.co.uk/2017/05/05/debenhams_flowers_breach/United Kingdom of Great Britain and Northern IrelandUndetermined

WWE divas Charlotte Flair and Victoria are the latest victims of the Celebgate leak.https://www.hackread.com/wwe-divas-charlotte-flair-victoria-leaked-photos/United States of AmericaUndetermined

TheDarkOverlord dumps 180,000 patients' records from 3 hacks. The victims are: Aesthetic Dentistry, OC Gastrocare, Tampa Bay Surgery Center.https://www.databreaches.net/thedarkoverlord-dumps-180000-patients-records-from-3-hacks/United States of AmericaUnited Kingdom of Great Britain and Northern Ireland

O2-Telefonica in Germany confirms to SÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¼ddeutsche Zeitung that some of its customers have had their bank accounts drained using a two-stage attack that exploits SS7.https://www.theregister.co.uk/2017/05/03/hackers_fire_up_ss7_flaw/Germany Undetermined

A group calling itself TuftsLeaks publishes documents online that contain sensitive financial information from Tufts. The leak includes department budgets, the salaries of thousands of staff and faculty and the ID numbers of student employees with salaries listed.https://www.databreaches.net/illinois-elections-board-offers-more-information-on-hacking-incident/United States of AmericaUndetermined

Fitchburg, Mass. city officials report that the Social Security numbers of 1,800 residents were compromised during a data breach that was discovered on April 14, but took place more than three years ago.https://www.scmagazine.com/fitchburg-mass-officials-discover-three-year-old-breach-affecting-1800/article/654317/United States of AmericaUndetermined

The popular DVD-ripping HandBrake app, is hacked to install a new variant of the Proton malware.http://www.ibtimes.co.uk/handbrake-mirror-download-server-hacked-serve-malware-mac-users-1620495France Undetermined

Travel industry giant Sabre Corp. disclosed what could be a significant breach of payment and customer data tied to bookings processed through a reservations system that serves more than 32,000 hotels and other lodging establishments.https://krebsonsecurity.com/2017/05/breach-at-sabre-corp-s-hospitality-unit/United States of AmericaUndetermined

Students and staff of Wellington's Victoria University have been warned their usernames and passwords may have been compromised following a data breach following an unauthorised access to the university's IT systems.http://www.stuff.co.nz/technology/92121891/student-data-potentially-compromised-after-victoria-university-it-system-hackedNew ZealandUndetermined

A phishing email attack potentially compromises the accounts of as many as 18,000 current and former employees of media company Gannett Co.https://www.usatoday.com/story/tech/news/2017/05/02/gannett-hit-email-phishing-attack/101200110/United States of AmericaUndetermined

DomainTools reveals that hundreds of fake website domains are being used by hackers to mimic some of the most popular banking services in the UK in an attempt to trick victims into handing over personal details and sensitive login credentials.http://www.ibtimes.co.uk/hackers-using-cybersquatting-tactics-spoof-websites-uks-biggest-banks-1619769United Kingdom of Great Britain and Northern IrelandUndetermined

OurMine hackers deface the official domain of Unity 3D Forums leaving a deface page along with a note.https://www.hackread.com/ourmine-hacking-group-hacks-unity-3d-forums/United States of AmericaSaudi Arabia

A ransomware attack takes down Pekin Community High School.https://www.databreaches.net/il-pekin-high-school-hit-by-ransomware-and-37000-demand/United States of AmericaUndetermined

A malware infection affecting servers belonging to the Virginia State Police (VSP) shuts down the department's email system, along with its ability to update the Virginia Sex Offender and Crimes Against Children Registry (SOR).https://www.bleepingcomputer.com/news/security/malware-blocks-virginia-state-police-from-updating-sex-offender-registry/United States of AmericaUndetermined

Hill Country Memorial Hospital notifies patients after an employee email was accessed without authorization.https://www.databreaches.net/hill-country-memorial-hospital-notifies-patients-after-employee-email-accessed-without-authorization/United States of AmericaUndetermined

About 3,300 are affected by a security breach after the school discovers that an unauthorized user logged in to four Greenwood County School District 50 employees' emails as well as current and former employees' payroll accounts in January and February.https://www.databreaches.net/sc-greenwood-county-school-district-50-notifies/United States of AmericaUndetermined

Google and Facebook confirm that they fell victim to an alleged $100m (ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â£77m) scam between 2013 and 2015.http://www.bbc.co.uk/news/technology-39744007United States of AmericaUndetermined

Google and Facebook confirm that they fell victim to an alleged $100m (ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â£77m) scam between 2013 and 2015.http://www.bbc.co.uk/news/technology-39744007United States of AmericaUndetermined

TheDarkOverlord leaks upcoming episode of Orange is the New Black after Netflix doesn't pay extortion demand. The hack happened via a "production vendor".https://www.databreaches.net/thedarkoverlord-leaks-upcoming-episode-of-orange-is-the-new-black-after-netflix-doesnt-pay-extortion-demand/United States of AmericaUnited Kingdom of Great Britain and Northern Ireland

Cybercriminals steal personal records and photos of patients from the data system of a Lithuanian plastic surgery clinic and put them up for sale.https://www.occrp.org/en/daily/6387-lithuania-cybercriminals-blackmail-plastic-surgery-clinic-with-stolen-photosLithuania Undetermined

Denmark's Defense Intelligence Service says in a report that the Danish Ministry of Defense has had its emails hacked over the last two years. The hack has been attributed to Fancy Bear.https://www.reuters.com/article/us-denmark-security-russia-idUSKBN17P0NRDenmark Russian Federation

Trend Micro reveals that Kremlin-linked Fancy Bear hackers targeted two German think tanks with ties to Angela Merkel's ruling coalition parties Christian Democratic Union (CDU) and Social Democratic Party (SPD).http://www.ibtimes.co.uk/fancy-bear-hackers-ramp-attacks-against-german-think-tanks-key-european-elections-approach-1618648Germany Russian Federation

Chipotle, the global fast-food chain specialising in Mexican dishes, urges its US customers to check for suspicious activity on their bank statements after "unauthorised" activity on its payment processing systems has led to fears the company has been hacked.http://www.ibtimes.co.uk/chipotle-spills-beans-about-month-long-cyberattack-credit-card-systems-1618764United States of AmericaUndetermined

Customer data from encrypted phone company Ciphr is dumped online.https://www.vice.com/en/article/bme5w3/customer-data-from-encrypted-phone-company-ciphr-has-been-dumped-online#:~:text=Customer%20data%20from%20one%20company,the%20work%20of%20a%20competitor.&text=%22All%20Ciphr%20emails%2Fservers%20have%20been%20compromised.United States of AmericaUndetermined

A ransomware attack hits some municipal computers in New Jersey's most populous city, Newark.https://www.scmagazine.com/city-of-newark-reportedly-hit-in-ransomware-attack/article/652644/United States of AmericaUndetermined

The same reports reveals that French presidential candidate Emmanuel Macron was targeted by APT28.http://www.ibtimes.co.uk/french-elections-russian-hacking-group-fancy-bear-targeted-macron-through-phishing-attacks-1618449France Russian Federation

WauchulaGhost defaces 250 ISIS Twitter accounts with adult content.http://news.softpedia.com/news/hacktivist-defaces-250-isis-twitter-accounts-with-adult-content-515153.shtmlUndeterminedUndetermined

Online gaming company Reality Squared Games (R2Games) is hacked for the second time in two years and more than one million accounts are compromised. Leaked data includes usernames, passwords, email addresses, IP addresses, and other optional record fields.http://www.csoonline.com/article/3192246/security/r2games-compromised-again-over-one-million-accounts-exposed.htmlChina Undetermined

HipChat is hacked over the weekend due to a vulnerability in a third-party library. The incident affects a server in the HipChat Cloud web tier, and for a small number of instances (less than 0.05 percent), there's evidence messages and content in rooms may have been accessed.http://www.zdnet.com/article/hipchat-hacked-user-account-info-and-some-user-content-potentially-compromised/United States of AmericaUndetermined

Blowout Cards issues a security alert to customers, warning that their payment card details may have been compromised after an attacker hacked its website and customers began reporting related card fraud.http://www.databreachtoday.com/blowout-cards-issues-card-skimming-breach-alert-a-9864United States of AmericaUndetermined

Northrop Grumman admits one of its internal portals was broken into, exposing employees' sensitive tax records to W-2 Scams.https://www.theregister.co.uk/2017/04/24/northrop_grumman_breach_worker_w2s/United States of AmericaUndetermined

Fappening 2.0 continues: this time Alison Brie is targeted and has some nude images leaked online.http://www.ibtimes.co.uk/fappening-2-0-leak-celebrity-nudes-continues-alison-brie-targeted-by-hacker-1618338United States of AmericaUndetermined

Greenway Health is the victim of a ransomware attack.https://www.databreaches.net/greenway-health-reports-ransomware-attack/United States of AmericaUndetermined

Police are investigating after "malicious" messages are left on a school website by Turkish nationalists in an apparent hacking attempt.https://www.thesun.co.uk/news/3397114/sussex-school-website-hacked-with-malicious-messages-sparking-police-investigation/United Kingdom of Great Britain and Northern IrelandUnited Kingdom of Great Britain and Northern Ireland



The FBI arrests Zhengquan Zhang, a 31-year-old IT engineer, accused of installing malware on his employer's servers to steal proprietary source.https://www.bleepingcomputer.com/news/security/wall-street-it-engineer-hacks-employer-to-see-if-he-will-be-let-go/United States of AmericaUndetermined

Yapizon, a South Korean Bitcoin exchange suffers a massive data breach when hackers steal 3,800 Bitcoin (US$5 million) which is 37% of user funds.https://www.hackread.com/south-korean-bitcoin-exchange-yapizon-hacked/Korea (the Republic of)Afghanistan

FireEye claims Chinese hackers are trying to break into South Korea's military to halt the deployment of an anti-ballistic weapons system in the country.https://www.theregister.co.uk/2017/04/21/china_accused_south_korea_hack/Korea (the Republic of)China

Iowa Veterans Home warns nearly 3,000 of data breach after phishing incident.https://www.databreaches.net/iowa-veterans-home-warns-nearly-3000-of-data-breach-after-phishing-incident/United States of AmericaUndetermined

Atlantic Digestive Specialists notify patients of a ransomware incident.https://www.databreaches.net/atlantic-digestive-specialists-notify-patients-of-ransomware-incident/United States of AmericaUndetermined

Cleveland Metropolitan School District discloses a phishing-related incident.https://www.databreaches.net/cleveland-metropolitan-school-district-discloses-phishing-related-incident/United States of AmericaUndetermined

A 2016 data breach leaves Fashion Fantasy Game, an online game and social network for fashion lovers, with millions of user account credentials being leaked on the web.http://www.zdnet.com/article/amid-data-breach-responsibility-thrown-to-the-wind/United States of AmericaUndetermined

Motherboard obtains the data of 130,000 customers of the two mobile surveillance software firms Retina-X and FlexiSpy.https://motherboard.vice.com/en_us/article/inside-stalkerware-surveillance-market-flexispy-retina-xUnited States of AmericaUndetermined

Motherboard obtains the data of 130,000 customers of the two mobile surveillance software firms Retina-X and FlexiSpy.https://motherboard.vice.com/en_us/article/inside-stalkerware-surveillance-market-flexispy-retina-xUnited States of AmericaUndetermined

Westminster College in Missouri reveals the details of a breach discovered on March 26 after a phishing scam duped a staffer into sending off W-2 statements.https://www.scmagazine.com/w-2-data-breach-at-westminster-college/article/650860/United States of AmericaUndetermined

The LinkedIn page for McAfee is hijacked by a single person or an unknown number of individuals allegedly affiliated with the OurMine collective.http://www.csoonline.com/article/3190163/security/mcafee-linkedin-page-hijacked.htmlUnited States of AmericaSaudi Arabia

Best American Hospitality Corp. issues a statement regarding stolen payment cards at some of the restaurants it manages and operates.https://www.prnewswire.com/news-releases/best-american-hospitality-corp-issues-statement-regarding-stolen-payment-cards-at-some-restaurants-it-manages-some-shoneys-restaurants-300439983.htmlUnited States of AmericaUndetermined

The Shadow Brokers dump a new collection of files, containing what appears to be exploits and hacking tools targeting Microsoft's Windows OS and evidence the Equation Group had gained access to servers and targeted the SWIFT banking system of several banks.https://www.bleepingcomputer.com/news/security/shadow-brokers-release-new-files-revealing-windows-exploits-swift-attacks/United States of AmericaRussian Federation

Britain First is hit by a massive hack that targets its websites and Twitter accounts, and their YouTube channel.http://www.huffingtonpost.co.uk/entry/britain-first-hacked_uk_58f0ccf6e4b0bb9638e323abUnited Kingdom of Great Britain and Northern IrelandUndetermined

Data relating to 64,000 current and former examiners stored on some of AQA's online systems are stolen by attackers, including examiners' name, address, personal phone numbers, and passwords.http://schoolsweek.co.uk/thousands-of-examiners-personal-details-stolen-in-aqa-cyber-attack/United Kingdom of Great Britain and Northern IrelandUndetermined

A dark web vendor going by the handle of CosmicDark sells a database containing 100,759,591 user accounts stolen from of Youku Inc., a popular video service in China.https://www.hackread.com/chinese-video-service-youku-hacked-accounts-sold-on-darkweb/China Undetermined

Australian ISP Melbourne IT confirms that it was hit by "a large DDoS attack" that disrupted its web hosting.https://www.infosecurity-magazine.com/news/australian-isp-fights-ddos-attack/Australia Undetermined

Concordia's online course systems, eConcordia and KnowledgeOne, are hacked, 9000 users are compromised.https://thelinknewspaper.ca/article/econcordia-system-hackedUnited States of AmericaUndetermined

North Korean hackers are suspected of attempting to steal $170m from Union Bank of India, back in 2015.http://www.ibtimes.co.uk/north-korean-hackers-may-have-launched-bangladesh-bank-style-cyberattack-indian-bank-1616419India Undetermined

The Bricker Bot takes down the Zyxel HN-51 Modem belonging to Sierra Tel, a Californian ISP.https://www.bleepingcomputer.com/news/security/us-isp-goes-down-as-two-malware-families-go-to-war-over-its-modems/United States of AmericaUndetermined

Amazon third-party sellers, are hit repeatedly by hackers who post fake deals on legitimate sellers' pages.https://www.wsj.com/articles/amazon-coms-third-party-sellers-hit-by-hackers-1491816600United States of AmericaUndetermined

Over 250,000 Wonga customers are affected by a data breach. The payday lender says it is investigating 'illegal and unauthorised access' to some of its customers' personal information in both Britain and Poland. Stolen data may include account numbers, sort codes, addresses and the last four digits of users' bank cards. Around 245,000 customers in the UK and 25,000 in Poland may have been affected.http://www.dailymail.co.uk/sciencetech/article-4395646/British-lender-Wonga-warns-customers-personal-data-hack.htmlUnited Kingdom of Great Britain and Northern IrelandUndetermined

A computer hack sets off all the emergency sirens in Dallas for about 90 minutes.http://www.reuters.com/article/us-texas-sirens-idUSKBN17B001United States of AmericaUndetermined

The Shadow Brokers (TSB) are back, and release the password for the rest of the hacking tools they claim to have stolen from the NSA last year.https://www.bleepingcomputer.com/news/security/shadow-brokers-publish-the-password-for-the-rest-the-stolen-nsa-hacking-tools/United States of AmericaRussian Federation

Tax information for dozens of University of Louisville employees is compromised after a hack of the online system the university uses to give employees access to tax documents.https://www.databreaches.net/tax-information-of-some-university-of-louisville-employees-hacked/United States of AmericaUndetermined

Video game giant GameStop Corp says it is investigating reports that hackers may have siphoned credit card and customer data from its website gamestop.com.https://krebsonsecurity.com/2017/04/gamestop-com-investigating-possible-breach/United States of AmericaUndetermined

The Internal Revenue Service says that the personal data of as many as 100,000 taxpayers could have been compromised through a scheme in which hackers posed as students using an online tool to apply for financial aid.https://www.nytimes.com/2017/04/06/us/politics/internal-revenue-service-breach-taxpayer-data.html?smid=tw-nytimesbusiness&smtyp=cur&_r=1United States of AmericaUndetermined

Fidelis Cybersecurity reveals that ahead of the trade summit between US President Donald Trump and his Chinese counterpart, Xi Jinping, a nation-state hacking group conducted espionage on a number of key industry players and lobbyists with links to the talks.http://www.ibtimes.co.uk/chinese-hackers-linked-espionage-campaign-board-directors-google-amazon-ibm-1615784United States of AmericaUndetermined

Anonymous members who want to participate in this year's annual #OpIsrael cyber-attacks are the targets of an intelligence gathering operation carried out by an unknown threat actor.https://www.bleepingcomputer.com/news/security/anonymous-opisrael-participants-targeted-with-rats-by-unknown-threat-actor/Israel Undetermined

North Korean hackers have reportedly accessed OPlan 5027, the secretive war-plans drawn up by South Korea and the United States, detailing how the allied military forces would respond to the outbreak of war in the region ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¢ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¢'ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¬ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''" including first strike targets and troop deployments.http://www.ibtimes.co.uk/north-korean-hackers-accessed-war-plans-detailing-us-military-response-conflict-1615494Korea (the Republic of)Afghanistan

Kaspersky reveals the details of ATMitch, a fileless malware used to steal cash from ATMs. The researchers have only tracked down two incidents where ATMitch was used. The second is in a Kazakh bank.https://www.bleepingcomputer.com/news/security/self-deleting-malware-makes-atms-spit-out-cash/KazakhstanUndetermined

Kaspersky reveals the details of ATMitch, a fileless malware used to steal cash from ATMs. The researchers have only tracked down two incidents where ATMitch was used. The first is in a Russian bank.https://www.bleepingcomputer.com/news/security/self-deleting-malware-makes-atms-spit-out-cash/Russian FederationUndetermined

Kaspersky reveals that on October 2016, a group of hackers rerouted all the traffic of an unnamed Brazilian bank's customers to perfectly reconstructed fakes of the bank's properties.https://www.wired.com/2017/04/hackers-hijacked-banks-entire-online-operation/Brazil Undetermined

While investigating ransomware incident, ABCD Pediatrics uncovers evidence of other intrusion: more than 55,000 patients are notified.https://www.databreaches.net/while-investigating-ransomware-incident-abcd-pediatrics-uncovers-evidence-of-other-intrusion-more-than-55000-patients-notified/United States of AmericaUndetermined

IAAF, the governing body of global athletics says it has suffered a cyber attack that it believes has compromised information about athletes' medical records.http://www.reuters.com/article/us-sport-doping-iaaf-idUSKBN1750ZMMonaco Russian Federation

The head of the German military's new cyber command, Lieutenant General Ludwig Leinhos, reveals that army computers were targeted hundreds of thousands of times in the first nine weeks of 2017.http://www.ibtimes.co.uk/german-military-hit-nearly-300000-cyberattacks-so-far-2017-cyber-chief-warns-1615085Germany Undetermined

The New York Post issues an apology after its app is hacked in an April Fool's Day prank and sends out a flurry of bizarre news alerts including one that read, "Heil President Donald Trump".http://www.ibtimes.co.uk/hacked-new-york-post-app-sends-heil-president-donald-trump-alert-april-fools-day-prank-1614988United States of AmericaUndetermined

A threat actor targeted Ethiopian dissidents for the purpose of espionage, using commercially available spyware sold by Cyberbit, an Israel-based company. Most notably, the actor targeted the Oromia Media Network and some individuals associated with it.https://citizenlab.ca/2017/12/champing-cyberbit-ethiopian-dissidents-targeted-commercial-spyware/United States of AmericaUndetermined

Italy's data protection authority, Garante Privacy, has ordered Wind Tre to write to customers to notify them of a data breach following a cyber attack that occurred on 20 March.https://www.databreaches.net/over-5000-wind-tre-customers-hit-by-data-breach/Italy Undetermined

The Anonymous deface the official website of Boa Esporte, a second division football club in the state of Minas Gerais, after the team hired goalkeeper Bruno Fernandes das Dores de Souza convicted for murdering his ex-girlfriend.https://www.hackread.com/anonymous-hacks-football-club-site/Brazil Undetermined

Hackers steal 2.2 million email addresses and 287,000 cellphone numbers from popular teen quiz App Wishbone users, many of whom are young women under the age of 18.https://motherboard.vice.com/en_us/article/popular-teen-quiz-app-wishbone-has-been-hacked-exposing-tons-of-user-informationUnited States of AmericaUndetermined

A Dun & Bradstreet 52GB database containing about 33.6 million records with very specific details about each of the people involved from job title to email address is exposed.http://www.zdnet.com/article/millions-of-records-leaked-from-huge-corporate-database/United States of AmericaUndetermined

The Canadian government confirms that the Statistics Canada website is hacked and taken offline for over two days. In the aftermath of the cyberattack parts of the Canada Revenue Agency's (CRA) site is also reportedly taken offline by authorities as a precaution.http://www.ibtimes.co.uk/statistics-canada-site-hit-by-hackers-taken-offline-peak-tax-season-1611419Canada Undetermined

The servers of Mountain Home Water Department fall victim to a ransomware attack.https://www.databreaches.net/city-erases-re-installs-server-after-ransomware-attack/United States of AmericaUndetermined

Details of thousands of medical staff of Welsh NHS are stolen from a private contractor's computer server (Landauer). The breach happened in October 2016 and the total number of affected staff is 4,766.http://www.bbc.co.uk/news/uk-wales-39249975United Kingdom of Great Britain and Northern IrelandUndetermined

A Kurdish hacker going by the online handle of "Rekan Error" defaces the official website of Fifth Harmony, an American girl group formed on the second season of The X Factor US in July 2012 and posts messages against ISIS and Turkey.https://www.hackread.com/celebrity-websites-hacked-isis-turkey-message/United States of AmericaUnited States of America

Queensland School Photography emails students' parents to notify that payment card information has been compromised.http://www.abc.net.au/news/2017-03-14/fraudsters-target-queensland-school-photos-stealing-thousands/8350502Australia Undetermined

GMO Payment Gateway confirms data leakage from two client websites, due to the Apache Struts vulnerability. The victims are the Tokyo Metropolitan Government, and the Japan Housing Finance Agency. The total leaked records are more than 700,000.http://financefeeds.com/gmo-payment-gateway-confirms-data-leakage-two-client-websites/Japan Undetermined

Credit and debit card payments giant Verifone investigates a breach of its internal computer networks that appears to have impacted a number of companies running its point-of-sale solutions.https://krebsonsecurity.com/2017/03/payments-giant-verifone-investigating-breach/United States of AmericaUndetermined

New reports reveal that Russian hackers are targeting U.S. progressive groups in a new wave of attacks. According to the report, at least a dozen groups have faced extortion attempts since the U.S. presidential election. The ransom demands are accompanied by samples of sensitive data in the hackers' possession.https://www.bloomberg.com/news/articles/2017-03-06/russian-hackers-said-to-seek-hush-money-from-liberal-u-s-groupsUnited States of AmericaRussian Federation

New reports reveal that Russian hackers are targeting U.S. progressive groups in a new wave of attacks. According to the report, at least a dozen groups have faced extortion attempts since the U.S. presidential election. The ransom demands are accompanied by samples of sensitive data in the hackers' possession.https://www.bloomberg.com/news/articles/2017-03-06/russian-hackers-said-to-seek-hush-money-from-liberal-u-s-groupsUnited States of AmericaRussian Federation

University of Idaho notifies 257 employees after a phishing incident.https://www.databreaches.net/university-of-idaho-notifies-257-employees-after-phishing-incident/United States of AmericaUndetermined

A threat actor targeted Ethiopian dissidents for the purpose of espionage, using commercially available spyware sold by Cyberbit, an Israel-based company. Most notably, the actor targeted the Oromia Media Network and some individuals associated with it.https://citizenlab.ca/2017/12/champing-cyberbit-ethiopian-dissidents-targeted-commercial-spyware/United States of AmericaUndetermined

A digital advertisement board owned by Grupo Carteleras located on a busy road in Mexico City is hacked on Friday and features a pornographic video for a few minutes.https://www.hackread.com/mexico-billboard-hacked-with-porn-video/Mexico Undetermined

The Pennsylvania Senate Democrats are hit by a ransomware attack that locks senators and employees out of their computer network.http://www.nbcnews.com/news/us-news/senate-democrats-pennsylvania-are-being-held-cyber-hostage-n728901United States of AmericaUndetermined



Daytona State College notifies staff of a potential W-2 incident.https://www.databreaches.net/daytona-state-college-notifies-staff-of-potential-w-2-incident/United States of AmericaUndetermined

Radio station WZZY-FM falls victim to a prank when hackers access its computer systems and begin broadcasting fake news alerts of a zombie attack, along with a disease outbreak caused by the resulting carnage.https://www.scmagazine.com/zombies-attack-indiana-just-kidding/article/641540/United States of AmericaUndetermined

South Korea's Lotte Duty Free website (lottedfs.com) is taken down by a DDoS attack orchestrated from a Chinese IP.http://www.reuters.com/article/us-lotte-china-idUSKBN1690HRKorea (the Republic of)Undetermined

The FBI is investigating an alleged hack of a Kennesaw State University server.https://www.databreaches.net/ga-fbi-investigating-hack-of-kennesaw-state-university-server-including-state-voter-data/United States of AmericaUndetermined

Shoppers of 40 online stores have had their bank card numbers and addresses stolen by a malware infection at backend provider Aptos late last year.https://www.theregister.co.uk/2017/03/01/aptos_craptos_security/United States of AmericaUndetermined

Singapore's Ministry of Defence (Mindef) confirms that the personal details more than 850 national servicemen and employees were stolen in a "targeted and well-planned" cyberattack earlier this month.http://www.ibtimes.co.uk/hackers-steal-singapore-ministry-defence-records-well-planned-cyberattack-1608976Singapore Undetermined

The Luxembourg government's servers are hit in a massive DDoS attack that lasts over 24 hours. The attack is believed to have affected over a hundred websites hosted by the government's servers.http://www.ibtimes.co.uk/ddos-attack-takes-down-luxembourg-government-servers-1609380LuxembourgUndetermined

The UK's largest travel trade organisation, the Association of British Travel Agents (ABTA) experiences a cyberattack on its website that puts 43,000 holidaymakers and travel agents at risk of identity theft.http://www.ibtimes.co.uk/abta-cyberattack-43000-uk-holidaymakers-travel-agents-risk-identity-fraud-1611995United Kingdom of Great Britain and Northern IrelandUndetermined

Diamond Institute for Infertility and Menopause notifies patients of an incident involving their electronic health records server, maintained by an unnamed third party. The incident happened in February 2017.https://www.databreaches.net/diamond-institute-for-infertility-and-menopause-notifies-patients-after-hack/United States of AmericaUndetermined

Nearly 3,000 workers at Amalgamated Sugar receive notifications of an intruder accessing the company's network and their personal information being disclosed.https://www.scmagazine.com/how-sweet-it-isnt-w-2s-of-3k-amalgamated-sugar-workers-exposed/article/640540/United States of AmericaUndetermined

According to federal court documents, Russian hackers operating in Colorado and 15 other states used data-mining viruses to steal thousands of credit card numbers from U.S. residents in 20 states and sold them on the darknet for more than $3.6 million.https://www.databreaches.net/russian-computer-hackers-in-colorado-sold-stolen-credit-card-numbers-for-3-6-million/United States of AmericaUndetermined

Travel Corporation falls victim to a W-2 Scam.https://dojmt.gov/wp-content/uploads/TravelCorp.pdfUnited States of AmericaUndetermined

Hackers break into CCTV systems of at least four British schools and stream footage of pupils live on the internet. St. Mary's Catholic Academy and Christ The King Academy Primary School are two fo the victims.http://www.dailymail.co.uk/news/article-5432769/School-CCTV-systems-hacked-broadcast-online.htmlUnited Kingdom of Great Britain and Northern IrelandUndetermined

Crowdstrike reveals that some UK think tanks specializing in international security were hacked by China-based group 'Deep Panda' beginning in April 2017.http://www.bbc.com/news/uk-43172371United Kingdom of Great Britain and Northern IrelandChina

The Japanese arm of Porsche says more than 28,000 email addresses have been leaked via a hack.https://www.databreaches.net/porsche-japan-customers-data-leaked/Japan Undetermined

The tour company Roberts Hawaii warns its customers about a security breach that may have affected people who purchased tours and other services on its website between July 2015 and December 2016.http://securityaffairs.co/wordpress/56703/breaking-news/roberts-hawaii-data-breach.htmlUnited States of AmericaUndetermined

Hackers break into CCTV systems of at least four British schools and stream footage of pupils live on the internet. St. Mary's Catholic Academy and Christ The King Academy Primary School are two fo the victims.http://www.dailymail.co.uk/news/article-5432769/School-CCTV-systems-hacked-broadcast-online.htmlUnited Kingdom of Great Britain and Northern IrelandUndetermined

In name of #opUSA, hacktivists from the Anonymous collective take down some Ohio State websites.https://twitter.com/AnonyOps/status/968539518105260032United States of AmericaUndetermined

Thousands of Inland Revenue files are locked up after New Zealand's tax department becomes the target of a Cryptolocker attack in November.https://www.databreaches.net/nz-cryptolocker-malware-hits-inland-revenue-locks-3500-files/New ZealandUndetermined

English actress and model Jorgie Porter is the latest victim of The Fappening hackers, who manage to steal her intimate pictures and videos and post them online.http://www.dailymail.co.uk/news/article-5432265/Hollyoaks-star-Jorgie-Porter-victim-iCloud-leak.htmlUnited Kingdom of Great Britain and Northern IrelandUndetermined

A mid-2016 security incident led to Apple purging its data centers of servers built by Supermicro, including returning recently purchased systems, after malware-infected firmware was reportedly detected in an internal development environment of Apple's technical infrastructure, which powers its web-based services and holds customer data.https://www.theinformation.com/apple-severed-ties-with-server-supplier-after-security-concern?shared=516084United States of AmericaUndetermined

Nearly one million Coachella accounts are reportedly currently up for sale on the dark web.https://www.vice.com/en_us/article/mgkzkp/someone-is-selling-coachella-user-accounts-on-the-dark-webUnited States of AmericaUndetermined

The South Washington County school district tightens security after a high school student hacks into the district's server and takes names, Social Security numbers and some addresses.http://www.startribune.com/south-washington-school-district-investigating-student-hacking-incident/414524663/United States of AmericaUndetermined

Top Bitcoin trading platform Bitfinex is hit by a "severe DDoS attack."https://www.bleepingcomputer.com/news/security/bitcoin-trader-hit-by-severe-ddos-attack-as-bitcoin-price-nears-all-time-high/China Undetermined

A hacker claims to have hacked the official web forum of a gun retailer Airsoft GI (airsoftgiforum.com) and uploaded its data on Dropbox.https://www.hackread.com/gun-retailer-airsoft-gi-forums-hacked/United States of AmericaUndetermined

A hacked dubbed Pro_Mast3r defaces a server associated with President Donald Trump's presidential campaign donations.https://arstechnica.com/security/2017/02/secure-trump-website-defaced-by-hacker-claiming-to-be-from-iraq/United States of AmericaUndetermined

Kuroi'SH defaces the official website of Asiana Airlines, one of the major airlines in South Korea.https://www.hackread.com/south-koreas-asiana-airlines-website-hacked/Korea (the Republic of)Undetermined

The Office of Management and Enterprise Services confirms that an unnamed agency has been targeted by ransomware.https://www.databreaches.net/oklahoma-gov-omes-confirm-unnamed-agency-hacked-no-ransom-paid/United States of AmericaUndetermined

Family Services Rochester notifies individuals that portions of its computer systems that contained personal information have been compromised by ransomware.https://www.databreaches.net/family-service-rochester-experiences-data-breach/United States of AmericaUndetermined

Hackers demand $25K-$30K after ransomware attack takes down Bingham County servers.http://www.eastidahonews.com/2017/02/ransomware-attack-takes-bingham-county-servers/?t=32018United States of AmericaUndetermined

Lexington Medical Center notifies employees of a breach affecting its database.https://www.databreaches.net/sc-lexington-medical-center-notifies-employees-of-breach/United States of AmericaUndetermined

A simple one-digit typo within the source code of a cryptocurrency called Zcoin has allowed a hacker to make a profit of over $400,000 worth of cryptocurrency.https://zcoin.io/language/en/important-announcement-zerocoin-implementation-bug/UndeterminedUndetermined

The personal information of approximately 7,500 British Columbians may have been compromised through the provincial government's PharmaNet system, when an "unknown/unauthorized person obtained and used a physician's login to access PharmaNet."http://www.cbc.ca/news/canada/british-columbia/bc-pharmanet-breach-1.3985173Canada Undetermined

The websites of the Montenegrin government and several state institutions, as well as some pro-government media, are targeted with multiple cyberattacks started since February 15th. Among the victims is the web portal of the Government of Montenegro (www.gov.me).http://www.balkaninsight.com/en/article/montenegro-govt-on-alert-over-new-cyber-attacks-02-21-2017MontenegroUndetermined

Yahoo sends out another round of notifications to users, warning some that their accounts may have been breached as recently as last year. The accounts were affected by a flaw in Yahoo's mail service that allowed an attacker, most likely a "state actor", according to Yahoo, to use a forged cookie created by software stolen from within Yahoo's internal systems to gain access accounts without a password.https://arstechnica.com/information-technology/2017/02/yahoo-reveals-more-breachiness-to-users-victimized-by-forged-cookies/United States of AmericaUndetermined

French front-runner Emmanuel Macron calls for the European Union to stand firm against Russia as his French election campaign is targeted by computer hackers. The Kremlin denies any allegations.https://www.bloomberg.com/politics/articles/2017-02-14/macron-urges-eu-pressure-on-russia-as-campaign-suffers-cyber-hitFrance Undetermined

Amnesty International reveals the details of Operation Kingphish: a campaign of cyberattacks mainly targeting activists and journalists in Qatar and Nepal. One of the named victims is the International Trade Union Confederation.https://medium.com/amnesty-insights/operation-kingphish-uncovering-a-campaign-of-cyber-attacks-against-civil-society-in-qatar-and-aa40c9e08852Belgium Undetermined

Computer hackers break into the computer network for the San Antonio Symphony, stealing the names, birth dates, Social Security numbers, addresses and W-2 tax forms for about 250 employees.http://www.expressnews.com/business/local/article/Data-breach-hits-San-Antonio-Symphony-employees-10931740.phpUnited States of AmericaUndetermined

An unknown hacker steals user account information (3.3 million records) and alleged product source code from FunPlus, the company that makes highly popular free-to-play mobile game Family Farm Seaside.https://www.vice.com/en_us/article/53jp8d/hacker-steals-user-account-info-from-family-farm-seaside-creatorChina Undetermined

Citizens Memorial Hospital employees' data are compromised by a W-2 phishing scam.https://www.databreaches.net/mo-citizens-memorial-hospital-employee-data-compromised-by-w-2-phishing/United States of AmericaUndetermined

The Texas Department of Transportation says some personal information of employees was compromised last week due to a "security incident."https://www.databreaches.net/txdot-computer-system-in-security-incident/United States of AmericaUndetermined

Russia is suspected by Italian officials of being behind a sustained hacking attack against the Italian foreign ministry last year that compromised email communications and lasted for many months before it was detected.https://www.theguardian.com/world/2017/feb/10/russia-suspected-over-hacking-attack-on-italian-foreign-ministryItaly Undetermined

Mazagon Dock Shipbuilders Limited is the victim of a targeted attack. The attack is thought to originate from Pakistan.https://cysinfo.com/cyber-attack-targeting-indian-navys-submarine-warship-manufacturer/India Pakistan

The fast food restaurant chain Arby's has suffered a breach involving the payment card systems in up to 1,100 of its locations.https://krebsonsecurity.com/2017/02/fast-food-chain-arbys-acknowledges-breach/United States of AmericaUndetermined

Hitachi Payments Services confirms that its systems were compromised by a sophisticated malware in mid-2016, that led to one of the biggest cyber security breaches in the country with 3.2 million cards affected.http://profit.ndtv.com/news/corporates/article-debit-card-data-breach-hitachi-says-its-systems-were-compromised-1657753India Undetermined

Loblaw warns PC Plus rewards collectors to reset their passwords after points were stolen from some members' accounts.http://globalnews.ca/news/3237876/ps-plus-points-stolen-security-breach/Canada Undetermined

UK magazine publisher Future's FileSilo website (FileSilo.co.uk) is raided by hackers, who make off with, among other information, unencrypted user account passwords.https://www.theregister.co.uk/2017/02/09/filesilo_lost_plaintext_passwords/United Kingdom of Great Britain and Northern IrelandUndetermined

15,000 data files of Taiwanese nationals could have been hacked due to an intrusion in the email system.https://www.databreaches.net/15000-data-files-of-taiwanese-nationals-possibly-hacked-govt/Taiwan (Province of China)Undetermined

Sports Direct is accused to have suffered (and kept hidden) a data breach affecting 30,000 employees. The breach allegedly happened in September 2016.https://www.theregister.co.uk/2017/02/08/sports_direct_fails_to_inform_staff_over_hack_and_data_breach/United Kingdom of Great Britain and Northern IrelandUndetermined

A security breach at Alton Steel, Inc. has left its employees open to identity theft, and more than one employee has already this year had fraudulent tax returns filed in their name.http://thetelegraph.com/news/96467/sources-personal-info-of-nearly-300-alton-steel-employees-compromisedUnited States of AmericaUndetermined

zerodark70 sells a database supposedly containing 83,000 compromised accounts from UPI.com, the website of the 110-year-old American news agency United Press International.https://www.cyberscoop.com/upi-hacked-alpha-bay-darkweb/United States of AmericaUndetermined

The National Treasury Management Agency temporarily suspends access to its website for several hours today after a suspected defacement attack.https://www.rte.ie/news/business/2017/0206/850474-national-treasury-management-agency/Ireland Undetermined

Austria's parliament says that a Turkish hackers' group dubbed Aslan Neferler Tim (ANT), or Lion Soldiers Team has claimed responsibility for a cyber attack that brought down its website for 20 minutes during the weekend.http://www.reuters.com/article/us-austria-hackers-parliament-idUSKBN15M0NX?Austria Austria

AFL Women's league player Darcy Vescio's Twitter account is hacked.http://www.watoday.com.au/afl/womens-afl/carlton-blues-aflw-star-darcy-vescio-comes-under-cyber-hacking-attack-20170207-gu7bnf.htmlAustralia Undetermined

David Beckham's emails are held hostage by hackers, and published after his representatives refuse to pay a ransom of ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¢ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â '''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¬1 million (ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â£860,000). The 'Beckileaks' came as part of a breach on sports and entertainment agency, Doyen Global (18.6 million emails).https://www.scmagazine.com/david-beckhams-emails-hacked-and-released-after-ransom-refusal/article/636560/United Kingdom of Great Britain and Northern IrelandUndetermined



The Independent reveals that, over the past six weeks, six NHS websites were defaced showing gruesome images of the conflict in Syria with the hashtags: #Op_Russia and #save_aleppo.http://www.independent.co.uk/news/uk/crime/isis-islamist-hackers-nhs-websites-cyber-attack-syrian-civil-war-images-islamic-state-a7567236.htmlUnited Kingdom of Great Britain and Northern IrelandUndetermined

Canadian Tire shuts down customer access to online accounts after detecting unusual traffic in their website.http://globalnews.ca/news/3237876/ps-plus-points-stolen-security-breach/Canada Undetermined

The website of 45 Committee, a PAC supporting President Donald Trump, is defaced.http://edition.cnn.com/2017/02/06/politics/45-committee-website-hacked/index.htmlUnited States of AmericaUndetermined

Verity Health System has now issued a statement about a breach reported to HHS on January 11 as affecting 10,164 patients.https://www.databreaches.net/verity-health-system-notifies-thousands-of-patients-of-web-site-hack-that-began-in-2015/United States of AmericaUndetermined

US-based industrial computer supplier Logic Supply resets user passwords following an unauthorized access through the firm's website, which may have exposed customer/company names, usernames and passwords, and order information.https://www.theregister.co.uk/2017/02/08/logic_supply_breach/United States of AmericaUndetermined

The Sunday Independent reveals that cybercriminals are hacking the email accounts of Irish solicitors in an attempt to steal tens of thousands of euro from unsuspecting home buyers.http://www.independent.ie/business/personal-finance/property-mortgages/home-buyers-stand-to-lose-thousands-in-new-cyberattack-35424312.htmlIreland Undetermined

A threat actor targeted the computer networks of the Norwegian government: the Ministry of Foreign Affairs, the army, a nuclear radiation protection agency, and a parliamentary group.https://www.usatoday.com/story/news/2017/02/03/norway-russian-hackers-hit-spy-agency-defense-labour-party/97441782/Norway Russian Federation
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John Vanderwolfe, a town clerk wipes council documents dating back to 2015 after mistakenly opening an email containing a ransomware malware.http://www.bbc.co.uk/news/uk-england-devon-38857488United Kingdom of Great Britain and Northern IrelandUndetermined

Norway's security service says nine email accounts including those belonging to the Labour party, the foreign ministry and defense ministry have been targeted by hackers belonging to APT29.http://www.usatoday.com/story/news/2017/02/03/norway-russian-hackers-hit-spy-agency-defense-labour-party/97441782/Norway Russian Federation

The Manatee County School District is the victim of a phishing scam that compromises the information from almost 8,000 employees.https://www.wfla.com/news/8000-manatee-co-school-employees-victimized-in-email-scam/United States of AmericaUndetermined

Motherboard reveals that a hacker going with the handle of Berkut is selling a database allegedly containing over 700,000 user accounts from PoliceOne, a popular law enforcement forum.https://motherboard.vice.com/en_us/article/hacker-steals-thousands-of-accounts-from-police-forumUnited States of AmericaUndetermined

The Anonymous take down Freedom Hosting II, the largest repository of dark web sites. The hackers are able to steal 75 GB worth of files and 2.6 GB of databases.https://www.forbes.com/sites/leemathews/2017/02/03/the-biggest-host-of-dark-web-sites-got-hacked-and-shut-down/UndeterminedUndetermined

The City of Troy computer system is the victim of a ransomware attack.http://www.timesunion.com/local/article/Virus-found-in-Troy-s-computer-system-10904935.phpUnited States of AmericaUndetermined

An unidentified hacker reportedly breaches the XBOX 360 and PlayStation Portable ISO forums compromising 2.5 million gamer accounts. The breach is unconfirmed.https://www.scmagazine.com/xbox-and-psp-forum-accounts-breached/article/635024/Japan Undetermined

Linking County servers are targeted by a ransomware infection.https://www.bleepingcomputer.com/news/security/ransomware-incident-shuts-down-countys-government-infrastructure/United States of AmericaUndetermined

Czech Foreign Minister Lubomir Zaoralek says that hackers breached dozens of email accounts at the Czech Foreign Ministry in an attack resembling one against the U.S. Democratic Party.http://www.reuters.com/article/us-czech-cybercrime-idUSKBN15F1OSCzechia Undetermined

An unidentified hacker reportedly breaches the XBOX 360 and PlayStation Portable ISO forums compromising 2.5 million gamer accounts. The breach is unconfirmed.https://www.scmagazine.com/xbox-and-psp-forum-accounts-breached/article/635024/United States of AmericaUndetermined

CD Projekt Red, the Poland-based developer behind the popular 'Witcher' game and comic series, is hit with a forum hack that compromised over 1.8 million user credentials. The hack allegedly took place in March of last year.http://www.ibtimes.co.uk/cd-projekt-red-forum-hack-witcher-3-developer-breach-exposes-1-8-million-accounts-1604124Poland Undetermined

Another station is hijacked to play the "F*** Donald Trump" song.https://radioinsight.com/headlines/110432/multiple-stations-hijacked-with-profane-anti-trump-song/United States of AmericaUndetermined

The Polish daily newspaper Rzeczpospolita reveals that the hack against the Polish Foreign Ministry that occurred in December was probably orchestrated by APT28.http://www.thenews.pl/1/10/Artykul/291184,Russian-hackers-behind-attempted-Polish-foreign-ministry-hack-reportPoland Russian Federation

One of Europe's top hotels, Romantik Seehotel Jaegerwirt, admits they had to pay thousands in Bitcoin ransom to cybercriminals who managed to hack their electronic key system, locking hundreds of guests out of their rooms until the money was paid.https://www.nytimes.com/2017/01/30/world/europe/hotel-austria-bitcoin-ransom.htmlAustria Undetermined

OurMine hacks multiple Facebook accounts of CNN, CNN International, and CNN Politics.http://www.ibtimes.co.uk/ourmine-hacks-multiple-wwe-cnn-social-media-accounts-1603815United States of AmericaSaudi Arabia
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OurMine hacks multiple Twitter accounts associated with the World Wrestling Entertainment group, including that of WWE Universe, WWE NXT, WWE Network, Summer Slam as well as wrestlers John Cena and Triple H. WWE Tumblr page is also compromised.http://www.ibtimes.co.uk/ourmine-hacks-multiple-wwe-cnn-social-media-accounts-1603815United States of AmericaSaudi Arabia
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In the past week, two security firms, Dr.Web and Emsisoft, suffered DDoS attacks at the hands of cyber-criminals who attempted to bring down their websites as payback for meddling with their illegal activities.https://www.bleepingcomputer.com/news/security/emsisoft-website-hit-by-ddos-attack-as-company-releases-ransomware-decrypter/Austria Undetermined

OurMine hacks multiple Twitter accounts associated with the World Wrestling Entertainment group, including that of WWE Universe, WWE NXT, WWE Network, Summer Slam as well as wrestlers John Cena and Triple H. WWE Tumblr page is also compromised.http://www.ibtimes.co.uk/ourmine-hacks-multiple-wwe-cnn-social-media-accounts-1603815United States of AmericaSaudi Arabia

Ransomware infected 70 percent of storage devices that record data from D.C. police surveillance cameras eight days before President Trump's inauguration, forcing major citywide reinstallation efforts.https://www.washingtonpost.com/local/public-safety/hackers-hit-dc-police-closed-circuit-camera-network-city-officials-disclose/2017/01/27/d285a4a4-e4f5-11e6-ba11-63c4b4fb5a63_story.html?utm_term=.7b48c2b9c1afUnited States of AmericaUndetermined

The Australian Nuclear Science and Technology Organisation (ANSTO) investigate a computer security breach at the Australian Synchrotron that saw hackers steal scientists' usernames and passwords.http://www.theregister.co.uk/2017/02/03/australian_synchrotron_hacked/Australia Undetermined

Princeton Pain Management is notifying 4,668 patients of a hack that was detected on November 28.ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â Although they found no evidence that data were removed from their system, protected health information (PHI) was accessed.https://www.databreaches.net/princeton-pain-management-notifies-patients-after-hacker-gains-access-to-phi/United States of AmericaUndetermined

Solar panel maker Sunrun is hit with a spearphishing attack, impersonating the CEO Lynn Jurich, that gets away with the company employee W-2 information.http://www.sfgate.com/business/article/Sunrun-hack-nabs-employee-W-2-tax-forms-10889441.phpUnited States of AmericaUndetermined

Police in Cockrell Hill, Texas admits in a press release to have lost years worth of evidence after the department's server was infected with ransomware.https://www.bleepingcomputer.com/news/security/police-department-loses-years-worth-of-evidence-in-ransomware-incident/United States of AmericaUndetermined

Grey Eagle Resort and Casino is hacked and the attackers threaten to dump hundreds of gigabytes of data. The Casino confirms the breach.https://www.databreaches.net/ca-grey-eagle-resort-hackers-threaten-to-dump-sensitive-employee-and-customer-info/United States of AmericaUndetermined

Social Security numbers and W-2 information for about 1,400 employees who worked over the past year at Campbell County Health are mistakenly released to someone impersonating a hospital executive.https://www.databreaches.net/wy-hospital-scammed-for-employee-information/United States of AmericaUndetermined

The Odessa School District is hit by a phishing scam aimed to steal employees' personal W-2 forms.https://www.databreaches.net/odessa-one-of-eight-school-districts-targeted-in-e-mail-phishing-scam/United States of AmericaUndetermined

High Fidelity users receive an e-mail from Philip Rosedale, CEO and founder of the new social VR world, announcing the compromise of a staff email account in late December and Early January.http://nwn.blogs.com/nwn/2017/01/high-fidelity-vr-security-breach-philip-rosedale.htmlUnited States of AmericaUndetermined

About 218,000 unencrypted private messages posted to the AlphaBay dark web marketplace are accessed and released to the public.https://www.scmagazine.com/alphabay-dark-web-marketplace-users-compromised/article/634111/UndeterminedUndetermined

Hong Kong's securities regulator says that brokers in the city have suffered major DDoS cyber attacks and warns of possible further incidents across the industry.http://www.reuters.com/article/us-hongkong-regulator-cyber-idUSKBN15B09RChina Undetermined

SecureWorks reveals that APT28 was able to infiltrate an unnamed TV station in the UK and stay undetected for 12 months starting from July 2015.http://www.ibtimes.co.uk/russia-linked-fancy-bear-hackers-had-access-uk-television-station-almost-year-1603226United Kingdom of Great Britain and Northern IrelandRussian Federation

A dark web vendor going by the handle "DoubleFlag" sells 1 billion accounts stolen from several Chinese Internet giants, including NetEase Inc and its subsidiaries 126.com, 163.com and Yeah.net. Tencent Holdings Limited owned QQ.com, TOM Group's Tom.com 163.net, Sina Corporation's Sina.com/Sina.com.cn, Sohu Inc's Sohu.com and Letter Network Information Technology Co., Ltd owned eYou.com.https://www.hackread.com/hacker-selling-1-billion-chinese-internet-giants-data/China Undetermined
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Four teenagers are arrested for allegedly digitally shoplifting vouchers worth Rs92 lakh [$134,985.29 USD] exploiting a vulnerability in the payment gateway (PayU). The suspects compromised popular e-commerce sites such as MakeMyTrip, Flipkart, Amazon, Dominos Pizza, Myntra and Shoppers Stop.http://www.hindustantimes.com/delhi/delhi-police-arrests-four-hackers-for-digital-shoplifting/story-gZ9F9IuiUwBv7dUjUBcIAI.htmlIndia India
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Daily newspaper Dagens Nyheter reports that Sweden's armed forces were recently exposed to an extensive cyber attack that prompted them to shut down an the Caxcis IT system, used in military exercises.http://www.reuters.com/article/us-sweden-defence-cyberattack-idUSKBN1592K2Sweden Undetermined

Argyle school district warns its workers that their W-2 tax forms were lost in a phishing attack.http://www.theregister.co.uk/2017/01/25/texas_school_district_loses_w2s/United States of AmericaUndetermined
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DoubleFlag now claims to sell a database containing 126 million customer records from U.S. Cellular. The company denies the hack.https://www.hackread.com/hacker-selling-126-million-us-cellular-customers-data/United States of AmericaUndetermined

In the past week, two security firms, Dr.Web and Emsisoft, suffered DDoS attacks at the hands of cyber-criminals who attempted to bring down their websites as payback for meddling with their illegal activities.https://www.bleepingcomputer.com/news/security/emsisoft-website-hit-by-ddos-attack-as-company-releases-ransomware-decrypter/Russian FederationUndetermined

Websites of the Democratic Party in the Wisconsin area are hacked by alleged Russian Hackers.http://www.usatoday.com/story/news/politics/2017/01/24/russians-suspected-hacking-wisconsin-dems/97023222/United States of AmericaUndetermined

Tipton County Schools are hit by a phishing scam aimed to steal employees' personal W-2 forms.https://www.databreaches.net/tn-tipton-county-schools-employee-falls-for-phish-emails-employees-w-2-data-to-criminal/United States of AmericaUndetermined

Hackers who stole data from 29,000 clients of XP Investimentos SA allegedly tried to get the Brazilian independent securities firm to pay 22.5 million reais ($7.1 million) to keep the security breach secret.https://www.reuters.com/article/brazil-cyber-xp-investimentos/hackers-blackmail-brazil-broker-xp-over-client-data-breach-valor-idUSL1N1FD28DBrazil Undetermined

The Financial Times reveals that Lloyds Bank has been targeted by a large scale DDoS attack over the past two weeks. Two crooks claims responsibility for the attack.http://www.zdnet.com/article/lloyds-bank-services-hit-by-denial-of-service-attack/United Kingdom of Great Britain and Northern IrelandUndetermined

Crescent Hill Radio WCHQ 100.9 FM, a popular, non-profit radio station in Louisville, Kentucky is hacked to play an anti-Trump song for almost 15 minutes by interrupting regular programming.http://www.ibtimes.co.uk/radio-station-kentucky-hacked-fk-donald-trump-song-played-15-minutes-1602495United States of AmericaUndetermined

OurMine hacks the Twitter account of New York Time Video (@nytvideo) and posts fake news.http://securityaffairs.co/wordpress/55580/cyber-crime/new-york-times-hacked.htmlUnited States of AmericaSaudi Arabia

A popular horse racing website (Racingpulse.in) is hacked with ransomware.https://www.hackread.com/india-horse-racing-site-hacked-with-dharma-ransomware/India Undetermined

The box office and other systems at the Sundance Film Festival are shut down by hackers.https://www.cnet.com/news/hackers-sundance-film-festival-shut-down-box-office/United States of AmericaUndetermined

A malware infection is to blame for a security breach that could put the personal information of up to 4,611 clients of the Ohio State Veterinary Medical Center in jeopardy.https://www.databreaches.net/ohio-state-veterinary-medical-center-at-dublin-hit-with-possible-data-breach/United States of AmericaUndetermined

The BBC Northampton Twitter account (@BBCNorthampton) is hacked and reports the false news that Donald Trump had been shot.http://www.bbc.com/news/uk-england-northamptonshire-38704470United Kingdom of Great Britain and Northern IrelandUndetermined

Sc0rp10nGh0s7 from the Shad0w Security crew breaks into the servers of the National Aids Research Institute NARI (India) and claims to have accessed a more than 1 GB archive containing the results of dozens HIV tests.http://securityaffairs.co/wordpress/55535/cyber-crime/national-aids-research-institute-nari-hack.htmlIndia Undetermined

St. Louis Public Library is hit by a ransomware attack. Attackers demand $35,000 worth in Bitcoin.http://www.welivesecurity.com/2017/01/20/ransomware-attack-hits-st-louis-public-library/United States of AmericaUndetermined

Bowlmor AMF, the world's largest bowling center operator, says that it had a possible data breach at 21 of its more than 300 domestic locations in 12 states between Feb. 4 and March 19.https://www.databreaches.net/payment-card-data-snatching-malware-found-on-21-bowlmor-amf-bowling-centers-computers/United States of AmericaUndetermined

CCC Restaurant Enterprises, LLC, doing business as POPEYES, announce that a recent data security incident may have compromised the security of payment information of some customers who used debit or credit cards at 10 Restaurant locations between May 5, 2016 and August 18, 2016.https://www.databreaches.net/popeyes-discloses-payment-card-breach-that-began-in-may-2016-10-locations-affected/United States of AmericaUndetermined

The FBI's Internet Crime Complaint Center publishes an alert against a scam tricking college students into depositing fraudulent checks into their bank accounts.https://www.ic3.gov/media/2017/170118.aspxUnited States of AmericaUndetermined

The Korea Times reveals the details of an attempt made by oversea attackers to hack into a laptop belonging to the special investigation team probing President Park Geun-hye's political scandal.http://m.koreatimes.co.kr/pad/news/view.jsp?req_newsidx=222181Korea (the Republic of)Undetermined

Supercell Forum is hacked and 1.1 million accounts are leaked. The breach allegedly took place in September 2016.https://www.vice.com/en_us/article/53da3x/hackers-steal-Forum-accounts-from-clash-of-clans-creator-supercellFinland Undetermined

Russian state television Channel One blames hackers for the leak online of the final episode of the BBC drama Sherlock a day before its actual planning.http://securityaffairs.co/wordpress/55386/hacking/sherlock.htmlRussian FederationUndetermined

The computer system of Advanced Flexible Composites Inc. is hacked preventing the firm from processing quote requests or orders and from receiving emails.https://www.databreaches.net/computer-hacker-hits-illinois-processor/United States of AmericaUndetermined

A cyber security breach at a third party vendor for Sentara Healthcare compromises the records of over 5,000 patients.https://www.databreaches.net/sentara-notifies-5000-patients-after-breach-at-vendor/United States of AmericaUndetermined

Barts health trust, which runs five hospitals in east London: the Royal London, St Bartholomew's, Whipps Cross, Mile End and Newham, is hit by a cyberattack.https://www.infosecurity-magazine.com/news/cyber-attack-barts-health-systems/United Kingdom of Great Britain and Northern IrelandUndetermined

MrExcel.com reveals that its forum has been compromised on the morning of December 6, 2016.https://www.databreaches.net/details-of-data-breach-at-mrexcel-com/United States of AmericaUndetermined

Three Indian Banks discover that their SWIFT systems have been compromised to create fake documents.http://tech.economictimes.indiatimes.com/news/technology/hackers-infiltrate-govt-owned-bank-systems-to-create-fake-trade-docs/56583688India Undetermined

IHOP Twitter account (@IHOP) is hacked and posts a political tweet against Hillary Clinton.http://www.nbclosangeles.com/news/local/IHOP-Hacked-Twitter-Political-Tweet-Hillary-Clinton-Sunday-410775535.htmlUnited States of AmericaUndetermined

Current and former employees' personal information, including SSN, is acquired by a hacker after an employee falls for what the district describes as a "sophisticated phishing scheme."https://www.databreaches.net/ma-dracut-schools-employee-data-hacked-after-employee-falls-for-phishing-attempt/United States of AmericaUndetermined

In a form of protest against President Nicolas Maduro, Kapustkiy hacks a website of a local government and dumps around 900 records on pastebin.http://securityaffairs.co/wordpress/55312/hacking/kapustkiy-hacked-government-of-venezuela.htmlVenezuela (Bolivarian Republic of)Undetermined

A doctor's practice plan affiliated with the University of Maryland School of Medicine notifies patients that somebody hacked the account of a physician assistant's email account that contained the personal information of patients. 1500 patients are affected.https://www.databreaches.net/email-account-with-patient-information-at-um-doctors-group-hacked/United States of AmericaUndetermined

Motherboard obtains 900 GB of data related to Cellebrite, one of the most popular companies in the mobile phone hacking industry. The cache includes customer information, databases, and a vast amount of technical data regarding Cellebrite's products.https://motherboard.vice.com/read/hacker-steals-900-gb-of-cellebrite-dataIsrael Undetermined

Reports come out claiming that GM employees' names and social security numbers might have been exposed during a breach.http://news.softpedia.com/news/detroit-car-makers-allegedly-hacked-names-and-social-security-numbers-stolen-511809.shtmlUnited States of AmericaUndetermined

Italian siblings Giulio and Francesca Maria Occhionero are arrested in Rome, charged with conducting a long-running cyber espionage campaign against leading Italian politicians, businessmen and Masons using a variant of the malware family EyePyramid. Among the victims are the grand master of Italy's biggest lodge, the president of the European Central Bank, Mario Draghi, and former Italian prime ministers, Matteo Renzi and Mario Monti.http://www.securityweek.com/italian-siblings-arrested-over-long-running-cyber-espionage-campaignItaly Undetermined

The Dark Overlord hacks the computers of an Indiana-based cancer agency and asks for a large payment of 50 Bitcoin ($44,800) not to release the data. Initially the attack seemed to have been caused by ransomware.https://www.databreaches.net/in-little-red-door-cancer-agency-hit-by-ransomware-attack-by-thedarkoverlord/United States of AmericaUnited Kingdom of Great Britain and Northern Ireland
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Kanawha County Schools tells that their internal documents have been restored after a ransomware attack.https://www.databreaches.net/wv-internal-documents-restored-after-ransomware-hack-on-school-district/United States of AmericaUndetermined

The Jabbim Instant Messaging service is hacked and the database (8gb) is dumped in the dark web.https://www.vice.com/en_us/article/78kqaq/hack-exposes-reams-of-private-jabber-chatsCzechia Undetermined
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The Anonymous kick off another run of #OpSingleGateway and take down multiple governmental job portals, leaking personal and sensitive details of officials and job seekers.https://www.hackread.com/anonymous-hacks-thai-govt-job-portal/Thailand Undetermined

The Susan M. Hughes Center notifies of a ransomware incident affecting 11,400 patients.https://www.databreaches.net/cosmetic-surgery-center-discloses-ransomware-attack/United States of AmericaUndetermined

The Los Angeles Valley College (LAVC) is forced to pay $28,000 in bitcoin after cybercriminals successfully infected its computer networks, email systems and voicemail lines with ransomware.http://www.ibtimes.co.uk/la-school-pays-hackers-28000-bitcoin-after-computer-systems-hit-ransomware-1600304United States of AmericaUndetermined

The operators of the world's largest online poker discussion forum, TwoPlusTwo, confirm that the forum was hacked at some point late in 2016, with the personal data then being offered for sale.https://www.databreaches.net/twoplustwo-poker-forum-hacked-personal-data-stolen-and-offered-for-sale/United States of AmericaUndetermined

Over 1.5 million user profiles featuring names, email addresses and personal IDs from the eSports Entertainment Association (Esea), a leading competitive videogame community, are leaked online after being hijacked by hackers in late December last year.http://www.ibtimes.co.uk/millions-esports-player-data-stolen-by-hackers-leaked-online-1600050United States of AmericaUndetermined

Princeton University is one of the 27,000 victims that have their data wiped by attackers leveraging a vulnerable MongoDB.https://www.databreaches.net/princeton-university-becomes-victim-of-mongodb-ransom-attacks/United States of AmericaUndetermined



MJ Freeway, a Denver company whose tracking software is used by hundreds of marijuana companies to comply with state regulations, says its main servers and backup system are down after a "targeted cyber attack".http://news.softpedia.com/news/hackers-target-marijuana-shops-with-attacks-against-critical-software-511777.shtmlUnited States of AmericaUndetermined

Video game giant Square Enix's European Twitter account is hacked by a group of hackers calling themselves the "cyberwolfgang" and posts multiple tweets mocking other companies including rival gaming company EA, media outlet TechCrunch .http://www.ibtimes.co.uk/square-enix-europes-twitter-account-hacked-fires-nasty-insults-ea-fifa-1599832Japan Undetermined

One of the websites belonging to Venezuela's ministry of defense (esguarnacpuntademata.mil.ve) is hacked by Kapustkiy in protest of what the attacker described as the dictatorship of President Nicolas Maduro in the country. The attacker leaks 2,100 accounts.http://news.softpedia.com/news/venezuela-army-site-allegedly-hacked-in-protest-against-president-nicolas-maduro-511644.shtmlVenezuela (Bolivarian Republic of)Undetermined

Arizona officials investigate how and when several computers used by state legislators and their staffs became infected with malware.https://www.scmagazine.com/malware-found-on-some-arizona-government-computers/article/631045/United States of AmericaUndetermined

123-Reg is the target of a DDoS attack which disrupted the company's services only days into 2017.http://www.zdnet.com/article/123-reg-once-again-the-target-of-severe-ddos-attack/United Kingdom of Great Britain and Northern IrelandUndetermined

The University of Alberta discloses the details of a malware attack, occurring late last year, that involved 300 computers and put over 3,000 students at risk.https://www.databreaches.net/ca-thousands-of-university-of-alberta-students-faculty-put-at-risk-in-malware-security-breach/Canada Undetermined

Kuroi'SH hjacks the DNS record of google.com.br and redirects the users to a defaced page.https://www.techworm.net/2017/01/google-brazil-hacked.htmlBrazil Undetermined

Emory Healthcare is one of the victims of the MongoDB ransomware attacks and has its database, managed by a third-party and containing 90,000 records, encrypted.https://www.databreaches.net/emory-healthcare-patient-data-hijacked-and-held-for-ransom/United States of AmericaUndetermined

The Northside Independent School District sends letters to about 23,000 former and current students and employees regarding a security breach that might have put their personal information at risk after several employees' email accounts have been compromised.https://www.databreaches.net/tx-letter-notifies-23000-nisd-employees-students-of-email-breach/United States of AmericaUndetermined

A group claiming to be part of the Anonymous collective defaces the Victorian Equal Opportunity & Human Rights Commission website (humanrightscommission.vic.gov.au) with a nonsensical message about its social network AnonPlus.https://www.theguardian.com/technology/2017/jan/03/anonymous-hackers-take-over-victorias-human-rights-commission-websiteUnited Kingdom of Great Britain and Northern IrelandUndetermined

Exploiting a vulnerability of Plone CMS, CyberZeist claim to have hacked fbi.gov and leaks the records of 155 FBI officials on pastebin. Plone denies that a 0-day vulnerability has been exploited to carry on the attack.http://securityaffairs.co/wordpress/55042/data-breach/fbi-hacked.htmlUnited States of AmericaUndetermined

In name of #OpSingleGateway Gh0s7 hacks the Thailand's National Statistical Office (nso.go.th) and dumps the leaked data.http://securityaffairs.co/wordpress/54906/breaking-news/opsinglegateway-gh0s7.htmlThailand Undetermined

The OurMine hacking group hacks the official Twitter account of Nat Geo Photography (@NatGeoPhotos) and starts a series of Tweets to its 2.71 million followers.https://www.hackread.com/ourmine-hacks-nat-geo-photography-twitter-account/United States of AmericaSaudi Arabia

Sources from the Energy Ministry claim that a major cyber-attack is the source of the widespread electricity cuts across Istanbul.http://www.hurriyetdailynews.com/major-cyber-attack-on-turkish-energy-ministry-reported.aspx?pageID=238&nID=107981&NewsCatID=348Turkey Undetermined

A hacker going by the online handle of Shin0bi_H4x0r hacked and defaced the official website of the Philippine Military (army.mil.ph)https://www.hackread.com/philippine-military-website-hacked-defaced/PhilippinesUndetermined

PakWheels, a famous automotive website in Pakistan reveals that their server was breached by an unknown third party exposing personal data of potentially 674,775 registered users. The breach happened in October 2016 exploiting a known vulnerability in the outdated vBulletin forum software.https://www.hackread.com/pakistan-largest-automotive-portal-pakwheels-hacked/Pakistan Undetermined

Matt Drudge, the founder of popular conservative news aggregation website Drudge Report has claimed the US government may be responsible for launching an unprecedented cyberattack against his publication that caused a 90 minute outage.http://www.ibtimes.co.uk/did-us-government-launch-huge-ddos-attack-against-drudge-report-1598680United States of AmericaUndetermined

Topps, the maker of iconic collectable trading cards reveals that hackers could have stolen customers' credit and debit card numbers along with their associated security codes in a recent breach.http://www.bbc.com/news/technology-38468961United States of AmericaUndetermined

The official website of the Bilderberg Group was compromised today, with attackers posting a message warning that future hacks would be possible unless members start working for the benefit of humanity.http://news.softpedia.com/news/bilderberg-website-hacked-members-given-ultimatum-to-work-for-humanity-511424.shtmlUndeterminedUndetermined

The Department of Homeland Security (DHS) and the Federal Bureau of Investigation (FBI) reval the details of "Grizzly Steppe", the operation through which two alleged Russian APTs (APT28 and APT29) hacked the Democratic National Committee since Summer 2015.https://www.us-cert.gov/sites/default/files/publications/JAR_16-20296A_GRIZZLY%20STEPPE-2016-1229.pdfUnited States of AmericaRussian Federation

The Organization for Security and Co-operation in Europe has recently confirmed a successful hack attack that occurred in November and which was launched by what are believed to be Russian hackers.http://news.softpedia.com/news/europe-s-osce-hacked-russia-s-fancy-bears-possibly-involved-511371.shtmlFinland Russian Federation

The state's Division of Public Behavioral Health (DPBH) said it is investigating a compromise of its Medical Marijuana Program database.https://www.scmagazine.com/medical-marijuana-site-breached/article/628571/United States of AmericaUndetermined

InterContinental Hotels Group (IHG), the parent company for more than 5,000 hotels worldwide including Holiday Inn, says it is investigating claims of a possible credit card breach at some U.S. locations.https://krebsonsecurity.com/2016/12/holiday-inn-parent-ihg-probes-breach-claims/United States of AmericaUndetermined

Southcentral Foundation (SCF) in Alaska notifies 14,719 individuals after two employees' email accounts containing protected health information were hacked in October.https://www.databreaches.net/southcentral-foundation-notifies-patients-after-employee-email-accounts-hacked/United States of AmericaUndetermined

ExtraTorrent, one of the largest torrent sites on the internet suffered several major DDoS (Distributed Denial of Service) attacks over the past few days primarily because the site recently banned 'unofficial' proxy services.http://www.ibtimes.co.uk/extratorrent-hit-by-ddos-attacks-after-it-banned-unofficial-proxy-services-1598287United States of AmericaUndetermined

The Dark Overlord claims to have hacked DRI Title & Escrow and leaks some internal data.https://www.databreaches.net/thedarkoverlord-reveals-three-more-attacks-with-more-to-be-revealed/United States of AmericaUnited Kingdom of Great Britain and Northern Ireland

The Dark Overlord claims to have hacked GS Polymers, Inc. and leaks some internal data.https://www.databreaches.net/thedarkoverlord-reveals-three-more-attacks-with-more-to-be-revealed/United States of AmericaUnited Kingdom of Great Britain and Northern Ireland

The Anonymous take down the website of the Thai Police Office following the endorsement of its controversial new Computer Crime Bill.https://www.bleepingcomputer.com/news/government/thai-police-arrests-nine-anonymous-hackers-for-role-in-opsinglegateway-attacks/Thailand Undetermined

The Anonymous take down the website of the Thai Ministry of Tourism and Sports.https://www.bleepingcomputer.com/news/government/thai-police-arrests-nine-anonymous-hackers-for-role-in-opsinglegateway-attacks/Thailand Undetermined

Anonymous hacks the official website of the Thai LA consulate (thaiconsulatela.org) and defaces its homepage with a brief message against the arrest of 9 suspects. The group also leaks the data of 900 records.https://www.hackread.com/anonymous-hacks-thai-consulate-against-cyber-law/United States of AmericaUndetermined

OurMine hack the Official Sony Music Global Twitter account (@SonyMusicGlobal) and Britney Spears joined the ranks of celebrities who have briefly died on the internet.http://mashable.com/2016/12/26/ourmine-hack-debunk-britney-spears-tweet-sony/United States of AmericaSaudi Arabia

Kapustkiy hacks the Russian Visa Center in the US and accesses information of around 3000 individuals.http://securityaffairs.co/wordpress/54709/hacking/russian-visa-center-hacked.htmlUnited States of AmericaUndetermined

The hacker Cryptolulz666, with a little help from the colleague Kapustkiy, break into the website of the Dutch Chamber of Commerce in Hong Kong (http://www.dutchchamber.hk/) and leak the data of around 200 users.http://securityaffairs.co/wordpress/54726/data-breach/dutch-chamber-of-commerce-hacked.htmlChina Undetermined

KeepKey, a hardware bitcoin wallet, discloses how a brief compromise of the company phone and email enabled the attacker to reset some account passwords.https://www.databreaches.net/keepkey-notifies-customers-of-security-incident-offers-30-btc-reward-for-tips-leading-to-attackers-arrest/United States of AmericaUndetermined

The two hackers Cryptolulz666 and EvoIsGod break into The Standard Hong Kong (thestandard.com.hk) and leak a portion of around 12,000 users contained in the database.http://securityaffairs.co/wordpress/54696/data-breach/standard-hong-kong-hacked.htmlChina Undetermined

Fancy Bear, the hacker group previously linked to the Russian Military Intelligence (GRU), is believed to have deployed malware on Android devices to track and target Ukrainian artillery units over the past two years.http://www.ibtimes.co.uk/russian-hackers-deployed-android-malware-track-target-ukrainian-artillery-units-1597834Ukraine Russian Federation

The DDoS attackers from Phantom Squad have claimed responsibility for conducting a series of powerful Distributed Denial of Service (DDoS) on Steam and online gaming platform Origin servers.https://www.hackread.com/steam-origin-servers-down-by-phantom-squad-poodlecorp/United States of AmericaUndetermined

The DDoS attackers from Phantom Squad have claimed responsibility for conducting a series of powerful Distributed Denial of Service (DDoS) on Steam and online gaming platform Origin servers.https://www.hackread.com/steam-origin-servers-down-by-phantom-squad-poodlecorp/United States of AmericaUndetermined

As part of the same operation the Anonymous hack the Thai Navy.https://www.hackread.com/anonymous-hacks-thailand-navy-foreign-affairs/Thailand Undetermined

In name of #OpSingleGateway, the Anonymous hack the Thai Ministry of Foreign Affairs and dump more than 3,000 employees' records.https://www.hackread.com/anonymous-hacks-thailand-navy-foreign-affairs/Thailand Undetermined

The Baltic state of Lithuania, on the frontline of growing tensions between the West and Russia, says the Kremlin is responsible for cyber attacks that have hit government computers over the last two years.http://www.reuters.com/article/us-lithuania-cyber-idUSKBN14B1PCLithuania Undetermined

CyberZeist exploits a zero-day vulnerability in the Plone Content Management System (CMS) of the FBI's website, and leaks some of the information to Pastebin.https://www.rt.com/usa/372701-cyberzeist-hacker-breaches-fbi-second-time/United States of AmericaUndetermined

Kapustkiy hacks the Costa Rica Embassy in China (costaricaembassycn.com) and dumps 50 of the 280 login credentials.http://securityaffairs.co/wordpress/54641/data-breach/cn-costa-rica-embassy-hacked.htmlCosta RicaUndetermined

OurMine hackers strike again and take down the Twitter accounts of Marvel (@Marvel) and other official super heros accounts linked via Tweetdeck.http://www.ibtimes.co.uk/ourmine-hackers-strike-again-taking-down-netflix-marvel-nfl-twitter-accounts-1597694United States of AmericaSaudi Arabia

A group of Pakistani hackers going by the online handle of Team Pak Cyber Attackers deface the official Google Bangladesh domain. The group left a deface page along with a message on the targeted domain taunting security measures implemented by Google.https://www.hackread.com/pakistani-hackers-deface-google-bangladesh-domain/BangladeshUndetermined

Tumblr goes down for over two hours as a result of a large-scale DDoS attack.http://mashable.com/2016/12/21/is-tumblr-down-ddos-attack/United States of AmericaUndetermined

The Anonymous take down the websites of the Ministry of Information and Communication Technology and the Ministry of Defence.http://www.ibtimes.co.uk/hackers-hit-thai-government-ddos-attacks-protesting-against-restrictive-internet-law-1597339Thailand Undetermined

The Anonymous take down the websites of the Ministry of Information and Communication Technology and the Ministry of Defence.http://www.ibtimes.co.uk/hackers-hit-thai-government-ddos-attacks-protesting-against-restrictive-internet-law-1597339Thailand Undetermined

Ynet News report that dozens of brand new luxury Kia and Hyundai vehicles were stolen in the Jerusalem area after criminals were able to use information from a data leak to obtain data on the cars; three east Jerusalem residents have been arrested. The hackers were able to use the stolen data to hack the cars' computers.http://www.ynetnews.com/articles/0,7340,L-4895716,00.htmlIsrael Undetermined

In a letter sent to approximately 30,000 current and former students, UNL says that an unauthorized breach of a server hosting a math placement exam occurred sometime in the last two years.http://journalstar.com/news/local/education/unl-warns-students-of-potential-server-breach/article_e8439e8f-6a53-5d4a-ad39-9a8312a83ce5.htmlUnited States of AmericaUndetermined

Administrators of the Ethereum Project say the platform incurred a breach affecting more than 16,500 users. The attacker used social engineering to gain access to a mobile phone number which allowed them to gain access to other accounts and ultimately compromise usernames, email addresses, profile data, public and private messages, and hashed passwords.https://www.scmagazine.com/bo-shens-hacker-strikes-again-in-ethereum-cryptocurrency-breach/article/580288/UndeterminedUndetermined

OurMine hackers strike again and take down the official Twitter accounts of Netflix US (@netflix)http://www.ibtimes.co.uk/ourmine-hackers-strike-again-taking-down-netflix-marvel-nfl-twitter-accounts-1597694United States of AmericaSaudi Arabia

Ynet News report that dozens of brand new luxury Kia and Hyundai vehicles were stolen in the Jerusalem area after criminals were able to use information from a data leak to obtain data on the cars; three east Jerusalem residents have been arrested. The hackers were able to use the stolen data to hack the cars' computers.http://www.ynetnews.com/articles/0,7340,L-4895716,00.htmlIsrael Undetermined

Kapustkiy breaches the Slovak Chamber of Commerce (www.scci.sk) and accesses the data of more than 4,000 users.http://securityaffairs.co/wordpress/54550/data-breach/slovak-chamber-commerce-hacked.htmlSlovakia Undetermined

Cryptolulz666 hacks the database of the Indian Institute of Technology Kharagpur, the second of the country and leaks a part of the 12,000 users.http://securityaffairs.co/wordpress/54526/data-breach/indian-institute-of-technology-kharagpur-hacked.htmlIndia Undetermined



According to reports, malicious cyber-criminals were stealing cash from the bank since the summer of 2016 and the theft remained unnoticed until now. Too late now since the bank has already lost $3.6million.https://www.hackread.com/someone-stole-3-6m-from-miami-bank/United States of AmericaUndetermined

LinkedIn's online learning unit Lynda.com notifies its 9.5 million users of an unauthorised database breach that contained the contact information and courses viewed of around 55,000 users. The company confirms the hack and says it has reset the passwords.http://www.ibtimes.co.uk/linkedins-online-learning-platform-lynda-com-suffers-data-breach-affecting-55000-accounts-1597180United States of AmericaUndetermined

Kelvin Onaghinor, a Nigerian national is charged in connection with a hack of Los Angeles County emails that might have exposed personal data from more than 750,000 people who had business with county departments.https://www.theguardian.com/us-news/2016/dec/18/los-angeles-county-email-hack-kelvin-onaghinorUnited States of AmericaUnited States of America

The Phantom Squad Collective takes down the servers of EA Battlefield 1.https://www.hackread.com/you-are-not-alone-ea-servers-are-down/United States of AmericaUndetermined

The Dark Overlord leaks some data from Precon Products including the alleged video of an accident and the Operation Manager's iPhone data.https://www.databreaches.net/thedarkoverlord-reveals-three-more-attacks-with-more-to-be-revealed/United States of AmericaUnited Kingdom of Great Britain and Northern Ireland

Fitness website PayAsUGym confirms one of its servers has been hacked and acknowledges that 300,000 email addresses and passwords of its members has been accessed.http://www.bbc.com/news/technology-38350987United Kingdom of Great Britain and Northern IrelandUndetermined

Cryptolulz666 takes down the website of the Russian Federal Drug Control Service Liquidation Commission (fskn.gov.ru)http://securityaffairs.co/wordpress/54459/hacking/cryptolulz666-ddos.htmlRussian FederationUndetermined

Cryptolulz666 takes down the website of italiastartupvisa.mise.gov.it.http://securityaffairs.co/wordpress/54459/hacking/cryptolulz666-ddos.htmlItaly Undetermined

Cryptolulz666 was just testing his own botnet, then later he targeted the website of the Russian Federal Drug Control Service liquidation commission. The Russian website was down for several hours.http://securityaffairs.co/wordpress/54459/hacking/cryptolulz666-ddos.htmlRussian FederationUndetermined

Personal Information of about 1000 Black Hawk College employees and their dependents could have been compromised in a hack of Summit Reinsurance Services Inc., a former insurance provider's server.https://www.databreaches.net/il-security-breach-could-affect-black-hawk-college-employees/United States of AmericaUndetermined

Bleacher Report reports that an unauthorized user gained access to user information for its website and mobile app.https://awfulannouncing.com/br/bleacher-report-says-users-login-information-may-have-hacked.htmlUnited States of AmericaUndetermined

Ukraine investigates a suspected cyber attack on Kyiv's power grid at the weekend, the latest in a series of strikes on its energy and financial infrastructure.http://www.reuters.com/article/us-ukraine-crisis-cyber-attacks-idUSKBN1491ZFUkraine Russian Federation

Russian hackers reportedly launched a targeted cyberattack on the Pentagon in August 2015, which saw the unclassified email system used by the Joint Chiefs of Staff hijacked, leaving the data of nearly 3,500 military personnel and civilians vulnerable to exposure.http://www.ibtimes.co.uk/pentagon-hit-by-russian-hackers-crippling-attack-that-forced-full-systems-overhaul-report-1596798United States of AmericaUndetermined

The official website of the Russian National Visa Bureau in the Netherlands (rnvb.nl) is hacked with the information of thousands of people exposed.http://news.softpedia.com/news/russian-visa-website-hack-exposes-data-of-thousands-of-users-510996.shtmlRussian FederationUndetermined

The Election Assistance Commission, the U.S. agency charged with ensuring that voting machines meet security standards, was itself penetrated by a hacker after the November elections, according to security firm Recorded Future.http://www.reuters.com/article/us-election-hack-commission-idUSKBN1442VC?il=0United States of AmericaUndetermined

ESET reports that BlackEnergy, the same group who targeted Ukrainian utilities last December has been using the TeleBots malware against Ukrainian banks in the last month.http://www.theregister.co.uk/2016/12/15/ukraine_banks_apt/Ukraine Russian Federation

Cryptolulz666 breaks into the database of the website of the Russian Embassy of Armenia (embassyru.am) and leaks the corresponding data.http://securityaffairs.co/wordpress/54393/hacking/russian-embassy-of-armenia-hacked.htmlRussian FederationUndetermined

Data on about 1,000 former students in Frederick County Public Schools in Maryland was likely exposed in a data breach that occurred prior to 2010 but which was only discovered in September of this year.https://www.scmagazine.com/ancient-breach-discovered-1k-former-maryland-public-students-affected/article/579311/United States of AmericaUndetermined

Ukraine's defence ministry says that its website is down due to cyber attacks that appeared aimed at disrupting it giving updates on the pro-Russian separatist conflict in eastern regions.http://www.reuters.com/article/us-ukraine-crisis-cyber-idUSKBN1421YTUkraine Undetermined

Kapustkiy claims to have stolen thousands of passport numbers and other pieces of personal information from the website of a Russian consular department (ambru.nl).https://www.vice.com/en_us/article/78kmqg/hacker-claims-theft-of-thousands-of-passport-numbers-from-russian-consulateRussian FederationUndetermined

KFC warns its 1.2 million Colonel's Club loyalty scheme members that their data may have been breached after its website was hacked. Apparently only 30 users have been affected.http://www.itv.com/news/2016-12-12/kfc-website-hack-loyalty-scheme-members-warned-to-change-password/United Kingdom of Great Britain and Northern IrelandUndetermined

The Legion collective hack the Twitter accounts of Barkha Dutt and Ravish Kumar, two prominent journalists with Indian NDTV news channel.http://mashable.com/2016/12/12/twitter-india-hacks-legion-group/India Undetermined

The Legion collective hack the Twitter accounts of Barkha Dutt and Ravish Kumar, two prominent journalists with Indian NDTV news channel.http://mashable.com/2016/12/12/twitter-india-hacks-legion-group/India Undetermined

A threat actor targeted Ethiopian dissidents for the purpose of espionage, using commercially available spyware sold by Cyberbit, an Israel-based company. Most notably, the actor targeted the Oromia Media Network and some individuals associated with it.https://citizenlab.ca/2017/12/champing-cyberbit-ethiopian-dissidents-targeted-commercial-spyware/United Kingdom of Great Britain and Northern IrelandUndetermined

Indian tycoon Vijay Mallya's Twitter account appears to have been hacked. The alleged hackers hijack Mallya's account and are currently leaking the industrialist's personal and sensitive information.http://www.ibtimes.co.uk/vijay-mallyas-twitter-account-hacked-personal-sensitive-information-leaked-1595666India Undetermined

News emerges that hackers targeted Turkey's Akbank via the SWIFT global money transfer system in an attack which the bank said had not compromised customer data but would cost it up to $4 million.http://www.reuters.com/article/us-akbank-cyber-idUSKBN1450MCTurkey Undetermined

Kagoya, a famous hosting service provider in Japan suffers a security breach in which the personal and financial data of its customers is stolen. In an email to their customers, Kagoya states that the attack affected about 50,000 customers who used their credit cards between April 1, 2015 and September 21, 2016.https://www.hackread.com/japanese-hosting-company-kagoya-hacked/Japan Undetermined

ThyssenKrupp reveals that in February of this year, hackers infiltrated its computer systems and stealthily carried out an espionage operation that reportedly managed to avoid detection until April.http://www.forbes.com/sites/leemathews/2016/12/08/thyssenkrupp-attackers-stole-trade-secrets-in-massive-hack/Germany Undetermined

Kapustkiy and Kasimierz L, hack the website of the Argentinian Ministry of Industry (Ministerio de Produccion) and expose 18,000 accounts.http://news.softpedia.com/news/argentinian-government-site-suffers-major-breach-personal-information-exposed-510780.shtmlArgentina India

A series of security breaches that stuck prestigious law firms last year was more pervasive than reported and was carried out by people with ties to the Chinese government, according to evidence seen by Fortune.http://fortune.com/2016/12/07/china-law-firms/United States of AmericaUndetermined

The Website of the State Treasury Service of Ukraine redirects the users to www.whoismrrobot.com. Also, the website of the Ministry of Finance of Ukraine experiences a service disruption.http://uaposition.com/latest-news/ukraine-state-treasurys-website-hacked/Ukraine Undetermined

The Website of the State Treasury Service of Ukraine redirects the users to www.whoismrrobot.com. Also, the website of the Ministry of Finance of Ukraine experiences a service disruption.http://uaposition.com/latest-news/ukraine-state-treasurys-website-hacked/Ukraine Undetermined

North Korea appears to have hacked South Korea's cyber command in what could be the latest cyberattack against Seoul.https://www.bbc.com/news/world-asia-38219009Korea (the Republic of)Undetermined

The University of Wisconsin-Madison Law School reveals that a database containing Social Security numbers and name pairs od 1,213 Law School applicants for 2005-'06 was hacked last month.https://www.databreaches.net/university-of-wisconsin-madison-law-school-breach-disclosed/United States of AmericaUndetermined

State-Owned Russian Bank VTB reveals to have been targeted by hackers with a DDoS attack.http://news.softpedia.com/news/state-owned-russian-bank-vtb-claims-hackers-attacked-its-servers-510756.shtmlRussian FederationUndetermined

An unknown hacker steals at least $300,000 in Augur and Ether cryptocurrency from Bo Shen, the founder of venture capital firm Fenbushi Capital, and one of the early adopters of many of today's cryptocurrencies.https://www.bleepingcomputer.com/news/security/hacker-steals-300-000-from-major-cryptocurrency-investor/China Undetermined

An unknown hacker extracts 85.2 million unique email addresses and usernames from video-sharing site Dailymotion, one of the biggest video platforms in the world.http://www.zdnet.com/article/dailymotion-hack-exposes-millions-of-accounts/France Undetermined

Eir warns customers that 2000 of its modems have been compromised by the Mirai botnet.http://www.breakingnews.ie/ireland/eir-warns-broadband-customers-of-modem-security-breach-767268.htmlIreland Undetermined

A former Expedia IT professional admits to illegally trading on secrets he discovered by hacking his own company's senior executives.http://money.cnn.com/2016/12/05/technology/expedia-hack-insider-trading-sec/index.htmlUnited States of AmericaUnited States of America

Kapustkiy breaches the National Assembly of Ecuador and leaks the data via PasteBin.http://securityaffairs.co/wordpress/54068/data-breach/national-assembly-of-ecuador-hacked.htmlEcuador Undetermined

The Intercom Wireless Frequency System of McDonald's at the New Bern, N.C is hacked and broadcasts unexpected messages to customers.https://www.hackread.com/mcdonalds-drive-thru-intercom-wireless-frequency-system-hacked/United States of AmericaUndetermined

A group called AppState Leaks releases the data of 1,768 student from Appalachian State University.https://www.databreaches.net/anonymous-group-releases-1768-student-gpas-from-appalachian-state-university/United States of AmericaUndetermined

Eight Saudi institutions are hit by a destructive cyber attack allegedly generating from Iran, carried on using a new version of the infamous Shamoon Malware. Among the victims is the Saudi Arabian Monetary Agency, the country's central bank.https://www.bloomberg.com/news/articles/2016-12-02/saudi-central-bank-computers-said-to-be-damaged-by-iran-malwareSaudi ArabiaUndetermined

The Central Bank of Russia confirms that in 2016 unknown hackers stole 2 billion rubles, equivalent to $31 million from accounts of the Central Bank.http://www.forbes.com/sites/leemathews/2016/12/03/hackers-targeted-russian-central-bank-in-45-million-heist/Russian FederationUndetermined

Kapustkiy hacks a website belonging to the Venezuelan army (catropaejb.com.ve) and exposes a total of 3,000 accounts.http://news.softpedia.com/news/venezuelan-army-website-hacked-details-of-3-000-accounts-exposed-510676.shtmlVenezuela (Bolivarian Republic of)Undetermined

A group called Football Leaks dumps 1.9 terabytes of data, covering 18.6 million private documents, related to professional football players. The documents are handed over to the German publication Der Spiegel.https://www.engadget.com/2016/12/02/professional-football-is-the-latest-victim-of-a-giant-data-leak/UndeterminedUndetermined

The website of Health Solutions, one of the largest diagnostic laboratories in India, is breached, with hackers accessing a database that included no less than 35,000 medical records, including HIV reports for registered patients.http://news.softpedia.com/news/hackers-steal-medical-records-of-35-000-indian-patents-including-hiv-records-510728.shtmlIndia Undetermined

Japanese cosmetics maker Shiseido Co. says that the online store run by subsidiary IPSA Co. has suffered illegal access and that personal information on about 420,000 customers may have leaked as a result.https://www.databreaches.net/breach-at-shiseido-unit-likely-led-to-data-leak-on-420000-shoppers/Japan Undetermined

Two main news channels in Israel were hacked and the attackers broadcasted a 30-second clip showing images of Muslim holy sites and Quranic scriptures.https://www.hackread.com/israeli-news-channels-hacked-against-adaan-ban/Israel Undetermined

Thousands of TalkTalk and Post Office customers have had their internet access cut by an attack targeting certain types of internet routers.http://www.bbc.co.uk/news/technology-38167453United Kingdom of Great Britain and Northern IrelandUndetermined

Thousands of TalkTalk and Post Office customers have had their internet access cut by an attack targeting certain types of internet routers.http://www.bbc.co.uk/news/technology-38167453United Kingdom of Great Britain and Northern IrelandUndetermined

Two main news channels in Israel were hacked and the attackers broadcasted a 30-second clip showing images of Muslim holy sites and Quranic scriptures.https://www.hackread.com/israeli-news-channels-hacked-against-adaan-ban/Israel Undetermined

An Iranian threat actor used malware known as Shamoon 2.0 to compromise and destroy computers at the General Authority of Civil Aviation of Saudi Arabia.https://www.bloomberg.com/news/articles/2016-12-02/saudi-central-bank-computers-said-to-be-damaged-by-iran-malwareSaudi ArabiaUndetermined

An Iranian threat actor used malware known as Shamoon 2.0 to compromise and destroy computers at the General Authority of Civil Aviation of Saudi Arabia.https://www.bloomberg.com/news/articles/2016-12-01/destructive-hacks-strike-saudi-arabia-posing-challenge-to-trumpSaudi ArabiaUndetermined

The Twitter account of Rahul Gandhi, the heir of the Indian National Congress Party, India's oldest political party, is hacked.http://mashable.com/2016/12/12/twitter-india-hacks-legion-group/India Undetermined



The Erasmus University is the victim of a breach affecting 270,000 students, whose personal information is compromised.https://themerkle.com/erasmus-university-data-breach-exposes-students-medical-and-financial-information/NetherlandsUndetermined

About 26,500 National Lottery accounts are feared to have been hacked, according to its operator Camelot. However the firm says it does not believe its own systems has been compromised, but rather that the players' login details had been stolen from elsewhere.http://www.bbc.com/news/technology-38155710United Kingdom of Great Britain and Northern IrelandUndetermined

The computers of the Carleton University are paralyzed by a ransomware attack.http://www.theregister.co.uk/2016/11/29/canadian_uni_prey_to_ransomware/Canada Undetermined

900,000 Deutsche Telekom customers are knocked off the internet when their routers are hit by a malware attack launched through the Mirai Botnet exploiting a SOAP Remote Execution Vulnerability.https://www.bankinfosecurity.com/mirai-botnet-knocks-out-deutsche-telekom-routers-a-9565Germany Undetermined

The European Commission (EC) is the target of a distributed denial of service (DDoS) that leads to a breakdown in internet services for hours.http://www.darkreading.com/attacks-breaches/european-commission-hit-by-ddos-attack/d/d-id/1327578UndeterminedUndetermined

Computer systems at San Francisco's transit system, Muni, are paralyzed following a malware attack. The author of the attack asks for a ransom of $73,000.http://www.sfexaminer.com/alleged-muni-hacker-demands-73000-ransom-computers-stations-restored/United States of AmericaUndetermined

Kyodo News reveals that the network of the Japanese Defence Ministry was the target of a cyber-attack in September this year.https://www.bleepingcomputer.com/news/security/japan-defense-ministry-targeted-by-cyber-attack/Japan Undetermined

Columbia County School District in Georgia is hit by a breach that compromised personal data, including Social Security numbers, of staff.http://www.wrdw.com/content/news/Possible-data-breach-affects-Columbia-County-School-district-employees-407785575.htmlUnited States of AmericaUndetermined

Hackers are blackmailing the customers of Valartis Bank, a Liechtenstein bank, asking victims to send 10% of their funds to a Bitcoin address or have their bank accounts details exposed online.http://www.reuters.com/article/us-liechtenstein-bank-cybercrime-idUSKBN13M0DCLiechtensteinUndetermined

Kapustkiy breaches the websites of the High Commission of Ghana and the High Commission of Fiji.http://news.softpedia.com/news/powerful-greek-army-hacker-breaches-high-commission-websites-in-india-510519.shtmlIndia Undetermined

Kapustkiy breaches the websites of the High Commission of Ghana and the High Commission of Fiji.http://news.softpedia.com/news/powerful-greek-army-hacker-breaches-high-commission-websites-in-india-510519.shtmlIndia Undetermined

The official website of the Kuwaiti parliament is defaced by hackers on their parliamentary election day. The hackers deface the main page leaving a message in Arabic accusing Abdul Hamid Dashti, a member of parliament (MP) of being an Iranian agent and urged other MPs to unite against him.http://www.ibtimes.co.uk/hackers-defaced-kuwaiti-parliament-website-election-day-accusing-mp-being-iranian-agent-1593992Kuwait Kuwait

Quest Diagnostics says it is investigating a recent hack that exposed the personal health information of about 34,000 people. An "unauthorized third party" gained access to names, dates of birth, lab results and, in some cases, telephone numbers on Nov. 26 through a mobile health app that gives patients access to lab results and other information.http://www.nytimes.com/2016/12/12/us/hack-of-quest-diagnostics-app-exposes-data-of-34000-patients.html?_r=1United States of AmericaUndetermined

The cyber-espionage group Fancy Bear has hacked into the confidential emails of senior anti-doping officials from the United States Anti-Doping Agency (USADA).https://www.theguardian.com/sport/2016/nov/25/fancy-bears-hack-again-with-attack-on-senior-anti-doping-officialsUnited States of AmericaRussian Federation

Vascular Surgical Associates notifies patients of a hack discovered in September when a compromised vendor password was used to access an internal computer.https://www.databreaches.net/ga-vascular-surgical-associates-notifies-patients-of-hack/United States of AmericaUndetermined

An unknown attacker hijacks the update mechanism employed by Ask Partner Network (APN) to download suspicious code onto unsuspecting users' PCs.https://blog.redcanary.com/ask-partner-network-compromiseUnited States of AmericaUndetermined

Gh0s7 hacks the Instituto de la FunciÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â³n Registral del Estado MÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â©xico (IFREM) and dumps the entire database.http://news.softpedia.com/news/shad0ws3c-hacker-breaches-mexican-government-website-510447.shtmlMexico Undetermined

Hackers compromise the Mailchimp database and manage to send out emails containing malicious links to subscribers of various different companies.https://www.vice.com/en_us/article/53dqnz/hackers-are-using-mailchimp-to-spread-malwareUnited States of AmericaUndetermined

Customers of takeaway food app Deliveroo have their accounts hacked and run up bills for food that they did not order.http://www.bbc.co.uk/news/technology-38070985United Kingdom of Great Britain and Northern IrelandUndetermined

Madison Square Garden Co. admits that hackers may have stolen payment card data at Madison Square Garden, The Theater at Madison Square Garden, Radio City Music Hall, Beacon Theatre and The Chicago Theatre from Nov. 9, 2015 to Oct. 24, 2016.http://www.marketwatch.com/story/madison-square-garden-says-customer-card-data-may-have-been-hacked-2016-11-22United States of AmericaUndetermined

The Hungarian Human Rights Foundation website is hacked and the attackers manage to get access to over 20,000 accounts and personal information, including phone numbers and home addresses.http://news.softpedia.com/news/human-rights-foundation-website-hacked-thousands-of-accounts-exposed-510384.shtmlHungary Undetermined

Atlantis, Paradise Island announces a recent security incident that may have compromised the security of payment information between March 9, 2016 and October 22, 2016.https://www.databreaches.net/atlantis-paradise-island-provides-notice-of-data-security-incident/Bahamas Undetermined

TheCounter, a third party Twitter site was hacked over the weekend and various celebrity and media accounts taken over to promote an "increase Twitter followers" service.http://www.infosecurity-magazine.com/news/twitter-celebs-and-corporate/United States of AmericaUndetermined

Kapustkiy breaks into the Eastern Indian Regional Council and accesses the data of 17,000 students.http://news.softpedia.com/news/kapustkiy-breaks-into-indian-regional-council-server-17-000-users-exposed-510355.shtmlIndia Undetermined

Kapustkiy hacks an Italian government website (mobilita.gov.it) and dumps 45,000 records.http://news.softpedia.com/news/hacker-breaks-into-italian-government-website-45-000-users-exposed-510332.shtmlItaly Undetermined

The U.S. Olympic Committee (USOC) notifies individuals who participated in the 100-Days Out event in April 2016 that their personal information has been acquired by an unauthorized individual who gained access to the email account of a contractor who ran security clearances for the event.https://www.databreaches.net/usoc-notifying-participants-in-100-days-out-event-of-vendor-breach/United States of AmericaUndetermined

Three Mobile admits that hackers have successfully accessed its customer upgrade database after using an employee login. 6 million customers' private information is at risk.http://www.telegraph.co.uk/news/2016/11/17/three-mobile-cyber-hack--six-million-customers-private-data-at-r/United Kingdom of Great Britain and Northern IrelandUndetermined

The Amn3s1a Team hacking group releases a data dump containing what the group claims is nearly 2GB of source code stolen from several Mega.nz servers.https://www.scmagazine.com/mega-breach-results-in-2gb-source-code-dump/article/574118/New ZealandUndetermined

The Canadian army's public recruitment website (forces.ca) is hacked and briefly redirects visitors to the official website of the Chinese government.https://www.vice.com/en_us/article/3da4dw/the-canadian-armys-recruitment-site-was-hackedCanada Undetermined

OurMine hack Mark Zuckerberg's Pinterest Account and post a message suggesting they could help him with his online security.https://www.tripwire.com/state-of-security/featured/mark-zuckerberg-has-his-pinterest-account-hacked-again/United States of AmericaSaudi Arabia

The Dark Overlord claims to have stolen a wealth of company and personal information (500Gb) from US adhesive, glue, and tape company Gorilla Glue.https://www.vice.com/en_us/article/53dq8k/hackers-claim-theft-of-data-from-gorilla-glueUnited States of AmericaUnited Kingdom of Great Britain and Northern Ireland

Confidential personal records of over 34 million residents in the Indian state of Kerala are compromised, when an Indian man living in Tokyo posts them on Facebook after the Indian government failed to address security flaws in website.http://gulfnews.com/xpress/news/data-of-34-million-keralites-leaked-in-massive-breach-1.1930317India Undetermined

Trustwave researchers spot the Carbanak cybergang using a new socially engineered trick to spread point-of-sale (POS) malware to businesses in the hospitality industry.https://www.scmagazine.com/researchers-spot-clever-social-engineering-tactic-used-to-spread-macros/article/573181/UndeterminedSpain

Anthony Clark is charged by the Northern Texas District Court with a count of Conspiracy to Commit Wire Fraud for his role in a scheme to automatically generate and then resell the digital coins used to purchase perks in FIFA Ultimate Team on the PlayStation and Xbox.http://www.theregister.co.uk/2016/11/14/ea_hackers_charged_for_stealing_game_coins/United States of AmericaUnited States of America

Here we are again: adult dating and entertainment company FriendFinder Networks has reportedly been hacked in a massive data breach exposing more than 412 million accounts and user credentials collected over two decades.http://www.zdnet.com/article/adultfriendfinder-network-hack-exposes-secrets-of-412-million-users/United States of AmericaUndetermined

Michigan State University announces that a university server and a database containing information on some 400,000 faculty, staff and students has been accessed by an unauthorised third party.https://www.helpnetsecurity.com/2016/11/21/michigan-state-university-breach/United States of AmericaUndetermined

The hacktivist known as ElSurveillance is back with its operation #EscortsOffline and two more data dumps from two dating sites: 24luv.com (92,937 users' email addresses and plain-text passwords) and freedateusa.com (127,395 email addresses and plain-text passwords).https://www.databreaches.net/elsurveillance-hacks-and-dumps-two-more-dating-sites-warns-users-about-russian-black-hats/United States of AmericaUnited States of America

CyberZeist announces that the Windham County Sheriff's Office has been hacked, and dumps the entire database with 300 records of personnel.https://www.databreaches.net/windhamcountyvt-gov-site-hacked-data-dumped/United States of AmericaUndetermined

The hacktivist known as ElSurveillance is back with its operation #EscortsOffline and two more data dumps from two dating sites: 24luv.com (92,937 users' email addresses and plain-text passwords) and freedateusa.com (127,395 email addresses and plain-text passwords).https://www.databreaches.net/elsurveillance-hacks-and-dumps-two-more-dating-sites-warns-users-about-russian-black-hats/United States of AmericaUnited States of America

A&M LLC announces that a recent data security incident may have compromised the security of payment information of some customers who used debit or credit cards at Annie Sez, Afaze, Mandee, Sirens and Urban Planet locations between November 24, 2015 and August 23, 2016.http://www.prnewswire.com/news-releases/am-provides-notice-of-data-security-incident-300361669.htmlUnited States of AmericaUndetermined

Casino Rama Resort issues a warning to its customers and employees after a hacker claimed to have stolen over a decades' (from 2004 to 2016) worth of sensitive information from its computer networks ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¢ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¢'ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¬ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''" including payroll data and social insurance numbers.http://www.ibtimes.co.uk/high-stakes-hacker-steals-decade-sensitive-data-canadian-casino-1591134Canada Undetermined

The UK's National Crime Agency public web site is briefly taken down by a DDoS attack.http://www.theregister.co.uk/2016/11/09/nca_under_ddos_it_must_be_wednesday/United Kingdom of Great Britain and Northern IrelandUndetermined

A hacker called vimproducts claims to have taken down several Russian banks including the Moscow Exchange, the Bank of Moscow, Rosbank, and Alfa-Bank.https://www.vice.com/en_us/article/4xa5y9/hacker-claims-to-take-down-russian-bank-websites-on-election-dayRussian FederationUndetermined
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A hacker called vimproducts claims to have taken down several Russian banks including the Moscow Exchange, the Bank of Moscow, Rosbank, and Alfa-Bank.https://www.vice.com/en_us/article/4xa5y9/hacker-claims-to-take-down-russian-bank-websites-on-election-dayRussian FederationUndetermined

CyberZeist claims to have breached the Alaskan Elections Results website (elections.alaska.gov) and dumps a screenshot, the server IPs and the username/password combination.https://www.adn.com/politics/2018/05/07/hackers-broke-partway-into-alaskas-election-system-in-2016-officials-say-no-damage-was-done/United States of AmericaUndetermined

In a cyber-attack coordinated by an alleged jealous teenager, the YouTube account of Theo Ogden (a popular video channel with 200 videos, 20,000 subscribers and 1.6 million views), is deleted permanently.https://www.scmagazine.com/popular-youtube-video-blog-hacked-by-jealous-teenager/article/571592/United Kingdom of Great Britain and Northern IrelandUndetermined

A hacker called vimproducts claims to have taken down several Russian banks including the Moscow Exchange, the Bank of Moscow, Rosbank, and Alfa-Bank.https://www.vice.com/en_us/article/4xa5y9/hacker-claims-to-take-down-russian-bank-websites-on-election-dayRussian FederationUndetermined

The Anonymous claim to have shut down part of Scotland Yard's website (content.met.police.uk) for eight hours in revenge for dozens of arrests during the annual Million Mask March on parliament in London.http://www.thetimes.co.uk/article/hackers-hit-police-site-after-arrests-at-protest-7fj2dhzqwUnited Kingdom of Great Britain and Northern IrelandUndetermined

WikiLeaks, the whistleblowing platform managed by Julian Assange, suffers a "targeted" DDoS attack, less than 24 hours after releasing over 8,000 fresh emails from the Democratic National Committee (DNC).http://www.ibtimes.co.uk/wikileaks-hit-targeted-cyberattack-after-publishing-over-8000-more-dnc-emails-1590267UndeterminedUndetermined

According to security firm Flashpoint, hackers tried to cripple the campaign websites of US presidential candidates Hillary Clinton and Donald Trump, employing the Mirai botnet.http://www.ibtimes.co.uk/hackers-targeted-clinton-trump-websites-using-mirai-botnet-before-election-day-1590571United States of AmericaUndetermined

Tesco Bank is the victim of "a systematic, sophisticated attack" targeting 9,000 customers who have money stolen from their account. The total cost of the attack is GBP 2.5 M (USD 3M).http://www.bbc.co.uk/news/business-37915755United Kingdom of Great Britain and Northern IrelandUndetermined

According to security firm Flashpoint, hackers tried to cripple the campaign websites of US presidential candidates Hillary Clinton and Donald Trump, employing the Mirai botnet.http://www.ibtimes.co.uk/hackers-targeted-clinton-trump-websites-using-mirai-botnet-before-election-day-1590571United States of AmericaUndetermined

A Distributed Denial of Service (DDoS) attack halted heating distribution in at least two properties in the city of Lappeenranta, located in eastern Finland. In both of the events the attacks disabled the computers that were controlling heating in the buildings.http://metropolitan.fi/entry/ddos-attack-halts-heating-in-finland-amidst-winterFinland Undetermined

Seven domains of Indian Embassies in Europe and Africa have been hacked and published by Kapustkiy & Kasimierz L on Pastebin (South Africa, Libya, Italy, Switzerland, Malawi, Mali, Romania).https://www.ehackingnews.com/2016/11/seven-websites-of-indian-embassy-hacked.htmlIndia India
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The top business manager for the East Baton Rouge Parish school system falls victim of a phishing email fraud, wiring $46,500 to someone who claimed via email to be Superintendent Warren Drake, even though the man himself was working in an office next door.http://www.theadvocate.com/baton_rouge/news/education/article_63dcdfb2-a469-11e6-9fcc-b7c9937dade9.htmlUnited States of AmericaUndetermined

Kupustkiy hacks Indian Embassy websites across seven countries.https://www.riskbasedsecurity.com/2016/12/23/kapustkiy-the-17-year-old-man-the-myth-the-motivations/SwitzerlandUndetermined

Kupustkiy hacks Indian Embassy websites across seven countries.https://www.riskbasedsecurity.com/2016/12/23/kapustkiy-the-17-year-old-man-the-myth-the-motivations/Italy Undetermined

Kupustkiy hacks Indian Embassy websites across seven countries.https://www.riskbasedsecurity.com/2016/12/23/kapustkiy-the-17-year-old-man-the-myth-the-motivations/Romania Undetermined

Kupustkiy hacks Indian Embassy websites across seven countries.https://www.riskbasedsecurity.com/2016/12/23/kapustkiy-the-17-year-old-man-the-myth-the-motivations/Mali Undetermined

Kupustkiy hacks Indian Embassy websites across seven countries.https://www.riskbasedsecurity.com/2016/12/23/kapustkiy-the-17-year-old-man-the-myth-the-motivations/South AfricaUndetermined

Kupustkiy hacks Indian Embassy websites across seven countries.https://www.riskbasedsecurity.com/2016/12/23/kapustkiy-the-17-year-old-man-the-myth-the-motivations/Libya Undetermined

Kupustkiy hacks Indian Embassy websites across seven countries.https://www.riskbasedsecurity.com/2016/12/23/kapustkiy-the-17-year-old-man-the-myth-the-motivations/Malawi Undetermined

Kupustkiy hacks Paraguay Embassy in Taiwan.https://www.riskbasedsecurity.com/2016/12/23/kapustkiy-the-17-year-old-man-the-myth-the-motivations/Taiwan (Province of China)Undetermined

Kupustkiy hacks Indian Embassy in New York.https://www.riskbasedsecurity.com/2016/12/23/kapustkiy-the-17-year-old-man-the-myth-the-motivations/United States of AmericaUndetermined

Wholesale retail giant Sam's Club has reset passwords for thousands of customers (14,600 email addresses and plain-text passwords) after their account details were posted online.http://www.zdnet.com/article/sams-club-resets-passwords-after-thousands-of-logins-posted-online/United States of AmericaUndetermined

Sentinel Hotel announces to have taken action to investigate and address an incident affecting payment card data at the hotel's front desk.https://www.databreaches.net/or-sentinel-hotel-notifies-guests-of-payment-card-incident/United States of AmericaUndetermined

The City of El Paso is "robbed" of about $3 million intended for the streetcar project, when a person or group pretending to be a vendor scammed the city by using a phishing attack.https://kvia.com/news/2016/11/02/city-of-el-paso-duped-out-of-3-3-million-in-phishing-scam/United States of AmericaUndetermined

New Zealand Nurses Organization notifies 47,000 members of a breach after a spear phishing campaign.https://www.databreaches.net/new-zealand-nurses-organisation-notifies-47000-members-of-breach/New ZealandUndetermined

The collective called OurMine post and edited some stories on the US version of the website.https://www.hackread.com/ourmine-hacks-business-insider-website/United States of AmericaSaudi Arabia

An Arizona man is arrested on charges that he hacked into over 1,000 email accounts for students and others at two universities, including Pace University in New York, and tried to do the same at 75 other higher-education institutions.http://www.reuters.com/article/us-usa-cyber-universities-idUSKBN12X2MGUnited States of AmericaUnited States of America

UK-based global recruitment firm PageGroup confirms that an alleged lone hacker broke into its network and illegally accessed job applicants' personal information. The data breach occurred when the hacker infiltrated a development server run by Capgemini.http://www.theregister.co.uk/2016/11/11/capgemini_pagegroup_leak/United Kingdom of Great Britain and Northern IrelandUndetermined

Hackers claiming to be associated with the Islamic State (ISIS) claim to have shut down the Telegram channel belonging to a Syrian activist group reporting out of Raqqa.http://www.ibtimes.co.uk/pro-isis-hackers-claim-shutting-down-telegram-channel-raqqa-based-syrian-activist-group-1589635Syrian Arab RepublicSyrian Arab Republic

More than 55,000 Duluth residents receive letters informing them that voter registration lists and other personal information may have been exposed as a result of an email phishing attack at city hall.http://www.twincities.com/2016/10/31/duluth-mn-phishing-attack-may-have-exposed-voters-private-data/United States of AmericaUndetermined

Citing a computer virus outbreak, a hospital system in the United Kingdom cancels all planned operations and diverts major trauma cases to neighboring facilities.https://krebsonsecurity.com/2016/11/computer-virus-cripples-uk-hospital-system/United Kingdom of Great Britain and Northern IrelandUndetermined

Anonymous Poland claims to have hacked the Bradley Foundation and dumps more than 30Gb data including a fake letter of a $150 million donation to Clinton's campaign.https://www.databreaches.net/bradley-foundation-hacked-to-expose-contribution-to-clinton-campaign/United States of AmericaPoland

A Ukrainian group called CyberHunta claims to have hacked into the account of an assistant to presidential aide Vladislav Surkov and uploads more than 2,000 emails.http://www.independent.co.uk/news/world/europe/vladimir-putins-aide-gets-hacked-sparking-suspicions-of-proxy-cyberwar-ukraine-cyberhunta-a7385306.htmlRussian FederationUndetermined

Converse reveals that the company's Australian e-commerce site was intercepting payment details for website visitors that made purchases between Sept. 2 and Oct. 12 of this year.http://www.infosecurity-magazine.com/news/converse-ecommerce-site-hacked/Australia Undetermined

Three Dutch hackers broke into Donald Trump's Twitter account in 2016 by guessing his password was "yourefired".https://www.dutchnews.nl/news/2020/09/youre-fired-dutch-hackers-broke-into-trumps-twitter-account-in-2016/United States of AmericaUndetermined

Hackers manage to get their hands on personal and sensitive information of over 130,000 US Navy officials after a laptop of an HPE Navy contactor is hacked. The breach was acknowledged on October 27th.http://www.navy.mil/submit/display.asp?story_id=97820United States of AmericaUndetermined

Danish payment processor company Nets advises local banks to block up to 100,000 credit cards on suspicion their security might have been compromised by hackers.http://www.reuters.com/article/us-nets-credit-cards-idUSKCN12Q12NDenmark Undetermined

DomainTools says it detected an attack against its user management system from an unknown attacker and advises users to change their passwords as a precaution.http://news.softpedia.com/news/domaintools-warns-customers-of-user-data-scraping-attack-509642.shtmlUnited States of AmericaUndetermined

The Syrian Cyber Army claims responsibility for DDoS attacks against several Belgian media news outlets including De Standaard, Het Nieuwsblad, Gazet van Antwerpen, Het Belang van Limburg, and RTFB.http://news.softpedia.com/news/syrian-cyber-army-claim-ddos-attacks-on-belgian-media-509623.shtmlBelgium Syrian Arab Republic
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A new DDoS attack hits the infrastructure of StarHub.http://www.ibtimes.co.uk/singapores-starhub-says-malicious-ddos-attacks-caused-broadband-disruptions-1588332Singapore Undetermined
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Singapore telecommunications company StarHub is the target of a DDoS attack (once again carried on flooding the company with bogus DNS queries).http://www.ibtimes.co.uk/singapores-starhub-says-malicious-ddos-attacks-caused-broadband-disruptions-1588332Singapore Undetermined

The Sony Playstation Network is the target of the Mirai botnet DDoS attack.https://www.bleepingcomputer.com/news/security/teen-who-shook-the-internet-in-2016-pleads-guilty-to-ddos-attacks/Japan Undetermined

Forcepoint reveals the details of BITTER, a cyber espionage campaign targeting Pakistani government officials.http://news.softpedia.com/news/pakistan-government-officials-targeted-with-rats-in-cyber-espionage-campaign-509529.shtmlPakistan Undetermined

The city of Middletown reveals that computer hackers gained access to personal information of people who had contact with the Middletown Police Department.https://www.databreaches.net/ny-hackers-breach-city-of-middletown-computer-system/United States of AmericaUndetermined

A distributed denial of service attack against Dyn, the dynamic DNS service, affects the availability of dozens of major websites and Internet services this morning, including Twitter and Reddit.http://arstechnica.com/security/2016/10/dos-attack-on-major-dns-provider-brings-internet-to-morning-crawl/United States of AmericaUndetermined

Details of more than 3.2 million cash cards of customers of top Indian banks (Visa, Mastercard, RuPay) have reportedly been stolen in what could be one of the biggest financial data breaches in the country. The worst hit banks are the State Bank of India, HFDC Bank, ICICI Bank, YES Bank, and Axis Bank.http://economictimes.indiatimes.com/industry/banking/finance/banking/3-2-million-debit-cards-compromised-sbi-hdfc-bank-icici-yes-bank-and-axis-worst-hit/articleshow/54945561.cmsIndia Undetermined
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LeakedSource reveals that the well known San-Francisco based "drag-n-drop" website creator Weebly.com had information on 43 million users leaked from its main database in February of 2016.http://www.zdnet.com/article/millions-of-accounts-stolen-in-weebly-foursquare-breaches/United States of AmericaUndetermined

Guccifer 2.0 is back and leaks new fresh documents relating to the US political system (documents allegedly showing email conversations between DNC employees and Hillary Clinton's presidential campaign staff discussing Donald Trump's position on his tax returns).http://www.ibtimes.co.uk/hacker-guccifer-2-0-leaks-files-claiming-dnc-researched-donald-trumps-taxes-1587073United States of AmericaRussian Federation

Axis Bank, India's third-largest private bank, announces that it was the victim of a cyber-attack, but has managed to stop the intrusion before the hacker stole any funds from customer accounts.http://news.softpedia.com/news/hacker-infiltrates-the-network-of-axis-bank-509459.shtmlIndia Undetermined

A hacker known as Revolver or 1x0123 claims to have breached into AdultFriendFinder, posting two screenshots that appeared to show he had access to some portion of the website's infrastructure. Another notorious hacker known as Peace also claims to have hacked in.https://www.vice.com/en_us/article/qkjeap/hookup-service-adult-friendfinder-may-have-been-hacked-againUnited States of AmericaUndetermined
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Online travel giant Ibibo Group-owned ticketing platform RedBus confirms to have been subject to a cyber attack that might have exposed the email addresses of some of its customers.http://www.business-standard.com/article/companies/four-million-email-ids-leaked-redbus-to-look-into-hacking-claims-116101800459_1.htmlIndia Undetermined



A hacker dubbed SCUWatch leaks a trove of internal documents from the Office of Marketing and Communications from the University of Santa Clara.https://www.databreaches.net/omc-targeted-in-latest-leak-involving-santa-clara-university/United States of AmericaUndetermined

A number of people at the Chicago's Grand Avenue and Central Avenue intersection witness an unusual message on a construction signboard against the mayor Rahm Emanuel.https://www.hackread.com/construction-sign-hacked-message-for-rahm-emanuel/United States of AmericaUndetermined

Noble House Hotels and Resorts notifies guests of payment card breaches at Teton Mountain Lodge & Spa and Hotel Terra. The breached happened on September 5 and September 6.https://www.databreaches.net/noble-house-hotels-resorts-notifies-guests-of-payment-card-breaches-at-teton-mountain-lodge-spa-and-hotel-terra/United States of AmericaUndetermined

LeakedSource reveals that Evony Gaming suffered a massive breach involving the usernames, email addresses, unsalted MD5 and SHA-1 passwords and IP addresses of 33 million gamers.https://www.hackread.com/evony-gaming-company-website-hacked/United States of AmericaUndetermined

Potter County officials assure users that their voter information website is safe after learning that hackers gained access to it.https://www.scmagazine.com/home/security-news/potter-county-texas-voter-website-hacked/United States of AmericaUndetermined

Clinton campaign chairman John Podesta's Twitter account is hacked and sends out a pro-Trump tweet. Several screenshots also suggest that his phone could have been hacked.http://arstechnica.com/security/2016/10/clinton-campaign-chiefs-iphone-was-hacked-and-wiped-photos-suggest/United States of AmericaUndetermined

Over 58 million customer records are stolen and leaked online. Data includes names, email and postal addresses, phone numbers, IP addresses and more.http://www.theregister.co.uk/2016/10/13/us_data_aggregator_megabreach/United States of AmericaUndetermined

American high-end fashion retailer Vera Bradley has revealed that hackers may have accessed customers' card data from payment processing systems at its retail stores this summer.http://www.ibtimes.co.uk/vera-bradley-reveals-payment-system-hacked-retail-stores-customer-data-feared-stolen-1586178United States of AmericaUndetermined

Symantec reveals that a second group of hackers are attempting to rob banks by targeting SWIFT users deploying the same methods that led to the Bangladesh Bank hacking heist. The tools used are linked to the Odinaff group, which since the beginning of the year, has targeted financial institutions worldwide.http://www.ibtimes.co.uk/copycat-hackers-try-rob-banks-methods-used-bangladesh-bank-heist-1585966UndeterminedUndetermined

The DNS server records for blockchain.info and blockchain.com are hijacked.https://blog.opendns.com/2016/10/12/detecting-recent-blockchain-dns-hijack/LuxembourgUndetermined

The DNS server records for blockchain.info and blockchain.com are hijacked.https://blog.opendns.com/2016/10/12/detecting-recent-blockchain-dns-hijack/LuxembourgUndetermined

Several Russian activists and independent journalists have reportedly received warnings notifying them that "government-backed" hackers may be attempting to illegally access their email inboxes.http://www.ibtimes.co.uk/russian-activists-journalists-receive-google-warnings-over-nation-state-hacking-attempts-1586036Russian FederationUndetermined
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Research data and personal information may have been stolen from a personal computer belonging to a researcher of Tritium, at the University of Toyama's Hydrogen Isotope Research Center. Attackers stole data in three batches: December 2015, March 2016 and June 2016.https://www.tripwire.com/state-of-security/latest-security-news/hackers-stole-data-and-personal-information-from-nuclear-research-center/Japan Undetermined

According to the International Atomic Energy Agency (IAEA) Director Yukiya Amano, a nuclear power plant became the target of a disruptive cyber attack two to three years ago.http://in.reuters.com/article/nuclear-cyber-idINKCN12A1P1Germany Undetermined

The Clinton Foundation warns donors about targeted hacking attempts to steal their personal information.http://www.reuters.com/article/us-usa-election-clinton-foundation-idUSKCN1262ICUnited States of AmericaUndetermined

Pont3, an Australian event organizer, reveals that an unauthorized party had gained access to its mailing list account and downloaded data about individuals that subscribed to various events organized by the company in the past.http://news.softpedia.com/news/event-organizer-suffers-data-breach-after-hacker-steals-event-mailing-lists-509281.shtmlAustralia Undetermined

OurMine hackers take control of BuzzFeed's website and alter multiple stories published on its site.http://www.ibtimes.co.uk/ourmine-hacks-buzzfeed-warns-website-not-share-fake-news-about-us-again-1585081United States of AmericaSaudi Arabia

Guccifer 2.0 posts what the hacker claims are files stolen from the Clinton Foundation, but the foundation says the assertions are not true.http://www.politico.com/story/2016/10/guccifer-hacker-clinton-foundation-files-229113United States of AmericaRussian Federation

Suspected Russian hackers are believed to have been skimming credit card information of Republican donors for the past six months. The NRSC is among more than 5,900 e-commerce sites victims of the same attack.http://www.ibtimes.co.uk/hackers-hit-republican-website-steal-credit-card-information-donors-send-them-russian-servers-1586903United States of AmericaUndetermined

Multiple users report that popular music-streaming service Spotify serves malware-laden ads.http://www.ibtimes.co.uk/spotify-ads-briefly-serve-malware-infested-ads-listeners-computers-1585137Sweden Undetermined

In what is defined a "hacker drama", Peace, of the most known BlackHats defaces the forum of w0rm, another well known blackhat.http://news.softpedia.com/news/drama-on-the-underground-hacking-scene-as-black-hats-hack-each-other-508910.shtmlUndeterminedUndetermined

A malware infection is to blame for a payment card data breach affecting at least 230 University of Central Florida students.https://www.scmagazine.com/home/security-news/malware-behind-payment-card-breach-at-university-of-central-florida/United States of AmericaUndetermined

A hacker going by the handle of "Websites Hunter" hacks newseasims.com, a website that offers custom content for Sims video games from Electronic Arts, and leaks personal details of 118,000 customers/users.https://www.hackread.com/gaming-custom-content-website-hacked/United States of AmericaUndetermined

Newsweek suspects that Russian hackers are to blame for the crash of its website, after it published an article about Donald Trump's company secretly conducting business in Cuba in the 1990s.http://www.politico.com/media/story/2016/09/newsweek-suspects-hackers-crashed-website-because-of-negative-trump-article-004788United States of AmericaUndetermined

An unknown hacker or a group of hackers hack into the computer system of a large LED video screen billboard in the Kebayoran Baru district of South Jakarta and replace the advertisement on the screen with pornographic content for a short period of time.https://www.hackread.com/billboard-indonesia-load-japanese-porn/Indonesia Undetermined

Software house Jive resets customers passwords after the company discovered a data breach.http://www.zdnet.com/article/jive-resets-passwords-after-august-data-breach/United States of AmericaUndetermined

pr0jekkt hacks feverclan.com and dumps the data of 50,000 users.https://www.databreaches.net/feverclan-responds-to-notification-of-claimed-breach/United States of AmericaUndetermined

ThreatConnect reveals that investigative journalism group Bellingcat, that helped to investigate the downing of flight MH17 over eastern Ukraine in 2014 have been targeted in a series of sophisticated attacks by pro-Russia group Fancy Bear.http://www.theregister.co.uk/2016/09/29/russian_hackers_target_mh17_journos/United Kingdom of Great Britain and Northern IrelandRussian Federation

An investigation reveals that over 100 top US universities have been hacked and injected with SEO spam with the purpose of boosting the search engine ranking of an online gambling site.http://news.softpedia.com/news/top-us-universities-hacked-and-injected-with-seo-spam-508700.shtmlUnited States of AmericaUndetermined

The Dark Overlord leak around 20 internal files online from Los Angeles-based WestPark Capital, as retaliation for the bank's CEO not accepting their "handsome proposal".http://www.ibtimes.co.uk/hackers-steal-internal-data-los-angeles-investment-bank-hold-it-ransom-1583515United States of AmericaUnited Kingdom of Great Britain and Northern Ireland

Pippa Middleton falls fallen victim to an iCloud hacker after an anonymous seller calling himself 'Crafty Cockney' offers to sell 3,000 private photographs of her and fiance James Matthews to the press for ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â£50,000.http://www.ibtimes.co.uk/pippa-middleton-hacker-sheds-light-illicit-community-profiting-celebrity-extortion-1583590United Kingdom of Great Britain and Northern IrelandUndetermined

The RedHack collective claims to have hacked personal email accounts of Turkey's Energy Minister and President Erdogan's son-in-law, Berat Albayrak.http://www.dailydot.com/layer8/redhack-turkey-albayrak-censorship/Turkey Turkey

Un unknown hacker downloads more than 2.2 million of improperly stored account credentials from i-dressup.com, a social hangout website for teenage girls.http://arstechnica.com/security/2016/09/social-hangout-site-for-teens-leaks-millions-of-plaintext-passwords/United States of AmericaUndetermined

Hosting company OVH is subject to the biggest attack DDoS known to date, with peaks of over 1 Tb per second of traffic.https://www.scmagazineuk.com/ovh-suffers-11tbps-ddos-attack/article/1476220France Undetermined

Armenian hackers from Monte Melkonian Cyber Army (MMCA) leak personal details of several Azeri government officials and also deface several Azeri embassy and government sites to celebrate 25 years of Armenian independence.https://www.hackread.com/armenian-hackers-leak-azeri-banking-military-data/AzerbaijanAzerbaijan

Armenian hackers from Monte Melkonian Cyber Army (MMCA) leak personal details of several Azeri government officials and also deface several Azeri embassy and government sites to celebrate 25 years of Armenian independence.https://www.hackread.com/armenian-hackers-leak-azeri-banking-military-data/AzerbaijanAzerbaijan

Armenian hackers from Monte Melkonian Cyber Army (MMCA) leak personal details of several Azeri government officials and also deface several Azeri embassy and government sites to celebrate 25 years of Armenian independence.https://www.hackread.com/armenian-hackers-leak-azeri-banking-military-data/AzerbaijanAzerbaijan

Armenian hackers from Monte Melkonian Cyber Army (MMCA) leak personal details of several Azeri government officials and also deface several Azeri embassy and government sites to celebrate 25 years of Armenian independence.https://www.hackread.com/armenian-hackers-leak-azeri-banking-military-data/AzerbaijanAzerbaijan

Guccifer 2.0 releases a new cache of documents from the DCCC (Democratic Congressional Campaign Committee).http://www.ibtimes.co.uk/guccifer-2-0-releases-new-dccc-docs-congressman-claiming-clinton-was-always-democratic-choice-1583094United States of AmericaRussian Federation

Der Spiegel reveals that the Bundeswehr's (German Armed Forces) special cyber unit is believed to have conducted the nation's first known "offensive" cyber operation in 2015, when it hacked into the network of an Afghan mobile network provider.https://www.rt.com/news/360436-german-military-cyber-attack/AfghanistanGermany

Office supplies firm AF Smith suspends sales on its Apple website amid fears over credit-card hacking.https://www.databreaches.net/af-smith-warns-customers-of-data-breach-fear/Bermuda Undetermined

An image purported to be a scanned copy of U.S. first lady Michelle Obama's passport is leaked online alongside personal emails said to belong to a low-level White House staffer who worked with Hillary Clinton's presidential campaign.http://www.reuters.com/article/us-usa-cyber-idUSKCN11S2G3United States of AmericaUndetermined

A hacker or hackers associated with a former Palm Beach County Sheriff's Office deputy who has a long-standing dispute with Florida law enforcement that appears to have gotten him raided by the FBI managed to access and acquire what appears to be the Florida Bar Association's entire database.https://www.databreaches.net/florida-bar-association-hacked-members-data-leaked/United States of AmericaUndetermined

Peachthree Orthopedic Clinic warns its users to have been hacked on September 22, even if some evidences suggests the hack could have happened several months earlier.https://www.databreaches.net/peachtree-orthopedic-clinic-notifies-patients-of-hack/United States of AmericaUnited Kingdom of Great Britain and Northern Ireland

Ethereum, a public blockchain-based decentralised computing platform for the cryptocurrency Ether is targeted by a DDoS attack on its network, causing all mining activities to slow down.https://blog.ethereum.org/2016/09/22/ethereum-network-currently-undergoing-dos-attack/UndeterminedUndetermined

Yahoo! Inc. (NASDAQ:YHOO) confirms that a copy of certain user account information was stolen by a state-sponsored actor from the company's network in late 2014. The account information may have included names, email addresses, telephone numbers, dates of birth, hashed passwords (the vast majority with bcrypt) and, in some cases, encrypted or unencrypted security questions and answers.https://www.businesswire.com/news/home/20160922006198/en/Important-Message-Yahoo-Users-SecurityUnited States of AmericaUndetermined

Modaco.com, a UK-based forum dedicated to the Android operating system is breached, with nearly 800,000 usernames and passwords stolen by hackers. The attack dates back to January 2016.http://www.theregister.co.uk/2016/09/20/modaco_breach/United Kingdom of Great Britain and Northern IrelandUndetermined

Hackers claim to have hacked Australian point-of-sale technology (PoS) company H&L Australia, and offer the database for sale. They were already offering it for sale for AU$22,000 ($16,580, ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â£12,723) more than two months ago.http://www.theregister.co.uk/2016/09/20/exclusive_hackers_claim_pos_tech_firm_breach/Australia Undetermined

The website for Just For Men, a company that sells various products for men is compromised to serve malware to its visitors.https://blog.malwarebytes.com/cybercrime/2016/09/just-for-men-website-serves-malware/United States of AmericaUndetermined

Saint Francis Health System acknowledges the hack of 6,000 names and addresses.https://www.databreaches.net/ok-saint-francis-investigating-hack-by-seeming-tdo-copycats/United States of AmericaUndetermined

Blizzard's Battle.net servers are knocked offline by yet another denial-of-service (DDoS) attack claimed by hacking group PoodleCorp.http://www.ibtimes.co.uk/blizzards-battle-net-servers-knocked-offline-by-another-ddos-attack-claimed-by-hacker-group-1582024United States of AmericaUndetermined



A hacker going by the name MuslimLeets (aka Muj4hida) defaces the American Human Rights Council (AHRC) and 62 other websites, leaving a message calling for jihad.http://www.ibtimes.co.uk/hacker-attacks-american-human-rights-council-62-other-websites-calling-jihad-1581813United States of AmericaUndetermined
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SS&C Technologies, falls victim to China-based hackers who sent fake emails to company staffers in order to trick them into releasing client money, according to a complaint.http://www.cnbc.com/2016/09/16/china-hackers-swipe-millions-in-data-breach.htmlUnited States of AmericaUndetermined

The World Anti-Doping Agency (WADA) confirms that a suspected Russian hacking group illegally accessed its "administration and management system" - known as "Adams" and stole troves of sensitive data on athletes. Among those targeted are Serena and Venus Williams.http://www.ibtimes.co.uk/breaking-wada-hack-troves-confidential-medical-data-leaked-by-suspected-russian-espionage-group-1581180Canada Russian Federation

St. Francis Health System is hacked and the data is sold on the Dark Web for 24 BTC (14,500 USD, 11,000 GBP, 13,000 EUR).https://www.databreaches.net/st-francis-health-system-hacked-thedarkoverlord/United States of AmericaUndetermined

Empireminecraft notifies its users of the compromise of one of the staff member's email account. As a result the attacker was able to access confidential information.https://empireminecraft.com/threads/notice-staff-information-data-leak.67744/United States of AmericaUndetermined

Plaintext passwords, usernames, e-mail addresses, and other personal information for more than 2.2 million people who created accounts with ClixSense are published online. The attackers claim to release additional 4.4 million accounts.http://arstechnica.com/security/2016/09/plaintext-passwords-and-wealth-of-other-data-for-6-6-million-people-go-public/United States of AmericaUndetermined

A group of cyber criminals defaces the official website of Bremerton Housing Authority (bremertonhousing.org) and demands $4,000 as ransom.https://www.hackread.com/cyber-terrorists-demand-ransom-housing-data/United States of AmericaUndetermined

QIP.ru is the latest organization to join the list of companies hit by mega breaches. A hacker dubbed daykalif dumps a trove of 33 million accounts.http://www.ibtimes.co.uk/2016-mega-breaches-continue-hackers-steal-leak-33-million-qip-ru-accounts-1580666Russian FederationUndetermined

Turkish hackers have launched DoS (Denial-of-Service) attacks against the web servers of the Austrian National Bank (OeNB).http://news.softpedia.com/news/turkish-hackers-continue-to-pester-austrians-in-a-one-sided-cyber-war-508264.shtmlAustria Austria

Hackers steal 22 gigabytes of data from municipal servers in Almelo.https://www.databreaches.net/nl-massive-data-breach-at-almelo-municipaility/NetherlandsUndetermined

Telephony provider VolPtalk may have been hit by hackers. The firm discreetly informs customers about a potential data breach and request to reset their passwords as a precautionary measure.http://www.ibtimes.co.uk/voiptalk-may-have-been-hit-by-hackers-initiates-precautionary-password-resets-1581246United Kingdom of Great Britain and Northern IrelandUndetermined

Security researcher Brian Krebs' website KrebsOnSecurity comes under "heavy and sustainable" attack after two 18 year-old Israeli hackers were arrested over their connection with a DDoS-for-hire service called vDOS.http://www.ibtimes.co.uk/krebsonsecurity-site-under-attack-after-ddos-hire-service-was-exposed-alleged-owners-arrested-1580835United States of AmericaUndetermined

Popular science website EurekAlert!, which handles embargoed reports on health, medicine, and technology is hacked. The announcement in the website states that usernames and passwords to the service have been compromised. The hacker has also leaked two embargoed reports.http://motherboard.vice.com/read/hacker-steals-passwords-for-science-site-eurekalert-leaks-embargoed-newsUnited States of AmericaUndetermined

vDos, a "booter" service that has earned in excess of $600,000 over the past two years helping customers coordinate more than 150,000 DDoS attacks is massively hacked, spilling secrets about tens of thousands of paying customers and their targets.http://krebsonsecurity.com/2016/09/israeli-online-attack-service-vdos-earned-600000-in-two-years/Israel Undetermined

Servers belonging to the Project on Crowdsourced Imagery Analysis (PCIA), hosting data about nuclear tests, have been the subject of DDoS attacks just two days before North Korea's most recent nuclear tests.http://news.softpedia.com/news/nuclear-watchdog-suffers-ddos-attack-ahead-of-north-korea-s-nuclear-test-508193.shtmlUnited States of AmericaUndetermined

The Hutton Hotel says it engaged a third-party cyber security firm after it was notified of a possible breach by its payment processor. The investigation found that malware designed to capture card data had been installed on the hotel's payment processing system.http://www.esecurityplanet.com/network-security/hutton-hotel-kimpton-hotels-acknowledge-payment-card-breaches.htmlUnited States of AmericaUndetermined

Austrian police investigates a failed cyberattack on Vienna's airport saying they are looking into the authenticity of a claim of responsibility from a Turkish nationalist group.https://apnews.com/ca386f2588854fac897024630c6640bbAustria Austria

The San Francisco Exploratorium Museum admits to have fallen victim to a Spear Phishing Attack.http://news.softpedia.com/news/spear-phishing-incident-causes-havoc-at-san-francisco-exploratorium-museum-509625.shtmlUnited States of AmericaUndetermined

University of Alaska officials announces that an attacker using employee credentials may have accessed student information of approximately 5,400 individuals.https://www.scmagazine.com/home/security-news/data-breach/phishing-scam-compromises-data-on-25000-individuals-at-university-of-alaska/United States of AmericaUndetermined

Nearly 100 million usernames and passwords from the Russian internet giant Rambler surface online in the latest in a long line of hacks that first occurred back in 2012.http://www.ibtimes.co.uk/major-leak-100-million-passwords-russias-yahoo-surfaces-online-1579900Russian FederationUndetermined

Nearly 800,000 accounts for popular porn site Brazzers have been exposed in a data breach.https://www.vice.com/en_us/article/vv7pgd/nearly-800000-brazzers-porn-site-accounts-exposed-in-forum-hackUnited States of AmericaUndetermined

Entertainment news site Variety is briefly taken over by the infamous hacker group OurMine. The hacking collective manages to break into Variety's content management system and defaces the site with a post of their own claiming responsibility for the attack.http://www.ibtimes.co.uk/ourmine-hacker-group-briefly-takes-over-variety-website-spams-subscribers-dozens-emails-1579658United States of AmericaSaudi Arabia

Myrotvorets, a group of Ukrainian nationalist hackers, leaks the personal details of local journalists they consider pro-Russian for the second time in four months.http://news.softpedia.com/news/pro-ukraine-hackers-leak-personal-details-of-ukrainian-and-foreign-journalists-507926.shtmlUkraine Ukraine

A group of hackers dubbed Spain Squad claims to have found a way to seize inactive and suspended Twitter accounts, and sells them on the social network.http://www.businessinsider.in/Hackers-found-a-way-to-resurrect-suspended-and-inactive-Twitter-accounts/articleshow/53987363.cmsUnited States of AmericaUndetermined

Azerbaijani hacktivists from Anti-Armenia Team leak the passport details of foreign visitors to Armenia and more after breaking into Armenian government servers.http://www.theregister.co.uk/2016/09/02/azerbaijani_hacktivists_ransack_armenia/Armenia Azerbaijan

Point of sales vendor Lightspeed is breached with password, customer data, and API keys possibly exposed, and notifies customers in an email saying that the information was contained in a compromised database.http://www.theregister.co.uk/2016/09/02/lightspeed_pos_vendor_breached_sensitive_database_tapped/Canada Undetermined

Linode reports the first of a series of DoS attacks on September 2nd, September 4th and September 5th. Another round will strike the company on Saturday, September 10th. Some of the attacks lasted up to eight hours.http://www.theregister.co.uk/2016/09/11/linode_fends_off_multiple_ddos_attacks/United States of AmericaUndetermined

Developers of the Transmission BitTorrent client admitted that hackers replaced downloads of its file-sharing software with trojanized code. The hack, detected within hours, was designed to spread a Mac OS X backdoor, Kidnap, which steals user credentials.http://www.theregister.co.uk/2016/09/01/transmission_booby_trapped_downloads/United States of AmericaUndetermined

Hacktivist group Ghost Squad Hackers (GSH) defaced 12 websites belonging to the Afghan government.http://news.softpedia.com/news/ghost-squad-hackers-deface-12-afghan-government-websites-507900.shtmlAfghanistanUnited States of America
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Security company FireEye reveals that two Hong Kong government agencies have come under attack from cyberspies originating in China in the month leading up to Sunday's legislative elections.http://www.bloomberg.com/news/articles/2016-09-01/hong-kong-government-hacked-by-chinese-cyberspies-fireeye-saysChina China

Hacktivist group Ghost Squad Hackers (GSH) defaced 12 websites belonging to the Afghan government.http://news.softpedia.com/news/ghost-squad-hackers-deface-12-afghan-government-websites-507900.shtmlAfghanistanUnited States of America

Over 1,000 former students and employees of UNM have their identity stolen from a University database. After a month of silence, UNM establishes a call center to assist victims of the incident.http://www.dailylobo.com/article/2016/09/1-unm-identity-theftUnited States of AmericaUndetermined

More than 43 million of user records from UK-based music streaming service Last.fm surfaced from a hack that occurred in 2012. Each record reportedly contains a username, email address, hashed password and profile data.http://www.zdnet.com/article/hackers-stole-43-million-last-fm-account-details-in-2012-breach/United Kingdom of Great Britain and Northern IrelandUndetermined

A group of hackers going by the online handle of "Expl.oit" or "Exploit" hack the official website of Exile Mod gaming forum and leak the personal details of 11,902 registered users.https://www.hackread.com/exile-mod-gaming-forum-hacked/Germany Undetermined
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The Al Zahra Private Medical Centre is hacked by an individual calling himself websites-hunter, who dumps the database online.https://www.databreaches.net/uae-al-zahra-private-medical-centre-hacked/United Arab EmiratesUndetermined

The non-profit organization Man Alive is hacked, and a patient database with sensitive personal and treatment information is put up for sale on the dark web.https://www.databreaches.net/baltimore-addiction-treatment-clinic-hacked-patients-info-up-for-sale-on-dark-web/United States of AmericaUndetermined

Baystate Health reveals that about 13,000 patients may have had some of their personal information compromised, due to a "phishing" e-mail that was received by some staff members.https://www.databreaches.net/ma-information-of-13000-baystate-patients-possibly-compromised-due-to-phishing/United States of AmericaUndetermined

In name of #OpSafePharma, the Italian hacktivists hack four healthcare organizations and leak data from two. The hackers attacked the MEDUSA public portal of the National Institute of Health, the Azienda Ospedaliera Santa Maria clinic, the clinic of the University of Naples Federico II, and the ASL TO2 state clinic in Torino.http://news.softpedia.com/news/anonymous-hacks-four-italian-healthcare-organizations-against-adhd-508445.shtmlItaly Italy
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A data breach at Sage Software may have compromised personal information for employees at 280 UK businesses. The breach was caused by "unauthorised access" by someone using an "internal" company computer login. The alleged author of the attack, a 32 year-old Sage employee was arrested at Heathrow airport.http://www.bbc.co.uk/news/business-37112870United Kingdom of Great Britain and Northern IrelandUndetermined

An anonymous group calling itself Shadow Brokers publishes what it claims are sophisticated software tools belonging to an elite team of hackers tied to the US National Security Agency known as "The Equation Group".http://arstechnica.com/security/2016/08/code-dumped-online-came-from-omnipotent-nsa-tied-hacking-group/United States of AmericaRussian Federation



HEI Hotels & Resorts, the chain that owns Starwood, Marriott, Hyatt, and Intercontinental hotels, reveals that the payment systems for 20 of its locations has been infected with malware that may have been able to steal tens of thousands of credit card numbers.http://www.cnbc.com/2016/08/15/starwood-marriott-hyatt-ihg-hit-by-malware-hei.htmlUnited States of AmericaUndetermined

The World Anti-Doping Agency (WADA) confirms that hackers appear to have accessed the online account of Russian athletics doping whistleblower Yulia Stepanova.https://www.wada-ama.org/en/media/news/2016-08/wada-confirms-illegal-activity-on-yuliya-stepanovas-adams-accountRussian FederationUndetermined

A collective associated with the Polish branch of the Anonymous hacks the servers of the World Anti-Doping Agency and Court of Arbitration for Sport (tas-cas.org) and dumps a 412MB file which contains 3,121 unique email accounts along with their passwords.https://www.hackread.com/world-anti-doping-agency-site-hacked/SwitzerlandPoland

Guccifer 2.0 leaks a fresh batch of documents, memos and passwords, this time from the Democratic Congressional Campaign Committee (DCCC). They include a spreadsheet of congressional contacts' phone numbers and email addresses, internal memos and what purports to be documents stolen from the computer of Nancy Pelosi.http://www.ibtimes.co.uk/guccifer-2-0-returns-hacker-leaks-internal-files-second-democratic-party-group-1575818United States of AmericaRussian Federation
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Forbes reveals that the Carbanak Gang also breached 5 more cash registers providers.http://www.forbes.com/sites/thomasbrewster/2016/08/11/oracle-micros-hackers-breach-five-point-of-sale-providers/United States of AmericaSpain
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Swimming.org.au, the Swimming Australia's website is hit by a DDoS attack in the wake of Olympic gold medallist Mack Horton's comments about his Chinese competitor Sun Yang being a drug cheat.http://www.abc.net.au/news/2016-08-11/rio-2016-dos-attack-made-swimming-australia-website/7721848Australia Undetermined

A new lawsuit reveals that data thieves used a massive botnet against LinkedIn to steal members' personal information via information scraping by fake profiles.http://www.siliconbeat.com/2016/08/11/linkedin-bot-attack-thats-stealing-member-data/United States of AmericaUndetermined
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Anderson County government officials and the sheriff's office investigate a possible computer security breach (a "potential system-wide breach" of the main courthouse server) involving 1,800 people.http://wate.com/2016/08/10/1800-possibly-affected-by-anderson-county-government-computer-breach/United States of AmericaUndetermined

A Texas mother realizes that someone hacked into a webcam positioned in her two daughters' bedroom and streamed their private goings-on live online for thousands to watch.http://abcnews.go.com/Technology/webcam-nightmare-mom-finds-daughters-room-featured-live/story?id=41283605United States of AmericaUndetermined

Millions of Australian citizens hoping to take part in the country's first ever digital census are left frustrated after the website used to complete the survey is taken down by a DDoS attack.http://www.ibtimes.co.uk/australias-first-digital-census-monumental-failure-website-goes-into-meltdown-1575307Australia Undetermined

Brant County Health Unit reveals that an unauthorized person gained access to the immunization records of nearly 500 people between July 2015 and October 2015.http://kitchener.ctvnews.ca/brant-county-health-unit-says-494-personal-records-breached-1.3021845United States of AmericaUndetermined

The Carbanak Gang appears to have compromised a customer support portal for companies using Oracle's MICROS point-of-sale credit card payment systems, and used that access to steal administrative credentials and implant malicious code on 700 terminals.http://krebsonsecurity.com/2016/08/data-breach-at-oracles-micros-point-of-sale-division/United States of AmericaSpain

The official Twitter and Quora account of Zach Klein, co-founder of video-sharing website Vimeo are hacked by the OurMine collective.https://www.hackread.com/zach-klein-alexa-losey-twitter-hack/United States of AmericaSaudi Arabia

New World Hackers claim responsibility for taking down the personal website of Michael Phelps.http://www.newsweek.com/michael-phelps-website-down-hackers-record-olympics-gold-488171United States of AmericaUndetermined

The official Twitter and Quora account of Zach Klein, co-founder of video-sharing website Vimeo are hacked by the OurMine collective.https://www.hackread.com/zach-klein-alexa-losey-twitter-hack/United States of AmericaSaudi Arabia

The OurMine collective hacks the Twitter account of popular Youtuber Alexa Losey.https://www.hackread.com/zach-klein-alexa-losey-twitter-hack/United States of AmericaSaudi Arabia

The online hacktivists of Anonymous Brazil take down several Brazilian government websites to protest against the ongoing Olympics in Rio de Janeiro. Targets include: the official website of the federal government for the 2016 Games (brasil2016.gov.br), Portal of the State Government of Rio de Janeiro (rj.gov.br), Ministry of sports (esporte.gov.br), Brazil Olympic Committee COB (cob.org.br) and the official website of the Rio 2016 Olympics (rio2016.com).https://www.hackread.com/anonymous-ddos-brazilian-government-websites/Brazil Brazil
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Anonymous leaked personal, financial and login details from domains likeÃƒÂ‚Ã‚Â the Brazilian Confederation of Modern Pentathlon (pentatlo.org.br), official Site of the Brazilian Handball Confederation (brasilhandebol.com.br),Brazilian Confederation of Boxing (cbboxe.com.br) and Brazilian Triathlon Confederation (cbtri.org.br).https://www.hackread.com/anonymous-ddos-brazilian-government-websites/Brazil Brazil
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In the second phase of their operation, Anonymous Brazil claims to have leaked personal details of Mayor of Rio de Janeiro, Governor of Rio de Janeiro, Minister of Sport, President of the Brazilian Olympic Committee and three businessmen who are allegedly involved in corruption.https://www.hackread.com/anonymous-ddos-brazilian-government-websites/Brazil Brazil
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Accounts of employees from Apple, Intel, and Google are exposed after the website of the Khronos Group, a non-profit organization, is hacked.https://www.vice.com/en_us/article/xyg5vz/apple-intel-google-employee-accounts-exposed-in-data-breachUnited States of AmericaUndetermined

F-Secure reveals the details of NanHaiShu, a spy campaign aimed at accessing information from high-profile targets involved in the South China Sea dispute. One of the main victims is the Philippine Department of Justice.https://blog.f-secure.com/nanhaishu-threat-intelligence-brief-on-intelligence-gathering-attacks/PhilippinesUndetermined

Police in Ireland launch a probe after a hacker attempted to break into their computer network, forcing officials to temporarily shut down several of their systems to ensure the security of data held on staff and the public.http://www.ibtimes.co.uk/irish-police-launch-probe-after-zero-day-attack-hits-computer-networks-1574949Ireland Undetermined

The PoodleCorp collective claims to have taken down the PlayStation Network servers.https://www.hackread.com/poodlecorp-ddos-gta-playstation-servers/UndeterminedUndetermined

And this time the PoodleCorp collective claims to have taken down the GTA (Grand Theft Auto) website.https://www.hackread.com/poodlecorp-ddos-gta-playstation-servers/UndeterminedUndetermined

Intsights, an Israeli cyber-intelligence firm, claims to have uncovered plans for future ISIS attacks after hacking into an ISIS forum the group had used in the past to plan other attacks.http://news.softpedia.com/news/security-firm-says-it-uncovered-new-terrorist-attacks-after-hacking-isis-forum-506960.shtmlUndeterminedIsrael

Romelu Lukaku, the Everton footballer is the latest celebrity to have his Instagram account hacked.https://www.thesun.co.uk/sport/football/premierleague/1551358/romelu-lukaku-has-instagram-account-hacked-while-playing-in-wayne-rooney-testimonial/Belgium Undetermined

And the PoodleCorp collective also claims to have taken down the website of League of Legends (leagueoflegends.com)https://www.hackread.com/poodlecorp-ddos-blizzard-league-of-legends-servers/United States of AmericaUndetermined

Blizzard's Battle.net servers are hit by a massive DDoS attack causing latency, connection and login issues across popular games such as Overwatch, World of Warcraft and Hearthstone.http://www.ibtimes.co.uk/blizzards-battle-net-servers-knocked-offline-following-massive-ddos-attack-1573969United States of AmericaUndetermined

Iranian hackers linked to the state sponsored group called Rocket Kitten have compromised more than a dozen accounts on the Telegram instant messaging service and identified the phone numbers of 15 million Iranian users.http://uk.reuters.com/article/uk-iran-cyber-telegram-exclusive-idUKKCN10D1DSIran (Islamic Republic of)Iran (Islamic Republic of)

Pravy Sector, the Pro-Ukraine hacker (or hackers) dump 150 GB of data from the Central Ohio Urology Group.https://www.vice.com/en_us/article/bmvd3v/hacker-dumps-sensitive-patient-data-from-ohio-urology-clinicsUnited States of AmericaUndetermined

Arizona healthcare group Banner Health reveals that hackers may have accessed records of 3.7 million of its customers. The attack was initiated on 17 June.http://www.ibtimes.co.uk/banner-health-cyberattack-hackers-may-have-accessed-3-7-million-customers-records-1574186United States of AmericaUndetermined

A hacking crew that goes by the name of PeggleCrew compromises Fosshub and embedded malware inside the files hosted on the website and offered for download.http://news.softpedia.com/news/hacker-compromises-fosshub-to-distribute-mbr-hijacking-malware-506932.shtmlUnited States of AmericaUndetermined

The price of bitcoin plummets after Hong Kong-based digital currency exchange Bitfinex was hit by hackers who stole $65m (ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â£48m, ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¢ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â '''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¬57m) of the digital currency.http://www.ibtimes.co.uk/bitcoin-price-drops-hackers-steal-65m-honk-kong-based-bitfinex-1573950China Undetermined

An Israeli hacker going by the handle of Zurael_sTz hacks the official website of Iranian Internet services provider Daba and leaks login credentials of thousands of registered users. The total hack should include 52K users.https://www.hackread.com/iranian-isp-daba-hacked-israeli-hacker/Iran (Islamic Republic of)Iran (Islamic Republic of)

123-Reg is taken down by a massive DDoS attack.http://www.ibtimes.co.uk/123-reg-hit-huge-scale-ddos-attack-that-left-websites-email-services-offline-1574069United Kingdom of Great Britain and Northern IrelandUndetermined

Threat actors believed to be tied to the Kazakh government have targeted lawyers and exiled Kazakh dissidents for the purpose of espionage. The victims include members of dissident Mukhtar Ablyazov's family.https://www.eff.org/files/2016/08/03/i-got-a-letter-from-the-government.pdfItaly Undetermined

Threat actors believed to be tied to the Kazakh government have targeted lawyers and exiled Kazakh dissidents for the purpose of espionage. One of the victimis is Bolat Atabayev, a dissident theater director.https://www.eff.org/files/2016/08/03/i-got-a-letter-from-the-government.pdfGermany Undetermined

Threat actors believed to be tied to the Kazakh government have targeted lawyers and exiled Kazakh dissidents for the purpose of espionage. One of the victimis is Peter Sahlas, a human rights attorney.https://www.eff.org/files/2016/08/03/i-got-a-letter-from-the-government.pdfUnited States of AmericaUndetermined

Threat actors believed to be tied to the Kazakh government have targeted lawyers and exiled Kazakh dissidents for the purpose of espionage. One of the victimis is Astolfo di Amato, an Italian attorney who spearheaded anti-corruption litigation against Kazakhstan.https://www.eff.org/files/2016/08/03/i-got-a-letter-from-the-government.pdfItaly Undetermined



Threat actors believed to be tied to the Kazakh government have targeted lawyers and exiled Kazakh dissidents for the purpose of espionage. One of the victimis is Alexander Petrushov, a publisher of an independent Kazakh newspaper.https://www.eff.org/files/2016/08/03/i-got-a-letter-from-the-government.pdfUndeterminedUndetermined

Threat actors believed to be tied to the Kazakh government have targeted lawyers and exiled Kazakh dissidents for the purpose of espionage. One of the victimis is Irina Petrushova, a publisher of an independent Kazakh newspaper.https://www.eff.org/files/2016/08/03/i-got-a-letter-from-the-government.pdfUndeterminedUndetermined

A pro-Pakistani hacker dubbed Afzal Faizal claims to have obtained access to the e-payment system of a nationalized bank.http://indiatoday.intoday.in/story/intel-agencies-track-pro-pakistan-hacker-afzal-faizal-who-hacked-thousands-of-indian-sites/1/734648.htmlIndia India

In name of OpBlokada, the Czech and the Slovakian divisions of the Anonymous DDoS the websites of private companies owned by Andrej Babis, the Czech Republic's Finance Minister. Targets include: Agrofert, Hyza, Cepro, Preol, Penam, Uniles, and Wotan Forest.http://news.softpedia.com/news/anonymous-hackers-attack-czech-finance-minister-because-of-online-gambling-law-506946.shtmlCzechia Czechia
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North Korean hackers gain access to data of dozens of South Korean officials including diplomats and top security personnel. Emails and passwords of as many as 56 people are leaked.https://in.news.yahoo.com/north-korean-hackers-gain-access-055532959.htmlKorea (the Republic of)Afghanistan
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UK debt relief charity Christians Against Poverty notifies supporters following a data breach that exposed personal details including phone and bank account numbers, and banking sort codes. Unidentified hackers broke into the charity's systems in late July.http://www.theregister.co.uk/2016/08/15/cap_data_breach/United Kingdom of Great Britain and Northern IrelandUndetermined

Kimpton Hotels and Restaurants advises guests of a possible credit card breach.https://krebsonsecurity.com/2016/09/kimpton-hotels-acknowledges-data-breach/United States of AmericaUndetermined

Peace, the hacker who has previously sold dumps of Myspace and LinkedIn, lists 200 million supposed credentials of Yahoo users on The Real Deal marketplace. Yahoo confirms to be aware of the claim.https://www.vice.com/en_us/article/aeknw5/yahoo-supposed-data-breach-200-million-credentials-dark-webUnited States of AmericaUndetermined

The Mexican government is suspected of using NSO Group spyware to compromise the personal devices of journalists, lawyers, activists, scientists, politicians, and civil society organizations. One of the victims is Claudio X. GonzÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¡lez, the director of Mexicans Against Impunity and Corruption.https://citizenlab.ca/2017/08/nso-spyware-mexico-corruption/Mexico Undetermined

Interpark, a South Korean online shopping mall, is the victim of a data breach with more 10 million customers affected.https://www.databreaches.net/10-million-customers-data-leaked-from-online-shopping-site/Korea (the Republic of)Undetermined

This time Pravyy Sector threaten to release data stolen from Poland's Defence Ministry if the government doesn't pay $50,000. The hackers show a proof of the data they allegedly accessed.http://news.softpedia.com/news/hackers-steal-data-from-polish-defense-ministry-and-ask-for-a-50-000-ransom-506342.shtmlPoland Undetermined

In name of the same campaign ElSurveillance leaks 67,118 user records from PinkDate.co.uk.http://news.softpedia.com/news/data-from-two-muslim-dating-sites-two-others-dumped-online-506356.shtmlUnited Kingdom of Great Britain and Northern IrelandUnited States of America

ElSurveillance continues his #EscortsOffline campaign and leaks 12,738 user records from afrikadating.com.http://news.softpedia.com/news/data-from-two-muslim-dating-sites-two-others-dumped-online-506356.shtmlUnited States of AmericaUnited States of America

In name of the same campaign ElSurveillance leaks 67,118 user records from adultsinglesites.com.au.http://news.softpedia.com/news/data-from-two-muslim-dating-sites-two-others-dumped-online-506356.shtmlAustralia United States of America

Guccifer 2.0 leaks more documents reportedly stolen from the computer networks of the Democratic National Committee (DNC), including opposition research, political donor lists and internal memos.http://www.ibtimes.co.uk/dnc-hacker-guccifer-2-0-leaks-files-sarah-palin-convicted-democratic-party-donors-1570697United States of AmericaMexico

Popular Ubuntu Forum ubuntuforums.org is hacked and 2 million user details that includes usernames, email addresses, and IP addresses are stolen.http://insights.ubuntu.com/2016/07/15/notice-of-security-breach-on-ubuntu-forums/South AfricaUndetermined

Social media site Steemit temporarily shuts down after a major hack. The attackers compromise 260 accounts and make off with $85,000 worth of cryptocurrency.https://news.bitcoin.com/steemit-hacked-weak-security/United States of AmericaUndetermined

The Mexican government is suspected of using NSO Group spyware to compromise the personal devices of journalists, lawyers, activists, scientists, politicians, and civil society organizations. One of the victims is Fernando Doval, the communications secretary of the opposition National Action Party (PAN).https://citizenlab.ca/2017/06/more-mexican-nso-targets/Mexico Undetermined

A report published by the House Committee on Science, Space and Technology found that hackers purported to be from China had compromised computers at the Federal Deposit Insurance Corporation repeatedly between 2010 and 2013.http://arstechnica.com/security/2016/07/fdic-was-hacked-by-china-and-cio-covered-it-up/United States of AmericaUndetermined

In the same day the permanent court at The Hague rules for Philippines in the dispute against China for the islands in the West Philippine Sea, 68 Philippines government websites are taken down by a DDoS attack.http://news.softpedia.com/news/philippines-government-websites-hit-by-massive-ddos-attacks-china-suspected-506412.shtmlPhilippinesUndetermined

In the same day the permanent court at The Hague rules for Philippines in the dispute against China for the islands in the West Philippine Sea, 68 Philippines government websites are taken down by a DDoS attack.http://news.softpedia.com/news/philippines-government-websites-hit-by-massive-ddos-attacks-china-suspected-506412.shtmlPhilippinesUndetermined

In the same day the permanent court at The Hague rules for Philippines in the dispute against China for the islands in the West Philippine Sea, 68 Philippines government websites are taken down by a DDoS attack.http://news.softpedia.com/news/philippines-government-websites-hit-by-massive-ddos-attacks-china-suspected-506412.shtmlPhilippinesUndetermined

In a rage of hacking, SonnySpooks hacks threedollarclick.com, fourdollarclick.com and sevendollarclick.com and dumps more than 200K records with usernames and hashed passwords.https://hacked-emails.com/leak/siph0n-4814Panama Undetermined

In a rage of hacking, SonnySpooks hacks threedollarclick.com, fourdollarclick.com and sevendollarclick.com and dumps more than 200K records with usernames and hashed passwords.https://hacked-emails.com/leak/siph0n-4814Panama Undetermined

Hacker group OurMine, claims that it temporarily took down the servers of HSBC in the US and the UK.http://www.ibtimes.co.uk/ourmine-hackers-claim-have-targeted-cyberattack-hsbc-severs-1570530United States of AmericaSaudi Arabia

In the same day the permanent court at The Hague rules for Philippines in the dispute against China for the islands in the West Philippine Sea, 68 Philippines government websites are taken down by a DDoS attack. One of the victims is the Komisyon sa Wikang Pilipino (the official regulating body of the Filipino language).http://news.softpedia.com/news/philippines-government-websites-hit-by-massive-ddos-attacks-china-suspected-506412.shtmlPhilippinesUndetermined

Unknown hackers steal nearly 6,000 private videos of newborn babies and upload them to a video-sharing website.http://www.sixthtone.com/news/hospital-hackers-steal-thousands-newborn-baby-videosChina Undetermined

The Dark Overlord offers the source code, software signing keys, and customer license database for a firm that develops and markets healthcare software.https://www.databreaches.net/hl7-vendor-hack-compromised-clients-ehr-records-the-dark-overlord/United States of AmericaUnited Kingdom of Great Britain and Northern Ireland

In a rage of hacking, SonnySpooks hacks threedollarclick.com, fourdollarclick.com and sevendollarclick.com and dumps more than 200K records with usernames and hashed passwords.https://hacked-emails.com/leak/siph0n-4814Panama Undetermined

SonnySpooks leaks the entire database of acparadise.com made of 55K records including username and passwords.https://hacked-emails.com/leak/siph0n-4809United States of AmericaUndetermined

The top eight banks in Taiwan have been forced to shut down activity on hundreds of ATMs after a coordinated group of thieves used malware to steal NT$70 million ($2.17m, ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â£1.64m, ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¢ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â '''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¬1.9m) in cash.http://www.ibtimes.co.uk/banks-across-taiwan-high-alert-suspected-russian-criminals-use-atm-malware-steal-millions-1570185Taiwan (Province of China)Undetermined

Hacker group OurMine, claims that it temporarily took down the servers of HSBC in the US and the UK.http://www.ibtimes.co.uk/ourmine-hackers-claim-have-targeted-cyberattack-hsbc-severs-1570530United Kingdom of Great Britain and Northern IrelandSaudi Arabia

SonnySpooks leaks the entire database of pingpong.su made of 57K records including username and passwords.https://hacked-emails.com/leak/siph0n-4810Russian FederationUndetermined

Security firm DarkTrace reveals that four major cyberattacks have been reported on UK railway computer networks over the past year.http://www.ibtimes.co.uk/uk-network-rail-darktrace-reveals-british-transport-system-had-four-nation-state-hacks-one-year-1570236United Kingdom of Great Britain and Northern IrelandUndetermined

In the same day the permanent court at The Hague rules for Philippines in the dispute against China for the islands in the West Philippine Sea, 68 Philippines government websites are taken down by a DDoS attack.http://news.softpedia.com/news/philippines-government-websites-hit-by-massive-ddos-attacks-china-suspected-506412.shtmlPhilippinesUndetermined

In the same day the permanent court at The Hague rules for Philippines in the dispute against China for the islands in the West Philippine Sea, 68 Philippines government websites are taken down by a DDoS attack.http://news.softpedia.com/news/philippines-government-websites-hit-by-massive-ddos-attacks-china-suspected-506412.shtmlPhilippinesUndetermined

In the same day the permanent court at The Hague rules for Philippines in the dispute against China for the islands in the West Philippine Sea, 68 Philippines government websites are taken down by a DDoS attack.http://news.softpedia.com/news/philippines-government-websites-hit-by-massive-ddos-attacks-china-suspected-506412.shtmlPhilippinesUndetermined

The Mexican government is suspected of using NSO Group spyware to compromise the personal devices of journalists, lawyers, activists, scientists, politicians, and civil society organizations. One of the victims is Luis EncarnaciÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â³n, the coordinator of the CoaliciÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â³n ContraPESO (CounterWEIGHT Coalition). Mr. EncarnaciÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â³n is an advocate for Mexico's soda tax.https://citizenlab.ca/2017/02/bittersweet-nso-mexico-spyware/Mexico Undetermined

In the same day the permanent court at The Hague rules for Philippines in the dispute against China for the islands in the West Philippine Sea, 68 Philippines government websites are taken down by a DDoS attack.http://news.softpedia.com/news/philippines-government-websites-hit-by-massive-ddos-attacks-china-suspected-506412.shtmlPhilippinesUndetermined
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In the same day the permanent court at The Hague rules for Philippines in the dispute against China for the islands in the West Philippine Sea, 68 Philippines government websites are taken down by a DDoS attack.http://news.softpedia.com/news/philippines-government-websites-hit-by-massive-ddos-attacks-china-suspected-506412.shtmlPhilippinesUndetermined

In the same day the permanent court at The Hague rules for Philippines in the dispute against China for the islands in the West Philippine Sea, 68 Philippines government websites are taken down by a DDoS attack.http://news.softpedia.com/news/philippines-government-websites-hit-by-massive-ddos-attacks-china-suspected-506412.shtmlPhilippinesUndetermined

In the name of OpAfrica, hackers affiliated to the Anonymous collective hack Armscor, a Pretoria based arms procurement agency, and leak 63 MB data in HTML files that include invoices numbers, order numbers, invoice amount and other data from Airbus, Thales group, Rolls Royce, EADS (European Aeronautic Defense and Space Company), and Denel.https://www.hackread.com/anonymous-hacks-south-african-arms-agency/South AfricaUndetermined

The Mexican government is suspected of using NSO Group spyware to compromise the personal devices of journalists, lawyers, activists, scientists, politicians, and civil society organizations. One of the victims is Dr. SimÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â³n Barquera, a researcher at Mexico's National Institute for Public Health. Dr. Barquera is an advocate for Mexico's soda tax.https://citizenlab.ca/2017/02/bittersweet-nso-mexico-spyware/Mexico Undetermined

The forum for the popular online multiplayer game, Dota 2 is hacked and as a result, 2 million accounts are leaked. The attack was executed on July 10.http://www.zdnet.com/article/dota-2-players-targeted-by-forum-hackers-in-new-breach/United States of AmericaUndetermined

Another Muslim Dating Website hacked. This time it's the turn of shadi.com, which suffers 2M accounts dumped online, including clear text passwords.https://www.hackread.com/matrimonial-matching-site-shadi-com-hacked/United States of AmericaUndetermined

Someone who goes by the name "uid0" allegedly steals more than 1.4 million passwords, email addresses, and other data from the databases of popular forums including Web Hosting Talk, and Mac Forums and HotScripts, and offers to sell the databases on the dark web.https://www.vice.com/en_us/article/78kwwe/hackers-allegedly-steal-14m-passwords-from-mac-forums-web-hosting-talkUnited States of AmericaUndetermined

Someone who goes by the name "uid0" allegedly steals more than 1.4 million passwords, email addresses, and other data from the databases of popular forums including Web Hosting Talk, and Mac Forums and HotScripts, and offers to sell the databases on the dark web.https://www.vice.com/en_us/article/78kwwe/hackers-allegedly-steal-14m-passwords-from-mac-forums-web-hosting-talkUnited States of AmericaUndetermined

Someone who goes by the name "uid0" allegedly steals more than 1.4 million passwords, email addresses, and other data from the databases of popular forums including Web Hosting Talk, and Mac Forums and HotScripts, and offers to sell the databases on the dark web.https://www.vice.com/en_us/article/78kwwe/hackers-allegedly-steal-14m-passwords-from-mac-forums-web-hosting-talkUnited States of AmericaUndetermined



Someone who goes by the name "uid0" allegedly steals more than 1.4 million passwords, email addresses, and other data from the databases of popular forums including Web Hosting Talk, and Mac Forums and HotScripts, and offers to sell the databases on the dark web.https://www.vice.com/en_us/article/78kwwe/hackers-allegedly-steal-14m-passwords-from-mac-forums-web-hosting-talkUnited States of AmericaUndetermined

OurMine hacks the Twitter accounts associated with Yahoo boss Marissa Mayer and the site's co-founder Jack Dorsey.http://www.zdnet.com/article/marissa-mayer-jack-dorsey-targeted-by-mysterious-ourmine-hackers/United States of AmericaSaudi Arabia

OurMine hacks the Twitter accounts associated with Yahoo boss Marissa Mayer and the site's co-founder Jack Dorsey.http://www.zdnet.com/article/marissa-mayer-jack-dorsey-targeted-by-mysterious-ourmine-hackers/United States of AmericaSaudi Arabia

Datadog, the software-as-a-service monitoring and analytics platform, is hit by hackers and strongly suggests that customers initiate password resets.https://www.datadoghq.com/blog/2016-07-08-security-notice/United States of AmericaUndetermined

Someone who goes by the name "uid0" allegedly steals more than 1.4 million passwords, email addresses, and other data from the databases of popular forums including Web Hosting Talk, and Mac Forums and HotScripts, and offers to sell the databases on the dark web.https://www.vice.com/en_us/article/78kwwe/hackers-allegedly-steal-14m-passwords-from-mac-forums-web-hosting-talkUnited States of AmericaUndetermined

0x2Taylor claims to have breached the servers of Amazon, and leaks the login credentials of 80,000 Kindle users. The company denies the breach and declares the data was not stolen from its servers and is not legitimate.http://www.dailydot.com/debug/amazon-hack-80000-passwords-usernames/United States of AmericaUndetermined

The Mexican government is suspected of using NSO Group spyware to compromise the personal devices of journalists, lawyers, activists, scientists, politicians, and civil society organizations. One of the victims is Alejandro Calvillo, the director of an El Poder del Consumidor, a consumer rights NGO. Mr. Calvillo is an advocate for Mexico's soda tax.https://citizenlab.ca/2017/02/bittersweet-nso-mexico-spyware/Mexico Undetermined

Omni Hotels & Resorts announces that point-of-sale systems at "some Omni properties" were infected with malware designed to collect payment card data, including cardholder names, credit or debit card numbers, security codes and expiration dates.http://www.esecurityplanet.com/network-security/omni-hotels-noodles-company-nc-state-acknowledge-data-breaches.htmlUnited States of AmericaUndetermined

The Municipality of Ede reveals to have discovered on July 8th that the personal information of about 3,700 Ede residents has been accessed by unauthorized persons due to a security vulnerability on the municipal site.http://www.nltimes.nl/2016/08/11/personal-data-3700-ede-residents-leaked-municipal-site/NetherlandsUndetermined

In retaliation for the Alton Sterling killing, a hacker called @0x2Taylor hacks the Baton Rouge city government's servers and leaks 50,000 Baton Rouge Police records.http://www.dailydot.com/layer8/alton-sterling-baton-rouge-website-hack/United States of AmericaUndetermined

A Ukrainian hacker going by the handle of Pravy Sektor (Right Sector) breaches the servers of Poland's telecom company Netia SA and leak a 14GB file containing customers' details.https://www.hackread.com/ukranian-hacker-hacks-polish-telecom-netia/Poland Undetermined

The official Twitter account for NASA's Kepler (@NASAKepler) is hacked and posts an offending image and a dodgy link.http://gizmodo.com/nasa-kepler-twitter-account-hacked-tweets-sexy-butt-1783194462United States of AmericaUndetermined

In name of #ZimShutDown2016 or #ShutDownZimbabwe, the Anonymous take down the websites of the country's official portal (zim.gov.zw), ZANU-PF ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¢ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¢'ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¬ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''" Zimbabwe African National Union- Patriotic Front (Zanu-PF) and Zimbabwe Broadcasting Corporation (zbc.co.zw).https://www.hackread.com/anonymous-ddos-zimbabwe-government-sites/Zimbabwe Undetermined

Guccifer 2.0 leaks more documents from the computer networks of the US Democratic Party and exposes plans to spend more than $800,000 (ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â£614,660) on a "counter-convention" in an attempt to hijack the upcoming Republican National Convention (RNC).http://www.ibtimes.co.uk/dnc-hack-guccifer-2-0-leaks-democratic-party-counter-convention-plans-protest-republican-event-1569410United States of AmericaRussian Federation

Because of a spat with the Anonymous, OurMine take down the Wikileaks website.http://thenextweb.com/insider/2016/07/06/hacker-group-broke-zuckerbergs-twitter-account-taken-wikileaks-spat-anonymous/UndeterminedSaudi Arabia

In name of #ZimShutDown2016 or #ShutDownZimbabwe, the Anonymous take down the websites of the country's official portal (zim.gov.zw), ZANU-PF ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¢ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¢'ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¬ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''" Zimbabwe African National Union- Patriotic Front (Zanu-PF) and Zimbabwe Broadcasting Corporation (zbc.co.zw).https://www.hackread.com/anonymous-ddos-zimbabwe-government-sites/Zimbabwe Undetermined

In name of #ZimShutDown2016 or #ShutDownZimbabwe, the Anonymous take down the websites of the country's official portal (zim.gov.zw), Zimbabwe Broadcasting Corporation (zbc.co.zw), and the website of the Zimbabwe African National Union- Patriotic Front (ZANU-PF).https://www.hackread.com/anonymous-ddos-zimbabwe-government-sites/Zimbabwe Undetermined

Cerulean Studios reveal to have discovered a breach affecting their blog and forums. The breach affects potentially 3 million records and could possibly date back to December 2015.https://www.trillian.im/help/trillian-blog-and-forums-security-incident/United States of AmericaUndetermined

PoodleCorp hacks LeafyIsHere, a popular YouTube Channel with over 3 million subscribers and defaces the main page.https://www.hackread.com/leafyishere-youtube-channel-hacked/United States of AmericaUndetermined

TrapX releases a new report revealing the details of three new attacks related to Medjack, an attack that relies on exploiting existing medical devices that run outdated software in order to enter the secure network of a healthcare unit.http://news.softpedia.com/news/hospitals-targeted-in-new-wave-of-medjack-attacks-505882.shtmlUndeterminedUndetermined

A hacked called aLem! defaces the websites of Arizona State, Arizona House of Representatives and Arizona State Legislature.https://www.hackread.com/turkish-hacker-hacks-arizona-state-websites/United States of AmericaUndetermined

A hacked called aLem! defaces the websites of Arizona State, Arizona House of Representatives and Arizona State Legislature.https://www.hackread.com/turkish-hacker-hacks-arizona-state-websites/United States of AmericaUndetermined

A hacked called aLem! defaces the websites of Arizona State, Arizona House of Representatives and Arizona State Legislature.https://www.hackread.com/turkish-hacker-hacks-arizona-state-websites/United States of AmericaUndetermined

A hacker dubbed hackermanfrisch claims to have hacked the website of the Sovereign Order of Malta and leaks 1,786 login credentials in plaintext.http://www.scmagazine.com/order-of-malta-breach-contains-unhashed-govt-credentials/article/507326/Italy Undetermined

TheDarkOverlord puts up for sale a new healthcare database containing the data of about 24,000 patients.https://www.databreaches.net/another-healthcare-database-hacked-and-put-up-for-sale/United States of AmericaUnited Kingdom of Great Britain and Northern Ireland

The database of topbutton.com is leaked on the Dark Net.https://hacked-emails.com/leak/anon-topbuttoncomuserUnited States of AmericaUndetermined

The entire database of crackingforum.com (658,644 entries) is leaked on the darknet.https://hacked-emails.com/leak/anon-crackingforumcomUndeterminedUndetermined

Law enforcers in Iran arrest a 19-year-old IT graduate for leaking personal data belonging to 20m 'MTN Irancell' customers in an elaborate scheme orchestrated with the help of the smartphone application Telegram. The database was allegedly stolen 3 years ago.https://www.hackread.com/internet-bot-exposes-mtn-irancell-users-data/Iran (Islamic Republic of)Undetermined

The database of the Italian portal libero.it is leaked online (about 750,000 users).https://hacked-emails.com/leak/anon-liberoituserhash20Italy Undetermined

An anonymous hacker dumps on the Dark Web the database of topcon.com containing 85K records.https://hacked-emails.com/leak/anon-oshoworldcomtbluCanada Undetermined

DID Electrical reveals that more than 300 people have had card details stolen after an online security breach. The attack happened between June 15 and June 26.http://www.irishmirror.ie/news/irish-news/crime/electrical-says-more-300-people-8324897Ireland Undetermined

An anonymous hacker dumps the database of topcon.com, containing 21,000 records, on the Dark Web.https://hacked-emails.com/leak/anon-topconcomdbsqlJapan Undetermined

Guccifer 2.0 releases 25 new documents.http://www.ibtimes.co.uk/clinton-hacker-guccifer-2-0-leaks-more-docs-teases-identity-calls-snowden-assange-heroes-1568304United States of AmericaRussian Federation

Three University of Regina computers are hacked. Names, student and employee numbers, as well as social insurance numbers, may have been accessed.https://www.databreaches.net/ca-university-of-regina-launches-investigation-after-computers-with-personal-information-hacked/Canada Undetermined

A breach at Patterson Dental Supply Inc compromises the information of roughly 4,300 patients of the Massachusetts General Hospital.https://threatpost.com/massachusetts-general-hospital-confirms-third-party-breach/119000/United States of AmericaUndetermined

A niche dating website called Muslim Match has suffered a data breach exposing roughly 150,000 user accounts and more than half a million private messages.https://www.scmagazineuk.com/accounts-150k-users-exposed-muslim-match-dating-site-breach/article/1476528United Kingdom of Great Britain and Northern IrelandUndetermined

The Washington County Community Development Agency warns that an unauthorized third party hacked into one of the agency's servers earlier this month, potentially exposing certain community members and employees' personal information.https://www.databreaches.net/mn-washington-county-security-breach-may-affect-section-8-residents/United States of AmericaUndetermined

Noodles & Company announces that malware infected its backend card processing system and maybe have compromised customer credit and debit card data collected between January 31, 2016 and June 2, 2016.https://threatpost.com/hard-rock-las-vegas-noodle-and-co-confirm-hacks/118966/United States of AmericaUndetermined

The Hard Rock Hotel and Casino Las Vegas notifies guests of "certain restaurant and retail outlets" located at its Las Vegas casino that hackers breached payments systems extracting credit card data.https://threatpost.com/hard-rock-las-vegas-noodle-and-co-confirm-hacks/118966/United States of AmericaUndetermined

Brendan Iribe, CEO of Facebook-owned virtual reality company Oculus, is the latest victim of the trail of Twitter accounts hjiacks.http://www.ibtimes.co.uk/hacker-takes-over-oculus-ceo-brendan-iribes-twitter-account-announces-himself-ceo-1568393United States of AmericaUndetermined

PoodleCorp defaces another popular YouTube Channel: Lilly Singh.https://www.hackread.com/lilly-singh-youtube-channel-hacked/United States of AmericaUndetermined

Researcher Chris Vickery reveals to have obtained a mid-2014 copy of the controversial database World-Check containing details of 2.2 million individuals suspected of terrorism.http://www.ibtimes.co.uk/world-check-database-leaks-details-2-2-million-suspected-terrorists-organised-crime-figures-1568030Canada Undetermined

Here we are again, this time TheDarkOverlord claims to have broken into multiple healthcare databases across America and lists a fresh trove of 9.2 million records on a Dark Web-based marketplace for 750 bitcoin (ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â£368,000).http://www.ibtimes.co.uk/hacker-selling-9-2m-us-hospital-records-social-security-numbers-dark-web-1567803United States of AmericaUnited Kingdom of Great Britain and Northern Ireland

The IRS announces that it has removed its electronic filing PIN tool (e-File PIN), following "additional questionable activity."https://nakedsecurity.sophos.com/2016/06/27/irs-hacked-again-say-goodbye-to-that-pin-system/United States of AmericaUndetermined

Google CEO Sundar Pichai is the latest victim of the hacking group 'OurMine' after his Twitter-linked Quora account is temporarily compromised and filled with spam links.http://www.ibtimes.co.uk/google-ceo-sundar-pichai-hacked-quora-twitter-account-hit-spam-1567646United States of AmericaSaudi Arabia

Deutsche Telekom has warned its customers that it found account passwords for sale on the dark web.http://www.zdnet.com/article/deutsche-telekom-finds-passwords-for-sale-on-dark-web-denies-hack/Germany Undetermined

Researchers from Sucuri reveal the details of a massive DDoS attack against an unnamed jewelry shop carried out by leveraging a network of 25,000 compromised CCTV boxes.http://arstechnica.com/security/2016/06/large-botnet-of-cctv-devices-knock-the-snot-out-of-jewelry-website/UndeterminedUndetermined

A hacker called TheDarkOverlord advertises hundreds of thousands of alleged records from healthcare organizations on a dark web marketplace, including social security and insurance policy numbers.https://www.vice.com/en_us/article/9a3dwy/hacker-advertises-slew-of-alleged-healthcare-organization-recordsUnited States of AmericaUnited Kingdom of Great Britain and Northern Ireland

A hacker called TheDarkOverlord advertises hundreds of thousands of alleged records from healthcare organizations on a dark web marketplace, including social security and insurance policy numbers.https://www.vice.com/en_us/article/9a3dwy/hacker-advertises-slew-of-alleged-healthcare-organization-recordsUnited States of AmericaUnited Kingdom of Great Britain and Northern Ireland

Two Albanian hackers deface the South Yorkshire Police website.https://www.hackread.com/south-yorkshire-uk-police-websites-hacked/United Kingdom of Great Britain and Northern IrelandUndetermined

A hacker called TheDarkOverlord advertises hundreds of thousands of alleged records from healthcare organizations on a dark web marketplace, including social security and insurance policy numbers.https://www.vice.com/en_us/article/9a3dwy/hacker-advertises-slew-of-alleged-healthcare-organization-recordsUnited States of AmericaUnited Kingdom of Great Britain and Northern Ireland

Login data of Lookbook's 1.1 million users is available on the darknet for sale.https://www.hackread.com/hacker-selling-million-lookbook-accounts/United States of AmericaUndetermined

PoodleCorp deface two YouTube Popular Channels: WatchMojo and Redmercy.https://www.hackread.com/watchmojo-redmercy-youtube-hacked/United States of AmericaUndetermined

PoodleCorp deface two YouTube Popular Channels: WatchMojo and Redmercy.https://www.hackread.com/watchmojo-redmercy-youtube-hacked/United States of AmericaUndetermined

Another hack carried on via the SWIFT messaging system: this time hackers have stolen $10 million from an unnamed Ukrainian bank, according to an ISACA report.https://www.kyivpost.com/article/content/ukraine-politics/hackers-steal-10-million-from-a-ukrainian-bank-through-swift-loophole-417202.htmlUkraine Undetermined



An anime site popular in Mexico and South America is infected with malware redirecting visitors to a Neutrino Exploit Kit landing page. The site, Jkanime, streams anime video and has 33 million monthly visitors.https://threatpost.com/popular-anime-site-infected-redirecting-to-exploit-kit-ransomware/118890/Mexico Undetermined

More than a dozen House Democrats' official websites are taken down, after Democrats ended an overnight sit-in to press for a vote on gun control legislation. The outage is affecting the congressional sites of Reps. Earl Blumenauer, John Carney, Rosa DeLauro, Lloyd Doggett, Tammy Duckworth, Donna Edwards, Sam Farr, Tulsi Gabbard, Alan Grayson, Marcy Kaptur, William Keating, John Larson, Jim McDermott, Richard Neal, Ed Perlmutter, Jackie Speier and Filemon Vela.http://www.politico.com/story/2016/06/hackers-house-democrats-websites-224904United States of AmericaUndetermined
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As part of #OpSilence, Ghost Squad Hackers publish a file containing data of 2,437 US Army personals including names, emails, phone numbers, full addresses, credit card data.https://www.hackread.com/ghost-squad-hackers-leak-us-military-data/United States of AmericaUnited States of America

More than a dozen House Democrats' official websites are taken down, after Democrats ended an overnight sit-in to press for a vote on gun control legislation. The outage is affecting the congressional sites of Reps. Earl Blumenauer, John Carney, Rosa DeLauro, Lloyd Doggett, Tammy Duckworth, Donna Edwards, Sam Farr, Tulsi Gabbard, Alan Grayson, Marcy Kaptur, William Keating, John Larson, Jim McDermott, Richard Neal, Ed Perlmutter, Jackie Speier and Filemon Vela.http://www.politico.com/story/2016/06/hackers-house-democrats-websites-224904United States of AmericaUndetermined

Hackers hit the University of Cambridge's Cambridge Schools Classics Project website, exposing the email addresses and cleartext passwords of over 1,500 students and employees.http://www.dailydot.com/layer8/university-cambridge-classics-hacked/United Kingdom of Great Britain and Northern IrelandUndetermined

India's national airline, Air India, is the target of a hacking campaign exploiting members of the airline's frequent-flyer program to make away with air miles.http://timesofindia.indiatimes.com/tech/tech-news/Cyber-crooks-walk-away-with-flying-miles/articleshow/52874900.cms?India Undetermined

Online backup service Carbonite forces users to pick new passwords in the wake of discovering that it was under a large-scale account takeover attack.https://nakedsecurity.sophos.com/2016/06/23/carbonite-online-backup-service-bombarded-with-reused-passwords/United States of AmericaUndetermined

Anonymous Legion claims responsibility for taking down the Minnesota Judicial Branch's website (mncourts.gov).http://news.softpedia.com/news/anonymous-takes-down-minnesota-courts-website-for-god-knows-what-reason-505610.shtmlUnited States of AmericaUnited States of America

Guccifer 2.0 leaks 261 additional internal documents on Hillary Clinton.http://www.ibtimes.co.uk/russian-hacker-leaks-over-260-internal-democratic-party-files-hillary-clinton-1566733United States of AmericaRussian Federation

An Albanian hacker named nofawkX-al defaces the website of the Romanian Football Federation (FRF), two days after the Albanian football team defeated the Romanian football team at the 2016 European Football Championship.http://news.softpedia.com/news/after-football-albania-humiliates-romania-in-cyberspace-as-well-505506.shtmlRomania Undetermined

Unknown attackers attack the DAO foundation and steal more than 3.6 million Ethereum (whose value is between $45 and $77 million).http://arstechnica.com/security/2016/06/bitcoin-rival-ethereum-fights-for-its-survival-after-50-million-heist/United States of AmericaUndetermined

Guccifer 2.0, the hacker who previously hacked the Democratic National Committee, leaks 21 internal documents on Hillary Clinton.http://www.ibtimes.co.uk/russian-hacker-releases-democratic-party-financial-documents-donor-lists-secret-memos-1566425United States of AmericaRussian Federation

Blizzard's Battle.net experiences an outage, leaving players unable to log in to popular games such as Overwatch, Hearthstone and World of Warcraft due to an alleged DDoS attack. Notorious hacker group Lizard Squad has claimed responsibility for the latest atttack.http://www.ibtimes.co.uk/lizard-squad-hacker-mocks-gamers-after-alleged-ddos-attack-blizzard-servers-1566580United States of AmericaUndetermined

An Algerian hacker called Red hell Sofyan defaces the official website of Oi telecom along with several of its subdomains.https://www.hackread.com/brazilian-telecom-giant-oi-websites-hacked/Brazil Brazil

The Quebec Liberal Party (PLQ) fixes a security issue in their video conferencing software that allowed an unknown hacker to spy on their meetings and even access the video camera.http://news.softpedia.com/news/hacker-spied-on-canadian-political-party-s-meetings-via-video-camera-feeds-505414.shtmlCanada Undetermined

GoToMyPC the remote access software service is hit by hackers conducting a "very sophisticated password attack". The company initiates password resets for all users.http://www.ibtimes.co.uk/gotomypc-hit-by-hackers-password-reset-initiated-all-users-1566341United States of AmericaUndetermined

Once again, bRpsd hacks the Dark Web portal of the Albanian mafia group called Besa, and dumps the data online and exposing their hitman-for-hire service.https://www.databreaches.net/besamafia-hitman-site-hacked-again/Albania Undetermined

The Union of Hacktivists defaces the Eleven Media Group (EMG) Myanmar-language website.https://www.databreaches.net/mm-eleven-media-group-hacked-union-of-hacktivists-charged/Myanmar Myanmar

Japan's major travel agency JTB admits to have suffered a cyberattack which it fears has led to the theft of data belonging to 7.93 million users.http://www.zdnet.com/article/japans-largest-travel-agency-fears-data-leak-impacting-8-million-users/Japan Undetermined

Multi-Color, a label solutions firm, reports that a break-in at a third party affiliate resulted in the compromise of Multi-Color employee personally identifiable information.https://www.scmagazine.com/home/opinions/blogs/the-data-breach-blog/multi-color-employee-data-compromised/United States of AmericaUndetermined

1x0123, the same hacker who previously claimed to have hacked PornHub, claims to have hacked the client portal of Fidelity National Information Services.http://www.dailydot.com/layer8/fis-global-hack-1x0123-pornhub/United States of AmericaUndetermined

Acer informs the California attorney general that its online store was attacked by hackers. An unauthorized outside party has taken a year's worth of full credit card data, names and addresses between mid-May 2015 and late-April this year.http://www.zdnet.com/article/acer-online-store-flaw-let-hackers-steal-a-years-worth-of-credit-cards/Taiwan (Province of China)Undetermined

The Mexican government is suspected of using NSO Group spyware to compromise the personal devices of journalists, lawyers, activists, scientists, politicians, and civil society organizations. One of the victims is Ricardo Anaya CortÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â©s, the president of the opposition National Action Party (PAN).https://citizenlab.ca/2017/06/more-mexican-nso-targets/Mexico Undetermined

The Mexican government is suspected of using NSO Group spyware to compromise the personal devices of journalists, lawyers, activists, scientists, politicians, and civil society organizations. One of the victims is Roberto Gil Zuarth, who was President of the Mexican Senate at the time of the targeting. He is also a member of the opposition National Action Party (PAN).https://citizenlab.ca/2017/06/more-mexican-nso-targets/Mexico Undetermined

A hacker going by the handle of SkyNetCentral conducted a series of distributed denial-of-service (DDoS) attack on the official website of the Society of the Muslim Brothers or Muslim Brotherhood. The attacker also hacks some data.https://www.hackread.com/muslim-brotherhoods-website-suffers-ddos-attacks/Egypt Undetermined

Anonymous Africa takes down the websites of EFF and ZANU-PF, two black nationalist political parties in South Africa and Zimbabwe.http://news.softpedia.com/news/anonymous-attacks-anti-white-movements-in-south-africa-and-zimbabwe-505251.shtmlSouth AfricaUndetermined

The Vermont Department of Fish and Wildlife (FWD) posts a notice for a suspected security breach related to the on-line purchase of licenses and tags from the Department.https://www.databreaches.net/vermont-fish-and-wildlife-reports-license-data-breach/United States of AmericaUndetermined

Palo Alto Networks reveals the details of a cyberespionage group called Sofacy, which has launched a fresh attack against the US government, using a "new persistence mechanism" designed to help evade detection.http://www.ibtimes.co.uk/us-government-targeted-new-malware-by-cyberespionage-group-sofacy-1565552United States of AmericaRussian Federation

Anonymous Africa takes down the websites of EFF and ZANU-PF, two black nationalist political parties in South Africa and Zimbabwe.http://news.softpedia.com/news/anonymous-attacks-anti-white-movements-in-south-africa-and-zimbabwe-505251.shtmlZimbabwe Undetermined

Russian government hackers penetrate the computer network of the Democratic National Committee and gain access to the entire database, dumping a 231-page document purporting to be opposition research into Donald Trump.https://www.washingtonpost.com/world/national-security/russian-government-hackers-penetrated-dnc-stole-opposition-research-on-trump/2016/06/14/cf006cb4-316e-11e6-8ff7-7b6c1998b7a0_story.htmlUnited States of AmericaRussian Federation

Incapsula reveals the details of a 470 Gbps DDoS attack on an unnamed gambling website.http://www.ibtimes.co.uk/largest-ddos-attack-ever-massive-470gbps-assault-hits-chinese-gambling-site-1568511China Undetermined

Someone using what appears to have been a list of e-mail addresses and passwords obtained from the breach of "other online services" makes a massive number of login attempts to GitHub's repository service.https://github.com/blog/2190-github-security-update-reused-password-attackUnited States of AmericaUndetermined

51 million user accounts for iMesh, a now defunct file sharing service, are put on sale on the dark web.http://www.zdnet.com/article/51-million-imesh-file-sharing-accounts-for-sale-dark-web/United States of AmericaUndetermined

The South African Broadcasting Corporation (SABC), the country's official state news broadcaster, confirms that it suffered a wave of cyberattacks orchestrated by a hacktivist aligned with the Anonymous collective.http://www.ibtimes.co.uk/anonymous-hacktivists-hit-south-african-state-broadcaster-over-censorship-1565202South AfricaUndetermined

Jordan's official state news agency has claimed a hacker is responsible for breaching its computer system to insert false comments into a story describing how Saudi Arabia royalty funded 20% of Hillary Clinton's presidential campaign.http://www.ibtimes.co.uk/news-agency-claims-hacker-planted-story-about-hillary-clinton-campaign-links-saudi-funding-1565833Jordan Undetermined

In what looks like an act of revenge from an ex-student or staff (still unclear) the server of Greenwich University is breached and completely leaked online.https://www.hackread.com/greenwich-university-hacked-data-leaked/United Kingdom of Great Britain and Northern IrelandUndetermined

A hacker named Faisal 1337 from Team Pak Cyber Attackers has defaced the website of the Karnataka State Police.http://news.softpedia.com/news/pakistani-hackers-deface-websites-for-seven-indian-embassy-one-police-station-505119.shtmlIndia India

Two Pakistani hackers dubbed "Romantic" and "Intruder" deface Indian government websites including the Embassy of India in Turkey; the Embassy of India in Greece; the Embassy of India in Mexico; the Consulate General of India in Sao Paulo, Brazil; the Embassy of India in Bucharest, Romania; the Embassy of India in Dushanbe, Tajikistan; and the High Commission of India in Pretoria, South Africa.http://news.softpedia.com/news/pakistani-hackers-deface-websites-for-seven-indian-embassy-one-police-station-505119.shtmlIndia India
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Two Pakistani hackers dubbed "Romantic" and "Intruder" deface Indian government websites including the Embassy of India in Turkey; the Embassy of India in Greece; the Embassy of India in Mexico; the Consulate General of India in Sao Paulo, Brazil; the Embassy of India in Bucharest, Romania; the Embassy of India in Dushanbe, Tajikistan; and the High Commission of India in Pretoria, South Africa.http://news.softpedia.com/news/pakistani-hackers-deface-websites-for-seven-indian-embassy-one-police-station-505119.shtmlIndia India

Anonymous member WauchulaGhost reveals to have taken over Twitter accounts for ISIS supporters and defaced them with adult-themed images.http://news.softpedia.com/news/anonymous-hacker-hijacks-isis-twitter-accounts-and-floods-them-with-adult-images-505136.shtmlUndeterminedUndetermined

The official website of the Karnataka State Police (ksp.gov.in) is defaced by a Pakistani hacker dubbed Faisal 1337 from Team Pak Cyber Attackers. The hackers posts a Pakistani flag on the home page and some provocative messages.http://indianexpress.com/article/india/india-news-india/karnataka-police-website-hacked-2846379/India India

Black Lives Matter activist and politician DeRay Mckesson has his Twitter account hacked.https://nakedsecurity.sophos.com/2016/06/14/deray-mckessons-twitter-account-hacked-with-just-his-name-and-four-digits/United States of AmericaUndetermined

A hacker under the pseudonym NSA puts on sale on the dark web a database that purports to hold over a quarter of a million driver licence records compromised from a government-linked databases in Louisiana, United States.http://www.ibtimes.co.uk/hacker-puts-290000-driver-licence-records-sale-dark-web-stolen-government-computers-1564581United States of AmericaUnited States of America

DAC Group suffers a security breach resulting in data theft of 93,000 customer accounts. The data also contains 77,000 accounts from State Farm, an insurance company.https://www.hackread.com/dacgroup-hacked-state-farm-accounts-leaked/Canada Undetermined

As part of the same operations, the Anonymous take down the Romania Stock Exchange (sibex.ro).http://www.ibtimes.co.uk/anonymous-targets-bilderberg-group-opicarus-transforms-into-project-mayhem-1564629Romania Undetermined

In name of Project Mayhem, the phase 3 of OpIcarus, the Anonymous take down the official website of the Bilderberg Group, a controversial and highly secretive conference held with the so-called 'political elite' alongside experts from academia and finance.http://www.ibtimes.co.uk/anonymous-targets-bilderberg-group-opicarus-transforms-into-project-mayhem-1564629UndeterminedUndetermined

Online miscreants take over the National Football League's Twitter account and used it to falsely report the death of league commissioner Roger Goodell.http://arstechnica.com/security/2016/06/nfls-breached-twitter-account-falsely-claims-commissioner-goodell-is-dead/United States of AmericaUndetermined

French DIY goods store Castorama pull its website offline after unknown attackers manipulated the site search function to suggest rude versions of household appliances.http://www.theregister.co.uk/2016/06/09/french_bq_equivalent_bq_hacked_to_offer_visitors_vulgar_diy_tools/France Undetermined

Hackers obtain 34,000 user accounts for the UTorrent forum of popular data trading software BitTorrent.http://motherboard.vice.com/read/another-day-another-hack-user-accounts-for-bittorrents-forum-hackingUndeterminedUndetermined

Lorrie Cranor, FTC's chief technologist gets her mobile phone number hijacked by an ID thief.http://arstechnica.com/tech-policy/2016/06/ftcs-chief-technologist-gets-her-mobile-phone-number-hijacked-by-id-thief/United States of AmericaUndetermined

George Harrison's Twitter account is hacked but the hacker didn't know he was dead.https://www.nme.com/news/music/george-harrison-2-1188974United Kingdom of Great Britain and Northern IrelandUndetermined

The same hacker who had links to the recent MySpace, LinkedIn, and Tumblr data breaches, claims to have obtained a database from Twitter, which includes email addresses (and sometimes two per person), usernames, and plain-text passwords. Tessa88 is selling the cache for 10 bitcoins, or about $5,820 at the time of writing.http://www.zdnet.com/article/twitter-32-million-credentials-accounts-selling-online/United States of AmericaUndetermined

A hacker or hacking group going by the name of "OurMine Team" briefly takes control of Facebook chief Mark Zuckerberg's Twitter and Pinterest accounts, apparently using information from a major LinkedIn security breach that occurred in 2012.http://arstechnica.com/security/2016/06/mark-zuckerberg-twitter-pinterest-hacked/United States of AmericaSaudi Arabia

Kylie Jenner is the latest celebrity to have her Twitter account hacked.http://www.bbc.co.uk/newsbeat/article/36460688/kylie-jenner-and-jack-black-among-many-celebrities-hacked-on-twitterUnited States of AmericaUndetermined

Drake's Twitter account was taken over by an account called @2aiden3.http://gizmodo.com/drake-got-hacked-because-he-used-the-same-password-from-1780828868?rev=1465237779099United States of AmericaUndetermined

Russian social networking site VK.com appears to have been breached in 2012 with hackers selling some 100 million records for a mere US$580 in Bitcoins.http://www.theregister.co.uk/2016/06/06/100_million_russian_vk_credentials_for_sale/Russian FederationUndetermined

A hacker or hacking group going by the name of "OurMine Team" briefly takes control of Facebook chief Mark Zuckerberg's Twitter and Pinterest accounts, apparently using information from a major LinkedIn security breach that occurred in 2012.http://arstechnica.com/security/2016/06/mark-zuckerberg-twitter-pinterest-hacked/United States of AmericaSaudi Arabia

Tenacious D, Jack Black's music group, have their Twitter Account hacked and post the fake news of Jack Black's death.http://www.ibtimes.co.uk/drakes-twitter-account-hijacked-latest-celebrity-hit-social-media-hacking-spree-1564081United States of AmericaUndetermined

Keith Richards has his Twitter account hacked.http://www.ibtimes.co.uk/drakes-twitter-account-hijacked-latest-celebrity-hit-social-media-hacking-spree-1564081United Kingdom of Great Britain and Northern IrelandUndetermined

Sh0ping[.]su, a platform known for selling stolen accounts on the dark market is hacked. The attackers leak 16,000 stolen accounts, 15,000 accounts taken from other sites, and 9,000 credit cards.https://www.hackread.com/sh0ping-su-hacked-data-leaked/UndeterminedUndetermined

Users of the remote login service TeamViewer report their computers have been ransacked by attackers who somehow gained access to their accounts.http://arstechnica.com/security/2016/06/teamviewer-says-theres-no-evidence-of-2fa-bypass-in-mass-account-hack/Germany Undetermined

A massive DDoS attack hits BitGo, a service that describes itself as the most secure Bitcoin wallet solution available today.http://news.softpedia.com/news/ddos-attack-on-bitgo-bitcoin-wallet-sends-shockwaves-through-the-industry-504887.shtmlUnited States of AmericaUndetermined

CiCi's Pizza, an American fast food business with more than 500 stores in 35 US states, appears to be the latest restaurant chain to struggle with a credit card breach.http://krebsonsecurity.com/2016/06/banks-credit-card-breach-at-cicis-pizza/United States of AmericaUndetermined

An external attacker uses a phishing scam to break into a North Carolina State University email account containing personally identifiable information of 38,000 individuals.https://www.scmagazine.com/home/opinions/blogs/the-data-breach-blog/nc-state-breach-affects-38000/United States of AmericaUndetermined

In name of #OpAfrica, the Anonymous dump online data claimed to come from a database obtained from Wesizwe.http://news.softpedia.com/news/anonymous-leaks-database-from-south-african-platinum-mining-corporation-504838.shtmlSouth AfricaUndetermined

User accounts for dating site Badoo are being traded in the digital underground, including email address, cracked passwords, names, and dates of birth.http://motherboard.vice.com/read/another-day-another-hack-user-accounts-of-dating-site-badooChina Undetermined

Hackers affiliated to the Anonymous collective claim to have taken down the London Stock Exchange in the name of OpIcarus.http://www.dailymail.co.uk/news/article-3625656/Hackers-attack-Stock-Exchange-Cyber-criminals-website-two-hours-protest-against-world-s-banks.htmlUnited Kingdom of Great Britain and Northern IrelandUndetermined

Members of the Ghost Squad Hackers team, one of Anonymous' former subdivisions, take down CNN and FOX News as part of a new hacktivism campaign dubbed OpSilence.http://news.softpedia.com/news/anonymous-announces-opsilence-month-long-attacks-on-mainstream-media-504760.shtmlUnited States of AmericaUnited States of America

The website of Taiwan's ruling Democratic Progressive Party is under attack from cyber spies seeking to profile visitors to the site, as part of a campaign to get information about the party's policies following its election victory in January.http://www.bloomberg.com/news/articles/2016-06-02/taiwan-ruling-party-s-website-hacked-in-cyberspying-campaignTaiwan (Province of China)Undetermined

myrepospace.com database, made of 252,951 records is dumped on the dark net.https://hacked-emails.com/leak/anon-myrepospacecomsqAustralia Undetermined

Members of the Ghost Squad Hackers team, one of Anonymous' former subdivisions, take down the email servers of CNN and FOX News as part of a new hacktivism campaign dubbed OpSilence.http://news.softpedia.com/news/anonymous-announces-opsilence-month-long-attacks-on-mainstream-media-504760.shtmlUnited States of AmericaUnited States of America

A number of road signs in the US fall victim to a politically-motivated 'hack' attack after being altered to show messages relating to presidential candidates Donald Trump and Bernie Sanders.http://www.ibtimes.co.uk/hacked-us-roadwork-signs-light-donald-trump-shape-shifting-lizard-1563087United States of AmericaUndetermined

@FkPoliceAnonOps hacks the Spanish Police Department and leaks personal details of 5,000 Spanish police officers online.https://www.hackread.com/anonymous-hacks-spanish-police-against-gag-law/Spain Undetermined

Katy Perry's Twitter account is taken over by a hacker dubbed @sw@ylol, sending out a series of bizarre Tweets to the pop star's 89 million-plus followers.http://www.cnet.com/news/pop-star-katy-perrys-twitter-account-hacked/United States of AmericaUndetermined

World Hacker team hacks the National Oil Corporation of Kenya and posted a link online containing the database dump.http://news.softpedia.com/news/anonymous-leaks-employee-details-from-national-oil-corporation-of-kenya-504671.shtmlKenya Rwanda

A threat actor targeted Ethiopian dissidents for the purpose of espionage, using commercially available spyware sold by Cyberbit, an Israel-based company. Most notably, the actor targeted the Oromia Media Network and some individuals associated with it.https://citizenlab.ca/2017/12/champing-cyberbit-ethiopian-dissidents-targeted-commercial-spyware/United States of AmericaUndetermined

Transport for NSW says it is investigating a "compromise" of the TrainLink website's reservations system, which is since then shut down. The company states that no personal data or credit card has been compromised.http://www.databreaches.net/no-data-stolen-in-hack-nsw-transport/Australia Undetermined

A Bangladeshi hacker going with the handle of Tiger Mate hacks and defaces one of Pakistan's largest real estate websites Zameen.com. The hacker also leaks the site's entire database online.https://www.hackread.com/pakistan-zameen-com-hacked-data-leaked/Pakistan Undetermined

A surge in account hijacking and takeovers forces Reddit to reset 100,000 passwords.http://www.zdnet.com/article/reddit-forces-password-reset-of-100000-users/United States of AmericaUndetermined

SonnySpooks hacks paypalsucks.com and dumps 82,169 records with usernames and hashed passwords.https://www.securbay.com/securbay-knowledge-series/United States of AmericaUndetermined

A hacker hiding behind the email address Tessa88@exploit.im publishes a database containing 360 million records belonging to MySpace. The database is the alleged result of a breach that occurred in 2013.https://www.leakedsource.com/blog/myspaceUnited States of AmericaUndetermined

Fiverr suffers a six-hour DDoS attack after removing DDoS-for-Hire listings.http://news.softpedia.com/news/fiverr-suffers-six-hour-ddos-attack-after-removing-ddos-for-hire-listings-504570.shtmlIsrael Undetermined

A Kurdish hacker using the name MuhmadEmad defaces five Dell subdomains and leaves anti-Turkey and anti-ISIS messages on the sites.http://news.softpedia.com/news/kurdish-hacker-defaces-dell-websites-505203.shtmlNetherlandsUnited States of America

A Kurdish hacker using the name MuhmadEmad defaces five Dell subdomains and leaves anti-Turkey and anti-ISIS messages on the sites.http://news.softpedia.com/news/kurdish-hacker-defaces-dell-websites-505203.shtmlUnited Kingdom of Great Britain and Northern IrelandUnited States of America

A Kurdish hacker using the name MuhmadEmad defaces five Dell subdomains and leaves anti-Turkey and anti-ISIS messages on the sites.http://news.softpedia.com/news/kurdish-hacker-defaces-dell-websites-505203.shtmlIreland United States of America

A Kurdish hacker using the name MuhmadEmad defaces five Dell subdomains and leaves anti-Turkey and anti-ISIS messages on the sites.http://news.softpedia.com/news/kurdish-hacker-defaces-dell-websites-505203.shtmlFrance United States of America

Scrum.org, the Scrum certification and training site contacts users to warn them of a security breach.http://www.theregister.co.uk/2016/06/01/scrumorg_hacked_may_have_lost_crypto_keys_and_some_user_data/United States of AmericaUndetermined

A Kurdish hacker using the name MuhmadEmad defaces five Dell subdomains and leaves anti-Turkey and anti-ISIS messages on the sites.http://news.softpedia.com/news/kurdish-hacker-defaces-dell-websites-505203.shtmlUnited States of AmericaUnited States of America

The Caliphate Cyber Army (CCA) leaks details of 800 library workers from the Arkansas Library Association (ALA).http://news.softpedia.com/news/isis-hackers-leak-details-from-arkansas-library-association-505074.shtmlUnited States of AmericaUnited Kingdom of Great Britain and Northern Ireland

Unknown attackers have been directing an ever-changing army of bots in a distributed denial of service (DDoS) attack against NS1, a major DNS and traffic management provider.http://arstechnica.com/information-technology/2016/05/major-dns-provider-hit-by-mysterious-focused-ddos-attack/United States of AmericaUndetermined



The Statistical Centre of Iran is targeted by unknown attackers. Iran tracks the origin of the attack from three Arab countries including Saudi Arabia.http://www.ibtimes.co.uk/iran-cyber-police-claim-saudi-arabia-behind-hacking-government-website-1562673Iran (Islamic Republic of)Undetermined

An unknown hacker hacks hypergen.ch and dumps 22,000 accounts.https://hacked-emails.com/leak/pb-3AmxhAwFSwitzerlandUndetermined

The Mexican government is suspected of using NSO Group spyware to compromise the personal devices of journalists, lawyers, activists, scientists, politicians, and civil society organizations. One of the victims is Salvador Camarena, a journalist working at Mexicans Against Corruption and Impunity.https://citizenlab.ca/2017/06/reckless-exploit-mexico-nso/Mexico Undetermined

A hacker who goes by the nickname ofÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â Amar^SHG (formerly Kuroi'SH) defaces France's most visited weather portal, MÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â©tÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â©o France.http://news.softpedia.com/news/hacker-defaces-m-t-o-france-website-with-anti-war-message-504714.shtmlFrance Mexico

Azmeth hacks burgerking.com.au and dumps 4,833 records with usernames and hashed passwords.https://hacked-emails.com/leak/pb-Z3P0qQM9Argentina Mexico

The Mexican government is suspected of using NSO Group spyware to compromise the personal devices of journalists, lawyers, activists, scientists, politicians, and civil society organizations. One of the victims is Santiago Aguirre, a staff member at Centro PRODH, a Mexican human rights and legal aid organization.https://citizenlab.ca/2017/06/reckless-exploit-mexico-nso/Mexico Undetermined

San Juan County reports that the information of patients in the county's DWI treatment program may have been compromised after an attacker gained remote access to one of its computers.https://www.krqe.com/news/san-juan-county-warns-of-patient-data-breach/United States of AmericaUndetermined

Fur Affinity, a community people with an interest in anthropomorphic animal characters such as wolves and foxes is hacked and the hackers may have run off with email addresses and hashed passwords. https://www.vice.com/en_us/article/vv77d3/another-day-another-hack-furry-site-hacked-content-deletedUnited States of AmericaUndetermined

Ubiquity Networks reveals that an exploit which can lead to completely hijacked network devices is being used in fresh campaigns against its devices.http://www.zdnet.com/article/ubiquiti-networks-devices-targeted-by-firmware-worm/United States of AmericaUndetermined

Phineas Fisher, the hacker behind the Gamma International and Hacking Team breaches hacks the Sindicat de Mossos d'Esquadra (the Catalan police union), publishes personal information about police officers (including their badge numbers), and hijacks their Twitter account. https://www.helpnetsecurity.com/2016/05/20/phineas-fisher-records-latest-attack/Spain Italy

Two Australian-based news websites, belonging to Fairfax Media, The Sydney Morning Herald and The Age Digital Editions, have been hacked and as a result, over 13,000 email subscriber accounts have been leaked online.http://www.databreaches.net/australia-13000-user-accounts-leaked-from-fairfax-media-because-sqli/Australia Undetermined

Complete Chiropractic & Bodywork Therapies notifies 4,082 patients after discovering that malware had been injected into their system in November, 2015.http://www.databreaches.net/mi-complete-chiropractic-bodywork-therapies-notified-4082-patients-after-discovering-malware/United States of AmericaUndetermined

Hacker(s) claiming to be part of Anonymous post online a link pointing to a 2GB archive containing personal records stolen from 33 Turkish hospitals.http://news.softpedia.com/news/anonymous-leaks-healthcare-records-from-33-turkish-hospitals-504258.shtmlTurkey Undetermined

Two Australian-based news websites, belonging to Fairfax Media, The Sydney Morning Herald and The Age Digital Editions, have been hacked and as a result, over 13,000 email subscriber accounts have been leaked online.http://www.databreaches.net/australia-13000-user-accounts-leaked-from-fairfax-media-because-sqli/Australia Undetermined

The Mexican government is suspected of using NSO Group spyware to compromise the personal devices of journalists, lawyers, activists, scientists, politicians, and civil society organizations. One of the victims is Daniel LizÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¡rraga,  a journalist working at Mexicans Against Corruption and Impunity.https://citizenlab.ca/2017/06/reckless-exploit-mexico-nso/Mexico Undetermined

The Mexican government is suspected of using NSO Group spyware to compromise the personal devices of journalists, lawyers, activists, scientists, politicians, and civil society organizations. One of the victims is Rafael Cabrera, a reporter with Aristegui Noticias.https://citizenlab.ca/2017/06/reckless-exploit-mexico-nso/Mexico Undetermined

The Mexican government is suspected of using NSO Group spyware to compromise the personal devices of journalists, lawyers, activists, scientists, politicians, and civil society organizations. One of the victims is Alexandra Zapata, an investigator at the Mexican Institute for Competitiveness.https://citizenlab.ca/2017/06/reckless-exploit-mexico-nso/Mexico Undetermined

The Sri Lanka-based Commercial Bank of Ceylon releases a statement admitting that a "hacking attack" on its website resulted in a successful intrusion. However, no customer data has been compromised.http://www.ibtimes.co.uk/commercial-bank-ceylon-website-hit-by-hack-attack-1560271Sri Lanka Undetermined

Anonymous has taken down five more banks as part of OpIcarus. The targets are the Bank of France, the Central bank of the United Arab Emirates, the Central Bank of Tunisia, the Central Bank of Trinidad and Tobago, and the Philippine National Bank.https://www.hackread.com/opicarus-anonymous-shut-down-5-more-banks/PhilippinesUndetermined

Anonymous has taken down five more banks as part of OpIcarus. The targets are the Bank of France, the Central bank of the United Arab Emirates, the Central Bank of Tunisia, the Central Bank of Trinidad and Tobago, and the Philippine National Bank.https://www.hackread.com/opicarus-anonymous-shut-down-5-more-banks/Trinidad and TobagoUndetermined

Anonymous has taken down five more banks as part of OpIcarus. The targets are the Bank of France, the Central bank of the United Arab Emirates, the Central Bank of Tunisia, the Central Bank of Trinidad and Tobago, and the Philippine National Bank.https://www.hackread.com/opicarus-anonymous-shut-down-5-more-banks/Tunisia Undetermined

Anonymous has taken down five more banks as part of OpIcarus. The targets are the Bank of France, the Central Bank of the United Arab Emirates, the Central Bank of Tunisia, the Central Bank of Trinidad and Tobago, and the Philippine National Bank.https://www.hackread.com/opicarus-anonymous-shut-down-5-more-banks/United Arab EmiratesUndetermined

Hong Kong-based Bitcoin and Ethereum exchange service Gatecoin announces the theft of a large amount of cryptocurrency following what they believe was a server intrusion. The company says it lost 250 Bitcoin ($114,500) and 185,000 Ethereum ($1,850,000), totaling over $2,000,000.http://news.softpedia.com/news/gatecoin-bitcoin-exchange-loses-2-million-following-cyber-heist-504128.shtmlChina Undetermined

Anonymous has taken down five more banks as part of OpIcarus. The targets are the Bank of France, the Central bank of the United Arab Emirates, the Central Bank of Tunisia, the Central Bank of Trinidad and Tobago, and the Philippine National Bank.https://www.hackread.com/opicarus-anonymous-shut-down-5-more-banks/France Undetermined

In the name of #OpLGBT, the Anonymous take down a number of government websites in North Carolina.https://www.hackread.com/anonymous-ddos-north-carolina-anti-lgbt-law/United States of AmericaUndetermined

In the name of #OpLGBT, the Anonymous take down a number of government websites in North Carolina.https://www.hackread.com/anonymous-ddos-north-carolina-anti-lgbt-law/United States of AmericaUndetermined
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In the name of #OpLGBT, the Anonymous take down a number of government websites in North Carolina.https://www.hackread.com/anonymous-ddos-north-carolina-anti-lgbt-law/United States of AmericaUndetermined

The Turkish hacker group Bozkurtlar leaks data allegedly belonging to six international banks: the Dutch Bangla Bank (Bangladesh), The City Bank (Bangladesh), Trust Bank (Bangladesh), Business Universal Development Bank (Nepal) and Sanima Bank (Nepal), and the Commercial Bank of Ceylon (Sri Lanka).http://news.softpedia.com/news/six-more-banks-supposedly-hacked-by-turkish-hackers-504069.shtmlSri Lanka Undetermined
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The Turkish hacker group Bozkurtlar leaks data allegedly belonging to six international banks: the Dutch Bangla Bank (Bangladesh), The City Bank (Bangladesh), Trust Bank (Bangladesh), Business Universal Development Bank (Nepal) and Sanima Bank (Nepal), and the Commercial Bank of Ceylon (Sri Lanka).http://news.softpedia.com/news/six-more-banks-supposedly-hacked-by-turkish-hackers-504069.shtmlBangladeshUndetermined

In the name of #OpLGBT, the Anonymous take down a number of government websites in North Carolina.https://www.hackread.com/anonymous-ddos-north-carolina-anti-lgbt-law/United States of AmericaUndetermined

Few days after kicking off its bug bounty problem, Pornhub is hacked by an underground researcher who claims to sell the access to a command execution shell for $1000.http://www.csoonline.com/article/3070420/security/pornhub-said-to-be-compromised-shell-access-available-for-1-000.htmlUnited States of AmericaUndetermined

The Turkish hacker group Bozkurtlar leaks data allegedly belonging to six international banks: the Dutch Bangla Bank (Bangladesh), The City Bank (Bangladesh), Trust Bank (Bangladesh), Business Universal Development Bank (Nepal) and Sanima Bank (Nepal), and the Commercial Bank of Ceylon (Sri Lanka).http://news.softpedia.com/news/six-more-banks-supposedly-hacked-by-turkish-hackers-504069.shtmlBangladeshUndetermined

Another round of OpIcarus. This time the targets are: Central Bank of Jordan, Central bank of South Korea, Bank of Compagnie Monegasque, Central Bank of Montenegro. https://www.hackread.com/opicarus-anonymous-shut-down-5-more-banks/MontenegroJordan

Another round of OpIcarus. This time the targets are: Central Bank of Jordan, Central bank of South Korea, Bank of Compagnie Monegasque, Central Bank of Montenegro. https://www.hackread.com/opicarus-anonymous-shut-down-5-more-banks/Monaco Jordan

Another round of OpIcarus. This time the targets are: Central Bank of Jordan, Central bank of South Korea, Bank of Compagnie Monegasque, Central Bank of Montenegro. https://www.hackread.com/opicarus-anonymous-shut-down-5-more-banks/Korea (the Republic of)Jordan

Avention, investigate data breaches affecting personal information of its employees.http://www.databreaches.net/double-whammy-avention-investigating-two-data-breaches-involving-employee-info/United States of AmericaUndetermined

SWIFT confirms a new attack in which attackers managed to illegally transfer funds from a member bank by using its system. Further details, including the bank name are revealed two days after. The victim is the Tien Phong Bank in Vietnam.https://www.reuters.com/article/us-vietnam-cybercrime-idUSKCN0Y60ENViet Nam Afghanistan

Another round of OpIcarus. This time the targets are: Central Bank of Jordan, Central bank of South Korea, Bank of Compagnie Monegasque, Central Bank of Montenegro. https://www.hackread.com/opicarus-anonymous-shut-down-5-more-banks/Jordan Jordan

In name of OpIcarus, the Anonymous claim to have taken down the internal email server of the Bank of England.https://www.rt.com/uk/342958-opicarus-anonymous-bank-england/United Kingdom of Great Britain and Northern IrelandUndetermined

SonnySpooks hacks fijilive.com and dumps 91,460 usernames and hashed passwords.https://twitter.com/QuickleakOrg/status/732164208515813380Fiji Undetermined

New World Hackers (NWH), one of the hacking crews participating in the Anonymous #OpAfrica campaign, leak data obtained after hacking and then defacing the website of the University of Limpopo from the town of Polokwane, South Africa.http://news.softpedia.com/news/anonymous-leaks-data-from-south-african-university-504081.shtmlSouth AfricaUndetermined

Personal information on dozens of Chinese Communist Party officials and captains of industry is exposed on Twitter from an account under the name shenfenzheng. The victims include Alibaba Group Holding Ltd. Chairman Jack Ma, Tencent Holdings Ltd. Chairman Ma Huateng, Xiaomi Corp. co-founder Lei Jun, Dalian Wanda Group Co. founder Wang Jianlin and Sany Heavy Industry Co. Chairman Liang Wengen. Officials targeted included the governor of a major province.http://www.bloomberg.com/news/articles/2016-05-12/chinese-tycoons-party-officials-information-leaked-on-twitterChina Undetermined

Personal information on dozens of Chinese Communist Party officials and captains of industry is exposed on Twitter from an account under the name shenfenzheng. The victims include Alibaba Group Holding Ltd. Chairman Jack Ma, Tencent Holdings Ltd. Chairman Ma Huateng, Xiaomi Corp. co-founder Lei Jun, Dalian Wanda Group Co. founder Wang Jianlin and Sany Heavy Industry Co. Chairman Liang Wengen. Officials targeted included the governor of a major province.http://www.bloomberg.com/news/articles/2016-05-12/chinese-tycoons-party-officials-information-leaked-on-twitterChina Undetermined

Personal information on dozens of Chinese Communist Party officials and captains of industry is exposed on Twitter from an account under the name shenfenzheng. The victims include Alibaba Group Holding Ltd. Chairman Jack Ma, Tencent Holdings Ltd. Chairman Ma Huateng, Xiaomi Corp. co-founder Lei Jun, Dalian Wanda Group Co. founder Wang Jianlin and Sany Heavy Industry Co. Chairman Liang Wengen. Officials targeted included the governor of a major province.http://www.bloomberg.com/news/articles/2016-05-12/chinese-tycoons-party-officials-information-leaked-on-twitterChina Undetermined

Personal information on dozens of Chinese Communist Party officials and captains of industry is exposed on Twitter from an account under the name shenfenzheng. The victims include Alibaba Group Holding Ltd. Chairman Jack Ma, Tencent Holdings Ltd. Chairman Ma Huateng, Xiaomi Corp. co-founder Lei Jun, Dalian Wanda Group Co. founder Wang Jianlin and Sany Heavy Industry Co. Chairman Liang Wengen. Officials targeted included the governor of a major province.http://www.bloomberg.com/news/articles/2016-05-12/chinese-tycoons-party-officials-information-leaked-on-twitterChina Undetermined

Personal information on dozens of Chinese Communist Party officials and captains of industry is exposed on Twitter from an account under the name shenfenzheng. The victims include Alibaba Group Holding Ltd. Chairman Jack Ma, Tencent Holdings Ltd. Chairman Ma Huateng, Xiaomi Corp. co-founder Lei Jun, Dalian Wanda Group Co. founder Wang Jianlin and Sany Heavy Industry Co. Chairman Liang Wengen. Officials targeted included the governor of a major province.http://www.bloomberg.com/news/articles/2016-05-12/chinese-tycoons-party-officials-information-leaked-on-twitterChina Undetermined

An unnamed porn forum is hacked and details of 100,000 members leaked.http://www.bbc.co.uk/news/technology-36275547UndeterminedUndetermined

Personal information on dozens of Chinese Communist Party officials and captains of industry is exposed on Twitter from an account under the name shenfenzheng. The victims include Alibaba Group Holding Ltd. Chairman Jack Ma, Tencent Holdings Ltd. Chairman Ma Huateng, Xiaomi Corp. co-founder Lei Jun, Dalian Wanda Group Co. founder Wang Jianlin and Sany Heavy Industry Co. Chairman Liang Wengen. Officials targeted included the governor of a major province.http://www.bloomberg.com/news/articles/2016-05-12/chinese-tycoons-party-officials-information-leaked-on-twitterChina Undetermined

The Mexican government is suspected of using NSO Group spyware to compromise the personal devices of journalists, lawyers, activists, scientists, politicians, and civil society organizations. One of the victims is SebastiÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¡n BarragÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¡n, a reporter with Aristegui Noticias.https://citizenlab.ca/2017/06/reckless-exploit-mexico-nso/Mexico Undetermined

65 million passwords of Tumblr are on sell on the underground. The company admitted to have suffered a breach on May 12.https://www.vice.com/en_us/article/8q88k5/hackers-stole-68-million-passwords-from-tumblr-new-analysis-revealsUnited States of AmericaUndetermined



Security Researchers from Trend Micro reveal that Pawn Storm, one of the oldest APTs engaging in cyber espionage, is targeting members of the German Christian Democratic Union (CDU), the political party of German Chancellor Angela Merkel.https://www.helpnetsecurity.com/2016/05/13/pawn-storm-angela-merkels-party/Germany Russian Federation

Hackers breach the computer network of a doctors' group in Katy, potentially accessing more than 60,000 medical records and personnel files.http://www.databreaches.net/data-breach-affecting-more-than-50000-reported-by-medical-colleagues-of-texas/United States of AmericaUndetermined

South Korea points the finger to North Korea after Hanjin Heavy Industries, a navy defence contractor, is hacked.https://www.theregister.com/2016/05/11/south_korea_fingers_north_for_defence_contractor_hack/Korea (the Republic of)Afghanistan

The Mexican government is suspected of using NSO Group spyware to compromise the personal devices of journalists, lawyers, activists, scientists, politicians, and civil society organizations. One of the victims is Stephanie Brewer, a staff member at Centro PRODH, a Mexican human rights and legal aid organization.https://citizenlab.ca/2017/06/reckless-exploit-mexico-nso/Mexico Undetermined

The Utkal University portal is taken down after it is defaced.http://www.newindianexpress.com/states/odisha/Utkal-admission-offline-as-hackers-strike-again/2016/05/11/article3426815.eceIndia Undetermined

Mayfield Brain & Spine notifies its patients of a fake email containing malware sent to them. The incident affects a total of 23,341 patients.http://www.databreaches.net/breach-at-vendors-results-in-mayfield-brain-spine-patients-receiving-emails-containing-malware/United States of AmericaUndetermined

UserVoice admits to have suffered a cyberattack in April which has exposed sensitive data belonging to a small subset of users with administrator or contributor status (0.001%).http://www.zdnet.com/article/uservoice-hacked-user-accounts-compromised-with-weak-encryption-at-play/United States of AmericaUndetermined

Babycare retailer Kiddicare has warned customers that personal data consisting of 795,000 records shared with the store has been stolen by hackers.http://www.theregister.co.uk/2016/05/09/kiddicare_data_breach/United Kingdom of Great Britain and Northern IrelandUndetermined

Cyphort Labs reveal the details of a malvertising campaign targeting PerezHilton.comhttps://www.infosecurity-magazine.com/news/perezhiltoncom-hit-by-malvertising/United States of AmericaUndetermined

Mobile device detection company 51Degrees reveals to have been hacked.http://www.theregister.co.uk/2016/05/11/popular_uk_mobile_tech_firm_51degrees_hacked/United Kingdom of Great Britain and Northern IrelandUndetermined

OpIcarus continues and the Anonymous take down other banks across the world, including: The Central Bank of the Dominican Republic, the Guernsey Financial Services Commission, the Central Bank of Maldives, the Dutch Central Bank, the National Bank of Panama, the Central Bank of Kenya, the Central Bank of Mexico, and the Central Bank of Bosnia and Herzegovina.http://www.ibtimes.co.uk/op-icarus-anonymous-launches-ddos-attacks-8-international-banks-1558987Bosnia and HerzegovinaUndetermined

OpIcarus continues and the Anonymous take down other banks across the world, including: The Central Bank of the Dominican Republic, the Guernsey Financial Services Commission, the Central Bank of Maldives, the Dutch Central Bank, the National Bank of Panama, the Central Bank of Kenya, the Central Bank of Mexico, and the Central Bank of Bosnia and Herzegovina.http://www.ibtimes.co.uk/op-icarus-anonymous-launches-ddos-attacks-8-international-banks-1558987Mexico Undetermined

OpIcarus continues and the Anonymous take down other banks across the world, including: The Central Bank of the Dominican Republic, the Guernsey Financial Services Commission, the Central Bank of Maldives, the Dutch Central Bank, the National Bank of Panama, the Central Bank of Kenya, the Central Bank of Mexico, and the Central Bank of Bosnia and Herzegovina.http://www.ibtimes.co.uk/op-icarus-anonymous-launches-ddos-attacks-8-international-banks-1558987Kenya Undetermined

OpIcarus continues and the Anonymous take down other banks across the world, including: The Central Bank of the Dominican Republic, the Guernsey Financial Services Commission, the Central Bank of Maldives, the Dutch Central Bank, the National Bank of Panama, the Central Bank of Kenya, the Central Bank of Mexico, and the Central Bank of Bosnia and Herzegovina.http://www.ibtimes.co.uk/op-icarus-anonymous-launches-ddos-attacks-8-international-banks-1558987Panama Undetermined

OpIcarus continues and the Anonymous take down other banks across the world, including: The Central Bank of the Dominican Republic, the Guernsey Financial Services Commission, the Central Bank of Maldives, the Dutch Central Bank, the National Bank of Panama, the Central Bank of Kenya, the Central Bank of Mexico, and the Central Bank of Bosnia and Herzegovina.http://www.ibtimes.co.uk/op-icarus-anonymous-launches-ddos-attacks-8-international-banks-1558987NetherlandsUndetermined

OpIcarus continues and the Anonymous take down other banks across the world, including: The Central Bank of the Dominican Republic, the Guernsey Financial Services Commission, the Central Bank of Maldives, the Dutch Central Bank, the National Bank of Panama, the Central Bank of Kenya, the Central Bank of Mexico, and the Central Bank of Bosnia and Herzegovina.http://www.ibtimes.co.uk/op-icarus-anonymous-launches-ddos-attacks-8-international-banks-1558987Maldives Undetermined

OpIcarus continues and the Anonymous take down other banks across the world, including: The Central Bank of the Dominican Republic, the Guernsey Financial Services Commission, the Central Bank of Maldives, the Dutch Central Bank, the National Bank of Panama, the Central Bank of Kenya, the Central Bank of Mexico, and the Central Bank of Bosnia and Herzegovina.http://www.ibtimes.co.uk/op-icarus-anonymous-launches-ddos-attacks-8-international-banks-1558987UndeterminedUndetermined

A hacker called Peace claims to be selling tens of millions of user accounts for adult dating site Fling.com on the dark web, including information on sexual desires, preferences, and other personal details.https://www.vice.com/en_us/article/78kxa4/another-day-another-hack-passwords-and-sexual-desires-for-dating-site-flingUnited States of AmericaUndetermined

The Nulled.IO forum is compromised and its data consequently leaked, consisting of a 9.45GB SQL file.https://www.riskbasedsecurity.com/2016/05/nulled-io-shouldve-expected-the-unexpected/United States of AmericaUndetermined

Hacktivists from the Anonymous collective leak what could be the email inbox of Boris Dobrodeev, the former boss of Russian social network VK, previously known as VKontakte.https://www.theregister.com/2016/05/06/vk_chief_pwned/Russian FederationUndetermined

A 10GB file has been published online that purports to hold sensitive financial data on tens of thousands of customers belonging to UAE Investbank. A Turkish group dubbed Bozkurt claims responsibility for the attack.http://www.ibtimes.co.uk/investbank-uae-hack-database-containing-credit-card-details-passport-scans-leaks-online-1558730United Arab EmiratesUndetermined

OpIcarus continues and the Anonymous take down other banks across the world, including: The Central Bank of the Dominican Republic, the Guernsey Financial Services Commission, the Central Bank of Maldives, the Dutch Central Bank, the National Bank of Panama, the Central Bank of Kenya, the Central Bank of Mexico, and the Central Bank of Bosnia and Herzegovina.http://www.ibtimes.co.uk/op-icarus-anonymous-launches-ddos-attacks-8-international-banks-1558987Dominican RepublicUndetermined

Bay Area Children's Association reports that an attacker compromised patient information after planting malware on the systems of its electronic medical record provider.https://www.scmagazine.com/home/opinions/blogs/the-data-breach-blog/bay-area-childrens-association-patient-data-breached/United States of AmericaUndetermined

2,800 employees of the Saint Agnes Medical Center are impacted by a possible identity theft after scammers got the W-2's of everyone employed by the hospital.http://abc30.com/news/employees-at-saint-agnes-medical-center-dealing-with-possibility-of-identity-theft/1325801/United States of AmericaUndetermined

Swiss defense contractor RUAG is thought to be hacked by Turla. As a result, the identities of members of an elite Swiss special forces army unit have been revealed.http://www.swissinfo.ch/eng/ruag-affair_sensitive-personal-information-likely-hacked/42140796SwitzerlandRussian Federation

A black hat hacker dubbed @TehBVM takes over random subreddits, removing moderators, and changing the subreddit's CSS style, leaving a defacement message behind.http://news.softpedia.com/news/hacker-hijacks-and-defaces-countless-subreddits-just-for-fun-503951.shtmlUnited States of AmericaUndetermined

Tens of millions of user accounts from virtual pets community Neopets are hacked and traded on the criminal underground.https://www.vice.com/en_us/article/ezpvw7/neopets-hack-another-day-another-hack-tens-of-millions-of-neopets-accountsUnited States of AmericaUndetermined

Unknown individuals access Equifax's W2Express website and steal tax and salary data.http://krebsonsecurity.com/2016/05/crooks-grab-w-2s-from-credit-bureau-equifax/United States of AmericaUndetermined

OpIcarus continues and this time the hacktivists of the Anonymous collective take down the Central Bank of Cyprus (centralbank.gov.cy)https://www.hackread.com/oplcarus-hacktivists-ddos-central-bank-of-cyprus/Cyprus Undetermined

Malwarebytes reveals the details of a malvertising campaign targeting visitors to two TV stations (KMOV and WBTV) affiliated with the American CBS TV network.https://blog.malwarebytes.com/threat-analysis/2016/05/cbs-affiliated-television-stations-expose-visitors-to-angler-exploit-kit/United States of AmericaUndetermined

Malwarebytes reveals the details of a malvertising campaign targeting visitors to two TV stations (KMOV and WBTV) affiliated with the American CBS TV network.https://blog.malwarebytes.com/threat-analysis/2016/05/cbs-affiliated-television-stations-expose-visitors-to-angler-exploit-kit/United States of AmericaUndetermined

Union League Club says it is working with the FBI to investigate a security breach involving guests' credit card information. An employee accused to have installed malicious software is fired.http://www.databreaches.net/union-league-club-fires-employee-investigates-customer-credit-card-breach/United States of AmericaUndetermined

The Anonymous Kick off OpIcarus and take down the Bank of Greece.https://www.hackread.com/anonymous-ddos-attack-bank-greece-website-down/Greece Undetermined

A group claiming to be British hackers supporting the Islamic State (ISIS) publishes a 'hit list' of more than 70 US military staff who have allegedly been involved in drone strikes against terrorists in Syria.http://arynews.tv/en/isis-hackers-ps-military-men/United States of AmericaUndetermined

Alpha Payroll Services notifies that an employee has fallen victim of a phishing scam targeting clients' 2015 employee W-2 information.http://www.dailydot.com/politics/alpha-payroll-services-phishing-scam-w2-clients/United States of AmericaUndetermined

Researchers from Palo Alto reveal the details of Infy, a new targeted attack campaign dating back nearly a decade and likely to have originated from Iran.http://www.infosecurity-magazine.com/news/infy-decade-long-attack-campaign/Israel Undetermined

270,000 reccords from majorgeeks.com appear on the dark web.https://hacked-emails.com/leak/anon-majorgeekstxtUnited States of AmericaUndetermined

42,000+ usernames and passwords appear in the dark web.https://hacked-emails.com/leak/anon-hortinewstxtKenya Undetermined

Hackers from Ghost Squad, one of the Anonymous subdivisions carrying out DDoS attacks against KKK members, launch similar attacks against the Black Lives Matter movement.http://news.softpedia.com/news/anonymous-ghost-squad-hackers-take-down-black-lives-matter-website-503579.shtmlUnited States of AmericaUnited States of America

Gryphon Technologies joins the list of the companies falling victim to W-2 phishing scams.http://www.databreaches.net/federal-contractor-with-cybersecurity-ties-notifies-employees-after-w-2-info-acquired-by-targeted-phishing/United States of AmericaUndetermined

Laremy Tunsil, a college football player has his Twitter and Instagram accounts hacked.http://news.softpedia.com/news/watching-an-nfl-player-get-hacked-on-live-tv-503556.shtmlUnited States of AmericaUndetermined

A group of hackers linked to the Islamic State releases a hit list of thousands of New York residents, urging the militant group's followers to target them. http://www.ibtimes.sg/isis-new-york-hit-list-hackers-post-details-3600-residents-online-1253United States of AmericaSyrian Arab Republic

Laremy Tunsil, a college football player has his Twitter and Instagram accounts hacked.http://news.softpedia.com/news/watching-an-nfl-player-get-hacked-on-live-tv-503556.shtmlUnited States of AmericaUndetermined

A hacker advertises a cache of 20,000 email addresses, poorly secured passwords, phone numbers, and other information from users of photo sharing and video streaming app '17', which is particularly popular in Asia. https://www.vice.com/en_us/article/qkjvww/another-day-another-hack-millions-of-user-accounts-for-streaming-app-17Taiwan (Province of China)Undetermined

The website belonging to Maisto International, a popular maker of remote-controlled toy vehicles, is caught pushing ransomware.http://arstechnica.com/security/2016/04/toymakers-website-pushes-ransomware-that-holds-visitors-files-hostage/China Undetermined

Brunswick Corp. is the last victim of a spear phishing scam that allows the attackers to steal W-2 information for possibly all 13,000 current and former company employees. https://www.scmagazine.com/home/opinions/blogs/the-data-breach-blog/brunswick-corp-s-13000-workers-w-2-data-compromised/United States of AmericaUndetermined

Solano Community College is hit with a spearphishing attack leading to the W-2 information for about 1,200 staffers being compromised.https://www.scmagazine.com/home/opinions/blogs/the-data-breach-blog/1206-solano-community-college-employees-victimized-in-w-2-data-breach/United States of AmericaUndetermined

Anonymous In Kenya, leaks a trove of 1TB data from the Kenyan Ministry of Foreign Affairs.http://news.softpedia.com/news/anonymous-hackers-leak-1tb-of-documents-from-kenya-s-ministry-of-foreign-affairs-503518.shtmlKenya Kenya

Malwarebytes identifies a malvertising campaign on The Pirate Bay, distributing the Cerber Malware via the Magnitude Exploit Kit. The attackers took advantage of the leak of the sixth season of Game of Thrones.http://www.theregister.co.uk/2016/04/27/pirate_bay_malvertising/Sweden Undetermined

LuckyPet notifies the California State Attorney General's office of a data breach that compromised online customer information.https://www.scmagazine.com/home/opinions/blogs/the-data-breach-blog/luckypet-data-breach-compromises-online-payment-info/United States of AmericaUndetermined

Over seven million user accounts belonging to members of Minecraft community "Lifeboat" are hacked.https://www.vice.com/en_us/article/bmvj9m/another-day-another-hack-7-million-emails-and-hashed-passwords-for-minecraftUnited States of AmericaUndetermined

A nuclear power plant in Germany is found to be infected with computer viruses, but they appear not to have posed a threat to the facility's operations because it is isolated from the Internet.http://www.reuters.com/article/us-nuclearpower-cyber-germany-idUSKCN0XN2OSGermany Undetermined

Hackers breach Goldcorp and leak a 14.8 GB torrent containing personal information.http://www.dailydot.com/politics/goldcorp-hack-data-dump/Canada Undetermined

The Grand Sierra Resort is the latest hospitality entity to disclose a data breach involving customers' credit card information. In this case, there appear to be two time frames during which cards used at their food and retail locations may have been compromised; for a one-month period in 2014 and again during a 5-month period in 2015.http://www.databreaches.net/grand-sierra-resort-guest-payment-cards-breached-in-2014-and-again-in-2015/United States of AmericaUndetermined

Documents purporting to be from the Qatar National Bank are leaked on a file-sharing site Cryptome.org. According to Cryptome, the leaked file contains more than 15,000 documents detailing more than 100,000 accounts with passwords and PINs.http://www.theregister.co.uk/2016/04/25/breaking_qatar_bank_hack/Qatar Undetermined



The Lansing Board of Water & Light (BWL) announces last week a cyber-attack that partially shut down some of its services following what looks like an unconfirmed ransomware incident.http://news.softpedia.com/news/water-and-lighting-utility-faces-issues-because-of-ransomware-infection-503568.shtmlUnited States of AmericaUndetermined

A list containing hundreds of Spotify account credentials, including emails, usernames, passwords, account type and other details, appears on Pastebin, in what appears to be a possible hack. The company, asked, denies the incident.http://techcrunch.com/2016/04/25/hundreds-of-spotify-credentials-appear-online-users-report-accounts-hacked-emails-changed/Sweden Undetermined

Forbes reveal that unknown hackers were able to hack Beautifulpeople.com and leak the personal details of 1.1M members.http://www.forbes.com/sites/thomasbrewster/2016/04/25/beautiful-people-hack-sexual-preference-location-addresses/United States of AmericaUndetermined

Hackers from Ghost Squad take down the website of Ku Klux Klan.https://www.hackread.com/anonymous-ghost-squad-ddos-on-kkk-website/United States of AmericaUnited States of America

bRpsd hacks the Dark Web portal of the Albanian mafia group called Besa, and dumps the data online, exposing their hitman-for-hire service.http://news.softpedia.com/news/website-of-albanian-hitmen-for-hire-hacked-data-dumped-online-504029.shtmlAlbania Undetermined

Up to 831 members of Britain's defence community with high-level security clearances had their personally identifying information stolen when the Ministry of Defence's business networking organisation was hacked earlier in November 2015.http://www.theregister.co.uk/2016/04/22/mod_contractor_hacked_831_members_of_defence_community_exposed/United Kingdom of Great Britain and Northern IrelandUndetermined

Members of the New World Hackers (NWH), one of Anonymous' divisions, launch a DDoS attack against the city of Denver's website (denvergov.org)http://news.softpedia.com/news/anonymous-shuts-down-city-of-denver-website-after-another-fatal-police-shooting-503371.shtmlUnited States of AmericaUndetermined

United Cyber Caliphate defaces the website of the Lamont Christian Reformed Church in the city leaving a pro-Jihadi message.http://news.softpedia.com/news/church-website-defaced-with-ominous-jihadi-message-503385.shtmlUnited States of AmericaSyrian Arab Republic

Archdiocese of Denver notifies 18,000 individuals to have discovered a breach happened on November 2015 after an unauthorized person accessed an Archdiocese of Denver database maintained by a third-party.https://www.scmagazine.com/home/opinions/blogs/the-data-breach-blog/18000-possibly-affected-by-archdiocese-of-denver-data-breach/United States of AmericaUndetermined

A spree of data breaches affect Florida's Palm Beach County Health Department, Wisconsin's Oneida Health Center, Arkansas' Pain Treatment Centers of America (PTCOA), and Interventional Surgery Institute (ISI) and expose more than 23,000 patients' personal information.http://www.esecurityplanet.com/network-security/healthcare-data-breaches-expose-23000-patients-personal-information.htmlUnited States of AmericaUndetermined

The Mexican government is suspected of using NSO Group spyware to compromise the personal devices of journalists, lawyers, activists, scientists, politicians, and civil society organizations. One of the victims is Mario Patrn, the director of Centro PRODH, a Mexican human rights and legal aid organization.https://citizenlab.ca/2017/06/reckless-exploit-mexico-nso/Mexico Undetermined

An unknown hacker hacks the Staff Management Portal of the Ain Shams University (staff.asu.edu.eg) and dumps 2,280 records.https://hacked-emails.com/leak/pb-A7jmbD3GEgypt Undetermined

A group of California workers claim in a federal lawsuit that three of the largest workers compensation insurance companies in California illegally broke into their lawyers' database and stole over 32,000 confidential workers comp files.http://www.businessinsurance.com/article/20160425/NEWS08/160429899/lawsuit-claims-workers-comp-insurers-hacked-into-injured-workersUnited States of AmericaUndetermined

Identity thieves steal tax and salary data from payroll giant ADP by registering accounts in the names of employees at more than a dozen customer firms. ADP says the incidents occurred because the victim companies all mistakenly published sensitive ADP account information online.http://krebsonsecurity.com/2016/05/fraudsters-steal-tax-salary-data-from-adp/United States of AmericaUndetermined

The Newark Police Department is forced to spend four days cleaning up after a virus attack.http://www.zdnet.com/article/police-department-computers-hit-by-virus-attack/United States of AmericaUndetermined

doTERRA notifies several customers and distributors of a possible data breach involving a third-party providing them with hosting and software services.http://www.databreaches.net/doterra-letter-informs-customers-of-possible-data-breach/United States of AmericaUndetermined

sn0n hacks mayline.com and dumps 2,803 records with usernames and hashed passwords.https://hacked-emails.com/leak/siph0n-4659United States of AmericaUndetermined

Robert Millard, a former Lehman Brothers executive wires a $2 million deposit for a $20 million Manhattan apartment to cyber criminals, who hacked the mailbox of his realtor.http://nypost.com/2016/04/18/my-realtors-email-was-hacked-and-im-out-2m-execs-suit/United States of AmericaUndetermined

Coinroll Bitcoin Casino admits that several users had the funds on their online accounts stolen. The breach could be related to an open MongoDB.http://news.softpedia.com/news/bitcoin-casino-stolen-user-funds-may-be-linked-to-unprotected-mongodb-database-503090.shtmlUnited States of AmericaUndetermined

Atique Orthodontics, P.A. (AOPA) notifies certain patients about a security incident involving unauthorized access to a computer in its office.http://www.databreaches.net/atique-orthodontics-p-a-notifies-patients-of-security-incident/United States of AmericaUndetermined

Sn0n hacks the Journal of Chinese Medicine (jcm.co.uk) and dumps 13,668 records containing clear text passwords.https://hacked-emails.com/leak/siph0n-4658United Kingdom of Great Britain and Northern IrelandUndetermined

An unknown hacker hacks gamescollection.it and dumps 1,274 usernames and hashed passwords.https://hacked-emails.com/leak/pb-NBcinx6eItaly Undetermined

14 school systems, 3 in Alabama and 11 in Mississippi are impacted by a breach to Innovak International involving employees' W-2 statements.http://www.databreaches.net/fourteen-school-systems-impacted-by-innovak-intl-breach-irs/United States of AmericaUndetermined

British government-funded educational network Janet is hit by a DDoS.http://www.theregister.co.uk/2016/04/18/janet_clobbered_with_ddos_attacks_again/United Kingdom of Great Britain and Northern IrelandUndetermined

Team System DZ, an Algeria-based hacking team, defaces several of Wisconsin's Richland County Government websites and leaves a defaced page with a messageÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â in support of ISIS. The targets include the official website of Richland County Government, Richland County Sheriff's Department, Richland County Ambulance Service, Veterans Services, Recycling Committee, Health and Human Services, County Fair, Land Conservation Department, Parks Commission and Richland County Emergency Management.https://www.hackread.com/richland-county-website-sheriffs-dept-hacked/United States of AmericaAlgeria
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Stamford Podiatry Group notifies patients that medical and personal information of 40,000 individuals was compromised in a recent security incident. https://www.scmagazine.com/home/opinions/blogs/the-data-breach-blog/data-of-40000-stamford-podiatry-group-patients-compromised/United States of AmericaUndetermined

Blizzard's Battle.net servers are taken down by a DDoS attack.http://www.theregister.co.uk/2016/04/15/lizard_squad_blasts_blizzard/United States of AmericaUndetermined

A phishing attack compromises the identities of more than 2,100 employees of Olympia School DIstrict.https://www.scmagazine.com/home/opinions/blogs/the-data-breach-blog/phishing-attack-compromises-olympia-school-district-employee-data/United States of AmericaUndetermined

Anonymous takes down the Dalhousie University website protesting a 2015 rape case, demanding punishmentÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â for the culprits.https://www.hackread.com/anonymous-ddos-dalhousie-university-site-halifax-rape-case/Canada Undetermined

The Fappening Forum is hacked, exposing 179,000 accounts. After the breach the forum is hit by malvertising distributing ransomware.http://news.softpedia.com/news/fappening-forum-users-hit-by-data-breach-malvertising-and-then-by-ransomware-503014.shtmlUnited States of AmericaUndetermined

An unknown hacker offers a database containing emails and passwords of 3.8 million of Naughty America and affiliated porn accounts for a mere $300.http://www.forbes.com/sites/thomasbrewster/2016/04/14/naughty-america-fappening-hacked-porn-sites/United States of AmericaUndetermined

An unknown hacker offers a database containing emails and passwords of 3.8 million of Naughty America and affiliated porn accounts for a mere $300.http://www.forbes.com/sites/thomasbrewster/2016/04/14/naughty-america-fappening-hacked-porn-sites/United States of AmericaUndetermined

Despite the official reason being a solar storm, Sweden secretly suspects that a hacker group linked to Russian intelligence was responsible for an attack on its air traffic control systems last November.http://www.theregister.co.uk/2016/04/12/sweden_suspects_russian_hackers_hit_air_traffic_control/Sweden Undetermined

Sometimes breaches are discovered after years: the Swedish Armed Forces reveal that their military computers were hacked and used in an attack targeting major US banks in 2013.http://www.securityweek.com/sweden-military-servers-hacked-used-2013-attack-us-banksSweden Undetermined

TheFamily hacks elifeask.com and dumps 1,529 usernames and hashed passwords.http://siph0n.net/exploits.php?id=4646India Undetermined

In name of #OpNessunDorma, the duo Anonymous Italy and LulzSec Italy hacks numerous job-seeking portals and leaks some of their information online.http://news.softpedia.com/news/anonymous-resumes-operations-in-italy-with-new-massive-hack-502778.shtmlItaly Italy

Pyopz hacks mothersenvogue.com and dumps 2,382 records with usernames and hashed passwords.https://hacked-emails.com/leak/siph0n-4637Singapore Undetermined

Azerbaijani hackers from Anti-Armenia Team hijack the Twitter account of the Russian Embassy in Armenia (@rusembassyARM).https://www.hackread.com/azerbaijan-hackers-twitter-russian-embassy-armenia/Russian FederationAzerbaijan

The National Childbirth Trust, a childbirth charity, apologises to 15,000 new and expectant parents after their registration details were accessed in a "data breach".http://www.bbc.co.uk/news/uk-england-35990085United Kingdom of Great Britain and Northern IrelandUndetermined

An unknown hacker hacks solen.cz and dumps nearly 5,000 records with usernames and clear text passwords.https://hacked-emails.com/leak/pb-CFLXWJXNCzechia Undetermined

The Cyber Justice Team has taken responsibility for a big hack of Syrian government networks, which resulted in a massive 43GB data leak online.http://www.infosecurity-magazine.com/news/massive-syrian-government-hack/Syrian Arab RepublicSyrian Arab Republic

r3dm0v3 hacks watsonsauctioneers.co.uk and dumps 2,859 records with usernames and clear text passwords.https://hacked-emails.com/leak/pb-VGS8uq7pUnited Kingdom of Great Britain and Northern IrelandUndetermined

CoinWallet is forced to shut down their operations by May 1, 2016, after a data breach.https://www.hackread.com/bitcoin-trader-quits-operation-due-to-cyber-attack/France Undetermined

A University of Liverpool database of 6,500 staff is posted on dark web forum. Leaked data includes: name, address and work email addresses.https://www.databreaches.net/university-of-liverpool-database-of-6500-staff-posted-on-dark-web-forum/United Kingdom of Great Britain and Northern IrelandUndetermined

Apparently the staggering leak of 2.6 TB from law firm Mossack Fonseca known as the Panama Papers seems to be due to a hack exploiting a Wordpress Vulnerability.http://www.theregister.co.uk/2016/04/05/email_server_hack_led_to_mossack_fonseca_leak/Panama Undetermined

KIFT, a Top 40 radio station located in Colorado, is hacked an broadcasts vulgar "furry sex" ramblings.http://arstechnica.co.uk/security/2016/04/kift-radio-station-hacked-barix-furry/United States of AmericaUndetermined

The Trump Hotel Collection suffers another breach of its credit card system.http://krebsonsecurity.com/2016/04/sources-trump-hotels-breached-again/United States of AmericaUndetermined



Unknown hackers infiltrate the systems of the systems of W-2Express, a third party vendor, and download the W-2 forms of 3,500 Stanford University employees.https://news.stanford.edu/2016/04/08/tax-issue-announce-040816/United States of AmericaUndetermined

RyanDa1338 hacks integratorimarket.it and dumps 2,015 records with usernames with clear text passwords.https://hacked-emails.com/leak/slexy-s2N3AQ5xiBUnited States of AmericaUndetermined

In retaliation for the THT attacks, Monte Melkonian Cyber Army from Armenia defaces some Azerbaijani sites.https://www.hackread.com/cyberwar-turkish-vs-armenian-hackers/AzerbaijanAzerbaijan
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A group of Turkish hackers going by the online handle of Turk Hack Team (THT) defaces some Armenian Government servers to claim their hold on the Nagorno-Karabakh region.https://www.hackread.com/cyberwar-turkish-vs-armenian-hackers/Armenia Turkey
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A hacker called TheNeoBoss hacks teamskeet[.]com and advertises on the dark web the database supposedly containing email addresses, plain text passwords, names, and physical and IP addresses for over 237,000 users of the site, as well as the broader porn network, Paper Street Media.https://www.vice.com/en_us/article/78k849/hacker-breaches-porn-network-advertises-user-data-on-dark-webUnited States of AmericaUndetermined

gift2death posts online the personal information of roughly 250 Norfolk AdmiralsÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â hockey team customers.https://www.pilotonline.com/news/article_17767989-ba18-5362-9118-dc814fb59a19.htmlUnited States of AmericaUndetermined

Valley Anesthesiology and Pain Consultants announces that a third party may have gained unauthorized access to the VAPC computer systems on March 30, 2016. The incident involves approximately 882,590 patients, and all current and former employees and providers.https://www.databreaches.net/valley-anesthesiology-and-pain-consultants-notifying-882590-patients-plus-all-employees-and-providers-of-security-incident/United States of AmericaUndetermined

The Southeast Eye Institute reports a possible data breach after an unauthorized individual gained access to data of 87,000 patients via a third party affiliate.https://www.scmagazine.com/home/opinions/blogs/the-data-breach-blog/the-southeast-eye-institute-patient-information-compromised/United States of AmericaUndetermined

After a sustained wave of DDoS attacks, the Bitcoin startup Coinkite Inc. officially announces the shutdown of its secure wallet service.https://www.hackread.com/bitcoin-exchange-ddos-attacks/United States of AmericaUndetermined

Malwarebytes reveals the details of a malvertising campaign, distributing the infamous Angler Exploit Kit, and targeting likes.com and livejournal.com, two famous social network sites visited by respectively 110M and 140M visitors per month.https://blog.malwarebytes.org/threat-analysis/2016/03/social-sites-likes-and-livejournal-hit-with-malvertising/United States of AmericaUndetermined

FBI investigates the breaches at two known law firms Cravath Swaine & Moore LLP, and Weil Gotshal & Manges LLP, and issues a Private Industry Notification to law firms indicating that a cyber crime insider trading ring is targeting international law firm information used to facilitate business ventures.https://www.helpnetsecurity.com/2016/03/31/hackers-breaching-law-firms-for-insider-trading-info/United States of AmericaUndetermined

In the name of #OpLusofonia, the Portuguese branch of the Anonymous defaces 28 Angolan government websites in retaliation for the recent sentencing of 17 activists.http://news.softpedia.com/news/anonymous-attacks-angolan-government-in-response-to-the-jailing-of-17-activists-502479.shtmlAngola Portugal
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As part of their #OpAfrica, the Anonymous deface (rickroll) the website of Kenya Petroleum Refineries Limited. http://news.softpedia.com/news/anonymous-rickrolls-kenyan-petrol-refinery-as-part-of-its-anti-corporations-op-502325.shtmlKenya Undetermined
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Andrew "Weev" Auernheimer sends out a massive racist print job on the networks of several US universities, including Princeton University, University of California-Berkeley, University of Massachusetts-Amherst, Brown University, Smith College, and Mount Holyoke College.http://arstechnica.com/information-technology/2016/03/public-printers-at-universities-targeted-with-racist-flyers/United States of AmericaUndetermined
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The database of the Philippine Commission on Elections (COMELEC) is breached and the personal information ofÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â 55 million voters potentially exposed in two consecutive attacks. The second attack was carried out by LulzSec Pilipinashttp://www.infosecurity-magazine.com/news/every-voter-in-philippines-exposed/PhilippinesPhilippines

The database of the Philippine Commission on Elections (COMELEC) is breached and the personal information ofÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â 55 million voters potentially exposed in two consecutive attacks. The first attack was carried out by Anonymous.http://www.infosecurity-magazine.com/news/every-voter-in-philippines-exposed/PhilippinesUndetermined

Clothes website SportPursuit is hit by hackers over the Easter weekend, potentially losing customers' bank card details.http://www.theregister.co.uk/2016/03/29/hackers_score_data_attack_sportpursuit/United Kingdom of Great Britain and Northern IrelandUndetermined



As part of its #OpCanary operation against multinational corporations, the Anonymous deface the homepage of BCGold Corp., a Canadian-based company focused primarily on gold and copper mining.http://news.softpedia.com/news/anonymous-hacks-mining-company-website-to-protest-canada-shielding-corporations-502230.shtmlCanada Undetermined

OpSec Security joins the list of the companies who have fallned victim to email scams, as a consequence the 2015 W-2 tax forms for current and former employees are compromised.http://www.databreaches.net/hackers-reportedly-access-opsec-employee-data/United States of AmericaUndetermined

Tidewater Community College reports that the tax information of all those employed at the school in 2015 (3000 employees) is taken in a spear phishing scam.https://www.scmagazine.com/home/opinions/blogs/the-data-breach-blog/3000-tidewater-community-college-workers-victimized-in-w-2-scam/United States of AmericaUndetermined

Malwarebytes reveals the details of a malvertising campaign, distributing the infamous Angler Exploit Kit, and targeting gumtree.com.au.https://blog.malwarebytes.org/threat-analysis/2016/03/top-australian-classifieds-site-serves-malware-in-malvertising-attack/Australia Undetermined

Administrators of the vBulletin forums start a site-wide password reset operation after an unknown attacker gained access to one of their servers.http://news.softpedia.com/news/vbulletin-servers-hacked-admins-force-password-reset-for-all-users-502331.shtmlUnited States of AmericaUndetermined

Trend Micro release the details of Operation C-Major, a Pakistan-linked cyber-espionage campaign against Indian military employees.https://www.hackread.com/pakistan-hackers-cyber-espionage-campaign-india-army/India Pakistan
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The contact information on some 1.5 million customers of Verizon Enterprise is published on an underground forum. The company confirms to have recently discovered and remediated a security vulnerability on its enterprise client portal.http://krebsonsecurity.com/2016/03/crooks-steal-sell-verizon-enterprise-customer-data/United States of AmericaUndetermined

Ryman Hospitality Properties falls victim to a fraudulent phishing scam that resulted in employees' IRS W-2 information, which includes Social Security numbers, being disclosed externally.http://www.billboard.com/articles/business/7311626/ryman-properties-grand-ole-opry-parent-company-victim-irs-phishing-data-breachUnited States of AmericaUndetermined

Sprouts Farmers Market falls victim to a W-2 phishing scam, with the company admitting an employee sent off the tax data for all its workers to an unknown person.https://www.scmagazine.com/home/security-news/w-2-data-breach-places-21k-sprouts-farmers-market-employees-at-risk/United States of AmericaUndetermined

Kentucky State University is the victim of a BEC scam: an employee, responding to an email supposedly from the school's president, sends off the 2015 W-2s for about 1000 employees and students.https://www.scmagazine.com/home/opinions/blogs/the-data-breach-blog/data-on-1k-staffers-and-students-at-kentucky-state-university-exposed/United States of AmericaUndetermined

The latest Verizon Data Breach Report reveals the details of an attack against a water utility company, in which the attackers were able to infiltrate the water utility's control system and change the levels of chemicals being used to treat tap water.http://www.theregister.co.uk/2016/03/24/water_utility_hacked/United States of AmericaUndetermined

THe website of the Norfolk General Hospital is hacked to spread malware to its visitors.https://blog.malwarebytes.org/security-world/2016/03/canadian-hospital-serves-ransomware-via-hacked-website/Canada Undetermined

Concordia University warns the community about a possible computer security breach.http://www.databreaches.net/concordia-warns-university-community-about-possible-computer-security-breach/Canada Undetermined

One Direction singer Harry Styles and his alleged girlfriend Kendall Jenner have their personal photos leaked online after iCloud account hack.http://www.welivesecurity.com/2016/03/20/photos-harry-styles-kendall-jenner-leak-online-icloud-account-hack/United Kingdom of Great Britain and Northern IrelandUndetermined

AnonymousCorrupt, a group of hacktivists linked to the Anonymous claim to have taken down the nasa.gov website.https://www.hackread.com/hackers-ddos-shutdown-nasa-website-email-server/United States of AmericaUndetermined

The website of EC-Council, the professional organization that administers the Certified Ethical Hacker program, is compromised to redirect the visitors to an Angler Exploit Kit landing page, where the infamous Teslacrypt ransomware is injected.http://arstechnica.com/security/2016/03/certified-ethical-hacker-website-caught-spreading-crypto-ransomware/United States of AmericaUndetermined
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Naira4dollar, a Nigerian e-currency exchange website, is the target of unknown hackers who are able to steal $15,000 worth of Bitcoins.http://www.databreaches.net/hackers-strip-nigerian-exchange-of-15000-worth-of-bitcoins/Nigeria Undetermined

A threat actor launched a denial of service attack on nine news websites in Sweden, triggering a local police investigation. U.S. diplomatic cables later revealed that the United States suspected that Russia was responsible for the incident.https://www.newsweek.com/major-cyber-attacks-false-propaganda-swedish-media-438881Sweden Undetermined
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Hacktivists from KarmaSec hack the server of Japan'sÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â Yamaguchi Prefecture Tourism Promotion Division (visit-jy.com) and leak a trove of data protesting in animal cruelty in the country.https://www.hackread.com/anonymous-japan-cyber-attack-animal-abuse/Japan Japan

In an email sent out to its over 62,000 members, USA Cycling, the official US cycling organization, warns to have suffered a "data security incident" that may have exposed members' names, mailing addresses, email addresses, dates of birth, and USA Cycling passwords.https://www.velonews.com/news/usa-cycling-hacked-account-info-potentially-stolen/United States of AmericaUndetermined

BitQuick announces to shut down its server following an attack that gave the attacker unauthorized administrative access. However, all funds, IDs and emails remain secured.http://www.databreaches.net/bitquick-shuts-down-after-security-breach-seeks-new-management/United States of AmericaUndetermined

The River Cree casino says it was the victim of a "cyberattack" that resulted in the theft of customer and employee information.http://www.databreaches.net/river-cree-casino-hacked-customer-information-compromised/United States of AmericaUndetermined

Lakes Region Scholarship Foundation notifies past applicants that their names, addresses and Social Security numbers may have been stolen by hackers.http://www.databreaches.net/nh-scholarship-foundation-warns-of-possible-computer-breach/United States of AmericaUndetermined

A group of hackers dubbed NSHC claims to have hacked the database of Switzerland's largest political party, the conservative Swiss People's Party (SVP) and stolen the personal data of over 50,000 people, including the names and email addresses of SVP supporters.https://www.rt.com/news/336277-swiss-peoples-party-hackers/SwitzerlandUndetermined

Metropolis hacks allosambre.com and dumps 1,535 usernames and clear text passwords.https://hacked-emails.com/leak/pb-tpZP8ea3France Undetermined

Outdoor equipment retailer Bailey's Inc. notifies its customers that an attacker may have stolen payment card information of 250,000 customers from the company website and that the length of the breach was longer than once thought (between Dec. 1, 2011 and Jan, 26, 2016).https://www.scmagazine.com/home/opinions/blogs/the-data-breach-blog/attacker-compromises-information-of-250k-in-baileys-data-breach/United States of AmericaUndetermined

LAZ Parking reveals that tax and revenue information for about 14,000 employees may have been stolen by an "unknown individual.http://www.sandiegouniontribune.com/news/2016/mar/15/laz-parking-w2-compromise/United States of AmericaUndetermined

The city of Baltimore investigates how the personal information of dozens of city employees was stolen and used to file fraudulent tax returns.http://www.esecurityplanet.com/network-security/city-of-baltimore-investigates-possible-data-breach.htmlUnited States of AmericaUndetermined

Elliot J. Martin Chiropractic notifies 1,200 patients of a data breach.http://www.databreaches.net/elliot-j-martin-chiropractic-notification-to-patients-of-hipaa-breach/United States of AmericaUndetermined

Hackers from New World Hackers group (NWH) claim to have taken down the official website ofÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â Salt Lake City police, the airport, First Utah BankÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â and Downtown Alliance in a form of protest against the shooting of the teenager Abdi Mohamed.https://www.hackread.com/salt-lake-city-police-airport-websites-ddos-attacks/United States of AmericaUnited States of America
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West Bloomfield School District officials send an email to parents saying a security breach to their networkÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â exposed certain student information.http://www.databreaches.net/mi-network-security-breach-reported-in-west-bloomfield-school-district-student-info-exposed/United States of AmericaUndetermined

Controversial website worldchess.com, broadcasting in exclusive the World Chess Candidates Tournament, is the target of a DDoS attack.https://www.grahamcluley.com/2016/03/world-chess-championship-website-struck-denial-service-attack/United States of AmericaUndetermined

Hi-Tec Sports notifies customers about a compromise affecting its online ordering system and payment card data.http://www.databreaches.net/hi-tec-sports-notifies-hi-tec-magnum-boots-customers-of-payment-card-compromise/NetherlandsUndetermined

Staminus, a security company specialized in hosting and DDoS protection, is the victim of unknown hackers who breach their network, reset the routers to factory settings and dump customer data.http://arstechnica.com/security/2016/03/after-an-easy-breach-hackers-leave-tips-when-running-a-security-company/United States of AmericaUndetermined

US cancer clinic 21st Century Oncology admits that a breach on its systems may have exposed private information on 2.2 million patients and employees. The breach happened in November 2015 but the FBI asked 21st Century to hold off from disclosing the incident until a thorough investigation had been completed.http://www.theregister.co.uk/2016/03/10/florida_cancer_clinic_admits_data_breach/United States of AmericaUndetermined

An unknown hacker hacks virtualworldlets.net and dumps 13,421 usernames and clear text passwords. https://hacked-emails.com/leak/pb-Q5GA227fUnited Kingdom of Great Britain and Northern IrelandUndetermined

The Litecointalk forum is hacked, and all users are forced to reset their passwords.http://themerkle.com/litecointalk-breach-severe/United States of AmericaUndetermined

SonnySpooks hacks buzzmachines.com and dumps nearly 37,000 usernames and passwords.https://hacked-emails.com/leak/siph0n-4560United States of AmericaUndetermined

American Express warns some customers that their personal details may have been exposed due to a data breach of a third-party service provider.http://www.techinsider.io/american-express-breach-2016-3United States of AmericaUndetermined

Reuters reports that unknown hackers were able to breach the Bangladesh Bank's systems and steal its credentials for payment transfers, using them to transfer money to entities in the Philippines and Sri Lanka. The hackers were able to get away with about $80 million. The attackers were later revealed to be from North Korea.http://uk.reuters.com/article/us-usa-fed-bangladesh-typo-insight-idUKKCN0WC0TCBangladeshAfghanistan

The South Korean National Intelligence Service (NIS) claims that North Korea hacked the smartphones of senior South Korean government officials and stole call history, texts, and even voice calls.http://www.zdnet.com/article/south-korea-claims-north-hacked-government-officials-smartphones/Korea (the Republic of)Afghanistan

Finland foreign minister Erkki Tuomioja reveals to the media that the foreign ministry computer network has been infiltrated by spies. The breach has apparently been going on for four years. Suspects are directed to Russia or China.https://www.scmagazine.com/home/security-news/finlands-foreign-ministry-hacked-by-russian-or-chinese-spies/Finland Undetermined

Illinois Valley Podiatry Group warns 26,588 patients after a contractor hacked.http://www.databreaches.net/illinois-valley-podiatry-group-warned-26588-patients-after-contractor-hacked/United States of AmericaUndetermined



1-800 Flowers sends out data breach letters notifying customers that a hacker might have stolen their personal information.https://www.grahamcluley.com/2016/03/1-800-flowers-warns-hacker-stolen-customers-personal-info/United States of AmericaUndetermined

Whiting-Turner notifies employees of a potential breach to a vendor.http://www.databreaches.net/whiting-turner-notifies-employees-of-potential-breach-at-vendor/United States of AmericaUndetermined

An unknown hacker hacks hawkingtech.com and dumps 12,548 records with usernamens and hashed passwords.http://www.databreaches.net/hawkingtech-com-compromised-again/United States of AmericaUndetermined

Ezaki Glico Co. reveals that personal data on users of its online shopping site may have been compromised following unauthorized accesses. Up to 83,194 records of personal data may have been stolen, including 43,744 that contained credit card information.https://www.databreaches.net/jp-ezaki-glico-reports-possible-customer-data-breach/Japan Undetermined

Hackers from the Caliphate Cyber Army release the information of 55 New jersey Police Officers, including home addresses, phone numbers and working locations.http://www.dailymail.co.uk/news/article-3478237/ISIS-hackers-threaten-55-New-Jersey-police-officers-releasing-home-addresses-phone-numbers-working-locations.htmlUnited States of AmericaUnited Kingdom of Great Britain and Northern Ireland

Donald Trump's voicemail is allegedly hacked by members of Anonymous. The messages are published on Gawker.http://www.independent.co.uk/news/world/americas/us-elections/donald-trumps-voicemails-hacked-by-anonymous-a6913861.htmlUnited States of AmericaUndetermined

South Korean officials launch an investigation into whether an Islamic State militant group hacked a South Korean news-clipping firm's computer network. Data on 20 South Koreans was reportedly acquired in the attack.http://www.databreaches.net/south-korean-police-investigating-alleged-isis-hacking/Korea (the Republic of)Japan

US chain Rosen Hotels & Resorts is the latest to confirm a malware-based breach of its payment processing systems. The breach covered an extended period between September 2, 2014 to February 18, 2016.https://www.theregister.com/2016/03/09/florida_rosen_hotel_breach/United States of AmericaUndetermined

Moneytree is the latest company to alert current and former employees that their tax data, including Social Security numbers, salary and address information, was accidentally handed over directly to scam artists.http://krebsonsecurity.com/2016/03/thieves-phish-moneytree-employee-tax-data/United States of AmericaUndetermined

GCI notifies more than 2,500 employees that their W-2 forms were stolen in an apparent phishing scam in February.https://www.adn.com/business/article/w-2-information-more-2500-gci-employees-stolen-email-scam/2016/03/05/United States of AmericaUndetermined

Another victim of a payroll phish: unknown criminals obtain the IDs of 90 percent of the employees of Mansueto Ventures and use the data to file the fraudulent tax returns.http://nypost.com/2016/03/04/hackers-victimize-inc-fast-company-staffers/United States of AmericaUndetermined

Cox Communications investigates a possible data breach after alleged names, email addresses, phone numbers, and other information relating to some 40,000 employees is currently advertised on The Real Deal Market, a marketplace specialising in stolen data.https://www.vice.com/en_us/article/bmvmq5/cox-investigates-as-employee-data-appears-for-sale-on-the-dark-webUnited States of AmericaUndetermined

An incident detailed in the recently released Verizon Data Breach DigestÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â report, unveiled this week at the RSA security conference reveals that a global shipping company has been the victim of high-seas piracy aided by a network intrusion.http://arstechnica.com/security/2016/03/pirates-hack-into-shipping-companys-servers-to-identify-booty/UndeterminedUndetermined

An unknown hacker hacks cplusplustutor.com and dumps 5,596 usernames and hashed passwords.https://hacked-emails.com/leak/pb-wWA0fR2SUnited States of AmericaUndetermined

@0x1Taylor hacks sktorrent.eu and dumps more than 117,000 usernames and passwords.http://tech.sme.sk/c/20099331/hackeri-ukradli-na-slovensku-118-tisic-identit.htmlSlovakia Undetermined

Members of the @TheFamilyMethod claim to have hacked the Bank of North Dakota and dump the records of 124 transactions.http://www.databreaches.net/hackers-claim-bank-of-north-dakota-hacked/United States of AmericaUndetermined

Seagate is the last victim of a payroll phish. A Seagate employee sends the data to an outside e-mail address after receiving an e-mail purportedly from Seagate's CEO Stephen Luczo requesting 2015 W-2 data for current and former Seagate employees.http://krebsonsecurity.com/2016/03/seagate-phish-exposes-all-employee-w-2s/United States of AmericaUndetermined

BIMCO [Baltic and International Maritime Council] and The Standard Club issue a warning regarding an alleged security breach in the Maritime Trade Information Sharing Centre, Gulf of Guinea (MTISC-GoG), potentially resulting in the release of ships' data to pirates.http://www.databreaches.net/bimco-security-breach-in-anti-piracy-program/Ghana Undetermined

The Mexican government is suspected of using NSO Group spyware to compromise the personal devices of journalists, lawyers, activists, scientists, politicians, and civil society organizations. One of the targets is a phone belonging to the Interdisciplinary Group of Independent Experts (GIEI). GIEI is investigating the 2014 Iguala Mass Disappearance and was targeted shortly after criticizing the Mexican government for interfering in the investigation.https://citizenlab.ca/2017/07/mexico-disappearances-nso/Mexico Undetermined

A hacker on the dark web forum Hell claims to have sold the email addresses and plaintext passwords of over 27 million users of dating site Mate1.com.https://www.vice.com/en_us/article/aekvbk/hacker-claims-to-have-sold-27m-dating-site-passwords-mate1-com-hell-forumUnited States of AmericaUndetermined

The US Secretary of Defense Ash Carter reveals that the US military is currently waging a cyber-offensive to "interrupt [and] disrupt ISIL's command and control, to cause them to lose confidence in their networks, to overload their network so that they can't function, and do all of these things that will interrupt their ability to command and control forces there, control the population and the economy."http://www.zdnet.com/article/us-military-launches-first-cyberattack-against-isis-targets/UndeterminedUnited States of America

Hackers from Cyber Caliphate supporting the Islamic State group deface Solar UK Ltd. a small solar energy company, in revenge for a drone strike which killed Junaid Hussain.http://www.bbc.co.uk/news/uk-england-sussex-35681783United Kingdom of Great Britain and Northern IrelandUnited Kingdom of Great Britain and Northern Ireland

Members of the TeaMp0isoN hacking crew hack into the Time Warner Cable (TWC) Business Class website, steal its database and dump online 4,191 records containing IDs, usernames, email addresses, and encrypted passwords.http://news.softpedia.com/news/teamp0ison-hacks-time-warner-cable-business-website-dumps-customer-data-501190.shtmlUnited States of AmericaSpain

TruthSec, one of the smaller hacking crews that claim to be part of Anonymous, responds to a Miami police officer who doxed an innocent woman, by releasing his private information.http://news.softpedia.com/news/anonymous-goes-after-miami-police-officer-who-doxed-an-innocent-woman-501089.shtmlUnited States of AmericaUnited States of America

LulzSec Italia hacks primodominio.it and dumps 126,422 usernames and passwords.http://lulzsec-news.blogspot.co.uk/2016/02/primodominioit-hacked-150k-users.htmlItaly Italy

New reports reveal that back in 2016 ICAO was hit by a serious cyberattack.https://www.cbc.ca/news/canada/montreal/montreal-based-un-aviation-agency-tried-to-cover-up-2016-cyberattack-documents-show-1.5033733Canada China

AhmetU hacks korfeztuning.com and dumps 17,417 usernames and clear text passwords.http://pastebin.com/L5YZ6py1Turkey Undetermined

The University of California, Berkeley, admits to have been hit by a second data breach which may have exposed the data of 80,000 people to misuse.  http://www.zdnet.com/article/university-of-california-berkeley-once-again-becomes-victim-of-cyberattack/United States of AmericaUndetermined

The Pickens County School District is flooded by a DDoS attack.http://www.greenvilleonline.com/story/news/local/pickens-county/2016/02/26/pickens-county-school-district-computer-network-overloaded-hackers/80985962/United States of AmericaUndetermined

Snapchat executives reveal in a blog post that the payroll data of some current and former employees was exposed as the result of a scam e-mail (allegedly sent by the company CEO Evan Spiegel) received by a human resources employee.http://arstechnica.com/security/2016/02/payroll-data-leaked-for-current-former-snapchat-employees/United States of AmericaUndetermined

TheFamily hacks duelyst.com and dumps 13,732 usernames and hashed passwords.https://hacked-emails.com/leak/siph0n-4522United States of AmericaUndetermined

RubberStamps.netÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â notifies about 7,000 customers that its web site was compromised http://www.databreaches.net/rubberstamps-net-incipio-notify-customers-of-breaches/United States of AmericaUndetermined

The website of Coast Central Credit Union, a financial institution that serves more than 60,000 customers, is hacked, allowing attackers to implant a backdoor.http://krebsonsecurity.com/2016/02/breached-credit-union-comes-out-of-its-shell/United States of AmericaUndetermined

Incipio, LLCÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â notifies an unspecified number of customers that malware compromised orders placed online. http://www.databreaches.net/rubberstamps-net-incipio-notify-customers-of-breaches/United States of AmericaUndetermined

Steven Petrow, a USA Today journalist, reveals to have been hacked during a flight.http://www.usatoday.com/story/tech/columnist/2016/02/24/got-hacked-my-mac-while-writing-story/80844720/United States of AmericaUndetermined

Members of the TeaMp0isoN hacking crew hack into the United Nations' World Tourism Organization and dump 1,524 records withÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â '''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â forum memberÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â '''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â usernames, email addresses, and MD5-hashed passwords.http://www.databreaches.net/united-nations-world-tourism-organization-hacked-and-forum-members-data-dumped/Spain Spain

Pharm-Olam International starts notifying employees of a security incident that compromised their names, Social Security and income information.http://www.databreaches.net/pharm-olam-notifies-employees-of-w-2-information-breach/United States of AmericaUndetermined

Central Concrete Supply notifies its employers of a security incident that might have exposed their personal information.http://www.databreaches.net/central-concrete-supply-notifies-employees-of-breach-involving-w-2s/United States of AmericaUndetermined

As a form of protest against French Arms Trade the Anonymous hack into one of the Web portals managed by France's Ministry of Defense (outils.cimd.interarmees.defense.gouv.fr).http://news.softpedia.com/news/anonymous-hacks-french-defense-ministry-website-to-protest-arms-trade-500804.shtmlFrance Undetermined

Members of Anon Verdict, a sub-division of the Anonymous hacker collective, leak the details for 52 officers and employees of the Cincinnati Police Department. The Police Department questions the validity of the hack.http://news.softpedia.com/news/anonymous-leaks-data-of-52-cincinnati-police-officers-500801.shtmlUnited States of AmericaUndetermined

York Hospital reports a breach of 1,483 employees' identifying information. https://www.scmagazine.com/home/opinions/blogs/the-data-breach-blog/york-hospital-breach-compromises-pii-of-1400-employees/United States of AmericaUndetermined

In name of #OpGreenRights, the Italian branch of the Anonymous collective takes down the websites on local authorities of Apulia and Basilicata for participating in the Trans Adriatic Pipeline (TAP) project.http://news.softpedia.com/news/anonymous-attacks-italian-government-site-because-of-gas-pipeline-project-500977.shtmlItaly Undetermined

In name of #OpGreenRights, the Italian branch of the Anonymous collective takes down the websites on local authorities of Apulia and Basilicata for participating in the Trans Adriatic Pipeline (TAP) project.http://news.softpedia.com/news/anonymous-attacks-italian-government-site-because-of-gas-pipeline-project-500977.shtmlItaly Undetermined

Clem Lefebvre, the creator of the Linux Mint Distribution reveals that an intrusion on the distribution's web site took place, in which hackers made a modified Linux Mint ISO, with a backdoor in it, and managed to hack the website to point to it.http://arstechnica.com/security/2016/02/linux-mint-hit-by-malware-infection-on-its-website-and-forum-after-hack-attack/UndeterminedUndetermined

Qadmon (or Kadimon), one of Hezbollah's hacking units reveals it managed to breach many of Israel's CCTV systems, having had access to camera feeds from various government buildings.http://www.timesofisrael.com/hezbollah-we-hacked-into-israeli-security-cameras/Israel Lebanon

Bohemia Interactive announces a potential security breach of the Mantis Feedback Tracker systems, used to collect feedback and bug reports for the games Arma 3 and DayZ.https://www.kotaku.com.au/2016/02/dayz-and-arma-3-feedback-tracker-offline-due-to-potential-security-breach/Czechia Undetermined

A hacker called Peace claims to have stolen the entire database of the Linux Mint Forum (70,000 users).http://www.zdnet.com/article/hacker-hundreds-were-tricked-into-installing-linux-mint-backdoor/UndeterminedUndetermined

Bravewanderer hacks bfsihiring.com and dumps 24,317 usernames and clear text passwords.https://hacked-emails.com/leak/siph0n-4488India Undetermined

Bravewanderer hacks techfactory.net and dumps 15,601 usernames and clear text passwords.https://hacked-emails.com/leak/siph0n-4489United States of AmericaUndetermined

About 4,000 confidential records, the purported home addresses of police officers, lawyers, and judges, are published on the website PBSOTalk.com.http://www.browardpalmbeach.com/news/hackers-post-confidential-records-of-4-000-palm-beach-county-cops-prosecutors-and-judges-7589158United States of AmericaUndetermined

Team Fursec hack differencegames.com and dump 16,589 usernames and hashed passwords.https://hacked-emails.com/leak/pb-yRctTBhjUnited States of AmericaUndetermined

Kankakee Valley REMC falls victim to a possible breach, due to the access of a storage device on the cooperative's network from a foreign IP.http://www.chicagotribune.com/suburbs/post-tribune/news/ct-ptb-remc-computer-breach-st-0217-20160216-story.htmlUnited States of AmericaUndetermined

In name of #OpAfrica and #OpMonsanto hackers from World Hacker Team hack South Africa's Department of Water Affairs (DWA) and leak the data of 5,800 government employees.http://news.softpedia.com/news/anonymous-hacks-south-african-department-of-water-affairs-500412.shtmlSouth AfricaRwanda

An unknown hacker under the name "af," hijacks the Twitter account of the ex Beatles' drummer Ringo Starr.http://www.dailydot.com/politics/ringo-starr-twitter-hacked/United Kingdom of Great Britain and Northern IrelandUndetermined

The New World Hackers crew takes down the Xbox Live Service.https://www.hackread.com/hackers-disrupt-xbox-live-service-with-ddos-attack/United States of AmericaUndetermined



Hundreds of Spotify Premium account details are compromised and leaked online by an unknown hacker. A number of separate data dumps containing email addresses, passwords, account types and renewal dates appear online.http://www.ibtimes.co.uk/spotify-premium-hack-leaked-data-exposes-hundreds-compromised-account-details-1544845Sweden Undetermined

Hackers from World Hacker Team hack Tanzania Telecommunications Company Limited, a state-owned company that provides fixed basic telephone services, and dump the details of around 2,000 employees. http://news.softpedia.com/news/anonymous-leaks-details-for-64-000-tanzania-telecommunications-company-employees-500446.shtmlTanzania, United Republic ofRwanda

A hacker known as ROR[RG] dump 17.8GB of information data from the Turkish National Police (EMG) servers. The leak allegedly happened two years ago.http://news.softpedia.com/news/adult-friend-finder-hacker-returns-leaks-17-8gb-from-turkish-police-servers-500443.shtmlTurkey Undetermined

A breach in the website of Greenshades causes a spike of tax refund frauds.http://www.databreaches.net/wi-hackers-compromise-ozaukee-co-workers-tax-info/United States of AmericaUndetermined

In name of #OpAfrica, the Anonymous dump names, phone numbers, email addresses and hashed passwords of more than 1,000 government employees.http://www.infosecurity-magazine.com/news/anonymous-hacks-south-african/South AfricaUndetermined

The first example of a ransomware targeting a website: the website of the British Association for Counselling and Psychotherapy is replaced with instructions on how to pay off the extortionists: $150 (ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â£100) in Bitcoin.http://www.theregister.co.uk/2016/02/12/this_is_what_it_looks_like_when_your_website_is_hit_by_nasty_ransomware/United Kingdom of Great Britain and Northern IrelandUndetermined

In name of #OpAfrica, Tobitow, a member of Team Hack Argentino and Anonymous Argentina, exploit a vulnerability in the Web hosting service of Webafrica and defaced 2,532  South African websites.http://news.softpedia.com/news/anonymous-members-goes-on-a-rampage-defaces-2-532-south-african-websites-500383.shtmlSouth AfricaSouth Africa

Researchers from Trend Micro unveil further details on the attacks targeting Ukraine in December. Samples of the same BlackEnergy family have been used to target a mining company and a railway operator in Ukraine.http://blog.trendmicro.com/trendlabs-security-intelligence/killdisk-and-blackenergy-are-not-just-energy-sector-threats/Ukraine Russian Federation

In name of #OpAfrica, the Anonymous hack V-Report, a local job portal. They claim to have stolen the details of 33,000+ individuals, but only leak the details of 54 government employees.http://news.softpedia.com/news/anonymous-targets-south-african-government-employees-through-job-portal-hack-500269.shtmlSouth AfricaUndetermined

An unknown hackers hacks digitalnintendo.com and dumps 23,000+ usernames and hashed passwords.http://siph0n.net/exploits.php?id=4461United States of AmericaUndetermined

Researchers from Trend Micro unveil further details on the attacks targeting Ukraine in December. Samples of the same BlackEnergy family have been used to target a mining company and a railway operator in Ukraine.http://blog.trendmicro.com/trendlabs-security-intelligence/killdisk-and-blackenergy-are-not-just-energy-sector-threats/Ukraine Russian Federation

A group of Chilean hacktivists that go by the name of Chilean Hackers break into the database of CONADI and steal the personal details of 304,189 Chilean citizens looking for state benefits from the country's government.http://news.softpedia.com/news/hacktivists-leak-details-for-300-000-chilean-citizens-looking-for-state-benefits-500232.shtmlChile Chile

A group of hackers breach the official email servers belonging to the Bolivian Army, download emails, and dump some of the data online.http://news.softpedia.com/news/hackers-breach-bolivian-army-email-servers-500233.shtmlBolivia (Plurinational State of)Undetermined

The US Internal Revenue Service is the target of an attack able to steal the electronic tax-return credentials for 101,000 social security numbers. The attack is performed using credentials stolen from an external source.http://arstechnica.com/tech-policy/2016/02/irs-website-attack-nets-e-filing-credentials-for-101000-taxpayers/United States of AmericaUndetermined

South Wales Fire and Rescue Service discloses a security breach relating to employees' personal data.http://www.bbc.com/news/uk-wales-south-east-wales-35532531United Kingdom of Great Britain and Northern IrelandUndetermined

Channel 10 reveals that hackers affiliated to Iran's Revolutionary Guard breached the computers of 1,800 individuals including a former Israeli Army Chief of Staff. http://www.jpost.com/Middle-East/Report-Iran-hacked-former-IDF-chiefs-computer-444401Israel Iran (Islamic Republic of)

Penis AKA @DotGovs completes his job and dumps the data of 20,000 FBI Employees.https://mashable.com/2016/02/08/homeland-security-fbi-employees-hack/United States of AmericaUnited States of America

Bloomberg reveals that hackers used malware to penetrate the defenses of Energobank, a Russian regional bank and move the ruble-dollar rate more than 15 percent in minutes, according to Group-IB, the Moscow-based cyber-security firm hired to investigate the attack,http://www.bloomberg.com/news/articles/2016-02-08/russian-hackers-moved-currency-rate-with-malware-group-ib-saysRussian FederationUndetermined

In the name of #FreePalestine, a hacker called Penis AKA @DotGovs dumps data belonging to 9,000 DHS officials. The trove is allegedly obtained after compromising the email address of a DHS employee.http://www.tripwire.com/state-of-security/latest-security-news/hacker-publishes-9000-dhs-employees-info-says-20000-fbi-officials-data-is-next/United States of AmericaUnited States of America

Hacktivists kick off their #OpAfrica and breached the backend of the Broadband Systems Corporation.http://news.softpedia.com/news/anonymous-turns-its-sights-to-africa-uganda-and-rwanda-targets-are-hit-first-500010.shtmlRwanda Rwanda

And #OpAfrica continues with the dump of the details of 220 government employees from Uganda's Ministry of Finance.http://news.softpedia.com/news/anonymous-turns-its-sights-to-africa-uganda-and-rwanda-targets-are-hit-first-500010.shtmlUganda Uganda

Pakistani hackers deface the official web portal of the Indian Revenue Service (IRS).http://www.ndtv.com/india-news/revenue-website-hacked-by-suspected-pak-based-groups-1274768India Undetermined

Popular international Bitcoin crowd-lending platform Loanbase suffers a security breach. Attackers are able to steal 20 BTC (8,000 USD worth).https://www.helpnetsecurity.com/2016/02/08/loanbase-hacked-via-wordpress-hole-funds-stolen/United States of AmericaUndetermined

@0x1Taylor hacks teksyndicate.com and dumps more than 30,000 records with usernames and hashed passwords.http://siph0n.net/exploits.php?id=4443United States of AmericaUndetermined

SonnySpooks hacks epicbot.com and dumps 40,704 records with hashed passwords.http://siph0n.net/exploits.php?id=4439United States of AmericaUndetermined

A data breach at an unidentified online retailer forces Tesco Bank to cancel some of its customers' cards as a precaution. Users of cards from other companies are also likely to be affected.http://www.moneysavingexpert.com/news/cards/2016/02/credit-cards-cancelled-after-mystery-online-shopping-data-breachUnited Kingdom of Great Britain and Northern IrelandUndetermined

Local media report that hackers in China have attempted to access over 20 million active accounts on Alibaba Group's Taobao e-commerce website.http://www.zdnet.com/article/login-duplication-allows-20m-alibaba-accounts-to-be-attacked/China Undetermined

The University of Central Florida (UCF) admits that hackers broke into its systems and stole the personal details of more than 63,000 staff and students. The breach was discovered in early January.http://www.theregister.co.uk/2016/02/05/ucf_breach/United States of AmericaUndetermined

The Cyber Crime Department of the Russian Interior Ministry reveals the details of an operation able to steal about 1.5 bln rubles ($19.8 mln) from several dozen Russian banks, during 2015 via compromised Visa and MasterCard international payment systems.http://tass.ru/en/politics/854615Russian FederationUndetermined

Roosh V, the controversial 'neo-masculinist', claims to have been doxxed by an online group associated with Anonymous.http://www.independent.co.uk/news/people/roosh-v-claims-his-family-s-address-was-doxxed-by-online-activists-after-cancelling-pick-up-meetings-a6855046.htmlUnited States of AmericaUndetermined

The Blink Hacker group, a known division of the Anonymous hacker collective, has leaked the databases of 100 websites belonging to Thai prisons.http://news.softpedia.com/news/anonymous-leaks-databases-for-100-thai-prison-websites-499941.shtmlThailand Thailand

Magnolia Health Corporation suffers a breach after an unknown perpetrator uses MHC CEO Kensett Moyle's email address to request an Excel spreadsheet containing employee information.https://www.scmagazine.com/home/opinions/blogs/the-data-breach-blog/magnolia-health-corporation-suffers-breach-after-falling-for-spoofed-ceo-email/United States of AmericaUndetermined

An unknown hacker hacks mavic-mp3.com and dumps 26,934 usernames and passwords.http://siph0n.net/exploits.php?id=4427Italy Undetermined

A British judge has ruled against extraditing Christopher Taylor, a Wigan man who is alleged to have hacked hundreds of webcams around the globe, to the United States. Taylor was apprehended after it was discovered that he installed malware on a laptop at the Georgia Institute of Technology.https://www.infosecurity-magazine.com/news/uk-judge-blocks-taylor-extradition/United States of AmericaUnited Kingdom of Great Britain and Northern Ireland

bRpsd hacks focusfeatures.com and dumps 13,040 usernames and hashed passwords.http://siph0n.net/exploits.php?id=4419United States of AmericaUndetermined

The AnonSec collective claims to have broken into the computer systems of NASA, partially hijacking a drone, stealing hours of on-board footage from the agency's fleet of aircraft, hundreds of data logs from its weather and climate missions, as well as a list of names, phone numbers and emails of more than 2,400 employess.http://motherboard.vice.com/read/the-nasa-hack-is-probably-the-most-mundane-hack-everUnited States of AmericaUndetermined

Pastebin is taken down by a huge DDoS attack.https://www.hackread.com/hackers-target-pastebin-with-ddos-attack/NetherlandsUndetermined

JASACare reports to have been attacked by hackers who managed to gain access to its email system. As a consequence of the breach of an employee's email account, patient and employee data could have been potentially compromised.http://www.databreaches.net/jasacare-notifies-1154-patients-of-breach/United States of AmericaUndetermined

HSBC is hit by an apparent DDoS attack on its online banking system.http://arstechnica.co.uk/security/2016/01/hsbc-online-banking-suffers-major-outage-blames-ddos-attack/United Kingdom of Great Britain and Northern IrelandUndetermined

Neiman Marcus Group (NMG) reports that someone gained unauthorized access to 5,200 online customer accounts on the Neiman Marcus, Bergdorf Goodman, Last Call, and CUSP websites.http://www.scmagazine.com/attacker-accesses-5200-neiman-marcus-group-customer-accounts/article/470237/United States of AmericaUndetermined

Hackers from the Monte Melkonian Cyber Army take down several Azerbaijani government servers including: the E-Government Portal (e-gov.az), Ministry of Taxes of the Republic of Azerbaijan (taxes.gov.az) and the official Internet resource of the State Bodies (gov.az). The hackers also breached the Civil Service Commission of Azerbaijan and leaked thousands of login credentials.https://www.hackread.com/armenian-hackers-ddos-azerbaijani-government-portals/AzerbaijanAzerbaijan

Hackers from the Monte Melkonian Cyber Army take down several Azerbaijani government servers including: the E-Government Portal (e-gov.az), Ministry of Taxes of the Republic of Azerbaijan (taxes.gov.az) and the official Internet resource of the State Bodies (gov.az). The hackers also breached the Civil Service Commission of Azerbaijan and leaked thousands of login credentials.https://www.hackread.com/armenian-hackers-ddos-azerbaijani-government-portals/AzerbaijanAzerbaijan

Anonymous' crusade against the Thai justice system continues: the hacktivists take down 20 websites belonging to the local prison system.http://news.softpedia.com/news/anonymous-takes-down-20-thai-prison-websites-499543.shtmlThailand Thailand

Hackers from the Monte Melkonian Cyber Army take down several Azerbaijani government servers including: the E-Government Portal (e-gov.az), Ministry of Taxes of the Republic of Azerbaijan (taxes.gov.az) and the official Internet resource of the State Bodies (gov.az). The hackers also breached the Civil Service Commission of Azerbaijan and leaked thousands of login credentials.https://www.hackread.com/armenian-hackers-ddos-azerbaijani-government-portals/AzerbaijanAzerbaijan

An unknown hacker hacks valleyevents.ca and dumps 4.646 usernames and hashed passwords.http://pastebin.com/uEHMpgKKCanada Undetermined

CPanel says the company has managed to repel a cyberattack against servers containing customer data. One of the cPanel customer databases might have been breached.http://www.zdnet.com/article/hackers-launch-cyberattack-against-cpanel-systems/United States of AmericaUndetermined

Hackers from the Monte Melkonian Cyber Army take down several Azerbaijani government servers including: the E-Government Portal (e-gov.az), Ministry of Taxes of the Republic of Azerbaijan (taxes.gov.az) and the official Internet resource of the State Bodies (gov.az). The hackers also breached the Civil Service Commission of Azerbaijan and leaked thousands of login credentials.https://www.hackread.com/armenian-hackers-ddos-azerbaijani-government-portals/AzerbaijanAzerbaijan

Wendy's, the nationwide chain of fast-food restaurants, says it is investigating claims of a possible credit card breach at some locations. http://krebsonsecurity.com/2016/01/wendys-probes-reports-of-credit-card-breach/United States of AmericaUndetermined

UK-based researcher and activist Thomas White releases 2.5 GB of data stolen in a recent hack of the computer systems of the Fraternal Order of Police (FOP), the biggest police union in the United States. The activist is not the author of the attack.http://www.net-security.org/secworld.php?id=19394United States of AmericaUndetermined

In the name of #OpPuraVida, a form of protest against the CAFTA trade deal, a hacker dubbed Hanom1960 AKA @hanomlulzsec hacks the Costa Rica Ministry of Culture and Foreign Affairs.http://news.softpedia.com/news/lulzsec-member-hacks-costa-rica-s-ministry-of-foreign-affairs-499464.shtmlCosta RicaCosta Rica

Mercy Iowa City and Mercy Clinic notify patients that a malware discovered on their systems could have compromised the identities of 15,000 users.http://www.databreaches.net/mercy-iowa-city-and-mercy-clinic-notify-patients-after-alerted-to-malware-by-law-enforcement/United States of AmericaUndetermined

The Israeli Energy Minister reveals that Israel's Electric Authority is currently targeted by a severe cyber-attack.http://arstechnica.co.uk/security/2016/01/israels-electric-grid-hit-by-severe-hack-attack/Israel Undetermined

A crew dubbed Anonymous Conservative defaces the 2016 Iowa Caucus website (2016iowacaucus.com).https://www.hackread.com/2016-iowa-caucus-website-hacked-by-anonymous-conservative/United States of AmericaUndetermined

Unknown hackers obtain personal details of Hailey Baldwin and dump personal data including her phone number.https://www.nydailynews.com/entertainment/gossip/hailey-baldwin-phone-number-leaked-article-1.2508574United States of AmericaUndetermined

Hackers break into the servers of Bank Yerushalayim and access data on thousands of customers.http://hamodia.com/2016/01/24/75822/Israel Undetermined



The hack is not particularly impacting (664 usernames) but it affects an official subdomain of Ferrari.http://pastebin.com/DxQq0fKnItaly Undetermined

A hacker dubbed Lorde Bashtien releases the personal details of 80 police officers from the Miami Police Department, the Miami-Dade Police Department, and the Miami Beach Police Department.http://news.softpedia.com/news/hacker-doxes-80-miami-police-officers-499328.shtmlUnited States of AmericaUndetermined
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root AKA @ciadotgov hacks kakasure.com and dumps 57,000 usernames and hashed passwords.http://siph0n.net/exploits.php?id=4391Japan Undetermined

Black-Spy hacks toyota.ru and dumps 5,108 records with personal data.http://pasted.co/6fe1aa50Russian FederationUndetermined

The Anonymous claim responsibility for taking down the Narita International Airport website in revenge for the detainment of a leading US animal rights activist at the airport on January  18.http://www.ibtimes.co.uk/anonymous-takes-down-tokyo-airport-website-protest-against-dolphin-culling-1539846Japan Undetermined

The online forums of the DayZ gaming community (forums.dayzgame.com) are compromised by a group of Saudi Arabian hackers known as OurMine. 200,000 accounts could be potentially compromised.http://news.softpedia.com/news/dayz-forums-hacked-over-200-000-user-details-compromised-499988.shtmlUnited States of AmericaSaudi Arabia

A number of Irish government-related and public sector websites are knocked offline by an apparent DDoS attack.http://www.theregister.co.uk/2016/01/22/irish_gov_ddos/Ireland Undetermined

A Saudi hacker called Crazy-3r3r defaces the official web portal of Supreme Leader of Iran Ruhollah Khomeini (blog.imam-khomeini.ir).https://www.hackread.com/web-portal-of-iran-supreme-leader-khomeini-hacked/Iran (Islamic Republic of)Undetermined

The University of Virginia admits to have been targeted by a data breach which has placed the private data of employees at risk. Cyberattackers were able to access a component of the HR system, leading to the exposure of information belonging to approximately 1,400 Academic Division employees.http://www.zdnet.com/article/university-of-virginia-data-breach-exposed-financial-data/United States of AmericaUndetermined

Premier Lotteries Ireland (PLI), which runs the Irish Lottery, confirms in a statement that it suffered a distributed denial-of-service (DDoS) attack that knocked its website offline and made it inaccessible to gamblers for some hours.http://www.welivesecurity.com/2016/01/22/irish-lottery-ticket-terminals-knocked-offline-ddos-attack/Ireland Undetermined

Hackers from the Anti-Armenia Team deface the official websites of Permanent Mission of Armenia in NATO, Permanent Mission of the organization for Security and Co-operation in Europe (OSCE) and Permanent Mission of the United Nations. Additionally, the hackers deface the websites of Armenian embassies in 40 countries.https://www.hackread.com/azerbaijani-hackers-defac-nato-armenia-embassy-sites/Armenia Azerbaijan
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Hurley Medical Center in Flint, Mich. is hit by a cyber attack, one day after the hacktivist group, Anonymous, threatened to take action for the city's water crisis.https://www.scmagazine.com/home/security-news/flint-hospital-hit-with-cyber-attack-after-anonymous-threatens-action/United States of AmericaUndetermined
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Unknown hackers take down the website of JYP Entertainment.http://www.taipeitimes.com/News/taiwan/archives/2016/01/20/2003637637Taiwan (Province of China)Undetermined

The website and ticket machines of the Irish National Lottery are knocked offline by an apparent DDoS attack.http://www.theregister.co.uk/2016/01/22/irish_gov_ddos/Ireland Undetermined



The Royal Melbourne Hospital's core computer systems and personal  computer systems have been infected by a virus. After two weeks the hospital still struggles to mitigate the infection.http://www.zdnet.com/article/virus-wreaks-havoc-for-melbourne-healths-computer-system/Australia Undetermined

Malwarebytes detects a malvertising campaign targeting the MSN Home Page via the AD network AdSpirit.https://blog.malwarebytes.org/malvertising-2/2016/01/msn-home-page-drops-more-malware-via-malvertising/United States of AmericaUndetermined

A group of Turkish hackers dubbed WKPF defaces the official website of Russia's Joint-Stock Commercial Bank for Reconstruction and Development Ekonombank.https://www.hackread.com/turkish-hackers-deface-russian-bank-website/Russian FederationRussian Federation

Belgian bank Crelan is the last victim of fraudsters, with a damage of over EUR 70 million (around $75,8 million).http://www.net-security.org/secworld.php?id=19370Belgium Undetermined

Aerospace parts manufacturer FACC says that its financial accounting department has been attacked by hackers, who managed to steal approximately ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¢ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â '''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¬50 million ($54.5 million).http://www.tripwire.com/state-of-security/security-data-protection/boeing-supplier-hacked-claims-55-million-worth-of-damage-as-stock-price-falls/Austria Undetermined

Metropolitan Jewish Health System notifies members and patients of phishing incident, possibly involving 2,483 individuals. http://www.databreaches.net/metropolitan-jewish-health-system-notifies-members-and-patients-of-phishing-incident/United States of AmericaUndetermined

An ISIS-affiliated hacker dubbed "Islamic State Hacker" defaces the website of the Tsinghua University and leaves jihadist messages on some of the site's pages.http://www.scmp.com/news/china/policies-politics/article/1902268/islamic-state-hackers-attack-top-tier-chineseChina China

The popular Irish forum boards.ie is taken down by a DDoS attack.http://www.theregister.co.uk/2016/01/19/boards_ie_ddos/Ireland Undetermined

Crackas With Attitude (CWA) claims to have hacked the home telephone and email account of President Barack Obama's senior advisor on science and technology John Holdren. One of the group members claims that the person who broke into Holdren's account was a hacker called Fearz, who identifies as an ex-member of CWA.https://www.vice.com/en_us/article/mg7ex8/teens-who-hacked-cia-director-also-hit-white-house-officialUnited States of AmericaUnited States of America

The State of Michigan confirms to have suffered a cyber attack similar to the one targeting Hurley Medical Center.http://www.mlive.com/news/flint/index.ssf/2016/01/state_confirms_cyber_attack_si.htmlUnited States of AmericaUndetermined

A crew of Pro-Turkish hackers defaces the website of the Russian Embassy in Israel (russianembassy.org.il).http://news.softpedia.com/news/russian-turkish-conflict-spews-into-cyberspace-with-russian-embassy-hack-499090.shtmlRussian FederationUndetermined

An unknown attacker hacks pagesjaunesdusenegal.com and dumps 9500 usernames and hashed passwords.https://hacked-emails.com/leak/pb-DN7LqMxkSenegal Undetermined

KickassTorrents (kat.cr) is taken down by a DDoS attack.https://torrentfreak.com/kickasstorrents-suffers-downtime-due-to-ddos-attack-160116/Costa RicaUndetermined

Ukrainian authorities announce a review of the defences of government computer systems, after detecting a cyber attack on Kyiv's main airport launched from a server in Russia.http://uk.reuters.com/article/uk-ukraine-cybersecurity-malware-idUKKCN0UW0S7Ukraine Undetermined

Paul Vernon,  founder ofÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â CryptsyÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â announces that the cryptocurrency exchange has been hacked. The announcement is made more than a year after the discovery of the hack because Cryptsy, in the meantime, was trying to cover the losses, which amount to USD 6 million.https://www.hackread.com/cryptsy-hacked-bitcoin-worth-usd-6-million-stolen/United States of AmericaUndetermined

The teen hackers of CWA hack the Facebook and LinkedIn accounts of Vonna Weir Heaton, a former senior executive at the National Geospatial-Intelligence Agency (NGA).https://www.vice.com/en_us/article/aekg4z/teen-hacker-claims-another-victim-in-campaign-against-governmentUnited States of AmericaUnited States of America

The Operation #BoycottThailand, aimed to expose the wrongdoing of Thai Police over the death sentences handed down to two Myanmar migrant workers, continues. Blink Hacker Group, a collective affiliated to the Anonymous leaks 1Gb of data belonging to Thailand's Supreme Court.https://www.hackread.com/anonymous-exposes-1gb-data-of-thailands-supreme-court/Thailand Thailand

The teen hackers of CWA hack the Facebook and LinkedIn accounts of Vonna Weir Heaton, a former senior executive at the National Geospatial-Intelligence Agency (NGA).https://www.vice.com/en_us/article/aekg4z/teen-hacker-claims-another-victim-in-campaign-against-governmentUnited States of AmericaUnited States of America

Blue Shield of California announces that personal information from nearly 21,000 individual and family plan customers was accessed in a security breach late last year.http://www.databreaches.net/nearly-21000-customer-records-hit-by-blue-shield-security-breach/United States of AmericaUndetermined

Hokkaido University reveals that the personal data of more than 110,000 students and graduates may have been leaked due to unauthorized access of its computer systems by unknown parties.http://www.japantimes.co.jp/news/2016/01/14/national/personal-data-of-110000-may-have-leaked-from-hokkaido-university/Japan Undetermined

A hacker with the handle bRpsd hacks emkoelektronik.com.tr and dumps 9,253 usernames with clear text passwords.http://siph0n.net/exploits.php?id=4375Turkey Undetermined

In name of #OpKillingBay, the Japanese carmaker suspends its global (nissan-global.com) and Japanese (nissan.co.jp) sites after they are DDoSed by Anonymous.http://www.bbc.co.uk/news/technology-35306206Japan Undetermined

The Anonymous continue their campaign against the Thai government and take down hundreds of government websites over death sentences handed down to two Myanmar migrant workers (Zaw Lin and Win Zaw Htun)  for the murder of two British tourists (Hannah Witheridge and David Miller).http://uk.reuters.com/article/us-thailand-britain-murder-idUKKCN0UR1C520160113Thailand Undetermined

Tax preparation software publisher TaxSlayer notifies about 8,800 of its customers that an unauthorized third party may have gained access to the personal information contained on their tax return.https://www.scmagazine.com/home/security-news/taxslayer-breached-8800-customers-notified-pii-may-be-compromised/United States of AmericaUndetermined

A Russian hacker dubbed W0rm claims to have broken into systems run by Citrix, and gained access to potentially a huge number of customers.http://www.theregister.co.uk/2016/01/13/ruskie_hacker_pops_citrix/United States of AmericaRussian Federation

In name of #OpKillingBay, the Japanese carmaker suspends its global (nissan-global.com) and Japanese (nissan.co.jp) sites after they are DDoSed by Anonymous.http://www.bbc.co.uk/news/technology-35306206Japan Undetermined

Brigham and Women's and Brigham and Women's Faulkner Hospitals report an incident involving the compromise of an employee's email account. The information of 1,009 patients is compromised.http://www.databreaches.net/compromised-email-account-exposed-patient-info-from-brigham-and-womens-and-brigham-and-womens-faulkner-hospitals/United States of AmericaUndetermined

The Minnesota court system announces that its website (mncourts.gov) was down for ten days in December due to a series of severe DDoS attacks.http://news.softpedia.com/news/ddos-attack-on-minnesota-court-system-website-takes-website-offline-for-ten-days-498741.shtmlUnited States of AmericaUndetermined

18,000 British fans of the dance music band Faithless have their personal data stolen after the website faithless.co.uk is hacked. The breach happened in September but is reported only in January 2016.http://www.independent.co.uk/life-style/gadgets-and-tech/news/faithless-fans-have-personal-data-stolen-after-bands-website-hacked-a6806471.htmlUnited Kingdom of Great Britain and Northern IrelandUndetermined
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Tax software maker TaxAct informs some of its customers that an unauthorized third party accessed their TaxAct account in late 2015.https://www.scmagazine.com/home/security-news/taxact-breached-customer-banking-and-social-security-information-compromised/United States of AmericaUndetermined

Crackas With Attitude or CWA, the same teen hackers who last year broke into the CIA Director John Brennan's email accounts, now target the Director of National Intelligence James Clapper, breaking into several email accounts and changing the settings so every call to his house number would get forwarded to the Free Palestine Movement.https://www.vice.com/en_us/article/4xav5m/teen-who-hacked-cia-email-is-back-to-prank-us-spy-chiefUnited States of AmericaUnited States of America

An attacker takes over the Twitter account of the Labour Leader Jeremy Corbyn and posts several bogus tweets. In particular one of them mocks the UK Prime Minister David Cameron.http://www.bbc.co.uk/news/uk-politics-35278120United Kingdom of Great Britain and Northern IrelandUndetermined

root AKA @ciadotgov hacks milq.com and dumps 3,594 usernames and hashed passwordshttp://siph0n.net/exploits.php?id=4370Canada Undetermined

Fr0mShell hacks o2c.fr and dumps 4,160 accounts with clear text passwords.http://pastebin.com/Z5WdsEAAFrance Undetermined

A hacker called ROR[RG], who acts as the moderator of the recently re-booted Hell hacking forum, dumps supposed internal documents of LMG Holdings, and more specifically, at least one of the companies it owns, LifeSafer.https://www.vice.com/en_us/article/aekgwj/car-breathalyzer-company-gets-hacked-internal-docs-dumped-on-dark-webUnited States of AmericaUndetermined

Data center services Interxion informs customers that it has suffered a security breach, which has seen hackers access contact information stored in its CRM about corporate clients and prospects. The breach happened in December and could have affected 23,200 contacts.https://www.grahamcluley.com/2016/01/interxion-suffers-security-breach-customer-contact-details-exposed/NetherlandsUndetermined

An Indian hacking crew going by the name of IBH (Indian Black Hats) defaces several Pakistani websites in revenge for the death of Lt. Col. Niranjan Kumar,ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â and as an homage to his two-year-old daughter Vismaya.http://news.softpedia.com/news/indian-hackers-deface-pakistani-websites-as-homage-to-dead-soldier-s-daughter-498652.shtmlPakistan Pakistan
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In the name of #OpNigeria and #OpCorruption, the Nigerian branch of the Anonymous takes down several government websites.https://www.hackread.com/anonymous-targets-nigerian-government-websites/Nigeria Nigeria
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In the name of #OpNigeria and #OpCorruption, the Nigerian branch of the Anonymous takes down several government websites.https://www.hackread.com/anonymous-targets-nigerian-government-websites/Nigeria Nigeria

The results of the Common Admission Test (CAT) 2015 for the Indian Institute of Management ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¢ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¢'ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â¬ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''" Ahmedabad are leaked before being officially released.http://www.databreaches.net/cat-results-2015-leaked-at-iimcat-ac-in-hackers-released-merit-cutoff/India Undetermined

root AKA @ciadotgov hacks battlefy.com and dumps 89,299 usernames and hashed passwords.http://siph0n.net/exploits.php?id=4364United States of AmericaUndetermined

Researchers at IBM X-Force unmask the cybergang that controls the Rovnix Trojan launching an aggressive campaign against 14 major Japanese Banks.https://securityintelligence.com/konnichiwa-rovnix-aggressive-malware-hits-japanese-banks/Japan Undetermined

Time Warner Cable warns that login credentials for 320,000 customers may have been stolen. However the event looks more like a phishing attack rather than a direct hack.http://www.theregister.co.uk/2016/01/07/twc_customer_hackUnited States of AmericaUndetermined

A hacker going with the online handle of GeNiuS-JorDan defaces the official website of The Republic of Uganda, Ministry of Foreign Affairs, posting a message against the US Invasion of Iraq.https://www.hackread.com/uganda-high-commission-website-hacked/Uganda Uganda

Brian Baskin, a digital forensics expert, is served with malware when visiting the Forbes' website, after disabling the AD blocker as suggested.https://www.hackread.com/forbes-website-dropping-malware-on-visitors-pcs/United States of AmericaUndetermined

The Anonymous protest against the execution of 47 people in Saudi Arabia and take down several high-profile Saudi Arabian government websites under the banner of operation #OpSaudi and #OpNimr.https://www.hackread.com/anonymous-takes-down-top-saudi-arabian-govt-websites/Saudi ArabiaUndetermined
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The Anonymous protest against the execution of 47 people in Saudi Arabia and take down several high-profile Saudi Arabian government websites under the banner of operation #OpSaudi and #OpNimr.https://www.hackread.com/anonymous-takes-down-top-saudi-arabian-govt-websites/Saudi ArabiaUndetermined

The Anonymous start their campaign against the Thai government and claims responsibility for shutting down 14 Thailand police websites to protest the death sentences of two Myanmar migrant workers (Zaw Lin and Win Zaw Htun) convicted of murdering two British tourists.https://www.reuters.com/article/us-thailand-britain-murder-cyberattack/hackers-attack-thai-police-websites-to-protest-british-murder-verdicts-idUSKBN0UJ16U20160105Thailand Undetermined

The Independent reveals that after murdering the activist Ruqia Hassan Mohammed in September, the ISIS jihadists hijacked and continued to operate her social media accounts until very recently to lure other opponents into a trap.http://www.independent.co.uk/news/world/middle-east/ruqia-hassan-mohammed-the-activist-and-citizen-journalist-that-isis-murdered-and-then-posed-as-for-a6798111.htmlSyrian Arab RepublicJapan

Root AKA @ciadotgov hacks allwomenstalk.com and dumps 136,938 usernames and passwords.http://siph0n.net/exploits.php?id=4358Ukraine Undetermined

After struggling with a long-lasting DDoS attack, Linode reports a credential leak and runs a system-wide password reset on customer accounts.http://www.theregister.co.uk/2016/01/05/linode_resets_passwords_after_credential_leak/United States of AmericaUndetermined

The Anonymous protest against the execution of 47 people in Saudi Arabia and take down several high-profile Saudi Arabian government websites under the banner of operation #OpSaudi and #OpNimr.https://www.hackread.com/anonymous-takes-down-top-saudi-arabian-govt-websites/Saudi ArabiaUndetermined

AI Squared, a small Vermont-based tech firm, was targeted by the OilRig threat actors. The hackers allegedly stole the company's certificates to disguise their malware and make it appear legitimate to other targets.https://www.forbes.com/sites/thomasbrewster/2017/02/15/oilrig-iran-hackers-cyberespionage-us-turkey-saudi-arabia/?sh=66e8a982468aUnited States of AmericaIran (Islamic Republic of)

The tensions between Iran and Saudi Arabia continue in the cyberspace: a group of unknown hackers carries out a DDoS attack on the Saudi Arabian Ministry of Defense moda.gov.sa.https://www.hackread.com/ddos-attack-shuts-down-saudi-ministry-of-defense-website/Saudi ArabiaUndetermined

Another massive database leaked in the wild. Chris Vickery, a security researcher discovers a leak containing 56 million records belonging to a right-wing Christian group originating in the US.https://www.databreaches.net/did-a-christian-right-wing-organization-expose-private-details-of-millions-of-people/United States of AmericaUndetermined

Sc0rp!n Att@ck3r from Muslim Cyber Army hacks the Goa University (unigoa.ac.in) and dumps 10,380 records with hashed passwords.http://opindiareborn.blogspot.co.uk/India India

Hackers from Turk Hack Team take down several Russian government websites including the Ministry of the Russian Far East Development, Russian Federation Ministry of Construction, The State Atomic Energy Corporation ROSATOM, Russian Federation Ministry of Customs.https://www.hackread.com/turk-hack-team-ddos-attacks-on-iran-russian/Russian FederationTurkey
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Hackers from Turk Hack Team take down several Iranian government websites including Ministry of Information,ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â Ministry of Foreign Affairs,ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â Ministry of Energy and the official website of the President of the Islamic Republic of Iran (president.ir).https://www.hackread.com/turk-hack-team-ddos-attacks-on-iran-russian/Iran (Islamic Republic of)Turkey
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The hacking group New World Hacktivists (NWH) takes down the official Election Campaign website of American Presidential candidate Donald Trump (donaldjtrump.com). The same attackers claim responsibility for the DDoS attack that crippled the BBC website.https://www.hackread.com/hackers-shut-down-donald-trump-election-campaign-website/United States of AmericaUnited States of America
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The US Department of Homeland Security (DHS) and the US Customs and Border Protection (CBP) agency report on incidents where drug traffickers have hacked unmanned air vehicles (UAVs, drones) in order to illegally and secretly cross the US-Mexican border.http://news.softpedia.com/news/drug-cartels-are-hacking-us-border-patrol-drones-498312.shtmlUnited States of AmericaMexico

Security firm Cyberoam confirms a cyber attack on its systems last week, resulting in possible leakage of its database containing personal details of one million records of customers and partners. Apparently the author of the attack is trying to sell the database on the dark web for 100 bitcoin.http://www.thehindubusinessline.com/info-tech/security-firm-cyberoam-turns-victim-in-cyber-attack/article8054964.eceIndia Undetermined

All of the BBC's websites are unavailable following a DDoS attack.http://www.bbc.com/news/technology-35204915United Kingdom of Great Britain and Northern IrelandUndetermined

A hacker called bRpsd hacks autolet.it and dumps 2,716 records including usernames and clear text passwords.https://web.archive.org/web/20160603184504/http://siph0n.net/exploits.php?id=4338Italy Undetermined

An unknown hacker hacks psicamp.it and dumps 2,049 usernames and passwords.https://web.archive.org/web/20160102051825/https://pastebin.com/FK8JzNfEItaly Undetermined

Another episode of the Cyber War between India and Pakistan. A local news portal of Kasganj district (kasganjlive.in) is hacked by a Pakistani hacker called Mr 4nOnymOus.http://timesofindia.indiatimes.com/city/agra/Pakistani-hackers-news-web-portal-of-Kasganj/articleshow/50385444.cmsIndia India

Several Dance Moms cast members, including Abby Lee Miller, Mackenzie Ziegler and others have their phone numbers and other cast info posted on social media by an unknown hacker.https://www.tmz.com/2015/12/29/dance-moms-hackers-investigation/United States of AmericaUndetermined
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Rutgers University is the target of a large-scale DDoS attack that keeps some of its systems down for four days between December 24 and December 28.http://news.softpedia.com/news/rutgers-university-suffers-sixth-ddos-attack-this-year-498229.shtmlUnited States of AmericaUndetermined

Virtual server host Linode is the target of a four day-long DDoS attack.http://www.theregister.co.uk/2015/12/29/day_four_of_linode_data_center_attacks/United States of AmericaUndetermined

An unknown hacker hacks tunesoman.com and dumps 7,343 usernames and passwords.https://web.archive.org/web/20160611055630/https://pastebin.com/AkTHb46uOman Undetermined

Anonymous claims responsibility for the wave of DDoS attacks against Turkey (accusing the government of supporting ISIS) and starts a second wave against some Turkish leading banks such as Isbank, Garanti and Ziraat Bank.http://www.ibtimes.co.uk/anonymous-turkey-reeling-under-cyber-attack-government-banks-sites-paralysed-1534984Turkey Undetermined
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Egyptian hackers associated with the Anonymous Rabaa Team deface the website of the Ministry of the Environment in Costa Rica, and more specifically, two pages with details about the System of Conservation Areas and the Isla del Coco (Cocos Island).http://news.softpedia.com/news/anonymous-hacks-costa-rican-website-associated-with-jurrasic-park-island-498087.shtmlCosta RicaEgypt

A DDoS attack against Steam causes the company to deploy a new caching configuration in production, which leads to the inadvertent exposure of 34,000 users.http://store.steampowered.com/news/19852/United States of AmericaUndetermined

Members of the Anonymous hacker collective deface the Asia Pacific Telecommunity website (apt.int), gain access to the site's admin panel and also manage to get their hands on a database dump.http://news.softpedia.com/news/anonymous-hacks-asia-pacific-telecommunity-portal-to-protest-against-censorship-in-asia-498094.shtmlThailand Undetermined

Phantom Squad, the group of hackers who threatened to ruin Christmas for gamers decide to keep their promise and take down the Electronic Arts servers.http://news.softpedia.com/news/phantom-squad-starts-christmas-ddos-attacks-by-taking-down-ea-servers-498078.shtmlUnited States of AmericaUndetermined

Video live-streaming service Livestream notifies customers of a security breach that may have given unauthorized persons access to user information such as email addresses, encrypted passwords, dates of birth and phone numbers.http://www.latimes.com/business/technology/la-fi-tn-livestream-data-breach-20151224-story.htmlUnited States of AmericaUndetermined

The Ukrainian government blames power outages in western Ukraine on hacker attacks by Russian special services. According to the Security Service of Ukraine (SBU), malware has been found in the networks of some utilities. Moreover, these malware intrusions coincided with a non-stop telephone flood at utility plants and technical support departments, according to local reports.https://www.wired.com/2016/03/inside-cunning-unprecedented-hack-ukraines-power-grid/Ukraine Russian Federation

Hyatt Hotels Corporation announces that it recently identified malware on computers that operate the payment processing systems for Hyatt-managed locations (627 properties across more than 50 countries).http://newsroom.hyatt.com/news-releases?item=123450United States of AmericaUndetermined

In December 2015, a threat actor compromised Kyivoblenergo, a power distribution company near Kyiv. This was part of a larger attack that disabled parts of the Ukrainian power grid.https://www.sans.org/blog/confirmation-of-a-coordinated-attack-on-the-ukrainian-power-grid/Ukraine Russian Federation

Chris Vickery, a security researcher discovers a leaked database of more than 3.3 million user accounts for Sanriotown.com and other Sanrio-owned websites like hellokitty.com and mymelody.com.http://www.wired.com/2015/12/hello-kitty-hack/Japan Undetermined

The Mexican government is suspected of using NSO Group spyware to compromise the personal devices of journalists, lawyers, activists, scientists, politicians, and civil society organizations. One of the victims is Juan Pardinas, the director of the Mexican Institute for Competitiveness.https://citizenlab.ca/2017/06/reckless-exploit-mexico-nso/Mexico Undetermined

Armenian hackers fromÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â theÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â Monte Melkonian Cyber Army hack the official websites ofÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â the AzerbaijaniÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â Ministry of Labour and Social Protection and the Ministry of Emergency Situations, and leak a trove of sensitive documents belonging to local citizens.https://www.hackread.com/armenians-hackers-hack-azerbaijani-ministry-servers/AzerbaijanAzerbaijan

Armenian hackers fromÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â theÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â Monte Melkonian Cyber Army hack the official websites ofÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â the AzerbaijaniÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â Ministry of Labour and Social Protection and the Ministry of Emergency Situations, and leak a trove of sensitive documents belonging to local citizens.https://www.hackread.com/armenians-hackers-hack-azerbaijani-ministry-servers/AzerbaijanAzerbaijan

Phantom Squad prepare their Christmas campaign and claim responsibility for a DDoS attack on Microsoft's Xbox Live service.http://arstechnica.com/gaming/2015/12/hacker-group-phantom-squad-takes-down-xbox-live-in-ddos-attack/United States of AmericaUndetermined

Landry's Inc. is the latest hospitality firm to suffer a credit card breach.http://www.krebsonsecurity.com/2015/12/banks-card-breach-at-landrys-restaurants/United States of AmericaUndetermined

Turkey National Domain Registrar NIC.tr is the victim of a sustained DDoS attack that affects the entire national Internet infrastructure.http://www.dailydot.com/politics/turkey-ddos-attack-tk-universities/Turkey Undetermined

Juniper Networks issues an urgent security advisory about "unauthorized code" found within the operating system used by some of the company's firewalls and Secure Service Gateway appliances.http://arstechnica.com/security/2015/12/researchers-confirm-backdoor-password-in-juniper-firewall-code/United States of AmericaUndetermined

Several Internet services in Boston are disrupted by a DDoS attack, defined as a "minor act of cybervandalism"ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â•. The outage, affects city agencies and the police and fire departments.http://www.bostonherald.com/news/local_coverage/2015/12/officials_call_city_hall_cyberattack_minorUnited States of AmericaUndetermined

C0d3c1t4d3l hacks keepyourlinks.com and dumps 4,586 usernames and clear text passwords.http://pastebin.com/Rg2YsrLQUnited States of AmericaUndetermined

The dry cleaning firm Swiss Cleaners suffered a point of sale data breach that could have potentially stolen the data from every payment card type used in the eight-store chain for almost one year.https://www.scmagazine.com/home/opinions/blogs/the-data-breach-blog/pos-attack-hits-swiss-cleaners-for-10-months/United States of AmericaUndetermined

A hacker called g0tchack hacks the website of the CIty of Providence and asks for a ransom of $1,500 to $2,000 to give the data back.https://www.wpri.com/news/providence-officials-no-sensitive-information-stolen-during-website-hack/United States of AmericaUndetermined

In reaction to the campaign of the Anonymous against ISIS, the group leaks personal data, and claims that it belongs to military officials in France and the US.https://www.hackread.com/isis-military-data-against-anonymous-isis-trolling-day/France Syrian Arab Republic



Members of the online hacktivist Anonymous hack several subdomains of the European Space Agency website and leak personal and login credentials of more than 8000 subscribers and officials.https://www.hackread.com/anonymous-hacks-european-space-agency-domains/France Undetermined

In reaction to the campaign of the Anonymous against ISIS, the group leaks personal data, and claims that it belongs to military officials in France and the US.https://www.hackread.com/isis-military-data-against-anonymous-isis-trolling-day/United States of AmericaSyrian Arab Republic

ProjectDump hacks bluebooktrader.com and dumps 6,187 usernames and hashed passwords.https://web.archive.org/web/20160410132142/http://pastebin.com/Dmjb4SeJCanada Undetermined

After suffering a DDoS attack by the infamous Armada Collective, Moonfruit takes down all the websites to enhance the defences and avoid to pay the ransom.http://www.bbc.co.uk/news/technology-35091534United Kingdom of Great Britain and Northern IrelandRussian Federation

Researchers at Malwarebytes identify a malvertising campaign targeting Comcast Users via the Xfinity search page.https://blog.malwarebytes.org/malvertising-2/2015/12/comcast-customers-targeted-in-elaborate-malvertising-attack/United States of AmericaUndetermined

The Anonymous set their sight to Donald Trump and take down the website for Donald Trump's trademark New York City skyscraper (trumptowerny.com).http://edition.cnn.com/2015/12/11/politics/donald-trump-tower-anonymous-hackers/United States of AmericaUndetermined

The Danish Parliament website folketinget.dk is taken offline in a DDoS attack.https://www.scmagazine.com/home/security-news/ddos-attack-knocks-danish-parliament-website-offline/Denmark Undetermined

MoneyHorse Games announces that Glorious Leader!, a game they were developing mocking North Korean Dictator Kim Jong Un, has been hacked (maybe on the wake of the infamous Sony Hack) with the consequent destruction of all game data.http://kotaku.com/kim-jong-un-video-game-hacked-creators-claim-1678859600United States of AmericaUndetermined

FireEye labs reveal that an archived article on The Guardian website that investigates cybercrime distributes malware via the Angler Exploit Kit.http://www.zdnet.com/article/guardian-article-on-cybercrime-serves-up-malvertising/United Kingdom of Great Britain and Northern IrelandUndetermined

In a letter to customers, UK web hosting firm Easily.co.uk reveals to have suffered a targeted attack which exposed an unspecified number of customer domain names.http://www.infosecurity-magazine.com/news/uk-web-hoster-easily-hit-by/United Kingdom of Great Britain and Northern IrelandUndetermined

The website of Japan's Prime Minister Shinzo Abe (s-abe.or.jp) is taken down by a DDoS attack. The hacktivist collective Anonymous is suspected to be the author of the attack on the site in protest of the nation's whale hunting policy.http://www.japantimes.co.jp/news/2015/12/10/national/anonymous-hacker-takes-credit-for-shutting-down-prime-ministers-website/Japan Undetermined

The Facebook page of the Electronic Dance Music Group Swedish House Mafia is hacked and the attacker posts some offending images of Miley Cyrus.https://economictimes.indiatimes.com/magazines/panache/swedish-house-mafias-facebook-page-hacked/articleshow/50148221.cmsSweden Undetermined

CM Ebar, LLC, the owner of Elephant Bar restaurants, announces that a PoS malware breach may have affected the information of customers at 29 locations in California, Colorado, Arizona, Missouri, Nevada, New Mexico, and Florida.https://www.scmagazine.com/home/security-news/29-locations-affected-in-elephant-bar-pos-breach/United States of AmericaUndetermined

The Cricket South Africa Facebook page is hacked, and the hackers post racist and sexual content on the page.https://www.hackread.com/cricket-south-africa-facebook-page-hacked/South AfricaUndetermined

The Middlesex Hospital in Connecticut reveals that the personal information of almost 1,000 patients could have been compromised through a phishing scam.https://www.scmagazine.com/home/opinions/blogs/the-data-breach-blog/phishing-scam-hits-middlesex-hospital-in-conn/United States of AmericaUndetermined

On November 30, 2015 and December 1, 2015, over two separate intervals, several of the Internet Domain Name System's root name servers are the target of a massive DDoS attack.http://arstechnica.com/security/2015/12/attack-flooded-internet-root-servers-with-5-million-queries-a-second/UndeterminedUndetermined

Nexus Mods announces a potential database breach. The breach includes information for about 6 million users, but the database that was breached was last updated on July 22nd, 2013.http://www.slashgear.com/nexus-mods-reports-database-breach-08417627/United States of AmericaUndetermined

The official Twitter account of Pakistani journalist Hamid Mir is hacked by an unknown hacker, apparently pro-ISI, who leaks screenshots of his personal emails to the 1.7M followers.https://www.hackread.com/pakistani-journalist-hamid-mir-twitter-account-hacked/Pakistan Undetermined

UK publicly-funded academic computer network Janet comes under a persistent DDoS attack today.http://www.theregister.co.uk/2015/12/08/uk_research_network_janet_ddos/United Kingdom of Great Britain and Northern IrelandUndetermined

Kalahari Resorts announces that its Ohio and Wisconsin resorts have been hit by a point-of-sale (POS) breach between March 9 and June 8.https://www.scmagazine.com/home/opinions/blogs/the-data-breach-blog/kalahari-resorts-hit-by-pos-breach/United States of AmericaUndetermined

Unknown hackers hijack the Twitter account of Jim Ross and post the fake news of his death to his 1.3 million followers.http://www.welivesecurity.com/2015/12/07/hackers-announce-wwes-jim-ross-dead-wrestling-control-twitter-account/United States of AmericaUndetermined

 Rubber AKA @smitt3nz hacks artrookie.co.uk and dumps 1,710 usernames and hashed passwords.https://www.databreaches.net/hacks-hacks-everywhere-monday-edition/France Undetermined

Smitt3nz hacks the-athenaeum.org and dumps 1,671 users with hashed passwords.https://www.databreaches.net/hacks-hacks-everywhere-monday-edition/United States of AmericaUndetermined

GrenXPaRTa hacks befriending.co.uk and dumps 7325 usernames and hashed passwords.https://web.archive.org/web/20160616233626/http://grenxparta.blogspot.co.id/2015/12/hacked-leak-and-dump-site.htmlUnited Kingdom of Great Britain and Northern IrelandUndetermined

Malwarebytes reveals the details of a malvertising campaign targeting DailyMotion, the popular French video sharing site, surreptitiously distributing the Angler Exploit Kit to its victims.https://blog.malwarebytes.org/malvertising-2/2015/12/malvertising-hits-dailymotion-serves-up-angler-ek/France Undetermined

 Rubber AKA @smitt3nz hacks artrookie.co.uk and dumps 1,710 usernames and hashed passwords.https://web.archive.org/web/20160604105914/http://siph0n.in/exploits.php?id=4275United Kingdom of Great Britain and Northern IrelandUndetermined

In name of #OpSingleGateway, the Anonymous hack Thailand Police Servers to protest against Internet censorship.https://www.bangkokpost.com/thailand/general/785129/anonymous-claims-hack-of-police-servers-releases-case-dataThailand Undetermined

JD Wetherspoon reveals that its website has been hacked between 15 and 17 June this year, resulting in the potential loss of customer data including names, dates of birth, email addresses and phone numbers, as well as a small amount of credit card recordshttps://www.zdnet.com/article/jd-wetherspoon-loses-data-of-over-650000-customers-in-cyberattack/United Kingdom of Great Britain and Northern IrelandUndetermined

ap3x h4x0r from the Anonsec collective hacks saifa.ir and dumps 11,792 records.https://pastebin.com/ftXELSC5Iran (Islamic Republic of)Undetermined

Tunecore is breached. The company reveals that the data that may have been accessed includes names, email, addresses, mailing addresses, account numbers, and passwords.https://www.alertlogic.com/resources/threat-reports/tunecore-database-breached-offers-identity-theft-protection/United States of AmericaUndetermined

The second round of the campaign of the Anonymous against the Cop21 (the United Nations Conference of Climate Change) kicks off. The hacktivists hack the website of Meta-Fusion GmbH, a Germany-based official Webcast Streaming Service Provider for the UNFC.https://www.hackread.com/anonymous-hacks-un-climate-changes-webcast-service-provider/Germany Undetermined

China is blamed for a major cyber attack on the computers at the Australian Bureau of Meteorology (bom.gov.au), which has compromised sensitive systems across the Federal Government.http://www.abc.net.au/news/2015-12-02/china-blamed-for-cyber-attack-on-bureau-of-meteorology/6993278Australia Undetermined

The Barbados Advocate, the second most dominant daily newspaper in the country of Barbados is defaced by the Muslim Electronic Army.http://www.nationnews.com/nationnews/news/75091/advocates-site-hackedBarbados Undetermined

In the name of #OpWhales, the Anonymous take down almost all the Iceland government websites for about 13 hours as a protest against the whaling practices in Iceland.https://www.hackread.com/anonymous-crushes-iceland-govt-for-whale-slaughter/Iceland Undetermined

Anonymous breach the website of the United Nations Framework Convention on Climate Change (UNFCCC) to protest against the police attack on the Cop21 March and leak personal information of 1415 officials.https://www.hackread.com/anonymous-hacks-un-climate-change-website/Germany Undetermined

A collective of pro-ISIS hackers dubbed Team System DZ defaces three domains of the Richland County office.https://www.hackread.com/isis-hacks-richland-county-veterans-services-site/United States of AmericaAlgeria

A collective of pro-ISIS hackers dubbed Team System DZ defaces three domains of the Richland County office.https://www.hackread.com/isis-hacks-richland-county-veterans-services-site/United States of AmericaAlgeria

Hackers calling themselves "Pakistani cyber attackers"ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â• deface the official website of Jabalpur police with Pakistani flags and slogans claiming revenge against Indian attacks.http://www.databreaches.net/madhya-pradesh-police-falls-to-pakistani-cyber-attackers/India India

A collective of pro-ISIS hackers dubbed Team System DZ defaces three domains of the Richland County office.https://www.hackread.com/isis-hacks-richland-county-veterans-services-site/United States of AmericaAlgeria

A massive breach compromises 4.8 million of records from VTech, a Hong Kong toy company.http://www.troyhunt.com/2015/11/when-children-are-breached-inside.htmlChina Undetermined

Pakistani hackers hack the website of the Central Bank of India.http://www.techworm.net/2015/11/indian-cyber-warriors-pay-homage-to-2611-martyrs-by-hacking-200.htmlIndia India

Online takeaway service Hungryhouse resets the passwords of thousands of its customers following an apparent data breach at a third party hosting company. 10,000 users might be affected.http://www.theregister.co.uk/2015/11/27/hungryhouse_password_change/United Kingdom of Great Britain and Northern IrelandUndetermined

On the 7th anniversary of the Mumbai terror attacks, Indian hackers have defaced over 200 Pakistani websites to express discontent with the alleged Pakistani involvement in the attacks. One of the victims is Lashkar-e-Taiba which is believed to be the main perpetrator.https://www.techworm.net/2015/11/indian-cyber-warriors-pay-homage-to-2611-martyrs-by-hacking-200.htmlPakistan Pakistan

Turkish hackers from Turk Hack Team take down the official website of Russian Central Bank (cbr.ru) amid tension near Syrian-Turkey border.https://www.hackread.com/turkish-hackers-target-russian-central-bank-site/Russian FederationTurkey

A hacker called Hacker Buba hacks into Invest Bank and holds it to ransom, demanding $3M, and leaking confidential data of clients on Twitter every few hours.http://gulfnews.com/xpress/dubai/courts-crime/hacker-holds-uae-bank-to-ransom-demands-3m-1.1626394United Arab EmiratesUndetermined

Gigi Hadid admits to being blackmailed by a group of hackers who claim they're ready to leak private content from her iPhone unless she pays up.http://www.tmz.com/2015/11/23/gigi-hadid-iphone-hackers/United States of AmericaUndetermined

Technology certification management provider Pearson VUE is the victim of a computer security breach after malware compromises its Credential Manager System.http://www.theregister.co.uk/2015/11/23/pearson_vue_data_breach_pcm/United Kingdom of Great Britain and Northern IrelandUndetermined

RyanDa1338 hacks hortinews.co.ke and dumps 42,065 usernames and hashed passwords.https://web.archive.org/web/20190118013323/https://siph0n.in/exploits.php?id=4234Kenya Undetermined

Linux Australia allegedly suffers a second leak of data from its servers, according to a message sent to its main mailing list by president Joshua Hesketh.http://www.itwire.com/business-it-news/open-source/70431-linux-australia-suffers-another-data-leakAustralia Undetermined

The website of Japan's Health, Labor and Welfare Ministry is taken down by a DDoS attack. The Anonymous collective claims responsibility.https://web.archive.org/web/20151122175634/http://www.globalpost.com/article/6691762/2015/11/21/japan-probes-possible-cyber-attack-anonymous-health-ministry-websiteJapan Undetermined

NetPirates hack dhiqar.net, an ISIS related website and dump 14,059 records with usernames and hashed passwords.https://web.archive.org/web/20190118013332/https://siph0n.in/exploits.php?id=4235Iraq Undetermined

Starwood Hotels & Resorts Worldwide Inc says that payment systems at 54 of its hotels in North America had been infected with a malware designed to collect payment card data.http://www.reuters.com/article/2015/11/20/us-starwood-hotels-hacking-idUSKCN0T91XO20151120United States of AmericaUndetermined

In name of #OpParis, the activist group Anonymous claims to have taken down 5,500 pro-ISIS Twitter accounts.https://www.scmagazine.com/home/security-news/anonymous-shutters-5-5k-pro-isis-twitter-accounts/UndeterminedUndetermined

Members of the hacking collective Anonymous claim to have shut down Isdarat, a mainÃƒÂ‚Ã‚Â forum on the Dark Web.http://www.ibtimes.co.uk/hackers-replace-dark-web-isis-propaganda-site-advert-prozac-1530385UndeterminedUndetermined

Landesk alerts employees that a data breach may have exposed their personal information. According to some internal sources, the attackers first broke into Landesk network in June 2014.http://krebsonsecurity.com/2015/11/breach-at-it-automation-firm-landesk/United States of AmericaUndetermined



An unknown hacker hacks friendshipkey.com and dumps 16,353 usernames and hashed passwords.https://web.archive.org/web/20160430104931/https://siph0n.in/exploits.php?id=4208Pakistan Undetermined

An unknown hacker hacks trampolining-online.co.uk and dumps 16,353 usernames and hashed passwords.https://web.archive.org/web/20151119012848/https://siph0n.in/exploits.php?id=4209United Kingdom of Great Britain and Northern IrelandUndetermined

Luxury hotel chain Noble House Hotels and Resorts notifies customers of a breach in six properties they uncovered in the wake of reports by customers of fraudulent charges on payment cards.http://www.databreaches.net/noble-house-hotels-and-resorts-notifies-customers-at-six-luxury-hotels-of-payment-card-breach/United States of AmericaUndetermined

Fashion to Figure notifies customersÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â of a breach involving malware inserted on their web host's serverhttp://www.databreaches.net/fashion-to-figure-notifying-customers-of-payment-card-compromise/United States of AmericaUndetermined

The Brazilian Army's servers are hacked, resulting in personal details (National Insurance Numbers and passwords) of about 7,000 officers getting leaked. The attack appears to have been prompted as retaliation against the supposedly inappropriate conduct of an Army team during a "capture the flag" cybersecurity competition at the government's Center for Cyber Defence.http://www.zdnet.com/article/brazilian-army-gets-hacked/Brazil Undetermined

The website of the security blogger Graham Cluley (https://grahamcluley.com) is taken down by a DDoS attack.https://grahamcluley.com/2015/11/cluley-ddos-attack/United Kingdom of Great Britain and Northern IrelandUndetermined

More than a dozen students and faculty at the Korea Advanced Institute of Science Technology (KAIST) have their credit card information stolen by a suspected card reader vulnerability.https://www.koreatimes.co.kr/www/news/nation/2015/11/116_190866.htmlKorea (the Republic of)Undetermined

The Tunisian Fallaga Team defaces the website of Europe's largest Jewish school, JFS, posting a message that calls for an end to Islamophobia and aggression against Muslims.https://www.rt.com/uk/321597-islamist-hackers-jewish-school/United Kingdom of Great Britain and Northern IrelandUndetermined

An anonymous hacker leaks a vast collection containing metadata of over 70 million records of phone calls placed by prisoners to at least 37 US states and links to actual recordings for each call. The calls, allegedly leaked from Securus Technologies, span from December 2011 to the spring of 2014.https://theintercept.com/2015/11/11/securus-hack-prison-phone-company-exposes-thousands-of-calls-lawyers-and-clients/United States of AmericaUndetermined

The installer of the remote desktop software Ammyy is compromised and distributes the tools used by the Buhtrap gang to spy on and control their victims' computers.http://www.welivesecurity.com/2015/11/11/operation-buhtrap-malware-distributed-via-ammyy-com/Russian FederationUndetermined

Comcast resets 200k cleartext passwords, after a hacker known as Orion claims to have stolen the database and puts it on sale on the dark web. Nearly 590,000 users could have been compromised.http://www.theregister.co.uk/2015/11/11/comcast_passwords_leak/United States of AmericaUndetermined

Another episode of the cyber war between Armenian and Azerbaijani hackers: Armenian hackers calling themselves theÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â Armenian A.S.A.L.A. group hack the Mortgage Fund sub-domain (amf.cbar.az) of the Azerbaijan Central Bank and leak some customer data.https://www.hackread.com/armenian-group-hacks-azerbaijan-central-bank/AzerbaijanArmenia

TAFE Queensland has experienced a breach that has seen the personal details of thousands of the state's TAFE students exposed.http://www.zdnet.com/article/queensland-tafe-student-data-exposed-in-hack/Australia Undetermined

Newsweek reveals that over one thousand email addresses and passwords from the musing streaming app Spotify were leaked following a hack.http://www.newsweek.com/hundreds-spotify-accounts-leaked-apparent-hack-last-week-392696Sweden Undetermined

Eggfather hacks mwcboard.com and dumps 15,276 usernames and hashed passwords.https://web.archive.org/web/20151110170913/http://siph0n.in/exploits.php?id=4192United States of AmericaUndetermined

Eggfather hacks c4forums.com and dumps 15,276 usernames and hashed passwords.https://web.archive.org/web/20190118013142/http://siph0n.in/exploits.php?id=4194United States of AmericaUndetermined

Eggfather hacks forum.chumpcar.com and dumps 15,276 usernames and hashed passwords.https://web.archive.org/web/20190118013135/http://siph0n.in/exploits.php?id=4193United States of AmericaUndetermined

Eggfather hacks engineerboards.com and dumps 21,304 usernames and hashed passwords.https://web.archive.org/web/20190118013146/http://siph0n.in/exploits.php?id=4195United States of AmericaUndetermined

Neomailbox is taken down by a DDoS attack carried on by the Armada Collective, who also asks for a ransom.https://blog.radware.com/security/2015/11/secure-email-under-attack/SwitzerlandRussian Federation

The Times reveal that, in May, cybercriminals were able to break into parliament's computer network, hijacked computers holding sensitive information and presented a ransom demand to Chi Onwurah, MP and shadow digital minister.http://www.thetimes.co.uk/tto/news/uk/article4608292.eceUnited Kingdom of Great Britain and Northern IrelandUndetermined

The UK social networking Xat (xat.com) is hacked and notifies the users that its database has been acquired by the attackers.http://www.databreaches.net/uk-social-networking-site-xat-hacked-user-database-acquired-by-hackers/United Kingdom of Great Britain and Northern IrelandUndetermined

Hushmail experiences two unscheduled service outages resulting from distributed denial-of-service (DDoS) attacks.https://www.forbes.com/sites/thomasbrewster/2015/11/09/armada-bitcoin-crooks-go-big/#47db619c6bd2Canada Undetermined

FastMail is hit by a DDoS attack that briefly make some services unavailable. A further attack is executed on Monday, 9 Nov. Both attacks are accompanied by an extortion demand that threaten further attacks if the company does not pay the attacker 20 Bitcoin.http://blog.fastmail.com/2015/11/11/ddos-attack-may-lead-to-potential-service-disruption-this-week/Australia Undetermined

A hacker calling himself HRG (or His Royal Gingerness) hacks the Norwich International Airport's website (norwichairport.co.uk) and obtains the details of people registered on the website's media centre.http://www.bbc.co.uk/news/uk-england-norfolk-34769924United Kingdom of Great Britain and Northern IrelandUndetermined

KelvinSecTeam hacks the website of the Aviacion Militar Bolivariana (aviacion.mil.ve) and dumps 1,997 records.https://web.archive.org/web/20160326080624/http://pastebin.com/RzuxwLxFVenezuela (Bolivarian Republic of)Undetermined

Pro-Palestine activists Hacked Ha'aretz Newspaper's Twitter Account and Posted: "Our martyrs' mothers will drink your soldier's blood."ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â•https://www.hackread.com/pro-palestinian-hackers-hack-haaretz-twitter/Israel Undetermined

Swedbank is taken down by a DDoS attack. A hacker called CocaineSecurity claims to have received a ransom.http://www.theregister.co.uk/2015/11/06/swedbank_hit_by_ddos_attack/Sweden Undetermined

The Wall Street Journal reveals that the email and social media accounts of Obama administration officials were recently hacked by members of Iran's Revolutionary Guard.http://www.esecurityplanet.com/network-security/u.s.-government-officials-hacked-by-iranian-revolutionary-guard.htmlUnited States of AmericaIran (Islamic Republic of)

Crackas With Attitude (CWA), the hackers who breached CIA director John Brennan's personal email account claims to have gained access to a law enforcement arrest database, known as the Joint Automated Booking System (JABS).http://www.wired.com/2015/11/cia-email-hackers-return-with-major-law-enforcement-breach/United States of AmericaUnited States of America

Hacking collective Anonymous has released the identities of 1000 KKK members online.http://www.zdnet.com/article/anonymous-exposes-identities-of-1000-kkk-members/United States of AmericaUndetermined

The U.K.-based app for photo postcard service Touchnote notifies its registered customers that the company has been hacked and some personal information has possibly been compromised.https://www.scmagazine.com/home/opinions/blogs/the-data-breach-blog/touchnote-photo-site-breached-names-addresses-taken/United Kingdom of Great Britain and Northern IrelandUndetermined

Eggfather hacks sikhawareness.com and dumps 4,520 usernames and hashed passwords.https://web.archive.org/web/20190118013108/http://siph0n.in/exploits.php?id=4178United States of AmericaUndetermined

Eggfather hacks lonestarspeedzone.com and dumps 1,939 usernames and hashed passwords.https://web.archive.org/web/20190118013114/http://siph0n.in/exploits.php?id=4181United States of AmericaUndetermined

Eggfather hacks islandermania.com and dumps 8,525 usernames and hashed passwords.https://web.archive.org/web/20190118013121/http://siph0n.in/exploits.php?id=4182United States of AmericaUndetermined

Eggfather hacks pixarra.com and dumps 8,525 usernames and hashed passwords.https://web.archive.org/web/20190118013112/http://siph0n.in/exploits.php?id=4180United States of AmericaUndetermined

Four Winds Casino Resort reveals to have discovered a bank-card-stealing malware in its payment systems. Four properties are affected between October 2014 and October 21, 2015. http://www.theregister.co.uk/2015/11/05/michigan_casino_credit_card_hack/United States of AmericaUndetermined

The California-based Interstitial Cystitis Network notifies customers of a breach after customers first alerted them that payment cards used on their site had been compromised.http://www.databreaches.net/interstitial-cystitis-network-notifies-customers-of-payment-card-breach/United States of AmericaUndetermined

Runbox is subjected to Distributed Denial of Service (DDoS) attacks. Even in this case the attackers demand a ransom to stop the waves of attack.https://blog.runbox.com/2015/11/ddos-attacks-on-runbox/Norway Undetermined

A collective called Armada Collective takes down Protonmail, a Swiss provider of end-to-end encrypted email. The company pays a ransom of 15 BTC (6000 USD) but is taken down again after paying.http://arstechnica.com/security/2015/11/crypto-e-mail-service-pays-6000-ransom-gets-taken-out-by-ddos-anyway/SwitzerlandRussian Federation

Zoho is subject to a DDoS attack. The attack starts on November the 4th and affects the company for one week.https://www.zoho.com/service-updates/blog/zoho-services-under-criminal-attack.htmlUnited States of AmericaUndetermined

ShowTix4U, a Nevada based online ticket sales service used heavily in Central Wisconsin says it has had a data breach.https://www.databreaches.net/showtix4u-ticket-website-customers-warned-following/United States of AmericaUndetermined

VFEmail is taken down by a DDoS attack. The attackers demand a ransom of 5 BTC (1700 USD).http://havokmon.blogspot.co.uk/2015/11/teenage-script-kiddies-armada.htmlUnited States of AmericaRussian Federation

The Salt Lake City School District is struck by a DDoS attack that takes down the district's website, phone system and online administrative tools.https://www.scmagazine.com/home/security-news/salt-lake-schools-hit-with-ddos-attack/United States of AmericaUndetermined

Smitt3nz AKA Rubber hacks library.killersites.com and dumps the records of 1596 users.https://web.archive.org/web/20190118013103/http://siph0n.in/exploits.php?id=4173United States of AmericaUndetermined

Smitt3nz AKA Rubber hacks chromeplay.com and dumps the records of 9000 users.https://web.archive.org/web/20190118013044/http://siph0n.in/exploits.php?id=4159United Kingdom of Great Britain and Northern IrelandUndetermined

The Anonsec collective hacks the Israel Missile Defense Association (imda.org.il) and dumps 2161 usernames and hashed passwordshttp://pastebin.com/qaqADFTHIsrael Undetermined

A hacker called Coldzer0 claims to have hacked Vbulletin.com and to have obtained the details of 479895 users.https://theadminzone.com/threads/vbulletin-com-forums-hacked.136961/page-5United States of AmericaUndetermined

A hacker known as Coldzer0 claims to have hacked the FoxIt Forum using a 0-day exploit.http://www.databreaches.net/vbulletin-foxit-software-forums-hacked-by-coldzer0-hundreds-of-thousands-of-users-info-stolen/United States of AmericaUndetermined

Stealth Falcon, an allegedly UAE-aligned actor, targeted UK-based jouranlist Rory Donaghy for espionage purposes.https://citizenlab.ca/2016/05/stealth-falcon/United Kingdom of Great Britain and Northern IrelandUnited Arab Emirates

A Pakistani hacker dubbed Virushacker defaces several colleges across Kolkata including: Mohan College, Maharaja Manindra College, and Anandamohan College.http://www.dnaindia.com/india/report-websites-of-several-kolkata-colleges-hacked-2140527India India

A Pakistani hacker dubbed Virushacker defaces several colleges across Kolkata including: Mohan College, Maharaja Manindra College, and Anandamohan College.http://www.dnaindia.com/india/report-websites-of-several-kolkata-colleges-hacked-2140527India India

A Pakistani hacker dubbed Virushacker defaces several colleges across Kolkata including: Mohan College, Maharaja Manindra College, and Anandamohan College.http://www.dnaindia.com/india/report-websites-of-several-kolkata-colleges-hacked-2140527India India

@PhotonicProton hacks mac-torrents.com and dumps nearly 95,000 records with usernames and hashed passwords.https://web.archive.org/web/20170420091917/https://siph0n.in/exploits.php?id=4156United States of AmericaUndetermined

An anonymous hacker hacks three Thailand e-commerce sites in a single shot and dumps approximately 5900 usernames and hashed passwords for each one of them. The sites are thaiind.com, pukpik.com, and ads.thaimisc.com.https://web.archive.org/web/20160910052744/http://siph0n.net/exploits.php?id=4152Thailand Undetermined

An anonymous hacker hacks three Thailand e-commerce sites in a single shot and dumps approximately 5900 usernames and hashed passwords for each one of them. The sites are thaiind.com, pukpik.com, and ads.thaimisc.com.https://web.archive.org/web/20160910161932/http://siph0n.net/exploits.php?id=4151Thailand Undetermined



A hacker dubbed mr.nsaany AKA @mr.nsaany hacks forums.phpfreaks.com and leaks the entire database (allegedly 173,000 users).http://www.databreaches.net/php-freaks-forum-database-hacked/United States of AmericaUndetermined

An anonymous hacker hacks three Thailand e-commerce sites in a single shot and dumps approximately 5900 usernames and hashed passwords for each one of them. The sites are thaiind.com, pukpik.com, and ads.thaimisc.com.https://web.archive.org/web/20160910080610/http://siph0n.net/exploits.php?id=4150Thailand Undetermined

A hacker calling himself NetherlandsMoDz claims to have hacked asialawhouse.com and dumps nearly 7,000 usernames and clear text passwords.https://web.archive.org/web/20151031213419/http://pastebin.com/nAzu3XkrIndia Undetermined

KelvinSecTeam hacks a subdomain of the Venezuelan Education Ministry and dumps 2,788 usernames and clear text passwords.https://web.archive.org/web/20160329170649/http://pastebin.com/xh93uwpNVenezuela (Bolivarian Republic of)Undetermined

In the name of OpMonsanto, the Anonymous hack a subdomain of the National Agriculture Library (nal.usda.gov) and leak personal details of staff and other users.https://www.hackread.com/opmonsanto-anonymous-hacks-national-agriculture-library/United States of AmericaUndetermined

13 million passwords appear to have been leaked from 000Webhost, a free service provider.http://www.forbes.com/sites/thomasbrewster/2015/10/28/000webhost-database-leak/?ss=SecurityLithuania Undetermined

British Gas contacts about 2,200 of its customers to warn them that their email addresses and account passwords are posted online. The company declares that the accounts come from an external source.http://www.bbc.com/news/technology-34663210United Kingdom of Great Britain and Northern IrelandUndetermined

Der Spiegel reports that Regin, the highly sophisticated state sponsored malware, has been discovered infecting the laptop computer of a head of the German Unit of the Federal Chancellery.http://arstechnica.com/tech-policy/2015/10/top-german-official-infected-by-highly-advanced-spy-trojan-with-nsa-ties/Germany United States of America

Emergence Health Network(EHN) notifies 11,100 patients of an unauthorized access of a server containing protected health information.http://www.databreaches.net/tx-emergence-health-network-notifies-11100-mental-health-patients-of-possible-phi-breach/United States of AmericaUndetermined

The Wichita, Kansas public school system is investigating a possible hacking attempt on one of its networks that took place on Oct. 23.https://www.scmagazine.com/home/security-news/wichita-schools-investigates-possible-cyber-attack/United States of AmericaUndetermined

The Lebanese branch of the Anonymous defaces several Lebanon government websites.https://twitter.com/TheLebaneseHive/status/658410544043589632Lebanon Lebanon

An anonymous hacker hacks amzreviewtrader.com and dumps nearly 2500 usernames and clear text passwords.https://web.archive.org/web/20160601034527/http://siph0n.net/exploits.php?id=4125United States of AmericaUndetermined

In name of #OpSingleGateway (Thai government's single gateway plan) the Anomymous take down the website of CAT Telecom Pcl, and leaks some data allegedly stolen from the Telco company website.https://www.hackread.com/anonymous-targets-thai-govt-telecom-firm/Thailand Undetermined

A collective affiliated with the Anonymous called Anonymous R4BIA Team takes down several Egyptian government websites including the Egyptian Presidency website, the Cabinet Decision Support Center (CDSC), the Ministry of Tourism, Ministry of Planning, and others.https://www.hackread.com/anonymous-hacks-egyptian-presidency-website/Egypt Egypt
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A Tunisian Muslim group dubbed Fallaga Team defaces the website of the Film Federation of India (filmfed.org) to protest against the killing of Muslims in Myanmar.https://www.jstor.org/stable/resrep09465.5?seq=6#metadata_info_tab_contentsIndia Undetermined

The Essex Police Twitter Account (@EssexPoliceUK) is hacked and posts a bogus tweet directing the user to a page hosting an offensive picture.http://www.theguardian.com/uk-news/2015/oct/23/essex-police-apologise-after-hackers-hijack-twitter-accountUnited Kingdom of Great Britain and Northern IrelandUndetermined

TalkTalk, a UK phone and broadband provider, warns its 4 million customers that attackers could have gained access to their names, addresses, credit card and bank details, dates of birth, phone numbers, email addresses and TalkTalk account information. https://www.bbc.com/news/uk-34717572United Kingdom of Great Britain and Northern IrelandUndetermined

A threat actor attempted to compromise the networks of the Dutch Safety Board, the group charged with investigating the crash of Malaysia Airlines Flight 17, which crashed in Ukraine.https://blog.trendmicro.com/trendlabs-security-intelligence/pawn-storm-targets-mh17-investigation-team/NetherlandsRussian Federation

A hacker, who goes by the name sgtbilko420, takes down several websites affiliated with the KKK and online stores selling racist paraphernalia. Targets include the KKK, the Westboro Baptist Church, a site linked to the Islamic State and even Steven Harper.http://www.wired.co.uk/news/archive/2015-10/22/anonymous-hacker-takedown-racist-websitesCanada United States of America
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South Korea's intelligence agency reports that North Korean hackers accessed servers belonging to the Blue House, the executive office of South Korea, and stole data from computers belonging to members of the nation's legislature.https://www.scmagazine.com/home/security-news/north-korean-hackers-breach-south-koreas-executive-office-servers/Korea (the Republic of)Afghanistan

A hacker, who goes by the name sgtbilko420, takes down several websites affiliated with the KKK and online stores selling racist paraphernalia. Targets include the KKK, the Westboro Baptist Church, a site linked to the Islamic State and even Steven Harper.http://www.wired.co.uk/news/archive/2015-10/22/anonymous-hacker-takedown-racist-websitesUnited States of AmericaUnited States of America

An undisclosed number of individuals are notified that unauthorized access was gained to EyeBuyDirect's website and personal information, including payment card data, may have been compromised.https://www.scmagazine.com/home/opinions/blogs/the-data-breach-blog/eyebuydirect-announces-website-breach-payment-cards-affected/United States of AmericaUndetermined

Another episode of the Cyber War between India and Pakistan: a group of Pakistani hackers dubbed Team Pak Cyber Experts defaces the official website of the Passport Office Kolkata (passportofficekolkata.in).https://www.incpak.com/world/official-website-of-passport-office-kolkata-hacked-by-pakistani-hackers/India Pakistan

And this is the example of a website hacked exploiting a Magento Vulnerability: a hacker dubbed ph1k3 hacks gobol.in and claims to have exploited a Magento vulnerability.https://web.archive.org/web/20151026165141/http://siph0n.net/exploits.php?id=4122India Undetermined

A threat actor compromised government networks affiliated with members of the South Korean parliament. The threat actor, believed to be North Korea, also attempted to compromise the Foreign Ministry, Defense Ministry, and the Blue House.https://www.upi.com/Top_News/World-News/2015/10/20/Spy-agency-North-Korea-hackers-stole-sensitive-South-Korean-data/9041445353950/Korea (the Republic of)Afghanistan
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In the name of #OpKillingBay, the online protest against the dolphin slaughter, the Anonymous take down the two main Japanese Airports: Narita International Airport (www.narita-airport.jp) and Chubu Centrair International Airport (www.centrair.jp).https://www.hackread.com/op-killingbay-anonymous-attacks-japanese-airports/Japan Undetermined

A teen hacker with the nickname CWA claims to have hacked an AOL e-mail account belonging to John Brennan, the director of the CIA. The attacker claims to have obtained sensitive documents and releases a small spreadsheet with alleged personal information.http://nypost.com/2015/10/18/stoner-high-school-student-says-he-hacked-the-cia/United States of AmericaUnited States of America

In the name of #OpKillingBay, the online protest against the dolphin slaughter, the Anonymous take down the two main Japanese Airports: Narita International Airport (www.narita-airport.jp) and Chubu Centrair International Airport (www.centrair.jp).https://www.hackread.com/op-killingbay-anonymous-attacks-japanese-airports/Japan Undetermined

Woods Hole Oceanographic Institution declares to have suffered a "sophisticated, targeted attack" thatÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â• allegedly originated from China. The breach turns out to have started back in February 2013.http://qz.com/526287/one-of-americas-premier-research-institutions-was-hacked-and-the-signs-point-to-china/United States of AmericaUndetermined

An undisclosed number of individuals are being notified that an attack may have compromised credit and debit cards used between October 2014 and February 2015 at the front desk of the Reno, Nevada-based Peppermill Resort Spa Casino.https://www.scmagazine.com/home/opinions/blogs/the-data-breach-blog/payment-card-breach-at-peppermill-resort-spa-casino-in-reno/United States of AmericaUndetermined

Yellowfront Grocery in Damariscotta, Maine, notifies its customers via Facebook that it had experienced a point-of-sale (POS) breach on Oct 23.https://www.scmagazine.com/home/opinions/blogs/the-data-breach-blog/maines-yellowfront-grocery-hit-by-breach-other-stores-may-be-affected/United States of AmericaUndetermined

Bloomberg reveals that the web page of the Permanent Court of Arbitration in The Hague was comporomised with malware in July, during the the third day of the hearing on the territorial dispute in the South China. Suspects are directed to China.https://www.bloomberg.com/news/articles/2015-10-15/chinese-cyber-spies-fish-for-enemies-in-south-china-sea-disputeNetherlandsUndetermined

Account details of some 600 Electronic Arts (EA) customers are apparently leaked on Pastebin. The company has yet to confirm that the leak is genuine, but they are "taking steps to secure any account that has an EA or Origin user ID that matches the usernames on this list."http://www.csoonline.com/article/2993909/data-breach/data-dump-suggests-possible-breach-at-electronic-arts.htmlUnited States of AmericaUndetermined

An Islamist hacker called Abdellah Elmaghribi defaces Adult Magazine, an online blog about graduate students having sex.http://gawker.com/islamist-terrorists-hack-pretentious-brooklyn-sex-zine-1736775518United States of AmericaUnited States of America

The Belgian branch of the Anonymous collective takes down the official websites of Belgian Prime Minister Charles Michel, the Brussels parliament and the website of the Federal Public Service of the Interior.https://www.hackread.com/anonymous-targetes-belgian-govt-websites/Belgium Belgium

HTGzSecurity hacks ricsasia.org (Royal Institution of Chartered Surveyors) and dumps 3,410 records.https://twitter.com/An0nBlank/status/654266850046554112United Kingdom of Great Britain and Northern IrelandUndetermined
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Malwarebytes discloses in a blog post that the "sophisticated" attack, previously documented as targeting eBay and Yahoo, has now turned its attention to the Daily Mail, a popular UK-based news publication which accounts for millions of monthly visitors.http://www.zdnet.com/article/angler-targets-156-million-uk-daily-mail-readers-in-malvertising-spree/United Kingdom of Great Britain and Northern IrelandUndetermined

A hacker going with the online handle of Kuroi SH defaces several domains of the United States-based Uniformed Services University and leaks 2014 login credentials online.https://www.hackread.com/uniformed-services-university-domain-hacked/United States of AmericaUndetermined

Another charity store hacked: America's Thrift Stores, an organization that operates donations-based thrift stores throughout the southeast United States, says to have been the victim of a malware-driven security breach.http://krebsonsecurity.com/2015/10/credit-card-breach-at-americas-thrift-stores/United States of AmericaUndetermined

Sally-Anne Jones, a well known ISIS supporter, through her Twitter account Umm Hussain Britaniya, leaks the addresses of Army Sgt. Dillard Johnson, and Navy SEAL Rob O'Neill, urging lone-wolf terrorists in the U.S. to take them down.http://www.nydailynews.com/news/national/isis-fanatic-leaks-addresses-decorated-u-s-soldiers-article-1.2391942United States of AmericaSyrian Arab Republic
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A new breach targeting Dow Jones & Co. Bloomberg reveals that a group of Russian hackers infiltrated the servers and stole information to trade on before it became public. The probe began at least a year ago.http://www.bloomberg.com/news/articles/2015-10-16/russian-hackers-of-dow-jones-said-to-have-sought-trading-tipsUnited States of AmericaUndetermined

A crew of hackers called Comcastkids hacks shopatsullivan.com and dumps more than 10,000 accounts.https://web.archive.org/web/20160911020913/http://siph0n.net/exploits.php?id=4110United States of AmericaUndetermined

Six of the most successful FIFA video gamers to feature on YouTube are targeted by cyber-thieves, who are able to steal millions of FIFA coins, the in-game currency, and delete valuable players. The attackers are thought to have convinced manufacturer EA to transfer their victims' Origin accounts to email addresses the hackers controlled.http://www.bbc.co.uk/news/technology-34442322United Kingdom of Great Britain and Northern IrelandUndetermined
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Six of the most successful FIFA video gamers to feature on YouTube are targeted by cyber-thieves, who are able to steal millions of FIFA coins, the in-game currency, and delete valuable players. The attackers are thought to have convinced manufacturer EA to transfer their victims' Origin accounts to email addresses the hackers controlled.http://www.bbc.co.uk/news/technology-34442322United Kingdom of Great Britain and Northern IrelandUndetermined

Two Brazilian hackers deface two government-owned domains. The target is the Brazilian Institute of Research and Development in Astronomy, Geophysics and Metrology of Time and Frequency, which has two of its domains defaced (intranet.on.br and euler.on.br).https://www.hackread.com/brazilian-hackers-question-corruption-nsa-snooping/Brazil Brazil

Six of the most successful FIFA video gamers to feature on YouTube are targeted by cyber-thieves, who are able to steal millions of FIFA coins, the in-game currency, and delete valuable players. The attackers are thought to have convinced manufacturer EA to transfer their victims' Origin accounts to email addresses the hackers controlled.http://www.bbc.co.uk/news/technology-34442322United Kingdom of Great Britain and Northern IrelandUndetermined

The New York Times reveals that months before its technology became the centerpiece of Samsung's new mobile payment system, LoopPay, a small Massachusetts subsidiary of the South Korean electronics giant, was the target of a sophisticated attack by a group known as the Codoso Group.http://www.nytimes.com/2015/10/08/technology/chinese-hackers-breached-looppay-a-contributor-to-samsung-pay.html?_r=0United States of AmericaChina

The Kennebec County phone system is hacked topping 2,100 calls in a weekend.https://www.centralmaine.com/2015/10/06/kennebec-countys-phone-system-hacked-over-weekend/United States of AmericaUndetermined

Th3 Ap3x from Anonsec hacks windsormed.org and dumps over 6000 records with student information.https://web.archive.org/web/20151026171947/http://siph0n.net/exploits.php?id=4097United Kingdom of Great Britain and Northern IrelandUndetermined

Foreign-exchange broker FXCM privately informs clients to have suffered a data breach and that the attackers have been able to steal funds from some accounts.http://news.softpedia.com/news/hackers-breach-fxcm-currency-broker-initiate-illegal-transactions-493663.shtmlUnited States of AmericaUndetermined

Palestinian hackers identifying themselves as "Anoncoders," deface Radio Tel Aviv's website (102fm.co.il), uploading a message that states: "We are always here to punish you." http://www.ynetnews.com/articles/0,7340,L-4707155,00.htmlIsrael Israel

NetPirates hack bharatlaws.com and dump over 10,000 usernames and clear text passwords.https://web.archive.org/web/20151026172538/http://siph0n.net/exploits.php?id=4096India Undetermined

A threat actor compromised networks associated with Seoul's subway system.http://www.koreaherald.com/view.php?ud=20151005001125Korea (the Republic of)Afghanistan

The Financial Times reveals that Russian military intelligence agents launched a 2015 cyber attack on UK-based TV station the Islam Channel, giving the Kremlin-backed hackers complete control over the broadcaster's computer networks and infrastructure.https://www.ft.com/content/c35aaea2-c8b5-11e8-ba8f-ee390057b8c9United Kingdom of Great Britain and Northern IrelandRussian Federation

A group of Indian hackers calling themselves Hell Shield Hackers defaces a Pakistani government website called Municipal Services Program Khyber Pakhtunkhwa (Khyber Paktunkhwa is a province in Pakistan) (www.mspkp.gov.pk) apparently in retaliation against Pakistani hackers.http://www.dnaindia.com/india/report-indo-pak-cyber-war-indian-hackers-deface-pakistani-website-2131410Pakistan Pakistan

Premium retailer David Jones says its website hasÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â been hacked and private customerÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â dataÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â stolen.https://www.abc.net.au/news/2015-10-02/david-jones-computer-system-hacked-customer-details-stolen/6824170Australia Undetermined

The American Bankers Association (ABA), based in Washington, D.C., notifies more than 6,000 ABA shopping cart users of a breach that exposed their personal information.https://associationsnow.com/2015/10/american-bankers-association-data-breach/United States of AmericaUndetermined

Patreon, the website that allows people to maintain regular donations to a website, an artist, or project, announces to have suffered a security breach. The site says some registered names, e-mail addresses, and mailing addresses were accessed after someone managed to access a debug version of the site.http://arstechnica.com/security/2015/10/gigabytes-of-user-data-from-hack-of-patreon-donations-site-dumped-online/United States of AmericaUndetermined

Hackers break into a server and make off with names, driver license numbers, and other personal information belonging to more than 15 million US consumers who applied for cellular service from T-Mobile. The breach is the result of an attack on a database maintained by credit-reporting service Experian, which was contracted to process credit applications for T-Mobile customers.http://arstechnica.com/security/2015/10/highly-personal-data-for-15-million-t-mobile-applicants-stolen-by-hackers/United States of AmericaUndetermined

The Mexican government is suspected of using NSO Group spyware to compromise the personal devices of journalists, lawyers, activists, scientists, politicians, and civil society organizations. One of the victims is Karla Micheel Salas, a lawyer who represents the families of the victims of the 2015 Narvarte killings.https://citizenlab.ca/2017/08/lawyers-murdered-women-nso-group/Mexico Undetermined

A hacker known under the moniker Exfocus takes down the IT infrastrucutre of Rutgers University.http://news.softpedia.com/news/despite-new-equipment-rutgers-university-goes-down-after-ddos-attack-493155.shtmlUnited States of AmericaMexico

KelvinSecTeam hacks seniat.gov.ve and dumps 1,651 users with clear text passwords.https://web.archive.org/web/20160326075439/http://pastebin.com/C17sguxMVenezuela (Bolivarian Republic of)Undetermined

The Trump Hotel Collection acknowledges a malware infection across the United States and Canada, potentially stealing customer credit card data for an entire year. The list of hotels includes two locations in New York and one in each of the following cities: Chicago, Honolulu, Las Vegas, Toronto, and Miami.http://money.cnn.com/2015/09/30/technology/trump-hotels-hack/United States of AmericaUndetermined

0x0D1337 hacks dutchwow.com (a private World of Warcraft server) and dumps 3,917 records containing usernames and hashed passwords.https://web.archive.org/web/20151026172528/http://siph0n.net/exploits.php?id=4088NetherlandsUndetermined

Australian discount homewares chain Kmart is under investigation, following a data breach that occurred in early September which saw the personal details of its online customers hacked.https://www.smh.com.au/business/companies/kmart-online-customers-information-hacked-in-security-breach-20151001-gjyoxe.htmlAustralia Undetermined

In the name of #OpBankDump, Ghost Italy, a local cell of the Anonymous collective, hacks Banca Intesa and Unipol Banca, and leaks several databases, mainly related to external contractors. They also deface the main pages of the banks.http://www.repubblica.it/tecnologia/2015/09/28/news/anonymous_opbankdump_unipol_intesa-123815381/?ref=HRER2-1Italy Italy
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A Pakistani hacker dubbed Pakistan Zindabad defaces two websites belonging to the Kerala Government.http://www.inquisitr.com/2451705/indian-hackers-deface-over-40-pakistani-websites-hours-after-two-indian-government-portals-were-hacked/India Undetermined

The employee records of a number of University of Calgary staff members are fraudulently accessed, and banking records altered, during an "isolated breach".http://calgary.ctvnews.ca/police-investigate-security-breach-of-university-of-calgary-s-peoplesoft-system-1.2583492Canada Undetermined

The Big Blue Bus alerts customers of a potential data breach related to the NextBus program.http://smdp.com/data-breach-involves-big-blue-bus-customers/151000United States of AmericaUndetermined

As part of their vendetta against the Canadian government, hackers claiming to belong to the Anonymous collective leak another high-level confidential federal document, this time from the Department of Foreign Affairs.http://news.nationalpost.com/news/canada/anonymous-leaks-another-high-level-federal-document-as-part-of-vendetta-against-governmentCanada Undetermined

Multiple sources in the banking industry say they have traced a pattern of credit card fraud that suggests hackers have compromised point-of-sale registers in gift shops and restaurants at a large number of Hilton Hotel and franchise properties across the United States.http://krebsonsecurity.com/2015/09/banks-card-breach-at-hilton-hotel-properties/United States of AmericaUndetermined

North Oldham High School alerts 2,800 current and former students that a data breach earlier this month could have exposed their names, social security numbers and other personal information after a school computer falls victim to a drive-by attack.http://www.courier-journal.com/story/news/education/2015/09/25/n-oldham-high-data-breach-could-affect-2800/72812598/United States of AmericaUndetermined

Frank J. Martin Company notifies an undisclosed number of individuals who made purchases on the Padlocks4Less website that their personal information, including payment card data, may have been accessed without authorization.https://www.scmagazine.com/home/opinions/blogs/the-data-breach-blog/padlocks4less-website-possibly-compromised-payment-cards-at-risk/United States of AmericaUndetermined

The Mexican government is suspected of using NSO Group spyware to compromise the personal devices of journalists, lawyers, activists, scientists, politicians, and civil society organizations. One of the victims is David PeÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â±a, a lawyer who represents the families of the victims of the 2015 Narvarte killings.https://citizenlab.ca/2017/08/lawyers-murdered-women-nso-group/Mexico Undetermined

Imgur, the photo-sharing website, is exploited in a distributed denial-of-service (DDoS) attack on the popular imageboards 4chan and 8chan. https://blog.malwarebytes.com/cybercrime/2015/09/imgur-abused-in-ddos-attack-against-4chan/United States of AmericaUndetermined
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The NetPirates hack dresscloud.pl and dump 5,269 usernames and hashed passwords.https://web.archive.org/web/20151026171936/http://siph0n.net/exploits.php?id=4076Poland Undetermined

The website of the Philippines' National Telecom Commission (NTC), ntc.gov.ph, is defaced by the local branch of the Anonymous in a form of protest against the slow local Internet connection speed.http://news.softpedia.com/news/anonymous-defaces-philippines-telecom-commission-website-protesting-slow-internet-speeds-492336.shtmlPhilippinesUndetermined

Yet another high-profile website victim of a malvertising campaign. This time the target is realtor.com, a popular real estate website ranked third in its category with an estimated 28 million monthly visits.https://blog.malwarebytes.org/malvertising-2/2015/09/malvertising-attack-hits-realtor-com-visitors/United States of AmericaUndetermined

A group of hackers that calls itself "Hack for Trump"ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â• claims to have hacked the website of Fidelity Group and threaten it would make the stolen data public unless Fidelity pays $30,000. https://www.caymancompass.com/2015/09/18/fidelity-bank-hacked-and-blackmailed/Cayman IslandsUndetermined

APEGA, the body that regulates engineers and geologists in Alberta reports a "significant data breach" when all the names and email addresses of its 75,000 members are given to an unknown party as a result of a phishing event.https://www.canadianconsultingengineer.com/engineering/hackers-steal-e-mails-from-alberta-engineering-association/1003401059/Canada Undetermined

The w0rm hacking crew, operators of a forum of the same name, have attacked a rival gang, Monopoly, and offer the database of their rivals for sale on their forum.https://news.softpedia.com/news/w0rm-hacking-crew-hacks-another-hacking-group-and-puts-their-data-up-for-sale-492163.shtmlUndeterminedRussian Federation

Red Hat reveals to have suffered an intrusion on the sites of both the Ceph community project (ceph.com) and Inktank (download.inktank.com) that resulted in signed code being accessed.http://www.theregister.co.uk/2015/09/18/intrusion_at_cephcom_makes_for_red_faces_at_red_hat/United States of AmericaUndetermined

An individual or group claiming to be the hacktivist collective Anonymous shuts down all websites operated by Embarcadero Media Group, which runs several community newspapers in the Bay Area. https://www.sanjoseinside.com/news/embarcadero-media-group-websites-hacked-by-anonymous/United States of AmericaUndetermined
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ElliotAlderson hacks asankadr.az and dumps 5,926 usernames and hashed passwords.https://web.archive.org/web/20151026172502/http://siph0n.net/exploits.php?id=4063AzerbaijanUndetermined

An individual or group claiming to be the hacktivist collective Anonymous shuts down all websites operated by Embarcadero Media Group, which runs several community newspapers in the Bay Area. https://www.sanjoseinside.com/news/embarcadero-media-group-websites-hacked-by-anonymous/United States of AmericaUndetermined



Kettering General Hospital reveals that its email system is compromised by a Russian hacking group, that used it to send spam.https://www.scmagazineuk.com/exclusive-kettering-general-hospital-investigating-email-data-breach/article/1479425United Kingdom of Great Britain and Northern IrelandUndetermined

Oakland Family Services, reveals the details of a security breach that could have affected 16,000 clients in the area. An unknown person gained access to the email account of an employee in July, which resulted in the potential viewing of protected health information.https://www.scmagazine.com/home/opinions/blogs/the-data-breach-blog/oakland-family-services-notifies-16k-clients-of-information-breach/United States of AmericaUndetermined

The NetPirates hack the Malabar Institute of Medical Sciences (mimsindia.com) and dump 6,709 usernames and clear text passwords.https://web.archive.org/web/20151026171921/http://siph0n.net/exploits.php?id=4054India Undetermined

The creator of digital library and whistle-blowing site Cryptome.org, John Young, revokes his PGP key pairs after learning they were compromised.http://www.theregister.co.uk/2015/09/16/cryptome_revokes_pgp_keys_after_mysterious_compromise/United States of AmericaUndetermined

Milestone Hospitality Management notifies an undisclosed number of guests who stayed at the Holiday Inn Harrisburg/Hershey that malware may have compromised their credit card information.https://www.scmagazine.com/home/opinions/blogs/the-data-breach-blog/malware-targets-credit-cards-used-at-pennsylvania-holiday-inn/United States of AmericaUndetermined

Forbes is notified of a malvertising campaign on its website running from 8 to 15 September. The company states to have removed the offending ads.http://www.forbes.com/sites/thomasbrewster/2015/09/22/forbes-website-served-malware/?ss=SecurityUnited States of AmericaUndetermined

The Kremlin's official website falls under a massive DDoS attack. The attack is carried out simultaneously with another attack that reportedly targeted the website of the Russian Electoral Commission. Both of the attacks occuer on national Election Day.https://www.rt.com/politics/315338-hacker-attack-kremlin-website/Russian FederationUndetermined

A hacker called Kyfx hacks a subdomain of the Kumoh National Institute of Technology and dumps 1,448 usernames and clear text passwords.http://pastebin.com/6SCzVT98Korea (the Republic of)Undetermined

The Telegraph reveals that jihadists in Syria hacked into UK ministerial email accounts in a sophisticated espionage operation uncovered by GCHQ.https://economictimes.indiatimes.com/news/international/world-news/is-hackers-targeted-email-accounts-of-top-uk-ministers-report/articleshow/48945509.cms?from=mdrUnited Kingdom of Great Britain and Northern IrelandJapan

A small group of students from Penrith High School have allegedly used a teacher's login credentials to access a Department of Education computer system that contains students' assessment marks.http://www.zdnet.com/article/western-sydney-students-access-department-computer-system/Australia Undetermined

The Dhaka University website is defaced by hacker called Cyber-71.http://bdnews24.com/bangladesh/2015/09/11/dhaka-university-website-still-down-authorities-claim-hacker-markedBangladeshBangladesh

Health insurance company Excellus declares that hackers broke into its servers and may have obtained the personal details of 10.5 million people. The information belongs to customers who lived in or sought treatment in the upstate New York area.http://www.theregister.co.uk/2015/09/10/excellus_breach/United States of AmericaUndetermined

Hackers infiltrated the Pentagon food court's computer system, compromising the bank data of an unknown number of employees.http://www.washingtonexaminer.com/pentagon-food-court-computers-hacked-exposing-employees-bank-information/article/2571606United States of AmericaUndetermined

Consumer electronics company Mohu notifies approximately 2,500 customers that credit card information and other data was compromised during an attack on the www.gomohu.com website.https://www.scmagazine.com/home/opinions/blogs/the-data-breach-blog/about-2500-customer-credit-cards-affected-in-mohu-website-breach/United States of AmericaUndetermined

Rubber AKA @smitt3nz hacks 9 dating websites in a row and dumps a total of 7,764 usernames and clear text passwords.https://web.archive.org/web/20151016140639/http://siph0n.in/exploits.php?id=4033UndeterminedUndetermined
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Rubber AKA @smitt3nz hacks 9 dating websites in a row and dumps a total of 7,764 usernames and clear text passwords.https://web.archive.org/web/20151016140639/http://siph0n.in/exploits.php?id=4033UndeterminedUndetermined

The same attacker who took down the Manchester Police earlier this month, also takes down the website of the Essex Police.http://www.theregister.co.uk/2015/09/04/essex_police_ddos/United Kingdom of Great Britain and Northern IrelandUndetermined

Mozilla reveals that an attacker stole security-sensitive vulnerability information from the Mozilla's Bugzilla bug tracking system and probably used it to attack Firefox users. The attacker may have had access since September 2013.http://arstechnica.com/security/2015/09/mozilla-data-stolen-from-hacked-bug-database-was-used-to-attack-firefox/United States of AmericaUndetermined

The University of New South Wales (UNSW), one of Australia's top universities has images of a porn star and other inappropriate content shared on its Facebook page.https://au.news.yahoo.com/nsw/a/29443937/university-facebook-page-flooded-with-soft-porn-in-embarrassing-hack/Australia Undetermined

Rubber AKA @smitt3nz hacks 9 dating websites in a row and dumps a total of 7,764 usernames and clear text passwords.https://web.archive.org/web/20151016140639/http://siph0n.in/exploits.php?id=4033UndeterminedUndetermined

In the same wave of attacks, the same attacker also claims responsibility for taking down the website of Manchester Airport (manchesterairport.co.uk).http://home.bt.com/news/uk-news/greater-manchester-police-website-targeted-by-hacker-11364001567404United Kingdom of Great Britain and Northern IrelandUndetermined

The website of Greater Manchester Police in the UK (gmp.police.uk) is hit by two DDoS attacks. A Twitter account going by the handle @n0w1337 claims responsibility for the attack.http://www.infosecurity-magazine.com/news/manchester-uks-website-knocked/United Kingdom of Great Britain and Northern IrelandUndetermined

Hackers claiming to be part of Islamic State deface the Wayne County Board of Education website (boe.wayn.k12.wv.us).https://www.register-herald.com/news/wayne-boe-website-hacked-by-group-saying-its-tied-to-islamic-state/article_c175e134-a695-5a59-8ed1-c3bbdb03d2d6.htmlUnited States of AmericaUnited States of America

Hawaii First Federal Credit Union notifies an undisclosed number of customers that an unauthorized individual may have gained access to an employee's email account, and could have accessed personal information.https://www.scmagazine.com/home/opinions/blogs/the-data-breach-blog/hawaii-credit-union-notifies-customers-of-employee-email-breach/United States of AmericaUndetermined

Two hackers dubbed ConnectingFriend and KheXan rOot hack askmebazaar.com and dump 2,105 user records.https://pastebin.com/eEN0NVuMIndia Undetermined

The Lizard Squad takes down the official website of UK's National Crime Agency (nationalcrimeagency.gov.uk).http://arstechnica.com/security/2015/09/lizard-squad-launches-ddos-against-uk-law-enforcement-agency/United Kingdom of Great Britain and Northern IrelandUndetermined

Olympia Hotel Management, which manages Maine-based Brunswick Hotel & Tavern, notifies an undisclosed number of guests that malware was discovered on the hotel's computer systems and payment card information could be at risk (2,600 guests were impacted).https://www.scmagazine.com/home/opinions/blogs/the-data-breach-blog/malware-on-maine-hotel-computer-targets-guest-payment-cards/United States of AmericaUndetermined

Marion Bowman, a top former FBI lawyer and U.S. counterintelligence official, reveals that alleged Chinese hackers penetrated his home computer last spring.http://www.newsweek.com/china-hackers-fbi-marion-bowman-367451United States of AmericaUndetermined

The Mexican government is suspected of using NSO Group spyware to compromise the personal devices of journalists, lawyers, activists, scientists, politicians, and civil society organizations. One of the victims is Emilio Aristegui, the son of a prominent journalist. He was a minor at the time of the targeting.https://citizenlab.ca/2017/06/reckless-exploit-mexico-nso/United States of AmericaUndetermined

Utah Food Bank notifies the donors of an access into its website by an unauthorized individual who could have gained access to personal data of more than 10,000 donors.http://www.databreaches.net/utah-food-bank-security-breach-exposed-thousands-of-donors-info-since-october-2013/United States of AmericaUndetermined

The Michigan Catholic Conference notifies more than 10,000 employees, that their personal information has been compromised by an unknown hacker who could also have obtained their personal information.http://www.databreaches.net/michigans-catholic-workers-are-latest-cyber-victims/United States of AmericaUndetermined

NetPirates AKA @TheNetShip hack ecaytrade.com and dump about 50K usernames and hashed passwords.https://www.caymancompass.com/2015/08/28/thousands-of-users-affected-by-ecay-trade-hack/Cayman IslandsUndetermined

Mumsnet is hit by a new wave of DDoS attacks.https://www.scmagazineuk.com/mumsnet-hit-again-time-stronger-series-attacks/article/1479760United Kingdom of Great Britain and Northern IrelandUndetermined

www.secamblive.nhs.uk, a UK National Health Service (NHS) site on which the organisation posts patients' stories describing their experience with illness is defaced by Moroccanwolf, as an act of protest regarding Western governments' lack of humanitarian actions in Syria.http://www.theregister.co.uk/2015/08/26/nhs_site_defaced_with_screed_protesting_syrian_conflict/United Kingdom of Great Britain and Northern IrelandUnited Kingdom of Great Britain and Northern Ireland

Code repository Github is the victim of a massive DDoS attack. The site is likely targeted  because of software projects hosted on the site that have allowed Chinese Internet users to bypass the Great Firewall's packet filtering and inspection tools.https://threatpost.com/github-mitigates-ddos-attack/114403United States of AmericaUndetermined

Totally Promotional, an internet seller of imprinted promotional products, notifies an undisclosed number of customers that attackers forced their way into its systems and gained access to some customer payment card data and other information.https://www.scmagazine.com/home/opinions/blogs/the-data-breach-blog/totally-promotional-attack-compromises-payment-cards-other-data/United States of AmericaUndetermined

JM511 dumps some data from the University of California at Los Angeles (UCLA) after allegedly warning the university twice. The attacker also warns other universities of possible vulnerabilities including: Western Governor's University in Utah, the University of Minnesota, DePaul University, and Northern Illinois University.http://www.databreaches.net/more-american-universities-hacked-by-jm511/United States of AmericaUndetermined
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JM511 dumps some data from the University of California at Los Angeles (UCLA) after allegedly warning the university twice. The attacker also warns other universities of possible vulnerabilities including: Western Governor's University in Utah, the University of Minnesota, DePaul University, and Northern Illinois University.http://www.databreaches.net/more-american-universities-hacked-by-jm511/United States of AmericaUndetermined

Mr.Xpr!, an Iranian hacker fromÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â Iran Hack Security Team defaces the official website of theÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â Royal Saudi Air Force (http://rsaf.gov.sa).https://www.hackread.com/saudi-airforce-hacked-iranian-hackers/Saudi ArabiaSaudi Arabia

In name of #OpCustoms, a group of hackers takes down the Philippine Bureau of Customs (customs.gov.ph). The hackers come from Anonymous-affiliated groups Pinoy LulzSec, Elite Cyber Security and MCA and PHU DDOS Squad.http://philippineitnewsandservices.blogspot.com/2015/08/philippines-bureau-of-customs-dozed-by.htmlPhilippinesPhilippines

JM511 dumps some data from the University of California at Los Angeles (UCLA) after allegedly warning the university twice. The attacker also warns other universities of possible vulnerabilities including: Western Governor's University in Utah, the University of Minnesota, DePaul University, and Northern Illinois University.http://www.databreaches.net/more-american-universities-hacked-by-jm511/United States of AmericaUndetermined

JM511 hacks AutoZonePro.com and dumps 49,967 customers' details: billing addresses (street and city), email addresses, hashed passwords, telephone numbers, customers' cities, and dates of birth. The attacker claims to have obtained a total of 162,000+ records.http://www.databreaches.net/50000-autozone-customers-data-hacked-exposed/United States of AmericaUndetermined

The website of the Karnataka State Higher Education Council (kshec.ac.in) is defaced by a group that calls itself Clinkz48.http://timesofindia.indiatimes.com/city/bengaluru/Website-of-Karnataka-Higher-Education-Council-hacked/articleshow/48598086.cms?India Undetermined

In name of #OperationSA and #OpMonsanto, the Anonymous hack the South African government contractor State Information Technology Agency (sita.co.za) and leak its entire database.https://www.hackread.com/opmonsanto-anonymous-hacks-south-african-govt/South AfricaUndetermined

The University of Rhode Island (URI.edu) notifies former and current students of of an incident involving the inappropriate collection, and possible use, of information related to some URI email accounts by an external individual.http://web.uri.edu/publicsafety/data-security-issue/United States of AmericaUndetermined

The Mexican government is suspected of using NSO Group spyware to compromise the personal devices of journalists, lawyers, activists, scientists, politicians, and civil society organizations. One of the victims is Carlos Loret de Mola, a journalist and on-air personality who reported on the alleged cover-up of a massacre in western Mexico.https://citizenlab.ca/2017/06/reckless-exploit-mexico-nso/Mexico Undetermined

A group of Turkish hackers going with the online handles ofÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â RootDevilz, Jonturk75 and Bozkurt97 deface the official website of UNICEF India (unicef.in) and post a message against China, US, UN, EU and Israel.https://www.hackread.com/unicef-india-website-turkish-hackers/India India



The name, address, and credit card information of approximately 93,000 customers of Web.com, a popular US-based provider of Internet services to small businesses, is compromised due to a breach of one of the company's computer systems.http://www.net-security.org/secworld.php?id=18783United States of AmericaUndetermined

An Internet troll with the nickname @DadSecurity takes down mumsnet.com and not happy with the result targets the portal co-founder Justine Roberts in a 'swatting' attack.http://www.independent.co.uk/news/uk/home-news/mumsnet-hack-founder-justine-roberts-targeted-in-swatting-attack-and-parenting-website-pushed-temporarily-offline-10461558.htmlUnited Kingdom of Great Britain and Northern IrelandUndetermined

Tianwang, a rights and citizen journalism website based in the southwestern Chinese province of Sichuan says its operations have been paralyzed by an external attack.http://www.rfa.org/english/news/china/rights-websites-hit-by-suspected-hacker-attack-great-firewall-blockade-08182015111603.htmlChina Undetermined

Avian and the Nepal Cyber Army hack the Nepal Department of Transportation (eproc.dor.gov.np) and dump 8,300 records with usernames and clear text passwords.https://doorsanchar.com/nepal-governments-website-hacked/Nepal Nepal

NetPirates AKA @TheNetShip hack The Hope Institute (makehope.org) and dump about 6000 usernames and hashed passwords (they claim to have retrieved an additional 5000 records).https://web.archive.org/web/20190118012353/http://siph0n.in/exploits.php?id=3990UndeterminedUndetermined

A hacker purportedly associated with the Anonymous collective claims to have hacked the Clayton Valley Charter High School and sends several internal documents via email.http://www.databreaches.net/ca-anonymous-responsible-for-clayton-valley-charter-high-computer-hack/United States of AmericaUndetermined

A hacker going with the handle ofÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â Mr.H4rD3n defaces the official website of theÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â Embassy of Azerbaijan in Russia (azembassy.ru).https://www.hackread.com/azerbaijan-embassy-russia-hacked-syria/AzerbaijanAzerbaijan

A computer hacker broke into a city of Henderson Web server and had access to data for nine days before being detected. However the city declared that no personal or sensitive information was compromised.https://www.reviewjournal.com/news/hacker-breaks-into-henderson-computer-server/United States of AmericaUndetermined

The University of Virginia announces to have been hit by a cyber attack allegedly originating from China.http://news.virginia.edu/content/uva-responds-cyber-attack-portions-it-systems-0United States of AmericaUndetermined

Fred's Inc. confirms that an unauthorized person gained access to two servers that process payment card data placing a malicious software capable of copying the payment card data.https://www.scmagazine.com/home/opinions/blogs/the-data-breach-blog/breach-affects-payment-cards-used-at-hundreds-of-freds-super-dollar-stores-in-14-states/United States of AmericaUndetermined

The University of Michigan's most popular Facebook pages: Michigan Football, Michigan Basketball, and Michigan Athletics are hacked by an unknown user that posts malicious messages.http://socialmedia.umich.edu/blog/hacked/United States of AmericaUndetermined
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OneBookShelf, the operator of websites that sell games and comics as PDFs and print-on-demand publications, notifies customers that it suffered a hacker attack that obtained some credit card information.http://icv2.com/articles/news/view/32291/credit-card-breach-onebookshelfUnited States of AmericaUndetermined

A group of Mexican hacktivists affiliated with the Anonymous collective defaces the website of the Mexican Ministry of Communications and Transportation (mexicoconectado.gob.mx) in retaliation for the murder of the Mexican photojournalist RubÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ‚Â¢ÃƒÂ¢'Ã‚Â¬ÃƒÂ‚Ã‚Â 'ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â©n Espinosa.https://www.hackread.com/anonymous-mexico-ruben-espinosa/Mexico Mexico

The personal details of up to 2.4 million customers may have been accessed after a division of Carphone Warehouse was hit by a cyberÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â attack. It also appears that a smokescreen DDoS attack was utilised to hide the attack.http://www.telegraph.co.uk/finance/newsbysector/epic/cpw/11794521/Carphone-Warehouse-hackers-used-traffic-bombardment-smokescreen.htmlUnited Kingdom of Great Britain and Northern IrelandUndetermined

TEAM (The Employment Agents Movement), the largest network of independent recruiters in the UK, is hit by a Saudi Arabian hacker that goes by the online handle JM511. The attacker dumps 1296 records.https://www.jstor.org/stable/resrep09464.5?seq=13#metadata_info_tab_contentsUnited Kingdom of Great Britain and Northern IrelandUndetermined

Hackers infiltrate the travel information video screens at a Brazilian bus station in the southern city of Curitiba, and replace arrival and departure times with hard-core porn.http://www.dailystar.com.lb/News/World/2015/Aug-08/310320-hackers-broadcast-porn-on-tv-screens-at-brazil-bus-depot.ashxBrazil Undetermined

The Associated Press shows evidence that some Ecuadorean opposition activists were hacked by Ecuador's domestic intelligence agency, with software tailor-made by Hacking Team. The only named victim is Dr. Carlos Figeuroa.https://apnews.com/6f41d49888174b45857d34511fda1caf/apnewsbreak-email-leak-suggests-ecuador-spied-oppositionEcuador Ecuador

Sabre Corp., which processes reservations for hundreds of airlines and thousands of hotels, confirm that its systems were breached recently. The company was probably  hacked as part of the same wave of attacks that targeted insurer Anthem Inc. and the U.S. military.http://www.bloomberg.com/news/articles/2015-08-07/american-airlines-sabre-said-to-be-hit-in-hacks-backed-by-chinaUnited States of AmericaUndetermined

American Airlines Group Inc., the world's biggest carrier, announces that an investigation is ongoing to verify whether the same attackers who targeted Sabre had entered its computers.http://www.bloomberg.com/news/articles/2015-08-07/american-airlines-sabre-said-to-be-hit-in-hacks-backed-by-chinaUnited States of AmericaUndetermined

A couple of hackers dubbed PH1K3 and z0x hack Hemmakvall.se (a Swedish video store chain) and dump the details of approximately 47,000 users.http://www.dn.se/ekonomi/hemmakvall-hackat-50000-kunders-uppgifter-pa-vift/Sweden Undetermined

U.S. officials tell NBC News that Russia launched a "sophisticated cyberattack" against the Pentagon's Joint Staff unclassified email system, which has been shut down and taken offline for nearly two weeks.http://www.cnbc.com/2015/08/06/russia-hacks-pentagon-computers-nbc-citing-sources.htmlUnited States of AmericaUndetermined

A woman, identifying herself only as "Brenda", claims to have broken into Miranda Lambert's email account, accessing more than 35,000 emails.http://www.intouchweekly.com/posts/exclusive-miranda-lambert-s-private-e-mail-account-hacked-hacker-confesses-to-breaking-into-35-000-plus-personal-e-mails-66194United States of AmericaUndetermined

 l1kw1d hacks itembay.ca, an online game virtual currency provider and dumps 4,330 usernames with clear text passwords.https://web.archive.org/web/20170526231625/http://siph0n.net/exploits.php?id=3974Canada Undetermined

Several Dubizzle customers receive a warning email message instructing them to immediately change their passwords, after the online classifieds website discovers a security breach.http://www.emirates247.com/business/technology/dubizzle-strengthens-online-security-following-breach-2015-08-06-1.599356United Arab EmiratesUndetermined

ICANN, the organisation which oversees the Internet's Domain Name System, reveals to have fallen victim to a hacker attack during which the details (emails and hashed passwords) of users who had created profiles on the organisation's public website were exposed.http://www.tripwire.com/state-of-security/security-data-protection/security-breach-icann/United States of AmericaUndetermined

The Australian Securities & Investment Commission (ASIC) reveals that an unnamed Russian hacker used compromised retail accounts held by E*Trade, Commsec and the Australian Investment Exchange to illegally manipulate more than a dozen penny stocks to the tune of $77,429 AUD.https://www.scmagazine.com/home/security-news/aussies-finger-russian-in-stock-hack/Australia Undetermined

The Australian Securities & Investment Commission (ASIC) reveals that an unnamed Russian hacker used compromised retail accounts held by E*Trade, Commsec and the Australian Investment Exchange to illegally manipulate more than a dozen penny stocks to the tune of $77,429 AUD.https://www.scmagazine.com/home/security-news/aussies-finger-russian-in-stock-hack/Australia Undetermined

The Sri Lankan prime minister Ranil Wickremesinghe has his office website hacked by a pro-Syria hacktivist dubbed Dr.MwNs.https://www.hackread.com/sri-lankan-prime-ministers-office-website-hacked/Sri Lanka Sri Lanka

YapStone (VacationRentPayments) notifies some property managers and others who use their service to receive vacation rental payments that personal information in their account applications was compromised by unauthorized persons between July 15, 2014 and August 5, 2015.http://www.databreaches.net/vacationrentpayment-notifies-customers-whose-account-application-information-was-hacked/United States of AmericaUndetermined

Website domain name registrar Hover emails users warning of possible "unauthorised access" to one of its systems, telling them that they will not be able to log into the service until they reset their passwords.https://grahamcluley.com/2015/08/security-alert-hover-leads-password-reset/Canada Undetermined

The Australian Securities & Investment Commission (ASIC) reveals that an unnamed Russian hacker used compromised retail accounts held by E*Trade, Commsec and the Australian Investment Exchange to illegally manipulate more than a dozen penny stocks to the tune of $77,429 AUD.https://www.scmagazine.com/home/security-news/aussies-finger-russian-in-stock-hack/Australia Undetermined

The International, the annual tournament for Valve's Dota 2, featuring dozens of players and millions in prize money, is put on hold when a DDoS attack takes down the game's servers.http://www.theverge.com/2015/8/4/9097597/the-international-dota-2-ddos-attack-valveUnited States of AmericaUndetermined

A disgruntled former student is thought to be responsible for hacking Bodmin College's website and defacing it with a series of obscenities.https://www.databreaches.net/uk-bodmin-college-website-offline-after-it-was-hacked-with-obscenities/United Kingdom of Great Britain and Northern IrelandUndetermined

Andy Weir, the creator of The Martian has his Twitter and e-mail accounts hacked.http://arstechnica.com/security/2015/08/the-martian-author-says-comcast-let-hacker-take-over-his-e-mail/United States of AmericaUndetermined

Telecomix Canada hacks Donald Trump's corporate website (trump.com) sendingÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â a public thank you messageÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â toÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â outgoing Daily Show host Jon Stewart.http://www.cbc.ca/news/trending/hacktivists-hijack-donald-trumps-website-with-message-for-jon-stewart-1.3178066United States of AmericaUnited States of America

Several credit cards are being replaced across the UAE by some banks following a possible security beach involving online hackers.http://www.emirates247.com/business/technology/fraud-alert-uae-banks-replace-credit-cards-after-security-scare-2015-08-05-1.599203United Arab EmiratesUndetermined

MuhmadEmad, an anti-ISIS Kurdish hacker, defaces the websites of the Etowah County Sheriff's Office and Hardin Center (etowahcountysheriff.com and culturalarts.com) posting a message against the Islamic State.https://www.hackread.com/anti-isis-kurdish-hacker-sheriff-site/United States of AmericaUnited States of America

MuhmadEmad, an anti-ISIS Kurdish hacker, defaces the websites of the Etowah County Sheriff's Office and Hardin Center (etowahcountysheriff.com and culturalarts.com) posting a message against the Islamic State.https://www.hackread.com/anti-isis-kurdish-hacker-sheriff-site/United States of AmericaUnited States of America

The Orange County Employees Association notifies an undisclosed number of people that their personal information, and that of their dependents, may have been accessed by hackers during one or more attacks, which appears to have occurred as early as June 5.http://www.databreaches.net/orange-county-employees-association-victim-of-hack/United States of AmericaUndetermined

Siouxland Pain Clinic's computer system is hacked, putting at risk patient privacy. 13,000 users are potentially affected and an investigation suggests a possible Chinese origin for the attack.http://www.databreaches.net/siouxland-pain-clinic-says-patient-information-likely-exposed-by-hacker/United States of AmericaUndetermined

A threat actor compromised the President of Myanmar website in an attempt to compromise visitors to those websites for espionage purposes.https://unit42.paloaltonetworks.com/evilgrab-delivered-by-watering-hole-attack-on-president-of-myanmars-website/Myanmar Undetermined

The University of Connecticut reveals the details of a cyber intrusion through which hackers, apparently originating in China, gained access to servers at Uconn's School of Engineering.https://today.uconn.edu/2015/07/uconn-responds-to-data-breach-at-school-of-engineering/United States of AmericaUndetermined

The RBS banking group reveals it suffered a cyber attack on its online services that left customers struggling to log on for nearly an hour.http://www.theguardian.com/business/2015/jul/31/rbs-and-natwest-customers-complain-of-online-problemsUnited Kingdom of Great Britain and Northern IrelandUndetermined

Planned Parenthood websites are taken down by a DDoS attack and, according to the main page, undergoing maintenance.https://www.scmagazine.com/home/security-news/planned-parenthood-websites-downed-in-ddos-attack/United States of AmericaUndetermined

Alarm aggregation and dispatching service PagerDuty detects an unauthorized intrusion by an attacker who gained access to customer information, and the company requires that all customers change their passwords.https://www.scmagazine.com/home/opinions/blogs/the-data-breach-blog/pagerduty-requires-password-change-for-all-customers-following-breach/United States of AmericaUndetermined

Red Granite Pictures, claims in a new lawsuit that it has been the subject of a malicious hack that has allowed the attackers to intimidate employees and disrupt its business via a mass emails campaign.http://www.hollywoodreporter.com/thr-esq/wolf-wall-street-backer-says-812115United States of AmericaUndetermined

Hanesbrands Inc. reveals that a customer order database was breached by a hacker in June, compromising information for about 900,000 online and telephone customers.https://journalnow.com/business/business_news/local/hanesbrands-database-hacked/article_543b338e-3664-11e5-b77e-c77df1e08b5c.htmlUnited States of AmericaUndetermined

A report from Bloomberg reveals that the hackers who stole data on tens of millions of U.S. insurance holders and government employees in recent months breached another big target at around the same time: United Airlines. The attacked probably happened in May, early June.https://www.bloomberg.com/news/articles/2015-07-29/china-tied-hackers-that-hit-u-s-said-to-breach-united-airlinesUnited States of AmericaUndetermined

Opheus Haxor hacks the forum section of j-ax.it (the website of one of the most popular Italian singers) and dumps 31,000 usernames. https://web.archive.org/web/20151026172456/http://siph0n.net/exploits.php?id=4057Italy Undetermined

Village Pizza & Pub, a local pizza chain headquartered in Elgin, Illinois, is the indirect victim of security breach perpetrated against TransformPOS, the company that provides its POS payment card processing system.http://www.databreaches.net/il-village-pizza-pub-notifies-customers-of-data-security-breach-at-transformpos/United States of AmericaUndetermined

A group of hackers who oppose the healthcare nonprofit's abortion practices release Planned Parenthood's website databases as well as names and email addresses of the organization's employees.https://www.dailydot.com/debug/planned-parenthood-hacked-anti-abortion-3301/United States of AmericaUndetermined

New York magazine's website was taken down, apparently by hackers trying to silence it, just hours after publishing the accounts of 35 women who say they were raped by Bill Cosby.https://qz.com/464609/hackers-say-we-know-one-of-them-females-in-the-cover-after-new-york-magazines-website-goes-down-in-an-attack/United States of AmericaUnited States of America

A group of hackers going with the handle of The Exploit3rs deface the official Moroccan domains of Google, Microsoft and Kaspersky Labs. The attack was possible since the attackers hacked into the Internet country code top-level domain (ccTLD) for Morocco.https://www.hackread.com/google-microsoft-kaspersky-morocco-hacked/Morocco Morocco
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A Group of Hacktivists calling themselves @NightmareSquad hacks the University of Queensland and dumps 9 individuals' e-mail addresses and clear-text passwords.https://www.databreaches.net/au-university-of-queensland-logins-leaked-by-nightmare-squad/Australia Undetermined

Hackers from the Anonymous collective say they breached supposedly secure Canadian government computers and accessed high-level, classified national security documents as retaliation for last week's fatal shooting by the RCMP of a protester in British Columbia. To support their claim, they publish a document that appears to be legitimate Treasury Board of Canada notes on federal cabinet funding to fix flaws in the foreign stations of the Canadian Security Intelligence Service (CSIS).https://nationalpost.com/news/canada/anonymous-says-it-hacked-canadas-security-secrets-in-retaliation-for-police-shooting-of-b-c-activist/Canada Undetermined

A hacker called DetoxRansome hacks BitDefender and blackmails the company, demanding a ransom of $15,000 and threatening to release the stolen usernames and passwords (allegedly kept in clear) in case the ransom is not paid.https://www.forbes.com/sites/thomasbrewster/2015/07/31/bitdefender-hacked/?ss=Security#3518211a5ab2Romania Undetermined

New York-based Healthfirst notifies about 5,300 current and former members that their personal information may have been compromised in a criminal fraud scheme.https://www.scmagazine.com/home/opinions/blogs/the-data-breach-blog/data-on-5300-healthfirst-members-caught-up-in-fraud-scheme/United States of AmericaUndetermined

UK bitcoin exchange CoinCut is investigating a possible data breach which exposed sensitive customer information including passport and card data to the public.https://www.infosecurity-magazine.com/news/bitcoin-exchange-coincut/United Kingdom of Great Britain and Northern IrelandUndetermined

Hackers from the Anonymous collective break into the network of the tribunal that adjudicates disputes between public servants and the federal government and dump 3856 records.https://www.orangeville.com/news-story/5753454-federal-tribunal-targeted-in-cyberattack/Canada Undetermined

A hacker dubbed FireHack dumps furydown.com (a DDoS tool) and dumps 3000 usernames and hashed passwords.https://web.archive.org/web/20150725044332/https://pastebin.com/icXAEUpDUndeterminedUndetermined

Other escort services end up under the unwelcome attention of @ElSurveillance and are defaced.https://www.databreaches.net/more-escort-related-services-hacked/UndeterminedUnited States of America
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@ElSurveillance continues his battle against websites that promote escorts. This time the target is captain69.co.uk and the leaked records are about 2600.https://www.databreaches.net/another-escort-service-related-site-hacked-with-data-dumped/United Kingdom of Great Britain and Northern IrelandUnited States of America

Ashley Madison, an online dating website that specifically targets people looking to have an affair, is hacked by a group that calls itself Impact Team. The authors of the attack threaten to release the entire database of 37 million users.https://arstechnica.com/information-technology/2015/07/ashley-madison-an-dating-website-for-cheaters-gets-hacked/Canada Undetermined

@ElSurveillance starts his personal battle against websites that promote escorts, defacing MeetMeInYourCity.com and leaking 2500 usernames and clear text passwords.https://www.databreaches.net/meetmeinyourcity-user-email-addresses-and-passwords-dumped/United States of AmericaUnited States of America

Members of the Anonymous collective claim to have crashed the Royal Canadian Mounted Police (RCMP) website as a part of a battle to retaliate for the murder of a member in a shooting involving the Canadian Police.https://www.hackread.com/anonymous-targets-canadian-police-rcmps-website/Canada Undetermined

Pharmacy chain CVS takes down its online photo center CVSphoto.com, replacing it with a message warning that customer credit card data may have been compromised. The incident comes just days after Walmart Canada said it was investigating a potential breach, and is the consequence of the compromise of the third party hosting the website (PNI). Other affected companies include: Sams Club, Walgreens, Rite Aid and Tesco, to name a few.https://krebsonsecurity.com/2015/07/cvs-probes-card-breach-at-online-photo-unit/United States of AmericaUndetermined
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Hacker collective Rex Mundi claims to have stolen 24,000 financial records from Belgian loan company AFC Kredieten, and threatens to publish every loan applicant record in its possession if the company does not pay up a ransom. As proof that they have successfully hacked the company, Rex Mundi publishes some personal accounts and leaves a banner notification on the AFC Kredieten website.https://www.theregister.com/2015/07/17/hacker_group_claims_theft_of_24000_belgian_loan_applicants_data/Belgium France

Pharmacy chain CVS takes down its online photo center CVSphoto.com, replacing it with a message warning that customer credit card data may have been compromised. The incident comes just days after Walmart Canada said it was investigating a potential breach, and is the consequence of the compromise of the third party hosting the website (PNI). Other affected companies include: Sams Club, Walgreens, Rite Aid and Tesco, to name a few.https://krebsonsecurity.com/2015/07/cvs-probes-card-breach-at-online-photo-unit/United States of AmericaUndetermined

University of California (UCLA) Health is hit by a cyberattack that potentially exposes the data of about 4.5 million people in the region.https://www.zdnet.com/article/ucla-health-hit-by-hack-millions-affected/United States of AmericaUndetermined

An anonymous hacker hacks shop.ufgo.org and dumps 1,194 usernames and clear text passwords.https://web.archive.org/web/20160430132724/http://siph0n.in/exploits.php?id=3931Ukraine Undetermined

Cyphort Labs discovered a malware infection at the Ukrainian website of UniCredit bank: unicredit.ua.https://www.databreaches.net/unicredit-ua-and-rbc-ua-compromised-with-rig-exploit-kit/Ukraine Undetermined

Pakistani President Mamnoon Hussain's website (presidentofpakistan.gov.pk) is defaced by a group of Bangladeshi hackers called Blacksmith Hacker's Team. Inside the same operation, 72 other Pakistani government websites are defaced as well.https://www.hackread.com/pakistani-president-website-hacked/Pakistan Pakistan

Epic, the well known developer of video games, notifies the users of its forum (forum.epicgames.com) of an authorized access to their personal data (username, password, email and date of birth).http://www.hotforsecurity.com/blog/epic-games-forum-hacked-change-your-online-passwords-an-beware-of-phishing-12283.htmlUnited States of AmericaUndetermined

Team Sky are consulting their lawyers following what they believe to be the potential hacking of Chris Froome's training data files in order to suggest he may be using performance enhancing drugs during Tour De France.http://www.telegraph.co.uk/sport/othersports/cycling/tour-de-france/11737387/Tour-de-France-2015-Chris-Froomes-ride-for-glory-under-threat-in-data-spying-storm.htmlUnited Kingdom of Great Britain and Northern IrelandUndetermined

Popular messaging platform Telegram is hit with a 200Gbps distributed denial of service (DDoS) attack. Users in Asia, Australia, and Oceania are prevented from using the service.http://www.theregister.co.uk/2015/07/14/telegram_ddos/Germany Undetermined

New Jersey-based Insurance Services Office (ISO) notifies an undisclosed number of consumers of an unauthorized access to the database.http://www.databreaches.net/insurance-services-office-database-breached-insurance-data-accessed/United States of AmericaUndetermined

The AnonGhost collective takes over the Facebook and Twitter Accounts of the Malaysian Police and floods the feed with pro-ISIS messages.https://www.hackread.com/isis-hackers-malaysia-police-facebook-twitter-hack/Malaysia Undetermined

Voat, the news aggregator, is taken down by a DDoS attack.http://www.techworm.net/2015/07/ddos-attack-knocks-reddits-alternative-voat-offline.htmlSwitzerlandUndetermined

Envato, the network of marketplaces is under a two week-long DDoS attack.https://news.softpedia.com/news/envato-under-two-week-long-ddos-from-unknown-attacker-486842.shtmlAustralia Undetermined

An Indiana radio station, WXXR 97.3, is apparently hacked, broadcasting a message from the Anonymous collective.http://wivb.com/2015/07/13/indiana-radio-station-hacked-by-anonymous/United States of AmericaUndetermined

Cloud mininig service cloudminr.io is hacked. The attacker offers to sell the entire database (about 80,000 users) for 1 BTC (approx. 276 USD).https://www.cryptocoinsnews.com/cloudminr-io-hacked-user-database-put-up-for-sale/Norway Undetermined

Indian space agency ISRO's commercial arm Antrix, has its website defaced. Suspects are thought to be Chinese hackers.http://timesofindia.indiatimes.com/india/Website-of-Isros-commercial-arm-Antrix-hacked/articleshow/48041483.cmsIndia Undetermined

cybervor aka @cyberv0r claims to have hacked the Miami University and dumps over 200 usernames and hashed passwords.http://pastebin.com/90TaSi2WUnited States of AmericaUndetermined

A Yemeni hacker going with the handle of Lov3rDnsÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â• defaces the official social network domain of U.S president Barack Obama, used during his election campaign (my.barackobama.com).https://www.hackread.com/obama-election-social-network-hacked-yemen-hacker/United States of AmericaUnited States of America

Unknown hackers affiliated with the collective Anonymous release a string of emails that appear to show a conservation officer defending his decision to refuse to kill two black bear cubs on Vancouver Island.http://www.cbc.ca/news/canada/british-columbia/anonymous-hackers-release-emails-ordering-bear-cubs-be-killed-1.3147003Canada Undetermined

A Pro-Palestinian hacker going with the handle ofÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â AlfabetoVirtual defaces the official website ofÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â New York City's Comptroller Mr. Scott M. Stringer (http://comptroller.nyc.gov).https://www.hackread.com/palestinian-hacker-new-york-comptroller-office/United States of AmericaUnited States of America

Daybreak Game Company is hit withÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â a DDoS after its CEO threatens convicted Lizard Squad hacker Julius Kivimaki.http://www.forbes.com/sites/erikkain/2015/07/10/daybreak-games-hit-by-lizard-squad-after-ceo-threatens-hacker-surprising-absolutely-nobody/?ss=SecurityUnited States of AmericaUndetermined

Unknown hackers hack the Charlotte Mckinney Instagram account and use it to post nude photos of the model.http://www.techworm.net/2015/07/top-model-charlotte-mckinney-hacked-nude-photos-leaked-on-instagram-and-imgur.htmlUnited States of AmericaUndetermined

The Cyber Islamic State hackers deface a subdomain of Illinois-based Argonne National Laboratory owned and funded by the U.S. Department of Energy Office of Science.https://www.hackread.com/pro-isis-hackers-us-dept-of-energy/United States of AmericaUndetermined

The Cyber Islamic State hackers deface the official website of The State Ministry for Euro-Atlantic Integration of Georgia (eu-nato.gov.ge).https://www.hackread.com/isis-hackers-euro-atlantic-integration-nato-site/Georgia Undetermined

Purported supporters of the hardline Islamic State group deface the website of the Syrian Observatory for Human Rights.http://news.yahoo.com/islamic-state-supporters-hack-website-syria-rights-watchdog-144857500.htmlSyrian Arab RepublicSyrian Arab Republic

Evans Hotels, which owns and operates the Bahia Resort, Catamaran Resort and The Lodge at Torrey Pines  announces that a security breach led to unauthorized charges on guests' payments cards.http://fox5sandiego.com/2015/07/08/security-breach-at-local-hotels-led-to-unauthorized-charges-on-guests-cards/United States of AmericaUndetermined

Rubber AKA smitt3nz hacks three dating sites and dumps a total of nearly 100,000 plaintext users and passwords.https://web.archive.org/web/20160623195901/http://siph0n.in/exploits.php?id=3901UndeterminedUndetermined
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German-owned Patriot missiles stationed in Turkey are briefly taken over by hackers.http://www.thelocal.de/20150707/german-missiles-taken-over-by-hackersGermany Undetermined

More than 13,000 email addresses have been stolen from Edinburgh city council's database following a "malicious cyber attack".http://www.bbc.co.uk/news/uk-scotland-edinburgh-east-fife-33425853United Kingdom of Great Britain and Northern IrelandUndetermined

A group of Bangladeshi hackers going with the handle ofÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â DangerPro defaces the contact us page of the official website of Pizza Hut Israel (contact.pizzahut.co.il).https://www.hackread.com/pizza-hut-israel-website-hacked/Israel Israel
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The realty portal housing.com is defaced, a week after its CEO is hacked.http://www.kashmirtimes.com/newsdet.aspx?q=42783India Undetermined

Charitable car donors using theÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â Vehicle Donation Processing Center learn their personal information was hacked.http://www.databreaches.net/charitable-car-donors-learn-their-personal-information-was-hacked/United States of AmericaUndetermined

A hacker shuts down four New Jersey Internet gambling sites and threatens more cyberattacks over unless a ransom in BTC is paid.https://www.nj.com/news/2015/07/cyberattack_hits_nj_gambling_sites.htmlUnited States of AmericaUndetermined

Primedice, an online gaming/gambling site loses $1 million in bitcoin to an attacker who exploited its random number generation (RNG) system.https://www.hackread.com/gambling-site-hacked-bitcoin-stolen/United States of AmericaUndetermined

Hacking Team, the Italian company behind the infamous surveillance software is hacked. The attacker, allegedly the same author behind the attack on Gamma International (another surveillance software) dumps approximately 400Gb of data by hijacking the Hacking Team Twitter account.http://www.csoonline.com/article/2943968/data-breach/hacking-team-hacked-attackers-claim-400gb-in-dumped-data.htmlItaly Italy

In name of OpIndia, AnonOpsindia, a group affiliated to the Anonymous collective hacks BSNL and claims to have siphoned the entire database, which has sensitive information of over 30 million users.http://betanews.com/2015/07/04/bsnl-india-hacked-anonymous/India India

In name of #OpBillC51, the Anonymous hacks the Quebec Parental Insurance Plan Centre (http://www.rqap.gouv.qc.ca), The Ministry of Labor, Employment and Social Solidarity (http://www.mess.gouv.qc.ca) and The National Review Commission website on employment insurance.https://www.hackread.com/anonymous-breaches-canadian-government-servers/Canada Undetermined
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Armenian hackers from Monte Melkonian Cyber Army hack into the official website ofÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â Azerbaijani customs (and other Azerbaijani sites), stealing highly confidential personal information of 5650 Azerbaijani citizens.https://www.hackread.com/armenian-azerbaijani-cyberwar/AzerbaijanAzerbaijan

A hacker called savaka hacks the Plex server hosting the forums and the blog. The attacker asks for a ransom of 9.5 BTC to avoid the leak of the data.http://lifehacker.com/plex-hacked-change-your-password-now-1715355825United States of AmericaUndetermined

The Trump Hotel Collection, a string of luxury hotel properties tied toÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â business magnate Donald Trump, appears to be the latest victim ofÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â a credit card breach.http://krebsonsecurity.com/2015/07/banks-card-breach-at-trump-hotel-properties/United States of AmericaUndetermined

A threat actor compromised Islam Channel, a small UK TV station, in July 2015. In October 2018, the United Kingdom publicly attributedÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â the compromise to Russian military intelligence.https://english.aawsat.com/home/article/1419106/russian-intelligence-hacked-uk-based-islam-channel-2015United Kingdom of Great Britain and Northern IrelandUndetermined

A pro-ISIS hacker hacker dubbed Phenomene Dz defaces the website of The Accademia della Crusca (www.accademiadellacrusca.it), the most important research institution studying the Italian language.http://www.lastampa.it/2015/08/09/italia/cronache/hacker-dellisis-allattacco-dellaccademia-delle-crusca-questa-guerra-appena-iniziata-sNlipLpz3qtzyh0YfCR7zK/pagina.htmlItaly Italy

KelvinSecTeam hacks the official websites of the Colombian football star James Rodriguez and dumps 1,855 usernames and hashed passwords.https://web.archive.org/web/20150618030123/https://pastebin.com/LiXfLXkiColombia Undetermined

A website hosting an Uber petition (petition.uber.org) calling on local government to allow its drivers to work on San Francisco's Market Street is defaced by a seemingly well-intentioned blogger, who also inserts a banner that automatically redirects visitors to a competitor's site.http://www.forbes.com/sites/thomasbrewster/2015/06/15/uber-petition-defaced/?ss=SecurityUnited States of AmericaUndetermined

Password manager LastPass reveals that email addresses and encrypted master passwords have been compromised in a breach. The company does not believe user accounts were accessed in the attack, but recommends that users change the master password they use to access their account.http://www.forbes.com/sites/katevinton/2015/06/15/password-manager-lastpass-hacked-exposing-encrypted-master-passwords/?ss=SecurityUnited States of AmericaUndetermined

Hacking collective @TheNetShip hacks ecasttv.co.nz and dumps its entire database.http://pastebin.com/3T6mwNqcNew ZealandUndetermined

Another example of a road sign hacked.http://www.techworm.net/2015/06/taft-hill-electronic-billboard-hacked-to-display-nsfw-messages.htmlUnited States of AmericaUndetermined

A Bahraini human rights group claims its website (bhrws.org) and Twitter account (@bhrws2004) have been hacked by anti-government protesters.http://www.arabianbusiness.com/bahrain-human-rights-watchdog-says-victim-of-hacking-596242.htmlBahrain Undetermined

A Bahraini human rights group claims its website (bhrws.org) and Twitter account (@bhrws2004) have been hacked by anti-government protesters.http://www.arabianbusiness.com/bahrain-human-rights-watchdog-says-victim-of-hacking-596242.htmlBahrain Undetermined

The Lithuanian Armed Forces website (kariuomene.kam.lt) is hacked to post false information about the NATO annexation of Kaliningrad.https://www.databreaches.net/lithuanian-military-website-hacked-to-post-false-information/Lithuania Undetermined

An unknown hacker dumps a database containing what appears to be around 23,000 email addresses of US government workers on a dark web hacking. The list appears to have been stolen from a different government agency (unicor.gov) also known as Federal Prison Industries.https://krebsonsecurity.com/2015/06/opms-database-for-sale-nope-it-came-from-another-us-gov/United States of AmericaUndetermined

The AnonGhost collective defaces two subdomains of the US Air Force. The targeted domains belong to Profession of Arms Center of Excellence and Professional Development Guide of the US Air Force.https://www.hackread.com/us-air-force-hacked-website-hacked/United States of AmericaUndetermined

The Middle East Cyber Army defaces the Arizona Department of Weights and Measures.http://www.azcentral.com/story/news/arizona/politics/2015/06/10/arizona-agency-website-hacked/71007982/United States of AmericaNew Zealand

Approximately 43,000 incident reports and 13,000 payroll reports are compromised in a breach of a North Dakota Workforce and Safety Institute (WSI) server, after the North Dakota Information Technology Department (ITD) detected unusual activity.https://www.scmagazine.com/home/security-news/north-dakota-workforce-safety-institute-experiences-a-breach/United States of AmericaUndetermined

Missing Link Networks Inc, a credit card processor and point-of-sale vendor, reveals that a breach of its networks exposed card data for transactions it processed in the month of April 2015.http://krebsonsecurity.com/2015/06/breach-at-winery-card-processor-missing-link/#more-31218United States of AmericaUndetermined

Japan's Petroleum Association is hit by a targeted cyber-attack earlier this month, which saw numerous PCs become infected with an unknown virus.https://www.scmagazineuk.com/japanese-oil-association-hit-cyber-attack/article/1479714Japan Undetermined

Kaspersky discoveres an advanced attack on its own internal networks. The company is confident that there's a nation state behind it and calls the malware Duqu 2.0.https://blog.kaspersky.co.uk/kaspersky-statement-duqu-attack/Russian FederationUndetermined

A downtown Los Angeles digital traffic sign is hacked to state "Read a fu***ng book."https://www.laweekly.com/l-a-traffic-sign-is-hacked-to-say-read-a-fing-book-photos/United States of AmericaUndetermined

Freeparking, a web hosting provider, is the target of a severe DDoS attack.http://www.theregister.co.uk/2015/06/09/freeparking_hit_by_ddos_attack/United Kingdom of Great Britain and Northern IrelandUndetermined

A hacker group dubbed Team Unknown claims to have successfully hacked into OlaCabs and managed to get access to sensistive information like credit-card history, vouchers, and user behavior. Ola denies these claims.http://indianexpress.com/article/technology/social/group-claims-to-hack-olacabs-company-says-no-security-lapse/India Undetermined

The official website of the US Army (army.mil) is defaced by attackers claiming to be associated with the Syrian Electronic Army. In addition to a message on the page claiming attriubtion, the attackers also include a pop-up message to anyone visiting: "Your commanders admit they are training the people they have sent you to die fighting."http://arstechnica.com/security/2015/06/us-army-website-defaced-by-syrian-electronic-army/United States of AmericaSyrian Arab Republic

Australia's third-largest internet service provider, iiNet, investigates claims that a database held by its subsidiary, Westnet, has been hacked and is being offered for sale by a hacker dubbed Mufasa.http://www.zdnet.com/article/iinet-investigates-alleged-westnet-data-breach/Australia Undetermined

The St. Francis Hospital in Tulsa, Oklahoma, revelas that the system processing card payments for its gift shop was comprmoised for a brief period, capturing financial data of the customershttp://www.prnewswire.com/news-releases/saint-francis-hospital-gift-shop-acts-to-block-payment-card-security-incident-300095082.htmlUnited States of AmericaUndetermined

Brabantia, the Dutch company known for making steel bins, notifies its consumers that the user database has been subject to unauthorized access and some customer detials may have been compromised.http://www.theregister.co.uk/2015/06/05/brabantia_breached_bins_hack_address/NetherlandsUndetermined

The global Italian food market Eataly confirms that it was the victim of a data breach earlier this year that could have compromised the data of all payment cards used over a nearly four-month period. It appears that only Eataly's NYC Retail Marketplace was affected.https://www.scmagazine.com/home/security-news/news-alert-eataly-nyc-confirms-data-breach/United States of AmericaUndetermined

Lingerie seller Intimacy Bra Fit Stylists notifies an undisclosed number of individuals that its e-commerce server was compromised and that personal information may have been misappropriated.https://www.scmagazine.com/home/opinions/blogs/the-data-breach-blog/lingerie-sellers-ecommerce-server-compromised-credit-cards-at-risk/United States of AmericaUndetermined

Chinanews, one of China's biggest news agencies is defaced. The attacker leaves a one-sentence message on the agency's home page giving the number of a bank account at the industrial and Commercial Bank of China.http://www.scmp.com/tech/enterprises/article/1816327/chinas-state-media-hacked-possibly-failed-blackmail-attemptChina Undetermined

Secretary of Defense Ash Carter reveals that a Russian threat actor compromised a legacy unclassified network at the Department of Defense.https://www.cnn.com/2015/04/23/politics/russian-hackers-pentagon-network/index.htmlUnited States of AmericaUndetermined

The pro-Palestinian hacktivist collective AnonGhost defaces the official website of Piatt County, Illinois along with the website of the county's Sheriff office, election office and Highway Department.https://www.hackread.com/anonghost-palestine-hackers-sheriff-website/United States of AmericaUndetermined

New York-based Holiday Valley Resort announces that malware may have compromised payment cards used at any of the resort's POS devices between October 2014 and June.https://www.scmagazine.com/home/opinions/blogs/the-data-breach-blog/payment-card-breach-at-holiday-valley-resort/United States of AmericaUndetermined

AeroGrow International, Inc. notifies an undisclosed number of indidividals who shopped on its website AeroGarden.com that malware was likely used to infiltrate online servers, and that payment card data may have been compromised.https://www.scmagazine.com/home/opinions/blogs/the-data-breach-blog/aerogrow-says-malware-likely-compromised-payment-card-data/United States of AmericaUndetermined

Medical Information Engineering (MIE), a medical software company, notifies customers of a cybersecurity incident that provided unauthorized access to its network and some patients' personal health information.https://www.scmagazine.com/home/opinions/blogs/the-data-breach-blog/medical-information-engineerings-network-breached-undisclosed-number-of-patients-compromised/United States of AmericaUndetermined

Heartland Dental notifies an undisclosed number of indiviudals that unauthorized access was gained to a limited portion of its IT systems, and that personal data may have been compromised.https://www.scmagazine.com/home/opinions/blogs/the-data-breach-blog/unauthorized-access-gained-to-heartland-dental-databases/United States of AmericaUndetermined

Vietnamese threat actor Ocean Lotus has compronised the websites of numerous entitities in Southeast Asia to be used for watering-hole attacks. Some of the organizations have also been targeted with malware aiming to install backdoors on their systems. The group has targeted ASEAN, China, Cambodia, Laos, and the Philippines.https://www.volexity.com/blog/2017/11/06/oceanlotus-blossoms-mass-digital-surveillance-and-exploitation-of-asean-nations-the-media-human-rights-and-civil-society/PhilippinesViet Nam
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yPeRtRoN hacks an adult web site (thaimassagemodel.com) and dumps 4,614 records with usernames and hashed passwords.https://pastebin.com/25F7c8irThailand Undetermined

Copart.com automobile auction website, notifies its users that its computer systems were breached by an unknown attacker, who gained access to sensitive information belonging to its members.http://news.softpedia.com/news/Copart-com-Breached-Driver-s-License-Numbers-Exposed-482625.shtmlUnited States of AmericaUndetermined

The organization that manages Japan's universal public pension system confirms that approximately 1.25 million personal records are compromised by hackers in a recent targeted attack. Blue Termite, an alleged Chinese threat actor, may be responsible.https://www.tripwire.com/state-of-security/latest-security-news/hackers-steal-over-a-million-japanese-citizens-personal-data-in-targeted-attack/Japan Undetermined

Gaana, one of the top music streaming sites in India with more than 7.5 million monthly users is hacked by a Pakistani hacker called Mak Man, and its user database is exposed.http://thenextweb.com/insider/2015/05/28/indian-music-streaming-service-gaana-hacked-millions-of-users-details-exposed/India Undetermined

An anonymous hacker hacks brief.org.uk and dumps 7,800 usernames and passwords.https://web.archive.org/web/20150602030437/http://siph0n.net/exploits.php?id=3863United Kingdom of Great Britain and Northern IrelandUndetermined

Unknown hackers illegitimately access the Get Transcript service of the IRS (Internal Revenue Service) and obtain the information on more than 100,000 US taxpayers from February to mid-May.https://www.usatoday.com/story/tech/2015/08/17/irs-hack-get-transcript/31864171/United States of AmericaUndetermined

Commack School District's computer system is hacked by 3 students.https://www.nydailynews.com/new-york/long-island-students-hacked-high-school-system-cops-article-1.2404362United States of AmericaUndetermined

Chris Jericho's Twitter account is hacked by a group called the Galvanize Mob. The attackers post some offensive messages.http://www.wrestlinginc.com/wi/news/2015/0525/595627/chris-jericho-twitter-account-hacked/United States of AmericaUndetermined

Hex-Rays, developers of IDA (Interactive Disassembler) sends an email notification to its customers about a recent attack that may have resulted in the compromise of some license keys along with the web forum and the quotation system.http://news.softpedia.com/news/Cyber-Attack-on-IDA-Server-Prompts-License-Key-Replacement-482331.shtmlBelgium Undetermined

The Anonymous breach into the official website of Thailand Senate and Public Health Ministry, and leak login credentials to protest against the country's alleged support for human trafficking.https://www.hackread.com/anonymous-breaches-thailand-senate-website/Thailand Undetermined

Dr.SHA6H , the anti-Bashar Al Assad hacker from Syria, hacks into the official website of Uzbekistan Embassy in Kuwait (uzbekembassy.gov.kw) and demands governments around the world to bring peace in Syria.https://www.hackread.com/anti-assad-hacker-hacks-uzbek-embassy/UzbekistanUndetermined

The official website of the Embassy of Nepal in Washington (nepalembassyusa.org) is hacked by Moroccan Islamic Union-Mail, a group of Moroccan hackers who leave a message against the American invasion of Iraq and what happened afterwards.https://www.hackread.com/nepali-embassy-usa-website-hacked/Nepal Saudi Arabia

The Anonymous breach into the official website of Thailand Senate and Public Health Ministry, and leak login credentials to protest against the country's alleged support for human trafficking.https://www.hackread.com/anonymous-breaches-thailand-senate-website/Thailand Undetermined

@rmsg0d, a member of TeaMp0isoN, hacks minecraftpeforum.net (a Minecraft Pocket Edition Forum whose domain was recently expired) and dumps the forum's database containing 16,125 records with, usernames, passwords, and numerous other fields relating to forhttp://www.databreaches.net/minecraft-pocket-edition-forum-hacked-dumped/United States of AmericaUndetermined

The metal company Breetec in Belgium suffers an 80,000 EUR worth loss (87,000 USD) after being hit by a malware targeting the Isabel payment system and spread via email. Two other Belgian companies have been allegedly hit by the same malware.https://web.archive.org/web/20150529110556/http://cyberwarzone.com/hackers-steal-80000-euro-from-belgium-metal-company/Belgium Undetermined

An anonymous hacker hacks property.com.na and dumps 7,800 usernames and passwords.https://web.archive.org/web/20150602031054/http://siph0n.net/exploits.php?id=3859Namibia Undetermined

An international group of hackers operating under the name AnonCoders defaces the main website of the Republican Party of Kentucky (rpk.org) to raise awareness that Muslims are not terrorists.http://news.softpedia.com/news/Hacktivists-Deface-Republican-Party-of-Kentucky-s-Website-482491.shtmlUnited States of AmericaUnited States of America

@TorProdigy hacks ottawaliving.ca and dumps 13,000 usernames and hashed passwords.https://pastebin.com/0Tmy0hm1Canada Undetermined

A group of pro-ISIS hackers called Moroccan Revolution Team defaces the website of Westchester Health (westchesterhealth.com).http://pix11.com/2015/05/22/isis-hackers-take-over-local-healthcare-website-company-tries-to-assure-patients-their-info-is-safe/United States of AmericaUnited States of America

Beacon Health System notifies an undisclosed number of patients that their personal information may have been compromised by unauthorized individuals who gained access to employee email accounts.https://www.scmagazine.com/home/opinions/blogs/the-data-breach-blog/beacon-health-system-notifies-patients-of-possible-data-compromise/United States of AmericaUndetermined

Bitfinex, a Bitcoin wallet, announces to have been hacked, and asks all customers to cease depositing cryptocurrency to old deposits addresses. The impact of the breach is relatively small (0.5% of total funds).https://cointelegraph.com/news/breaking-bitfinex-hot-wallet-hacked-bitcoins-stolenUnited States of AmericaUndetermined

LeakedSource reveals that Bitcointalk.org had 499,593 users hacked in May of 2015. Data contains usernames, emails, passwords, birthdays, secret questions, hashed secret answers and some other internal data.https://www.databreaches.net/bitcoin-exchange-btc-e-and-bitcointalk-forum-breaches/United States of AmericaUndetermined

Yemen Cyber Army defaces the Saudi Ministry of Foreign Affairs (services.mofa.gov.sa) and leaks plain-text login credentials of Saudi officials, conversations between embassies along with Embassies VSAT Communications. They also release, a few days after, some records of Saudi VISA Database, threatening to release 1M more. There is evidence that the Yemen Cyber Army is in fact a front for Iranian hackers.https://www.hackread.com/saudi-ministry-of-foreign-affairs-hacked/Saudi ArabiaAfghanistan

SafeandVaultStore, an online vendor of physical safes and vaults, notifies its customers to have been hit by cybercriminals who planted malicious code on its eCommerce website and captured details of orders placed by customers.http://news.softpedia.com/news/Safe-and-Vault-Store-Suffers-Cyber-Security-Breach-482622.shtmlUnited States of AmericaUndetermined

eNom, a domain registrar, informs its customers to have been hit by a group of attackers, who altered the domain name system (DNS) settings of four domains, redirecting traffic to different web resources than those intended by the owners.http://news.softpedia.com/news/Domain-Registrar-eNom-Informs-of-DNS-Hijack-Attack-481867.shtmlUnited States of AmericaUndetermined

Personal information relating to almost 4 million users of a worldwide online dating website adultfriendfider.com is leaked on the Dark Web by unknown hackers. Details of users' sexual preferences, along with email addresses, usernames, dates of birth, postcodes and the unique internet addresses of users' computers are compromised.https://www.theguardian.com/lifeandstyle/2015/may/21/adult-friendfinder-dating-site-hackers-expose-users-millionsUnited States of AmericaUndetermined

The website for Philadelphia's City Council (phlcouncil.com) is hacked by a pro-Muslim hacker calling himself H1d3n Root.https://www.inquirer.com/philly/blogs/heardinthehall/City-Council-website-hacked.htmlUnited States of AmericaUnited States of America

After the Expo, the Italian Anonymous target the Italian Ministry of Defense (difesa.it), and leak a list of 1,700 accounts.https://www.lastampa.it/cronaca/2015/05/19/news/anonymous-colpisce-il-ministero-della-difesa-1.35263508Italy Undetermined

A hacker group calling itself the Middle East Cyber Army defaces the website of the English Language Academy of the Univerity of Auckland (ela.auckland.ac.nz).http://www.nzherald.co.nz/nz/news/article.cfm?c_id=1&objectid=11450531New ZealandNew Zealand

MetroHealth notifies nearly 1,000 patients that three computers in its Cardiac Cath Lab were infected with malware, and the affected computers contained their personal information.https://www.scmagazine.com/home/opinions/blogs/the-data-breach-blog/three-metrohealth-computers-infected-with-malware-patients-notified/United States of AmericaUndetermined

In name of OpUSA, the online hacktivists AnonGhost deface the official website of Wayne Country Sheriff's department (sheriff.co.wayne.in.us/) and leak its database containing login credentials of its employees.https://www.hackread.com/wayne-county-sheriffs-dept-website-defaced/United States of AmericaUndetermined

Anonymous hacks the official website of Chile's National Municipal Information System (sinim.gov.cl), defacing it and leaking login details of officials. The attack is done in support of student protests against the government's education policy. The hacker behind the attack goes by CyberBloc.https://www.hackread.com/anonymous-hacks-chile-government/Chile Chile

A hacker dubbed Pr0digy hacks jonimitchell.com and dumps 9,000 usernames and clear text passwords.https://pastebin.com/ek1fXHPpUnited States of AmericaUndetermined

A Bundestag (German Parliament) official confirms media reports about a "sophisticated attack" on the institution. The attack was later attributed to Russia.https://www.reuters.com/article/us-germany-russia-cyber-idUSKCN0Y41FCGermany Undetermined

Penn State's College of Engineering is disconnected from the Internet after two serious computer intrusions that exposed personal information for at least 18,000 people and possible other sensitive data. The group responsible for one of the attacks appears to be based in China.https://arstechnica.com/information-technology/2015/05/penn-state-severs-engineering-network-after-incredibly-serious-intrusion/United States of AmericaUndetermined

Unknown attackers hack a billboard in Atlanta and replace a video with several images from Goatse, one of the internet's original shock sites.https://www.bbc.com/news/technology-32826351United States of AmericaUndetermined

Mobile spyware firm mSpy is hacked, and its database is published on the dark web. The data dump includes information on the more than 400,000 users, including Apple IDs and passwords, tracking data, and payment details on some 145,000 successful transactions.https://krebsonsecurity.com/2015/05/mobile-spy-software-maker-mspy-hacked-customer-data-leaked/United Kingdom of Great Britain and Northern IrelandUndetermined

The Syrian Electronic Army is back and apparently hijacks for a few minutes the mobile site of the Washington Post, displaying messages critical of the news media and Saudi Arabia. The 30-minute disruption occurs when hackers infiltrated a Washington Post content-delivery partner, Instart Logic.https://www.washingtonpost.com/news/the-switch/wp/2015/05/14/the-syrian-electronic-army-just-hacked-the-washington-post-again/?arc404=trueUnited States of AmericaSyrian Arab Republic

Minnesota student testing is suspended again after what is believed to be a sophisticated hacking attempt.https://www.rgj.com/story/news/education/2015/05/13/state-suspends-mca-testing-after-computer-failure/27247139/United States of AmericaUndetermined

In name of OpGreenRights, two websites under the administraion of the Brazilian government (brasil.gov.br and www2.brasil.gov.br) are taken down by a DDoS attack.https://news.softpedia.com/news/Hacktivists-Bring-Down-Brazilian-Government-Sites-in-OpGreenRights-480821.shtmlBrazil Undetermined

A computer hacker apparently steals $250,000 from International Grand Investment Corporation. The money is wired to what appears to be a business in China.https://democratherald.com/news/local/hacker-steals-from-company/article_1766668e-59dc-5169-a1cf-62384d720d3b.htmlUnited States of AmericaUndetermined

Singapore Minister of Information and Communications reveals that the local Ministry of Foreign Affairs was the victim of an advanced attack, last year, which forced the affected devices to be disconnected from the network.https://www.todayonline.com/singapore/immediate-steps-precautionary-measures-taken-against-govt-system-breaches-csaSingapore Undetermined

An unknown hacker hacks badminton-total.com  and dumps 2,641 usernames and clear text passwordshttps://pastebin.com/QsfF4cGWGermany Undetermined

GrenXPaRTa claims to have hacked lottoland.co.uk and dumps 9,702 usernames and passwordshttps://twitter.com/gren_siahaan/status/597707545285767170United Kingdom of Great Britain and Northern IrelandUndetermined

In name of OpGreenRights, two websites under the administraion of the Brazilian government (brasil.gov.br and www2.brasil.gov.br) are taken down by a DDoS attack.https://news.softpedia.com/news/Hacktivists-Bring-Down-Brazilian-Government-Sites-in-OpGreenRights-480821.shtmlBrazil Undetermined



The website of Kenyan President Uhuru Kenyatta (president.go.ke) is defaced by the Indonesian based Gantengers Crew.https://www.hackread.com/kenya-president-website-hacked-indonesia-crew/Kenya Indonesia

Starbucks is the victim of an ingenious hack, which allows credit card hackers to steal money from consumers' gift cards mobile app.https://www.usatoday.com/story/tech/2015/05/15/starbucks-gift-card-hack/27370491/United States of AmericaUndetermined

A hacker called Fokinz hacks euromilhoes.com  and dumps 19,352 usernames and passwords.https://pastebin.com/6f74diGEPortugal Undetermined

120,000 online Bettys customers have their personal details accessed following a data breach due to an industry-wide software weakness.https://www.mirror.co.uk/news/uk-news/computer-hackers-swipe-customer-details-5748622United Kingdom of Great Britain and Northern IrelandUndetermined

The memorial website of the Nazi Mauthausen camp in Austria is defaced with child pornography image materials.https://www.bbc.com/news/world-europe-32652394Austria Undetermined

iLoveMakonnen's Twitter account is hacked, and posts offensive tweets against Drake and Rihanna.https://www.hotnewhiphop.com/ilovemakonnens-twitter-hacked-drake-and-rihanna-dissed-news.15287.html?image=1&gallery=0United States of AmericaUndetermined

Six Intercontinental Hotel Group hotels are notified earlier this year of a data security breach due to a malicious email attachment, which had compromised their payment system and exposed 613 customers' names, addresses, payment card numbers, and expiration dates.https://www.databreaches.net/intercontinental-hotel-groups-alerted-by-secret-service-to-breach/United States of AmericaUndetermined

A Saudi hacker going with the handle of RxR HaCker defaces the official website of the Iranian Ministry of Defense (gozinesh.mod.ir), insulting Iran's leader Ali Khamenei over war in Yemen.https://www.hackread.com/saudi-hackers-iran-defense-ministry-website/Iran (Islamic Republic of)Iran (Islamic Republic of)

A group of Brazilian hackers going with the online handle of ProtoWave defaces the official website of Vitor Vieira Belfort, a Brazilian mixed martial arts champion.https://www.hackread.com/brazilian-mma-ufc-fighter-vitor-belforts-website-hacked/Brazil Brazil

Firekeepers Casino Hotel is in the process of investigating a possible data security incident involving the point of sale systems. As a precaution new PoS systems are installedhttps://www.clickondetroit.com/consumer/2015/07/03/firekeepers-casino-hotel-says-credit-card-info-was-hacked-approximately-85000-affected/United States of AmericaUndetermined

In name of OpGreenRights, the Anonymous take down the website of Areva, a French conglomerate in charge of building a Nuclear reactorhttps://www.ibtimes.com/anonymous-opgreenrights-hack-team-knocked-nuclear-corporation-areva-offline-leaked-1909527France Undetermined

Retail Capital notifies more than 700 individuals that unauthorized access was gained to the electronic mailbox of a sales manager, and personal information may have been compromised.https://www.scmagazine.com/home/opinions/blogs/the-data-breach-blog/retail-capital-notifies-hundreds-following-security-incident/United States of AmericaUndetermined

A construction sign is hacked at the University of Montana, inviting users to "Smoke Weed Everyday".https://www.thecannabist.co/2015/03/04/smoke-weed-everyday-montana-sign/31104/United States of AmericaUndetermined

After the leak of Baltimore Police email addresses earlier this month, several officers fall victim to a phishing attack, and consequently a crew of hacktivists (Hagash Team) leak on Pastebin a set of eight email addresses and the passwords for accessing the accounts.https://news.softpedia.com/news/Hackers-Leak-Passwords-for-Baltimore-Police-Emails-480182.shtmlUnited States of AmericaUnited States of America

Cosmetics retailer Sally Beauty Supply admits it was breached for the second time in a little over a year (unusual activity involving payment cards used at some US Sally Beauty stores).https://www.businesswire.com/news/home/20150504005672/en/Sally-Beauty-Holdings-Statement%23.VVbdnxeaTLAUnited States of AmericaUndetermined

The pro-Palestinian hacking group AnonGhost defaces the official Malaysian domain of the famous energy drink Red Bull (redbull.com.my).https://www.hackread.com/pro-palestinian-hackers-red-bull-malaysia-website/Malaysia Undetermined

The Anonymous claim to have breached the servers of the Baltimore Police Department (baltimorepolice.org) and leak a set of Baltimore Police email addresses followed by the IP addresses of web and email services.https://news.softpedia.com/news/Hackers-Leak-Baltimore-Police-Data-480036.shtmlUnited States of AmericaUndetermined

The hacking group AnonGhost defaces a couple of GovGuam websites (Bureau of Statistics and the Department of Public Health and Social Services).http://www.pireport.org/articles/2015/05/04/several-govguam-websites-hit-hackersGuam Undetermined

Rubber AKA @smitt3nz hacks wowfon.com, and dumps 5,392 usernames and hashed passwords.https://web.archive.org/web/20150602030250/http://siph0n.net/exploits.php?id=3824India Undetermined

The hacking group AnonGhost defaces a couple of GovGuam websites (Bureau of Statistics and the Department of Public Health and Social Services).http://www.pireport.org/articles/2015/05/04/several-govguam-websites-hit-hackersGuam Undetermined

In the name of OperationItaly, the Anonymous take dow tickets.expo2015.org, the portal used to sell online the tickets for the Milan 2015 Expo.https://www.lastampa.it/casa-design/2015/05/26/news/attacco-hacker-di-anonymous-al-sito-di-expo-1.36903850Italy Undetermined

An unknown hacker hacks editors.familyfeatures.com and dumps 7,902 usernames and passwords.https://pastebin.com/CriVaiJLUnited States of AmericaUndetermined

Self-serve kiosks installed at three Compass Group locations in the US are compromised, putting at risk payment card information of customers.https://news.softpedia.com/news/Compromised-PoS-Systems-at-Compass-Group-Expose-Payment-Info-479842.shtmlUnited Kingdom of Great Britain and Northern IrelandUndetermined

A hacker affiliated with the Anonymous hacks a subdomain of the World Trade Organization and dumps personal data belonging to more than 2,000 WTO officials and staff members.https://news.softpedia.com/news/Hacker-Hits-World-Trade-Organization-Leaks-Personal-Details-480166.shtmlCanada Undetermined

Afognak Native Corp. falls victim to a cyberattack in which $3.8 million of a subsidiary's money (Alutiiq LLC) is transfered to an offshore bank account.https://www.adn.com/crime-justice/article/afognak-native-corporation-38-million-transferred-shore-bank-account-cyber-fraud/2015/05/07/United States of AmericaUndetermined

A Palestinian-friendly hacker going with the online handle HolaKo defaces a subdomain of rediff.com, a famous Indian news, information, shopping and entertainment web portal.https://www.hackread.com/palestinian-hacks-indian-portal-rediff/India India

Non-profit health care system Partners HealthCare notifies about 3,300 patients about a security breach after a phishing email attack.https://www.inforisktoday.com/partners-healthcare-reports-breach-a-8190United States of AmericaUndetermined

Seton Family of Hospitals notifies approximately 39,000 patients that an employee's email address, which contained personal information, was compromised in a phishing attack.https://www.scmagazine.com/home/opinions/blogs/the-data-breach-blog/texas-based-seton-family-of-hospitals-notifies-39k-patients-of-breach/United States of AmericaUndetermined

UC Berkeley officials announce that they are sending alert notices to current students and other individuals regarding a computer data breach that may have resulted in unauthorized access to their Social Security numbers or other personal information.https://www.databreaches.net/uc-berkeley-announces-another-data-breach/United States of AmericaUndetermined

Ryanair confirms to have been targeted in an international scam that siphoned about $5 million from its bank accounts. The theft has been carried through a fraudulent electronic transfer via a Chinese bank.https://www.independent.ie/business/irish/ryanair-hit-for-millions-of-euro-in-international-chinese-banking-scam-31180849.htmlIreland Undetermined

A cyber attack against the Rutgers University computer network is responsible for the interruptions in internet service.https://www.nj.com/middlesex/2015/04/cyber_attack_against_rutgers_causes_internet_servi.htmlUnited States of AmericaUndetermined

KelvinSecTeam hacks amigosmadrid.es and dumps 2,600 usernames and passwords.https://web.archive.org/web/20150709231738/http://pastebin.com/aT2QEieRSpain Undetermined

A collective affiliated to the Anonymous, dubbed AnonOpsIndia, takes down the Telecom Regulatory Authority of India (trai.gov.in) after the latter dumped more than a million Indian netizens' traceable personal details online.https://www.theregister.com/2015/04/27/indian_gov_dumps_net_neutrality_campaigners_details_online/India India

Saint Agnes Health Care notifies appoximately 25,000 individuals that their personal information was compromised by attackers who used a phishing email to gain access to an emplyee's email account which contained the data.https://www.scmagazine.com/home/opinions/blogs/the-data-breach-blog/about-25k-people-impacted-in-saint-agnes-health-care-breach/United States of AmericaUndetermined

Costa Coffee warns customers in the Cambridge area it may have suffered a security breach and is going to implement a "new format" for users' passwords. According to a statement: contact information from around 0.02 per cent of loyalty card holders was accessed.https://www.itproportal.com/2015/04/24/costa-coffee-hacked-affected/United Kingdom of Great Britain and Northern IrelandUndetermined

Indonesian hackers going with the group handle of Gantengers Crew deface the Online Resources domain of MasterCard (arm.mastercard.com).https://www.hackread.com/indonesian-hackers-hack-mastercard-website/United States of AmericaIndonesia

@Compl3x1ty hacks the St. Joseph Medical Group (tjoemedicalgroup.com) and dumps 98 usernames, MD5 encrypted passwords, and email addresses.https://www.databreaches.net/oh-those-old-files-left-lying-around-on-your-server-saturday-edition/United States of AmericaUndetermined

The Anonymous target the world's largest animal abuse forum (beastforum.com) with a DDoS attack, forcing it to go offline.https://www.hackread.com/anonymous-cyber-attack-x-rated-animal-abuse-forum/UndeterminedUndetermined

Malicious code planted on the website of My Freedom Smokes, retailer of electronic cigarettes and accessories, may have been used to access customer information that is required when placing an online order.https://news.softpedia.com/news/My-Freedom-Smokes-Website-Burnt-By-Malware-479314.shtmlUnited States of AmericaUndetermined

The Federal Reserve Bank of St. Louis notifies the individuals using its services that on April 24, 2015, unknown hackers manipulated the DNS to redirect some of the Bank's web traffic to rogue webpages.https://www.stlouisfed.org/news-releases/2015/05/18/password-reset-for-st-louis-fed-research-website-user-accountsUnited States of AmericaUndetermined

The Wilmington Public Schools website is defaced by Team System DZ. The hackers publish a page supporting ISIS.https://patch.com/massachusetts/wilmington/developing-wilmington-schools-website-possibly-hacked-terrorist-group-0United States of AmericaAlgeria

SIGAINT, an email service that resides mostly in the anonymization network Tor, is the victim of an unknown attacker who tries to compromise it by using a total of 70 bad exit nodes.https://news.softpedia.com/news/Privacy-Centric-Email-Service-SIGAINT-in-Tor-Targeted-by-70-Bad-Exit-Relays-479227.shtmlUndeterminedUndetermined

Tesla Motors Inc.'s Twitter feed and its media-relations e-mail account are hijacked by a group dubbed RIPPRGANG. The hackers are able to post messages to the company's more than 564,000 followers. Nearly in contemporary the homepage is redirected to an external domain by an online group called Autismsquad.https://www.bloomberg.com/news/articles/2015-04-25/tesla-hacked-on-twitter-media-relations-e-mail-accountsUnited States of AmericaUndetermined

The annual school test of Minnesota Comprehensive Assessments (MCA) are suspended due to a DDoS attack.https://minnesota.cbslocal.com/2015/04/22/officials-mca-testing-suspended-due-to-cyber-attack/United States of AmericaUndetermined

Hyatt alerts some 200 customers that their Gold Passport account has been flagged for suspicious activity, while the other 18 million members have their account passwords reset for precaution.https://www.csoonline.com/article/2912891/hyatt-resets-gold-passport-account-passwords-after-security-incident.html?nsdr=trueUnited States of AmericaUndetermined

A collective called Angel_Of_Truth hacks Detour Gold Corporation and dumps several data on pastebin. The attack is done in retaiation for the Canadian sanctions against Russia.https://www.databreaches.net/ca-detour-gold-corporation-hacked/Canada Canada

The Anonymous hack an Israeli arms importer and manufacturer Fab-Defense (fab-defense.com) and leak login credentials plus personal details of its local and international customers.https://www.hackread.com/anonymous-hacks-israel-arms-website-data-leak/Israel Undetermined

In name of #OpIsrael2015, @Apex_Haxor hacks calcalit-tamar.co.il and dumps 1,200 records.https://web.archive.org/web/20150420193234/http://pastebin.com/GtfTAEv4Israel Undetermined

Team System DZ defaces the official mobile website (mobile.utoronto.ca) of the University of Toronto .https://www.hackread.com/toronto-university-website-hacked-isis-hackers/Canada Algeria

Part of Northwestern University's network has been offline for over a week as a result of a hack first disclosed on Twitter by  4/2o Cell AKA @Puttied.http://www.databreaches.net/northwestern-u-hacked-but-no-personal-info-on-server/United States of AmericaUndetermined

Telstra notifies its customers of a data breach involving its Asian subsidiary Pacnet. Telstra is made aware of the breach on April 16, only after acquiring Pacnet.https://www.reuters.com/article/us-telstra-pacnet-cybercrime/telstra-says-newly-acquired-pacnet-hacked-customer-data-exposed-idUSKBN0O50WM20150520Singapore Undetermined

Three Bangladeshi hackers going with the handles of Ne0-h4ck3r, TiGER-M@TE and F0RTYS3V3N, hijack the Google, Google Images, YouTube and Yahoo Malaysia domains.https://www.hackread.com/bangladesh-hacked-google-images-yahoo-malaysia/Malaysia Bangladesh
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Another French television targeted by hackers. This time the victim is France TVvisions and the attackers make off with off with data of 19,000 viewer requests to participate in televised games and 108,000 contacts.http://www.thelocal.fr/20150415/french-state-tv-hit-by-massive-hacker-heistFrance Undetermined

Online poker rooms are under a DDoS attack. The victims are Betfair, Unibet, and PokerStars.https://www.pokernewsdaily.com/ddos-attacks-plague-online-poker-once-again-26945/Isle of ManUndetermined

Online poker rooms are under a DDoS attack. The victims are Betfair, Unibet, and PokerStars.https://www.pokernewsdaily.com/ddos-attacks-plague-online-poker-once-again-26945/Malta Undetermined

Gaza Team, a pro-Palestinian group of hackers, hacks The Jewish Press. The site displays a black backdrop with a man holding ISIS-type flag. The team vows to hack many more pro-Israel websites in the future.https://www.hackread.com/pro-israeli-jewish-press-website-hacked/Israel Israel

Online poker rooms are under a DDoS attack. The victims are Betfair, Unibet, and PokerStars.https://www.pokernewsdaily.com/ddos-attacks-plague-online-poker-once-again-26945/United Kingdom of Great Britain and Northern IrelandUndetermined

The computer on the desk of Taipei Mayor Ko Wen-je's secretary is hacked. Investigators  trace the perpetrator to China.http://focustaiwan.tw/news/aipl/201504140024.aspxTaiwan (Province of China)Undetermined

Rossel, a Belgian media group, is the victim of a DDoS attack. One of Belgium's largest French-speaking newspapers, La Soir, along with others sites are affected and temporarily shut down. A new attack is executed the day after.https://www.scmagazine.com/home/security-news/belgian-media-company-experiences-ddos-attack/Belgium Undetermined

Eddie Raymond Tipton, the former security boss of the Multi State Lottery Association, is charged with fraud after allegedly hacking with a rootkit the computer that picks the winning numbers. http://www.bbc.com/news/technology-32301117United States of AmericaUnited States of America

A Turkish hacker with the handle @THTHerakles shut down the Vatican City official website (vatican.va) to protest against Pope Francis' remarks in which he used the word "genocide" to refer to mass killings of Armenians by Turks.https://www.hackread.com/hackers-shut-down-vatican-city-website/Holy See Turkey

Yet another trail of the infamous Fappening affair. This time it's the turn of Kelly Brook, whose nude photos are leaked by unknown hackers.https://grahamcluley.com/2015/04/the-kelly-brook-nude-photos-hack-part-94/United Kingdom of Great Britain and Northern IrelandUndetermined

Homebridge notifies an undisclosed number of current and former employees that unauthorized access was gained to human resource records via malware implanted on a limited number of computers, and that the stolen personal information may have been used to file fraudulent tax returns.https://www.scmagazine.com/home/opinions/blogs/the-data-breach-blog/california-based-home-care-services-co-notifies-employees-of-data-breach-tax-fraud/United States of AmericaUndetermined

Saudi hackers take over the official Twitter account of Iran's state Television Al-Alam (@alalam_news), posting material supportive of the Saudi-led air war against Iran-backed rebels in Yemen.https://www.hackread.com/irani-state-tv-social-media-hacked-saudi-hackers/Saudi ArabiaUndetermined

In name of #OpSaudi, the Yemen Cyber Army hacks alhayat.com and dumps 926 records including usernames and hashed passwords.http://pastebin.com/eKHDGgE6Saudi ArabiaAfghanistan

Hobart Airport's website is defaced by Team System DZ with a message supporting radical group Islamic State (IS) over the weekend.http://www.zdnet.com/article/hobart-airport-website-down-after-pro-is-hack/Australia Algeria

The hacker group Anonymous Quebec takes down the Montreal Police department website and the officers' union to protest against the brutality used during student demonstrations.https://www.hackread.com/anonymous-shuts-down-montreal-police-website/Canada Canada

The Anonymous breach into an Israeli gun shop website (lhbltd.com) and leak login credentials plus personal details of its local and international customers, including some government officers.https://www.hackread.com/opisrael-anonymous-hacks-israeli-gun-shop-site/Israel Undetermined

AnonymousGlobo defaces several Chinese government websites including the Hunan (a province in China) Police Academy website in solidarity with pro-democracy protesters in Hong Kong.https://www.hackread.com/operationchina-anonymous-hacks-chinese-police-govt/China Undetermined

Biggby Coffee announces that an intruder forced their way into its systems and accessed a database containing personal information.https://www.scmagazine.com/home/opinions/blogs/the-data-breach-blog/biggby-coffee-announces-website-intrusion-access-gained-to-database/United States of AmericaUndetermined

The website of Turkmenistan's embassy in Belarus is taken offline following an apparent hack by two ISIS supporters.http://www.rferl.org/content/turkmen-embassy-in-minsk-hacked/26947114.htmlTurkmenistanTurkmenistan

TV5Monde, a multi-station television network headquartered in Paris, France, has 11 of its TV stations taken off the air. In the same time it suffers an internal IT outage alongside a social media and website takeover. The Cyber Caliphate, a group of Pro-ISIS hackers claims responsibility. However, it was later revelated that the hack was a false flag operation carried out by APT28.https://www.lexpress.fr/actualite/medias/piratage-de-tv5-monde-la-piste-russe_1687673.htmlFrance Russian Federation

Kendall Jenner's Twitter account is hacked, and begins posting some out-of-character messages to her 10.2 million followers.http://www.welivesecurity.com/2015/04/08/kendall-jenner-twitter-hacked/United States of AmericaUndetermined

Other #OpIsrael attacks: Anonymous, Anonymous Arabe, Anonymous Arab and AnonGhost deface several private domains and several governmental sites in addition to leaking data of Israeli citizens.https://www.hackread.com/opisrael-700-sites-hacked-thousands-of-social-media-paypal-crenential-leaked/Israel Undetermined

Islamist hackers of the Moroccan Islamic Union-Mail deface uk-air.defra.gov.uk, a website run by the British Government's Department of Environment, Food & Rural Affairs (DEFRA) and dedicated to monitoring air pollution.http://www.hotforsecurity.com/blog/uk-government-website-hijacked-by-islamist-hackers-11676.htmlUnited Kingdom of Great Britain and Northern IrelandSaudi Arabia

Threat actors that are suspected to be from Russia have compromised unclassified White House networks using access from compromised networks at the State Department. The hack was first discovered in October 2014.https://www.forbes.com/sites/thomasbrewster/2015/04/08/russians-hacked-white-house-cnn/?sh=3751acdf60cbUnited States of AmericaUndetermined
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A group of hackers going with the handle of Indonesian Cyber Freedom defaces a sub-domain of the United Nations website (sgp.undp.org).https://www.hackread.com/indonesian-hackers-deface-subdomain-of-united-nations-website/UndeterminedIndonesia

4/2o Cell AKA @Puttied hacks a subdomain of wellesley.edu (mobius.wellesley.edu) and claims to have obtained 700 records.http://www.databreaches.net/wellesley-college-data-dumped-server-vulnerable-to-sqli/United States of AmericaUndetermined

Linux Australia warns its members and conference attendees that their personal information may have fallen into the hands of online criminals, following a breach of the organisation's servers.http://lists.linux.org.au/pipermail/linux-aus/2015-April/022049.htmlAustralia Undetermined

Unauthorized access to the server of Synergistic Resources Integration (SRI) is discovered, exposing personally identifiable information stored by the company, including social security and tax identification numbers.http://news.softpedia.com/news/SRI-Inc-s-Website-Hacked-Tax-IDs-and-SSNs-Exposed-477605.shtmlUnited States of AmericaUndetermined

Unknown hackers steal full credit card information for 44 patients, and partial credit card information for nearly 7,000 patients, after gaining access to the Western Montana Clinic.http://missoulian.com/news/local/hackers-accessed-patients-credit-card-information-western-montana-clinic-says/article_a2410583-b3bd-5cf8-afcb-8d65828fc2c0.htmlUnited States of AmericaUndetermined

PH1K3 hacks domainstream.se and dumps 1,149 records with Personally Identifiable Informationhttp://pastebin.com/vngXKQF2Sweden Undetermined

Nite Ize notifies customers that its online store experienced a cyber attack, which resulted in credit card transactions being compromised and unauthorized access possibly being gained to a general customer database.https://www.scmagazine.com/home/opinions/blogs/the-data-breach-blog/nite-ize-website-attack-impacts-credit-cards-possibly-customer-database/United States of AmericaUndetermined

The pro-Bashar Al Assad hackers from the Syrian Electronic Army claim to have hacked popular hosting companies running under the Endurance International Group. The list of hacked hosting companies include Bluehost, Fastdomain, Hostgator, Hostmonster and Justhost.http://www.ibtimes.co.uk/syrian-electronic-army-hacks-hosting-services-supporting-terrorist-websites-1494393United States of AmericaSyrian Arab Republic
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The pro-Bashar Al Assad hackers from the Syrian Electronic Army claim to have hacked popular hosting companies running under the Endurance International Group. The list of hacked hosting companies include Bluehost, Fastdomain, Hostgator, Hostmonster and Justhost.http://www.ibtimes.co.uk/syrian-electronic-army-hacks-hosting-services-supporting-terrorist-websites-1494393United States of AmericaSyrian Arab Republic

The official website of the Office of the Principal Controller of Defence Accounts (Officers) (pcdaopune.gov.in) is hacked and 50,000 personal details besides login names and passwords may have been compromised. http://www.business-standard.com/article/pti-stories/pcda-o-website-hacked-personal-details-feared-compromised-115040801249_1.htmlIndia Undetermined

SkYz0 hacks paths-123.com and dumps 7,269 usernames and clear text passwords.https://www.elevenpaths.com/wp-content/uploads/2015/12/2015_the_year_of_information_leaks_EN.pdfUnited States of AmericaUndetermined
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Saudi hackers from Team Bad Dream deface the official website of U.S. Army Picatinny Arsenal (pica.army.mil).https://www.hackread.com/u-s-army-picatinny-arsenal-website-hacked-by-saudi-hackers/United States of AmericaUnited States of America

Some of the systems administered by Multiplay, a company hosting gaming events, are accessed by an unauthorized entity, which may have resulted in exposing users' account details.http://news.softpedia.com/news/Multiplay-Servers-Breached-Users-Asked-to-Change-Password-477078.shtmlUnited Kingdom of Great Britain and Northern IrelandUndetermined

The screen sharing platform Puush is hit by a cyber attack that injected malware into a server. Users are prompted to uninstall the app and change important passwords that were stored on PCs as well as those saved in major browsers.https://www.scmagazine.com/home/security-news/puush-urges-users-to-change-passwords-after-cyber-attack/Australia Undetermined

The website of Air France's national mutual society (mnpaf.fr) is defaced by a group calling itself Moujahidin Team, in retaliation for the Setif and Guelma massacres that happened on May 8, 1945.http://www.ibtimes.co.uk/air-france-website-hacked-by-algerian-mujahideen-1494085France France

Unknown hackers access tens of thousands of British Airways frequent-flyer accounts. The airline states that only a small proportion of its millions of customers are affected, and no names, addresses, bank details or other personal information has been accessed.http://www.theguardian.com/business/2015/mar/29/british-airways-frequent-flyer-accounts-hackedUnited Kingdom of Great Britain and Northern IrelandUndetermined

Histeria hacks lumensfactory.com and dumps 2,550 usernames and clear text passwords. https://www.elevenpaths.com/wp-content/uploads/2015/12/2015_the_year_of_information_leaks_EN.pdfChina Undetermined

The Website of the Nigerian Electoral Commission (inecnigeria.org) is defaced by the Nigerian Cyber Army on the morning of the general election day.http://www.channelstv.com/2015/03/28/inec-restores-hacked-website/Nigeria Nigeria

After Indiana's Governor Mike Pence signed the controversial religious freedom bill law, @YourVikingdom2015 takes down the Official Indiana website in.gov.https://www.hackread.com/hackers-knockdown-indiana-state-website-against-anti-lgbt-religious-freedom-law/United States of AmericaUndetermined

R3dm0v3 hacks virgilfilmsent.com and dumps 3,482 usernames and passwords.https://www.elevenpaths.com/wp-content/uploads/2015/12/2015_the_year_of_information_leaks_EN.pdfUnited States of AmericaUndetermined

Ebu Duhan hacks pvpserverin.com and dumps 2,614 usernames and passwords.http://pastebin.com/7wgN3J3GTurkey Undetermined



The Direct Marketing Association suffers a data breach caused by a malware installed in the online bookstore section of their website.http://www.databreaches.net/direct-marketing-association-data-breach/United States of AmericaUndetermined

Slack announces on its corporate blog that it was hacked over the course of four days in February, and that some number of users' data was compromised. The breach releases email addresses and potentially phone numbers of its 500,000 users.http://www.wired.com/2015/03/slack-admits-hacked-enables-2-factor-authentication/United States of AmericaUndetermined

The official website of the Finnish Police (poliisi.fi) is taken down by a DDoS attack.https://web.archive.org/web/20150327164842/http://yle.fi/uutiset/police_website_target_of_repeated_denial_of_service_attacks/7891226Finland Undetermined

GitHub, the largest public code repository in the world, battles against the largest DDoS attack in the site's history. The attack targets pages hosting anti-surveillance tools. Suspects are directed to China.http://arstechnica.com/security/2015/03/github-battles-largest-ddos-in-sites-history-targeted-at-anti-censorship-tools/United States of AmericaUndetermined

Cryptoine, a cryptocurrency exchange site, is hacked and has its wallets emptied.http://www.zdnet.com/article/bitcoin-exchange-cryptoine-hacked/United States of AmericaUndetermined

Another adult site used to distribute malware. This time the victim is Xtube, whose main page is compromised to redirect the user to a site hosting the Neutrino Exploit Kit.https://blog.malwarebytes.org/exploits-2/2015/03/adult-site-xtube-serves-malware-via-neutrino-ek/United States of AmericaUndetermined

The Oriel High School's Twitter account is hacked and posts offensive images about the alleged "new career"ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â• of a professor as a porn actor.http://www.mirror.co.uk/news/uk-news/hackers-break-schools-twitter-feed-5395784United Kingdom of Great Britain and Northern IrelandUndetermined

EllisLab admits to have suffered a breach after hackers managed to gain unauthorized access to its servers via a PHP backdoor.https://www.helpnetsecurity.com/2015/05/04/ellislab-servers-breached-by-hackers-wielding-stolen-admin-password/United States of AmericaUndetermined

A malicious user going by the handle of bluebunny14 exploits the open submission structure of Steam's Greenlight section to briefly hide malware links in cloned versions of five legitimate game pages.http://arstechnica.com/gaming/2015/03/malicious-user-hides-trojan-links-in-cloned-steam-greenlight-pages/United States of AmericaUndetermined

Frontpagemag.com, an online magazine, particularly critical of Iran's nuclear politics, is the victim of a DDoS attack allegedly originating from Iran/Iraq.https://archives.frontpagemag.com/fpm/cyber-attack-frontpage-frontpagemagcom/United States of AmericaUndetermined

BetterBee notifies several customers of a breach involving their payment card information, due to a cyber attack to the hosting company WebSite Pipeline (WSP).http://www.databreaches.net/websitepipeline-notifying-clients-of-breach/United States of AmericaUndetermined

The NYPD's Captain Endowment Association's website (NYPDCEA.org) is injected with malware. The Anonymous claim responsibility for the attack, even if the attribution is uncertain.http://www.nydailynews.com/new-york/nypd-union-site-hit-hackers-article-1.2159071United States of AmericaUndetermined

A group of pro-ISIS hackers from Morocco, going with the handle of Team System DZ defaces several high-profile websites of Wisconsin's Richland County, including the county's Sheriff's department website. https://www.hackread.com/pro-isis-hackers-hacks-richland-county-sheriffs-dept-website/United States of AmericaAlgeria

Ouch hacks csgameservs.com and dumps its entire database on pastebin (7,661 records). To remove the database the hacker asks for a ransom of $20 worth bitcoins.https://web.archive.org/web/20150326002103/http://pastebin.com/mL7pdLv6United States of AmericaUndetermined

This time Ouch hacks artazart.com and dumps its entire db on pastebin (6,795 records). Once again, to remove the db the hacker asks for a ransom of $20 worth bitcoins.https://web.archive.org/web/20150324020356/https://pastebin.com/3w6a7wzzFrance Undetermined

The British Judo Association (britishjudo.org.uk) temporarily shuts down its online membership application system after an illegal intrusion stole some members' details.http://www.theregister.co.uk/2015/03/20/hacker_british_judo_cyber_defences_oh_shido/United Kingdom of Great Britain and Northern IrelandUndetermined

Chinese activist site Greatfire.org, which masks censored traffic into the country, suffers a DDoS attack that racks up $30,000 a day in server costs.http://www.theregister.co.uk/2015/03/20/greatfire_chinese_activists_under_ddos/United States of AmericaUndetermined

St. Mary's Health (stmarys.org) announces that several employees had their usernames and passwords compromised. Unfortunately their email accounts contained personal information on roughly 4,400 individuals. https://www.scmagazine.com/home/opinions/blogs/the-data-breach-blog/st-marys-health-breach-affects-thousands/United States of AmericaUndetermined

Credit card data is compromised for about 19 people at the Tom Bradley International Terminal in the Los Angeles International Airport.http://www.databreaches.net/credit-card-data-breach-at-lax/United States of AmericaUndetermined

Chrichir hacks the FIT college (fitcollege.edu.au) and claims to have accessed 5,000+ student records, and more than 6,000 payment records.http://www.databreaches.net/au-fit-college-hacked-because-they-need-better-security/Australia Australia

Advantage Dental notifies more than 150,000 patients that a computer was infected with malware, and an intruder gained access to a database containing their personal information. https://www.scmagazine.com/home/opinions/blogs/the-data-breach-blog/more-than-150k-patients-impacted-in-advantage-dental-breach/United States of AmericaUndetermined

Alex Van Handle AKA @ThaSinister hacks fenderforum.com and dumps 76,682 records.https://www.elevenpaths.com/wp-content/uploads/2015/12/2015_the_year_of_information_leaks_EN.pdfUnited States of AmericaUndetermined

Allcrypt, a cryptocurrency exchange site, is hacked and has its wallets emptied.https://cryptomining-blog.com/4529-the-allcrypt-alt-crypto-exchange-has-been-hacked/United States of AmericaUndetermined

The South Korean government issues a report blaming North Korea for network intrusions that stole data from Korea Hydro and Nuclear Power (KHNP), the company that operates South Korea's 23 nuclear reactors.http://arstechnica.com/security/2015/03/south-korea-claims-north-hacked-nuclear-data/Korea (the Republic of)Afghanistan

Curtis, Mallet-Prevost, Colt & Mosle LLP files a lawsuit on behalf of its client, the Republic of Kazakhstan, after the Gmail accounts and computers of several government officials were hacked and their contents posted online, exposing communications between the officials and the firm.http://www.databreaches.net/computer-hack-in-kazakhstan-exposes-client-emails-with-curtis/KazakhstanUndetermined

The billing information of 14,000 Sacred Heart Health System patients is compromised when an employee email account of the healthcare provider's third-party billing vendor was hacked.http://www.pnj.com/story/news/2015/03/16/sacred-heart-health-system-billing-information-hacked/24859975/United States of AmericaUndetermined

A hacker dubbed Chrichir AKA @ChrichirTheGod hacks the University of Oklahoma and dumps some internal data.http://www.databreaches.net/university-of-racism-hacked-will-others-go-after-u-of-oklahoma-student-records/United States of AmericaAustralia

Chrichir hacks the South West TAFE (swtafe.vic.edu.au), and, as proof, dumps some internal tables.http://www.databreaches.net/university-of-racism-hacked-will-others-go-after-u-of-oklahoma-student-records/Australia Australia

More than 50,000 accounts of customers of Vietnam's state-run telecom giant VNPT are stolen and leaked on the Internet over the weekend.http://tuoitrenews.vn/business/26762/vietnamese-hackers-allegedly-steal-50000-accounts-from-local-telecom-giantViet Nam Undetermined

Bitcoin Baron claims to have hacked the City of Moore in Oklahoma (www.cityofmoore.com) and demands a ransom of 100 bitcoins to protect the private data acquired.http://www.databreaches.net/bitcoin-baron-tells-moore-oklahoma-thanks-for-letting-me-into-your-system-now-pay-me/United States of AmericaUnited States of America

Ontario's Ministry of Education confirms it is investigating the hack of 5,000 emails, stolen via an unauthorized access to its website (edu.gov.on.ca) and then published online. http://www.insidehalton.com/news-story/5476951-thousands-of-email-addresses-leaked-from-government-website/Canada Undetermined

The State Department shuts down parts of its computer network to remove malicious software from Russian hackers in its unclassified email system.http://www.cnet.com/news/state-department-takes-network-offline-for-security-scrub/United States of AmericaUndetermined

The website of Jamie Oliver (jamieoliver.com) is found to be harbouring malicious software for a second time in less than one month.http://www.bbc.com/news/technology-31869595United Kingdom of Great Britain and Northern IrelandUndetermined

Some computer systems and servers at Aurora Health Care are infected with malware designed to capture log-in data entered on certain websites mostly providing financial services.http://news.softpedia.com/news/Financial-Malware-Infects-Aurora-Health-Care-Workstations-475771.shtmlUnited States of AmericaUndetermined

Internet traffic for 167 important British Telecom customers, including a UK defense contractor that helps deliver the country's nuclear warhead program, are mysteriously diverted to servers in Ukraine before being passed along to their final destination.http://arstechnica.com/security/2015/03/mysterious-snafu-hijacks-uk-nukes-makers-traffic-through-ukraine/United Kingdom of Great Britain and Northern IrelandUndetermined

5elafa BookÃƒÂ‚Ã‚Â•, a pro-ISIS Facebook clone is forced offline after just a day; and a linked Twitter account was shut down by supporters of the Anonymous collective.http://www.infosecurity-magazine.com/news/proisis-facebook-site-taken-offline/UndeterminedUndetermined

The online Turkish hacktivist group RedHack defaces the official website of Istanbul Police Association (istanbulpolisdernegi.org) in tribute to Berkin Elvan, a 15-year-old teenager who died on March 11, 2014.https://www.hackread.com/redhack-hacks-istanbul-police-assoc-website-berkin-elvan/Turkey Turkey

The Anonymous claim to have taken down the Madison Police Department over Tony Robinson Jr. Shooting.http://www.techworm.net/2015/03/anonymous-take-down-madison-police-department-website-over-tony-robinson-jr-shooting.htmlUnited States of AmericaUndetermined

MyBB reveals that its official Twitter profile and a staff member's accounts were hijacked in late January.http://www.securityweek.com/mybb-says-hacker-didnt-access-user-data-source-codeUnited States of AmericaUndetermined

An unknown hacker hacks dhakafm904.com (a web radio) and dumps 1,149 records with usernames and hashed passwords.https://www.elevenpaths.com/wp-content/uploads/2015/12/2015_the_year_of_information_leaks_EN.pdfBangladeshUndetermined

Hackers compromise the payment processing systems at a Bistro Burger location in San Francisco and may have exfiltrated card information for a period of two months before the breach was contained.http://news.softpedia.com/news/San-Francisco-Bistro-Burger-Compromised-Financial-Info-Exposed-for-Two-Months-475430.shtmlUnited States of AmericaUndetermined

Viner Ben Phillips says his account has been hacked and all his videos deleted after he revealed he can earn up to ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â£12,000 a clip.http://www.bbc.co.uk/newsbeat/31798990United Kingdom of Great Britain and Northern IrelandUndetermined

femsplain.com, a feminist blog, is the target of a DDoS attack on International Women's Day.http://www.welivesecurity.com/2015/03/09/femsplain-ddos-attack/India Undetermined

The actions of the hacktivist group AnonGhost are not isolated: now they deface the official website of the state of Louisiana Rapides Parish Police Jury, Southern Heritage Bank and Churchill Banks.https://www.hackread.com/anti-israeli-hackers-target-police-jury-bank-websites/United States of AmericaUndetermined

Another example of a forum compromised. An unknown hacker hacks reliablehost.info and dumps 7,561 emails and clear text passwords. https://www.elevenpaths.com/wp-content/uploads/2015/12/2015_the_year_of_information_leaks_EN.pdfUnited States of AmericaUndetermined

FRID4Y AKA @_FRID4Y_ hacks epicpr.com and dumps 21,500 usernames and clear text passwords.https://www.elevenpaths.com/wp-content/uploads/2015/12/2015_the_year_of_information_leaks_EN.pdfUnited States of AmericaUndetermined

And for the second time in a week, the Anonghost deface, once again, the official website of Colorado's Larimer County Sheriff's Office.https://www.hackread.com/larimer-county-sheriffs-office-hacked-again/United States of AmericaUndetermined

The official website of Colorado's Larimer County Sheriff's Office (LCSO, larimersheriff.org) is defaced by the Pro-Palestinian hacking group AnonGhost.https://www.hackread.com/larimer-county-sheriffs-office-website-hacked-by-pro-palestinian-hackers/United States of AmericaUndetermined

The services of religious-centric Russian search engine "Rublev"ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â• are interrupted by a DDoS attack about five hours after being launched to the public.http://news.softpedia.com/news/Russian-Orthodox-Search-Engine-Knocked-Offline-Hours-after-Launch-474945.shtmlRussian FederationUndetermined

Bitcoin Baron takes down the City of San Marcos and San Marcos PD websites in retaliation for the assault on a student.http://www.techworm.net/2015/03/vigilante-justice-wrong-hacker-mistakenly-hacks-city-police-websites-two-years-after-cop-jailed.htmlUnited States of AmericaUnited States of America

Bitcoin Baron takes down the City of San Marcos and San Marcos PD websites in retaliation for the assault on a student.http://www.techworm.net/2015/03/vigilante-justice-wrong-hacker-mistakenly-hacks-city-police-websites-two-years-after-cop-jailed.htmlUnited States of AmericaUnited States of America

Unknown cybercriminals exploit a vulnerability in the Perspectives website and manage to access a database containing eCheck payment information for website transactions.http://news.softpedia.com/news/Website-for-Religious-Classes-Tainted-with-Malvertising-474789.shtmlUnited States of AmericaUndetermined

Hotel chain Mandarin Oriental confirms that credit card data has been stolen in a hack attack on the company's network.http://krebsonsecurity.com/2015/03/credit-card-breach-at-mandarian-oriental/China Undetermined

Accounting firm Walters McCann Fanska notifies clients that their personal and financial account information may have been acquired by hackers who had access to the firm's networkhttp://www.databreaches.net/walters-mccann-fanska-notifies-clients-of-network-security-breach/United States of AmericaUndetermined

The Dutch chip manufacturer ASML reveals to have been the victim of a cyber attack allegedly orchestrated by state-sponsored Chinese hackers.https://www.securityweek.com/chip-equipment-firm-asml-suffers-data-breachUnited States of AmericaUndetermined



The pro-Russian hacktivist CyberBerkut leaks several documents allegedly hacked from the mobile device of a Green Group Defense Services official, who recently visited Kiev as a member of American military delegation.https://observer.com/2015/03/pro-russian-hackers-expose-u-s-military-contractor-activity-in-ukraine/United States of AmericaUkraine

Rubber AKA @smitt3nz hacks neofriends.com, a dating site, and dumps 7,495 usernames and hashed passwords. https://www.elevenpaths.com/wp-content/uploads/2015/12/2015_the_year_of_information_leaks_EN.pdfUnited States of AmericaUndetermined

Sinister hacks Scott Herman's muscularstrength.com and dumps 55,000 records with usernames and passwords.https://blog.breachalarm.com/just-hacked-muscularstrength-comUnited States of AmericaUndetermined

The grocery chain Natural Grocers says it is investigating a potential data security incident involving an unauthorized intrusion targeting limited customer payment card data.https://krebsonsecurity.com/2015/03/natural-grocers-investigating-card-breach/United States of AmericaUndetermined

A group of hackers calling themselves Team Hans manages to gain access to corporate information belonging to Rogers, a Canadian telecommunication and media company and dump 400Mb of data.http://news.softpedia.com/news/Rogers-Communications-Hacked-Using-Simple-Social-Engineering-474675.shtmlCanada Undetermined

The Bradley University informs its employees, retirees, and former employees that their identifiable information, including Social Security numbers, might have been compromised as a result of a breach of system data security.https://www.bradleyscout.com/news/2015-bradley-data-breach-perpetrator-pleads-guilty-victims-share-experiences-university-fails-to-follow-up/United States of AmericaUndetermined

Hackers conducted a combination of financially motivated and espionage-driven hacking operations against hundreds of companies, organizations, and research firms based in the United States and other countries, stealing terabytes of information. One of these targets was the Hanford Site, a Department of Energy nuclear waste complex. The two hackers, Li Xiayou and Dong Jiazhi, allegedly carried out their activities with the help of China's Ministry of State Security.https://www.politico.com/news/2020/07/21/doj-chinese-hackers-coronavirus-research-375855United States of AmericaChina

f AKA @CIeaver hacks frontalot.com and dumps about 66,000 usernames and hashed passwords.https://web.archive.org/web/20150315024644/http://siph0n.net/exploits.php?id=3729United States of AmericaUndetermined

Dump Phenom hacks orphan-boy.com and dumps 3,765 usernames and clear text passwordshttp://pastebin.com/ZjYLwYUZUnited States of AmericaUndetermined

In the name of OpSeaWorld, Anonymous hackers hack the Japanese Association of Zoos and Aquariums (jaza.jp) and leak about 1,500 usernames and clear text passwords.https://www.japantimes.co.jp/news/2015/05/27/national/zoo-group-jaza-hit-cyberattack-anonymous-claimed-responsibility-nhk/Japan Undetermined

Eric Walstrom, a student at New Dorp High School hacks into a secure computer system to improve his scores. Unfortunately he is discovered.http://nypost.com/2015/02/27/cyber-hacking-si-student-changed-grades-from-his-smartphone-cops/United States of AmericaUnited States of America

The group of hacktivists Sudoh4k3rs hacks the two subdomains of the University of Lisbon and dumps the database and the administrator password.https://www.portugalresident.com/update-hackers-strike-back-and-demand-release-of-arrested/Portugal Portugal

TalkTalk admits to a major breach of user information, which may have led to some customers handing over bank information to hackers. Following an investigation it states some of its customer information, such as names, addresses, phone and account numbers could have been illegally accessed.http://www.theregister.co.uk/2015/02/27/talktalk_admits_massive_data_breach/United Kingdom of Great Britain and Northern IrelandUndetermined

An anonymous ISIS supporter defaces Chile's Ministry of Defense website (ssdefensa.cl).https://www.hackread.com/isis-supporters-hack-chiles-ministry-defense-website/Chile Undetermined

Almost a week after revelations surfaced that Lenovo preinstalled dangerous ad-injecting software on consumer laptops, hackers of the Lizard Squad collective take their revenge: they initially hack Web Commerce Communications (webnic.cc).http://krebsonsecurity.com/2015/02/webnic-registrar-blamed-for-hijack-of-lenovo-google-domains/Malaysia Undetermined

Law enforcement is investigating a possible data breach at the National Archives, after a hacker group releases a video purporting to show a break-in on the agency's website.http://thehill.com/policy/cybersecurity/233825-national-archives-hit-with-data-breachUnited States of AmericaUndetermined

Cosmetics company Lime Crime notifies an undisclosed number of customers that unauthorized access was gained to its website server and malware designed to intercept customer data, including payment card information was installed.https://www.scmagazine.com/home/opinions/blogs/the-data-breach-blog/malware-on-lime-crime-website-payment-cards-compromised/United States of AmericaUndetermined

The Chinese Academy of Engineering suffered a cyberattack from Poison Ivy; a group that has carried out numerous espionage campaigns against China.https://blogs.360.cn/post/APT_C_01_en.htmlChina Undetermined

Almost all government agencies in New York City are unable to send or receive messages for nearly a week as a consequence of a DDoS attack. A further investigation reveals that the attack may have originated from Russia.http://www.dnainfo.com/new-york/20150226/civic-center/hack-attack-that-hit-city-emails-may-have-come-from-russia-sourcesUnited States of AmericaUndetermined

Actors hack the main Lenovo web site, hijacking the lenovo.com domain name, and also leaking several company emails.http://arstechnica.com/security/2015/02/attackers-take-control-of-lenovo-com-hijacking-e-mail-and-web-servers/China Undetermined

The Urban Institute, a think tank in Washington, DC, alerts charitable organizations around the country that its system for filing tax forms was breached. http://thehill.com/policy/cybersecurity/233641-prominent-dc-think-tank-hackedUnited States of AmericaUndetermined

@ThySavi0r & @anonf8 from #8bitCrew hack hemda.org.il and dump 1,324 usernames and clear text passwords.https://web.archive.org/web/20150317082557/http://pastebin.com/mWNSa1mtIsrael Undetermined

The domain name for Google's search engine in Vietnam, google.com.vn, is briefly hacked and hijacked by the hacker collective Lizard Squad and redirected users to a website selling cyberattack tools.http://www.ibtimes.co.uk/google-vietnam-domain-name-briefly-hacked-hijacked-by-lizard-squad-1489293Viet Nam Undetermined

Komodia.com, home to the SSL interception module at the heart of the Superfish controversy, is the victim of a DDoS attack.http://threatpost.com/komodia-website-under-ddos-attack/111195Israel Undetermined

In the name of OpSaudi, The Oppressed Defenders take down the online banking domain of Arab National Bank.https://www.hackread.com/opsaudi-hackers-shutdown-saudi-arab-national-bank-website/Saudi ArabiaSaudi Arabia

Kris Jenner claims she is being extorted over a naked video which hackers stole from her iCloud account.http://www.tmz.com/2015/02/21/kris-jenner-nude-video-stolen-icloud-hacked-phone/United States of AmericaUndetermined

LNO uNiTy AKA @LNOuNiTy hacks dexsil.com and dumps about 6,000 usernames and passwords.https://web.archive.org/web/20150221133851/https://pastebin.com/i6jqx5qjUnited States of AmericaUndetermined

Canadian Bitcoin exchange Cavirtex shuts down, after hackers managed to compromise its systems, stealing hashed passwords and two factor authentication (2FA) secrets.http://grahamcluley.com/2015/02/bitcoin-exchange-shuts-down/Canada Undetermined

Casual gaming company Big Fish Games has its site and the personal and financial information of some of its users compromised in an attack that started on last Christmas Eve.http://www.net-security.org/secworld.php?id=17964United States of AmericaUndetermined

After xHamster, RedTube is the second adult site that is compromised to redirect the user to the Angler Exploit Kit.http://www.infosecurity-magazine.com/news/redtube-porn-site-to-serve-malware/United States of AmericaUndetermined

In name of OpChapelHill, the online hacktivist AnonGhost deface the official website of a Carlsbad, California based private military school (armyandnavyacademy.org).https://www.hackread.com/opchapelhill-military-boarding-school-website-hacked/United States of AmericaUndetermined

Hacking group Lizard Squad returns with a couple of alleged fresh attacks against Microsoft's Xbox Live Service and Daybreak Service, the studio formerly known as Sony Entertainment Online.https://nakedsecurity.sophos.com/2015/02/17/lizard-squad-returns-claims-attack-on-xbox-live-and-daybreak-games/United States of AmericaUndetermined

GrenXPaRTa hacks the Nigerian Nation Assembly (nassnig.org) and dumps 49 MB of data.https://twitter.com/gren_siahaan/status/567561518867574785Nigeria Undetermined

The official verified Twitter account of WWE superstar Antonio Cesaro (@WWECesaro) is hacked by unknown hackers wishing cancer to the company's Chairman and CEO Vince McMahon.http://www.hackread.com/wwe-superstar-cesaros-twitter-account-hacked/United States of AmericaUndetermined

A spokesman for Jamie Oliver confirms that the celebrity's website (jamieoliver.com), has been  affected by a "malware problem": a malicious iFrame redirecting to a site serving the Fiesta exploit kit.https://blog.malwarebytes.org/exploits-2/2015/02/celebrity-chef-jamie-olivers-website-hacked-redirects-to-exploit-kit/United Kingdom of Great Britain and Northern IrelandUndetermined

Hacking group Lizard Squad returns with a couple of alleged fresh attacks against Microsoft's Xbox Live Service and Daybreak Service, the studio formerly known as Sony Entertainment Online.https://nakedsecurity.sophos.com/2015/02/17/lizard-squad-returns-claims-attack-on-xbox-live-and-daybreak-games/United States of AmericaUndetermined

@GroundingPlanes and @Guidelines hack kiwiblitz.com and dump about 9,000 usernames and hashed passwords.http://pastebin.com/W0AFixVwJapan Undetermined

As part of OpSaudi, a group of hacktivists calling themselves "The Oppressed Defenders" takes down the Saudi Arabian bank AlJazira.https://www.hackread.com/opsaudi-hackers-shutdown-saudi-bank-site/Saudi ArabiaSaudi Arabia

Haskell, an advanced purely functional programming language, confirms a security breach in its Debian Builds component (deb.haskell.org).http://www.tripwire.com/state-of-security/latest-security-news/haskell-confirms-security-breach-in-debian-builds/UndeterminedUndetermined

The group of Pro-Palestine hacktivists Anonghost claims to have hacked the State University of Ohio (osu.edu) and dumps a list of 200 defaced domains.http://pastebin.com/L3iepYp7United States of AmericaUndetermined

Bl4CKJ0K3R hacks skikarte.si and dumps 1,628 usernames and hashed passwords.https://www.elevenpaths.com/wp-content/uploads/2015/12/2015_the_year_of_information_leaks_EN.pdfSlovenia Undetermined

The Pakistani branch of Standard Chartered Bank is hacked, and as a consequence many customers fall victim to illegitimate withdrawals from their bank accounts.http://www.hackread.com/standard-chartered-bank-hacked-money-stole-via-atms/Pakistan Undetermined

China-based Bitcoin exchange Bter is hacked on Valentine's Day and $1.75 million worth of Bitcoin (7,170 BTC) is stolen.http://thenextweb.com/insider/2015/02/16/chinese-bitcoin-exchange-bter-hacked-1-75-million-worth-cryptocurrency-stolen/China Undetermined

Anonymous hackers supporting ISIS deface Al Ittihad, UAE's oldest Arabic language newspaper.https://www.hackread.com/uae-al-ittihad-newspaper-website-hacked-by-isis-hackers/United Arab EmiratesJapan

A very original way to celebrate Valentine's Day. An unknown Mexican hacker hacks the local Nissan account (@Nissan_mx) to find his Valentine.http://www.techworm.net/2015/02/everything-fair-love-hacking-twitter-account-nissan-say-love-just-much.htmlMexico Undetermined

The website of the city of Columbia, the official government website of Missouri, (gocolumbiamo.com) is taken down by a DDoS attack.http://news.softpedia.com/news/DDoS-Launched-Against-Columbia-City-Website-473132.shtmlUnited States of AmericaUndetermined

The Facebook page of the Syrian Observatory for Human Rights is hacked by the Syrian Electronic Army which accuses the Observatory's head of collaborating with British intelligence.http://www.dailystar.com.lb/News/Middle-East/2015/Feb-12/287210-observatory-hacked-by-syrian-electronic-army.ashxSyrian Arab RepublicSyrian Arab Republic

Thousands of students of the University of Sidney are informed that, due to an information security breach, their personal information could now be in the hands of hackers.http://www.databreaches.net/au-5000-university-of-sydney-students-notified-that-hack-exposed-their-details/Australia Undetermined

Twitter's Chief Financial Officer Anthony Noto (@anthonynoto) account is hijacked in order to send out spammy links.https://nakedsecurity.sophos.com/2015/02/12/twitter-cfo-anthony-noto-has-account-hijacked/United States of AmericaUndetermined

A new attack on Boletos, the Brazilian nation-wide payment system. This time the criminals poison the DNS entry used by a bank's website to redirect the users to a site controlled by them.http://news.softpedia.com/news/Brazilian-Boletos-Stolen-Through-DNS-Cache-Poisoning-472970.shtmlBrazil Undetermined

All Dutch government websites suddenly go down on Tuesday morning, only coming back up more than twelve hours later. The day after, the Dutch Ministry of General Affairs, issues a brief statement saying indicating the outage as a consequence of a DDoS attack.http://www.zdnet.com/article/ddos-attack-leaves-dutch-websites-offline-for-hours/NetherlandsUndetermined

The Defense Contract Management Agency (DCMA), the US federal government entity responsible for performing contract administration services for the Department of Defense, is the victim of a suspected cybersecurity breach and pulls a number of its servers offline.http://krebsonsecurity.com/2015/02/defense-contract-management-agency-probes-hack/United States of AmericaUndetermined

In name of OpSeaWorld, hacktivists hack imata.org (International Marine Animal Trainers Association) and dump 1,445 usernames and hashed passwords.https://twitter.com/opfunkill/status/565241947435327491United States of AmericaUnited States of America

The Nanyang Polytechnic (nyp.edu.sg) informs 240 former students, mostly from 1994 to 1999, that their details were stolen after a cyber attack.https://www.straitstimes.com/singapore/nanyang-polytechnic-computer-system-hacked-information-on-240-alumni-leakedSingapore Undetermined

The CyberCaliphate hacks the Newsweek Twitter Account (@Newsweek) and threatens US President Barack Obama.https://www.hindustantimes.com/world/cybercaliphate-hacks-newsweek-twitter-account-threatens-obama/story-MhnYUlk5pVEqyv20mT58PK.htmlUnited States of AmericaUndetermined



Delta Air Lines admits that its Facebook page has been hacked, posting "objectionable and offensive contentÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â•".http://www.reuters.com/article/2015/02/10/us-delta-air-lines-cybercrime-idUSKBN0LE2UT20150210United States of AmericaUndetermined

The official website of Martin Schulz (martin-schulz.info), the president of the European Parliament, is hacked by unknown individuals, who leak the content of several internal databases and post online the proof of the hack.http://news.softpedia.com/news/Website-of-European-Parliament-President-Hacked-472575.shtmlGermany Undetermined

In the name of OpISIS, the Anonymous take down hundreds of Twitter and Facebook accounts belonging to the extremist group ISIS.http://www.zdnet.com/article/anonymous-targets-isis-social-media-recruitment-drives-in-opisis-campaign/UndeterminedUndetermined

Fast-food restaurant chain Chipotle is forced to apologiseÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â after its Twitter account (@ChipotleTweets) isÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â used to post racist, homophobic and anti-government tweets.https://nakedsecurity.sophos.com/2015/02/09/chipotle-apologises-for-offensive-tweets-says-account-was-hacked/United States of AmericaUndetermined

Bollywood has its own Fappening: personal photos of actress Radhika Apte are leaked and posted on the Internet.http://www.techworm.net/2015/02/radhika-apte-leaked-selfie-hacked.htmlIndia Undetermined

Hackers from 3xp1r3 Cyber Army deface the sub-domain of the official Arizona Department of Emergency & Military Affairs (ems.azdema.gov). The targeted sub-domain belongs to AZARNG (Arizona Army National Guard).http://www.hackread.com/arizona-army-national-guard-website-hacked-3xp1r3-cyber-army/United States of AmericaUndetermined

The Jefferson National Parks Association admits to have been informed of a data breach (occurred two months earlier) involving two shops.https://www.komu.com/news/parks-group-reports-gateway-arch-credit-card-breach/United States of AmericaUndetermined

One of the largest US health insurers, Anthem, says it suffered a breach that exposed Social Security Numbers and other personal information for 80 million people, including its CEO. It is believed that Chinese hackers may be responsible for the hack.https://www.wired.com/story/anthem-hack-indictment-china/United States of AmericaUndetermined

The gaming oriented social network Raptr, asks its users to change the password in the wake of a cyber attack compromising user data such as usernames and passwords.https://www.welivesecurity.com/2015/02/04/raptr-gaming-hack-leaves-user-passwords-personal-info-exposed/United States of AmericaUndetermined

Multiple financial institutions complain of fraud on customer credit and debit cards that were all recently used at a string of Marriott properties run by hotel franchise firm White Lodging Services Corporation.http://krebsonsecurity.com/2015/02/banks-card-thieves-hit-white-lodging-again/United States of AmericaUndetermined

Zyklon hacks the Macalester College (in particular the sub-domain soviethistory.macalester.edu) and dumps 3,600 accounts (claiming he has other 90,000).https://www.databreaches.net/and-then-i-stumbled-across-these-hacks-by-zyklon/United States of AmericaUndetermined

Zyklon hacks bigblueinteractive.com and dumps 3,997 usernames and passwords.https://www.databreaches.net/and-then-i-stumbled-across-these-hacks-by-zyklon/United States of AmericaUndetermined

Atlassian's security team discovers and blocks suspicious activity on the HipChat service that resulted in unauthorized access toÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â names, usernames,ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â email addresses, and encrypted passwordsÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â for a very small percentage (<2%) of the service users.https://www.welivesecurity.com/2015/02/03/hipchat-hack-password/Australia Undetermined

Zyklon hacks aquamarineboat.com and dumps 1,928 usernames and clear text passwords.https://www.databreaches.net/and-then-i-stumbled-across-these-hacks-by-zyklon/United States of AmericaUndetermined

Book2Park.com, an online parking reservation service for airports across the United States, appears to be the latest victim of the hacker gang that targeted Target and Home Depot. http://krebsonsecurity.com/2015/02/target-hackers-hit-third-parking-service/United States of AmericaUndetermined

A hacker called xaxaxax hacks photostock.am and dumps 1,939 records with personal details.https://www.elevenpaths.com/wp-content/uploads/2015/12/2015_the_year_of_information_leaks_EN.pdfArmenia Undetermined

Anonymous Philippines defaces several Philippine government websites to protest against President Benigno Aquino III's apparent missteps in the wake of the deadly clash in Mamasapano, Maguindanao.http://www.gmanetwork.com/news/story/422037/scitech/technology/hackers-deface-gov-t-websites-to-demand-justice-for-slain-saf-officersPhilippinesPhilippines

The entire Victor Valley College Information Technology Department is placed on paid administrative leave while campus police and an outside company investigate a breach in security protocol.http://www.databreaches.net/ca-victor-valley-college-hit-by-computer-security-breach-entire-it-dept-put-on-leave/United States of AmericaUndetermined

p0lak & sh0utz hack phoncert.com, a mobile audio streaming service, and dump 2,800 usernames and clear text passwords.https://www.elevenpaths.com/wp-content/uploads/2015/12/2015_the_year_of_information_leaks_EN.pdfUnited States of AmericaUndetermined

Hotmanila.ph, a satyrical website, is defaced by a group called Bloodsec International.http://www.gmanetwork.com/news/story/421932/scitech/technology/hackers-demand-respect-justice-for-fallen-44-from-pnoy-via-journo-s-websitePhilippinesPhilippines

The website of the Woman Resource Centre (wrc.org.uk) is defaced by Team System DZ, a group of supporters of ISIS and Jihad.http://www.thirdsector.co.uk/womens-resource-centre-website-hacked-people-claiming-support-isis/communications/article/1331684United Kingdom of Great Britain and Northern IrelandAlgeria

A hacker called Moroccan Hassan defaces several subdomains of the Centre National de la Recherche Scientifique (CNRS.fr).http://www.zataz.com/plusieurs-centaines-de-sites-du-cnrs-et-des-restaurants-du-coeur-pirates/France France

Th3 Ap3x from Anonsec hacks the Higher Education Commission of Pakistan (hec.gov.pk) and dumps nearly 10,000 records with usernames and clear text passwords.https://web.archive.org/web/20150207073734/http://siph0n.net/exploits.php?id=3670Pakistan Undetermined

The Twitter account of the French band Christine & The Queens is hacked by a spammer promoting weight losing drugs to their 20,000 followers.http://www.zataz.com/le-twitter-christine-the-queens-pirate/France Undetermined

Several University of Washington websites are defaced, and the pages are replaced by an extremist message that promises death to Americans in Iraq.http://q13fox.com/2015/01/29/some-university-of-washington-websites-hacked-extremist-group-claims-responsibility/United States of AmericaSaudi Arabia

Anonymous Protection AKA @AnonymousUK2015 takes credit for taking down the website (lizardpatrol.com) and the Twitter account (@LizardMafia) of the infamous LizardSquad Collective.http://www.mirror.co.uk/news/technology-science/technology/lizard-squad-hackers-hacked---5067436UndeterminedUndetermined

French Lick Resort announces that malware has infected its payment card system, and any guest who used their credit and debit cards between April 23, 2014, and January 21 may have had their personal information compromised.https://www.scmagazine.com/home/opinions/blogs/the-data-breach-blog/malware-infects-payment-card-system-at-french-lick-resort/United States of AmericaUndetermined

Suspected hackers briefly hijack Hope FM, a popular Christian radio station in Kenya, and play Islamic verses before it went off air.http://www.bbc.co.uk/news/world-africa-31019887Kenya Undetermined

Taylor Swift's Twitter and Instagram accounts are hacked. The fake posts encourage to follow the users @Veriuser and @Lizzard.http://mashable.com/2015/01/27/taylor-swift-hack/United States of AmericaUndetermined

Taylor Swift's Twitter and Instagram accounts are hacked. The fake posts encourage to follow the users @Veriuser and @Lizzard.http://mashable.com/2015/01/27/taylor-swift-hack/United States of AmericaUndetermined

The Rex Mundi collective continues its tradition, hacking and dumping data from Temporis, a French employment/recruitment agency, after the company refuses to pay the ransom.http://www.databreaches.net/rex-mundi-dumps-more-data-after-another-entity-doesnt-pay-extortion-demandsFrance France

Bitcoin news website CoinFire and its Twitter account are hacked, according to the company's executive editor. The domain is stolen and the Twitter account hijacked.http://www.hackread.com/bitcoin-news-website-coinfire-website-twitter-hacked/United States of AmericaUndetermined

Bitcoin news website CoinFire and its Twitter account are hacked, according to the company's executive editor. The domain is stolen and the Twitter account hijacked.http://www.hackread.com/bitcoin-news-website-coinfire-website-twitter-hacked/United States of AmericaUndetermined

The Lizard Squad seizes the website of Malaysia Airlines (malaysiaairlines.com) and redirects the users towards an external page with: a tuxedo-wearing lizard, a reference to the loss of the MH370 flight, and eventually some phrases praising ISIS.https://www.theguardian.com/world/2015/jan/26/malaysia-airlines-website-hacked-by-lizard-squadMalaysia Undetermined

@IncursioSubter hacks the official website of Oklahoma County (oklahomacounty.org) and dumps 1,145 usernames and passwords.https://web.archive.org/web/20150130032632/http://pastebin.com/0ekAGZWsUnited States of AmericaUndetermined

Russian dating site Topface is hacked and the usernames of 20 million visitors are offered for sale on a website. A few days after the hacked site buys back the records (officially "awards"ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â• the hacker for discovering the vulnerability).http://www.bloomberg.com/news/articles/2015-01-25/hacker-steals-20-million-passwords-from-unidentified-dating-siteRussian FederationUndetermined

The Nigerian Defence Headquarters (DHQ) information blog site, defenceinfo.mil.ng is defaced.http://allafrica.com/stories/201501250109.htmlNigeria Undetermined

@MarxistAttorney adds the University of Chicago (uchicago.edu) among its victims.http://www.databreaches.net/u-chicago-hacked-by-teamcarbonic-claim/United States of AmericaUndetermined

A hacker called Ouch hacks freshfiction.com and dumps 6,402 usernames and hashed passwords.https://web.archive.org/web/20150316192311/http://pastebin.com/ZGfRR7mLUnited States of AmericaUndetermined

An unknown hacker hacks validdumps.ru (a database of credit cards and Paypal accounts) and dumps 2,534 usernames and hashed passwords.https://web.archive.org/web/20170429002349/http://siph0n.net/exploits.php?id=3668Russian FederationUndetermined

Barbecue Renew, which sells grill parts through its website grillparts.com, notifies an undisclosed number of individuals that their payment card data may have been compromised as a result of a series of cyber attacks on its web server.https://www.scmagazine.com/home/opinions/blogs/the-data-breach-blog/grill-parts-website-experiences-system-intrusion-payment-card-breach/United States of AmericaUndetermined

The AnonGhost collective defaces several subdomains of the French Interior and Defense Ministries.http://www.zataz.com/modification-despaces-du-ministere-de-linterieur-et-de-la-defense/France Undetermined

The AnonGhost collective defaces several subdomains of the French Interior and Defense Ministries.http://www.zataz.com/modification-despaces-du-ministere-de-linterieur-et-de-la-defense/France Undetermined

The majority of the Ghanaian government's websites, including its main site (ghana.gov.gh), have been hacked by a Turkish nationalist collective called Alsancak Tim.http://www.bbc.co.uk/news/world-africa-30914000Ghana Ghana

Restaurant chain Wingstop notifies an undisclosed number of customers that malware was found on point-of-sale (POS) systems at four locations, and it could have enabled attackers to capture customer payment card information.https://www.scmagazine.com/home/opinions/blogs/the-data-breach-blog/malware-found-on-pos-systems-at-four-wingstop-locations/United States of AmericaUndetermined

A hacker called abdilo (@abdilo_) claims responsibility for breaching the database of Australian travel insurer Aussie Travel Cover on December 18 last year. He claims to have exfiltrated 700,000 records.http://www.zdnet.com/article/government-sites-hit-by-aussie-travel-cover-hacker/Australia Undetermined

Yet another victim of the Syrian Electronic Army. The Twitter account of the French newspaper Le Monde is hacked and posts a polemic tweet "Je ne suis pas Charlie". http://www.reuters.com/article/2015/01/21/cybercrime-lemonde-idUSL4N0V01IW20150121France Syrian Arab Republic

Two New Zealand non-profit websites tindall.org.nz and livefortomorrow.co.nz are defaced by a group calling themselves the Team Muslim Cyberforce.http://www.stuff.co.nz/technology/digital-living/65198165/islamic-hackers-target-nz-websitesNew ZealandNew Zealand

Two New Zealand non-profit websites tindall.org.nz and livefortomorrow.co.nz are defaced by a group calling themselves the Team Muslim Cyberforce.http://www.stuff.co.nz/technology/digital-living/65198165/islamic-hackers-target-nz-websitesNew ZealandNew Zealand

Online censorship watchdog Greatfire.org receives reports related to a man-in-the-middle (MITM) attack against Outlook users in China.http://www.zdnet.com/article/microsoft-outlook-hacked-following-gmail-block-in-china/China Undetermined

Team System DZ, an Algerian pro-ISIS hacker defaces the Isle of Wight, Virginia, website (co.isle-of-wight.va.us).http://www.hackread.com/pro-isis-group-hacked-isle-wight-virginia-website/United States of AmericaAlgeria

The anti-Bashar Al Assad hacker Dr.SHA6H defaces the official Pakistani website of UNDP (United Nations Development Programme, undp.un.org.pk) to protest against the ongoing Syrian conflict.https://www.cyberintelligence.in/un-pakistan-website-hacked-syrian-hacker/Pakistan Undetermined

A total of six fake messages are posted from the Twitter accounts of New York Post and United Press International (UPI) by unknown individuals.http://news.softpedia.com/news/New-York-Post-UPI-Twitter-Accounts-Compromised-470320.shtmlUnited States of AmericaUndetermined

Two hackers called p0lak & sh0utz hack philsacra.ust.edu.ph and dump 5,100 usernames and hashed passwords.https://www.elevenpaths.com/wp-content/uploads/2015/12/2015_the_year_of_information_leaks_EN.pdfPhilippinesUndetermined

An unknown hacker hacks payivy.com (a virtual marketplace to sell products online) and dumps 10,000 users and clear text passwords.https://www.elevenpaths.com/wp-content/uploads/2015/12/2015_the_year_of_information_leaks_EN.pdfUnited States of AmericaUndetermined



A total of six fake messages are posted from the Twitter accounts of New York Post and United Press International (UPI) by unknown individuals.http://news.softpedia.com/news/New-York-Post-UPI-Twitter-Accounts-Compromised-470320.shtmlUnited States of AmericaUndetermined

Dr.SHA6H keeps on his personal protest against the conflict in Syria. This time the victim is the official website of Perrysburg, Ohio (ci.perrysburg.oh.us).http://hackread.com/ohio-city-website-hacked-by-free-syrian-hacker/United States of AmericaUndetermined

LizardStresser[dot]ru, the stresser serviceÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â• (DDoS-for-hire) created by the infamous LizardSquad, is allegedly hacked, revealing the details of its 14,241 users.http://arstechnica.com/security/2015/01/hack-on-ps-and-xbox-attackers-leaks-ddos-customers-plaintext-passwords/Russian FederationUndetermined

Minnesota-based Metropolitan State University notifies faculty, staff and students that an attacker may have breached its web server to access a database that contained their personal information. 22,000 users are at risk.https://blogs.mprnews.org/oncampus/2015/04/metro-state-data-breach-affected-160000-students/United States of AmericaUndetermined

Smittenz hacks powerpulse.net and dumps 1,300 usernames and hashed passwords.https://web.archive.org/web/20160611143940/http://siph0n.net/exploits.php?id=3653United States of AmericaUndetermined

ValuePetSupplies.com notifies several thousand customers that unauthorized persons accessed its servers and installed malicious files to capture personal information, including payment card data.https://www.scmagazine.com/home/opinions/blogs/the-data-breach-blog/payment-cards-targeted-in-attack-on-pet-supplies-website/United States of AmericaUndetermined

The website of the open-source text editor Notepad++ is defaced by Fallaga Team, an Islamist hacking group, because the developer released a "Je suis Charlie"edition of the software.http://news.softpedia.com/news/Notepad-plus-plus-Releases-Je-suis-Charlie-Edition-Website-Gets-Defaced-469956.shtmlUndeterminedUndetermined

A hacker called Dorking92 hacks lehlel.com and dumps 20,000 usernames and clear text passwords.https://www.elevenpaths.com/wp-content/uploads/2015/12/2015_the_year_of_information_leaks_EN.pdfMorocco Undetermined

The Crayola Facebook page is hacked. As a consequence inappropriate and offensiveÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â• content is posted on the page.https://nakedsecurity.sophos.com/2015/01/14/crayolas-facebook-page-hijacked-redrawn-in-nsfw-style/United States of AmericaUndetermined

The Twitter and YouTube accounts for the US military command that oversees operations in the Middle East  (CENTCOM) are hacked by the CyberCaliphate. Several maps and diagrams are also posted by the attackers, despite Centcom stating that no sensitive information was compromised.http://www.bbc.co.uk/news/world-us-canada-30785232United States of AmericaJapan

The Twitter and YouTube accounts for the US military command that oversees operations in the Middle East  (CENTCOM) are hacked by the CyberCaliphate. Several maps and diagrams are also posted by the attackers, despite Centcom stating that no sensitive information was compromised.http://www.bbc.co.uk/news/world-us-canada-30785232United States of AmericaJapan

In the name of OpCharlieHebdo, the Anonymous claim to have take down the first pro-Jihadist site ansar-alhaqq.net. The site is only the first of a list of Islamist sites allegedly taken down by the hacktivists.http://www.tripwire.com/state-of-security/off-topic/anonymous-attacks-jihadist-websites/UndeterminedUndetermined

Video game rental company Boomerang Rentals shuts down its websites amidst unconfirmed concerns that it may have suffered a security breach that spilled customers' credit card details.http://www.theregister.co.uk/2015/01/12/boomerang_security_breach_fears_credit_card_details/United Kingdom of Great Britain and Northern IrelandUndetermined

Here's the third victim of the SWIFT hack: Banco del Austro in Ecuador was also the victim of a similar attack in 2015 which saw cybercriminals steal around $12m.https://www.reuters.com/article/us-cyber-heist-swift-specialreport-idUSKCN0YB0DDEcuador Afghanistan

The Mexican government is suspected of using NSO Group spyware to compromise the personal devices of journalists, lawyers, activists, scientists, politicians, and civil society organizations. One of the victims is Carmen Aristegui, the director of Aristegui Noticias which reported on the "Casa Blanca scandal" which implicated the Mexican President's wife.https://citizenlab.ca/2017/06/reckless-exploit-mexico-nso/Mexico Undetermined

Dr.SHA6H defaces the official website of the Bundaberg Library (bundaberg.qld.gov.au).http://www.couriermail.com.au/news/queensland/bundaberg-library-website-hacked-by-people-claiming-to-be-from-free-syrian-people/story-fnn8dlfs-1227181518953?nk=6e492609ecada6b9cfe30ae627da5a85Australia Undetermined

Extratorrent, the world's number 4 torrent website is taken down by a DDOS attack.http://www.techworm.net/2015/01/extratorrent-down-hackers-launch-ddos-attack.htmlUnited States of AmericaUndetermined

CyberCaliphate, a pro-IS group takes control of the Twitter accounts of the Albuquerque Journal, and CBS affiliate WBOC. The attackers also took over WBOC's website. The hackers used the intrusions to post sensitive documents stolen from government servers in Stewart County, TN.https://autos.yahoo.com/2015-01-06-alleged-isis-cyber-terrorists-infiltrate-delmarva-tv-station-wboc-twitter-account-21125587.htmlUnited States of AmericaUndetermined
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CyberCaliphate, a pro-IS group takes control of the Twitter accounts of the Albuquerque Journal, and CBS affiliate WBOC. The attackers also took over WBOC's website. The hackers used the intrusions to post sensitive documents stolen from government servers in Stewart County, TN.https://autos.yahoo.com/2015-01-06-alleged-isis-cyber-terrorists-infiltrate-delmarva-tv-station-wboc-twitter-account-21125587.htmlUnited States of AmericaUndetermined

The infamous Hacking Group Rex Mundi is active also in the new year, and after blackmailing Banque Cantonale de Geneve (BCGE), dumps details of about 30,000 bank's customers, after the bank rejects the request to pay a ransom of EUR10,000 ($12,000).http://www.bloomberg.com/news/2015-01-09/hackers-demand-12-000-for-client-data-stolen-from-geneva-bank.htmlSwitzerlandFrance

CyberCaliphate, a pro-IS group takes control of the Twitter accounts of the Albuquerque Journal, and CBS affiliate WBOC. The attackers also took over WBOC's website. The hackers used the intrusions to post sensitive documents stolen from government servers in Stewart County, TN.https://autos.yahoo.com/2015-01-06-alleged-isis-cyber-terrorists-infiltrate-delmarva-tv-station-wboc-twitter-account-21125587.htmlUnited States of AmericaUndetermined

The website of DKEVR, the Bulgarian energy regulator (dker.bg) is defaced by the Cyber Haxors Group.http://www.novinite.com/articles/165828/Website+of+Bulgaria%27s+Energy+Watchdog+HackedBulgaria Undetermined

The infamous Lizard Squad takes credit for a DDoS attack against the imageboard site 8chan.http://arstechnica.com/security/2015/01/8chan-related-sites-go-down-in-lizard-squad-powered-ddos/United States of AmericaUndetermined

The Pro-Russian Hacker Group CyberBerkut claims to have taken down the website of Merkel's government seat (bundeskanzlerin.de) and the website of Germany's legislative body (bundestag.de).http://www.ibtimes.com/pro-russian-hacker-group-cyberberkut-claims-attack-german-government-websites-1775874Germany Ukraine
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The University of Hawaii and Cornell University join the lists of the ones hacked by @MarxistAttorney.http://www.databreaches.net/u-of-hawaii-and-cornell-university-hacked-by-marxistattorney/United States of AmericaUndetermined
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Silent Hacker's Group hacks soundmass.com and dumps 1,385 usernames and passwords.https://www.elevenpaths.com/wp-content/uploads/2015/12/2015_the_year_of_information_leaks_EN.pdfAustralia Undetermined

Hirsche Private Asset notifies his customers of a security breach, warning them to ignore any information coming from third parties.http://www.databreaches.net/hirsche-private-asset-emergency-announcement-regarding-breach-of-it-security-by-hacker-group/Taiwan (Province of China)Undetermined

The website of Sowerby Primary School in Thirsk, North Yorkshire (UK) is defaced by X-saad, a Pro-Islamist hacker. As a result the parents keep their children off from school.http://www.itv.com/news/tyne-tees/2015-01-06/sowerby-school-website-hacked/United Kingdom of Great Britain and Northern IrelandUnited Kingdom of Great Britain and Northern Ireland

A hacker called @ulzr1z decides to commemorate the two year anniversary of the death of Aaron Swartz and defaces 15 sites of Massachusetts Institute of Technology (MIT).https://nakedsecurity.sophos.com/2015/01/06/mit-sites-defaced-in-lead-up-to-anniversary-of-aaron-swartzs-death/United States of AmericaUnited States of America

Sussex Police investigates three security breaches of its external website over the Christmas period.https://web.archive.org/web/20150416221124/https://www.eastbourneherald.co.uk/news/local/security-breaches-over-christmas-on-police-s-website-1-6500878United Kingdom of Great Britain and Northern IrelandUndetermined

The new year starts in a terrible way for the Finnish bank OP Pohjola Group and its customers. A DDoS attack floods OP's data communications systems and prevents customers from executing online transactions.https://www.itgovernance.eu/blog/en/finnish-bank-hit-with-ddos-attackFinland Undetermined

Linker Squad claims to have hacked 10 million user records from Orange Spain.http://www.zataz.com/10-millions-de-donnees-volees-a-orange-espagne/Spain Undetermined

Carbonic AKA @MarxistAttorney has claimed a number of hacks, including, California State University, University of Kentucky, University of Connecticut, University of Maryland, Coastal Carolina University, and Abertay University.http://www.databreaches.net/universities-hacked-data-dumped-by-marxistattorney/United States of AmericaUndetermined
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The Tan Tock Seng Hospital Facebook page is hacked and posts anti-Singaporean comments.http://www.straitstimes.com/news/singapore/more-singapore-stories/story/hospital-says-facebook-account-staff-anti-singaporean-coSingapore Undetermined

Carbonic AKA @MarxistAttorney has claimed a number of hacks, including, California State University, University of Kentucky, University of Connecticut, University of Maryland, Coastal Carolina University, and Abertay University.http://www.databreaches.net/universities-hacked-data-dumped-by-marxistattorney/United States of AmericaUndetermined

Hackers from Linker Squad claim to have stolen confidential data relating to almost 2 million online shoppers in France who made purchases via the French TV station website TF1.fr.http://www.connexionfrance.com/shoppers-data-hacked-tf1-magazine-subscription-website-16506-view-article.htmlFrance Undetermined

A hacker called Muhmad Emad defaces two Turkish government websites belonging to the Afyonkarahisar Provincial Disaster and Emergency Management, asking the Turkish government to stop supporting the ISIS terrorist group.http://www.hackread.com/stop-supporting-isis-anonymous-kurdistan-hacks-turkish-govt-sites/Turkey Turkey

@ulzr1z claims to have hacked a subdomain of the United Nations (sustainabledevelopment.un.org) and dumps 1,200 usernames and passwords.https://twitter.com/ulzr1z/status/551210327459631104UndeterminedUndetermined

Florida-based exam preparation company Fast Forward Academy notifies an undisclosed number of individuals that an unauthorized person attempted to access its systems, which store partner and customer information.https://www.scmagazine.com/home/opinions/blogs/the-data-breach-blog/attempted-access-to-fast-forward-academy-systems-puts-data-at-risk/United States of AmericaUndetermined

Darkshadow, the member of Arab Security Team, a group of pro-Al Qaeda hackers, defaces a local journey planner website (TravelWest around Bristol), maybe believing to have targeted a major international travel website.http://www.telegraph.co.uk/news/uknews/terrorism-in-the-uk/11321499/Bristol-bus-timetable-hacked-by-terrorists.htmlUnited Kingdom of Great Britain and Northern IrelandUnited Kingdom of Great Britain and Northern Ireland

Kami Haxor hacks oar.org.ro (the professional union of Romanian architects) and dumps 1,845 usernames and passwords.http://pastebin.com/CbJuyzuaRomania India

Two more domains of the official website of The International Council of Electronic Commerce Consultants (EC-Council) are hacked by Gantengers Crew, the same group who defaced the site at the end of December 2014.https://web.archive.org/web/20150109065322/http://hackread.com/hackers-deface-two-more-ec-council-sub-domains/United States of AmericaIndonesia

Zyklon hacks differencegames.com and dumps 1,804 usernames and clear text passwords.https://web.archive.org/web/20150308065226/http://pastebin.com/SJc2xDr8United States of AmericaUndetermined

Zyklon hacks en.asiadcp.com and dumps 3,361 usernames and clear text passwords.https://web.archive.org/web/20150308065755/https://pastebin.com/wp8xcir3China Undetermined

An unidentified threat actor compromised an unnamed German steel mill by accessing the plant's business network and working its way into production networks and the systems controlling plant equipment. The compromise caused one of plant's furnaces to shut down, causing some damage..https://www.wired.com/2015/01/german-steel-mill-hack-destruction/Germany Undetermined

Threat actors compromised the networks of Sony Pictures Entertainment, destroyed data, and publicly released employee emails. The United States attributed the incident to North Korea, which is believed to have staged the attack to prevent Sony from releasing the film The Interview, which depicts an assassination plot against North Korean leader Kim Jong-un.https://www.justice.gov/opa/press-release/file/1092091/downloadUnited States of AmericaAfghanistan

A threat actor targeted Westinghouse Electric Company, a nuclear power developer, for espionage purposes. One of the individuals alleged to be behind this incident, believed to be Russian military intelligence (known as GRU), was indicted by the U.S. Justice Department.https://www.justice.gov/opa/pr/us-charges-russian-gru-officers-international-hacking-and-related-influence-andUnited States of AmericaUndetermined



Four restaurants of the Beef O'Brady's chain are hacked in Florida, resulting in several customers complaining about unauthorized transactions.https://www.observeit.com/blog/throwback-thursday-beef-o-bradys-payment-network-hacked/United States of AmericaUndetermined

Chinese threat actors accessed the network of the National Oceanic and Atmospheric Administration. The hack resulted in NOAA temporarily halting the sending of satellite data to institutions such as the National Weather Service.https://www.washingtonpost.com/local/chinese-hack-us-weather-systems-satellite-network/2014/11/12/bef1206a-68e9-11e4-b053-65cea7903f2e_story.htmlUnited States of AmericaUndetermined

A threat actor compromised the networks of the U.S. Postal Service and gained access to employee data. Chinese threat actors are believed to be behind the attack.https://www.washingtonpost.com/news/federal-eye/wp/2014/11/10/china-suspected-of-breaching-u-s-postal-service-computer-networks/United States of AmericaUndetermined

Penn Highlands Brookville confirms that a computer server containing patient information for a doctor, was compromised when a third party intruder had access to information contained on the doctor's server held by a third party. 4,500 patients are impacted.https://www.databreaches.net/updated-details-on-the-penn-highlands-brookville-hacking-incident/United States of AmericaUndetermined

A threat actor compromised the Myanmar Ministry of Information website in an attempt to compromise visitors to those websites for espionage purposes.https://unit42.paloaltonetworks.com/evilgrab-delivered-by-watering-hole-attack-on-president-of-myanmars-website/Myanmar Undetermined

CurrentC, a phone-based payment system designed to compete with the recently launched Apple Pay, experiences a major data breach, as the email addresses of beta testers and interested potential users are extracted from a database.http://www.techrepublic.com/article/apple-pay-competitor-currentc-hacked-before-service-launch/United States of AmericaUndetermined

An unknown individual takes over the Instagram account for Telethon, a 48-hour-long event in West Australia aiming to raise funds for children's charities, and asks a ransom of AUD 1000 to give it back.http://news.softpedia.com/news/Instagram-Profile-For-Australian-Charitable-Event-Hijacked-for-Ransom-463501.shtmlUnited States of AmericaUndetermined

The security of card processing systems relating to food, beverage and retail sales at the Cape May-Lewes Ferry is compromised and data from roughly 60,000 transactions are impacted.https://www.scmagazine.com/home/opinions/blogs/the-data-breach-blog/about-60k-transactions-possibly-affected-in-cape-may-lewes-ferry-breach/United States of AmericaUndetermined

The unclassified network of the Executive Office of the President is  breached by attackers thought to be working for the Russian government.https://www.bbc.com/news/technology-29817644United States of AmericaUndetermined

For the second time in three months, Backcountry Gear is notifying online customers that malware may have compromised their payment card information.http://www.databreaches.net/backcountrygear-com-notifies-consumers-of-second-malware-breach-in-three-months/United States of AmericaUndetermined

Websense detects that the official website of Popular Science (popsci.com)ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â is compromised, serving malicious code.http://community.websense.com/blogs/securitylabs/archive/2014/10/28/official-website-of-popular-science-is-compromised.aspxUnited States of AmericaUndetermined

The computer systems of the public services in Phoenix, Arizona, are the target of a DDoS Attack.http://news.softpedia.com/news/City-of-Phoenix-Computers-Under-DDoS-Attack-463286.shtmlUnited States of AmericaUndetermined

The online hacktivistÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â Z Company Hacking Crew defaces the Indian ruling partyÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â Bharatiya Janta Party (BJP)'sÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â Rajkot City website (bjprajkotcity.org) in support of an independent Kashmir.https://twitter.com/Z_H_C_/status/526935585026347009India India

Fidelity National Financial notifies an undisclosed number of individuals that their personal information may have been accessible after a small number of employees had their email accounts compromised in a targeted phishing attack.https://www.scmagazine.com/home/opinions/blogs/the-data-breach-blog/fidelity-national-financial-employees-targeted-in-phishing-attack/United States of AmericaUndetermined

A Saudi hacker dubbed @security_511 claims to have hacked a private online Israeli gift store (giftstore.co.il) and leaks credit card details of several customers.http://hackread.com/israeli-credit-card-details-leaked-saudi-hacker/Israel Undetermined

In Name of #OpOrwahHammad, the Anonymous claim to have taken down 43 top Israeli government websites against shooting and killing of a 14-year-old U.S. citizen Orwah Hammad by Israeli Defence Forces.http://hackread.com/anonymous-hackers-orwah-hammad-israel-idf/Israel Undetermined
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CyberBerkut claims to have hacked several bigboards in Kyiv to show a video calling several Ukrainian officials and activists "war criminals". https://vk.com/wall-67432779_14678Ukraine Ukraine

The Sinclair Institute informs some of its customers of an unauthorized intrusion leading to access to payment information.http://news.softpedia.com/news/Sinclair-Institute-Suffers-Breach-Customer-Info-Exposed-463077.shtmlUnited States of AmericaUndetermined

The Warsaw Stock Exchange is allegedly hacked. A supporter of ISIS claims responsibility for the attack, leading to the leak of 30 Mb of Data.http://www.techworm.net/2014/10/warsaw-stock-exchange-hacked-isis-cyber-criminals.htmlPoland Japan

An undisclosed number of people who made purchases on the Breyer Horses website are being notified that their personal information may have been compromised by malware that was installed on the computer server hosting the website.https://www.scmagazine.com/home/opinions/blogs/the-data-breach-blog/malware-on-breyer-horses-website-for-about-18-months-payment-card-data-at-risk/United States of AmericaUndetermined

Armenian hackers from Monte Melkonian Cyber Army (MMCA) deface the official website of the Azerbaijan Association of Judges of Specialized Courts, the Azerbaijan Bank Training Center, and the Azerbaijani embassies in Belgium and Poland. The attack is made to claim the ownership of the Artsakh province.https://latesthackingnews.com/2014/10/23/websites-azerbaijani-embassies-hacked-armenian-hackers/AzerbaijanAzerbaijan
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The publisher of Brian Krebs' upcoming book on cybercrime "Spam Nation"ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â• is hacked, compromising customer credit card information through the shopping cart software. More than 5,000 shoppers are affected.http://krebsonsecurity.com/2014/10/spam-nation-publisher-discloses-card-breach/United States of AmericaUndetermined

Pandora TV Co. Ltd., the South Korea-based operator of the country's biggest video sharing website, lost 114,707 pieces of personal information during two confirmed intrusions in September. The investigation suggests that 7.4 million pieces of personal information were affected.https://www.databreaches.net/kr-personal-data-of-7-45-million-pandora-tv-users-accessed-by-hackers/Korea (the Republic of)Undetermined

Office supply retailer Staples investigates a possible breach of its systems following reports from the banking industry of fraudulent creditÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â and debit card transactions at stores in the northeastern United States.http://arstechnica.com/security/2014/10/staples-likely-breached-retailer-defenses-back-in-spotlight/United States of AmericaUndetermined

The Arab Warriors Team hacks the database of the Punjab Police (India) and dumps the data on pastebin.https://latesthackingnews.com/2014/10/20/operation-kashmir-arab-warriors-team/India India

The National Domestic Workers Alliance (NDWA) announces that an unauthorized intrusion on its email system led to exposing personally identifiable information and financial details of some of its employees.http://news.softpedia.com/news/National-Domestic-Workers-Alliance-Suffers-Email-System-Breach-462646.shtmlUnited States of AmericaUndetermined

GreatFire.org, a group that monitors censorship by the Chinese government's national firewall system, reports that China is using the system as part of a man-in-the-middle attack on users of Apple's iCloud service within the country. http://arstechnica.com/security/2014/10/chinese-government-launches-man-in-middle-attack-against-icloud/United States of AmericaUndetermined

Another episode of the cyber war between India and Pakistan. A Pakistani hacker going with the handle of Virkid from the MadLeets hacking crew defaces the official website of Ludhiana Rural Police (ludhianaruralpolice.in).http://hackread.com/pakistani-hacker-hacked-india-police-website/India India

An Indian hacker going with the handle of Bl@Ck Dr@GoN defaces the official website of Pakistan People's Party, which is the country's oldest political party. The hack is done against a tweet made by chairman of PPP Bilawal Zardari.https://timesofindia.indiatimes.com/tech-news/16-year-old-Indian-hacked-Pakistan-Peoples-Party-site/articleshow/44872665.cmsPakistan Pakistan

A collective dubbed Serbian Hackers defaces the website of the Albanian State Television RTSH. The defaced pages shows a message indicating that Kosovo belongs to Serbia.https://www.techworm.net/2014/10/serbian-hackers-deface-rtsh.htmlAlbania Albania

Cyberswim, Inc. notifies an undisclosed number of customers that unauthorized individuals or entities installed malicious software on the computer server hosting its website and may have compromised their personal information, including payment card data.https://www.scmagazine.com/home/opinions/blogs/the-data-breach-blog/cyberswim-notifies-customers-that-payment-card-data-may-be-at-risk/United States of AmericaUndetermined

Kami Haxor hacks beaconhouse.edu.pk and dumps 42,000+ usernames and passwords.http://pastebin.com/rt1n1NkcPakistan India

IAMLUPO hacks the Sri Lankan Consumer Affairs Authority (caa.gov.lk) and dumps 20,699 username and passwords.http://pastebin.com/1Hycjv58Sri Lanka Undetermined

thesnappening.org, the hosting site for the pictures leaked from Snapchat after The SnappeningÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â• affair, is hacked by Team Danny, and the details of his founder Mudit Grover, are posted on the hacked page.http://mashable.com/2014/10/15/redditors-complain-snappening-down/United States of AmericaUnited States of America

UC Davis Health System notifies 1,326 patients that a physician's work email account was accessed by an unknown source and an email within that account contained their personal or medical information.https://www.scmagazine.com/home/opinions/blogs/the-data-breach-blog/physicians-email-account-accessed-by-unknown-source-contained-patient-data/United States of AmericaUndetermined

Roughly 15,000 applicant names, dates of birth, driver's license numbers, phone numbers, addresses, and job evaluation details held on a database belonging to BC Wildfire Management Branch are accessed by an Estonian hacker.http://www.vancouversun.com/government+data+breach+sees+personal+info+people+accessed/10289102/story.htmlCanada Undetermined

The UK Police National Cyber Crime Unit is asked to investigate claims that computers and mobile phones used by exiled Bahraini pro-democracy activists living in the UK are under illegal surveillance. The three named victims are Dr. Saeed Shehabi, Jaafar al-Hasabi and Mohammed Moosa Abd-Ali Ali.http://www.theguardian.com/technology/2014/oct/13/uk-police-investigate-alleged-bahraini-hacking-exiles-computersUnited Kingdom of Great Britain and Northern IrelandUndetermined

The UK Police National Cyber Crime Unit is asked to investigate claims that computers and mobile phones used by exiled Bahraini pro-democracy activists living in the UK are under illegal surveillance. The three named victims are Dr. Saeed Shehabi, Jaafar al-Hasabi and Mohammed Moosa Abd-Ali Ali.http://www.theguardian.com/technology/2014/oct/13/uk-police-investigate-alleged-bahraini-hacking-exiles-computersUnited Kingdom of Great Britain and Northern IrelandUndetermined

The Anonymous follow up on their threat made under operation #OpHK, to release data from Chinese government websites in support of the pro-democracy protests in Hong Kong. The collective leaks hundreds of phone numbers and email addresses.http://gadgets.ndtv.com/internet/news/anonymous-leaks-chinese-government-website-data-over-hong-kong-protests-605910China Undetermined

Researchers at Washington-based Volexity, observe that the websites of the Alliance for True Democracy (ATD), the Democratic Party Hong Kong (DPHK), People Power, and the Professional Commons have been compromised and serve malicious code to their visitors.http://news.softpedia.com/news/Pro-Democracy-Websites-in-Hong-Kong-Have-Been-Compromised-461892.shtmlChina Undetermined
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851,322 individuals who used Oregon Employment Department's WorkSource Oregon Management Information System (WOMIS) will soon be receiving notices that their information might have been compromised due to a recently discovered vulnerability.https://www.statesmanjournal.com/story/news/2014/10/13/employment-records-hacked/17230193/United States of AmericaUndetermined
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Snapsaved.com, a third-party application that allows Snapchat users to save images and videos sent over the service online, is hacked, as a consequence 13 gigabytes of stolen images are posted online.http://arstechnica.com/security/2014/10/developer-of-hacked-snapchat-web-app-says-snappening-claims-are-hoax/United States of AmericaUndetermined



The Fappening 6: this time is the turn of Keke Palmer, whose nude photos are posted online.http://www.ibtimes.com/keke-palmer-alleged-nude-photos-leaked-fappening-continues-cinderella-star-victim-apparent-1703591United States of AmericaUndetermined

A Pakistani hacker going with the handle of Kai-H4xOrR defaces the official website of SAMAA TV (samaa.tv) network which is Pakistan's privately owned news and entertainment network. The attack is done against the broadcasting of Indian content on the channel.http://hackread.com/pakistani-news-channel-samaa-tv-website-hacked/Pakistan India

Alicenorin hacks unguband.com and dumps 14,658 emails and clear text passwords.http://pastebin.com/FKUxcPVeIndonesia Undetermined

HaXor Beast Prayer hacks jietjodhpur.com and leaks the data of 5610 users.http://pastebin.com/ncFvBPLxIndia Undetermined

Hewlett-Packard alerts some customers that it will be revoking a digital certificate used to sign a huge swath of software, including hardware drivers and other software, since it had been used to digitally sign malware that had infected a developer's PC.http://arstechnica.com/security/2014/10/hp-accidentally-signed-malware-will-revoke-certificate/United States of AmericaUndetermined

Kmart reveals that an undisclosed number of credit card numbers were stolen in a month-long data breach which began in early September.http://www.forbes.com/sites/katevinton/2014/10/10/credit-cards-were-compromised-in-kmart-data-breach/United States of AmericaUndetermined

And as a further retaliation, a group of hackers from Kerala hacked the official website of National University of Modern Languages, Lahore campus (NUML) and the website of the Pakistan Electric Power Company (PEPCO).http://www.ibtimes.co.in/mohanlal-fans-hack-pakistan-website-post-actors-picture-dialogue-610930Pakistan Pakistan

The Fappening 5: former Doctor Who star Matt Smith and his ex-girlfriend Daisy Lowe seem to be the latest victims of a naked photo leak online.http://www.bbc.co.uk/newsbeat/29556349UndeterminedUndetermined
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In retaliation for the latest attacks, a Pakistani hacker defaces several Indian websites belonging to the main Indian political party (BJP).http://pastebin.com/TKg0M03PPakistan Undetermined
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North Dakota State College of Science (NDSCS) notifies more than 15,000 current and former students and employees that malware was discovered on numerous computers that contained their personal information, including Social Security numbers. https://www.scmagazine.com/home/opinions/blogs/the-data-breach-blog/malware-on-ndscs-computers-that-stored-data-on-15k-students-and-staffers/United States of AmericaUndetermined

University College London investigates an 'email hack' after a mysterious 'bello' message is sent to students from UCL's president Michael Arthur email account.http://www.standard.co.uk/news/london/ucl-investigates-email-hack-after-mystery-bello-message-from-president-sparks-ridicule-from-students-9784114.htmlUnited Kingdom of Great Britain and Northern IrelandUndetermined

In retaliation for the previous attacks, Indian hackers deface the Pakistan Railways website (pakrail.com).http://www.techworm.net/2014/10/indo-pak-cyber-war-in-offing.htmlPakistan Pakistan

The official website of Mohanlal Viswanathan Nair, an Indian celebrity, is hacked allegedly by Kashmiri pro-separatists.http://www.ibtimes.co.in/mohanlal-fans-hack-pakistan-website-post-actors-picture-dialogue-610930India Undetermined

The official website of Pakistan's major political party, Pakistan People's Party, is defaced by two hackers going with the handles of Kai-H4xOrR and Shell Haxor. https://thehackernews.com/2014/10/Bilawal-Bhutto-Pakistan-peoples-party-hacked.htmlPakistan Pakistan

Hackers from Moroccan Islamic Union-Mail deface the official website of Massachusetts Maritime Academy (maritime.edu).https://www.bostonmagazine.com/news/2014/10/07/mass-maritime-website-hacked-islamic-extremist-group/United States of AmericaSaudi Arabia

The ABC News 24 programming is suspended for about half an hour, from 9:30am to 10:00am, by a ransomware attack (Cryptolocker).http://www.techworm.net/2014/10/abc-faces-ransomware-attack.htmlAustralia Undetermined

The Fappening 4: a fourth wave of celebrity nudes, including Winona Ryder and the first male victim, Nick Hogan, is leaked online. Further Victims include: AnnaLynne McCord, Erin Heatherton and Nina Dobrev.http://www.dailymail.co.uk/news/article-2781196/Will-end-iCloud-hacker-releases-fourth-wave-celebrity-nudes-including-male-victim.htmlCanada Undetermined
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The Pakistani hacking group MaDLeeTs defaces the official Google Indonesia domain (google.co.id).https://coconuts.co/jakarta/news/google-indonesia-homepage-hacked-l33t-haxxors/Indonesia Indonesia

Personal information of more than 1,000 employees of Provo City School District is accessed by an unidentified party, who used phishing to breach the systems.http://news.softpedia.com/news/Info-Of-1-000-Provo-City-School-District-Employees-Exposed-460933.shtmlUnited States of AmericaUndetermined

The Syrian Electronic Army hacks the Official UNICEF Twitter account (@UNICEF) to share the news of a bomb blast in a Syrian school which killed 49 children.http://www.techworm.net/2014/10/unicef-twitter-account-hacked.htmlUnited States of AmericaSyrian Arab Republic

ManiAc Naiem hacks 5-cont.com and dumps 21,000 email details with cleartext passwords.https://twitter.com/ManiAc_Naiem/status/517833605163130880United Arab EmiratesUndetermined

An undisclosed number of customers who made purchases on the Flinn Scientific website are notified that their personal information, including payment card data, may have been compromised in a malware attack on the company's server that hosts its internet store.https://www.scmagazine.com/home/opinions/blogs/the-data-breach-blog/flinn-scientific-notifies-customers-of-payment-card-breach/United States of AmericaUndetermined

The Supervalu supermarket chain recently announced that a new malware was discovered in late August or early September 2014 in the part of its network that processes payment card transactions for some of its Shop 'n Save, Shoppers Food & Pharmacy and Cub Foods stores.http://www.esecurityplanet.com/network-security/supervalu-hacked-again.htmlUnited States of AmericaUndetermined

A gang of Latin American Hackers steals more than $1.2 million from 17 automated teller machines (ATMs) belonging to United Overseas Bank, Affin Bank, Al Rajhi Bank and Bank of Islam in Malaysia.http://www.techworm.net/2014/10/17-atms-hacked-in-malaysia.htmlMalaysia Undetermined
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Multiple Sclerosis Society warns website users their personal details might have been compromised via a malicious software discovered on its systems.http://www.thirdsector.co.uk/ms-society-warns-website-users-personal-details-compromised/communications/article/1366742United Kingdom of Great Britain and Northern IrelandUndetermined
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Four men between 18 and 28 are charged with breaking into the computer systems of Microsoft, the US Army and leading games manufacturers (Epic Games, Valve, and Zombie Studios), as part of an alleged international hacking ring that netted more than $100M in intellectual property.http://www.zdnet.com/teen-hackers-charged-with-stealing-100-million-in-army-microsoft-tech-7000034241/United States of AmericaUnited States of America
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Japan Airlines, or JAL, says personal information of up to 750,000 customers of its miles program has been leaked due to a cyber attack, without confirming if banking details had also been affected.https://www.wsj.com/articles/japan-airlines-reports-hacker-attack-1412053828Japan Undetermined

The social network Ello is the target of a DDoS attack.http://news.softpedia.com/news/Ello-Social-Network-Recovers-After-DDoS-Attack-460324.shtmlUnited States of AmericaUndetermined

The Brightside Group, manager of several motor insurance websites, acknowledges a breach in its security system.http://www.bbc.co.uk/news/technology-29466084United Kingdom of Great Britain and Northern IrelandUndetermined

Bay Area Bioscience Association (BayBio) notifies online customers of a breach.http://www.databreaches.net/bay-area-bioscience-association-baybio-notifies-online-customers-of-breach/United States of AmericaUndetermined

The stunt performer Steve-o dares hackers to break into his iCloud account and steal nude photos of him. A day after his Twitter account is hacked.http://news.softpedia.com/news/Steve-O-s-Twiter-Account-Hacked-459925.shtmlUnited States of AmericaUndetermined

Unknown hackers breach the website of the Airports Authority of India (aai.aero) and steal critical data pertaining to airports around India (the breach happened on July 2014 but was discovered only now).http://www.techworm.net/2014/09/airports-authority-of-india-hacked.htmlIndia Undetermined

RiskIQ detects a credential-stealing malware being loaded onto users computers through a drive-by download at jQuery.com. The attack was carried out using RIG exploit kit to target visitors.http://www.riskiq.com/resources/blog/jquerycom-malware-attack-puts-privileged-enterprise-it-accounts-riskUnited States of AmericaUndetermined

Travel website Viator admits to have suffered a compromise of payment card data on September 2, and confirms that some customer credit cards had been used for fraudulent purposes. Viator notifies approximately 1.4 million customers.http://www.ibtimes.co.uk/viator-travel-website-hacked-1-4-million-users-information-stolen-including-payment-card-data-1466832United States of AmericaUndetermined

Atlanta Public School officials are investigating a computer hacking incident at Grady High School. According to a district spokesperson, nearly 200 computers were affected.https://www.databreaches.net/ga-atlanta-public-schools-investigating-hack-at-grady-high-school/United States of AmericaUndetermined

Hackers from the group Lizard Squad reneged on their promise to quit earlier this month, apparently launching DDoS attacks against Blizzard's servers running Call Of Duty: Ghosts and Destiny.http://www.theregister.co.uk/2014/09/23/call_of_duty_lizard_squad_ddos/United States of AmericaUndetermined

After noticing some suspicious activity on their servers, iThemes, a Wordpress plugins whop, ask all customers to reset their iThemes password immediately.http://ithemes.com/2014/09/23/important-security-update-for-all-customers/United States of AmericaUndetermined

@h1v3team hacks mariavision.com and dumps 3000 usernames and hashed passwords.https://pastebin.com/8Z40ZSH4Mexico Undetermined

Anonymous Romania defaces the home page of the General Inspectorate of Romanian Police (politiaromana.ro).http://news.softpedia.com/news/Anonymous-Romania-Hacks-Local-Police-Website-459347.shtmlRomania Romania

A Singapore-based karaoke chain, K Box, has members' personal information compromised earlier this week when the hacker group The KnownsÃƒÂ‚Ã‚Â• posted the data online. Up to 317,000 members' details could have been.https://www.scmagazine.com/home/security-news/singaporean-karaoke-bar-members-info-compromised/Singapore Undetermined

Visitors of two well-known English-language news websites based in Israel (The Times of Israel and The Jerusalem Post) could have had their computers infected with malware after cybercriminals managed to hijack the digital ads being served on the site.https://blog.malwarebytes.com/threat-analysis/2014/09/malvertising-hits-the-times-of-israel-newspaper/Israel Undetermined
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C&K Systems admits that they had suffered a breach of point-of-sale systems tied to their Hosted Managed Services Environment. The incident is behind the credit card breach affecting Goodwill Industries and two other unnamed outsourced companies.http://arstechnica.com/security/2014/09/credit-card-data-theft-hit-at-least-three-retailers-lasted-18-months/United States of AmericaUndetermined

In name of OPSaveGaza, AnonGhost defaces the official website of Galilee Development Authority (galil.gov.il) which is directly under the Israeli ministry of Rural Development Authority.https://www.jerusalemonline.com/anonymous-hacks-into-israeli-government-website-31166/Israel Undetermined

@smitt3nz hacks healers.co.uk and dumps over 7,000 username and clear text passwords.http://siph0n.net/exploits.php?id=3560United Kingdom of Great Britain and Northern IrelandUndetermined

RT.com is hit with the most powerful DDoS attack in the website's history, which reached 10 Gbps in strength.http://rt.com/news/188564-rt-attack-ddos-hackers/Russian FederationUndetermined

Researchers from Bromium are alerted of a watering-hole attack originating from the website of a high-profile technology startup in the oil and gas sector.http://www.securityweek.com/website-us-oil-and-gas-company-abused-watering-hole-attackUnited States of AmericaUndetermined

Sucuri reveals that a popular Brazilian newspaper, Politica Estadao, is hacked by attackers with a code able to attack readers' home routers.http://www.theregister.co.uk/2014/09/15/hackers_pop_brazil_paper_to_root_home_routers/Brazil Undetermined

Iranian hackers from Ashiyane Digital Security Team deface the official website of United States government City of Clarkston, Georgia (clarkstonga.gov).https://latesthackingnews.com/2014/09/15/official-website-us-government-city-clarkston-georgia-hacked/United States of AmericaUnited States of America

Popular IRC network Freenode suffers a security breach and asks users to change their passwords, as they might have been compromised.http://www.net-security.org/secworld.php?id=17362United Kingdom of Great Britain and Northern IrelandUndetermined

Signature Systems Inc., the point-of-sale vendor blamed for a credit and debit card breach involving 216 Jimmy John's sandwich shop locations, says the breach also may haveÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â jeopardized customer card numbers atÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â nearly 100 other independent restaurants.http://krebsonsecurity.com/2014/09/signature-systems-breach-expands/United States of AmericaUndetermined

A hacker going with the handle of Ali El Top defaces two official sub-domains of Vodafone Egypt.https://latesthackingnews.com/2014/09/13/supporter-anonymous-hackers-hack-vodafone-egypt-sub-domain/Egypt Undetermined

George Mason University reveals to have detected a malware intrusion into its travel booking system on July 16. No personal information is thought to have been viewed, but the incident could have affected up to 4,400 users. https://www.scmagazine.com/home/opinions/blogs/the-data-breach-blog/george-mason-university-travel-system-targeted-for-malware-attack/United States of AmericaUndetermined

Many users of Steam, Valve's online gaming platform, complain about game items stolen. The culprit appears to be a new piece of malware. A variant is also found on Twitch, the Amazon-owned gaming video platform.http://www.securityweek.com/cybercriminals-target-steam-users-new-trojanUnited States of AmericaUndetermined

More than 30,000 patients of the Central Utah Clinic in Provo, Utah might have had their personal health information viewed by an unauthorized intruder who broke into one of the clinic's servers.https://www.scmagazine.com/home/opinions/blogs/the-data-breach-blog/central-utah-clinic-notifies-over-30k-patients-of-potential-hipaa-breach/United States of AmericaUndetermined

California-based violence prevention education organization We End Violence discovers a potential intrusion into its Agent of Change application server that could have exposed personal information, and, so far, 79,000 California State University students have been impacted.https://www.scmagazine.com/home/opinions/blogs/the-data-breach-blog/we-end-violence-announces-breach-california-university-impacted/United States of AmericaUndetermined

EA confirms that its Australian studio EA Firemonkeys was hacked in September last year and that "a small number of customer email addresses were potentially obtained".http://www.gamespot.com/articles/an-ea-studios-forums-were-hacked-in-2013-publisher/1100-6422222/Australia Undetermined

Yandy.com, an online retailer of women's lingerie and clothing, announces to have discovered a security breach, resulting in credit and debit card data of customers being exposed.http://news.softpedia.com/news/Yandy-com-Hacked-Financial-Information-Exposed-458255.shtmlUnited States of AmericaUndetermined

A hacker with the moniker of Jeffrey claims to have taken over the email account belonging to bitcoin's secretive creator, Satoshi Nakamoto, saying he will sell Nakamoto's secrets for money.http://www.wired.com/2014/09/satoshi/Japan Undetermined

The pro-Palestinian hacking group AnonGhost defaces a sub-domain of the Israeli ministry of education (gadol.edu.gov.il).http://hackread.com/anonghost-hacks-israeli-ministry-of-education/Israel Undetermined

The official website of the Jerusalem Center for Public Affairs (jcpa.org), an important Israeli think tank, is  compromised and abused to distribute malware.http://www.securityweek.com/website-israeli-think-tank-serves-data-stealing-trojanIsrael Undetermined

Smitt3nz hacks comicbookdb.com and dumps 52,000 plaintext accounts (usernames and passwords).http://www.siph0n.net/exploits.php?id=3550United States of AmericaUndetermined

An unknown hacker called Sdambasha hacks quaysideseverneshop.com and dumps almost 300 usernames and passwords.http://pastebin.com/AVq0aNp1United Kingdom of Great Britain and Northern IrelandUndetermined

Yet another cyber attack in Pakistan. Anonymous Pakistan defaces the official website of the Pakistan Ministry of Interior (interior.gov.pk).https://www.dawn.com/news/1130443Pakistan Pakistan

California State University officials reveal a breach in an East Bay web server used to store personal employee information. The security breach occurred on Aug. 23, 2013 and was discovered Aug. 11 of this year. http://www.databreaches.net/csu-east-bay-discloses-data-breach-that-went-undiscovered-for-one-year/United States of AmericaUndetermined

The White House discloses to the Wall Street Journal that a hacker has breached healthcare.gov, compromising personal data for millions of Americans.http://www.forbes.com/sites/theapothecary/2014/09/05/as-many-predicted-obamacares-healthcare-gov-reports-hack-attack-security-remains-compromised/United States of AmericaUndetermined

Sea Pines Resort may have been the victims of a computer hack resulting in stolen credit card information.https://www.databreaches.net/sc-sea-pines-resort-victims-of-security-breach/United States of AmericaUndetermined

The Pak Cyber Eaglez collective breaks into the online portal of the Azad Kashmir government (ajk.gov.pk), defaces some of the pages, and extracts the database with the login credentials.http://news.softpedia.com/news/Azad-Jammu-and-Kashmir-Government-Portal-Hacked-457804.shtmlPakistan Pakistan

Asor Hack Team dumps 23,000 records purportedly containing bank accounts of Government officials.http://www.ibtimes.co.uk/anonymous-leaks-sensitive-data-pakistani-government-army-solidarity-protestors-1464015Pakistan Pakistan

Western wear retailer Sheplers notifies an undisclosed number of customers that their payment card information may have been exposed after hackers gained access to its payment systems.https://www.scmagazine.com/home/opinions/blogs/the-data-breach-blog/fraud-reports-from-a-few-dozen-customers-in-sheplers-payment-card-breach/United States of AmericaUndetermined

Score, a sport uniform manufacturer, discovers a potential unauthorized data breach occurred on September 4, 2014. 500 customers who shopped online may have been compromised.http://oag.ca.gov/system/files/Data%20Security%20Breach%20Oct%2023%2C%202014_0.pdf?United States of AmericaUndetermined

Bartell Hotels issues a notification that the payment card processing systems used at five of its San Diego locations were compromised and personal information, including credit card numbers, may be at risk. The potential number of affected customers is estimated to be between 40,000 and 45,000.https://www.scmagazine.com/home/opinions/blogs/the-data-breach-blog/payment-card-processing-systems-compromised-at-five-bartell-hotels-locations/United States of AmericaUndetermined

AlienVault reveals the details of Scanbox, a watering hole attack compromising the website of an industrial software company to collect information on the site's visitors.http://www.securityweek.com/website-industrial-software-firm-abused-reconnaissance-missionUndeterminedUndetermined

Home Depot confirms that thieves compromised the payment systems in its 2,200 stores in the US and Canada and stole credit and debit card data. Home Depot believes that 56 million credit cards were compromised by criminals.http://arstechnica.com/security/2014/09/problems-at-home-home-depot-investigates-potential-breach/United States of AmericaUndetermined

A hacker known as RawShark (@whaledump) causes the resignation of New Zealand Justice Minister Judith Collins after releasing information showing a purported campaign to undermine government officials.http://www.theregister.co.uk/2014/09/01/leaker_axe_claims_nz_justice_minister_scalp/New ZealandNew Zealand

In name of OpPakistan, unknown Hacktivists deface the official portal of Pakistan (pakistan.gov.pk), demanding resignation of prime minister Nawaz Shareef.http://hackread.com/oppakistan-government-web-portal/Pakistan Undetermined

Yet another leak of celebrities pictures. A massive leak of nude and risque photos appearing to be of huge stars like is leaked online, first appearing on 4chan.http://www.buzzfeed.com/rachelzarrell/jennifer-lawrence-ariana-grande-picture-leakUnited States of AmericaUndetermined
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An anti-Assad Syrian ÃƒÂ‚Ã‚Â hacker going with the handle of Dr.SHA6H defaces the official website of Israeli Embassy for Uzbekistan (israelbiz.uz) in solidarity with Palestine.http://hackread.com/israeli-embassy-uzbekistan-hacked/Israel Undetermined

In the name of #OpPakistan, Anonymous conducts a massive cyber attack against many Pakistani government websites, including Parkistan Army's recruitment website, government of Punjab's official portal, Pakistan Meteorological Department, Employees Old-Age Benefits Institution, and several other high-profile sites.http://hackread.com/anonymous-takes-down-pakistan-army-govt-websites/Pakistan Undetermined
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Visual novel distributorÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â MangaGamer  notifies its users to have suffered a security breach. The full member database is posted on pastebin.http://www.uk-anime.net/newsitem/MangaGamer_reports_database_security_breach.htmlJapan Undetermined

ClamCase, a maker of keyboards and protective cases for iPads, notifies its customers that unidentified intruders gained access to personal information and payment details.http://news.softpedia.com/news/Hackers-Steal-Customer-Payment-Data-From-ClamCase-456961.shtmlUnited States of AmericaUndetermined

A Pakistani hacker going with the handle of Essaji, defaces the sub-domain of City of Binghamton, New York, in support for Gaza (firstwardboa.binghamton-ny.gov/).https://www.memri.org/cjlab/on-august-21-2014-the-website-of-indian-politician-l-k-advani-was-hacked-by-pakistani-hacker-muhammad-bilal-a-member-of-the-pak-cyber-experts-hacker-group-advani-is-a-member-of-indias-rulingUnited States of AmericaUnited States of America

AÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â MoroccanÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â hacker going with the handle of MaeSTro-GhoL defaces the official website ofÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â the City of DuBois, Pennsylvania (duboispa.gov) inÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â solidarity with Palestine.https://gliglnet.blogspot.com/2014/08/hackers-target-us-govt-city-of-dubois.htmlUnited States of AmericaUnited States of America

Fast food restaurant Dairy Queen confirms that systems in some of their locations have been infected with Backoff.http://news.softpedia.com/news/Dairy-Queen-Confirms-Breach-of-Payment-Systems-456832.shtmlUnited States of AmericaUndetermined

Hundreds of personal bank accounts are at risk after a security breach was discovered involving ticket sales for the Summit County Fair rodeo and demolition derby.http://www.databreaches.net/ut-summit-county-sees-credit-card-breach-after-fair-rodeo-and-demolition-derby/United States of AmericaUndetermined

Sahoo defaces a subdomain of Stanford (web.stanford.edu).https://www.cyberkendra.com/2014/08/stanford-university-and-mit-site-hacked.htmlUnited States of AmericaUndetermined

Hackforums.net, one of the most popular hacking forums in the world, is defaced by an Egyptian hacker with the online handle Eg-R1z.http://thehackernews.com/2014/08/popular-hackforums-website-defaced-by_27.htmlUnited States of AmericaUnited States of America

Bloomberg news reveals that hackers allegedly from Russia targeted JPMorgan Chase & Co. (JPM) and at least four other banks in a coordinated attack on major financial institutions.http://www.bloomberg.com/news/2014-08-27/customer-data-said-at-risk-for-jpmorgan-and-4-more-banks.htmlUnited States of AmericaUndetermined



Geekface notifies its users of an illegitimate access to one of its servers. The data accessed include personal information.http://www.databreaches.net/geekface-hacked-designers-and-users-information-accessed/United States of AmericaUndetermined

Sony admits that a DDoS attack impacted online services, Sony's PlayStation Network and the Sony Entertainment Network. Other affected services involve: Xbox Live, Blizzard's Battle.net, and Grinding Gear Games.http://www.bbc.co.uk/news/technology-28925052New ZealandUndetermined
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In name of #OpSaveGaza, the Anonymous collective claims to have taken down some key Israeli governmental websites, including those of the Israeli Defense Forces, the Bank of Israel, the Israeli Prime Minister.http://news.softpedia.com/news/Key-Israeli-Websites-Hacked-By-Anonymous-456302.shtmlIsrael Undetermined
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Nigerian Hackers from Nigerian Cyber Hunters (NCH) deface the official website of Bangladesh Airport Armed Police (aap.gov.bd).https://www.memri.org/cjlab/hackers-target-bangladesh-airport-armed-police-websiteBangladeshNigeria

Sony admits that a DDoS attack impacted online services, Sony's PlayStation Network and the Sony Entertainment Network. Other affected services involve: Xbox Live, Blizzard's Battle.net, and Grinding Gear Games.http://www.bbc.co.uk/news/technology-28925052Japan Japan

Armenian hackers fromÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â Monte Melkonian Cyber Army (MMCA) deface 360+ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â Turkish websites demanding the Turkish authorities toÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â recognize theÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â allegedÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â Armenian Genocide in 1915.https://www.youtube.com/watch?v=_HrkNaoN-dwTurkey Azerbaijan

A group of Armenian hackers going with the handle of Monte Melkonian Cyber Army (MMCA) claim to have defaced several Azerbaijani websites and to have executed a DDoS attack against  Azerbaijani targets reaching 300 Gbps.https://www.youtube.com/watch?v=_HrkNaoN-dwAzerbaijanAzerbaijan

An intrusion on the systems of the Otto Pizza restaurant in Portland, Oregon, causes credit card information of 900 customers to be exposed to unauthorized individuals.http://news.softpedia.com/news/Credit-Card-Details-of-900-Stolen-from-Otto-Pizza-in-Portland-456094.shtmlUnited States of AmericaUndetermined

The Twitter account of Ariana Grande's brother, Frankie Grande is hacked. The attacker leaves an explicit message to his sister.http://news.softpedia.com/news/Frankie-Grande-Twitter-Account-Hacked-456006.shtmlUnited States of AmericaUndetermined

A hacker gains access to the Cumberland Valley School District computer network, forcing the district to notify local police and FBI.http://www.pennlive.com/midstate/index.ssf/2014/08/cumberland_valley_students_hac.htmlUnited States of AmericaUndetermined

A Pakistani hacker called Muhammad Bilal defaces the official website of senior leader of the Indian Bharatiya Janata Party, Lal Krishna Advani (lkadvani.in).http://news.softpedia.com/news/Website-of-Indian-Politician-L-K-Advani-Defaced-455775.shtmlIndia India

An employee of the University of Louisiana at Monroe falls victim of a phishing attempt, possibly compromising the personal information of students who graduated from ULM in fall 2013, and spring 2014.http://www.databreaches.net/la-date-breach-at-university-of-louisiana-at-monroe-impacts-recent-graduates/United States of AmericaUndetermined

MeetMe users logging into the social network between Aug. 5 and Aug. 7 are asked to change their password after unknown hackers breach the MeetMe network and compromised certain user information.https://www.scmagazine.com/home/opinions/blogs/the-data-breach-blog/hackers-breach-social-network-meetme/United States of AmericaUndetermined

The computers of high-ranking officials in Malaysian agencies involved in the MH370 investigation are hacked and classified information is stolen. Suspects are directed to China.http://www.thestar.com.my/News/Nation/2014/08/20/Hacker-targets-info-on-MH370-probe-Computers-of-officials-infected-with-malware/Malaysia Undetermined
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UPS admits that 51 of its franchised stores were hit with a malware attack that put customer credit and debit card data at risk from January 20 to August 11.https://www.cnet.com/news/the-ups-store-is-hacked-user-data-possibly-compromised/United States of AmericaUndetermined

Delaware's treasury division website (treasury.delaware.gov) is defaced with anti-Israel and pro-Palestine messages by a collective calling itself SaLeM.http://news.softpedia.com/news/Delaware-s-Treasury-Division-Website-Defaced-455480.shtmlUnited States of AmericaUnited States of America

Yet another victim of Backoff: New Orleans restaurant Mizado Cocina says customers' credit and debit card information could have been stolen by a hacker who breached the restaurant's point of sale system between May 9 and July 18.http://www.databreaches.net/restaurant-mizado-cocina-says-customer-credit-card-data-breached-by-hacker/United States of AmericaUndetermined

Community Health Systems, a healthcare system spanning 29 states announces that cybercriminals operating from China stole information on approximately 4.5 million patients, including names, birth dates, and Social Security numbers.https://threatpost.com/apt-gang-branches-out-to-medical-espionage-in-community-health-breach/107828/United States of AmericaUndetermined

Children's Mercy Hospital in Kansas City notifies 4,076 individuals that Onsite Health Diagnostics, a vendor used by wellness program provider StayWell Health Management, experienced a breach that affected their personal information.https://www.scmagazine.com/home/opinions/blogs/the-data-breach-blog/another-breach-involving-onsite-health-diagnostics-kansas-city-hospital-impacted/United States of AmericaUndetermined

Australian Foreign Minister Julie Bishop is the latest victim to be targeted by suspected state-sponsored phone hackers, having her smartphone seized by local intelligence officials after a two-week international sojourn.http://www.zdnet.com/bishop-latest-hacking-casualty-in-global-game-of-phones-7000032691/Australia Undetermined

A new report reveals that Nuclear Regulatory Commission computers were successfully hacked within the past three years by foreigners twice and also by an unidentifiable individual.http://www.nextgov.com/cybersecurity/2014/08/exclusive-nuke-regulator-hacked-suspected-foreign-powers/91643/United States of AmericaUndetermined

Cricket legend Sir Ian Botham claims his Twitter account was hacked after a picture of a penis was posted on his feed.http://www.standard.co.uk/news/techandgadgets/ian-botham-claims-twitter-account-hacked-after-picture-of-penis-is-posted-to-followers-9675775.htmlUnited Kingdom of Great Britain and Northern IrelandUndetermined

A hacker going with the handle of Rajol Hazin defaces the official sub-domain of Ohio State Government (bta.ohio.gov).http://hackread.com/ohio-state-website-hacked-anonymous/United States of AmericaUnited States of America

According to reports coming from the German media, the German Foreign Intelligence Agency known as Bundesnachrichtendienst (BND) hacked into at least one call during Hillary Clinton's time in office as US Secretary of State.http://thehackernews.com/2014/08/hillary-clintons-phone-hacked-by-german_16.htmlUnited States of AmericaGermany

SuperValu, announces that its customers' credit card information may have been stolen during a network intrusion. As a consequence, even AB Acquisition LLC, to which SuperValu provides IT services, is affected.http://arstechnica.com/security/2014/08/grocery-shoppers-nationwide-probably-had-credit-card-data-stolen/United States of AmericaUndetermined

Two Libyan hackers going with the handle of Mr.Rocky and Mr. Slyman deface the official website of Saudi government-owned satellite news TV channel Alikhbaria (ekhbariyatv.sa) and also steal the database of the website.http://hackread.com/saudi-state-tv-website-hacked/Saudi ArabiaSaudi Arabia

Pro Russian Hacker collective CyberBerkut defaces several dozens of Polish sites to protest against the pro-Ukraine support of the country.https://books.google.com/books?id=DrNSDwAAQBAJ&pg=PA138&lpg=PA138&source=bl&ots=DB5nQM85TY&sig=ACfU3U3hLFD5KNJIEokxwlpbQQ-3xhM0hA&hl=en&sa=X&ved=2ahUKEwjfhtDD1onqAhWHg-AKHRFcBnoQ6AEwAnoECAkQAQ#v=onepage&q=cyberberkut%20polish%20websites%20hack%202014&f=falsePoland Ukraine

In the wake of the shooting of unarmed teen Michael Brown, hackers launch a cyberattack to take out the St. Louis County Police department's website and email.http://www.cnet.com/news/st-louis-police-website-suffers-ddos-attack/United States of AmericaUndetermined

TheNaturalOnline.com is compromised by an unknown attacker, who gains access to names, addresses, email addresses, phone numbers, passwords, credit and debit cards, expiration dates and CVV codes. https://www.scmagazine.com/home/opinions/blogs/the-data-breach-blog/vitamin-seller-website-attacked-payment-cards-and-other-info-compromised/United States of AmericaUndetermined

The Twitter account of Russia's Prime Minister Dmitry Medvedev (@MedvedRussia) is hacked, posting a series of fake messages including a resignation announcement.http://mashable.com/2014/08/14/russias-prime-minister-twitter-account-gets-hacked/Russian FederationUndetermined

The Anonymous collective publish hours of alleged police dispatch tapes on Twitter and YouTube from the day unarmed teenager Michael Brown was shot to death by police in a St. Louis suburb.http://www.cnet.com/news/anonymous-hacks-into-ferguson-police-site-for-dispatch-tapes/United States of AmericaUndetermined

More than 60,000 staffers who participated in Tennessee employee health screenings are notified that their personal information may have been accessed by an unknown attacker that hacked into the computer system of Onsite Health Diagnostics, a subcontractor hired by Healthways, the state's wellness contractor.https://www.scmagazine.com/home/opinions/blogs/the-data-breach-blog/subcontractor-breach-impacts-more-than-60k-tennessee-workers/United States of AmericaUndetermined

Unknown hackers steal the data of all members of the Association of Corporate Travel Executives (ACTE).https://www.databreaches.net/acte-members-data-stolen-by-hackers/United States of AmericaUndetermined

@smitt3nz hacks eyeofdubai.ae and dumps nearly 1,000 usernames and plain text passwords.http://siph0n.net/exploits.php?id=1831United Arab EmiratesUndetermined

Adelaide police investigate a possible illegitimate access into the City To Bay Fun Run website (city-bay.org.au), viewing the details of 12,000 individuals.http://www.abc.net.au/news/2014-08-12/hacking-suspected-city-to-bay-fun-run-website/5664132Australia Undetermined

OmegaNet notifies 10 businesses in New Hampshire of a malware incident that was able to capture sensitive information before it was encrypted.http://www.databreaches.net/omeganet-reports-breach-affecting-business-clients/United States of AmericaUndetermined

Pro Russian Hacker collective CyberBerkut accesses the information resources of the regional department of the military law and order service in Dnipropetrovsk and leaks some private correspondence.https://css.ethz.ch/content/dam/ethz/special-interest/gess/cis/center-for-securities-studies/pdfs/20181003_MB_HS_RUS-UKR%20V2_rev.pdfUkraine Ukraine

Dozens of computers in the Ukrainian prime minister's office and at least 10 of Ukraine's embassies abroad are infected with a cyber espionage weapon linked to Russia.http://www.cnbc.com/id/101905588Ukraine Undetermined

Following an investigation into a PoS system crash, Chicago Yacht Club finds evidence of malware installation on one of their servers and notifies guests who made purchases.https://www.chicagobusiness.com/article/20140808/BLOGS03/140809804/chicago-yacht-club-security-breach-computers-hacked-financial-data-liftedUnited States of AmericaUndetermined

Gamma International UK Ltd, the company that makes and sells the world's most elusive cyber weapon, FinFisher spyware, is hacked by a group called Phineas Fisher (@GammaGroupPR), and has a 40G file dumped on the internet.http://arstechnica.com/tech-policy/2014/08/leaked-docs-show-spyware-used-to-snoop-on-us-computers/United Kingdom of Great Britain and Northern IrelandUnited Kingdom of Great Britain and Northern Ireland

In name of #OpNoHunt, a collective called Paw Security takes down several Chinese websites to protest against violences on pets.http://news.softpedia.com/news/Paw-Security-Hackers-Attack-Chinese-Websites-453979.shtmlChina China

@smitt3nz hacks baltimorejewishlife.com and dumps nearly 20,000 usernames and plain text passwords.http://siph0n.net/exploits.php?id=1834United States of AmericaUndetermined

The US website of computer hardware manufacturer Plextor is taken over by a group of hackers identifying themselves as CoMoDo.http://news.softpedia.com/news/US-Plextor-Website-Hacked-by-CoMoDo-Islamic-Hackers-453960.shtmlUnited States of AmericaUnited States of America

USIS, a major US contractor that conducts background checks for the Department of Homeland Security suffers a computer breach that probably resulted in the theft of employees' personal information. The breach is believed to be related to the Office of Personnel Management hack.http://www.washingtonpost.com/world/national-security/dhs-contractor-suffers-major-computer-breach-officials-say/2014/08/06/8ed131b4-1d89-11e4-ae54-0cfe1f974f8a_story.htmlUnited States of AmericaUndetermined

A group of Iranian hackers going with the handle of Islamic Cyber Resistance (ICRG), claim to have breached an Israeli job website (zerem.co.il), leaking the personal details of 70,000 registered users. The attack is executed in name of #OpSaveGaza.https://www.databreaches.net/unconfirmed-claim-anonymous-iran-hacks-israeli-job-site-leaks-personal-details-of-70k-users/Israel Iran (Islamic Republic of)

After a malware is discovered on wirelessemporium.com, the company begins notifying an undisclosed number of individuals that their personal information, including payment card data, might have been compromised.https://www.scmagazine.com/home/opinions/blogs/the-data-breach-blog/payment-cards-used-on-wireless-emporium-website-compromised-by-malware/United States of AmericaUndetermined

Vibram notifies some customers of a hack involving its third-party hosting provider. As a consequence, customers making online purchases at vibramfivefingers.com between June 6 and July 7 may have had their credit card numbers compromised.http://www.databreaches.net/vibrams-hosting-provider-hacked-customers-credit-card-numbers-compromised/Italy Undetermined



In name of #OpSaveGaza, the Anonymous collective claims responsibility of taking down the websites of: bankisrael.gov.il, mossad.gov.il, justice.gov.il, edu.gov.il, idf.gov.il, telaviv.police.gov.il.http://hackread.com/anonymous-hackers-mossad-website/Israel Undetermined

Up to 12,000 people donating to charities through the Australian website mycause.com.au have their credit card details stolen and used for thousands of dollars worth of fraudulent charges.http://www.abc.net.au/news/2014-08-01/thousands-victim-credit-card-fraud-hacking-mycause-website/5642694Australia Undetermined

@smitt3nz hacks aeromorning.com and dumps nearly 1,000 usernames and plain text passwords.http://siph0n.net/exploits.php?id=1828France Undetermined

A hacker called rubber AKA @smitt3nz hacks avitron.fr and dumps nearly 2,500 usernames and plain text passwords.http://siph0n.net/exploits.php?id=1827France Undetermined

In name of #OpSaveGaza, AnonGhost, defaces the official web portal of State of Connecticut (ct.gov) along with the website of Connecticut's Governor (governor.ct.gov).https://www.cyberkendra.com/2014/08/opsavegaza-anonghost-hacked-connecticut.htmlUnited States of AmericaUndetermined

In name of #OpSaveGaza, AnonGhost, defaces the official web portal of State of Connecticut (ct.gov) along with the website of Connecticut's Governor (governor.ct.gov).https://www.cyberkendra.com/2014/08/opsavegaza-anonghost-hacked-connecticut.htmlUnited States of AmericaUndetermined

An undisclosed number of Delaware restaurants may have been affected by a remote-access breach that compromised point-of-sale software,  LogMeIn, according to the Delaware Restaurant Association.http://www.bankinfosecurity.com/delaware-restaurants-breach-victims-a-7139United States of AmericaUndetermined

The University of West Florida announces that passwords and usernames for about 160 people may have been compromised by some individuals attacking the network to intercept ArgoNet usernames and passwords.http://www.databreaches.net/data-breach-at-university-of-west-florida/United States of AmericaUndetermined

The largest fixed wireless broadband carrier in Australia, Cirrus Communications, suffers a major DDoS attack, which takes out over half of its network.http://www.theregister.co.uk/2014/07/30/ddos_takes_down_cirrus_communications/Australia Undetermined

The National Research Council (nrc-cnrc.gc.ca), which handles Canada's research and development efforts on behalf of its government, confirms that its IT infrastructure was hacked. China, which immediately refuses the allegations, is accused of the hack.https://www.bbc.com/news/world-us-canada-28548925Canada Undetermined

The official website of Philippine Department of Agriculture (da.gov.ph) is infected with malicious code that promotes a gambling-related website.http://news.softpedia.com/news/Blackhat-SEO-Code-Injected-in-Philippine-Government-Site-452170.shtmlPhilippinesUndetermined

The website of the European Central Bank (ECB) is hacked, with personal information stolen. The anonymous hacker claims to have stolen around 20,000 email addresses, and a smaller number of telephone numbers and addresses, relating to people who had registered for ECB conferences and visits.http://www.bbc.com/news/business-28458323Germany Undetermined

Again an attack in name of #OpSaveGaza. A Turkish hacker going with the handle of Turk Guvenligi defaces two official sub-domains of the United Nations: esango.un.org and escwa.un.org.http://www.zone-h.org/mirror/id/22713610?hz=1Lebanon Turkey

Again an attack in name of #OpSaveGaza. A Turkish hacker going with the handle of Turk Guvenligi defaces two official sub-domains of the United Nations: esango.un.org and escwa.un.org.http://www.zone-h.org/mirror/id/22713610?hz=1UndeterminedTurkey

W0rm hacks the Wall Street Journal and offers data for sale for 1 bitcoin.http://arstechnica.com/security/2014/07/wsj-website-hacked-data-offered-for-sale-for-1-bitcoin/United States of AmericaRussian Federation

The United States website of the Metro newspaper (metro.us), which serves an estimatedÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â 1 millionÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â visitors every month, is compromised and abused to distribute malware.http://www.securityweek.com/metro-news-website-compromised-serve-malware-rig-exploit-kitUnited States of AmericaUndetermined

W0rm hacks vice.com and accesses a list of CMS users. Hacked data includes email addresses and hashed passwords.https://www.scmagazine.com/home/security-news/vice-com-hacked-possibly-the-wall-street-journal-website-too/United States of AmericaRussian Federation

The Twitter accounts of the Kenyan Defence Forces (@kdfinfo) and its spokesman are hacked by activists claiming to be affiliated to Anonymous (Anon_0x03), to protest against  corruption.http://www.bbc.com/news/world-africa-28398976Kenya Undetermined

BigBoss repository, one of the biggest and most popular repositories for jailbreak tweaks in Cydia, has reportedly been hacked by either an individual or a group of hackers going by the name of Kim Jong-CracksÃƒÂ‚Ã‚Â•.http://thehackernews.com/2014/07/cydia-repository-by-bigboss-hacked-all.htmlUndeterminedUndetermined

Indexeus.org, the search engine containing a database of stolen usernames and passwords is defaced by a group called Pernicious Developers.http://www.ehackingnews.com/2014/07/indexeusorg-website-hacked-by.htmlUndeterminedUndetermined

Dennis East International (DEI) reports that its website (hosted by an external company Omeganet) experienced two recent security breaches.http://www.databreaches.net/dei-notifies-clients-after-third-party-web-host-notifies-them-of-two-breaches/United States of AmericaUndetermined

Al-Qassam Brigades claim responsibility for the hack of the satellite feed of Israeli-based Channel 10 for a few minutes to broadcast images of wounded civilians and propaganda messages directed at Israeli citizens.http://www.hotforsecurity.com/blog/israeli-tv-hijacked-by-hamas-hackers-9606.htmlIsrael Israel

About 1,700 people in the employee wellness program for Virginia-based Dominion Resources are notified that their personal information was accessed by an attacker who gained entry to the systems of a subcontractor, Onsite Health Diagnostics.https://www.scmagazine.com/home/opinions/blogs/the-data-breach-blog/subcontractor-breach-impacts-1700-in-dominion-resources-employee-wellness-plan/United States of AmericaUndetermined

AECOM notifies its employees of an intrusion resulting in the exposure of personal information of past and present employees.https://www.databreaches.net/global-firm-aecom-notifies-workers-of-payroll-hack/United States of AmericaUndetermined

Again, in the name of OPSaveGaza, AnonGhost defaces a sub-domain of Israel's largest and oldest newspaper Haaretz against Israeli bombing over Gaza, Palestine.http://hackread.com/anonghost-hacks-israeli-newspaper-haaretz-domain/Israel Undetermined

Goodwill Industries is the latest victim of the PoS Breach spree. Stores on 21 states report traces of card frauds.http://krebsonsecurity.com/2014/07/banks-card-breach-at-goodwill-industries/United States of AmericaUndetermined

A Russian hacker group calling itself W0rm claims to have penetrated CNET's website stealing a database of registered reader data (1 million users). Hackers demand 1 bitcoin.http://www.cnet.com/news/cnet-attacked-by-russian-hacker-group/United States of AmericaRussian Federation

Brian Krebs reveals that three Israeli defense contractors responsible for building the Iron DomeÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â• missile shield were compromised by a well-crafted phishing attack and robbed of huge quantities of sensitive documents pertaining to the shield technology.http://krebsonsecurity.com/2014/07/hackers-plundered-israeli-defense-firms-that-built-iron-dome-missile-defense-system/Israel China

The US Department of Justice announces that a Chinese businessman, Su Bin, has been charged with hacking into the computer systems of Boeing, Lockheed Martin and other aerospace companies.http://arstechnica.com/tech-policy/2014/07/chinese-businessman-charged-with-hacking-boeing-and-lockheed/United States of AmericaChina

The US Department of Justice announces that a Chinese businessman, Su Bin, has been charged with hacking into the computer systems of Boeing, Lockheed Martin and other aerospace companies.http://arstechnica.com/tech-policy/2014/07/chinese-businessman-charged-with-hacking-boeing-and-lockheed/United States of AmericaChina

1,600 names, dates of birth, phone numbers, addresses, and personal health numbers are accessed by an unauthorized individual using a doctor's PharmaNet account.https://www.cbc.ca/news/canada/british-columbia/b-c-pharmanet-hit-by-hacker-1-600-accounts-breached-1.2704446Canada Undetermined

More than 10,000 customers are notified of six-month payment card breach at The Houstonian Hotel.https://www.scmagazine.com/home/opinions/blogs/the-data-breach-blog/thousands-notified-of-six-month-payment-card-breach-at-the-houstonian-hotel/United States of AmericaUndetermined

1176 Penn State College of Medicine alumni's Social Security numbers might have been compromised after malware was found on a university computer.http://news.psu.edu/story/320454/2014/07/10/malware-opens-door-possible-information-exposureUnited States of AmericaUndetermined

The website for Farrah Abraham's new frozen yogurt shop is hacked, and its homepage replaced with a graphic clip from her sex tape.http://www.foxnews.com/entertainment/2014/07/10/farrah-abraham-frozen-yogurt-website-hacked/United States of AmericaUndetermined

Anonymous Norway starts multiple DDoS attacks towards major banks and insurance companies in Norway, including the country's largest telecommunications company, Telenor.http://news.softpedia.com/news/Anonymous-Norway-Attacks-Major-Financial-Institutions-450152.shtmlNorway Norway
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Anonymous Norway starts multiple DDoS attacks towards major banks and insurance companies in Norway, including the country's largest telecommunications company, Telenor.http://news.softpedia.com/news/Anonymous-Norway-Attacks-Major-Financial-Institutions-450152.shtmlNorway Norway
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Anonymous Norway starts multiple DDoS attacks towards major banks and insurance companies in Norway, including the country's largest telecommunications company, Telenor.http://news.softpedia.com/news/Anonymous-Norway-Attacks-Major-Financial-Institutions-450152.shtmlNorway Norway

The New York Times reports that in March, Chinese hackers broke into the computer networks of the United States government agency that houses the personal information of all federal employees (the Office of Personnel Management).http://www.nytimes.com/2014/07/10/world/asia/chinese-hackers-pursue-key-data-on-us-workers.htmlUnited States of AmericaUndetermined

The Indian NIC is compromised to issue fake digital certificates. Google immediately revokes them.http://www.zdnet.com/indian-government-agency-issues-fake-google-certificates-7000031396/India Undetermined

Anonymous Norway starts multiple DDoS attacks towards major banks and insurance companies in Norway, including the country's largest telecommunications company, Telenor.http://news.softpedia.com/news/Anonymous-Norway-Attacks-Major-Financial-Institutions-450152.shtmlNorway Norway

The website of Myanmar's Ministry of Communications and Information Technology is hacked, with the hackers replacing two government seals with turtles alluding to the country's slow internet connection.http://globalvoicesonline.org/2014/07/06/hackers-mock-internet-speed-in-myanmar-by-replacing-logo-of-it-ministry-with-turtles/Myanmar Undetermined

The Syrian Electronic Army hacks the Twitter account and official blog of the Israel Defence Forces (@IDFSpokeperson) and posts a fake tweet related to a possible nuclear leak to the 300,000 account followers.http://nakedsecurity.sophos.com/2014/07/04/sea-hacks-israeli-defence-force-twitter-account-posts-bogus-nuclear-warning/Israel Syrian Arab Republic

Nigerian Police investigates a multi-million fraud by unknown hackers, reportedly hacking into Ogun State-owned mortgage bank, Gateway Savings and Loans Limited, and stealing millions of Naira.http://www.360nobs.com/2014/07/fraudsters-hack-into-ogun-account/Nigeria Undetermined

Symantec reveals that the popular video sharing Dailymotion was compromised to redirect users to the Sweet Orange Exploit Kit.http://www.symantec.com/connect/blogs/dailymotion-compromised-send-users-exploit-kitFrance Undetermined

Total Bank notifies its users following a compromise of the institution's computer network.https://www.amwins.com/insights/category/cyber-liability-insurance-coverage-for-financial-institutions_3-15United States of AmericaUndetermined

Finland admits to have been attacked by hackers working for one or several foreign nations who stole a "remarkable" number of files over a period of several years.http://www.ndtv.com/article/world/finland-claims-hacking-attack-by-one-or-more-states-551960?site=classicFinland Undetermined

The systems of the Houston Astros baseball team are accessed by an unauthorized person, who extracted content revealing internal trade talks.http://news.softpedia.com/news/Houston-Astros-Systems-Breached-Trade-Talks-Revealed-449040.shtmlUnited States of AmericaUndetermined

The official website of the Tails live operating system is defaced. The author of the hack, dubbed Sum Guy, claims to have done it by accident.http://news.softpedia.com/news/Tails-OS-Website-Defaced-No-Need-to-Worry-448831.shtml\United States of AmericaUndetermined

Personal and financial information of some 163,000 students, alumni, faculty, staff, and past applicants of Indianapolis-based Butler University have been stolen following a hack of the university's computer network.http://www.net-security.org/secworld.php?id=17069United States of AmericaUndetermined

Hackers from the Green Dragon Crew hack Privatbank, the bank owned by Ukrainian businessman Ihor Kolomoyskyi.http://en.itar-tass.com/economy/738359Ukraine Ukraine

On the day of the celebration of the Armed Forces of Azerbaijan, Azerbaijani hackers from Anti-Armenia Team deface the official website of the Armenian President and other government sites.http://hackread.com/azerbaijani-hackers-hack-armenian-president-website/Armenia Azerbaijan

The University of California, Washington Center (UCDC) notifies alumni of a breach involving their course pre-enrollment system. The attack targeted UCDC's cloud-based provider, GoSignMeUp.com.http://www.databreaches.net/university-of-california-washington-center-notifies-alumni-of-vendor-breach/United States of AmericaUndetermined



Again a defacement to protest against police brutality. Hackers of the Team Pak Cyber Experts deface the official website of Directorate General Public Relations, Government of the Punjab (dgpr.gop.pk).http://hackread.com/government-of-pakistan-website-hacked/Pakistan Pakistan

Two Turkish hackers going with the handle of VirtuaL & DARKWAR2 deface the official web portal of Manila City, Philippines (manila.gov.ph) with anti-America, anti-Israel and anti-Saudi Arabia images.https://www.memri.org/cjlab/official-portal-for-manila-philippines-hacked-by-turkish-hackersPhilippinesPhilippines

Whistle-blowing site Cryptome is left temporarily unavailable after its service provider NetSol stops routing traffic towards the site following the discovery of a suspect and probably malicious PHP file.http://www.theregister.co.uk/2014/06/25/row_after_cryptome_pulled_offline/United States of AmericaUndetermined

1,400 customer credit card details are stolen by hackers from Splash Car Wash exploiting a pcAnywhere vulnerability on point of sale terminals.http://nakedsecurity.sophos.com/2014/06/25/carwash-pos-systems-hacked-credit-card-data-drained/United States of AmericaUndetermined

Montana officials notify 1.3 million people that their personal information could have been accessed by hackers who broke into a state health department computer server.https://www.reuters.com/article/us-usa-hacker-montana-idUSKBN0F006I20140625United States of AmericaUndetermined

Incapsula unveils the details of a DDoS attack against an unnamed Video Games company, achieving a peak of 90 million requests for second.http://thehackernews.com/2014/06/dns-flood-ddos-attack-hit-video-gaming.htmlUnited States of AmericaUndetermined

One of the largest and most sophisticated DDoS attacks (300 Gbps peak) hits popvote.hk, an online democracy poll canvassing opinion on future Hong Kong elections.http://www.theregister.co.uk/2014/06/23/most_sophisticated_ddos_strikes_hk_democracy_poll/China Undetermined

askmen.com, a portal with more than 14 million readers in the US alone, is the victim of a mass-injection attack with multiple versions of the official website compromised to serve malware to its visitors.http://news.softpedia.com/news/Askmen-com-Website-Allegedly-Compromised-Through-Code-Injection-448032.shtmlUnited States of AmericaUndetermined

The Syrian Electronic Army is back and hacks Reuters redirecting the users to a web page supporting the Syrian regime. However the hack was possible after allegedly compromising Taboola, the ad provider.http://arstechnica.com/security/2014/06/syrian-electronic-army-targets-reuters-again-but-ad-network-provided-the-leak/United States of AmericaSyrian Arab Republic

Hackers going with the handle of Pakistan Haxors Crew deface the official website of state owned PTV Sports (sports.ptv.com.pk) to protest against killings and police brutality.https://propakistani.pk/2014/09/02/cyber-protests-ptv-website-gets-defaced-by-hackers/Pakistan Pakistan

British Gas' support team Twitter account (@BritishGasHelp) is hacked and starts posting very strange tweets.http://grahamcluley.com/2014/06/british-gas-twitter-phishing/United Kingdom of Great Britain and Northern IrelandUndetermined

After hacking the Arizona Department of Homeland Security, the Turkish hacker Swan is back, and this time he defaces two official websites of Arizona State Governor Janice K. Brewer.http://hackread.com/turkish-hacker-hacks-arizona-state-governor-website/United States of AmericaUnited States of America

The official website of Pakistan Electric Power Company Limited (pepco.gov.pk) is defaced by a group of Pakistani hackers called Pakistan Haxors Crew in protest against police brutality.http://hackread.com/pepco-pakistan-website-hacked-security/Pakistan Pakistan

The Vietnamese Ministry of Natural Resources and Environment (MONRE) is the victim of a targeted attack carried on through a specifically crafted malware distributed via a spear phishing campaign.http://news.softpedia.com/news/Government-Employees-Targeted-by-Phishing-Campaign-447692.shtmlViet Nam Undetermined

About 8,500 notification letters are sent out to individuals employed by, or who submitted an application to, The Metropolitan Companies, Inc., alerting them that an unauthorized third party may have gained access to their personal information.https://www.scmagazine.com/home/opinions/blogs/the-data-breach-blog/nearly-8500-notification-letters-sent-out-in-metropolitan-companies-breach/United States of AmericaUndetermined

British Cabinet Office minister Francis Maude, declares that a state-sponsored hostile group was able to gain access to a system administrator account on the Government Secure Intranet.http://grahamcluley.com/2014/06/maude/United Kingdom of Great Britain and Northern IrelandUndetermined

Code Spaces, a code-hosting service  abruptly closes after someone gains unauthorized access to its Amazon Web Service account and deletes most of the customer data. The company refused to pay a ransom after being extorted via a DDoS attack.http://arstechnica.com/security/2014/06/aws-console-breach-leads-to-demise-of-service-with-proven-backup-plan/United States of AmericaUndetermined

Move, Inc. is hit by a major DDoS attack.https://www.forbes.com/sites/bruceupbin/2014/06/18/move-inc-hit-by-major-ddos-attack/#1d24847529a2United States of AmericaUndetermined

The genealogy site ancestry.com has been blasted off the internet after reportedly being hit by a DDoS attack.http://www.theregister.co.uk/2014/06/18/ancestry_dot_com_brought_down_by_ddos_attack/United States of AmericaUndetermined

As part of #OpWorldCup and #OpHackingCup, Anonymous hacks a number of Brazilian organizations during the World Cup. http://hackread.com/anonymous-hackers-brazil-worldcup-hacks/Brazil Undetermined
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As part of #OpWorldCup and #OpHackingCup, Anonymous hacks a number of Brazilian organizations during the World Cup. http://hackread.com/anonymous-hackers-brazil-worldcup-hacks/Brazil Undetermined

Evernote's forum site, which hosts 164,644 members, is hacked, and the company sends an email to affected members recommending they change their passwords if those credentials were reused on other sites. Compromised data includes profile data, password hashes, email addresses and birth dates.http://www.zdnet.com/evernotes-forum-site-hacked-note-service-untouched-7000030596/United States of AmericaUndetermined

AT&T confirms that outside attackers (allegedly employees of one of AT&T's service providers) compromised the personal information of an undisclosed number of AT&T Mobility members.https://www.yahoo.com/tech/at-t-suffers-data-breach-88954139374.htmlUnited States of AmericaUndetermined

An unknown hacker illegitimately accesses the systems of INVALSI, the public Italian System for School Assessment. This happens few days before the official start of the assessments affecting 600,000 students.http://www.corriere.it/scuola/14_giugno_15/hacker-sistema-dell-invalsi-rischio-prove-terza-media-a9c7ccf0-f4ba-11e3-8a74-87b3e3738f4b.shtmlItaly Undetermined

Restaurant chain P.F. Chang's Chinese Bistro confirms that customer credit and debit card data had been stolen in a cybercrime attack on its stores.http://krebsonsecurity.com/2014/06/p-f-changs-confirms-credit-card-breach/United States of AmericaUndetermined

Rex Mundi claim to have managed to breach the systems of Domino's Pizza in Belgium and France and obtained access to more than 592,000 records belonging to French customers and over 58,000 records belonging to Belgians. They ask for a ransom in exchange.http://news.softpedia.com/news/Over-650-000-Domino-s-Pizza-Customer-Records-Allegedly-Hacked-446781.shtmlBelgium France

Dell SecureWorks reveals that unknown hackers were able to hijack Synology NAS Boxes for mining Dogecoin, reaping $620,000 in two months.http://www.secureworks.com/resources/blog/hacker-hijacks-synology-nas-boxes-for-dogecoin-mining-operation-reaping-half-million-dollars-in-two-months/Taiwan (Province of China)Undetermined

An estimated 11,000 customers who bought products from Craftsman-book.com have their credit card details compromised after the company website is compromised.https://www.databreaches.net/craftsman-books-credit-card-files-hacked-2/United States of AmericaUndetermined

The Danish branch of the infamous collective Anonymous targets Denmark's Socialist Party (Socialistisk Folkeparti) for signing and passing mass Internet surveillance bill and leaks  logins and SSNs of a couple of dozens of members.http://hackread.com/anonymous-denmark-surveillance-bill-leaks/Denmark Denmark

A hacker called Hmeidefaces the official website of ESETand 4 of itsSpanish domains.http://hackread.com/skynews-egypt-website-hacked-by-uae-hacker/Egypt Undetermined

News aggregator Feedly is made inaccessible by a DDoS attack. Attackers demand a ransom to stop their crippling assault, which the company refuses to pay.http://arstechnica.com/security/2014/06/under-ddos-feedly-buckles-but-defies-attackers-extortion-demands/United States of AmericaUndetermined

Cloud-based security services provider Incapsula states to have fought off a 100 Gbps DDoS attack against an online gambling website.https://www.scmagazine.com/home/security-news/online-gambling-site-hit-by-five-vector-ddos-attack-peaking-at-100gbps/United States of AmericaUndetermined

The French music service Deezer is struck by a DDoS attack, which remains unavailable during the weekend.http://www.theguardian.com/technology/2014/jun/10/deezer-user-data-hack-attack-ddosFrance Undetermined

The names, addresses, and Social Security numbers of a handful of staff at TwitterÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â (including the CEO) are leaked on the dark wen.http://www.zdnet.com/twitter-co-founders-ceos-personal-data-leaked-on-darknet-7000030375/United States of AmericaUndetermined

Mobile and online note app Evernote was hit with a DDoS attack, taking its servers offline for several hours.http://www.theregister.co.uk/2014/06/11/evernote_dos_attack/United States of AmericaUndetermined

Placemark Investments begins notifying an undisclosed number of clients that their personal information may have been exposed when one of its servers was breached.http://www.esecurityplanet.com/network-security/placemark-investments-acknowledges-data-breach.htmlUnited States of AmericaUndetermined

The Anonymous protest against the FIFA World Cup starts here: the hacktivist collective defaces the New York State Board of ElectionsÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â official websiteÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â (elections.ny.gov).https://www.villagevoice.com/2014/06/09/anonymous-hacked-new-yorks-board-of-elections-website-to-protest-the-world-cup/United States of AmericaUndetermined

Rowan Companies notifies employees, vendors, and contractors of a system intrusion.http://www.databreaches.net/rowan-companies-notifies-employees-vendors-and-contractors-of-system-intrusion/United States of AmericaUndetermined

The US Army warns that databases holding information on 16,000 South Korean civilian employees of the US military and applicants for base jobs may have been compromised.http://www.computerworld.com/s/article/9248887/U.S._Army_warns_of_database_breaches_in_South_KoreaUnited States of AmericaUndetermined

The ESET Security Forum is hacked and the company confirms that account credentials of itsÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â roughly 2,700 members have been accessed by the attackers.http://www.securityweek.com/eset-forum-breached-user-credentials-compromisedSlovakia Undetermined

1,500 online identification accounts used for accessing Singapore government services may have been accessed illicitly.http://blogs.wsj.com/digits/2014/06/05/singapore-says-online-accounts-may-have-been-breached/Singapore Undetermined

National automobile retailer AutoNation notifies an undisclosed number of customers that their payment card data, as well as other information, may have been captured by hackers that compromised AutoNation websites hosted and operated by TradeMotion.https://www.scmagazine.com/home/opinions/blogs/the-data-breach-blog/hackers-compromise-autonation-websites-capture-payment-card-data-other-info/United States of AmericaUndetermined

A hacker called Hmeidefaces the official website of ESETand 4 of itsSpanish domains.https://www.cyberkendra.com/2014/06/eset-spain-website-hacked-by-hmei7.htmlSpain Undetermined

A hacker called Hmeidefaces the official website of ESETand 4 of itsSpanish domains.https://www.cyberkendra.com/2014/06/eset-spain-website-hacked-by-hmei7.htmlSpain Undetermined

A hacker called Hmeidefaces the official website of ESETand 4 of itsSpanish domains.https://www.cyberkendra.com/2014/06/eset-spain-website-hacked-by-hmei7.htmlSpain Undetermined

A hacker called Hmeidefaces the official website of ESETand 4 of itsSpanish domains.https://www.cyberkendra.com/2014/06/eset-spain-website-hacked-by-hmei7.htmlSlovakia Undetermined

The official Facebook fan page of the famous rock band Linkin Park (63M fans) is hacked by an unknown hacker and starts spamming vulgar images with links.http://hackread.com/linkin-park-official-facebook-page-hacked/United States of AmericaUndetermined

At Arkansas State University (A-State), full and partial Social Security numbers are compromised for about 50,000 early childhood practitioners after unauthorized access is gained to databases related to the Traveling Arkansas Professional Pathways (TAPP).https://www.scmagazine.com/home/opinions/blogs/the-data-breach-blog/arkansas-state-univ-notifies-50k-of-social-security-number-breach/United States of AmericaUndetermined

Power Equipment Direct (PED) notifies an undisclosed number of customers that their personal information may have been accessed when the server that handles the company's checkout process was infected with malware.http://www.esecurityplanet.com/network-security/power-equipment-direct-acknowledges-data-breach.htmlUnited States of AmericaUndetermined

Monsanto admits that credit card data along with names, addresses and US taxation information for 1300 customers and employees was compromised after hackers broke into its servers in March.http://www.theregister.co.uk/2014/06/02/seedy_hacker_steals_1300_monsanto_client_and_staff_records/United States of AmericaUndetermined

The infamous group of TurkishÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â hacktivists RedHack defaces the official website of theÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â Ankara Chamber of Industry ASO (aso.org.tr).http://hackread.com/redhack-anonymous-hacks-turkey/Turkey Turkey

The internal communications system of the Brazilian Ministry of External Relations has been hit by hackers carried on with spear-phishing emails.http://www.zdnet.com/brazilian-government-hit-by-cyber-attack-7000030050/Brazil Undetermined



The official website of Pakistan'sÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â ARY News Channel website is hacked and defaced by Pakistani hacker H4$N4!N H4XOR. According to the author of the attack, "You have been punished for broadcasting blasphemous, vulgar and Indian material".http://hackread.com/pakistan-ary-news-channel-hacked/Pakistan Pakistan

UK shoe retailer Office sends its customers an email, explaining that it has suffered a serious security breach. Information accessed includes customers' names, addresses, birth date and month (but not year), password and phone number of accounts created prior to August 2013.http://grahamcluley.com/2014/05/office-shoe-retailer-hacked/United Kingdom of Great Britain and Northern IrelandUndetermined

Another episode of the Cyber War between India and Pakistan, The main page of Taj Mahal website (tajmahal.gov.in) is hacked by H4$N4!N H4XOR, displaying the Pakistan's flag.http://www.ehackingnews.com/2014/05/taj-mahal-agra-fort-websites-hacked.htmlIndia Pakistan

The support forum of Avast is hacked. Attackers get access to cryptographically hashed passwords, usernames, and e-mail addresses for about 400,000 people.http://arstechnica.com/security/2014/05/spotify-security-firm-avast-report-hacks-that-spill-user-data/Czechia Undetermined

Spotify warns of unauthorized access to the company's network and internal data. The unauthorized access appears to involve data for a single, unspecified person.http://arstechnica.com/security/2014/05/spotify-security-firm-avast-report-hacks-that-spill-user-data/Sweden Undetermined

A Turkish hacker going with the handle of Swan defaces the official website of theÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â Arizona Department of Homeland Security. The hacker also defaces the official website of theÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â Arizona Commission of Indian Affairs website.https://zerosecurity.org/2014/05/arizona-dhs-security-site-breached-defacedUnited States of AmericaUnited States of America

A $12.7 million supercomputer owned by Niwa (New Zealand National Institute for Water and Atmospheric Research) is targeted by a computer hacker believed to have come from China.http://nakedsecurity.sophos.com/2014/05/26/new-zealands-18-tonne-supercomputer-was-it-hacked-or-not/New ZealandUndetermined

The official website of Ukraine's election commission (cvk.gov) is targeted by a massive DDoSÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â attack on the eve of country's presidential polls. The pro-Russian CyberBerkut collective claims responsibility for the attack.https://www.csmonitor.com/World/Passcode/2014/0617/Ukraine-election-narrowly-avoided-wanton-destruction-from-hackersUkraine Ukraine

About 6,500 current and former employees of the American Institutes for Research (AIR) may have had personal information compromised after unauthorized access was gained to one of the organization's servers.https://www.scmagazine.com/home/opinions/blogs/the-data-breach-blog/thousands-of-staffers-impacted-in-american-institutes-for-research-server-hack/United States of AmericaUndetermined

eBay revealsÃƒÂ‚Ã‚Â that attackers "compromised a database containing encrypted passwords and other non-financial data" between late February and early March. The database included names, e-mail addresses, home addresses, phone numbers, and dates of birth. http://arstechnica.com/security/2014/05/ebay-password-database-hacked-users-asked-to-change-passwords/United States of AmericaUndetermined

Plenty of Fish is the latest victim of a DDoS attack.http://techcrunch.com/2014/05/20/dating-website-plenty-of-fish-hit-by-ddos-attack/United States of AmericaUndetermined

Typepad, the famous blogging platform is under a sustained DDoS attack.https://techcrunch.com/2014/05/19/typepad-claims-it-was-hit-by-another-ddos-attack/United States of AmericaUndetermined

Yet another DDoS attack. This time the victim is moz.com.https://twitter.com/Moz/status/467746806471081984United States of AmericaUndetermined

Rescator, a popular underground website that sells payment card data, is hacked and defaced.http://news.softpedia.com/news/Underground-Payment-Card-Store-Rescator-Hacked-and-Defaced-432598.shtmlUndeterminedUndetermined

The official website of the Rawalpindi police in Pakistan (rawalpindipolice.gov.pk) is defaced by  Anti Mortadin!@, a group that appears to support the Taliban.http://news.softpedia.com/news/Pakistani-Police-Website-Hacked-By-Supporters-of-the-Taliban-442482.shtmlPakistan Pakistan

School officials at University of Nebraska Omaha (unomaha.edu) announce to investigate an unauthorized access to an administrative server within campus security.http://www.fox42kptm.com/story/25537836/uno-investigating-security-breach-involving-personal-informationUnited States of AmericaUndetermined

Doge Vault, one of the most popular online repositories for the cryptocurrency Dogecoin, formally acknowledges that it has been hacked two days earlier. Losses amount to the equivalent of $74,000. Unfortunately all the Dogecoin addresses are compromised.http://arstechnica.com/security/2014/05/mean-doge-vault-attack-snags-user-passwords-private-account-keys/UndeterminedUndetermined

An undisclosed number of individuals may have had personal information compromised after hackers took advantage of a vulnerability in systems belonging to Paytime Inc., a Pennsylvania payroll company.https://www.scmagazine.com/home/opinions/blogs/the-data-breach-blog/hackers-exploit-vulnerability-to-breach-pennsylvania-payroll-company/United States of AmericaUndetermined

An unknown prankster hacker hacks an electronic traffic sign in San Francisco warning of a Godzilla Attack.http://www.cbsnews.com/news/godzilla-attack-s-f-traffic-sign-hacked-to-warn-drivers/United States of AmericaUndetermined

More than 1,800 University of California (UC), Irvine, students are notified that they may have had personal information compromised after keylogger malware was discovered on three Student Health Center (SHC) computers for about six weeks.https://www.scmagazine.com/home/opinions/blogs/the-data-breach-blog/keylogger-malware-found-on-three-uc-irvine-health-center-computers/United States of AmericaUndetermined

Hacktivists of the RedHack collective blame authorities for the incident in the mine of Soma, and as a consequence they deface the official website of the Soma Municipality.http://news.softpedia.com/news/RedHack-Hacks-Website-of-Soma-Municipality-Following-Death-of-Hundreds-of-Miners-442076.shtmlTurkey Turkey

antiwar.com, aÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â website known for itsÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â non-interventionism and war opposingÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â views is hacked just a few hours after launching itsÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â fundraising drive.https://www.antiwar.com/blog/2014/05/14/news-antiwar-com-has-been-hacked/United States of AmericaUndetermined

Arizona-based Gingerbread Shed Corporation notifies customers that an unauthorized individual gained access to its systems for roughly three months and may have compromised about 50,000 transactions, as well as other data.https://www.scmagazine.com/home/opinions/blogs/the-data-breach-blog/about-50k-transactions-other-data-compromised-in-three-month-breach/United States of AmericaUndetermined

Unknown hackers steal data related to the Ukraine crisis from Belgian foreign ministry servers, prompting a security crackdown which has left diplomats without Internet or email.http://www.reuters.com/article/2014/05/12/us-belgium-cybercrime-ukraine-idUSBREA4B0EB20140512Belgium Undetermined

The Twitter account of Gary Barlow (@GaryBarlow) the former frontman of the famous boy band Take That is hacked.http://news.softpedia.com/news/Twitter-Account-of-Take-That-Singer-Gary-Barlow-Hacked-441735.shtmlUnited Kingdom of Great Britain and Northern IrelandUndetermined

Another episode of the Cyber War between India and Pakistan. A Pakistani hacker called rOOX from Team MadLeets defaces the server of Indian Ministry of Railway, which includes around 47 domains.https://www.memri.org/cjlab/indian-ministry-of-railways-server-hacked-by-pakistani-team-madleetsIndia India

The Pakistani hacker H4$N4!N H4XOR defaces a subdomain of the official website of Tata Motors (connect.tatamotors.com).http://www.ehackingnews.com/2014/05/tata-motors-website-hacked-by-pakistani.htmlIndia Pakistan

WooThemes, the popular Theme Creator for Wordpress confirms to have been hacked after many users complained of fraudulent credit card transactions.http://www.hotforsecurity.com/blog/woothemes-hacked-premium-wordpress-theme-manufacturer-warns-of-credit-card-leak-8578.htmlUnited States of AmericaUndetermined

Domain host Point DNS has been hammered with a high intensity DDoS attack on Friday, knocking servers out for hours.http://www.theregister.co.uk/2014/05/09/point_dns_ddos/United States of AmericaUndetermined

Moshtix, Australia's largest ticket website, is hacked. As a consequence customers report money going missing, spam and scam emails asking for credit card information.https://tonedeaf.thebrag.com/how-hackers-caused-splendour-in-the-grass-2014-ticketing-chaos-brought-down-moshtix/Australia Undetermined

Ground(ctrl), a company which builds social networking sites and other services for musicians, begins notifying an undisclosed number of users that their personal information may have been exposed when the company's network was hacked.http://www.esecurityplanet.com/hackers/groundctrl-hacked.htmlUnited States of AmericaUndetermined

French telecommunications group Orange announces that a breach last month resulted in the theft of the personal information of 1.3 million of its customers, including phone numbers, dates of birth, and email addresses.http://www.cnet.com/uk/news/hackers-steal-personal-info-of-1-3m-orange-telco-customers/France Undetermined

The Syrian Electronic Army is back and hijacks a total of four Twitter accounts of the Wall Street Journal (WSJ).http://news.softpedia.com/news/Syrian-Electronic-Army-Hijacks-WSJ-Twitter-Accounts-440924.shtmlUnited States of AmericaSyrian Arab Republic

Affinity Gaming notifies an unauthorized intrusion into the system that processes customer credit and debit cards for their casinos. Apparently no credit card data was stolen.https://phys.org/news/2014-05-affinity-gaming-payment-hacked.htmlUnited States of AmericaUndetermined

Kai-H4xOrR, a Pakistani hacker, member of the Pakistan Haxors Crew, defaces the international roaming subdomain (ir.bsnl.co.in) of the Indian telecom company Bharat Sanchar Nigam Limited (BSNL).http://www.ehackingnews.com/2014/05/bsnl-website-hacked-by-pakistani-hacker.htmlIndia India

The official Twitter account of the British National Party and its leader is hacked by Anon_0x03,  an individual claiming to be affiliated to the infamous collective Anonymous.http://news.softpedia.com/news/Website-and-Twitter-Account-of-British-National-Party-Hacked-440377.shtmlUnited Kingdom of Great Britain and Northern IrelandUndetermined

An undisclosed number of employees, graduate students and adjunct instructors with the University of North Carolina Wilmington (uncw.edu) may have had personal information compromised after unauthorized access was gained to an applications server.https://www.scmagazine.com/home/opinions/blogs/the-data-breach-blog/data-on-students-and-staffers-exposed-in-unc-wilmington-breach/United States of AmericaUndetermined

An 18-year old student appears before a judge after he was arrested for allegedlyÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â changing grades for students in Dr. Michael M. Krop Senior High School.http://miami.cbslocal.com/2014/05/02/student-accused-of-changing-grades-arrested/United States of AmericaUnited States of America

A Libyan Hackers group called "The GreaT Team"ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â• (TGT) defaces the mailing list subdomain of Kali website (lists.kali.org).http://www.ehackingnews.com/2014/04/kali-linux-website-hacked-by-great-team.htmlUnited States of AmericaLibya

UltraDNS is the victim of a DDoS Attack.https://threatpost.com/ultradns-dealing-with-ddos-attack/105806United States of AmericaUndetermined

The 4chan image message board, admits it suffered a security breach that saw a hacker gain unauthorised access to user information.http://grahamcluley.com/2014/04/4chan-admits-hack/United States of AmericaUndetermined

Eircom is forced to shut down its email service after detecting unauthorized access to the system.http://news.softpedia.com/news/Irish-Telecoms-Company-Eircom-Targeted-by-Hackers-440192.shtmlIreland Undetermined

The Syrian Electronic Army redirects the visitors of the RSA Conference website to a defacement page. The attack is carried out in response to an RSA Conference presentation about the Syrian Electronic Army's hacking methods.http://news.softpedia.com/news/Syrian-Electronic-Army-Defaces-Website-of-RSA-Conference-439866.shtmlUnited States of AmericaSyrian Arab Republic

Dekalb Health notifies that 1,361 records including a mix of names, Social Security numbers, dates of birth, credit card numbers, addresses, phone numbers, passwords, email addresses, insurance information, service types, and other details have been compromised.https://www.databreaches.net/dekalb-health-reports-patient-information-breach-after-compromise-of-vendors-server/United States of AmericaUndetermined

The official website of theÃƒÂ‚Ã‚Â Egyptian Ministry of Information is hacked and defaced by hackers from a group going with the handle of Libyan Cyber Army.http://hackread.com/libyan-hacks-egyptian-ministry-website/Egypt Libya

In name of OpJustinaPelletier, the Anonymous take down the website of the Boston Children's Hospital.http://nakedsecurity.sophos.com/2014/04/28/anonymous-takes-on-boston-childrens-hospital-in-opjustina/United States of AmericaUndetermined

AOL Mail is hacked and several users report their accounts are being used to send spam to others. The potential impact affects 50 million and all users are urged to change their passwords.http://arstechnica.com/security/2014/04/youve-got-pwned-aol-reports-e-mail-breach-as-bigger-than-thought/United States of AmericaUndetermined

The cyber battle between Indian and Pakistani hacktivists continues. In name of OpPakistan Indian hackers deface several Pakistani government websites.http://news.softpedia.com/news/Pakistani-National-Portal-Cabinet-Ministry-and-Ministry-of-Defense-Hacked-439248.shtmlPakistan Pakistan
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The cyber battle between Indian and Pakistani hacktivists continues. In name of OpPakistan Indian hackers deface several Pakistani government websites.http://news.softpedia.com/news/Pakistani-National-Portal-Cabinet-Ministry-and-Ministry-of-Defense-Hacked-439248.shtmlPakistan Pakistan

The infamous hacker collective Rex Mundi hacks alfanet.be and blackmails the company, threatening to release all their customer data if they do not pay 15,000 euros.http://news.softpedia.com/news/Hackers-Blackmail-Belgian-Hosting-Firm-AlfaNet-439364.shtmlBelgium France

Information technology staff at Iowa State University discovers a breach affecting five departmental servers on campus potentially compromising Social Security numbers of 29,780 students enrolled at Iowa State between 1995 and 2012. http://www.news.iastate.edu/news/2014/04/22/serverbreachUnited States of AmericaUndetermined



Montreal-based ICAO (International Civil Aviation Organization) is another target in a string of attacks by NullCrew.https://www.zdnet.com/article/hackers-attack-spokeo-un-civil-aviation-org-in-nine-site-crime-spree/Canada Undetermined

University of Virginia (1 million files leaked).https://www.zdnet.com/article/hackers-attack-spokeo-un-civil-aviation-org-in-nine-site-crime-spree/United States of AmericaUndetermined

A Pakistani hacker going with the handle of H4x0r10ux m1nd defaces the official website of Bangalore City Police India (bcp.gov.in).http://hackread.com/pakistani-hacker-hacks-bangalore-police-website/India India

A hacker called Muhammad Bilal from Pak Cyber Experts group defaces the official Bihar BJP website (biharbjp.org).http://www.ehackingnews.com/2014/04/bihar-bjp-website-hacked-and-defaced-by.htmlIndia India

Several accounts of the Ultimate Fighting Championship (UFC) fighter Jon BonesÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â• Jones are hacked, posting homophobic comments on Instagram.http://news.softpedia.com/news/UFC-s-Dana-White-Confirms-Jon-Bones-Jones-Had-His-Accounts-Hacked-438494.shtmlUnited States of AmericaUndetermined

Members of the hacktivist collective RedHack claim to have breached into the systems of Aktif Bank (aktifbank.com.tr), Turkey's largest privately owned investment bank. They also launched a distributed denial of service (DDoS) attack on the website.http://news.softpedia.com/news/RedHack-Hackers-Target-Aktif-Bank-over-Controversial-e-Ticketing-System-438409.shtmlTurkey Turkey

UPMC (University of Pittsburgh Medical Center) reveals the real dimension of a data breach it suffered. Personal information for as many as 27,000 workers might have been compromised.http://triblive.com/news/adminpage/5965156-74/upmc-workers-affectedUnited States of AmericaUndetermined

Germany's space research centre in Cologne is the victim of a co-ordinated and covert targeted attack carried out by state-sponsored hackers, according to a Der Spiegel report. Suspects are directed to China.http://www.theregister.co.uk/2014/04/15/dlr_attacked_china_apt_trojans/Germany Undetermined

About 55,000 members of the Veterans of Foreign Wars of the United States (vfw.org) may have had personal information, including Social Security numbers, compromised after an unauthorized party gained access to a VFW web server using a remote access trojan.https://www.scmagazine.com/home/opinions/blogs/the-data-breach-blog/data-on-55000-vfw-members-impacted-by-attacker-seeking-military-intel/United States of AmericaUndetermined

Kami Haxor hacks marigold.in and dumps 1,351 usernames and clear text passwords.http://pastebin.com/3bzjkWaZIndia India

A hacker called SE2mhZVVY7HF4VEV0cOH hacks tutorialized.com and dumps 46244 usernames and hashed passwords.http://pastebin.com/qnfKVT3AUnited States of AmericaUndetermined

LaCie confirms in a statement that malware successfully made its way through to access sensitive customer information stemming from transactions on its website. Virtually everyone who shopped on LaCie's website in the last year is at risk.http://www.cnet.com/news/lacie-admits-to-year-long-credit-card-breach/France Undetermined

Unknown hackers exploit the Heartbleed vulnerability to steal taxpayer data for at least 900 Canadian citizens, and an unknown number of businesses and officials from the Canadian Revenue Agency (CRA).http://arstechnica.com/security/2014/04/heartbleed-bug-exploited-to-steal-taxpayer-data/Canada Undetermined

The personal details of nearly half a million people, considering cosmetic surgery, may have been accessed by hackers who then attempted to blackmail Harley Medical Group, a leading chain of clinics.http://www.dailymail.co.uk/news/article-2604805/Cosmetic-surgeons-targeted-hackers-personal-details-500-000-people-enquiries-clinic-stolen.htmlUnited Kingdom of Great Britain and Northern IrelandUndetermined

In name of OpKashmir an unknown hacker hacks knowledgeicon.com and dumps 911 email addresses and other personal data.http://pastebin.com/cieDSMHFIndia Undetermined

Israeli hackers attacked computers belonging to Anonymous and allied hacker groups, taking pictures with exploited webcams and posting the photos online.http://www.timesofisrael.com/israeli-group-posts-photos-of-not-so-anonymous-hackers/UndeterminedIsrael

A hacker called r3dm0v3 hacks 40dni.sk and dumps about 4,800 usernames and hashed passwords.http://pastebin.com/564A9HpwSlovakia Undetermined

Hackers steal approximately $35,000 in Club Carlson Gold Points (incentive awards earned from hotel stays and food and beverage purchases) from about 650 customers of the Carlson Rezidor Hotel Group.http://www.esecurityplanet.com/hackers/hackers-steal-35000-in-club-carlson-gold-points.htmlUnited States of AmericaUndetermined

Unauthorized access is gained to the Electronic Health Record system used by Texas-based Lubbock Cardiology Clinic (LCC), which resulted in the compromise of more than 1,400 medical records.https://www.scmagazine.com/home/opinions/blogs/the-data-breach-blog/more-than-1400-medical-records-compromised-in-texas-breach/United States of AmericaUndetermined

Another website victim of Heartbleed. Mumsnet, a popular British parenting website with 1.5 million registered users, reports that users' data has been accessed as a result of the Heartbleed bug.http://www.mumsnet.com/info/the-heartbleed-security-breach-to-doUnited Kingdom of Great Britain and Northern IrelandUndetermined

Hackers of Moroccan Islamic Union-Mail deface the official website of prevention program of injuries and accidents - Ministry of Health Saudi Arabia (moh-ncd.gov.sa).http://www.ehackingnews.com/2014/04/ministry-of-health-saudi-arabia-website.htmlSaudi ArabiaSaudi Arabia

An unknown attacker hacks into the GovWin IQ system run by Deltek, and compromises the credentials of roughly 80,000 customers, including payment card data for about 25,000 of those individuals.https://www.scmagazine.com/home/opinions/blogs/the-data-breach-blog/govwin-iq-hacked-payment-card-data-of-25000-deltek-customers-at-risk/United States of AmericaUndetermined

The official website of terrorist organizationÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â Tehreek-e-Taliban PakistanÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â (TTP) (umarmedia.com)ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â is taken down by an Indian hacker calledÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â Godzilla.http://hackread.com/indian-hacker-crushes-pakistani-talibans-website/Pakistan Pakistan

More than 1,200 patients of Chicago-based Midwest Orthopaedics at Rush (MOR) may have had personal information compromised after an unknown individual gained unauthorized access to a doctor's personal email account, which contained the data.https://www.scmagazine.com/home/opinions/blogs/the-data-breach-blog/chicago-doctors-email-account-accessed-held-info-on-1200-patients/United States of AmericaUndetermined

Members of the finance staff at the UK's St. Aldhelm's Academy were fooled in July of 2013 by an e-mail that appeared to come from the school's bank. As a consequence, more than ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â£1 million ($1.7 million) was stolen.http://metro.co.uk/2014/04/08/school-with-worst-gcse-results-lost-1million-to-textbook-fraud-4692001/United Kingdom of Great Britain and Northern IrelandUndetermined

The verified Twitter account of the United Kingdom's Department of Culture, Media and Sport (@DCMS) is hacked over the weekend. The hacker posts three messages referencing MP Maria Miller on the compromised feed.http://news.softpedia.com/news/UK-Department-of-Culture-Media-and-Sport-Twitter-Account-Hacked-436213.shtmlUnited Kingdom of Great Britain and Northern IrelandUndetermined

Zer0Pwn, a member of the European Cyber Arm (ECA), hacks two Syrian Web sites, Job.sy and RealEstate.sy, and dumps 60,000 accounts.http://www.ehackingnews.com/2014/04/european-cyber-army-leaks-60k.htmlSyrian Arab RepublicSyrian Arab Republic

Zer0Pwn, a member of the European Cyber Arm (ECA), hacks two Syrian Web sites, Job.sy and RealEstate.sy, and dumps 60,000 accounts.http://www.ehackingnews.com/2014/04/european-cyber-army-leaks-60k.htmlSyrian Arab RepublicSyrian Arab Republic

NullCrew hacks a legacy help desk system of the government contractor Klas Telecom, and leaks several accounts and passwords.http://www.zdnet.com/govt-contractor-klas-telecom-responds-to-getting-hacked-by-nullcrew-7000028102/United States of AmericaUndetermined

Farm supply store Rural King notifies its customers after hackers gained access to their personal and financial information. The number of impacted users is not known.http://news.softpedia.com/news/Farm-Supply-Store-Rural-King-Hacked-Attackers-Access-Financial-Information-436039.shtmlUnited States of AmericaUndetermined

A DDoS attack takes down the Kansas Interactive Testing Engine (KITE, ksassessments.org), Kansas' new online student testing system.http://www.esecurityplanet.com/network-security/kansas-state-assessments-hit-by-ddos-attacks.htmlUnited States of AmericaUndetermined

A hacker who goes by the handle MrNervous or WhiteHatMrNervous tries to blackmail the Flight Centre Travel Group and dumps the information of 2,798 users including cleartext passwords.https://www.riskbasedsecurity.com/2014/04/flight-centre-travel-group-data-leaked-after-attempted-extortion/Australia Undetermined

NullCrew and TheHorseMenLulz team up and hack into Al Arabiya servers, publishing a list of the company's mail servers and a link to the root file with the vulnerability used to penetrate the system on Pastebin.http://www.zdnet.com/anti-media-cybercrime-spree-continues-al-arabiya-hacked-by-nullcrew-7000028004/United Arab EmiratesUnited Arab Emirates

Digital library JSTOR notifies approximately 800 users that their personal information may be at risk after their MyJSTOR accounts were accessed by an unauthorized third party.https://www.scmagazine.com/home/opinions/blogs/the-data-breach-blog/unauthorized-access-gained-to-about-800-jstor-accounts/United States of AmericaUndetermined

ProbablyOnion hacks a job seeker website (bigmoneyjobs.com) and dumps over 36,000 accounts online.https://www.riskbasedsecurity.com/2014/04/sql-injection-leads-to-bigmoneyjobs-com-leak/United States of AmericaUndetermined

Hackers post names, e-mail addresses, message histories, and partially protected login credentials for more than 158,000 forum users of Boxee.tv, the Web-based television service that was acquired by Samsung last year.http://arstechnica.com/security/2014/04/hack-of-boxee-tv-exposes-password-data-messages-for-158000-users/United States of AmericaUndetermined

Email marketing service Mad Mimi is hit by a DDoS attack. Shortly after, they receive an email from someone who asked for 1.8 Bitcoins to stop launching attacks.http://news.softpedia.com/news/Email-Marketing-Service-Mad-Mimi-Hit-by-DDOS-Attacks-Blackmailed-435152.shtmlUnited States of AmericaUndetermined

The Albuquerque Police Department is the target of a DDoS attack carried on by the Infamous Anonymous collective.http://news.softpedia.com/news/Albuquerque-Police-Website-Disrupted-by-Hacktivists-in-Protest-Against-Shootings-434900.shtmlUnited States of AmericaUndetermined

A Yemeni hacker going with the handle of YMH defaces the official website of Egyptian Armed Forces Training Authority (mtc.edu.eg).http://hackread.com/epypt-armed-forces-website-hacked/Egypt Afghanistan

A Pakistani hacker going with the handle H4$N4!N H4XOR from Pakistan Haxor Crew hacks and defaces the official website of Pakistani consulate in Jeddah, Saudi Arabia against corrupt government in the country.http://hackread.com/pakistani-hackers-hack-ksa-consulate/Pakistan Pakistan

The pro-Palestinian hacktivist AnonGhost hacks and defaces the official website of Israeli Agricultural Research Organization, which is ran by Israeli Ministry of Agriculture and Rural Development.http://hackread.com/anonghost-hacks-israeli-ministry-website/Israel Undetermined

The official website of Kuwait's Ministry of Interior (moi.gov.kw) is hacked and defaced Shmook Amer and Dr.Hjd.http://news.softpedia.com/news/Website-of-Kuwait-s-Ministry-of-Interior-Hacked-and-Defaced-435068.shtmlKuwait Kuwait

The official Twitter account of Rafael Correa (@MashiRafael), the president of Ecuador, has been hijacked. Anonymous Ecuador hackers are apparently behind the attack.http://news.softpedia.com/news/Twitter-Account-of-Ecuador-President-Rafael-Correa-Hacked-434743.shtmlEcuador Ecuador

Hackers of the RedHack group have launched a cyberattack against the official website of Turkey's Telecommunications Directorate (tib.gov.tr) in response to the decision to ban YouTube and Twitter in the country.http://news.softpedia.com/news/Website-of-Turkey-s-Telecommunications-Directorate-Attacked-by-RedHack-434637.shtmlTurkey Turkey

About 15,000 University of Wisconsin-Parkside (UW-Parkside) students are notified that their personal information, including Social Security numbers, may have been compromised by hackers who installed malware on a server.https://www.scmagazine.com/home/opinions/blogs/the-data-breach-blog/malware-on-wisconsin-university-server-storing-info-on-15k-students/United States of AmericaUndetermined

Over 96,000 users of the Cerberus anti-theft application for Android are advised to change their passwords after the company suffered a data breach.http://news.softpedia.com/news/Cerberus-Resets-Passwords-of-over-96-000-Users-Following-Data-Breach-434656.shtmlItaly Undetermined

About 550,000 customers, as well as employees of Spec's may have had personal information compromised in a malware attack that impacted 34 locations (and dates back to Oct. 31, 2012).https://www.scmagazine.com/home/opinions/blogs/the-data-breach-blog/malware-in-34-specs-stores-payment-data-compromised-for-550k/United States of AmericaUndetermined

All employees with Utah-based Sorenson Communications, and a branch named CaptionCall, are notified that their personal information may have been compromised after the data was accessed in an attack on an unnamed payroll vendor.https://www.scmagazine.com/home/opinions/blogs/the-data-breach-blog/data-on-all-utah-based-sorenson-employees-compromised-in-vendor-attack/United States of AmericaUndetermined

Over 200 credit and debit card numbers stolen by hackers who installed malware on the point of sale system of El Agave Restaurant.https://www.sctimes.com/story/news/local/minnesota/2014/03/26/fairmont-police-receive-fraud-reports-after-restaurant-hack/6927925/United States of AmericaUndetermined

Shelburne Country Store notifies an undisclosed number of online customers that their credit card information may have been exposed when the store's payment processing system was breached.http://www.esecurityplanet.com/hackers/shelburne-country-store-hacked.htmlUnited States of AmericaUndetermined

Digital luxury agency Createthe Group notifies to be investigating a security breach involving a number of its luxury, fashion and retail clients.https://fashionunited.com/v1/apparel/luxury-agency-investigates-security-breach/201403261608United States of AmericaUndetermined

A 31-year-old man is arrested for infiltrating the accounts of 25 million people on Naver, the nation's largest Web portal. According to the National Police Agency, the suspect, surnamed Seo, purchased the private information from a Korean-Chinese in August.http://www.koreaherald.com/view.php?ud=20140326001543Korea (the Republic of)Korea (the Republic of)

After refusing to pay a ransom, Basecamp is the victim of a DDoS  attack.https://gist.github.com/dhh/9741477United States of AmericaUndetermined

The California Department of Motor VehiclesÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â appears to have suffered a wide-ranging credit card data breach involving online payments. The Department states that its computers were not breached directly, but rather the breach happened to a card processor. http://krebsonsecurity.com/2014/03/sources-credit-card-breach-at-california-dmv/United States of AmericaUndetermined

Hamas activists hack into the news website Israel Defense and also flood  many Israeli cell phone users with text messages threatening them with Qassam rockets or kidnappings.http://www.haaretz.com/news/diplomacy-defense/.premium-1.581403Israel Palestine, State of



An unidentified hacker accesses a compromised server on Auburn University College of Business server that contained personal information allegedly compromising the information of about 14,000 current and former students, faculty and staff.https://www.scmagazine.com/home/opinions/blogs/the-data-breach-blog/auburn-university-server-hacked-data-on-nearly-14000-at-risk/United States of AmericaUndetermined

Github is the victim of another DDoS attack.http://news.softpedia.com/news/GitHub-Falls-Victim-of-Another-DDOS-Attack-433465.shtmlUnited States of AmericaUndetermined

Hootsuite is the victim of a DDoS Attack.https://nakedsecurity.sophos.com/2014/03/21/hootsuite-suffers-dos-attack-reassures-users/Canada Undetermined

Rosenthal Wine Shop notifies customers that malware may have compromised their payment card information.http://www.databreaches.net/rosenthal-wine-shop-discloses-malware-may-have-compromised-customers-payment-card-info/United States of AmericaUndetermined

The University of Maryland, College Park suffers another cyberattack. The breach is unrelatedÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â• to last month's cyberattack.http://www.databreaches.net/university-of-maryland-college-park-reports-another-cybersecurity-breach/United States of AmericaUndetermined

CoinEX.pw confirms it recently suffered a hack resulting in the theft of all the bitcoins in its possession.http://www.coindesk.com/coinex-pw-hacked-will-cover-losses/Palau Undetermined

One of Electronic Arts' servers is breached, allowing hackers to create a phony Apple log-in screen that prompts users for personal information.http://www.cnet.com/uk/news/hackers-transform-ea-web-page-into-apple-id-phishing-scheme/United States of AmericaUndetermined

The Guatemala websites of Renault, Toyota and Chevrolet are hacked and defaced by a member of a Pakistani group called Team Cyber Criminals.http://news.softpedia.com/news/Guatemala-Sites-of-Renault-Toyota-and-Chevrolet-Hacked-and-Defaced-432682.shtmlGuatemalaPakistan

The Guatemala websites of Renault, Toyota and Chevrolet are hacked and defaced by a member of a Pakistani group called Team Cyber Criminals.http://news.softpedia.com/news/Guatemala-Sites-of-Renault-Toyota-and-Chevrolet-Hacked-and-Defaced-432682.shtmlGuatemalaPakistan

The verified Twitter account of Julie Bishop, the Australian minister for foreign affairs, has been hacked. The attacker posted some tweets in an effort to lure Bishop's followers to a phishing site.http://news.softpedia.com/news/Twitter-Account-of-Australian-Foreign-Minister-Julie-Bishop-Hacked-432630.shtmlAustralia Undetermined

Nearly 10,000 clients of Maryland-based Service Coordination Inc. (SCI) may have personal information at risk after an individual gained unauthorized access to SCI computer systems.https://www.scmagazine.com/home/opinions/blogs/the-data-breach-blog/maryland-nonprofit-breached-nearly-10k-impacted-suspect-identified/United States of AmericaUndetermined

The Guatemala websites of Renault, Toyota and Chevrolet are hacked and defaced by a member of a Pakistani group called Team Cyber Criminals.http://news.softpedia.com/news/Guatemala-Sites-of-Renault-Toyota-and-Chevrolet-Hacked-and-Defaced-432682.shtmlGuatemalaPakistan

Hacktivists of the Russian Cyber Command (@Rucyborg) claim to have hacked the computer of Alexandr Bagnuk, the president of  the Russian Industrial Investment Fund, a semi-governmental investment company established by a decree of the president of Russia.http://news.softpedia.com/news/Hacktivists-Leak-Data-from-Personal-PC-of-Russian-Industrial-Investment-Fund-President-432552.shtmlRussian FederationRussian Federation

The Syrian Electronic Army breaches and defaces the official website of the National Coalition for Syrian Revolutionary and Opposition Forces (etilaf.org). A number of other sites related to the organization have also been targeted.http://news.softpedia.com/news/Syrian-Electronic-Army-Hacks-Website-of-Syrian-National-Coalition-432473.shtmlSyrian Arab RepublicSyrian Arab Republic

Social Security numbers and payment card data is among the personal information that may have been compromised for about 5,400 patients of Colorado-based Valley View Hospital after a computer virus was identified on some hospital computers.https://www.scmagazine.com/home/opinions/blogs/the-data-breach-blog/virus-compromises-sensitive-info-on-5400-colorado-hospital-patients/United States of AmericaUndetermined

Citroen joins the list of the victims of the ColdFusion Vulnerability. The Guardian reveals that one of the carmaker's German websites was hacked to include a backdoor.http://www.theguardian.com/technology/2014/mar/17/citroen-adobe-coldfusion-hacked-backdoorFrance Undetermined

Two students at a college in Shanghai's Songjiang District are arrested for allegedly changing grades for 200 of their colleagues.http://news.softpedia.com/news/Shanghai-Students-Hack-College-Website-to-Change-Physical-Education-Scores-441184.shtmlChina Undetermined

The Russian CyberCommand (AKA @Rucyborg) hacks the Indian Embassy in Moscow leaking documents detailing Rosoboronexport's sales to India.https://www.databreaches.net/russian-defence-export-hacked-500mb-data-leaked-by-rucyborg/India Undetermined

Real estate management company JCM Partners notifies an undisclosed number of housing applicants that their personal information has been exposed online.http://www.esecurityplanet.com/network-security/jcm-partners-acknowledges-data-breach.htmlUnited States of AmericaUndetermined

The hacker @security_511 hacks the Church of Cyprus website (churchofcyprus.org.cy) and dumps 1,476 user account credentials with full names, email addresses and encrypted passwords.https://www.esecurityplanet.com/hackers/hacker-hits-church-of-scotland-church-of-cyprus-lutheran-church-of-australia.htmlCyprus Undetermined

And here it is the third hack from @security_511 against a Church. This time the victim is the Lutheran Church of Australia (lca.org.au) with 1,484 user accounts containing user names, email addresses and encrypted passwords dumped.https://www.esecurityplanet.com/hackers/hacker-hits-church-of-scotland-church-of-cyprus-lutheran-church-of-australia.htmlAustralia Undetermined

Assisted Living Concepts notifies approximately 43,600 current and former employees that their personal information may have been exposed after an unauthorised access.http://www.esecurityplanet.com/network-security/assisted-living-concepts-data-breach-exposes-43600-employees-payroll-info.htmlUnited States of AmericaUndetermined

Hacktivists continue to launch attacks against Ukrainian government websites. The latest targets are the sites of the parliament, or the Verkhovna Rada (rada.gov.ua), the Right Sector nationalist movement (banderivets.org.ua), but also some Euromaidan websites.http://news.softpedia.com/news/Hacktivists-Disrupt-Websites-of-Ukrainian-Parliament-and-Right-Sector-429853.shtmlUkraine Undetermined
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Health services provider Kaiser Permanente notifies roughly 5,100 members that their personal information may be at risk after malware was discovered on a server used by the Kaiser Permanente Northern California Division of Research.https://www.scmagazine.com/home/opinions/blogs/the-data-breach-blog/malware-on-kaiser-permanente-server-since-2011-impacts-5100-members/United States of AmericaUndetermined

Sears Holdings Corp. (SHLD), investigates a possible security breach after the trail of cyberattacks on other retailers (such as Target).http://www.bloomberg.com/news/2014-02-28/sears-secret-service-said-to-investigate-possible-data-breach.htmlUnited States of AmericaUndetermined

Saltwater aquarium supplies seller Bulk Reef Supply (bulkreefsupply.com) announces that its website was compromised for about six months, and the company is notifying an undisclosed number of customers that their personal data, including credit card information, may have been compromised.https://www.scmagazine.com/home/opinions/blogs/the-data-breach-blog/bulk-reef-supply-website-compromised-credit-cards-at-risk/United States of AmericaUndetermined

Alaska Communications notifies an undisclosed number of current and former employees that their names, addresses, birthdates and Social Security numbers may have been exposed when a company computer was infected with a malware.http://www.esecurityplanet.com/network-security/alaska-communications-acknowledges-data-breach.htmlUnited States of AmericaUndetermined

Anonymous hackers once again target several websites of the Philippines government. The hacktivists are protesting against a provision of the Cybercrime Prevention Act that violates freedom of speech.http://news.softpedia.com/news/Hacktivists-Target-Philippines-Government-Sites-in-Protest-Against-Cybercrime-Law-429369.shtmlPhilippinesUndetermined

The official websites of World Wildlife Fund (WWF) and Earth Hour Philippines (wwwf.org.ph and earth our.wwf.org.ph) are hacked and defaced by an Indonesian based hacking group called Gantengers Crew.http://hackread.com/official-websites-of-wwf-and-earth-hour-philippines-hacked-by-indonesian-hackers/PhilippinesIndonesia
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An Iranian hacker calling himself Mormoroth hacks the systems of the Network Information Center of Paraguay (nic.py), hijacking the DNS entries of Google Paraguay (google.com.py).https://news.softpedia.com/news/Google-Paraguay-Hijacked-via-NIC-py-Hack-429228.shtmlParaguay Iran (Islamic Republic of)

Rapper Griminal's Twitter account is hacked and posts suicidal tweets, worrying his fans.http://www.techworm.net/2015/02/rapper-griminals-twitter-hacked-hackers-post-suicidal-tweets.htmlUnited Kingdom of Great Britain and Northern IrelandUndetermined

The website for EC-Council, an International Council of E-Commerce Consultants, is defacedby a hacker calling himself Eugene Belford. He defaces the site with the passport of Edward Snowden.http://arstechnica.com/security/2014/02/security-certification-group-ec-councils-website-defaced-with-snowden-passport/United States of AmericaUndetermined

Yet another attack by @security_511. This time the victim is the Church of Scotland (churchofscotland.org.uk) and the dumps contains 1,570 user credentials.https://www.databreaches.net/church-of-scotland-hacked-1570-user-9-admin-accounts-leaked/United Kingdom of Great Britain and Northern IrelandUndetermined

Yet another attack by @DeleteSec. This time the victim is Spirol International (spirol.com) and as a result over 70,889 of the company's affected credentials are leaked online.https://news.softpedia.com/news/Details-of-70-000-Users-Leaked-by-Hackers-From-Systems-of-SPIROL-International-428669.shtmlUnited States of AmericaUndetermined

The hacker collective @deletesec announces a breach and leak of data from the Internet Governance Forum (intgovforum.org), a United nations based website. The leak contains 3,215 users real names, user names, email addresses and encrypted passwords.https://www.databreaches.net/united-nations-internet-governance-forum-hacked-3215-accounts-leaked/UndeterminedUndetermined

The Web-hosting service Namecheap is hit with one of the largest distributed-denial-of-service attacks affecting roughly 300 domain names hosted by Namecheap.http://news.cnet.com/8301-1009_3-57619235-83/namecheap-targeted-in-monumental-ddos-attack/United States of AmericaUndetermined

Hackers of the Turkish Ajan group are back and target Mercantile Communications Pvt (mos.com.np), a major Nepali Internet service provider (ISP), leaking the database structure information, and over 100 records containing the names and email addresses of the company's employees.http://news.softpedia.com/news/Turkish-Hackers-Claim-to-Have-Breached-Systems-of-Nepali-ISP-Mercantile-428205.shtmlNepal Turkey

Energie Steiermark, an energy company in Austria's Styria province, put out a notice that they have been hacked. http://news.softpedia.com/news/Systems-of-Austrian-Energy-Provider-Energie-Steiermark-Hacked-428187.shtmlAustria Undetermined

Hackers of ZCompany Hacking Crew (ZHC) hack india.gov.in, the National Portal of India, posting a message in favor of Kashmir.http://news.softpedia.com/news/ZHC-Hacks-National-Portal-of-India-427848.shtmlIndia Undetermined

The official Twitter Account of FC Barcelona (@FCBarcelona) is hacked by the Syrian Electronic Army who also post a message against Qatar.http://www.independent.co.uk/sport/football/european/barcelona-twitter-account-hacked-by-supports-of-syrian-president-bashar-alassad-9138237.htmlSpain Syrian Arab Republic

Texas State Technical College (tstc.edu) Waco notifies almost 3,000 former students and fewer than 2,000 employees that personal information may have been compromised after an unauthorized party remotely gained access to a server that contained the data.https://www.scmagazine.com/home/opinions/blogs/the-data-breach-blog/hackers-breach-texas-college-server-thousands-compromised/United States of AmericaUndetermined

The University of Maryland announces that a database containing 309,079 records of faculty, staff, students and affiliated personnel from the College Park and Shady Grove campuses has been breached.https://www.wusa9.com/article/news/local/maryland/300000-university-of-maryland-records-hacked/286603535United States of AmericaUndetermined

After being knocked down by a DDoS attack, the operator of the online playing-game Wurm online offer a bounty of 10,000 euros ($13,000) to gather any information about the author of the attack.http://wurmonline.com/2014/02/18/launch-day-ddos-game-offline/Sweden Undetermined

French aerospace engine maker Snecma, is attacked by hackers with a vulnerability in Microsoft Corp's Internet Explorer.http://www.reuters.com/article/2014/02/18/us-hacking-snecma-idUSBREA1H1Z320140218France Undetermined

Well.ca, a Canadian online retailer for health and beauty products, declares to have suffered a data breach, compromising the credit card information of a few thousandÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â• of its customers.http://www.itbusiness.ca/news/well-ca-loses-customer-credit-card-data-in-security-breach/46993Canada Undetermined

A hacker using the handle @th3inf1d3l announces a leak of data from muslimdirectory.co.ukÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â resulting in 38,903 user credentials being leaked online.https://www.databreaches.net/muslim-directory-hacked-38903-user-credentials-leaked/United Kingdom of Great Britain and Northern IrelandUndetermined

Kickstarter announces that it has become aware of a security breach resulting in the loss of personal customer data like usernames, email addresses, mailing addresses, phone numbers, and encrypted passwords.ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â• Potentially 5.6 million users have been affected.http://arstechnica.com/security/2014/02/kickstarter-says-its-been-hacked-and-e-mails-users-to-change-passwords/United States of AmericaUndetermined

The verified Twitter account (@PartidoPSUV) of the United Socialist Party of Venezuela (PSUV) is hacked by LulzSec Peru.http://news.softpedia.com/news/Twitter-Account-of-Venezuela-s-United-Socialist-Party-Hacked-427044.shtmlVenezuela (Bolivarian Republic of)Peru

An undisclosed number of individuals who applied online for a position with San Francisco-based Bank of the West have their personal information (including Social Security numbers) compromised after an unauthorized party gained access to a job application system.https://www.scmagazine.com/home/opinions/blogs/the-data-breach-blog/hackers-access-bank-of-the-west-job-applicant-data/United States of AmericaUndetermined



The Syrian Electronic Army hacks Forbes, stealing user data and posting fake stories to its Web site. Forbes acknowledges the hack stating that e-mail addresses may have been exposed but passwords are encrypted. Apparently 1 million user records are spilled.http://news.cnet.com/8301-1009_3-57618945-83/syrian-electronic-army-hacks-forbes-steals-user-data/United States of AmericaSyrian Arab Republic

The United Kingdom's Ministry of Justice website, justice.gov.uk, is disrupted by a distributed denial-of-service (DDOS) attack. The Ministry of Justice was targeted for not condemning the NSA's surveillance operations.http://news.softpedia.com/news/Website-of-British-Ministry-of-Justice-Disrupted-by-DDOS-Attack-426652.shtmlUnited Kingdom of Great Britain and Northern IrelandUndetermined

Again an action in name of Opindependence. This time Anonymous Ukraine hacks the e-mail account of Laurynas Jonavicius (adviser of the President of Lithuania), leaking some emails.https://www.databreaches.net/opindependence-confidential-e-mails-of-klitschko-leaked/Lithuania Ukraine

In name of OpIndepenence, the collective Anonymous Ukraine hacks Vitali Klitschko's UDAR (Ukrainian Democratic Alliance for Reform) party and leaks some confidential emails.https://www.hackread.com/anonymous-ukraine-hacks-leaks-udar-email/Ukraine Ukraine

DeleteSec hacks ReadingRockets.org and leaks around 5,800 accounts. Leaked credentials contain full names, addresses, contact information, email addresses and clear text passwords.https://www.databreaches.net/reading-rockets-hacked-5000-accounts-and-credentials-leaked/United States of AmericaUndetermined

nairb AKA @SQLiNairb hacks the National-Socialist Party of Canada official (nspcanada.nfshost.com) and leaks around 1,500 accounts.https://www.databreaches.net/the-national-socialist-party-of-canada-hacked-credentials-leaked/Canada Undetermined

Using a known Bitcoin vulnerability the popular marketplace Silk Road is hacked, losing approximately 4,400 bitcoins, presently worth around $2.6 million.http://arstechnica.com/security/2014/02/new-silk-road-hit-with-2-6-million-heist-due-to-known-bitcoin-flaw/United States of AmericaUndetermined

Even the website of the Government Communications Headquarters (gchq.gov.uk) is disrupted by a DDoS attack.http://news.softpedia.com/news/GCHQ-Websites-Attacked-by-Anonymous-Hackers-426359.shtmlUnited Kingdom of Great Britain and Northern IrelandUndetermined

Hackers of the RedHack collective leak the contact information for 36 staff members of the US Embassy in Turkey. The hacktivists publish a list of names, email addresses, job titles and phone numbers.http://news.softpedia.com/news/RedHack-Leaks-Contact-Information-of-US-Embassy-Staff-426336.shtmlUnited States of AmericaTurkey

Bitcoin exchange service Bitstamp suspends withdrawals while dealing with a denial-of-service (DOS) attack.http://news.softpedia.com/news/Bitstamp-Suspends-Bitcoin-Withdrawals-Due-to-DOS-Attack-426249.shtmlUnited Kingdom of Great Britain and Northern IrelandUndetermined

DeleteSec hacks AVS TV (avstv.com) and leaks around 40,000 account credentials of registered users.http://www.cyberwarnews.info/2014/02/12/avs-tv-hacked-40000-accounts-leaked-by-deletesec/United States of AmericaUndetermined

Reuters reports that the virtual currency Bitcoin is being hit by attacks from unknown hackers sending "mutated" lines of code into the program that runs the virtual currency. Two exchanges, Bitstamp and Mt. Gox, are affected.https://www.yahoo.com/news/weather/bitcoin-hit-denial-attacks-regulators-022901576.htmlJapan Undetermined

Hackers belonging to a group called Syrian Anonymous deface a total of 25 Nigerian government websites.The list of hacked websites includes the Ministry of Justice, the Ministry of Finance, the Ministry of Education, the Ministry of Power, and many others.http://news.softpedia.com/news/25-Nigerian-Government-Websites-Hacked-by-Syrian-Anonymous-425849.shtmlNigeria Syrian Arab Republic

In name of OpBigBrother, @G3NTbl4ck hacks the Wide Area and Sensing Conference (wasc.rmtech.org) leaking more than 2,000 records.http://www.cyberwarnews.info/2014/02/11/wide-area-and-sensing-conference-hacked-database-leaked-for-opbigbrother/United States of AmericaUndetermined

Reuters reports that the virtual currency Bitcoin is being hit by attacks from unknown hackers sending "mutated" lines of code into the program that runs the virtual currency. Two exchanges, Bitstamp and Mt. Gox, are affected.https://www.yahoo.com/news/weather/bitcoin-hit-denial-attacks-regulators-022901576.htmlSlovenia Undetermined

A distributed denial-of-service attack targeting Cloudflare reaches 400 gigabits per second,making it the largest DDoS attack ever recorded.http://arstechnica.com/security/2014/02/biggest-ddos-ever-aimed-at-cloudflares-content-delivery-network/United States of AmericaUndetermined

The Facebook pages of two games, Hay Day and Clash of Clans, developed by the Helsinki-based video game developer Supercell are hacked. The attack is executed by hijacking the emails of two Supercell employees. http://news.softpedia.com/news/Hacker-Hijacked-Supercell-Facebook-Pages-After-Breaching-Employee-s-Email-Account-425886.shtmlFinland Undetermined

The infamous RedHack collective joins the protests against the new Internet Law, and leak around two dozen records. They also deface a couple of local sites and hack the Ministry of Education.http://news.softpedia.com/news/RedHack-Begins-Hack-Attacks-in-Protest-Against-Turkey-s-New-Internet-Law-425418.shtmlTurkey Turkey

The infamous RedHack collective joins the protests against the new Internet Law, and leak around two dozen records. They also deface a couple of local sites and hack the Ministry of Education.http://news.softpedia.com/news/RedHack-Begins-Hack-Attacks-in-Protest-Against-Turkey-s-New-Internet-Law-425418.shtmlTurkey Turkey

The infamous RedHack collective joins the protests against the new Internet Law, and leak around two dozen records. They also deface a couple of local sites and hack the Ministry of Education.http://news.softpedia.com/news/RedHack-Begins-Hack-Attacks-in-Protest-Against-Turkey-s-New-Internet-Law-425418.shtmlTurkey Turkey

The computer networks of three big medical device makers are breached by unknown attackers likely interested in the companies' intellectual property. The companies in question are Medtronic, Boston Scientific and St. Jude Medical.http://www.sfgate.com/news/article/Hackers-break-into-networks-of-3-big-medical-5217780.phpUnited States of AmericaUndetermined

The computer networks of three big medical device makers are breached by unknown attackers likely interested in the companies' intellectual property. The companies in question are Medtronic, Boston Scientific and St. Jude Medical.http://www.sfgate.com/news/article/Hackers-break-into-networks-of-3-big-medical-5217780.phpUnited States of AmericaUndetermined

Hackers of a group called TheHorsemen have hijacked the official Twitter, Pinterest, LinkedIn and Tumblr accounts of the Dubai Police (@DubaiPoliceHQ).http://news.softpedia.com/news/Social-Media-Accounts-of-Dubai-Police-Hacked-425492.shtmlUnited Arab EmiratesUndetermined
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The computer networks of three big medical device makers are breached by unknown attackers likely interested in the companies' intellectual property. The companies in question are Medtronic, Boston Scientific and St. Jude Medical.http://www.sfgate.com/news/article/Hackers-break-into-networks-of-3-big-medical-5217780.phpUnited States of AmericaUndetermined

Some websites owned by Las Vegas Sands Corp, one of the world's largest casino operators, have been hacked and defaced by a group called the Anti WMD Team. The defaced page also contains personal information of Sands employees including e-mail ID and social security numbers. Additionally, the attackers deployed data-wiping malware on the Sands networks, severely disrupting their operation. The attack was allegedly carried out by Iranian hackers in retaliation for a remark by Sands Corp CEO Sheldon Adelson.https://web.archive.org/web/20170518141232/https://www.bloomberg.com/news/articles/2014-12-11/nuke-remark-stirred-hack-on-sands-casinos-that-foreshadowed-sonyUnited States of AmericaIran (Islamic Republic of)

Two separate attacks deface the official website of Nepal's Office of the President (presidentofnepal.gov.np). In the first case, the attacker who goes by Dr.3v1l, also leaked some information stolen from the DB. The second attack was carried out by an Indian hacker.http://news.softpedia.com/news/Website-of-Nepal-s-President-Hacked-and-Defaced-425171.shtmlNepal Undetermined

Two separate attacks deface the official website of Nepal's Office of the President (presidentofnepal.gov.np). In the first case, the attacker who goes by Dr.3v1l, also leaked some information stolen from the DB. The second attack was carried out by an Indian hacker.http://news.softpedia.com/news/Website-of-Nepal-s-President-Hacked-and-Defaced-425171.shtmlNepal India

The official websites of two Turkmenistan state-owned commercial banks are hacked and defaced by Dr.Sha6h, to raise awareness of the situation in Syria. The victims are: Turkmenbashi Bank (tbbank.gov.tm), PrezidentBank (presidentbank.gov.tm).http://news.softpedia.com/news/Turkmenbashi-and-PrezidentBank-State-Commercial-Banks-of-Turkmenistan-Hacked-424965.shtmlTurkmenistanUndetermined

In response to recent arrests in Singapore linked to Anonymous, the hacktivist group releases the details of 10 Singapore Government employes and threaten to release more. http://www.zdnet.com/sg/anonymous-leaks-singapore-govt-employees-personal-data-7000026081/Singapore Undetermined

The official websites of two Turkmenistan state-owned commercial banks are hacked and defaced by Dr.Sha6h, to raise awareness of the situation in Syria. The victims are: Turkmenbashi Bank (tbbank.gov.tm), PrezidentBank (presidentbank.gov.tm).http://news.softpedia.com/news/Turkmenbashi-and-PrezidentBank-State-Commercial-Banks-of-Turkmenistan-Hacked-424965.shtmlTurkmenistanUndetermined

India launches an investigation after a media report alleged that Chinese telecoms company Huawei had hacked into state-run telecoms carrier BSNL.http://www.reuters.com/article/2014/02/06/us-india-huawei-hacking-idUSBREA150QK20140206India China

A failed attempt that's worth to be mentioned: the Syrian Electronic Army attempts to hack a number of high profile websites, including Yahoo, Amazon, Facebook and Google, by hacking into the domain management service provider MarkMonitor.http://hackread.com/syrian-electronic-army-claims-to-hack-facebook/United States of AmericaSyrian Arab Republic

Hackers have compromised the eBay and PayPal marketing webpages in the UK, France, and India, causing some visitors to be redirected to fraudulent destinations.http://arstechnica.com/security/2014/02/joining-microsoft-ebays-sensitive-e-mail-is-intercepted-by-hackers/India Syrian Arab Republic

Hackers have compromised the eBay and PayPal marketing webpages in the UK, France, and India, causing some visitors to be redirected to fraudulent destinations.http://arstechnica.com/security/2014/02/joining-microsoft-ebays-sensitive-e-mail-is-intercepted-by-hackers/India Syrian Arab Republic

More than 400,000 patients and employees of St. Joseph Health System are notified that their personal information, including Social Security numbers and, in some cases, bank account information, may have been accessed following an attack on the health system's computer system.https://www.scmagazine.com/home/opinions/blogs/the-data-breach-blog/texas-health-system-attacked-data-on-more-than-400k-compromised/United States of AmericaUndetermined

The NullCrew collective claim to have successfully hacked Comcast, providing a link on Pastebin to unredacted information as evidence.https://www.databreaches.net/nullcrew-claims-hack-of-comcast-mail-servers/United States of AmericaUndetermined

Hackers of the RedHack group claim to have breached the systems of three major telecoms companies: TTNET, Vodafone and Turkcell. After the attack they leak the details of hundreds of individuals from TTNET and 5,000 Vodafone customers.http://news.softpedia.com/news/RedHack-Leaks-Details-of-5-000-Vodafone-Customers-423862.shtmlTurkey Turkey

Hackers of the RedHack group claim to have breached the systems of three major telecoms companies: TTNET, Vodafone and Turkcell. After the attack they leak the details of hundreds of individuals from TTNET and 5,000 Vodafone customers.http://news.softpedia.com/news/RedHack-Leaks-Details-of-5-000-Vodafone-Customers-423862.shtmlTurkey Turkey

West Bengal's Public Health Engineering Department (wbphed.gov.in) is attacked and defaced by a group of Pakistani hacktivists demanding to "free Kashmir" among other things.http://news.softpedia.com/news/Indian-Public-Health-Engineering-Department-Targeted-by-Pakistani-Hackers-423623.shtmlIndia Pakistan

Hackers of the RedHack group claim to have breached the systems of three major telecoms companies: TTNET, Vodafone and Turkcell. After the attack they leak the details of hundreds of individuals from TTNET and 5,000 Vodafone customers.http://news.softpedia.com/news/RedHack-Leaks-Details-of-5-000-Vodafone-Customers-423862.shtmlTurkey Turkey

The official English language website of Russia's Federal Customs Service (eng.customs.ru) is defaced by members of Team MaXiMiZerS.http://news.softpedia.com/news/English-Website-of-Russia-s-Federal-Customs-Service-Hacked-423307.shtmlRussian FederationUndetermined

The employee database of the Olmsted Medical Center is unlawfully accessed, exposing the information of about 500 employees.http://www.beckershospitalreview.com/healthcare-information-technology/olmsted-medical-center-data-breach-exposes-employees-information.htmlUnited States of AmericaUndetermined

A coding error on the official website of the United Kingdom's National Health Service (nhs.uk) is abused to implant malicious code on more than 800 pages.http://news.softpedia.com/news/UK-National-Health-Service-Hacked-Site-Set-Up-to-Serve-Malware-423282.shtmlUnited Kingdom of Great Britain and Northern IrelandUndetermined

Orange confirms that hackers accessed the personal data of three percent of Orange's customers in France (corresponding to about 800,000 users), using the 'My Account' section of orange.fr. The attack took place on 16 January.http://www.zdnet.com/hackers-access-800000-orange-customers-data-7000025880/France Undetermined

A group identified as "Pinoy Anonymouz" defaces the website of the Ateneo Integrated Student Information System (AISIS).http://www.gmanetwork.com/news/story/346673/scitech/technology/pinoy-anonymouz-defaces-ateneo-websitePhilippinesUndetermined

Hacktivists from Ukrainian neo-fascist Svoboda party deface more than 30 Ukrainian government and media websites.http://hackread.com/ukrainian-government-websites-hacked-by-new-nazi-hackers/Ukraine Ukraine

The Twitter account of Carlo Ancelotti (@MrAncelotti), the manager of the Spanish football team Real Madrid, has been hacked.http://news.softpedia.com/news/Twitter-Account-of-Real-Madrid-Manager-Carlo-Ancelotti-Hacked-422942.shtmlItaly Undetermined

The hacking group NullCrew AKA @NullCrew_FTS claims to have successfully hacked Bell Canada (bell.ca). As a consequence 40,000 credentials are leaked.http://www.cyberwarnews.info/2014/02/01/bell-internet-hacked-40000-customer-credentials-leaked-by-nullcrew_fts/Canada Undetermined

Jean-Jacques Quisquater, a Belgian cryptographer, is an apparent victim of the NSA's Regin malware.https://www.vrt.be/vrtnws/nl/2014/02/01/belgische_hackingexpertnuzelfslachtoffer-1-1856419/Belgium United States of America

Dartmouth-Hitchcock notifies some employees that their names and direct deposit bank account information were compromised after some employees fell  for a phishing attempt.http://www.databreaches.net/dartmouth-hitchcock-notifies-employees-that-direct-deposit-account-info-compromised-by-breach/United States of AmericaUndetermined

The official website of Nigeria's Ministry of Police Affairs (policeaffairs.gov.ng) is breached and defaced by hackers of the Nigerian Cyber Army.http://news.softpedia.com/news/Website-of-Nigeria-s-Ministry-of-Police-Affairs-Hacked-and-Defaced-422104.shtmlNigeria Nigeria

The British Academy of Film and Television Arts (BAFTA) reveals that part of its website has been "compromised by illegal means" and it's not currently guaranteed that hackers haven't made off with details of individuals on the  BAFTA Guru mailing list.http://www.computing.co.uk/ctg/news/2325996/bafta-user-data-potentially-stolen-after-website-compromisedUnited Kingdom of Great Britain and Northern IrelandUndetermined

Experian notifies that an unauthorized access to the consumers' credit reports in Experian's database occurred between January 30 and January 31, and would have involved name and address as well as one or more of  date of birth, Social Security numbers, account information, and whatever information you'd find in a credit report.http://www.databreaches.net/cmon-ftc-when-will-you-do-something/United States of AmericaUndetermined

The FBI alerts State Industrial Products that the personal information, including Social Security numbers, of 500-1000 current and former employees may be at risk after an unauthorized party gained access to the information.https://www.scmagazine.com/home/opinions/blogs/the-data-breach-blog/fbi-alerts-ohio-company-of-breach-involving-social-security-numbers/United States of AmericaUndetermined



Angry Birds developer Rovio has its website hijacked. As a result, the official Angry Birds (angrybirds.com) website is defaced by someone protesting reports government spy agencies abuse it and other "leaky" mobile apps to mine the personal details of smartphone users.http://arstechnica.com/security/2014/01/angry-birds-website-defaced-following-reports-it-enables-government-spying/Finland Undetermined

A hacker affiliated with the Anonymous hacks the official email account belonging to the press and communication department of Sao Paulo state government (saopaulo.sp.gov.br/).http://hackread.com/brazil-sao-paulo-state-government-email-hacked-by-anonymous/Brazil Undetermined

A Bangladeshi hacker called Ashik Iqbal Chy defaces the official website of Indian cricket's Governing body (bcci.tv) to protest against takeover proposal.http://thehackernews.com/2014/01/bangladeshi-hackers-defaced-bcci.htmlIndia Bangladesh

GitHub is taken down by a DDoS Attack.http://news.softpedia.com/news/GitHub-Down-Due-to-DDOS-Attack-1-27-2014-421114.shtmlUnited States of AmericaUndetermined

Another episode of the Cyber War between India and Pakistan. The official website of the Indian Railways is once again defaced by Pakistani Hackers.http://www.ehackingnews.com/2014/01/indian-railway-website-hacked-by.htmlIndia Pakistan

Earlier in January, unknown hackers break into an Israeli defense ministry computer via an email attachment tainted with malicious software looking like it had been sent by the country's Shin Bet secret security service.https://thehackernews.com/2014/01/israeli-defense-computer-hacked-in.htmlIsrael Undetermined

Several websites of the US federal court system, including the ones of the United States Courts (uscourts.gov) and Public Access to Court Electronic Records (pacer.gov), are taken down by a DDOS attack.http://news.softpedia.com/news/Websites-of-the-US-Federal-Court-System-Disrupted-by-Cyberattacks-420595.shtmlUnited States of AmericaUndetermined

Multiple sources in the banking industry say they are tracking a pattern of fraud on cards recently used at Michaels Stores Inc., an Irving, Texas-based arts-and-crafts retailer that maintains more than 1,250 stores across the United States.http://krebsonsecurity.com/2014/01/sources-card-breach-at-michaels-stores/United States of AmericaUndetermined

The Syrian Electronic Army hacks several accounts belonging to CNN. Targets include: CNN's main Facebook account, CNN Politics' Facebook account and the Twitter pages for CNN and CNN's Security Clearance. Blogs for Political Ticker, The Lead, Security Clearance, The Situation Room and Crossfire were also hacked.http://edition.cnn.com/2014/01/23/tech/cnn-accounts-hacked/United States of AmericaSyrian Arab Republic

Azerbaijan Hackers from Anti-Armenia Team have hacked and defaced several Armenian government ministries websites.http://hackread.com/armenian-govt-websites-hacked-by-azerbaijan-hackers/Armenia Azerbaijan
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The popular Litecoin mining pool Give Me Coins (give-me-coins.com) is hacked. The attackers have reportedly stolen a total of 10,000 Litecoins, currently worth around $230,000. http://news.softpedia.com/news/Mining-Pool-Give-Me-Coins-Hacked-10-000-Litecoins-Stolen-419921.shtmlUndeterminedUndetermined

Azerbaijan Hackers from Anti-Armenia Team have hacked and defaced several Armenian government ministries websites.http://hackread.com/armenian-govt-websites-hacked-by-azerbaijan-hackers/Armenia Azerbaijan

The Islamic Cyber Resistance (ICR) hacks the official Perl blogs (blogs.perl.org) and dumps 2,924 user account credentials. The official web page is also defaced.https://www.databreaches.net/official-perl-blogs-hacked-2924-author-credentials-leaked-by-icr/United States of AmericaIran (Islamic Republic of)

A security breach at a Web portal for the U.S. Department of Homeland Security exposes private documents and some financial information belonging to at least 114 contractors.http://krebsonsecurity.com/2014/01/dhs-alerts-contractors-to-bank-data-theft/United States of AmericaUndetermined

SultanHaikal from Gantengers Crew defaces 6 official domains of Ubuntu One.http://hackread.com/6-ubuntu-websites-hacked-by-indonesian-hackers/United Kingdom of Great Britain and Northern IrelandUndetermined

Virtual private server firm ThrustVPS is the victim of a DDOS and Spear-Phishing attack and, as a precaution, asks to its customers to change passwords.http://www.theregister.co.uk/2014/01/21/thrustvps_penetrated_by_phishing_attack/United Kingdom of Great Britain and Northern IrelandUndetermined

Easton-Bell Sports Inc, a California-based maker of sports equipment and clothing, Declares that hackers stole information on about 6,000 customers who shopped on its website in December.http://www.reuters.com/article/2014/01/21/us-eastonbell-databreach-idUSBREA0K1FP20140121United States of AmericaUndetermined

The Anonymous continue the campaign called OpGreenRights. Their latest target is the South Korean website of Monsanto (monsantokorea.com), that is defaced and has some information leaked.http://news.softpedia.com/news/Website-of-Monsanto-Korea-Hacked-and-Defaced-by-Anonymous-418898.shtmlKorea (the Republic of)Undetermined

Anonymous takes down the official website of Fullerton police department against the arrest of protesters and acquittal of police officers who had beaten the homeless Kelly Thomas to death in 2011.http://hackread.com/anonymous-takes-down-fullerton-police-website-against-arrest/United States of AmericaUndetermined

Hackers from TeamBerserk announce a leak of documents allegedly obtained from a FBI Fusion Center.https://www.databreaches.net/team-berserk-leak-documents-from-fbi-fusion-center/United States of AmericaUndetermined

AP reveals that the personal information of all licensed  medical doctors in Puerto Rico is allegedly compromised in a recent hack. Up to 10,000 users may have been compromised.http://www.databreaches.net/identity-info-of-every-licensed-physician-in-puerto-rico-acquired-in-hack/United States of AmericaUndetermined

The Syrian Electronic Army deface 16 Saudi Arabian government websites. The targeted sites are the ones of various administrative regions.http://news.softpedia.com/news/16-Saudi-Arabian-Government-Websites-Hacked-by-Syrian-Electronic-Army-417751.shtmlSaudi ArabiaSyrian Arab Republic
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The information, including payment card data, of more than 4,200 individuals is inappropriately accessed after malware is introduced into the computer systems of Edgepark Medical Supplies.https://www.scmagazine.com/home/opinions/blogs/the-data-breach-blog/card-data-among-info-accessed-in-malware-attack-on-medical-supplier/United States of AmericaUndetermined

The RedHack collective takes down the official website of the Central Bank of Turkey (tcmb.gov.tr) to protest poor monetary policy.http://news.softpedia.com/news/Website-of-Turkey-s-Central-Bank-Disrupted-by-RedHack-417821.shtmlTurkey Turkey

Hackers of the RedHack collective leak the phone numbers of over 4,000 people who work for Turkcell, the leading mobile phone operator of Turkey.http://www.hurriyetdailynews.com/redhack-divulges-turkcell-numbers-after-company-moved-to-help-ministers.aspx?pageID=238&nID=61141&NewsCatID=341Turkey Turkey

Hackers of the RedHack collective breach the systems of the General Directorate of EGO (ego.gov.tr), the organization that serves as the public transport department for the municipality of Ankara, the capital city of Turkey.https://blog.sensecy.com/tag/redhack/Turkey Turkey

The Turkish hacking collective TurkGuvenligi defaces the Syrian Electronic Army's website.http://grahamcluley.com/2014/01/syrian-electronic-army-website-hacked/Syrian Arab RepublicTurkey

19 official domains of AVG are defaced by different hackers from Indonesia and Pakistan.http://hackread.com/avg-antivirus-19-domains-hacked-by-indo-pak-hackers/Czechia Undetermined

North East King County Regional Public Safety Communication Agency (NORCOM), a company that provides emergency communication services to the public, fire and police agencies, admits it suffered a server breach in late December. 6,000 records are affected.https://www.scmagazine.com/home/opinions/blogs/the-data-breach-blog/server-storing-6000-emergency-medical-response-calls-breached/United States of AmericaUndetermined

In the same campaign the Syrian Electronic Army hacks the Twitter Xbox Support account, the Xbox Twitter and Instagram, and Microsoft employees.http://www.gamespot.com/articles/syrian-electronic-army-hacks-xbox-twitter-account/1100-6417097/United States of AmericaSyrian Arab Republic

In the same campaign the Syrian Electronic Army hacks the Twitter Xbox Support account, the Xbox Twitter and Instagram, and Microsoft employees.http://www.gamespot.com/articles/syrian-electronic-army-hacks-xbox-twitter-account/1100-6417097/United States of AmericaSyrian Arab Republic

In the same campaign the Syrian Electronic Army hacks the Twitter Xbox Support account, the Xbox Twitter and Instagram, the Microsoft News Twitter account, and Microsoft employees.http://www.gamespot.com/articles/syrian-electronic-army-hacks-xbox-twitter-account/1100-6417097/United States of AmericaSyrian Arab Republic

Hackers of the Pakistani group TeaM MaDLeeTs hack the organization responsible for the registration of Montenegro domain names (domain.me). As a result of the hack, around 3,500 domain names have been hijacked and redirected to a defacement page.http://news.softpedia.com/news/Hackers-Hijack-3-500-Domains-After-Breaching-Systems-of-Montenegro-Registrar-416194.shtmlMontenegroPakistan

The Infamous RedHack collective hacks the country's Parliament, the Turkish Contractors Association, the Turkish State Railways (TCDD) and the Justice and Development Party (AKP).http://news.softpedia.com/news/RedHack-Hacks-Turkish-Contractors-Association-and-State-Railways-415876.shtmlTurkey Turkey

Exactly one year since Aaron Swartz passed away, hacktivists of the Anonymous collective deface a subdomain of MIT (cogen.mit.edu) in the name of #OpLastResort.https://www.zdnet.com/article/mit-website-hacked-by-anonymous-on-anniversary-of-aaron-swartz-suicide/United States of AmericaUndetermined

Luxury retailer Neiman Marcus admits to have suffered a data breach exposing customers' credit card information.http://arstechnica.com/security/2014/01/neiman-marcus-suffers-breach-endangering-customer-credit-card-data/United States of AmericaUndetermined

Australia's third-largest ISP, iiNet, launches a full investigation into a security breach of its TransACT network, believed to be affecting the email servers of one of its subsidiaries.http://www.zdnet.com/au/iinet-investigates-transact-network-attack-7000025005/Australia Undetermined

The Straight Dope, the popular online question and answer newspaper column, advises users of its forum to change their passwords because the information might have been compromised in a recent attack targeted at the bulletin board.http://news.softpedia.com/news/The-Straight-Dope-Forum-Hacked-User-Passwords-Stolen-415094.shtmlUnited States of AmericaUndetermined



In the name of OpFunKill the Anonymous take down the Namibia main Government portal gov.nahttp://news.softpedia.com/news/Hackers-Launch-DDOS-Attack-on-Namibian-Government-Portal-in-OpFunKill-414769.shtmlNamibia Undetermined

A hacker using the handle legionnareÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â 'ÃƒÂƒÃ†Â’ÃƒÂ¢Ã¢Â‚Â¬Ã‚Â ''ÃƒÂƒÃ†Â’ÃƒÂ†'ÃƒÂƒÃ¢Â€Â ''ÃƒÂƒÃ†Â’ÃƒÂ†''ÃƒÂƒÃ†Â’'ÃƒÂƒ'ÃƒÂ‚Ã‚Â• aka ObeySec has hacked the directors guild of Canada (dgc.ca) and leaks 2000+ usernames, email addresses and clear text passwords.https://www.esecurityplanet.com/hackers/directors-guild-of-canada-hacked.htmlCanada Undetermined

The well-known Pakistani hacker H4x0r HuSsY hacks the official Forum of OpenSUSE, defacing it and allegedly compromising the account information of 79,500 registered users.http://thehackernews.com/2014/01/openSUSE-Forum-Hacked-by-Pakistani-hacker.htmlGermany Pakistan

Three of the largest private BitTorrent trackers are offline due to prolonged DDoS attacks. The targets are: What.cd, Broadcasthe.net, PassthePopcorn.me.http://torrentfreak.com/ddos-attacks-take-down-what-cd-btn-and-ptp-bittorrent-trackers-140106/UndeterminedUndetermined
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An Iranian hacker called Mr.Xhat hacks the national domain registrar for Tajikistan (domain.tj), and as a consequence, the local primary domains for Google, Yahoo, Twitter, Amazon are redirected to a defaced page.http://thehackernews.com/2014/01/Tajikistan-Google-Twitter-hacked-Domain-Registrar.htmlTajikistan Iran (Islamic Republic of)

A group of hackers going by the name HitlerSec hack a Chinese mobile application MMMOOO (immmooo.com) and dump 85,753 email addresses and encrypted passwords.http://www.cyberwarnews.info/2014/01/02/mmmooo-hacked-86369-user-credentials-leaked/China Undetermined

World of Warcraft players are hit with a malicious trojan that hijacks accounts. The malware infects systems by posing as an installer of Curse, a legitimate add-on.http://arstechnica.com/security/2014/01/world-of-warcraft-users-hit-by-account-hijacking-malware-attack/United States of AmericaUndetermined

A former employee of Alipay and two accomplices are in custody, suspected of having sold customers' personal information to e-commerce companies starting in 2010. A total of 20 Gb of data were exfiltrated from the Back-End Systems.http://www.shanghaidaily.com/Business/it/Exemployee-of-Alipay-among-3-suspected-of-stealing-customer-data-since-2010/shdaily.shtmlChina Undetermined

The travel insurance company Staysure confirms that customer names, addresses and card payment details (including CVV) have been stolen from customers who took out insurance prior to May 2012.  The attack was carried out back in October last year, but the company was slow to react to it.https://www.scmagazineuk.com/uk-insurer-hacked-loses-100k-customer-details/article/1481446United Kingdom of Great Britain and Northern IrelandUndetermined

A server administrator discovers that one of the eight computers in the reactor control room of the Monju Nuclear Plant has been accessed over 30 times in the last five days. More than 42,000 e-mails and staff training reports were stored on the computer.http://enformable.com/2014/01/computer-control-room-monju-fast-breeder-reactor-infected-virus/Japan Undetermined

The servers for Steam, Origin, Battle.net, and League of Legends are brought down temporarily by apparent DDoS attacks that seem to be related to a swatting attack on an individual known for streaming games.http://arstechnica.com/gaming/2014/01/multiple-gaming-platforms-hit-with-apparent-ddos-attacks/United States of AmericaUndetermined
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Hackers belonging to a group called Evil Shadow Team deface the website of Malaysia's Ministry of Education (moe.gov.my).http://news.softpedia.com/news/Hackers-Post-Happy-New-Year-Message-on-Site-of-Malaysia-s-Ministry-of-Education-413138.shtmlMalaysia Undetermined

The servers for Steam, Origin, Battle.net, League of Legends, and several other gaming platforms are brought down temporarily by apparent DDoS attacks that seem to be related to a swatting attack on an individual known for streaming games.http://arstechnica.com/gaming/2014/01/multiple-gaming-platforms-hit-with-apparent-ddos-attacks/United States of AmericaUndetermined

A group of Pakistani hackers called Pakiz Cyber Squad hacks Financial Services Online (financialservicesonline.com.au), and dumps 527 affiliate account credentials.http://news.softpedia.com/news/Pakistani-Hackers-Leak-Data-from-Financial-Services-Online-Australia-413191.shtmlAustralia Pakistan

Greyhat hackers publish the partial phone numbers belonging to more than 4.5 million Snapchat users after exploiting a recently disclosed security weakness that officials of the service had described as theoretical.http://arstechnica.com/security/2014/01/greyhats-expose-4-5-million-snapchat-phone-numbers-using-theoretical-hack/United States of AmericaUndetermined

Record Assist LLC notifies of an unauthorized access possibly compromising residents' names, addresses, credit card numbers and Social Security numbers.https://privacyrights.org/data-breaches/record-assist-llcUnited States of AmericaUndetermined

The Syrian Electronic Army hacks Skype's Twitter account, Facebook page, and blog with a message against NSA surveillane.http://thenextweb.com/microsoft/2014/01/01/skypes-twitter-account-blog-get-hacked-sea-demanding-end-spying/United States of AmericaSyrian Arab Republic

Barry University notifies patients of its Foot and Ankle Institute that their medical records and personal information may have been hacked by a malware found in May.https://www.beckershospitalreview.com/healthcare-information-technology/barry-university-informs-patients-of-malware-caused-data-breach.htmlUnited States of AmericaUndetermined



Significant Cyber Incidents Database reported by CSIS and collected and curated by the World Bank team

A significant cyber incident is one that has created losses of over USD1m. 

This dataset is not part of the "Aggregated" database. 

Year-MonthVictim Country Victim income group Attack Country Victim Institution
2022/02 United States HIC China Wall Street Journal journalists

2022/02 West Bank and Gaza LMC individual and organization

2022/02 North Korea cryptocurrency platforms

2022/02 Ukraine LMC Russian Federation Defense Ministry, bank

2022/02 India LMC Pakistan military and diplomatic target

2022/02 Russian Federation defense contractors

2022/02 Belgium, Germany HIC Russian Federation oil terminal

2022/02 Ukraine LMC The websites of the Ukrainian Cabinet of Ministers and Ministries of Foreign Affairs, Infrastructure, and Education

2022/02 China UMC United States

2022/02 Iran, Islamic Rep. LMC Iran, Islamic Rep. private companies and government

2022/02 United Kingdom HIC Foreign office

2022/01 Ukraine LMC government

2022/01 Russian Federation UMC North Korea diplomats

2022/01 Korea, Dem. Rep. LIC

2022/01 Germany HIC China pharma and tech firms

2022/01 Canada HIC Foreign Ministry

2022/01 Greece HIC parliament

2022/01 Australia HIC China prime minister

2022/01 Israel HIC media outlets

2022/01 Iran, Islamic Rep. International Committee of the Red Cross

2021/12 Southeast Asia China government

2021/12 Australia HIC telecommunication system

2021/12 Australia HIC Russian Federation utility company

2021/12 China, Iran, North Korea

2021/12 United States HIC China defense and technology firms

2021/12 Belgium HIC Ministry of Defence

2021/12 India LMC spam messages

2021/11 United States HIC defense

2021/11 United States HIC robinhood

2021/11 United States HIC FBI

2021/11 Russian Federation government, journalists

2021/11 China UMC airlines

2021/11 China companies

2021/11 United Kingdom HIC Labor Party

2021/10 Israel HIC Defense Ministry

2021/10 Indonesia LMC Brazil national malware center

2021/10 China

2021/10 Iran, Islamic Rep. LMC government

2021/10 U.S., Israel HIC Iran, Islamic Rep. defense technology companies

2021/09 Afghanistan LIC China telecom provider

2021/09 U.S., U.K. HIC North Korea company

2021/09 Kurdish

2021/09 EU Russian Federation government

2021/09 Israel HIC company

2021/09 Lithuania HIC China Defense Ministry

2021/09 UN

2021/09 Norway HIC China government

Attribution—For use of these data, please cite three sources: 1) Center for Strategic and International Studies (CSIS) 2) Vergara Cobos, Estefania. 2024. Cybersecurity

Economics for Emerging Markets. Washington, DC: World Bank. doi:10.1596/978-1-4648-2120-2. License: Creative Commons Attribution CC BY 3.0 IGO 3) Vergara Cobos, E., S. Cakir, H. Mei-Zahav, and B. 

Barakcin. Forthcoming. “The Role of Cybersecurity in Economic Performance.” World Bank, Washington, DC.



2021/09 Hungary HIC election

2021/09 Australia HIC China government

2021/08 Slovak Republic HIC Russian Federation government

2021/08 Belarus UMC government

2021/08 Iran, Islamic Rep. LMC prison

2021/08 Russian Federation UMC Russian Federation Kremlin critic

2021/08 Italy HIC

2021/08 Israel HIC China government

2021/08 Southeast Asia China telecommunication

2021/07 United States HIC Iran, Islamic Rep. military

2021/07 Estonia HIC Estonia government

2021/07 India LMC government

2021/07 Norway HIC China parliament

2021/07 United States HIC Russian Federation Kaseya

2021/07 United States HIC China oil company

2021/07 Russian Federation UMC defense ministry

2021/07 South Africa UMC ports and rail operator

2021/07 Iran, Islamic Rep. LMC transport and urbanization ministry

2021/07 Saudi Arabia HIC oil company

2021/07 China Microsoft

2021/07 Ukraine LMC Russian Federation defense ministry

2021/07 Myanmar, Philippines LMC China government

2021/06 United States HIC Russian Federation IT companies, government

2021/06 Afghanistan LIC China government

2021/06 United Kingdom HIC whatsapp

2021/06 United States HIC politic app

2021/06 Israel HIC Iran, Islamic Rep. whatsapp, telegram

2021/06 U.K., Netherlands HIC Russian Federation navy

2021/06 U.S., U.K. HIC Russian Federation

2021/06 United States HIC China

2021/06 United States HIC Russian Federation sol oriens

2021/06 Netherlands HIC Russian Federation police

2021/05 Japan HIC government

2021/05 United States HIC pipeline company pipeline

2021/05 Brazil UMC Russian Federation company JBS

2021/05 Ireland HIC Russian Federation national health service

2021/05 United States HIC Russian Federation pipeline company

2021/05 Norway HIC energy technology company

2021/05 Belgium HIC government

2021/05 Korea, Rep. HIC Korea, Dem. Rep. Atomic Energy Research Institute

2021/05 Korea, Rep. HIC Korea, Dem. Rep. government

2021/05 Australia, Belgium, Brazil, Canada, China, Costa Rica, Czech Republic, France, Germany, India, Indonesia, Italy, Jordan, Peru, Poland, Portugal, Spain, United Arab Emirates, U.K., U.S.

2021/05 Russian Federation UMC China defense

2021/04 low-cost airlines

2021/04 Southeast Asia China military and government

2021/04 West Bank and Gaza LMC reporters, activists

2021/04 Vietnam LMC China government

2021/04 Ukraine LMC Russian Federation government

2021/04 United Kingdom HIC professionals

2021/04 Poland HIC official social media

2021/04 Sweden HIC Russian Federation Sports confederation

2021/04 U.S., Europe China defense

2021/04 United States HIC China transport authority

2021/04 France HIC

2021/04 EU



2021/03 Europe Russia, China European Medicines Agency

2021/03 India LMC China transportation

2021/03 Azerbaijan, Bahrain, Israel, Saudi Arabia, United Arab EmiratesIran, Islamic Rep. government, academia, tourism

2021/03 United States HIC Russian Federation government

2021/03 Germany HIC Russian Federation parliament

2021/03 Poland HIC Russian Federation disinformation

2021/03 Ukraine LMC Russian Federation government

2021/03 Australia HIC media company

2021/03 Israel, U.S. HIC Iran, Islamic Rep. medical researchers

2021/03 North Korea

2021/03 Uyghur China activists, journalists

2021/03 China government, etc.

2021/03 United States HIC

2021/03 Lithuania HIC Russian Federation vaccine

2021/03 India LMC China electricity

2021/02 United Kingdom HIC Portugese vaccine

2021/02 North Korea vaccine

2021/02 Ukraine LMC Russian Federation government

2021/02 Pakistan, Kazakhstan, India India

2021/02 Korea, Dem. Rep. LIC defense firms

2021/02 Vietnam LMC Vietnam activists

2021/02 United Arab Emirates HIC Iran, Islamic Rep. government

2021/02 Middle East, Europe, South Asia, North America Iran, Islamic Rep.

2021/02 United States HIC North Korea

2021/02 telecom companies

2021/02 Tibet China

2021/02 Ukraine LMC Russian Federation security service

2021/02 Netherlands HIC Iran, Islamic Rep.

2021/02 France HIC Russian Federation IT companies

2021/02 United States HIC water supply

2021/01 U.S., U.K., Egypt, Israel, Lebanon, Jordan, Saudi Arabia, United Arab Emirates, Palestine

2021/01 China gambling

2021/01 North Korea researchers

2021/01 Pakistan, China, Nepal, Afghanistan India defense, finance, energy

2021/01 New Zealand HIC central bank

2020/12 Israel HIC Iran, Islamic Rep. company

2020/12 United States HIC Russian Federation government

2020/12 Vietnam, Bangladesh facebook

2020/12 Poland HIC China parliament

2020/12 United Kingdom HIC environment protection agency

2020/12 EU, U.S. Iran, Islamic Rep. activists, journalists, researchers

2020/12 vaccine

2020/12 Qatar HIC Saudi Arabia, UAE AI Jazeera

2020/12 Europe European Medicines Agency

2020/12 Israel HIC insurance company

2020/12 African Union China

2020/12 Africa Russia, France

2020/12 Nepal, Sri Lanka, Afghanistan defense

2020/12 Mongol China government

2020/12 United States HIC think tanks

2020/11 North Korea AstraZeneca

2020/11 Southeast Asia China government

2020/11 Mexico UMC

2020/11 India, Bangladesh, Singapore

2020/11 Korea, Rep. HIC Korea, Dem. Rep.



2020/11 Southeast Asia Vietnam

2020/11 Japan HIC China

2020/11 Russia, North Korea vaccine

2020/11 Iran, Islamic Rep. LMC United States election

2020/11 Turkey Hamas

2020/10 United States HIC Russian Federation government

2020/10 China NGO

2020/10 South Korea, Japan, U.S. HIC Korea, Dem. Rep.

2020/10 Iraq, Kuwait, Turkey, United Arab Emirates Iran, Islamic Rep. government

2020/10 United States HIC China defense

2020/10 Azerbaijan UMC government

2020/10 Eastern Europe, Balkans

2020/10 Turkey, Azerbaijan UMC Greece parliament, government

2020/10 UN

2020/10 United States HIC Census Bureau

2020/10 United States HIC Iran, Islamic Rep. election

2020/10

2020/10 India LMC

2020/10 Europe Russian Federation government

2020/10 Iran, Islamic Rep. Munich Security Conference

2020/10 Russian Federation UMC North Korea defense

2020/10 Australia, Canada, U.K., U.S., Netherlands, Singapore, Denmark, SwedenHIC Iran, Islamic Rep. university

2020/10 Japan HIC Russian Federation Tokyo Olympics

2020/10 Ukraine, France Russian Federation

2020/10 Iran, Islamic Rep. LMC Maritime organization

2020/10 United States HIC Russian Federation

2020/10 Russia, India, Ukraine, Kazakhstan, Kyrgyzstan, MalaysiaChina

2020/10 Middle East Iran, Islamic Rep. refugee

2020/10 South Asia, Middle East

2020/10 North Korea vaccine

2020/09 Spain HIC China vaccine

2020/09 NATO Russian Federation

2020/09 Iran, Islamic Rep. LMC Iran, Islamic Rep. resistance members

2020/09 Georgia UMC vaccine

2020/09 United States HIC healthcare firm

2020/09 France HIC shipping company

2020/09 Germany HIC hospital

2020/09 Middle East, North Africa government

2020/09 United States HIC China

2020/09 United States HIC Iran, Islamic Rep. aerospace

2020/09 United States HIC China

2020/09 United States HIC Iran, Islamic Rep.

2020/09 Norway HIC Russian Federation parliament

2020/08 India, Afghanistan Pakistan

2020/08 Eastern Europe China military and financial

2020/08 Taiwan China semiconductor vendors

2020/08 Taiwan China

2020/08 UN Korea, Dem. Rep.

2020/08 North Korea

2020/08 North America, Israel HIC Iran, Islamic Rep.

2020/08 United States HIC Iran, Islamic Rep.

2020/08 New Zealand HIC stock exchange

2020/08 Pakistan LMC India government

2020/08 Poland, Lithuania, Latvia HIC Russian Federation

2020/08 Ukraine LMC Russian Federation



2020/08 Israel HIC North Korea defense

2020/07 Canada, U.K., U.S. HIC Russian Federation vaccine

2020/07 Vatican China church

2020/07 Iran, North Korea, Russia, China United States

2020/07 United Kingdom HIC Russian Federation

2020/07 Israel HIC water infrastructure

2020/07 Russian Federation UMC United States

2020/06 Uyghur, Tibet China

2020/06 India LMC activists

2020/06 Morocco LMC journalist

2020/06 India LMC China government, bank

2020/06 China company

2020/06 Singapore, Japan, U.S., South Korea, India, U.K. Korea, Dem. Rep.

2020/06 Turkey, Syria

2020/06 Australia HIC

2020/06 Central Europe Korea, Dem. Rep. defense

2020/05 United States HIC China vaccine

2020/05 Taiwan petrochemical companies

2020/05 Kuwait, Saudi Arabia Iran, Islamic Rep. air transportation

2020/05 Norway HIC state investment fund

2020/05 Vietnam LMC China government

2020/05 United Kingdom HIC China airlines

2020/05 Germany HIC Russian Federation companies

2020/05 Pakistan LMC Iran, Islamic Rep. telecom companies

2020/05 Taiwan president

2020/05 Iran, Islamic Rep. LMC Israel port

2020/05 United States HIC Russian Federation

2020/05 Japan, Italy, Germany, U.K.HIC

2020/05 Japan HIC defense

2020/05 Australia, Indonesia, Philippines, Vietnam, Thailand, Myanmar, Brunei government

2020/04 South Asia, Southeast Asia Vietnam

2020/04 Poland HIC Russian Federation university

2020/04 Estonia, Georgia Russian Federation government

2020/04 Israel HIC Iran, Islamic Rep. water system

2020/04 United States HIC China vaccine

2020/04 China UMC Vietnam Covid-19

2020/04 Azerbaijan UMC government

2020/04 China UMC government

2020/04 Iran, Islamic Rep. WHO

2020/03 North Korea refugee

2020/03 Korea, Dem. Rep. LIC Korea, Rep.

2020/03 China

2020/03 Uzbekistan LMC Uzbekistan activists, journalists

2020/03 Saudi Arabia

2020/03 Iran, Islamic Rep. LMC

2020/03 China UMC United States government

2020/02 Malaysia UMC China government

2020/02 Southeast Asia government

2020/02 United States HIC defense information

2020/02 Iran, Islamic Rep. LMC

2020/02 United States HIC China

2020/02 Mexico UMC economy ministry

2020/01 United States HIC United States municipalities

2020/01 Pakistan LMC Israel government

2020/01 Japan HIC China Mitsubishi



2020/01 United States HIC Iran, Islamic Rep. Wesat

2020/01 UN

2020/01 Europe, Middle East Türkiye

2020/01 Ukraine LMC Russian Federation energy company

2020/01 Austria HIC Foreign Ministry

2019/12 Cambodia LMC China government

2019/12 Ukraine LMC Russian Federation government

2019/12 North America, Europe, Asia government

2019/12 Bahrain HIC Iran, Islamic Rep. Bapco

2019/12 North Korea Microsoft

2019/12 China government

2019/12 Iran, Islamic Rep. LMC e-government

2019/12 Vietnam BMW, Hyundai

2019/11 Kazakhstan UMC Russian Federation

2019/11 United Kingdom HIC Labor Party

2019/11 Iran, Islamic Rep. Microsoft

2019/10 India LMC North Korea nuclear power plant

2019/10 Middle East Russia, Iran

2019/10 Myanmar, Taiwan, Vietnam, Indonesia, Mongolia, Tibet, Xinjiang.China

2019/10 Israel military

2019/10 Georgia UMC Russian Federation government

2019/10 Morocco LMC Moroco activists

2019/10 Iran, Islamic Rep. university

2019/10 China airlines

2019/10 China

2019/10 North Korea NGO

2019/10 Europe Russian Federation Foreign Ministry

2019/10 Eastern Europe diplomats

2019/10 Germany, Mongolia, Myanmar, Pakistan, Vietnam China

2019/10 United States HIC Iran, Islamic Rep. government

2019/10 Egypt, Arab Rep. LMC Egypt, Arab Rep. activists, journalists, researchers

2019/10 Southeast Asia China embassy

2019/09 Tibet China

2019/09 Eastern Europe, Central Asia Russian Federation embassy

2019/09 United States HIC North Korea nuclear researcher

2019/09 U.S., Australia, U.K., Canada, Hong Kong, SwitzerlandHIC Iran, Islamic Rep. university

2019/09 United States Huawei

2019/09 Iran, Islamic Rep. LMC United States

2019/09 Airbus

2019/09 United States HIC China utility company

2019/08 United States HIC China cancer institutes

2019/08 China UMC India government

2019/08 Uyghur China

2019/08 China

2019/08 Venezuela Spanish army

2019/08 North Korea nuclear researcher

2019/08 Africa

2019/08 Czech Republic HIC Russian Federation Foreign Ministry

2019/08 Bahrain HIC Iran, Islamic Rep. government

2019/08 Russian Federation high-value corporate

2019/07 United States HIC merchant vessel

2019/07 United States HIC China utility company

2019/07 Capital One

2019/07 ProtonMail

2019/07 Germany HIC China BAAF, Siemens, Henkel



2019/07 East Asia China government

2019/07 Middle East Iran, Islamic Rep. Linkedin users

2019/07 Iran, North Korea, Russia Think tanks, NGO

2019/07 Libya UMC Russian Federation election

2019/07 Croatia HIC government

2019/07 United States HIC Iran, Islamic Rep. government

2019/06 Australia HIC China university

2019/06 Russian Federation UMC Yandex

2019/06 Russian Federation UMC United States

2019/06 Hong Kong SAR, China HIC China protestors

2019/06 China cellphone providers

2019/06 Iran, Islamic Rep. LMC United States missile

2019/06 Iran, Islamic Rep. LMC United States

2019/06 United States HIC Russian Federation electrical utilities

2019/06 Iraq, Pakistan, Tajikistan Iran, Islamic Rep.

2019/05 U.S., Israel, Saudi Arabia HIC Iran, Islamic Rep.

2019/05 Middle East China

2019/05 Philippines LMC China

2019/05 Israel HIC Hamas

2019/05 China

2019/04 China general electric

2019/04 Hong Kong SAR, China HIC China Amnesty

2019/04 China Bayer

2019/04 Lithuania HIC

2019/04 Ukraine LMC Luhansk People's Republic military

2019/04 Finland HIC election

2019/04 United Kingdom HIC Iran, Islamic Rep. government, bank

2019/03 Iran, Islamic Rep. gas and heavy machinery companies

2019/03 United States HIC China university

2019/03 Saudi Arabia, U.S. HIC Iran, Islamic Rep. government

2019/03 Israel HIC North Korea security firm

2019/03 North Korea

2019/03 India LMC Pakistan government

2019/03 United States HIC grid operators

2019/03 Israel HIC Iran, Islamic Rep.

2019/03 Australia ISIS target

2019/03 Vietnam automotive companies

2019/03 Israel HIC China defense firms

2019/03 EU Russian Federation government

2019/03 Indonesia LMC Russia, China election

2019/03 Egypt, Arab Rep. LMC activists, media

2019/02 Norway HIC China Visma

2019/02 China government

2019/02 China Airbus

2019/02 Korea, Rep. HIC Korea, Dem. Rep.

2019/02 Australia HIC parliament

2019/02 United States HIC Russian Federation election

2019/02 Russian Federation UMC

2019/02 Europe Russian Federation civil society

2019/01 United States HIC China Huawei

2019/01 U.S., Europe, Australia Iran, Islamic Rep. telecom and travel industries

2019/01 Germany HIC

2019/01 France HIC Russian Federation defense

2019/01 United States HIC North Korea media, aerospace, financial

2019/01 Europe, Middle East, North America Iran, Islamic Rep. government



2019/01 Russian Federation CSIS

2019/01 UAE

2019/01 United States HIC Russian Federation election

2019/01 Korea, Rep. HIC defense

2019/01 United States HIC U.S., Russia, Ukraine SEC

2018/12 China

2018/12 United States HIC China navy

2018/12 Chile HIC North Korea bank

2018/12 U.S., Australia, Canada, U.K., New ZealandHIC China

2018/12 Korea, Rep. HIC Korea, Dem. Rep.

2018/12 United States HIC China hotel

2018/12 EU China

2018/12 Ukraine LMC Russian Federation government

2018/12 Pakistan, Russia, Saudi Arabia, Turkey, North AmericaMiddle East oil company, embassy

2018/12 Italy HIC oil company

2018/12 United States HIC North Korea university

2018/12 Ukraine LMC Russian Federation

2018/12 Czech Republic HIC Russian Federation Foreign Ministry

2018/11 Australia HIC defense

2018/11 Ukraine LMC government

2018/11 Lebanon, United Arab Emirates government

2018/11 United Kingdom HIC China

2018/11 Germany HIC Russian Federation parliament, military

2018/11 United States HIC Iran, Islamic Rep. government

2018/11 Asia, Africa Korea, Dem. Rep.

2018/11 Mexico journalist

2018/11 United States HIC Russian Federation defense

2018/11 Ukraine LMC Russian Federation military

2018/11 China UMC

2018/11 Pakistan LMC air force

2018/11 Iran, Islamic Rep.

2018/10 United States HIC China aerospace

2018/10 Saudi Arabia HIC Russian Federation petrochemical companies

2018/10 United States HIC medicare

2018/10 United States HIC China, Russia president

2018/10

2018/10 Russian Federation UMC United States election

2018/10 Israel HIC

2018/10 United States HIC election

2018/10 Ukraine LMC Russian Federation government

2018/10

2018/09 United States HIC Russian Federation JP Morgan Chase

2018/09 Europe, Balkans Russian Federation government

2018/09 Switzerland HIC Russian Federation defense lab

2018/09 Vietnam LMC defense

2018/09 China hotel chian

2018/09 United States HIC senate office

2018/09 Ukraine LMC Russian Federation religious leader

2018/09

2018/09 Iran, Islamic Rep. LMC Iran, Islamic Rep. citizens

2018/09 United States HIC

2018/09 Bangladesh LMC North Korea Sony, bank

2018/08 India LMC North Korea bank

2018/08 Iran, Islamic Rep. university

2018/08 U.S., Latin America, U.K., Middle East Russia, Iran



2018/08 United States HIC Russian Federation senate office

2018/07 Ukraine LMC Russian Federation chlorine plant

2018/07 Cambodia LMC China election

2018/07 Singapore HIC healthcare

2018/07 United States HIC Russian Federation election

2018/07 United States HIC Russian Federation election

2018/07 election

2018/07 Italy HIC Russian Federation navy

2018/07 Australia HIC China university

2018/07 United States HIC Russian Federation electric utilities

2018/07 U.S., Europe, East Asia, Middle East Iran, Islamic Rep.

2018/07 Middle East Iran, Islamic Rep.

2018/07 United States HIC Russian Federation election

2018/07 Finland HIC China

2018/06 United States HIC China navy

2018/06 Central Asia China data center

2018/06 U.S., Southeast Asia China satellite, telecome, defense

2018/06 marketing data firm

2018/06 Ukraine LMC Russian Federation bank, energy companies

2018/06 Korea, Rep. HIC Korea, Dem. Rep. think tank

2018/06 France, Germany, Swiss, Russia, Ukraine Russian Federation

2018/06 United States HIC Russian Federation

2018/05 North Korea defectors

2018/05 Iran, Islamic Rep. Foreign Ministry

2018/05 Mexico UMC bank

2018/05 Middle East, Afghanistan, India Pakistan

2018/05 Türkiye UMC Türkiye protestors

2018/05 U.S., U.K. HIC Russian Federation electric utilities

2018/04 U.S., Southeast Asia China defense

2018/04 North Korea

2018/04 West Bank and Gaza LMC Hamas

2018/04 U.S., U.K. HIC Russian Federation

2018/04 Central America Korea, Dem. Rep. casino

2018/04 China, Pakistan India government, researchers

2018/04 Japan HIC China defense companies

2018/04 United Kingdom ISIS

2018/04 Germany HIC Russian Federation government

2018/04 United Kingdom HIC Russian Federation infrastructure

2018/04 Netherlands HIC

2018/03 United Kingdom HIC China defense

2018/03 Under Armour

2018/03 North Korea UN

2018/03 United States HIC

2018/03 United States HIC emergency services

2018/03 United States HIC Iran, Islamic Rep. university, government, financial

2018/03 United States HIC Russian Federation

2018/03 Colombia UMC election

2018/03 Türkiye UMC Korea, Dem. Rep. bank

2018/02 Germany HIC Russian Federation

2018/02 U.S., U.K. HIC Russian Federation

2018/02 Korea, Rep. HIC Russian Federation Pyeongchang Olympic

2018/02 United States HIC Russian Federation election

2018/02 United States HIC Russian Federation election

2018/01 United States HIC China navy

2018/01 Norway HIC hospital



2018/01 Lebanon

2018/01 India LMC unique identification autority

2018/01 Japan HIC cryptocurrency platforms

2018/01 Africa China AU

2017/12 France HIC schneider electric

2017/12 Taiwan China

2017/12 Iran, Islamic Rep. activists, journalists

2017/11 South America, Southeast Asia government

2017/11 Vietnam

2017/11 Uber

2017/11 United States HIC China Siemens, Moddy's, Trimble

2017/10 Korea, Rep. HIC Korea, Dem. Rep. data center

2017/10 Australia HIC

2017/10 Russia, Eastern Europe government, trian, airports

2017/10 United States HIC North Korea electric utilities

2017/10 Yahoo

2017/10 United States HIC Russian Federation

2017/10 United States HIC Russian Federation army

2017/10 United States HIC Russian Federation energy company

2017/10 Poland HIC Russian Federation company

2017/10 United States HIC China think tank, law firm

2017/09 China technology firms

2017/09 Cambodia LMC

2017/09 U.S., Saudi Arabia, South KoreaHIC Iran, Islamic Rep. aerospace, petrochemical firms

2017/09 Equifax

2017/09 United States HIC SEC

2017/09 Poland HIC Russian Federation army

2017/09 Korea, Dem. Rep. LIC United States

2017/08 India, Pakistan LMC defense

2017/08 Estonia HIC e-ID card

2017/08 Korea, Rep. HIC Korea, Dem. Rep. cryptocurrency platforms

2017/08 United Kingdom HIC parliament

2017/07 Korea, Rep. HIC Korea, Dem. Rep.

2017/07 Italy HIC bank

2017/07 Israel, Saudi Arabia, U.S., Germany, Jordan, TurkeyIran, Islamic Rep.

2017/07 Qatar HIC UAE

2017/07 Sweden HIC defense

2017/07 Southeast Asia China

2017/07 Europe, Middle East Russian Federation hotel

2017/07 United Kingdom HIC

2017/07 United States HIC Russian Federation energy company

2017/06 United Kingdom HIC Iran, Islamic Rep. parliament

2017/06 Denmark HIC port terminals

2017/06 Ukraine LMC Russian Federation infrastructure

2017/06 Montenegro UMC Russian Federation

2017/06 Mexico UMC Mexico activists, journalists

2017/06 North Korea aerospace

2017/05 France HIC Russian Federation election

2017/05 United States HIC

2017/05 China

2017/05 Lebanon UMC Israel

2017/05 Israel HIC Iran, Islamic Rep. financial, post office

2017/05 United States HIC Iran, Islamic Rep.

2017/04 U.S., Europe, Japan China government, aerospace

2017/04 Denmark HIC Russian Federation defense ministry



2017/04 United States HIC North Korea defense

2017/04 Israel HIC Iran, Islamic Rep.

2017/04 Ireland HIC EirGrid

2017/04 United States HIC

2017/04 Korea, Rep. HIC China defense

2017/03 Russian Federation twitter users

2017/03 United States HIC Russian Federation Yahoo

2017/03 China UMC China

2017/03 United States

2017/02 United States HIC Iran, Islamic Rep. defense, activists

2017/02 Ukraine LMC infrastructure, media, science

2017/02 Saudi Arabia HIC Iran, Islamic Rep. government, energy

2017/02 Singapore HIC army

2017/02 India LMC Pakistan army

2017/02 United States HIC Russian Federation university, government

2017/01 Sweden HIC Russian Federation

2016/12 Bangladesh LMC

2016/12 Yahoo

2016/12 Ukraine LMC Russian Federation electric utilities

2016/11 dating website

2016/11 United States HIC transportation

2016/11 Saudi Arabia HIC government

2016/10 United States HIC Russian Federation parliament

2016/10 Liberia LIC telecom companies

2016/10 Brazil UMC bank

2016/09 Yahoo

2016/09 Japan HIC defense

2016/08 Russian Federation oracle

2016/08 Brazil tourists

2016/08 France HIC shipbuiler

2016/08 United States HIC

2016/08 Hong Kong SAR, China HIC China election

2016/07 Eastern Europe energy company

2016/07 Russian Federation

2016/07 Philippines LMC government

2016/07 Russia, Belarus, Mongol China defense

2016/05 Iran, Islamic Rep.

2016/05 Turkey, Germany Russian Federation political party

2016/05 Germany HIC Russian Federation

2016/05 Saudi Arabia HIC Iran, Islamic Rep. defense

2016/04 United States HIC China steel

2016/04 Korea, Rep. HIC Korea, Dem. Rep. shipbuiler

2016/04 Philippines LMC election

2016/04 Germany HIC Russian Federation political party

2016/04 South Asia, Southeast Asia

2016/03 cancer care company

2016/03 United States HIC hospital

2016/03 Korea, Rep. HIC Korea, Dem. Rep.

2016/03 Finland HIC

2016/02 United States HIC department of justice

2016/02 United States HIC Russian Federation Internal Revenue Service

2016/01 Sri Lanka LMC financial crime investigation

2016/01 Czech Republic HIC Czech Republic prime minister

2016/01 Austria HIC aerospace

2016/01 Armenia UMC Azerbaijan diplomats



2016/01 Israel HIC U.S., U.K.

2015/12 Ukraine LMC Russian Federation power distribution companies

2015/12 Australia HIC China bureau of meteorology

2015/11 Germany, France, Japan HIC submarine builders

2015/11 United States HIC Iran, Islamic Rep. government

2015/11 Netherlands HIC China

2015/10 United States HIC CIA

2015/10 Korea, Rep. HIC Korea, Dem. Rep. government

2015/09 Pakistan LMC government

2015/09 Netherlands HIC

2015/09 Europe, Central Asia, U.S. Russian Federation government, think tank

2015/08 Iran, Islamic Rep. LMC diaspora

2015/07 Russia, China

2015/07 Netherlands HIC China permanent court of arbitration

2015/07 United States HIC airlines

2015/07

2015/06 Germany HIC Russian Federation

2015/06 Iran, Islamic Rep.

2015/06 China UMC marine agencies

2015/06 Japan HIC pension service

2015/06 Canada HIC government

2015/06 United States HIC

2015/06 Korea, Dem. Rep. LIC United States

2015/05 U.S., Europe China aerospace

2015/05 Hong Kong SAR, China HIC cable company

2015/05 United States HIC China airlines

2015/05 Saudi Arabia HIC Yemen Foreign Ministry

2015/05 United States HIC Russian Federation IRS

2015/04 Russian Federation Pentagon

2015/04 United States HIC government

2015/04 France HIC ISIS television network

2015/03 Europe, Middle East Iran, Islamic Rep. academic, government

2015/03 United States HIC China github

2015/02 France

2015/02 United States HIC health insurance

2015/01 Germany HIC steel mill steel mill

2014/12 United States HIC Iran, Islamic Rep. casino

2014/12 U.S., Canada, Europe, Middle East, Asia Iran, Islamic Rep. government

2014/11 North Korea Sony pictures entertainment

2014/11 human rights organization

2014/11 United Kingdom HIC North Korea company

2014/10 Ukraine LMC Russian Federation

2014/10 United States HIC postal service

2014/10 China UMC

2014/10 dairy queen

2014/10 United States HIC NOAA

2014/10 United States HIC government

2014/10 Australia HIC resource company

2014/09 Hong Kong SAR, China HIC protestors

2014/09 Germany, Austria, Swiss HIC

2014/09 U.S., Canada HIC

2014/08 China health system

2014/08 United States HIC DHS

2014/07 U.S., Spain, France, Italy, Germany, Turkey, PolandEastern Europe energy



2014/07 Canada HIC China researchers

2014/07 United States HIC personnel management

2014/06 United States HIC satellite

2014/05 United States HIC China power, metals, solar production

2014/05 United States HIC China Alcoa

2014/04 United States HIC Iran, Islamic Rep.

2014/03 India LMC defense

2014/03

2014/03 United States HIC China OPM

2014/01 Iran, Islamic Rep. LMC embassy

2013/11 Finland HIC diplomats

2013/10 Vietnam bank

2013/10 Germany HIC United States

2013/09 United States HIC China defense, aviation

2013/09 United States HIC Iran, Islamic Rep. navy

2013/09 United States HIC China oil company

2013/09 Korea, Rep. HIC Korea, Dem. Rep. defense

2013/08 Syria, Russia

2013/08 China UMC

2013/06 United States HIC China transportation

2013/06 China UMC United States

2013/06 United States HIC Ukraine, Russia

2013/06

2013/05 Australia HIC China security intelligence

2013/05 Saudi Arabia HIC Syria defense

2013/05 United Arab Emirates, OmanHIC bank

2013/05 Saudi Arabia HIC government

2013/05 Iran, Islamic Rep. LMC military

2013/05 Israel HIC Syria

2013/05 United States HIC Iran, Islamic Rep. electrical utilities

2013/05 Pakistan LMC India

2013/05 North America, Europe automotive companies

2013/05 United States HIC China government

2013/04 Russian Federation UMC

2013/03 India LMC China defense research

2013/03 Korea, Rep. HIC Korea, Dem. Rep. television network, bank

2013/03 Korea, Dem. Rep. LIC U.S., South Korea

2013/03 Syria media

2013/03 United States HIC China satellite, aerospace, defense

2013/02 United States HIC China pipeline companies

2013/02 Germany HIC China steel

2013/01 Japan HIC Foreign Ministry

2013/01 United States HIC China defense

2013/01 United States HIC Iran, Islamic Rep. bank

2013/01 United States HIC China media

2012/12 Al-Qaida

2012/12 United States HIC power plant

2012/10 Eastern Europe, Russia, Central Asia

2012/09 Canada HIC China company

2012/09 United States HIC Iran, Islamic Rep. bank

2012/08 Lebanon UMC bank

2012/08 Saudi Arabia, Qatar HIC Iran, Islamic Rep. oil company

2012/07 India LMC government

2012/07 India LMC China navy

2012/07 Iran, Middle East



2012/07 United States HIC infrastructure

2012/06 China security company

2012/06 United States HIC aerospace

2012/06

2012/06 United Kingdom HIC United Kingdom company

2012/05 Iran, Israel, Syria, Sudan

2012/05 Iran, Syria government

2012/05 United Kingdom HIC defense

2012/04 Japan HIC ministry of agriculture

2012/04 Iran, Islamic Rep. LMC oil company

2012/03 United States HIC pipeline companies

2012/03 India LMC Pakistan government

2012/03 United States HIC China NASA

2012/03 United Kingdom HIC Iran, Islamic Rep. BBC

2012/03 U.S., India, Japan, Tibet China activists, military research

2012/02 United States HIC China jet

2011/12 United States HIC China chamber of commerce

2011/11 Norway HIC defense and engergy companies

2011/11 United States HIC China satellite

2011/11 European Commission

2011/10 China chemical, defense companies

2011/09 United States HIC air force

2011/09 Netherlands HIC certificate authority

2011/09 Australia HIC defense

2011/08 Japan HIC defense and technology firms

2011/08 Japan HIC China parliament

2011/08 United States HIC China government

2011/07 defense

2011/07 Korea, Rep. HIC China

2011/07 Germany HIC police, custom service

2011/06 bank

2011/06 IMF

2011/05 Sony

2011/04 United States HIC defense companies

2011/04 United States HIC oak ridge national laboratory

2011/04 United States HIC China prominent people

2011/03 United States HIC China company

2011/03 France HIC government

2011/03 EU

2011/01 South Africa UMC postbank

2011/01 EU

2011/01 Canada HIC China defense ministry

2010/12 India LMC Pakistan government

2010/12 United Kingdom HIC foreign Ministry, defense

2010/10 Iran, Islamic Rep. LMC Indonesia nuclear program

2010/10 United States HIC NASDAQ, Director Desk

2010/10 U.S., U.K. HIC bank

2010/10 Australia HIC defense

2010/07 Russian Federation Microsoft

2010/05 United States HIC China chamber of commerce

2010/05 Canada HIC

2010/04 India LMC China defense ministry, embassy

2010/04 U.S., China, Australia, France China

2010/03 Australia HIC China legal

2010/03 Vietnam LMC



2010/03 Latvia HIC government

2010/03 Russia, China EU, NATO

2010/01 China aviation

2010/01 Intel

2010/01 China UMC Iran, Islamic Rep. baidu

2010/01 United States HIC China company

2010/01 United Kingdom HIC China

2010/01 India LMC China government

2010/01 China bank

2009/12 United States HIC Iraq military

2009/12 United States HIC bank

2009/11 United Kingdom HIC Russian Federation university

2009/08 United States HIC Israel bank

2009/08 United States HIC United States company

2009/07 U.S., South Korea HIC Korea, Dem. Rep. government

2009/06 Germany HIC Russia, China company

2009/06 United States HIC university

2009/05 United States HIC HSIN

2009/05 bank

2009/04 Korea, Rep. HIC China finance ministry

2009/04 China UMC Taiwan government

2009/04 United States HIC power grid

2009/03 Iran, Islamic Rep.

2009/03 United States HIC China senate office

2009/03 China coca-cola

2009/03 China government

2009/03 Germany HIC

2009/02 France HIC navy

2009/02 India LMC foreign ministry

2009/02 United States HIC FAA

2009/01 India LMC Pakistan music download sites

2009/01 United Kingdom HIC China parliament

2009/01 Israel HIC Soviet Union government

2008/12 United States HIC CSIS

2008/12 TJX

2008/11 China oil company

2008/11 United States HIC China election

2008/11 United States HIC China government

2008/11 Scotland HIC bank

2008/11 United States HIC defense ministry

2008/10 United Kingdom HIC Pakistan

2008/08 oil company

2008/08 Georgia UMC Russian Federation government

2008/07 United States HIC election

2008/06 United States HIC congressional office

2008/05 India LMC China government

2008/05 Belgium HIC China government

2008/04 United States HIC China government

2008/04 Afghanistan LIC Germany ministry of commerce

2008/03 U.S., Europe, Japan company

2008/03 Korea, Rep. HIC China embassy, military

2008/01

2007/11 United Kingdom HIC Russia, China

2007/10 United States HIC oak ridge national laboratory

2007/10 China UMC Taiwan, U.S. aerospace



2007/09 United States HIC defense

2007/09 United Kingdom HIC China foreign ministry

2007/09 France HIC China

2007/09 Syrian Arab Republic LIC Israel defense

2007/08 U.K., France, Germany HIC China government

2007/06 United States HIC defense

2007/05 United States HIC university

2007/05 Estonia HIC Russian Federation government

2007/04 United States HIC department of commerce

2007/01 United States HIC China jet

2006/12 United States HIC NASA

2006/12 United States HIC China

2006/11 United States HIC university

2006/08 United States HIC China defense

2006/05 United States HIC government

2005/04 United States HIC China NASA

2005/01 United States HIC China defense ministry

2003/01 China UMC China nuclear program



Significant Cyber Incidents Database reported by CSIS and collected and curated by the World Bank team

Type of attackContents
steal data An investigation led by Mandiant discovered that hackers linked to the Chinese-government compromised email accounts belonging to Wall Street Journal journalists. The hackers allegedly surveilled and exfiltrated data from the newspaper for over two years beginning in at least February 2020.

malware Since October 2021, a hacking group targeted Palestinian individuals and organizations with malware. Researchers suggest that the operation could be connected to a broader campaign by a hacking group commonly attributed to the cyber arm of Hamas that started in 2017.

steal moneyA U.N. report claimed that North Korea hackers stole more than $50 million between 2020 and mid-2021 from three cryptocurrency exchanges. The report also added that in 2021 that amount likely increased, as the DPRK launched 7 attacks on cryptocurrency platforms to help fund their nuclear program in the face of a significant sanctions regime

DDoS, spam messagesOn February 15, a DDoS attack knocked websites belonging to the Ukrainian Defense Ministry and two of the country’s largest banks offline. The U.S. and the UK attributed the attack to the Russian GRU. The Ukrainian Cyber Police claimed that the attack was connected to another “information attack” where Ukrainian citizens received spam text messages claiming that ATMs were not working.

social engineering and USB-based wormsA Pakistani group deployed a remote access trojan to conduct espionage against Indian military and diplomatic targets. The group generally uses social engineering and/or USB-based worms to penetrate a network.

exfiltrated emails and sensitive dataKremlin-linked threat actors hacked into numerous defense contractors between January 2020 and February 2022. The hackers collected and exfiltrated emails and sensitive data relating to the companies’ products and information and interactions with foreign governments

ransomware strainMultiple oil terminals in some of Europe’s biggest ports across Belgium and Germany fell victim to a cyberattack, rendering them unable to process incoming barges. A ransomware strain associated with a Russian-speaking hacking group was used to disrupt the ability of energy companies to process payments.

The websites of the Ukrainian Cabinet of Ministers and Ministries of Foreign Affairs, Infrastructure, and EducationThe websites of the Ukrainian Cabinet of Ministers and Ministries of Foreign Affairs, Infrastructure, and Education were disrupted in the days before Russian troops invaded Ukraine. Wiper malware was also used to penetrate the networks of one Ukrainian financial institution and two government contractors.

Beijing-based cybersecurity company accused the U.S. National Security Agency of engineering a backdoor to monitor companies and governments in over 45 countries around the world. A Foreign Ministry spokesman said that operations like this may threaten the security of China’s critical infrastructure and compromise trade secrets.

private companies and governmentAn Iranian-linked group conducted espionage and other malicious cyber operations against a range of private companies and local and federal governments.

The networks of the U.K. Foreign Office were penetrated by hackers. All details of the incident remain confidential.

malware A cyberattack targeted the Ukrainian government, hitting 90 websites and deploying malicious software masquerading as ransomware to damage dozens of computers in government agencies.

malware A DRPK-affiliated group targeted multiple Russian diplomats with malware. The diplomats received an email disguised as a New Year greetings screensaver but which, after being opened, installed a remote access trojan.

DDoS Hackers shut down internet traffic to and from North Korea twice in two weeks from what researchers say was likely a series of DDoS attacks. The second attack came just after North Korea’s 5th missile test of the month.

steal intellectual propertyA Chinese hacking group breached several German pharma and tech firms. According to the German government, the hack into the networks of service providers and companies was primarily an attempt to steal intellectual property.

internet-connected servicesHackers breached the Canadian Foreign Ministry, hampering some of the Ministry’s internet-connected services. The hack came a day after the government issued a warning to bolster network security in anticipation of Russia-based cyberattacks on critical infrastructure.

hack email accountsThe Informatic Directorate of the Greek Parliament identified an attempt to hack into 60 parliamentary email accounts. In response, authorities temporarily shut down the mailing system in the legislature.

wechat problemAn Australian spokesman accused WeChat of taking down Prime Minister Scott Morrison’s account and redirecting users to a website that provides information for Chinese expatriates. The Government claims that they first encountered problems posting to the Prime Minister’s account in mid-2021.

posting threatening messagesHackers attacked several Israeli media outlets, including Maariv and the Jerusalem Post, posting threatening messages on their websites. One message stated "we are close to you where you do not think about it" in English and Hebrew.

International Committee of the Red CrossHackers breached systems belonging to the International Committee of the Red Cross, gaining access to data on more than 500,000 people and disrupting their services around the world. Researchers discovered that the operation may be linked to a sprawling influence operation based in Iran.

malware Hackers targeted multiple Southeast Asian governments over the past 9 months using custom malware linked to Chinese state-sponsored groups. Many of the nations targeted are currently engaged in disputes with China over territorial claims in the South China Sea.

malware A Bloomberg investigation publicly linked an intrusion into Australia’s telecommunications systems in 2012 to malicious code embedded in a software update from Huawei.

ransomware attackA Russian group took responsivity for a ransomware attack on Australian utility company CS energy. This announcement came after Australian media outlets blamed Chinese government hackers for the attack.

gain access to systemCybersecurity firms found government-linked hackers from China, Iran, and North Korea attempting to use the Log4j vulnerability to gain access to computer networks. Following the announcement of Log4j, researchers already found over 600,000 attempts to exploit the vulnerability.

gain access to systemChinese hackers breached four more U.S. defense and technology firms in December, in addition to one organization in November. The hackers obtained passwords to gain access to the organizations’ systems and looked to intercept sensitive communications.

shut down networkA cyberattack on the Belgium Ministry of Defence forced part of its computer network, including the ministry’s mail system, to shut down for several days. Hackers exploited the Log4j vulnerability to compromise the network.

A breach of Prime Minster Modi’s Twitter allowed hackers to Tweet from the account that India officially adopted bitcoin as legal tender. The Tweet also included a scam link promising a bitcoin giveaway.

personal infoHackers gained access to the social security and driver’s license numbers of employees after compromising a U.S. defense contractor.

personal infoThe stock trading platform, Robinhood, disclosed a social engineering cyberattack that allowed a hacker to gain access to the personal information of around 7 million customers. The data included names, email addresses, and for some, data of birth, and zip codes. Following the breach, the hacker requested payment, presumably not to disclose the stolen data.

gain access to systemHackers gained access to the FBI’s Law Enforcement Enterprise Portal—a system used to communicate to state and local officials—and sent a warning of a cyberattack in an email claiming to be from the Department of Homeland Security (DHS).

gain access to email accounts, malwareA Russian-speaking group targeted the personal information of around 3,500 individuals, including government officials, journalists, and human rights activists. The group obtained access to private email accounts and financial details, and operated malware on Android and Windows devices.

steal passenger info, trojanChinese officials claim a foreign intelligence agency hacked into several airlines in China and stole passenger information. The officials stated the hacks are connected due to the use of a custom trojan in all the attacks.

After CISA publicly shared details on a vulnerability, Chinese hackers targeted nine companies and 370 servers between September and October using the same vulnerability.

A vendor that handles data for the UK Labour Party was subject to a cyberattack, affecting the data of its members and affiliates.

gain access to systemHackers leaked data and photos from the Israeli Defense Ministry after gaining access to 165 servers and 254 websites, overall compiling around 11 terabytes of data.

warning messageBrazilian hackers carried out a cyberattack on the National Malware Center website belonging to Indonesia’s State Cyber and Password Agency. The hackers edited the contents of the webpage and indicated that the cyberattack was retribution for an Indonesian hack on the Brazilian state website.

access to calling recordsA Chinese-linked hacking group gained access to calling records and text messages from telecommunication carriers across the globe, according to a report from CrowdStrike. The report outlines the group began its cyberattacks in 2016 and infiltrated at least 13 telecommunications networks.

display anti-regime messagescyberattack targeted the government-issued electronic cards Iranians use to buy subsidized fuel and altered the text of electronic billboards to display anti-regime messages against the Supreme Leader Ayatollah Ali Khamenei.

hack Office 365 accountsA group with ties to Iran attempted to hack over 250 Office 365 accounts. All the targeted accounts were either U.S. and Israeli defense technology companies, had a focus on Persian Gulf ports of entry, or maritime transportation companies with a presence in the Middle East.

steal data Chinese state-linked hackers targeted Afghan telecom provider Roshan and stole gigabytes of data from their corporate mail server over the past year.

steal moneyThe U.S. Department of Justice sentenced Ghaleb Alaumary to more than 11 years in prison for aiding North Korean cybercriminals in money laundering. His assistance included ATM cash-out operations, cyber-enabled bank heists, and business email compromise (BEC) schemes. These attacks targeted banks, professional soccer clubs, and other unnamed companies in the U.S. and U.K.

backdoor Researchers and cybersecurity experts revealed a mobile espionage campaign against the Kurdish ethnic group. Hackers targeted individuals on Facebook, persuading them to download apps that contain Android backdoors utilized for espionage.

hack the social mediaThe EU formally blamed Russia for its involvement in the 'Ghostwriter’ cybercampaign, which targeted the elections and political systems of several member states. Since 2017, Russian operators hacked the social media accounts of government officials and news websites, with the goal of creating distrust in U.S. and NATO forces.

obtain the dataHackers obtained 15 TB of data from 8,000 organizations working with Israel-based company, Voicenter and offered the data online for $1.5 million. Some experts have stipulated the hackers have ties to Iran, but no link has been confirmed.

censor The Lithuanian Defense Ministry found hidden features in popular 5G smartphone models manufactured in China, according to its state-run cybersecurity body. The module embedded in the phones detects and censors 449 keywords or groups of keywords that are counter to the message of the Chinese government.

steal user credentialsA cyberattack against the United Nations occurred in April 2021, targeting users within the UN network to further long-term intelligence gathering. The hacker was able to access their networks through stolen user credentials purchased on the dark web.

defense infoThe Norwegian Government stated a series of cyberattacks against private and state IT infrastructure came from bad actors sponsored by and operating from China. Their investigation of the hacks claims the actors attempted to capture classified information relating to Norway’s national defense and security intelligence. 
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Two hours after the vote opened for Hungary’s opposition primary elections, the polling systems in electoral districts nationwide fell victim to a cyberattack. The actor responsible is still unknown, but the cyberattack led to the government extending voting by two days.

In April 2020, Chinese bots swarmed the networks of the Australian government days after Australia called for an independent international probe into the origins of the coronavirus. These bots looked for potential vulnerabilities on the network to exploit in future cyberattacks.

spear-fishingA cyber-espionage group linked to one of Russia’s intelligence forces targeted the Slovak government from February to July 2021 through spear-fishing attempts.

compromise databasesA cyberattack on the government of Belarus compromised dozens of police and interior ministry databases. The hack claims to be a part of an attempt to overthrow President

demanding the release of political prisonersA hacking group targeted a high-profile Iranian prison, uncovering documents, videos, and images that displayed the violent treatment of its prisoners. The group claims to be hacktivists demanding the release of political prisoners.

block app Russia targeted and blocked content on “smart voting” app created by Kremlin critic Alexei Navalny and his allies intended to organize voting against the Kremlin in next month's parliamentary elections.

shut down websiteA cyberattack on the Covid-19 vaccine-scheduling website for the Italian region of Lazio forced the website to temporarily shut down. New vaccination appointments were unable to be scheduled for several days after the attack

Hacks initially attributed to Iran in 2019 and 2020 were found to be conducted by Chinese operatives. The cyberattack broke into computers across Israel’s government and tech companies.

Various Chinese cyber-espionage groups are responsible for the hacks of at least five major Southeast Asian telecommunication providers beginning in 2017. The attacks were carried out by three different hacking groups and are seemingly unlinked despite all groups having a connection to Chinese espionage efforts.

malware Iran used Facebook accounts to pose as recruiters, journalists, and NGO affiliates, targeting U.S. military personnel. The hackers sent malware-infected files or tricked targets into submitting sensitive credentials to phishing sites.

personal infoEstonia stated a Tallinn-based hacker downloaded 286,438 ID photos from government database, exposing a vulnerability in a platform managed by their Information System Authority (RIA).

email Unknown hackers compromised the two-factor authentication system used by the Indian government three times, obtaining access to the emails of government officials.

email Norway attributed a March 2021 cyberattack on parliament's e-mail system to China

ransomware attackRussian hackers exploited a vulnerability in Kaseya’s virtual systems/server administrator (VSA) software allowing them to deploy a ransomware attack on the network. The hack affected around 1,500 small and midsized businesses, with attackers asking for $70 million in payment.

spear-fishingThe FBI and the U.S. Cybersecurity and Infrastructure Security Agency (CISA) released a statement exposing a spearfishing campaign by Chinese state-sponsored hackers between 2011 and 2013. The campaign targeted oil and natural gas pipeline companies in the United States.

DDoS The Russian defense ministry claimed it was hit with a DDoS attack that caused its website to shut down, stating the attack came from outside the Russian Federation.

disrupt serviceTransnet Port Terminals (TPT), South Africa’s state-run ports operator and freight rail monopoly, had its rail services disrupted after a hack by unknown actors. Transnet reportedly declared it an act “force majeure.”

disrupt serviceIran’s transport and urbanization ministry was the victim of a cyber attack that impacted display boards at stations throughout the country. The attack caused delays and cancellations of hundreds of trains across Iran.

delete the data in exchange for moneyA cyberattack gained access to 1 terabyte of data from the Saudi Arabian Oil Company through a zero-day exploitation. Hackers are offering to delete the data in exchange for $50 million in cryptocurrency.

compromise serverThe United States, the European Union, NATO and other world powers released joint statements condemning the Chinese government for a series of malicious cyber activities. They attributed responsibility to China for the Microsoft Exchange hack from early 2021 and the compromise of more than 100,000 servers worldwide

fake reportsThe Ukranian Ministry of Defense claimed its naval forces’ website was targeted by Russian hackers who published fake reports about the international Sea Breeze-2021 military drills.

A widespread APT operation was discovered against users in Southeast Asia, believed to be spearheaded by Chinese entities. Researchers found a total of 100 victims in Myanmar and 1,400 in the Philippines, including many government entities.

malware Hackers linked to Russia’s Foreign Intelligence Service installed malicious software on a Microsoft system that allowed hackers to gain access to accounts and contact information. The majority of the customers targeted were U.S. based, working for IT companies or the government.

spy A Chinese-speaking hacking group spearheaded an ongoing espionage effort against the Afghan government through phishing emails. Hackers posed as the Office of the President of Afghanistan and targeted the Afghan National Security Council.

personal infoA spreadsheet was leaked containing classified personal details of the 1,182 United Kingdom’s Special Forces soldiers on WhatsApp.

ransomware attackA ransomware attack targeted iConstituent, a newsletter service used by U.S. lawmakers to contact constituents.

disinformationThe Iranian government launched a widescale disinformation campaign, targeting WhatsApp groups, Telegram channels and messaging apps used by Israeli activists. The campaign aimed to advance political unrest and distrust in Israel.

disinformationUnited States Naval Institute (USNI) claimed the tracking data of two NATO ships, the U.K. Royal Navy’s HMS Defender and the Royal Netherlands Navy’s HNLMS Evertsen, was falsified off the coast of a Russian controlled naval base in the Black Sea. The faked data positioned the two warships at the entrance of a major Russian naval base.

hack Microsoft365The U.S. and British governments announced the Russian GRU attempted a series of brute force access against hundreds of government and private sector targets worldwide from 2019 to 2021, targeting organizations using Microsoft Office 365® cloud services.

Chinese actors targeted organizations, including Verizon and the Metropolitan Water District of Southern California using a platform used by numerous government agencies and companies for secure remote access to their networks.

Sol Oriens, a small government contractor that works for the Department of Energy on nuclear weapons issues, was attacked by the Russia-linked hacking group REvil.

Hackers working on behalf of Russian intelligence services are believed to have hacked Netherlands police internal network in 2017. The attack occurred during the country’s investigation of the Malaysia Airlines Flight 17 (MH17) that was shot down in 2014.

steal data On May 24th, hackers gained access to Fujitsu’s systems and stole files belonging to multiple Japanese government entities. So far four government agencies have been impacted.

ransomware attackLineStar Integrity Services, a pipeline-focused business, was hit by a ransomware attack the same time as the Colonial Pipeline, with 70 gigabytes of its internal files being stolen.

ransomware attackThe world’s largest meat processing company, Brazilian-based JBS, was the victim of a ransomware attack. The attack shut down facilities in the United States, Canada and Australia. The attack was attributed to the Russian speaking cybercrime group, REvil.

ransomware attackOn May 14, Ireland’s national health service, the Health Service Executive (HSE), was the victim of a ransomware attack. Upon discovering the attack, government authorities shut down the HSE system. The attackers utilized the Conti ransomware-as-a-service (RaaS), which is reported to be operated by a Russia-based cybercrime group.

ransomware attackOn May 6, the Colonial Pipeline, the largest fuel pipeline in the United States, was the target of a ransomware attack. The energy company shut down the pipeline and later paid a $5 million ransom. The attack is attributed to DarkSide, a Russian speaking hacking group.

ransomware attackOn May 4th and 5th, the Norwegian energy technology company Volue was the victim of a ransomware attack. The attack resulted in the shutdown of water and water treatment facilities in 200 municipalities, affecting approximately 85% of the Norwegian population

DDoS A large DDoS attack disabled the ISP used by Belgium’s government, impacting more than 200 organizations causing the cancellation of multiple Parliamentary meetings

Atomic Energy Research InstituteNorth Korean cyberattack on South Korea's state-run Korea Atomic Energy Research Institute (KAERI) occurred through a vulnerability in a vendor’s VPN.

Cybersecurity researchers identified a North Korean hacking group to be responsible for a cyber espionage campaign, targeting high profile South Korean government officials, utilizing a phishing methodology. The group’s targets were based in South Korea and included: the Korea Internet and Security Agency (KISA), ROK Ministry of Foreign Affairs, Ambassador of the Embassy of Sri Lanka to the State (in ROK), International Atomic Energy Agency Nuclear Security Officer, Deputy Consul General at Korean Consulate General in Hong Kong, Seoul National University, and Daishin Securities.

Australia, Belgium, Brazil, Canada, China, Costa Rica, Czech Republic, France, Germany, India, Indonesia, Italy, Jordan, Peru, Poland, Portugal, Spain, United Arab Emirates, U.K., U.S.The FBI and the Australian Cyber Security Centre warned of an ongoing Avaddon ransomware campaign targeting multiple sectors in various countries. The reported targeted countries are Australia, Belgium, Brazil, Canada, China, Costa Rica, Czech Republic, France, Germany, India, Indonesia, Italy, Jordan, Peru, Poland, Portugal, Spain, United Arab Emirates, UK, US. The targeted industries include: academia, airlines, construction, energy, equipment, financial, freight, government, health, it, law enforcement, manufacturing, marketing, retail, pharmaceutical.

A Chinese hacking group compromised a Russian defense contractor involved in designing nuclear submarines for the Russian navy.

malware Malware triggered an outage for airline reservation systems that caused the networks of 20 low-cost airlines around the world to crash

spy Hackers linked to the Chinese military conducted an espionage campaign targeting military and government organizations in Southeast Asia beginning in 2019

spy Hackers linked to Palestinian intelligence conducted a cyber espionage campaign compromising approximately 800 Palestinian reporters, activists, and dissidents both in Palestine and more broadly across the Middle East.

spy Chinese hackers launched a months-long cyber espionage campaign during the second half of 2020 targeting government agencies in Vietnam with the intent of gathering political intelligence

spear-fishingRussian hackers targeted Ukrainian government officials with spearphishing attempts as tensions between the two nations rose during early 2021

spear-fishingMI5 warned that over 10,000 UK professionals have been targeted by hostile states over the past five years as part of spearphishing and social engineering campaigns on LinkedIn.

critical messagesA hacking group compromised the social media accounts of Polish officials and used them to disseminate narratives critical of NATO. German authorities have reported that the same group has also attempted to compromise members of the Bundestag and state parliament.

revemge Swedish officials disclosed that the Swedish Sports Confederation was hacked by Russian military intelligence in late 2017 and early 2018 in response to accusations of Russian government-sponsored doping of Russian athletes.

Two state-backed hacking groups—one of which works on behalf of the Chinese government—exploited vulnerabilities in a VPN service to target organizations across the U.S. and Europe with a particular focus on U.S. defense contractors.

New York City's Metropolitan Transportation Authority (MTA) was hacked by Chinese-backed actors but were unable to gain access to user data or information systems.

French security researchers found that the number of attacks hitting critical French businesses increased fourfold in 2020 during the COVID-19 pandemic.

The European Commission announced that the EC and multiple other EU organizations were hit by a major cyberattack by unknown hackers.



steal data Both Russian and Chinese intelligence services targeted the European Medicines Agency in 2020 in unrelated campaigns, stealing documents relating to COVID-19 vaccines and medicines.

spy The Indian Computer Emergency Response Team found evidence of Chinese hackers conducting a cyber espionage campaign against the Indian transportation sector.

spy Suspected Iranian hackers targeted government agencies, academia, and the tourism industry in Azerbaijan, Bahrain, Israel, Saudi Arabia, and the United Arab Emirates as part of a cyber espionage campaign.

email Suspected Russian hackers stole thousands of emails after breaching the email server of the U.S. State Department.

email Suspected Russian hackers attempted to gain access to the personal email accounts of German parliamentarians in the run-up to Germany’s national elections.

website Polish security services announced that suspected Russian hackers briefly took over the websites of Poland’s National Atomic Energy Agency and Health Ministry to spread false alerts of a nonexistent radioactive threat.

gain access to dataUkraine’s State Security Service announced it had prevented a large-scale attack by Russian FSB hackers attempting to gain access to classified government data.

disrupt serviceSuspected state hackers targeted the Australian media company Nine Entertainment with a ransomware variant, disrupting live broadcasts and print production systems.

steal credentialsSuspected Iranian hackers targeted medical researchers in Israel and the U.S. in an attempt to steal the credentials of geneticists, neurologists, and oncologists in the two countries.

fake The North Korean hacking group responsible for a set of attacks on cybersecurity researchers in January 2021 launched a new campaign targeting infosec professionals using fake social media profiles and a fake website for a non-existent security service company target.

malcious linkA group of Chinese hackers used Facebook to send malicious links to Uyghur activists, journalists, and dissidents located abroad.

steal data from Microsoft emailChinese government hackers targeted Microsoft’s enterprise email software to steal data from over 30,000 organizations around the world, including government agencies, legislative bodies, law firms, defense contractors, infectious disease researchers, and policy think tanks.

The head of U.S. Cyber Command testified that the organization had conducted more than two dozen operations to confront foreign threats ahead of the 2020 U.S. elections, including eleven forward hunt operations in nine different countries.

Lithuania’s State Security Department declared that Russian hackers had targeted top Lithuanian officials in 2020 and used the country’s IT infrastructure to carry out attacks against organizations involved in developing a COVID-19 vaccine.

Suspected Chinese hackers targeted electricity grid operators in India in an apparent attempt to lay the groundwork for possible future attacks.

steal data A Portuguese-speaking cyber criminal group accessed computer systems at a division of Oxford University researching COVID-19 vaccines, and are suspected to be selling the data they collected to nation states.

steal data North Korean hackers attempted to break into the computer systems of pharmaceutical company Pfizer to gain information about vaccines and treatments for the COVID-19.

malware Russian hackers compromised a Ukrainian government file-sharing system and attempted to disseminate malicious documents that would install malware on computers that downloaded the planted files.

malware Suspected Indian hackers targeted over 150 individuals in Pakistan, Kazakhstan, and India using mobile malware, including those with links to the Pakistan Atomic Energy Commission, the Pakistan Air Force, and election officials in Kashmir.

spy North Korean hackers targeted defense firms in more than a dozen countries in an espionage campaign starting in early 2020.

spy Hackers linked to the Vietnamese government conducted a nearly three-year cyber espionage campaign against human rights advocates in the country by using spyware to infiltrate individuals’ systems, spy on their activity, and exfiltrate data.

spy Suspected Iranian hackers targeted government agencies in the United Arab Emirates as part of a cyber espionage campaign related to the normalizations of relations with Israel.

spy Two Iranian hacking groups conducted espionage campaigns against Iranian dissidents in sixteen countries in the Middle East, Europe, South Asia, and North America.

steal moneyThe US Department of Justice indicted three North Korean hackers for conspiring to steal and extort more than $1.3 billion in cash and cryptocurrencies.

steal moneyTen members of a cybercriminal gang were arrested after a campaign where they tricked telecom companies into assigning celebrities’ phone numbers to new devices, stealing more than $100 million worth of cryptocurrencies.

surveillanceHackers associated with the Chinese military conducted a surveillance campaign against Tibetans both in China and abroad.

Ukrainian officials reported that a multi-day distributed denial-of-service attack against the website of the Security Service of Ukraine was part of Russia’s hybrid warfare operations in the country.

Iranian hackers took control of a server in Amsterdam and used it as a command and control center for attacks against political opponents in the Netherlands, Germany, Sweden, and India.

The French national cybersecurity agency announced that a four-year campaign against French IT providers was the work of a Russian hacking group

Unknown hackers attempted to raise levels of sodium hydroxide in the water supply of Oldsmar, Florida by a factor of 100 by exploiting a remote access system.

steal data Hackers linked to Hezbollah breached telecom companies, internet service providers, and hosting providers in the US, UK, Egypt, Israel, Lebanon, Jordan, Saudi Arabia, the United Arab Emirates, and the Palestinian Authority for intelligence gathering and data theft.

ransomware attackHackers linked to the Chinese government were responsible for ransomware attacks against five major gaming and gambling countries, demanding over $100 million in ransom.

fake accountNorth Korean government hackers engaged in a sophisticated social engineering campaign against cybersecurity researchers that used multiple fake twitter accounts and a fake blog to drive targets to infected sites or induce them to open infected attachments in emails asking the target to collaborate on a research project.

defense, finance, energy Suspected Indian hackers active since 2012 were attacked business and governments across South and East Asia, with a particular emphasis on military and government organizations in Pakistan, China, Nepal, and Afghanistan, and businesses involved in defense technology, scientific research, finance, energy, and mining.

Unidentified hackers breached one of the data centers of New Zealand’s central bank.

steal data More than 40 Israeli companies had data stolen after Iranian hackers compromised a developer of logistics management software and used their access to exfiltrate data from the firm’s clients.

steal data Over 200 organizations around the world—including multiple US government agencies—were revealed to have been breached by Russian hackers who compromised the software provider SolarWinds and exploited their access to monitor internal operations and exfiltrate data.

malware Facebook announced that its users had been targeted by two hacking campaigns, one originating from state-sponsored Vietnamese hackers focused on spreading malware, and the other from two non-profit groups in Bangladesh focused on compromising accounts and coordinating the reporting of accounts and pages for removal.

email Chinese hackers targeted the Finnish parliament, breaching the email accounts of parliament members and other employees

ransomware attackOn Christmas Eve, hackers hit the Scottish Environment Protection Agency with a ransomware attack. After deciding not to pay the ransom, the hackers published the data that had been stolen.

spear-fishingIranian state hackers used a Christmas theme for a spearphishing campaign targeting think tanks, research organizations, academics, journalists, and activists in the Persian Gulf, EU, and US.

spear-fishingSuspected state-sponsored hackers from an unknown country conducted a spear phishing campaign against organizations in six countries involved in providing special temperature-controlled environments to support the COVID-19 supply chain.

spyware One Saudi hacking group, One UAE hacking group, and two unknown government-sponsored hacking groups used spyware purchased from the Israeli vendor NSO Group to hack 36 phones belonging to Al Jazeera employees.

gain access to dataHackers accessed data related to the COVID-19 vaccine being developed by Pfizer during an attack on the European Medicines Agency.

delete the data in exchange for moneyA criminal group targeted the Israeli insurance company Shirbit with ransomware, demanding almost $1 million in bitcoin. The hackers published some sensitive personal information after making their demands and threatened to reveal more if they did not receive payment.

steal security dataAfrican Union staff found that Chinese hackers had been siphoning off security footage from cameras installed in the AU headquarters.

fake facebookFacebook found that two groups of Russians and one group of individuals affiliated with the French military were using fake Facebook accounts to conduct dueling political information operations in Africa.

Unknown state-sponsored hackers took advantage of territory disputes between China, India, Nepal, and Pakistan to target government and military organizations across South Asia, including the Nepali Army and Ministries of Defense and Foreign Affairs, the Sri Lankan Ministry of Defense, and the Afghan National security Council and Presidential Palace.

Suspected Chinese hackers targeted government agencies and the National Data Center of Mongolia as part of a phishing campaign.

CISA and the FBI announced that U.S. think tanks focusing on national security and international affairs were being targeted by state-sponsored hacking groups.

malware North Korean hackers targeted COVID-19 vaccine developer AstraZeneca by posing as recruiters and sending the company’s employees fake job offers that included malware.

spy Suspected Chinese government hackers conducted a cyber espionage campaign from 2018 to 2020 targeting government organizations in Southeast Asia.

ransomware attackA Mexican facility owned by Foxconn was hit by a ransomware attack that the hackers claim resulted in 1,200 servers being encrypted, 20-30 TB of backups being deleted, and 100 GB of encrypted files being stolen.

backdoor A group of hackers for hire launched attacks against a group of targets in South Asia, and particularly India, Bangladesh, and Singapore. These attacks included the use of a custom backdoor and credential theft.

comproimise softwareA North Korean hacking group engaged in software supply chain attacks against South Korean internet users by compromising legitimate South Korean security software.



fake website, malwareA group of Vietnamese hackers created and maintained a number of fake websites devoted to news and activism in Southeast Asia that were used to profile users, re-direct to phishing pages, and distribute malware.

Chinese hackers targeted Japanese organizations in multiple industry sectors located in multiple regions around the globe, including North America, Europe, Asia, and the Middle East.

One Russian and two North Korean hacking groups launched attacks against seven companies involved in COVID-19 vaccine research.

U.S. Cyber Command and the NSA conducted offensive cyber operations against Iran to prevent interference in the upcoming U.S. elections.

Hamas used a secret headquarters in Turkey to carry out cyberattacks and counter-intelligence operations

steal data The FBI and CISA announced that a Russian hacking group breached U.S. state and local government networks, as well as aviation networks, and exfiltrated data

malware A Chinese group targeted diplomatic entities and NGOs in Africa, Asia, and Europe using advanced malware adapted from code leaked by the Italian hacking tool vendor HackingTeam

spy The FBI, CISA and U.S. Cyber Command announced that a North Korean hacking group had been conducting a cyber espionage campaign against individual experts, think tanks, and government entities in South Korea, Japan, and the United States with the purpose of collecting intelligence on national security issues related to the Korean peninsula, sanctions, and nuclear policy

spy Suspected Iranian hackers targeted government agencies and telecommunications operators in Iraq, Kuwait, Turkey, and the United Arab Emirates as part of a cyber espionage campaign

spy The NSA warned that Chinese government hackers were targeting the U.S. defense industrial base as part of a wide-ranging espionage campaign

spy In the midst of escalating conflict between Armenia and Azerbaijan over the territory of Nagorno-Karabakh, an unknown intelligence service conducted a cyber espionage campaign targeting Azerbaijani government institutions.

spy previously unknown cyber espionage group was found to have been stealing documents from government agencies and corporations in Eastern Europe and the Balkans since 2011.

website Greek hackers defaced the website of the Turkish Parliament and 150 Azerbaijani government websites in support of Armenia.

website The UN shipping agency the International Maritime Organization (IMO) reported that its website and networks had been disrupted by a sophisticated cyber attack.

DDoS The U.S. Department of Homeland Security revealed that hackers targeted the U.S. Census Bureau in a possible attempt to collect bulk data, alter registration information, compromise census infrastructure, or conduct DoS attacks

The U.S. government announces that Iranian hackers targeted state election websites in order to download voter registration information and conduct a voter intimidation campaign

A spokesperson for China’s Foreign Ministry responded to accusations that Chinese state-sponsored hackers were targeting the U.S. defense industrial base by declaring that the United States was an “empire of hacking,” citing 2013 leaks about the NSA’s Prism program.

India's National Cyber Security Coordinator announced that cyber crimes in India cost almost $17 billion in 2019.

A Russian cyber espionage group hacked into an unidentified European government organization

Munich Security Conference Iranian hackers targeted attendees of the Munich Security Conference in order to gather intelligence on foreign policy from the compromised individuals

North Korean hacker group carried out attacks against aerospace and defense companies in Russia.

An Iranian hacking group conducted a phishing campaign against universities in Australia, Canada, the UK, the U.S., the Netherlands, Singapore, Denmark, and Sweden.

The UK’s National Cyber Security Centre found evidence that Russian military intelligence hackers had been planning a disruptive cyber attack on the later-postponed 2020 Tokyo Olympics.

The U.S. indicted six Russian GRU officers for their involvement in hacking incidents including the 2015 and 2016 attacks on Ukrainian critical infrastructure, the 2017 NotPetya ransomware outbreak, election interference in the 2017 French elections, and others.

Maritime organization Iran announced that the country’s Ports and Maritime Organization and one other unspecified government agency had come under cyberattack

Microsoft and U.S. Cyber Command both independently undertook operations to take down a Russian botnet ahead of the U.S. election.

U.S. government officials revealed that suspected Chinese hackers were behind a series of attacks on entities in Russia, India, Ukraine, Kazakhstan, Kyrgyzstan, and Malaysia

Iranian hackers exploited a serious Windows vulnerability to target Middle Eastern network technology providers and organizations involved in work with refugees.

A cyber mercenary group targeted government officials and private organizations in South Asia and the Middle East using a combination of methods including zero-day exploits.

North Korean hackers targeted a ministry of health and a pharmaceutical company involved in COVID-19 research and response.

steal data Chinese hackers stole information related to Covid-19 vaccine development from Spanish research centers

malware Russian hackers targeted government agencies in NATO member countries, and nations who cooperate with NATO. The campaign uses NATO training material as bait for a phishing scheme that infects target computers with malware that creates a persistent backdoor.

malware Iranian hackers targeted Iranian minorities, anti-regime organizations, and resistance members using a combination of malware including an Android backdoor designed to steal two factor authentication codes from text messages.

spy Georgian officials announce that COVID-19 research files at a biomedical research facility in Tbilisi was targeted as part of a cyberespionage campaign

ransomware attackAmerican healthcare firm Universal Health Systems sustained a ransomware attack that caused affected hospitals to revert to manual backups, divert ambulances, and reschedule surgeries

ransomware attackFrench shipping company CMA CGM SA saw two of its subsidiaries in Asia hit with a ransomware attack that caused significant disruptions to IT networks, though did not affect the moving of cargo

ransomware attackA ransomware attack on a German hospital may have led to the death of a patient who had to be redirected to a more distant hospital for treatment.

ransomware attackOne government organization in the Middle East and one in North Africa were targeted with possible wiper malware that leveraged a ransomware-as-a-service offering that has recently become popular on cybercrime markets

scan networkCISA revealed that hackers associated with the Chinese Ministry of State Security had been scanning U.S. government and private networks for over a year in search of networking devices that could be compromised using exploits for recently discovered vulnerabilities

Three hackers operating at the direction of Iran’s Islamic Revolutionary Guard Corps were indicted by the United States for attacks against workers at aerospace and satellite technology companies, as well as international government organizations.

The U.S. Department of Justice indicted five Chinese hackers with ties to Chinese intelligence services for attacks on more than 100 organizations across government, IT, social media, academia, and more

The FBI and CISA announced that Iranian hackers had been exploiting publicly known vulnerabilities to target U.S. organizations in the IT, government, healthcare, finance, and media sectors.

Norway announced it had defended against two sets of cyber attacks that targeted the emails of several members and employees of the Norwegian parliament as well as public employees in the Hedmark region. It later blamed Russia for the attack.

malware Suspected Pakistani hackers used custom malware to steal files from victims in twenty-seven countries, most prominently in India and Afghanistan.

spy A Chinese cyber espionage group targeted military and financial organizations across Eastern Europe

spy Seven semiconductor vendors in Taiwan were the victim of a two-year espionage campaign by suspected Chinese state hackers targeting firms’ source code, software development kits, and chip designs.

email Taiwan accused Chinese hackers of infiltrating the information systems of at least ten government agencies and 6,000 email accounts to gain access to citizens’ personal data and government information.

spear-fishingNorth Korean hacking group targeted 28 UN officials in a spear-phishing campaign, including at least 11 individuals representing six members of the UN Security Council.

steal moneyU.S. officials announced that North Korean government hackers had been operating a campaign focused on stealing money from ATMs around the world.

gain access to dataHackers for hire suspected of operating on behalf of the Iranian government were found to have been working to gain access to sensitive information held by North American and Israeli entities across a range of sectors, including technology, government, defense, and healthcare.

backdoor An Iranian hacking group was found to be targeting major U.S. companies and government agencies by exploiting recently disclosed vulnerabilities in high-end network equipment to create backdoors for other groups to use

disrupt serviceNew Zealand’s stock exchange faced several days of disruptions after a severe distributed denial of service attack was launched by unknown actors

mobile phonesPakistan announced that hackers associated with Indian intelligence agencies had targeted the mobile phones of Pakistani government officials and military personnel

fake quotesRussian hackers compromised news sites and replaced legitimate articles with falsified posts that used fabricated quotes from military and political officials to discredit NATO among Polish, Lithuanian, and Latvian audiences.

Ukrainian officials announced that a Russian hacking group had begun to conduct a phishing campaign in preparations for operations on Ukraine’s independence day



The Israeli defense ministry announced that it had successfully defended against a cyberattack on Israeli defense manufacturers launched by a suspected North Korean hacking group

steal data Canada, the UK, and the U.S. announced that hackers associated with Russian intelligence had attempted to steal information related to COVID-19 vaccine development

spy Chinese state-sponsored hackers broke into the networks of the Vatican to conduct espionage in the lead-up to negotiations about control over the appointment of bishops and the status of churches in China.

leak info Media reports say a 2018 Presidential finding authorized the CIA to conduct cyber operations against Iran, North Korea, Russia, and China. The operations included disruption and public leaking of information.

steal documentThe UK announced that it believed Russia had attempted to interfere in its 2019 general election by stealing and leaking documents related to the UK-US Free Trade Agreement

Israel announced that two cyber attacks had been carried out against Israeli water infrastructure, though neither were successful

President Trump confirmed that he directly authorized a 2019 operation by US Cyber Command taking the Russian Internet Research Agency offline.

malware Uyghur and Tibetan mobile users were targeted by a mobile malware campaign originating in China that had been ongoing since 2013

spyware Nine human rights activists in India were targeted as part of a coordinated spyware campaign that attempted to use malware to log their keystrokes, record audio, and steal credentials

spyware A Moroccan journalist was targeted by unknown actors who sent him phishing messages that could have been used to download spyware developed by Israeli NSO group

DDoS In the midst of escalating tensions between China and India over a border dispute in the Galwan Valley, Indian government agencies and banks reported being targeted by DDoS attacks reportedly originating in China

backdoor The most popular of the tax reporting software platforms China requires foreign companies to download to operate in the country was discovered to contain a backdoor that could allow malicious actors to conduct network reconnaissance or attempt to take remote control of company systems

phishing emailNorth Korean state hackers sent COVID-19-themed phishing emails to more than 5 million businesses and individuals in Singapore, Japan, the United States, South Korea, India, and the UK in an attempt to steal personal and financial data

A hacking group affiliated with an unknown government was found to have targeted a range of Kurdish individuals in Turkey and Syria at the same time as Turkey launched its offensive into northeastern Syria.

The Australian Prime Minister announced that an unnamed state actor had been targeting businesses and government agencies in Australia as part of a large-scale cyber attack.

Suspected North Korean hackers compromised at least two defense firms in Central Europe by sending false job offers to their employees while posing as representatives from major U.S. defense contractors

steal data U.S. officials accused hackers linked to the Chinese government of attempting to steal U.S. research into a coronavirus vaccine

malware Operations at two Taiwanese petrochemical companies were disrupted by malware attacks. Taiwanese officials speculated that the attacks could have been linked to the upcoming inauguration of Taiwanese President Tsai Ing-wen’s second term.

spy Iranian hackers conducted a cyber espionage campaign targeting air transportation and government actors in Kuwait and Saudi Arabia.

steal moneyCyber criminals managed to steal $10 million from Norway’s state investment fund in a business email compromise scam that tricked an employee into transferring money into an account controlled by the hackers

phishing Suspected Chinese hackers conducted a phishing campaign to compromise Vietnamese government officials involved in ongoing territorial disputes with China in the South China Sea.

gain access to dataChinese hackers accessed the travel records of nine million customers of UK airline group EasyJet

compromise networkGerman officials found that a Russian hacking group associated with the FSB had compromised the networks of energy, water, and power companies in Germany by compromising the firms’ suppliers.

compromise systemSuspected Iranian hackers compromised the IT systems of at least three telecom companies in Pakistan, and used their access to monitor targets in the country.

leak info Two days before Taiwanese President Tsai Ing-wen was sworn in for her second term in office, the president’s office was hacked, and files were leaked to local media outlets purporting to show infighting within the administration. The president’s office claimed the leaked documents had been doctored.

revenge Israeli hackers disrupted operations at an Iranian port for several days, causing massive backups and delays. Officials characterized the attack as a retaliation against a failed Iranian hack in April targeting the command and control systems of Israeli water distribution systems.

remote controlThe NSA announced that Russian hackers associated with the GRU had been exploiting a bug that could allow them to take remote control of U.S. servers

Businesses in Japan, Italy, Germany, and the UK that supply equipment and software to industrial firms were attacked in a targeted and highly sophisticated campaign by an unknown group of hackers

Japan’s Defense Ministry announced it was investigating a large-scale cyber attack against Mitsubishi Electric that could have compromised details of new state-of-the-art missile designs.

A suspected PLA hacking group targeted government-owned companies, foreign affairs ministries, and science and technology ministries across Australia, Indonesia, the Philippines, Vietnam, Thailand, Myanmar, and Brunei.

spyware Suspected Vietnamese government hackers used malicious apps uploaded to the Google Play app store to infect users in South and Southeast Asia with spyware capable of monitoring the target’s call logs, geolocation data, and text messages.

disinformationPoland suggested the Russian government was being behind a series of cyber attacks on Poland’s War Studies University meant to advance a disinformation campaign undermining U.S.-Polish relations.

social mediaA Russian hacking group used forged diplomatic cables and planted articles on social media to undermine the governments of Estonia and the Republic of Georgia

Suspected Iranian hackers unsuccessfully targeted the command and control systems of water treatment plants, pumping stations, and sewage in Israel.

U.S. officials reported seeing a surge of attacks by Chinese hackers against healthcare providers, pharmaceutical manufacturers, and the U.S. Department of Health and Human services amidst the COVID-19 pandemic.

Suspected Vietnamese hackers targeted the Wuhan government and the Chinese Ministry of Emergency Management to collect information related to China’s COVID-19 response.

Government and energy sector entities in Azerbaijan were targeted by an unknown group focused on the SCADA systems of wind turbines

Suspected state-sponsored hackers targeted Chinese government agencies and Chinese diplomatic missions abroad by exploiting a zero-day vulnerability in virtual private networks servers

Iranian government-backed hackers attempted to break into the accounts of WHO staffers in the midst of the Covid-19 pandemic

spy North Korean hackers targeted individuals involved with North Korean refugees issues as part of a cyber espionage campaign

spy Suspected South Korean hackers were found to have used five previously unreported software vulnerabilities to conduct a wide-ranging espionage campaign against North Korean targets

spy Chinese hackers targeted over 75 organizations around the world in the manufacturing, media, healthcare, and nonprofit sectors as part of a broad-ranging cyber espionage campaign

spear-fishingHuman rights activists and journalists in Uzbekistan were targeted by suspected state security hackers in a spearphishing campaign intended install spyware on their devices

track locationSaudi mobile operators exploited a flaw in global telecommunications infrastructure to track the location of Saudis traveling abroad

A suspected nation state hacking group was discovered to be targeting industrial sector companies in Iran

Chinese cybersecurity firm Qihoo 360 accused the CIA of being involved in an 11-year long hacking campaign against Chinese industry targets, scientific research organizations, and government agencies

steal data Chinese hackers targeted Malaysian government officials to steal data related to government-backed projects in the region.

malware A hacking group of unknown origin was found to be targeting government and diplomatic targets across Southeast Asia as part of a phishing campaign utilizing custom malware

personal infoThe U.S. Defense Information Systems Agency announced it had suffered a data breach exposing the personal information of an unspecified number of individuals

DDoS Iran announced that it has defended against a DDoS against its communications infrastructure that caused internet outages across the country

cryptocurrencyThe U.S. Department of Justice indicted two Chinese nationals for laundering cryptocurrency for North Korean hackers

Mexico’s economy ministry announced it had detected a cyber attack launched against the ministry’s networks, but that no sensitive data had been exposed.

personal infoThe FBI announced that nation state hackers had breached the networks of two U.S. municipalities in 2019, exfiltrating user information and establishing backdoor access for future compromise

spyware More than two dozen Pakistani government officials had their mobile phones infected with spyware developed by the Israeli NSO Group

compromise databasesMitsubishi announces that a suspected Chinese group had targeted the company as part of a massive cyberattack that compromised personal data of 8,000 individuals as well as information relating to partnering businesses and government agencies, including projects relating to defense equipment.



gain access to clientsAn Iranian hacking group launched an attack on the U.S. based research company Wesat as part of a suspected effort to gain access to the firm’s clients in the public and private sectors

The UN was revealed to have covered up a hack into its IT systems in Europe conducted by an unknown but sophisticated hacking group.

Turkish government hackers targeted at least 30 organizations across Europe and the Middle East, including government ministries, embassies, security services, and companies.

A Russian hacking group infiltrated a Ukrainian energy company where Hunter Biden was previously a board member, and which has featured prominently in the U.S. impeachment debate.

A suspected nation state targeted the Austrian foreign ministry as part of a cyber attack lasting several weeks.

malware Chinese hackers used custom malware to target a Cambodian government organization

spear-fishingRussian government hackers targeted Ukrainian diplomats, government officials, military officers, law enforcement, journalists, and nongovernmental organizations in a spear phishing campaign

steal login credentialsUnknown hackers stole login credentials from government agencies in 22 nations across North America, Europe, and Asia

Iranian wiper malware was deployed against the network of Bapco, the national oil company of Bahrain.

Microsoft won a legal battle to take control of 50 web domains used by a North Korean hacking group to target government employees, think tank experts, university staff, and others involved in nuclear proliferation issues

An alleged Chinese state-sponsored hacking group attacked government entities and managed service providers by bypassing the two-factor authentication used by their targets

Iran announced that it had foiled a major cyber attack by a foreign government targeting the country’s e-government infrastructure

A suspected Vietnamese state-sponsored hacking group attacked BMW and Hyundai networks

spear-fishingRussian-speaking hacking group targeted a wide range of Kazakh individuals and organizations including government agencies, military personnel, foreign diplomats, journalists, dissidents, and others through a combination of spear phishing and physical device compromise.

DDoS An alleged non-state actor targeted the UK Labour party with a major DDoS attack that temporarily took the party’s computer systems offline.

password-sprayingMicrosoft security researchers found that in the last year, an Iranian hacker group carried out "password-spraying attacks" on thousands of organizations, but since October, have focused on the employees of dozens of manufacturers, suppliers, or maintainers of industrial control system equipment and software.

malware India announced that North Korean malware designed for data extraction had been identified in the networks of a nuclear power plant.

spy The NSA and GCHQ found that a Russian cyberespionage campaign had used an Iranian hacking group’s tools and infrastructure to spy on Middle Eastern targets.

spy State-sponsored Chinese hackers were revealed to have conducted at least six espionage campaigns since 2013 against targets in Myanmar, Taiwan, Vietnam, Indonesia, Mongolia, Tibet, and Xinjiang.

spyware An Israeli cybersecurity firm was found to have sold spyware used to target senior government and military officials in at least 20 countries by exploiting a vulnerability in WhatsApp.

website A state-sponsored hacking campaign knocked offline more than 2,000 websites across Georgia, including government and court websites containing case materials and personal data. More than 20 countries later attributed the attack to Russia.

spyware The Moroccan government targeted two human rights activists using spyware purchased from Israel.

steal intellectual propertyIranian hackers targeted more than 170 universities around the world between 2013 and 2017, stealing $3.4 billion worth of intellectual property and selling stolen data to Iranian customers.

steal intellectual propertyChinese hackers engaged in a multi-year campaign between 2010 and 2015 to acquire intellectual property from foreign companies to support the development of the Chinese C919 airliner.

backdoor A Chinese government-sponsored propaganda app with more than 100 million users was found to have been programmed to have a backdoor granting access to location data, messages, photos, and browsing history, as well as remotely activate audio recordings.

steal credentialsSuspected North Korean hackers attempted to steal credentials from individuals working on North Korea-related issues at the UN and other NGOs.

Russian hackers engaged in a campaign since 2013 targeting embassies and foreign affairs ministries in several European countries.

A state-sponsored hacking group targeted diplomats and high-profile Russian speaking users in Eastern Europe.

Chinese hackers targeted entities in Germany, Mongolia, Myanmar, Pakistan, and Vietnam, individuals involved in UN Security Council resolutions regarding ISIS, and members of religious groups and cultural exchange nonprofits in Asia.

Iranian hackers conducted a series of attacks against the Trump campaign, as well as current and former U.S. government officials, journalists, and Iranians living abroad.

activists, journalists, researchersThe Egyptian government conducted a series of cyberattacks against journalists, academics, lawyers, human rights activists, and opposition politicians.

Chinese hackers were found to have targeted government agencies, embassies, and other government-related embassies across Southeast Asia in the first half of 2019.

malware Alleged Chinese hackers used mobile malware to target senior Tibetan lawmakers and individuals with ties to the Dalai Lama.

phishing Hackers with ties to the Russian government conducted a phishing campaign against the embassies and foreign affairs ministries of countries across Eastern Europe and Central Asia.

phishing North Korean hackers were revealed to have conducted a phishing campaign over the summer of 2019 targeted U.S. entities researching the North Korean nuclear program and economic sanctions against North Korea.

steal intellectual propertyIranian hackers targeted more than 60 universities in the U.S., Australia, UK, Canada, Hong Kong, and Switzerland in an attempt to steal intellectual property.

disrupt serviceHuawei accused the U.S. government of hacking into its intranet and internal information systems to disrupt its business operations.

revenge The United States carried out cyber operations against Iran in retaliation for Iran’s attacks on Saudi Arabia’s oil facilities. The operation affected physical hardware, and had the goal of disrupting Iran’s ability to spread propaganda.

Airbus revealed that hackers targeting commercial secrets engaged in a series of supply chain attacks targeting four of the company’s subcontractors.

A Chinese state-sponsored hacking group responsible for attacks against three U.S. utility companies in July 2019 was found to have subsequently targeted seventeen others.

steal data Chinese state-sponsored hackers were revealed to have targeted multiple U.S. cancer institutes to take information relating to cutting edge cancer research.

steal data A suspected Indian cyber espionage group conducted a phishing campaign targeting Chinese government agencies and state-owned enterprises for information related to economic trade, defense issues, and foreign relations.

malware China used compromised websites to distribute malware to Uyghur populations using previously undisclosed exploits for Apple, Google, and Windows phones.

spy A previously unidentified Chinese espionage group was found to have worked since 2012 to gather data from foreign firms in industries identified as strategic priorities by the Chinese government, including telecommunications, healthcare, semiconductor manufacturing, and machine learning. The group was also active in the theft of virtual currencies and the monitoring of dissidents in Hong Kong.

spy A seven-year campaign by an unidentified Spanish-language espionage group was revealed to have resulted in the theft of sensitive mapping files from senior officials in the Venezuelan Army

phishing North Korean hackers conducted a phishing campaign against foreign affairs officials in at least three countries, with a focus on those studying North Korean nuclear efforts and related international sanctions.

track political rivalsHuawei technicians helped government officials in two African countries track political rivals and access encrypted communications.

The Czech Republic announced that the country’s Foreign Ministry had been the victim of a cyberattack by an unspecified foreign state, later identified as Russia

Networks at several Bahraini government agencies and critical infrastructure providers were infiltrated by hackers linked to Iran

Russian hackers were observed using vulnerable IoT devices like a printer, VOIP phone, and video decoder to break into high-value corporate networks

malware The U.S. Coast Guard issued a warning after it received a report that a merchant vessel had its networks disrupted by malware while traveling through international waters

spear-fishingState-sponsored Chinese hackers conducted a spear-phishing campaign against employees of three major U.S. utility companies

gain access to dataCapital One reveals that a hacker accessed data on 100 million credit card applications, including Social Security and bank account numbers.

Encrypted email service provider ProtonMail was hacked by a state-sponsored group looking to gain access to accounts held by reporters and former intelligence officials conducting investigations of Russian intelligence activities.

BAAF, Siemens, Henkel Several major German industrial firms including BASF, Siemens, and Henkel announced that they had been the victim of a state-sponsored hacking campaign reported to be linked to the Chinese government



A Chinese hacking group was discovered to have targeted government agencies across East Asia involved in information technology, foreign affairs, and economic development.

An Iranian hacking group targeted LinkedIn users associated with financial, energy, and government entities operating in the Middle East

Microsoft revealed that it had detected almost 800 cyberattacks over the past year targeting think tanks, NGOs, and other political organizations around the world, with the majority of attacks originating in Iran, North Korean, and Russia.

Libya arrested two men who were accused of working with a Russian troll farm to influence the elections in several African countries.

Croatian government agencies were targeted in a series of attacks by unidentified state sponsored hackers

U.S. Cybercommand issued an alert warning that government networks were being targeted with malware associated with a known Iran-linked hacking group

steal data Chinese intelligence services hacked into the Australian University to collect data they could use to groom students as informants before they were hired into the civil service.

personal infoWestern intelligence services were alleged to have hacked into Russian internet search company Yandex in late 2018 to spy on user accounts

warning messageU.S. officials reveal ongoing efforts to deploy hacking tools against Russian grid systems as a deterrent and warning to Russia

disrupt messaging serviceChina conducted a denial-of-service attack on encrypted messaging service Telegram in order to disrupt communications among Hong Kong protestors

Over the course of seven years, a Chinese espionage group hacked into ten international cellphone providers operating across thirty countries to track dissidents, officials, and suspected spies.

The U.S. announced it had launched offensive cyber operations against Iranian computer systems used to control missile and rocket launches.

Iran announced that it had exposed and helped dismantle an alleged CIA-backed cyber espionage network across multiple countries

U.S. grid regulator NERC issued a warning that a major hacking group with suspected Russian ties was conducting reconnaissance into the networks of electrical utilities.

A suspected Iranian group was found to have hacked into telecommunications services in Iraq, Pakistan, and Tajikistan

disinformationIran developed a network of websites and accounts that were being used to spread false information about the U.S., Israel, and Saudi Arabia.

Government organizations in two different Middle Eastern countries were targeted by Chinese state-sponsored hackers.

A Chinese government-sponsored hacking group was reported to be targeting unidentified entities across the Philippines.

The Israeli Defense Forces launched an airstrike on the Hamas after they unsuccessfully attempted to hack Israeli targets.

Hackers affiliated with the Chinese intelligence service reportedly had been using NSA hacking tools since 2016, more than a year before those tools were publicly leaked.

steal data Chinese hackers stole General Electric’s trade secrets concerning jet engine turbine technologies

personal infoAmnesty International’s Hong Kong office announced it had been the victim of an attack by Chinese hackers who accessed the personal information of the office’s supporters.

steal intellectual propertyPharmaceutical company Bayer announced it had prevented an attack by Chinese hackers targeting sensitive intellectual property.

disinformationHackers used spoofed email addresses to conduct a disinformation campaign in Lithuania to discredit the Defense Minister by spreading rumors of corruption.

Ukrainian military and government organizations had been targeted was part of a campaign by hackers from the Luhansk People’s Republic, a Russia-backed group that declared independence from Ukraine in 2014.

The Finnish police probed a denial-of-service attack against the web service used to publish the vote tallies from Finland’s elections.

Iranian hackers reportedly undertook a hacking campaign against banks, local government networks, and other public agencies in the UK.

steal data Iranian hackers targeted thousands of people at more than 200 oil-and-gas and heavy machinery companies across the world, stealing corporate secrets and wiping data from computers.

steal data U.S. officials reported that at least 27 universities in the U.S. had been targeted by Chinese hackers as part of a campaign to steal research on naval technologies.

spy An Iranian cyber espionage group targeted government and industry digital infrastructure in Saudi Arabia and the U.S.

spy North Korean hackers targeted an Israeli security firm as part of an industrial espionage campaign.

steal moneyThe UN Security Council reported that North Korea has used state-sponsored hacking to evade international sanctions, stealing $670 million in foreign currency and cryptocurrency between 2015 and 2018.

website Following an attack on Indian military forces in Kashmir, Pakistani hackers targeted almost 100 Indian government websites and critical systems. Indian officials reported that they engaged in offensive cyber measures to counter the attacks.

DDoS The U.S. Department of Energy reported that grid operators in Los Angeles County, California and Salt Lake County, Utah, suffered a DDoS attack that disrupted their operations, but did not cause any outages

hack cellphoneIran's intelligence service hacked into former IDF Chief and Israeli opposition leader Benny Gantz’ cellphone ahead of Israel’s April elections.

disrupt communicationThe Australian Signals Directorate revealed that it had conducted cyber attacks against ISIS targets in the Middle East to disrupt their communications in coordination with coalition forces.

acquire IP State supported Vietnamese hackers targeted foreign automotive companies to acquire IP.

Chinese hackers targeted Israeli defense firms that had connections to the U.S. military

Russian hackers targeted a number of European government agencies ahead of EU elections in May.

Indonesia’s National Election Commission reported that Chinese and Russian hackers had probed Indonesia’s voter database ahead of presidential and legislative elections in the country.

Civil liberties organizations claimed that government-backed hackers targeted Egyptian human rights activists, media, and civil society organizations throughout 2019.

steal data Norwegian software firm Visma revealed that it had been targeted by hackers from the Chinese Ministry of State Security who were attempting to steal trade secrets from the firm’s clients.

malware The UN International Civil Aviation Organizations revealed that in late 2016 it was compromised by China-linked hackers who used their access to spread malware to foreign government websites.

personal infoEuropean aerospace company Airbus reveals it was targeted by Chinese hackers who stole the personal and IT identification information of some of its European employees.

phishing Prior to the Vietnam summit of Kim Jong Un and Donald Trump, North Korean hackers were found to have targeted South Korean institutions in a phishing campaign using documents related to the diplomatic event as bait.

gain access to systemState-sponsored hackers were caught in the early stages of gaining access to computer systems of several political parties as well as the Australian Federal Parliament.

U.S. Cybercommand revealed that during the 2018 U.S. midterm elections, it had blocked internet access to the Internet Research Agency, a Russian company involved in information operations against the U.S. during the 2016 presidential election.

A hacking campaign targeted Russian companies linked to state-sponsored North Korean hackers.

Hackers associated with the Russian intelligence services had targeted more than 100 individuals in Europe at civil society groups working on election security and democracy promotion.

steal data U.S. prosecutors unsealed two indictments against Huawei and its CFO Meng Wanzhou alleging crimes ranging from wire and bank fraud to obstruction of justice and conspiracy to steal trade secrets

personal infoSecurity researchers reveal that Iranian hackers have been targeting the telecom and travel industries since at least 2014 in an attempt to surveil and collect the personal information of individuals in the Middle East, U.S., Europe, and Australia

personal infoHackers release the personal details, private communications, and financial information of hundreds of German politicians, with targets representing every political party except the far-right AfD.

email France attributed a cyberattack targeting the Ministry of Defense to a Russian-based hacking group. The attack targeted the mailboxes of nineteen executives of the ministry.

botnet The U.S. Department of Justice announced an operation to disrupt a North Korean botnet that had been used to target companies in the media, aerospace, financial, and critical infrastructure sectors.

DNS hijackingIran was revealed to have engaged in a multi-year, global DNS hijacking campaign targeting telecommunications and internet infrastructure providers as well as government entities in the Middle East, Europe, and North America.



Hackers associated with the Russian intelligence services were found to have targeted the Center for Strategic and International Studies.

Former U.S. intelligence personnel were revealed to be working for the UAE to help the country hack into the phones of activists, diplomats, and foreign government officials

The U.S. Democratic National Committee revealed that it had been targeted by Russian hackers in the weeks after the 2018 midterm elections

South Korea’s Ministry of National Defense announced that unknown hackers had compromised computer systems at the ministry’s procurement office

The U.S. Securities and Exchange Commission charged a group of hackers from the U.S., Russia, and Ukraine with the 2016 breach of the SEC’s online corporate filing portal exploited to execute trades based on non-public information

steal data Chinese hackers stole IP and confidential business and technological information from managed service providers – companies that manage IT infrastructure for other businesses and governments

steal data U.S. Navy officials report that Chinese hackers had repeatedly stolen information from Navy contractors including ship maintenance data and missile plans.

malware North Korean hackers targeted the Chilean interbank network after tricking an employee into installing malware over the course of a fake job interview

spy The United States, in coordination with Australia, Canada, the UK, and New Zealand, accused China for conducting a 12-year campaign of cyber espionage targeting the IP and trade secrets of companies across 12 countries. The announcement was tied to the indictment of two Chinese hackers associated with the campaign.

personal infoNorth Korean hackers stole the personal information of almost 1,000 North Korean defectors living in South Korea

personal infoSecretary of State Mike Pompeo confirmed that Chinese hackers breached the systems of an American hotel chain, stealing the personal information of over 500 million customers

compromise systemChinese hackers were found to have compromised the EU’s communications systems, maintaining access to sensitive diplomatic cables for several years

Security researchers discover a cyber campaign carried out by a Russia-linked group targeting the government agencies of Ukraine as well as multiple NATO members

oil company, embassy Researchers report that a state-sponsored Middle Eastern hacking group had targeted telecommunications companies, government embassies, and a Russian oil company located across Pakistan, Russia, Saudi Arabia, Turkey, and North America

Italian oil company Saipem was targeted by hackers utilizing a modified version of the Shamoon virus, taking down hundreds of the company’s servers and personal computers in the United Arab Emirates, Saudi Arabia, Scotland, and India

North Korean hackers have reportedly targeted universities in the U.S. since May, with a particular focus on individuals with expertise in biomedical engineering

The Security Service of Ukraine blocked an attempt by the Russian special services to disrupt the information systems of Ukraine’s judicial authority

The Czech security service announced that Russian intelligence services were discovered to have been behind attacks against the Czech foreign ministry in 2017

steal data Australian defense shipbuilder Austal announced it had been the victim of a hack resulting in the theft of unclassified ship designs which were later sold online

malware Ukraine’s CERT discovered malware in the computer systems of Ukraine state agencies believed to be implanted as a precursor for a future large-scale cyber attack

spy Security researchers discover a cyberespionage campaign targeting government websites of Lebanon and the United Arab Emirates

spy Researchers discover that a Chinese cyberespionage group targeted a UK engineering company using techniques associated with Russia-linked groups in an attempt to avoid attribution

email German security officials announced that a Russia-linked group had targeted the email accounts of several members of the German parliament, as well as the German military and several embassies

ransomware attackThe U.S. Justice Department indicted two Iranians for the ransomware attack affecting Atlanta’s government earlier in 2018

steal moneyNorth Korean hackers were found to have used malware to steal tens of millions of dollars from ATMs across Asia and Africa

spyware Researchers reveal that a Mexican government-linked group used spyware to target the colleagues of a slain journalist investigating drug cartels

gain access to systemSecurity researchers report that Russian hackers impersonating U.S. State Department officials attempted to gain access to the computer systems of military and law enforcement agencies, defense contractors, and media companies

Security researchers report that Russia launched coordinated cyber attacks against Ukrainian government and military targets before and during the attack on Ukrainian ships in late November

Chinese state media reports that the country had been the victim of multiple attacks by foreign hackers in 2018, including the theft of confidential emails, utility design plans, lists of army units, and more

The Pakistani Air Force was revealed to have been targeted by nation-state hackers with access to zero-day exploits

Security researchers identify an Iranian domestic surveillance campaign to monitor dissent targeting Telegram and Instagram users

steal data The U.S. Department of Justice indicted Chinese intelligence officers and hackers working for them for engaging in a campaign to hack into U.S. aerospace companies and steal information

malware Security researchers link the malware used to attack a petrochemical plant in Saudi Arabia to a research institute run by the Russian government.

personal infoThe Centers for Medicare and Medicaid Services announced that hackers had compromised a government computer system, gaining access to the personal data of 75,000 people ahead of the start of ACA sign-up season.

eavesdrop U.S. agencies warned President Trump that that China and Russia eavesdropped on calls he made from an unsecured phone.

The head of Iran’s civil defense agency announced that the country had recently neutralized a new, more sophisticated version of Stuxnet

U.S. defense officials announced that Cyber Command had begun targeting individual Russian operatives to deter them from interfering in the 2018 midterm elections.

News reports reveal that the Israel Defense Force requested that cybersecurity companies develop proposals for monitoring the personal correspondence of social media users.

The U.S. Department of Homeland Security announces that it has detected a growing volume of cyber activity targeting election infrastructure in the U.S. ahead of the 2018 midterm elections.

The Security Service of Ukraine announced that a Russian group had carried out an attempted hack on the information and telecommunication systems of Ukrainian government groups

The U.S. Justice Department announces criminal charges against seven GRU officers for multiple instances of hacking against organizations including FIFA, Westinghouse Electric Company, the Organisation for the Prohibition of Chemical Weapons, and the U.S. and World Anti-Doping Agencies.

steal data The U.S. Department of Justice announces the indictment and extradition of a Russian hacker accused of participating in the hack of JP Morgan Chase in 2014, leading to the theft of data from over 80 million customers.

malware Security researchers found that a Russian hacking group had used malware to target the firmware of computers at government institutions in the Balkans and in Central and Eastern Europe.

spy Swiss officials reveal that two Russian spies caught in the Netherlands had been preparing to use cyber tools to sabotage the Swiss defense lab analyzing the nerve agent used to poison former Russian Agent Sergei Skripal.

spy Researchers reveal a new cyber espionage campaign linked to attacks against Vietnamese defense, energy, and government organizations in 2013 and 2014.

personal infoChinese hackers breached the systems of the Starwood hotel chain in 2014. It is estimated that the personal information of up to 500 million people was stolen

email In a letter to Senate leaders, Sen. Ron Wyden revealed that a major technology company had alerted multiple Senate offices of attempts by foreign government hackers to gain access to the email accounts of Senators and their staff

email Russian hackers targeted the email inboxes of religious leaders connected to Ukraine amid efforts to disassociate Ukraine’s Orthodox church from its association with Russia.

spyware Researchers report that 36 different governments deployed Pegasus spyware against targets in at least 45 countries, including the U.S., France, Canada, and the UK.

spyware Security researchers find that Iranian hackers have been surveilling Iranian citizens since 2016 as part of a mobile spyware campaign directed at ISIS supporters and members of the Kurdish ethnic group.

email, personal infoThe U.S. State Department suffers a breach of one of its unclassified email systems, exposing the personal information of several hundred employees.

steal money, ransomware attackThe U.S. Department of Justice announces the indictment of Park Jin Hyok, a North Korean Hacker allegedly involved in the 2014 Sony hack, the 2016 theft of $81 million from a Bangladeshi bank, and the WannaCry ransomware attacks.

steal moneyNorth Korean hackers stole $13.5 million from India’s Cosmos Bank after breaking into the bank’s system and authorizing thousands of unauthorized ATM withdrawals, as well as several illegal money transfers through the SWIFT financial network.

steal intellectual propertySecurity researchers report that Iranian hackers had targeted the websites and login pages of 76 universities in 14 countries. The attackers stole the credentials of users who attempted to sign in, gaining access to library resources for the purposes of intellectual property theft.

disinformationFacebook identified multiple new disinformation campaigns on its platform sponsored by groups in Russia and Iran. The campaigns targeted users in the U.S., Latin America, Britain, and the Middle East, and involved 652 fake accounts, pages, and groups.



Microsoft announces that Russian hackers had targeted U.S. Senators and conservative think tanks critical of Russia.

malware Ukrainian intelligence officials claim to have thwarted a Russian attack on the network equipment of a chlorine plant in central Ukraine. The virus used in the attack is the same malware responsible for the infection of 500,000 routers worldwide in a campaign the FBI linked to state-sponsored Russian hackers.

spy Security researchers report that Chinese hackers had been actively spying on political actors on both sides of the upcoming Cambodian elections. Targets include the country’s National Election Commission, several government ministries, the Cambodian Senate, at least one Member of Parliament, and multiple media outlets and human rights activists.

personal infoSingapore’s largest healthcare institution was targeted by state-sponsored hackers, leading to the leakage of personal information for 1.5 million patients, along with prescription details for 160,000 others.

email Senator Claire McCaskill reveals that her 2018 re-election campaign was targeted by hackers affiliated with Russia’s GRU intelligence agency. Attackers unsuccessfully targeted staffers in the Senator’s office with phishing emails designed to harvest their passwords.

email The U.S. Department of Justice announced the indictments of 12 Russian intelligence officers for carrying out large-scale cyber operations against the Democratic Party in advance of the 2016 Presidential election. The officers’ alleged crimes included the theft and subsequent leakage of emails from the Democratic National Committee and Hillary Clinton campaign, and the targeting of election infrastructure and local election officials in an attempt to interfere with the election.

DDoS Hackers targeted the campaigns of at least two local Democratic candidates during 2018’s primary season, reportedly using DDoS attacks to disrupt campaign websites during periods of active fundraising and positive news publicity.

backdoor Russian hackers were found to have targeted the Italian navy with malware designed to insert a backdoor into infected networks.

steal intellectual propertyAustralian National University (ANU) was found to have been breached by Chinese hackers in an attack believed to be motivated by a desire to siphon intellectual property from the institution.

compromise networkThe Department of Homeland Security reveal that a campaign by Russian hackers in 2017 had compromised the networks of multiple U.S. electric utilities and put attackers in a position where they could have caused blackouts.

Security researchers report that an Iranian hacking group had been targeting the industrial control systems of electric utility companies in the U.S., Europe, East Asia, and the Middle East.

Researchers report that a hacking group linked to Iran has been active since early 2017 targeting energy, government, finance, and telecommunications entities in the Middle East.

Microsoft reveals that Russian hackers had targeted the campaigns of three Democratic candidates running for the 2018 midterm elections.

Security researchers detect a spike in hacking attempts against IoT devices in Finland during the run-up President Trump’s summit with Vladimir Putin in Helsinki. The majority of attacks originated in China.

steal data Chinese government hackers compromised the networks of a U.S. Navy contractor, stealing 614 GB of data related to weapons, sensor, and communication systems under development for U.S. submarines.

malware A Chinese hacking group targeted a national data center in a Central Asian country, preparing a watering hole attack to inject malicious code onto other government websites connecting to the data center.

spy Chinese hackers were found to be engaged in a cyber espionage campaign to collect data from satellite, telecom, and defense organizations in the U.S. and Southeast Asia.

personal infoMarketing data firm Exactis suffered a data breach exposing the information of 340 million people, including their political preferences, browsing habits, and purchase data.

backdoor Ukraine police claim that Russian hackers have been systematically targeting Ukrainian banks, energy companies, and other organizations to establish backdoors in preparation for a wide-scale strike against the country.

backdoor Researchers reveal that North Korean hackers targeted a South Korean think tank focused on national security issues. The hackers used a zero-day exploit to compromise the organization’s website and insert a backdoor for injecting code.

A Russian hacking group linked to disrupting the Peyongchang Olympics targeted individuals in France, Germany, Switzerland, Russia, and Ukraine linked to a biochemical threat conference organized by a company involved in the investigation of the poisoning of Sergei Skripal in March 2018.

The U.S. Treasury Department announced sanctions against five Russian companies and three individuals for enabling Russian intelligence and military units to conduct cyberattacks against the U.S.

steal data Cyber security researchers reported that North Korean hackers had been targeting defectors through compromised Android apps hosted through the Google Play market, stealing device information and allowing the insertion of executable code stealing photos, contact lists, and text messages.

malware Within 24 hours of President Trump’s announcement that the US would withdraw from the Iran nuclear agreement, security firms reported increases in Iranian hacking activity, including the sending of emails containing malware to diplomats in the Foreign Affairs ministries of US allies, as well as global telecommunication companies.

steal moneyAn unknown group of hackers stole between $18 and $20 million dollars from Mexican banks by exploiting the SWIFT transfer system, submitting a series of false transfer orders to phantom accounts in other banks and emptying the accounts in dozens of branch offices.

spyware Security researchers reveal that the Pakistani military used Facebook Messenger to distribute spyware to targets in the Middle East, Afghanistan, and India in an attempt to compromise government officials, medical professionals, and others.

surveillanceTurkish government hackers were discovered to be using surveillance software FinFisher to infect Turkish dissidents and protesters.

Researchers reveal that a hacking group connected to Russian intelligence services had been conducting reconnaissance on the business and ICS networks of electric utilities in the US and UK since May 2017.

steal data A cyber espionage campaign originating in China collected data from satellite, telecom, and defense organizations in the United States and Southeast Asia

malware Cyber security researchers reveal that North Korean hackers targeted critical infrastructure, finance, healthcare, and other industries in 17 countries using malware resembling the code used in the 2014 Sony Pictures attack.

spyware Israeli cyber researchers revealed that Hamas had planted spyware in mobile phones owned by members of Fatah, a rival Palestinian faction

compromise routersUS and UK officials issued a joint warning that Russia was deliberately targeting western critical infrastructure by compromising home and business routers

siphon fundsThe North Korean hacking group responsible for the SWIFT attacks was found to have targeted a Central American online casino in an attempt to siphon funds

government, researchers Security researchers report that an Indian hacking group had been targeting government agencies and research institutions in China and Pakistan since 2013.

Reports from cyber security researchers indicate that Chinese state-sponsored hacking groups have targeted Japanese defense companies in an attempt to gain information on Tokyo’s policies towards North Korea

The director of the UK’s Government Communications Headquarters (GCHQ) announced that the organization had been conducting offensive cyber operations against ISIS to suppress their propaganda, disrupt their coordination, and protect deployed military personnel

The chief of Germany’s domestic intelligence services accused Russia of being behind the December 2017 attack on the government’s computer networks

The UK’s National Cyber Security Centre released an advisory note warning that Russian state actors were targeting UK critical infrastructure by infiltrating supply chains

All government services of Sint. Maarten, a Caribbean island and constitute country of the Netherlands, were taken offline for a week after a cyber attack. According to local authorities, this is the third cyber attack the country has faced in just over a year.

malware Cybersecurity researchers reveal that a Chinese hacking group used malware to attack the service provider for the UK government in an attempt to gain access to contractors at various UK government departments and military organizations

personal infoA data breach of the company Under Armor compromised the information of 150 million users of its fitness and nutrition tracking app MyFitnessPal

email A UN report details attempts by North Korean hackers to compromise email accounts of the members of a UN panel enforcing trade sanctions against North Korea.

ransomware attackOnline services for the city of Atlanta were disrupted after a ransomware attack struck the city’s networks, demanding $55,000 worth of bitcoin in payment. The city would eventually spend approximately $2.6 million recovering from the attack.

ransomware attackBaltimore’s 911 dispatch system was taken down for 17 hours after a ransomware attack, forcing the city to revert to manual dispatching of emergency services

steal intellectual propertyThe US Departments of Justice and Treasury accused Iran in an indictment of stealing intellectual property from more than 300 universities, as well as government agencies and financial services companies.

The FBI and Department of Homeland Security issued a joint technical alert to warn of Russian cyber attacks against US critical infrastructure. Targets included energy, nuclear, water, aviation, and manufacturing facilities.

Columbian authorities reported more than 50,000 attacks on the web platform of Columbia’s national voter registry during the run-up to national elections.

Cybersecurity researchers announce evidence that the same North Korean hacking group linked to the SWIFT financial network attacks has been targeting several major Turkish banks and government finance agencies.

steal data German news reported that a Russian hacking group had breached the online networks of Germany’s foreign and interior ministries, exfiltrating at least 17 gigabytes of data in an intrusion that went undetected for a year.

ransomware attackThe US and UK formally blame Russia for the June 2017 NotPetya ransomware attack that caused billions of dollars in damages across the world.

website A cyberattack on the Pyeongchang Olympic Games attributed to Russia took the official Olympic website offline for 12 hours and disrupted wifi and televisions at the Pyeongchang Olympic stadium.

The Justice Department indicted 13 Russians and three companies for their online efforts to interfere in the 2016 US presidential elections.

Officials at the Department of Homeland Security confirmed that Russian hackers successfully penetrated the voter registration rolls of several US states prior to the 2016 election.

steal data Chinese hackers infiltrated a U.S. Navy contractor working for the Naval Undersea Warfare Center. 614 gigabytes of material related to a supersonic anti-ship missile for use on U.S. submarines were taken, along with submarine radio room information related to cryptographic systems and the Navy submarine development unit’s electronic warfare library

steal data Norwegian officials discover a “very professional” attempt to steal patient data from a Norwegian hospital system, in an attack they speculate was connected to the upcoming NATO Trident Juncture 18 military exercise.



steal data A hacking group with ties to the Lebanese General Directorate of General Security was revealed to have been involved in a six-year campaign to steal text messages, call logs, and files from journalists, military officers, corporations, and other targets in 21 countries worldwide.

personal infoThe Unique Identification Authority of India and its Aadhaar system are hacked by unknown actors, resulting in the personal data of more than 1 billion people being available for purchase.

steal moneyA Japan-based cryptocurrency exchange reveals that it lost $530 million worth of the cryptocurrency NEM in a hack, in what amounts to possibly the largest cryptocurrency heist of all time.

gain access to dataChina denied that the computer network it supplied to the African Union allowed it access the AU’s confidential information and transfer it to China, or that it had bugged offices in the AU headquarters that it had built.

malware French company Schneider Electric was forced to shut down operations of a power plant in the Middle East after malware compromised its industrial control systems. Analysis by security researchers indicated that the attack was sponsored by a nation-state.

backdoor The state-owned China Aerospace Science and Industry Corporation (CASIC) is alleged to have pre-installed backdoors in biometric equipment sold to Taiwan for its e-Gate border control system. The backdoors would have allowed CASIC to gather private data on both Taiwanese and foreign citizens traveling in and out of the country since the system’s installation in 2012.

fake Iranian hackers used fake social network profiles and a fake news site to target academic researchers, human rights activists, media outlets, and political advisors

spy Cybersecurity researchers report a cyberespionage campaign targeting government organizations in South America and Southeast Asia. The group, deemed to have nation-state capabilities, aimed to acquire foreign policy information from diplomatic and government entities.

spy Cybersecurity researchers report a sophisticated Vietnamese hacking group responsible for cyber espionage campaigns targeting the ASEAN organization, foreign corporations with an interest in Vietnamese industries, and media, human rights, and civil society organizations.

delete the data in exchange for moneyUber discloses that it paid hackers $100,000 to delete the stolen data of 57 million of its customers and drivers, including names, phone numbers, email addresses, and license plate numbers.

Siemens, Moddy's, Trimble Three Chinese nationals employed at a China-based Internet security firm are indicted by a US grand jury for computer hacking, theft of trade secrets, conspiracy, and identity theft against employees of Siemens, Moody’s Analytics, and Trimble.

steal data North Korean hackers allegedly broke into South Korea’s defense data center in 2016 and stole a large trove of sensitive documents over the course of a year, including joint U.S.-South Korean blueprints for war on the peninsula.

steal data The Australian Government revealed that hackers compromised an Australian national security contractor in 2016 and stole large amounts of data, including information related to the development of the F-35 Joint Strike Fighter.

ransomware attackA major wave of ransomware infections hits media organizations, train stations, airports, and government agencies in Russia and Eastern Europe. Security researchers found strong evidence linking the attack to the creators of NotPetya, and noted that the malware used leaked NSA-linked exploits to move through networks. Ukrainian police later reported that the ransomware was a cover for a quiet phishing campaign undertaken by the same actor to gain remote access to financial and other confidential data.

spear-fishingNorth Korean hackers were found to have targeted US electric companies in a spear-phishing campaign meant to probe utilities’ defenses.

compromise accountsYahoo updates the previous projections of 1 billion account affected in its massive 2013 breach, acknowledging that all 3 billion accounts were compromised.

steal secretsReports surface that Russian government-backed hackers stole NSA hacking secrets from a contractor in 2015 by exploiting the Kaspersky antivirus software on the contractor’s home computer

Russian hackers reported to be targeting potential attendees of CyCon, a cybersecurity conference organized by the US Army and the NATO CCD COE

DHS and FBI reports warn of Russia-linked hackers targeting industrial control systems at US energy companies and other critical infrastructure organizations

Poland’s Defense Minister reports that the country repelled a third Russian hacking attempt against companies in Poland, reportedly part of a larger campaign against Eastern European corporations.

China allegedly carried out a cyberattack against a U.S. think tank and law firm, both involved with fugitive Chinese tycoon Guo Wengui.

malware China allegedly inserted malware into widely used PC management tool. The malware targeted at least 20 major international technology firms.

malware Researchers report malware infections in Cambodia designed to surveil dissidents and disrupt domestic political activity.

spy An Iranian hacking group was responsible for an espionage campaign targeting the aerospace industry in the U.S. and Saudi Arabia, as well as petrochemical firms in South Korea and Saudi Arabia.

personal infoCredit monitoring firm Equifax disclosed a July data breach that revealed 143 million people’s full names, social security numbers, birth dates, home addresses and driver’s license numbers, as well as 209,000 credit card numbers.

gain access to dataThe SEC reported that cybercriminals accessed the agency’s files in 2016 and used the information gathered for illicit trading

hack cellphoneRussia compromised the personal smartphones of NATO soldiers deployed to Poland and the Baltic states.

Press reports say that the US Cyber Command targeted North Korea's the Reconnaissance General Bureau for denial-of-service attacks.

spyware A state-sponsored spyware campaign targeted Indian and Pakistani government security and military organizations.

Researchers inform the Estonian Information System Authority of a vulnerability potentially affecting the use of 750,000 Estonian e-ID cards. The government replaced the compromised cards in late 2017, but claims that no cards were ever hacked.

cryptocurrency platforms South Korea’s Cyber Warfare Research Center reports that North Korea has been targeting South Korean Bitcoin exchanges.

The Scottish Parliament suffered from a brute force cyberattack similar to the one that compromised the British Parliament in June.

malware Cyber research firms reported a new malware campaign launched the day after North Korea’s July missile tests. The identified family of malware featured a command and control infrastructure with links to South Korea, and had previously been used in three other campaigns linked to North Korea.

personal infoHackers attacked a partner of UniCredit, Italy’s largest bank, gaining access to loan and biographical data from 400,000 client accounts

spear-fishingSecurity researchers revealed an Iran-linked cyber espionage group active since 2013 that had used spear phishing and watering hole attacks to target government institutions, defense companies, IT firms and more in Israel, Saudi Arabia, the US, Germany, Jordan, and Turkey.

website The Qatari government accused hackers in the United Arab Emirates of posting fake news and attacking Qatari state-run media websites in a campaign designed to widen a rift between Gulf states.

compromise confidentialThe Swedish Transport Agency’s outsourced data is hacked, potentially compromising confidential information and classified information on military plans

malware, spySecurity researchers revealed details of a wide-ranging malware campaign linked to China which used over 600 strains of malware to conduct espionage operations on Southeast Asian military and government organizations

compromise wifiRussian hackers used leaked NSA tools to compromise Wi-Fi servers in European and Middle Eastern hotels in a campaign targeting top diplomats and industrial leaders.

GCHQ issued a warning saying that state-sponsored hackers had likely broken into the Industrial Control Systems of UK energy companies

The FBI and DHS announced that hackers had been targeting US energy facilities including the Wolf Creek Nuclear Operating Corporation in a campaign bearing resemblance to the operations of a known Russian hacking group

email A brute-force attack alleged to have been carried out by Iranian state actors compromised nearly 90 British members of parliament, whose email accounts were hacked.

ransomware attackA NotPetya ransomware attack shut down the port terminals of Danish shipping giant Maersk for two days, causing an estimated $300 million in associated costs

ransomware attackRussian hackers used an updated ransomware program to target Ukrainian infrastructure, including power companies, airports, and public transit.

spear-fishingA Russia-linked hacking group was found to have launched a spear-phishing campaign against Montenegro after the country announced its decision to join NATO

spyware The New York Times revealed that spyware sold to the Mexican government was being used to target human rights lawyers, journalists, and anti-corruption activists

DDoS US-CERT identified the North Korean government as being behind a DDoS botnet infrastructure used to target media, financial, aerospace, and critical infrastructure organizations worldwide

steal data Thousands of emails and other documents from the campaign of French president-elect Emmanuel Macron, totaling 9 gigabytes, were released shortly before the election, in an effort linked to Russia.

ransomware attackA ransomware campaign spread to 99 countries using a vulnerability revealed in the Shadow Brokers’ April 2017 dump of NSA tools.

gain access to dataBeginning in 2011, Hackers from the internet security firm Boyusec compromised the networks of three companies over a multi-year period and gained access to confidential documents and data, including sensitive internal communications, usernames and passwords, and business and commercial information

send messagesLebanon accused Israel of hacking the Lebanese telecoms network and sending audio and WhatsApp messages to 10,000 people claiming that Hezbollah’s leader was behind the death of the group’s top commander.

A hacking campaign by an Iran-linked group targeted multiple Israeli IT vendors, financial institutions and the national post office

An Iranian hacking group attempted to carry out an attack on a U.S. military contractor using Russian tools.

spy Cybersecurity researchers revealed a growing cyber-espionage campaign originating in China and targeting construction, engineering, aerospace and telecom companies, as well as government agencies, in the U.S., Europe, and Japan.

email The Danish Defense Intelligence Service reported that a “foreign player,” alleged by the Danish press to be Russia espionage group, had accessed Defense Ministry email accounts in 2015 and in 2016, but was unable to retrieve classified information.



spear-fishingThe Lazarus Group, thought to be associated with North Korea, was found to be involved in a spear phishing campaign against US defense contractors

The Israeli Cyber Defense Authority announced it had defended an Iranian cyberattack campaign against 120 targets in the government, high-tech, medical, and education sectors

Irish state-owned utility EirGrid suffered a security breach at the hands of state-sponsored hackers involving a virtual wiretap allowing access to the company’s unencrypted communications.

The Shadow Brokers, the group that claimed to have hacked the NSA in August 2016, released yet another trove of purported NSA hacking tools, including one that suggests the NSA had gained access to SWIFT messages.

Chinese attempts to penetrate South Korean military, government and defense industry networks continued at an increasing rate since a February announcement that the THAAD missile defense system would be deployed in South Korea.

spear-fishingAn intelligence report revealed a Russian operation to send malicious spear-phishing messages to more than 10,000 Twitter users in the Department of Defense. The malicious payloads delivered through these messages gave Russian hackers access to the victim’s device and Twitter account.

compromise accountsThe U.S. Department of Justice indicted two Russian intelligence agents and two criminal hackers over the September 2014 Yahoo hack, which compromised 500 million user accounts.

Chinese police arrested 96 suspects charged with hacking into the servers of social media, gaming and video streaming sites, stealing personal information, and posting the information for sale on online forums.

Wikileaks released a trove of sophisticated CIA hacking tools dated from 2013 to 2016, claiming that the release reflected several hundred million lines of CIA-developed code.

steal data An Iranian hacker group targeted actors associated with the U.S. defense industrial base as well as at least one human rights activist in a campaign to steal credentials and other data

malware A sophisticated malware operation extracted over 600 gigabytes of data from 70 mostly Ukrainian targets in the fields of critical infrastructure, news media, and scientific research.

spy An Iranian cyber espionage campaign targeted the energy, government, and technology sectors of Saudi Arabia

personal infoHackers compromised the Singaporean military’s web access system and stole the personal information of 850 people. The Ministry of Defense said it was likely the attack was state sponsored.

phishing Indian Central Bureau of Investigation and Army officers were targeted by a phishing campaign purportedly mounted by Pakistan.

university, government A suspected Russian hacker breaches at least 60 universities and US government organizations using SQL injections, including HUD, NOAA, Cornell University, and NYU, among many others. This follows up a hack by the same actor against the U.S. Electoral Assistance Commission in December 2016.

disinformationA Swedish foreign policy institute accused Russia of conducting an information warfare campaign, using fake news, false documents, and disinformation intended to weaken public support for Swedish policies.

steal moneyThe Society for Worldwide Interbank Financial Telecommunication (SWIFT) warned its customers that they remain vulnerable to attacks by “sophisticated” threat actors, having witnessed “a meaningful number” of attacks on its customers since the Bangladesh heist in February 2016, a fifth of which had resulted in stolen funds.

compromise accountsYahoo revealed that its systems had been intruded into in August 2013, and that the breach compromised one billion user accounts. Compromised data included usernames, email addresses, phone numbers, dates of birth, passwords, and security questions and answers. The data was posted for sale for $200,000 or best offer on underground forums.

shut down powerRussian hackers targeted Ukraine’s national power company, Ukrenergo, and shut down power to northern Kiev for over an hour.

personal infoHackers targeted AdultFriendFinder, a dating website, compromising 412 million users and publishing their emails, passwords, member status and purchases on online criminal marketplaces.

compromise systemAn indiscriminate attack compromised systems at the San Francisco Municipal Transportation Agency (the Muni), locking operators out of computers and customers out of kiosks. As a result, the Muni offered customers free rides for two days, until administrators restored its systems without paying the demanded $73,000 ransom.

delete dataThe hard-drive-wiping “Shamoon” virus used against Saudi Aramco in 2012 was deployed against four Saudi Arabian government agencies. The attack wiped data on thousands of computers at Saudi’s General Authority of Civil Aviation and other agencies.

email The U.S. Director of National Intelligence and Department of Homeland Security jointly identified Russia as responsible for hacking the Democratic National Committee and using WikiLeaks to dump emails obtained in the hack.

botnet A cyber mercenary contracted by a rival firm used a botnet to disable a Liberian telecom company, rendering half the country unable to access the internet.

Hackers grained control of a major Brazilian bank’s Domain Name System addresses and seized the bank’s entire online footprint for several hours.

personal infoYahoo revealed that it an intrusion into its network in late 2014 had given hackers access to 500 million users’ usernames, email addresses, phone numbers, dates of birth, passwords, and a mix of encrypted and plaintext security questions and answers. The company’s CIO claimed the attack was perpetrated by a state-sponsored actor.

compromise networkJapanese Defense Ministry and Self-Defense Forces (SDF) communications networks linking SDF bases and camps were compromised.

malware A cybercriminal gang purportedly from Russia breached enterprise software company Oracle’s systems, possibly to install malware on point-of-sale (POS) systems. The POS malware would then allow hackers to gain access to financial information in data breaches at major retailers.

phishing Brazilian hackers ramped up phishing attacks against tourists visiting Rio de Janeiro for the 2016 Olympics. Security researchers ranked Brazil second only to Russia in the sophistication of its financial fraud gangs.

leak info Designs and data regarding India’s Scorpene submarines were leaked from the French shipbuilder DCNS. DCNS also builds submarines for Malaysia and Chile, and recently won contracts to build submarines for Brazil and Australia.

A group calling itself “Shadow Brokers” claimed to have penetrated NSA and published a collection of NSA tools on Pastebin.

Two Hong Kong government agencies were penetrated in an attack allegedly by China. The attack came weeks before legislative elections in Hong Kong.

malware A new strain of cyberespionage malware with a dropper designed to target specific European energy companies has been discovered. Researchers say the malware appears to be the work of a nation-state, may have originated in Eastern Europe, and its role seems to be battlespace preparation.

email Forensic evidence points to Russian intelligence agencies as responsible for the release of 20,000 emails from the Democratic National Committee.

DDoS A series of DDOS attacks disrupted 68 Philippine government websites on July 12, the day the United Nations International Arbitration court released its decision ruling in favor of the Philippines on the West Philippine Sea territorial dispute.

phishing Chinese cyber espionage group targeted defense industries in Russia, Belarus, and Mongolia with APTs using phishing campaigns to exfiltrate data.

spy Researchers uncovered an espionage campaign originating from Iran that attacked government and business targets in multiple countries, as well as targets inside of Iran. The operation was conducted over the course of a decade.

emails Suspected Russian hackers attempted to penetrate the Turkish Prime Minister’s office and the German Christian Democratic Union party. The attacks targeted personal email accounts and attempted to obtain login credentials.

Germany’s domestic intelligence agency accused Russia of perpetrating a series of cyber attacks on the German Bundestag in 2015. The attackers made off with an undisclosed amount of data.

Saudi Arabian communications and defense organizations were hacked, possibly by Iran.

steal data U.S. Steel accused Chinese government hackers of stealing proprietary information about steel production techniques for the benefit of Chinese steel producers

steal data North Korean hackers stole warship blueprints from the database of a South Korean shipbuilder.

personal infoThe Philippine Commission on Elections’ (COMELEC) database was breached, exposing the personal information of all 55 million registered Filipino voters, including fingerprint data, passport numbers and expiry dates, and intentions to run for office.

phishing The German Christian Democratic Union, the political party of Angela Merkel, was targeted in a credential phishing attack by a Russian cyber espionage group.

Microsoft researchers discover a highly skilled hack group that has targeted government agencies (including intelligence agencies), defense research centers and telecommunication service providers in South and Southeast Asia since 2009.

personal info21st Century Oncology, a cancer care company, revealed that 2.2 million patients’ personal information may have been stolen in an October 2015 hack. Hackers had access to patient names, Social Security numbers, doctor names, diagnosis and treatment information, and insurance information.

ransomware attackA suspected ransomware attack crippled MedStar Health-operated hospitals in Maryland and Washington.

hack cellphoneNorth Korean hackers broke into the smartphones of a dozen South Korean officials, accessing phone conversations, text messages, and other sensitive information.

Finland’s foreign ministry discovered it had been the victim of a four-year breach in their computer network.

personal infoHackers breached the U.S. Department of Justice’s database, stealing and releasing the names, phone numbers, and email addresses or 30,000 DHS and FBI employees.

compromise systemThe Internal Revenue Service (IRS) announced that a breach of its systems in May 2015 had compromised over 700,000 American taxpayers. The IRS suspected that a Russian tax fraud operation is responsible for the breach.

email The chief of Sri Lanka’s Financial Crimes Investigation Division had his private email account hacked. It is believed the attack was an attempt at embarrassment motivated by an ongoing crackdown by the department.

email The Czech Republic’s Prime Minister had his twitter and personal email account hacked by right-wing extremists.

steal moneyAustrian-based aerospace parts manufacturer FACC had $54.5 million stolen in a cyberattack. The attackers ignored FACC’s intellectual property or proprietary data, and business operations were not affected.

website Armenian diplomatic missions in 40 countries had their websites defaced by Azerbaijani hackers.



surveillanceIsrael revealed an operation by the United States and Britain to hack into Israel’s surveillance drones.

malware Russian hackers coordinated attacks on several regional power distribution companies in Western Ukraine. SCADA systems and system host networks were targeted and damaged. Malware was used to probe for network vulnerabilities, establish command and control, and wipe SCADA servers to delay restoration. Attackers simultaneously launched a denial of service attack on system dispatchers to prevent customers from reporting disruptions. Approximately 225,000 Ukrainians were affected, but service was restored after 3-6 hours.

bureau of meteorology The Australian Bureau of Meteorology was attacked by hackers the previous year, with unnamed sources attributing the incident to China.

spy Spies were found to have attempted to hack into the German, French, and Japanese submarine builders bidding for a contract to build Australia’s new submarine fleet.

email Iran’s Revolutionary Guard hacked the email and social media accounts of a number of Obama administration officials in attacked believed to be related to the arrest of an Iranian-American businessman in Tehran.

Dutch security firm Fox-IT identified a Chinese threat actor, ‘Mofang’, that had launched cyber attacks against government civilian and military agencies in the United States and other industries, including corporations conducting solar cell research

email A teenage hacker tricked Verizon and AOL customer service to gain access to the private email account of CIA Director John Brennan.

The ROK National Intelligence Service attributed hacks at the National Assembly, the Ministry of Unification, and the Blue House to North Korea’s General Reconnaissance Bureau.

website Multiple Pakistani government websites were hacked by the ‘Mallu Cyber Team.

Hackers sought access to the Dutch Safety Board and other parties involved in investigating the crash of flight MH17.

government, think tank Cybersecurity researchers uncovered a Russian hacking group called “The Dukes” that is allegedly responsible for attacks against foreign governments and think tanks in Europe, Central Asia, and the United States over seven years.

phishing Researchers identified a phishing campaign targeting members of the Iranian diaspora, as well as at least one Western activist. The attacks were seeking two-factor authentication credentials.

spear-fishingA spear phishing attack on the Joint Chiefs of Staff unclassified email servers resulted in the system being shut down for 11 days while cyber experts rebuilt the network, affecting the work of roughly 4,000 military and civilian personnel. Officials believe that Russia is responsible for the intrusion, which occurred sometime around July 25, although China has not been ruled out as the perpetrator.

website The website of the Permanent Court of Arbitration in The Hague went offline in an incident that sources are connecting to hearings regarding China’s claims to territory in the South China Sea. The breach was traced back to an IP address in China. The vulnerability spread malware to the devices of website visitors.

compromise databasesUnited Airlines revealed that its computer systems were hacked in May or early June, compromising manifest data that detailed the movements of millions of Americans. The report, citing “several people familiar with the probe,” stated that the group behind this attack is the same group suspected of the Office of Personnel Management hack discovered in June.

Hacking Team, an Italy-based firm accused of the unethical sale of surveillance technology worldwide, was hacked and hundreds of gigabytes of sensitive data were stolen. Confidential documents leaked by the hackers appeared to show Hacking Team’s material support for authoritarian governments such as those in Sudan, Ethiopia, Morocco, and the United Arab Emirates.

malware German media reports that hackers breached the lower house of parliament on the Bundestag network and exfiltrated data from over 20,000 accounts. German weekly Der Spiegel said that the Kremlin is the primary suspect behind the attack and that the malware involved closely resembles that used in a 2014 attack on a German data network.

spy Cybersecurity researchers identified an Iranian cyber espionage campaign that targeted over 500 organizations, most of them in the Middle East, that focused on diplomacy, defense and security, journalism & human rights, and other fields.

spy The Chinese company Qihoo360 reports discovering “OceanLotus,” an espionage program operating since 2012 to target marine agencies, research institutions and shipping companies.

personal infoJapan Pension Service (JPS) was hacked resulting in the exfiltration of personal data belonging to 1.25 million people.

DDoS Canada announced that it has experienced DDOS attacks against two government websites. The attacks, which took down the Canadian Security Intelligence Service (CSIS) and the general Canadian government website, Canada.ca also reportedly affected email, Internet access and IT services in the government. Anonymous has claimed responsibility, citing Canada’s recently passed Anti-terrorism Act, 2015 as the reason behind the recent attack.

compromise databasesThe Office of Personnel Management was revealed to have been hacked twice in the last year. The first resulted in the loss of 4.1 million records and the second resulted in the loss of 21.5 million records,19.7 million of these involved background investigation records for cleared U.S. government employees.

Media reports say that Stuxnet-like attacks were attempted against North Korea by the U.S., without success.

steal data Chinese intelligence officers infiltrated networks and exfiltrated trade secret information about turbofan engines from U.S. and European aerospace firms over the course of five years

malware Hong Kong-based undersea cable company Pacnet’s business management systems were breached by a malicious software that accessed sensitive data stored on a SQL server.

personal infoChinese hackers exfiltrated significant amounts of customer data from United Airlines

login credentialThe Yemen Cyber Army claims it breached a server belonging to the Saudi Ministry of Foreign Affairs. The hackers leaded the alleged login credentials of Saudi Officials, as well as usernames, phone numbers, and email addresses.

A hack of an online IRS system results in a $50 million loss, which the IRS blames on Russian hackers.

gain access to systemThe Pentagon revealed that Russian hackers gained access to an unclassified network within the DOD, though Pentagon officials were able to block the hackers’ access within 24 hours.

gain access to systemU.S. officials report that hackers gained access to White House networks and sensitive information, such as “real-time non-public details of the president’s schedule,” through the State Department’s network, which has had continued trouble in ousting attackers.

compromise network, websiteHackers claiming affiliation to ISIS hacked French public television network TV5 Monde. The hackers took off the air 11 of the networks’ channels and defaced TV5 Monde’s website and social media accounts with pro-ISIS imagery.

spear-fishingAn Iranian hacking group conducted a spear-phishing campaign against defense, IT, government, and academic targets in Europe and the Middle East.

Canadian researchers say Chinese hackers attacked U.S. hosting site GitHub. GitHub said the attack involved “a wide combination of attack vectors” and used new techniques to involve unsuspecting web users in the flood of traffic to the site. According to the researchers, the attack targeted pages for two GitHub users – GreatFire (https://en.greatfire.org/) and the New York Times’ Chinese mirror site – both of which circumvent China’s firewall.

malware Media reports say that Canada’s Communication Security Establishment identified “Babar” and “EvilBunny” as malware developed for espionage purposes by the French government. Babar’s primary function is to exfiltrate documents, but it can also log keystrokes, monitor a user’s web history, intercept and record communications made via Skype and messenger programs.

personal infoAnthem, a U.S. health insurance company, is hacked, resulting in the theft of 80 million customers’ personally identifiable information. The information was taken from an unencrypted database. This may have been part of a larger campaign that included the OPM hack.

A report issued by Germany’s Federal Office for Information Security reveals a German steel mill became the second recorded victim of a cyberattack causing physical destruction. The attack disrupted control systems so severely that a blast furnace could not be properly shut down. The report did not name the steel mill or detail the severity of the damage.

Iranian hackers attacked a major Las Vegas casino in retaliation for its owner’s support for Israel.

An Iranian cyber campaign targeted government agencies and critical infrastructure companies in the United States, Canada, Europe, the Middle East, and Asia.

malware Sony Pictures Entertainment is hacked with the malware deleting data and the hackers posting online employees’ personal information and unreleased films. An FBI investigation revealed North Korea to be behind the attack.

crime wareA report by the University of Toronto finds that human rights organizations are routinely hacked by foreign intelligence services, using readily available crime ware as well as specially designed programs, with intrusion lasting for years.

North Korean hackers attacked a British production company planning to release a television series revolving around the imprisonment of a British nuclear scientist in the DPRK. The attack caused the cancellation of the series.

spy A five-year cyber espionage campaign attributed to Russia exploits a zero-day vulnerability in Windows software on computers used by NATO, the EU and the Ukrainian government.

personal infoU.S. Postal Service servers are hacked, exposing employees' names, addresses, and Social Security numbers.

personal infoChinese users are redirected to a false iCloud login page that monitors their activities, putting their iCloud usernames, passwords, files, and contacts at risk.

compromise databasesTen percent of Dairy Queen outlets are hacked and customer credit card data compromised. Like the Target hack, hackers reportedly exploited a third party system to obtain access.

The National Oceanic and Atmospheric Administration (NOAA) at the U.S. Department of Commerce is hacked, skewing the accuracy of some National Weather Service forecasts, according to NOAA.

The Department of State reports breaches of its unclassified networks, and shut down its entire unclassified email system to repair possible damage. A month later, “suspicious cyber activity” was noticed on a White House computer network, but the White House said that no classified networks had been breached.

Australian mining and natural resources companies and their associated legal and financial advisors attacked during sensitive business negotiations.

personal infoA false Occupy Central smartphone app with audio recording capabilities, likely of Chinese origin, targets Hong Kong protestors and accesses users' locations, call and message logs, and browser histories.

website Using fraudulently obtained certificate, cyber criminals obtain access to 300 government and company websites in Germany, Austria and Switzerland in a multiyear operation.

Home Depot reports a server breach affecting 56 million debits cards in the U.S. and Canada.

personal infoCommunity Health Systems disclosed that suspected Chinese hackers infiltrated its network and stole personal information from 4.5 million patients

personal infoThe contractor responsible for security clearances at DHS has their networks hacked and employee personal information is compromised. This was one of the first steps in the 2015 OPM hack.

spy Hackers in Eastern Europe breached energy sectors in the U.S., Spain, France, Italy, Germany, Turkey, and Poland in a major cyberespionage campaign.



spy Canada’s Foreign Minister asks his Chinese counterpart about PLA cyber espionage against the National Research Council, Canada’ leading technology research agency

personal infoU.S. Office of Personnel Management networks that contain information on thousands of applicants for top secret clearances are breached.

CrowdStrike reported that Unit 61398 had targeted U.S. corporations in the satellite industry

steal data Chinese military hackers targeted six American companies in the power, metals, and solar production industries and stole trade secret information. The U.S. Department of Justice indicted them and identified them as members of the People’s Liberation Army Unit 61398

spear-fishingAlleged Chinese hackers posed as C-Suite executives in a spear phishing campaign to access the network of Alcoa. The hackers stole 2,907 emails and 863 attachments.

spy An Iranian hacking group conducted a campaign of espionage attacks against the U.S. industrial base and also targets inside Iran.

spyware Indian Army and DRDO computers (Defense Research and Development Organization) were hacked, and the Indian government warned that the spyware could read the files of computers not even connected to internet.

compromise accountsCybercriminals steal 40 million credit card numbers from Target, with an additional 70 million accounts compromised.

The OPM contractor responsible for U.S. security clearance background investigations is breached, allegedly by Chinese hackers.

malware Hackers targeted 28 embassies in Tehran using emails about the Syrian conflict that contained a new data-mining malware.

Finland's Foreign Minister reports that hackers breached Finland's diplomatic communications for several.

personal infoFederal prosecutors announce Vietnamese cyber criminals obtained as many as 200 million personal records, including Social Security numbers, credit card data, and bank account information.

hack cellphonePress reports based on Snowden leaks reveal NSA hacked into German Chancellor Merkel’s mobile phone, one of a larger series of leaks on NSA activities.

malware Chinese hackers used malware, known as ‘Sykipot’, to target entities in the U.S. Defense Industries and companies in key industries such as: telecommunications, computer hardware, government contractors, and aerospace. In mid-2013 they targeted the U.S. civil aviation sector.

The U.S. Navy says that Iran hacked into unclassified networks.

Chinese hackers targeted three U.S. organizations, including a large American oil and gas corporation

North Korea again hacks South Korean targets, including think tanks, the South Korean Ministry of Defense, and Koreans defense industry firms.

DDoS The Syrian Electronic Army hijacks and reroutes major Western social media and media sites to a malicious hosting site in Russia.

A massive DDOS takes down China’s .cn country code top level domain for several hours.

steal data PLA hackers infiltrated the computer networks of the U.S. Transportation Command and stole sensitive military information

spy Edward Snowden, a former systems administrator at the NSA, reveals documents showing among other things that the US conducted cyber espionage against Chinese targets.

The FBI charged five Ukrainian and Russian hackers

The U.S. and Russia sign a bilateral agreement that establishes a hotline and other confidence building measures.

spy An alleged Chinese hacker steals the blueprints for the Australian Security Intelligence Organization’s new $631 million building.

email The Syrian Electronic Army claims to have breached the Saudi Arabian Ministry of Defense email system, and leaked several confidential emails.

steal moneyThe U.S. identified a gang of eight hackers who extracted $45 million from banks in the United Arab Emirates and Oman. The attacks eliminated the withdrawal limits on prepaid debit cards, permitting the hackers to withdraw massive amounts.

DDoS Anonymous’ Saudi branch launches OpSaudi and takes down government web sites, including the Ministry of Foreign Affairs, Ministry of Finance, and the General Intelligence Presidency via DDos attack.

DDoS An unknown attacker utilized a DDoS attack to bring down the website of the Iranian Basij military branch (basij.ir).

Israeli officials report a failed attempt by the Syrian Electronic Army to compromise water supply to the city of Haifa.

DHS reports that the U.S. electrical grid is constantly being probed by multiple actors, including Iran.

India is believed to have used a zero-day exploit to penetrate Pakistani mining, automotive, legal, engineering, food service, military, and banks.

automotive companies Over the course of the month, unknown hackers breached major automotive parts suppliers in North American and Europe.

Chinese hackers compromise the U.S. Department of Labor and at least nine other agencies, including the Agency for International Development and the Army Corps of Engineers’ National Inventory of Dams.

malware A Russian internet security firm announced that they discovered malware on millions of android mobile devices, primarily in Russia and Russian speaking countries.

steal data The Indian Defence Research Organization was hacked, with thousands of documents uploaded to a server with an IP address in Guangdong, China.

malware South Korean television networks and banks were attacked with malware (designed to evade popular South Korean anti-virus software) thought to have originated in North Korea.

internet accessNorth Korea blames the United States and South Korea for a series of attacks that severely restricted Internet access in the country.

The Syrian Electronic Army, a pro-Assad hacktivist group, hacked into major Western media organizations as part of a propaganda campaign.

satellite, aerospace, defense Beginning in 2012, Chinese hackers targeted civilian and military maritime operations within the South China Sea, in addition to U.S. companies involved in maritime satellite systems, aerospace companies and defense contractors

steal data DHS says that between December 2011 and June 2012, cyber criminals targeted 23 gas pipeline companies and stole information that could be used for sabotage purposes. Forensic data suggests the probes originated in China.

Der Spiegel reveals that EADS and German steelmaker ThyssenKrupp recorded major attacks by Chinese hackers in 2012.

steal data The Japanese Ministry of Foreign Affairs (MOFA discovers it has been hacked and has lost “at least” twenty documents, including highly classified documents.

steal data A Defense Science Board report found that Chinese hackers stole U.S. weapons systems designs including for the PAC-3, THAAD, Aegis, F/A-18 fighter jet, V-22 Osprey, Black Hawk, and Littoral Combat Ship

website Iran’s Izz ad-Din al-Qassam claims responsibility for another series of distributed denial-of-service attacks against US Bank websites, as part of Operation Ababil phase two.

The New York Times, Wall Street Journal, Washington Post, and Bloomberg News experience persistent cyberattacks, presumed to originate in China.

website Al-Qaida websites are taken offline for two weeks.

Two power plants in the U.S. were infected through unprotected USB drives.

virus A Russian cybersecurity firm found a virus used against embassies, research firms, military installations, energy providers, and critical infrastructure in Eastern Europe, Russia, and Central Asia.

steal data Chinese hackers infiltrated Telvent Canada, an industrial automation company, and stole data related to SCADA systems throughout North America

website Izz ad-Din al-Qassam, a hacker group linked to Iran, launched “Operation Ababil” targeting bank websites for sustained denial-of-service attacks. Targets include Bank of America, New York Stock Exchange, Chase Bank, Capital One, SunTrust, and Regions Bank.

malware Malware nicknamed “Gauss,” infected 2,500 systems worldwide. Gauss appears to have been aimed at Lebanese banks, and contains code whose encryption has not yet been broken.

virus A group called "Cutting Sword of Justice" linked to Iran claimed it has used the “Shamoon” virus to attack Aramco, a major Saudi oil supplier, deleting data on 30,000 computers and infecting (without causing damage) control systems. The attack also affected the Qatari company RasGas, a major LNG supplier.

email Regarded as the largest attack on Indian government networks, over 10,000 email addresses of top Indian government officials were hacked, including officials in the Prime Minister’s Office, Defense, External Affairs, Home, and Finance ministries, as well as intelligence agencies. India blames the attack on state actors.

virus, steal dataIndian naval officials confirmed that a virus had collected data from sensitive computer systems at the country’s Eastern Naval Command headquarters and sent the data to Chinese IP addresses. The virus allegedly entered the Navy’s network via infected USB drives, which were used to transfer data from standalone computers holding sensitive files to networked systems.

Trojan, steal dataA Trojan nicknamed “Mahdi” found gathering data from approximately 800 critical infrastructure engineering firms, government agencies, financial houses, and academia throughout the Middle East and beyond, predominantly in Israel and Iran. The virus contains Persian language strings.



NSA Director General Keith Alexander said that there had been a 17-fold increase in cyber incident at American infrastructure companies between 2009 and 2011.

spear-fishingPLA Unit 61398 attacked Digital Bond, a SCADA security company with a spear phishing attack

phishing A phishing campaign targets the U.S. aerospace industry experts attending the 2013 IEEE Aerospace Conference.

Trojan A global fraud campaign using automated versions of SpyEye and Zeus Trojans targeted high-value personal and corporate accounts and bypassed two-factor authentication.

The head of the UK Security Service stated that a London-listed company lost an estimated £800m ($1.2 billion) as a result of state cyberattacks.

spyware An espionage toolkit named “Flame” is discovered in computers in the Iranian Oil Ministry, as well as in other Middle Eastern countries, including Israel, Syria, and Sudan, and other nations around the world.

Trojan Researchers at the University of Toronto report that versions of the installer for the proxy tool Simurgh, which anonymizes net use and is popular in countries such as Iran and Syria to circumvent government internet controls, also installs a keylogger Trojan which sends the user name, keystrokes, and program use to another site.

network UK officials told the press that there had been a small number of successful perpetrations of classified MOD networks.

steal data A hack of Japan's Ministry of Agriculture, Forestry, and Fisheries resulted in more than 3,000 documents exfiltrated to a foreign destination, including 20 classified documents on negotiations on the Trans-Pacific Partnership (a broad free-trade agreement). According to press reports, the hackers searched Ministry computers for TPP documents, transferred all that were found to a single computer, and then compressed them to make them easier to send.

malware Iran was forced to disconnect key oil facilities after a cyberattack against internal computer systems. The malware was found inside the control systems of Kharg Island – Iran’s main oil exporting terminal. Equipment at Kharg Island and at other Iranian oil plants was disconnected from the internet as a precaution. Iran reported that oil production was not affected, but the websites of the Iranian oil ministry and national oil company were forced offline and data about users of the sites was taken as a result of the attack.

spear-fishingThe U.S. Department of Homeland Security issued amber alerts warning of a cyber- intrusion campaign on U.S. gas pipelines, dating back to December 2011. Press reports indicated that Industrial Control Systems Cyber Emergency Response Team (ICS-CERT) described the attack as a sophisticated spear phishing campaign emanating from a single source.

website India’s Minister for Communications and Information Technology revealed in a written reply to a Parliamentary question that 112 government websites had been compromised from December 2011 to February 2012. Most of the incidents involved website defacement and many of the hacks appeared to originate in Pakistan.

gain access to systemNASA’s Inspector General reported that 13 APT attacks successfully compromised NASA computers in 2011. In one attack, intruders stole 150 user credentials that could be used to gain unauthorized access to NASA systems. Another attack at the Joint Propulsion Laboratory involving China-based IP let the intruders gain full access to key JPL systems and sensitive user accounts.

disrupt serviceThe BBC reported a "sophisticated cyber-attack" in an effort to disrupt the BBC Persian Language Service. The attack coincided with efforts to jam two BBC satellite feeds to Iran. The BBC’s Director General blamed Iran for the incident.

activists, military research Trend Micro uncovered a Chinese cyber campaign, dubbed ‘Luckycat’ that targeted U.S.-based activists and organizations, Indian and Japanese military research, as well as Tibetan activists

steal data Media reports say that Chinese hackers stole classified information about the technologies onboard F-35 Joint Strike Fighters.

gain access to dataU.S. Chamber of Commerce computer networks were completely penetrated for more than a year by hackers who, according to press reports, had ties to the People’s Liberation Army. The Hackers had access to everything in Commerce’s computers, including member company communications and industry positions on U.S. trade policy.

email phishingNorway’s National Security Agency (NSM) reports that at least 10 major Norwegian defense and energy companies were hacked. The attacks were specifically "tailored" for each company, using an email phishing scheme. NSM said that the attacks came when the companies, mainly in the oil and gas sectors, have been involved in large-scale contract negotiations. The hacking occurred over the course of 2011, with hackers gaining access to confidential documents, industrial data, usernames and passwords.

According to a major U.S. news source, Chinese hackers interfered with two satellites belonging to NASA and USGS.

European Commission Apple computers belonging to European Commission officials, including EC Vice President for the “Digital Agenda,” were hacked at an Internet Governance Forum (IGF) meeting in Azerbaijan.

steal intellectual propertyNetworks of 48 companies in the chemical, defense, and other industries were penetrated for at least six months by a hacker looking for intellectual property. Some of the attacks are attributed to computers in Hebei, China.

malware A computer virus from an unknown source introduced “keylogger” malware onto ground control stations for US Air Force UAVs and, according to press reports, infected both classified and unclassified networks at Creech Air Force Base in Nevada. The US did not lose control of any drone nor does it appear that any data was exfiltrated, but the malware was persistent and took several attempts to remove.

issue fraudulent certificatesUnknown attackers hacked a Dutch certificate authority, allowing them to issue more than 500 fraudulent certificates for major companies and government agencies. The certificates are used to verify that a website is genuine. By issuing a false certificate, an attacker can pretend to be a secure website, intercept e-mail, or install malicious software. This was the second hack of a certificate authority in 2011.

Australia’s Defense Signals Directorate says that defense networks are attacked more than 30 times a day, with the number of attacks increasing by more than 350 percent by 2009.

email According to sources in the Japanese government, Mitsubishi Heavy Industries and twenty other Japanese defense and high tech firms were the target of an effort to extract classified defense information. Japanese officials believed the exploits all originated from the same source. The intruder used email with a malicious attachment whose contents were the same as a legitimate message sent 10 hours earlier.

email, TrojanEmail and documents from 480 members of the Japanese Diet and lawmakers and their staff were compromised for a month after a phishing attack implanted a Trojan on members’ computers and Diet servers. The hijacked machines communicated with a server in China and the attackers included Chinese characters in their code.

Chinese hackers engaged in a series of cyber-attacks against 72 entities, including multiple U.S. government networks

steal data In a speech unveiling the Department of Defense’s cyber strategy, the Deputy Secretary of Defense mentioned that a defense contractor was hacked and 24,000 files from the DOD were stolen.

personal infoSouth Korea said hackers from China had penetrated an internet portal and accessed phone numbers, e-mail addresses, names and other data for 35 million Koreans.

phishing The German Bundespolizei (Federal Police) and the Bundeszollverwaltung (Federal Customs Service) discovered that servers used to locate serious criminals and terrorism suspects by gathering information from GPS systems in cars and mobile phones were penetrated (using a phishing attack) as early as 2010. Following the cyberattack, the relevant servers had to be temporarily shut down to prevent further data losses.

personal infoCitibank reported that credit card data for 360,000 of its customers were exfiltrated using a relatively simple manipulation of URLs.

malware, steal data, emailThe IMF’s networks were reportedly compromised by a foreign government using fraudulent emails with malware attachments, and a “large quantity of data, including documents and e-mails,” are exfiltrated.

compromise databasesCybercriminals masquerading as members of the hacktivist group “Anonymous” penetrated the PlayStation network. Sony estimated that personal information for more than 80 million users was compromised and that the cost of the breach was over $170 million.

phishing Hackers used phishing techniques in attempt to obtain data that would compromise RSA’s SecureID authentication technology. The data acquired was then used in an attempt to penetrate Lockheed Martin’s networks.

malware, emailEmployees at Oak Ridge National Laboratory received bogus emails with malware attachments. Two machines were infected and “a few megabytes” of data were extracted before the Lab was able to cut its internet connection. Oak Ridge was the target of an intrusion in 2007.

email, phishingGoogle reported a phishing effort to compromise hundreds of Gmail passwords for accounts of prominent people, including senior U.S. officials. Google attributes the effort to China.

steal moneyBetween March 2010 and April 2011, the FBI identified twenty incidents in which the online banking credentials of small-to-medium sized U.S. businesses were compromised and used to initiate wire transfers to Chinese economic and trade companies. As of April 2011, the total attempted fraud amounts to approximately $20 million; the actual victim losses are $11 million.

Hackers penetrated French government computer networks in search of sensitive information on upcoming G-20 meetings.

The European Commission and EU’s External Action Service are both targeted in a widespread espionage effort just before a major EU summit. Hackers were apparently very interested in documents related to the G20 summit being held in Paris that year.

steal moneyHackers extracted $6.7 million from South Africa's Postbank over the New Year's Holiday.

steal moneyHackers penetrated the European Union's carbon trading market, which allows organizations to buy and sell their carbon emissions quotas, and steal more than $7 million in credits, forcing the market to shut down temporarily.

The Canadian government reported a major cyberattack against its agencies, including Defence Research and Development Canada, a research agency for Canada's Department of National Defence. The attack forced the Finance Department and Treasury Board, Canada’s main economic agencies, to disconnect from the internet. Canadian sources attribute the attack to China.

delete dataIndia’s Central Bureau of Investigation (CBI) website (cbi.nic.in) was hacked and data erased. India blames Pakistani hackers. Sensitive CBI data, stored on computer not easily accessible from the Internet, was unaffected.

foreign Ministry, defense British Foreign Minister William Hague reported attacks by a foreign power on the Foreign Ministry, a defense contractor and other “British interests” that evaded defenses by pretending to come from the White House.

malware Stuxnet, a complex piece of malware designed to interfere with Siemens Industrial Control Systems, was discovered in Iran, Indonesia, and elsewhere, leading to speculation that it was a government cyber weapon aimed at the Iranian nuclear program.

compromise networkPublic facing networks run by NASDAQ, as well as an information sharing application called Directors Desk, are compromised by an unknown external group. NASDAQ says it is unsure how far hackers might have penetrated into their network.

malware, steal moneyThe Wall Street Journal reported that hackers using “Zeus” malware, available in cybercrime black markets for about $1200, were able to steal over $12 million from five banks in the US and UK. Zeus uses links in emails to steal account information, which the hackers then use to transfer money into bank accounts they control. 100 “mules”, or low end criminals, were arrested for opening bank accounts under false names into which the hackers transferred stolen money.

Australia’s Defence Signals Directorate reported a huge increase in cyberattacks on the military. Australia’s Defence Minister, john Faulkner, revealed there had been 2400 “electronic security incidents” on Defence networks in 2009 and 5551 incidents between January and August 2010.

A Russian intelligence agent (allegedly named Alexey Karetnikov), was arrested and deported after working for nine months as a software tester at Microsoft.

steal data Chinese hackers breached the computer network of the U.S. Chamber of Commerce and stole information related to U.S. industries

spy A leaked memo form the Canadian Security and Intelligence Service (CSIS) says that “Compromises of computer and combinations networks of the Government of Canada, Canadian universities, private companies and individual customer networks have increased substantially.... In addition to being virtually un-attributable, these remotely operated attacks offer a productive, secure and low-risk means to conduct espionage.”

gain access to missileChinese hackers reportedly broke into classified files at the Indian Defence Ministry and Indian embassies around the world, gaining access to Indian missile and armament systems.

A Chinese telecommunications firm accidently transmitted erroneous routing information for roughly 37,000 networks, causing internet traffic to be misrouted through China. The incident lasted 20 minutes and exposed traffic from more than 8,000 U.S. networks, 8,500 Chinese networks, 1,100 Australian networks and 230 French networks.

steal data Australian authorities said there were more than 200 attempts to hack into the networks of the legal defense team for Rio Tinto executives being tried in China to gain inside information on the trial defense strategy.

malware Google announced that it had found malware targeting Vietnamese computer users. Google said that the malware was not especially sophisticated and was used to spy on “potentially tens of thousands of users who downloaded Vietnamese keyboard language software” the malware also launched distributed denial of service attacks against blogs containing political dissent, specifically, opposition to bauxite mining efforts in Vietnam.



gain access to dataUnknown hackers post the real incomes of Latvian government officials after accessing their tax records, creating political turmoil.

NATO and the EU warned that the number of cyberattacks against their networks had increased significantly over the past 12 months, with Russia and China among the most active adversaries.

steal data The PLA infiltrated the computer network of a Civilian Reserve Air Fleet (CRAF) contractor in which documents, flight details, credentials and passwords for encrypted email were stolen

internet explorer softwareIntel disclosed that it experienced a cyberattack at about the same time that Google, Adobe, and others were attacked. The hackers exploited the vulnerabilities in Internet Explorer software that had been used in the other attacks as well. Intel said that there was no intellectual property or financial loss.

warning message, disrupt serviceA group named the “Iranian Cyber Army” disrupted service of the popular Chinese search engine Baidu. Users were redirected to a page showing an Iranian political message. Previously, the “Iranian Cyber Army” had hacked into Twitter in December with a similar message.

email, steal dataGoogle announced that a sophisticated attack had penetrated its networks, along with the networks of more than 30 other US companies. The goal of the penetrations, which Google ascribed to China, was to collect technology, gain access to activist Gmail accounts and to Google’s Gaea password management system.

remote accessThe UK’s MI5 Security Service warned that undercover intelligence officers from the People’s Liberation Army and the Ministry of Public Security have approached UK businessmen at trade fairs and exhibitions with the offer of “gifts” - cameras and memory sticks - which contain malware that provides the Chinese with remote access to users’ computers.

M. K. Narayanan, India’s National Security Adviser, said his office and other government departments were attacked by China on December 15. The Prime Minister’s office later denied that their computers had been hacked. Narayanan said this was not the first attempt to penetrate Indian government computers.

Global financial services firm Morgan Stanley experienced a "very sensitive" break-in to its network by the same China-based hackers who attacked Google Inc.’s computers in December 2009, according to leaked e-mails from a cyber-security company working for the bank.

software Downlinks from U.S military UAVs were hacked by Iraqi insurgents using laptops and $24.99 file sharing software, allowing them to see what the UAV had viewed.

The Wall Street Journal reported that a major U.S. bank had been is hacked, losing tens of millions of dollars.

email Jean-Pascal van Ypersele, the vice-chairman of the United Nations’ Intergovernmental Panel on Climate Change, ascribed the hacking and release of thousands of emails, from the University of East Anglia's Climatic Research Unit to Russia as part of a plot to undermine the Copenhagen climate talks.

steal moneyEhud Tenenbaum was convicted of stealing $10 million from U.S. banks. Tenenbaum was known for hacking into DOD computers in 1998, which resulted in a sentence of six months of community service from an Israeli court.

identity theftAlbert Gonzalez was indicted on charges that between 2006 and 2008, he and unidentified Russian or Ukrainian colleagues allegedly stole more than 130 million credit and debit cards by hacking into the computer systems of five major companies. This was the largest hacking and identity theft crime in U.S. history.

website Cyberattacks against websites in the United States and South Korea, including a number of government websites, were launched by unknown hackers. South Korea accused North Korea of being behind the attacks The denial of service attacks did not severely disrupt services but lasted for a number of days and generated a great deal of media attention

spy German Interior Minister Wolfgang Schaeuble noted, when presenting the Interior Ministry's 2008 security report, that China and Russia were increasing espionage efforts and Internet attacks on German companies.

The John Hopkins University’s Applied Physics Laboratory, which does classified research for the Department of Defense and NASA, took its unclassified networks offline after they were penetrated.

gain access to dataThe Homeland Security Information Network (HSIN) was hacked by unknown intruders. The hackers gained access to the data by getting into the HSIN account of a federal employee or contractor. The bulk of the data obtained was federal, but some state information was also accessed.

hack accountsIn May 2009, Merrick Bank, a leading issuer of credit cards, claimed it lost $16 million after hackers compromised as many as 40 million credit card accounts.

email, virusChinese hackers reportedly infiltrated South Korea’s Finance Ministry via a virus attached to e-mails claiming to be from trusted individuals.

Prime Minister Wen Jiabao announced that hacker from Taiwan accessed a Chinese State Council computer containing drafts of his report to the National Peoples Congress.

Wall Street Journal articles laid out the increasing vulnerability of the U.S. power grid to cyberattack also highlighted was the intrusions into F-35 databases by unknown foreign intruders.

steal data Reports in the press say that the plans for Marine Corps 1, the new presidential helicopter, were found on a file-sharing network in Iran.

steal data Chinese hackers stole information from the Office of Senator Bill Nelson in Florida

steal data Chinese hackers infiltrated Coca-Cola Co. computer networks and stole trade secret information, including information related to the attempted $2.4 billion acquisition of Huiyuan Juice Group

spy Canadian researchers found a computer espionage system that they believe China implanted on the government networks of 103 countries.

Trojan The German government warned that hackers were offering a free version of the new Microsoft operating system that installs Trojans.

virus, infected USBFrench naval aircraft planes were grounded after military databases were infected with the “confickr” virus. Naval officials suspected someone in the Navy had used an infected USB key.

600 computers at India’s Ministry of External Affairs were hacked.

FAA computer systems were hacked. Increased use by FAA of IP-bases’ networks also increases the risk of the intentional disruption of commercial air traffic.

malware Indian Home Ministry officials warned that Pakistani hackers had placed malware on popular music download sites used by Indians in preparation for cyberattacks.

email Britain’s MPs were warned about e-mails apparently sent by the European Parliament amid fears that they could be used by Chinese hackers to implant viruses.

website Hackers attacked Israel’s internet infrastructure during the January 2009 military offensive in the Gaza Strip. The attack, which focused on government websites, was executed by at least 5,000,000 computers. Israeli officials believed the attack was carried out by a criminal organization from the former Soviet Union, and paid for by Hamas or Hezbollah.

Even tiny CSIS was hacked in December by unknown foreign intruders. They probably assumed that some CSIS staff would go into the new administration and may have thought it might be interesting to read their emails beforehand.

Retail giant TJX was hacked. The one hacker captured and convicted (Maksym Yastremskiy) is said to have made $11 million from the hack.

steal data Chinese hackers infiltrated the computer networks of three major oil companies and stole trade secret information.

steal data Chinese hackers infiltrated the networks of Barack Obama and John McCain’s presidential campaigns and exfiltrated information about future policy agendas.

email Chinese hackers infiltrated the computer network of the White House and obtained emails between senior government officials

steal moneyHackers breached networks at Royal Bank of Scotland’s WorldPay, allowing them to clone 100 ATM cards and withdraw over $9 million dollars from machines in 49 cities.

Classified networks at DOD and CENTCOM were hacked by unknown foreign intruders. Even worse, it took several days to dislodge the intruders and re-secure the networks.

steal card dataPolice discovered a highly sophisticated supply chain attack where credit card readers made in China and used in UK supermarkets had a wireless device inserted in them. The device copies a credit card when it is inserted, stores the data, and transfers the data it has collected once a day via WiFi connection to Lahore, Pakistan. Estimated loss is $50 million or more. The device could be instructed to collect only certain kinds of cards (such as gold cards), or to go dormant to evade detection.

steal data Marathon Oil, ExxonMobil, and ConocoPhillips were hacked and lost data detailing the quantity, value, and location of oil discoveries around the world. One company put the losses in the millions.

website Computer networks in Georgia were hacked by unknown foreign intruders, most likely at the behest of the Russian government. Much press attention was given to annoying graffiti on Georgian government websites. There was little or no disruption of services but the hacks did put political pressure on the Georgian government and were coordinated with Russian military actions.

steal data The databases of both Republican and Democratic presidential campaigns were hacked and downloaded by unknown foreign intruders.

The networks of several Congressional offices were hacked by unknown foreign intruders. Some infiltrations involved offices with an interest in human rights in Tibet.

scan networkThe Times of India reported that an Indian official accused China of hacking into government computers. The official stated that the core of the Chinese assault is the scanning and mapping of India’s official networks to gain access to content in order to plan how to disable or disrupt networks during a conflict.

Belgium’s Justice Minister China of hacking Belgian governmental computer networks.

steal data A State Department cable made public by WikiLeaks reported that hackers successfully stole “50 megabytes of email messages and attached documents, as well as a complete list of usernames and passwords from an unspecified (U.S. government) agency.” The cable said that at least some of the attacks originated from a Shanghai-based hacker group linked to the People’s Liberation Army’s Third Department.

email Germany’s BND is accused of hacking Afghanistan's Commerce Minister and Ministry of Commerce and Industry networks, gaining access to internal email accounts and exfiltrating documents.

steal intellectual propertyU.S. officials reported that American, European, and Japanese companies were experiencing significant losses of intellectual property and business information to criminal and industrial espionage in cyberspace. However, details cannot be provided in an unclassified setting.

South Korean Officials claimed that China had attempted to hack into Korean Embassy and Korea military networks.

disrupt power supplyA CIA official said the agency knew of four incidents overseas where hackers were able to disrupt, or threaten to disrupt, the power supply for four foreign cities.

steal data Jonathan Evans, the head of Britain’s Security Service (MI5), warned 300 business firms of the increased online threat from Russian and Chinese state organizations saying, "A number of countries continue to devote considerable time and energy trying to steal our sensitive technology on civilian and military projects, and trying to obtain political and economic intelligence at our expense. They…increasingly deploy sophisticated technical attacks, using the internet to penetrate computer networks."

email More than a thousand staffers at Oak Ridge National Labs received an email with an attachment that, when opened, provides unknown outsiders with access to the Lab’s databases.

spyware China’s Ministry of State Security said that foreign hackers, 42% from Taiwan and 25% from United Sates, had been stealing information from Chinese key areas. In 2006, when China’s China Aerospace Science & Industry Corporation (CASIC) Intranet Network was surveyed, spywares were found in the computers of classified departments and corporate leaders.



backdoor Contractors employed by DHS and DOD had their networks hacked as backdoors into agency systems.

British authorities reported that hackers, believed to have come from China’s People’s Liberation Army, penetrated the network of the Foreign Office and other key departments.

Francis Delon, Secretary-General of National Defence in France, stated that information systems in France had been infiltrated by groups from China.

Israel disrupted Syrian air defense networks (with some collateral damage to its own domestic networks) during the bombing of an alleged Syrian nuclear facility.

The British Security Service, the French Prime Minister’s Office and the Office of German Chancellor Angela Merkel all complained to China about intrusion on their government networks. Merkel even raised the matter with China’s President.

email The Secretary of Defense’s unclassified email account was hacked by unknown foreign intruders as part of a larger series of attacks to access and exploit DOD networks.

spyware The National Defense University had to take its email systems offline because of hacks by unknown foreign intruders that left spyware on the system.

denial of serviceEstonian government networks were harassed by a denial of service attack by unknown foreign intruders, most likely at the behest of the Russian government. Some government online services were temporarily disrupted and online banking was halted. These were more like cyber riots than crippling attacks, and the Estonians responded very well; however, they created a wave of fear in cyber dependent countries like the U.S.

department of commerce The Department of Commerce had to take the Bureau of Industrial Security’s networks offline for several months because its networks were hacked by unknown foreign intruders. This Commerce Bureau reviews confidential information on high tech exports.

steal data Chinese hackers breached the Pentagon’s Joint Strike Fighter project and stole data related to the F-35 fighter jet

steal data NASA was forced to block emails with attachments before shuttle launches out of fear they would be hacked. Business Week reported that the plans for the latest U.S. space launch vehicles were obtained by unknown foreign intruders.

Chinese hackers were thought to be responsible for shutting down the House of Commons computer system.

Hackers attempted to penetrate U.S. Naval War College networks, resulting in a two week shutdown at one institution while infected machines are restored.

steal data A senior Air Force Officer stated publicly that, “China has downloaded 10 to 20 terabytes of data from the NIPRNet (the unclassified military network).”

steal data The Department of State’s networks were hacked, and unknown foreign intruders downloaded terabytes of information. If Chinese or Russian spies had backed a truck up to the State Department, smashed the glass doors, tied up the guards and spent the night carting off file cabinets, it would constitute an act of war. But when it happens in cyberspace, we barely notice.

steal data Chinese hackers infiltrated NASA networks managed by Lockheed Martin and Boeing and exfiltrated information about the Space Shuttle Discovery program.

Chinese hackers infiltrated U.S. Department of Defense networks in an operation known as “Titan Rain.” They targeted U.S. defense contractors, Army Information Systems Engineering Command; the Defense Information Systems Agency; the Naval Ocean Systems Center; and the U.S. Army Space and Strategic Defense installation.

steal data Chinese hackers exfiltrated national security information from Naval Air Weapons Station China Lake, including nuclear weapons test and design data, and stealth aircraft data.



An investigation led by Mandiant discovered that hackers linked to the Chinese-government compromised email accounts belonging to Wall Street Journal journalists. The hackers allegedly surveilled and exfiltrated data from the newspaper for over two years beginning in at least February 2020.

Since October 2021, a hacking group targeted Palestinian individuals and organizations with malware. Researchers suggest that the operation could be connected to a broader campaign by a hacking group commonly attributed to the cyber arm of Hamas that started in 2017.

A U.N. report claimed that North Korea hackers stole more than $50 million between 2020 and mid-2021 from three cryptocurrency exchanges. The report also added that in 2021 that amount likely increased, as the DPRK launched 7 attacks on cryptocurrency platforms to help fund their nuclear program in the face of a significant sanctions regime

On February 15, a DDoS attack knocked websites belonging to the Ukrainian Defense Ministry and two of the country’s largest banks offline. The U.S. and the UK attributed the attack to the Russian GRU. The Ukrainian Cyber Police claimed that the attack was connected to another “information attack” where Ukrainian citizens received spam text messages claiming that ATMs were not working.

A Pakistani group deployed a remote access trojan to conduct espionage against Indian military and diplomatic targets. The group generally uses social engineering and/or USB-based worms to penetrate a network.

Kremlin-linked threat actors hacked into numerous defense contractors between January 2020 and February 2022. The hackers collected and exfiltrated emails and sensitive data relating to the companies’ products and information and interactions with foreign governments

Multiple oil terminals in some of Europe’s biggest ports across Belgium and Germany fell victim to a cyberattack, rendering them unable to process incoming barges. A ransomware strain associated with a Russian-speaking hacking group was used to disrupt the ability of energy companies to process payments.

The websites of the Ukrainian Cabinet of Ministers and Ministries of Foreign Affairs, Infrastructure, and Education were disrupted in the days before Russian troops invaded Ukraine. Wiper malware was also used to penetrate the networks of one Ukrainian financial institution and two government contractors.

Beijing-based cybersecurity company accused the U.S. National Security Agency of engineering a backdoor to monitor companies and governments in over 45 countries around the world. A Foreign Ministry spokesman said that operations like this may threaten the security of China’s critical infrastructure and compromise trade secrets.

A DRPK-affiliated group targeted multiple Russian diplomats with malware. The diplomats received an email disguised as a New Year greetings screensaver but which, after being opened, installed a remote access trojan.

Hackers shut down internet traffic to and from North Korea twice in two weeks from what researchers say was likely a series of DDoS attacks. The second attack came just after North Korea’s 5th missile test of the month.

A Chinese hacking group breached several German pharma and tech firms. According to the German government, the hack into the networks of service providers and companies was primarily an attempt to steal intellectual property.

Hackers breached the Canadian Foreign Ministry, hampering some of the Ministry’s internet-connected services. The hack came a day after the government issued a warning to bolster network security in anticipation of Russia-based cyberattacks on critical infrastructure.

The Informatic Directorate of the Greek Parliament identified an attempt to hack into 60 parliamentary email accounts. In response, authorities temporarily shut down the mailing system in the legislature.

An Australian spokesman accused WeChat of taking down Prime Minister Scott Morrison’s account and redirecting users to a website that provides information for Chinese expatriates. The Government claims that they first encountered problems posting to the Prime Minister’s account in mid-2021.

Hackers attacked several Israeli media outlets, including Maariv and the Jerusalem Post, posting threatening messages on their websites. One message stated "we are close to you where you do not think about it" in English and Hebrew.

Hackers breached systems belonging to the International Committee of the Red Cross, gaining access to data on more than 500,000 people and disrupting their services around the world. Researchers discovered that the operation may be linked to a sprawling influence operation based in Iran.

Hackers targeted multiple Southeast Asian governments over the past 9 months using custom malware linked to Chinese state-sponsored groups. Many of the nations targeted are currently engaged in disputes with China over territorial claims in the South China Sea.

A Russian group took responsivity for a ransomware attack on Australian utility company CS energy. This announcement came after Australian media outlets blamed Chinese government hackers for the attack.

Cybersecurity firms found government-linked hackers from China, Iran, and North Korea attempting to use the Log4j vulnerability to gain access to computer networks. Following the announcement of Log4j, researchers already found over 600,000 attempts to exploit the vulnerability.

Chinese hackers breached four more U.S. defense and technology firms in December, in addition to one organization in November. The hackers obtained passwords to gain access to the organizations’ systems and looked to intercept sensitive communications.

A cyberattack on the Belgium Ministry of Defence forced part of its computer network, including the ministry’s mail system, to shut down for several days. Hackers exploited the Log4j vulnerability to compromise the network.

A breach of Prime Minster Modi’s Twitter allowed hackers to Tweet from the account that India officially adopted bitcoin as legal tender. The Tweet also included a scam link promising a bitcoin giveaway.

The stock trading platform, Robinhood, disclosed a social engineering cyberattack that allowed a hacker to gain access to the personal information of around 7 million customers. The data included names, email addresses, and for some, data of birth, and zip codes. Following the breach, the hacker requested payment, presumably not to disclose the stolen data.

Hackers gained access to the FBI’s Law Enforcement Enterprise Portal—a system used to communicate to state and local officials—and sent a warning of a cyberattack in an email claiming to be from the Department of Homeland Security (DHS).

A Russian-speaking group targeted the personal information of around 3,500 individuals, including government officials, journalists, and human rights activists. The group obtained access to private email accounts and financial details, and operated malware on Android and Windows devices.

Chinese officials claim a foreign intelligence agency hacked into several airlines in China and stole passenger information. The officials stated the hacks are connected due to the use of a custom trojan in all the attacks.

Brazilian hackers carried out a cyberattack on the National Malware Center website belonging to Indonesia’s State Cyber and Password Agency. The hackers edited the contents of the webpage and indicated that the cyberattack was retribution for an Indonesian hack on the Brazilian state website.

A Chinese-linked hacking group gained access to calling records and text messages from telecommunication carriers across the globe, according to a report from CrowdStrike. The report outlines the group began its cyberattacks in 2016 and infiltrated at least 13 telecommunications networks.

cyberattack targeted the government-issued electronic cards Iranians use to buy subsidized fuel and altered the text of electronic billboards to display anti-regime messages against the Supreme Leader Ayatollah Ali Khamenei.

A group with ties to Iran attempted to hack over 250 Office 365 accounts. All the targeted accounts were either U.S. and Israeli defense technology companies, had a focus on Persian Gulf ports of entry, or maritime transportation companies with a presence in the Middle East.

The U.S. Department of Justice sentenced Ghaleb Alaumary to more than 11 years in prison for aiding North Korean cybercriminals in money laundering. His assistance included ATM cash-out operations, cyber-enabled bank heists, and business email compromise (BEC) schemes. These attacks targeted banks, professional soccer clubs, and other unnamed companies in the U.S. and U.K.

Researchers and cybersecurity experts revealed a mobile espionage campaign against the Kurdish ethnic group. Hackers targeted individuals on Facebook, persuading them to download apps that contain Android backdoors utilized for espionage.

The EU formally blamed Russia for its involvement in the 'Ghostwriter’ cybercampaign, which targeted the elections and political systems of several member states. Since 2017, Russian operators hacked the social media accounts of government officials and news websites, with the goal of creating distrust in U.S. and NATO forces.

Hackers obtained 15 TB of data from 8,000 organizations working with Israel-based company, Voicenter and offered the data online for $1.5 million. Some experts have stipulated the hackers have ties to Iran, but no link has been confirmed.

The Lithuanian Defense Ministry found hidden features in popular 5G smartphone models manufactured in China, according to its state-run cybersecurity body. The module embedded in the phones detects and censors 449 keywords or groups of keywords that are counter to the message of the Chinese government.

A cyberattack against the United Nations occurred in April 2021, targeting users within the UN network to further long-term intelligence gathering. The hacker was able to access their networks through stolen user credentials purchased on the dark web.

The Norwegian Government stated a series of cyberattacks against private and state IT infrastructure came from bad actors sponsored by and operating from China. Their investigation of the hacks claims the actors attempted to capture classified information relating to Norway’s national defense and security intelligence. 



Two hours after the vote opened for Hungary’s opposition primary elections, the polling systems in electoral districts nationwide fell victim to a cyberattack. The actor responsible is still unknown, but the cyberattack led to the government extending voting by two days.

In April 2020, Chinese bots swarmed the networks of the Australian government days after Australia called for an independent international probe into the origins of the coronavirus. These bots looked for potential vulnerabilities on the network to exploit in future cyberattacks.

A hacking group targeted a high-profile Iranian prison, uncovering documents, videos, and images that displayed the violent treatment of its prisoners. The group claims to be hacktivists demanding the release of political prisoners.

Russia targeted and blocked content on “smart voting” app created by Kremlin critic Alexei Navalny and his allies intended to organize voting against the Kremlin in next month's parliamentary elections.

A cyberattack on the Covid-19 vaccine-scheduling website for the Italian region of Lazio forced the website to temporarily shut down. New vaccination appointments were unable to be scheduled for several days after the attack

Various Chinese cyber-espionage groups are responsible for the hacks of at least five major Southeast Asian telecommunication providers beginning in 2017. The attacks were carried out by three different hacking groups and are seemingly unlinked despite all groups having a connection to Chinese espionage efforts.

Iran used Facebook accounts to pose as recruiters, journalists, and NGO affiliates, targeting U.S. military personnel. The hackers sent malware-infected files or tricked targets into submitting sensitive credentials to phishing sites.

Russian hackers exploited a vulnerability in Kaseya’s virtual systems/server administrator (VSA) software allowing them to deploy a ransomware attack on the network. The hack affected around 1,500 small and midsized businesses, with attackers asking for $70 million in payment.

The FBI and the U.S. Cybersecurity and Infrastructure Security Agency (CISA) released a statement exposing a spearfishing campaign by Chinese state-sponsored hackers between 2011 and 2013. The campaign targeted oil and natural gas pipeline companies in the United States.

Transnet Port Terminals (TPT), South Africa’s state-run ports operator and freight rail monopoly, had its rail services disrupted after a hack by unknown actors. Transnet reportedly declared it an act “force majeure.”

Iran’s transport and urbanization ministry was the victim of a cyber attack that impacted display boards at stations throughout the country. The attack caused delays and cancellations of hundreds of trains across Iran.

A cyberattack gained access to 1 terabyte of data from the Saudi Arabian Oil Company through a zero-day exploitation. Hackers are offering to delete the data in exchange for $50 million in cryptocurrency.

The United States, the European Union, NATO and other world powers released joint statements condemning the Chinese government for a series of malicious cyber activities. They attributed responsibility to China for the Microsoft Exchange hack from early 2021 and the compromise of more than 100,000 servers worldwide

A widespread APT operation was discovered against users in Southeast Asia, believed to be spearheaded by Chinese entities. Researchers found a total of 100 victims in Myanmar and 1,400 in the Philippines, including many government entities.

Hackers linked to Russia’s Foreign Intelligence Service installed malicious software on a Microsoft system that allowed hackers to gain access to accounts and contact information. The majority of the customers targeted were U.S. based, working for IT companies or the government.

A Chinese-speaking hacking group spearheaded an ongoing espionage effort against the Afghan government through phishing emails. Hackers posed as the Office of the President of Afghanistan and targeted the Afghan National Security Council.

The Iranian government launched a widescale disinformation campaign, targeting WhatsApp groups, Telegram channels and messaging apps used by Israeli activists. The campaign aimed to advance political unrest and distrust in Israel.

United States Naval Institute (USNI) claimed the tracking data of two NATO ships, the U.K. Royal Navy’s HMS Defender and the Royal Netherlands Navy’s HNLMS Evertsen, was falsified off the coast of a Russian controlled naval base in the Black Sea. The faked data positioned the two warships at the entrance of a major Russian naval base.

The U.S. and British governments announced the Russian GRU attempted a series of brute force access against hundreds of government and private sector targets worldwide from 2019 to 2021, targeting organizations using Microsoft Office 365® cloud services.

Chinese actors targeted organizations, including Verizon and the Metropolitan Water District of Southern California using a platform used by numerous government agencies and companies for secure remote access to their networks.

Hackers working on behalf of Russian intelligence services are believed to have hacked Netherlands police internal network in 2017. The attack occurred during the country’s investigation of the Malaysia Airlines Flight 17 (MH17) that was shot down in 2014.

The world’s largest meat processing company, Brazilian-based JBS, was the victim of a ransomware attack. The attack shut down facilities in the United States, Canada and Australia. The attack was attributed to the Russian speaking cybercrime group, REvil.

On May 14, Ireland’s national health service, the Health Service Executive (HSE), was the victim of a ransomware attack. Upon discovering the attack, government authorities shut down the HSE system. The attackers utilized the Conti ransomware-as-a-service (RaaS), which is reported to be operated by a Russia-based cybercrime group.

On May 6, the Colonial Pipeline, the largest fuel pipeline in the United States, was the target of a ransomware attack. The energy company shut down the pipeline and later paid a $5 million ransom. The attack is attributed to DarkSide, a Russian speaking hacking group.

On May 4th and 5th, the Norwegian energy technology company Volue was the victim of a ransomware attack. The attack resulted in the shutdown of water and water treatment facilities in 200 municipalities, affecting approximately 85% of the Norwegian population

Cybersecurity researchers identified a North Korean hacking group to be responsible for a cyber espionage campaign, targeting high profile South Korean government officials, utilizing a phishing methodology. The group’s targets were based in South Korea and included: the Korea Internet and Security Agency (KISA), ROK Ministry of Foreign Affairs, Ambassador of the Embassy of Sri Lanka to the State (in ROK), International Atomic Energy Agency Nuclear Security Officer, Deputy Consul General at Korean Consulate General in Hong Kong, Seoul National University, and Daishin Securities.

The FBI and the Australian Cyber Security Centre warned of an ongoing Avaddon ransomware campaign targeting multiple sectors in various countries. The reported targeted countries are Australia, Belgium, Brazil, Canada, China, Costa Rica, Czech Republic, France, Germany, India, Indonesia, Italy, Jordan, Peru, Poland, Portugal, Spain, United Arab Emirates, UK, US. The targeted industries include: academia, airlines, construction, energy, equipment, financial, freight, government, health, it, law enforcement, manufacturing, marketing, retail, pharmaceutical.

Hackers linked to Palestinian intelligence conducted a cyber espionage campaign compromising approximately 800 Palestinian reporters, activists, and dissidents both in Palestine and more broadly across the Middle East.

A hacking group compromised the social media accounts of Polish officials and used them to disseminate narratives critical of NATO. German authorities have reported that the same group has also attempted to compromise members of the Bundestag and state parliament.

Swedish officials disclosed that the Swedish Sports Confederation was hacked by Russian military intelligence in late 2017 and early 2018 in response to accusations of Russian government-sponsored doping of Russian athletes.

Two state-backed hacking groups—one of which works on behalf of the Chinese government—exploited vulnerabilities in a VPN service to target organizations across the U.S. and Europe with a particular focus on U.S. defense contractors.



Suspected Iranian hackers targeted government agencies, academia, and the tourism industry in Azerbaijan, Bahrain, Israel, Saudi Arabia, and the United Arab Emirates as part of a cyber espionage campaign.

Polish security services announced that suspected Russian hackers briefly took over the websites of Poland’s National Atomic Energy Agency and Health Ministry to spread false alerts of a nonexistent radioactive threat.

The North Korean hacking group responsible for a set of attacks on cybersecurity researchers in January 2021 launched a new campaign targeting infosec professionals using fake social media profiles and a fake website for a non-existent security service company target.

Chinese government hackers targeted Microsoft’s enterprise email software to steal data from over 30,000 organizations around the world, including government agencies, legislative bodies, law firms, defense contractors, infectious disease researchers, and policy think tanks.

The head of U.S. Cyber Command testified that the organization had conducted more than two dozen operations to confront foreign threats ahead of the 2020 U.S. elections, including eleven forward hunt operations in nine different countries.

Lithuania’s State Security Department declared that Russian hackers had targeted top Lithuanian officials in 2020 and used the country’s IT infrastructure to carry out attacks against organizations involved in developing a COVID-19 vaccine.

A Portuguese-speaking cyber criminal group accessed computer systems at a division of Oxford University researching COVID-19 vaccines, and are suspected to be selling the data they collected to nation states.

Russian hackers compromised a Ukrainian government file-sharing system and attempted to disseminate malicious documents that would install malware on computers that downloaded the planted files.

Suspected Indian hackers targeted over 150 individuals in Pakistan, Kazakhstan, and India using mobile malware, including those with links to the Pakistan Atomic Energy Commission, the Pakistan Air Force, and election officials in Kashmir.

Hackers linked to the Vietnamese government conducted a nearly three-year cyber espionage campaign against human rights advocates in the country by using spyware to infiltrate individuals’ systems, spy on their activity, and exfiltrate data.

Ten members of a cybercriminal gang were arrested after a campaign where they tricked telecom companies into assigning celebrities’ phone numbers to new devices, stealing more than $100 million worth of cryptocurrencies.

Hackers linked to Hezbollah breached telecom companies, internet service providers, and hosting providers in the US, UK, Egypt, Israel, Lebanon, Jordan, Saudi Arabia, the United Arab Emirates, and the Palestinian Authority for intelligence gathering and data theft.

North Korean government hackers engaged in a sophisticated social engineering campaign against cybersecurity researchers that used multiple fake twitter accounts and a fake blog to drive targets to infected sites or induce them to open infected attachments in emails asking the target to collaborate on a research project.

Suspected Indian hackers active since 2012 were attacked business and governments across South and East Asia, with a particular emphasis on military and government organizations in Pakistan, China, Nepal, and Afghanistan, and businesses involved in defense technology, scientific research, finance, energy, and mining.

Over 200 organizations around the world—including multiple US government agencies—were revealed to have been breached by Russian hackers who compromised the software provider SolarWinds and exploited their access to monitor internal operations and exfiltrate data.

Facebook announced that its users had been targeted by two hacking campaigns, one originating from state-sponsored Vietnamese hackers focused on spreading malware, and the other from two non-profit groups in Bangladesh focused on compromising accounts and coordinating the reporting of accounts and pages for removal.

Suspected state-sponsored hackers from an unknown country conducted a spear phishing campaign against organizations in six countries involved in providing special temperature-controlled environments to support the COVID-19 supply chain.

One Saudi hacking group, One UAE hacking group, and two unknown government-sponsored hacking groups used spyware purchased from the Israeli vendor NSO Group to hack 36 phones belonging to Al Jazeera employees.

A criminal group targeted the Israeli insurance company Shirbit with ransomware, demanding almost $1 million in bitcoin. The hackers published some sensitive personal information after making their demands and threatened to reveal more if they did not receive payment.

Facebook found that two groups of Russians and one group of individuals affiliated with the French military were using fake Facebook accounts to conduct dueling political information operations in Africa.

Unknown state-sponsored hackers took advantage of territory disputes between China, India, Nepal, and Pakistan to target government and military organizations across South Asia, including the Nepali Army and Ministries of Defense and Foreign Affairs, the Sri Lankan Ministry of Defense, and the Afghan National security Council and Presidential Palace.

A Mexican facility owned by Foxconn was hit by a ransomware attack that the hackers claim resulted in 1,200 servers being encrypted, 20-30 TB of backups being deleted, and 100 GB of encrypted files being stolen.

A group of hackers for hire launched attacks against a group of targets in South Asia, and particularly India, Bangladesh, and Singapore. These attacks included the use of a custom backdoor and credential theft.



A group of Vietnamese hackers created and maintained a number of fake websites devoted to news and activism in Southeast Asia that were used to profile users, re-direct to phishing pages, and distribute malware.

The FBI, CISA and U.S. Cyber Command announced that a North Korean hacking group had been conducting a cyber espionage campaign against individual experts, think tanks, and government entities in South Korea, Japan, and the United States with the purpose of collecting intelligence on national security issues related to the Korean peninsula, sanctions, and nuclear policy

In the midst of escalating conflict between Armenia and Azerbaijan over the territory of Nagorno-Karabakh, an unknown intelligence service conducted a cyber espionage campaign targeting Azerbaijani government institutions.

The U.S. Department of Homeland Security revealed that hackers targeted the U.S. Census Bureau in a possible attempt to collect bulk data, alter registration information, compromise census infrastructure, or conduct DoS attacks

A spokesperson for China’s Foreign Ministry responded to accusations that Chinese state-sponsored hackers were targeting the U.S. defense industrial base by declaring that the United States was an “empire of hacking,” citing 2013 leaks about the NSA’s Prism program.

The U.S. indicted six Russian GRU officers for their involvement in hacking incidents including the 2015 and 2016 attacks on Ukrainian critical infrastructure, the 2017 NotPetya ransomware outbreak, election interference in the 2017 French elections, and others.

Russian hackers targeted government agencies in NATO member countries, and nations who cooperate with NATO. The campaign uses NATO training material as bait for a phishing scheme that infects target computers with malware that creates a persistent backdoor.

Iranian hackers targeted Iranian minorities, anti-regime organizations, and resistance members using a combination of malware including an Android backdoor designed to steal two factor authentication codes from text messages.

One government organization in the Middle East and one in North Africa were targeted with possible wiper malware that leveraged a ransomware-as-a-service offering that has recently become popular on cybercrime markets

CISA revealed that hackers associated with the Chinese Ministry of State Security had been scanning U.S. government and private networks for over a year in search of networking devices that could be compromised using exploits for recently discovered vulnerabilities

Three hackers operating at the direction of Iran’s Islamic Revolutionary Guard Corps were indicted by the United States for attacks against workers at aerospace and satellite technology companies, as well as international government organizations.

The U.S. Department of Justice indicted five Chinese hackers with ties to Chinese intelligence services for attacks on more than 100 organizations across government, IT, social media, academia, and more

Norway announced it had defended against two sets of cyber attacks that targeted the emails of several members and employees of the Norwegian parliament as well as public employees in the Hedmark region. It later blamed Russia for the attack.

Seven semiconductor vendors in Taiwan were the victim of a two-year espionage campaign by suspected Chinese state hackers targeting firms’ source code, software development kits, and chip designs.

Taiwan accused Chinese hackers of infiltrating the information systems of at least ten government agencies and 6,000 email accounts to gain access to citizens’ personal data and government information.

Hackers for hire suspected of operating on behalf of the Iranian government were found to have been working to gain access to sensitive information held by North American and Israeli entities across a range of sectors, including technology, government, defense, and healthcare.

An Iranian hacking group was found to be targeting major U.S. companies and government agencies by exploiting recently disclosed vulnerabilities in high-end network equipment to create backdoors for other groups to use

Russian hackers compromised news sites and replaced legitimate articles with falsified posts that used fabricated quotes from military and political officials to discredit NATO among Polish, Lithuanian, and Latvian audiences.



Chinese state-sponsored hackers broke into the networks of the Vatican to conduct espionage in the lead-up to negotiations about control over the appointment of bishops and the status of churches in China.

Media reports say a 2018 Presidential finding authorized the CIA to conduct cyber operations against Iran, North Korea, Russia, and China. The operations included disruption and public leaking of information.

In the midst of escalating tensions between China and India over a border dispute in the Galwan Valley, Indian government agencies and banks reported being targeted by DDoS attacks reportedly originating in China

The most popular of the tax reporting software platforms China requires foreign companies to download to operate in the country was discovered to contain a backdoor that could allow malicious actors to conduct network reconnaissance or attempt to take remote control of company systems

North Korean state hackers sent COVID-19-themed phishing emails to more than 5 million businesses and individuals in Singapore, Japan, the United States, South Korea, India, and the UK in an attempt to steal personal and financial data

A hacking group affiliated with an unknown government was found to have targeted a range of Kurdish individuals in Turkey and Syria at the same time as Turkey launched its offensive into northeastern Syria.

Suspected North Korean hackers compromised at least two defense firms in Central Europe by sending false job offers to their employees while posing as representatives from major U.S. defense contractors

Operations at two Taiwanese petrochemical companies were disrupted by malware attacks. Taiwanese officials speculated that the attacks could have been linked to the upcoming inauguration of Taiwanese President Tsai Ing-wen’s second term.

Cyber criminals managed to steal $10 million from Norway’s state investment fund in a business email compromise scam that tricked an employee into transferring money into an account controlled by the hackers

German officials found that a Russian hacking group associated with the FSB had compromised the networks of energy, water, and power companies in Germany by compromising the firms’ suppliers.

Two days before Taiwanese President Tsai Ing-wen was sworn in for her second term in office, the president’s office was hacked, and files were leaked to local media outlets purporting to show infighting within the administration. The president’s office claimed the leaked documents had been doctored.

Israeli hackers disrupted operations at an Iranian port for several days, causing massive backups and delays. Officials characterized the attack as a retaliation against a failed Iranian hack in April targeting the command and control systems of Israeli water distribution systems.

Businesses in Japan, Italy, Germany, and the UK that supply equipment and software to industrial firms were attacked in a targeted and highly sophisticated campaign by an unknown group of hackers

A suspected PLA hacking group targeted government-owned companies, foreign affairs ministries, and science and technology ministries across Australia, Indonesia, the Philippines, Vietnam, Thailand, Myanmar, and Brunei.

Suspected Vietnamese government hackers used malicious apps uploaded to the Google Play app store to infect users in South and Southeast Asia with spyware capable of monitoring the target’s call logs, geolocation data, and text messages.

Poland suggested the Russian government was being behind a series of cyber attacks on Poland’s War Studies University meant to advance a disinformation campaign undermining U.S.-Polish relations.

U.S. officials reported seeing a surge of attacks by Chinese hackers against healthcare providers, pharmaceutical manufacturers, and the U.S. Department of Health and Human services amidst the COVID-19 pandemic.

Chinese cybersecurity firm Qihoo 360 accused the CIA of being involved in an 11-year long hacking campaign against Chinese industry targets, scientific research organizations, and government agencies

Mitsubishi announces that a suspected Chinese group had targeted the company as part of a massive cyberattack that compromised personal data of 8,000 individuals as well as information relating to partnering businesses and government agencies, including projects relating to defense equipment.



Microsoft won a legal battle to take control of 50 web domains used by a North Korean hacking group to target government employees, think tank experts, university staff, and others involved in nuclear proliferation issues

Russian-speaking hacking group targeted a wide range of Kazakh individuals and organizations including government agencies, military personnel, foreign diplomats, journalists, dissidents, and others through a combination of spear phishing and physical device compromise.

Microsoft security researchers found that in the last year, an Iranian hacker group carried out "password-spraying attacks" on thousands of organizations, but since October, have focused on the employees of dozens of manufacturers, suppliers, or maintainers of industrial control system equipment and software.

State-sponsored Chinese hackers were revealed to have conducted at least six espionage campaigns since 2013 against targets in Myanmar, Taiwan, Vietnam, Indonesia, Mongolia, Tibet, and Xinjiang.

A state-sponsored hacking campaign knocked offline more than 2,000 websites across Georgia, including government and court websites containing case materials and personal data. More than 20 countries later attributed the attack to Russia.

A Chinese government-sponsored propaganda app with more than 100 million users was found to have been programmed to have a backdoor granting access to location data, messages, photos, and browsing history, as well as remotely activate audio recordings.

Chinese hackers targeted entities in Germany, Mongolia, Myanmar, Pakistan, and Vietnam, individuals involved in UN Security Council resolutions regarding ISIS, and members of religious groups and cultural exchange nonprofits in Asia.

North Korean hackers were revealed to have conducted a phishing campaign over the summer of 2019 targeted U.S. entities researching the North Korean nuclear program and economic sanctions against North Korea.

The United States carried out cyber operations against Iran in retaliation for Iran’s attacks on Saudi Arabia’s oil facilities. The operation affected physical hardware, and had the goal of disrupting Iran’s ability to spread propaganda.

A suspected Indian cyber espionage group conducted a phishing campaign targeting Chinese government agencies and state-owned enterprises for information related to economic trade, defense issues, and foreign relations.

A previously unidentified Chinese espionage group was found to have worked since 2012 to gather data from foreign firms in industries identified as strategic priorities by the Chinese government, including telecommunications, healthcare, semiconductor manufacturing, and machine learning. The group was also active in the theft of virtual currencies and the monitoring of dissidents in Hong Kong.

North Korean hackers conducted a phishing campaign against foreign affairs officials in at least three countries, with a focus on those studying North Korean nuclear efforts and related international sanctions.

Encrypted email service provider ProtonMail was hacked by a state-sponsored group looking to gain access to accounts held by reporters and former intelligence officials conducting investigations of Russian intelligence activities.

Several major German industrial firms including BASF, Siemens, and Henkel announced that they had been the victim of a state-sponsored hacking campaign reported to be linked to the Chinese government



Microsoft revealed that it had detected almost 800 cyberattacks over the past year targeting think tanks, NGOs, and other political organizations around the world, with the majority of attacks originating in Iran, North Korean, and Russia.

Ukrainian military and government organizations had been targeted was part of a campaign by hackers from the Luhansk People’s Republic, a Russia-backed group that declared independence from Ukraine in 2014.

The UN Security Council reported that North Korea has used state-sponsored hacking to evade international sanctions, stealing $670 million in foreign currency and cryptocurrency between 2015 and 2018.

Following an attack on Indian military forces in Kashmir, Pakistani hackers targeted almost 100 Indian government websites and critical systems. Indian officials reported that they engaged in offensive cyber measures to counter the attacks.

The U.S. Department of Energy reported that grid operators in Los Angeles County, California and Salt Lake County, Utah, suffered a DDoS attack that disrupted their operations, but did not cause any outages

Prior to the Vietnam summit of Kim Jong Un and Donald Trump, North Korean hackers were found to have targeted South Korean institutions in a phishing campaign using documents related to the diplomatic event as bait.

U.S. Cybercommand revealed that during the 2018 U.S. midterm elections, it had blocked internet access to the Internet Research Agency, a Russian company involved in information operations against the U.S. during the 2016 presidential election.

U.S. prosecutors unsealed two indictments against Huawei and its CFO Meng Wanzhou alleging crimes ranging from wire and bank fraud to obstruction of justice and conspiracy to steal trade secrets

Security researchers reveal that Iranian hackers have been targeting the telecom and travel industries since at least 2014 in an attempt to surveil and collect the personal information of individuals in the Middle East, U.S., Europe, and Australia

The U.S. Department of Justice announced an operation to disrupt a North Korean botnet that had been used to target companies in the media, aerospace, financial, and critical infrastructure sectors.

Iran was revealed to have engaged in a multi-year, global DNS hijacking campaign targeting telecommunications and internet infrastructure providers as well as government entities in the Middle East, Europe, and North America.



The U.S. Securities and Exchange Commission charged a group of hackers from the U.S., Russia, and Ukraine with the 2016 breach of the SEC’s online corporate filing portal exploited to execute trades based on non-public information

Chinese hackers stole IP and confidential business and technological information from managed service providers – companies that manage IT infrastructure for other businesses and governments

The United States, in coordination with Australia, Canada, the UK, and New Zealand, accused China for conducting a 12-year campaign of cyber espionage targeting the IP and trade secrets of companies across 12 countries. The announcement was tied to the indictment of two Chinese hackers associated with the campaign.

Researchers report that a state-sponsored Middle Eastern hacking group had targeted telecommunications companies, government embassies, and a Russian oil company located across Pakistan, Russia, Saudi Arabia, Turkey, and North America

Italian oil company Saipem was targeted by hackers utilizing a modified version of the Shamoon virus, taking down hundreds of the company’s servers and personal computers in the United Arab Emirates, Saudi Arabia, Scotland, and India

German security officials announced that a Russia-linked group had targeted the email accounts of several members of the German parliament, as well as the German military and several embassies

Security researchers report that Russian hackers impersonating U.S. State Department officials attempted to gain access to the computer systems of military and law enforcement agencies, defense contractors, and media companies

Chinese state media reports that the country had been the victim of multiple attacks by foreign hackers in 2018, including the theft of confidential emails, utility design plans, lists of army units, and more

The Centers for Medicare and Medicaid Services announced that hackers had compromised a government computer system, gaining access to the personal data of 75,000 people ahead of the start of ACA sign-up season.

The U.S. Justice Department announces criminal charges against seven GRU officers for multiple instances of hacking against organizations including FIFA, Westinghouse Electric Company, the Organisation for the Prohibition of Chemical Weapons, and the U.S. and World Anti-Doping Agencies.

The U.S. Department of Justice announces the indictment and extradition of a Russian hacker accused of participating in the hack of JP Morgan Chase in 2014, leading to the theft of data from over 80 million customers.

Swiss officials reveal that two Russian spies caught in the Netherlands had been preparing to use cyber tools to sabotage the Swiss defense lab analyzing the nerve agent used to poison former Russian Agent Sergei Skripal.

In a letter to Senate leaders, Sen. Ron Wyden revealed that a major technology company had alerted multiple Senate offices of attempts by foreign government hackers to gain access to the email accounts of Senators and their staff

Security researchers find that Iranian hackers have been surveilling Iranian citizens since 2016 as part of a mobile spyware campaign directed at ISIS supporters and members of the Kurdish ethnic group.

The U.S. Department of Justice announces the indictment of Park Jin Hyok, a North Korean Hacker allegedly involved in the 2014 Sony hack, the 2016 theft of $81 million from a Bangladeshi bank, and the WannaCry ransomware attacks.

North Korean hackers stole $13.5 million from India’s Cosmos Bank after breaking into the bank’s system and authorizing thousands of unauthorized ATM withdrawals, as well as several illegal money transfers through the SWIFT financial network.

Security researchers report that Iranian hackers had targeted the websites and login pages of 76 universities in 14 countries. The attackers stole the credentials of users who attempted to sign in, gaining access to library resources for the purposes of intellectual property theft.

Facebook identified multiple new disinformation campaigns on its platform sponsored by groups in Russia and Iran. The campaigns targeted users in the U.S., Latin America, Britain, and the Middle East, and involved 652 fake accounts, pages, and groups.



Ukrainian intelligence officials claim to have thwarted a Russian attack on the network equipment of a chlorine plant in central Ukraine. The virus used in the attack is the same malware responsible for the infection of 500,000 routers worldwide in a campaign the FBI linked to state-sponsored Russian hackers.

Security researchers report that Chinese hackers had been actively spying on political actors on both sides of the upcoming Cambodian elections. Targets include the country’s National Election Commission, several government ministries, the Cambodian Senate, at least one Member of Parliament, and multiple media outlets and human rights activists.

Singapore’s largest healthcare institution was targeted by state-sponsored hackers, leading to the leakage of personal information for 1.5 million patients, along with prescription details for 160,000 others.

Senator Claire McCaskill reveals that her 2018 re-election campaign was targeted by hackers affiliated with Russia’s GRU intelligence agency. Attackers unsuccessfully targeted staffers in the Senator’s office with phishing emails designed to harvest their passwords.

The U.S. Department of Justice announced the indictments of 12 Russian intelligence officers for carrying out large-scale cyber operations against the Democratic Party in advance of the 2016 Presidential election. The officers’ alleged crimes included the theft and subsequent leakage of emails from the Democratic National Committee and Hillary Clinton campaign, and the targeting of election infrastructure and local election officials in an attempt to interfere with the election.

Hackers targeted the campaigns of at least two local Democratic candidates during 2018’s primary season, reportedly using DDoS attacks to disrupt campaign websites during periods of active fundraising and positive news publicity.

The Department of Homeland Security reveal that a campaign by Russian hackers in 2017 had compromised the networks of multiple U.S. electric utilities and put attackers in a position where they could have caused blackouts.

Security researchers detect a spike in hacking attempts against IoT devices in Finland during the run-up President Trump’s summit with Vladimir Putin in Helsinki. The majority of attacks originated in China.

Chinese government hackers compromised the networks of a U.S. Navy contractor, stealing 614 GB of data related to weapons, sensor, and communication systems under development for U.S. submarines.

A Chinese hacking group targeted a national data center in a Central Asian country, preparing a watering hole attack to inject malicious code onto other government websites connecting to the data center.

Ukraine police claim that Russian hackers have been systematically targeting Ukrainian banks, energy companies, and other organizations to establish backdoors in preparation for a wide-scale strike against the country.

Researchers reveal that North Korean hackers targeted a South Korean think tank focused on national security issues. The hackers used a zero-day exploit to compromise the organization’s website and insert a backdoor for injecting code.

A Russian hacking group linked to disrupting the Peyongchang Olympics targeted individuals in France, Germany, Switzerland, Russia, and Ukraine linked to a biochemical threat conference organized by a company involved in the investigation of the poisoning of Sergei Skripal in March 2018.

The U.S. Treasury Department announced sanctions against five Russian companies and three individuals for enabling Russian intelligence and military units to conduct cyberattacks against the U.S.

Cyber security researchers reported that North Korean hackers had been targeting defectors through compromised Android apps hosted through the Google Play market, stealing device information and allowing the insertion of executable code stealing photos, contact lists, and text messages.

Within 24 hours of President Trump’s announcement that the US would withdraw from the Iran nuclear agreement, security firms reported increases in Iranian hacking activity, including the sending of emails containing malware to diplomats in the Foreign Affairs ministries of US allies, as well as global telecommunication companies.

An unknown group of hackers stole between $18 and $20 million dollars from Mexican banks by exploiting the SWIFT transfer system, submitting a series of false transfer orders to phantom accounts in other banks and emptying the accounts in dozens of branch offices.

Security researchers reveal that the Pakistani military used Facebook Messenger to distribute spyware to targets in the Middle East, Afghanistan, and India in an attempt to compromise government officials, medical professionals, and others.

Researchers reveal that a hacking group connected to Russian intelligence services had been conducting reconnaissance on the business and ICS networks of electric utilities in the US and UK since May 2017.

Cyber security researchers reveal that North Korean hackers targeted critical infrastructure, finance, healthcare, and other industries in 17 countries using malware resembling the code used in the 2014 Sony Pictures attack.

Reports from cyber security researchers indicate that Chinese state-sponsored hacking groups have targeted Japanese defense companies in an attempt to gain information on Tokyo’s policies towards North Korea

The director of the UK’s Government Communications Headquarters (GCHQ) announced that the organization had been conducting offensive cyber operations against ISIS to suppress their propaganda, disrupt their coordination, and protect deployed military personnel

All government services of Sint. Maarten, a Caribbean island and constitute country of the Netherlands, were taken offline for a week after a cyber attack. According to local authorities, this is the third cyber attack the country has faced in just over a year.

Cybersecurity researchers reveal that a Chinese hacking group used malware to attack the service provider for the UK government in an attempt to gain access to contractors at various UK government departments and military organizations

Online services for the city of Atlanta were disrupted after a ransomware attack struck the city’s networks, demanding $55,000 worth of bitcoin in payment. The city would eventually spend approximately $2.6 million recovering from the attack.

The US Departments of Justice and Treasury accused Iran in an indictment of stealing intellectual property from more than 300 universities, as well as government agencies and financial services companies.

The FBI and Department of Homeland Security issued a joint technical alert to warn of Russian cyber attacks against US critical infrastructure. Targets included energy, nuclear, water, aviation, and manufacturing facilities.

Cybersecurity researchers announce evidence that the same North Korean hacking group linked to the SWIFT financial network attacks has been targeting several major Turkish banks and government finance agencies.

German news reported that a Russian hacking group had breached the online networks of Germany’s foreign and interior ministries, exfiltrating at least 17 gigabytes of data in an intrusion that went undetected for a year.

A cyberattack on the Pyeongchang Olympic Games attributed to Russia took the official Olympic website offline for 12 hours and disrupted wifi and televisions at the Pyeongchang Olympic stadium.

Chinese hackers infiltrated a U.S. Navy contractor working for the Naval Undersea Warfare Center. 614 gigabytes of material related to a supersonic anti-ship missile for use on U.S. submarines were taken, along with submarine radio room information related to cryptographic systems and the Navy submarine development unit’s electronic warfare library

Norwegian officials discover a “very professional” attempt to steal patient data from a Norwegian hospital system, in an attack they speculate was connected to the upcoming NATO Trident Juncture 18 military exercise.



A hacking group with ties to the Lebanese General Directorate of General Security was revealed to have been involved in a six-year campaign to steal text messages, call logs, and files from journalists, military officers, corporations, and other targets in 21 countries worldwide.

China denied that the computer network it supplied to the African Union allowed it access the AU’s confidential information and transfer it to China, or that it had bugged offices in the AU headquarters that it had built.

French company Schneider Electric was forced to shut down operations of a power plant in the Middle East after malware compromised its industrial control systems. Analysis by security researchers indicated that the attack was sponsored by a nation-state.

The state-owned China Aerospace Science and Industry Corporation (CASIC) is alleged to have pre-installed backdoors in biometric equipment sold to Taiwan for its e-Gate border control system. The backdoors would have allowed CASIC to gather private data on both Taiwanese and foreign citizens traveling in and out of the country since the system’s installation in 2012.

Cybersecurity researchers report a cyberespionage campaign targeting government organizations in South America and Southeast Asia. The group, deemed to have nation-state capabilities, aimed to acquire foreign policy information from diplomatic and government entities.

Cybersecurity researchers report a sophisticated Vietnamese hacking group responsible for cyber espionage campaigns targeting the ASEAN organization, foreign corporations with an interest in Vietnamese industries, and media, human rights, and civil society organizations.

Three Chinese nationals employed at a China-based Internet security firm are indicted by a US grand jury for computer hacking, theft of trade secrets, conspiracy, and identity theft against employees of Siemens, Moody’s Analytics, and Trimble.

North Korean hackers allegedly broke into South Korea’s defense data center in 2016 and stole a large trove of sensitive documents over the course of a year, including joint U.S.-South Korean blueprints for war on the peninsula.

The Australian Government revealed that hackers compromised an Australian national security contractor in 2016 and stole large amounts of data, including information related to the development of the F-35 Joint Strike Fighter.

A major wave of ransomware infections hits media organizations, train stations, airports, and government agencies in Russia and Eastern Europe. Security researchers found strong evidence linking the attack to the creators of NotPetya, and noted that the malware used leaked NSA-linked exploits to move through networks. Ukrainian police later reported that the ransomware was a cover for a quiet phishing campaign undertaken by the same actor to gain remote access to financial and other confidential data.

Poland’s Defense Minister reports that the country repelled a third Russian hacking attempt against companies in Poland, reportedly part of a larger campaign against Eastern European corporations.

An Iranian hacking group was responsible for an espionage campaign targeting the aerospace industry in the U.S. and Saudi Arabia, as well as petrochemical firms in South Korea and Saudi Arabia.

Credit monitoring firm Equifax disclosed a July data breach that revealed 143 million people’s full names, social security numbers, birth dates, home addresses and driver’s license numbers, as well as 209,000 credit card numbers.

Researchers inform the Estonian Information System Authority of a vulnerability potentially affecting the use of 750,000 Estonian e-ID cards. The government replaced the compromised cards in late 2017, but claims that no cards were ever hacked.

Cyber research firms reported a new malware campaign launched the day after North Korea’s July missile tests. The identified family of malware featured a command and control infrastructure with links to South Korea, and had previously been used in three other campaigns linked to North Korea.

Security researchers revealed an Iran-linked cyber espionage group active since 2013 that had used spear phishing and watering hole attacks to target government institutions, defense companies, IT firms and more in Israel, Saudi Arabia, the US, Germany, Jordan, and Turkey.

The Qatari government accused hackers in the United Arab Emirates of posting fake news and attacking Qatari state-run media websites in a campaign designed to widen a rift between Gulf states.

Security researchers revealed details of a wide-ranging malware campaign linked to China which used over 600 strains of malware to conduct espionage operations on Southeast Asian military and government organizations

The FBI and DHS announced that hackers had been targeting US energy facilities including the Wolf Creek Nuclear Operating Corporation in a campaign bearing resemblance to the operations of a known Russian hacking group

Thousands of emails and other documents from the campaign of French president-elect Emmanuel Macron, totaling 9 gigabytes, were released shortly before the election, in an effort linked to Russia.

Beginning in 2011, Hackers from the internet security firm Boyusec compromised the networks of three companies over a multi-year period and gained access to confidential documents and data, including sensitive internal communications, usernames and passwords, and business and commercial information

Lebanon accused Israel of hacking the Lebanese telecoms network and sending audio and WhatsApp messages to 10,000 people claiming that Hezbollah’s leader was behind the death of the group’s top commander.

Cybersecurity researchers revealed a growing cyber-espionage campaign originating in China and targeting construction, engineering, aerospace and telecom companies, as well as government agencies, in the U.S., Europe, and Japan.

The Danish Defense Intelligence Service reported that a “foreign player,” alleged by the Danish press to be Russia espionage group, had accessed Defense Ministry email accounts in 2015 and in 2016, but was unable to retrieve classified information.



The Shadow Brokers, the group that claimed to have hacked the NSA in August 2016, released yet another trove of purported NSA hacking tools, including one that suggests the NSA had gained access to SWIFT messages.

Chinese attempts to penetrate South Korean military, government and defense industry networks continued at an increasing rate since a February announcement that the THAAD missile defense system would be deployed in South Korea.

An intelligence report revealed a Russian operation to send malicious spear-phishing messages to more than 10,000 Twitter users in the Department of Defense. The malicious payloads delivered through these messages gave Russian hackers access to the victim’s device and Twitter account.

Chinese police arrested 96 suspects charged with hacking into the servers of social media, gaming and video streaming sites, stealing personal information, and posting the information for sale on online forums.

A suspected Russian hacker breaches at least 60 universities and US government organizations using SQL injections, including HUD, NOAA, Cornell University, and NYU, among many others. This follows up a hack by the same actor against the U.S. Electoral Assistance Commission in December 2016.

A Swedish foreign policy institute accused Russia of conducting an information warfare campaign, using fake news, false documents, and disinformation intended to weaken public support for Swedish policies.

The Society for Worldwide Interbank Financial Telecommunication (SWIFT) warned its customers that they remain vulnerable to attacks by “sophisticated” threat actors, having witnessed “a meaningful number” of attacks on its customers since the Bangladesh heist in February 2016, a fifth of which had resulted in stolen funds.

Yahoo revealed that its systems had been intruded into in August 2013, and that the breach compromised one billion user accounts. Compromised data included usernames, email addresses, phone numbers, dates of birth, passwords, and security questions and answers. The data was posted for sale for $200,000 or best offer on underground forums.

An indiscriminate attack compromised systems at the San Francisco Municipal Transportation Agency (the Muni), locking operators out of computers and customers out of kiosks. As a result, the Muni offered customers free rides for two days, until administrators restored its systems without paying the demanded $73,000 ransom.

The hard-drive-wiping “Shamoon” virus used against Saudi Aramco in 2012 was deployed against four Saudi Arabian government agencies. The attack wiped data on thousands of computers at Saudi’s General Authority of Civil Aviation and other agencies.

The U.S. Director of National Intelligence and Department of Homeland Security jointly identified Russia as responsible for hacking the Democratic National Committee and using WikiLeaks to dump emails obtained in the hack.

Yahoo revealed that it an intrusion into its network in late 2014 had given hackers access to 500 million users’ usernames, email addresses, phone numbers, dates of birth, passwords, and a mix of encrypted and plaintext security questions and answers. The company’s CIO claimed the attack was perpetrated by a state-sponsored actor.

A cybercriminal gang purportedly from Russia breached enterprise software company Oracle’s systems, possibly to install malware on point-of-sale (POS) systems. The POS malware would then allow hackers to gain access to financial information in data breaches at major retailers.

Brazilian hackers ramped up phishing attacks against tourists visiting Rio de Janeiro for the 2016 Olympics. Security researchers ranked Brazil second only to Russia in the sophistication of its financial fraud gangs.

Designs and data regarding India’s Scorpene submarines were leaked from the French shipbuilder DCNS. DCNS also builds submarines for Malaysia and Chile, and recently won contracts to build submarines for Brazil and Australia.

A new strain of cyberespionage malware with a dropper designed to target specific European energy companies has been discovered. Researchers say the malware appears to be the work of a nation-state, may have originated in Eastern Europe, and its role seems to be battlespace preparation.

A series of DDOS attacks disrupted 68 Philippine government websites on July 12, the day the United Nations International Arbitration court released its decision ruling in favor of the Philippines on the West Philippine Sea territorial dispute.

Researchers uncovered an espionage campaign originating from Iran that attacked government and business targets in multiple countries, as well as targets inside of Iran. The operation was conducted over the course of a decade.

Suspected Russian hackers attempted to penetrate the Turkish Prime Minister’s office and the German Christian Democratic Union party. The attacks targeted personal email accounts and attempted to obtain login credentials.

The Philippine Commission on Elections’ (COMELEC) database was breached, exposing the personal information of all 55 million registered Filipino voters, including fingerprint data, passport numbers and expiry dates, and intentions to run for office.

Microsoft researchers discover a highly skilled hack group that has targeted government agencies (including intelligence agencies), defense research centers and telecommunication service providers in South and Southeast Asia since 2009.

21st Century Oncology, a cancer care company, revealed that 2.2 million patients’ personal information may have been stolen in an October 2015 hack. Hackers had access to patient names, Social Security numbers, doctor names, diagnosis and treatment information, and insurance information.

The Internal Revenue Service (IRS) announced that a breach of its systems in May 2015 had compromised over 700,000 American taxpayers. The IRS suspected that a Russian tax fraud operation is responsible for the breach.

The chief of Sri Lanka’s Financial Crimes Investigation Division had his private email account hacked. It is believed the attack was an attempt at embarrassment motivated by an ongoing crackdown by the department.

Austrian-based aerospace parts manufacturer FACC had $54.5 million stolen in a cyberattack. The attackers ignored FACC’s intellectual property or proprietary data, and business operations were not affected.



Russian hackers coordinated attacks on several regional power distribution companies in Western Ukraine. SCADA systems and system host networks were targeted and damaged. Malware was used to probe for network vulnerabilities, establish command and control, and wipe SCADA servers to delay restoration. Attackers simultaneously launched a denial of service attack on system dispatchers to prevent customers from reporting disruptions. Approximately 225,000 Ukrainians were affected, but service was restored after 3-6 hours.

Iran’s Revolutionary Guard hacked the email and social media accounts of a number of Obama administration officials in attacked believed to be related to the arrest of an Iranian-American businessman in Tehran.

Dutch security firm Fox-IT identified a Chinese threat actor, ‘Mofang’, that had launched cyber attacks against government civilian and military agencies in the United States and other industries, including corporations conducting solar cell research

Cybersecurity researchers uncovered a Russian hacking group called “The Dukes” that is allegedly responsible for attacks against foreign governments and think tanks in Europe, Central Asia, and the United States over seven years.

A spear phishing attack on the Joint Chiefs of Staff unclassified email servers resulted in the system being shut down for 11 days while cyber experts rebuilt the network, affecting the work of roughly 4,000 military and civilian personnel. Officials believe that Russia is responsible for the intrusion, which occurred sometime around July 25, although China has not been ruled out as the perpetrator.

The website of the Permanent Court of Arbitration in The Hague went offline in an incident that sources are connecting to hearings regarding China’s claims to territory in the South China Sea. The breach was traced back to an IP address in China. The vulnerability spread malware to the devices of website visitors.

United Airlines revealed that its computer systems were hacked in May or early June, compromising manifest data that detailed the movements of millions of Americans. The report, citing “several people familiar with the probe,” stated that the group behind this attack is the same group suspected of the Office of Personnel Management hack discovered in June.

Hacking Team, an Italy-based firm accused of the unethical sale of surveillance technology worldwide, was hacked and hundreds of gigabytes of sensitive data were stolen. Confidential documents leaked by the hackers appeared to show Hacking Team’s material support for authoritarian governments such as those in Sudan, Ethiopia, Morocco, and the United Arab Emirates.

German media reports that hackers breached the lower house of parliament on the Bundestag network and exfiltrated data from over 20,000 accounts. German weekly Der Spiegel said that the Kremlin is the primary suspect behind the attack and that the malware involved closely resembles that used in a 2014 attack on a German data network.

Cybersecurity researchers identified an Iranian cyber espionage campaign that targeted over 500 organizations, most of them in the Middle East, that focused on diplomacy, defense and security, journalism & human rights, and other fields.

Canada announced that it has experienced DDOS attacks against two government websites. The attacks, which took down the Canadian Security Intelligence Service (CSIS) and the general Canadian government website, Canada.ca also reportedly affected email, Internet access and IT services in the government. Anonymous has claimed responsibility, citing Canada’s recently passed Anti-terrorism Act, 2015 as the reason behind the recent attack.

The Office of Personnel Management was revealed to have been hacked twice in the last year. The first resulted in the loss of 4.1 million records and the second resulted in the loss of 21.5 million records,19.7 million of these involved background investigation records for cleared U.S. government employees.

The Yemen Cyber Army claims it breached a server belonging to the Saudi Ministry of Foreign Affairs. The hackers leaded the alleged login credentials of Saudi Officials, as well as usernames, phone numbers, and email addresses.

U.S. officials report that hackers gained access to White House networks and sensitive information, such as “real-time non-public details of the president’s schedule,” through the State Department’s network, which has had continued trouble in ousting attackers.

Hackers claiming affiliation to ISIS hacked French public television network TV5 Monde. The hackers took off the air 11 of the networks’ channels and defaced TV5 Monde’s website and social media accounts with pro-ISIS imagery.

Canadian researchers say Chinese hackers attacked U.S. hosting site GitHub. GitHub said the attack involved “a wide combination of attack vectors” and used new techniques to involve unsuspecting web users in the flood of traffic to the site. According to the researchers, the attack targeted pages for two GitHub users – GreatFire (https://en.greatfire.org/) and the New York Times’ Chinese mirror site – both of which circumvent China’s firewall.

Media reports say that Canada’s Communication Security Establishment identified “Babar” and “EvilBunny” as malware developed for espionage purposes by the French government. Babar’s primary function is to exfiltrate documents, but it can also log keystrokes, monitor a user’s web history, intercept and record communications made via Skype and messenger programs.

Anthem, a U.S. health insurance company, is hacked, resulting in the theft of 80 million customers’ personally identifiable information. The information was taken from an unencrypted database. This may have been part of a larger campaign that included the OPM hack.

A report issued by Germany’s Federal Office for Information Security reveals a German steel mill became the second recorded victim of a cyberattack causing physical destruction. The attack disrupted control systems so severely that a blast furnace could not be properly shut down. The report did not name the steel mill or detail the severity of the damage.

Sony Pictures Entertainment is hacked with the malware deleting data and the hackers posting online employees’ personal information and unreleased films. An FBI investigation revealed North Korea to be behind the attack.

A report by the University of Toronto finds that human rights organizations are routinely hacked by foreign intelligence services, using readily available crime ware as well as specially designed programs, with intrusion lasting for years.

North Korean hackers attacked a British production company planning to release a television series revolving around the imprisonment of a British nuclear scientist in the DPRK. The attack caused the cancellation of the series.

The National Oceanic and Atmospheric Administration (NOAA) at the U.S. Department of Commerce is hacked, skewing the accuracy of some National Weather Service forecasts, according to NOAA.

The Department of State reports breaches of its unclassified networks, and shut down its entire unclassified email system to repair possible damage. A month later, “suspicious cyber activity” was noticed on a White House computer network, but the White House said that no classified networks had been breached.

A false Occupy Central smartphone app with audio recording capabilities, likely of Chinese origin, targets Hong Kong protestors and accesses users' locations, call and message logs, and browser histories.



Chinese military hackers targeted six American companies in the power, metals, and solar production industries and stole trade secret information. The U.S. Department of Justice indicted them and identified them as members of the People’s Liberation Army Unit 61398

Indian Army and DRDO computers (Defense Research and Development Organization) were hacked, and the Indian government warned that the spyware could read the files of computers not even connected to internet.

Chinese hackers used malware, known as ‘Sykipot’, to target entities in the U.S. Defense Industries and companies in key industries such as: telecommunications, computer hardware, government contractors, and aerospace. In mid-2013 they targeted the U.S. civil aviation sector.

The U.S. identified a gang of eight hackers who extracted $45 million from banks in the United Arab Emirates and Oman. The attacks eliminated the withdrawal limits on prepaid debit cards, permitting the hackers to withdraw massive amounts.

Anonymous’ Saudi branch launches OpSaudi and takes down government web sites, including the Ministry of Foreign Affairs, Ministry of Finance, and the General Intelligence Presidency via DDos attack.

Chinese hackers compromise the U.S. Department of Labor and at least nine other agencies, including the Agency for International Development and the Army Corps of Engineers’ National Inventory of Dams.

Beginning in 2012, Chinese hackers targeted civilian and military maritime operations within the South China Sea, in addition to U.S. companies involved in maritime satellite systems, aerospace companies and defense contractors

DHS says that between December 2011 and June 2012, cyber criminals targeted 23 gas pipeline companies and stole information that could be used for sabotage purposes. Forensic data suggests the probes originated in China.

A Defense Science Board report found that Chinese hackers stole U.S. weapons systems designs including for the PAC-3, THAAD, Aegis, F/A-18 fighter jet, V-22 Osprey, Black Hawk, and Littoral Combat Ship

Izz ad-Din al-Qassam, a hacker group linked to Iran, launched “Operation Ababil” targeting bank websites for sustained denial-of-service attacks. Targets include Bank of America, New York Stock Exchange, Chase Bank, Capital One, SunTrust, and Regions Bank.

A group called "Cutting Sword of Justice" linked to Iran claimed it has used the “Shamoon” virus to attack Aramco, a major Saudi oil supplier, deleting data on 30,000 computers and infecting (without causing damage) control systems. The attack also affected the Qatari company RasGas, a major LNG supplier.

Regarded as the largest attack on Indian government networks, over 10,000 email addresses of top Indian government officials were hacked, including officials in the Prime Minister’s Office, Defense, External Affairs, Home, and Finance ministries, as well as intelligence agencies. India blames the attack on state actors.

Indian naval officials confirmed that a virus had collected data from sensitive computer systems at the country’s Eastern Naval Command headquarters and sent the data to Chinese IP addresses. The virus allegedly entered the Navy’s network via infected USB drives, which were used to transfer data from standalone computers holding sensitive files to networked systems.

A Trojan nicknamed “Mahdi” found gathering data from approximately 800 critical infrastructure engineering firms, government agencies, financial houses, and academia throughout the Middle East and beyond, predominantly in Israel and Iran. The virus contains Persian language strings.



An espionage toolkit named “Flame” is discovered in computers in the Iranian Oil Ministry, as well as in other Middle Eastern countries, including Israel, Syria, and Sudan, and other nations around the world.

Researchers at the University of Toronto report that versions of the installer for the proxy tool Simurgh, which anonymizes net use and is popular in countries such as Iran and Syria to circumvent government internet controls, also installs a keylogger Trojan which sends the user name, keystrokes, and program use to another site.

A hack of Japan's Ministry of Agriculture, Forestry, and Fisheries resulted in more than 3,000 documents exfiltrated to a foreign destination, including 20 classified documents on negotiations on the Trans-Pacific Partnership (a broad free-trade agreement). According to press reports, the hackers searched Ministry computers for TPP documents, transferred all that were found to a single computer, and then compressed them to make them easier to send.

Iran was forced to disconnect key oil facilities after a cyberattack against internal computer systems. The malware was found inside the control systems of Kharg Island – Iran’s main oil exporting terminal. Equipment at Kharg Island and at other Iranian oil plants was disconnected from the internet as a precaution. Iran reported that oil production was not affected, but the websites of the Iranian oil ministry and national oil company were forced offline and data about users of the sites was taken as a result of the attack.

The U.S. Department of Homeland Security issued amber alerts warning of a cyber- intrusion campaign on U.S. gas pipelines, dating back to December 2011. Press reports indicated that Industrial Control Systems Cyber Emergency Response Team (ICS-CERT) described the attack as a sophisticated spear phishing campaign emanating from a single source.

India’s Minister for Communications and Information Technology revealed in a written reply to a Parliamentary question that 112 government websites had been compromised from December 2011 to February 2012. Most of the incidents involved website defacement and many of the hacks appeared to originate in Pakistan.

NASA’s Inspector General reported that 13 APT attacks successfully compromised NASA computers in 2011. In one attack, intruders stole 150 user credentials that could be used to gain unauthorized access to NASA systems. Another attack at the Joint Propulsion Laboratory involving China-based IP let the intruders gain full access to key JPL systems and sensitive user accounts.

The BBC reported a "sophisticated cyber-attack" in an effort to disrupt the BBC Persian Language Service. The attack coincided with efforts to jam two BBC satellite feeds to Iran. The BBC’s Director General blamed Iran for the incident.

U.S. Chamber of Commerce computer networks were completely penetrated for more than a year by hackers who, according to press reports, had ties to the People’s Liberation Army. The Hackers had access to everything in Commerce’s computers, including member company communications and industry positions on U.S. trade policy.

Norway’s National Security Agency (NSM) reports that at least 10 major Norwegian defense and energy companies were hacked. The attacks were specifically "tailored" for each company, using an email phishing scheme. NSM said that the attacks came when the companies, mainly in the oil and gas sectors, have been involved in large-scale contract negotiations. The hacking occurred over the course of 2011, with hackers gaining access to confidential documents, industrial data, usernames and passwords.

Networks of 48 companies in the chemical, defense, and other industries were penetrated for at least six months by a hacker looking for intellectual property. Some of the attacks are attributed to computers in Hebei, China.

A computer virus from an unknown source introduced “keylogger” malware onto ground control stations for US Air Force UAVs and, according to press reports, infected both classified and unclassified networks at Creech Air Force Base in Nevada. The US did not lose control of any drone nor does it appear that any data was exfiltrated, but the malware was persistent and took several attempts to remove.

Unknown attackers hacked a Dutch certificate authority, allowing them to issue more than 500 fraudulent certificates for major companies and government agencies. The certificates are used to verify that a website is genuine. By issuing a false certificate, an attacker can pretend to be a secure website, intercept e-mail, or install malicious software. This was the second hack of a certificate authority in 2011.

According to sources in the Japanese government, Mitsubishi Heavy Industries and twenty other Japanese defense and high tech firms were the target of an effort to extract classified defense information. Japanese officials believed the exploits all originated from the same source. The intruder used email with a malicious attachment whose contents were the same as a legitimate message sent 10 hours earlier.

Email and documents from 480 members of the Japanese Diet and lawmakers and their staff were compromised for a month after a phishing attack implanted a Trojan on members’ computers and Diet servers. The hijacked machines communicated with a server in China and the attackers included Chinese characters in their code.

The German Bundespolizei (Federal Police) and the Bundeszollverwaltung (Federal Customs Service) discovered that servers used to locate serious criminals and terrorism suspects by gathering information from GPS systems in cars and mobile phones were penetrated (using a phishing attack) as early as 2010. Following the cyberattack, the relevant servers had to be temporarily shut down to prevent further data losses.

The IMF’s networks were reportedly compromised by a foreign government using fraudulent emails with malware attachments, and a “large quantity of data, including documents and e-mails,” are exfiltrated.

Cybercriminals masquerading as members of the hacktivist group “Anonymous” penetrated the PlayStation network. Sony estimated that personal information for more than 80 million users was compromised and that the cost of the breach was over $170 million.

Hackers used phishing techniques in attempt to obtain data that would compromise RSA’s SecureID authentication technology. The data acquired was then used in an attempt to penetrate Lockheed Martin’s networks.

Employees at Oak Ridge National Laboratory received bogus emails with malware attachments. Two machines were infected and “a few megabytes” of data were extracted before the Lab was able to cut its internet connection. Oak Ridge was the target of an intrusion in 2007.

Between March 2010 and April 2011, the FBI identified twenty incidents in which the online banking credentials of small-to-medium sized U.S. businesses were compromised and used to initiate wire transfers to Chinese economic and trade companies. As of April 2011, the total attempted fraud amounts to approximately $20 million; the actual victim losses are $11 million.

The European Commission and EU’s External Action Service are both targeted in a widespread espionage effort just before a major EU summit. Hackers were apparently very interested in documents related to the G20 summit being held in Paris that year.

Hackers penetrated the European Union's carbon trading market, which allows organizations to buy and sell their carbon emissions quotas, and steal more than $7 million in credits, forcing the market to shut down temporarily.

The Canadian government reported a major cyberattack against its agencies, including Defence Research and Development Canada, a research agency for Canada's Department of National Defence. The attack forced the Finance Department and Treasury Board, Canada’s main economic agencies, to disconnect from the internet. Canadian sources attribute the attack to China.

India’s Central Bureau of Investigation (CBI) website (cbi.nic.in) was hacked and data erased. India blames Pakistani hackers. Sensitive CBI data, stored on computer not easily accessible from the Internet, was unaffected.

British Foreign Minister William Hague reported attacks by a foreign power on the Foreign Ministry, a defense contractor and other “British interests” that evaded defenses by pretending to come from the White House.

Stuxnet, a complex piece of malware designed to interfere with Siemens Industrial Control Systems, was discovered in Iran, Indonesia, and elsewhere, leading to speculation that it was a government cyber weapon aimed at the Iranian nuclear program.

Public facing networks run by NASDAQ, as well as an information sharing application called Directors Desk, are compromised by an unknown external group. NASDAQ says it is unsure how far hackers might have penetrated into their network.

The Wall Street Journal reported that hackers using “Zeus” malware, available in cybercrime black markets for about $1200, were able to steal over $12 million from five banks in the US and UK. Zeus uses links in emails to steal account information, which the hackers then use to transfer money into bank accounts they control. 100 “mules”, or low end criminals, were arrested for opening bank accounts under false names into which the hackers transferred stolen money.

Australia’s Defence Signals Directorate reported a huge increase in cyberattacks on the military. Australia’s Defence Minister, john Faulkner, revealed there had been 2400 “electronic security incidents” on Defence networks in 2009 and 5551 incidents between January and August 2010.

A leaked memo form the Canadian Security and Intelligence Service (CSIS) says that “Compromises of computer and combinations networks of the Government of Canada, Canadian universities, private companies and individual customer networks have increased substantially.... In addition to being virtually un-attributable, these remotely operated attacks offer a productive, secure and low-risk means to conduct espionage.”

A Chinese telecommunications firm accidently transmitted erroneous routing information for roughly 37,000 networks, causing internet traffic to be misrouted through China. The incident lasted 20 minutes and exposed traffic from more than 8,000 U.S. networks, 8,500 Chinese networks, 1,100 Australian networks and 230 French networks.

Australian authorities said there were more than 200 attempts to hack into the networks of the legal defense team for Rio Tinto executives being tried in China to gain inside information on the trial defense strategy.

Google announced that it had found malware targeting Vietnamese computer users. Google said that the malware was not especially sophisticated and was used to spy on “potentially tens of thousands of users who downloaded Vietnamese keyboard language software” the malware also launched distributed denial of service attacks against blogs containing political dissent, specifically, opposition to bauxite mining efforts in Vietnam.



Intel disclosed that it experienced a cyberattack at about the same time that Google, Adobe, and others were attacked. The hackers exploited the vulnerabilities in Internet Explorer software that had been used in the other attacks as well. Intel said that there was no intellectual property or financial loss.

A group named the “Iranian Cyber Army” disrupted service of the popular Chinese search engine Baidu. Users were redirected to a page showing an Iranian political message. Previously, the “Iranian Cyber Army” had hacked into Twitter in December with a similar message.

Google announced that a sophisticated attack had penetrated its networks, along with the networks of more than 30 other US companies. The goal of the penetrations, which Google ascribed to China, was to collect technology, gain access to activist Gmail accounts and to Google’s Gaea password management system.

The UK’s MI5 Security Service warned that undercover intelligence officers from the People’s Liberation Army and the Ministry of Public Security have approached UK businessmen at trade fairs and exhibitions with the offer of “gifts” - cameras and memory sticks - which contain malware that provides the Chinese with remote access to users’ computers.

M. K. Narayanan, India’s National Security Adviser, said his office and other government departments were attacked by China on December 15. The Prime Minister’s office later denied that their computers had been hacked. Narayanan said this was not the first attempt to penetrate Indian government computers.

Global financial services firm Morgan Stanley experienced a "very sensitive" break-in to its network by the same China-based hackers who attacked Google Inc.’s computers in December 2009, according to leaked e-mails from a cyber-security company working for the bank.

Jean-Pascal van Ypersele, the vice-chairman of the United Nations’ Intergovernmental Panel on Climate Change, ascribed the hacking and release of thousands of emails, from the University of East Anglia's Climatic Research Unit to Russia as part of a plot to undermine the Copenhagen climate talks.

Ehud Tenenbaum was convicted of stealing $10 million from U.S. banks. Tenenbaum was known for hacking into DOD computers in 1998, which resulted in a sentence of six months of community service from an Israeli court.

Albert Gonzalez was indicted on charges that between 2006 and 2008, he and unidentified Russian or Ukrainian colleagues allegedly stole more than 130 million credit and debit cards by hacking into the computer systems of five major companies. This was the largest hacking and identity theft crime in U.S. history.

Cyberattacks against websites in the United States and South Korea, including a number of government websites, were launched by unknown hackers. South Korea accused North Korea of being behind the attacks The denial of service attacks did not severely disrupt services but lasted for a number of days and generated a great deal of media attention

German Interior Minister Wolfgang Schaeuble noted, when presenting the Interior Ministry's 2008 security report, that China and Russia were increasing espionage efforts and Internet attacks on German companies.

The John Hopkins University’s Applied Physics Laboratory, which does classified research for the Department of Defense and NASA, took its unclassified networks offline after they were penetrated.

The Homeland Security Information Network (HSIN) was hacked by unknown intruders. The hackers gained access to the data by getting into the HSIN account of a federal employee or contractor. The bulk of the data obtained was federal, but some state information was also accessed.

Hackers attacked Israel’s internet infrastructure during the January 2009 military offensive in the Gaza Strip. The attack, which focused on government websites, was executed by at least 5,000,000 computers. Israeli officials believed the attack was carried out by a criminal organization from the former Soviet Union, and paid for by Hamas or Hezbollah.

Even tiny CSIS was hacked in December by unknown foreign intruders. They probably assumed that some CSIS staff would go into the new administration and may have thought it might be interesting to read their emails beforehand.

Police discovered a highly sophisticated supply chain attack where credit card readers made in China and used in UK supermarkets had a wireless device inserted in them. The device copies a credit card when it is inserted, stores the data, and transfers the data it has collected once a day via WiFi connection to Lahore, Pakistan. Estimated loss is $50 million or more. The device could be instructed to collect only certain kinds of cards (such as gold cards), or to go dormant to evade detection.

Computer networks in Georgia were hacked by unknown foreign intruders, most likely at the behest of the Russian government. Much press attention was given to annoying graffiti on Georgian government websites. There was little or no disruption of services but the hacks did put political pressure on the Georgian government and were coordinated with Russian military actions.

The Times of India reported that an Indian official accused China of hacking into government computers. The official stated that the core of the Chinese assault is the scanning and mapping of India’s official networks to gain access to content in order to plan how to disable or disrupt networks during a conflict.

A State Department cable made public by WikiLeaks reported that hackers successfully stole “50 megabytes of email messages and attached documents, as well as a complete list of usernames and passwords from an unspecified (U.S. government) agency.” The cable said that at least some of the attacks originated from a Shanghai-based hacker group linked to the People’s Liberation Army’s Third Department.

U.S. officials reported that American, European, and Japanese companies were experiencing significant losses of intellectual property and business information to criminal and industrial espionage in cyberspace. However, details cannot be provided in an unclassified setting.

Jonathan Evans, the head of Britain’s Security Service (MI5), warned 300 business firms of the increased online threat from Russian and Chinese state organizations saying, "A number of countries continue to devote considerable time and energy trying to steal our sensitive technology on civilian and military projects, and trying to obtain political and economic intelligence at our expense. They…increasingly deploy sophisticated technical attacks, using the internet to penetrate computer networks."

China’s Ministry of State Security said that foreign hackers, 42% from Taiwan and 25% from United Sates, had been stealing information from Chinese key areas. In 2006, when China’s China Aerospace Science & Industry Corporation (CASIC) Intranet Network was surveyed, spywares were found in the computers of classified departments and corporate leaders.



The British Security Service, the French Prime Minister’s Office and the Office of German Chancellor Angela Merkel all complained to China about intrusion on their government networks. Merkel even raised the matter with China’s President.

Estonian government networks were harassed by a denial of service attack by unknown foreign intruders, most likely at the behest of the Russian government. Some government online services were temporarily disrupted and online banking was halted. These were more like cyber riots than crippling attacks, and the Estonians responded very well; however, they created a wave of fear in cyber dependent countries like the U.S.

The Department of Commerce had to take the Bureau of Industrial Security’s networks offline for several months because its networks were hacked by unknown foreign intruders. This Commerce Bureau reviews confidential information on high tech exports.

NASA was forced to block emails with attachments before shuttle launches out of fear they would be hacked. Business Week reported that the plans for the latest U.S. space launch vehicles were obtained by unknown foreign intruders.

The Department of State’s networks were hacked, and unknown foreign intruders downloaded terabytes of information. If Chinese or Russian spies had backed a truck up to the State Department, smashed the glass doors, tied up the guards and spent the night carting off file cabinets, it would constitute an act of war. But when it happens in cyberspace, we barely notice.

Chinese hackers infiltrated U.S. Department of Defense networks in an operation known as “Titan Rain.” They targeted U.S. defense contractors, Army Information Systems Engineering Command; the Defense Information Systems Agency; the Naval Ocean Systems Center; and the U.S. Army Space and Strategic Defense installation.



A U.N. report claimed that North Korea hackers stole more than $50 million between 2020 and mid-2021 from three cryptocurrency exchanges. The report also added that in 2021 that amount likely increased, as the DPRK launched 7 attacks on cryptocurrency platforms to help fund their nuclear program in the face of a significant sanctions regime

On February 15, a DDoS attack knocked websites belonging to the Ukrainian Defense Ministry and two of the country’s largest banks offline. The U.S. and the UK attributed the attack to the Russian GRU. The Ukrainian Cyber Police claimed that the attack was connected to another “information attack” where Ukrainian citizens received spam text messages claiming that ATMs were not working.

Multiple oil terminals in some of Europe’s biggest ports across Belgium and Germany fell victim to a cyberattack, rendering them unable to process incoming barges. A ransomware strain associated with a Russian-speaking hacking group was used to disrupt the ability of energy companies to process payments.

The websites of the Ukrainian Cabinet of Ministers and Ministries of Foreign Affairs, Infrastructure, and Education were disrupted in the days before Russian troops invaded Ukraine. Wiper malware was also used to penetrate the networks of one Ukrainian financial institution and two government contractors.

Beijing-based cybersecurity company accused the U.S. National Security Agency of engineering a backdoor to monitor companies and governments in over 45 countries around the world. A Foreign Ministry spokesman said that operations like this may threaten the security of China’s critical infrastructure and compromise trade secrets.

The stock trading platform, Robinhood, disclosed a social engineering cyberattack that allowed a hacker to gain access to the personal information of around 7 million customers. The data included names, email addresses, and for some, data of birth, and zip codes. Following the breach, the hacker requested payment, presumably not to disclose the stolen data.

The U.S. Department of Justice sentenced Ghaleb Alaumary to more than 11 years in prison for aiding North Korean cybercriminals in money laundering. His assistance included ATM cash-out operations, cyber-enabled bank heists, and business email compromise (BEC) schemes. These attacks targeted banks, professional soccer clubs, and other unnamed companies in the U.S. and U.K.

The EU formally blamed Russia for its involvement in the 'Ghostwriter’ cybercampaign, which targeted the elections and political systems of several member states. Since 2017, Russian operators hacked the social media accounts of government officials and news websites, with the goal of creating distrust in U.S. and NATO forces.

The Lithuanian Defense Ministry found hidden features in popular 5G smartphone models manufactured in China, according to its state-run cybersecurity body. The module embedded in the phones detects and censors 449 keywords or groups of keywords that are counter to the message of the Chinese government.

The Norwegian Government stated a series of cyberattacks against private and state IT infrastructure came from bad actors sponsored by and operating from China. Their investigation of the hacks claims the actors attempted to capture classified information relating to Norway’s national defense and security intelligence. 



Various Chinese cyber-espionage groups are responsible for the hacks of at least five major Southeast Asian telecommunication providers beginning in 2017. The attacks were carried out by three different hacking groups and are seemingly unlinked despite all groups having a connection to Chinese espionage efforts.

The United States, the European Union, NATO and other world powers released joint statements condemning the Chinese government for a series of malicious cyber activities. They attributed responsibility to China for the Microsoft Exchange hack from early 2021 and the compromise of more than 100,000 servers worldwide

United States Naval Institute (USNI) claimed the tracking data of two NATO ships, the U.K. Royal Navy’s HMS Defender and the Royal Netherlands Navy’s HNLMS Evertsen, was falsified off the coast of a Russian controlled naval base in the Black Sea. The faked data positioned the two warships at the entrance of a major Russian naval base.

On May 14, Ireland’s national health service, the Health Service Executive (HSE), was the victim of a ransomware attack. Upon discovering the attack, government authorities shut down the HSE system. The attackers utilized the Conti ransomware-as-a-service (RaaS), which is reported to be operated by a Russia-based cybercrime group.

Cybersecurity researchers identified a North Korean hacking group to be responsible for a cyber espionage campaign, targeting high profile South Korean government officials, utilizing a phishing methodology. The group’s targets were based in South Korea and included: the Korea Internet and Security Agency (KISA), ROK Ministry of Foreign Affairs, Ambassador of the Embassy of Sri Lanka to the State (in ROK), International Atomic Energy Agency Nuclear Security Officer, Deputy Consul General at Korean Consulate General in Hong Kong, Seoul National University, and Daishin Securities.

The FBI and the Australian Cyber Security Centre warned of an ongoing Avaddon ransomware campaign targeting multiple sectors in various countries. The reported targeted countries are Australia, Belgium, Brazil, Canada, China, Costa Rica, Czech Republic, France, Germany, India, Indonesia, Italy, Jordan, Peru, Poland, Portugal, Spain, United Arab Emirates, UK, US. The targeted industries include: academia, airlines, construction, energy, equipment, financial, freight, government, health, it, law enforcement, manufacturing, marketing, retail, pharmaceutical.



North Korean government hackers engaged in a sophisticated social engineering campaign against cybersecurity researchers that used multiple fake twitter accounts and a fake blog to drive targets to infected sites or induce them to open infected attachments in emails asking the target to collaborate on a research project.

Suspected Indian hackers active since 2012 were attacked business and governments across South and East Asia, with a particular emphasis on military and government organizations in Pakistan, China, Nepal, and Afghanistan, and businesses involved in defense technology, scientific research, finance, energy, and mining.

Facebook announced that its users had been targeted by two hacking campaigns, one originating from state-sponsored Vietnamese hackers focused on spreading malware, and the other from two non-profit groups in Bangladesh focused on compromising accounts and coordinating the reporting of accounts and pages for removal.

Unknown state-sponsored hackers took advantage of territory disputes between China, India, Nepal, and Pakistan to target government and military organizations across South Asia, including the Nepali Army and Ministries of Defense and Foreign Affairs, the Sri Lankan Ministry of Defense, and the Afghan National security Council and Presidential Palace.



The FBI, CISA and U.S. Cyber Command announced that a North Korean hacking group had been conducting a cyber espionage campaign against individual experts, think tanks, and government entities in South Korea, Japan, and the United States with the purpose of collecting intelligence on national security issues related to the Korean peninsula, sanctions, and nuclear policy





Microsoft security researchers found that in the last year, an Iranian hacker group carried out "password-spraying attacks" on thousands of organizations, but since October, have focused on the employees of dozens of manufacturers, suppliers, or maintainers of industrial control system equipment and software.

A previously unidentified Chinese espionage group was found to have worked since 2012 to gather data from foreign firms in industries identified as strategic priorities by the Chinese government, including telecommunications, healthcare, semiconductor manufacturing, and machine learning. The group was also active in the theft of virtual currencies and the monitoring of dissidents in Hong Kong.





The United States, in coordination with Australia, Canada, the UK, and New Zealand, accused China for conducting a 12-year campaign of cyber espionage targeting the IP and trade secrets of companies across 12 countries. The announcement was tied to the indictment of two Chinese hackers associated with the campaign.



Ukrainian intelligence officials claim to have thwarted a Russian attack on the network equipment of a chlorine plant in central Ukraine. The virus used in the attack is the same malware responsible for the infection of 500,000 routers worldwide in a campaign the FBI linked to state-sponsored Russian hackers.

Security researchers report that Chinese hackers had been actively spying on political actors on both sides of the upcoming Cambodian elections. Targets include the country’s National Election Commission, several government ministries, the Cambodian Senate, at least one Member of Parliament, and multiple media outlets and human rights activists.

The U.S. Department of Justice announced the indictments of 12 Russian intelligence officers for carrying out large-scale cyber operations against the Democratic Party in advance of the 2016 Presidential election. The officers’ alleged crimes included the theft and subsequent leakage of emails from the Democratic National Committee and Hillary Clinton campaign, and the targeting of election infrastructure and local election officials in an attempt to interfere with the election.

Within 24 hours of President Trump’s announcement that the US would withdraw from the Iran nuclear agreement, security firms reported increases in Iranian hacking activity, including the sending of emails containing malware to diplomats in the Foreign Affairs ministries of US allies, as well as global telecommunication companies.

Chinese hackers infiltrated a U.S. Navy contractor working for the Naval Undersea Warfare Center. 614 gigabytes of material related to a supersonic anti-ship missile for use on U.S. submarines were taken, along with submarine radio room information related to cryptographic systems and the Navy submarine development unit’s electronic warfare library



The state-owned China Aerospace Science and Industry Corporation (CASIC) is alleged to have pre-installed backdoors in biometric equipment sold to Taiwan for its e-Gate border control system. The backdoors would have allowed CASIC to gather private data on both Taiwanese and foreign citizens traveling in and out of the country since the system’s installation in 2012.

A major wave of ransomware infections hits media organizations, train stations, airports, and government agencies in Russia and Eastern Europe. Security researchers found strong evidence linking the attack to the creators of NotPetya, and noted that the malware used leaked NSA-linked exploits to move through networks. Ukrainian police later reported that the ransomware was a cover for a quiet phishing campaign undertaken by the same actor to gain remote access to financial and other confidential data.

Beginning in 2011, Hackers from the internet security firm Boyusec compromised the networks of three companies over a multi-year period and gained access to confidential documents and data, including sensitive internal communications, usernames and passwords, and business and commercial information



The Society for Worldwide Interbank Financial Telecommunication (SWIFT) warned its customers that they remain vulnerable to attacks by “sophisticated” threat actors, having witnessed “a meaningful number” of attacks on its customers since the Bangladesh heist in February 2016, a fifth of which had resulted in stolen funds.

Yahoo revealed that its systems had been intruded into in August 2013, and that the breach compromised one billion user accounts. Compromised data included usernames, email addresses, phone numbers, dates of birth, passwords, and security questions and answers. The data was posted for sale for $200,000 or best offer on underground forums.

An indiscriminate attack compromised systems at the San Francisco Municipal Transportation Agency (the Muni), locking operators out of computers and customers out of kiosks. As a result, the Muni offered customers free rides for two days, until administrators restored its systems without paying the demanded $73,000 ransom.

Yahoo revealed that it an intrusion into its network in late 2014 had given hackers access to 500 million users’ usernames, email addresses, phone numbers, dates of birth, passwords, and a mix of encrypted and plaintext security questions and answers. The company’s CIO claimed the attack was perpetrated by a state-sponsored actor.



Russian hackers coordinated attacks on several regional power distribution companies in Western Ukraine. SCADA systems and system host networks were targeted and damaged. Malware was used to probe for network vulnerabilities, establish command and control, and wipe SCADA servers to delay restoration. Attackers simultaneously launched a denial of service attack on system dispatchers to prevent customers from reporting disruptions. Approximately 225,000 Ukrainians were affected, but service was restored after 3-6 hours.

A spear phishing attack on the Joint Chiefs of Staff unclassified email servers resulted in the system being shut down for 11 days while cyber experts rebuilt the network, affecting the work of roughly 4,000 military and civilian personnel. Officials believe that Russia is responsible for the intrusion, which occurred sometime around July 25, although China has not been ruled out as the perpetrator.

The website of the Permanent Court of Arbitration in The Hague went offline in an incident that sources are connecting to hearings regarding China’s claims to territory in the South China Sea. The breach was traced back to an IP address in China. The vulnerability spread malware to the devices of website visitors.

United Airlines revealed that its computer systems were hacked in May or early June, compromising manifest data that detailed the movements of millions of Americans. The report, citing “several people familiar with the probe,” stated that the group behind this attack is the same group suspected of the Office of Personnel Management hack discovered in June.

Hacking Team, an Italy-based firm accused of the unethical sale of surveillance technology worldwide, was hacked and hundreds of gigabytes of sensitive data were stolen. Confidential documents leaked by the hackers appeared to show Hacking Team’s material support for authoritarian governments such as those in Sudan, Ethiopia, Morocco, and the United Arab Emirates.

German media reports that hackers breached the lower house of parliament on the Bundestag network and exfiltrated data from over 20,000 accounts. German weekly Der Spiegel said that the Kremlin is the primary suspect behind the attack and that the malware involved closely resembles that used in a 2014 attack on a German data network.

Canada announced that it has experienced DDOS attacks against two government websites. The attacks, which took down the Canadian Security Intelligence Service (CSIS) and the general Canadian government website, Canada.ca also reportedly affected email, Internet access and IT services in the government. Anonymous has claimed responsibility, citing Canada’s recently passed Anti-terrorism Act, 2015 as the reason behind the recent attack.

The Office of Personnel Management was revealed to have been hacked twice in the last year. The first resulted in the loss of 4.1 million records and the second resulted in the loss of 21.5 million records,19.7 million of these involved background investigation records for cleared U.S. government employees.

Canadian researchers say Chinese hackers attacked U.S. hosting site GitHub. GitHub said the attack involved “a wide combination of attack vectors” and used new techniques to involve unsuspecting web users in the flood of traffic to the site. According to the researchers, the attack targeted pages for two GitHub users – GreatFire (https://en.greatfire.org/) and the New York Times’ Chinese mirror site – both of which circumvent China’s firewall.

Media reports say that Canada’s Communication Security Establishment identified “Babar” and “EvilBunny” as malware developed for espionage purposes by the French government. Babar’s primary function is to exfiltrate documents, but it can also log keystrokes, monitor a user’s web history, intercept and record communications made via Skype and messenger programs.

A report issued by Germany’s Federal Office for Information Security reveals a German steel mill became the second recorded victim of a cyberattack causing physical destruction. The attack disrupted control systems so severely that a blast furnace could not be properly shut down. The report did not name the steel mill or detail the severity of the damage.

The Department of State reports breaches of its unclassified networks, and shut down its entire unclassified email system to repair possible damage. A month later, “suspicious cyber activity” was noticed on a White House computer network, but the White House said that no classified networks had been breached.



A group called "Cutting Sword of Justice" linked to Iran claimed it has used the “Shamoon” virus to attack Aramco, a major Saudi oil supplier, deleting data on 30,000 computers and infecting (without causing damage) control systems. The attack also affected the Qatari company RasGas, a major LNG supplier.

Regarded as the largest attack on Indian government networks, over 10,000 email addresses of top Indian government officials were hacked, including officials in the Prime Minister’s Office, Defense, External Affairs, Home, and Finance ministries, as well as intelligence agencies. India blames the attack on state actors.

Indian naval officials confirmed that a virus had collected data from sensitive computer systems at the country’s Eastern Naval Command headquarters and sent the data to Chinese IP addresses. The virus allegedly entered the Navy’s network via infected USB drives, which were used to transfer data from standalone computers holding sensitive files to networked systems.



Researchers at the University of Toronto report that versions of the installer for the proxy tool Simurgh, which anonymizes net use and is popular in countries such as Iran and Syria to circumvent government internet controls, also installs a keylogger Trojan which sends the user name, keystrokes, and program use to another site.

A hack of Japan's Ministry of Agriculture, Forestry, and Fisheries resulted in more than 3,000 documents exfiltrated to a foreign destination, including 20 classified documents on negotiations on the Trans-Pacific Partnership (a broad free-trade agreement). According to press reports, the hackers searched Ministry computers for TPP documents, transferred all that were found to a single computer, and then compressed them to make them easier to send.

Iran was forced to disconnect key oil facilities after a cyberattack against internal computer systems. The malware was found inside the control systems of Kharg Island – Iran’s main oil exporting terminal. Equipment at Kharg Island and at other Iranian oil plants was disconnected from the internet as a precaution. Iran reported that oil production was not affected, but the websites of the Iranian oil ministry and national oil company were forced offline and data about users of the sites was taken as a result of the attack.

The U.S. Department of Homeland Security issued amber alerts warning of a cyber- intrusion campaign on U.S. gas pipelines, dating back to December 2011. Press reports indicated that Industrial Control Systems Cyber Emergency Response Team (ICS-CERT) described the attack as a sophisticated spear phishing campaign emanating from a single source.

India’s Minister for Communications and Information Technology revealed in a written reply to a Parliamentary question that 112 government websites had been compromised from December 2011 to February 2012. Most of the incidents involved website defacement and many of the hacks appeared to originate in Pakistan.

NASA’s Inspector General reported that 13 APT attacks successfully compromised NASA computers in 2011. In one attack, intruders stole 150 user credentials that could be used to gain unauthorized access to NASA systems. Another attack at the Joint Propulsion Laboratory involving China-based IP let the intruders gain full access to key JPL systems and sensitive user accounts.

U.S. Chamber of Commerce computer networks were completely penetrated for more than a year by hackers who, according to press reports, had ties to the People’s Liberation Army. The Hackers had access to everything in Commerce’s computers, including member company communications and industry positions on U.S. trade policy.

Norway’s National Security Agency (NSM) reports that at least 10 major Norwegian defense and energy companies were hacked. The attacks were specifically "tailored" for each company, using an email phishing scheme. NSM said that the attacks came when the companies, mainly in the oil and gas sectors, have been involved in large-scale contract negotiations. The hacking occurred over the course of 2011, with hackers gaining access to confidential documents, industrial data, usernames and passwords.

A computer virus from an unknown source introduced “keylogger” malware onto ground control stations for US Air Force UAVs and, according to press reports, infected both classified and unclassified networks at Creech Air Force Base in Nevada. The US did not lose control of any drone nor does it appear that any data was exfiltrated, but the malware was persistent and took several attempts to remove.

Unknown attackers hacked a Dutch certificate authority, allowing them to issue more than 500 fraudulent certificates for major companies and government agencies. The certificates are used to verify that a website is genuine. By issuing a false certificate, an attacker can pretend to be a secure website, intercept e-mail, or install malicious software. This was the second hack of a certificate authority in 2011.

According to sources in the Japanese government, Mitsubishi Heavy Industries and twenty other Japanese defense and high tech firms were the target of an effort to extract classified defense information. Japanese officials believed the exploits all originated from the same source. The intruder used email with a malicious attachment whose contents were the same as a legitimate message sent 10 hours earlier.

Email and documents from 480 members of the Japanese Diet and lawmakers and their staff were compromised for a month after a phishing attack implanted a Trojan on members’ computers and Diet servers. The hijacked machines communicated with a server in China and the attackers included Chinese characters in their code.

The German Bundespolizei (Federal Police) and the Bundeszollverwaltung (Federal Customs Service) discovered that servers used to locate serious criminals and terrorism suspects by gathering information from GPS systems in cars and mobile phones were penetrated (using a phishing attack) as early as 2010. Following the cyberattack, the relevant servers had to be temporarily shut down to prevent further data losses.

Between March 2010 and April 2011, the FBI identified twenty incidents in which the online banking credentials of small-to-medium sized U.S. businesses were compromised and used to initiate wire transfers to Chinese economic and trade companies. As of April 2011, the total attempted fraud amounts to approximately $20 million; the actual victim losses are $11 million.

The Canadian government reported a major cyberattack against its agencies, including Defence Research and Development Canada, a research agency for Canada's Department of National Defence. The attack forced the Finance Department and Treasury Board, Canada’s main economic agencies, to disconnect from the internet. Canadian sources attribute the attack to China.

The Wall Street Journal reported that hackers using “Zeus” malware, available in cybercrime black markets for about $1200, were able to steal over $12 million from five banks in the US and UK. Zeus uses links in emails to steal account information, which the hackers then use to transfer money into bank accounts they control. 100 “mules”, or low end criminals, were arrested for opening bank accounts under false names into which the hackers transferred stolen money.

A leaked memo form the Canadian Security and Intelligence Service (CSIS) says that “Compromises of computer and combinations networks of the Government of Canada, Canadian universities, private companies and individual customer networks have increased substantially.... In addition to being virtually un-attributable, these remotely operated attacks offer a productive, secure and low-risk means to conduct espionage.”

A Chinese telecommunications firm accidently transmitted erroneous routing information for roughly 37,000 networks, causing internet traffic to be misrouted through China. The incident lasted 20 minutes and exposed traffic from more than 8,000 U.S. networks, 8,500 Chinese networks, 1,100 Australian networks and 230 French networks.

Google announced that it had found malware targeting Vietnamese computer users. Google said that the malware was not especially sophisticated and was used to spy on “potentially tens of thousands of users who downloaded Vietnamese keyboard language software” the malware also launched distributed denial of service attacks against blogs containing political dissent, specifically, opposition to bauxite mining efforts in Vietnam.



Google announced that a sophisticated attack had penetrated its networks, along with the networks of more than 30 other US companies. The goal of the penetrations, which Google ascribed to China, was to collect technology, gain access to activist Gmail accounts and to Google’s Gaea password management system.

The UK’s MI5 Security Service warned that undercover intelligence officers from the People’s Liberation Army and the Ministry of Public Security have approached UK businessmen at trade fairs and exhibitions with the offer of “gifts” - cameras and memory sticks - which contain malware that provides the Chinese with remote access to users’ computers.

M. K. Narayanan, India’s National Security Adviser, said his office and other government departments were attacked by China on December 15. The Prime Minister’s office later denied that their computers had been hacked. Narayanan said this was not the first attempt to penetrate Indian government computers.

Albert Gonzalez was indicted on charges that between 2006 and 2008, he and unidentified Russian or Ukrainian colleagues allegedly stole more than 130 million credit and debit cards by hacking into the computer systems of five major companies. This was the largest hacking and identity theft crime in U.S. history.

Cyberattacks against websites in the United States and South Korea, including a number of government websites, were launched by unknown hackers. South Korea accused North Korea of being behind the attacks The denial of service attacks did not severely disrupt services but lasted for a number of days and generated a great deal of media attention

Hackers attacked Israel’s internet infrastructure during the January 2009 military offensive in the Gaza Strip. The attack, which focused on government websites, was executed by at least 5,000,000 computers. Israeli officials believed the attack was carried out by a criminal organization from the former Soviet Union, and paid for by Hamas or Hezbollah.

Police discovered a highly sophisticated supply chain attack where credit card readers made in China and used in UK supermarkets had a wireless device inserted in them. The device copies a credit card when it is inserted, stores the data, and transfers the data it has collected once a day via WiFi connection to Lahore, Pakistan. Estimated loss is $50 million or more. The device could be instructed to collect only certain kinds of cards (such as gold cards), or to go dormant to evade detection.

Computer networks in Georgia were hacked by unknown foreign intruders, most likely at the behest of the Russian government. Much press attention was given to annoying graffiti on Georgian government websites. There was little or no disruption of services but the hacks did put political pressure on the Georgian government and were coordinated with Russian military actions.

The Times of India reported that an Indian official accused China of hacking into government computers. The official stated that the core of the Chinese assault is the scanning and mapping of India’s official networks to gain access to content in order to plan how to disable or disrupt networks during a conflict.

A State Department cable made public by WikiLeaks reported that hackers successfully stole “50 megabytes of email messages and attached documents, as well as a complete list of usernames and passwords from an unspecified (U.S. government) agency.” The cable said that at least some of the attacks originated from a Shanghai-based hacker group linked to the People’s Liberation Army’s Third Department.

Jonathan Evans, the head of Britain’s Security Service (MI5), warned 300 business firms of the increased online threat from Russian and Chinese state organizations saying, "A number of countries continue to devote considerable time and energy trying to steal our sensitive technology on civilian and military projects, and trying to obtain political and economic intelligence at our expense. They…increasingly deploy sophisticated technical attacks, using the internet to penetrate computer networks."

China’s Ministry of State Security said that foreign hackers, 42% from Taiwan and 25% from United Sates, had been stealing information from Chinese key areas. In 2006, when China’s China Aerospace Science & Industry Corporation (CASIC) Intranet Network was surveyed, spywares were found in the computers of classified departments and corporate leaders.



Estonian government networks were harassed by a denial of service attack by unknown foreign intruders, most likely at the behest of the Russian government. Some government online services were temporarily disrupted and online banking was halted. These were more like cyber riots than crippling attacks, and the Estonians responded very well; however, they created a wave of fear in cyber dependent countries like the U.S.

The Department of State’s networks were hacked, and unknown foreign intruders downloaded terabytes of information. If Chinese or Russian spies had backed a truck up to the State Department, smashed the glass doors, tied up the guards and spent the night carting off file cabinets, it would constitute an act of war. But when it happens in cyberspace, we barely notice.

Chinese hackers infiltrated U.S. Department of Defense networks in an operation known as “Titan Rain.” They targeted U.S. defense contractors, Army Information Systems Engineering Command; the Defense Information Systems Agency; the Naval Ocean Systems Center; and the U.S. Army Space and Strategic Defense installation.





Cybersecurity researchers identified a North Korean hacking group to be responsible for a cyber espionage campaign, targeting high profile South Korean government officials, utilizing a phishing methodology. The group’s targets were based in South Korea and included: the Korea Internet and Security Agency (KISA), ROK Ministry of Foreign Affairs, Ambassador of the Embassy of Sri Lanka to the State (in ROK), International Atomic Energy Agency Nuclear Security Officer, Deputy Consul General at Korean Consulate General in Hong Kong, Seoul National University, and Daishin Securities.

The FBI and the Australian Cyber Security Centre warned of an ongoing Avaddon ransomware campaign targeting multiple sectors in various countries. The reported targeted countries are Australia, Belgium, Brazil, Canada, China, Costa Rica, Czech Republic, France, Germany, India, Indonesia, Italy, Jordan, Peru, Poland, Portugal, Spain, United Arab Emirates, UK, US. The targeted industries include: academia, airlines, construction, energy, equipment, financial, freight, government, health, it, law enforcement, manufacturing, marketing, retail, pharmaceutical.















The U.S. Department of Justice announced the indictments of 12 Russian intelligence officers for carrying out large-scale cyber operations against the Democratic Party in advance of the 2016 Presidential election. The officers’ alleged crimes included the theft and subsequent leakage of emails from the Democratic National Committee and Hillary Clinton campaign, and the targeting of election infrastructure and local election officials in an attempt to interfere with the election.



A major wave of ransomware infections hits media organizations, train stations, airports, and government agencies in Russia and Eastern Europe. Security researchers found strong evidence linking the attack to the creators of NotPetya, and noted that the malware used leaked NSA-linked exploits to move through networks. Ukrainian police later reported that the ransomware was a cover for a quiet phishing campaign undertaken by the same actor to gain remote access to financial and other confidential data.





Russian hackers coordinated attacks on several regional power distribution companies in Western Ukraine. SCADA systems and system host networks were targeted and damaged. Malware was used to probe for network vulnerabilities, establish command and control, and wipe SCADA servers to delay restoration. Attackers simultaneously launched a denial of service attack on system dispatchers to prevent customers from reporting disruptions. Approximately 225,000 Ukrainians were affected, but service was restored after 3-6 hours.

Canada announced that it has experienced DDOS attacks against two government websites. The attacks, which took down the Canadian Security Intelligence Service (CSIS) and the general Canadian government website, Canada.ca also reportedly affected email, Internet access and IT services in the government. Anonymous has claimed responsibility, citing Canada’s recently passed Anti-terrorism Act, 2015 as the reason behind the recent attack.

Canadian researchers say Chinese hackers attacked U.S. hosting site GitHub. GitHub said the attack involved “a wide combination of attack vectors” and used new techniques to involve unsuspecting web users in the flood of traffic to the site. According to the researchers, the attack targeted pages for two GitHub users – GreatFire (https://en.greatfire.org/) and the New York Times’ Chinese mirror site – both of which circumvent China’s firewall.
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